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1. DB SESSIONINFO (REDIS)

NcTopma nameHeHWn NnpeacTtaBneHa B Tabanue (Tabanua 1).

Tabnnua 1
KTo Koraa M3meHeHuA B pamkKax yero
Gennadiy  [23.12.2019 |JobaBneH LJAPS-1549 - Bpems U3HM ceccuun 5
Tem napameTp ExpiredAt MWHYT DONE
Gennadiy  [14.11.2019 |Co3aaHo f4APS-982 - XpaHeHWe ceccuM Ha
Tem redis DONE
NHbopMaLma 0 KOHKPETHOM ceccum NpeacTaBneHa B Tabanue (Tabanua 2).
Tabnunua 2
MNone Tun aaHHbIX |06A3aTENBHOCTD KommeHTapum
SessionID uuid NULLABLE MaoeHTUPUKaTOp ceccun.
TokenlInfo DB TokenInfo|[NULLABLE MHPOpMaLma o TOKeHe
(Redis)
AuthState uuid NULLABLE Cny»kebHblh  KoAd, TreHepupyembli
ANA npougecca ayTeHTUdMKaLMM
ReturnURL String NULLABLE URL  ana peanpeKkTa nocne
yCnewHom ayTeHTUdMKaumm
AuthRedirectTriesCount|Int NULLABLE
ExpiredAt DateTime NOT NULL Bpemsa ncrteyeHma Xn3Hm ceccum.
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2. DB TOKENINFO (REDIS)

NcTopuma nameHeHWn npeactaBneHa B Tabanue (Tabanua 3).

Tabnuua 3

KTo Koraa M3meHeHuA B pamkKax yero

Gennadiy Tem [14.11.2019 |Co3aaHo APS-982 - XpaHeHue ceccum Ha redis DONE

NHbopmauma o TOKeHax Anda ceccum npeacTasneHa B Tabauvue (Tabauua 4).

Tabnuua 4
Mone Tvn Ob6sa3aTenbHOCTb KommeHTapui
OaHHbIX
IDToken String NULLABLE ID ToKkeH
AccessToken String NULLABLE Access TOKeH
RefreshToken String NULLABLE Refresh TokeH
AccessTokenExpired|DateTime |[NULLABLE Bpema aencrema Access TOKeHa (40 Kakow
naTbl AencTeyeT)
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3. DB MCTOPUA NAPOJIEN
NcTopuma nameHeHWn npeactaBneHa B Tabanue (Tabanua 5).
Tabnuua 5
KTo Koraa N3meHeHUA B pamkKax yero
Gennadiy [11.11.2019 |Co3paHo s|IAPS-842 - 3anpeTt Ha MCNO/Ib30BaHMeE
Tem pamKax onpeaeneHHOro Yncna NocneaHmx MCnoab30BaHHbIX
naponen DONE

Passwords_history coaepuT cnMcoKk MCnoab30BaHHbIX MNAapoaeit y4eTHbIX 3amnnce

npeacTaB/eHHbIx B Tabanue (Tabaunua 6).

Tabnuua 6
Mone Tvn paHHbIX  |O6A3aTENBHOCTD KommeHTapui

id* uuid NOT NULL MaoeHTUdMKaTop 3anmcu

account_id character varyingINOT NULL ID yyeTHOM 3anucK. BHewwHW kKntod K DB
(255) YyeTHble 3anucu.id

password hash|bytea NOT NULL X3l napona

password_salt |bytea NOT NULL Conb naponsa

created_at timestamp  with|NOT NULL [aTta 1 Bpema co3aaHua 3anmcu
timezone

* ABnaeTcs nepBnNYHbIM KJTHOHOM
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4. DB PO/

NcTopuma nameHeHWM NnpeacTtaBneHa B Tabanue (Tabanua 7).

Tabnunua 7
KTo Koraa B pamkKax yero
Sergey 26.02.2021 |O6HoBMEHO B pamKax EAPS-3486 - [Task] lo6asuTb endpoint ans
Tyapkin CO34aHuA ponen DONE
[JobasneHo none updated_at
Aleksey 03.12.2019 |O6HoBNEHO B pamkax WJAPS-852 -  OrpaHuyeHne uucna
Abramov napannenbHbIX CeaHCOB DONE
[JobasneHo none isPrivileged
Aleksey 26.08.2019 |Co3aaro 8 pamrax WIAPS-242 - ABTopusaumsa goctyna K KoHconw
Abramov pa3paboTymKka DONE

Roles npeacTtasneHa B Tabauvue (Tabamua 8).

Tabnunua 8
MNone Tun paHHbIX 0O6a3aTenbHOCTb KommeHTapui
code* character varying (255) |[NOT NULL Kop, 3anucu
name character varying (255) |[NOT NULL HasBaHue
created_at [timestamp with timezone |[NOT NULL [laTa 1 Bpema co3aaHuA 3anmcu
updated_at [timestamp with timezone [NOT NULL [laTa v BpeMa n3meHeHMA 3anmcu
is_privileged|boolean NOT NULL MNpuBMAernpoBaHHan?

* ABnseTcs NepBUYHbBIM KAOYOM
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5. DB CBA3KA POJ/I N AKKAYHTA

CoAEepKUT CBA3KM POSIEN M YYETHbIX 3aMMUCEN.

NcTopuma nameHeHWn npeactaBneHa B Tabanue (Tabanua 9).

Tabnunua 9
KTo Koraa M3meHeHuA B pamkKax yero
Gennadiy [28.10.2019 |Jo6asnera nHpopmaumaldAPS-1257 - [onHaa aBTOpWU3auMA B
Tem O co3daHum  nepson|appstore adminconsole, devconsole, auth
y4yeTHOM 3anmcKladminconsole pone LJAPS-850 -
aAMWHNCTPATOPA [JobasneHne npeayCcTaHOBNEHHOM y4eTHOM
y4€THbIX 3anucen 3anucu AoMUHUCTPaTOpPa YYEeTHbIX
3anmcen DONE
Aleksey 130.09.2019 [Co3aaHo LIAPS-242 - AsTOpu3auma AocTyna K
Abramov KoHconn pa3paboTymka DONE
Account_role_relations npeactasneHa B Tabauue (Tabauua 10).
Tabnunua 10
MNone Tvn faHHbIX O6A3aTenbHOCTb KommeHTapui
role_code* |character varying (255) |[NOT NULL Koa 13 cnpaBoYHMKa ponei
account_id* |uuid NOT NULL NneHTudUKaTOP YYETHON 3aMmCK
createdAt |timestamp with timezone [NOT NULL [aTta 1 Bpema co3aaHna 3anmcu

* ABnAaeTca nepBUYH

bIM K/TFO4OM

Mpn NepBMYHOM HACTPOMKE CUCTEMbI HEOBXOAMMO 3aBECTM YYETHYH 3anucb C

PO/Ib0 AOMUHUCTPATOPA YYETHBIX 3aMMCeN N HEOOXOAMMOCTBIO CMEHbI Mapoasa NPU NepBoi

asTopusauum (Tabaunua 11):

1. Co3aaTb y4eTHY0 3anuncb, KaK yKkaszaHo B DB YueTHble 3anucu;

2.3a4aTb POb:
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Tabnnua 11

Mone 3HayeHue
role_code AUTH_ADMIN
account_id 7d2838fc-cbf8-4553-a671-474c591bcac8
createdAt 2019-10-25 08:38:47.873195
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6. DB COBbITUA AYOUTA

NcTopua nameHeHWn npeactaBneHa B Tabanue (Tabanua 12).

Tabnnua 12
KTo Koraa M3meHeHuA B pamkKax yero
Gennadiy |11.03 |event_sequence Tenepb NULLABLE LIACS-505 - [Bug] Murpauus
Tem 2021 sequence_number B audit-api
NPUBOAUT K HeAOCTyNHOCTU
Postgres DONE
Sergey 27.01 |JobaBneH napameTp event_sequence f4APS-3350 - BO3MOMHOCTb
Tyapkin  [.2021 noAcyYMTaThb KOIMYeCTBO
3a4yDAMPOBaAHHbIX CODbLITUM B
ayamTe DONE
Gennadiy {10.02 [MapameTpbl subject_login, DIAPS-1751 - OwmnbKa B norax
Tem .2020 |subject_type, object_id, object_label, object |postgres no ayauty DONE
_type, action, result, endpoint, request_que
ry, http_method, comment, gateway id
npueeaeHsl K annHe 1024 cumsona
Gennadiy {16.10 [Co3aaHo LIAPS-855 - Perncrpaums
Tem 2019 cobbiTMin He3onacHoCcTK AnA
KoHconum
Pa3paboTymKka DONE

Audit_events coaep»KMUT CMUCOK cODObITUI ayauTa NpeacTaBfeHHbIM B Tabauue

(Tabnnua 13).

Tabnunua 13
MNone Tun AaHHbIX Ob6s3aTeNbHOCTb KommeHTapuit
id* BIGSERIAL NOT NULL NpoeHTndunkaTop 3anmcu
(nocnepoBaTeIbHOCTb)
subject_login  [VARCHAR(1024) NULLABLE JTorvH MHUUMaTOpa
subject_id UuliD NULLABLE ID nHMumaTopa
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ZONE

MNone Tvn AaHHbIX Obsa3aTeNnbHOCTb KommeHTapum

subject_type  [VARCHAR(1024) NULLABLE Tun MHUUMATOPA
— user
— system
— device

object_id VARCHAR(1024) NULLABLE ID o6bexTa
MoxeT 6bITb UUID, INTEGER nau
”liSt”

object_label VARCHAR(1024) NULLABLE Ha3BaHue obbeKTa (Mma
obbeKTa)
Bynet obpesaHo B KOHLE, ecau
Honblue Yem AaMHa NoNs

object_type VARCHAR(1024) NULLABLE Tun obbekta. CooTBeTcTByeT
Tmny B CobbITMe ayanTa (B LUNHE)

action VARCHAR(1024) NULLABLE [encteme, coBeplUeHHOe Haf,
obbekToM. CooTBETCTBYET
pencteuio B CobbiTve ayamTta (B
WwnHe)

result VARCHAR(1024) NULLABLE Oxunpaetca HTTP-koa, HO MOXeT
HbITb YTO YroaHO

endpoint VARCHAR(1024) NULLABLE BbI3BaHHbIN 3aMpoc

request_query |VARCHAR(1024) NULLABLE MapameTpbl 3anpoca

http_method [VARCHAR(1024) NULLABLE HTTP-meToA
GET, POSTwu .4

comment VARCHAR(1024) NULLABLE MNone Ha Oyayulee. noka He
MCNONb3yeTCs

gateway_id VARCHAR(1024) NULLABLE ID gateway, 4epes3 KOTOpPbIN LWen
3anpoc

created_at TIMESTAMP WITH TIME|NOT NULL Hata w©  BpemAa  co34aHMA

ZONE cobbiTna B b1
event_date TIMESTAMP WITH TIME|NOT NULL [lata w” BpemdA coseplleHnA

cobbITHA

10
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Mone

Tun gaHHbIX

0Ob6a3aTenbHOCTb

KommeHTapum

event_sequence

BIGINT

NULLABLE

MNocnenoBaTeNbHbIN HOMEp
cobbITUA B LLUNHE

* ABnaeTcs nepBnNYHbIM KJHOHOM

11



Mogenb AaHHbIX noAacnucTeMbl 6e3o0nacHoOCTH

— ~| OTKPbITASA
MOBWJIbHAS
l NAAT®OPMA

7. DB CMPABOYHWK PONEN

7.1. NNO «Aspopa UeHTp» penns 2.5.1

NcTopua nameHeHWn npeactaBneHa B Tabauue (Tabanua 14).

Tabnuvua 14
KTo Koraa N3meHeHUA B pamKax yero
Gennadiy |07.04.2021 |Nob6aBneHa ponb|lAPS-3746 - YnpaBnexue
Tem APS_APPLICATIONS EDITOR NPUNOKEHUNAMMN BCEX
PenakTop NpUNOKEHNM Pa3paboTynMKoB IN PROGRESS
AKTyann3npoBaHbI Ha3BaHMA
OCTa/IbHbIX poaei
Tabnuua 15
code name isPrivileged

APS_DEVELOPER

Pa3paboTumk

false

EMM_ADMIN AoMmnUHUCTPaTop Mnathopmbl YnpasneHuajtrue
(nanee —T11Y)
APS_ADMIN AamnHuctpatop Aspopa MapkeTt true
AUTH_ADMIN AZMWUHUCTPATOP YYETHbIX 3anuncen true
AUTH_AUDITOR OnepaTop ayamuTa true
APS DEVICE_USER Monb3oBatenb ABpopa MapkeT false
PNS_ADMIN DYHKLUMOHANbHbIM aamMUHMUCTPaTOp PNS true
APS_APPLICATIONS_EDITOR|PenaKkTop npuaoKxeHmin true

7.2. NNO «Aspopa UeHTp» penns 2.3.0

NcTopua nameHeHuit npeactasneHa B Tabauue (Tabanua 16).

12
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Tabnnua 16
KTo Koraa N3meHeHUA B pamkKax yero
Gennadiy {10.02.2020 |HanmeHoBaHMA poneiif4APS-1860 -  AKTya/sM3MpoBaTh
Tem N3MEHEHbI: Ha3BaHMA ponem YYETHbIX

APS_DEVELOPER Tenepb|3@M1CceN DONE

"Pa3paboTymk"

APS_ADMIN Tenepb
"AAMUHUCTPATOP ABpopa
MapkeT"

AUTH_AUDITOR Tenepb

"Onepatop ayamTta"

Aleksey 24.07.2020
Abramov

No6asneHa ponb PNS_ADMIN [LJACS-61 - Co3aaTb NPOeKT DONE

Tabnunua 17
code name isPrivileged
APS_DEVELOPER PaspaboTtumk false
EMM_ADMIN AomuHuctpatop (1Y true
APS_ADMIN AamuHuctpaTtop Aspopa MapkeTt true
AUTH_ADMIN AAMUHNCTPATOP YYETHbIX 3aNMCEN true
AUTH_AUDITOR OnepaTop ayauTa true
APS DEVICE_USER [Monb3oBaTenb ABpopa MapkeT false
PNS_ADMIN DYHKUMOHANbHbIM aaMUHUCTPaTOP PNS true

7.3. NNO «Aspopa UeHTp» penns 1.2.0

NcTopua nameHeHut npeactasneHa B Tabauue (Tabanua 18).

13
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Tabnnua 18
KTo Koraa M3meHeHuA B pamKax yero
Gennadiy {15.01.2020 |HaumeHoBaHMA ponen|ldAPS-1577 - [NepermeHoBaTb
Tem M3MEHEHDI: pPOAM DONE
— APS_ADMIN Tenepb
"AOMWHUCTPATOP
MpunnoxxeHnin"
— EMM_ADMIN Tenepb
"AamunHuctpatop MYy"
Gennadiy |04.12.2019 |JobaBneHa pons: LIAPS-833 - ABTOpPM3aLMUA
Tem _ APS DEVICE USER [Monb3osatena MY DONE
24.10.2019 |lobaBneHbl ponu: LIAPS-1257 - MonHas aBTopM3aLma B
—  APS ADMIN appstore adminconsole, devconsole,
B auth adminconsole DONE
— AUTH_ADMIN
— AUTH_AUDITOR
24.10.2019 |Job6aBneHbl ponu: LJAPS-1123 - ABTOpM3aLnA
—  EMM ADMIN aaMuHucTpatopa EMM DONE
Aleksey 24.07.2020 |Lo6asneHa ponb PNS_ADMIN |LJACS-61 - Co3aaTh NPOEKT DONE
Abramov
Tabnunua 19
code name isPrivileged
APS DEVELOPER Pa3paboTymKk NpuNoKeHUn false
EMM_ADMIN AomuHuctpatop (1Y true
APS_ADMIN AamunHucTpatop MNpuaoxeHnn true
AUTH_ADMIN AAMUHNCTPATOP YYETHbIX 3aNMCeN true
AUTH_AUDITOR AyauTtop true
APS DEVICE_USER [Nlonb3oBaTenb ABpopa MapKeT false
PNS_ADMIN DYHKUMOHANbHbIM aaMUHUCTPaTOP PNS true

14



https://confluence.omprussia.ru/display/~g.tem
https://confluence.omprussia.ru/display/~g.tem
https://jira.omprussia.ru/browse/APS-1577?src=confmacro
https://jira.omprussia.ru/browse/APS-1577?src=confmacro
https://confluence.omprussia.ru/display/~g.tem
https://confluence.omprussia.ru/display/~g.tem
https://jira.omprussia.ru/browse/APS-833?src=confmacro
https://jira.omprussia.ru/browse/APS-833?src=confmacro
https://jira.omprussia.ru/browse/APS-1257?src=confmacro
https://jira.omprussia.ru/browse/APS-1257?src=confmacro
https://jira.omprussia.ru/browse/APS-1123?src=confmacro
https://jira.omprussia.ru/browse/APS-1123?src=confmacro
https://confluence.omprussia.ru/display/~a.abramov
https://confluence.omprussia.ru/display/~a.abramov
https://jira.omprussia.ru/browse/ACS-61?src=confmacro
https://jira.omprussia.ru/browse/ACS-61?src=confmacro

Mogenb AaHHbIX noAacnucTeMbl 6e3o0nacHoOCTH

— ~| OTKPbITASA

l MOBHWUJIbHASA

NNAAT®OPMA

8. DB YYETHbIE 3AMNUCH

NcTopuma nameHeHuin npeactaBneHa B Tabauue (Tabanua 20).

Tabnnua 20
KTo Koraa N3meHeHUA B pamKax yero
Gennadiy|25.02.2020 |Mone expired_at  3ameHeno  Ha|lJAPS-1982 - MMpoBepka CpoKa
Tem password updated_at. Tenepb|pencTema napona DONE
3to Jata u Bpems 0OHOBAEHMA
napons.
3HayeHune
napameTpa password updated at
ONA  NepBOro aAMMHA WM3MEHEHO
Ha 0001-01-01
[NobasneHo
none force_password_change -
NpU3HaK HeobXOAMMOCTM CMEHDI
napona
Gennadiy|16.01.2020 |lo6aBneHo orpaHuyerne ana nonsa|llAPS-1660 - YaaneHwe yyeTHoM
Tem login  Aana  yAaneHHbIX  YYeTHbIX|3anmMcK DONE
3anuncen
Gennadiy|15.01.2020 |Mi3meHeH NorMH a8 yueTHoi 3anucn E4APS-1393 - N3meHeHne
Tem nepsoro aaMMHa CMCTEeMbI:[NapameTpoB
Tenepb admin@omprussia.ru npeaycTaHOB/IEHHOIO
noab3oBaTensa DONE
Gennadiy [13.01.2020 |Jo6asneHo none last_activity at LJAPS-836 -  BnokupoBaHue
Tem nonb3oBaTena nocne 45 aHen
be3nencTema DONE
Aleksey |06.12.2019 |[lo6aneHb!: LJAPS-844 - BAOKMPOBKa
Abramov —  unblocked_at y4eTHOM 3anucu B CAy4vae
AOCTUMEHMA  YCTAHOBJIEHHOIO
— failed_login_tries MaKCUManbHOTO Ko/MyecTsa
— fa||ed |Og|n at HeyCﬂeLLleD( MOMNbITOK
ayTeHTMdUKaUMmM DONE
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Mogenb AaHHbIX noAacnucTeMbl 6e3o0nacHoOCTH

— ~| OTKPbITASA
MOBWJIbHAS

l MAATOOPMA
KTo Koraa N3meHeHUA B pamKax yero
Gennadiy|27.11.2019 |lo6asneHsl device_id u blocked_at |[LJAPS-834 - UneHTnduKauma u
Tem ayTeHTUPUMKauMa  MODOUAbHbIX
YCTPOMCTB  DONE
Gennadiy|06.11.2019 |Jo6asneHsl  ®UO u  Poan  analllJAPS-1124 - [lobasnenue
Tem y4eTHOM 3anucu, cosgaBaemon npuinonen AUO  wn  Ponen vy
Pa3BepPTbIBAHUN CUCTEMDI OnepaTtopa DONE
Aleksey 131.10.2019 |JobasneHo ®MO LIAPS-1124 -  No6asneHue
Abramov none OO wn Ponen vy
OnepaTopa DONE
Gennadiy |28.10.2019 |[lo6aBneHa MHbOpMaLmA o|lJAPS-1257 - MNonHanA
Tem CO3[aHNN MEpPBOM YYETHOM 3anMCKM|aBTOPMU3ALNSA B appstore
agMMUHUCTPATOPa yYYeTHbIX 3anuncein |adminconsole, devconsole, auth
adminconsole pone LJAPS-850 -
JobasneHue
npeayCcTaHOBAEHHON  Y4eTHOW
3anucu AOMWHMCTPATOPA
y4YeTHbIX 3anmncen DONE
Aleksey 115.10.2019 |JobaBneH napameTp status LJAPS-1126 - Py4yHasn
Abramov 610KMPOBKa/aKTUBaLMA
nonb3oBaTens DONE
Aleksey 126.08.2019 |Co3aaHO B pamKax LIAPS-120 - AyTeHTUdMKaLMA
Abramov pa3paboTymKka DONE

Accounts coOAEepKUT CNUCOK YYEeTHbIX 3anucen npeacTaBAeHHbIM B Tabauue

(Tabnuua 21).

Tabnuua 21
MNone Tun aaHHbIX|O6s3aTeNIbHOCTL KommeHTapui
id** uuid NOT NULL NpeHTnduKkaTop 3anmncu
login character |NOT NULL JlorvH nonb3osatesns
varying *¥*%  VYHukanbHoe none  (HukKe
(255) orpaHuyeHus)
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Mogenb AaHHbIX noAacnucTeMbl 6e3o0nacHoOCTH

— "] OTKPbITAS

l MOBHWUJIbHASA

NNAAT®OPMA

Mone Tun gaHHbIX|06A3aTEeNbHOCTD KommeHTapum
last_name character |NOT NULL damunnma
varying
(255)
first_ name character |NOT NULL Nms
varying
(255)
patronymic character |NULLABLE OT4ecTBO
varying
(255)
device_id uuid NULLABLE ID ycTpoicTBa
password_hash bytea NOT NULL X3aw napons
password_salt bytea NOT NULL Conb napons
password_version smallint NOT NULL MoeT WCnoab30oBaTbCA 3 BeEpPCUM
3alWLMTbI NApoaA:
// VerifierVersionTest the
version uses in tests.
VerifierVersionTest = 0
// VerifierVersionSafe the
first version uses the
passwords on 65536
// script iterations.
VerifierVersionSafe =1
// VerifierVersionFast the
second version uses the
passwords on 1024
// script iterations.
VerifierVersionFast = 2
password updated_at |timestamp |[NOT NULL [ata n Bpems 06HOBNEHUA NapoNa
with
timezone
force_password change|boolean NOT NULL Mpu3HaK HeobxoAMMOCTU  CMEHbI
naponA
blocked at timestamp |NULLABLE [Jata ” Bpems 3anJ1aHUPOBAHHOWM
with HNOKMPOBKU Y4ETHOW 3aMmCK
timezone
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Mogenb AaHHbIX noAacnucTeMbl 6e3o0nacHoOCTH

— "] OTKPbITAS
MOBWJIbHAS
l NAAT®OPMA

Mone Tun gaHHbIX|06A3aTEeNbHOCTD KommeHTapum

unblocked_at timestamp |NULLABLE [Jata ” Bpems 3anJ1aHUPOBAHHOWM
with pa36/10KMPOBKN Y4ETHOMN 3aNncu
timezone

is_active boolean NOT NULL CTaTyC aKTUBHOCTM YY4ETHOM 3anmncu

failed_login_tries integer NOT NULL KonmyectBo He ycnelHbIX MOMbITOK

ayTeHTMdMKaumm

failed_login_at timestamp |NULLABLE [lata v Bpema nocneaHen He yAavyHOM
with NONbITKM BXOAa
timezone

last_activity at timestamp |[NOT NULL [lata n Bpemsa nocneHen akTMBHOCTH
with yYeTHOM 3anucu (Nod aKTUBHOCTbIO
timezone NOHMMaeTCA noayvyeHue nnn

0OHOBNEHME TOKEHOB)

created_at timestamp |[NOT NULL [laTta n Bpema co3aaHma 3anmcu
with
timezone

updated_at timestamp |NOT NULL [aTta 1 Bpema 0OHOBNEHMSA 3aNnCK
with
timezone

deleted at timestamp |NULLABLE [laTa v BpemMsa yaaneHua 3anmncum
with
timezone

** ABnAeTcs NepBUUYHbIM KIHOUYOM

*** OrpaHuyeHmns:

— ecnn obbeKT He yaaneH (deleted at == null), To 3HayeHne nonsa login A0KHO ObITb

YHUKA/TbHbIM;

— ecnu obbekT yaaneH (deleted at != null), To 3Ha4yeHre nona login MoKeT ObiTb He

YHUKA/TbHbIM;

CREATE UNIQUE INDEX accounts login unig

ON accounts

(login) WHERE deleted at IS NULL;
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Mogenb AaHHbIX noAacnucTeMbl 6e3o0nacHoOCTH

— "] OTKPbITAS

l MOBHWUJIbHASA

NNAAT®OPMA

8.1. lNepsan yyeTHasa 3anucb

Mpn NEepBMYHOM HACTPOMKE CUCTEMB

H€O6XO,£I,VIN\O 3aBeCTN YY4ETHYIO 3aluncCb

C HeEOBX0AMMOCTbIO CMEHbI Mapoas NpPW NepBo aBTopmsaumm n ponamm (DB CnpaBoYHMK

ponen):

APS_DEVELOPER
EMM_ADMIN
APS_ADMIN
AUTH_ADMIN

AUTH_AUDITOR

1. Co3paTb y4eTHyto 3anucek (Tabanua 22):

Tabnuua 22
Mone 3HayeHue
id** 7d2838fc-cbf8-4553-a671-474c591bcac8
login admin@omprussia.ru (p.s. naposb: admin)
last_name MNepBbIi
first_name AoMUHUCTPATOP
patronymic Cucrtemsl
device_id null
password _hash |ana napona

"admin": E"\\x7124B37CCA7E7F3BC245C47A1215901BFB02A2C218DFC
3D3733E2054216477FA'

password_salt

ans napons
"admin": E'\\XxD192AE28FAF6438907647F66B1D15D6628C4FCO5D00E4
D9B51FO3DFCBC7C48B3'

password_update
d_at

0001-01-01 (gata B npowsaom pAas TOro, 4tobbl MNapoab cyMTanca
YCTaPEBLINM 1 HYXKHO BbI10 COPOCUTD)

force_password
change

false
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— "] OTKPbITAS

Moaenb AaHHbIX NOACUCTEMbI HE30NACHOCTH MOBMWJIbHAS
l NAAT®OPMA
MNone 3HayeHue
blocked at null
unblocked at null
is_active true

failed_login_tries |0

failed_login_at  |null

last_activity_at |2019-10-25 08:38:47.873195

created_at 2019-10-25 08:38:47.873195
updated_at 2019-10-25 08:38:47.873195
deleted at null

2. [1pncBOUTL POSIN KaK CKa3aHO B DB CBA3Ka pO/IK M aKKayHTa.

20



Mogenb AaHHbIX noAacnucTeMbl 6e3o0nacHoOCTH

— ~| OTKPbITASA

l MOBHWUJIbHASA

NNAAT®OPMA

9. MEPEYUCNEHMA ONA AYANTA

NcTopua nameHeHWn npeactaBneHa B Tabanue (Tabanua 23).

Tabnuua 23
Koraa KTo M3meHeHuA B pamkKax yero
13.05.2020|Gennadiy|lobasneH ObjectType customerKeyPair LIAPS-1904 -
Tem [JobasneHne npouecca
3arpysKku
cepTMdmKaToB
3aKa3ymKa B Ul DONE
27.05.2020 |Aleksey |dobsneH objectType orgUnit LIEMM-2263 - UmnopT
Abramov [AHHbIX Opr. CTPYKTYpPbl
n3 LDAP cepsepa DONE
01.06.2020 |Liliya [obasneHbl objectType job LIEMM-2381 -
Abrarova action list PeanusoBaTb MMMopT
yCTPOWCTB
aCMHXPOHHO DONE
19.06.2020 |Gennadiy|[lobasneH objectType dashboard LIAPS-2368 - Bblibop
Tem action: CBA3KM  K/AKOYENn W
[OCTaBKa
— setCustomerKeyPair NOANMUCaHHON
— getCustomerKeyPairs RPM  DONE
— deleteCustomerKeyPairs
— deleteCustomerKeyPair
07.07.2020|Gennadiy|/lobasneH action unpublish:  "CHatve c|LJAPS-2161 - CHaTue
Tem nybamkaumm" penusac nybamkaumm s
KoHconun
agMMHUCTPaTopa DONE
24.07.2020 |Aleksey |do6asneH obbekr filter LIEEMM-2557 -
Abramov CoxpaHeHne TeKyLmX
NPOCTbIX bunbTpOB
pa3gena
YcTponcTtBa DONE
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— ~| OTKPbITASA
Moaenb AaHHbIX NOACUCTEMbI HE30NACHOCTH MOBWJIbHAA
l NAATOGOPMA
Koraa KTo M3meHeHuA B pamkKax yero

24.08.2020 |Liliya [obasneH ob6bekKT offlineScenario LIEMM-2737 -
Abrarova Co3paHue  cueHapwuA

KOMaHa no cobbITuio

ans offline

npumeHeHmA DONE

28.08.2020|Gennadiy|/lobasneH action readApplications LIAPS-2664 -
Tem [ogkntoveHue K

ButpuHe c MobMAbHOTO
yCTpomncTBa DONE

03.09.2020|Liliya  |dob6aBneH o6bekT|WEMM-2846 -
Abrarova |offlineScenarioAssignment YnpaBneHue offline
CUeHapuamm n3

KapTOYKM rpynnol

YCTPOMCTB DONE

16.09.2020 |Aleksey |Lo6asneHo aeiicteume unlinkDevicesFromUs |[IEMM-2137 -
Shikulin |er YoaneHne  NpuMBA3KM
no/nb3oBaTens K
yCTpoMCcTBam yepes
NHTepdpenc DONE

21.09.2020|Liliya  |dob6aBneH ob6bekT|LWEMM-2847 -
Abrarova |assignOfflineScenarioToUserGroup YnpaBneHue offline
CueHapusamm n3

KapTOYKM rpynnol

no/sib3oBaTesnie DONE

22


https://confluence.omprussia.ru/display/~l.abrarova
https://confluence.omprussia.ru/display/~l.abrarova
https://jira.omprussia.ru/browse/EMM-2737?src=confmacro
https://jira.omprussia.ru/browse/EMM-2737?src=confmacro
https://confluence.omprussia.ru/display/~g.tem
https://confluence.omprussia.ru/display/~g.tem
https://jira.omprussia.ru/browse/APS-2664?src=confmacro
https://jira.omprussia.ru/browse/APS-2664?src=confmacro
https://confluence.omprussia.ru/display/~l.abrarova
https://confluence.omprussia.ru/display/~l.abrarova
https://jira.omprussia.ru/browse/EMM-2846?src=confmacro
https://jira.omprussia.ru/browse/EMM-2846?src=confmacro
https://confluence.omprussia.ru/display/~a.shikulin
https://confluence.omprussia.ru/display/~a.shikulin
https://jira.omprussia.ru/browse/EMM-2137?src=confmacro
https://jira.omprussia.ru/browse/EMM-2137?src=confmacro
https://confluence.omprussia.ru/display/~l.abrarova
https://confluence.omprussia.ru/display/~l.abrarova
https://jira.omprussia.ru/browse/EMM-2847?src=confmacro
https://jira.omprussia.ru/browse/EMM-2847?src=confmacro

— ~| OTKPbITASA
Moaenb AaHHbIX NOACUCTEMbI HE30NACHOCTH MOEU/IbHAS
l MAATOOPMA
Koraa KTo M3meHeHuA B pamkKax yero
05.10.2020 |Aleksey |dobasneH Tmn: ACS-205
Abramov -
— project
—  keyPair
— serviceAccount
— contactPersons
— message
[obaBneHo aencrame:
— generate
— changePublicKeys
— readContactPersons
— addContactPerson
— deleteContactPerson
— send
07.10.2020 |Gennadiy|dobaBneHbl AencTBmA: LJAPS-2765 - Mpaswna
Tem — getFilterRules:  "lMonyyeHne  npasun PunbTPALMY
dUALTDALM" nonagaHua ]
NPUNONKEHUIA B
— setFilterRules:  "HasHaueHue  npasun\gyrpumy no
bunbTPaLMM® KaTeropmam DONE
09.10.2020 |Aleksey |dobasneH ob6beKT: lastConnection OeEMM-1971 -
Abramov HekoppekTHble
NaHHble B none
"MocnenHee
nogkntodyeHmne" B
KapTouKe
yCTponcTBa DONE
23.10.2020 |Aleksey |Jo6aBneH o6bekT: corporatePolicyTemplate [WEMM-2436 -
Abramov Co3paHune
KOPMopaTMBHOTO
wabnoHa
NONUTMK DONE
09.11.2020 |Gennadiy|dobasneH o6bekT dependency: f4APS-2903 -
Tem "3aBucrMmocTb" NcnpaBneHune
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Mogenb AaHHbIX noAacnucTeMbl 6e3o0nacHoOCTH

— ~| OTKPbITASA

l MOBHWUJIbHASA

NNAAT®OPMA

Koraa KTo M3meHeHuA B pamkKax yero
npobnem, BbI3BAHHbIX
pobasneHnem
3aBUCKMMOCTEN DONE

12.11.2020 |Liliya [NobasneH ob6bekT combinedPolicy LEMM-1456 - [Story]
Abrarova OTtobparkaTb Ha3BaHue
NONUTUMKM Ha BKNaaKe
"CoctoaHme"  BmecTO
"Ckomb.
NoAMTMKA" DONE
23.12.2020|Liliya  |[obaBneH o6beKT orgUnit EBEMM-3133 - Her
Abrarova cobbITMA ayauTta Ans
MMMNopTa |dif
danna DONE
24.12.2020 |Liliya N3meHeH 0ObeKT assighnments EBEMM-3327 -
Abrarova HekoppeKTHO  Ha3BaH
00BbEKT A0CTyNa DONE
24.12.2020|Liliya MN3meHeHbl 06bekTbl  enrollmentRequest,[EJEMM-3330 - B
Abrarova |ldapSettings KYPHane perncrpaumm
cobbITUI ana
HEKOTOPbIX  CODbITUM
oTobpaxatoTca
NporpaMmmHble (He
Noab30BaTENbCKNE)
Ha3BaHMe ODOBEKTOB M
OEeNCTBUI DONE
19.01.2021 |Gennadiy|unpublish: "CHaTne ¢ nybaukaumun" =>LIAPS-2955 -
Tem decline: "OTknoHeHMne" AKTyanunsaums state
reject: "OTknoHeHue" => sendForRework:MaLVHbl PENM3a DONE
"OTnpaBKa Ha AopaboTKy"
11.02.2021 |Gennadiy|[lo6aBneH TN obbekTa 0s: "OnepaumoHHas|lAPS-3425 - 3arpyska
Tem cuctema" (nanee — OC) AHApouna,
NPWIOXKEHMN  DONE
17.03.2021 |Liliya NlobasneHo  peictere  changePlatform:|lWEMM-3564 - PyuHoe
Abrarova |'"CmeHa nnatdopmbi" M3MeEHeHKe
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Koraa KTo MN3meHeHuA

B pamkax yero

nAaTPopMbl (OC)
yCTpowcTBa DONE

26.03.2021 |Aleksey |dobasneH ob6bekT dashboardVisibility
Abramov

LIEMM-2889 -
[NopaboTKa

NMHTEerpaumnm C
cepBepom 0OHOBAEHUI
- OTKAtOYeHMe
BUTPMHbI DONE

05.04.2021 | Aleksey |dobasneH obbeKkT dashboardSettings
Abramov

LIEMM-2889 -
[JopaboTKa

MHTEerpaumnm C
cepBepom 0OHOBNEHMI
- OTKAtOYeHMe
BUTPMHbI DONE

06.04.2021 |Gennadiy|JobaBneHbl AencTBmA:

Tem — activate: "AKktnsauma"

1

— deactivate: "OTknto4eHue'

LIAPS-3679 -
OTobparkeHne cnucka
pesin30B 0oC,
NOCTYMHbIX B

CncTteme DONE

9.1. ObjectType

Tun obbekTa:

. category: "KaTteropua";

. 0s: "OnepaumoHHada cnctema’;
. application: "MpunoxeHwne";

. release: "Penns";

. icon: "MKoHKa";

. build: "bunp";

. screenshot: "CkpuHwoTt";

. account: "YyeTHana 3anuncb";

O 00 N o v b W N

. role: "Ponb";
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10. auditEvent: "CobbiTne ayanta";

11. applicationSettings: "MapameTpbl AoCTyNa K cepepy ABpopa MapkeT";

12. assignment: "Ha3HauyeHWA NOAUTMK Ha rpynnbl”;

13. deviceGroup: "lpynna ycTpoicTs";

14. device: "YcTpoincTso";

15. deviceModel: "Moaens yctpoiictea”;

16. deviceUser: "CBs3b yCTPOMNCTB C Noab30oBaTENSIMMK";

17. policy: "Monntnka";

18. connectedDevices: "OTyeT 0 KO/NMYECTBE MNOAKNOYABLLUMXCA 33 Nepuos,
yCcTponcTs";

19. compliance: "OTtyeT 06 yCTpOMNCTBAX, COOTBETCTBYHOLMX NOANTMKE";

20. enrollments: "OTyeT 0 KOAMYECTBE M CTATyCaX aKTMBALMM YCTPOMUCTB";

21. indicators: "MIHboOpMmauma 0 NoAKNOYEHMAX YCTPOMCTB";

22. userGroup: "pynna nonb3osatenen";

23. user: "[Monb3oBaTens";

24. userMembership: "CBs3b rpynn c nonb3oBatensmm';

25. deviceOperation: "Onepauma ans yctpoincrea”;

26. osRelease: "Penn3 onepaumoHHON cnuctemsl";

27. enrollmentRequest: "CraTyc npouecca akTnsaumm";

28. host: "CepBep 06HOBAEHWI ONEPALIMOHHOM CUCTeMbI";

29. fileUpload: "®aitn noros";

30. ldapSettings: "Hactpoiku LDAP";

31. orgUnit: "Moapa3aenenHne”;

32. customerKeyPair: "CBs3Ka KAtoUYen 3aKa3unKa';

33. job: "AccuHxpoHHadA 3apava”;

34. dashboard: "ButpunHa";

35. filter: "®unbTp";

36. offlineScenario: "OdpnanH-cueHapmnin",
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37. offlineScenarioAssignment: "Ha3HaueHns opnanH-cueHapma Ha rpynnbl”;
38. project: "MpoeKt";

39. keyPair: "CBA3ska kntouein";

40. serviceAccount: "CepBUCHbIM aKKayHT';

41. contactPersons: "KoHTakTHOE AMu0";

42. message: "CoobuieHme";

43. lastConnection: "[MocneaHee NnoaKNtOYEHNE YCTPONCTBA",;
44, corporatePolicyTemplate: "KopnopaTusHbIii WabnoH NoanTmkm";
45. dependency: "3asncmmocTb”;

46. combinedPolicy: "KombuHmnposaHHaa nonnTtmnka";

47. dashboardVisibility: "BuammocTts BUTpUHbLI";

48. dashboardSettings: "HacTpoinku ButpmH";

Action

[encTBre, coBeplleHHoe Haa 06 beKToM:

O 00 N o U M W N

10.
11.
12.
13.
14.

. create: "Co3naHue";

. update: "M3ameHeHune";

. delete: "Ypnanenue";

. get: "MonyueHne";

. sendForReview: "OTnpaBka Ha peBbto";

. approve: "CornacosaHue";

. sendForRework: "OTnpaBKka Ha AopaboTky";
. decline: "OTknoHeHme";

. archive: "Mony4yeHne apxmea";

readReleases: "MonyyeHne pennsos";
getRoles: "MonyyeHne ponen”;
addRole: "[lobasneHne ponn";
deleteRole: "Ynanenue ponn";

block: "Bnokunposka";
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15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.

unblock: "Pa3zbnokumposka";

generatePasswords: "[eHepauma naponen”;

upsert: "CosnaHune/M3meHeHmne";

bindDevices: "Ha3HauyeHue ycTpoiicTs";
unbindDevices: "YaaneHue yctpoicts";
assignPolicies: "Ha3HaueHne noanTuk";
policiesPreview: "KombuHnpoBaHmne noanTmk";
import: "Mmnopt";

actions: "OTnpaska KOMaHAb!";

readAssignments: "lMonyyeHne noanTmk";

infos: "3anpoc nHpopmaumm";

state: "[MonyyeHne coctoaHma";

bindUsers: "Ha3Ha4yeHWe nonb3osaTenen”;
unbindUsers: "YaaneHne nonb3osatenen';
readSessions: ""lMonyyeHne ceccun';
loginWithChangePassword: "Bxog, c u3ameHeHnem napona’;
loginIDP: "Bxoga, B cuctemy”;

logoutIDP: "Bbixoa 13 cuctemb!";

sendAcknowledge: "OTnpaBka noaTsepxaeHma";
generateQRCode: "CreHepuposaTb QR Koabl";
completeEnrollment: "MoaTtseprkaeHMe akTMBaLMN";
revokeTokens: "Bbixoa 13 cuctembl. OT3bIB TOKEHOB";
sendQRCode: "OTtnpasutb QR Ko Ha e-mail";

read: "YteHune";

list: "MonyyeHmne cnucka";

setCustomerKeyPair: "HasHauyeHne CBA3KM KAtOYel 3aKa3umka";

getCustomerKeyPairs: "lMonyyeHne CBA3OK KAtOYel 3aKa3umKa';

deleteCustomerKeyPairs: "YaaneHune cBA30K KAtoYel 3aKa3unka'";
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43. deleteCustomerKeyPair: "YaaneHue cBA3KM KAtOYEN 3aKa3umKa";
44. unarchive: "Pazapxmsauma’;
45. readApplications: "lMonyyeHne npunoxkeHnin";
46. assignOfflineScenarioToDeviceGroup: Ha3sHayeHne odnalH-cLueHapmMAa Ha

roynny yCTpOVICTB,'

47,

assignOfflineScenarioToUserGroup: HasHauyeHune odnanH-cUugHapua Ha rpynny

nonb3oBatenen yctporncts unlinkDevicesFromUser: "YaganeHue cBfA3el yCTPOWUCTB C

nonb3osaTenem";
48. generate: "CreHepupoBaTb';
49. changePublicKeys: "ameHeHbl ny6anyHble Katoun';
50. readContactPersons: "lMony4nTb KOHTAKTHbIE AMLA";
51. addContactPerson: "[106aB1Tb KOHTaKTHOE AMLO";
52. deleteContactPerson: "YaannTb KOHTaKTHOE NLQ";
53. send: "OtnpaButb";
54. getFilterRules: "MonyyeHne npasun dnunstpaumn®;
55. setFilterRules: "Ha3zHauyeHue npasun ¢punbTpaummn';
56. deletePoliciesFromUserGroup: "OTBA3Ka NOAUTUK OT rpynnbl Nosib3oBaTenein”;
57. deletePoliciesFromDeviceGroup: "OTBA3Ka NOAUTUK OT rPynnbl YCTPOUCTB";
58. changePlatform: "CmeHa nnatdopmsbi";
59. activate: "Aktnaums";
60. deactivate: "OTkntoueHue".
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10. COBbITUE AKTUBHOCTM YYETHOW 3ANUCK (B LLUUHE)

NcTopua nameHeHWn npeactaBneHa B Tabanue (Tabanua 24).

Tabnuua 24
KTo Korgpa |M3meHeHUA B pamkax yero?
Gennadiy  [10.01.2020 |Co3naHo  |LIAPS-836 - BrokupoBaHue nonb3oBaTens nocne 45
Tem AHewn be3nencTsma DONE

CobbiTe, reHepupyemoe CUCTEMON M MnepeaaBaemMoe B LIMHY MpeacTaBAEHO B

Tabamue (Tabnamua 25).

Tabnuua 25
Mone Tvn AaHHbIX Ob6a3aTenbHOCTb KommeHTapum
idToken String NOT NULL id_token
sysEventTime(timestamp with[NOT NULL [ata n Bpemsa coBeplieHns cobbitTma
timezone
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11. COBbITUE AYAUTA (B LUMHE)

NcTopua nameHeHWn npeactaBneHa B Tabauue (Tabanua 26).

Tabnnua 26
KTo Korpga N3meHeHUA B pamkax yero?
Gennadiy [02.09.2019 |Co3aaHo 4APS-1024 - OnpefennTb CNMUCOK
Tem cobbITUi AnAa ayamTa DONE
Gennadiy [21.10.2019 |AKTyann3nMpoBaHO LJAPS-855 - PerucTpauma cobbiTui
Tem besonacHoct  ana  KoHconwu
Pa3paboTymKa DONE

Aleksey 26.11.2019 |AKTYyannM3npoBaHo LJAPS-1290 - AyauT KOHCOAM
Abramov aaMunHucTpatopa EMM DONE
Aleksey  102.12.2019 |lMepenmeHOBaHbl Ha3BaHUA: LJIAPS-1290 - AyauT KOHCOAM
Abramov —  applicationSettings: aaMuHucTpatopa EMM DONE

"MapameTpbl AOCTyNa K cepsepy

ABpopa MapkeT"

— infos: "3anpoc nHdopmaumn"
Gennadiy [12.12.2019 |go6asneH action "logoutIDP" LJAPS-1294 - lobasneHue norayTa
Tem B KoHconnm AamunHuctpaTtopa APS,

EMM, Auth. DONE

Aleksey  [16.12.2019 |Jo6asneHbi: LJAPS-1379 - Ayaut obpalueHuil
Abramov Action yctponcte EMM  DONE

— sendAcknowledge:

"OTnpaBKa NnoATBEPXKAEHMA"

— completeEnrollment:

"MoaTBepKAeHne akTmaumm"

ObjectType

— deviceOperation: "Onepauua

Ansa yctponcrea”
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KTo Korpga N3meHeHUA B pamkax yero?
Gennadiy [17.12.2019 |Job6asneH action: f4APS-1563 - [JopaboTka norayTa
Tem —  revokeTokens: "Bbixog n3|M@ MOOWUNBHOM YCTPOMCTBE DONE
cmctembl. OT3bIB TOKEHOB"
Gennadiy [30.12.2019 |action "readDeviceMemberships"|-
Tem yAaneH, Tak Kak He peann3oBaH
Aleksey  123.01.2020 |dobasneH ObjectType: MEMM-1792 - Peanu3osaTb
Abramov osReleas: "Penus OC" cepsuc osUpdate DONE
Liliya 04.02.2020 |JobasneH ™n o6bekTalWlEMM-1828 - WHauKauma U
Abrarova enrollmentRequest doHoBan aKTMBaLUMA
YyCTPOMCTB  DONE
Aleksey  120.02.2020 |JobaBneH TMn obbekTa host LIEMM-1967 - [Story]
Abramov OTobpa)kaTb CMMCOK CepBeEpOB
OOHOBNEHUM C AOCTYMHbIMW Ha
HWUX penn3amm DONE
CobbiTne, reHepupyemoe CUCTEMOM W nepefaBaemoe B LWMHY AN ayauTa

npeacTasneHo B Tabauue (Tabamua 27).

Tabnuua 27
MNone Twun gaHHbIX Obs3aTeNbHOCTb KommeHTapui
SubjectlLogin |String NULLABLE JIOrVMH MHMUKMATOpPa
Subjectld uuid NULLABLE ID nHMumaTopa
SubjectType |String NULLABLE Tnn nHnymatopa
— user
— system
— device
Objectld String NULLABLE ID obbekTa
MoxeT 6biTb UUID, INTEGER mam "list"
ObjectlLabel |[String NULLABLE Ha3BaHune obbekTa (Mma obbekTa)
ObjectType |String NULLABLE Cm.n. Nepeyncnenua ana ayauTa
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MNone Tuvn gaHHbIX Ob6A3aTeNnbHOCTb KommeHTapui

Action String NULLABLE Cm.n. NepeyncieHua ana aygmrta

Result String NULLABLE Oskunpaetcs HTTP-Koa, HO mMoOKeT ObiTb
YTO YrogHo

Endpoint String NULLABLE BbI3BaHHbIN 3aMpoc

RequestQuery|String NULLABLE [NlapameTpbl 3anpoca

HttpMethod |[String NULLABLE HTTP-meToA
GET, POSTwu .4

Comment String NULLABLE MNone Ha byayulee. noka He
MCMNONb3yeTcA

Gatewayld String NULLABLE ID gateway, 4Yepes KOTOpbIM Wen 3anpoc

EventTime timestamp with|NULLABLE [laTa 1 Bpema coBeplueHmA cobbITUA

timezone
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12. COBbITUE B/IOKMPOBKU YYETHOW 3ANNCU (B LUMHE)

NcTopuma nameHeHWn npeactaBneHa B Tabanue (Tabanua 28).

Tem

Tabnuua 28
KTo Korgpa |M3meHeHUA B pamkax yero?
Gennadiy [17.01.2020 |Co3naHo  |LIAPS-836 - BnokupoBaHue nosnbsosatens nocne 45

AHewn be3nencTsma DONE

CobbiTMe, reHepupyemoe CUCTEMOM W nepeaaBaemolt B LWWHY NpeacTaB/eHO B

Tabnamue (Tabnmua 29).

Tabnunua 29
Mone | Tun gaHHbix | ObBA3ATENBHOCTD KommeHTapum
login [String NOT NULL login 3a610KMPOBAHHOM YY4ETHOM 3aNnUCK
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NEPEYEHb TEPMWUHOB U COKPALLEEHWUN

VICI'IO}'Ib3yeMb|e B HacCToAWeM OOKYMEHTE TepMUMHbI M COKPaWeHWA NMPUBEAEHDbI B Ta6J'Il/ILI,e

(Tabnunua 30).

Tabnnua 30
TepmuH/
P
CokpaleHue acWMdposKa
OC OnepaunoOHHadA cMCTeMa
ny Mnatdopma YnpasneHuns
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JIUCT PETUCTPALIMM MSMEHEHUI

Ne Bepcuu ol7[e)

CogepxaHue UsMeHeHUA [ata
LOKYMeHTa MHULUKMaTopa
1.0 HavanbHaAa BepcuA
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