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1. DB DASHBOARD_VISIBILITY_SETTINGS

NcTopma nameHeHWn npeacTtaBneHa B Tabanue (Tabanua 1).

Tabnuua 1
[aTa KTo N3meHeHuA B pamkax yero
25.03.2021 |Aleksey CospaHo  |WEMM-2889 - lopaboTKa MHTerpaLmm ¢ Cepsepom
Abramov 06HOBNEHWNI - OTKAOYEHNE BUTPUHBI DONE

Dashboard_visibility _settings XPaHUT CMUCOK OTK/IIOYEHHbIX BUTPUH
npeacTasieHHble B Tabanue (Tabaunua 2).
Tabnunua 2
[Mone Tun gaHHbIX Mo Ob6aA3aTeNbHOCTb OnucaHue
YMOJIHaHUIO
id* Uuib NOT NULL NpoeHTudukaTop
3anmcu
invisible_dashboards |JSONB NOT NULL NaeHTnduKaTopsbl
OTKAtOYEHHbIX BUTPUH
created_at TIMESTAMP  |now() NOT NULL Bpema pobasneHus
WITH 3anucu B b/,
TIMEZONE
updated_at TIMESTAMP NOT NULL Bpemsa obHoBNeHMA
WITH 3anucu B b/,
TIMEZONE
* MepBUYHbBIN KtOY
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2.1

2. DB DEVICE DISPATCHER

[Arh] DB Device_dispatcher/}ypHan onepauuii

McTopusa nsmeHeHnn npeactasneHa B Tabavue (Tabamua 3).

Tabnuua 3
KTo [ata N3meHeHUA B pamKax yero
Aleksey 15.01.2021 [Tabavua 6Gonblwe Hef4EMM-3369 - CepBsuc-aucrneTyep He
Abramov MCNONb3yeTcA NIOTNPYET KM3HEHHbIN LIMKA onepaumn, a
TONbKO CNeauT 3a odepenpto DONE
Aleksey 29.10.2020 |lo6asneH Tvn onepaumn|lEMM-3021 - MMepesaya  AaHHbIX
Shikulin SETTINGS HacTpoeHHoro  Push  cepsepa u

NPUMEHEHME Ha YCTPOMCTBAX DONE

Liliyva Abrarova

07.09.2020

[lob6asneH TMn onepaummn
OFFLINESCENARIO

LIEMM-2779 - [Offline komaHaa]
BnokmMpoBKa ycTpoicTBa No cobbITUIO:
cmeHa SIM Ha HegonyCcTMMyto DONE

Liliya Abrarova|12.05.2020 |/3meHeHO 3HayeHue MEMM-2176 - [NopaboTkm nepeasayn
payload YBEAOMNEHUA O NOAy4YeHUM reports

JIOrOB C YCTPOMCTBA DONE
Liliya Abrarova|13.04.2020 |lo6asneHo  3HauyeHune|M4EMM-2151 - 3aBepwnTb pedakTopuHT
STATE napameTpalgucnetyepa B nNaaHe He pa3bupatb

ack_payload_type

payload 1 He nosnyyaTb POAUTENLCKYHO
onepaumio DONE

Liliya Abrarova|12.03.2020 |Jo6aBneH napameTp|ldEMM-1769 - [Story] TMonyueHue c
ack_payload_type yCTpOMCTBa Ioros SDJD no
YMOJI4aHWNIO DONE
Aleksey 23.12.2019 |[lo6aBneHo DEMM-1684 - [Task] [Back] B
Abramov none message acknowledge ans nonutmkm B payload
He nonano coobuleHne o cTaTyce
YCTQHOBKM NPUIOKEHNSA DONE
Aleksey 10.06.2019 |Co3naHo LWIEMM-647 - [Story] MonHas ouncTKa
Abramov YyCTPOMUCTBaA DONE
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Device_dispatcher.operation_events_log cogep* 1T CNUCOK onepaumnin, KoTopble

byaeT BbINONHATL YCTPOUCTBO NpeAcTaBneHHble B Tabauue (Tabauvua 4).

Tabnuua 4
Mone Tun  |ObasaTenbHOCT Mo KommeHTapumn
OAHHbIX b YMOJI4aHU
o
id* uuid NOT NULL NaoeHTnduKaTop 3anmcu
operation_id uuid NULLABLE NaeHTndmKaTop onepaLmnm
device_id uuid NOT NULL NaeHTMdMKaTOp yCTpOMNCTBa
created_at timestam [NOT NULL [laTa 1 Bpema co3aaHua 3anmcu
) with
timezone
operation_statu |character [NOT NULL CraTyc onepauuu:
S varying — QUEUED:
— SKIPPED;
— SENT.
Ona Acknowledge:
— SUCCEEDED;
— FAILED;
— RECEIVED;
— OCCURRED.
operation_type |character [NOT NULL Tun onepaunm:
varying — ACTION;
— INFO;
— ACKNOWLEDGE;
— POLICY;
— OFFLINE_SCENARIO;
— SETTINGS
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MNone Tun  |Ob6AsaTenvHoOCT Mo KommeHTapui
OAHHbIX b YMONYaHU
t0
message text NULLABLE CoobuieHne o6 owmnbkre nam cratyce
BbINO/IHEHMA onepauum Ha
yCcTpoucTee
ack_payload ty [character [NULLABLE Tun aaHHbIX B payload
pe varying — EMPTY:
— LEGACY - ObpaboTka
Acknowledge co cTapbix KAMEHTOB,
Ha KOTopbIx Bepcna HMxe 0.13.18-1,
yepes legacy-06paboTumk;
— STATE;
— SDID;
— REPORT.
payload jsonb NULLABLE Ecnn nonyyeH state

"applications": [

{

"code":
"adminAppSailfish",

"control":
"user",

"name":
"adminAppSailfish",

"version":
"0.1.0"
by
{
"code":
"fingerterm",
"control":
"user",
"name" .
"Terminal",
"version":

"1.3.7"
}y
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"Gallery",

MOBUJIbHASA
NNAT®OPMA
MNone Tun  |Ob6AsaTenvHoOCT Mo KommeHTapui
AadHHbIX b YMOI4aHU
0]
{
"code":
"jolla-camera",
"control":
"system",
"name" :
"Camera",
"version":
"1.0.9.1"
b
{
"code":
"jolla-clock",
"control":
"system",
"name" :
"Clock",
"version":
"0.4.15"
|
{
"code":
"jolla-contacts",
"control":
"system",
"name" :
"People",
"version":
"0.5.23"
b
{
"code":
"jolla-gallery",
"control":
"system",
"name" :
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MNone Tun  |Ob6AsaTenvHoOCT Mo KommeHTapui
OaHHbIX b YMONYaHH
to
"version":
"1.0.2"
by
{
"code":

"jolla-messages",

"control":
"system",
"name" :
"Messages",
"version":
"l O O"
b
{
"code":

"jolla-settings",

"control™":
"system",
"name" :
"Settings",
"version":
"l O O"
|
{
"code":
"omp-emm-client",
"control":
"user",
"name" :
"Aurora Center",
"version":
"O 8 7"
|
{
"code":

"sailfish-browser",

10
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MNone Tun  |Ob6AsaTenvHoOCT Mo KommeHTapui
OaHHbIX b YMONYaHH
to
"control":
"system",

"name": "Web

Browser",

"version":
"1.17.13"

"code":
"sailfish-tutorial",

"control":
"system",
"name" .
"Tutorial",
"version":
"O 2 4"
|
{
"code":

"voicecall-ui-jolla",

"control":
"system",

"name" :
"Phone",

"version":
"0.11.15"

1y
"battery": {
"charge": 95,

"isCharging":
true

by

"deviceId":
"ac3836df-2a43-455¢c-af99-
c95d0ffl6f3b",

11
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MNone Tun  |Ob6AsaTenvHoOCT Mo KommeHTapui
OaHHbIX b YMONYaHH
o
"isPolicyCompliant": true,
"lastPolicyId":

"116bed55-6892-4963-8bc3-
£f3%alded2dct”,

"lastPolicySyncDate": "2019-
12-17T08:18:212",

"location": {

"AGPSAvailable": true,

"gpsCoordinates": "0,0",

"isSAGPSOn":
true,

"isGPSOn": false
by
"locked": false,
"managedApps": {

"applications":

"applicationId": "bdad84c6-
04e8-48ae-bfab-
1518b060cbed",

"releaseId": "67904882-0fb9-
4fe9-aaf9-ba8elbel6la7"

}

by

"managementMode" :
"none",

"network": {

"isBluetoothOn": false,

12
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MNone Tun  |Ob6AsaTenvHoOCT Mo KommeHTapui
OaHHbIX b YMONYaHH
to
"isWifiOn":
true,
"wifiBSSID": "",
"wifiSSID":

"KYOCERA 2.4"
by

"notCompliantDetails": [

I

"release": {

"modifiedAt":
"2019-05-17T16:05:102",

"OS" :
"Sailfish",

"osVariant":
"Omp",

"osVersion":
"3.0.2.21"

by

"settings": {

"appInstallationEnabled":
true,

"cameraEnabled": true,

"dateTimeSettingEnabled":
true,

"developerModeSettingEnable
d": true,

"deviceResetEnabled": true,

"flightModeToggleEnabled":
true,

13
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MNone Tun  |Ob6AsaTenvHoOCT Mo KommeHTapui
OaHHbIX b YMONYaHH
o

"internetSharingEnabled":
true,

"locationSettingsEnabled":
true,

"microphoneEnabled": true,

"networkSettingsEnabled":
true,

"osUpdatesEnabled": true,

"screenshotEnabled": true,

"sideLoadingEnabled": true,

"wifiToggleEnabled": true
by

"sims": [
{

"imei":
"863408020479748",

"isDataSim": false,

"isEnabled": true,

"isVoiceSim": false,

"pinRequired": true
by
{

"imei":
"863408020979747",

"isDataSim": false,

14
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MNone Tun  |Ob6AsaTenvHoOCT Mo KommeHTapui
AadHHbIX b YMOI4aHU
O
"isEnabled": true,
"isVoiceSim": false,
"pinRequired": true
}
1,
"storages": [
{
"available": 1531359232,
"free":
1574318080,
unameu : H/H ,
"total":
2548350976
bo
{
"available": 977088512,
"free":
977088512,
"name" :
" /run " ,
"total":
996536320
Yo
{
"available": 9965322214,
"free":
9965322214,
"name" :
" /tmp " ’
"total":
996536320

15
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MNone Tun  |Ob6AsaTenvHoOCT Mo KommeHTapui
OaHHbIX b YMONYaHH
o

"available": 996536320,

"free":
996536320,

"name" :
nw /mnt" ,

"total":
996536320

Ecnm npuHaTtel SDJD cobbiTms:
{

"cap effective":
274877906943,

"egid": O,
"euid": O,

"event string": "new-
package-installed",

"exe": "/usr/bin/rpm",
"fsgid": O,

"fsuid": O,

"groups": null,

"id": 66,

"level": "\uOOO01",
"message": "omp-emm-

client-logging",
"pid": 11544,
"ppid": 11421,
"rgid": O,
"ruid": O,

"security context":
"user-role-system",

16
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MNone Tun  |Ob6AsaTenvHoOCT Mo KommeHTapui
OaHHbIX b YMONYaHH
o
"sgid": O,
"suid": O,
"type": 12,

"usec": 1582034749987120

Ecav npuHat REPORT:
{

"email":"admin@example.com"

14

"location":"http://state-
manager.local/files/elcé6ca?
3-4ae0-4bl3-b67d-
0973e9dcelda",

"filename":"report.zip"

"collectedAt":"2020-
02-
25T712:07:51.348571481+03:00

"
’

"login":
"359634004931153"

}

* ABnseTca NepBUYHbBIM KAOYOM

2.2

[Arh] DB Device_dispatcher/MosTopstowueca onepauum

NcTopua nameHeHUn npeactasneHa B Tabanue (Tabanua 5).

17
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Tabnuua 5
KTo Korpa N3meHeHUA B pamkax yero
Aleksey [19.01.202 |Tabnuua  Gonbwe  HelM4EMM-3370 - [Mpw npuxoge Recurring
Abramo |1 MCNob3yeTcA Acknowledge He coxpaHaeTcA CcepBUCOM
\ ancnetyepa 8 bJl. DONE
Aleksey [19.10.202 |O6HOBNEHO LIEMM-2890 - HazHaueHue NpuosKeHuii n3
Abramo |0 cogepxmmoe managedAp |[HECKONIbKMX WCTOYHMKOB MpM  CO34aHWUK
v ps, n06aBNEH|MONUTUKM DONE
dashboardID
Liliya 14.04.202 |JobasneH 2EMM-2151 - 3aBepwuTb pedaKTOPUHT
Abrarov |0 ack_payload _type EMPTY |aucnetyepa B nnaHe He pa3bupatb payload
a 7 He noay4aTb POANTENBCKYHO
onepaumto DONE
Aleksey [13.04.202 |Co34aHO B pamKax AEMM-2152 - [Task] OTaenuts xpaHeHue
Abramo |0 PEKYPPEHTHbIX OTBETOB oT
Vv device_dispatcher.operation_events log D

ONE

Device_dispatcher.recurring_acknowledges coaep»MT CNMCOK MNOBTOPSAOLLMXCS

onepauui ycTponcTBa npeacrTaBaeHHble B Tabanue (Tabauua 6).

Tabnuua 6
MNone Tun  |Ob6ssaTenbHOCT Mo KommeHTapui
DaHHbIX b YMO/IYaHU
0

id* bigserial |[NOT NULL NneHTudukaTop 3anmcu
operation_id bigint NULLABLE NneHTudukaTop onepaumm
device id uuid NOT NULL NaoeHTndMKaTop yCcTpomnCTBa
created_at timestam [NOT NULL [aTta 1 Bpema co3aaHmsa 3anmcu

p with

timezone
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— ~] OTKPbITAS

MOBUJIbHAA
NNATPOPMA

MNone Tun  |Ob6AsaTenvHoOCT Mo KommeHTapui
OAHHbIX b YMOJI4aHU
t0
operation_statu [character [NOT NULL CraTyc onepaumu:
> varying — OCCURRED
operation_type |[character [NOT NULL Twun onepaunu:
varying — ACKNOWLEDGE
message text NULLABLE CoobuieHne 06 ownbke nam cratyce
BbINO/HEHMA onepauum Ha
yCcTponcTBee
ack_payload ty [character [NULLABLE Tun gaHHbIX B payload
pe varying — EMPTY
— LEGACY;
— STATE;
— SDID;
— REPORT.
payload jsonb NULLABLE Ecnv nonyyeH state

"applications": [

{

"code":

"adminAppSailfish",

nusern,

"control":

"name" :

"adminAppSailfish",

"0.1.0"

"fingerterm",

"user",

"Terminal",

"version":

"code":

"control":

"name" :

19
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— ~] OTKPbITAS

"jolla-gallery",

MOBUJIbHASA
NNATPOPMA
MNone Tun  |Ob6AsaTenvHoOCT Mo KommeHTapui
AadHHbIX b YMOI4aHU
0]
"version":
"1.3.7"
by
{
"code":
"jolla-camera",
"control":
"system",
"name" :
"Camera",
"version":
"1.0.9.1"
b
{
"code":
"jolla-clock",
"control™":
"system",
"name" :
"Clock",
"version":
"0.4.15"
|
{
"code":
"jolla-contacts",
"control":
"system",
"name" :
"People",
"version":
"0.5.23"
|
{
"code":

20
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"0.8.7"
}y

MOBUJIbHASA
NNAT®OPMA
MNone Tun  |Ob6AsaTenvHoOCT Mo KommeHTapui
AadHHbIX b YMOI4aHU
0]
"control":
"system",
"name" :
"Gallery",
"version":
"1.0.2"
|
{
"code":
"jolla-messages",
"control":
"system",
"name" :
"Messages",
"version":
"1.0.0"
|
{
"code":
"jolla-settings",
"control":
"system",
"name" :
"Settings",
"version":
"1.0.0"
b
{
"code":
"omp-emm-client",
"control":
1] user 1] ,
"name":
"Aurora Center",
"version":

21
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Mogaenb AaHHbIX noacucTemsl «lnatdhopma ynpaBaeHMA» MOBUMbHAS
NAAT®OPMA
MNone Tun  |Ob6AsaTenvHoOCT Mo KommeHTapui
OaHHbIX b YMONYaHH
to
{
"code":

"sailfish-browser",

"control":
"system",
"name": "Web
Browser",
"version":
"1.17.13"
b
{
"code":

"sailfish-tutorial",

"control":
"system",
"name" .
"Tutorial",
"version":
"O 2 4"
|
{
"code":

"voicecall-ui-jolla",

"control":
"system",

"name" :
"Phone",

"version":
"0.11.15"

1y
"battery": {
"charge": 95,

"isCharging":
true

by
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— | OTKPbITAS
MOBUJIbHASA
MAAT®OPMA

MNone Tun  |Ob6AsaTenvHoOCT Mo KommeHTapui
OaHHbIX b YMONYaHH
o
"deviceId":

"ac3836df-2a43-455c-af99-
c95d0ffl6£3b",

"isPolicyCompliant": true,

"lastPolicyId":
"116bed55-6892-4963-8bc3-
f3%alded2dct",

"lastPolicySyncDate": "2019-
12-17T08:18:212",

"location": {

"AGPSAvailable": true,

"gpsCoordinates": "0,0",

"isAGPSOn":
true,

"isGPSOn": false
by
"locked": false,
"managedApps": {

"applications":

"dashboardID": "bdad84c6-
04eB8-48ae-bfab-
1518b060cbed",

"applicationId": "bdad84co6-
04e8-48ae-bfab-
1518b060cbed",

"releaseId": "67904882-0fb9-
4fe9-aaf9-ba8elbel6la7"

}
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Moaenb AaHHbIX NoacnucTembl «lnatbopma ynpasneHma» MOBWUJIbHAS
NNATGOPMA
MNone Tun  |Ob6AsaTenvHoOCT Mo KommeHTapui
OaHHbIX b YMO/YaHuU
,0)
y
"managementMode":
"none",
"network": {

"isBluetoothOn": false,

"isWifiOn":
true,

"wifiBSSID": "",

"wifiSSID":
"KYOCERA 2.4"

by

"notCompliantDetails": [

I

"release": {

"modifiedAt":
"2019-05-17T16:05:102",

"OS" :
"Sailfish",

"osVariant":
"Omp",

"osVersion":
"3.0.2.21"

by

"settings": {

"appInstallationEnabled":
true,

"cameraFEnabled": true,

"dateTimeSettingEnabled":
true,

"developerModeSettingEnable
d": true,
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Mogaenb AaHHbIX noacucTemsl «lnatdhopma ynpaBaeHMA» MOBUJIbHAS
NNATGOPMA
MNone Tun  |Ob6AsaTenvHoOCT Mo KommeHTapui
OaHHbIX b YMONYaHH
o

"deviceResetEnabled": true,

"flightModeToggleEnabled":
true,

"internetSharingEnabled":
true,

"locationSettingsEnabled":
true,

"microphonekEnabled": true,

"networkSettingsEnabled":
true,

"osUpdatesEnabled": true,

"screenshotEnabled": true,

"sideLoadingEnabled": true,

"wifiToggleEnabled": true
by

"sims": [
{

"imei":
"863408020479748™",

"isDataSim": false,

"isEnabled": true,

"isVoiceSim": false,

"pinRequired": true

by
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Mogaenb AaHHbIX noacucTemsl «lnatdhopma ynpaBaeHMA» MOBUMbHAS
NNATGOPMA
MNone Tun  |Ob6AsaTenvHoOCT Mo KommeHTapui
OaHHbIX b YMONYaHH
o
{
"imei":

"863408020979747",

"isDataSim": false,

"isEnabled": true,

"isVoiceSim": false,

"pinRequired": true
}
I
"storages": [

{

"available": 1531359232,

"free'":
1574318080,

unameu : H/H’

"total":
2548350976

"available": 977088512,

"free":
977088512,

"name" :
" /runu ,

"total":
996536320

"available": 996532224,
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MOBUJIbHASA

571183104

}y

NNATPOPMA
MNone Tun  |Ob6AsaTenvHoOCT Mo KommeHTapui
AadHHbIX b YMOI4aHU
0]
"free":
996532224,
"name" :
" /tmp " ,
"total":
996536320
|
{
"available": 996536320,
"free":
996536320,
"name" :
" /mnt" ,
"total":
996536320
|
{
"available": 27971584,
"free":
28639232,
"name" :
"/persist",
"total":
28819456
b
{
"available": 78458880,
"free":
94052352,
"name":
"/fimage",
"total":
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Mogaenb AaHHbIX noacucTemsl «lnatdhopma ynpaBaeHMA» MOBUJIbHAS
NNATGOPMA
MNone Tun  |Ob6AsaTenvHoOCT Mo KommeHTapui
OaHHbIX b YMONYaHH
o

"available": 5861376,

"free":
0070272,

"name" :
"/sensorcab",

"total":

6111232

"available": 14204928,

"free":
14204928,

"name" :
"/firmware",

"total":

67059712

"available": 9509588992,

"free":
961708441606,

"name" :
" /home " ,

"total":
9630916608

"available": 198766592,

"free":
198766592,

"name" :
"/run/user/100000",
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Moaenb AaHHbIX NoacnucTembl «lnatbopma ynpasneHma» MOBWUJIbHAS
NNAT®OPMA
MNone Tun  |Ob6AsaTenvHoOCT Mo KommeHTapui
OaHHbIX b YMOI4aHuU
,0)
"total":
199307264
}
1y
"systemConfiguration": {

"operationReceivingInterval
": 3600,

"stateSendingInterval": 3600

|
"uptime": 75074090

Ecnn npuHaTel SDID cobbiTms:
{

"cap effective":
274877906943,

"egid": O,
"euid": O,

"event string": "new-
package-installed",

"exe": "/usr/bin/rpm",
"fsgid": O,

"fsuid": O,

"groups": null,

"id": o060,

"level": "\uOOO01",
"message": "omp-emm-

client-logging",
"pid": 11544,
"ppid": 11421,
"rgid": O,

"ruid": O,
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MOBUJIbHASA
MAAT®OPMA

Mone Tun
OaHHbIX

ObasaTtenbHoOCT Mo

b YMOI4aHU
t0

KommeHTapui

"security context":

"user-role-system",

"sgid": O,
"suid": O,
"type": 12,

"usec": 1582034749987120

* ABnAeTcs NepPBMYHbLIM KOYOM

2.3 DB Device_dispatcher/Operation_offsets

NcTopua nameHeHun npeactasneHa B Tabanue (Tabanua 7).

Tabnuua 7

Kto

Korpa

B pamkax yero

Liliyva Abrarova

12.03.2020

Tabnunua device dispatcher.operation_offsets coaepuT CNUCOK COOTBETCTBUM

MOEHTUOUKATOPOB YCTPOMCTB U MAEHTUPUKATOPOB ONEpPaLIMin, Ha KOTOPble MPOUCXOAUT

cMellleHue (T.e. onepauma, KOTOPY YCTPOMCTBO NOAYYMT NpuM BbinoAHEHWM APl MMonyyYnThb

onepauwnto) (Tabamua 8).

Tabnuua 8
MNone Tun  |O6a3aTenbHOCTb Mo KommeHTapui
DAHHbBIX YMO/IHaHUIO
device_id* uuid NOT NULL NpeHTndnKaTop ycTpomncTaa
operation_event_id |bigint |[NOT NULL NpeHTndukatop  onepauuuy,

cmelleHmne
(BHELIHNM

operation.operation id)

Ha KOTOpPYHO nponcxoaunT

K/THOM

* ABnseTcsa NepBUYHbBIM KAOYOM
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MOBUJIbHASA
MAAT®OPMA

2.4 DB Device_dispatcher/UaeHTuduKaTopbl Ansa push cepsepa

NcTopusa nsmeHeHnin npeactasneHa 8 Tabauvue (Tabamua 9)

Tabnnua 9
[ata KTo M3meHeHunA B pamkax yero
06.07.2020 |Aleksey Co3paro  |[WEMM-2186 - MMpUMEHATb ONUMM OMepaTMBHOTO
Shikulin penma (HemeaneHHo) Yyepes push DONE

Tabnuua device_dispatcher.device_push_registration_ids coaep»ut

CMNCOK

COOTBETCTBMA NAEHTUPUKATOPOB MODUABHbBIX YCTPOMCTB C UX NAEHTUPUKATOPAMM Ha push

cepsepe (Tabanua 10).

Tabnunua 10
Mone Tvn paHHbIX  |O6A3aTENbHOCTD Mo KommeHTapwmi
YMOJIHaHUIO

device_id* uuid NOT NULL NaneHTudukatop
ycTpoicTea B ABpopa
LeHTp

registration_id |uuid NOT NULL NneHTudumkatop
yCTPOKCTBa Ha push
cepsepe

created_at timestamp with|NOT NULL now() [Jata »n Bpema co3aaHuA

timezone 3anumcu
updated_at timestamp with|NOT NULL now() [ata v Bpemsa obHOBNAEHMA

timezone

3anncu

* fABnaeTca nepBUYHbIM KJTHOHOM

2.5 DB Device_dispatcher/Ouepeab onepauum

NcTopua nameHeHun npeactasneHa B Tabauue (Tabanua 11).
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OTKPbITASA

Moaenb AaHHbIX NoacnucTembl «lnatbopma ynpasneHma» MOBMJIbHAS
NNAT®OPMA
Tabnuua 11
KTo HaTa N3meHeHUA B pamkax 4yero
Aleksey 15.01.2021 |Co3paHo  |FAEMM-3369 - CepBuc-gucnertyep He orupyer
Abramov KM3HEHHbIN UMKA onepaumu, a TOAbKO CreauT 3a

o4yepenbto DONE

Tabnunua device _dispatcher.operation_queues coaepXMUT  CNMCOK  onepaumin,
KoTopble byaeT BbINoAHATb yCcTponcTBo (Tabamua 12).
Tabnunua 12
MNone Tvn Ob6nAzaTenpHOCT Mo KommeHTapui
DAHHbIX b YMOYaHHU
1o
id* uuid NOT NULL NneHTudukaTop 3anmcu
device id uuid NOT NULL NaeHTndMKaTop yCcTpoMCTBa
created_at timestam |[NOT NULL [laTta n BpemAa co3aaHmA 3anmncu
P with
timezone
operation_typ |character [INOT NULL Twun onepaunm:
e varying — ACTION:
— INFO;
— ACKNOWLEDGE;
— POLICY;
— OFFLINE_SCENARIO;
— SETTINGS.
payload jsonb NULLABLE Ecnv nonyyeH state:

"applications": [

{

"code":

"adminAppSailfish",

"control":

nusern,
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Mozenb AgaHHbIX noacuctemsl «lnatdopma ynpaBaeHna» MOBUJIBHAS
NNATPOPMA
MNone Tvn Ob6nAsaTenbHOCT Mo KommeHTapui
AaHHbIX b YMOJ14aHU
1O
"name" :
"adminAppSailfish",
"version":
"0.1.0"
by
{
"code":
"fingerterm",
"control™":
"user" ,
"name" :
"Terminal",
"version":
"1.3.7"
|
{
"code":
"jolla-camera",
"control":
"system",
"name" :
"Camera",
"version":
"1.0.9.1"
b
{
"code":
"jolla-clock",
"control":
"system",
"name" :
"Clock",
"version":
"0.4.15"
|
{
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NNAT®OPMA
MNone Tvn Ob6nAsaTenbHOCT Mo KommeHTapui
AaHHbIX b YMOJ14aHU
1O
"code":
"jolla-contacts",
"control":
"system",
"name" :
"People",
"version":
"0.5.23"
|
{
"code":
"jolla-gallery",
"control":
"system",
"name" :
"Gallery",
"version":
"1.0.2"
b
{
"code":
"jolla-messages",
"control":
"system",
"name" :
"Messages",
"version":
"1.0.0"
|
{
"code":
"jolla-settings",
"control":
"system",
"name" :
"Settings",
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Moaenb AaHHbIX NoacnucTembl «lnatbopma ynpasneHma» MOBUJIbHAS
NNATGOPMA
MNone Tvn Ob6nAsaTenbHOCT Mo KommeHTapui
DAHHbIX b YMONYaHU
o
"version":
"1.0.0"
by
{
"code":

"omp-emm-client",

"control":
"user",
"name" :
"Aurora Center",
"version":
"O 8 7"
by
{
"code":

"sailfish-browser",

"control™":
"system",
"name": "Web
Browser",
"version":
"1.17.13"
|
{
"code":

"sailfish-tutorial",

"control":
"system",
"name" :
"Tutorial",
"version":
"O 2 4"
|
{
"code":

"voicecall-ui-jolla",

35



— | OTKPbITAS

Mozenb AgaHHbIX noacuctemsl «lnatdopma ynpaBaeHna» MOBUJIBHAS
NNAT®OPMA
MNone Tvn Ob6nAsaTenbHOCT Mo KommeHTapui
AaHHbIX b YMOJ14aHU
1O
"control™":
"system",
"name" :
"Phone",
"version":
"0.11.15"

1,
"battery": {
"charge": 95,

"isCharging":
true

by

"deviceId":
"ac3830df-2a43-455¢c-af99-
c95d0ffle6f3b",

"isPolicyCompliant":
true,

"lastPolicyId":
"116bed55-6892-4963-8bc3-
f3%alded2dct",

"lastPolicySyncDate": "2019-
12-17T08:18:212",

"location": {

"AGPSAvailable":
true,

"gpsCoordinates": "0,0",

"isAGPSOn":
true,

"isGPSOn": false
by
"locked": false,
"managedApps": {

"applications":
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MNone Tvn Ob6nAsaTenbHOCT Mo KommeHTapui
DAHHbIX b YMONYaHU
o
{
"applicationId": "bdad84c6-

04e8-48ae-bfaoc-
1518b060cbed",

"releaseId": "67904882-0fb9-

4fe9-aaf9-ba8elbel6la7"
}

by

"managementMode" :
"none" ,
"network": {
"isBluetoothOn":
false,
"iswWifiOn":
true,
"wifiBSSID": "',
"wifiSSID":

"KYOCERA 2.4"
by

"notCompliantDetails™: [

I

"release": {

"modifiedAt":
"2019-05-17T16:05:102",

"OS" :
"Sailfish",

"osVariant":
"Omp"/

"osVersion":
"3.0.2.21"

by

"settings": {
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Mogaenb AaHHbIX noacucTemsl «lnatdhopma ynpaBaeHMA» MOBWIbHAS
NAAT®GOPMA
MNone Tvn Ob6nAsaTenbHOCT Mo KommeHTapui
DAHHbIX b YMONYaHU
o

"appInstallationEnabled":
true,

"cameraEnabled":

true,

"dateTimeSettingEnabled":
true,

"developerModeSettingEnabled
": true,

"deviceResetEnabled": true,

"flightModeToggleEnabled":
true,

"internetSharingEnabled":
true,

"locationSettingsEnabled":
true,

"microphoneEnabled": true,

"networkSettingsEnabled":
true,

"osUpdatesEnabled": true,

"screenshotEnabled": true,

"sideLoadingEnabled": true,

"wifiToggleEnabled": true
by
"sims": [

{
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NNATGOPMA
MNone Tvn Ob6nAsaTenbHOCT Mo KommeHTapui
DAHHbIX b YMONYaHU
o
"imei":

"863408020479748",

"isDataSim":
false,

"isEnabled":
true,

"isVoiceSim": false,

"pinRequired": true
by
{

"imei":
"863408020979747",

"isDataSim":
false,

"isEnabled":
true,

"isVoiceSim": false,

"pinRequired": true
}
I

"storages": [
{
"available":
1531359232,
"free":
1574318080,
unameu: u/u’
"total":
2548350976
by
{
"available":
977088512,
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MNone Tvn Ob6nAsaTenbHOCT Mo KommeHTapui
AaHHbIX b YMOJ14aHU
1O
"free":
977088512,
"name" :
" /run " ,
"total":
996536320
|
{
"available":
996532224,
"free":
996532224,
"name" :
" /tmp " ,
"total":
996536320
|
{
"available":
996536320,
"free":
996536320,
"name" :
" /mntu ,
"total":
996536320
b
{
"available":
27971584,
"free":
28639232,
"name" :
"/persist",
"total":
28819456
by
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Mozenb AgaHHbIX noacuctemsl «lnatdopma ynpaBaeHna» MOBUJIBHAS
NNATPOPMA
MNone Tvn Ob6nAsaTenbHOCT Mo KommeHTapui
AaHHbIX b YMOJ14aHU
1O
{
"available":
78458880,
"free":
94052352,
"name" :
"/fimage",
"total":
571183104
by
{
"available":
5861376,
"free":
6070272,
"name" :
"/sensorcab",
"total":
6111232
by
{
"available":
14204928,
"free":
14204928,
"name" :
"/firmware",
"total":
67059712
by
{
"available":
9509588992,
"free":
9617084416,
"name" :
" /home " ,
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MNone Tvn Ob6nAsaTenbHOCT Mo KommeHTapui
AaHHbIX b YMOJ14aHU
10
"total":
9630916608
b
{
"available":
198766592,
"free":
198766592,
"name" :
"/run/user/100000",
"total":
199307264
}
1y
"systemConfiguration": {

"operationReceivingInterval"
3600,

"stateSendingInterval": 3600

b
"uptime": 75074090

Ecav npuHaTel SDID cobbiTma:
{

"cap effective":
274877906943,

"egid": O,
"euid": O,

"event string": "new-
package-installed",

"exe": "/usr/bin/rpm",
"fsgid": O,

"fsuid": O,

"groups": null,
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,0)
"id": 66,
"level": "\u0OOO01",
"message": "omp-emm-—

client-logging",
"pid": 11544,
"ppid": 11421,
"rgid": O,
"ruid": O,

"security context":
"user-role-system",

"sgid": O,
"suid": O,
"type": 12,

"usec": 1582034749987120

cav npuHAT REPORT:
{

"email":"admin@example.com",

"location":"http://state-
manager.local/files/elc6ca23
-4ae0-4b13-b67d-
0973e9dcelOda",

"filename":"report.zip"

"collectedAt":"2020-
02-
25T12:07:51.348571481+03:00"

"login":
"359634004931153"

}

* fABnaeTcs nepBNYHbIM KZTHOHOM
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3.1 DB Device_inventory/['pynnbl yCTPONCTB

NcTopusa nsmeHeHnn npeactasneHa B Tabauvue (Tabamua 13).

3. DB DEVICE INVENTORY

Tabnuua 13
KTo Korpa B pamkax yero

Aleksey 03.06.2020 |O6HOoBNEHO B pamKax WIEMM-1830 - [lMHamwuyeckve rpynmbi

Abramov YCTPOWCTB - NPaBMIO CTaTyC DONE
[NobasneH conditions=UNACTIVATED

Aleksey 25.03.2020 |O6HoBNeHO B pamkax WIEMM-2008 - [Story] [uHamuyeckas

Abramov rpynna ycTponcTs: "AKTMBMPOBAHHbIE YCTPOMCTBA" DONE
[lobaBneH napameTp group_type n conditions

Liliya Abrarova|15.05.2019 [CosgaHo 8 pamkax WIEMM-738 - [Story] [lo6asneHve rpynmbl
YyCTPOMCTB DONE

Device_inventory.groups CoAepuT CAMCOK rpynn yCTPOMCTB NpeacTaB/ieHHbIE B

Tabnnue (Tabnnua 14).

Tabnuua 14
Mone |Tun aaHHbIX| O6A3aTENBHOCT Mo KommeHTapui
b YMO/IHaHU
o
id* uuid NOT NULL NaeHTndMKaTop rpynnbl YCTPONCTB
name varchar(64) [INOT NULL HanmeHoBaHMe rpynnbl yCTPOMNCTB
comment |varchar(512 [NULLABLE KommeHTapuit K rpynne
)
group_typ |character |[NOT NULL Twun rpynnoi:
€ varying — STATIC — cTaTmn4yecKas;
— DYNAMIC — anHammyecKkas.

44


https://confluence.omprussia.ru/display/~a.abramov
https://confluence.omprussia.ru/display/~a.abramov
https://jira.omprussia.ru/browse/EMM-1830?src=confmacro
https://jira.omprussia.ru/browse/EMM-1830?src=confmacro
https://confluence.omprussia.ru/display/~a.abramov
https://confluence.omprussia.ru/display/~a.abramov
https://jira.omprussia.ru/browse/EMM-2008?src=confmacro
https://jira.omprussia.ru/browse/EMM-2008?src=confmacro
https://confluence.omprussia.ru/display/~l.abrarova
https://jira.omprussia.ru/browse/EMM-738?src=confmacro
https://jira.omprussia.ru/browse/EMM-738?src=confmacro

Moaenb AaHHbIX NoacnucTembl «lnatbopma ynpasneHma» 1 A s
NNAT®OPMA
Mone |Tun aaHHbIX| OBA3aTENBHOCT Mo KommeHTapui
b YMONYaHH
0
conditions |jsonb NULLABLE Ycnosua nonagaHua B AMHAMUYECKYHO
rpynny

Ecav rpynna cratmyeckas, napameTp
byaeT He 3ano/iHeH

"deviceStatus":"ACTIVATED",
"deviceStatus" :"UNACTIVATED"

’

created_at [timestamp |[NOT NULL now() [laTta n BpemAa co3aaHmA 3anmncu
with
timezone

updated_a |timestamp |NOT NULL now() [aTta 1 Bpems M3MeHeHMaA 3anmcu
t with
timezone

deleted_at [timestamp |NULLABLE [aTta n Bpems yaaneHma 3anmcu
with
timezone

* ABnseTca NepBUYHbBIM KAOYOM
3.2 DB Device_inventory / HasHauyeHue rpynnbl Ha yCTPOWCTBA

NcTopua nameHeHnn npeactasneHa B Tabauue (Tabanua 15).

Tabnuua 15
KTo Korpa N3meHeHUA B pamkax uero?
Liliya Abrarova [17.05.2019 |Co3aaHo LIEMM-25 - [lo6aBneHue ycTpoWcTs B
rpynny DONE
Aleksey Shikulin [18.05.2020 |JobaBneHo none
deleted at

Device_inventory.device groups COAEPKUT CNUCOK rpynn YyCTPOMCTB

npeacTas/ieHHble B Tabanue (Tabanua 16).
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Tabnuua 16
Mone Tun gaHHbIX |06Aa3aTENBHOCTD Mo KommeHTapui
YMONYaHUIO
device_id*  |uuid NOT NULL BHewHW Kntod no Tabamue DB

Devices/YcTpowcTsa.id

group_id* uuid NOT NULL BHewHnn Kntod no Tabauue DB
Device inventory/lpynnsl

ycTpomcTs.id

created_at [|timestamp |NOT NULL now() [laTa 1 Bpemsa co3aaHua 3anmncu
with
timezone

deleted at |timestamp |NULLABLE Nata ©n  Bpema  ydaneHua
with (apx1BMpPOBaAHMA) 3anmCK
timezone

updated at [timestamp |[NOT NULL now() [laTta n Bpema n3meHeHMA 3anncu
with
timezone

* ABnAaeTcs NepPBMYHbLIM KAHOYOM

Device_inventory\

@ devices
o id uuid notnull

© imei varchar 64 nullable @
© mac_wifi macaddr nullable groups

o device_models_dict_code character varying 255 nullable
o comment character varying 512 nullable

o source "device-inventory". devices__source_snum notnull
o created_by uuid NOT NULL

o updated_by uuid NOT NULL

o created at timestamp with timezone notnull

o updated_at timestamp with timezene notnull

o deleted_at timestamp with timezone nullable

@ enrollment_id uuid nullable

@ is_activated booclean nullable

o id uuid motnull

o name varchar 64 notnull

o comment varchar 512 nullable

© created_at timestamp with timezone notnull

© updated_at timestamp with timezone notnull
© deleted_at timestamp with timezone nullable

contains contains

man many

@ device_groups

o device_id uuid notnull
© group_id uuid notnull
o created_at timestamp with timezone notnull
< updated_at timestamp with timezone notnull

46



Mogaenb AaHHbIX noacucTemsl «lnatdbopma ynpaBaeHUa»

— | OTKPbITAS
MOBUJIbHASA
MAAT®OPMA

3.3 DB Device_inventory/CnpaBoYHWK YCTPOMUCTB

Device_inventory.device_model _dict coaep»MT cnMcoKk moaenenm yYCTPOMNCTB

npeacTasieHHble B Tabanue (Tabanua 17).

Tabnnua 17
MNone Tun gaHHbIX |ObBsA3aTeNbHOCTD Mo KommeHTapum
YMOJIYaHUIO
code* varchar(268) |[NOT NULL [nnHa 268 = 255+13 noTomy 4TO
COCTaBNAETCA  Kak  npeduKc
"DEVICE_MODEL_" + name.
Hanpumep:
DEVICE_MODEL_INOI_R7
name varchar(255) |[NOT NULL HanmeHoBaHMe MOAEeNN
yCTpoOMCTBa
comment varchar(512) |NULLABLE KommeHTapui K MOJEeNN
yCTpoMCTBa
hidden boolean NOT NULL false MapameTp, 0603HayvatoLWmi,
CKpbITa 1M MOAENb B CIUCKE
created at [timestamp NOT NULL now() [aTta co3naHumA
with timezone
updated_at |timestamp NOT NULL now() [ata obHOBNEHUA
with timezone
deleted _at [|timestamp NULLABLE [aTta ynanenua
with timezone

* MepBUYHbBIN KtOY

"DEVICE MODEL AQUARIUS CMP NS208";"Aquarius

NS208"; "saummile HHEIM

13:13:43.561725400";"2019-12-13 13:13:43.561725+00";""

"DEVICE MODEL BLACKVIEW 6000S";"BlackView

cMapTdon"; FALSE;"2019-10-29
14:55:40.053606+00"; ™"

"DEVICE MODEL INOI R7";"Inoi
14:55:40.053606+00";"2019-10-29 14:55:40.053606+00™;""

Cmp

mnjaHmweT"; FALSE; "2019-12-13

6000S"; "zammMiIe HHLI

14:55:40.053606+00";"2019-10-29

R7";"cmapTdor"; FALSE; "2019-10-29
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"DEVICE MODEL INOI T10";"Inoi

T10"; "njmanmetT"; FALSE;"2019-10-29

14:55:40.053606+00";"2019-10-29 14:55:40.053606+00™;""

"DEVICE MODEL INOI T8";"Inoi

T8",‘

"nnaHmeT"; FALSE; "2019-10-29

14:55:40.053606+00";"2019-10-29 14:55:40.053606+00";""

"DEVICE MODEL MIG C55";"MIG

C55"; "cMapTtdor"; FALSE; "2019-11-20

09:51:38.884865+00";"2019-11-20 09:51:38.884865+00";""

"DEVICE MODEL_ SONY XPERIA X";"Sony

X";"cmaprbon"; FALSE;"2019-10-29

14:55:40.053606+00";""

Xperia

14:55:40.053606+00";"2019-10-29

"DEVICE MODEL AQUARIUS NS220";"Aquarius NS220"; " 3ammine HHEI

myaHmeT" ; FALSE; "2020-02-11

13:13:43.561725+00";""

13:13:43.561725+00";"2020-02-11

"DEVICE MODEL BYTERG MVK 2020";"Byterg MVK-2020"; "3ammie HHEIM

myaHmeT" ; FALSE; "2020-02-11

13:13:43.561725+00";""

"DEVICE MODEL QTECH QOMP M1 N";"Qtech

N"; "cmapTdon"; FALSE;"2019-10-29

14:55:40.053606+00™;""

Code Block 1 Coaeprkmmoe Tabnmupl

3.4 DB Devices/YcTpoiicTea

13:13:43.561725+00";"2020-02-11

QMP-M1-

14:55:40.053606+00";"2019-10-29

NcTopua nameHeHU npeactasieHa B Tabanue (Tabanua 18).

Tabnuua 18

Korga KTo N3meHeHunsa B pamkax yero
30.03.2021 |Liliya N3meHeH Tun nons compliance [WIEMM-1666 - Pacwwuperue
Abrarova CTaTyCoB COOTBETCTBMA

MNONUTMKAM IN PROGRESS
16.12.2020 |Aleksey |dobasneHo none platform LWEMM-3231 - Mpu aobasneHuw
Shikulin yCTpOMCTBa "Bpy4YHYyO" ¢ 3apaHee
N3BECTHOM nnatdopmom
yKasblBaem T1N Naatdopmbl DONE
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Korga KTo N3meHeHUA B pamkKax yero
21.05.2020 |Aleksey |YpaneH LWEMM-1289 - [Story] PunbTp
Shikulin  |ctatyc ARCHIVED_NOT_WIPED |noka3a apPXMBMPOBAHHbIX
YCTPOMCTB B cnucke
YCTPOMCTB DONE
04.03.2020 |Aleksey |[obaBneHo LWEMM-2011 - [Story] PwunbTp
Abramov |none is_policy_compliance "'cooTBeTCTBME NONUTUKAM"  DONE
20.11.2018 |Gennadiy |Mone is_activated pobasneHo [EMM-119
Tem
24.10.2018 |Gennadiy |Co3aaHo EMM-131
Tem
Device_inventory.devices COOEPXUT  CMUCOK YyCTPOMCTB B cucteme
npeacTasB/ieHHble B Tabanue (Tabanua 19).
Tabnuua 19
Mone Tvn AaHHbIX Obsasatens| [lo KommeHTapwmi
HOCTb | yMoOA4a
HUIO
id* uuid NOT NULL
imei varchar(15) NULLABLE
mac_ wifi macaddr NULLABLE
device_models_di|varchar(255) NULLABLE
ct_code
comment varchar(512) NULLABLE
source device_inventory.devices s [NOT NULL |UNKNO |3HauyeHuns:
ource_enum WN UNKNOWN /
MANUAL / LDAP / CSV
created_by uuid NOT NULL
updated_by uuid NOT NULL
created_at timestamp with timezone NOT NULL |now()
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MNone Tun gaHHbIX Obazatens| Mo KommeHTapum
HOCTb | yMOAYa
HUIO
updated_at timestamp with timezone NOT NULL |now()
deleted at timestamp with timezone NULLABLE
enrollment_id uuid NULLABLE
is_activated boolean NULLABLE |false cTaTyc aKTMBaLUM
yCTpOMCTBa
compliance varchar(255) NULLABLE Mpun3HakK
COOTBETCTBMA/HECOOT
BETCTBMA COCTOSIHUA
yCTpOMCTBa
NONINTUKE,
NPUHUMaET
3HaYeHUs:
— COMPLIANT -
COOTBETCTBYET
— NON_COMPLIANT
- He COOTBETCTBYET
— UNDEFINED - He
3aaHo
status varchar(255) NULLABLE |false 3Ha4yeHus:
— REGISTERED
- 3aPerncTpmMpoBaHo
— ACTIVATING -B
npouecce
aKTMBaLMK
— ACTIVATED - aKktun
BHO
— WIPED - ounuwieHo
— ARCHIVED -
apxmBHoe
platform varchar(255) NOT NULL |AUROR [Tun naaTGopMbl
A YyCTPOWCTBA.
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MNone Tun gaHHbIX Obazatens| Mo KommeHTapum
HOCTb | yMoOA4a
HUIO

3HayeHusa: AURORA /
ANDROID

* MepBUYHbBIN KoY

3.5 DB Devices/®unbTpbl

NcTopuma nameHeHnn npeactasneHa B Tabanue (Tabanua 20).

Tabnunua 20
Koraa KTo MN3meHeHuA B pamKax yero
24.07.2020 |Aleksey Co3paro  [WEMM-2557 - CoxpaHeHWe TeKyWMX MpoCTbix
Abramov dMNbTPOB pa3aena YCTPOMCTBA DONE

Device_inventory.persistent_filters comepXuT CNMCOK COXPaHEHHbIX (UALTPOB

npeacTasB/ieHHble B Tabanue (Tabanua 21).

Tabnuua 21
Mone Tun paaHHbIX |[O6s83aTENBHOCTD Mo KommeHTapwui
YMONYAHMIO
id* uuid NOT NULL
name varchar(255) [NOT NULL Ha3BaHune dpunbtpa
namespace |varchar(255) |[NOT NULL NaoeHTudukaTop CTPaHMLLbI
nHTepdeinca, Ha KoTopon Obin
COXpPaHeH puUbTP
criteria jsonb NOT NULL UNKNOWN |3HauyeHus:
groupName : "M, macWifi:
"",imei: "",id:
"", modelCode: "",groupld:
""", status:
"",isPolicyCompliant:
"", createdAtFrom:
"", createdAtTo: ""
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Mone Tun gaHHbIX |06A3aTeNbHOCTD Mo KommeHTapum
YMOYaHUIO
created_by |uuid NOT NULL NaeHTMdUKATOP aKKayHTa, AnA
KOTOPOro coxpaHeH ¢puabTp
created_at [|timestamp |NOT NULL now()
with
timezone
updated_at |timestamp |NOT NULL now()
with
timezone

deleted at [timestamp |[NULLABLE
with
timezone

* MepBUYHbBIN KtOY
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4. DB DEVICE STATE MANAGER

4.1 DB Device_state_manager/OdnaiiH-cueHapuu

NcTopusa nsmeHeHnn npeactasneHa B Tabauvue (Tabamua 22).

Tabnuua 22
Korga Kto N3meHeHunA B pamkax yero
18.08.2020 |Aleksey |Co3paHo LIEMM-2737 - CospmaHue cueHapws
Shikulin KomMaHa no cobbituio ans  offline
NPUMeHeHMa DONE
25.09.2020 |Liliya [NobasneHo nonelldEMM-2738 - [Offline komaHaa]
Abrarova [trigger condition BnoknpoBka no cobbITUO: Bpems
nocnegHen  ycnewHom CBA3M C
cepBepoM DONE
05.10.2020 |Liliya [lo6asneHo Hosoe cobbiTe|lWlEMM-2780 - [Offline cueHapwii]
Abrarova |[WLAN_ZONE_ENTERED BrokmpoBKa dyHKUMOHaNa no
cobbiTmto:  BxoA, B 30HY  Wi-Fi
AKoOpA DONE
27.10.2020 |Liliya [lobasneHo Hosoe cobbimne|WlEMM-3102 - [Offline cueHapwii]
Abrarova [NOT_IN_WLAN_ ZONE HaxoxaeHne BHe 30Hbl AEeNCTBUA
WLAN DONE
15.12.2020 |Liliya [obasnenbl nona deletedAt,[WIEMM-3289 - Yananenune odnaiiH-
Abrarova |deletedBy cCugHapmAa DONE

Tabnunua device state_manager.offline_scenarios, npeaHa3sHa4YeHa ANA XpaHEHUS

CueHapmneB KOMaHA NO HEKOTOPOMY cobbITHIO ANA NPUMEHEHWNA Ha yCTpOl\/JICTBaX KOrda Het

CBA3M C CEPBEPOM MO Kakom-nnmbo npuumnHe (Tabaumua 23).

53


https://confluence.omprussia.ru/display/~a.shikulin
https://confluence.omprussia.ru/display/~a.shikulin
https://jira.omprussia.ru/browse/EMM-2737?src=confmacro
https://jira.omprussia.ru/browse/EMM-2737?src=confmacro
https://confluence.omprussia.ru/display/~l.abrarova
https://confluence.omprussia.ru/display/~l.abrarova
https://jira.omprussia.ru/browse/EMM-2738?src=confmacro
https://jira.omprussia.ru/browse/EMM-2738?src=confmacro
https://confluence.omprussia.ru/display/~l.abrarova
https://confluence.omprussia.ru/display/~l.abrarova
https://jira.omprussia.ru/browse/EMM-2780?src=confmacro
https://jira.omprussia.ru/browse/EMM-2780?src=confmacro
https://confluence.omprussia.ru/display/~l.abrarova
https://confluence.omprussia.ru/display/~l.abrarova
https://jira.omprussia.ru/browse/EMM-3102?src=confmacro
https://jira.omprussia.ru/browse/EMM-3102?src=confmacro
https://confluence.omprussia.ru/display/~l.abrarova
https://confluence.omprussia.ru/display/~l.abrarova
https://jira.omprussia.ru/browse/EMM-3289?src=confmacro
https://jira.omprussia.ru/browse/EMM-3289?src=confmacro

Mogaenb AaHHbIX noacucTemsl «lnatdbopma ynpaBaeHUa»

— | OTKPbITAS

MOBUJIbHASA
NAATGOPMA
Tabnuua 23
Mone Tvn paHHbIX | OBsA3aTeNbHOCT Mo KommeHTapui
b YMOI4aHU
t0
id* UulibD not null NoeHTndumkaTop odnamnH-
cueHapuma
name VARCHAR(256 |not null Ha3zBaHuMe opnalH-cueHapus
)
comment VARCHAR(512 |nullable KommeHTapuin y  obnanH-
) cueHapus
trigger VARCHAR(256 |not null Mma cobbiTnA, BbI3bIBAKOLLENO

)

NPUMeHeHMe
odnarH-cueHapms.
Bo3MOMKHble 3HaYeHUs:

— SIM_CHANGED - CmeHa
SIM-KapTbl Ha YCTPOWCTBE;

— LAST_SYNC_TIMEOQUT -
OTtcyTcTBME CBA3M C
cepBepom;

— WLAN_ZONE_ENTERED -
Bxoa B8 30HYy agemncteusa WiFi
AKopSA;

— NOT_IN_WLAN_ZONE -

KOMaHAbl

HaxoxxaeHune BHe 30HbI
Buammoctn WLAN.

[pumeyaHue. TeKkywan
peanmMs3aumAa  TaKoBa,  4TO

Tpurrep cpabaTbiBaeT B
C/yyYae, Koraa Tekywmi Habop
SIM-KkapT He coBnagaer ¢
AONYCTUMBIMWN C TOYKM 3pEHUSA
TEOPETUKO-MHOXKECTBEHHOTO
Habopa. Jonyctnmbim
Habopom cumTaeTca Habop
NPy MOAYYEHUU YCTPOMCTBOM
odarH-cueHapms.
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Mone

Tun gaHHbIX

Ob6sa3aTtenbHOCT
b

Mo
YMONYaHHU
to

KommeHTapui

trigger _conditio
n

JSONB

not null

Ycnosue NnpUMeHeHMusa
odNanH-cueHapus:

1. TpononKUTENIBHOCTb
OTCYTCTBMUA CBA3N
YCTPOMCTBA C CEPBEPOM

{"lastSyncTimeout":
{"duration": 4044}}

2. [lapameTpbl NOAKIOYEHMA
Toykm goctyna WLAN
{"wlanZonekEntered":
{"bssid":
"e6:b7:a6:ed:1f:6b"}}

3. Hopomerpot—oRpeaeAetHin
5330BOH-CTaHHAMCaTI
"notInMobileCellZone"

: {"cellID":
"123456"}

reaction_type

VARCHAR(256
)

not null

Tun peakumm Ha Tpurrep.
BO3MOKHble 3HaYeHUA:

— ACTION - KomaHaa B Buae
NEeNcTBMA Ha  YCTPOWCTBE,
cm. Device dispatcher
structure and data models

— POLICY - Komaraa—B-BHae
ABHAMEHEHUA—ROAHTAKK—HS

v

YETDOMETRE

reaction

JSONB

not null

OnucaHune
Tpurrep:

- B cnyyae
COLEPHKNT CTPYKTYPY
Kak Action (denctsue anA
Device State manager) 6e3 id
n pasaena schedule

peakumm Ha

KOMaHab
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Mogaenb AaHHbIX noacucTemsl «lnatdbopma ynpaBaeHUa» ] MOBVTILHAS
NAATGOPMA
MNone Tun gaHHbIX | O6sA3aTeNbHOCT Mo KommeHTapui
b YMOJI4aHU
t0
— B—eAyae—ROAWTHHKH
CORCDHUT —HALHTHOMKATOD
AOAHATARYM
created by UuliD not null NoeHTndumkaTop
aAMMHNCTPATOpPa, CO3aaBLUEro
obnanH-cueHapui
created_at TIMESTAMP  |not null now() Bpema bopmnposaHma
WITH  TIME odpnanH-cLueHapma
/ONE
updated_at TIMESTAMP  |not null now() Bpema wu3ameHeHMa obnanH-
WITH TIME cueHapua
ZONE
deleted by Uulib not null NaeHTndunkaTop
aAMUHNCTPATOPA,
yAanuBLIEro odnamnH-
cueHapui
deleted at TIMESTAMP  |not null now() Bpema yaaneHusa obnanH-
WITH TIME cueHapua
ZONE
4.2 DB Device_state_manager/MoAuTUKK
NcTopua nameHeHU npeactaBieHa B Tabanue (Tabanua 24).
Tabnuua 24
Korga KTo B pamkax yero
05.11.2019 |Liliya Co3gaHo B pamkax WIEMM-1077 - [Story] MpuseseHwe
Abrarova |ycTpoiCTBa K COOTBETCTBUIO NOMIMTUKAM NMPU PACXOXKAEHMN DONE
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Mogaenb AaHHbIX noacucTemsl «lnatdbopma ynpaBaeHUa»

— | OTKPbITAS
MOBUJIbHASA
MAAT®OPMA

Device_state_manager.policies, npeaHasHayeHa ANa XpaHEHUA KOMOUHMPOBAHHbIX

MNOJINTUK, Ha3HAYEeHHbIX Ha YCTPOMCTBO 1 NpeacTaBaeHHble B Tabamue (Tabanua 25).

Tabnnua 25
Mone Tun gaHHbIX |0O6A3aTeNbHOCTD Mo KommeHTapui
YMOJIYaHUIO
id* UulibD not null NoeHTndumkaTop
KOMOWHNPOBAHHOM MNOIUTUKM
policy JSONB {} not null CTpyKTypa NPUMEHEHHOM
KOMOUHWUPOBAHHOM  MONIUTUKM,
noBTOpsAeT DB Policy
service/[1oONUTUKM
created_at [TIMESTAMP  |not null now() Bpema dopMMpoBaHMA
WITH TIME KOMBWHWPOBAHHOM MONUTUKM
ZONE
update_at [TIMESTAMP  |not null now() Bpems N3MEHEHNA
WITH TIME KOMOWHMPOBAHHOW NONUTUKM
ZONE
4.3 DB Device_state_manager/PacnucaHue ana onepaTMBHOrO pexuma
NcTopua nameHeHWn npeactaBneHa B Tabanubl (Tabanua 26).
Tabnuua 26
Koraa KTo B pamKax yero
05.08.2019 |Liliya O6HoBNeHO B pamkax WIEMM-87 - OnepaTvsHoe ynpasieHue
Abrarova  |ycTpOWCTBOM - 3aZaHME PeXMma AeNCTBMUA DONE
Device_state_manager.operation_schedules npeactasneHa B Tabanue (Tabamua
27).
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Mogaenb AaHHbIX noacucTemsl «lnatdbopma ynpaBaeHUa» ] MOBVTILHAS
NAATGOPMA
Tabnuua 27
MNone Tun AaHHbIX Obs3aTenbHOCTb Mo KommeHTapui
YMONYQHUIO
id* Uuib not null NaneHTndukatop
pacnumcaHmns
device_id UuliD not null NaoeHTUdMKaTop
YyCTPOMCTBA
field character varying |nullable Tun onepaTMBHOM
KOMaH/pbl:
— INFO
— LOCKED
— """, ecnm pacnucaHue
He 3a4aHo
start_at timestamp with|nullable Bpema Hayana [encreuma
time zone pacnmcaHua
stop_at timestamp with|nullable Bpems OKHOYaHMA
time zone NencTBMA pacnmcaHmsa
created_at |TIMESTAMP WITH|not null now() Bpems bopmmnpoBaHua
TIME ZONE State
update_at [TIMESTAMP WITH|not null now() Bpema nsmeHeHua State
TIME ZONE
deleted _at |TIMESTAMP WITH|nullable Bpems yaaneHua State
TIME ZONE
4.4 DB Device_state_manager/CBa3b rpynn u cueHapues
NcTopua nameHeHU npeactasieHa B Tabanue (Tabanua 28).
Tabnunua 28
KTo Koraa Yto B pamkax yero
cAenaHo
Liliya Abrarova|02.09.2020 |Co3naHo |WIEMM-2846 - YnpasneHue offline cueHapvamm us
KapTOYKM rpynnbl YCTPOMCTB DONE
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Mozenb AgaHHbIX noacuctemsl «lnatdopma ynpaBaeHna» — 1 ,?,.B'é'.’,.'}{f,mﬂ
NAATGOPMA
Device state_manager.offline_scenario_assignments  XpaHWT  AaHHble MO
CO3aHHbIM CBA3SIM NOAUTUK M rpynn (Tabanua 29).
Tabnnua 29
Mone Tvn Mo Ob6asaTenvHocT OnucaHue
OAHHbIX | YMONYaHU b
0
id* UuID not null NaoeHTMdMKaTop CBA3M rpynnbl
n offline cueHapwma
offline_scenario_i |UUID not null NoeHTndumkaTop offline
d cueHapua. BHeWwHUn Kaod no
Tabanue DB
Device state manager/Odnamn
H cueHapuu.id
assignable id UuliD not null NpoeHTndukaTop rpynnel. CBA3b
C Tabamuen DB
Device inventory/lpynnbl
YCTPOWCTB nmbo DB
User service/Ipynnbl
NoNb30BaTENEN
assignable_type |character not null Tun rpynnbl. DeviceGroup nnbo
varying UserGroup
created_by UulD not null NaeHTndunkatop yYETHOM
3anuck (OBJ Account (YyeTHas
3anmchb))
createdAt TIMESTAM not null Bpemsa co3gaHua
P WITH
TIME ZONE
updatedAt TIMESTAM not null Bpems nameHeHus
P WITH
TIME ZONE
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Moaenb AaHHbIX NoacnucTembl «lnatbopma ynpasneHma» 1 A s
NAATGOPMA
Mone Tvn Mo Ob6asaTenvHocT OnucaHue
OAHHbIX | YMOJIYaHMU b
0
deletedAt TIMESTAM nullable Bpemsa yoaneHus
P WITH
TIME ZONE
* ABnAaeTca NepBUYHBIM KAHOYOM
4.5 DB Device_state_manager/CBa3b NOJIUTUKM U YCTPOMCTBA
NcTopua nameHeHu npeactasneHa B Tabauue (Tabanua 30).
Tabnunua 30
Korga KTo B pamkax yero
05.11.2019 |Liliya Co3gaHo B pamkax WIEMM-1077 - [Story] MpuseseHwe
Abrarova |ycTpoiCTBa K COOTBETCTBUMIO NOMUTUKAM NPU PACXOMAEHWUM DONE

Device state_manager.device p

olicies

npegHa3sHa4eHa ANA XpaHeHnA CBA3U

YCTPOMCTBA W KOMOWMHWMPOBAHHbLIX MOAUTMK, HA3HAYEHHbIX Ha YCTPOMCTBO M
npeacTas/ieHHble B Tabanue (Tabanua 31).
Tabnnua 31
MNone Tun paHHbIX  |O6A3aTENBHOCTD Mo KommeHTapum
YMO/I4aHUIO
device_id UulibD not null NaoeHTndMKaTop yCTpoMCTBa
retries integer not null 0 Konnyectso  NOBTOPOB  Mpu
co3aaHunn onepauum Ha
NPUMEHEHME NONUTUKN:
[MpucBamBaeTcA 3HaYeHMe He
bonblie 2
policy id UulibD not null NpoeHTndumkaTop
KOMBWHMPOBAHHOM NOANTUKM
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Mogaenb AaHHbIX noacucTemsl «lnatdbopma ynpaBaeHUa»

— | OTKPbITAS

MOBUJIbHASA
NAATGOPMA
MNone Tun paHHbIX |O6A3aTENbHOCTD Mo KommeHTapum
YMOJI4aHUIO
created_at |TIMESTAMP not null now() Bpems bopmmnpoBaHma
WITH TIME KOMOWHMPOBAHHOW NOINTUKM
ZONE
update_at [TIMESTAMP not null now() Bpems N3MEHeHUA
WITH TIME KOMOWHMPOBAHHOW NOINTUKM
/ONE

4.6 DB Device_state_manager/CocTosHue ycTpoiicTBa

NcTopua nameHeHW npeactasaeHa B Tabanue (Tabanua 32).

Tabnunua 32
Korga KTo MN3meHeHuA B pamkax yero
10.06.2019 |Aleksey |Co3paHo LIEEMM-647 - [Story] MMonwHas
Abramov OYMUCTKa YCTPOMCTBA DONE
16.12.2019 |Liliya [No6asneHo none users_block [WEMM-1584 - [Story] Hosoe
Abrarova NpaBMIO NONUTUKK: TpeboBaHMA K
naponto nosib3oBaTens
YCTPOMCTBa DONE
23.03.2020 |Liliya N3meHeHKns B ctpykTypelWEMM-1956 - [Story] Hosoe
Abrarova |[system_configuration _block |npaBuno: 3apatb  pacnucaHue
nonyyeHua noros SDJD DONE
06.04.2020 |Liliya N3meHeHMA B CprKTyanEl\/lM—2181 - XpaHUTb
Abrarova |networkBlock n simBlock coTtBeTcTBue IMEI ICCID DONE
14.04.2020 |Liliya [NobasneHo none Wiped MEMM-2151 - 3aBepLImnTb
Abrarova pedakTOpPMHT AMcneTyepa B NaaHe
He pa3bupatb payload u He
nosay4atb POAMNTENbCKYHO
onepaumto DONE
04.06.2020 |Aleksey |dobaBneH LIEMM-2157 - HoBoe npaswno
Shikulin ~ |[napameTp usbMtpEnabled NONUTUKM: ynpassieHune
BO3MOMKHOCTbIO nepeaayu
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Mogaenb AaHHbIX noacucTemsl «lnatdbopma ynpaBaeHUa»

— | OTKPbITAS
MOBUJIbHASA

NAATGOPMA
Korga KTo M3meHeHuA B pamkKax yero
Mmeamnadannos MTP (6e3 paboT no
EMM KnneHTy) DONE
19.10.2020  |Aleksey |06HOBAEHO conepkmmoe nonalllEMM-2890 - Ha3HauveHwne
Abramov |managed_apps_block NPUIOKEHUA M3 HECKONbKMX
MCTOYHMKOB npu Co34aHun
NOMTUKM DONE
03.11.2020 |Liliya Ob6HOBNEHO COAEPKMMOE NONSA LEMM-3021 - [Nepefava AaHHbIX
Abrarova |system_configuration_block |HacTpoeHHoro Push cepBepa wu
NPUMeHeHMe Ha
YCTPOMCTBax DONE
13.04.2021 |Liliya N3meHeHo none compliance  |[WEMM-1666 - PacwunpeHune
Abrarova CTaTyCcoB COOTBETCTBMA
MNONIMTMKAM IN PROGRESS

Tabnuubl UMeT ogMHaKoBYO CTPYKTYpY (Tabanua 33):

YCTPOWCTBa;

device_state_manager.operation_states

device_state_manager.actual_states - AKTya/ibHOE COCTOAHME YCTPONCTBA;

- OnepaTMBHoe COCTOAHME

device state_manager.desired_states - Tpebyemoe cocTosiHME YCTPOWNCTBA;

Tabnunua 33
Mone Tun  |O6sasatenbH| [o KommeHTapui
DAHHbIX OCTb YMOANYaH
no
device_id* UuliD not null NaoeHTndMKaTop yCcTpomncTBa
locked BOOLEAN |not null CraTyc 6NOKMpPOBKM YCTPOMCTBA
wiped BOOLEAN |nullable CraTyCc no/Ay4YeHMA KOMaHAbl Ha
OYMCTKY YCTPONCTBA
management_mode [VARCHAR |nullable PeXknm ynpaBaeHua yCTPOMCTBOM
(50)
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Moaenb AaHHbIX NoacnucTembl «lnatbopma ynpasneHma» ] MOBVTILHAS
NAATGOPMA
MNone Tun  |ObasatensH| [o KommeHTapui
DAHHbIX OCTb YMO/4aH
no
compliance ENUM nullable CooTBeTCTBYET /M YCTPOMCTBO
NONUTMKE, NPUHMMAET 3HaYEeHUA:
— compliant
— non compliant
— without desired state
last_policy id UuliD nullable NaoeHTndmkaTop nocneaHem
Ha3HaYeHHOM NONUTUKM
last_policy_sync_dat |TIMESTA |nullable Bpemsa nocneaHen CMHXPOHM3ALMMU C
e MP WITH NOSINTUKAMM
TIME
ZONE
not_compliant_detai|JSONB nullable [eTtann, onucbiBatowme  noyemy
Is desired state He coBnagaet c actual
state
app_block JSONB not null NHdopmauma ob yCTaHOBAEHHbIX Ha
YCTPOMCTBE MPUIOKEHUAX
"appBlock": [
{
"code": "string",
"control": "string",
"name": "string",
"version": "string"
}
]
Code Block 2 Coaeprknmoe
release_block JSONB not null NHdopmauma o6 ycTaHOBNEHHOM Ha

ycTpomctee anctpmndytmnse OC

"releaseBlock": {
"modifiedAt": "string",
"os": "string",
"osVariant": "string",
"osVersion": "string"
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Mozenb AgaHHbIX noacuctemsl «lnatdopma ynpaBaeHna» | ,?,.B'é'.’,.'}{f,mﬂ
NNATGOPMA
MNone Tun  |ObasatensH| [o KommeHTapui
JaHHbIX OCTb YMO/I4aH
U

Code Block 3 Coapeprkmmoe

B none OS nepepaetca naatpopma
YCTPOMCTBA (XapAKoAa Ha KaneHTe). B
KnneHTe ABpopa nepeaaetca Sailfish

settings_block

JSONB

Not null

NHopmauma o6 06 yCTaHOB/IEHHbIX
HacTpomkax OC

"restrictionBlock":{
"appInstallationEnabled":
true,
"cameraEnabled": true,
"dateTimeSettingEnabled":
true,

"developerModeSettingEnable
d": true,
"deviceResetEnabled": true,
"internetSharingEnabled":
true,
"lightModeToggleEnabled":
true,
"locationSettingsEnabled":
true,
"microphoneEnabled": true,
"networkSettingsEnabled":
true,
"osUpdatesEnabled": true,
"screenshotEnabled": true,
"sideLoadingEnabled": true,
"wlanToogleEnabled": true,
"usbMtpEnabled": true

}
Code Block 4 Coaeprknmoe

Storage block

JSONB

Not null

NMHdopmauma o6 obbeme namaTu
YCTPOMCTBA
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Mozenb AgaHHbIX noacuctemsl «lnatdopma ynpaBaeHna» | ,?,.B'é'.’,.'}{f,mﬂ
NNATGOPMA
MNone Tun  |ObasatensH| [o KommeHTapui
JaHHbIX OCTb YMO/I4aH
U

"storageBlock": [
{

"available": O,
"free": O,
"name": "string",
"total": O

]
Code Block 5 Coapeprkmmoe

Location_block

JSONB

Not null

NHPopMauma 0 HaCTPOMKax
reo0KaLmMmn yCTPOMCTBa

"locationBlock": {
"agpsAvailable": true,
"gpsCoordinates":

"string",
"isAGpsOn": true,
"isGpsOn": true

}

Code Block 6 Coaeprknmoe

network_block

JSONB

not null

MHbopmauma O HaACTpoOMKax ceTu
YCTPOMCTBA

"networkBlock": {
"isBluetoothOn": true,
"isWifiOn": true,
"wifiBSSID": "string",
"wifiSSID": "string",
"wlanMAC": "string"

}

Code Block 7 Coaeprknmoe

bettery block

JSONB

not null

NHdopmauma o baTapee ycTpomcTBa

"batteryBlock": {
"charge": O,
"isCharging": true

}
Code Block 8 Coaeprknmoe
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Mogenb aaHHbIx noacuctemsl «Mnatdopma ynpasaeHna» 1 MOEHILHAS
NNAT®OPMA
MNone Tun  |ObasatensH| [o KommeHTapui
OAHHbIX OCTb YMOI4aH
nio
sim_block JSONB not null IHGOpMaLLmA O HACTPOMKAX CUM KapT

YCTPOMCTBA

"simBlock": [
{
"imei": "string",
"isDataSim": true,
"isEnabled": true,
"isVoiceSim": true,
"pinRequired": true,
"iccid": "string"

]
Code Block 9 Coaeprkmmoe

n_block

system_configuratio

JSON

nullable

NHdopmauma 06 MHTEepBaNax
NOAKNOYEHNN YCTPOMCTBA

"systemConfigurationBlock":

{

"operationReceivingInterval
":3600,

"stateSendingInterval":3600
’
"sdjdSending":
{
"Interval":3600
}
"pushService":
{
"applicationID":
"feat ¢ mobile bu3f3kadifvqg
gj3vktcO",

"disabledReceivingMessages"

false,
"hostname":
"95.181.193.6",
"port": 999

}
}

Code Block 10 Coaepmmoe
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Moaenb AaHHbIX NoacnucTembl «lnatbopma ynpasneHma» 1 A s
NAATGOPMA
MNone Tun  |ObasatensH| [o KommeHTapui
DAHHbIX OCTb YMOJI4aH
nio
user_configuration_ [JSONB nullable NMHdopmauma O  KOHPMrypaumm
block NONb30BaTENA YCTPOMCTBA
"usersRule":
{
"password":
{
"expireDays": 0,
"length": O,
"notifyBeforeExpireDays":
0,
"isStrong": true
}
}
Code Block 11 Coaeprmmoe
os_update_block JSONB nullable MHbopmauma o  Bepcun  OC,
Ha3HaYeHHOM a NpaBu/Ie NOAUTUKN
{
"osRelease": {
"version":
"3.2.1.78",
"timeslot": {
"end": "06:00",
"begin":
"15:00"
}
}
}
Code Block 12 Coaepunmoe
uptime BIGINT  |not null Bpems paboTbl yCTponCcTBa
created_at TIMESTA |not null now() [Bpema nepsoro dopmmnpoBaHus State
MP WITH
TIME
ZONE
updated_at TIMESTA |not null now() [Bpema nsmeHeHun State
MP WITH
TIME
ZONE

67



— ~] OTKPbITAS

Mogaenb AaHHbIX noacucTemsl «lnatdbopma ynpaBaeHUa» MOBWJIbHAS
NAATGOPMA
MNone Tun  |ObasatensH| [o KommeHTapui
DaHHbIX OCTb YMO/4aH
no
deleted_at TIMESTA |nullable Bpems yaaneHua State
MP WITH
TIME
/ONE
managed_apps_bloc [JSONB nullable MHbopmauma O  NPUNOKEHMAX,

k

KOTOpble He0HX0AMMO YCTaHOBUTL Ha
YCTPOWCTBA  BBUAY  MPUMEHEHUN
NONUTUK

{
"dashboardID":"223e3582-

6d28-4637-8£25-
4ffdab5c833ca™,

"applicationID":"213e3582-
6d28-4637-8£25-
4ffdabc833ba",
"releaseID":"b33c36ec-
3d5c-4afc-8a8d-
93cdaac68675"
}

Code Block 13 Coaepummoe
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Mogaenb AaHHbIX noacucTemsl «lnatdbopma ynpaBaeHUa»

— | OTKPbITAS

MOBUJIbHAA
NNATPOPMA

5. DB ENROLLMENT/AKTUBALMA

NcTopma nameHeHnn npeactasneHa B Tabamue (Tabnamua 34).

Tabnunua 34
Korga KTo B pamkKax yero

16.11.2018 |Gennadiy |[o6asneHo B pamkax EMM-46
Tem

22.11.2018 |Gennadiy |aTpmbyT status gobasneH B pamkax EMM-119
Tem

26.11.2019 |Liliya M3meHeHbl 3HaYeHWe nona status B pamkax MEMM-1628 - [Back]
Abrarova |YbpaTb Hemcnonb3lyemble NoAs M NapaMeTpbl KOHPUra cepsumca

SHPO/IIMEHTA  DONE

Enrollments xpaHWT cywHOCTM aKTUBaALUMM yCTponcTBa. [na oAHOro yCTPOMCTBA

MOXKeT bbITb HECKOIbKO cylHOCTen enrollment (Tabaunua 35).

Tabnnua 35
MNone Tvn faHHbIX Mo ObnaszatenvHo | MepsuyH | OnucaHue
YMO/IMaHU CTb bl KNHOY?
1o)
id UuliD NOT NULL Ha id cywHocTn
aKTMBaLMK
request_id (UUID NOT NULL Het id 3anpoca Ha

aKTMBaLMIO.
Obwum  ans
rpynnsi
YCTPOWCTB,
ecnu
3anpoLlleHa
rpynnosas
akTMBaUMA
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Mone

Tun paHHbIX

Mo
YMO/I4aHU
76)

Oba3atenbHO
CTb

MNepBnyH
bIM KNOY?

OnucaHue

created_at

TIMESTAMP
TIMEZONE

WITH

now()

NOT NULL

HeTt

[aTa
co34aHunA
3anpoca

updated_at

TIMESTAMP
TIMEZONE

WITH

NOT NULL

HeTt

[aTa
0bHOBNEHUA
3anpoca

deleted_at

TIMESTAMP
TIMEZONE

WITH

NULLABLE

HeTt

[aTa
yaaneHna
3anpoca

created_by

UulD

NOT NULL

HeTt

Kem co3aaH
3anpoc

responded
at

TIMESTAMP
TIMEZONE

WITH

NULLABLE

HeTt

[ata
noay4YeHums
oTBETa Ha
3aMNpoc  Ha
aKTUBALMIO
oT
yCTPOMCTBA

expired_at

TIMESTAMP
TIMEZONE

WITH

NULLABLE

HeTt

[ata
OKOHYaHwWA
HKU3HN
3anpoca

device id

UulID

NOT NULL

HeTt

id
YCTPOWCTBA,
KoTopoe
HY*KHO
aKTMBMpPOBAT
b

status

ENROLLMENTS__STATUS_E

NUM

NEW

NOT NULL

HeTt

cTaTyC
3anpoca Ha
aKTMBaLUMIO.
DIA
Enrollment.
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MNone Tvn paHHbIX Mo ObaszatenvHo | MepsuyH | OnucaHue
YMO/I4aHU CTb bIA KNtoY?
o

Avarpamma

COCTOAHUN
3HayeHua:

— NEW -
3anpoc Ha
aKTUBALUMIO

creHepupoB
aH

— SUCCEED
- AKTMBaUMA
cyMTaeTCA
yCneLHom
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6.1

DB Jobs

6. DB JOBS SERVICE

NcTopusa nsmeHeHnn npeactasneHa B Tabauvue (Tabamua 36).

Tabnunua 36
JIEY KTo N3meHeHUA B pamkax yero
29.05.2020  |Liliya Cosparo |WEMM-2381 - PeanusoBaTb MMMOPT YCTPOMCTB
Abrarova aCMHXPOHHO DONE

Jobs.jobs XpaHWT CMMCOK aCCMHXPOHHBLIX 3aday NpeacTaBieHHble B Tabauue

(Tabnwnua 37).

Tabnunua 37
[Mone Tun paHHbIX Mo Ob6a3aTeNnbHOCTb Onucanue
YMOYaHUIO

id* UuliD NOT NULL NpoeHTudukaTop
aCCUMHXPOHHOM 33434M

status TEXT NOT NULL CraTyCc BbINOJIHEHMA 3a434M.
[MTpuHNUMaeT cnegyouime
3HaYeHuA:
— WORKING (3aga4a co3gaHa
N BbINOJIHAETCA)
— STALLED (HeT oTBeTa oT
cepBuca)
— COMPLETED (3apa4a
3aBeplleHa)

kind TEXT NOT NULL TN aCCUHXPOHHOM 3aAa4u:
— devicelmport

pingTimeout |BIGINT NOT NULL TanmayT, no NCTEYEeHUIO
KOTOpOro, npu  OTCYTCTBUM
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Mone Tun AaHHbIX Mo 0Ob6A3aTeNbHOCTb OnucaHue
YMOI4aHUIO
MWUHIOB, 33Za4a NepenaeTt B
coctoAHue STALLED
response JSONB NULLABLE CTpykTtypa oTBeTa no
aCCMHXPOHHOMY 3anpocy
created_at TIMESTAMP ~ [NOW() NOT NULL [aTa co3gaHuAa 3anucum
WITH TIME
ZONE
updated_at  |TIMESTAMP  INOW() NOT NULL [ata obHOBNEHMA 3anMCcH
WITH TIME
ZONE

* MepBUYHbIN KAtOY
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/. DB JOURNAL

NcTopuma nameHeHWn npeactaBneHa B Tabauue (Tabanua 38).

Tabnunua 38
[aTa KTo N3meHeHuA B pamkax yero
04.03.2020 |Aleksey CospaHo |WEMM-1769 - [Story] MonyueHue c ycTpoiicTsa
Shikulin noros SDJD no ymonyaHmio DONE

Journal xpaHWT cnucok cobbiTnuin 6e30MacHOCTU, MPUCAAHHbLIX C YCTPOMCTB WU

npeacTas/ieHHble B Tabanue (Tabanua 39).

Tabnnua 39
MNone Tun paHHbIX Mo Obs3aTenbHOCTb OnucaHue
YMOTHAHUIO
id* UuliD NOT NULL NoeHTndumkatop cobbiTns B
b,
device id UuliD NOT NULL NoeHTndukaTop
YCTPOMCTBA, C  KOTOPOrO
nosly4yeHo coobuieHme
received_at TIMESTAMP NOT NULL Bpema nosly4eHunA
WITH coobuleHmn B cepBuc
TIMEZONE Dispatcher
created_at TIMESTAMP  |now() NOT NULL Bpems nobasneHns
WITH coobuleHma B b/l
TIMEZONE
emergent_at TIMESTAMP NOT NULL Bpemsa BO3HMKHOBEHMA
WITH COObOLLEeHMA Ha YCTPOMCTBE
TIMEZONE
severety TEXT NOT NULL Tnn coobuieHums.
BO3MOXHble 3HaYeHUA:
— ALERT - cootBeTtcTBYET
3HAYeHUtO B none
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Mone

Tun paHHbIX

Mo
YMONIYaHUIO

0O6s3aTeNnbHOCTb

OnucaHue

ALERT LEVEL n3 SDJD
Event (CobbiTne
6e3onacHocT SDID)

— WARNING -
WARN_LEVEL

— INFORMATIONAL -
INFO_LEVEL

— DEBUG - DEBUG_LEVEL

message

TEXT

NOT NULL

MoapobHOCTM cobbiTMA Npwn
HaM4Mm

exe

TEXT

NOT NULL

MOoANHbIM NYTb K NPOLLEecCy Ha
yCTpoWCTBeE, KOTOPbIM
creHepupoBan cobbiTne

security_context

TEXT

NOT NULL

Ponb, noa, KoTopol 6bino
CreHepupoBaHoO cobbiTHe

event_string

TEXT

NOT NULL

HanmeHoBaHMe  cobbITUA.
Cm. Cnucok cobbITUN,
PErUCTPUPYEMbIX B KYpPHaIe

source_data

JSONB

NOT NULL

NcxoaHoe coaepaHune
cobbITMA, MNONYYEHHOTO C
yCTpoMCTBa

* MepBUYHbBIN KoY
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8. DB POLICY SERVICE

8.1 DB Policy/®unbtpbl

NcTopusa nsmeHeHnn npeactasneHa B Tabauvue (Tabamua 40).

Tabnunua 40
Korga Kto N3meHeHUA B pamkax yero
12.08.2020 Liliya Cosgaro |WEMM-2712 - CoxpaHeHue TeKyLlmMx MpoCTbIX
Abrarova dunbTpoB pasaena MoAnTMKM DONE

Policy.persistent_filters COOEPHKNT CMMCOK COXPaHEHHbIX dbunbTPOB
npeacTasieHHble B Tabanue (Tabanua 41).
Tabnuua 41
MNone Tun paHHbIX |O6A3aTENBHOCTD Mo KommeHTapui
YMO/I4AHUIO
id* uuid NOT NULL
name varchar(255) |[NOT NULL Ha3BaHune punbTpa
namespace |varchar(255) |NOT NULL NaoeHTudukaTop CTPaHMLLbI
UHTepdenca, Ha KOTOPOM Obin
coxpaHeH GUNbTP
criteria jsonb NOT NULL UNKNOWN |3HayeHuA:
name: "",createdAtFrom:
"",createdAtTo: ""
created by |uuid NOT NULL MaoeHTUPUKATOP aKKayHTa, A
KOTOPOro coxpaHeH GuabTp
created_at  [timestamp NOT NULL now()
with timezone
updated_at |timestamp NOT NULL now()
with timezone
deleted _at [|timestamp NULLABLE
with timezone
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* MepBUYHbBIN KoY

8.2 DB Policy service/Noantunku

NcTopuma nameHeHWn npeactaBneHa B Tabauue (Tabanua 42).

Tabnuua 42
KTo Koraa M3meHeHuA B pamKax yero
Aleksey 04.03.2021 |AobaBneHo npasunolldEMM-3531 - YnpasneHwue
Abramov "KoHpurypauma bluetooth " bluetooth B nmonutukax 4epes
MDM API DONE
Aleksey 14.12.2020 |LlobasneHo npumedarne analf4EMM-3228 - MpoBepKa Ha
Abramov pennsa 2.5.0 YHUKaNbHOE Ha3BaHue
NOANTUKMU DONE
Aleksey 26.10.2020 |lo6asneHo  nosne dashboardID|RIEMM-2890 - HasHaueHue
Abramov ana applications_rule, cornacHoO |MPUNOXKEHUIA U3 HECKOJIbKMX
MCTOYHMKOB  NpWU  CO3[aHMMU
NOANTUKMU DONE
Liliya 13.12.2019 |lo6asnero none users_rule|[WlEMM-1584 - [Story] Hosoe
Abrarova COrnacHo NpPaBmMaI0 NOANTUKN: TpebOBaHMA
K naponto no/sib3oBaTens
YyCTPOMCTBa DONE
Aleksey 22.08.2019 |JobaBneHo nonelWlEMM-312 -  YnpasneHue
Shikulin applications_rule PaMKax|Ha3HaYeHNeM NPUIOKEHUA Ha
3a4a4m YyCTPOMCTBO DONE
Aleksey 29.07.2019 |O6HOBNEHO B paMKax 3a4a4m LIEMM-1029 - [Story]
Abramov [obasneHne npaBuaa
NoNyYeHuns COCTOAHMA oT
YCTPOMCTBA no
PacnMcaHno DONE
Liliya 05.04.2019 |Co34aHO B pamKax 3a4a4um LIEMM-65 - Co3naTb NOAUTUKY
Abrarova (cepBuc) DONE

Tabnunua Policies xpaHUT gaHHble NO co34aHHbIM NoanTMKam (Tabaunua 43).
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_rule

Mozenb AgaHHbIX noacuctemsl «lnatdopma ynpaBaeHna» — 1 ,?,.B’é'.’,.'}{{mﬂ
NAATGOPMA
Tabnuua 43
MNone Tun Mo Ob6sasartenbHO OnuncaHue
OaHHbIX |[YMOAN4YaHu CTb
0
id* UulibD not null NaeHTNPMKATOP NOAUTUKM
name VARCHAR not null HavmeHoBaHWe NONNTUKMK
comment VARCHAR not null KoMMeHTapuit K NOAnTUKe
created_at TIMESTA |now() not null Bpems co3aaHmnsa NOANTUKN
MP WITH
TIME
ZONE
updated_at TIMESTA |now() not null Bpems nameHeHus NONNTUKK
MP WITH
TIME
ZONE
deleted_at TIMESTA nullable Bpemsa yaaneHma noaAnTUKM
MP WITH
TIME
ZONE
restriction_rule jsonb {}':;jsonb |not null MpaBuno orpaHn4yeHuni
nocTyna
wifi_configuration_rule |jsonb {}':;jsonb |not null KoHourypauma Wi-Fi
bluetooth_configuration |jsonb {}'::jsonb |not null KoHourypaumsa bluetooth
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NAATGOPMA
MNone Tun Mo Ob6s3arenbHoO OnucaHue
OaHHbIX |[YMOAN4YaHu CTb
0
system_configuration_ruljsonb {}':;jsonb |nullable NHdopmauma ob mMHTepBanax
le NOAKNOYEHNA YCTPOMCTBA
{
"commandReceivingInterv
al": integer,
"stateReceivingInterval
": integer,
"SDJDSending":
{
"Interval":integer
}
}
Code Block 14 Coaepmnmoe
applications_rule jsonb {}'::jsonb |nullable MHbopmauma o  penusax

MNPUNOXKEHNN, KoTopble
HeobXoAMMO YCTaHOBUTb

[{

"dashboardID":"223e35
82-6d28-4637-8f25-
4ffdab5c833ca",

"applicationID":"213e
3582-6d28-4637-8f25~
4ffdabc833ba",

"releaseID":"b33c36ec
-3d5c-4afc-8a8d-
93cdaac68675"

H]

Code Block 15 Coaepummoe
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NAATGOPMA
MNone Tvn Mo Ob6s3arenbHoO OnucaHue
OaHHbIX |[YMOAN4YaHu CTb
0
user_configuration_rule |jsonb {}':;jsonb |nullable NHdopmauma 0
KOHOUIypaumm nonb3oBaTens
YyCTPOMCTBA
{
"password":
{
"expireDays": 0,
"length": 0,
"notifyBeforeExpireDa
ys": O,
"isStrong":
true
}
}
Code Block 16 Coaepmmoe
osUpdateRule jsonb {}':;jsonb |nullable NMHdopmauma O HaCTPOMKax

yCTaHOBKM 06HOBNeHMs OC
{

"osRelease": {
"version":
"3.2.1.78",
"timeslot": {
"end":
"06:00",
"begin":
"15:00"

}
Code Block 17 Coaepunmoe

* ABnseTcs NepBUYHbBIM KAOYOM

8.3 DB Policy service/CBAa3b rpynn v NOAUTUK

NcTopua nameHeHun npeactasneHa B Tabauue (Tabnnua 44).
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Tabnuua 44
KTo Korpa B pamkax yero
Liliya 17.06.2019 [Co3aaHo B pamkax 3agauv WEEMM-907 - [Story] HasHaueHue
Abrarova NOANTUK - pedaKTMpoBaHMe pasdena [pynnbl, KapTOYKM
NONUTMK DONE
Aleksey 28.06.2019 |[lononHeHo 8 pamkax WIEMM-888 - [Story] HasHauWTb NOAUTHKM
Shikulin Ha rpynnbl NOAb30BaTeNen DONE

Policy.assignments xpaHWT daHHble MO CO3[4aHHbIM CBSA3AM MOMIUTUK W TPYNN

npeacTas/ieHHble B Tabanue (Tabaunua 45).

Tabnuua 45
MNone Tun AaHHbIX Mo Ob6Aa3aTenbHOCTb Onucanmne
YMO/IYaHMIO
id* UuliD not null NaoeHTUdMKaTop CBA3M
rpynnbl U NOANTUKK
policy_id UulD not null NoeHTudUKaTOp  NOAUTUKW.
BHEWHMN Katod no Tabauue
DB Policy service/Monutukun.id
assignable_id UulD not null NneHTudukatop rpynmol.
CBazb ¢ Tabnuuen DB
Device inventory/Ipynnsl
YCTPOWCTB nmbo DB
User service/Ipynnbl
No/1b30BaTENEM
assignable type |character not null Tun  rpynnbl. DeviceGroup
varying nmbo UserGroup
createdAt TIMESTAMP not null Bpems co3naHums
WITH TIME
ZONE
updatedAt TIMESTAMP not null Bpems nameHeHums
WITH TIME
ZONE
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Mone

Tun paHHbIX

YMOI4aHUIO

Mo

0Ob6a3aTenbHOCTb

Onucanue

updatedAt

TIMESTAMP
WITH TIME
ZONE

nullable

Bpemsa yaanerHua

* ABnaeTcs nepBMNYHbIM KJTHKOHOM

Device_inventory \

Policy_service \

© groups

oooo00

id uuid not null

name varchar 64 not null

comment varchar 512 nullable

created_at timestamp with timezone not null
updated_at timestamp with timezone not null
deleted_at timestamp with timezone nullable

o

© policies

© id uvid not null

© name varchar 64 not null

© comment varchar 512 nullable

© created at timestamp with timezone not null
© updated_at timestamp with timezone not null
o deleted_at timestamp with timezone nullable
© restriction_rule jsonb not null

o wifi_configuration_rule jsonb not null

o system_configuration_rule jsonb nullable

o applicafions_rule jsonb nullable

Users_service \

© groups

id uuid not null

name varchar 64 not null

comment varchar 512 nullable

created_at timestamp with timezone not null
updated_at timestamp with timezone not null
0 deleted_at timestamp with timezone nullable

oocoo00

#J

1
contains

contains

mal many many

© assignments

© policy_id uuid not null

© assignable_id uuid not null

© assignable_type character varying not null

o created_at timestamp with timezone not null
© updated_at timestamp with timezone not null
o deleted_at timestamp with timezone nullable

contains
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9. DB REPORTS

9.1 DB Reports/Mnatpopmsbl ycTponcTs

NcTopusa nsmeHeHnn npeactasneHa B Tabauvue (Tabauua 46).

Tabnuua 46
[ata KTo M3meHeHunA B pamkKax yero
17.02.2021  |Aleksey CospaHo  |FAEMM-3486 - OTobpaskeHue NaaThpopmbl ABpopa B
Shikulin MOHUTOPUHIE DONE

Reports.device platforms comepXMUT CNUCOK YCTPOWCTB C YyKasaHMem Tuna

nnaTthopmbl NpeacTaBneHHble B Tabauue (Tabnunua 47).

Tabnuua 47
MNone Tun Ob6A3aTenbHOCTb Mo KommeHTapui
AAHHbIX YMONYaHUIO
device id* |uuid NOT NULL NaoeHTndmKaTop yCcTpomMCTBa
platform enum NOT NULL Mnatdopma. Bo3MoOKHble
3HaYeHus:

— AURORA
— ANDROID

* fABnaeTca nepBnNYHbIM KJTHOHOM

9.2 DB Reports/MocneaHne NoAKNIOYEHUA YCTPONCTB

NcTopua nameHeHU npeactasieHa B Tabanue (Tabanua 48).

Tabnunua 48

KTo

Korpa

B pamkax yero

Liliyva Abrarova

31.07.2019
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Reports.last_connections cogep»MUT CNMCOK NocaeaHUX NMOAKAYEHNIN YCTPONCTB

K cepsepy npeactasieHHblie B Tabanue (Tabanua 49).

Tabnunua 49
MNone TN JaHHbIX ObazaTrenbHoCTb Mo KommeHTapui
YMONYaHUIO
device_id* uuid NOT NULL NoeHTndukaTop
yCTpOMCTBa
connected _at [timestamp withINOT NULL now() [aTa n Bpems
timezone NoAKNOYEeHNA

* ABnsetca nepBNYHbIM KJHOHOM

9.3 DB Reports/Co3aaHHble akTUBaLUA

NcTopua nameHeHu npeactasaeHa B Tabanue (Tabanua 50).

Tabanua 50
KTo Koraa B pamkax yero
Aleksey 02.09.2019|Co3aaHo B pamkax WIEMM-295 - [Story] MOHUTOPUHI npoLecca
Shikulin aKTMBaUMM - BBOJA B aKCMAyaTaumio (MHUUMANM3aLUmMm) DONE

Reports.enrollment_created_events coaep»KMUT CNMCOK CO3AaHHbIX akTUBAUMI ANA

YCTPOMCTB B cMCTEME npecTaBaeHHble B Tabaunue (Tabamua 51).

Tabnunua 51
Mone Tvn paHHbIX  |O6A3aTeNbHOCTD Mo KommeHTapui
YMO/I4aHUIO

id* uuid NOT NULL NneHTudukatop
3anmcu

enrollment_id |uuid NOT NULL NneHTudukaTop
aKTMBaLMK

device id uuid NOT NULL NneHTudukaTop
YCTPOMCTBA
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Mogaenb AaHHbIX noacucTemsl «lnatdbopma ynpaBaeHUa»

— | OTKPbITAS
MOBUJIbHASA

NIAT®OPMA
Mone Tun gaHHbiX  |O6A3aTeNbHOCTD Mo KommeHTapum
YMOJI4AHUIO
created_at timestamp with|NOT NULL [ata 7 Bpems
timezone NOAKNYEHMA

* ABnaeTcs nepBnNYHbIM KJ1FOHOM

9.4 DB Reports/YcnelwHble akTuBauum

NcTopuma nameHeHWn npeactaBneHa B Tabanue (Tabanua 52).

Tabnuua 52
KTo Korpa B pamKax yero
Aleksey 02.09.2019 |Co3pnaHo B pamkax WIEMM-295 - [Story] MOHUTOPUHTI npoLecca
Shikulin aKTMBaUMM - BBOAA B 9KCMNAyaTaumto (MHUUMaNM3aUmMm) DONE

Reports.enrollment_succeed events coaepKMUT CMMUCOK yCMNeLWHbIX aKTUBaLMIA ANA

YCTPOMCTB B cUCTEME, NpeacTaBaeHHble B Tabaunue (Tabamua 53).

Tabnnua 53
Mone Tvn paHHbIX  |O6A3aTeNbHOCTD Mo KommeHTapui
YMOJIYAHUIO

id* uuid NOT NULL NneHTudukatop
3anmcu

enrollment_id  |uuid NOT NULL NaoeHTndumkaTop
aKTMBaLMK

device_id uuid NOT NULL NaoeHTndumkaTop
yCTpOMCTBA

created_at timestamp with[NOT NULL [aTa n Bpemsa

timezone NOAKNHOYEHNA

* ABnseTcsa NepBUYHbBIM KAOYOM

9.5 DB Reports/YcTpoiicTBa, COOTBETCTBYIOLME NONUTUKAM

NcTopua nameHeHU npeactaBieHa B Tabanue (Tabanua 54).
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Moaenb AaHHbIX NoacnucTembl «lnatbopma ynpasneHma» ] MOBVTILHAS
NAATGOPMA
Tabnunua 54
KTo Koraa B pamKax yero
Liliya Abrarova [31.07.2019 |Co3gaHo B pamkax WIEMM-847 - [Story] MOHWUTOPUHT

COOTBETCTBUA MONNTUKaM DONE

Reports.policy _compliant_events coaep 1T CMUCOK YCTPONCTB, COOTBETCTBYOLLMX

NONUTMKAM M NpeacTaBneHHble B Tabanue (Tabanua 55).

Tabnuua 55
MNone Tun paHHbIX  |OB6A3aTENBHOCTD Mo KommeHTapum
YMONYaHUIO
id* uuid NOT NULL NoeHTndunkaTop
cobbITUA
device id uuid NOT NULL NpeHTndukaTop
yCTPOMCTBa
is_policy compliant |boolean NULLABLE CooTBeTCcTBME
NONNTUKE
created_at timestamp with|NOT NULL now() [ata 7 BpeMS
timezone CO34aHKnA 3anuncu

* ABnseTca NepBUYHbBIM KAOYOM
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10. DB USER SERVICE

10.1 DB User_service/Ipynnbl nosib3osaTtenei

NcTopusa nsmeHeHnn npeactasneHa B Tabauvue (Tabamua 56).

Tabnuua 56
KTo Korpa B pamkax yero
Aleksey 28.05.2019 [CosgaHo B pamkax WIEMM-24 - [ob6asneHve rpynn
Abramov NoNb30BaTeNEN B CUCTEMY DONE

Aleksey Shikulin |12.11.2019

[obasneHo none IdaplD 8 pamkax WEMM-1538 - WmnopT
rpynn oprcTpykTypbl 13 Idap DONE

Users_service.groups COAepKUT CIMCOK rpynn Noab3oBaTenei npeacTaBieHHble B

Tabamue (Tabnmua 57).

Tabnuua 57
MNone Tun paHHbIX |O6A3aTENbHOCTD Mo KommeHTapui
YMOJI4AHUIO
id* uuid NOT NULL NaoeHTndumkaTop rpynnb
nosb3oBaTenemn
name varchar(64) NOT NULL HavmeHoBaHuMe rpynnbl
nosb3oBaTenemn
comment varchar(512) |NULLABLE KommeHTapuii K rpynne
created at [timestamp NOT NULL now() [aTta 1 Bpemda co3aaHMA 3anmncu
with timezone
updated _at [timestamp NOT NULL now() Hata ©” BpemAa M3IMEHeHMA
with timezone 3anmncu
deleted _at [|timestamp NULLABLE [aTa v Bpema yaaneHua 3anmcu
with timezone
ldap_id uuid NULLABLE NULL NneHTudukatop 0bbeKTa
objectGUID n3 MS AD. (Takxe
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Mogaenb AaHHbIX noacucTemsl «lnatdbopma ynpaBaeHUa» 1 A s
NAATGOPMA
Mone Tun paHHbIX |O6A3aTENbHOCTD Mo KommeHTapui
YMOJI4aHUIO
CAYUT  ANA  OTAWYMA  rpynn
OPrcTPYKTYpPbI)
parent_id uuid NULLABLE NaeHTMdUKaTop poaANTENBCKOWN
rpynnsi

* ABnaeTcs nepBnNYHbIM KJHOHOM

10.2 DB User_service/CBAasb rpynmn u nosb3osaTtenemn

NcTopua nameHeHnin npeactasneHa B Tabauue (Tabanua 58).

Tabnnua 58
KTo Korpa B pamKax yero
Aleksey Abramov 28.05.2019 Co30aH0 B pamKax
Users_service.groups_users  COAEPXUT  CAMCOK  TPynn  NoaAb30BaTeNew
npeacTasB/ieHHble B Tabanue (Tabanua 59).
Tabnunua 59
Mone Tvn aaHHbIX  |O6A3aTENBHOCTD Mo KommeHTapwui
YMOANYAHMIO
user_id uuid NOT NULL NpneHTndunkatop
no/sib3oBaTens
group_id uuid NOT NULL NaeHTudunKaTop rpynnsl
created_at [timestamp  with|NOT NULL now() [ata » Bpems co3gaHuA
timezone 3anucu
updated_at |timestamp  with|[NOT NULL now() [laTa 1 Bpems U3MeHeHusA
timezone 3anuncum
deleted _at [|timestamp with{[NULLABLE [ata u Bpema yaaneHua
timezone 3anuncu

* ABnseTcsa NepBUYHbBIM KAOYOM
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10.3 DB Users_service/MNonb3oBaTtenu

NcTopusa nsmeHeHnn npeactasneHa B Tabauvue (Tabamua 60).

Tabnuua 60
KTo Koraa B pamKax yero
Aleksey 25.05.2020|106aBneHo none Idap_id LIEMM-2445 - MpuBA3Ka
Abramov nonb3osBatenen K ldaplD DONE

Liliya Abrarova [13.05.2020(YpaneHo none deletedAt

Aleksey 16.05.2019|Co3naHo B pamkax 3azaum  WIEMM-23 - [lob6asneHue
Abramov nosb30oBaTenen B CUCTEMY BPYYHYO DONE

USGI’S_SGI’V]CG.USGFS XPaHNT JaHHble no CO34aHHbIM NMNob30BaTENAM

npeacTaB/ieHHble B Tabanue (Tabanua 61).

Tabnuua 61
MNone Tun faHHbIX Mo Ob6A3aTenbHOCTb Onucanue
YMO/IYaHMIO
id* UulD not null NneHTudumkatop
nosnb3oBaTens
ldap_id UulD nullable NMneHTudukatop  obbekTa
objectGUID wn3 MS AD.
(TaKkKe CNyKUT ANA OTINYMA
rpynn OprcTpyKTYpSbl
last_name character not null damnnns
varying(64)
first_name character not null Nma
varying(64)
patronymic character nullable OT1yecTBO
varying(64)
job_title character nullable [JONKHOCTb
varying(256)
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Mogaenb AaHHbIX noacucTemsl «lnatdbopma ynpaBaeHUa»

— | OTKPbITAS

MOBUJIbHASA
NAATGOPMA
[Mone Tun AaHHbIX Mo ObA3aTeNIbHOCTb OnucaHue
YMONYaHUIO
phone_number |character nullable Homep TenedoHa
varying(64)
email character not null MouTa
varying(256)
created_at TIMESTAMP  |now() not null Bpems co3naHms
WITH TIME
ZONE
updated_at TIMESTAMP  |now() nullable Bpema nameHeHua
WITH TIME
ZONE
* ABnseTca NepBUYHbBIM KAOYOM
10.4 DB Users_service/MocnegHuii umnopt u3 LDAP
NcTopua nameHeHnn npeactaBneHa B Tabauue (Tabanua 62).
Tabnuua 62
KTo Korpa B pamkax vero?

Aleksey Abramov

13.05.2020 |YaaneHo none status

Aleksey Abramov

24.04.2020

Co34aHO B pamKax 3a4auu LIEMM-2259 - [MoaKkntoveHne K
LDAP cepsepy DONE

Users_service.last_Idap_imports COAEPKUT  CMMUCOK rpynn YCTPOMCTB
npeacTaB/ieHHble B Tabanue (Tabanua 63).
Tabnnua 63
MNone Tvn AaHHbIX Ob6s3aTeNbHOCTb Mo KommeHTapui
YMOIHAHUIO

address VARCHAR(255) NOT NULL AZpec pacrnosioKeHus
LDAP cepsepa

last_connection |TIMESTAMP WITH|NULLABLE HaTa nocnegHero
TIME ZONE NOAK/IFOHEHNA
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* ABnaeTcs nepBnNYHbIM KJ1FOHOM

10.5 DB Users_service/CBs3b YCTPOICTBa M NO/1b30BaTENSA

NcTopuma nameHeHWn npeactaBneHa B Tabanue (Tabanua 64).

Tabnuua 64

Kto

Korna

B pamkax yero?

Liliva Abrarova

03.06.2019

Co3aaHo B pamkax 3agaun WIEMM-22 - CeasaTb ycTpoiicTea U
no/sb3oBaTenen B cMCTeme DONE

Users_service.device _users coAep*MT CMUCOK rpynn yCTPOMCTB NpeacTaBAeHHble

B Tabanue (Tabanua 65).

Tabnunua 65
Mone Tun aaHHbIX|O6A3aTENBHOCTD Mo KommeHTapum
YMONYaHUIO
device_id*  |uuid NOT NULL CBA3b C Tabnnuen DB
Devices/YcTponcTaa
user_id* uuid NOT NULL BHewHWn kntod no Tabaunue DB
Users service/lNonb3osaTtenu.id
created at  [timestamp [NOT NULL now() [laTta n Bpema co3aaHma 3anmcu
with
timezone
updated _at [timestamp |NOT NULL now() [laTa v Bpema n3meHeHMA 3anmcu
with
timezone
deleted at [timestamp |nullable [lata 1 Bpemsa apxmBaLMn 3anmcu
with
timezone

* ABnseTcs NepBUYHbBIM KAOYOM
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Device_inventory\

Users_service \

© devices
< id uuid notnull

© imei varchar 64 nullable

< mac_wifi macaddr nullable

o device_models_dict_code character varying 255 nullable
o comment character varying 512 nullable

0 source "device-inventory".devices__source_enum notnull
o created_by uuid NOT NULL

© updated_by uuid NOT NULL

o created at timestamp with timezene notnull

o updated_at timestamp with timezone notnull

© users

o id uuid notnull

© last_name character wvarying 64 notnull

o first_name character varying &4 notnull

o patronymic character varying 64 nullable

o job_title character varying 256 nullable

o phene_number character varying 64 notnull
o email character varying 256 notnull

o created_at timestamp with timezone notnull
© updated_at timestamp with timezone notnull

o deleted_at timestamp with timezone nullable
o enrellment_id uuid nullable
© is_activated boolean nullable

o deleted_at timestamp with timezone nullable

1

10.6 DB Users/®unbTpbl

contains contains

ma

o device_id uuid notnull

o user_id uuid notnull

o created_at timestamp with timezone notnull
© updated_at timestamp with timezone notnull
o deleted_at timestamp with timezone nullable

NcTopua nameHeHu npeactasaeHa B Tabauue (Tabanua 66).

Tabnuua 66
Koraa KTo N3meHeHunsa B pamkax yero
03.09.2020 Aleksey CosmaHo |WEMM-2711 - CoxpaHeHMe TeKyLlWmMx MpoCTbIX
Abramov dnnbTpoB pasaena Nonb3oBaTenn DONE

Users.persistent_filters COAEPHKMUT CMMCOK COXPaHEHHbIX dnNbTPOB,
npeacTas/ieHHbIn B Tabauvue (Tabanua 67).
Tabnuua 67
MNone Tun aaHHbIX |O6583aTENBHOCTD Mo KommeHTapui
YMONYaHUIO
id* uuid NOT NULL
name varchar(255) |[NOT NULL Ha3BaHune punbtpa
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Mozenb AgaHHbIX noacuctemsl «lnatdopma ynpaBaeHna» — 1 ,?,.B'é'.’,.'}{f,mﬂ
NNAT®OPMA
Mone Tun gaHHbIX |06A3aTENBHOCTD Mo KommeHTapui
YMOJT4aHUIO
namespace |varchar(255) [NOT NULL NaneHTndukatop CTPaHMLpbl
nHTepdenca, Ha KOTOpon Obin
coxpaHeH dunbTp
criteria jsonb NOT NULL UNKNOWN |3Ha4eHuA:
last name: ",
first name: n,
patronymic: "
phone number: "", email:
nn, createdAtFrom:
"", createdAtTo: ""
created_by |uuid NOT NULL NneHTudUKaTOp aKKayHTa, ANnA
KOTOPOro coxpaHeH GpunbTp
created_at  [|timestamp  |[NOT NULL now()
with
timezone
updated_at |timestamp  |[NOT NULL now()
with
timezone
deleted_at |timestamp  |[NULLABLE
with
timezone

* MepBUYHbIN KAtOY
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11. DB MOBW/IbHbIN KIUEHT

11.1 defaultPackages

NcTopusa nsmeHeHnin npeactasneHa B Tabauvue (Tabamua 68).

Tabnunua 68

KTto

Korga

B pamkax 4yero

Liliya Abrarova

19.12.2019

Emm/omp-emm-client.db/defaultPackages npeaHa3HavyeHa [Oas8  XpaHeHUs

nHdopmaumm 06 NnpesycTaHOBAEHHbIX NakeTax Ha ycTponcTee (Tabaumua 69).

Tabnnua 69

Mone

Tvn AaHHbIX

ObaszaTenbHOCTb

Mo ymonyaHuto KommeHTapwmi

id*

INTEGER

NOT NULL

NaoeHTndMKaTop NakeTa

packageName

TEXT UNIQUE

NULLABLE

HanmeHoBaHMe nakeTa

* fABnaeTca nepBnNYHbIM KJTHOHOM

1l |nemo-gml-plugin-filemanager
2 |busybox-symlinks-findutils
3|lsailfish-components-filemanager
4| contactsd
5lelfutils-1ibelf
6|systemd-user-session-targets
7ludisks2
8l1libglibuti

Code Block 18 Mpumep gaHHbIX B Tabanue

11.2 EMM Report

Tabnanua 70

id*

INTEGER

NOT NULL

NaeHTuduKaTop onepaumm

Success

BOOLEAN

NOT NULL|CTaTyC

NOJIHOCTbLIO)

BbIMO/IHEHMA  aKTMBauUMM  (nNpouecca

94


https://confluence.omprussia.ru/display/~l.abrarova

Mogaenb AaHHbIX noacucTemsl «lnatdbopma ynpaBaeHUa»

— | OTKPbITAS
MOBUJIbHASA
MAAT®OPMA

id*

INTEGER

NOT NULL NoeHTudumKaTop onepayum

user_exists

BOOLEAN

NOT NULL|Co3paHune nonb3osatens (ga/HeT)

password_strength

BOOLEAN

NOT NULL|CnoskHOCTb napons (0OblYHbIN/CNOMKHbIN)

password_length INTEGER |NOT NULL|dnnHa napona

activated BOOLEAN|NOT NULL|CTaTyC aKTMBaLMKM yCTPOMCTBA

policy_list ARRAY NULLABLE|[TpmeHeHHble NOANTUKK, KaxKaoe pasHo O nan 1
package list ARRAY  |NULLABLE|YcTaHOBMEeHHble Yyepe3 AMM npunoxenua (Koa

NPUNOXKEHMUA)

Mpumep onmncaHMA OT4eTa, COAEepPKallero pesyabTaTbl akTUBALMM YCTPONCTBA U

HasHayeHus nonuTtuk. dPopmupyet AMM  KAMEHT NPU  BbIMOJAHEHUM YNPOLLEHHOM

akTuBaumm (Yepes Startup Wizard):

{

"success": true,
"user exists": true,
"password strength":
"password length": 7,
"activated": "true",
"policy list": {
"BluetoothEnabled":
"UsbMtpEnabled": O,
"ApplicationInstallationEnabled": O

0,

0,

b
"package list": {

"omp pack a": "ver",
"omp pack b": "ver",
"omp pack c": "ver"
}
}
11.3 Installed

NcTopua nameHeHun npeactasneHa B Tabauue (Tabanua 71).

Tabnnua 71

KTo Koraa

18.09.2019

B pamKax yero

Liliyva Abrarova
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Emm/omp-emm-client.db/Installed npegHasHavyeHa Ana XxpaHeHUs MHPOPMaLUM

O NPUNOXKEHNAX, YCTAHOBAEHHbLIX MPUN MPUMEHEHUN COOTBETCTBYHOLWMX MONUTUK (Ta6nmua

72).
Tabnnua 72
MNone Tun paHHbIX |O6A3aTENBHOCTD Mo KommeHTapum
YMOJIYaHUIO
id* INTEGER NOT NULL NaoeHTnduKkaTop 3anmncu
installer TEXT NULLABLE
applicationld TEXT NULLABLE NaoeHTnduKaTop
NPUNOXKEHMA
releaseld TEXT NULLABLE NaoeHTndKMKaTop pennsa
buildld TEXT NULLABLE
packageName |TEXT NOT NULL
UNIQUE

version TEXT NULLABLE

* ABnAeTcA NepPBUYHBIM KAHOYOM

11.4 Offline_scenarios

NcTopua nameHeHU npeactasieHa B Tabanue (Tabanua 73).

Tabnuua 73

KTo Koraa B pamkax yero

Liliya 09.09.2020 |Co3aaHo B pamkax WIEEMM-2779 - [Offline komaHaa] Bnrokuposka
Abrarova YyCTPOMCTBa No cobbITMIO: cMeHa SIM Ha HeaonyCTMMYtO DONE

Emm/omp-emm-client.db/offline_scenarios

npegHa3Ha4eHa

Ans

oddnalH cueHapmeB, HazHaAYeHHbIX Ha ycTpolcTBo (Tabaunua 74).

XpaHeHnA
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Tabnuua 74
Mone Tun  |0O6A3aTenbHOCTb Mo KommeHTapumn
DaHHbIX YMOIYaHUIO

id* INTEGER [NOT NULL MoeHTMPMKaTOp  NoKasaTens B
odNanH-cUueHapuax

classname |TEXT NULLABLE HanmeHoOBaHMe Knacca, 34eCb —
obnanH-cueHapui

data BLOB NULLABLE CoLepXnMoe nokasaTtend, Hanpumep
CTPYKTypa opnaH-cueHapusa

* AsnaeTcs nepBUYHbIM KJTKOHOM

1|0fflineScenarioTask| {"operation":"{\"deviceID\":\"b5c3845b-
477e-4632-a975-
d4726fffcdeo\",\"1d\":1690904, \"payload\": {\"offlineScenario\": {\"com
ment\":\"\",\"createdAt\":\"2020-09-
09T07:17:43.1738952\",\"createdBy\":\"99fec595-7125-47ae-93c9-
5c0£028053ad\",\"id\":\"1lcf6faaf-37d3-4295-acec-
0alb72a3c65a\", \"name\":\"test\", \"reaction\":{\"action\": {\"id\":\"0
0000000-0000-0000-0000-
000000000000\",\"schedule\": {\"startAt\":\"0001-01-
01T00:00:00Z\",\"status\":\"\",\"stopAt\":\"0001-01-
01T00:00:00Z\"},\"type\":\"BLOCK\"}},\"reactionType\" :\"ACTION\",\"tr
igger\":\"SIM CHANGED\", \"updatedAt\":\"2020-09-
09T07:17:43.173895Z\"}},\"status\":\"QUEUED\", \"type\" :\"OFFLINE SCEN
ARIO\"}","permittedICCID":["","89701206219003880288"]}

Code Block 19 Mpumep gaHHbIX B Tabanue

11.5 Operations

NcTopua nameHeHnn npeactasneHa B Tabauue (Tabanua 75).

Tabnnua 75
KTo Korpa B pamkKax yero
Liliya 19.12.2019 |Co3aaHo B pamkax BAEMM-1720 - [Phone] MpusecTn uHTepdeiic
Abrarova MOOWUNBHOrO KAMEeHTa B COOTBETCTBMW C AM3AaMHOM DONE
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KTo Koraa B pamkKax yero
Liliya 24.07.2020 |M3meHeHo none Timestamp EEMM-2612 -  [Phone]
Abrarova "ObHosneHne 3.2.1.79 ycnewHo ycTaHOBAEHO" Mpu YCTaHOBKe

Bepcum OC 3.2.1.84 DONE

Emm/omp-emm-client.db/operations npeaHasHavyeHa A58 XpaHeHWA onepauui,

NPUMEHEeHHbIX Ha ycTpolicTee (Tabanua 76).

Tabnnua 76
Mone Tun  |O6a3aTenbHOCTb Mo KommeHTapui
DAHHbIX YMOTHAHUIO

id* INTEGER |NOT NULL NaoeHTndmnKaTop onepaumm

timestamp |INTEGER |NULLABLE Hata ©“  BpemA  BbINOJIHEHUA
onepauunm
C Bepcum KameHta v0.14.17+1 w
BbllIe AaTa M BPEMA 3aMNmMCbIBAeTCA B
uTtcC

type INTEGER |NULLABLE Tun coobleHns
Cenvac:
0 - coobuleHne OT yCTPOMCTBa
1 - coobuleHmne oT cepBepa

success BOOLEAN |[NULLABLE CTaTyC BbINOAHEHMA ONnepaLnm
0 - ycnewHo
1 - HeycnewHo

message TEXT NULLABLE CoobuleHne o cTaTyce BbINOJIHEHMA
onepauunm

* ABnseTcs NepBUYHbBIM KIHOYOM

6112019-12-

19T18:28:31.609]10[1[{"args": ["COMBINED POLICY"],"code":"PROCESSING POL
ICY 1"}
6212019-12-19T18:28:31.678|0|1| {"args":["a078lelc-0e93-4c6d-
8£9b-b27b8ecda813"], "code" : "APPMANAGER ALREADY INSTALLED 1"}
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©312019-12-19T18:28:34.887[0|1|{"args":["638068a0-2899-41c’7—-
a20£-30589903f4e7", "harbour-
tracks"], "code":"APPMANAGER SUCCESS INSTALL 2"}
6412019-12-
19T718:28:34.9001011|{"args":["COMBINED POLICY"],"code":"COMPLETED POL

ICY SUCCESS 1"}

Code Block 20 Mpumep gaHHbIX B Tabanue

11.6 Scheduler

NcTopua nameHeHnn npeactaBneHa B Tabauue (Tabanua 77).

Tabnuua 77

KTo Koraa

B pamkax yero

Liliya Abrarova

09.09.2020

Co3aHo B paMKax

Emm/omp-emm-client.db/scheduler npeaHasHayeHa 404 XpaHEHWs 3HAYEHWUM

nepuoaa UM 4acToTbl A5 NPABUA, BbINOAHAEMbIX NO pacnucaHuio (Tabauua 78).

Tabnuua 78
Tun Obs3aTeNbHOCTb Mo KommeHTapui
[DAHHbIX YMO/I4aHUIO

id* INTEGER |[NOT NULL NneHTuduKaTop nokasatena

classname |[TEXT NULLABLE HanmeHoBaHMe Knacca, 34ecb -
noanTMKa nnam Action

data BLOB NULLABLE Copepxummoe nokasaTens,
Hanpumep CTPYKTYpPa NOJIUTUKM

* ABnseTcsa NepBUYHbBIM KIHOYOM

208 | SendSystemLogsTask| {"absoluteServerTime":false, "execTime" :300000}
209 |SendStateTask| {"absoluteServerTime" : false, "execTime" :30000}
210 |RequestOperationsTask| {"absoluteServerTime" : false, "execTime" :30000

}

Code Block 21 Mpumep AaHHbIX B Tabauue
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11.7 Settings
McTopuna nameHeHnin npeactasneHa B Tabauvue (Tabamua 79).
Tabnnua 79
KTo Koraga B pamkax yero
Liliyva Abrarova 18.09.2019

Emm/omp-emm-client.db/Settings npegHasHavyeHa A1a XpaHeHUs MHGoPMaLMK O

HACTPOMKax CUCTEMbI, YCTaHOBNEHHbIX NocpeacTsom AMM (Tabauua 80).

Tabnanua 80
MNone Tun Ob6AasaTenbHOCTb Mo KommeHTapui
DAHHbIX YMOANYaHUIO
id* INTEGER  |[NOT NULL NaeHTNPMKATOP NOKa3aTeNsA HAaCTPoeK
key TEXT TEXT UNIQUE [ToKa3aTeNb B HACTPOMKaxX
value |[TEXT TEXT 3Ha4YeHKMe nokasaTena

* fABnaeTca nepBnNYHbIM KJHOHOM

19|useSsl |0

62| server|ocsdevappOl.ompcloud:8012
71|deviceId]|3096541f-c7af-475c-9cl6-952a859408ce
82 | mdmGui |

121 | requestOperationsInterval|0

122 | sendStateInterval|0

Code Block 22 Mpumep aaHHbIX B Tabauue
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12. ER-MO/AE/1b

NcTopuma nameHeHWn npeactaBneHa B Tabauue (Tabanua 81).

Tabnuua 81
Kto Koraa OnucaHue
Aleksey Abramov 14.01.2021 CreHepupoBaHa ER-moaens c int cpeapbl
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< i
[ mac_wifi

< dovice_madels_dict_cods
< comment

e source

5 created_by.

55 updated_by

B8 recurring_a

EL]

¢ operation_status.
¥ device_push_registration_jds sac gperation_type
i cvice_ja 2 payload
s regnation 4 o iy
() erantod_sk ) created_at
@) updated_st
5 aperation_svents_log|
e
oo
5 devica_id

¢ aperation_status
¢ apesation_type

2 payload
2 versions_fram © created_at
D created_at o message

ot sck_payload_type

[ enrotiment_croated_vents|  [F ervoliment_succesd_sverts| [ poliy_camplant_svents
i Hiid ET]

|5 enroliment _id 3 enrollment_ic 5 device_id

5 davice_id 5 device_id [)is_policy_sompliant

@ created_at @ croated_at @ croated_at

8 groups_users
i user_id
i group_id
© crestea_st
© updsted_at
© seleted_st
PP device_users|
] device_id "
i user_id - patrommic
%< job_title
g :vp;a’l;dd.;ll s pinane_numbar 8 envalimants h!’" rl
e grmail i
© deleted_at @ created_at 5 request_id Qcnatid
g r,;d_, oo, gamfua )
- R © responded_at received_at
5 enerses O emergertst
[Goddross | e et | e oy e
s ol
© st connecton Demsan | [t e
@ updated_at © dolotod_at . seeurity_context
©dtd. < evecria
il 2 source_data

B pulicles
G
2 assignments. ¢ name. 9 persistent_filters
o comment
EBu @ ereated_at
5 policy_id © updated.at
E5 assignable_id fo- - - <f ) desered_at
¢ namespace
o Mosanebia_ype restriction_rule S cxiters
D crested_at witi_configuration_rule  created_st
D updated_at system_configuration_rue Efrogd
O deloted 2t epplications_rule =
user_contiguration_ule
03_updste_rule

5 operational_schedules

@ deleted_at
[ B desired_states [ = aperational_states P actual_states
R device_id 7 dovice_id ] device_in
= oekea B Biocted B offine_scenarlo_sssignments
o management_mode. = managament_more 4 management_made Hj oftline_scenario_id
i is_palicy_camliant [t is_palicy_compliant [ is_policy_complisnt 7] assignable_id
5 tast_policy_id 5 tast_policy_id 5 last_palicy_jd o pssignable._tyme [
© tast_policy_sync_date O last_palicy_sync_date 55 created_by = :ma_w
2 not_sompliant_detads 3 not_compiiant_details © created_st D crantoc_at
app_biack © updted_st O updatedtat
raloase_block release_black © deieted_at 2 trigger_condition
5 satiings_block settings_block o
5 storage_block oge_tlock
3 lacation_black Tocation_binck

© updated_at
© deleted_st

system_configuration_biack system_configurotion_biock 2 system_canfiguration_block
managed_apps_block £ menaged_sops_block
user_configuration_block user_conflguration_block
2 os_update,_black £ 0s_update_block
i wiped [ wined
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13. B/IMAHUE NOJIUTUKM HA COCTOAHWUE YCTPOUCTBA

Policy DeviceState
@ DevicelD

* 3enasuil - BN0xeHHLR 06 bEKT
name Lacked  Kpacksét -N0Ne, 338UCHMOS 0T IHANEHHS
nomTire

comment Managementiade

restrictonRule IsPolicyComplian
\ 5
i —_—
wifiGonfigurasionRule LastPolicylC

‘systemCaonfigurationRule LastPolicySyncDal

icationsRul MolCempliantDetail:
Applications
ManagedApps

Relaase

Setings
Storages.

Location

Network

Banery

Sims.
SystemConfiguratior
Uplime

Policy.ApplicationRule State. StoreApplication

ReleaselD

State Settings
AppinstallatonEnale:

s CameraEnablec

Policy. RestrictionRule

DateTimeSeningEnablec

T DateTimeSeningEnablec
DeveloperMadeSeningEnable
Flighthode Enablec
NetworkSettingsEnablec
IntemetSharingEnablec
LocationSetlingsEnable:
MicrophonieEnables

~
OslpdatesEnablec
ScreenshotEnablec
SideLoadingEnable

Policy. WifiConfigurationRule State Network

wilEnablec SWiON
B WBSSID

WifiSSID

IsBlueloothOn

Policy.SystemConfigurationRule State.Release
operationReceivinginterve 0s
Ve i
sialeSendingintenva Osarian
Osversion

MedifiedAl

State.Storage
Available

State Location
AGpshvailable
IsAGpsOn
GpsCoordinates
1sGpsOn

State, Battery
Charge
IsCharging

State Sim
imel

isDataSim

isEnablec

IsVolceSin

pinRequirec

State.SystemConfiguration
imei

isDataSim

isEnablec

isVoiceSin

pinRequirec

State.Application
Code

Mame

Version

Goniral
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| @ | @ | [@ | @ ;
]
| I‘l /4
f /
| [ /
| /
I3 : !@ kg;em! ! ; !@ ¥ ; !@Ml_‘,,:uwcn! @gn..s{c:wph:mcﬂ

Cameratnabled bosiean
ifToguleEnabied boolean pereast s (nsiian]
|—

© oo e
7

Tswhion: boslesn
WBSSI0: streg
WESSID. string

lustosthan: boalean
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14. AAHHBIE, NO/TYYAEMBIE C YCTPOMUCTBA

NcTopua nameHeHWn npeactaBneHa B Tabauue (Tabanua 82).

Tabnuua 82
Korga KTo B pamkKax yero
02.11.2018 Gennadiy Tem Co3aaHa B pamKax EMM-89

ﬂaHHHe,KOTOpHeFUBHMpOBaﬂOCbﬂOﬂyanbCVCTpOMCTBapaHeeﬂpEﬂﬁTaBﬂeHblB

Tabnmue (Tabaun

Tabnuua

ua 83):

83

MNapameTpbl

Pacwundposka

state

CocTosiHMe

application
s

[MTpnnoxxeHma

lastApplied

Bepcua cocTosHMA AaHHOTO
6n0oKa. NHKpemeHTUTCS,
Koraa B 6/10Ke nNpomcxoanaT
M3MeHeHMn

optional

OnunoHanbHble

required

ObnazaTenbHble

name

Nma nakeTa NpuUNOKeHMA

version

Bepcusa npuaoxKeHus

device

YcTpoicTBo

lastApplied

Bepcua cocToaHUA AaHHOTO
H610Ka. NHKpemeHTuTCA,
Koraa B 610Ke npoucxoadt
N3MeHeHuA

locked

cTaTyc ONOKMPOBKM
YCTPOMCTBA
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MapameTpol Pacwundposka
Wifi CocToAHuMe WiFi —
BK/1/BbIKA
hwinfo Hardware Info
battery baTapea — ypoBeHb 3apsaaa
bluetooth MAC agpec bluetooth
memory [MamATb
available O6bem AOCTYNHOM NAaMATK
free CsoboaHo (MmoxkeT
oTAn4aTbes OT available)
name Pasnen
total Obbem pa3gena
simStates CoctoaHue SIM

cardldentifie
,

ICCID cumkm (SIM ID)

dataSim SIM gna nepenayn AaHHbIX
(MmobunbHoro NHTepHeTa)

enabled CocTosiHMe nepesaym
NAHHbIX - BK//BbIKA

imei IMEI

imsi IMSI - mexayHapoaHbIi
naeHTudUKaTop
MOBMNbHOro aboHeHTa

modemPath [[yTb K MOogeEMY

pinRequired |Tpebyetca nn PIN

present BctasneHa nm SIM

serviceProvid
erName

ViIms onepaTopa cBA3n

slot

HoMep (U3MYECKOro CNoTa
ansa SIM
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MapameTpol Pacwundposka
subscriberNu|Homep TenedpoHa SIM
mbers
voiceSim SIM ana r0/1I0COBbIX
BbI3OBOB
wlan WiFi MAC
policy MoANTUKM
lastApplied Bepcua cocToAHMA AaHHOTO

610Ka. MHKpemeHTuTCA,
Koraa B 6/10Ke npoucxoanat
N3MEHeHUA

applicationlInstallationEnabled

PaspeweHne Ha yCTaHOBKY
NPUNOXKEHUN

cameraEnabled

PaspelweHune Ha
MCNOb30BaHME KaMepbl

dateTimeSettingsEnabled

PaspelweHune Ha
ynpasneHue
faTol/BpemeHem

developerModeSettingsEnabl
ed

Pexum paspaboTtumka —
BK/1/BbIK/

deviceResetEnabled PaspeweHne Ha cbpoc
YCTPOMCTBA K 3aBOACKUM
HaCTpOMKam

flightModeToggleEnabled Pa3peleHune Ha
ynpasneHue PEXMMOM
noneta

internetSharingEnabled

PaspelleHne Ha TeTEPUHT —

WAPWHT MObUAbHOro

WHTEPHETAa C  APYyrMmu

YCTPOWCTBaMM
locationSettingsEnabled Pa3spelweHune Ha

ynpaBaeHKe reonosnumen
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MapameTpol Pacwundposka
microphoneEnabled PaspeweHne Ha
MCNONb30BaHMeE
MWKPOGDOHa
mobileNetworkSettingsEnable PaspelueHune Ha

d ynpaB/ieHNe HaCTPOMNKaMM
nepeaayvn AaHHbIX

osUpdatesEnabled Pa3spelweHune Ha
obHoBNEHME 0oC —
BKJ1/BblIK/

screenshotEnabled PaspelweHune Nenatb

CKPUHLWOTbI — BKJ/1/BbIK/

sideLoadingSettingsEnabled

PaspelueHne Ha yCTaHOBKY

CTOPOHHMX nakeToB
NPUIOXKEHWUI
wlanToggleEnabled PaspelweHune Ha

ynpasneHnem WiFi

release 0oC
lastApplied Bepcua coctoaHMA AaHHOro
H6n0Ka. NHKpemeHTuTCA,
Koraa B 6/10Ke npoucxoaaT
N3MEeHEHNA
deviceModel Koa ycTporctea
deviceName OTobparkaemas MOoAEeNb

YCTPOMCTBA

deviceVariant

BapnaHt OC

release

Bepcua BapuaHta OC

To, 4To XOTeI0Chb Obl Nnoay4aTb AOMNOJHUTE/NIbHO!

Hardware:

— CoxpaHeHHble SSID WiFi;

— SSID WiFi B 30He BUANMOCTM ?;
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— cnucok IMEl;

— YPOBEHb CUTHaNa COTOBOW ceTu (cpeaHnin?)

— Tun coToBOW ceTH (TEKYLWMIA MM KOTOPbIN Yallle BCEro NoAKao4aeTca);

— batapes - usHoc / 300poBbeE;

— Hanwuume KapTbl NamaTy;

— Obbem KapTbl NamAT;

— (CB0b60AHOE NPOCTPAHCTBO Ha KapTe NaMATy;

— KonnuyectBo onepaTUBHOM NAaMATY;

— KonnuyectBo cBo60AHOM ONepaTMBHOM NaMATK 2cpeaHee

— 3arpy*KeHHOCTb NpoLLeccopa ?cpeaHan

— KonnuyectBo Kamep PaKTyaslbHO

— Software:

— CymmapHoe BpemA paboTbl KaXKAoro MNpPUAOKEHMA C MOMEHTA BK/OYEHMA
YCTPOMCTBA;

—  Bpema pabotbl OC ¢ MOMEHTA BKAOYEHMUS;

— BpemA nepesarpysok YCTPOMCTBA ?HYXHO /M. MOXET CKas3aTb Ham, 4TO

YCTPOWMCTBO YacTO NepesarpysKaeTcs.
14.1 Moaenb Snapshot yctponcrea

B pamkax 3asaun WEMM-428 - [Analysis] CdopmmpoBaTs Mozesb
DeviceState DONE OblnO peleHo OTAeNUTb CyWHOCTb State oT cyuwHocT Snapshot u

nocnegHu BbiHecTn K Devicelnventory.
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o Type string notnull
© Model string notnull
o Manufacturer string notnull
O SerialNumber string notnull

@ DeviceSnapshot

o DevicelD uuid notnull

@ Hardware [|Hardware notnull
o Network Network notnull

o Sim []Sim notnull

1

—

contains contains

1

@ Network

O WifiMACAddress string notnull
o BluetoothMACAddress string notnull

14.2 Mopaens State ycTpoiicTsa

contans

ma

© Sim
IMEI string notnull
Cardindentifier string notnull
IsPresent bool notnull
Slot int notnull
SubscriberlNumber string notnull
IMS| string notnull
ModemPath string notnull
Qperator string notnull

QOO0 Q0000

Co3/aeTcA M cornacyeTca BpamKax 3agaun LSEMM-428 - [Analysis] ChopmmposaTs

mopaenb DeviceState DONE

(©) Restriction e
jonEnabled bosl notaull /-
bled kool - many /

n

@© storage
-

7 ,/'/ / y 1 \

e / \
contains Contans Jeontaing\containe
e i \
- p / \

s [Jstring

 containg

\\‘ .
™~ .
“._contains " contains
N haN
N
N N
N ™~

© Network

(© batery

© 1swihon kool netnull

© WABSSID string
WIFISSID siring

o b

& Charge float notnull
IsCharging boal notnull

|
© SidsLoadingEnabled bool netnull

14.3 CooTseTcTBME NapameTpoB Android ycTponcTBa napameTtpam m3 DeviceState

NcTopua nameHeHnin npeacteaneHa B Tabauvue (Tabamua 84).
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Tabnunua 84
JIEY KTo N3meHeHUA B pamkax yero
05.02.2021  |Aleksey CoszaHo EMM-3259 - [MonyyeHune COCTOAHMA
Shikulin yCTpOMCTBa DONE
Tabnuua 85
MapameTp m3 DeviceState Auro| Andr| KommeHTapuu no napametpam Android
ra | oid
0OS
"applications": [ + MOMMMO NEPEYUCNEHHOTO, Eelle MOMKHO
{
NONY4YUTb
"code": y
"adminAppSailfish", — UKOHKY,
"control":
"user", — MCNONb3yeMble NePMULLIEHDI,
"name" :
"adminAppSailfish", — CMWUCOK  aKTMBHOCTEW,  CEPBUCOB,
"version": pecnBepos,
"0.1.0"
} — NEeaKTUBMPOBAHO NN NPUNOKEHME
]
"battery": {]+ + [MOMMMO MNEepevYncneHHoro, ewe MOXKHO
"charge": 17, AOVYUT
"isCharging": y
true — nHbopmaunio K Tune 3apaaku: USB,
} AC,
— TemnepaTtypy baTapen,
— 340poBbe baTapew,
— TWUN UCNONb3YEMOTO aKKyYMYAATOPa,
— BOMbTaX baTapew,
— eMKOCTb baTapewu
"location": {|+ +/-  |TyT BO3HMKANA CNOKHOCTL ¢ AGPS, noa HUm
"AGPSAvailable"
A MOHMMAKD reono3numito no 6Ha3oBbiM
false,
"gpsCoordinates CTaHLMAM
": HO, OH,
"isAGPSONn":
false,
"isGPSONn":
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MNapameTp mn3 DeviceState

Auro
ra
oS

Andr
oid

KommeHTapuu no napameTtpam Android

false

}

screenlLocked

Ha  AHapounae  MOXKHO
3aDN10KMPOBAH 3KPaAH MAN HET

NPOBEPUTD,

devicelocked

AsHOM byHKUMM HeT. MoXHO
CIMY/IMPOBATb, HaNpUMep, CMEHWB Napo/ib
Ha TOT, KOTOPbIN NO/1b30BATENb HE 3HaeT

"network": {
"isBluetoothOn"
false,
"isWifiOn":
true,
"wlanMAC":
"bc:41:01:00:db:77"

}

MaK agpec MOCTOAHHO MeHAEeTCA

Y Wi-Fi MOXXHO y3HaTb

4acToTy,

Ha3BaHWe TOYKM A0CTyNa,
ip address,

CKOPOCTb COeANHEH WA

Y Bluetooth Mmo»KHO y3HaTb
MMmA,

afpec,

COCTOAHME NMOAKNHOHYEHNA,

KaKne TeXxHoJsiormm nognepnBaet

"release": {
"modifiedAt":
"2020-04-27T20:51:54z2",
"os": "Android
"osVariant":
"MIUI",
"osVersion":
"10.2.1.78"
}

MOHO y3HaTb
— MOJAENb YCTPOMCTBA,

sku,

TMMbl YUNCETOB,

npoussoanTena tenedoHa,

BEPCMIO 3arpy34mKa,

/proc,

CEPUMHbIN HOMED,

BEPCUIO  OMEpPaLMOHHON  CUCTEMb

(nanee —0C),
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MapameTp u3 DeviceState Auro| Andr | KommeHTapuu no napametpam Android
ra | oid
OS
— 0TNeyvyaTokK YyCTPONCTBA (moxeT
MEHSATbLCA),
Settin |accountCreationEnabled + + UserManager.DISALLOW_ADD_USER -
gs UserManager TpebyeT npas profile/device
owner
applnstallationEnabled + + UserManager.DISALLOW _INSTALL_APPS
bluetoothToggleEnabled + +/-  |UserManager.DISALLOW_BLUETOOTH -
Mbl MONHOCTbO BbIKAtOYaemM dudy BT
browserEnabled + +/-  |AABHOro 3anpeTa HEeT, MOXEM BbIKAOUYUTb
MBECTHblE H6pay3epbl, 3anpeTms
No/Ib30BaTENO 3aMyCKaTb MPUIONKEHUA C
onpeaeneHHbim packageName
callStatisticsSettingsEnabled |+ +/-  |MOXHO NOAY4YUTb CMIMCOK 3BOHKOB
cameraEnabled + +
cellularTechnologySettingsEn |+ +/-  |UserManager.DISALLOW_CONFIG_MOBIL
abled E_NETWORKS
dateTimeSettingEnabled + + UserManager.DISALLOW_CONFIG_DATE _

TIME

developerModeSettingEnable [+ +/-  |UserManager.DISALLOW_DEBUGGING_FE

d ATURES

deviceResetEnabled + + UserManager.DISALLOW_FACTORY_RESET

flightModeToggleEnabled + + UserManager.DISALLOW_AIRPLANE_MOD
E

internetSharingEnabled + + UserManager.DISALLOW_CONFIG_TETHE
RING

locationSettingsEnabled + +/-  |UserManager.DISALLOW_CONFIG_LOCATI
ON

microphoneEnabled + +/-  |UserManager.DISALLOW_UNMUTE_MICR

OPHONE - 3anpeuwiaeTr MMKpodpoH Besae.
DISALLOW_RECORD_AUDIO ??
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MapameTp u3 DeviceState Auro| Andr | KommeHTapuu no napametpam Android
ra | oid
OS
mobileDataAccessPointSettin |+ +/-  |UserManager.DISALLOW_CONFIG_MOBIL
gsEnabled E_NETWORKS
networkDataCounterSettings |+ ?
Enabled
networkProxySettingsEnabled |+ +/-  |UserManager.DISALLOW_CONFIG_MOBIL
E_NETWORKS
networkSettingsEnabled + +/-  |UserManager.DISALLOW_CONFIG_MOBIL
E_NETWORKS
osUpdatesEnabled + ?/-
screenshotEnabled + +
sideLoadingEnabled + ?
usbAdbEnabled + +/-  |UserManager.DISALLOW_DEBUGGING_FE
ATURES
usbConnectionSharingEnable |+ ?
d
usbDeveloperModeEnabled |+ +/-  |UserManager.DISALLOW_DEBUGGING_FE
ATURES
usbDiagnosticModeEnabled |+ ?
usbHostEnabled + ?
usbMassStorageEnabled + + UserManager.DISALLOW _USB_FILE_TRAN
SFER
usbMtpEnabled + ?
vpnConfigurationSettingsEna |+ + UserManager.DISALLOW_CONFIG_VPN
bled
vpnConnectionSettingsEnable |+ +/-  |UserManager.DISALLOW_CONFIG_VPN
d
wifiToggleEnabled + +/-  |UserManager.DISALLOW_CONFIG_WIFI
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MNapameTp u3 DeviceState Auro| Andr | KommeHTapuu no napametpam Android
ra | oid
0OS
"Sims": {1+ +/-  |isEnabled wn isVoiceSim - He nony4uTcs
"iecidt: NOAYYNTL
"89701206219003881260",
"imei":
"358992080107507",
"isDataSim"
true,
"isEnabled"
true,
"isVoiceSim
" false,
"pinRequire
d": false
}
"Storages": {|+ +
"available"
27971584,
"free":
28639232,
"name" :
"/persist",
"total":
28819456
}
userConfiguration + +/-  |MOXHO MOAY4YMTb  KAYecTBo Mapons.
OTnunyaetca ot ABpopbl

14.3.1 TMpoymne goctynHblie napameTpbl Android, He ncnonb3yemole B DeviceState

Tabnnua 86
MapameTp Android OnucaHue
DISALLOW_MODIFY_ACCOUNTS 3anpet Ha nobasneHne/ynaneHmne
aKKayHTOB

DISALLOW_CONFIG_LOCALE

3anpeT Ha NIMeHEHWE A3blKa CUCTEMb

DISALLOW_UNINSTALL_APPS

3anpeT Ha yaaneHne NPUAoKeHUM

DISALLOW_SHARE_LOCATION

3anpeT Ha NpPeaoCTaBeHne TOKeMLLMHA

DISALLOW_CONFIG_BRIGHTNESS

3anpet Ha USMeHeHNE APKOCTU SKPaHa
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MapameTp Android OnucaHue
DISALLOW_AMBIENT _DISPLAY
DISALLOW_CONFIG_SCREEN_TIMEQUT 3anpert Ha N3MeHeHune BpeEMEHM

OTK/IKOHEHMA 3KPaHa

DISALLOW_INSTALL_UNKNOWN_SOURCES

3anpetr Ha YCTaHOBKY W3 HEWM3BECTHbLIX
MCTOYHWMKOB

DISALLOW_CONFIG_BLUETOOTH

3anpetT Ha NSMeHEHNE HAaCTPOEK 6/'II-OTy3

DISALLOW_BLUETOOTH

3anpet 67T

DISALLOW_BLUETOOTH_SHARING

DISALLOW_CONFIG_CREDENTIALS

DISALLOW_REMOVE_USER

DISALLOW_NETWORK_RESET

DISALLOW_ADD_MANAGED_PROFILE

ENSURE_VERIFY_APPS

DISALLOW_CONFIG_CELL_BROADCASTS

DISALLOW_CONFIG_MOBILE_NETWORKS

DISALLOW_APPS_CONTROL

will not be allowed when this restriction is
enabled:

uninstalling apps
disabling apps
clearing app caches
clearing app data
force stopping apps

clearing app defaults

DISALLOW_MOUNT_PHYSICAL_MEDIA

Specifies if a user is disallowed from
mounting physical external media. This can
only be set by device owners and profile
owners on the primary user.

DISALLOW_ADJUST_VOLUME

DISALLOW_OUTGOING_CALLS

DISALLOW_SMS
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MapameTp Android OnucaHwue
DISALLOW_CREATE_WINDOWS 3anpeT Ha AManorosble OKHa

DISALLOW_SYSTEM_ERROR_DIALOGS

DISALLOW_CROSS_PROFILE_COPY_PASTE

DISALLOW_OUTGOING_BEAM 3anpeT Ha nepeaady AaHHbix o NFC

DISALLOW_WALLPAPER

DISALLOW_SET_WALLPAPER

DISALLOW_SAFE_BOOT

DISALLOW_RECORD_AUDIO

DISALLOW_RUN_IN_BACKGROUND

DISALLOW_CAMERA

DISALLOW_UNMUTE_DEVICE

DISALLOW_DATA_ROAMING

DISALLOW_SET_USER_ICON

DISALLOW_UNIFIED_PASSWORD

DISALLOW_AUTOFILL

DISALLOW_USER_SWITCH

DISALLOW_SHARE_INTO_MANAGED_PROFILE

DISALLOW_PRINTING
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15. MWU3HEHHbIM LMK 3ANUCKN YCTPOUCTBA B CUCTEME

NcTopua nameHeHWn npeactaBneHa B Tabauue (Tabanua 87).

Tabnuua 87
[aTta KTo N3meHeHUA B pamkKax yero
13.04.2021 |Liliya [obaBneHbl  tO3KeWcbl  Ans|-
Abrarova  |M3meHeHuA cTaTyca
*KM3HEHHOrOo LUMKNa
12.04.2021 |Aleksey [lobaBneHa aKTyanbHas MoAeNb|-
Abramov  [}KM3HEHHOro LUMKAA YCTPOMCTBA
01.04.2020 |Aleksey [obasneHa B03MOXHOCTB|WEMM-1853 - [oBTopHas
Shikulin NOBTOPHOWM aKTMBaLMM|aKTMBALMA YCTPOMCTBA DONE
yCTpoMcTBa
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15.1 AKTyanbHaa Moge b }KU3HEHHOrO LMKAa YCTPOMCTBA

( REGISTERED )
MNpYcearBaeTCA CO34aHHOMY YCTRORCTRY

UC Co3paTe YCTPOWCTEO

UC MMNopTWpoBaThL YeTpoWcTEa B CSW hopmaTe

/

( ACTIVATING
FPHCBBHBBETCH |'|p|."| MHL MaLAI npOLl,eCCa aKkTKWBEaL A J
|

UC MHMLWWPOBATE SKTUBAUWKD YCTROWCTES
UC MHULWMMPpOBaTh akKTMBaLLWID TpYNikl YyeTROACTE

( ACTIVATED )
MPUCEAMEAETCA SKTUEMPOBAHHOMY YCTRONRC TRY
UC BEINONHWTE 8KTWEALWKD YCTPOWCTEa No QR Kooy
UC BEINOAHWTE aKTWBALWID YCTPORCTEa NpW MEPEOM BKNIOHEHWK
( WIPED )
{I‘Ipmcaamaae'rcn oYM EHHOMY YCTPORCTEY
UC QYNCTUTE YCTPOMCTED Yepes onepaTWEHLIA pEXM

[ ARCHIVED

{I‘Ipwcaawaaemﬂ YAENEHHOMY yCTPoRcTBY
UC ApKMEWPOBATE VCTPOWCTED

CcCbINKM

UC Co3aaTb YCTPOMCTBO

UC MmnopTnpoBaTb YCTPOMUCTBA U rpynnbl YCTponcTs B popmate CSV

UC CreHepupoBaTb QR-Koabl A1 YCTPONCTB

UC CreHepupoBaTtb eanHbin json(QR-Koa) Ans rpynn YCTPOWCTB

UC AKTMBKMpPOBaTh YcTponcTeo no QR-Koay

UC AKTUBMPOBATb YCTPOMUCTBO NPU NEePBOM BKAKOUYEHUM (YNpoLLeHHaa akTueaums)

UC OYUCTUTb YCTPOMCTBO Yepes3 onepaTuUBHbIN DEXUM

UC YaoaneHue yCTPOUCTB
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15.2 UcxopHaa nHpopmauma ot Mapcens

B OTHOWEHMN OTAENbHO B3ATOM KOMMAHMWU YCTPONCTBO NMPOXOAUT OonpeaeneHHble
3Tanbl XM3HEeHHOro uukna (KL) - T. e. BO3MOXKHbIM Habop 3TanoB Ana "yCTpPOMCTBa 3a
BPEMA E€ro WMCNo/b30BaHMA KomnaHuen A", ecnmn ycTpOMCTBO nepenaeTca B ApPYryto
KOMMNaHuMto B, To Tam BeayTca cBou AaHHble 0 XL 3Toro ke yctponcTsa (Kpome cnyyaes,

Koraa yCTpOMCTBa NepenatoTcs B pamKax cBsizaHHbIx EMM xonamHra).

*u
ycTpoicTea
. = 3aperncTpupoBaHo —~

~—

P mm———
B npouecce |
aKTUBauMu
_ ; »| CooTsercrayet | N
{\\\ nonuTuKe
Ecnu Ha ycTpoRcTeo
<X
Sabnokuposano AKTHBHPOBAHO HasHaueHa nonuTvKa N
[
J

. »| He cootsetcrayer |
nonuTuKe

J

Quunwero A -~

| ApxuBHoe

~—  _ /
@
3aperncTpmpoBaHo - YCTPOMCTBO yCrnewHo [A06aBneHo B cucTemy (npu

camopeructpauum nnm ZTE nobaBneHmne n akTMBaLmMa NPONCX0AAT NOYTU OAHOBPEMEHHO,
HO BCe PaBHO perncrpauma cHavana)

B npouecce akTMBaLUMM - yCNELWHO CTapTOBaA NPOLECC akTUBALMK (MHULMUPOBAHO
OT NNaTGOPMbI MU OT YCTPOMCTBA - HE BaXKHO)

AKTMBMPOBAHO - YCTPOMCTBO YCMEWHO aKTMBMPOBAHO (€CTb MOATBEPKAEHME OT

yCTpoMcTBa)
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3ab610KMPOBAHO - YCTPOMCTBO YCMNeLWHO 3ab10KMPOBAHO (eCTb NOATBEPKAEHME OT
yCTPOMCTBA)

OYMLLEHO - YCTPOMCTBO KYCMELHO O4nLLEeHO» (MMbo ecTb NOATBEPKAEHME - KOraa
yaaneHue Kopn. AaHHbIX HAM OTBETUT YCTPOMCTBO, MO0 eCcTb Habop AaHHbIX MO KOTOPbLIM
Mbl CYUTAEM, YTO YCTPOMCTBO OYMLLEHO - KOTAa NMOAHAA O4YMUCTKA MM cOpPOC K 3aBOACKMM
HaCTPOMKam )

ApXMBHOE - YCTPOMCTBO YCMELWHO «MNOMEYEHO KaK apxmBHOe» (aaMMHUCTPATOP
yOANUAN YCTPOMCTBO, B UHTepdelice ero He BWAHO, €CAM He BblbpaHbl cneumanbHble
HAaCTPOMKM MOWUCKa, NpWU AeNcTBMAX BuAa "BblbpaTb Bce" OHM BbIOPAHHbIMKM HeE

nomeyatoTcs)
15.3 CraTycbl «CooTBETCTBUE NOAUTUKAM» - « KUHEHHbIN LKA YCTPOMUCTBA»

NcTopua nameHeHW npeactasaeHa B Tabauue (Tabanua 88).

Tabnnua 88

KTo Koraa Yto B pamkax yero
caenaHo

Liliya Abrarova |31.03.2021 |Co3garo  |WEMM-1666 - PaclwupeHne cTaTycoB COOTBETCTBMA

NOMNTUKAM IN PROGRESS

Tabnnua 89
CTaTyC XXU3HEHHOro CraTtyc Tekywee | LleneBoe |PaBeHcTBO | OTOOpaxkeHue
UMKNa COOTBETCTBUA | COCTOAHME | COCTOAHME | COCTOAHUNA Ha Ul

NOJIMTUKAM

3aperncTpmpoBaHo  |HeonpeaeneHo?

YKU3HEHHbIM

LMK
HeT AaHHbIX - + ?

B npouecce|HeonpeaeneHo? |- - - KU3HEHHbIN

aKTMBaUMM LMK
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CTaTycC *U3HEHHOro Craryc Tekywee | Lenesoe |PaseHcTBO | OTObBparkeHue
LUMKNa COOTBETCTBMA | COCTOAHMUE | COCTOAHUE | COCTOAHMUI Ha Ul
NOJINTUKAM
HeT AaHHbIX - + ?
cooTeeTCcTBYeT  + + A3
HOFHAT A
HEe-CcooTBETCTBYET + + HeT
HOFHAT A
HEeT NONUTUK + - ?
AKTMBMPOBAHO HeonpeaeneHo? |- - - COOTBETCTBME
NONUTUKAM
HEeT AaHHbIX - + ?
cooTBeTCcTBYeT |+ + a
NONUTMKAM
He COOTBETCTBYET|+ + HeT
NONUTMKAM
HET NONUTUK + - ?
OumuieHo HeoRpeaeAeHe? |- - - KM3HEHHbIN
LUMKA
HeT AaHHbIX - + ?
cooTReTCTBYET  + + A3
AOATHAHIM
HEe-CoOOTBETCTRYET + + HeT
AOATHAHIM
HEeT NOINTUK + - ?
ApxmnBHOE HeonpeaeneHo? |- - - KM3HEHHbIN
LUMKA
HeT AaHHbIX - + ?
cooTBeTETRYeT |+ + A3
FOAATHKIM
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CTaTycC *U3HEHHOro Craryc Tekywee | Lenesoe |PaseHcTBO | OTObBparkeHue
UUKna COOTBETCTBUA | COCTOAHMUE | COCTOAHME | COCTOAHUNA Ha Ul
NONUTUKaM

He-coOTBEFETBYET|+ + HeF

FOAUTHAKIM

O A + - 2

Kenc 1:

1. Co34aHO yCTPOMCTBO:

a. *KLU: 3aperncrtpnpoBaHo;

b. CM: HeonpeaeneHo.

2. HazHa4veHbl NO/INTUKM:

a. *KU: 3aperncrtpnpoBaHo;

b. CIM: HeT AaHHbIX.

3. 3anyuleHa akTMBaLuma:

a. "RLU: B npouecce aKktneBaumu;

b. ClN: HeT gaHHbIX.

4. AKTMBMPOBAHO:

a. "KL: AKTUBHO;

b. CM: HeT AaHHbIX.

5. TTONUTUKM NPUMEHEHbI YCMeLHO:

a. "L: AKTUBHO;

b. CM: CooTBETCTBYET NOUTUKE.

6. BbinonHeHa o4ymncTKa:

a. KU: OunweHo;

b. CM: CooTBETCTBYET NONUTUKE.

7. YCTPOMCTBO yAaneHo:

a. "KLU: ApxnsHoe;

b. ClM: HeT nonnTuk.
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Kenc 2:

1.

Co34aHO0 YCTPOWNCTBO:
a. KLU: 3aperncrtpnpoBaHo;

b. CMN: HeonpeaeneHo.

. 3anyleHa akTMBaums:

a. *KU: B npouecce aKtMBaumu;

b. CM: HeonpeaeneHo.

. AKTMBMPOBAHO:

a. *KU: AKTMBHO;

b. ClM: HeT AaHHbIX.

. HazHa4eHbl NONNTUKMN:

a. "L: AKTUBHO;

b. CIM: HeT AaHHbIX.

. [ToAnTnKK NMPUMeHEHDbI yCnewHo:

a. *KU: AKTMBHO;

b. CM: CooTBETCTBYET NONUTUKE.

. BbimonHeHa o4mncTKa:

a. KU: OunuweHo;

b. CMM: CooTBETCTBYET NOAUTUKE.

. YCTPOWCTBO yaaneHo:

a. "L: ApxnsHoe;

b. ClM: HeT nonnTuk.

Kenc 3:

1.

2.

Co34aHO0 YCTPOWNCTBO:
a. *KU: 3aperncrtpnpoBaHo;
b. CM: HeonpeaeneHo.

3anyuleHa akTneaLuuA:
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a. *KU: B npouecce aKtMBaumu;
b. CM: HeonpeaeneHo.
3. AKTUBMPOBAHO:
a. *KU: AKTMBHO;
b. ClN: HeT gaHHbIX.
4. NMony4yeHo cocTosiHMe (Mo pacnmMcaHuto):
a. L: AKTUBHO;
b. CM: HeT noanTumk.
5. HazHa4eHbl MONINTUKM:
a. *KU: AKTMBHO;
b. ClN: HeT gaHHbIX.
6. [TONINTUKM NPUMEHEHbI YCNELHO:
a. *KU: AKTMBHO;
b. CIM: CooTBETCTBYET NONUTUKE.
/. BbimoNHEHa O4YMCTKa:
a. KU: OunuweHo;
b. CM: CooTBETCTBYET NONUTUKE.
8. YCTpoMnCTBO yAaNeHo:
a. KU: ApxnsHoe;

b. CM: HeT noAnTUK.

Kenc 4:

1. Co3aaHO yCTPOMCTBO:
a. *KU: 3aperncrtpnpoBaHo;
b. CM: HeonpeaeneHo.

2. Ha3HayeHbl NONUTUKM:

a. "KU: 3aperncrtpnpoBaHo;
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b. CMN: HeT gaHHbIX.
3. 3anyuleHa akTMBaLUmA:
a. *KLU: B npouecce aktnBaumu;
b. CM: HeT AaHHbIX.
4. AKTUBMPOBAHO:
a. KL: AKTUBHO;
b. CMN: HeT gaHHbIX.
5. MOANUTUKN NPUMEHEHbBI C OLUIMOKO:
a. *KU: AKTMBHO;
b. ClN: He cooTBeTCTBYET NOAUTUKE.
6. Bbino/IHEHA OYNUCTKa:
a. KU: OunuweHo;
b. ClM: He cooTBeTCTBYET NOAUTUKE.
7. YCTPOWCTBO yAaNEeHO:
a. KU: ApxnsHoe;

b. ClM: HeT nonunTuk.

Kenc 5:
1. Co34aHO yCTPOMCTBO:
a. *KLU: 3aperncrtpnpoBaHo;
b. CM: HeonpeaeneHo.
2. HazHayeHbl NONUTUKM:
a. *KU: 3aperncrtpnpoBaHo;
b. ClN: HeT gaHHbIX.
3. 3anyuleHa akTMBaLmA:
a. *KU: B npouecce aKktnBaumu;

b. CMN: HeT gaHHbIX.
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4. AKTUBMPOBAHO:
a. KL: AKTUBHO;
b. CM: HeT AaHHbIX.
5. [TONNTUKKM NPUMEHEHbI YCNELUHO:
a. L: AKTUBHO;
b. CM: CooTBETCTBYET NONUTUKE.
6. Bbino/IHEHA OYMCTKa:
a. KU: OunweHo;
b. CIM: CooTBETCTBYET NONUTUKE.
7. YCTPOWCTBO yAaNeHO:
a. "RL: ApxnsHoe;
b. CMM: HeT noaunTuk.
8. 3anyuleHa akTMBauua (be3 BOCCTaHOBNEHWNSA CBA3EN):
a. *KL: B npouecce aKktnBaumu;

b. CMN: HeonpeaeneHo.

Kemc 5:
1. Co34aHO YCTPOMNCTBO:
a. *KLU: 3aperncrtpnposaHo;
b. CM: HeonpeaeneHo.
2. HazHayeHbl NONUTUKM:
a. *KU: 3aperncrtpnpoBaHo;
b. ClN: HeT gaHHbIX.
3. 3anyuleHa akTMBaLmA:
a. *KU: B npouecce aKktnBaumu;
b. ClN: HeT gaHHbIX.

4. AKTMBMPOBAHO:
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a. L: AKTMBHO;
b. ClN: HeT gaHHbIX.
5. [TONNTUKKM NPUMEHEHbI YCNELUHO:
a. *KU: AKTMBHO;
b. CM: CooTBeTCTBYET NONUTUKE.
6. BbinonHeHa ouncTKa:
a. KU: OunweHo;
b. CIM: CooTBETCTBYET NOAUTUKE.
7. YCTPOWCTBO yAaNeHo:
a. KL: ApxnBHOE;
b. CM: HeT noanTumk.
8. 3anyuleHa aKTMBaLmMA (C BOCCTaHOBNEHMEM CBA3EN):
a. *KLU: B npouecce aKktnBaumu;
b. CIM: HeT AaHHbIX.
Kewnc 6:
1. Co34aHO YCTPOMNCTBO:
a. *KU: 3aperncrtpnpoBaHo;
b. CM: HeonpeaeneHo.
2. Ha3HayeHbl NONUTUKM:
a. *KLU: 3aperncrtpnpoBaHo;
b. ClN: HeT gaHHbIX.
3. 3anyuleHa akTMBaLmA:
a. "KU: B npouecce aktnBauuu;
b. ClN: HeT gaHHbIX.
4. AKTUBMPOBAHO:
a. KL: AKTUBHO;

b. CMN: HeT gaHHbIX.
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5. NoNNTUKKM NpUMeHeHbl yCneLwHOo:

a. L: AKTMBHO;

b. CIM: CooTBETCTBYET NOAUTUKE.
6. 3anyueHa akTMBaLumaA:

a. *KU: B npouecce aKktMBaumu;

b. CM: CooTBETCTBYET NONUTUKE.
7. AKTMBMPOBAHO:

a. KU: AKTMBHO;

b. CIM: CooTBETCTBYET NONUTUKE.
8. MNoNNTUKM NPUMEHEHbI yCNeLwHO:

a. "RL: AKTUBHO;

b. CM: CooTBETCTBYET NONUTUKE.

Kewnc 7:

1. Co34aHO yCTPOMCTBO:
a. *KU: 3aperncrtpnpoBaHo;
b. CM: HeonpeaeneHo.

2. HazHayeHbl NONUTUKM:
a. *KLU: 3aperncrtpnposaHo;
b. CM: HeT AaHHbIX.

3. 3anyuleHa akTMBaLUmA:
a. "KLU: B npouecce aktnBauuu;
b. ClN: HeT gaHHbIX.

4. AKTUBMPOBAHO:
a. "KL: AKTUBHO;
b. ClN: HeT gaHHbIX.

5. NonnTnKM NnprumeHeHsbl yCnewHo:
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6.

7.

8.

a. L: AKTMBHO;

b. CM: CooTBETCTBYET NONUTUKE.
3anyuieHa aktmeauuA:

a. *KLU: B npouecce aktnBaumu;

b. CM: CooTBeTCTBYET NONUTUKE.
AKTVMBMPOBAHO:

a. L: AKTUBHO;

b. CIM: CooTBETCTBYET NOAUTUKE.
MMONNTUKM NPUMEHEHbI He YCMeLwHO:
a. *KU: AKTMBHO;

b. CM: He cooTBeTCTBYET NOAUTHUKE.

Kenc 8:

1.

Co34aHO YCTPOMNCTBO:
a. KLU: 3aperncrtpnpoBaHo;

b. CM: HeonpeaeneHo.

. Ha3znayeHbl noanTmnkn:

a. *KU: 3aperncrtpnpoBaHo;

b. CM: HeT AaHHbIX.

. 3anylleHa akTMBaLma:

a. "KU: B npouecce aktnBauuu;

b. ClN: HeT gaHHbIX.

. AKTMBMPOBAHO:

a. "KL: AKTUBHO;

b. ClN: HeT gaHHbIX.

. [ToNNTUKM NMPUMeEHEHDbI yCrnewHo:

a. "L: AKTUBHO;
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b. C: He cooTBeTCTBYET NOAUTHUKE.

6. 3anyuleHa akTMBaLUmA:

7.

8.

a. *KLU: B npouecce aktnBaumu;

b. Cl: He cooTBeTCTBYET MONUTHMKE.
AKTVMBMPOBAHO:

a. L: AKTUBHO;

b. C: He cooTBeTCTBYET NOAUTHUKE.
[MONINTUKM NPUMEHEHbI YCNELWHO:
a. *KU: AKTMBHO;

b. CIM: CooTBETCTBYET NONUTUKE.

Kenc 9:

1.

Co34aHO YCTPOWNCTBO:
a. *KLU: 3aperncrtpnpoBaHo;

b. CMN: HeonpeaeneHo.

. HaznaveHbl noanTmnkn:

a. *KU: 3aperncrtpnpoBaHo;

b. ClN: HeT gaHHbIX.

. 3anylieHa akTMBaums:

a. *KLU: B npouecce aKktnBaumu;

b. ClN: HeT gaHHbIX.

. AKTMBMPOBAHO:

a. "KL: AKTUBHO;

b. ClN: HeT gaHHbIX.

. [ToNNTUKM NMPUMeEHEHDbI yCrnewHo:

a. KL: AKTUBHO;

b. CM: CooTBETCTBYET NONUTUKE.
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6. YCTPOWNCTBO yAaNneHo:
a. KU: ApxmnsHoe;

b. ClM: HeT nonunTuk.

Kenc 10:

1. Co34aHO yCTPOMCTBO:
a. *KU: 3aperncrtpnpoBaHo;
b. CMN: HeonpeaeneHo.

2. HazHa4eHbl NONNTUKM:
a. "KLU: 3aperncrtpnpoBaHo;
b. ClN: HeT gaHHbIX.

3. YCTpOWNCTBO yAaneHo:
a. KU: ApxnsHoe;

b. CMN: HeonpeaeneHo.

Kenc 11:

1. Co34aHO YCTPOMNCTBO:
a. *KU: 3aperncrtpnpoBaHo;
b. CM: HeonpeaeneHo.

2. 3anyueHa akTMBaLma:
a. "KU: B npouecce aktnBauuu;
b. CM: HeonpeaeneHo.

3. AKTMBMPOBAHO:
a. "KL: AKTUBHO;
b. CM: HeonpeaeneHo.

4. YCTPOWCTBO YAaNEHO:

a. "KLU: ApxnsHoe;
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b. CM: HeonpeaeneHo.

Kenc 12:

1.

Co34aHO YCTPOMCTBO:
a. *KU: 3aperncrtpnpoBaHo;

b. CM: HeonpeaeneHo.

. 3anyleHa akTMBaums:

a. *KLU: B npouecce aktnsaumu;

b. CM: HeonpeaeneHo.

. AKTMBMPOBAHO:

a. "RL: AKTUBHO;

b. ClN: HeT gaHHbIX.

. HazHayeHbl NONUTUKN:

a. *KU: AKTMBHO;

b. CIM: HeT AaHHbIX.

. MONUTMKN NPUMEHEHbI YCMNEeLHO:

a. "KL: AKTUBHO;

b. CM: CooTBETCTBYET NONUTUKE.

. CHANM BCe NONUTUKM C YCTPOMNCTBA:

a. "KL: AKTUBHO;

b. ClM: HeT nonnTuk.

. BbimonHeHa o4mncTKa:

a. KU: OunuweHo;

b. ClM: HeT nonnTuk.

. YCTPOWMCTBO yaaneHo:

a. KU: ApxnsHoe;

b. ClM: HeT nonnTuk.
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Kenc 3:
1. Co34aHO yCTPOMCTBO:
a. KLU: 3aperncrtpnpoBaHo;
b. CMN: HeonpeaeneHo.
2. 3anyuleHa akTMBaLUma:
a. *KU: B npouecce aKtMBaumu;
b. CM: HeonpeaeneHo.
3. HazHa4eHbl NONNTUKM:
a. *KU:B npouecce aktneaunm;
b. ClM: HeT AaHHbIX.
4. AKTMBMPOBAHO:
a. "L: AKTUBHO;
b. CIM: HeT AaHHbIX.
5. TTONUTUKKM NPUMEHEHbI YCNELIHO:
a. *KU: AKTMBHO;
b. CM: CooTBETCTBYET NOUTUKE.
6. Bbino/IHEHA OYNCTKa:
a. KU: OunuweHo;
b. CMM: CooTBETCTBYET NOAUTUKE.
7. YCTPOWCTBO yAaNneHo:
a. "L: ApxnsHoe;

b. ClM: HeT nonnTuk.

15.4 Llnkn nueeHTapusaumm (BnageHUA yCTPONCTBOM)

BeaneHne 3T1anos B pasaene WHBEHTapuM3auma C TOYKM 3PEHUNA BAALEHUA

YCTPOMCTBOM NpPe/CcTaBAeHO Ha pUcyHKe (PucyHok 1).
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LLMKN WMHBEHTapu3auunm

LI LI
OXMAEeTCA NOCTYNNEHNE OBcny¥MBaHWE

BelgaHo CrnwcadHo

PucyHok 1

TaKKe Ha NPOTANKEHUN LMKNA MHBEHTAPU3ALLMN YCTPOMNCTBO MOMKET ObITh:

— 33KpenneHo 3a opraHunsaumen (B ueaom);

— 3aKpensieHo 3a opreAuMHuUUen  (KOHKpeTHoe  noapasdeneHue,  MOXKeT
nepesakpennaTbCsa 3a APYrMmM NoapasaeneHnem);

—  3aKpensieHo 3a COTPYAHMKOM (KOHKPETHbIN PYKOBOAMTENL, KaK B NoyTe).

MocTynneHne MOKET MMETb Pa3IMYHblE MPUUYMHbLI: MOCTaBKa B PaMKaxX KOHTPAKTa

No, 3ameHa ycTpoicTBa A B pamKax AoroBopa no obcaykmpaHmo Ne n T. .
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16. TPEBOBAHWA K 3ATPYKAEMOMY CSV-®ANNY

CucTema No3BOASET 3arpy*KaTb AaHHble ¢ nomoulbto CSV-daiina:

—  FR MmnopTtmnpoBaTb Noab3oBaTenen v rpynnsl B dbopmate CSV danna;

—  FR MmnopTtunpoBaTb YcTpOMCcTBa U rpynnbl B dopmaTte CSV damna.

Ona KoppeKTHoM o00paboTkmM danna cuctemon, HeobXoAMMO BbIMOJHEHME
cneayrowmx TpeboBaHnI:

— @ann pomkeH b6biTb B Koamposke UTF-8;

— B KayecTBe pa3aenutenein Nnonen NCnosib3lyeTca 3anaTas;

— [lepBas cTpoka ¢arna A0/MKHA COAepKaTb Ha3BaHMA nonen (Hanpumep,
"GROUP,IMEI,WIFI_MAC,MODEL_CODE,COMMENT");

— Twun nepeBOAOB CTPOK He BaXKeH;

— CTpokM c npobenamm nnm 3anaTbiMM AONKHbLI 3aK0YATLCA B KaBblYKMY;

— Ecnun B cTpoKe Hy»KHO NepeaaTh KaBblYKy, OHa yABaMBaeTCs,;

— Escape-nocneposatensHoctm ("\n", "\t", ...) He NnoaAepHKMBaIOTCS;

— HayvanbHble 1 KOHeYHble npobenbl 1 TabynaumMm B 3HA4YEHUAX NOSEN, ECAN He

3aK/t04eHbl B KaBblYKM, MrHopupytoTes ('1,2,3" skBmBaneHtHo "1, 2, 3").
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NEPEYEHb TEPMWHOB N COKPALLEEHUI

|/|CI'IOJ'Ib3yeN\b|e B HACTOAWEM OOKYMEHTE TEPMUHbI M COKPalleHNA npmneeaeHbl B

Tabnamue (Tabanua 90).

Tabnanua 90
TepmuH/
CoKpalueHue Pacwmndpoeka
OC OnepaunoHHan cucTtema
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JTUCT PETUCTPALIUM USMEHEHNI

Ne sepcuu ol7[e)
CopeprkaHne nameHeHuUA [aTa
DOKYMeHTa MHULUMaTOpa
1.0 HavanbHaAa BepcuA
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