ABpopa LleHTp
HoBasi Bepcus. HoBble BO3MOXHOCTU | R




OcHOBHbIE ApanBepbl LMGPPOBOMN MOBUNMBHOCTU

Ob6LemnpoBble TpeHAbI
» HapacTatowas undposmnsayma nponsBoaCcTsa

» Mpuxon HOCUMOWM 3NEKTPOHUKKN Ha «MOJIEBbIEY
paboune mecTa

» MNepexon Ha pexxum yaanéHHou paboTbl

» HeobxogmmocTb obecneunTtb 6e30nacHOCTb
nHpopmaumm

Poccuinckas cneumdmka

» Mporpamma nmnopTosameLleHma
N CAHKLMOHHbIE PUCKU

» 3aKoHoAaTeNbHble TpeboBaHUA:
®3 152 (NAH), 187 (KNK), 149 (31)

> EAVHBIN peecTp POCCUMUCKNX NPOrpamm

> EAVMHBIN peecTp pOCCUMNCKON pagmMo31EeKTPOHHON
NPoAYKUMK

» AnpekTtnBbl ana CoBeToB AUPEKTOPOB FOCKOMMNAHUN



3anadu n cdhepbl NPUMEHEHUS
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KopriopaTuBHble YnpasneHue C6op n npoBepka Loctyn YpaneHHbl goctyn YcTponcTtBa
KOMMYHUKaLunm nosieBbIMM UHbopMauun Ha K CrpaBOYHOWN K KOpPropaTUBHbIM aBTOMaTM3aumu,
COTPYyAHUKaMM obbekTax OOKYMeHTauum NHDOPMAaLMOHHBIM ACYTN (Industrial 10T)
cuctemam

KOPTOPATVUBHAA MOBUJIBHAA MJIATOOPMA ABPOPA
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Cny>x6bl MponssoacTeo TpaHcnopT O6pasoBaHue 3ApaBooxpaHeHune locynapcTBeHHble
9KCTPEHHOro i uunHppacTpyKkTypa I ydpexaeHus
pearMpoBaHus : : : :



[TpiMepbl peanM3oBaHHbIX NPOEKTOB C UCOrb30BaHNeM Aspopa LieHTp

°
®

ST 5 ) VIHTEP PAO
BCEPOCCUUNCKASA
i 2 ocTenekom
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360 000 nnaHweTOB LincppoBor MOHTaXKHUK CBA3HOIO KOHTPOmb MCMONMHEHNS OCMOTPOB
c OC Aspopa obopyaoBaHus n 06Ccny>xnBaHmns

pl Pocculickue 0 OKBEM
ykene3Hble gopoau
POCCHH u ADPUKAHTOB
POCATOM

Lincoposon noytansoH Kcnnyaraums MHpacTpyKTypbl [loBepeHHas MobunbHas cpeaa



ApPXNTEKTYpa KOpropatmBHON MOOUITEHOCTU

KOPINMOPATUBHASA CETb

-~

Push-cepsep Mouta
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ABPOPA VPN-cepsep
UEHTP opraHmsauumn

YnpaBneHue ycTpoucTBaMu

YnpasneHue npunoXxeHnaMu

0O6HoBneHne OC
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MarasuH NPUNoXeHNn
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FOCTTLS KOHTPOJIb TPA®UKA VPN-TyHHenb
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noa ynpaeneHuem
OC ABpopa
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[loBepeHHble MOBUbHbIE YCTPONCTBA

CeptudunumpoBaHHble VPN kaHasbl

Mnatdopma ynpaBneHma ABpopa LieHTp

Ceptudunkaumsa CTIK TY + Y14

Pa3melleHne B MHMPaCTPYKType
3aKasuyuka nam 4oBepeHHOM obnake
PocTenekoma

MoNHbBIN KOHTPONb Haf MYHKLIMOHAIOM
YCTPOMCTB



Cxema ncnonb30BaHuA

CETEBOW CEFMEHT CETEBOW CErMEHT CEPBEPOB
CEPBEPOB BA3 OAHHbIX
MPUJTOXXEHUA

Mob6unbHble ycTponcTea
Ha 6ase OC Aspopa =
§ i

Cepsep B

ICMP

TCP 8011, 8012, =
8014, 8015, 8016,

‘ 8018, 8019 (HTTP) TCP 5432
«—> | ¢ —
— 1 Cepsep B

UHTeDHe MeykceTeBom BanaHcupo
HTepHeT aKpaH NaHCUPOBLUMK
TCP 443
(HTTPS)
CETEBOW CEFMEHT C CEPBUCAMMU
OBLLUEr0o HASBHAYEHUSA

CETEBOW CEFMEHT
UDP 53 (DNS),
OMNEPATOPOB MY UDP 123 (NTP). B UT UHOPACTPYKTYPE OPFTAHU3ALUUU

TCP 25, 587
(SMTP)

—

TCP 443
(HTTPS)
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APM AgMUHUCTpaTOpa Cepsep DNS I'Ig:;g:;u Cepsep NTP




Aspopa LieHTp 3

» Mnatpopma ynpasneHnsa Aspopa LeHTp — 0
ynpasaeHue KopnopaTUBHbIMU MOBUABbHBIMM YCTPONCTBAMM
ABPOPA ABPOPA
LEHTP MAPKET

» KopnopaTtmneHbI marasnH npunoxkeHni Aspopa Mapker —

yNpaBAeHUE }M3HEHHbIM LIMKNOM NPUAOXKEHMI Ha YCTPONCTBaX [ liinnid p— -

YcTpoiicTea Monb3oBatenu MonuTuku CueHapuu MpunoxeHnus ButpuHbl CBA3KM KNtoyen

YcTponcTea © 10BABUTH

BosmoxHocTtu ABpopa LeHTp:

M TMouck no rpynnam

» BbICTpasA akTUBaLMA MOBU/IbHbLIX YCTPOWUCTB P i ol
o Inoi R7 B - 44:D3:AD:91:8E:2F 0
) ynpaBneHMe VCTpOMCTBaMM CépocwTs Boe Inoi R7 B 358992080105444 - [m]
) yrl pa BneHMe non b3OBaTenﬂMM Inoi R7 358992080107507 - D
) ynpaBﬂeHMe I-IO]'IVITVIKaN\M M CLtEHapVIHMM Aquarius NS220 868758032846895 = ()
Inoi T8 B - AD:AD:AD:AD:AD:AD (i) ¢l
)y yNpaBAeHue NpunoKeHnammu n obHosneHnamm OC T - .
> AHBEHTapu3auma U MOHUTOPUHT COObITUNN Aquarius Ns220 B3 - o ¢
Inoi R7 B 358992080341486 - 0
=) = 03:F7:68:4C:98:EE Q v
BlackView 6000S E 351829101155593 1C:1F:F1:22:44:8B D v
,ﬂ,O I'I Ofl H e H Vl ﬂ : Inoi R7 358992080105618 - 0 v
> On-premise yCTaHOBKA BHYTPU NepumeTpa 3aKasymKa i - il

» popcmpoBaHHaa PUSH-cnHxpoHM3ayma ¢ yctponcTteamm
» ceptndukat PCTIK Ned203 TY+Y4 no 30 aekabpa 2024 roaa

25 MoGUNLHas nnathopmas, 2020 r. Bee npasa sau




TpeboBaHMa K MHPACTPYKType

OnTMManbHble CUCTEMHbIE M annapaTHble TpeboBaHMA ¢ pacieTom Ha 10 000 MOBUNBbHbBIX YCTPOMCTB.

PekomeHayeTcs 3 cepBepa NPUNOKEHUN C CAeAYIOWNMUN XapaKTEPUCTUKAMKM NS KaXKA0ro:

E[: TpebosaHus K npoLieccopy: He HKe Intel® Xeon,
" cyvacroton 2,00 [Ty, He meHee 2 siapa

TpeboBaHus kK 06bEMY NamaTh: He meHee RAM 3 GB
OC Monpepxvsaembie OC: CentOS 7.6 v Bbiwe unm ArbT 8 CIN Cepaep*

? MoooepxmBaemble CYBL: Postgres Pro Standard* 11.7.1
¢ urm PostgreSQL 11.2 n Bblle

[?é] Moopepxusaemble C3M ot HC: Dallas Lock Linux*
nrm Secret Net LSP*, unm Akkopa XK*

ABpopa LleHTp moxeT macwtabmuposatbcs go ynpasneHmsa 500.000 ycTponcTs.

* — peweHuns, umetowme ceptudukatbl cootsetctemna @CTIK Poccunn, Ana co3gaHuna 3alULLEHHONO KOHTYpa



Hactponku
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@) Amvocepsi

Skpan

8] axpa

i
[[X]] O6yerive

y

S WLAN

& MobunbHas ceTs

o‘l 3BYKM M Np..

Qtech QMP-M1-N
MediaTek MT WA1,3Tw,
Oucnnein: 5.99” 1440*720
MamaTtb: 2/16 I'B

Kamepsbl: 8/2MM

AkKkymynatop: 4000 mAh, Li-ion
NFC, Fingerprint

Mogaepxka HoBbix ycTponcts Ha OC Aspopa

Qtech QMP-M1-N IP
MediaTek MT 6739WA 1,3[Tw,
Oucnneii: 5.71” 1520*720
MNamaTb: 3/32 I'b

Kamepsbi: 13/5MT1
Akrymynatop: 4000 mAh, Li-ion
NFC, IP 68

_—
F+ R570

» MediaTek MT6765, 8-aaepHbii, 2.3 Ty,

» Ancnnen: 5.7” 1440*720

» MamAaTb: 4/64 6

» Kamepsbl: 13/8MTI

» AKKymynatop : 5080 mAh, Li-ion, cMeHHbIN

» NFC, IP68




Mogaepxka HoBbix ycTponcts Ha OC Aspopa

N\,

F+ Life Tab Aquarius NS220 Aquarius CMP NS208
= MediaTek MT 8766 WA 2[Tw, = MediaTek MT 8766V 2ITy, = MediaTek MT6763V 2ITy,

= Ancnnen: 10.1” 1920*1200 = Aucnnen: 10.1” 1920*1200 = iucnneii: 8.0” 1280%800

= Mamatb: 4/32 T = NamATb: 4/32 b = MamaATb: 4/64 I'b

= Kamepbl: 8/5MI1 = Kamepbl: 8/5MTM = Kamepbl: 13/5MMN

= AKkymynaTop: 10000 mAh, Li-ion = AKkKymynatop: 10000 mAh, Li-ion = AKkymynaTop: 9000 mAh, Li-ion
= NFC = NFC = NFC, POGO, IP68

= Oxnpaetca B 3-m KBapTtane 2021




Aspopa LleHtp — HoBOE B 2.5.1 1 3.0.1

> KopnopaTmBHbIN WabnoH NOAUTUK

» basoBas nogaepkka Android 6.0 — 9.0

» Co3aaHme NoANTUK No wabnoHy

» CueHapuu (opdbnanH-NONNTUKK) UCNONIb30BAHMS

» MHTerpaunm c LDAP (Microsoft Active Directory)

» MHTerpaumsa c Aurora Notification Service (CY ABpopa)

> HoBble npasuna nonntuk gna Aspopa u Android

ABPOPA

LUEHTP

KopnopaTuBHbI# Wa6noH noauTuku

Lia6noH nonMTMKKM 3aaaeT 3HayeHne NpaBui, KOTOPbIe NPAMO He yKasaHbl B APYrUX MONTUKaX

-+ AOBABUTbL MPABUIO

WcnonbaoBanue Kame| Pbl 3anpeueHo v
YnpaeneHue WLAN 3anpelleHo v
ynp noctyna WLAN 3anpeuweHo v
WcnonbaosaHue 6payaep: 3anpelleHo v

3anpeueHo v

OTMEHA




[lonnMTnKKn 1 cLieHapuu

MonnTnKmM

= Paspewartb M 3anpeLwatb UCNOAb30BaHME PYHKL NI
YCTPOWMCTBA

= YcTaHaB/UBATb KOoprnopaTtuBHblIE MPUNOHKEHUA

Cu,eHapvwl N onepatnBHoOE ynpasiaeHne

= Co3paBaTb pas/inyHbIe cUeHapum paboTbl yCTPOUCTBA

= BNIOKMPOBATb UM OYUCTUTb YCTPOMCTBO,
ecnn oHo paboTaeT He No cueHapuio, Uan bblao yTePSHO




ABpopa Mapketr — HoBoe B 2.5.1 1 3.0.1

> BUTPUHbBI NPUNOKEHN
> MapPCUHT rpmM-nakeToB NPUIOKEHU
» COKpaL,eHO KonmyecTBo 0H6A3aTeIbHbIX NoNen

» [MepeHoC onncaHnA NPUNOXKeHMA (MKOHKa, onncaHue,
CKPUHLWOTbI U Np.) npu ny6nKauum HOBOro pennsa

» 3arpy3Ka 3aBucumocTein Nnpu Aob6aBNeHNU NPUNOKEHWUN

» lobaBneHMe CBA30K KAKUYEN ANA NOANNUCU NPUNOXKEHU

» AHANN3 NPUNOXKEHMIM HA HaAM4YMe noanucu paspaboTymnka
» O6HoBNeHMe NpunoxeHua Market B MobunbHOM KnmeHTe

» PasrpaHnyeHme NpuNoXKeHU No BaaaenbLam

anananan

NOCNEAHVE PENN3bI

YepHoBHK

W@ YAATMTb NPUNOXEHUE

0 PENMSE [N

oo w eI TNEr
@ mattermost

0.1.6

‘ &2 3AMEHWTb BUNA

‘ 4 3ATPY3UTb 3ABUCMMOCTU

OBLUAA UHOOPMALMA

harbour-mattermost

o>

*

ABPOPA

MAPKET

COXPAHUTbL ONYBJIMKOBATH




[punoxxeHus B skocncreme Aspopa auroraos.ru/ applications

» Bce Heobxoammble 6a30Bble NPUMOXKEHWS » YCTaHOBKa Yepes KoprnoparmBHbIi MarasuH ABpopa
Mapket
> nO,ElpHDHVIKI/I OJ14 pa3pa60T|<V| cneumnanmm3npoBaHHOIo
Mo » PaboTa B 3aKpbITOM KOHTYpPE KOMMaHUU
CTaHAapTHbIE NPUAOXKEHNA KoprnopaTueHble NpUAOKeHUA CneunanmnsmposaHHoe MO
MeccTeerJi_lneMgg:J;ﬂBKCx VPN MDM\EMM 3L 1 CK3n 270 ° (‘
@ Q [_\& @ K\:\,VM PYTOKeH
O \; (:;{\:) @ A"@ RONET
o~ B @ +
HTUBUPYChbI AMOBOE XpaHWUNWLLE, HaBurauus, ... [OokymeHTooGopoT
Al pyc daiinosoe xpa we, Hasuray OKyMEHT0060pO ‘:‘
@ @ 2WorksPad ll:-l a ; ::,
h{:&} “’\\% .’A °® = BTB CompanyMedia docsvision F‘ﬁi i C@ %

ABpopa LleHTp gocTtyneH napTHépam-pa3paboTymKam Ana TECTUPOBAHMA CBOUX peLleHni



Aspopa LleHTp 3.1.0 — nepcnekmmebl B 2022 rogy

> MynetnnatpopmeHHOCTb — nogaepxka Android

&)

YMPABNEHHE

©

MOHHTOPHHI

> Multitenancy — ognH ABpopa LleHTp Ha HECKO/IbKO OpraHM3auum ‘

Monb3oBatenu

» Nepexog K o6HoBneHHoMy UX/UI (B T.4. dMALTPbLI U UMNOPT)

+ Mocnenuue 3anNpockl Noucka no pasaeny

+ CoxpaHeHHble PUNLTPSI

» PacwmnpeHue Konmnyectsa NpaBua NOJNUTUK U CLLEHApPUEB
» Anctpubyuma OC ABpopa yepes ABpopa Mapket
» Anctpubyuma Android-npunoxkeHnii yepes Aspopa Mapket

» MepecepTtudpurraumna GCTIK

o>
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ABPOPA ABPOPA

LEHTP MAPKET

Monb3aoeatenu

+ [obasuTb

@ Aupexuwma rnagHore npesuaeHTa

=) AenapTameHT MeXayHAPOAHOM IOPHANHECKOR SKCNEPTU2bI

= aHanuaa 0 E ACKOro 3a..
=) OTaen 3aKoHoAaTeNsCTBa CTPaH EBPO3OHbI
= Otaen sakoHopatenscTea cTpad BocTouHoil Esponbt

= Omaen TBa C o Ki TBa

E‘ anaanenue aHanu3a NoKanbHOro 3aKOHOAaTeNbCTBa CTPaH Asnn u Aq) .
=) Oraen sakonopatenscTea KHP

=) OTaen 3aKkonopaTeNbCTBa MOHTOMMM  CTPa CHI

= O7aen 1oprManYEeCcKUX B3aUMOOTHOWEHHA

™ Cknan Yccypuick

™ Cknap Banawmxa




Cnacunbo!

info@omprussia.ru

www.omp.ru
WWwWw.auroraos.ru
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] OTKPbITAS
MOBWJIbHAS
NAATOOPMA


mailto:info@omprussia.ru
http://www.omp.ru/
https://auroraos.ru/

