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1. OBLLAA MHOOPMALMA

1.1. CocTtaB u Ha3HayeHue MNIMO

MMNO ABnseTca NPUKNAAHBbIM NPOrpammMHbIM obecnedyeHmem, npeaHas3Ha4YeHHbIM
AnA:

— YNPaBAEHUA KIUEHTCKUMU NMPUNOKEHUAMUL U X HUSHEHHBIM LUKIOM;

— oTnpaBKku push-yBegomneHnit Ha MobunbHble ycTpoictea (MY);

— (obHoOBNEeHUMA onepaunoHHoM cuctembl (OC) ABpopa) noaydeHua u3
[OBEPEHHOro XpaHUAnL,a naketos ¢ MameHeHnammn OC (obpasza OC) 1 nx ycTaHOBKM. Mpu
3TOM YKa3aHHble MPOLECChbl BbIMOAHATCA WTaTHbIMKU cpeactBamm camomn OC, a MMO
y4acCTByeT Mlb B MX MHMUManm3aumm B OC ABpopa M He rapaHTMpyeT MX YCMeLwHOoro
3aBepLIeHms.

MMNO cocTouT U3 cneayroLWwmx noacucrem?:

noacucrema besonacHocTu (Mb);

noacuctema «MapkeT» (MM);

— noacuctema Mnatpopma ynpasnenuma (MY);

— noacucTema ynpasneHus TeHaHTamm (MYT);

— noacuctema Cepsuc ysegomneHuin (MCY);

— noacuctema obHosneHma OC (MOOC).

B3aumozencrsme mexay NoACMCTEMAMM M KOMMOHEHTaMM  MOACUCTEM
OCYLLEeCTB/IAETCA C MCNOJib30BaHMeM npoTokona HTTP craHgapt RFC 2616, npwn 31om

obmeH aaHHbIMM ocyllecTsaseTca B popmaTe RFC 8259 (JSON).

1OnpeaeneHne TepMmmnHa «KaneHTCKoe NpuaoKeHme» npuseaeHo B Tabavue (Tabauua 27).
2 Coctas noacucrem MMO 3aBUCUT OT BaPMAHTOB NOCTaBKM, OMMCaHME KOTOPbIX NpUBeAeHO B nodpasaene 1.5.
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[na nonyvyeHns push-ysegomaenunin Ha MY ncnonb3yetca push-4eMoH, BXOAALLNMA
B coctaB OC ABpopa. Push-gemoH, B cBOto oyepeap, B3ammopgenctsyeTr ¢ MCY no
3awmeHHomy npotokony TLS (RFC 5246, RFC 8446) c npotokonom TCP (RFC 793) Ha
TPAHCNOPTHOM YPOBHeE.

B KayecTBe cepBepa 6a3bl AaHHbIX (B[1) ncnonb3yeTtcs cepsep € YCTaHOBAEHHOM
cuctemon ynpasneHma 6azamum aaHHbix (CYB[) Postgres Pro nnmn PostgreSQL, B KoTopoW
XpaHATCA AaHHble MO, ana Yyero Npu pa3BepTbiBaHMK co3daeTca cneunansHaa b. Ana
XpaHeHuna nHdopmaumm o ceccuax ncnonbayetca CYB/ Redis.

Moacuctemsl, BxogAawme B coctas [0, NO3BONAOT BbIMNOJHATL J10TMPOBAHME
MHPOPMALIMOHHbLIX cooblleHnn, coobuweHnn o6 ownbkax, npeaynpexaeHun wu

0TNaA04YHON MHGOoPMaLMK B cUCTEMHbIN KypHan OC (systemd-journald).
1.1.1. Moacunctema 6e30MacHOCTU

b cocTOUT 13 ceAyroWmMX KOMMNOHEHTOB:

— KoHconb Bxoaa nonb3oBaTenem;

— KoHconb agmuHucTpatopa [16;

— Cepsep npunoxeHui M.

KoHconb BXxoAa monb3oBaTenen No3sonseT nosb3osatenam MO ocylwecTBaATb
BBO/, MAEHTUPUKALMOHHOM N ayTEHTUDUKALMOHHOM MHPOPMaLUN.

KoHconb agmuHuctpatopa [1b no3BonAeT ynpaBaATb YYETHbIMM  3aNUCAMMU
nonb3oBaTenen n paboTaTb C XKYPHANOM PerncTpaumm cobbiTUin.

Cepsep npunoxeHunn MNb npeacrtasnaer coboin COBOKYMNHOCTb BEO-NPUNOKEHUN,
peanmsyowmx OGyHKUMM Oe30NacHOCTM, a TaKKe MO3BOMAKWMX XpaHUTb B B w©
nNpeaocTaBnATb nonb3osatenam MMO AocTyn K AaHHbIM 06 YYETHbIX 3aMUCAX U KypHany
perncrTpaumm cobbITUi.

MNb npeaHa3sHadyeHa ANa peanmnsaummn cneayoumnx GyHkumim 6esonacHoctu MMO:

— MAEHTUPUKALMM M ayTEHTUOUKALMM NONb30BATENEN U YCTPOMCTB;

— yNpaB/eHnA NAeHTUPUMKATOPaMM NONb30BATE/IEN U YCTPOWNCTB;
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— ynpaBAeHWA cpeacTBaMM ayTEHTUPUKALLNK;

— YNpPaBAeHMUA YYETHbIMM 3aMUCAMM NONb30BATENEN U YCTPOMCTB;
— ynpaBaeHnA AOCTyNoM CybbeKToB AOCTyNna K 0bbeKkTam A0CTyNa;
— perucrTpaumm cobbiTnii 6esonacHoCTy;

npeaocTaBAeHNs NoAb30BaTeNAM A0CTYNa K HTepdelicy Mb.

1.1.2. Noacnctema «MapkeT»

MM cocTouT 13 cneayrowmx KOMMNOHEHTOB:
— KoHconb agmunHucTpaTtopa [NM;

— KoHconb pa3zpaboTtynka MMM

KaneHTCcKoe npuaoxeHune «Aspopa MapkeT»;

— Cepsep npunoxeHuit NM.

KoHconb aamuuHuctpatopa [IM  nos3BondeT OCyWwecTBAATb B3aMMOAENCTBUE
AamumHucTpatopa Aspopa MapkeTa ¢ [TM B 4acTh paboTbl C KNUMEHTCKUMU NMPUIOKEHUAMM.

KoHconb paspabotunka MM nossondet Ao06aBnATb HOBble M OBHOBAATL paHee
3arpy*EHHbIE KNMEHTCKNE MPUIOKEHMA, A TaK¥Ke NoJIy4aTb AOCTYN K AAHHbIM KJIMEHTCKUM
NPUNOXKEHUAM.

KaneHTckoe npunoxeHue «ABpopa MapkeT» BbINOJHAETCA Ha YCTPOMCTBAX,
OYHKUMOHMPYLOWMX noa, ynpasneHnem OC, M CAYXUT ANA OTODParKeHWs AaHHbIX O
KAMEHTCKMX MPUNOKEHMAX, @ TaKKe AN1A MX 3arpy3KK, yCTaHOBKK, OOHOBAEHWA N yAANEHUA.

Cepsep npunoxeHuit MM npeacrtaBnaeT cobor COBOKYNMHOCTb BEO-NPUNOIKEHUN,
No3BONAKOWNX XpaHUTb B B[l 1 npesoctasnaTb nonb3oBatenam MMO MHPopmaumio o
KNAMEHTCKUX MPUIOXKEHUAX, NMPWU ISTOM CaMU KJIMEHTCKUE MPUIOXKEHUA, WX 3HAYKKU WU
CKPUHWOTbI XpaHATCcA B B/.

MM npeaHasHayeHa Ana obecneyeHums:

— YNPaBAEHUA KU3HEHHbIM UMKIOM  KAMEHTCKMX MPUAONKeHW (3arpyska,

cornacoBaHue, yaaneHue u nybamkaums);
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— ynpaBAeHua AUCTpubyumen onyob/MKOBAHHbLIX KAMEHTCKUMX  MPUNOKEHUN
(cKaumBaHMe, ycTaHOBKa, 0OHOBNAEHME U yaAANEHWNE);

— NpeaocTaBAeHMA NONb30BATENSAM A0CTyNa K nHTepdeicy MNMM.
1.1.3. Moacuctema MNnatdpopma ynpaBneHms

MY cocTouT 13 cneaytowmx KOMMNOHEHTOB:

— KoHcosb agmunHucTpatopa [1Y;

— KnuneHTckoe npunoxkeHune «Aspopa LleHTp»;

— Cepsep npuaoxenHuin Y.

KoHconb agmuHuctpatopa [1Y no3BOASET OCYyWEecTBAATb B3aMMOAENCTBME
AamuHuctpaTtopa MNnhatpopmbl ynpasneHus ¢ MY.

KaneHTckoe npunoxeHune «ABpopa LleHTp» BbINOAHAETCA Ha YCTPOMCTBAX,
dYHKUMOHMPYOWMX noa ynpasneHmem OC, 1 NO3BONAET OCYLLECTBAATb B3aMMOAENCTBMNE
MY c ycTpOMCTBOM, a TaKXe B 3aBMCMMOCTM OT YMNPaBAAOWEro COoobWEeHMA Wan
Ha3HayeHHoOro odnamH-cueHapuna, noaydYeHHoro oT CepBepa npunoxkenun MY, nmeet
BO3MOHOCTb YNPaBAATb PA3NNYHbIMU QYHKUMAMM YCTPOMCTBA.

Cepsep npunoxeHun MY npeacrtaBnaer cobon COBOKYMHOCTb BED-NPUNOKEHUN,
NO3BONALWMX XPaHUTb B B/l 1 NpeaocTaBnATb Nonb3oBaTenam MMO AaHHble O HACTPOMKax
M KoHPurypaumm OC, a Takxke PopmMmpoBaTb ynpasadtolime coobuieHmna n obnanH-
CLeHapun ANA KAMEeHTCKOTo npunoxeHuna «Aspopa LeHTp».

MY npeaHasHavyeHa Ana obecneyeHms:

— ynpaBneHua OTAeNbHbIMK  YyCTPOMCTBAMKW (onepaTMBHOE YyMpaBAeHne) wu
rpynnamu yCTPOMCTB;

— ynpaBaeHnA NONUTUKaMU, ObNaNH-CLEHAPUAMMY;

— ynpaBaeHuna 3anmcamm o6 yCTpoMCTBaxX M NOAb30BaATENNAX YCTPOWCTB;

— YNpPaBAEHUA KNMEHTCKMMU NMPUNOKEHUAMM Ha YCTPONCTBAX;

KOHTPO/S COCTOSAHUS YCTPOWCTB;

— KOHTPO/IA NpUMeHeHNA NOJTMTUK Ha yCTpOVICTBaX,'
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— MOHWUTOPUHTIA cobbITUi 1 npegoctaBaeHma OTHETHOCTH,

— NpeaocTaBaeHMA NONb30BATENSAM A0CTyNa K nHTepdeicy MY,
1.1.4. Noacuncrtema ynpaBneHUa TeHaHTaMM

MYT cocTouT 13 cneayrowmx KOMNOHEHTOB:

— KoHconb agmnHucTpatopa MNyT;

— Cepsep npunoxeHuin MyT.

KoHconb agmuHuctpatopa [YT nNo3BOASAET OCYWECTBIATbL B3aMMOAENCTBUE
AOMWHUCTPaTOpa TeHaHTOB C [TYT.

Cepsep npunoxeHnn MNYT npeactaBnaetr cobon COBOKYNMHOCTb BED-NPUNOKEHUN,
NO3BOJIAKOLMX XpaHUTb B Bl n npenoctaBnATb nonb3osaTtenam MO gaHHbIe O TeHaAHTAX,
a TaKXKe OCyLWeCcTBAATb yrpaB/ieHMe TeHaHTaMMU.

MYT npeaHasHayeHa ans obecneyeHusa:

— YNPaBNEeHMA XKM3HEHHbIM LMKAOM TEHaAHTOB (Cco34aHue, pedakTMpoBaHUE U
yAaneHue TeHaHTOB);

— ynpaB/eHMA OpraHM3aumaAMm;

— YNpPaBAEeHMA KOHTAKTHbIMM NMLLAMM OPraHmM3aLnii.
1.1.5. Noacuctema CepBuc yBeAOMIEHUN

MNCY cocTounT 13 cneayroumx KOMNOHEHTOB:

— KoHconb agmnHucTpatopa MCy;

— Cepsep npunoxerHuin MNCy.

KoHconb aamuHuctpaTopa [CY no3BOAAET OCYWEecTBAATb B3aMMOAENCTBMe
AamunHuctpatopa Cepsuca yBegomneHui ¢ MNCY B 4aCcTu ynpaBaeHMA KU3HEHHBIM LMKI0OM
NpoeKToB. [1pn 3TOM NPOEKTbI COAEPKAT CAeAyoLLYy0 MHPOPMALMIO:

— HacTpoMKku B3ammogaenctema MNCY n cepeepa NPUNOKEHNUN;

— MHbOPMaALMIO O MOBUABHBIX NpuaokeHuax (M), push-yBegomaeHMa KOTOPbIX

TpebyeTca nepenaBaTtb C cepBepa NPUAOKEHUI Ha MY,
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— MHGOPMALMIO O KOHTAKTHbIX NLAX.

Cepsep npunoxkerHnin MCY npeacraBnseT cobon COBOKYNHOCTb BED-NPUNOKEHNN,
no3BonAWMX XpaHnTb B bl 1 npegoctaBnaTb cybbektam goctyna MMNO nHPopmaumto o
NPOeKTax, a TaKXKe peanmsyeT O@YyHKUMOHAN A0CTaBKM push-ysegomnennn apo MY
nocpeacTBOM tcp-cepsepa.

MCY npeaHa3HayeHa Ana obecneyeHms:

— [A0CTaBKkM push-yBegomneHnin go MY;

— yNpaBAeHMA KM3HEHHbIM UMKAOM NpoekToB (Aob6aBneHWe, HACTpoMKa U
yaaneHue);

— NpeaocTaBAeHNA NONb30BATENAM A0CTYNa K nHTepdency MCY.
1.1.6. Noacuctema obHosneHua OC

MOOC coCcTonUT M3 Cneayowero KOMMNoOHeHTa:

— Cepsep npunoxenHui NOOC.

Cepsep NPUNOKEHNM MoOC npeacrasnaer  cobon COBOKYMHOCTb
BeO-NPUNOKEHNI, NO3BONAKOLWMX XPaHUTb B B/ 1 NpeaocTaBaATb MHPOPMALIMIO M agpeca
XpaHeHMA nakeToB 3arpy3o4Horo moaynaa OC.

[na xpaHeHua n auctpmbyumm naketoB OC npumeHaeTca GainoBbl cepBep,
pa3BepHyTbIM C MCNONb30BaHNEM Nginx.

MOOC npeaHasHavyeHa A1a obecneyeHms:

— npepocTaBneHna nHpopmaumm o naketax OC;

— ynpasneHua anctpmndyumen naketos OC.

1.2. CybbekTbl 40OCTYNa M NpaBa Ha A0CTyn K nHTepdeicam MMoO

1.2.1. CybbekTtbl goctyna (poaum) MNMoO

Cybbektamm aocTyna asnatoTca nonb3osaTtenu MMO mn npoueccbl 6e3 yyactus
no/ib3oBaTesieil, NpyM 3TOM CyObekTam A0CTyna MOMKeT ObiTb HasHadyeHa oJHa WK

HECKO/IbKO po/iel, NO3BOMAOLWMX BbINONHATL CAeayolme 4enCcTBUA:
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— AOMWHUCTPATOP VYYETHbIX 3anuce — YNpaBAATb YYETHbIMW  3AMUCAMM
nonb3oBaTenen (Hannume ponn 0b6s3aTeNnbHO);

— OnepaTop ayanTa — paboTaTb C *KypPHA/OM PerncTpaumm codbiTnia;

— AamuHucTpatop AsBpopa MapkeTa —ynpasnaTe [TM yepes nHtepdec MNMo;

— Pa3paboTumk — no6aBAATb HOBblE, OOHOBAATb PaHeEe 3arpyKeHHble KNNEeHTCKMne
NPUNOMKEHNA M NOAYYaTb MHOOPMALMIO O HUX;

— PepnakTop nNpUAOXKeHUN — OOHOBAATbL M NOAyYaTb MHPOPMALMIO O paHee
3arpy*KEHHbIX KAMEHTCKUX MPUNOKEHUSAX;

— Monb3oBaTens Aspopa MapkeTa — 3arpyaTb KAMEHTCKME MNPUIOKEHUA W
noay4aTb MHGOPMALMIO O HUX;

— AamuuHucTpatop Mnatdopmbl ynpasneHua — ynpaBaatb 1Y yepes nHtepdenc
Mno;

— KnueHtckoe npunoxeHue «ABpopa LULeHTp» (npouecc 6e3  yyacTus
nonb3oBaTenen) — HazHaA4YaeTCa YYeTHbIM 3annMCAM KAMEHTCKOro NPUAOXKEHMA «ABpopa
LleHTp»;

— AAMUHUCTPATOP TeHAHTOB — ynpaBaaTb MYT yepes nHtepdeinc MMo;

— AamunHuctpatop CepBuca yBeAOMAEHUMA - YNPaABAATb KM3HEHHbIM LMKIOM
NPOEKTOB;

— MobunbHoe npunoxeHue (npouecc 6e3 yyactTa nonb3osaTenen) — noayyaTb
push-yBegomneHmus;

— CepBep MPUNOXKEHUN — Ha3HAYaeTCsA CepBepam MPUIOKEHUM ANA Nepesaydn

push-yBegomneHunin Ha Cepsep npunoxenmin MNCy.
1.2.2. MpaBa Ha goctyn K nHtepderncam MMO

MpaBa Ha AOCTYN K COOTBETCTBYOLMM pa3aenam nHtepdeica MMNO npuseaeHsl B

Tabnamue (Tabamua 1).
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Tabnnua 1

UHTepdeitc NNO

[paBa Ha goctyn

Pasgen MNoapasgen

MNoacuctema

KoHconb/CybbeKT goctyna

MynbTUTEHAHT | TeHaHTbI

MyT

KoHconb agmuHucTpaTtopa Ny T
AAMWHUCTPATOP TEHAHTOB

OpraHmsaumnm

MyT

KoHconb aamuHucTpaTopa MNyT
AOMUHUCTPATOP TEHAHTOB

MOHWUTOPUHT NHamKaTopbl

[y

KoHconb agMmuHucTpaTopa Iy
AammHunctpatop Mnatdopmsl
ynpas/ieHnA

Ayant

Mb

KoHconb agmuHucTpaTopa b
OnepaTop ayamuTa

YnpasneHune YcTpolicTBa

[y

KoHconb agMmunHmucTpaTtopa (1Y
AamunHuctpatop MNnatdopmbl
ynpasneHua

Nonb3oBaTenu

[y

KoHconb agmuHucTpaTopa Iy
AamumHucTpatop Mnatdopmsl
ynpasneHua

[MoANTUKHU

[y

KoHconb agMmuHmucTpaTtopa (1Y
AamumHucTpatop Mnatdopmsl
ynpasneHusa

CueHapum

[y

KoHconb agmunHucTpaTtopa (1Y
AamunHuctpatop MNaatdopmbl
ynpaBaeHua

[MpnnoxKeHnA

HY

KoHcosb agmunHuctpatopa M
AamuHuctpaTtop Aspopa MapkeTa

BUTPUHBI

HY

KoHconb agmuHucTpaTtopa [N
AamnHunctpaTtop Aspopa MapkeTta

CBA3KU Kaouen

MM

KoHcosb agmuHuctpatopa MM
AamuHuctpaTtop Aspopa MapkeTa

AOMUHUCTPUPO | YYeTHble 3anmcu

BaHWe

b

KoHconb agmunHuctpaTopa b
ALMUHNCTPATOP YYETHbIX 3anmcem

Hactpolkn

ny

KoHconb agamuHucTpaTtopa My
AamunHuctpatop MNaatdopmbl
ynpaB/ieHnA

Opr. CTpPyKTypa

ny

KoHconb agamuHucTpaTopa Iy
AamumHucTpatop Mnatdopmsl
ynpas/ieHNA

Bepcumn OC

MM

KoHconb agMmuHucTpaTtopa [N
AamuHuctpaTtop Aspopa MapkeTa
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NHTepdenc NMNO Mpasa Ha gocTyn
Pasgen MNoapasgen MNoacuctema KoHconb/CybbeKT goctyna

KoHconb pa3paboTymka MMM MM KoHconb pa3paboTymka MMM
Pa3paboTumk, Pepaktop
NPUNOXKEHWUI

[MpoeKTbl Mcy KoHconb aamuHuctpaTtopa MNCy
AamnHunctpatop Cepsuca
yBEeAOMNEHNM

MIT «ABpopa MapkeT» WY [Nonb3osaTesib ABpopa MapKeTa

MI1 «ABpopa LleHTp» [y [Npouecc MIT «ABpopa LleHTp»

MpunoxeHne «ABpopa MapkeT» MM lNonb3osaTesib ABpopa MapKeTa

nna OC cemenctsa Linux

MpnnoxkeHne «Aspopa LleHTp» [y [Mpouecc KNMEHTCKOTO NPUIOKEHUA

nna OC cemenctsa Linux «ABpopa LeHTp»

1.3. OnucaHue npuHumnos 6esonacHom paboTbl cpeacTsa

1.3.1. Obuwan nHPpopmaums

MMNO peanunsyeT cneaytoume GyHKUMM Be3onacHOCTH:

— NAEHTUPUKAUMA M ayTeEHTUPMKaLMA cyObeKToB 40CTyNa M 0O6bEeKTOB A40CTYNa;

— ynpaB/aeHne AOCTyNnom cybbeKToB A0CTyNa K 0bbeKkTam 40CTyna;

— peructpauma cobbiTmii 6esonacHocTy.

Mpu ncnonbzoBaHum MMNO HeobXoANMMO BbINOAHEHWE CAEAYOWMX MEP NO 3almuTe
MHDOPMALMN OT HECAHKLIMOHMPOBaHHOTO gocTtyna (HCA):

— cobntoaeHne NnapoabHOM NONNTUKMK;

— cobntoaeHne TpeboBaHMA, COrNacHO KOTOPOMY Naposib He A0/KEH BKAOYATb B
ceba Nerko BblYMCAAEMbIE COYETAHMA CUMBO/IOB;

— OTCYTCTBME Yy NONb30BaTeNA NpPaBa nepesadn AMYHOro Napona TPETbUM NLAM;

— 00A3aHHOCTb NO/b30BaTENA MPU BBOAE MAPONA UCKAOYUTb BO3MOXKHOCTb €ro
nepexsaTa TPETbMMU NNLAMM U TEXHUYECKMMM CPEACTBAMM.

Mpw akcnayataumm MMO 3anpeuwaeTca:

— OCTaBNATb Be3 KOHTPOA He3ab/0KMPOBaAHHbIE NMPOrpamMmMHble cpeacTBa u/mnm

rno;
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— pasrnawaTtb naponu, BbIBOAWUTb MAPOAW Ha AUCMAEN, NMPUHTEP WAWU UHblE

cpeacTBa oTobpaxKeHUs MHPopmaLmn.
1.3.2. KomnpomeTauma naposen

Moa KomnpomeTaumen naponen HeobxoaMMo NOHNUMATb CaeaytolLee:

— QU3NYECKYIO YTPaTy HOCUTENA C NAaPOIbHON MHPOPMaLMeN;

— nepenavy NAEHTUPUKALMOHHON MHGOPMALMM NO OTKPLITbIM KaHanam CBA3N;

— nepexBaT Napons Npu pacnpeaeneHnm NaeHTMPUKATOPOB;

— CO3HaTeNbHYy nepeaady MHGoOPMaUMm TPETbUM ANLLAM.

MPUMEYAHUE. T[Mpm  KOomnNpomeTaumu  napond  noab3oBaTenb  06A3aH

He3ameanTeNbHO ONOBECTUTb AAMUHUCTPATOPA YYETHbLIX 3anucen.

1.3.3. OnucaHmMe napameTpoB (HacTpoek) Ge3omnacHOCTM CcpeacTBa, AOCTYMHbIX

I-(aH(,ﬂOVI poan I'IO/'Ib3OBaTeerVI, N nx 6e3onacHble 3HaYeHus

HacTponku napameTpos 6e3zonacHoct MMNO AOCTyMNHbI TONIbKO MNO/b30BATENAM C
PONbID AAMMHUCTPATOP YYETHbIX 3aMMUCEN W 3aKAHYAKOTCA B BO3MOXKHOCTM YNpaBAeHUA
ponamun nonbzosatenen MMO.

MNonb3osaTtenam MNMNO AONXKHbI Ha3HAYaTbCA MUHUMA/IbHbIE NPaBa U NPUBUIETUN,

HeobxoaAMMble 414 BbINOAHEHMUA UMUK CBOUX AONHKHOCTHbIX 06A3aHHOCTEN (DYHKLMNA).
1.4. YchoBuA BbINONHEHMA

MPUMEYAHUE. Onsa paboTbl nonb3oBatenent ¢ nHtepdericom MMNO HeobxoamMmo
BbIMO/IHEHME CAeayOWMX YCAOBUI:

- Hannume Beb-bpay3epa C noagdepxkon TexHonormm: TLS, CSS3, HTMLS,
ECMAScript 5 n Cookie. PekomeHayeTca ncnons3oBatb Beb-bpaysep Chrome sepcum 90
WY BblLUE;

- paspelleHne aKkpaHa MoHUTOpa He meHee 1280x960 px.
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Ona

bYHKUMOHMPOBaAHMA

Mno

HeobxoaMMbl

noapasaene NporpaMmmMHO-TEXHMYECKME CPeaCTBa.

OMMnCaHHblE

B

HacToALEeM

B Ttabnunue (Tabnmua 2) npuBeaeHbl annapaTHble XapaKTePUCTUMKM CEpPBEPOB

npunoxexHun MMo.

Tabnuua 2
MapameTp Konnuectso ycTpomcts
10000 50 000 100 000 275000 550 000
MNpoueccop 2 aapa 3 aapa 4 agpa 10 apep 10 apep
Ob6bem onepaTMBHOM 4TBb 5Tb 6B 8Tb 8B
NamATH
Obbem »KecTKoro Amcka HDD HDD HDD HDD HDD
60 b 80Tb 110TH 130Th 160 b
KonunyecTtso cepBepos 3 3 3 3 6

B tabauue (Tabnuua 3) npuseaeHbl annapaTHble xapakTepucTukn cepsepos b3

Tabnuua 3
Koanuectso ycTponcts
NapameTp |-|1§ %?\(/I) nSé) %0,\3 ;%O r?&o 275000 550000
ny ny ny Nne MM, Ny 1) MM, ny

Mpoueccop 2 aapa 5anep |6Aanep|3aapa|8anep | 4aapa |16 agep
Ob6bem onepaTMBHOM 4T1b 61b 8T1b 1276 | 1216 24 Thb 24 Th
NamAaTn
Obbem ¥KecTKoro SSD SSD SSD SSD SSD SSD SSD
AMCKa 700 Tb 3,5Tb 776 |11.6Tb| 7.7Tb | 23.2T6 |15.4Tb
KonunyecTtso cepBepos 1 1 1 1 1 1 1

MPUMEYAHUE. [ins obecneyeHmMs OTKA30yCTOMUYMBOCTM Heobxoammo A06aBuUTb

MUHUMYM 1 cepBep ¢ penaunkon b/l (pesepsHbit cepsep bA).

[Ona 3anycka MMNO mn CYB/[ Ha 1 cepBepe TpebytoTca cneaytolme MUHUMAbHbIE

arnnapaTHble XapaKTeEPUCTUKN:!

— 2 Aapa npoueccopa;

3 B Tabnuue He y4uMTbiBaAOTCA pe3epBHble cepsepbl B, HeobxoAumble A8 CO34aHMA OTKa30yCTOMYMBOM

KOoHbUIrypaumm.
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— 4 Tb onepaTMBHOM NaMATK;

— 50 b cBOHOAHOrO MecTa Ha eCTKOM AMNCKe.,

[aHHyto KOHOUrypaumio peKkoMeHayeTca MCMo/b30BaTb A/ O3HAKOMIEHUA C

dyHKUMoHanom TMO M MHbIX Ccay4vasx,

NnNPOnN3BOAMNTENBHOCTWN.

roe He npeabABaAroTCA Tpe6OBaHl/IF| K

B tabnuue (Tabnnua 4) npuBeaeHbl NPOrpamMHbIE XapPaKTEPUCTUKMU CEPBEPOB

npunoxkernunm Mo.

Tabnuua 4
MapameTp 3HayeHue NHbopmauma o AMuLeH3um

OnepaumoHHas CentOS Bepcuu 7 nnu Bbllle GNU General Public License,
cucrtema version 2

Anbt 8 CI1 Kommepueckan

PEAOC7.3

(cepTMdULMPOBAHHbIN)

PEO OC7.3

Astra Linux Special Edition 1.7

(CMmoneHck)
BanaHcMpoBLIMK Nginx Web Server Bepcun 1.22.0 | 2-clause BSD-like license
MWKPOCEPBMCOB AN Bblle
Cuctema Consul Bepcmn 1.15.3 nnu Bbllwe Mozilla Public License,
0bHapyKeHuna version 2.0
cepBucos
Cpeactso Consul Template Bepcum 0.25.1 Mozilla Public License,
ynpas/ieHns WN Bbllle version 2.0
KOHPUTIypaumamm
MWKPOCEPBMCOB
Cepsuc Nats Streaming Server sepcuu Apache License, version 2.0
rapaHTMPOBAHHOM 0.25.1 nnu Bobiwe
[OCTaBKM
coobOLLEeHMH
[MpnknagHoe Mro «Aspopa LeHTp» Kommepueckan
nporpammHoe
obecneyeHue
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O

B tabnnue (Tabnumua 5) npuBeaeHbl NPOrpaMmmMHble XapakTePUCTUKM cepBepoB B/,

Tabnuua 5
n
MapameTp 3Ha4eHue HbOpMaLK#A 0
JIMUEH3UN
OnepaunoHHas CentOS Bepcun 7 nnu BbliLLe GNU General Public
cucrtema License, version 2
Anbt 8 CI1 KommepueckKasn
PE OC 7.3 (cepTudULUMPOBaHHbIN)
PEO OC 7.3
Astra Linux Special Edition 1.7
(CMoneHcK)
CYb/ Postgres Pro Certified 14.8.2 uan Bbilwe | Kommepyeckan

Postgres Pro Enterprise Certified 13.10.2
WAN Bblle

Postgres Pro Standard 12.15.1 nau
Bbllle

Postgres Pro Standard 13.11.2 nau
BblllE

Postgres Pro Standard 14.8.2 nnu Bbliwe

PostgreSQL 11.20 nau Bblwe

PostgreSQL 12.15 nau Bblwe

PostgreSQL 13.11 nau Bblwe

PostgreSQL 14.8 nau Bbllwe

PostgreSQL License

CYB/[l ana xpaHeHUA
ceccum

Redis Bepcumn 7.0.5 nau Bbliwe

BSD-3-Clause License

PacwwupeHune CYb/
PostgreSQL ana
NapTULMOHMPOBAHMA
Tabnany, b1

PG Partition Manager (pg partman)
Bepcumn 4.6 U Bblilwe

PostgreSQL License

[1aHMpPOBLLMK 33434
ana PostgreSQL

pg_cron Bepcun 1.4 nnn Bbiwe

PostgreSQL License
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B tabnnue (Tabnumua 6) npuBeaeHbl NPOrpPaMMHbIe XapaKTEPUCTUKM YCTPOMCTB.

Tabnuua 6

MNapameTp

3HayeHune

OI'IepaLI,l/IOHHaFI cncTtema

OC Aspopa, OC Android, OC cemeiictBa Linux

MprKnagHoe NpPorpaMmHoe
obecneyeHue

—  KAMEHTCKOEe NpunoxeHne «Aspopa LieHTp»;
—  KIMEHTCKOe npunoxeHue «ABpopa MapkeT»

BapunaHTbl KOHPUrypaumm cpeabl GYHKLUMOHUPOBAHMA, B KOTOPbIX MPOBOANIOCH

TecTupoBaHue MMNO, npuseaeHsl B Tabauue (Tabanua 7).

Tabnuua 7
OC CybA4 C3n HC/,

CentOS-7.6 PostgreSQL 11.20

CentOS-7.6 PostgreSQL 11.20 CneuyanbHoe NnporpammHoe
obecneyenue (CrNO) cpeacts
3aWmTbl MHGopmaumm (C3M1) HCA
«AKKOPA-X K»

CentOS-7.6 PostgreSQL 12.15 CMO C3N HCA «AKkopAa-X K»

Cent0S-7.6 PostgreSQL 13.11

Cent0S-7.7, kernel: 3.10.0-
1062.9.1.el7.x86_64

PostgreSQL 14.8

C3U «Secret Net LSP» Bepcua
1.10.1

Cent0S-7.6 Postgres Pro Standard
12.15.1
Cent0S-7.6 Postgres Pro Standard

14.8.2

AnbT 8 CI1 (Bepcum 8.0)

PostgreSQL 11.14

AnbT 8 CI1 (Bepcumn 8.4)

PostgreSQL 11.14 (13
peno3utopuma OC)

AnbT 8 CI1 (Bepcumn 8.4)

Postgres Pro Standard
12.15.1

AnbT 8 CI1 (Bepcumn 8.4)

Postgres Pro Standard
13.11.2

AnbT 8 CI1 (Bepcumn 8.4)

Postgres Pro Certified
(Bepcus sapa postgres:
14.8.2)

AnbT 8 CI1 (Bepcumn 8.4)

Postgres Pro Enterprise

Certified (Bepcua aapa
postgres: 13.10.2)
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0oC

Cyb[

C3UN HCA,

PEL OC 7.3
(cepTMdmUMpPOBaHHbIN)

Postgres Pro Standard
13.11.2

PEON OC 7.3
(cepTndmuUmMpOoBaHHbIN)

Postgres Pro Certified
(Bepcua aapa postgres:
14.8.2)

PEL OC7.3
(cepTMdmUMpPOBaHHbIN)

Postgres Pro Enterprise
Certified (Bepcua aapa
postgres: 13.10.2)

PE/Z1 OC 7.3 PostgreSQL 12.12 (13
peno3untopua OC)
PEO OC7.3 PostgreSQL 13.8 (13
peno3utopuma OC)
PEZ1 OC 7.3 PostgreSQL 14.7 (13
)

peno3ntopma OC

Astra Linux Special Edition
1.7 (CmoneHcK)

PostgreSQL 11.20

Astra Linux Special Edition
1.7 (CMoneHcK)

PostgreSQL 12.15

Astra Linux Special Edition
1.7 (CmoneHcK)

PostgreSQL 13.11

Astra Linux Special Edition
1.7 (CmoneHcK)

PostgreSQL 14.8

Astra Linux Special Edition
1.7 (CMoneHcK)

Postgres Pro Certified
(Bepcua agpa postgres:
14.8.2)

Astra Linux Special Edition
1.7 (CMoneHcK)

Postgres Pro Enterprise
Certified (Bepcua agpa
postgres: 13.10.2)

1.5. BapuaHTbl NOCTaBKMU

MMNO MOMeT MMEeTb HECKONbKO Pas/IMYHbIX KOHOUIypauuini, Npyv 3TOM BapuaHT

MOCTaBKM OMpPenenAeTCA B COOTBETCTBYOLLEM JIMUEH3NOHHOM A0roBsope.

Bo3mokHble BapunaHTbl nocTtaBku MNMO npmuseaeHs! B Tabanue (Tabaumua 8).
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PYKOBOACTBO aAMMHUCTPaATOpPa T
Tabnuua 8
CocraB noacuctem M KOMMNOHEHTOB BapuaHT nocraeki

1 2 3 4 5 6
b + + + + + +
MM + + + + + +
ny + + + + + +
nyT + + +
Mncy + + + + + +
MNooC + + + + + +
KaneHTckme npmunoxkeHna: «Aspopa MapkeT», «Aspopa LleHTp» ana:
OC Aspopa + +
OC Android + +
OC cemencTsa Linux + +

CoCTaB KOMMNEKTa JOKYMEHTOB
noctaskun®:

— «PyKOBOACTBO NoAb30BaTENA

— «PyKOBOACTBO Nob30BaTENA

— «PyKOBOACTBO NoNb30BaTENA

— «PyKOBOACTBO NONb30BaTENA

— K PYI-(OBO,E,CTBO Nnob30BaTeNA

Ha MMO, BXoAALLMIA BO BCE yKa3aHHbIe BapuUaHTbI

.Yactb 1. Noacmnctema 6€30NacCHOCTUY;

. Yactb 2. lNoacuctema « MapkeT»;

. YacTb 3. MNoacucrtema Mnatdpopma ynpaBaeHns»;

. YHacTtb 4. [Nloacmnctema ynpasaeHMA TEHaHTaMM»;

. Yactb 5. Noacmuctema CepBUC yBEAOMNEHUNNY;

— «PykoBoactBo nonb3osaTenda. Yactb 6. MobunbHoe npunoxeHme «ABpopa

MapKeT» A415 onepaunmoHHON cMcTeMbl ABpopa;

— ((PVKOBO,D,CTBO nosib3oBatend. Yactb 7.

LleHTp» ANnA onepaunoHHOM cucTembl ABpopa;

— «PykoBoACTBO Mo/sib30BaTenAa. YacTb 8.
MapKeT» ans onepaunmoHHon cuctembl Androidy;

— «PyI-(OBO,D,CTBO nosb3osatend. Yactb 9.

LleHTp» Ana onepaumoHHoM cuctembl Android»;

MobunbHoe

MobunsbHoe

MobunbHoe

npunaoxeHne

NPUNOXKEHME

npunaoxeHne

«ABpopa

«ABpopa

«ABpopa

* ONOAHUTE/ILHO B COCTaB KOMM/IEKTa AOKYMEHTOB BXOAMUT Gaiin «/IMUEeH3MOHHOe cornalieHne.pdf», ¢ KoTopbim

HeobX0AMMO 03HaKOMUTLCS Nepes Hayanom ncnonsbsosarua MNMO (noapasaen 2.3).
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— «PykosopacTtso nonb3osatena. Hacto 10. lNMpunoxeHne «Aspopa MapkeT» AnA
onepauMoHHbIX CMCTEM ceMencTBa Linuxy;

— «PykoBopacTtso nonb3osatena. Yacte 11. lMpunoxeHune «Aspopa UeHTp» anA
OnepaLMOHHbIX CUCTEM CEMENCTBA Linux»;

— «PyKOBOACTBO aAMUHUCTPATOPAY;

— «PekomeHaaumm nNo pe3epBHOMY KOMMPOBAHUIOY;

— «PykoBoacTBO pa3paboTumka. Moacnuctema CepBuC yBEAOMNEHNNY .
1.6. YKazaHuA no aKkcnayaTtauumm

Mpw akcnayaTtaumm MMO Heobxoammo cobntoaaTb cneaytolme peKoMeHaaUmm:

— NpaBOM AO0CTyNa K cepBepam C ycTaHoBAeHHbIM MMO aomKHbl 0613aaTb AML3,
obecneumBatowme PyHKUMOHMPOBaAHME MHPOPMaLUMOHHON cuctembl (UC), npoweawne
COOTBETCTBYHLLYK MOATOTOBKY, 03HAKOMMBLUMECH C SKCM/yaTaUMOHHON AOKYMEHTaUMeEN
(34) Ha MMNO 1 He paccmaTpuMBatoWMecA B KayecTBe Hapylmtenen mHGoOpMaLMOHHON
6e30nacHOCTU;

— [O/MKHbI  OblTb  NPeayCMOTPEHbI  MEepbl,  WCKAtOYatoLME  BO3MOMKHOCTb
HECAHKLMOHNMPOBAHHOIO M3MEHEHMA annapaTHOM YacTM TEXHMYECKUX CpeacTs, Ha
KOTopbIX ycTaHoBieHo [110;

— [0/IKHa obecneymBaTbCca nepunoamyeckas (He pexke 1 pasa B Mecsl,) NpoBepKa
LEe/IOCTHOCTM NPOrpammMHbIX KomnoHeHTos [110;

— Ha YCTPOMCTBAX M cepBepax C ycTaHoBAeHHbIM 110 A01KHbl ObiTb peann3oBaHbl
Mepbl, MCKAKOYAOLLIME BO3MOKHOCTb MCMOb30BaHMA CPeACTB Pa3paboTKM M OTAaAYMKOB
AN pefakTMPOBaHMA KOAa M ONepaTMBHOM NamATK, ncnonbsyemon MMoO;

— [O/MKHbI  ObITb  obecneyeHbl  Mepbl,  MCKAKOYaAlOWME  BO3MOMKHOCTb
HeCaHKUMOHMPOBAHHOM MoandMKaLMM NPOTrPaMMHbIX M MHOOPMALIMOHHbBIX KOMMOHEHTOB

Mnno;
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— ¢M3MYeCcKMn  OoCTyn K cepBepam C YycTaHoBneHHon CYB[  AokeH
NpefoCTaBAATbCA nmuam, BK/IFOYEHHbIM 3KCNAYyaTUPYIOLLLEN opraHmsaumnen
(onepaTtopom/notpebutenem) MC B nepeyeHb ML, KOTOPble HE PacCMaTpPMBAlOTCA B
KayecTse Hapywmtena nHGopmMaLUMOHHON 6e30MacHOCTY;

— KaHa/Nbl CBA3M, PACNONOXKEHHbIE B Npefeiax KOHTPOAMPYEMOM 30Hbl, AO/IXKHbI
ObITb 3aLLMLULEHBI OPraHM3aLNMOHHO-TEXHUYECKMMM MEPAMMU;

— KaHaNbl CBA3W, PACMNOJIOXKEHHble 33 Npeaenamm KOHTPOAMPYEMOU 30HbI,
[O/KHbI ObITb 3alMLWEHbI C MCMOAB30BAHMEM CPEACTB KPUNTOrpaduUecKom 3alumThbl
MHGopMaLNM;

— OO/KHbI ObITb NPeANnPUHATbI MEPbI MO MEXCETEBOMY 3KPAHUPOBAHMIO.

Mpu akcnayaTaumm MNMO pekomeHAYyeTCA NPUMEHATL CAeayrolne 4ONOIHUTE IbHble
OpraHM3aLUMOHHbIE U TEXHUYECKME MepPbI:

— B npouecce 3kcnayaTaumm [MNO gonxkHo 6ObITb obecnevyeHo perynapHoe
OTCNEXMBAHME HAAMYMA M OCYLLECTBAEHME YCTAaHOBKM 0OHOBAEHMI 6e30nacHOCTU
nporpammHoro obecneveHma (MO), sxoaauiero B cpedy odyHkumoHmpoBaHus MO, B
COOTBETCTBMM C noapasaenom 1.4;

— eXXeMeCAYHO [O/MKEeH NPOoM3BOAMTLCA MOMCK aKTyalbHbIX YA3BMMOCTEN U
ceeaeHnt o6  yassumoctax MMNO  um  cpeapl  OYHKUMOHWMPOBAHWMA,  aHANM3
MOEHTUOUUMPOBAHHbIX YA3BMMOCTEN Ha NpeaMeT BO3SMOMHOCTU UX MCNONAb30BaHNA ANA
HapyLweHna 6e3onacHoCTy;

— B cpege o¢yHKUMOHMpoBaHMa TMO (obuwecuctemHoe [10, yKasaHHOe B
noapasaene 1.4) [o0MKHbI  OblITb  YCTAHOBAEHbI BCe uMMmerowmecA OBHOBNEHMA
6e30MacHOCTN M «NaTYM» ANA AMKBUAAUMMN N3BECTHBIX YA3BMMOCTEN;

— B c/nyvae obHapyxeHua ysassumocTter B 10 MO A0MKHO NPOM3BOANTLCA MX
yCTpaHeHWne B COOTBETCTBMM C MeTod4aMM W npoueaypamu, YCTaHOBEHHbIMM

npeanpuaTnem-paspaboTinKkom;
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— onepaTop C NnepuoanYHocTbio 1 pas B HeAeNto A0KEH NONyYaTb MHOOPMALMIO
0 Bbixoae obHosneHUM MMNO yepe3 cayxKOy TeXHUYECKOM NOAAEPIKKM Npeanpuatma-

n3rotosmTenA.
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2. YCTAHOBKA MNMNO

BHUMAHUE! Aamunuctpatopy/pa3paboTynmky npu KOMMPOBAHMU KOMaHA, W3
HACTOALLEro AOKYMeHTa B ¢opmaTte .pdf HEOoBXOAMMO MPOABAATb BHMMATENbHOCTb M
AONOMIHUTENIbHO MNPOBEPATb Pe3y/ibTaTbl BbIMNONHEHUA COOTBETCTBYHOLWMX KOMaHZA Ha

aKpaHe.
2.1. Obuwaa nupopmauma

YcTtaHoBKa MNMO 1 KoMnoHeHTOB cpeabl PyHKLMOHMpPoBaHMA MNMMO ocyuwecTsaseTca
C NOMOLLbIO CLeHapmneB ycTaHOBKM 1O, BbINOSHAEMbIX Ha YNPaBAAOWEN 3N1EKTPOHHO-
BblYMCAUTENBHON MalMHe (3BM) M HanmMCaHHbIX C MCMNONb30BAHMEM AEeKNAAPaATUBHOTO
A3blKa PasMeTKM ANnA onucaHuAa kKoHourypauui Ansible. CueHapum yctaHosku [0
NO3BONAOT BbIMONHUTL YCTAHOBKY KakK JIOKa/AbHO (BCE KOMMOHEHTbl Ha 1 3BM), Tak 1 ¢

yaaneHHon 3BM (ynpasnatowen 9BM) (PucyHok 1).

Ynpasnawlias 38M

|
[ { 1 1

Cepeep B CepBep NPUNOKEHHH Cepeep NPUNOKEHHI CepBep NPUNOKEHHH
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= ( ny ] ( ny ] ( ny ]
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w
PucyHok 1
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MPUMEYAHUE. VYnpasnsatouwaa 3BM HeobxoauMma TONbKO ANA  YCTAHOBKM,
HaCTPOMKKM 1 ynpasaeHua MNMO n He TpebyeTca ana dyHKUMoHnposaHuma MNMO.

BHUMAHWE! ina yctaHosKM MMO HeobxoanMMo Hanmume ctabuibHOro MHTEPHET-
COeAMHEHNA Ha cepBepax NpUAOXKeHU 1 cepsepax B/, a Takxke Ha ynpasaaowen IBM.

[na yctaHosku MMNO HeEOHBXOAMMO BbIMOAHUTL CAeaytolme AeUCTBUA:

1) Yb6eautbcsa, yTo cobnoaeHbl TpeboBaHMA, NpuBeaeHHble B Noapasaene 1.4;

2) YcTaHoBUTb M HacTpouTb OC Ha cepBepbl MPUAOKEHUMA U cepBepbl bl
(noapasnen 2.2);

3) Pa3BepHyTb M HacTpoUTb ynpasastoLllyto 3BM (noapasgen 2.3);

4) HacTpouTb KOMMNOHEHTbI cpeabl pyHKUMoHMPoBaHKMA MMO (n. 2.4.1);

5) Hactpoutsb MMNO (n. 2.4.2);

6) YCTaHOBUTb KOMMNOHEHTbI cpedbl GyHKUMOHMPoBaHMA MNMO (n. 2.5.1);

7) YctaHosuTb MMO (n. 2.5.2);

8) HacTtpoutb noacuctemsl MMNO (noapasaen 2.8);

9) Mpn HEObXOAMMOCTU BbIMOAHUTL AOMNOJHUTENbHbIE HacTpolku MMNO u ero
cpeabl GyHKUMOHMpPOBaHUA (noapasaen 2.9);

10) MpoBepUTb  KOPPEKTHOCTb  YCTAHOBKM M dyHKUMOHMpOBaHMA [0

(noapasnen 2.10).

2.2. NopaaokK ycTaHOBKM M HacTpomku OC Ha cepBepax NpUNoKeHun u cepsepax b/,

2.2.1. YcTaHOBUTb Ha CepBEPbI NPUNOKEHMN 1 cepBepbl b1 oaHy 13 cneaytoumx OC:

OC CentOS Bepcumn 7, OC PEL OC Bepcum 7.3, OC AnbTt 8 CI mam OC Astra Linux.

BHUMAHUE! TMepen ycrtaHoBko OC  HeobXxoAMMO  O3HAKOMUTbCS  C

TpeboBaHUAMU, NPUBEAEHHBIMW B AOKYMeHTauum Ha C3M HCA.
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OC nonkHa bbITb YCTAaHOBAEHA B MMHUMANbHON KOHPUTypaumm 6e3 rpadpuyeckoro
nHTepdeiica. Ana yctaHoskn OC CentOS Bepcum 7 HeobxoaMMO Mcnonb3oBaTh ISO-06pas,
B Ha3BaHMM KOTOPOro coaeputca «Minimal». Hanpumep, Cent0S-7-x86 64-Minimal-
1810.1iso.

Heobxoammo, 4tobbl HacTponkm cetm OC COOTBETCTBOBA/M  CAeAyOLINM
TpeboBaHNAM:

1) [lnA  OCHOBHOrO  CeTeBOro  WHTepdenca  OO/KEH  MNPMCYTCTBOBATb
KOHOUIYPaLMOHHbIN Gan(bl):

- 0OC CentOS n OC PEO OC Bepcum 7.3: /etc/sysconfig/network-

scripts/ifcfg-<mma wmurepderica>

— OC AnbT 8 CIT:

/etc/net/ifaces/<uma mHTepdeiica>/ipviaddress
/etc/net/ifaces/<mmsa uHTepderca>/ipviroute
/etc/net/ifaces/<mmsa uHTepderica>/options

— OC Astra Linux: /etc/network/interfaces

2) CeTeBol MHTepdenc AONKEH aBTOMATUUYECKM 3anyCcKaTbcA Npu 3arpyske OC.

[lna aToro He0HXO0AMMO:

— B KOHQUrypaumoHHom daine /etc/sysconfig/network-scripts/ifcfg-
<mMmsa  uHTepderica> (ana OC CentOS wam OC PEA OC Bepcun 7.3) wau
/etc/net/ifaces/<uma wmHTepdeiica>/options (ana OC Anbt 8 CI) 3aaaTtb

cneaytowee 3Ha4yeHMe napameTpa ONBOOT:

ONBOOT=yes

— B KOHOUIypaUMOHHbIN $ann /etc/network/interfaces OC Astra Linux

BHECTW CAeaytoLLyto 3aMnuCh:

auto <umMsa umHTepbeMca>

3) MpuoputeTbl B KOHPUIYPaLMOHHOM dalne /etc/nsswitch.conf AOMKHbI

BbIMALAETL CAeAyoWmMM 06pa3om (MNP MCNONb30BaHUM dnsmasq):

hosts: files dns

rae ... - OCTasbHble OMUMKU, ECIU OHU NCNONb3YHOTCS.
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4) Ha ceTeBbix MHTepdencax cepBepoB MNPUAOKEHMA W B A0MKHbI ObITb
HAaCTPOEHbl  CTaTMYecKne ip-agpeca (MCNONb30BaHWE  AMHAMMYECKUX  a[PECcos,
BblaaBaembix No DHCP, He nonyckaeTcs).

2.2.2. NepenTn B y4eTHY 3aMnCb Cynepnosib3oBaTena C MOMOLLbIO KOMaHAbI:

— OC CentOS Bepcuun 7, OC Anbt 8 CI 1 OC PEL OC BEpCHMM 7.3:

su -

— OC Astra Linux:
sudo -1

2.2.3. Hactpoutb penosutopumn (B cnydae ucnonbzoBaHms OC Astra Linux SE
Bepcun 1.7)

[na 3T0ro B KOHOUrypaumoHHOM ¢alne /etc/apt/sources.lis HEobxogMmo
nckntoumnTb CD-ROM 13 cnmcKka AOCTYMHbIX PENO3UTOPUEB, @ TaKKe HAaCTPOUTb AOCTYN K

OCHOBHOMY (main) 1 6a3oBomy (base) peno3utopusam OC:

# deb cdrom: [0S Astra Linux 1.7.0 1.7 x86-64 contrib main non-free
deb http://dl.astralinux.ru/astra/stable/1.7 x86-64/repository-main/
1.7 x86-64 main contrib non-free

deb http://dl.astralinux.ru/astra/stable/1.7 x86-64/repository-base/
1.7 x86-64 main contrib non-free

2.2.4. YcTaHOBMUTb NakeT sudo (B cnydae ncnonb3osaHma OC AnsT 8 Cl1)
[ns 3TOoro He06Xo0AMMO BbIMONHUTL CeaytoLmMe AeUCTBUA:
2.2.4.1. ickntountb CD-ROM M3 cnmMcKka AOCTYMHbIX Peno3nTtopueB C MOMOLLbIO

KOMaHAb!:

apt-repo rm all cdroms

2.2.4.2. O6HoBUTL OC 1 aapo OC c NOMOLLbI0 KOMaHA,:

apt-get update
apt-get dist-upgrade
apt-get update
apt-get dist-upgrade
update-kernel
integalert fix

2.2.4.3. YCTaHOBUTb NaKeT C NMOMOLLbIO sudo KOMaH/bl:

apt-get install sudo
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2.2.5. HazHaunTb nonb3osatenam OC npaBa Ha BbIMNOJIHEHME KOMaHZ OT MMEHM

cynepnosib3oBaTenAd bes BBOJa Napod C NOMOLBbKO KOMaHAbI:

echo "<umMsg noJsib3oBaTesig> ALL=(ALL:ALL) NOPASSWD: ALL"™ | EDITOR="tee -
a" visudo -f /etc/sudoers.d/<mumMa OOJb30BaATENA>

Hanpumep:
echo "omp ALL=(ALL:ALL) NOPASSWD: ALL" | EDITOR="tee -a" visudo -

f /etc/sudoers.d/omp

BHUMAHWE! [lpaBa Ha BbINONHEHWE KOMaHA OT MMEHW Cynepnonb30oBaTens
NOMKHbI ObITb Ha3HayeHbl BCeM Mo/sb3oBaTenaM (Ha ynpasnsatouwen IBM, cepBepax
NPUNOXKEHU K cepBepax b/l), KOTOPbIMK OCYLLECTBAAETCA YCTAaHOBKA KOMMOHEHTOB
cpenpbl pyHKUMoHmpoBaHusa, CYBA m MMO. B npoTMBHOM Cayyae B NpoLLecce YyCTaHOBKM
BO3HWKHYT OLLINOKN.

2.2.6. YcTaHoBUTb KOAMPOBKY UTF-8 C MOMOLLbIO KOMaHAb!:

— OC CentOS Bepcun 7, OC PEA OC Bepcunm 7.3 n OC Astra Linux:

localectl set-locale LANG=en US.UTF-8

— OC AnbT 8 CI:
B KOHOUrypaumoHHoM daine /etc/sysconfig/il8n 3a4aTb caeaytollee

3Ha4YeHne napameTpa LANG:

LANG=en US.UTF-8

2.2.7. 3a4aTb MUMA XOCTa C MOMOLLbI KOMaHAbI:

hostnamectl set-hostname "wmMa xocTa.umMa momeHa"

BHUMAHME! Mpn 3apaHnM MMeHM xocTa 06583aTeNbHO A01KHO ObITb 334aHO UMS

[lOMEeHa, KOTopoe OTAeNseTca ToOYKon. Hanpumep:

hostnamectl set-hostname ocs-app.local

2.2.8. B HacTpoiKkax DNS-cepsepa nnam ¢ainax /etc/hosts yKkazaTb MMEHa XOCTOB

(hostname) M NOAHbIE UMEHA IOMEHOB (FQDN) BCEX CEpPBEPOB KnacTepa:

"ip-agpec" "umMmA xocTa.umMA pgoMmeHa'"
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Hanpumep (B dalne /etc/hosts):

192.168.0.108 ocs-app.local

2.2.9. 3apaTb agpeca DNS-cepBeposB:
Apnpeca DNS-cepBepoB 3apatotca B danne /etc/resolv.conf B Cledylolem

dopmare:

nameserver "ip-anpec"

Hanpumep:

nameserver 192.168.0.1

MPUMEYAHWNE. B cnyyae oTcyTCcTBMA daina /etc/resolv.conf HEOHBXOAMMO €ro
co3gaTb.

2.2.10. HacTponTb MapLlpyT Mo yMOAN4YaHuio (default gateway) 4epe3 lan
MHTepdENC B COOTBETCTBMN C AOKyMeHTaumen Ha OC.,

2.2.11. 3apaTb TekyLime AaTy 1 Bpema C NOMOLLbIO KOMaHAb!:

date -s 'YYYY-MM-DD HH:MI:SS'

Hanpumep:

date -s '2021-03-31 12:34:56"

2.2.12. MNepe3sarpy3unTtb ynpasaatouyo IBM 1 cepsepbl C MOMOLLbIO KOMaHAb!:

reboot

2.3. Nopaaok pa3BepTbiBaHUA U HACTPOMKKU ynpasaaowen 3BM

BHUMAHWE! Tlepen pa3sepTbiBAHMEM W HACTPOMKOW ynpasaawouwen 3ISBM
HeobxoaMMO NPOM3BECTM YCTAHOBKY W HacTpohky OC Ha cepBepax MNPUAOKEHUA W
cepBepax b/l B COOTBETCTBUM C NnoApa3aesiom 2.2.

[lnAa pa3BepTbiBaHWA M HACTPOMKK ynpasadaowen 3BM HeobxoaMmMo BbINOAHUTb
cnepyrowme AeNCTBUA:

2.3.1. YcTaHOBUTb Ha ynpasaatowyto IBM ogHy mn3 cneaytouwmx OC: OC CentOS
Bepcum 7.9.2009, OC Anbt 8 CI1, OC Ubuntu 20.04 nnn OC Astra Linux SE Bepcun 1.7.
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Ynpasnatowas IBM moxeT ObiTb pa3BepHyTa Kak Ha oTaenbHon 3BM, Tak 1 Ha
cepsepe npuaoxeHun MMo.

2.3.2. HacTpouTb ceTeBoe B3ammoaencTBue ynpasaatwouwen IBM ¢ cepBepamu
NPUIOXKEHWI N cepBepamm b/,

HacTpoiKka ceTu Ha ynpasndatouwen IBM ocyuectsnaeTca B COOTBETCTBUM ¢ 3/ Ha
OC.

2.3.3. Hactpoutb penosutopun (B caydae wmcnonb3oBaHma OC Astra Linux SE

Bepcum 1.7)

[na 3T0ro B KOHOUrypaumoHHOM ¢alne /etc/apt/sources.lis HeobxogMmo

nckNtounTb CD-ROM 13 cnmncKka AOCTYMNHbLIX PENO3UTOPUEB, @ TaKXKe HACTPOUTb A4OCTYN K

OCHOBHOMY (main) 1 6a3oBoMy (base) peno3utopuam OC:

# deb cdrom: [0S Astra Linux 1.7.0 1.7 x86-64 contrib main non-free
deb http://dl.astralinux.ru/astra/stable/1.7 x86-64/repository-main/
1.7 x86-64 main contrib non-free

deb http://dl.astralinux.ru/astra/stable/1.7 x86-64/repository-base/
1.7 x86-64 main contrib non-free

2.3.4. C nomoubto nocnenoBaTe/ibHOro BbIMNO/IHEHMA KOMaHA YCTAaHOBUTb Ha
ynpasnatowen 3BM cneaytouime nakeTbl:

— OC CentOS Bepcun 7.9.2009 (ynpasnatowas 3BM):

sudo yum -y install epel-release-7

sudo yum -y install jg-1.6

sudo yum -y install sed-4.2.2

sudo yum -y install coreutils-8.22

sudo yum -y install rsync-3.1.2

curl https://bootstrap.pypa.io/pip/2.7/get-pip.py | sudo python
sudo python -m pip install wheel==0.37.1

sudo python -m pip install ansible==2.9.27

sudo python -m pip install yamllint==1.%*

— OC AnbT 8 CI (ynpasnatowas IBM):

sudo apt-get -y install jg

sudo apt-get -y install coreutils

sudo apt-get -y install rsync

curl https://bootstrap.pypa.io/pip/2.7/get-pip.py | sudo python
sudo python -m pip install PyYAML==5.4.1

sudo python -m pip install pycparser==2.21

sudo python -m pip install MarkupSafe==1.1.1

sudo python -m pip install jinja2==2.11.3
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install
install
install
install
install
install
install

sudo
sudo
sudo
sudo
sudo
sudo
sudo

python
python
python
python
python
python
python

pip
pip
pip
pip
pip
pip
pip

enum34==1.1.10
six==1.16.0
ipaddress~=1.0.0
cffi==1.15.0
cryptography==3.3.2
ansible==2.9.27
yamllint==1.%*

— OC PE[ OC (ynpasnatowas 3BM):

install
install
install
install
install
yum -y install cargo

yum -y install openssl
https://bootstrap.pypa
python3 -m pip install
python3 pip install
python3 pip install
python3 pip install
python3 pip install
python3 pip install
python3 pip install
python3 pip install

sudo
sudo
sudo
sudo
sudo
sudo
sudo
curl
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo

yum
yum
yum
yum
yum

expect
gcc
python3
libffi-
rust

-y
Y
Y
-y
Y

-devel
devel

—-devel
io/get-pip.py |
pycparser==2.21
cffi==1.15.0
cryptography==36.0.2
MarkupSafe==2.1.1
Jinja2==3.1.1
PyYAML==6.0
ansible==2.9.27
yamllint==1.*

sudo python3

— OC Ubuntu 20.04 (ynpasnsatowas 3BM):

sudo
sudo
sudo
sudo
sudo
curl
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo

apt
apt
apt
apt
apt

update

-y install
-y install
-y install
-y install

Jja

sed
coreuti
rsync

install
install
install
install
install
install
install
install

python3 -m
python3
python3
python3
python3
python3
python3
python3

pip
pip
pip
pip
pip
pip
pip

-m pip

https://bootstrap.pypa.

1s

io/get-pip.py | sudo python3
MarkupSafe==2.1.1
jinjaz2==3.1.1

PyYAML==6.0
cryptography==36.0.2
cffi==1.15.0

pycparser==2.21
ansible==2.9.27
yamllint==1.%*

apt install python-is-python3

— OC Ubuntu 22.04 (ynpasnstowas 9BM):

sudo
sudo
sudo
sudo
sudo
curl

apt
apt
apt

update

-y install
-y install
apt -y install coreuti
apt -y install rsync
https://bootstrap.pypa

ja
sed

1s

.io/get-pip.py | sudo python3
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sudo python3 -m pip install MarkupSafe==2.1.1
sudo python3 -m pip install jinjaz2==3.1.1
sudo python3 -m pip install PyYAML==6.0
sudo python3 -m pip install cryptography==36.0.2
sudo python3 -m pip install cffi==1.15.0
sudo python3 -m pip install pycparser==2.21
sudo python3 -m pip install ansible==2.9.27
sudo python3 -m pip install yamllint==1.*
sudo apt install python-is-python3

— OC Astra Linux (ynpasnatouwas 3BM):
sudo apt update
sudo apt -y install jg
sudo apt -y install coreutils
sudo apt -y install rsync
sudo apt -y install libffi-dev
sudo apt -y install libssl-dev
sudo apt install python3-distutils
curl https://bootstrap.pypa.io/get-pip.py | sudo python3
sudo python3 -m pip install PyYAML==5.3.1
sudo python3 -m pip install pycparser==2.21
sudo python3 -m pip install MarkupSafe==1.1.1
sudo python3 -m pip install jinja2==2.11.3
sudo python3 -m pip install enum34==1.1.10
sudo python3 -m pip install six==1.16.0
sudo python3 -m pip install ipaddress==1.0.23
sudo python3 -m pip install cffi==1.15.1
sudo python3 -m pip install cryptography==3.2.1
sudo python3 -m pip install ansible==2.9.27
sudo python3 -m pip install yamllint==1.%*

2.3.5. Hactpoutb

SSH poctyn ynpasaatouwen 3BM K cepBepam MPUAOKEHUI ©

cepsepam B/l (garke B cnydae, Korga ynpasaaiowaa 9BM u cepsepbl yCTaHOB/EHb! Ha

1 3BM):

— chopMMPOBaATbL KIKOUYEBYIO Napy Ha yNpPaBAAOLLIEM CepBepe:

ssh-keygen -t rsa -b 4096

— CKOMMPOBATb OTKPbITbIM KAtOY Ha cepBep NPUAOKeHU 1 B:

ssh-copy-id <mmMmsa nosb30BaTeNa>@<CcepBep NIPUIIOXEHMI>
ssh-copy-id <mMmsa nosb30BaTensa>@<cepmep BI>

— MPOBEPUTbL AOCTYN C YNPaBAAOLULEN MALLMHbI HA CePBEPbI NPUAOKeHU 1 B no

SSH Knto4dy (Mpy BLINOAHEHMM KOMaH/, HUXKE BBOA Napoas He Ao/xeH TpeboBaTbes):

ssh <umsa nonbp3oBaTesna>(@<cepBep NPUIIOXESHMS>
ssh <umsa nojb30BaTesnsa>@d<ceprep B>
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MPUMEYAHUE. Ynpasnatowme KomaHAabl, PopMmnpyemble CLEHAPMAMM YCTAHOBKM
Mo, nepenatoTca C UCNOb30BAHNEM NPOTOKO/1a SSH.

2.3.6. Co3aatb Ha ynpasaatouwen IBM oTaenbHbIM KaTaaor M CKOMMPOBATb B HErO
KaTanor /server, Haxoadawmmca Ha DVD c MMO.

2.3.7. MepenTn B KaTanor /server C MOMOLLbIO KOMaH/bI:

cd <nyThb K KaTaJoTy sServer>

2.3.8.3anycTuTb installer-ac.sh (MM installer-ac-mt.sh’) C MOMOLLbIO

KOMaHAbl:

bash installer-ac.sh
MJin
bash installer-ac-mt.sh

2.3.9. O3HakomuUTbCA C «JIMLEH3MOHHbBIM COrlIalleHNEM» U MPUHATD ero.

[Ons  Toro, u4Ttobbl MNpPUHATH «JIMUEH3UOHHOEe cornawenue» (PucyHok 2),
HeobxoAMMOo nocse Bonpoca «Bbl NpuHMMaeTe yCaoBMA NULLeH3MM (y/n)?» BBECTU «y», B
pe3ynbTaTe 4yero B Katanore ¢ ¢aom installer-ac.sh OyaeT co3gaH KaTanor

install-<Bepcua MIIO>. Hanpumep, /install-release-v3.1.1.

°> HassaHwue dalina 3aBMCUT OT BapuaHTa noctasku MMNO.
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[omp@ocs—app ~]% ./installer_ac.sh
NMUEH3WOHHOE COrNAMEHWE C KOHEYHLIM NMONbL30BATENEM

BAXHO! NEPEQ WCNONb30BAHWEM NPOrPAMMHOrO0 OBECMEYEHWA, K KOTOPOMY MPWNACAETCA OAHHOE NWUEH3WOHHOE COrNAWE
HWE C KOHEYHHM NONb30OBATENEM (OANEE NO TEKCTY — «NMUEH3WOHHOE COFMAWEHWE=), NOXANYWCTA, BHMMATENBHO NPOY
WTANTE HWXECNEOYHWWE YCNOBWA. ECNW Bbl HE COrMNAWAETECE C YCNOBWAMK HACTOAWErO NWUEH3WOHHOrO COrNAWLEHWA, T
0 Bbl HE WMMEETE NMPABA WCNONbL30BATE NPOrPAMMHOE OBECNEYEHWE B KAKWX-NWED LENAX.

1. OMPEOENEHWA

«Mpasoobnapatens» — oBWecTEO C OrpaHUM4eHHOR OTBETCTEEHHOCTbW «0TKpeiTaa MobWnbHaa nnatoopMar (000 «0TKpPLIT

aAa MobuneHaA nnaToopMax), 420500, Pecnybnuka TatapcTadH, BepxHeycnoHckul padod, r. WHHonondc, yn. YHWUBEpC

WTeTCKan, 0. 7, oouc 59, OMPH 1161690087020.

«M0» — npuknagHoe nporpaMdHoe ofecneqeHue «Aeppopa UeHTp» (NN0 «Aepopa UeHTp»), cocToAuWee M3 Clefywuux no
ACHCTEeM: NpUKNagHoro nporpadMHoro obecnededun «Aepopa UedTp: MnatoopMa ynpaenenuax (MN0 «Aepopa Uewtp: N

naToopMa YNpaeneHWA» ), MPUKNagHOro nNporpaddHoro obecnedeHun «Aepopa UeHTp: Mapket= (MN0 «Aepopa Uentp: M
apkeT») W Cepeuca yeBegoMneHWid Aepopa, nogpofHoe onMcaHue OYHKUMOHaNbHHX BO3MOXMHOCTER KOTOpPOro CoOAepKaTch
B [okyMeHTauuu. [daHHoe JIWUEH3WOHHOE COornaweHwe NpUMeHAeTCA Kak K (N0 «Appopa UeHTp», BRAWYawweMy B cebs
BCE MNEepe4YUCNeHHble Bhle NOJCUCTEeMbl, Tak M K Ka®pod NofgcMcTeMe B OTOENbHOCTW BHE 23BMCUMOCTH OT KOMNAEKTH
OCTH.

«[JOKyMEHTaUWA» — OTHOoCAWMecA K M0 conpoBofguTentHule MaTepWans, B TOM 4Mcne PYKOBOACTEO MO YCTAHOBKE W Hac
Tpoike, PykoeopgcTeo MNoNb30BaTenA, PyKoBOACTEC AOMMHWCTPaTOPa, KOTOpwe NpuHapgnexaT Npascobnapgatenw.
«YCTpoRCTEO®» — 3TO annapaTHad cucTeMa (OM3MH4ecKas MNW BUPTYanbHaA ) CO BCTPOEHHBIM 2aNOMUHaKWMM ycTpolcTEO
M, Ha KOTOPBIX MO#eT BeiTe 2anyweHo MO.

«llpaBa Ha MHTENNeKkTyanbHyw COBCTBEHHOCTh®» — BCE MPaBa Ha UHTENNEeKTyankHYW W NPOMBIWIEHHYK CcoBCTBEHHOCTL,
BKNW4Y4aA NpaBa Ha W3oBpeTeHWA, OTKPBITUA W NaTeHTw Ha W3obpeTeHWA, BKAKYAA 2aABKKM Ha BLIfGa4Yy NaTEeHTOB W nep
el3faHHbie NMaTeHThl, MOBTOPHLIE 33ABKM WNA 33ABKW B ﬂpononmeume M 4acTWU4HbIE NPOJONKEeHWA, aBTOPCKWE Npaea; o
Bpaz3ubl W NpoMbiWeHHsle oBpazubl; TOB3pHbBIE 3HaKW, 3HaKW ob6CNy®UBaHWA, OQOpMNEHWMEe TOBapa W NPaEa Ha aHanorud
Hble OBBeKThl; CeKpeTsl NMPOW3BOACTBA (HOY-Xay), KOMMEpHEeCKY®w TalHy W KOHOMOSHUWaNbHYKW WHOOPMAaUWK; Npaga Ha
TOMNONOrWKW WHTErpantHLX MUKPOCXEeM W NpaBa Ha 0oTowabnoHel; M APYrUe WCKNWYWTenbHele Npaega.

«[IM4EH3WOHHOE COrRaleHWe» — npefocTagnAeMoe Bam MNpascobnagaTensM OrpaHM4eHHOe NPaB0 Ha WCNONbL30BEHME OYH
KUMOHanbHocTH MO Ha YCNOBWAX NPocTol (HEeUMCKNWYUTensHol ) NUUEeH3MKM B COOTBETCTEMM C YCNOBMAMM HacToAwero JI
MUEH3UOHHOT O COrMNaleHus .

«KoHe4yHbId nonb3cBatenb» — nwboe wpupuyeckoe nuuo (opradHu3auwa), kotopoe npuobpeno MO gnAa coBCTBEHHOro MC
NoNbL30BaHMA W He ONA Npofaxd.

«[lonb20BaTeNb» — QU3WYECKOoe NUUO, HenocpefCcTBeHHO ocylecTERAwwes sKCnAyaTauuw MO0 B uenax v nopapgke, onpe
penAeMoM KOHeYHEM NOMb30BaTeneM.

HacToAwee JIMUEH3IWOHHOE COTNaleHWe ABMNAESTCA WPUOMYECKWM cornawedueM Mmexpy Bamu (panee no TekcTy — KoHeYHbl
i none3ceaTens) W MNpaecobnagatensmM.

PUCyHOK 2

TaKk¥e BO3MOMHO aBTOMATMYECKOE MPUHATUE JULEH3MOHHOIO CornalleHmn
(6e3 BNOKNPOBKK NpoLecca YyCTaHOBKK). B gaHHOM cayyae HEOOXOAMMO O3HAKOMMUTBLCA C
NIMUEH3NOHHbIM cornawennem (dann «J/IMueH3noHHoe cornaweHue.pdfy BxoanT B
KOMMEKT 3KCM/IyaTaluMOHHON AOKYMEHTAUMKM) U NPUHATbL ero. [as aBTOMaTMYecKoro
NPUHATMA NULEH3MOHHOMO COrnaleHmns HeobxoaAMMO Mcnonb3oBaTb $nar --accept-

license:

bash installer-ac.sh --accept-license
VI
bash installer-ac-mt.sh --accept-license

BHMMAHUE! B cnyyae Hecornacms € JIMLUEH3MOHHbBIM  COrflalleHnem

ncnonbzosaHue MNMO 3anpeutaeTca.
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2.4. NopAaaoK HaCTPONKM KOMNOHEHTOB cpeabl yHKUMoHMposaHua MNMO u MNMNO

MPUMEYAHUE. CueHapum YyCTAaHOBKM MO3BONAOT BbIMOAHUTb HACTPOMUKY U
ycTtaHoBKy M0, a TakKe KOMNOHEHTOB cpebl GyHKLUMOHMPOBaHKUA MMO ANs HECKONbKMX
PAa3/INYHbIX OKPYKEHWUI. [opAaOK KOHOUITYPUPOBAHMA M yCTaHOBKK MO ANA HECKONbKMX

OKPY*KeHUn npmnseaeH B n. 2.9.15.
2.4.1. HacTpoinKka KOMNOHEHTOB cpeabl GYHKLUMOHMPOBAHMA

NMPUMEYAHWUE. Mpwn 3agaHmMmM naponen, CEKPEeTOB, TOKEHOB KOMMOHEHTOB Cpebl
byHKUMOHMpoBaHMA MMO AONYCTMMO MCNOAb30BaTb CTPOYHbIE W 3araaBHble NAaTUHCKME
OyKBbl (KMpuAAMUa He JaonyckaeTtcd), umdpbl, a TakXe cneaylowme cneumanbHble

CMMBOJIbI:

~SE* () -=_ ;.

[lns  HacTPOMKM KOMMOHEHTOB cpedbl  YHKUMOHMPOBAHMA HEeobxoammo
BbIMO/IHWTL CAeaytolWme AeNCTBUA:

2.4.1.1. MepeiTn B KaTaNor CO CLEHAaPMUAMM YCTAaHOBKM C MOMOLLbIO KOMaH/bl:

cd install-<Bepcwusa MIO>/install-ac/
VI
cd install-<Bepcus IINO>/install-ac-mt/

Hanpumep:

cd install-release-v4.0.0/install-ac/

MPUMEYAHUE. danbHenlumne aencTBUA NO YCTAaHOBKE M HACTPOMKE KOMMOHEHTOB
cpedbl GpyHKUMoHMpoBaHua MO, a Takxke MO, HeobXoAMMO BbINOAHATL M3 AAHHOTO
KaTanora.

2.4.1.2. B KoHOUrypaumoHHOM ¢akne inventories/hosts.yml 3adaTb adpeca
cepBepoB (MMeHa XOCTOB), Ha KOTOpble OyayT YCTAHOBAEHbl KOMMOHEHTbI cpespbl
dyHKUMOHMpoBaHua MMNO.

OnucaHMe nopsaaKa  3adaHMA  aApecoB B KOHOUrypauyMoHHom  dainne

inventories/hosts.yml npmsegeHo 8 n. 2.9.13.
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[ns oTobpaxkeHuna aagpeca IBM HeobxoaMMO BbINOSHUTL KOMaHAY:

hostname

Mpumepbl $annoB hosts.yml ANA OAHOHOAOBOM W KNACTEPHOM KoHOUrypaumm
NPUBEAEHbI B KaTanore samples/ac/inventories/ (samples/ac-mt/inventories/).

OnucaHne napameTpoB KOHPUIypauMOHHOro ¢amna inventories/hosts.yml
npuseneHo 8 n. 8.1.1.

2.4.1.3. B KOHOUrypaumoHHOM dalne config/vars/ vars.yml HeobxoaAMmo
3a4aTb MO0 NOMEHATL NPeayCTaHOBAEHHbIE 3HAYEHMA CAeAYOLLMX MAapaMeTPOB:

— napameTpbl nogkntoueHna noacuctem MMO K bA:

postgresqgl:
port: 5432

Mpy ncnonb3oBaHMM banaHcupoBWMKa B HeobxoaMmo 3adaTb afpec XocTa

6anaHCMpPOBLLMKA, HanpUmep:

postgresqgl:
host: "10.189.221.57"

— naponb cynepnonb3oBatena "postgres" CYB/ Postgresql, echn yctaHoBKa

CYB/l ocyuwecTBnAeTCA C MOMOLLbIO CLLeHapMeB YCTaHOBKM

Pg superuser password: "postgres"

— Bepcuto CYB/:

pg _version: 12

MepeyeHb AOMYCTMMbIX 3HaYeHUIM NapameTpa npuseaeH B Tabauue (Tabauua 9).

Tabnnua 9
3Ha4yeHMe napameTpa Bepcua CYB/,
11 PostgreSQL 11
12 PostgreSQL 12
13 PostgreSQL 13
14 PostgreSQL 14
11l-pro Postgres Pro Standard 11
12-pro Postgres Pro Standard 12
13-pro Postgres Pro Standard 13
l4-pro Postgres Pro Standard 14
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3HavyeHWe napameTpa Bepcua CYb/]
13-entcert Postgres Pro Enterprise Certified 13
l4-stdcert Postgres Pro Certified 14

— MMA 1 naponb nonb3zoBatena CYB/ Postgresgl c ponbto «replication»:

pg _replication user:
name: replication
password: 123FD5648ert**h

— MMA 1 Naponb cynepnonb3oBatena CYB/[ Postgresql, oT umeHun KoToporo byaet

OCYLLEeCTBNATbLCA YcTaHoBKa [1M10:

Pg custom superuser:
username: OCS_superuser
password: ClacVob*TwesOLs6

Mpwn camocTosaTenbHon yctaHoBke CYB/l cynepnonb3oBaTento HeobxoaAnMmMo co3aathb

C MOMOLLbIO CKpUNTa samples/sqgl/create superuser.sql, BbINOAHNUB KOMaHAY:

psgl -U <nojp30BaTe]Jb, OT MMEHM KOTOPOI'O BHIIOJIHAETCH KoMaHzma> -h
<ampec xocta CYBI> -f create superuser.sql -v login='<umsa
CyIneprnojyib30BaTeNna>' -v pass='<napoJb Ccyleplojb3o0oBaTensa>' -v
expr="'<CpoK IOeMCTBMS YyUYeTHOM 3alMcCU Cyleplojib30BaTesisa>"'

Hanpumep:

psgl -U postgres -h 192.168.137.15 -f create superuser.sql -v
login='ompdbuser' -v pass='Adminl23!' -v expr='1l0 years'

MPUMEYAHUE. OnuncaHmne napameTpoB KOHOUIypaLUMOHHbIX ¢alnioB cleHapues
YCTAaHOBKN cpeabl dyHKUMoHMpoBaHuAa (MO, cueHapues yctaHoBku [MO u MMO
npuBeAeHO B CaMuX KOHOUTYPaLMOHHbIX Galinax B BUAE KOMMEHTapUeB.

2.4.1.4. B KoHbUrypaumoHHOM dalne config/secret.yml 3a4aTb Napoau,
CeKpEeTbl M TOKEHbI:

— napoab goctyna K b/l:

database:
password: ocCs

— naponb goctyna kK CYB/[, Redis B napameTtpe redis password:

redis:
password: "@rTT9089087fslk"
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— CEKPETHbIN KoY ANA ayTEHTUPMKALUMM 3anpocos K cepsucam MIMO:

hmac:
key: "DEFAULT-F1IWpOt5dY51YJrm7H-DEFAULT"

— TOKEH [0CTyna K CepBMCY rapaHTUPOBAHHOM AOCTaBKM COOOLWEHUI Nats

Streaming Server:

transport:
nats:
authToken: "FF12fddgdhFLL"

— TOKEH AO0CTYyMNa K CNCteme O6Hapy)+(eHl/IFI CePBUCOB Consul:

consul:
token: "ae9fb5abb-06b8f-9252-59¢5-53bcb651£182"

— CEeKPEeTHbIN KoY KINMEeHTOoB (cepBucoB):

defaultOidcClientSecret: "HWfwehfoIOHwfe233WEfvwewe"

— KAtoY WndPOBaAHMA CEKPETOB, XpaHsaLmxca B b/

encrypt:
keys:
- "master-key-example"

BHUMAHMUE! Mpun obHoBneHMM MNTMO yaanaTe cTapble KAO4YM 3anpellaetca. HoBble
KNto4uM Heobxoammo A06aBNATb B Ha4Yan0 CNMCKa.
— Maponu, UCNONb3yemble ANA 3alUTbl KPUTUYHOW MHPOopMaLMK (Hanpumep,

cookie ceccum):

oidcpSecrets:
system:
- kdj%93cxk+57nMa4d
cookie:
- 9v _wer8*&r= hY8u

BHUMAHWE! JnnHa napona aonkHa bbiTb He meHee 16 cumBo/10B. [pn 0bHOBAEHMM
MMNO yaanaTb CTapble nNapoau 3anpellaetca. HoBble naponn Heobxoammo [00aBNATbH B
Ha4yan0 CNuCKa.

2.4.1.5. HactponTb  napameTpbl  B3aumogdenctsma  KameHtoB  CYBA  (npwu

HEeobXoANMMOCTH).
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NMPUMEYAHUE. Mo ymonyaHUIO CuUeHapuK YCTaHOBKM aBTOMATUYECKWM 334atoT
MapamMeTpbl B3aMMOAEeNCTBMA KAMEHTOB (Hanpumep, cepeepoB npuaoxkexuin MNMO) CYBA.

HacTponkmn B3ammoaenctsma kKaveHToB C CYBJ[ 3apatotcAa B CEKUMM
pg hba settings KOHOUIypaunMoHHoro ¢anna config/vars/ vars.yml.

[aHHaA ceKkumAa COAEPKUT caedytolie napameTpbl:

— type - TMN noaktodeHmna K CYb/;

— name - MMeHa nosb3oBaTenen CYB[, npaBwna AoCTyna AA8 KOTOPbIX
onpeaenaeTt AaHHaA 3anuch;

— database - UMeHa bB/], 4OCTYyN K KOTOPbIM OMUCbLIBAET AaHHAA 3aMMChb;

— address - IP-agpec noakato4eHna nam IP-agpec noaceTu;

— method - MeTo4 ayTEHTUDMKALMN.
2.4.2. Hactpowka MNMO (noacmctem MMNO)

BHUMAHWE! lNepen BbINOAHEHMEM HACTPOEK HEOBXOAMMO WM3y4uTb MOPSA0K
PaboTbl C KOHOUTYPALUMOHHBIMK harinamn, npuseaeHHbIM B n. 9.2.9.

MPUMEYAHUE. Mpun 3apaHnm naponem, cekpetos, TokeHoB MO 1 KOMNOHEHTOB
cpedbl QyHKUMOHMpoBaHMA [MMNO AONYCTMMO WMCNONL30BATb CTPOYHbIE W 3arnaBHble
NaTUHCKMe OyKBbl (KMpUAAMLUE He AonyckaeTca), uubpbl, a Takxke caeayrolime

cneynaibHble CUMBOJIbI:

~Se* () -= ;.

na HacTponkn MMO HeobxoaMMO BbINONHUTL Ceayolme AeNCTBUSA:

2.4.2.1. MNepenTtn B KaTa/lor CO CLEHAapUAMM YCTaHOBKM (KaTasnor: /install-
<pepcus MNIO>/install-ac/ WAN /install-<eepcms HIO>/install-ac-mt/).

2.4.2.2. B KoHOUrypaumoHHOM ¢alne inventories/hosts.yml 3a4aTb ajpeca
cepBepoB (MMeHa XOCTOB), Ha KOTopble ByayT ycTaHoBAeHbl noacucTems MMO.

OnucaHne nopsaka  3a4aHMAa  aZpecoB B KOHOUrypauumoHHom  daine

inventories/hosts.yml npuseaeHo 8 n. 2.9.13.

41




OTKPbITAS
PyKOBO,EI,CTBO AdAMNHUNCTPATOPA l I Hﬁg‘ltiggll;llﬁi

2.4.2.3. BbINONHUTL HACTPOMKY nopTa ans AAMUHUCTPATUBHbIX
(npuBmnernposaHHbIX) MHTepdericos MMO (Npn HeobxoaMMOCTH).

Mo yMOAYaHWIO MPUBMAETMPOBAHHbIE M HEMPUBUMAETMPOBAHHbIE WHTEpPdeENChI
NPUHMUMALOT 3anpockl Ha nopTy 8009.

B MMNO npeaycMoTpeHa BO3MOXHOCTb  HA3Ha4MTb  AAMMUHUCTPATUBHbLIM
(npuBMnernposaHHbIM) MHTepdericam MMNO oTAeNbHbIN NOPT. ITO MO3BOAAET OrPaHMYNTD
AocTyn HenpPUBUNETMPOBAHHbIX noab3oBaTenen K aAMWHUCTPATUBHbLIM
(npmBmnernposaHHbIM) nHTepdercam MMO.

[nAa HasHayeHWA OTAEeNbHOro nopTa ANA aAMWMHUMCTPATMBHOIO UMHTepdenca
HeobxoAMMO B KOHPUIYpaLMOHHOM darne config/vars/ vars.yml yKa3aTb NOPTbl ANA
HenpmsmnernpoBaHHbIX MHTep¢eﬁCOB (napameTp: nginx_vhost_external_port) n
aAMUHUCTPATUBHBIX (NnpuBMNErMPOBAHHbIX) MHTepdencos (napameTp:

nginx_vhost_external_admin_portLHaﬂpMMGp:

nginx vhost external port: 8009
nginx vhost external admin port: 8010

MN3meHeHMe nopTa He0bXOAMMO YyUMTbIBaTb B HacTponkax URI B nn. 2.4.2.4.

2.4.2.4. BoinonHnTb HacTpoiky URL-aapecos MMO

URL-aapeca MMNO 3apatoTcs B ceKUMM publicUris B KOHPUrypaumoHHOM darine
config/config.yml.j2.

Mo ymonyaHuto URL-aapeca MMO HacTpoeHbl cneayoumm obpas3om:

— NPOTOKO/: HTTP;

— hostname: COOTBETCTBYET NEPBOM 3aNUCK B TPpynne app B KOHOUIYPaALMOHHOM
dalne inventories/hosts.yml;

— MOpPT: COOTBETCTBYET NepeMeHHON nginx vhost external port, 3aZaHHOW
B KOHQUIypauMoHHOM daline config/vars/ vars.yml.

[laHHble HACTPOMKM COOTBETCTBYET OAHOHOAOBOM KOHPUrypauMm CUCTEMBI C
He3aWMUEHHbIM  coeAMHeHneM, o0bwMm NOPTOM  ANA  NPUBUAETUMPOBAHHBLIX U

HEeNPUBUIETMPOBAHHbIX NHTEPPEeNCcoB 1 He3 MCNoNb30BaHMA BHELWHero banaHCMPOBLIMKA.

42




OTKPbITAS
PyKOBO,EI,CTBO AdAMNHUNCTPATOPA l I Hﬁg‘ltiggll;llﬁi

Bo3MOXKHbI cneaytowe BapnuaHTbl HACTPOMKM:

2.4.2.4.1 URL-agpeca MNMO ncnonbsytoT 1 agomeH, 6e3 BHelwHero 6anaHCMpoBLMKA.

[laHHble HACTPOMKM MPUMEHMMbI TONbKO K OAHOHOAOBOM KOHPUrypaumu. B
napameTpe publicUris.ac.commonAddress — NO YMOJIMAaHMIO YKa3aH hostname,

COOTBETCTBYHWOLIMIA MNEPBOM 3anNMCW B Trpynne app B KOHPUrypaumoHHOM daline

inventories/hosts.yml

ac:
commonAddress:
"http://{{groups['app'] |first}}:${nginxVhostExternalPort}"

Echm B nn. 2.4.2.3 6bln Ha3HayeH OTAENbHbIM NOPT ANA aAMUHUCTPATUBHbLIX
(NnpuBMANernpoBaHHbIX) MHTepdencos, To HeObXoAMMO B NepeMeHHOM publicUris.ac.
adminAddress VYKa3aTb 3TOT nMopT. [AA yKa3aHMA NopTa MOXKHO MCMNO/1b30BaTb

nepemMeHHyto nginxVhostExternalAdminPort UM HENOCPEACTBEHHO 334aTb 3HAYEHME:!

ac:
adminAddress:
"http://{{groups['app'] |first}}:${nginxVhostExternalAdminPort}"

2.4.2.4.2 Hactporka URL-agpecos [MNO npm MCNONb30BAHUM  33LUMLLIEHHOrO
coeaMHEeHMA.

HesawmueHHoe (npotokon HTTP) coeauHeHue ¢ cepBepom npuioxkeHuit MMo
[OMNYCTUMO  MUCMONb30BaTb B MU/IOTHbIX MPOEKTax, rae oTcyTcTByeT 06paboTKa
KOHOUAEHUMANBbHON WMHPOPMALUMW. B ocCTanbHbIX CAyyYasx [A0/KHaA obecneymBaTbea
3alMTa KaHA/I0B CBA3M.

MNMO noagnep*mneaeT BO3ZMOXHOCTb MCMOJIb30BAaHMA 3aWMULEHHOIO coeAMHEeHMA
TO/NIbKO C MCMO/Ib3OBAHMEM BHELLIHErO KPUNTOLA3a WUAM HACTPOMKKM TLS Ha BHeLWHem
6anaHCMpoBLIMKE.

Mpn  MCNoNb30BaHMA  3awlmuleHHoro coeamHeHma B URL-agpecax [1M10

HeobxoaMMOo yKa3sbiBaTb NpoTokoa HTTPS:

ac:
commonAddress: "https://acenter.example.ru"
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2.4.2.4.3 URL-aapeca MNMO ncnonb3ytoT 1 AOMeH Ha BHellHeM HanaHCUPOBLLMKE.
B AaHHOM cny4vae B NapameTpe commonAddress HEOHOXOAMMO 334aTb MMA AOMEHA

M NOPT, NCMONb3YEMbIE Ha BHelIHEM BanaHCUPOBLLMKE, HAaNPUMep:

ac:
commonAddress: "https://acenter.example.ru"

2.4.2.4.4 URL-agpeca MMMNO pasaeneHbl Ha BHEWHWN N BHYTPEHHWMN OOMEHbI Ha
BHelHeM 6anaHcMpoBLMKE.

MonobHoe pasgeneHue, TpebyeTca, Hanpumep, Korga HeobXxoaAMMO OrpaHNYNTb
A0CTyNn K KOHCONAM aAMUHUCTPATOPOB U3 BHELLIHEN CETH.

B AaHHOM cnyvae B NapameTpe commonAddress HEOHXOAMMO 334aTb MMA AOMEHA
M NOPT A4 BHELWHWX aZpecoB, a B NapameTpe adminAddress 334aTb UMA JOMEHA U NOPT

NNs BHYTPEHHUX aZlpecoB, Hanpumep:

ac:
commonAddress: "https://acenter.example.ru"
adminAddress: "https://admin.example

2.4.2.4.5 URL-agpeca N0 ncnonb3yoT pa3Hble AOMEHDbI.
B paHHOM cnydae ans Kaxkaown noacuctemsl MNMO 3apaetcs cBoM cCOBCTBEHHbIN

NOMEH, Hanpumep:

auth:
adminCrossTenantAddress: "https://authadmin.example"
publicAddress: "https://authpublic.acenter.example.ru"
aps:
adminAddress: "https://apsadmin.acenter.example.ru"
devAddress: "https://apsdev.acenter.example.ru"
marketAddress: "https://apsmarket.acenter.example.ru"
push:

adminAddress: "https://pushadmin.example"
publicAddress: "https://pushpublic.acenter.example.ru"
mt:
adminAddress: "https://mt.example"
pkgrepo:
adminAddress: "https://pkgrepoadmin.example"
mobileAddress: "https://pkgrepomobile.acenter.example.ru"
repoAddress: "https://pkgrepo.acenter.example.ru"
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2.4.2.5. OTpenaktMpoBaTb KOHOUIYPAUMOHHbBIN Gain config/config.yml. 2.
B maHHOM KoHdurypaumoHHom ¢arne HeobxoAMMo 3aaaTb NMOO M3MEHUTH
npeayCcTaHOB/eHHbIEe 3HAYEHUNA:

— AOMEH YYETHbIX 3anmcen Nonb3oBaTeNen ONA TeHaHTa "default":

defaultIdentityDomain: "omprussia.ru"

— YpoBeHb A€TaIn3aunmu COO6LLI,€HVII>1 NOTMPOBaAHNA (peKOMEH,ﬂ,yeTCﬂ 3a/aTb

"info" NPW TECTOBOM 3KCMyaTaUMM M "warn" NPM NPOMbILIAEHHOM 3KCNAyaTaumm):

logger:
level: "info"

2.4.2.6. BbInONHUTb HacTporku 6BesonacHoctn MO, apyrme A0OMNOAHUTENbHbIE
HacTpolku MNMO n HacTpoikn noacmuctem MMO (Npn HeobxoanMMOCTH).

BHUMAHWUE! [lepen vycrtaHoskon [MNO TpebyeTcs BbINOAHUTL  HACTPOMKM
6esonacHoctu MMNO, gononHuTenbHble HacTporku MNIMO 1 HacTpolkn noacuctem MMO (npwu
HeobxoaMMOoCTH).

[lepedyeHb W oNWCaHWe  A0ONOJIHUTeNbHbIX  HacTpoeK [1MO  npuBedeH B

noapasaene 2.8.
2.5. NopAaaoK ycTaHOBKM KOMNOHEHTOB cpeabl pyHKumoHuposaHua MMO m MNO

2.5.1. YcTaHOBKa KOMMNOHEHTOB cpeabl GpyHKUMOHUpPoBaHMA MO

2.5.1.1. ObecneynTb CUHXPOHM3ALMIO BPEMEHM MEXAY HOAAMWN KnacTepa.

Mpwn akcnayataumm MNMO B KnacTepHoM KoHPUrypaumm Heobxogmmo obecneymTb
CMHXPOHM3AUMIO BPEMEHWN MEXAy HOAAaMM KnacTepa (Hanpumep, C MOMOLLbI YTUAUTD
chrony).

ana NPOBEPKN CUHXPOHUN3AUNKN BPEMEHN HeO6XO,£I,I/IN\O BbINMO/IHNUTb KOMaHAY:

ansible-playbook play-check-time-on-hosts.yml --inventory-file
inventories/hosts.yml -vv --diff

o pe3ysbTaTaM BbINMOHEHNA KOMaHAbI 6V,£I,€T BblIBEAEHO Tekywee BpemMAa Ha

KaXX[oWM HoZle Knactepa, Hanpumep:
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acenterapp03.ompcloud 2022-11-09 09:48:38.394115
acenterappO4.ompcloud 2022-11-09 09:48:38.394533
acenterapp05.ompcloud 2022-11-09 09:48:38.394939
acenterappl06.ompcloud 2022-11-09 09:48:38.395490
acenterapplOl.ompcloud 2022-11-09 09:48:38.393034
acenterapp02.ompcloud 2022-11-09 09:48:38.393631

2.5.1.2. YCTaHOBUTb Ha CepBepbl NPUIOXKEHWI Wn cepBepbl B Heobxoanmble
NaKeTbl.

BHUMAHMWE! Mocne 3aBeplueHma ycTaHOBKM NakeToB cayxbbl SELinux n Firewalld
Oy ayT OTKAOYEHDI.

[lns yCTaHOBKM NaKeToB HEOOXOAMMO BbIMONIHUTL CAeayoWme AeNCTBUA:

2.5.1.2.1 YcTaHOBWUTb NaKeTbl C NOMOLLbIO CAeAyrOLUMX KOMaHA,:

— CcepBepbl MPUIOKEHUN:

ansible-playbook -i inventories/hosts.yml play-managed-node-

prerequisites.yml -vv -u <umMsa HOJIb30BaTeNs> —--—-extra-vars
"node type=app" --limit app

— cepsepbl b/:
ansible-playbook -i inventories/hosts.yml play-managed-node-
prerequisites.yml -vv -u <mMga [OJb30BaTeNsa> —--extra-vars
"node type=db" --limit postgresql

Hanpumep:

— CcepBepbl MPUNOKEHUI:

ansible-playbook -i inventories/hosts.yml play-managed-node-

prerequisites.yml -vv -u omp --extra-vars "node type=app" --limit app
— cepsepbl b/:

ansible-playbook -i inventories/hosts.yml play-managed-node-

prerequisites.yml -vv -u omp --extra-vars "node type=db" --limit

postgresqgl

ana YCTaHOBKKW BCEX MAKETOB Ha BCe CepBepr(Ha BCe CepBepblﬂpMIKDKEHMM 7

cepBepbl bl HE3aBMCUMO OT MX TUNA) HEOHXOANUMO BbINONHUTL KOMAHAY:

ansible-playbook -i inventories/hosts.yml play-managed-node-
prerequisites.yml -vv -u <muMda IOJb30BaTEJA>
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2.5.1.2.2 Ha cepsepax npunoxeHun n cepsepax b nog ynpasnenHnem OC PE/L OC

BKAKOYNTL aBTO3alyCK Cﬂy)-K6bI network C MOMOLLbH KOMaHAbl:

sudo systemctl enable network

2.5.1.2.3 MNepe3arpyanTb CcepBepbl NPUAOKEHUN K cepsepbl Bl ¢ nomoulbto

KOMaHAbI:

sudo reboot

MopAAOK [AencTBMM ANA CaMOCTOATENbHOM YCTAaHOBKM MAKETOB, a TaKXkKe
oTKAto4eHuto cnyxb SELinux n Firewalld npuseaer 8 n. 2.9.8 1 2.9.9.
2.5.1.3. YcTaHOBUTb KOMMNOHEHTbI cpeabl PyHKUMOHMpoBaHMA MO ¢ nomoubto

KOMaH/bl:

ANSIBLE USER="<mma nosezoBaTens>" ./deploy-infra.sh

Hanpumep:

ANSIBLE USER="omp" ./deploy-infra.sh

B pe3ynbTaTe BbINONHEHWA KOMaHAbl B KaTanore logs byaeT chopmmpoBaH Nor-
daln yCTaHOBKM KOMMNOHEHTOB cpeabl PyHKLUMOHMpOoBaHMsA MMMO.

B cnyyae ecnm Tpebyetcs penankauma b, KomaHay YCTaHOBKM KOMMOHEHTOB
cpedbl OYHKUMOHMPOBAHMA HeobXoAMMO 3anycTUTb C MNapaMeTpPoOM --extra-vars

"pg slave recreate=true':

ANSIBLE USER="<umma nojb3oBaTena>" ./deploy-infra.sh --extra-vars
"pg slave recreate=true"

OnuncaHne napameTpoB 3amycKa CKpuNTa deploy-infra.sh WU UX BO3MOXHble
3HaYeHuA npueeaeHbl B nogpasaene 3.1.

BHUMAHUE! CkpunT deploy-infra.sh M03BOAAET YCTaHaBAMBATb TO/bKO
CYB/[ PostgreSQL 11/12/13/14. CYB[, Postgres Pro HeobxoAMMO YyCTaHaBAMBaTb

CaMOCTOATE/IbHO.
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Mpw

CYB/ PostgreSQL 11/12/13/14

MCNoJ1b30BaAHNNA

CYB/

Postgres

HeobxoaMmo

Pro

BbIMO/IHUTb

] OTKPBITAA

l IMOEHanAH
NAAT®OPMA

ambo  ecanm  yCTaHOBKY
camoctoaTenbHo  (bes

MCNONb30BaHNA CLEHApPMEB YCTAHOBKM KOMMOHEHTOB cpeabl dyHKUMOoHMpoBaHua [M10),

KOMaHAaYCTaHOBWAKOMHOHeHTOBCpeAbI¢yHKuMOHMpOBaHMﬂleeeTCﬂeAyKMuMMBMAI

ANSIBLE USER="<wmmsa

noJjb30BaTejya>"

./deploy-infra.sh --skip-database

OnuncaHne ycTaHOBKM M HacTpoikm CYB[l Postgres Pro, a Takke TpeboBaHMA K

camocTtoaTenbHoW yctaHoBKke CYB/l npmnBeaeHsbl B noapasaene 2.7.

Takxke

npeaycMoTpeHa

BO3MOXHOCTb

YCTaHOBKM

KOMIMOHEHTOB

cpeapl

GYHKLUMOHMPOBAHWUA MO OTAENbHOCTU C MOMOLLbIO CeAYOLNX KOMaHA,:

ANSIBLE USER="<umMmsa
ANSIBLE USER="<uMmsa
ANSIBLE USER="<umMmsa
ANSIBLE USER="<umMmsa
ANSIBLE USER="<uMmsa
server

ANSIBLE USER="<umMmsa
ANSIBLE USER="<uMmsa
ANSIBLE USER="<umMmsa

noJjib30oBaTeysa>"
noJjib30oBaTeysa>"
noJjib30oBaTeya>"
noJjib30oBaTeysa>"
noJjib30oBaTeysa>"

rnojab30BaTeya>"
rnojab30BaTeya>"
rnojab30BaTeya>"

./deploy-infra.
./deploy-infra.
./deploy-infra.
./deploy-infra.
./deploy-infra.

./deploy-infra.
./deploy-infra.
./deploy-infra.

sh
sh
sh
sh
sh

sh
sh
sh

—-C
—-C
—-C
—-C
—-C

—-C
—-C
—-C

dnsmasqg

nginx

consul
consul-template
nats-streaming-

redis
ocs-user
db

2.5.2. Yctanoska MO

Ona yctaHoBku MMMO HeEOOXOANMMO BbINONHUTL KOMaHAY:

ANSIBLE_USER=<MMH IoJIb30BAaTEJIA>

./deploy-ac.sh

OnucaHWe napameTpoB 3anycka CKpunTa deploy-ac.sh

3Ha4YeHua NnpuBeaeHbl B nogpasaene 3.2.

Hanpumep:

n NX BO3MOXKHbIE

ANSIBLE USER=omp ./deploy-ac.sh

B pe3ynbTaTe BbINOAHEHMSA KOMaHAblI B KaTanore logs byaet cdopmmpoBaH nor-

dann yctaHosku MMO.

[lna yCTaHOBKM MNOACUCTEM MO OTAE/NbHOCTM HeobxoAMMO B napameTpe --

subsystems 334aTb

NMMA

NnoACHNCTEMDI.

YcTaHOBKa

noacuctem [MO  gonxkHa

OCYLECTB/IATLCA CTPOro B caeayroulen nocneaosatenbHoctu: b, MM, NMOOC, MY, MYT,

MCY. lNpumep yCTaHOBKM NOACUCTEM MO OTAENbHOCTU:
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ANSIBLE USER=omp ./deploy-ac.sh --subsystems auth
ANSIBLE USER=omp ./deploy-ac.sh --subsystems appstore
ANSIBLE USER=omp ./deploy-ac.sh --subsystems pkgrepo
ANSIBLE USER=omp ./deploy-ac.sh --subsystems emm
ANSIBLE USER=omp ./deploy-ac.sh --subsystems mt
ANSIBLE USER=omp ./deploy-ac.sh --subsystems push

Ecnmn Heobxoammo yctaHoBUTb [CY oTaenbHO oT apyrux noacuctem MO, Toraa

[,0CTAaTOYHO yCcTaHOBUTL 16 1 MNCY ¢ NOMOLULbIO KOMaHAbI:

ANSIBLE USER=<mmMmsa nosbz3obarensa> ./deploy-ac.sh --subsystems auth,push

Ona yctaHosku MMO 6e3 MNCY HeobxoAMMO BbINOSIHUTL KOMaHAY:

ANSIBLE USER=<mmMmsa nosbz3oarens> ./deploy-ac.sh --subsystems
auth, appstore, pkgrepo, emm, mt

2.5.3. BoinonHeHume HacTponkm nogcuctem MNMO

BHUMAHMWE! Mpn HEBbINONHEHUM AaHHbIX HACTPOEK YacTb PyHKUMM MMO moxKeT
He paboTaTb UM paboTaTb HEKOPPEKTHO.

HacTpolika noacuctem MNMO ocyw,ecTBaseTcs B COOTBETCTBMM C Noapasaeom 2.8.
2.5.4. BbINONHEHWE OrpaHMYEHNI NO MPUMEHEHMIO

Mpwu akcnayaTauum MNMO Heobxoamumo cobntoaats cneaytowmne OFPAHUYEHNA MO
MPUMEHEHWIO:

— TCY He ocylecTBASET ayTEHTUPUKALMIO NOAKAOYAEMbIX K Hemy MY, noatomy
npn HeobxoamMmocTn obecneyeHmna KOHOMAEHLUMANBHOCTM, LLENIOCTHOCTM M AOCTYMNHOCTH
push-yBegomieHMn HeobXoAMMO MCNO/b30BaTb KOMMEHCUMPYHOLWME MEePbl  3aLLUTbI
MHGOPMALIMM, HANPUMEP, KPUNTOrpapuUUecKyto 3alimMTy KaHana CBA3U C ABYCTOPOHHEM
ayTeHTUPUKaumen mexay Cepsepom npmunoxeHmin NCY n My;

— Moc/ie YyCTaHOBKM M HacTpolku MMNO HeobxoaMMO BbINOAHUTL OrPaHNYEHMS MO
NPUMEHEHWNIO,  MNPOM3BECTM  HACTPOMKM  He30MacHOCTM  KOMMOHEHTOB  cpeapl

bYHKUMOHMPOBaAHMA N HacTpouTb C3N. Heobxoamman nHpopmauma npuseaeHa B n. 2.9.5.
2.5.5. MpoBepKa KOPPEKTHOCTWN YCTAHOBKM U GYHKLUMOHMPOBaHMA MO

[MpoBepKa OCyLLEeCTBNAETCA B COOTBETCTBMM C noapasaenom 2.10.
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2.6. Anpeca Beb-KoHconen

[MepBOHa4yanbHbiM BxoA B (MO ocyuwectBasetTca C  nomoluipto  KoHconm
aaAMMHUCTpaTopa b 1 npeaycTtaHOBAEHHOM YY4ETHOM 3aMMCKU C POAbI0 AOAMMHUCTPATOP
YYETHbIX 3anncen:

— NormH: admin@omprussia.ru;

— naponb: Admin123!

MPUMEYAHMUE. Mpu nepsom Bxoae B MMMNO HeoOX0AMMO CMEHUTbL NAPO/b.

B Tabnunue (Tabnanua 10) npueeaeHbl agpeca Beb-KOHCONEN.

Tabnuua 10

Beb-koHCcOoNb URL-agpec Beb-koHcoNm

KoHconb agmuHuctpaTopa Mb | http://<cepsep npunoskeHna>:8009/auth/admin/
KoHconb agmuHmctpaTopa MM | http://<cepsep npunoxkeHunsa>:8009/appstore/admin/

KoHconb paspaboTtumka MM http://<cepsep npunoskeHna>:8009/appstore/dev/
KoHconb agmumHncTpatopa MY | http://<cepsep npunoxkenns>:8009/emm/admin/
KoHconb agmuHmctpaTopa MYT | http://<cepsep npunoxkeHuns>:8009/mt/admin/
KoHconb agmuHuctpaTopa MCY | http://<cepsep npunoxkeHmna>:8009/push/admin/

2.7. CamocTosTeNbHaA yCTaHOBKa M HacTporka CYB/,

2.7.1. NopAanoK ycTaHOBKK 1 HacTpomnkm CYB/ Postgres Pro
2.7.1.1. YcTaHOBUTb Ha cepBepbl B/l Heobxoammble NnakeTbl cornacHo n. 2.9.8.

2.7.1.2. YcTaHOBUTb N MHMUManm3nposaTb CYB/] Postgres Pro.

Mpu mHuumanuszaumm CYBJ HeobxoAMMO YCTaHOBUTb CAeaylolne 3HayeHun

napameTpoB:

LC COLLATE 'en US.UTF-8'
LC CTYPE 'en US.UTF-8'
ENCODING UTFS8

YcTaHoBKa U nHuumnanmsauma CYb/ Postgres Pro ocyLiecTBnaeTca B COOTBETCTBUM
c 31 Ha CYB/. Mocne yctaHoBKM CYB/1l HEOBXOAMMO Ha3HA4YMTb NAapPO/ib ANA NONb30BaATENA

postgres C MOMOLLbIO CAeAYIOLWNX KOMaHA,:
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psgl -U postgres
ALTER USER postgres with PASSWORD 'maponb';
exit

2.7.1.3. B KoHduUrypaumoHHbix dannax CYB pg hba.conf u postgresqgl.conf
3a4aTb Caefyolme napameTpbl:

— TUN coeanHeHunA, amanasoH IP-aapecos kKaneHToB b/;

— uma bll, ma nonb3osBaTens;

— cnocob ayTeHTUPUKALNMM KNMEHTOB;

- ﬂapoanOﬂb3OBaﬂyW1CyBLLBﬂapaMeTpepg_superuser_password.

2.7.1.4. YCTaHOBUTb PaClUNPEHNA pg partman M pg cron C MOMOLLLIO KOMaHA:

— OC CentOS Bepcuun 7 n CYB/, Postgres Pro 12:

sudo rpm -ivh pg partman l2pro-std-4.6.0-1.el7.x86 64.rpm
sudo rpm -ivh pg cron 12pro-1.5.2-1.el7.x86 64.rpm

— OC CentOS Bepcuun 7 n CYB/L Postgres Pro 14:

sudo rpm -ivh pg partman l4pro-std-4.6.0-1.el7.x86 64.rpm
sudo rpm -ivh pg cron l4pro-1.5.2-1.el7.x86 64.rpm

— OC Anbt 8 CI'l 1 CYb/A Postgres Pro 12:

sudo rpm -ivh pg partman 1l2pro-std-4.6.0-1.alt.x86 64.rpm
sudo rpm -ivh pg cron 12pro-1.5.2-1.alt.x86 64.rpm

— OC Anbt 8 CI'l 1 CYb/A Postgres Pro 13:

sudo rpm -ivh pg partman 13pro-std-4.6.0-altl.x86 64.rpm
sudo rpm -ivh pg cron 13pro-1.5.2-altl.x86 64.rpm

— OC Anbt 8 CI'l n CYB/L Postgres Pro 14 Cert:

sudo rpm -ivh pg partman l4pro-std-4.6.0-altl.x86 64.rpm
sudo rpm -ivh pg cron l4pro-std-cert-1.5.2-altl.x86 64.rpm

— OC Anbt 8 CI'l 1 CYB/A Postgres Pro Enterprise 13 Cert:

sudo rpm -ivh pg partman 13pro-ent-4.6.0-altl.x86 64.rpm
sudo rpm -ivh pg cron 13pro-ent-cert-1.5.2-altl.x86 64.rpm

— OCPEA OC Bepcun 7.3 n CYB/] Postgres Pro 13:

sudo rpm -ivh pg partman 13pro-std-4.6.0-1.redos7.x86 64.rpm
sudo rpm -ivh pg cron 13pro-std-1.5.2-1.redos7.x86 64.rpm

51




OTKPbITAS
PyI-(OBO,EI,CTBO AdAMNHUNCTPATOPA l I Hﬁg‘:’ggll;llﬁi

— OCPEL OC Bepcun 7.3 n CYB/L Postgres Pro Enterprise 13 Cert:

sudo rpm -ivh pg partman 13pro-ent-4.6.0-1.redos7.x86 64.rpm
sudo rpm -ivh pg pg cron l3pro-ent-cert-1.5.2-1.redos7.x86 64.rpm

— OCPEA OC Bepcun 7.3 n CYB/ Postgres Pro 14 Cert:

sudo rpm -ivh pg partman l4pro-std-4.6.0-1l.redos7.x86 64.rpm
sudo rpm -ivh pg cron l4pro-std-cert-1.5.2-1.redos7.x86 64.rpm

— OC Astra Linux SE 1.7 n CYb/[l Postgres Pro Enterprise 13 Cert:

sudo dpkg -1 pg-partman 4.6.0 ent-13 smolensk.amd64.deb
sudo dpkg -1 pg-cron 1.5.2 pro-ent-cert-13 smolensk.amd64.deb

— OC Astra Linux SE 1.7 v CYB/] Postgres Pro 14 Cert:

sudo dpkg -1 pg-partman 4.6.0 std-14 smolensk.amd64.deb
sudo dpkg -i pg-cron 1.5.2 pro-std-cert-14 smolensk.amd64.deb

YKa3zaHHble RPM-nakeTtbl Haxoaatca Ha DVD c 3arpysodHbimmn moaynamu [0 8
apxuBe /server/install-infra.tar.gz/install-infra/binary/postgresqgl/

2.7.1.5. Nepeszanyctntb cepsmc CYB/L Postgres Pro c nomoubto KOMaHAb!:

sudo systemctl restart <umsa cepsuca CYBI>

Hanpumep:

sudo systemctl restart postgrespro-std-11

2.7.2. NopAaaoK ycTaHoBKM M HacTpolkmn CYB/ PostgreSQL 11/12/13/14

2.7.2.1. YcTaHOBUTb Ha cepBepbl b/l HeobxoamMblie NakeTbl B COOTBETCTBUM C
n. 2.9.8.

2.7.2.2. BbINONHUTb YCTaHOBKY W HacTpolhkry CYB/J PostgreSQL 11/12/13/14 B
COOTBETCTBMW C AOKYyMeHTaumen Ha CYB/.

Mpu nHMumanmlaumm CYBJ AonxHbl ObiTb YCTAaHOBAEHbI CAeaytolmMe 3HaYeHUn

napameTpoB:

LC COLLATE 'en US.UTF-8'
LC CTYPE 'en US.UTF-8'
ENCODING UTFS8
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2.7.2.3. YCTaHOBUTb PaClUNPEHNA pg partman M pg cron C MOMOLLbIO KOMaHA:

— OC CentOS Bepcun 7 n CYB/, PostgreSQL 11:

sudo
sudo

rpm —-ivh pg partman 11-4.6.0-1.rhel7.x86 64.rpm
rpm -ivh pg cron 11-1.5.2-1.rhel7.x86 64.rpm

— OC CentOS Bepcun 7 n CYB/ PostgreSQL 12:

sudo
sudo

rpm —-ivh pg partman 12-4.6.0-1.rhel7.x86 64.rpm
rpm —-ivh pg cron 12-1.5.2-1.rhel7.x86 64.rpm

— OC CentOS Bepcun 7 n CYB/ PostgreSQL 13:

sudo
sudo

rpm -ivh pg partman 13-4.6.0-1.rhel7.x86 64.rpm
rpm —-ivh pg cron 13-1.5.2-1.rhel7.x86 64.rpm

— OC CentOS Bepcumn 7 n CYB/ PostgreSQL 14:

sudo
sudo

rpm -ivh pg partman 14-4.6.0-1.rhel7.x86 64.rpm
rpm -ivh pg cron 14-1.5.2-1.rhel7.x86 64.rpm

— OC Anbt 8 CIT vt CYB/L, PostgreSQL 11:

sudo
sudo

rpm —-ivh pg partman 11-4.6.0-1.alt.x86 64.rpm
rpm -ivh pg cron 11-1.5.2-1.alt.x86 64.rpm

— OCPEO OC n CYB/, PostgreSQL 12:

sudo
sudo

rpm -ivh pg partman 12-4.6.0-1.redos7.x86 64.rpm
rpm -ivh pg cron 12-1.5.2-1.redos7.x86 64.rpm

— OC PEQ, OC u CYB/ PostgreSQL 13:

sudo
sudo

rpm -ivh pg partman 13-4.6.0-1.redos7.x86 64.rpm
rpm -ivh pg cron 13-1.5.2-1.redos7.x86 64.rpm

— OCPEA OC v CYB/] PostgreSQL 14:

sudo
sudo

rpm -ivh pg partman 14-4.6.0-1.redos7.x86 64.rpm
rpm —-ivh pg cron 14-1.5.2-1.redos7.x86 64.rpm

— OC Astra Linux SE 1.7 v CYB/l PostgreSQL 11:

sudo
sudo

rpm -ivh pg-partman 4.6.0 11 smolensk.amd64.deb
rpm —-ivh pg-cron 1.5.2 11 smolensk.amd64.deb

— OC Astra Linux SE 1.7 n CYb/Al PostgreSQL 12:

sudo
sudo

rpm -ivh pg-partman 4.6.0 12 smolensk.amd64.deb
rpm -ivh pg-cron 1.5.2 12 smolensk.amd64.deb

— OC Astra Linux SE 1.7 n CYb/[l PostgreSQL 13:
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sudo rpm -ivh pg-partman 4.6.0 13 smolensk.amd64.deb
sudo rpm -ivh pg-cron 1.5.2 13 smolensk.amd64.deb

— OC Astra Linux SE 1.7 n CYB/, PostgreSQL 14:

sudo rpm -ivh pg-partman 4.6.0 14 smolensk.amd64.deb
sudo rpm -ivh pg-cron 1.5.2 14 smolensk.amd64.deb

YKa3zaHHble RPM-nakeTtbl Haxoaatca Ha DVD c 3arpysodHbimmn moaynamu [0 8
apxumBe /server/install-infra.tar.gz/install-infra/binary/postgresqgl/.
2.7.2.4. Nepesanyctntb cepsuc CYBM PostgreSQL B COOTBETCTBMM C AOKYMEHTaLMEN

Ha CYB/.
2.8. OnucaHmne HacTponkn nogcuctem MMNO

2.8.1. OnucaHme HacTponKkn MV

HacTpoika MM 3akntovaeTcs B HacTporke GpannoBoro xpaHuauuwga MM, B KoTopom
OyayT XpaHUTbCA Galiabl KAMEHTCKUX NPUIONKEHUN (MKOHKWU, CKPUHWOTLI, RPM-nakeTsl),
3arpy*kaemble pa3paboTymkamm.

MPUMEYAHUE. HacTpoiky ¢alnoBoro xpaHuauila HeobxoaMmo BbIMOAHATb
nocne ycrtaHosku [1110.

[na HacTponkm ¢annosoro xpaHuamuwa MM HeobXxoAMMO BbIMONAHUTL CAeaytollme
NencTema:

2.8.1.1. Co3aaTb KaTasior /ocs M Ha3HA4YUTb ero BAafesbLem No/sb30BaTeNA ocs,

noJ, KoTopbiM paboTatoT cepBuckl MNM:

sudo mkdir -p /ocs
sudo chown ocs:ocs /ocs

2.8.1.2. B cnyyae ncnonb3oBaHusa eamHoro GamaoBoro xpaHuauiuia Heobxoammo
BbIMNO/IHUTb MOHTUPOBAHME AAHHOIO XPaHMIMLLIA K KaTanory /ocs.

Mpumep HaCTPOMKM eAMHOTro $anNoBOro XxpaHuamila npmseaeH B n. 2.9.3.

BHUMAHME! Mpu akcnayataumm MMNO B KnacTepHon KoHOUrypaumm Bce HoApbl

CepBepa npuaoxkeHuit MM OoMKHbI UMETb A0CTYN K eAnMHOMY GaiioBOMY XPaHUAMLLY.
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CooTBeTcTBEHHO, BCe HoAbl CepBepa npuaoxeHun MM O0AKHbI OblTb HAaCTPOEHbl Ha
paboTy Cc AaHHbIM PaNNOBbIM XPAaHUAULLEM.

2.8.1.3. B kaTanore Ha CepBepe npuaoxeHuit MM HeobxoaMmo co3aaTb KaTaor B
COOTBETCTBMM C MNapameTpoM filestoragePath  KOHOUIypauuoHHOro  danna
config/subsystems/appstore/config.yml. B co34aHHOM KaTanore noTpebyeTca
CO34aTb KaTanor applications-api W Ha3Ha4YMTb ero BAaAe/bLLEeM MOAb30BATENA ocs,

noAa KoTopbiM paboTatoT cepsumchl MM

sudo mkdir -p /ocs/appstore/applications-api
sudo chown ocs:ocs /ocs/appstore/applications-api

MapameTp filestoragePath KOHOUIYPaLMOHHOro banna

config/subsystems/appstore/config.yml MOXET UMETb CeayoWmMn BUA.

filestoragePath: "/ocs/appstore"

2.8.2. OnucaHue HacTpomnkm MNCY

HacTtpolika MNCY 3aKknto4yaeTcsa B HaCTPOMKe 0BpaTHOro NpoKcK-cepBepa (reverse
proxy), KOTOPbIN ocyllecTBAAeT 06paboTKy 3anpocoB (noakatoyeHuin) MY (push-aemoHa)
No 3alMULEeHHOMY NPOTOKOAY TLS mn TpaHcanpoBaHMe aTux 3anpocos B [1CY. [Mpumepsl
KOHOUrypaumoHHbix ¢ainos obpaTHoro npokcu-cepsepa Nginx AnA OAHOHOAOBOWN M
MHOrOHO40BOM KOHbUIrypaumi npuBeaeHsl B KaTanore samples/ac-
mt/nginx external-balancer/conf stream.d/.

Ona HacTponkm obpaTHOro npoKkcu-cepsepa Nginx HeobxoaMMO BbIMOAHUTL
cneayrouwme AencTBumA:

2.8.2.1. CkonnpoBsaTtb bann samples/ac-mt/nginx external-
balancer/conf stream.d/one-node.conf (WM samples/ac-mt/nginx external-
balancer/conf stream.d/three-node.conf A8 MHOrOHOAOBOW KOHWrypauuun) B
KaTanor /etc/nginx/conf stream.d/ W MEPENUMEHOBATb €0 B ocs-push-stream.conf
C MOMOLLIbHO KOMaHAbI:

— ANA 0OAHOHOA0BOM KOHPUTYPALUK:
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sudo cp samples/ac-mt/nginx external-balancer/conf stream.d/one-
node.conf /etc/nginx/conf stream.d/ocs-push-stream.conf

— A8 MHOrOHOA0BOM KOHPUIypaLnm:

sudo cp samples/ac-mt/nginx external-balancer/conf stream.d/three-
node.conf /etc/nginx/conf stream.d/ocs-push-stream.conf

2.8.2.2. B cekumn upstream KOHPUTypaLMOHHOro palna ocs-push-stream.conf

3a4aTb aapeca Hoa CepsepoBs npuaoxkeHum MCY, Hanpumep:

upstream internal-lb-stream-8025 {
server ocs-app.local:8025 max fails=3 fail timeout=60 weight=1;
least conn;

}

2.8.2.3. B ceKumu server 3a/1aTb 3HA4YEHMA CAeayOLMX MNAaPaMeTPOB:

— MOPT, K KOTopomy ByayT NOAKNOYATLCA YCTPONCTBA, HANPUMeEp:

listen 999 ssl so keepalive=on;

— NYTb K 3aKPbITOMY KAOUYY U cepTMdUKATy 3aKPbITOro KAtYa, KoTopble byayT

MCNO/1b30BaTbLCA A1 YCTAaHOBKM TLS-coeaAnHeHMA, Hanpumep:

ssl certificate /etc/nginx/ssl/cert.pem;
ssl certificate key /etc/nginx/ssl/privkey.pem;

MPUMEYAHUE. CepTudnKaT 3aKpbITOro KAOYa A0MKEH BXOAUTb B LEMOYKY
noBepua cepTUPMKATOB Ha YCTPOMCTBAX.

— nyTb K nor-¢pamnam Nginx, Hanpumep:

access_log /var/log/nginx/external balancer/access-999.log basic;
error log /var/log/nginx/external balancer/error-999.log;

MPUMEYAHUE. MpeasaputenbHo A0MKEH ObiTb CO34aH KaTanor ANA XpaHeHWs

nor-darnnos.

2.8.2.4. NpoBEpPUTb KOPPEKTHOCTb KOHPUTYPALIMOHHbBIX Ppainnos Nginx ¢ MOMOLLbLO

KOMaHAb!:

sudo nginx -t

B cnyyae oTcyTCTBMA OWMOOK ByAeT BbiBEAEHO COODLeHMe:

nginx: the configuration file /etc/nginx/nginx.conf syntax is ok
nginx: configuration file /etc/nginx/nginx.conf test is successful
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2.8.2.5. lNepe3sanyctntb NginX C NOMOLLbIO KOMaHAbI:

sudo systemctl reload nginx

2.8.3. OnucaHue HacTponkn MY

HacTtpoiika Y 3aknto4aeTca B HaCTpoMKke B3ammoaencTama Cepsepa NpPUNOKEHMUI
MY c Cepsucom yseaomneHuin Aspopa Bepcum 1.1.2 mam MCY, a Tak¥Ke B HACTPOMKe
xpaHuanua MM «Aspopa UeHTp» ana OC Android.

2.8.3.1. Hactpowka B3anmogenctena Cepsepa npunoxenuni My c NCy

B cnyyae Heobxoammoctn B3ammoaenctsus Cepsepa npunoxkeHun MY c MNCY
noTpebyeTcaA BbINOAHUTL CAeAyoLine HAaCTPOMKM:

2.8.3.1.1 CuHxpoHM3MpoBaTb Bpema mexxay Cepsepom npunoxeHnin MY mn Mcy.

2.8.3.1.2 3apeructpupoaTb B [TCY NPOEKT 1 NOAYYMUTb KOHPUTYPALIMOHHbIE Painbl
C HaCTPOMKamM: mobile app ac push project.json n
app server ac push project.json. MIHCTPyKUMA MO CO34aHUNIO MPOEKTa NpeacTaBieHa
B AOKyMeHTe «PyKoBoacCTBO Nonb3osaTend. Yactb 5. MNoacuctema CepBUC yBeAOMAEHNIAY.

2.8.3.1.3 3apatb nybanuHbIM  agpec [ICY (3HadyeHme napameTpa AOJIKHO
COOTBETCTBOBATb 3HAYeHWIO MapameTpa push public address B KOHQUIypaLMOHHOM
daine app server ac push project.json). 1A 3T0ro B KOHPUrypaumoHHom danne
config/config.yml.j2 334aTb NAapameTp config.publicUris.push.publicAddress,

Hanpumep:

publicUris:
push:
publicAddress: "http://ocs-app.local:8009"

2.8.3.1.4 3apatb agpec n nopt MCY ansa yctponcts (push-agemoHa)
Appec v nopt MCY ans ycTponCTB 334at0TCA B CEKUMN pushNotificationSystem
KOHOUIypaunMoHHOro danna config/config.yml.j2. M PACNPOCTPAHAOTCA Ha BCe

TEHAHTbI:
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pushNotificationSystem:
mobileHostname: "{{ groups|['app']l | first }}"
mobilePort: 999

TaKkyKe agpec M MNOPT MOXKHO 33a4aTb B KOHCOAM aaMMHMCTpaTopa [1Y npwu
BbiNnoAHeHMN nn. 2.8.3.1.6. B AaHHOM cay4ae HaCcTPOMKK ByayT pacnpoCcTPaHATLCA TONbKO
Ha TEHAHT B PaMKax KOTOPOTrO BbIMONHANACh HACTPOMKA.

2.8.3.1.5 NepeyctaHoBuTb 1Y B cOOTBETCTBUM C M. 2.5.2, B C/ly4ae ecnm HaCTPOMKa
OCYLLECTBAAETCA NOCNEe YCTaHOBKM [1Y.

2.8.3.1.6 B KoHconn agmmnHmctpatopa MY («KAAMUHUCTPMPOBaAHMEY - « HACTPOMKMY»
- «MHTerpauma» - «CepBuUc yseaoMaeHnn ABpopa») 3adaTb NapameTpbl B3aMMOAENCTBUA
Cepsepa npunoxeHun MY n Mcy.

OnucaHMA Ha3HAYeHMA NapamMeTpoB M MNOPAAOK HACTPOMKM NpuBeAeHbl B
NOKymeHTe  «PykoBoactBo  nonb3oBatena. Yactb 3. [loacuctema  Mnatdopma
YyNpaBAeHNA».

2.8.3.2. Hactpoika goctyna Kk Ml «Aspopa LeHTp» ans OC Android

[Ons HacTponkn pgoctyna K MM «Aspopa LieHTp» ana OC Android Heobxoanmo
BbINONHUTb CAeaytowme AenCTBUA:

2.8.3.2.1 Bbinoxutb apk-pann MIM «Aspopa LeHTp» B npomn3BonbHOe ¢aioBoe
XpaHWUANLLE, NO3BOIAOLLEE CKauMBaTb Galiibl No NpoTokoay http (Hanpumep, B dannosoe
xpaHuanwe NMOOC). Mpumep HacTporKkn darnosoro xpaHuanwa NOOC ana pasmelleHns B
Hem apk-dainos M1 «Aspopa LeHTp» npmeeaeH B n. 2.8.3.3.

2.8.3.2.2 PaccumnTatb Xelw-cymmy apk-daina ¢ NOMOoLb0 KOMaHab!:

cat <mmsa damya> | openssl dgst -binary -sha256 | openssl base64
| tr l_I_/l l__l | tr _d | —
Hanpumep,

cat omp-emm-client-4.0.0.4+2-android.armeabi-v7a.apk | openssl dgst -
binary -sha256 | openssl base64 | tr '+/' '- ' | tr -d '='

2.8.3.2.3 B cekummn config.provisioning.android KOHPUrypaumoHHoro darna
MY /var/ocs/config/subsystems/emm/config.yml 3a4aTb xew-cymmy apk-daiina m

url-agpec ¢panna, Hanpumep:
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provisioning:
android:
packageChecksum: "xHOmnjhoe m-8NcBRphnlH9h3DwagZdIPaWfacX8stE"
packageDownloadLocation: "http://example.ru/android/omp-emm-
client-4.0.0.4+2-android.armeabi-v7a.apk"

2.8.3.2.4 [lepe3anyctuTb CepBUC ocs-emm-enrollments-api C MOMOLLbIO

KOMaHAbI:

ANSIBLE USER=<mmMsa noje3oearens> ./deploy-ac.sh --apps ocs-emm-
enrollments-api --action restart

2.8.3.3. Hactpomka ¢amnosoro xpaHunumwa MOOC ana pasmeuleHna apk-pannos
MM «Aspopa UeHTp» ans OC Android

2.8.3.4. Ina HacTponkn pamnosoro xpaHmanuia NOOC ans pasamelleHnsa B Hem apk-
dannos MI «ABpopa LleHTp» HeoOBXOAMMO BbINONHUTL CAeayoline AeNCTBUA:

2.8.3.4.1 Hactpoutb patnosoe xpaHunuule NMOOC B cooTBeTCTBMM C N. 2.8.4.

2.8.3.4.2 B katanore pannosoro xpaHuamuia NMOOC, KOTopbI 334aH B NapameTpe
root cekumm location /pkgrepo/mobile KoHoUrypaumoHHoro danna
/etc/nginx/conf.d/locations-external/ocs-pkgrepo-nginx-
static.location (no ymonuyaHuto Katanor: /ocs/pkgrepo/repos), nmbo B
napametpe repos root  KoHoUrypaumoHHoro  ¢ahna install-<eepcusa
[I10>/install-ac/config/subsystems/pkgrepo/vars/ocs-pkgrepo-
nginx-static.yml cueHapues yctaHoBkM MMMO, co3aaTb KaTanor Ana xpaHeHus apk-

dannos:

mkdir <karasor ¢annoBoro xpaHwmiuma II00C>/<karTajior mniasa apk-darmnos>/

Hanpumep,

mkdir /ocs/pkgrepo/repos/android/

2.8.3.4.3 CkonunpoBaTb B CO34aHHbIM KaTanor apk-gpann K KOTopomy HeobXxoaMMO

npeaocTaBUTb AOCTYyN No http-npoToKony:

cp <uMmsa dbamna> <nyTh K KaTajiory>/android/

Hanpumep,

cp omp-emm-client-4.0.0.4+2-android.armeabi-v7a.apk
/ocs/pkgrepo/repos/android/
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Url-appec ¢anna B dannosom xpaHunumuwe MNOOC byaeT mmeTb cneaytoulee

3Ha4YeHNMe:

http(s) ://example.ru/emm/mobile/<mma kaTajora misa apk-banmos>/<ums
apk-banmna>

Hanpumep:

http(s) ://example.ru/emm/mobile/android/omp-emm-client-4.0.0.4+2-
android.armeabi-v7a.apk

[aHHbln url-agpec HeobxoAMMO B AanbHEMLIEM yKa3aTb B KOHPUIYpPaLMOHHOM

danne MY npun HacTporke goctyna K Ml «Aspopa LleHTp» B cooTBeTcTBMM C . 2.8.3.2.
2.8.4. OnucaHue Hactponku MOOC

Hactpoika MOOC 3aknto4aeTcs B HacTporke dannosoro xpaHuauuwa MNOOC u
3arpysku naketos OC B AaHHOE XpaHUAULLE.

MPUMEYAHUE. HacTpoiKky ¢alnoBoro xpaHunuila Heobxoaumo BbIMOAHATb
nocne yctaHosku [1M10.

[Ons HacTponkn dpannosoro xpaHunuuwa MNOOC n 3arpy3kn naketos OC B gaHHOeE
XpaHuAuue HeobxoaAMMOo BbIMONHUTL CeaytoLLmMe AeNCTBUA:

2.8.4.1. Co3aaTb KaTa/lor /ocs M Ha3Ha4yuTb ero BJade/ibLem MoJib30BaTeNA ocs,

noJ, KoTopbiM paboTatoT cepsuckl NOOC:

sudo mkdir -p /ocs
sudo chown ocs:ocs /ocs

2.8.4.2. B cnyyae mMcnonb3oBaHWA eanMHOro $panoBOro XpaHuauua Heobxoammo
BbINOJIHWTb MOHTUPOBAHME AAHHOMO XPaHM/INLLA K KaTanory /ocs.

MpuMmep HaCTPOMKKM eanHOro GamnoBoro xpaHuauila npueeseH 8 n. 2.9.3.

BHUMAHMWE! Mpu akcnayataumm MMNO B KnacTepHoM KoHOUIrypauum BCe HOAbI
CepBepa npunoxkeHuit MOOC A0NKHbI UMETb A0CTYN K eAMHOMY Galn0BOMY XPaHUAMLLY.
CooTBeTcTBEHHO, BCe HOoAbl Cepepa npunoxkeHmn NOOC aonKHbl ObITb HACTPOEHbLI Ha

PaboTy C AaHHbIM GaNOBbIM XPAaHUIULLEM.
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2.8.4.3. B darmnosom xpaHumaumuie NOOC co3aaTb KaTanor COrnacHO NapamMeTpy root
cekumm location /pkgrepo/mobile KOHOUIypaLUMOHHOIo danna
/etc/nginx/conf.d/locations-external/ocs-pkgrepo-nginx-static.location
(no  ymonyaHuio Katanor: /ocs/pkgrepo/repos), nMbO napameTpy repos root
KOHPUIYPaLMOHHOIO danna install-<Bepcus [IO>/install-
ac/config/subsystems/pkgrepo/vars/ocs-pkgrepo-nginx-static.yml

cueHapues yctaHoBkM [1M10:

mkdir <OoyTb K KaTaJory>

Hanpumep,

mkdir /ocs/pkgrepo/repos

2.8.4.4. CkonupoBaTb B MPOM3BO/bHbLIA KaTanor ¢amnosoro xpaHuamuwa MNOOC
dpXnB C NMNakeTamm OCwn paCnaKkoBaTb €ro B KaTa/or, 3a,£l,aHHbIl\/Jl B NapameTpe root CeKunn
location /pkgrepo/mobile KOHOUIypaLUMOHHOIo danna
/etc/nginx/conf.d/locations-external/ocs-pkgrepo-nginx-static.location
(N0 ymonyaHuto KaTanor: /ocs/pkgrepo/repos), NnMbO B NapameTpe repos root
KOHPUTYpPaUMOHHOTO darna install-<sepcus ro>/install-
ac/config/subsystems/pkgrepo/vars/ocs-pkgrepo-nginx-static.yml

cueHapues yctaHoBkM [10:

tar -xf <umsa ¢anmya c apxuBoM> —-C <OyTh K KaTaJoTy>
rm <muMsa Qansia ¢ apxmMBOM>

Hanpumep,

tar -xf 4.0.2.35.tar -C /ocs/pkgrepo/repos
rm 4.0.2.35.tar

2.8.4.4. 3apeructpupoBaTb nepeaaHHbih penus (Bepcuto), aAobasBmB B ann
/ocs/pkgrepo/meta/main.json ONMCaAHWE U3 CNeLMann3npoBaHHoro meta-ganna.

Meta-daln nepenaetca BMeCTe C apxMBOM M npeacTasaaeT cobon dpan B popmaTte
json n umeeT Ha3BaHMe main. json. [yTb K Mmeta-dbainy 3agaeTca B OAHOM U3 CAeAyHOLWMX

NnapamMeTpoB:
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— alias CeKUMM location /pkgrepo/mobile/meta KOHPUIYPALMOHHOTO
danna /etc/nginx/conf.d/locations-external/ocs-pkgrepo-nginx-
static.location (MO YMONYAHUIO KaTanor: /ocs/pkgrepo/meta);

— meta root KOHOUIypauMOHHOro damna install-<eepcms [IIO>/install-
ac/config/subsystems/pkgrepo/vars/ocs-pkgrepo-nginx-static.yml

cueHapues yctaHoBku [M10.

BHUMAHMUE! MpueeaeHHbie B HACTOAWEM MyHKTE NPUMMEpPbl 3anoaHeHnA meta-
danna NnpuBeaeHbl UCKAOUYUTENBHO ANA ODLLLErO 03HAKOMIEHMA C BOSMOMXKHOM CTPYKTYPOM
danna. Ntorosbih meta-dpann aonkeH ObITb CPOPMMPOBAH C YYETOM PEKOMEHAAUMIA W
npumepa 3anonHEeHNs, NPUBEAEHHbIX HUXKE.

Obuime pekomeHaaUMmM No 3anoaHeHno meta-panna:

— Heobxogumo cobntoaaTh oblime nNpaBuaa CTPYKTYPbl M CMHTaKcuca dopmata
json npu co3gaHmmn meta-dainna;

— HeobXxo4MMO KOPPEKTHO yKa3blBaTb CAeayrolme AaHHble: MOAe/ b YCTPOMCTBA U
Bepcum OC ABpopa, A0 KOTOPbIX AOCTYNHO 0OHOBNEHME;

— cneayeT NPUAEPHKMBATBCA MPUBEAEHHbIX PEKOMEeHZauMi Mo 3ano/HEHWUIO
danna;

— cneayeT  WUCMNOAb30BaTb  MHCTPYMEHTbl  ANA  MNPOBEPKM  CMHTAKCKCa
noAroToBAeHHOro dgakna.

Meta-daiin COCTOMT M3 HEeCKONbKMX O0KOB, MPMMEpPbl 3aMOJHEHWA KOTOPbIX
npueBeaeHbl Aanee:

1) O6bwmin 6oK:

"brand": "OMP",
"releases": []

roe:
— "brand": "OMP" - 06uwasn nHpopmaLus;

— "releases": [] - 610K N0 moaenam;
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2) BAoK Mo moaensam yCTPOMCTB:

"deviceModel": "aqg ns220r",
"latest": "4.0.2.249",
"versions": [
{
"version": "4.0.2.249",
"from": [
"4.0.2.209"
]
Yo
{

"version": "4.0.2.209",
"from": [
"4.0.2.175",
"4.0.2.89"

]
b
{
"version": "4.0.2.175",
"from": [
"4.0.2.89",
"4.0.1.43",
"4.0.1.20"
]
Yo
{
"version": "4.0.2.89",
"from": [
"4.0.1.43",
"4.0.1.20"
]
b
{
"version": "4.0.1.43",
"from": [
"4.0.1.20"
]
}

roe:

— "deviceModel": "ag_ns220r" - mopgenb yctpomnctBa Aquarius NS220 V5.2,
npeacTaB/eHHaa B KOAOBOM HaumeHoBaHuKM: "aq_ns220r".

NMPUMEYAHUE. B cnyvae ecnm KogoBoe HamMMeHOBaHWE YCTPOMCTBA HEM3BECTHO
cnefyeT 3anpocuTb MHGOPMALIMIO Y MPON3BOAUTENA.

— "latest": "4.0.2.249" - nocneaHaa aoctynHas sBepcka OC ABpopa A4/1A YCTPOMNCTBa;

— "versions": [] - 610K cnncKa Bepcuii;
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3) baok cnucka Bepcuii:

"version": "4.0.2.249",
"from": [

"4.0.2.209"
]

}

roe:

— "version": "4.0.2.249" - Heobxoanmasn Bepcua OC ABpopa;

— "from": ["4.0.2.209"] - cnucok Bepcuit OC, C KOTOPbIX MOKHO ODOHOBWUTH
yCTpOMCTBO A0 Heobxoammon Bepcumn OC Aspopa.

Mpyvmep 3anonHeHHOro meta-galina, COCTaBNEHHbIA ANA ycTponcTBa Aquarius
NS220R c ykazaHnem Bo3MoXKHOCTK obHoBneHMAa OC ABpopa ¢ Bepcumn 4.0.2.209 oo Bepcumn

4.0.2.249:

{
"prand": "OMP",

"releases": [
{
"deviceModel": "aqg ns220r",
"latest": "4.0.2.249",
"versions": [
{
"version": "4.0.2.249",
"from": [
"4.0.2.209"
]
}

2.8.4.5. lepe3anyctuTb CepBUC ocs-pkgrepo-pkg-repo-api C MNOMOLLbIO

KOMaHAb!:

ANSIBLE USER=<mmMs noje3oparens> ./deploy-ac.sh --apps ocs-pkgrepo-pkg-
repo-api --action restart

2.8.4.6. NpoBepnTb KOPPEKTHOCTb HACTPOMKM, A8 4Yero HeobxoAMmMO BOWTU B
KoHconb agmuHucTpatopa [1Y, aanee nepentn B nopapasgen «HacTpomkm» pasaena
«AOMWHUCTPMPOBAHMEY, B PacKpbiBatowemca none «MHTerpaumsa» BblOpaTb BKAAAKY
«ObHoBNeHMe OC» n ybeanTbca, YTO OTOOparKatoTCA MMA cepBepa, MOAENN YCTPONCTB M

noctynHble Bepchm OC (PucyHok 3).
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+ WHTerpayma 4 UHTerpaunm
» Cepeep NpUNOMeHWA http://ocs-emm-egress-api-gw.local/appstore/api
~ OB6HoBNeHWe OC 1 MHTErpaumna
« https:/rel-ocs.ompcloud.ru/pkgrepo/mobile %
~ 3.5.0.7 Inoi R7, gmp-m1-n, ag_ns220
Inoi R7 3.5.06,3.5.0.3,3.5.0.1,3.4.086,3.40.62,3.4.0.48
gmp-m1-n 3.5.0.6,3.5.0.3,3.5.0.1,3.4.0.86, 3.4.0.62, 3.4.0.48
ag_nszz0 3.5.0.6,3.5.0.3,3.5.0.1,3.4.0.86, 3.4.0.62, 3.4.0.48
PucyHok 3

2.9. lononHuTenbHble HacTponku MINO n cpeapbl pyHKUMOHMpPOBaHMA MIMNO

2.9.1. HacTpoWKa B3aMmoaencTema cepsepa npuaoxkenuin MY ¢ SMTP-cepsepom

HacTpoika B3aumoaenctema Cepsepa npunoxeHun Y ¢ SMTP-cepBepom

Tpebyetca ans obecneyvyeHua OTMPABKM HaA INEKTPOHHYK MNoYTy dalna Cco CMUCKOM

CUCTEMHbIX COObLLEHNI 06 OLIMOKaxX YyCTPOMCTB.

NMPUMEYAHUE. PyHKUMOHAN AocTyneH Tonbko ans yctponcts ¢ OC Aspopa.

[Ona HacTponkn B3ammoaenctama MNMO ¢ SMTP-cepBepom HEODXOANMMO B CEKLINM

smtp KOHQUIYpaLMOHHOro danna NoACUCTEMbI ny

(config/subsystems/emm/config.yml) 3a4aTb Tpebyemble 3HaYEHMUA:

config.yml

— dafpec 3ﬂ€KTpOHHOI\;I MO4YTbl, C KOTOPOro OTMNpaBAAKOTCA MUCbMa (napaN\eTp:

from);

— aflpec cepBepa 3NEeKTPOHHOM NoYTbl (NapameTp: address);

— TUn ayteHTUdMKaunmM (NnapameTp: authType);

— napameTpbl A1A 33aHHOro TMNa ayTeHTUdMKaummn (usrername,
ap.).

password U

MPUMEYAHUE. 3HayeHMs napameTpoB from W username [AO/KHbl ObiTb

NOEHTUYHbLI, B MPOTUBHOM C/1y4ae MNOYTOBbIM cepsep 6y,qu OTK/NIOHATL COO6LLI,eHWr'|.
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B MY noaaep»mneatoTca PLAIN, CRAM-MD5, LOGIN TUMbl ayTEHTUOMKAUMM SMTP. B
3aBUCMMOCTM OT MCMNONb3YEMOTO TMNA ayTEHTUDMKALMM HEODXOAMMO 334aTb CeaytoLmne

napameTpbl (OCTa/ibHble NapameTpbl OCTaBUTb 6€3 U3MEHEHUN):

— PLAIN:
smtp:
from: "user@example.com"
address: "smtp.example.com:1025"
tls: true
authType: "PLAIN"
host: "example.com"
username: "test username"
password: "test password"
identity: "identity"
— CRAM-MD5:
smtp:
from: "user@example.com"
address: "smtp.example.com:1025"
tls: true
authType: "CRAM-MDO"
username: "test username"
secret: "test secret"”
— LOGIN:
smtp:
from: "user@example.com"
address: "smtp.example.com:1025"
tls: true
authType: "LOGIN"
username: "test username"
password: "test password"

— 6e3 ayTeHTUPUKaunu:

smtp:
from: "user@example.com"
address: "smtp.example.com:1025"
tls: true

Mocne M3MeHeHMA HaCTPOeK HeobXoAMMO MNepeycTaHOBUTb KOHOUIypaLMOHHbIe

dannbl C NTOMOLLBIO KOMaHAbI:

ANSIBLE USER=<umMsa nojes3o0eaTens> ./deploy-ac.sh --apps ocs-emm-
dispatcher-api,ocs-emm-enrollments-api --action config
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2.9.2. HactponKa pa3aenenuna tpadmka

MMNO no3BonsdeT pasaenatb Bxogswmi Tpaduk (URL-3anpockl) cneayrowmmm
cnocobamm:

— N0 basepath - Kaxaas KoHconb agmumHucTpatopa/paspaboTymnka (nmbo APl ann
B3aMMOAENCTBMA C KAUEHTCKMMWU NPUNOKEHUAMW) NPMBA3aHA K oOnpeaeneHHoOMy
basepath. Basepath 3aaHbl B CEKUMN config.publicUris KOHPUIypaLMOHHOTo Gpainna
internal.yml,

— No AomeHam (cybaomeHam) — Kaskaana KoHconb aaMUHUCTpaTopa/pa3paboTynka
n APl nns B3aMMOAENCTBUA C KTMEHTCKUMM NPUAOKEHNAMK (n1bo rpynna KoHconen 1 API)
OMNUMOHANBbHO MOXeT OblTb NpuMBA3aHa K onpeaeneHHoOMy AOMeHy. PekomeHayeTcs
ny6anyHble KOHcoM 1 APl npuBA3bIBaTb K AOMEHY, KOTOPbIN MMeeT A0CTyn M3 CeTu
NHTepHeT, a BHYTPEeHHNEe KoHCcoM (KOHCONM aAMUHNUCTPATOPOB) NPUBA3bLIBATL K JOMEHY,
He MMmetoLeMy AoCTyn 13 ceTn MIHTepHeT. PasaenerHune TpaduKka no AoMeHam NpuBeaeHo
Bnn. 2.4.2.4;

— MO NOpTam — BHYTPeHHMe n BHelWwHMe agpeca MMO npuBA3aHbl K OTAENbHbIM

noptam. OnucaHne HaCTPOMKM pa3geneHuna Tpadurka no noptTam npmuseneHo B nn. 2.4.2.3.
2.9.3. Mpumep HaCTPONKM eamMHOro GamaoBOro XpaHUAMLLLA

EanvHoe dannoBoe XpaHUAWULLE NPUMEHAETCA AN8 XPaHeHUA GannoB KAMEHTCKMX
NPUNOXKEHUN (MKOHKK, CKPUHLWOTbLI, RPM-nakeTbl) 1 naketos OC.,

[na HacTpoikm eamHoro ¢alnoBOro XpaHWAMULA HeobxoAMMO  BbIMOAHUTL
cneayolme AencTBmA:

2.9.3.1. YctaHoBuTb NFS cepBep B COOTBETCTBMU C OPULMANBHOM AOKYMEHTAUMEN

Ha OC RedHat, npuBeAEHHOWN Ha CTpaHuue:

https://access.redhat.com/documentation/en-

us/red hat enterprise linux/7/html/storage administration guide/nfs-

serverconfig.
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2.9.3.2. Ha Cepsepax npunoxeHuni MM 1 NOOC co3aaTtb KaTanor /ocs U Ha3HauYnTb

ero BAaAenbLeM NoJb30BaTeNA ocs, NOA KOTOpPbIM paboTatoT cepsuchl MM 1 MOOC:

sudo mkdir -p /ocs
sudo chown ocs:ocs /ocCs

BHUMAHMUE! Mpu akcnayataumm MMNO B KNacTepHOM KOHPUrypauum BCe HOAbI
cepepoB npuaoxeHuin MM mn MOOC AO0MKHBI MMeTb AOCTYN K eaAMHOMYy daiisioBomMy
XxpaHunuuy. CooTBETCTBEHHO, BCe HOAbI cepBepoB npunoxeHuin MM nlOOC aAonKHbI ObITb
HaCTPOeHbl Ha PaboTy C AaHHbIM GANNIOBLIM XPAHUIULLEM.

2.9.3.3. BbinonHUTb MOHTMpOBaHWe ¢amnosoi cuctembl NFS K KaTanory /ocs C

MOMOLLIO KOMaHAb!:

mount example.com:/export/ocsfs /ocs

roe:
— example.com— MMA y3na Gannosoro cepsepa NFS;
- /export/ocsfs-—KaTaﬂor,KOTOpbWﬁ3HCﬂOpTMpyeTexample.com;
— /ocs — KaTanor, K KoOTOPOMY OCYLLECTBAAETCA MOHTMPOBAHME.
MPUMEYAHUNE. MoHTMpoBaHue dainnosoit cuctembl NFS Takke MOXKeT ObiTb
BbIMO/IHEHO MOCPEACTBOM peAaKTMpoBaHusa ¢alna /etc/fstab. N8 3TOro B AaHHbIM

dann HeobxoaMMo A00aBUTL 3aNUCh CieAyHoLLEero BMAa:

example.com:/export/ocsfs /ocs nfs defaults 0 0O

PenaktnpoBaHue danna /etc/fstab NOJ/IKHO OCYLLECTBNATLCA
Cynepnosib30BaTenem.
2.9.3.4. Ana npoBEPKN KOPPEKTHOCTU MOHTMPOBAHMA HEOOXOAMMO BbIMOSHUTD

KOMaHAY:

1ls /ocs

N ybeamnTbes, YTO NONYYEHHbIM CMMCOK $ainioB COOTBETCTBYET CNMUCKY $altnoB B KaTanore

/export/ocsfs Ha KOMMbIOTEPE example. com.
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2.9.4. HacTpoWKa KawmnpoBaHMA OTBETOB CEPBNCOB

Ona ysennyeHuna nponssoautenbHocTu [0 npumeHaeTca KaWwmnpoBaHMe OTBETOB
cepsucos Cc nomowbio Nginx. [lpy 3TOM [A0OCTYyN K 33aK3WMPOBAHHbIM  [AAHHbIM
OCyLLLecTBAAETCA Yepes wa3bl goctyna MM10.

HacTpoMKM KaWMpPOBaHMA 334at0TCA B CAeAyrOWMX KOHOUIYpaUMOHHbIX darnnax
CLeHapuneB YCTaHOBKM cpedbl dyHKUMoHMpoBaHmA MMO:

1) B KoHdurypaumoHHoMm ¢aine shared roles/nginx/defaults/main.yml
33[3t0TCA caedytolme napameTpbl:

— cache enabled - BK/OYEHME/BbIKNOYEHME KIWMPOBAHUSA;

— cache path - KaTanor xpaHeHuna KaLwa;

— keys zone - UMA 30Hbl B pa3aenaemon NamaTtu, rae byaet XpaHUTbCA KaL;

— keys zone size - pa3mep 30Hbl B Pa3fenaeMon namaTu;

— cache max size - MaKCMMa/bHbIA pa3mep BblIAENAEMON MO K3W MNaMATH

(korga mecTo 3akaHuymBaeTca, Nginx yaanaeT ycTapesLline AaHHble);

— cache inactive - Bpemd, NocCae KOTOPOro Ksuw 6yp,eT dBTOMaTUNYECKN
oYMLLaTHCA.
Hanpumep:
cache enabled: true
cache path: "/var/cache/nginx"
keys zone: "proxy cache"
keys zone size: "50m"
cache max size: "10G"
cache inactive: "30m"

NMPUMEYAHUE. MakcMmanbHbIM pasmep BblAENAEMON NOA K3 NAaMATU AOKEH
6bITb He meHee 10 Ib.

2)B KOHPUIypaLMOHHbIX bannax config/subsystems/<HasBaHle
nomcmcTeMer>/vars/services.yml 3agatorca APl dyHkumm (endpoint-bi) MMNO, ans
KOTOPbIX HEODXOAMMO BbINMONHATH KILWMPOBAHME, a TaKKe NapaMeTpbl KILWNPOBAHWA A5
Kaxkaon APl dyHKLNM:

— proxy cache - BK/AOYEHME K3WMpoBaHWAa ana APl dyHKUuK;
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— proxy cache valid - BpeMA K3WMPOBAHWA OTBETA (BO3MOXHO 334aTb Bpema
K3WMPOBaHMA ANA ONpeaeeHHbIX CTaTyCOB OTBETa);

— proxy cache lock - NapameTp onpegenAetr BO3MOXHOCTb MPOXOXAEeHUA
HECKONbKNX 3anpocoB Ha 63keHAa (K cepsucam MM0). Mpu 3Ha4YeHUM «on» 3anpellaeTca
NPOXOXKAEHME HECKONbKMX 3anpocoB K cepsucy MO, Bce NOBTOPHble 3anpockl 6yayT
OXWMAaTb NOABAEHMA OTBETA B K3Wwe AMbo TanmayTa 610KMPOBKM 3anpoca K CTpaHULE;

— proxy cache use stale - NapaMeTp onpeaenAaeT, B KaKUX CAy4aAX MOXKHO
MCMONb30BaTh YCTAPEBLUINIM 3aK3WMPOBAHHbIN OTBET;

— add_header: "X-Cache-Status Supstream cache status" - AMPEKTMBaA
nobasnaeT http-3aronoBoK, cogeprKallMi CTaTyC KILWMPOBAHKA.

Hanpumep:

nginx location dashboard:
path: "~ /vl/dashboards/["/]+S$"
proxy cache: "proxy cache"
proxy cache valid: "200 {{ cache interval dynamic }}"
proxy cache lock: "on"
proxy cache use stale: "updating"
proxy cache background update: "on"
add header: "X-Cache-Status Supstream cache status"

2.9.5. lencTtBmnAa no 6e30nacHOM YCTaHOBKE M HACTPOMKe CpeaCcTBa

MPUMEYAHUE. VYcTaHOBKa, HacTpoMKka W 3Kkcnayatauma (MO goakHa
OCYLLLECTBNATLCA B cooTBeTCTBMM € D[] Ha [110.

Mpu ncnonbsosaHum MMO B rocyAapcTBEHHbIX MHGOPMaLMOHHbLIX cucTemax (MNC)
(MHPOPMALIMOHHBIX CMCTEMAX MEPCOHabHbIX AAHHbIX, aBTOMATU3MPOBAHHbIX CUCTEMAX
ynpaBaeHnsa, KpUTMYEeCKoM WHDOPMAUMOHHOM WHOPACTPYKTYpPE), He COoAeprKallmx
MHbOPMaLMM, COCTaBAANOLWEN TFOCYAAPCTBEHHOM TalHbl, B 3aBMCMMOCTM OT Kjacca
3aLLUMLLEHHOCTM A0MXHblI OblTb YCTAaHOBNEHbI 3HAYEHMA MapamMeTpPOoB, NPUBEAEHHbIE B

Tabamue (Tabamua 11).
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Tabnumua 11
3HayeHue 3HayeHue 3HayeHue 3HayeHue
NapameTp (pnaTUC4-ro | (pnaTMC 3-ro | (ana TUC 2-ro | (ans TUC 1-ro
Knacca) Knacca) Knacca) Knacca)
KoHdurypaumoHHbin darn MNb (cueHapua yctaHosKku MB):
/var/ocs/config/subsystems/auth/config.yml
(config/subsystems/auth/config.yml)
[epuon BpemeHu YctaHaBnumBaetcAHe bonee 90  |He bonee 90 He 6onee 45
HEeMCcnoab30BaHMA Ha YCMOTpeHue |aHewn, aHewn, aoHewn,
naeHTudmnKaTopa onepatopa MIC, [Hanpumep: Hanpumep: Hanpumep:
(yquHoM3anmcm) Hanpumep: maxAcgountIp.magAgcount;na maxAcgountIp
NoNb30BaTeNs, Uepes maxAccountIna |@CtivityPeri|ctivityPeriod jactivityPeri
ctivityPeriod [0d: 2160h 2160h od: 1080h
KOTopoe npomcxoamT
2160h
ero 610KMpoBaHue:
config.maxAccount
InactivityPeriod
MWHUManbHaA gavHalHe meHee 6 He meHee 6 He meHee 6 He meHee 8
napons: CMMBO/IOB, CMMBO/IOB, CMMBO/IOB, CMMBO/IOB,
config.passwordSe panpumep: Hanpumep: Hanpumep: Hanpumep:
ttings.minkength |.onfig.passwo |config.passw|config.passwo |config.passw
rdSettings.mi |ordSettings. |[rdSettings.mi |ordSettings.
nLength: 6 minLength: 6 |nLength: 6 minLength: 8

Andasut napona ana
YYeTHbIX 3anmcen
Nnonb3oBaTenemn He
HacTpamBaeTca.
[Maponmn y4eTHbIX
3anucen
Nnonb30BaTeNEeM
NOMKHbI COAepXaTb
OYKBbI BEPXHErO U
HWXHEro PermcTpos,
undpbl 1
cneumanbHble
CMMBO/bI (3TO
KOHTpOAMpYyeTcA
nno).

AndaBut napona ana
yYeTHbIX 3anmncemn
YCTPOMNCTB:

He meHee 30
CMMBO/IOB,
Hanpumep:

minDigits: 1

minUpperlLette
rs: O

minLowerLette
rs: 1

minSpecialCha
rs: O

He meHee 60

He meHee 70

CMMBOJI0OB, CMMBOJI0OB,
Hanpumep: Hanpumep:
minDigits: 1 |minDigits: 1
minUpperLett minUpperLette
ers: 1 rs: 1
minLowerLett minLowerLette
ers: 1 rs: 1
minSpecialCh |minSpecialCha
ars: O rs: 1

He meHee 70
CUMBOJIOB,
Hanpumep:

minDigits: 1

minUpperlLett
ers: 1

minLowerLett
ers: 1

minSpecialCh
ars: 1
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MNapameTp

3HavyeHue
(nns TUC 4-ro
Knacca)

3HavyeHue
(ons TUC 3-ro
Knacca)

3HayeHue
(ana T'NC 2-ro
Knacca)

3HayeHue
(ans TUC 1-ro
Knacca)

— MUHUMaA/IbHOE
4ymcno umodp B
napone:

— config.passwor
dSettings.minDigi
ts

— MWHWMaJIbHOE
4Yncno OyKB BEPXHEro
perucTpa B napone:

— config.passwor
dSettings.minUppe
rLetters

— MWHWMaJIbHOE
YMCNO DYKB HUMKHETO
perucTpa B napone:

— config.passwor
dSettings.minUppe
rLetters

— MUHUMaAIbHOE
4YMNCNO CneucnmBooB

B NMapoe:
config.passwordSe
ttings.minSpecial
Chars

MaKcmmanbHoe
Bpema AencTBmA

napons:
config.passwordEx
pirationTime

He 6onee 180
aHen,
Hanpumep:
passwordExpir

ationTime:
"4320n"

He 6onee 120
aHewm,
Hanpumep:
passwordExpi

rationTime:
"2880h"

He 6onee 90
aHew,
Hanpumep:
passwordExpir

ationTime:
"2160nh"

He 6onee 60
aHewn,
Hanpumep:
passwordExpi

rationTime:
"1440n"

MaKcrmasibHoe
Bpema AencTBmA
KAtOYa YY4EeTHOM

3anuncuK cepsepa

NPUNOXKEHUN:
config.ttl.client
_Jwks

He 6onee 1 roga
n 3 mec.,
Hanpumep:

client jwks:
10950h

He 6onee 1
roga un 3 mec.,
Hanpumep:

client jwks:
10950h

He 6onee 1 roaa
n 3 mec.,
Hanpumep:

client jwks:
10950h

He 6onee 1
roga un 3 mec.,
Hanpumep:

client jwks:
10950h
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3HaveHue 3HaveHue 3Ha4yeHue 3HayeHue
NapameTp (pnaTUC4-ro | (pnaTMC 3-ro | (ana TUC 2-ro | (ans TUC 1-ro
Knacca) Knacca) Knacca) Knacca)
Yncno nocnenHmx YcTaHaB/MBaeTCAlYCTaHaB/IMBaeT |YCTaHaBAMBAETC |YCTaHaB/MBaeT
MCMOb30BaAHHbIX Ha yCMOTpeHue |[CA Ha A Ha CA Ha
naponeu, kKotopble |onepaTtopa NC, |yCMOTpeHMe  |yCMOTpeHMe YCMOTpEeHMe
3anpeLeHo Hanpumep: onepatopa MC, |onepatopa MC, |onepatopa MC,
MCNONb30BaTb passwordHisto |yanpumep: Hanpumep: Hanpumep:
NONb30BATENAMM NPU ryDepth: 3 passwordHist |passwordHisto |passwordHist
CO3AaHUM HOBBbIX oryDepth: 3 |ryDepth: 3 oryDepth: 3
naponeu:
config.passwordHi
storyDepth
MaKcmmanbHoe OTt3 0010 Ot 3 0010 OT3008 Or3p04
KOJINYeCTBO MNOMbITOK, MOMbITOK, MNOMbITOK, NOMbITOK,
HeyCcneLwHbIx Hanpumep: Hanpumep: Hanpumep: Hanpumep:
NOMbITOK failedLoginTr |failedLoginT |failedLoginTr |(failedLoginT
ayTeHTUOUKALMN ies: 10 ries: 10 ies: 8 ries: 4
(BBOAA
HenpaBMAbLHOIO
napons) Ao
HNOKMPOBKM:
config.failedLogi
nTries
Bpems 6noknpoBkn |OT 3 go 15 Ot 5 pgo 30 OT110 no 30 O1 15 no 60
y4eTHOM 3anmncu MWHYT, MUHYT, MUHYT, MUHYT,
Nno/ib30BaTeNA B Hanpumep: Hanpumep: Hanpumep: Hanpumep:
c/lydae JOCTUMHKEHMA failedLoginBl [failedLoginB |failedLoginBl |failedLoginB
1 . LAl LAl 1 . 1 . 1 .
\CTaHOBAEHHOMO ockTime: "3m %g;leme. Sigiime. %igiflme.
MaKCMMaNbHOro
KO/AM4ecTBa
HeyCcneLwHbIX
NONbITOK
ayTeHTUPUKaummn:
config.failedLogi
nBlockTime
KosnnyecTso YcTaHaBAMBaeTcsa|YcTaHaBAMBaeT |YcTaHaBamBaeTc |He bonee 2-X,
0A4HOBPEMEHHbIX Ha yCMOTpeHue |CA Ha A Ha Hanpumep:
ceccuit ana onepatopa UC, |yCMOTpeHne  |ycMmoTpeHue privilegedSe
NPUBUNETMPOBAHHbIX HaNpUmep: onepatopa MC, jonepaTtopa MC, Z’SlonSlelt:
yYeTHbIX 3anncen: Hanpumep: Hanpumep:
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3HaveHune 3HaveHune 3HayeHue 3Ha4yeHue
NapameTp (pnaTUC4-ro | (pnaTMC 3-ro | (ana TUC 2-ro | (ans TUC 1-ro
Knacca) Knacca) Knacca) Knacca)
config.privileged|privilegedSes |privilegedSe |privilegedSes
SessionsLimit sionsLimit: ssionsLimit: |sionsLimit:
10 10 10
Konnyectso YcTaHaB/MBaeTCcA|YCTaHaBAMBAET |YCTaHaBAMBAETC |YCTaHaBAMBAET
OAHOBPEMEHHbIX Ha YCMOTpeHMne |cA Ha A Ha cA Ha
ceccun ana onepatopa MIC, |ycmoTpeHne  |yCMOTpeHue YCMOTpEeHMe
HEenpuBUIETMPOBAHH [HAaNpumep: onepatopa MC, |onepatopa MC, |onepatopa MC,
bIX YY4ETHbIX 3aMMUCEN: Unp?iVil?g?dS Hanpumep: Hanpumep: Hanpumep:
config. essionsLimit: \ypprivileged |unprivilegedS [unprivileged
unprivilegedSessi 10 SessionsLimi |essionsLimit: |SessionsLimi
onsLimit t: 10 10 t: 10

O6Wwmi KoHPUrypaumoHHbIn pann MMNO (wabaoH obLiero KOHUrypaunmoHHOro ganna

Mno):
/var/ocs/config/config.yml (config/config.yml.j2)
Bpems 6e3neinctema |YcTaHaBamBaeTcAYcTaHaBamBaeT |He bonee 15 He 6onee 5
(HeaKTMBHOCTK) Ha YCMOTpeHMe |CcA Ha MUHYT, MWHYT,
nonb3oBaTens, yepes |onepatopa NC, |ycmoTpeHue  [Hanpumep: Hanpumep:
KOTopoe Hanpm,v\ep: onepaTopa MC’ rememberFor: rememberFor:
. 15m 5m

ocyLllecTsnAaeTca rememberFor: panpumep:

30m .
3aBepLUeHne ceaHca rememberkFor:

. 30m
nNo/ab30BaTeNA:
config.session.re
memberFor
2.9.6. lenctBns no cmeHe ayTeHTUOUKALMOHHOM UMHbopMaumm (naponen,

CEKPETOB, TOKEHOB, KtOYeN)

Mpu 3akcnayataumm TMMNO  ponxHa obecneymBaTbCa NepuoanYeckaa CMeHa

ayTeEHTUPUKALUMOHHOM

nHGopmaumm

[Nepnogmn4YHOCTb

CMEHbI

onpeanendaeTcAa

3KcnayaTupytolen opraHusaumeinn. CMeHa ayTeHTUOMKALMOHHON MHPOPMALMM TaKKe
AONXKHA OCYLLECTBAATLCA B C/Nydae ee KOMMpomeTaumu. K cobblTmam KomnpomeTaumm
OTHOCATCA (HO He orpaHMYMBatOTCA), cneayrolme cobbITHA:

— HC/A & cepsepam npunosxkenunit MMNO n/mnm ynpasnaaouien IBM;

— NnoTepsa HOCUTeNA, CoAePKaLWEro ayTeHTUOMKALMOHHYI0 MHbopMaLMIO;
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— YBO/IbHEHME COTPYAHWKOB, WMEBLUMX AOCTYN K ayTeHTUPUKALMOHHOM
nHbopMmaLnm;

— BO3HWKHOBEHME NOAO3PEHUN Ha YTEUKY ayTEHTUOUKALMOHHON MHPOPMaLMK;

— C/lyYau, Koraa Henb3a AO0CTOBEPHO YCTAHOBWUTb, YTO MPOM3OLWIAO C HOCUTENEM
ayTeHTUdMKaUMOHHON MHPOPMaLMK (HanpuMep, He MOHATHA NPUYMHA BbIXOAA HOCUTENS
N3 CTpoS).

AyTeHTUOUKALUMOHHAA MHOOPMALMA KOMMNOHEHTOB cpeabl PYHKLUMOHMPOBAHKA, A
TaKXe CEKPETHbIN KNtOY KNMEHTOB (CEPBMCOB) M KAKOY WMGPOBAHMA CEKPETOB 3a4at0TCA B
KOHOUTYpaUMoHHbIX dalnax config/vars/ vars.yml W config/secret.yml. [1nA
CMEeHbl YKa3aHHOW ayTeHTUPUKALUMOHHON MHPOPMALMM HEODXOAMMO  BbIMOAHUTL
cnepytouime aencTema:

2.9.6.1. M\3MeHUTb Napo/sin, CEKPETbl, TOKEHbl B KOHOUIypaLMOHHbLIX danax
config/vars/ vars.yml Wconfig/secret.yml.

2.9.6.2. YCTaHOBUTb KOMMOHEHTbI cpeabl PYHKLUMOHMPOBAHUA B COOTBETCTBMU C

n.2.5.1.
2.9.6.3. YctaHosuTb MO B cooTBeTCcTBMM Cc M. 2.5.2.

2.9.7. NencrteuAa no peanusauum OYHKUMA H6e30omnacHoOCTH cpeabl

dyHKUMOHMpoBaHMa MMMO
2.9.7.1. YcTaHOBKa, HAacTpoMKa u akcnayaTtaumna C3M HC/,

3kcnnyaTauma MNMO n CYB/J aonKHa ocywecTBAATbCA B 0gHOM 13 cneaytowmx OC:

— CentOS Bepcumn 7 ¢ yctaHoBneHHbIMM C3U «Secret Net LSP» naum CINMO C31W HCA
«AKKOpPA-X K»;

— Anbt 8 CI1.

YctaHoBka C3M HC po/mkHa ocylwecTBaATbCA nocae yctaHosKu [1M0. [locne
yctaHoBkKM C3W HC/[ HeobxoAMMo MOBTOPHO Ha3HayuTb nonb3osBaTenam OC npaBa Ha

BblIMOJ/IHEHNE KOMaH/A OT UMEeHW Cynepnosib30BaTtesid B COOTBETCTBUMI C NMOAPA34E/TOM 2.2.
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YcTaHOBKa, HacTpoMka u 3skcnayaTauma C3M HCOA m OC Anbt 8 CIl1 gonxKHa

oCyLLecTBAATbCA B cooTBeTCTBMN ¢ 31 Ha C3U (OC).
2.9.7.2. TpeboBaHUA K MEKCETEBOMY IKPAHMPOBAHMIO

Heobxoanmo, 4Tobbl 3aWmTa nepumeTpa (GU3NYeCcKnx nam norndeckmnx rpannu) MC
OCYLLECTBAANACL C MCNONb30BAHNEM MEXKCETEBOIO 3KpPaHa Tpebyemoro Knacca 3alumThbl.

MerKceTeBOM 3KpaH A0/IKEH NPONYyCKaTb TPAadMK TONbKO Ha BHeLLHWe nopTbl M0,
NPW 3TOM OCTa/IbHOM TPAaPUK A0MKEH ObITh 3anpetlleH. MNepeyeHb BHelwHMX nopToBs M0 B

3aBUCMMOCTM OT BapmaHTa HaCTPOMKM NpueeaeH B Tabauue (Tabaunua 12).

Tabnuua 12
H K " pan
omep nopTa Onvcare OHOUIYpaLUMOHHbIN daiin, B Twn nopra®
(npoTtokon) KOTOPOM 334aeTcA nopT
Cepswucbl MMO «Apopa LleHTp»
10000 - 10500 |MopTbl cepsucos MMO shared _roles/systemd-  |gyyTpeHHuU
(tcp) deploy/templates/system
P d-supplicant.sh.j2
/usr/bin/systemd-
supplicant.sh
Nginx
80 (tcp) CRyUT Ana shared roles/consul-  |gHyTpeHHMN
B3aMMOEICTBUA CEPBICOB template/defaults/main.
yml
Mo apyr c Apyrom
999 (tls) Cy»KuT ans KoHdurypaunoHHbin dain  |BHELWHMA
B3ammoaenctama MY c NCY |Nginx cornacHo n. 2.8.2
8009 (tcp) BanaHCUPOBLLMK Coni%gjvar?_vari-yfgl BHELLHMM
- config/config.yml. ]
Mukpocepsncos (Nginx /etc/nginx/conf.d/ocs.c
Web Server) onf
8025 (tcp) Ha aaHHbIM nopT KoHburypaumoHHbin dain  |[BHYTPEHHW
nepeHanpasnATCA Nginx cornacHo n. 2.8.2
3anpocsl ¢ 999 nopTa
CYB/, PostgreSQL
5432 (tcp) CYB/ PostgreSQL shared_roles/postgresql |gyyTpeHHui
/defaults/main.yml

® OnucaHKe TMNOB NOPTOB NpMBeAeHO B Tabauue (Tabaunua 27).
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Homep nopTa

KoHourypaumoHHbin pann, 8

OnucaHue Tun nopta®
(npoTtokon) KOTOPOM 33aeTcAa nopt
CYbA Redis
6379 (tcp) redis—-server shared roles/redis/defa BHYTPEHHWUI
ults/main.yml
26379 (tcp) redis-sentinel shared roles/redis/defa BHYTPEHHWUN
ults/main.yml
Consul
8300 (tcp) https://www.consul.io/docs BHYTPEHHUI
/install/ports
8301 (tcp/udp) |https://www.consul.io/docs BHYTPEHHMI
/install/ports
8302 (tcp/udp) |https://www.consul.io/docs BHYTPEHHMI
/install/ports
8600 (tcp/udp) |https://www.consul.io/docs |shared roles/consul/def |guyrtpeHHnii
Jinstall/ports aults/main.yml
8500 (tcp) https://www.consul.io/docs [shared_roles/consul/def |gHyTpeHHnik
Jinstall/ports aults/main.yml
Nats Streaming Server
4222 (tcp) nats_ port shared roles/nats- BHYTPEHHMWIA
streaming-
server/defaults/main.ym
1
6222 (tcp) nats cluster port shared roles/nats- BHYTPEHHMM
streaming-
server/defaults/main.ym
1
8222 (tcp) nats monitoring port shared roles/nats- BHYTPEHHUN
streaming-
server/defaults/main.ym
1
Dnsmasq
53 dnsmasqg BHYTPEHHUI
OnepauyMoHHas cucrtema
22 MopT SSH. Micnonb3yeTca BHYTPEHHWI

ONA pa3BepTbIBaHMA U
aaMuHucTpmposaHma MMo.
BHUMAHMUE! BoamoxkHOCTb
MCMONb30BAHMA AAHHOIO
nopTa onpeaenaeTcs
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Homep nopTa KoHburypaumoHHbIN dann, B
p nop Onvcanme durypay, dann,

Tun nopra®
(npoTtokon) KOTOPOM 33aeTcAa nopt

AoKkymeHTaumen C3M ot
HCA,

NMPUMEYAHUE. PekomeHayeTca 3anpeTuTb aoctyn K MO npmBMAErnpoBaHHbIX
no/sb3oBaTeNe 13-3a NpPeaesioB KOHTPOIMPYEMOMN 30HbI, 3aNpeTnB A0CTyNn K KoHcoam
agMunHucTpaTtopa Mb. Takke Nnpn HeoHXOAMMOCTM MOXKHO 3aNPeTUTb AOCTYN K OCTaNbHbIM
Beb-KoHconam. [ns 3Toro cnedyet paspewnTb TpaduK ToNbKO Mo Tpebyembim

URL-aapecam B cooTBeTCTBUM C M. 2.9.2.
2.9.7.3. Hactpomka OC CentOS

2.9.7.3.1 Ana 3aTpygHeHUsa BO3MOXKHoOCTelM cbopa WHPoOpmauMmM O cUcTeme
HEeobXOAMMO MUCKAKUYUTL METKU BPEMEHM M3 3aronoskoB TCP nakeToB, BbINOAHMB
cneayrouime AencTemna:

2.9.7.3.1.1 B KOHOUrypaUMOHHbIM dann /etc/sysctl.conf 406ABUTb CTPOKY:

net.ipvé4.tcp timestamps = 0

2.9.7.3.1.2 MNMpuMeHUTb KOHGUTYypaLMIO, BbIMOAHNUB KOMaHAY:

sysctl -p /etc/sysctl.conf

2.9.7.3.1.3 MNpoBepunTb KOPPEKTHOCTb KOHPUTYPALIMM, BbINOAHUB KOMAHAY:

sysctl -a | grep net.ipvéd.tcp timestamps

Ec/nv HAacTPOMKM 3a4aHbl NPaBUIbHO, AO/IKHO ObITb BbIBEAEHO 3HAYEHME:

net.ipvé4.tcp timestamps = 0

2.9.7.3.2 HacTpoMka 3anpeTa ssh A0CTyna K cepBepam NpUAOKEHMN MO NOTUHY U
Naposto.
29.7.3.21 B KoHdurypaumoHHom danne /etc/ssh/sshd config 334aTb

cneayoume 3Ha4eHna napaMmeTpoB:

PasswordAuthentication no
AuthenticationMethods publickey
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2.9.7.3.2.2 Nepe3anycTutb cny»by sshd ¢ NOMOLLbIO KOMaHAbI:

sudo service sshd reload

2.9.7.3.3 HacTponKka MMHMUMaNbHOM CIOKHOCTWU NapoiA.

HacTpolka CNOXHOCTM MaponsA OCYLLeCTBAAETCA B KOHQUrypauMoHHOM ¢anne
/etc/security/pwquality.conf. PekomeHAyeTCA 3a4aTb cChefytolwme 3HAYeHMA
napameTpoB:

— MWHWMaIbHAA O/TNHA NMapoaA:

minlen = 8

- afld)aBl/lT naponA (I\/\VIHVIMaJ'IbHOG KOMNM4YeCTBO UNCMOJNb3YyEMbBIX  KJ/1aCCOB

CMMBOJIOB):

minclass = 4

— MaKCMMa/ibHasA A4/ IMHa NocaeA0BaTeNbHOCTM cumBonoBs (abed, 12345 n T.n.):

maxsequence = 3

— MaKCMmaJibHOe YMCcao naywmnx noapad oanHaKoBbIX CMMBOJIOB:

maxrepeat = 3

2.9.8. CamocToaTenbHas YCTAaHOBKA HGO6XO,£I1VIN\bIX MNakeToB Ha cepBepbl

NPUAOXKEHUN 1 cepepbl b1

2.9.8.1. NMony4nTb CNUCOK HEODXOAMMbIX MAKETOB.

MepeyeHb HeOOXOAMMbIX MAKETOB, KOTOpPble AO/XKHbl ObITb YCTAHOBAEHbI Ha
cepBepbl NPUAOXKEeHMN un cepBepbl b/l, 3agaH B ¢alne play-managed-node-
prerequisites.yml, HaXxOAAWEMCA B KaTajnore co cueHapuamum yctaHoBku [0 wu

MMEIOLLLEM CNeyIOLLYIO CTPYKTYPY:

- name: install requirements to <omepalumoHHas cuUcTema>

- name: install os packages on db node
loop:
<I[epedeHb [NaKeTOB cepsepa B>
- name: install os packages on app node
loop:
<IepedyeHb IakeTOB CepBepa IPUIIOXEeHUN>
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B cekuuMm name: install requirements to <omepauMoHHas CHUCTEMa>

33[1aeTCA nepeyeHb NakeTos AnA yKazaHHon OC. [laHHaA cekuma CoAepKUT 2 NoAceKUmn,

B KOTOPbIX 3a4aeTCA NepeyeHb NaKeToB A/ cepBepa NPUAOKEHU n cepsepa b/,

B noagcekumm name: install os packages on db node 33[43€eTCA nepeyeHb

nakeTos AnAa cepsepa b/.

B noacekumn name: install os packages on app node 33[a€TCA NepeyeHb

MaKeToOB A/1A CepBepa NPUNOKEHUN.
MpuMep nepeyHs MNakeToB ANA CepBepa MPUIONKEHUM

dyHKUMOHMpYoWwmx noa ynpasneHnem OC CentOS 7:

n cepsepa b/,

tasks:
- name: install requirements to Cent0S7
block:
- debug:
msg: install requirements to CentOS7

- name: install os packages on db node
package:
name: "{{ item }}"
state: present
loop:
- epel-release
- Jaq
- unzip
- perl-libs
- libxslt
- postgresgl-1libs
- libicu
when: node type == "db" or node type == "all"

- name: install os packages on app node

package:
name: "{{ item }}"
state: present
loop:

- net-tools

- epel-release

- Jg

- unzip

- perl-libs

- libxslt

- postgresgl-1libs
- libicu
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- dnsmasqg
- bind-utils
when: node type == "app" or node type == "all"
when: ansible distribution == "CentOS" and
ansible distribution major version == "7"

2.9.8.2. YCTaHOBWTb NaKeThbl.

YCTaHOBKa MNaKeTOB OCYLLECTB/IAETCA B COOTBETCTBMM C AOKYyMeHTaumen Ha OC.
2.9.9. OTtkAtoueHme cnyxb SELinux 1 Firewalld

Ona oTkntoverHma cny»kb SELinux un Firewalld Heobxoanmo BbINONHUTL caeaytouime

NEencTemA:

2.9.9.1. B KOHPUIrypaunmoHHom daiine /etc/selinux/config 3a4aTb caeaytollee

3Ha4vYeHne napameTpa SELINUX:

SELINUX=disabled

2.9.9.2. OtkAtounTb B OC MeXKCeTeBOM 3KPaH C MOMOLLbIO BbIMOAHEHNA CAEAYOLLNX

KOMaHA;:

systemctl stop firewalld
systemctl disable firewalld

2.9.9.3. lNepesarpy3mnTtb IBM ¢ NnOMOLLbO KOMaHAb!:

reboot

2.9.10. TpeboBaHMA K YCTAHOBKE M HACTPOMKE BHelHero HanaHCcMpoBLLMKA (Ha

npumepe Nginx)

YCTaHOBKa WM HACTpoOWKa BHelWwHero 6HanaHcuposliMKka Nginx ocyllecTBaAOTCA
Nosb30BaTeNAMM (CUCTEMHBIMW agMUHMUCTPaTopamu) MMNO camocToATeNbHO. BHeLwwHNM
6anNaHCUMPOBLIMK AOMKEH NOAAEPHKMBATL MPOKCMPOBAHNE http U tcp-COeANHEHNN.

[lna nNpoBepKM BO3MOXMKHOCTM MNPOKCMPOBAHMA tcp-COeAMHEHUN Heobxoanmo

BbIMO/IHUTL NPOBEPKY KOPPEKTHOCTN KOHDUTYpauymm Nginx ¢ NOMOLLbIO KOMaHAb!:

sudo nginx -t

B cnyyae otobparkeHMAa coobuleHmns unknown directive «stream» TpebyeTcs

£,06aBUTb NOAAEPHKKY MOAYNA ngx stream module.so. [114 3TOro He0bX0AMMO:
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— B KOHdurypaumoHHom danne Nginx (dann: /etc/nginx/nginx.conf)

no6aBUTb CTPOKY:

load module ‘/usr/lib64/nginx/modules/ngx stream module.so’;

— nepe3anyCctnTb Nginx C NTOMOLWbKO KOMaHAbl:

sudo systemctl reload nginx

2.9.10.1. HacTpolika banaHCMpPOBLLMKA 418 OAHOTEHAHTHOM KOHPUIYpaLUMK:

— BbINYCTUTb CepTUPMKAT AnA CBOero AoMeHa (AOMEHOB), Hanpumep,
acenter.example.ru;

— pobaBuTb  dns-3anmcb A8 CBOEro  AoMeHa  (AoMeHOoB), Hanpumep
acenter.example.ru;

— B KOHOUrypaumMoHHOM painne BHellHero banaHcnMpoBsLmMKa 406aBnTL 06paboTKy
CBOEro  AOMEeHa (nomeHoB), Hanpumep acenter.example.ru  (Npumepsbl
KOHOUIYPaUMOHHbLIX  dalnoB  NpuBeaeHbl B samples/ac/nginx external-

balancer/conf.d/one-node.conf).

2.9.10.2. HacTtpolka ©OanaHCMPOBLIMKA ANA  NOAAEPHKKM  MYNbTUTEHAHTHOM
KOHPUIrypaumm.

B cBA3M C Tem, YTO ANA Ka)KAOro TEHaHTa MCNOJb3yeTCA OTAENbHbIN NOAAOMEH,
HeobxoAMMO  HacTpouTb 06paboTKy [AOMeHa M NOAAOMEHOB Ha  BHELIHEM
6anaHCMPOBLIMKE, BbIMONHUB CAeaytoline AencTBuMA:

— BbINYCTUTb OBbIYHbIN U wildcard cepTudmMKaTbl ANA CBOEro AOMEHA (AOMEHOB),
Hanpnmep acenter.example.ruM *.acenter.example.ru,

— pob6aBuTb dns-3anmcb 4Ns cBOero AomeHa (A4oMeHoB) M wildcard 3anmcb AaA
nogaoOMeEHOB, HANPUMEP acenter.example.ru M *.acenter.example.ru,

— B KOHPUrypaumMoHHOM daline BHellHero banaHcMposLLmMKa 406aBUTb 06paboTKy
CBOEro JoMeHa (OOMEeHOB) W NOAJOMEHOB, HanNpUMep acenter.example.ru u
*.acenter.example.ru (NpUMepbl KOHOUIypauUMOHHbIX GalnnoB npuBeaeHbl B

samples/ac-mt/nginx external-balancer/conf.d/one-node.conf).
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2.9.11. AKkTBauUmMa (pa3bOKMPOBKA) Y4ETHON 3anMCKU MOJSIb30BaATENA C NMOMOLLbHO
sql-3anpoca K b/1

Pa3zbnokmMpoBKa Yy4eTHbIX 3anucel nonb3osatenen [MO  ocyuwecTsaaeTca
AIMWHNCTPATOPOM YYETHbIX 3anNMcen ¢ NOMOLLbO KoHcon agmuHucTpaTtopa Mb. OaHako
yyeTHas 3annucb AAMUHUCTPATOPA YYETHbIX 3aMMCEN TaKKe MOXKeT bbiTb 3ab/10KMpOBaHa
(Hanpumep, NpU ANUTENbHON HEAKTUBHOCTM AAMUMHUCTPATOPA YYETHbIX 3anuncen).

B sTom cnyvae anA pa3biOKMPOBKM y4YeTHOM 3anmMch HeobXOAMMO BbIMOAHWUTH
cnepytouime aencTeumA:

2.9.11.1. Noakntountca kK b MB (auth) C NOMOLLbIO KOMaHAb!:

psgl -U auth -h <ip-ampec cepsepa BI> -d auth

Hanpumep:

psgl -U auth -h 192.168.0.107 -d auth

2.9.11.2. Pa3bnoknpoBaTb Y4YeTHYH 3anMcb MNO/b30BaTeNA C MNOMOWbo C sql-

3anpoca:

update accounts users.accounts set is active=true,
last activity at=now() where login='<email nome30oBaTeyna>';

Hanpumep:

update accounts users.accounts set is active=true,
last activity at=now() where login='adminC@omprussia.ru';

2.9.12. lencteuma nocne coOpoca yCTPOMCTB K 3aBOACKMM HAaCTPOMKaM

Cbpoc ycTpoicTBa BO3BpallaeT ero K 3aBOACKMM HacTpoikam. [locne cbpoca
YCTPOMCTB B 3aBUCMMOCTM OT crnocoba Mx MNepBOHAYa/IbHOW YCTAHOBKU KAUEHTCKUE
npunoxenuna TMNO  (KAnMeHTCcKoe npunoxeHne «ABpopa LeHTp» W KaMeHTcKoe
npunoxeHne «Aspopa MapKeT») MoryT oTcyTcTBOBaTb AMbBO ObiTb cHpolweHbl A0
nepBOHaYaIbHOM BEPCUN.

Mocne cbpoca ycTporcTBa HEOBXOAMMO BbINONHUTL CAeaytoLMe AeNCTBUS:

1) YcTaHOBUTb KAMeHTCKue npunoxkenua MMO, ecam nocne cbpoca ycTpomncTaa

OHWN OTCYTCTBYIOT,

83



OTKPbITAS
PyKOBO,EI,CTBO AdAMNHUNCTPATOPA l I Hﬁg‘:’ggll;llﬁi

2) AKTMBMPOBATb YCTPOMCTBO B 1Y B COOTBETCTBMM C 4OKYMEHTOM «PyKOBOACTBO
nonb3osaTena. Yactb 3. Moacuctema MNaatdopma ynpasaeHUa»;

3) O6HOBWUTb KAMeHTCKMe npunoxkeHuna MO B COOTBETCTBUM C AOKYMEHTOM
«PykoBoACTBO Mosb3oBaTena. Yactb 7. MobunbHoe npunoxeHue «Apopa LeHTp» ans

onepaLMoHHON cucTembl ABpopa».

2.9.13. MNopAaaok 3aaaHuAa aapecoB (JOMEHHbIX UMEH) B KOHPUTYpaLMoHHOM dainne

inventories/hosts.yml

3agaHue aapecos (JOMEHHbIX UMEH) OCYLLECTBASETCA MOCPeACTBOM MX A00aBAeHNS

B CEKLMIO hosts, Hanpumep:

app:
hosts:
acenterapp0l:
acenterapp02:
acenterapp03:

[lonyckaeTtcs nobasneHue aapecos Npu NOMOLLM A0OaBAEHUA XOCTOB B rpynmnbl U
NanbHEenWero nepencnonb3oBaHus rpynn. Hanpumep, ans Nginx 6yayT 3aaaHbl agpeca 13

rpynnbl app, KOTOpas 3ano/HeHa Bbllle:

ocs:
children:
app:
hosts:
acenterapp0l:
acenterapp02:
acenterapp03:
nginx:
children:
app:

[lonyckaeTcs cMellaHHoe 3aAaHue aApecoB NOCPeACTBOM UX A06aBeHUA B CEKLNIO
hosts, a TaKXKe MnocpeacTBOM A00aBAeHMA XOCTOB B rpynnbl W AaNbHeNnLero
nepencnonb3oBaHua rpynn. Hanpumep, ana Nginx 6yayT 3a4aHbl aapeca M3 rpynnbl app,

KOTOPaA 3anoJ/iIHeHa BblWe, N agpeca U3 CeKUUM hosts:
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oCs:
children:
app:
hosts:
acenterapp0l:
acenterapp02:
acenterapp03:
nginx:
children:
app:
hosts:
acenterapp04:
acenterapp05:

Mpy HeobXxoAMMOCTM YCTAHOBKM Ha XOCT onpefeneHHbix noacuctem MO
noTpebyetca nocne agpeca xocTa nA06aBUTb NapameTp subsystems C MNepeyHEm

noacmcTem, Hanpmmep:

app:
hosts:
acenterappO1l:
subsystems: auth
acenterappO02:
subsystems: emm
acenterapp03:
subsystems: appstore,pkgrepo

KoHUrypaumoHHbIn pann cueHapus YyCTaHOBKM cpeabl PyHKLUMoHMposaHus MMO

Ha 1 9BM ¢ OMEHHbIM UMEHEM ocs—-app.local UMEET CneaytoLnii BUA:

all:
children:
oCs:
children:
app:
hosts:
ocs—-app.local:
postgresqgl:
children:
postgresgl masters:
hosts:
ocs—-app.local:
postgresqgl slaves:
hosts:
nginx:
children:
app:
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hosts:
consul:
children:
consul servers:
children:
app:
hosts:
consul agents:
consul template:
children:
app:
nats streaming server:
children:
app:
hosts:
redis:
children:
redis masters:
children:
app:
hosts:
sentinel:
children:
app:
hosts:

Mpumepbl $annoB hosts.yml ANA OAHOHOAOBOM W KNACTEPHOM KOHUrypaumi

npuBeAeHbl B KaTanore samples/ac/inventories/ (MAM B KaTasore samples/ac-

mt/inventories/).

OnucaHne napameTpoB KOHOUrypaumMoHHOro daina inventories/hosts.yml

npmeegeHo s n. 8.1.1.
2.9.14. NMopAAOK HAaCTPOMKM CPOKa XpaHeHMA cobbITMin Be30nacHOCTH

CpOK XpaHeHua cobbiTMin 6e30NacHOCTU 3a4aeTcA B MNofe retention Tabaumubl

partman.part config events B/ b (auth).

[na npocmoTpa W M3MEHEeHUA CPOKa XpaHeHMa HeobXoAMMO BbIMOAHUTb

CAeAyoLLyto NocNeA0BaTebHOCTb AENCTBUINA:
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2.9.14.1. NoarntounTbca K B MB (auth) C NOMOLLLIO KOMaHABI:

psgl -U auth -h <ip-azmpec cepBepa BI> -d auth

Hanpumep:

psgl -U auth -h 192.168.0.107 -d auth

2.9.14.2. [IpocmoTpeThb TeKyllee 3Ha4YeHne CPOKa XPaHEHMA C MOMOLLbIO CKpUNTa:

select retention from partman.part config where parent table =
'audit.audit events';

2.9.14.3. N3MeHUTb CPOK XpaHEHMA C MOMOLLbIK CKpUNTa:

UPDATE partman.part config SET retention = '<kojuuecTBO nHern> days'
where parent table = 'audit.audit events';
Hanpumep:
UPDATE partman.part config SET retention = '90 days' where
parent table = 'audit.audit events';

2.9.15. Mopaaok HacTponkm MNMO Ana ero yCTaHOBKM Ha Pa3/IMYHbIE OKPYKEHMA

CueHapuM yCTaHOBKM MO3BOAAIOT BbIMOAHWTL HACTPOMKY M ycTaHosky [0, a
TaKXe KOMMOHEHTOB cpeabl PyHKUMOHMPOBaAHMA MO ANA HECKONbKMUX pPa3MYHbIX
OKPYKEHUN, BbINONHNB CAeaytolne AencTBUA:

2.9.15.1. MNepeinTn B Katanor (Katanor: /install-<eepcmsa MIO>/install-ac/
MAW /install-<sepcusa IIO>/install-ac-mt/).

2.9.15.2. Co3paTtb MHBEHTAPHbIN bann hosts.yml no nyTu:

inventories/<HaszsBaHMe OKpyxeHus>/hosts.yml

OnucaHWe napameTpoB KOHGUIypauMoHHOro ¢anna hosts.yml NPUBEAEHO B
n. 8.1.1.

2.9.15.3. Co3aaTb Katanor config/environments/<HasBaHue OKPYyXeHMA>/,
Cco34aTb B [AaHHOM KaTanore Tpebyemble KOHPUrypaumoHHble ¢alnbl C y4eTom uX
PACNO/IOKEHMNA B KaTanore config M 3a4aTb Tpe6yeN\b|e 3Ha4YeHMA NapaMeTpPOB.

Bonee noapobHas uHbopmauma no paboTe ¢ KOHOUIypaUMOHHbIMKU daltnamu

OKpY*XeHunAa npmueedeHa B n. 9.2.8.
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2.9.15.4. BbINONHUTb YCTAaHOBKY KOMMOHEHTOB cpedbl dyHKUMoHMposaHma MMO u
MO B coOTBETCTBUM C NOAPA3AENOM 2.5 AN1A 3alaHHOIO OKPYXKEeHUA, YKa3aB B KOMaHAax
YCTaHOBKM MyTb K UHBEHTAPHOMY daily U UMA OKPYKEHUA.

[TprMepbl KOMaHA:

— KOMaHAa@ YCTaHOBKM BCeX MaKeTOB Ha BCe cepBepbl (Ha Bce cepsepbl

NPUNOXKeHWI 1 cepBepbl bl HE3aBUCMMO OT KX TUNA):

ansible-playbook -i inventories/<uasBahuue OKpyxkeHus>/hosts.yml play-
managed-node-prerequisites.yml -vv -u <mumMs IIOJIb30BaTeJa>

— KOMaHAa YCTaHOBKM KOMMOHEHTOB cpebl PyHKLUMOHUpoBaHMA MMO:

ANSIBLE USER="<umsa nojb3oBarens>" ./deploy-infra.sh --env "<uaspahme
OKpyXeHma>"

— KOomaHpaa yctaHoBku [1110:

ANSIBLE USER=<mmMsa nosbz3osarens> ./deploy-ac.sh --env "<hHas3paHue
OKpPyXeHua>"

2.9.16. YoaneHne nepcoHanbHbIX AaHHbIX M3 YYETHOM 3anmck MNoJb30BaTens,
NepCOHaNbHbIX AaHHbIX KOHTAKTHOrNO /AMU@ OpraHM3aumm W NepCoOHaNbHbIX AaHHbIX

KOHTAKTHOIO /INLA NPOEKTa

2.9.16.1. AnAa yoaneHua nepcoHanbHbIX AaHHbIX M3 y4eTHOM 3anNncK Nosib3oBaTens
HeobX0AMMO BbINONHUTL Ceaytolne AenCTBUA:

— noakntounTbea K bl Mb (auth) ¢ NOMOLLbIO cAeayolen KoMaHab!:

psgl -U auth -h <ip-azmpec cepBepa BI> -d auth

Hanpumep:

psgl -U auth -h 192.168.0.107 -d auth

— BbINOAHUTL sql-3anpoc:

update accounts users.accounts set login='"', last name='",

first name='"', patronymic='' where login='<email nosp3oBaTeNa>';
Hanpumep:

update accounts users.accounts set login='', last name='",

first name='', patronymic='"' where login='ivanov@omprussia.ru';
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2.9.16.2. [lnAa ynaneHna nepcoHasbHbIX AAaHHbIX KOHTAKTHOTO /MUa OpraHm3aumm
HeobXxo0AMMO BbINONHUTL CAeaytoLMe AeNCTBUS:

— BbIMNOJIHUTbL APXMBAUMIO KOHTAKTHOrO /iMUQ, €C/AM  KOHTAaKTHOEe /MU0  He
33aPXMBUPOBAHO;

— noakntounTbea K b MYT (mt) ¢ nomoLbio cheaytowen KomaHabl:

psgl -U mt -h <ip-ampec cepBepa BI> -d mt

Hanpumep:

psgl -U mt -h 192.168.0.107 -d mt

— BbINOAHWUTB sql-3anpoc:

UPDATE organizations.contact persons
SET first name='Deleted',
last name='Deleted',
patronymic=NULL,
comment=NULL,
phone="'112",
email=id::text || '(@example.com'
WHERE deleted at IS NOT NULL AND email='<email KOHTaxkTHOTO Jjuua>';

Hanpumep:

UPDATE organizations.contact persons
SET first name='Deleted',
last name='Deleted',
patronymic=NULL,
comment=NULL,
phone="'112",
email=id::text || '(@example.com'
WHERE deleted at IS NOT NULL AND email='ivanov@omprussia.ru';

2.9.16.3. AnAa yaaneHWsa NepcoHaNbHbIX [AaHHbIX MN0/Ab30BaTENEN YCTPOMCTB
HeobX0AMMO BbINONHUTbL Ceaytolne AenCcTBUA:

— 3aMTM B KAPTOYKYy MNONAb30BaTeNs YCTPOWMCTBA WM BbINOAHUTbL apXMBaLUMIO
NONb30BaTeNA, €C/IN NONb30BaTE/Ib HE 3aaPXMBMPOBAH;

— noAkMouYnTLEA K B/l MY (emm) ¢ NOMOLbIO cAeaytolLein KOMaHab!:

psgl -U emm -h <ip-ampec cepeepa BI> -d emm
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Hanpumep:

psgl -U emm -h 192.168.0.107 -d emm

— BbINO/MHWUTL Sql-3anpocsl:

UPDATE users service.users

SET first name = 'Deleted’,
last name = 'Deleted',
patronymic = NULL,
job_title = NULL,
phone number = NULL,
email = id::text || '@example.com'
WHERE email = '<email nosneszoBatrena MYy>' AND deleted at IS NOT NULL;

UPDATE users service.users read model

SET first name = 'Deleted’,
last name = 'Deleted',
patronymic = NULL,
job title = NULL,
phone number = NULL,
email = id::text || 'Gexample.com'
WHERE email = '<email nosneszoBatresna My>' AND deleted at IS NOT NULL;
Hanpumep:

UPDATE users service.users

SET first name = 'Deleted’,
last name = 'Deleted',
patronymic = NULL,
job title = NULL,
phone number = NULL,
email = id::text || 'Gexample.com'
WHERE email = 'ivanov(@omprussia.ru' AND deleted at IS NOT NULL;

UPDATE users service.users read model

SET first name = 'Deleted’',
last name = 'Deleted',
patronymic = NULL,
job title = NULL,
phone number = NULL,
email = id::text || '@example.com'
WHERE email = 'ivanov@omprussia.ru' AND deleted at IS NOT NULL;

2.9.16.4. [Ina ynaneHna NepcoHanbHbIX AaHHbIX KOHTAKTHOro Anua npoekta MCY
HeobXx04MMO BbINONHUTbL CAeaytoLMe AENCTBUA:

— noakntountbea K b MCY (push) ¢ nOMoOLLbIO cheaytolen KomaHabl:

psgl -U push -h <ip-ampec cepsepa BI> -d push
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Hanpumep:

psgl -U push -h 192.168.0.107 -d push

— BbINONHWUTBL Sql-3anpoc:

UPDATE main.contact persons
SET
first name='Deleted',
last name='Deleted',
patronymic='Deleted',
position="'Deleted’,
phone="'112",
email=id::text || '(@example.com'
WHERE email='<email KOHTAaKTHOTO JiMua>';

Hanpumep:

UPDATE main.contact persons
SET
first name='Deleted',
last name='Deleted',
patronymic='Deleted’',
position="'Deleted',
phone='112",
email=id::text || '@example.com'
WHERE email='ivanovW@omprussia.ru';

2.9.17. Cbpoc naponsa y4eTHOM 3anmncu

B cnyyae yTepu napons OT yY4eTHOM 3ammMcKu C poabko AAMMHUCTPATOP YYETHbIX
3anmMcein N HEBO3MOMKHOCTM ero BOCCTaHOBEHMA LTAaTHbIM cnocobom (Hanpmumep, ecnm B
MMNO 6blna ToNbKO 1 y4yeTHas 3amnucb C YKA3aHHOM PO/blo), HEOOXOAMMO BbIMOJHUTL
cnepytoume aenctema ans cbpoca napona y4eTHOM 3anuncu:

— noakntounTbea K B Mb (auth) ¢ NOMOLLLIO KOMaHAbI:

psgl -U auth -h <ip-azmpec cepBepa BI> -d auth

Hanpumep:

psgl -U auth -h 192.168.0.107 -d auth

— B Qalne samples/sqgl/activate user account.sql, PacnONOXEHHOM B
KaTanore co cueHapuamm yctaHosku MMO, 3a4aTb NOMMH YY4ETHOM 3anucy B mapameTpe

accountLogin, HANPUMeEDP:
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accountLogin text := 'admin@omprussia.ru'

— CKOHMpOBaTbCOAepHumwoe(baﬁﬂa activate user account.sgl B KOHCOJb ¥
BbIMO/IHNUTb CKPUNT, Ha*KaB KaaBuwy «Enter».
[Mocne BbINOAHEHMA YKa3aHHbIX AeNCTBMA napoab byaeT MMeTb 3HadeHume

«adminy».

2.9.18. BoccTaHOB/NEHME YYETHOW 3aMUCKM MNOAb30BATENA TEeHaHTa B C/y4yae ee

YAa/1eHNA

[lna BOCCTaHOBNEHMA YYETHOM 3amnucKM M0/b30BaTeNs TeHaHTa B C/y4ae ee
yAaneHns HeobxoaMMOo BbINONHUTL Cleayoline AencTBmA:

— noakntounTbea K b Mb (auth) ¢ nomMoubio caeayolen KomaHab!:

psgl -U auth -h <ip-ampec cepsepa BI> -d auth

Hanpumep:

psgl -U auth -h 192.168.0.107 -d auth

— B  ¢anne samples/sqgl/create tenant default user account.sql,
HaxXo4AWeMCA B KaTasiore Cco CueHapmnamm yCTaHOBKH HHO, 3a4aTb JIOTUH yquHOﬁ 3alfnncu

(mnapameTp: accountLogin) W KoA TeHaHTa (MmapameTp: accountTenantCode),

Hanpumep:
accountlLogin text := 'admin@omprussia.ru';
accountTenantCode text := 'default';

MPUMEYAHWUE. Ko TeHaHTa AOCTYyNeH B KAPTOYKe TeHAHTAa.
— CROMMpPOBAaTb B KOHCO/1b coaeprmmoe d)aﬁma
create tenant default user account.sgl W BbINONHUTb CKPUNT, HaXaB KAaBULLY

«Enter».
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2.9.19. HacTpoliKka BKAOUYEHUA/OTKIOUYEHMSA perucTpaLmm cobbiTnia

HacTpoiKka perncrpaumm cobbiTiiM OCYLLECTBAAETCA B KOHPUIYPALMOHHbIX pannax
W/t030B AOCTyNa endpoints.yml, KOTOPble PACNONAraloTCA Ha CepBepe MPUIOKEHWM

[1MO B KaTanore:

/var/ocs/config/subsystems/<uas3BaHue
noncucrTeMer>/applications/<HasBaHue uuiw3a noctyna>/endpoints.yml

Hanpumep:

/var/ocs/config/subsystems/auth/applications/ocs—-auth-admin-api-
gw/endpoints.yml

nnbo B KaTanore co cueHapuamm yctaHosku MMO:

config/subsystems/<Has3BaHue nomcucreme>/applications/<HazBaHue mIw03a
nocryna>/endpoints.yml

Hanpumep:

config/subsystems/auth/applications/ocs-auth-admin-api-
gw/endpoints.yml

[N OTKAOYEHUA/BKAOYEHNSA  peructTpaumm cobbitma  ana  eyHkumm  MMNo
(sHANOMHTA) HeobxoanMmo B ceKkumm Tpebyemoro SHAMOUHTA

3aWNMMEHTMpOBJﬁJpaCWNMMeHTMpOBaTbCGKMMK)audit,HaﬂpMMepZ

- endpoint: /api/identityTypes/user/accounts/{account id}/block
method: PUT

backends:
- url pattern: /vl/accounts/{account id}/block
host: ['ocs-auth-accounts-users-api.${domain}']
rp: {}
auth:
scope: account:update
permissions:

resource_ type: userAccount
action: block
audit:
field map:

action: block
object id: request.params.account id
object label: response.body.login
object type: account

T

[anee B 3aBUCMMOCTM OT TUMNa KOHPUrypauUMOHHOro danna BbIMOAHUTL
nepeyctaHoBKY KoOHOUrypauMoHHOro ¢anna wuam nepesanyck cepsuca. [loapobHas

nHdopmauma o0b ynpaBneHun Hactpomkamm cepsucos MMO npueeaeHa B noapasgene 3.3.
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2.9.20. Hactpowka bpeHanposaHums MMNO

[na nobasneHns norotmna KOMNaHMM 1 Bblbopa LIBETOBOM CXeMbl rpadryeckoro
nHTepoderca MMO HeobxoaMmMo B KoHOUrypaumoHHOM ¢aine config/internal.yml
3a4aTb c/ieayoline napameTpbl:

— brandingLogoUrl - CCbIZIKa Ha n3obparkeHne, NMbo n3obpaskeHne norotTmna B
dopmate basebd (M306pakeHme byaeT paamepom 160x32 Touek);

— brandingLogoAlt — TEKCT, KOTOpbI byaeT oTobparkaTbCa NpM HaBeaeHMM Ha
n3obparkeHne NoroTmna;

— theme - ONMcaHme UBeToBOMN cxeMbl Material Ul: uBeTa KHOMOK M TEKCTa, a TaKKe
npoyne HacTpolkm (cm. https://mui.com/material-ui/customization/palette/). He
PEKOMEHAYETCA MEeHATb LWPUPTbl U UX Pa3Mepbl, T.K. HEMPaBU/IbHbIE 3HAYEHUA MOryT
HapYLWUTb KOPPEKTHOCTb OTODPaXKeHUa nHTepdeica.

Hanpumep:

brandingLogoUrl: "data:image/png;base64, iVBORWOKGgoAAAANSUNEUgAAADKAAA
Lo,
brandingLogoAlt: "test branding text",
theme:
palette:
primary:
main: "#££4200"
light: "#££4200"
dark: "#f£4200"
contrastText: "#333333"
secondary:
main: "#££4200"
light: "#££4200"
dark: "#ff£4200"
contrastText: '#333333'

2.10. NpoBepKa KOPPEKTHOCTU YCTAaHOBKM U GYHKLMOHMpPOoBaHuA MNIMO

2.10.1. Obwme cBeageHun

B Lenax npoBepKM KOPPEKTHOCTU YCTAHOBKK 1 GYHKLIMOHMPOBaHMA MIMO, a Takke
cpeabl dyHKUMoHMpoBaHua MMO, B COCTaB CLUEHapMeB YCTAaHOBKM BK/KOYEHA YTUAUTA AR

bopmmMpoBaHMA AMArHOCTMYECKOTO OTYeTa.

94




OTKPbITAS
PyI-(OBO,EI,CTBO AdAMNHUNCTPATOPA l I Hﬁg‘:’ggll;llﬁi

ns popmMMPOBaHMA ANATHOCTMYECKOTO OTYETA HEODXOAMMO NEPENTM B KAaTaNor CO
CUeHapuaAMM YCTAaHOBKWM (KaTasnor: install-<sepcwms MIO>/install-ac/ WK

install-<Bepcusa IIO>/install-ac-mt/) 1 BbINOJHUTb KOMAHAY:

ansible-playbook play-diagnostic-report.yml -i inventories/hosts.yml -
Vv --user <uMsa [OJIb30OBATEJIA>

nMbo KomaHay:

ansible-playbook play-diagnostic-report.yml -i inventories/<uas3BaHue
oKpyXeHua>/hosts.yml -vv —--user <umga [HOJIb30OBATENS> ——-extra-vars
"stage=<HaszBaHuUe OKpyxXeHMa>"

ec/in Tpe6yeTCF| 3a/1adTb OKPYXEHWE.

B pe3ynbTaTe B KaTanore report byaet cbopmmnpoBaH pann B report .html.

[narHocTnyecknin otyet dopmumpyetca B Buae danna B dopmaTte .html u
COAEPKUT Cceaytolme pasaensi:

— obuwan nHpopmauma o ctatyce cepsumcos [M10;

— obuwan nHPopmaLma o cTaTyce KOMNOHEHTOB cpeabl GYHKLMOHNPOBAHMUS;

— pasaensl, coaeprkallime aeTanbHyto MHGopmaumto 06 oTaenbHbIx cepsumcax MO

M KOMMOHEHTax cpeabl GYHKUMOHMPOBAHMS.
2.10.2. OnucaHue napameTpoB AMArHOCTUYECKOro OTYyeTa
2.10.2.1. Pa3pen «Disk Space»

Pasgen CoOAEPHKUNT I/IHCI)OpN\aLI,MI-O O NOJHOM N AOCTYNHOM obbeme ANCKOBOTO

npocTtpaHcTea Ana MNMO (PucyHok 4).

Disk Space

Mount point Size total, MiB Size available, MiB Avaitlability, %
boot 1014.00 §64.34
51175.00 46308.92 )0.49
home 15729.66 4312835
PucyHok 4

OnuncaHmne Ha3HavyeHuA CTO/'I6LI,OB Ta6/'II/ILI,bI, d TaKxXe l/lHCI)OpN\aLI,MH O BO3MOXHbIX

3HaYyeHuAx npueeaeHsbl B Tabanue (Tabanua 13).
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Tabnnua 13
HassaHue BO3MOXHble 3HaYyeHuA
OnucaHue .

ctonbua (npumepsbl 3HaYeHMN)
Mount KaTtanor, K KoTopoMy MOHTUpYyeTcA Ganosoe |IyTb K KaTanory,
points XpaHUAULLE (TOYKA MOHTMPOBAHMA) Hanpumep: /home
Size total, |Pa3mep $pannoBoro xpaHuMAnLLa, Ob6bem pmU3nYeckon NamaTu
MiB MPUMOHTUPOBAHHOIO K 3a4aHHOMY KaTasory B M6, Hanpumep: 45729,66
Size O6bem cBoH6OAHOrO MecTa B Gan0BOM Ob6bem PpusnyecKom NamaAaTH
available, |xpaHuauLe, NPUMMOHTUPOBAHHOTO K B M6, Hanpumep: 43128,35
MiB 3aaHHOMY KaTanory
Availability, |O6bem cBoboaHOro mecTta B $pain10BOM Ot 0 go 100, Hanpumep:
% XpPaHUANLLE B NPOLLEHTHOM COOTHOLLEHWM 94.31

(K nonHOMY 0HbeMY)

MPUMEYAHUE. B cnyyae ecnm obbem cBobogHoOro mecta meHee 15%, none

3aKpaWnBaeTCA L BETOM.

2.10.2.2. Pa3pen «Systemd Unit Status»

B naHHOM pa3sgene npuseaeHa obulas nHbopmauma o ctatyce cepsucos MMO u

KOMMOHEHTOB cpebl PYyHKLUMOHNUPOBAHMSA M COCTOUT U3 CAeayoWmMX NoApPa3aenoB:
2.10.2.3. OCS Targets

Moapasnen coaepXmnT nMHGopmaumio o crtatyce KoHdUrypauumii rpynn cepBmMcoB
MMNO (PucyHoK 5).

Systemd Unit Status

Name Unit Status Unit-file status
OCS Targets
ocs-appstore ictive (active) enabled
o¢s-appstore-admin-api-gw ctive (ac disabled
ocs-appstore-admunconsole-ut WCTIVeE (acuve) disabled
ocs-appstore-applications-api ve (actve) disabled
ocs-appstore-client-api-gw tive (active) disabled
ocs-appstore-deyv-api-gw live ( disabled

PUCYHOK 5

OnuncaHmne Ha3HavyeHuA CTO/'I6LI,OB Ta6/'II/ILI,bI, d TaKxXe l/lHCI)OpN\aLI,MH O BO3MOXHbIX

3Ha4yeHuAax npueeaeHsbl B Tabanue (Tabanua 14).
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Tabnnua 14
Ha3saHue Bo3MoXKHble 3HayeHuA (npumepbl
OnucaHue "
ctonbua 3Ha4YeHuN)
Name Nmsa KoHPUrypaumm rpynnbl Bo3moXHble 3Ha4YeHMA onpeaenaroTca
cepBmcos nepeyHem KOHOUrypaLumin rpynn cepeBmncos
Mnno
Unit Status|MIHbopmauma o ctatyce rpynnbl [active - rpynna cCeEPBMCOB 3anyLLeHa U
cepBmcoB BbIMO/IHAETCA;
activating - rpynna cepBmcos
3anyckKaeTcs;

deactivating - rpynna cCepBncoB
BbIK/HOYAETCA;

inactive -rpynna cepBMCOB BbIKAOYEHA;
failed - nNpu 3anycKe rpynnbl CEPBUCOB
npousowna owmnbKa;

missed - KOMMNOHEHT OTCYTCTBYET

Unit-file NHbopmauma o NpucyTcTBmMmn enabled - MPUCYTCTBYET B aBTO3aMyCKe;
status KOHbUrypaumoHHoro ¢ainna disabled - OTCYTCTBYET B aBTO3amnycKe
3anycKa rpynnbl CEPBMCOB B
aBTO3anycke

2.10.2.3.1 OCS Services

Moapasaen coaepKut nHdopmaumto o ctatyce cepsmncos INMMO (PucyHok 6).

OCS Services

ocs-appstore-admin-api-gw (@ 0 actrve (running) disabled

ocs-appstore-adminconsole-eula active (exited) enabled

ocs-appstore-adminconsole-ui (@ 0 actrve (running) disabled

ocs-appstore-applications-api @ 0 active (running) dizabled

ocs-appstore-client-api-gw (@ 0 active (running) disabled

ocs-appstore-client-api-gw @ 1 actrve (running) disabled
PUCYHOK 6

OnuncaHmne Ha3HavyeHuA CTO}'I6LI,OB Ta6l'|l/ILI,bI, d TaKxXe VIHCI)OpN\aLI,MFI O BO3MOXHbIX

3HaYyeHuAx npueedeHsbl B Tabanue (Tabanua 15).
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Tabnnua 15
Ha3saHue "
OnucaHue Bo3moKHble 3Ha4YeHMA (NpuMepbl 3Ha4YeHUI)
ctonbua
Name HassaHwue cepsuca 11O |BO3MOXKHble 3Ha4YeHNA ONpeaesIATCA NepeyHem

cepsucos MMO 1 nmetoT cneaytoumii popmat
<yMs TPYINBEl CEPBUCOB>W@<HOMEpP

SK3eMIlIgpa CepBMCa B I'pylnne>.service,
HanpMMmep: ocs—-appstore-admin-api-

gw@0.service.

Unit Status |MHdopmaLums o cTaTyce active - CepBMC 3anyLWeH M BbIMOJHAETCA;
cepsuca activating - CEPBUC 3aMNyCKaeTcs;
deactivating - CEPBMC BbIKJOYAETCA;
inactive - CepPBMC BbIK/IIOYEH;

failed - Npwu 3anycke cepsurca Npom3oLna

olwmbKa
Unit-file NHDOopMauma o enabled - NPUCYTCTBYET B aBTO3aMycCKe;
status NPUCYTCTBUM disabled - OTCYTCTBYET B aBTO3anycKe
KOHPUIYPaLUMOHHOTO
dalina 3anycKka cepsuca B
aBTO3amnycke

2.10.2.3.2 Mandatory services
Moapasaen coaepMT MHGOPMALMIO O CTaTyCe CEPBMCOB KOMMOHEHTOB cpebl
bYHKUMOHNPOBaHMA (PUcyHOK 7).

Mandatory services

consul-template service runmng enabled
consul.service runmng enabled
nats-streaming-server.service running enabled
NZINxX service running enabled

postgresgl-11 service
PucyHoK 7/

OnucaHue HasHavyeHMA CcToNOLOB TabAnLbl, a TakKe MHPOPMALMA O BO3MOMKHbIX

3HaYyeHuAx npueedeHbl B Tabaunue (Tabanua 16).
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Tabnnua 16
HassaHue o
OnucaHue Bo3MOXHble 3HaYeHMA (MpumMepbl 3Ha4YEeHNN)
ctonbua
Name Ha3BaHue cepBuca BO3MOKHble 3HaYEHMA MMEIOT CAeayroWmMin popmaT

KOMIMNOHEHTa Cpedbl <uMsa cepBHuca>.service W ONPeaenarTcA
dyHKUMOHMpOoBaHMA  |PaspaboTumkom. MepeyeHb BO3MOMKHbIX 3HAYEHUN:
consul-template.service

consul.service
nats-streaming-serever.service
nginx.service
postgresgl-11.service
postgresqgl.service

Unit Status |MHPopmauma o active - CEPBUC 3anyLLEH M BbINOJIHAETCA;
CTaTyce cepsuca activating - CEPBMC 3aMyCKaeTcs;
deactivating - CEPBUC BbIK/IOYAETCA;
inactive - CEPBUC BbIKNOYEH;

failed - Npu 3anycke cepsunca NPOM30LWIA
OLWKnOKa;

enabled - CEPBWUC NPUCYTCTBYET B aBTO3aMNyCKe;
disabled - CEPBUC OTCYTCTBYET B aBTO3aMNYyCKe;
missed - KOMNOHEHT OTCYTCTBYeT

Unit-file NHbopmauma o enabled - NPUCYTCTBYET B aBTO3aMycCKe;
status NPUCYTCTBMM disabled - OTCYTCTBYET B aBTO3aMnycKe
KOHPUIYypPaLUMOHHOTO
dalna 3anycka
cepsumca B
aBTO3anycke

2.10.2.4. Paznen «APlI GW Service Status»
Pasaen coaepXuT MHPOpPMaLMIO O CTaTyce perucrpauym CepBMCOB B CUCTEME
obHapyxeHua cepsucos (Consul). Ha pucyHke (PucyHoK 8) npuseaeH npumep craTyca

PEerMcTpaLmmn CepBnCOB B CMCTEME ODHAPYKEHMA CEPBUCOB.

API GW Services Status

Service name Code Status
ocs-appstore-admin-apl-gw i passing
ocs-appstore-chient-api-gw ) passing
ocs-appstore-dev-api-gw i passing
ocs-auth-admin-api-gw 200 passing
ocs-auth-public-api-gw 0o passing
ocs-pkgrepo-device-api-gw o0 passing
PnUcyHoK 8
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OnuncaHne HasHavyeHMa cToNBLOB Tabauubl, @ TakKe MHOOPMALMA O BO3MOMKHbIX

3Ha4yeHuAX NnpueeaeHsbl B Tabanue (Tabanua 17).

Tabnnua 17
HassaHue "
OnucaHue Bo3MmoKHble 3Ha4YeHMA (NpumMepbl 3Ha4YEeHUI)
ctonbua
Service HaseaHwue cepsuca MO BO3MOXKHble 3HaYeHMA onpeaenaroTcA
name nepevyHem cepsmcos 10
Code Koa http-oTseTa BO3MOKHble 3Ha4YeHMUA ONpeaenatoTCs
npoTtokonom HTTP
Status NHbopmauma o cTaTyce BO3MOXKHble 3HaYeHMA onpeaenarTca
perncTtpaumm cepsmca B Consul. CtaTyc «passing» 03HayaeT, YTo
cmucteMe 0bHapyKeHua nNpoBepKa NponaeHa yCnewHo
cepsucos (Consul)

2.10.2.5. Pa3gen «Consul Cluster Endpoints Availability»

Pasgen comepUT WMHPOPMAUMIO O MNPOBEPKE AOCTYNHOCTU WHTEPPENCHbIX
bYHKLUNIM cucTembl 0OHapy»eHus cepsucos (Consul). Ha pucyHKe (PrcyHoK 9) npuseaeH
npumep oTobparkeHns MHPopMauMM O AOCTYMHOCTU UHTEPPENCHbLIX QYHKLNIM CUCTEMBI

0bHapyKeHUA CepBUCOB.

Consul Cluster Endpoints Availability

Node:Port Availability
inplint03.ompcloud:8300 OPENED
ENED
NED

NED

inplint03.ompcloud:8301 O
inp lint03.ompcloud:8302 0Pl
inp lint03.ompcloqd:8500 0PI
inp1int02, ompcloud:8301 OPENED
NED
'ENED

I
I
I
inp1int02. ompcloud:8300 OPENED
F
inp1int02, ompcloud:8302 OPE

I

inp1int02.ompclod:A500 0

PncyHok 9

MNepeyeHb MHTepdencHbIx dyHKUMn Consul npmBeaeH B AoKkymeHTaumm Ha Consul
(https://www.consul.io/docs/install/ports). UHbopmauma o 4OCTYNHOCTU UHTEPdENCHbIX
dyHKUMIM Consul npepocTaBaseTcs TOMBKO B C/aydYae KaacTepHoM (MHOroHoA0BOM)

KoHUrypaumm.
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OnuncaHne HasHavyeHMsa CcToNOLOB Tabaumubl, @ TakKe MHGOPMaLMA O BO3MOXKHbIX

3Ha4yeHuAxX NnpueeaeHsbl B Tabanue (Tabanua 18).

Tabnnua 18
HassaHue o
OnuncaHue Bo3MoxkHble 3HaueHuMA (NpUMepbl 3HaYEHW)
ctonbua

Node:Port |Aapec pyHKUMKM |Aapec PyHKLUMKM NpeacTaBaeH B caeaytowem popmaTe:
<umMmsa xocTa>:<IopT>.

[MpoBepKa BbIMOAHAETCA TONbKO AN GYHKUMIA, AOCTYMHbIX
Ha cneayrouwmx noptax: 8300, 8301, 8302, 8500.
Hanpumep: acenter.example: 8300

Availability |CtaTyc B cnyyae AOCTYNHOCTM QYHKUMU MPUHMMAET 3HaYeHMe
AOCTYNHOCTU «OPENED».
byHKUMM B MHOM cny4vae BbIBOAMTCA KOA OLWIMOKM M cOODLLEHME,

onpeaenaemoe Consul

2.10.2.6. Paznen «Consul Service Health Check»
Pa3nen coaeput nHGopmMaumo o ctTatyce pernctpaumnm cepsmcos MO B cucteme

obHapyxeHua cepsmcos Consul (PucyHok 10).

Consul Service Health Check

service_location

ocs-appstore-admin-api-gw

. i . : : . 200
htip-//ocs-app local 80/ ocs-appstore-admin-api-gw/admin ‘health/'ocs-appstore-admin-api-gw
ocs-appstore-adminconsole-m 200
http-//ocs-app local: 80/ ocs-appstore-adminconsole-ui/admin ‘health/ocs-appstore-adminconsole-ui -
ocs-appstore-applications-api 500
http://ocs-app.local: 80/ ocs-appstore-applications-apy/admin health/'ocs-appstore-applications-apt -
ocs-appstore-client-api-gw 200
http-//ocs-app local: 80/ ocs-appstore-client-api-gw/admin health/'ocs-appstore-client-api-gw -
ocs-appstore-dev-api-gw 200

http://ocs-app.local: 80/ ocs-appstore-dev-api-gw/admin health/'ocs-appstore-dev-api-gw
PucyHok 10

OnucaHue HasHavyeHuA CcToNOLOB TabAnLbl, a TakKe MHPOPMALMA O BO3MOMKHbIX

3Ha4yeHuAx npueedeHsbl B Tabaunue (Tabanua 19).
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Tabnnua 19
Ha3saHue Bo3mOKHble 3HaueHua (npumepbl
OnucaHue "
ctonbua 3HaYeHU )
MNepBbln HassaHwe cepsuca M0 n URL-agpec |Bo3moxHble 3Ha4YeHUA
ctonbel, dyHKUMKM (endpoint) cepsuca onpeaenarTcA nepevyHem CepBmCcoB
«healthcheck» Mno
BTopon Koa http-oTBeTa Bo3mMoOXHble 3HaYeHUA
ctonbel, onpeaenarTca npotokonom HTTP

ﬂepeLWIC/'IEHHbIe

"service vhost",

template.

3aro/z10BKN

"expose port",

"service location",

"expose location",

"static" — 3TO pexumbl pPaboTbl consul-

2.10.2.7. Pazgen «Cluster Nodes Reachability»

Paszen coaepXuT MHGopMaumio o pesysbTatax NpPoBepKM AOCTYNHOCTM CEPBEPOB

(Hoa) knactepa (PucyHok 11).

Cluster Nodes Reachability

Node

ocs-app.local

Reachable

PucyHok 11

OnucaHue Ha3zHavyeHMA CcToNOLOB TabanLbl, a TakKe MHPOPMALMA O BO3MOMKHbIX

3Ha4yeHuAx npueeaeHsbl B Tabanue (Tabaunua 20).

Tabn

nua 20

Ha3BaHue
ctonbua

OnucaHue

Bo3MoXKHble 3Ha4eHMA (MpUMepbl 3HaYEHNI)

Node

Anpec cepsepa (xocTa)

OI'Ipe,EI,EIIFIETCﬂ AOMEHHBIMN MMEHAMU XOCTOB

Reachable

NHdpopmaums o
[OCTYMNHOCTM cepBepa

MoxeT NpuHUMaTb 3HadeHua: «OK» (B cnyyae
[OCTYNHOCTM) MNK coaep»KaTb coobuleHne 0b
olwmnbKe, KOTOpPOE BEPHET YTUANTA ping
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2.10.2.8. Pa3gen «Nginx Service Proxy»
Paspen colepKut MHOoOpmaumio O NpoBepke KOHGUrypaumm 6anaHCMpPOBLLMKA

Mmukpocepsmcos Nginx Web Server ans kaxaoro cepsuca INMO (PucyHok 12).

Nginx Service Proxy
Service name Upstreams Virtual server
ocs-appstore-settngs-api OK
ocs-appstore-adminconsole-ui OK
ocs-pkgrepo-egress-api-gw OK
ocs-auth-idp-ui OK
ocs-pkgrepo-pke-repo-api OK

es-auth-admin-api-gw OK

asath sneesne oosklin ) A

PucyHok 12

OnucaHne Ha3Ha4vyeHuA CTOJ'I6LI,OB Ta6f|l/|L|,bI, d TaKXe l/IHd)OpMaLI,MFI O BO3MOXHbIX

3HaYeHuAX NpuBeaeHsl B Tabauue (Tabanua 21).

Tabnunua 21
HassaHue BO3MOXXHble 3Ha4YeHHA
OnucaHune o
ctonbua (npmepbl 3HaYeHUI)
Service HassaHwue cepsuca M0 BO3MOXKHble 3Ha4YeHKA
name onpeaenAarTca nepevyHem

cepsucos 10O

Upstreams Konunyectso 3K3eMnaAapoB cepBnca, 3aaHHbIX LlenoymncneHHble 3Ha4eHMA OT

B KOHPUIypaumMoHHOM panne Nginx 1p0n
Virtual NHPopmauma o Hanmume cekumm «server» ana|«OK» - cekums server
server yKazaHHoro cepsuca 10 B npucyTCcTBYET
KoHdUrypaumoHHom darne Nginx. «No server block found!» -
B AaHHOM CeKUMM 3a4aHbl HACTPOMKN CeKuma oTCcyTCTBYET

«BUpPTyanbHoro» cepsuca MO, KOTopbIN
OCYLLLeCTBAAET NepeHanpaBneHune
(npokcupoBaHme) http-3anpocos Ha
«peanbHble» 3K3eMNAApPbI cepsuca

2.10.2.9. Pa3gen «Filestorage Configuration»
Pazgen coaeput MHPopmaumto o KoHdurypaumm Gannosbix xpaHuauu, MM n

MOOC (PucyHok 13).
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. v .
Filestorage Configuration
. Fﬂfgto[agelocaﬁon: focs/appstore/applications-api (@755 ocs:ocs)
Configuration file:
fvarfocs/appstorefocs-appstore-applications-api/ocs-appstore-applications-api.yml
s Filestorage location:
Configuration file: I/\\s

fvarfocs/appstore/config. yml

+ Filestorage location: (not exists)
PucyHok 13

HacTpolika «Filestorage location» coaepMT NyTb K KaTanory u ero cTaTyc.
B HacTpomnke «Configuration file» yKa3aH KOHOUIypauMoOHHbIN Gaii, B KOTOPOM

3a/1aH NyTb K $alnIOBOMY XPaHUIULLLY.
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3. YNPABJIEHUE KOMIOHEHTAMMU CPEAbI PYHKLUNOHUPOBAHUA,
CEPBMCAMMW, HACTPOMKAMW CEPBMCOB U MOACUCTEM

3.1. YnpaBneHue KomnoHeHTaMu cpeabl pyHKunoHnposaHua Mo

Ynpasnenune cepsucamum (MO 3aKA04aeTCs B UX YCTaHOBKE, OOHOBAEHUM U
VOANEHUM U OCYLLEeCTBAAETCA C MNOMOLLbO CKpuUNTa deploy-infra.sh W3 KaTanora
install-<Bepcus IIO>, CO3JaHHOrO Ha 3Tane pasBepTbiBaHWA ynpasaaowen IBM
(noapasnen 2.3).

dopmaTt KOMaHAbl yNpaBAeHMA CepBMCaMM MMEET CAeayoLLni BUA;:

ANSIBLE USER=<mmMsa noje3osarens> ./deploy-infra.sh <napamerpsr>

OnucaHMe NnapameTpoB KOMaH/bl yNpaBaeHuA:

1) <ums nonbzoBaTENT>

B napameTpe yKa3blBaeTcA MMA NMPUBUAETMPOBAHHOIO sudo-noab3oBaTena, nof
KOTOPbIM HacTpoeH SSH-aocTyn K cepBepam npuaoxeHu n b.

2)-A, --action

[aHHbIN NapameTp 33a4a€eT AeNCTBME, KOTOPOe HEOOXOAMMO BbIMOAHUTL, U MOXKET
NPUHUMATbL CeaytolLne 3HaYEHUS:

— napameTp OTCcyTcTByeT — OyAeT BbIMO/JHEHA YCTAaHOBKA MAM OOHOBAEHME
KOMMOHEHTa (KOMMNOHEHTOB);

— flush all — 6yaeT BbINOAHEHO yAaseHe KOMMOHEHTa (KOMMOHEHTOB).

3) -c¢, --components

[laHHbIA NapameTp 3aaeT KOMMNOHEHT cpeabl PYHKLMOHMPOBAHMA, 414 KOTOPOro
OyaeT BbINONHEHA KOMaHAA YNPaBAEHWNA, U MOXKET NPMHUMATb CAedytollmMe 3HaYeHMA:

— dnsmasq;

— nginx;

— consul,;

— consul-template;
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— nats-streaming-server;
— redis;

— ocs-user;

— db.

B AaHHOM MapameTpe MOXKeT 3a4aBaTbCA CMMUCOK NOACUCTEM, HAaNpUMep:

—--components dnsmasqg, nginx

Mo ymonuyaHuio (ecnn napameTp Ha 3a4aH) KomaHaa ynpasaeHua 6yaet
MPUMEHEHa KO BCEM KOMMOHEHTAM.

4) -d, --database

[MepeyeHb  AOMYCTMMbIX 3HAYeHWM nNapameTpa nNpuBedeH B  Tabauue
(cm. Tabnuua 9).

Mo ymonyaHuto (ecnu napameTp He 3adaH) OyaeT MCNONb30BaTbCA 3HAYEHME,
3a[,aHHOe B napameTpe pg version KOHPUIYPaLMOHHOro danna
config/vars/ vars.yml.

Mpwn otcytctBum CYBJ B nepeyHe KOMMOHEHTOB (MapameTp --components)
3Ha4yeHKWe AaHHOro NnapameTpa byaeT MTHOPMPOBATLCA.

5) --skip-database

[Mpn Hann4mMm gaHHoro napametpa CYB/l He ycTaHaBAMBAETCA.

6) -1, --limit

[laHHbIA MapameTp 3afaeT NnepevyeHb XOCTOB, A8 KOTOpbIX OyAeT BbIMOJHEHA

KOMaH4a ynpaBaeHuns, Hanpumep:

--1limit example(Ol.omp,example02.omp

Mo ymonuyaHuto (ecnn napameTp Ha 33JaH) KomaHaa ynpasneHua 6yaet
NPMMeHeHa KO BCEM XOCTaM COrlacHO MHBEHTAPHOMY ¢aiNly inventories/hosts.yml.

7) -e, --extra-vars
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B LOaHHOM napameTpe nepefaroTcA BHELWHMe MnepemMeHHble A4 CKPUNTOB
pa3sepTbiBaHKA. B 1110 ncnonb3yoTca caefytowme BHEWHME NepPeMEHHbIe:
— pg_slave recreate=true - CAYXUT 418 MHULMANN3ALMK penanKkn bll;
— pg _uninstall delete data=true - CAYXWUT ONA YyA3A/NI€HUA [AaHHbIX MpU
yvaaneHnn CYB/[] PostgreSQL.

8) --force-infra-install

®dnar  cAyKUT  ANAa  ynpaBAeHMA MNPUHYAUTENbHOM MNOBTOPHOM YCTAHOBKM
KOMMNOHEHTOB cpeabl QYHKLMOHMPOBAHMA, B CyYanax, KOrda BEPCUs KOMMOHEHTOB cpebl
bYHKUMOHMPOBAHNA HE U3MEHMIACh M MOXKET NPUHUMATb Caeaytolme 3Ha4YeHuA:

— false - NMOBTOPHAA YCTaHOBKA KOMMOHEHTOB TOM e BEPCUM BbINONHEHA He
byneT;

— true - OyAeT BbINO/IHEHA NOBTOPHAs YCTaHOBKA KOMMOHEHTOB He 3aBUCMMO OT
TOr0 M3MEHM/Iacb BEPCUS UIN HET.

Mo ymonyaHuto (ecnu dnar He 3aaaH) paar UMeeT 3HaYeHUE true.

9) --help

BbiBOA, CNPaBOYHOM MHPOPMALIMN.

MpuMmepbl KOMaHA ynpaBaeHus:

1) YCTaHOBKa MM OOHOB/IEHWE BCEX KOMMOHEHTOB:

ANSIBLE USER="omp" ./deploy-infra.sh --database 12

2) YcTaHoBKa nnmn obHoBneHne Nginx Ha XocTe ocs—-app.local:

ANSIBLE USER="omp" ./deploy-infra.sh --components nginx --limit ocs-
app.local

3) YoaneHue Nginx:

ANSIBLE USER="omp" ./deploy-infra.sh --components nginx --action
flush all

4)Ypanenune CYB/[, PostgreSQL (c yaaneHnem gaHHbIX):

ANSIBLE USER=<muMmsa nojsbs3obaTensa> ./deploy-infra.sh --components db --
action flush all --extra-vars "pg uninstall delete data=true"
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5) MonyveHne cnpaBoYHON MHOOPMALMN:

./deploy-infra.sh --help

3.2. YnpasneHue cepsucamu MMNO

YnpasneHue cepsucamm MO 3akn04aeTca B UX YCTaHOBKe, 3aMyCKe, OCTaHOBKe,
nepesanycke, MU3MEHEeHUN HACTPOEK M OCYLLEeCTBAAETCA C MOMOLLbIO CKpMNTa deploy-
ac.sh W3 KaTajsora install-<sepcusa IIO>, CO3[4aHHOIO Ha 3Tane pa3BepTbiBaHMUA
ynpasnatwouwern 3BM (noapasaen 2.3).

dopmaTt KOMaHAbl yNpaBAeHMA CepBUCAMM MMEET CAeayoLWmMn BUA,:

ANSIBLE USER=<uMsa noje3oearens> ./deploy-ac.sh <mnapameTprr>

OnucaHMe NnapameTpoB KOMaH/bl yNpaBaeHUA:

1) <umsa nonbszomaTens>

B mapameTpe yKa3blBaeTCA MMA NPUBUAETMPOBAHHOIO sudo-nosib3oBaTend, noj
KOTOPbIM HacTpoeH SSH-aocTyn K cepBepam npuaoxeHni n 6.

2)-s, --subsystems

[aHHbIN NapameTp 3a4aeT NOACUCTEMY, AN1A KOTOPOM DyaeT BbINO/IHEHA KOMaHAA
yNpaBAeHWA, U MOXKET NPUHUMATb Cedytole 3Ha4YeHUA:

— auth (ana NB);

— appstore (ana NMM);

— emm (gna NYy);

— mt (ana NYyT);

— push (ana MNcy);

— pkgrepo (ans NMNOOC).

B AaHHOM NnapaMeTpe MOXET 3a4aBaTbCA CMUCOK NMNOACUCTEM, HalpMmep:

--subsystems auth, appstore, pkgrepo, emm,mt, push

o YMOJTHaHUIO MapaMeTp (ecnm MHOE 3Ha4YeHNE HE 3ap,aHo) MMeEET 3Ha4YeHne:

—--subsystems auth, appstore, pkgrepo, emm, mt, push
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3) -a, --apps
,D,aHHb|V| MNapaMeTp 3a44d€eT rnepedeHb CepPBUCOB, A4 KOTOPbIX 6y,£|,eT BbIMOJ/THEHA

KOMaHAa ynpasaeHuns. Hanpumep:

-—apps ocs-auth-adminconsole-ui,ocs-appstore-adminconsole-ui

Ecnm HeO6XOﬂ,MN\O BbIMO/JIHNUTb KOMaHAY Cpa3sy ANnAd BCex CepBMNCOB NOACUCTEMDI,
ﬂOTpe6yeTCﬂ nepeyvYncanTb 4epel 3anAaATyro BCe CepBUCbl MOACUCTEMDI nmbo 3a4aTb

3Ha4YeHMe napaMeTpa:

-—apps all

Mo ymon4yaHuio napameTp (ecnm MHoe 3Ha4yeHme He 3a/1aH0) MMeeT 3HayeHne all.

B cnyyae ecnu 3agaHHble B napameTpe --apps CEPBUCbI HE COOTBETCTBYHOT
3a4aHHbIM B NapameTpe --subsystems NOACMCTEMAM, YNPABAAOLWAA KOMaHAA K TaKMM
cepBuMcam nNpumeHeHa He byaeT. Mpun 3TOM ynpaBieHue Wa3amm A0oCTyna (cepBucamm
LWNO30B [0CTyNna) OCYWECTBAAETCA B pPaMKax TOM MNOACUCTEMbI, AN KOTOPOW OHMU
npeaHasHayeHbl. CocTaB noacuctem npuseaeH B Tabaumue (Tabnnua 22).

Tabnuua 22

3Ha4vyeHKUe napameTpa Cepsucel
«--subsystems» (3Ha4yeHme napameTpa «--apps»)
Nb

auth ocs—auth-admin-api-gw
ocs—auth-public-api-gw
ocs—auth-admin-cross-tenant-api-gw
ocs—auth-server-public-proxy
ocs-auth-idp-api
ocs—auth-accounts-devices-api
ocs—auth-accounts-users-api
ocs—auth-server-admin
ocs-auth-server-public
ocs-auth-audit-api
ocs—auth-subsystems-api
ocs—auth-config-api
ocs-auth-adminconsole-ui
ocs-auth-idp-ui

NV
appstore ocs—appstore-applications-api
ocs—-appstore-settings-api
ocs—-appstore-adminconsole-ui
ocs—-appstore-devconsole-ui
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3HauyeHne napameTpa
«--subsystems»

] OTKPBITAA
l l MOBMJIBHASA
NNATOOPMA
Cepswucebl

(3HayeHWe napameTpa «--apps»)

ocs-appstore-admin-api-gw

ocs-appstore-client-api-gw

ocs-appstore-dev-api-gw

ocs-appstore-egress-api-gw

ny

emm

ocs—-emm-applications-api

ocs-emm-dispatcher-api

ocs—-emm-devices-api

ocs-emm-state-manager-api

ocs—-emm-enrollments-api

ocs-emm-policies-api

ocs-emm-reports-api

ocs—-emm-users-api

ocs—-emm-journal-api

ocs-emm-jobs-api

ocs—-emm-admin-api-gw

ocs-emm-device-api-gw

oCs-emm-egress-api-gw

nyT

mt

ocs-mt-tenants-api

ocs-mt-organizations-api

ocs-mt-admin-api-gw

ocs-mt-egress—-api-gw

ncy

push

ocs-push-main-api

ocs-push-transport

ocs-push-admin-api-gw

ocs-push-public-api-gw

ocs-push-egress-api-gw

MOOC

pkgrepo

ocs-pkgrepo-pkg-repo-api

ocs-pkgrepo-device-api-gw

ocs-pkgrepo-admin-api-gw

ocs-pkgrepo-egress—-api-gw

4) -p, --action

[aHHbIA  NapameTp 3adaeT [AencTBMe, KoTopoe HeobxoaMmMo  BbIMOAHUT.
MepeyeHb AOONYCTUMbIX AEMCTBUMM M COOTBETCTBYIOUIME WM 3HAYeHMAa napameTpa

npueeaeHbl B Tabanue (Tabnnua 23).
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Tabnnua 23
3HayeHMe napameTpa «--action» Hencreune
deploy YcTaHoBKa
start 3anyck
stop OcTaHOBKa
restart Mepesanyck
config M3meHeHMe HacTpoeK (NnepeycTaHOBKaA
KOHOUrypaumoHHoro aiina)
flush all Yaanexue

Mo ymon4yaHuto napameTp (ecan He 3a4aHO MHOE 3HAYeHue) MmeeT 3HaYeHMe
deploy.

BHUMAHWE! YctaHoska noacuctem MO gonXKHa OCYyLWECTBAATbCA CTPOro B
cnepytoulen nocnegosatensHoctu: M6, MM, MOOC, MY, NYT, MNCY.

5) -C, --clients

[aHHbln napameTp 3agaet OIDC KAMeHTOB, ANA KOTOPbIX OyaeT BbINOMHEHA

KOMaHJa ynpasnieHua. Hanpumep:

--clients auth-admin-console, aps—-admin-console

Mpu HeobXxoAMMOCTM BbIMOAHUTL KOMaHAay cpa3sy ana scex OIDC KaneHToB
noTpebyeTtca nepeymncnmntb vyepes 3anatyto Bce OIDC KameHTbl AMbO 3a4aTb 3HAYeHMe

napameTpa:

--clients all

Mo ymon4aHuWto NnapameTp (ecnm He 3aaHO MHOe 3HaYeHNe) MMeeT 3Ha4YeHne all.

6) -d, --database

[aHHbln napameTp 3agaeT CYB/, KoTopas ycTaHOBAeHa Ha cepBepe b/. MNepeyeHb
[OMYCTUMbIX 3Ha4YeHUI NapameTpa npueeaeH B Tabanue (cm. Tabauua 9).

Hanpumep:

-—-database 12
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Mo ymonyaHuto (ecnm napameTp He 3adaH) OyaeT MCMONb30BaTbCA 3HAYEHMUE,
3aZlaHHOEe B napameTpe pg version KOHOUIYPaLMOHHOro danna
config/vars/ vars.yml.

7) --help

BbIBOA, CNPAaBOYHON MHPOPMALMN.

Mpumepbl KOMaHA, ynpaBaeHuA:

1) OcTtaHoBKa Bcex cepamcos [MM:

ANSIBLE USER=omp ./deploy-ac.sh --action stop

2) 3anyck CcepBUCOB ocs-appstore-applications-api W ocs-appstore-

adminconsole [NM:

ANSIBLE USER=omp ./deploy-ac.sh --apps ocs-appstore-applications-
api,ocs-appstore-adminconsole --action start

3) NMonyyeHne cnpaBoYHON MHPOPMALMN:

./deploy-ac.sh --help

3.3. YnpaBneHue HacTponKkamm cepsumcos 1 noacuctem MMNo

YnpassieHne HacTpomkammn cepsmcos n noacnctem MNMO MOXKeT OCyLLeCTBAATbCA
2 cnocobamu.

3.3.1. Cnocob 1 (pekomeHayemblit)

3.3.1.1. 3apaTb Tpebyemble 3HaYEHUS NAPAMETPOB B KOHPUIypaLMOHHbLIX darnax
cueHapues yctaHoBkK MO n noacuctem MMM0O.

3.3.1.2. NepeycTaHOBUTb KOHPUTYPALMOHHbIE PaiNbl C MOMOLLbIO KOMaHAb!:

ANSIBLE USER=<umMsa nojes3osaTensa> ./deploy-ac.sh --action config

MoapobHoe onncaHMe NnapameTpoB 3anycka CKpUNTa deploy-ac.sh NPUBEAEHO B

noapasaene 3.2.
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3.3.2. Cnocob 2

3.3.2.1. 3agaTb Tpebyemble 3HAYEHMA MAPAMETPOB B KOHOUIYPaALMOHHbIX dainax
cepsmcos u noacuctem [1MO. OnucaHne napaMeTpoB KOHOUIypaUMOHHbIX daiinos
cueHapues yctaHoBKM noacuctem MMNO npuseneHo 8 pasgene 9.

3.3.2.2. Nepe3anyctmtb Tpebyemble CEPBUCHI C MOMOLLBIO KOMaHAbI:

ANSIBLE USER=<mmMsa noje3o0parens> ./deploy-ac.sh --subsystems
<MneHTUOUKATOP MHONCUCTEMEB> —-apps <IepeueHb CEPBUCOB IMOINCUCTEMB> —-—
action restart

MoapobHoe onncaHMe NnapameTpoB 3aMycka CKpUNTa deploy-ac.sh NPUBEAEHO B

noapasaene 3.2.
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4. PESEPBHOE KOMMPOBAHUE

BHUMAHMWE! MpuBeaeHHble HUXKE MMeHa GaNI0OB U KaTa/0roB XapaKTepHbl ANA

TMNOBOro BapmaHTa ycTtaHoBkM MMO u cpeabl dyHKUMOHMpPOBaAHKMA M0,

4.1. Pe3epBHOe KonupoBaHue nocne yctaHoBku (o6HoeneHus) MMNO

Mocne ycnewHon yctaHoBKM (06HOBAEeHMA) O HeobxoAMMO CO34aTb PE3EPBHYIO
KOMNUKO  KaTajsora install-<Bepcusd [IO0>/install-ac/ (install-<Bepcus

[I0>/install-ac-mt/).

4.2. Nepuoguyeckoe pe3epBHOE KONUPOBAHME M PE3EPBHOE KONUPOBaHUE nepea

yCTaHOBKOW 06HOBNEHUI

[MepnoamnyHOCTb pPEe3epBHOrO  KOMMPOBAHMA oONpeaendeTcad pernameHTamm
3KCNAYaTUPYIOLWLEN OpraHn3aumm.

Mepunoanyeckoe pesepBHOE KOMMPOBAHME W pe3epBHOE KOMMpPOBaHWEe nepef,
YCTaHOBKOM 0OHOBNEHMIM BbINO/IHAETCA B NPUBEAEHHOM HMMKE NOC/1Ie0BaTeNbHOCTU.

MNoppobHaa mHPopmauma o6 ocobeHHOCTAX pe3epBHOro KonuposaHua [1MO

NnpvBeAeHa B JOKyMeHTe «PekoMeHaaumm no pesepBHOMY KOMMPOBAHMIOY.
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5. OBHOBJIEHUE MMNO U OC ABPOPA

5.1. Nopsagok o6bHoBNEHUS

B pamKax noaaeprku Km3HeHHoro umkna [MMNO npeanpuAtTMe-n3roToBMTENb
BHOCMT B HEro W3MEHEeHWA, HanpaB/AeHHble Ha YAydlleHWe 3KCNAyaTalMOHHbIX
XapaKTEPUCTUK M YCTPAHEHNE HEAOCTATKOB.

[osBeneHne nHGopmaumm o Bbinycke ob6HoBaeHM MNIMO oo Kaxaoro notpebutens
MMNO ocyuwecTeaaeTca NOCPeACTBOM OTMPABKM COODOLIEHUI Ha 3/1EKTPOHHble adpeca
notpebutenen u/mam  nocpeactsom nybamKkauum  Ha oduuManbHOM  Beb-calTe
npeanpuaTna-paspabotynka (https://www.omp.ru, https://auroraos.ru).

MpeaoycmoTpeHbl  cneaytouime  cnocobbl  NpeaocTaBAeHMA  0OHOBAEHWM
noTpebuTenam:

— oTnpaBKa Hosow Bepcum MMO ¢ conpoBOANTENbHBIM MUCEMOM;

— nybnunkauma |SO-obpasa 3arpysodyHoro moayna Hoson Bepcum MO Ha
odnuUManbHOM Beb-calTe npeanpuaTusa-pa3paboTymka (https://www.omp.ru,
https://auroraos.ru).

[MoTpebutenb TaK¥Ke MMeeT BO3MOXHOCTb MOJYYUTb MHOOPMALMIO O BbIXOAE
obHOBNEHMIN Yepe3 CcayxKOy TexHMYeckorm MOoAAEPKKM NpeanpuatTma-paspaboTymKa
no ten.: +7 (495) 269-09-80 nnb0O No aNEeKTPOHHOM NoYTe: support@omp.ru.

YctaHoBKa o6HoBneHu [IMNO  A0MKHA OCYWECTBAATLCA B COOTBETCTBUM C
TpeboBaHNAMMK, NPUBEAEHHBIMW B HACTOALLEM JOKYMEHTE.

Echv notpebutens MMNO He MOXeT peannsoBaTb KOMMEHCMPYHOUME Mepbl Mo
3aWwmTe MHOOPMALUMM UAWM  OrpaHMYeHMa no npumeHeHuto (MO, pekomeHAyeTcA
NpeKpaTUTb ero NPUMeHeHMe.

ObHoBnATb MO o Tpebyemol Bepcum A0NYyCTMMO Tonbko ¢ Bepcum (M0,

yKasaHHoOM B Tabanue (Tabaunua 24).
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Tabnuua 24
Homep HoBoM MepeyeHb BepCcUii, C KOTOPbIX A40NYCTUMO OBHOBAEHUE

BEpCcuM 10 HOBOW BEPCUM

2.2.0 2.1.3*

2.2.1%* 2.1.3%,2.2.0

2.2.2% 2.1.3%,2.2.0,2.2.1*

2.3.0 2.2.2%*

2.4.0 2.2.2*%,2.3.0

2.5.0 2.2.2%,2.3.0,2.4.0

2.5.1* 2.2.2*%,23.0,2.4.0,2.5.0

3.0.0 2.5.1*

3.0.1 2.5.1%,3.0.0

3.1.0 2.5.1%,3.0.1

3.1.1* 2.5.1*,3.0.1,3.1.0

3.1.2%* 2.5.1%,3.1.0,3.1.1*

3.2.0 3.1.0,3.1.2%*

4.0.0* 3.1.2*,3.2.0

* - Bepcum MNO, npoweawmne ceptndmkaumo so PCTIK Poccun.

5.2. O6HoBnEeHMe cepBepa npunoxKeHun MNMoO

BHUMAHMWE! Ona yctaHoBkM obHoBAeHMA [0 KonmyecTBO cBOOOAHOrO MecTa Ha
ecTKkom amcke cepsepa b/l Mb A01KHO ObITb HE MeHblLe, Yem pasmep camolr b/ MB. Mpwn
HeAO0CTaTOYHOM KonmyecTBe cBOBOAHOrO MecTa Ha KeCTKOM AMUCKe ero Heobxoanmo
yBeNnYnTb. Mpoao/KnTenbHOCTb Npouecca obHosneHua MMO 3aBMcKUT oT pa3mepa b/l u
MOXKET 3aHATb A/IMTENbHOE BPEMA.

Ona obHoBneHua cepsepa npunoxeHunt MMO  HeobxoAMMO  BbINOAHWUTL
OMMUCAHHbIE HMXKE AEUCTBUA.

5.2.1. Co3gatb pe3epBHYO KoONuto AaHHbIX, [1MMO M  KOMMNOHEHTOB cpeabl
OYHKLMOHMPOBAHMA B COOTBETCTBMM C pa3aesiom 3.

5.2.2. CkonnpoBaTtb Ha ynpasaatwowyto 3BM apxms ¢ HoBom Bepcuen [M0O un
pacnakoBaTb ero B cooTBeTcTBum c n. 2.3.6 - 2.3.9.

5.2.3. O6HOBUTL Ha ynpasAastoLe IBM nakeTbl B cooTBeTCTBMA C M. 2.3.3.
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5.2.4. HacTpouTb KOMMOHEHTbl cpeabl GyHKUMOHMpoBaHua TMO wn MMNO B
COOTBETCTBMM C NoApasaenom 2.4,

5.2.5. BbInonHUTb upgrade CKpunThI.

[na 3Toro HeobxoAMMO NEPenTU B KaTanor CO CLEHAPMAMM YCTAHOBKM HOBOM
BepCMMfﬂjO(KaTaﬂor:install—<HOBaH Bepcusa IIO>/install-ac/) M BbINOJIHUTL BCE
CKpUNTbl play-upgrade to release <sepcwua IIIIO>.yml, BEPCUMN KOTOPbLIX /IeXKAT B
AnanasoHe mexay yctaHosneHHon Bepcuid MMNO (He BKAIOYUTENBHO) M HOBOM Bepcuen
MMO (BKNtoYMTENbHO). [1ns HEKOTOPLIX Bepcui MNIMO ckpmnTbl MOryT OTCYTCTBOBATbL. 3aMyCK

CKpMNTOB OCYLWECTBAAETCA C NOMOLWbKO KOMaHAbl:

ansible-playbook -i inventories/hosts.yml -u <uMA NOJIL30BATEJSA>
release upgrade/play-upgrade to release <epcmsa I[IO>.yml -vv --diff

Hanpumep, ana obHosneHua MMO ¢ Bepcmn 2.2.2 ao Bepcun 2.5.1 Heobxoanmo

BbIMOMHNUTL Chegyroume KOMaH4bl:

ansible-playbook -i inventories/hosts.yml -u <uMs [NOJIL30BATEJSA>
release upgrade/play-upgrade to release 2.5.0.yml -vv --diff
ansible-playbook -i inventories/hosts.yml -u <umMsa noJjib30BaTENS>
release upgrade/play-upgrade to release 2.5.1.yml -vv --diff

5.2.6. O6HoBneHne CYB[ PostgreSQL 11/12/13/14 po HoBOW cTapuen sepcumn’

(major version)HeEobXoAMMO OCyLLECTBAATb B coOTBETCTBMM ¢ 31 Ha CYB/.

5.2.7. YCTaHOBUTb KOMMOHEHTbI cpeabl PYHKUMOHWMPOBAHMA B COOTBETCTBMU C
n. 2.5.1.

5.2.8. YctaHosuTb [0 B cooTBeTcTBMM C M. 2.5.2.

5.2.9. BbINONHUTb post _upgrade CKPUMTbI.

[ns 3TOro HeobxoaAMMO NEepenTn B KaTaslor CO CUEHAPMAMM YCTaHOBKM HOBOM
Bepcum MMO (KaTanor: install-<uoeas Bepcus IIO>/install-ac/) M BbINOAHUTb BCE
CKpUNTbl play-post upgrade to release <sepcusa IIIIO>.yml, BEPCUMN KOTOPbIX
Nnexat B AManasoHe mexay ctapoi sepcuit MMNO (He BKAOYUTENBHO) M HOBOWM Bepcuen

MMNO (BknounTeNnbHO). [1na HekoTopbix Bepcuii MIMNO CKpUNTbI MOTYT OTCYTCTBOBATD.

7 CornacHo cneundmkaumm SemVer 2.0.0.
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3anyc+< CKpMUNTOB OCyLWecTBAAETCA C MOMOLWBbHO KOMaHAbI!

— CKpuNT play-post upgrade to release 3.0.0.yml:

ansible-playbook -i inventories/hosts.yml -u <uMs [OJIb30BATEJI>
release upgrade/play-post upgrade to release 3.0.0.yml -vv --diff --
limit <xocT c IIM>

B napameTpe limit HeO6XO,£|,l/]N\O YKa3aTb MMA OAHOTO N3 XOCTOB C YCTaHOBﬂeHHOl‘;]
MM (Hanpumep, ocs-app.local).

— CKpUNT play-post upgrade to release 3.1.0.yml:

ansible-playbook -i inventories/hosts.yml -u <umMsa noJjb30BaTENS>
release upgrade/play-post upgrade to release 3.1.0.yml -vv --diff

5.2.10. Nepe3anycTnTb CepBUC ocs-pkgrepo-pkg-repo-api C MOMOLLbIO

KOMaHAbl:

ANSIBLE USER=<umMsa noje3oearens> ./deploy-ac.sh --subsystems pkgrepo --
apps ocs-pkgrepo-pkg-repo-api --action restart

5.2.11. OnosecTtnTb Nnonb3osaTenen MMNO 0 HEOOXOANMOCTN OYUCTUTL K3LL 1 cookies
BeO-Opay3epa. WMHauye npu  OTKpbITUM  uHTepdeica [MNO  byaeTr  owmbka

HTTP ERROR 400.
5.3. O6HoBneHne OC ABpopa c nomouibio MY

ObHoBneHne OC ABpopa BbIMOAHAETCA B CAeAyIoLWLe Nnocne0BaTeNIbHOCTH:

5.3.1. O6HoBUTbL cepBep NpunoxkeHuin MNMO B cOOTBETCTBUM C Noapa3aenom 5.1.

5.3.2. 3arpy3uTb B pannosBoe xpaHuauue NOOC nakeTbl Tpebyemon sepcmn OC B
cooTBeTCcTBMM C N. 2.8.4.

5.3.3. O6HoBUTL OC ABpopa A0 Tpebyemol Bepchm Ha TECTOBOM rpynmne yCTPOMUCTB
C Uenbkd  MNPOBEPKM  KOPPEKTHOCTM  OOHOBAEHMA C  MNOMOLLBIO  MOJIUTUKMK
«MpunoskeHns/YctaHosuTb Bepcuto OC». Mopsagok paboTbl C MOAUTUKAMM W Tpynnamu
YCTPOWMCTB NpuBeaeH B AOKYMeHTe «PyKoBoACTBO Mmosb3oBaTens. Yactb 3. MNoacucrema

Mnatdopma ynpasaeHua.
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5.3.4. Y6eantbca, 4YTO MNOCAE OKOHYAHMA 33a4aHHOrO B MpaBWIe BPEMEHHOro
MHTepBana OOHOBAEHMA B KaPTOYKE Ka)KAOro YCTPOMCTBA M3 TeCcTOBOM rpynmnb
oTobparkaetca Tpebyemasn sepcunsa OC Aspopa.

5.3.5. O6bHOBUTb KAMEHTCKMe npunoxenma MMO Ha TecToBOM rpynne yCTPOWUCTB B
COOTBETCTBMM C AOKYMeHTOM «PykoBoACTBO nonb3oBatens. Yactb 7. MobunbHoe
npunoxeHne «ABpopa LleHTp» Ana onepaumoHHON cucTtembl ABpopa».

5.3.6. BbINOAHUTL OOHOBAEHWE aHANOTMYHBIM 06Pa30OM ANA OCTa/lbHbIX YCTPOMCTB
nocne ycnewHoro obHosneHmA OC ABpopa M KAMEHTCKMX MPUIOXKEHUIA Ha TECTOBOM rpynne

YCTPOMCTB.
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6. YOAJIEHUE MNNO

Ona yoanenua MNMO HeobxoaMMO BbINOAHUTL CAeayolme AeNCTBUA:
6.1. MMepelTn B KaTanor co cueHapmamm yctaHosku MMM0.

6.2. Yaanuts MNMO ¢ nOMOLLbIO KOMaHAb!:

ANSIBLE USER=<mMsa nosbs3oearensa> ./deploy-ac.sh --action flush all

MNoapobHoe onmcaHne NapaMeTpoB 3aMyCcKa CKpUNTa deploy-ac.sh NpMBEAEHO B

noapasaene 3.2.

6.3. YOanuTb KOMNOHEHTbI cpeabl GYHKUMOHMPOoBaHMs MNMO ¢ NOMOLLI KOMaHAbI:

— 6e3 yaaneHuns AaHHbIX, xpaHawmxcs B CYB/ PostgreSQL:

ANSIBLE USER=<umMa nojeb3oBaTensa> ./deploy-infra.sh --action flush all

— CyAdaneHunem AaHHbIX, xpaHAawmxca B CYB/ PostgreSQL:

ANSIBLE USER=<mmMmsa nosbzosarens> ./deploy-infra.sh --action flush all -
-extra-vars "pg uninstall delete data=true"

MNoapobHoe onucaHWe NapaMeTpoB 3anycka CcKpunta deploy-infra.sh

npueeneHo B noapasaene 3.1.
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7. BAPUAHTbBI YCTAHOBKU MCY

7.1. YctaHoska NCY Ha oauH cepsep (xocT) ¢ apyrumm noacuctemamu MNMo
[aHHbIM BapnaHT ycTaHoBKM [MMO ocyllecTBnAeTCcA N0 YMOMYaHMIO.
7.2. YctaHosKa NCY Ha oTaenbHbii cepeep (xocT)

3afaHne aapecoB CepBepoB (MMEH XOCTOB), Ha KOTopble OyayT YCTaHOBAEHbI
noacuctembl MMO, ocyuiecTBadaeTca Ha aTtane HacTporku MMNO (nn. 2.4.2.2). Ana Toro,
4yTOObI ycTaHOBMUTL MNCY Ha OTAENbHbIN cepBep, HEOOXOANMMO B KOHOUTYPALMOHHOM paine
inventories/hosts.yml 3a4aTb afpec cepBepa (MmaA XocTa), Ha KOTOPbIN HeobxoaMMOo

yctaHoBuTb MCY (push), Hanpumep:

app:
hosts:
ocs—-app.local:
subsystems: auth, appstore,emm,mt, pkgrepo,
acenterapp02:
ocs-push.local: push

OnucaHne nopsAka  3a4aHuMA  a[pecoB B KOHOUIypauUMOHHOM  danne

inventories/hosts.yml npusegeHo 8 n. 2.9.13.
7.3. OtaenbHas ycraHoBKa [NCY (yctaHoska M6 1 MNCY)

Ons  oTaenbHoW ycTaHoBKM [CY  HeobXoAMMO  BbIMOAHWUTb  CAEeAYIOLLYHO
nocneaoBaTeNbHOCTb AENCTBUM:

7.3.1. BbINONHUTb nocnenoBaTeIbHOCTb NencTBumn, npeayCMOTPEHHYO
n.2.2-2.5.1.

7.3.2. YcTaHoBuTb b 1 MNCY ¢ nomoLbo KOMaHAab:

ANSIBLE USER=<umMsa nojes3obaTensa> ./deploy-ac.sh --subsystems auth,push

7.3.3. BbINONHUTD nocnefoBaTe/IbHOCTb NencTeumn, npeasycMOTPEHHYIO

n.2.5.3-2.5.5.
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8. KOH®UTIYPALUMOHHbIE ®AWbI CLLEHAPUEB YCTAHOBKMW CPEb
®YHKUMOHUPOBAHWA

8.1. KoHourypaLumoHHble ¢paitnbl CUeHapueB YCTaHOBKM cpedbl YHKLMOHMPOBAHMSA

8.1.1. uBeHTapHbIM dpann inventories/hosts.yml

B nHBeHTapHOM ¢aine inventories/hosts.yml 33[at0TcA agpeca CepBepos
npuaoXKeHun n cepsepos b/l, Ha KoTopble ByayT yCTaHOBAEHbl KOMMOHEHTbI cpeapl
bYyHKUMOHMpPOBaHMA. ONncaHNe CeKUMN MHBEHTAapHOro ¢anna inventories/hosts.yml

npueeaeHo B Tabauue (Tabamua 25).

Tabnuua 25

CeKumAa KOHPUrypaLumoHHoro ¢pakina OnucaHue
all.children.ocs.children.app Cepsepa npunoxxexumi MNMNO

all.children.ocs.children.postg CyB,ﬂ, Postgres (rﬂaBHb|l>J| cepsep B'ﬂ‘)
resgl.children.postgresgl maste

rs

all.children.ocs.children.postg | penapka CYB/[, Postgres (pesepsHblii cepsep
resqgl.children.postgresgl slave 511)

S
all.children.ocs.children. nginx 58ﬂaHCI/IpOBU_Ll/lK MI/IKpOCepBl/ICOB «Ng|nx Web
Server»

all.children.ocs.children.consu Cuctema O6Hapy>KeHl/|ﬂ cepBumcoBs «Consul»
1

all.children.ocs.children.consu CpefcTBo ynpasaeHua KoHGUrypaumsamm
l-template mukpocepsncos «Consul Template»
all.ch%ldren.ocs.children.nats__ CepBuC rapaHTUMPOBAHHOMN A0CTaBKM
streaming_server coobuiennii «Nats Streaming Server»

all.children.ocs.children.redis | CYB/l Redis ana xpaHeHua ceccui
.children.redis masters

all.children.ocs.children.redis | Redis Sentinel obecneyvBaer BbICOKYHO
.chil : inel .
children.sentine noctynHocTb CYB/ Redis
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®ann cueHapma yCTaHOBKM ANA YCTAHOBKM cpedbl QyHKUMOHMpoBaHMA MMNO Ha

1 cepBepe ¢ JOMEHHbIM UMEHEM ocs-app.local UMEET cneaytoLmnii BUA,:

all:
children:
oCs:
children:
app:
hosts:
ocs—-app.local:
postgresqgl:
children:
postgresgl masters:
hosts:
ocs—-app.local:
postgresqgl slaves:
hosts:
nginx:
children:
app:
hosts:
consul:
children:
consul servers:
children:
app:
hosts:
consul agents:
consul template:
children:
app:
nats streaming server:
children:
app:
hosts:
redis:
children:
redis masters:
children:
app:
hosts:
sentinel:
children:
app:
hosts:
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8.1.2. HacTpolkn cueHapueB YCTAHOBKM cpeapl PyHKUMOHMpoBaHMa (MO B
KoHOUIypauynoHHbIx  daknax config/vars/ vars.yml un config/subsystems/<Ha3BaHue

noacuctembl>/vars/ vars.yml

B AaHHbIX KOHOMUIYpPaUMOHHbIX dananax 3a4atoTcA  HACTPOMKM  Caedytolmx
KOMMNOHEHTOB cpeabl ¢PyHKUMOHMpoBaHMAa [1MO: Nats Streaming Server, Consul,
CYB/[, Redis n CYB/] PostgreSQL. KoHdurypaumoHHble ¢ainbl  vars.yml MCNOMb3YIOTCA
TOJIbKO B NpoLecce YyCTaHOBKM.

OnucaHve NapameTpoB KOHPUIypaUMOHHbIX GalnoB vars.yml NpUBEAEHO B

KOHPUIypaLUMOHHbIX Galinax B BUAE KOMMEHTAPMEB.

8.1.3. HacTpoiKkm naponen n cekpetoB KOMMNOHEHTOB cpeabl GYHKLUNMOHMPOBAHNS B
KOHPUIypaumoHHbIX  dannax  config/secret.yml n  config/subsystems/<Ha3BaHune

noacucremsl>/secret.yml

B AaHHbIX KOHOUIYpPaLUMOHHbLIX dainax 3a4atoTcs NAapON N CEKPETbI CAeaYOLLLNX
KOMMNOHEHTOB cpeabl PyHKUMoHMpoBaHMa [1MO: Nats Streaming Server, Consul,

CYB/ Redis n CYB/, PostgreSQL.
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9. KOHOUTYPALLMOHHBIE ®AMbI MNO
(CLEHAPWEB YCTAHOBKW MMO)

9.1. Obuwaa nHpopmauma o KoHPUrypaumoHHbIx pamnax MNMNo

MPUMEYAHUE. OnuncaHmne napameTpoB KOHOUIypaUMOHHbIX ¢alioB cueHapunes

yctaHoskM MMO v MMNO npueeaeHo B KOHOUTYpaLUMOHHbIX daiinax B BUAE KOMMEHTapuesB.

CTpyKTypa KOHUrypaumoHHbix ¢amnos MO B obuwem Buae npuBeaeHa Ha

pucyHke (PucyHok 14). MupHbim wpudTOmM BblAeNeHbl  dalnbl,
pefaKkTMpoBaHMO.  PeaakTMpoBaHMe  MnapameTpoB B OCTa/lbHbIX

npegnonaraeTcAa.

noasexatime

dannax He

/var/ocs/config/
—— environments
L — <nasBanme oxpyxeHMm>
—— wvars
L— _vars.yml
— config.yml
—— subsystems
L <HasBaHMe I[IOILCUCTEMEB>
—— applications
—— <Ha3BaHUE CepBUCaA>
— vars
—— services.yml
— vars.yml
—— config.yml
—— internal.yml
—— scopes.yml
—— config.yml
—— internal.yml
—— secret.yml

PucyHok 14

MMNO coaepKnT cneayoLime TMnbl KOHOUIYPaLMOHHbIX GanioB:

— KOHUrypaumoHHbit dann MMNO (/vars/ocs/config/config.yml);

— KOHOUrypaumoHHble dannsbl noacucTem

rnno

(/vars/ocs/config/subsystems/<HasBaHue mnomcucTeMer>/config.yml);
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— KOHOUIypaumoHHble dalnbl C NAPOASMU M TOKEHAMM KOMMOHEHTOB cCpeapl
dyHKUMoHMpoBaHuA MNMO (/vars/ocs/config/secret.yml);

— KOHQUrypaumoHHble  dannbl  cepsucoB  (moaynen) TMO  (/vars/ocs
/config/subsystems/<Has3BaHue noncucrTemer>/applications/<HazsBaHue
cepsuca>/).

B KoHUrypaumoHHom dpaine MMO coaeprKatcsa HacTponkm MMO.

B KOHDUIypaLUMOHHbIX daliax NoACUCTEM COAEPKATCA HACTPOMKKM noacmuctem MMM0.

Takke B KOHQUrypaumoHHble ¢anabl MOACMCTEM BblHECEHbI (MOryT ObiTb BbIHECEHDI)
OoTAeNbHble HAacTpoMKKM cepBmncos MO, KoTopblie MOXKET M3MeHATb aammnHmcTpaTtop MMO. B
NAHHOM Cay4yae B KOHPUIypauMoHHOM dalne COAEePXKMUTCA CeKuMAa C MMEHEM CepBMUCa.

HaﬂpMMep,CeKuMﬂﬂﬂﬂCemecaocs—auth—accounts—users—apiBbWﬂﬂAMTCﬂEAyKnuMM

obpazom:

ocs-auth-accounts-users-api:

##

# The number of recently used passwords,

# which system will store for forbidding use it for new password
creating.

##

passwordHistoryDepth: 3

##

# Maximum inactivity period 45 days.

# If account not use system during this time, account will be
blocked.

# Must be greater or equal to OIDC refresh token lifetime.

##

maxAccountInactivityPeriod: "1080h"

BHUMAHWE! PepaktnpoBaHue KOHPUIypauMOHHbIX GaloB CepPBMCOB He

npegnonaraeTca.
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9.2. Obuwaa nHpopmauusa o KOHPUrypaUMOHHbIX pannax cueHapues yctaHoBkuM MNMM0O

CTpYyKTypa KOHOUIypaLMOHHbIX $ainnoB cueHapues ycTaHoBkK M0 B obuem suae
npueBeaeHa Ha pucyHKe (PucyHok 15). MupHbim  wWpudTOM BblAeNeHbl  Qansbl,
noanexaluime peaakTMpPoOBaHUIO. PeaakTMpoBaHMe NapaMeTpoB B OCTalbHbIX dainax He

npegnonaraeTcA.

install-ac-mt
—— config
—— environments

L — <nasBanme oxpyxenms>
—— subsystems

<HasBaHMNe IIOICUCTEMEBI>

—— applications

L — <uasBanme cepsuca>
—— vars
—— services.yml
— _vars.yml
—— config.yml (unmn config.yml.j2)
—— internal.yml
—— scopes.yml

—— vars
L— vars.yml

—— config.yml.j2

—— internal.yml

—— yvamllint.release.yml
— secret.yml

—— inventories

—— <Ha3BaHUE OKPYXEeHMI>
— hosts.yml

PucyHok 15

CueHapum yctaHoBkM [MO cogep:kaT cneayouime TuUNbl KOHOUIYPALMOHHbBIX
dannos:
— KOHOUrypauMoHHbIN paln inventories/hosts.yml;
— KOHOUTYPaLUMOHHbIN dann cueHapma YCTaHOBKM Mno
config/vars/ vars.yml,
— KOHOUrypaumoHHble  danabl  CUeHapueB  YCTaHOBKM  noacuctem [0
config/subsystems/<HaszBaHme nomcmucTeMsr>/vars/ vars.yml,

— wabnoH koHdurypaumnmoHHoro darna MMNO (config/config.yml.j2);
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— KOHPUrypauMoHHble dannbl noacmcrem rro
(config/subsystems/<uasBaHme nomcucrems>/config.yml);
— wabnoHbI KOHOUTYPALMOHHbIX dannos noAcuCTeEM Mno

(config/subsystems/<uasBaHue nomcucrems>/config.yml.j2);

— KOHOUrypaumoHHble bannbl CepBMCcoB (mopynen) Mno
(config/subsystems/<uasBaHue nomcucTeMer>/applications/<HazBaHue
cepsuca>/);

— KOHOUIrypaumMoHHbIM $aln ¢ NapoaamMM M TOKEHAMM KOMMOHEHTOB cCpeapbl

dyHKUMOHNpPOBaHMA MIMO config/secret.yml.
9.2.1. KoHpUrypaumoHHbi daiin inventories/hosts.yml

KoHourypaumoHHblin  ¢aln  inventories/hosts.yml  COAEPXMT  adpeca
cepBepoB (MMeHa XOCTOB), Ha KOTOpPble YCTaHOB/EHbI (OyAyT yCTaHOBAEHbI) KOMMOHEHTbI
cpeabl dyHKUMoHnposaHua MMO n noacucrems MMO.

OnucaHue napameTpoB KOHOUIypauUMOHHOro ¢arna inventories/hosts.yml

npueeneHo s n. 8.1.1.

9.2.2. Obwnn KOHPUIYpPaLUMOHHbIN dann cueHapues YCTaHOBKM

config/vars/ vars.yml

KoH®UrypaumoHHbi ¢ain config/vars/ vars.yml ABAAeTcA obWMM AN BCeX
noacuctem n moaynen MMNO wn coaepKMT MNOAHbIM NepevyeHb OOLWMX MNapameTpos,
OTHOCALWIMXCA K noacnctemam n moaynam Mro.

KoHourypaumoHHble ¢arnbl  vars.yml WCNOAb3YIOTCA TOMbKO B MpoLecce
YCTAHOBKMW, MPW 3TOM KOHPUrypaumoHHble ¢alnbl config.yml (config.yml.j2)

NMCMNOJZIb3YHKOTCA KaK B Nnpouecce yCTaHOBKK, TaK 1 B npouecce akCcnayataunm rnro.
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9.2.3. KoHdUrypaumoHHble dannbl cueHapueB YyCTaHOBKKM ana noacuctem (MO

(bamnbl: config/subsystems/<Ha3BaHune nogcuctembl>/vars/ vars.yml)

KoHdurypaumnmoHHble ¢annbl _vars.yml MOACUCTEM COAEPXKAT NapameTpsbl,
OTHOCALWMECA K KOHKPeTHOW noacucTeme. TakKe AaHHble daiabl MoryT ObiTb 4OMNONHEHDI
napameTpammn 13 obulero KOHGUrypaumoHHoro darna, 3Ha4eHMAa KOTopbiXx HeEOBXoAMMO
nepeonpenennTb A4NA 3a4aHHOM NOACUCTEMBI.

KoHourypaumoHHble dannbl  vars.yml B OCHOBHOM COZAEPXaT HACTPOMKM
B3aMMOAENCTBMA MNOACMCTEM C  KOMMOHEHTaMM  cpedbl  GYHKUMOHMPOBAHMA

pacnosiaratoTCcA B KaTajsiore co CueHapmnammn yCtTaHoOBKKM Mo cieaAyrowemy nyTn:.

config/subsystems/<unaszBaHue nomcmucreMmer>/vars/ vars.yml

Hanpumep, KOHOMIypaUMOHHbIA dann vars . yml Ana Mb:

config/subsystems/auth/vars/ vars.yml

9.2.4. lLabnoHbl KoHPUrypaumoHHbix damnos MNMO n noacuctem MMO

Ha ocHoBe pgaHHbiXx dannoB B npouecce yctaHoBku [MO  dopmupytoTes
KOHPUrypaumoHHbie ¢pannbl MMO n noacuctem MMO. 3Ha4yeHWA NapameTPoB B Wab/oHax
KOHPUIypaUnoHHbIX darnax noacuctem MMO 3aaa0Tca aAMUHUCTPATOPOM, a TaKxKe
CLUEeHapWAMM YCTAHOBKM HA OCHOBE 3HaYeHWM, 3a4aHHbIX aAMWHUCTPATOPOM B
KOHOUIYPaUMOHHbIX Gannax vars.yml.

[laHHble KOHGUIypaLUMOHHbIe Galibl pacnosaratoTca No caeayoLlemy nyTu:

config/config.yml.j2
config/subsystems/<uasBaHme nomcuctemu>/config/services/config.yml.j2

Hanpumep, wabnoH KoHbUrypaumoHHoro daina rNb:

config/subsystems/auth/config/services/config.yml.j2
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9.2.5. KoHpUrypaumoHHbI dainn ¢ NaponaMmm 1M TOKEHAMM KOMMOHEHTOB cpeapbl

PYyHKUMOHMpoBaHMa MMNO config/secret.yml

B naHHOM KOHOUrypaumoHHOM daline 3a4atoTca Napoan 1 TokeHbl Nats Streaming
Server, Consul, CYB[ Redis, CYB/[, PostgreSQL, a TakXe CEKPEeTHbIN KN4 KANEHTOB
(cepBMCcOB) M KoY WMPPOBAHMA ceKkpeToB, xpaHAawmxcs B b. Mpu yctaHoske [MMO

NaHHble KOHPUTYPALMOHHbIE Gaiiibl KOMUPYHOTCA HA CEPBEPbI MPUNOKEHUNA.
9.2.6. KoHdurypaumoHHbie darnbl nogcuctem MMO

B AaHHbIX KOHOMUrypauUMOHHbIX dainax 3a4atoTcs  3HAYeHMA MnapameTposB
noacuctem MMO. B otanyme ot wabnoHoB KOHPUIypaLUMOHHbIX Gannos noacuctem MMO
3HaYeHMA NapameTpPOoB 334at0TCA TO/IbKO aAMUHMUCTPATOPOM.

[laHHble KOHPUIypaLMOHHbIe Galiibl pacnonaratoTca o caeayrowemy nyTn:

config/subsystems/<HaszBaHue noncucreme>/config/services/config.yml

Hanpumep, wabnoH KOHPUrypaumoHHoro danna MNM:

config/subsystems/appstore/config/services/config.yml.j2

9.2.7. KoHdurypaumoHHbie dparnbl cepsucos MO

KoHurypaumnmoHHble ¢palinbl CEPBMCOB PacnoaaratoTca B KaTaaore co CLueHapusamm

YCTAaHOBKM NO caeaytoLemy nyTu:

config/subsystems/<Haz3BaHue noncucrTeme>/applications/<HazBanue
cepsuca>/

Hanpumep, KOHPUrypaumoHHble ¢alnbl cepBuca ocs-auth-adminconsole-ui

Mb:

config/subsystems/auth/applications/ocs—-auth-adminconsole-ui/

OnuncaHne napameTpoB KoHOMIypaumoHHbIX ¢alnoB CepBMCOB MNPUMBEAEHO B
CaMMX KOHPUTYPaLIMOHHbIX daltnax B BUAE KOMMEHTapUEB.
BHUMAHWE! PepaktnpoBaHune KoHOUrypaumoHHbIx ¢arnos cepsucos MO He

npegnonaraeTca.
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9.2.8. KoHpUrypaumoHHbie daiibl OKpYHKEeHUM

B KoHOUrypauMoHHbIX darnax OKpyXKeHMa nepeonpeaenarnTca napameTpbl

KOHOUIypaumoHHbIX ¢arnos, onmncaHHbix B M. 9.2.1 - 9.2.8 Ana 3a4aHHOTO OKPYXEeHMWA.

Pacnonaratotca [aHHble KOHOUTYPaLIMOHHbIE bannbl B KaTanorax
config/environments/<HazBaHue OKPYXeHnI>/ n inventories/<uasBaHue
OKPYXEeHUT>/ .

[nsa nepeonpegeneHua napametpa HeobXoAMMO BbINOAHUTL Caeaytollme
NEencTemA:

— €034aTb B KaTanore inventories/<HasBaHue OKPYXeHUI>/
KOHOUIYPaUMOHHbBIN Gain hosts.yml NO aHaNorMmM ¢ Gamaom inventories/hosts.yml
M 3a4aTb B CO34aHHOM daline Tpebyemble 3Ha4YeHNA NapaMeTpPOB;

— C034aTb B KaTanore config/environments/<HazBaHue OKpYyXeHnI>/
TpebyemMblin KOHPUTYPALMOHHbBIM Galn C y4eTOM €ro pacnonoXKeHma B KaTanore config.

Hanpumep, ana nepeonpeaeneHns napamMeTpoB KoHOUrypaumoHHoro ¢arna
config/vars/ vars.yml O/ OKPYXEHUA release A0/KEH ObITb CO3aaH cneayoWmi
KOHQUIYPaUMOHHbLIM Gann: config/environments/release/config/vars/ vars.yml.

— CKonmpoBaTb Tpebyemblh nNapameTp (BKAOYAA CeKUMO, B KOTOPYH BXOAWUT
napameTp) 13 obuwero KoHourypaumoHHoro d¢aina cueHapues ycTaHoBku MO mam
KOHOUrypaumoHHoro daina cueHapues ycTaHoBKM noacuctem MM0O;

— BCTaBWTb CKOMMPOBAHHOE 3HAaYeHMe B aHaAIOTMYHbIN KOHOUTYPALIMOHHbIM Gain
NNs 3a1aHHOTO OKPYXKEHUSA;

— 3a4aTb Tpebyemoe 3HaYeHne napameTpa.

9.2.9. NopaaoKk paboTbl C KOHPUTYPALMOHHbIMK dalamMm CLUEHaApPMEB YCTAaHOBKM

Mno

MapameTpbl KOHOUIYPALMOHHbLIX $alfoB CLEHAPMEB YCTAaHOBKM MPUMEHSIOTCS

Cor/lacHoO nNpuopuTeTam, 3agaHHbiMm B Tabamue (Tabanua 26).
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Tabnnua 26

nOpﬂﬂ,OK npumeHeHunA

Tunbl KOHd)Mul'ypaLl,MOHHbIX KaTanor (uma daina) napameTpos
dannos (npnoputer
napameTpos)
Obwue (ana sBcex noacuctem |config/vars/ vars.yml 1 (camblt HU3KNM
n moaynen MNMo) npuopuTeT)

. config/config.yml.j2
KOHOUIypauynoHHble dainnbl

(wabnoHsbl
KOHOUIypauUMOHHbIX hainos)
cueHapues yctaHoBkM [1110

HOH(I)I/IpraLI,VIOHHbIe d)al\;lﬂbl Config/ SubsystemS/<HaSBaH 2
e I[oIncCucTeMbl>/vars
cLieHapueBs YCTaHOBKM s / /

noacuctem MO
Hanpumep,
config/subsystems/auth/va
rs/

O6LLLVI€ (,ﬂ‘ﬂﬂ BCEX I'IO,EI,CI/ICTEN\ config/environments/<HasB 3
o aHue
n M n rl
ohyne O . okpyxeHus>/vars/ vars.yml
KOHPUIYypaLUMOHHbIe panbl -
cueHapues yctaHoBKkK (1110 config/environments/<Has3s

ANA 33aJaHHOTO OKPYXKeHMA aHne
okpyxenus>/config.yml

KoHdurypaumoHHble daitnpl | config/environments/<oxpy |4 (camblit BbICOKMI
cLleHapues YCTaHOBKM rexme>/<HasBaHme npuopuTeT)

H P Y IOOCUCTEME>/vVars/ p1op
noacucrtem MNMNO ans
3a/1aHHOrO OKPY}KEHMA

Mpu yctaHoske MO napameTpbl KOHPUTYPALMOHHbBIX $GaliioB NMPUMEHSIOTCA B
COOTBETCTBMM C MOPAAKOM, npuBedeHHbIM B Tabauue (Tabnuua 26), T.e. cueHapui
YCTaHOBKM  0bOpabaTbiBaeT CHa4vasna  KOHPUIrypauMoHHble  dalabl B KaTanore
config/vars/, 3aTem B KaTanore config/subsystems/<uasBaHue
noncucrtemer>/vars/ W T.4. Ecnm, Hanpumep, Kakon-nnbo napameTp OAHOBPEMEHHO
3a/laH U B config/vars/ M config/subsystems/<Hassaume noncucTemur>/vars/, [1110
bynet YyCTaHOB/IEHO co 3HaYeHNEM napameTpa, 3a4aHHbIM B

config/subsystems/<Ha3BaHue MNOOCHCTEMH>/vars/
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Huske onucaHbl npasuna ob6paboTku cueHapuamm yctaHoBkM MMO napameTpos,
MaCCMBOB 1 CMUCKOB, €C/IN OHM OAHOBPEMEHHO 3a4aHbl B HECKOIbKUX KOHOUTYPALMOHHbIX
dannax.

MpaBnno 0bpaboTKM NapamMeTpoB: 3HaAYeHWe napameTpa B KOHOUIypaLMOHHOM
daline c 6onee BbLICOKMM MNPUOPUTETOM MepeonpeaenseT 3HayeHue napameTpa B
KOHOUrypaunmoHHom daine c 6onee HU3KMM NPUOPUTETOM.

[Mpnmep napametpa:

redis password: "example redis password"

MpaBuno 06paboTKM MaccKMBOB: MAaccMB B KOHOUrypaUMoHHOM danne c bonee
BbICOKMM MPUMOPUTETOM NepeonpeaenseT MacCus B KOHOUIypaumMoHHOM ¢anne c bonee
HU3KMM NPUOPUTETOM.

[Mprmep maccmBa:

pg _hba settings:

- type: local # Unix-socket access
name: all
database: all
method: trust

- type: host # Localhost IPv4 access
name: all
database: all
address: 127.0.0.1/32
method: trust

- type: host # Localhost IPv6 access
name: all
database: all
address: ::1/128
method: trust

- type: host # Gitlab CI vbox-testing
name: all
database: all
address: 172.17.0.0/16
method: md5
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Mpasnno 06paboTKM CNNCKOB: €CAM CIMCOK B KOHOMIypaumoHHOM dalinie c bonee
HM3KUM  MPUOPUTETOM  COZEPKUT HOBble 31eMeHTbl  (KOTOpbIXx He Obiio B
KoHOUrypaunmoHHom oarne c 6onee BbICOKMM MNPUOPUTETOM), OHM A00aBAAOTCA K
MCXOAHOMY  CMMCKY. 3HayeHMe napameTpa B  CNUCKe, CoAep’kallemca B
KoHbUrypaumoHHom darine ¢ 601ee BbICOKMM NPUOPUTETOM, NepeonpeaenseT 3HaYeHme
MmapameTpa M3 CMUCKa, coaepxKalleroca B KoHOUrypaumoHHoOM danne ¢ bonee HU3KMM
NPUOPUTETOM.

[Mpnmep cnucka:

postgresqgl:

dbname: example db name # database name

port: 5432 # port

user: example user # user

password: ocs # password

extensions: ["pg partman bgw", "pg trgm", "pg stat statements",
"pgcrypto"] # necessary extensions
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10. TAPAHTUNHBIE OBA3ATE/NIbCTBA

MpeanpuATMe-n3roToBUTENb  rapaHTMpyet  pabotocnocobHocts  [MO B
COOTBETCTBMMU C 3aABJIEHHbIMM XaPAKTEPUCTMKAMM, MPeasyCMOTPEHHbIMMU HACTOALLMM
NOKYMEHTOM, Npun cobatoaeHmnn notpedbutenem TpeboBaHmin /.

MpeanpuaTMe-n3roToBUTENb NPOBOAUT MOHUTOPUHT 0OLLLEAOCTYMHbIX MCTOYHUKOB
MHbopMaLMmM, NyBAMKYIOLWNX CBEAEHMA 00 yA3BMMOCTAX, Ha NPeaMeT MNOABAEHUA B HUX
cBeaeHUn 06 yA3BMMOCTAX B KOMNoHeHTax MMO 1 npMHMUMaeT Mmepbl, HanpaB/aeHHble Ha
yCTpaHeHWe BbISABNEHHbIX YA3BMMOCTEN AN UCKAKOYAKOLWME BO3SMOMXKHOCTb MCMO/1b30BaHMA
HaPYLWMUTEIAMM BbIABIEHHbIX YA3BMMOCTEMN.

MpeanpmATne-n3roToBUTE b obecneynsaet yCTpaHeHue YA3BMMOCTEMN
nocpencTBOMm npefocTaB/ieHunA notpebutenam onMcaHuA HeobXoAMMbIX
OpraHM3aUMOHHO-TEXHUYECKMX MNpoLeayp, HanpaBAEeHHbIX Ha YCTPAHEHWE BbIABNEHHOM
YA3BMMOCTM. TaKKe npeanpusaTMe-u3roToBuTeNb, B PamMkax nposedeHuA paboT no
YCTPaHEHMWIO BbIABNEHHbIX YA3BMMOCTEM, pa3pabaTbiBaeT o6HoBAeHMA [10.

MpeaonpuATNE-U3roToBUTENb HEe MPeaoCTaBAAET rapaHTUi UAM YCAOBUN (ABHbIX
MAN NoApa3yMeBaeMblX 3aKOHOAaTeNbCTBOM Poccuitckon Peaepalmm) OTHOCUTENbHO
rapaHTMin TOBApPHOWM MPUrOAHOCTN, MHTETPMPYEMOCTU, TOAHOCTM K MCMONb30BAHMIO ANA
BbIMO/MHEHMA KOHKPETHbIX 3ada4y notpebuTtens, OTCYTCTBMA OLWMDOOK, BO3MOMKHOCTM
OYHKUMOHNPOBAHMA MNPU UCMONb30BAHMM COBMECTHO C N0ObIM MPOrPaMMHbLIM UK
annapaTHbIM obecneyeHmnem.

B cnyyae BbiasneHns B MO ownbok n aedeKkToB, CBUAETENbCTBYIOWNX O
HEeCOOTBETCTBUM rnro o1 n He ABNAOLLMXCA YA3BMMOCTAMM Mo,
npeanpuATUe-n3roToBuTeNb No GakTy NoAydYeHMA peknamaumm notpebutens obasyerca
YCTPAHWUTb OWMOKM U/Mnn aedeKTbl Npu Bbinycke 0OHOBAEHHbIX Bepcuit MMO 1 yBeaoMUTb

06 atom notpebutenein MNMO.
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Peknamaumm notpebutens npuHUmMmatoTca npu ycnosmn, 4to aedekt B MMNO He
BbI3BaH AOMYUWEHHbIMW CO CTOPOHbI MOTPebUTEeNA HapyweHMAMM B ISKCMAyaTaumu,
XpaHeHun n TpaHcnopTtuposke [M10.

Aapec npeanpuATUA-U3roToBUTENA ANA HanpaBaeHusa peknamaunin: 420500,
Pecnybnnka TaTapcTaH, BepxHeyCnOHCKMIM paloH, r. MHHONoAKC, yA. YHMBEPCUTETCKAS,

A. 7, o0éunc 59, OMPH 1161690087020.
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NMEPEYEHb TEPMWUHOB /1 COKPALLEEHWUN

|/|CI'IOIIb3yeN\bIe B HaCTOoALWLEM AOKYMEHTE TEPMUHBLI N COKPaWeHNA NMpmnBedeHbl B

Tabnunue (Tabnnua 27).

Tabnuua 27
Tepmuk/ PacwndposkKa
CokpaleHue

b, ba3a gaHHbIX

Mc focyaapcTBeHHas MHGOPMALIMOHHAA CUCTEMA

nc NHPOopMaLMOHHbIE CUCTEMDI

KnneHTCcKoe KAMEHTCKMM NPpUIOKEHMEM ABNIAETCA:

NpPUAOXKeEHME — M, OYHKUMOHMPYLOLLLEE noa ynpasJieHnem OC
ABpopa/OC AHgpouna;
— NpuaoXeHne  ANA 3BM,  dYHKUMOHMpPYOLLEM noa
ynpasneHnem OC cemencTsa Linux

M MobunbHoe NnpunoxeHune

MY MobunnbHOe yCTPONCTBO

HC/, HecaHKUMOHMPOBAHHbIM AOCTYN

OC OnepaumoHHasa cucTema

Mb MNoacnctema 6e3onacHOCTH

Y MNoacuctema «MapKkeT»

rno MporpammHoe obecneyeHme

NnooC MNoacuctema obHoBneHna OC

rncy MNoacuctema CepBUC yBEAOMNEHMUN

rny MNoacuctema Mnatdpopma ynpaBaeHmn

MnyT lNoacuctema ynpas/ieHnAa TeHaHTaMu

rnro MpuKknagHoe nporpamMmHoe obecneveHne «Aspopa LleHTp»

MNpegnpuaTtne- ObuecTBo C OrpaHUYEeHHOM OTBETCTBEHHOCTLIO « OTKPbITAnA

M3roTOBUTEND, MobunbHaa nnatpopma» (000 «OTKpbITad MOOUIbHASA

npeanpuaTne- nnatbopma»)

pa3paboTumk

C3U CpeacTBo 3aWmTbl MHPOPMALMN

cno CneunanbHoe nporpammHoe obecneyeHme

Cyb/l Cuctema ynpasaeHua 6azamm AaHHbIX

TokeH TOKeH - ayTeHTMPUKALMOHHbIE AaHHbIE, KOTOPbIE BbIAAOTCA
N0/1b30BaTEN0 NOCAE YCNEeLWHOW aBTOPM3aLLMM N ABNAIOTCA
KAOYOM ANA AOCTyNa K Cay»Kbam
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TepmuH/
CoKpalueHune

PacwndposkKa

Twunbl nopToB

1. BHeWHMM - A4OCTYyN K A@aHHOMY TUMNY NOPTOB OCYLLLECTBAAETCA 13-
3a NpeaenoB KOHTPOAMPYEMOM 30HbI. Hanpumep, 3anpocbl OT
nonb3oBaTenen ¢ ponbto MNonb3osatens ABpopa MapkeT. [locTyn K
[AHHBIM NOPTAaM MMeeT HapyLLnUTe b;

2. BHYTpeHHWUI - 4OCTYyN K AaHHOMY TUMY NOPTOB MOXET
OCYLLECTBAATLCA TONbKO M3 KOHTPOAMPYEMOM 30HbI. [laHHble
NOPTbl MCMOb3YHOTCA ANA B3aMMOAENCTBMA: MEXIY CEPBMCAMM
MO, cepsmcos MMNO ¢ KOMNOHEHTaMK cpeabl PYHKLMOHMPOBAHMA
MO, KoMnoHeHTaMn cpeabl PyHKLUMOHMpPOoBaHMA M0,
NPUBMAErMPOBaAHHbLIX Noab3oBaTenewn c MNMO

YcTponcTBo

Mop ycTpoincTsom nogapasymesaetcs MY u/mnm 3BM, Ha KoTopol
GYHKLUMOHMPYIOT COOTBETCTBYOLIME KOMNOHEHTbI 1110

JBM

aﬂeKTpOHHO-BbI‘—Il/ICfIl/ITe/'IbHaFI MallnHa

24

JKcnayaTauMoHHaA AOKYMeHTaums

API

Application Programming Interface — onncaHune cnocobos (Habop
Knaccos, npoueayp, GyHKUWUI, CTPYKTYP AN KOHCTAHT),
KOTOPbIMW O4HA KOMMbIOTEPHAA MPOrpaMma MOXKeT
B3aMMO/EeNCTBOBATL C APYroM NPOrpaMmon

CD-ROM

Compact Disc Read-Only Memory — pa3HOBMAHOCTb KOMNAKT-
[MCKOB C 3aMMUCaHHbIMM Ha HUX A@HHbIMW, AOCTYMHbIMWU TO/TbKO
ANA YyTeHun

Cookie

Hebonblion pparmeHT AaHHbIX, OTNPABAEHHbIM BEO-cepBepoM t
XpaHUMbI Ha 9BM nonb3osaTena. Beb-kameHT (06bl4HO
Beb-Opay3ep) BCAKMI pa3 NPM NOMbITKE OTKPbITb CTPAHMLLY
COoOTBEeTCTBYlOLLEro Beb-cainTa nepecbliaeT 3TOT parmeHT
NaHHbIX Beb-cepBepy B cocTase http-3anpoca

CSS3

Cascading Style Sheets 3 — cneundukauma CSS. MNpeacrasnser
coboi opManbHbI A3bIK, Ppeasn30BaHHbIM C MOMOLLbIO A3blKa
pa3meTKM

DHCP

Dynamic Host Configuration Protocol - ceTeBolt npoTokon,
NO3BONAOLLNIA CETEBLIM YCTPOMCTBAM aBTOMATUUYECKM MNOAYy4YaTb
IP-appec n gpyrme napameTpbl, Heobxoaumble ans paboTbl B
cetn TCP/IP

DNS

Domain Name System - KomnbtoTepHaa pacnpeneneHHas
cucTema Aansa noayvyeHua nHdopmaumm o JoMeHax

DVD

Digital Video Disc - onTuyeckunin Hocutenb MHPopmMaLumn,
BbIMOJIHEHHbIM B GOpMe AMCKa, ANA XPaHEHWA Pa3IMYHOM
nHdopmaumm B uMdpoBOM BMAE
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TepmuH/
CoKpalueHune

PacwndposkKa

ECMAScript 5

BcTpanBaemMbl pacluMpsaeMbln HE MMEOLWMA CpeacTs
BBO/1a-BbIBOAA A3bIK MPOrPamMMMPOBAHNSA, MCMOb3yeMbIl B
KayecTBe OCHOBbI 418 MOCTPOEHMA APYrMX CKPMNTOBbLIX A3bIKOB

HTML5

HyperText Markup Language, version 5 — A3bIk An4
CTPYKTYPUPOBAHUSA M NPeacTaBAEHNSA COAEPHKMMOro Beb-
CTpaHMLUbI

HTTP

HyperText Transfer Protocol — npoTokon npnknaaHoOro ypoBHsS
nepegaym aaHHbix. OcHoBon HTTP aBnAeTca TexHonorna
«KIMEeHT-CepBep», TO eCTb NpeanosiaraeTca CyLecTBOBaHMe
noTpebutenen (KIMeHToB), KOTOPbIe MHULMUPYIOT COeANHEHME U
NOCbINAT 3aMpocC, U NOCTaBLMKOB (CepBepoB), KOTopbIe
OXMOAKOT COeANHEeHMA AN1A NO/ly4eHMa 3anpoca, NPon3BoaAT
HeobxoAMMble AENCTBMA M BO3BPaALLAOT 06paTHO cooblieHmne ¢
pe3y/ibTaToOM

HTTPS

Hypertext Transfer Protocol Secure - pacwunpeHne npoToKona
HTTP ana noaaepKku WndpoBaHMSA B LEIAX NOBbIWEHUS
H6e3onacHocTK. [laHHble B NpoTokone HTTPS nepenatotca noBepx
KpunTorpadumyeckmx npotokonos SSL nam TLS

Internet Protocol - ocHOBHOM NPOTOKON CETEBOIO YPOBHS,
ncnonb3ytowmincs B UHTepHeTe n obecneymBatowmin e guHYHO
CXeMy 10TMYeCKOM aapecaLmmn YyCTPOMCTB B CETU U
MapLLPYTM3aUMIO AaHHbIX

ISO-06pa3

Ob6pa3 oNTMYECKOro AUCKa, CoaepKaluni ¢annoByto cuctemy
cTtaHaapTa ISO 9660

JSON

JavaScript Object Notation — TekcToBbIN popmaT obmeHa
NaHHbIMW, OCHOBAHHbIN Ha JavaScript

MTP

Media Transfer Protocol - annapaTHO-He3aBNUCMMbIN NPOTOKON,
OCHOBaHHbIM Ha PTP

NFS

Network File System — npoTokon ceTeBoro goctyna K ¢ainnoBbim
CMCTEMaM, NO3BONAOLLIMIA MOHTMPOBATL (MOAKAOYATD)
yOanéHHble painoBble CUCTEMbI Yepes CeTb. 3@ OCHOBY B3AT
NPOTOKOA BbI30Ba yaan€HHbIx npoueayp (ONC RPC)

Nginx

Beb-cepBep M NOYTOBLIN NPOKCU-cepBep, paboTatowmin Ha
Unix-nogobHbix OC

OIDC

OpenlD Connect — ypoBeHb ayTeHTUdMKaumm OAuth 2.0,
NHPPACTPYKTYpPbI aBTOpM3aumn. KoHtponupyetca OpenlD
Foundation
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TepmunH/
P PacwndposkKa
CoKpalueHune
RPM-nakeT ®alin popmaTa .rpm, NO3BONAIOLINA YCTAHABANBATDL, YAANATb U

0b6HOBANATb KAMEHTCKME NPUNOKEHMA Ha YCTpOVICTBaX

SMTP

Simple Mail Transfer Protocol - ceTeBoi npoToKon,
npeaHa3Ha4YeHHbIN ANA nepeaadym 3NeKTPOHHOM NOYTbl B CETAX
TCP/IP

SSH

Secure SHell — ceTeBOM NPOTOKON NPUKNAAHOIO YPOBHS,
NO3BO/IAIOLINI NPOMU3BOANTL YaAaneHHoe ynpasaeHune OC u
TYHHenupoBaHne TCP-coeanHeHnn (Hanpumep, ANa nepeaaym
dainnos)

TCP

Transmission Control Protocol - npoToKon TpaHCNOPTHOTO YPOBHS,
rapaHTMPYOLWMM UEeNOCTHOCTb NepeaaBaeMbliX AaHHbIX U
yBeAOMAEeHWe OTNPaBUTENA O pe3y/ibTaTax nepesayn

TLS

Transport Layer Security — KpunTorpapuyeckuii NpoToKo,
obecneynBatoLINi 3aLLMLLEHHYIO Nepeaady AaHHbIX Mexay
y31amu B ceTn MHTepHeT

URL

Uniform Resource Locator — eanHoobpasHbIii IoKaTop
(onpeaennTenb MeCTOHaxXoXAeHMA) pecypca
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