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AHHOTALUUA

HacTtoswmin JOKYMEHT ABnsieTCs onMcaHMeM NpuMeHeHust NpUKnagHoro nporpaMmMHoOro
obecneyeHuns «Aspopa UeHtp» AAMI.20134-01 penna 2.5.1 (ganee — lNMMO).

B nokymeHTe npmBegeHo HasHa4veHue MMO, ycrnoBma npMMeHeHNsa 1 onMcaHme 3agadu.
Kpome TOro, B AOKyMeHTe onpeaeneHbl yrpo3bl 6e30nacHOCTM MU onucaHbl Mepbl 3aluThl

MHd)OpMaLlVIVI, a TakXe npuseneHbl BXOAHbIE N BbIXOAHbIE AAHHbIE.
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1. HASHAYEHUE NPOIrPAMMDI

1.1. HasHauyeHuUe

MMO npegHasHayeHo pAnsa  ynpaeneHus MoOGunbHbIMM  ycTponcTtBamu  (MY),
YHKUMOHMPYOLWNMK No4, ynpasreHnem onepaumoHHon cuctembl (OC) ABpopa, nmetoLlen
aencTteutenbHbln  ceptudgukat cootBetctBus GPCTIK Poccun, ynpaBneHUs >XU3HEHHbIM
UMKIIOM  MOOUNbHbIX  npunoxeHun (M) un  obHoBnenHnem OC, a Takke fgng
aBTOMaTM3npoBaHHOM 06paboTkM crneayroLwmnx BUA0B MHOpMaLN:

— obwenocrtynHasa nHopMauus;

— MHJOpMaLUNa orpaHUYEHHOro AoCTyna, He coaepXallias cBefeHun, COCTaBnALmnX
rocyfapCTBEHHYKO TauHy, noanexawas 3awmte B COOTBETCTBUM C TpeboBaHusaMU
AencTByloLero 3akoHogaTtenbctBa Poccuiickon depepauum B obnactm UHPOPMALMOHHOM
6e3onacHocTtu (UB).

NMPUMEYAHWE. NMoa ob6HoeneHnem OC noHnmaeTtcsa nHnymanmsauma B OC npoueccos
nonyyeHus naketoB ¢ mameHeHusmm OC (obpasa OC) u3 OOBEPEHHOro xpaHuvnuuia u ux
ycTaHoBKKU. [lonyvyeHne naketoB C m3aMmeHeHusamm OC M ux ycTaHOBKa OCyLLeCTBNSAEeTCS
wratHeiMKn cpeacteamm OC. MNIMO He rapaHTUpyeT ycnex noslyvyeHns naketos ¢ U3MEHeHUSAMHU
OC v nx yctaHOBKW.

MO saBnseTcs npuknagHbiM NporpaMMHbiM - obecneyeHnem C BCTPOEHHbIMU
MexaHM3mMamu 3awnTbl MHhopMauum oT HecaHKUuMoHupoBaHHoro goctyna (HCL). MIMO moxeT
ObITb NCMOMB30BAHO, HO HE OrpaHMYMBaTLCS, B CRedyoLwWwmMx cucteMax n obbekTax:

— B rocygapctBeHHbIX UWHpopMauunoHHbix cuctemax (FTMNC), He cogepxawmx
MHGOPMaLNKN, COCTaBMSOWEN rOCygapCTBEHHOM TawHbl, A0 1 Knacca 3awuleHHOCTH
BKIMIOYNTENBHO B COOTBETCTBMM C OOKYMEHTOM «TpeboBaHus O 3awmte WMHpopmaumm, He
cocTaBnaoLen roCyJapCTBEHHYIO  TauHy, copepxawemncs B rocygapCTBEHHbIX
NHAOPMALIMOHHbIX cuctemax», yTBEPXAEHHbIM npuKkasom OCTIK Poccuun
oT 11 cheBpans 2013 r. Ne 17;

— B MHGopMauunoHHbIx cuctemax (MC) nepcoHanbHbix gaHHbix (MCIOH) oo 1 ypoBHs
3aLMLLEHHOCTN BKIIOYUTENBHO B COOTBETCTBMM C JOKyMeHTOM «CocTaB M coaepxaHue
OPraHM3auMOHHbIX M TEXHUYECKNX Mep No obecneveHnto 6e30nacHOCTM NepCcoHarnbHbIX AaHHbIX
npu nx obpaboTke B MHPOPMALMOHHBIX CUCTEMAX MEPCOHANbHbLIX LAHHbIX», YTBEPXAEHHbLIM
npukazom ®CTIK Poccum ot 18 dhespansa 2013 r. Ne 21;
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— B aBTOMAaTM3MpPOBaHHbLIX CUCTEMax ynpasneHuMsa Jo 1 kracca 3alueHHOCTU
BKIMIOYNTENBHO B COOTBETCTBUM C [JOKYMEHTOM «TpeboBaHns K obecneyeHutio 3alinTbl
MHOPMaUMM B aBTOMATU3MPOBAHHbLIX CUCTEMax YnpaBrieHUs MPOU3BOACTBEHHBIMU W
TEXHOSOrMYEeCKMMN MpoLeccamMmm Ha KPUTUYECKN BaXHbIX OObeKkTax, MOTEeHUManbHO OMacHbIX
obbekTax, a Takke OObeKkTax, NpeAcTaBnslLWMX MOBbLILWEHHYO OMACHOCTb ANSA XU3HU U
30pOBbS NIOAEN N ANS OKpYXatoLen NpUpoaHON cpeably, yTeepXaeHHbIM npukazom PCTIK
Poccuun oT 14 aBrycta 2014 r. Ne 31;

— Ha 3HayuMMbIX OObeKTax KpUTMYECKON WHGOPMALMOHHOM WHMPACTPYKTypbl 00
1 KaTeropmn BKITHOYUTENBHO B COOTBETCTBUM C AOKYMEHTOM «TpeboBaHus no obecrneyeHuto
6e30MacHOCTM  3HaYUMbIX OOBEKTOB KPUTMYECKOM MHEOPMAUNOHHOM MHGPaCTPYKTYpbI
Poccuickon ®egepauumny», yreepxaeHHbsiM npukaszom ®CTIK Poccun ot 25 gekabpsa 2017 r.
Ne 239.

1.2. CocTaB

MO cocTtouT K3 cnegyoLWmnx NOACUCTEM:
— nogcuctema 6e3onacHocTtu ([16);

nogcuctema «Mapket» (MM);

— nogcuctema lNMnartdopma ynpasnenus (MY);

— nogcuctema obHoBneHust OC (MOOC).

Bsaumogencrteme  mexagy — nogcumcteMamum M KOMMOHEHTaMW  NogcucTem
ocyLLecTBnsieTcs ¢ ucnonb3oBaHmem npotokona HTTP ctangapt RFC 2616, npu atom obmeH
AaHHbIMK ocyulectendaeTcs B popmaTte RFC 8259 (JSON).

B kauectBe cepBepa 6a3bl gaHHbix (B[l) ncnonb3yeTcsi cepBep C yCTaHOBEHHOM
cuctemon ynpaerneHust 6asamu gadHbix (CYBL) Postgres Pro wnu PostgreSQL, B koTopown
XpaHaTca aaddble MMMO, gna 4ero npu pasBepTbiBaHUMM co3gaeTtcs cneumanbHaa bM. Ons

XpaHeHus nHgopmaumm o ceccusax ncnonbdyetca CYB[ Redis.
1.2.1. Noacmnctema 6e3onacHoOCTH

B MNb peanunsoBaHbl yHKumm 6esonacHocTu MIMO.
B cocTonTt U3 cnegyoLWUX KOMMOHEHTOB:

— KoHconb agmunHuctpartopa [Mb;

— KoHconb Bxoga nonb3oBaTeneun;

— Cepsep npunoxenun MNb.



6
AOMI.20031-01 31 01

C nomowbto KoHconn agmunHuctpatopa b ocylwiectsnseTcsa ynpasneHme y4eTHbIMU
3anucsamMu nonb3oBartenen n paboTta ¢ KypHanom permcTpaumm cobbITUi.

C nomowbio  KoHconuM  Bxoga  nosb3oBaTened  OCyLLecTBNsSeTcs  BBOQ
NOEHTUUKALNOHHON 1N ayTeHTUdUKaALMOHHOM nHopmaumn nonb3osatenamu MMO.

Cepsep npunoxenun [1Bb npegcraBnseTr cobon COBOKYMNHOCTb BEB-NPUNOXKEHUN,
peanuaytowmx oyHKLMM 6e3onacHOCTH, a Takke No3BonsWmMX XxpaHnTe B B[] 1 npegoctaenaTb
cybbvektam goctyna MNMO gocTtyn K gaHHbIM 06 y4YeTHbIX 3anucsiX Norib3oBaTtenen u 3anucax

nosib3oBaTenien u XypHany permcrpaumm coobITUN.
1.2.2. lNogcuctema «MapkeT»

MM coctonT n3 cregyowmx KOMMNOHEHTOB:

— KoHconb agmuHucTpartopa NM;

— KoHconb paspaboTtuunka NM;

— MIT «ABpopa MapkeTy;

— Cepsep npunoxeHun MNM.

C nomouwbto KoHconu agmunHuctpatopa NM AgmuHucTtpatop Aspopa MapkeT nonyvaeT
NPUMNOXEHNA U AAHHbIE O MPUNOXEHUAX, @ TAKXKE OCYLLECTBIISAET CornacoBaHne npuoXeHum c
uenbto nx nyénukaunm nnbo oTkasbiBaeT B NybGnmnkaumu.

C nomowbto KoHconu paspabotumka MM ocyuwecTtBnsietca nobaBrneHne HOBbIX W
obHOoBNEHMEe paHee 3arpyxeHHblx npunoxeHun B M, a Takke ocywecTBnseTcs OOCTyn K
AaHHbIM O MPUNOXEHUAX.

Ml «ABpopa MapkeT» BbinonHsieTca Ha MY nog ynpaBneHmem OC ABpopa, CnyxuT
Anst oTobpaxeHnsa AaHHbIX O MPUINOXEHUAX, a TaKKe AN 3arpy3ku, yCTaHOBKM, OGHOBNEHUSA n
yoaneHusi npunoxeHun Ha MY.

Cepsep npunoxenun MM npegctaBnsieT cobon COBOKYNHOCTb BeEB-MPUNOXEHUN,
nossonawwmnx xpaHute B B[l n npegocrtaensate cybbektam goctyna [MNMNO mHbopmauuio o
npunoxeHnax. HenocpeoCTBEHHO caMu MNPUNOXEHUS, a TakKKe MWKOHKM W  CKPUHLIOTHI

NPUMOXEHNA XPaHATCS B (hanfioBOM XpaHunuLie.
1.2.3. Noacuctema lNnaTtdopma ynpasneHus

Y cocTouT 13 cnegyrowmx KOMNOHEHTOB:

— KoHconb agmuHuctpatopa [1Y;

— MIT «ABpopa UeHTp»;

— Cepsep npunoxenun Y.

C nomowbio KoHconu agmuHuctpatopa [1Y ocywecTBnsaeTcs B3aMmogencTBue

AomuHuctpatopa lNnatgopmbl YnpasneHua c Y.
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C nomowybto MIN «ABpopa LieHTp» ocywectBnsaeTcsa aktusaums MY B IMM10O.

Ml «ABpopa LleHTp» BbinonHaeTcs Ha MY nog ynpasneHnem OC ABpopa, CnyxuT ans
nonyyeHus ynpasnswowmx coobuweHnn ot Cepsepa npunoxeHun 1Y un nepegaym ux
komnoHeHTam OC ABpopa, a Takke nepegayum Ha CepBep npunoxeHun Y cBegeHun o
HacTpoukax u koHpurypaumm OC Aspopa. B 3aBUCMMOCTU OT ynpaBnstoLLEero COooLLEHNA nnm
odnanH-cueHapuda, nonyyeHHoro ot Cepsepa npunoxenun MY, MIT «Aspopa LleHTp»
nocpencTBoM Bbl3oBa UHTepdencHblx pyHKkumn OC ABpopa nmeeT BO3MOXHOCTb:

— BKMtOYaTb M BbIKMOYaTb 4OCTYN K Kamepe Ha MY,

— BKJOYaTb M BbIKOYaTb JOCTYN K 6pay3epy Ha MY;

— obHoBnATL Bepcuto OC Ha MY;

— BnokuposaTb 1 pasbnokuposatb MY;

— OYUWaATb AaHHble (BOCCTaHaBNMBaTb 3aBOACKME HACTponkn) MY;

— yCTaHaBnuBaTtb N yoanaTb NpunoXxeHua Ha MY,

— nony4yaTb JaHHble 0 coCcTOAHUN MY 1 cobbiTuax 6eszonacHocTn MY;

— nony4atb forn ¢ MY;

— yCTaHaBnuBaTb pacnucaHne obmeHa gaHHoimMu ¢ MY;

— BKMoYaTb M BbiKnoYaTb goctyn K ynpasneHuto WLAN HacTponkamu;

— BKMto4YaTb 1 BbikntodaTb goctyn K WLAN Ha MY;

— BKNHOYaTb M BbIKNtoYaTb gocTyn K Todke goctyna WLAN Ha MY;

— orpaHn4mBaTthb M NpegocTaBnATb goctyn K MTP;

— orpaHn4MBaTb U nNpegocTaBnsaTb Aoctyn K Bluetooth (pyHkumoHan goctyneH ans
Bepcun OC Aspopa 4.0.1 n Bblwwe);

— N3MeHATb Naponb y4yeTHoM 3anucu nonb3oBatenis B OC ABpopa;

— BbnokuposaTtb MY npu cmeHe SIM-kapTbl (OthnanH-cueHapun);

— B6nokupoBaTb MY npu oTCyTCTBUKN CBA3N C cepBEpPOM (odpnanH-cLueHapun);

— 6nokunpoBaTb MY npu Bxoae B 30Hy aenctemuss WLAN (odnanH-cueHapun);

— BbnoknpoBaTtb 1 pasbnokupoBatb MY npu HaxoxaeHun BHe 30HbI aenctens WLAN
(othnanH-cueHapun).

Cepep npunoxeHun [1Y npencrtaBnsetr coboi COBOKYMHOCTb BEO-NMPUNOXEHUN,
nosponswWnx xpauutb B B[l u npepoctaBnatb cybbvektam poctyna MO gaHHble ©
HacTporkax OC ABpopa, a Takke dQopmMupoBaTb Yynpasnswwme cooblweHns ans

MI1 «ABpopa LleHTp».
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1.2.4. Noacuctema obHoBneHns OC

MOOC cocTonT U3 crneagyowmx KOMNOHEHTOB:

— Cepsep npunoxenun NMOOC.

Cepsep npunoxenun MNMOOC npencrtaBnder cobon COBOKYMHOCTb BED-NPUNOXKEHUN,
nossonsowmnx xpaHnTe B 61 n npegoctaBnaTe cneayowme gaHHble o naketax OC (3arpy304Hbli
moayns OC):

— WMH(popMaLmMIo O BEPCUSIX;

— agpec xpaHunuua naketos OC.

Ana xpaHeHus wn guctpubyuum naketoB OC npumeHsieTca annoBbin  cepBep,

pa3BepHYTbIM C ucnonob3osaHnem Nginx.
1.3. OnucaHue B3anmogencTBmMa noacucTem

OnucaHue B3aMMOOENCTBMS NOACMCTEM Mexay cobon npeacTtaBneHo B Tabnuue
(Tabnuua 1).

Tabnuua 1

KoMnoHeHT noacucremsbl, ¢ KOTOPbIM

KoMnoHeHT noacucTeMmbl <
npouncxoauvT B3anmmopgencrteue

nB

KoHcornb agmuHuctpaTtopa lNb \ Cepsep npunoxenun MNb

YnpaBneHue y4yeTHbIMU 3anncamMmm cybbeKkToB 4ocTyna, paboTa € XKypHanom perncrpaumm
cobbITUI (3aNpPOCkl OCTYMNHbIE NOMb30BaTENSIM C PONb0 AAMUHUCTPATOP YYETHbIX 3anucen
MB n ponbto OnepaTop ayauta). lNpouecc naeHTugukauum/ayteHTUnKaunm/ asTopmsaumm

KoHconb Bxoaa nonb3oBaTenen ‘ Cepsep npunoxenun N6
NpoeHTndpukauma n ayteHTuukaumsa nonb3oBaTtesnien no JIormHy 1 naposnto
nm
KoHconb agMunHuctpartopa NV ‘ Cepsep npunoxenun NV

MonyyeHne NpUNOXeHUM N JaHHbIX O MPUNOXEHUSIX, COrnacoBaHue NPUNoXeHWn (3anpochl
AOCTYMNHblE NONb30BaTeENAM € porbto AgMuHmncTpatop Aspopa MapkeT), ynpasrneHue
KNo4YeBown HdopMaumnen, ncnonbayemon ansa cosganna 3 MI1

KoHconb agmuHucTpartopa NV \ Cepsep npunoxenun N6
Mpouecc naeHTudmrkaummn/ayTeHTUnKaLmm/asTopnsaumm
KoHconb paspabotuunka MM \ Cepsep npunoxeHun NV

3arpyska NpunoXeHuii 1 aaHHbIX 0 NpunoxeHusx Ha Cepsep npunoxexuin MM, nyénvkauus
NPUNOXEHUI (3anpocbl 4OCTYMHbIE NOMb30BaTENAM C Posibio Pa3paboTumk)

KoHconb pa3pa6oTyuka MM | CepBep npunoxexui N6

Mpouecc naeHTudurkaummn/ayTeHTunKaLmm/asTopnsaumm

MTI1 «ABpopa MapkeT» \ Cepsep npunoxenun NV

MonyyeHne NpUNoXeHUn N gaHHbIX 0 NpunoxeHusix ¢ Cepeepa npunoxenun MM

M «ABpopa MapkeT» | CepBep npunoxeHnui Nb

Mpouecc naeHTudmrkaumn/ayteHTunkaumm/asTopnsaumnm
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KomMnoHeHT noacucremsbl, ¢ KOTOPbIM

KoMnoHeHT noacucTeMmMbl o
npouncxoauTt B3anmmopgencrteue

ny

KoHconb agMuHucTpatopa Ny ‘ Cepsep npunoxeHunn My

YnpasneHune MY (3anpockl 4OCTYMHbIE NOMb30BaTENAM C POSibio AOMUHUCTPaTOP
MnaTtdopmbl YnpaBneHus)

KoHconb agMmuHuctpartopa [y \ Cepsep npunoxenun N6
Mpouecc naeHTnukauun/aytTeHTUUKayun/asTopmsaumm
MIT «ABpopa LieHTp» ‘ Cepsep npunoxenun My

MonyyeHune ynpasnswowmx sBo3gencrtemm ¢ Cepsepa npunoxeHun MY, nepegada cobbiTun Ha
Cepsep npunoxenun Ny

M «ABpopa LieHTp» | CepBep npunoxexuii N6

Mpouecc naeHTuuKaunn/aytTeHTUUKayumn/asTopmsaumm

Cepsep npusnioxenun My ‘ Cepsep npunoxenun NV
MonyyeHne cnucka npunoXeHun, npouecc ngeHtTndukaumm/ayteHTmdmkaumm/asTopmsagmnm

Cepsep npunoxenun My \ Cepsep npunoxenun N6
CospgaHue B INb y4eTHbIX 3anucen MY (y4eTHbIX 3anucen ¢ ponbto MI «ABpopa LieHTp»)

nooc
KoHconb agmunHuctpatopa My ‘ Cepsep npunoxenun NOOC

MonyyeHne nHdopmaumm o Bepcusax (penunsax) naketo OC, a Takke agpecoB pannoBbIxX
xpaHunuwy NMNOOC

M «ABpopa LieHTp» | CepBep npunoxexui NOOC
MonyyeHune aaHHbIX 0 naketax OC n agpecax Ux xpaHeHust
Cepsep npunoxenun NOOC \ Cepsep npunoxenun MNb

lMpoBepka TOKeHOB, Nony4yaeMblx OT dhannoBoro cepsepa Nginx (hannoBoro xpaHunuiia)

1.4. Cy6beKkTbl goctyna (ponm)

Cybbektamn pgoctyna sasngawTca nonb3oBatenn n MM «Aspopa LleHTp» (npouecc
MIT «Aspopa LeHTp») MNMNO. CybbekTy gocTyna MoXeT ObITb HA3Ha4YeHa OHa UM HECKOSBbKO U3
cnefyloLwmnx nepeyvmcrieHHbIX posien:

— MIT «ABpopa LleHTp» - ponb Ha3HavaeTcs ydeTHbIM 3anucam MI1 «Aspopa LleHTp»
(cepBuc/npouecc 6e3 yyacTtus nonb3oBaTenen, KOTopbin ynpasnset MY);

— AOMMHUCTPATOP Y4YEeTHbIX 3anucen - posib MO3BOMSET OCYLWECTBNATL ynpaBrieHune
YYETHBbIMU 3aNUCAMM;

— OnepaTtop ayauta — poSib MO3BOMSAET OCYLeCTBNATb Aencteus no paboTte c
XypHanowm perucTtpaumm cobbitun MMo;

— AamuHucTtpatop Aspopa MapKeT - ponb NO3BOMSET OCYLLECTBATL BCE AENCTBUSA MO
ynpasneHuio NM yepes nHTepgenc cuctemsi,

— Pa3paboTumk - ponb No3BONSET OCYLWECTBNATL A0OaBNeHne HOBbIX U OBGHOBIEHME

paHee 3arpy>eHHbIX npunoxeHun B M, a Takke nonyvaTbs MHPOPMALUIO O NPUNOXKEHUSIX;
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— PepakTop npunoxeHun - ponb NO3BONSET OCYLWECTBNATL O6HOBEHME NobbIX paHee
3arpyxeHHbix npunoxeHun B NM, a Takke nonyyaTb 0 HUX MHpOPMaUUIO;

— MNMonb3oBaTtens ABpopa MapkeT No3BONAET OCYLLECTBNATL 3arpy3ky NpUnoXeHnn n3s
MM, a Takke nony4daTb MHPOPMALINIO O MPUIOXKEHUSIX;

— AgmuHunctpaTop lnaTtdopmbl YnpaBneHna - posib NO3BOJSISIET OCYLECTBAATbL BCe

aencteusa no ynpasneHuto MY yepes nntepdenc MroO.

MPUMEYAHME. B TINMO B o6g3atenbHOM nopsigke OOSMKHA NPUCYTCTBOBaTb
npenycTaHOBMEHHAdA y4eTHasa 3anuck nonb3oBaTtens admin ¢ ponbio AgMUHUCTpPaTopa YYETHbIX

3anuvcen.
1.5. O6wee onncaHue nHtepdeunca MNrno

Onuncanue MHTGDQ)GVICOB noacucTeMm, Bxogdawmx B coctaB WMsgenus, npmBeaeHo B

cneaylowmx 4oOKyMeHTax:

— «PykoBogcTBO nonb3oBaTend. YacTb 1. Mopcuctema ©e3onacHoCTU»
AOMI.20134-01 90 01-1;
— «PykoBoacTteo nosrb3oBaTens. YacTb 2. Moacucrtema «MapkeT»

AOMI.20134-01 90 01-2;

— «PykoBoactBo nonb3osatend. Hactb 3. llogcuctema lMnatdopma YnpasneHus»
AOMI.20134-01 90 01-3;

Onucanue paboTtbl Ml npnBeaeHo B JOKYMEHTaXx:

— «PykoBogcTBo nonb3oBartens. Yactb 4. MobunbHoe npunoxeHue «Aspopa MapkeT»
AOMI.20134-01 90 01-4;

— «PykoBogcTtBo nonb3oBaTtens. Yactb 5. MobunbHoe npunoxeHue «Aspopa LieHTp»
AOMI.20134-01 90 01-5.

OnuncaHune HasHaveHus1 pasgenoB mHTepdenca MMO npuBegeHo B ganee B Tabnuue
(Tabnuua 2).
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Tabnuua 2
OKYMEHT
Paspen Moppaspen floAcy cf‘ne:x(au.l,v:ﬁ OcHOBHOe Ha3Ha4YeHue
crema onuncaHue
MoHUTOPUHT NHgukatopbl | TY AOMI.20134- |HasHaueHue: [logpasgen «WMHamkaTtopbl» KoHconu agmuHuctpatopa [1Y
0190 01-3 npegcraenser cobon aHanUTUYecKyrd MaHenb W npegHasHadyeH Aans
MOHUTOPWUHra nokasaTenien, KOHTPONSA OTKIOHEHMI noka3aTenen n nepexoaa K
ynpasneHuto nonb3oBatenamm MY U1 ycTpoucTBamu, KOTOpble Bbl3Banu
OTKIOHEHNS.
[MpaBa Ha goctyn: AaMuHucTpaTop lNnatdgopmsel YnpasneHus
Ayant MNnb6 AOMI.20134- |HasHayeHue: T[logpasgen  «Ayaut»  KoHconu  agmuHuctpatopa 1B
0190 01-1 npegHasHayveH onsa otobpaxeHus, dunbTpaumm n Nnoncka 3anucemn o encTBusx
1 cobbITMSIX B CUCTEME ANs1 BbINONTHEHMS pa3bopa MHUMAEHTOB M KOHTPOMA Xo4a
BbIMNOSNHEHUS paboThl.
MpaBa Ha goctyn: OnepaTtop ayauTta
YnpaeneHue YcTtpownctea ny AIOMI.20134- | HasHauyeHue: [logpasgen «YctpouctBa» KoHconu agmuHuctpatopa [1Y
0190 01-3 npegHasHadyeH ans pabotbl co cnmckom Bcex MY, nepegaHHbIX noA
ynpaenenve [1Y. C nomowblo nogpasgena «YCTponctea» BO3MOXHO
BbINOSTHATL cnefytowime AencTBusS:
— pobasneHue MY v rpynnel MY Bpy4Hyto 1 ¢ nomoubio nmnopta CSV-ganna;
— co3gaHue anHamuyeckux rpynn MY;
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Pa3pen

NMoppaspen

Moacwu
cTema

HoKyMeHT,
coaepxawmm
onucaHue

OCHOBHOe Ha3HauYeHue

— npocmoTp cnncka MY n nigopmanmm no nodomy MY;

— nouck MY n rpynn MY,

— pepaktupoBaHue nHgpopmaumm o MY u rpynne MY;

— cosgaHue QR-koga ons aktusaumm MY Ha cepepe 1Y,

— MPOCMOTP CNUCKa 3afaHHbIX NOSIUTUK, HAa3HaYeHHbIX Ha MY unu rpynny MY;
— HasHadeHue NonMTUK Ha rpynny MY;

— HasHayeHue odnanH-cueHapueB Ha rpynny MY;

— onepaTtuBHoe ynpasreHne MY (oBOHOBREHWEe COCTOSHUS, YCTaHOBKa
O[HOPAa30BOro napons none3oBatens U agMmuHuctpatopa MY, odmnctka MY,
GnokmpoBKa 3KpaHa, 3anpoc foros ¢ MY, yctaHoBKa pacnncaHusa nonyveHus
cobbITnn 6GesonacHocTK);

— uckno4veHne MY ot rpynnsl MY;

— ypaneHue (apxusupoaHune) MY.

MpaBa Ha gocTyn: AamuHucTpaTtop Nnatdopmbl YnpasneHus

NMonb3oBaTte

n

rny

AOMI.20134-
0190 01-3

HasHauveHune: [Mogpasgen «[llonb3oBatenu» KoHconu agmuHuctpatopa MY
npegHasHadyeH Ana  ynpaeneHus nonb3osatendamu MY. C  nomoubto
nogpasgena «lone3oBaTenny BO3MOXHO BbINOMHATE cnegylowmne 4encTBus:

— pobGasneHune none3osatena MY u rpynnbel nonb3oBatenen MY Bpy4dHyo u C

nomoLubto nmnopta CSV-ganna;
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Pa3pen

NMoppaspen

Moacwu
cTema

HoKyMeHT,
coaepxawmm
onucaHue

OCHOBHOe Ha3HauYeHue

— MMMNOPT NoJsib30BaTesien ¢ NPUBA3KON K rpynnam nosibaosarenen n My,

— MPOCMOTP cnucka none3osartesnien MY u rpynnel nons3osatenen MY;

— npuBAasky MY k nonb3oBartento;

— npocmoTp MY nonb3oBaTtens;

— co3fganue rpynn nonb3osatenen MY;

— pefakTupoBaHue nHgopmaumm o nonb3osatene MY,

— NPOCMOTP MHGOPMaLMK O rpynnax nonb3oBaTtenen n nosnb3osatensx MY;
— 0OHOBMEHMe cnncka ydeTHbIX 3anvcen nons3osatenen MY ¢ nomouybio CSV-
danna;

— HasHadeHue NONIUTUK Ha rpynny nosnb3osarenien MY,

— MOWCK ydeTHOM 3anucu nonb3osartens MY.

MpaBa Ha goctyn: AamuHucTpaTop lNnatdgopmsel YnpasneHus

Monutnkn

ny

AOMI.20134-
0190 01-3

HasnaueHue: [logpasgen «[llonutukn» KoHconu agmuHucTtpatopa [1Y
npegHasHayeH ans paboTbl M yNpaBneHUsi NOSIMTUKAMU U KOPNOpaTUBHbBIM
LWabnoHOM NOMUTUK, KOTOPblE MOTyT ObITb HA3HAYEHbI HA rPYMNbl YCTPOWCTB U
rpynnel nonb3osatenen MY. C nomowbto nogpasgena «lonnTnkn» BO3MOXHO
BbIMOMHUTD:

— NPOCMOTP CNNUCKa CO30aHHbIX MOJINTUK N I/IH(*)OpMaLI,l/IVI Nno HUM;
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Pa3pen

NMoppaspen

Moacwu
cTema

HoKyMeHT,
coaepxawmm
onucaHue

OCHOBHOe Ha3HauYeHue

— pobaeneHne NONMTUKK Ha rpynnbl nonb3oBatenen MY v rpynnbl YCTPONCTB
NN KopnopaTMBHOIO LWabnoHa nonuTuk;

— pedaktMpoBaHue MOMUTUK M KoprnopaTUBHOMO LwWabnoHa nonuMtuk (ecnu
WwabnoH yxe cosgaH, To B nogpasgene «lonutukm» kHonka «[do6aBuTb
KoprnopaTuBHbIA LWabnoH» cMeHuTcs Ha «PegaktvpoBaTb KOpNopaTUBHBIN
LWabnoHy»);

— NPOCMOTP rpynn nonb3oBaTtenen MY wnu rpynn yCTPOWCTB, Ha KOTOpble
Ha3Ha4eHbl NOSIUTUKY;

— pobGaBneHne B MNONUTUKY: MpaBwufa, COOEPXaHUA MpaBuna u Kateropuu
npaBuna;

— ounbTpaumio cnmucka NoMTUK NO Ha3BaHWUIO U gaTe fobaBneHus;

— NPOCMOTP NoAPOBHON MHGOPMALMKM MO KaxXOoMy npaBusy.

MpaBa Ha gocTyn: AamuHucTpaTtop Nnatdopmbl YnpasneHus

CueHapum

rny

AOMI.20134-
0190 01-3

HasHaueHne: [logpaspen «CueHapun» KoHconu agmuHuctpatopa 1Y
npegHasHayeH Ons cos3faHusa cueHapuveB KOMaHA no cobbiTvio Ang odnanH
npuMmeHeHna Ha MY.

C nomouwbto nogpasgena «CueHapmmny BO3MOXHO:

— npocmaTpuBaTb odrianH-cLeHapuu;
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HoKyMeHT,
Paspen NMoapasnen E:enn:: coaepxawmmn OcHOBHOe Ha3HayeHue
onucaHue
— co3fgaBaTb orianH-cLueHapumn KoMman ¢ ykasaHuem cobbITusi, N0 KOTOPOMY
OoHa byaeT NnpUMeHeHa;
— HasHayaTb oOdhnanH-cueHapumM Ha rpynnbl  YCTPOWCTB WNW  rpynnbl
nosnb3oBatenen MY;
— ygoansiTb cLueHapuu.
lMpaBa Ha goctyn: AamuHucTpaTtop Nnatdopmbl YnpasneHus
Mpunoxerna | MM AIOMI.20134- | HasHauveHue: [logpasgen «[llpunoxenuns» KoHconu agmuHuctpatopa [1IM
0190 01-2 npegHasHadyeH ans paboTbl C MNEepPeyYHEM TMPUMOXKEHUMA WU KX PENM30B,
co3faHHbIX PaspaboTtyunkom B KoHconu paspaboTymka MNMM.
MpaBa Ha goctyn: AamuHncTpatop Aspopa MapkeT
BUTpUHbI LY AOMI.20134- | HasHauyeHue: [logpasgen «ButpuHbl» KoHconu agmuHucTtpaTtopa [1M
0190 01-2 npegHasHa4vyeH ans ynpasrneHns BUTPUHaAMU NPUSNTOXKEHUIA.
MpaBa Ha goctyn: AamuHucTpaTop Aspopa MapkeT
CBsasku (LY AIOMI.20134- | HasHauyeHue: lNMogpasgen «Casku kntodven» KoHconu agmuHuctpatopa MM
Knoyen 0190 01-2 npegHasHayeH Ons ynpaBneHust cBA3kamu Knoden. C MOMOLLBbH CBA3KM

knoyen AgmmnHuctpatop Aespopa MapkeT MmeeT BO3MOXHOCTb MOAMNUCHIBaTL
NPUNOXeHUs.

lNMpaBa Ha goctyn: AomuHucTpatop Aspopa MapkeTt
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HoKyMeHT,
Paspen NMoppaspen E:enn:: coaepxawmmn OcHOBHOe Ha3HayeHue
onucaHuve
AOMUHUCTPUP | Y4YeTHble N6 AOMI.20134- | HasHauyeHue: lNogpasgen «Y4yeTtHole 3anncu» KoHconn agMmuHuctpatopa b
oBaHue 3anuncu 0190 01-1 npegHasHayeH [gns ynpasfeHust YYeTHbIMW 3anucamMu, onpeaesnsowmmMmm
BO3MOXXHOCTb 1 YPOBEHb A0CTYyMNa K CUCTEMe onepaTopoB, nonb3oatenen MY.
lMpaBa Ha goctyn: AOMUHUCTPATOP YYETHbIX 3anucemn
HacTtponku ny AIOMI.20134- | HasHaueHue: [logpasgen «Hactponkm» KoHconu agmuHuctpatopa [1Y
0190 01-3 npegHasHa4yeH ans npocmoTpa nHdopmaumm o Cepepe npunoxeHun MM, o
cepsepe LDAP, Push-cepsepe, 06 o6HoBneHnn OC, a Takke Anst BO3MOXHOCTU
nepeksitoyeHns oTobpaxeHus apxmeHbix MY.
MpaBa Ha goctyn: AamuHucTpaTop lNnatgopmbl YnpasneHus
Opr. ny AOMI.20134- | HasHaueHnue: lMNoapasgen «Opr. ctpyktypa» KoHconwn agmuHuctpartopa Y
CTPYKTypa 0190 01-3 npegHasHa4yeH ansg npocMmoTtpa, 4obaBneHns n 06HOBNEHUS OPraHM3aLUMOHHON

CTPYKTYpbl KoMnaHum B popmate LDIF, a Takke nonyydeHns gaHHbIX ¢ cepBepa
LDAP, ¢ KOTOpbIM YCTaHOBSIEHO COeMHEHNE.

lMpaBa Ha gocTyn: AamuHucTpaTtop Nnatdopmbl YnpasneHus
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HoKyMeHT,
Paspen NMoapasnen E:enn:: coaepxawmmn OcHoBHOe Ha3Ha4yeHue
onucaHue
KoHconb paspaboTtyuka MM MM AOMI.20134- | HasHayeHue: KoHconb  paspabotumka [IM  npegHasHayeHa  Ans
0190 01-2 B3anmMoaencTems paspabotumka npunoxeHun ¢ yHkumoHanom MIT «Aspopa
MapkeT» Ons pasmeLleHns NpunoXeHUn (M NxX KOHKPETHbIX BEPCUin), a Takke
ANA  OCyLLeCTBNeHUst OEeWCTBMA Ha onpefeneHHbIX CUCTeMOM aTanax
XXWU3HeHHoro uukna MI.
MpaBa Ha gocTtyn: Paspabotumk, Pegaktop npunoxeHun
MI1 «ABpopa MapkeT» m1Y AOMI.20134- | HasHauyeHue: MI1 «ABpopa MapkeT» npegHasHayeHO Ansi oTobpaxeHusi
0190 01-4 AaHHBIX O MPUMOXEHUsIX, a Takke AN 3arpysku, YCTaHOBKW, OBHOBNEHUSA U
yaanenusa Ml Ha MY.
lMpaBa Ha gocTtyn: MNonb3osaTtens ABpopa MapkeT
MI1 «ABpopa LleHTp» ny AOMI.20134- | HasHaveHune: MI1 «ABpopa LeHTp» npegHasHadeHo Ana  MNOSydeHus
0190 01-5 coobweHun ot [1Y, nepegaun coobueHnn komnoHeHtam OC ABpopa wu
KoMnoHeHTam [1Y cBegeHun o HacTponkax n coctoaHum MY.
MpaBa Ha goctyn: cepsuc/npouecc MIN «Aspopa LieHTp»
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2. ycnoeud nPMMEHEHUA

B T1abnuue (Tabnuua 3) npuBegeHbl

npunoxenun MNrio.

annapaTtHble XapakKTepUCTUKn cepBepoB

Tabnuuya 3
Mapamer KonuyectBo MY
pamerp 10000 | 50000 | 100000 | 275000 | 550 000
Mpoueccop 2 aapa 3 aapa 3 aapa 6 apep 6 saep
O6bem onepaTMBHOM NAMATU 476 476 610 810 816
Ob6bemMm ecTKoro ancka HDD HDD HDD HDD HDD
60 I'c 8016 11016 1306 1606
KonnyectBo cepBepoB 3 3 3 3 6
B T1abnuue (Tabnuua 4) npuBedeHbl MpPOrpamMMHbIE XapakKTEPUCTUKU CepBEPOB

npunoxenun Mro.

Tabnuua 4

MapameTp

3HauyeHue

OI'IepaLI,MOHHaFI cucrtemMa

OpHa u3 cnegytowmnx OC:
— CentOS Bepcun 7 unu BblLLE;
— CentOS Bepcuun 8 unu BbiLwle;

— AnbT 8 CIT

EaJ'IaHCI/IpOBUJ,I/IK MUKpOCepBNCOB

Nginx Web Server Bepcun 1.18 nnu Bbiwe

Cuctema obHapyxeHusi CepBnCoB

Consul Bepcun 1.9 unu Bbiwe

CpepfctBo ynpaBreHusi

KOHpUrypaumsiMn MUKPOCEPBUCOB

Consul Template Bepcun 0.25 nnu Bblwe

CepBuC rapaHTUpOBaHHOM JOCTaBKU

coolLeHnn

Nats Streaming Server Bepcun 0.20.0 nnm Bbiwe

lNpuknagHoe nporpamMmHoe

obecneyvyeHne

MO «Aspopa LieHTp»

" AnbT 8 CIN (ceptudomkat cootBeTcTBUS PCTIK Poccum Ne 3866, pericteuteneH go 10 aerycta 2023 r.).
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B Tabnuue (Tabnuua 5) npmBeaeHbl annapaTHble XapakTepucTukn cepeepon B.

Tabnuua 5
KonuyectBo MY
NapameTp 10 000 | 50 000 | 100 000 275 000 550 000
ne, N\, N6, NM,| Nb, MM,
ny ny ny ne (nNM,ny|, ns |[Om,ny
Mpoueccop 2qanpa | 3gaapa | 3agpa |3 agpal 4 agpa | 3 agpa | 6 agep
O6bem onepatmBHom namatn| 316 616 816 1276 | 1216 | 24T6 | 2416
O6bem xecTKoro amncka SSD SSD SSD SSD | SSD SSD SSD
2756 | 1.3Tb 3Tb 55Tb| 2Tb 11Tb | 3.5Tb
Konun4yectBo cepBepoB 1 1 1 1 1 1 1

B Tabnuue (Tabnuua 6) npuBeaeHbl NporpaMMHbIe XapakTepucTukn cepsepos bB/.

Tabnuuya 6

MapameTp

3HauyeHue

OI'IepaLI,VIOHHaFI cucrtemMa

OpHa un3 cnegytowmx OC:

— CentOS Bepcun 7 nnu Bbille;

— CentOS Bepcuun 8 nnu BolLLE;
- Anbt 8 CI1

cyb[

OpHa un3 cnegyrowmx CYBU:

— Postgres Pro 11;

— Postgres Pro 12;

PostgreSQL 11.11 unu Beiwe (ana OC CentOS);

- PostgreSQL 12.6 unu Bbiwe (ana OC CentOS)

CYB[ ons xpaHeHusa ceccui

Redis 6.0.10 unu Bbiwe

Pacwwupenne CYB[ PostgreSQL ans

napTMunoHnpoBaHus Tabnuy b

pg_partman 4 nnu Bbilwe

Pacwupenne CYB[, PostgreSQL

noaaepXueatolee GbICTPbIN NOUCK

CXOXMUX CTPOK

pg_trgm




20
AOMI.20031-01 31 01

B Tabnuue (Tabnuua 7) npvBeaeHbl NporpaMMHble XapakTepucTnkn MY.

Tabnuuya 7

MapameTp 3Ha4yeHue

OnepaunoHHas cuctema OC Aspopa, wumMmelowass [EeUCTBUTENbHbIN cepTudukat
cootBeTcTBUA PCTIK Poccum

MpuknagHoe nporpammHoe | — MI1 «ABpopa LieHTp»;

obecneyeHve — MI «Aspopa MapkeT»

MPUMEYAHNA:

1. [Onsa paboTbl nonb3oBaTtenen ¢ Beb-nHtepgericom MNMO aomkHbI NCNONb30BaTbLCS
Beb6-O6paysepbl, nogaepxmnatrwme TexHonornn: TLS, CSS3, HTML5, ECMAScript 5 n Cookie.
PekomeHnayeTca ncnonb3osatb Beb-6paysep Chrome Bepcun 75 nnu Bbille;

2. B NC, obGpabatbiBaowmx WHGPOPMALMIO OrpaHMYEeHHOro [OocCTyna, Tpebyloyto
3aWmThl B COOTBETCTBUM C 3akOoHOoAaTenscTtBoM PP, Heobxoanmo ncnonb3oBaTtb Be6-6paysep 13
coctaa OC, wumewowen ceptucpukar cooreetctBus PCTIOK Poccun. PekomeHayetcs
ncrnonb3oBaTtb Beb-6paysep Firefox Bepcun 52 nnu Boliwe.

BapuaHTbl kOHGwUrypaumm cpegbl (OYHKUMOHMPOBAHUS, B KOTOPbIX MNPOBOAMMOCH

TectupoBaHue MO, npmueeneHsl B Tabnuue (Tabnuua 8).

Tabnuuya 8
ocC cyB[l | C3n HcA
CepBep npunoxeHnun
Cent0S-7.6.1810, kernel: C3W HC[O «Dallas Lock Linux»?
3.10.0-957.el7.x86_64
CentOS-7.5.1804, kernel: CneuuanbHoe nporpammHoe obecneveHne
3.10.0-862.11.6.el7.x86_64 (CMO) C3M HCL «Akkopa-X K» 3
CentOS-7.7, kernel: 3.10.0- C3W «Secret Net LSP» Bepcusa 1.10.14
1062.9.1.el7.x86_64
Cent0S-8.0, kernel: 4.18.0- C3W «Secret Net LSP» Bepcus 1.10.1
80.el8.x86_64
AnbT 8 CI

2 C3M HCL «Dallas Lock Linux» (ceptudmkat cootsetctBuas PCTOK Poccum Ne 3594, peitctButeneH no
04 viona 2024 r.).

3 CMO C3M HCLO «Akkopa-X K» (ceptudwmkatr cooteetctBus ®CTOK Poccum Ne 3760, geicTBuTeneH Ao
04 nronsa 2020 r., TexHu4eckas nogaepxka go 31.01.2025 r.).

4 C3UN «Secret Net LSP» (ceptudpmkat cootBetctBus DPCTOK Poccum Ne 2790, pencrtButeneH p[o
18 pekabps 2023 r.).
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ocC

cyB[l | C3n HcA

CepBep b[l/cepBep Bl n cepBep NpuUNoxXeHUn

CentOS-7.5.1804, kernel:
3.10.0-862.11.6.el7.x86_64

PostgreSQL 11.11 [CMNO C3N HCO «Axkkopa-X K»

CentOS-7.6.1810, kernel:
3.10.0-957.el7.x86_64

PostgreSQL 11.11 |C3U1 HC[ «Dallas Lock Linux»

CentOS-7.7, kernel: 3.10.0-
1062.9.1.el7.x86_64

PostgreSQL 11.11 |C3U «Secret Net LSP» Bepcus 1.10.1

CentOS-8.0, kernel: 4.18.0-
80.e18.x86 64

PostgreSQL 11.11 |C3U «Secret Net LSP» Bepcus 1.10.1

CentOS-7.5.1804, kernel:
3.10.0-862.11.6.el7.x86_64

PostgreSQL 12.6 |CIMNO C3UN HC[ «Akkopa-X K»

CentOS-7.6.1810, kernel:
3.10.0-957.el7.x86_64

PostgreSQL 12.6 |C3U HC[ «Dallas Lock Linux»

CentOS-7.7, kernel: 3.10.0-
1062.9.1.el7.x86_64

PostgreSQL 12.6 |C3U «Secret Net LSP» Bepcusa 1.10.1

CentOS-8.0, kernel: 4.18.0-
80.el8.x86_64

PostgreSQL 12.6 |C3U «Secret Net LSP» Bepcus 1.10.1

AnbT 8 CI

Postgres Pro
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3. ONMMMCAHUE 3AO0A4YN

MMNO obecneymBaeT BbINONHEHNE CreayOWNX 3a4aq:

— ynpasneHve MY, cdyHKkumMoHupyowmmmn nog ynpasneHmem OC ABpopa;

— ynpaBneHus Xn3HeHHbIM unknom MM n obHosneHnem OC;

— npgeHTudukauma n aytTeHTudmnkaumnsa cybbekToB AocTyna n o0 bekToB 4OCTYNa;

— ynpaBrieHme AoCTynom cyGbekToB AOCTyna K o6bekTam 4OCTyna;

— perucTtpaumns cobbiTuin 6esonacHocTy;

— aBTOMaTu3MpoBaHHas obpaboTka oOLieaoCcTynHOM MHgopMauum 1M MHhopmMauum
OrpaHNYeHHOro JoCTyna, He coflepkallasa cBe4eHNN, COCTaBSALLNX TOCYAAapPCTBEHHYIO TanHy,
nognexaiias 3awmte B COOTBETCTBMM C TpeboBaHUAMW OENCTBYHOLLEro 3akoHOoAaTenbCTBa
Poccuickon ®epepaumm B obnactm Ub.

NMPUMEYAHWE. MNog obHoBneHmem OC noHnmaetcsa nHmumanmsauma B OC npoueccos
nosiydyeHnss naketoB ¢ nameHeHmamm OC (obpasa OC) M3 JOBEpPEHHOro XpaHunuwa u umx
ycTaHoBKM. [lonyyeHne naketoB C uameHeHusimMm OC M KX yCTaHOBKA OCyLLECTBMsSieTCs
wraTtHbiMu cpeactBammn OC. MIMNO He rapaHTMpyeT ycrnex noflydyeHnss NakeToB ¢ U3MEHEHUAMMU

OC 1 nx ycraHoBKM.
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4. BXOOHbIE U BbIXOAOHbLIE JAHHbIE

Bsaumopenctene nonb3osatenen c¢ [MMO ocywecTtBnseTcs C MNOMOLLBO  €ro

rpacpuyeckoro nHTepdenca.
CBefileHNs1 O BXOAHbIX M BbIXOOHbIX [AaHHbIX rpaduyeckoro wuHTepdenca [MMNO

npmeeaeHbl B JOKyMEHTaX:

— «PykoBoactBo  nonb3oBatensa. Yacte 1. [logcuctema  6e3onacHoCTU»
AOMI".20134-01 90 01-1;
— «PykoBogcTBO nonb3oBaTend. YacTtb 2. MNoacuctema «MapkeT»

AOMI.20134-01 90 01-2;

— «PykoBogctBo nonb3oBatensa. Yactb 3. lNoacuctema lMnatcdopma YnpaBneHus»
AOMI.20134-01 90 01-3;

— «PykoBoacTteo nonb3oBartens. HYactb 4. MobunbHoe npunoxeHune «Aspopa MapkeT»
AOMI.20134-01 90 01-4;

— «PykoBoactBo nonb3oBartens. Yactb 5. MobunebHoe npunoxeHne «Aspopa LieHTp»

AIMI.20134-01 90 01-5.
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5. ONPEAENEHUE YITPO3 BE3ONACHOCTUA MHO®OPMALIUU U
BbIBOP MEP 3ALLUTDI

OnucaHne BO3MOXHbIX yrpos 6e3onacHoCTH, KOTOPbIM NMoaBep>XXeHo nno, npmeegeHo

B OokymeHTe «Mopenb yrpo3 6e3onacHOCTM WHdOpMauuyM MNPUKIAAHOrO MNPOrpaMMHOro

obecneveHus «Aspopa LieHTp».

B Ttabnuue (Tabnuua 9) npuBeaeHbl Mepbl 3awWnTbl MHOPMaUUK, HanpaBfieHHbIE Ha

HeWTpanusauuo yrpo3 6e3onacHocT MHdopmaLuu.

Tabnuua 9
Mepa 3awWwunTbl
HasBaHue yrposbi UcTounnk uHdgopmaunu
Ne yrposbl O6beKkT
(cnocob6 v PesynbTtat HCQl Cpena
n/n peanuaauum) naeHTudnKaTop Bo3gencrems Ano
HapylwmTens) (PYHKUMOHMP
oBaHuA
1. |MNepexsat H.1 Kanan ceasn |KoHdugeHumans 3awmTta
nHdopmMaLuu, 3a HOCTb KaHana
nepegaBaemom npegenamu CBA3U C
Nno KaHanam K3 NCcnonb3oBa
CBSA3N Huem CK3U
2. |lNepexBat H.2 KaHan ceasn |KoHpuaeHumans 3awuTa
MHdopMauuu, BHyTpu K3 HOCTb KaHana
nepenaBaemom CBA3N C
Nno KaHanam ncnonb3oBa
CBA3N Huem CK3U
3. |lMepexBat H.1 KaHan cesasn |KoHduageHumanb 3awuTa
naposibHOW 3a HOCTb, KaHana
nHdopmaLuu, npegenamm |LEenoCTHOCTb, CBA3U C
nepenaBaemom K3 AOCTYMHOCTb 1“cnonb3oBa
no KaHanaw Hnem CK3U
CBSI3U
4. |([MepexsaT H.2 KaHan cesasn |KoHduageHumanb 3awuTa
naposibHON BHyTpu K3 HOCTb, KaHana
nHdopmaLuu, LLeNOCTHOCTb, CBA3U C
nepenaBaemom AOCTYMHOCTb ncnonb3oBsa
no KaHanaw Huem CK3U
CBSI3U
5. |Mogudukaumsa n |H.1 KaHan ces3n |LlenocTHoCTb, 3awmTa
HaBsA3blBaHNE 3a AOCTYMHOCTb KaHana
(BBOA NOXHOW npegenamu CBSA3U C
MHpopmauun) K3 ncrnonb3osa
npu ee nepegaye Hnem CK3U
Nno KaHanam
CBA3N
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Mepa 3awunTbl

Ne |Ha3sBaHue yrpossi M;::::bl:"( O6LeKT uHdopmMaumm
n/n (cnoco6 NOeHTU(UKaTO[ BO3AENCTBUA Peaynstar HCA Cpena
peanusaumu) 1 oo inTens) NNO  |byHKuMOHMP
OoBaHuA
6. |Moandukauman |H.2 Kanan csasn |LlenoctHocTb, 3awmTta
HaBA3bIBaHME BHyTpu K3 AOCTYMNHOCTb KaHana
(BBOA NOXHOM CBS3U C
MHdopMauunn) ncnonb3oBea
npuv ee nepegaye Hnem CK3U
no KaHanam
CBA3N
7. |3arpyskaOCc |H.2 Cepsepsbl KoHdounaeHumanb cas
BHELLHEro HOCTb,
HocuTens LLeNOCTHOCTb,
MHdopMaLUN. AOCTYMNHOCTb
Mony4eHune
aocTtyna K
drannosom
cucteme,
BKNtoYasi hannbl
bLl, cogepxaline
nHdopMaUuLo
8. |3arpyskaOCc |H.2 APM, MY KoHdunaeHumnanb oC
BHeLUHero HOCTb, Aspopa,
HocuTens LLeNIOCTHOCTb cAas3
UHdopmMaLuun.
Mony4eHne
aocTtyna K
dannoBom
cucteme,
BKNtoYasa pansbl
BbLl, conepxauiue
MHdopMaUuo
9. |MonyueHne H.1 Cepsepbl KonduaeHumnans MAD.1, M3, COB
poctyna k UIC B HOCTb, NAD.2,
obxop npasun LLeNTIOCTHOCTb, NAD.3,
pasrpaHnyeHuns AOCTYMHOCTb yra.,
aocTtyna yra.2,
yna.11
10. [MNony4eHwne H.2 Cepsepbl KoHdomgeHumnans MAD.1, (M3, C3,
poctyna k IC B HOCTb, NAD.2, |opraHunsaum
obxoa npasun LIeNOCTHOCTb, NA®D.3, |oHHO-
pasrpaHuyeHus AOCTYMHOCTb YNAa.1, |pexumMHble
aocTtyna Yra.2, |mepobl
yna.11
11. [Moa6op naponen [H.1, H.2 nno KoHdoungeHunans NAD .4,
K Y4eTHON HOCTb, Yra.e
3anucu Mo LLeNIOCTHOCTD,
AOCTYMHOCTb
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Mepa 3awunTbl

Ne |Ha3sBaHue yrpossi M;::::bl:"( O6LeKT uHdopmMaumm
n/n (cnoco6 NOeHTU(UKaTO[ BO3AENCTBUA Peaynstar HCA Cpena
peanusaumu) 1 oo inTens) NNO  |byHKuMOHMP
OoBaHuA
12. |Nop6op naponen |H.2 CepBep KoHdunaeHumnanb cepTudmum
K y4eTHON HOCTb, poBaHHas
3anuncn OC npu LeNOCTHOCTb, OC, CO3
Hanu4Mn AOCTYMNHOCTb
dom3n4yeckoro
aocTtyna K
cucteme
13. |Nop6op naponen |H.2 OC Ha APM |KoHdumaeHumanb oC
K y4eTHON n OC ABpopa [HOCTb, ABpopa,
3anucn OC npu LLeSTIOCTHOCTb, Ccas,
HanU4nK AOCTYNHOCTb cepTndunum
domsnyeckoro poBaHHas
aocTtyna K (ooBepeHHa
cucteme s) OC
14. |BHegpeHune H.1 KaHan cBasn |KoHduaeHumanb 3awmTa
BPELOHOCHbIX HOCTb, KaHana
nporpamm LLeNOCTHOCTb, CBA3U
AOCTYMNHOCTb
15. |BHegpeHune H.2 Cepsep, KoHduaeHumnans MAD.1, |COS,
BPEOOHOCHbIX APM, HOCTb, NAD®.2, |OC Aspopa
nporpaMmm OC ABpopa |LenoCTHOCTb, NA®D.3, |, ABS,
AOCTYMHOCTb yna.1, |3awwuta
YIMNAa.2, |kanana
YNAa.11 |ceasu,
opraHusaum
OHHO-
PEXUMHbIE
Mepbl
16. |BHeceHue H.2 Cepsep, KoHdunaeHumnanb M3, C3,
N3MEHEHWNN B OC ABpopa |HOCTb, OC Apopa
noruky paborbl LLeNOCTHOCTb, ,
MO nytem AOCTYMNHOCTb opraHusaum
NoAMEHbI OHHO-
onbnuotek n / PEXUMHbIE
VNN N3MEHEHUS Mepbl
KOH(MrypaumoHH
bIX ¢pannos
NPUNOXeHns
17. |MonyyeHwne H.1, H.2 CYybA KoHpmaeHumnanb M3, CO3
aocTtyna K HOCTb,
cogepXMMomy LLeNOCTHOCTb,
B B 06xon AOCTYMHOCTb
CyLLECTBYOLLMX
npasun
pasrpaHMyeHus
AocTtyna nytem
aKcnnyaTaumm
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UcTouYHMK

Mepa 3awunTbl

Ne |Ha3BaHue yrposbi uHdopmMaumm
o yrposbl O6beKkT
n/n (cnoco6 NOeHTU(UKaTO[ BO3AENCTBUA Peaynstar HCA Cpena
peanusaumu) 1 oo inTens) NNO  |byHKuMOHMP
OoBaHuA
YS13BUMOCTEN
CYb[J
18. Ucnonb3oBaHne |H.2 Cepsep KoHduaeHumnanb PerynapHsbl
YA3BUMOCTEN HOCTb, e
cuctemHoro MO LLeNOCTHOCTb, OoOHOBIEHN
AOCTYMNHOCTb A
CUCTEMHOIO
no
19. [NMepexsaTt H.1, H.2 APM, KondungeHumnans [UMAD.5
naposibHON OC ABpopa |HOCTb,
NHdopMaLum LLeNOCTHOCTb,
npu ee BBoAE AOCTYMNHOCTb
20. |[Mony4eHne H.2 APM, KoHdmgeHumnans (YI4.10
aoctyna OC ABpopa |HOCTb,
HapyLImMTens K LLeNOCTHOCTb,
He3abnoKkMpoBaH AOCTYMNHOCTb
Homy APM/OC
ABpopa
nonb3oBartens
21. |cnonb3oBaHne [H.1, H.2 KoHdungeHumnans (YI[4.9
HapyLuMTEeNnem HOCTb,
nosiy4yeHHon/nepe LIeNOCTHOCTD,
XBayeHHOMN AOCTYMHOCTb
ayTeHTUUKALMNOH
HOW NMHOpMaLMn
ana sxoga B NC
22. |HeBO3MOXXHOCTb PCB.3,
BOCCTaHOBIEHUA PCB.7
(BbISAICHEHNS)
NPUYKH
HapyweHus Vb
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6. MEPbI 3ALLUTBI UHOOPMALIUU

MO peanuayeT Mmepbl 3aWnTbl MHOPMaLmK, npuBeaeHHble B Tabnvue (Tabnuua 10).

Tabnuua 10
YcnoBHoe 0603Ha4YeHne U Homep Mepbl B
HOoTauun
17-oro npukasa 21-oro | 31-oro | 239-oro
®CTIK Poccum | npukasa | npukasa | npukasa
(f'Uc) ®CTIK | ®CTIK | ®CTIAK
Poccun | Poccun | Poccum
(ucnpn) | (ACY) (Kun)

Mepa 3awumTbl Hcpopmauum

UpeHTudmkauma n ayteHTudpukaums cy

6bekTOoB gocTtyna n o6bekToB aoctyna (MAD)

NAD.1 NAD.1 NAD.1 NAD.1 NoeHTudumkauma n ayteHTMukaumns
nosib3oBartenemn

NAD.2 NAD.2 NAD.2 NAD.2 NoeHTndukaums n ayteHTMdmkaumns
YCTPONCTB

NAD.3 NAD®.3 | NAD.3 | NAD.3 YnpaBneHue ngeHtndukaTtopamm

(c ycuneHvem 16,

20)

NAD .4 NAD.4 | NAD 4 NAD.4 YnpaBneHue cpeacreamm

(c ycuneHnuem 1r) ayTeHTudumkaumnm

NAD.5 NAD.5 3awmTa obpaTHOM CBA3N Npu BBOAE

ayTeHTUUKaLMOHHON MHopMaLnm

YnpaBneHue JoCTyrnomM cyobLeKToB foctyna K oobekrtam goctyna (YNA)

yrna.A yng.1 yna.1 MK YnpaBsneHue y4yeTHbIMU 3anncsamm

(c ycuneHuem 30) nonb3oBartenemn

yna.2 yra.2 yra.2 yra.2 PasrpaHunyeHus goctyna cybbekToB
(c ycuneHuem 4) K 06beKkTam CUCTEMBI

Yra.e yrna.e Yrma.e yra.e OrpaHuyeHne HeycnewHbIX NOMNbITOK
(c ycunenuem 1) BXoAa

yna.o yrna.o yra.o yra.o OrpaHuyeHmne yicna napannenbHbIX
(c ycunenuem 1a, 3) ceaHcoB

yrna.10 yrng.10 | yrng.10 | yrng.10 BrnokupoBaHue ceaHca goctyna

(c ycunenuem 16, 3)

nosib3oBaTtesia nNpun HeakTMBHOCTU
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YcnoBHoe 0603HauYeHne M HoMep Mepbl B

HOTauuu
17-oro npukasa 21-oro | 31-oro | 239-oro
®CT3K Poccun | npukasa | npukasa | npukasa Mepa 3awuThbl MHOpMaLuuu
(rne) ®CTIK | ®CTIK | OCTIAK
Poccun | Poccun | Poccum
(ucnpn) | (ACY) (Kun)
yna.11 yrna.11 | yng.11 | yng.11 3anpeTa gencTBuin Nonb3oBaTenen,

pa3peLleHHbIX 40 naeHTudmukauum n

ayTeHTudunkaumm

Pernctpauusa cobbiTun 6esonacHoctu (PCB)

PCB.3 PCB.3 AY[.4 AY[.4 Pernctpauns cobbitun
©e3onacHocTn
PCB.7 PCB.7 AY[].6 AY[].6 3awmTa nHdopmaymm o codbbITUAX

6e3onacHoCTH

NMPUMEYAHWE. Bce npmnBeaeHHble Mepbl 3aWmThl peanusytoTca B pamkax Mb.
6.1. UpeHTdMKauma n ayteHTU(pMKauma cyobLekToB AOCTYyNa M 0OLEKTOB AoCcTyna

MMO sBnaeTcs MHoronosib3oBaTenbckon cuctemon. Cybbektamm JocTyna ABNAKTCA
nonb3oBatenu n MY (npouecc Ha MY). [Insa kaxporo cybvekrta goctyna B IO 3aBogutcs
OTAEeNnbHasi y4yeTHasd 3anucb C YHUKaNbHbIM WNOEHTUMPUKATOPOM, KOTOPbIM OLHO3HAYHO
naeHTuguumpyet nonb3osartens u/mnu MY. YyeTHble 3anucu nonib3oBaTtefiern 3aBogAaTCA
AOMUHUCTPATOPOM YYeTHbIX 3anucen, NMbo HenocpeaCcTBEHHO CaMUMKM MOfib3oBaTENAMU C
nocregyrowen nx aktmsaumen AOMUHUCTPATOPOM YYETHbIX 3anucen. Y4yeTHble 3anucu MY
3aBogATCA B npoLecce npouenypsbl aktmeaunn MY B IMIM10.

MMO peanunayet npotokon ayteHTudukaumm OpenlD Connect 1.0. AyteHTudurkaumsa
CcyObeKkToB AocTyna, npu OTCYTCTBUM aKTUBHOM CeECcCUM, OCYLLeCTBRSEeTCs No naposto,
BBOAMMOMY Mosnb3oBaTenemM unu npegocrasndembim MIT1.

Maponn xpaHAaTcA B BuAe X3lU-KoAaa,
HKDF-SHA-256.

CUMBOJbI NApPOsisi, B 3aBUCMMOCTU OT Beb-6pay3epa, oToOpaXkatoTCsl YCAOBHbIMU 3HAKaMUn «*»

noJylyd4eHHoro ¢ nomMouwbo anropmTmMma

KpI/II'ITOFpaCbI/I‘-IeCKOFO npeo6pa3OBaH|/|$| Beoanmble nonb3oBaTensiMu

unm «+*» (MA®.5). B cnyyae ycnewHon ayteHTMduKaumm cybbekTy AOCTyNna Bbl4aeTCA TOKEH.

HanbHenwas noeHTndurkaums/ayteHTudmnkaumns 3anpocos cybbekToB poctyna

OCYLLEeCTBSAETCA C MCNornb3oBaHMeM TOKeHOB. B cnyyae ycnewHown ayTteHTudpukauum MY

TOKeHbl coxpaHalTca Ha MY u B ganbHenwem nepefarTca B Kaxaom 3anpoce. B cnydae
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yCMneLwHon ayTeHTUUKaLum nonb3oBaTensa TokeHbl coxpaHsatoTcs B [1b 1 cBA3aHbl C ceccuen
nonb3oBartens (Be6-6paysepa).

B MNMNO peanu3oBaHbl MexaHU3MbI ynpasneHusa naeHtngpukatopamm (MA®.3) B yactu:

— co3paHua ngeHtTudukaTopa nonb3osartens u(unmn) MY;

— UCKITIOYEHUS MOBTOPHOrO MCMNOJSb30BaHWe wuaeHTUdUukaTopa nonb3oBatens B
TeyeHne — He MeHee Tpex net (ycuneHue MA®.3 16);

— 6nokupoBaHue ngeHTudunkaTopa nNonb3oBaTens Yepes 3agaHHbli B HacTpoukax MNMNo
nepuon BpEMeHN HENCNONb30BaHUS.

B MNMNO peanu3oBaHbl MEXaHN3Mbl yNpaBreHnsa ayTeHTUMKALNMOHHOM MHGOPMaLMEN
(MAD.4) B yacTu:

— NU3MeHeHue ayTeHTUdMKaLNOHHON nHdopmaunu;

— reHepauus 1 Bblgada HadanbHOW ayTeHTUUKaLNOHHON nHdopMaLmn;

— YCTaHOBMEHNE XapaKTepUCTUK Naponsi.

MMO nossongdeT ycTtaHaBnmMBaTb U(UNN) KOHTPONMPOBATL CNeayrLme XapakTepUCTUKN
napons:

— MUHMManbHasa CrAOXHOCTb Naporns ¢ onpegensemMbiMn TpeboBaHUSAMWU K perncrpy,
KONMYeCTBY CMMBOJIOB, COMETaHUI0 ByKB BEPXHEIO U HUXKHEro perncTpa, unudp u cneumanbHbiX
C/IMBOJIOB;

— MUHUMasnbHOE KOSIMYECTBO M3MEHEHHbIX CMMBOJSIOB MPWU CO34aHUM HOBbLIX Naposnen
(momkHa obecneuymBaTbCA HEBO3MOXXHOCTb MOBTOPEHUS TeKyllero napons n TpeboBaTbCs
N3MEHEHNS KaKk MUHUMYM 1 CMMBOJSIa OTHOCUTESTbHO CTaporo napons);

— MakcumarnbHOe BpeMsi AeNCTBUSA Napons;

— MWHUManbHoe Bpems AeNCTBUA Napons;

— YMCNO NocrnegHUX MCMoMb30BaHHbLIX Mapornen, KOTopble 3anpeLleHo UCNosib3oBaTtb
nonb3oBaTensaMu Npu co3gaHMM HOBbIX Naponen;

— MakcMmaribHoe KOJSIMYEeCTBO HeyCMnelHbIX MONbITOK ayTeHTudukauun (BBOAA
HenpaBUNbLHOro Napons) 4o 6NOKNPOBKMY;

— BpeMSs, Ha KOTOpOe ocyLlecTBnseTca 6NOKMpOBKa Yy4ETHOW 3anucu rnonb3osaTens B
cnyyvyae [OOCTWXKEHWS YCTaHOBMEHHOrO0 MaKCUMaribHOro KONMUYecTBa HeyCnellHbIX MOMbITOK
ayTeHTudrKauuu.

MapameTpbl MexaHn3amMa naeHTudnkaumum n ayteHTuunkaumm npuseeHbl B LOKYMEHTE
AOMI.20134-01 90 01-1.
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6.2. YnpaBneHue [OCTYyNOM CyObLEKTOB AOCTyna K o6bekTam goctyna

6.2.1. OnncaHne peanusyemMblx NOMIUTUK yrpaBneHnUss JOCTYNOM

MrO peanusyeT poneson meTon ynpasneHus goctyna (YINQ.2) B yactu:

— peanu3aumn poreBoro ynpasrneHua goctynom ans cyowvektoB [MMO k obbektam
nno;

— npaBuna pasrpaHnyeHnsa goctyna obecneynBaroT ynpasneHue JOCTyNoM CyOBHEKTOB
npu Bxoae B MO (ycunenue YI4.2 1);

— Npasuna pasrpaHmyeHus goctyna obecneynBatoT ynpaBneHne JOCTYyNoM cyb6bekToB
K o6bekTam, codgaBaembim 110 (ycunexne YI0.2 4).

AOMUHUCTPATOP YYeTHbIX 3anucen c nomowbio KoHconu agmuHuctpatopa [1b
OCYLLEeCTBMSEeT Ha3HavyeHve unu yaarneHve npas (porier) y4eTHbIM 3anncsaM nonb3oBaTenen.
YyeTHble 3anucn MY no ymon4yaHuto cosgatotcs ¢ ponbto MMM n He moryT 6biTb HageneH.bl
ApYron ponbio.

Hoctyn k o6bektam goctyna MO ocyuwecTBnaeTcs NoCpencTBOM Bbi3oBa (PyHKLMN,
Kaxgas u3 KOTopbIX peanv3oBaHa B BUAe OTAEeNbHOro npuknagHoro obpabotumka. PyHKUMU
UMEIT CBOE npeacTtaBneHne B UHTepdence nonb3oBartens. [lepevyeHb pyHKUNA U OOBEKTOB
aocTtyna npuseaeH B Tabnuue (Tabnuua 11).

BoaMoXHble ponu cybbekToB [ocTyna nepeducneHbl B pasgene 1 Hacrtosuwiero
AokyMeHTa. [Ona kaxgon napbl (CyObekT-obbekT) 3agaeTcss ABHOE W He[BYCMbICIEHHOe
nepeyuncrieHne gonycTumbIX TUNOB JOCTyna (YitaTb, NucaTb, yaanatb U T. 4.), T. €. TeX TUNoB
AOCTyna, KOTOopble ABMAATCA CaHKLMOHMPOBAHHLIMU ANSA AaHHOro cybbekta (MHauBmga wunu

rpynnbl UHANBUOOB) K JAHHOMY OOBEKTY.
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Tabnuua 11
PyHKUMA KoHeyHas Touka O6beKkT goctyna | Tun goctyna Ponb B;[I)_Icg A
nB
Mony4yeHune cnncka GET /v1/auditEvents 3anvcu ayguta MNony4yeHve OnepaTtop ayavta 21.x
3anucen ayguta (peructpupyemble crnvcka
cobbITnA)
MonyyeHue cnucka GET Iv1/accounts NHpopmaums 06 [MonyyeHue AOMUHUCTpaTop 2.1.x
YYETHbIX 3anuncen Yy4YE€THOWN 3anucu crnvcka yYeTHbIX 3anuncew
nons3osaTtens Mo
CospgaHue y4yeTHOM POST /v1/accounts NHdpopmaums o6 CospgaHue AOoMunHUCTpaTop 2.1.x
3anvcu y4YeTHOM 3anuncu YYETHbIX 3anuncen
nons3osaTtens Mo
CospgaHune nnu PUT /v1/accounts/{account_i |VIHdpopmauus o6 O6HoBneHne |AgmMmuHucTpaTop 2.1.x
MoAanuKkaumns y4eTHom d} y4yeTHOW 3anucu y4eTHbIX 3anucen
3anucu nons3osaTtens Mo
YpaaneHvne y4eTHON DELETE |/v1/accounts/{account_i |HdopmaLums o6 YpaneHve AgmuHucTpaTtop 2.1.x
3anucu d} y4eTHOWN 3anucu YyYEeTHbIX 3anncen
nons3osaTtens Mo
MonyyeHne aaHHbIX GET /v1/accounts/{account_i |VIHdpopmauus o6 UTteHne AoMunHucTpaTtop 2.1.x
y4yeTHOW 3anuncu d} y4eTHOWN 3anucu YyYEeTHbIX 3anncen
nons3osaTtens Mo
M3meHeHne napons POST Iv1/realms/user/account | UHdopmauns 06 O6HoBneHne |AgMunHUCTpaTop 2.1.x
y4yeTHOM 3anmncu s/{account_id}/changeP |y4eTHOn 3anucu YyYETHbIX 3anucen
assword nonb3osatens NMO
Mony4eHune cnucka ponen |GET Iv1/accounts/{account_i | Hdopmauums o [MonyyeHue AoMunHucTpartop 2.1.x
y4yeTHOM 3anucu d}/roles ponax y4eTHoMU cnucka YYeTHbIX 3anucen
3anvcu
HasHa4veHwne ponu ans PUT Iv1/accounts/{account_i | Hdopmaums o CospaHue AgomMunHucTpartop 2.1.x

y4yeTHOM 3anucu

d}/roles/{code}

ponsx y4eTHOW

YYEeTHbIX 3anucen
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PyHKUMA KoHeuyHas Touka O6beKkT goctyna | Tun goctyna Ponb B;IID.IC(;' 4
3anuncu
YpaneHuve ponu ons DELETE |/v1/accounts/{account_i |V HdPopmaums o YpaneHuve AOoMnHUCTpaTop 2.1.x
y4eTHOM 3anmncu d}/roles/{code} pPonsiX y4eTHOM YYETHbIX 3anucen
3anuncu
MonyyeHue cnucka ponen |GET Iv1/roles NHpopmaums o MonyyeHue AOoMUHUCTpaTop 2.1.x
ponu(six) cnmcka YYETHbIX 3anucen
BnokupoBaHue yyeTHOM PUT Iv1/accounts/{account_i |VIHdpopmauus o O6HoBneHne |AgmMmuHUCTpaTop 2.1.x
3anuncu d}/block OroKMpOoBKe y4EeTHON YYeTHbIX 3anncen
3anuncu
PasbnoknpoBaHue PUT Iv1/accounts/{account_i |VIHdpopmauus o O6HoBneHne |AgmMmuHUCTpaTop 2.1.x
(akTMBaUMS) y4eTHOM d}/unblock ONoOKNpoOBKe y4EeTHON y4eTHbIX 3anucen
3anuncu 3anuncu
PasbnoknpoBaHue PUT Iv1/accounts/{account_i |VIHdpopmauus o PasbnoknpoBa | ADMUHUCTPATOP 220
(aKkTBaUWS) y4eTHOM d}/unblock OrOKMPOBKE YYETHOWN |HUE YYETHOM | yYeTHbIX 3anucem
3anucu MY 3anucu 3anucu
nm
MonyyeHne cnucka GET Iv1/applications NHdpopmaums o MonyyeHue PaspaboTtumk/PegakTop |2.1.x
NPUNOXeEHNN pa3paboTymK NPUNOXeHUN(Ax) crnucka NPUNOXEHNN
[obaeneHwne (cosgaHne) |POST Ivi1/applications NHpopmaums o CospgaHue PaspaboTtumk/Pegaktop |2.1.x
NPUNOXEHUN NPUNOXeHUN(Ax) NPUOXEHNN
O6HoBneHune PUT Iv1/applications/{applica | UlHdopmauums o O6HoBneHne |PaspaboTtunk/Pegaktop |2.1.x
MHdopmauum o tion_id} NPUNOXeHNN(sX) NPUITOXEHNN
NPUNOXEHUN
MonyyeHne nHpopmaumn |GET Iv1/applications/{applica | UlHdopmauums o UteHune PaspaboTtumk/Pegaktop |2.1.x
O NPUIIOXKEeHUN tion_id} NPUNOXeHUN(AxX) NPUNOXEHNN
MonyyeHune cnucka GET Ivi1/applications/{applica | Ihdhopmauus o MonyyeHue PaspaboTtumk/Pegaktop |2.1.x
penu3oB (Bepcui) tion_id}/releases NPUNOXeHUN crnmcka NPUIOXEHNN

NpUNoXXeHnA
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MonyyeHue nHpopmaumn |GET Iv1/applications/{applica | IHdopmauus o UteHune PaspaboTtumk/Pegaktop |2.1.x
0 penuae NPUNoXeHus tion_id}/releases/{releas | npunoxeHunn NPUOXEHNI

e_id}
[ob6asnenwue (co3gaHne) |POST Ivi1/applications/{applica | IHdhopmauus o CospgaHue PaspaboTtumnk 2.1.x
penusa NpunoXxeHus tion_id}/releases NPUNOXeHUN
O6HoBneHne PUT Iv1/applications/{applica | Ihdpopmauus o O6HoBneHne |PaspaboTtunk/Pegaktop |2.1.X
MHdOpMaLuKM o penunse tion_id}/releases/{releas | npunoxeHunn NPUNOXEHNN
NPUITOXEHNN e_id}
MonyyeHune cnucka GET Iv1/categories NHdpopmaums o MonyyeHue PaspaboTtumk/Pegaktop |2.1.x
KaTeropum npuioxeHun KaTteropumsix crnvcka NPUNOXEHUN

NPUNOXEHNI

Mepenayva penunsa MM Ha |POST Iv1/applications/{applica | Ihdpopmauus o OtnpaBska PaspaboTtumk/Pegaktop |2.1.x
cornacoBsaHue tion_id}/releases/{releas | npunoxeHunn penusa NPUITOXEHN

e_id}/sendForReview NPUNoXeHus

Ha
cornacosaHue

YpaneHue npunoxeHus DELETE |/v1/applications/{applica | IHdbopmaums o YpaneHue PaspaboTtumk/Pegaktop |2.2.1

tion_id} NPUNOXeHNN(SX) NPUNOXEeHUN
3arpy3ska cbopkm POST Iv1/applications/{applica | 3arpy3o4Hble CosgaHue PaspaboTtumk/Pegaktop |2.1.x
(3arpy304HbIX Mogynemn) tion_id}/builds MOAYNY NPUNOXEHNSA NPUIOXEHNN
NPUNOXeHNs
3arpyska 3aBUCUMBbIX POST Iv1/applications/{applica | 3arpy3o4Hble CosgaHue PaspaboTtumnk/Pegaktop |2.4.0
6ubnuotek M tion_id}/dependencies |mogynu npunoxeHuns NPUNOXEHUN

(bubnunoteka)

3arpyska danna nkoHkm |POST Ivi1/applications/{applica | IkoHka (dbaiin) CosgaHue PaspaboTtumk/Pegaktop |2.1.x
pennsa npunoXxeHus tion_id}/icons NPUNOXEHNN
Mony4eHne NKoOHOK GET Iv1/applications/{applica | ikoHka (daiin) UteHune PaspaboTtumk/Pegaktop |2.1.x
pennsa npunoXxeHus tion_id}/icons/{icon_id}/ NPUNOXEHNN

content
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3arpyska danna POST Iv1/applications/{applica | CkpuHwWOT (cbann) CospgaHue Paspabotumk/PegakTop |2.1.x
CKPUHLLOTa penunaa tion_id}/screenshots NPUOXEHNI
NPUNOXeHNS
MonyyeHue ckpuHwoTtoB |GET Iv1/applications/{applica | CkpuHwWOT (cbann) UteHune PaspaboTtumk/Pegaktop |2.1.x
penuaa npunoXeHus tion_id}/screenshots/{sc NPUNOXEHNI

reenshot_id}/content
MonyyeHue cnucka GET Iv1/dashboards/default/ |VIHdopmaums o MonyyeHue Monb3oBaTtens ABpopa |2.1.x
NPUNOXEHNN BUTPUHBDI applications NPUNOoXeHUn(Ax) cnncka MapkeT
MonyyeHune cnucka GET /v1/dashboards/default/ |VIHdopmaums o MonyyeHue Monb3oBaTtensb ABpopa |2.1.x
penn3oB NPUNOXeHus applications/{application | npunoxeHun cnmncka MapkeT

_id}/releases
MonyyeHune cdanna cbopkn | GET /v1/dashboards/default/ |VIHdopmauus o UTteHne Monb3oBaTtensb ABpopa |2.1.x
pennsa npunoXxeHus applications/{application | npunoxeHun MapkeT

_id}/releases/{release i

d}
MonyyeHune cnucka GET /v1/dashboards NHpopmaums o MonyyeHue Monb3oBaTtens ABpopa |2.1.x
BUTPUH NPUIOXKEHUI BUTPUHE cnncka MapkeT

NPUNOXEHNI
MonyyeHue nHpopmaummn |GET Iv1/dashboards/{dashbo | IHdhopmauus o UTteHne Monb3oBaTtens ABpopa |2.1.x
O BUTPUHE NPUITOXKEHUI ard_id} BUTPUHE MapkeT
NPUIOXEHUN

MonyyeHune 3arpysodHoro |GET /v1/dashboards/{dashbo | 3arpy3o4Hble UTteHne Monb3oBaTtens ABpopa |2.1.x
moayns Mr ard_id}/applications/{ap |mogynu npunoxeHus MapkeT

plication_id}/releases/{r

elease_id}/builds/{build

_id}/content
MonyyeHne 3aBUCUMbIX GET /v1/dashboards/{dashbo | 3arpy3o4Hble UTteHne Monb3oBaTtenb Aspopa |2.5.0
6mubnunotek Ml ard_id}/applications/{ap |mogynu npmunoxeHus MapkeT

plication_id}/dependenc | (bubnunoTeka)

ies/{dependency _id}/co
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ntent
lMpoBepka AOCTYMNHOCTU GET /lempty.html 3arpysoyHble UTteHne Monb3oBaTtens Aspopa |2.4.0
3arpy3o4yHoro Moayns MOZYNN NPUNOXEHNS MapkeT
penusa npunoxeHns
[MpoBepka AOCTYMNHOCTU GET /lempty.html 3arpysoyHble UteHune Monb3oBaTtens ABpopa |2.5.0
3aBUCUMbIX BUBNNoOTEK MOZYNN NPUNOXEHNS MapkeT
M (bubnuoteka)
[MonyyeHne NKOHOK GET /v1/dashboards/{dashbo | VikoHka (cain) UTteHne Monb3oBaTtens ABpopa |2.1.x
penuaa npunoXeHus ard_id}/applications/{ap MapkeT
plication_id}/icons/{icon
_id}/content
lMpoBepka AOCTYMNHOCTU GET /empty.html NkoHka (dpann) UTteHne Monb3oBaTtenb Aspopa |2.4.0
MKOHOK penunaa MapkeT
NPUNOXeHNs
Monyyenune ckpuHwoTtoB |GET /v1/dashboards/{dashbo | CkpuHLwoOT (daiin) UTteHne Monb3oBaTtensb ABpopa |2.1.x
pennsa npunoXxeHus ard_id}/applications/{ap MapkeT
plication_id}/screenshot
s/{screenshot_id}/conte
nt
lMpoBepka AOCTYMNHOCTU GET /lempty.html CKpwuHLOT (dhann) UTteHne Monb3oBaTtenb Aspopa |2.4.0
CKPMHLUOTOB penusa MapkeT
NPUNOXeHNs
lMonyyeHue cnucka GET Iv1/categories NHpopmaums o [MonyyeHue Monb3oBaTtensb ABpopa |2.1.x
KaTeropum npuioxeHnn KaTteropumsix crnvcka MapkeT
NPUIOXeHUN
MonyyeHune cnucka GET /v1/dashboards/{dashbo | IHdopmauus o MonyyeHue Monb3oBartenb ABpopa |2.1.x
NPUNOXEHNN BUTPUHBI ard_id}/applications NPUNOXeHUN(AxX) cnmncka MapkeT
MonyyeHune cnucka GET /v1/dashboards/{dashbo | IHdhopmauus o MonyyeHue Monb3oBaTtens ABpopa |2.1.x
periM3oB MpUnoXeHus ard_id}/applications/{ap |npunoxexHun crvcka MapkeT

plication_id}/releases
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Mony4veHune danna cbopkm | GET Iv1/dashboards/{dashbo | IHdopmauus o UTteHne Monb3oBaTtens ABpopa |2.1.x
penusa npunoXeHus ard_id}/applications/{ap |npunoxeHun MapkeT

plication_id}/releases/{r
elease_id}
MonyyeHune nupopmaumn |GET /auth/admin/api/realms/ |VIHdopmauus o6 MonyyeHue AOoMnHUCTpaTop 240
0 BnagenbLe NpUnoXeHus user/accounts Yy4E€THOWN 3anucu crnvcka ABpopa MapkeT
nons3osaTtens Mo
MonyyeHune cnucka GET Iv1/applications/{applica | Ihdpopmauums o MonyyeHue AOoMnHUCTpaTop 2.1.x
penus3oB (Bepcum) tion_id}/releases NPUNOXEHNN cnncka Aspopa MapkeT
NPUNOXeHNs
lMonyyeHne NKOHOK GET Iv1/applications/{applica | ikoHka (daiin) UTteHne AOoMnHUCTpaTop 2.1.x
penvsa npunoXXeHus tion_id}/icons/{icon_id}/ Aspopa MapkeT
content
CornacoBaHue penusa POST Ivi1/applications/{applica | Ihdpopmauus o CornacoaHue | AQMUHUCTpaTop 2.1.x
NPUNoXeHNs tion_id}/releases/{releas | npunoxeHunn penunsa Aspopa MapkeT
e_id}/approve NPUNoXeHus
BoaBpaT pennsa Ha POST Iv1/applications/{applica | IHdpopmauus o OTtnpaBska AoMunHucTpaTop 2.1.x
nopaboTky tion_id}/releases/{releas | npunoxeHunn penusa Aspopa MapkeT
e_id}/sendForRework NPUNoXeHus
Ha fopaboTky
OTKnoHeHune penusa POST Iv1lapplications/{applica | IHdhopmauus o OTknoHeHne |AgmuHUCTpaTop 2.1.x
NPUNOXeHNs tion_id}/releases/{releas | npunoxeHun penunsa Aspopa MapkeT
e_id}/decline NPUNOXEHUs
MonyyeHus anna GET Ivi1/applications/{applica | Ihdpopmauus o UteHne AOMUHUCTpaTOp 2.1.x
apxuBa C AaHHbIMW NO tion_id}/releases/{releas | npunoxeHun Aspopa MapkeT
penunay NpunoxeHuna e_id}/archive
Mony4yeHue cnucka GET Ivi1/applications WNHdopmaumsa o Mony4veHne AOoMuHUCTpaTop 2.1.x
NPUNOXEHNI NPUNOXeHUn(Ax) cnncka Aspopa MapkeT
pa3paboTumka
MonyyeHune cnucka GET Ivi1/categories NHpopmaums o MonyyeHue AOoMUHUCTpaTop 2.1.x
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KaTeropun npunoXxeHmn KaTeropmax crnucka Aspopa MapkeT

NPUNOXeHNI
MonyyeHune cnucka GET Iv1/customerKeyPairs |KnioueBas napa MonyyeHue AOoMunHUCTpaTop 240
KrntoYeBbIX Nap 3akas4dnka 3aKkasuuka crnvcka ABpopa MapkeT
CospgaHue Kkno4eBom POST Iv1/customerKeyPairs |KntouyeBas napa CospgaHue AOoMUHUCTpaTop 240
napbl 3akas4yvka 3aKkasuuvka Aspopa MapkeT
O6HoBnEHMe KNYeBOK PUT Iv1/customerKeyPairs/{ |KnioyeBas napa O6HoBneHve |AgMuHUCTpaTop 240
napbl 3akas4ymka customer_key pair_id} |3akasuuka Aspopa MapkeT
MonyyeHue nHpopmaumn |GET Ivi1/customerKeyPairs/{ |KnioueBas napa UTteHne AOMUHUCTpaTop 240
O KntoyeBou nape customer_key pair_id} |3akasuuka Aspopa MapkeT
3aKasuyuka
YpaneHuve kno4eBom DELETE |/v1/customerKeyPairs/{ |KntouyeBas napa YpaneHue AOoMUHUCTpaTop 240
napbl 3aKkas4yvka customer_key pair_id} |3akasuuka Aspopa MapkeT
CospaHne BUTPUHbI POST /v1/dashboards NHdpopmaums o CospaHune AoMunHUcTpaTop 240
NPUNOXEHNI BUTPUHE Aspopa MapkeT

NPUNOXEHUI
MonyyeHne cnucka GET /v1/dashboards NHdpopmaums o MonyyeHue AoMunHucTpaTop 240
BUTPUH NPUITOXEHUI BUTPUHE crnvcka Aspopa MapkeT

NPUNOXEHUI
MonyyeHune nHpopmaummn |GET /v1/dashboards/{dashbo | IHdpopmauus o UTteHne AoMunHUcTpaTop 240
O BUTPUHE MPUNOXEHUI ard_id} BUTPUHE Aspopa MapkeT

NPUIOXeHUN
M3meHeHne aaHHbIX PUT /v1/dashboards/{dashbo | lHdopmauums o O6HoBneHne |AgMunHUCTpaTop 240
BUTPUHbI NPUNOXEHNN ard_id} BUTPUHE ABpopa MapkeTt

NPUIOXeHUN
YpaneHve BUTPUHbI DELETE |/v1/dashboards/{dashbo | UHdopmaLms o YpaneHue AoMunHucTpartop 250

ard_id} BUTPUHE Aspopa MapkeTt

NPUIOXeHUN

Mony4eHne nepeyns GET /v1/dashboards/{dashbo | IHdopmauus o MonyunTb AOMUHUCTpaTOop 24.0
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KITHO4EeBbIX Nap 3akas4dnka ard_id}/customerKeyPai | BuTpuHe CMNCOK Aspopa MapkeT

rs NPUNOXEHUI KntoveBbIX nap
M3meHeHune Kno4veBom PUT /v1/dashboards/{dashbo | IHdopmauus o 3apaHue AOoMunHUCTpaTop 240
napbl 3aKkas4dunka ard_id}/customerKeyPai | BuTpuHe KItoueBom Aspopa MapkeT

rs/{customer_key_pair_i | npunoxeHumn napsol

d}
YpaneHuve Kno4eBom DELETE |/v1/dashboards/{dashbo | Hdopmaums o YpaneHve AOMUHUCTpaTop 240
napbl BATPUHbI (Npun ard_id}/customerKeyPai | BuTpmnHe KnoyeBown ABpopa MapkeT
yaaneHun KniyYeBon napsbl rs/{customer_key_pair_i | npunoxeHumn napbl
Yyepes nogpasnen d}
«CBs3KM KIoven»)
YpaneHuve kno4eBom DELETE |/v1/dashboards/{dashbo | IHdopmaums o YpaneHue AOoMUHUCTpaTop 240
napbl BUTPUHBI ard_id}/customerKeyPai | BuTpmnHe Kntoyesblx nap |ABpopa MapkeT

rs NPUIOXEHUN
Monyyenue nHpopmaumn |GET Iv1/dashboards/{dashbo | IHdopmauus o MonyyeHue AOMUHMCTpaTop 24.0
0 npasunax unbTpaumnm ard_id}/filterRules BUTPUHE npaswun ABpopa MapkeT
NPUNTOXEHUN BUTPUHDI NPUIOXEHUN dunbTpaummn
HasHa4yeHne (n3meHeHune) |PUT Iv1/dashboards/{dashbo | IHdopmauus o 3agaHue AOMUHUCTpaTop 240
npasun unbTpaumnm ard_id}/filterRules BUTPUHE npaswun ABpopa MapkeT
NPUTOXEHNI NPUIOXEHUN dunbTpaummn

ny

Mony4eHne coobuieHuns GET Iv1/devices/{id}/operatio | UHdopmauuns 06 UteHune MIT «ABpopa LeHTp» |2.1.x
(komaHgbl) MY ns/next onepauun gna MY
Monyyenue ot MY oteeta |POST Iv1/devices/{id}/operatio | IHdpopmauusa o6 O6HoBneHne |MI1 «ABpopa LeHTp» |2.1.X
Ha coobLleHne (komaHay) ns/{opld}/acknowledges |onepauuun gns MY
Mony4yeHne nHgopmaumm |POST Iv1/enrollments/{enrollm | lndopmaums o CospaHue MIT «ABpopa LeHTp» |2.1.x

06 aktneauun MY

ent_id}/complete

pesynbTarte
BbIMOJTHEHUSA
aktuBauuu ot MY
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MonyyeHue nor-cpanna c |POST Iv1[files JTor-cpann MY CospgaHue MIT «ABpopa LeHTp» |2.1.x
My
MonyyeHune canna GET /appstore/api/v1/dashbo | 3arpy3oyHble UTteHne MI1 «Aspopa LleHtp» |2.5.0
3aBucumon 6ubnmoteku ards/{dashboard_id}/ap |mogynu npunoxeHus

plications/{application_i |(6bubnunoTteka)

d}/dependencies/{depe

ndency _id}/content
lMpoBepka goctyna K GET /empty.html 3arpy3ou4Hble UTteHne MI1 «ABpopa LleHtp» |2.5.0
3aBucumon ubnmorteke MOAYNU MPUoXeHus

(bubnunoteka)

MonyyeHune nHgpopmaumn |GET /appstore/api/v1/dashbo | IHdphopmauus o UTteHne MI1 «ABpopa LeHtp» |2.1.x
o penuse M1 ards/default/application |npunoxeHunn

s/{application_id}/releas

es/{release_id}
MonyyeHune canna cbopkn | GET /appstore/api/v1/dashbo | UHdopmauus o UteHune MM «ABpopa LeHTp» |2.1.x
penu3a npunoXeHus ards/{dashboard_id}/ap |npunoxeHun

plications/{application_i

d}/releases/{release _id}
MonyyeHune 3arpy3odHoro |GET /appstore/api/v1/dashbo | 3arpy3ouHble UTteHne MI1 «ABpopa LeHTp» |2.1.x
moaynst Mr ards/{dashboard_id}/ap |mogynu npunoxeHus

plications/{application_i

d}/releases/{release_id}

/builds/{build_id}/conten

t
lMpoBepka gocrtyna K GET /lempty.html 3arpy3oyHble UteHuve MIT «ABpopa LeHTtp» |2.4.0

3arpy3o4HoMy MOAYIHO
M1

MOZYINN NPUINOXEHNS
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MonyyeHue 3arpy3oydHbix |GET /pkgrepo/api/targetRele |Hdopmauus o UTteHne MIT «ABpopa LeHTp» |2.2.0
Mozynen nakeTos ase naketax obHoBMNeHus
oBGHOBNEHUN
MonyyeHue napametpos |GET Iv1/settings NHpopmaums o UTteHne AOoMunHUCTpaTop 2.1.x
[OCTyna K cepBepy HaCTpoMnKax MnaTtdopmbl
npunoxexHun MM YnpaBneHus
MonyyeHune nepeyHs GET Iv1/assignments NHpopmaums o MonyyeHue AOMUHUCTpaTop 2.1.x
NONUTUK Ha3HaYeHHbIX Ha rpynnax/nonuTukax |cnmcka Mnatdopmbl
rpynny MY, nubo nepeyHs My YnpaBneHus
rpynn MY, Ha KoTopble
Ha3Ha4yeHa NonuTuka
CospaHue POST Ivi1/corporatePolicyTem |VHdopmauus o CospgaHue AOoMUHUCTpaTop 240
KoprnopaTuBHOro wabnoHa plate KoprnopaTuBHOM Mnatdopmbl
NONUTUK wabnoHe YnpasneHus
MonyyeHue GET Iv1/corporatePolicyTem |VHdopmauus o UTteHne AOMUHUCTpaTop 250
KoprnopaTuBHOro wabnoHa plate KoprnopaTuBHOM Mnatdopmbl
NONUTUK wabnoHe YnpasneHus
O6HoBneHve PUT Iv1/corporatePolicyTem |VHdopmauus o O6HoBneHve |AgmMuHUcTpaTop 250
KoprnopaTuBHOro wabnoHa plate KoprnopaTUBHOM [MnaTtdopmbl
NONUTUK wabnoHe YnpasneHus
MonyyeHune cnucka GET /v1/dashboards NHpopmaums o MonyyeHue AOMUHUCTpaTop 250
BUTPWUH NPUITOXEHUI BUTPUHE crnncka MnaTtdopmbl

NPUNOXeHUN YnpasneHus

Monyyenue nupopmaummn |GET Iv1/dashboards/{dashbo | IHdhopmauus o UTteHne AOMUHUCTpaTop 25.0
O BUTPUHE MPUNOXEHUN ard_id} BUTPUHE MnaTtdopmbl
NPUNOXeHUN YnpasneHus

MonyyeHune cnucka GET /v1/dashboards/{dashbo | IHdhopmauus o MonyyeHue AOoMuUHUCTpaTop 25.0
NPUITOXEHUN BUTPUHDI ard_id}/applications NPUNOXEHNN(SX) crvcka MnaTtdopmbl
YnpaBneHus

MonyyeHune cnucka GET /v1/dashboards/{dashbo | IHdhopmauus o MonyyeHue AOoMUHUCTpaTop 25.0
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onybrnnKOBaHHbIX PENn3oB ard_id}/applications/{id}/ | penuse(ax) cnncka MnaTtdopmbl
NPUNOXeHNA releases NPUNOXeEHUS YnpasneHus

MonyyeHune nugpopmaummn |GET /v1/dashboards/{dashbo | IHdopmauus o UTteHne AOoMunHUCTpaTop 250
o penuse M1 ard_id}/applications/{id}/ | penuse(ax) MnaTtdopmbl
releases/{release _id} NPUNOXeHUs YnpaBneHus

Monyyenune cnucka rpynn  |GET Iv1/groups NHdpopmaums o MonyyeHue AOoMnHUCTpaTop 2.1.x
My rpynne MY crnmncka MnaTtdopmbl
YnpasneHus

CospgaHue rpynnel MY POST Iv1/groups NHdpopmaums o CospaHue AOoMnHUCTpaTop 2.1.x
rpynne MY Mnatdopmbl
YnpasneHus

MonyyeHune nupopmaumn |GET Iv1/groups/{id} NHdpopmaums o UTteHne AOoMnHUCTpaTop 2.1.x
o rpynne MY rpynne MY MnaTtdopmbl
YnpasneHus

Ypanenue rpynnel MY DELETE |/v1/groups/{id} NHdpopmaums o YpaneHue AoMunHucTpaTtop 2.1.x
rpynne MY MnaTtdopmbl
YnpasneHus

PepaktnpoBaHue PATCH |/v1/groups/{id} NHdpopmaums o O6HoBneHne |AgmuHucTpaTop 2.1.x
(o6HOBNEHME) rpynne MY MnaTtdopmbl
nHgopmauum o rpynne MY YnpasneHus

[obasneHwne yctponctea |PUT Iv1/groups/{id}/devices | NHdopmauus o MY |CosgaHue AoMunHucTpaTtop 2.1.x
B rpynny MY n rpynnax MY MnaTtcopmbl
YnpaBneHus

Ypanenue yctponctea ns |DELETE |/vi1/groups/{id}/devices | WHdpopmauua o MY |YaaneHue AoMunHucTpartop 2.1.x
rpynnsl MY n rpynnax MY Mnatdopmbl
YnpaBneHus

HasHaueHne oppnanH- |POST /v1/deviceGroups/{id}/of | MIHdopmauus o6 HasHaueHne |AgmuHucTpaTop 24.0
cueHapusa Ha rpynny MY flineScenarios opnarH cueHapum |odpdnanH Mnatdopmbl
cueHapusa Ha |YnpasneHus

rpynny MY
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HasHauyeHne nonutukm Ha |[PUT Iv1/deviceGroups/{id}/p |WHdopmauus o CospaHue AOMUHUCTpaTop 2.2.0
rpynny MY olicies rpynnax/nosimTmkax Mnatdopmbl

My YnpaBneHus
YpaneHve nonnuTtuk DELETE |/v1/deviceGroups/id}/p |WHdPopmaums o YpaneHuve AOoMunHUCTpaTop 2.1.x
olicies rpynnax/nonmTmkax MnaTtdopmbl
My YnpaBneHus
KombuHuposaHue nonutuk | PUT Iv1/deviceGroups/{id}/p |WHdopmauus o UTteHne AOMUHUCTpaTop 2.1.x
(nonyyeHune nepeceveHni olicies/preview KOMOWMHMpOBaHUK MnaTtdopmbl
MHOXecTB MY ons NOMANTUK YnpaBneHus
nepegaHHoun rpynnsl MY) (nHpopmauna o MY,
rpynne
nonb3osaTtenen MY
N O NONANTUKaXx)
MonyynTb NnepeceveHus POST Iv1/deviceGroups/{id}/p |WHdopmauus o UteHune AOMUHMCTpaTop 2.2.0
npu yganeHun nosiMTukn, olicies/unassignPreview | koOMBUHMpPOBaHMM Mnatdopmbl
Ha3Ha4YeHHOW Ha rpynny NOSINTUK YnpasneHus
My (nHpopmauma o MY,
rpynne
nonb3osaTtenen MY
1 O NONNTUKAX)
Wmnopt MY, rpynn MY, POST Iv1/imports NHpopmaums o MY | mnopT AOMUHUCTpaTop 2.1.x
CBA3en Mexagy rpynnamm nHdopmauum |lMnatdopmbl
MY un MY u3 canna B n3 gpamna YnpasneHus
dopmaTe CSV
Mony4yenune cnncka rpynn  |GET Iv1/deviceMemberships |Hdopmaunsa o MY u |lNonyyeHne AoMunHucTpartop 2.1.x
MY, B koTopble Bxoaut MY rpynnax MY cnucka Mnatdopmbl
YnpaBneHus
lMonyyeHue cnucka GET /v1/models NHpopmaums o [MonyyeHue AgoMunHucTpartop 21.x
mogenen MYy mogenax My cnmncka Mnatdopmbl

YnpaBneHus
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MonyyeHue nHpopmaumn |GET /v1/deviceUsers NHpopmaums o MY n|lNony4deHne AOoMunHUCTpaTop 2.1.x
0 cBa3sax MY u nonb3osBatenax MY |cnucka [MnaTtdopmbl
nons3oarenax My YnpaBneHus
lMonyyeHue cnucka GET Iv1/persistentFilters NHpopmaums o [MonyyeHue AOoMunHUCTpaTop 240
dunbTpos no MY dunbTpe Ans cnucka | cnmcka MnaTtdopmbl

My YnpaBneHus
CoxpaHeHue cnucka POST Iv1/persistentFilters NHpopmaums o CospgaHue AOMUHUCTpaTop 240
dounbTpos rno My dunbTpe Ansa cnvcka [MnaTtdopmbl
My YnpaBneHus
N3meHeHne counbtpano |PATCH [/vi/persistentFilters/{id} |VHdopmauusa o O6HoBneHne |AgmumHUCTpaTop 24.0
My dunbTpe Ans cnucka Mnatdopmbl
My YnpaBneHus
Ypanenue covnbTtpa no DELETE |/v1/persistentFilters/{id} |V HdPopmaums o YpaneHue AOMUHUCTpaTop 240
My dunbTpe Ans cnucka Mnatdopmbl
My YnpasneHus
Monyyenue cnucka MY, B |GET /v1/devices NHpopmaums o MY | Nony4deHne AOMUHUCTpaTop 2.1.x
COOTBETCTBUM C cnncka Mnatdopmbl
napamMmeTpamu, YnpasneHus
YyKa3aHHbIMU B 3anpoce
[ob6aeneHne HoBoro MY B |POST /v1/devices NHdpopmaumsa o MY | CosgaHue AoMunHUcTpaTop 2.1.x
cnncok MY (cosgatb MnaTtdopmbl
3anucb 06 MY) YnpaBneHus
YpaneHne MY u3 cnucka |DELETE |/v1/devices NHpopmaums o MY | YoaneHue AoMunHucTpartop 2.1.x
My Mnatdopmbl
YnpaBneHus
MonyyeHune nHpopmaummn |GET Iv1/devices/{id} NHdopmauna o MY  |UteHune AOMUHUCTpaTOop 2.1.x
o My Mnatdopmbl
YnpaBneHus
M3meHeHne ctatyca MY  |PATCH |/v1/devices/{id} NHdopmaums o MY | O6HOBNeHne |AQMUHUCTpATOP 2.1.x

Mnatdopmbl
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YnpasneHus

OtnpaBka komaHabl Ha MY |POST Iv1/devices/{id}/actions |WHdopmauus o CospgaHue AOoMnHUCTpaTop 2.1.x
KomaHge ona My Mnatdopmbl
YnpasneHus

MonyyeHne nonNUTKK, GET Iv1/devices/{id}/assignm | VIHdopmauums o MonyyeHue AOoMUHUCTpaTop 2.1.x
Ha3Ha4yeHHbIX Ha MY ents rpynnax/nonmMtukax |cnucka Mnatdopmbl
My YnpasneHus

3anpocy MY ero POST Iv1/devices/{id}/infos NHpopmaumsa o MY | CosgaHue AOMUHUCTpaTop 2.1.x
COCTOSIHME Mnatdopmbl
YnpasneHus

MonyyeHue GET Ivi1/devices/id}/policy |WHdopmauus o UTteHne AOMUHUCTpaTop 25.0
KOMOMHMPOBaHHOWN nonnTuke Mnatdopmbl
nonutukn ana My YnpasneHus

MonyyeHune coctosHnsa MY |GET Iv1/devices/{id}/state NHpopmauna o MY  |UTeHune AOMUHUCTpaTop 2.1.x
Mnatdopmbl
YnpasneHus

Otnpaeka QR-koga Ha POST /v1/enroliments/email QR-kog CospaHune AOMUHMCTpaTop 2.1.x
9STIEKTPOHHYIO NMOYTY Mnatdopmbl
YnpaBneHus

dopmuposaHme QR-kogos |POST Iv1/enrollments/qrcodes | QR-kog, CospgaHue AOMUHUCTpaTop 2.1.x
Mnatdopmbl
YnpasneHus

®opmuposaHme QR-koga |POST Ivi1/enrollments/groups/ |QR-kopg, CospgaHue AOMUHUCTpaTop 2.2.0
ansa rpynnel MY grcodes Mnatdopmbl
YnpaBneHus

MonyyeHue cTaTyca GET Ivi1/enrollments/request |VIHdopmauus o UTteHne AOoMuUHUCTpaTop 2.2.0
npouecca co3aaHus s/{id} cTaTyce npouecca MnaTtdopmbl
aKkTMBauum gnsa rpynn aktmBauun My YnpaBneHus

YCTPOUCTB
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MonyyeHue cnucka 3agavy |GET Iv1/jobs NHpopmaums o [MonyyeHue AOoMunHUCTpaTop 240
3agade crnvcka [MnaTtdopmbl
YnpaBneHus
MonyyeHue 3agaym no GET Iv1/jobs/{id} NHpopmaums o UTteHne AOoMunHUCTpaTop 240
noeHTngukaTopy 3ajave MnaTtdopmbl
YnpasneHus
MonyyeHue pesynbTata GET Ivi1/jobs/{id}/response |WHdopmauus o UTteHne AOMUHUCTpaTop 240
BbINOSTHEHUS 3ajave MnaTtdopmbl
ACUHXPOHHOW 3aja4u YnpaBneHus
MonyyeHune xypHana GET /v1/journal KypHan [MonyyeHue AOMUHUCTpaTop 220
perncTpmpyemMbix cobbiTui perncTpmpyemblx cnncka Mnatdopmbl
My cobbiTnn MY YnpaBneHus
lMonyyeHne HacTpoek GET Iv1/ldapServerSettings |VHdopmauums o UTteHne AOMUHUCTpaTop 240
poctyna k LDAP cepsepy HaCTpoMnKax Mnatdopmbl
YnpaeneHus
Monyyenue nupopmaumn |GET Iv1/pushServerSettings |VHdopmauus o UTteHne AOMUHUCTpaTop 250
0 HacTpomnkax HacTpomkax MnaTtdopmbl
B3anmogencteus ¢ CYA B3aMMOAENCTBUS C YnpasneHus
(Push-cepsuc) CYA
MonyyeHne cnucka GET Iv1/offlineScenarios NHdpopmaums 06 MonyyeHue AoMunHUcTpaTop 240
oddnanH-cueHapumeB oddnanH-cueHapum | cnmcka MnaTtdopmbl
YnpaBneHus
Cospanwne occnarH- POST Iv1/offlineScenarios NHdopmauns 06 CospaHue AgmuHucTpaTtop 24.0
cueHapusa opnamH-cueHapum Mnatdopmbl
YnpaBneHus
Ypanexue opcpnans- DELETE |/v1/offlineScenarios/{id} |WHdopmaums o6 YpaneHue AoMunHucTpartop 250
cueHapusa obpnamH-cueHapum Mnatdopmbl
YnpaBneHus
MonyyeHun nHpopmaummn |GET Iv1/offlineScenarios/{id} |V Hdopmauusa o6 UteHune AOMUHUCTpaTOop 25.0
06 odhdnanH-cueHapum ohdpnanH-cueHapun Mnatdopmbl
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YnpasneHus
MonyyeHue nHpopmaumn |GET Iv1/offlineScenariosAssi | IHdpopmauus o [MonyyeHue AOoMnHUCTpaTop 240
O CBA3N rpynnbl gnments CBA3N rpynnbl crvcka Mnatdopmbl
(nonb3oBaTenen, (nonb3oBaTtenen, YnpaBneHus
yCTpoWncTB) 1 ochbdnant- MY) n ocpcpnann-
cueHapus cueHapus
MonyyeHne agpecos GET /pkgrepo/api/hosts Anpeca cepBepoB MonyyeHue AOMUHUCTpaTop 2.2.0
cepBepoB 0B6HOBIEHWI O0OHOBMEHNIN NAKeTOB | CrMcKa MnaTtdopmbl
nakeToB Ynpasnenus
MonyyeHue cnucka GET Iv1/policies NHpopmaums o [MonyyeHue AOMUHUCTpaTop 2.1.x
NONUTUK B COOTBETCTBUN C NnonuTUKe crnvcka Mnatdopmbl
napamMmeTpamu, Ynpasnenus
3a[laHHbIMK B 3anpoce
CospgaHne nonuTukn POST /v1/policies NHdpopmaums o CospaHune AoMunHUcTpaTop 2.1.x
nonnTuke MnaTtdopmbl
YnpasneHus
MonyyeHune nHpopmaumn |GET Iv1/policies/{id} NHdpopmaums o UTteHne AoMunHucTpaTop 220
O NOSIUTUKE nonnTuke MnaTtdopmbl
YnpasneHus
MonyyeHune nugpopmaummn |PUT Iv1/policies/{id}/preview |Hdopmauus o UTteHne AoMunHUcTpaTop 2.1.x
O NOSIUTUKE nonnTuke MnaTtdopmbl
YnpaBneHus
N3meHeHune PUT Iv1/policies/{id} NHpopmaums o O6HoBneHne |AgMunHUCTpaTop 2.1.x
(pepakTupoBaHue) nonmTuke MnatdopMmbl
NONUTUKN YnpasneHus
CoxpaHeHnune punbtpa no |POST Iv1/persistentFilters NHdopmauma o CospgaHune AOMUHUCTpaTOop 24.0
nonnTukam dunbTpe NONUTKK Mnatdopmbl
YnpaBneHus
lMonyyeHue cnucka GET Iv1/persistentFilters NHpopmaums o [MonyyeHue AoMunHucTpartop 240
MNLTPOB MO NONIUTUKaAM dunbTpe NONUTUK cnucka Mnatdopmbl
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YnpasneHus
N3meHeHne ounbtpano |PATCH |/vi/persistentFilters/{id} |VHdopmauus o O6HoBneHne |AgMuHUCTpaToOp 240
nonMTnkKam dunbTpe NONUTUK Mnatdopmbl
YnpaBneHus
Ypanenuve covnstpa no DELETE |/v1/persistentFilters/{id} | HdPopmaums o YpaneHue AOoMUHUCTpaTop 240
nonmTnKam dunbTpe NONUTKUK Mnatdopmbl
YnpasneHus
MonyyeHue penunsos GET /pkgrepo/api/releases |VHdopmauus o [MonyyeHue AOMUHUCTpaTop 220
nakeToB 0H6HOBMNEHWI naketax obHOBEHMS | cnncka [MnaTtdopmbl
YnpaBneHus
MonyyeHue nHpopmaumn |GET /v1/compliance AHanuTtnyeckas UTteHne AOMUHUCTpaTop 2.1.x
0 Konuyectee MY, nHdopmMauus Mnatdopmbl
COOTBETCTBYHOLUMX/HE YnpaBneHus
COOTBETCTBYHOLLMX
nonnTuKe 3a
3anpoLUeHHbIn nepuoa
MonyyeHune nHpopmaumn |GET /v1/connectedDevices |AHanuTudeckas UTteHne AoMunHucTpaTop 2.1.x
O KonuyecTse MHopMauus MnaTtdopmbl
NOAKMYALWNXCA K YnpasneHus
cepBepy MY 3a
3anpoLleHHbIn nepuoa
BpeMEHMU
Mony4yeHue nHdopmaumm |GET Iv1/enrollments AHanuTtunyeckas YrteHne AoMnHucTpartop 2.1.x
O KOnuyecTBe Cco3gaHHbIX MHdopMauus [MnaTtdopmbl
N BbINOSTHEHHbIX YnpaBneHus
aktTusauum MY 3a
onpeaeneHHbIn nepuog
Mony4yeHue nHdopmaumm |GET Iv1/lastConnections/{de |Hdopmauuns o YrteHne AoMnHucTpartop 240
0 nocnegHem viceld} nocnegHem MnaTtdopmbl

nogknioveHnn My

nogkntoveHnn My

YnpaBneHus
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BoccTtaHoBneHue 3anncu |POST Iv1lunarchiveDevices |WHdopmaumna o MY |BocctaHoBrneH | AoMUHUCTpATOP 240
o MY u3 apxuBa ne n3 apxmsa |lnatgopmbl

YnpasneHus
MonyyeHue cnucka rpynn |GET Iv1/groups NHpopmaums o [MonyyeHue AOoMunHUCTpaTop 2.1.x
none3oBarenen MY B rpynne cnncka MnaTtdopmbl
COOTBETCTBUU C nonb3osaTtenen MY YnpaBneHus
napameTpamu,
nepeaaHHbIMK B 3anpoce
CosgaHue rpynnbl POST Iv1/groups NHpopmaums o CospgaHue AOMUHUCTpaTop 2.1.x
nons3oarenen My rpynne [MnaTtdopmbl
nonb3osaTtenen MY YnpaBneHus
MonyyeHue nHpopmaumn |GET Iv1/groups/{id} NHpopmaums o UTteHne AOoMUHUCTpaTop 2.1.x
O rpynne nosib3oBartenemn rpynne Mnatdopmbl
My nonb3osaTtenen MY YnpasneHus
Ypanenuve rpynnbl DELETE |/v1/groups/id} NHpopmaums o Ypoanenuve AOMUHUCTpaTop 2.1.x
nons3oearenen My rpynne [MnaTtdopmbl
nonb3osaTtenen MY YnpasneHus
O6HoBneHve PATCH |/v1/groups/id} NHpopmaums o O6HoBneHve |AgmMuHUcTpaTop 2.1.x
MHd OpMaUuKM o rpynne rpynne Mnatdopmbl
nons3osartenen My nonb3osaTtenen MY YnpasneHus
HasHaueHne odpdnanH- POST Iv1luserGroups/id}/offli |VIHdpopmauusa ob HasHaueHne |AgMuHUCTpaTop 24.0
cueHapwus Ha rpynny neScenarios odpdnanH-cueHapum |oddpnanH- MnaTtdopmbl
nonb3oBartenen MY cueHapua Ha | YnpasneHus
rpynny
nonb3oBaresne
n My
HasHauyeHne nonutukm Ha |[PUT Iv1/userGroups/{id}/poli |VIHdopmauus o CospgaHune AOMUHUCTpaTOop 2.2.0
rpynny nonb3oBaTenen cies rpynnax/nosimTmkax Mnatdopmbl
My My YnpaBneHus
YpaneHve nonnuTtuk DELETE |/v1/userGroups/{id}/poli | Hdopmaums o YpaneHue AoMunHucTpartop 220
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cies rpynnax/nosimTmkax MnaTtdopmbl
MY YnpaBneHus
KombuHuposaHue nonutuk | PUT Iv1luserGroups/id}/poli |VIHdopmaums o UTteHne AOoMunHUCTpaTop 2.1.x
(nonyyeHne nepecevyeHum cies/preview KOMOBUHUpOBaHWK MnaTtdopmbl
MHO)eCTBa YCTPOUCTB NOANTUK YnpasneHus
ANs nepegaHHon rpynnbl (nHpopmauna o MY,
nons3oearenen MY npu rpynne
Ha3Ha4YeHUN NOJSIUTUK) nonb3osaTtenen MY
N O NONNTUKAX)
MonyyeHune nepeceyenna |POST Iv1luserGroups/{id}/poli |VIHdopmauus o UTteHne AOoMnHUCTpaTop 2.2.0
npu yoaneHuu, cies/unassignPreview |koMBUHMpOBaHUMK MnaTtdopmbl
Ha3Ha4YeHHOW Ha rpynny NOANTUK YnpasneHus
nonb3oBarenen MY, (nHpopmauna o MY,
NONNTUK rpynne
nonb3osaTtenen MY
N O NONUTUKAX)
[obasneHne PUT Iv1/groups/{id}/users NHdpopmaums o CospaHune AoMunHucTpaTop 2.1.x
nons3osartenen MY B nosnb3osatene MY MnaTtdopmbl
rpynny nonb3oBaTenen YnpasneHus
My
Ypanenue nonb3oBatenen | DELETE |/v1/groups/{id}/users NHpopmaums o Ypoanenuve AOMUHUCTpaTop 2.1.x
MY u3 rpynnbl nonb3osatene MY Mnatdopmbl
none3oBartenen My YnpasneHus
Mmnopt nonb3oBatenen |POST Iv1limports WNHdopmaumsa o mnopTt AOoMuHUCTpaTop 2.1.x
MY, rpynn nonb3oBaTerneun nonb3oBaTene(ax) nHdopmauumn |lMnargopmsl
MY, ceasen mexgy My n3 gpamna YnpasneHus
rpynnamu v
none3oBarenamu MY uns
¢anna B hopmate CSV
Wmnopt nonb3oBatenen, |POST /v1/ldapimport NHpopmaums o mnopTt AoMunHucTpartop 220
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nogpasgeneHun, cBsasemn nosib3oBaTtene(sx) nHdopmauumn |lMnartgopmsl
Mexay rpynnamm v My n3 gpanna YnpasneHus
nons3oarenamm MY B
dopmarte LDIF
3anyck npouecca POST Iv1/ldapSync NHdpopmaums o mnopT AOoMnHUCTpaTop 240
MMMopTa Opr. CTPYKTYpbI nosib3oBaTtene(six) nHdopmauumn |lMnatopmsl

My n3 gpanna YnpasneHus
Monyyenune cnucka rpynn |GET Iv1luserMemberships |VHdopmauus o MonyyeHue AOoMnHUCTpaTop 2.2.0
nons3osartenen MY, B nosnb3osatene MY cnmncka MnaTtdopmbl
KOTOPbIX COCTOUT YnpasneHus
nons3oartens MY
MonyyeHue cnucka GET Iv1/persistentFilters NHpopmaums o MonyyeHue AOoMUHUCTpaTop 240
dmNbTPOB ANs cnucka dunbTpe Ans cnucka | cnmcka Mnatdopmbl
nons3osartenen My nonb3osaTtenen MY YnpasneHus
Cospganue cpunbtpa gna  |POST Iv1/persistentFilters NHdopmaumsa o CosgaHue AOMUHMCTpaTop 24.0
Ccrnuncka nosib3oBartesnemn dunbTpe Ans cnucka Mnatdopmbl
My nonb3osaTtenen MY YnpasneHus
N3meHeHune counbtpa gnsa |PATCH  [/v1/persistentFilters/{id} |VHdopmaums o O6HoBneHve |AgmMuHUcTpaTop 240
Ccrnuncka nosib3oBartenemn dunbTpe Ans cnucka Mnatdopmbl
My nonb3osaTtenen MY YnpasneHus
Ypanenuve covnetpa ansa | DELETE |/v1/persistentFilters/{id} |Hdpopmaums o Ypoanenuve AOMUHUCTpaTop 240
cnucka nornb3oBaTenen dunbTpe Ansa cnucka MnaTtdopmbl
My nons3osartenen MY YnpaBneHus
Mony4eHue cnucka GET Iv1lusers NHdopmaumsa o Mony4veHune AOoMuHUCTpaTop 2.2.0
nons3osatenen My nonb3oBaTene(sx) crimcka Mnatdopmbl

My YnpasneHus
CospaHue (nobasnenne) |POST Iv1lusers NHpopmaums o CospgaHue AOoMuUHUCTpaTop 2.1.x
nons3oeartensa MY nonb3oBaTene(ax) MnaTtdopmbl

My YnpasneHus
Monyyenune nugpopmaumn |GET Iv1lusers/{id} WNHdopmaumsa o UteHuve AOoMuHUCTpaTop 2.1.x
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o nons3oBarterne MY nons3osaTerne(sx) Mnatdopmbl
My YnpasneHus
N3meHeHne PUT Iv1/lusers/{id} NHopmaums o O6HoBneHne |AgmMmuHucTpaTop 2.1.x
(pepakTupoBaHue) nosib3oBaTtene(sx) MnaTtdopmbl
MHd opMaLum o My YnpasneHus
nons3osartene MY
YpaneHue cBasn DELETE |/v1/users/{id}/devices NHpopmaums o MY n|Yaganenue AOMUHUCTpaTop 240
yCTpONCTBa U nonb3oBatenax MY MnaTtdopmbl
nonb3oBaTens Ynpasnenus
Cesasatb MY u PUT Iv1lusers/{id}/devices |WHdpopmaunsa o MY u|CosgaHue AOMUHUCTpaTop 2.1.x
none3oBarens MY nonb3oBatenax MY Mnatdopmbl
YnpasneHus
MonyyeHune nepeyHs GET Ivi1lusers/{id}/assignme |WHdopmauus o [MonyyeHue AOMUHUCTpaTop 2.1.x
NONUTUK, HAa3HAYEHHbIX Ha nts rpynnax/nonnuTukax |cnmcka Mnatdopmbl
nonb3osartensa MY My YnpasneHus
Monyyenue nHpopmaumn |GET Iv1/connectedDevices? | AHanuTudeckas UTteHne AOMUHUCTpaTop 240
O MOAKNIOYEHNAX since={since} MHdopMauus MnaTtdopmbl

YCTPOWCTB

YnpaBneHus
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MexaHusm pasrpaHuMyeHuss [OOCTyrna peanu3oBaH Ha OCHOBeE  yrpasneHus
HTTP 3anpocamu (ganee — 3anpochbl). B 4acTHOCTK, BCe 3anpochbl Mexay cybbekTamum gocTtyna
N 3awmuaembiMn MHopMaumoHHbIMU pecypcamu (M6, MY, M) npoxoasaTt yepes W03k
(gateway) Nb. Kaxabin n3 wno30B npegHasHadveH anst obpaboTkn onpeneneHHbIX TUMNOoB
3anpocoB (3anpocsl B [1Y ¢ MY, 3anpockl B 1Y 13 KoHconu agmuHucTtpatopa MY u 1.0.). MNpwu
nonyyYyeHuMu 3anpoca Kaxabli w3 (¢ ucrnons3osaHmem komrnoHeHTa 1B «OpenlD Connect
Provider») ocywecTtenser:

— npgeHTudukaumo/ayTeHTUdnKaumnIo 3anpoca ¢ UCrnonb30BaHNEM TOKEHaA;

— MPOBEPKY aKTyanbHOCTUN TOKEHaA;

— aBTopun3auunto 3anpoca.

o

/DJ‘I}JEHHE! 3anpnc/

Mposepra

aKTYanbHOCTH OwwmBxa -
TO¥EHA
Yonex
MNonyyeHWe HHDOPMAaLMK W3
TOKEHOB
MaeHTrdnkagua,
FYTEHTAEMKILMA, Clunabea |

SETOPHEALMA
Aanpoca

Yionex

MepeHanpaeneHKe sanpoca
¥ pecypcy (Mg, MM, Ty,
nooc)

k4

MonyyeHWe OTEETA HA
IJANPOC W NepeHanpasneHne ObpadoTea owmdKn
oTeeTa cyOLekT gocTyna

PucyHok 1
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3anpochl, He npowealmne noeHTugukaumo/ayTeHTMdrKaLn/asTopnsaumio,
cogepxawme He aKTyalibHble TOKEeHbl, a TaKXe 3alpocChl 0e3 TOKEHOB LUMHO3 0OoCTyna
He nponyckaeT (PucyHok 1).

3anpocbl, npoweawme  naeHTUUKaumo/ayTeHTUGMKaLNIO/aBTopu3aumio L3
AOCTyna HanpaendaeT rno 3agaHHOMYy MapLUpyTy.

MpaBuna MapwpyTnsaumm 3anpocoB U pasrpaHUYeHns [JocTyna 3ajalTca B
KOHUrypaLMOHHbIX dpannax L30B8 AoCcTyna:

— /var/ocs/auth/ocs-auth-public-api-gw/ocs-auth-public-api-
gw.json;

— /var/ocs/auth/ocs-auth-admin-api-gw/ocs—auth-admin-api-
gw.json;

— /var/ocs/appstore/ocs-appstore-admin-api-gw/ocs-appstore-
admin-api-gw.json;

— /var/ocs/appstore/ocs—-appstore-dev-api-gw/ocs—-appstore-dev-
api-gw.json;

— /var/ocs/appstore/ocs—-appstore-client-api-gw/ocs-appstore-
client-api-gw.json;

— /var/ocs/emm/ocs—-emm-admin-api-gw/ocs-emm-admin-api-gw.json;

— /var/ocs/emm/ocs—-emm-device-api-gw/ocs—-emm-device-api-gw.json;

— /var/ocs/pkgrepo/ocs-pkgrepo-admin-api-gw/ocs-pkgrepo-admin-
api-gw.json;

— /var/ocs/pkgrepo/ocs-pkgrepo-device-api-gw/ocs-pkgrepo-device-

api-gw.json.

Mpumep npasuna MapLipyTu3aLmm 3anpoca
"/api/applications/{application id}":

"endpoint": "/api/applications/{application id}",
"headers to pass": [
W n

1
"backend": [

{

"url pattern": "/vl/applications/{application id}",
"host": [

"ocs-appstore-application-api.local"

I
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MNpumep npaBuna pasrpaHUyeHna Ans nonb3oBartesns ¢ ponso AgMmmHmncTpartop Aspopa
Mapket (APS_DEVELOPER):

[
{

"ruleDescription": "Developer can read category",
"subject": "APS DEVELOPER",
"resourceType": "category",
"action": "read",
"conditions": [
]
by
{
"ruleDescription”: "Developer can create application",
"subject": "APS DEVELOPER",
"resourceType": "application",
"action": " (create)",
"conditions": [
]
b
{
"ruleDescription”: "Developer can read and sendToReview his
application",
"subject": "APS DEVELOPER",
"resourceType": "application",
"action": " (read) | (review)",
"conditions": [
{
"type": "equals",
"fields": |
"resource.ownerId",
"subject.id"

]
}
]

Mopsgok 3agaHna npaBun  pasrpaHNyYeHus [ocTyna npuBedeH B [AOKYMEHTe
«PykoBoacTtBo agmuHuctpatopa» AAMI.20134-01 91 01.

MMO nos3sonsieT ynpaensaTb Y4ETHbIE 3aMNMCKU NOMb30BaTENEN B YAaCTX NONb3oBaTeENEN:

— ynpaBrieHus y4eTHbIMU 3annucamu nons3osatenen MO (YMNQ.1);

— 3aBefeHus, akTusauuun, 6noknpoBaHna 1 yaaneHus ydeTtHolx 3anucen (YIMQ.1);

Moanmkaumnsa yyeTHbIX 3anucen nonb3osatenen (YN4.1);

— aBTOMaTU4eCKOro GIrIOKMPOBaHUSA HEAKTUBHbIX (HEMCMONb3yeMbIX) YYETHbIX 3anucen
nonb3osatenen MMO nocne nepvoaa BPEMEHU HEWUCNOMb3OBAHUSA 3a4aHHOIO B HACTPOMKax
nno:;
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— aBTOMaTUYEeCKOro BrOKMPOBaHMS yY4eTHOM 3anncy Nofnb3oBaTensa nNpu nNpeBbiLeHUn
nonb3oBaTenemM OrpaHMyeHus KonuyecTBa HeycCnellHbIX MonbIToK Bxoga B WM3genue 3a
YCTQHOBIIEHHbIA  MEepuMo4  BPEMEHM C  BO3MOXHOCTbKO  pa3bnoknmpoBaHWs  TONbKO
aAMMHUCTPATOPOM WUAW WHbIM FNLOM, MMEKLLMM COOTBETCTBYIOLIME MOSHOMOYMNA (POsib)
(YNnpa.e);

— BO3MOXHOCTWU 3adaBaTb OrpaHUYEeHne Ha YMCno napannenbHbiX (O4HOBPEMEHHbIX)
CeaHCOB (ceccui), OCHOBbIBasiICb Ha naeHTudukaTopax nono3osartenen Usgenna (YMNA4.9);

— OoTOBpaxeHns agMUHUCTPATOPY YUCHa aKTUBHbLIX NapannenbHbliX (OQHOBPEMEHHbIX)
CeaHCOoB (ceccuin) anst Kaxkaom y4eTHom 3anucu nonb3osartenen (ycunenue YIa.9 3);

— 3aBeplleHns ceaHca Mnosib3oBaTeNns rnocrie npeBbIeHUs YCTaHOBIIEHHOIO B
HacTpoukax 3genunsa BpemeHn 6e3aencTeBnsa (HeakTMBHOCTM) NoNb3oBaTens (458 peanusauum
ycunenus 3);

— 3anpeTa A4encTBun Nosib3oBaTenemn 4o NpoxXoXxaeHns uMmu npoueayp naeHTndmkaumm
n ayteHtudpukaumm (YMNQ.11).

MapameTpbl MexaHuama yrnpaBfeHuss [[OCTynoM npuBedeHbl B AOKYMEHTe
AOMI.20134-01 91 01.

6.2.2. PopmanbHas cneungukauma porieBon MoLgenu pasrpaHM4yeHns goctyna

OcHoBHass wugesa poneeBoro MeToda pasrpaHMyeHuMs [[OCTyna OCHOBaHa Ha
MakcumarsibHOM npubnmxeHun nornmkn paboTbl CUCTEMbI K peanbHOMY pasfeneHunto pyHKLmin
nepcoHana B opraHm3auuu.

PoneBson meTon pasrpaHuyeHMa O0CTyna KOHTPOSIMpyeT AOCTyn nofib3oBaTenen K
MHoOpMaLMN Ha OCHOBE TUMOB UX aKTMBHOCTEW B cucteme. lNpuMmeHeHue gaHHOro metona
nogpasymeBaeT onpegernieHne ponen B cucteme. [NOHATUE poSib MOXHO onpefenntb Kak
COBOKYMHOCTb AeNCTBUM 1 0683aHHOCTEN, CBA3AaHHbIX C OnpeaenieHHbIM BUOOM OeATENbHOCTH.
Takum o6pasom, BMeCTO TOro, 4Ttobbl YykasbiBaTb BCe TuUMbl OOCTyNa Ans Kaxgoro
Nnonb30BaTenNs K KaxgoMy 0ObeKTy, 4OCTAaTOYHO yKa3aTb TUN JOCTyna K obbekTam gnsa ponu. A
nonb3oBaTenisiM, B CBOK ovepenb, ykaszaTb ux ponu. Nonb3oBaTenb, «BbIMOMHAOWNA» POrb,
UMeeT JO0CTYynN, OonpeaeneHHbIn Ans ponu.

1)  TMNO npenctaBnNAeTCs COBOKYMHOCTLIO CREAYIOLWNX MHOXECTB:

— KOHEeYHOoe MHOXeCTBO nonb3oBatenen (cybvektoB goctyna) U (Users);

— KOHeYyHoe MHoXecTBO ponen R (Roles);

KOHEYHOe MHOXeCTBO nosiHomouun P (Permissions);

KOHEeYHOe MHOXecTBO ceaHcoB C paboTkl nonb3osatenen ¢ MMO;
MHoxecTBO nonHomoum P 3apgaetca B KOHUrypauumoHHbix dannax [0,

06beanHSAOLWNX onepauun goctyna m 06BbEKTbI AocTtyna.
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2) PoneBble OTHOLEHWS YCTaHABNMBAKOTCA CrieayLWwmMMmn oTobpaXeHUs M1 MHOXECTB
CYLLHOCTEN CUCTEMBbI:

Fpg: P X R — oTOGpakeHne MHOXeCcTBa NOTHOMOYMA HA MHOXECTBO pOJien;

Fyr:U X R — oTOBpaxkeHne MHOXeCTBa Nnonb3oBaTenen Ha MHOXECTBO POSeN.

OTtobpaxeHus Fpr W Fyz obecneunBaloT nNepBbLIM U BTOPOM 3Tanbl MpPOLECCOB
opraHumsaumm cuctembl ponesoro poctyna. [lpu 3Tom oTobOpaxeHnwe Fy; peanuayetcs
MaTpuuen «lNonb3osatenn-Ponuy».

3) YnpaBneHue [OCTYNOM B CUCTEME OCYLLUECTBMNAETCA Ha OCHOBE BBeOeHUs
cnenyrowmx OyHKLMN:

fuser:C = U — 3HayeHueM yHKUMN u = fq.-(c) aABngeTca nonb3oBatens u € U,

OCYLLECTBNALWNI AaHHbIN ceaHc ¢ paboTsl ¢ MI10;

frotes:C = R — 3Ha4YeHnEM QYHKUUU R = frqs(c) aBnsieTtcsa Habop ponen R S R u3

AOCTYMHbIX MNOSIb30BaTENiO, MO KOTOPbIM Mofib3oBaTenb paboTaeT (ocyulecTsnseT

A0CTyN) B AaHHOM ceaHce ¢ € C;

fpermissions:C = P — 3HauyeHue QYHKUMN @ = frormissions(C) ABNsAeTCa  Habop

NONTHOMOYMI § S P, OOCTYMHbIX BCEM POSIAM, 3a4eMCTBOBaHHbLIM MOSib30BaTeENEM B

AaHHOM ceaHce c € C.

4)  OcHoBHOe npaBusio (Kputepuin 6e3onacHOCTM) poneBoro AocTyna onpeaensieTcs
cnegywowmm obpasom: cuctema (yHKUMOHMPYET Ge3onacHO, ecrnv U TOfbKo ecnu nobon
none3oBatenb u € U, paboTaloLmi B ceaHce ¢ € C, MOXET OCYLLEeCTBNATb AeUCTBUS (onepaumu,
npoueaypbl) B pamkax NOSIHOMOYMS p € P, Npy yCnoBUK:

p E P, roe o = fpermissions(c)-

OCHOBHOW akuUeHT B npoueccax opraHMsaumm n ynpasneHus OCTYNnoM npu poneBou
NnoNMTUKE 3akni4vaeTcss B OCOBEHHOCTAX OTOOpaxeHwa MHOXecTBa Mofib3oBaTtenen Ha
MHOXEeCTBO poneun Fyp U OrpaHuUyeHui, HaknagblBaeMblX Ha (PYHKUMIO aBTOPU3ALUN frores(C)
nonb3oBaTens B JaHHOM CeaHCe C pa3peLleHHbIMU eMy OTHOLUEHNEM Fyp PONAMU.

JTrobon nonb3oBaTtens (CybbekT goctyna), paboTatowmin ¢ MNMMO, MoxeT ocyLWwecTBNATbL
AENCTBMA B paMKax MOMHOMOYWUIA, AOCTYMHbIX BCEM PONSIM, Ha3HAYE€HHbIM MNOJIb30BATENHO
AOMUWHUCTPATOPOM YYeTHbIX 3anucen, cneaoBaTenbHO, YCroBme ANA AOCTUMXEHUS KpuTepus
6e30MacHOCTM MOXET ObITb BbINOTHEHO.

BbinonHeHne ycnoBus AnNs  OOCTMXKEHUS KpuTepus Ge3onacHOCTUM MoOXeT ObiTb

npeacTaBfieHo B BUAE anroputma, NnpeacTaBfeHHoOro Ha pucyHke (PucyHok 2).
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Mpoeepka Npas npw
Janpoce JoCTyna K
ofbLeKTY JocTyna

Ye S/ \ND
/ \

B cnyuae ycnexa B cnyyae Heyaaud B
NoCTyN NpefocTaBuTh JOOCTYMNe 0TKa3aTh

PucyHok 2

6.3. Perucrtpauus cobbiTun 6e3onacHocTu

MMO ocywecTtenset PCB. MNony4yeHHas nHpopmaums UHAEKCMpyeTca u Xxpanutea B B/.
B tabnuue (Tabnuua 12) npuBeaeH nepeyeHb MHGOpMaLUUK, PErMCTPUPYEMON MO KaxaoMmy

cobbITnio (aTpnbyToB COBLITUSA).

Tabnuua 12

ATpubyT

OnucaHue

event id

WoeHTndukaTtop cobbitna

time

Bpems 1 gaTta 3anpoca (cobbitns)

subject login

JlornH cybbekTa gocTtyna

subject id

WpoeHTndpukaTtop cybbvekTa gocryna

subject label

Nmsa cybbekta goctyna (PO nnun IMEI)

subject type

Tun cybbekta goctyna: MY nnu nonb3oBaTenb

object id

WpoeHTndpukatop obbekTa gocryna

object label

HasBaHue obbekTa goctyna

object type

Tun obbekTa gocTyna: nonuTuka

action HencrteBue Hag 0O6bEKTOM: YTEHNE, CO3aaHNE, UBMEHEHME, yaarneHne
result PesynbTart 3anpoca

endpoint URL-agpec 3anpoca

method HTTP-metoa: GET, POST, DELETE

gateway id

Has3BaHue wn3a
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B Tabnuue (Tabnuua 13) npuBegeH nepevYeHb WHGoOpMaumm, oTobpakaemon B

KoHconn agmuHucTpatopa 6.

Tabnuua 13
Ha3saHue nons OnucaHue

NoeHTudukaTtop NoeHTndumkaTop cobbitns

cobbITna

Bpewms Bpems 1 gata 3anpoca (cobbituns)

CybbekT NHdopmaums o cybbekTe goctyna (MaeHTudukaTop, noruH, UMsi)

O6bekT NHdopmauma o6 o6bekTe gocTtyna (MaeHTudukaTop, Tum, UMs)

CobbiTne (3anpoc) HanmeHoBaHue (onncaHme) cobbiTus

PesynbTat 3anpoca B naHHoM none otobpaxaeTcs pesynbTaT BbINOSIHEHUS 3anpoca:
ycnex/Heycnex, onucaHne owmobku

B MNMNO pernucTtpupytoTca cneagyowime Tunbl COObITUN:
— Bxog (ayTeHTUduKaums) cybbekta gocTyna;
— BbIXO4 cyObeKkTa JoCTyna;

— cobbITna (dpyHKUKUKN), NnpuBeaeHHble B Tabnuue (Tabnuua 11).




60
AOMI.20031-01 31 01

NEPEYEHb TEPMUHOB U COKPALLEHUA

|/|CI'IOJ'Ib3yeMbIe B HacTodAweM [LOOKYMEeHTe TepMUHbl U COKpalwleHua rnpuBedeHbl B

Tabnuue (Tabnuua 14).

Tabnuua 14
TepmuH/ PacwudpoBka
CokpalueHue
AB3 AHTUBMpPYCHaqA 3awmTa
APM ABTOMaTU3nMpoBaHHoe paboyee MecTo
ACY ABTOMaTM3NMpoOBaHHaA cucTtema ynpaseHus
AY[ Ayant 6e3onacHocTu
b basa gaHHbIX
ButpuHa pynna npunoxeHun, OObeOMHEHHbIX MO OnpeaerieHHOMY MpPU3HaKy:
npogasel, pa3paboTyumk, KaTeropusi NPUNOXeHUs 1 np.
rmc "ocynapcTBeHHas MHOPMaLUMOHHas cuctemMa
NAD NoeHTudukauma n ayteHTudukaumns
b MHdopmaumoHHas 6e3onacHOCTb
ncC MHdpopmaumoHHasa cuctema
NCran MHdopmMaumoHHaa cuctema nepcoHanbHbIX JaHHbIX
K3 KoHTponupyemas 30Ha
M Mo6unbHoe nNpunoxeHue
My MobunbHoe yCTpONCTBO
M3 MexceTeBown aKpaH
HCO HecaHKUMOHMPOBAHHBLIN A4OCTYN
oC OnepaumnoHHas cuctema
N6 Moacuctema 6e3onacHoOCTU
no MporpammHoe obecneyeHne
noocC MNopcuctema obHoeneHna OC
LY Moacuctema «MapkeT»
nno MpuknagHoe nporpammHoe obecneyeHne «Aspopa LieHTp»
ny Mogcuctema MNMnatdopma ynpaBneHus
PCBb Pernctpauns cobbiTuin 6e3onacHoCcTu
C3U Cpeacts 3awmTbl HGOpPMaLnm
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TepmuH/
CokpalyeHue

PacwudpoBka

C3n HCA

CpeqacTs 3aWmThbl HpOpMaUnMM OT HECaHKLMOHMPOBAHHOIO AOCTYNa

Cro

CneuuanbsHoe nporpammHoe obecneveHne

CK3un

Cpeactea kpyntorpadmyeckon 3awwmTbl MHopMaLum

cyp[

Cuctema ynpaBsneHus 6azamu gaHHbIX

CybbekTbl

AocTyna

JTvuo nnn npouecc, AerCTBMS KOTOPOro perfnaMmeHTUpyrTCa npasunamm
pasrpaHuyeHnsa gocryna.

Cyb6bektamn goctyna ssnsawTca nonb3osatenu n MMM «Aspopa LleHTp»
(npouecc MIT «Aspopa LieHTp») MNMMNO. CybbekTy AocTyna MoXeT ObIiTb
Ha3HayeHa ofHa UM HECKOJSTbKO M3 CneayoLwwmx nepeyncrieHHbIX ponewu:

— Ml «Aspopa LleHTp» - ponb Has3HayaeTCa YYeTHbIM 3anucam
MIT «ABpopa LleHTp» (cepBuc/npouecc 6e3 yyactus nosib3oBaTesien,
KoTopbIn ynpaenset MY);

— AOMMHUCTPATOP Y4YeTHbIX 3anvcen - posib MO3BOMSET OCYLECTBATb
yrnpasrieHne y4eTHbIMU 3arnucsamu;

— OnepaTtop ayguTa - ponb NO3BOSISIET OCYLLECTBNASATL 4eNCTBUSA No paboTe
C XXypHanowm peructpaumm cobbitum MNMo;

— AgmuHucTpatop Aspopa MapkeT - posSib NO3BONSET OCYLECTBMATbL BCe
aencteus no ynpasneHuto MM yepes nHtepdgenc cmctemsl;

— PaspaboTuvk - ponb nNo3BongeT OCcylecTBnAaTb AobaBneHne HOBbIX W
0oOHOBMNEHNE paHee 3arpyXeHHbIX npunoxeHun B M, a Takke nonydartb
MHOPMAaUUIO O MPUNIOXKEHUSIX;

— PepakTop npunoxeHuin - ponb NO3BONSAET OCYLECTBNATb OOHOBNEHME
nobbIX paHee 3arpyXeHHbIX npunoxeHun B MM, a Takke nony4atb O HUX
NHopMaLnIo;

- lNonb3oBaTenbs ABpopa MapkeT - ponb MO3BONSET OCYLECTBNATb
3arpysky npunoxeHun wns [llM, a Takke nonyyaTb WHQOpMaLMO O
NPUITOXEHNSX;

— AgmuHuctpaTtop [lMnatdopmbl  YnpaBneHna - ponb  NO3BONSET

OCYyLLEeCTBNATbL BCe AeNCTBUA MO ynpasneHuto MY yepes nHtepdenic MNMoO

yra

YnpaBsneHvue OOCTYNnoMm

OCTIK Poccuum

denepanbHas cnyxkba no TEXHUYECKOMY W IKCMOPTHOMY KOHTPOJI0

Poccuiickon degepaunn
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Tepmun/ Pacwudposka
CokpalyeHue

HTTP HyperText Transfer Protocol — npoTokon npuknagHoro ypoBHs nepegayu
AaHHbIX (M3HA4YanbHO — B BMAE MMNEPTEKCTOBLIX LOKYMeHTOB). OCHOBOWM
HTTP aBnsetcs TeXHONMOrnsa «KNUeHT-cepeep», TO eCTb npegnonaraeTcs
CylleCTBOBaHWe noTpebutenen (KNMEHTOB), KOTOpble WHULUUPYIOT
coeUHeHne 1 NocbinakwT 3anpoc, U NOCTaBLUMKOB (CEPBEPOB), OXMOaT
cCoeduHeHus AOns nonyyeHus 3anpoca, npous3BoaAaT Heobxoanmble
AENCTBUA M BO3BpaLlaloT o6paTHO coobuieHre ¢ pe3ynbTaTtom

IMEI YHUKanbHbIN HOMEpP MOBUNBHOrO YCTPONCTBA, cocToAwmn n3 15 undp

JSON JavaScript Object Notation — TekcTtoBbIN hopmaT obMeHa AaHHbIMWU,
OCHOBaHHbIN Ha JavaScript

WLAN Wireless Local Area Network — nokanbHasi ceTb, NOCTPOEHHAsA Ha OCHOBE

GecnpoBoAHbIX TEXHOMOMMI
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Jnct perncrtpauum nameHeHum

N3m.

Homepa nuctoB (CTpaHuy)

namve-
HEeHHbIX

3aMe-
HEHHbIX

HOBbIX

aHHynu-
poBaH-
HbIX

Bcero
nCTOB
(cTpaHuu)
B IOKYM.

Ne
AOKyMeHTa

Bxoosawmn
Ne conposo-
AUTENbHOro
OOKYM. U
para

Moan.

JaTta
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