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1. ObLLAA NHOOPMALUA

1.1. Ha3zHa4yeHue u cocTtaB MO

MMO npegHasHayeHo pAnd  ynpaeBneHuss MoOunbHbIMKM - ycTponcTBamn  (MY),
PYHKUMOHMPYOLWNMK No4, ynpaBneHneMm onepaumoHHon cuctembl (OC) Aspopa, mmetrowien
aencTteutenbHbln cepTudukat cooteTcTBua ®CTIK Poccuun, u ynpaBneHuUs XXU3HEHHbIM
UMKIIOM  MOOUnbHbIX  npunoxeHun (M) wn  obHoBnenHnem OC, a Takke pgns
aBTOMaTM3MpoBaHHOM 06paboTkmn cneayroLWmMX BUAOB MHGOPMALINK:

— obuwepnocTtynHasa nHopmauus;

— WH(opMaums orpaHMYeHHOro JOCTyna, He cogepXalas ceeeHu, CoOCTaBNALWMX
rocyfapCTBEHHYKO TaWHy, noanexaiwas 3awute B COOTBETCTBMM C TpeboBaHMsaMU
AEenCTBYOLLEro 3akoHogatenbctBa Poccurickon ®epepaumm B obnactm mHgopMaunoHHOM

©e3onacHoCTW.

NMPUMEYAHWE. MNoa obHoBneHnem OC noHnmaeTcsa numymanusaumsa B OC npoueccos
nonyvyeHus naketoB ¢ mameHeHusmm OC (obpasa OC) u3 OOBEPEHHOro xpaHuvnuuia u ux
ycTaHoBKKU. [lonyyeHne naketoB C maMeHeHusamm OC M ux ycTaHOBKa OCyLLEeCTBNAEeTCS
wratHeiMKn cpeacteamm OC. MNINMO He rapaHTUpyeT ycnex nonyyYeHnsa nakeToB C UBMEHEHNAMM

OC v nx ycTtaHOBKM

MO saBnseTcs npuknagHbIM NporpaMmMHbiM  obecnevYeHnem Cco BCTPOEHHbLIMM
MexXaHu3MamMu 3awmTbl MHpoOpMaLmMM OT HecaHKUMOHMpoBaHHoro goctyna. MNMNO moxeT 6bITh
NCNonb30BaHO, HO HE OrpaHNYMBaTbLCS, B CReaylLWnx cucteMax n oobekTax:

— B rocyfapCTBeHHbIX WHMopMaumoHHbix cuctemax (FMC), He cogepxalimnx
WHOPMaLNKN, COCTaBNSAKOLEN TOCYyAapCTBEHHOM TaWHbl, 0O 1 kKnacca 3allULEeHHOCTU
BKIMIOYNTENBHO B COOTBETCTBUM C AOKYMEHTOM «TpeboBaHus O 3awmuTe UHopMauum, He
cocTaBnaoLen rocy4apCTBEHHYIO  TaWHy, copepxawiemncs B  rocygapCTBEHHbIX
MHOPMALMOHHBLIX CUCTEMax», YTBepXAeHHbIM npukazom PCTIK Poccum ot 11 cdeBpans
2013 r. Ne 17;

— B uHopmaumnoHHbix cuctemax (MC) nepcoHanbHbIX AaHHbIX A0 1 ypoBHSA
3aLMLLEHHOCTN BKIHOYUTENBHO B COOTBETCTBMM C AOKyMeHTOM «CocTaB M cogepxaHue
OPraHM3aumMOHHbIX MU TEXHUYECKMUX Mep Nno obecneyeHnto 6e30nacHOCTU NEPCOHaNbHbIX AAaHHbIX
npu nx obpaboTke B MH(POPMALMOHHBIX CUCTEMAX NEPCOHAaNbHbIX AAHHbLIX», YTBEPXOEHHbIM
npukaszom ®CTIK Poccum ot 18 hespana 2013 r. Ne 21;
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— B aBTOMaTU3MPOBaHHbIX CUCTEMaxX ynpaeneHns o 1 knacca 3alluLeHHOCTU
BKINIOYMTENBHO B COOTBETCTBMM C [OOKYMEHTOM «TpeboBaHma K obecnevyeHuio 3aluTbl
WHOPMaUMM B aBTOMATU3UMPOBAHHLIX CUCTEMaxX YrpaBneHUs MNpPOU3BOACTBEHHbIMU WU
TEXHOSOrMYECKMMN MPOLIECCaMN Ha KPUTMYECKM BaXKHbIX 0ObekTax, NoTeHUManbHO ONacHbIX
obbekTax, a Takke oObekTax, NpeacTaBnAWMX MOBLILEHHYI OMAaCHOCTb AMNS XU3HU U
300pOBbA Jil0OEN W ONA  OKpyXXawowen npupoaHOM cpeabl», YTBEPXKAEHHbIM MNpUKasoMm
SCTIK Poccum ot 14 aBrycta 2014 r. Ne 31;

— Ha 3HauyMMblXx OObeKkTax KpUTUYECKOM MHGOPMALNOHHOM WHEPACTPYKTYpbl A0
1 KaTeropun BKMOYUTENBHO B COOTBETCTBMM C AOKYMEHTOM «TpeboBaHunsa no obecnevyeHuto
0e30nacHOCTM 3HauYUMbIX OOBEKTOB KPUTMYECKOM MH(OPMaUNOHHON UMHMPACTPYKTYpPbI
Poccuickon ®egepauumny», yreepxaeHHbsiM rnpukaszom ®CTIK Poccun ot 25 pekabps 2017 .
Ne 239.

MO cocTtouT M3 cnegyoLWwmx NOACUCTEM:

— noacuctema 6esonacHoctyn (MB);

— nogcuctema «Mapket» ([1M);

— noacuctema lNnaTtgopma ynpasneHuns (MY);

— noacuctema obHoeneHna OC (MOOC).

Baanmopenctene  mexagy — nogcmctemamu n KOMMOHEHTaMM noacuUCTeEM
ocyliecTBnsgeTcs ¢ ucnonb3oBaHmem npotokona HTTP ctangapt RFC 2616, npn aTom obmeH
AaHHbIMK ocywecTBnaeTcsa B popmate RFC 8259 (JSON).

B kauectBe cepBepa 6asbl gaHHbix (B[l) ncnonb3yeTtcsa cepBep C yCTaHOBMEHHOM
cuctemon ynpaeneHus 6asamm gaHHbix (CYB[) Postgres Pro mnn PostgreSQL, B koTopon
xpaHatca gadHble MO, ansa 4Yero npu pasBepTbiBaHUM co3gaeTcda cneuunanbHas b. Ons

XpaHeHnsa nHgopmaumm o ceccusax ncnonobadyetcsa CYB[ Redis.
1.1.1. Ha3HaueHune n coctas b

B Nb peannsoaHbl yHKUnm 6e3onacHocTtun MMO.

MB cocTtonT 13 crneayoLWmx KOMMNOHEHTOB:

— KoHconb agmunHuctpartopa [1b;

— KoHconb BXxoga nonb3oBaTenemu;

— Cepsep npunoxexuin lNb.

C nomowbto KoHconu agmunHuctpaTopa Nb ocywectenseTcs ynpaBneHne y4eTHbIMU
3anncsamu nonb3oBartenien n paboTa € XXypHanom perncrpaumm cobbiTUR.

C nomowpbto  KoHconu  Bxoga  nonb3oBaTenenm  OCYLWECTBNSETCA  BBOA

NOEHTUOMKALMOHHON N ayTeHTUMKALMOHHON NHpopmaumm nonb3oatenamu MIMO.
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Cepep npunoxeHun [NBb npegcrtaBnsetr cobor COBOKYMNHOCTb BeEB-NPUNOXeHUN,
peanuaylLmnx pyHKuun 6e3onacHOCTH, a Takke No3BONSALWNX XpaHUTb B Bl n npegoctaenaTb
cybbektam goctyna MMO goctyn K gaHHbIM 06 y4eTHbIX 3anMcsax Nosib3oBaTenen u XXypHany

permcrpaumnm cobbITUN.
1.1.2. Ha3HauyeHune n coctas 1M

MM cocTouT 13 cnegyowmx KOMMOHEHTOB:

KoHconb agmuHuctpaTtopa [NM;

— KoHconb paspabotumka NM;

— MI1 «ABpopa MapkeT»;

— Cepsep npunoxexuin MNM.

C nomouwbto KoHconun agmuHuctpatopa NM Agmunuctpatop Aspopa MapkeT nony4vaet
NPUNOXEHNA N AaHHbIE O NPUNOXEHUAX, a TaKKe OCYLLEeCTBNSET cornacoBaHne npuUnoXeHnn ¢
uenbto nx nyénukaumm nmbo otkasbiBaeT B NyGnukaumnm.

C nomowbto KoHconu paspabotunka M ocywectBnsetca gobaBneHMe HOBbIX U
obHoBMEHEe paHee 3arpyXeHHblXx NpunoxeHun B M, a Takke ocywiecTBnaeTca AOCTyn K
AAHHbLIM O MPUNOXEHUSNX.

Ml «ABpopa MapkeT» BbinonHaeTcss Ha MY nog ynpaeneHnem OC ABpopa, Cnyxut
Anst oTobpakeHNsa AaHHbIX O MPUNOXEHUAX, @ TaKKe ONs 3arpy3ku, yCTaHOBKW, OBGHOBMNEHUS U
yoaneHusi npunoXxeHun Ha MY.

Cepsep npunoxeHun MM npegctaBnsieT cobon COBOKYNHOCTb BeEB-MPUNOXEHUN,
nossonawwWwmnx xpaHute B B[l n npegocrtaensate cybbektam goctyna [NMNO mHbopmauuio o
npunoxeHnax. HenocpeoCTBEHHO caMu MNPUNOXEHMS, a TakKKe WKOHKM W  CKPUHLIOTHI

NPUMOXEHNA XPaHATCA B (hanfioBOM XpaHuUnuLle.
1.1.3. Ha3sHa4yeHue n coctas 1Y

1Y cocTouT n3 cnegyroLmx KOMNOHEHTOB:

— KoHconb agmuHuctpatopa 1Y,

— MIT «ABpopa LleHTp»;

— Cepsep npunoxexun y.

C nomowbto KoHconum agmuHucTpatopa [1Y ocywecTtBnsietca B3aMMOAeENCTBUE
AomuHucTpatopa lNnatgopmel YnpasneHus c Y.

C nomowbto MIN «ABpopa LleHTp» ocywectBndaeTca aktusaums MY B MIMO.
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MI1 «ABpopa LleHTp» BbinonHseTca Ha MY nog ynpasneHnem OC ABpopa, CnyxuT gns
nonydeHus ynpasnsawwmx coobweHnn ot Cepsepa npunoxeHun MY wn nepegjaym umx
komnoHeHTam OC ABpopa, a Takke nepepadm Ha Cepsep npunoxeHun Y cBegeHun o
HacTporkax un koHgurypauun OC Aspopa. B 3aBUCMMOCTM OT ynpaBnsioLero coobLeHnsa nnm
odnanH-cueHapuda, nonyyeHHoro ot Cepepa npunoxeHun 1Y, Ml «Aspopa LeHTp»
nocpencTBoM Bbl3oBa MHTepdencHblx yHkunm OC ABpopa nMeeT BO3MOXKHOCTb:

— BKMOYaTb U BbIKIOYaTL AOCTYN K Kamepe Ha MY,

— BKNHOYaTb M BblKMAOYaTb JOCTYN K 6pay3epy Ha MY;

— 06HoBnATL Bepcuto OC Ha MY,

— ©6nokupoBaTtb 1 pasdbnokuposatb MY;

— ouyvwaTb JaHHble (BOCCTaHaBMBaTb 3aBOACKNE HAcTpourkn) MY;

— yCTaHaBnMBaTb M yaansaTb NpuUnoxeHus Ha MY,

— nonyyatb AaHHble 0 cocTosiHUM MY u cobbiTnsax 6esonacHoctn MY;

— nonyyatb norn c MY,

— yCTaHaBnvBaTb pacnucaHve obmeHa AaHHbIMKU ¢ MY;

— BKMOYaTb U BbIKMoYaTb goctyn k ynpasneHntio WLAN HacTporikamu;

— BKNtoYaTb 1 Belkntoydatb goctyn K WLAN Ha MY,

— BKOYaTb U BblKNOYaTb goctyn K Touke goctyna WLAN Ha MY,

— OrpaHuymuBaTbh M NpegocTaBnaTb goctyn Kk MTP;

— OrpaHuymBaTb M npegoctaBnaTb goctyn K Bluetooth (dyHKkumMoHan goctyneH ans
Bepcun OC Aspopa 4.0.1 n Bblwe);

— W3MeHNATb Naponb y4eTHoW 3anucu nonb3oaTtens B OC ABpopa;

onokuposatb MY npu cmeHe SIM-kapTbl (OthnanH-cueHapuin);

6nokuposatb MY npu OoTCYyTCTBUM CBA3KN C cepBepoM (ohnanH-cueHapum);

6nokupoBatb MY npu Bxoge B 30Hy aenctena WLAN (odpnanH-cueHapuin);

— ©GnokupoBaTtb n pasbnoknposaTb MY npu HaxoxgeHun BHe 30HbI gencteus WLAN
(othnanH-cueHapun).

Cepsep npunoxeHun [1Y npegcrtaBnset cobor COBOKYNHOCTb BeEB-NMPUNOXEHUN,
nosponswwmnx xpaHute B B wn npepoctaBnate cybvektam poctyna (MO agaHHble ©
HacTporkax OC ABpopa, a Takke OpMMpOBaTb ynpasnsawwmne coobuweHns Aans

MI1 «Aspopa LleHTp».
1.1.4. HasHa4deHue n coctaB [1OOC

MOOC cocTonT n3 cnegyroLwmx KOMNOHEHTOB:
— Cepsep npunoxeHunn NOOC.



10
AIMI.20134-01 91 01

Cepsep NPUNOXEHUN MnoocC npeacrasnseT cobon COBOKYMHOCTb

BEO-NPUNOXXEHUI, MO3BONAKLWNX XpaHUTb B B[l U npedocTaBnsATb creaywoline AaHHble O

naketax OC (3arpy3o4Hbii mogynb OC):

— MHGOPMALMIO O BEPCUSIX;

— apgpec xpaHunuwa naketos OC.

Ons XxpaHeHuss n guctpmbyuum naketoB OC npumeHsieTca dannosbin cepsep,

pa3BepHyTbIN C ucnosib3osaHnem Nginx.

1.2. ®DyHKUMM noacuUcTem

®dyHkumm Mro:

— [1B obecneuyunBaeT:

NOEHTUMKALNIO N ayTEHTUdMKaALUNIO nofnb3oBaTtenen n MY,

ynpasneHue nageHtndukaTtopamm nons3osarenen u My;

ynpaBneHue cpeacrsamMmmn ayTeHTUmnkauuu;

ynpasneHue y4eTHbIMW 3annucsamm nonb3osartenen n My;

porieBoe ynpasneHne 4OCTYNoM cybbekToB JoCTyna K o6bektam AoCcTyna;
pernctpauunio cobbiTnin 6e3onacHoOCTH;

npegocrtasneHne MHTepcbeVlca nonb3oBaTtendm NnoacucTeMsbl.

— M obGecneynBaer:

ynpasneHne Xum3HeHHbIM  LWKITOM I'IpI/IJ'IO)KeHI/IIZ (3arpy3|<a, corfnacoBsaHue,

yaaneHue n nyonvkauus);

yrnpasrneHve auctpubyuuen  onyobrnmMKOBaHHbBIX  MPUMNOXEHUA  (CKaunBaHue,

yCTaHOBKa, 0OHOBMEHWE, yaaneHue npunoxeHmmi Ha MY);

npegocTaBneHne nHTepgenca nonb3oBaTensiMm NOACUCTEMBDI.

— [1Y obecne4yuBaeT:

ynpaBneHue otaensHoiMu MY (onepaTuMBHOE ynpaBneHue);
ynpasneHue rpynnamu MY,

ynpasneHue nonutnukamu,

ynpasneHue onanH-cueHapuamu;

ynpasneHue 3anucsamm o MY;

ynpasreHue 3annucsamm o nosnb3oBarensax MY;

ynpasneHue npuroxeHusamun Ha MY,

KOHTpOsb cocTosaHna MY;

KOHTPOJSIb NPUMEHEHNA NONUTUK Ha MY,
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e npepocTasrieHne nHTepdenca nonb3osaTendam nNOgCUCTEMDI.

— OOC obecneyunBaeT:

e npepfocrasneHne nHgopmaumm o naketax OC;

e ynpasneHune anctpubyumen naketos OC.

Bce nogcuctemsbl

MMO no3BoNAKT BbLIMOMHATE NOrMpoBaHME WHAOPMALMOHHbLIX

coobuieHnn, cooblieHnn o6 owmnbkax, nNpeaynpexneHnn mn oTnagoyvyHon uHdopmaumn B

cuctemHbin xypHan OC cepsepa npunoxeHun (systemd).

1.3. YcnoBusa BbINONMHEHUdA

Ons

PYHKLMOHNPOBAHWS

nporpamMmmMHO-TEXHUYECKMEe CcpeacTBa.

B Tabnuue

npunoxexun MrO.

(Tabnuua 1)

npmnBeaeHbl

nno

Heobxoanmsl

crnenyolime

annapaTtHble XapaKTepUCTUKM CepBepoB

Tabnuuya 1
Napamerp KonuyectBo MY
10 000 50 000 100 000 275 000 550 000

Mpoueccop 2 saapa 3 agpa 3 agpa 6 sgep 6 sgep
O6bem onepatmBHou | 4 6 476 66 816 810
namsaTu
Obbem Xectkoro | HDD HDD HDD HDD HDD
aucka 600 8010 110176 13016 16016
KonuyectBo cepBepoB | 3 3 3 3 6

B Tabnuue (Tabnuua 2) npuBeeHbl

npunoxexun Mro.

NporpaMmHble XapaKTEpPUCTUKN CepBepoB
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MapameTp

3HauyeHue

OI'IepaLI,VIOHHaﬂ cucremMa

OpHa un3 cnegytowmx OC:
CentOS Bepcuun 7 unu BolLwe;

CentOS Bepcum 8 unu BblLLE;
AnbT 8 CIM1

BaﬂaHCMpOBLLI,I/IK MUKpOCePBNCOB

Nginx Web Server Bepcun 1.18 nnu Bbiwe

Cuctema oBHapyXeHusi cepBUCOB

Consul Bepcun 1.9 nnu Bbiwe

CpepfctBo ynpaBneHust

KOHpUrypaumsiMm MMKPOCEPBUNCOB

Consul Template Bepcun 0.25 nnu Bblwwe

CepBuC rapaHTpOBaHHOM JOCTaBKM

coobLeHnn

Nats Streaming Server Bepcun 0.20.0 nnu Bblwe

MpuknagHoe nporpaMMHoe

obecrnevyeHne

Mo «Aspopa LleHTp»

B Tabnuue (Tabnuua 3) npMBeaeHbl annapaTHble XapakTepucTukn cepeepos b/.

Tabnuuya 3
KonunyectBo MY
MapameTp 10 000 50 000 100 000 275 000 550 000
ne, NM, Ny N6, NmM, Ny N6, MM, Ny| nNb nm, ny ne |NM, ny

Mpoueccop 2 aapa 3 agpa 3 agpa 3aapa [4sagpa |3 agpa |6 agep
Ob6bem 3r6 66 8T6 1276 |12T6 24T6 (24T6
onepaTuUBHOM
namsaTu
Obbem SSD SSD SSD SSD SSD SSD SSD
»KecTkoro aucka |2756 1.3Tb 3Tb 55Tb |2Tb 11TB 3.5Tb
KonuyectBo 1 1 1 1 1 1 1
cepBepoB

B tabnuue (Tabnuua 4) npueedeHbl NporpamMmMHble XapakTepucTuku cepeepos BA.

1AnbT 8 CIM (ceptndukaT cootBeTcTBUS PCTIK Poccum Ne 3866, pericteuteneH go 10 aBsrycta 2023 r.).
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MapameTp

3HauyeHue

OI'IepaLI,VIOHHaFI cucremMa

OpHa u3 cnegytowmx OC:
— CentOS Bepcuun 7 unu BbILLE;

— CentOS Bepcuun 8 unu BbiLLe;
— Anbt 8 CI1

cyb[

OpHa u3 cnegyrowmx CYB[:
— Postgres Pro 11,

— Postgres Pro 12;
— PostgreSQL 11.11 vnu Beiwe (ana OC CentOS);
— PostgreSQL 12.6 nnu Boiwe (ana OC CentOS)

CYB[ ons xpaHeHusa ceccui

Redis 6.0.10 unu BbiWwe

Pacwupenne CYB[] PostgreSQL
ANsi NapTULMOHUPOBaHNA Tabnuy,

BA

pg_partman 4 nnu Bbile

Pacwupenne CYB[] PostgreSQL
nogaepxusatroLLee ObICTPLIN
MOUCK CXOXNX CTPOK

pg_trgm

B Tabnuue (Tabnuua 5) npuBeaeHbl NporpaMMHbIe XapakTepucTukn MY.

Tabnuuya 5
MapameTp 3HavyeHue
OnepaunoHHas cuctema OC Aspopa, wumewwass OEACTBUTENbHbIN cepTudmkaT

cootBeTcTBUA PCTIK Poccuun

MpuknagHoe nporpaMmmHoe

obecrneyeHune

— MI1 «ABpopa LleHTp»;
— MI1 «Aspopa MapkeT»

[Ons paboTbl nonb3oBatenen ¢ Beb-uHtepencom MMO gomkHbl ncnonb3oBaTbcHa BEO-

Opaysepbl, nogaepxuBatowme TexHonormn: TLS, CSS3, HTML5, ECMAScript 5 un Cookie.

PekomeHayeTca ncnonb3oBatb Be6-6paysep Chrome Bepcum 75 nnm Boiwwe.

B VC, oGpabaTbiBatowmnx MHpopmaLmio orpaHMYeHHOro Aoctyna, TpebyoLLyo 3almThbl

B COOTBETCTBUU C 3aKoHOAATeNbLCTBOM P®, Heobxoammo ncnonb3oBaTb BeO-Opay3ep 13 coctaBa

OC, nwvetowen ceptudukat cootrsetcteuss PCTIOK Poccun. PekomeHayeTcs ucnonb3oBaTtb Be6-

6pay3sep Firefox Bepcun 52 nnm Bbiwwe.

BapuaHThl

KOHdUrypaumm cpegsbi

bYHKUMOHUPOBAHMS,

TectupoBaHue MO, npuBegeHsl B Tabnuue (Tabnuua 6).

B KOTOpPbLIX MNpoBOAUIIOCH
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oC

CYB[l | C3U HCA,

CepBep npunoxeHmun

Cent0S-7.6.1810, kernel:
3.10.0-957.el7.x86_64

C3M HCL «Dallas Lock Linux»?

CentOS-7.5.1804, kernel:
3.10.0-862.11.6.el7.x86_64

CneuunanbHoe nporpammMmHoe
obecneyenune (CMO) C3N HCO «Akkopa-X
K» 3

CentOS-7.7, kernel: 3.10.0-
1062.9.1.el7.x86_64

C3W «Secret Net LSP» Bepcusa 1.10.14

CentOS-8.0, kernel: 4.18.0-
80.el8.x86_64

C3W «Secret Net LSP» Bepcus 1.10.1

AnbT 8 CI

CepBep

BO/cepBep B n cepBep NpUNOXeHUN

Cent0S-7.5.1804, kernel:
3.10.0-862.11.6.el7.x86_64

PostgreSQL 11.11 |CIMNO C3UN HC[L «Akkopa-X K»

CentOS-7.6.1810, kernel:
3.10.0-957.el7.x86_64

PostgreSQL 11.11 |C3UN HC[ «Dallas Lock Linux»

CentOS-7.7, kernel: 3.10.0-
1062.9.1.el7.x86_64

PostgreSQL 11.11 |C3U «Secret Net LSP» Bepcua 1.10.1

Cent0S-8.0, kernel: 4.18.0-
80.el18.x86 64

PostgreSQL 11.11 |C3U «Secret Net LSP» Bepcua 1.10.1

CentOS-7.5.1804, kernel:
3.10.0-862.11.6.el7.x86_64

PostgreSQL 12.6 |CIlNO C3UMN HC[ «Akkopa-X K»

CentO0S-7.6.1810, kernel:
3.10.0-957.el7.x86_64

PostgreSQL 12.6 |C3U HCJ «Dallas Lock Linux»

CentOS-7.7, kernel: 3.10.0-
1062.9.1.el7.x86_64

PostgreSQL 12.6 |C3U «Secret Net LSP» Bepcna 1.10.1

Cent0S-8.0, kernel: 4.18.0-
80.el8.x86_64

PostgreSQL 12.6 |C3U «Secret Net LSP» Bepcua 1.10.1

AnbT 8 CI

Postgres Pro

2 C3N HCQO «Dallas Lock Linux» (ceptudukaTt cootBetctBuss PCTOK Poccum Ne 3594, penctButeneH Ao

04 viona 2024 r.).

8 CNO C3N HCLO «Akkopa-X K» (ceptudmkat cootBetcTBus PCTOK Poccum Ne 3760, penctButeneH o
04 nronsa 2020 r., TexHu4eckas nogaepxka go 31.01.2025 r.).
4 C3WN «Secret Net LSP» (ceptucpmkatr cootBetctBuss PCTOK Poccum Ne 2790, penctButeneH p[o

18 nekabps 2023 r.).
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2. YCTAHOBKA MMo

BHUMAHME! [Mpwn konupoBaHum komaHg B popmate PDF 13 HacTosiero JOKyMeHTa
OyaobTe BHUMaTenbHbl. AaMuHUCTpaTop/Pa3paboTunk [JOIKeH MpoBepsTb pesynbTaThl

BbIMNOJSTHEHNSA KOMaH Ha 3KpaHe.
2.1. Obwasa nHpopmaumsa

YcraHoska lMIMO n komnoHeHTOB cpeabl dyHKUMoHnpoBaHusa MNIMO ocyuwecTBnsaeTcsa ¢
noMoLLbto cLeHapueB ycTaHoBku MNI10, BeinonHAeMbIX Ha ynpasnswowen N3BM 1 HanncaHHbIX
C MCNONb30BaHWEM [eKnapaTUBHOIO A3blka pasMeTKn AN onucaHma KoHdurypauum Ansible.
CueHnapuu yctaHosku MIMO no3BonsaOT BbINOMNHUTL YCTAHOBKY KakK JTOKarnbHO (BCE KOMMOHEHThI

Ha ogHou N3BM), Tak n ¢ yoganeHHon NM3BM (ynpasnstowen NM3BM) (PucyHok 1).

YnpaenAwwaa MN3BM

J
I I ) 1

Cepeep CYB[ Cepeep NpMNoKEeHW Cepeep NpUno#eHui Cepeep NpUNoHEeHM
= ( ne ] [ ns | [ ne |
“ [ MM ] [ M | [ M |
— C v || C» J|| v
W | rnooc ] [ nooc | [ rnooc |

PucyHok 1

Ynpasnswowasa N3BM Heobxogmma Tonbko anga yctaHosku MIMO

YctaHoBka [NMO ocywecTenseTcsa B ABa 3Tana:

1) YcTtaHoBKa KOMMNOHEHTOB cpeabl YHKLUNOHNUPOBAHUS;

2) YctaHoska [MM0.

MpenycmoTpeHbl cnegyowme TUnbl KOHPUrypaumMoHHbIX hannos:

1) KoHdourypaumnoHHble aunnbl cueHapueB YCTaHOBKW cpefbl (PYHKUMOHMPOBaAHUA
MMNO. OnucaHne napamMeTpoB KOHMUrypauMOHHbIX (PannoB CLeHapueB YCTaAHOBKW cpeabl
dyHKunoHnposaHus MMO npuBeaeHo B pasgene 7 HAacTOALWEro AOKYMEHTa;

2) KoHdurypaumoHHble cannsl moaynen MMo:

— MB;

- MM;
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- MYy;
— MOOC.
OnuncaHne napameTpoB KOHUrypauumoHHbix ¢annos mogyneun MO npuBeneHo B

pasgene 8 HacTosLWero AOKyMeHTa.
2.2. Nopspok gencteumn no npuemke Mo

2.2.1. lNpoBepka KOMMMEKTHOCTH

2.2.1.1. lMpoBepka NpoBOAUTCA MNyTEM CPaBHEHWUS KOMMMEKTHOCTM MNpeacTaBNEHHOro
MO ¢ KOMNNEKTHOCTbLIO, YKa3aHHOW B COOTBETCTBYIOLLEM pasferie AokyMeHTa «Popmynsp»
AOMI.20134-01 30 01.

2.2.1.2.TINO cuuTaeTca yaoBNeTBOPAKOWMM TpeboBaHMAM, €CNU  KOMMNEKTHOCTb
npegcraeneHHoro MO cooTBeTCTBYEeT KOMMMEKTHOCTW, YKa3aHHOM B COOTBETCTBYHOLLEM
pasgene gokymeHta AIMIM.20134-01 30 01

2.2.2. NpoBepka KOHTPOSbHbIX CYyMM

2.2.2.1. Npoeepka MIMO nposoantcs nytem cpaBHeHus KC 3arpysodHoro moayns Mo
CO 3Ha4YeHusMU, ykasaHHbIMU B COOTBETCTBYHOLWEM pasgernie gokymeHta AIMI.20134-01 30 01
1 Ha aTukeTke DVD c 3arpy3oydHbim mogynem [MI10O.

2.2.2.2. KC dchannos MO paccumTaHbl ¢ Ucnonb3oBaHMEM nporpammbl «llporpamma
doukcaumm n KoHTpons uenoctHoctn nHdopmaumm « PUKC-Unix 1.0» (paspabotunk 3A0 «L|BU-
cepBuc», ceptugukar cootsetctBus POCTOK Poccum Ne 680, pencteuteneH Ao
26 cpeBpansg 2021 r., OKOH4YaHWE CpOKa TEXHUYECKOW noaaepkn 26 dpespans 2026 r.

2.2.2.3. TMNO cuutaetca ygoeneTsopsitownM TpeboBaHusim B criydae cosnageHnsa KC,
BblJAHHOW NpOrpaMmon, CO 3Ha4eHUsIMK, yKkasaHHbIMK B AokymeHTe ALMI.20134-01 30 01 n Ha

aTuketke DVD.
2.2.3. [NpoBepka kavyecTBa N3roTOBMNEHUSA

2.2.3.1. Npoeepka MNMMO npoBognTCcs NyTEM BHELLIHErO ocMoTpa nosepxHoctu DVD IMIMO
Ha nNpegMeT OTCYTCTBUA BUOAUMbBIX MexaHudecknx gedektoB n BblducneHuss KC 3anucaHHOM
MHGopMaLuu.

2.2.3.2.TINO cuntaetca yposneteopstowmm TpeboBaHuam, ecnm DVD npuHat OTK
npeanpuaTUS-U3roToBuTens, He MMeeT BUOUMbIX MeXaHWYeCKuX AedeKToB, YCTaHOBIEHHbIN
cpok xpaHeHust DVD He npeBbiwan 12 mecsaues, a 3HavyeHne KC 3anucaHHon uHdopmauum

coBnagaeT co 3HayeHueMm, npuseneHHbiM Ha DVD n B AIMIM.20134-01 30 0O1.
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2.3. NMopsapok yctaHoBKM M Hactpoukn OC Ha ynpaBnswowen NMIBM, cepBepax

npunoxeHun n cepeepax bl

Ans ycraHoBku 1 HacTponkn OC Ha ynpasnsiowen N3BM, cepBepax NpuUioXeHun u
cepBepax B[] Heo6xo0anMo BbINOMHUTL Crneayowme OeNCTBUS:
2.3.1. YcraHoButb OC CentOS Bepcun 7/8 unn OC AnbT 8 CI1 Ha ynpasnstowwyto NM3BM,

cepBepbl NpUIIoXeHun n cepsepbl BL.

BHUMAHME! lNepep ycTtaHoBKOW, ykasaHHoN Bbile OC Heo6Xx0aAnMO 03HAaKOMUTLCS C

TpeboBaHnsIMK, NpuBeAeHHbIMU B AOKyMeHTauun Ha C31 HC[.

OC pomkHa 6bITb yCTaHOBMNEHa B MUHUMAarnbHOW KoHdurypauum 6e3 rpaduyeckoro
nHTepdenca. [ina ycraHoskn OC CentOS Bepcun 7/8 HeobxoanmMo ncnonb3oBaTb iS0-006pas, B
Ha3BaHuM KoToporo cogepxuntcs « Minimal». Hanpumep, CentOS-7-x86_64-Minimal-1810.iso.

HacTtpownkn cetn OC gormkHbl yOoBNeTBOPATL cneayowmm TpeboBaHusaMm:

1) ANst OCHOBHOrO CETEBOro MHTEpdenca A0MKEH NPUCYTCTBOBATb KOHAUTYPALMNOHHbIN
ifcfg daunn:

— OC CentOS: /etc/sysconfig/network-scripts/ifcfg-<umMma mHTepdeiica>

BHUMAHME! lMopogepxka naketa Network scripts npekpaweHa B OC CentOS

Bepcumn 8.X. Heo6x0AMMO NPOM3BECTM €ro YCTAaHOBKY C MOMOLLbI KOMaHAbI:

sudo yum install network-scripts

2) ceTeBOM UHTEpPhenc JormKkeH aBToMaTn4eckn 3anyckaTbcs npu 3arpyske OC.
[Ona 9aToro 3HadeHMe napameTpa ONBOOT B /etc/sysconfig/network-

scripts/ifcfg-<uma murepoerca> (gna OC CentOS) oOMKHO MMETL 3HAYEHNE K yesy:

ONBOOT=yes

3) NpuopunTeTbl B KOHPUrypaLMOHHOM hanne /etc/nsswitch.conf hanne JomKHbl

BbIrNggeTb crneayowmm obpasom (npu UCNonb3oBaHUN dnsmasq):

hosts: files dns

roe "..." - ocTanbHble ONuMn, ECNN OHK MCMNOJIb3YHTCA.

2.3.2. [NepenTn B y4EeTHYIO 3anucb nonb3oBaTtens root C NOMOLLbI KOMaHAb!:

su -

2.3.3. HasHaunte nonb3oBatenam OC npaBa Ha BbINOSIHEHME KOMaH4 OT WMEHWU
cynepnornb3oBaTens root.

[ns aToro Heo6xoanmo Ao6aBMTb NONBL30BATENSA B rPyNny wheel, BbIMOMIHMB KOMaHAy:

usermod -aG wheel "uma nosmb3oBaTena"
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Pa3peLLIVITb nonb3oBaTenam, BXoAdAWMM B rpynny wheel, BbINOSIHATbL KOMaHAbI oes

BBOAa napons. [Ana vyero B panine /etc/sudoers paCKOMMEHTUPOBATbL CTPOKY:

# Swheel ALL=(ALL) NOPASSWD: ALL

OTKpbITb pann /etc/sudoers HEOOXOAMMO OT MUMEHWU cynepnosib3oBaTensi root C

NMOMOLLIbIO KOMaHb!:

visudo

BHUMAHME! llpaBa Ha BbINONHEHWE KOMaHZ OT MMEHM cynepnonb3oBaTens root
AOMKHbl ObITb HasHayeHbl BceM nonb3oBaTenaMm (Ha ynpasnsawowen [MOBM, cepsepax
npunoxeHnn n cepsepax b[l), KOTOpPLIMU OCYLLECTBNAETCA YCTaHOBKA KOMMOHEHTOB cpeabl
dyHKunoHnposaHus, CYB[ u MNMO. B npotuBHOM crniydae, B NnpoLecce YyCTaHOBKN BO3HUKHYT

OLLNOKMN.

2.3.4. YctaHoBuTb kognpoBky UTF-8 ¢ nomoLlbo KomaHAabl:
— OC CentOS Bepcun 7/8

localectl set-locale LANG=en US.UTF-8

— OC AnbT 8 CI
B KoHurypaumoHHom anrne /etc/sysconfig/1i18n 3agaThb criegyollee 3HayeHve

napameTpa LANG:

LANG=en US.UTF-8

2.3.5. 3apgatb MmMsa XocTa ¢ NOMOLLbIO KOMaHAbl:

hostnamectl set-hostname "wmMa xocTa.umMa momMeHa'

BHUMAHME! lNpun 3agaHum nmeHn xocta obs3aTtenbHO AOMMKHO ObiTb 3ag4aHO UMs

AOMEHa, KOTopoe oTAendeTcs To4kon. Hanpumep:

hostnamectl set-hostname ocs-app.local

2.3.6. B HacTtpounkax DNS-cepBepa wnu annax /etc/hosts ykaszaTb umMeHa XOCTOB

(hostname) n nonHble nmeHa gomeHoB (FQDN) Bcex cepBepoB knacTepa.

"ip-agpec" "umMmA xocTa.mMA pgoMmeHa'

Hanpumep (B chanine /etc/hosts):

192.168.0.108 ocs-app.local

2.3.7. B channe /etc/resolv.conf ykasatb agpeca DNS-cepBepoB:

nameserver "ip-aznpec"

Hanpumep (B panne /etc/hosts):

nameserver 192.168.0.1
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2.3.8. HacTpouTb MapupyT no-ymonyaHuio (default gateway)d4epes lan MHTepdeic

cornacHo gokymentauum OC.

2.3.9. B OC CentOS otkntounte SELinux. [na atoro B KOHUrypaumoHHoM dhanne

/etc/selinux/config HeoGXoAMMO 3afaTh crieylollee 3HayeHne napameTpa SELINUX:

SELINUX=disabled

2.3.10. Otkntounts B OC MexceTeBOW 9KpaH C MOMOLLbIO BbIMOSHEHUSA CreayoLwmx

KoMaHA:

systemctl stop firewalld
systemctl disable firewalld

2.3.11. 3apgatb Tekywme aaTy 1 BpEMS C MOMOLLbIO KOMaHAbI:

date -s 'YYYY-MM-DD HH:MI:SS'

Hanpumep:

date -s '2021-03-31 12:34:56"

2.3.12. MNepe3sarpyaunTb ynpaenstowyto NMOBM n cepBepbl C NOMOLLBIO KOMaHAbI:

reboot

2.4. Nopapok pasBepTbiBaHMA U HACTPOUKKU ynpasnsatowen NIBM

BHUMAHME! NMepen passepTbiBaHMEM M HAacTponkon ynpasnsatowen N3IBM gomxHbl
ObITb ycTaHOBNEeHbl N HacTpoeHbl OC Ha ynpasnswowen NMNIBM, cepsepax NpUoXeHUn u

cepBepax B[] B cooTBeTCTBMM C N. 2.3 HACTOSLLEro JOKYMEHTA.

[ns pasBepTbiBaHUA KU HacTponku ynpasnawowen N3IBM Heobxoommo BbINOMHUTL
crnepywoume OencTBus:

2.4.1. YctaHoBUTb Ha ynpasnsowen N3BM nakeTbl ¢ NOMOLWbIO NocneaoBaTesibHOro
BbINOJSTHEHUS KOMaH, CneayloLne nakeThbl:

— OC CentOS Bepcuun 7/8 (ynpasnstowas N3IBM):

sudo yum -y install epel-release

sudo yum -y install jg

sudo yum -y install python2-pip

sudo python -m pip install --upgrade "pip < 21.0"
sudo python -m pip install wheel

sudo python -m pip install ansible==2.9.18

sudo yum -y install sed

sudo yum -y install coreutils
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— OC Anbt 8 CI1 (ynpaenstowas N3BM):

sudo apt-get install python-module-pip

sudo python -m pip install --upgrade "pip<21.0"
sudo python -m pip install ansible==2.9.18

sudo python -m pip install psycopg?2

sudo apt-get -y install jg

sudo apt-get -y install coreutils

2.4.2. Hactpoutb SSH pgoctyn ynpasngwowen MN3BM k cepBepamM nNpUnoOXeHUn wu
cepsepam B[l (oaxe B ToM cnyvae, korga ynpasnstowasn NOBM n cepsepbl ycTaHOBMEHbI Ha
ogHown MN3BM):

— cchopMuMpoBaTh KMOYEBYHO Napy Ha ynpaBrsitoLLEM CEpBeEpE:

ssh-keygen -t rsa

— CKONupoBaTb OTKPbITbIV KIOY Ha cepeep npunoxeHun n bL:

ssh-copy-id <umsa nosip30BaTelNa>(@<cepBep NPUIIOXEHMII>
ssh-copy-id <umsa nospszoBaTensa>@<cepsep BI>

— MPOBEPUTbL JOCTYN C yrpaBnaoLLen MalliHbl Ha cepBepbl NpunoxeHnn n b1 no sSsH

Kntoyy (Mpu BbINMOSTHEHUM KOMaHA, HUXKe BBOZA Mapons He JoImkeH TpeboBaTtbcs):

ssh <umMmsa nonb30oBaTeNna>@<cepBep NPUIIOXEHMSI>
ssh <ummsa nomnb30BaTena>@<cepsep BI>

NMPUMEYAHUE. Ynpaenswwme KomaHAbl, hopMuypyeMble CLEeHapuUsiMu YCTaHOBKMU
MMNO, nepenatoTcsa ¢ UCNOMb30BaHNEM NPOTOKOMa SSH.

2.4.3. Co3gatb Ha ynpasnswowen NOBM oTaenbHbIn KaTanor u ckonupoBaTb B HEro
KaTanor /server, Haxogasawmmncs Ha DVD ¢ UN3genunewm.

2.4.4. MNepentn B KaTanor /server C NOMOLLbIO KOMaHAbI:

cd <OyTh K KaTaJIoTy Server>

2.4.5. HazHauuTb nonb3oBaTento nNpaBO Ha WucnonHeHue anna installer-ac.sh ¢

NOMOLLIbIO KOMaHb!:

chmod +x installer-ac.sh

2.4.6. 3anyctuTb installer-ac.sh ¢ nomoulbo KoMaHAabI:

./installer-ac.sh

2.4.7. O3HaKOMUTLCS C «JIMLEH3MOHHBIM CornaweHnemM» 1 NPUHATbL ero

Ans Toro 4yto®bl NPpUHATL «JIMLEH3NOHHOE cornaweHue» (PucyHok 2), Heobxoanmo
nocne Bornpoca «Bbl npuHMMaeTe ycrnoBus NUUEH3UN (y/n)?» BBECTU «y».

B pesynbTate B katanore ¢ ¢annom installer-ac.sh ©OyaeT cosgaH kaTtanor

install-<Bepcwus MI0>. Hanpumep, /install-release-v2.5.1.
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[ompéocs—app ~]% ./installer_ac.sh
NWUEH3WMOHHOE COr NAWMEHWE C KOHEYHBIM NMONb30BATENEM

BAXHO! MEPEQ WCMNONb30BAHWEM MPOMPAMMHOrO OBECMEYEHWA, K KOTOPOMY MPWNACAETCA OAHHOE NWUEH3WOHHOE COrNAWE
HWE C KOHEYHbIM MONb30BATENEM (OANEE NO TEKCTY — «NAUEH3WOHHOE COMMAWEHWE=), MOMANYWCTA, BHAMATENEHO NPOY
WTANTE HWXECNEOY¥WWWE YCNOBWA. ECNW Bbl HE COMNAWAETECE C YCNOBWMAMW HACTOAWErO NWLUEH3WOHHOMO COMMAWEHWA, T
0 Bbl HE WMEETE MPABA WCMONB30BATE NPOrPAMMHOE OBECMNEYEHWE B KAKWX-NWBED UENAX.

1. OMPEOENEHWA

«Mpaeoocbnagatens» — obwecTEo C OrpaHW4eHHod OTEeTCTEEHHOCThW «0TKpuTad MobuneHaa nnaTtoopma» (000 «0TKPHIT
aA MobuneHaa nnaTtoopMax ), 420508, Pecnybnuka TaTapcTad, BepxHeycnoHckuid padoH, r. WHHononuc, yn. YHUBepc
WTeTckana, Oo. 7, oouc 59, OMPH 1161690087020.

«l0» — npuknagHoe nporpaddHoe obecnedeHuwe «Appopa UeHtp» (MN0 «Aepopa UeHTp»), coCTOAWEE W3 CNEegyluux no
ACUCTEM: MPUKNagHOTro nporpaddioro ofiecnededHua «Appopa UeHTp: MnatoopMa ynpaeneHua= (MN0 «Aspopa UeHTp: N

naToopMa yYnpaeneHuA=), NPUKNagHoOro nporpaMMioro obecnededHnAa «Aepopa UeHTp: Mapkets (NN0 «Aepopa UeHTp: M
apkeT») u CepBuca yBepoMmneHuwid Aspopa, nogpobHoe onucaHUMe OYHKUWOHaNbHBIX BEO3MOMHOCTE[l KOTOPOro COQEpMaTCH
B [okyMeHTauuu. [OaHHoe JIMUEHIWOHHOE cornaweHue NpUMeHAeTcA Kak K N0 «Aepopa LeHTp», BrAWHawweMy B cebs
BCE Mepe4yUCneHHble Bbile NOACUCTEeMbl, TaK W K KakAod NoAcUCTEME B OTAENbHOCTH BHE 33BUCHMOCTH OT KOMNMEKTH
OCTH.

«[JOKYMEHTaUWA» — oTHoCcAWMecA K M0 conpoBOOMTEnbHLE MaTepuans, B TOM 4YMcne PYKOBOACTEBO NO YCTaHOBKE W Hac
Tpoike, PykoeofgcTeo Mone3oeaTtend, PykoeogcTeEo AAMMHWCTRaTOpa, KOTOpHe NpuHapnexaT MpaecobnapaTteno.
«¥CTpoWCTBO®» — 3TO annapaTHaa cucTeMa (OW3WYEeCcKaA WIM BUPTYaNbHSA) CO BCTPOEHHLIM 2aNoMUHaWWMM yCTpoAcTEO
M, Ha KOTopbix MoXeT BuTe 3anyuweHo NO.

«llpaBa Ha WHTEenneKTyanbHyw cOBCTEEHHOCTbB® — BCE MPaEa Ha WUHTENNeKTyanbHYHW W MpOoMbILNEHHYW CoBCTBEHHOCTH,
BKNKH4EA Npaga Ha Wu3o0bpeTeHWA, OTKPLITUA W NMaTeHTh Ha W3obpeTeHWA, BKAWMEA 33ABKM Ha BbIQad4y NaTEHTOE W nep
eW3aHHele NaTeHTel, MOBTOPHBIE 3aABKW WNM 33ABKW B ﬂbononmeuue W YacTWU4YHLIe NPoAON¥eHWA; aBTOpPCKWEe npasa; o
Bpa3yel W NPOMEILNEHHBIe 0Dpa3Uubl; TOBApPHBIE 3HAKKW, 3HakW oBCnNyMMBaHWA, OQOpMNEHWMEe TOBapa W NPaga Ha aHanorudy
Hole 0BLeKTol; CekpeTol NPOW3BOACTEa (HOy-Xay), KOMMep4ecKyw TalHy M KOHOMOeHUWanoHYyw WHOOPMaUWW; Npaga Ha
TOMOAOTWW WHTErPanbHEX MUKPOCXEM W NPaga Ha 0oTowabnoHel; W APYrUe WCKNKHUTENBHLIE MPaEa.

«[IA4EH3NOHHOE cOrfaweHue» — npepocTaendaemMoe Bam MNpagccbtnagaTeneM OrpaHM4EeHHOEe NMPEEC H3 MCMONL20BEHWUE OYH
KUMOHaNsHoCTH MO Ha YCNOBWAX NPocToil (HEeWCKNWYUTEensHoR ) NUUEH3WW B COOTBETCTBUM C YCNOBWAMM HacToAwero I
WUEH3WOHHOI O cCOornaweHua.

«KoHe4HbIl Nonb3ceaTens» — nwboe WpUOMHECKoe nuuo (opraHu2auua), koTopoe npuobpeno MO gnA coBCTEEHHOrO WC
NoNL3CBaHWA W He ONA Npofgamu.

«[loNb30BaTeNb» — QU3IWYECKOE MUU0, HenocpefcTEBEeHHO OCyWecTBAANWEs 3KcnnyaTauuw MO B UenAx W nopapgke, onpe
penAeMoM KoHe4YHbM NoNb30BaTeneM.

HacTosawee JIMLEHIWOHHOE COMMSWEHMEe ABNASTCA WPUOMYECKUM COrnaweHueMm mexgy Bamn (ganee no TekcTy — KoHe4Hwl
i nonb3ceatens) u lMpaeoobBnapgaTeneM.

PucyHok 2
2.5. Nopsaaok HacTPOMKU KOMMOHEHTOB cpeabl hyHKunoHnpoBaHus MMO u MMNO

2.5.1. Hactporika KOMMOHEHTOB cpebl PYHKLUNOHUPOBAHUS

[ns HacTpOMKM KOMMOHEHTOB cpenbl PYHKLUNOHMPOBAHUS HEOBXOOMMO BbINOMHUTL
crnepywoume 4encTBus:

25.1.1. I'Iepe|7|T|/| B KaTasnor co cueHapudaMn yCtaHOBKM C NOMOLLBbKO KOMaHAbl:

cd install-<Bepcwusa MIO>/install-ac/

Hanpumep:

cd install-release-v2.5.1/install-ac/

JanbHenwmne OencTBMSA NO  YCTaHOBKE W HACTPOMKE KOMMOHEHTOB  cpenpl
dyHkumoHnpoBanus MINO, a tTakke MNMIMO, He0o6xo0aMMO BbINOMHATL U3 AAHHOIO KaTanora

2.5.1.2. B KOoHurypaumoHHoM daunne inventories/hosts.yml 3agaTb ajgpeca
cepBepoB (MMeHa XOCTOB), Ha KOTOopble OyadyT YCTaHOBMEHbl KOMMOHEHTbI Ccpeabl

dyHKumMoHnposaHua MMO.
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[ns otobpaxeHus agpeca NOBM HeobXxo04MMO BbINOMHUTL KOMaHAY:

hostname

3apaHve agpecoB OcyLLECTBNSETCHA NyTeM Ux gobaBneHus B cekumto hosts, Hanpumep:

app:
hosts:
acenterappO1l:
acenterapp02:
acenterapp03:

[onyckaetca pobasneHve agpecoB nyTeM p[obaBneHnss XOCTOB B rpynnbl, W
AanbHenwnm nepevcnonb3oBaHneM rpynn. Hanpumep, ana Nginx OyayT 3agaHbl agpeca ms

rpynnbl app, KOTopasa 3anoJjiIHeHa BbllUe!

ocCs:
children:
app:
hosts:
ocs—-app.local:
nginx:
children:
app:

Takxe gonyckaeTcsd CMellaHHOe 3ajaHue agpecoB nyTeM ux gobaBneHus B CEKUUIO
hosts N nytem gobasneHns XOCTOB B rpynnbl, N JanbHENLINUM Nepeuncnosib30BaHNeEM rpynn.
Hanpumep, ana Nginx 6yayT 3agaHbl agpeca v3 rpynnbl app, KOTopas 3anofiHeHa Bbille U

agpeca 3 cekuun hosts:

ocs:
children:
app:
hosts:
acenterappO1l:
acenterapp02:
acenterapp03:
nginx:
children:
app:
hosts:
acenterapp04:
acenterapp05:
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KoHurypaumnoHHbii hann cueHapus ycTaHOBKM cpeabl pyHKumoHuposaHua MIMO Ha

ogHon NOBM c agpecom ocs-app.local UMEET CneayoLwmn BUA:

all:
children:
ocs:
children:
app:
hosts:
ocs—-app.local:
postgresqgl:
children:
postgresgl masters:
hosts:
ocs—-app.local:
postgresqgl slaves:
hosts:
nginx:
children:
app:
hosts:
consul:
children:
consul servers:
children:
app:
hosts:
consul agents:
consul template:
children:
app:
nats streaming server:
children:
app:
hosts:
redis:
children:
redis masters:
children:
app:
hosts:
sentinel:
children:
app:
hosts:

Mpumepbl annoB hosts.yml ONA OOHOHOOOBOW W KracTepHOW KOoHQUrypaumm
npueBeaeHbl B KaTanore samples/ac/inventories/.
OnuncaHne napameTpoB KOHQUrypaumoHHoro danmna inventories/hosts.yml

npmueegeHo B n. 7.1.1 HacToAWwero AoKyMeHTa.
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2.5.1.3. B KoH(wurypaumoHHom danne config/vars/ vars.yml HeobxogMmo
3agatb NMBO NOMEHATb NpPeayCTaHOBMNEHHbIE 3HAYEeHUS CneayLWwnx napaMmeTpoB:

— napameTpbl nogkntodeHus nogcuctem MNMO k B

postgresqgl:
dbname: example db name # database name
port: 5432 # port
user: example user # user
password: ocCs # password

— naponb cynepnonb3oBaTens CYB/[ Postgresql, koTopbi 6611 3agaH npu ycTaHOBKe
cybO:

postgres password: "postgres"

— TOKEH p[JocTyna K CepBUCY rapaHTUPOBaHHOW [JOCTaBkM COOOLEeHM Nats

Streaming Server:

nats: auth token: "FF12fddgdhFLL"

— naponb goctyna Kk CYB[] Redis B napameTtpe redis password:

redis password: "@rTT9089087fslk"

— TOKeH O0CTyrna K cucteme O6Hapy)KeHI/IFI cepBucoB Consul:

consul acl master token: "ae9f5abb-6b8f-9252-59¢c5-53bcb651£182"

OnuncaHve napameTpoB KOHMUrypaumoHHoro danna config/vars/ vars.yml
npueegeHo B n. 7.1.1 HacToALWero AoKyMeHTa.

2.5.1.4. HactpouTb  napameTpbl  B3aumogencTeua  knueHtoB  CYBO  (npwu
HeobxoanmocTh).

Mo ymonyaHui cueHapum YCTaHOBKM aBTOMATMYEeCKM 3ajalT  napameTpbl
B3auMOLENCTBUS KNNMEHTOB (Hanpumep, cepsepoBs npunoxenun MNroO) CYB[.

[ononHuTenbHyd HacTpowky B3aumogencteus knueHtoB CYB[ Heobxogumo

OCYLLECTBIATb B COOTBETCTBUM C M. 2.9.2 HACTOSALEro AoKyMeHTa.
2.5.2. Hactpowuka MO (noacuctem MrO)

BHUMAHMUE! [lepen BbiNnofHEHMEM HacTpoek HeobxoaMMO O3HaAKOMUTbCS C
MHGOpMaunen, npuesegeHHoOW B N. 8.2.7 HACTOSLLEro JOKYMEHTa.
Ansa Hactpowikn MMNO Heo6x0ANMO BbINOMHUTL cneayolmne 4enCTBUS:

25.2.1.Tepennith B CO3QaHHbLIN  KaTtanor  (kartanor: /install-<Bepcwus

I0>/install-ac/) " oTpedakTMpoBaTb KOHpUrypaLMOHHbIN drann
config/vars/ vars.yml
B paHHOM KOHdUrypaunmoHHom dhanne HeobxoguMmo 3agaTtb, MO0 MNOMEHATH

npegycraHoBJ1IEHHbIE 3HAYEHNA:
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— [OMEHHOE MMS A5 MEXCEPBUCHOIO B3anMOLENCTBUSA B paMKax ogHON HoAbl (y3na
cepBepa) OO/MKHO UMETb 3HadYeHne local (domain: local);

— BHelwHune (nybnuyHble) agpeca IMMO, Hanpumep:

aps_admin address: "http://ocs-app.local:8009"

aps _client address: "http://ocs-app.local:8009"
aps_dev _address: "http://ocs-app.local:8009"

aps market address: "http://ocs-app.local:8009"
auth admin address: "http://ocs-app.local:8009"
auth public address: "http://ocs—-app.local:8009"
emm admin address: "http://ocs-app.local:8009"

emm mobile address: "http://ocs-app.local:8009"
pkgrepo admin address: "http://ocs-app.local:8009"
pkgrepo mobile address: "http://ocs-app.local:8009"
push admin address: "http://ocs-app.local:8009"
push public address: http://ocs-app.local:8009

Mpun ycraHoBke [MNO B o0gHOHOOOBOM KOHUrypaumm BHewHun agpec [MMNO B
yKasaHHbIX Bbllle napameTpax MOXHO He 3agaBaTtb. B gaHHomMm cnydae 6yaeT mcnonb3oBaTtb
agpec, 3afiaHHbIN B rpynne app KOHQUrypaumoHHoro anna inventories/hosts.yml.
|

— YpPOBEeHb AeTanu3auum coobLieHun normpoBaHns (pekomeHayeTcs 3agaTb "info"

nNpwv TECTOBOM 3KCNyaTauumn 1 "warning” Npy NPOMBbILLSIEHHOW SKCMyaTaumm):

logger level: "info"

OnucaHve config/vars/ vars.yml napamMeTpoB KOHMUrypaumoHHoro anna

npueBeneHo B n. 8.3.2, 8.3.3, 8.3.4, 8.3.5 HacTosLEero JOKyMeHTa.
2.5.2.2. 3apaTtb CEKPETHbIE KINOYM KIMEHTOB (CEPBUCOB)

Mo>kHO 3aaaTb 0aUH OOLLMIA KN4 AN BCeX KIMEHTOB, MO0 3aaaTb OTAeNbHbIN KITHoY And

KaXaoro KrnueHTa.
O6Lwui KITHoM 3afaeTca B napameTpe ac_common client secret

KOHJUrypaumoHHoro ganna config/vars/ vars.yml, Hanpumep:

ac_common_client secret: "7dd7c204aa4f6192e70fadc5642d3755" # common
OIDC client secret for AC installation

Onucanne config/vars/ vars.yml napaMeTpoB KOHUrypaumoHHoro danna

npusegeHo B n. 8.3.2, 8.3.3, 8.3.4, 8.3.5 HacToALLEero JOKyMeHTa.

CeKkpeTHble KITHOYM KIMMEHTOB (CepBMCOB) 3a4aloTcA B napameTpe * client secret

KOHUrypaumoHHblx ¢annos nogeuctem [MMO (davnbl: config/subsystems/<HasBaHue

noncucremer>/vars/ vars.yml) Hanpumep:

auth admin console client secret: "7dd7c204aa4f6192e70fadc5642d3755"
# Secret for OIDC client auth-admin-console
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Onuncanue napameTpoB KOHUrypaunoHHbIX doannos
config/subsystems/<nasBaHme noncucreMmer>/vars/ vars.yml npuseaeHo B n. 8.3.2,
8.3.3, 8.3.4, 8.3.5 HacTo4Llero okymeHTa.

25.23.B cekumnax system n cookie KOH(pUIypaLMOHHOTO danna
config/subsystems/auth/config/services/config.yml.j2 3agaTb naponu,

ncnonb3yemMble Anst 3aWwnTbl KPUTUYHON MHGOPMaLMK (Hanpumep, cookie ceccumn).

BHUMAHME! [JnnHa napons gormkHa 6biTb He MeHee 16 CMMBOSOB.

[nsa atoro HeobxoaMmo yoanntb npueeaeHHble rnpuMmepbl U 3agatb HOBblE 3HaA4YE€HUA

naponewn, Hanpumep:

system:

- kdj%93cxk+57nMad
cookie:

- 9v _wer8*&r= hY8u

BHUMAHME! lNpun obHoBneHun MIMO Henb3s yaanaTe ctapble naponu. Hoeble naponu
JOIMKHbI ObITb A0OaBNeHbl B HA4Yarno cnucka.

Onucanue napamMeTpoB KOHPUrypaumoHHOro danna
config/subsystems/auth/config/services/config.yml.3j2 npuBegeHo B n. 8.3.2

HaCTOSILLEro A0KyMeHTa.

2.5.2.4. BoinonHuTb  HacTpomkn 6GesonacHoctn [MNO, pgpyrme AOONONHUTENbHbIE

HacTpowku NMMNO n HacTponkn nogcuctem MNMNO (npu HeobxoanmocTn).

BHUMAHUE! T[lepen ycraHoBkon [1MO HeobxoAMMO  BbINOSIHUTL  HACTPOMKU
6esonacHoctn [MMNO, pononHutenbHble HacTpourku MIMO un Hactponkn nogcuctem MO (npw
HeobxoaMmocTh).

lMepeyeHb n onucaHne gononHuTenbHbIX HacTpoek MMNO npuBeaeH B nogpasgene 2.9

HaCTOSLLEro JOKYMEHTa.
2.6. NMopsagok ycTaHOBKM KOMNOHEHTOB cpeabl hyHKunoHmnpoBaHus MNMO m MMO

2.6.1. YcTaHoBKa KOMMNOHEHTOB cpebl PyHKLUMOHUpoBaHua MNMO

[nsa yCTaHOBKM KOMMOHEHTOB cpeabl dyHKuMoHnpoBaHus [1MNO Heobxoammo
BbIMNOMHUTb AENCTBUSI, ONUCAHHbIE HUXE.

2.6.1.1. O6ecneunTb CUHXPOHM3ALNIO BPEMEHN MEXOY HOgaMM Knactepa

Mpn akcnnyatauyumn MO B knactepHou KoHdwUrypauumm, Heobxoammo obecneyunTb
CUHXPOHM3aLMI0O BPEMEHM MeXay Hoaamu krnactepa (Hanpumep, C MNOMOLLbK YTUNUTHI

chrony).
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[ns npoBepKM CUHXPOHU3AUMM BpPeEMEHW Heobxoammo 3anyctutb bash-ckpunr,

npeaBapuTenbHO 3a4aB agpeca XOCTOB B NEPeMEHHON HOSTS:

#!/bin/bash

HOSTS="

example-db0l.ompcloud

example-db02.ompcloud

example-inplint0Ol.ompcloud

example-inplint02.ompcloud

example-inplint03.ompcloud

# Prepare ssh sessions to increase speed time checking.
for i in $HOSTS

do
ssh $i "echo $i session created" > /dev/null
done
for 1 in S$HOSTS
do
ssh $i "echo $i “date™" &
done
sleep 10

2.6.1.2. OTKNIOYNTb COKPbITUE OLINOOK B KOHBelepe (pipeline) ¢ NOMOLLBIO KOMAHAbI:

set -o pipefail

2.6.1.3. YcTaHOBUTb Ha CepBepbl NPUNOXeHU 1 cepeepbl bl Heobxoanmble nakeTbl C
NOMOLLbKO KOMaHA;:

— cepBepbl NPUNOXEHWN:

ansible-playbook -i inventories/hosts.yml play-managed-node-

prerequisites.yml -vv -u <mMs TOJIB30OBaTeNsa> —-extra-vars
"node type=app" --limit app

— cepsepbl B[:
ansible-playbook -i inventories/hosts.yml play-managed-node-
prerequisites.yml -vv -u <uMga [OJbL30BaTeNsa> —--extra-vars
"node type=db" --limit postgresql

Hanpumep:

— cepBepbl NPUNOXEHWN:

ansible-playbook -i inventories/hosts.yml play-managed-node-

prerequisites.yml -vv -u omp --extra-vars "node type=app" --limit app
— cepsepbl B:

ansible-playbook -i inventories/hosts.yml play-managed-node-

prerequisites.yml -vv -u omp --extra-vars "node type=db" --limit

postgresql

Ons Toro, 4tobbl yCTAHOBUTb BCe MaKeTbl Ha Bce cepBepbl (Ha Bce CepBepbl

npunoXxeHui n cepeepbl b1 He3aBNCUMO OT UX TUMNA) HEOBXOAMMO BbINONHUTL KOMaHAY:
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ansible-playbook -i inventories/hosts.yml play-managed-node-
prerequisites.yml -vv -u <uMsa HOOJbL30BATEJI>

Mopsagok oencTBun ANs CaMOCTOSTENIbHOM YCTAHOBKW NakeToB npuBeneH B n. 2.9.8
HacTosILWero AoKyMeHTa.
2.6.1.4. YCcTaHOBUTb KOMMOHEHTbI cpeabl dyHKUMoHMpoBaHua (MO ¢ nomoLybo

KOMaHAbI:

ANSIBLE USER="<mma nose3oBaTens>" ./deploy-infra.sh --database

"<Bepcua CYBI PostgreSQL>" --extra-vars "force upgrade=true"
Hanpumep:
ANSIBLE USER="omp" ./deploy-infra.sh --database "11" --extra-vars

"force upgrade=true"

B cnyuae, ecnu tpebyeTtcsa pennvkaums B, komaHay yCTaHOBKM KOMMNOHEHTOB cpeabl
PYHKLMOHNPOBaHWS HeoOxoAMMO  3anycTuTb  C  NapamMeTpoMm --extra-vars

"pg slave recreate=true':

ANSIBLE USER="<umsa nojp3oBarens>" ./deploy-infra.sh --database
"<Bepcua CYBIl PostgreSQL>" --extra-vars "force upgrade=true
Pg slave recreate=true"

OnucaHne napameTpoB 3anycka ckpunta deploy-infra.sh W WX BO3MOXHble
3HayeHus npusefeHbl B nogpasgesnie 3.1 HacTosALWwero JOKyMeHTa.

BHUMAHMUE! Ckpunt deploy-infra.sh NO3BONAeT YyCTaHaBnMBaTb TOJbKO
CYB[ PostgreSQL 11/12. CYB[] Postgres Pro Heo6xoammo ycTaHaBnMBaTb CAaMOCTOATESbHO.

Mpun  wucnonb3oBaHmn  CYBL,  Postgres Pro  nubo, ecnu  ycCTaHOBKY
CYB[ PostgreSQL 11/12 HeobxoauMMO BLINOMAHUTL CaMOCTOATENbHO (6€e3 McnonbL3oBaHUS
CLleHapueB yCTaHOBKN KOMMNOHEHTOB cpefbl pyHKLuMoHnpoBaHus MIMO), To komaHaa yCTaHOBKM

KOMIMOHEHTOB cpeabl (byHKLI,I/IOHMpOBaHI/IFI nMmeert CJ'Ie)J,yI-OU_l,I/IIZ BUA:

ANSIBLE USER="<uma nosjes3oBaTena>" ./deploy-infra.sh --skip-database

OnuncaHne yctaHoBkM M HacTtpouknm CYB[] Postgres Pro, a Ttakke TpeboBaHus K
camocTosTenbHon yctaHoBke CYB[] npuBeneHbl nogpasgene 2.8 HaCTosALWEro AoOKyMeHTa.
Takke MOXHO BbINOMHUTL YCTAHOBKY KOMMOHEHTOB cpeabl (PyHKLMOHMPOBAHMS MO

OoTAEeJIbHOCTK C NOMOLLbIO clieAyolwnx KoMaHa:
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ANSIBLE USER="<uma nospszoBatrena>" ./deploy-infra.sh -c dnsmasqg --
extra-vars "force upgrade=true"

ANSIBLE USER="<mma nosbzoBaTens>" ./deploy-infra.sh -c nginx --extra-
vars "force upgrade=true"
ANSIBLE USER="<mma nosezoBatTens>" ./deploy-infra.sh -c consul --extra-

vars "force upgrade=true"
ANSIBLE USER="<uma nojpszoBarensa>" ./deploy-infra.sh -c consul-template
-—extra-vars "force upgrade=true"

ANSIBLE USER="<umsa nojbs3oBaTens>" ./deploy-infra.sh -c nats-streaming-
server --extra-vars "force upgrade=true"

ANSIBLE USER="<mma nosbzoBaTens>" ./deploy-infra.sh -c redis --extra-
vars "force upgrade=true"

ANSIBLE USER="<uma nospszoBaTensa>" ./deploy-infra.sh -c ocs-user --

extra-vars "force upgrade=true"
ANSIBLE USER="<uma nojbp3oBaTens>" ./deploy-infra.sh -c db --database
<Bepcua CYB]l PostgreSQL> --extra-vars "force upgrade=true"

2.6.2. YctaHoBka MO

Ansa yctaHosku MO HeobxoANMO BbINOSTHUTL KOMaHAY:

ANSIBLE USER=<umMsa noje3osarens> ./deploy-ac.sh --database <CYBI>

OnucaHne napamMeTpoB 3anycka ckpunta deploy-ac.sh U UX BO3MOXHbl€ 3HaYEHMUS
npuBeaeHbl B nogpasaene 3.2 HAcTOSILEro AOKyMeHTa.

Hanpumep:

ANSIBLE USER=omp ./deploy-ac.sh --database 11

[ns yctaHOBKM NOACUCTEM MO OTAENbHOCTM HeobxoaMmo B napameTpe --subsystems
3agatb umsa nogcuctembl. [lNMpumep yctaHoBkn noacuctem (16, MM, TTY un TOOC no

OTAENBbHOCTMU.

ANSIBLE USER=omp ./deploy-ac.sh --subsystems auth --database 11
ANSIBLE USER=omp ./deploy-ac.sh --subsystems appstore --database 11
ANSIBLE USER=omp ./deploy-ac.sh --subsystems emm --database 11
ANSIBLE USER=omp ./deploy-ac.sh --subsystems pkgrepo --database 11

2.6.3. BbINONHUTE orpaHnyeHunst No NPUMEHEHUIO, a TakKe BbIMONHUTL HacTporkn C3UN v

HaCcTpoWKM 6e30MacHOCTM KOMMOHEHTOB cpeabl (PYHKLUMOHMPOBaAHUSA

BHUMAHMUE! Tllocne yctaHoBkn u Hactponku [1MNO HeobxoanmMo BbINOSIHUTL
OrpaHMYeHUss Mo MPUMEHEHUIO, BbINOMHUTL HACTPOMKM Ge30NacHOCTU KOMMOHEHTOB cpeabl
dyHKUMOHMpoBaHus n HactpouTb C3U. Heobxogumasa mHpopmauus npueBegeHa B n. 2.9.7
HacTosilero AokymeHTa n B gokymeHTe AIMIM.20134-01 30 0O1.

2.6.4. [NpoBepka KOPPEKTHOCTM YCTAHOBKM U (PyHKUMOHMpoBaHus MNIMNO

[MpoBepka oOCyLLECTBNSAETCA B COOTBETCTBUM C nogpasgeniom 2.12 Hactoswero

AOKYMeHTa.
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2.7. Appeca Be6G-KoHconen

[MepBOHayanbHbLIM  BXO[,

B [MNO ocywectBnsietca c

nomowlbo  KoHconu

agmuHuctpatopa b ¥ npegycTtaHOBNEHHOW YYeTHOW 3anucu C porblo AgMUHUCTpATOp

YHETHbIX 3anuncemn:

— noruH: admin@omprussia.ru;

— naponb: admin.

Mpn nepsom Bxoae B MNINO Heob6xo0aMMO CMEHUTL Naposb

B Tabnuue (Tabnuua 7) npuBeaeHbl agpeca Beb-KoOHCONEN.

Tabnuua 7

Beb-koHcOmNb

URL-agpec Be6-KOHCONU

MNMpw pasaeneHnn Tpacdumka no nopram

KoHconb agmuHucTpartopa b http://<cepeep npunoxeHmsa>:8019
KoHconb agmuHuctpartopa NV http://<cepsep npunoxeHms>:8015
KoHconb paspaboTtyuka MM http://<cepeBep npunoxenus>:8014
KoHconb agMmuHucTpartopa Ny http://<cepsep npunoxeHms>:8011

Mpwu paspeneH

un Tpacpuka no basepath (url-agpecam)

KoHconb agmuHucTpartopa b

http://<cepBep NPUIIOXSHUS>

:8009/auth/admin/

KoHconb agmuHucTpartopa NV

http://<cepsep

npuioxeHus>:8009/appstore/admin/

KoHconb paspaboTtuuka MM

http://<cepsep

npusioxeHus>:8009/appstore/dev/

KoHconb agMmuHucTpartopa My

http://<cepBep NPUIIOXSHUS>

:8009/emm/admin/

2.8. CamocTosiTenbHas yctaHoBKa u Hactpouka CYB[l

2.8.1. MNopsipok yctaHoBkM n HacTporkn CYB[ Postgres Pro

[nsa yctaHoBku 1 HacTponkn CYB/[ Postgres Pro Heo6xoammo BbINONHUTL CrieayoLimne

JencTeug:

2.8.1.1. YctaHoBUTb Ha cepBepbl B[l ¢ nomolibo nocnegoBaTenibHONO BbINOSHEHUS

KOMaHA cnefyroline nakeTbl:
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— OC CentOS Bepcumn 7 (cepsep bL):

sudo yum -y install epel-release
sudo yum -y install jg

sudo yum -y install unzip

sudo yum -y install perl-1libs

sudo yum -y install libxslt

sudo yum -y install postgresgl-1libs
sudo yum -y install libicu

sudo yum -y install python-psycopg?2

— OC Anbt 8 CIT (cepsep bA):

sudo apt-get -y install jg
sudo apt-get -y install unzip
sudo apt-get -y install python-module-pkginfo

2.8.1.2. YctaHoBuUTb 1 nunumanusnposatb CYB[] Postgres Pro
Mpn uHunumanmsaumm CYB[ [omkHbl ObiTb yCTaHOBMNEHbI creaylowme 3HavyeHus

napameTpoB:

LC_COLLATE 'en US.UTF-8'
LC_CTYPE 'en US.UTF-8'
ENCODING UTF8

YcTtaHoBka u nHnumanusauuna CYB[ Postgres Pro ocyuiectengeTcs B COOTBETCTBUMN C
aKkcnnyatauyuMoHHon pgokymeHtaumen Ha CYB[. [lMlocne yctaHoBkm CYB[ Heobxogumo
Ha3Ha4MTb Naposb AN NONb3oBaTENSA postgres U CO34aTb HA BPEMS YCTAHOBKM CUMBOJIbHYHO

ccbinKy (symlink) ans coketa PostgreSQL PRO ¢ nomouwbio crneayowmx KOMaHa;:

psgl -U postgres

ALTER USER postgres with PASSWORD 'mapoJb';
exit

sudo 1ln -s /tmp /var/run/postgresqgl

2.8.1.3. B KoHdurypaumoHHbix cainax CYB[ pg hba.conf M postgresgl.conf
3apaTtb criegyrouime napameTpbl:

— Tun coeguHeHusa, ananasoH |IP-agpecos knueHToB Bl;

— wumsa b1, nma nonb3oBaTtens;

— cnocob ayTeHTUMKaunm KnneHToB;

— naporb nons3osatena CYB[] B napameTtpe pg superuser password.

2.8.1.4. YcTaHOBUTb pacluMpeHne pg partman C MOMOLLbIO KOMaHAbI:

— OC CentOS Bepcun 7

sudo rpm -ivh pg partmanllpro-v4.3.0-1.el7.x86 64.rpm

— OC AnbT 8 CI1

sudo rpm -ivh pg partmanllpro-4.3.0-1.alt.x86 64.rpm




32
AOMI.20134-01 91 01
YKasaHHble rpm-nakeTbl Haxogsatcsas Ha DVD c¢ 3arpy3odHbiMn mogynamu MO B
KaTanore /server/install-infra.tar.gz/install-
infra/binary/postgresqgl/pg partman/.

2.8.1.5. MNepesanyctutb cepuc CYB[ Postgres Pro ¢ noMOLLblO KOMaHAb!:

sudo systemctl restart postgrespro-std-11

2.8.2. Nopsipgok yctaHoBKM 1 HacTporkn CYB[ PostgreSQL 11/12

2.8.2.1. YctaHoBUTb Ha cepBepbl Bll, paboTtatowme nog ynpaeneHnem OC CentOS ¢
MOMOLLbIO MOCNeA0BaTENBHOMO BbIMOMHEHNUSI KOMaHZ crieaytoLimne nakeThbl:
— OC CentOS Bepcuun 7 (cepsep bl):

sudo yum -y install epel-release
sudo yum -y install jq

sudo yum -y install unzip

sudo yum -y install perl-1libs

sudo yum -y install libxslt

sudo yum -y install postgresgl-1libs
sudo yum -y install libicu

sudo yum -y install python-psycopg?2

— OC CentOS Bepcum 8 (cepsep b):

sudo yum -y install epel-release
sudo yum -y install jg

sudo yum -y install unzip

sudo yum -y install perl-1libs

sudo yum -y install libxslt

sudo yum -y install postgresgl-1libs
sudo yum -y install libicu

sudo yum -y install python-psycopg?
sudo yum -y install python38

sudo yum -y install python38-pip

In -s /usr/libexec/platform-python /usr/bin/python

2.8.2.2. BeinonHuTb ycTaHoBky 1 HacTporky CYB[] PostgreSQL 11/12 B cooTBETCTBUM C
AokymeHTauven Ha CYB/[.
Mpu uHunumanmsaumm CYB[ pomkHbl ObiTb yCTaHOBMNEHbI Crneaylowme 3HavyeHus

napamMeTpoB:

LC COLLATE 'en US.UTF-8'
LC CTYPE 'en US.UTF-8'
ENCODING UTFS8

2.8.2.3. YcTaHOoBUTb paclumpeHue pg_partman ¢ nomMoLLb KOMaHAbl:
— OC CentOS Bepcun 7 n CYB[] PostgreSQL 11

sudo rpm -ivh pg partmanll-4.2.0-1.rhel7.x86 64.rpm
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— OC CentOS Bepcun 8 u CYB[] PostgreSQL 11

sudo rpm -ivh pg partmanll-4.4.0-1.rhel8.x86 64.rpm

— OC Anbt 8 CIN 1 CYB[ PostgreSQL 11

sudo rpm -ivh pg partmanll-4.1.0-1-alt.x86 64.rpm

— OC CentOS Bepcun 7 n CYB[] PostgreSQL 12

sudo rpm -ivh pg partmanl2-4.4.1-1.rhel7.x86 64.rpm

— OC CentOS Bepcun 8 u CYB[] PostgreSQL 12

sudo rpm -ivh pg partmanl2-4.4.0-1.rhel8.x86 64.rpm

YKasaHHble rpm-nakeTbl Haxogsatcsas Ha DVD c¢ 3arpy3odHbiMn moaynamu [MO B
Katanore /server/install-infra.tar.gz/install-
infra/binary/postgresqgl/pg partman/.

2.8.2.4. MNepesanyctutb cepuc CYB[ 12 B cooTBeTCTBUM C AOKYMEHTaumen Ha CYB[.
2.9. JononHutenbHble HacTpouku MIMO u cpeabl pyHkumoHnposaHusa MMNO

2.9.1. Hactpouka B3anmogencTema cepeepa npunoxenun Ny ¢ SMTP-cepsepom

[ns HacTtpounku B3aumogencteus MNMNO ¢ SMTP-cepesepom Heob6XxoaMMO B CEKUUM SMT P
KOHUrypaLumnoHHOro danna cueHapues yCTaHOBKMU ny _vars.yml
(config/subsystems/emm/vars/ vars.yml) 3agaTb Tpebyemble 3Ha4EHUS:

agpec an. NoYTbl, C KOTOPOro OTNPaBNATCS NUCcbMa (NapameTp: from);

agpec cepBepa an. no4ythl (NapameTp: address);

— TN ayTeHTUdMKaummn (napameTp: authType);

— napameTpsbl 4N 3agaHHOro Tmna ayteHTuukaumm (usrername, password nap.).
3Ha4eHuns napameTpoB from U username AOJHKHbI ObITb MAEHTUYHLI, MHAY€ NOYTOBLIN CEPBEP
OyneT OTKIMOHATb COOOLLEHUS

OnuncaHne napameTpoB KOHUrypauMoOHHOro danna cueHapveB ycTaHoBku [1Y
~vars.yml (config/subsystems/emm/vars/ vars.yml) npuBegeHo B n. 8.3.4
HaCTOSALEro AOKyMeHTa.

B IY nogpepxumBatotcsd PLAIN, CRAM-MD5, LOGIN TUNbl ayTeHTUdUKaumMm SMTP. B
3aBMCUMOCTU OT UCMOMb3yeMOro Tuna ayTeHTudukaumm HeobxoauMoO 3afaTb cregylowme

napameTpsbl (OcTanbHble NapamMeTpbl OCTaBUTbL 6e3 N3MEHEHWI):
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— PLAIN
smtp:
from: "user@example.com"
address: "smtp.example.com:1025"

tls: true

authType: "PLAIN"

host: "example.com"
username: "test username"
password: "test password"
identity: "identity"

— CRAM-MD5

smtp:
from: "user@example.com"
address: "smtp.example.com:1025"
tls: true
authType: "CRAM-MD5"
username: "test username"
secret: "test secret"”

— LOGIN

smtp:
from: "user@example.com"
address: "smtp.example.com:1025"
tls: true
authType: "LOGIN"
username: "test username"
password: "test password"

— ©6e3 ayTeHTMdmKauum

smtp:
from: "user@example.com"
address: "smtp.example.com:1025"
tls: true

2.9.2. Hactpouka B3anmogencteus knmentos CYB[]

Hactponkn  B3ammopenctBua  knuveHtoB ¢ CYBL  3agaloTtcd B cekummn
pg hba settings KOH@UrypaumoHHoro davna config/vars/ vars infra.yml.

B naHHOWM cekuuun cogepkatcsa cneayowme napameTpsbl:

— type - TMN noaknto4yeHus k CYbM;

— name - MMeHa nonb3oBatenen CYB[], npaBuna gocrtyna ans KoTopbix onpeaensieT
AaHHas 3anunchb;

— database - mMeHa 6a3 gaHHbIX, 4OCTYN K KOTOPbLIM ONUCbIBAET AaHHAsA 3aMucb;

— address - IP-agpec nogkntodeHusa unm IP-agpec noacerwy,

— method - METOL ayTEHTUUKaALNK.
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OnucaHne cekumin KoHdUrypaunmoHHoro cpamna npmBegeHo B n. 7.1.3 HacTosLlero

AOKyMeHTa.
2.9.3. HacTtpowka pasgeneHus tpaduka

MMO nossonseT pasgenaTb BXOAAWMN Tpaduk (url-3anpocsl) crnegyrowmmMm cnocobamu:

— No nopTam - B JaHHOM cny4vae kaxpast KoHconb agmuHucTpaTopa/paspaboTtymka
(nn6o API gna B3anmopgenicteus ¢ M) npuBssaHa Kk onpeaeneHHoOMy nopTy;

— No Dbasepath (url-agpecam) - B JgaHHOM crniydae kaxpas KoHconb
agMuHucTpatopal/paspabotyunka (nub6o APl gns B3aummopgenctena ¢ MI1) npuBasaHa K
onpeaeneHHomy url-agpecy;

— no pgomeHam (cybgomeHam) — B gaHHoOM  cnydae  kaxpass  KoHconb
agMunHucTpaTopa/paspabotymka n APl ansa Bsammogenctema ¢ MIMN (nubo rpynna koHconen n
API) npuBsasaHa K onpegeneHHoMy gomeHy. PekomeHayetca nybnunyHble koHconu n API
NpuBA3bIBaTb K AOMEHY, KOTOPbIN MMeeT JOCTyn U3 ceTn VIHTepHeT, a BHYTPEHHUE KOHCOMNU
(KoHCOnMn agmMuHUCTpaToOpOB) NpMBA3bIBaTb K AOMEHY, HE MMeLWeMy OO0CTyn M3 CeTu
WHTepHerT.

Mpun yctanoske MO «no ymonyaHuo» pasgeneHve Tpaduka ocyllecTBnaeTcs no

basepath (url-agpecam)

[Ona Toro 4ToGbl BLINOMHUTL HACTPOWKY pasdeneHnsa Tpaduka, HeobxoaMmo B
KOHUrypaumoHHom dpanne config/vars/ vars.yml 3agaTb 3Ha4YeHus MapamMeTpoB B
cooTBeTCTBUM C Tabnumuen (Tabnuua 8).

MpuBeaeHHble B Tabnuue 3HadYeHUsa basepath (He NyCTble 3HAaYeHUs basepath) u
HOMepa MOpPTOB HOCAT peKkoMeHAaTesNlbHbI Xapaktep W MoryT ObiTb u3MeHeHbl. [lpu
pasgerneHun Tpaduka no nopram 3HavYeHUs basepath B KOHPUrypaUMOHHOM dpainne AOSKHbI

ObITb MYCTbIMU, KPOME pkgrepo repo basepath.

Tabnuuya 8
CepBuc (Moaynb) | MapameTpbl
Mpwu paspeneHun Tpacuka no nopram

Auth public API auth public address: http://<cepsep
gateway npunoxeHmus>: 8018
(vHTepdenc MNMO gns auth public basepath: ""
naeHTudmKkauum n
ayTeHTudunkauum
nonb3osaTernen)
Auth admin API auth admin address: "http://<cepsep
gateway (KoHconb npujioxeHms>:8019"
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CepBuc (moaynb)

MapameTpbl

agMmuHuctpaTtopa lB)

auth admin basepath: ""

AMM device API
gateway (APl ansa
B3aMMOLENCTBUSA C
MI1 «Aspopa LieHTp»)

emm mobile address: "http://<cepsep
npuioxeHmua>:8012"

wn

emm mobile basepath:

AMM admin API gateway

(KoHconb agMuHucTpaTtopa
ry)

emm admin address: "http://<cepsep
npuiaoxeHmus>:8011"

emm admin basepath: ""

Aurora market admin
API gateway (KoHconb
agMuHuctpaTopa M)

aps admin address: "http://<cepeep
npujoxeHmss>: 8015"

aps_admin basepath: ""

Aurora market
development API
gateway (KoHconb
paspaboTtumka M)

aps dev _address: "http://<cepsep
npuioxeHms>:8014"

aps dev basepath: ""

Aurora market client
API gateway

(API onga B3anmogencTeus ¢
MIT «ABpopa MapkeT»)

aps client address: "http://<cepsep

npuioxeHms>:8016"

aps market address: "http://<cepsep

npujoxeHms>: 8016"

wn

aps client basepath:

wn

aps market basepath:

Package repository
admin API gateway
(API onga B3anmogencTeus ¢
MNOOC, Tonbko ansa
B3ammogencteua MY ¢
MooC)

pkgrepo admin address: "http://<cepsep
npuiaoxeHms>:8022"

pkgrepo admin basepath: ""

Package repository
device API

(API onga Bzanmogencteus
MY ¢ NOOC)

pkgrepo mobile address: "http://<cepsep
npuiIoxeHms>:8023"

pkgrepo mobile basepath: ""

dannosbin cepsep NMNOOC

pkgrepo repo address: http://<cepsep
npunoxenusa>: 8030

pkgrepo repo basepath: "/pkgrepo/mobile"

Mpu paspneneHuun Tpacmka no basepath (url-agpecam)

Auth public API
gateway
(nHTepdenc MMNO ans
naeHTndurkaumn mn

auth public address: "http://<cepsep
npujoxeHms>:8009"

auth public basepath: "/auth/public"
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CepBuc (moaynb)

MapameTpbl

ayTeHTudunkauunm
nons3osaTerien)

Auth admin API
gateway (KoHconb
agMmuHucTtpaTtopa [1B)

auth admin address: "http://<cepsep
npuiaoxeHmus>:8009"

auth admin basepath: "/auth/admin"

AMM device API
gateway (APl ans
B3aMMOOencTBUA ¢
MI1 «Aspopa LieHTp»)

emm mobile address: "http://<cepsep
npuiaoxeHmus>:8009"

emm mobile basepath: "/emm/mobile"

AMM admin API gateway

(KoHconb agMuHucTpaTtopa
ry)

emm admin address: "http://<cepsep
npuioxeHmus>:8009"

emm admin basepath: "/emm/admin"

Aurora market admin
API gateway

(KoHconb agMuHucTpaTtopa
M)

aps_admin address: "http://<cepsep
npujoxeHms>: 8009"

aps_admin basepath: "/appstore/admin"

Aurora market
development API

gateway (KoHconb
paspaboTtyuka M)

aps dev address: "http://<cepsep
npuioxeHms>:8009"

aps_dev basepath: "/appstore/dev"

Aurora market client
API gateway

(API onga B3anmogencteus c
MIT «ABpopa MapkeT»)

aps client address: "http://<cepsep
npuioxeHms>:8009"
aps market address: "http://<cepsep
npujoxenms>: 8009"

"/appstore/mobile"

"/appstore/mobile"

aps_client basepath:
aps market basepath:

Package repository
admin API gateway
(API onga B3anmogencTeus ¢
MNOOC, Tonbko Ansa
B3ammogencteua MY ¢
MooC)

pkgrepo admin address: "http://<cepsep
npuioxeHms>:8009"

pkgrepo admin basepath: "/pkgrepo/admin"

Package repository
device API

pkgrepo mobile address: "http://<cepsep

npuioxeHms>:8009"

(API anga B3anmogencTeus pkgrepo mobile basepath: "/pkgrepo/mobile"
MY ¢ MOOC)
dannosbinn cepeep NMNOOC pkgrepo repo basepath: "/pkgrepo/mobile"

pkgrepo repo address: "http://<cepsep

npujoxeHms>:8009"

MNMpwu pasgeneHnn Tpacdumka no AoOMeHaMm

Auth public API
gateway
(nHTepdenc MMNO ans

mww

auth public basepath:
auth public address:
"http://<cybmoMeH .moMeH>"
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CepBuc (moaynb)

MapameTpbl

naeHTUduKaumMm un

(APl gns B3anmogencTems ¢
MIT «ABpopa LieHTp»)

ayTeHTudunkauum

nons3osaTeren)

Auth admin API auth admin address: http://<cyBmomeH.nomen>
gateway auth admin basepath: ""

(KoHconb agmuHucTpartopa

NnoB)

AMM device API emm mobile address: "http://<cybnomeH.nomer>"
gateway emm mobile basepath: ""

AMM admin API gateway

(KoHconb agMuHucTpatopa
ry)

emm admin address: "http://<cybmomen.nomen>"

emm admin basepath: ""

Aurora market admin
API gateway

(KoHconb agMuHucTpaTtopa
M)

aps_admin address: "http://<cybmomeH.nomen>"

aps_admin basepath: ""

Aurora market
development API

gateway (KoHconb
paspaboTtumka M)

aps_dev _address: "http://<cy®momeH.nmomen>"

aps _dev basepath: ""

Aurora market client
API gateway

(API onsa B3anmogenctems ¢
MIT «ABpopa MapkeT»)

aps_client address: "http://<cyBnomen.pmomen>"

"http://<cybmomeH.momeH>"

wn

aps market address:
aps_client basepath:

mww

aps_market basepath:

Package repository
admin API gateway
(API onsa B3anmogencteus ¢
MNOOC, Tonbko Ansa
B3ammogencteua MY ¢
MooC)

pkgrepo admin address:
"http://<cybBmomeH.moMmeH>"
pkgrepo admin basepath: ""

Package repository
device API

(API onga Bzanmogencteus
MY ¢ NMOOC)

pkgrepo mobile address:
"http://<cybBmoMmeH.moMmeH>"
pkgrepo mobile basepath: ""

dannosbin cepsep NMNOOC

pkgrepo repo address: http://<cyBmomex.pomeH>

pkgrepo repo basepath: "/pkgrepo/mobile"
Takke B napametpe listen KOHPUIypaumoHHOro danna
config/subsystems/pkgrepo/vars/ocs-pkgrepo-nginx-static.yml HeobxoaMmo

3agaTb BHeWHW (NybnuyHbin) nopt ansa s3anmogenctama MY ¢ NMOOC. 3HayeHre nopTa JOIMKHO

COOTBETCTBOBATb 3HA4YEHMIO MOpTa, YKa3aHHOMY B MNapamMeTpe pkgrepo mobile address

KOHOUIypauMOHHOro ¢aina config/vars/ vars.yml.
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Hwxe npuBedeH npumep pasgeneHve Tpaduvka Ha gBa AOMeHa (BHYTPEHHWA — He

AOCTYMHbIN N3 ceTn VIHTepHEeT, 1 BHELLUHUI — OOCTYNHbIA U3 ceTn HTepHeT):

aps_admin address: "https://int-ocs.ompcloud"

aps dev address: "https://int-ocs.ompcloud"

aps market address: "https://int-ocs.ompcloud.ru"
auth admin address: "https://int-ocs.ompcloud"

auth public address: "https://int-ocs.ompcloud.ru"
emm admin address: "https://int-ocs.ompcloud"

emm mobile address: "https://int-ocs.ompcloud.ru"
pkgrepo admin address: "https://int-ocs.ompcloud.ru"

OnucaHve napamMeTpoB KOHMUrypaumoHHoro damna config/vars/ vars.yml

npueseneHo B n. 8.3.2, 8.3.3, 8.3.4, 8.3.5 HacTosALLero JOKyMeHTa.
2.9.4. Npumep HaACTPOMNKN eaNHOro hansioBoro XpaHunuila

YcrtaHoButb NFS cepBep B COOTBETCTBMM C odmumanbHOM AokymeHTaumen Ha OC
RedHat, npueegeHHOM Ha cnegylowlen cTpaHuue:
https://access.redhat.com/documentation/en-
us/red hat enterprise linux/7/html/storage administration guide/nfs-
serverconfig.

BbInonHuTe MOHTUpOBaHue darnnoson cuctembl NFS Kk katamory /ocs € MOMOLBIO

KOMaHObl:

mount example.com:/export/ocsfs /ocs

roe,
— example.com — uUM4 y3na ¢annoBoro cepesepa NFS;

— /export/ocsfs — KaTanor, KOTOpbIN 3KCNOPTUPYET example . com;
— /ocs — KaTtanor, K KOTOPOMY OCYLLECTBMNAETCS MOHTUPOBAHME.

,D,J'IFI NpoBepPKN KOPPEKTHOCTU MOHTUPOBaHNA Heo6XxoaAnMO BbINOMHUTL KOMaHOy:

1ls /ocs
n ybéeanTbCs, YTO MOJSTYYEHHbIN CNUCOK dhalnfioB COOTBETCTBYET CNUCKy hannos B

KaTtanore /export/ocsfs Ha KOMNbIOTEPE example . com.

Takke BbINOSIHUTL MOHTUPOBaAHWE (PANNOBON CUCTEMbI NFES MOXHO MyTem
penaktmpoBaHua danna /etc/fstab. [Ansa 3Toro B AaHHbI hann Heobxoaumo AobaBuTb

3arnncb crneayruwiero Bnaa:

example.com:/export/ocsfs /ocs nfs defaults 0 O
PepaktupoBaHne danna /etc/fstab OOMKHO OCYLWECTBNATLCA MOSfib30BaTeNeM C

npaBaMu root.



https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/html/storage_administration_guide/nfs-serverconfig
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/html/storage_administration_guide/nfs-serverconfig
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/html/storage_administration_guide/nfs-serverconfig
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B dannoBom xpaHunuuie cosgatb KaTtanor, B KOTopoM 6yayT xpaHuTbca dannbl Ml
(MKOHKW, CKPUHLLOTBI, rpm-nakeTbl), 3arpyxaemble paspaboTymkamu. [na 3TOro Hy>XHO co3gaTb
KaTanor B COOTBETCTBUW C napameTpoM filestorage path KOH(pUrypaumoHHoro damnna

config/subsystems/appstore/vars/ vars.yml W B CO3JaHHOM KaTanore co3gaTb

KaTanor applications-api:

mkdir -p /ocs/appstore/applications-api

MapameTp filestorage path KOHpUrypawumMoHHOro danna

config/subsystems/appstore/vars/ vars.yml MOXET UMETb Cneayowmnn sna:

filestorage path: "/ocs/appstore"

OnucaHwne napameTpos KOHOUrypaumoHHOro danna
config/subsystems/appstore/vars/ vars.yml npuBegeHo B n. 8.3.3 HacTosaLlero
AOKyMeHTa.

B dannosom xpaHunuuie cosgaTb Kartanor, B KOTOpoM OyayT xpaHutbcs nakeTsl OC
MoocC:

mkdir -p /ocs/pkgrepo

Cos3paBaeMblli  KaTanor [OMKeH COOTBETCTBOBaTb NapameTpaM, 3adaHHbiM B

KOH(purypaumoHHomMm hanne pkgrepo.nginx.conf Beb-cepsepa Nginx Web Server.
2.9.5. HacTpoiika kalmpoBaHusi OTBETOB CEPBMCOB

Ana yBenuyeHnsa npowussogutenbHocTy MO npumeHseTcs KawmMpoBaHWe OTBETOB
cepsucoB ¢ nomoLubo Nginx. Mpun 3TOM JOCTYN K 3aK3LWMPOBAHHbLIM JaHHbIM OCYLLIECTBAAETCS
Yyepe3s wno3bl goctyna Mro.

HacTponkn kawmpoBaHuMA 3afaloTca B crnegyrwmx KoHUrypaumoHHbIX dannax
cueHapueB yCTaHOBKM cpeabl pyHKumnoHmposanus MMo:

1) B KOHMUrypaumoHHom anne shared roles/nginx/defaults/main.yml
3ajatorcs:

— cache enabled - BKIMIOYEHNE/BbIKIIOYEHNE KILLMPOBaHWS;

— cache path - kKaTanor XxpaHeHus Kalla,

— keys zone - UMl 30Hbl B pasgenseMon namaTu, rae byaeT XpaHUTbCA KaL,

— keys zone size - pa3mep 30Hbl B pa3gensaemMon namaru,

— cache max size - M@kCMmarnbHbIi pasmep BblAENseMon nof K3l namsatu (Koraa

MECTO 3aKaH4MBaeTCs, NGiNX caM yaansieT yctapeBLllmne AaHHbIe);

— cache inactive - Bpems, nocne KoToporo Kaw 6yaet asToMaTU4ecKn o4mnLLaTLCS.
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Hanpumep:
cache enabled: true
cache path: "/var/cache/nginx"
keys zone: "proxy cache"
keys zone size: "50m"
cache max size: "10G"
cache inactive: "30m"

NMPUMEYAHUE .MakcmanbHbI pa3mMep BblAENSAEMON Nog K3 naMsaTh A0SKeH bbiTb

He meHee 10 0.

2)B KOHUrypaLmOHHbIX dannax config/subsystems/<HazBaHue

nomcucrTemer>/vars/services.yml 3apgatwTca API

dyHKumMn (endpoint-bl) TMNO  ana

KOTOPbIX Heob6xoaMmMo BbINOJHATb KOlLMpoBaHME, a TakKXKe napaMeTpbl KSWMpOBaHUA O51A

kaxxgon APl doyHKUmK:

— proxy cache - BKNoYeHue kawmposaHua ona APl dpyHKuun;

— proxy cache valid - BpeMmsi K3LUMPOBaHUSA oTBeTa (BO3MOXHO 3ajaTb Bpems
KaLMpOBaHNA AN1s1 onpeaeneHHbIX CTaTycoB OTBeTA);

— proxy cache lock - napameTp onpegensetr BO3MOXHOCTb MPOXOXAEeHUs
HEeCKONbKNX 3anpocoB Ha 6akeHa (k cepsucam [MO). MNpn 3HayeHUn «ony» 3anpeliaeTcs
NpoXoXxAeHne HecKomnbkux 3anpocoB Kk cepsucy [0, Bce NOBTOpHble 3anpocbl OyayT
oXmaaTb NOsIBNEHNA OTBETa B Kalle, NMBOo TarmayT 610KMPOBKM 3anpoca K CTpaHuLe.

— proxy cache use stale - nNapameTp onpegendeTt, B KakKux crydasxX MOXHO
NCNonb30BaTh YCTapEeBLUNIN 3aK3LUNMPOBAHHbIA OTBET,

— add header: "X-Cache-Status Supstream cache status" - OupeKkTuBa
pobasnseT HTTP-3aronoBok, cogepxalimii CTaTyc K3LWMpoBaHMS.

Hanpumep:

nginx location dashboard:
path: "~ /vl/dashboards/["/]+$"
proxy cache: "proxy cache"
proxy cache valid: "200 {{ cache interval dynamic }}"
proxy cache lock: "on"
proxy cache use stale: "updating"
proxy cache background update: "on"
add header: "X-Cache-Status Supstream cache status"

2.9.6. [encteusa no 6e3onacHon yCTaHOBKE U HAacTpoOMKe cpeacTBa

YcTaHOBKa, HacTpouka wu akcnnyatauus [MNO  pgomkHa ocywecTBnsaTbCa B

COOTBETCTBUM C IKCNIyaTaunoHHOM AoKymMmeHTaumen Ha [MIMO.
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Mpu mncnonb3osanmn MIMNO B TNC, He copepxawmx MHGOpPMaLUKM, COCTaBMAOLWEN
rocygapcTBeHHON TanHbl 1 knacca 3awmweHHocTn, B C nepcoHanbHbIX AaHHbIX 1 ypOBHS
3aLUMLLEHHOCTU M B aBTOMAaTU3MPOBAHHbLIX CUCTEMax yrnpasneHus 1 kracca 3awueHHOCTU
AOMKHbl  ObITb  YCTAHOBMEHbI 3HA4YeHUs napamMeTpoB, nNpuBedeHHble B  Tabnuue
(Tabnuua 9).

Tabnuuya 9

MapameTp 3HauveHue (ana N'MC 1-ro knacca)

KoHdourypaumnoHHein dann MNb (cueHapus yctaHoBku NB): /var/ocs/auth/config.yml
(config/subsystems/auth/config/services/config.yml.j2)

Mepunopn BpeMeHn Hencnonb30BaHNA He 6onee 45 gHen

noeHTudukatopa (y4eTHOM 3anncu) maxAccountInactivityPeriod:

norib3oBaTtesid, 4epea KOTopoe NnponcxoanT ero 1080h

BGnokupoBaHue:

config.maxAccountInactivityPeriod

MwuHuManbHaga gnvHa napons: He MeHee 8 CMMBONOB

config.passwordSettings.minLength config.passwordSettings.minLen
gth: 8

AndbasuTt napons: He meHee 70 cMMBOJSIOB

config.passwordSettings.minDigits minDigits: 1

config.passwordSettings.minUpperLett | minUpperLetters: 1
ers minLowerLetters: 1
config.passwordSettings.minLowerLett | minSpecialChars: 1
ers

config.passwordSettings.minSpecialCh

ars

MakcnmanbHoe BpemMsi 4eNCTBUS Napons: He bonee 60 gHen
config.passwordExpirationTime passwordExpirationTime: "1440h"
Yncno nocneaHnx NCNonb30BaHHbLIX Maponen, passwordHistoryDepth: 3

KOTOpPbI€ 3anpeLleHo NCnoJib30BaTb
nonb3oBaTtendamMmun npm co3gaHnm HOBbIX napone|7|:
config.passwordHistoryDepth

MakcnmarnbHoe KONMYeCcTBO HeYCNELLHbIX He Gonee 3

NONbITOK ayTeHTUmKauum (BBoga failedLoginTries: 3
HenpaBuIbHOro Naponsi) 40 GrIOKUPOBKMK:
config.failedLoginTries

Bpems GnokMpoBKM y4eTHON 3anmcu He MeHee 15 MUHYT

nonb3oBaTensa B cry4vyae goCTUXeHnsA failedLoginBlockTime: "15m"
YCTaHOBMEHHOIO MakCMMarnbHOro KonnyecTea
HeyCneLHbIX NOMbITOK ayTeHTUdMKaLMN:
config.failedLoginBlockTime
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MapameTp

3HauyeHue (ansa N'UC 1-ro knacca)

KonnyectBo OAHOBPEMEHHbIX ceccumn and
npnBmunernpoBaHHbIX Y4E€THbIX 3anucen:
config.privilegedSessionsLimit

He bonee 2-x

privilegedSessionsLimit: 2

Bpems 6e3gencreus (HeakTUBHOCTH)
nonb3oBaTens, Yepes KOTOPoe OCYLLECTBIIAETCA
3aBepLUeHVe ceaHca nornb3oBaTens:

config.session.rememberFor

He 6onee 5 MUHYT

rememberFor: 5m

KoHdurypauunoHHble doannel M n Y (cueHapues yctaHosku M u ITY):

/var/ocs/appstore/config.yml

(config/subsystems/appstore/config/services/config.yml.j2)

/var/ocs/emm/config.yml

(config/subsystems/emm/config/services/config.yml.j2)

Bpems 0e3gencrems (HeakTMBHOCTH)
nonb3oBaTenisl, Yepe3 KOTOpoe OCYLLEeCTBNAEeTCH
3aBepLUEeHMe ceaHca Nonb3oBaTens:
config.session.rememberFor

He 6onee 5 MUHYT
rememberFor: 5m

Bonee nogpobHoe onncaHne napameTpoB KOHPUIYPALMOHHBIX PannoB config.yml U

config.yml.j2 npuBeaeHo B nyHkTax 8.3.2, 8.3.3 1 8.3.4 HacTosLLero JOKyMeHTa.

2.9.7. dencteua no peanusaumm yHKUMn 6e3onacHocTn cpenbl PYHKUMOHUPOBAHUS

rnno

2.9.7.1. YcTaHoBKa, HacTporka 1 akcnnyaTtaums C31 HCL

Okcnnyartauus MNMNO n CYB gomkHa ocywecTBnATbLCA B ogHoM n3 cneaytowmnx OC:

— CentOS Bepcun 7 c yctaHoBneHHbiMm C3UM HCL «Dallas Lock Linux», wunu

C3U «Secret Net LSP», unn C31 HC[ «Axkkopa-X Ky»;

— CentOS Bepcumn 8 nnu Bblwe;
— AnbTt 8 CI1.

YctaHoBka C3UW HC[O pomxkHa ocyuwecTtenateca nocne yctaHoBku [MO. [lMocne
yctaHoBkn C3W HC[L HeobxoguMmo MNOBTOPHO HasHauuTb nonb3oBatensm OC npaBa Ha

BbINOJIHEHWE KOMaHA OT UMEeHU cyneprnonb3oBaTesnid root B COOTBETCTBUWN C noapasgenom 2.3

HaCTOALLLEro JOKyMeHTa.

YcTtaHoBKa, HacTtpomka wu akcnnyatauma C3UWM HCO un OC Anbt 8 CI1 pgomkHa

OCYLLEeCTBMATLCH B COOTBETCTBUN C IKCNIyaTaumoHHoM gokymeHTaumnen Ha C3U (OC).

2.9.7.2. Mepbl N0 MexXceTeBOMY 3KPaHUPOBAHUIO

B NC pomxHa ocyLecTBnATbCA 3awmuTa nepumeTpa (Pusnyeckmx n (Unmn) normyeckmx

rpanuy) NC ¢ ncnonb3oBaHNEM MEXCETEBOro 3KpaHa TpebyeMoro knacca 3aluThbi.
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MexceTeBOW aKpaH AOSDKEH nponyckatb Tpaduk TONbKO Ha BHewHwue noptobl M0,
ocTanbHOM Tpaduk JormKkeH ObITb 3anpeLleH. NepeyveHb BHeLwHMX nopToB N0 B 3aBMCMMOCTH

OT BapuaHTa HacTpownkn npueedeH B Tabnuue (Tabnuua 10).

Tabnuua 10
Homep nopta Onuncanme KoHdurypaumoHHbin ¢pann, B Tun nopra®
(npoTokon) KOTOpPOM 3apaeTcs nopTt
CepBuchl MO «ABpopa LleHTp»
10000 - 10500 |MopTel cepaucos MMNO shared_roles/systemd- BHYTPEHHUI
(tcp) deploy/templates/systemd-
supplicant.sh.j2
/usr/bin/systemd-
supplicant.sh
Nginx

80 (tcp) Cnyxut ans shared_roles/consul- BHYTPEHHWUN
B3anMoJencTBuA cepBucoB |template/defaults/main.ym
MO apyr ¢ apyrom u 1
MCNonb3yeTcs B TOM
cnydvae, korga
ocyllecTBnsaeTcs
pasgerneHue Tpadguka no
basepath (url-agpecam)

8009 (tcp) BanaHcupoBLUmK shared roles/consul- BHELLHWN
mukpocepsucos (Nginx Web [template/templates/ocs.co
Server). Ucnonbayetcas  [nf.ctmpl.j2
TOM cnyyae, Koraa /etc/consul-
ocyLecTBnsieTcs template/templates/ocs.co
pasgeneHue Tpaduka no nf.ctmpl
basepath (url-agpecam)

8011 (tcp) AMM admin API gateway|config/subsystems/emm/var |BHELWHWUN
(KoHconb agMmuHucTpatopa |s/services.yml U BHYTPEH
ny) HUN

8012 (tcp) AMM device API config/subsystems/emm/var |BHELHUN
gateway (APl ans s/services.yml
B3ammoaencteuns ¢ Mr1
«ABpopa LeHTp»)

> Tunbl NOPTOB:

1. BHelwHMe - 4OCTYN K AaHHOMY TUMY MOPTOB OCYLLECTBNSAETCA U3-3a NpeaerioB KOHTPONMPYEMOW 30Hbl. Hanprumep
3anpocbl OT nosib3oBatenen ¢ ponbio [Monb3oBatens Aspopa MapkeT. [JocTyn K AaHHbIM nopTam wumeet
HapyL1TEnb;

2. BHyTpeHHMe - JOCTyn K JAHHOMY TUMY MOPTOB MOXET OCYLLECTBMATBCS TOMbKO U3 KOHTPONMPYEMOW 30HBI.
[aHHbIe NopThl NCNOMB3YKTCA AN B3aumMoaencTeus: mexay cepsucamm MMO, cepsucos MMNO ¢ KOMNOHEHTaMK
cpeabl yHKUMoHUpoBaHusa MO, komMnoHeHTamwn cpedbl yHKUMOHUpoBaHusa [1MO, npuBmMnerMpoBaHHbIX
nons3osarene ¢ MMMO.
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Homep nopta

KoHdurypaumoHHbin chann, B

OnucaHwue Tun nopra®
(npoTokon) KOTOpPOM 3apaeTcs nopTt
8014 (tcp) Aurora market config/subsystems/appstor |BHELHUN
development API e/vars/services.yml
gateway (KoHconb
paspaboTtyuka MM)
8015 (tcp) Aurora market admin config/subsystems/appstor |BHELWHUN
API gateway e/vars/services.yml WY BHYTPEH
(KoHconb agmMuHucTpaTopa HUN
M)
8016 (tcp) Aurora market client |config/subsystems/appstor |BHELWHUN
API gateway (APl gns e/vars/services.yml
B3ammogencteua ¢ Ml
«ABpopa MapkeT»)
8018 (tcp) Auth public API config/subsystems/auth/va |BHELWHUN
gateway (MHTepdelic MMNO |rs/services.yml
Ans nageHTuuKaumn n
ayTeHTuduKaumm
nonb3oBaTenen)
8019 (tcp) Auth admin API config/subsystems/auth/va [BHyTpeHHMI
gateway (KoHconb rs/services.yml
agmuHucTpaTtopa I1B)
8022 (tcp) Package repository config/subsystems/pkgrepo [BHYTpEeHHMUI
admin API gateway (APl|/vars/services.yml
Ang B3aMMoaencTeus ¢
MNOOC, Tonbko ans
B3ammopgencteusa MY ¢
MOOC)
8023 (tcp) Package config/subsystems/pkgrepo [BHYTPEeHHMUI
repository device /vars/services.yml
API (API gnsa
B3ammogenctaus Ml
«ABpopa LeHtp» ¢ NOOC)
8030 (tcp) dannosbin cepep NMOOC |config/subsystems/pkgrepo [BHeELWHWI
/vars/ocs-pkgrepo-nginx-
static.yml
CYb[ PostgreSQL
5432 (tcp) CYB[ PostgreSQL shared_roles/postgresql/d |BHyTPeHHWI
efaults/main.yml
CYBA Redis
6379 (tcp) redis-server shared roles/redis/defaul |BHYTpeHHWI

ts/main.yml
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Homep nopra KoHdmrypaumoHHbin hann, B
P fop OnucaHue purypau ® ’ Tvn noprta®
(npoTokon) KOTOpPOM 3apaeTcs nopTt
26379 (tcp) redis-sentinel shared roles/redis/defaul |BHyTpeHHWA
ts/main.yml
Consul
8300 (tcp) https://www.consul.i BHYTPEHHee
o/docs/install/ports
8301 (tcp/udp) |https://www.consul.i BHYTPEHHUI
o/docs/install/ports
8302 (tcp/udp) |https://www.consul.i BHYTPEHHWUI
o/docs/install/ports
8600 (tcp/udp) |https://www.consul.i |shared roles/consul/defau [BHyTpeHHMMI
o/docs/install/ports |lts/main.yml
8500 (tcp) https://www.consul.i |shared roles/consul/defau [BHyTpeHHMMI
o/docs/install/ports |lts/main.yml
Nats Streaming Server
4222 (tcp) nats port shared roles/nats- BHYTPEHHWI
streaming-
server/defaults/main.yml
6222 (tcp) nats cluster port shared roles/nats- BHYTPEHHWI
streaming-
server/defaults/main.yml
8222 (tcp) nats monitoring port |[shared roles/nats- BHYTPEHHUI
streaming-
server/defaults/main.yml
Dnsmasq
53 dnsmasq BHYTPEHHWUW
OﬂepauMOHHaﬂ CUctemMa
22 MopT SSH. UcnonbayeTcs BHYTPEHHUI
Ang pa3BepTbiBaHUA U
agmuHucTpuposaHus MMoO.
BHumaHue! Bo3aMOXHOCTb
NCNonNb3oBaHUA AaHHOIo
nopTa onpegensieTcs
pokymeHTauuen C3U ot
HCO

PekomeHayeTca 3anpetutb goctyn K MNMNO npuBunernpoBaHHbIX Nonb3oBaTenen n3-3a
npeaerioB KOHTPOSIMPYEMOU 30HbI, 3anpeTmB goctyn Kk KoHconu agmuHuctpatopa b6, Takke
npu Heobxo4MMOCTM MOXHO 3anpeTuTb OOCTYN K ocTanbHbiM Beb-koHconam. [Ons aTtoro, B

3aBUCUMMOCTU OT BapuaHTa HacTpouiku MO, HeoGxoaMmo paspelnTb TpaduK TONbKO Ha


https://www.consul.io/docs/install/ports
https://www.consul.io/docs/install/ports
https://www.consul.io/docs/install/ports
https://www.consul.io/docs/install/ports
https://www.consul.io/docs/install/ports
https://www.consul.io/docs/install/ports
https://www.consul.io/docs/install/ports
https://www.consul.io/docs/install/ports
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Tpebyembix nopTax, nMbo Tonbko no TpebyembiM url-agpecam B COOTBETCTBUM C Tabnuuen
(Tabnuua 8)

2.9.7.3. Hactponka OC

B uenax saTpygHeHus BO3MOXHOCTEN cbopa nHgpopmaumm o cucteme, Heobxoammo
NCKNIYUTb METKN BPEMEHU N3 3arofloBKOB TCP NakeToB. [1n9 3TOro Heo6xo4MMOo BbINOMHUTD
cnegywowme encTBus:

2.9.7.3.1. B koHGwurypaunoHHbin ann /etc/sysctl.conf Jo6aBUTb CTPOKY:

net.ipvé4.tcp timestamps = 0

2.9.7.3.2. [NpuMeHNTb KOHMUrypauuio, BbINOSTHUB KOMaHAY:

sysctl -p /etc/sysctl.conf

2.9.7.3.3. [MpoBepuTb KOPPEKTHOCTb KOHUIypaLnn, BbIMONHNUB KOMaHAY:

sysctl -a | grep net.ipvé4.tcp timestamps

Ecnu HaCTpOﬁKM caenaHbl npaBuiibHO, TO AOJTKHO ObITb BblBEAEHO 3HAYEHMUE:

net.ipvé4.tcp timestamps = 0

2.9.8. CamocTosiTenbHasi ycTaHOBKa HEODXO4MMBbIX NakeTOB Ha cepBepbl NPUMOXKEHUIN U

cepsepbl B[]

[ns ycTaHOBKM HeobXxoAuMbIX MAKeTOB Ha CepBepbl MPUNOXEHUnM n cepsepbl B
Heob6Xxo4UMO BbINOSHUTL cnefyLlne OeNCTBUS:

2.9.8.1. lNony4nTb CNNCOK HEOBXOAMMbIX MAKETOB

lMepeyeHb HEOOXOANMbIX MAKETOB, KOTOPbIE AOMKHbI ObITh YCTAHOBIIEHbI HA CEPBEPHI
npunoxexHnn n cepeepbl bl 3agaH B hanne play-managed-node-prerequisites.yml,
Haxogsuemcsa B KaTanore co cueHapusmu yctaHosku MNM0O. JaHHbIM hann umeeT cneayroLLyro

CTPYKTYPY:

- name: install requirements to <omnepalumoHHas cuUcTema>

- name: install os packages on db node
loop:
<IlepeueHb IakKeTOB cepBepa BI>
- name: install os packages on app node
loop:
<rImepeuyeHb NaKeTOB CepBepa MNPUJIOXEeHMI>

B cekuunm name: install requirements to <omnepauMOHHas CcuUcTeMa>
3ajaeTcs nepeyeHb naketoB Ang ykaszaHHon OC. [JaHHas cekuus cogepXuT ABe Noacekumn, B
KOTOPbIX 3alaeTCcs NepeyeHb nakeToB ANS cepBepa NpurioxeHun n cepeepa b.

B nogcekumm name: install os packages on db node 3agaeTcs NepeveHb

nakeTos ans cepsepa bl.
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B noocekumn name: install os packages on app node 3agaeTcsa NnepeyeHb

nakeToB AN cepBepa NPUITOXKeHUN.
Mpumep nepedyHss nakeToB Ond cepBepa  MPUITOXKEHUN

dyHKUnoHmpyowmx nog ynpasneHnem OC CentOS 7:

n

cepBepa

B,

tasks:
- name: install requirements to Cent0OS7
block:
- debug:
msg: install requirements to CentOS7

- name: install os packages on db node
package:
name: "{{ item }}"
state: present
loop:
- epel-release
- Jg
- unzip
- perl-libs
- libxslt
- postgresqgl-libs
- libicu
- python-psycopg?
when: node type == "db" or node type == "all"

- name: install os packages on app node
package:
name: "{{ item }}"
state: present
loop:
- net-tools
- epel-release
- Jq
- unzip
- perl-libs
- libxslt
- postgresgl-1libs
- libicu
- dnsmasqg
- bind-utils
when: node type == "app" or node type == "all"
when: ansible distribution == "CentOS" and
ansible distribution major version == "7"

2.9.8.2. YcTaHOBUTbL NMakeThbl

YCcTaHOBKa NakeToB OCYLLECTBSETCSA B COOTBETCTBUMN C AOKyMeHTaumen Ha OC.
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2.9.9. TpeboBaHus K yCTAaHOBKE WU HacTpoWnKe BHeLLHero 6anaHcuposLumka Nginx

YcTaHOBKM UM HacTpowka BHewHero 6anaHcumpoBlumMka Nginx ocylecTensaeTcs
nonb3oBatensaMmu (cucteMHoiMu agmuHuctpatopamu) [1MNO camoctoaTencHo. [lpy 3TOM
BHELLHMI 6GanaHCUPOBLLMK OOMMKEH NOAAEPKMBATb NPOKCUpOBaHMe tcp-coegmHeHni. [lnga aToro
Heobxoanmo:

— B KOHpurypauymoHHom canne Nginx (dann: /etc/nginx/nginx.conf) gobaButb

CTPOKY:

load module '/usr/lib64/nginx/modules/ngx stream module.so';

— nepe3anyctuTb Nginx ¢ NOMOLLbI KOMaHAbI:

sudo systemctl reload nginx

2.9.10. AktnBauma (pa3bnokmpoBka) y4eTHOW 3anucy Mnofib3oBaTesnia ¢ nomouibio sgl-

3anpoca k b1

PasbnokMpoBka y4yeTHbIX 3anucen nonb3osatenen [MNO  ocywecTBnserca
AOMUHUCTPATOPOM Y4YeTHbIX 3anucen ¢ nomoubo KoHconun agmuHuctpatopa [1b. OgHako
yyeTHaa 3anncb AOQMUHUCTpATOpa YYETHbIX 3anncen ToXe MOXeT ObiTb 3abrokMpoBaHa
(Hanpumep, ecnn AgMuHMUCTpaTopa YYETHbIX ANUTENbHOE BpeMS Obifl HE akTUBEH).

B aotom cnyyae, ana pasbnokupoBKM Y4YETHOW 3anucu, HeobXoAMMO BbINOSTHUTL
cnegywowme OencTBus:

2.9.10.1. MNMoakntounTtca k B MB (auth) ¢ nomMoLwbio cnegyLWnX KOMaH4:

psgl -U auth -h <ip-azmpec cepBepa BI> -d auth
\c auth

Hanpuwmep,

psgl -U auth -h 192.168.0.107 -d auth
\c auth

2.9.10.2. PasbnoknpoBaTb y4eTHYI0 3anvcb Nosib3oBaTtens ¢ NOMOLLbIO € sql-3anpoca:

update accounts users.accounts set 1s active=true,
last activity at=now() where login='<email nomb30BaTENA>';

Hanpumep,

update accounts users.accounts set 1s active=true,
last activity at=now() where login='admin@omprussia.ru';

2.9.11. dencteus nocne cbpoca MY Kk 3aBOACKUM HACTpOKMKam

C6poc MY ouuwiaet ero oo 3aBoackmx HacTpoek. [locne cbpoca MY, B 3aBUCMMOCTU
OT TOro, Kakum ob6pasom ObIiM  nepBoHayanbHO  yctaHoBneHwol  MIT  TMNO
(MIM «Aspopa LeHTp» n Ml «ABpopa MapkeT»), Moryt nubo oTcyTcTBOBaTb, OGO COPOLLEHDI

[0 nepBOHa4vanbHOW BEpCcUu.
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Mocne cbpoca MY Heob6xo4MMO BbLINOMAHUTL Cregyroume OeNCTBUS:

1) yctaHoBuTtb MI IO, ecnu nocne cbpoca MY OHU OTCYTCTBYIOT;

2) aktuBuposate MY B [1Y B cooTBeTCTBMM C [OOKYMEHTOM «PyKOBOACTBO
none3oBartens. Yactb 3. lNoacuctema lNnatdopma ynpasneHusa» AAMIM.20134-01 90 01-3;

3) o6HoBMTL MIT MIMO B COOTBETCTBUM C NOAPA3AESNIOM 5.2 HACTOALLErO AOKYMEHTA.
2.10. OnucaHue HacTpouku noacuctem MMNO

2.10.1. Onuncanwune Hactpoukn MM

Hactpowka M 3akntovaeTcsa B HacTponke dpannosoro xpaHunuuwa MNM.

HacTpowky cdannosoro xpaHunuuia Heobxoammo BbINONHATL nocne yctaHosku MIMO

[Ons HacTponkn dpannosoro xpaHuvnuuwa MM HeobxoammMoO BbINOMHUTL CriegyloLlmne

AencTeuns:

— Ha Cepsepe npunoxeHui MM co3gaTtb katanor, B KOTOPOM ByayT XxpaHuTbcsa dpansnbl
Ml (MKOHKKW, CKPUHLLOTLI, rpm-NakeTbl), 3arpy)kaemble paspabotymkamu, nnbo katanor, K
KoTopomy ByaeT MOHTMPOBAaTbCS eANHOE hansioBoe XpaHUuLe;

— B cnyyae ecnu cannesl MIN 6yayT xpaHutbca B kaTanore Ha CepBepe npunoXxeHnn
MM, HeobxoamMmo co3faTb KaTarnor B COOTBETCTBMM C napamMeTpoMm filestorage path
KOHdurypaumoHHoro anna config/vars/ vars.yml, B CO34aHHOM KaTtarnore co3gaTb
KaTtanor applications-api 1 caenaTtb BnagenbLeM JaHHOIO KaTanora nofnb3oBaTens ocs,

noa KotopbiM paboTatoT cepBuchl MNMM:

sudo mkdir -p /ocs/appstore/applications-api
sudo chown ocs:ocs /ocs/appstore/applications-api

MapameTp filestorage path KOHpUrypaLmMoOHHOro danna

config/vars/ vars.yml MOXeT UMETb CrieayloLnin Bua:

filestorage path: "/ocs/appstore"

OnucaHve napameTpoB KOHurypaumoHHoro danna config/vars/ vars.yml
npueegeHo B n. 8.3.2, 8.3.3, 8.3.4, 8.3.5 HacTodLLero gokymeHTa.

— MpW UCNOMNb30BaHUM e4MHOro (hannoBoro XxpaHunuiwa ansa xpaHeHus gpannos Ml Ha

Cepsepe npunoxeHun MM Heobxoammo co3gaTtb Katanor /ocs M caenatb BragenbLem

[laHHOTO KaTanora nonb3oBaTens 0cs, nog KoTopbiM paboTatoT cepsuchl MNM:

sudo mkdir -p /ocs
sudo chown ocs:ocs /ocs
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BHUMAHMUE! Tlpu akcnnyatauum [MO B knactepHon KoHdUrypauum BCe HOAbI
Cepepa npunoxeHun MM [OOMKHBI MMETb AOCTYN K e€AUHOMY (hbannoBOMY XpaHWUIMLLY.
CooTBeTCcTBEHHO BCe HOoAbl CepBepa npunoxeHun MM gormkHbl 6bITb HACTPOEHbI Ha paboTy ¢
AaHHbIM PanNoBbIM XPaHUNLLEM.
lMpumep HaCTPOKrKM egmMHOro annoBoro xpaHmnuuwa n padotel CepBepa NpUNoXeHUn

MM (Hoabl CepBepa npunoxeHnin NMM) npuBeaeHbl B n. 2.9.4 HACTOALLEro AOKYMEHTA.
2.10.2. Onucanune Hactpownkn Ny

2.10.2.1. Hactpouka nogkntodenmsa Y k cepsepy LDAP
[Ons Hactponkn B3ammopgencteua MMO ¢ cepsepom LDAP HeobxoguMmo B cekuum
ldap server KOHMUrypaumoHHoro gavna config/vars/ vars.yml 3agatb Tpebyemble
3Ha4vYeHus:
— address — agpec pacnonoxeHus cepsepa LDAP;
— parent group — rpynna, ¢ KOTopou GyaeT NMpou3BOAUTLCA IKCMOPT AaHHbIX U3
cepsepa LDAP;
— user cn — JIOTMH TeXHU4YeCcKon y4eTHown 3anncu cepsepa LDAP;
— password — MapoSib OT TEXHUYECKOW y4eTHOW 3anucu cepeepa LDAP;
— page size — KONMWYECTBO 3NIEMEHTOB, KOTOPOe OyAeT MMMOPTUPOBAHO 3a OAHY
nTepaumio.
OnucaHne napameTpoB KOHUrypauuoHHoro dawvna config/vars/ vars.yml
npuBeneHo B n. 8.3.2, 8.3.3, 8.3.4, 8.3.5 HacTosLWero 4OKyMeHTa.

MNMpumep HacTpounku nogkntoveHus K cepsepy LDAP B vars.yml:

ldap server:
address: "ldap://dcOl.omptest.test"
parent group: "ou=Test,DC=omptest,DC=local"
user cn: "OMPTEST\\\\Admin"
password: "&UJM, ki8"
page size: 1000

OnucaHue TpeboBaHUN K AaHHbIM, cogepxawumcsa B Active Directory, npvBegeHo B
Tabnuue (Tabnuua 11).
BHUMAHME! MapameTtpbl E-mail, First_name, Last_name aBnsatoTca ob6a3atenbHbIMK.

Tabnuuya 11

MapameTp OnucaHwue MpumeyvaHue
Group HassaHve rpynnbl nonb3oBaTtenen. | Ecnn rpynna nonb3oBaTenemn
dopmar: ot 3 go 64 cnmeonos MY  yxe cyuwecTtsyeT, TO
BbINOSTHAETCA NpuBA3Ka rpynnbl
K nonb3oBartensm MY
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MapameTp Onucanwue Mpumeyanue
E-mail Pabouas nouyta nonb3oBatensa MY. | Paboyas noyTta nonb3oBaTtens
(obsizaTenbHbI) | DopmaT: <NOrMH>@<AOMeHHoe unmsa>, | MY gormkHa 6biTb YHUKaNbHOW
OT 2 A0 256 cMMBOSIOB
First_name Nmsa nonb3oBaTtens MY. ®opmar: ot 2
(o6sa3aTenbHbIn) | g0 64 cumBonoB. CMMBONbI: a-g; a-z;
A-A; A-Z; -; npoben

Last_name damunna. dopmat: or 2 po 64

(obsizaTenbHbI) | cumBonoB. CumBonbl: a-f; a-z; A-A;
A-Z; -; npoben

Job _title [omkHocTb. PopmaT: oT 2 go 256
cumBonoB. CumBonbl: a-g; a-z; A-A;
A-Z; -; npoben

Phone_number Homep TenedoHa. dopmart: ot 2 oo 64
cnmMmBonoB. Tonbko undpbl

2.10.2.2. Hactponka B3aumogenctena Cepsepa npunoxeHun [1Y ¢ Cepsucom
yBegomsieHnn Aspopa sepcum 1.0.0

2.10.2.2.1. CwunxpoHusnposaTtb Bpemsa mexay Cepsepom npunoxenun MY n Cepsncom

yBegomneHun Aspopa (CYA)

2.10.2.2.2. 3apeructpupoBatb B CYA nNpoekT 1 nony4ntb criegyrouime HacTPONKuU:

— ID npoekTa - MAEHTUDUKATOP NpoeKTa, Ncnonb3yembln npu popmmpoBaHmm URL;

— apgpec Push-cepBepa;

— clientId. AKKayHT y4yeTHOM 3anucu B noacucteme 6esonacHoctn Push-cepsuca
(B 6onbLIMHCTBE CryvaeB coBnagaeT ¢ ID npoekTa);

— scope W audience. [lapameTpbl, onpegenswoowme CAUCOK 3anpalivBaeMblX
paspeLleHnn K pecypcam;

— privateKey M privateKeyId. CBs3Ka Knoyen ans ncnonb3oBaHus B 3anpoce no
NONYYEHMUIO TOKEHA.

— |D npunoxeHus.

2.10.2.2.3. B KoHdwurypauuoHHom danne config/vars/ vars.yml 3apaTb

3Ha4yeHus crnegyrowmx napameTpoB:

— push public address - nybnuyHbii agpec CYA (3HauyeHve napameTpa OOMKHO
COOTBETCTBOBATb 3Ha4YeHW0 napameTpa push public address B KOHMUrypaLMOHHOM
¢danne push-server. yml);

— push mobile hostname - uma xocta CYA, K KoTopomy OyAeT noakmovaTbcs

Push-gemoH;
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— push mobile port - HoMep nopta CYA, k koTopomy Byaet noakntovatbes Push-
AEMOH.

Hanpumep:

push public address: "http://ocs-app.local:8009"
push mobile hostname: 192.168.0.115
push mobile port: 999

OnucaHve napameTpoB KOHUrypaumoHHoro @aina config/vars/ vars.yml
npusegeHo B n. 8.3.2, 8.3.3, 8.3.4, 8.3.5 HacToALLEero JOKyMeHTa.

2.10.2.2.4. BknouunTb B 1Y BO3MOXHOCTbL 0TNapBnaTb Push-yBegomneHus

[ns atoro B cekuuMnm push notification system KOHMUrypaumoHHoro daiina
config/subsystems/emm/vars/ vars.yml Heobxogumo 3ajaTb [Ana napameTpa

enabled 3Ha4yeHMe true:

push notification system:
enabled: true

OnuncaHne napameTpoB KOHUrypaumoHHOro Granna
config/subsystems/emm/vars/ vars.yml npuBeaeHo B M. 8.3.4 HacToALLEro JOKyMeHTa.

2.10.2.2.5. 3agaTb HacTpoyikn B3aumoaencTensa ¢ Push-cepsepom

Ana atoro B cekumm push notification system KOHUrypauumoHHoro danna
config/subsystems/emm/vars/ vars.yml Heobxogumo 3ajaTb  3HavYeHus AN
cnegylowmx napaMmeTpos:

— project id - ID npoekTa;

— client id - clientld;

— application_ id - ID npunoxeHus;

— scopes (3Ha4YeHUs OOMKHbI BbITh Yka3aHbl Yepes npoben);

— audience (3HayeHWda JOMKHbI BbITb yKa3aHbl Yepes npoben);

— key_ id - privateKeyld;

— private key - privateKey;

— token url - url-agpec dyHkumm (endpoint-a) Ans nony4eHns TokeHa asTopu3aLnu.

BHUMAHME! 3HayeHns napameTpoB AOSMKHbI OblTb 3af4aHbl B BONHbIX KaBblYkKax.

[ns Toro, 4Tobbl 3aaatb privat key Heob6xoAUMO:

— yepes npoben nocne napameTpa private key NOCTaBUTb CUMBOI « | »;

— Ha HOBOMW CTpOKe 3aJaTb 3HAYEeHWe 3aKpbITOro Kr4a, cobniogas ykasaHHble B

npumMmepe OTCTynbl:

private key: |
————— BEGIN RSA PRIVATE KEY—-———-
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MITJQgIBADANBgkghkiGOwOBAQEFAASCCSwwggkoAgEAAOTICAQCIorNYuLCQK5X/
PVDY9OMLH8DJiE1TOMwzkuhivn2tmm45A93+FZ09G1FHWOP0k4GbUQk1h2Mn4Y£B
RcuVd606gAQh+bbIrgDzeezZ51yY+FA==

Ans nony4yeHuns 3HaveHnss token url HEOOXOAMMO B afpecHon cTpoke Beb-bpay3sepa
BbIMOJNIHUTL 3anpoc <url-ampec push-ceprepa>/api/vl/.well-known, B NOMYyYEHHOM
OTBeTe HaWTW CTPOKY coAepxallyto «/oauth2/token» U 3a0aTb AAaHHYO CTPOKY B NapameTpe
token url, Hanpumep

token url: "http://push.omp.ru/auth/public/oauth2/token"

MNpumep cekumn push notification system  KOHQUrypauuoHHoro  dpawna

config/subsystems/emm/vars/ vars.yml:

push notification system:

project id: "emm buglmrej270aleryt5s0"

push public addreéss: "https://push.omp.ru"

api url: "hTttps://push.omp.ru/push/public/api/v1l/"

client id: "emm buglmrej27o0aleryt5s0"

scopes: "openid offline message:update"

audience: "ocs-auth-public-api-gw ocs-push-public-api-gw"

token url: "https://push.omp.ru/auth/public/cauth2/token"

key id: "public:7N2vJSOV5g"

private key: |
————— BEGIN RSA PRIVATE KEY-----
MIIJQgIBADANBgkghkiGOwOBAQEFAASCCSwwggkoAgEAAOICAQC)orNYULCQKS5X/
PVDY9OMLH8DJiE1TOMwzkuhivn2tmm45A93+FZ09G1FHWOP0k4GbUQk1h2Mn4Y£fB
RcuvVd606gAQh+bbIrgDzeezZ51yY+FA==
————— END RSA PRIVATE KEY—-———-

OnucaHne napameTpos KOHOUIrypaLmMoHHOro danna
config/subsystems/emm/vars/ vars.yml npuBeaeHo B M. 8.3.4 HaCTOALEro JOKyMeHTa.

2.10.2.2.6. lepeyctaHoBuUTb 1Y B COOTBETCTBUM C NYHKTOM 2.6.2 HaCTOSALLEro
AOKyMEHTA.

2.10.2.3. Hactpounka B3aumopencteuss Cepsepa npunoxeHun T[1Y ¢ Cepsucom
yBegomneHun Aspopa sepcun 1.1.0

Mpn HeobxogmmocTn B3ammopencteua Cepsepa npunoxenun MY ¢ CYA Heobxoanmo
BbIMNOMNHUTL CrieayoLme HaCTPOMKMK:

2.10.2.3.1. CuHxpoHusnposaTtb Bpemsa mexay Cepsepom npunoxenun My n CYA

2.10.2.3.2. 3apeructpupoBatb B CYA npoekT n Nony4mTb KOHpUrypaumoHHblie dannbl ¢
HacTporkamu: push-mobile-app.yml n push-server.yml

2.10.2.3.3. CkonunpoBatb MNOSly4YEHHbIE KOHMUrypaumoHHble annbl B  KaTtanor
config/subsystems/emm/vars/ cueHapmeB ycTtaHoBku MO

2.10.2.3.4. B koHMwurypauunoHHom dpavne config/vars/ vars.yml 3agatb

3Ha4YeHuMs cneayLwmnx napameTpos:
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— push public address - nybnuuHbii agpec CYA (3HauyeHve napameTpa OOIMKHO
COOTBETCTBOBATbL 3Ha4YeHW0 napameTpa push public address B KOHMUrypaunoHHOM
danne push-server.yml);

— push mobile hostname - uma xocta CYA, Kk koTopomy OyaeT noaknovaTbcs
Push-gemoH;

— push mobile port - HoMep nopta CYA, k koTopomy Byaet noakntovatbes Push-
AEMOH.

Hanpumep:

push public address: "http://ocs-app.local:8009"
push mobile hostname: 192.168.0.115
push mobile port: 999

OnuncaHve napameTpoB KOHMUrypaumoHHoro davna config/vars/ vars.yml
npueegeHo n. 8.3.2, 8.3.3, 8.3.4, 8.3.5 HacToAWeEro JOKyMeHTa.

2.10.2.3.5. Bkntountb B 1Y BO3MOXHOCTb 0TNapBnaTb Push-yBegomneHus

Ons atoro B cekuuMnm push notification system KOHMUrypaumoHHoro davina
config/subsystems/emm/vars/ vars.yml HeobxogMmo 3ajaTb Ansa napameTpa

enabled 3Ha4yeHMne true:

push notification system:
enabled: true

OnuncaHwne napameTpoB KOHpUrypaLmMoHHOro danna
config/subsystems/emm/vars/ vars.yml NpuBeaeHo B M. 8.3.4 HAacCTOALLEro JOKYMeHTa.
2.10.2.3.6. lNepeyctaHoButb 1Y B COOTBETCTBUM C MyHKTOM 2.6.2 HacTosLwero

AOKyMEHTa.
2.10.3. Onucanmne Hactpoukm NOOC

Ans 3arpyskn naketoB OC B gannosoe xpaHunuue NMNOOC HeobXxoanMMO BbIMNOMHUTL
cnegywowme eNCTBUS:

1) ckonupoBaTb B MPOM3BOSbHbIN KaTanor ¢annosoro xpanunuuwa NOOC apxue ¢
naketamn OC 1 pacnakoBaTb €ro B KaTanor, 3aJjaHHbll B napameTpe root CeKumm location
/pkgrepo/mobile  KOH(UrypauumoHHoro anna /etc/nginx/conf.d/locations-—
external/ocs-pkgrepo-nginx-static.location (no yMOIn4YaHuto Katanor:
/ocs/pkgrepo/repos), nNMbo B napameTpe repos root KOHdUrypaumoHHoro danna
install-<Bepcwusa [II0>/install-ac/config/subsystems/pkgrepo/vars/ocs—

pkgrepo-nginx-static.yml cueHapues yctaHosku MMO:

tar -xf <uma damna c apxuBoMm> -C /ocs/pkgrepo/repos
rm <muMsa Qaniya C apxXUBOM>
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2) 3apeructpuypoBaTb  nNepefaHHblin  penun3  (Bepcuio), pobasme B dhaunn
/ocs/pkgrepo/meta/main.json OMUCaHWe U3 nepedaHHOro BMecTe C apxuBoMm meta-
ganna. lNyTe K anny main.json 3agaeTcd B NapameTpe aliaS CekKUMM location
/pkgrepo/mobile/meta KOHPUrypaumMoHHoro amna /etc/nginx/conf.d/locations-
external/ocs-pkgrepo-nginx-static.location (no yMOn4aHuto KaTtanor:
/ocs/pkgrepo/meta), nMbo B napameTpe meta root KOHMUrypaumoHHoro danna
install-<Bepcusa [ro>/install-ac/config/subsystems/pkgrepo/vars/ocs—-

pkgrepo-nginx-static.yml cueHapues yctaHoBku MNIMO. MNMpumep danna main. json:

{

"brand": "OMPCert",
"releases": [
{
"deviceModel": "p4903",
"latest": "3.0.2.23",
"versions": [
{
"version": "3.0.2.22",
"from": []
bo
{
"version": "3.0.2.23",
"from": [
"3.0.2.22"
]
}
]
Yo
{
"deviceModel": "1801lem",
"latest": "3.0.2.23",
"versions": [
{
"version": "3.0.2.22",
"from": []
Yo
{
"version": "3.0.2.23",
"from": [

"3.0.2.22"
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3) nepe3anycTnTb CEPBUC ocs-pkgrepo-pkg-repo—api C MOMOLLbI KOMaHAbI:

sudo systemctl restart ocs-pkgrepo-pkg-repo-api*

4) ons NPOBEPKN  KOPPEKTHOCTU HACTpPomkm Heobxoaumo BonTu B KoHconb
agMuHucTpatopa Y, ganee nepentn B « ADMUHUCTpUpoBaHne - Hactponku - NHTerpauus -
O6HoBneHne OC» u ybeauTbecsa, 4YTO oTOOpakalTcss UMs cepBepa, MoAenn YCTPOWUCTB U

poctynHble Bepcun OC (PucyHok 3).

~ WHTerpaumn 4 MHTErpaumm
» Cepeep NpUNOMeHWA http://ocs-emm-egress-api-gw.local/appstore/api
~ D6HoBnexmne OC 1 WHTErpauua
w https:/irel-ocs.ompcloud.ru/pkgrepo/mobile %
» 3.5.07 Inoi R7, gmp-m1-n, aq_ns220
Inoi R7 3.5.0.6,3.5.0.3,3.5.0.1,3.4.0.86,3.4.0.62,3.4.0.48
gmp-m1-n 3.50.0.6,3.5.0.3,3.5.0.1,3.4.0.86, 3.4.0.62,3.4.0.48
agq_ns220 3.50.0.6,3.5.0.3,3.5.0.1,3.4.0.86, 3.4.0.62,3.4.0.48
PucyHok 3

2.11. YctaHoBKa MI1

BHUMAHME! [1na He cepTuduumposaHHomn (koprnopaTtnsHon) sepcumn OC Aspopa, Ml

«ABpopa Mapket» n MIN «Aspopa LleHTp» noctaBnsatTca Bmecte OC (BxoaaTt B coctaB OC).
2.11.1. YctaHoBka MIT Ha MY ¢ nomoLbio NpunoXxeHns « TepmuHan»

Ans yctaHoBkn MI1 Ha MY c nomoliblo NpunoxeHus «TepMuHan» Heobxoanmo
BbIMOMHUTL Crieaytowme AencTeus:

1) nogkntounts MY k NMN3BM ¢ nomoLubto USB-kabens;

2) Ha MY nepekntounteca B pexnm «lpoTokon nepegaum mynbtumeguna (MTP)», B

pesynbTaTte B OC oTobpasuntcs BHelwwHun HocuTenb «INOI R7» (PucyHok 4);

PaBouwnit cton

o

v Ycrponctea v ancky (3)

PRl INOIR? am ot o DVD RW auckosoa (D:)
y am s —— | (OVD |
~ 10,4 I'6 ceoboaHo us 237 16 )

v CeTtesble pacnonoxexus (1)

PucyHok 4
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3) nepentn B Katanor Downloads u ckonMpoBaTb B HEro 3arpy3oudHbini Moaynb M1
(RPM-nakeThl);

3arpy3oyHblin  Moaynb B 3aBucumoctm ot Bepcum OC, Haxogutca Ha DVD c
3arpy3o4yHbiM MOyJfieM B KaTarnore:

— MI1 «ABpopa LleHTp»:

/mobile apps/aurora center/<sepcma 0OC>/

Hanpumep,

/mobile apps/aurora center/3.2.1/ (ana OC Aspopa Bepcun 3.2.1).

— MI1 «ABpopa MapkeT»:

/mobile apps/aurora market/<sepcma 0OC>/

Hanpumep,

/mobile apps/aurora market/3.2.1/ (ana OC Aspopa Bepcun 3.2.1);

4) ncnonb3ysa MIN MY «TepmunHan», nepentun B katanor ¢ RPM-naketamn, ¢ nomMoLbio

KOMaHAbI:

cd /home/nemo/Downloads/

I'Ipe,D,BapMTeano HeobxoQMmMo 3agaTb naposib And npunoxeHumsa «TepMI/IHaJ'I». ﬂ,]’lﬂ

3TOro HeoB6XoANUMO BbIMOSTHUTL cnegywowine nencTBeus:

— NPOBECTMU MO 3KPaHy CHWU3Y BBEPX HA IKpaHe NMPUIOXEeHUN N KOCHYTbCHA 3Ha4Yka .
OTo6pasnTcst MEHO HACTPOEK;

— B MEHIO HacTpoek nepenTn K pasgeny «Hactponka 3awmTbl»;

— BblbpaTb NyHKT «[OCTyn K TepMuHany» u creHepupoBaTb naponb (nmbo 3agaTb
naposb BPYYHYIO);

5) yCcTaHOBUTb NakeTbl, C MOMOLLIbI KOMaHAbI:

devel-su pkcon install-local *.rpm

2.11.2. YctaHoBka Ml Ha MY ¢ nomouubto Y
YctaHoBka MI1 «ABpopa MapkeT» Takke MOXET OCYLeCTBNATbCA C nomolybto 1Y,
nogpobHoe onucaHne npueeneHo B gokymeHte AAMI.20134-01 90 01-3.

2.12. NpoBepKa KOPPEKTHOCTU YCTAaHOBKN U hyHKUMOHUpoBaHus MNMMO

2.12.1. Obwune cBeaeHusa

[ns NnpoBepKN KOPPEKTHOCTWN YCTaHOBKM U (pyHKUMoHUpoBaHus MIMO, a Takke cpeqbl
dyHKunoHmnposaHus [MMO B cocTtaB cueHapueB YCTAHOBKM BKOYEHa yTunuta pgns

(bOpMI/IpOBaHI/IFI AONarHoCTn4ecKkoro ot4yeTa.
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Ona dopmMmpoBaHus ANArHOCTUYECKOro otyeta Heob6XoaAMMoO NepenTn B KaTanor co

CueHapusaMM yCTaHOBKM (KaTamnor: install-<sepcusa MIO>/install-ac/) U BbINOAHUTb

KoMaHay:

ansible-playbook play-diagnostic-report.yml -i inventories/hosts.yml -
Vv --user <uMs [OJIb30OBATEJIA>

B pesynbTaTte BbINONHEHUS kOMaHAbl B kaTanore report 6yaet cdhopmupoBaH caiin B

report.html.

[AvarHocTtunyeckun otdyeT popmupyetcsa B Buge avna B popmate HTML u cogepxut

cnegylolme pasgensi:

— obwas nHpopmaumsa o ctatyce cepsucos [MMM10;

— obwas nHopmaums o ctatyce KOMMOHEHTOB cpeabl PYHKLMOHNPOBAHWS;

— pasgensl, cogepxalume aetanbHyo nHdopmaunio 06 otaenbHbix cepsucax Mo u

KOMIMOHEeHTaxX cpenbl Q)yHKLl,I/IOHVIpOBaHI/IFI.

2.12.2. OnncaHne napamMeTpoB AMarHOCTUYECKOro oT4yeTa

2.12.2.1. Pasgen «Disk Space»

MHdopmaumss 0 NonHOM U AocTynHoM obbeme guckoBoro npoctpaHctea gnga Mo

npueegeHa Ha pucyHke (PucyHok 5).

Disk Space

Mount point

Size total, MiB Size available, MiB

Availability, %o

/boot

‘home

1014.00
51175.00
45729.66

864.34
46308.92
43128.35

PucyHok 5

85.24
90.49
94.31

OnucaHne HasHavyeHust cTonbuoB Tabnuubl, a Takxe I/IH(*)OpMaLl,I/IFI O BO3MOXHbIX

3HavyeHunax npmeeneHol B Tabnuue (Tabnuua 12).

Tabnuya 12
HasBaHue Bo3MoOXHble 3Ha4YeHus
OnucaHwue -

cTronbua (npumepbI 3HaYEHNN)
Mount KaTtanor, K KOTOpoMy MOHTUpYyeTCs hannosoe MyTb K KaTanory, Hanpumep:
points XpaHunuiie (ToYka MOHTMPOBAHNSA) /home.
Size total, Pasmep hannosoro xpaHmnuuia, Ob6bem dursnyeckon namsaTm
MiB NPUMOHTUPOBAHHOIO K 3a4aHHOMY KaTanory B M6, Hanpumep: 45729,66
Size O6bem cBoboaHOro mecta B (paninoBom O6bem humsmyeckon namaTn
available, XpaHunuiie, NPUMMOHTUPOBAHHOIO K 3agaHHomMy  |B M6, Hanpumep: 43128,35
MiB KaTanory
Avalilability, |O6bem cBobogHOro mecta B hanoBoMm Ot 0 go 100, Hanpumep:
% XpaHunuuie B NpOLEHTHOM COOTHOLLEHUN 94.31

(k nonHoMy 06BEMY)
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B cnyyae ecnun ob6bem cBoboagHoro mecta B meHee 15%, TO none 3akpalwmBaeTcs
KpacHbIM LIBETOM

2.12.2.2. Pasgen «Systemd Unit Status»

B paHHOM pasgene npuBegeHa obuwas mHdopmaums o ctatyce cepsucoB MO n
KOMMOHEHTOB cpeabl (PYHKUNOHMPOBAHUSA U COCTOMUT U3 CrieayroLwmnx nogpasnenos:

2.12.2.2.1 OCS Targets

MHdbopmaums o6 astosanycke cepsucos MO (Hanuumm KoHUrypaumoHHbIx annos
3anycka rpynn CcepBMCOB *.target B aBTo3anycke) npuBedeHa Ha  PUCYHKe

(PucyHok 6).

Systemd Unit Status

Service name Status
OCS Targets
ocs-appstore-admin-api-gw.target enabled
ocs-appstore-adminconsole-ui.target enabled
ocs-appstore-applications-api.target enabled
ocs-appstore-client-api-gw.target enabled
ocs-appstore-dev-api-gw.target enabled
ocs-appstore-deveonsole-ui.target enabled
ocs-appstore-egress-apl-gw.target enabled
ocs-appstore-settings-api.target enabled
ncc_annctara targst enahled
PucyHok 6

OnucaHne HasHavyeHust cTonbuoB Tabnuubl, a Takxe I/IH(*)OpMaLl,I/IFI O BO3MOXHbIX

3HavyeHunax npmeeneHol B Tabnuue (Tabnuua 13).

Tabnuua 13
HasBaHue Bo3MoXHble 3Ha4YeHus (npumepbl
OnucaHue -
cronbua 3Ha4YeHUNn)
Service Mms KoHdUrypaumnmoHHoro dpanna |Bo3aMoxHble 3Ha4YeHnsa onpenensoTcs
name 3anycka rpynnbl CEpBUCOB nepeyvHem cepsucos MMO n nmetoT

cnegyowmn dopMaTt <muMmsa TPYIINE
cepBMCOB>.target, HaNpumep: ocs—
appstore-admin-api-gw.target.

Status NHdopmauma o npucyTcTeum enabled - NPUCYTCTBYET B aBTO3anycke
KOHJoUrypaumoHHoro gamvna
3anycka rpynnbl CepBYCOB B
aBTO3anycke

disabled - OTCYTCTBYyEeT B aBTO3arnycke
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2.12.2.2.2 OCS Services

MHdopmaums o ctatyce cepsucos MNIMO npmuBegeHa Ha pucyHke (PUCYyHOK 7).

OCS Services
ocs-appstore-admin-api-gw(@0.service active (running)
ocs-appstore-adminconsole-ui@0.service active (running)
ocs-appstore-applications-api@0.service active (running)
ocs-appstore-client-api-gw(@0.service active (running)
ocs-appstore-dev-api-gw(@0.service active (running)
ocs-appstore-devconsole-ui(@0.service active (running)
ocs-appstore-egress-api-gw(@0.service active (running)
ocs-appstore-settings-api@o0.service active (running)

nne anth annnnnte annlinatiane ani/@N carmrin a antizra {minninal

PucyHok 7

OnucaHne HasHayeHust cTonbuoB Tabnuubl, a Takxe I/IH(bOpMaLI,I/IFI O BO3MOXHbIX

3HavyeHunax npmeeneHbl B Tabnuue (Tabnuua 14).

Tabnuua 14
HasBaHue -
OnucaHue Bo3MoOXHble 3HaYeHuUs (NpuMepbl 3HaYEeHUI)
ctonbua

Service HassaHuve Bo3amoXxHble 3Ha4YeHna onpenenaArTcs nepeyHemM cepBucoB

name cepsuca NrNo MO n umetoT cnegyoWwmin PopmMaT <mMs TPy L
CcepBUCOB>@<HOMEp D3K3eMIlJIgpa CepBUCa B
Tpynmne>.service, HANpPUMeEpP: ocs—appstore—-admin-
api-gw@0.service.

Status MHdopMaunsi 0 |active (running) - CEpBUC 3aMyLLEH W BbINMOMHSAETCS;

cratyce cepsica activating - cepBuC 3anyckaeTcs;

deactivating - CepBUC BbIKMOYaeTCcA
inactive - CE€PBUC BbIKIIOYEH;
failed - npu 3anycke cepBuca Npoun3soLLIna oLmbka

2.12.2.2.3 Mandatory services
MHdpopmaums o craTtyce CepBUMCOB — KOMIMOHEHTOB cpedbl (PYyHKUMOHMPOBaHMUS
npueegeHa Ha pucyHke (PucyHok 8).

Mandatory services

consul-template.service running / enabled
consul.service running / enabled
nats-streaming-server.service running / enabled
nginx.service running / enabled
postgresql-11.service running / enabled

postgresgl.service

PucyHok 8
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OnucaHne HasHaveHust cTonbuoB Tabnuubl, a Takke WHGOPMaAUUA O BO3MOXHbIX
3HavyeHunax npmeeneHbl B Tabnuue (Tabnuua 15).
Tabnuua 15

HasBaHue
cronbua

Service HasBaHue cepBuca Bo3MmoXHble 3HaYeHna UMeIT criegyowmumn popmat

name KOMMNOHEeHTa Cpeﬂb| <umM4 cemeca>.service " OoIpeneJidnTCA

OnucaHwue Bo3MoOXHble 3Ha4YeHus (Npumepbl 3HA4YEeHUN)

(PYHKUMOHMPOBaHWS PazapboTunkom. [lepedyeHb BO3MOXHbIX
3HaYEeHUN:

consul-template.service
consul.service
nats-streaming-serever.service
nginx.service

postgresgl-11.service
postgresqgl.service

Status NHpopmaums o ctaTyce active (running) - CEpBUC 3anyLleH u
cepsuca BbINOSTHAETCS;

activating - cepBuUC 3anycKkaeTcs,
deactivating - CepBUC BbIKNYaeTCy;
inactive - CE€pPBUC BbIKIIOYEH;

failed - npwu 3anycke cepsuca npounsoLuna
owmnbka;

enabled - CepBUC NPUCYTCTBYET B aBTO3arycKe;
disabled - cepBUC OTCYTCTBYET B aBTO3arnycke;
missed - KOMNOHEHT OTCYTCTBYET

2.12.2.3. Pasgen «OIDC Clients»
WHdopmaums 06 OIDC-knueHTax npuBegeHa Ha pucyHke (PucyHok 9).

OIDC Clients
auth-admin-console
Redirect URIL:  hitp://ocs-app.local:8009/auth/admin
Audience: ocs-auth-admin-api-gw

Scopes: [openmid] [offline] [accountread] [account:changePassword] [account-update ]
[account:delete ] [auditread] [sessionread] [servicerread ]

aps-admin-console
Redirect URI: http://ocs-app.local:8009/appstore/admin

Audience: ocs-appstore-admin-api-gw

Scopes: [opemid] [offline] [accountread] [applicationread] [dashboard:read] [dashboard:update ]
[releaseread ] [releaserupdate ] [iconiread] [categoryiread] [ customerKeyPairread ]
[ customerKevPairupdate ] [ service:read ]

PucyHok 9
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Mo kaxgomy OIDC-knueHTy npuBeaeHa creaytowasn nHhopmauus:
— wnaeHtndukatop OIDC-knueHTa (Hanpumep, emm-admin-console);
— B none «Scope» npuBedeH nepeyeHb OeWCTBUM (MpaB)  OOCTYMHbIX
OIDC-knueHTy;
— B none «Return/redirect URI» Haxogutca cnucok URI ana aBTOMaTtuU4yeckoro
nepexoga Ansa aBToOpu3oOBaHHOIO U HEABTOPU30BaAHHOMO NOSib30BaTENS;
— B none «Audience» ykasaHO HasBaHue LN3a OCTyna, KOTOPbIN N SBNAETCA
OIDC-knueHTOM.
2.12.2.4. Pasgen «Consul Services Registration»
Ha pucyHke (PucyHok 10) oToGpaxaetca npumep ctatyca permcrtpaumm CcepBucoB B
cucteme obHapyxeHus cepsucon (Consul).

Consul Services Registration

Service name Code Status
ocs-appstore-admin-api-gw 200 passing
ocs-appstore-client-api-gw 200 passing
ocs-appstore-dev-api-gw 200 passing
ocs-auth-admin-api-gw 200 passing
ocs-auth-public-api-gw 200 passing
ocs-emm-admin-api-gw 200 passing
ocs-emm-device-api-gw 200 passing
ocs-pkgrepo-admin-api-gw 200 passing
ocs-pkgrepo-device-api-gw 200 passing
PucyHok 10

OnuncaHne HasHayeHus cTondbuoB Tabnuubl, a Takke WHGOPMALMS O BO3MOXHbIX

3HayeHusax npueeaeHsbl B Tabnuue (Tabnvua 16).

Tabnuua 16
HasBaHue g
OnucaHwue Bo3MoOXHble 3Ha4YeHus (NpumMmepbl 3HAYEHNI)

cron6bua

Service HassaHune cepsuca MO Bo3moXHble 3HayeHna onpeaensTcs

name nepe4yHem cepsucos NMNO

Code Koa http-otBeTta Bo3moXHble 3Ha4yeHnsa onpeaenstoTcs

npotokonom HTTP

Status NHpopmaums o ctaTyce Bo3amoxHble 3HaueHusa onpegensatotca Consul.
peructpauum cepsuca B cucteme | Ctatyc «passing» 03HayaeT, 4To npoBepka
o6HapyxeHusi cepaucos (Consul) |nporigeHa ycnewHo
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2.12.2.5. Pasgen «Consul Cluster Endpoints Availability»
lMpoBepka AOCTYMHOCTU UHTEPEENCHBLIX PYHKUMIN CUCTEMbI OBHapPY>XEHUA CEpBUCOB

(Consul) npeactaesneHa Ha pucyHke (PucyHok 11).

Consul Cluster Endpoints Availability

Node:Port Availability
inplint03.ompcloud:8300 OPENED
inp1int03.ompcloud:8301 OPENED
inp1int03.ompcloud:8302 OPENED
inp1int03.ompcloud:8500 OPENED
inp1int02.ompcloud:8300 OPENED
inp1int02.ompcloud:8301 OPENED
inp1int02.ompcloud:8302 OPENED
inp1int02.ompcloud:8500 OPENED
PucyHok 11

MepeyeHb MHTepdencHbix dyHKkumMn Consul npmBegeH B AokymeHTauum Ha Consul
(https://www.consul.io/docs/install/ports). WHPopmauna nNo  JOCTYMHOCTU
nHTepdencHolx dGyHkumn Consul npegocTtaBnseTca TOMbKO B Cryyae KrnacTepHoOW
(MHOroHolOBOWM) KOH(pUrypaumu.

OnuncaHne HasHayeHus cTonduoB Tabnuubl, a Takke WHGPOPMaUMS O BO3MOXHbIX

3HavyeHnax npmBeneHbl B Tabnuue (Tabnuua 17).

Tabnuuya 17
Ha3BaHue -
OnucaHue Bo3moXHble 3Ha4YeHus (Nnpumepbl 3Ha4YEHUN)
cron6ua

Node:Port Ap,pec d)yHKLI,MM A,D,peC (byHKLI,I/II/I npencraslieH B clieayoLliem cbopmaTe:
<muMsa XocTa>:<IopT>.

[MpoBepka BbINOSHAETCA TOSbKO ANs (OYHKUUI OCTYMHbIX
Ha cneaytowmnx noptax: 8300, 8301, 8302, 8500.
Hanpumep: inplint03.ompcloud: 8300

Availability |CraTyc B cny4ae poctynHocTn doyHKUUKN NPUHUMAET 3HaYeHue
AOCTYMHOCTU «OPENED».
PYHKLUMM B nHom cny4yae BbIBOONTCA KO OLWIMOKN 1 coobLyeHue,

onpeaensemoe Consul

2.12.2.6. Pasgen «Consul Service Health Check»
Cratyc peructpauyum cepsucoB MO B cucteme obGHapyxeHus cepsucoB Consul

npeacraesneH Ha pucyHke (PucyHok 12).


https://www.consul.io/docs/install/ports

65
AIMI.20134-01 91 01

Consul Service Health Check

service_location

ocs-appstore-admin-api-gw 200

ocs-appstore- N

. . 200
adminconsole-ui
ocs-appstore-applications-

200

api

ocs-appstore-client-api-gw 200
ocs-appstore-dev-api-gw 200
ocs-appstore-devconsole-ui 200

acs-annstore-egrass-ani-ow 200

OnucaHne HasHavyeHus

3Ha4YeHUAX npmeegeHbl B Tabnu

admin-api-gw

http://ocs-app.local:80/ocs-appstore-adminconsole-ui/admin/health/ocs-appstore-
adminconsole-ui

http://ocs-app.local:80/ocs-appstore-applications-api/admin/health/ocs-appstore-
applications-api

http://ocs-app.local:80/ocs-appstore-client-api-gw/admin /health/ocs-appstore-client-
api-gw

gw

http://ocs-app.local:80/ocs-appstore-deveonsole-ui/admin/‘health/ocs-appstore-
devconsole-ui

http://ocs-app.local:80/ocs-appstore-egress-api-gw/admin‘health/ocs-appstore-

PucyHok 12

ctonbuoB Tabnuupl, a Takke MHPOPMALUA O BO3MOXHbIX

ue (Tabnuua 18).

Tabnuua 18
HasBaHue o
OnucaHwue Bo3MoOXHble 3Ha4YeHus (NpuMmepbl 3HAYEHNI)
cton6ua
MepBbIN HasBaHune cepsuca NMMO | Bo3aMOXHbIe 3HAYEHMSI ONPEeaEensoTCa NepeyHeM
cTonbey, cepsucos lNMNMO. 3eneHbIn UBET Ha3BaHMs cepBuca
rOBOPUT O TOM, YTO CepBUC PYHKLMOHUPYET B
LUTATHOM pexunme
BTopon Kog http-oteeTa Bo3MOXHble 3Ha4YeHnsa onpenensatTcsl MPOTOKONOM
cTonbey, HTTP
TpeTtun url-agpec yHKumm Copepxut url-agpec dyHkuum «healthcheck», kotopas
ctonbeu (endpoint) cepsuca BO3BpaLlLaeT MHdopMaLuio 0 cTaTyce cepeuca
«healthcheck»

lMepeyncneHHble  3arofoBKu

"service location", "expose location",

"service vhost", "expose port" —3TO pexumbl paboTbl consul-template.

2.12.2.7. Pasgen «Cluster Nodes Reachability»

Pes3ynbTaT npoBepkM AOCTYNHOCTM CepBEpPOB (HoA) knacTepa npeAcTaBeH Ha PUCYHKe

(PucyHok 13).
Cluster Nodes Reachability

Node Reachable
ocs-app.local OK
PucyHok 13

OnucaHne HasHaveHust CTonbuoB Tabnuubl, a Takxke I/IHC*)OpMaLl,I/IFI O BO3MOXHbIX

3HayeHusax npmeeaeHbl B Tabnuue (Tabnuua 19).
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Tabnuua 19
HasBaHue -
OnucaHue Bo3moXxHble 3Ha4YeHus (Npumepbl 3HaYEHNHN)
cron6ua
Node Agpec cepsepa OnpegensieTcsa AOMEHHbIMU UMEHAMK XOCTOB
(xocta)
Reachable |MHdopmaumsa o MoxeT npuHumaTb 3HaveHna: «OK» (B cnyyae
AOCTYMHOCTK cepBepa |AOCTYMHOCTUN) Unn cogepxatb coobuieHme 06 owwmnbke,
KOTOpOE BEPHET yTunuTa ping

2.12.2.8. Pasgen «Nginx Service Proxy»
MHdopmaumss 0 npoBepke KoHdurypaumm GanaHcupoBLiMka mukpocepsucoB Nginx

Web Server ona kaxpgoro cepsuca lNIMNMO npueeneHa Ha pucyHke (PucyHok 14).

Nginx Service Proxy

Service name Upstreams Virtual server
ocs-appstore-settings-apl OK
ocs-appstore-adminconsole-ui OK
ocs-pkgrepo-egress-api-gw OK
ocs-auth-idp-ui OK
ocs-pkgrepo-pkg-repo-api OK
ocs-auth-admin-api-gw OK
ano_nunth comrar mabhlic NI
PucyHok 14

OnucaHne HasHayeHust cTonbuoB Tabnuubl, a Takxke I/IH(*)OpMaLl,I/IFI O BO3MOXHbIX

3HayeHusax npueeaeHbl B Tabnuue (Tabnuua 20).

Tabnuua 20
HasBaHue Bo3MOXHble 3Ha4YeHns
OnucaHwue -
cTtonbua (npumepbI 3HaYEHUN)
Service HassaHue cepuca lMNMO Bo3MmoXHble 3Ha4yeHus
name onpeaensTca NepevyHem

cepsucos M0
Upstreams |KonnyecTBo 3k3eMNNApoB cepBuca, 3af4aHHbIX B | LlenoyncneHHble 3HayeHus ot

KOHourypaumoHHom channe Nginx 100n
Virtual MHdopmaunsa o Hanuume cekummn «server» ansa | «OKy» - cekumst server
server ykasaHHoro cepsuca NIMO B KOHUrypaLMOHHOM | ipucyTCTBYET

tanne Nginx. «No server block

B naHHOM cekumnmn 3agaHbl HACTPOUKN
«BUpTyansHoro» cepsuca lNlMoO, koTopbIn
OCYLLIEeCTBNAET NepeHanpasneHme
(npokcupoBaHue) http-3anpocoB Ha «pearnbHble»
aK3eMnnsapbl cepsuca

found!» - cekynga
OTCYTCTBYET
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2.12.2.9. Paspgen «Filestorage Configuration»
MHdopmaums o KoHurypaumm dannosbix xpaHunuiw, MM v NMOOC npeacTtasneHa Ha

pucyHke (PucyHok 15).

Filestorage Configuration

. Fﬂfgrgragelgcaﬂon: focs/appstore/applications-api (8755 ocs:ocs)
Configuration file:
fvar/focs/appstore/ocs-appstore-applications-api/ocs-appstore-applications-api.yml
» Filestorage location:
Configuration file: If\\s

fvar/ocs/appstore/config.yml

» Filestorage location: (not exists)

PucyHok 15

Hactpowka «Filestorage location» cogepXuT nyTb K Katanory u ero craTyc.
B HacTtpownke «Configuration file» ykazaH KOHUrypaumoHHbI ans, B KOTOPOM 3afaH

nyTb K pannoBoMy XpaHUMULLY.
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3. YNPABJIEHUE KOMNOHEHTAMU CPEAbI ®YHKUMOHUPOBAHUA,
CEPBUCAMW, HACTPOMKAMU CEPBMUCOB U NMOACUCTEM

3.1. YnpaBneHue KOMNoHeHTamMu cpeabl hyHKunoHupoBaHus Mo

YnpasneHue cepsucamu MNMO 3aknoyaeTca B X yCTaHOBKE, OOHOBNEHUN U yaaneHuu,
M OCYLLEeCTBNAETCA C NOMOLWbIO ckpunTa deploy-infra.sh M3 Katanora install-<Bepcusd
110>, CO34aHHOro Ha aTane pasBepTbiBaHUA ynpasnstowen NOBM (cm. nogpasgen 2.4).

dopmat komaHAbl yNpaBneHns cepBMcaMm MMeeT crieayroLmii Bua;

ANSIBLE USER=<umMsa nojes3oearens> ./deploy-infra.sh <napamerper> --extra-
vars "force upgrade=true"

OnuncaHvne napameTpoB KOMaHAbl yripaBneHns:

1) <vma nosb30BaTEINA>

B napameTpe ykasbiBaeTca uMsS nNpuBUNErMpoBaHHoro sudo-nosnib3oBaTtens, noA
KOTOpbIM HacTpoeH SSH-gocTyn K cepBepam npuroxeHun n .

Hoctyn no SSH k cpege dyHkunmoHupoBaHua MO moxeT 6bITb HeOOCTyneH B
COOTBETCTBUN C NONUTUKAMWU KOMNaHuMW. B gaHHOM crnyvyae HeobGxooMmo BO BCEX KOMaHAax
ansible-playbook B KOHUE A00aBnATbL NnapaMeTp -—ask-pass.

2) -a, --action

[aHHbIN NapamMeTp 3agaeT AencTBme, KOTOpoe HeOBXO0ANMO BbIMOSTHUTD.

MapameTp MOXeT NpUHUMaTL crnegyrLlme 3HaYeHus:

— napameTp OTCYTCTBYeT - byaeT BbINOSIHEHA YCTaHOBKA U OGHOBIIEHNE KOMMOHEHTA
(KOMMNOHEHTOB);

— flush all - 6ydeT BbINOMHEHO yAaneHne KOMMNoHeHTa (KOMMOHEHTOB).

3) -c, --components

[aHHbIN napameTp 3agaeT KOMMOHEHT cpebl (PYHKUMOHUPOBAHUSA, AN KOTOPOro
OyneT BbiNOfHEHA KOMaH4a ynpasneHusa. lapameTp MOXeT NpMHUMaTh cnefyrwme 3Ha4YeHns:

— dnsmasqg;

— nginx;

— consul;

— consul-template;

— nats-streaming-server;

— redis;

— OCs—-usery;

- db.
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B naHHOM napameTpe MoOXeT 3a4aBaTbCsi CIMCOK NOACUCTEM, HANpUMep:

—--components dnsmasq, nginx

Mo ymonyaHuto (ecnvn napamMeTp Ha 3afaH) KoMaHaa ynpasneHus 6ygeTt npMmeHeHa Ko
BCEM KOMMOHEHTaM.

4) -d, --database

HaHHbin napameTp 3agaeT Bepcuto CYB[] PostgreSQL.

MapameTp MOXeT NPUHUMaTh cneaylne 3Ha4YeHns:

— «11» - npu ncnonos3osanun CYB[ PostgreSQL 11;

— «12» - npu ncnons3osaHun CYB[] PostgreSQL 12.

Mpwn oTcyTcTBUM NnapameTpa 6yaeTt yctaHoBneHa CYB/ PostgreSQL 11.

B cnyyae, ecnun B nepeyHe KOMMNOHEHTOB (NapameTp --components) otcytcteyet CYB/,
TO 3Ha4YeHue AaHHOoro napametpa byaet UrHOpMpPoBaTLCA.

5) --skip-database

Mpwn Hanuuuun gaHHoro napameTpa CYB[] He ycTaHaBnMBaeTcs.

6) -1, --limit

[aHHbIV NnapameTp 3agaeT nepeyeHb XOCTOB, A5 KOTopbIX 6yaeT BbiNONIHEHA KOMaH4a
ynpaBneHus, Hanpumep:

-—-1limit exampleOl.omp,example02.omp

Mo ymonyaHuio (ecnvn napamMeTp Ha 3afaH) KoMaH4a ynpasneHus bygeTt npMmeHeHa Ko
BCEM XOCTaM COrfacHO MHBEHTapHOMY panny inventories/hosts.yml.

7) -e, --extra-vars

B paHHOM napameTpe nepefalTCs BHEWHWE MNEepPeMeEHHble AN CKPUMTOB
pa3sepTbiBaHus. B MNMO ncnonbayoTcsa cnegyowmne BHELWHNE NEPEMEHHLIE:

— force upgrade=true - CYXUT ANA NPUHYANTENBHOrO O6HOBMNEHNSI KOMMOHEHTOB
cpenbl yHKUMOHUpoBaHus IMI10O;

— pg_slave recreate=true - CIYXUT ANA UHAUManu3auu pennukm bBJ.

8) --help

BbiBOA, cnpaBoYHOM MHG OpMaL MmN,

Mpumepbl KOMaHL ynpaBreHuns:

1) ycTaHoBKa UM 0B6HOBMNEHNE BCEX KOMMOHEHTOB:

ANSIBLE USER="omp" ./deploy-infra.sh --database "11" --extra-vars
"force upgrade=true"

2) ycTtaHoBKa unn obHoBneHme Nginx Ha xocTe ocs—-app. local:

ANSIBLE USER="omp" ./deploy-infra.sh --components nginx --limit ocs-
app.local --extra-vars "force upgrade=true"
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3) yaaneHune Nginx:

ANSIBLE USER="omp" ./deploy-infra.sh --components nginx --action
flush all

4) nony4yeHue crnpaBo4YHOMN MHGOPMaLUK:

./deploy-infra.sh —--help

3.2. YnpaBneHue cepsucamm MO

YnpaeneHune cepsucamn MO 3aknoyaeTca B MX YCTaHOBKE, 3anycke, OCTaHOBKE,
nepesanycke, U3MEHEHUN HaCcTPOEK U OCYLLECTBIIAETCA C NOMOLbI0 ckpunTa deploy-ac. sh
ns kaTaJjsiora install-<Bepcmsa IIIO>, CO3QaHHOIO Ha 3Tane pas3BepTbiBaAHUSA
ynpasnswowen NMN3IBM (cm. n. 2.4.7).

dopmat KomaHAbl yNpaBreH1s cepBMcaMm MMeeT crieayoLmii Bua;

ANSIBLE USER=<uMsa noje3oearens> ./deploy-ac.sh <napameTper>

OnucaHne napaMeTpoB KOMaHAb! yrpaBreHus:

1) <uma nosb30BaTENA>

B napameTpe ykasblBaeTCsa MMS NpuBunernposaHHoro sudo-nonb3oBaTend, noAa
KOTOpbIM HacTpoeH SSH-gocTyn K cepBepam npuroxenun n L.

Hoctyn no SSH k cpege dyHkumoHupoBaHua [NMNO moxeT 6biTb HEOOCTYNeH B
COOTBETCTBUWN C MONUTUKaAMU KOMNaHun. B gaHHoM cnyyae HeobxoouMmo BO BCeX KOMaHAaX
ansible-playbook B KOHUe Ao6aBnATb napamMeTp --ask-pass.

2) -s, —--subsystems

[aHHbIn napameTp 3agaeT nogcuctemy, And Kotopou OyaeT BbIMONHEHA KOMaHAa
ynpasneHus. NapameTp MOXeT NpUHUMAaTL creayowme 3HavYeHns:

— auth (ansa MNbB);

— appstore (ansa MNM);

— emm (gnsa Mny);

— pkgrepo (gna NMNOOC).

B oaHHOM napameTpe MOXeT 3aaBaTbCA CMUCOK NoacnUcTem, HanpumMmep:

--subsystems auth, appstore, emm, pkgrepo

Mo ymonuaHuio (ecnv napameTp Ha 3aAaH) napaMeTp UMeeT 3HaYeHne:

--subsystems auth, appstore, emm, pkgrepo

3) -a, --apps
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[aHHbIN NapamMeTp 3adaeT nepeyvYeHb CEPBUCOB, ANS KOTOPbIX OydeT BbiMonHeHa

KOMaHzga ynpasneHusi. Hanpumep:

—-—apps ocs—-auth-adminconsole-ui, ocs-appstore-adminconsole-ui

Ecnn HeoGxoanmMo BbIMONHUTL KOMaHAy cpa3dy A5id BCeX cepBuUCoOB NoaCUCTEMbI, TO
Heobxoanmo nepe4vncrinTb 4epeas 3andTtyro BCe cepBUCbl NOACUCTEMDbI, nnbo 3agaTb 3HaAYEeHue

napamertpa:

-—apps all

Mo ymonyaHuio (ecnu napamMeTp He 3aaH), To napamMeTp UMeeT 3HavyeHne «ally.

B cnyyae ecnu 3agaHHble B napamMeTpe «--apps» CEPBUCbI He COOTBETCTBYHOT
3afjaHHbIM B NapamMeTpe «--subsystems» NogcucTemMam, To ynpasnsoLWas kKOMaHaa K Takum
cepBucam npumeHeHa He Oypet. lMpy aTOoM ynpaBneHue Lwnw3amu Joctyna (cepBucamm
LUMO30B  OOCTyna) OCYLWEeCTBNAeTCa B pamMkKax TOWM MNOACUCTEMbI, ANl KOTOPOW OHM
npeaHasHadeHbl. CoctaB noacuctem npueeaeH B Tabnuue (Tabnuua 21)

Tabnuuya 21

3HauyeHue napameTpa CepBuchl
«--subsystems» (3HayeHue nNapameTpa «--apps»)
ne

auth ocs-auth-admin-api-gw

ocs—auth-public-api-gw

ocs-auth-server-public-proxy

ocs—-auth-idp-api

ocs-auth-accounts-devices-api

ocs—-auth-accounts-users-api

ocs—-auth-server-admin

ocs-auth-server-public

ocs—-auth-audit-api

ocs—-auth-adminconsole-ui

ocs—-auth-idp-ui
nv

appstore ocs—-appstore-applications-api

ocs-appstore-settings-api

ocs-appstore—-adminconsole

ocs—-appstore-devconsole-ui

ocs-appstore-admin-api-gw

ocs-appstore-client-api-gw

ocs-appstore-dev-api-gw

ocs-appstore-egress—-api-gw
ny

emm ocs—-emm-applications-api

ocs-emm-dispatcher-api
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3HauyeHue napameTpa
«--subsystems»

CepBuchbl
(3HayeHUe napameTpa «--apps»)

ocs—-emm-devices—-api

ocs-emm-state-manager-api

ocs—emm-enrollments-api

ocs—emm-policies-api

ocs-emm-reports-api

ocs—emm—users—api

ocs—-emm-journal-api

ocs—-emm-jobs-api

ocs—emm-adminconsole-ul

ocs—emm-admin-api-gw

ocs—-emm-device-api-gw

OoCs-emm-egress-api-gw

nooc

pkgrepo ocs-pkgrepo-pkg-repo-api
ocs-pkgrepo-device-api-gw
ocs-pkgrepo-admin-api-gw
ocs-pkgrepo-egress-api-gw
4) -A, --action

[laHHbIN NapameTp 3agaeT AencTBue, KOTopoe HeobXoaMMO BbINOSMHUTL. [lepedeHb
AOMYCTUMbIX OENCTBUA U COOTBETCTBYIOLLME UM 3HAYEHUSA NapameTpa NpuBeaeHbl B Tabnvue
(Tabnuua 22).

Tabnuuya 22
3HauyeHue napameTpa «action» DencrtBue
deploy YcTaHoBKa
start 3anyck
stop OcTtaHoBKa
restart Mepesanyck
config N3meHeHue HacTpoek (nepeycTaHOBKa
KOH(pUrypaumnoHHoro canna)
flush all YnaneHue

Mo ymonuaHuio (ecnv napameTp He 3adaH) napaMeTp MMEeeT 3HayeHue deploy.

5) -c, --clients

[aHHbI napameTp 3agaet OIDC knueHToB, Ans KOTopbix OyaeT BbiNONHEHa KOMaHaa

ynpasneHusa. Hanpumep:

--clients auth-admin-console,

aps-admin-console
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Ecnn Heobxoammo BbLINOAHUTL KOMaHAy cpady ans Bcex OIDC KnNWeHToB, TO
HeobxoanMMo nepeyncnuTb 4vepes 3ansatyio Bce OIDC knueHTbl, NMBO 3agaTb 3HaYeHue

napameTpa:

—--clients all

Mo ymonuaHuio (ecnv napameTp He 3afaH) NnapaMeTp UMeeT 3HayeHne all.
6) -d, --database
HaHHbin napameTp 3agaet CYB[, kotopas yctaHoBneHa Ha cepsepe b[l. NapameTp
MOXeT NPUHUMATb Creayowme 3Ha4YEeHUS:
— 11 (gna CYB[ PostgreSQL 11);
12 (ona CYB[ PostgreSQL 12);
11-pro (gna CYB[ Postgres Pro 11);
— 12-pro (ana CYB[ Postgres Pro 12).

Hanpumep:

--database 11

Mo ymonyaHuio (ecnu napamMmeTp He 3aJaH) napameTp UMEET 3HaYeHne «11y».
7) --help

BbiBOA crnpaBo4YHOM UHGOpMaLNN.

Mpymepbl KOMaHA ynpaBneHus:

1) octaHoBKka Bcex cepsucon NM:

ANSIBLE USER=omp ./deploy-ac.sh --action stop

2) 3anycKk CepBUCOB ocs-appstore-applications-api W ocs-appstore-

adminconsole MM:

ANSIBLE USER=omp ./deploy-ac.sh --apps ocs-appstore-applications-
api,ocs-appstore-adminconsole --action start

3) nosnydeHue cnpaBoYHOM MHGOPMaLMN:

./deploy-ac.sh --help

3.3. YnpaBneHue HacTpoukamm cepsucoB u nogcucrtem Mo

YnpaBneHne HacTtponkamu cepsucoB u nogcuctem (MO mMoXeT oCywecTBNATbCA
ABYyMsi cnocobamu.

3.3.1. Cnocob 1 (pekomeHOyeMbI)

Ana wn3MeHeHua HacTpoek cepBucoB U nogcuctem [MMNO pgaHHBIM  cnocoGom

Heob6xo0AnMO BbINOSTHUTL cnegywouine nencTeus:
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3.3.1.1. 3agatb Tpebyemble 3HaAYEeHUs napameTpoB B KOH(UrypaumoHHbIX dannax
cueHapueB yctaHoBku nogcuctem [MMO. OnncaHme napameTpoB KOHMUIypaLMOHHbIX hannos
cueHapueB yctaHoBku nogeuctem MO npuBegeHo B nogpasgerne 8.3 HacTosLWero JOKyMeHTa.

3.3.1.2. NepeycTtaHOBUTb KOHQUrypauMoHHble (pannbl C MOMOLBID  crefyoLlen
KOMaHab!:

— MNB:

ANSIBLE USER=<umMsa nojes3oparens> ./deploy-ac.sh --subsystems auth --
action config

— TM:

ANSIBLE USER=<mmMmsa nosbzosarensa> ./deploy-ac.sh --subsystems appstore -
—action config

- ny:
ANSIBLE USER=<mmMmsa nosbz3oarensa> ./deploy-ac.sh --subsystems emm --
action config

— MNOOC:

ANSIBLE USER=<mmMsa noje3oearens> ./deploy-ac.sh --subsystems pkgrepo --
action config

3.3.2. Cnocob 2

[Ons wn3ameHeHus HacTpoek cepBucoB W noacuctem [MMO gaHHbIM cnocobom
HeobxoAnMO BbINOSTHUTL criegywmne AencTBus:

3.3.2.1. 3agatb Tpebyemble 3HaAYeHUs napameTpoB B KOH(UrypauuoHHbIX dannax
cepsucoB n noacuctem MMO. OnucaHne napameTpoB KOHPUIypaUNOHHbLIX d)anroB CLEeHapues
ycTaHoBku nogeuctem MIMO nprvBeaeHo B pasgene 8 HacTosALWEro AOKyMeHTa.

3.3.2.2. MNepesanyctuTb Tpebyemble CepBUChI C MOMOLLIbIO CrieaytoLen KOMaHabI:

— MNb:
ANSIBLE USER=<umMsa nojes3opaTeyda> ./deploy-ac.sh --subsystems auth --
apps <mnepeueHb cepBuCOB [IB> --action restart

— MM:
ANSIBLE USER=<muMmsa nojsb3obaTensa> ./deploy-ac.sh --subsystems appstore -
—apps <mnepeueHb cepBUCOB IIM> --action restart

— My:
ANSIBLE USER=<muMmsa nojsbs3obarensa> ./deploy-ac.sh --subsystems emm --apps
<mepeueHb CcepBMUCOB II¥Y> —--action restart

— MOOC:

ANSIBLE USER=<umMsa nojes3obaTensa> ./deploy-ac.sh --subsystems pkgrepo --
apps <mnepeueHb cepeBucorB IIOOC> --action restart
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4. PESEPBHOE KOINMUPOBAHWUE

BHUMAHMUE! [lNpuBeaeHHble HWXe MMeHa (panfioB U KaTasioroB XapakKTepHbl AJs

TMNoBOro BapuaHta yctaHoBku MIMO u cpeabl pyHKkunoHnposaHusa MMO.
4.1. PesepBHOE KONUpoBaHMe nocrne yctaHoBKu (o6HoBneHus) Mo

Mocne ycnewHon yctaHoBku (o6HoBneHus) MMO Heobxoammo co3gaTb pe3epBHYHO

Konu Katanora install-<sepcwus IIIO>/install-ac/.

4.2. Mepnoanyeckoe pesepBHOE KONMMPOBaHUE U pe3epBHOE KONMUpoBaHWe nepeg

YyCTaHOBKOM OOHOBNEHUN

MepuvoauYHOCTL  PE3EpBHOTO  KOMUPOBaHUSA  onpedenseTcsa  pernameHtamu
3KCNNyaTMpyoLLen opraHu3aLmu.
Mepvoauyeckoe pes3epBHOE KOMMPOBaHWE W pPe3epBHOE KOMMpPOBaHWE nepes

YyCTaHOBKOW OBHOBMEHMI BbINOSTHAETCS B NPUBELEHHON HMXKE NocreaoBaTeNbHOCTU.
4.2.1. Pe3epBHOe KONMpoBaHME OaHHbIX

4.2.1.1. Co3gaTb pe3epBHble konuu 6a3 gaHHbix M6 (auth), MM (appstore), Y (emm) un
MOOC (pkgrepo).

PesepBHas konuss B[ BbINONHAETCS B COOTBETCTBUMM C  SKCMyaTauMOHHON
AokymeHTauuen Ha wucnonbdyemyto CYB[ nmbo B COOTBETCTBUM C perfnameHTamm
3KCnnyaTupytoLen opraHmsauunu.

4.2.1.2. Co3gaTb pe3epBHyto konuto katanora ¢ hannamm MIN «Apopa MapkeT».

ans aTOro Heobxoanmo co3gaTb pe3epBHYH KOMnuio kaTanora
/ocs/appstore/applications-api Ha CepBepe npunoxerHnn MM, nnéo B eguHOM
dannoBoM XxpaHunuuie, B 3aBUCMMOCTM OT TOrMO KakoW BapuaHT XpaHeHus dannos
ncnonb3yeTcs.

4.2.1.3. Co3gaTb pe3epBHyto konuto katanora ¢ hannamm naketos OC NMOOC.

[na aToro HeobxoouMMO co3gaTbh Pe3EepBHYIO KOMUKD KaTanora /ocs/pkgrepo Ha
Cepeepe npunoxenun NMNOOC nnbo B egMHOM (hainoBOM XpaHuUnuLLe, B 3aBUCUMOCTU OT TOrO,

KakoWn BapuaHT XpaHeHus pannoB NCNonb3yeTcs.
4.2.2. PesepBHoe konuposaHue INMoO

4.2.2.1. Co3gaTb pe3epBHYI0 KOMWUIO KaTanora C KOH(purypaumoHHbiMK dannamm

nogcuctem u cepsucos IMMO (katanor: /var/ocs/).
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4.2.2.2. Co3gaTb pesepBHyto konuto cepaucos [I10.

4.2.2.3. Ana atoro Heobxoammo cos3faTb pPes3epBHYO Konuo (pannoB *.target K

*.service MO MACKe ocs-*, HaXo4dwMmxca B kKaTanore /etc/systemd/system/, a Takke

OMHapHbIX hannoB CEPBUCOB MO MACKe ocs—*, HAXOOSALWMNXCA B KaTtanore /usr/bin/.

4.2.3. Pe3epBHOEe KonMpoBaHMe KOMMNOHEHTOB cpefbl (OYHKLMOHNPOBAHUS

4.2.3.1. Co3gaTtb pesepsHyto konuto Nginx Web Server (katanor: /etc/nginx/).

4.2.3.2. Co3gaTb pesepBHyto konuto Consul (katanor: /opt/consul/).

4.2.3.3. Co3gaTtb pesepBHyto konuto Consul Template (katanor: /etc/consul-
template/).

4.2.3.4. Co3gaTb pesepsHyto konuto Nats Streaming Server (katanor: /data/nats/).

4.2.3.5. Co3gaTb pe3epBHY0 KOMUK KOHUrypaumoHHbiXx dannoB Redis (dannbi:
/etc/redis.conf /etc/redis-sentinel.conf).

4.2.3.6. Co3gaTb pe3epBHY KOMMIO KOHGUrypaunoHHbIX dannos PostgreSQL (dpannbi:
/var/lib/pgsqgl/1ll/data/postgresgl.conf,
/var/lib/pgsqgl/l1l/data/pg hba.conf ans oC CentOS n
/var/lib/pgsqgl/data/postgresqgl.conf, /var/lib/pgsqgl/data/pg hba.conf
ana OC Anbt 8 CI).

4.2.3.7. Co3gaTb pe3epBHYHO KON KOHUrypaunoHHbIx cannos PostgresPro (dansnbi:
/opt/pgpro/std-11/data/postgresql.conf, /opt/pgpro/std-
11/data/pg_hba.conf).

4.2.3.8. Co3gaTb pe3epBHYHO KOMUIKO CeTEBbLIX HACTPOEK.

[nsa aToro Heob6xoANMMO co3faTh pe3epBHble KoMK criedyowmx gannos:

— /etc/hosts;

— /etc/hostname;

— KOHcpurypauymoHHblie pannsl DNS-cepBepa.
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5. OBHOBJIEHME MNMNO U OC ABPOPA

5.1. ObHoBneHue cepBepa npunoxeHun MNMMNO

BHUMAHME! [1na ycraHoBku obHoBneHus MMO konuyectBo cBOBGOAHOrO Mecta Ha
XecTtkom aucke cepsepa b MNb gomkHO GbITb HE MeHbLle, YeM pa3mep camon B MNb. Mpu
HeJOCTaTOYHOM  KonmyecTBe CBOOOOHOrO MeCcTa Ha XeCTKOM Aucke ero Heobxogvmmo
yBenuuntb. Bpemsa ob6HoeneHusa MNMNO 3aBucut oT pasamepa B n MoxeT 3aHATb AnuTenbHoe
Bpems.

O6HoBneHne cesepa npunoxeHnn [MNO  BbINOAHAETCA B CleayloLlen
nocnegoBaTenbHOCTMU:

5.1.1. Co3gatb pe3epBHyt0 konuiw AaHHblx, [1NMO w©n KOMNOHEHTOB cpenpl
PYHKUMOHNPOBAHMS B COOTBETCTBUM C pasgenomM 3 HacTosLWwero JOKyMeHTa.

5.1.2. CkonupoBaTb Ha ynpaenswowyo [MOBM apxmB c¢ HoBown Bepcumen [MNO n
pacnakoBaTb ero B COOTBETCTBMM C NN. 2.4.3 - 2.4.7 HAaCTOALEro JOKYMEHTa.

5.1.3. Npu obHoeneHun MO Ha Bepcuto 2.5.1 HeobxoaMMO nepenTn B KaTanor co
cueHapusMn  yctaHoBkn HoBow Bepcum [1MO  (katanor: install-<HoBas  Bepcus

[IIO>/install-ac/) Y BbINONHUTL KOMaHAY:

ansible-playbook -i inventories/hosts.yml -u <uMs NOJIL30BATEJA>
release upgrade/play-upgrade to release 2.5.1.yml -vv --diff

5.1.4.TMpn o6HoBneHun CYB[ PostgreSQL 11/12 po HoBow cTapwen Bepcum®

(major version), Heobxogumo yaanute CYB[ (6e3 yaaneHus AaHHbIX), BbINOMHUMB KOMaHAy:

ansible-playbook play-postgresgl.yml -i "inventories/hosts.yml" -vv --
diff -u <uma nojpszoBaTensa> --extra-vars "flush all=true
skip subsystems=true"

5.1.5. HactpouTb KOMMNOHEHTbI cpeabl dyHKUmMoHnposanus MMO n IMMNO B cooTBETCTBUM
C nogpasfesiom 2.5 HacTosLWero JoKyMeHTa.

5.1.6. YCTaHOBUTb KOMMOHEHTbI cpeabl PYHKUMOHNPOBAHNA B COOTBETCTBMM C N. 2.6.1
HacTosILLEero AoKyMeHTa.

YcTtaHaBnuBaTb HEOOXOANMMO TOMBKO T€ KOMMOHEHTbI cpeabl (PyHKUMOHMPOBaHUS, Y
KOTOpbIX M3MeHunacb Bepcus. [na 3T1oro Heob6xoAMMO BbINOSIHUTbL CpPaBHEHME BEPCUi
KOMMOHEHTOB cpeabl (PYHKLMOHMPOBaAHUA B HOBOM W MNpeablaylwemM 3arpy3o4HOM Mogyre.
WHpopmaums 0 Bepcusx KOMMOHEHTOB cpefdbl (PYHKUMOHUPOBAHUS MpuBeLeHa B TPETbEM

ctonbue danna verions. dann versions HaxoguTCs B KOPHEBOM KaTariore 3arpy3o4HOro

® CornacHo crneundmkaumum SemVer 2.0.0.
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mMoaynd € KOMNOHEHTaMu cpebl C*)yHKLI,VIOHVIpOBaHVIFI.

Mpumep danna versions:

consul master 4698dcd2faladlaz9a846c2a475046d5e572f66a
consul-template master 1dd681d509%alcbe3aal882aeb53ebeb504facect
nginx master 420ad871296855752ed3bb31e9958ecf0d68ad52
postgresqgl master e7d2e67da97955d2440723a58dfb4510db3907b4
nats-streaming-server master fb4a9p55308£29c8bcda3fcl804da92db84e90d6
server-provision-scripts master cdcb455e074ddebc2bcc519ebd842d36¢c3a29726
redis master £f4c6c300e7£9533652bb02008575££009£8e£985
openssl master 7ac23cld67a6671e20785a9elcc84d7d8b46103d
cert-distr-infra branch lac040b2f£f£85ce3c9fbcad2a914b34679303acc

5.1.7. YctaHoBuTb MNO B cooTBETCTBMM C N. 2.5.2 HACTOALLErO JOKYMEHTA.
5.1.8. Nocne obHoeneHna MMO go sepcun 2.5.1 HeobxoauMMO NepenTn B KaTanor co
cueHapusaMn ycTaHoBKM HoBon Bepcun [MNO  (katanor: install-<uoBaa  Bepcud

[IIO>/install-ac/) Y BINONHUTL KOMaHAy:

ansible-playbook -i inventories/hosts.yml -u <uMs NOJIL30BATEJSA>
release upgrade/play-post upgrade to release 2.5.1.yml -vv --diff --
limit <wmms xocTa c I[IM>

B napameTpe limit Heo6xoaMmo ykaszaTb MMSI OQHOMO U3 XOCTOB C ycTaHoBreHHoun MM
(Hanpumep, ocs-app.local).

5.1.9. lNepesanycTuTb cepBUC ocs-pkgrepo-pkg-repo-api C NOMOLLbK KOMaHAbI:

ANSIBLE USER=<mmMs noje3oparens> ./deploy-ac.sh --subsystems pkgrepo --
apps ocs-pkgrepo-pkg-repo-api --action restart

5.1.10. OnoBectutb nonb3osaTtenen MNMO o HeOOBXo0AMMOCTM OYMCTUTL K3 KU cookies
Beb-6paysepa. WMHadye npu  oTkpbITUM  Beb-uHTepdenrca [NO  Gyger  owwubka
HTTP ERROR 400.

5.2. O6HOBEeHMe MOOUNbHbIX NnpunoxeHun MNMMNO

BHUMAHMUE! T[lepen o6HoBneHnem MI1 T1MO Heobxoaumo 0OHOBUTL cepBep
npunoxeHun MNIMNO B cooTBeTcTBMM C nogpasgenomMm 5.1 HacTosiwero AOKyMEHTa, a Takxke
OC Aspopa go Tpebyemon Bepcumn. [lonyckaetcsa obHoBneHme MI1 go 6onee HoBon Bepcum
(downgrade Ml He ponyckaeTcs).

O6HoeneHune MIT MO BbINONHAETCS B crieaytoLlen nocrnegoBaTenbHOCTU:

5.2.1. 3anpocuTb B TEXHUYECKOW NOAAEPXKKE NPeanpuUsaTUS-U3roToBUTENS NakeT omp-—
ocs-updater

MakeT omp-ocs-updater npeacrtaBnsaeT cobon rpm-nakeT, BKNtoYaroLwmm naketsl MI1

n3 coctasa 3arpy3ouyHoro moayns MO, a Takke bash-ckpunT 4Na nx NpaBUIbHON YCTAHOBKW.




79
AIMI.20134-01 91 01

5.2.2. 3arpy3ntb B 1M nakeT omp-ocs-updater ana Tex sepcun OC Aspopa, nog
KoTopbIMUK nponcxoauT akcnnyatauua MI. Mopsipok gencteuin no 3arpyske MMM B MM npusegeH
B JOKyMeHTe «PykoBoactBo nonb3oBaTtens. Yactb 2. MNogcucrema «Mapket» AOMI.20134-01
90 01-2.

5.2.3. C nomouubto nonutnkn «lMpunoxeHust / YctaHoBKa NPUNOXEHUN Ha YCTPONCTBO»
(cbyHKkumnoHnan 1Y) yctaHoBUTb HOBYK Bepcuto MIT Ha TecToByl rpynny YCTPOWCTB C LENbIo
NPOBEPKN KOPPEKTHOCTU OBHOBReHua. [Mopsigok paboTbl ¢ nonuvtukammn wu rpynnamm MY
npueeaeH B gokymeHte AAMI.20134-01 90 01-3.

5.2.4. BHUMAHME! B ganHou rpynne MY gomkHbl ObiTb YCTPOMCTBA NOA yrpaBneHnem
OZHOW 1 TOW e Tpex3HayHon Bepcun OC Aspopa (Hanpumep, Bepcum 3.2.3).

5.2.5. BarpysuTtb B MM nakeT omp-ocs-updater anga tex sepcun OC Aspopa, noAa
KoTopbiMUK nponcxoauT akcnnyataunsa MI. Mopsigok gencteuin no 3arpyske MMM B MM npusegeH
B AokymeHTe AQMI.20134-01 90 01-2.

5.2.6. Y6eautbcs, uto B kapTouke MY (B KoHconn agmuHuctpatopa 1Y) otobpaxkaeTtcs
Tpebyemas Bepcusa MI1.

5.2.7. Nocne ycnewHoro o6bHoBneHus MIT Ha TecTtoBoW rpynne MY, BbINOMHUTL

0oOHOBMEHNe aHanornM4yHbIM 06pas3omM 4515t OCTasbHbIX YCTPOMUCTB.
5.3. ObHoBneHue OC ABpopa ¢ nomouibio MY

O6HoBneHne OC ABpopa BbINOTHAETCA B CneayoLlen nocneaoBaTenbHOCTH:

5.3.1. O6HoBUTL cepBep npunoxeHun [MNMNO B cooTBeTcTBUM C nogpasgenom 5.1
HacTosLLEero AoKyMeHTa.

5.3.2. O6HoBUTL OC ABpopa go Tpebyemor Bepcun Ha TECTOBOWM rpynne YCTPOWCTB C
Lenbio NPOBEPKM KOPPEKTHOCTU OBHOBMEHMS C MOMOLLBIO NONUTUKK «[TpunoxeHns/YctaHoBUTb
Bepcuto OC». lNopsgok paboTbl ¢ nonuTukamu m rpynnamm MY npuBegeH B AOKYMEHTe
AOMI.20134-01 90 01-3.

5.3.3. Y6eauTbCs, YTO NOCne OKOHYaHUS, 3a4aHHOro B NpaBuiie BPEMEHHOIO MHTepBana
OOHOBMEHNS, B KAPTOYKE KaXKOoro yCTpOMCTBaA M3 TECTOBOK rpynnbl oTobpaxaeTtca Tpebyemas
Bepcust OC Aspopa.

5.3.4. O6bHoBUTL MI1 TINO Ha TecToBOW rpynne YCTPOUCTB B COOTBETCTBUMM C
nogpasgerniom 5.2 HacTosLLero JoKyMeHTa.

5.3.5. BbinonHUTL OOHOBMEHME aHanorn4yHbiM 00pa3oM ANfisi OCTanbHbIX YCTPOWCTB

nocne ycnewHoro obHosneHns OC Aspopa n MI1 Ha TecToBown rpynne MY.
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6. YAANEHUE NNO

Ansa yaanenus cepsucos MMO Heob6xoanMMo BbINOMHUTE Cneaylolmne 4eNCTBUSA:
6.1. lepenTtn B KaTanor co cueHapuamm yctaHoku [MM10O.

6.2. Ypanutb cepauchl NMO ¢ nomMoLLblo crneayowmx KoMaHa:

- MB:

ANSIBLE USER=<mmsa nojes3oparens> ./deploy-ac.sh --subsystems auth --
action flush all

— TM:

ANSIBLE USER=<mmMsa nojes3oparens> ./deploy-ac.sh --subsystems appstore -
—action flush all

- ny:
ANSIBLE USER=<mmMmsa nosbz3oarensa> ./deploy-ac.sh --subsystems emm --
action flush all

— MOOC:

ANSIBLE USER=<mmMsa noje3oearens> ./deploy-ac.sh --subsystems pkgrepo --
action flush all

6.3. YoanuTb KOMNOHEHTbI cpeabl pyHKUMOHUpoBaHMA MNINO ¢ noMoLbo crieayoLwmnx
KomMaHAa:

— dnsmasqg:

ANSIBLE USER=<umMsa noje3osarens> ./deploy-infra.sh --components dnsmasqg
-—action flush all

— nginx:
ANSIBLE USER=<umMsa nojes3obaTeya> ./deploy-infra.sh --components nginx -
—action flush all

— consul:
ANSIBLE USER=<uMs noje3osarens> ./deploy-infra.sh --components consul

-—action flush all

— consul template:

ANSIBLE USER=<umMsa nojes3obaTeya> ./deploy-infra.sh --components consul-
template --action flush all

— nats streaming server:

ANSIBLE USER=<umMmsa nojsb3obaTensa> ./deploy-infra.sh --components nats-
streaming-server --action flush all

— redis:
ANSIBLE USER=<umMsa nojes3obaTena> ./deploy-infra.sh --components redis -

—action flush all
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— postgresql (6e3 yganeHus AaHHbIX):

ANSIBLE USER=<umMsa noje3oearens> ./deploy-infra.sh --components db --
action flush all

— postgresqgl (C yganeHMem gaHHbIX):

ANSIBLE USER=<mmMmsa nosbz3osarensa> ./deploy-infra.sh --components db --
action flush all --extra-vars "pg uninstall delete data=true"
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7. KOHOUIYPALUOHHbIE ®AUNbI CUEHAPUEB YCTAHOBKU CPE[bI
®YHKUMOHUPOBAHUA

7.1. KoHdurypaumoHHble

YHKLUMOHUPOBaAHUS

dannbi cueHapueB YCTaHOBKM cpeabl

7.1.1. IuBeHTapHbIn cann inventories/hosts.yml

B wuHBeHTapHOM anne inventories/hosts.yml 3afatlTca ajpeca cepBepoB

npunoxeHnn un cepsepos b[,

Ha KOTOopble 6y,£l,yT YCTaHOBJI€EHbI KOMIMOHEHTbLI Cpenbl

dYHKUMOHMpOoBaHUSA. OnucaHne CeKuMin MHBEHTapHOro gamna inventories/hosts.yml

npueegeHo B Tabnuue (Tabnuua 23).

Tabnuua 23

Cekuusa KoHcurypaumoHHoro danna

OnucaHue

all.children.ocs.children.

app

Cepsepa npunoxenun Mo

all.children.ocs.children.

postg

resgl.children.postgresgl maste

CYB[ Postgres

rs

all.children.ocs.children.nginx | bBanaHcupoBMK MukpocepsucoB «Nginx Web
Server»

all.children.ocs.children.consu | Cucrema obHapyxeHus cepsucos «Consul»

1

all.children.ocs.children.consu | Cpeactso ynpasfieHus KOHoUrypaumamm

l-template Mukpocepsucos «Consul Template»

all.children.ocs.children.nats_ | CepBUC rapaHTMpOBaHHOW AOCTaBku COOOLEeHNI

streaming server «Nats Streaming Server»

all.children.ocs.children.redis | CYB[] Redis ana xpaHeHusi ceccui

.children.redis masters

all.children.ocs.children.redis | Redis  Sentinel = obGecneunBaeT  BbICOKYH

.children.sentinel

poctynHocTb CYB[] Redis
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dann cueHapusa yCTaHOBKU ANs YCTaHOBKM cpeabl hyHKkumoHuposanua IMNIMO Ha ogHOM

cepBepe C agpecoMm ocs—-app.local UMeeT creaylowmnm Bua;

all:
children:
ocs:
children:
app:
hosts:
ocs—-app.local:
postgresqgl:
children:
postgresgl masters:
hosts:
ocs—-app.local:
postgresqgl slaves:
hosts:
nginx:
children:
app:
hosts:
consul:
children:
consul servers:
children:
app:
hosts:
consul agents:
consul template:
children:
app:
nats streaming server:
children:
app:
hosts:
redis:
children:
redis masters:
children:
app:
hosts:
sentinel:
children:
app:
hosts:
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7.1.2. Hactpouku cueHapves yCTaHOBKMU cpeabl PYHKUMOHNPOBAHUS B

KOHurypaumoHHom canne config/vars/_vars.yml

B naHHOM koHUrypaunoHHoOM dhanne 3aatoTcs HACTPOMKN CrefyoLmnX KOMMNOHEHTOB
cpenbl yHkumoHuposaHua [MNO: Nats Streaming Server, Consul, CYB[] Redis n CYB[J
PostgreSQL.

OnuncaHne cekunin KoHUrypaumoHHoro dgarna, OTHOCALLMXCA K CLeHapuaM YyCTaHOBKMN

cpenbl OYyHKLMOHUPOBaHUS, NnpueeaeHo B n. 8.3.2, 8.3.3, 8.3.4, 8.3.5 HacTosLLero JOKyMeHTa.

7.1.3. Hactpouku cueHapueB yCTaHOBKMU cpeabl JdYHKLUMOHNPOBAHUSA B

KOHpurypaumoHHom danne config/vars/_vars_infra.yml

B naHHOM KOoHMrypaumoHHoM danne 3agatotcsa HacTporkm CYB[] PostgreSQL.
OnuncaHne  cekumMn  KoHdUrypauumoHHoro danna npuBegeHo B Tabnuue
(Tabnuua 24).

Tabnuua 24
Cekuus KoHcpurypaumoHHoro danna OnucaHwue

pg settings.listen addresses IP-agpeca ceTeBbIX MHTEPGENCOB, NO KOTOPbLIM
cepBep byaeT npuHMMaTh NOAKNIOYEHNS

pg settings.timezone YacoBon nosic Ans BbiBOAA M BBOAA 3HAYEHMUN
BpEMEHM

pg_settings.log timezone YacoBon nosic Onsa LWTamMnoB BPEMEHU npu
3anncu B XXypHan cepeepa

pg hba settings.type Twn noakntoyYeHns

pg hba settings.name Mms nonb3oBaTtens

pg_hba settings.database Nms B[

pg _hba settings.address IP-agpec xocta unu IP-agpec noacetu

pg _hba settings.method MeTopq ayTeHTUdMKaumm

pg replication user.type Tvn nNoOAKNYeHNa nonb3oBaTeNns C  Poribko
«replication»

pg_replication user.name Mms nonb3oBaTens ¢ ponbio «replication»

pg_replication user.database Nma b

pPg replication user.address IP-agpec xocta nnu IP-agpec noacetu

pg replication user.method MeToq ayTeHTUdMKaUnKM Nonb3oBaTens ¢ posnbio
«replication»

pg_replication user.password Maponb nonb3oBaTens ¢ ponbto «replicationy

C nogpobHbIM onucaHnem napamMeTpoB M BO3MOXHLIMU 3HAYEHUSAMU MapamMeTpoB
MOXHO O3HaKOMUTbLCS B AoKyMeHTaumm Ha CYB[ PostgreSQL unn CYB[] Postgres Pro
KoHdurypaumoHHbln  dann config/vars/ vars infra.yml MOXeET WMeTb

cnenywouwmn sua;
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pg settings: # postgresqgl.conf parameters
listen addresses: "0.0.0.0"
timezone: "UTC"
log timezone: "UTC"

pg hba settings: # pg hba.conf settings

- type: local ## Unix-socket access
name: all
database: all
method: trust

- type: host ## Localhost IPv4 access
name: all
database: all
address: 127.0.0.1/32
method: trust

- type: host ## DB hosts
name: all
database: all
address: "{{ groups|['postgresqgl'] }}"
method: md5

- type: host ## Application hosts
name: all
database: all
address: "{{ groups['app'] }}"
method: mdb5

- type: host # Gitlab CI vbox-testing
name: all
database: all
address: 172.17.0.0/16
method: mdb5

- type: host # TODO: What's it local zone for?
name: all
database: all
address: 172.28.0.0/16
method: mdb5

pg replication user: # Replication access configuration
type: host
name: replication
database: replication
address: "{{ ansible default ipvé4.network }}/24"
method: mdb
password: 123Qwe!@#
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8. KOHOUIYPALUOHHbIE ®AUNbI NNO
(CUEHAPUEB YCTAHOBKWU NNO)

8.1. O6wan nHgpopmaumsa o KoHdpuUrypaumoHHbix cannax Mo

MO cogepxuT cnegyowwmne TUnbl KOHPUrypauMOHHbIX hannos:

— KOHcpurypauyunoHHble dpannel nogeuctem MMO (config.yml);

— KOHpurypauuoHHble  cpannbl  cepBucoB  (mogynen) [MMNO  (<uaszBaHwme

cepeuca>.yml).

B koHurypauunoHHbix gpannax nogcuctemMm cogepxartcs Hactponkn nogcuctem [MMM10.
Takke B KOH(urypauuoHHble annbl MNOACUCTEM BbIHECEHbI (MOryT OblTb BbIHECEHDI)
oTAenbHble HacTporikn cepsucoB MO, KoTopble MOXET M3MeHsATb agmuHucTpartop MMO. B
AaHHOM criydae B KOHQUrypaumoHHOM doainne COLEpPXKUTCA CeKuust C MMEHeM cepBuca.
Hanpumep, cekuus ansa cepsuca ocs-auth-accounts-users-api BbIrMGaUT criegyowmnm

obpasom:

ocs—-auth-accounts-users-api:

##

# The number of recently used passwords,

# which system will store for forbidding use it for new password
creating.

##

passwordHistoryDepth: 3

##

# Maximum inactivity period 45 days.

# If account not use system during this time, account will be
blocked.

# Must be greater or equal to OIDC refresh token lifetime.

##

maxAccountInactivityPeriod: "1080h"

OnuncaHne napameTpoB kKOHUrypaunoHHbix darnos nogcuctem MNMO npmuBegeHo B .
8.3.2, 8.3.3, 8.3.4, 8.3.5 HacToALWero JOKymeHTa.

KoHdurypauunoHHble hannbel nogeuctem MNMNO pacnonaratoTcs No cnegylowemy nyTu:

/var/ocs/<Has3BaHue noncmucreMmer>/config.yml

Hanpumep, koHdurypaunoHHbin pann MNb:

/var/ocs/auth/config.yml
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KoHdurypauunoHHble dannbl cepBUCOB coaepxaT HacTtponku cepsucos MO wu

pacnonaratTcs Mo criegyoLwemy nyTu:

/var/ocs/<Ha3BaHue NoICUCTEeMu>/<Has3BaHUe cepBuca>/<HaszBaHUe
cepBMUCa>.yml

Hanpumep, KoHUrypaumnmoHHbin hann cepsuca ocs-auth-idp-api lb:

/var/ocs/auth/ocs-auth-idp-api/ocs-auth-idp-api.yml

OnuncaHne napameTpoB KOHGUIypauMOHHbIX (bannoB CepBMCOB NPUBEAEHO B CaMMUX
KOHUrypaLUMOHHbIX (hannax B BUAE KOMMEHTapUeB.

BHUMAHMUE! PepaktupoBatb koHdurypaunoHHele annel cepsucos [1MO He

pekoMmeHayeTcA.

8.2. O6wan uHcpopmauma o KOHPUrypaumoHHbix dpannax cueHapmeB YCTaHOBKMU
nno

CueHapuu yctaHosku NMMO cogepxaTt cnegyowmne Tunbl KOHPUrypaumMoHHbIX hansos:

— KOH(UrypauunoHHbl pann inventories/hosts.yml;

— KOH(urypaLumnoHHble pannbl config/vars/ vars.yml,

— KOH(purypauuoHHble annbl noacucteM config/subsystems/<HazBaHue
nomcucTeMer>/vars/ vars.yml;

— wabnoHbl KOHPUrypaunoHHbix gannoB nogcuctem MMO (config.yml. 2);

— wabnoHbl KOHgUrypaumoHHble cannbl cepsucoB (mogynen) MMO (<uazeaHue

cepeuca>.yml.j2).
8.2.1. KoHurypaumoHHbin cainsn inventories/hosts.yml

KoHdurypaumnoHHbin pann inventories/hosts.yml COAEPXUT agpeca CepBepoB
(MmMeHa XOCTOB), Ha KOTOpble YCTaHOBMeEHbl (OyayT ycTaHOBMiEHbl) KOMMOHEHTbI cpenbl
dyHKkunoHnposaHus MMNO n noacuctemsl MMO.

OnuncaHne napamMeTpoB KOHMUrypauMOHHbIX dannoB inventories/hosts.yml

npmueegeHo B n. 7.1.1 HacTodAwWero AoKyMeHTa.
8.2.2. O6wumr KOHPpUrypaumoHHbIn doann cueHapues ycTaHoBKKM config/vars/_vars.yml

KoHdurypaumoHHbii ann config/vars/ vars.yml sBNeTca obWMM ONA BCeX
nogcuctem n moaynen MNMO. B HeM coaepXutca NOMHbIA nepeyeHb O6WMX napameTpos,
OTHOCALWMXCA K nogcuctemam un mogynsm Mro.

OnucaHve napaMeTpoB KOHdUrypaumoHHoro danna config/vars/ vars.yml

npmueegeHo B n. 8.3.2, 8.3.3, 8.3.4, 8.3.5 HacTosLero gokymeHTa.
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8.2.3. KoHpurypaumoHHble dhannbl cLueHapueB ycTaHoBku anga nogcuctem MNMNO (dannoi:

config/subsystems/<Ha3BaHue nogcuctembl>/vars/_vars.yml)

KoHurypaunoHHble  dannbl  vars.yml MNOACAUCTEM  codepXaT napamMmeTpsbl,
OTHOCALLMECA K KOHKPETHOM noacucteme. Takke gaHHble ¢annbl MOryT ObiTb [LOMOSHEHDI
napameTpamn u3 obwero KOHUrypauumoHHoro cpanna, 3Ha4YeHWsa KOTOpbIX HaAo
nepeonpenennTb ANa 3agaHHOW NOACUCTEMBI.

KoHdurypaunoHHble dannbl  vars.yml B Gonbllei 4acTu cofepxaT HacTPOWKU
B3aMMOLEeNCTBUA NOACUCTEM C KOMMOHEeHTamMu cpeabl PYHKUMOHMPOBaAHUSA. Pacnonaratorcs
AaHHble KOHUrypauuoHHble hannbl B KaTanore o CLeHapuamMm yCTaHOBKM NO creyowemy
nyTy:

config/subsystems/<HazBaHme mnomcmucTeMmsr>/vars/ vars.yml

Hanpumep, koHduUrypaunoHHbii pann vars.yml ansa lNb:

config/subsystems/auth/vars/ vars.yml

OnuncaHve napameTpoB KOHMUrypauMOHHbIX annos vars.yml nNpuBeOEHO B

n. 8.3.2, 8.3.3, 8.3.4, 8.3.5 HacTodLLero gokymeHTa.
8.2.4. lWabnoHbl KoHUrypaumoHHbIx dpannos nogcuctem MMNO

Ha ocHoBe pgaHHbIXx ¢pannoB B npouecce YyctaHoBkn [1MO  dopmupyroTes
KOHdurypaumoHHole dannsl noacuctem [MO. 3HaveHna napameTpoB B LwabnoHax
KOHUrypaumoHHbix dannax nogcuctem [MNO 3agaoTca agMUHUCTPATOPOM, a Takxe
cCueHapuaMM  YCTaHOBKM Ha OCHOBE 3Ha4YeHuW, 3afaHHblX agMUHUCTPATOpPOM B
KOHUrypaumoHHbIX pannax vars.yml.

Pacnonaraiotcs gaHHble KOHUrypauuoHHble hannbl B Katanore co cueHapusimu
YCTaHOBKM NO crneayowemMy nyTu:

config/subsystems/<Ha3BaHue

noncucremu>/config/services/config.yml.j2
Hanpumep, wabnoH koHdurypaunoHHoro davna MNb:
config/subsystems/auth/config/services/config.yml.j2
OnucaHne napameTpoB LWAaGMOHOB KOHGUrypaunoHHbix darnnos noacuctem MO
npmueegeHo B n. 8.3.2, 8.3.3, 8.3.4, 8.3.5 HacTosLero gokymeHTa.

8.2.5. lWabnoHbl KoHUrypaumoHHbix dannos cepsucos MNMNO

Ha ocHoBe pgaHHbix pannoB B npouecce yctaHoBkn [0  dopmupytoTcs

KOHpurypaumoHHble cannel cepsucos [MMM0.
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LlaBnoHbl KOHGUrypauMoOHHbLIX (hannoB CepBMCOB pacnoniaraloTca B KaTanore co
CueHapusaMmM yCTaHOBKW MO criegyowemy nyTu:
config/subsystems/<HazBaume mnoncucTemer>/config/services/<uHazBaHue

cepBuca>/<HaszBaHue cepBuca>.yml.7J2

Hanpumep, lwabnoH KOHJpUrypaumMoHHOro danna cepBuca

ocs—-auth-adminconsole-ui lB:

config/subsystems/auth/config/services/ocs-auth-adminconsole-

ui/ocs-auth-adminconsole-ui.yml.j2

OnuncaHvne napameTpoB WabroHOB KOHUTYPaALMOHHbIX (hannoB CEpBUCOB NpUBELEHO
B CaMUX KOHUIypaUMOHHbIX (hannax B BUAE KOMMEHTapUEB.
BHUMAHMUE! PepaktupoBaTb WwWabnoHbl KOHpUrypaumoHHsix gannos cepsucos MO

He pekomeHayeTcs.
8.2.6. KoH(urypaumoHHble dhansibl OKPY>KEHUN

[aHHble KOHUrypaumoHHble drannbl BKNKOYAOT:

— 06bWwunn KoHUrypaunoHHel cann cueHapueB yctaHoBku (MO gna 3agaHHoro
OKpYXeHus (dann: config/environments/<HasBaHue OKpyxeHus>/vars/ vars.yml);

— KOHcpurypaumoHHble hannbl cueHapmes yctaHoBku nogcuctem MNIMO gna 3agaHHoro
OKpYXXeHunsa (cbannbl B KaTanore: config/environments/<HazBaHue
OKpyXeHusa>/<Has3BaHUe MOICUCTEeMs>/vars/).

B [aHHbIX KOHGUrypaumoHHbIX pannax nepeonpenensarTca napamMeTpbl obuiero
KOHdurypaumoHHoro danna cueHapueB ycTtaHoBku MO un koHduUrypauynoHHbix ¢annos
cueHapueB ycTaHoBku nogcuctem IM10.

[ns Toro 4ToObI NepeonpeaennTb NapameTp, Heobxoanumo:

— CcKonupoBaTb NapameTp (BKIoYasi CeKUMIo, B KOTOPYH BXOAMUT napameTp) u3 obuwiero
KOHUrypaumoHHoro ganna cueHapueB yctaHoBku [NMO nnu KoHgUrypaumoHHoro dgarna
cueHapueB yctaHoBku nogcuctem MNM0O;

— BCTaBWUTb CKOMMPOBAHHOE 3HAYeHne B aHanormM4yHbln KOHPUrypaunoHHbIn hann ans
3aaHHOro OKpYXeHus;

— 3apaTtb Tpebyemoe 3HavyeHue napameTpa.
8.2.7. MNopsipok paboTbl C KOHPUrypauUMOoHHLIMKU dharnammn cueHapmes yctaHoBku M10

B uensx ontummsauum Hactpomkm [0, a Ttakke otaenbHbix nogcuctem MO wu
moaynen MO OGbina peanusoBaHa criegyowas CTPyKTypa KOHGUIypaunoHHbIX ¢annos

cueHapues yctaHoBku MNIN0O, npuBegeHHasa B Tabnuue (Tabnuua 25).
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Tabnuua 25
Mopsapok
NnpUMeHeHunsA
Katanor (umsa danna) OnucaHue napameTpoB
(npuoputeTt
napameTpoB)
config/vars/ vars. | O6LWMIA (ANA BCeX NOACUCTEM U MoayneW 1 (cambI HU3KUI
yml MMNO) KOHUrypaunoHHbIN dann cueHapues npuopuTeT)
yctaHoBku M10. B Hem cogepXntcsa NonHbIn
nepeyeHb obLLMX NapamMeTpoB, OTHOCALLNXCSH K
nogcucrtemam n mogynam Mrio
config/subsystems/ | KoHcurypaumoHHble caiinbl cueHapues 2
<Ha3BaHue yctaHoBku noacuctem MMO. B Hux
nomcucTeMer>/vars/ | cogepXaTcs napameTpbl, OTHOCALLMECS K
KOHKpeTHOW noacucteme. Takke faHHble
Hanpumep, dannbl MoryT 6bITb AOMNOMHEHBLI NapameTpamu
config/subsystems/ | ¥3 00WEro KOHGUrypaunoHHoro cganna,
auth/vars/ 3Ha4YeHuMs KOTOpbIX HaAo NepeonpeaennTb AN
3aJ1aHHON NOACUCTEMBI
config/environment | OGLWMI KOHUIypaLMOHHBIN dain cueHapues | 3
s/<Ha3BaHUE yctaHoBku MNIMNO ansa 3agaHHOro okpyxeHus. B
OKpyXeHua>/vars/_Vv | Hem MOryT cofepXXaTbCs napameTpaMm n3
ars.yml o6Lero KOH(UrypaumoHHoro ganna,
3Ha4yeHus KOTOPbIX HaJO NepeonpeaennuTb Ans
Hanpumep, 3a1aHHOTrO OKPY>XeHUs
config/environment
s/release/vars/_va
rs.yml
config/environment | KoHurypaumoHHble daiinbl cueHapueB 4 (cambin
s/<oxpyxeHue>/<nas | yctaHoBku nogcuctem MNMO ans sagaHHoro BbICOKUI
BaHNE OKpY>XeHus. B HUX MoryT cogepxatbcs NpUopuTET)

noncucTeMms>/vars/

Hanpumep,
config/environment
s/release/auth/var

s/

napamMmeTpbl 13 06Lwero KOHPUrypaunoHHoro
dranna nnu n3 KOHPUrypaumoHHbIX oannos
noacuctem lNMNO, 3Ha4YeHnst KOTOPbIX HA4O
nepeonpeaenuTb Ansi 3a4aHHOIO OKPYXXeHUs
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Mpu yctanoske MNMIMO napameTpbl KOHOUIYpPaLNOHHBIX (hansioB NPUMEHSKTCSA COrnacHoO
nopsiaky, npueegeHHomy B Tabnuue (Tabnuua 25). T.e. cueHapuii ycTtaHOBKM obpabaTtbiBaeT
CHayana KoHdUrypauuoHHble dannbl B Katanore config/vars/, 3atem B KaTarnore
config/subsystems/<HazsBaHue nomcucrTemer>/vars/ W T.0. Ecnn, Hanpumep, Kakou-
nmoéo napameTp OQHOBpPEMEHHO 3agaH " B config/vars/ n
config/subsystems/<uaszsBanue mnoxcucremer>/vars/, T0 MO GygeT ycTaHOBMNEHO CO
3Ha4YeHnem napameTpa, 3agaHHbIM B config/subsystems/<Ha3BaHUE
IomCcucTeMs>/vars/.

MpaBuna o6paboTkm cueHapmsammn yctaHosku MNMMO napameTpoB, MaccnBOB U CMIUCKOB,
€CNnN OHN OAHOBPEMEHHO 3aZaHbl B HECKOMNbKMUX KOH(PUIypaLMOHHbIX hannax

MpaBuno o6paboTkmn napameTpoB: 3HaYeHe napamMmeTpa B KOHGUrypaunoHHom canne
¢ 6onee BbICOKMM NpuopuTETOM NepeonpeaenseT 3Ha4YeHne napameTpa B KOHPUrypaunoHHOM
danne c 6bonee HU3KUM NMPUOPUTETOM.

Mpumep napameTpa:

redis password: "example redis password"

MpaBuno o6paboTkm MaccMBOB: MacCuMB B KOH(urypauumoHHoMm danne c 6Gonee
BbICOKMM NPUOPUTETOM Nepeonpeaenser mMaccMB B KOHGUrypaumoHHOM danne c 6onee
HU3KNUM NPUOPUTETOM.

Mpumep maccusa:

pg hba settings:

= type: local # Unix-socket access
name: all
database: all
method: trust

- type: host # Localhost IPv4 access
name: all
database: all
address: 127.0.0.1/32
method: trust

- type: host # Localhost IPv6 access
name: all
database: all
address: ::1/128
method: trust

- type: host # Gitlab CI vbox-testing
name: all
database: all
address: 172.17.0.0/16
method: md5
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MpaBuno obpaboTkM CAMCKOB: €Crnn CNUCOK B KOHUrypaunoHHom cpanne c donee
HU3KUM MPUOPUTETOM COOEPXUT HOBbIE 3NIEMEHTbI (KOTOPbLIX HE ObINIO B KOHMUrypauMoHHOM
danne c 6onee BbICOKMM NPUOPUTETOM), TO OHM A0BABNAKTCA K NICXOQHOMY CNUCKY. 3HaYeHue
napameTpa B CMUCKe, coaepXaliemcs B KOHurypaumoHHom danne c¢ 6ornee BbICOKMM
npuopuTeToM, nepeonpeaenseT 3HayeHMe napamMeTpa U3 Cnucka coaepxawemca B
KOHoUrypaumoHHoM dpanne ¢ 6onee HU3KUM NPUOPUTETOM.

Mpumep cnucka:

postgresqgl:

dbname: example db name # database name

port: 5432 # port

user: example user # user

password: ocs # password

extensions: ["pg partman bgw", "pg trgm", "pg stat statements",
"pgcrypto"] # necessary extensions

8.3. OnucaHue KoHdurypaumoHHbix cannos MMNMO (cueHapueB yctaHoBku MNMNMO)
8.3.1. OnucaHne koHurypaumoHHoro cpanna cueHapueB yctaHoBku MO hosts.yml
(dpann: inventories/hosts.yml)

8.3.1.1. OnucaHue koHUrypaunoHHoro danna cueHapmes yctaHoBku MO hosts . yml

(dpann: inventories/hosts.yml) npuBegeHo B Tabnuue (Tabnuua 26).

Tabnuua 26
MapameTp OnucaHne flobasnen /
YpaneH
all.children.ocs.children.app |XocTbl, Kyga 6ygyT yCTaHOBMEHbI 2.2.0/-
.hosts cepBepHble npunoxexus MMO
all.children.ocs.children.app 2.20/-
.vars.ext loadbalancer
all.children.ocs.children.app 2.20/-
.vars.int loadbalancer
all.children.ocs.children.pos |XocThl, Kyga 0ygeT yctaHoBMNeHa 220/ -
tgresgl.children.postgresql m |CYB[ PostgreSQL unu Postgres Pro
asters.hosts (master)
all.children.ocs.children.pos |XocTbl, Kyga bygeT ycTaHOBMeHa 2.2.0/-
tgresgl.children.postgresql_s |CYB[ PostgreSQL unu Postgres Pro
laves.hosts (slave)
all.children.ocs.children.ngi |XocTbl, Kyga OyaoeT yctaHOBMEH 220/-
nx.children.app H6anaHCUpOBLLUK MUKPOCEPBUCOB
Nginx Web Server
all.children.ocs.children.con |XocTbl, Kyga bygeT ycTaHoBneHa 2.2.0/-
sul.children.consul masters.c |cucTemMa MOHUTOPUHIa CEPBUCOB
hildren.app Consul. (master)
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MapameTp OnucaHune flobaenen /
YpaaneH
all.children.ocs.children.con |XocThbl, Kyga 6yaet yctaHoBneHa 2.2.0/-
sul.children.consul_agents cucTtema MOHUTOPUHIa CepBMCOB
Consul. (agent)
all.children.ocs.children.con |XocTbl, Kyga OygeT ycTraHOBMEH 220/ -
sul_template.children.childre |Consul Template
n.app
all.children.ocs.children.nat |XocTbl, Kyga 6yaet ycTaHOBNEH 2.2.0/-
s streaming server.hosts CepBUC rapaHTUPOBaHHOM JOCTaBKM
coobueHun Nats streaming server
all.children.ocs.children.red |XocThl, Kyga 6ygeT yctaHoBMneHa 220/ -
is.children.redis masters.hos |CYB[ Redis ans xpaHeHus ceccuii
ts (master)
all.children.ocs.children.red |XocThl, Kyga 0ygeT yctaHoBMNeHa 2.2.0/-
is.children.redis_slaves.host |CYB[ Redis ons xpaHeHusi ceccui
S (slave)
all.children.ocs.children.red |XocTbl, Kyaa 6yaet yctaHoBneH Redis (2.2.0/ -
is.children.sentinel.hosts Sentinel, obecneunBaoLN BbICOKYHO
poctynHocTb CYB/[ Redis

8.3.2. Onuncanwune koHdurypaumnoHHblx damnnos b (cueHapueB yctaHoBku 1B)

8.3.2.1. OnucaHune
(/var/ocs/auth/config.yml),

napamMeTpoB

wabnoHa

KOHPUIypaLMOHHOIO

KOHOMrypaumoHHOro

danna

ghanna

N6
M6

(config/subsystems/auth/config/services/config.yml.32) U KOHPUrYpaLIMOHHOIO

danna cueHapueB

YCTaHOBKM 113)

_vars.yml

(config/subsystems/auth/vars/ vars.yml) npvBeaeHo B Tabnuue (Tabnuua 27).

Tabnuuya 27
I'IapameTp B q).aﬁnax:_ MapameTp B channe Onmncanme [Jo6aBneHo
config.yml, config.yml.j2 _vars.yml IYpaneHo
config.public publicUri |[auth public uri MonHbIn agpec 22.1/-
Uris.auth. nyoénunyHoro API cepsepa
aBTOpM3aummn
config.public |publicBas |auth public basep [pedwukc url nybnnyHoro [2.2.1/-
Uris.auth. epath ath API cepBepa
aBTOpm3aumu,
ncnosib3yemMbln ons
BHYTPEHHEro
MEXNOL4CUCTEMHOIO

B3aMMOgencTBus
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MapameTp B channax: MapameTp B hanne Onmncanme HobaBneHo
config.yml, config.yml.j2 _vars.yml IYpnaneHo
config.public|adminBase |[auth admin basepa [[pedukc url k API 221/ -
Uris.auth. path th KoHconu MB,
ncnosib3yembln ons
BHYTPEHHEro
MeXMNo4CUCTEMHOIO
B3aMMoOencTens
config.public|adminUri |emm admin uri MonHein agpec API/UI 22.1/-
Uris.emm. KoHconn agmuHucTpaTopa
rny
config.public|adminUri |aps admin uri MonHbin agpec API/UI 3.0.0/-
Uris.aps. KoHconn agmuHucTpaTopa
MM
config.sessio|rememberF |session remember |Bpemsi XXU3HU CECCUM 2.2.0/-
n. or for nonb3oBaTesid KOHCONN
config.sessio|renewTime |[session renew tim |HTepBan obHOBNEHMUS 2.2.0/-
n. out eout ceccun (Npy akTUBHOCTM
noJib3oBaTesiAa 3arnpocChbl Ha
obHoBneHne ceccun 6yayT
nocbINaTbCA He Ha KaXkayro
aKTMBHOCTb, a ONH pa3 3a
AaHHbIN HTepBan)
config.databa host 3apaetcs Appec (xocT) 6a3bl AaHHbIX|2.2.0 / -
se. BblpaXeHnem
{$ if
postgresgl patron
1 cluster is
defined and
postgresqgl patron
i cluster | bool
%}localhost{%
else S} {{
groups | 'postgresqg
1 masters'] |
first }1}{% endif
%}
config.databa |port postgresqgl.port MopT BA 2.2.0/-
se.
config.databa |[dbname postgresqgl.dbname |ma B[ 2.2.0/-
se.
config.databa |user postgresgl.user Nms nonb3oBaTtens b/ 2.2.0/-
se.
config.databa |password |postgresql.passwo [laponb B 220/ -

se.

rd
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MapameTp B channax: MapameTp B hanne Onmncanme HobaBneHo
config.yml, config.yml.j2 _vars.yml IYpaneHo
config.consul |token consul token CekpeT ans 25.0/-
ayTeHTudunKaumm B
consul
config.redis. |[sentinelA |3agaeTtcs Afnpec moayns 2.2.0/-
ddresses |BblpaXeHUem sentinel CYB[ Redis
{{
groups|['sentinel'
I
map ('regex replac
e', " (.%)8",
"\\1:26379") |
join(',") }}
C ncnosnb3oBaHnem
napamMeTpoB U3
hosts.yml
config.redis. |[sentinelP |redis password Maponb K Mmoaynto 220/-
assword sentinel CYB[ Redis
config.redis. masterNam redis master name [geHTudukatop (ums)ba (2.2.0/ -
e Redis
config.redis. [password |redis password Maponb k CYB[ Redis 2.2.0/-
config.transp |[shutdownT |transport shutdow |Bpems Ha 3aBepLueHne 2.3.0/-
ort. ime n time OTKPbITbIX COEANHEHN,
nepen nepeg Tem, Kak
cepBuC 3aBepLunT paboTy
config.transp |url 3apaeTtca Appec cepsepa NATS 23.0/-
ort.nats. BblpaxeHnem
{%$ for host in
groups|['nats_ stre
aming server']
$}nats://{{nats.a
uth token}}@{{
host }}:4222{% if
not loop.last
$},{% endif %} (%
endfor %}
C Ucnonb3oBaHnem
napameTpoB
M3 hosts.yml U vars
.yml
config.transp|clusterID |nats.cluster id |MpgeHTudukatop knacrepa (2.3.0/ -

ort.nats.

NATS
(https://docs.nats.io/)
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MapameTp B channax: MapameTp B hanne Onmncanme HobaBneHo
config.yml, config.yml.j2 _vars.yml IYpaneHo

config.transp |redeliver |- KonunyectBo noBTopHbIX  |2.5.0/ -
ort.nats. yCount OTnpaBOK COOBLLEHNN

LUMHOW NpWn Heyaa4yHom

obpaboTke coobLieHus
config.transp|enabled |- ®nar BkntoveHnsa TLS 220/ -
ort.http.tls. npoToKona
config.transp [private k|- MyTb K panny c 2.2.0/-
ort.http.tls. |ey MPUBATHbLIM KITHO4OM.

[Mpu He3anonHeHHOM

3HaveHun hopmMmumpyeTcs

no NpuHUMny

config folder/app na

me/app name.key
config.transp |certifica |- MyTb K channy c 220/-
ort.http.tls. |te cepTugunkaTom

(NyGnuYHbIN KNoY).

[Mpn He3anonHeHHOM

3HaveHUn bopmumpyeTcs

no NpuHUmMny

config folder/app na

me/app name.crt
config.transp|ca certif |- MyTb K panny c 2.2.0/-
ort.http.tls. |icate A0BEPEHHbIM

cepTuduKaTom.

[Mpn He3anonHeHHOM

3Ha4yeHun hopmMmpyeTcs

no NpuHUmMny

config folder/ca.crt
config.transp|address |- [He ncnonb3yeTtca] Agpec [2.4.0/ -
ort.http.http cepsepa (ansa crnyxebHbIx
Debug. debug-aHanonHTOB

NPUOXEHNS)
config.transp|enabled |- [He ncnonbayetca] ®nar  [2.2.0/ -
ort.http.http BKMoYeHunsa TLS
Debug.tls. npoTokona (ans

cnyxebHbix debug-

SHAMNOUHTOB NPUITOXEHUS)
config.transp |private k|- [He ncnonbsyetca] Myt k |2.2.0/ -

ort.http.http
Debug.tls.

ey

dhanny ¢ npnBaTHbLIM
Kntoyom (anga cny>xebHblx
debug-aHONONHTOB
NPUNOXeHNs)
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I'IapameTp B cb.aﬁnax:‘ MapameTp B hanne Onmncanme HobaBneHo
config.yml, config.yml.j2 _vars.yml IYpaneHo
config.transp |certifica |- [He ncnonbayeTtea] MNyTb kK [2.2.0/ -
ort.http.http|te danny c ceptTudumkaTom
Debug.tls. (Ny6nnyHbIN KTtoY) (ANs
cnyxebHbix debug-
SHAOMOUHTOB NPUITOXEHUS)
config.transp|ca certif |- [He ncnonbsyetca] MyTtb k |2.2.0/ -
ort.http.http|icate dranny ¢ oBEPEHHbLIM
Debug.tls. cepTudukaTom (ans
cnyxebHbix debug-
9HONOVHTOB MPUNOXEHUS)
config.ttl. login con |ttl login consent |Bpems xu13Hu 3anpoca Ha [2.2.0/ -
sent requ| request aBTOpPM3aLnto
est

config.ttl. access_to |ttl access token |Bpemsi Xu3HK 220/ -
ken access_ token

config.ttl. refresh t |ttl refresh token Bpewms Xu3Hu 220/ -
oken refresh token. lNpu

3HayeHumn "-1" cuntaetca

BGeckoHeYHbIM
config.ttl. id token |ttl id token Bpems xu3Hn id token |2.2.0/-
config.ttl. |auth code |ttl auth code Bpewms xun3Hu auth_code [2.2.0/ -
config. passwordE |- MakcumansHoe Bpemsi 2.20/-

xpiration AencTBus napons.

Time
config.passwo |minLength |- MuHumanbHas gnuHa 2.2.0/-
rdSettings. napons. 3Ha4eHue: 8.

Ecnu ykasaTb 3HauyeHue

MeHbLLEe, YeMm 8, To

cucTeMa JOoSmkKHa cunTaTh,

Yyto minPasswordLength

= 8.
config.passwo maxLength |- MakcumanbHas anvHa 2.2.0/-

rdSettings.

napons. 3Ha4eHune: 255.
Ecnn ykasaTb 3Ha4eHue
MeHbLUe, YeM
minPasswordLength
(MUHUManbHasa gnvHa
naponsi), To cuctema
AO0JDKHA cunTaTh,

YTOo maxPasswordLength
= minPasswordLength
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MapameTp B channax: MapameTp B hanne Onmncanme HobaBneHo
config.yml, config.yml.j2 _vars.yml IYpaneHo
config.passwo [minDigits |- MuHUManbHOE Yncno 2.2.0/-

rdSettings.

undp B napone (3)

config.passwo
rdSettings.

minUpperL
etters

MwuHnmanbHoe yncno 6yks
BEPXHEro perucrpa B
napone (2)

2.2.0/-

config.passwo
rdSettings.

minlowerL
etters

MuHumanbHoe yncno 6yks
HWXHero perucrpa B
napone (2)

2.2.0/-

config.passwo [minSpecia |- MuHUManbHOE Yncno 2.2.0/-
rdSettings. lchars cneucumMmBOIIOB B Naporne
(2)
config.passwo |upperLett |- Honyctumble ansa napons |2.2.0/ -
rdSettings. ers CUMBOIbI BEpXHero
peructpa
ABCDEFGHIJKLMNOPQRST
UVIWXYZ
config.passwo |lowerLett |- Honyctumble ans napons [2.2.0/ -
rdSettings. ers CUMBOJ1bl HUXKHETO
perncrtpa
abcdefghijklmnopgrst
UVWXYZ
config.passwo [specialCh |- Honyctumble ansa napons |2.2.0/ -
rdSettings. ars cneunarnbHble CUMBOIbI
PR#SSN&* () _+
config. failedLog |- MakcumanbHoe 220/ -
inTries KOJINYEeCTBO HEeYyCneLlHbIX
NONbITOK ayTeHTUdpUKaLmn
(BBOO@ HEMpPABUNBHOIO
naponsi) 4o 6noKnMpoBKM
y4eTHOM 3anucwu.
3HayeHue: "3"
config. failedLog |- Bpems 6nokmpoBku 220/-
inBlockTi y4yeTHOW 3anuncu
me

nonb3oBaTens B cryyae
AOCTUXKEHUSN
YyCTaHOBINEHHOTO
MaKcUMarbHOro
KONMYeCTBa HeycneLLHbIX
NONbITOK ayTEHTUdUKALUN.
3HayeHue: "15m"
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MapameTp B channax:
config.yml, config.yml.j2

MapameTp B hanne
_vars.yml

OnucaHue

[o6aBneHo
IYpaneHo

config.

loginGrac
eTime

Bpewms, B Te4yeHne
KOTOPOro cymTatoTcA
HeycneLUHble MoMbITKN
ayTeHTUunKauumn nepen
BGrOKMpPOBKOM

2.2.0/-

config.

privilege
dSessions
Limit

privileged sessio
ns limit

[onyctnmoe KonmyecTso
OZIHOBPEMEHHO
3anyLeHHbIX ceccun y
npuBUIErMpoBaHHOM
y4eTHOM 3anncu

2.2.0/-

config.

unprivile
gedSessio
nsLimit

unprivileged sess
ions limit

[onyctnmoe KonmyecTso
OAHOBPEMEHHO
3anyLeHHbIX ceccum y
HenpuBMNernpoBaHHoOm
y4YeTHOM 3anucu

2.2.0/-

config.

insecureU
ri

insecure uri

dnar ncnonb3oBaHNs
He3aLLMLLEeHHOro
CoeauNHEeHnsa. AToT
napameTp Hago 3agaBaTtb
B true ecnu ncnonb3yetcsa
Hes3alLuMLEeHHoe
coeguHeHue (http
npotokos). OH BNusAeT Ha
dopmmpoBaHue Cookie
3arorioBKOB, NPOBEPKY
peaupeKToB.

2.2.0/-

config.

expose in
ternal er
rors

expose internal e
rrors

®nar otobpaxeHns
pacLunMpeHHOMN
MHdopMauumn B oumnbKax.
Mo ymonyaHuio BbIKINOYEH,
Tak Kak MHdopmaLms
MOXEeT coaepxaTtb
AaHHblE, HeXxenaTenbHble
K pacKpbITUIO.
Wcnonb3yeTtcsa ans
OoTnagKkm

25.0/-

config.

insecureR
edirectUr
is

3apaetcs
BblpaXXeHNem

[{% if
insecure uri 1is
defined and
insecure uri %}
"{{ emm admin uri

Cnucok url Ha KoTopble
cepsep aBTOpMU3aLnn
paspeluaeT genartb
peaupeKT no NpoTOoKomy
http B npouecce
ayTeHTupukaumm. KoHdpur
MOXHO 3anosSiHATb TOSIbKO

220/-
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MapameTp B channax: MapameTp B hanne Onmncanme HobaBneHo
config.yml, config.yml.j2 _vars.yml IYpaneHo

Py, npwv BKAKOYEHHOM ONummn

"{{ aps_admin uri|config.insecureUri

Py,

"{{ aps_dev uri

Py,

"{{

auth admin uri

Py,

"{{

push admin uri

Py,

{% endif %}]

C UCMNOSMb30BaHNEM

napameTpoB

M3 vars.yml
config.secret |system - Kntoun ansa wudposaHna (2.2.0/ -
S. CUCTEMHOWN MHOpMaLUn
config.secret [cookie - Kntoun ansa wndgpposanuna |2.2.0/ -
S. cookie, NnepenaBaemMblie B

Gpayaep
config. allowTerm |3apaetcsa Cnmncok ip agpecos, ¢ 2.2.0/-
inationFr |BblpaxeHneM KOTOPbIX MOXHO AenaTb
om [ {% 1if 3anpocbl Ha cepsep

allow termination
_from is defined
5} (%
allow termination
_from S} "{{ host
}1", {% endfor %}
{% endif %} {%
for host in
groups['app'] S}
"{A{

hostvarslhost] ['a

for host in

nsible default ip
v4'] ['address']
yy/32m,
5} ]
C ncnosnb3oBaHNEM
napameTpoB 13

{% endfor

vars.yml U
hosts.yml

aBTopu3aumm no
npoTtokony http
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MapameTp B channax: MapameTp B hanne Onmncanme HobaBneHo
config.yml, config.yml.j2 _vars.yml IYpaneHo

config.ocs- |passwordH |- Yncno nocnegHunx 2.2.0/-
auth- istoryDep NCMNOSIb30BaHHbIX Naposnen,
accounts- th KOTOpble 3anpeLeHo
users-api. ncnonb3oBaTb NMpu

CO3aH1N HOBbIX Naposnemn.

HoBbIn Nnaponb He JoSKeH

coBnagaTb C Naponammn u3

NCTOPUKN B paMKax

3a1aHHOTO 3HAYeHUS.

NcnonbayeTtca ans

YYETHbIX 3anuncen

nonb3oBartesnemn
config.ocs- |maxAccoun |- MakcrMManbHbIn CPoK 2.2.0/-
auth- tInactivi HEeaKTUBHOCTU YyY4ETHOMN
accounts- tyPeriod 3anucu, nocne KoToporo
users-api. OHa JoskHa ObITb

3abnokupoBaHa.

NcnonbayeTtca ans

YYETHbIX 3anuncen

nosib3oBaTernemn.
config.ocs- |passwordH |- Yncno nocnegHux 2.2.0/-
auth- istoryDep NCNONb30BaHHbIX Naposnen,
accounts- th KOTOpble 3anpeLueHo
devices-api. ucnonb3oBaTb NMpu

CO34aHnM HOBbIX NApOnen.

HoBbIn Nnaponb He AOSKeH

coBrnagaTtb C NaponsiMm n3

NCTOPUKN B paMKax

3a[laHHOro 3Ha4YeHus.

Mcnonb3yeTtca ans

YYETHbIX 3annucen ¢ poribko

MI1 «Aspopa LleHTp»
config.ocs- |maxAccoun |- MakcumarnbHbIn CpoK 220/-
auth- tInactivi HEeaKTMBHOCTU yYeTHOM
accounts- tyPeriod 3anucu, nocrie KotToporo
devices-api. OHa JomkHa ObITb

3abnokmpoBaHa.

Wcnonb3yeTtcsa ans

yYeTHbIX 3anucen c poribio

MTI1 «ABpopa LleHTp»
config. gatewayTi |gateway timeout |TammayT 3anpocoB Ha 2.2.0/-

meout L3kl

config. hashWorke |- KonnuecTtso Bopkepos, 24.0/-
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MapameTp B channax: MapameTp B hanne Onmncanme HobaBneHo
config.yml, config.yml.j2 _vars.yml IYpaneHo
rs BbIYMCNAKOLMNX X3LLN
naponen. Mo
ymon4anuio 16.

config.oidcCl |scope 3apaeTcsa Ckonbl ans oidc knueHta, [2.2.0/ -
ients.authAdm BblpakeHnem KOTOPbIN UCNONb3yeTcs
inConsole. {{ Ans ayTeHTnduKaLmm B

oidc clients['aut |KoHconu Nb

h-admin-

console'] .scope

}}

C NCNOMb30BaHMEM

napameTpoB

M3 oidc.yml
config.oidcCl |returnUri |3apaetcs Appec, Ha KOTopbIi 2.2.0/-
ients.authAdm BblpakeHnem cepBep aBTOpU3aLmn
inConsole. {{ caoenaeTt peaupekT nocrne

oidc_clients['aut |ayTeHTUdUKaLun B

h-admin- KoHnconu MNb

console'] .redirec

t uris | first }}

C NCNOMb30BaHMEM

napameTpoB

M3 oidc.yml
config.logger |level logger level YpoBeHb geTannsaumm 220/ -

COO6LLEHNI NOrMPOBAHNS.
Bo3MOXHble 3Ha4YeHUS:

— debug - JlornpoBaHune
0oTnagoyHon nHdopmaumu.
BkntovyaeT coobLleHus
YpOBHeN debug, info,

warn, error;

—- info - JlormpoBaHue
MHdopMaLumM 0 COBLITUSX,
He NpPUBOASALLMX K
owmndbkam. Bknrovaet
coobLLEeHUs ypoBHEN
info,

warn, e€rrory;

—~ warn - JlormpoBaHue
MHdopMaLuK 0 COBLITUSX,
KOTOpble MOryT NPUBECTU K
owmbkam. Bknitovaet
coobLeHnsa ypoBHeN
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I'IapameTp B cb.avmax:' MapameTp B channe Onmncanme HobaBneHo
config.yml, config.yml.j2 _vars.yml IYpaneHo

warn, error;

error - JlormpoBaHue
nHdopmauum o6 owmbkax.
BkntovaeT coobLieHmns
YPOBHSA error

config.logger|caller logger caller dnar BKMHOYEHUA B 2.20/-
coobLeHne nora Ha3BaHUs
dyHKUMN N HOMepa
CTPOKU, B KOTOPOW
NPOMUCX0aMUT NorMpoBaHue

cobbITUSA
config.logger lhumanRead |logger human read @nar BknoYeHUs 240/ -
able able dopmaTupoBaHus

cooOLLeHun nora B
O0ObIYHbIN TEKCT (He json)

config.tracin|enabled tracing enabled |®nar BKNIOYEHUSA 2.2.0/-
g. TPaCCUPOBKM
config.tracin|sample ra |tracing sample ra |YacTtoTa Agnckpetmnsaumm [2.2.0/-
g. te te TpaccUpoBKU

config.tracin |reporting |[tracing reporting OTYeTHbIV Nepmoa 2.2.0/-
g. _period | period TpacCUpPOBKH
config.tracin|jaeger ag |- ALpec noaknoveHus K 2.2.0/-
g. ent endpo Jaeger

int
config.jaeger |address - Appec Tpencepa Jaeger [2.2.0/-

(cM. https://www.Jjaeg
ertracing.io/docs/1.

17/)
config. enablePpr |enable pprof dnar BknoYeHusa 2.2.0/-
of oTNago4Horo
NpPodoMNMPOBLLIKKa

8.3.3. OnuncaHue koHdpurypaumoHHbix annos NM (cueHapmeB yctaHoBku M)

8.3.3.1. Onucaxune napamMmeTpoB KOHoUrypaLmnoHHOro dranna MM

(/var/ocs/appstore/config.yml), wabnoHa  KOH(urypaunmoHHoro cavna M

(config/subsystems/appstore/config/services/config.yml.j2) n
KOH(pUrypaLMOHHOTO dranna cueHapues YyCTaHOBKM MV _vars.yml
(config/subsystems/appstore/vars/ vars.yml) npuBeaeHoO B Tabnvue

(Tabnwuua 28).
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OnucaHue (* nomMeYeHsbl

MapameTp B hannax: MapameTp B nons, KoTopble Ho6aBneHo/
config.yml, config.jml.j2 c¢daune _vars.yml 3anpelleHo YpaneHo
peAakTupoBaTtb)
config.publi |publicUri auth public uri lMonHbI agpec 22.1/-
cUris.auth. nyénunyHoro API cepsepa
aBTopusaumnm *
- - auth_public_add |Agpec ny6nuuHoro APl |2.4.0/ -
ress cepsepa aBTopuaunmu
- - auth_public_bas |Basepath ny6nnyHoro 240/ -
epath API cepsepa
aBTopu3aummu
config.publi [adminUri auth admin uri [[onHbi agpec API/UI 22.1/-
cUris.auth. KoHconun B *
- - auth_admin_addr [Agpec API/Ul KoHconn [2.4.0/ -
ess M6
- - auth_admin_base [Basepath API/UI KoHconn|2.4.0 / -
path M6
config.publi |adminUri aps_admin uri MonHbin agpec API/UI 25.0/-
cUris.aps. KoHconu
aaMuHucTtpaTtopa NV
- - aps_admin_addre |Agpec API/Ul KoHconm  |2.5.0/ -
ss agMmuHucTtpaTopa NV
- - aps_admin_basep [Basepath API/UI KoHconn|2.5.0 / -
ath agmuHucTtpaTopa NI
config.publi |[devUri aps_dev uri MonHbin agpec API/UI 22.1/-
cUris.aps. KoHconu paspaboTtumka
M *
- - aps_dev_address |Aapec API/UI KoHconn  2.4.0/ -
paspaboTtyuka MM
- - aps_dev_basepath |Basepath API/UI KoHconun(2.4.0 / -
paspaboTtumka MMV
config.publi |[devBasepath |aps_dev basepat |[pedwukc API/UI KoHconun|2.2.1/ -
cUris.aps. h pa3paboTumka MM
config.publi [adminBasepat |aps admin basep [[pedwukc B url ans 22.1/-
cUris.aps. h ath KoHconu
agMmuHucTtpaTtopa NV
config.publi marketUri aps market uri |[MonHbih agpec API 25.0/-
cUris.aps. KMUEeHTCKOro Lwo3a
- - aps_market_addr |Agpec API knneHtckoro [2.5.0/ -
ess Lo3a
- - aps_market_base |Basepath API 25.0/-

path

KIMMEHTCKOro LWJ103a
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OnucaHue (* noMe4eHbl

MapameTp B hannax: MapameTp B nons, KoTopble HNo6aBneHo/
config.yml, config.jml.j2 c¢daune _vars.yml 3anpeLleHo YpaneHo
peAakTupoBaTtb)
config.publi|adminUri emm admin uri MonHein agpec API/UI 22.1/-
cUris.emm. KoHconu
agMmuHucTtpaTtopa Ny
- - emm_admin_addre |Agpec API/Ul KoHcorm  |2.4.0/ -
Ss agmMuHuctpaTtopa Ny
- - emm_admin_basep |Basepath API/Ul KoHconn|2.4.0 / -
ath agMuHucTtpaTtopa Ny
config.syste |publicAddres |"http://ocs- Agpec nybnunyHoro APl |2.2.1/ -
mUris.auth. |s auth-public- aBTOpM3aUMK - AN
api-gw." MEXCUCTEMHOIo
+ domain B3anMMOEeNcTBmnS
config.syste [publicBasepa |- Mpedukc nybnuyHoro 22.1/-
mUris.auth. |th APl aBTOpu3auuu - ans
MEXCUCTEMHOIO
B3aMMOENCTBUS
config.syste |adminAddress |"http://ocs- Agpec 22.1/-
mUris.auth. auth-admin-api- [agMuHucTpaTnBHoro API
gw." + domain |aBTOpU3aUMU - ANA
MEXCUCTEMHOrO
B3aMMOENCTBUS
config.syste |adminBasepat |- Mpedumkc 22.1/-
mUris.auth. |h agMuHuctpaTusHoro API
aBTopusauun - ong
MEXXCUCTEMHOrO
B3aMMO4enCcTBUA
config.sessi |[rememberFor |session remembe Bpems XW3HU CECCUM 2.2.0/-
on. r for nonb3oBaTensa KOHCONu
config.sessi |renewTimeout |session renew t [IHTepBan obHoBneHus [2.2.0/-
on. imeout ceccui (Npu akTUBHOCTU
noJjib3oBaTesia 3anpochl
Ha obHoBneHue ceccun
OyayT nocbinaTbCa He Ha
KaXgyro akTUBHOCTb, a
OAWH pa3s 3a AaHHbIn
WHTepBan)
config.oidcC |scope oidc clients['a|Ckonbl gnsa oidc 220/ -
lients.apsDe ps-dev- KMWEeHTa, KOTOpbI
vConsole. console'].scope ucnonb3yeTcsa ans
M3 hosts.yml  |ayTeHTudMKaLUM B
KoHconu paspaboTyunka
MM
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OnucaHue (* noMe4eHbl

MapameTp B hannax: MapameTp B nons, KoTopble HNo6aBneHo/
config.yml, config.jml.j2 c¢daune _vars.yml 3anpeLleHo YpaneHo
peAakTupoBaTtb)
config.oidcC |returnUri oidc clients['a|Agpec, Ha KOTOPbLIN 2.2.0/ -
lients.apsDe ps-dev- cepBep aBTOpM3aLMN
vConsole. console'].redir |cnenaeT peaupeKT nocre
ect uris M3 hos |ayTeHTU(MKaLUK B
ts.yml KoHconu paspaboTyunka
LY
config.oidcC |scope oidc clients|['a |Ckonbl N oidc 220/ -
lients.apsAd ps—admin- KNueHTa, KOTopbIN
minConsole. console'].scope Ucnonb3yeTcs Ans
M3 hosts.yml ayTeHTuunkaunmn B
KoHconu
agMUHUCTpaTopa
config.oidcC |returnUri oidc clients['a |Agpec, Ha KOTOPbIN 220/ -
lients.apsAd ps—admin- cepBep aBTopu3aumm
minConsole. console'].redir |cnenaeT peaupekT nocre
ect uris M3 hos |ayTeHTUUKaUnn
ts.yml B KoHconu
agMUHUCTpAaTopa
config.database|host copmupyetcs n3  |Aapec (xocT) B[] 2.2.07-
-postgresgl pat
roni cluster
-groups|['postgr
esqgl masters']
3 hosts.yml
{$ 1if
postgresgl patr
oni cluster is
defined and
postgresqgl patr
oni cluster |
bool
%}localhost{%
else S}{{
groups|[ 'postgre
sgl masters'] |
first }}{%
endif %}
config.datab |port postgresql.port |MopT BA 2.2.0/-
ase.
config.datab |[dbname postgresqgl.dbna |ma B 220/ -

ase.

me
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OnucaHue (* noMe4eHbl

MapameTp B hannax: MapameTp B nons, KoTopble HNo6aBneHo/
config.yml, config.jml.j2 c¢daune _vars.yml 3anpeLleHo YpaneHo
peAakTupoBaTtb)
config.datab |user postgresqgl.user [ma nonb3oBaTtena bl [2.2.0/ -
ase.
config.datab |password postgresqgl.pass |[laponb B[ 2.2.0/-
ase. word
config.consu|token consul token TokeH ons goctyna K 25.0/-
1. Consul
config.redis [sentinelAddr |(popmMmupyeTtca n3 Agpec moayns 2.2.0/-
ess - groups [ 'sentin |sentinel CYB[ Redis
el']
n3 hosts.yml
groups [ 'sentine
1']
map ('regex repl
ace', '~ (.*)$',
"\\1:26379") |
join(', ")
config.redis|sentinelPass redis password [[laponb K MOOYMO 2.2.0/-
word sentinel CYB[ Redis
config.redis masterName redis master na (MipeHTudpumkatop (Mms) 2.2.0/-
me B[l Redis
config.redis |password redis password |Maponb k CYB[ Redis 220/ -
config.trans |[shutdownTime |[transport shutd Bpewms Ha 3aBepweHune [2.3.0/-
port. own time OTKPbITbIX COEANHEHUN
nepen TeMm, Kak CepBuC
3aBepwuT paboty
config.trans jurl dopmupyetcsa s |Agpec cepsepa NATS 2.3.0/-

port.nats.

-groups|['nats_s
treaming server
"]
{%
groups|['nats st
reaming server'
]
%}nats://{{nats
.auth token}}@{
{ host
}}:4222{% if
not loop.last
%}, {% endif

%$}1{% endfor %}

3 hosts.yml
for host in
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MapameTp B hannax:
config.yml, config.jml.j2

MapameTp B
¢damne vars.ymli

OnucaHue (* noMe4eHbl
nons, KotTopble
3anpeLleHo
peAakTupoBaTtb)

Jdo6aBneHo/
YpaneHo

config.trans
port.nats.

clusterID

nats.cluster id

NpeHTudukaTtop
knactepa NATS
(https://docs.nats.

i0/)

2.3.0/-

config.trans
port.nats.

redeliveryCo
unt

MakcumansHoe
KONIM4EeCTBO MOMbITOK
obpaboTaTb cobbiTue. Mo
YMOYaHUIO KONMYECTBO
nonbITOK - 3.

25.0/-

config.trans
port.http.tl
S.

enabled

dnar sBknoyeHua TLS
npoTokona

2.3.0/-

config.trans
port.http.tl
S.

private key

MyTb K panny c
npmuBaTHbLIM KIMHO4YOM.

npl/l He3anoJIHeHHOM
3Ha4YeHun bopmupyeTcs
no npuHUuny

config folder/app n
ame/app_ name.key

2.2.0/-

config.trans
port.http.tl
S.

certificate

MyTb K dpanny c
cepTuunkaTom
(NyGnuYHbIN KNoY).

[Mpn He3anosIHEHHOM
3HayYeHun cbopmupyeTcs
no NpuHUmMny

config folder/app n
ame/app_ name.crt

2.2.0/-

config.trans
port.http.tl
S.

ca certifica
te

MyTb K Gpanny ¢
AOBEPEHHBIM
cepTuduKaTom.

[Mpn He3anosIHEHHOM
3HayYeHun cbopmupyeTcs
no NpUHUMNy

config folder/ca.crt

2.2.0/-

config.trans
port.httpDeb
ug.tls.

enabled

[He ucnonbsyeTtcs] dnar
BKItoYeHna TLS
npoTokona (gnga
cnyxebHbix debug-
SHAOMNOUNHTOB
NPUNOXeHNs)

220/-
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MapameTp B hannax:
config.yml, config.jml.j2

MapameTp B
¢damne vars.ymli

OnucaHue (* noMe4eHbl
nons, KotTopble
3anpeLleHo
peAakTupoBaTtb)

Jdo6aBneHo/
YpaneHo

config.trans
port.httpDeb
ug.tls.

private key

[He ucnonbayeTcs] MNyTb K
dhanny ¢ NnpMBaTHbIM
Knoyom (ansa cny>xebHbix
debug-aHanonHTOB
NPUIOXEHNS)

2.2.0/-

config.trans
port.httpDbeb
ug.tls.

certificate

[He ucnonbayeTcs] MNyTb K
danny ¢ ceptTudumkaTom
(Ny6rnyHbIN KMtoY) (AN
cnyxebHbix debug-
SHAMNOUHTOB
NPUNOXEHNS)

2.2.0/-

config.trans
port.httpDeb
ug.tls.

te

ca certifica

[He ncnonb3yetcs] MNyTb K
dranny ¢ 4oBEPEHHBLIM
cepTudukatom (ons
cnyxebHbix debug-
9HONOVHTOB
NPUNOXeHNs)

2.2.0/-

config.

insecureUri

insecure uri

dnar ncnonb3oBaHuUs
He3aluLEeHHOro
coeauHeHusa. 3ToT
napamMmeTp Hago 3agaBaTb
B true ecnun
ncnonb3yeTcs
He3aluLEeHHoe
coeguHeHme (http
npotokos). OH BNuAeT Ha
dopmmpoBaHue Cookie
3aronioBKOB, NPOBEPKY
pPEeaupPEKTOB.

2.2.0/-

config.

ut

gatewayTimeo

gateway timeout

TanmayT 3anpocoB npu
B3aMMOOencTBUm co
LU03aMn

2.3.0/-

config.

t

clientTimeou

client timeout

TarnmayT 3anpocoB npu
MeXCepBUCHOM
B3aMMO4EeNCTBUMN

2.3.0/-

config.logge
r.

level

logger level

YpoBeHb aetanusauumm
coobLeHnn
NOrnpoBaHus.
B03MOXHble 3Ha4YeHUS:
~ debug - JlornposaHue
oTnago4vHoun

2.2.0/-
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MapameTp B hannax:
config.yml, config.jml.j2

MapameTp B
¢damne vars.ymli

OnucaHue (* noMe4eHbl
nons, KotTopble
3anpeLleHo
peAakTupoBaTtb)

Jdo6aBneHo/
YpaneHo

nHdopMauuun. BrnrovaeT
COOO6LLEeHNS YPOBHEN
debug, info, warn, error;

- info - JlormpoBaHue
MHopMauumn o
coObITUSAX, He
NPUBOAALMNX K OLUMBKaMm.
BkntovyaeT coobLyeHus
ypoBHew info, warn, error;
- warn - JlornpoBaHue
NHopMauun o]
cobbITUAX, KOTOPbIE MOTYT
npuBecTM K oLwmbkam.
BkrnitovaeTt coobLeHus
ypOBHEN warn, error;

- error - JlormpoBaHue
NHdopMaumnn 06
owmbkKax. Bkntovaet
coobLLEHNA YPOBHS error

config.

logge|caller

logger caller

dnar BKMOYEHUS B
coobLllieHne rnora
Ha3BaHMsA PYHKLNN 1
HOMepa CTPOKH, B
KOTOPOW NpoucxoanT
normpoBaHue cobbITus

2.2.0/-

config.

logge
e

humanReadabl

logger human re
adable

®nar BKNO4YeHNd
dopmaTnpoBaHus
coobLeHnn nora B
0ObIYHBIN TEKCT (He json)

24.0/-

config.
ng.

traci |enabled

tracing enabled

dnar BknYeHUda
TPaCcCUpPOBKU

2.2.0/-

config.
ng.

traci|sample rate

tracing sample
rate

YacTtoTta guckpeTtmnsaumm
TpaccupoBKu

2.2.0/-

config.
ng.

traci
riod

reporting pe

tracing reporti
ng period

OTyeTHbIN Nepuoa
TPaCcCUPOBKU

220/-

config.
ng.

traci

_endpoint

jaeger agent

Agpec nogknoyeHns K
Jaeger

2.2.0/-
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OnucaHue (* noMe4eHbl

MapameTp B hannax: MapameTp B nons, KoTopble HNo6aBneHo/
config.yml, config.jml.j2 c¢daune _vars.yml 3anpeLleHo YpaneHo
peAakTUpoBaThb)
config.jaege |address - Appec Tpencepa Jaeger (2.2.0/-
r. (cM. https://www. jae
gertracing.io/docs/
1.17/)
config. enablePprof |enable pprof dnar BknoyYeHmUd 2.2.0/-
OoT1laf04HOro
npodoMNUpoBLLMKa
config.publi |changelog - TpebyeTca nu 2.4.0/-
shedReleaseR 3anosiHeHune nonsa «4To
equiredField HOBOro» Ana nyénukaunm
S. BTOPOro 1 NocrieayoLwmnx
penusoBs
config.publi |description |- TpebyeTtca nu 240/ -
shedReleaseR 3anonHeHue nongd
equiredField «OnucaHue
S. NPUNOXeHNa» ans
nyénukauun penunsa
config.publi |icon - TpebyeTca nu 240/ -
shedReleaseR 3anonHeHue nongd
equiredField «MKkoHka» anga
S. nybnvkauum penvsa
config.publi |keywords - TpebyeTca nu 240/ -
shedReleaseR 3anonHeHue nong
equiredField «Knto4yeBble crioBa» Angd
S. nyénukauun penunsa
config.publi minScreensho |- KonnyectBO CKpMHLLOTOB, |2.4.0 / -
shedReleaseR |tCount Tpebyemoe ans
equiredField nyoénukauuun penmsa. 0 -
S. He TpebytoTcs.
config.publi |policyUrl - TpebyeTca nu 240/ -
shedReleaseR 3anonHeHune nonga «URL
equiredField MONMUTUKMN
S. KOHOMAEHUMANbHOCTU»
ana nyénukaumm penusa
config.publi |secondCatego |- TpebyeTcs nu 2.4.0/ -
shedReleaseR |ry 3anoJsiHeHmne nongd
equiredField «KaTteropusa 2» ans

S.

nybnvkauum penvsa
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OnucaHue (* noMe4eHbl

MapameTp B hannax: MapameTp B nons, KoTopble HNo6aBneHo/
config.yml, config.jml.j2 c¢daune _vars.yml 3anpeLleHo YpaneHo
peAakTupoBaTtb)
config.publi |supportEmail |- Tpebyetcs nu 240/ -
shedReleaseR 3anosniHeHune nonsa «email
equiredField noaaepKKknu» angd
S. nyoénukauuun penunsa
config.publi webSiteUrl |- TpebyeTcsa nu 2.4.0/-
shedReleaseR 3anonHeHune nons «Caunt
equiredField npunoXxeHusa» ansa
S. nybnukauuu pennsa
config. secrets - Cnmcok cekpeToB aAnsg 2.3.0/-
MexaHn3smMa wndposaHna
NPUBATHbIX KIOYEeN.
[MepBbIN B cnuncke -
aKTyarnbHbIA CEKpeT.
OcTtanbHble HYXHbl 4N
pacLumMdpoBKU
3aWndpPOBaHHbIX AAaHHbIX
(c nocnegyownm
lWwndppoBaHnem c
aKkTyanbHbIM CEKPETOM)
config.smtp. |from - MouTa n nms 3.0.0/-
oTnpasuTens
config.smtp. |address - ALpec no4ToBOro 3.0.0/-
cepsepa
config.smtp. |[authType - Tun ayTeHTUmkaymm 3.0.0/-
config.smtp. |lhost - Nmsa xocTta ons 3.0.0/-
ayTeHTUuKaumm
config.smtp. |[username - Nma nonb3osatena ans  [3.0.0/ -
ayTeHTuunKaumnm
config.smtp. [password - Maponb ans 3.0.0/-
ayTeHTUukaumm
config.smtp. |[identity - identity ansa 3.00/-
ayTeHTudunkaynum obbl4HO
coBnagaeT c username
Unn nycTtasi CTpoka
config.smtp. |secret - Kntoy ansa noanucu 3.00/-

COOOLLIEHUI C NOMOLLbIO
md5 hmac
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8.3.4. OnucaHune KoHpurypaumoHHbix ¢pannos MY (cueHapues yctaHoBku 1Y)

8.3.4.1. OnucaHune

(/var/ocs/emm/config.yml),

napameTpoB

KOHoMrypaLmnoHHOro

labnoHa KOHOUIypaLMOHHOTO

danna

danna

rny
rny

(config/subsystems/emm/config/services/config.yml.j2) U KOH(PUIYPaLNOHHOIO

granna

cueHapueB

YCTaHOBKM ny

_vars.yml

(config/subsystems/emm/vars/ vars.yml) npuBeaeHo B Tabnuue (Tabnuua 29).

Tabnuua 29
MapameTp
annax: MapameTp B ob6aBneHo/
® . . P P OnucaHwue A
config.yml, |danne _vars.yml YpaneHo
config.yml.j2

config.insec |insecure uri Mcnonb3oBaHune He3awmLleHHoro|2.2.0 / -

ureUri coeauHeHusi. JTOT napameTp Heobxoanmo
3agaBatb B true €CnM  UCNONb3yeTcsa
He3allULLeHHoe coeauNHeHne (http
npoTokos). OH BNusieT Ha opMUpOBaHME
Cookie 3aronoBkoB, NPOBEPKY peanpeKTOB.

config.publi |emm mobile uri [[MonHbin agpec APl gna MIM «Aspopa 22.0/-

cUris.emm.mo LleHTp»

bileUri

config.publi |emm admin base [[lpedukc agmmuHckoro API/UI Y 2.2.0/-

cUris.emm.ad |path

minBasepath

config.publi |auth_public_ur [[lonHbi agpec nybnuyHoro APl cepsepa (2.2.0/ -

cUris.auth.p|i asTopusauumn

ublicUri

config.publi |auth admin uri |[MonHbin agpec agmuHckoro API/UI cepsepa |2.2.0 / -

cUris.auth.a aBTopusauumn

dminUri

config.publi |[aps admin uri |([MonHbin agpec agmuHckoro API/UI M 2.2.0/-

cUris.aps.ad

minUri

config.syste|- XocTt nybnuyHoro API cepBepa 220/-

mUris.auth.p aBToOpU3aLnn, UCNOSb3yeMbIN ONs

ublicAddress BHYTPEHHEro MexmnoacucTeMHOro
B3anMOEeNCTBUS

config.syste |- MNpedwmkc nybnuyHoro API cepeepa 2.2.0/-

mUris.auth.p
ublicBasepat
h

aBToOpU3aLnn, UCNOb3yeMbIN ONs
BHYTPEHHErO MEXMNOACUCTEMHOrO
B3aMMO4enCcTBUSA
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MapameTp
annax: MapameTp B HNo6asneHo/
cc()bnfig yml, | danne _vars.yml Onucatne YpaneHo
config.yml.j2

config.syste |- XocT agmuHckoro API cepsepa 221/-
mUris.auth.a aBToOpM3aLUnn, UCMorb3yembl Ans
dminAddress BHYTPEHHEro MeXnoACUCTEMHOIO

B3anMOeNCcTBuS
config.syste|- Mpeduke k agmnHckomy API cepeepa 22.1/-
mUris.auth.a aBToOpM3aunn, UCMosb3yembl Ans
dminBasepath BHYTPEHHETO0 MEeXNoaACNCTEMHOrO

B3anMOeNCTBUS
config.syste |- XocT API noacuctembl «MapkeTy, 2.20/-
mUris.aps.ma ncnonb3yemMbl NS BHYyTPEHHEro
rketAddress MEeXMNoACUCTEMHOIo B3aMMOAeNCTBUSA
config.syste |- MNpeduke k APl nogcuctembl «MapkeT», 22.0/-
mUris.aps.ma ncnonb3yembin Ans BHyTPEHHErO
rketBasepath MEeXMNoACUCTEMHOIO B3aMMOAeNCTBUA
config.syste|- XocTt agMmuHckoro APl noagcuctemsl 22.1/-
mUris.pkgRep 0OHOBMNEHNIN, NCNONb3yEMbIV A1
0.adminAddre BHYTPEHHEro MexmnoacucTeMHOoro
Ss B3aMMOENCTBUS
config.syste|- MNpeduke kK agmuHckomy APl nogcuctemsl  |2.2.1/ -
mUris.pkgRep 0BOHOBMNEHNIN, NCNONb3yEMbIV OS
o.adminBasep BHYTPEHHEr0 MEXMNOACUCTEMHOrO
ath B3aMMOJENCTBUS
config.syste |- XocTt agmuHckoro APl noacuctemsl Push-  2.3.0/ -
mUris.push.a yBEOOMIEHUN, UCMNOSb3YyEMbIN NS
dminAddress BHYTPEHHEr0 MEXMNOACUCTEMHOIO

B3aMMOJENCTBUS
config.syste|- Mpedukc k agmmnHckomy APl nogcuctembl  |2.3.0/ -
mUris.push.a Push-yBegomMmneHun, ncnonb3yemMbii s
dminBasepath BHYTPEHHEro MeXxnoacucTeMHoro

B3aMMOENCTBUS
config.syste |- Xoct ny6nuyHoro API nogcuctemsl Push-  2.4.0/ -
mUris.push.p yBeLOMIIEHUIN, NCMONb3yeMbIN ANs
ublicAddress BHYTPEHHEro MexnoacuCTeEMHOro

B3anMOEeNCTBUS
config.syste |- Mpedukc kK nybnmyHomy API nogcuctembl  (2.4.0/ -

mUris.push.p
ublicBasepat
h

Push-yBegomneHuin, ncnosnb3yemblin ns
BHYTPEHHErO MEXMNOACUCTEMHOrO
B3aMMOOENCTBMUA
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MapameTp
aunnax: NapameTp B ob6aBneHo/
® . - P P OnucaHue A
config.yml, |danne _vars.yml YaaneHo
config.yml.j2

config.redis |popmupyetca ns |Agpec mogyns sentinel CYB[] Redis 2.2.0/-
.sentinelAdd |groups|['sentin
ress el'] n3

hosts.yml
config.redis |redis_password [laponb kK Mogynto sentinel 2.2.0/-
.sentinelPas CYB[ Redis
sword
config.redis |- NpoeHTtndpukartop (uvs) B Redis 2.2.0/-
.masterName
config.redis |redis password [[laponb k CYB[ Redis 220/ -
.password
config.sessi |session rememb |Bpems XXWU3HU ceccun 220/ -
on.rememberF ler for
or
config.sessi |session_renew_ [HTepBan obHOBNEHWUs ceccui (npu 220/ -
on.renewTime [timeout aKTMBHOCTW Morib3oBaTens 3anpockl Ha
out obHoBneHue ceccuun ByayT noceiNaTbCA He

Ha KaXKayto aKTMBHOCTb, @ OOWNH pa3 3a
AaHHbIN HTepBan)

config.oidcC |chopmupyetca ns |Ckonbl A 0idC KNUeHTa, KOTopbIN 221/-
lients.emmAd |oidc_clients[' |ucnonb3yetcsa ansa ayteHTudmkaumm B
minConsole.s |emm-admin- KoHconn agmuHnctpatopa My
cope console'] .scop

e u3 hosts.yml
config.oidcC |oidc_clients[' |Agpec, Ha KOTOpbIV cepBep aBTopu3auun  (2.2.1/ -
lients.emmAd |emm-admin- caenaeTt peaupekT nocne ayTeHTuukaumm
minConsole.r |console'].retu g KoHconu agmuHucTpatopa MY
eturnUri rnUri uU3

hosts.yml
config.datab |bopmupyetca ns |Agpec (xoct) B My 2.2.0/-

ase.host

- postgresgl p
atroni cluster
- groups|['post
gresgl masters
'l uns
hosts.yml

{% 1if
postgresqgl pat
roni cluster
is defined and
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MapameTp
cdannax: MapameTp B HNo6asneHo/
config.yml, | danne _vars.yml Onucatne YpaneHo
config.yml.j2

postgresgl pat

roni cluster |

bool

$}localhost{%

else %} {{

groups|[ 'postgr

esqgl masters']

| first }}{%

endif %}
config.datab |postgresqgl.por [[Mopt B MY 2.2.0/-
ase.port t
config.datab |[postgresql.use |iMa nonb3oBaTtens B MYy 220/ -
ase.user r
config.datab |[postgresql.dbn |ma B MY 220/ -
ase.dbname ame
config.datab |postgresqgl.pas |[Maponb B MY 22.0/-
ase.password |[sword
config.consu|consul_token |TokeH ans goctyna k Consul 25.0/-
1.token
config.trans |- MopT, Ha KoTOpOoM 3anyckaeTcss cepBuc|2.2.0/ -
port.address (mogynb) Y.

Mpumep: ":8080"

config.trans |- HocTtynHocTb TLS npoTtokona 220/-
port.tls.ena
bled
config.trans |transport_shut |Bpems Ha 3aBepLueHune OTKpbITbIX[2.2.0 / -
port.shutDow |down_ time coeauHeHun, nepeq nepen Tem, Kak cepBuc
nTime 3aBepwunT paboty
config.trans |opmupyetca us |Agpec cepsepa NATS 2.2.0/-

port.nats.ur

1

groups|['nats s
treaming serve
n3
hosts.yml

auth token

{%
groups|['nats_s
treaming serve

r']

for host in

r']
%}nats://{{nat
s.auth tokent}}
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MapameTp
annax: MapameTp B BreH
® . . P P OnucaHue flobasnenol
config.yml, | danne _vars.yml YpaneHo
config.yml.j2
@{{ host
}}:4222{% 1if
not loop.last
%}, {% endif
%} {% endfor %}
config.trans|- NoeHntudoukatop knactepa NATS 220/-
port.nats.cl
usterID
config.zipki Afnpec nogknoveHus K Zipkin 2.1.1/22.1
n.address
config.traci |- [ocTynHocTb Tpencepa 22.1/-
ng.enabled
config.traci |- YacTtoTa guckpeTtmsaumm TpaccMpoBKn 221/-
ng.sample ra
te
config.traci |- OTyYeTHbIN Nepuog TPacCUpoBKU 22.1/-
ng.reporting
_period
config.traci |- Agpec nogkntodeHus k Jaeger 221/-
ng.jaeger ag
ent endpoint
config.jaege |- Agpec nogknioyeHus Kk Jaeger, c¢cMm.[2.4.0/-
r.address https://www.jaegertracing.io/docs
/1.17/
config.enabl |enable pprof |®nar BknoveHus pprof, ucnonbsyetca Anna2.4.0/ -
ePprof oTnagkm Kkoga
config.logge |logger level  |YpoBeHb aetanusauum coobueHnn|2.2.0 / -
r.level nornposaHusi. Bo3aMoXxHble 3Ha4YeHus:
debug - JlormpoBaHwue oTNnago4YHomn
MHG OpMaLnW. Bknioyaet coobLeHus
ypoBHewn debug, info, warn, error;
info - JlormpoBaHne WHdoOpMaunMn o
cobbITnAX, He nNpPUBOAALIMX K oLlmnbKam.

BknitoyaeT coobuieHns ypoBHen info, warn,
error;

warning - JlormpoBaHue uHdopmaumm o
cobbITNAX, KOTOpble MOryT npUBECTU K
owmnbkam. BknroyaeT coobLleHns ypoBHeWn
warn, error;
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MapameTp
annax: MapameTp B Hdo6aBneHo/
cc()bnfig.yml, (baﬁnpe _varz.yml Onucatne YpaneHo
config.yml.j2
error — JlormpoBaHue uHdopmaumm o6
owmnbkax. Bknwo4vaeT cooObLEHNA YPOBHS
error
config.logge |logger caller |[Tpu3Hak BKNOYEHNS B NIOr AONONHUTENbHBIX|2.2.0 / -
r.caller noneun (um4a panna, HazBaHue OYHKLUN):
— false;
— true
config.logge |gateway gin lo |®nar BKMOYEHUS norMpoBaHusa Bxoaswero|2.2.1/2.4.0
r.gateway_gi|g_enabled 3anpoca Ha wn3e (url 3anpoca wu http-
n log enable cTaTyc oTBeTa)
d
config.logge |logger human_r |®nar ynpaBneHus penaktupoBaHnem|2.4.0 / -
r.humanReada |eadable norrepa
ble
config.smtp. |- Appec an. noyTbl, C KOTopoun oTnpaensatTca|2.2.0 / -
from nncbma
config.smtp. |- Appec cepsepa ar. NoYyThl 22.0/-
address
config.smtp. |- Tun aBTtopusauun. MoxeT npuHuUmMaTb(2.4.0/ -
AuthType 3HavyeHna CRAM-MD5, PLAIN, LOGIN, nn6o
He 3anoJSTHATbCSA
config.smtp. |- NoeHTudukaTop y4yeTHON 3anucun|2.4.0 / -
Identity nonb3oBartensi, O06bIMHO coBnagaet C
Username
3anonHsieTcs ansa Tuna asTopusaumm PLAIN
config.smtp. |- JlorvH nonb3oBaTtens 240/ -
Username 3anonHgaeTca ans tuna asTopusauum PLAIN,
CRAM-MD5, LOGIN
config.smtp. |- Maponb nonb3oBaTtens 240/ -
Password 3anonHgaeTca ans tuna asTopusauum PLAIN,
LOGIN
config.smtp. |- Afpec (XOCT) MOYTOBOro cepsepa. 24.0/-
Host 3anonHgaeTca ana tuna astopusaunn PLAIN
config.smtp. |- Kntou, c NOMOLLbIO KoToporo(2.4.0 / -

Secret

noanucelBatoTcsd hmac.mdS gaHHble mexay
CepBEPOM U KIMEHTOM.
3anonHsaeTca  Ansa
CRAM-MD5

T"MNna aBTopu3aunmn
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MapameTp
(bal_ﬁnax: I'!apameTp B Onucanme Hob6aBneHo/
config.yml, | danne _vars.yml YpaneHo
config.yml.j2
config.smtp. |- HocTtynHocTb HesBHoOro TLS ans SMTP npn(2.4.0 / -
tls Heobxo4MMOoCTH:
— true;
— false.
3HayeHne 3aBUCUT OT  KOHdUrypaumm
cepsepa
config.qrCod|- Bpems xun3Hm QR-koga 2.2.0/-
eTtl
config.jobSe |- BHyTpeHHUN agpec cepsuca Jobs 2.3.0/-
rvice.url
config.ldapS |ldap server.ad |Agpec LDAP cepsepa 2.3.0/-
erver.addres |[dress npumep: "ldap://msklpdc.omp.ru"
S
config.ldapS|ldap_server.us (JIOrMH OT TEXHUYECKOW y4vyeTHoW 3anucu oT|2.3.0/ -
erver.userCN|er cn LDAP cepBepa
config.ldapsS |ldap server.pa |[laponb OT TEXHMYECKOWN y4eTHoN 3anucn oT|2.3.0 / -
erver.passwo |ssword LDAP cepBepa
rd
config.ldapS|ldap_server.pa|Ha3BaHue rpynnbl, C KoTopou Oynet(2.3.0/-
erver.parent |rent group NpPoOUCXoauMTb  WUMMOPT  OaHHbIX  Opr.
Group CTpyKTYypbl U3 LDAP cepBepa
config.ldapS |ldap server.pa |KonnyectBO anemMeHToB, koTopoe 6ynet|2.3.0/-
erver.pageSi |ge size MMNOPTUPOBAHO 3a OOHY UTEpaLMIO.
ze MakcumarnbHoe 3HadyeHue: 1000
- project_name |Mmsa npoekTa 22.1/-
- download mode [Moaynb AN CKaYMBaHUS UCXOLHUKOB 221/ -
- repository dir |[qupektopusa ons ckaumBaHusa UCXoaHuko (2.2.1/ -
- postgresql.ext |Heobxogumble pacwunpenus ana Postgres  (2.2.1/ -
ensions
- postgres_passw |[Maponb anga nogknoyenus k b Postgres  |2.2.1/ -
ord
- nats.auth_toke | Acnonb3yetcs anal2.2.1/ -
n dopMMpoBaHnsa config.transport.nat
s.url
- redis_password |/cnonb3yetca ana opmMmpoBaHus 22.1/-

config.redis.sentinelPassword,

config.redis.password
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MapameTp
annax: MapameTp B Hdo6aBneHo/
cc()bnfig.yml, (baﬁnpe _varFs’.ymI Onucatne YpaneHo
config.yml.j2
auth _public_ ad |/Acnonb3yetca ans: 22.1/-
dress — ONnA reHepaumm oidc KrnMeHToB;
auth_admin_add |- ¢hopMMpoBaHUS NEPEMEHHbIX * uri 2.2.1/-
ress
aps_admin addr 22.1/-
SIS
aps market add 22.1/-
ress
emm admin addr 22.1/-
eSS
emm mobile add 221/-
ress
pkgrepo admin 22.1/-
address
push admin add 23.0/-
ress
auth public ba 22.1/-
sepath
auth admin bas 22.1/-
epath
emm admin base 22.1/-
path
emm mobile bas 22.1/-
epath
aps_admin base 22.1/-
path
aps _market bas 22.1/-
epath
pkgrepo admin 22.1/-
basepath
emm_admin_cons |Acnonb3yetca ansa  redepauum  OIDC|2.2.1/ -
ole client sec |KNMEHTOB
ret
same_site_mode |Onpepenset napametp sameSite ansa csrf-2.3.0/2.5.0
KYKM (monyctumble 3HayeHus:
"strict","lax","none","")
krakendcsrf_ en|Wcnonb3oBaHne CSRF Ha rentsesx,[2.3.0/-

abled

NnPpUHNMaET 3Ha4YEeHUA:
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MapameTp
cdannax:
config.yml,
config.yml.j2

MapameTp B
c¢danne _vars.yml

OnucaHue

Ho6aBneHo/
YananeHo

true;

false

expose interna
1l errors

NcnonbayeTca Ans ynpaBneHust BHyTpeHHeN
ownGKon B OTBETax 3anpocoB K cepBucam,
MPVHUMAaET 3HAYEHUS:

25.0/-

— true;
— false
aurora mobil |- 22.1/-
ity manageme
nt client se
cret
emm_integrat |- 22.1/-
ion account
client secre
t
domain http://ocs- 22.1/-
appstore-
admin-api-
gw. {{ domain
}}/api/categor
ies
pushNotifica|Push_notificat [Micnonb3dyeTca ana ynobHoro BkmoyeHus n(2.4.0 /-

tionSystem.e

ion system.ena

OTKMIOYEHNsT (pYHKLMM OTMpPaBKM HACTPOEK

nabled bled Push-ysegomneHuin (Ha 63kanae)

pushNotifica IP-agpec unn ums xocta cepsuca Push-|2.4.0/ -
tionSystem.h yBeJoMITEHUN

ostname

pushNotifica MopT cepsuca Push-ysegomneHun 240/ -
tionSystem.p

ort

pushNotifica NoeHTudukaTop npunoxeHusa, ¢ kotopbim|2.4.0 /-
tionSystem.a peructpupyetca MI1 B cepsuce Push-
pplicationID yBEAOMINEHUN

pushNotifica |push _mobile ho |IP-agpec nnm uma xocta cepsuca Push-[2.4.0/ -

tionSystem.m
obileHostnam
e

stname

yBegomneHun gnsa Ml
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MapameTp
aunnax: NapameTp B ob6aBneHo/
® . . P P OnucaHue A
config.yml, | danne _vars.yml YpaneHo
config.yml.j2
pushNotifica push _mobile_ po |lMopT cepeuca Push-ysegomnenun ans MI (2.4.0/ -
tionSystem.m|rt
obilePort
pushNotifica |Push notificat Bpems xu3Hu Push-yBegomneHus 240/ -

tionSystem.m
essageTTL

ion system.mes
sageTTL

pushNotifica
tionSystem.p
rojectId

Push notificat
ion system.pro
ject id

NpeHTudukaTtop npoekta Ans  OThnpaBKu
Push-yBegomneHnun

24.0/-

pushNotifica
tionSystem.c

Push notificat
ion system.cli

NpoeHTugukatop  KNMEHTa - TeXHUYECKOMn

y4YeTHOM 3anucu

24.0/-

lientId ent id

pushNotifica |Push notificat |[fpuBaTHbIN KM TEeXHUYecKkon YyyeTHon(2.4.0/ -
tionSystem.p|ion system.pri |3anucu

rivateKey vate key

pushNotifica |Push notificat |[fpuBaTHbIN KM TeXHUYeckon YyyeTHon(2.4.0/ -
tionSystem.k|ion_system.key |3anucy, yKasblBaer, Kakow KoY

eyIld

id

MCMOMb3yeTCA Ha cepBuce aBTopu3aLmm

pushNotifica
tionSystem.a
udience

Push notificat
ion system.aud
ience

Audience B noHatumn OAuth2
https://tools.ietf.org/id/draft-
tschofenig-oauth-audience-00.html

2.4.0/ -

pushNotifica
tionSystem.s
copes

Push notificat
ion system.sco
pes

Ckonbl ans  oidc  KAMeHTa, KoTopble
ncnonb3ylTes Aansa ayteHTugukauyum B MYy

24.0/-

pushNotifica
tionSystem.t
okenURL

Push notificat
ion system.tok
en url

URL ansa nony4yeHnsa TokeHa aBTopusawmm

24.0/-

8.3.5. OnuncaHue koHdurypaumoHHbix dannos NOOC (cueHapue yctaHoBku [OOC)

8.3.5.1. Onucanune
(/var/ocs/pkgrepo/config.yml),

(config/subsystems/pkgrepo/config/services/config.yml.j2)

KOH(pUrypaLMOHHOTO

danna

napameTpoB KOH(pUIypaLUMOHHOTO danna rnoocC
wabnoHa  KoHurypaunoHHoro davna [MOOC

7

cueHapveB YCTaHOBKM MnoocC _vars.yml

(config/subsystems/pkgrepo/vars/ vars.yml) npusegeHo B Tabnuue (Tabnuua 30).



https://tools.ietf.org/id/draft-tschofenig-oauth-audience-00.html
https://tools.ietf.org/id/draft-tschofenig-oauth-audience-00.html
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Tabnuua 30
MapameTp B o6Lwem MapameTp B [lo6asneHo!
KOH(UrypaumMoHHOM | KOHUrypaumoHHOM OnucaHue YaaneHo
cdanne config.yml.j2 c¢aunne vars.yml
config.publicUris. |auth public uri MonHbin agpec nybnmyHoro|2.2.0 / -
auth.publicUri API cepsepa asTopusaumm  |2.4.0/ -
2.4.0/ -
config.database.ho |bopmupyetcs ns: Agpec (xoct) BA] NMOOC 2.2.0/-
st - postgresgl patr
oni cluster;
— groups|['postgre
sql masters']
{$ 1if
postgresgl patron
i cluster 1is
defined
and
postgresgl patron
1 cluster |
bool
%}localhost{%
else %}
{{
groups | 'postgresqg
1 masters'] |
first }1}{% endif
5}
config.database.po |[postgresgl.port Mopt B MOOC 220/ -
rt
config.database.us |postgresqgl.user Nmsa nonb3oBartens BM(2.2.0/ -
er MnoocC
config.database.db |postgresqgl.dbname |ma B[ NOOC 220/ -
name
config.database.pa |postgresqgl.passwo |[Maponb B4 NMNOOC 220/ -
ssword rd
config.redis.senti |hopmupyeTtca n3 Appec moayns sentinel CYB[(2.2.0 / -
nelAddress groups|['sentinel' |Redis
]
config.redis.senti |[redis password Maponb Kk modymnio sentinel(2 2.0/ -
nelPassword CYB[ Redis
config.redis.maste |- WapeHtndukaTop (Mms) b 220/-
rName Redis
config.redis.passw |[redis password Maponb k CYB[ Redis 2.2.0/-

ord
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MapameTp B o6Lem

MapameTp B

Hdo6aBneHo/
KOH(MrypaumoHHOM | KOHJUrypaumoHHOM OnucaHue YnaneHo
cdanne config.yml.j2 c¢aunne vars.yml
config.transport.t |- HoctynHocTb TLS npotokona |2.2.0 / -
ls.enabled
config.transport.s |transport shutdow |Bpems Ha 3aBeplLueHune 2.2.0/-

hutDownTime

n time

OTKPbITbIX COEANHEHUI Nepen,
TeM, KakK CEPBUC 3aBEpLUNT
paboTty

config.transport.n |hopMupyeTcs na: Apnpec cepsepa NATS 2.2.0/-
ats.url — groups|['nats st

reaming server']

— auth token

{%$ for host in

groups [ 'nats stre

aming server']

$tnats://{{nats.a

uth token}}@{{

host }1}:4222

{%$ 1if not

loop.last %},

{$ endif %} {%

endfor %}
config.transport.n |- NpeHtndukaTtop knactepa |2.2.0/ -
ats.clusterID NATS
config.zipkin.addr |- Apnpec nogknoyeHmus k Zipkin [2.2.0/2.2.1
ess
config.tracing.ena |- [ocTynHocTb Tpencepa 22.1/-
bled
config.tracing.sam |- YacTtoTa guckpetmnsaumm 22.1/-
ple rate TPacCUpOBKU
config.tracing.rep |- OT4eTHbIN Nepuog 22.1/-
orting period TpaccupoBku
config.tracing.jae |- Anpec nogknoveHus K 221/ -

ger agent endpoint

Jaeger

config.jaeger.addr
ess

Appec
Jaeger, CM.
https://www.jaegertrac
ing.io/docs/1.17/

NoAOKIo4YeHns K

240/ -

config.enablePprof

enable pprof

®nar BknoYeHus pprof,
ncnonb3yeTcsa Ans oTnagku
koga



https://www.jaegertracing.io/docs/1.17/
https://www.jaegertracing.io/docs/1.17/
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MapameTp B obwem

MapameTp B

Hdo6aBneHo/
KOH(MrypaumoHHOM | KOHJUrypaumoHHOM OnucaHue YnaneHo
cdanne config.yml.j2 c¢aunne vars.yml

config.logger.leve |logger level YpoBeHb getanumsaumm 220/ -
1 COOBLLEHNIA NTOTMPOBaHWS.

Bo3MOXHble 3Ha4YeHNS:

— debug;

— info;

— warning;

— error
config.logger.call |- lMpu3aHak BKAOYEHUS B fnor 2.2.0/-
er AONOJSTHUTENBHBIX Nosien (MMa

hanna, HasBaHe PYHKLMM)

— false;

— true
config.logger.gate |[gateway gin log e |®nar BKMoYeHua|2.2.1 / -
way gin log enable |nabled noruvpoBaHud BXopdLliero
d 3anpoca Ha wno3e (url

3anpoca u http-ctaTtyc oteTa)
config.logger.huma |logger human read |®nar ynpasnenus|2.4.0 / -
nReadable able penakTnpoBaHuem rorrepa
- project name Mms npoekTa 220/ -
- download mode Pexum 3arpysku.|2.2.0/ -

[locTynHble TUnbl:

— “http': 3arpyxaTtb

aptedakTbl M3  BHELUHEro
HTTP-xpaHunuwa Hanpamyro
Ha ynpasnsiembli y3en;

— "httplocal': 3arpyautb
apTedakTbl N3 BHeLwHero http-
XpaHunumLia Ha ynpaBnsoLwmimn
y3en, 3aTeM cKonvpoBaTb Ha
ynpasnsemMbin y3en;

— "local’: He 3arpyxaTtb
apTedakTbl N3 BHeLwHero http-
XpaHunuwia, OHW  OOSKHbI

KaKnM-TO obpaszom
CyLLecTBOBaTb Ha
KOHTPONbHOM yane,
KonuMpoBaTb roKarnbHble

apTedakTbl C KOHTPOSbHOIO
y3ra Ha ynpasnsieMblil y3ern
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MapameTp B o6Lem

MapameTp B

Hdo6aBneHo/
KOH(MrypaumoHHOM | KOHJUrypaumoHHOM OnucaHue YnaneHo
cdanne config.yml.j2 c¢aunne vars.yml
- repository dir MNyTb K nokansHomy|2.2.0 / -
XpaHUnuLLy apTedaKkToB
KaLua
- postgresqgl.extens [Heobxoaumble pacwmperus |2.2.0/ -
ions
- postgres_password [[laponb OT postgres 2.2.0/-
- nats.auth_token Mcnonbayetca ans|2.2.0/ -
dopmMunpoBaHunA
config.transport.nats.
url
- redis password WcnonbayeTtcs ans 2.2.0/-
dopMMpoBaHUS:
config.redis.sentinelP
assword,
config.redis.password
- auth public addre |Mcnonb3yetcsa ons: 2.2.0/-
Ss — anga reHepauum oidc
auth_admin_addres |knueHToB: 220/ -
S — (POPMMPOBAHNS
auth public basep NepeMeHHbIX * uri 2.2.0/-
ath o
auth admin basepa 2.2.0/-
th
pkgrepo mobile ad 2.2.0/-
dress
pkgrepo mobile ba 220/ -
sepath
- updateServers.add |Agpec obpaweHus MY k[2.5.0/-
ress penosnTopuio ¢ 06HOBIEHNEM
oC
retrieveReleasesP |([lepuog BPEMEHMU ans|2.2.0/ -
eriod nepevnTbiBaHUA MeTadhanna
penn3os
- pkgrepo_integrati [Mcnonb3yetcs ana2.2.0/ -
on_account_client |reHepaumun OIDC KnMeHTOB
_secret
- pkgrepo mobile ur ([lonHbih agpec peno3utopus|2.2.0/ -
i ¢ obHoBneHuamu OC ana MY |2.4.0/ -
240/ -
- auth admin uri MonHbin agpec agmMuHckoro|2.2.0/ -
API/UI cepBepa aBTOopusaummn (2.4.0 / -

240/ -
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NEPEYEHb TEPMUHOB U COKPALLEHWI

|/|CI'IOJ'Ib3yeMbIe B HacTtodwemM AOOKyMeHTEe TEepPpMUHbl U COKpaweHUA npmuBeneHbl B

Tabnuue (Tabnuua 31).

Tabnuya 31
TepmuH/
P PacwudpoBka
CokpalueHue

B Bbasa paHHbIx

Bopkep MoToku, npuHagnexawme 6paysepy, KOTOPblE MOXHO UCMONb30BaTb AN
BbINoNHeHNA JS-koga 6e3 6NoKMpOoBKM LinKa cobbiTns

rc "ocynapcTBeHHas MHOpMaLUMOHHas cuctemMa

nC MHdopMaLMOHHbIE CUCTEMBI

MexaHnam CORS | MexaHnam CORS (Cross-origin  resource sharing) — TexHonorus
COBPEMEHHbIX  Opay3epoB, KOoTopasi MO3BONMSET NPeaocTaBUTb
Be6-CcTpaHuLe JOCTYN K pecypcam Apyroro AoOMeHa

MM MobunbHoe npunoxeHune

My MobunbHoe yCTpONcTBO

oC OnepauunoHHas cuctema

OTK OToen TeXHNYEeCKoro KOHTpons

]15) MNoacuctema 6e3onacHoOCTU

LY Mogcucrema «MapkeT»

NnoocC Moacuctema obHoBneHns OC

nno MpuknagHoe nporpaMmmHoe obecneyeHne «ABpopa LieHTp»

MpeanpuaTtue- O6uecTBO C OrpaHNYEHHON OTBETCTBEHHOCTLID «OTKpbITas MobunbHas

N3roToBUTESb nnatcopma» (OO0 «OTkpbITas mobunbHaa nnatdopma)

ny Moacuctema MNnatdopma ynpaeneHus

MnaoBM MepcoHanbHasa 3NeKTPOHHO-BbIYUCTINTENbHAS MaLUMHa

C31 CpeacTtso 3awwnTbl HGOpMaLmnm

C3nM HCO CpencTBo 3awwmTbl MHpOpMaLMM OT HECAHKLUMOHUPOBAHHOMO AOCTyna

Ccro CneuunanbHoe nporpaMmMmHoe obecneyeHune

CYA Cepsuc yBegomneHuin Aspopa

Cyb[ Cuctema ynpasneHus 6a3amum gaHHbIX

Cyb6bekT goctyna | JIuuo unm npouecc, AENCTBUS KOTOPOro pernaMeHTUpyrTCsa npasunamMmm
pasrpaHu4eHnsa gocrtyna.
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TepmuH/
CokpalyeHue

PacwudpoBka

Cybbektamn goctyna siBnsawTcs nonb3osatenu n MM «Aspopa LieHTp»
(npouecc MI1 «Aspopa LleHTp») MIMO. CybbekTy goctyna MoxeT ObiTb
Ha3Ha4yeHa ofHa UIM HECKOSbKO N3 cneayroLwmx nepeymcrieHHbIX ponemu:
— MI «ABpopa LeHTp» — posib Ha3HavyaeTcs yyYeTHbIM 3anucsam MI1
«ABpopa LUeHTp» (cepBuc/npouecc 6e3 y4yactuss norfib3oBaTenemu,
KoTopbIn ynpaenset MY);

—  AOMUHUCTpATOP YYETHbIX 3anMcen — porb NO3BONSAET OCYLECTBNATb
yrnpaBneHne y4eTHbIMU 3anucamu;

— OnepaTtop ayguta — ponb MNO3BOSISET OCYLLECTBNAATbL AENCTBUA MO
paboTe ¢ xXypHanom peructpaumm cobbitnn MMo;

— AamuHunctpatop Aespopa MapkeT — ponb NO3BOSISIET OCYLLECTBNATL
BCe aencTtaus no ynpasneHuto MM yepes nHtepgenc cuctemsl;

— PaspaboTynk — ponb NO3BONAET OCYyLLECTBNATL JOOaBNeHNe HOBbIX
n oBGHOBNEHME paHee 3arpyXeHHblX npunoxenHun B M, a Takke
nonyyaTb UHAPOPMALINIO O NPUITOXEHUSX;

- Pepaktop npunoxeHun - posib  NO3BOMSIET  OCYLLECTBNATb
obHoBreHne nbbIX paHee 3arpyXeHHbIX npunoxenun B NM, a Takke
nosiydaTb 0 HUX MHGOPMaLNIO;

— [Monb3osatens AeBpopa MapkeT — pornb MO3BONSET OCYLLECTBNATb
3arpysky npunoxeHun us 1M, a Takke nonyyaTb WHGOPMaLUO O
NPUNOXEHUSX;

— AaomunHuctpatop [Mnatdopmbl YnpasneHus — ponb no3Bonser
OCYLLEeCTBNATbL BCe AencTBMdA no ynpaeneHuto MY 4vepes uHTepdenc
nno

TokeH (mapkep)

TokeH - ayTeHTMdUKALMOHHbIE [aHHble, KOTOpble BblgalTCA
Nonb30BaTENto NOCre YCNELWHON aBTOPM3aL MM 1 ABNAIOTCA KINOYOM Ans
AocTyna K cnyx6am

OCTIK Poccum

denepanbHaa cnyxba nNo TEXHUYECKOMY M SKCMOPTHOMY KOHTPOIIO
Poccunckon egepaummn

API

Application Programming Interface — onucaHue cnocoboB (Habop
knaccos, npoueanyp, MYHKLMINA, CTPYKTYP UIN KOHCTaHT), KOTOPbIMW OfHa
KOMMbIOTEPHAs nporpaMMa MOXeT B3auMOAeWCTBOBaTb C ApYrou
nporpamMmmMon

Cookie

Hebonblwwion dparmMeHT AaHHbIX, OTNpPaBnNeHHbI BeG-cepBepoM w
XpaHumbin  Ha [1OGBM  nonb3oBatensa. Beb6-knueHT  (06bl4HO
BebG-Opay3ep) BCAKMM pa3 nNpuM  NOMbITKE  OTKPbITb  CTpaHuUy
COOTBETCTBYIOLIEro calTa nepecbinaer 3ToT parMeHT AaHHbIX
Be6-cepBepy B coctaBe HTTP-3anpoca

CSS3

Cascading Style Sheets 3 — cneundukaums CSS. MNpeacrtasnseTt cobon
dopManbHbIN S3bIK, peaniM3oBaHHbIN C NOMOLLBIO S13blka pa3MeTKu

ECMAScript 5

BcTtpaneaembin pacLumpsaemMbli He nmMmetoLmnm cpencTts
BBOJaA-BblBOAA A3blK NPOrpamMMmMpoOBaHUSA, UCMONb3yeMbld B KadecTBe
OCHOBBbI A1 NOCTPOEHUS APYINX CKPUMTOBBIX A3bIKOB
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TepmuH/
CokpalyeHue

PacwudpoBka

HEALTH-3anpoc

3anpoc npoBepkn goctynHocTtu API

HTML5

HyperText Markup Language, version 5 — s3blk AN CTPYKTYpUpPOBaHUS U
npencraBrneHnsa coaepXumMoro Beb-cTpaHuLbl

HTTP

HyperText Transfer Protocol — npoTokon npuknagHoro ypoBHA nepegaym
AaHHbIX. OcHoBon HTTP gaBnsieTca TEXHOMOrMsi «KMMEHT-cepBep», TO
eCTb npegnonaraeTcsa cyulecTBoBaHue notpebutenen (KNMeHToB),
KOTOpble MHUUUUPYIOT COeANHEHME N NOChINalT 3anpoc, 1 NOCTaBLLMKOB
(cepBepoB), OXupawT CoeOVHEHUs AN NofyyYeHusa  3anpoca,
Npou3BoaAT HeobGxoauMble AENCTBMA U BO3BpallalT obpaTHo
coobuieHne ¢ pesynbTaTom

HTTPS

Hypertext Transfer Protocol Secure - pacwumpeHne npotokona HTTP gnsa
noaaepXkn WndpoBaHusa B Lenax nosbiweHna 6e3onacHocTu. [aHHble
B npotokone HTTPS nepepatotca noeepx KpunTtorpadmnyeckmx
npotokonos SSL unn TLS

IMEI

International Mobile Equipment Identity — yHuKanbHbIn HOMEP
MOBUBHOrO YCTpPOMCTBA, cocToAwmnn 13 15 undp

JSON

JavaScript Object Notation — TekcToBbI hopmaT obmeHa LaHHbIMMU,
OCHOBaHHbI Ha JavaScript

MAC

Media Access Control — yHuKanbHbIM MAEHTUGMKATOP, NpUcBanBaeMbIn
Kaxaom eanHuue obopyaoBaHMsa KOMMbIOTEPHbIX CETEN

OIDC

OpenID Connect — ypoBeHb ayteHTudukauun OAuth 2.0,
NHpacTpykTypbl aBTopusaumnn. Kontponupyetcsa OpenlD Foundation

QR-kopg

Quick Response Code - «kog ObicTporo  pearMpoBaHus,
npeaocTaBnsaWmMn nHpopmaunto ans GbICTpOro ee pacrnos3HaBaHUSA C
MOMOLLIbIO Kamepbl Ha MOBUNBHOM YCTPOMCTBE

SSH

Secure SHell — ceTeBOM NPOTOKOS NPUKITIAAHOIO YPOBHS, MO3BOSISOLLNIA
Npou3BOAUTL YyOaneHHoe ynpasfieHne onepaumoHHOM CUCTEMOW U
TyHHenuposaHune TCP-coegmHeHun (Hanpumep, Ans nepegayv annos)

TLS

Transport Layer Security —  Kpuntorpauyeckui  npoOTOKOS,
obecneumBaoWnM 3aLMLLEHHYIO Nepedadvy LaHHbIX MeXay y3namu B
cetn HTepHeT

URL

Uniform Resource Locator — eguHoo6pasHbin nokatop (onpeaenurens
MeCTOHaxOXaeHus) pecypca
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JlncT perncrpaummn nsmeHeHnn

N3m.

Homepa nucrtos (cTpaHuu)

name-
HEHHbIX

3aMe-
HEHHbIX

HOBbIX

aHHynu-
poBaH-
HbIX

Bcero
nCTOB
(cTpaHuu)
B IOKYM.

Ne
AOKyMeHTa

Bxoasawwunn
Ne conpoBo-
ANTENbHOro
OOKYM. 1
gaTta

Moan.

[aTta
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