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1. OBLLAA MHOOPMALMA

1.1. Ha3zHayeHue u cocTtas lNMNO

MMNO npeaHa3HadYeHO ANA ynpaBaeHUa MOOUAbHbIMK ycTpoicTBamu (MY),
OYHKUMOHUPYOWMMN  NoA  ynpaBaeHMem onepaumoHHon cuctembl (OC) ABpopa W
OC Android, ynpaBneHMA KU3HEHHbIM UMKAOM MODOUAbHBLIX NpuaokeHun (MI) u

obHoBneHnem OC Apopa.

MNop obHoBneHMem OC ABpopa NoHMMaeTcs nHnumanmnlauma 8 OC npoueccoB Noay4yeHuns
naketoB ¢ nameHeHnsammn OC (obpasa OC) M3 AOBEPEHHOro XPaHUAULA U UX YCTaHOBKM.
MNonyvyeHue naketoB ¢ mameHeHunAamM OC M KX YCTaHOBKA OCYLLECTBAAETCA LWTATHbIMM
cpeacteamum OC. IO He rapaHTUpyeT ycnex nosydyeHma naketos ¢ MameHeHnamm OC n nx
YCTaHOBKM

MMNO aBnseTcs NPUKNAAHbLIM MPOrpPammHbIM obecneyeHMemM CO BCTPOEHHbIMM
MeXaHW3MaMM 3aWmMTbl MHGOPMALMM OT HECAHKLIMOHMPOBAHHOIO AOCTyNa.

MMO cocTonT 13 cheayroWmMX NOACUCTEM:

noacucrema besonacHocTu (Mb);

noacucrema «Mapket» (MM);

— noacuctema Mnatpopma ynpasnenuma (MY);

— noacuctema obHosneHus OC (MOOC).

Bsaumopencrsme mexay NoACUCTEMAMM M KOMMOHEHTaMM  MNOACUCTEM
OCYLLECTB/IAETCA C MCNO/Ib30BaHMeM npoTokona HTTP craHgapt RFC 2616, npu stom
obmeH gaHHbIMM ocyllecTsaseTca B popmaTe RFC 8259 (JSON).

B KauecTBe cepBepa Ha3bl gaHHbIX (B[) Mcnonb3yeTca cepBep C YCTaHOBAEHHOWN
cucTtemor ynpasneHma 6asamum aanHHbix (CYB[) Postgres Pro nnm PostgreSQL, B KoTopo
XpaHATCcA AaHHble 110, ana 4yero npu passBepTbiBaHWUM co3gaeTca cneumanoHaa b. [na

XpaHeHna nHdopmaumm o ceccnax ncnonbayetca CYb/ Redis.
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1.1.1. Ha3zHa4deHue n cocTtaB b

B NB peannsoBaHbl pyHKUMKN Be3onacHocTk MMM0O.
b cocTonT U3 cneayroWmnMx KOMNOHEHTOB:
— KoHconb agmnHucTpatopa [1b;

KoHconb BXxo4a noab3oBaTenem;

— Cepsep npuaoxeHunn Mb.

C nomoupto KoHconn aamuHucTpaTopa [1Bb ocyulectsndeTca ynpasaeHue
YYETHbIMW 3aNNUCAMK NONb30BaTENEN M PabOoTa C *KYpPHANOM permcTpaumm cobbITni.

C nomouwbto KoHCONM BXOA@ NONb30BaTeNel  OCYLECTBAAETCA  BBOA
NAEHTUPUKALUMOHHOM N ayTEHTUPUKALMOHHOM MHPOPMaLMKM nonb3osaTenamm MMO.

Cepsep npunoxkenuin Mb npeactasnaet cobor COBOKYMHOCTb BEO-MPUNOKEHU,
peannsyowmx QyHKUMM OE30MNacHOCTM, a TaKKe M03BOAAKWMX XpaHUTb B B ©
npeaocTaBnAaTb cybbektam paoctyna MMO agocTyn K AaHHbIM 0O yYeTHbIX 3anmcax

NONb30BATENEN U KYPHANY PErncTpaLmm cobbITUIA.
1.1.2. HasHayeHue n coctas [1M

MM cocTouT 13 cneayrowmx KOMMNOHEHTOB:

— KoHconb agmmnHucTpaTtopa NM;

— KoHconb paspabotymka MMM;

— MI1 «ABpopa MapKeT»;

— Cepsep npunoxeHui NM.

C nomouwbto KoHconn aamumHuctpatopa MM AgmuHucTtpatop Aspopa MapkeT
NonyyYaeT NPUNOKEHUA N AaHHbIE O MPUIOKEHUAX, A TaKXKe OCYLLEeCTBAAET COr/lacoBaHmne
NPUNOXKEHWUI C LeNbto UX NyDBAMKauMm NMbOo OTKa3blBaeT B NyHAMKaLMK.

C nomoulbto KoHconn paspabotymka MM ocyuiectsnaeTcs gobaBieHMe HOBbIX U
0OHOBNEHME paHee 3arpyKeHHbIX NpuaoxKeHn B MM, a TakKe oCyLLecTBAAETCA A0CTYN K

AdaHHbIM O NPUNOKEHUNAX.
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MIT «ABpopa MapkeT» BbinonHAeTcA Ha MY nog ynpasneHnem OC Aspopa u
OC Android, cny»Xnt gna otobparkeHuAa AaHHbIX O NPUNOKEHUAX, @ TaKXKe ANA 3arpy 3K,
YCTaHOBKM, OOHOBAEHMA N yAaNeHNA NPUNOKEHNIM Ha MY.

Cepsep npunoxerHuit MM npeacrtaBnaeT cobor COBOKYNMHOCTb BED-NPUNOIKEHUN,
NO3BONALWNX XpaHUTb B Bl 1 npeaocTaBnaTb cydbbektam goctyna MMNO nHpopmaumio o
NPUNOKEHNAX. HenocpeacTBEHHO CaMW MPUIOMKEHMA, @ TaKKE MKOHKM M CKPUHLLOTbI

NPUNOXKEHNIM XPAHATCA B $aNIOBOM XPaHUANLLE.
1.1.3. Ha3zHa4yeHuMe n cocTas 1Y

1Y cOCTOUT 13 cneayowmx KOMMNOHEHTOB:

— KoHconb agmuHucTpatopa [1Y;

— MI1 «ABpopa LeHTp»;

— Cepsep npuaoxeHuin Y.

C nomoluibto KoHconn agmumHucTpatopa Y ocyliecTBaAeTcA B3aMmMOAenCcTBME
AamuHuctpaTtopa Mnhatpopmbl Ynpasnenus c MY.

C nomoubto Ml «Aspopa LUeHTp» ocyuwiectsaaeTca aktneauma MY s [1110.

CepBep npunoxkeHuin MY npeactaBnaeT coboi COBOKYMHOCTb BEO-NPUAOKEHMN,
NO3BONAKLWMNX XpaHUTb B B n npepoctaBnath cybbektam goctyna MO agaHHbie O
HacTporkax OC ABpopa, a Takke GopmMpoBaTh ynpasaAtolWMe coobleHna ans
MI1 «Aspopa LeHTp».

MIT «ABpopa LleHTp» BbinonHAeTca Ha MY nog ynpasneHnem OC Aspopa u
OC Android, cny»kuT gna noaydeHua ynpasastomx coobuieHnin ot Cepsepa NpUIOKeHMU
MY n nepegaum nx komnoHeHtam OC ABpopa, a TakXe nepeaadn Ha CepBep NPUIOKEHUN
MY cBedeHUn O HacTponKax W KoHourypaumum OC ABpopa. B 3aBucumoct oOT
ynpasaawouwero coobuieHns wam  odnamH-cueHapma, nonyyeHHoro ot CepBsepa
npunoxeHun MY, Ml «Aspopa LleHTp» nocpeacTBOM Bbi30Ba MHTEPPEMCHBIX GYHKLLNM
OC ABpopa MmeeT BOSMOXKHOCTb:

— BK/IKOYATb M BbIK/AKOYATb AOCTYMN K KaMepe Ha MY;




— "] OTKPbITAS

PYKOBOACTBO aAMUWHUCTPATOPA MOBUJNIbHASA
y A A P P lnnATcpopMA

— BK/IHOYATb M BbIKNOYATb A0OCTYN K Bpay3epy Ha MY;

— obHoBNATL Bepcuto OC Ha MY;

— 6H10oKMpoBaTh M paszbaokmpoBaTb MY;

— 04YMLLATb AaHHble (BOCCTaHaB/MBATb 3aBOACKME HACTPOMKKN) MY;

— YCTaHaBAMBATb U YAANATb NPUNOKEHUA Ha MY;

— NOAy4aTb AaHHblE O cOCTOAHMMU MY 1 cobbiTnax BesonacHocTn MY,

— noJiydaTb oru ¢ MY;

— yCTaHaBAMBaTb pacnncaHme obmeHa AaHHbIMK ¢ MY;

— BK/HOYATb M BbIKAOYATb A0CTYN K ynpaneHnto WLAN HacTponkamu;
— BK/JItOYaTb M BbIKAtOYaTb AocTyn K WLAN Ha MY;

— BKJ/IOYATb W BbIKAOYATb A0CTYN K Todke goctyna WLAN Ha MY;

— BKJIKOYATb M BbIKAKOYATbL A0CTyn K MTP;

— BKJ/It04ATb M BbIKAKOYATb 4OCTYMN K UCXO4ALMM Bbl30BaM Ha MY;

— BK/IHOYATb M BbIKAKOYATb AOCTYN K HAaCTPOMKe AaTbl U BpeMEHM Ha MY;
— BK/IHOMATb WM BbIKAKOYATb AOCTYN K aBrapexkmmy Ha MY;

— BKJ/IH04ATb M BbIKNOYATb BOSMOXHOCTb CO34aHMA CKPUHLLOTOB 3KpaHa MY;

— OrpaHM4YMBaTb M NPefoCcTaBNATb 4OCTYN K MTP;

OrpaHn4YMBaTh M NPeaoCTaBNATb AOCTYN K Bluetooth (byHKUMOHaN gocTyneH ans
Bepcumn OC Aspopa 4.0.1 v Bbile);

— W3MEHATb Napo/ib y4eTHOM 3anucu nonb3osaTtena 8 OC ABpopa;

6noknposaTb MY npu cmeHe SIM-KapTbl (odnaltH-cueHapuit);

6nokmposaTb MY nNpu OTCYTCTBMM CBA3M C CEPBEPOM (OPNanH-cueHapUin);

6noknposaTb MY npu Bxoae B8 30Hy aenctama WLAN (odnaliH-cueHapuin);

610KMpPOBaTh U pa3baoknpoBaTe MY Npu HaXOKAEHWUW BHE 30HblI AENCTBUA

WLAN (odpnanH-cueHapuin).

10
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M «ABpopa LeHTp» nocpeactBom Bbi3oBa MHTepdercHbIX ¢yHKUmMim OC Android
MMeeT BO3MOXHOCTb:
— BKJ/IHOYATb M BbIK/OYATb AOCTYN K Kamepe Ha MY;

— 0YMLATb JaHHble (BOCCTaHaBIMBATb 3aBOACKNE HACTPOMKN) MY.

M «ABpopa LleHTp» noaaepxmeaetca Tonbko ana OC Android Bepcum 9

1.1.4. HazHa4deHue n coctas [100C

MOOC cocTonT 13 Cneayowmx KOMMNOHEHTOB:

— Cepsep npunoxeHui NOOC.

Cepsep NPUNOKEHNM MoOOC npeacTasnaeT cobol COBOKYMHOCTb
BeO-NPUNOKEHNIM, NO3BONAOLINX XPaHUTb B Bl 1 NpeaocTaBnATb caeaytollme AaHHbIe O
naketax OC (3arpy3o4Hbiint moaynb OC):

— MHOOPMALMIO O BEPCUAX;

— ajpec xpaHuauuia naketos OC.

Ona xpaHeHua n anctpmbyumm naketoB OC npumeHAaeTcs GpannoBbin cepsep,

Pa3BepPHYTbIM C MCNONb30BaHNMEM Nginx.
1.2. dyHKUMM noacUCTEM

OyHKumm MNO:
— b obecneumBaert:
® NAeHTUOUKaAUMIO M ayTeEHTUPUKALMIO NoAb3oBaTenen n MY;
e ynpassieHne naeHTMdmnKaTopamm nonblosatenen n My;
® yrnpaB/ieHne cpeacTBaMm ayTeHTUDMKaLNK;
® ynpaBaeHME YYETHLIMM 3aNMUCAMK NOb30BaTeNEN N MY,
® DOJIEBOE yNpaBaeHMe A0CTYNOM CybbeKTOB A0CTyNa K 06beKkTam A0CTyNa;
® perncrTpaumo cobbiTmin beonacHocTy;

e npeaocTaBneHne nHTepderica Noab3oBaTENSAM NOACUCTEMBI.
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— M obecneumnBaer:
® VMPaBNEHNE MKUIHEHHLIM UMKAOM MNPUNOKEHMI (3arpy3Ka, COrnacoBaHMe,
yaaneHue n nyboankaums);
e ynpasneHne aucTpmbyumert onybiMKOBaAHHbIX MPUIOKEHUI (CKaunBaHue,
yCTaHOBKa, 06HOBNEHME, yaaneHmne NpUIoKeHnin Ha MY);
® npeaocTaBneHne nHTepdenca NoaNb30BaTENAM NOACUCTEMDI.
— Y obecneumnBaeT:
e ynpasBneHune otaenbHbiMn MY (onepaTuBHOE ynpaBaeHune);
e yripasneHue rpynnamm MY;
® yrpaBaeHue NoJNUTUKAMMU;
e ynpasseHne odpiarH-CUEHAPUAMMU;
® ynpasaeHue 3anmcamm o MY;
® yrpas/eHue 3anncaAMmmM o0 Nosib3osatenax My;
® yrpasaeHue NPUIoKeHnAMM Ha MY,
® KOHTPO/Ib cocToAHMA MY;
® KOHTPO/Ib NPUMeEHEHNA NONTUK Ha MY;
® MOHUTOPWHT CODObITUIN N NPeaoCTaBNeHNE OTYETHOCTH;
® NpeaocTaBneHme MHTepdelica Noab30BaTENSAM NOACUCTEMDI.
— MNOOC obecneymBaer:
e npeaocTaBneHme nHoopmaumm o naketax OC;
e ynpasaeHne anuctpmbdyumert naketos OC.
Bce noacuctembl MMO NO3BOAAKT BbINOAHATL NOTMPOBaHUE MHPOPMALMOHHbIX
coobueHnm, cooblieHmnn o6 owmnbKax, NnpeaynpexaeHmin n oTaago4YHoNn MHGopmaLMm B

cucTeMHbIn RypHan OC cepBepa NnpuaoxkeHun (systemd).
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1.3. YchoBua BbINONHEHMA

Ona

npPporpamMmmHoO-TexHN4eCKkme CpeacTBa.

GYHKLUMOHUPOBAHMSA

Mno

HeobxoaMMbl

chegywoune

B tabnuue (Tabnuua 1) npmBeaeHbl anmnapaTHble XapaKTepPUCTUKM CepBepoB

npunoxkenun Mo.

Tabnnua 1
Konnyectso MY
MNapameTp
10 000 50 000 100 000 275000 550 000

[Mpoueccop 2 a4pa 3 aapa 3 aapa 6 anep 6 anep
Obbem onepaTMBHOM 476 476 676 816 816
NamATm
Ob6bem YKEeCTKOTo HDD HDD HDD HDD HDD
AMCKa 606 8076 11016 13016 16016
KonnyecTtso 3 3 3 3 6
cepBepoB

B Tabnuue (Tabnmua 2) npuBeaeHbl MPOrPaMMHbIE XapPaKTEPUCTUKU CepBepoB

npunoxexHunn MMo.

Tabnuua 2

[TapameTp

3HayeHue

OI'IepaLI,l/IOHHaFI CNCTEMA

OpHa n3 cneaytouwmx OC:

— CentOS Bepcun 7 Unu BbilLe;

— CentOS Bepcuu 8 UK BblLweE;

— AnbTt 8 CI1

BanaHCUMPOBLUMK MUKPOCEPBMCOB

Nginx Web Server Bepcumn 1.18 nnu Bbiwwe

Cuctema obHapyKeHua cepBmncos

Consul Bepcuu 1.9 nnu Bbllwe

CpeacTBo ynpasaeHunAa

KOHOUIypaLMAaMM MUKPOCEPBNCOB

Consul Template Bepcum 0.25 nnu soilwe

CepBUC rapaHTUPOBAHHOWN

N0CTaBKM COODLLEHWUIN

Nats Streaming Server sepcun 0.20.0 nnum Bbiwe

[MpuKNagHOE NporpaMmmHoe

obecneyeHune

MO «Apopa LleHTp»
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B tabamue (Tabauua 3) npuseaeHbl annapaTHble XapaKTepucTmkmn cepsepos b1

Tabnuua 3
Konnyectso MY
10 000 50 000 (100 000 275000 550000
NapameTp
ne, NM, | N, NM, N6, NM,
N6 MM, ny N6 MnMm, ny
ny ny ny

Mpoueccop 2 aapa 3aapa | 3Aaapa| 3Aagpa |4aapa| 3Aagpa | 6anep
Ob6bem 376 676 8T6 1216 1216 24T6 24T6
onepaTMBHOWN
NamATH
Obbem  KecTKkoro SSD SSD SSD SSD SSD SSD SSD
AVCKa 27516 1.3Tb 3Tb 5.5Tb 2Th 11Tb 3.5Tb
KonunyecTso 1 1 1 1 1 1 1
cepBeposB

B tabanue (Tabnamua 4) npuseaeHbl NPOorpaMmmMHble XapakTepUcTukmM cepsepos b/.

Tabnuua 4

MNapameTp

3HayeHue

OnepaunoOHHasA cMcTeMa

OaHa n3 cneaytoumx OC:

— CentOS Bepcun 7 nau Bbllwe;
— CentOS Bepcun 8 nau BblLLE;
— AnbT 8 CI1

CYB/,

OaHa n3 cneayrouwmx CYb/:

— Postgres Pro 11;

— Postgres Pro 12;

— PostgreSQL 11.11 nau sbiwe (ans OC CentOS);
— PostgreSQL 12.6 nau sbiwe (ans OC CentQOS)

CYB/l ana xpaHeHUs ceccui

Redis 6.0.10 unu Bbiwe

PacwupeHune CYB PostgreSQL

ANA NapTUUNOHNPOBAHUA

Tabnauy, b1

pg_partman 4 UK Bbllle

1B Tabnumue He yumTbIBAtOTCA pe3epBHble cepBepbl b1, HeobxoaMMble A8 CO34aHMA OTKAa30yCTONYNBOM

KOHPUIrypaumnm
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MNapameTp

3HayeHune

Pacwuperne CYB/ PostgreSQL | P9_trom

noaaeprKmeatoLLee bbiCTpbIN

MONCK CXOXUMX CTPOK

B tabanue (Tabnumua 5) npuseaeHbl NporpammHble XapakTepucTnkm MY.

Tabnuua 5

MNapameTp

3Ha4yeHune

OI'IepaLI,l/IOHHaFI CncTtema

OC Aspopa, OC Android

obecneyeHue

[MprKknagHoe nporpammHoe

—  MI «Apopa LeHTp»;
—  MI1 «Aspopa MapkeTt»

Nna paboTbl Nnonb3osatenen c Beb-uHTepdericom MMO A0AKHbI BbINONAHATLCS CAeayloLLme

YCNOBMA:

— Beb-Opay3ep A0MKeH noaaepxmeatb TexHonornm: TLS, CSS3, HTML5, ECMAScript 5 u
Cookie. PekomeHayeTtca ncnonb3osBaTb Beb-6pay3ep Chrome Bepcun 75 nnm Bbllue;
— paspelleHre aKkpaHa MoHUTopa He meHee 1280x960 px

BapunaHTbl KOHPUrypaumm cpeabl GYHKLUMOHUPOBAHMA, B KOTOPbLIX MPOBOANIOCH

TecTupoBaHue MMO, npueeaeHsl B Tabauue (Tabamua 6).

Tabnnua 6

oC

CYBA

C3N HCA,

Cepsep NpPUNOKEHUI

Cent0S-7.6.1810, kernel:
3.10.0-957.el7.x86_64

C3M HC/A «Dallas Lock Linux»

Cent0S-7.5.1804, kernel:
3.10.0-862.11.6.el7.x86_64

CneupanbHoe nporpammHoe
obecneyenue (CMNO) C3M HCA, «ArkkopAa-
X K»

Cent0S-7.7, kernel: 3.10.0-
1062.9.1.el7.x86_64

C3WM «Secret Net LSP» Bepcua 1.10.1

Cent0S-8.0, kernel: 4.18.0-
80.el8.x86_64

C3W «Secret Net LSP» Bepcma 1.10.1

Anbt 8 Cl1
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oC Cyb[ C3U HCA,

Cepsep 6[1/cepsep B 1 cepsep NpUNOKEHWN

Cent0S-7.5.1804, kernel: PostgreSQL 11.11 |CNO C3N HCA «AKkopAa-X K»
3.10.0-862.11.6.el7.x86_64

Cent0S-7.6.1810, kernel: PostgreSQL 11.11 |C31 HCA, «Dallas Lock Linux»
3.10.0-957.el7.x86_64

Cent0S-7.7, kernel: 3.10.0- |PostgreSQL 11.11 |C3M «Secret Net LSP» Bepcusa 1.10.1
1062.9.1.el7.x86_64

Cent0S-8.0, kernel: 4.18.0- |PostgreSQL 11.11 |C3M «Secret Net LSP» Bepcusa 1.10.1
80.el8.x86_64

Cent0S-7.5.1804, kernel: PostgreSQL 12.6 |CMNO C3M1 HCA «AKkopa-X K»
3.10.0-862.11.6.el7.x86_64
Cent0S-7.6.1810, kernel: PostgreSQL 12.6 |C3W HC/, «Dallas Lock Linux»

3.10.0-957.el7.x86_64

Cent0S-7.7, kernel: 3.10.0- |PostgreSQL 12.6 |C3M «Secret Net LSP» Bepcus 1.10.1
1062.9.1.el7.x86_64

Cent0S-8.0, kernel: 4.18.0- |PostgreSQL 12.6 |C3M «Secret Net LSP» Bepcus 1.10.1
80.el8.x86_64

Anbt 8 CI1 Postgres Pro

1.4. YKaszaHuA No aKcnayaTauum

Mpu akcnayaTaumm MNMO HeobxoAMMO BbIMONHATL CAeAyoLIMEe PEKOMEHAALMNM:

— NpaBOM A0CTyNa K cepBepam C ycTaHoBAeHHbIM MMO aoaKHbI 0613aaTb AML3,
obecneumBatowyme pyHkUMoHMpoBaHme NC, npoluealine COOTBETCTBYIOLLYHO NOATOTOBKY,
o3HakommBlumeca ¢ 3/ Ha IMMNO n He pacCMaTPMUBAIOLWMNCA B KAYECTBe HapyLlimnTenen Mb;

— [O/KHbI  ObITb  MPeaycMOTPeHbl  Mepbl,  WMCKAKYAtoLWMEe  BO3MOMKHOCTb
HECAHKLMOHNMPOBAHHOIO M3MEHEHMA annapaTHOM YacTM TEXHMYECKUX CpeacTs, Ha
KOTopbIX ycTaHoBeHo [M10;

— [0oMKHA obecneymBaTbCA Nepuoamnyeckas (He pelke OAHOro pasa B MecAl)

NnpoBepKa LeN0CTHOCTM NPOrpamMmMHbIX KoMnoHeHToB MMM0;
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— Ha MY un cepBepax ¢ yctaHoBAeHHbIM MO goMKHbI BbITb peann3oBaHbl MepbI,
MCKAtOYatoWMe BO3MOXKHOCTb MCMOb30BaHNA CPeacTB Pa3paboTkM M OTNaAUYMKOB AN1A
peaaKkTMpPOBaHMA Koda M oNepaTMBHOM NamATK, ncnonbsyemon MMo;

— [O/MKHbI  OblTb  obecneyeHbl  Mepbl,  MCKAKOYAKOLWME  BO3MOXKHOCTb
HECAHKLMOHNPOBAHHON MOoANPUKALIMM NPOrPAMMHbIX N MHOOPMALIMOHHbBIX KOMMNOHEHTOB
Mnro;

— ¢u3MYecKMn  OocTyn K cepBepam C YycTaHoBneHHon CYB[  AokeH
npeaoCcTaBAATLCA muam, BK/IHOYEHHbIM 3KCNAyaTUPYIOLLLEN opraHmsaumen
(onepatopom/noTpebutenem) NC B nepeyeHb AuML, KOTOPble HE paccMaTpMBalOTCS B
KayecTse Hapywutena Nb;

— KaHa/Nbl CBA3M, PACNONOXKEHHbIE B Npedesiax KOHTPOAMPYEMOM 30Hbl, A0/IKHbI
ObITb 3aWMLLEHBI OPraHN3aLUMOHHO-TEXHNUYECKMMU MEPAMMU;

— KaHanbl CBA3W, PACNO/OXEHHble 33 Npeaenamm KOHTPOAMPYEMOM 30HbI,
NOMKHbl ObIThb 3alUMLIEHbI C MCNONb30BAaHMEM CPEACTB KpuATOrpaduyeckom 3allmTbl
nHGopMaLnm;

— [0/IKHbl ObITb NPEeANPUHATLI MEPbI MO MEXKCETEBOMY 3KPAHNUPOBAHMIO;

Mpu akcnayaTauum MMO pekomeHAyeTcAa NPUMEHATL Caeaytolme AONO/IHUTEIbHbIE
OpraHM3aLMOHHbIE U TEXHUYECKNE MepPbI:

— B npouecce 3akcnayaTauum MO gonxkHo 6ObiTb obecneyeHo peryaspHoe
OTCNEXMBAHME HANMYMA M OCYLLECTBAEHME YCTaHOBKM obHOBNeHUM 6e3sonacHoctu M0,
BXoAsLLero B cpeay GyHKkUMoHmMposaHua MMO cornacHo 9.3 HacToAWEro AOKYMEHT3;

— [0/KeH bblTb NPOM3BEAEH EXEMECAYHbIN MOUCK aKTyasbHbIX YA3BMMOCTEN U
ceeaeHnt o6  yassumoctax MMNO  um  cpeapl  OYHKUMOHMPOBAHWMA,  aHANM3
MAEHTUPNLMPOBAHHBIX YA3BMMOCTEN Ha NPeaAMET BO3MOXHOCTU MX MCMONb30BaHMA ANA
HapyweHna 6e3onacHoCTy;

— B cpene ¢yHKUMoHMpoBaHuAa MO (obuwecnuctemHoe [0, ykasaHHoe B 9.3
HaCTOAWEro AOKYMEHTA) AO/KHbI ObiTb YCTAaHOB/AEHbI BCe Mmetolmecs OBHOBNEHMA

6e30nacHOCTM M «NaT4Yn» ONA TNKBMAaunnM N3BECTHbLIX yﬂ3BI/IN\OCTeVI,'

17



— "] OTKPbITAA
PYKOBOACTBO aAMWUHMUCTPATOpPA MOBWUJIbHASA
l NNAT®O0PMA

— B c/ydyae obHapyxeHusa ysassumocTter B MO MMNO A0AKHO NPOM3BOAUTLCA NX
yCTpaHeHne B COOTBETCTBMM C METO4aMM U  TMpouesypamu, YCTaHOBAEHHbIMU
npeanpuATMEM-Pa3pPaboTYNKOM;

— onepaTtop C MNepMoAMYHOCTbIO OAMH pPa3 B Heden o A0/MXKeH MoJsydaTb

nHbopmaumnio o Bbixoge obHosneHuin MMO yepes3 cayby TEXHUYECKOM NOAAEPIKKM

npegnpunaTnAa-m3roToBMUTENA.
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2. YCTAHOBKA IMNO

BHUMAHUE! Tpwn konupoBaHuMM KOmaHa B dopmate .pdf m3 HacTosuwero
[OKyMeHTa OyabTe BHMMaTENbHbl. AAMUHUCTPATOP/Pa3paboTuMK AOMXKEH MPOBEPATb

pe3yNbTaTbl BbIMOJAHEHWS KOMAH/, Ha IKPaHe.
2.1. O6bwan nupopmaumn

YctaHoBKa MNMO 1 KomnoHeHTOB cpeapbl GyHKUMOHNPOBaHMA MNIMO ocyuwecTeaaeTca
C NomoLulblo cueHapueB ycTaHoBKKM [0, BbiNOAHAEMbIX Ha ynpasastouwen [MIBM n
HaMMUCaAHHbIX C WCMNOJ/Ib30BAaHWEM [EKNapPaTUBHOINO A3blka pPa3sMeTKM ANA ONMCaHMUA
KoHdurypaumni Ansible. CueHapum yctaHoBKu MO No3BONAIOT BbIMOAHUTL YCTAHOBKY KakK
NIOKaNbHO (BC& KOMMNOHEHTbI Ha oaHoM M3BM), Tak 1 ¢ yaaneHHon MN3BM (ynpasnsatoulein

M3BM) (PucyHok 1).

Ynpaenawwaa MNIBM

J
I I ) 1

Cepeep C¥b[ Cepeep NpUNoEeHWi Cepeep NpUNOXEHWA Cepeep NpUNoHeHui
= ( M6 ] [ ns | [ M6 |
“ | MM | [ L | [ L |
— v J|| C || C
W | rnooc ] [ nooc | | nooc |

PucyHok 1

Ynpasnatouwas NMN3BM Heobxoanma ToNbKo Ana yctaHoBku MMM0

YctaHoBka [0 ocyuwectsnaeTca B ABa 3Tana:
1) YcTaHOBKa KOMNOHEHTOB cpeabl GYHKLUMOHUPOBAHUS;

2) YctaHoska MMO.

19



— "] OTKPbITAS

PYKOBOACTBO aAMUWHUCTPATOPA MOBUJNIbHASA
y A A P P lnnATcpopMA

MpenycMoTpeHbl cneaytouine TUnbl KOHQUIYPaUMOHHbIX GanaoB:

1) KoHdurypaumoHHble Ganabl cCLeHapMeB yCTaHOBKM cpeabl PyHKUMOHMPOBAHMA
MMNO. OnucaHme NnapameTpoB KOHOUIYPaLUMOHHbBIX GanaoB CLEHapMeB YCTaHOBKM Cpeabl
byHKuMoHnpoBaHua MMNO npueeaeHO B pasaene 7 HACTOALWLErO 4OKYMEHT];

2) KoHdwurypaumoHHble annsl moaynen MMo:

— [1b;

— [1M;

— [1y;

— MOOC.

OnucaHue napamMeTpoB KOHPUIypaLUMoHHbIX dannos moaynen MMO npuseneHo B

pasgene 8 HaCTOALLEro AOKYMEHTA.
2.2. Nopaaok yctaHoBKM M HacTponkm OC Ha cepBepax NPUNOXKeHUN 1 cepeepax bl

[na ycTtaHoBKM M HacTporkmu OC Ha cepBepax NPUAOKeHWM K cepBepax b/
HeobxoaMMO BbIMONHUTL CAeaytolie AeNCTBUSA:

2.2.1. YctaHosutb OC CentOS Bepcum 7/8 wmnmn OC Anbt 8 CI Ha cepsepbl
NPUIOXKEHMN 1 cepBepbl b/.

BHUMAHWUE! Tlepen ycTaHOBKOW, YyKaszaHHoOW Bblwe OC HeobxoamMmo
03HAaKOMUTLCA ¢ TpeboBaHUAMMK, NPUBEAEHHBIMW B AOKYMeHTaumMK Ha C3M HC/.

OC ponxHa 6bITb YCTAHOBAEHA B MUHUMANbHOM KOHPUrypaumm 6e3 rpadpmnyeckoro
nHTepdeica. Ons yctaHoskm OC CentOS Bepcun 7/8 HeobXxoAMMO MCMO/b30BaTb iSO-
0bpas, B HasBaHMW KOTOporo coaep:mutca «Minimal». Hanpumep, CentOS-7-x86_64-
Minimal-1810.iso.

HacTtponkn cetn OC A0MKHbI YAOBNETBOPATbL CeAyoWMM TpeboBaHUAM:

1) anAa  OCHOBHOrO  CeTeBOro  MWHTepdenca  [AO/KEH  MPUCYTCTBOBATb
KOHOUIYPALUMOHHbBIN ifcfg Gpann:

— OCCentOS: /etc/sysconfig/network-scripts/ifcfg-<umsa mHTepbeiica>
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BHUMAHMWE! Moppep:kka nakeTa Network scripts npekpauweHa B OC CentOS

BeEPCUN 8.X. Heo6xo,£|,wv\o npon3BecTn ero yCtTaHoBKy C NOMOLLbKO KOMaH/Abl:

sudo yum install network-scripts

2) ceTeBOM MHTepdeENc A0NKEH aBTOMATUYECKM 3anycKkaTbes npu 3arpy3ske OC.
Ona 3T0ro 3HavyeHWe napameTpa ONBOOT B /etc/sysconfig/network-

scripts/ifcfg-<mma unrepderica> (408 OC CentOS) AONKHO MMETb 3HAYEHUE Kyes»:

ONBOOT=yes

3) npuopuTeTbl B KOHPUrypaUMOHHOM daine /etc/nsswitch.conf danne

[O/IKHbI BbIFNAAETb CAeayowmm obpa3om (Npm MCNONb30BaHNN dnsmasq):

hosts: files dns

roe "... - OCTa/ibHble onunn, eCaiim OHM NCNOJIb3YHOTCA.

2.2.2. [epenT B y4ETHYIO 3aNMCb NOb30BATENA root C MOMOLLBbIO KOMaHAbI:

su -

2.2.3. HazHaunTb nonb3osatenam OC npaBa Ha BbIMNOJIHEHME KOMaHZ OT MMEHM
Cynepnonb3oBaTena root.
[na storo HeobxoaMmo A00aBMTb MOAb30BaTeNA B rpynny wheel, BbINOAHMB

KOMaHAay:

usermod -aG wheel "wmMa nojsep3oBaTesa"

2.2.4. Pa3pewnTb NONb30BATENAM, BXOAAWMM B TPYynny wheel, BbINOAHATb
KomaHapl 6e3 BBoga napons. [na yero B daine /etc/sudoers PAaCKOMMEHTMPOBATb

CTPOKY:

# Swheel ALL=(ALL) NOPASSWD: ALL

OTKpbITb Palin /etc/sudoers HEOBXOAMMO OT UMEHM CYNepPno/b30BaTENA root C

MOMOLLLbKO KOMAHAbI:

visudo
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BHUMAHMWE! MpaBa Ha BbINONHEHNE KOMAH/ OT UMEHW CYNepnoab30oBaTeNs root
NOMKHbI OblITb Ha3Ha4YeHbl BCEM NOAb30BaTenam (Ha ynpasnawouwen MNIBM, cepsepax
NPUNOXKEHUI U cepBepax b/l), KOTOPbIMM OCYyLLECTBAAETCA YCTAaHOBKA KOMMOHEHTOB
cpeabl PpyHKUMOHMPOBaHMA, CYBA m MMO. B npoTMBHOM Cay4Yae, B NpoLLecce YCTaHOBKM
BO3HUKHYT OLLINOKN.

2.2.5. YcTaHoBUTb KoAMpoBKy UTF-8 ¢ mMOMOLLLbIO KOMaHAb!:

— OC CentOS Bepcumn 7/8

localectl set-locale LANG=en US.UTF-8

— OC AnbTt 8 CI1T
B KOHOUrypaumoHHoM dalne /etc/sysconfig/il8n 3a4aTb caeadytollee

3Ha4yeHWne NapamMmeTpa LANG:

LANG=en US.UTF-8

2.2.6. 334aTb MMsA XOCTa C MOMOLLbI KOMaHAbI:

hostnamectl set-hostname "uma xocrTa.umsa nmomeHa"

BHUMAHMWE! Mpun 3aaaHnm nmeHn xocta 06a3aTeNbHO A0KHO DObITb 334aHO MMA

NOMEeHa, KOTOPOEe OTAENAEeTCA TOYKON. Hanpumep:

hostnamectl set-hostname ocs-app.local

2.2.7. B HacTpoiKax DNS-cepsepa nnam ¢annax /etc/hosts yKkazaTb MMEHa XOCTOB

(hostname) 1 NONHbIE UMEHA AOMEHOB (FQDN) BCEX CEPBEPOB KAacTepa.

"ip-agpec" "umMmA xocTa.mMA pgoMmeHa'

Hanpumep (B daline /etc/hosts):

192.168.0.108 ocs-app.local

2.2.8. B paine /etc/resolv.conf yKasaTb agpeca DNS-cepBepos:

nameserver "ip-aznpec"

Hanpumep:

nameserver 192.168.0.1

2.2.9. HacTponTb MapuwpyT Mo-ymonyaHuto (default gateway) 4epe3 lan

MHTepdelc cornacHo AokymeHTaummn OC.
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2.2.10. B OC CentQOS oTkatoumTtb SELinUX. [ns 3TOro B KOHPUrypaumoHHom daine

/etc/selinux/config HEOBXOAMMO 334aTh CeAylollee 3Ha4YeHWe napameTpa SELINUX:

SELINUX=disabled

2.2.11. OtkAtounTb B OC MeXKceTeBOM 3KpaH C MOMOLLbIO BbIMONHEHMA CAeAYHOLLNX

KOMaHA,.:

systemctl stop firewalld
systemctl disable firewalld

2.2.12. 3apaTb Tekylime AaTy M Bpema C MOMOLLbIO KOMaHAb!:

date -s 'YYYY-MM-DD HH:MI:SS'

Hanpumep:

date -s '2021-03-31 12:34:56"

2.2.13. lNepe3arpy3unTtb ynpasaatouyto [N3BM 1 cepepbl C MOMOLLBKO KOMAH/bI:

reboot

2.3. Nopaaok pa3BepTbiBaHUA U HACTPOMKKM yripasaatowei N3BM

BHUMAHWE! T[lepen pa3sBepTbiBaHMEM W HACTPOMKOW ynpasaawowen [13BM
[OMKHbI ObITb YCTaHOBAEHbI M HacTpoeHbl OC Ha cepBepax NPUAOKEHUN 1 cepBepax b, 8
COOTBETCTBMM C M. 2.2 HACTOALLEro AOKYMEHTA.

[ns pa3BepTbiBaHUA U HACTPOMKM ynpaBastowen NMNIBM HeobxoaAnMo BbINOAHUTb
cneayrowme AenCTBUA:

2.3.1. YctaHoBMTb Ha ynpasaatouwyto MN3BM oaHy u3 cneaytowmx OC: OC CentOS
Bepcum 7/8, OC AnbT 8 CM mam OC Ubuntu 20.04.

Ynpasnatowas MNIBM moxeT 6bITb pa3BepHyTa Kak Ha oTaenbHoM [M3BM, Tak 1 Ha
cepBepe NPUIOKEHUN.

2.3.2. HacTpouTb ceTeBoe B3aMMoOAenNcTBMe ynpasastouwen MNIBM c cepsepamm
NPUIOXKEHMN N cepBepamn B/,

HacTpolika cetn Ha ynpasaatowen MN3BM ocyuwecTtsnsaetca B COOTBETCTBUMM C

3KCNAyaTaUMOHHOW AOKYMeHTaumen Ha OC.
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2.3.3. YCTaHOBUTb Ha ynpaBaatoLLEen N3BM nakeTbl

nocneaoBaTeNIbHONro BbIMNOJ/IHEHMA KOMaHA Cheaytoune nakeTobl:

— OC CentOS sepcun 7/8 (ynpasnstowas MIBM):

C  NMOMOLLbIO

sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo

yum -y
yum -y
yum -y
yum -y
yum -y
python
python
python

install epel-release

install jgq

install sed

install coreutils

install python2-pip

-m pip install --upgrade "pip < 21.0"
-m pip install wheel

-m pip install ansible==2.9.18

— OC AnbT 8 Cl1 (ynpasnatowasn MNIBM):

sudo
sudo
sudo
sudo
sudo
sudo

apt-get -y install jqg
apt-get -y install coreutils
apt-get -y install python-module-pip

python
python
python

-m pip install psycopg?2
-m pip install --upgrade "pip<21.0"
-m pip install ansible==2.9.18

— OC Ubuntu 20.04 (ynpasnsatowas M3BM):

sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo

apt update

apt -y
apt -y
apt -y
apt -y
apt -y

install jgq

install sed

install coreutils
install python3-pip
install python3-yaml

python3 -m pip install wheel
python3 -m pip install ansible==2.9.18
apt install python-is-python3

2.3.4. HacTpouTb SSH gocTtyn ynpasastouwen NMIBM K cepBepam NpUAOKEHUN U

cepBepam b/l (naxke B TOM cay4dae, koraa ynpasaatowasa [M3BM 1 cepBepbl yCTaHOBAEHbI Ha

oAHoM MNIBM):

— chopMMPOBaATbL KOUYEBYIO Napy Ha yNpPaBAAOLLEM CepBepe:

ssh-keygen -t rsa

— CKOMMPOBATb OTKPbITHIM KtOY Ha cepBep NpUAoKeHni 1 bA:

ssh-copy-id <umsa nomnbszoBaTena>@<cepBep IPUIIOXEHMUIN>
ssh-copy-id <umsa nosnbszoBaTensa>d<cepsep BI>

— MPOBEPUTb A0CTYN C YNPABAAOLWEN MALLMHbBI HA CepBEpPbl NPUAOKEHUI 1 Bl no

SSH KAto4y (Npu BbINONHEHUW KOMAH, HMXKe BBO/, MNapoas He AoKeH TpeboBaThea):
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ssh <umMmsa nonbp30oBaTeNa>@<cepBep NPUIIOXEHMSI>
ssh <umsa nojyp3oBaTesnsa>@<cepsep BI>

YnpasaawolimMe KoMaHabl, dopmmpyemble cleHapuamm yctaHosku MMO, nepepnatoTca c
MCMNONb30BaHMEM NPOTOKONA SSH

2.3.5. Co3aatb Ha ynpasastouen MIBM oTaenbHbIM KaTanor M CKONMPOBaTb B HETO
KaTanor /server, Haxoaawmmca Ha DVD ¢ M3aennem.

2.3.6. [lepenT B KaTanor /server C MOMOLLbI KOMaHAbI:

cd <nyTb K KaTaJoTy server>

2.3.7. HazHauMTb N0ONb30BaTENO MNPaBO Ha wMcnonHeHue ¢anna installer-ac.sh ¢

MOMOLLIO KOMaHAb!:

chmod +x installer-ac.sh

2.3.8. 3anyctuTb installer-ac.sh ¢ nomoLbto KOMaHAabI:

./installer-ac.sh

2.3.9. O3HakoMUTbCA C «JTMLUEH3MOHHbIM COrfalleHnem» 1 NPUHATL ero

Ons  TOro 4T10Obl MPUHATL «JIMUEH3MOHHOEe cornawenuey (PucyHoK 2),
HeobxoAMMO Nocae BONpoca «Bbl NpMHMMaeTe yC0BUSA ANLEH3UN (y/n)?» BBECTU «y».

B pe3ynbtate B Katanore ¢ ¢alnom installer-ac.sh OyaeT co3daH KaTanor

install-<Bepcua MOIIO>. Hanpumep, /install-release-v3.0.1.
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[omp@ocs-app ~]% ./installer_ac.sh
JNIMUEH3WMOHHOE COrNAWEHWE C KOHEYHBIM NOJNB30BATENEM

BAKHO! MEPEO WCMONB30BAHWEM MPOrPAMMHOMO OBECMEYEHWA, K KOTOPOMY MPWUNACAETCA OAHHOE NWUEH3WOHHOE COrNAWE
HWE C KOHEYHbIM MONb30BATENEM (OANEE MO TEKCTY — «/MUEH3NMOHHOE COTNAWEHWE= ), NOMANYWCTA, BHWMATENBHO MPOY
WTAWMTE HWXECTEOYHWMWE YCNOBWA. ECNKW Bbl HE COrNAWNAETECH C YCNOBWAMW HACTOAWEND JWUEH3WOHHOr O COTMAWMEHWA, T
0 Bbl HE WMEETE NMPAEA WCMONb30BATE NMPOrPAMMHOE OBECMEHYEHWE B KAKWX-NWEOD LENAX.

1. ONPEOENEHWA

«Mpaeocobnapatens» — oBWECTEC C OrpPaHW4EHHOA OTEETCTESHHOCTEW «0TKPeTaR MoOWNbHaA nnaTtoopMa» (000 «0TKpuIT
as MobunbHaa nnaTtoopMa=), 420500, Pecnybnuka TaTapcTad, BepxHeycnoHckuid padoH, r. WHHononuc, yn. YHuBepc
UTeTckasa, fg. 7, oouc 59, OMPH 1161690087020.

«M0» — nNpuKNagHoe nporpaMdHoe obecneqeHne «Aepopa UenTp» (MN0 «Aepopa UeHTp»), coCToAWee W2 Clegywuux no
OCUCTEM: MPUKNaQHOro nporpadsHoro obecnededuna «Aepopa UeHnTp: Mnatoopma ynpaeneHuax= (MNNO0 «Aspopa Uentp: N

natToopMa YNpaeBfeHWA=»), MPUKNaAHOTro nporpaMdHoro obecnedeHuna «Aepopa UeHTp: Mapket» (MNN0 «Aepopa UeHTp: M
apkeT») W Cepeuca yeefomneHwid ABpopa, nogpobHoe ONWUCaHWE OYHKUMOHaNBHHEIX BO3MOMHOCTER KOTOPOro COAEpMaTCA
B [okyMeHTauyuu. [laHHoe JlMUEH3MOHHOE corfaweHue npuMeHaetTcA Kak K (M0 «Aepopa UeHTp», BKMw4awweMy B ceba
BCE MEpPe4UCNIEHHLIE BbILE MOACUCTEMB, Tak W K Kam[od MoAcHCcTEeMe B OTAENLHOCTH BHE 33BMCHMOCTH OT KOMMNEKTH
0CTH.

«[lOKyMeHTauua» — oTHocAumecAa K MO0 conpoeoguTencHble MaTepuansl, B ToM 4ucne PYKoOBOACTEBO NO YCTaHOBKE U Hac
Tpolike, PykoeoAcTEO MMonb3oEaTend, PYKOBOACTEC AAMMHUCTPaTOpa, KOTOpbE NpUHapnesxaT lpaeocobnapaTteno.
«YcTpoACTEO» — 3TO aNMapaTHaR CUCTeMa (DW3MHEeCKaA WM BUPTYaNbHEA) CO BCTPOEHHBM ZanoMMHaWWHMM YCTpoACTEO
M, Ha KOTOphbix MoxeT OuTe 3anyweHo NO.

«MlpaBa Ha WHTeNneKTyanbHyw COBCTEEHHOCTE» — BCE MPAaBa Ha WUHTENNEKTYaNbHYW W MPOMBILAEHHY®W CcoBCTEEHHOCTH,
EK/W4EA NPaEa Ha U200peTeHWA, OTKPHTUA W NaTeHTH Ha M200pEeTEHWA, BKNMHYEA 33ABKW Ha BHIAa4YY NaTEHTOE U nep
eu3[laHHLle NaTeHThl, NOBTOPHLIE 33ABKW WNW 2aABKWU B ﬂpononmeuue M 4acTU4Hble NPOJONMEHWA; aBTOpPCKWe npaea; o
Bpazusl U nNpoMbiuneHHsle obpasubl; TOBapHBE 3HaKW, 3Haku obcnysueBaHWA, O0OpPMIEHWME TOEAapa W MPaeBa Ha aHanoru4
Hele 06BbEeKTH; CEKpeTobl MPOMZECACTES (HOy-Xay), KOMMepYecKyw TallHy W KOHOMOSHUMaNEHYW MHOOPMaUWW; Npaea Ha
TOMOAOTUM MHTErpanbHLIX MUKPOCXEM W MpaBa Ha goTowabnodbl; u ApYrue WCKNWYUTenbHble Npaea.

«/IUEH3MOHHOE COTNaweHWe» — npefocTaenAeMoe Bam [pascobnapaTenemM orpaHWYeHHOE MPEBO Ha WCMNONbL30BaHWE QYH
KUMOHaNEHOCTH MO Ha YyCNoBEMAX NPocTOA (HEWCKMWYMTENeHOA) NMUUEH3UM B COOTEETCTEWW C YCMOBMAMM HacToAwero J
WUEH3WOHHOr O COrnaweHus.

«KOoHe4HbId NMonb3oeaTens» — nwboe wpuAWYeckoe nMUuo (opradHMsauusa), koTopoe npuobpeno MO gnAa cobcTEeHHOro uc
NonL30BaHWA W HE ONA NPOgasu.

«[loNb30BaTeNb» — QOU3WHECKOE NUUO, HenoCcpeOCcTBEeHHO OCyWecTBRAWWEes sKcnAyaTauuiw MO B uenax v nopagke, onpe
AendeMoM KOHeYHbM Nonb3oBaTeneM.

HacToAuwee JIMUEHZWOHHOE COrNaWeHWe ABNASTCA WPMOWYECKMM CcOTnaweHueM Mewpgy BaMmu (fanee no TekcTy — KOHEYHSI
i nonewzcBaTens) v Mpasocobnapatenem.

PUCYyHOK 2

TaKKe BO3MOXHO aBTOMAaTUYECKOEe MPUHATUE NINLEH3MOHHOMO cornallieHma (6es
H610KMPOBKM MpoLLecca YCTaHOBKKM). B AaHHOM caydae HeobXxoAMMO 03HAKOMUTLCA C
NMUEH3MOHHbIM cornatennem (dann «/IMueH3noHHoe cornawexune.pdf» Haxoautca B
apxuBe docs/docs.zip) ¥ cornacuTbca € HUMM. [nA  aBTOMATMYECKOro MPUHATUSA

TNUEH3NMOHHOIo cornaweHmA H€O6XO,£I,I/1N\O MCMNO/1b30BATb d)nar --accept-license:

./installer-ac.sh --accept-license

BHUMAHUE! B cnyvae Hecornacms C AMUEH3MOHHbIM cornaweHnem MO

MCMNONb30BaTb HE/b3A!
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2.4. NopaaoK HaCTPONKM KOMMNOHEHTOB cpeapl GyHKUMOHMpoBaHua MNIMO u MNMO

2.4.1. HacTpoinKka KOMNOHEHTOB cpeabl PYHKLUMOHMPOBAHMA

[nAa HAcTPOMKM KOMMOHEHTOB cpedbl GYHKUMOHMPOBAHMA  HeobxoaAnmo
BbIMO/MHWUTL CAeaytoLMe AeNCTBMA:

2.4.1.1. NepenTn B KaTanor co CLLeHapMAMM YCTaHOBKM C MOMOLLbIO KOMAHAbI:

cd install-<Bepcwusa MIO>/install-ac/

Hanpumep:

cd install-release-v3.0.1/install-ac/

[NanbHenwne AOencTBMs NO  YCTAHOBKE M HACTPOMKE  KOMMOHEHTOB  cpeapl
dyHKuMoHmnposaHua MNMO, a Takxe MMNO, HeobxoANMMO BbINONHATbL N3 AAHHOTO KaTanora

2.4.1.2. B KoHOUrypaumoHHOM ¢akne inventories/hosts.yml 3adaTb adpeca
cepBepoB (MMeHa XOCTOB), Ha KOTopble OyaAyT YCTaHOBAEHbl KOMMOHEHTbI cpeapl
dyHKumoHmposaHus MMO.

OnucaHMe nopsAaKka  3adaHMA  aAapecoB B KOHOUrypauyoHHom  dainne
inventories/hosts.yml npmusegeHo 8 n. 2.8.12.

[Ona otobpaxkeHus agpeca [MIBM HeobXoAMMO BbIMOAHUTL KOMaHAY:

hostname

Mpumepbl $annoB hosts.yml ANA OAHOHOAOBOM W KAACTEPHOM KOHOUrypaumm
npuBeAeHbl B KaTanore samples/ac/inventories/.

OnuncaHne napameTpoB KOHPUrypaumoHHoro ¢aklna inventories/hosts.yml
npmeefeHo B n. 7.1.1 HacToAWEro AOKyMeHTa.

2.4.1.3. B KOHOUrypaumoHHOM dalne config/vars/ vars.yml HeobxoaAMmo
3a4aTb MO0 NOMEHATbL NPeayCTaHOB/IEHHbIE 3HAYEHNA CeAYIOLLINX NaPaMeTPOB:

— napameTpbl noakatodeHma noacuctem MMO K b,

postgresqgl:
dbname: example db name # database name
port: 5432 # port
user: example user # user
password: ocs # password
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— naponb cynepnonb3osatena CYB/J Postgresql, KoTopbin 6bin 3agaH npwu

ycTtaHoske CYB/;:

postgres password: "postgres"

— TOKEH [0CTyna K CepBMCYy TrapaHTMPOBAHHOM A0CTaBKM COOOLIEHUI Nats

Streaming Server:

nats: auth token: "FF12fddgdhFLL"

— naponb goctyna Kk CYB/[, Redis B napameTtpe redis password:

redis password: "@rTT9089087fslk"

— TOKEeH AO0CTyMna K CUCteme O6Hapy>+(eHl/IF| cepBncoB Consul:

consul acl master token: "ae9f5abb-6b8f-9252-59¢c5-53bcb651£182"

OnucaHne napameTpoB KOHOUIYpauMoHHOro ¢arna config/vars/ vars.yml
npmueeeHo B n. 7.1.2 HaCToAWEro 4OKyMeHTa.

2.4.1.4. HactponTb  napameTpbl  B3ammoaenctsma  KaveHtoB  CYBA,  (npwm
HeobxoAMMOCTH).

[0 YyMOAYaHUIO CUEHAPUKM YCTAHOBKM aABTOMATMYECKM 334at0T MapamMeTpbl
B3aMMOAENCTBNA KAMEHTOB (Hanpumep, cepBepoBs npunoxeHunin MNMMO) CYBA.

[1ONONHUTENbHYIO HACTPOWKY B3ammoaencTsms kKameHTtos CYB/J Heobxoammo

OCYLLLECTB/IATb B COOTBETCTBMM C M. 2.8.2 HACTOALWEro JOKYMEHTA.
2.4.2. Hactpownka INMO (noacuctem MMNO)

BHUMAHWE! Tepen BbINONHEHWMEM HACTPOEK HEODXOAMMO M3Yy4YUTb MNOPAAOK
paboTbl C KOHOUIypaUMOHHbIMKM Galnamn, nNpuBeaeHHbIM B N.8.2.7 HacToALlLero
NOKYMEHTA.

[ns HacTponku MIMO HeobxoANMMO BbINOAHUTL CeaytoLLne AeNCTBUA:

2.4.2.1. MNepentM B CO34aHHbIK  KaTanor (KaTtanor: /install-<Bepcus

I0>/install-ac/) n OTpeAaKTMpPOBaTb KOHPUTYPaLMOHHbIN dann

config/vars/ vars.yml
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B naHHOM KOHpUrypaumoHHOM daine HeobxoauMmo 3aaaTb, MO0 MOMEHATb
npeayCcTaHOB/eHHbIEe 3HAYEHUNA:

— [QOMEHHOEe UMA A9 MEXKCEePBUCHOrO B3aMMOAENCTBUA B PaMKax OZHOM HOAbI
(y3na cepsepa) A0NKHO MMeTb 3HaYeHne local (domain: local);

— BHewHMe (nybanyHblie) aapeca MMO, Hanpumep:

aps_admin address: "http://ocs-app.local:8009"

aps _client address: "http://ocs-app.local:8009"
aps_dev address: "http://ocs-app.local:8009"

aps market address: "http://ocs-app.local:8009"
auth admin address: "http://ocs-app.local:8009"
auth public address: "http://ocs-app.local:8009"
emm admin address: "http://ocs-app.local:8009"

emm mobile address: "http://ocs-app.local:8009"
pkgrepo admin address: "http://ocs-app.local:8009"
pkgrepo mobile address: "http://ocs-app.local:8009"
push admin address: "http://ocs-app.local:8009"
push public address: http://ocs-app.local:8009

Mpu yctaHoBke MO B oAHOHOAOBOM KOHUrypaumm BHewHMn agpec MMO 8
YKa3aHHbIX Bbllle NapameTpax MOXKHO He 3a4aBaTb. B AaHHOM cnydae byaeT MCnonb30BaTh
aApec, 3aA4aHHbIM B rpynne app KOHPUrypaunmoHHoro ¢arna inventories/hosts.yml.

— YpOBEHb AeTanusaumm cooblleHMn NorMpoBaHMa (pekomeHayeTca 3adaTb

"info" Npu TecToBOM aKcNAyaTauMn 1 "'warning" NpU NPOMbIWAEHHON 3KCNAyaTaLNM):

logger level: "info"

OnucaHve config/vars/ vars.yml MapameTpoB KOHOUrypaumoHHoro ¢aina

npueeneHo B n. 8.3.2, 8.3.3, 8.3.4, 8.3.5 HacToALLErO AOKYMEHTA.
2.4.2.2. 3a4aTb CEKPETHbIE KAHOUYM KAMEHTOB (CepBMCOB)

MOHO 3a4aTb OAMH ODLIMI KAOY ANA BCEX KNMEHTOB, MO0 334aTb OTAENbHbIN K/toY

[NA KaX40ro KIMeHTa.

Obwmi K4 33g4aeTcA B NapameTpe  ac_common client secret

KOHOUIypaLUMOHHOro ¢aina config/vars/ vars.yml, Hanpumep:

ac_common client secret: "7dd7c204aa4f6192e70fadc5642d3755" # common
OIDC client secret for AC installation
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OnucaHune config/vars/ vars.yml NapameTpoB KOHOUrypaumoHHoro ¢amnna

npueeneHo B n. 8.3.2, 8.3.3, 8.3.4, 8.3.5 HacToALWLErO AOKYMEHTA.

CeKpeTHble K/4M KIMEHTOB (CEPBMCOB) 334at0TCA B MapameTpe * client secret
KOHOUIypaumMoHHbIX darnos noacmctem MMMO (dbainbl: config/subsystems/<HazBanue

noncucremer>/vars/ vars.yml) Hanpumep:

auth admin console client secret: "7dd7c204aa4f6192e70fadc5642d3755"
# Secret for OIDC client auth-admin-console

OnucaHue napameTpoB KOHOUIypaLMOHHbIX dainos
config/subsystems/<uaspaHue nozcucremer>/vars/ vars.yml npuseaeHosn. 8.3.2,
8.3.3,8.3.4, 8.3.5 HacToALLEro OKYMEHTA.

2.4.2.3.B ceKumax system M cookie  KoHbUrypaumoHHoro  darina
config/subsystems/auth/config/services/config.yml.j2 334aTb naponu,
MCMNOb3yeMble A/1A 3aLLUMTbl KPUTUYHOM MHPOPpMaLMK (Hanpumep, cookie ceccum).

[lns 3TOro HeoHX0AMMO YAANUTL MPUBEAEHHbIE MPUMEPDI M 33/1aTb HOBbIE 3HAYEHWS

naponen, Hanpumep:

system:

- kdj%93cxk+57nMa4
cookie:

- 9v _wer8*&r= hY8u

BHUMAHWE! JnnHa napona aonkHa bbiTb He meHee 16 cumBo/10B. [pn 0bHOBAEHMMU
MMNO Henb3a yaanaTb cTapble Naposn. Hosble Napoan AoNKHbI ObITb A0DaBNEHbI B HA4YaN0

CMNCKa.

OnucaHune napameTpoB KOHOUIYPaALMOHHOTO danna
config/subsystems/auth/config/services/config.yml.j2 npueegeHo B n. 8.3.2
HaCTOALLEro OKYMEHTA.

2.4.2.4. BbINONHUTb HacTporku 6BesonacHoctn MO, apyrme A0NOAHUTENbHbIE

HacTpolku MMO u HacTporkn noacuctem MMO (Npyn HeobxoAMMOCTH).
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BHUMAHWE! TMepen ycrtaHoskon [MO HeobxoAMMO BbINOJHUTb HACTPOMKMU
6e3onacHocTtu MMO, gononHuTenbHble HacTporkm MNIMO 1 HacTpolkn noacuctem MMO (npwu

HeobxoAMMOCTH).

[lepeyeHb 1 onucaHme 4oNoNHUTENbHbIX HacTpoeK [I10 npueeeH B noapasaene 2.8

HaCTOALLEro JIOKYMeHTa.
2.5. NopAaaoK yCTaHOBKM KOMMOHEHTOB cpeabl GyHKunoHnposaHua MMNO v MMNo

2.5.1. YcTaHOBKa KOMMNOHEHTOB cpeabl pyHKLUMOHMPOBaHMA MO

[lna yCTaHOBKM KOMMOHEHTOB cpeabl GyHKUMoHMpoBaHMA [MMO Heobxoammo
BbIMO/IHUTb AENCTBUA, OMUCAHHbIE HUXKE.

2.5.1.1. ObecneuymTb CMHXPOHM3ALMIO BPEMEHW MEXKAY HOAAMM KNacTepa

Mpu akcnayaTaumm MMO B KNacTepHoM KOHPUrypaumm, Heobxoammo obecneymnTb
CMHXPOHM3AUMIO BPEMEHN MeXAy HOAaMM KnacTepa (Hanpumep, C MOMOLWLbIO YTUAUTI
chrony).

[ns NPOBEPKN CUHXPOHM3ALMN BPEMEHM HEOBXOAMMO 3anycTuTb bash-ckpunT,

npegBapmTesbHO 3a4aB aapeca XOCTOB B nepe/v\eHHoﬁ HOSTS:

#!/bin/bash

HOSTS="

example-db0l.ompcloud

example-db02.ompcloud

example-inplint0l.ompcloud

example-inplint02.ompcloud

example-inplint03.ompcloud

# Prepare ssh sessions to increase speed time checking.
for i in S$HOSTS

do
ssh $i "echo $i session created" > /dev/null
done
for 1 in $HOSTS
do
ssh $i "echo $i “date™" &
done
sleep 10
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2.5.1.2. OTKNOYNTb COKpbITME OWMOOK B KoHBelepe (pipeline) C MOMOLLbIO

KOMaHAbl:

set -o pipefail

2.5.1.3. YcTaHOBWUTb Ha CepBeEPbI NPUNOKEH WM 1 cepBepbl B/l Heobxoanmble NakeTsl
C MOMOLLbIO KOMaHA;:

— CcepBepbl MPUTOKEHUN:

ansible-playbook -i inventories/hosts.yml play-managed-node-

prerequisites.yml -vv -u <uMsa OOJIbE30BATENA> ——-extra-vars
"node type=app" --limit app

— cepsepbl b/:
ansible-playbook -i inventories/hosts.yml play-managed-node-
prerequisites.yml -vv -u <umMsa HOJIb30BaTeNs> —--—-extra-vars
"node type=db" --limit postgresqgl

Hanpumep:

— cepBepbl NPUAOKEHNI:

ansible-playbook -i inventories/hosts.yml play-managed-node-

prerequisites.yml -vv -u omp --extra-vars "node type=app" --limit app
— cepsepbl b/:

ansible-playbook -i inventories/hosts.yml play-managed-node-

prerequisites.yml -vv -u omp --extra-vars "node type=db" --limit

postgresqgl

Ona Toro, 4yTOObI YCTaHOBUTb BCe [MaKeTbl Ha BCe CepBepr(Ha BCe cepBepb

NPUNOXKEHWI 1 cepBepbl bl HE3AaBUCMMO OT MX TUNA) HEOOXOAMMO BbINONHUTL KOMaHAY:

ansible-playbook -i inventories/hosts.yml play-managed-node-
prerequisites.yml -vv -u <mMda IOJb30BaTEJA>

MopAAOK AENCTBUIM ANA CAMOCTOATENbHOM YCTAHOBKM NakeToB npuBeaeH B n. 2.8.8
HaCTOALWLEro AOKYMeHTa.
2.5.1.4. YcTaHOBUTb KOMMOHEHTbI cpeabl PyHKUMOHMpoBaHMA MO ¢ nomoubto

KOMaHAb!:

ANSIBLE USER="<uma nosbszoBaTena>" ./deploy-infra.sh --database

"<Bepcua CYBIl PostgreSQL>" --extra-vars "force upgrade=true"
Hanpumep:
ANSIBLE USER="omp" ./deploy-infra.sh --database "11" --extra-vars

"force upgrade=true"
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B cnyuae, ecnu Ttpebyetcs pennmkauma b, KomaHAy YCTAaHOBKM KOMMOHEHTOB
cpeabl PYHKUMOHMPOBAHMA HEOobXOAMMO 3anycTUTb C MNAaPaMeTPOM --extra-vars

"pg slave recreate=true'":

ANSIBLE USER="<uma nojps3oBarensa>" ./deploy-infra.sh --database
"<sepcma CYB]Il PostgreSQL>" --extra-vars "force upgrade=true
Pg _slave recreate=true"

OnuncaHne napameTpoB 3anyCKa CKPWUNTa deploy-infra.sh M MX BO3MOXHble
3HaYeHuMA NpueBedeHbl B nogpasgene 3.1 HacToAlWLero 4OKYMEHTA.

BHUMAHWE! CkpunT deploy-infra.sh M03BOAAET YCTaHAaBAMBATb TO/bKO
CYB/ PostgreSQL 11/12. CYb/ Postgres Pro HeobxoAMMO  yCTaHaBAMBaATb
CaMOCTOATENbHO.

Mpu  wncnons3osaHmm  CYB[  Postgres Pro nubo, ecam  yCTaHOBKY
CYB/ PostgreSQL 11/12 HeobxoAMMO BbINMOAHUTL CaMOCTOATENbHO (63 Mcnonb3oBaHMA
CUEeHapueB YCTAaHOBKM KOMMOHEHTOB cpedbl dyHKUMoHMpoBaHMA [1MO), To KomaHaa

YCTAaHOBKM KOMMOHEHTOB cpefbl GYHKLUNOHNPOBAHMA UMEET CneayoLLnii BUa:

ANSIBLE USER="<uma nosp3oBatrens>" ./deploy-infra.sh --skip-database

OnucaHue yCTaHOBKM M HacTponkn CYBJl Postgres Pro, a Takxe TpeboBaHUA K
camocToaTenbHon yctaHoBKke CYB/l npmBeaeHbl noapasaene 2.7 HaCTOALWEro A0KYMEHTA.
TaKKe MOXHO BbIMOAHWTb YCTaHOBKY KOMMOHEHTOB cpeabl PyHKLUMOHMPOBAHMA MO

OoTAEeNbHOCTKN C NOMOLWbIO Caey WX KOMaHA:

ANSIBLE USER="<mmsa nosb3oBatrensa>" ./deploy-infra.sh -c dnsmasqg --
extra-vars "force upgrade=true"

ANSIBLE USER="<mma nosezoBaTensa>" ./deploy-infra.sh -c nginx --extra-
vars "force upgrade=true"
ANSIBLE USER="<uma nosszoBaTensa>" ./deploy-infra.sh -c consul --extra-

vars "force upgrade=true"
ANSIBLE USER="<mma nosezoBatrensa>" ./deploy-infra.sh -c consul-template
-—extra-vars "force upgrade=true"

ANSIBLE USER="<uma nojb3oBaTensa>" ./deploy-infra.sh -c nats-streaming-
server --extra-vars "force upgrade=true"

ANSIBLE USER="<uma nosszoBaTensa>" ./deploy-infra.sh -c redis --extra-
vars "force upgrade=true"

ANSIBLE USER="<mma nosszoBaTensa>" ./deploy-infra.sh -c ocs-user --

extra-vars "force upgrade=true"
ANSIBLE USER="<uma nojbszoBaTena>" ./deploy-infra.sh -c db --database
<pepcua CYBI PostgreSQL> --extra-vars "force upgrade=true"
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2.5.2. Yctanoska MO

[ns yctaHosku MNMO HeobxoAMMO BbINOAHUTL KOMaHAY:

ANSIBLE USER=<mMsa nojye3osarens> ./deploy-ac.sh --database <CYBI>

OnucaHMe napameTpoB 3amnycka CKpUNTa deploy-ac.sh M UX BO3MOXHbIE
3Ha4YeHMA NpuBeaeHbl B noapasaene 3.2 HaCTOALLErO AOKYMEHTA.

Hanpumep:

ANSIBLE USER=omp ./deploy-ac.sh --database 11

[na yCTaHOBKM MNOACUCTEM MO OTAENbHOCTM HeobxoAMMO B NapameTpe --
subsystems 3agaTb Uma noacuctemol. MNMpumep yctaHoskm noacuctem M, MM, MY n NMNOOC

Nno OTAE/NIbHOCTU!

ANSIBLE USER=omp ./deploy-ac.sh --subsystems auth --database 11
ANSIBLE USER=omp ./deploy-ac.sh --subsystems appstore --database 11
ANSIBLE USER=omp ./deploy-ac.sh --subsystems emm --database 11
ANSIBLE USER=omp ./deploy-ac.sh --subsystems pkgrepo --database 11

2.5.3. BbInONHUTL orpaHn4yeHnA nNo nNpMmMmeHeHM, a TakXe BbINMO/IHUTb HaCTpOVII-(l/I

C3M 1 HacTpoinKM 6e30nacHOCTM KOMMOHEHTOB cpeabl GYHKLUMOHMPOBAHMSA

BHUMAHWME! TMocne ycTaHoBKM M HacTponkm MO HeobxoAMMO BbIMOAHUTL
OrpaHMYEeHNA MO MNPUMEHEHMIO, BbIMONHUTL HACTPOMKM 6e30MacHOCTM KOMMOHEHTOB
cpedbl QYHKUMOHMPOBAHMA M HacTpouTb C3M. Heobxoammas nHbopmauma npnueeaeHa B

n. 2.8.7 HacToAWEro AOKYMEHTA.

2.5.4. poBepKa KOPPEKTHOCTWN YCTAHOBKM 1 GYyHKLMOHMPOBaHMA M0

[MpoBepKa OCYLLECTBAAETCA B COOTBETCTBMM C noapasgenom 2.11 HacToAuwiero
NOKYMeEHTa.

2.6. Anpeca Beb-KoHcoNeN

MepBoHa4YanbHbiM Bxoa B (MO ocyuwectBasetTca C  nomoluibto  KoHconm
aammHucTpaTopa Mb n npeayCcTaHOBAEHHOM YYETHOM 3aMMUCK C POAbIO AAMUMHUCTPATOP

YYETHbIX 3aMnCcen:
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— NormnH: admin@omprussia.ru;
— naponb: admin.
Mpu nepsom Bxoae B MNMO HeobxoaMMO CMEHUTL MNAPOb
B tabnunue (Tabnauua 7) npuseaeHbl agpeca Beb-KoHcoNEeN.
Tabnuua 7
Be6-KoHcob URL-agpec Beb-koHcoNM
MNpu pasgeneHnn TpaduKka No nopTam
KOHCOﬂb pa3pa6OTl_|MKa [_”\/I http: //<CepBep HpT/IJ'IO)KeHMFI>: 8014
Mpu pasaeneHnn Tpaduka no basepath (url-agpecam)
KOHCOﬂb aAMMHMCTpaTOpa HB http: //<CepBep HpT/II[O)KeHMF.[> : 8009/auth/admln/
KoHconb agmuHucTpaTopa MM | http://<cepsep
npusoxeHusa>: 8009 /appstore/admin/
KoHconb pa3paboTumnka MM http://<cepsep
npuyoxeHusa>:8009/appstore/dev/
http://<cepsep npuioxenus>:8009/emm/admin/

KoHconb agmuHmucTpaTopa (1Y

2.7. CamocTosTenbHas ycTaHoOBKa M HacTpoiKka CYB/[]

2.7.1. Nopanok ycTtaHOBKK 1 HacTporkm CYB/ Postgres Pro

Ona ycTtaHoBKM W HacTponkm CYB/[ Postgres Pro HeobxoAuMmo BbINOJHUTL

cnepytouime aencTema:

2.7.1.1. YcTaHOBUTb Ha cepBepbl b/l ¢ nOMOLLbO NOC1eA0BaTeIbHOMO BbINOJIHEHMUA

KOMaHA cheaytrowmne nakeTol.
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— OC CentOS Bepcun 7 (cepsep BA):

sudo yum -y install epel-release
sudo yum -y install jg

sudo yum -y install unzip

sudo yum -y install perl-1libs

sudo yum -y install libxslt

sudo yum -y install postgresgl-1libs
sudo yum -y install libicu

sudo yum -y install python-psycopg?2

— OC AnbT 8 CI1 (cepsep bA):

sudo apt-get -y install jg
sudo apt-get -y install unzip
sudo apt-get -y install python-module-pkginfo

2.7.1.2. YcTaHOBUTb U MHUUMann3nposaTb CYB/] Postgres Pro
Mpu nHuumanmdaumm CYB AonXHblI OblTb YCTAHOBAEHbI CAeAytoline 3HaYeHNs

napameTpos:

LC_COLLATE 'en US.UTF-8'
LC_CTYPE 'en US.UTF-8'
ENCODING UTF8

YcTaHOBKa U MHMUManu3auma CYB/ Postgres Pro ocyllecTBnAeTca B COOTBETCTBUM
C aKcnayaTauuMoHHOM aokymeHTaumen Ha CYB/. Mocne yctaHoBkn CYB/[ Heobxoammo
Ha3Ha4YMTb Mapo/ib ANA MONb30BaTe/IA postgres M CO343aTb HA BPemMA YCTAaHOBKMU
CMMBO/IbHYIO CCbINKY (symlink) ans cokeTa PostgreSQL PRO c nomoulbto creaytoLmx

KOMaHA,:

psgl -U postgres

ALTER USER postgres with PASSWORD 'mapoJsb';
exit

sudo 1ln -s /tmp /var/run/postgresqgl

2.7.1.3. B KoH®UrypaumoHHbix pannax CYB[ pg hba.conf u postgresgl.conf
334aTb CaeayoliMe napameTpbl:

— TUN coeanHeHunA, AmanasoH IP-aapecos KaneHToB b/;

— uma bll, umAa nonb3osartens;

— cnocob ayTeHTUPUKALNM KNAMEHTOB;

— naponb nonb3osatenda CYB/] B napameTpe pg superuser password.
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2.7.1.4. YCTaHOBUTb paclUMpeHne pg partman C NOMOLLbIO KOMaHAbI:

— OC CentOS Bepcuun /7

sudo rpm -ivh pg partmanllpro-v4.3.0-1.el7.x86 64.rpm

— OC AnbT 8 CI1

sudo rpm -ivh pg partmanllpro-4.3.0-1.alt.x86 64.rpm

YKa3aHHble rpm-nakeTbl HaxoaAaTcAa Ha DVD c 3arpysodHbimmn moaynamu MO 8
KaTasore /server/install-infra.tar.gz/install-
infra/binary/postgresqgl/pg partman/.

2.7.1.5. MNepesanyctntb cepsuc CYB/ Postgres Pro ¢ nomoulbto KOMaHAb!:

sudo systemctl restart postgrespro-std-11

2.7.2. NopAaaoK ycTaHOBKM M HacTporkn CYB/ PostgreSQL 11/12

2.7.2.1. YcTaHOBMUTb Ha cepBepbl b/l, paboTatowme noa ynpasneHnem OC CentOS ¢
MOMOLLIO NOC/Ie40BATE/IbHOIO BbINOMIHEHMA KOMaHA, Cheaytoume nNakeTbl:

— OC CentOS Bepcun 7 (cepsep bA):

sudo yum -y install epel-release
sudo yum -y install Jjqg

sudo yum -y install unzip

sudo yum -y install perl-1libs

sudo yum -y install libxslt

sudo yum -y install postgresgl-libs
sudo yum -y install libicu

sudo yum -y install python-psycopg?2

— OC CentOS Bepcun 8 (cepsep bA):

sudo yum -y install epel-release
sudo yum -y install jg

sudo yum -y install unzip

sudo yum -y install perl-1libs

sudo yum -y install libxslt

sudo yum -y install postgresgl-libs
sudo yum -y install libicu

sudo yum -y install python-psycopg?2
sudo yum -y install python38

sudo yum -y install python38-pip

In -s /usr/libexec/platform-python /usr/bin/python
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2.7.2.2. BbINONHUTbL YCTAaHOBKY 1 HacTponky CYB/[ PostgreSQL 11/12 B cooTBETCTBUM
C AOKymeHTaumen Ha CYB/.
Mpu nHMumanmsaumm CYB A0AXHblI OblTb YCTAaHOBAEHbI CAedytoline 3HaYeHMS

napameTpoB:

LC COLLATE 'en US.UTF-8'
LC CTYPE 'en US.UTF-8'
ENCODING UTF8

2.7.2.3. YCTaHOBUTb pacluimpeHme pg_partman ¢ NOMOLLbIO KOMaHAbI:

— OC CentOS Bepcun 7 n CYB/, PostgreSQL 11

sudo rpm -ivh pg partmanll-4.2.0-1.rhel7.x86 64.rpm

— OC CentOS Bepcum 8 n CYB/1 PostgreSQL 11

sudo rpm -ivh pg partmanll-4.4.0-1.rhel8.x86 64.rpm

— OC Anbt 8 CI 1 CYbA PostgreSQL 11

sudo rpm -ivh pg partmanll-4.1.0-1-alt.x86 64.rpm

— OC CentOS Bepcun 7 n CYB/[, PostgreSQL 12

sudo rpm -ivh pg partmanl2-4.4.1-1.rhel7.x86 64.rpm

— OC CentOS Bepcumn 8 n CYB/1 PostgreSQL 12

sudo rpm -ivh pg partmanl2-4.4.0-1.rhel8.x86 64.rpm

YKasaHHble rpm-nakeTbl HaxoaATcAa Ha DVD c 3arpysodHbimu moaynamu M0 8
KaTanore /server/install-infra.tar.gz/install-
infra/binary/postgresql/pg partman/.

2.7.2.4. Nepe3anyctutb cepsuc CYB/J 12 B COOTBETCTBMW C AOKyMEHTaUMen Ha

CYBA.
2.8. JononHuTenbHble HacTpolku MMO u cpeabl yHKUMOHMpPoBaHus MMO

2.8.1. HacTpoWKa B3auMoaencTeums cepepa npuaoxeHunin MY ¢ SMTP-cepsepom

[ns HacTponku B3aumogaenctama MNMO ¢ SMTP-cepsepom HEOBXOAMMO B CEKLMM
SMTP  KOHOUIypauumoHHoro  dalna  cueHapueB  yCTaHoBku Y  vars.yml
(config/subsystems/emm/vars/ vars.yml)3aaaTb Tpebyemble 3Ha4YeHUA:

— aApec 3. NOYTbl, C KOTOPOro OTNPABAAOTCA NMCbMa (NapameTp: from);
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— ajpec cepBepa 3/1. NoYThbl (NapameTp: address);
— TUN ayTeHTUdMKauMKM (mapameTp: authType);

- ﬂapameprIAﬂﬂ3aﬂaHHOH)TMHaayTeHTM¢MKauMM(usrername, password U

ap.).

3HaYyeHMA NapameTpoB from U username AO/MKHbI ObiTb UAEHTUYHBI, MHAYE MOYTOBLIN
cepBep byaeT OTKNOHATL COObLEHMA

OnucaHMe nNapameTpoB KOHOUrypauMoHHOro darna cueHapuesB ycTaHOBKM [1Y
_vars.yml (config/subsystems/emm/vars/ vars.yml) npuseseHo B n. 8.3.4
HaCcTOALLEro AOKYMEHTA.

B MY nopaepkmneatoTca PLAIN, CRAM-MD5, LOGIN TUMbl ayTeEHTUOMKAUMM SMTP. B
3aBUCMMOCTM OT MCMONb3YEMOTrO TMMNA ayTeHTMOUKALUMN HEOBXOAMMO 3aaaTb CaeayoLlime

napameTpbl (OCTaNbHble NapameTpbl OCTaBUTb 6€3 U3MEHEHUN):

— PLAIN
smtp:
from: "user@example.com"
address: "smtp.example.com:1025"

tls: true

authType: "PLAIN"

host: "example.com"
username: "test username"
password: "test password"
identity: "identity"

— CRAM-MD5
smtp:
from: "user@example.com"
address: "smtp.example.com:1025"

tls: true

authType: "CRAM-MD5"
username: "test username"
secret: "test secret"”

— LOGIN

smtp:
from: "user@example.com"
address: "smtp.example.com:1025"
tls: true
authType: "LOGIN"
username: "test username"
password: "test password"
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— 6e3 ayTeHTudMKaLmnm

smtp:
from: "user@example.com"
address: "smtp.example.com:1025"

tls: true

2.8.2. Hactpowka B3ammoaenctema knneHtos CYB/]

HacTponkm B3ammogenctsma kameHtoB ¢ CYB/[ 3agatoTca B cekuum
pg hba settings KOHOUIyYpaUMOHHOTO ¢daina config/vars/ vars infra.yml.

B naHHOW CeKuMM coaeprKaTca cneayolime napameTpbi:

— type - TMN nogkntoveHna Kk CYb/;

— name - MMeHa nonb3osatener CYB/[, npasBumna AocTyna Ans  KOTOPbIX
onpeaenaeT AaHHAA 3anuch;

— database - UMeHa 6a3 AaHHbIX, 4OCTYN K KOTOPbIM OMMCbIBAET AaHHAA 3aMKChb;

— address - IP-agpec nogkntodeHua nnm IP-agpec noacetu;

— method - MeToA, ayTEHTUDUKALMN.

OnucaHue cekuuin KoHPUrypaumoHHoro ¢arna npuseaeHo B n. 7.1.3 HacToswero

NOKYMEHTa.
2.8.3. HacTtpowkKka pasaenenusa Tpaduka

MMNO no3BondeT pasgenaTb Bxogswmhi Tpaduk (url-3anpocsl) cneayrowmmm
cnocobamm:

— MO NopTam - B IaHHOM C/ly4ae Kaxaaa KoHconb aamuHucTpaTopa/pa3paboTymka
(nnbo APl ana B3ammopaencteuma ¢ MI) npuessaHa K onpeaeneHHOMY NopTy;

— No basepath (url-agpecam) - B [AaHHOM c/iydae Kaxaas KoHconb
agMunHMCTpaTopa/paspaboTtumka (nnbo APl ana sB3ammopenctsma ¢ MI) npusAsaHa K

onpeaeneHHomy url-agpecy;
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— no JgomeHam (cybgomeHam) — B Aa@HHOM Caydae Kaxpaaa KoHconb

afMMHUCTpaTopa/paspaboTtimka u APl ans B3aumogenctsma ¢ MM (ambo rpynna
KoHconen n APl) npuBaszaHa K onpeaeneHHOMy AOMeHy. PekomeHayeTca nybaMyHble
KoHCOAM M APl nmpmBA3bIBaTb K AOMEHY, KOTOPbIA MMeeT AO0CTyn M3 ceTn NHTepHeT, a
BHYTPEHHME KoHconn (KoHconuM aaAMMHMCTPATOPOB) NPMBA3bIBAaTL K [AOMEHY, He

MMetoLLEMY AOCTYN U3 CETU MHTEepHeT.

Mpu ycTtaHoske T[MO «no ymonyaHuto» pasgeneHue TpaduKka OCyLLeCcTBAAETCA Mo
basepath (url-anpecam)

[Ons TOoro 4yrtobObl BbIMNOAHWUTL HACTPOMKY pa3aeneHus TpaduKka, HeobxoaMmo B
KOHOUIypauMOHHOM ¢danne config/vars/ vars.yml 334aTb 3HA4YeHWA NapaMeTpOB B

COOTBETCTBMMU C Tabanuen (Tabnnua 8).

MpuBeaeHHble B TabaMLLe 3HAYEHUA basepath (He NyCTble 3HAYeHUA basepath) M HOMepa
NOPTOB HOCAT PEKOMEHAATENbHbIM XapaKTep M MOTyT ObITb M3MeEHEHbI. [1pn pa3aeneHmm
TpadmKa NO NOPTaM 3HAYEHWUA basepath B KOHPUrypaUMOHHOM danne A0MKHbI ObITb
NyCTbiIMM, KOOMe pkgrepo repo basepath.

Tabnnua 8

Cepsuc (Mogynb) MapameTpsl

Mpu pa3geneHnm Tpadurka No nopram

Auth public API gateway |auth public address: http://<cepsep

(mHTepdeiic MNO ans npuyoxeHua>: 8018

auth public basepath: ""
MAEHTUPUKALMM 1 - -

ayTeHTUPUKALMN

nosb3oBaTenein)

Auth admin API gateway auth admin address: "http://<cepsep
(KoHconb agmuHmucTpaTopa npusioxeHns>: 801 9"

ne) auth admin basepath: ""

AMM device API gateway emm mobile address: "http://<cepsep

(APl ona B3aMmoaencTama c npmioxenns>:8012"
emm mobile basepath: ""

MM «Aspopa LleHTp»)

AMM admin API gateway emm admin address: "http://<cepsep
(KoHconb aAMUHMCTPaTOPa npuoxenns>: 8011"
ny) emm admin basepath: ""
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Cepsuc (Moaynb)

MNapameTpbl

Aurora market admin API
gateway (KoHconb
aAMMHUCTPaTopa M)

aps admin address: "http://<cepsep
npmuioxeHmusa>: 8015"

wn

aps_admin basepath:

Aurora market
development API gateway

(KoHconb paspaboTumka [MM)

aps dev address: "http://<cepsep
npmuioxeHmusa>:8014"

aps_dev basepath:

wn

Aurora market client
API gateway

(APl ons B3aMMOZEencTBums ¢
M «ABpopa MapkeT»)

aps _client address: "http://<cepsep

npujioxeHmsa>: 8016"

aps market address: "http://<cepsep

npujioxeHms>:8016"
aps_client basepath: ""

mww

aps market basepath:

Package repository
admin API gateway

(APl ons B3aMMoOZEencTBums ¢
MOOC, Tonbko ANnA
B3aumoaenctama Y ¢ MNOO0C)

pkgrepo admin address: "http://<cepsep
OPUIIOXEeHMs>: 8022"

mww

pkgrepo admin basepath:

Package repository
device API

(APl ana B3aumosaencrtema MY
c M00C)

pkgrepo mobile address: "http://<cepsep

NPUIIOXeHMs>: 8023"

wn

pkgrepo mobile basepath:

®annosbit cepsep MOOC

pkgrepo repo address: http://<cepsep
npuioxeHmsa>: 8030

pkgrepo repo basepath: "/pkgrepo/mobile"

MNpu pasgeneHuu Tpaduka no basepath (url-agpecam)

Auth public API gateway
(nHTepdenc MMNO ans
NAeHTUOUKaUMN 1
ayTeHTUPUKALMN
nosb3oBaTenein)

auth public address: "http://<cepsep
npujoxeHms>: 8009"

auth public basepath: "/auth/public"

Auth admin API gateway
(KoHCOMb agMMHUCTPaATOpPA
MB)

auth admin address: "http://<cepsep
npujoxeHms>: 8009"

auth admin basepath: "/auth/admin"

AMM device API gateway
(AP| gns B3aumoaemncTems c
MM «Aspopa LleHTp»)

emm mobile address: "http://<cepsep
npuioxeHms>: 8009"

emm mobile basepath: "/emm/mobile"

AMM admin API gateway
(KoHCOMb aaMMHUCTPaATOpPA

emm admin address: "http://<cepsep
npuioxeHms>: 8009"

emm admin basepath: "/emm/admin"
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ny)
Aurora market admin API |aps admin address: "http://<cepsep
gateway npuioxeHmusa>: 8009"
(KoHCOMb aAMMHUCTPaTOPA aps admin basepath: "/appstore/admin"
MM)
Aurora market aps dev address: "http://<cepsep
development API gateway | npuioxeHus>:8009"
(KoHconb paspabotumka MM) | @aps_dev_basepath: "/appstore/dev"
Aurora market client aps client address: "http://<cepsep
API gateway npuioxeHmusa>: 8009"
(API ons B3aMmozecTans C aps market address: "http://<cepsep
>:8009"
M «ABpopa MapkeT») HPATORERNA ,
aps_client basepath: "/appstore/mobile"
aps _market basepath: "/appstore/mobile"

Package repository
admin API gateway

(APl ons B3aumoaencTema c
MNOOC, ToNbko ANnA
B3aumoaenctama Y ¢ MNOO0C)

pkgrepo admin address: "http://<cepsep
npmioxeHmusa>:8009"

pkgrepo admin basepath: "/pkgrepo/admin"

Package repository
device API

pkgrepo mobile address: "http://<cepsep

npmioxeHmusa>:8009"

(API ona B3anmopeictema MY pkgrepo mobile basepath: "/pkgrepo/mobile"
c M00C)
daiinosbit cepsep MOOC pkgrepo repo basepath: "/pkgrepo/mobile"

pkgrepo repo address: "http://<cepsep

npujoxeHms>: 8009"

Mpu pasgeneHnn Tpaduka No JOMeHam

Auth public API gateway
(nHTepdenc MMNO ans
NAeHTUOUKaUMN 1
ayTeHTMdMKaumm
nonb3oBaTenen)

wn

auth public basepath:
auth public address:
"http://<cybmomeHn.momeH>"

Auth admin API gateway
(KoHCONb aAMMHKUCTPATOpPA
ME)

auth admin address: http://<cybmomeH.nomen>

mw

auth admin basepath:
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Cepsuc (Moaynb)

MNapameTpbl

AMM device API gateway
(APl ons B3aMMoaencTBums ¢
MM «Aspopa LleHTp»)

emm mobile address:
"http://<cybmomeH.mgomen>"

mww

emm mobile basepath:

AMM admin API gateway
(KoHCoNb aaAMMHKMCTPATOpPA
ny)

emm admin address:
"http://<cybmomeH.mgomen>"

wn

emm admin basepath:

Aurora market admin API
gateway

(KoHconb agmmHUCTpaTopa
M)

aps_admin address:
"http://<cybmomeH.mgomen>"

wn

aps_admin basepath:

Aurora market
development API gateway

(KoHconb paspaboTumka [MM)

"http://<cybmomeH.moMeH>"

wn

aps dev address:
aps _dev basepath:

Aurora market client
API gateway

(APl ons B3aMMoOZencTBums ¢
M «ABpopa MapkeT»)

aps client address:
"http://<cybmomeH.momeH>"
aps market address:
"http://<cybmomeH.mgomeH>"

mww

aps _client basepath:

mww

aps market basepath:

Package repository
admin API gateway

(APl ons B3aMMOZEencTBums ¢
MOOC, Tonbko AnA
B3anmogenctans MY ¢ NMNOOC)

pkgrepo admin address:
"http://<cybmomeH.momeH>"

mww

pkgrepo admin basepath:

Package repository
device API

(APl pns B3aumopgenctesma MY
c MN00C)

pkgrepo mobile address:
"http://<cybmomeHn.momeH>"

wn

pkgrepo mobile basepath:

®annosbit cepsep MOOC

pkgrepo repo address:
http://<cybmomeH.noMen>
pkgrepo repo basepath:

"/pkgrepo/mobile"

TakxKe B

napameTpe

listen KOHOUIYPALMOHHOTO danna

config/subsystems/pkgrepo/vars/ocs-pkgrepo-nginx-static.yml HeobxoauMmo

334aTb BHEWHUM (Ny6amnyHbi) nopT ana slammopenctens MY ¢ MNOOC. 3HayeHne nopTa

AO/1KHO COOTBETCTBOBATbL

3Ha4YeHUIo

nopTa,  YyKasaHHOMy B  napameTpe

pkgrepo mobile address KOHPUrypaUMOHHOro ¢amna config/vars/ vars.yml.
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Huxke npuseseH npumep pasgeneHuve Tpadpuka Ha [ABa AOMeHa (BHYTPEHHUI — He

[OCTYMHbIN M3 CeTU MIHTEPHET, U BHELLHMIA — AOCTYMNHbIA M3 ceTun VIHTepHeT):

aps_admin address: "https://int-ocs.ompcloud"
aps dev address: "https://int-ocs.ompcloud"
aps market address: "https://int-ocs.ompcloud.ru"

auth admin address: "https://int-ocs.ompcloud"

auth public address: "https://int-ocs.ompcloud.ru"
emm admin address: "https://int-ocs.ompcloud"

emm mobile address: "https://int-ocs.ompcloud.ru"
pkgrepo admin address: "https://int-ocs.ompcloud.ru"

OnucaHve napameTpoB KOHGUrypauMoHHoOro ¢anna config/vars/ vars.yml

npueeneHo B n. 8.3.2, 8.3.3, 8.3.4, 8.3.5 HacToALLErO AOKYMEHTA.
2.8.4. prmep HaCTPOMKM eaMHOro GaaoBOro XpaHuAMLLILa

YCTaHOBUTb NFS CepBep B COOTBETCTBUM C OULIMANbHOM AOKyMeHTaumen Ha OC

RedHat, npuBeaeHHOM Ha cneayroulen CTpaHuLUe:

https://access.redhat.com/documentation/en-
us/red hat enterprise linux/7/html/storage administration guide/nfs-

serverconfig.

BbINONHUTb MOHTMPOBaAHME PaNNOBOM CUCTEMbI NES K KaTanory /ocs C MOMOLLbIO

KOMaHab!:

mount example.com:/export/ocsfs /ocs

rne,

— example.com— MMA y31a Gai0BOro cepepa NFS;

- /export/ocsfs-—KaTaﬂor,KOTOpbWﬁ3KCﬂOpTMpyETexample.com;

— /ocs — KaTasor, K KOTOPOMY OCYLLECTBAAETCA MOHTUPOBAHME.

,ﬂ,ﬂﬂ NPOBEPKN KOPPEKTHOCTN MOHTNPOBaHWMA H€O6XO,£I,MN\O BbIMOMHNTE KOMaHAY .
ls /ocs

M ybeanTbes, YTO NOMYYEHHbIN CNUCOK GainoB COOTBETCTBYET CNMUCKY daiaoB B KaTanore

/export/ocsfs Ha KOMMbIOTEPE example. com.
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TakKe BbIMNOMIHUTbL MOHTMPOBaHME GaNNOBON CUCTEMbI NES MOXKHO MNyTem
peaakTMpoBaHua darna /etc/fstab. [ 3TOro B AaHHbIN dann Heobxoammo n06aBUTb

3annmcb cheagyrowero snaa:

example.com:/export/ocsfs /ocs nfs defaults 0 0

PepakTnpoBaHue danna /etc/fstab A0MKHO OCYLWECTBAATLCA NONb30BATENEM C
npaBamMu root.

B painoBom xpaHMAuULLE CO34aTb KaTanor, B KOTOPOM byayT XxpaHUTbcA dannbl MIT
(MKOHKM, CKPWHLLOTLI, rpm-naKkeTbl), 3arpyxaemble paspabotymkamu. [na 3TOro Hy»KHO
CO3[aTb KaTanor B COOTBETCTBMM C MapaMeTpom filestorage path KOHOUIYPaLMOHHOIO
danna config/subsystems/appstore/vars/ vars.yml W B CO343aHHOM KaTajore

CO3/aTb KaTanor applications-api:

mkdir -p /ocs/appstore/applications-api

MapameTp filestorage path KOHQUIYpPaLMOHHOro banna

config/subsystems/appstore/vars/ vars.yml MOXET UMeTb CAeAyOWNN BUA:

filestorage path: "/ocs/appstore"

Onuncaxue napameTpoB KOHGUIypaLMOHHOro danna
config/subsystems/appstore/vars/ vars.yml NnpuseaeHo B M. 8.3.3 HaCTOALLEro
NOKYMEHTa.

B ¢pannoBom xpaHuaumLLe co3a4aTb KaTanor, B KOTOPOM byayT XxpaHuTbcs nakeTbl OC

MoocC:

mkdir -p /ocs/pkgrepo

CO3,£I,aBaEN\bIVI KaTaaor A0J1XXeH COOTBEeTCTBOBATb [MapPaMeTpamM, 3addHHbIM B

KOHOUIYpaUMOHHOM Paine pkgrepo.nginx.conf Beb-cepepa Nginx Web Server.
2.8.5. HacTpoWKa KawmnpoBaHMA OTBETOB CEPBNCOB

Nna ysennyenma npomssoantenbHocTn MMNO npumeHAeTCA K3WMpoBaHME OTBETOB
cepsucos ¢ nomouwbto Nginx. [lpy 3TOM A[OCTYN K 3aK3WWMPOBAHHLIM  AAHHbIM

ocyuiecTsaseTca Yepes wato3bl goctyna MM0.
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HacTpoMKM KaWMpOoBaHMA 3a4at0TCA B CAeAyroWmx KOHPUIypaumoHHbIX dannax
CleHapuneB YCTaHOBKM cpedbl dyHKUMoHMpoBaHmA MM0:

1) B KoHoUrypaumoHHom daine shared roles/nginx/defaults/main.yml
3ajatoTcA:

— cache enabled - BKNOYEHME/BbIKOYEHWNE KIWMPOBAHUSA,

— cache path - KaTasor XpaHeHMA Kala,

— keys_ zone - UMA 30Hbl B Pa3fenaemon Nnamatu, rae byaeT XpaHUTbCA KILW;

— keys zone size - pa3Mmep 30Hbl B Pa3fenfaeMon NamaTu;

— cache max_size - MaKCMMaibHbI pasmep BbIAENAEMOM NOZ KIW MNaMATY
(Korga MecTo 3aKaH4YMBAETCA, NEINX CaM yAanAeT ycTapesBluMe AaHHble);

— cache inactive - Bpems, MoOCaAe KOTOPOro Kaw OyaeT aBTOMATUYeCKM
OYMLLATBLCA.

Hanpumep:

cache enabled: true

cache path: "/var/cache/nginx"
keys zone: "proxy cache"

keys zone size: "50m"
cache max size: "10G"

cache inactive: "30m"

MaKcMManbHbIN pa3mep BblAENAEeMON Noa K3LW NamaTK A0/1KeH ObiTb He meHee 10 6

2)8 KOHOMIypaLUMOHHbIX darnnax config/subsystems/<uaszBaHme
nomcucTeMer>/vars/services.yml 3agatorca APl dyHkumm (endpoint-bi) MMNO ann
KOTOPbIX HEOOXOAMMO BbINONHATL KILWMPOBAHME, @ TAK}KE NapamMeTpbl KILWMPOBaHUA A1A
Kaxkaon APl dyHKUMN:

— proxy_ cache - BKOYEHWNE KIWMPOBaHMA ANna APl GyHKLMK;

— proxy cache valid - BpeMA K3WMPOBAHMA OTBETa (BO3MOXHO 33ZaTb BpemA

KaWnMpoBaHMA 414 onpedeeHHbIX CTaTyCOB OTBeTa),'
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— proxy cache lock - NapameTp onpegenAetr BO3MOXHOCTb MNPOXOXAEeHUA
HECKO/IbKMX 3anpocoB Ha 63KkeHA (K cepsucam MMM0). Mpu 3Ha4YeHUM «on» 3anpeLlaeTca
NPOXOXAEeHME HECKONbKMX 3anpocoB K cepsucy (MO, Bce MOBTOPHbIE 3anpochkl byayT
OXNMAaTb NMNoAB/IEHNA OTBETA B K3LWeE, nmbo TaMMayT 6/'IOI-(VIpOBKM 3aMpocCa K CTpaHuLE.

— proxy cache use stale - NapaMeTp onpeaenAaeT, B KaKUX CAy4aAX MOXKHO
MCMOb30BaTh YCTAPEBLUMI 3aK3WMPOBAHHbIN OTBET;

— add header: "X-Cache-Status Supstream cache status" - AMPEKTMBA
nobasnaet HTTP-3aronoBoK, cogeprKalmin CTaTyC K3LWMPOBAHMA.

Hanpumep:

nginx location dashboard:
path: "~ /vl/dashboards/["/]+S$"
proxy cache: "proxy cache"
proxy cache valid: "200 {{ cache interval dynamic }}"
proxy cache lock: "on"
proxy cache use stale: "updating"
proxy cache background update: "on"
add header: "X-Cache-Status Supstream cache status"

2.8.6. enctena no 6e30nacHOM yCTaHOBKE M HACTPOMKEe CpeacTBa

YCTaHOBKa, HacTpoMKka W 3kcnayatauma [MNO  AonXKHA OCyLWecTBAATbCA B
COOTBETCTBMM C SKCNyaTaUMOHHON AOKyMeHTaumen Ha [MM0.

Mpu ncnonbzoBaHmm MMO B TMC, He copepHKalnx MHGOPMALIMM, COCTABAALOLLLEN
rocyJapCcTBeHHOM TalHbl 1 Knacca 3awmiieHHocTH, B MC nepcoHanbHbIX AaHHbIX 1 ypoBHA
3aWMLULEHHOCTM 1M B aBTOMATM3MPOBAHHbIX CUCTEMAX ynpasaeHna 1 Knacca 3alMuLeHHOCTH
[O/IKHbI - ObITb  YCTAHOB/IEHbI 3HAYeHMA NapaMeTpoB, MpuBeAeHHble B Tabauue
(Tabnnua 9).

Tabnunua 9

MapameTp 3HayeHue (onsa MNC 1-ro Knacca)

KoHdurypaumoHHbln dain Mb (cueHapua yctaHoBku 1B): /var/ocs/auth/config. yml
(config/subsystems/auth/config/services/config.yml.j2)

[epuol BpeMeHU HENCNO/Ib30BaHMA He 6onee 45 aHewn

naeHTMdMKaTopa (y4eTHOM 3anmncK) Nnonb3oBaTens, maxAccountInactivityPerio

48




PYKOBOACTBO aAMWUHMUCTPATOpPA

— "] OTKPbITAS

l MOBHWUJIbHASA

MNapameTp

NAAT®O0PMA
3HaveHue (gns M'NC 1-ro Knacca)

yepes KOTopPoe MPOUCXOANT ero 610KMpPOBaHME:

config.maxAccountInactivityPeriod

d: 1080h

MuHnMmanbHaa AsIMHA napond:

config.passwordSettings.minLength

He meHee 8 CMMBO/10B

config.passwordSettings.m
inLength: 8

AndaBuT napons:

config.passwordSettings.minDigits

config.passwordSettings.minUpperLetters
config.passwordSettings.minLowerLetters

config.passwordSettings.minSpecialChars

He meHee /0 CMMBOOB
minDigits: 1

minUpperLetters: 1
minLowerLetters: 1
minSpecialChars: 1

MaKcuMManbHOe Bpems AeMCcTBUA Napos:

config.passwordExpirationTime

He 6onee 60 AHeM

passwordExpirationTime:
"1440h"

Yncno nocneaHMX UCMONb30BAHHbIX naponeﬁ,
KOTOpble 3anpeweHo UCNoJ1b30BaTb MNOJ/Ib30BATENAMMU

npv CO34aHUM HOBbIX NAPONEN:
config.passwordHistoryDepth

passwordHistoryDepth: 3

MaKcKMManbHOe KOIMYEeCTBO HeyCnellHbIX MONbITOK
ayTeHTMdUKaumMm (BBOAA HENPABMUABHOIO NAP0A) 40
ONOKMPOBKM:

config.failedLoginTries

He bonee 3

failedLoginTries: 3

Bpemsa 6N10KMPOBKM y4ETHOM 3aNnCK NONb30BATENA B
Cny4Yae AOCTUHKEHMA YCTaHOBAEHHOTO
MaKCMMa/IbHOTO KOIMYECTBa HeyCnelLlHbIX NOMbITOK
ayTeHTUPUKaummn:

config.failedLoginBlockTime

He meHee 15 MUHYT

failedLoginBlockTime:
" l5m"

KonnyectBo o4HOBPEMEHHbIX Ceccuit Ans
NPUBMUNETMPOBAHHbIX YY4ETHbIX 3anmcen:

config.privilegedSessionsLimit

He bonee 2-x

privilegedSessionsLimit:
2

Bpema 6e3aencTeunsa (HEaKTUBHOCTM) NOb30BaATENS,
yepes KOTOPOe OCYLLECTBAAETCA 3aBepLlleHme ceaHca
nonb3oBaTens:

config.session.rememberFor

He bonee 5 MUHYT

rememberFor: 5m

KoHourypaumoHHblie dannsl MM n MY (cueHapmes yctaHoBku MM u MY):

/var/ocs/appstore/config.yml
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MapameTp 3HaveHue (gns M'NC 1-ro Knacca)

(config/subsystems/appstore/config/services/config.yml.j2)
/var/ocs/emm/config.yml
(config/subsystems/emm/config/services/config.yml.j2)

Bpema 6e3nencTensa (HEaKTUBHOCTM) NONb30BaTENA, | He bonee 5 MUHYT
yepes KOTOPOe OCYLLECTBASETCA 3aBeplleHme ceaHca | rememberFor: 5Sm
nonb3oBaTens:

config.session.rememberFor

Bonee noapobHoe onucaHMe MNapaMeTpoB  KOHOUIypaUMOHHbIX  dalioB
config.yml W config.yml.j2 npueedeHO B NyHKTax 8.3.2, 8.3.3 n 8.3.4 HacToAwero

NOKYMEHTa.

2.8.7. Nencrteua no peanusauum YHKUMA H6e3onacHoCTH cpeabl

dyHKUMOHMpoBaHma MMMO

2.8.7.1. YcTaHOBKa, HAacTpoMKa u akcnayaTtaumna C31 HC/,

3kcnayaTauma MNMO n CYB/J aonKHa OCyLLecTBAATLCA B 0AHON 13 cneaytolmx OC:

— CentOS Bepcum 7 ¢ yctaHoBneHHbiMn C3M HCA «Dallas Lock Linux», mnan
C3WN «Secret Net LSP», nan C3UN HCL «AKkopa-X K»;

— CentOS Bepcuu 8 naum Boblle;

— Anbt 8 CI1.

YctaHoBka C3M HCO ao/mkHa OcylecTBAATbCA nocne yctaHosKu [1M0. [locne
yctaHoBkM C3M HC/[ HeobxoAMMO NOBTOPHO Ha3Ha4MTb nonb3oBaTensm OC npasa Ha
BbINO/NHEHME KOMAHZ OT WMeHM Cynepnosib3oBaTens root B COOTBETCTBMM C
noapasaenom 2.2 HaCTOALLEro AOKYMEHTA.

YcTaHOBKa, HacTpoMka u akcnayaTaums C3W HCO wm OC Anbt 8 CIl ao/mkHa
OCYLLECTBAATLCA B COOTBETCTBMM C 3KCM/yaTalUMOHHOM JoKymeHTaumen Ha C3M (OC).

2.8.7.2. Mepbl N0 MeXCceTeBOMY 3KPAaHMPOBAHMUIO

B WMC p[o/KHa OCyWecTBaaTbCA 3aWmta nepumeTtpa  (dusmyecknx u  (mam)
Norvyeckmx rpaHuml) MC c MCnonb30oBaHMEM MENKCETEBOrO 3KpaHa Tpebyemoro Knacca

3alWNThbI.

50



— "] OTKPbITAA
PYKOBOACTBO aAMWUHMUCTPATOpPA MOBWUJIbHASA
l NNAT®O0PMA

MerKceTeBOM 3KpaH A0IKEH NPONYyCKaTbh TPAadMK TONbKO Ha BHelHMe nopTbl MMM0,
OCTanbHOM TpaduK [AoMxKeH ObiTb 3anpelleH. [lepevyeHb BHewHMx nopTos [MO B

3aBMCMMOCTM OT BapWaHTa HacTponKM NnpmeeaeH B Tabauue (Tabanua 10).

Tabnunua 10
Homep nopTa KoHdurypaumoHHbi ¢ain, B
priop OnucaHue durypau $ann, Tun nopra?
(npoTokon) KOTOPOM 3aJaeTca nopT
Cepsucel NMNO «Aspopa LieHTp»
10000 - MopTbl cepsucos MMO |shared_roles/systemd- BHYTPEHHW
10500 (tcp) deploy/templatés/systemd—
supplicant.sh.j2
/usr/bin/systemd-
supplicant.sh
Nginx
80 (tcp) CNyXuT ans shared_roles/consul- BHYTPEHHW
o template/defaults/main.yml
B3aMMO/EeNCTBUA
cepsucos 110 agpyr c
L[PYrom U
MCMNO/b3yeTCA B TOM
C/nyyae, Koraa
ocylecTBaseTca
pasgeneHune Tpadmka
no basepath (url-
agpecam)
8009 (tcp) BanaHCcMpOBLUMK shared_roles/consul- BHELLHWUM
. |template/templates/ocs.con
MunKpocepsmcos (Nginx ,
f.ctmpl.j2
Web Server). /etc/consul-
Mcnonb3yeTtca B TOM template/templates/ocs.con
cayyae, Koraa f.ctmpl

2 Tunbl NOPTOB:

1. BHewWwHwWe - 4OCTYN K A@HHOMY TMMY NOPTOB OCYLLECTBAAETCA M3-33 NPEeAeN0B KOHTPOMPYEMOMN 30HbI.
Hanpumep, 3anpockl OT nosb3oBaTesielt ¢ ponbto lNonb3oBatens Aspopa MapkeT. JocTyn K AaHHbIM
nopTam MMeEeT HapyLnTesb;

2. BHyTpeHHMe - gocTyn K AaHHOMY TUMy MOPTOB MOMKET OCYLLECTBAATLCA TO/IbKO M3 KOHTPOAMPYEMOM
30HbI. [laHHble NOPTbl MCNONL3YIOTCA ANA B3aMmoaencTama: mexay cepsucamn MMNO, cepsucos MMO ¢
KoMnoHeHTamu cpeabl dyHKuMoHnpoBaHma MO, KomnoHeHTamu cpedbl GpyHKUMoHMpoBaHua [0,
NpPUBUAErMPOBaHHbLIX Nonb3oBaTener c MNMO.
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Homep nopTa KoHdurypaumoHHbi pann, B

prop OnucaHue durypau $ann, Tun nopra?
(npoTokon) KOTOPOM 3aJaeTca nopT
OCyLLEeCTBASAETCA
pa3aeneHune TpadurKa
no basepath (url-
agpecam)

8011 (tcp) AMM admin API config/subsystems/emm/vars|gyewHni
gateway (KoHconb /services.yml WM BHYTPEHHMIA
agMuHucTpaTopa MY)

8012 (tcp) AMM device APIT config/subsystems/emm/vars|gyewHnuii
gateway (APl ans /services.yml
B3ammoenctams ¢ Mr
«Apopa LleHTp»)

8014 (tcp) Aurora market config/subsystems/appstore|gyeiHnii
development API /vars/services.yml
gateway (KoHco/b
pa3paboTtumka MM)

8015 (tcp) Aurora market config/subsystems/appstore|gyewHnii
admin API gateway |/vars/services.yml o

NN BHYTPEHHUN
(KoHconb
agMuHucTpaTopa MM)

8016 (tcp) Aurora market config/subsystems/appstore|gyelwHnii
client API gateway|/vars/services.yml
(APl gns
B3ammoenctams ¢ Mr
«ABpopa MapkeT»)

Auth public API config/subsystems/auth/var Y

8018 (tcp) BHELUHMI
gateway (MHTepcber/]c S/SerV1ces.yml
Mo ans
NAeHTUOUKaUMN 1
ayTeHTUPMKaLMN
nonb3oBaTenen)

8019 (tcp) Auth admin APT config/subsystems/auth/var‘BHyTpeHHMm

gateway (KoHco/b
agMuHucTpaTopa Mb)

s/services.yml
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Homep nopTa

KoHourypaumoHHbin paiin, 8

OnucaHue Tun nopra?
(npoTokon) KOTOPOM 3aJaeTca nopT
8022 (tcp) Package repositoryl|lconfig/subsystems/pkgrepo/ BHYTPEHHMIA
admin API gateway |vars/services.yml
(APl ann
B3aMMOAemCTBMﬂC
MOOC, ToNbKO ANA
B3ammoenctaumsa MY c
MnooC)
8023 (tcp) Package config/subsystems/pkgrepo/ BHYTPEHHMWIA
repository device |vars/services.yml
API (APl ans
B3ammoenctamsa Mrl
«ABpopa LeHTp» C
NnooC)
8030 (tcp) dalinosbIl cepsep config/subsystems/pkgrepo/ |gHeluHnii
N00C vars/ocs-pkgrepo-nginx-
static.yml
CYB[ PostgreSQL
5432 (tcp) CYB/ PostgreSQL shared_roles/postgresqgl/de|gyyTpeHHNil
faults/main.yml
CYb/ Redis
6379 (tcp) redis-server shared_roles/redis/default.BHyTpeHHMm
s/main.yml
26379 (tcp) |redis-sentinel shared_roles/redis/default.BHyTpeHHMm
s/main.yml
Consul
.1o/docs/install/p
orts
8301 (tcp/udp|https://www.consul BHYTPEHHMI
) .io0/docs/install/p
orts
8302 (tcp/udp|https://www.consul BHYTPEHHMI
) .1io0/docs/install/p
orts
8600 https://www.consul shared_roles/consul/defaul.BHyTpeHHMm
(tcp/udp) .1io0/docs/install/p|ts/main.yml

orts
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Homep nopTa

KoHourypaumoHHbin paiin, 8

Mcnonb3syetca ana
Pa3BEPTbIBAHNA U
aAMUHUCTPUPOBAHMUA
rnno.

BHUMAHMUE!
BO3MOXKHOCTb
MCNOb30BaHMA
[AHHOro nopTa
onpeaenAaeTca
NOoKyMeHTaumen C3
ot HC,

OnucaHue Tun nopra?
(npoTokon) KOTOPOM 3aJaeTca nopT
8500 (tcp) https://www.consul|shared roles/consul/defaul BHYTPEHHMIA
.1o0/docs/install/p|ts/main.yml
orts
Nats Streaming Server
4222 (tcp) nats_port shared roles/nats- BHYTPEHHWIA
streaming-
server/defaults/main.yml
6222 (tcp) nats cluster port |shared roles/nats- BHYTPEHHUN
streaming-
server/defaults/main.yml
8222 (tcp) nats monitoring po|shared roles/nats- BHYTPEHHWIA
rt streaming-
server/defaults/main.yml
Dnsmasq
53 dnsmasq BHYTPEHHW
OnepaunoHHas cmctema
22 MopT SSH. BHYTPEHHNM

PekomeHayeTca 3anpeTuTb aoctyn K MMNO npuBMAErMpoBaHHbIX NOAb30BaTENEN WN3-3a
npeaenoB KOHTPOAMPYEMOM 30HbI, 3aNpeTnB A0CTyn K KoHconm agmuHuctpatopa [16b.
TaKkKe npu HeObXOAMMOCTM MOMXKHO 3aNPEeTUTb AOCTYN K OCTa/lbHbIM BeD-KoHcoNAM. [AnA
3TOro, B 3aBMCMMOCTM OT BapuaHTa HacTporku MMMO, HeobxoanMMO paspelwnTb TpaduK
TONbKO Ha TpebyemMbix NopTax, NMMOBO TONbKO No Tpebyembim url-agpecam B COOTBETCTBUM
c Tabanuen (Tabanua 8)
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2.8.7.3. Hactpomka OC

B wuenax 3aTpyaHeHMA BO3MOXHOCTEM cbopa wuHOOPMaALMM O CUCTEME,
HEOOXOAMMO WCKAIOYNTb METKM BPEeMeHM K3 3aronoBkoB TCP naketos. [lna 3Toro
HeobX0AMMO BbINOMHUTL CAeaytolme AeNCTBUS:

2.8.7.3.1. B KoHpUrypaumoHHbIin dain /etc/sysctl.conf obaBUTb CTPOKY:

net.ipvé4.tcp timestamps = 0

2.8.7.3.2. TpUMeHUTb KOHPUTYPALMIO, BbIMOJHNB KOMaHAY:

sysctl -p /etc/sysctl.conf

2.8.7.3.3. TpoBepunTb KOPPEKTHOCTb KOHPUTYPALIMM, BbIMOAHUB KOMAHAY:

sysctl -a | grep net.ipvé4.tcp timestamps

ECHMFBCTpOmKMCﬂeﬂaHbIﬂpaBMﬂbHO,NDAOﬂHGK)6HTbBHBeAeHO3HaquMeI

net.ipvéd.tcp timestamps = 0

2.8.8. CamocToAaTenbHasA YCTaHOBKA H€O6XOAMMbD( MakeToB Ha cepBepb

NpUAOXKeHMN 1 cepsepbl b/l

[na ycTaHOBKM HEOOXOAMMBIX MAKETOB Ha CepBEpPbl MPUAOKEHMIA U cepBepbl B,
HeobX0AMMO BbIMOAHUTbL AEMCTBUA, ONMCAHHbIE Aanee.

2.8.8.1. Mony4nTb CNUCOK HEODXOAMMbIX MAKETOB

[MepeyeHb HeobXOAMMbIX MAKETOB, KOTOPble AOMKHbI ObiTb YCTAaHOBAEHbl Ha
cepBepbl NpWAOKeHu u cepsepbl bl 3apaH B dalne play-managed-node-
prerequisites.yml, HaXxoO4AWEMCA B KaTajnore cO cueHapuamu yctaHosku [1M10.

[aHHbIK dalin UMeeT CneayoLLyo CTPYKTYPY:

- name: install requirements to <omepalumoHHas cuUcTema>

- name: install os packages on db node
loop:
<lrepedeHb IIakKeTOB cepsBepa B>
- name: install os packages on app node
loop:
<IlepeuyeHb IakKeTOB CepBepa IPUJIOXESHUI>
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B ceKumm name: install requirements to <omepaumMoHHasa cuUcTeMa>
33[1aeTCA nepevyeHb MNakeToB A1a yKasaHHoM OC. [JaHHaa CceKumA COAEPXWUT ABe
NOACEKLMN, B KOTOPbIX 334a€TCA NepevyeHb NakeToB 417 CepBepa NPUNOKEHNIN N cepBepa
b.

B noacekumn name: install os packages on db node 33[3€TCA NMepeyeHb
nakeTos ana cepsepa b/.

B noacekumn name: install os packages on app node 33[a€TCA NepeyeHb
NaKeTOB A/1A cepBepa NPUNOKEHNM.

Mpumep nepeyHa NaKeToB [ANA cepBepa nNpPUAOKeHUMM u cepsepa b/,

dyHKUMOHMPYoWMX noa ynpaneHnem OC CentOS 7:

tasks:
- name: install requirements to Cent0S7
block:
- debug:
msg: install requirements to CentOS7

- name: install os packages on db node
package:
name: "{{ item }}"
state: present
loop:
- epel-release
- Jq
- unzip
- perl-libs
- libxslt
- postgresgl-1libs
- libicu
- python-psycopg?2
when: node type == "db" or node type == "all"

- name: install os packages on app node

package:
name: "{{ item }}"
state: present
loop:

- net-tools

- epel-release
- Jg

- unzip

- perl-libs

- libxslt
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- postgresgl-1libs
- libicu
- dnsmasqg
- bind-utils
when: node type == "app" or node type == "all"
when: ansible distribution == "CentOS" and
ansible distribution major version == "7"

2.8.8.2. YCTaHOBUTb MaKeThbl

YCTaHOBKa NaKeTOB OCYLLECTBAAETCA B COOTBETCTBMM C AOKYyMeHTaumeln Ha OC.
2.8.9. TpeboBaHMA K YCTAaHOBKE M HAaCTPOMKe BHelLlHero 6anaHcMpoBLmKa Nginx

YCTaHOBKM M HACTPOMKa BHelWwHero 6HanaHcumposwmKka Nginx ocyllecTBaseTcs
nonb3oBaTeNAMM (CUCTEMHbBIMM aaMUHMUCTPaTopamm) MIMNO camocToaTenbHo. Mpu 3TOM
BHELWHMN 6AaNaHCUPOBLLMK A0NKEH NOAAEPHKMBATL NPOKCKMpPOBaHMe tcp-coeanHeHW. Ana
3TOro HeobxoAMMO:

— B KoHourypaumoHHom damnne Nginx (pann: /etc/nginx/nginx.conf)

n06aBUTb CTPOKY:

load module '/usr/lib64/nginx/modules/ngx stream module.so';

— nepe3anyCctnTb Nginx C NOMOLWbKO KOMaHAbI:

sudo systemctl reload nginx

2.8.10. AKkTMBaUMA (pa3b/IOKMPOBKA) Y4ETHOM 3anMCKU MOJIb30BATEIA C NMOMOLLBHO

sql-3anpoca K /1

Pa3bnoKMpoBKa Yy4YeTHbIX 3anucert nonb3osaTenen [MO  ocyuwecTBaseTca
AZIMWHNCTPATOPOM YYETHbIX 3anNMcen ¢ NoOMoLLbo KoHcoan aammnHmnctpatopa Mb. OaHako
yyeTHadA 3anncb AAMMHUCTPATOPA YYETHbIX 3aMnCcei ToxKe MOoXKeT bbiTb 3ab/I0KMpoBaHa
(Hanpumep, ecnn AAMUHUCTPATOPA YYETHbIX ANNTENbHOE Bpemsa Bbln He aKTUBEH).

B aTom cnyyae, ans pa3bioOKMPOBKM YYETHOM 3anMCKU, HEODXOAMMO BbIMOAHUTH
cneayrouwme 4encTBuma:

2.8.10.1. Moakntountca kK b MB (auth) c nomoLLbio cneayowmMx KomaHA,:

psgl -U auth -h <ip-azmpec cepmBepa BI> -d auth
\c auth
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Hanpumep,

psgl -U auth -h 192.168.0.107 -d auth
\c auth

2.8.10.2. Pa3zbnokmpoBaTb Y4YeTHYK 3anmMcb MNOMb30BATENA C MOMOLLbD C Sql-

3anpoca:

update accounts users.accounts set 1is active=true,
last activity at=now() where login='<email nome30BaTeyNa>';

Hanpumep,

update accounts users.accounts set 1s active=true,
last activity at=now() where login='admin@omprussia.ru';

2.8.11. encTtBna nocne cobpoca MY K 3aBOACKUM HACTPOMKam

Cbpoc MY ouyumuwaeTr ero A0 3aBOACKMX HacTpoek. [locne cbpoca MY, B
3aBUCMMOCTM OT TOro, KakMm obpaszom OblnM nepBOHa4YanbHO ycTaHoBaeHbl MIT MMO
(MM «ABpopa LeHTp» n MI «ABpopa MapKkeT»), moryT ambo oTcyTCcTBOBaTb, AMbO
cOpolleHbl A0 NepBOHAYa/IbHON BEPCUMN.

Mocne cobpoca MY HeEOOXOANMMO BbINONHUTL CAeaytoLLne 4eNCTBUA:

1) yctaHosutb MMM MMNO, ecnn nocne copoca MY OHM OTCYTCTBYIOT;

2) aktmBMpoBaTb MY B [1Y B COOTBETCTBMM C [AOKYMEHTOM «PyKOBOACTBO
nonb3osaTens. Yactb 3. Moacuctema Mnatpopma ynpaBneHma»;

3) obHoBuTb MI MMNO B CcOOTBETCTBMM C noapasaenom 5.3 HaACTOALWLEro

NOKYMEHTA.

2.8.12. NopagoK 3a4aHuA aZipecos B KOHOUIYypaLUMOHHOM banne

inventories/hosts.yml

3afaHune apecoB OCYWECTBIAETCA nytem WunXx AO6aBﬂeHMﬂ B CeKuuto hosts,

Hanpumep:

app:
hosts:
acenterapp0l:
acenterapp02:
acenterapp03:
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[onyckaeTcs pobaBneHne aapecosB nytem Ao0b6aBneHWMA XOCTOB B rpynmnbl, WU

NanbHENWNM nepencnonbloBaHnem rpynn. Hanpumep, ana Nginx 6yayT 3agaHbl aapeca us
rpynnbl app, KOTOpas 3ano/HeHa BbllUeE:

ocs:
children:
app:
hosts:

ocs—-app.local:
nginx:
children:
app:

TaKKe J0oNyCKaeTca CMellaHHoe 3a4aHure aapecos NyTem Mx A0HaBAeHMs B CEKLMIO
hosts M NyTem A00aBAEHUA XOCTOB B FPYNMbl, U AaNbHENLWLNM NEPENCNONb30BaHUEM Py,

Hanpumep, ana Nginx 6yayT 3agaHbl agpeca 13 rpynnbl app, KOTOPas 3ano/IHEHA Bbille W
aZpeca 13 CeKkUMM hosts:

ocs:
children:
app:
hosts:
acenterappO1l:
acenterapp02:
acenterapp03:
nginx:
children:
app:
hosts:
acenterapp04:
acenterapp05:

KoHdurypaumoHHbin Gain cueHapusa ycTaHOBKM cpeapl dyHKUMoHMpoBaHua MMO

Ha ogHoM MM3BM c aapecom ocs-app.local MMEET CAeayOLLNN BUA:

all:
children:
ocCs:
children:
app:
hosts:
ocs—-app.local:
postgresqgl:
children:
postgresgl masters:
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hosts:
ocs—-app.local:
postgresqgl slaves:
hosts:
nginx:
children:
app:
hosts:
consul:
children:
consul servers:
children:
app:
hosts:
consul agents:
consul template:
children:
app:
nats streaming server:
children:
app:
hosts:
redis:
children:
redis masters:
children:
app:
hosts:
sentinel:
children:
app:
hosts:

Mpumepbl dannoB hosts.yml A8 OAHOHOAOBOM WM KNACTEPHON KOHOUIypaLmm

npuBeeHbl B KaTasiore samples/ac/inventories/.

OnucaHne napameTpoB KOHPUIypauMoOHHOro ¢anna inventories/hosts.yml

npueeneHo B n. /.1.1 HacToALWLEro 4OKYMEeHTa.

2.9. OnucaHue HacTporku noacuctem Mro

2.9.1. OnncaHme HacTporku MM

HacTpoika MM 3akntovaeTcs B HacTpoiKke ¢paloBoro xpaHuamiia MV,

HacTponKky ¢pannoBoro xpaHManua HeobxoaMmo BbINOAHATL Nocae yctaHoBKM MNMO
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[ns HacTponKkn dpannosoro xpaHunumula NV Heobxo4MMO BbINOAHUTL CAeayoLime
nencTeuA:

— Ha Cepsepe npuaoxeHunn MM co3gaTb KaTasor, B KOTOPOM OyayT XpaHUTbCA
dannbl MI (MKOHKKM, CKPUHLLOTLI, rpmM-nakeTbl), 3arpyxaemble paspaboTymkamm, nmbo
KaTanor, K KOTopomy ByaeT MOHTMPOBATLCA eAMHOE PalnI0BOE XPAHUANLLE;

— B CAydae ecam annsl MIM byayT XxpaHUTbCA B KaTanore Ha CepBepe NPUAOKEHUN
MM, HeobxoaMmO co34aTb KaTanor B COOTBETCTBMM C MapaMeTpom filestorage path
KOHQUIypaumoHHoro ¢aina config/vars/ vars.yml, B CO343aHHOM KaTajsore co3aaTb
KaTanor applications-api W CAenaTtb BAaLeNblem AAaHHOrO KaTanora no/jib3oBaTesns

0CS, Mo, KOTopbiM paboTatoT cepsuchl MNM:

sudo mkdir -p /ocs/appstore/applications-api
sudo chown ocs:ocs /ocs/appstore/applications-api

MapameTp filestorage path KOHQUIYpPaLMOHHOro banna

config/vars/ vars.yml MOXeT UMETb CNeayoWmnn BUA:

filestorage path: "/ocs/appstore"

OnucaHve napameTpoB KOHOUrypaumoHHoOro ¢aina config/vars/ vars.yml
npueeneHo B n. 8.3.2, 8.3.3, 8.3.4, 8.3.5 HacToALWLEro AOKYMEHTa.

— NPU NCNONb30BAHMKN eaAnHOro GanaoBOro XpaHWAMLWA ANS XpaHeHus Gannos
MM Ha CepBepe npunoxkeHun MM HeobxoAMMO €034aTb KaTanor /ocs W cAenatb

Bnagenbuem AaHHOIo KaTasiora nosib3oBatena ocs, Nod KOTOPbIM pa60Ta+0T cepBUCHI MNM:

sudo mkdir -p /ocs
sudo chown ocs:ocs /ocs

BHUMAHMWE! Mpu akcnayataumm MMNO B KnacTepHoM KoHOUrypauum BCe HOAbI
CepBepa npunoxkeHuin MM Ao/IKHbI UMEeTb A0CTYN K eAnHOMY GalIoBOMY XPaHWUIULLLY.
CooTtseTcTBeHHO Bce HoAbl CepBepa npuaoxkeHnn MM Ao0aKHbI ObITb HACTPOEHbI Ha
PaboTy C AaHHbIM GaiNIOBbIM XPAHUIULLEM.

[Mpumep HaCTpPOMKM eauHoro ¢GannoBoro xpaHuauwa u pabotbl Cepsepa
npunoxkenuit MM (Hoabl Cepsepa npuaoxkeHun NMM) npmuseaeHbl B n. 2.8.4 HacToALero

NOKYMEHTA.
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2.9.2. OnucaHue HacTponkn MY

2.9.2.1. Hactporka nogkntoueHuna MY k cepsepy LDAP

Ona HacTponkn B3anmogenctams MMO ¢ cepsepom LDAP HeobxoamMmo B CeKLMM
ldap server KOHOUIypaumoHHoro ¢aina config/vars/ vars.yml 3a4aTb Tpebyemble
3HAYeHMUA:

— address — aapec pacnosioxeHusa cepsepa LDAP;

— parent group — Fpynna, C KOTOPOW ByaeT NPON3BOAUTHLCA SKCMOPT AAHHbIX U3
cepsepa LDAP;

— user cn — JIOTWH TEXHUYECKOM y4eTHOW 3anucu cepsepa LDAP;

— password — Mapoab OT TEXHMYECKOWN y4eTHOM 3anmncu cepsepa LDAP;

— page_ size — KOJIMYECTBO 3/1EMEHTOB, KOTOPOE ByAeT MMNOPTMPOBAHO 33 OAHY
nTEpPaLMIO.

OnucaHne napameTpoB KOHOUrypaumoHHoro ¢alna config/vars/ vars.yml
npueeneHo B n. 8.3.2, 8.3.3, 8.3.4, 8.3.5 HacToALWEro AOKYMeEHTa.

Mprvmep HacTporKM noaktoveHna Kk cepsepy LDAP B vars.yml:

ldap server:
address: "ldap://dcOl.omptest.test"
parent group: "ou=Test,DC=omptest,DC=local"
user cn: "OMPTEST\\\\Admin"
password: "&UJM, ki8"
page size: 1000

OnuncaHune TpeboBaHWI K AaHHbIM, coaeprKalummea B Active Directory, npnuseaeHo
B Tabanue (Tabnumua 11).
BHUMAHMUE! MNapameTpsbl E-mail, First_ name, Last_ name  ABaArOTCA

0ba3aTeNbHbIMMU.

Tabnuua 11
MNapameTp OnucaHue MNpumedaHue
Group HasBaHue rpynnbl nonb3osaTenen. | Ecam rpynna nonb3oBatenem
dopmar: oT 3 40 64 cMMBONOB MY yxe cylwecTtsyeT, TO
BbINOJIHAETCA npuBA3Ka
rpynnbl K nonb3osatesnam MY
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MNapameTp OnucaHue NpumeyaHue

E-mail Paboyaa noyta nosb3oBatena MY. | Paboyas nodyta nonb3osatesna

(0bs3aTenbHbln) | Popmar: MY nonHa 6biTb YHMKAbHOM

<JIOTUH>@<O0MEHHOEe_MMA>, OT 2
no 256 cumBo/s10B

First name Nma nonb3osatens MY. ®opmar: ot 2
(0bs3aTenbHbIN) | A0 64 cMmBO10B. CUMBOLI: a-1; a-Z;
A-A; A-Z; -; npoben

Last_name ®ammnma. dopmat: oT 2 ao 64

(0bAa3aTenbHbIN) | cumBonoB. CumBONbI: a-a; a-z; A-A;
A-Z; -; npoben

Job_title HonxHocTb. ®opmaTt: oT 2 Ao 256

cMmBoNOB. CumBoAbl: a-a; a-z; A-fl;
A-Z; -; npoben

Phone_number | Homep TenedoHa. Popmat: oT 2 A0
64 cMmB0o108B. TONbKO LNDPBI

2.9.2.2. Hactporka B3ammopgenctemsa CepBepa npunoxenun Y c Cepsucom
yBegomnenumn Aspopa sepcun 1.0.0

2.9.2.2.1. CuHXpOHM3MPOBaATb Bpema Mmexay CepBepom npunoxeHun MY u
Cepsucom ysegomnenunin Aspopa (CYA)

2.9.2.2.2. 3apeructpuposaTb B CYA NPOEKT M NONYYUTb CAeAYHOLLIME HACTPOMKMN:

—~ ID mpoexTa - MAEHTMOMKATOP NPOEKTa, MCNOAb3yeEMbIA NPKU GOPMUPOBAHMN
URL;

— anpec Push-ceprepa;

— clientId. AKKayHTYy4YeTHOM 3anncm B noacncteme besonacHocTn Push-cepsuca
(B HONBLLIMHCTBE C/ly4aeB COBMAAAET C ID mpoexTa);

— scope W audience. [lapameTpbl, onpegenArOlme CNUCOK 3anpallnBaeMblX
pa3pelleHnin K pecypcam;

— privateKey M privateKeyId. CBA3Ka KAOYEN ANA MCNOb30BAHMSA B 3anpoce
MO MNONYYEHUIO TOKEHA.

— 1D npumioxeHMmHd.
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2.9.2.2.3. B KoHpurypaumoHHom danne config/vars/ vars.yml 3agaTb 3HaYeHUS
cnenyowmx napameTpos:

— push public address - nyb6anyHbii agpec CYA (3HayeHne napameTpa AOMKHO
COOTBETCTBOBATb 3HAYEHWMIO NapameTpa push public address B KOHOUIypPaLMOHHOM
danne push-server.yml);

— push mobile hostname - UMA xocTa CYA, K KOTOpomy OyaeT moAKAtoHaTbCA
Push-gemoH;

— push mobile port - HOMep nopTa CYA, K KoTopomy byaeT NOAKIYATHCA

Push-nemoH.

Hanpumep:

push public address: "http://ocs-app.local:8009"
push mobile hostname: 192.168.0.115
push mobile port: 999

OnucaHve napameTpoB KOHPUrypauMoOHHOro ¢aina config/vars/ vars.yml
npueeneHo B n. 8.3.2, 8.3.3, 8.3.4, 8.3.5 HacToALLErO AOKYMEHTA.

2.9.2.2.4. BkoumTb B [1Y BO3MOXKHOCTb OTNapBAATbL Push-yBegomneHms

[lna 3TOoro B CeKumMu push notification system KOHOUIypauMOHHOro ¢arna
config/subsystems/emm/vars/ vars.yml HeobxoAMMO 334aTb A1A NapameTpa

enabled 3Ha4dyeHUe true:

push notification system:
enabled: true

OnucaHue napameTpos KOHPUTypaLMOHHOTO danna
config/subsystems/emm/vars/ vars.yml npuBeseHo B . 8.3.4 HacToALero
NOKYMEHTa.

2.9.2.2.5. 3apaTb HaCTpOWMKK B3ammoaencTema c Push-cepsepom

[lna 3Toro B ceKumMu push notification system KOHOUrypaumMoHHOro darina
config/subsystems/emm/vars/ vars.yml HeobxoAMMO 3a4aTb 3HayeHuAa AAA

cAeytoLMX NapaMeTpoB:
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— project id - ID npoekTa;

— client id - clientld;

— application id-ID npunoxeHus;

— scopes (3Ha4YeHNA AOMKHbI OblTb YKa3aHbl Yepes npoben);

— audience (3Ha4yeHMA AO/MKHbI ObITb YKa3aHbl Yepes npoben);

— key id - privateKeyld;

— private key - privateKey;

— token url - url-agpec &yHKuMM (endpoint-a) AnA NOAyvYeHUA TOKeHa
aBTOPMU3aLMM.

BHUMAHMWE! 3HaueHnAa napameTpoB A0AKHbI ObITb 3a4aHbl B ABONHbIX KaBblYKax.

[na Toro, uTobbl 3a4aTb privat key HEOBXOAMMO:

— yepes npoben nocne napameTpa private key NOCTaBUTb CUMBON « | »;

— Ha HOBOW CTPOKe 3a4aTb 3HAYeHMe 3aKPbITOro Katoya, cobnoaas yKkasaHHble B

npumepe oTCTymMbl:

private key: |
————— BEGIN RSA PRIVATE KEY—-———-
MIIJQgIBADANBgkghkiGOwOBAQEFAASCCSwWwggkoAgEAAOICAQCIorNYuLCQK5X/
PVDYOOMLH8DJIiE1TOMwzkuhivn2tmm45A93+FZ09G1FHWOP0k4GbUQk1h2Mn4Y£fB
RcuVd606gAQh+bbIrgDzeeZblyY+FA==

,ﬂ,ﬂﬂ NONy4YeHMA 3HAYeHMA token url HEO6XO,£I,I/IN\O B a,ELDECHOl\/II CTpoOKe BebO-
Opay3epa BbINONHUTbL 3aNPOC <url-ampec push-cepeepa>/api/vl/.well-known, B
NO/lYy4EHHOM OTBETE HAMTKM CTPOKY COAEPKallytd «/oauth2/token» M 33a4aTb AAHHYHO
CTPOKY B napameTpe token url, Hanpumep:

token url: "http://push.omp.ru/auth/public/oauth2/token"

Mpumep ceKuMn push notification system KOHQUIypaumoHHoro danna

config/subsystems/emm/vars/ vars.yml:
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push notification system:

project id: "emm buglmrej27o0aleryt5s0"

push public address: "https://push.omp.ru"

api url: "hTtps://push.omp.ru/push/public/api/v1l/"

client id: "emm buglmrej2/ocalerytb5s0"

scopes: "openid offline message:update"

audience: "ocs-auth-public-api-gw ocs-push-public-api-gw"

token url: "https://push.omp.ru/auth/public/ocauth2/token"

key id: "public:7N2vJsSOvbg"

private key: |
————— BEGIN RSA PRIVATE KEY-----
MITJQgIBADANBgkghkiGOwOBAQEFAASCCSwwggkoAgEAAOICAQCIorNYuLCQK5X/
PVDY99MLH8DJiE1TOMwzkuhivn2tmm45A93+FZ09G1FHWOP0k4GbUQk1h2Mn4YfR
RcuVd606gAQh+bbIrgDzeezZ51yY+FA==
————— END RSA PRIVATE KEY-—-—---

OnwucaHune napameTpoB KOHPUIYypPaLUMOHHOro danna
config/subsystems/emm/vars/ vars.yml npuBegeHo B n. 8.3.4 HacToALero
NOKYMEHTA.

2.9.2.2.6. TllepeyctaHoBUTb 1Y B COOTBETCTBMM C M. 2.5.2 HACTOALLEro AOKYMEHTA.

2.9.2.3. Hactporka B3ammopgenctemsa CepBepa npunoxenun [Y ¢ Cepsucom
yBegomnenunmn Aspopa sepcun 1.1.0

Mpn HeobxoaumocTn B3ammoaenctTema Cepsepa npunoxkeHun Y ¢ CYA
HeobXx0AMMO BbINONHUTL CleAyHOLME HACTPOMKM:

2.9.2.3.1. CuHXpOHM3NPOBaATb Bpema mexay Cepsepom npunoxeHun My n CYA

2.9.2.3.2. 3apeructpupoBaTb B CYA NPOEKT M NOAYYMUTb KOHOPUIypaLMOHHbIE
dannbl ¢ HacTponkamu: push-mobile-app.yml n push-server.yml

2.9.2.3.3. CKonupoBaTb MNOAy4YeHHble KOHOUIypaUMOHHble dalinbl B KaTanor
config/subsystems/emm/vars/ cueHapues yctaHoBKM MMO\

2.9.2.3.4. B KoHdurypaumoHHom danne config/vars/ vars.yml 3agaTb 3HaYeHUA
cneayroumMx NapameTpoB:

— push public address-nybanyHbiii agpec CYA (3HayeHne napameTpa LOMKHO
COOTBETCTBOBATb 3HAYEHWIO MapameTpa push public address B KOHOUIYPaLMOHHOM
dalne push-server.yml);

— push mobile hostname - UMA xocta CYA unu ip-agpec xocta, K KOTOPOMY

byaeTt nogkntodatbca Push-gemoH;
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— push mobile port - HOmep nopTa CYA, K KoTopomy OyaeT MOoAKAYaATHCA
Push-nemoH.

Hanpumep:

push public address: "http://ocs-app.local:8009"
push mobile hostname: 192.168.0.115
push mobile port: 999

OnucaHne napameTposB KOHOUrypaumMoHHoro danna config/vars/ vars.yml
npueeaeHo n. 8.3.2, 8.3.3, 8.3.4, 8.3.5 HacToALWEro AOKyMmeHTa.

2.9.2.3.5. BKAounTb B 1Y BO3MOKHOCTb OTNapBAATbL Push-yBegomneHmns

[ina 3Toro B CeKumMu push notification system KOHOUIypauMOHHOro darina
config/subsystems/emm/vars/ vars.yml HeobxoAMMO 334aTb [ANA napameTpa

enabled 3Ha4dyeHMe true:

push notification system:
enabled: true

Onuncanne napameTpos KOHPUIYPaLMOHHOro dainna
config/subsystems/emm/vars/ vars.yml npuseaeHo B n. 8.3.4 HacToAlero
NOKYMEHTa.

2.9.2.3.6. [llepeyctaHoBUTb [1Y B COOTBETCTBMM C M. 2.5.2 HACTOALLErO AOKYMEHTA.
2.9.3. OnucaHue HacTpomnkm MNOOC

[ns 3arpy3kn naketoB OC B pannosoe xpaHunumule MNOOC HeobXx0AMMO BbINOSHUTL
cnepytouime aencTema:

1) ckonMpoBaTb B NPOM3BO/IbHbIN KaTanor ¢pannosoro xpaHuanuia MNOOC apxms ¢
naketamm OC M pacnakoBaTb ero B KaTan0r, 33a[aHHbIM B MapaMeTpe root CEKUMMU

location /pkgrepo/mobile KOHOUIYPaLMOHHOro danna
/etc/nginx/conf.d/locations—-external/ocs-pkgrepo-nginx-static.location
(no ymonyaHuio KaTanor: /ocs/pkgrepo/repos), nmbo B MNapameTpe repos root
KOHPUTYpPaLMOHHOTO danna install-<Bepcus IO>/install-
ac/config/subsystems/pkgrepo/vars/ocs-pkgrepo-nginx-static.yml

cueHapwues ycTtaHoBKkM [1110:
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tar -xf <uMa damna c apxusoMm> -C /ocs/pkgrepo/repos
rm <muMsa Qanjyia C apxXMBOM>

2) 3aperncTpmpoBaTh nepefaHHblin  penns  (Bepcuto), pgobasuB B damnn
/ocs/pkgrepo/meta/main.json ONUCAHME U3 NepeaaHHOro BMecTe C apxmBom meta-
danna. MyTb K dalny main.json 3a4aeTca B MapameTpe aliaS CeEKUMWU location
/pkgrepo/mobile/meta KOHPUIYpPaUMOHHOro parna /etc/nginx/conf.d/locations-
external/ocs-pkgrepo-nginx-static.location (no YMONYaHUIO KaTanor:

/ocs/pkgrepo/meta), AMBO B NapameTpe meta root KOHOUrypaumoHHOro darina

install-<Bepcusa [110>/install-ac/config/subsystems/pkgrepo/vars/ocs-

pkgrepo-nginx-static.yml cueHapue ycTtaHoBKM MMM0. Mpumep dpanna main. json:

{

"brand": "OMPCert",
"releases": [
{
"deviceModel": "p4903",
"latest": "3.0.2.23",
"versions": [
{
"version": "3.0.2.22",
"from": []
Yo
{
"version": "3.0.2.23",
"from": [
"3.0.2.22"
]
}
]
}s
{
"deviceModel": "1801lem",
"latest": "3.0.2.23",
"versions": [
{
"version": "3.0.2.22",
"from": []
Yy
{
"version": "3.0.2.23",
"from": [
"3.0.2.22"

68




PYKOBOACTBO aAMWUHMUCTPATOpPA l

— "] OTKPbITAS

MOBUJIbHAA
NNAT®POPMA

3) nepe3anycTuUTb CEPBUC ocs-pkgrepo-pkg-repo-api C MOMOLLbI KOMaHAbI:

sudo systemctl restart ocs-pkgrepo-pkg-repo-api*

4) Ans NPOBEPKU KOPPEKTHOCTM HACTPOMKM Heobxoammo BOWTM B KOHCO/b

aaMuHuUcTpaTopa MY, nanee nepeitn B KAGMUHUCTPUPOBAHME - HacTpoliku - NHTerpaums

- ObHoBneHMe OC» 1 ybeanTtbes, YTo oTobparkatoTca MMA cepBepa, MOAENN YCTPONCTB U

noctynHble Bepchn OC (PucyHok 3).

+ WHTerpauuna 4 WHTErpauum
» Cepeep NpUNOMeHWA http://ocs-emm-egress-api-gw.local/appstore/api
~ OBHoenexne OC 1 WHTerpauus
w https:/irel-ocs.ompcloud.ru/pkgrepo/mobile %
~ 3507 Inoi R7, gmp-m1-n, ag_ns220
Inoi RY 3.5.0.6,3.5.0.3,3.5.0.1, 3.4.0.86, 3.4.0.62, 3.4.0.48
gmp-m1-n 3.5.06,3.5.0.3,3.5.0.1,3.4.086,3.4062,3.40.48
ag_ns220 3.5.0.6,3.5.0.3,3.5.0.1, 3.4.0.86, 3.4.0.62, 3.4.0.48
PucyHoOK 3

2.10. YctaHoBKa MT1

2.10.1. YctaHoBKka MI1 Ha MY c NnOMOLLbIO NMPUAOKEHNA « TepMUHaN»

[na yctaHoBkM MM Ha MY ¢ nomolLbo NpuaoxKeHmna «TepmuHan» Heobxoammo

BbINMO/IHUTL Caeaytolwme AencTBUs:

1) nogkntoumts MY K NM3BM ¢ nomolubto USB-kabens;

2) Ha MY nepekuYmnThCA B pexknum «IpoTokon nepegadm myastumeama (MTP)», B

pe3ynbTaTe B OC oTobpasntca BHewHM HocuTenb «INOI R7» (PucyHok 4);
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PaBouwnit cton

il

v Ycrponctea v ancky (3)

INOIR7

v CeTtesble pacnonoxexus (1)

lNokanenein guck (C:)

mcl e —— DVD RW aunckosog (D:)
.: DVD
10,4 I'b ceoboaro n3 23716 =
PucyHoK 4

3) nepeinTn B KaTanor Downloads 1 ckonMpoBaTb B HErO 3arpy304Hbln Moaynb MI1

(RPM-nakeTbl);

3arpyso4yHbii Mmoaynb B 3aBUCMMOCTM oT Bepcum OC, Haxoamtca Ha DVD c

3arpy3oyHbiMm moaynem B KaTaJiore:

— MI1 «ABpopa LeHTp»:

/mobile apps/aurora center/<sepcmsa 0OC>/

Hanpumep,

/mobile apps/aurora center/3.2.1/ (ana OC Aspopa Bepcun 3.2.1).

— MI1 «ABpopa MapKeT»:

/mobile apps/aurora market/<mepcmsa OC>/

Hanpumep,

/mobile apps/aurora market/3.2.1/ (ana OC Aspopa Bepcun 3.2.1);

4)ucnonbzya MM MY «TepmuHan», nepenmtn B KaTanor ¢ RPM-naketamu, c

MOMOLLbIO KOMaHAbI:

cd /home/nemo/Downloads/

MpenBaputTenbHo HeobxoAMMO 3a4aTb Mapoib ANA NMPUAOKEHUA «TepmuHan».

[ns 3TOro HeobXxoAMMO BbINONIHUTL CAeAytolWMe AeNCTBUA:

— MPOBECTU MO 3KPaHy CHM3Yy BBEPX Ha IKPAHE MNPUIONKEHUM M KOCHYTbCA

3HauKa . OTOOPa3nNTCA MEHIO HAaCTPOEK;

— B MEHIO HaCTPOEK NepemnTn K pasaeny «HacTpomKa 3alnTbl»;

— BbIBPaATb NYHKT «JJOCTYN K TEPMUHANY» U CreHepupoBsaTb Naposb (1Mbo 3aaaThb

Naposb BPYYHYHO);
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5) yCTaHOBMUTb NAKeTbl, C MOMOLLbIO KOMaHAb!:

devel-su pkcon install-local *.rpm

2.10.2. YctaHoBka MIT Ha MY ¢ nomoulbto 1Y

YctaHoBKka MI1 «ABpopa MapKeT» TakKe MOXKeT OCYLLEeCTBAATLCA C nomoLlbto (1Y,
noapobHoe onncaHue NpuBeAEeHO B AOKYMeHTe «PyKOBOACTBO Moab3oBaTens. YacTb 3.

Moacuctema Mnatdopma ynpaBaeHmna».

2.11. NpoBepKa KOPPEKTHOCTU YCTAaHOBKM U GYHKLMOHMpPOoBaHMA MNMO

2.11.1. Obwme cBepeHmn

[nAa NpoBEPKM KOPPEKTHOCTU YCTAaHOBKM M dYHKUMOHMPOBaHMA MO, a Takke
cpeabl pyHKUMOHMPOBaHMA MMO B cOCTaB CUEHAPMEB YCTAHOBKM BK/KOYEHA YTUAMTA AR
dOpPMMPOBAHMA ANArHOCTUYECKOro OTYeTa.

Nna dopMMPOBaHNA AMATHOCTMYECKOTO OTYeTa HEOOXOAMMO NepeinTH B KaTanor co
CUEHApUAMM YCTAHOBKM (KaTanor: install-<Bepcusa IIO>/install-ac/) M BbINOAHUTb

KOMaHAy:

ansible-playbook play-diagnostic-report.yml -i inventories/hosts.yml -
vv —-user <uM4d I[I0JIL30BaTeJyId>

B pe3ynbTaTe BbINOAHEHMA KOMaHAb! B KaTanore report byaeTt cdopmmpoBaH dpain
B report.html.

[OuarHoctnyeckmin ot4yet dopmupyetca B Buae ¢panna B popmate HTML n
COAEPXUT cneaytouime pasaensi:

— obuwan nHpopmauma o ctatyce cepsumcos [M0;

— 06uwan nHdopMaLma O cTaTyce KOMMNOHEHTOB cpebl PyHKLMOHMPOBAHMA,

— pasagensl, coaepKallime AeTanbHy MHPOPMaLmMio 06 oTaeNbHbIX cepBucax MMO

M KOMMNOHEeHTax cpebl PyHKLUMOHUPOBAHMA.
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2.11.2. OnncaHue napameTpoB AMArHOCTUYECKOro OT4yeTa

2.11.2.1. Pa3gen «Disk Space»

MHPopMaLMa 0 NOIHOM U AOCTYNMHOM 0H6beme AMCKOBOro npocTpaHcTea ana Mo

npueeseHa Ha pucyHKe (PUcyHok 5).

Disk Space

Mount point

Size total, MiB Size available, MiB

Availability, %

/boot

/home

864.34
46308.92
43128.35

1014.00
51175.00
45729.66

PUCYHOK 5

85.24
90.49
94.31

OnucaHne Ha3Ha4vyeHuA CTOJ'I6LI,OB Ta6f|l/|L|,bI, d TaKXe l/IHd)OpMaLI,l/IFI O BO3MOXHbIX

3Ha4yeHuAx npueeaeHsbl B Tabanue (Tabanua 12).

Tabnumua 12
HassaHue BO3MOKHble 3Ha4YeHUA
OnucaHue

ctonbua (npumepbl 3HaYeHMN)
Mount KaTtanor, K KoTopomy MOHTUpyeTca ¢pannosoe |lyTb K KaTanory,
points XpaHUANLLLE (TOYKA MOHTMPOBAHMA) Hanpumep: /home.
Size total, |Pa3mep $pannoBoro xpaHuMAnLLa, Ob6bem pmU3nYeckon NnamaTu
MiB NPUMOHTUPOBAHHOIO K 33a1JaHHOMY KaTanory B M6, Hanpumep: 45729,66
Size Ob6bem cBoboAHOro mecTta B pannoBom Ob6bem pn3nyeckon NnamaTu
available, |xpaHunuLe, NPUMOHTUPOBAHHOIO K B M6, Hanpumep: 43128,35
MiB 3a,aHHOMY KaTanory
Availability, |O6bem cBoH60AHOrO MecTa B painioBOM OT1 0 go 100, Hanpumep:
% XpaHWauMLWe B NPOUEHTHOM COOTHOLIEHMWN 94.31

(K nonHOMY 0HbeMy)

B cnyvae ecnn obbem cBoboaHOro mecta B MeHee 15%, TO Nosie 3aKpallMBaAETCA KPaCHbIM

LBETOM

2.11.2.2. Pa3gen «Systemd Unit Status»

B naHHOM pa3aene npuBeaeHa obuwaa nHpopmauma o ctatyce cepsucos MMO n

KOMMNOHEHTOB cpebl PYHKUMOHNPOBAHNSA M COCTOUT U3 CAeayroLWmMX Noapa3ae os:
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2.11.2.2.1 OCS Targets

NMHdopmauma o6 asToszanycke cepsucos [MNO (HanMuMmM KOHPUrypauUMOHHbIX

dalinoB 3anycka rpynn CepBMCOB *.target B aBTO3anycKe) NpuBeAeHa Ha PUCYHKe

(PucyHoK 6).

Systemd Unit Status

Service name

Status

OCS Targets

ocs-appstore-admin-api-gw.target
ocs-appstore-adminconsole-ui.target
ocs-appstore-applications-api.target
ocs-appstore-client-api-gw.target
ocs-appstore-dev-api-gw.target
ocs-appstore-devconsole-ui.target
ocs-appstore-egress-api-gw.target
ocs-appstore-settings-api.target

ncs-annctare taraet

enabled
enabled
enabled
enabled
enabled
enabled
enabled

enabled

anahled

PUCyHOK 6

OnucaHne Ha3Ha4vyeHuA CTOJ'I6LI,OB Ta6f|l/|L|,bI, d TaKXe l/IHd)OpMaLI,l/IFI O BO3MOXHbIX

3HaYyeHuAx npueeaeHsbl B Tabanue (Tabanua 13).

Tabnunua 13
HassaHue Bo3MoxKHble 3HaveHuA (npumepbl
OnucaHue
ctonbua 3Ha4YeHuN)
Service MmA KoHDUIypaLMOHHOTO Bo3moXHble 3Ha4YeHUA onpeaenaroTca
name daiina 3anycka rpynnoi nepeyHem cepsucos MO n nmetot
cepBuncos Cﬂe,ﬂ,yI-OLLl,l/IlZ CI)OpMaT <uMsa TPYIIIIH
cepBmuCcOB>.target, HANpPpMMepP: ocs-
appstore-admin-api-gw.target.
Status NHbopmauma o npucyTcTemmn enabled - NPUCYTCTBYET B aBTO3aMnycke
KoH®UrypaumoHHoro danna disabled - OTCYTCTBYET B aBTO3anycKe
3aMycKa rpynmbsl CEpBMUCOB B
aBTO3anycke
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2.11.2.2.2 OCS Services

NHdopmauma o ctaTyce cepsucos INMO npuseaeHa Ha pucyHKe (PucyHok 7).

OCS Services
ocs-appstore-admin-api-gw(@0.service active (running)
ocs-appstore-adminconsole-ui@0.service active (running)
ocs-appstore-applications-api@o0.service active (running)

ocs-appstore-client-api-gw(@0.service

ocs-appstore-dev-api-gw(@0.service

ocs-appstore-deveonsole-ui(@0.service

ocs-appstore-egress-api-gw(@0.service

. . .
ocs-appstore-settings-api(@0.service

nee auth annnn

active (running)
active (running)
active (running)
active (running)

active (running)

nte_annlicatinne ani/@N carmmnna actizia {minninal

PucyHoK 7/

OnuncaHmne Ha3HavyeHuA CTO/'I6IJ,OB Ta6/'ll/ILI,bI, d TaKxke l/lHCI)OpMaLI,Mﬂ O BO3MOXHbIX

3Ha4yeHuAx npueeaeHsbl B Tabanue (Tabanua 14).

Tabnuua 14
HassaHue
OnucaHwne Bo3moKHble 3HaueHna (NnpumMepbl 3HaYEHNN)
ctonbua

Service Ha3BaHue BO3MOKHble 3HaYeHMA ONpeaenArTCA Nepe’yHeM CEPBMUCOB

name cepswuca MO MMNO 1 umetoT cneayowmm GoOpPMaT <mmsa TPYIIILL
CepBMCOB>@<HOMEp B3K3eMIISpa CcepBUCa B
Tpynne>.service, HANPUMEP: ocs-appstore-admin-
api-gw@0.service.

Status NMHbOopmauma 0 |active (running) - CEPBUC 3aNYLLEH W BbINOAHAETCA;

cTaTyce cepBuca

activating - CEPBUC 3anycKaeTcs;
deactivating - CEPBMUC BbIKAOYAETCH;
inactive - CEPBUC BbIK/OYEH;

failed - npu 3anycke cepBuca NpomsoLia owmnbka

2.11.2.2.3 Mandatory services

MHPopMaLma o cTaTyce CepBMCOB — KOMMOHEHTOB cpeapbl GYHKLMOHUPOBAHMSA

npueegeHa Ha pucyHKe (PucyHok 8).
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Mandatory services

consul-template.service

consul.service

nats-s treammg— server.service

nginx.service

postgresql-11.service

postgresql.service

running / enabled
running / enabled
running / enabled
running / enabled

running / enabled

PUcyHOK 8

OnuncaHmne Ha3HavyeHuA CTO/'I6LI,OB Ta6/'ll/ILl,bI, d TaKXke I/IHC])OpN\aLl,l/IFI O BO3MOXHbIX

3HaYeHuAxX NnpueeaeHsl B Tabauue (Tabanua 15).

Tabnnua 15
HassaHue 5
OnucaHwne Bo3moKHble 3HaueHna (NnpuMepbl 3HAYEHNN)
ctonbua
Service Ha3BaHue cepBuca |Bo3MOXKHble 3HAYEHNA MMEIOT CaeayowmMin opmat
name KOMMOHEHTa Cperu‘bl <umM4 CepBMOa>.SerVice " OlIpenesidinTcAd
DYHKLUMOHMPOBaHUs | Pa3apBoTumiom. [MepeyeHb BO3MOKHbIX 3HAYEHUN:
consul-template.service
consul.service
nats-streaming-serever.service
nginx.service
postgresgl-11.service
postgresqgl.service
Status NHdopmaumsa o active (running) - CEPBWC 3anyLLEH N BbIMOJIHAETCH;

cTaTyce cepsuca

activating - CEPBUC 3anycKaeTcs;

deactivating - CEPBUC BbIKIOYAETCA,;

inactive - CEpPBUC BbIKNOYEH;

failed - Npu 3anycke cepsurca NPOM3oLLa OLWNDKA;
enabled - CEPBUC NPUCYTCTBYET B aBTO3arMyCKe;
disabled - CEPBNC OTCYTCTBYET B aBTO3arMyCKe;

missed - KOMNOHEHT OTCYTCTBYET
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2.11.2.3. Pasgen «OIDC Clients»

NHbopmauma o6 OIDC-knneHTax NpmseaeHa Ha pucyHke (PrucyHok 9).

OIDC Clients
auth-admin-console
Redirect URL:  hitp://ocs-app.local:8009/auth/admin.
Audience: ocs-auth-admin-api-gw

Scopes: [opemid] [offline] [accountiread] [account:changePassword] [account:update ]
[account:delete ] [audit:read] [sessionread] [service:read]

aps-admin-console
Redirect URL: http://ocs-app.local:8009/appstore/admin
Audience: ocs-appstore-admin-api-gw

Scopes: [openid] [offline] [accountiread] [application:read] [dashboard:read] [dashboard:update ]
[releaseread ] [releaseupdate] [iconread] [category:read] [customerKeyPairread ]
[ customerKeyPairupdate ] [ service:read ]

PucyHoK 9

Mo kaxxaomy OIDC-KnneHTy NnpmBeaeHa cneaytollaa nHbopmaumsa:
— maeHTndunKaTop OIDC-kAMeHTa (HanpuMep, emm-admin-console);
— B none «Scope» npuBeAeH nepeyeHb AeUcTBMin  (npas)

OIDC-KknuneHTy;

AOCTYMHbIX

— B none «Return/redirect URI» HaxoauTcs cnucok URI gns aBTomaTUyeckoro

nepexoda AnAa aBToOpnM3oBaHHOIO N HEABTOPN3OBAHHOIO MNOJ/1Ib30BATE/A;

— B none «Audience» YKA3dHO Ha3BaHMWE WAK3a A0CTyMa, KOTOprVI n ABNAETCA

OIDC-KnmneHToM.

2.11.2.4. Paspen «Consul Services Registration»

Ha pucyHke (PucyHok 10) oTobpaykaeTca npumep cTaTyca permcrpaumm cepsmcos

B cucTeme obHapykeHua cepsucos (Consul).

Consul Services Registration

Service name Code Status
ocs-appstore-admin-api-gw 200 passing
ocs-appstore-client-api-gw 200 passing
ocs-appstore-dev-api-gw 200 passing
ocs-auth-admin-api-gw 200 passing
ocs-auth-public-api-gw 200 passing
ocs-emm-admin-api-gw 200 passing
ocs-emm-device-api-gw 200 passing
ocs-pkgrepo-admin-api-gw 200 passing
ocs-pkgrepo-device-api-gw 200 passing
PucyHok 10
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OnuncaHMe HasHayeHua CToNbLUOB Tabanubl, a TakKe MHGOPMALIMA O BO3MOKHbIX

3Ha4yeHuAxX NnpueeaeHsbl B Tabanue (Tabanua 16).

Tabnunua 16
HassaHue
OnucaHue Bo3mOKHble 3HaueHUA (NpuMepbl 3HaYEHN)
ctonbua
Service HassaHwe cepsuca [0 BO3MOHble 3Ha4YeHnA onpeaenatTcA
name nepeyHem cepsucos (1110
Code Kog http-oTseTa Bo3MOXHble 3HaYeHMA onpeaenatoTcs
npoTokosiom HTTP
Status NHdopmaumsa o cTaTyce BO3MOXHble 3Ha4YeHMA onpeaenAatTcA
perncTtpaumm cepsmca B Consul. CtaTyc «passing» 03Ha4aeT, YTo
cnucteme obHapyKeHua NpoBepKa NponaeHa ycnewHo
cepsucos (Consul)

2.11.2.5. Pa3pgen «Consul Cluster Endpoints Availability»
MpoBepKa AOCTYMHOCTM UMHTEPPENCHbIX GYHKUMA CUCTEMbI  OOHapYXKEeHUS

cepsucos (Consul) npeactaBneHa Ha pucyHke (PucyHok 11).

Consul Cluster Endpoints Availability

Node:Port Availability
inp1int03.ompcloud:8300 OPENED
inp1int03.ompcloud:8301 OPENED
inp1int03.ompcloud:8302 OPENED
inp1int03.ompcloud:8500 OPENED
inp1int02.ompcloud:8300 OPENED
inp1int02.ompcloud:8301 OPENED
inp1int02.ompcloud:8302 OPENED
inp1int02.ompcloud:8500 OPENED
PucyHok 11

MNepeyeHb MHTepdencHbIX GyHKUMN Consul npuseaeH B AokymeHTaumm Ha Consul
(https://www.consul.io/docs/install/ports). WHPopmauma no AOCTYNHOCTU
nHTepdencHolx GyHKUMIM  Consul npepocTaBnaeTcs TONbKO B C/AyYae KAACTEPHOM
(MHOroHOA0BOW) KOHGUTYpaLUK.

OnuncaHne HasHavyeHus cToNbLOB TabaumLbl, @ TakKe MHOOPMALMA O BO3MOXKHbIX

3Ha4yeHuAx npueedeHsbl B Tabanue (Tabanua 17).
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Tabnnua 17
HassaHue
OnucaHue Bo3moKHble 3Ha4YeHMA (NpuMepbl 3Ha4YeHUI)
ctonbua
Node:Port |Aapec dyHKkumMn  |Agpec dyHKUMM NpeacTaBieH B cneaytowem ¢opmaTe:
<yMsa XOoCcTa>: <HOpT>.
[poBepKa BbIMOAHAETCA TONbKO ANA QYHKLUMI
AOCTYMNHbIX Ha cneaytouwmx noptax: 8300, 8301, 8302,
8500.
Hanpumep: inplint03.ompcloud: 8300
Availability |CraTyc B cnyyae AOCTYNHOCTM QYHKUMM MPUHMMAET 3HaYEeHMEe
AOCTYNHOCTU «OPENED».
byHKUMM B MHOM cny4vae BbIBOAMTCA KO OLWIMOKM M COODLLEHME,
onpeaenaemoe Consul

2.11.2.6. Pa3gen «Consul Service Health Check»

Cratyc pernctpaumm cepsucos MMO B cucteme obHapyxeHua cepsmucos Consul

npeacTaB/eH Ha pucyHke (PucyHok 12).

Consul Service Health Check

service_location

http://oes-app.local:80/ocs-appstore-admin-api- gw/admin‘health/ocs-appstore-
admin-api-gw

http://ocs-app.local:80/ocs-appstore-adminconsole-ui/admin/health/ocs-appstore-
adminconsole-ui

http://ocs-app.local:80/ocs-appstore-applications-api/admin/health/ocs-appstore-
applications-api

http://ocs-app.local:80/ocs-appstore-client-api-gw/admin/health/ocs-appstore-client-

api-gw

http://ocs-app.local:80/ocs-appstore-dev-api-gw/admin/health/ocs-appstore-dev-api-

http://ocs-app.local:80/ocs-appstore-deveonsole-ui/admin/health/'ocs-appstore-
devconsole-ui

ocs-appstore-admin-api-gw 200
ocs-appstore-

PP . 200
adminconsole-ui
ocs-appstore-applications-

. 200
apl
ocs-appstore-client-api-gw 200
ocs-appstore-dev-api-gw 200
w
ocs-appstore-devconsole-ui 200
acs-annstore-sgress-ani-ow 200

http://ocs-app.local:80/ocs-appstore-egress-api-gw/admin‘health/ocs-appstore-

PucyHok 12

OnucaHue HasHavyeHuA CcToNbLOB TabAnLbl, @ TakKe MHPOPMALMA O BO3MOMKHbIX

3HaYyeHuAx npueeaeHsbl B Tabanue (Tabanua 18).
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Tabnnua 18
HassaHue .
OnucaHune Bo3MOXHble 3HaYeHMA (MpumMepbl 3Ha4YEeHNN)
ctonbua
MNepBbln HasBaHue cepsuca MO [Bo3MoXKHble 3HaYeHMsa ONpeaenatnTca NnepevyHem
cTtonbey, cepsucos [M0. 3eneHbIn LUBET HAa3BaHMA cepBMUCa

rOBOPWUT O TOM, YTO CEPBUC GYHKLMOHNPYET B
LWITAaTHOM pexunme

BTropow Kog http-oTseTa Bo3MOXHble 3HaYeHMA oNpeaenaTca NPOTOKO/I0M
cTonbel, HTTP
Tpetun url-agpec dyHKUMM CopepuT url-agpec dyHKumm «healthcheck»,
ctonbel, (endpoint) cepsuca KOTOpas BO3BpallaeT MHPOPMaLMIO O cTaTyce
«healthcheck» cepBuca
[lepeyncieHHble 3arosoBKM "service location", "expose location",

"service vhost", "expose port" —3TO peXWMbl paboTbl consul-template.
2.11.2.7. Paspen «Cluster Nodes Reachability»
Pe3ynbTaT NpoBepKM AOCTYNHOCTM CepBepoB (HOA) KnacTepa nNpeacTaBleH Ha
pucyHke (PucyHok 13).

Cluster Nodes Reachability

Node Reachable
ocs-app.local OK
PucyHok 13

OnucaHue Ha3zHadyeHua cToNbLOB TabanLbl, @ TakKe MHPOPMALMA O BO3MOXKHbIX

3HaYyeHuAx npueedeHsbl B Tabanue (Tabanua 19).

Tabnuua 19
Ha3ssaHue
OnucaHue Bo3moOXKHble 3Ha4eHUA (NpUMepbl 3Ha4YEHNI)
ctonbua
Node Anpec cepsepa Onpepenaetca AOMEHHbIMU MMEHAMM XOCTOB
(xocTa)
Reachable |MHpopmauma o MoreT NpuHMMaTh 3HaYeHua: «OK» (B cnydae
AOCTYNHOCTU NOCTYMHOCTM) UNK coaep»KaTb cooblleHme 0b
cepsepa OLIMDKe, KOTOPOE BEPHET YTUAMUTA ping
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2.11.2.8. Pa3gen «Nginx Service Proxy»

NHbopmauma o npoBepke KOHPUTrypaummn banaHCMpPOoBLLMKA MMKpocepBmncos Nginx

Web Server ans Kaxaoro cepsuca NMO npuseneHa Ha pucyHke (PucyHok 14).

Nginx Service Proxy

Service name Upstreams Virtual server
ocs-appstore-settings-apl OK
ocs-appstore-adminconsole-ui OK
ocs-pkgrepo-egress-api-gw OK
ocs-auth-idp-ui OK
ocs-pkgrepo-pkg-repo-api OK
ocs-auth-admin-api-gw OK
mnn arith coerar maalalia L7
PucyHok 14

OnuncaHne HasHavyeHns CToNbLOB Tabauubl, @ TakKe MHGOPMALMA O BO3MOXKHbIX

3HaYyeHuAx npueeaeHsbl B Tabaunue (Tabanua 20).

Tabnuua 20
HassaHue BO3MOXHble 3HaYeHus
OnucaHue

cTtonbua (NpMmepbl 3HaYEHUI)
Service HassaHwe cepsuca [1MM0O BO3MOXHble 3Ha4YeHnA
name onpenenAaArTCca nepevyHem

cepsucos [1110
Upstreams |Koan4ecTBO 3K3eMNAAPOB CePBUCA, 3a4aHHbIX | LlenoyncneHHble 3Ha4YeHnA
B KOHPUrypaumoHHOM panne Nginx oTlpaon

Virtual NHopmauma o Hanmume cekumm «server» ana|«OK» - cekums server
server yKa3zaHHoro cepsuca NMMO B npuCyTCTBYET

KOHPUrypaumoHHom dpanne Nginx.

B AaHHOM CeKumMM 3a4aHbl HACTPOMKM
«BMPTyanbHoro» cepsmca MO, KoTopbIn
OCYLLEeCTBNAET NepeHanpaBaeHne
(npokcupoBaHme) http-3anpocos Ha
«peasibHble» 3K3eMNAAPbI cepBuca

«No server block
found!» - cekumAa
oTCcyTCTBYET
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2.11.2.9. Pa3pen «Filestorage Configuration»
NHbopmauma o kKoHurypaumm dannosbix xpaHuamnu, MM n MOOC npeacTasaeHa

Ha pucyHke (PucyHok 15).

. \ .
Filestorage Configuration
. Fﬂfgrgragelgcaﬂon: focs/appstore/applications-api (8755 ocs:ocs)
Configuration file:
fvarfocs/appstore/ocs-appstore-applications-apifocs-appstore-applications-api.yml
» Filestorage location:
Configuration file: If\\s

fvar/ocs/appstore/config.yml

» Filestorage location: {not exists)

PucyHok 15

HacTpoiika «Filestorage location» coaep*mT NyTb K KaTanory u ero ctaTyc.
B HacTpomnke «Configuration file» ykaszaH KoHPUrypauMoHHbIA dalin, B KOTOPOM

3a4aH NyTb K aIoBOMY XpPaHUAMLLY.
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3. YNPABNEHUE KOMIOHEHTAMMU CPEAbI ®YHKLUNOHWUPOBAHUA,
CEPBMCAMW, HACTPOMKAMW CEPBMCOB U MOACUCTEM

3.1. YnpaBneHne KOMNOHEHTaMM cpeabl PyHKUMOHUpoBaHMA MMNO

YnpasneHune cepsucamm MO 3akAO4aeTcA B KX YCTaHOBKe, OOHOBAEHUM W
YAANEeHUM, M OCYLLECTBAAETCA C MOMOLLbI CKpUNTa deploy-infra.sh M3 KaTasora
install-<sepcmusa [IO>, CO34aHHOrO Ha 3Tane pa3BepTbiBaHMA ynpasaaowen MNIBM
(cm. nogpaspen 2.3).

dopmaT KOMaHAbl YyNpaBAEHUA CePBUCAMN MMEET CAeAYHOLLINI BUA:

ANSIBLE USER=<mmMmsa nosbz3osarens> ./deploy-infra.sh <napamerper> --extra-
vars "force upgrade=true"

OnuncaHne napameTpoB KOMaHAb! YNpaBAeHWA:

1) <ums nosbzoBaTENT>

B napameTpe yKa3blBaeTCA MMA NMPUBUAETMPOBAHHOIO sudo-noab3oBaTena, noj
KOTOPbIM HacTpoeH SSH-aocTyn K cepBepam npunoxeHni n b/.

2) -A, --action

[laHHbIM NapameTp 3aaeT AeNCTBME, KOTOPOe HEeOBX0AMMO BbINMOAHUTD.

[MapameTp MOXKeT NPUHUMATL CaeayoLlme 3HaYeHNA:

— napameTp OTcyTCcTByeT - OyaeT BbIMOMHEHA YCTaHOBKA MAM o0b6HOBAEHME
KOMMOHEHTa (KOMMNOHEHTOB);

— flush all - 6yaeT BbINONHEHO yAaNeHNEe KOMNOHEHTa (KOMMNOHEHTOB).

3) -c¢, --components

[laHHbIM NapameTp 3aaeT KOMMNOHEHT cpeabl PyHKLUMOHMPOBAHMA, A1A KOTOPOro
OyaeT BbIMONHEHA KOMaHAa ynpaBneHus. [apameTp MOXKET MPUHMMATbL caeayrolme

3Ha4YeHnA:
— dnsmasqg;
— nginx;
— consul;

— consul-template;
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nats-streaming-server;
— redis;
— OocCs-user;

— db.

B AaHHOM NnNapaMeTpe MOXET 3a1aBaTbCA CMMCOK NOACNCTEM, HANPUMEP:

—--components dnsmasqg, nginx

Mo ymonyaHuio (ecnn napameTp Ha 3a4aH) KomaHaa ynpasneHus 6yaet
NPUMEHEHa KO BCEM KOMMNOHEHTaM.

4) -d, --database

[aHHbIn napameTp 3aaaeT Bepcuto CYB/, PostgreSQL.

[MapameTp MOXKeT NPUHMMATL Cedytolie 3HAYeHNA:

— «11» - npun ncnonbsosaHuum CYB/, PostgreSQL 11;

— «12» - npun ncnonb3zoBaHum CYB/ PostgreSQL 12.

Mpu oTcyTCTBMM NapameTpa byaeT yctaHosneHa CYB/ PostgreSQL 11.

B cnydvae, ecim B nepeyHe KOMMNOHEHTOB (MapameTp --components) oTcyTCcTByeT
CYB/l, To 3Ha4eHne AaHHOro napameTpa byaeT UTHOPMPOBATHLCA.

5) --skip-database

[Mpn Hannumm gaHHoro napametpa CYb/l He ycTaHaBAMBaAETCA.

6) -1, --limit

[laHHbIM NapameTp 3aJaeT nepeyeHb XOCTOB, ANA KOTOpbiX OyaeT BbIMOAHEHA

KOMaHZa ynpas/ieHusa, Hanpumep:

-—-1limit exampleOl.omp,example02.omp

Mo ymonyaHuio (ecan napameTp Ha 3a4aH) KOomaHAaa ynpasneHus 6yaet
NPMMEHEHa KO BCEM XOCTaM COI/TaCHO MHBEHTApHOMY ¢alny inventories/hosts.yml.

7) —e, --extra-vars

B OaHHOM napameTpe nepeaatoTca BHELWHME MNepemMeHHble A/1A CKPUMNTOB
pa3BepTbiBaHMA. B MNIMO ncnonb3ytoTca cneaytolime BHeWHME NepeMeHHbIe:

— force upgrade=true - CAYXWUT AAA NPUHYAUTENBHOTO OOHOBNEHWA

KOMMNOHEHTOB cpeabl dyHKLUMOHKpoBaHMA MMIM0;

83




— "] OTKPbITAA
PYKOBOACTBO aAMWUHMUCTPATOpPA MOBWUJIbHASA
l NNAT®O0PMA

— pg_slave recreate=true - CAYXUT AN8 UHMLMANU3ALMN peNanKK B,
8) --help

BbiBOA, CNPAaBOYHON MHPOPMALMN.

[MpMMepbl KOMaHA yNpaBAeHUsA:

1) YCTaHOBKa Nan 0bHOB/IEHME BCEX KOMMOHEHTOB:

ANSIBLE USER="omp" ./deploy-infra.sh --database "11" --extra-vars
"force upgrade=true"

2) ycTaHOBKa nam obHosneHMe Nginx Ha XOCTe ocs-app.local:

ANSIBLE USER="omp" ./deploy-infra.sh --components nginx --limit ocs-
app.local --extra-vars "force upgrade=true"

3) yaaneHune Nginx:

ANSIBLE USER="omp" ./deploy-infra.sh --components nginx --action
flush all

4) nony4yeHme cnpaBoYHOM MHPOPMaLIUK:

./deploy-infra.sh --help

3.2. YnpasneHue cepsucamu MO

YnpasneHue cepsmcamu MMNO 3aKkNt04aeTCa B UX YCTaHOBKE, 3aMyCKe, OCTAHOBKE,
nepesanycke, M3MeHeHUN HaACTPOEK M OCYLLECTBASETCA C MOMOLLbIO CKpMNTa deploy-
ac.sh u3 xaranora install-<sepcus I[IO>, CO34aHHOIO Ha 3Tane pa3BepTbiBaHMA
ynpasasatouwer M3IBM (cm. n. 2.3.9).

dopmaTt KOMaHZbl yNpaBaeHUa cepBncamm MMeeT caeayoumin Bua;

ANSIBLE USER=<muMsa nojbs3obaTensa> ./deploy-ac.sh <napameTpsr>

OnucaHMe NnapameTpoB KOMaHAbl YNpaB/ieHUA:

1) <uma nonbpzoBaTena>

B napameTpe yKa3blBaeTCA MMA NPUBUAETMPOBAHHOIO sudo-noab30BaTenA, Noj
KOTOPbIM HacTpoeH SSH-aocTyn K cepBepam npuaoxeHni n b/.

2)-s, --subsystems

[laHHbIM NapaMeTp 3a4aeT NoACUCTEMY, ANA KOTOPON DyAeT BbINO/SIHEHA KOMaHAa

ynpasneHua. MapameTp MOXKeT NPUHMUMATb CaeaytoLlme 3HaYeHNA:
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— auth (ons MNB);
— appstore (ana NMM);
— emm (gna NYy);
— pkgrepo (ana NOOC).

B AaHHOM NnapaMeTpe MOXET 3a4aBaTbCA CMUCOK NOACUCTEM, HallpMUMep:

—--subsystems auth, appstore, emm, pkgrepo

Mo ymon4aHuio (ecnv napameTp Ha 3aZlaH) NapameTp MMEeeT 3HaYeHue:

--subsystems auth, appstore, emm, pkgrepo

3) -a, --apps
[laHHbIM NapameTp 3afaeT nepeyeHb CEPBUCOB, ANA KOTOPbLIX ByAeT BbINOAHEHA

KOMaHAa ynpasaeHuns. Hanpumep:

—-—apps ocs—auth-adminconsole-ui, ocs-appstore-adminconsole-ui

Ecnn HeO6XO,£I,l/IN\O BbINMO/HNUTb KOMaHAY Cpa3y A/14 BCeEX CeEPBUCOB NOACNCTEMDI, TO
H€O6XO,£I,MMO nepeyvyncanTb 4epes 3anATyro BCe CepBMCbl MOACUCTEMBI, nmbo 3a4aTb

3Ha4vYeHne napamMeTpa:

-—apps all

Mo ymon4yaHuio (ecam napameTp He 3af1aH), TO NapameTp MMeeT 3HadeHue «all».

B cnyyae ecnm 3agaHHble B MapaMeTpe «——apps» CEPBUCHI HE COOTBETCTBYHOT 3a4aHHbIM
B MapameTpe «--subsystems» MNOACUCTEMAM, TO YMNPaBAAKOWAA KOMaHAa K TaKUM
cepBMcam NpuUMeHeHa He byaeT. Mpu 3TOM ynpas/ieHne WA3amm 4ocTyna (cepsucamu
LWA030B A0CTyrna) OCYWECTBASETCAs B pamMKax TOM MOACUCTEMbI, AN KOTOPOM OHMU
npeaHasHadyeHbl. CocTaB nogcuctem npmuseaeH B Tabamue (Tabaunua 21)

Tabnuua 21
3Ha4yeHMe napameTpa Cepswucel
«--subsystems» (3HayeHne napameTpa «--apps»)
N6
auth ocs-auth-admin-api-gw

ocs—-auth-public-api-gw

ocs-auth-server-public-proxy

ocs-auth-idp-api

ocs-auth-accounts-devices-api

ocs—-auth-accounts-users-api
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3HayeHWe napameTpa
«--subsystems»

Cepswuchbl
(3Ha4yeHMe napameTpa «--apps»)

OoCsS—

auth-server—-admin

OoCSsS—

auth-server-public

oCs—

auth-audit-api

oCs—

auth—-adminconsole-ui

OoCsS—

auth-idp-ui

LY

appstore

OoCSsS—

appstore-applications-api

OoCSsS—

appstore-settings-api

OoCSsS—

appstore-adminconsole

oCs—

appstore-devconsole-ui

oCcs—

appstore-admin-api-gw

oCcs—

appstore-client-api-gw

oCcs—

appstore-dev-api-gw

oCcs—

appstore-egress-api-gw

ny

emm

oCcs—

emm-applications-api

oCcs—

emm-dispatcher-api

oCcs—

emm-devices-api

oCcs—

emm-state-manager-api

oCcs—

emm-enrollments-api

oCcs—

emm-policies-api

oCs—

emm-reports-api

oCcs—

emm-users-api

oCs—

emm-journal-api

oCs—

emm-Jjobs-api

oCs—

emm-adminconsole—-ui

oCcs—

emm-admin-api-gw

oCs—

emm-device-api-gw

oCs—

emm-egress—-api-gw

MoOC

pkgrepo

oCs—

pkgrepo-pkg-repo-api

oCs—

pkgrepo-device-api-gw

oCcs—

pkgrepo-admin-api-gw

oCs—

pkgrepo-egress—-api-gw

4) -p, --action
[aHHbIK NapameTp 3aaaeT
MepeyeHb AOMNYCTUMbIX AENCTBUI

npueeaeHbl B Tabanue (Tabnnua 22).

[EeNcTBne, KoTopoe HeobxoAMMO BbIMOJHAUTH.

n CcooTBeTCcTByrOwme UMM 3HAYEHUA MNapamMeTpa
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3HauyeHne napameTpa «apps» Hencreune
deploy YcTaHOBKa
start 3anyck
stop OcCTaHOBKa
restart Nepesanyck
config l3meHeHWne HacTpoeK (NnepeycTaHOBKa
KOHPUrypaumoHHoro daina)
flush all Yaanenue

Mo ymonyaHuto (ecnm napameTp He 3aZaH) NapaMeTp MMeeT 3Ha4YeHue deploy.
5) -C, --clients
[aHHbln napameTp 3agaet OIDC KAMEHTOB, AN KOTOPbIX OyAeT BbINO/JHEHA

KOMaHaa ynpasneHua. Hanpumep:

--clients auth-admin-console, aps—-admin-console

Ecan HeobxoaAMMO BbIMOAHUTL KOMaHAy cpa3y ana Bcex OIDC KAMeHTOoB, TO
HeobxoaMmMo nepevncanTb Yepes 3anaTyto Bce OIDC knmeHTbl, AMbBO 334aTb 3Ha4YeHMe

napameTpa:

-—-clients all

Mo ymonyaHuto (ecam napameTp He 3aZlaH) NapaMeTp MMeeT 3HaYeHne all.

6) -d, --database

[aHHbln napameTp 3aaaeT CYB/, KoTopana ycTaHoBAeHa Ha cepBepe b/l. MapameTp
MOXeT NPUHUMATb Caeaylowme 3HaYeHmA:

— 11 (nna CYBA PostgreSQL 11);

— 12 (nna CYBA PostgreSQL 12);

— 11-pro (ana CYB/ Postgres Pro 11);

— 12-pro (gnsa CYB/ Postgres Pro 12).

Hanpumep:

-—-database 11

Mo ymonyaHuio (ecam napameTp He 3afaH) NapameTp MMeeT 3HadeHne «11y».
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7) --help

BbiBOA, CNPaBOYHOM MHOPMALUN.
Mpumepbl KOMaHA, ynpaBaeHus:

1) octaHoBKa Bcex cepsucos MMM:

ANSIBLE USER=omp ./deploy-ac.sh --action stop

2)3anycKk CepBMCOB ocs-appstore-applications-api W ocs-appstore-

adminconsole NMM:

ANSIBLE USER=omp ./deploy-ac.sh --apps ocs-appstore-applications-
api,ocs—appstore-adminconsole —--action start

3) nonyyeHme cNpaBoYHON MHPOPMALMN:

./deploy-ac.sh --help

3.3. YnpaBneHue HacTponkamm cepsmcos 1 noacuctem Mo

YnpaBneHue HacTpolkamn cepBmncos m noacuctem MMNO MONKET OCyLLeCTBAATHCA

ABYMA cnocobamu.
3.3.1. Cnocob 1 (pekomeHayemblit)

[na v3meHeHMA HacTpoek cepsucoB M noacuctem (MO AaHHbIM cnocobom
HeobXoAMMO BbIMONHUTL CAeaytolWme AeNCTBUA:

3.3.1.1. 3apaTb Tpebyemble 3HaYEHUS NAPaAMETPOB B KOHPUIypaLMOHHbLIX dalnax
cueHapueB ycTaHoBKM noacuctem [MO. OnucaHue napameTpoB KOHPUIypPaLMOHHbIX
dannos cueHapues ycTaHoBKM noacuctem MNMO npuBeaeHo B noapasaene 8.3 HACTOALLETO
[OKYMEHTa.

3.3.1.2. NepeycTaHOBUTb KOHPUIypaLUMoHHbIe dalibl C NOMOLLbIO CheaytoLen
KOMaHApb!:

— [b:

ANSIBLE USER=<umMsa nojes3o0paTensa> ./deploy-ac.sh --subsystems auth --
action config

— [1M:

ANSIBLE USER=<umMsa nojes3obaTensa> ./deploy-ac.sh --subsystems appstore -
—action config
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— [1Y:

ANSIBLE USER=<umMsa nojes3oparens> ./deploy-ac.sh --subsystems emm --

action config

— MOOC:

ANSIBLE USER=<umMsa nojes3oparens> ./deploy-ac.sh --subsystems pkgrepo --

action config

3.3.2. Cnocob 2

Ana nM3meHeHWMA HaACTpPOeK CepBMCOB WM MOACUCTEM MO AaHHbIM cnocobom

HeOOX0AMMO BbINONHUTL CAeaytolme AeNCTBUS:

3.3.2.1. 3apaTb Tpebyemble 3HAYEHMA NAPAMETPOB B KOHPUIYPaLMOHHbIX darinax

cepsucos u noacuctem MMO. OnucaHMe napameTpoB KOHOUIYpPaLMOHHbIX daios

cueHapues ycTaHoBKK noacuctem MMNO npuseaeHo B pasaenie 8 HaCTOALLEro JOKYMEHTa.

3.3.2.2. Nepe3anyctutb Tpebyemble CEPBUCHI C MOMOLLbIO CAeayoLWen KOMaHabl:

— [1b:
ANSIBLE USER=<umMsa noje3opaTens> ./deploy-ac.sh --subsystems auth --
apps <mnepeueHb cepBucoB IIB> —--action restart

— [1M:
ANSIBLE USER=<muMmsa nojsb3obaTensa> ./deploy-ac.sh --subsystems appstore -
-apps <IepeueHb cepBUCOB IIM> --action restart

— [1Y:
ANSIBLE USER=<umMsa nojes3opaTeya> ./deploy-ac.sh --subsystems emm --apps
<mepeueHb CcepBMCOB IIY> —--action restart

— [100C:

ANSIBLE USER=<umMsa nojes3obaTeya> ./deploy-ac.sh --subsystems pkgrepo --

apps <mnepeueHb cepBucoB I[I0O0C> --action restart
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4. PESBEPBHOE KONMPOBAHUE

BHUMAHMWE! MpuBeaeHHble HMXKE MMeHa GaNIOB U KaTa/0roB XapaKTepHbl ANA

TMNOBOro BapmaHTa yctaHoBKM [MMO u cpeabl dyHKUMOHMPoBaHMA MM0.
4.1. Pe3epBHOe KonupoBaHue nocne yctaHoBku (o6HoeneHus) MMNO

Mocne ycnewHon ycTaHoBKM (06HoBAeHMA) MMNO HeobxoAMMO CO34aTb Pe3epPBHYIO

KOMWIO KaTasnora install-<eepcua IIIIO>/install-ac/.

4.2. Nepuoguyeckoe pe3epBHOE KONMPOBAHME M PE3EPBHOE KONUPOBaHUE nepea

yCTaHOBKOW 06HOBNEHMI

MepuoaMYHOCTb PE3EepPBHOr0  KOMMPOBaHMA onpedensaeTca  pernameHTamu
SKCMAYaTUPYIOLLEN opraHnsaLmm.
Mepuoamnyeckoe pes3epBHOE KOMMPOBAHME M Pe3epBHOE KOMMPOBaHWE nepef,

YCTaHOBKOM OOHOBNEHMIM BbINO/IHAETCA B NPUBEAEHHOM HUXKE MOCNEA0BATENbHOCTU.
4.2.1. PesepBHOE KONMPOBaHMeE AaHHbIX

4.2.1.1. Co3natb pesepBHble Konuu 6a3 aaHHbix M6 (auth), MM (appstore), MY
(emm) 1 NMNOOC (pkgrepo).

PesepBHaa Konua B/l BbINONHAETCA B COOTBETCTBMM C 3KCMAyaTaLMOHHOW
AOKyMeHTaumen Ha wucnonblyemyto CYB[ nmbo B COOTBETCTBMM C pernameHTamu
3KCNAYyaTUPYOLLEN OpraHn3aumm.

4.2.1.2. Co3aatb pe3epBHYO KONuto KaTanora ¢ danamm MI «ABpopa MapkeT».

Ona 3TOro HeobXxoaAnMmo co34aTb pe3epBHYLO KOMuto KaTasora
/ocs/appstore/applications-api Ha CepBepe npunoxkeHuin MM, nmbo B eanHOM
$alnNoBOM XpaHMUAMLLE, B 3aBUCMMOCTM OT TOrO KaKOM BapWMaHT XpaHeHus ¢ainnos

NCMNoJib3yeTCA.
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4.2.1.3. Co3naTb pe3epBHYt0 Konuto katanora ¢ pannamm naketos OC MNOOC.
[ns aToro HeobxoAMMO CO34aTb PE3EPBHYHKD KOMMIO KaTanora /ocs/pkgrepo Ha
Cepsepe npunoxerHut MOOC nnbo B eanHoOM GaiIoBOM XpPaHUAMULLE, B 3aBMCUMOCTM OT

TOro, KaKOW BapuaHT XxpaHeHMsa GannoB MCNONb3YeTCA.
4.2.2. Pe3epBHoe KonuposaHue [0

4.2.2.1. Co3aaTb pe3epBHYID KOMWIO KaTanora C KOHPUIypaumoHHbIMK dainamm
noacuctem m cepsumcos MNMO (katanor: /var/ocs/).

4.2.2.2. Co3natb pe3epBHyto Konuto cepaucos [1110.

4.2.2.3. ina sT0ro HeoHxoAMMO CO34aTb PE3EPBHYH KOMNMUIO GaiNoB *.target M
* . service MO MaACKe ocs-—*, HAXOAALWLMXCA B KaTalore /etc/systemd/system/, a TakKe

H6UHapPHbIX GaNoB CEPBMCOB NO MACKe ocs-*, HAXOAALLMXCA B KaTanore /usr/bin/.
4.2.3. Pe3epBHOE KONMMPOBAHME KOMMOHEHTOB cpebl PYHKLNMOHMPOBAHMA

4.2.3.1. Co3pnatb pe3epBHyto konumto Nginx Web Server (kaTtanor: /etc/nginx/).

4.2.3.2. Co3patb pe3epBHyto konumto Consul (KaTtanor: /opt/consul/).

4.2.3.3. Co3natb pesepsHyto konuto Consul Template (KaTtanor: /etc/consul-
template/).

4.2.3.4. Co3natb pe3epBHyt0o Konuto  Nats Streaming Server (KaTanor:
/data/nats/).

4.2.3.5. Co3aaTb pe3epBHYID KOMU KOoHGUrypaumoHHbix ¢pannos Redis (pannsbi:
/etc/redis.conf /etc/redis-sentinel.conf).

4.2.3.6. Co30aTb pe3epBHYt0 KOMUIO KOHPUIypaLMOHHbIX ¢ainos PostgreSQL
(bannbl: /var/lib/pgsql/1l1/data/postgresqgl.conf,

/var/lib/pgsql/1ll/data/pg hba.conf Ana 0cC CentOS n
/var/lib/pgsgl/data/postgresqgl.conf, /var/lib/pgsql/data/pg hba.conf
ans OC AnbTt 8 CIM).
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4.2.3.7. Co30aTb pPe3epBHYID KOMUIO KOHPUIrypauuoHHbIX ¢annos PostgresPro
(bannbl: /opt/pgpro/std-11/data/postgresqgl.conf, /opt/pgpro/std-
ll/data/pg_hba.conf)

4.2.3.8. Co3aaTb pe3epBHY0 KOMUIO CETEBbIX HAaCTPOEK.

,D,J'IFI 3TOro HeO6XO,£I,l/IIV\O CO34aTb pe3epBHble KONUKM chedyrownx d)aﬁmoe:
— /etc/hosts;
— /etc/hostname;

— KoHdurypaumoHHble darnbl DNS-cepsepa.
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5. OBHOBJIEHUE MMNO U OC ABPOPA

5.1. Nopsagok o6bHoBNEHUS

B pamKax nogaeprKku Ku3HeHHoro umkna [MNO npeanpuatTMe-n3roToBUTENb
BHOCMT B HEro W3MEHEHWs, HanpaBAeHHble Ha YAyYlIEHME 3KCNAyaTaLMOHHbIX
XapaKTePUCTUK N yCTPaHEeHWE HeAOCTaTKOB.

[oseaneHne MHPoOpmauUMM O BbiNycke obHoBAeHun [0 ocywecTBaseTca A0
Kaxgoro notpedbutena MMMO nytem oOTNpaBKM COOOWEHWMN Ha 3NEKTPOHHble aapeca
noTpebuTenen.

MpeaycMoTpeHbl  cneaylolwlmMe  cnocobbl  npeaocTaBneHMs  0HOHOBIEHWUN
noTpebuTenam:

— oTnpasKa Hosow Bepcuu MMMNO ¢ conpoBoANTENbHbBIM MUCbMOM;

— nybaukauma 1SO obpasa 3arpysoyHoro moaynsa Hoson Bepcum [1MO Ha
odMUMaANBLHOM CanTe NpeanpuaTUA-pa3padboTyYnKa.

MoTpebutenb Tak¥Ke MMeeT BO3MOXHOCTb MOAYy4YUTb MHOOPMALMIO O BbIXOAE
obHOBNEHMI Yepe3 CayxKOy TexHMYeckor MOoAAEPKKM Npeanpuatma-paspaboTymKa
no ten.: +7 (495) 269-09-80, naun No 3NI€KTPOHHOM noyTe: support@omp.ru.

YcTaHoBKa o6HoBneHu [IMNO  [0/KHA OCYLIECTBAATLCA B COOTBETCTBMM C
TpeboBaHUAMU, NPUBEAEHHBIMWN B JOKYMEHTe «PYKOBOACTBO aAMUHUCTPATOPAY.

Echv notpebutens MMMO He MOXKeT peanm3oBaTb KOMMEHCUMpPYOLLME Mepbl MO
3aWmMTe MHOOpPMAUMM MAKM OrpaHuyeHma no npumeHeHuto MO, To pekomeHAyeTcA

NPeKkpaTUTb ero NpMMeHeHume.
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5.2. O6bHoBneHMe cepBepa npunoxeHun MNo

BHUMAHWE! Ona yctaHoBKK obHoBAeHMA MO KonmnyecTso cBOHOAHOIO MeCTa Ha
ecTKkom amcke cepsepa b/l Mb 4onKHO bbITb HE MeHbLUe, Yem pa3mep camor B, MNB. Mpwu
HeAO0CTAaTOYHOM KOAMYyecTBe CBOOOAHOrNO MecTa Ha XEeCTKOM AWCKe ero HeobxoaAMmo
yBenn4ntb. Bpemsa obHosneHKnA MNMO 3aBMcKT OT pasmepa b 1 MOXKeT 3aHATb AINTENbHOE
BpemaA.

ObHoBneHne ceBepa npunoxeHuin TMNO  BbINOAHAETCA B C/AEAYIOLLEN
nocaef0BaTeNbHOCTU:

5.2.1. Co3gaTb pe3epBHYHO KONMto AaHHbIX, [0 M  KOMMNOHEHTOB cpeabl
OYHKLUMOHMPOBAHMA B COOTBETCTBMM C Pa3ae/ioM 3 HAaCTOALWErO AOKYMEHTA.

5.2.2. CkonunpoBaTb Ha ynpasaatouwyto [MIBM apxmB ¢ HoBon Bepcuen MO um
PacrnakoBaTb ero B COOTBETCTBMM C nMn. 2.3.5 - 2.3.9 HacToAWero 4OKyMeHTa.

5.2.3. BbinonHUTb upgrade cKpunTbl

[na 3T0ro HeobxoaAMMO NEPENTU B KaTanor CO CLEHAPMAMW YCTAaHOBKM HOBOM
Bepcum MMO (KaTanor: install-<uosas Bepcus IIO>/install-ac/) M BbINOAHUTb BCE
CKpUNTbl play-upgrade to release <epcusa IIIO>.yml BEPCUN KOTOPbLIX /IEXKAT B
AnanasoHe mexay yctaHoBneHHon Bepcuit MMNO (He BKAOYUTENBbHO) M HOBOWM Bepcuel

MMNO (BKNIOYUTENBHO). 3aMyCK CKPMMTOB OCYLLLECTBAAETCA C MOMOLLbIO KOMaH/pb!:

ansible-playbook -i inventories/hosts.yml -u <uMs NOJIL30BATEJSA>
release upgrade/play-upgrade to release <epcmusa IO>.yml -vv --diff

Hanpumep, ans obHosneHus [MMNO c Bepcum 2.2.2 Ao Bepcun 2.5.1 HYKHO

BbIMOHUTL Caegyroume KOMaH4bl:

ansible-playbook -i inventories/hosts.yml -u <uMs NOJIL30BATEJA>
release upgrade/play-upgrade to release 2.5.0.yml -vv --diff
ansible-playbook -i inventories/hosts.yml -u <uMg [OJIL30BATEI>
release upgrade/play-upgrade to release 2.5.1.yml -vv --diff

94




— "] OTKPbITAA
PYKOBOACTBO aAMWUHMUCTPATOpPA l MOBWUJIbHASA

NNAAT®OPMA

5.2.4. Mpwn obHosneHnn CYB[, PostgreSQL 11/12 po HoBOWM cTaplien Bepcum’
(major version), Heobxoaumo yaanuTb CYB/[ (6e3 yaaneHws AaHHbIX), BbINOAHMB

KOMaHAY:

ANSIBLE USER=<mMmsa nosbz3osarensa> ./deploy-infra.sh --components db --
action flush all

5.2.5. HacTponTb KOMMOHEHTbI cpeabl ¢yHKUMoHMpoBaHua [MNO wmu MMNO 8
COOTBETCTBMM C NoApa3aenom 2.4 HaCToALLEero 4OKYMEHTa.

5.2.6. YCTaHOBUTb KOMMOHEHTbI cpeabl PYHKUMOHNPOBAHMA B COOTBETCTBUM C M.
2.5.1 HacToALWEero AOKYMEHTa.

YcTaHaBAMBaTb HEOOXOAMMO TONIbKO T€ KOMMOHEHTbI cpeabl GYHKLUMOHNPOBAHMS,
Yy KOTOPbIX M3MeHMNacb Bepcus. [ns aToro HeobXoAMMO BbINOJIHUTL CPABHEHWE BEPCUN
KOMMOHEHTOB cpeapbl GYHKLMOHNMPOBAHMA B HOBOM M NpeablAyLLEM 3arpy304HOM MOy Ne.
NHdopMaLma 0 BEPCUAX KOMNOHEHTOB cpedbl GYHKLMOHNPOBAHMA NPMBEAEHA B TPETbEM
cTonbue danna verions. Pann versions HaxoAMUTCA B KOPHEBOM KaTa/aore 3arpy3o4yHoro
MOJYN5i C KOMNOHEHTaMU cpeabl GYHKLUMOHMPOBAHMS.

Mpumep darna versions:

consul master 4698dcd2faladla29a846c2a475046d5e572f66a
consul-template master 1dd681d509alcb5e3aal882aebb3ebebb04faecect
nginx master 420ad871296855752ed3bb31e9958ecf0d68ad52
postgresqgl master e7d2e67da97955d2440723a58dfb4510db3907b4
nats-streaming-server master fb4a9p55308£29c8bcda3fcl804da92db84e90d6
server-provision-scripts master cdcb455e074dd6ebc2bcc519ebd842d36c3a29726
redis master f4c6c300e7£9533652bb02008575££009£8e£985
openssl master 7ac23cld67a6671e20785a9%9elcc84d7d8b46103d
cert-distr-infra branch 1ac040b2fff85ce3c9fbcad2a914b34679303acc

5.2.7. YctaHosuTb 1110 B coOTBETCTBMM C M. 2.4.2 HACTOALLETO AOKYMEHTA.

3 CornacHo cneuundukaummn SemVer 2.0.0.

95




— "] OTKPbITAA
PYKOBOACTBO aAMWUHMUCTPATOpPA l MOBWUJIbHASA

NNAAT®OPMA

5.2.8. BbinonHMTb post_upgrade CKpUnTbl

[ns 3TOro HeobxoAMMO NEPENTU B KaTanor CO CLEHAPMAMW YCTAaHOBKM HOBOM
BepCMMfﬂjO(KaTaﬂor:install—<HOBaH Bepcusa IIIO>/install-ac/) M BbINOJIHUTb BCE
CKpMNTbl play-post upgrade to release <Bepcusa IIO>.yml BEPCUN KOTOPbIX
NnexaT B AManasoHe mexay ctapoi sepcuin MMNO (He BKAOYUTENIbHO) MU HOBOW Bepcuen

MMNO (BKNOYNTENbHO). 3aMyCK CKPMNTOB OCYLLECTBASETCA C MOMOLLLIO KOMAHAbI:

ansible-playbook -i inventories/hosts.yml -u <umMsa nojb30BaTENS>
release upgrade/play-post upgrade to release <pepcmsa IIIO>.yml -vv --—
diff --1limit <xocT c IM>

B napameTpe 1imit HEOHXOAMMO YKa3aTb MMSA OAHOIO M3 XOCTOB C YCTAaHOB/IEHHOWM
MM (Hanpumep, ocs-app.local).

5.2.9. lepe3anyCcTnTb CePBUC ocs-pkgrepo-pkg-repo—-api C MOMOLLbH KOMaHAbI:

ANSIBLE USER=<mmMsa nosbz3osarensa> ./deploy-ac.sh --subsystems pkgrepo --
apps ocs-pkgrepo-pkg-repo-api --action restart

5.2.10. OnoBectuTb Nosib3oBatenei MNMO o HeobxoAMMOCTU OYUCTUTb K3 M cookies
BebO-bpay3epa. MHaye npu  OTKpbITMM  Beb-uHTepdenca TMNO  byaeTr ownbKa

HTTP ERROR 400.

5.3. O6HoBneHne mobunbHbix NpuaoxexHui MO

BHUMAHWUE! Mepen obHosneHnem MI MMO HeobxoanMmo 0OHOBUTL cepBep
npunoxeHun MMNO B cooTBETCTBUM C NoApa3aenom 5.1 HacToAlLero AOKYMEHTa, a TaKXe
OC ABpopa ao Tpebyemon Bepcun. [onyckaetca obHoBneHne MI go Honee HOBOM
Bepcun (downgrade M1 He gonycKaeTcs).

ObHoBneHne MM MIMO BbinOAHAETCA B CAeAyOLLEeN NOCNeA0BaTENbHOCTU:

5.3.1. 3anpocnTb B TEXHWUYECKOW MOAAEPMKKE NPeanpuUATUA-U3rOTOBUTENA MaKeT
omp-ocs—-updater
[MakeT omp-ocs-updater NpPeAcTaBAseT cOOOMN rpm-nakeT, BKAOYAIOWMIA NaKeTbl

MTI1 13 cocTaBa 3arpyso4yHoro moayna MMO, a TakxKe bash-ckpunT gna Mx NpaBUAbHON

YCTAHOBKM.
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5.3.2. 3arpy3nTb B MM nakeT omp-ocs-updater Ans Tex sepcmui OC ABpopa, noj,
KOTOPbIMWM MPOMCXOAMT 3KcnayaTauma MI. Mopagok aencremin no 3arpyske MM 8 MMM
npuBeAEH B AOKYMeHTe « PyKOBOACTBO NOJib30BaTenA. Hactb 2. lNoacncrema «MapkeT».

5.3.3.C nomouwpblo MNOAUTUKN «TpuUnoxeHus / YCTaHOBKA MPUIOMKEHUA Ha
ycTponcteo» (dyHKumoHan [1Y) ycTtaHoBMTb HoByto Bepcuto MIT Ha TecToByt rpynny
YCTPOWCTB C LIe/1bl0 MPOBEPKM KOPPEKTHOCTN 06HOBAEHMA. [TOPALOK pabOoTbl C NOAUTUKAMM
n rpynnamm MY npusefeH B LOOKYMeHTe «PyKOBOACTBO MoO/b30Batena. Yactb 3.
MNoacuctema Mnatdopma ynpaBaeHua».

BHUMAHWE! B naHHon rpynne MY aonxHbl 6bITb YCTPOWCTBA MO YNpPaBAeHUEM
O/ZIHOM U TOM e Tpex3aHadyHou Bepcum OC ABpopa (Hanpumep, Bepcumn 3.2.3).

5.3.4. 3arpy3ntb B [1M nakeT omp-ocs-updater Ana Tex sepcuin OC ABpopa, noj,
KOTOPbIMM MPOUCXOAMT aKcnayaTaumsa M. MNMopagok aenctsmin no 3arpyske MM B MM
npuBeAeH B AOKYMeHTe « PyKOBOACTBO NOJb30BaTeNA. HacTb 2. loacnctema «MapkeT».

5.3.5. Ybeantbcsi, 4to B Kaptodke MY (B KoHconm agmuuHuctpatopa [1Y)
oTobparkaeTca Tpebyeman sepcua MIT.

5.3.6. MNocne ycnewHoro obHoBneHns MI1 Ha TecToBoWl rpynne MY, BbIMOAHUTb

0OHOBEHWNE aHAOMMYHBIM 0OPA30M A/1A OCTa/IbHbIX YCTPOCTB.
5.4. O6HoBneHne OC ABpopa ¢ nomolupto MY

ObHoBneHne OC ABpopa BbIMOAHAETCA B CAeAyIoLLen Nnocne0BaTeNbHOCTH:

5.4.1. ObHoBUTb cepBep npunoxkeHnn MMNO B cooTBeTCTBMKM C noapasgenom 5.1
HaCTOALLEro AOKYMEHTA.

5.4.2. O6HoBUTL OC ABpopa A0 Tpebyemol BepcuMn Ha TECTOBOW rpynne yCTPOMCTB
C Uenbtd  NPOBEpKM  KOPPEKTHOCTM  OOHOBMEHMA  C  MOMOLLbIO  MOJAUTUKM
«MpunoskeHns/YctaHosuTb Bepcuio OC». Mopsaaok paboTbl ¢ NOANTUKAMM M rpynnammn MY
npuBeseH B JOoKymMeHTe «PykoBoacTBO nonb3osaTens. YacTb 3. MNMoacuctema Mnatdopma

ynpaBaeHua».
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5.4.3. Y6eanTbca, 4TO NOCAe OKOHYaHWA, 3a[aHHOro B NpaBW/ie BPEMEHHOrO
MHTepBana OOHOBNEHMA, B KApPTOYKE Ka)KAOro YCTPOMCTBA W3 TECTOBOM Tpynnmbl
oTobparkaeTca Tpebyeman sepcua OC ABpopa.

5.4.4. O6HoBMTb MIT TMO Ha TecTtoBOM rpynne YCTPOMCTB B COOTBETCTBMM C
noapasaenom 5.3 HacToAWEro AOKYMeHTa.

5.4.5. BbINONHUTb OOHOBNEHME aHANOTMYHbIM 06Pa30M A1A OCTa/IbHbIX YCTPOMCTB

nocne ycnewHoro obHoeneHna OC Aspopa 1 Ml Ha TecToBOM rpynne MY.
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6. YAAJIEHWUE MMNO

[na yapanenua cepsumcos MNMO HeobxoaMMOo BbINOAHUTL CAeaytoline AeNCTBUA:
6.1. MNepenTn B KaTanor co cueHapmammn yctaHosku MMM10.
6.2. Yaanutb cepsucsl 1110 ¢ nOMOLLbIO CeayroWmX KOMaHA4,:

— [b:

ANSIBLE USER=<mmsa nosbs3osarensa> ./deploy-ac.sh --subsystems auth --
action flush all

— [IM:

ANSIBLE USER=<mMsa nomyep3osaress> ./deploy-ac.sh --subsystems appstore -
—action flush all

— TY:

ANSIBLE USER=<mmMsa nosib3oearensa> ./deploy-ac.sh --subsystems emm --
action flush all

— NOO0C:

ANSIBLE USER=<mmMsa nosbz3osarens> ./deploy-ac.sh --subsystems pkgrepo --
action flush all

6.3. YoanuTb KOMMNOHEHTbl cpeabl OyHKUMOHMPpoBaHMA [1MNO ¢  nomoLlbto
CnefyLwmx KOMaHA:

— dnsmasqg:

—~ANSIBLE USER=<muMsa nosae3o0BaTena> ./deploy-infra.sh --components
dnsmasg —--action flush all

— nginx:

ANSIBLE USER=<mMs noje3oparens> ./deploy-infra.sh --components nginx -
—action flush all

— consul:

ANSIBLE USER=<umMs nojes3osarens> ./deploy-infra.sh --components consul
-—action flush all

— consul template:

—~ANSIBLE USER=<mMsa nosae3o0BaTena> ./deploy-infra.sh --components
consul-template --action flush all
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— nats streaming server:
ANSIBLE USER=<umsa nojes3oearenga> ./deploy-infra.sh --components nats-
streaming-server --action flush all
— redis:
ANSIBLE USER=<mmsa nojes3oearens> ./deploy-infra.sh --components redis -
—action flush all
— postgresqgl (6e3 yaaneHna gaHHbIX):
ANSIBLE USER=<mmMmsa nosbz3osarensa> ./deploy-infra.sh --components db --
action flush all
— postgresql (CyAaneHNEM AaHHbIX):
ANSIBLE USER=<mmMsa nosbz3osarens> ./deploy-infra.sh --components db --

action flush all --extra-vars "pg uninstall delete data=true"
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7. KOHOUTYPAUMOHHbBIE ®AWNbI CUEHAPUEB YCTAHOBKM CPEb
®YHKUMOHUPOBAHWA

7.1. KoHpurypaumnoHHble ¢aiinbl CLLeHapueB YCTaHOBKM cpeabl GYHKLMOHUPOBAHUA

7.1.1. IuBeHTapHbIM paiin inventories/hosts.yml

B MHBeHTapHOM ¢alne inventories/hosts.yml 3a4at0TCA aJpeca CEPBEPOB
NPUNOXKeHU N cepepoB B[], Ha KoTopble OyayT yCTaHOB/IEHbI KOMMOHEHTbI Cpeabl
bYHKUMOHMPOBaAHMA. ONMcaHMe CeKUMM MHBEHTApHOro Gaina inventories/hosts.yml
npueeneHo B Tabaunue (Tabamua 23).

Tabnunua 23

CeKumAa KOHPUrypaLumoHHoro ¢aiina OnucaHue

all.children.ocs.children. app CepBepa an]ﬂO)'KeHMM |_||_|O

all.children.ocs.children.postg CYB/ Postgres
resgl.children.postgresgl maste

rs
all.Children.ocs.Children.nginx BBHBHCMDOBU_LVIK MVIKpOCGpBl/ICOB «Nglnx \Neb

Server»

all.children.ocs.children.consu CV]CTeN\a O6Hapy)‘|'(eHV|ﬂ CepBMCOB «Consul»
1

all.children.ocs.children.consu Cpe,ﬂ‘CTBO ynpaBneHMH KOHCI)VII'ypaLl,l/IﬂMl/I
l-template

MuKkpocepsucos «Consul Template»

all.children.ocs.children.nats_ CepBV]C I’apaHTl/IpOBaHHOIZ ,D,OCTaBKM

streaming server o .
9 coobuieHn «Nats Streaming Server»

all.children.ocs.children.redis | CYB/] Redis ona xpaHeHMa ceccuin
.children.redis masters

all.children.ocs.children.redis | Redis Sentinel ofecneunsaer  BbICOKYHO
.children.sentinel

poctynHoctb CYB/ Redis
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®ann cueHapua yCTaHOBKM ANA YCTAHOBKM cpedbl dyHKUMOHMPoBaHMA MMO Ha

OHOM CepBepe C apPecom ocs-app.local MMEET CAeayoWmnin BUA:

all:
children:
ocs:
children:
app:
hosts:
ocs—-app.local:
postgresqgl:
children:
postgresgl masters:
hosts:
ocs—-app.local:
postgresqgl slaves:
hosts:
nginx:
children:
app:
hosts:
consul:
children:
consul servers:
children:
app:
hosts:
consul agents:
consul template:
children:
app:
nats streaming server:
children:
app:
hosts:
redis:
children:
redis masters:
children:
app:
hosts:
sentinel:
children:
app:
hosts:
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7.1.2. HacTpolkn  cueHapueB  YCTAaHOBKM  cpeabl  PYHKUMOHMPOBAHUA B

KoHoUrypaumoHHom darine config/vars/ vars.yml

B HgaHHOM KOHPUrypaumoHHOM danne 3a[atTca  HACTPOMKM  caeaytolimx
KOMMNOHEHTOB cpeabl PyHKUMOHMpoBaHMA MIMO: Nats Streaming Server, Consul, CYB/]
Redis n CYB/1 PostgreSQL.

OnuncaHne ceKkuMin KOHPUIypauMOHHOro arna, OTHOCAWMXCA K CLEHapMam
YCTAaHOBKM cpeabl PYyHKUMOHMPOBaAHMA, npueBeaeHo B n. 8.3.2, 8.3.3, 8.3.4, 83.5

HaCTOALWEro AOKyMeHTa.

7.1.3. HacTpoMkn  cueHapueB  YCTAaHOBKM  cpedbl  PYHKUMOHMPOBAHUA B

KOHPUrypaumoHHom paine config/vars/ vars_infra.yml

B naHHOM KoHdUrypaunoHHoM danne 3agatoTca HacTponkm CYB/ PostgreSQL.
OnucaHne ceKumin KoHourypaumoHHoro dalna npumBedeHo B Tabauue

(Tabnunua 24).

Tabnuua 24
CeKuma KoHoUrypaumoHHoro ¢aiina OnucaHue

pg_settings.listen_addresses IP-agpeca ceTeBblX MHTEPPENCOB, MO KOTOPbIM
cepsep byaeT NPUHUMATb NOAKIOYEHNS

pg_settings.timezone YacoBsol noAc Ans BbIBOAa M BBOAA 3HAYEHMM
BPEMEHMU

pPg_settings.log_timezone YacoBoi MoAc ANs WTaMNoB BPeMeEHU Mpu
3aMnuncuK B sKypHan cepsepa

pPg _hba settings.type TUN NOAKAYEHMUA

pPg _hba settings.name MIMa nosib3oBaTens

Pg _hba settings.database Mma B

pg_hba_settings.address IP-agpec xocTa uan IP-agpec noaceTu

pg_hba_settings.method MeTopa, ayTeHTUdMKaL MK

pg_replication_user.type TUN NOAKMOYEHUA MO/Ib30BATENA C POJIbIO
«replication»

pg_replication_user.name Mma nosnb3osaTens ¢ posbto «replication»

pg replication user.database Mma B,
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pg_replication_user.address IP-agpec xocTa unu IP-agpec noaceTy
pg_replication_user.method MeTos, ayTeHTUdMKaLMM MNONb30BaTeNs ¢
ponbto «replication»
pg_replication_user.password [Maponb nonb3oBaTena c poabto «replication»

C noapobHbIM ONMCAHMEM NAaPaMETPOB M BO3MOXKHbIMM 3HAYEHNAMM MAPAMETPOB MOXKHO
O3HAaKOMUTLCA B AO0KyMeHTauumn Ha CYB/L PostgreSQL nan CYB/, Postgres Pro

KoHbUrypaumoHHbin  dann config/vars/ vars infra.yml MOXET WMETb

cneayoLmm BmA;

pg settings: # postgresqgl.conf parameters
listen addresses: "0.0.0.0"
timezone: "UTC"
log timezone: "UTC"

pg hba settings: # pg hba.conf settings

- type: local ## Unix-socket access
name: all
database: all
method: trust

- type: host ## Localhost IPv4 access
name: all
database: all
address: 127.0.0.1/32
method: trust

- type: host ## DB hosts
name: all
database: all
address: "{{ groups|['postgresqgl'] }}"
method: mdb5

- type: host ## Application hosts
name: all
database: all
address: "{{ groups['app'] }}"
method: mdb5

- type: host # Gitlab CI vbox-testing
name: all
database: all
address: 172.17.0.0/16
method: mdb5

- type: host # TODO: What's it local zone for?
name: all
database: all
address: 172.28.0.0/16
method: md5
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pg replication user: # Replication access configuration
type: host
name: replication
database: replication
address: "{{ ansible default ipv4.network }}/24"
method: mdb5
password: 123Qwe!@#
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8. KOHOUTYPALMOHHBIE ®AMbI MNO
(CLEHAPWEB YCTAHOBKW MMO)

8.1. O6bwan Hpopmauma o KOHOUIYPaAUMOHHbIX painax MNMNO

MMNO coaepxunT cneaytoLime Tunbl KOHOUTYPALMOHHbBIX GalnaoB:

— KoHduUrypaumoHHble dpannbl noacuctem MMO (config.yml);

— KOoHOUrypaumoHHble  ¢dannbl  cepsucos  (moaynen) TMMNO  (<uaseanue
cepsuca>.yml).

B KoHUIYpaLUMOHHbIX Garnax NnoACMCTEM COAEPKATCA HACTPOMKM noacuctem MMO.
TakKe B KOHUrypaumoHHble danabl NMOACUCTEM BblHECEHbI (MOryT OblTb BbIHECEHDI)
OTAeNbHble HAacTPOMKM cepBuncos MNMMO, KoTopble MOXKET M3MeHATb aamuHmcTpaTtop MMO. B
NAaHHOM C/ny4ae B KOHPUrypauMoHHOM daline COAEPHKMUTCA CeKUMA C MMEHEM CepBMUCa.

Hanpumep, cekuma Ans cepeBmnca ocs-auth-accounts-users—api BbIrA4AUT CAEAYOLWNM

obpazom:

ocs—-auth-accounts-users-api:

##
# The number of recently used passwords,

# which system will store for forbidding use it for new password
creating.

##
passwordHistoryDepth: 3

##

# Maximum inactivity period 45 days.

# If account not use system during this time, account will be
blocked.

# Must be greater or equal to OIDC refresh token lifetime.

##

maxAccountInactivityPeriod: "1080h"
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OnucaHue napameTpoB KOHPUTrypaLMOHHbIX dpannos noacuctem MMO npuseneHo
Bn.8.3.2,8.3.3, 8.3.4, 83.5 HacToAWEro AOKYMEHTa.

KoHdurypaumnmoHHblie ¢arnbl noacuctem MO pacnonaratotca no caeayrollemy
nyTu:

/var/ocs/<HasBaHue nomcucTemer>/config.yml

Hanpumep, KOHPUIypaumnoHHbIM dann Mb:

/var/ocs/auth/config.yml
KoHpUrypaumoHHble ¢danibl CEpBMCOB COAEpPHKaT HaCTpoMKkm cepsucos MMNO u

pacrnofaratoTca No cieayowemy nyTu:

/var/ocs/<Has3BaHue NOICHUCTEMED> /<Ha3BaHUe cepBuca>/<HazBaHMue

cepBuca>.yml
Hanpumep, KOHOUIypaLUMOHHbIA dain cepBuca ocs—auth-idp-api [b:
/var/ocs/auth/ocs-auth-idp-api/ocs-auth-idp-api.yml
OnuncaHMe napameTpoB KOHOUIypauUMOHHbIX ¢alioB CepBMCOB NpPMBEAEHO B
CaMMX KOHPUTYPALUMOHHbBIX pannax B BUAE KOMMEHTAPUEB.
BHUMAHWE! PepakTnpoBaTb KOHPUrypaumoHHble dannbl cepsucos MO He

peKkomeHayeTcA.
8.2. O6wan uHpopmauusa 0 KOHPUIYpPaLMOHHBbIX pannax cueHapues yctaHoBKu MO

CueHapun ycTtaHoBku [MO coaepskaT cneayouime TUNbl KOHOUTYPALMOHHbIX
dannos:

— KOHOUIYPaAUMOHHbLIN Pann inventories/hosts.yml;

— KOHOUrypaumoHHble dannbl config/vars/ vars.yml;

— KOHOUrypaumoHHble ¢anabl NoAcUCTEM config/subsystems/<uaseanue

nomcucTeMer>/vars/ vars.yml;
— wabnoHbl KoHPUrypaumoHHbIx darnos nogcmctem MMO (config.yml.j2);
— WabnoHbl KOHPUIYpaUuMoHHble dalnbl cepsmcos (Moaynen) MNMO (<uaszpanme

cepsuca>.yml.j2).
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8.2.1. KoHdurypaumoHHbI ann inventories/hosts.yml

KoHbUrypaumoHHbih  ¢aln  inventories/hosts.yml  COAEPXWUT  adpeca
cepBepoB (MMeHa XOCTOB), Ha KOTOpPbIe YCTaHOBEHbI (OyAyT YCTaHOBAEHbI) KOMMNOHEHTb
cpeabl PpyHKUMOHMpPoBaHMA MIMO n noacmctems MMO.

OnuncaHne napameTpoB KOHOUIYPALMOHHbLIX $aoB inventories/hosts.yml

npuseseHo B n. /.1.1 HacToALLETrO LOKYMEHTA.

8.2.2. Obwmin KOHPUTYypPaLUMOHHbIN dann cueHapunes YCTaHOBKM

config/vars/ vars.yml

KoHurypaumnoHHbln dann config/vars/ vars.yml ABNAETCA 0bWMM O1A BCEX
noacuctem n moaynen MMO. B Hem coaepKMTCA MONHbIM NepeyYyeHb 0OLWMX NapamMeTpos,
OTHOCALWMXCA K nogcmctemam n moaynam [r0.

OnucaHve napameTpoB KOHOUrypauMoHHOro darna config/vars/ vars.yml

npueeneHo B n. 8.3.2, 8.3.3, 8.3.4, 8.3.5 HacToALWEro AOKYMeEHTa.

8.2.3. KoHpurypaumoHHble dannbl cueHapueB yCTaHOBKM ana noacuctem [1M0O

(bannbl: config/subsystems/<HasBaHune nogcucremsi>/vars/ vars.yml)

KoHburypaumoHHble ¢alnbl vars.yml NOACMCTEM COAEP)KAT MNapameTpbl,
OTHOCALWMECA K KOHKPeTHOM noacucTemMe. TakKe AaHHble ¢aiabl MoryT ObiTb 4OMNONHEHDI
napameTpamm K13 obuero KoHQUrypauMoHHOro ddaina, 3Ha4yeHWs KOTOPbIX Hado
nepeonpeaennTb ANA 3a4aHHOM NOACUCTEMbI.

KoHourypaumoHHbie ¢ainbl  vars.yml B BO/blIEN YacT COAepPKaT HaCTPOMKM
B3aMMOAEMNCTBMA  MOACUCTEM C  KOMMOHEHTamMu  cpedbl  OYHKUMOHMPOBAHMS.
PacnonaratotcA AaHHble KOHPUrypauMoOHHble dalnbl B KaTanore co CLEeHapuaAMM
YCTaHOBKM NO cneaytowemy nyTm:

config/subsystems/<HasBaHme mnomcmucTeMer>/vars/ vars.yml

Hanpumep, KoHuUrypaumoHHsin damn vars.yml ana MNb:

config/subsystems/auth/vars/ vars.yml
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OnucaHve napameTpoB KOHQUIYPaUMOHHbIX GanaoB vars.yml NPUBELEHO B

n.8.3.2, 8.3.3, 8.3.4, 8.3.5 HacToAW,Ero OKYMEHTA.
8.2.4. lWabnoHbl KOHPUIYpPaLMOHHbLIX Ppanos noacuctem MMO

Ha ocHoBe pJaHHbIX annos B npouecce yctaHoBku T[MO  dopmupytoTca
KOHOUIypaumoHHble dannbl noacuctem [MNO. 3HavyeHWa napameTpoB B WabnoHax
KOHOUIypauUnoHHbIX dainax noacuctem [MMO 3agat0Tca agAMUHUCTPATOPOM, a TaKXkKe
CUEHAPMAMM YCTAHOBKM HA OCHOBE 3HA4YeHWW, 3aAaHHbIX AAMMHUCTPATOPOM B
KOHOUTYPAUMOHHbIX Gannax vars.yml.

Pacnonaratotca AaHHble KOHPUIypauyoHHble dalabl B KaTanore co CLeHapuaMm
YCTAHOBKM MO Caeaytowemy nyTu:

config/subsystems/<Ha3Bahue

noncucremu>/config/services/config.yml.j2
Hanpumep, wabnoH KoHbUrypaumoHHoro daina lb:
config/subsystems/auth/config/services/config.yml.j2
OnuncaHne napameTpoB WabaoHOB KOHOUIYpaLMOHHbIX ¢dalnos noacuctem MMNO

npueeneHo B n. 8.3.2, 8.3.3, 8.3.4, 8.3.5 HacToALWEro AOKYMeHTa.
8.2.5. lWabnoHbl KOHPUTYpaLMOHHbLIX panos cepsmcos MNMO

Ha ocHoBe paHHbIX ¢annoB B npouecce yctaHoBkM [MO  dopmupytoTca
KoHdUrypaumnmoHHbsle damnbl cepsucos MMIM10.

LLlabnoHbl KOHOUIYpaLMOHHbIX GaliioB CEPBMCOB pacnosiaratoTcA B KaTasore co
CLLEHAPMAMM YCTAHOBKM MO CAeayrolemy nyTu:

config/subsystems/<uazBahume noncucremer>/config/services/<HazBaHue

cepBuca>/<HazBaHue cepBuca>.yml.]j2
Hanpumep, lwabnoH KOHPUIypaLMOHHOTO danna cepBuca
ocs-auth-adminconsole-ui [1b:

config/subsystems/auth/config/services/ocs-auth-adminconsole-

ui/ocs-auth-adminconsole-ui.yml.j2
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OnucaHMe napameTpoB WabAOHOB KOHOUIypauUMOHHbLIX (aloB CepBUCOB
NPUBEAEHO B CAaMMX KOHOUTYPALIMOHHbIX dalinax B BUAE KOMMEHTAPUEB.
BHUMAHWE! PepaktnpoBath WabaoHbl KOHOUIYPaUMOHHbIX $aliioB CEPBUCOB

MO He peKkomeHAayeTCA.
8.2.6. KoHOUrypaumoHHble Ganaibl OKPYKEHMU

[aHHble KOHPUTYPaALMOHHbIE GaliNbl BKAKOYAIOT:

— 0bWKIM KOHPUIYPaALMOHHbBIN daln cueHapues ycTaHoBKK MO ana 3agaHHOro
OprHeHMﬂ(¢aﬁﬂ1config/environments/<HaBBaﬂme OprerMH>/vars/_vars.ymlk

— KOHOUIypaumoHHble dannbl cueHapueB YCTaHOBKM noacuctem [MO  ans
3a[@HHOro OKpyXeHua (dalnbl B KaTanore: config/environments/<HaspaHue
OKpYyXeHMA>/<HaszBaHME MOICUCTEMEr>/vars/).

B AaHHbIX KOHPUIYpPaUMOHHbIX Galnax nepeonpeaenstoTca napameTpbl obulero
KOHPUrypaumoHHoro ¢arna cueHapmes ycTaHoBKKU MMO 1 KOHPUTypaUMOHHbIX ¢anos
cueHapueB ycTaHoBKM noacuctem [M10.

[nsa TOro 4TobHbLI NEpPeOnpeaenmTb NapameTp, HeobxoaAnMMO:

— CKOMMpOBaTb MapamMeTp (BKAKOYAA CEKLMI, B KOTOPYK BXOAMT MapameTp) w3
obulero KOHPUrypaumoHHoro darina cueHapmes ycTaHoBKM MMO namn KOHPUrypaLMoHHOro
daina cueHapme ycTaHoBKM noacuctem MIMO;

— BCTaBMWTb CKOMMPOBAHHOE 3HAaYeHMe B aHANOMMYHbIN KOHPUTYPALMOHHbINA damn
NNs 3a1aHHOTO OKPYXKEHUSA;

— 3a4aTb Tpebyemoe 3HaYeHne napameTpa.

8.2.7. NMopAanoK paboTbl C KOHPUTYPALMOHHBIMW darnammn CUueHapneB YCTaHOBKM

Mno

B uenax ontummsaumm Hactponku MO, a Takxke otaenbHbix noacmuctem MMO um
moaynen MMNO bblna peannsoBaHa cieayowas CTPYKTYPa KOHOUTYPaUMOHHbLIX Gainnos

cueHapwues yctaHoBKku MMO, npuseaeHHaa B Tabaunue (Tabamua 25).
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Tabnnua 25
MNopagok
NPUMEHEeHMA
Katanor (uma daina) OnucaHwue napameTpos
(npuoputet
napameTpos)
config/vars/_vars. | O6wuit (anA BCex NOACUCTEM U MOAYAei 1 (cambiit
ml o o o
Y MMNO) KOHOUTYPAUMOHHbBIN Galin CUeHAPUEB | HU3KUI
ycTaHoBKu MO. B Hem coaepKnTca NOAHbINA | NPUOpPUTET)
nepeyeHb 06LMX NAaPaMeTPOB, OTHOCALLMXCS
K nogcucrtemam n moaynam o
config/subsystems/ | KondurypaLmoHHble Gpalinbl cueHapues 2
<Ha3BaHMue
ycTaHoBKK noacuctem [M0O. B H1x
IOOCUCTEME>/vars/
cofieprkaTca napameTpbl, OTHOCALLMECA K
KOHKpPeTHOW noacucTeme. TakKe AaHHble
Hanpumep,
config/subsystems/ dannbl MOTyT ObITb AONONHEHDbI
auth/vars/ napameTpamm 13 obulero
KOH®UrypaumoHHOro danna, 3Ha4eHums
KOTOPbIX Ha[0 NepeonpeaennTb ANA
3a4aHHOM MOACUCTEMbI
config/environment | OfwMi KOHUIYpPaLMOHHDIN daiin cueHapues | 3
s/<HasBaHUe
ycTaHoBKM 1110 anAa 3a,aHHOro OKPYXKEHUA.
OKpyXeHMUsa>/vars/ v
ars.yml B Hem MmoryT coaepaTbCA NapameTpamm 13
obuiero KoHPUrypaumoHHoro danna,
Hanpumep, 3HaYeHMA KOTOPbIX HAA0 NepeonpeaenmTb
config/environment | AN4 3aJaHHOIO OKPY*KEHMA
s/release/vars/ va
rs.yml
config/environment | KondurypaLmoHHble Gpalinbl cueHapues 4 (camblit
s/<okpyxeHune>/<Has o
yCTaHoBKK noacuctem MO ana 3agaHHOro BbICOKMM
BaHUE
nomemcremirs /vars,/ | OKPYKEHUA. B HUX MOTYT cosepikaTbcs npuopuTeT)

Hanpumep,
config/environment

s/release/auth/var

s/

napameTpbl 13 06LEero KOHPUrypPaumMoHHOro
danna nnm n3 KOHPUrypaumoHHbIx darios
noacuctem MNMNO, 3Ha4YeHMA KOTOPbIX HAA0
nepeonpeaennTb 414 334aHHOTO OKPYXKEHMA
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Mpu yctaHoBKke [MNO napameTpbl KOHOUIYPALMOHHbLIX GannoB MPUMEHAOTCA
corniacHo nopaaky, npuseaeHHomy B Tabaunue (Tabanua 25). T.e. cueHapuin yCTaHOBKM
obpabaTbiBaeT cHa4yana KoOHPUIrypaLUMoHHble Gpalnbl B KaTanore config/vars/, 3aTEM B
KaTasiore config/subsystems/<uazBaHue mnomcucreme>/vars/ WU T.A4. ECan, Hanpumep,
Kakom-nnbo  napametp  OAHOBPEMEHHO  3adaH WM B config/vars/ W
config/subsystems/<uaseanme nomcmucTeMer>/vars/, TO MO b6yaeT ycTaHOBAEHO CO
3HAYEHNEM napameTpa, 33a4aHHbIM B config/subsystems/<Has3BaHue

rnoncucreMs>/vars/.

Mpasuna o0bpaboTKkM cueHapusamm ycTaHoBku MO napameTpoB, MacCMBOB MU
CMUCKOB, EC/IN OHM OAHOBPEMEHHO 3a/1aHbl B HECKONIbKMX KOHPUTYPALMOHHbIX dalinax

Mpasnno o0bpaboTKM NapameTpoB: 3HavyeHWe MapameTpa B KOHOUIYpPaLMOHHOM
daine c Honee BbLICOKMM MPUOPUTETOM MepeonpenendeT 3HayeHue napameTpa B
KOHPUTypaumoHHOM paine ¢ bonee HU3KMM NPUOPUTETOM.

[Mpumep napameTpa:

redis password: "example redis password"

Mpasnno o0bpaboTKM MacCMBOB: MAaccuB B KOoHUrypaumoHHom daine ¢ bonee
BbICOKMM MPUOPUTETOM NepeonpeaenieT MacCMB B KOHGUrypaumoHHom dainne ¢ bonee
HU3KUM MPUOPUTETOM.

[Mpumep maccuBsa:

prg hba settings:
= type: local # Unix-socket access
name: all
database: all
method: trust
- type: host # Localhost IPv4 access
name: all
database: all
address: 127.0.0.1/32
method: trust
- type: host # Localhost IPv6 access
name: all
database: all
address: ::1/128
method: trust
- type: host # Gitlab CI vbox-testing
name: all
database: all
address: 172.17.0.0/16
method: md5
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MpaBni1o 06pPaboTKM CNNCKOB: €C/IN CMUCOK B KOHPUTYpaLMOHHOM dpanne c bonee
HM3KUM  MPUOPUTETOM  COZEPMKUT HOBble 31eMeHTbl  (KOTOpbIXx He Obino B
KoHOUrypaunmoHHom ¢arne ¢ bonee BbICOKMM MPUOPUTETOM), TO OHUM A0b6aBnAOTCA K
MCXOAHOMY  CMMCKY. 3HayeHMe napameTpa B  CNUCKe, CcoAep’Kallemca B
KOHOUrypaumoHHom darne ¢ bonee BbICOKMM NPUOPUTETOM, NepeonpeaenaeT 3Ha4yeHne
napameTpa M3 CNUCKA COAEprKalleMcs B KOHOUrypaumoHHom daiine ¢ bonee HU3KUM
NPUOPUTETOM.

[Npumep cnucka:

postgresqgl:

dbname: example db name # database name

port: 5432 # port

user: example user # user

password: ocs # password

extensions: ["pg partman bgw", "pg trgm", "pg stat statements",
"pgcrypto"] # necessary extensions

8.3. OnucaHue KoHoUrypaumoHHbix pannos NMO (cueHapmes yctaHoskM MM0)

8.3.1. OnucaHne KoHPUrypauUMoHHOro ¢arna cueHapmeB ycTtaHoBkk [0

hosts.yml (dann: inventories/hosts.yml)

8.3.1.1. OnucaHmne KoHdUrypaumoHHoro anna cueHapueB ycTaHoBku [0

hosts.yml (daln: inventories/hosts.yml) npueeaeHo B Tabauue (Tabaunua 26).

Tabnuua 26
[lob6asneH /
MNapameTp OnuncaHune
YnaneH

all.children.ocs.children.app.hosts XocCTbl, Kyaa byayT ycTaHOB/IEHbI 2.2.0/-

cepBepHble npuaoxkenuda Mo
all.children.ocs.children.app.vars.ext_ 2.2.0/-
loadbalancer
all.children.ocs.children.app.vars.int_| 2.2.0/-
oadbalancer
all.children.ocs.children.postgresql.ch | XocTbl, Kyga byaeTt yctaHoB/eHa 2.2.0/-
ildren.postgresql_masters.hosts CYB/ PostgreSQL nnn Postgres Pro

(master)
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all.children.ocs.children.postgresql.ch | XocTbl, Kyaa byaeT yctaHOBNAEHA 2.2.0/-
ildren.postgresql_slaves.hosts CYB/ PostgreSQL nan Postgres Pro

(slave)
all.children.ocs.children.nginx.childre |XocTbl, Kyaa 6yaeT yctaHoBNEH 2.2.0/-
n.app 6anaHCMPOBLLMK MUKPOCEPBMCOB

Nginx Web Server
all.children.ocs.children.consul.childr |XocTbl, Kyaa byaet yctaHoB/eHa 2.2.0/-
en.consul_masters.children.app CMCTEMA MOHUTOPUHIA CEPBMCOB

Consul. (master)
all.children.ocs.children.consul.childr |XocTbl, Kyaa byaeT yctaHoOBNAEHA 2.2.0/-
en.consul_agents CMCTEMA MOHUTOPUHIA CEPBMCOB

Consul. (agent)
all.children.ocs.children.consul_templ|XocTbl, Kyaa byaeT yctaHoBAEH 2.2.0/-
ate.children.children.app Consul Template
all.children.ocs.children.nats_streami |XocTbl, Kyaa byaeT yctaHoBAEH 2.2.0/-
ng_server.hosts CepBMC rapaHTMPOBAHHOM 0CTaBKM

coobuleHmn Nats streaming server
all.children.ocs.children.redis.children | XocTbl, Kyaa byaeTt yctaHoB/1eHa 2.2.0/-
.redis_masters.hosts CYB/ Redis ans xpaHeHnAa ceccui

(master)
all.children.ocs.children.redis.children | XocTbl, Kyaa byaeTt yctaHoB/1eHa 2.2.0/-
.redis_slaves.hosts CYB/ Redis ans xpaHeHWA ceccui

(slave)
all.children.ocs.children.redis.children | XocTbl, Kyaa byaeT yctaHoBAEH 2.2.0/-
.sentinel.hosts Redis Sentinel, o6ecneynsatoLLnii

BbICOKYIO AocTynHocTb CYB/l Redis

8.3.2. OnuncaHmne KoHduUrypaumoHHbix pannos Mb (cueHapues ycTaHoBKM [16)

8.3.2.1. OnucaHune
(/var/ocs/auth/config.yml),

napameTpos
wabnoHa

KOHOUIYPaALMOHHOIO
KOHPUIYPALMOHHOIO

(config/subsystems/auth/config/services/config.yml.32)

KOHOUIYpPaLMOHHOIo danna

cueHapues YCTaHOBKM b

danna Mnb
danna MNb
7

_vars.yml

(config/subsystems/auth/vars/ vars.yml) npueaeHo B Tabanue (Tabanua 27).
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Tabnnua 27
MapameTp B dainax: MapameTp B dpanne HobasneHo
. . . OnucaHue
config.yml, config.yml.j2 _vars.yml /YBaneHo

config.public publicUri |[auth public uri MonHbI agpec 22.1/-
Uris.auth.

nybanyHoro APl cepsepa

aBTOpM3aLMN
config.public [publicBas |[auth public basep Mpedukc url 22.1/-
Uris.auth. epath ath

nybanyHoro APl cepsepa

aBTOpM3aUMK,

MCNOMb3yEMbIN ONA

BHYTPEHHEro

MEXMOACUCTEMHOIO

B3aMMO/ENCTBUSA
config.public|adminBase |auth admin basepa MpeduKc url K AP 2.2.1/-
Uris.auth. th th

tis.au ba KoHnconwn lb,

MCNONb3yeMbI ANA

BHYTPEHHEro

MEeXMNOACUCTEMHOrO

B3aMMO/ENCTBUSA
config.public|adminUri |emm admin uri HonHuﬁaﬂpecAPVUI 22.1/-
Uris.emm.

KoHconmn

aAMMHUCTpaTopa MY
COHfig.pUbliC adminUri aps_admin_uri Hong|l}'] agpec AP|/U| 3.0.0 / -
Uris.aps.

KoHconmn

aaAMUHUCTpaTopa NM
config.sessio |rememberF SeSSion_remember__BpeMﬂ)KM3HMCGCCMM 2.2.0/-
n. or for

NO/1b30BaTeNA KOHCO/N
config.sessio|renewTime SeSSion_reneW_tim»MHTepBaﬂO6HOBﬂeHMH 2.2.0/-

n.

out

eout

ceccui (Npu akTMBHOCTU
No/b30BaTe/1s 3anpochl
Ha obHOBNEHME Cceccum
ByAyT NOCbINATLCA HE Ha
KayKayto aKTMBHOCTb, a
OAMH Pa3 3a AaHHbIN

MHTepBan)
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MapameTp B pamnnax:
config.yml, config.yml.j2

MapameTp B panne
_vars.ym|

OnucaHue

HobasneHo
/YnaneHo

config.databa

Se.

host

3apaeTca

BblpaxeHnem

{% 1if

postgresgl patron
1 cluster is
defined and
postgresgl patron
i cluster | bool
%}localhost{%
sH{{
groups|['postgresqg
1l masters'] |
first }}{% endif

5}

else

Anpec (xocT) 6a3bl
[AHHbIX

2.2.0/-

config.databa

se.

port

postgresgl.port

Mopt b1

2.2.0/-

config.databa

se.

dbname

postgresgl .dbname

Nma b

2.2.0/-

config.databa

se.

user

postgresgl.user

Nma nonb3osatena b/,

2.2.0/-

config.databa

se.

password

postgresgl.passwo
rd

Maponb b,

2.2.0/-

config.consul

token

consul token

CekpeT 4n14
ayTeHTUPMKaUMn B
consul

2.5.0/-

config.redis.

sentinelA
ddresses

3afaeTcA

BblparkeHnem

{{
groups|['sentinel'
1

map ('regex replac
e', '""(.*)s",
"\\1:26379") |

3

C MCNOJ/Ib30BaHMEM

join(', ")

napameTpoB u13
hosts.yml

Appec moaynsa
sentinel CYB/] Redis

2.2.0/-

config.redis.

sentinelP
assword

redis password

[Maponb K MOayNto
sentinel CYB/] Redis

2.2.0/-
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MapameTp B pamnnax: MapameTp B panne HobasneHo
) ] ) OnucaHue
config.yml, config.yml.j2 _vars.ym| /YpaneHo
config.redis. masterNam |redis master name NaoeHTndukatop (Mma) 2.2.0/-
e :
B[ Redis
config.redis. |password |redis password MNaponb kK CYB/ Redis 2.2.0/-
config.transp [shutdownT |[transport shutdow Bpems Ha 3aseplueHune 2.3.0/-
ort. ime n time o
- OTKPbITbIX COEANHEHUMN,
nepeag nepen tem, Kak
CepBuC 3aBePLLNT paboTy
config.transp|url 3afaerca Anpec cepsepa NATS 2.3.0/-
ort.nats.
BblpaxeHnem
{%$ for host in
groups|['nats stre
aming server']
$tnats://{{nats.a
uth token}}@{{
host }}:4222{% if
not loop.last
%}, {% endif %} {%
endfor %}
C MCMONb30BaHNEM
MnapameTpos
M3 hosts.yml U vars
.yml
config.transp |clusterID nats.cluster id MoeHTudunKkaTop 2.3.0/-
ort.nats.
* knactepa NATS
(https://docs.nats.i
o/)
config.transp|redeliver - Konuyectso nosTopHbIX [2.5.0/ -
ort.nats. yCount o
OTﬂpaBOKCOO6M£HMM
LUMHOM NPW Heyaa4yHOM
obpaboTke coobuieHma
config.transp|enabled |- dnar BraoYeHNs TLS 22.0/-
ort.http.tls.
NPOTOKONA
config.transp |private k|- MyTb K paiiny ¢ 2.2.0/-

ort.http.tls.

ey

MPMBATHbLIM K/THOYOM.
Mpu He3anoAHEHHOM
3Ha4YeHMn dopmmpyeTcs
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MapameTp B pamnnax:
config.yml, config.yml.j2

MapameTp B panne
_vars.ym|

OnucaHue

HobasneHo
/YnaneHo

Mo NPMHLMNY
config folder/app na
me/app name.key

config.transp
ort.http.tls.

certifica
te

MyTb K parny ¢
cepTudMKaTOM
(NyOANYHBIN KNtoY).
Mpn He3anoAHEHHOM
3HaYeHUn popmupyeTcs

Mo NPUHLUMUNY
config folder/app na
me/app name.crt

2.2.0/-

config.transp
ort.http.tls.

ca certif
icate

MyTb K parny ¢
N0BEPEHHBIM
CePTUPUKATOM.

[Npn HE3ano/IHEHHOM
3HaYeHUN GopmmpyeTcs

Mo NPUHLUMUNY
config folder/ca.crt

2.2.0/-

config.transp
ort.http.http
Debug.

address

[He ncnonb3yeTca] Agpec
cepBepa (ans cnyxebHbix
debug-3HanoOMHTOB
NPUNOXKEHMA)

240/ -

config.transp
ort.http.http
Debug.tls.

enabled

[He ncnonbsyetcal ®nar
BKAtOYeHMA TLS
npoTokona (ana
cny*kebHbix debug-
9HAMNOUHTOB
NPUNOXKEHMA)

2.2.0/-

config.transp
ort.http.http
Debug.tls.

private k
ey

[He ncnonbayeTtcal MNyTb K
dalny c nprBaTHLIM
KNto4oM (ANAa cnyRebHbIX
debug-aHanonHTOB
NPUNOXKEHMA)

2.2.0/-
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MapameTp B pamnnax: MapameTp B panne HobasneHo
) ] ) OnucaHue
config.yml, config.yml.j2 _vars.ym| /YpaneHo
config.transp|certifica - [He ncnonbayetesa] MyTb K [2.2.0/ -
ort.http.http|te o
banny c ceptudmnraTom
Debug.tls. .
(ny6AnYHbIN KAtoY) (ann
cny*kebHbix debug-
3HAMNONHTOB
NPUNOXKEHMA)
config.transp|ca certif - [He ncnonbayetes] MyTb K [2.2.0/ -
ort.http.http|icate o
banny c noBEPEHHbIM
Debug.tls.
cepTudurKaTom (ana
cnyxebHbix debug-
3HANOUHTOB
NPUNOXKEHMA)
config.ttl. login_con |ttl_login_consent Bpema mum3Hu 3anpoca Ha|2.2.0/ -
sent requ | request
- - aBTOPM3aLMIO
est
config.ttl. access_to |ttl access_token |Bpemsa »usHu 2.2.0/-
ken access token
config.ttl. refresh t |ttl refresh token Bpemsa wusHu 2.2.0/-
oken
refresh token. [1pu
3HaveHun "-1" cuntaeTca
HecKoHeYHbIM
config.ttl. id token |ttl id token Bpemsa »u3Hu id token [2.2.0/-
Config.ttl . auth_code ttl_auth_code BpeMﬂ YKU3HU auth code [2.2.0 / -
config. passwordE |- MakcumansHoe spema  |2.2.0/ -
iration o
xpLratd [enCcTBMUA Napons.
Time
Config.paSSWO minLength - MuHMMabHag ONNHA 220/-

rdSettings.

napond. 3HadyeHue: 8.
Ecav ykasaTb 3HayeHue
MeHbLle, Yem 8, To
CUCTeMa A0/IKHA CYUTaTb,
YTO minPasswordLength
= 8.
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) ] ) OnucaHue
config.yml, config.yml.j2 _vars.ym| /YpaneHo
config.passwo maxLength MakcumansbHas gaHa  (2.2.0/ -
rdSettings.

J napond. 3HavyeHue: 255.

Ecnm ykazaTb 3HaYeHMe

MeHbLUE, Yem

minPasswordLength

(MMHMMaNbHaA ANMHA

napons), To cuctema

OONKHA CYMTaTD,

YTO maxPasswordLength

= minPasswordLength
config.passwominDigits MuHumanbHoe uncno  [2.2.0/ -
rdSettings.

J undp B napone (3)
config.passwo minUpperL MuHumansHoe uncno  [2.2.0/-
rdSettings. etters

g OYKB BEPXHErO PerncTpa

B napone (2)
config.passwominlowerL MuHumansHoe uncno  |2.2.0/-
rdSettings. etters

J OYKB HUMKHErO perncrpa B

napone (2)
config.passwo|minSpecia MuHumanbHoe uncno  [2.2.0/ -
rdSettings. lchars

CNeLcMMBOIOB B Napoe

(2)
config.passwo lupperLett [onyctumble ansa napons [2.2.0/ -
rdSettings. ers

CMMBO/1bl BEPXHETO

perncrpa

ABCDEFGHIJKLMNOPQRST

UVWXYZ
config.passwo|lowerLett Oonyctumble ans napons [2.2.0 / -
rdSettings. ers

CMMBO/Ibl HUKHETO

perncrpa

abcdefghijklmnopgrst

UVWXYZ
config.passwo|specialCh Oonyctumble ans napons |2.2.0 / -

rdSettings.

ars

crneuyanbHble CUMBObI
R#SS Ne* () +
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MapameTp B pamnnax: MapameTp B panne HobasneHo
) ] ) OnucaHue
config.yml, config.yml.j2 _vars.ym| /YpaneHo
config. failedLog |- MaKcumanbHoe 2.2.0/-
inTries
KOZIMYECTBO HeyCneLlHbIX
NONbITOK
ayTeHTUdMKaumm (BBoaa
HenpaBMIbHOIO Napons)
[0 BNIOKMPOBKM YyHETHOM
3anuncu.
3HayeHue: "3"
config. failedLog |- Bpemsa 610KMPOBKH 2.2.0/-
inBlockTi o
yYeTHOM 3anmncu
me
No/Nb30BaTeNA B C/y4Yae
NOCTUXKEHMA
YCTaHOB/IEHHOIO
MaKCMMaIbHOrO
KOZIMYeCTBa HeyCneLlHbIX
NONbITOK
ayTeHTMduUKaumm.
3HayeHue: "15m"
config. loginGrac |- Bpems, B TedeHme 22.0/-
eTime
KOTOPOro CYUTAKOTCH
HeycneLHble NOMbITKM
ayTeHTUPMKaummn nepen
HNOKMPOBKOM
config. privilege PriVileged_SeSSio,ﬂonyCﬂmmoeKoaneCTBo 2.2.0/-
dSessions |ns limit
o — OZlHOBPEMEHHO
Limit .
3aMyLLEHHbIX CECCUN Y
NPUBMNETMPOBAHHOM
YYETHOM 3aMnCK
config. unprivile unprivileged_sess ,ﬂ,Ol‘IyCTVIN\OQ KonmyecTtro [2.2.0 / -
gedSessio |ions limit
o — OZlHOBPEMEHHO
nsLimit o
3aMyLLEHHbIX CECCUN Y
HenpuBUAErMPOBAHHOM
y4eTHOM 3anncu
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MapameTp B pamnnax: MapameTp B panne HobasneHo
) ] ) OnucaHue
config.yml, config.yml.j2 _vars.ym| /YpaneHo
config. insecureU [insecure uri dnar UCNoNb30BaHMA 2.2.0/-
ri
He3alWMLLIEHHOro
coeguHeHuA. ITOT
napameTp HaAo 3a4aBaTb
B true ecnm ncnosb3yeTcs
He3alMLWEeHHoe
coeanHeHme (http
npoTokon). OH BAMAET Ha
dopmmposaHue Cookie
3aro/I0BKOB, MPOBEPKY
pPeanpPEKTOB.
config. expose_in |expose_internal e|dpar otobpareHuma 2.5.0/-
ternal er |rrors o
- pacLIMpPeHHOMN
rors
MHGopMaLMn B OLIMOKaX.
1o ymon4aHuto
BbIK/IIOYEH, TaK KaK
MHDOPMALMA MOXKET
coAep»KaTb AaHHble,
HeXkenaTeNbHble K
PACKPbITUIO.
Mcnonb3yeTca ana
OTNaAKM
config. insecureR |33n3eT1cH Cnucok url Ha KoTopble  |2.2.0/ -
edirectUr
, BblpaXKeHnem cepBep aBTOpM3aUMM
is ,
[{% 1f paspelaeT Aenatb
insecure uri is
, — PeANPEKT NO NPOTOKOY
defined and
insecure uri %} http 8 npouecce
"{{ emm admin uri |[ayTeHTUdUKaLMN. KOHUT
BN MOHO 3aMONHATL
"{{ aps admin uri .
by - TONIbKO NPY BKAOYEHHOM
14
"{{ aps_dev uri |OnuA
ISYAN config.insecureUri
"{ {
auth admin uri
Py,
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PYKOBOACTBO aAMWUHMUCTPATOpPA

— "] OTKPbITAS

MOBHWUJIbHASA

l MAAT®OPMA
MapameTp B pamnnax: MapameTp B panne HobasneHo
) ] ) OnucaHue
config.yml, config.yml.j2 _vars.ym| /YpaneHo
"{ {
push admin uri
Py,
{% endif %}]
C MICNONb30BaHMEM
napamMeTpoB
M3 vars.yml
config.secret|system - Kntoun ana wndposaHma (2.2.0/ -
S. o
CUCTEMHOM MHGOPMaALUK
config.secret|cookie - Kntoum ans wndposaHus [2.2.0 / -
S . .
cookie, NnepenaBaemble
B Opay3ep
config. allowTerm 33n3eTcH CNMCOK ip afpecos, C 22.0/-
inationFr
BbIPa*KEHNEM KOTOPbIX MOXHO AenaTb
om ,
[ {% 1f 3anpockl Ha cepeep
allow termination
- , aBTOpPM3aLMM NO
_from is defined
%} {% for host in|TPOTOKOAY Nttp
allow termination
_from %} "{{ host
1", {% endfor %}
{%$ endif %} {%
for host in
groups|['app'] %}
"{ {
hostvars[host] ['a
nsible default ip
v4'] ['address']
}}y/32™, {% endfor
st 1
C UICNONIb30BaHMEM
napameTpoB M3
vars.yml U
hosts.yml
config.ocs-  |passwordH |. Yncao nocneaHnx 22.0/-
auth- istoryDep
MCNONb30BaAHHbIX
accounts- th

users-api.

naposien, KoTopble

3anpeLleHo
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PYKOBOACTBO aAMWUHMUCTPATOpPA

— "] OTKPbITAS

MOBHWUJIbHASA

l MAAT®OPMA
MapameTp B pamnnax: MapameTp B panne HobasneHo
) ] ) OnucaHue
config.yml, config.yml.j2 _vars.ym| /YpaneHo
MCNONb30BaTb NPU
CO34aHMN HOBbIX
naponen. HosbI Napoib
He A40/IKeH coBMaaaTh C
NapoiAMM N3 NCTOPUM B
pPaMKax 3a1aHHOTO
3HayeHwuA. Micnosb3lyerca
015 YYETHbIX 3anmcen
Noab30BaTeNen
config.ocs- |maxAccoun |. MaKcrmasibHbIN CPOK 2.2.0/-
auth- tInactivi o
, HEeaKTMBHOCTM Y4EeTHOM
accounts- tyPeriod
users-api. 3anmcu, nocne KoToporo
OHa A0/1’KHa ObITb
3abnoKkMpoBaHa.
Ncnonb3syetca ana
YYETHbIX 3anuncem
NoNb30BaTeENEN.
config.ocs-  |passwordH | Yucao nocnemHmx 2.2.0/-
auth- istoryDep
MCMONb30BaAHHbIX
accounts- th

devices-api.

napo/sien, KoTopble
3anpeuleHo
MCNONb30BaTb NPU
CO34aHMN HOBbIX
naponen. HosbIh Naponb
He J0/IKeH coBMaaaTh C
NapoiAMM N3 UCTOPUM B
paMKax 3aZ1aHHOTO
3HayveHuA. MicnonbayeTca
ONA YYeTHbIX 3anmncemn C
posnbto MIM «ABpopa

LleHTp»
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— "] OTKPbITAS

PyKOBOZACTBO aAMMHUCTPATOPA MOBMWJIbHASA
y A A paTop lnnATwopMA
MapameTp B pamnnax: MapameTp B panne HobasneHo
. . . OnucaHue
config.yml, config.yml.j2 _vars.ym| /YpaneHo
config.ocs- |maxAccoun |- MaKCMManbHbIM CPOK 2.2.0/-
auth- tInactivi o
, HEeaKTMBHOCTM YYETHOM
accounts- tyPeriod
devices-api. 3anmMcK, nocne KoToporo
OHa AO0/XKHa bbITb
3abnoKMpoBaHa.
Ncnonb3yeTtca ans
YYETHbIX 3anmncen ¢
posibio MI1 «ABpopa
LeHTp»
config. gatewayTi gateway_timeout TaMN\ayT 3aMpoCoB Ha 220 / -
meout
LUHO3bI
config. hashWorke |~ KonnyecTtso Bopkepos, [2.4.0/ -
rs BbIYMCAAOLLMX X3LLIMN
naponewn. Mo
yMoO4YaHuo 16.
config.oidcCl |scope 3apaetca Ckonbl AnAa oidc KaneHTa, [2.2.0/ -
ients.authAdm o
, BbIpPa*KEHNEM KOTOPbIN MCNONb3YyeTCA
inConsole.
{1 ANA ayTeHTUdMKaLMM B
oidc clients(['aut
- [ KoHnconwu MNb
h-admin-
console'] .scope
b}
C NCNONb30BaHNEM
napameTpoB
M3 oidc.yml
config.oidcCl |returnUri |33n3eTca ALpec, Ha KOTOpbIN 2.2.0/-

ients.authAdm
inConsole.

BblpaXKeHnem
{{

oidc clients['aut

h-admin-
console'] .redirec
t uris | first }}

C UCMONb30BaAHNEM
napameTpoB

M3 oidc.yml

cepBep aBTOpM3aLUN
caenaeT peanpeKT nocne
ayTeHTUPMKaUMn B
KoHconun [1b
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— "] OTKPbITAS
PYKOBOACTBO aAMWUHMUCTPATOpPA MOBWUJIbHASA
l NNAT®O0PMA
MapameTp B pamnnax: MapameTp B panne HobasneHo
. i . OnucaHue
config.yml, config.yml.j2 _vars.ym| /YpaneHo
config.logger |level logger level YpoBeHb AeTanusaumm 2.2.0/-
coobLWeHnn
NIOrMPOBaHMA.

BO3MOXHble 3Ha4YeHUA:
— debug - J/lormposaHue
OTNa04YHOWM
MHbOpMaummn. BkatoyaeT

COODLLEHNA YPOBHEW
debug, info, warn,
error;

~ info - J/lormposaHue
MHPOPMaLMK O
cobbITUAX, He
NPUBOAALLMX K OLUMOKAM.
BkntoyaeT coobuieHma
ypOBHEM info, warn,

error;

—- warn - J/lormpoBaHue
MHGopMaLMM O
cobbITMAX, KOTOPbIE
MOTYT NPUBECTU K
olmnbKam. BkatoyaeT
coobLLeHMA ypOoBHEN
warn, error,

- error - JlormpoBaHue
MHbopmaummn ob
olwmnbkax. Bkntoyaet
COObLLEHMA YPOBHSA

error
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PYKOBOACTBO aAMWUHMUCTPATOpPA

— "] OTKPbITAS

MOBHWUJIbHASA

J NAAT®OPMA
MapameTp B pamnnax: MapameTp B panne HobasneHo
config.yml, config.yml.j2 _vars.ym| Onvcatine /YpaneHo
config.logger|caller logger caller dnar BKAOYEHUA B 2.2.0/-
coobLleHme nora
Ha3BaHWA QYHKLMN K
HOMepa CTPOKM, B
KOTOPOM NponcxoamT
NIOrMpoBaHMe cobbITuA
config.logger humanRead |logger human read|®nar BKAOYEHUA 2.4.0 / -
able able bopmaTnpoBaHmA
coobuieHunii nora B
0bbIYHbIN TEKCT (He json)
config.tracin|enabled |tracing enabled |®par BKAOYEHUA 2.2.0/-
g- TpaccMpoBKMK
config.tracin|sample ra |tracing sample ra|YgcToTa [AMCKpeTU3aLmm 22.0/-
g- te te TPACCMPOBKM
config.tracin|reporting |tracing reporting |QTyeTHbIN nepuog, 2.2.0/-
g. _period _period TPACCMPOBKM
config.tracin|jaeger_ag |- Aapec noakaodeHna k- |2.2.0/ -
g. @nt_endpo Jaeger
int
config.jaeger |address |- Anpec Tpelicepa Jaeger [2.2.0/-
(cM. https://www.jaeg
ertracing.io/docs/1.
17/)
config. enablePpr |enable pprof dnar BKAOYEHMA 2.2.0 / -
of OTNa404HOrO
NPOPUNNPOBLLMKA
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PYKOBOACTBO aAMWUHMUCTPATOpPA

MOBUN

— "] OTKPbITAS

_J

bHASA

NNAAT®OPMA

8.3.3. OnuncaHune KoHdUrypaumoHHbix pannos MMM (cueHapumes ycTaHoBKM M)

8.3.3.1. OnuncaHue napameTpos KOHOUIypaLUMOHHOro danna Y
(/var/ocs/appstore/config.yml), wabnoHa KoHPUrypaumoHHoro danna M
(config/subsystems/appstore/config/services/config.yml.j2) 7
KOH®UIypaLUMOHHOIo danna cueHapues YCTaHOBKM MM _vars.yml
(config/subsystems/appstore/vars/ vars.yml) npmeegeHo B Tabnmue
(Tabnuua 28).

Tabnuua 28

OnwucaHue (* nomeyeHbl
MapameTp B paitnax: config.yml,| NapameTp 8 paiine no.f, KoTopble HNobasneHo
config.jml.j2 _vars.yml 3anpeLeHo /YnaneHo
pPefaKTUPOBaTb)
COHfig.pUbli pUbllCUrl auth_public_uri HOﬂHb”\)] aru‘pec 221/_
is. h.
cUris.aut nybamnyHoro API
cepBepa aBTOopM3aLUmm *
- - auth_public_add|Anpec ny6anynoro APl (2.4.0/-
ress
cepBepa aBTOpPM3aLMM
- - auth_public_bas Bgsepath nybaunyroro |2.4.0/ -
h
epat APl cepBepa
aBTOpM3aLMN
config.publi |adminUri auth admin uri |MoaHbIN aapec API/UI 22.1/-
cUris.auth. Konconu M *
- - auth_admin_addr |Anpec API/UI KoHconn [2.4.0/ -
ess I_IB
- - auth_admin_base |Basepath API/UI 240/ -
th
be KoHconun b
config.publi |adminUri aps_admin uri MNonHbIN agpec API/UI 2.50/-
cUris.aps. KoHConm
aaAMuHUcTpaTopa NM
- - aps_admin_addre \Aapec API/UI KoHconn |2.5.0/ -
SS
aaAMUMHUCTpaTopa NM
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PYKOBOACTBO aAMWUHMUCTPATOpPA

— "] OTKPbITAS

MOBHWUJIbHASA

_J MAAT®OPMA
OnwucaHue (* nomeyeHsl
MapameTp B painax: config.yml,|MapameTp 8 paiine nons, KotTopble JobasneHo
config.jml.j2 _vars.yml 3anpeLleHo /YnaneHo
penakTMpoBaThb)
- - aps_admin_basep |Basepath API/UI 250/-
ath KoHconu
aaAMUHUCTpaTopa NM
config.publi |devUri aps_dev uri MonHbI agpec API/UI 22.1/-
cUris.aps. KoHconu pa3paboTymka
MM *
- - aps_dev_address |Aapec API/Ul KoHconn (2.4.0/ -
pa3paboTtunka MM
- - aps_dev_basepath |Basepath API/UI 2.4.0/-
KoHconu pa3paboTymka
MM
config.publi |[devBasepath |aps dev basepat Mpedurc API/UI 22.1/-
cUris.aps. h KoHconu pa3paboTymka
MM
config.publi |adminBasepat |aps admin basep Mpedukc B url ana 22.1/-
cUris.aps. h ath KOHCOM
aaAMUHUCTpaTopa NM
config.publi marketUri aps market uri |MonHbIN aapec API 2.50/-
cUris.aps. KAMEHTCKOrO W33
- - aps_market_addr |Anpec APl kaneHTckoro [2.5.0/ -
©ss LWt03a
- - aps_market_base Bgsepath AP 2.5.0/-
path KAMEHTCKOrO W33
config.publi |adminUri emm admin_ uri MNoHbIN azpec APl/Ul 2_2_1/_
cUris.emm. KoHCOM
agMUHUCTpaTopa MY
- - emm_admin_addre |Anpec API/Ul KoHconn [2.4.0/ -
SS aaMUHUCTpaTopa MY
- - emm_admin_basep |Basepath API/UI 240/ -

ath

KoHconm
agMUHUCTpaTopa My
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— "] OTKPbITAS

PyKOBOZACTBO aAMMHUCTPATOPA MOBMWJIbHASA
y A A paTop l NAAT®GOPMA
OnwucaHue (* nomeyeHsl
MapameTp B painax: config.yml,|MapameTp 8 paiine nons, KotTopble JobasneHo
config.jml.j2 _vars.yml 3anpeLleHo /YnaneHo
penakTMpoBaThb)
config.syste |publicAddres |"http: //ocs~- A'D‘pec |_|Y6/-|V|L‘|HO|-O APl 12.2.1 / -
mUris.auth. |s auth-public-
, aBTOpM3aUMK - ANA
api-gw."
+ domain MEXCUCTEMHOIO
B3aMMOAENCTBUA
config.syste |publicBasepa |- MpeduKc nybanMuHOro 22.1/-
mUris.auth. [th
APl aBTOpM3auumn - oA
MEXCHMCTEMHOTO
B3aMMO/ENCTBUSA
config.syste|adminAddress |"http://ocs- Anpec 22.1/-
mUris.auth. auth-admin-api-
, aAMUHUCTPATMBHOTO AP
gw." + domain
aBToOpM3aLUMK - ANA
MEXCUCTEMHOIO
B3aMMO/EeMNCTBUSA
config.syste |adminBasepat |- Mpedukc 22.1/-
mUris.auth. |h
aAMUHUCTPATMBHOro AP
aBTOpM3aLMK - ANA
MEXCHMCTEMHOTO
B3aMMO/ENCTBMUSA
config.sessi|rememberFor |session remembe Bpemsa Xu3Hu ceccum 2.2.0/-
on. r for
- No/ib30BaTeNA KOHCO/N
config.sessi|renewTimeout |session renew t WMHTepsan obHosneruna [2.2.0/-
on. imeout o
ceccui (Npr akTUBHOCTM
No/1b30BaTeNA 3aMpochl
Ha 0OHOBNEHWNE Ceccum
OyayT NoCbiNAaTbCA HEe Ha
KaXKayto aKTMBHOCTb, a
OAMH pa3 3a AaHHbIN
MHTEepBan)
config.oidcC |scope oidc clients['a CKonbl AnA oidc 2.2.0/-

lients.apsDe
vConsole.

ps—-dev-
console'] .scope

M3 hosts.yml

KNMEHTa, KOTOPbIN
Mcnonb3yeTca Ana
ayTeHTUPMKaUMn B
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_J

— "] OTKPbITAS
MOBWJIbHAS
NAAT®OPMA

OnwucaHue (* nomeyeHsl
MapameTp B painax: config.yml,|MapameTp 8 paiine nons, KotTopble JobasneHo
config.jml.j2 _vars.yml 3anpeLleHo /YnaneHo
penakTMpoBaThb)
KoHconu pa3paboTymka
WY
config.oidcC|returnUri oidc_clients['a |Aapec, Ha KOTOPbIN 220/-
lients.apsDe ps-dev-
. |cepBep aBTOpMU3aLMHK
vConsole. console'] .redir
caenaet pegnpexT
ect uris M3 hos a PEANP
ts.yml nocne ayTeHTUGUKaLMM
B KoHconu
pa3paboTtunka MM
config.oidcC |scope oidc_clients['a |Ckonbl gnf oidc 2.2.0/-
lients.apsAd ps—-admin- o
. KJIMEHTA, KOTOPbIN
minConsole. console'] .scope
NCNONb3yeTcAa ANA
M3 hosts.yml
ayTeHTUPMKaUMn B
RoHconu
aAMMHMCTPaTOpa
config.oidcC |returnUri oidc clients['a AﬂpeC,HaKOTOpMM 22()/_
lients.apsAd ps—-admin-
, . |cepBep aBTOpPMU3aLMN
minConsole. console'] .redir
ect uris wu3 hos CAENAET PEANPERT
ts.yml nocne ayTeHTUGUKaLMmM
B KoHconu
dAMUHUCTPATOPA
config.database|host dopmmpyetca ns  |Aapec (xocT) B, 220/-
-postgresqgl pat
roni cluster
-groups|['postgr
esgl masters']
n3 hosts.yml
{$ if
postgresqgl patr
oni cluster is
defined and
postgresgl patr
oni cluster |
bool
%}localhost{%
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PYKOBOACTBO aAMWUHMUCTPATOpPA

— "] OTKPbITAS

MOBHWUJIbHASA

l NAAT®OPMA
OnwucaHue (* nomeyeHsl
MapameTp B painax: config.yml,|MapameTp 8 paiine nons, KotTopble JobasneHo
config.jml.j2 _vars.yml 3anpeLleHo /YnaneHo
penakTMpoBaThb)
else S} {{
groups|['postgre
sgl masters'] |
first }}{%
endif %}
config.datab |port postgresgl.port MNopT B/ 220/-
ase.
config.datab |[dbname postgresqgl.dbna ||/ mg B4 22.0/-
ase. me
config.datab |user postgresql.user |img nonbsosatena 6 |2.2.0/ -
ase.
config.datab |password postgresqgl.pass MNaponb b 2.2.0/-
ase. word
config.consu|token consul token ToKeH A4 AocTyna K 2.50/-
1.
Consul
config. redis |sentinelAddr d)OpMMpyeTCﬂ n3 Ap‘pec MOy NA 2.2.0 / -
©ss - groups [ 'sentin |sentinel CYB/ Redis
el']
n3 hosts.yml
groups|['sentine
1]
map ('regex repl
ace', '"(.*)8",
"\\1:26379") |
join(', ")
config.redis sentinelPass |[redis password Maposb K MOAY/IO 2.20/-
d . .
wer sentinel CYB/ Redis
config.redis masterName redis_master_na | neHtnduxkatop (uma) [2.2.0/-
e b/ Redis
config.redis [password redis password MNaponb kK CYB/ Redis 2.20/-
config.trans |shutdownTime |[transport shutd Bpemsd Ha 3aseplwerme [2.3.0/-
port. own time o
- OTKPbITbIX cOoeaANHEHUMN
nepen TeM, KaK CEPBUC
3aBepLmnT paboTy
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— "] OTKPbITAS

PykoBoAcCTB MUHUCTPAT MOBMWJIbHASA
YKOBOACTBO aA cTpatopa l NAAT®GOPMA
OnwucaHue (* nomeyeHsl
MapameTp B painax: config.yml,|MapameTp 8 paiine nons, KotTopble JobasneHo
config.jml.j2 _vars.yml 3anpeLleHo /YnaneHo
penakTMpoBaThb)
config.trans jurl dopmupyetca us  |Aapec cepsepa NATS  [2.3.0/-
port.nats.
-groups|['nats_ s
treaming server
'] m3 hosts.yml
{% for host in
groups [ 'nats st
reaming server'
]
%}nats://{{nats
.auth token}}@{
{ host
}}:4222(% if
not loop.last
%}, {% endif
$}1{% endfor %}
config.trans|clusterID nats.cluster id MoeHTudunkaTop 2.3.0/-
ort.nats.
po* Knactepa NATS
(https://docs.nats.
io/)
config.trans redeliveryCo - MaKcumanbHoe 250/-
port.nats. unt
KOJINYeCTBO MOMbITOK
obpaboTaTtb cobbITHE,
1o ymon4aHutio
KOJINYeCTBO MOMbITOK -
3.
config.trans|enabled - dnar BrAtoUeHna TLS  |2.3.0/ -
port.http.tl
NPOTOKOMA
S.
config.trans [private key |- MyTb K daitny ¢ 2.2.0/-

port.http.tl
S.

NPUBATHbIM K/TKOYOM.
[Mpn HE3ano/IHEHHOM
3Ha4YeHun popmmpyeTcs

No NPUHLUNY
config folder/app n
ame/app_ name.key
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— "] OTKPbITAS

_J

MOBHWUJIbHASA
NNAAT®OPMA

OnwucaHue (* nomeyeHsl

MapameTp B painax: config.yml,|MapameTp 8 paiine nons, KotTopble JobasneHo
config.jml.j2 _vars.yml 3anpeLleHo /YnaneHo
penakTMpoBaThb)
config.trans |certificate MyTb K paiiny ¢ 220/-
t.http.tl
por P cepTMdmUKaTOM
S.
(NYOANYHBIN KNtou).
Mpn He3anoAHEHHOM
3HaYeHUN GopMMpyeTCS
No NPUHLMMNY
config folder/app n
ame/app name.crt
config.trans|ca certifica MyTb K paiiny ¢ 220/-
port.http.tl |te
[OBEepeHHbIM
S.
cepTudMKaTOM.
Mpn He3anoAHEHHOM
3HaYeHUN GopMUMpyeTcs
No NPUHLMMNY
config folder/ca.crt
config.trans enabled [He ucnonb3yetca] dnar (2.2.0/ -
ort.httpDeb
P P BKAtOYeHMA TLS
ug.tls.
npoTokona (ana
cny*kebHbix debug-
3HAMNOUHTOB
NPUNOXKEHMA)
config.trans private key [He ucnonbayetca] Mytb (2.2.0/ -
port.httpDeb o
K dalny ¢ NpMBaTHbLIM
ug.tls.
KAto4yom (ana
cnyxebHbix debug-
SHAMNOUHTOB
NPUNOXKEHMA)
config.trans certificate [He I/ICI'IOﬂb3y8TCFI] I_lyTb 220/_
t.httpDeb y
pot pre K panny c
ug.tls.
cepTudmnKaToOM

(ny6AnYHbIN KAtod) (ann
cny*kebHbix debug-
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PYKOBOACTBO aAMWUHMUCTPATOpPA

— "] OTKPbITAS

_J

MOBHWUJIbHASA
NNAAT®OPMA

MapameTp B painax: config.ymi,

config.jml.j2

Mapametp B dpaine
_vars.yml

OnwucaHue (* nomeyeHsl
noJif, KoTopble
3anpeLeHo
penakTMpoBaThb)

HobasneHo
/YpaneHo

9HAMNOMHTOB
NPUNOXKEHMA)

config.trans
port.httpDeb
ug.tls.

ca certifica
te

[He ncnonb3yetca] MNyTb
K Ppanny c 4OBEPEHHbIM
cepTudmKaTom (Onn
cnyxebHbix debug-
SHAMNOWHTOB
NPUAOKEHMA)

2.2.0/-

config.

insecureUri

insecure uri

dnar ncnosb3oBaHMA
He3alWMLUWeHHOro
coegnHeHusa. IToT
napameTp HaAo
33[1aBaTb B true eCc/un
MCMNONb3YyeTCA
He3alWMLeHHOoe
coeanHeHme (http
npotokon). OH BAMAeT
Ha dopmmpoBaHme
Cookie 3aronosKos,
NPOBEPKY PEeANPEKTOB.

2.2.0/-

config.

gatewayTimeo
ut

gateway timeout

TalmayT 3anpocoB npwu
B3aMMO/EMNCTBUM CO
LIAt03aMM

2.3.0/-

config.

clientTimeou
t

client timeout

TalmayT 3anpocoB npwu
MeKCePBMCHOM
B3aMMOAENCTBUM

2.3.0/-

config.

resourceCach
eTime

resource_ cache
time

Bpems, Ha KoTopoe
KOHTEHT MOXET ObITb
3aK3LWMPOBaH
KnneHTom. Mpumep:
"3600s"

3.0.0/-
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— "] OTKPbITAA
PYKOBOACTBO aAMWUHMUCTPATOpPA l MOBWUJIbHASA

NNAAT®OPMA

OnwucaHue (* nomeyeHsl

MapameTp B painax: config.yml,|MapameTp 8 paiine nons, KotTopble JobasneHo
config.jml.j2 _vars.yml 3anpeLleHo /YnaneHo

penakTMpoBaThb)

config.logge |level logger level YposeHb aeTanunsaumn|2.2.0/ -
e coobLweHnn
NIOrMPOBaHMA.
Bo3MOMKHble 3HaYeHUA:
~ debug - JlormposaHue
OT/1aJ04HOW
MHbOopMaummn. BkntoyaeT
COODLIEHNA YPOBHEN
debug, info, warn, error;
~- info -JlormpoBaHue
MHGopMaLMM O
CODObITUSAX, HE
NPUBOAALLNX K
olwmnbKam. BratoyaeT
COODLIEHNA YPOBHEW
info, warn, error;

- warn - JlormpoBaHue
MHbOpPMaUMmM 0
cobbITHAX, KOoTopble
MOryT  MPUBECTU K
OLIMBKaM. BkntouaeT
coobuleHmn YPOBHEM
warn, error;

- error - JlornpoBaHue
MHbOpPMaUMmM 06
oLInBKax. BkntoyaeT
coobuieHmn YPOBHSA
error

Config. logge caller logger_caller CDﬂar BK/IFOYEHMS B 220 / -

r.
cooblleHme nora

Ha3BaHMA QYHKLMM U

HOMepa CTPOKM, B
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PYKOBOACTBO aAMWUHMUCTPATOpPA

— "] OTKPbITAS

_J

MOBHWUJIbHASA
NNAAT®OPMA

OnwucaHue (* nomeyeHsl

MapameTp B painax: config.yml,|MapameTp 8 paiine nons, KotTopble JobasneHo
config.jml.j2 _vars.yml 3anpeLleHo /YnaneHo
pefakTMpoBaTb)
KOTOpPOW NpomncxoamT
NnornpoBaHne cobbITnA
config.logge lhumanReadabl |logger human re |®nar BKAOYEHUA 240/ -
r. e adable
dbopmaTmpoBaHMNA
coobueHnn nora B
0ObIYHbIM TEKCT (He
json)
config.traci |enabled tracing enabled|daar BKAOYEHUS 2.2.0/-
ng.
d TPACCMPOBKMU
config.traci [sample rate traCing_Sample__qaCTOﬂaﬂMCHDETM3auMM 2.2.0/-
. t
ng rate TPACCMPOBKMU
config.traci |[reporting pe |tracing reporti OT4YeTHbIN Nepunog, 2.2.0/-
ng. riod ng period TPaccHpPOBKM
config.traci|jaeger agent |- AZpec NOAKMOYEHMA K 221)/_
ng. _endpoint Jaeger
config.jaege |address - Anpec Tpeitcepa Jaeger [2.2.0/ -
r.
(cM. https://www.jae
gertracing.io/docs/
1.17/)
config. enablePprof |enable pprof dnar BKAOYEHUA 2.20/-
OT/1aA04HOro
NPodUANPOBLLMKA
COHfig.pUbli changelog - Tpe6ye1’cﬂ il 240/-
hedRel R
S e, © e“,’lse 3ano/iHeHMe nosa «4T1o
equiredField
s. HOBOroO» AN
I'Iy6f|l/IHaLl,l/Il/I BTOPOIo n
nocneayroumx penn3os
COHfig.pUbli description - Tpe6ye-|-cﬂ n 240/_
hedRel R
s e. © ezlise 3anoJsiHeHne NoaA
equiredField
s, «OnucaHne
NPUAOXKEHUA» ANS
nybAnKaumm penmnsa
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PYKOBOACTBO aAMWUHMUCTPATOpPA

— "] OTKPbITAS

_J

MOBHWUJIbHASA
NNAAT®OPMA

OnwucaHue (* nomeyeHsl

MapameTp B painax: config.yml,|MapameTp 8 paiine nons, KotTopble JobasneHo
config.jml.j2 _vars.yml 3anpeLleHo /YnaneHo
penakTMpoBaThb)
config.publi |icon TpebyeTcs nu 24.0/-
shedReleaseR
. . 3anoJIHEHME NOoNS
equiredField
< «MIKOHKa» ana
nybanKaumm penmsa
config.publi |keywords TpebyeTcs nu 24.0/-
shedReleaseR
. . 3aMN0JIHEHME NOoNS
equiredField
. «KntoueBble coBa» ana
nybAnKaumm penmnsa
COHfig.pUbli minScreensho HOﬂquCTBO 240/_
shedReleaseR |[tCount
. . CKPWHLIOTOB,
equiredField
. Tpebyemoe ana
nybankaumm penmsa. 0 -
He TpebytoTcA.
config.publi [policyUrl TpebyeTcs nu 24.0/-
shedReleaseR
. . 3anonHeHune nona «URL
equiredField
<. NONUTUKM
KOHOMAEHUMANBHOCTNY
ans nybankaumm
pennsa
config.publi |secondCatego Tpebyetca nu 24.0/-
shedReleaseR |ry
. , 3aMNo0JIHEHME NOoNS
equiredField
s, «KaTeropma 2» ana
nyoanKaumm penmsa
config.publi |supportEmail TpebyeTca nu 240/ -
shedReleaseR
. . 3anoJIHeHME NoNs
equiredField .
<. «email nogaepsKKm»
ana nybamkaumm
pennsa
config.publi webSiteUrl Tpe6yeTCH Iy 240/_
shedReleaseR o
, , 3anonHeHue nona «Cant
equiredField

S.

NPUNOXKEHMA» ONA
nyoanKaumm penmsa
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PYKOBOACTBO aAMWUHMUCTPATOpPA

— "] OTKPbITAS

_J

MOBHWUJIbHASA
NNAAT®OPMA

MapameTp B painax: config.ymi,
config.jml.j2

Mapametp B dpaine
_vars.yml

OnwucaHue (* nomeyeHsl
noJif, KoTopble
3anpeLeHo
penakTMpoBaThb)

HobasneHo
/YpaneHo

config.

secrets

CnuCcoK cekpeToB Ann
MexaHn3ma
WndpPoBaHNA
NPUBATHbIX KNOYENR.
[MepBbli B CIMUCKE -
aKTyaNbHbIN CEKpeT.
OcTanbHble HYXHbl 4/1A
paclwmdpoBKM
3aWmndpPoBaAHHbIX
NaHHbIX (C
nocneayoumm
WndpPOBaHMEM C
aKTya/IbHbIM CEKPETOM)

2.3.0/-

config.

smtp.

from

[ToyTa 1 nma
OTnpaBuTenA

3.0.0/-

config.

smtp.

address

Afpec noYToBOro
cepsepa

3.0.0/-

config.

smtp.

authType

Tun ayTeHTUdGMKaLMM

3.0.0/-

config.

smtp.

host

Nma xocTa ana
ayTeHTMduMKaumm

3.0.0/-

config.

smtp.

username

ImAa nonb3oBaTens Ans
ayTeHTMdMKaumm

3.0.0/-

config.

smtp.

password

[Naponb ana
ayTeHTUPMKaLUMN

3.0.0/-

config.

smtp.

identity

identity 414
ayTeHTUPMKaLUMN
0ObIYHO COBMNaAaET C
username WM NYCTaA
CTPOKa

3.0.0/-

config.

smtp.

secret

Kntoy ana noanucu
COODLWEHMN C MOMOLLbIO
md5 hmac

3.0.0/-
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— ~| OTKPbITASA

PYKOBOACTBO aAMUWHUCTPATOPA MOBUJNIbHASA
y A A P P lnnATcpopMA

8.3.4. OnncaHmne KoHUrypaumoHHbIx pannos MY (cueHapures ycTaHOBKM 1Y)

8.3.4.1. OnucaHwue napameTpos KOHPUTYPaUMOHHOTO danna [y
(/var/ocs/emm/config.yml), lWwabnoHa KOHPUIYPaLMOHHOIO danna ny
(config/subsystems/emm/config/services/config.yml.32) U KOHPUTYPALMOHHOIO
danna cueHapues YCTaHOBKM ny _vars.yml

(config/subsystems/emm/vars/ vars.yml) npuBefeHo B Tabauue (Tabanua 29).

Tabnnua 29
Mapametp dpannax: .
_ MapameTp B dpanne [Job6asneHo
config.yml, Onucanune
. . _Var&ynﬂ /yAaHEHO
config.yml.j2
config.insecure |insecure_ uri Mcrnosib3oBaHme 2.2.0/-
Uri
He3alWMLWEHHOTO
coeIMHEHMA. DTOT NapameTp
HeobxoaMMO 33JaBaTb B
true €CAM MCNONb3yeTcA
He3alMLEeHHoe
coeZMHeHMme (http
npotokon). OH BAWAET Ha
bopmmnposaHme Cookie
3aro/10BKOB, NpoBepKy
peanNpPeKTOB.
config.publicUr |emm mobile uri MonHbil  agpec  API nal2.2.0/ -

is.emm.mobileUr NH]«ABpOpaIJEHTp»

i

config.publicUr |emm admin basepath ﬂpe¢MHcaAMMHCKOH)APVU|22()/-
is.emm.adminBas
rny
epath
config.publicUr auth_public_uri MNonHbIN agpec |-|y6j'|l/|\_|HorO 220/-

is.auth.publicU
, AP| cepBepa aBTOpM3aLMN

ri
config.publicUr auth_admin_uri Hong“Z aApec aAMWHCKOro 220/_
1s.auth.adminU
Ts-at Ry API/UI cepsepa
1
aBToOpmn3aunmn
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— "] OTKPbITAA

PYKOBOACTBO aAMWUHMUCTPATOpPA MOBWUJIbHASA
y A A paTop l NAAT®OOPMA
Mapametp dainax: .
_ MapameTp B dpanne JobasneHo
config.yml, OnucaHue
. ) _vars.yml /YnaneHo
config.yml.j2
config.publicUr aps_admin_uri HO”HHM a.ﬂ‘pec aAMMHCKOro 220/-
is.aps.adminUri API/UI TIM
config.systemUr XocT ny6an4YHOro API[2.2.0/ -
is.auth.publicA
cepBepa aBTOpM3aLUUK,
ddress .
MCNONb3YEMbIM ans
BHYTPEHHEro
MEeXKMNOACUCTEMHOIO
B3aMMO/ENCTBUSA
config.systemUr Mpedurc nybnmyHoro API2.2.0/-
is.auth.publicB
cepBepa aBTOpM3aLMK,
asepath o
MCNONb3YEMbIM ans
BHYTPEHHEro
MeXMNoACUCTEMHOTO
B3aMMO/ENCTBUSA
config.systemUr XocT  agmuHckoro  API2.2.1/-
is.auth.adminAd
cepBepa aBTOpM3aLMK,
dress .
MCNONb3yEMbIM ans
BHYTPEHHErO
MeXMNoACUCTEMHOIO
B3aMMOAEMNCTBMA
config.systemUr MpeduKc K agmmHckomy API[2.2.1 /-
is.auth.adminBa
cepBepa aBTOpM3aLUUK,
sepath o
MCNONb3yEMbIM ans
BHYTPEHHErO
MEeXMNoACUCTEMHOTO
B3aMMO/ENCTBUA
config.systemUr Xoct  API noacuctems!|2.2.0 /-
is.aps.marketAd o
«MapKeT», MCNOAb3yeMblM
dress
Ans BHYTPEHHEro
MEXKMNOACUCTEMHOIO
B3aMMOJEeNCTBUA
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PYKOBOACTBO aAMWUHMUCTPATOpPA

— "] OTKPbITAS

MOBHWUJIbHASA

l MAAT®OPMA
Mapametp dainax: .
_ MapameTp B dpanne JobasneHo
config.yml, OnucaHue
_ _ _vars.yml /YnaneHo
config.yml.j2
config.systemUr Mpeduke Kk APl noacuctemnbl|2.2.0 / -
is.aps.marketBa o
«MapKeT», MUCNONAb3yeMbIi
sepath
ans BHYTPEHHErO
MEXKMNOoACMCTEMHOIO
B3aMMO/ENCTBUSA
config.systemUr XocT aIMUHCKOTO API[2.2.1/-
is.pkgRepo.admi o
noacmMcteMbl  OBHOBAEHMUA,
nAddress .
MCNONb3yEMbI ons
BHYTPEHHEro
MEKMNoACMCTEMHOIO
B3aMMOAENCTBMA
config.systemUr MpeduKc K agmmnHckomy API|2.2.1/ -
is.pkgRepo.admi o
noacucTeEMbl  OOHOBAEHUNA,
nBasepath .
MCNONb3yEMbI ans
BHYTPEHHEro
MEKMNoACMCTEMHOIO
B3aMMO/ENCTBUA
config.systemUr Xoct alMMHCKOrO API[2.3.0/ -
is.push.adminAd
NOACUCTEMb Push-
dress .
yBEeAOMIEHNN,
MCNONb3YEMbIM nns
BHYTPEHHEro
MEXMNoACMCTEMHOIO
B3aMMO/EMNCTBMUA
config.systemUr MpeduKc K agmmHckomy API|2.3.0 /-
is.push.adminBa
NoACUCTEMBI Push-
sepath .
yBEAOMIEHNN,
MCMONb3YEMbIN ana
BHYTPEHHEro
MEXMoACMCTEMHOIO
B3aMMOAENCTBNA
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— "] OTKPbITAS

PykoBoAcCTB MUHUCTPAT MOBMWJIbHASA
YKOBOACTBO a/} cTparopa l NAAT®OPMA
Mapametp dainax: .
_ MapameTp B dpanne JobasneHo
config.yml, OnucaHue
. . _VaI’S.yml /Yﬂ,aHEHO
config.yml.j2
config.systemUr |- XocT ny6an4YHOoro API|2.4.0/ -
is.push.publicA
P P NOACUCTEMBI Push-
ddress .
yBEeAOMIEHNN,
MCNONb3YyEMbIN ana
BHYTPEHHErO
MEXMOoACUCTEMHOIO
B3aMMO/ENCTBUSA
config.systemUr |- Mpedukc K nybanuHomy API|2.4.0/ -
is.push.publicB
P P NOACUCTEMBI Push-
asepath .
yBeAOMIEHNN,
MCNOb3yEMbIM ans
BHYTPEHHEro
MeXMNoACUCTEMHOIO
B3aMMO/EeMNCTBUSA
config.redis.se |hopmupyerca us Aapec moaynsa sentinel CYB/,[2.2.0 / -
ntinelAddress . :
groups['sentinel'] n3 |Redis
hosts.yml
config.redis.se |redis password MNaponb kK moaynio sentinel{2.2.0/ -
ntinelPassword .
CYB/, Redis
config.redis.ma |- NoeHTndurkatop (ums) BA[2.2.0/-
sterName .
Redis
config.redis.pa |redis password Maponb kK CYB/, Redis 2.2.0/-
ssword
config.session. |session remember for Bpems *U3HM ceccum 2.2.0/-
rememberFor
config.session. |session_renew_timeout ||jytepsan obHoBNEeHnA|2.2.0/ -
renewTimeout o
ceccuit  (NpyM  aKTUMBHOCTM
NO/b30BaTeNA 3aMpocbl Ha

obHoBNeHMe ceccumn byayT
MOCbINATLCA HE Ha KaxAayto
aKTMBHOCTb, @ OAMH pa3 3a
[AHHbIN MHTEepBan)
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PYKOBOACTBO aAMWUHMUCTPATOpPA

— "] OTKPbITAS

MOBHWUJIbHASA

l NAAT®OPMA
MapameTp dainax: .
_ MapameTp B dpanne JobasneHo
config.yml, OnucaHue
_ _ _vars.yml /YnaneHo
config.yml.j2
config.oidcClie |hopmupyerca us Ckombl Ana oidc KaMeHTa,|2.2.1/ -
ts. AdminC : : o
s . SImACMINTON loide_clients['emm- KOTOPbIN UCMOAb3YeTCA AN
sole.scope admin-console'] .scope
ayTeHTMduMKaumm B KoHconu
n3 hosts.yml
aamuHucTpaTopa My
config.oidcClie |pidc_clients['emm-admin- |Aapec, Ha KoTopblit cepsep|2.2.1/ -
nts.emmAdminCon , .
~ |console'].returnUri n3 aBTOpM3aLUMMn caenaet
sole.returnUri
hosts.yml peanpexT nocne
ayTeHTMduMKaumm B KoHconu
aAMMHUCTpaTopa MY
config.database |hopmupyerca u3 Apnpec (xocT) B, MY 2.2.0/-
-host - postgresgl patroni c
luster
- groups|['postgresqgl m
asters'] m3 hosts.yml
{% if
postgresqgl patroni clu
ster is defined and
postgresqgl patroni clu
ster | bool
$}localhost{% else
sH{A
groups [ 'postgresqgl mas
ters'] | first }}{%
endif %}
config.database |postgresgl.port MNopt BA, MY 22.0/-
.port
config.database |postgresqgl.user Vima nonb3osatens 5 MY 2.2.0/-
.user
config.database |postgresgl.dbname Vima B, MY 2.2.0/-
.dbname
config.database |postgresqgl.password MNaponb B4 MY 22.0/-
.password
COHfig.COHSUl.t consul_token ToKeH ANA AOCTyna K Consul 250/_

oken
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PYKOBOACTBO aAMWUHMUCTPATOpPA

— "] OTKPbITAS

MOBWJIbHAA

l NNAT®OPMA
Mapametp dainax: .
_ MapameTp B dpanne JobasneHo
config.yml, OnucaHue
_ ) _vars.yml /YnaneHo
config.yml.j2
config.transpor |- Mopr, Ha koTopom|2.2.0 / -
t.add
address 3anycKaeTcA cepsunc

(moaynb) MY.

[Mpumep: ":8080"
config.transpor |- [NocTynHocTb TLS npotokona|2.2.0 / -
t.tls.enabled
config.transpor |transport shutdown tim Bpems Ha 3aBepmeHme2JLO/—
t.shutDownTi .

shutlowniime e OTKPbITbIX coeMHeHMA,

nepen nepes  TeM,  Kak

CepBMC 3aBepLUNT paboTy
config.transpor |hopmupyerca us Anpec cepsepa NATS 2.2.0/-
t.nats.url groups['nats streaming

_server'] m3 hosts.yml

auth token

{% for host in

groups [ 'nats streaming

_server']

$}nats://{{nats.auth t

oken}}@{{ host

}}:4222{% if not

loop.last %}, {% endif

%3} {% endfor %}
config.transpor |- NaeHTudumkaTop  Knactepal2.2.0/ -
t.nats.clusterI NATS
D
config.zipkin.a Aapec  noakndeHms  K(2.1.1/2.2.1
ddress Zpkm
config.tracing. |- JlocTynHocTb Tpelcepa 2.2.1/-
enabled
config.tracing. |- YacToTa AncKpeTnsaumm|2.2.1/ -

1 t

sampLe_rate TPaCCUMPOBKM
config.tracing. |- OTYeTHbIN nepuopn|2.2.1 /-
reporting perio TPaCCHPOBKM

d
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PYKOBOACTBO aAMWUHMUCTPATOpPA

— "] OTKPbITAS
MOBWJIbHAS
l NAAT®OPMA

Mapametp dainax:

_ MapameTp B dpanne JobasneHo
config.yml, OnucaHue
_ _ _vars.yml /YnaneHo
config.yml.j2
config.tracing. |- Aapec  noakaoueHua  K[2.2.1/-
jaeger agent en Jaeger
dpoint
config.jaeger.a |- Appec  noakntoveHma  K|2.4.0/-
dd
ress Jaeger, CM.
https://www.jaegertrac
ing.io/docs/1.17/
config.enablePp |enable pprof dnar  BKAKOYEHMA ppﬁﬁ,Z!LO/—
f
o MCNONb3YeTCA ANA OTNAAKM
Ko/Aa
COHfig. logger.1l logger_level ypOBeHb Aetanmsaumm 220 / -

evel

COODLLEHNI NOTMPOBAHMA.
BO3MOXKHble 3HaYeHUA:

— debug - J/lormposaHue
0TNaA04HON MHPOPMALMN.
BkntoyaeT coobuieHma
ypoBHel debug, info, warn,
error;

— info - J/lormposaHue
MHGOPMaLMM O CODbITUAX,
He NPMBOAALMX K OLIMOKaM.
BkatovaeT coobuieHmn
yposHei info, warn, error;
— warning - JlormposaHue
MHbOPMaLMM O CODLITUAX,
KOTOPble MOTYT MPUBECTU K
olmnbKam. Brkatoyaer
coobLULEeHMA YPOBHEN warn,
error;

— error —JlormpoBaHue
nHdopmaumm ob owmnbKax.
BkntoyaeT coobuieHma
YPOBHA error
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PYKOBOACTBO aAMWUHMUCTPATOpPA

— "] OTKPbITAS

MOBHWUJIbHASA

l MAATOOPMA
Mapametp dainax: .
_ MapameTp B dpanne JobasneHo
config.yml, OnucaHue
. . _VaI’S.yml /Yﬂ,aHEHO
config.yml.j2
config.logger.c |logger_caller Mpu3sHak BKAoYeHus B nor|2.2.0 /-
aller .

LOMNONHUTENbHbIX nonem

(uma  danna, HasBaHMe

byHKUMN):

— false;

— true
config.logger.g |gateway gin log enable |dpar BKﬂmquMﬂ2;11/2¢Lo
ateway gin log |d

—7 = NIOrMPOBaHMA BXOAALLEro
enabled

3anpoca Ha wmo3e (url

3anpoca u  http-cTatyc

oTBEeTa)
config.logger.h |logger human readable |ppar ynpaBneHmﬂszO/_
umanReadable

penakTMpoBaHMEM norrepa
config.smtp.fro |- Afpec 31. NoYTbl, ¢ KoTopoi|2.2.0/ -

m OTNPaBAAIOTCA MUCbMA
config.smtp.add |- Anpec cepsepa 3. noytbl  [2.2.0/ -
ress

config.smtp.Aut |- Tun asTopusaumn. MoxeT|2.4.0/ -
hType

NPUHUMATb 3HaYeHun

CRAM-MDS5, PLAIN, LOGIN,

NMbBOo He 3aN0NHATLCA
config.smtp.Ide |- MoeHTndukatop  yveTHoi|2.4.0/ -
ntity

3anmcu no/nb3oBaTens,

00bIYHO coBnagaet C

Username

3anonHAeTca AnA  TMna

asTopm3aumnm PLAIN
config.smtp.Use |- JIornH nonb3oBsaTens 2.4.0/-

rname

3anonHAeTca Ana  TMna
asTopusaumm PLAIN, CRAM-

MDS5, LOGIN
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— "] OTKPbITAS

MOBHWUJIbHASA

l MAAT®OPMA
Mapametp dainax: .
_ MapameTp B dpanne JobasneHo
config.yml, OnucaHue
_ _ _vars.yml /YnaneHo
config.yml.j2
config.smtp.Pas |- Maponb nonb3osaTens 2.4.0/-
d
Swor 3anonHaeTca  A4nA  Tuna
asTtopu3aumnm PLAIN, LOGIN
config.smtp.Hos |- Appec (xocT) noutosoro|2.4.0/ -
t
cepBepa.
3anonHaeTca  A4nA  Tuna
asTopm3aumnm PLAIN
config.smtp.Sec |- Kntou, ¢ nomoulpto Kotoporo|2.4.0/ -
ret noanuceiBatoTca hmac.md>5
[aHHble MeXay CepBepomM M
KANEHTOM.
3anonHAeTcA AnA  Tuna
asTopm3aumm CRAM-MD5
config.smtp.tls |- NoctynHocTb HesasHoro TLS|2.4.0/-
ANA SMTP npu
HEeobxoAMMOCTU:
— true;
— false.
3Ha4yeHMe 3aBUCUT oT
KoHpUrypaumm cepeepa
config.qrCodeTt |- Bpems »m3Hu QR-Kkoaa 2.2.0/-
1
config.jobServi |- BHyTpeHHwWit agpec cepsumcal2.3.0/ -
ce.url
Jobs
config.ldapServ |ldap server.address Anpec LDAP cepsepa 2.3.0/-
.add
Sf.acaress npumep: "ldap://msklpdc
.omp.ru"
config.ldapServ |ldap server.user cn NorvH oT TexHuveckon|2.3.0/ -

er.userCN

yyeTHon 3anucku ot LDAP
cepsepa
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PYKOBOACTBO aAMWUHMUCTPATOpPA

— "] OTKPbITAS

MOBHWUJIbHASA

l MAAT®OPMA
Mapametp dainax: .
_ MapameTp B dpanne JobasneHo
config.yml, OnucaHue
. . _VaI’S.yml /Yﬂ,aHEHO
config.yml.j2
config.ldapServ |ldap server.password Maponb oOT  TexHuueckoi|2.3.0/ -
. d o
St -passwor yyetHon 3anucu ot LDAP
cepsepa
config.ldapServ |ldap server.parent gro |HasgaHue rpynmbl, cl2.3.0/-
er.parentGroup |up o
KoTopom byaeT nponcxoanTb
MMNopT NaHHbIX opr.
CTPYKTYpbl n3 LDAP cepsepa
config.ldapServ |ldap server.page size |KoauyecTBO sanemeHTO8,|2.3.0/ -
er.pageSize
KoTopoe byaet
MMMNOPTUPOBAHO 33 OAHY
nTepaumio.
MaKCMManbHoe  3HavyeHue:
1000
- project_name IMA NpoekTa 2.2.1/-
- download_mode Moaynb Ans  cKkaumsaHuma|2.2.1/-
MCXOAHWNKOB
- repository dir OupekTopus ana2.2.1/-
CKAYMBAHMA MCXOAHNKOB
- postgresql.extensions |Heobxoaumble paclumpenusl2.2.1/-
ana Postgres
- postgres_password MNaponb And NoAKMoYeHuA K(2.2.1 / -
b/l Postgres
- nats.auth token WcnonbayeTcs ans2.2.1/-
dopmmnpoBaHMA config.tr
ansport.nats.url
- redis password Micnonb3yetca anal2.2.1/-
dbopmMmpoBaHMA
config.redis.sentinelP
assword,
config.redis.password
- auth public_address Mcnonb3yetcs ans: 2.2.1/-
auth admin address 22.1/-
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Mapametp dainax: .
_ MapameTp B dpanne JobasneHo
config.yml, OnucaHue
config.ymlj2 _vars.yml /YnaneHo
aps_admin_address — OnA reHepaumm  oidc|2.2.1/ -
aps market address KNMEHTOB,; 221/ -
emm admin address — dopmupoBaHuA 22.1/-
emm mobile address NEPEMEHHBIX *_uri 22.1/-
pkgrepo admin address 221/ -
push admin address 2.3.0/-
auth public basepath 2.2.1/-
auth admin basepath 2.2.1/-
emm admin basepath 22.1/-
emm mobile basepath 22.1/-
aps_admin basepath 22.1/-
aps _market basepath 2.2.1/-
pkgrepo admin basepath 22.1/-
- emm admin console clie Mcnonbsyetca anal2.2.1/ -
nt_secret reHepauunm OIDC KnneHTOB
- same_site_mode Onpepensaet napameTp|2.3.0/2.5.0
sameSite  ana  csrf-Kyku
(monyctumble 3HaYeHuA:
"strict","lax","none",""
)
- krakendcsrf_enabled WcnonbsosaHme CSRF  Ha|2.3.0/-
renTeesx, NPUHUMaeT
3Ha4YeHUNA:
— true;
— false
; expose internal errors Wcnonb3yeTca nnal2.5.0/-
ynpaBneHuns BHYTPEHHEN
ownbKom B OoTBeTax
3anpocos K cepBunCam,

150




PYKOBOACTBO aAMWUHMUCTPATOpPA

_J

— ~| OTKPbITASA

MOBHWUJIbHASA
NNAAT®OPMA

Mapametp dainax:

_ MapameTp B dpanne JobasneHo
config.yml, OnucaHue
_ _ _vars.yml /YnaneHo
config.yml.j2
— true;
— false
aurora mobility |- 22.1/-
_management cli
ent secret
emm integration |- 22.1/-
_account client
_secret
domain http://ocs-appstore- 221/ -
admin-api-gw. {{ domain
}}/api/categories
pushNotificatio |Push_notification_syst ||fcnoab3yeTca ana yaobHoro|2.4.0/ -
nSystem.enabled |em.enabled
BKAKOYEHMA W OTKJAKYEeHUA
byHKUMM OTMNPaBKM
HaCcTpoek Push-
yBeZJOMIeHWN (Ha BaKaHae)
pushNotificatio IP-agpec uam uma xoctal2.4.0/ -
nSystem.hostnam o
cepBuca Push-ysegomneHumin
e
pushNotificatio MopT cepsuca Push-[2.4.0/ -
nSystem.port o
yBeOMJ/TEHNN
pushNotificatio NoeHTnduratop 2.4.0/ -
nSystem.applica
, NPUAOXKEHMA, C KOTOPbIM
tionID
perncTpmpyertca MT1 B
cepsuce Push-yBegomneHui
pushNotificatio |[push mobile hostname IP-agpec wan  uma xocrtal2.4.0/ -
nSystem.mobileH o
cepBuca Push-ysegomnerui
ostname
ana MMl
pushNotificatio |[push mobile port MopT cepsuca Push-2.4.0/ -
nSystem.mobileP o
yBegomaeHnm ana Mrl
ort
pushNotificatio |Push_notification_syst |Bpemq YKU3HU Push-[2.4.0/ -
nSystem.message |em.messageTTL
yBe4OM/TEHUNA

TTL
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Mapametp dainax:

_ MapameTp B dpanne JobasneHo
config.yml, OnucaHue
. . _VaI’S.yml /Yﬂ,aHEHO
config.yml.j2
pushNotificatio |Push_notification_syst ||fnentndukatop npoekTal2.4.0/ -
nSystem.project |em.project id
Idy prol project_ Ans OTNPaBKM Push-
yBEAOMNIEHNM
pushNotificatio |Push_notification_syst ||fnentndukatop KnmeHTal2.4.0/ -
nSystem.clientI |em.client id o o
q - TeXHNYeCKOoun y4yeTHOU
3anncum
pushNotificatio [Push notification syst MNpuBaTHbLIN knou|2.4.0 / -
nSystem.private |em.private key o o
- TeXHN4YeCKOoun y4yeTHOU
Key
3anuncum
pushNotificatio Push_notification_syst ﬂpMBaTHblﬁ KJTHOY 240/_
nSystem.keyId em.key id o o
- TeXHN4YeCKOoun yq4eTHOU
3anuncK, YKasblBaeT, Kakom
KO MCMNOJ1b3YeTCA Ha
cepBmnce aBTOPU3aLUnn
pushNotificatio Push_notification_syst Aud|ence B MOHATUU OAuthz 240/_
nSystem.audienc |em.audience https://tools.ietf.org
€ /id/draft-tschofenig-
oauth-audience-00.html
pushNotificatio |[Push_notification_syst |Ckonbl ana oidc kaueHTa,|2.4.0/ -
nSystem.scopes |em.scopes
KOTOpble MCMONb3YHTCA ANA
ayTeHTUduKaumm B My
pushNotificatio Push_notification_syst URL ANA NOoNy4YeHMA TOKeHa 240/-

nSystem.tokenUR
L

em.token url

aBTopm3aunmn

8.3.5. Onuncanne KoHoUrypaumoHHoix ¢arnnos MNOOC (cueHapneB YCTaHOBKMU

Nnooc)

8.3.5.1. Onucanue

(/var/ocs/pkgrepo/config.yml),

(config/subsystems/pkgrepo/config/services/config.yml.j2)

KOHPUIYPaALMOHHOIO

danna cueHapues

YCTaHOBKM NnoocC

napameTpoB KOHOUIYpPaLMOHHOIo danna MoO0C
wabnoHa KoHUrypaumoHHoro ¢ana MOOC
n

vars.yml

(config/subsystems/pkgrepo/vars/ vars.yml) npusegeHo B Tabauue (Tabaumua 30).
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Tabnunua 30
MapameTp B8 0bwem MapameTp B
P P » P P NobasneHo/Y
KOHPUIYPaLMOHHOM | KOHOUIYPALMOHHOM OnucaHve naneHo
¢damnne config.yml.j2 daline vars.yml
config.publicUris.alauth public uri MoAHbIN 221/-
uth.
aapec nybanyHoro API
cepBepa aBTOpM3aLMN *
- auth_public_addre|Anpec nybanyHoro APl [2.4.0/-
s cepBepa aBTOpM3aLMM
- auth public_basep|Basepath ny6anuHoro API(2.4.0/ -
ath cepBepa aBToOpn3aumnm
config.database. dopmupyeTca 13 Anpec (xoct) 6a3bl 2.2.0/-
- postgresqgl_patr|ngyubix
oni cluster
groups|['postgresqg
1 masters']
3 hosts.yml
{$ 1if
postgresgl patron
1 cluster 1is
defined and
postgresgl patron
1 cluster | bool
$}localhost{%
else $}{{
groups|['postgresqg
1 masters'] |
first }}{% endif
5}
config.database. postgresqgl.port MNopT 6a3bl AaHHbLIX 2.20/-
config.database. postgresqgl.dbname \ma 633bl AaHHbLIX 2.20/-
config.database. postgresqgl.user |lAma nonb3osaTens 6asbl [2.2.0/ -
[AHHbIX
config.database. postgresql.passwo |Maposb 6a3bl AaHHbIX 22.0/-
rd
config.redis. dopmmpyetca 13 Anpec 2.2.0/ -
- groups['sentine |\moayns sentinel CYB/
1
1'] u=s hosts:yml Redis
groups|['sentinel'
I
map ('regex replac
e', '""(.*)$",
"\\1:26379") |
join(',")
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(NyBANYHbBIN KNtoY)

l NAAT®OPMA
MapameTp B obLiem MapameTp B
P P " P P Hob6asneHo/Y
KOHPUIYPaLMOHHOM | KOHOUIYPALMOHHOM OnucaHwue naneHo
¢danne config.yml.j2 danne vars.yml
config.redis. redis password Naponb K 220/-
moaynto sentinel CYb/]
Redis
config.redis. redis_master_name ||fneHTndukatop (Mma) 2.2.0/-
B Redis
config.redis. redis password Naponb kK CYB/ Redis 220/-
config.transport. transport_shutdow |Bpemda Ha 3aBepwerne [2.3.0/-
n time o
- OTKPbITbIX COEAVNHEHUN,
nepeaj nepen rem Kak
cepBUC 3aBepPLINT pa60Ty
config.transport.na|hopmupyerca u3 Appec cepsepa NATS 2.3.0/-
ts. - groups|['nats st
reaming server']
n3 hosts.yml
{% for host in
groups [ 'nats stre
aming server']
$tnats://{{nats.a
uth token}}@{{
host }}:4222{% if
not loop.last
%}, {% endif %} {%
endfor %}
config.transport.nanats.cluster_id |/penTudukatop 2.3.0/-
ts. knactepa NATS
(https://docs.nats.io/)
config.transport.ht - dnar BraoYeHns TLS 2.3.0/-
tp.tls. NPOTOKONA
config.transport.ht|- MyTb K panny ¢ 220/-
tp.tls. MPMBATHLIM KIHOYOM
[1pn HEe3anoaHEHHOM
3Ha4yeHnn dopmmpyeTca
No NPUHLMUNY
config_folder/app_name/
app_name.key
Config.transport.ht - I_lyTb chamﬂyc 220/_
tp.tls.
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MapameTp B 06WEM
KOHPUrypaLMOHHOM
¢danne config.yml.j2

MNapameTp B
KOHUIypaLNOHHOM
danne vars.yml

OnucaHue

NobasneHo/Y
naneHo

MpyY HE3aNONHEHHOM
3Ha4YeHMn popmmpyeTca
Mo NPUHLMNY
config_folder/app_name/
app_name.crt

tpDebug.tls.

BKAOYeHMA TLS
npoTokona (ana
cny*kebHbix debug-
3HAMNOWHTOB
NPUAOXKEHMA)

config.transport.ht |- MyTb K darny ¢ 220/-
tp.tls. N0OBEPEeHHbIM

cepTMdmKaTOM

Mpn HE3aNONHEHHOM

3HaYeHMn GopmMmmpyeTcs

No NPUHLMNY

config_folder/ca.crt
config.transport.ht |- [He ncnonbayetca] ®nar [2.2.0/-

config.transport.ht
tpDebug.tls.

[He ncnonb3yeTtcsa] MNyTb K
danny c npnBaTHbIM
KNto4oM (ana cny*kebHbix
debug-aHaNoOMHTOB
NPUNOXKEHUA)

2.2.0/-

config.transport.ht
tpDebug.tls.

[He ncnonb3yeTtcsa] MNyTb K
banny c cepTudurKkaTom
(ny6AnYHbIN KAtoY) (ann
cnyxebHbix debug-
3HAMNOWNHTOB
NPUNOXKEHUA)

2.2.0/-

config.transport.ht
tpDebug.tls.

[He ncnonb3yeTtcsa] MNyTb K
banny c noBepPeHHbIM
cepTudurKaTom (ana
cny*ebHbix debug-
3HAMNONHTOB
NPUNOXKEHUA)

2.2.0/-
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MapameTp B 06WEM MapameTp B No6asneHo/y
KOHPUIYPaLMOHHOM | KOHOUIYPALMOHHOM Onucanue
darne config.yml.j2 darne vars.yml AANERO

config. gateway_timeout |Taimayt 3anpocos npu [2.3.0/ -

B3aMMOZAENCTBUM CO
LH03aMM
config. client_timeout  |TapjmayTt3anpocos npu (2.3.0/-
MeXKCEePBUCHOM
B3aMMOAENCTBUN
config.logger. logger level YpoBeHb JeTanm3saumm 2.2.0/-
coo0OLWEeHMNn
NIOTMPOBAHMSA.

BO3MOXHble 3HaYeHUs:
e debug -

JlornposaHue
OTNa04HOWN
nHdopmaumn. Bknroyaet

CoO0bLLEHNA YPOBHEW
debug, info, warn,
error.

e info -
JlornposaHume
MHPOPMaLMK O
cobbITUAX, He
NPUBOAALLMX K OIMOKaMm.
BkntoyaeT coobLieHmn
ypoBHel info, warn,

error.
e warn -

JlornposaHue
MHbopMaLMn o
cobbITMAX, KOTOpble
MOTYT NPUBECTU K
olwmnbKam. Bkntoyaet
coobLleHMA YPOBHEN

warn, error.
e Srror -

JlornpoBaHume
nHdopmaummn ob
ownbKax. Bknoyaet
coobuieHna ypoBHA
error.
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MapameTp B 06LEM MapameTp B No6asneHo/y
KOHPUIYPaLMOHHOM | KOHOUIYPALMOHHOM Onucanue
¢danne config.yml.j2 danne vars.yml ARJIEHO
config.logger. logger caller dnar BKAOYEHMA B 2_2_0/_
coobLleHme nora
Ha3BaHMA QYHKLIMM U
HOMepa CTPOKM, B
KOTOpOW npouncxoamnT
NIOrMpoBaHmne cobbITmA
config.logger. logger human read|dpar BKAOYEHUA 2.4.0/ -
able dopmaTrpoBaHuA
coobueHnn nora B
0ObIYHbIN TEKCT (He json)
config.tracing. tracing enabled |®nar BKAOYEHUS 220/-
TPACCMPOBKM
config.tracing. tracing_sample_ra|YactoTa AnCKpeTusaummn |2.2.0/ -
te TPACCMPOBKM
config.tracing. tracing_reporting|OryeTHbIN Nepmos 220/-
_period TPaCCUPOBKM
config.tracing. - Anpec nogkaouerma k- |2.2.0/ -
Jaeger
config.jaeger. - Anpec Tpeicepa Jaeger [2.2.0/ -
(cm. https://www.jaegert
racing.io/docs/1.17/)
config. enable pprof dnar BKAOYEHMA 2.20/-
OT/NIAZl04YHOTO
NPOGUNNPOBLIMKA
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9. TAPAHTUWHBIE OBA3ATE/IbCTBA

9.1. MpeanpuATUE-N3roTOoBMTENL rapaHTMpyeT pabotocnocobHoctb MO B
COOTBETCTBMM C 3aAB/IEHHbIMM XapPaKTEPUCTUKaAMKM, NpPeayCMOTPEHHbIMM  HACTOALLMM
NOKYMEHTOM, Npun cobatoaeHmnn notpebutenem tpebosaHmin 3.

9.2. MpeanpuATUE-U3rOTOBUTENL  MNPOBOAUT  MOHWUTOPUHI  0OWEeAOCTYMHbIX
MCTOYHMKOB WHDOpMaumm, nybanKyowmx ceedeHns 06 YyA3BMMOCTAX, Ha npeameT
NOABAEHMNA B HUX MHDOPMaLMM 06 yA3BMMOCTAX B KOMNOHeHTax MO, n npMHUMaET mepbl,
HanpaB/leHHble Ha YCTPAHEHWEe BbIABMEHHbIX YA3BMMOCTEM WAW  UCKAKOYatoLme
BO3MOXHOCTb MCNO/1b30BaHNA HAPYLWMNTENAMM BbIABAEHHbIX YA3BMMOCTEN.

9.3. lMpeanpuATUE-U3roToBMTENL  ODecneynmBaeT  YCTPaHEHME  YA3BMMOCTEM
nocpeacTBOM npeaocTaBieHnA notpebutenam onncaHua HeobX0AMMbIX
OPraHM3aLUMOHHO-TEXHMYECKMX MpoLueayp, HanpaBAeHHbIX Ha YCTPaHEeHWEe BbIABAEHHOM
YA3BUMOCTU. TaKKe npeanpuaTme-m3roToBuTeb, B PamKax nposeaeHMa paboT no
YCTPaHEHMIO BbIABNEHHbIX YA3BMMOCTEN, pa3pabaTtbiBaeT obHoBAeHMA [10.

9.4. MNpeanpuATMe-n3roToBMTEb HE NPeA0CTaBAAET rapaHTUIM MK YCAOBMIA (ABHBIX
MAN NoapasyMeBaeMblX 3aKoHOAaTeNbCTBOM Poccuiickon ®Penepaumm) OTHOCUTENbHO
rapaHTUIM TOBAPHOM MPUIOAHOCTWU, MHTErPMPYEMOCTU, TOAHOCTM K MCMONAb30BaHUIO ANA
BbIMO/IHEHMA KOHKPETHbIX 3334 NnoTpebuTens, OoTCyTCTBMA OLWMOOK, BO3MOMKHOCTMU
OYHKUMOHMPOBAHMA MNPU MCMONb30BAHMM COBMECTHO C /t0ObIM MPOrPaMMHbLIM - MK
annapaTHbIM obecneyeHmem.

9.5. B cny4yae BbiaBneHua B MMO ownboK M AePpeKToB, CBUAETENLCTBYIOLINX O
HEeCOOTBETCTBUM rnro o, n He ABNAOLLMXCA YA3BUMOCTAMM rnro,
npeanpuATNE-U3roToBMUTENb NO GakTy MOAYYEHMA peKknamaumm notpedbutena obAsyeTca
YCTPaHUTb OWNOKM n/Mnmn aedeKkTbl Npu Bbinycke 06HOBAEHHbIX Bepcnii MMNO 1 yBeaAOMNUTb

06 aTom notpebutenei Mo.
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9.6. Peknamaumm noTpedUTeNs NPUHMMAOTCA NpK ycaoBuK, 4to aedekt 8 MNMO He
Bbl3BaH JOMNYLIEHHbIMM CO CTOPOHbI NOTPEOUTENA HAPYLWEHMAMKM B 3SKCNayaTauumm,
XpaHeHuM 1 TpaHcnopTtmposke MM10.

9.7. Agpec npeanpuATUA-U3roTOBUTENA ANA HanpasaeHna peknamaumin: 420500,

Pecnybnuka TatapcTaH, BepxHeycnoHCKUin paroH, r. MHHononauc, yn. YHMBEPCUTETCKaS,

n.7,oéuc 59.
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NEPEYEHb TEPMWUHOB 1 COKPALLEEHN

|/|CI'IO}'Ib3yeN\bIe B HaCToOALWLEM AOOKYMeEHTE TEPMUHDLI N COKPaWeHNA nMpmnBedeHbl B

Tabnamue (Tabnmua 31).

Tabnnua 31
TepmuH/
CokpaueHve Pacwudposka

b basa AaHHbIX

Bopkep MoToKM, NpuHaanexalime bpaysepy, KOTOPble MOXHO MCMONb30BaTb
ANA BbINONHEeHMA JS-koaa 6e3 BNOKMPOBKYM LIMKAA CODLITUA

c FfocypapcTBeHHana MHGOPMaLMOHHAA cUCTEMA

NC NHdOopMaLMOHHbIE CUCTEMBI

MexaHunam CORS | MexaHunam CORS (Cross-origin resource sharing) — TexHonorus
CoBpeMeHHbIx 6pay3epoB, KOTOpaA MO3BOAAET MNpPenoCTaBUTb
BebO-CTpaHMUEe AOCTYN K pecypcam ApYyroro 4OMeHa

MT MobunbHoe npunoxKeHune

MY MobunbHOe yCTpoMCcTBO

OC OnepauMoHHasa cucTema

OTK OTAaen TeXHNYeCcKoro KOHTPOAA

b MNoacuctema 6esonacHoOCTH

WY Moacuctema «MapKkeT»

MnoocC MNoacnctema obHoBReHUs OC

rnro MprKnagHoe nporpammHoe obecneveHne «Aspopa LleHTp»

MNpeanpunatne- ObuwectBoO € OrpaHUYEeHHOM  OTBETCTBEHHOCTbo  «OTKpbITan

N3roToBUTENb MobunbHaa nnatdopma» (OO0 «OTKpbITaa mobunbHasa naatdopmar)

rny Moacuctema Mnatpopma ynpaBneHums

MN3BM [lepcoHanbHaA 31E€KTPOHHO-BbIYNCANUTE/IbHAA MalUMHA

C31 CpeacTBo 3aWmThl MUHGOPMaLMM

C3N HCA CpeacTtBo 3aWmTbl MIHPOPMALMK OT HECAHKLMOHMPOBAHHOIO A0CTYNA

cno CneumanbHoe nporpammHoe obecneyeHue

CYA CepBuc yBegomaeHuin ABpopa

CYb/, Cuctema ynpaBneHunsa 6azamm gaHHbIX

160




— "] OTKPbITAS

PykoBoACTB MUHUCTPAT MOBWUJIbHASA
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TepmuH/
PacwuéposkKa
CoKpalueHune
CybbeKT Inuo  wmam  npouecc, AEUCTBMA KOTOPOro periaMeHTUpPYoTcA

locTyna

npaBMAamm pasrpaHnUYeHna aocTyna.
Cybbektamm [gocTyna AsnatoTcA nonbsosatenn wm MI «Aspopa
LleHTp» (npouecc MM «Aspopa UeHTp») MMO. CybbekTy AocTyna
MOXeT OblTb Ha3HauYeHa OJHa WAM HECKONbKO M3 Caedytolimx
nepeyncaeHHbIX ponen:

—  MI «ABpopa LUeHTp» — ponb HazHavyaeTcAa y4eTHbIM 3annucam M1
«ABpopa LeHTp» (cepsuc/npouecc 6e3 yyacTna nonb3oBaTesen,
KOTopbI ynpasnaet MY);

—  AOMWHUCTPATOP  YYETHbIX 3anncer — pPoab  MNO3BOAAET
OCYLLEeCTBAATb YNpPaBAeHNE YYETHbIMM 3aMUCAMMU;

— OnepaTop ayanTa — PO/ib NO3BONAET OCYLLECTBAATb AEMCTBMA MO
paboTe ¢ )KypHanom permctpaummn coboitni MMNO;

—  AAMuHUcTpatop  ABpopa Mapker — poab  NO3BOANAET
OCYLLLEeCTBNATb BCE AENCTBMA NO ynpasaeHuto MM yepes nHTepdenc
CUCTEMbI;

— Paszpabotunk — ponb MNo3BOAAET OCYWEeCcTBAATbL AobaBneHue
HOBbIX M OOHOBNEHME paHee 3arpy*KeHHbIX NpunoxeHuin 8 MM, a
TaK¥Ke Nosy4aTb MHPOPMALMIO O NMPUIOKEHUAX;

- Pepaktop npuaoxeHMn - pPONb NO3BOJAET OCYLECTBAATb
obHoBNEeHME NODbLIX paHee 3arpy)KeHHbix npunoxeHunin B MM, a
TaKXe NoayyYaTb O HUX MHDOPMALLMIO;

— [lonb3oBaTtenb ABpopa MapKeT — po/ib NO3BOJIAET OCYLLECTBAATb
3arpy3Kky npunoxkenmin n3 MM, a Takke noay4atb MHPOPMaLMIO O
NPUIOXKEHUNAX;

— AaomuHuctpatop lnatdopmbl YnpaBneHws — poab Mno3BoaseT
OCYLLEeCTBNATb BCE AEMCTBMA MO ynpasaeHuto MY yepes nHTepdeic
nno

ToKeH (MapKep)

ToKeH - ayTeHTMOMKAUMOHHbIE AaHHble, KOTOpble BblAAKOTCA
No/Ib30BaATE/NO NOC/e YCNEWHOM aBTOPMU3aALMM U ABASIOTCA KAHOYOM
ANA A0CTyna K cnyxbam
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PacwuéposkKa

API

Application Programming Interface — onucaHune cnocobos (Habop
Knaccos, npoueayp, OYHKLUMMA, CTPYKTYP WAM KOHCTAHT), KOTOPbIMM
OA4Ha KOMMbIOTEPHAA MNPOrpamma MOXKET B3aMMOAENCTBOBaTb C
ApYro NporpaMmmon

Cookie

Hebonbwon ¢parmeHT AaHHbIX, OTNPaBAEHHbIM Beb-cepBepomMm W
M3BM
BCAKUM pa3

XPaHUMbIM  Ha nonb3osBaTtens. Beb-kanmeHT (06bIYHO

BebH-6paysep) NPW NOMbITKE OTKPbITb CTPAHMULY
COOTBETCTBYIOLLErO calTa nepecbiiaeT 3TOT ¢GparmeHT AaHHbIX

Beb-cepBepy B coctaBe HTTP-3anpoca

CSS3

Cascading Style Sheets 3 — cneundurauma CSS. MpeactasnaeT cobomn
$OpPManbHbIN A3bIK, PEANN30BAHHbIN C MOMOLLbIO A3bIKa PA3METKM

ECMAScript 5

BcTpanBaembin paclWmMpAeMbIn He MMEo NI CpeacTs

BBOAa-BblBOAa A3bIK MPOrpaMmmnpoBaHnA, VICI'IOJ'IbBVGN\bIVI B Ka4ecTBe
OCHOBbI 4174 MOCTPOEHUNA APYTNX CKPUNTOBbLIX A3bIKOB

HEALTH-3anpoc

3anpoc NpoBepKM A0CTyNHOCTU API

HTMLS5

HyperText Markup Language, version 5 — A3blKk 441

CTPYKTYPUPOBAHUA M NPeacTaBAEHNSA COAEPKMMOro BeO-CTpaHMLb

HTTP

HyperText Transfer Protocol — npoToKon nNpuMKNaAHOTO YPOBHS
nepedayn gaHHbix. OcHoBon HTTP ABnAeTcAa TEXHONOMMA KKAUEHT-
cepBep», TO ecTb npeanonaraeTca CyllecTBOBaHMe noTpebutenen
(KAMeHTOoB), KOTOPbIE NHULMNPYIOT COeAMHEHME N MOCHINAOT 3aMpoc,
M NOCTaBLMKOB (CEepBEpOB), OXMAAT COeANHEHNA A8 NOayYeHUA
3anpoca, nNpou3BoaAT HeobxoaMMble AEUCTBMA W BO3BPaALLAtOT

06paTHO cooblLleHMNEe C pe3ybTaToOM

HTTPS

Hypertext Transfer Protocol Secure - pacwupeHue npotokona HTTP
ANA NoAAepPKKU WNPPOBAHMA B LLeNAX MOBbIWeHMA Be30nacHOCTH.
HTTPS
Kpuntorpapuyeckmx npoTokonos SSL mam TLS

[aHHble B NPOTOKOJ1E nepenarTcAa noBepx

IMEI

International Mobile Equipment Identity — yHUWKanbHbIN HOMeEp
MOBOUNBHOIO YCTPOMCTBA, cocToAwMM 13 15 undp

JSON

JavaScript Object Notation — TekcToBbIN popmaT oOMeHa AaHHbIMW,
OCHOBaHHbIN Ha JavaScript
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MAC Media  Access Control —  yHMKanbHbIM  MAEHTUPUKATOP,
NPUCBAMBAEMbIM KaxKaoM eauHMLE 0DOPYA0BaHUA KOMMbIOTEPHbIX
ceTemn

OIDC OpenlD Connect — ypoBeHb ayTeHTUOUKaumm OAuth 2.0,
MHOPACTPYKTYPbI aBTOpM3aLMN. KoHTponupyetca OpenlD
Foundation

QR-kopa Quick Response Code — Koag ObICTpOro  pearMpoBaHuA,
npeaocTaBAAoWMNN MHGOPMaUMo Ans ObICTPOro ee pacno3HaBaHMWA
C MOMOLLbIO KaMepbl Ha MOBMIBHOM YCTPOMNCTBE

SSH Secure SHell — ceTeBO® nNPOTOKON MNPUKNAAHOIO YPOBHA,
NO3BONAOLLNM NPOn3BOANTL yOoaneHHoe ynpasaeHue
onepaumMoHHOM CUCTEMOM W TyHHenupoBaHne TCP-coeanHeHni
(Hanpumep, ana nepenadn pannos)

TLS Transport Layer Security — KpunTorpapuyeckmin  nNPOTOKON,
obecneymBatoWMin 3aLUMLLEHHYIO Nepedady AaHHbIX MeXay y31aMu B
cetn VMIHTepHeT

URL Uniform  Resource Locator — eauHoobOpa3Hbli  NOKATOP
(onpeaennTenb MECTOHAXOXKAEHNS) pecypca
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