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1. OBLLAA MHOOPMALMA

1.1. CocTtaB u Ha3HayeHue MNIMO

MO sanseTcs NPUKAAAHBIM MPOrpamMHbIM obecnevyeHnem, npeaHasHaYeHHbIM
ana:

— ynpaBneHna mobunbHbIMK ycTporcTBammn (MY), OYHKUMOHUPYIOWMMK NOA,
ynpasneHnem onepaumoHHon cuctemsl (OC) Aspopa n OC Android;

— yNpaBAeHUA KMU3HEHHbBIM UMKAOM MOBUNbHBIX NpuaoxkeHnin (MM);

— OTnpaBKu push-yBegomneHuni Ha MY;

— (obHoBneHma OC ABpopa) Noay4yeHMs U3 AOBEPEHHOIO XPaHMIMLLA NAKETOB C
nameHeHmamm OC (obpasa OC) M wmx ycTaHOBKWU. [Ipy 3TOM YKas3aHHble MNPOLLECCHI
BbIMONHAKOTCA WTaTHbIMKM cpeactBamm camon OC, a [MMNO yyactByeT AvWb B WX
MHUUManm3aumm 8 OC ABpopa 1 He rapaHTUpPyeT UX YCNEeLHOro 3aBepLleHums.

MMNO cocTouT 13 creayroLwmx noacucTem?:

noacucrema besonacHocTu (Mb);

— noacuctema «Mapket» (MM);

— noacuctema Mnatdopma ynpasnenuma (MY);

— noacuctema ynpasneHus TeHaHTamm (MYT);

— noacuctema Cepsuc ysegomneHuin (MCY);

— noacuctema obHosneHma OC (MOOC).

Bsanmogencreme mexay NoACUMCTEMAMM M KOMMOHEHTaMM  MOACUCTEM
OCYLLEeCTB/IAETCA C MCNOJib30BaHMeM npoTokona HTTP craHgapt RFC 2616, npn sTom

obmeH gaHHbIMM ocyllecTsaseTca B popmaTe RFC 8259 (JSON).

! Coctas noacucrem MMO 3aBUCKT OT BapuaHTa NOCTaBKK, ONMCaHME KOTOPbIX NpMBeAeHO B noapasaene 1.5.
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[na nonyvyeHns push-ysegomaenunin Ha MY ncnonb3yetca push-4eMoH, BXOAALLNMA
B coctaB OC ABpopa. Push-gemoH, B cBOto oyepeap, B3ammopgenctsyeTr ¢ MCY no
3awmeHHomy npotokony TLS (RFC 5246, RFC 8446) c npotokonom TCP (RFC 793) Ha
TPAHCNOPTHOM YPOBHeE.

B KayecTBe cepBepa 6a3bl AaHHbIX (B[1) ncnonb3yeTtcs cepsep € YCTaHOBAEHHOM
cuctemon ynpasneHma 6azamum aaHHbix (CYB[) Postgres Pro nnmn PostgreSQL, B KoTopoW
XpaHATCA AaHHble MO, ana Yyero Npu pa3BepTbiBaHMK co3daeTca cneunansHaa b. Ana
XpaHeHuna nHdopmaumm o ceccuax ncnonbayetca CYB/ Redis.

Moacuctemsl, BxogAawme B coctas [0, NO3BONAOT BbIMNOJHATL J10TMPOBAHME
MHPOPMALIMOHHbLIX cooblleHnn, coobuweHnn o6 ownbkax, npeaynpexaeHun wu

0TNaA04YHON nHGOoPMaLMK B cucTeMHbIN KypHan OC (systemd-journald).
1.1.1. Moacunctema 6e30MacHOCTU

b cocTOUT 13 ceAyroWmMX KOMMNOHEHTOB:

— KoHconb Bxoaa nonb3oBaTenem;

— KoHconb agmuHucTpatopa [16;

— Cepsep npunoxeHui M.

KoHconb BXoAa nonb3oBaTenen nossosAeT nonb3oBaTenam (MO ocyuectsaaTb
BBO/, MAEHTUPUKALMOHHOM N ayTEHTUDUKALMOHHOM MHPOPMaLUN.

KoHconb agmuHuctpatopa [1b no3BonAeT ynpaBaATb YYETHbIMM  3aNUCAMMU
nonb3oBaTenen n paboTaTb C XKYPHANOM PerncTpaumm cobbiTUin.

Cepsep npunoxeHuni MNb npeacrasnaeTr cobo COBOKYNHOCTb BEO-NPUNOKEHUN,
peanmsyowmx OGyHKUMM Oe30NacHOCTM, a TaKKe MO3BOMAKWMX XpaHUTb B B w©
nNpeaocTaBnATb nonb3osatenam MMO AocTyn K AaHHbIM 06 YYETHbIX 3aMUCAX U KypHany
perncrTpaumm cobbITUi.

MNb npeaHa3sHavyeHa ANa peanmsaummn cneayomx eyHKkumnm 6esonacHoctn MMO:

— MAEHTUPUKALMM M ayTEHTMOUKALMN NONb30BaTenen n MY;

— ynpaB/ieHua naeHTUPMKaTopamm nonblosatenen n My;
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— ynpasaeHmAa cpeacrsamm ayTeHTl/ICI)l/IKaLI,l/Il/I,'
— ynpaBaeHmAa y4eTHbIMW 3alMCAMU no/sib30oBaTeien u MY;
— ynpasaeHma A0CTynom Cy6beKTOB A0CTyNna K obbeKkTam A0CTyna,

— perucrTpaumm cobbiTnii 6esonacHoCTy;

NpefoCTaBAeHNA NONb30BaTENAM AOCTYNa K HTepdency [b.
1.1.2. Noacnctema «MapkeT»

MM cocTouT 13 cneayrowmx KOMMNOHEHTOB:

— KoHconb agmunHucTpaTtopa [NM;

— KoHconb pa3zpaboTtynka MMM

— MI1 «ABpopa MapKeT»;

— Cepsep npunoxeHuit NM.

KoHconb aamuuHuctpatopa [MM  nos3BondAeT OCyWwecTBAATb B3aMMOAENCTBUE
AamumHucTtpatopa ABpopa MapkeTa ¢ [TM B Yacth paboTbl ¢ MIT.

KoHconb paspabotunka MM nossondet Ao06aBnATb HOBble M OBHOBAATL paHee
3arpy*eHHble MI1, a TakKe noayyaTb 40OCTYyN K AaHHbIM MIT.

MM «ABpopa MapkeT» BbinoaHAeTcA Ha MY, O@YHKUMOHMpPYOWEM noj,
ynpasneHnem OC, 1 CAyKuUT ANnAa oTobpaxkeHna AaHHbIx 0 M1, a TaKKe a5 MX 3arpysKu,
YCTAHOBKM, OOHOBAEHMA N yAaNEHNA.

Cepsep npuaoxkenunin MM npeactaBnaeT cobot COBOKYNHOCTb BEO-NPUNOKEHMIA,
NO3BONIAKOLWNX XpaHUTb B B/l n npeaoctaBnaTb nosnb3osatenam MNMO nHpopmaumo o MI,
npu aTom camm M1, UX 3HAYKN U CKPUHLLIOTbI XpaHATCA B B/1.

MM npeaHasHayeHa Ana obecneyeHma:

— ynpaBAeHNA XM3HEeHHbIM UMKAom MI1 (3arpyska, cornacoBaHue, yaaneHue u
nyonmnkauma);

— ynpaBneHua auctpubyumen onybamkoBaHHbIX M1 (cKauyMBaHWe, YCTAHOBKA,
obHOBNEHME U yaaneHue);

— NpeaocTaBAEHNA NONb30BATENAM A0CTYNa K nHTepdecy MM.
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1.1.3. Moacuctema Mnatdpopma ynpasneHms

1Y cocTonT U3 credywmx KOMMNOHEHTOB:

— KoHcosb agmunHucTpatopa [1Y;

— MI1 «ABpopa LeHTp»;

— Cepsep npunoxeHuin Y.

KoHconb aamuHucTpatopa [1Y no3BonAeT OCyWecTBAATb B3aMMOAENCTBUE
AamuHucTpaTopa MNaatdopmbl ynpasaeHus c Y.

M «ABpopa LleHTp» BbinonHAeTcA Ha MY, GYHKLMOHUPYIOLLEM NOA yNpaBAeHMEM
OC, » nNo3BO/IAET OCYLWEeCTBAATb B3anumoaencTtamne MY ¢ MY, a TakKe B 3aBUCMMOCTM OT
ynpasaatwowero coobuleHna MAM Has3HayeHHoro odnalH-cueHapusa, MOAYYEeHHOro OT
CepBepa npunoxeHui MY, nmeeTt BO3MOXKHOCTb YNPaBAATb PAa3INYHbIMK QYHKUMAMKU MY.

CepBep npunoxeHuit MY npeactasnaet coboi COBOKYNHOCTb BED-NPUNOKEHNN,
NO3BOIAKOLWINX XPaHUTb B B/] 1 npeaocTaBnAaTe noab3oBaTenam MO gaHHble O HACTPOMKAX
n KoHPurypaumm OC, a Takke GOpmMMPOBaTb ynpasaalolwme coobueHna n opnamH-
cueHapuun ana Ml «Aspopa LleHTp».

MY npeaHasHavyeHa Ana obecneyeHms:

— ynpaBneHuna otTaenbHbiMM MY (onepaTuBHOe ynpasaeHume) n rpynnamm MY;

— ynpaBaeHnA NoONAUTMKaMK, odNalH-CLEHAPUAMMN;

— ynpasneHua sanmcamm o MY n nosnbsosatenax MY;

— ynpasneHna Ml Ha MY;

— KOHTPO/1a cocToAaHMA MY;

— KOHTPOJIA NPUMEHEHUA NOANTUK Ha MY,

— MOHMUTOPMHTIa CObbITUI M NPeaoCTaBNEHNS OTYETHOCTY;

— NpeaocTaBNeHUA NONb30BATENAM A0CTyNa K MHTepdelcy Y.
1.1.4. Noacucrtema ynpaBneHUa TeHaHTaMM

MYT cocTonT 13 cneayrowmx KOMMNOHEHTOB:

— KoHconb aamuHucTpatopa MyT;
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— Cepsep npunoxeHuin MyT.

KoHconb agmuHucTpatopa [YT no3sBonAeTr OCyWecTBAATb B3aMMOAENCTBME
AoMUHUCTPaTOpa TeHaHTOoB C [TYT.

Cepsep npunoxeHunn MNYT npeactaBnaetr cobo COBOKYNHOCTb BEO-NPUNOKEHUN,
NO3BONALWMX XPaHUTb B B[l 1 NnpeaocTaBnATb noab3osaTenam MO AaHHbIe O TEHAHTAX,
a TaKXKe OCyLWEeCTBAATb yNpaB/ieHMe TeHaHTaMM.

MYT npeaHasHayeHa ans obecneyeHus:

— YNPaBNEHMA XKM3HEHHbIM LMKAOM TEHAHTOB (COo34aHMe, pedakTMpoBaHWUE U
yAaneHue TeHaHTOoB);

— YNpaBAeHMA OpraHM3aLnamu;

— YNpPaBAeHNA KOHTAKTHbIMMW NMLLAMM OpraHmM3aLnii.
1.1.5. Noacuctema CepBucC yBeAOMIEHUN

MNCY cocTonT 13 cneayrolmx KOMNOHEHTOB:

— KoHconb agmunHucTpatopa MCy;

— Cepsep npunoxkerHuin MNCy.

KoHconb aamuHuctpaTopa [CY no3BonseT ocywecTBNATb B3aMMOAENCTBME
AamnHuctpatopa Cepsuca ysegomaeHuin ¢ MCY B 4aCcTu ynpaBAeHUA XKMU3HEHHBIM LMKIOM
NpoeKToB. [1pn 3TOM NPOEKTbI COAEPKAT CAeayoLLYy0 MHPOPMALMIO:

— HacTpoMKku B3ammogenctemna MNCY n cepeepa NPUNOKEHUN;

— nHpopmaumo o MI, push-yBegomneHmsa KoTopbix TpebyeTca nepenasaTb C
cepBepa nNpuaoxKeHun Ha MY;

— MHPOPMALMIO O KOHTAKTHbIX AMLIAX.

Cepsep npunoxeHuit MCY npeacrasnaetr coboil COBOKYNMHOCTb BEB-NPUNOKEHMUIA,
NO3BONAOWMX XpaHMTb B B/l 1 npegoctasnaTth cybbektam goctyna MMNO nHbopmaumo o
NPOEeKTax, a TaKXKe peanmsyeT O@yHKUMOHAN [A0CTaBKM push-ysegomneHnn ao MY

nocpeacTBoMm tcp-cepsepa.
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MCY npeaHa3HayeHa Ana obecneyeHms:

— [0CTaBKKM push-yBegomnenmin oo MY;

— YNPaBNEHMA KU3HEHHbIM LMKAOM MNPOEKTOB (Ao0DaBneHMe, HaACTPOMKa M
yaaneHue);

— NpeaocTaBAeHNA NONb30BATENAM A0CTYNa K nHTepdency MNCY.
1.1.6. Moacuctema obHosneHna OC

MOOC cocTonT 13 Cneayowero KOMMNoHeHTa:

— Cepsep npunoxerHui NOOC.

Cepsep NPUNOKEHNM Mo0C npeacrasnaer  cobon COBOKYMHOCTb
BeO-NPUNOKEHNI, NO3BONAKOLWMX XPaHUTb B B/ 1 NpeaocTaBaATb MHPOPMALLMIO M agpeca
XpaHeHWA NakeTos 3arpysoyHoro moayna OC.

Onsa xpaHeHua n anctpmbyumm naketoB OC npumeHsaeTca GpannoBbiM cepsep,
Pa3BEPHYTbIN C NCNONAb30BaHMeEM Nginx.

MOOC npeaHa3sHavyeHa ana obecneyeHms:

— npepocTaBneHna nHpopmaumm o naketax OC;

— ynpasneHua anctpmndyumen naketos OC.
1.2. CybbekTbl 4OCTYNa M NpaBa Ha A0CTyn K nHTepdencam MMo

1.2.1. CybbekTbl goctyna (poaun) MNMo

Cybbektamm aoctyna asnatotca nonb3osaTenn MMNO mn npoueccol 6e3 yyacTus
nonb3oBaTener, nNpu 3TOM cybbekTam A0CTyna MoXKeT OblTb Ha3HayeHa ojHa WM
HECKOIbKO po/ien, NO3BOAIOLIMX BbINOAHATb CAeaytoline AeNCTBUSA:

— AAMMHUCTPATOP YYeTHbIX 3anuMcer — YyhNpaBAATb YYETHbIMM  3aMUCAMM
nonb3oBaTenen (Hannyme ponn obs3aTenbHO);

— Onepatop ayamTta — paboTaTb C XKypHaNOM perncTpaumm cobbiTuii,

— AamuuHucTpatop Aspopa MapkeTa —ynpasnate [TM yepes nHtepdeic MNMo;
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— Pa3paboTtumk — nobaBnATb HOBble, OOHOBAATbL pPaHee 3arpyskeHHble MIT U
Noay4aTb MHPOPMALMIO O HUX;

— Pepaktop npunoxeHun — 0b6HOBAATL M MNoaydyaTb MHPOpPMAUMIO O paHee
3arpy*keHHbix MT1;

— Monb3oBaTtenb ABpopa MapkeTa — 3arpy*atb MI1 1 noayy4atb MHPOPMaALUMIO O
HUX;

— AamuHuctpaTop lNnatdopmbl ynpaBaeHna — ynpaBaaTb 1Y yepes nHTepdeic
Mno;

— MM «ABpopa UeHTp» (npouecc 6e3 yyacTma nonb3oBaTenei) — HasHavyaeTca
yd4eTHbIM 3anucam MI1 «Aspopa LeHTp»;

— AAMMUHUCTPATOP TEHAHTOB — ynNpaBaATb MYT yepes nHtepdeic MMoO;

— AamunHuctpatop CepBuca yBeAOMAEHUM - YNPABAATb MWM3HEHHbIM LMKJIOM
NPOEKTOB;

— MobunbHoe npunoxeHune (npouecc 6e3 y4actua nonb3osBaTenen) — noayyaTtb
push-yBegomneHus;

— CepBep NPUAOKEHUN — Ha3HA4YaeTCA CepBepam MPUAOKEHWM ANA nepeaayu

push-yBegomneHunin Ha Cepsep npunoxenmin MNCy.
1.2.2. MpaBa Ha aocTyn K nHtepderncam Mo

MpaBa Ha AOCTYN K COOTBETCTBYOULMM pasaenam nHtepodeica NMNO npuseaeHbl B

Tabamue (Tabamua 1).

Tabnunua 1
NHTepdeic MMNO MpaBa Ha AocTyn
Paspen [Mogpasnen MNoacucrema KoHconb/CybbeKkT goctyna
MynbTuTEeHaHT | TeHaHThbl MyT KoHconb aagmunHucTpaTtopa MyT
AOMMHUCTPATOP TEHAHTOB
OpraHmsaumm MyT KoHconb aammHucTtpaTtopa MNyT
AOMUHUCTPATOP TEHAHTOB
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NHTepdenc NMNO

MpaBa Ha gocTyn

Pasgen

MNoapasgen

MNoacuctema

KoHconb/CybbeKT goctyna

MOHWUTOPWUHT

NHAOnKaTOopbI

ny

KoHconb agamuHucTpaTopa Iy
AammHunctpatop Mnatdopmsl
ynpasneHuna

Ayant

Mb

KoHconb agmuHucTpaTopa b
OnepaTtop ayamTa

[NpoeKTbl

Mcy

KoHconb aammHucTpaTopa MNCy
ApgmunHuctpatop Cepsuca
yBEAOMIEHNM

YnpasneHune

YcTponicTea

ny

KoHconb agmuHucTpaTopa Iy
AamunHuctpatop MNnatdopmbl
ynpaB/ieHnA

Nonb3oBaTenu

[y

KoHconb agmuHucTpaTopa Iy
AamumHucTpatop Mnatdopmsl
ynpasneHua

[MOANTUKHU

[y

KoHconb agMmunHmucTpaTopa (1Y
AamumHucTpatop Mnatdopmsl
ynpasneHusa

CueHapum

[y

KoHconb agMmunHucTpaTtopa (1Y
AamunHuctpatop MNnatdopmbl
ynpaBaeHua

[MpnnoxeHnA

HY

KoHcosb agmuHuctpatopa MM
AamuHuctpaTtop Aspopa MapkeTa

BUTPUHDI

HY

KoHconb agmuHucTpaTtopa [N
AamnHunctpaTop Aspopa MapkeTa

CBA3KU Kaouen

MM

KoHcosb agmuHuctpatopa M
AamuHuctpaTtop Aspopa MapkeTa

AOMUHUCTPUPO
BaHue

YyeTHble 3anuncu

b

KoHconb agmmnHuctpaTopa b
ALMUHNCTPATOP YYETHbIX 3anmcem

HacTponkn

y

KoHconb agmuHucTpaTopa Iy
AamunHuctpatop MNnaatdopmbl
ynpaB/ieHnA

Opr. CTpPyKTYypa

ny

KoHconb agamuHucTpaTtopa My
AamumHucTpatop Mnatdopmsl
ynpas/ieHNA

Bepcumn OC

MM

KoHconb agmuHucTpaTtopa [N
AamumHuctpaTtop Aspopa MapkeTa
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NHTepdenc NMNO Mpasa Ha gocTyn
Pasgen MNoapasgen MNoacuctema KoHconb/CybbeKT goctyna
KoHconb pa3paboTymka MMM MM KoHconb pa3paboTymka MMM
Pa3paboTumk, Pepaktop
NPUNOXKEHWUI
MIT «ABpopa MapkeT» Y [Nlonb3osaTesib ABpopa MapKeTa
MTI1 «ABpopa LleHTp» [y Mpouecc Ml «ABpopa LleHTp»

1.3. OnucaHue npuHumnos 6esonacHon paboTbl cpeacTsa

1.3.1. Obuwan nHpopmaums

MMNO peanusyeT cneaytoume GpyHKLUMM Be30NacHOCTH:

— NAHTUPUKAUMA M ayTEHTUPMKALMA CYOBEKTOB A0CTYyNa M 0OBEKTOB A0CTYN3;

— ynpaBaeHue AocTynom cybbeKToB A0CTyNa K 06beKTam A0CTyNa;

— pernctpauma cobbiTnit 6e3onacHoCTy.

Mpwn ncnonbzosaHnn MMNO HEOOXOAMMO BbINOAHEHWE CNEAYIOWIMX MEP NO 3aWmTe
MHOOPMALMK OT HECAHKLIMOHMPOBaHHOTO aoctyna (HCA):

— cobntoaeHne NapoabHOM NONNTUKMK,

— cobnoaeHne TpeboBaHMA, COrNACHO KOTOPOMY Napob HE A0/IKEH BKAOYATL B
cebA Nerko BblYMCAAEMbIE COYETAHNA CUMBO/IOB;

— OTCYTCTBME Yy NONb30BaTeNA NpaBa nepesadn AMYHOro Napona TPETbMM INLAM;

— 06A3aHHOCTb NO/Mb30BaTENs MPU BBOAE MAPOAA UCKIOYUTb BO3MOXKHOCTb €ro
nepexBaTa TPETbUMM NNLAMM U TEXHUYECKMMM CPEeACTBAMM.

Mpw akcnayataumm MMO 3anpeltaeTca:

— OCTaB/ATb Oe3 KOHTPOA He3ab/10KMPOBaHHbIE NPOrpamMHble cpeacTBa u/mnm
Mno;

— pasrnawartb Naponu, BbIBOAWUTb MApPOAW Ha AUCMAEN, NPUHTEP WAW MHble

cpeacTea oTobparKeHus nHbopmaLmnn.
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1.3.2. KomnpomeTauma naposiemn

Mo KomnpomeTaumen naponen HeobxoaMMo NOHUMaATL creaytollee:

— OU3MYECKYIO YTPATY HOCUTENA C NAPOAbHON MHPOPMaLMEN;

— nepenavy NAEHTUPUKALUMOHHON MHGOPMALMM MO OTKPLITbIM KaHaam CBA3N;

— nepexBaT Napoas Npu pacnpeaeneHnm naeHTMPNKaTopOB.;

— CO3HaTeNbHY Nepenadyy MHGOPMaLMM TPETbEMY NNLLY.

MPUMEYAHUE. T[Mpm  KomnpomeTaumm  napond  nonb3oBatenb  06a3aH

He3aMeannTeIbHO OMOBECTUTb AAMUHUCTPATOPA YYETHbIX 3aMMCEN.

1.3.3. OnucaHmMe napameTpoB (HacTpoek) Ge3omnacHOCTM CpeacTBa, AOCTYMHbIX

Ka)-K,D,OlZ pPon I'IOﬂb3OBaTeﬂepl, M nx 6HesonacHble 3HaYeHMs

HacTpoiikn napameTtpoB He3onacHocTk MIMO AOCTyNHblI TONbKO NO/Ab30BATENAM C
PONbID AOAMMHUCTPATOP YYETHbIX 3aMMCeN M 3aKAHYAKOTCA B BO3MOXHOCTM yNpaBaeHUA
ponamm nonbzoBatenen MMO.

Monb3osatenam MMO AO/KHBbI Ha3HAYaTbCA MUHMMA/IbHbIE NPaBa M NPUBUAETUM,

HeobxoAuMble 414 BbINOJHEHUA UMUK CBOUX AO/IKHOCTHbIX 06A3aHHOCTEN (DYHKLMN).
1.4. YcnhoBuA BbINONHEHUA

MPUMEYAHUE. Onsa paboTbl nonb3oBatenent ¢ nHtepdericom MMNO HeobxoaMmo
BbIMO/IHEHME CAeAyOWMX YCAOBUI:

— Beb-bpay3ep J0/KeH noaaep:umBaTb TexHonormm: TLS, CSS3, HTMLS,
ECMAScript 5 n Cookie. PekomeHayeTcs ncnonb3osaTb Beb-6payzep Chrome sepcmm 90
MAN BbILWE;

— pas3pelleHne skpaHa MOHUTOPA A0/IKHO bbITb He meHee 1280x960 px.

Ons  dyHKUMOHMpoBaAHKMA [IMNO  HeobxoAMMbl  OMUCAHHbIE B HACTOALLEM
nogpasaene NporpammHO-TEXHUYECKME CpeacTBa.

B Tabnuue (Tabnmua 2) npuBeaeHbl anmnapaTHble XapaKTEPUCTUKM CepBeEPOB

npunoxeHun MMo.
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Tabnnua 2
Napamerp Konunyectso MY
10000 50 000 100 000 275000 550 000
[Npoueccop 2 anpa 3 aapa 4 anpa 10 apep 10 agep
Obbem onepaTMBHOM 4TB 5Tb 6B 8Tb 8B
NamATm
Ob6bem KecTKoro gmcka HDD HDD HDD HDD HDD
60 b 80Tb 110TBb 130 7B 160 b
KonunyecTtso cepBepos 3 3 3 3 6

B tabauue (Tabanua 3) npuseaeHbl annapaTHble XxapakTepucTuKn cepsepos 572,

Tabnnua 3
Konnyectso MY
NapameTp nlé) ?10|\(/|) ﬂSé) ?—IOI\(A) ;?50 r?&o 275000 550000
ny ny ny Nne |[MM, My MNb MNnM, ny

MNpoueccop 2 aapa 5anep | 6Aanep|3aapa|8anep | 4aapa |16 agep
Ob6bem onepaTMBHOM 4Tb 66 8Tb 1276 | 12T | 24Tb | 24Tb
NamATH
Ob6bem »KecTkoro SSD SSD SSD SSD SSD SSD SSD
AMCKa 700 Tb 3,5Tb 776 |11.6Tb| 7.7Tb | 23.2T6 |15.4Tb
Konnyectso cepBepos 1 1 1 1 1 1 1

MPUMEYAHUE. [1ns obecneyeHms OTKa30yCTOMYMBOCTM Heobxoammo A06aBuTb

MUHUMYM OAWH cepBep ¢ penamkoin bl (pe3sepsHbin cepsep b/).

Ons 3anycka MMNO u CYBA Ha oaHOM cepBepe TpebytoTcs cneaytouime

MWHWUMaJIbHblE alMapaTHblE XapPaKTEPUCTUKN!

— 2 Aapa npoueccopa;

— 4 b onepaTMBHOM NamaATw;

— 50 b cBOOOAHOIrO MecTa Ha ¥KeCTKOM AUCKe.

@

npunoxeHun MMo.

Tabnuue (Tabanua 4) npuBeaeHbl NMPOrPaMMHbIE XapPaKTEPUCTUKM CepBeEpPOB

2 B Tabnuue He y4uMTbIBAOTCA pe3epBHble cepsepbl B, HeobxoAMmble A8 CO34aHMA OTKA30yCTOMYMBOM

KOoHbUIrypaumm.
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Tabnuua 4
NapameTp 3HavyeHue NHPopMaLuma o MueH3um

OnepaunoHHas CentOS Bepcun 7 nnu BbliLle GNU General Public License,
cucrtema version 2

Anbt 8 CI1 KommepueckKasn

PEAOC7.3

PEO OC7.3.1

Astra Linux Special Edition 1.7

(CmoneHck)

Astra Linux Common Edition 2.12

(Open)
BanaHcHMpoBLIMK Nginx Web Server Bepcun 1.22.0 | 2-clause BSD-like license
MWKPOCEPBMCOB AW BblLLE
Cuctema Consul Bepcmmn 1.14.0 vnu Bblwwe Mozilla Public License,
0bHapyKeHua version 2.0
cepBucoB
CpeacTtso Consul Template Bepcum 0.25.1 Mozilla Public License,
ynpasaeHuA WU Bbllwe version 2.0
KOHPUIypaumamm
MWKPOCEPBMCOB
Cepsuc Nats Streaming Server sepcuu Apache License, version 2.0
rapaHTMPOBAHHOM 0.25.1 nnu Bobiwe
[OCTaBKM
COO0OLLEeHUN
[NpuKknagHoe Mo «Aspopa LeHTp» KommepyecKasn
nporpammHoe
obecneyeHue

B tabnnue (Tabnumua 5) npuBeaeHbl NporpaMmmMHble XapakTepUCTUKKM cepsepoB b/,

Tabnnua 5
NHdopmaums o
NapameTp 3HavyeHune $opma,
NINUEH3NU
OnepaumoHHasn CentOS Bepcun 7 nnu Bbllle GNU General Public
cnucTema License, version 2

Anbt 8 CI1

Kommepueckasn

PELOC 7.3
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MNapameTp 3HayeHue MHgopmauus o
NINUEH3UN
PEAOC7.3.1
Astra Linux Special Edition 1.7
(CMoneHck)
Astra Linux Common Edition 2.12 (Open)
CYB/] Postgres Pro Certified 14.5.1 unu Bbilwe | Kommepyeckas
Postgres Pro Enterprise Certified 13.8.2
AW BblLLE
Postgres Pro Standard 12.12.2 nawu
BblLLE
Postgres Pro Standard 13.8.2 nnu Bbiwe
Postgres Pro Standard 14.5.2 nnu Bbiwe
PostgreSQL 11.17 nau Bbiwe PostgreSQL License
PostgreSQL 12.12 wan Bblwe
PostgreSQL 13.8 nnun Boblwe
PostgreSQL 14.5 nnv Bblwe
CYBA nns xpaHeHua | Redis Bepcum 7.0.5 nnun Bbllwe BSD-3-Clause License
ceccum
Pacwupenune CYBA PG Partition Manager (pg partman) PostgreSQL License
PostgreSQL ana Bepcun 4.6 nnu Bolle
NapTULMOHMPOBAHMA
Tabnany, b1
[MNaHMPOBLUMK 33434 | pg cron Bepcun 1.4 nan Bblwe PostgreSQL License
ana PostgreSQL

B tabnnue (Tabnumua 6) npuBeaeHbl NPOrpammMHble XapakTepUcTukm MY.

Tabnnua 6
NapameTp 3Ha4yeHune
OnepauynoHHan cnMctema OC Aspopa, OC Android
MpuknagHoe nporpammHoe obecneyeHue — MIT «ABpopa LeHTp»;
—  MI1 «ABpopa MapkeTt»

BapuaHTbl KOHOUrypauum cpedbl GYHKLUMOHMPOBAHMA, B KOTOPbIX MPOBOAMIOCH

TecTnpoBaHue MMNO, npuseaeHsl B Tabauvue (Tabanua 7).
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Tabnnua 7
OoC CYb/L C31 HCA

CentOS-7.6 PostgreSQL 11.17

CentOS-7.6 PostgreSQL 11.17 CneuyasnbHoOe NporpammHoe
obecneyenue (CrNO) cpeacts
3aWmTbl MHGopmaumm (C3M1) HCA
«AKKOPA-X K»

CentOS-7.6 PostgreSQL 12.12 CMNoO C3N HCA «Arkopa-X K»

Cent0S-7.6 PostgreSQL 13.8 C3M HC/A «Dallas Lock Linux»

Cent0S-7.7, kernel: 3.10.0-
1062.9.1.el7.x86_64

PostgreSQL 14.5

C3U «Secret Net LSP» Bepcua
1.10.1

Cent0S-7.6 Postgres Pro Standard
12.12.2
Cent0S-7.6 Postgres Pro Standard

14.5.2

AnbT 8 CI1 (Bepcum 8.0)

PostgreSQL 11.17

AnbT 8 CI1 (Bepcumn 8.4)

PostgreSQL 11 (13
peno3utopua OC)

AnbT 8 CI1 (Bepcumn 8.4)

Postgres Pro Standard
12.6

AnbT 8 CI1 (Bepcumn 8.4)

Postgres Pro Standard
13.8.2

AnbT 8 CI1 (Bepcumn 8.4)

Postgres Pro Certified
(Bepcusa sapa postgres:
14.5.1)

AnbT 8 CI1 (Bepcumn 8.4)

Postgres Pro Enterprise
Certified (Bepcua aapa
postgres: 13.7.1)

PEOOC7.3 Postgres Pro Standard
13.8.2

PEOOC7.3 Postgres Pro Standard
14.5.2

PEN OC7.3.1 PostgreSQL 12.12

PEOOC7.3.1 PostgreSQL 13.8

PEAOC7.3.1 PostgreSQL 14.5

Astra Linux Special Edition
1.7 (CMoneHcK)

Postgres Pro Certified
(Bepcus sapa postgres:
14.5.1)

20




— "] OTKPbITAS

PYKOBOACTBO afMMHUCTPATOpPa ' MopunbRAA
0oC CcybL C3U HCA,

Astra Linux Special Edition Postgres Pro Enterprise

1.7 (CmoneHcK) Certified (Bepcua aapa

postgres: 13.7.1)
Astra Linux Common Edition |Postgres Pro Standard
2.12 (Open) 12.12.2

Astra Linux Common Edition |Postgres Pro Standard
2.12 (Open) 13.8.2

Astra Linux Common Edition |Postgres Pro Standard
2.12 (Open) 14.5.2

1.5. BapuaHTbl nocTaBku

MMNO MOXeT MMeTb HECKONbKO Pas3/InyHbIX KOHOUrypaumi, npm 3TOM BapuaHT
NOCTaBKM ONpenesaeTca B CoOoTBeTCTBYOWEM JINLEH3MOHHOM A0OrOBOpeE:

— BapwmaHT noctaBkmM 1, cocToAWMA M3 KOMMNAEKTA AOKYMEHTOB W CAeAytoLmX
noacuctem: Mb, MM, MY, NCcy, MNOOC, MMM «Aspopa MapkeT», Ml «Aspopa LeHTp» ana
OC Aspopa;

— BapuaHT NocTaBKKU 2, COCTOAWMIA M3 KOMMNAEKTA AOKYMEHTOB M CAeayrLmX
nogcuctem: Mb, MM, 1Y, MNcy, NMNOOC, MMM «Aspopa Mapket», Ml «Aspopa LUeHTp» ana
OC ABpopa, BKAtoYaa MYT;

— BapuaHT nocTtaBkM 3, COCTOAWMM M3 KOMMAEKTa AOKYMEHTOB M CAeayrolmx
noacuctem: Mb, MM, MY, NCy, MNOOC, Ml «Aspopa MapkeTt», Ml «Aspopa LeHTp» ana
OC ABpopa, Bkato4aa MI «Aspopa Mapket» n Ml «Aspopa LleHTp» ana OC Android.

CocTaB KOMN/ieKTa AOKYMeHTOB Ha [0, BXoAALULMA BO BCE yKa3aHHble BapWaHTbI
MNOCTaBKM:

— «PykoBoacTBo nonb3osaTend. Yactb 1. [oacuctema 6e30nacHOCTNY;

— «PykoBOACTBO Nosib3oBaTenAa. HacTb 2. [oacuctema « MapKeT»;

— «PykoBoacTBO nonb3osaTens. Yactb 3. MNoacuctema Mnathopma ynpaBneHmns»;

— «PykoBoacTBO nosb3oBartena. Hactb 4. [loacncrema ynpasaeHMA TEHAHTAMKNY;

— «PyKkoBoacTBo nonb3oBatend. Yactb 5. Noacuctema CepBUC yBEAOMIEHUINY;
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— «PykoBoacTBO nosb3oBaTena. Yactb 6. MobunbHoe npunoxkeHne «ABpopa
MapKeT» 4N onepaumoHHOM cucTeMbl ABpOpa»;

— «PykoBoacTBO nonb3oBaTena. Yactb 7. MobunbHoe npunoxkeHne «ABpopa
LleHTp» ANna onepaumoHHOM cucTembl ABpOpay;

— «PykoBoacTBO nosb3oBaTenda. Yactb 8. MobunbHoe npunoxeHne «ABpopa
MapKeT» 4as onepauyoHHoM cuctembl Android»;

— «PykoBoacTBO nonb3oBaTena. Yactb 9. MobunbHoe npunoxkeHne «ABpopa
LeHTp» ANna onepaumnoHHoM cnuctembl Android»;

— «PyKOBOACTBO aMMUHUCTPATOPAY;

— «PykoBoacTBO paspaboTtynKa. MNoacncrema CepBuC yBEAOMNAEHUIY.
1.6. YKazaHu1A No aKcnayaTauum

Mpw akcnayaTaumm MMNO Heobxoanmmo cobaoaaTth caeayrolwme pekomeHaaumm:

— MpaBOM A0CTyMNa K cepBepam C ycTaHoBAeHHbIM MMO gonkHbl 0bnagatb Anua,
obecneumBatowme PyHKUMOHMPOBaAHME MHPOPMaLUMOHHON cuctembl (UC), npoweawmne
COOTBETCTBYHOLLYIO NOATOTOBKY, 03HAKOMMBLUMECA C IKCMYyaTaLUMOHHON AOKYMEHTaLMEN
(34) Ha MMNO 1 He paccmaTpuBatoWMeca B KavyecTBe HapywuTenem MHPOpPMaLMOHHOM
6e3onacHocTu (MB);

— [O/KHbI  ObITb  MPeaycMOTPeHbl  Mepbl,  WMCKAKYatOLWME  BO3MOMKHOCTb
HECAHKLUMOHMPOBAHHOIO M3MEHEHMA annapaTHOM YacTWM TEeXHMYECKUX CpeacTB, Ha
KOTopbIX ycTaHoBieHo [M10;

— [oMKHa obecneymBaTbcA nepuoamyeckaa (He pexe oAHOro pas3a B Mecsl)
NpoOBepKa LEeNOCTHOCTU NPOrpammHbIx KomnoHeHToB [1110;

— Ha MY un cepBepax ¢ yctaHoBAeHHbIM [MMNO goMKHbI 6bITb peann3oBaHbl Mepbl,
MCKOYaloLWMe BO3MOMXKHOCTb MCMO/Ib30BaHMA CpeacTB pa3paboTKM M OTNaAYMKOB ANA

pPefaKTMPOBAHMA KOda M OnepaTUBHOM NamaTh, ncnoabsyemown MMoO;
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— [O/MKHbI  ObITb  obecneyeHbl  Mepbl,  WCKAKOYaAlOWME  BO3MOMKHOCTb
HECAHKLMOHNPOBAHHON MOoANPUKALIMM NPOrPAMMHbIX N MHOOPMALIMOHHBIX KOMMOHEHTOB
Mnro;

— dU3MYecKnn aocTyn K cepBepam C YycTaHoBneHHon CYB[  gonxkeH
NpeaoCTaBAATbCA nnuam, BK/IHOYEHHbIM 3KCNAyaTUPYIOLLLEN opraHmsaumen
(onepaTtopom/notpebutenem) MC B nepeyeHb ML, KOTOpPble HE PacCMaTPMBAlOTCA B
KavecTtBe HapywwuTtena UB;

— KaHa/Nbl CBA3W, PACNONOXKEHHbIE B NpeAesiax KOHTPOAMPYEMOU 30Hbl, AO/IXKHbI
6bITb 3aWMLLEHBI OPraHM3aLUMOHHO-TEXHNUYECKMMM MEPAMMU;

— KaHanbl CBA3W, PACMO/IOEHHble 33 MNpeaenamm KOHTPOAMPYEMOM 30HbI,
NOMNKHbI ObIThb 3alUMLLEHbI C MCMNOAb30BaHMEM CPeACTB KPpUNTOrpadmuuecKkom 3allmThbl
nHbopMmaLnm;

— [0/IKHbl ObITb NPEeANPUHATLI MEPbI MO MEXKCETEBOMY 3KPAHNUPOBAHMIO.

Mpw akcnayaTaumm MNMO peKomeHAyeTCcA NPUMEHATb Ceaytolme AONONHUTE IbHble
OpraHn3aLUMOHHbIE U TEXHUYECKME MepPbI:

— B npouecce 3akcnayaTaumum MMO gonKkHO ObiTb obecneyeHo peryaapHoe
OTCNEXXMBAHME HANMYMA W OCYLLECTBNEHWE YCTAaHOBKM 0BHOBAEeHM Be3sonacHocTu [0,
BXoAsLLero B cpeay eyHkUMoHMpoBaHua MIMO B cooTBeTCTBMK C pasaenom 10;

— eXXeMeCAYHO [O0/KEeH NpPOoM3BOAMTLCA MOMCK aKTyalbHbIX YA3BMMOCTEN M
ceegeHMn o6 yssBumocTtax MO wmn  cpeabl  PYHKUMOHMPOBAHMA,  aHaNU3
NAEHTUPNLMPOBAHHBIX YAZBMMOCTEN Ha NPeaAMET BO3MOMXKHOCTM MX MCMNONb30BAHNA A
HapyLleHua 6e3onacHoCTy;

— B cpene o¢yHKUMOHMpoBaHMa TMO (obwecuctemHoe [10, yKasaHHoe B
pa3saene 10) AoMKHbI BbITb YCTaHOBAEHbI BCe MMetolineca obHoBNeHNA HEe30NacHOCTA U

«naTYn» ANa NMKBUAALMU U3BECTHbIX YA3ZBUMOCTEN;
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— B cny4ae obHapyxeHus yazsumocteinr B MO MMNO A0AKHO NPOM3BOAMTLCA NX
yCTpaHeHMe B COOTBETCTBMW C MeTodamMu UM npoueaypamu, YCTaHOBAEHHbIMM
npeanpuaTMemM-pa3paboTumKkom;

— onepaTtop C NepuoaMyHOCTbIO OAWMH pa3 B Heaent [A0/MKeH noayyaTb
nHPopmauno o BbiIxoae obHoBneHun MO yepe3 cnyxkby TeXHMYECKOM MNOAAEPHKKM

npegnpunaTnAa-m3roToBMUTENA.
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2. YCTAHOBKA TNO

BHUMAHUE! Aamunuctpatopy/pa3paboTynmky npu KOMMPOBAHMU KOMaHA, W3
HacToAllero AokymeHTa B ¢opmate .pdf HeobxoaMmo NpoABAATb BHMMATENbHOCTb M
AONOMIHUTENIbHO MNPOBEPATb Pe3y/ibTaTbl BbIMNONHEHUA COOTBETCTBYHOLWMX KOMaHZA Ha

aKpaHe.

2.1. Obuwaa nupopmauma

YcTtaHoBKa MNMO 1 KoMmnoHeHTOB cpeabl PyHKUMOHMPoBaHMA MO ocyulecTBaaeTcA
C MOMOLLBIO CLeHapueB ycTaHoBKM 11O, BbINONHAEMbIX Ha YyNPaBAAIOLLEN SN1EKTPOHHO-
BblYMCAUTENBHON MalMHe (3BM) M HanmMCaHHbIX C MCMNONb30BAHMEM AEeKNAAPaATUBHOTO
A3blKa PasMeTKM ANA onmcaHuAa KoHourypaumi Ansible. CueHapum yctaHoBku [0
MO3BOAIOT BbIMOJHNTb YCTAHOBKY KaK JIOKa/IbHO (BCE KOMMOHEHTbI Ha 0AHON IBM), Tak m

c yaaneHHon 3BM (ynpasastowen IBM) (PucyHok 1).

YnpaensAwan IBM

|
[ [ | |

Cepeep BA CepBep NpuUnoxeH!i Cepeep NpUNoKEHHA Cepeep NpUNoHeH!iH

e oy
~—— [ M6 ] [ MG | [ M6 ]

M6
\""--___-_-_______._._-r'"-,‘ Y Y Y

= [ MM | | MM | ( M |
\“"‘-‘_._-_-_______-_._r"'-/ % = %

T ( y | [ y | [ ny |
\""-._.______—______...-""’ o ik o

e [ YT | l nyT | ( MyT |
\.‘'''‘''--..___-__—______...-""""JI x " x

m—— [ ncy | [ ncy | ( ncy |
\.,_‘___‘_____-_-_.___.__,_/
___nooc___J [ nooc | [ rnoac | ( nooc |

PucyHok 1

MPUMEYAHUE. VYnpasnsatouwaa 3BM HeobxoauMma TONbKO ANA  YCTAHOBKM,

HacTponKkn n ynpasnenma MMO u He TpebyeTtca ans GyHKUMOHUpoBaHKMA MNIMO.
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BHUMAHWE! ina yctaHosKK MMO HeobxoanMMO Hanmume ctabuibHOro MHTEPHET-
COeAMHEHNA Ha cepBepax NPUAOXKeHNM 1 cepBepax bl, a TakKe Ha ynpasadatouen IBM.

[na yctaHosku MMNO HeobX0ANMMO BbIMOAHUTL CAeaytoume AeACTBUA:

1) YbeguTbCsa, 4TO BCe cMCTeMHble TpeboBaHMA cobntoaeHbl;

2) YcTtaHoBUTb M HacTpouTb OC Ha cepBepbl MPUAOKEHUNA U cepsepbl bl
(noapasnen 2.2);

3) Pa3BepHyTb M HacTpoUTb ynpasastoLlyto 3BM (noapasaen 2.3);

4) HacTpouTb KOMMNOHEHTbI cpeabl PyHKUMOHMPOoBaHKA MIMO (n. 2.4.1);

5) Hactpoutb MMNO (n. 2.4.2);

6) YCTaHOBUTb KOMMOHEHTbI cpedbl GyHKLUMoHMPoBaHMA MNMO (n. 2.5.1);

7) YctanosuTb MMNO (n. 2.5.2);

8) HacTtpoutb noacuctemsl MMNO (noapasaen 2.8);

9) MMpu HeobxoaMMOCTM BbIMOAHUTL AOMNOAHUTENbHblIE HacTpolku MMNO u ero
cpeabl GyHKUMOHMpPOBaHUA (noapasaen 2.9);

10) MpoBepnTb  KOPPEKTHOCTb  YCTaHOBKM U dyHKUMOHMpoBaHusa  [MMO

(noapasgen 2.11).

2.2. NopaaokK ycTaHOBKM M HacTpomku OC Ha cepBepax NpUNoKeHun u cepsepax b/,

2.2.1. YCcTaHOBUTb Ha CepBepPbI NPMAOKEHMN 1 cepBepbl B oaHy 13 cneaytouwmx OC:

OC CentOS Bepcumn 7, OC PEL OC Bepcum 7.3, OC Anbt 8 CI1 nam OC Astra Linux.

BHUMAHWUE! Tepen yctaHoBko OC  HeobxoAMMO  03HAKOMMUTbCA  C
TpeboBaHUAMMK, NPUBEAEHHBIMU B AOKYMeHTaumumn Ha C3M HC/.

OC ponkHa bbITb yCTaHOBNAEHA B MUMHUManbHOM KoHOUrypaumm 6e3 rpadpuyeckoro
nHTepodenica. ns yctaHoskn OC CentOS Bepcum 7 HEOBXOAMMO MCNONb30BaTh iSO-06pas,
B Ha3BaHMW KoToporo cogepxutca «Minimal». Hanpumep, CentOS-7-x86_64-Minimal-

1810.iso.
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HeobxoanMmo, u4Tobbl HacTpoMkm cetn OC COOTBETCTBOBA/IM  CAEAYHOLLIMM
TpeboBaHNAM:

1) Ons  OCHOBHOTO  ceTeBOro  WHTepdeilca  [AOMKEH  MNPUCYTCTBOBATb
KOHOUTYPALMOHHbLIN Gan(bl):

- 0OC CentOS u OC PEO OC Bepcum 7.3: /etc/sysconfig/network-

scripts/ifcfg-<uma mHTepderica>

— OC AnbT 8 CI:

/etc/net/ifaces/<umsa unrepbdeiica>/ipvdaddress
/etc/net/ifaces/<uma mHTepbdeiica>/ipviroute
/etc/net/ifaces/<mmsa uHTepderica>/options

— OC Astra Linux: /etc/network/interfaces

2) CeTteBoW MHTEPPENC AONKEH aBTOMATUYECKM 3anycKaTbesa npu 3arpyske OC.

[na aToro Heob6xoAMMO:

— B KOH®UrypauMoHHOM ¢anne /etc/sysconfig/network-scripts/ifcfg-
<mMmsa  uHTepderica> (ana OC CentOS wam OC PEA OC Bepcun 7.3) wau
/etc/net/ifaces/<umsa wuHTepdeiica>/options (Ana OC Anbt 8 CI) 3aaaTb

cneaytolwee 3Had4eHMe napameTpa ONBOOT:

ONBOOT=yes

— B KOHOMUIypaUMOHHbIA daln /etc/network/interfaces OC Astra Linux

BHECTW CAeAyHoLLYHO 3aMuUChb:

auto <umMs mHTepbemca>

3) lMpuoputeTbl B KOHPUrypaUMOHHOM ¢alne /etc/nsswitch.conf AO0J/IKHbI

BbIMAAETL CAeAyoWMM 06pa3om (MNP MCNONb30BaHUM dnsmasq):

hosts: files dns

rae ... - OCTasbHble OMUMKU, ECM OHU NCMONb3YHOTCA.
4) Ha ceTeBbix MHTepdencax cepBepoB MNPUAOKEHUN U B O0MKHbI ObITb
HaCTpOeHbl  CTaTU4YeCcKme ip-agpeca (MCNONb30BaHME  AMHAMWYECKUX  aapecos,

BblaaBaembix No DHCP, He gonyckaeTcs).
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2.2.2. [NepenT B y4ETHYIO 3aNMCb CyNnepnonb30BaTe N C MOMOLLbK KOMaHAbI:

— OC CentOS Bepcun 7, OC Anbt 8 CI1 1 OC PEL OC BEpcuM 7.3:

su —

— OC Astra Linux:
sudo -1

2.2.3. YCTaHOBMUTb NakeT sudo (B cnydvae ncnonb3osaHma OC AnbT 8 Cl)

[ns aToro Heo6XoAMMO BbIMONHUTL CeaytoLLmMe AeNCTBUA:

2.2.3.1. ickntountb CD-ROM m3 cnmcka AOCTYMHbIX PEno3nTopreB C MOMOLLbIO
KOMaHAb!:

apt-repo rm all cdroms

2.2.3.2. 06H0BUTbL OC 1 aapo OC c NOMOLLbIO KOMaHA,:

apt-get update
apt-get dist-upgrade
apt-get update
apt-get dist-upgrade
update-kernel
integalert fix

2.2.3.3. YCTaHOBUTb MNaKeT C NMOMOLLbI sudo KOMaHAbl:

apt-get install sudo

2.2.4. HazHaunTb nonb3osatenam OC npaBa Ha BbIMNOJIHEHME KOMaHZ OT MMEHM

cynepnosib3oBaTenAd bes BBO/Ja NapoAa C NOMOLbKD KOMaHAbI:

echo "<umMmsa nosbszoBaTesig> ALL=(ALL:ALL) NOPASSWD: ALL"™ | EDITOR="tee -
a" visudo -f /etc/sudoers.d/<uMsa HoJb30BaTEJIA>

Hanpumep:
echo "omp ALL=(ALL:ALL) NOPASSWD: ALL" | EDITOR="tee -a" visudo -

f /etc/sudoers.d/omp

BHUMAHMWE! [paBa Ha BbINONHEHWE KOMaHA OT MMEHW Cynepnosb30BaTens
NOMKHbI ObITb Ha3HayeHbl BCeEM MNOJb30BaTeNAM (Ha ynpasaatouwen IBM, cepsepax
NPUNOXKEHUI U cepBepax b/l), KOTOPbIMM OCYLLECTBAAETCA YCTAaHOBKA KOMMOHEHTOB
cpeabl dpyHKUMOHMPoBaHMA, CYB mn MMO. B npoTMBHOM Cayyae, B NpoLecce YCTaHOBKM

BO3HMKHYT OLINOKM.
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2.2.5. YctaHoBUTb KoAMpoBKy UTF-8 ¢ mMOMOLLbIO KOMaHAb!:

— OC CentOS Bepcun 7, OC PEL OC Bepcunm 7.3 n OC Astra Linux:

localectl set-locale LANG=en US.UTF-8

— OC Anbt 8 CI1:
B KoHPUrypaumoHHOM ¢anne /etc/sysconfig/il8n 3a4aTb Caeaytollee

3Ha4eHWne NapameTpa LANG:

LANG=en US.UTF-8

2.2.6. 3a4aTb MMA XOCTa C MOMOLLbI KOMaHAbI:

hostnamectl set-hostname "wuma xocrTa.umsa nmomeHa"

BHUMAHMWE! Mpwn 3aaaHnm nmeHmn xocta 06a3ateibHO A0AKHO ObITb 334aHO UMS

[lOMEeHa, KOTopoe oTAenseTca ToYKon. Hanpumep:

hostnamectl set-hostname ocs-app.local

2.2.7. B HacTponkax DNS-cepsepa nam ¢annax /etc/hosts yKkaszaTb MMEHa XOCTOB

(hostname) M NOMHbIE MMEHA JOMEHOB (FQDN) BCEX CepPBEPOB KaacTepa:

"ip-ampec" "umma xocTa.uMa poMeHa'"

Hanpumep (B daitne /etc/hosts):

192.168.0.108 ocs-app.local

2.2.8. 3apaTb agpeca DNS-cepBepos:
Ona OC CentOS Bepcumn 7, OC Anbt 8 CIN n OC PEL, OC Bepcun 7.3 agpeca DNS-

CepBepoB 3a4atoTca B Gaiine /etc/resolv.conf B cneayouem popmare:

nameserver "ip-aznpec"

Hanpumep:

nameserver 192.168.0.1

Ons Hactponkn DNS-agpecos B8 OC Astra Linux HeobxoAMMO BbIMOAHUTL
cneayrouime AencTBuA:
2.2.8.1. Ana n3bexkaHna KoHPAMKTOB oTKAoYMTL NetworkManager ¢ nomoulbto

KOMaHab!:
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systemctl --now mask NetworkManager

2.2.8.2. YcTaHOBMUTb NakeT resolvconf ¢ nomoLbo KOMaHAab!:

apt install resolvconf

2.2.8.3.B napameTpe dns-nameservers KOHPUrypaumoHHoro  ¢anna

/etc/network/interfaces YKa3aTb CNUCOK aapecos DNS-cepsepos

dns-nameservers "ip-ampec 1" "ip-anpec 2"

Hanpumep:

dns—nameservers 192.168.0.1 8.8.8.8

2.2.9. HacTponTb MapuwpyT no ymonyaHuto (default gateway) 4epe3 lan
MHTepdENC B COOTBETCTBMN C AOKYyMeHTaumen Ha OC.,

2.2.10. 3apaTb TekyLime AaTy 1 Bpema C NOMOLLbIO KOMaHAb!:

date -s 'YYYY-MM-DD HH:MI:SS'

Hanpumep:

date -s '2021-03-31 12:34:56"

2.2.11. MNepe3sarpy3unTtb ynpasaatouyto IBM n cepBepbl C MOMOLLbIO KOMaHAbI:

reboot

2.3. Nopaaok pa3BepTbiBaHUA U HACTPOMKKU ynpasaaowen 3BM

BHUMAHWUE! T[lepen pa3BepTbiBAHMEM W HACTPOMKOW ynpasaatowen 3IBM
HeobxoaMMO NPOM3BECTM YCTAHOBKY W HacTpohky OC Ha cepBepax MNPUAOKEHUA W
cepsepax b/l B cooTBeTCTBMM C noapasgesiom 2.2.

[lnAa pa3BepTbiBaHWA M HACTPOMKK ynpasaaolwen 3BM HeobxoaMmMo BbINOAHUTD
cnepyrowme AeNCTBUA:

2.3.1. YcTaHOBUTb Ha ynpasasatouwyto IBM ogHy mn3 cneaytouwmx OC: OC CentOS
Bepcum 7.9.2009, OC Anbt 8 CI1, OC Ubuntu 20.04, OC Astra Linux SE Bepcun 1.7 nau
OC Astra Linux CE Bepcum 2.12.

Ynpasnatowas 3BM moxeT 6biTb pa3BepHyTa Kak Ha oTaenbHon IBM, Tak M Ha

cepsepe npuaoxeHun MMo.
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2.3.2. HacTpouTb ceTeBoe B3ammogenctsme ynpasaawowen IBM ¢ cepsepamm
NPUNOXKEHUN 1 cepBepammn b/,

HacTponKka ceTu Ha ynpasnatouen IBM ocywectsnaeTca B cooTBeTcTBuM ¢ 31 Ha
OC.

2.3.3. na OC Astra Linux SE Bepcum 1.7 HeobxoAMMO HACTPOWTb A0CTyN K
OCHOBHOMY (main) 1 6a3zosomy (base) penosntopuam OC, nob6aBMB B KOHPUIYPALMOHHbIM

dann /etc/apt/sources.list CTPOKMU:

deb http://dl.astralinux.ru/astra/stable/1.7 x86-64/repository-main/
1.7 x86-64 main contrib non-free
deb http://dl.astralinux.ru/astra/stable/1.7 x86-64/repository-base/
1.7 x86-64 main contrib non-free

2.3.4. C nomoubld nocaenoBaTe/IbHOro BbIMNO/IHEHMA KOMaHA, YCTAaHOBUTb Ha
ynpasnatowen 3BM cneaytouime nakeTbl:

— OC CentOS Bepcun 7.9.2009 (ynpasnatowas 3BM):

sudo yum -y install epel-release-7

sudo yum -y install Jjg-1.6

sudo yum -y install sed-4.2.2

sudo yum -y install coreutils-8.22

sudo yum -y install rsync-3.1.2

sudo yum -y install python2-pip-8.1.2

sudo python -m pip install --upgrade "pip<21l"
sudo python -m pip install wheel==0.37.1

sudo python -m pip install ansible==2.9.27
sudo python -m pip install yamllint==1.25.0

— OC AnbT 8 CI (ynpasnatowas IBM):

sudo apt-get -y install jg

sudo apt-get -y install coreutils

sudo apt-get -y install rsync

sudo apt-get -y install python-module-pip

sudo python -m pip install --upgrade "pip < 21.0"
sudo python -m pip install --upgrade "setuptools < 45"
sudo python -m pip install --upgrade "wheel < 1.0"
sudo python -m pip install PyYAML==5.4.1

sudo python -m pip install pycparser==2.21

sudo python -m pip install MarkupSafe==1.1.1

sudo python -m pip install jinjaz2==2.11.3

sudo python -m pip install enum34==1.1.10

sudo python -m pip install six==1.16.0

sudo python -m pip install ipaddress~=1.0.0

sudo python -m pip install cffi==1.15.0
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sudo
sudo
sudo

python -m pip install cryptography==3.3.2
python -m pip install ansible==2.9.27
python -m pip install yamllint

— OC PE[ OC (ynpaBnatowas 3BM):

sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo

yum
yum
yum
yum
yum
yum
yum -y
yum -y
python3
python3
python3
python3
python3
python3
python3
python3

Y
-y
-y
Y
-y
Y

install
install
install
install
install
install
install
install
-m pip
pip
pip
pip
pip
pip
pip
pip

expect
gcc

python3-

devel

libffi-devel

rust
cargo

openssl-
python3-

install
install
install
install
install
install
install
install

devel

pip

pycparser==2.21
cffi==1.15.0
cryptography==36.0.2
MarkupSafe==2.1.1
Jinja2==3.1.1
PyYAML==6.0
ansible==2.9.27
yamllint

— OC Ubuntu 20.04 (ynpasnstowas 9BM):

sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo

apt update

apt
apt
apt
apt
apt -y
apt -y
python3
python3
python3
python3
python3
python3
python3
python3
python3

Y
Y
Y
Y

install
install
install
install
install
install
-m pip
pip
pip
pip
pip
pip
pip
pip
pip

ja
sed

coreutils

rsync

python3-
python3-

install
install
install
install
install
install
install
install
install

pip

yaml

wheel
MarkupSafe==2.1.1
jinjaz2==3.1.1
PyYAML==6.0
cryptography==36.0.2
cffi==1.15.0
pycparser==2.21
ansible==2.9.27
yamllint

apt install python-is-python3

— OC Astra Linux (ynpasnatowas 9BM):

sudo
sudo
sudo
sudo
sudo
sudo
sudo

apt update

apt
apt
apt
apt
apt
apt

Y
Y
s
Y
Y
Y

install
install
install
install
install
install

Jg

coreutils

rsync

python3-

pip

libffi-dev
libssl-dev
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sudo python3 -m pip install --upgrade 'pip<21l,~=20.0"
sudo python3 -m pip install PyYAML==5.3.1

sudo python3 -m pip install pycparser==2.21
sudo python3 -m pip install MarkupSafe==1.1.1
sudo python3 -m pip install jinjaz2==2.11.3

sudo python3 -m pip install enum34==1.1.10

sudo python3 -m pip install six==1.16.0

sudo python3 -m pip install ipaddress==1.0.23
sudo python3 -m pip install cffi==1.15.1

sudo python3 -m pip install cryptography==3.2.1
sudo python3 -m pip install ansible==2.9.27
sudo python3 -m pip install yamllint

2.3.5. HactpouTb SSH goctyn ynpasastouwen 3BM K cepBepam NPUNOKEHUIN WU
cepsepam b/l (aaxe B cnydae, Korga ynpasnatowaa 3BM 1 cepBepbl YCTaHOBAEHbI HA OAHOM
3BM):

— chOPMMPOBATL KOYEBYIO NApy Ha YyNpPaBAAOLWLEM CEpBEpE:

ssh-keygen -t rsa -b 4096

— CKOMMPOBATb OTKPbITLIM KAtOY Ha cepBep NpuUaoKeHuin 1 bA:

ssh-copy-id <mmMmsa nosb30BaTeNa>@<CcepBep NIPUIIOXEHMI>
ssh-copy-id <mmMsa nomnbz30BaTena>d<cepsep BI>

— MNPOBEPUTbL AOCTYN C YNPaBAAIOLLIEN MALLNHbBI Ha CEPBEPbI NPUAOKEHWIM 1 B no

SSH KAto4y (Npu BbINONHEHWW KOMAH/, HMXKEe BBO/, Mapoas He AoKeH TpeboBaThea):

ssh <umsg noJjb30oBaTeNa>@<cepBep NPUIOXEHMSI>
ssh <umsa nonbp3oBaTena>W@<cepsep B>

MPUMEYAHUE. Ynpasnstowme KomaHabl, GOpMUPyEMbIE CLEHAPUAMM YCTaHOBKM
Mo, nepefatoTcA C UCNOJSIb30BAHNEM MPOTOKO1A SSH.

2.3.6. Co3aaTb Ha ynpasnatowenn IBM oTaenbHbIM KaTanor U CKONMPOBaTb B HEro
KaTanor /server, Haxoadawmmica Ha DVD c MMO.

2.3.7. MNepenT B KaTanor /server C MOMOLLbI KOMaHAbI:

cd <OyThk K KaTaJIoOT'y sServer>

2.3.8. 3anycTuTb installer-ac.sh (MM installer-ac-mt.sh®) C MNOMOLLbIO

KOMaHAb!:

3 HassaHwue daltna 3aBMCHUT OT BapmaHTa noctasku MMO.
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bash installer-ac.sh
nJin
bash installer—-ac-mt.sh

2.3.9. O3HakoMUTbCA C «JTNLEH3MOHHbIM COr/lalleHnemM» U NPUHATL ero.

Ons  TOro, 4ToObl MNPUHATL «JINUEH3MOHHOEe cornaweHne» (PucyHok 2),
HeobxoAMMOo nocae Bonpoca «Bbl NpUHUMaeTe yCioBMA ALEH3UM (y/n)?» BBECTU «y», B
pe3ynbTaTe 4yero B Katanore ¢ paNomM installer-ac.sh OyaeT co3gaH KaTanor

install-<sepcusa II0>. Hanpumep, /install-release-v3.1.1.

[omp@ocs—app ~j$ .iinstafler_ac:éh
NMUEH3WOHHOE COrNAMEHWE C KOHEYHLIM NMONbL30BATENEM

BAXHO! NEPEQ WCNONb30BAHWEM MPOrPAMMHOMO OBECMEYEHWA, K KOTOPOMY MPUNACAETCA OAHHOE JMUEH3WOHHOE COTJIAWE
HWE C KOHEYHHM NONb30BATENEM ([OANEE NO TEKCTY — «MUEH3WOHHOE COFMAWEHWE=), NOKANYWCTA, BHUMATENBHO NPOY
WTANTE HUXECNEOYHWWE YCNOBWA. ECNW Bbl HE COrMNAWAETECEH C YCNOBWAMW HACTOAWENO NWUEH3WOHHOrO COrNAWLEHWA, T
0 Bbl HE WMMEETE NMPABA WCNONbL30BATE NPOrPAMMHOE OBECNEYEHWE B KAKWX-NWED LENAX.

1. ONPEOENEHWA

«Mpaeoocbnapatenst» — oBWEeCTEO C OFPEHUM4EHHOR OTBETCTEEHHOCThbW «0TKpeTad MoBUNbHaA nnatoopMax» (000 «0TKpPHIT
aa MobuneHas nnatoopMa=), 428500, Pecnybnuka TatapcTaH, BepxHeycnoHckuid paidon, r. WHHononuc, yn. YHueepc
WTeTCcKkaA, O. 7, oouc 39, OFPH 1161690087020.

«M0» — npuknagHoe nporpaMdHoe ofiecneqeHue «Appopa UeHTp» (NN0 «Aepopa UeHTp»), COCTOAWEE M3 CNegywWux Mo
ACHCTEM: NpUKNagHoro nporpadMHoro obecnededun «Aspopa UeHTp: MnatoopMa ynpaeneHua= (NMN0 «Aepopa LenTtp: N

natoopMa yNpaeneHWA= ), MPUKNagHoro nporpaddHoro obecnedeHuna «Aepopa LenTp: Mapkets= (NNO «Aepopa UenTtp: M
apkeT#») U Cepeuca yeefoMneHud Aepopa, nogpofHoe onMcaHWe OYHKUMOHaNbHLIX BO3MOMHOCTEd KoToporo cogep#aTca
B OokyMeHTauuu. daHHoe JIUUEeH3WOHHOEe COrfaweHWe NpUMEeHAETCA Kak K N0 «Appopa UeHTp», BRANYawweMy B cefa
BECE NEepeqUCNeHHLIE BbILE MOOCHCTEMHl, Tak W K Kasgod NnofcucTeMe B OTASNBHOCTW BHE 23EMCUMOCTH OT KOMMASKTH
oCTH.

«[JOKyMeHTayWA» — oTHocAwMecA K M0 conpoBoAMTENbHLIE MaTepWansl, B ToM 4YMcne PYKOBOACTEO MO YCTaHOBKe W Hac
Tpoike, PykosopgcTeo NMonb3oeaTenAa, PyKoBOACTEC AOMMHUCTpaTopa, KoTopuwe npuHagnexaT NMpaesoobnapatenw.
«¥cTpolicTBO» — 3TO annapaTHaA cucTeda (OM3MYeckas MNW BUPTYanbHanA) CO BCTPOEHHLM 3anNOMUHaWWLWM ycTpolcTBO
M, Ha KOTOpHX MOoMeT OuTb =2anywedo MNO.

«[l[paBa Ha WHTEeNNeKTyankHyw COBCTEEHHOCTh» — BCE MPEEBa HE MHTENNEKTYaNnbHYW W NpOMbIWIEHHYK coBCTBEHHOCTE,
EKMW4aA Npaga Ha W3obpeTeHWA, OTKPBITUA W NaTeHThl Ha w3obpeTeHUA, BKMO4EA 33ABKKW Ha BLIAad4y NaTeHTOE W nep
el3fjaHHble NaTeHThl, NOETOPHLIE 33ABKW WAW 33ABKW B ﬂbononmeume M 4YacTW4Hble NpoAOnNKEeHUA; aBTOPCKWEe Npasa; o
Bpazusl W NpoMbiwieHHse oBpasue; TOBSpPHHIE 2HEKW, 2HaAKW oBcny®uBEaHWA, oQOpMNeHMe TOESPa W NP3Ea Ha SHaNoruY
Hele 0BBeKThl; cekpeTn NMPOUM2EBOACTEa (HOY-Xay), KOMMep4YecKyw TalHy W KOHOMASHUWaNBHYK WHOOPMAUWW; MPaBa Ha
TONOAOTWM WHTEMPaNbHEX MUKPOCXEM W NpaBa Ha 00TowabnoHel; U OpyrUe UCKNKHUTENEHHE NpPaea.

«[IMLeH3W0OHHOE COrnaWeHWe» — npefgocTaenAemoe Bam MNpascobnapaTeneM orpaHM4eHHoe NPago Ha WCNONL30BaHUE OYH
KUMoHanbHocTW MO Ha ycrnoBuAx npocTod (HEMCKMWYWTEenbHOR) MUUEH3WM B COOTBETCTEMW C YCMOBUAMM HacToawero J1

MUEHZWOHHOTO COrnaweHud.

«KoHe4Hul nonb2oBaTens» — nwboe wpupuyeckoe nuuo (opraHuzayuna), kKoTopoe npuobpenc MO gna coBcTBEHHOrD WC

NofNbL30B3HWA W He ONA Npogaxu.

«[loNb30BaTeNb» — QU3MYECKOoe MWUO, HEeMOCpeAcTBEeHHO oCyWecTENAWWEes sKcnAyaTauuww MO B UenAx U nopapgke, onpe

AenAeMoM KOHE4HbIM MONb30BaTe/leM.

HacToAwee JIMUEH3IUMOHHOE COrNaWeHWe ABMNASTCA WPUAMYECKUM COrnaWeHueM Mexgy Bamw (panee no TekcTy — KOHEYHE

i nonb3oBatens) W MpaeoccbnapaTensu.

PUCYHOK 2
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TakKe BO3MOXHO aBTOMATUYECKOEe MPUHATUE JIULLEH3UOHHOMO COoralleHuns
(6e3 BNOKMPOBKK NMpoLecca YCTaHOBKK). B AgaHHOM cnyyae HEOOXOAMMO O3HAKOMMUTBLCA C
NNUEH3NOHHbIM cornawenmem (pann «J/IMueHsnoHHoe cornaweHue.pdf» HaxoanTcsa B
apxmse docs/docs-ac.zip nnmn docs/docs-ac-mt.zip) U NpuHATL ero. a8 aBTOMaTUYECKOro
NPUHATMA NULEH3MOHHOMO CornalleHma HeobxoAMMO MCNonb30BaTb ¢flar —-accept-

license:

bash installer-ac.sh --accept-license
VI
bash installer-ac-mt.sh —--accept-license

BHUMAHWE! B cnyyae Hecornacma € AMUEH3MOHHbIM  COMNALIEHMEM

ncnonbsosaHue MNMNMO 3anpeutaeTca.

2.4. NopAaaoK HAaCTPOMKM KOMNOHEHTOB cpeabl yHKUMoHmnposaHuma MNMO u MNMNO

MPUMEYAHUE. CueHapum YyCTAHOBKM MO3BOAAKOT BbIMOAHUTb HACTPOMKY U
ycTaHoBKy 110, a TakKe KOMNOHEHTOB cpeabl PyHKUMOHUpPOBaHMA MIMO Ana HECKONbKUX
PA3/INYHbIX OKPYKEHWUI. MopAaoK KOHOUTYPUPOBaHMA M ycTaHOBKK MO AnAa HECKONbKMX

OKpY*KeHun npmneeaeH B n. 2.9.15.
2.4.1. HacTponKka KOMNOHEHTOB cpeabl PYHKLUMOHMPOBAHMA

MPUMEYAHUE. Mpwn 3agaHnM Naponen, CEKPETOB, TOKEHOB KOMMNOHEHTOB Cpeapl
dyHKUMOHMPOBaHMA MMNO AONYCTUMO MCNOAb30BaTb CTPOYHbIE W 3ar/laBHble NaTUHCKME
OyKBbl (KMpuAAMLUa He JaonyckaeTtcd), umdpbl, a TakKe caeaylowme cneumanbHble

CMMBOJbI:

~Se* () -= ;.

[lna  HAcTPOMKM KOMMOHEHTOB cpedbl (YHKUMOHMPOBAHMA HeobXoammo
BbINO/IHWTL CAeaAytolme AeNCTBUS:

2.4.1.1. NepenTn B KaTanor co CLEeHAPUAMM YCTAHOBKM C MOMOLLbIO KOMaHAb!:

cd install-<Bepcwusa MIO>/install-ac/
VI
cd install-<Bepcwusa IMIO>/install-ac-mt/

35




— ~] OTKPbITASA
PyKoBOACTBO aAMMHMUCTPATOPA ' HRE¥£35'G§

Hanpumep:

cd install-release-v3.1.2/install-ac/

MPUMEYAHUE. JanbHenwme oeNCTBUA NO YCTAaHOBKE M HACTPOMKE KOMMOHEHTOB
cpeabl dyHKuMoHmposanua TMO, a Takxke MO, HeobxoAMMO BbINOAHATL M3 AAHHOTO
KaTanora.

2.4.1.2. B KOHOUrypauMOHHOM dalie inventories/hosts.yml 3a4aTb agpeca
cepBepoB (MMeHa XOCTOB), Ha KOTopble OyaAyT YCTAHOBAEHbl KOMMOHEHTbI cpeapbl
dyHKUMOHMpoBaHmA MM0O.

OnucaHrMe nopAgKka  334aHWMA  agpecoB B KOHPUrypauuMoHHom  danne
inventories/hosts.yml npmsegeHo 8 n. 2.9.13.

[Ona otobpaxkeHus agpeca IBM HeobxoaMMO BbINOSHNUTL KOMaHAY:

hostname

Mpumepbl $annoB hosts.yml ANA OAHOHOAOBOM W KNACTEPHOM KOoHOUrypaumm
NPUBEAEHbI B KaTanore samples/ac/inventories/ (samples/ac-mt/inventories/).

OnucaHne napameTpoB KOHPUIypauMoOHHOro ¢arna inventories/hosts.yml
npmueegeHo s n. 8.1.1.

2.4.1.3. B KOHOUrypaumoHHOm daine config/vars/ vars.yml HeobxoaAMmo
3a4aTb MO0 NOMEHATb NpeayCTaHOBAEHHble 3HaYeHMA CAeayoWmMX NapameTpoB:

— napameTpbl nogkntodeHna noacucrtem MMO K B/:

postgresqgl:
port: 5432

Mpn uncnonb3oBaHuK bOanaHcupoBlMKa bl HeobxoaMmo 3aaaTh aJpec XocTa

6anaHCMpPOBLLMKA, HaNnpUmep:

postgresqgl:
host: "10.189.221.57"

— Naponb cynepnonb3oBaTensa "postgres" CYB/[ Postgresql, ecan yctaHoBKa

CYB/l ocylwecTBnAeTCA C MOMOLLbIO CLleHapueB YCTaHOBKM:

Pg superuser password: "postgres"
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— Bepcuio CYB/:

pg version: 12

MepeyeHb AONYCTUMbIX 3HAYEHUI NapameTpa npmeeaeH B Tabanue (Tabamua 8).

Tabnuua 8
3HavyeHWe napameTpa Bepcua CYb/]

11 PostgreSQL 11

12 PostgreSQL 12

13 PostgreSQL 13

14 PostgreSQL 14

1l-pro Postgres Pro Standard 11

12-pro Postgres Pro Standard 12

13-pro Postgres Pro Standard 13

l4-pro Postgres Pro Standard 14
13-entcert Postgres Pro Enterprise Certified 13
l4-stdcert Postgres Pro Certified 14

— 1umAa 1 naponb nonb3loBatens CYB/ Postgresql ¢ ponbto «replication»:

pg _replication user:
name: replication
password: 123FD5648ert**h

— 1MMA 1 naponb cynepnons3osatena CYB/ Postgresgl, oT umeHu KoToporo byaet

OCYLLLECTBNATbLCA YCTaHoBKa [110:

Pg custom superuser:
username: OCS_superuser
password: ClacVob*TwesOLs6

Mpu camocToATeibHOM ycTaHoBKe CYB/] cynepnonb3oBaTento HeobXoAnMMOo co34aTb

C NMOMOLLBIO CKPUNTa samples/sqgl/create superuser.sqgl, BbINONHUB KOMaHAY:

psgl -U <nmosb30BaTe]ib, OT MMEHM KOTOPOI'O BEHIIOJHSAETCHS KoMaHZa> -h
<ampec xocra CYBI> -f create superuser.sql -v login='<umsa
Cymneprnojyib30BaTensa>' -v pass='<napoJb Ccylneprnojb3oBaTensa>' -v
expr="<CpoOK IOeNCTBMS y4YeTHOM 3alMCU CylIeplojb30oBaTejiga>'

Hanpumep:

psgl -U postgres -h 192.168.137.15 -f create superuser.sql -v
login='ompdbuser' -v pass='Adminl23!' -v expr='10 years'
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MPUMEYAHUE. OnuncaHmne napameTpoB KOHOUIypaLUMOHHbIX ¢aliioB cLeHapues
YCTAaHOBKM cpeabl dyHKUMoHMpoBaHuAa [1MO, cueHapues yctaHoBku [MO u MMNO
npuBeAeHbl B CaMnX KOHQUIYPaUMOHHbIX Gainax B BUAE KOMMEHTapPUEB.

2.4.1.4. B KoHOUrypaumoHHOM Galne config/secret.yml 3a4aTb Naponu,
CeKpeTbl M TOKEHbI:

— naponb goctyna K bA:

database:
password: ocs

— naponb pgoctyna k CYB/[, Redis B napameTtpe redis password:

redis:
password: "@rTT9089087fslk"

— CEKPETHbIN KoY ANA ayTEHTUPMKALUMM 3anpocoBs K cepBucam MIMO:

hmac:
key: "DEFAULT-F1IWpOt5dY51YJrm7H-DEFAULT"

— TOKeH [0CTyna K CepBMCYy rapaHTUPOBAHHOM [O0CTaBKM COODOLIEHMI Nats

Streaming Server:

transport:
nats:
authToken: "FF12fddgdhFLL"

— TOKEH [0CTyna K cucteme obHapy»KeHua cepBncoB Consul:

consul:
token: "ae9fb5abb-6b8f-9252-59¢c5-53bcb651£182"

— CEKPETHbIN KAtOY KAMEHTOB (CEPBMCOB):

defaultOidcClientSecret: "HWfwehfoIOHwfe233WEfvwewe"

— KoY WKdPOoBaHMUA CEKPETOB, XpaHaLwwmxca B B/

encrypt:
keys:
- "master-key-example"

BHUMAHMUE! Mpun obHoBneHMM MIMO yaanaTb CTapble KAKOYM 3anpellaeTca. Hosble

KAto4Yn Heobxoanmo A06aBAATb B Ha4Yan0 CMUCKa.
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— MapoAu, WCMOAb3yemble ANA 3aWMTbl KPUTUYHOM MHOOPMaLMM (Hanpumep,

cookie ceccum):

oidcpSecrets:
system:
- kdj%93cxk+57nMa4
cookie:
- 9v wer8*&r= hY8u

BHUMAHMWE! 1anHa naponda aoaKHa bbiTb He meHee 16 cumBo0B. [pn 06HOBAEHWM
MO yaanATb cTapble Naponau 3anpeuwaercd. HoBble naponn Heobxoammo Ao06aBAATbH B
Ha4a/i0 CNMCKa.

2.4.1.5. HacTtponTb  napameTpbl  B3aumodenctsmsa  KaveHtoB  CYBJ  (npw
HeobxoAMMOCTH).

NMPUMEYAHUE. o ymonyaHuto cueHapum YCTAHOBKM aBTOMATUYECKM 3a4atoT
napameTpbl B3aMMOAENCTBUA KNMEHTOB (Hanpumep, cepsepoB npuaoxkenuii MMNO) CYB/.

HacTponkmn B3ammoaenctsma kaveHtoB ¢ CYBJ[] 3apatotca B CEKUMM
pg hba settings KOHOUIypaumoHHoro ¢anna config/vars/ vars.yml.

[aHHaA ceKkumAa COAEPKUT credytolle napameTpbl:

— type - TMN nogkntoveHna K CYb/;

— name - WMeHa noab3oBaTenen CYB[, npasuna AocTyna ANA KOTOPbIX
onpeaenaeT AaHHaA 3anuco;

— database - UMeHa B/l, 4OCTYN K KOTOPbIM OMWCbIBAET AAaHHAA 3aMUCb;

— address - IP-agpec noakatoveHna nam IP-agpec noaceTu;

— method - MeTOA, ayTEHTUDMKALMN.
2.4.2. Hactpowka MNMO (noacmctem MMNO)

BHUMAHME! lepen BbINOAHEHMEM HACTPOEK HEobXOAMMO WM3y4uTb MOPSAO0K

PabOoTbl C KOHPUTYPALMOHHbBIMK dannammn, NpuBeaeHHbIN B N. 9.2.9.
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NMPUMEYAHWUE. Mpw 3amaHnm naponen, cekpetos, TOkeHOB [MMNO 1 KOMNOHEHTOB
cpeabl PyHKUMOHMPOBaHKMA [1MO A0NyCTMMO MCNONb30BaTb CTPOYHbIE M 3arnaBHble
NaTUHCKMe OyKBbl (KMpuAaMUa He JonycKaeTcd), uumdpbl, a TakKe cneayroume

cneynaibHble CUMBOJIbI:

~S&*()-=_;.

[Nns HacTponku MMO HeobxoANMMO BbINOAHUTL CeaytoLLne AeNCTBUA:

2.4.2.1. MNepentn B CO34aHHbLIA  KaTanor (KaTtanor: /install-<sepcus
[II0>/install-ac/ WAM /install-<eepcusa INO>/install-ac-mt/).

2.4.2.2. B KoHOUrypaumoHHOM ¢akne inventories/hosts.yml 3adaTb adpeca
cepBepoB (MMeHa XOCTOB), Ha KOTopble ByayT ycTaHoBAeHbl noacucTems! MMO.

OnucaHne nopsaka  3a4aHMA  aZpecoB B KOHOUrypauumoHHom  daine
inventories/hosts.yml npmeegeHo 8 n. 2.9.13.

2.4.2.3. BbinonHWTbL HacTpolky url-aapecos MMO

Url-agpeca MMNO 3agatoTca B CeKUMM publicUris B KOHOUrypauMoHHOM daiine
config/config.yml.j2.

Url-apapec MMNO mo»KHO He 3aaaBaTtb, ecan MMMN0O ycTaHaBAMBaeTCA B O4HOHO40BOW
KOHOUrypaumm UM MCNoNb3lyeTca HesalwmlieHHoe coedunHeHue (npoTokon HTTP) ¢
cepsepom npuaoxenuin MMO. B aaHHOM cnyyae byaeT MCnonb30BaTbCA aApec, 3aJaHHbIM
B rpynne app KOHOUIypauMoHHOro danna inventories/hosts.yml.

Bo3MOXKHbI cneaytolie BapmaHTbl HACTPOMKM:

2.4.2.3.1 Url-agpeca MNMO ncnonb3ytoT 0AMH AOMEH.

B naHHOM cny4vae B NapameTpe commonAddress HEOHOXOAMMO 3a4aTb MMA AOMEHA

M NOPT, HaNnpUMmep:

ac:
commonAddress: "http://acenter.example.ru:8009"

2.4.2.3.2 Url-agpeca MNMO pa3geneHbl Ha BHELWHWI U BHYTPEHHUN JOMEHbI.
MoanobHoe pasaeneHue, Hanpumep, TpebyeTtca, Korga HeobXxoAMMO OrpaHUYUTb

AOCTYyn K KoHconam dAMUHNCTPATOPOB 13 BHELLHEWM CeTun.
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B gaHHOM Cchydyae B NapameTpe commonAddress HEO6XO,£I,VIMO 3a4aTb MMA JOMEHA
M NOPT ANA BHELWHWX aApPECOB, a B MapaMeTpe adminAddress 3a4aTb MMA AOMEHA U MOPT

ANA BHYTPEHHUX apecoB, HAaNPUMepP:

ac:
commonAddress: "http://acenter.example.ru:8009"
adminAddress: "http://admin.example:8009

2.4.2.3.3 Url-agpeca MNMO ncnonb3ytoT pa3Hblie JOMEHbI.

B gaHHOM ciydae Ana Kaxgon noacuctemsl MMO 3apaeTcs cBOM COOCTBEHHbIN

AOMEH, HAanpnmep:

auth:
adminCrossTenantAddress: "http://authadmin.example:8009"
publicAddress: "http://authpublic.acenter.example.ru:8009"
aps:
adminAddress: "http://apsadmin.acenter.example.ru:8009"
devAddress: "http://apsdev.acenter.example.ru:8009"
marketAddress: "http://apsmarket.acenter.example.ru:8009"
push:
adminAddress: "http://pushadmin.example:8009"
publicAddress: "http://pushpublic.acenter.example.ru:8009"
mt:
adminAddress: "http://mt.example:8009"
pkgrepo:
adminAddress: "http://pkgrepoadmin.example:8009"
mobileAddress: "http://pkgrepomobile.acenter.example.ru:8009"
repoAddress: "http://pkgrepo.acenter.example.ru:8009"

2.4.2.3.4 Hactporka url-agpecos TMMO npuv KMCNONb30BAHUM  3aALUMLLEHHOTO
coeiHeHmA

HesawmueHHoe (npotokon HTTP) coeanHeHune ¢ cepBepom npunioxkeHuit MMO
AONYyCTUMO  MCMNONb30BaTb B MWIOTHbIX MPOEKTax, rae oTcyTcTByeT 06paboTKa
KOHPMAEHUMANBbHOM WMHPOPMaLUMKU. B OCTanbHbIX Cayd4aax A0MKHA obecnevymBaTbhbCs
3allMTa  KaHanos  cBA3M.  [lpM  MCNONb30OBAHMA  3aALUMLIEHHOTO  COeAMHEHMA

(npoTokon HTTPS) 3HaYeHMa napameTpoB OyaAyT MMETb Cneayowmnii Bua:

ac:
commonAddress: "https://acenter.example.ru"

2.4.2.4. OTpeaaKTMPOBaTb KOHPUTYPALUMOHHbIN Gpain config/config.yml.j2.
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B amaHHOM KoHdurypaunmoHHom darne Heobxoammo 3aaaTb NMOO M3MEHMUTb
npeayCcTaHOB/eHHbIEe 3HAYEHUA:

— AOMEH YYETHbIX 3anucen Noab30BaTeen ONA TeHaHTa "default™:

defaultIdentityDomain: "omprussia.ru"

— YPOBEHb JAeTanmsaumm CcooblWeHUNn NorMpoBaHuA (pekomeHayeTca 3a4aTb

"info" NPW TECTOBOM 3KCMyaTaUMM M "warn" NPM NPOMbILIAEHHOM SKCNAyaTaumm):

logger:
level: "info"

2.4.2.5. BbInonHUTb HacTporku 6BesonacHoctn [MO, apyrme A0OMNOAHUTENbHbIE
HacTpolku MMO u HacTporkn noacuctem MMO (Npu HeobxoaAnMMoCTH).

BHUMAHWUE! [lepen vycrtaHoskon [MNO TpebyeTcs BbINOAHUTL HACTPOMKM
6e3onacHocTtK MMNO, gononHuTeNbHble HacTpolKkK MNMO 1 HacTpolkn noacuctem MMO (Npwu
HeobxoaMMOoCTH).

[lepedyeHb W  oONWCaHWe  AONOJIHUTeNbHbIX  HacTpoek [IMO  npuBedeH B

noapasaene 2.8.

2.5. NopAaaoK ycTaHOBKM KOMNOHEHTOB cpeabl pyHKumoHuposaHua MMO m MNO

2.5.1. YcTaHOBKa KOMMNOHEHTOB cpeabl dyHKUMOHUpPoBaHMA M0

2.5.1.1. ObecneuymnTb CMHXPOHM3ALMIO BPEMEHW MEXKAY HOAAaMM KNacTepa.

Mpwn akcnayataumm MNMO B KnacTepHoM KoHPUrypaumm Heobxogmmo obecneymTb
CMHXPOHM3AUMIO BPEMEHU MEXAY HOAAMM Knactepa (Hanpumep, C NOMOLLbI YTUAUTI
chrony).

Ana NMPOBEPKN CUHXPOHUN3AUNKN BPEMEHN HeO6XO,£I,l/II\/\O BbIMO/IHNTb KOMaAHAY:

ansible-playbook play-check-time-on-hosts.yml --inventory-file
inventories/hosts.yml -vv --diff

o pe3ysbTaTaM BbINMOHEHNA KOMaHAbI 6V,£I,€T BblIBEAEHO Tekywee BpemMAa Ha

KaXXaoWM HoZle Knactepa, Hanpumep:
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acenterapp03.ompcloud 2022-11-09 09:48:38.394115
acenterappO4.ompcloud 2022-11-09 09:48:38.394533
acenterapp05.ompcloud 2022-11-09 09:48:38.394939
acenterappl06.ompcloud 2022-11-09 09:48:38.395490
acenterapplOl.ompcloud 2022-11-09 09:48:38.393034
acenterapp02.ompcloud 2022-11-09 09:48:38.393631

2.5.1.2. YCTaHOBUTb Ha CepBepbl MPUAOXKEHWI W cepBepbl B Heobxoanmble
NaKeTbl.

BHUMAHMWE! Mocne 3aBeplueHma ycTaHOBKM NakeToB cayxbbl SELinux n Firewalld
Oy ayT OTKAOYEHDI.

[lns yCTaHOBKM NaKeToB HEOOXOAMMO BbIMONIHUTL CAeayoWme AeNCTBUA:

2.5.1.2.1 YcTaHOBWUTb NaKeTbl C NOMOLLbIO CAeAyrOLUMX KOMaHA,:

— CcepBepbl MPUIOKEHUN:

ansible-playbook -i inventories/hosts.yml play-managed-node-

prerequisites.yml -vv -u <umMsa HOJIb30BaTeNs> —--—-extra-vars
"node type=app" --limit app

— cepsepbl b/:
ansible-playbook -i inventories/hosts.yml play-managed-node-
prerequisites.yml -vv -u <mMga [OJb30BaTeNsa> —--extra-vars
"node type=db" --limit postgresql

Hanpumep:

— CcepBepbl MPUNOKEHUI:

ansible-playbook -i inventories/hosts.yml play-managed-node-

prerequisites.yml -vv -u omp --extra-vars "node type=app" --limit app
— cepsepbl b/:

ansible-playbook -i inventories/hosts.yml play-managed-node-

prerequisites.yml -vv -u omp --extra-vars "node type=db" --limit

postgresqgl

ana YCTaHOBKKW BCEX MAKETOB Ha BCe CepBepr(Ha BCe CepBepblﬂpMIKDKEHMM 7

cepBepbl bl HE3aBMCUMO OT MX TUNA) HEOOXOAMMO BbINONAHUTL KOMAHAY:

ansible-playbook -i inventories/hosts.yml play-managed-node-
prerequisites.yml -vv -u <muMda IOJb30BaTEJA>
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2.5.1.2.2 Ha cepsepax npunoxeHun n cepsepax b nog ynpasnenHnem OC PE/L OC

BK/TIOYNTb aBTO3alycCK CJ'Iy)-K6bI network c NMOMOLBIO KOMaHAbl:

sudo systemctl enable network

2.5.1.2.3 MNepe3arpy3anTb cepBepbl NPUAOKEHUN W cepBepbl B[l ¢ nomoulbto

KOMaHAbI:

reboot

MopAAOK [AencTBMM ANA CaMOCTOATENbHOM YCTAaHOBKM MAKETOB, a TaKXkKe
oTKAto4eHuto cnyxb SELinux n Firewalld npuseaer 8 n. 2.9.8 1 2.9.9.
2.5.1.3. YcTaHOBUTb KOMMNOHEHTbI cpeabl PyHKUMOHMpoBaHMA MO ¢ nomoubto

KOMaH/bl:

ANSIBLE USER="<mma nosezoBaTens>" ./deploy-infra.sh

Hanpumep:

ANSIBLE USER="omp" ./deploy-infra.sh

B pe3ynbTaTe BbINONHEHWA KOMaHAbl B KaTanore logs byaeT chopmmpoBaH Nor-
daln yCTaHOBKM KOMMNOHEHTOB cpeabl PyHKLUMOHMpOoBaHMsA MMMO.

B cnyyae ecnm Tpebyetcs penankauma b, KomaHay YCTaHOBKM KOMMOHEHTOB
cpedbl OYHKUMOHMPOBAHMA HeobxoAMMO 3amyCcTUTb C MApPamMeTpoOM --extra-vars

"pg slave recreate=true':

ANSIBLE USER="<mma nomne3oBatens>" ./deploy-infra.sh --extra-vars
"pg slave recreate=true"

OnuncaHne napameTpoB 3amycKa CKpuNTa deploy-infra.sh WU UX BO3MOXHble
3HaYeHuA npueeaeHbl B nogpasaene 3.1.

BHUMAHUE! CkpunT deploy-infra.sh M03BOAAET YCTaHaBAMBATb TO/bKO
CYB/[ PostgreSQL 11/12/13/14. CYB[, Postgres Pro HeobxoAMMO YyCTaHaBAMBaTb

CaMOCTOATE/IbHO.
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Mpu  ucnonb3oBaHum  CYBA  Postgres Pro ambo  ecnm yCcTaHOBKY
CYB/ PostgreSQL 11/12/13/14  HeobxoAMMO  BbLIMOAHUTL  camocToATenbHO  (6es

MCNONb30BAHMA CUEHAPMEB YCTAHOBKM KOMMOHEHTOB cpeabl dyHKUMOHMpoBaHuMa [10),

KOMaHAaYCTaHOBWAKOMHOHeHTOBCpeAbI¢yHKuMOHMpOBaHMﬂleeeTCﬂeAyKMuMMBMAI

ANSIBLE USER="<wmmsa

noJjb30BaTejya>"

./deploy-infra.sh --skip-database

OnuncaHne ycTaHOBKM M HacTpoikm CYB[l Postgres Pro, a Takke TpeboBaHMA K

camocTtoaTenbHoW yctaHoBKke CYB/l npmnBeaeHsbl B noapasaene 2.7.

Takxke

npeaycMoTpeHa

BO3MOXHOCTb

YCTaHOBKM

KOMIMOHEHTOB

cpeapl

GYHKLUMOHMPOBAHMA MO OTAE/NbHOCT C MOMOLLbIO CIeAYIOLMX KOMaHA,:

ANSIBLE USER="<umMmsa
ANSIBLE USER="<uMmsa
ANSIBLE USER="<umMmsa
ANSIBLE USER="<umMmsa
ANSIBLE USER="<uMmsa
server

ANSIBLE USER="<umMmsa
ANSIBLE USER="<uMmsa
ANSIBLE USER="<umMmsa

noJjib30oBaTeysa>"
noJjib30oBaTeysa>"
noJjib30oBaTeysa>"
noJjib30oBaTeysa>"
noJjib30oBaTeysa>"

rnojab30BaTeya>"
rnojab30BaTeya>"
rnojab30BaTeya>"

./deploy-infra.
./deploy-infra.
./deploy-infra.
./deploy-infra.
./deploy-infra.

./deploy-infra.
./deploy-infra.
./deploy-infra.

sh
sh
sh
sh
sh

sh
sh
sh

—-C
—-C
—-C
—-C
—-C

—-C
—-C
—-C

dnsmasqg

nginx

consul
consul-template
nats-streaming-

redis
ocs-user
db

2.5.2. Yctanoska MO

Ona yctaHoBku MMMO HeEOOXOANMMO BbINONHUTL KOMaHAY:

ANSIBLE_USER=<MMH IoJIb30BAaTEJIA>

./deploy-ac.sh

OnucaHWe napameTpoB 3anycka CKpunTa deploy-ac.sh

3Ha4YeHuA NnpueBeaeHbl B noapasaene 3.2.

Hanpumep:

n NX BO3MOXKHbIE

ANSIBLE USER=omp ./deploy-ac.sh

B pe3ynbTaTe BbINOAHEHMA KOMaH/Abl B KaTasnore logs byaet chopmmnpoBaH nor-

dann yctaHosku MMO.

[lna yCTaHOBKM MNOACUCTEM MO OTAE/NbHOCTM HeobxoAMMO B napameTpe --

subsystems 3aaatb

MMA

noACUCTEMDI.

YcTaHOBKa

noacucTem

MMNO  poaKHa

OCYLLECTB/ATLCA CTPOro B caeayrouwen nocnegosatensHoctu: b, MM, MOOC, MY, MNYT,

MCY. lNpumep yCTaHOBKM NOACUCTEM MO OTAENbHOCTU:
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ANSIBLE USER=omp ./deploy-ac.sh --subsystems auth
ANSIBLE USER=omp ./deploy-ac.sh --subsystems appstore
ANSIBLE USER=omp ./deploy-ac.sh --subsystems pkgrepo
ANSIBLE USER=omp ./deploy-ac.sh --subsystems emm
ANSIBLE USER=omp ./deploy-ac.sh --subsystems mt
ANSIBLE USER=omp ./deploy-ac.sh --subsystems push

Ecnmn Heobxoammo yctaHoBUTb [CY oTaenbHO oT apyrux noacuctem MO, Toraa

[,0CTAaTOYHO yCcTaHOBUTL (1B 1 TCY ¢ nOMOLLbIO KOMaHAbI:

ANSIBLE USER=<mmMmsa nosbz3obarensa> ./deploy-ac.sh --subsystems auth,push

Ona yctaHosku MMO 6e3 MNCY HeobxoAMMO BbINOSIHUTL KOMaHAY:

ANSIBLE USER=<mmMmsa nosbz3oarens> ./deploy-ac.sh --subsystems
auth, appstore, pkgrepo, emm, mt

2.5.3. BoinonHeHume HacTponkm noacmctem MNMO
HacTpoika noacuctem MIMO ocylecTBAAETCA B COOTBETCTBMM C noapa3aenom 2.8.
2.5.4. BbinonHeHMe orpaHnYeHmni No NPUMEHEHMIO

Mpu akcnayaTaumm MMNO Heobxoammo cobatoaaTs cneaytouwme ONPAHUYEHMA MO
MPUMEHEHNIO:

— TMCY He ocyuwecTBASET ayTEHTUPUKALUMIO NOAKAOYAEMbIX K HEMY MY, noaTtomy
npn HeobxoaMMocCTn obecnevyeHns KOHPUAEHUMANBHOCTM, LLeNOCTHOCTM M AOCTYNHOCTM
push-yseaomneHuin HeobxoAMMO WCMNO/b30BaTb KOMMEHCUPYHOLLME Mepbl  3alMTbI
MHGOPMALINMM, HANPUMEP, KPUNTOrpapuUecKyto 3allmMTy KaHana CBA3M C ABYCTOPOHHEM
ayTeHTMdPUKaumen mexay Cepsepom npunoxeHni NMNCY n My;

— nocne ycTaHOBKM 1 HacTponkm MMNO HeobXxoAMMO BbINONHUTL OrPaHUYEHMUS NO
NPUMEHEHWNIO,  MPOM3BECTM  HACTPOMKM  HE30MaCHOCTM  KOMMOHEHTOB  Cpeabl

dYHKLMOHNPOBAHMA 1 HacTpouTb C3M. Heobxoammasa nHdpopmaums npmuseaeHa s n. 2.9.5.
2.5.5. lpoBepKa KOPPEKTHOCTM YCTAHOBKM M GYHKUMOHKMpPOoBaHMA MM0O

[MpoBepKa OCyLLEeCTBNAETCA B COOTBETCTBUM C nogpasaesiom 2.11.
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2.6. Anpeca Beb-KoHconen

[MepBOHa4yanbHbiM BxoA B (MO ocyuwectBasetTca C  nomoluipto  KoHconm
aaMMHUCTpaTopa b 1 NnpeaycTtaHOBAEHHOM YY4E€THOM 3anMcKu C POAbl0 AAMUHUCTPATOP
YYETHbIX 3anncen:

— NormH: admin@omprussia.ru;

— naponb: Admin123!

MPUMEYAHMUE. Mpu nepsom Bxoae B MO HeobX0AMMO CMEHUTL NAPO/b.

B Tabnunue (Tabnuua 9) npnseaeHbl agpeca Beb-KoOHCONEN.

Tabnunua 9

Beb-koHCcOoNb URL-agpec Beb-koHcoNm

KoHconb agmuHucTpatopa B | http://<cepsep
npuiaoxeHus>:8009/auth/admin/

KoHconb agMuHncTpaTtopa lMM | http://<cepsep
npuyoxenus>:8009/appstore/admin/

KoHconb paspaboTtumka MV http://<cepsep
npuaoxenus>:8009/appstore/dev/

KoHcoNb aAMUHUCTPATOPA ny http: //<CepBep [IPUMIIOXEHM > & 8009/emm/admin/
KoHconb agmuHmcTpaTopa NMYT | http://<cepeep npunoxenus>:8009/mt/admin/

KoHconb agMuHmcTpaTopa MCY | http://<cepsep
npuaoxeHus>: 8009 /push/admin/

2.7. CamocTosTenbHas yCTaHOBKa M HacTporka CYB/]

2.7.1. NopAanoK ycTaHOBKK 1 HacTpomnkm CYB/ Postgres Pro
2.7.1.1. YcTaHOBUTb Ha cepBepbl B/l Heobxoammble NakeTbl cornacHo n. 2.9.8.

2.7.1.2. YcTaHOBUTb N MHMUManmn3mposaTe CYB/ Postgres Pro.

Mpn mnHMumanm3aumm CYB[ HeobxoAMMO YCTaHOBWTb CAeaytolime 3HaYeHus

napameTpoB:

LC COLLATE 'en US.UTF-8'
LC CTYPE 'en US.UTF-8'
ENCODING UTFS8

47



— ~] OTKPbITASA
PyKoBOACTBO aAMMHMUCTPATOPA ' HRE¥£35'G§

YcTaHoBKa 1 MHMUManunsauma CYB/ Postgres Pro ocyuiectsiseTca B COOTBETCTBUMN
c 91 Ha CYB/. Mocne yctaHoBKn CYB/l He0HX0AMMO Ha3HaA4YMTb NAapPOab ANA NONb30BaATENA

postgres C MOMOLLbIO CEAYOLLMX KOMAHA,:

psgl -U postgres
ALTER USER postgres with PASSWORD 'napoJsb';
exit

2.7.1.3. B KoHOuUrypaumoHHbix dannax CYB pg hba.conf u postgresqgl.conf
3a4aTb caeaytolme napameTpb:

— TUN coeanHeHnA, AMana3oH IP-aapecos KaneHToB b/;

— nma bll, uma nonb3osBaTens;

— cnocob ayTeHTUOUKALUN KNUEHTOB;

— naponb nosb3osartend CYB/[] B napameTpe pg superuser password.

2.7.1.4. YCTaHOBUTb PacClUMPEHNA pg partman M pg cron C MOMOLLBIO KOMaHA,:

— OC CentOS Bepcuun 7 n CYb/[l Postgres Pro 12:

sudo rpm -ivh pg partman l2pro-std-4.6.0-1.el7.x86 64.rpm
sudo rpm -ivh pg cron 1l2pro-std-1.4.1-1.el7.x86 64.rpm

— OC CentOS Bepcuun 7 n CYb/[l Postgres Pro 14:

sudo rpm -ivh pg partman l4pro-std-4.6.0-1.el7.x86 64.rpm
sudo rpm -ivh pg cron l4pro-std-1.4.1-1.el7.x86 64.rpm

— OC Anbt 8 CIT v CYB/, Postgres Pro 12:

sudo rpm -ivh pg partman 12pro-std-4.6.0-1.alt.x86 64.rpm
sudo rpm -ivh pg cron 12pro-std-1.4.1-1.alt.x86 64.rpm

— OC Anbt 8 CI'l » CYB/] Postgres Pro 13:

sudo rpm -ivh pg partman 13pro-std-4.6.0-altl.x86 64.rpm
sudo rpm -ivh pg cron 13pro-std-1.4.1-altl.x86 64.rpm

— OC Anbt 8 CIl 1 CYb/A Postgres Pro 14:

sudo rpm -ivh pg partman l4pro-std-4.6.0-altl.x86 64.rpm
sudo rpm -ivh pg cron l4pro-std-1.4.1-altl.x86 64.rpm

— OC Anbt 8 CIl n CYB/A Postgres Pro Enterprise 13:

sudo rpm -ivh pg partman 13pro-ent-4.6.0-altl.x86 64.rpm
sudo rpm -ivh pg cron 13pro-ent-1.4.1-altl.x86 64.rpm
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— OCPEL OC Bepcun 7.3 n CYB/, Postgres Pro 13:

sudo
sudo

rpm —-ivh pg partman 13pro-std-4.6.0-1.redos7.x86 64.rpm
rpm -ivh pg cron 13pro-std-1.4.1-1.redos7.x86 64.rpm

— OCPEA OC Bepcun 7.3 n CYB/ Postgres Pro 14:

sudo
sudo

rpm -ivh pg partman l4pro-std-4.6.0-1l.redos7.x86 64.rpm
rpm —-ivh pg cron l4pro-std-1.4.1-1.redos7.x86 64.rpm

— OC Astra Linux CE 2.12 n n CYB/] Postgres Pro Standart 12:

sudo
sudo

dpkg -1 pg-cron 1.4.2 std-12 orel.amd64.deb
dpkg -i pg-partman 4.6.0 std-12 orel.amd64.deb

— OC Astra Linux CE 2.12 n n CYB/ Postgres Pro Standart 13:

sudo
sudo

dpkg -i pg-cron 1.4.2 std-13 orel.amd64.deb
dpkg -1 pg-partman 4.6.0 std-13 orel.amd64.deb

— OC Astra Linux CE 2.12 n n CYB/ Postgres Pro Standart 14:

sudo
sudo

dpkg -i pg-cron 1.4.2 std-14 orel.amd64.deb
dpkg -i pg-partman 4.6.0 std-14 orel.amd64.deb

— OC Astra Linux SE 1.7 n n CYB/], Postgres Pro Enterprise 13:

sudo
sudo

dpkg -1 pg-cron 1.4.2 ent-13 smolensk.amd64.deb
dpkg -i pg-partman 4.6.0 ent-13 smolensk.amd64.deb

— OC Astra Linux SE 1.7 n v CYB/, Postgres Pro 14:

sudo
sudo

dpkg -i pg-cron 1.4.2 std-14 smolensk.amd64.deb
dpkg -1 pg-partman 4.6.0 std-14 smolensk.amd64.deb

YKasaHHble rpm-nakeTbl HaxoaATcAa Ha DVD c 3arpysodHbimu moaynamu [M10 8

apxuBe /server/install-infra.tar.gz/install-infra/binary/postgresqgl/

2.7.1.5. MNepesanyctntb cepsuc CYb/ Postgres Pro ¢ nomoLlbto KOMaHAb!:

sudo

systemctl restart <mmsa cepsuca CYBI>

Hanpumep:

sudo

systemctl restart postgrespro-std-11

2.7.2. MopAaaokK yctaHoBKM 1 HacTpolkn CYB/ PostgreSQL 11/12/13/14

2.7.2.1. YcTaHoBUTb Ha cepBepbl B Heobxoaumblie NakeTbl B COOTBETCTBUMWU C

n.2.9.8.
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2.7.2.2. BbINONHWUTbL YCTAaHOBKY W HacTpoiky CYB[ PostgreSQL 11/12/13/14 8
COOTBETCTBMW C AOKyMeHTaumen Ha CYB/.
Mpu nHMumanm3aumm CYBJ aonxHbl ObiTb YCTAaHOBAEHbI CAeAytoULMe 3HAYEeHUA

napameTpos:

LC_COLLATE 'en US.UTF-8'
LC_CTYPE 'en US.UTF-8'
ENCODING UTF8

2.7.2.3. YCTaHOBUTb PaClUMPEHNA pg partman M pg cron C MOMOLLBIO KOMaHA,:

— OC CentOS Bepcumn 7 n CYB/ PostgreSQL 11:

sudo rpm -ivh pg partman 11-4.6.0-1.rhel7.x86 64.rpm
sudo rpm -ivh pg cron 11-1.4.1-1.rhel7.x86 64.rpm

— OC CentOS Bepcun 7 n CYB/ PostgreSQL 12:

sudo rpm -ivh pg partman 12-4.6.0-1.rhel7.x86 64.rpm
sudo rpm -ivh pg cron 12-1.4.1-1.rhel7.x86 64.rpm

— OC CentOS Bepcun 7 n CYB/[, PostgreSQL 13:

sudo rpm -ivh pg partman 13-4.6.0-1.rhel7.x86 64.rpm
sudo rpm -ivh pg cron 13-1.4.1-1.rhel7.x86 64.rpm

— OC CentOS Bepcun 7 1 CYB/, PostgreSQL 14

sudo rpm -ivh pg partman 14-4.6.0-1.rhel7.x86 64.rpm
sudo rpm -ivh pg cron 14-1.4.1-1.rhel7.x86 64.rpm

— OC Anbt 8 CI' 1 CYBA PostgreSQL 11:

sudo rpm -ivh pg partman 11-4.6.0-1.alt.x86 64.rpm
sudo rpm -ivh pg cron 11-1.4.1-1.alt.x86 64.rpm

— OC PEQ, OC u CYB/ PostgreSQL 12:

sudo rpm -ivh pg partman 12-4.6.0-1.redos7.x86 64.rpm
sudo rpm -ivh pg cron 12-1.4.1-1.redos7.x86 64.rpm

— OCPEA OC w CYB/], PostgreSQL 13:

sudo rpm -ivh pg partman 13-4.6.0-1l.redos7.x86 64.rpm
sudo rpm -ivh pg cron 13-1.4.1-1l.redos7.x86 64.rpm

— OCPEA OC w CYB/], PostgreSQL 14:

sudo rpm -ivh pg partman 14-4.6.0-1.redos7.x86 64.rpm
sudo rpm -ivh pg cron 14-1.4.1-1.redos7.x86 64.rpm
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YKa3zaHHble rpm-nakeTbl HaxoaaTcAa Ha DVD c¢ 3arpy3odHbimu moaynamu 1110 B
KaTanore /server/install-infra.tar.gz/install-
infra/binary/postgresql/pg partman/.

2.7.2.4. Nepesanyctntb cepsuc CYBM PostgreSQL B COOTBETCTBMM C AOKYMEHTaLMEN

Ha CYb/.
2.8. OnucaHune HacTpoinkn nogcuctem MMNoO

2.8.1. OnucaHue HacTponKkn MV

HacTpoika MM 3akntodaeTcs B HacTpoiKe ¢parnosoro xpaHuanwga MNM.

MPUMEYAHUE. HacTpoiKky ¢alnoBoro xpaHunuila HeobxoauMmo BbIMOAHATb
nocne yctaHosku [1M10.

[na HacTponKkn dparnosoro xpaHuaumuwa MMV HeobxoaMMo BbINONHUTbL Caeaytolimne
NEencTemA:

— Ha Cepsepe npunoxeHunin MM co3aaTb KaTanor, B KOTOPOM OyayT XpaHUTbCA
darnbl MM (MKOHKKM, CKPUHLIOTLI, rpmM-NaKeTbl), 3arpyskaemble paspabotynkamu, nambo
KaTanor, K KOTOpoMy ByaeT MOHTUPOBATLCA eaMHoe GanN0BOE XPAHUINLLE;

— B cayvae ecnn dannbl MIM ByayT XpaHUTLCA B KaTanore Ha CepBepe NPUAOKEHUN
MM, HeobxoAMMO cO34aTb KaTa/nor B COOTBETCTBMM C MapamMeTpom filestoragePath
KOHOUIYPaLMOHHOrO danna config/subsystems/appstore/config.yml. B
CO34aHHOM KaTanore noTpebyeTca co3aaTtbh KaTanor applications-api M Ha3HAYMTb €ro

BNaJe/bLLEeM NO0/b30BaTENN OCS, MO KOTOPbIM paboTatoT cepsuchl MM:

sudo mkdir -p /ocs/appstore/applications-api
sudo chown ocs:ocs /ocs/appstore/applications-api

MNapameTp filestoragePath KOHPUTYypaLMOHHOro darna

config/subsystems/appstore/config.yml MOXET UMETb CAEAYIOLWNIMA BUA:

filestoragePath: "/ocs/appstore"
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— NPW MCNONb30BaHUM eaAnHOro GanaoBOro XpaHWAMWa ANs XpaHeHua $annos
M1 Ha CepBepe npunoxeHui MM HeobxoaMMo co34aTb KaTanor /ocs WU Ha3HA4YUTb €ro

Bnaaenbuem noab3oBaTesid OCS, NoA KOTOPbIM pa60Ta+0T CepBUCHI MMM

sudo mkdir -p /ocs
sudo chown ocs:ocs /ocCs

BHUMAHMWME! Mpwn skcnayataumm MMNO B KNacTepHOW KOHQUIypaumm BCe HOAbI
CepBepa npuaoxeHnin MM goaXKHbl MMeTb AOCTYN K eaMHOMY GailoBOMY XpPaHWUAULLY.
CooTBeTcTBEHHO, BCe HoAbl CepBepa npunoxeHun MM aonKHbl BbiTb HACTPOEHbI Ha
paboTy ¢ AaHHbIM GANNOBbIM XPAHUAULLEM.

MpuMep HACTPOWKM eaumHOoro ¢annoBoro xpaHunumuia u paboTbl CepBepa

npunoxxenunit MM (Hoabl Cepsepa npunoxkeHuin NMM) npueeaeH B n. 2.9.3.
2.8.2. OnucaHue HacTponkn MY

Hactponka Y 3akao4aeTcs B HaCTpoMKe B3anmoaenctemna Cepeepa NMPUAOKEHNM
MY c Cepsmcom ysegomneHunit Aspopa sepcun 1.1.2 naum MCY.

B cnyyae HeobxogmmocTn B3ammoaenctema Cepsepa npunoxenuin MY c MCY
noTpebyeTca BbINONHUTL CAeAyoWmMe HaCTPONKM:

2.8.2.1. CuHXpoHM3MpoBaTb Bpema mexxay Cepsepom npuaoxeHun MY m McCy.

2.8.2.2. 3aperucTtpupoBaTtb B [TCY NPOeKT 1 NOAYyYnTb KOHOUTYPALIMOHHbIE dali/ibl C
HaCTPOMKamM: mobile app ac_push project.json n
app_server_ac_push_project.json.MHCprKuMﬂrN)CO3AaHMK)Hp0eKTanpeppTaBﬂeHa
B 4OKyMeHTe «PyKoBoACTBO Nonb3osaTenda. Yactb 5. MNoacuctema CepBuc yseaoMAEHNIY.

2.8.2.3.3apatb nybnunuHbin  aapec [ICY (3HayeHMe napameTpa  AOJKHO
COOTBETCTBOBATb 3HAYeHWIO MapameTpa push public address B KOHOUIypaLMOHHOM
daiine app server ac push project.json). [lna 3T0ro B KOHOUrypaLMOHHOM daitne
config/config.yml.j2 3a4aTb NapameTp config.publicUris.push.publicAddress,

Hanpumep:
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publicUris:
push:
publicAddress: "http://ocs-app.local:8009"

2.8.2.4. lNepeyctaHoBUTb [1Y B cooTBETCTBMKU C M. 2.5.2.

2.8.2.5. B KoHconu aamumHuctpatopa MY («AaMruHUCTpupoBaHne» - « HacTpomKkm» -
«MHTerpauma» - «CepBuc yBeaomneHuin ABpopa») 3a4aTb NapamMeTpbl B3aMMOAENCTBMA
Cepsepa npunoxexuin MY mn Mcy.

OnncaHMA Ha3HayYeHMA MNapaMeTpoB W MNOPAAOK HACTPOMKM npuBeaeHbl B
NOKyMeHTe  «PyKkoBOACTBO  Monb3oBaTensa. Yactb 3.  T[logcuctema  natdopma

yNpas/ieHUA».
2.8.3. OnucaHue HacTpomnkm MNCY

HacTpoika MNCY 3akntoyaeTca B HaCTpoMKe obpaTHOro Npokcu-cepBepa (reverse
Proxy), KoTopbli ocyllecTBaseT 0bpaboTKy 3anpocos (noakatodeHnin) MY (push-gemoHa)
No 3alluMULeHHOMY NpPoToKOoAYy TLS n TpaHcanMpoBaHMe 3Tux 3anpocos B [1CY. [NMpumepsl
KOHOUIYPaUMOHHbIX dalnoB obpaTHOro npokcu-cepsepa Nginx Ana OAHOHOAOBON U
MHOrOHO/40BOM KOHUIypaLui npuBeaeHs.l B KaTanore samples/ac-
mt/nginx external-balancer/conf stream.d/.

Ona HacTponkm obpaTHOro npoKkcu-cepsepa Nginx HeobxoaMMO BbIMOAHUTL
cnepytouime aencTema:

2.8.3.1. CkonunpoBaTb dann samples/ac-mt/nginx external-
balancer/conf stream.d/one-node.conf (WM samples/ac-mt/nginx external-
balancer/conf stream.d/three-node.conf AnA MHOIOHO/40BOW KOH¢MrypauMM) B
KaTanor /etc/nginx/conf stream.d/ N NEPEMMEHOBATb €0 B ocs-push-stream.conf
C MOMOLLIbKO KOMaHAbI:

— 15 OAHOHOZ0BOM KOHOUTYpaLMN:

sudo cp samples/ac-mt/nginx external-balancer/conf stream.d/one-
node.conf /etc/nginx/conf stream.d/ocs-push-stream.conf

— ANA MHOTOHOZ0BOM KOHbUIypauuu:
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sudo cp samples/ac-mt/nginx external-balancer/conf stream.d/three-
node.conf /etc/nginx/conf stream.d/ocs-push-stream.conf

2.8.3.2. B cekumm upstream KOHPUIYPaALMOHHOrO pailna ocs-push-stream.conf

3a/aTb agpeca Hoa, CepBepoB npuaoxkeHun NCY, Hanpumep:

upstream internal-lb-stream-8025 {
server ocs-app.local:8025 max fails=3 fail timeout=60 weight=1;
least conn;

}

2.8.3.3. B cekunmn server 334aTb 3HaYEHUA CeyIOLLNX MAPAMETPOB:

— MOPT, K KoTopomy byayT noakntovaTbca MY, Hanpumep:

listen 999 ssl so keepalive=on;

— MNYTb K 3aKPbITOMY KUY M CEPTUPMKATY 3aKPbITOrO Kato4va, KOoTopblie OyayT

MCMO/1b30BaTLCA A/1A YCTAaHOBKK TLS-coeaMHeHMA, Hanpumep:

ssl certificate /etc/nginx/ssl/cert.pem;
ssl certificate key /etc/nginx/ssl/privkey.pem;

MPUMEYAHUE. CepTuduKaT 3aKpbITOro KAtYa [A0MKEH BXOAMTb B LEMOYKY
nosepus cepTudmnKkatos Ha MY.

— nyTb K nor-gpamnam Nginx, Hanpumep:

access _log /var/log/nginx/external balancer/access-999.log basic;
error log /var/log/nginx/external balancer/error-999.log;

NMPUMEYAHUE. MpensaputenbHo AokeH ObiTb CO34aH KaTanor ANa XpaHeHus

nor-dannos.

2.8.3.4. [poBEepUTb KOPPEKTHOCTb KOHPUTYPALIMOHHbBIX Ppainnos Nginx ¢ MOMOLLbLO

KOMaHAbl:

sudo nginx -t

B cnyyae oTcyTcTBMA OWMOOK ByaeT BbiBeAeHO cooblieHume:

nginx: the configuration file /etc/nginx/nginx.conf syntax is ok
nginx: configuration file /etc/nginx/nginx.conf test is successful

2.8.3.5. lNepesanyctntb NgiNX C NOMOLLbIO KOMaHAbI:

sudo systemctl reload nginx
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2.8.4. OnucaHue Hactpomnku MOOC

[ns 3arpy3kn naketos OC B dpannosoe xpaHuaumule MNOOC HeobXx0AMMO BbINONHUTL
cnepytouime oencTeumA:

— CKOMMpPOBaTb B MPOM3BOJIbHbIM KaTanor ¢annosoro xpaHmanuia NMNOOC apxms
naketamm OC M pacnakoBaTb ero B KaTa/n0rl, 33[aHHbIM B MapaMeTpe root CeEKUMwu

location /pkgrepo/mobile KOHQUIYpPaLUMOHHOro danna
/etc/nginx/conf.d/locations-external/ocs-pkgrepo-nginx-static.location
(no ymonyaHuio KaTanor: /ocs/pkgrepo/repos), nmbo B napameTpe repos root
KOHOUIYPaALMOHHOrO danna install-<Bepcus [IIO>/install-
ac/config/subsystems/pkgrepo/vars/ocs-pkgrepo-nginx-static.yml

cueHapues ycTtaHoBkM [110:

tar -xf <umMmsa Qpamya c apxmuBoM> —-C <OyTh K KaTaJjoTy>
rm <mMsa danja C apxXuUBOM>

Hanpumep,

tar -xf 4.0.2.35.tar -C /ocs/pkgrepo/repos
rm 4.0.2.35.tar

MPUMEYAHMWME. YKasaHHbIM B KOMaHAe KaTasor Ao/xeH OblTb npeaBaputenbHO
CcOo34aH.

— 3aperucTpmpoBaTh MNepedaHHbIn  penu3  (Bepcuto), [obaBus B dann
/ocs/pkgrepo/meta/main.json ONMCaHME N3 NepeaaHHOro BMecTe C apxXxmMBom meta-
danna. MNytb K ¢anny main.json 3ahaeTcad B NapameTpe aliaS CeKUMM location
/pkgrepo/mobile/meta KOHOUIYPAUMOHHOIO Pana /etc/nginx/conf.d/locations-
external/ocs-pkgrepo-nginx-static.location (no YMONYaHUIO KaTanor:

/ocs/pkgrepo/meta) AnMbO B MNapameTpe meta root KOHPUrypaumoHHoro oawnna
install-<Bepcwusa [II0>/install-ac/config/subsystems/pkgrepo/vars/ocs—

pkgrepo-nginx-static.yml cueHapue yctaHoBKkuM MMM0. Mpumep dpanna main. json:

{
"brand": "OMPCert",
"releases": |

{
"deviceModel": "p4903",
"latest": "3.0.2.23",
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"versions": [
{
"version": "3.0.2.22",
"from": []
Yo
{
"version": "3.0.2.23",
"from": [
"3.0.2.22"
]
}
]
Yo
{
"deviceModel": "1801lem",
"latest": "3.0.2.23",
"versions": [
{
"version": "3.0.2.22",
"from": []
b
{
"version": "3.0.2.23",
"from": [
"3.0.2.22"

— Nepe3anyCTtuTb CEPBUC ocs-pkgrepo-pkg-repo-api C NTOMOLLbIO KOMaHAbI:

ANSIBLE USER=<umMsa nojes3obaTeya> ./deploy-ac.sh --apps ocs-pkgrepo-pkg-
repo-api --action restart

— ANA NPOBEPKM KOPPEKTHOCTM HACTPOMKM HeobxoaMmo BOWTM B KoOHCONb
agMuHucTtpatopa [1Y, panee nepentn B nogpasgen «HacTponkm»  pasgena
«AOMUHUCTPUPOBAHMEY», B pacKpbiBatollemca none «MHTerpaumsa» BbibpaTbh BKAAOKY
«ObHoBneHne OC». YbeauTbcs, 4TO oOTObOpaxatoTca mMmAa cepsepa, moaenn MY u

poctynHble Bepckn OC (PucyHok 3).
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+ WHTerpayma 4 UHTerpaunm
» Cepeep NpUNOMeHWA http://ocs-emm-egress-api-gw.local/appstore/api
~ OB6HoBNeHWe OC 1 MHTErpaumna
« https:/rel-ocs.ompcloud.ru/pkgrepo/mobile %
~ 3.5.0.7 Inoi R7, gmp-m1-n, ag_ns220
Inoi R7 3.5.06,3.5.0.3,3.5.0.1,3.4.086,3.40.62,3.4.0.48
gmp-m1-n 3.5.0.6,3.5.0.3,3.5.0.1,3.4.0.86, 3.4.0.62, 3.4.0.48
ag_nszz0 3.5.0.6,3.5.0.3,3.5.0.1,3.4.0.86, 3.4.0.62, 3.4.0.48
PucyHok 3

2.9. lononHuTenbHble HacTponku MINO n cpeapbl pyHKUMOHMpPOBaHMA MIMNO

2.9.1. HacTpoWKa B3amoaencTema cepsepa npmaoxkenuin MY ¢ SMTP-cepsepom

[Ona HacTponkn B3ammoaenctama MNMO ¢ SMTP-cepBepom HEODXOANMO B CEKLINM
smtp KOHPUIypaLMOHHOro danna NOACNCTEMBI rny config.yml
(config/subsystems/emm/config.yml) 3a4aTb Tpebyemble 3HaYEHUA:

— aApec 3/1. NOYTbl, C KOTOPOro OTMNPABAAOTCA NMCbMa (MapameTp: from);

— aApec cepBepa 3. NoYThl (NapameTp: address);

— TUN ayteHTUdMKauMmM (NnapameTp: authType);

— NapamMeTpbl AnAa 3a4aHHOro Tummna ayTeHTVI(I)VIKaLl,VIVI (usrername, password U

ap.).

MPUMEYAHUE. 3HayeHMs napameTpoB from W username [AO/MKHbl ObiTb
MOEHTUYHbI, B MPOTMBHOM C/ly4ae NoYTOBbIM cepBep byAeT OTKNOHATL coobuleHumA.

B MY noaaep»mneatoTca PLAIN, CRAM-MD5, LOGIN TUMbl ayTEHTUOMKAUMM SMTP. B
3aBUCMMOCTM OT MCNONb3YEMOTO TMNA ayTEHTUDMKALMM HEODXOAMMO 334aTb Cleaytouimne

napameTpbl (OCTanbHble NapaMeTPbl OCTaBUTb Be3 3MeHeHUI):
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— PLAIN:

smtp:
from: "user@example.com"
address: "smtp.example.com:1025"
tls: true
authType: "PLAIN"

host: "example.com"
username: "test username"
password: "test password"

identity: "identity"

— CRAM-MD5:

smtp:
from: "user@example.com"
address: "smtp.example.com:1025"
tls: true
authType: "CRAM-MD5"

username: "test username"
secret: "test secret"”
— LOGIN:
smtp:

from: "user@example.com"
address: "smtp.example.com:1025"
tls: true

authType: "LOGIN"

username: "test username"
password: "test password"

— 6e3 ayTeHTUPUKaLnm:

smtp:
from: "user@example.com"
address: "smtp.example.com:1025"
tls: true

[locne mMaMeHeHUA HaCTpOoeK HGO6XOAMMO nepes3anyCctntb cepBucCbl C NMOMOLbLHO

KOMaHabl:

ANSIBLE USER=<mumMsa nojb3obaTensa> ./deploy-ac.sh --apps ocs-—-emm-
dispatcher-api, ocs-emm-enrollments-api --action restart

2.9.2. HacTponKa pa3aeneHuna Tpadmka

MNO nosBonseT pas3aenatb BxoAAWMK Tpaduk (url-3ampockl) cneayroLmMmm

cnocobamu:
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— N0 basepath - Kaxaas KoHconb agmmHucTpatopa/paspaboTimnka (nmbo APl ann
B3ammopaenctemna ¢ M) npmsA3aHa K onpefeNeHHOMY basepath. Basepath 3adaHbl B
CeKUMM config.publicUris KOHQUIypaumoHHoro danna internal.yml;

— Mo AomeHam (cybaomeHam) — Kaxkaana KoHconb aaMnHUCTpaTopa/pa3paboTunka
n APl ons B3aumoaenctama ¢ MI (nmbo rpynna KoHconen n APl) onumMoHanbHO MOXKeT
ObITb NPUBA3aHa K onpeaeneHHOMY AOMeHY. PekomeHayeTcs ny6anyHble KoHconm u API
NPWBA3bIBAaTb K AOMEHY, KOTOPbIM MMeeT AOCTyn M3 ceTu WMHTepHeT, a BHYyTpPEeHHMe
KoHCcoM (KOHCOM aAMMHNCTPATOPOB) MPMBA3bIBATL K AOMEHY, HE MMetoLWeMy AOCTYN 13

cetu NHTepHeT. PasaeneHune TpadmnKka no gomeHam npmeeaeHo B nn. 2.4.2.2.
2.9.3. Mpumep HaCTPONKM eanHOro GparaoBOro XpaHUAMLLLA

HeobxoamMmo ycTaHOBMTb NFS CepBep B COOTBETCTBMWM C OobMUMANbHOM

NOKYMeHTaumemn Ha OC RedHat, npuBeaeHHON Ha CTpaHuLe:

https://access.redhat.com/documentation/en-

us/red hat enterprise linux/7/html/storage administration guide/nfs-
serverconfig.
[anee HeoHX0AMMO BbIMONHUTL MOHTUPOBaHME PaiI0BON CUCTEMBI NF'S K KaTanory

/ocs C MOMOLLbI KOMaHAbI:

mount example.com:/export/ocsfs /ocs

roe:
— example.com— MMA y31a GaioBOro cepepa NFS;
- /export/ocsfs-—KaTaﬂor,KOTOpbWﬁ3KCﬂOpTMpyETexample.com;
— /ocs — KaTanor, K KOTOPOMY OCYLLECTB/IAETCA MOHTUPOBAHME.
[na NnpoBepKM KOPPEKTHOCTU MOHTMPOBAHMA HEODXOAMMO BbINONHUTL KOMAaHAY:
ls /ocs

M ybeanTbes, YTO NOMYYEHHbIN CNUCOK GainoB COOTBETCTBYET CNMUCKY daiaoB B KaTanore

/export/ocsfs HAa KOMMNblOTEPE example.com.
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MoOHTMpOBaHMe ¢alIoBOM CUCTEMbI NFS TaKXe MOXeT OblTb BbIMOJHEHO
noCpeacTBOM pefakTMpoBaHuA danna /etc/fstab. [Ona 3TOro B AaHHbIM  dann

HeO6XO,£I,l/IMO ,£I,O6aBMTb 3anncb cheayrowero snaa:

example.com:/export/ocsfs /ocs nfs defaults 0 0

PenaKktupoBaHue banna /etc/fstab NONKHO OCYLLLECTBNATLCA
Cynepnonb30BaTeNEM.

B ¢dannoBom XxpaHuauue HeobxoAMMO B COOTBETCTBMM C  MNapameTpom
filestoragePath KOH®UIypaLUMOHHOro danna
config/subsystems/appstore/config.yml €O34aTb KaTanor, rae OyayT XpaHWUTbCA
dannbl MM (MKOHKKM, CKPUHLLOTLI, rpmM-nakeTbl), 3arpykaemble pa3paboTymkamn. B

CO3JaHHOM KaTanore notpebyeTca co34aTb KaTasor applications-api:

mkdir -p /ocs/appstore/applications-api

MapameTp filestoragePath KOHOUIYPaLNOHHOro danna

config/subsystems/appstore/config.yml MOXET MMETb CAeAYIOLLINIA BUA:

filestoragePath: "/ocs/appstore"

B ¢annoBom xpaHunuule HeobxoAMMO C034aTb KaTasior, B KOTOpom OyayT

XxpaHnTbCcA naketbl OC [MOOC:

mkdir -p /ocs/pkgrepo

CO3,£|,aBae1V\b|V| KaTanor Ao0J1XXeH COOTBeTCTBOBATb [MapaMeTpamM, 3addHHbIM B
KOHOUIypauUMoOHHOM dainne /etc/nginx/conf.d/ocs-pkgrepo-nginx-static.conf

Beb-cepBepa Nginx Web Server.
2.9.4. HacTpoWKa KawmnpoBaHMA OTBETOB CEPBNCOB

Ona ysennyeHuna nponssogutensHocTu MNMO npumeHAaeTca K3WnpoBaHMe OTBETOB
cepsncos Cc nomouwbto Nginx. [lpy 3TOM A0OCTYyN K 33aK3WMPOBAHHBIM  [AAHHbLIM
ocyliecTsaseTca Yepes wnto3bl goctyna MMMM0.

HacTpoMKM KalMpOBaHMA 33a4at0TCA B CAeAyHOLWMX KOHDUIypaLMOHHbIX daiinax

CLLeHapMeB YCTaHOBKM cpeabl PyHKUMOHMpPoBaHMs MMMO:
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1) B KoHdurypaumoHHoM ¢aine shared roles/nginx/defaults/main.yml
3a4atoTCcA caeayrowme napameTpbl:

— cache enabled - BKNOYEHWE/BbIKNOYEHME KILLIMPOBAHUA;

— cache path - KaTasor XpaHEHWA KILWa;

— keys_zone - UMA 30Hbl B pa3aenaemon NamaTtu, rae byaeT XpaHUTbCA KIL;

— keys zone size - pa3Mep 30Hbl B pa3aenaemon namaTty;

— cache max_size - MaAKCMManbHbIA pasmep BblAENAEMON MNOA KW NaMATH

(Koraa mecTo 3akaHuymBaeTcs, Nginx yaanaeT ycTapeslne AaHHbIE);

— cache inactive - Bpemd, NocCae KOTOPOro Kauw 6yp,eT dBTOMaTHN4eCKH
O4YUNLWaTbCA.
Hanpumep:
cache enabled: true
cache path: "/var/cache/nginx"
keys zone: "proxy cache"
keys zone size: "50m"
cache max size: "10G"
cache inactive: "30m"

NMPUMEYAHUE. MakcMmanbHbIM pasmep BblAENAEMON MOA K3 NaMATM AOJKEH
6bITb He MeHee 10 I'b.

2)B KOHOUIYPaLLMOHHbIX bannax config/subsystems/<HazBaHUE
nomcmcTeMer>/vars/services.yml 3agatorca APl dyHkumm (endpoint-bi) MMNO, ans
KOTOPbIX HEOHXOAMMO BbIMONHATL KILWMPOBAHME, @ TaKXKe NapameTpbl K3WMPOBAHNA ANA
Kaxkaon APl dyHKLNM:

— proxy cache - BK/ItOYEHME K3WmMpoBaHua ana APl dyHKUuK;

— proxy cache valid - BpeMA K3WMPOBAHMA OTBETA (BO3MOXHO 334aTb BpemA
K3LWMPOBAHMA ANA Onpeae/ieHHbIX CTaTyCOB OTBETA);

— proxy cache lock - NapamMeTp onpefender BO3MOXHOCTb MPOXOXAEHMA
HECKO/IbKUX 3anpocoB Ha 63KkeHA (K cepsucam MMO). Mpu 3Ha4YeHUM «on» 3anpeLlaeTca
NPOXOXKAEHME HECKONbKMX 3anpocoB K cepsucy IO, Bce NMOBTOPHble 3anpockbl byayT

OXNAaTb NOABNEHNA OTBETA B KaLle nmbo TaﬁmayTa 6ﬂO|-(l/|pOBKl/I 3anpocCa K CTPaHULE,
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— proxy cache use stale - NapaMeTp onpeaenAaeT, B KaKUX CAy4aAX MOXKHO
MCMONb30BaTh YCTAPEBLUNIM 3aK3WMPOBAHHbIN OTBET;

— add _header: "X-Cache-Status Supstream cache status" - AMPEKTMBA
nobasnaeT http-3aronoBoK, cogeprKallmMi CTaTyC KILWMPOBAHKA.

Hanpumep:

nginx location dashboard:
path: "~ /vl/dashboards/["/]+S$"
proxy cache: "proxy cache"
proxy cache valid: "200 {{ cache interval dynamic }}"
proxy cache lock: "on"
proxy cache use stale: "updating"
proxy cache background update: "on"
add header: "X-Cache-Status Supstream cache status"

2.9.5. lencTtBnAa no 6e30nacHOMN YCTaHOBKE M HACTPOMKe CpeacTBa

NMPUMEYAHWUE. VYcTaHOBKa, HacTpoMKka W 3kcnayatauma (MO gonkHa
OCYLLEeCTBNATLCA B cooTBeTCTBMM € DL Ha [1110.

Mpu ncnonbsosaHum MMO B rocyAapcTBEHHbIX MHGOPMaLMOHHbLIX cucTemax (M1C)
(MHPOPMALIMOHHBIX CUCTEMAX MEPCOHaNbHbIX AAHHbIX, aBTOMATM3UPOBAHHbIX CUCTEMAX
ynpaBaeHnsa, KpUTMYECKOM WHOOPMALMOHHOM WHOPACTPYKTYpE), He coaepKalimx
MHbOPMaLUMM, COCTaBAANOLWLEN TFOCYAAPCTBEHHOM TalHbl, B 3aBMCMMOCTM OT Kjacca
3aWMUWEHHOCTM AO/KHbI OblTb YCTAaHOBAEHbI 3HAYEHWA MapPamMeTPoB, MPMBEAEHHbIE B

Tabamue (Tabamua 10).

Tabnunua 10
3Ha4yeHume 3Ha4yeHune 3Ha4yeHune 3Ha4yeHune
NapameTp (ana TMC4-ro | (anaTWUC3-ro | (pnaTUC2-ro | (ana MUC 1-ro
Knacca) Knacca) Knacca) Knacca)

KoHdurypaumoHHbin dan Mb (cueHapua yctaHoBKku MB):
/var/ocs/config/subsystems/auth/config.yml

(config/subsystems/auth/config.yml)
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3HayeHue 3HaveHue 3Ha4yeHue 3HayeHue
NapameTp (onaTMC4-ro | (phaTUC3-ro | (anaTUC 2-ro | (pna TNC 1-ro
Knacca) Knacca) Knacca) Knacca)
[epuon BpemeHun YctaHasnmBaeTtc|He 6onee 90 He 6onee 90 He 6onee 45
HEeMCcnoab30BaHMA A Ha aHewn, aHewn, aoHewn,
naeHtTudmnKaTopa yCMOTpeHue Hanpumep: Hanpumep: Hanpumep:
(yueTHOWM 3anmcK) onepatopa WC, maxAccountIn |maxAccountIna maxAccountIn
N0/1b30BaTENA. Yepes |Hanbumeb: activityPeri |ctivityPeriod |activityPeri
, HEP PYIMEP: od: 2160h 2160h od: 1080h
KOoTopoe npoucxoauT [maxaccountln
 o1tuPor
ero 6710KMpoBanme; |oCttvityPeri
. od: 2160h
config.maxAccount
InactivityPeriod
MuHnmanbHasa An1nMHalHe meHee 6 He meHee 6 He meHee 6 He meHee 8
napons: CMMBOJIOB, CMMBOJI0B, CMMBOJIOB, CMMBOJIOB,
config.passwordSe panpumep: Hanpumenp: Hanpumep: Hanpumep:
ttings.minkength |.onfig.passw |config.passw |config.passwo |config.passw
ordSettings. |ordSettings. |rdSettings.mi |ordSettings.

minLength: 6

minLength: 6

nLength: 6

minLength: 8

AndasuT napons Ana
YYETHbIX 3anmncem
no/sb30BaTeNen He
HacTpauBaeTcs.
Maponu y4eTHbIX
3anmcen
Nnonb30BaTeNEM
NOIKHbI coAepKaTb
OYKBbI BEPXHErO U
HWUKHEro perucTpos,
undpbl 1
cneupanbHble
CMMBO/bI (3TO
KOHTpOMpYyeTCs
nno).
Andasut napona ana
YYeTHbIX 3anuncen
MY:

— MMHWManbHoeE
yncno undp B
napone:

He meHee 30
CMMBO/OB,

Hanpumep:
minDigits: 1

minUpperLett
ers: 0O

minLowerLett
ers: 1

minSpecialCh
ars: O

He meHee 60
CMMBO/IOB,
Hanpumep:
minDigits: 1

minUpperLett
ers: 1

minLowerLett
ers: 1

minSpecialCh
ars: O

He meHee 70
CMMBOJIOB,
Hanpumep:
minDigits: 1

minUpperLette
rs: 1

minLowerLette
rs: 1

minSpecialCha
rs: 1

He meHee 70
CUMBOJIOB,
Hanpumep:
minDigits: 1

minUpperlLett
ers: 1

minLowerLett
ers: 1

minSpecialCh
ars: 1
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MNapameTp

3HayeHue
(nna TMC 4-ro
Knacca)

3HavyeHue
(ons TUC 3-ro
Knacca)

3HayeHue
(ana T'NC 2-ro
Knacca)

3HayeHue
(ans TUC 1-ro
Knacca)

— config.passwor
dSettings.minDigi
ts

— MUHUMaA/IbHOE
YMCNO 6yI-(B BEPXHETO
perncTpa B napone:
— config.passwor
dSettings.minUppe
rLetters

— MWHWMaJIbHOE
YMCNO DYKB HUMKHETO
perucTpa B mapone:
— config.passwor
dSettings.minUppe
rLetters

— MWHWMaNbHoe
YNCNO CneucnmmBo1OB

B Napoe:
config.passwordSe
ttings.minSpecial
Chars

MaKcumasnbHoe
BpemA AencTBmA

napons:
config.passwordEx
pirationTime

He 6onee 180
aHen,
Hanpumep:
passwordExpi

rationTime:
"4320n"

He 6bonee 120
aHewn,
Hanpumep:
passwordExpi

rationTime:
"2880h"

He 6bonee 90
aHewn,
Hanpumep:
passwordExpir

ationTime:
"2160n"

He 6onee 60
AHen,
Hanpumep:
passwordExpi

rationTime:
"1440n"

MaKcumasibHoe
Bpema AencTBmA
K/t04a YH4ETHOM

3anmcK cepsepa

NPUIOXKEHUN:
config.ttl.client
_Jwks

He bonee 1
roga un 3 mec.,
Hanpumep:

client jwks:
10950h

He 6onee 1
roga un 3 mec.,
Hanpumep:

client jwks:
10950h

He bonee 1 roga
n 3 mec.,
Hanpumep:

client jwks:
10950h

He 6onee 1
roga un 3 mec.,
Hanpumep:

client jwks:
10950h
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3Ha4yeHune 3HaveHune 3HayeHue 3Ha4yeHue
NapameTp (onaTMC4-ro | (phaTUC3-ro | (anaTUC 2-ro | (pna TNC 1-ro
Knacca) Knacca) Knacca) Knacca)
Yncno nocneaHmMx YcTaHaB/iMBaeTC|YCTaHaBAMBaETC|YCTaHaBAMBAETC |YCTaHaBAMBaAET
MCMNOJIb30BAHHbIX A Ha A Ha A Ha cA Ha
naponen, KoTopble  |yCMOTpeHue YCMOTpEeHMe YCMOTpEeHMe YCMOTpEeHMe
3anpeLeHo onepatopa MC, |onepatopa NC, |onepatopa NC, |onepaTopa NC,
MCNO/Ib30BaTb Hanpumep: Hanpumenp: Hanpumep: Hanpumep:
NoNb30BaTENAMM MPK passwordHist |passwordHist |passwordHisto |passwordHist
D h: D h: D h: D h:
CO3AaHUM HOBBbIX oryDept 3 |oryDept 3 |ryDept 3 oryDept 3
naponeu:
config.passwordHi
storyDepth
MaKcmmanbHoe OTt3 0010 OTt3 0010 OT3008 Or3p04
KOIMYeCTBO NOMbITOK, NOMbITOK, NOMbITOK, NOMbITOK,
HeyCcneLwHbIx Hanpumep: Hanpumep: Hanpumep: Hanpumep:
NOMbITOK failedLoginT |failedLoginT |failedLoginTr |[failedLoginT
ies: 10 ies: 10 ies: 8 ies: 4
ayTeHTUOUKaLMM £t tt * tt
(BBOAA
HenpaBMAbLHOIO
napons) Ao
HNOKMPOBKM:
config.failedLogi
nTries
Bpems 6noknpoBkn |OT 3 go 15 Ot 5 pgo 30 OT110 no 30 O1 15 no 60
YY4ETHOM 3aMncK MUHYT, MUHYT, MUHYT, MUHYT,
Nno/ib30BaTeNA B Hanpumep: Hanpumenp: Hanpumep: Hanpumep:
c/lydae JOCTUMHKEHMA failedLoginB |failedLoginB |failedLoginBl |failedLoginB
lockTime: lockTime: ockTime: lockTime:
CTQHOB/IEHHOTO
y " 3ml| " 5m" ":I_Om" "15m"
MaKCMMa/IbHOro
KO/AM4ecTBa
HeyCcneLwHbIX
NonbITOK
ayTeHTUPUKaummn:
config.failedLogi
nBlockTime
Konnyectso YcTaHaBAMBaeTc |YcTaHaBAnBaeTc |YcTaHaBamBaeTc |He bonee 2-X,
OAHOBPEMEHHbIX A Ha A Ha A Ha Hanpumep:
ceccuit ana YCMOTPEHMe YCMOTPEHMe  |yCMOTPeHwme privilegedSe
ssionsLimit:
npuBMaerMpoBaHHbIX onepatopa NC, |onepatopa UC, |onepaTtopa MC, 5
YYETHbIX 3aNnCen: Hanpumep: Hanpumep: Hanpumenp:

65




— "] OTKPbITAS

PYKOBOACTBO aAMMHUCTPATOpPa J MopunbRAA
3Ha4yeHune 3HaveHune 3HayeHue 3Ha4yeHue
NapameTp (onaTMC4-ro | (phaTUC3-ro | (anaTUC 2-ro | (pna TNC 1-ro
Knacca) Knacca) Knacca) Knacca)
config.privileged|privilegedSe |privilegedSe |privilegedSes
SessionsLimit ssionsLimit: |ssionsLimit: |sionsLimit:
10 10 10
Konnyectso YcTaHaB/MBaeTC|YCTaHaBAMBaETC|YCTaHaBAMBAETC |YCTaHaBAMBaAET
OAHOBPEMEHHbIX A Ha A Ha A Ha cA Ha
ceccum ana YCMOTpEHMe YCMOTpEeHMe YCMOTpeHMue YCMOTpEeHMe
HenpueuaernposaHH (onepaTtopa NC, |onepatopa NC, |onepatopa MC, |onepatopa MC,
bIX YY4ETHbIX 3aMUCEN: [HANPUMEp: Hanpumep: Hanpumep: Hanpumep:
config. unprivileged |unprivileged |unprivilegedS |unprivileged
unprivilegedSessi|SessionsLimi |SessionsLimi |essionsLimit: |[SessionsLimi
onsLimit t: 10 t: 10 10 t: 10

O6Wwmi KoHPUrypaumoHHbIn pann MMNO (wabaoH obLiero KOHUrypaunmoHHOro ganna

Mno):
/var/ocs/config/config.yml (config/config.yml.j2)
Bpems 6e3neinctema |YcTtaHaBamBaeTc|YcTaHaBnmnBaeTc|He bonee 15 He 6onee 5
(HeaKTMBHOCTK) A Ha A Ha MWUHYT, MUHYT,
No/ab30BaTeNs, Yepes [yCMOTPeHMe yCMOTpeHue Hanpumep: Hanpumep:
KoTopoe onepaTopa UC, |onepaTtopa MC, |rememberFor: |rememberFor:
OCyLLEeCcTBAAETCA Hanpumep: Hanpumep: Lom om
3aBepLUeHne ceaHca rememberFor: |rememberFor:
nNo/ab30BaTeNA: 30m 30m
config.session.remem
berFor

2.9.6. lenctBns no cmeHe ayTeHTUOUKALMOHHOM UMHbopMaumm (naponen,

CEKPETOB, TOKEHOB, KtOYel)

Mpu 3akcnayataumm [MMNO  ponxHa obecneymBaTbCa NepuoanYeckaa CMeHa

ayTeEHTUPUKALUMOHHOM

MHGopMaLMn.

[NepnogmMYHOCTb

CMEHbI

onpeanendaeTcAa

aKkcnayaTupytowen opraHmnsaumen. CmeHa ayTeHTUPUKALUMOHHON MHPOPMALIMM TaKKe

AJO1XKHa OCYyWeCTBAATLCA B C/ydae ee€ KOMMPOMETaUnNn. K cobbiTmam KOMMNpoOMeTaunmn

OTHOCATCA (HO He orpaHNYMBatOTCS), creaytolme cobbITUA:

— HC/A K cepsepam npunoxenunii MMNO n/mnum ynpasnawouwen 3BM;

— NnoTepsa HOCUTeNA, CoAepPKaLWEro ayTeHTUOMKALMOHHYI MHbopMaLMIO;
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— YBO/IbHEHME COTPYAHWKOB, WMEBLUMX AOCTYN K ayTeHTUPUKALMOHHOM
nHbopMmaLnm;

— BO3HWKHOBEHME NOAO3PEHUN Ha YTEUKY ayTEHTUOUKALMOHHON MHPOPMaLMK;

— C/lyYau, Koraa Henb3a AO0CTOBEPHO YCTAHOBWUTb, YTO MPOM3OLWIAO C HOCUTENEM
ayTeHTUdMKaUMOHHON MHPOPMaLMK (HanpuMep, He MOHATHA NPUYMHA BbIXOAA HOCUTENS
N3 CTpoS).

AyTEHTUOUKALMOHHON MHOOPMALMA KOMNOHEHTOB cpeabl GYHKLMOHMPOBAHMA, a
TaKXe CEKPETHbIN KNOY KAMEHTOB (CEPBMCOB) M KoY WNGPOBAHNA CEKPETOB 3a4aeTCA B
KOHOUTYpaUMoHHbIX dalnax config/vars/ vars.yml W config/secret.yml. [1nA
CMEeHbl YKa3aHHOW ayTeHTUPUKALUMOHHON MHPOPMALMM HEODXOAMMO  BbIMOAHUTL

cnepytouime aencTema:

2.9.6.1. U3MeHWTb NapOaM, CeKpeTbl, TOKEHbl B KOHPUIypauMOHHbIX dalnax

config/vars/ vars.yml Wconfig/secret.yml.

2.9.6.2. YCTaHOBUTb KOMMOHEHTbI cpeabl PYHKLUMOHMPOBAHUA B COOTBETCTBMU C

n.2.5.1.
2.9.6.3. YctaHosuTb MO B cooTBeTCcTBMM Cc M. 2.5.2.

2.9.7. NencrteuAa no peanusauum OYHKUMA H6e30omnacHoOCTH cpeabl

dyHKUMOHMpoBaHMa MMMO
2.9.7.1. YcTaHOBKa, HAacTpoMKa u akcnayaTtaumna C31 HC/,

3kcnnyaTauma MNMO n CYBJ aonKHa ocyWwecTBAATbCA B 0gHOM 13 cneaytowmx OC:

— CentOS Bepcun 7 ¢ yctaHoBneHHbiMn C3M HC/ «Dallas Lock Linux», C3U «Secret
Net LSP» nan CMNO C3UN HCL «Axkkopa-X K»;

— Anbt 8 CI1.

YctaHoBka C3M HC po/mkHa ocylwecTBaATbCA nocae yctaHosKu [1M0. [locne
yctaHoBkM C3W HC/[ HeobxoamMmo NOBTOPHO Ha3HauyuTb nosb3osaTtenam OC npaBa Ha

BblIMOJ/IHEHNE KOMaH/A OT UMEeHW Cynepnosib30BaTtesid B COOTBETCTBMIN C NMOAPA3OE/TOM 2.2.
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YCcTaHOBKa, HacTpoMka u akcnayaTaumsa C3WM HCO wn OC Anbt 8 CIl aomkHa

oCyLLecTBAATbCA B cooTBeTCTBMN ¢ 31 Ha C3U (OC).
2.9.7.2. TpeboBaHUA K MEKCETEBOMY IKPAHMPOBAHMIO

Heobxoanmo, 4Tobbl 3aWwmTa nepumeTpa (Grnsndeckmx nam normyecknx rpanmu) MC
OCYLLECTBAANACL C MCNONb30BAHNEM MEXKCETEBOIO 3KpPaHa Tpebyemoro Knacca 3alumThbl.

MerKceTeBOM 3KpaH A0IKEH NPONYCKaTbh TPAadMK TONbKO Ha BHelWHMe nopTbl M0,
NPW 3TOM OCTa/IbHOM TPAaPUK A0NKEH ObITb 3anpelleH. [NepeyeHb BHelwHWXx nopTos M0 B

3aBUCMMOCTM OT BapmaHTa HaCTPOMKM NpueeaeH B Tabauue (Tabaumua 11).

Tabnuua 11
H K " pan
omep nopTa Onvcare OHOPUIYpaLMOHHbIN dpann, B Tn nopra’
(npoTtokon) KOTOPOM 334aeTcA nopT
Cepswucbl MMO «Apopa LleHTp»
10000 - 10500 |MopTbl cepsucos MMO shared _roles/systemd-  |gyyTpeHHuU
(tcp) deploy/templates/system
P d-supplicant.sh.j2
/usr/bin/systemd-
supplicant.sh
Nginx
80 (tcp) CRyUT Ana shared roles/consul-  |gHyTpeHHMN
B3aMMOEICTBUA CEPBICOB template/defaults/main.
yml
Mo apyr c Apyrom
999 (tls) Cy»KuT ans KoHdurypaunoHHbin dain  |BHELWHMA
B3ammoaemnctama MY c MNCY |Nginx cornacHo n. 2.8.3
8009 (tcp) BanaHCUPOBLLMK Coni%gjvar?_vari-yfgl BHELLHM
- config/config.yml. ]
Mukpocepsncos (Nginx /etc/nginx/conf.d/ocs.c
Web Server) onf
8025 (tcp) Ha aaHHbIM nopT KoHburypaumoHHbin dain  |[BHYTPEHHW
nepeHanpasnATCA Nginx cornacHo n. 2.8.3
3anpocsl ¢ 999 nopTa
CYB/, PostgreSQL
5432 (tcp) CYB/ PostgreSQL shared_roles/postgresql |gyyTpeHHui
/defaults/main.yml

* OnucaHune TMNOB NOPTOB NpUBEAEHO B Tabaunue (Tabauua 26).
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Homep nopTa

KoHourypaumoHHbin pann, 8

OnucaHue Tun nopra*
(npoTtokon) KOTOPOM 33aeTcAa nopt
CYbA Redis
6379 (tcp) redis-server shared_roles/redis/defa|gyyrpeHHuit
ults/main.yml
26379 (tcp) redis-sentinel shared roles/redis/defa BHYTPEHHWUN
ults/main.yml
Consul
8300 (tcp) https://www.consul.io BHYTPEHHWMI
/docs/install/ports
8301 (tcp/udp) https : //WWW .consul.io BHyTpEHHl/IVI
/docs/install/ports
8302 (tcp/udp) https : //WWW .consul.io BHyTpeHHl/IVI
/docs/install/ports
8600 (tcp/udp) https://www.consul.io |shared roles/consul/def BHYTPEHHMWIA
/docs/install/ports aults/main.yml
8500 (tcp) https://www.consul.io |shared roles/consul/def |gyytpeHHuit
/docs/install/ports aults/main.yml
Nats Streaming Server
4222 (tcp) nats port shared roles/nats- BHYTPEHHM
streaming-
server/defaults/main.ym
1
6222 (tcp) nats cluster port shared roles/nats- BHYTPEHHMM
streaming-
server/defaults/main.ym
1
8222 (tcp) nats monitoring port shared roles/nats- BHYTPEHHUN
streaming-
server/defaults/main.ym
1
Dnsmasq
53 dnsmasq BHYTPEHHMWIA
OnepayMoHHasa cuctema
22 MopT SSH. Micnonb3yeTca BHYTPEHHNM

ONA Pa3BepTbiBaHMA U
aaMuHucTpmposaHma Mro.
BHUMAHMUE! Bo3amoxHOCTb
MCMNOb30BaHMA AaHHOIO
nopTa onpeaenseTcs
AokymeHTaumen C3N ot
HCA
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NMPUMEYAHUE. PekomeHayeTca 3anpeTuTb aoctyn K MO npmBMAErnpoBaHHbIX
no/sb3oBaTeNel M3-3a NPeaesioB KOHTPOAMPYEMOM 30HbI, 3aNpeTuB A0CTyn K KoHconu
agMmuHucTpaTtopa [Mb. TakKe Npmn HeEOHXOAMMOCTM MOXKHO 3aNPETUTL AOCTYN K OCTa/IbHbIM
Beb-kKoHCcoNAM. [na 3Toro HeoHxoAMMO pPa3pewwnTb TPpaPMK TONbKO No Tpebyembim url-

aZijpecam B cooTBeTCTBMM C n. 2.9.2.
2.9.7.3. Hactpomka OC CentOS

2.9.7.3.1 Ana 3aTpygHeHMsa BO3MOXHOCTeM cbopa WHPopmauMm O cUcTeme
HEoOXOAMMO UCKMOUYMTb METKM BpemeHM K3 3aronoBkoB TCP nakeToB, BbIMONHMB
cneayrouime AencTemns:

2.9.7.3.1.1 B KOHOUrypaUMOHHbIM dann /etc/sysctl.conf 406ABUTb CTPOKY:

net.ipvéd.tcp timestamps = 0

2.9.7.3.1.2 MpuMeHUTb KOHDUIYpPaLMIO, BbINONHMB KOMaHAY:

sysctl -p /etc/sysctl.conf

2.9.7.3.1.3 MNpoBepunTb KOPPEKTHOCTb KOHPUTYPALIMM, BbINOAHUB KOMAHAY:

sysctl -a | grep net.ipvéd.tcp timestamps

Ec/nv HacTPOMKM 3a4aHbl NPaBUIbHO, AO/IKHO ObITb BbIBEAEHO 3HAYEHME:

net.ipvéd.tcp timestamps = 0

2.9.7.3.2 HacTpoMka 3anpeTa ssh A0CTyna K cepBepam NpUAOKEHMN MO NOTUHY U
Maposio.
29.7.3.21 B KoH®urypaumoHHom danne /etc/ssh/sshd config 334aTb

cneayouwme 3Ha4eHna napaMmeTpoB:

PasswordAuthentication no
AuthenticationMethods publickey

2.9.7.3.2.2 Nepe3anyctutb cayxoby sshd ¢ nomoLLbto KoMaHAab!:

sudo service sshd reload
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2.9.7.3.3 HacTpolka MMHMMANbHOM CIOKHOCTM Napos.

HacTpoiKa CNoXHOCTM MNaponA OCYLLECTBASETCA B KOHPMrypaumoHHOM daine
/etc/security/pwquality.conf. PekomeHAayeTcs 3a4aTb cCheaytollmMe 3Ha4YeHMs
napameTpoB:

— MWHMMaJIbHaA OJ/INHA NMaponA:

minlen = 8

- aﬂ¢aBMT NnaponAi UMMHMMaﬂbHOG KOMnM4eCTBO  UNCMNONBb3YEMbIX  K/1aCCOB

CMMBOOB):

minclass = 4

— MaKCMMasibHas AaMHa nocneaosaTebHOCTM cumBoaos (abed, 12345 n T.n.):

maxsequence = 3

— MaKCMMaJibHOE Y1MCA0 naywmnx noapad ognHakoBbIX CMMBOJIOB:

maxrepeat = 3

2.9.8. CamocToaTenbHasA YCTAaHOBKA H€O6XOAMMbD( MakeToB Ha cepBepb

NpPMAOXKeHMN 1 cepsepbl b/l

2.9.8.1. Mony4mTb CNNCOK HEOBXOAMMbIX MAKETOB.

MepeyeHb HeOOXOAMMbIX MAKETOB, KOTOpPble AO/KHbl ObiTb YCTAHOBAEHbI Ha
cepBepbl MNpUAOKeHWN U cepsepbl bl, 3agaH B ¢alne play-managed-node-
prerequisites.yml, HaxOZAWEMCA B KaTanore co cueHapuamu ycTtaHosku [1MO u

MMEIOLLEM CelyIOLLYIO CTPYKTYPY:

- name: install requirements to <omepalumMoHHas cUcTeMa>

- name: install os packages on db node
loop:
<IepedeHb [NaKeTOB cepsepa B>
- name: install os packages on app node
loop:
<IIepeyeHb [NaKeTOB CepBepa MIPUJIOXEeHUI>
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B cekuuMm name: install requirements to <omepauMoHHas CHUCTEMa>

33[1aeTCA NepevyeHb MaKeToB A1a yKasaHHoM OC. [laHHaA ceKuusa COOep*KWUT ABe

HOACEKMMM,BKOTOpHX3aﬂﬁETCﬂﬂepequbﬂaKeTOBAﬂﬂCepBepaﬂpMﬂOHeHmml4cepBepa

L.

B noagcekumm name: install os packages on db node 33[4a€eTCA nNepeyeHb

nakeTos ana cepsepa b/l.

B noaceKumn name: install os packages on app node 33[a€TCA NepeyeHb

MaKeToB /1A CepBepa NPUNOKEHUN.

Mpumep nepevyHa NaKkeToB [A1A cepBepa MNPUAOKEeHUA U cepsepa bl,

dyHKUMOHMpYoWwmx noa ynpasneHnem OC CentOS 7:

tasks:
- name: install requirements to Cent0S7
block:
- debug:
msg: install requirements to CentOS7

- name: install os packages on db node
package:
name: "{{ item }}"
state: present
loop:
- epel-release
- Jq
- unzip
- perl-libs
- libxslt
- postgresgl-1libs
- libicu
when: node type == "db" or node type == "all"

- name: install os packages on app node

package:
name: "{{ item }}"
state: present
loop:

- net-tools

- epel-release
- Jg

- unzip

- perl-libs

- libxslt
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- postgresgl-1libs

- libicu
- dnsmasqg
- bind-utils
when: node type == "app" or node type == "all"
when: ansible distribution == "CentOS" and
ansible distribution major version == "7"

2.9.8.2. YCTaHOBUTb NaKeThbl.

YCTaHOBKa MaKeTOB OCYLLECTBAAETCA B COOTBETCTBUM C AOKYyMeHTaumen Ha OC.
2.9.9. OtkntoueHume cnyx6 SELinux n Firewalld

Ona oTkntoveHma cny»kb SELinux un Firewalld Heobxoanmo BbINONHUTL caeaytolime

NencTema:

2.9.9.1. B KOHPUrypaumoHHom ¢anne /etc/selinux/config 3a4aTb cneaytoulee

3Ha4vYeHne napameTpa SELINUX:

SELINUX=disabled

2.9.9.2. OTtkAtounTb B OC MeXKCceTeBOM 3KPaH C MOMOLLbIO BbIMOAHEHUS CeAYOLLLNX

KOMaHA;:

systemctl stop firewalld
systemctl disable firewalld

2.9.9.3. lNepesarpy3nTb IBM c nomoLbto KOMaHAb!:

reboot

2.9.10. TpeboBaHMA K YCTAHOBKE W HACTPOMKEe BHellHero HGanaHCMpPOoBLLMKA (Ha

npumepe Nginx)

YCTaHOBKM M HACTpPOMKa BHellHero 6HanaHcupoBuiMKa Nginx OCyLecTBAAOTCS
No/fb30BaTENAMU (CUCTEMHBIMW agMUHUCTPaTopamu) MMNO camocToATeNbHO. BHeLWHM
6anaHCUPOBLUMK AOIKEH NOAAEPHKMBATL MPOKCUPOBAHKNE tCP-COANHEHMNA.

[na npoBepKM BO3MOMKHOCTM MPOKCMPOBAHUA tCp-COeAMHEHUI Heobxoaumo

BbIMO/IHWUTbL MPOBEPKY KOPPEKTHOCTU KOHbUrypaumm Nginx ¢ MOMOLLbIO KOMaHAbI:

sudo nginx -t
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B cnyyae otobparkeHma coobuleHna unknown directive «stream» TpebyeTcs
n06aBMTb NoaAepPKKY moayns ngx_stream_module.so. [1aa sToro HeobxoaMmo:
— B KOHdurypaumoHHom danne Nginx (dann: /etc/nginx/nginx.conf)

n06aBUTb CTPOKY:

load module ‘/usr/lib64/nginx/modules/ngx stream module.so’;

— nepe3anyctntb NgiNx C MOMOLW,bIO KOMaHAb!:

sudo systemctl reload nginx

2.9.10.1. HacTtpoika ©GanaHCMpOBLIMKA ANA  MNOAAEPKKM  MYAbTUTEHAHTHOM
KOHpUrypaumm

B cBA3M C TeM, YTO AN5 Ka)KAOro TEHaHTa MCNOb3yeTCA OTAENbHbIN NOAAOMEH,
HeobxoaMMo HacTpouTb 06paboTKy NoAAOMEHOB Ha BHewHem banaHcupoBwmKe. s
3TOro HeobXo0AMMO BbINONHUTL CAeayolme AeNCTBUA:

— BbINYCTUTb cepTnduKaThbl BMAa *.acenter.example.ru n
acenter.example.ru;

— 106aBUTb dNs-3aNnCK * .acenter.example.ru M acenter.example.ru;

— B KOHOUrypaumMoHHOM painne BHellHero banaHcnMpoBsLMKa 4ob6aBnTL 06paboTKy
dns-3anucer  *.acenter.example.ru (Npumepbl  KOHOUIypaUMOHHbLIX  dainos
npuseaeHbl B samples/ac-mt/nginx external-balancer/conf.d/one-
node.conf).

2.9.11. AKkTnBauUmMa (pa3b/IOKMPOBKA) Y4ETHOM 3anMCKU MNOJIb30BATEA C NMOMOLLLIO
sqgl-3anpoca K b/l

Pa3bnoknmpoBKa Yy4eTHbIX 3anucein nonb3osatenen [MNO  ocyuwecTBadeTcs
AOMUHNCTPATOPOM YYETHbIX 3anmcen ¢ nomoulbto KoHconm agmmnHuctpatopa Mb. OgHako
y4YyeTHan 3annmcb AAMUHUCTPATOPA YYETHbIX 3aMMCEN TaKKe MOXKeT bbiTb 3ab/10KMpoBaHa
(Hanpumep, NpU ANUTENBHON HEAKTUBHOCTM AAMUHUCTPATOPA YY4ETHbIX 3anncen).

B aTom cnyvae Ana pa3bAOKMPOBKM yYETHOM 3anmMcn HeobxoaAMMO BbINOAHWUTH

cneayrouime AencTBuA:
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2.9.11.1. Noakntountca kK B MB (auth) c noMoLLbiO KOMaHAbI:

psgl -U auth -h <ip-ampec cepsepa BI> -d auth

Hanpumep:

psgl -U auth -h 192.168.0.107 -d auth

2.9.11.2. Pa3bnoKnpoBaTb Y4YeTHYH 3anMcb MNO/b30BaTENA C MNOMOUWbO C sql-

3anpoca:

update accounts users.accounts set 1s active=true,
last activity at=now() where login='<email nome30BaTeyNa>';

Hanpumep:

update accounts users.accounts set is active=true,
last activity at=now() where login='admin@omprussia.ru';

2.9.12. lencteua nocne copoca MY K 3aBOACKMM HACTPOMKam

Cbpoc MY BO3BpalllaeT ero K 3aBOACKMM HacTpolkam. [locne cbpoca MY B
3aBMCMMOCTH oT  cnocoba nx nepBOHa4YabHOWN YCTaHOBKM MT1 rnro
(MM «ABpopa LeHTp» 1 MM «ABpopa MapKeT») MOryT OTCyTCTBOBaTb AMbOO ObITb
cbpoleHbl A0 NepBOHAYabHON BEPCUMN.

Mocne cbpoca MY HeobxoaMMO BbINONHUTL CieaytoLiIne AeNCTBMA:

1) Yctanosutb MMM MMO, ecnn nocne copoca MY OHM OTCYTCTBYHOT;

2) AxktmBmpoBatb MY B [lY B COOTBETCTBMW C AOKYMEHTOM «PyKOBOACTBO
nonb3osaTens. Yactb 3. MNoacuctema MNnatdopma ynpasaeHna»;

3) O6HoBuTb MI MMO B COOTBETCTBUM C NOAPA3AENOM 5.3,

2.9.13. MNopAaaok 3aaaHua aapecos (AOMEHHbIX MMEH) B KOHPUTypaLMOHHOM daline

inventories/hosts.yml

3aJaHuWe aApecoB (4OMEHHbIX MMEH) OCYLLECTBAAETCA NOCPEACTBOM UX A0DaBAEHUSA

B CEKUMIO hosts, Hanpumep:
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app:
hosts:
acenterappO1l:
acenterapp02:
acenterapp03:

[onyckaeTtca aobasneHne agpecos npu nomouwm AobaBneHMA XOCTOB B rpynmnbl U
NanbHenero nepencnonb3oBaHma rpynn. Hanpumep, ana Nginx 6yayT 3aaaHbl aapeca m3

rpynnbl app, KOTOPAA 3aMno0J/IHEHA BblLLE!:

oCs:
children:
app:
hosts:
acenterappO1l:
acenterapp02:
acenterapp03:
nginx:
children:
app:

[lonyckaeTca cMellaHHOe 3aJaHne aApecoB NOCPeACTBOM WX 406aBAEHMA B CEKLMIO
hosts, a TaKXe nocpeacTBoM nA00aBfeHMA XOCTOB B Tpynnbl WM AaNbHENLEro
nepencnonb3osaHus rpynn. Hanpumep, ana Nginx 6yayT 3agaHbl agpeca 13 rpynnbl app,

KOTOPaA 3anoJ/IHEHA BbIWE N aApeca U3 CEKUMN hosts:

ocs:
children:
app:
hosts:
acenterapp0l:
acenterapp02:
acenterapp03:
nginx:
children:
app:
hosts:
acenterapp04:
acenterapp05:
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|_|pl/l HeO6XO,£I,l/IMOCTl/I YCTaHOBKM Ha XOCT onpegeneHHbiIXx noacmcrem rro

noTpebyetca nocne agpeca xocta nA006aBUTb NapameTp subsystems C MNepeyHEMm

noacmcTem, Hanpmmep:

app:
hosts:
acenterapp0l:

subsystems: auth

acenterapp02:
subsystems: emm
acenterapp03:

subsystems: appstore,pkgrepo

KoHUrypaumoHHbIM pann cueHapus YyCTaHOBKM cpeabl PyHKUMoHMposaHus MMO

Ha ogHOM OBM c JOMEHHbBIM MMEHEM ocs—-app . local UMEET Cleayownii BuAa,;

all:
children:
ocCs:
children:

app:

hosts:
ocs—-app.local:

postgresqgl:

children:

postgresgl masters:

hosts:
ocs—-app.local:
postgresqgl slaves:
hosts:
nginx:
children:
app:
hosts:
consul:
children:
consul servers:
children:
app:
hosts:
consul agents:
consul template:
children:
app:
nats streaming server:
children:
app:
hosts:
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redis:
children:
redis masters:
children:
app:
hosts:
sentinel:
children:
app:
hosts:

Mpumepbl $annoB hosts.yml ANA OAHOHOAOBOM W KNACTEPHOM KOHUrypaumi
NpUBeAEHbl B KaTanore samples/ac/inventories/ (MAM B KaTanore samples/ac-
mt/inventories/).

OnucaHne napameTpoB KOHPUIypaumoHHOro ¢arna inventories/hosts.yml

npmueegeHo s n. 8.1.1.
2.9.14. NMopAaaoK HAaCTPOMKM CPOKA XpaHeHMA cODbITUIN Be30NacHOCTU

CpoK XpaHeHua cobbiTMin 6e30NacHOCTN 3a4aeTcA B Mofe retention Tabaumubl
partman.part config events b/ b (auth).

[Ons npocMoTpa M M3MEHEHMA CPOKa XpaHeHUs HeobXoAMMO BbIMOJHUTb
CnefyroLLyto Noc/ie0BaTeNbHOCTb AENCTBUM:

2.9.14.1. NoakntoumTtbea K B MB (auth) C NOMOLLIO KOMaHAPbI:

psgl -U auth -h <ip-azmpec cepmBepa BI> -d auth

Hanpumep:

psgl -U auth -h 192.168.0.107 -d auth

2.9.14.2. [IpocmoTpeTh TeKyLlee 3Ha4YeHNe CPOKa XPaHEHMA C MOMOLLbIO CKpMNTa:

select retention from partman.part config where parent table =
'audit.audit events';

2.9.14.3. N'3MeHUTb CPOK XpaHEHMA C MOMOLLbIKO CKpUNTa:

UPDATE partman.part config SET retention = '<kojmuecTeO nHel> days'
where parent table = 'audit.audit events';
Hanpumep:
UPDATE partman.part config SET retention = '90 days' where
parent table = 'audit.audit events';
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2.9.15. Mopaaok HacTponkm MNIMO Ana ero yCTaHOBKM Ha Pa3/IMYHbIE OKPYKEHMUA

CueHapumM yCTaHOBKW MO3BONAKT BbIMOJIHUTL HACTPOMKY M ycTaHosky MM0O, a
TaKXe KOMMOHEHTOB cpedbl QyHKUMOHMPOBaHMA MO ANA HECKONbKUX Pa3IUYHbIX
OKPYKEHMN, BbINONHNB CAeaytolne AencTBuA:

2.9.15.1. NepenTtn B Katanor (Katanor: /install-<sepcusa MNIO>/install-ac/
MAN /install-<eepcusa IIO>/install-ac-mt/).

2.9.15.2. Co3gatb MHBEHTAPHbIN dann hosts.yml no nyTw:

inventories/<HazBaHue OKpyxeHua>/hosts.yml

OnucaHMe napameTpoB KOHOUrypauMoOHHOro ¢anna hosts.yml NPUBEAEHO B
n. 8.1.1.

2.9.15.3. Co3aaTb Katasnor config/environments/<HasBaHue OKpPYyXeHMA>/,
Cco34aTb B AaHHOM KaTtanore Tpebyemble KOHPUrypaumoHHble ¢arnbl C y4eTom UX
PACMNONOXKEHNA B KaTaslore config M 3a4aTb Tpebyemble 3Ha4YeHMA NapamMeTpOB.

Bonee noapobHas MHPopmaums no paboTe c KOHPUIYpPaUMOHHbIMK danamm
OKpY*XeHunA npmueedeHa B n. 9.2.8.

2.9.15.4. BbINONHUTb YCTAaHOBKY KOMMOHEHTOB cpeapbl PyHKLUMOHUpoBaHMa MO un
MO B coOOTBETCTBMM C NoApa3aesiom 2.5 ANA 3aJaHHOTO OKPYXEHMA, YKa3aB B KOMaH4ax
YCTAHOBKM MyTb K MUHBEHTAPHOMY bainay M MMA OKPYKEHMA.

Mpumepbl KOMaHA;:

— KOMaHAa YCTaHOBKM BCeX MaKeToB Ha BCe cepBepbl (Ha BCe cepBepbl

NPUNOXKEHUI U cepBepbl B/l HE3aBUCUMO OT UX TUNA):

ansible-playbook -i inventories/<HasBaHue OKpyxeHusa>/hosts.yml play-
managed-node-prerequisites.yml -vv -u <uMsa [HOJIL30BATEJII>

— KOMaHAa YCTaHOBKM KOMMOHEHTOB cpebl PyHKLMOHUpoBaHMA MMNO:

ANSIBLE USER="<uma nosnszoBaTens>" ./deploy-infra.sh --env "<uassanme
OKpyXeHua>"

— KOomaHpAa yctaHoBkM [M110:

ANSIBLE USER=<muMmsa nojsbs3obaTensa> ./deploy-ac.sh --env "<HazpaHUe
OKpyXeHua>"

79




— "] OTKPbITAS

PyI-(OBO,EI,CTBO dAMUNHUCTPATOPA ' hndﬁf%gmg

2.9.16. YoaneHne nepcoHanbHbIX AaHHbIX M3 YyYETHOM 3anmcK MN0Jb30BaTeNs,
NepCOHaNbHbIX AaHHbIX KOHTAKTHOINO /AMUA OpraHM3aumm W NepCoHaNbHbIX AaHHbIX

KOHTAKTHOIO /1NLa NPOEKTa

2.9.16.1. AnAa yoaneHua nepcoHanbHbIX AaHHbIX M3 y4ETHOM 3anNncK Nob30oBaTens

HeobXoAMMO BbINONHUTL CAeaytolme A4eNCTBUS:

— noaknunTbea K b1 Mb (auth) ¢ NOMOLLbIO CAeayolen KOMaHab!:

psgl -U auth -h <ip-azmpec cepBepa BI> -d auth

Hanpumep:

psgl -U auth -h 192.168.0.107 -d auth

— BbINOAHWUTB sql-3anpoc:

update accounts users.accounts set login='"', last name='",

first name='"', patronymic='' where login='<email nosnerszoBaTena>';
Hanpumep:

update accounts users.accounts set login='"', last name='",

first name='', patronymic='"' where login='ivanov@omprussia.ru';

2.9.16.2. [lna ynaneHna nepcoHasnbHbIX AaHHbIX KOHTAKTHOTO /MU@ OpraHm3aumm

HeobxoAMMO BbINOMHUTL CAeayoWme AeNCTBUS:

— BbINO/IHNTb  apPXUBaAUMNKO KOHTAKTHOIo /anuda, e€eC/iM KOHTAKTHOe /nMuo He

33apPXMBUPOBAHO;

— noakntounTbea K b MYT (mt) ¢ nOMoLLbIO cheaytouen KoMaHabl:

psgl -U mt -h <ip-ampec cepsepa BI> -d mt

Hanpumep:

psgl -U mt -h 192.168.0.107 -d mt

— BbINOAHUTL sql-3anpoc:
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UPDATE organizations.contact persons
SET first name='Deleted',
last name='Deleted',
patronymic=NULL,
comment=NULL,
phone="'112",
email=id::text || '(@example.com'
WHERE deleted at IS NOT NULL AND email='<email KOHTaxKTHOTO Jjuua>';

Hanpumep:

UPDATE organizations.contact persons
SET first name='Deleted',
last name='Deleted',
patronymic=NULL,
comment=NULL,
phone="'112",
email=id::text || '@example.com'
WHERE deleted at IS NOT NULL AND email='ivanov@omprussia.ru';

2.9.16.3. [InAa yaaneHna nepcoHanbHbIX AaHHbIX Nonb3oBaTtenen MY Heobxoammo
BbIMO/IHMTb CAeaytoline AeNCTBMA:

— 3aMTM B KAapTOYKYy Nonb3oBaTend MY n BbIMOAHUTb apXMBaLMIO NONb30BaTENA,
eC/I1M N0/1b30BaTe/lb HE 3aapPXMBUPOBAH;

— noAKMoYNTLCA K B1 MY (emm) ¢ NOMOLbIO CAeaytoLllen KOMaHab!:

psgl -U emm -h <ip-azmpec cepeepa BI> -d emm

Hanpumep:

psgl -U emm -h 192.168.0.107 -d emm

- BHHOHHMTbSQL3aﬂpOCHZ

UPDATE users service.users

SET first name = 'Deleted’',
last name = 'Deleted',
patronymic = NULL,
job title = NULL,
phone number = NULL,
email = id::text || '@example.com'
WHERE email = '<email nosne3oBatrena My>' AND deleted at IS NOT NULL;

UPDATE users service.users read model

SET first name = 'Deleted',
last name = 'Deleted',
patronymic = NULL,
job title = NULL,
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phone number = NULL,

email = id::text || '(@example.com'
WHERE email = '<email nosne3oBatresna My>' AND deleted at IS NOT NULL;
Hanpumep:

UPDATE users service.users

SET first name = 'Deleted',
last name = 'Deleted',
patronymic = NULL,
job title = NULL,
phone number = NULL,
email = id::text || '@example.com'
WHERE email = 'ivanov@omprussia.ru' AND deleted at IS NOT NULL;

UPDATE users service.users read model

SET first name = 'Deleted’,
last name = 'Deleted’,
patronymic = NULL,
job title = NULL,
phone number = NULL,
email = id::text || 'G@example.com'
WHERE email = 'ivanov@omprussia.ru' AND deleted at IS NOT NULL;

2.9.16.4. Ina ynaneHna nepcoHanbHbIX AaHHbIX KOHTAKTHOro anua npoekta MCY
HeobX0AMMO BbIMONHUTbL Ceaytolne AeNCTBUA:

— noakntountbea K b MCY (push) ¢ NOMOLLbIO CAeaytoLLe KOMaHabl:

psgl -U push -h <ip-azmpec cepsepa BI> -d push

Hanpumep:

psgl -U push -h 192.168.0.107 -d push

— BbINOAHUTL sql-3anpoc:

UPDATE main.contact persons
SET
first name='Deleted',
last name='Deleted',
patronymic="'Deleted',
position='Deleted',
phone="'112",
email=id::text || '(@example.com'
WHERE email='<email KOHTAKTHOTO Jula>';

Hanpumep:

UPDATE main.contact persons
SET
first name='Deleted',
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last name='Deleted',

patronymic="'Deleted',

position="'Deleted’,

phone="'112",

email=id::text || '(@example.com'
WHERE email='ivanov@omprussia.ru';

2.9.17. Cbpoc napond y4eTHOM 3anncu

B cnyyae yTepu napons oT YYETHOM 3anucu C posblo AAMUHUCTPATOP Y4YETHbIX
3anmceln U HEBO3MOMXKHOCTU ero BOCCTAHOBAEHMSA LTAaTHbIM CNOCOHOM (Hanpumep, ecan B
MMO 6blna TONbKO OfHA YYeTHAA 3anMCb C YKa3aHHOM Po/blo), HEODXOAMMO BbIMOMHUTL
cneayouine aencTena ana cbpoca Napons y4eTHoM 3anmcu:

— noaknoumnTbea K b1 Mb (auth) ¢ nOMoLLbO KOMaHAb!:

psgl -U auth -h <ip-ampec cepsepa BI> -d auth

Hanpumep:

psgl -U auth -h 192.168.0.107 -d auth

— B ¢aﬁne samples/sgl/activate user account.sqgl, Pacno/JiOXeHHOM B
KaTanore co cueHapuamm yctaHoBkM MO, 3a4aTb NOrMH YYETHOM 3anNMcK B NapameTpe

accountLogin, Hanpumep:

accountlLogin text := 'admin@omprussia.ru'

— CKOMMPOBATb COAEPKMMOe Palina activate user account.sgl B KOHCO/b W
BbIMONHWUTbL CKPUNT, Ha¥KaB Knasumuy «Entery.
Mocne BbINOMHEHMA YKa3aHHbIX AeNCTBMA nNaponb byaeT MMeTb 3HavyeHue

«admin».

2.9.18. BocCTaHOBNEHME YYETHOW 3aMUCKM MNOMb30BATENA TeHaHTa B C/yvae ee

yAaneHusa

[lns BOCCTAHOB/NEHWS YYETHOW 3anucKM MNO/Nb30BaTeNd TeHaHTa B C/yYae ee
yAaneHns HeobxoAMMOo BbINONHUTL Ceayoline AenNcTBmA:

— noakntounTbea K b Mb (auth) ¢ nomoLwbio caeayowen KomaHab!:

psgl -U auth -h <ip-azmpec cepBepa BI> -d auth
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Hanpumep:

psgl -U auth -h 192.168.0.107 -d auth

— B  ¢anne samples/sqgl/create tenant default user account.sql,
HaxXo4AWeMCA B KaTasiore Co CueHapmnamm yCtTaHOBKH rro, 3a4aTb N1OTUH yquHOP'l 3arnncu

(napameTp: accountLogin) W KoA TeHaHTa (MapameTp: accountTenantCode),

Hanpumep:
accountLogin text := 'admin@omprussia.ru';
accountTenantCode text := 'default';

MPUMEYAHUE. Ko TeHaHTa AOCTyneH B KAPTOYKe TeHAHTAa.
— CKOMWpOBaTb B KOHCO/b COLEepXMMOoe danna
create tenant default user account.sgl W BbINONHUTb CKPUNT, Ha*aB KAaBULLY

«Enter».
2.9.19. HacTpoWKa BKIOUYEeHMA/OTKAOYEHMA PerncTpaumm cobbiTui

HacTpoiKka perncrpaumm cobbiTUIM OCYLLECTBAAETCA B KOHPUTYPaLMOHHbIX dalinax
L0308 A0CTyNa endpoints.yml, KOTOPblE PACMO/aratoTCA Ha CepBepe MPUIOKEHNM

MO B KaTanore:

/var/ocs/config/subsystems/<uaszBaHue
nomcucreMer>/applications/<HasBaHue uuw3a nocryna>/endpoints.yml

HaNpUMep :
/var/ocs/config/subsystems/auth/applications/ocs-auth-admin-api-
gw/endpoints.yml

nMbo B KaTanore co cueHapuamm yctaHosku MMMO:

config/subsystems/<Has3BaHue nomcucrteme>/applications/<HazBaHue mIw03a
nocryna>/endpoints.yml

HaNpUMep :
config/subsystems/auth/applications/ocs-auth-admin-api-
gw/endpoints.yml

[na  OTKAOYEHUA/BKAOYEHNS  peructpauum cobbita  ana  eyHkumm  MMNO
(sHAnOnHTA) HeobxoaMmo B cekumm Tpebyemoro SHAMNOMHTA

3aKON\N\EHTVIpOBaTb/paCI-(ON\N\eHTI/IpOBaTb CEeKUMIo audit, HAaNpumep:
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- endpoint: /api/identityTypes/user/accounts/{account id}/block
method: PUT
backends:
- url pattern: /vl/accounts/{account id}/block
host: ['ocs-auth-accounts-users-api.${domain}']

rp: {}
auth:

scope: account:update
permissions:

resource type: userAccount
action: block
audit:
field map:

action: block
object id: request.params.account id
object label: response.body.login
object type: account

S o o S e o

Nanee B 3aBMCMMOCTM OT TUNa KOHOUIypauUMOHHOro aina BbIMOAHUTD
NnepeycTaHOBKY KOHQUrypaluMOHHOro dalna wamM nepesanyck cepsuca. [oapobHas

nHdopmauma ob ynpaBneHnmn Hactpomkamm cepsmncos MIMO npueeaeHa B noapasgene 3.3.
2.10. YctaHoBKa MT1

2.10.1. YctaHoBKka MI Ha MY ¢ nomouwbto MIT «Terminal»

Ona yctaHoBkn MI Ha MY ¢ nomoubto MIM «Terminal» HeobxXxoAMMO BbINONHUTL
cnefytolime AeNCTBUA:

1) Noakntoumnts MY K 3BM ¢ nomoubto USB-kabens;

2)Ha MY BbibpaTb pexum «[llpoTokon nepegadn mynbtumegna (MTP)», B

pe3ynbTaTe B OC 0TobpasnTca BHEWHUI HocuTenb (Hanpumep, «INOI R7») (PrucyHok 4);

PaBouwnit cton

4

v Ycrpowictea v ancku (3)

TNokanerein guck (C:)
7 (OVD |
)

104 b ceoboaro w3 237 b

INOI R7 DVD RW auckosog (D:)

(N

J s

» CeTesble pacnonoxexus (1)

PucyHok 4
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3) Mepeiitu B KaTanor «Downloads» 1 CKOMMPOBATb B HETO 3arPy304HbIM Moay/1b MIT
(RPM-nakeTbl);

3arpysoyHbii moaynb, B 3aBucmmoctu oT Bepcum OC, Haxogutca Ha DVD c
3arpy3o4HbiM MOZY/IEM B KaTasiore:

— MI «ABpopa LUeHTp»:

/mobile-apps/aurora center/<sepcma 0OC>/

Hanpumep:

/mobile-apps/aurora center/3.2.1/ (ana OC ABpopa Bepcun 3.2.1).

— MI1 «ABpopa MapkeT»:

/mobile-apps/aurora market/<sepcma OC>/

Hanpumep:

/mobile-apps/aurora market/3.2.1/ (ana OC Aspopa Bepcumn 3.2.1);

4) OTKpbITb MIM «Terminal», KOCHYBLWWCL 3HAYKa ﬂ Ha DKpaHe NPUNOXKEHUN, U
nepenTn B Katanor ¢ RPM-nakeTamum ¢ MOMOLLLbIO KOMaHAb!:

— OC Bepcun Hmxe 4.0:

cd /home/nemo/Downloads/

— OC ot Bepcnn 4.0 v BbiLLE:

cd /home/<uMmsa nomnbsoBaTeng>/Downloads/

NMPUMEYAHUA:

1. [ina otobpaxeHma MI «Terminal» Ha DKpaHe NPUNOKEHUIA HeobXoaMMo
npefBapuUTe/IbHO  AKTMBMPOBATb  COOTBETCTBYIOLLYKD  OMUMIO B MYyHKTE  MEHIO
«AIMUHUCTPMPOBAHMEY CUCTEMHbIX HACTPOEK.

2. BbinonHeHne AencTBMA B NyHKTE «AAMWHUCTPUPOBAHME» AOCTYMHO TONbKO
aAMUHMCTPATOPY.

MpensapuTenbHo HeobxoaMmo 3aaaTb Naponb ans MM «Terminal», BbINOAHMB

cneayroume AencTens:

86




— ~] OTKPbITASA
PyKoBOACTBO aAMMHMUCTPATOPA ' HRE¥£35'G§

— OTKPbITb MEHK HaCTpoeK CUCTEMbI KaCaHMEM 3HAYKa Ha 3KpaHe

NPUAOKEHNIM N KOCHYTbCA NYHKTa « AOMUHUCTPUPOBAHMEN @;

— Ha OTKpPbIBLWEWCA CTPaHWMLLE aKTMBMPOBATb OMUMIO «BKAOUMTL TEPMUHAN» M
creHepMpoBaTb Napoab MO0 334aTb NAPOab BPYYHY!IO;

NMPUMEYAHUE. TocnepoBaTtenbHOCTb  AEWCTBMIA  MOMET  OTAMYATbCA B
3aBucumocTtn ot Bepcunm OC MY.

5) YCTaHOBWUTb MaKeTbl C NnOoOMOLBbHO KOMaHAbI:

devel-su pkcon install-local *.rpm

2.10.2. YctaHoBKa MIT Ha MY ¢ nomoubto MY

YctaHoBKa MI1 «ABpopa MapKeT» TaKXKe MOXET OCYLLEeCTBAATLCA C noMmoLlbto [1Y.
MoapobHoe onucaHWe [OaHHOrO Mpolecca NpPMBEAEHO B [A0KYMeHTe «PyKoBOACTBO

nonb3osBaTena. Yactb 3. Moacuctema MNaatdopma ynpasaeHma».
2.11. NpoBepKa KOPPEKTHOCTU YCTAaHOBKM U GYHKLUMOHMpPOoBaHuA MNMO

2.11.1. Obwme cBepeHmUn

B Lensax NpoBepKM KOPPEKTHOCTM YCTAaHOBKM U GYyHKLUMOHKMpoBaHMA MMM0O, a Takxe
cpeapl dyHKUMOHMpoBaHMaA MIMO, B cOCTaB cUeHapMeB YCTAaHOBKM BKIOYEHA YTUANTA ANA
bopmMpoBaHMA AMArHOCTMYECKOTO OTYeTa.

[nsa dopmmnpoBaHMA AMArHOCTUYECKOTO OTHETa HEOHOXOAMMO NepPerTM B KaTanor co
CUEeHapuMsMMU YCTAHOBKWM (KaTanor: install-<sepcmsa  MNINO>/install-ac/ WM

install-<sepcus MIO>/install-ac-mt/) X BbINOAHUTb KOMaHAY:

ansible-playbook play-diagnostic-report.yml -i inventories/hosts.yml -
VvV ——-user <umMd II0OJIb30oBaTEJIdgd>

nMbo KomaHay:

ansible-playbook play-diagnostic-report.yml -i inventories/<HasBaHue
OKpyXeHMua>/hosts.yml -vv —--user <umMmda NOJIb30BATENA> ——-extra-vars
"stage=<HaszBaHuMe OKpyxXeHMa>"

ecnu TpebyeTcs 3a4aTb OKPYKEHME.,
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B pe3ynbTaTe B KaTanore report byaet cdopmmposaH ¢arn B report.html.

[lnarHocTuyeckunii otyeT popmmpyeTca B Buae pana B popmate .html un coneput
cneayroume pasaensi:

— obuwasn nHdopmauma o ctaTyce cepsucos MM0;

— 06uwasn nHdopMaLma O cTaTyce KOMMNOHEHTOB cpelbl PyHKLMOHMPOBAHMA,

— pasgensl, coaeprkaline aetanbHyto MHGopmaumto 06 oTaenbHbix cepsumcax MMNo

M KOMMOHEHTax cpeabl PyHKLMOHUPOBAHUA.
2.11.2. OnncaHue napameTpoB AMArHOCTUYECKOro OT4yeTa
2.11.2.1. Pa3pen «Disk Space»

Pasgen cooeput MHGOPMaLMO O MOAHOM M [AOCTYNHOM obbeme AMCKOBOro

npocTtpaHcTea Ana MNMo (PucyHok 5).

Disk Space
Mount point Size total, MiB Size available, MiB Availability, %
/boat 1014.00 864.34 85.24
/ 51175.00 46308.92 90.49
/home 45729.66 43128.35 9431
PUCYHOK 5

OnucaHue HasHavyeHuA CToNOLOB TabanLbl, a TakKe MHPOPMALMA O BO3MOMKHbIX

3Ha4yeHuAx npueeaeHsbl B Tabanue (Tabanua 12).

Tabnuua 12
HasaHue BO3MOXHble 3Ha4YeHUA
OnucaHue .

ctonbua (npumepbl 3Ha4YEHMN)
Mount KaTanor, K KoTopomy MOHTMpyeTcs danosoe |lyTb K KaTanory,
points XpaHUAULLE (TOYKA MOHTMPOBAHMA) Hanpumep: /home.
Size total, |Pa3mep ¢painnoBoro xpaHunnLLa, Ob6bem pmU3nyeckon NnamaTu
MiB NPUMOHTUPOBAHHOIO K 33JaHHOMY KaTanory B M6, Hanpumep: 45729,66
Size O6bem cBoboaAHOrO mecTa B GpaliioBoOM O6bem PpusnyecKkomn NamaTm
available, |xpaHuauLe, NPMMOHTUPOBAHHOTO K B M6, Hanpumep: 43128,35
MiB 3ajaHHOMY KaTasory
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HassaHue BO3MOXHble 3HaYeHun
OnucaHue "
ctonbua (nprmepbl 3HaYeHw)
Availability, |O6bem cBoboaHOro mecta B $paliIoBOM Ot 0 go 100, Hanpumep:
% XPaHUANLLE B NPOLLEHTHOM COOTHOLWEHNI 94.31
(K nonHOMY 0H6bemy)

MPUMEYAHUE. B cnyyae ecnm obbem cBoboaHoro mecta meHee 15%, none

3aKpallMBaeTCA LBETOM.
2.11.2.2. Pa3gen «Systemd Unit Status»

B naHHOM pa3aene npueeaeHa obuias MHopmauma o ctaTyce cepsucos MMO u

KOMMNOHEHTOB Cpeabl dDYHKIJ,VIOHVIpOBaHVIH N COCTOUT N3 cheayrowmnx noapa3aeos:

2.11.2.3. OCS Targets

MNoapasaen coaepXmnt nHGopmaumio o crtatyce KoHdurypauumii rpynn cepBmcos

MMNO (PucyHoK 6).

Systemd Unit Status

Name Unit Status Unit-file status
OCS Targets
ocs-appstore active (active) enabled
ocs-appstore-admin-api-gw active (active) disabled
ocs-appstore-adminconsole-ui active (active) disabled
ocs-appstore-applications-api active (active) disabled
ocs-appstore-client-api-gw active (active) disabled
ocs-appstore-dev-api-gw active (active) disabled
PucyHoK 6

OnucaHue Ha3HavyeHMA cToNbLOB Tabanubl, a TakXKe MHGOPMALMA O BO3SMOMKHbIX

3Ha4yeHuAx npueeaeHsbl B Tabanue (Tabanua 13).

Tabnuua 13
HasBaHue Bo3moKHble 3HaYeHus (npumepbl
OnucaHue .
ctonbua 3Ha4YeHui)
Name ima KoHbUrypaumm rpynnbl BO3MOKHble 3HaYeHUA onpeaenatoTca
CepBuCcoB nepeyHem KoHbUrypaLumin rpynn cepBmncos
rnro
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HassaHue Bo3moKHble 3HaueHna (npumepbl
OnucaHue o
ctonbua 3Ha4YeHuN)
Unit Status|MHGopMaLma o cTaTyce rpynnbl lactive - rpynna cepBrCOB 3anyLleHa U
cepBmcos BbINOIHAETCA;
activating -rpynna cepBncos
3anycKaeTcs;

deactivating - rpynna cepBmcoB
BbIK/HOYAETCS;

inactive -rpynna cepBMCOB BbIKAKOYEHA;
failed - nNpu 3anycKke rpynnbl CEPBUCOB
nNpoun3oLLna OWnbKa;

missed - KOMMNOHEHT OTCYTCTBYET

Unit-file NHbOopmauma o NpucyTCTBUN enabled - NPUCYTCTBYET B aBTO3anycke
status KOH®UrypaumoHHoro danna disabled - OTCYTCTBYET B aBTO3anycKe
3aMycKa rpynnbl CEPBMCOB B
aBTO3anycke

2.11.2.3.1 OCS Services

MNoapasaen coaeput nHdopmaumio o ctatyce cepsucos MNMMO (PucyHok 7).

OCS Services

ocs-appstore-admin-api-gw (@ 0 active (running) disabled

ocs-appstore-adminconsole-eula actrve (exited) enabled

ocs-appstore-adminconsole-ui (@ 0 actrve (running) disabled

ocs-appstore-applications-ap: (@ 0 actrve (running) disabled

ocs-appstore-client-api-gw @ 0 active (running) dizabled

ocs-appstore-client-api-gw @ 1 actrve (running) disabled
PucyHoK 7/

OnucaHue HasHa4vyeHuA CcToNOLOB TabanLbl, a TakKe MHPOPMALMA O BO3MOMKHbIX

3Ha4yeHuAx npueeaeHsbl B Tabanue (Tabanua 14).

Tabnuua 14
HassaHue .
OnwncaHue Bo3moHble 3HaueHua (Nnpumepbl 3HaYEHNN)
ctonbua
Name HassaHue cepsuca MO |Bo3MOXKHble 3HAa4YeHNA onpeaesAlTCcA NepedyHem

cepsucos MMNO 1 umetoT cheayowmin popmat
<uMs TPYNNBE CepPBUCOB>(@<HOMEpP

sK3eMIIgpa CepBMCa B I'pynne>.service,

Hanpumep: ocs—-appstore—-admin-api-

gw@0.service.
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HassaHue o
OnucaHue Bo3MOKHble 3HaueHUA (NpuMepbl 3HaYEHN)
ctonbua
Unit Status |MIHPpopmauma o cTaTyce active - CepBUC 3anyLeH M BbIMNO/HAETCA;
cepsuca activating - CEpPBMC 3anycKaeTcs;

deactivating - CEPBUC BbIKAtOYAETCA;
inactive - CEPBUC BbIK/HOYEH;
failed - Npu 3anycKke cepsmnca NpounsoLia

OlWmnbKa
Unit-file NHpopmaums o enabled - NPUCYTCTBYET B aBTO3aMyckKe
status MPUCYTCTBUM disabled - OTCYTCTBYET B aBTO3aMnycKe
KOHOUIypaLMOHHOro
dalina 3anycKka cepsuca B
aBTO3anycke

2.11.2.3.2 Mandatory services
Moapasaen coaepKnt MHGOPMALMIO O CTaTyce CEepPBMCOB KOMMOHEHTOB Cpenpl
OYHKUMOHMPOBAHMA (PUCyHOK 8).

Mandatory services

consul-template service running enabled
consul service running enabled
nats-sireaming-server.service running enabled
NgiNx service running enabled

postgresgl-11_service
PUCyHOK 8

OnuncaHmne Ha3HavyeHuA CTO/'I6LI,OB Ta6l'|l/ILI,bI, d TaKxXe VIHCI)OpN\aLI,MFI O BO3MOXHbIX

3Ha4yeHuAx npueeaeHsbl B Tabanue (Tabanua 15).

Tabnunua 15
Ha3ssaHue o
OnucaHue Bo3MoKHble 3Ha4yeHuA (NpUMepbl 3HAYEHWI)
cTonbua
Name Ha3BaHuMe cepsuca BO3MOKHble 3HaYeHMA UMEIOT caeayromin popmaT

KOMIMOHEHTa Cpebl <uMsa cepBHuca>.service W ONPeaenarTca
bYHKUMOHMpOBaHMA | Pa3paboTunkom. MNepeyeHb BO3IMOMKHbIX 3HAYEHUIA:
consul-template.service

consul.service
nats-streaming-serever.service
nginx.service

postgresgl-11.service

postgresgl.service
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Ha3saHue o
OnucaHue Bo3MOKHble 3HaueHUA (NpuMepbl 3HaYEHN)
ctonbua
Unit Status |MHPopmauma o active - CEPBUC 3anyLLEH M BbINOJHAETCA;
cTaTyce cepBuca activating - CEpPBMC 3anycKaeTcs;

deactivating - CEPBMC BbIKNOYAETCS;
inactive - CEPBUC BbIKAIOYEH;

failed - MpW 3anycKe cepsMca NPOM30LLAa
OLWKNOKa;

enabled - CEPBMC NPUCYTCTBYET B aBTO3aMyCKe;
disabled - CEpPBMC OTCYTCTBYET B aBTO3aMyCKe;
missed - KOMMOHEHT OTCYTCTBYET

Unit-file NHpopmaums o enabled - NPUCYTCTBYET B aBTO3aMyCKe;

status NPUCYTCTBMM disabled - OTCYTCTBYET B aBTO3aMnycKe
KOHPUIYPaLUMOHHOTO
dalna 3anycka
cepBsuca B
aBTO3anycke

2.11.2.4. Paznen «APlI GW Service Status»

Pasgoen coaepXuTt MHOOpMaLMIO O CTaTyce PerucTpaumm CepBMCOB B CUCTEME
obHapyxeHua cepsucos (Consul). Ha pucyHke (PucyHok 9) npuseseH npumep cTaTyca

PervcTpaLmmn CepBnCcoB B CMCTEME OBHAPYKEeHMA CEePBUCOB.

API GW Services Status

Service name Code Status

ocs-appstore-admin-api-gw 200 passing
ocs-appstore-client-api-gw 200 passing
ocs-appstore-dev-api-gw 200 passing
ocs-auth-admin-api-gw 200 passing
ocs-auth-public-api-gw 200 passing
ocs-pkgrepo-device-api-gw 200 passing

PncyHok 9

OnucaHue Ha3HavyeHuA cTonbLOoB Tabauubl, a TakKe MHPOPMALUMA O BO3SMOXKHbIX

3HaYyeHuAx npueeaeHsbl B Tabanue (Tabanua 16).

Tabnuua 16
HassaHue .
OnucaHwue Bo3moKHble 3HaueHua (NpMmepbl 3HaYEHWUN)
ctonbua
Service HassaHwe cepsuca MO BO3MOXKHble 3Ha4YeHMA onpeaenaroTCcA
name nepevyHem cepsmcos lNMM0O
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HassaHue "
OnucaHue Bo3mOKHble 3HaueHUA (NpMMepbl 3HaYEHU)
ctonbua
Code Koa http-oTseTa BO3MOXHble 3HaYeHMA onpeaenarTca
npoTokonom HTTP
Status NHbopmauma o cTaTyce BO3MOXKHble 3Ha4YeHMA onpeaenAroTCA
perncTpaunm cepsmnca 8 Consul. CtaTyc «passing» 03Ha4aeT, 4To
cnucTeme obHapyKeHuA nNpoBepKa NponaeHa yCcnewHo
cepsucos (Consul)

2.11.2.5. Pa3gen «Consul Cluster Endpoints Availability»

Pasgen comeputT MHPOPMaLMIO O NpPOBepKe AOCTYMHOCTU WMHTepPdENCHbIX
bYHKLUNI cncTembl 0bHapyxkeHus cepsucos (Consul). Ha pucyHke (PucyHok 10) npuseaeH
npumep oTobparkeHns MHPopMauUMM O AOCTYMHOCTU UHTEPPENCHbLIX QYHKLNIM CUCTEMBI

0bHapyKeHUA CepBUCOB.

Consul Cluster Endpoints Availability

Node:Port Availability
inp1int03.ompcloud:8300 OPENED
inp1int03.ompcloud:8301 OPENED
inp1int03.ompcloud:8302 OPENED
inp1int03.ompcloud:8500 OPENED
inp1int02.ompcloud:8300 OPENED
inp1int02.ompcloud:8301 OPENED
inp1int02.ompcloud:8302 OPENED
inp1int02.ompcloud:8500 OPENED
PucyHok 10

MepeyeHb MHTepdercHbIX PyHKUM Consul npuBeaeH B AoKyMeHTaumm Ha Consul
(https://www.consul.io/docs/install/ports). WHPopmauma o  AOCTYMHOCTU
nHTepdencHolx PGyHKUMM Consul npepocTaBnaeTcs TONbKO B CAyYae KAACTEPHOM
(MHOroHOA0BOW) KOHGUTYpPaLMK.

OnuncaHMe HasHayeHus CToNbLUOoB Tabnubl, a TakKe MHGOPMALIMA O BO3MOMKHbIX

3HaYyeHuAx npueeaeHsbl B Tabanue (Tabanua 17).
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Tabnnua 17
HasBaHue "
OnucaHue BO3MOXHble 3HaYeHNA (NpYMepbl 3HaUEeHWIA)
ctonbua

Node:Port |Aapec dyHKUMKM |Aapec GyHKUMM NPeacTaBieH B cneaytowem dopmaTe:
<uM4d xXocTa>: <HOpT>.

[MpoBepKa BbIMOAHAETCA TONbKO AN GYHKUMIA, AOCTYMHbIX
Ha cneayrouwmx noptax: 8300, 8301, 8302, 8500.
Hanpumep: acenter.example: 8300

Availability |CraTyc B cnyyae AOCTYNHOCTM QYHKUMM MPUHMMAET 3HaYEeHMe
AOCTYMHOCTH «OPENED».
bYyHKUMM B MHOM cny4yae BbIBOAMTCA KO OLWIMOKM M cOobLLEHME,

onpeaensemoe Consul

2.11.2.6. Pa3gen «Consul Service Health Check»
Pasaen coaepxuT MHPpopmMaLmio o cTaTyce pernctpaunm cepsmcos MMO B cucteme

obHapyxeHua cepsmcos Consul (PucyHok 11).

Consul Service Health Check

service_location

ocs-appstore-admin-api-gw

q
http-//ocs-app.local: 80/ ocs-appstore-admin-api-gw/admin ‘health/'ocs-appstore-admin-api-gw =
ocs-appstore-adminconsole-ui 200
http-//ocs-app local: 80/ ocs-appstore-adminconsole-ui‘admin ‘health/'ocs-appstore-adminconsole-ui -
ocs-appstore-applications-apt 200
http-//ocs-app local: 80/ ocs-appstore-applications-apt/admin health/'ocs-appstore-applications-apt -
ocs-appstore-client-api-gw 500
http://ocs-app.local: 80/ ocs-appstore-client-api-gw/ admin health/'ocs-appstore-client-api-gw -
ocs-appstore-dev-apt-gw 200

http-//ocs-app local: 80/ ocs-appstore-dev-api-gw/admin health/'ocs-appstore-dev-api-gw
PucyHok 11

OnuncaHne Ha3HavyeHuA CTO}'I6LI,OB Ta6l'|l/ILI,bI, d TaKxXe VIHCI)OpMaLI,MFI O BO3MOXHbIX

3HaYeHuAx npueeaeHsbl B Tabanue (Tabanua 18).
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Tabnnua 18

Ha3saHue Bo3mOKHble 3HaueHua (npumepbl

OnucaHue "
ctonbua 3HaYeHU )
MNepBbln Ha3BaHue cepsuca MNMO u url-agpec BO3MOXHble 3Ha4YeHMA
ctonbel, dyHKUMKM (endpoint) cepsuca onpeaenarTcA nepevyHem CepBmCcoB
«healthcheck» Mno

BTopowu Kog http-oTgeTa Bo3mMoOXHble 3HaYeHUA

ctonbel, onpeaenarTca npotokonom HTTP
[lepeyncneHHble 3arosoBKM "service location", "expose location",

"service vhost", "expose port", "static" — 3TO pexumbl paboTbl consul-

template.

2.11.2.7. Pazgen «Cluster Nodes Reachability»

Pasgen coaepuT MHGOPMaLMIO O pe3yabTaTax MPOBEPKM AOCTYNMHOCTN CEPBEPOB
(Hoa) knacTepa (PucyHok 12).

Cluster Nodes Reachability

Node Reachable
ocs-app.local OK
PucyHok 12

OnucaHue Ha3zHavyeHMA CcToNOLOB TabanLbl, a TakKe MHPOPMALMA O BO3MOMKHbIX

3Ha4yeHuAx npueeaeHsbl B Tabanue (Tabanua 19).

Tabnunua 19

Ha3BaHue o
OnucaHue Bo3MoKHble 3Ha4yeHuA (NpUMepbl 3HAYEHWI)
ctonbua

Node Anpec cepBepa (xocTa) |OnpeaenaeTca 4OMEHHbIMM MMEHAMM XOCTOB
Reachable |MH$opmauma o MorKeT NpUHUMaTb 3Ha4YeHua: «OK» (B caydae

NOCTYNHOCTM cepBepa |A0CTYNHOCTN) UAK coaepkaTb cooblleHne 0b
OLMBKe, KOTOPOE BEPHET YyTUAMTA ping
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2.11.2.8. Pa3gen «Nginx Service Proxy»

Pasfen coaepsKuT MHbOPMaLMio O NMpoBepKe KOHUrypauum 6anaHCUMpPOBLLMKA

Mmukpocepsmcos Nginx Web Server ans kaxaoro cepsuca MO (PucyHok 13).

Nginx Service Proxy

Service name Upstreams Virtual server
ocs-appstore-settings-api OK
ocs-appstore-adminconsole-ui OK
ocs-pkgrepo-egress-api-gw OK
ocs-auth-idp-ui OK
ocs-pkgrepo-pkg-repo-api OK
ocs-auth-admin-api-gw OK
mnn nuth caerae maallia () i
PucyHok 13

OnucaHne Ha3Ha4vyeHuA CTOJ'I6LI,OB Ta6f|l/|L|,bI, d TaKXe l/IHd)OpMaLI,l/IFI O BO3MOXHbIX

3HaYyeHuAx npueeaeHsbl B Tabanue (Tabaunua 20).

Tabnunua 20
HassaHue BO3MOXXHble 3Ha4YeHHA
OnucaHune o

cTonbua (NpMmepbl 3HaYEHWUI)
Service HassaHwue cepsuca M0 BO3MOXKHble 3Ha4YeHKA
name onpeaenAarTca nepevyHem

cepsucos 10O
Upstreams |KonnyecTBO 3K3eMNIAPOB CePBUCA, 3a4aHHbIX | LlenoymncneHHble 3Ha4YeHnA oT
B KOHPUIypaumMoHHOM panne Nginx 1p0n

Virtual NHPopmauma o Hanmume cekumm «server» ana|«OK» - cekums server
server yKazaHHoro cepsuca 10 B npucyTCcTBYET

KoHdUrypaumoHHom darne Nginx.

B AaHHOM CeKUMM 3a4aHbl HACTPOMKN
«BUpPTyanbHoro» cepsuca MO, KOTopbIN
OCYLLLeCTBAAET NepeHanpaBneHune
(npokcupoBaHme) http-3anpocos Ha
«peanbHble» 3K3eMNAApPbI cepsuca

«No server block
found!» - CEKUMA OTCYTCTBYET

2.11.2.9. Pa3gen «Filestorage Configuration»

Pazgen coaeput MHPopmaumto o KoHdurypaumm Gannosbix xpaHuauu, MM n

MOOC (PucyHok 14).
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. v .
Filestorage Configuration
. Fﬂfgto[agelocaﬁon: focs/appstore/applications-api (@755 ocs:ocs)
Configuration file:
fvarfocs/appstorefocs-appstore-applications-api/ocs-appstore-applications-api.yml
s Filestorage location:
Configuration file: I/\\s

fvarfocs/appstore/config. yml

+ Filestorage location: (not exists)
PucyHok 14

HacTpolika «Filestorage location» coaepMT NyTb K KaTanory u ero cTaTyc.
B HacTpomnke «Configuration file» yKa3aH KOHOUIypauMoOHHbIN Gaii, B KOTOPOM

3a/1aH NyTb K $alNIOBOMY XPaHUINLLY.
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3. YNPABJIEHUE KOMIOHEHTAMMU CPEAbI PYHKLUNOHUPOBAHUA,
CEPBMCAMMW, HACTPOMKAMW CEPBMCOB U MOACUCTEM

3.1. YnpaBneHue KomnoHeHTaMu cpeabl pyHKunoHnposaHua Mo

Ynpasnenune cepsucamum (MO 3aKA04aeTCs B UX YCTaHOBKE, OOHOBAEHUM U
VOANEHUM U OCYLLEeCTBAAETCA C MOMOLLbO CKpuUNTa deploy-infra.sh W3 KaTanora
install-<Bepcus IIO>, CO3JaHHOrO Ha 3Tane pasBepTbiBaHWA ynpasaaowen IBM
(noapasnen 2.3).

dopmaTt KOMaHAbl yNpaBAeHMA CepBUCAMM MMEET CAeayoLWMn BUA,:

ANSIBLE USER=<mmMsa noje3osarens> ./deploy-infra.sh <napamerpsr>

OnucaHMe NnapameTpoB KOMaH/bl yNpaBaeHuA:

1) <ums nonbzoBaTENT>

B napameTpe yKa3blBaeTCA MMS MPUBUNETMPOBAHHOIO sudo-noab3oBaTena, nof
KOTOPbIM HacTpoeH SSH-aocTyn K cepBepam npuaoxeHni n b/.

2)-A, --action

[aHHbIN NapameTp 33a4a€eT AeNCTBME, KOTOPOe HEOOXOAMMO BbIMOAHUTL, U MOXKET
NPUHUMATbL CeaytolLne 3HaYEHUS:

— napameTp OTcyTCcTByeT - OyaeT BbINOMHEHA YCTaHOBKA WAM OOHOBAEHME
KOMMNOHEeHTa (KOMNOHEHTOB);

— flush all - 6yAeT BbINONIHEHO yAaNeHWe KOMMOHEHTa (KOMNOHEHTOB).

3) -c, --components

[aHHbIN NapameTp 3a4aeT KOMMOHEHT cpeabl PYHKUMOHNPOBAHMA, AN KOTOPOro
6y,£|,eT BbIMOJ/IHEHA KOMaHAa yrnpaBaeHnAa, U MOXeT NPpUHMMaThb caeayroluime 3HavyeHnA:

— dnsmasq;

— nging;

— consul;

— consul-template;
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— nats-streaming-server;
— redis;

— ocs-user;

— db.

B AaHHOM MapameTpe MOXKeT 3a4aBaTbCA CMMUCOK NOACUCTEM, HAaNpUMep:

—--components dnsmasqg, nginx

Mo ymonuyaHuio (ecnu napameTp Ha 3adaH) KOMaHAa ynpasaeHus oOyaet
MPUMEHEHa KO BCEM KOMMOHEHTAM.

4) -d, --database

[MepeyeHb  AOMNYCTMMbIX 3HAYeHWMM nNapameTpa nNpuBedeH B  Tabauue
(cm. Tabnuua 8).

Mo ymonyaHuto (ecnu napameTp He 3adaH) OyaeT MCNONb30BaTbCA 3HAYEHME,
3a[,aHHOe B napameTpe pg version KOHPUIYPaLMOHHOro danna
config/vars/ vars.yml.

Mpu otcytctBumn CYB[ B nepeyHe KOMMOHEHTOB (mapameTp --components)
3Ha4YeHKWe AaHHOro NapameTpa byaeT UTHOPMPOBATHLCA.

5) --skip-database

[Mpn Hann4mMm gaHHoro napametpa CYB/l He ycTaHaBAMBAETCA.

6) -1, --limit

[laHHbIA MapameTp 3afaeT NnepevyeHb XOCTOB, A8 KOTOpbIX OyAeT BbIMOJHEHA

KOMaH4a ynpaBaeHusa, Hanpmumep:

--1limit example(Ol.omp,example02.omp

Mo ymonuyaHuto (ecnn napameTp Ha 33JaH) KomaHaa ynpasneHua 6yaet
NPMMeHeHa KO BCEM XOCTaM COrlacHO MHBEHTAPHOMY ¢aiNly inventories/hosts.yml.

7) -e, --extra-vars

B AaHHOM napameTpe nepenaroTcad BHELWHME NepemMeHHble A8 CKPUMNTOB
pa3sepTbiBaHKA. B [0 1cnonb3yoTca caeayolime BHELWHME NepeMeHHble:

— pg_slave recreate=true - CAYXUT 418 MHULKANN3aLMK penanKkn bll;
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— pg _uninstall delete data=true - CAYXWUT ANA YAANIEHMA [AAHHbIX MNPU
yoanennu CYB/ PostgreSQL.

8) --force-infra-install

dnar  CAYKUT  4NA  yNpaBAeHUs  MNPUHYAUTENbHOM MOBTOPHOM  YCTAHOBKM
KOMMOHEHTOB cpeabl GYHKLMOHMPOBAHMSA, B Cy4Yanx, KOraa Bepcua KOMMNOHEHTOB cpeabl
GYHKLUMOHMPOBAHUA HE M3MEHMNACh M MOXET MPUHUMATL CleAyIoLLne 3HAYeHWA:

— false - NOBTOPHAsA YCTaHOBKa KOMMOHEHTOB TOM K& BEPCUMM BbIMNOHEHA He
byaer;

— true - OyJeT BbINO/HEHA NOBTOPHANA YCTaHOBKA KOMMOHEHTOB HE 3aBUCMMO OT
TOro M3MEHMNACb BEPCUA UM HET.

Mo ymonyaHuio (ecnu nar He 3agaH) aar UMeeT 3HaYeHue true.

9) --help

BbIBOA, CNpaBOYHOMN MHGOPMALMK.

Mpumepbl KOMaHA, ynpasaeHua:

1) YcTaHOBKa MAM 0OHOB/IEHWE BCEX KOMMOHEHTOB:

ANSIBLE USER="omp" ./deploy-infra.sh --database 12

2) YcTtaHoBKa nnmn obHoBneHne Nginx Ha XocTe ocs—-app.local:

ANSIBLE USER="omp" ./deploy-infra.sh --components nginx --limit ocs-
app.local

3) YoaneHue Nginx:

ANSIBLE USER="omp" ./deploy-infra.sh —--components nginx --action
flush all

4)Ynanenune CYB/[] PostgreSQL (c yaaneHnem aaHHbIX):

ANSIBLE USER=<umMsa noje3osarens> ./deploy-infra.sh --components db --
action flush all --extra-vars "pg uninstall delete data=true"

5) MonyyeHne cnpaBo4YHON MHPOPMALMM:

./deploy-infra.sh --help
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3.2. YnpasneHue cepsucamu MMNO

Ynpasnenue cepsucamu N0 3ak04aeTCA B UX YCTAaHOBKeE, 3amnyCcKe, OCTaHOBKe,
nepesanycKke, M3MEeHEeHUM HACTPOEK U OCYLLECTB/IAETCA C MOMOLLBID CKpUNTa deploy-
ac.sh W3 KaTanora install-<eepcumsa IIO>, CO34aHHOrO Ha 3Tane pa3BepTbiBaHMA
ynpasnaiouwer 9BM (noapasgen 2.3).

CDOpMaT KOMaH/dbl YNpPaBAEeHUNA CEPBUCaAMUN MMEET cneayrou_l,mﬁ BnA:

ANSIBLE USER=<mmMmsa nojsb3oaTensa> ./deploy-ac.sh <napameTpsr>

OnuncaHne NapaMeTpPOB KOMaHAbl yIpaBAeHNA:

1) <umsa nmonbszomaTens>

B napameTpe yKa3blBaeTCA MMA NMPUBUAETMPOBAHHOIO sudo-noab3oBaTend, noj
KOTOPbIM HacTpoeH SSH-aocTyn K cepBepam npunoxeHni n b/.

2)-s, --subsystems

[aHHbI NapameTp 3aZaeT NOACUCTEMY, ANA KOTOPOM ByAeT BbiNosHEHA KOMaHAa
yrNpaBAeHUsA, U MOXKET NPUHUMATb Ceaytolye 3HaYeHmA:

— auth (ans MB);

— appstore (a5 MM);

— emm (ana Ny);

— mt (gna NYT);

— push (gna NCcy);

— pkgrepo (ans NMNOOC).

B JaHHOM NapameTpe MOXKEeT 3a4aBaTbCA CMMCOK NOACUCTEM, HanpUMep:

—--subsystems auth, appstore, pkgrepo, emm, mt, push

Fk)ymonanMK)napameTp(ech MHoe3Haqume|4e3aAaHo)MmeeT3Haqume:

--subsystems auth, appstore, pkgrepo, emm,mt, push

3) -a, --apps
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,ﬂ,aHHbIVI MNapaMeTp 3a44d€eT rnepedeHb CepPBUCOB, A4 KOTOPbIX 6yp,eT BblINMO/THEHA

KOMaHAa ynpasaeHuns. Hanpumep:

—-—apps ocs—auth-adminconsole-ui, ocs-appstore-adminconsole-ui

Ecnm HeO6XOﬂ,MN\O BbIMO/JIHNUTb KOMaHAY Cpa3sy AnAa BCex CepBMNCOB NOACUCTEMDI,
ﬂOTpe6yeTCﬂ nepeyvYncanTb 4epel 3anATyro BCe CepBUCbl MOACUCTEMDI nmbo 3a4aTb

3Ha4YeHMe NnapaMeTpa:

-—apps all

Mo ymon4aHuio napameTp (eCn MHOe 3HAYEeHME He 3aJaH0) UMeeT 3HauyeHume «all».

B cnyvae ecau 3afaHHble B MapameTpe «--apps» CEPBUCbI HE COOTBETCTBYIOT
3aaHHbIM B MapameTpe «--subsystems» MOACUCTEMAM, YNpaBAslOWAa KOMaHAad K
TakKMM cepBMCaM MNPpUMeHeHa He byaeT. lpu 3TOM ynpaBaeHWe WA3amMu A0CTyna
(cepBMCamu LWNKO30B A0CTYMa) OCYLWECTBAAETCA B paMKax TOM NOACUCTEMbI, A1 KOTOPOM
OHM NpeaHasHaveHbl. CocTas noacucTem npusedeH B Tabauue (Tabauua 21).

Tabnuua 21

3Ha4vyeHKWe napameTpa Cepsuceol
«--subsystems» (3HaueHme napameTpa «--apps»)
M6

auth ocs—auth-admin-api-gw
ocs—auth-public-api-gw
ocs—-auth-admin-cross-tenant-api-gw
ocs—auth-server-public-proxy
ocs—-auth-idp-api
ocs—-auth-accounts-devices-api
ocs-auth-accounts-users-api
ocs—-auth-server-admin
ocs-auth-server-public
ocs-auth-audit-api
ocs—auth-subsystems-api
ocs—auth-config-api
ocs—-auth-adminconsole-ui
ocs-auth-idp-ui

nM
appstore ocs—-appstore-applications-api
ocs—appstore-settings-api
ocs-appstore-adminconsole-ui
ocs-appstore-devconsole-ui
ocs—-appstore-admin-api-gw
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3HayeHue napameTpa Cepsucel
«--subsystems» (3HauyeHme napameTpa «--apps»)

ocs-appstore-client-api-gw

ocs-appstore-dev-api-gw

ocs-appstore-egress-api-gw

ny

emm ocs—-emm-applications-api

ocs—-emm-dispatcher-api

ocs-emm-devices-api

ocs-emm-state-manager-api

ocs—-emm-enrollments-api

ocs-emm-policies-api

ocs-emm-reports-api

oCcs-emm-users-api

ocs-emm-journal-api

ocs-emm-jobs-api

ocs-emm-admin-api-gw

ocs-emm-device-api-gw

ocs-emm-egress-api-gw

nyT

mt ocs-mt-tenants-api

ocs-mt-organizations-api

ocs-mt-admin-api-gw

ocs-mt-egress—-api-gw

ncy

push ocs-push-main-api

ocs-push-transport

ocs-push-admin-api-gw

ocs-push-public-api-gw

ocs-push-egress-api-gw

MOOC

pkgrepo ocs-pkgrepo-pkg-repo-api

ocs-pkgrepo-device-api-gw

ocs-pkgrepo-admin-api-gw

ocs-pkgrepo-egress—-api-gw

4) -, --action
ﬂaHHHM MnapameTp 3addeT ﬂﬁﬁCTBme, KOTOpoe H€O6XOAMMO BbIMO/THNTDb.
MepeyeHb AOMNYCTUMbIX AEUCTBUIA M COOTBETCTBYIOLWME MM 3HAYEHMA NapameTpa

npueeaeHbl B Tabanue (Tabanua 22).
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Tabnnua 22
3HayeHMe napameTpa «--action» Hencreune
deploy YcTaHoBKa
start 3anyck
stop OcTaHoBKa
restart Mepesanyck
config M3meHeHMe HacTpoeK (NnepeycTaHOBKaA
KOHOUrypaumoHHoro aiina)
flush all Yaanexue

Mo ymon4yaHuto napameTp (ecan He 3a4aHO MHOE 3HAYeHue) MmeeT 3HaYeHMe
deploy.

BHUMAHWE! YctaHoska noacuctem MO gonXKHa OCYyLWECTBAATbCA CTPOro B
cnepytoulen nocnegosatensHoctu: M6, MM, MOOC, MY, NYT, MNCY.

5) -C, --clients

[aHHbln napameTp 3agaet OIDC KAMeHTOB, ANA KOTOPbIX OyaeT BbINOMHEHA

KOMaHJa ynpasnieHua. Hanpumep:

--clients auth-admin-console, aps—-admin-console

Mpu HeobXxoAMMOCTM BbIMOAHUTL KOMaHAay cpa3sy ana scex OIDC KaneHToB
noTpebyeTtca nepeymncnmntb vyepes 3anatyto Bce OIDC KameHTbl AMbO 3a4aTb 3HAYeHMe

napameTpa:

--clients all

Mo ymon4aHuWto NnapameTp (ecnm He 3aaHO MHOe 3HaYeHNe) MMeeT 3Ha4YeHne all.

6) -d, --database

[aHHbln napameTp 3agaeT CYB/, KoTopas ycTaHOBAeHa Ha cepBepe b/. MNepeyeHb
[OMYCTUMbIX 3Ha4YeHUI NnapameTpa npuseneH B Tabanue (Tabaunua 8).

Hanpumep:

-—-database 12
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Mo ymonyaHuto (ecnm napameTp He 3adaH) OyaeT MCMONb30BaTbCA 3HAYEHMUE,
3aZlaHHOEe B napameTpe pg version KOHOUIYPaLMOHHOro danna
config/vars/ vars.yml.

7) --help

BbIBOA, CNPAaBOYHON MHPOPMALMN.

Mpumepbl KOMaHA, ynpaBaeHuA:

1) OcTtaHoBKa Bcex cepamcos [MM:

ANSIBLE USER=omp ./deploy-ac.sh --action stop

2) 3anyck CcepBUCOB ocs-appstore-applications-api W ocs-appstore-

adminconsole [NM:

ANSIBLE USER=omp ./deploy-ac.sh --apps ocs-appstore-applications-
api,ocs-appstore-adminconsole --action start

3) NMonyyeHne cnpaBoYHON MHPOPMALMN:

./deploy-ac.sh --help

3.3. YnpaBneHue HacTponKkamm cepsumcos 1 noacuctem MMNo

YnpassieHne HacTpomkammn cepsmcos n noacnctem MNMO MOXKeT OCyLLeCTBAATbCA
ABymA cnocobamum.

3.3.1. Cnocob 1 (pekomeHayemblit)

3.3.1.1. 3apaTb Tpebyemble 3HaYEHUS NAPAMETPOB B KOHPUIypaLMOHHbLIX darnax
cueHapues yctaHoBkK MO n noacuctem MMM0O.

3.3.1.2. NepeycTaHOBUTb KOHPUTYPALMOHHbIE PaiNbl C MOMOLLbIO KOMaHAb!:

ANSIBLE USER=<umMsa nojes3oeaTens> ./deploy-ac.sh --action config

MoapobHoe onncaHMe NnapameTpoB 3anycka CKpUNTa deploy-ac.sh NPUBEAEHO B

noapasaene 3.2.

105




— ~] OTKPbITASA
PyKoBOACTBO aAMMHMUCTPATOPA ' HRE¥£35'G§

3.3.2. Cnocob 2

3.3.2.1. 3agaTb Tpebyemble 3HAYEHMA MAPAMETPOB B KOHOUIYPaALMOHHbIX dainax
cepsmcos u noacuctem [1MO. OnucaHne napaMeTpoB KOHOUIypaUMOHHbIX daiinos
cueHapues yctaHoBKM noacuctem MMNO npuseneHo 8 pasgene 9.

3.3.2.2. Nepe3anyctmtb Tpebyemble CEPBUCHI C MOMOLLBIO KOMaHAbI:

ANSIBLE USER=<mmMsa noje3o0parens> ./deploy-ac.sh --subsystems
<MneHTUOUKATOP MHONCUCTEMEB> —-apps <IepeueHb CEPBUCOB IMOINCUCTEMB> —-—
action restart

MoapobHoe onncaHMe NnapameTpoB 3aMycka CKpUNTa deploy-ac.sh NPUBEAEHO B

noapasaene 3.2.
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4. PESBEPBHOE KOMNMPOBAHUE

BHUMAHMWE! MpuBeaeHHble HUXE MMeHa GaNIOB U KaTa/0roB XapaKTepHbl ANA

TMNOBOro BapmaHTa ycTtaHoBkM MMO u cpeabl dyHKUMOHMpPOBaAHKMA M0,
4.1. Pe3epBHOe KonupoBaHue nocne yctaHoBku (o6HoeneHus) MMNO

[Mocne ycnewwHom ycTaHoBKM (0bHoBeHNA) MMNMO HeobxoAMMO CO34aTb PE3EPBHYIO
KOMNUKO  KaTajsora install-<Bepcusd [IO0>/install-ac/ (install-<Bepcus

[IO0>/install-ac-mt/).

4.2. Nepuoguyeckoe pe3epBHOE KONUPOBAHME M PE3EPBHOE KONUPOBaHUE nepea

yCTaHOBKOW 06HOBNEHUI

MepuoaMYHOCTb PE3EepPBHOr0  KOMMPOBaHMA onpedensaeTca  pernameHTamu
SKCMAYaTUPYIOLLEN opraHnsaLmm.
Mepuoamnyeckoe pes3epBHOE KOMMPOBAHME M pe3epBHOE KOMMpoBaHMe nepeq,

YCTaHOBKOM 0OHOBNEHMIM BbINO/IHAETCA B NPUBEAEHHOM HMMKE NOC/1Ie0BaTeNbHOCTU.
4.2.1. Pe3epBHOE KONMPOBaHMeE AaHHbIX

4.2.1.1. Co3aatb pesepBHble Konuu b/:
— B (auth);

— MM (appstore);

— Yy (emm);

— NYT (mt);

MCY (push);

— NOOC (pkgrepo).
Pe3epBHada Konua b/l BbinoaHAeTcA B cooTBeTCcTBMM € 3/1 Ha ncnonblyemyto CYb/,

nmMbo B COOTBETCTBUM C pernameHTamm 3KCNayaTUpYoLLEN OpraHn3aLnn.
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4.2.1.2. Co3aatb pe3epBHYO KOMMto KaTasora ¢ dannamm M «ABpopa MapkeT».

[na 3TOro HeobXxoAMMO CO34aTb PE3epBHYHO KOMWKO KaTasnora dannamu
MM «ABpopa MapkeT» Ha Cepsepe npunoxeHun MM anbo B eanHom dainosom
XPaHWAMLLE B 3aBUCMMOCTM OT MCMONb3YEMOro BapmaHTa XxpaHeHna ¢annos. MHpopmauma
O pPacnonoXKeHun KaTanora ¢ parnamm MM «ABpopa MapkeT» npuseaeHa s n. 2.8.1.

4.2.1.3. Co3aaTtb pe3epBHY KONMIo KaTanora ¢ anamm naketos OC MNOOC.

[na aToro HeobXxoAMMO CO34aTb PE3EPBHYIO KOMMIO KaTanora ¢ pannamm NakeTos
OC NOOC Ha Cepsepe npunoxkenuin NOOC nnbo B eanHOM GalNOBOM XpaHUAULLE B
3aBMCMMOCTM OT MCMO/b3YEMOrO BapWaHTa XpaHeHwa dannos. WHPopmauma o

pacnonoxeHnn katanora ¢ pannamm naketos OC MOOC npunseneHa B n. 2.8.4.
4.2.2. Pe3epsHoe KonuposaHue 110

4.2.2.1. Co3aaTb pe3epBHYI KOMWIO KaTanora C KOHPUrypaumoHHbIMK danamm
noacuctem m cepsmcos MNMO (katanor: /var/ocs/).

4.2.2.2. Co3naTtb pe3epBHyto Konuto cepsucos [1M10.

[ns aToro HeobxoaAMMO CO34aTb PE3EPBHYH KOMUIO:

— ¢dannos *.target u *.service no macke o0cs-*, HaxogAWMXcs B KaTasore
/etc/systemd/system/;

— OuHapHbIX GalNoB CepBMCOB MO MacCKe 0Cs-*, HaxoaAwMmxcA B KaTanore

Jusr/bin/.
4.2.3. Pe3epBHOE KOMMPOBaHME KOMMOHEHTOB cpebl QYHKLUMOHMPOBAHMA

4.2.3.1. Co3pnatb pe3sepsBHyto konumio Nginx Web Server (KaTtanor: /etc/nginx/).

4.2.3.2. Co3natb pe3epBHyto konuto Consul (KaTanor: /opt/consul/).

4.2.3.3. Co3natb pesepsHyto Konuto Consul Template (kaTanor: /etc/consul-
template/).

4.2.3.4. Cosgatb pe3epBHyto Konumto Nats Streaming Server (KaTanor:

/data/nats/).
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4.2.3.5. Co3aatb pe3epBHY KOMM KOHOUrypaumoHHbix dannos Redis (pannsbi:
/etc/redis.conf, /etc/sentinel.conf).

4.2.3.6. Co3aaTtb pe3epBHY KONM KOHOUIypaumoHHbIX danos CYB/]

— npu ncnonbzosaHun CYB/[, PostgreSQL BbINONHUTL pe3epBHOE KOMMpPOBaHUe
dannoB: /var/lib/pgsql/<eepcmsa CYBI PostgreSQL>/data/postgresqgl.conf,
/var/lib/pgsql/<Bepcus CYBIl PostgreSQL>/data/pg hba.conf ana OC CentOS un
/var/lib/pgsqgl/data/postgresqgl.conf, /var/lib/pgsgl/data/pg hba.conf
ana OC Anbt 8 CI1;

— npu ncnonbzoBaHun CYB/, PostgresPro BbINONHUTL pe3epBHYO Konuto Gpainnos:
/opt/pgpro/std-<Bepcusa CYBI PostgresPro>/data/postgresql.conf,
/opt/pgpro/std-<sepcusa CYBIl PostgresPro>/data/pg hba.conf).

4.2.3.7. Co34aTb pe3epBHY KOMUIO CETEBbIX HACTPOEK.

[lna aToro HeobxoAMMO Co34aTb pe3epBHble KONWK caeayrowmx Gannos:

— Jetc/hosts;

— /etc/hostname;

— KOHoUrypaumoHHble pannbl DNS-cepsepa.
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5. OBHOBJIEHUE MMNO U OC ABPOPA

5.1. Nopsagok o6bHoBNEHUS

B pamkax noaaepku KusHeHHoro umkna [MMNO npeanpusaTMe-m3roToBUTENb
BHOCUT B HEro W3MEeHEeHMWA, HaMnpaB/ieHHble Ha YAydlleHMe 3SKCNAyaTaLMOH HbIX
XapaKTEPUCTMK N YCTPAHEHWE HEAOCTATKOB.

[osBeneHne nHGopmaumm o Bbinycke ob6HoBaeHM MNIMO oo Kaxaoro notpebutens
MMNO ocyuecTBAAeTCs NOCPeACTBOM OTMNPaBKM COODLLIEHWI HA 3NeKTPOHHble aJpeca
notpebutenen u/mam  nocpeactsom nybamKkauum  Ha oduuManbHOM  Beb-calTe
npeanpuatna-paspabotyumnka (https://www.omp.ru, https://auroraos.ru).

MpeaoycmoTpeHbl  cneaytouime  cnocobbl  NpeaocTaBAeHMA  0OHOBAEHWM
noTpebuTenam:

— oTnpasKka HosoM Bepcum MIMO ¢ conpoBOANTENbHBIM MUCbMOM;

— nybnnkauma ISO obpasa 3arpy3odyHoro moayns HosoW Bepcum (MO Ha
odnuUManbHOM camnte npeanpuaTna-paspaboTymka (https://www.omp.ru,
https://auroraos.ru).

MoTpebutenb TakKe MMeeT BO3MOMHOCTb MOJYYUTb MHOOPMALMIO O BbIXOAe
obHOBNEHMIN Yepe3 CcayxKOy TexHMYeckorm MOoAAEPKKM NpeanpuatTma-paspaboTymKa
no ten.: +7 (495) 269-09-80 nnb0o No aNeKTPOHHOM NoyTe: support@omp.ru.

YctaHoBKa o6HoBneHu [IMNO  A0MKHA OCYWECTBAATLCA B COOTBETCTBUM C
TpeboBaHNAMM, NPUBEAEHHbIMM B HACTOALLEM AOKYMEHTE.

Echv notpebutens MMO He MOXeT peannsoBaTb KOMMEHCUMPYOLLIME Mepbl Mo
3aWwmTe MHOOPMALUMM UAWM  OrpaHMYeHMa no npumeHeHuto (MO, pekomeHAyeTcA
NPeKpaTUTb ero NPUMeHeHMe.

ObHoBnATb MO o Tpebyemol Bepcum A0NYyCTMMO Tonbko ¢ Bepcum (M0,

yKasaHHoOM B Tabanue (Tabaunua 23).
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Tabnnua 23
Homep HoBo MNepeyeHb BEPCHiA, C KOTOPbIX A0MYCTUMO OBHOBNEHUE

BEpCUM [10 HOBOW BEPCUM

2.2.0 2.1.3*

2.2.1 2.1.3%,2.2.0

2.2.2% 2.1.3%,2.2.0,2.2.1

2.3.0 2.2.2%*

2.4.0 2.2.2*%,2.3.0

2.5.0 2.2.2%,2.3.0,2.4.0

2.5.1* 2.2.2*%,23.0,2.4.0,2.5.0

3.0.0 2.5.1*

3.0.1 2.5.1%,3.0.0

3.1.0 2.5.1%,3.0.1

3.1.1* 2.5.1*,3.0.1,3.1.0

3.1.2* 2.5.1%,3.1.0,3.1.1*

3.2.0 3.1.0,3.1.2*

* - Bepcum MNO, npoweawmne ceptndmkaumo so PCTIK Poccun.

5.2. O6bHoBneHne cepBepa npunoxenun Mo

BHUMAHWE! Ona yctaHoBKkn obHoBAeHMA MO KonmnyectTso cBOHOAHOIO MeCTa Ha
ecTKkom amcke cepsepa b/l Mb A01KHO ObITb HE MeHblLe, Yem pasmep camolt b1 MB. Mpwn
HEeAOCTAaTOYHOM KOAMyecTBe CBODOOAHONO MecTa Ha *KEeCTKOM AMCKe ero Heobxoammo
yBeNn4nTb. Mpoao/KnTenbHOCTb Npouecca obHosneHuna MIMO 3aBUCKT OT pasmepa b/l
MOXeT 3aHATb A/IUTeIbHOe BPeMA.

Ons obHoBneHus cepsepa npuaoxKeHut MO  HeobXoAMMO  BbINOMHUTL
OMMCAHHbIE HMXKE AEUCTBUA.

5.2.1. Co3gaTtb pe3epBHYKD KOMWU AaHHblX, [0 1 KOMMNOHEHTOB cpebl
OYHKLUMOHMPOBAHMA B COOTBETCTBMM C pa3aenom 3.

5.2.2. CkonupoBaTb Ha ynpasaswouwyto IBM apxus ¢ HoBon Bepcuen MO un
pacrnakoBaTb ero B cooTBeTcTBum c n. 2.3.6 - 2.3.9.

5.2.3. O6bHOBMUTbL Ha ynpasaatowen IBM nakeTbl B COOTBETCTBUM C M. 2.3.3.
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5.2.4. HacTpouTb KOMMOHeHTbl cpedbl QyHKUMOHMpoBaHMA [MNO un MMNO B
COOTBETCTBMM C NoApasaenom 2.4,

5.2.5. BbInonHUTb upgrade CKpunThI.

[na 3Toro HeobxoAMMO NEPenTU B KaTanor CO CLEHAPMAMM YCTAHOBKM HOBOM
BepCMMfﬂjO(KaTaﬂor:install—<HOBaH Bepcusa IIO>/install-ac/) M BbINOJIHUTL BCE
CKpUNTbl play-upgrade to release <sepcwua IIIIO>.yml, BEPCUMN KOTOPbLIX /IeXKAT B
AManasoHe mexay yctaHosneHHon Bepcuid MMO (He BKAIOYUTENBHO) M HOBOM Bepcuen
MMO (BKNtoYMTENbHO). [1ns HEKOTOPLIX Bepcui MNIMO ckpmnTbl MOryT OTCYTCTBOBATbL. 3aMyCK

CKpMNTOB OCYLWECTBAAETCA C NOMOLWbKO KOMaHAbl:

ansible-playbook -i inventories/hosts.yml -u <uMs NOJIL30BATEJSA>
release upgrade/play-upgrade to release <epcmsa I[IO>.yml -vv --diff

Hanpumep, ana obHosneHua MMO ¢ Bepcmn 2.2.2 ao Bepcun 2.5.1 Heobxoanmo

BbIMOMHNUTL Chegyroume KOMaH4bl:

ansible-playbook -i inventories/hosts.yml -u <uMs NOJIL30BATEJS>
release upgrade/play-upgrade to release 2.5.0.yml -vv --diff
ansible-playbook -i inventories/hosts.yml -u <umMsa noJjib30BaTENS>
release upgrade/play-upgrade to release 2.5.1.yml -vv --diff

5.2.6. O6HoBneHne CYB/M PostgreSQL 11/12/13/14 po HoBOWM cTaplien Bepcum®

(major version)HeobXxoAMMO OCyLLECTBAATb B cooTBEeTCTBMM ¢ 3/ Ha CYB/.

5.2.7. YCTaHOBUTb KOMMOHEHTbI cpeabl PYHKUMOHWMPOBAHMA B COOTBETCTBMU C
n. 2.5.1.

5.2.8. YctaHosuTb [0 B cooTBeTcTBMM C M. 2.5.2.

5.2.9. BbinonHUTb post_upgrade cKkpunTbl.

[ns 3TOro HeobxoAMMO NEepenTU B KaTanor CO CLEHApPUMAMKW YCTAaHOBKM HOBOM
Bepcum MMO (KaTanor: install-<uoeas Bepcus IIO>/install-ac/) M BbINOAHUTb BCE
CKpUNTbl play-post upgrade to release <sepcusa IIIIO>.yml, BEPCUMN KOTOPbIX
Nnexart B AManasoHe mexay ctapoi sepcuit MMNO (He BKAOYUTENBHO) M HOBOW Bepcuen

MMNO (BknounTeNnbHO). [1na HekoTopbix Bepcuii MIMNO CKpUNTbI MOTYT OTCYTCTBOBATD.

°> CornacHo crneumdukaummn SemVer 2.0.0.
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3anyc+< CKpMNTOB OCYLWECTBAAETCA C MOMOLW b KOMaHAbI!

— CKpuNT play-post upgrade to release 3.0.0.yml:

ansible-playbook -i inventories/hosts.yml -u <uMs [OJIb30BATEJS>
release upgrade/play-post upgrade to release 3.0.0.yml -vv --diff --
limit <xocT c IIM>

B napameTpe limit HeO6XO,£|,l/]N\O YKa3aTb MMA OAHOTO N3 XOCTOB C YCTaHOBﬂeHHOl‘;]
MM (Hanpumep, ocs-app.local).

— CKpUNT play-post upgrade to release 3.1.0.yml:

ansible-playbook -i inventories/hosts.yml -u <umMsa noJjb30BaTENS>
release upgrade/play-post upgrade to release 3.1.0.yml -vv --diff

5.2.10. Nepe3anycTnTb CepBUC ocs-pkgrepo-pkg-repo-api C MOMOLLbIO

KOMaHAbl:

ANSIBLE USER=<umMsa noje3oearens> ./deploy-ac.sh --subsystems pkgrepo --
apps ocs-pkgrepo-pkg-repo-api --action restart

5.2.11. OnosecTtnTb Nnonb3osaTenen MMNO 0 HEOOXOANMOCTN OYUCTUTL K3LL 1 cookies
BeO-Opay3epa. WMHauye npu  OTKpbITUM  uHTepdeica [MNO  byaeTr  owmbka

HTTP ERROR 400.
5.3. O6HoBneHne MIN

BHUMAHWE! Tllepen obHoBneHnem MIT HeobxoaMmo 0OHOBUTL CcepBep
npunoxeHuni MNMO B cooTBeTCcTBMK ¢ NoApa3saenom 5.1, a Takxke OC ABpopa a0 Tpebyemon
Bepcun. [onyckaetca obHosneHne MM no 6onee HoBon Bepcum (downgrade MI1 He
nonyckaetca).

[na obHosneHma MI HeobxoamMmo nocnenoBaTesbHO BbIMONHUTL Cleaytoline
nNencTeuA:

5.3.1. 3anpocunTb B TEXHMYECKOM MOAAEPKKE MPeanpUATUA-U3roTOBMTENA MNakeT

omp-ocs—-updater.
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[MaKeT omp-ocs-updater NpeacTaBaseT coboi rpm-nakeT, BKAKOYAOWMA NaKeTbl
MI1 13 coctaBa 3arpysodyHoro moayns MO, a Takxke bash-ckpunT Ana UX NpPaBUAbHOM
YCTAHOBKMU.

5.3.2. 3arpy3ntb B [1TM nakeT omp-ocs-updater Ana tex sepcuin OC ABpopa, noj,
KOTOPbIMM NMpONCXoauT akcnayataums M. MNMopagok aenctsmin no 3arpyske MM B MM
OMnKncCaH B AOKYMeHTe «PyKOBOACTBO NMOMb30BaTeA. HacTtb 2. [logcmnctema « MapkeT».

5.3.3.C nomouwbto MNOANTUKM  «T1PUNOKEHWNS/YCTAHOBKA MNPUNONKEHUIM  Ha
ycTponcTBo» (dyHKumoHan MY) yctaHOBUTb HOBYIO Bepcuto MIT Ha TecToByto rpynny MY ¢
LLe/1bto MPOBEPKM KOPPEKTHOCTM 0OHOBAEHMSA. MopAAOK PabOoTbl C MOAUTUKAMM M TRYNNAMM
MY onucaH B AoKymeHTe «PykoBoacTBO nonb3osBaTens. Yactb 3. Moacuctema lMnatpopma
ynpaBaeHna».

BHUMAHWE! B naHHoM rpynne MY go/ikHbl HaxoanTeca MY, GyHKUMOHMPYOLLME
noA, ynpaBieHMEM OAHOM W TOM e TpexaHayHoh Bepcum OC ABpopa (Hanpumep,
Bepcun 3.2.3).

5.3.4. 3arpy3ntb B 1M nakeT omp-ocs-updater Ana Tex Bepcuin OC ABpopa, noj,
KOTOPbIMM NponcxoamuT akcnayataumsa M. MNopagok aenctesmin no 3arpyske MM B MM
npueeeH B JOKyMeHTe «PyKoBOACTBO Nosib3oBaTend. HYacte 2. [loacncrema « MapkeT».

5.3.5. YbeauTbcsa, 4TtOo B Kaptoyke MY (B KoHconn agmuHuctpaTtopa [1Y)
oTobparkaeTcs Tpebyemana sepcma MI1.

5.3.6. MNMocne ycnewHoro obHoBneHns MI Ha TectoBon rpynne MY BbINOAHUTb

0OHOBNEHME aHANOTMYHBbIM 0BpPa3oM ANA OCTanbHbIX MY.
5.4. O6HoBneHne OC ABpopa c nomoulpto MY

O6HosneHne OC ABpopa BbINOAHAETCA B CAeAytoLLLeN NOCNeA0BATENbHOCTMU:
5.4.1. ObHoBUTbL cepBep npunoxeHmin NMO B cooTBETCTBMM C noapa3genom 5.1.
5.4.2. 3arpy3uTb B pannosoe xpaHunuuie NMOOC nakeTbl Tpebyemon Bepcum OC B

cooTBeTCcTBUM C N. 2.8.4.
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5.4.3. O6HoBUTL OC ABpOpa A0 Tpebyemon Bepcum Ha TecToBoM rpynne MY ¢ Lienbto
MPOBEPKN KOPPEKTHOCTU OBHOBAEHUS C MOMOLLbIO MOANTUMKM «[1pUAoKeHUA/YCTaHOBUTb
Bepcuto OC». Mopaaok paboTbl ¢ NOAUMTUKAMM U rpynnamu MY npuBeaeH B AOKYMEHTe
«PykoBOACTBO Nonb3oBaTend. Yactb 3. MNoacucrema MNaatbopma ynpasneHma».

5.4.4.Yb6eamTbcsa, 4YTO NOC/NE OKOHYAHMA 33[aHHOM0 B NpaBMIe BPEMEHHOrO
MHTepBana OOHOBAEHMA B KapToyke Kaxaoro MY m3 TecToBoM rpynnbl OoToOparkaeTcs
Tpebyemas Bepcuns OC Aspopa.

5.4.5. ObHoBuTb MIT TIMNO Ha TectoBon rpynne MY B COOTBETCTBMM C
noapasaenom 5.3.

5.4.6. BbinonHNTb 06HOBAEHME aHAIOMMYHbIM 0O6pa3om Ans ocTanbHbix MY nocne

ycnewHoro obHosneHna OC Aspopa 1 MI1 Ha TecToBoM rpynne MY.
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6. YOAJIEHUE MNNO

Ona yoanenua MNMO HeobxoAMMO BbINONHUTL Caeaytolime AeNCTBUA:
6.1. MMepelTn B KaTanor co cueHapmamm yctaHosku MMM0.

6.2. Yaanuts MNMO ¢ nOMOLLbIO KOMaHAb!:

ANSIBLE USER=<mMsa nosbszoearensa> ./deploy-ac.sh --action flush all

MNoapobHoe onmcaHne NapaMeTpoB 3aMyCcKa CKpUNTa deploy-ac.sh NpMBEAEHO B

noapasaene 3.2.

6.3. YOanuTb KOMNOHEHTbI cpeabl PYHKLMOHNPOoBaHMA MO ¢ NOMOLLbIO KOMaHAbI:

— 6e3 yaaneHuns AaHHbIX, xpaHawmxcs B CYB/[ PostgreSQL:

ANSIBLE USER=<umMa nojeb3oBaTensa> ./deploy-infra.sh --action flush all

— CyAdaneHunem AaHHbIX, xpaHAawmxca B CYB/ PostgreSQL:

ANSIBLE USER=<mmMmsa nosbzosarens> ./deploy-infra.sh --action flush all -
-extra-vars "pg uninstall delete data=true"

MNoapobHoe onucaHWe NapaMeTpoB 3anycka CcKpunta deploy-infra.sh

npueeneHo B noapasaene 3.1.
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7. BAPUAHTbBI YCTAHOBKU MCY

7.1. YctaHoska NCY Ha oauH cepsep (xocT) ¢ apyrumm noacuctemamu MNMo
[aHHbIM BapnaHT ycTaHoBKM [MMO ocyllecTBnAeTCcA N0 YMOMYaHMIO.
7.2. YctaHosKa NCY Ha oTaenbHbii cepeep (xocT)

3afaHne aapecoB CepBepoB (MMEH XOCTOB), Ha KOTopble OyayT YCTaHOBAEHbI
noacuctembl MMO, ocyuiecTBadaeTca Ha aTtane HacTporku MMNO (nn. 2.4.2.2). Ana Toro,
4yTOObI ycTaHOBMUTL MNCY Ha OTAENbHbIN cepBep, HEOOXOANMMO B KOHOUTYPALMOHHOM paine
inventories/hosts.yml 3a4aTb afpec cepBepa (MmaA XocTa), Ha KOTOPbIN HeobxoaMMOo

yctaHoBuTb MCY (push), Hanpumep:

app:
hosts:
ocs—-app.local:
subsystems: auth, appstore,emm,mt, pkgrepo,
acenterapp02:
ocs-push.local: push

OnucaHne nopsAka  3a4aHuMA  a[pecoB B KOHOUIypauUMOHHOM  danne

inventories/hosts.yml npusegeHo 8 n. 2.9.13.
7.3. OtaenbHas ycraHoBKa [NCY (yctaHoska M6 1 MNCY)

Ons  oTaenbHoW ycTaHoBKM [CY  HeobXoAMMO  BbIMOAHWUTb  CAEeAYIOLLYHO
nocneaoBaTeNbHOCTb AENCTBUM:

7.3.1. BoinonHuTh nocnenoBaTeIbHOCTb NencTBumn, npeayCMOTPEHHYO
n.2.2-2.5.1.

7.3.2. YctaHoBuTb 16 1 MCY ¢ nOMOLBbIO KOMaHAbI:

ANSIBLE USER=<umMsa nojes3obaTensa> ./deploy-ac.sh --subsystems auth,push

7.3.3. BoinonHUTL nocnefoBaTe/IbHOCTb NencTeumn, npeasycMOTPEHHYIO

n.2.5.3-2.5.5.
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8. KOH®UTYPALUMOHHbIE ®AWNbI CLEHAPUEB YCTAHOBKMW CPEADbI
®YHKUMOHUPOBAHWA

8.1. KoHpurypaLumoHHble dpaitnbl CLeHapUeB YCTaHOBKM cpedbl QYHKLMOHMPOBAHMA

8.1.1. IHBeHTapHbIM paiin inventories/hosts.yml

B nHBeHTapHOM ¢aine inventories/hosts.yml 33[at0TcA agpeca CepBepos
npuaoXKeHun n cepsepos b/l, Ha KoTopble ByayT yCTaHOBAEHbl KOMMOHEHTbI cpeapl
bYyHKUMOHMpPOBaHMA. ONUcaHNE CeKUMN MHBEHTApHOro ¢aina inventories/hosts.yml

npueeaeHo B Tabauue (Tabnamua 24).

Tabnuua 24

CeKumAa KOHPUrypaLumoHHoro ¢pakina OnucaHue
all.children.ocs.children.app Cepsepa npunoxxexumi MNMNO

all.children.ocs.children.postg CyB,ﬂ, Postgres (rﬂaBHb|l\/J| cepsep B'ﬂ‘)
resgl.children.postgresgl maste

rs

all.children.ocs.children.postg | Penanka CYB/, Postgres (pesepBHblit cepsep
resqgl.children.postgresgl slave 511)

S
all.children.ocs.children. nginx 58ﬂaHCI/IpOBU_LVIK NWIKpOCepBl/ICOB «Ng|nx Web
Server»

all.children.ocs.children.consu Cuctema O6Hapy>KeHl/|ﬂ cepBumcoBs «Consul»
1

all.children.ocs.children.consu CpefcTBo ynpasaeHua KoHGUrypaumsamm
l-template mukpocepsncos «Consul Template»
all.ch%ldren.ocs.children.nats__ CepBuC rapaHTUMPOBAHHOMN A0CTaBKM
streaming_server coobuiennii «Nats Streaming Server»

all.children.ocs.children.redis | CYB/l Redis ana xpaHeHua ceccui
.children.redis masters

all.children.ocs.children.redis | Redis Sentinel o6ecneynBaer BbICOKYIO
.chil : inel .
children.sentine noctynHocTb CYB/ Redis

®alin cueHapua YCTaHOBKW ANA YCTAHOBKM cpedbl dyHKUMoHMpoBaHua MMO Ha

OZlHOM CepBepe C JOMEHHbIM UMEHEM ocs-app.local UMEET CAeayolnii BUa;.
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all:
children:
ocs:
children:
app:
hosts:
ocs—-app.local:
postgresqgl:
children:
postgresgl masters:
hosts:
ocs—-app.local:
postgresqgl slaves:
hosts:
nginx:
children:
app:
hosts:
consul:
children:
consul servers:
children:
app:
hosts:
consul agents:
consul template:
children:
app:
nats streaming server:
children:
app:
hosts:
redis:
children:
redis masters:
children:
app:
hosts:
sentinel:
children:
app:
hosts:
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8.1.2. HacTpolkn cueHapueB YCTAHOBKM cpeapl PyHKUMOHMpoBaHMa (MO B
KoHOUIypauynoHHbIx  daknax config/vars/ vars.yml un config/subsystems/<Ha3BaHue

noacuctembl>/vars/ vars.yml

B AaHHbIX KOHOMUIYpPaUMOHHbIX dananax 3a4atoTcA  HACTPOMKM  Caedytolmx
KOMMNOHEHTOB cpeabl PyHKUMOHMpoBaHMA MIMO: Nats Streaming Server, Consul, CYB/]
Redis 1 CYB/, PostgreSQL. KoHdurypaumoHHble daninbl  vars.yml MCNOAb3YIOTCA TONbKO
B NpoLLecce yCTaHOBKM.

OnucaHve napamMeTpoB KOHOUIypaUMOHHbIX GannoB vars.yml NPUBEAEHbl B

KOHPUIypaLUMOHHbIX Galinax B BUAE KOMMEHTAPMEB.

8.1.3. HacTpoiKkm naponen n cekpetoB KOMNOHEHTOB cpebl GYHKLUMOHMPOBAHMS B
KOHPUIypaumoHHbIX  dannax  config/secret.yml n  config/subsystems/<Ha3BaHune

noacucremsl>/secret.yml

B AaHHbIX KOHOUIYpPaLUMOHHbLIX dainax 3a4atoTcs NAapON N CEKPETbI CAeaYOLLLNX
KOMMNOHEHTOB cpeabl PyHKUMOHMpPoBaHMA MMO: Nats Streaming Server, Consul, CYB/]

Redis n CYB/1 PostgreSQL.
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9. KOHOUTYPALLMOHHBIE ®AMbI MNO
(CLEHAPWEB YCTAHOBKW MNO)

9.1. Obuwaa nHpopmauma o KoHPUrypaumoHHbIx pamnax MNMNo

MPUMEYAHUE. OnuncaHmne napameTpoB KOHOUIypaUMOHHbIX ¢alioB cueHapunes

yctaHoskM MMO m NMNO npuBeaeHbl B KOHOUTYPaLMOHHbIX Galinax B BUAE KOMMEHTApPUEB.

CTpyKTypa KOHOUrypaumoHHbix ¢amnos MMNO B obuwem Buae npuBeaeHa Ha

pucyHke (PucyHok 15). MupHbim wpudTOom BblaeneHbl  dalnbl,
pefaKkTMpoBaHMO.  PeaakTMpoBaHMe  MnapameTpoB B OCTa/lbHbIX

npegnonaraeTcAa.

noasexatime

dannax He

/var/ocs/config/
—— environments
L — <nasBanme oxpyxeHMm>
—— vars
L— _vars.yml
— config.yml
—— subsystems
L <HasBaHMe I[IOILCUCTEMEB>
—— applications
—— <Ha3BaHUE CepBUCaA>
— vars
—— services.yml
— vars.yml
—— config.yml
—— internal.yml
—— scopes.yml
—— config.yml
—— internal.yml
—— secret.yml

PucyHok 15

MMNO coaepKuT cneayoLine Tunbl KOHOUIYPaLMOHHbIX GannoB:

— KOHUrypaumoHHbit dann MMNO (/vars/ocs/config/config.yml);

— KOHOUrypaumoHHble dannsbl noacucTem

rnno

(/vars/ocs/config/subsystems/<HasBaHue mnomcucTeMer>/config.yml);
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— KOHOUIypaumMoHHble Galnbl C NAapoOasMM M TOKEHAMM KOMMOHEHTOB Cpeabl
dyHKUMoHMpoBaHuA MNMO (/vars/ocs/config/secret.yml);

— KOHQUrypaumoHHble  dannbl  cepsucoB  (moaynen) TMO  (/vars/ocs
/config/subsystems/<Has3BaHue noncucrTemer>/applications/<HazsBaHue
cepsuca>/).

B KoHUrypaumoHHom dpaine MMO coaeprKatcsa HacTponkm MMO.

B KOHDUIypaLuMoHHbIX daliax NoaCUCTEM COAEPKATCA HAaCTpPoMKK noacmuctem MMI10.

TakXe B KOHPUrypaumoHHble danabl MNOACUCTEM BblHECEHbI (MOryT ObiTb BbIHECEHbI)
OoTAeNbHble HAacTpoMKKM cepBmncos MO, KoTopblie MOXKET M3MeHATb aammnHmcTpaTtop MMO. B
NAHHOM C/ay4yae B KOHQUrypauMoHHOM daline COAEPXKMUTCA CeKuMA C MMEHEM CepBMUCa.
HaﬂpMMep,CeKuMﬂﬂﬂﬂCemecaocs—auth—accounts—users—apiBbWﬂﬂAMTCﬂEAyKnuMM

obpazom:

ocs-auth-accounts-users-api:

##

# The number of recently used passwords,

# which system will store for forbidding use it for new password
creating.

##

passwordHistoryDepth: 3

##

# Maximum inactivity period 45 days.

# If account not use system during this time, account will be
blocked.

# Must be greater or equal to OIDC refresh token lifetime.

##

maxAccountInactivityPeriod: "1080h"

BHUMAHWE! PepaktnpoBaHue KOHPUIypauMOHHbIX GaloB CepPBMCOB He

npegnonaraeTca.
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9.2. Obuwaa nHpopmauusa o KOHPUrypaUMOHHbIX pannax cueHapues yctaHoBkuM MNMM0O

CTpYyKTypa KOHOUIypaLMOHHbIX $ainnoB cueHapues ycTaHoBkK M0 B obuem suae
npuBeaeHa Ha pucyHKe (PucyHok 16). MupHbiM  WpudTOM BblaeNeHbl  Gansbl,
noanexaluime peaakTMpPoOBaHUIO. PeaakTMpoBaHMe NapaMeTpoB B OCTalbHbIX dainax He

npegnonaraeTcA.

install-ac-mt
—— config
—— environments

L — <nasBanme oxpyxenms>
—— subsystems

<HasBaHMNe IIOICUCTEMEBI>

—— applications

L — <uasBanme cepsuca>
—— vars
—— services.yml
— _vars.yml
—— config.yml (unmn config.yml.j2)
—— internal.yml
—— scopes.yml

—— vars
L— vars.yml

—— config.yml.j2

—— internal.yml

—— yvamllint.release.yml
— secret.yml

—— inventories

—— <Ha3BaHUE OKPYXEeHMI>
— hosts.yml

PucyHok 16

CueHapum yctaHoBkM [MO cogep:kaT cneayouime TuUNbl KOHOUIYPALMOHHbBIX
dannos:
— KOHOUrypauMoHHbIN paln inventories/hosts.yml;
— KOHOUTYPaLUMOHHbIN dann cueHapma YCTaHOBKM Mno
config/vars/ vars.yml,
— KOHOUrypaumoHHble  danabl  CUeHapueB  YCTaHOBKM  noacuctem [0
config/subsystems/<HaszBaHme nomcmucTeMsr>/vars/ vars.yml,

— wabnoH koHdurypaumnmoHHoro darna MMNO (config/config.yml.j2);
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— KOHOUIypaLUMOHHble bannbl noacucTem rro
(config/subsystems/<uasBanme nomcucrems>/config.yml);
— wabnoHbI KOHOUTYPALMOHHbIX dannos noAcuCTeEM Mno

(config/subsystems/<uasBaHue nomcucrems>/config.yml.j2);

— KOHOUrypaumoHHble bannbl CepBMCcoB (mopynen) Mno
(config/subsystems/<uasBaHue noncucTeMer>/applications/<HasBaHue
cepsuca>/);

— KOHOUIypaumMoHHbIM ¢aln ¢ NaponAMM M TOKEHaMM KOMMOHEHTOB cpefpbl

dyHKUMOHNpPOBaHMA MIMO config/secret.yml.
9.2.1. KoHpUrypaumoHHbi daiin inventories/hosts.yml

KoHourypaumoHHblin  ¢aln  inventories/hosts.yml  COAEPXMT  adpeca
cepBepoB (MMeHa XOCTOB), Ha KOTOpPble YCTaHOBAEHbI (OyAyT yCTaHOBAEHbI) KOMMNOHEHTb
cpeabl dyHKUMoHnposaHua MMO n noacucrems MMO.

OnucaHue napameTpoB KOHOUIypauUMOHHOro ¢arna inventories/hosts.yml

npueeneHo s n. 8.1.1.

9.2.2. Obwnn KOHPUIYpPaLUMOHHbIN dann cueHapues YCTaHOBKM

config/vars/ vars.yml

KoH®UrypaumoHHbi ¢ain config/vars/ vars.yml ABAAeTcA obWMM AN BCeX
noacuctem n moaynen MMNO M coaepsKUT MNOAHbIA MNepedyeHb OOWIMX NapameTpos,
OTHOCALWIMXCA K noacnctemam n moaynam Mro.

KoHourypaumoHHble ¢arnbl  vars.yml WCNOAb3YIOTCA TOMbKO B MpoLecce
YCTAaHOBKM, MPWN 3TOM KOHUTypaumnmoHHble pannsl config.yml (config.yml.j2) ncnonbaytotcs

KaK B rnpouecce yCTaHOBKW, TaK N B Npouecce akcnayataunm rro.
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9.2.3. KoHdUrypaumoHHble dannbl cueHapueB YyCTaHOBKKM ana noacuctem (MO

(bamnbl: config/subsystems/<Ha3BaHune nogcuctembl>/vars/ vars.yml)

KoHdurypaumnmoHHble ¢annbl _vars.yml MOACUCTEM COAEPXKAT NapameTpsbl,
OTHOCALWMECA K KOHKPeTHOW noacucTeme. TakKe AaHHble daiabl MoryT ObiTb 4OMNONHEHDI
napameTpammn 13 obulero KOHGUrypaumoHHoro darna, 3Ha4eHMAa KOTopbiXx HeEOBXoAMMO
nepeonpenennTb A4NA 3a4aHHOM NOACUCTEMBI.

KoHourypaumoHHble dannbl  vars.yml B OCHOBHOM COAEPXaT HACTPOMKM
B3aMMOAENCTBMA  MOACMCTEM  C  KOMMNOHEHTaMW  cpedbl  QYHKLMOHMPOBAHMUSA.
Pacnonaratotca JAaHHble KOHQUIypaLMOHHble dalnbl B KaTanore co CLeHapuamm

YCTaHOBKM NO CAeaytoLemMy nyTu:

config/subsystems/<unaszBaHue nomcucreMmer>/vars/ vars.yml

Hanpumep, KoHbUrypaumoHHbit dainn vars.yml ana MNb:

config/subsystems/auth/vars/ vars.yml

9.2.4. lWabnoHbl KoHOUrypaunmoHHbIX pannos MNMO 1 noacuctem MMO

Ha ocHoBe paHHbIX ¢annoB B npouecce yctaHoBku T[1MO  dopmunpytoTca
KOHPUrypaumoHHbie ¢pannbl MMO n noacuctem MMO. 3Ha4yeHWA NapaMeTpoB B WabioHax
KOHOUrypaumoHHbix ¢arnax noacuctem MMNO 3agatoTca aAMUHUCTPATOPOM, a TaKxKe
CLUEeHapWAMM YCTAHOBKM HA OCHOBE 3HaYeHWM, 3a4aHHbIX aAMWHUCTPATOPOM B
KOHOUIYpPauUMOHHbIX Gannax vars.yml.

[aHHble KOHPUTYpPaLMOHHbIe dalabl pacnosiaratoTca no caeayrolemy nyTu:

config/config.yml.j2
config/subsystems/<HazBaHue nomcucremu>/config/services/config.yml.j2

Hanpumep, wabnoH KoHbUrypaumoHHoro darna rMb:

config/subsystems/auth/config/services/config.yml.j2
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9.2.5. KoHpUrypaumoHHbI dainn ¢ NaponaMmm 1M TOKEHAMM KOMMOHEHTOB cpeapbl

PyHKUMOHMpoBaHMa MMNO config/secret.yml

B naHHOM KOHOUrypaumoHHOM daline 3a4atoTca Napoan 1 TokeHbl Nats Streaming
Server, Consul, CYB[ Redis, CYB/[, PostgreSQL, a TakXe CEKPEeTHbIN KN4 KANEHTOB
(cepBMCcOB) M KoY WMPPOBAHMA ceKkpeToB, xpaHAawmxcs B b. Mpu yctaHoske [MMO

NaHHble KOHPUTYPALMOHHbIE Gaiiibl KOMUPYHOTCA HA CEPBEPbI MPUNOKEHUNA.
9.2.6. KoHdurypaumoHHbie darnbl nogcuctem MMO

B AaHHbIX KOHOMUrypauUMOHHbIX dainax 3a4atoTcs  3HAYeHMA MnapameTposB
noacuctem MMO. B otanyme ot wabnoHoB KOHPUIypaLUMOHHbIX Gannos noacuctem MMO
3HaYeHMA NapameTpPOoB 334at0TCA TO/IbKO aAMUHMUCTPATOPOM.

PacnonaratoTcs AaHHble KOHOUIYpaLMOHHbIe Galiibl NO caeaytoLemy nyTu:

config/subsystems/<HaszBaHue noncucreme>/config/services/config.yml

Hanpumep, wabnoH KOHPUrypaumoHHoro danna MNM:

config/subsystems/appstore/config/services/config.yml.j2

9.2.7. KoHdurypaumoHHbie dparnbl cepsucos MO

KoHurypaumnmoHHble ¢palinbl CEPBMCOB PacnoaaratoTca B KaTaaore co CLueHapusamm

YCTAaHOBKM NO caeaytoLemy nyTu:

config/subsystems/<Haz3BaHue noncucrTeme>/applications/<HazBanue
cepsuca>/

Hanpumep, KoOHPUrypaumoHHble dalnbl cepBUCa ocs-auth-adminconsole-ui

Mb:

config/subsystems/auth/applications/ocs—-auth-adminconsole-ui/

OnuncaHne napameTpoB KoHOMIypaumoHHbIX ¢alnoB CepBMCOB MNPUMBEAEHO B
CaMMX KOHPUTYPaLIMOHHbIX daltnax B BUAE KOMMEHTapUEB.
BHUMAHWE! PepaktnpoBaHune KoHOUrypaumoHHbIXx ¢arnnos cepsucos MO He

npegnonaraeTca.

126




— ~] OTKPbITASA
PyKoBOACTBO aAMMHMUCTPATOPA ' HRE¥£35'G§

9.2.8. KoHpUrypaumoHHbie daiibl OKpYHKEeHUM

B KoHOUrypauMoHHbIX darnax OKpyXKeHMa nepeonpeaenarnTca napameTpbl

KOHOUIypaumoHHbIX ¢arnos, onmncaHHbix B M. 9.2.1 - 9.2.8 Ana 3a4aHHOTO OKPYXEeHMWA.

Pacnonaratotca [aHHble KOHOUTYPaLIMOHHbIE bannbl B KaTanorax
config/environments/<HazBaHue OKPYXeHnI>/ n inventories/<uasBaHue
OKPYXEeHUT>/ .

[Onsa nepeonpegeneHva napameTpa HeobXOAMMO BbIMOAHUTL Caedyolime
NEencTemA:

— €034aTb B KaTanore inventories/<HasBaHue OKPYXeHUI>/
KOHOUIYPaUMOHHbBIN Gain hosts.yml NO aHaNorMmM ¢ Gamaom inventories/hosts.yml
M 3a4aTb B CO34aHHOM daline Tpebyemble 3Ha4YeHNA NapaMeTpPOB;

— C034aTb B KaTanore config/environments/<HazBaHue OKpYyXeHnI>/
TpebyemMblin KOHPUTYPALMOHHbBIM Galn C y4eTOM €ro pacnonoXKeHma B KaTanore config.

Hanpumep, ana nepeonpeneneHna napameTpoB KOHPUrypaumoHHoro damnna
config/vars/ vars.yml ANA OKPYXeHWA release, fomKeH OblTb CO34aH CAeAyHOLLMIA
KOHQUIYPaUMOHHbLIM Gann: config/environments/release/config/vars/ vars.yml.

— CKonmpoBaTb Tpebyemblh NapameTp (BKAOYAA CeKUM, B KOTOPYH BXOAUT
napameTp) 13 obuwero KoHourypaumoHHoro d¢aina cueHapues ycTaHoBku MO mam
KOHOUrypaumoHHoro daiina cueHapunes ycTaHoBKM noacuctem MMo;

— BCTaBWTb CKOMMPOBAHHOE 3HAaYeHMe B aHaAIOTMYHbIN KOHOUTYPALIMOHHbIM Gain
NNs 3a1aHHOTO OKPYXKEHUSA;

— 3a4aTb Tpebyemoe 3HayeHne napameTpa.

9.2.9. NopaaoKk paboTbl C KOHPUTYPALMOHHbIMK dalamMm CLUEHaApPMEB YCTAaHOBKM

Mno

MapameTpbl KOHOUIYpPaLMOHHbIX GalfoB CLEHapMeB YCTAHOBKM MPUMEHAIOTCS

Cor/lacHoO nNpuopuTeTam, 3agaHHbiMm B Tabaumue (Tabauua 25).

127



— ~] OTKPbITASA
PyKoBOACTBO aAMMHMUCTPATOPA ' HRE¥£SPG§

Tabnnua 25

nOpﬂﬂ,OK npumeHeHunA

Tunbl KOHd)MurypaLl,MOHHbIX KaTanor (uma daina) napameTpos
dannos (npnoputer
napameTpos)
Obwue (ana sBcex noacuctem |config/vars/ vars.yml 1 (camblt HU3KNM
n moaynen MNMo) npuopuTeT)

. config/config.yml.j2
KOHOUIypauynoHHble dainnbl

(wabnoHsbl
KOHOUIypauUMOHHbIX hainos)
cueHapues yctaHoBkM [1110

HOH(I)I/IpraLI,VIOHHbIe d)al\;lﬂbl Config/ SubsystemS/<HaSBaH 2
e I[oIncCucTeMbl>/vars
cLieHapueBs YCTaHOBKM s / /

noacuctem MO
Hanpumep,
config/subsystems/auth/va
rs/

O6LLLVI€ (,ﬂ‘ﬂﬂ BCEX I'IO,EI,CI/ICTEN\ config/environments/<Ha3B 3
o aHue
nM n rl
ohyne O . okpyxeHus>/vars/ vars.yml
KOHPUIYypaLUMOHHbIe panbl -
cueHapues yctaHoBKkK (1110 config/environments/<Has3s

ANA 33aJaHHOTO OKPYXKeHMA aHne
okpyxenus>/config.yml

KoHdurypaumoHHble daitnpl | config/environments/<oxpy |4 (camblit BbICOKMI
cLleHapues YCTaHOBKM rexme>/<HasBaHme npuopuTeT)

H P Y IOOCUCTEME>/vVars/ p1op
noacucrtem MNMNO ans
3a/1aHHOrO OKPY}KEHMA

Mpu yctaHoBke MO napameTpbl KOHPUIYPALMOHHbIX GaioB NPUMEHAIOTCA B
COOTBETCTBMM C MOPAAKOM, npuBedeHHbIM B Tabauue (Tabnuua 25), T.e. cueHapui
YCTaHOBKM  0bOpabaTbiBaeT CHayana KoHPUrypauuoHHble  dalnbl B KaTanore
config/vars/, 3aTem B KaTanore config/subsystems/<uasBaHue
noncucrtemer>/vars/ W T.4. Ecnm, Hanpumep, Kakon-nnbo napameTp OAHOBPEMEHHO
3a/laH U B config/vars/ M config/subsystems/<Hassaume noncucTemur>/vars/, [1110
bynet YyCTaHOB/IEHO co 3HaYeHNEM napameTpa, 3a4aHHbIM B

config/subsystems/<Ha3BaHue MNOOCHCTEMH>/vars/
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Huxe onuncaHbl npasuaa 0b6paboTkM cueHapmamm yctaHoskM MNMO napameTpos,

MacCCcnBoOB M CMNCKOB, eCIM1 OHM OAHOBPEMEHHO 3adaHbl B HECKOJ/IbKUX KOHCI)MpraLI,l/IOHHbIX

dann

ax.

MpaBnno 0bpaboTKM NapamMeTpoB: 3HaAYeHWe napameTpa B KOHOUIypaLMOHHOM

daline c 6osee BbICOKMM MNPUOPUTETOM MepeonpenenaeT 3HayeHue napameTpa B

KOHOUrypaunmoHHom daine c 6onee HU3KMM MPUOPUTETOM.

[Mpnmep napametpa:

redi

s password: "example redis password"

MpaBuno 06paboTKM MaccKMBOB: MAaccuB B KOHOUIrypaUMOHHOM danne c bonee

BbICOKMM MPUMOPUTETOM NepeonpeaenseT MacCus B KOHOUIypaumMoHHOM ¢anne c bonee

HU3KUM MPUOPUTETOM.

[Mprmep maccmBa:

pg_h

ba settings:

type: local # Unix-socket access
name: all

database: all

method: trust

type: host # Localhost IPv4 access
name: all

database: all

address: 127.0.0.1/32

method: trust

type: host # Localhost IPv6 access
name: all

database: all

address: ::1/128

method: trust

type: host # Gitlab CI vbox-testing
name: all

database: all

address: 172.17.0.0/16

method: md5

HU3KMM  TIPUOPUTETOM  COAEPXKUT HOBble  3/1€EMEHTDI

MpaBunno 06paboTKM CMUCKOB: €C/IM CMUCOK B KOHPUTYpaLUMoHHOM daline ¢ bonee

(KoTopbiIx He 6biio B

KoHOUrypaunmoHHom ¢aine ¢ 6osee BbICOKMM MNPUOPUTETOM), OHU AobaBaAoTCA K

MCXOAHOMY  CMMUCKY.  3HayeHMe  napameTpa

B

CrucKe,

cofeprallemcs

B
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KOHOUIypaunmoHHoOM daiinie c 6oee BbICOKMM NPUOPUTETOM, NepeonpeaenaeT 3HadyeHne
napameTpa M3 CMUCKa, COAEPKALLEMCA B KOHOUTypaUMOHHOM ¢daine c bonee HU3KUM
NPMOPUTETOM.

[NMpumep cnucka:

postgresqgl:

dbname: example db name # database name

port: 5432 # port

user: example user # user

password: ocs # password

extensions: ["pg partman bgw", "pg trgm", "pg stat statements",
"pgcrypto"] # necessary extensions
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10. TAPAHTUNHBIE OBA3ATE/NIbCTBA

MpeanpuATMe-n3rotoBuTeNb  rapaHTupyet  pabotocnocobHocts  MMO B
COOTBETCTBMMU C 3aABJIEHHbIMM XaPAKTEPUCTMKAMM, MPeasyCMOTPEHHbIMMU HACTOALLMM
NOKYMEHTOM, Npun cobntogeHmnn notpebutenem tpebosaHuin 3.

MpeanpuaTMe-n3roToBUTENb NPOBOAUT MOHUTOPUHT 0OLLLEAOCTYMHbIX MCTOYHUKOB
MHbopMaLnmM, NyOAMKYIOLWNX CBEAEHNSA 0D YA3BMMOCTAX, Ha NpeaMeT NOABNEHMA B HUX
cBeaeHUn 06 yA3BMMOCTAX B KOMNoHeHTax MMO 1 npMHMUMaeT Mmepbl, HanpaB/aeHHble Ha
YyCTPaHeHWe BbIABNEHHbIX YA3BMMOCTEN AN UCKAOYAOLLME BO3MOMXKHOCTb MCMO/Ib30BaHMA
HaPYLWMUTEIAMM BbIABIEHHbIX YA3BMMOCTEMN.

MpeanpmATne-n3roToBnTE b obecneynsaet yCTpaHeHwue yA3BMMOCTEN
nocpencTBOMm npefocTaB/ieHunA notpebutenam onMcaHuA HeobXoAMMbIX
OpraHM3aUMOHHO-TEXHUYECKMX NpoLLeayp, HanpaB/ieHHbIX Ha YCTPaHEHWEe BblABNEHHOM
YA3BMMOCTM. TaKKe npeanpusaTMe-u3roToBuTeNb, B PamMkax nposedeHuA paboT no
YCTPaHEHMWIO BbIABNEHHbIX YA3BMMOCTEM, pa3pabaTbiBaeT o6HoBAeHMA [10.

MpeaonpuATNE-U3roToBUTENb HEe MPeaoCTaBAAET rapaHTUi UAM YCAOBUN (ABHbIX
MAN NoApa3yMeBaeMblX 3aKOHOAaTeNbCTBOM Poccuitckon Peaepalmm) OTHOCUTENbHO
rapaHTMin TOBApPHOW MPUrOAHOCTN, UHTETPUPYEMOCTU, TOAHOCTU K MCMONb30BAHUIO ANA
BbIMO/MHEHMA KOHKPETHbIX 3ada4y notpebuTtens, OTCYTCTBMA OLWMDOOK, BO3MOMKHOCTM
OYHKLUMOHNPOBAHMA MNPK UCMONb30BAHMU COBMECTHO C At06bIM MPOrpammHbIM UK
annapaTHbIM obecneyeHmnem.

B cnyuae BbiasneHna B MO ownbok M aedeKkToB, CBUAETENbCTBYOWIMX O
HEeCOOTBETCTBUM rnro o1 n He ABNAOLLMXCA YA3BMMOCTAMM Mo,
npeanpuATUe-n3roToBMTENb N0 GaKTy MOAYYEeHMA peKknamaummn notpebutens obasyeTca
YCTPAHWUTb OWMOKM U/Mnn aedeKTbl Npu Bbinycke 0OHOBAEHHbIX Bepcuit MMO 1 yBeaoMUTb

06 atom notpebutenein MNMO.
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Peknamaumm notpedbutens NpuHMUMaoTCA npwu ycnosuu, 4yto aedekt B MO He
BbI3BaH AOMYUWEHHbIMW CO CTOPOHbI MOTPebUTEeNA HapyweHMAMM B ISKCMAyaTaumu,
XpaHeHun 1 TpaHcnopTtuposke [1M10.

Aapec npeanpuATUA-U3roToBUTENA ANA HanpaBaeHusa peknamaunin: 420500,
Pecnybnnka TaTapcTaH, BepxHeyCcnoOHCKUIM paiioH, r. MHHonoAauc, ya. YHMBepCcuTeTCKas,

A. 7, o0éunc 59, OMPH 1161690087020.
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NMEPEYEHb TEPMWUHOB /1 COKPALLEEHWUN

|/|CI'IOIIb3yeN\bIe B HaCTOoALWLEM AOKYMEHTE TEPMUHBLI N COKPaWeHNA NMpmnBedeHbl B

Tabnunue (Tabnnua 26).

Tabnnua 26
COZZF:L/:J,Z:/ e PacwndposkKa
b, ba3a gaHHbIX
Mc focyaapcTBeHHas MHGOPMALIMOHHAA CUCTEMA
Nb NHpopmaumoHHaa 6e3onacHoCTb
nc NHbOPMaLMOHHbIE CUCTEMDI
M MobunbHoe NnpunoxeHune
MY MobunnbHOe yCTPONCTBO
HC/, HecaHKUMOHMPOBAHHbIM AOCTYN
OC OnepaunoHHasa cucTema
b MNoacnctema 6e3onacHoOCTH
MY MNoacuctema «MapKkeT»
MnoocC MNoacuctema obHoBneHUs OC
rncy Moacuctema CepBUC yBEAOMIEHMN
rny Moacuctema Mnatdopma ynpasieHma
MnyT lNoacuctema ynpas/ieHnA TeHaHTaMum
rnro MpuknagHoe nporpammHoe obecneveHne «Aspopa LieHTp»
MNpegnpuaTtne- ObuecTBo ¢ OrpaHUYeHHOM OTBETCTBEHHOCTLIO « OTKPbITAnA
M3roTOBUTEND, MobunbHaa nnatpopma» (000 «OTKpbITas MOBUIbHARA
npeanpuaTne- nnatbopma»)
pa3paboTymk
C3K CpeacTBo 3aWmTbl MHPOPMaLMK
cno CneumanbHoe nporpammHoe obecneyeHue
CYb/ Cuctema ynpasaeHua 6azamm AaHHbIX
TokeH TOKeH - ayTeHTUOMKALMOHHbIE AaHHble, KOTOPblE BblAatOTCA
NO/1b30BaTE/0 NOCAE YCNEeLWHOW aBTOPM3aLLMM N ABNAKOTCA
KAHOYOM ANA A0CTyNa K CNyKbam
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TepmuH/
CoKpalueHune

PacwndposkKa

Twunbl nopToB

1. BHeWHMM - A4OCTYyN K A@aHHOMY TUMNY NOPTOB OCYLLLECTBAAETCA 13-
3a NpeaenoB KOHTPOAMPYEMOM 30HbI. Hanpumep, 3anpocbkl OT
nonb3oBaTenen ¢ ponbto MNonb3osatens ABpopa MapkeT. [locTyn K
[AHHBIM NOPTAaM MMeeT HapyLLnUTe b;

2. BHYTpeHHWI - 4OCTYyN K AaHHOMY TUMY NOPTOB MOXET
OCYLLECTBAATLCA TONbKO M3 KOHTPOAMPYEMOM 30HbI. [laHHble
NOPTbl MCMONb3YHOTCA A1A B3aMMOAENCTBMA: MEXAY CEPBUCAMM
MO, cepsmcos MMNO ¢ KOMNOHEHTaMK cpeabl PYHKLMOHMPOBAHMA
MO, KoMnoHeHTaMn cpeabl PyHKLUMOHMpPOoBaHMA M0,
NpPUBMAErMPOBaAHHbLIX Noab3oBaTenewn c MNMO

JBM

aﬂeKTpOHHO-BbI‘—Il/ICfIl/ITe/'IbHaFI MallnHa

34

JKCcnayaTaUuMOHHAs AOKYMEHTaLMSA

API

Application Programming Interface — onuncaHune cnocobos (Habop
Knaccos, npoueayp, GyHKUNUR, CTPYKTYP AN KOHCTAHT),
KOTOPbIMW O4HA KOMMbIOTEPHAA MPOrpaMma MOXKeT
B3aMMOAENCTBOBATbL C APYron NPOorpammon

Cookie

Hebonblwon pparmeHT AaHHbIX, OTNPAB/EHHbI BEH-CepBEpPOM U
XpaHUMbI Ha 9BM nonb3osaTena. Beb-kameHT (0bbl4HO
Beb-bpay3ep) BCAKMIM pa3 Npu NOMbITKE OTKPbLITb CTPAHULLY
COOTBETCTBYHIOLLErO CaiTa NepechinaeT 3TOT GparMeHT AaHHbIX
Beb-cepBepy B cocTase http-3anpoca

CSS3

Cascading Style Sheets 3 — cneundukauma CSS. MNpeacrtasnset
cobon popManbHbIN A3bIK, PEaNN30BAHHbIM C MOMOLLLIO A3bIKA
pasmeTKu

DHCP

Dynamic Host Configuration Protocol - ceTeBoi npoTokon,
MNO3BONAIOLLINIM CETEBLIM YCTPOMCTBAM aBTOMATMYECKM MNOAYy4aTb
IP-appec n gpyrme napameTpbl, Heobxoaumble ans paboTbl B
cetn TCP/IP

DNS

Domain Name System - KomnbtoTepHaa pacnpeneneHHas
cucTemMa Aanda noayyvyeHua nHGopmauymm o JoMeHax

DVD

Digital Video Disc - onTuyeckunin Hocutenb MHPoOpMaLUmu,
BbIMO/IHEHHbI B dopMe ANCKA, ANA XPAHEHWA PA3NYHOM
nHdopmaumm B uMdpoBOM BMAE

ECMAScript 5

BcTpanBaemMbl pacluMpsaeMbin HE MMEOLWMIA CpeacTs
BBO/1a-BbIBOAA A3bIK MPOrpPaMMMPOBAHNSA, MCMONb3yeMbIl B
KauyecTBe OCHOBbI /19 MOCTPOEHMA APYrMX CKPMMNTOBbLIX A3bIKOB
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P
CoKpaliieHite acwmnodpoBKa
HTMLS HyperText Markup Language, version 5 —a3blK gnq

CTPYKTYPUPOBAHUS M NpeacTaBAeHUA COAEPHKMMOro Beb-
CTPaHULbI

HTTP

HyperText Transfer Protocol — npoToKkon NnpuKknaaHoro ypoBHA
nepegaym aaHHbix. OcHoBon HTTP aBnAeTca TexHonorna
«KNMEeHT-cepBep», TO eCTb Npeano/siaraeTcA CyLecTBOBaHMe
notpebutenen (KAIMEHTOB), KOTOPbIE MHULIMUPYIOT COEAMHEHNE U
NOCbINAT 3aNpoc, N NOCTaBLIMKOB (CEpBEPOB), KOTOpPbIE
OXXWOAIOT COeANHEHMA ON1A NOJIy4eHUA 3anpoca, NpPon3BoaAT
HeobxoAMMble AENCTBMA M BO3BPaALLAOT 06paTHO cooblieHmne ¢
pe3y/1bTaTOM

HTTPS

Hypertext Transfer Protocol Secure - paclwmnpeHne NnpoToKona
HTTP nns noanepku wWndpoBaHMs B LENSX NOBbIWEHMA
H6e3onacHocTK. [laHHble B NpoTokone HTTPS nepenatotca noBepx
KpunTtorpapuyeckmnx npoTokonos SSL nam TLS

Internet Protocol - 0CHOBHOWM NPOTOKO/ CETEBOrO YPOBHS,
ncnonb3yowminea B MHTepHeTe 1 obecneynBatolLmii eAnHY0
CXeMy /I0rMYecKon aapecaLmm yCTPOMCTB B CETU 1
MapLIPYTU3aLMIO AAHHbIX

JSON

JavaScript Object Notation — TekcToBbI dopmaT oOmeHa
NaHHbIMW, OCHOBAHHbIN Ha JavaScript

MTP

Media Transfer Protocol - annapaTHO-HE3aBUCUMbI NPOTOKO,
OCHOBaHHbIM Ha PTP

NFS

Network File System — npoToKkon ceTeBoro Aoctyna K ¢parnoBbIm
CMCTEMaM, NO3BONAOLLIMIA MOHTMPOBATL (MOAKAOYATD)
yOanéHHble panNoBble CUCTEMbI Yepes CeTb. 3@ OCHOBY B3AT
NPOTOKOA BbI30Ba yaAanéHHbIx npoueayp (ONC RPC)

Nginx

Beb-cepBep M NOYTOBLIM NPOKCU-CcepBep, paboTatowmin Ha
Unix-nogobHbix OC

OIDC

OpenlD Connect — ypoBeHb ayTeHTUdMKaumm OAuth 2.0,
NHOPACTPYKTYpbl aBTOpM3aLnmM. KoHTponmpyetcs OpenlD
Foundation

RFC

Request For Comments - 3anNpoc KOMMeHTapueB

RPM-nakeT

®ann popmarta .rpm, NO3BONAOWMI YCTAHABAMBATD, YAANATb U
obHoBAATL MIT Ha MY

SMTP

Simple Mail Transfer Protocol - ceteBolt npoToKkon,
npeAHa3Ha4YeHHbIM A5 nepenadmn 31eKTPOHHOM NOoYTbl B CETAX
TCP/IP
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TepmunH/
P PacwndposkKa
CoKpalueHune
SSH Secure SHell — ceTeBOM NPOTOKON NPUKNAAHOTO YPOBHS,

NO3BONAKOLWMI NPOM3BOANTL YaaneHHoe ynpasnerHne OC u
TyHHennposaHue TCP-coeanHeHW (Hanpumep, Ans nepenadmn
dainnos)

TCP

Transmission Control Protocol - npoTOKOA TPaHCNOPTHOrO YPOBHS,
rapaHTMPYOLWMM UEeNOCTHOCTb NepeaaBaeMbiX AaHHbIX W
yBeAOM/IeHWe OTNPaBUTe IA O pe3y/ibTaTax nepesayn

TLS

Transport Layer Security — Kpuntorpaduyecknii NpoToKon,
obecneuymBatoLMin 3aLMLLEHHYIO Nepeaayy AaHHbIX MexXay
y3/1aMu B ceTu MIHTepHeT

URL

Uniform Resource Locator — egnHo0bpa3sHbIM N0KATOP
(onpeaennTenb MeCTOHAXOXKAEeHWA) pecypca

UsSB

Universal Serial Bus - nocnegoBaTenbHbl MHTEPdENC ana
NOAKNOYEHNA NePUPEPUIMHBIX YCTPOMCTB K BbIYNMCAUTENbHOMN
TEXHUKE
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