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AHHOTAUMA

HacToAalWwmn AOKYMEHT ABAAETCA PYKOBOACTBOM aAMMHMCTPaTopa OnepauyoHHON
cuctemsbl (OC) Aspopa penns 4.0.2 update 5.

HacToAawmin  NOKYMEHT  COAEPKUT  OonMcaHwe  AOCTYMHbIX  aAMWUHUCTPATOPY
OYHKLUMOHANbHbIX BO3MOXHOCTEN MObBUAbHOTO ycTpoicTea (MY), GyHKLMOHMPYOLWErO Noa,
ynpasnernmem OC Aspopa’.

AOMWHUCTPATOP MMeeT A0CTyN K GyHKUMAM 1 HacTporkam OC ABpopa, onmcaHHbIM
KaK B HACcTOALLEM AOKYMEHTE, TaK U B IOKYMeHTe « PyKOBOACTBO MO/Ib30BaATENAY.

NPUMEYAHUA:

v Mepen, Hadanom paboTbl agMMHUCTPATOPY HEOBXOAMMO O3HAKOMWUTLCA C
NONIOKEHMAMMU HACTOALWErO AOKYMEHTa, a Takke ¢ uHOOpMauuen, NpuBeaeHHOMN B
NOKYMeHTe «PyKOBO/ACTBO MO/1Ib30BaATENAY;

v BHewHui Bua nHTepdeitca MY MOXKET OTIMYATLCA OT NPUBEAEHHOTO Ha PUCYHKaX
B HacTodAwem AoKymeHTe. CHUMMKM 3KpaHa ABAAKOTCA MPUMEPOM M NPeAcTaBiAeHbl B
[OKYMeHTe Ans 06LLero 03HakoMeHnsa ¢ nHTepdencom MY.

! OnucaHne pasanuHbix cnocobos ycraHosku OC Aspopa Ha MY npuBeseHO B COOTBETCTBYIOWMX [AOKYMEHTax
npeanpuaTua-paspaboTinka, KoTopble npeaHasHadyeHbl 444  WCNoab3oBaHua  [Mpoussoautensmm MY u
aBTOPM30BaHHbIMKU CEPBUCHBIMW LEEHTPAMM NMPOU3BOAUTENS.
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1. BBOA B 3KCIJIYATAUUIO

OC ABpopa npeacTtasaaeT cobom 3ameHHy MobuabHyto MHorosaga4yHyto OC ana
MODOUAbHBLIX MNPUMEHEHMA NoA annapaTHble naaTdopmbl Ha 0Hase npoueccoposB C
apxutektypon ARM u ummeeT pasnnyHble BeEPCUM MCNOJAHEHMA, ONUCaHME KOTOPbIX
npueeaeHo B Tabanue (Tabaunua 7).

BHUMAHMUE! OC Aspopa B cepTUPULMPOBAHHOM BEPCUM MOXKET ObITb MCNO/Ib30BaHA,
HO He OrpPaHNYMBATLCA, B CIeAYHOLLMX CMCTEMAX M ODBEKTAX:

— B roCyZapCTBEHHbIX MHOOPMALIMOHHbIX CUCTEMAX, HE CoaepKallmx MHGOPMaLMN,
COCTaBAAOLWEN rOCYyAapCTBEHHON TalHbl, A0 1 Knacca 3alUMLLEHHOCTM BKAOYUTENBHO B
COOTBETCTBMWU C AOKYMeHTOM «TpeboBaHMA O 3awmTe MHOOPMALIMK, HE COCTABAAOLLEN
rocyZapCTBEHHYIO TalHY, COAEP KALLLENCA B TOCYAaPCTBEHHbIX MHGOPMALMOHHbBIX CUCTEMAXY,
yTBEpPXAeHHbIM npmnkazom PCTIK Poccum ot 11 dpespans 2013 . Ne 17;

— B WMHOOPMALMOHHbIX CUCTEMAX MNEPCOHANbHbIX [AaHHbIX A0 1 ypoBHA
3alMLUEHHOCTU BKAOYUTENBHO B COOTBETCTBUM C AOKYMeHTOM «COCTaB W coAeprkaHue
OPraHM3aLUMOHHbIX M TEXHMYECKMX Mep no obecneyeHuto 6e30MacCHOCTU MNepcoHaNbHbIX
NaHHbIX Npu MUx 0bpaboTke B MHOOPMALIMOHHbLIX CUCTEMAX MNEepPCOHANbHbIX AAHHbIX»,
yTBEpPXAeHHbIM npunkazom PCTIK Poccum ot 18 dpespans 2013 r. No 21;

— B aBTOMATM3MPOBAHHbIX CMCTEMAxX ynpaBaeHMAa A0 1 Knacca 3alMULEHHOCTU
BK/IIOYMTENILHO B COOTBETCTBMM C AOKYMeEHTOM «TpeboBaHMA K obecnevyeHuto 3alimThbl
MHOOPMALMM B aBTOMATU3IMPOBAHHbLIX CUCTEMAX YMNPaBAEHMA MNPOU3BOACTBEHHLIMUK U
TEXHO/IOTMYECKMMMN NPOLLECCAaMM Ha KPUTUYECKN BaXKHbIX 0O6beKTaX, MOTEHLMANbHO ONACHbIX
0bbeKTax, a Takke 0bObeKkTax, NPeACTaBAAOLIMX MOBbILEHHYKD OMACHOCTb ANA KU3HU U
310POBbs NOAEN U ANA OKPY)KAOLWEN MPUPOAHOM cpedbl», YTBEPKAEHHbIM MPUKA30OM
®CTIK Poccun ot 14 asrycta 2014 r. Ne 31;

— Ha 3Ha4YMMbIX O0DOBEKTaX KPUTMYECKON MHGOPMALMOHHON MHPPACTPYKTYpPbl A0
1 KaTeropum BKAOYMTENBHO B COOTBETCTBUM C AOKYMEHTOM «TpeboBaHMA No obecneyeHuto
6€30MaCHOCTM 3HAYMMbIX OOBEKTOB KPUTMYECKOM WHPOPMALMOHHOM MHPPACTPYKTYPbI
Poccuinckon @epepaumn», yreepaeHHbIM nprkazom OCTIK Poccum ot 25 pekabpa 2017 r.
Ne 239.

1.1. OrpaHun4eHuns No aKkcnayaTauum

AAMUHUCTPATOPY Heobxoammo cobatoaaTb caeaytolme NpasKaa U orpaHUYeHma no
aKcnayataumm MY:

— He [onycKaTb YCTaHOBKY /nwboro nporpammHoro obecneyenua (M0),
nocTaBiAemoro B oTAnM4Hom oT RPM Buae (camocTosTenbHoe KonupoBaHue ¢alnos,
ycTtaHoBKa 10 13 apxmBoB, ycTaHoBKa 10 He B WTaTHble KaTanorn n3 RPM-naketos 1 T.M.);

— WCKAOUYUTb noakatodeHne MY K HefOBEpPEHHbIM TOYKaM A0CTyNa 6ecnpoBOAHbIX
nutepdercos (WLAN, Bluetooth®) n becnposogHbim MY.
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NMPUMEYAHMUE. MNepeyeHb A0BEPEHHbBIX TOYEK A0CTYNA A0MKEH ObITb COOPMMPOBAH
Ha MecTe aKcnayaTauMm onepaTopom MHPopmaLmoHHoM cuctemsl (UC);

— UCKIOYUTL Nnepesady KoHOUAEHUMaNbHOM peyeBoin U MHoM MHGopmaumm (SMS,
MMS) nocpeactsom MY no npoTtokony GSM;

— NpeaycMoTpeTb Mepbl, obecneymBatolinme OTCYTCTBME KOMMbIOTEPHbBIX BMPYCOB
Ha CpeAcTBaXx BblYMCAUTENbHON TEXHUKM, K KOTOPbIM NoAKAtoYaeTca MY.

1.2. YyeTHble 3anucu ponen

B OC ABpopa peann3oBaH MHOIOMNO/b30BATENbCKUN PEXUM PaboTbl, KOTOPbIN
NO3BO/IAET MCNONBb30BaTb MY HECKONbKMM YYETHbBIM 3aMUCAM C Pa3/IMYHBIMKN POASMMN.

Ponb — COBOKYMHOCTb MNMpaB A0CTyrna, Ha OCHOBE KOTOPbIX ONnpedenAaeTca
BO3MOMXHOCTb BbINMO/JHEHWA TOITO MU MHOTO ,EI,GVICTBMFI B OC ABpopa.
YyeTHaAa 3anuchb poin — 3TO XPaHAWAACA Ha MY COBOKYMHOCTb JAaHHbIX O

no/ab3oBaTene, HeobxoaMmana ANA ero ayTeHTMdMKauMmM 1 NpeaocTaBaeHmna A0CTyNa K ero
JIMYHBIM AAHHbBIM M HAaCTPOMKaM.
MPUMEYAHUE. B 3aBMCMMOCTM OT BbIOpPAHHOM pPOAM  BO3MOXKHOCTM MY,
dYHKUMOHMpYtoLLero noa ynpasneHnem OC ABpopa, MOryT OTAMYaTLCA.
Ha MY, ¢yHKuMoHMpytowem noa ynpasneHnem OC ABpopa, MOryT ObiTb CO34aHbl
OZHOBPEMEHHO A0 7 YYETHbIX 3anuncen:
— y4YeTHan 3anMcb C PObl0 aAMMHUCTPATOpPa, KoTopaa obnagaeT paclMpPeHHbIMM
OYHKLUMOHANBbHBIMMU BO3MOMXKHOCTAMMU, NPU STOM:
® He MoXKeT bbITb yaaneHa c MY;
e He obnagaeT NpaBamum cynepnoab3oBaTens,
e Ntobble M3MEHEHMA HACTPOEK, BbIMOJHEHHble MO Takoh ponbto, byayT
NPVMEHVMbI KO BCEM YYETHbIM 3annucam MY;
— [0 6 YYeTHbIX 3aNMCcen C PONbKO NONb30BaTENA, CO3AaHME KOTOPbIX BbIMOAHAETCA
aAMUHNCTPATOPOM B CUCTEMHbIX HacTponkax MY (n. 1.2.1).
NMPUMEYAHMUE. 1o ymonyaHuio Npu nepBoM BKAOHEHMM MY 3arpy>KaeTca B pexxnme
aAMUHMCTPATOopa.
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1.2.1. Co3paHune y4eTHOM 3aNnMCK NONb30BaATENS

= 50% 36W 4 12:21 [na co3gaHWAa  HOBOM  y4yeTHOM  3amucu
Nnonb3oBaTens aIMMHUCTPATOPY  Heobxoaumo

\a ‘_ . O BbIMNO/IHUTb Cheayowme AenNCTBUS:

TenedoH CoobweHus Bpayaep Kamepa
— OTKPbITb MEHKO HACTPOEK KaCaHmemM 3Hd4Ka

frl ‘ n Ha DKpaHe NpunoxeHui (PucyHok 1);

Kormcrs Fanapant R — B MEHI CUCTEMHbIX HACTPOEK KOCHYTbCA
. @)
. = . @ nyHKTa «Monb3osatenm» ~ ;
ot s — Ha CcTpaHuue «[lonb3oBaTeNM» KOCHYTbCA
¥ NyHKTa «/lobaBuTb Nonb3oBaTens» (PUCyHOK 2);
'|'||" k . — Ha oTOoOpa3mMBLIENCA CTPaHWULLE BBECTU UMA U

OuktodoH  Mpocmorp PDF  JokymeHTol 3ameTkn

NOTMH  HOBOWM  Y4YeTHOM 3anmMcu  MNoab3oBaTenA
- = (PucyHoK 3);
- — YCTAQHOBMTb  KBOTY Ha  MCMNO/Ab30BaHMe
AMCKOBOTO MNPOCTPaAHCTBA, nepemeLlas
| COOTBETCTBYHOLLMI CNanaep BNPaBo 414 YBEMYEHNS
— KBOTbI MO0 BNEBO AN1A YMeHblleHns (PucyHok 3);
PucyHok 1

Kanekynatop E XKypHan

— KOCHYTbCSl KHOMKK «MoATBEPAUTLY AN COXPAHEHUA M3MEHEHUN NMBO KHOMKM
«OTMEHUTb» A1 OTMEHbI onepaLumm;

— B CAy4ae HeobXoAMMOCTM COXPAHEHWMA MU3MEHEHW NOATBEPAWUTb AENCTBUE
BBOAOM TeKyLlero koga 6e30nacHoCTM, B pe3ynbTaTe Yero Ha cTpaHuue «lonb3oBaTenm»
0TOOPa3nTCA CTPOKa C CO34aHHbIM Nosb3oBaTenem (PUcyHok 4),
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MNonb3oBaTtenu

O Bel« Bnageneu ycTpoictBa
-2 TpaTop

- [o6aBuTb nonb3oBaTens

PucyHok 2

[Monb3oBaTenu

Ilerko nepekno4anTecs Mexay
nonb3oBaTensmu, ucnonbays BepxHee
MEHI0, OTKpPblBaEMOE NPOBEAEHNEM
nanbLa OT Bepxa 3KpaHa.

O Bebl s Bnapeneu ycTpoiictea
&g AoMUHUCTpaTop

O
= |lonb3oBarensi

Jr [obaeuTb Nonb3osatens

PucyHoK 4

F OTMeHUTb MoaTeepamTh 4

O Hogbl nonb3oBaTenb
[Lo==2i

MonbzoBaTens 1

KeoTa

PucyHok 3

NMPUMEYAHUA:

v MUHUMa/IbHbIE Y MaKCMMajibHble 3HaYeHus
ANA 334aHWA KBOTbl 3aBMCAT OT KOHCTPYKTMBHbIX
ocobeHHocTen MY;

v MNoapobHasa MHGOPMaLMA O KBOTMPOBAHUM
NOCTOAHHOW NaMATK NpmuBeaeHa B n. 4.7.2.
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Mpn  pabote C  y4eTHbIMM  3aANUCAMM
nosb3oBaTenem agMUHUCTPATOPY AOCTYMHbI
cneaytolme aencrama (PucyHok 5):

— NepeKkNtoYeHne Mexay Y4eTHbIMKU 3anmcaMM
ponen (n. 1.2.2);

— ynpasJieHne rosI0COBbIMKU BbI30OBamMKM M SMS
O onbaosatenst (n.1.2.3);

— nepeMmeHoBaHue y4eTHOM 3anuncu
nonb3sosatens (n. 1.2.4);

— HacTpoiku be3onacHoctn (nogpasaen 1.4);
b — yAaneHme Yy4yeTHOM 3anmcu No/Nb30BaTeNs

[MNepekniounTbCH Ha 3TOr0 NoNb3oBaTens

OTKNIOYUTL FONOCOBbLIE BbI30BLI U SMS

HacTpoiiku 6esonacHocTm ( n.1.2.5 ) .

Yoanutb

PncyHOK 5

1.2.2. lNepekntoveHne mexay y4eTHbIMM 3annCcamm

[MpocmoTpeTb Mo KaKoM y4eTHOM 3anmucblo 3arpyxeHo MY, a TakKe BbINOAHUTb
NepeKkNtoYeHne  Mexay Y4YeTHbIMM  3anUCAMM  MOXHO KaK B BEPXHEM  MEHHK
(P1CYHOK 6 — PUCYHOK 7), TakK M B CUCTEMHbIX HAacTpoMKax (PUCyHOK 8).

[1na NpoBEPKM aKTUBHOM Y4E€THOM 3aNMCK C MOMOLLbIO BEPXHETO MEHO He0HX0AMMO
BbIMNO/IHUTb CAeaylolme AeNCTBUA:

— BK/OYUTb 3KpaH MY;

— OTKPbITb BEpxHee MeH0, NMpoBeAs OT BEPXHEero Kpas IKpaHa OA0KMPOBKM K
HUKHeMY. B neBom HWxKHem yrny 6yaetr oTobparkaTbca TeKkywaa ponb: «Bnageneu
yCTpoMCTBa», ecinm MY 3arpy)KeHo B pexnme agmmHUCTpaTopa, MMHO MMA Nosb30oBaTens,
ecnn MY 3arpy*KeHo B pexknume nosib3osatens (PUCYHOK 6).

Mpn HaxoXXAEHUN B PeXMMe MN0Nb30BaTENs C MOMOLLbIO BEPXHErO MEHIO MOMKHO
OCYLLECTBMTb MNepexos, K Y4Y4eTHOW 3anncu aaMUHUCTPATOPa, BbIMOAHWB Caeadyrolime
NEencTBus:

— OTKPbITb BEPXHEE MEHI0, NpoBeAA OT BEPXHEro Kpas DKpaHa O/IOKMPOBKM K
HUKHEMY;

— KOCHYTbCA NO/A C UMEHEM YYeTHOM 3anuncK Nob3oBaTeNs,

— B pacKpbIBaloWEeMcsa Cnmcke BbibpaTb «Bnagenew, ycTponcTsa» (PUcyHoOK 7);

— poxaatbes, Korda OC  ABpopa MEepeKkNuMTca  Ha  YYeTHY  3anucb
aAMWHUCTPATOPA;
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— Mpougecc MnepekMtoYeHMa 3aiMeT HEeCKO/IbKO CeKyHA, Janee Heobxoammo
ybeaouTbcA, 4TO TeKkywaa ponb «Bnageneu yCTPOWCTBa»: CneBa OT HaA3BaHWA pPOAU
«Bnapeneu, ycTpoicTBa» AoMKHa 0TOOpaxKaTbca NomeTKa «Bbi» (PrcyHOK 8).

¥ 8GU & 12:40

@ e,

Aypa CesepHoe OceHb 3apsa

o @ ¢

Mo6BuneHe Bluetcoth Pexum noné

P @ €

DoHapuk OpueHTaunas  MecToHaxc T. noctyna

— N

ApkocTb

@ 7 g

MonkniounTsca ByaunsHuK Cendu

O
= |10Onb30BaTEND]

2 Brapeneu yctpoiicTea

O
a= |lonbsosatens

O
o Bbl * [Nonbsosatens]

PncyHoK 6 PUcyHOK 7

[Ons NpoBepKM aKTUBHOM YYETHOW 3anucK C

MOMOLLbIO  CUCTEMHbIX HACTpOeK HeobxoaAnmMo
Jerko nepekiiovaitect Mexay BbINO/IHWTb C/leAytoLLmMe AeNCTBUA:
ﬂOﬂbEOEaj’eﬂﬂt}‘!H, ucnonb3ys BepxHee o
oAt — KOCHYTbCA NyHKTa «[lonb30BaTenm» < B
MEHIO CUCTEMHbIX HACTPOEK, B pe3yabTaTe 4ero
oTobpasuTca  cTpaHuua  «lonb3oBatennm»  co
CMUCKOM  YYEeTHbIX 3anMcenm  MONb30BaTEsIEN,
O, Monbaosarens2 co3AaHHbIX Ha MY (PucyHok 8);
O nNonbsosarens3 Mpu pabote MY B pexmme agMUHUCTPATOPA B
none «Bnapeney, ycTpornctBa» oTobparkaeTcA
nomMeTKa «Bbl», 0O3Hayawolas, 4YTO Tekywui
Nno/sib30BaTeNb MY HageneH POJIbO
agMuHuctpaTopa (PucyHok 8). [ns nepexona B
PEXMM MOJIb30BaTeNA HEOobXOAMMO BbINOJAHUTD
cnepytoume AeNCTBUA:

— KOCHYTbCA CTPOKM C WMMEHEM OAHOW K3
YYETHbIX 3anMcen Noab3oBaTenen, CO34aHHbIX Ha

MY;

[MNonb3oBaTenu

(O Bul« Bnapeneu yctpoicTBa
¥ AQMUHUCTpaTop

2 [Monb3oBaTens]

- [o6aeuTb Nnonbaosatens

PucyHok 8

10
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— B KOHTEKCTHOM MEHIO KOCHYTbCS NMYHKTa «[1epekntoumMTcsa Ha 3TOro Noab30BaTeNA»
(cm. PucyHok 5);

— MpOoLEecC NepekNtoYeHnsa 3aiMMeT HECKONbKO CEeKyHA, Aanee HeobxoaAMMo BBECTU
Kog 6e30nmacHOCTM  y4YeTHOM  3anmucK  MNOAb30BaTeNAa, Ha  KOTOPOro  NpoucxoamT
nepekntoYeHmne;

— npu pabote MY B pexume nonb3osatena B none «[Mma nonbloBaTens)»
oTobparkaeTcs nomeTka «Bbi» (PucyHOK 9).

[Py HAXOXAEHUN B PEXKMME NONb30BATENA C MOMOLLBI MEHIO CUCTEMHbIX HACTPOEK
MOHO OCYLLECTBUTb Nepexos K y4eTHOM 3anncK aiMMHUCTPATOPa, BbINMOAHMB Caeayrowme
NENCTBUA:

— B NepeyHe nNo/sb30BaTeNel KOCHYTbCA CTPOKM C MNOMeTKoM «Bnagenel
YCTPOMCTBAY;

— B KOHTEKCTHOM MEHIO KOCHYTbCS NMYyHKTa «[1epekntoymMTcs Ha 3TOro Noab30BaTeNa»
(PncyHok 10);

— MNpoLecc NepekNtoYeHnsa 3aiMMeT HECKONBKO CeKyHA, Aanee HeobxoaAMMo BBECTU
Koda 6e30MnacHOCTM aAMUHMCTPATOPA.

[MNonb3oBaTenu

Jlerko nepeknoyanTecs Mexay
nonb30BaTenaMu, UCNosb3ya BepxHee
MEHI0, OTKPbIBaEMOE NPOBEAEHNEM
nanbla oT Bepxa aKpaHa.

(O BnapeneuycTtpoicTea
ag»  ApMUHUCTpaTop

O Bnapeneu yctpoicTea
- AnMUHWCTPaToR

O
o Dbl * [Nonb3oBatensb

[MepeknioynTbCH Ha 3TOrO NoMb3oBaTeNs

O, [Monb3oBatens2

O Monbacsatens3

PncyHokK 9 PucyHok 10

1.2.3. YnpaBneHue ncxoaAawMMmM roloCOBbIMM Bbi30BaMmM 1 SMS

[na  OTKAYEHMA UCXOAAWMX T[ON0COBbIX BbI30BOB U SMS HeobxoaMmo B
KOHTEKCTHOM MEHI0 KOCHYTbCA MyHKTa «OTKAOYUTL TO/MI0COBbIE BbI30BbI UM SMS»
(cm. PucyHok 5).

y <
[anee y BbiOpaHHOro Mosib3oBaTeNd 0TobpPas3nTCA NpeaynpexaatoLLmii 3Ha4oK %
(PucyHok 11) 1 ero BoamoxkHocTM B MM «TenedoH» u MMM «CoobuieHns» byayT orpaHnUYeHbl.

11
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ONnAa  BKAKOYEHMA UCXOAAWMX [O/I0COBLIX BbI3OBOB WM SMS AdOMUNHNCTPATOPY
HeO6XO,£I,l/IN\O B KOHTEKCTHOM MEHHIO KOCHYTbCA NYHKTA «BKNOYMTL ro10COBbIE BbI30BbLI M SMS»

(PucyHoK 12), nocne 4yero npeaynpexaatowmii 3Ha4oK % nepectaHeT OoTobparkaTbCA Y
BbIOpaHHOro nosb3oBatend, U ero BoamoxkHoctn B MI1 «TenepoH» n MM «CoobuieHna»
OyayT BOCCTaHOBEHDI.

MPUMEYAHMUE. MNoapobHoe onncaHme paboTbl yKaszaHHbIX MI1, a TakKe coobuleHui,
BbIBOAMMbBIX Ha 3KpaH MY npu OTKAOYEeHWU TOSI0COBbLIX BbI30BOB M SMS, npuBeseHO B
NOKYMeHTe «PyKOBOACTBO M0O/ib30BaTENAN.

MNonb3oBaTtenu

Ilerko nepeknoyanTech Mexay
nonb30BaTeNsaMK, MCnonb3ys BepxHee
MEHI0, OTKPLIBAEMOE NPOBEAEHNEM
nanbua OT Bepxa 3KpaHa.

O Bel« Bnageneu ycTpoictBa
¥ AQMWHUCTpaTOp

o
aam [lONb30BaTENb] %

O
o [lOnb30BaTENb]

) [Monb3oBaTens2 MepeknounTbCa Ha 3TOro NoNb30BaTeNs

O Monbaosatens3

Bkno4nTh ronocosble Bbi30Bbl  SMS
P
 [obaeuTb Nonb3osaTens MepermeHosaTs

HacTtpoiikn 6esonacHocTh

Yoanute

PucyHok 11 PucyHok 12

12
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1.2.4. NepenmeHOBaHME Y4ETHOMN 3aMNNCK

[lonb3oBatenu

Nerko nepeknioYanTech MeXay
NoNb3oBaTensMm1 B BEPXHEM MEHIO,
npoeeags nanbuem OT BepxHero Kpas
9KpaHa Onsa ero OTKPbITHUA.

O Bbl«Bnageneu ycTpoitcTea
¥ AoMuHUACTpaTop

2 BaHoB MBBH‘

O Monbaosatens 2

O Monbsoearens 3

RU
MUYy KeHTuwuwsx»
dblBanponpmxas
~laM|cMK|T|b| 6| <>
123 [ _\'7") ]

PucyHok 13

Ona  nepeMmeHOBaHMA  YY4ETHOM  3aMucu
No/ab30BaTENSA HEOOXOAMMO BbINMONAHUTbL CAeAyoLLME
NencTens:

— KOCHYTbCA CTPOKM C UMEHEM YHETHOM 3aMncy,
KOTOpY HEOOXOAMMO NEPEUMEHOBATS;

— B KOHTEKCTHOM MEHID KOCHYTbCA MYyHKTA
«MNepenmeHoBaTby (CM. PUCYHOK 5);

— BBECTM HOBOE MMA  Y4YEeTHOM  3anucwu
no/sb30BaTenNs, Hanpumep, iBaHOB BaH
(PucyHok 13);

— KOCHYTbCA 3Ha4Ka ANA NOATBEPXKAEHUA
AencTema.

B pe3ynbTaTe yyeTHasa 3anucb MNOJb30BaTENA
byneT nepenMmeHoOBaHa.

MPUMEYAHMUE. Mpw nepermeHOBaHUM
YYETHOM 3aNNCK U3MEHAETCA TONIbKO ee MMA, NOTUH
OCTaeTCA HEM3MEHHbIM.

1.2.5. YnaneHue y4eTHOM 3aN1CKU NONb30BaTENA

F OTMeHUTD MonoTeepanTh 4

Bbl gencTBUTENBHO XOTUTE
yoanuTb [Nlonb3oeatens 17

Mocne noaTBepXAEHWUS, BCE AaHHbIE
nonb3osatens byayT yaaneHsl (Hanp.,
YHETHbIE 3aMNMCH, KOHTaKTbI, COOBLLEHWS,
[OKYMEHTHI, doTorpadum u gpyrve dainel).

PucyHok 14

[na ynaneHua y4yeTHOM 3anmncK nosib3oBaTtens
HeobX0AMMO BbINONHUTL CAeaytolime AeNCTBUA:

— KOCHYTbCA CTPOKM C WMMEHEM Yy4yeTHOW
3anmMcK, KOTopyto HeOBXOAMMO yAaNNUTb;

— B KOHTEKCTHOM MEHK KOCHYTbCA MYyHKTa
«Ypanntb» (cMm. PUcyHok 5);

— Ha 0oTOOpa3mMBLIENCA CTPAHMLE KOCHYTbCS
KHOMKKN «[MoATBepAUTb» ANA YyAaneHMa Y4eTHOM
3anmMcK nonb3osatens AM60 KHOMKKM «OTMEHUTHY»
AN OTMeHbl onepaumn (PucyHok 14);

— ANA yaaneHua noATBepAMTb  AeNcTBue
BBOJZIOM TeKylLero koaa 6e3onacHoCTy.

B pesynbtate ¢ MY byaeT yaaneHa yyeTHasa
3anmncb M JaHHble N0/Ab30BaTENA.

13
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PyKoBOACTBO aAMUHNCTPATOPA

1.3. YcTaHOBKa Aatbl U BpeMeHu

MPUMEYAHUE. OnucaHme OCHOBHbIX LWAroB MNepPBOHAYa/bHOM HACTPOMKNM MY
npuBeaeHO B [AOKymeHTe «PyKOBOZCTBO MO/b30BaTeNA», MPM 3STOM YCTAHOBKA MU
nocneayoulas HacTPoMKa AaTbl M BPEMEHM A0CTYMNHA TONbKO aAMUHUCTPATOPY.

BHUMAHUE! Mpn nepsom BKAtOYeHMM MY HeobxoaMmO ABaKAbl BBECTM KOA,
be3onacHoCTu.

Koa 6e3onacHocTM ByaeT 3anpallmBaThCs M MCMONb30BaTLCA ANA:

— wKndpoBaHMA AOMALLHEro KaTanora nonb3osatens (PucyHok 15);

— pa3bnokumposkn MY (PucyHok 16).

MPUMEYAHUE. LndposaHme pasgena € AOMAWHMMUK  AUPEKTOPUAMM
nosnb3oBaTtenen (noapasaen 4.2.2) NPOUCXOAMT B CAEAYIOLINX CAYYasX:

— Mpu NEPBOM BKAKOHeHUN MY;

— nocne cbpoca MY a0 3aBOACKOro cocToAaHMA (noapasaen 2.2).

< <

[MOBTOPHO BBEAMTE HOBbIM KOA

6e3onacHoCTH
[aHHble nonbaoBaTens 3aWndpoBaHbI

BeeouTte HOBbIN KOO

6esonacHocTU
,D,aHHbIE none3oBaTtend 3aLIJVI¢)pOBaHb\

6

mno mno

9

PucyHok 15 PucyHoK 16

NMPUMEYAHMUE. N3meHeHnA HacTpoeK B NYHKTE MeHo «Bpema 1 fata» NprMeHAroTCA
KO BCEM YYETHbIM 3aMnCAM POJier, co3a4aHHbIM Ha MY.

14
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[Ona ycTaHOBKWM AaTbl M BpemeHu Heobxoammo

ybeamTbca, 4TO BCE MNOANA 3aMNOJHEHbl KOPPEKTHO,

Boibepute aaty v Bpems nocae Yero KOCHyTbcA KHoMKK «Jlanee» (PucyHoK 17)

MMbO  M3MEHUTb 3HAYEHWMA 3aMOJIHEHHbIX Monewn,
BbIMO/IHMB CAeaytoLmMe AeACTBUA:

—MW3MEHWTb 3HA4YeHMA MNapameTpoB «YacoBoMm
Bpema 20:44 NosC», «daTa», «Bpema», KOCHYBLUMCb
# cnonbsoeatb 24-4acoBon COOTBETCTBYOLNX noneﬁ;

Popumi —BblbpaTb dopmaT  BPEMEHW, KOCHYBLUMUCH
COOTBETCTBYIOLWErO NepekatoyaTend.

MPUMEYAHUE. Ona akTmBaumm nepekatovaTens
AOCTAaTOYHO  KOCHYTbCA MNOAA, B KOTOPOM  OH
PACNOJIOXEH: MepeKtoYaTeIb HAYHET CBETUTLCA ApYe,
4YeM B COCTOAHMM MO YMONYAHUIO (HEAKTUBHOM);

— KOCHYTbCA KHOMKK «[laneex.

Yacoeol nosc Poccus, Mocksa

Hata 26 anpena 2022

PucyHok 17

[ns nocnepytowen HACTPOMKM 4YacoBOro nosica, TEKyLWMX AaTbl M BPEMEHM
HeobX0AMMO BbINONHUTbL Ceaytolne AeNCTBUA:

— B MEHI0 HaCTpPOeK CUCTEMbI KOCHYTbCA MYyHKTa «Bpema n gata» @ B pe3ynbraTte
Yyero otobpasnTCA CTPaHMLLA HAaCTPOMKM AaTbl M BpeMeHU (PucyHok 18);

— AN aBTOMaTWYeCKoro OOHOBAEHUA AaTbl/BPEMEHW KOCHYTbCA MepekaodaTens
«ABTOMaTU4YecKoe obHoBeHMe BpemeHu» (PrucyHok 19). 3HauyeHMA nonei 4acoBOro nosca,
AaTbl U BPEMEHMW CTAHYT HEAOCTYNHbIMW ANA peAaKkTMpoBaHua. B ganbHenwem obHoBAeHMe
naTbl/BpemeHun byaeT NponcxoamTb aBTOMATUYECKNY;

15
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Bpems n gata : Bpemsa n pata

AsTOMaTU4eckoe 0OHOBNEHWE
BpeMeHu

# AsTomaTnyeckoe o6HOBMEHWE
BpeMeHu
Yacosoit nosic Poccusa, Mockea

Narta 2 aerycta 2022
Bpems 13:35

# |\cnonbsosaTb 24-4acoBoit ”
dopmaT BpemeHu # |cnonb3oeaTb 24-4acoBOW

dopmaT BpemMeHu

PucyHok 18 PucyHok 19

NMPUMEYAHUE. [1na yCTaHOBKM 4aCcOBOro Mnosca, BpeMeHW M AaTbl BPyYHYHO onumA
aBTOMaTMYeCKOro oObHOBMEHWNA BPEMEHW A0NKHA ObITb BbIKAOYEHA.

B cnyyae HeobxoaMMOCTM 3a4aTb YaCOBOM NOAC, BPEMA M AaTy BPYYHyto TpebyeTca
BbIMONIHWUTb CAeAytoLLne AeNCTBUA:

— ONA  YCTAHOBKM  4acCOBOro MoAca: KOCHYTbCA nons  «YacoBom  MoAcC»
(cm. PucyHOK 18) 1 Ha OTKpbIBLIENCA CTpaHuLUe BblbpaTb HeobxoamMmoe 3HaveHue. s
yCKOpeHMa npoLiecca Bbibopa MOXKHO BOCMO/1b30BaTbCA NoaemM noncka (PucyHok 20). Janee
BbiOpaTb GOpMaT BpPEMEHM, KOCHYBLUIMCb MepekatoydaTena «Mcnonb3oBaTb 24-4acoBoOW
dopmaTt» (cm. PucyHok 18) ana otobpakeHWA BpemMeHW B COOTBETCTBYHOLLEM dopmaTe.
Ecnv oaHHbBIA NYHKT He aKTMBMPOBaAH, Bpema byaeT otobpaxaTtbca B 12-4acoBom popmaTe
C YTOYHEHMEM « 40 NOAYAHA» UKW KMTOCAE NONYAHAY;

— ANA YCTAHOBKM AaTbl: KOCHYTbCA Nona «daTta» (cm. PucyHOK 18), Ha OTKpbIBLUEMCS
CTPaHMUE KOCHYTbCA TEKyllen AaTbl M BbIOpPaTb M3 CAMCKA TEKYLMIA rod, Mecsl M YnMcio
(PucyHok 21). [lanee KOCHYTbCA KHOMKM «[loaTBEpAMTbY ANA COXpaHeHua aatbl NMbO
KHOMKM «OTMEHUTb» ANA OTMEHbI onepaunmn. B cnydyae noatsepkaeHnA BbibpaHHaA AaTa
0TOOPA3nNTCA Ha CTPaAHMLLE HAaCTPOMKM AaTbl M BDEMEHM, B C/ly4ae OTMEHbI AaTa OCTaHEeTCH
NpeXKHen;

16
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YacoBoi nosic

GMT -11:00

AmepukaHckoe Camoa
GMT -11:00 MNMaro-laro

BHewHwWe manbie ocTposa CLUA
GMT -11:00 Muayai

Huya
GMT -11:00 Anogpu

GMT -10:00

RU

MUY KIEHITWW3 X b
®|bl|B|A|(D|P|O|N|4IX|3
2" 44YCMMWUTHb B IO <
1123 = {v[

PucyHok 20

i OTMEHWTb MoaTBepauTh

PUCYHOK 22

F OTMeHUTD MoaTeepauTs 4

2 aBrycTa 2022

PucyHok 21

— ONA YCTAaHOBKM BPEMEHM: KOCHYTbCA MoAA
«Bpema» (cm. PucyHok 18), B pesynbtate 4ero
oTobpasumtca umdpepbnat, MeTKa BO BHYTPEHHEM
Kpyre KOTOPOro MUrpaeT po/b 4YacOBOW CTPENKM, BO
BHEWHEeM —  MUWHyTHOM  (PucyHok 22). [nAa
YCTQHOBKM  HEobXoAMMOro 3HayeHua crneayet
nooyepesiHO KOCHYTbCS KaXKa0M M3 METOK 3HauKa U,
nepeasuraa ee no MAM NPOTMB YAaCOBOWN CTPEIKM,
YCTAaHOBUTb B MO3MUMM,  COOTBETCTBYHOLLEN
TeKyLeMy BpeEMEHMU;

— KOCHYTbCA KHOMKW «[loaTBepamnTb»  And
COXPaHEeHMA  YCTAaHOBJIEHHOrO  BpemeHn  nbo
KHOMKN «OTMEeHUTb» Ans8 OTMeHbl onepauun. B
cay4vae noATBEPXKAEHNSA BblOpaHHan naTa
oTobpa3nMTCa Ha CTPaHWLE HACTPOMKM [AaTbl U
BPEMEHKM, B CAy4yae OTMeHbl JaTa OCTaHeTcs
NpeXKHEN.
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1.4. HacTtpoiku 6e3onacHocTH

1.4.1. HacTpoika 610KMpoBKKM MY

MPUMEYAHUA:

v 3MeHeHMsA HaCTPOeK B NMYHKTE MeH0 « BIOKMPOBKa YCTPOMCTBa» NPUMEHAIOTCA KO
BCEM YYETHbIM 3aMNCAM POSeN, CO3aaHHbIM Ha MY;

v Cnyyan, Npu KOTOPbIX KOZ, BEe30MacHOCTM MOMKeT ObiTb 3ampolleH, OonucaHbl B
noapasgene 4.2.

Bnokmposka MY nossonAeTr obecneynTb AOCTYN K AaHHbIM, XpaHAWMMcAa Ha MY,
TONbKO aAMUHUCTPATOPY.
Ona HacTponkm 610KMpoBKM MY Heobxoammo
BROKHMPOBKA YCTPOHETBA BbINMONHUTbL Cleaytolme AeCTBUS:
— KOCHYTbCA NYHKTa «BIOKMPOBKA YCTPONCTBAY

AsToMaTKYeckasn 6110KMpOoBKa
bes sanepxkiu @] B MEHIO HaCTpOeK 6e30ﬂaCHOCTV|, B pe3y/bTaTe
# [okasblBaTb YBEOMMEHMS, KOraa yero OTO6p83MTCFI CTpaHMua C HaCTpOlZKaMl/I
YCTPOICTBO 3a6/10KMPOBaHO 6J'IO|'(I/IpOBKV| MY (PMCYHOK 23),
e — KOCHyTbCA nons «ABTOMaTMYeCKas

ONIOKMPOBKA» M Ha OTKPbLIBLWIENCA CTPaHMULLE BbIOpaTh
BpemMs 40 aBTOMaTU4ecKon OAOKMpoBKM MY
Ao6aenTb oTneuatok nanblia (PucyHoK 24, PucyHoK 25), KOCHYBLUWCb
COOTBETCTBYHOLWMX NONEN W NOATBEPAMB OENCTBME
BBO/JIOM TeKylLlero koaa 6e3onacHoCTu.

SMEHUT Bt ooy BHUMAHWME! BapuaHTbl 3HayeHW B none
«ABTOMaTMYecKas  ONIOKMPOBKa»  OT/MYatoTCA B
3asucumoctn ot Bepcum OC Aspopa (PucyHok 24,
PucyHok 25).

Kop 6esonacHocTu

PucyHok 23

BHUMAHMUE! Ecnun ycTtaHoBNeHHOE BpeMa 610KMPOBKM NPEBbLILAET BPEMS CMALWENO
PEXMMA, 3KPaH MOXKeT DObiTb HeakTuBeH, Npu 3Tom MY He byaeT 3abnokupoBaHo. [na
nanoHenwemn pabotbl ¢ MY HEODXOAMMO HaXKaTb KHOMKY NUTaHUA U NPOAOIKNTL paboTy be3
BBOJa KOZa He3onacHOCTMK.

NMPUMEYAHUE. Mpn npeBbillEHNM KOAMYECTBA MOMbITOK BBOAA HEBEPHOro KoAa
6e3onacHocTn MY aBTOomMaTuyeckn byaet 3abnokMpoBaHo. Bpema 610KMPOBKM siBAsieTCA
dUKCMPOBAHHbIM K cocTaBnaeT 15 MUHYT.
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ABTOMaTHU4ecKas 6ﬂOKVIpOBKa

ABTOMaTUYecKas 6OKMPOBKa

HeakTuBHO
bes sapepxku

bes sagepxku bes sapepxku

5 MUHYT 5 MUHYT

10 MuHyT 10 MUHYT

30 MUHYT

60 MUHYT

PucyHok 24 PucyHok 25

[ns nameHeHMA Tekyllero koaa 6e3onacHoCTH
HeobX0AMMO BbINONHUTL CAeaytolMe AENCTBUA:
[NoaTBepanTe KOAoM — KOCHYTbCA KHOMKW C COOTBETCTBYHOLLMM

6esonacHoCTH HasBaHMem (cm. PucyHOK 25) ¥ noaTBepAmuTb
NencTeme BBOAOM TeKyLLEro Koaa 6e3onacHoCTH;

— /[Ba)KJbl BBECTU HOBbIN KO 6e30nacHOCTU.

Ha MY npeaycmoTpeHa BO3MOXHOCTb
HacTPOMUTb ONOKMPOBKY C MOMOLWbD  OYHKUMM
Pacno3HaBaHWA oTnNeYyaTka nasibla.

MPUMEYAHUE. Hannume yKkasaHHOM GYHKUMK U
PACNoONOXeHMEe AaTyYMKa OTnevaTKa Manbla 3aBUMCUT
OT KOHCTPYKTUBHbIX ocobeHHocTen MY, a Takxe oT
Bepcun OC ABpopa. [MogpobHaa uHPopmauma o
HacTponKe ONOKMPOBKM C MOMOLIBID  QYHKLUMM
pacno3HaBaHMA OTMeYaTKa Nanbla npuMBeaeHa B
NOKyMeHTe «PyKOBOACTBO MO/Ib30BATENAY.

PUCyHOK 26

1.4.2. HacTpoiKka NnaponbHOM NOAUTUKK (Koa, 6e3onacHoCTK)

MPUMEYAHMUE. M3meHeHWsA HAacTPOeK NapoabHOM MOAUTUKM ByayT NPUMEHEHbI KO
BCEM YYETHbIM 3aMMUCAM, CO34aHHbIM Ha MY.
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Ana nepexopa K HaCTpOl\/JH-(aN\ napoanoﬁ NOANTUNKN HeO6XO,£I,l/IN\O BbIMOJ/IHNTb

cneayrouime AencTBuA:

@)
— B MEH0 HaCTPOEK CUCTEMbI KOCHYTbCS MYHKTA «[lonb3oBaTenn» ~ ', B pesyabTate

yero otobpasutca  cTpaHuua  «[lonb3oBaTenn» € NpeacTaBNEHHbIM — CMMCKOM
nonb3oBaTenen, co3aaHHbIX Ha MY 1 OTKPbITb MEHIO AENCTBUN;

— KOCHYTbCs nyHKTa «Obumne HacTponkm» (PucyHok 27), B pe3ynbTate 4ero
oTobpasnTca cTpaHmua «Obume HaCTPOMKN» (PUCYHOK 28);

O6Lime HacTPOMKHK

Obume HacTPOMKK
HacTpoiika nonuTukm naponen

Ha >TPbl NONUTUKM Naponen

PucyHoK 27 PucyHoK 28

— KOCHYTbCA MyHKTa «HacTpoiKa MNOAWMTMKM Naposei» M Ha oTobpasmslieica
CTPaHMUE KOCHYTbCA NoAs «HacTpoiKka NoAUTMKKM Naponen» (PucyHok 29).

BHUMAHMUE! Hannume dyHKUMKM BbiDOpa NpeayCTaHOBNEHHOM NOAUTUKN Naponei
3aBucuKT oT Bepcunm OC Aspopa.
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HacTtpoiku naponen HacTtpoiikmn naponen

HacTpoiika nonuTiku naponei ; MpenycTaHoBAEHHAS NONNTUKE |

AETPbI NONUTHKK Naponei
n MpocToin

nuHa 5 cumeonos
19 He orpaHuyeH

a a x 5
3a 3 aHs HacTpoWTe napaMeTpsl NONUTUKW Naponei
1 CnoxHbliA
nbHas AnuHa 8 CMMBONOB

Teuna 90 aHei

CépocuTb

C6poc napaMeTpoB HacTPOIKK Napons

PucyHok 29 PucyHok 30

[ns BbiI6Opa NONUTUKM NAapoNen HEOBXOAMMO BbINONHUTL CAeaytoLLmMe AeUCTBUA:

— KOCHyTbcs nona «lpeayctaHoBAeHHAA NOAUTMKA Nnaponen» (PucyHok 30);

— Ha OTKpbIBWENCA CcTpaHuue «[lpeaycTaHOBKA MNOAUTMKM Naponen» BblOpaTb
HeoOX0AMMYIO MONUTUKY KacaHMeM COOTBeTCTBYytoWero nonda (PucyHok 31), B pe3ynbTaTe
yero byaeT ycTaHoBNeHa HeobxoaMman NOANTUKA NapOoiel C 3a4aHHbIMM MapameTpamMm.

[Ona HaAcTPOWMKM MOAMTUKM Naponer Ha OTKPbIBWENCA CTpaHuue «HacTponKku
NapoibHOM MNOAUTUKU» HeobxoaAMMO 33adaTb Heobxoaumblie napameTpbl Aa8 Koaa
6e3onacHocTu (PucyHoK 32):

— YPOBEHb CNOKHOCTY;

— ONWNHQ;

— KO/IMYeCTBO NOMbITOK;

— CPOK AeNCTBUSA;

— yBegoMNeHMe 00 UCTEeYEHUM CPOKa AENCTBUS.
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¢ [NpenycTaHoBKa NOAUTUKKM Naponen HacTpoliki NApOABHAI BNNTHEN

Regular
b [MpocTtown
" b CNOXHOCTU [1pocToin
7 cMMBOMOB z apo/b COCTOWT TO. aungp.
Nno KpanHew

1 180 gHen

-

MwuHWManbHasa anvMHa napons

bes orpaHnyeHunin
DoBeHb CnoxXHbIH Konuyectso nonbiTok ’
CNOXHOCTU
Cpok penctavs napons 90 aHei
<Orga uctevet Cpok E,EL:HZTEHQ napons
ensd

MuHWManeHas 8 cumsonos
ON1Ha

i1 90 gHel

3a b gHel

10 pHelt | - ——
YBeaoMAsTb 06 UCTEHEHWN C

PucyHok 31 PucyHok 32

[N HaCTPOMKM YPOBHA CAOMHOCTM KoZa He30MacHOCTM HeobXOAMMO BbIMOSHUTD
cneayowme gencrema (PUcyHokK 33):

— KOCHYTbCS NOAA «YPOBEHb C/IOMKHOCTU» U B PACKPbIBAIOLLEMCA CNMCKe BbiOpaTb
3HayeHue «[1poCToM», COCTOAWMMN TONBKO N3 UMPP, NMOO «CNOXKHbIAY, KOTOPbIA A0/IKEH
cofepaTb undpy, OyKkBY, 3arnaBHyto OYKBY 1 cnelmanbHbii CUMBO.

NMPUMEYAHUE. B cnydae Bbibopa 3HaveHMA «CNOXHbIN» NOATBEPAUTL AENCTBME
BBO/ZIOM TEKyLLLEro koga 6e3onacHoCcTu.

[ns HAaCTPOMKN ANMHBI Kogda He3onacHoCcTM Heobxoanmo (PUcyHOK 34) yCTaHOBUTL
KOMYEeCTBO CMMBOJIOB, Nepemellaa cnangep «MuHUManbHaa AAMHA Napona» BAEBO ANA
YMEHbLUEHNA KOAMYECTBA BXOAALLMX B Kod He3omacHOCTM CMMBOJIOB MO0 BMpaBo ANA
yBENMYEHNA KONMYECTBA CMMBOJIOB M MNOATBEPAMTb AEWCTBME BBOAOM TEKYLLEro Koaa
6e3onacHocTu.

NMPUMEYAHUE. T[IpeaycmoTpeHa  BO3MOXHOCTb  YCTAaHOBUTb  AJMHY  KOZa
6e3onacHocTM OoT 5 A0 12 cMMBONOB.
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HacTpolrku naponbHOM NOAUTUKM

oXHocTH [NpocToin
CTOWT TONMBKO U3 LMbP.
C C P[]-IHHF n

g 8 cumBoOnoB
[MpocTomn ;

MuHMManeHaa gavHa napons

CnoxHbii bes orpaHuyeHnn

Konu4yecTBo NONbITOK
CpOK nencteus napona He orpaHuyeH

Korga ucteveT cpok ,DEMCTBM'J napons

3a 5 gHen

YeenomnaTb 06 UCTEYEHUMU CPOKa AerCTBIUS

PucyHok 33 PucyHok 34

[lns yCTaHOBKM KO/NMYeCTBA MOMbITOK BBOAA KoAa 6e30nacHOCTM Heobxoammo
nepemectuTb cnangep «Koamyectso NonbITOKY:

— B/IEBO A1 YMEHbLIEHUA (MUHMMANbHOE 3HAYEeHMNE: 4 NOMNbITKM);

— BMNPaBO ANs yBenuyeHua (MakcMmanbHoe 3HayeHue: 10 nonbiTok nnbo «bes
OrpaHUYeHnIn).

BHUMAHWE! MakcnumanbHoe 3HayeHune cnangepa « KonmyecTtso NonbITOK» 3aBUCKT
ot Bepcumn OC Aspopa.

[lna 3apaHus cpoka AencTemAa Koda 6e3onacHoCTM HeobxoAMMO  BbIMOAHMUTb
cneayolme AencTBmA:

— KOocHyTbcs nons  «CpoKk paenctsus  napona» (cm. PucyHok 34) ©  Ha
oTOoOpasmBLIEncA cTpaHuLe BbibpaTb OAHO M3 3HayeHuin (PucyHoK 35) m noaTBepauTb
NencTBMe BBOAOM TeKyLLero koga 6e3onacHocCTu.

BHUMAHUE! Mo TpeboBaHmam 6HesonacHocTn WC, B KOTOPbIX NAaHUpyeTcA
ncnonb3osaHne MY, dyHKUMOHMpYtowero noa ynpasneHnem OC ABpopa, CPOK AeMNCTBUSA
napona gonxkeH 6bITb yCTaHOBNEH B 3HaYeHMe «180 aHeny.

[lna 3adaHnA BpemeHu yBeaomieHMA 06 UCTeYeHMM CpoKa [AeNcTBMA Kojaa
6e30nacHOCTN HEOHXOAMMO BbINOAHUTL ceaytolime aenctema (PrucyHok 36):

— NepemecTuTb cnanaep «YseaomMnaTb 06 NCTEYEHUM CPOKA AENCTBMA» BAEBO ANA
YMEHbLIEHMA KOAMYecTBa AHeEW NMBO BNPaBO AN YBEAMYEHMA KOAMYecTBa AHEN, 3a
KOTOpOe MOoNb30BaTeNb HAYHET MOAyYaTb YBEAOMAEHMA 0O UCTEYEHUM CPOKa AENCTBMA
KoZa 6e30nacHOCTN M NOATBEPAMUTL AEeNCTBME BBOAOM TEKyLLEro Koga 6e30nacHoCTy.

MPUMEYAHMUE. MpeaycmoTpeHa BO3IMOXKHOCTb YCTaHOBUTb 3Ha4YeHme oT O (HmKkoraa)
no 10 aHen.
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Cpok gencTena napons

He orpaHu4eH
30 gHelr

60 preit

90 gHen

120 pHei

150 aHen

180 gHen

PucyHok 35

HacTpoikm naponei

HacTpoiika nonMTUKIK Naponein >

TPbl NONWTUKA Naponen
1 MpocToi

nmHa 10 cumBONOB
1 He orpaHuyeH

a 5 nHei

CépocuTb

H0OC NapaMeTpoB HAaCTPOKK Napona

PucyHok 37

HacTporku naponbHOM NOMUTUKM

YpoBeHb cnoxHocTh NpocTtoi
M DUT TONBKO M3 LMPP.
€eH CofepxaTb Mo KpanHeu
rnaeHyio 6ykey u
o/1.

7 cMMBONOB

MuHuManobHasa anvHa napons

bes orpaHuyeHwii

Konu4yecTBo nonbiTok

Cpok pelicteus napons He orpaHuyeH
YKkaxute Korga ucrevet cpok ﬂeﬂCTEm? napons

3a10 ,q.He|7|

PucyHok 36

[ns cbpoca NaponbHON MONUTUKM HEODXOANMMO
Ha CTpaHuMUe «HacTpoMKa naponem» KOCHYTbCA NonA
«CbpocuTb»
TeKyllero koaa besonacHoctu (PucyHok 37).

M NoATBEepAUTb [AencTeMe BBOAOM

1.4.3. HacTporka 6e30nacHOCTM y4eTHOM 3aNncK NoAb3oBaTe A

MPUMEYAHUE. MV3meHeHWs HacTpoek ©0€30MacHOCTM MNPUMEHAKTCA TONbKO K
BbIOPaHHOM y4eTHOW 3aNnUCK NONb30BaTENS.
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Monb3oBaTens

OrpaHuyeHue Bxofa B CUCTEMY

YeTHOW 3anucK u
no OHIO Hedenu
HW CY

20 AyTeHTUdMKauma

’HO HACTPOMUTb UCMOMb30BaHWE
OPHOW ayTeHTUbUKaLUK

aHMe HeakTueHa

OpgHopa3oBbIA Naposb

CreHepupoBaTb

PucyHok 38

[Ona HacTporKku 6e30NacHOCTN YYETHOM 3anncK
no/b3oBaTens HeobxoaMMO BbIMONHUTL CAeaytoLLne
NENCTBUA:

— KOCHYTbCA OAHOM W3 CO3AaHHbIX Ha MY
YYETHbIX 3anuncen nonb3oBaTens
(cm. PucyHoK 5);

— B KOHTEKCTHOM MEHI KOCHYTbCA MYHKTa
«HacTporkm 6esonacHoOCTUY;

— Ha oTobpa3smBlwenca cTpaHuue «[ms
yyeTHOM 3anmck nonb3osatend]» (PucyHok 38)
MOXHO BbINO/IHNTb CAeaytoLlLmMe AENCTBUA:

® 33/7aTb ans y4eTHOM 3anmcu
nosnb3oBaTena orpaHuYeHns BXO/a B
cuctemy (nn. 1.4.3.1);

® BK/IOYMTb M HACTPOUTb ABYXDAKTOPHYIO
ayTeHTudukaumio (2PA) (nn. 1.4.3.2);

® 334aTb 0ZlHOPA30BbIN
(nn. 1.4.3.3).

naposb

1.4.3.1. OrpaHn4eHns Bxoaa B CUCTEMY

OrpaHuyeHuMe BXxoda B CUCTEMY

Cpok gencTensa y4ETHOM 3anNUcK NONb30Ba
25 anpens 2024

[HW BXxoada B cUCTEMY
BT, CP, 4T, NT, c6, BC
OHA H g

Bpems Bxoaa B cUCTEMY

Buib ATE BpEMA BXOAa Nofb3oBaTensd B CUCTeMY

# KpyrnocyTouyHo

PucyHok 39

Mpn HeobXoAMMOCTM YCTAaHOBUTb ANA YY4ETHOM
3aNUCKM  MONb30BaTeNA OrpaHWYyeHMa BXxoJa B

cncTemy cneayet KOCHYTbCA MyHKTa C
COOTBETCTBYHOLMM Ha3zBaHMEM M Ha OTKPbIBLUENCA
CTPaHWUE HACTpOWUTb caeadylolwme napameTpsbl
(PucyHok 39):

— CpOK AencTBums y4eTHOM 3anmcum
nosb3oBaTens,

— [HW BXOJa B CUCTEMY;
— BPEMA BXOJa B CUCTEMY.
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[lna HaCTPOWKM CpPOKa AEMCTBMA YYEeTHOW 3anmMcu nosab3oBaTens Heobxoammo
KOCHYTbCcA nons «CpoK AeNCTBMA yY4ETHOM 3anmcK Nosib3oBaTena» U Ha oTobpa3mBLLENCcA
CTpaHuue BblbpaTb AaTy, NOC/Ae KOTOPOW MONb30BaTE/Nb HE CMOXET BOWTU B CUCTEMY
(cm. PucyHok 21), a Tak»Ke NOATBEPANTb AEMCTBME BBOAOM TEKYLLErO Koaa 6e30MnacHOCTMy.

[ns BbibOpa AHEN, B KOTOPbIE NO/Ib30BaTE/Ib CMOXKET BOMTU B CMCTEMY, HEOHXOANMMO
KOCHYTbCA nonsa «[IHKM BXOoAa B CMCTEMY» U Ha OTOOpa3MBLIENCA CTpaHULE BblOpaTb AHM
Heaenun, B TeYeHNe KOTOPbIX MONb30BaATE/lb CMOXKET BONTU B cucTemy (PucyHok 40), a Takke
noATBEPAUTL AEMNCTBME BBOAOM TEKYLLErO KOJa He30NacHOCTM.

[ns HacTpPOMKM BPeMEHU BXOAa B CMCTEMY HEODXOAMMO BbIMONHUTL CAeadytolne
NencTBus:

— KOCHYTbCA nepekato4vatend «KpyrnocyTouyHo» ANA  ero  AeakTusauumu, B
pe3ynbTaTe 4ero otobpasATcA nons BBOAA AMana3oHa BPEMEHM, B TeYeHWe KOTOpOro
No/Nb30BaTENlb CMOMKET BOUTM B cuctemy (PucyHok 41).

MPUMEYAHUE. OnAa aKTMBauUMW MNepekatodaTena AO0CTAaTOYHO KOCHYTbCA MOAs, B
KOTOPOM OH PacCnoJIOXKeH: nepekatoyaTeb HaYHeT CBETUTLCA ApYe, YeM B COCTOAHMK MO
YMONYaHUIO (HEAKTUBHOM);

— KOCHYTbCAl COOTBETCTBYIOLIMX MONAEN ANSA YCTAaHOBKM WMHTEpPBaNa BPEMEHM, B
TeyeHMe KOTOPOro N0/b30BaTeNb CMOXKET BOMTM B cucTeMy (noapasaen 1.3) nnoaTsepamTb
NencTene BBOAOM TeKyLLero Koga 6e3onacHocTy.

E OTMeHUTb MonTeepauTs 4§ g OrpaHu4eHune Bxoga B CUCTEMY

BbibepuTe OHKM BXOaa B
cUcTemy

# [loHepenbHWK

# BropHuK

[Hu1 BXOAa B CUCTEMY
” MnH, BT, €p, 4T, NT, 6, BC
Cpe.n.a pu HW HEOENW, B TE

MOXET BOMTV

#® Yersepr
Bpems Bxoga B cucTemy

s Bel tf.lE‘DMTE‘ BpeMmsa BXoAa nosib3oBaTens B CUCTeMY
E [aTHrMua
KpyrnocyTto4yHo

J Crovite C 9:00 o 19:00

# BockpeceHbe

PucyHok 40 PucyHok 41

1.4.3.2. Hactpomka 2PA

20A — npouecc NOATBEPNKAEHWA MOAJIMHHOCTM MO/b30BaTeNs C  MOMOLLbIO
NPMMEHEHMA HECKONbKMX pasnndatowmxca daktopos, KoTopble B OC ABpopa NPUMEHAOTCS:
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— B KayecTBe NepBoro GpakTopa: Naponb;

— B KayecTBe BTOPOro GakTopa: TOKeH, CoaepXKallMin YHUKaNbHYHO MHPOPMaLMIO
NoNb30BaTeNA.

NMPUMEYAHUA:

v Mudopmaums o coctosHmMm 2DA  oTobpaskaetca Ha  CcTpaHuue  «[Mms
N0/Nb30BaTENSA]» B MYHKTE MeHI0 «[1ByXpaKTOpHan ayTeHTUOMKALNAY;

v [Ina HacTpOMKM v aktnsauum 2PA agMUHMUCTPATOPY HEOBXOAMMO MCMOAb30BaThb
USB cmapT-KapTy (TOKeH).

B OC ABpopa ana 2PA noaaepKMBatoTCA cneaytouime TOKEHbI:

— MPOrpPaMMHO-annapaTHbI KOMMNAEKC ayTEHTUPUKALMM U XPaHEHNA MHPOPMALLIUK
«PyToKeH» Bepcun 4 (UM PKI) (ceptndmrat ®CTIK Poccnm Ne3753);

— CpeacTsBo  ayTeHTMOMKaumm 1M 6e30mnacHOro  xpaHeHua  MHPOpMaLMK
nonb3osaTenen JaCarta (ceptudpukat CTIK Poccnm Ne3449).

BHUMAHUE! Wcnonb3osaHne ana 2PA TOKeHa, OT/IMYHOINO OT YKa3aHHbIX, He
npeaycmaTpmuBaeTcs.

1.4.3.2.1. TlpaBunnaa HaCTPOMKM N MCNONb30BaHMNA 2DA

HeobxoamMmo  yumTbiBaTb  C/AedylollMe  OCHOBHble  MpaBuMaa  HACTPOMKU W
ncnonb3oBaHma 2PA:

— 3JKCnayaTaumilo TOKeHa cneayeT  OCYWeCTBAATb COornacHo TpeboBaHMAM,
YKa3aHHbIMW B COOTBETCTBYIOLLLEN AOKYMEHTALUMN HA HETO;

— ana obecnedveHma noakntodeHms K MY M nocneaytolle HacTPOMKKM TOKeHa
TpebyeTca MCNONb30BaTb cneumann3mpoBaHHbin USB OTG nepexogHWK, KOTOPbIM He
BXOAMT B KOMMAEKT NOCTaBku MY;

— NonnTMKa 6e30nNacHOCTM MOXKET 3anpeuwatb NpUuMeHeHne BHelHux USB-
YCTPOMCTB, [AN8 3TOr0 HeobXxoAMMO AOMNOAHUTENbHO MNPOBEPUTH YCTAHOBNEHHOE
orpaHuyeHune agernctaytowen 8 OC ABpopa nonntnkm 6esonacHoctn (nogpasaen 4.3.6);

— Npu paboTe C TOKEHOM NoTpebyeTca AONONAHUTENbHbLIN MNAapPONb ANA A0CTyna B
3allMLLEeHHY0 06nacTb NaMATM TOKEHa, B KOTOPYH MNPOM3BOAMTCA Ha3HadyeHue u
COXpaHeHne ayTeHTUPUKAUMOHHOM NMHPOPMALIMM NONb30BATENS;

— ncnonb3oBaHne 2MPA AOCTYNHO A4 BCEX YYETHbIX 3anmMcel noJsib3oBaTenem
(n. 1.2.1), co3aaHHbIX Ha MY.

MPUMEYAHUE. T[lpoBepka TOKeHa npuM BxoAe MNOAb30BaTENA MNPOUCXOAUT
OZIHOKPATHO — TO/IbKO MPU NEPBUYHOM BXOJE.

1.4.3.2.2. [lpenBaputenbHaa NOAroTOBKa TOKeHa

HacTpolika ToKeHa NPonCXoAmnT Ha 3NEKTPOHHO-BbIYNMCAUTENBHON MalumHe (3BM) OC
Linux, Ha KOTOPOW NpeABaPUTENbHO A0MKEH ObITb YCTAHOBNEH NAKET OpPensc.

MPUMEYAHMUE. [na HacTpoikm 2PA TokeH AomKeH nmeTb dopmaT PKCS#15.

B cnyyae ecnm TOKeH MMeeT aApyron dopmat, ANa NepeMHULMANM3aLMM TOKEHA B
dopmaT PKCS#15 Ha IBM HeobxoaAMMO BbINOAHUTL CAeayole KOMaHabl:
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PYKOBOACTBO afMMHUCTPATOpPa l MO
pkcsl5-init --erase-card -p rutoken ecp

pkcsl5-init --create-pkcsl5 --so-pin "87654321" --so-puk ""

pkcslb5-init --store-pin --label "User PIN" --auth-id 02 --pin
"12345678" --puk "" --so-pin "87654321" --finalize

BHUMAHUE! [Mocne nepenHuumanmsaumm TOKeHa BCe JaHHble C Hero 6yayT
yAaneHsbl.

1.4.3.2.3. Bknwo4deHue n BblkaodeHmne 20A

MPUMEYAHMUE. BrkntoueHme 2DA BO3IMOMKHO TONBKO 415 BbIDPAHHOM y4ETHOM 3anmncu
no/ib3oBaTens.

[na BrkntoveHns 2PA HeobX0AMMO BbINONHUTL CAedytolmMe AeNCTBUA:

— KOCHYTbCA  OAHOM M3  CO34aHHbIX  YYeTHbIX  3anucelt  Nnosb3oBaTenA
(cm. PucyHok 20);

— B KOHTEKCTHOM MEHI0 KOCHYTbCA NMyHKTa « HacTpoKkK 6e30nacHOCTNY;

— oTobpa3snTtca CTpaHuLa «[Ums y4eTHOM 3anmcum nonb3oBaTens)»
(cm. PucyHok 32), Ha KoTopoi HeobxoAMMO KOCHYTbCA NYHKTa « 2D AyTeHTUGUKaUMAY;

— Ha oToOpasuBLUENCA CTPaHMLE KOCHYTbCA KHOMKW «HayaTb HaACTPOMKy» AnA
HacTpolKkn 2DA (PucyHok 42);

— NOAKNOYUTL TOKEH (CMapT-KapTy). [Mocne ycnewHoro NoAKNtOYEHNA Ha 3KpaHe
MY oTobpasunTtca cooTBeTCTBYHOLEE coobuleHne (PrucyHok 43);

— Ha oTobpa3suBwenca cTpaHuue «MHuumManmnsauma CMapT-KapTbl» KOCHYTbCS
KHOMKW «BBeCTM maponb» ANA BBOAA Mapona OT TOKeHa (CMapT-KapTbl) MO0 KOCHYTbCS
KHOMKW «[llonpobynTe Apyryto CmapT-KapTy» A48 MNOAKAYEHMA [PYyroro TOKeHa
(PucyHok 44);

— B MoJie BBOAA BBECTM NapO/b OT TOKeHa(CMapT-KapTbl) M KOCHYTbCS 3HA4YKa
(PucyHok 45);

— nocae ycnewHom MHMLUMann3aumm TokeHa (CMapT-KapTbl) Ha aKpaHe oTobpasmnTcs
COOTBETCTBYHOLLEE COODLIEHNE;

— KOCHYTbCS KHOMKK «[loATBEpAMTb» ANA NOATBEPKAEHMA NMOO  KHOMKMU
«OTMEHUTbY» ANA OTMEeHbl onepaunmn (PucyHok 46);

— Ha oTobpa3mnBLIENCA CTPaHMLE KOCHYTbCA KHOMKM «3aBEPLLMTLY ANA 3aBePLLEHMA
HacTpolkn 2PA (PucyHok 47), nocne 4yero 3HavyeHune nons «CoCTOAHME» M3MEHMUTCA Ha
«AKTUBHa» (PrcyHoOK 49).
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[lns HAacTpoWKK K akTuBauum 2@
AyTeHTUdMKaLMKN HEOBXOAMMO BCTaBUTb
CMapT-KapTy W BBECTHW Naponb

paTopa. Takxe MoxeT

aTbCA Naponb CMapT-KapTbl, eCnv

HacTtoaTensHo pekoMeHayeTCs NOArOTOBUTb
BCE Heobxoaumoe [o Havana HacTpoikw!

o

HauaTb HacTpoWky

PucyHok 42

i OTMEeHWTb MpooonXuTsb |

Lar 2: MHnumanmsauusa
CMapT-KapThbl

BeecTu naponb

[MonpobyiTe Opyryio cMapT-KapTy

PucyHok 44

F OTMeHUTb MpoponxuTh

LUar 1: Mogknio4ynuTb CMapT-

KapTy

CmapT-kapTa obHapyxeHa!

PucyHok 43

g OTMeHUTb

BeegwuTte naponb

\I'Ia pOJib CMapT-KapTbl

PucyHoK 45
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LWar 3: MHumanusaums War 4: Ihnumannsaumsa
cMapT-KapThl cCMapT-KapThbl

o(HON) o [HON)

WHuumanuaaums... 20 AyTeHTUdUKaUMa NpoLwna yenewHo!

PucyHok 46 PucyHok 47

[ns BbikatoveHna 2OA HeobxoaANMMO BbIMONHUTb

cnepyouie AencTema:
pllmRee — Ha cTpaHMue «[MmMa  y4eTHOl  3anucu

CMapT-KapTy 1 BBECTU Maposb

e ne T nonb3osBaTens]» (cMm. PUCYHOK 38) KOCHYTbCA MyHKTa
noTt 6 BaTbCs b CM T-Ki bl, n .
gl «2® AyTeHTUPUKaLMAY;
HaCTORTeJ‘IbHOpeKOMeH/:LyeTCFIHOE,I’OTOBVITb —_ Ha OTO6pa3MBLL|eP’|Cﬂ CTpaHMU'e KOCHyTbCH
BCEé HeobxoaMMoe [0 Havyana HacTPoMKK!

KHOMKKM  «OTKNOYMTb» ANA  OTKAOYEHMA TOKeHa
(PucyHok 48), nocne  4yero  3HadyeHwe  nons
«CocToaHue» N3MEHUTCA Ha «HeaKTnBHa»

(cm. PucyHok 38).

G

OTKNOUUTD

PucyHok 48

1.4.3.3. 3agaHne 04HOPA30BOro Napoasa ANA y4eTHOM 3anNMcKk NONb30BaTENS

OAHOPa30BbI Napoab TpebyeTca ANs BbINOAHEHUA BXOJA B CUCTEMY NPU MEepBOM
BK/IIOYEHUM YUETHOM 3annCcK Nob30BaTeNs.
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i OFDEHVNEHME BX0[a B CUCTEMY

Ol 3anucu u
O [HIO Heaenu v

20 AyteHTrdukauma

OXHO HaCTPOWTb UCMOMNB30BaHWE
TOPHOW ayTeHTUUKALMK

ive AKTUBHa
BblA Maponb
CreHepupoBaTb

MUYy KeHTFuWwus3 X b

GblBanponmgpxas

~ d94YcMUTHLHL OO X

123 |- 1B

PucyHok 49

1.5. Hactpoitka MY

MPUMEYAHMUE. MoapobHas nHdopmauma o Bxoae
B YYETHyt0 3anuCb MNONb30BaTENA C  MOMOLLBIO
OA4HOPA30BOrO Mapons npuBeAeHa B JAOKYMeHTe
«PyKOBO/ACTBO NO/Nb30BATENAY.

[Ona 3apgaHWs OAHOPA30BOro Mapons  Yy4YeTHOM
3aMMcyM  Nonb3oBaTenAa  HeobXoAMMO  BbIMOAHWUTH
cneayrouime AencTBmnA:

— KOCHYTbCA KHOMKM «CreHepnpoBaTb»
(PucyHok 49) Ans noay4YeHms napons,
CreHepMpPoOBaAHHOIO  cay4amHbiM  obpasom  anbo
YCTaHOBUTb Kypcop B none «OaHOPa3oBblid Naponby,
nocne yero 3aZaTb Napob;

— NpU HEOBXOAMMOCTU KOCHYTLCA 3Havka @ ans
oTobparkeHnsa naponsa;

— KOCHYTbCA KHOMKK «YCTaHOBUTbY» (PUCYHOK 49) 1
noaATBepAMTb  AENCTBME BBOAOM  TeKyllero Koaa

6e30nacHoOCTH.

AamuHuctpaTopy MY O0CTynHbI Cheaytoume BO3MOXKHOCTU:
— HacTpoMKka USB-noakntoveHus (n. 1.5.1);
— HacTpolka PIN-koga ana SIM-kapTbl (n. 1.5.2);

— HacTporka MM (n. 1.5.3).

1.5.1. HacTtponka USB-noakntoueHunsa

[na HacTporkm USB-noaKkntoYeHns HeobxoAMMO BbINOAHUTL Caeaytoline AencTBUA:

— KOCHYTbCA NyHKTa «USB» QI} B MEHIO HaCTpPOeK ceTu;
— B OTKpPbIBWEMCA OKHe HacTpoek USB-noakntoveHma (PrucyHoK 50) KOCHYTbCSA Nons
«Pexmm USB no ymonyaHuto» 1 BbibpaTb HeOBXoAMMOe 3HaYeHMe M3 PacKpbiBatOLLErocs

cnucka (PucyHok 50).
NPUMEYAHUA:

v’ B ciyyae Bbibopa NyHKTa «Bcerpa cnpalimnsaTb» nNpu noaxatoueHnm MY kK 3BM ¢
nomouibto USB-kabens Ha MY oTobpasmTtca okHO ¢ Bbibopom pexmma USB-noakntoyeHma

(PucyHok 51);

v 3HavyeHre «Peskmm paspaboTumka» OTOBpaskaeTcs TOMbKO MPW  akTUBaL UK
COOTBETCTBYIOWMX MNepekntoyaTenen B pasgene «Cpeacrtsa pa3paboTuMKa» CUCTEMHbIX

HacTpoek (noapasaen 3.1).
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Pexxum USB no ymonyaHuio
Bcerpa cnpawwvBatb

Bcerpa cnpawwusatb

Pexum paspaboTtymka

[MpoTokon nepegaym mynetumegma (MTP)

Tonbko 3apsaka

PucyHok 50

USB-kabenb nogknoveH

ﬂepeKﬂ}OHMTbCﬂ Ha OWH U3 Cnefyruwmnx
PEXNMOB

®
Pexxum MpoTokon Tonbko
paspaboTuvika nepenayu 3apanka
MynbTUMegMa
(MTP)

PucyHok 51

1.5.2. HacTtpownka PIN-Koaa ana SIM-KkapTbl

PIN-koa,

SIM1| ROSTELECOM

3anpawwueats PIN-koa

SIM2 | Beeline
# 3anpawwsats PIN-kopa

NameHnTb PIN-KOL,

PucyHoOK 52

3aWwmTa  ycTaHoBAeHHOM Ha MY  SIM-kapThl
obecneuynsaeTcs c nomoulbto PIN-Koaa, KOTOPbIN MOXKHO
aKTMBMPOBATb/AEaKTUBMPOBATL OTAENbHO ANA KaXKa0Wu
n3 SIM-Kapr.

MPUMEYAHMUE. B 3aBUCMMOCTM OT KOHCTPYKTUBHbIX
ocobeHHocTen MY aonyckaeTca ycTaHOBKa A0 ABYX SIM-
KapT.

[Ons HacTpolkn PIN-Koga HeE0HX0AMMO BbINOSHUTb
cneaytolme aencrama (PucyHok 52):

— KOCHYyTbCA nyHKTa «PIN-kO4» B MEHI0
HacTpoeK 6e3onacHoCTY;

— KOCHYTbCA  NepekatoyaTena  «3anpawmsatb
PIN-kog» Tex SIM-KkapT, KoTopble Heobxoaumo
3alWNMTUTL BBOAOM PIN-KOZa MO0 CHATL 3aLLMTY.
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Mocne akTnBaumm PIN-koaa oH ByaeT 3anpalimBaThCA NPU KaxXaom BKAoYeHUn MY
(PncyHok 53). B cnyyae TpexkpaTHoro BBoga HesepHoro PIN-koga SIM-kapta 6yaer
3abn0oKkMpoBaHa M ana ee pas3bnokmposkM notpebyetca PUK-koa, Ana BBOAA KOTOPOro
npepoctasnsetca 10 nonbiTok (PucyHoK 54).

MPUMEYAHUE. PUK-Kkoa npenoctaBndeTca onepaTopom COTOBOM CBA3M.

Mocne BBoaa BepHoro PUK-koaa oTobpasunTcs cTpaHuua ana mameHeHma PIN-koaa
(cm. PucyHok 52), Ha KoTopoi HeobXxoaAMMO BbINOAHUTL CAeAytoLLMe AENCTBUA:

— KOCHYTbCA KHOMKKN «M3meHnTb PIN-Koa»;

— BHECTW COOTBETCTBYIOLLME N3MEHEHMA B pa3aene SIM-KapTbl, KOTOpyto TpebyeTcs
3aWwmTnTL BBOAOM PIN-KOAa.

< <

Beegute PIN-kopn,

2 | Beeline

Beepoute PUK-kon
SIM2 | Beeline

OcTanocb 10 nonbiTok. OBbpaTUTeCh K
NOCTaBLLUMKY CETEBbIX YCNyr ans nony4eHuns PUK-
Kofa.

OcTanochk 3 nonbiTkK

PucyHok 53 PucyHok 54

1.5.3. HacTtpownkmn M1

MPUMEYAHUE. AaMMUHNCTPATOP MMEET AOCTYN K AOMNONHUTENbHBIM HAacTponKam MTT,
OMMUCAHHbIM KaK B HAaCTOALLEM AOKYMEHTE, TaK U B JOKYMeHTe « PyKOBOACTBO MO/Ib30BaATENAY.

[na  pononHUTeNnbHoOW HacTpokn MIT HeobxoAMMo BbINOAHUTL Caeaytolme
NencTBms:

— OTKPbITb MEHK HaCTpOeK KaCaHWemM 3HauykKa Ha JKpaHe NPUIOKEHUI
(cm. PucyHok 1);

— KOCHYTbCA pasgena «lpunoxkeHunsa» ana nepexona K ctpaHuue ¢ Bbibopom MIT;

— Ha CTpaHuue HacTpamBaembix M1 KOCHYTbCA 3Ha4yKa cooTseTcTBytowero Ml un
3a4aTb Tpebyemble HAaCTPOMKK.
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CHpocKTb CHYETYMKIM 3BOHKOB

TenedoH \a

CYETUYNKM 3BOHKOB

CoobLueHne BbicTPOro oTeeTa

Bbl MOXeETe coa3gaTh A0 5 coobLueHuit ana BeicTporo
oTeeTa KoTopble Bbl MoXeTe oTnpasuTs nocne
BbIKNO4YEeHWA 3ByKa NPW BXOAALLEM 3BOHKE.

MameHuTb BbICTpbIV OTBET f

McTopus 3BOHKOB

#® bbicTpbif BbIZ0B

CTOPUY

CoobuieHue BbICTporo oTeeTa

Bbl MOXXeTe co3paTh A0 5 coobweHuin ans GeicTporo
QaTBEeTa KoTopble Bbl MOXETE 0OTNnpaeuTb Nocne
BLIKMIOYEHUS 3BYKA NPU BXOASLLEM 3BOHKE.

3MeHWUTb BbICTPbIA OTBET f

WcTopus 3BOHKOB

BbicTpbili BbI3OB
HaxmuTte Ha cnncok WUCTOPUKM 3BOHKOB yT1o6bI
NO3BOHUTEL

3anuch pasrosopa

¥ 3anuck pasroeopa

3anuncaHHble BbI30BbI
2B

PucyHok 56

MM «TenedoH»:
— cbpOoCUTb CYETYMKM 3BOHKOB (P1CyHOK 55);

— BKIIOYUTL  ONUMIO  «3anmMcb  pasrosopa»
(PucyHoK 56);
— NMPOCMOTPETb MHPOPMALMIO O  3aMMUCaHHbIX

Bbl30Bax (P1cyHok 57).

[na BbINONHEHMA AEMCTBUI HaA 3anMCaHHbIMM
Bbl30BAMM CNelyeT KOCHYTbCA MOAA C KONMYEeCTBOM
3aMMCaHHbIX BbI30BOB WM Ha 0OTobpasmMBLUENCS
CTPaHMLE B KOHTEKCTHOM MEHIO Bbl30Ba KOCHYTbCA
NMyHKTa C HEOBXOAMMbBIM AENCTBUEM.

[Mo3soHUTB

OTKpbITb KAPTOYKY KOHTaKTa

Yoanutb

MNogenuTbea

PucyHOK 57
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MM «CoobuweHuna» (PucyHok 58):
Coobuienns @ — MPOCMOTpeTb agpec SMS-ueHTpa;

— BRKJIHOYUTb ONuUUto «OT4eTbl O AOCTaBKe».
? SIM1|ROSTELECOM

SMS
+79043490008
Appec SMS-ueHTpa

OT14eTbl 0 AOCTaBKe
aTb OTYET 0 AocTaske SMS

[NokasblBaTb CHETYMK CUMBONOB

Moka3biea CTBO COOBLEHWI, Ha
abpaHHbliA TEKCT, 1
B nocnegHem

MMS

MakcumanbHeli pasmep coobLleHus

3anpawwuBaTh oTHeTH Her

PucyHok 58

1.5.4. TNonb30BaTENbCKOE XPAHUAMLLE KItoYen

[MoNb30BaTENBCKOE XPAHUAMLLE KAKOYEN NpeaHa3HaYeHOo AN XPaHEeHUA KAoYen m
CepTMPUKATOB, NPMU STOM OrpaHNUYeHMe A0CTyNa K XpaHUAuMLLy obecneymBaeTCcs WTATHbIMMK
cpeacteamn OC Aspopa (pasaen 4).

NMPUMEYAHUE. MMonb3oBaTeNbCKOE XPaHUIMLLE KAOYEN CO34QEeTCA ANA KaXKA0M
YYETHOWM 3anncK poanemn n HaxoaMTCA B KaTanore SHOME/ . softhsm.

Co3aaHne Nob30BaTENbCKOrO XPaHUAMLLA KAOYEN OCYLLECTBAAETCS B C/ieAyolmx
C/lydasx:

— nepsoe BKAOHeHne MY B pexnme aaMMHUCTPATOPa;

— CO34aHMe y4eTHOM 3anucm nonb3osaTens (n. 1.2.1) ¢ nomMoLlbio cepBuca user-
managerd, TMPW 3TOM CKPUNT 1initialize-user-keystore.sh XpPaHUTCA B MNanke
create.d

1.5.5. AreHT nonb3oBaTens

AreHT nosnb3oBaTena (User Agent) — 310 umaeHTMdUKaTop Opaysepa, KOTOPbIN
nepenaeTca B 3aronoBke http-zanpoca K cepBepy, OTBET CepBepa MOXET 3aBMCETb OT
NaHHOTro MaeHTUdMKaTOPa, M MOXKET ObITb 3a4aH:

1) Mo ymonyaHuto B MHTepderice, onncaHme KOTOPOro NPMBEAEHO B [AOKYMEHTE
«PyKOBOACTBO NMO/1b30BaTENAY;

2) C nomoulbto darna ua-update. json, KOTOPbLIN:

— UMeeT nona hostname W useragent " nyTb /home/defaultuser
/.local/share/org.sailfishos/browser/.mozilla/ua-update.json;

— onpeaenseT areHT N0Nb30BaTeNA AN1A OTAE/IbHbIX CalTOB.
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NMPUMEYAHUE. Mpn nameHeHnn ¢arna ua-update.json BPYYHYHO Heobxoammo
nepesanyctutb MI1 «bpaysep».

O6HOBNEHME MOXKET MPOUCXOAUTL CeAYIOLMMM Cnocobamm:

— C MOMOLLbIO 3HAYEHMA NO YMONYAHMIO, KOraa OTCYTCTBYET Ppaln ua-update. json.
leHepaumsa danna ocywecTsnaeTcs W3  /usr/share/sailfish-browser/data/ua-
update.json.in;

— € nomolulbto Beb-canTa, Koraa pamn ua-update.json OOHOBAAETCA Yepes CeTb
NHTepHeT. MonyyeHune darna ocyllectTsaseTca nocpeactsom http-3anpoca 8 MIM «bpay3sep»
Ha onpeaeneHHbINn aapec B CETU MIHTEpHET.

MPUMEYAHUE. Mpn nepsom 3anycke MI1 «bpay3ep» 3anpoc K ceTn VIHTepHEeT He
ocyuwecTsnseTcs, a ¢aln ua-update.json reHepUpPyeTCcsa NO YMOAYAHMUIO.
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2. BbINOJIHEHWE NMPOITPAMMBDI

2.1. HacTtpoiika obHoBneHnin OC ABpopa

O6HosneHne OC ABpopa OCYLLECTBAAETCS aAMUHUCTPATOPOM /MO0  NI0KANbHO
BPYYHYIO, MO0 yaaneHHO C MCNONAb30BaHMEM [MPUKNaAHOTO NPOrpaMmMHOro obecneyeHus

«Apopa LlenTp» (MMO).

MPUMEYAHUE. Ona nonyvyeHuns uHdbopmaumm no obHosneHuto OC ABpopa C
ncnonsbsosaHnem MMNO cneayetT 0OpaTUTLCSA K COOTBETCTBYIOWEN AOKYMeHTaumn Ha MMO,
pa3melleHHOM Ha Beb-canTe: https://auroraos.ru/documentation/#!/tab/452394980-2.

f OTMeHuTb 1

Maponb

HomeH

RU
MUYy KeHTWWwsXxhsb
dblBanponamgxa

~ lallgifeliMiivir B 6] <=

1123 [= Ny

PucyHok 59

Ona HacTporkm obHoBneHnt OC Heobxoammo
BbINONHUTbL CAeayoLlne AeNCTBUS:
— B MEHI0 CUCTEeMHbIX HAaCTPOEK KOCHYTbCS MYyHKTa

«O6bHoBneHna Aspopa OC» /@, B pe3y/ibTaTe 4ero
0TOOPaA3NTCA CTPAHMLA C HACTPOMKaMM OOHOBNEHMUS;

— KOCHYTbCA nepekntovaTena «Brntountb
3aliMLLEeHHble 0bHOBNEeHMAY (PrcyHOoK 60);

— Ha OTKpPbIBLWIENCA CTpaHWULE 3anoaHWUTb MO
(PncyHok 59) ana perncrpaumm [O0CTyna K
PEeno3nTopuAM;

— KOCHYTbCA KHOMKKM «Bxoa» Ans8 BbINOJAHEHMA
Bxoda /MbBo KHOMKM «OTMEHUTb» AN  OTMEHbI
onepaumu.

PaHee ycTaHoBneHHYyto Bepcunto OC ABpopa MOXKHO 0OHOBUTb 40 TEKYLLEN T0KANbHO
yepes rpapuyeckmnin HTepdenc, BbINOAHMB Caeaytolmne AenCcTBUA:

o )
— Ha CTpaHuLe C HacTPOMKaMmM OOHOBIEHMA KOCHYTbCA 3HAYKa “— A1A MPOBEpPKU
NOCTYMNHbIX 0BHOBNEHWUI, B pe3ynbTaTe Yero otobpasmtca cooblieHne: «HeT AOCTYyMHbIX
0OHOBNEHMNY, @ TaK}Ke AaTa 1 Bpema nocaeaHen nposepkun (PrucyHok 60) nmbo goctynHoe

obHoBneHue (PucyHoK 61);
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06 P QC
O6HoeneHwne OC ObHoeneHue OC

HeT gocTynHbIX 06HOBNEHMIA [HocTynHoe obH

# 3arpyxaTb 06HOBNEHWSA TOMbKO
yepe3s WLAN

BknioYnTh 3aWNLLEHHbIE
06HOBNEHMA

Tekywmin nomeH I . \ PeaepBHOE KOMUpOoBaHWe

#® 3arpyxaTb 0BHOBNEHWA TOMbKO
yepea WLAN

PucyHok 60 PucyHok 61

— NPY HAaAUYUM AOCTYNHOro OOHOBNEHMNSA KOCHYTbCA KHOMKKM «3arpy3nTb — [Pasmep
obHOBNEHMA]» ANA ero 3arpyskun. B cnyvyae Heob6xoaMMOCTKN 3arpy3Ky 0OHOBAEHMA MOXKHO
OTMEHMUTb KacaHMem KHOMKK «OTMEeHUTb 3arpy3Kky» (PUcyHOK 62);

— KOCHYTbCSl KHOMKM «[leTanm» M Ha OTKPbIBLIENCA CTPaHMLE O03HAaKOMUTCA C
noApobHoM MHPopmaumen o6 obHoBAeHUM (PUCYHOK 63).

ObHoeneHune OC ; Hetann

Aepopa 4.0.2.60

JTAPABNATE U NPUHWMaTE

#® 3arpyxarb 0BHOBMEHUS TONLKO
vepes WLAN

PUCyHOK 62 PucyHoK 63
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— MOCNe YCMnewHoM 3arpy3kM OOHOBAEHMA KOCHYTbCA KHOMKU «YCTaHOBUTH
obHoBneHme» (PucyHok 64);

— Ha OTKPbIBLLENCA CTPAHMLLE KOCHYTbCA KHOMKK «YCTaHOBUTbLY» (PcyHOK 65), nocne
yero MY aBTomaTmyeckn byaeT nepesarpy*KeHo, NMHo KHoMKM « OTMEHUTbY» AN OTMEHbI
onepaummn.

MPUMEYAHUE. B 3aBUCMMOCTM OT KOHCTPYKTMBHbIX ocobeHHocTen MY nocne
YCTaHOBKM OOHOB/NEHMA BO3MOXKHA ABOMHAaA nepesarpyska MY.

ObHoeneHne OC F OTMeHNTb YCTaHOBWUTDL

YcTponcTBO Byaer
nepesarpyxeHo

YcTaHoBka 0BHOBNEHWIA 3aiiMET
3 Te4eHWe KOTopOoro
b30BaTbCH
YCTPOUCTEOM. YcTaHoBUThL 0BHOBNEHMA?

Tekyuias sepcus

PezepBHoe konupoeaHue

#® 3arpyxaTb 06HOBMIEHUA TONLKO
vepes WLAN

PucyHok 64 PucyHok 65

Ha ctpanunue «ObHoBneHne OC» agMUHUCTPATOPY TaK¥e AOCTYMHbl caeayloume
nencrama (cm. PucyHok 60):

— NPOCMOTPETb MHPOPMaLIMIO O TekyLlen sepchm OC @*;

— BbINONHUTL pe3epBHOE KonupoBaHue nepen obHoBneHnem OC, KOCHYBLUMCH

3Ha4kKa @

MPUMEYAHUE. MNoapobHaa nHdopmauma o co3aaHnm pe3epBHOM KONUK NpuBeaeHa
B AOKYMeHTe «PyKoBOACTBO NO/1b30BATENAY;

— aKTMBMPOBATb NINDO AEaKTMBMPOBATbL MEpEeKIYaTeNb «3arpyaTtb 0OHOBAEHMS
TonbKo Yepes WLAN».

2.2. Cbpoc HacTpoek MY

MPUMEYAHMUE. CHbpoc HacTpoek MY — 3TO npouecc yaaneHua Bcex AaHHbIX, nocne
KoToporo MY Bo3BpallaeTca K 3aBOACKOMY COCTOAHWIO, T.e. K Bepcmn OC, yCcTaHOBNEHHOW
npounssogutenem MY.
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Ons cbpoca HacTpoek MY [0 3aBOACKOrO COCTOAHMA HEOBXOAMMO BbINMOAHUTL
cneayrouime AencTBuA:

— OTKPbITb MEHIO HACTPOEK CUCTEMbI KaCaHMNEM 3HaA4Ka Ha 3KpaHe I'IpVI/'IO)-I-(eHl/Il\/’I,'

— B noapasaene «MHGopmauma» KOCHYTbCA NyHKTa «COPOCUTL YCTPOMCTBOY >

— KOCHYTbCA KHOMKN « OYNCTUTb YCTPONCTBO» (PUCYHOK 66);

— KOCHYTbCA KHOMKM «[loaTBepaMTby ANA NOATBepKAeHMA cbpoca HacTpoek MY
b0 KHOMKM « OTMEHUTbL» ANA OTMEHbI onepaunmn (PrucyHok 67);

— NpW HeobXoAMMOCTM KOCHYTbCA NepeKkatoyvaTend «ABTOMaTUYECKN Nepe3arpy3mnTb
YyCTPOMCTBO Nocne cbpoca» ANA nocneayrolen nepesarpyskm MY;

— Npu HeobxoaMMOCTM KOCHYTbCA Nepekatovatens «CrepeTb BCE AaHHble» ANA
yAA/IeHMA AaHHbIX.

MPUMEYAHUE. [Mocne nepesarpyskn MY npomsonger cbpoc HaCTpoeK A0
3aBO/CKOro COCTOAHMA C MOCAeAyOWMM 3aNyCKOM MacTepa NepBOHAYa/IbHOM HACTPOMKM,
noapobHoe onucaHne paboTbl C KOTOPbIM MNPUBEAEHO B [AO0KYMeHTe «PyKOBOACTBO
NoNb30BaTENAY.

E OTMEHUTD MoaTeepauTh #

CbpocuTb

C6poc NpuBeaET K yOaNeHWIO BCEX OaHHbIX C
YCTPOWCTBA W €ro BO3BPALLEHMIO K
3aBOACKOMY COCTOSAHMIO. DTO O3HaYaeT
NnoTepro BCex AaHHbIX, 406aBNeHHbIX Ha
YCTPOWCTBO, BKtoYas o6HOBNEHWS,
NPUNOXEeHWs, y4eTHble 3anuck, KOHTaKTbl,
1M306paxeHna 1 UHYHO MHGOPMaLKIO.

Bbl TOYHO XOTUTE OYUCTUTH
YCTPOWNCTBO?

Mocne nogreepxneHuns Bce AaHHble C Bawero
ycTpoiicTaa ByayT yaaneHsl, U NporpaMmHoe
obecneyeHue 6yneT BO3BpalleHOo K 3aBoACcKOMY
COCTOSIHWIO. 3TO 03HauvaeT, 4YTO BCe AaHHbIe,
KoTopsble Bbl 4o6aBuUIM Ha YCTPOWCTBO, ByayT
noTepaHsbl (Hanp., 06HOBNEHUS, NPUNOXEHUS,
YUETHBIE 3aNKCH, KOHTaKTBI, hoTorpadum u Apyrue
$ainb). Cosgaiite pesepBHYIO KON Gpannos
PEKOMEHOYETCA Ha KapTy NamaTy.

Co3spaiTe pe3epBHYIO KONWIO
nonb3oBaTe/IbCKUX AaHHbIX Nepeg CE‘DOCOM
YCTPOWCTEA.

O4YMCTUTb YCTPOMCTBO
Mpw yaaneHuy, yCTPOMCTBO BbIKNIOYUTCH
aBTOMaTH4ecku, 1 cnenytoLas sarpyska MoxeTt
3aHATb 6onblue BpemMeHH, Yem 0BbIYHO.

Mepen 04MCTKOW YCTPOMCTBa HEO6XOAMMO BBECTH
kop 6esonacHocTy.

ABTOMaTUYECKM MepesarpysunTb
yCTpoMncTBO nocne cbpoca.

CTepeTb BCe AaHHb

PncyHOK 66 PucyHok 67

2.3. YcTaHoBKa cTopoHHero M0

AAMMHUCTPATOP MMeeT BO3MOXKHOCTb YCTaHaB/IMBAaTb HA MY CTOPOHHME NPOorpammel,
He ABnAroLmeca BCTpoeHHbIMM B OC ABpopa.

CTOpOHHMeE pa3paboTymMKM MOTYT MCNO/1b30BaTb OPULIMANBHbIN HADOP NMHCTPYMEHTOB
pa3paboTkm MO ana OC ABpopa, noapobHas MHGOPMALMA O KOTOPOM NpuBeaeHa Ha Beb-
cavTe: https://community.omprussia.ru.
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Mpy ycTaHOBKe CTOPOHHWX MI1 agmuMHUCTpaTopy Heobxoaumo ybeauTca B
BbIMNOJIHEHWUN CNEAYHOLLMX YCAOBUIA:

— MaKeT NpPorpamm yCTaHaB/IMBAETCA WTaTHbIM 06pa3om;
— HeobxoauMble UCNONHAEMblE Galiabl MPOrPaMMbl 3aMyCKatoTCs;
— WTaTHOe noBeJeHWe W BbINOJHEHME TMPOrpaMmMbl COXpaHAeTcA W nocne
nepe3sarpyskn OC Aspopa.
YCTaHOBKa M ynpasaeHme CTOPOHHMM 10O MOXKeT ocyLecTBAATLCA aAMUHUCTPATOPOM
cneayoLWmMmmn cnocobamu:
— JIOKANbHO:
e yepes rpaduyeckunit nHtTepdenc MMM «dPannbi» (n. 2.3.1);
e B Ml «Terminal» (n. 2.3.2).
— YO3NEeHHO:
® NpUHyAMUTeNbHAA yCTaHOBKA MI1 C MOMOLLBIO NOAUTUKM;
e ycTaHoBKa MI1 c nomoulbto MM10.
MPUMEYAHUE. MoapobHas nHdopmauma no mcnonb3osaHuto MMNO npmeeaeHa B
COOTBETCTBYHLLEN AOKYMEHTaumu, PACNOIOXEHHOM Ha Beb-canTe:
https://auroraos.ru/documentation/#!/tab/452394980-2.

2.3.1. YctaHoBka N0 ¢ nomoulbto rpadpuyeckoro nHtepderca Mr «damnbi»

[Ona ycTaHoOBKM cTopoHHero 10 nokanbHO 4epe3 rpaduyecknin uHTepdenc ¢
nomoubto MMM «@Parnbi» He0bXoAMMO BbINOAHUTL CAeAytolLmMe AeNCTBUA:

— OTKPbITb MI «®ainbi», KOCHYBLUNCL 3HAYKA -.J Ha DKpaHe NPUNOKEHUN;

— KOCHYTbCA yCTaHOBOYHOTo ¢parna MIT;

— B IMANIOTOBOM OKHE KOCHYTbCS KHOMKM «YCTaHOBUTbY» (PUCYHOK 68).

Mocne ycnelwHon ycTaHOBKM Ha aKkpaHe MY oTobpasntca ysegomneHue (PucyHok 69),
a 3Ha4yoK ycTaHoBAeHHoro MI 6yaeT oTobpaxkaTbCA Ha IKPaAHE NPUNOKEHUI.
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YcTaHoBKa ycnelwHa

ru.auroraos.Messenger
ru.auroraos.Messenger
MecceHaxep

Bepcusa 0.4.0

Dalinbl
YCcTaHOBUTb

aHrnunckoe n punoxeHune.rom

® CHUMOK_3kpat

PucyHok 68 PucyHok 69

2.3.2. YcTtaHoBKa [10 ¢ nomotubto MIT «Terminal»

[Ona ycTaHoOBKM cTopoHHero 10 nokanbHO 4epe3 rpaduyeckuin MHTepdenc ¢
nomoulbto MMM «Terminal» HeobxoAnMMO NoAYy4YUTb NpaBa cynepnonb3osatens (n. 2.4.2).

Ynpasnenue MI1 ocywectsnsetcs 8 MMM «Terminal» ¢ nomoubto meHeaxxepa RPM-
MaKeToB NOCPEeACTBOM BbIMOJHEHNA C/IeAYIOLLNX KOMAHA,:

— [O/1A YCTaHOBKM CKayaHHoro RPM-nakerTa:

#rpm —-ihv mMa naxeTa

— Ana ynanenmna RPM-nakerTa:

#rpm —-e mMa_nakeTa

— 018 NPOCMOTPa NepeyHs ycTaHoBAeHHbIX RPM-nakeToB:

#rpm —qga

— ansa noapobHoOro O3HaKOMIeHUs C BO3MOHOCTAMM MeHexepa
RPM-nakeToB:

#rpm -help

MPUMEYAHUE. [na nonydeHna wuHboOpmauMm O BO3HMKAKOWMX OWMOKax w
HelWTaTHbIX CUTyaumax B npouecce ynpasneHns MIT HeobxoaAMMO WMCNONb30BATb
M «ypHan» 1 03HAKOMUTBCA C NpPeacTaBNeHHOM B Hem MHPopmaumen. MNoapobHoe
onucaHue pabotbl MMM npuBeaeHO B AOKYMeEHTEe «PyKOBOACTBO MNO/b30BATENAY.
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2.4. TOHKaA HaCTpPoMKa

BHUMAHUE! AamuHuctpaTtopy Heobxoammo ncnonb3osatb Ml «Terminal» TonbKo
NNA OCYLECTBNEHUSA AENCTBMA NO TOHKOM HacTpolke MY B COOTBETCTBMM C HACTOALLMM
NoKymeHTOM. Micnonb3oBaHne MI «Terminal» ana apyrux uenen 3AMPELLAETCA.

TOHKaA HaCTpoMKa npeaHa3HavyeHa A0A BbINOJIHEHUA CEPBUCHBLIX Onepauuin,
HeAdOCTYNMHbIX M3 rpadmyeckoro wHTepdenca (Hanpumep, HACTPOMKA nNpaB A0CTyna,
ncnpasaeHme KOHPUrypaumoHHbIx Gannos 1 T.4.)

MM «Terminal» aBnAeTcA MHCTPYMEHTOM MPEAOCTaBAEHMA AOCTyNa K KOMaHAHOM
CTPOKeE, rae UMetoTCcA caeaytolime BO3MOXHOCTMU:

AOMWHUCTPUPOBaHWE

BkniounTb TepMUHan

YCTaHOBWTL Mapo/b Cynepnonb3osarens

CreHepupoBaTb

PucyHok 70

— BbIBOA,  MNOTOKA  AaHHbIX, @  TaKxke
AMATHOCTUYECKMX WM OTNAA04YHbIX COODLEHNA B
TEKCTOBOM BUAE;

— BbIMNO/IHEHME CEPBUCHbLIX AEUCTBMN 1 Donee
TOHKYIO HacTponky MY (B T.4. C MCNONb30BaHMEM
npas cynepnosb3oBaTens).

MPUMEYAHMUE. Mo ymonyaHuto MM «Terminal»
He oTobparkaeTcs Ha dKpaHe NPUNOKEHUN.

Ona poctyna Kk MI «Terminal» Heobxoanmmo
BbINO/IHWUTL CAeaytolme AeNCTBUA:

— KOCHYTbCA MYHKTa «AAMWUHUCTPUPOBAHMEN

@B MEHIO CUCTEMHbIX HAaCTPOEK;

— Ha  OTKPbIBWENCA CTPaHWLE  KOCHYTbCA
nepekntoyaTens «BKNOUYNTB TEPMUHANY
(PucyHok 70) ana oTtobparkeHua MI Ha IKpaHe
NPUNOKEHWUI;
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AOMWHUCTPUPOBaHWE

BkniounTb TepMUHan

CreHepupoBaTb CoxpaHuTtb

PucyHok 71

— KOCHYTbCA MO/IA BBOAA M BBECTU KeAaeMblid
naponb AnMbo KHomkm  «CreHepupoBaTb» AR
NoNy4YeHUsa Napossa, CreHePUPOBAHHOTO C/yYaliHbIM

obpa3om, KOTOpbIM B  AanbHenwem  byaer
MCMONb30BaTbCA ans nony4yeHmn npas
cynepnonb3oBaTens.

MPUMEYAHUE. HeobxoamMmo  3aNOMHUTb
3aaHHbIN Napo/ib;

— KOCHYTbCA KHOMKM «CoxXpaHUTb»

(PvcyHoK 71), B pe3synbTaTe 4Yero MI «Terminal»
oT0bpasnTCA Ha  JKpaHe MNpUAOKeHWn  (cm.
PucyHok 1).

MPUMEYAHUE. MM «Terminal» goctynHo nog,
YYeTHOM 3anmCbio aAMMHMCTPATOPA.

2.4.1. HactpoWka nHtepdernca Ml «Terminal»

[na pabotbl ¢ MM «Terminal» ero HEO6X0AMMO 3aNyCTUTb, NPOBEASA MO IKPAHY CHU3Y

BBEPX U Ha DKPaHe NPUNOKEHUI KOCHYBLLMCh 3HaYKa Ead.

ObHapyxeHHele URL-
CCHINKK

Pa3smep wpwdra

Monoxeunue okHa

AsToma
Tvueck L I
Wi

[LuarHocTHyeckni
pexum

MPOKPY. Buibpar
TKa =

MecTs
Texcra

MoseneHue
KnaBwaTypsl

besnswk OTKNoYe
Hoe HO

Ha Mepemect
3agHUA UTh
nnad

HoBOE OKHO
Packnagka

KnaBMaTypbl

3apepxka
KnaewaTypsl

4000 ms

PUCYHOK 72

B uHTepdence MI1 «Terminal» Heobxoammo

KOCHYTbCA 3HauyKa . AnA oTobparKeHMA MeHto C
HaCTpoMKamn WHTepdelca, B KOTOPOM AOCTYMHb
cneaytouime BO3MOXKHOCTU (PUCYHOK 72):

— KOMWPOBaHWe WM  BCTaBKa
TEeKCTa;

— nouck URL-ccbinok;
CO34aHMe HOBOTrO OKHa;
— BblOOP A3blKa MHTEpPdeiCa;
npocmoTp MHbopmaumm o MIM «Terminal»;

— YBE/IMYEHME W yMeHblleHWe  pasmepa
WwpndTa;

— BbIOOP OpPMEHTALMWN OKHa;

— BblOOp AENCTBMA NPU KAaCaHUM 3KPaHa;

— BbIOOp cnocoba oTobparkeHms KNaBmaTypsbl;

— YCTaHOBKa BpeMeHMW 3a4ePXKKM KNaBMaTypbl.

dparmeHTOB
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NMPUMEYAHUE. BbinonHeHWe [AaHHbIX AEUCTBMA OCYLLLECTBASETCA MNOCPEACTBOM
KaCaHMA COOTBETCTBYHOLLMX KHOMOK.

2.4.2. llonyyeHme npaB cynepnonb3oBaTena

[defaultuser@INOIP4983 ~1$ devel-su I_l pa Ba CyrlepI_IOfl b30BaATenNnAa ﬂpe.ﬂ‘OCTa BOAKOT

Password:

aAMUHUCTPATOPY  BO3MOXHOCTb  pabotatb B
NPUBMUNETMPOBAHHOM PEXMME M BbIMOAHATL Ntobble
onepaumm 8 OC Aspopa.

Ona nonyyeHna npas  Cynepnosib3oBaTesa
HeobxoaMmo oTKpbITe MM «Terminal» 1 BbINOAHUTL
cneaytowme aencrema (PucyHok 73):

— MNPOBECTW MO 3KPaHy CHWU3Y BBEPX W HAa
JKpaHe NPUIOKEHNIN KOCHYTHCA 3HAYKa ;

— B MI1 BbINONHUTL KOMaHAY: devel-su;

— yKasaTb 33aJaHHbl  paHee Naposab, B
pesynbTaTe Yero byaeT BbINONHEH NEPEXOL B PEXKUM
Cynepnosib3oBaTena.

PucyHok 73
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3. CPEACTBA PA3PABOTHUKA

BHUMAHUE! 3anpewaerca akTMBauma pemma  pas3pabotimka Ha MY,
byHKUMOHMpPYoWem noa, ynpasneHnem OC ABpopa B CepTMOUUMPOBAHHON BeEpPCUM U
npeaHa3Ha4YeHHOM AnAa  MUcnonb3oBaHMA B WC, aTTecTtoBaHHbIX NO  TpeboBaHMAM
obecneyeHna 6e30MacHOCTM B COOTBETCTBMM C  33aKOHOAATENIbCTBOM  POCCMIACKOM
denepaumm.

Pexxmm pa3paboTumka NpeaocTaBAAeT agMMHUCTPATOPY AOCTYN K pacliMpeHHOMY
bYHKLUMOHANY HACTPOEK.

BHUMAHMUE! Pexxnm pa3paboTymka HEBO3MOXKHO OTKAOYMTL NOC/e akTMBaumn. na

NeakTUBaUMmM pexkmma paspaboTymka Heobxoanmmo cbpocuTb MY A0 3aBOACKMX HACTPOEeK
(nogpasaen 2.2).

3.1. AKTMBaUMA pexrma pa3paboTtumka

MPUMEYAHMUE. Mepepn akTnBaLmMen pexnma paspaboTtimka Heobxoammo ybeamTbea
B HaM4mMm Ha MY ooCTyna K ceTn VIHTepHer.

[Ons aKTMBaUMM pexsmma pas3padboTymka HeobxoAMMO BbIMOAHUTL Caeaytolimne
NENCTBUA:

— KOCHyTbcs NyHKTa «CpeacTea paspaboTymKka» a B MEHI CMCTEMHbIX HACTPOEK,
B pe3y/ibTaTe Yero OTKPOEeTCs CTPaHMUa «MIHCTPYMEHTbl pa3paboTumnKa;

— KOCHYTbCS Nepekatoyatena «Pexxnm paspaboTtumka» (PucyHok 74) u noaTeepanTb
NencTeMe BBOAOM TeKyLLEro Koaa 6e3onacHocCTy;

— Ha OTKPbIBLWENCA CTPaHWLE O3HaKOMUTCA C «YCNoBMAMM pa3paboTymKa» U

KOCHYTbCA KHOMKK «T10ATBEPAUTLY A4 NOATBEPKASHUSA aKTUBALMM pexxmma pa3paboTymKka
NMB0O KHOMKN « OTMEHUTbY» ANA OTMeHbl onepauumn (PrucyHok 75).
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MHCTpyMeHTbI paspaboTynka

Pexum pazpaboTumnka
(WA

PucyHok 74

f OTmeHuTb MoateepauTh

Ycnosus paspaboTunka

ObpaTuTe BHUMAHWE, B pEXUME
pa3paboTyMka AOCTYMNHbI KOMMNOHEHTbI, NPY
HEMNpaewWIbHOM WCMONb30BaHUK KOTOPbIX
MOXeT 6bITb OKOHYaTESbHO NOBPEXAEHO
Balwue yCTpoWCTBO /UK €ro CoOAepXUMoe.

BknioueHue pexuvma paspaboTymka MoxeT
NPUBECTM K aHHYIMpOBaHKIo Baluei
rapaHTum.

ﬂpMHHTMe 3ATUX yC.ﬂOBMl:‘! npenocTaensaeT

BO3MOXHOCTb MCMONb30BaHWS PEXUMa
pa3paboTyuka.

PucyHoK 75

3.2. IHCTpyMeHTbI pa3paboTynKa

NPUMEYAHUE. SSH-naposib ncnonb3yeTca 414 NOAYy4eHWA NpaB Cynepnoib3oBaTesia.

Cpenctea paspaborymka

CETE‘BbrE noaknw4YyeHuUn
#® YpnanéHHoe coeguHeHue

C MeHeM

Maponk

CreHepupoBaTb QuUCTUTL

192.168.2.15

a
L3

o IP-appec USB

NHCTpYMEHTbI

OTob6paxxeHue 4YacToThl Kaapos
OTKNIOYEHO

CoxpaHAaTb OTNago4vHble CUMBONEI B
LOMaLUHUI kaTanor

# BknoYMTb BanuaaLuMio NakeToB
YcTtaHoBka 10O

PaszpewnTb
BrMou4vTh THX Y

P1cyHOK 76

Ona paboTbl C MHCTPYMEHTaMM pa3paboTymka
HeobXoAMMO BbIMONHUTL Caeaytolme AeNCTBUA:

— aKTMBMPOBATL peXMM pa3paboTymka
(nogpasgen 3.1);

— paspewunTb BXOA, no SSH-naponto,
KOCHYBLUWCb nepekatoyatena «YpaneHHoe
coeanHeHne» (PucyHok 76) n noatTesepaunBs AencTeme
BBO/ZIOM TEKYyLLLero koaa 6esonacHocCTy;

— 33gaTb  AmMbo  creHepupoBaTb  Mapob,
KOCHyBWMWCb nona «CreHepupoBaTb», MNOC/AE Yero
KOCHYTbCA KHOMKWM «COXpaHUTb» U NOATBEPAMUTH
NencTsmMe BBOAOM TeKyllero Koaa 6He3onacHOCTM
(PucyHoK 76).

NMPUMEYAHMUE. MNone «YcTaHOBUTL Napo/b ANA
SSH n poctyna» oTobpaxkaeTca nocne akTuBauum
nepekntoyatens «YaaneHHoe coeanHeHne»;
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— HacTpouUTb OTOOpaXKeHMe 4acToTbl KaApoB
3anyueHHbIx MM, KocHyBLWKCb Nona «M3o0bpaxkeHune
Omcriaiaie 4aCTOTbl KaA4pOoB» B NoAapasaese «VMHCTPYMEeHTbI», U
Ha OTOoOpa3MBLIENCA CTPaHMLUE KOCHYTbCA MYHKTa
«MpocToe» nnn «MoapobHoe» NMHBO KOCHYTbCA NONA
MoapoBie «OTKNOYEHO»  ON1A  OTK/IKOYEHMA  AMATHOCTUKMK
MPOCTOR - TONbKO KOMNOSHTOP (PucyHok 77);

— paspewntb AnMbo 3anpeTuTb COXpaHeHMe
OTNaA04YHbIX CMMBO/IOB B [AOMAlLUHEM KaTanore,
KOCHYBLUMCb nepekatoyaTena «COXpaHATb
Moppo6Hbiii - TONbKO NPUAOXEHNS OTNaf04YHble CMMBOAbI B AOMALWHWK KaTanor» B
noapasaene « MHCTPyMeHTbI» (CM. PUcyHoOK 76);

— BK/AOUYMTb AMBO  OTKAKUMTb  BanMAaUMIO
MaKeToB, KOCHYBLUMCb NepekatovaTena «BKAUYMTb
BaAMAAUNIO NaKkeToB» B noapasgene
«MHCTpyMeHTbI» (cM. PUcyHOK 76);

306paxkeHne 4acToTbl KaApoB

[MpocToe

MoapobHbIf - TONBKO KOMMO3UTOP

[pOCTOM - TONBKO NPUNOXEHUS

PucyHok 77

— paspewnTb AMBO 3anpeTuTb TUXYHD YCTaHOBKY MNakeTtoB m3 SDK, KOCHYBLIMUCH
nepekntovaTena «PaspelwnTb TUXYHD YCTaHOBKY» B noapasaene «YcraHoBka [10»
(cm. PucyHok 76) 1 noateepamTb AeNCTBME BBOAOM TEKYLLETO KOAa H€30NacHOCTM.
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4. MEXAHWU3MbI BE3OMNACHOCTU

PeanunsoBaHHble B OC ABpopa dyHKLMKM 6E30NacHOCTN MOXKHO HAaCTPOWUTb C MOMOLLLbIO
COOTBETCTBYHOLWMX MHTEPDENCOB, ONMCaHME KOTOPbIX MPUBEAEHO B HACTOALLEM pa3aene.

4.1. Pernctpayma cobbitnin 6esonacHoctu (ayguT)

4.1.1. CnctemHoe }ypHanmpoBaHue
4.1.1.1. Obwan nHPpopmaLms

CUCTEMHOE XKYpPHaNMpPOBaHME — CEPBUC ANA PETMCTPaLMM U XPaHEHMA MHOOPMALLMK
O BaXXHbIX MPOrPaMMHbIX M annapaTHbIX CODLITMAX, a TaKKe WX AaNbHEeMLWero aHanMsa B
CNyyYae HEKOPPEKTHOM PaboTbl CUCTEMBI.

OC ABpopa OCyLLECTBNAET PETUCTPALMIO N XPaHEHME cneaytolen MHGopMaLnn:

— COODOWEHMN N3 CUCTEMHOTO }KypHana (journald) n agpa (kernel log);

— COODLUEHMN, BbIBOAMMbBIX NMPOLECCAMWN CAY»KO Ha CTaHAAPTHblE NMOTOKM BbIBOAA
(stdout);

— OWMOOK (stderr).

MonyyeHHaa MHOOPMALMA MHAEKCUMPYETCA M XPaHUTCA B CMCTEMHOM KypHane,
KOTOPbIN HAaXoAMTCA BO BPEMEHHOM KaTasiore 1 Nocae nepesarpyskn He CoxpaHsaeTca.

4.1.1.2. CoxpaHeHue cobbITUIM CUCTEMbI B MOCTOSHHYO NamaTe MY

[ns coxpaHeHua COoObITUM CUCTEMbI B MOCTOSHHYKD BHYTPEHHKOK namats MY
HeobxoAMMO BbIMONHUTL CAeaytowme AeNCTBUS:
— OTKpbITb MTIT «Terminal» 1 BbINONHUTbL KOMaHAY:

vi /etc/systemd/journald.conf;

— YCTAaHOBWUTb MapameTpbl B c/ieaytolme 3HaYeHNs:

Storage=persistent;
SystemMaxUse=500M;
RuntimeMaxUse=1M;

— nepesarpy3nTtb MY a1a COXpaHEeHUs U3MEHEHNA.

[na  BbIrpy3kM  daiina  KypHana  HeobxoAMMO  BbINOJHUTb  KOMaHAy:
journalctl -a > j.log, NPW 3TOM NoTpebyeTca co3aatb Gpalin nora, KOTopbi OyaeT UMeTb
Ha3BaHMWe: j.log, KOTOpPOe Mpu HEOBXOAMMOCTU MOMKHO WM3MEHWUTb, U COAEP)KaTb BCe
cobbiITns (-a = all).
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4.1.2. Cepswuc sdjd
4.1.2.1. Obwan nHPpopmaums

[ns HafaeXHOoro xpaHeHws Habopa coobLIEHMM, OTHOCALWMXCA K CUCTEME 3aLUTh
MHGOPMaLMK, UCNONb3YETCA CePBUC N0 cOopy 1 perncTpaumm cobbiTin 6esonacHocTn sdid.
CepBuC coxpaHAeT OTAeNbHble coobuleHna B Gann /var/log/sdjd-v2.1log, KOTOPbIA NpU
3aN0/IHEHMN A0 MaKcumanbHoro pasmepa (50 MB) nepesanucbiBaeT npeablayline
COODOLWEeHMA HOBbIMU.

Ons  onpepeneHua cobblTuin  peructpaumm  cepsmcom sdjd  mMcnonb3yetcs
KOHOUIYpPaUMOHHbIN Gann /etc/omp/sdjd.conf, B KOTOPOM C MOMOLLbIO PeaaKTMPOBaHMA
MOXHO 334aTb HeaKTyabHbIM CObbITMAM cTaTyC false.

B OC ABpopa C MCno/b30BaHWEM CepBMCca sdjd PETMCTPUPYHOTCA U AO0ATOBPEMEHHO
XpaHATCA cneaytolme Tunbl CobbITUIM 6e30NacHOCTH:

— pe3ynbTaT NOMbITKM BXO4a B CUCTEMY;

— ONIOKMPOBAHME MHTEPAKTUBHOIO CEaHCa Kak Mo 3anpocy noab30BaTena, Tak M no
MCTEeYEHUN YCTAHOBNAEHHOMO NEpMoaa HEaKTMBHOCTM NONb30BaTENS;

— ONOKMpOBaHME A0CTyNa MNOC/Ae YCTaHOBNEHHOrO KOAMYEeCTBa HeyCnellHbIX
MNOMbITOK BBOAA ayTEHTUPUKALMOHHOM MHPopmaumn (n. 1.4.1);

— MCTeYyeHMe CpoKa AencTema Koaa 6esonacHoCTy;

— CMeHa Koga 6e3onacHoCTH;

— 3anyckK npoueaypbl U pe3ynbTaT NPOBEPKU KOHTPOAA LenocTHocTh (KLL);

— MONy4YeHMe OTPULLATENBHOIO pe3ynbTata NPOBEPKY;

— aBTOMaTU4yeckan 6aokMpoBka MY;

— pe3ynbTaT NoMbITKM YCTAHOBKMK, yAaneHuns nnm obHosneHmns RPM-nakeTos;

— MNOAKNOYEHME N OTKIOYEHME BHELIHMX HOCUTEeNel MHGopMaLmu;

— nepenosHeHme XypHana cobbiTnin 6e3onacHoCTY;

— BK/IHOYEHME, Nepe3arpyska v BblikatovYeHne MY;

— pobasneHne NpaBua CeTeBoro PuUabTPa;

— 3aMyck, 3aBeplueHme N M3MeHeHne KoOHGUrypaumm cay>bol ayamTa;

— M3MEHEHME CUCTEMHOIO BPEMEHMW;

— HelwTaTHOe 3aBepLUEHNE CUCTEMbI;

— MOMNbITKM AOCTyNa K ¢alnam, HaxoAALMMCA B NPOLLECCE PermcTpaumm;

— cboi B mexaHn3me n3onaumm NnpoLLeccos;

— owKnbKn Banmaaumm RPM-nakeTos;

— CO3[4aHue, NepeKktYeHmre 1 yaaneHme y4eTHOM 3anmcun Noib3oBaTend;

— MHMLUMANM3aUMA U pe3ynbTaT npoxoxaeHnsa 20A;

— coDObITMA aHTUBMPYCA;

— cobbITna [loBepeHHOW cpeabl UCNOAHEHMA ABpopa (Npy Hannumnn);

— 3anycKk MI «XXypHan»;

— obHapyXeHne HapyLeHMa LeNoCTHOCTU CTOPOHHMX $alios;
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— M3MEHEHMeEe Napo/ibHOM N NONb30BATENBCKOM NOANTUK;

— BKJ/IKOYEHME PEXMMA Pa3paboTunKa;

— BKJ/IKOYEHME U BbIK/OYEHWNE YAQNEHHOIO A0CTYNa;

— paspelleHune 1 3anpeT goctyna K MMM «Terminal».

MPUMEYAHUE. T[lonHbIn  cnucok cobbiTmin  6e30MacHOCTN,  PEerucTpUpyeMbix
cepBMcom sdjd B OC Aspopa, A0CTyneH Ha Beb-canTe:
https://community.omprussia.ru/documentation/4.0/software_development/reference/sdj
d/events.html.

Kaxkaoe cobbiTve CoaepKnT cneayoulyto MHGOPMaLMIo:

— YHUKaNbHbIN MAEHTUPMKATOP CODbITUA;

— TLN cobbITUA;

— BPEeMmMs perncrTpaumnm cobbitms;

— YPOBEHb Ba*KHOCTK COObLIEHMA;

— OMUMOHANbHbIM TEKCT coobLeHnsa (Man nycTaa cTpoKa);

— PID npouecca-oTnpasuTens;

— PID poauTenbckoro npotecca Ans npouecca-oTnpaBuTens;

— UID npougecca-otnpasuTens;

— Effective UID npouecca-otnpasuTtens;

— Saved UID npouecca-oTnpasutens;

— File system UID npougecca-oTnpaBuTens;

— Real GID npougcca-oTnpasutens;

— Effective GID npouecca-otnpasutens;

— Saved GID npouecca-oTnpaBuTens;

— File system GID npougecca-otnpasutens;

— Supplementary groups npouecca-oTnpasuTens;

— 2pPEeKTUBHbIE NPUBUIETNM NPOLECCA-OTNPABUTENS;

— MOJHbIN NYTb K MCNOAHAEMOMY daliny npoLecca-oTnpaBuTens;

— KOHTeKCT 6e30MacHOCTM MNpouecca-oTnpasMTens (Tekywaa poab WMAM MeTKa
SELinux);

— TEeKCTOBOe npeacTaBaeHne naeHTudurkatTopa cobbiTms ana yaobcTBa oTAaaKu.

AAMUHUCTPATOP MOXET ONnpeaennTb CNMcok obbektoB PC, MOMbITKM AOCTynNa K
KOTOpbIM OyayT pernctpupoBaTthcA B daiine /usr/share/security-audit/security-
audit-rules.conf, A0DaBMB NpPaBWAO ayauTa Ans Habatogaemoro obbekTa OTAENbHOM
CTPOKOM B paliN /usr/share/security-audit/security-audit-rules.conf. [TONbITKMK
noctyna Kk obbektam OC, HaxoAAWMMCA B KaTanore /home W ero nojxatanorax, He
PErnCTPUPYOTCA.

Bce peructpupyemble cobbiTa 6e30nacHOCTM 0TOOParKatoTCA C YKa3aHMEM BPEMEHM
M UBETOBOM MHAMKALMEN B KypHane cobbITUIM, MPOCMOTP KOTOPOro OCYyLLEeCTBAAETCA C
nomotbto MMM «XKypHany.
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MPUMEYAHUE. Monb3oBaTenb MMeEET BO3MOXHOCTb COXPaHWTb KypHan cobbITui
6e30MNacHOCTM CUCTEMbI B MOCTOAHHY BHYTPEHHIO NamaTb MY B WwWndpoBaHHOM BUAE.

4.1.2.2. NMpocmoTp cooblleHnin ayamTta

[Jna npocMmoTpa coobueHn ayamta n AocTtyna K
HUM HeO6XO,£I,l/IN\O MCNO/1b30BAaTb cheayrowmne
2 MHCTPYMEHTbI:

— NPOrpammbl journalctl U dmesg, MMeEKOLWMNE

[MpocmoTp xypHana #

CerogHs

NHTEPdENC KOMAHAHOW CTPOKK;
0€ 3aBeplUeHUe NPorpammbl
ignal=11, Name=lipstick — YTUAUTY sdjd-dump, NO3BOJIAOLWYHO
o NPOCMOTPETb cobbITUA H6e3onacHoCTH B
Z.HELUTETHDEBEBGPLUEHME lv”_l ((Terminal));

NPOrpamMMmbl
signal=11, Name=lipstick-

— MM «XypHan»  (/usr/bin/log-viewer), B
rpapuyeckom uHTepdelnce KoToporo oTobparkatoTcs
;’:éﬂepmee r 3aMMCcK O CODbITUAX, COXPAaHAEMbIX CEPBMCOM sdijd.
‘ ' ' NPUMEYAHUE. B MM «KypHan» oTobpaskatoTca
B o cobbiTma ayamta (PucyHok 78). MoapobHoe onucaHume
L sl paboTbl MM npueeaeHo B AOKymeHTe «PyKoBOACTBO
e e . No/ib30BaTENA».

11/04/20:

6. 3anyck cnyxbbl ayauTa

1/04/

PucyHok 78

4.1.3. Cepsuc reports

CepBuc reports reHepupyeT eanHbIi CUCTEMHbIM OTYET B BUAE apxMBa C paltnamu
KOHdUrypauum n noramm paboT pasnnyHbix KomnoHeHToB OC ABpopa, KOTOPbI MOXKET BbITb
3aWwmndpoBaH.

4.1.3.1. OnncaHme cCMCTEMHOTIO OTYyeTa

CUCTEMHbIN OTYET MMEET CaeayolWnin opmaT: tar .bz.

MMAa  cucTeMHOro oT4eTa WMeeT CAedylollyld MacKy: reports-YYYYMMDD-
HHMMSS.tar.bz.

MoapobHoe onucaHme npoueaypbl GOPMUPOBAHMA OTYETA NPUBEAEHO B IOKYMEHTE
«PyKOBOACTBO MO/b30BaTENAY.

OnuncaHue TeKkywlero Habopa moaynen npuseneHo B Tabanue (Tabaumua 1).

Tabnnua 1

Moaynb OnucaHue
agnss NHopmauma o A-GNSS
available-packages|Cnyucok AOCTYMHbIX U YCTAHOBAEHHbIX NaKeTOB
battery NHbopmauma 06 akkymynaTope
bluetooth MHudopmauma o Bluetooth®
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Moaynb OnucaHue
cellular MHudopmaums SIM-kapTax
certificates NHdopmauma 06 yCTaHOBNEHHbIX B CUCTEMY CEPTUPMKATOB (ima,
kernel, rpm DB)
disks NHPopMaLMA O AUCKaX M 3aHATOM/CBODOAHOM MPOCTPaAHCTBE
dmesg CucTteMHble cooblieHns aapa
emm NHPopmaumsa o nanke /etc/emm
info 06wwas nHdopmauma o MY:
— KOHTPOJIbHaA CyMMa 3arpy304HOro pasaena;
— nHpopmauma o6 AIDE;
— CMUCOK AONONHUTENBHbBIX QYHKLINI;
— nHdopmaums o penmse OC;
— nHpopmauma o HW pennsze OC;
— BepcuAa aapa
integrityd KoHdUrypaumoHHble daiibl cepsuca integrityd
internet NHdopmauma 06 aKTUBHOM MHTEPHET-COeANHEHUN
logcat CuctemHble cooblleHms
memory NHbopMaLma o namAaTu

mount-points

TeKyu_Lme TOYKN MOHTUPOBaHWA

policy

NHbopmauma o nanke /etc/policy

process-list

TeKyLMi CNMCOK NPOoLLEeccos

push-daemon

NHbopmauma o0 nankax /etc/xdg/push-daemon U
/var/lib/push-daemon

rpms CnMCOK YCTaHOB/IEHHbIX MAaKeTOB
screen NHbopmauma 06 akpaHe MY
sdjd CobbITna 6esonacHoCTH

sSsu

NHdopMauma o penosntTopusx

system-journal-

json

CucTeMHbIN KypHan B dopmaTe JSON

system-journal-log

CUCTEMHbIN KYpPHaN B TEKCTOBOM BMAE

system KpaTkaa MHPopmaLMs O CUCTEME:

— PEXKMM 3KOHOMUM aKKYMYNATOPa3;

— NOAKMOYEHME K CeTU VIHTEPHET;

— CTaTyC NOAKMOYEHNSR;

— akTmBHOCTbL ceTnt WLAN
systemboot MHpOpMaLMA O CUCTEMHOW 3arpysKke
systemctl CrnnCoK cepBmncoB
systemupdate Jlor o6HOBAEHMA
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4.1.3.2. TeHepayma CUCTEMHOTO OTYeTa
4.1.3.2.1. TeHepauna cMCTEMHOro oT4yeTa ¢ nomoubto MM «Terminal»

CUCTEMHbIN OTYET MOXKHO creHepmposaTb B M «Terminal» ¢ nomoLlbto cieayrolmx
KOMaHA.
— reHepauna CUCTEMHOrO OT4eTa C COXPaHeHMEeM B Nanke /var/reports:

generate-reports.sh true

— reHepauma CUCTEMHOro OT4yeTa C COXPaHEHMEM BO BPEMEHHOW Marnke
/run/reports, KOTOpas OyaeT ouulleHa nocae nepesarpy3kn MY:

generate-reports.sh false

— reHepauma 3aWndpPoOBaHHOTO CUCTEMHOMO OTYETa B YKa3aHHOM nanke:

generate-encrypted-reports.sh /home/defaultuser/Documents/

MPUMEYAHUE. lMpu HeycnewHon reHepaumm 3awnMdpoBaHHOro oTyeTa byaeT
CO3/aH 0ObIYHbIN CUCTEMHbIN OTYET.

4.1.3.2.2. [eHepauma cMCTEMHOrO OT4yeTa C nomMmoLLbto MIT «RypHan»

CUCTEMHbIM OTYET MOXHO creHepmnpoBaTb B MI «KypHan». MNoapobHoe onuncaHme
reHepaumMm CUCTEMHOrO OT4yeTa C nomoubto MI1 «KypHan» npmBeseHO B AOKYMeHTe
«PyKOBOACTBO MNO/b30BATENAN.

4.1.3.2.3. 3awmnppoBaHHbIN CUCTEMHbIN OTYET

LUndpoBaHMe CUCTEMHOrO OTYeTa MPOUCXOAUT TONbKO C YCTAaHOBAEHHbIM Ha MY
KANEHTCKMM cepTuduKaTom. Mpun OTCyTCTBMW AaHHOro cepTuduKaTta, BHE 3aBUCMMOCTU OT
Bepcum OC ABpopa, CUCTEMHbIN OTYeT He byaeT 3almndppoBaH.

B OC ABpopa mncnonbayetcs 6104Hoe WwndposaHne GOST 28147-89.

LLIndpoBaHHbLIA OTHET MMEEeT cneayolmin opmaT: tar.bz.cms.

Mma wndpoBaHHOrO OTYETAa MMEET CAeAytollytd MACKY: reports-YYYYMMDD-
HHMMSS.tar.bz.cms.

[ononHutensHo dopmupyetcs Gpain ¢ MHPopmaumen o ceptudumkaTte, Nyb6ANYHbIN
KNtOY KOTOpOro 6bl/1 UCNoNb30BaH ANA WndpoBaHMa otyeta. OH co3gaeTcs pAaoOM U nmeeT
bopmaT txt: reports-YYYYMMDD-HHMMSS . tar.bz. txt. Bpema co3gaHuA B Ha3BaHMM Y 3TUX
banoB naeHTU4YHoe.

Mpumep dpaiina c ntHbopmaumen:

cat reports-20220329-104949.tar.bz2.txt

BbiBOA, KOMaH/bI:

Subject: OMP Test

Group: developer

Subgroup: regular

Key ID:
7003efe7156bd53a2e88c2cb3c0d43e9786760¢c53721933dd5052fdaf443dbfb
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OT4yeT MOXHO pacWwmndpoBaTb COOTBETCTBYHLWIMM KAHOYOM M CEPTUOUKATOM C
nomoulbto OpenSSL. Kntou pacwimdpoBkn onpenensetca B none «Key ID» dpanina dopmara
.txt, pacmosOXeHHOro ¢ apxMBOM. Takxe noTpebyeTca NOAKMOYMTL FOCTOBbLIA [ABMMKOKZ,
AONONHUTENbHO YCTaHABAIMBAEMbI B CUCTEMY:

openssl cms -decrypt —-in /home/defaultuser/Documents/reports-20220228-
173753.tar.bz2.cms -recip system-developer-cert.crt -inkey system-
developer-key.pem -inform DER > reports-20220228-173753.tar.bz2

4.2. NgeHTUdUKaLMA 1 ayTeHTUPUKALMA

4.2.1. Obwaa nudopmaumsa

B OC ABpopa peann3oBaHa MNOACMCTEMA MAEHTUOUKAUMM W ayTeHTUPUKaumMK,
npeaHa3sHavyeHHada ans obecneyeHna 0AHO3HAYHOM M HEMNPOTUBOPEYMBOIA:

— maeHTnduMKaumm obbektTos goctyna OC ABpopa (pannos 1 Nnanok);

— naeHTUdMKaumm cybbvektoB goctyna OC ABpopa (CUMCTEMHbIX MNPOLLECCOB,
NPOLLEeCCoB B MPOCTPAHCTBE AAPa, @ TAKKe NPOLLECCOB MAM MPOrpaMm, 3anyLLEHHbIX OT UMEHM
nonb3oBaTenen);

— MAeHTUOUKaLUMKM y4YeTHbIX 3anucen nonb3oBatenen OC Aspopa (c ponbto
aAMMHNCTPATOPA 1 C PONIbIO NONb30BaTENA);

— ayTeHTMdUKaumm nonbzoBaTenen OC ABpopa, KaK C MCMNOAb30BaHWEM
ayTeHTUOUKALMM C NOMOLLbID MNAPONA (XapPaKTEPUCTUKM MApoONs M 3HAYEHUA MNOAUTUKMK
naponen, TakMe Kak CAOXHOCTb andaBuTa, AAMHA, CPOKUM AENCTBUA WU T.MN. MOTYT ObiTb
M3MEHEeHbl aAMUHUCTPATOPOM), TaK U C ucnonb3oBaHnem 20A (nn. 1.4.3.2).

Ons pabotel ¢ OC ABpopa aAMMHUCTPATOPY NPUCBaAMBAlOTCA Caeadytolime
MOEHTUPUKATOPDI:

— cMMBO/IbHbLINM: defaultuser;

— ymncnoson: 100000.

[na BbINOAHEHMA QYHKUMIA aAMWMHUCTPUPOBAHMA MCMONb3YIOTCA MHTEepdenchl
OYHKUMOHANbHbLIX  BO3MOXHOCTEN  He3onacHoctn  (MPBO) OC ABpopa, KoTopble
npeacTaBAstoT cOOOM KOHPUTYPaLUMOHHbIe Ganabl NMOO KOMaHAbl 060/I0YKN.

B OC ABpopa Ans ucnonHaemblx ¢arnos npumeHaeTca GopmaT, NO3BONAOLLNMI
YCTQHOBWUTb PEXMM A0CTYMNa K CErMEHTaM B aZpeCHOM NpoCTpaHCTBe npouecca. C NOMOLLbHO
seccomp-bpf MOMHO 3aNpeTMTb HEKOTOpble CUCTEMHblE  BbI30Bbl, HanpuMmep:
mount/umount, ptrace, kexec W Ap.

Ona ycunenua 3awmtel MY npu NepBOM BKAOYEHUM PEKOMEHOYeTCA YCTAHOBUTb U
NepmnoanNYeckn N3MeHATb Ko, 6e30nacHOCTN, KOTOPbIN:

— B C/lydae wWudpoBaHMA pasgena € AOMalHUMKM  AMpeKTopuamK  (n. 4.2.2)
nonb3oBatenen Oyaet xpaHuTbcs B LUKS-cnoTe, cooTseTcTBylOWEM WMAEHTUDUKATOPY
No/b30BaTENS;

ZPeanusauma KpMNToanroputmos poccuickoro FOCT ana OpenSSL.
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— B WHbIX CNy4Yasx OyaeT XpaHUTbCA B BMAE CBEPTKM, MONYYEHHON C MOMOLLBIO
anropuTma Kpmntorpadumyeckoro npeobpaszoBaHMa shal.

B uenax npeaoTBpalleHMA  HECAHKLUMOHMPOBAHHOrO  Aoctyna K MY,
dYHKUMOHMpPYtoWwemy nog ynpasneHnem OC ABpopa, Koa 6esonacHoctn (cm. n. 1.4.1)
TpebyeTca AN NOATBEPKAEHMA BbINOHEHWNA CAeAYOLNX AeNCTBUIA:

— CO34aHWA YYETHbIX 3aNncemn ponen;

— HACTPOWMKM NapPONbHOM NONUTUKMY;

— 334aHMWA OrpPaHNYEHNN BXOAA B CUCTEMY;

— BKJ/IHOYEHMA M HACTPOMKN 2DA;

— 334aHuMA 0AHOPA30BOro Napons;

— M3MEeHEeHMA HacTpoek BAOKMPOBKMY;

— pa3peleHna YCTaHOBKM cTopoHHero [10;

— YCTaHOBKM SSH-napons;

— aKTMBALMWN N HACTPOMKM peXMMa Pa3paboTumka;

— MPOCMOTPA AAHHbIX YY4ETHbIX 3aNunCel;

— cbpoca HacTpoek MY.

MPUMEYAHUE. NoapobHaa nHPopmaLums o 3agaHnm Koga be3onacHOCTU NpuBeaeHa
B JOKYMeHTe «PyKOBOACTBO MNONb30BATENAY.

4.2.2. lWndposaHme pasaena ¢ AOMAWHUMN ANPEKTOPUAMM

B OC ABpopa pa3aen c AOMAWHUMMM AUPEKTOPMAMKU WIMPYETCA C MOMOLLBIO
anroputma aes-xts-plain64 512-6UTHbIM  MacTep-KAKYOM, ANA  XPaAaHEeHMA KOTOPOro
ncnonbayetca LUKS-3aronoBoK, cOCToALWMI U3 caeaytolmx 8 CN0TOB:

— 1 cnoT Mcnonb3yeTca y4eTHOM 3anmCbio aAMUHUCTPATOPa;

— 6 C/10TOB AOCTYMHbI CO34aBaeMbIM Y4eTHbIM 3aMMUCAM MO1b30BaATE/IA;

— 1 cnoT pe3epBUpyeTCca A1A CMEHbI Naponen.

NaeHTMdUKATOP YY4ETHOM 3aNNCK NONb30BATENA ONpeaensieT HOMeP UCMNONb3YEMOro
CNOTa, NPU 3TOM B KaXAOM M3 C/IOTOB XPaHWTCA MaCTEpP-KAY, WNMPPOBAHHbLIN Napoaem
COOTBETCTBYIOLLEN YYETHOM 3aMMcKM MNONAb30BaTeNA C nomoulbio anroputma PBKDF.
Konnyectso uTepaumin anroputma noadupaetca TakMm obpasom, 4Tobbl nmposepka 1
KOMDOMWHaLMKM BbINOHANACh NPMBAN3NTENBHO 1 CcekyHAY.
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BbinonHeHWe cneaylowmx Aenctsui Tpebyet
BBOJA KOPPEKTHOro kKoga 6e3omnacHocTM M3 caoTa

LLinppoBaHne nHpopmavmm

BaluM Monb3oBaTeNbCKME AaHHbIE LUKS-3arosioBKa, COOTBETCTBYOLLETO
3alMppOBaHbl, 3TO 03HAYAET YTO TONbKO o o
aBTOPH30BAHHbIE M0Nb30BATEN MOTYT VI,[I,eHTl/ICI)l/IKaTOpy Bbl6paHHOl/I Y4€THOM  3anncu
NONy4Y1Tb K HAM AOCTYN. HDEHOCTBBHEHL’IE
AoCTyna Nonb3oBaTensaM ocyllecTBnaeTcs nonb3s3oBaTena:
KofioM 6esonacHocTH .
HonssosataiE v . .0 - pa36J'IOKl/I POBKa AOMallHEN OANPEKTOPUK Npn
aHMe BkioYeHo 34 rpy3 Ke My/

— pa3bnokmposka Ul Lipstick.

Ona otobpaxeHna cTpaHuubl «LLndpoBaHue
MHbOpPMaUMM» (PncyHok 79) HeobXxoaAnmMo
BbIMONHUTL CAeaytolimMe AeACTBUA:

— OTKPbITb MEHIO HAaCTPOEK CUCTEMbI KacaHMEM

3Ha4Ka Ha DKpaHe NPUNOKEHNI;
— B nopapasgene «be3onacHoOCTb» KOCHYTbCA

NyHKTa meHto «LndposaHme»
PucyHok 79

4.3. YnpasneHue A0CTynom

B OC ABpopa peasin30BaHbl Cedyouwme MexaH3Mbl YIpaBAeHUA OCTYNOM:
— [AUCKpeLnoHHoe pasrpaHuderHne npas goctyna (DAC), (n. 4.3.1-4.3.7) ocHoBaHHoOe
Ha CleayoLWmMX CYLWHOCTAX:
e OUTbI paspeLlleHni;
® CnUCKM KoHTpons goctyna (POSIX ACL) n paclumpeHHble aTpubyTbl CTaHAapTa
POSIX 1le;
® BO3MOXXHOCTM U/UAN NepeYHn BO3MOXKHOCTEN — capabilities;
— poneBoe pasrpaHMyeHMe AO0CTyNa MNpeayCcMaTpMBaeT aKTMBaUMIO MNOJIUTUK
6e3onacHocTH (n. 4.3.7), KoTopble:
® [OCTYMHbI 418 YNPaBAEHNA TO/IbKO aAMUHUCTPATOPY;
® MpeaHasHavyeHbl Ana ynpasaeHuns pyHKumamm OC Aspopa.
MOANTUKY  AMCKPEUMOHHOro  pasrpaHuyeHma npas goctyna (n. 4.3.1-4.3.7)
PEKOMEHAYETCA NPUMEHATbL NPU HEOBXOAMMOCTH:
— pa3peLlmnTb AN 3anpeTuTb AOCTYN YYEeTHOW 3anmMcKn nonb3osatend K 0b6bekTy ®C
(MM, dann MY, cnyxkba 1 1. n.);
— OrpPaHMYUTb ANA KAaKOro-1Mbo NpoLecca BO3MOKHOCTM BbINMOAHATb ONpPeAeeHHble

NEeVCTBUA.

MPUMEYAHUE. HacTpolKa MNOAUTUMKM AMCKPEUMOHHOro pasrpaHMyeHnAa npas
A0CTyna AeNCTBYeT TONbKO B OTHoweHun ®C EXT4, koTtopas ncnonbdyetcs 8 OC ABpopa no
ymon4yaHuto. CTaHZapTHbIM Habop npas B BMAe bBUTOBOM Macku nogaepkmeaetca OC ABpopa
ans cnyebHbix PC: tmpfs, sysfs, procfs.
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MpuHUMN  paboTbl MOAUTUKM AMCKPEUMOHHOIO pasrpaHuYyeHMa npas [A0CTyna
npeacTaBaeH Ha pucyHKe (PucyHok 80).

MoHuTop obpalleHui

Bce cMcTemHble BbI3DBbLI NPOXOAAT YEPe3 MOHWTOP obpalleHui
ONA Npoeepkn He3onacHoCTK

Odfl'l poLEecc NoMb30BaTens

[MpocTpaHcTBO
nons30Batens

MoHuTOp 0bpalleHniA

MNpocTpaHcTBO
aapa

Anpo OC

PucyHok 80

[INCKpeuMoHHOe pasrpaHMyeHne NpaB AO0CTyNa OCYLIECTBAAETCA KaxAapl pa3 npu
nonbiTke obpalleHma cybbekTa K 0ObeKkTy, npu 3Tom o0be CcywHOCTM coaepKaT
COOTBETCTBYIOWME aTPUOYTbl 6€30MacHOCTM, NpUHAANeXaWMe ANCKPELMOHHOM MOAEeNn.
Anpo OC ABpopa npoBepseT ypoBeHb A0CTyna, 6a3npylowmica Ha AaHHbIX aTpubyTax C
OJZIHOM CTOPOHbI M NpaBMIaMKn pasrpaHnydeHms goctyna (MPA) c Apyro CTOPOHbI.

[NCKpeumoHHoe pasrpaHnyeHme npas AOCTyna MO3BOASET BAaAesbly OObeKTa
onpeaenaTb, KTo 061aaaeT NOSTHOMOYMAMM OCYLLECTBAATL AOCTYN K OOBEKTY.

Cybbektamm B peannsaumm AMCKPELMOHHOro pas3rpaHiMyeHMa npas JA0CTyna
BbICTynatoT 06blyHble npoueccbl OC ABpopa, KOTopble MNpeAcTaBieHbl MNPOrpammHOM
CTPYKTYpOW AApa task struct.

Bce HWKeMmeHOBaHHble CYLLHOCTM, TaKMe Kak 0bbluHble dainbl, darabl MY (Kak
ON104YHbIE, TaK M CMMBO/IbHbIE), ANPEKTOPMK, dali/ibl COKETOB (MaMnoB) C TOYKM 3peHusA
NMCKPELMOHHOro pasrpaHuyeHma npas goctyna sapa OC ABpopa ABAAKOTCA 0ObeKTamu
0CTyna, cnefloBaTeNbHO, TaKXKe NonaaatoT noa, AeNCTBME NONUTUK Pas3rpaHUYeHns.

ATpnbyTbl CcybbEKTOB AOCTynma MCMNOMb3YyOTCA ANA OCYLLECTBNEHMA pPeLleHui
NONINTUKN ONCKPELIMOHHOIO pa3rpaHMYeHma npas A0CTyna. B KayecTBe AaHHbIX aTpubyToB
nna cybbekToB AOCTyNa (NpoLeccoB) 06A3aTeNbHO NPUMEHATCA caeaytolme:

— 30dEKTUBHbBIN MAEHTUPUKATOP (YMCno) Bhagensla npouecca (PID);

— 30EKTUBHbBIN MAEHTUPUKATOP (YMcno) rpynnbl npouecca (GID);

— MeTKa BO3MOXHOCTU MM BO3MOMXKHOCTb (capability) ctaHaapta POSIX.1e;

— Y/IeHCTBO npolecca B AOMNOJAHUTENbHbIX (HE OCHOBHbIX) rpynnax (npu
Heobxo4MMOCTH).
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YKa3aHHble aTpnbyTbl CyObeKTa A0CTyna XPaHATCA B NPOrpaMMHON CTPYKType aapa
task structc M OLUEHMBAIOTCA CUCTEMHbBIMW BbI3OBaMMU.

ATpnbyTbl 06bEKTOB A0CTYMa TaKKe MCMOAb3YKTCA ANA OCYLLECTBAEHMA pelleHni
NONINTUKN ONCKPELIMOHHOIO pa3rpaHMYeHns npas A0CTyna. B KayecTBe AaHHbIX aTpmbyToB
obbeKTa A0CTyNna NpMMEeHATCA caeaytolme:

— BNageney 06bekTa;

— BNlageneuy, rpynnbl 06beKTa;

— H6UTbI NpaB AOCTYNa;

— [OOMNONHUTENbHbIE aTPMOYTbl CMMUCKOB KOHTPOAS A0CTyna B COOTBETCTBUM CO
ctaHaaptom POSIX.1e ACLs.

ATpnbyTbl 06BEKTOB AOCTyNa COXpaHATCcA M yumTbiBatoTca aapom OC ABpopa, a
TaK)Ke XpaHATCA B MHAEKCHbIX AeckpunTtopax PC, paamelleHHON Ha AMCKOBOM NPOCTPAHCTBE
MY.

MpaBunaa AMCKPELMOHHOrO pasrpaHMyYeHns Npas A4OCTyNa onpeaenstoT:

— KaKMM 06pa3oM KOHKPETHbIN NMpouecc (CyObeKT) MOXKEeT OCYLLeCTBAATb MOMbITKY
Noly4eHns A0CTyna K 06beKTy, OCHOBbLIBAACH Ha YKa3aHHbIX Bbille aTpmbyTax 6e30nacHOCTY;

— KakuMm obpasom M npu KakMx ycnosuax aTpubyTbl HesonacHoOCTM cybbekTa U
00beKTa NPUHUMAIOT HOBbIE 3HAYEHMUS.

4.3.1. Obuiee onncaHne NpuBUIErniA

MpuBunerva nporpaMmmbl HasmMpyeTcs Ha CAeaytolwmx 3HaveHuax aTpubyTos
npouecca:

— aTpubyT apdpekTnsHoro UID (PID);

— aTpubyT apdeKkTUBHOM rpynnbl npouecca (GID);

— Habop (CnMCOK) YneHcTBa AOMOJMIHUTENbHBIX TPYNN npouecca (Npu Haaudmm),
KoTopble cy6beKT AoCcTyna (npouecc) umeeT B Ntoboe Bpems X KM3HEHHOTO LMKAA.

Jllobon  npouecc ¢ 3ddeKTMBHbIM  naeHtudurkatopom 0 cuymTaeTca
NPUBMAETMPOBAHHbIM M 00NadaeT  BO3MOMKHOCTbO  HE  MPUMEHATb  MOAUTUKY
AMNCKPEUMOHHOTO pasrpaHndeHna npas goctyna 8 OC AsBpopa.

YyeTHan 3anuncb cynepnoanb3oBaTesa accoummnpoBaHa c naeHtudurkatopom 0. OaHaKo
TexHuyeckn aapo OC ABpopa onpeaenaeT yYeTHble 3anucK NoNb30BaTeNen NO YNCIOBbIM
naeHTUPUKATOpPaM, CNeaoBaTENbHO, TEXHWUYECKM BO3MOMHO WMMETb YYeTHYK 3amnucb
nonb3oBatens C uaeHtudmkatopom 0, ob6nagatollero  MMeEHeEM, OTIMYHbIM - OT
cynepnosab3oBaTens.

Kpome Toro, agpo OC ABpopa MMEET COOTBETCTBYIOWMA MEXAHU3M OLEHKM MPaB,
Ha3unpyrowminca Ha TpeboBaHMAX OTKPbITOro ctaHaapTa POSIX1.e ACL ans cnMcKOB KOHTPOAA
[0OCTyNa M BO3MOMHOCTEMN (capabilities), KOTOPbIM TakKe MO3BOASET MNPeoaoneBaTb
OrpPaHUYeHMA NONUTUKN AMCKPELMOHHOIO pasrpaHMyeHna npaB AO0CTyna Ana cybbekTa C
aTpnodyTom appeKTmBHoro naeHTudmnKaTopa 0.

59



1 OTOKPI:ITAFI
PyKoBOACTBO aAMMHUCTPATOPA l Hni%‘gé’ﬁ'ﬁi

[MoCKONbKY ANs BbIMOSHEHMA NPOBEPKM NPaB A0CTyNa NPoLecchl pa3aensatoT Ha Ase
KaTeropmn: npusuaermposaHHble (ID addekTMBHOro nonb3oBatens paseH 0, Kak vy
Cynepnonb3oBaTensa) u HenpusmunernpoBaHHble (ID apPeKTMBHOro Nonb3oBaTeNd He paBeH
0), ANA NPMBUNETMPOBAHHbIX MPOLLECCOB BbIMONHAOTCA HE BCe NMPOBEPKM NpaB B A4pe, a ANA
HENPUBMNETMPOBAHHbIX MPOLLECCOB  BbIMNOMHAETCA MO/AHAA MNPOBepKa Ha OCHOBe
BO3MOXHOCTelM npouecca (0bblyHO 3ddekTmBHOro UID, adpderktnsHoro GID M cnmcKa
NOMNONHUTENbHbIX TPynn).

B aape OC ABpopa BCe NpuMBUIETNK, CBA3AHHbIE C CYNEPNOIb30BaTeIEM, Pa3ae/ieHbl
Ha HECKO/NIbKO 4acCTel, Ha3blBAEMbIX BO3MOMHOCTAMWU (capabilities), KOTOPblE MOMHO
paspellatb M 3anpellaTb He3aBMCMMO Apyr OT Apyra. BO3MOMKHOCTM TaKKe ABAALOTCA
aTPMOYTOM HUTW.

Hanpumep, ecnmn Kakon-nnbo npouecc nbiTaeTca co3aaTb cneunanbHblii dann MY,
MCMONb3ys O1A 3TOr0 CUCTEMHbIM BbI30B mknod (), Aapo OC ABpopa MOMMMO MPOBEPKM
NMCKPELMOHHbIX NPaB BbINONHAET ceaytolmne A0N0NHUTEIbHblE NPOBEPKMU:

— paBHO M O 3HadeHne 3ddeKTMBHOro naeHTUdPMKaTopa npouecca (cybbekTa
nocTyna);

— pa3pelleHo M npoueccy co34aBaTb cneuuanbHble @aribl € NMOMOLLbO
COBEpLIEHMA COOTBETCTBYHOLLETO CMCTEMHOIO BbI30Ba.

OC ABpopa obecneumBaeT A0A MOJUTUKU AUCKPELMOHHOTO pasrpaHnYyeHma npas
N0CTyna NPUMEHEHME CAeayoLLMX CBOMCTB:

— NPUHyAUTENbHAA peann3aumsa noaydeHma cybbektamum (npoueccamm) AocTyna K
00beKTaM TO/IbKO B PamMKax NoAHOMOYMM, onpeaenaembix MP/A;

— Ha/nmMyme cnocobHOCTM onpenenatb (HasHavaTb) MOAMTUKY AOCTyna TOAbKO ANA
CyOBEKTOB, MMEIOLLMX Ha 3TO NpaBa, Kak onpeaeneHo NOANTUKON MONHOMOYNI ANA HUX;

— OTCcyTCTBME NODObIX OrpaHMyYeHnin ans cybvekTta, umetrowero naeHtmdukatop O.

ATpnbyTbl  AMCKPELMOHHOro  pasrpaHWyeHMa npas  JOCTyna  CBA3bIBAlOTCA
HenocpeaCcTBEHHO C 0O6bEKTOM A0CTYNa B MOMEHT ero co3aaHua. [Jencrame aTnx atpnodyTos
PacnNpoCTpaHAEeTCA Ha OObEKT A0 €ro YHUYTOXKeHUs Nnbo 40 Tex Mop, NMoka aTpubyTbl He
OyayT U3MEHEHbI.

ATpnbyTbl CYLECTBYIOT M AeNCTBYIOT Ans nboro tmna obbeKkTa, XpaHATcA B
MeTaZaHHbIX $alnioB 1N peann3oBaHbl B BUAE CAeAyOLWMX CYLLHOCTEN:

— OuTbl pa3pelweHnii (basosble aTpPUOYTHI);

— CNUCKKM KoHTpona goctyna (ACL 1 paclimMpeHHble aTpubyThl);

— BO3MOXHOCTU (capabilities).

CybbeKkT, naeHTMOUKATOP KOTOPOro coBnadaeT C WAEHTUPMKATOPOM Biadenbla
0O6beKTa, MOXKET M3MEHATb aTPMOYTbl 0ObEKTA, BKAtOYana 6a30Bble M paclUMpeHHble BUTbI
npaBs (3a UckAtoYeHnem cnyyaes, koraa PC HaxoANTCA B PeXKMME KTONbKO AN YTEHUAY).
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NPUMEYAHUA:

v' BO3MOMKHOCTb M3MEHATb BNaAenbLa obbeKkTa  AOCTyMHa  TO/bKO
Cynepnosib30BaTesNto;

V' BO3MOMKHOCTb M3MEHATbL rpynny o6beKkTa orpaHnyeHa ToNbKO 414 BAafebla v
nNA nonb3osaTens c naeHTnduratTopom O (cynepnosib3oBaTens).

B cnyyae He06XxoAMMOCTM NPUCBOUTL (M3MEHUTL) HOBbLIN NAEHTUOUKATOP FPYNMbl ANA
00bEeKTa, OH AO0/KEH COBMaAaTbh C TEKYLIMM 3HAaYEHMEM OCHOBHOW rpynnbl cybbekTa nan
ABNATbCA 3HAYEHMEM IPYNNbl, Y1EHOM KOTOPOM ABNAETCA CYOBEKT.

Cynepnonb3oBaTesib YNOAHOMOYEH oOnpeaenatb Aobyto rpynny Ana 0OBLEKT],
M3MEHATb BRadenbLa M Nobble OUTbl MNpaB, BKAYAA paclIMpeHHble aTpubyTbl U
BO3MOHOCTMW.

CTaHaapTHbIM Habop npaB AOCTyna peann3oBaH B Buae OMTOBOM MacKM npas,
HafaraembIx Ha Kaxkabll MAEHTUOUUMPOBAHHbIM 00bEKT. [aHHbIM CTaHAAPTU3NPOBAHHbIN
NOAX0J M CTaHAAPTHbIM MexaHu3m, peanmsyembln OC ABpopa, onpeaeneHbl B TEKYLLEN
cneundumraumm UNIX.03.

NHanBuayanbHble OUTbI NPaB MCNOAL3YIOTCA AN YKa3aHMA NpaBa Ha 4TeHue
(r nan 4), 3anucb (w nan 2) nam sbinonHerHne (x nam 1). OHK onpeaenaTca OTAENbHO ANA
BNagenbla ob6beKkTa, rpynnbl, K KOTOPON MPUHAANEKUT ODBEKT U BCEX OCTaNbHbLIX, T.€.
CyOBbEKTOB, MAEHTUDMKATOPbLI KOTOPbLIX HE COBMAAAOT HU C MAEHTMOMKATOPOM BNaLeNbLa,
HW C TEKYLWMM MAEHTMOUKATOPOM rpynnbl 0ObeKTa.

4.3.2. MO c NoBblWEHHbIM YPOBHEM NPUBUAETNI

Mporpammbl, GYHKUMOHUPYIOLLME B CUCTEME W  WUCMONb3YIOWIME MNOBbILLEHHbIN
YpOBEHb NPUBUAETMNA, MOTYT BbiTb pa3aeneHbl Ha 3 TMNa:

— MpPOrpammol nnn CUCTEMHbIE CNyX0Obl, 3anylLEeHHble CMCTEMHbBIM
MHULMANN3ATOPOM MM AAPOM. Hanpumep, NporpaMmsbl systemd MAN crond;

— MPOrpammbl, 3anylleHHble OT MMEHW Cynepnoab30BaTeNA C Lebl BbINOJHEHWA
OYHKUMIA  aAMUHUCTPUPOBAHMA UMAM  0bBCay)KMBaHMA. Hanpumep, 3anyck nporpammbl
iptables A4/1A ynpasaeHna M3;

— NPOrpamMmbl,  MMetolMe  YCTAaHOBAEHHbIN  3DPEKTUBHbIN  OUT  CMEHbI
naeHTUPUKaTopa (setuid), ecam OUT yKasbiBaeT Ha MPUHAANENKHOCTb MO/Ib30BATENO C
naeHTndunratTopom O.

Takmm o6bpasom, Bce [10, KoTopoe paboTaeT B cucTeme, TpebyeT Hann4yma
MOBbIWEHHbIX MPUBMAETNI U COAEPKNT UK peanmlyeT Te MAK UHble GyHKLMM 6e30MacHOCTH,
MOMKHO OTHECTU K PYHKLMOHA/bHbIM BO3MOMKHOCTAM bHe3onacHoct (PBO) nmbo NPBEO
OC Aspopa.

OcTtanbHoe MO, paboTatoliee B cMCTEME C NOBbIWEHHbIMW Npusuaernamm nmbo bes
HaNMYMA TAaKOBbIX, MPU 3TOM He peanmaytollee HUKAKMX QYHKUMIM Be30nacHOCTM, ABNAETCA
He ®BO nam NOBO, a HenpueuaernposaHHbim 0.

B KoppeKkTHO obcnymBaemon cucteme nwoboe HenpusuaermpoaHHoe [10
HaxoguTtca noa aencrenem OO0 OC ABpopa M HE MMEET BO3MOMKHOCTWU BbIMTU M3-MOA ero
nencrtema. OAHAKO Npu 3TOM NpeanonaraeTca, 4to Atoboe HenpusuaernposaHHoe 0O He
ABNAETCA JOBEPEHHbIM.
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MpwusunernposaHHoe M0, KoTopoe He cogepnT PBO (Hanpumep, BHEWHNE MOAY M
YPOBHA AA4pa, peanusylolwme onpegeneHHble  QYyHKUMKW, K NpPUMepy NOAAEPKKY
cneumanm3mpoBaHHOro 0bopyaoBaHMA), AO0MKHO OblTb  HAAEXHO WM30AMPOBAHO OT
MCNoab30BaHWA ¢ nomolbto PO OC ABpopa Ans NpeaoTBpalleHMa 40CTyna K Hemy B 06xoA
TpebyembiX NOTHOMOYN.

4.3.3. CTaHAapTHble BUTbI NpaB 40CTyNa

B OC ABpopa peannsoBaHbl 3 Habopa no 3 H6uTa, KOTopble onNpeaenatoT NOANTUKY
[0CTyna K 06beKTy ANs 3 KaTeropuin nonb3osatenen (cybbeKTos):

— nonb3oBaTe Nb-BNagenel, oobekTa;

— MNONb30BaTeNM, BXOAALLME B TPYNNy, K KOTOPOM NPUHAANEKUT OO BEKT;

— BCe OCTa/IbHble N01b30BaTENN (HEe BXOAALLME B YKAa3aHHOE MHOMECTBO).

3 6buTa B Kakaom Habope onpeaenatoT NpaBa AOCTyNa ANA Kaxaoro nonb3osaTens,
cocToAllero B 1 M3 yKa3aHHbIX Bbllle KaTeropuin. Mpun aTom:

— 1 6uT otBOAUTCA ANA yYTeHMA (r uam 4), KOTOpoe PaccCMaTPMBAETCA KaK MOTOK
NaHHbIX OT 0bbeKTa (Ppaina, KaTanora) K cybbekTy (Npouecc, NoNb30BaTeNb);

— 1 6uT oTBOAMTCA ANA 3aNUCK UNK yaaNeHUA (w UAK 2), KOTOpOoe paccMmaTpuBaeTca
KaK MOTOK AaHHbIX OT cybbekTa (npouecc, noab3oBaTenb) K 06bekTy (dbakn, Katanor);

— 1 6ut otBOAMTCA ANA UCMONHEeHMA (x nam 1), KOTopoe paccmaTpuBaeTCs Kak
NPOLLECC 3arpy3Kkn B ONepaTUBHYO NamATb TEKCTA NPOrpPammbl U CNeaoBaHUE MHCTPYKLMAM
GYHKLUMIM NPOrpammbl, MOSTOMY KaKabl CyObEKT Moay4aeT AOCTYN K KaKAOMy ODOBEKTY,
6a3npysacb Ha KOMBUHaALMK 3TUX BUTOB.

Hanpumep:

— rwx — ONpeaensieT npaBa Ha COBeplUEHME BCeEX onepauuin (4TeHue, 3anucb U
BbINO/IHEHME);

— r-x —onpeaenaeT NpaBa TO/bKO Ha YTEHWE U BbINOIHEHME;

— r —onpeaenseT NpPaBo TONbKO Ha YTEHME;

— -—-—onpeaenseT oTcyTcTBME Nt0bbIX NPaB A0CTyna.

Mpun NonbITKE AOCTYNa CybbeKTa K 0ObEKTY pelleHne 0 NpeaoCcTaBAeHUN 40CTyNa UNn
OTKa3e B A0CTyne 6a3npyeTca Ha caeayoLlem aaropuTme:

— ABNAETCA M MAEHTUPUKATOP Nonb3oBaTens (cydbekta) pasHbim 0. Ecam aBnsaeTcs,
NPUHMUMAETCA peLleHne O rapaHTMPOBaHUK N0OOro AOCTyNa Ha YTeHMe/3annch, rHOPMUPYS
O6uTbl nNpas. [loCTyn Ha BbINOJHEHME TaKKe rapaHTUPyeTca Aas 3TOro uMaeHTUdMKaTopa
cybbeKTa, ecnm OUT NCMONHEHMSA CTOUT XOTA Dbl ANA KaKoro-Hnbyab cybbekTa. JansHenwmne
NPOBEPKM NPOM3BOANTLCA He ByayT,;

— ecnnm mnaeHTUGUMKATOp  cybbekTa  AOCTyna  COoBMagaeT € YKa3aHHbIM
MOEHTUPUKATOPOM Bnadenbla obbekTa, a OWTbl pa3pellieHMin  YCTaHOBAEHbl B
onpeaeneHHble 3HAYEHWs, pelleHne O A0CTyne MM OTKale B AoCTyne byaeT NPUHATO B
COOTBETCTBMMW CO 3HAYEHUAMM BUTOB. JanbHenLLme NPOBEPKN NPOMU3BOAUTLCA He Dy ayT;
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— ecnu naeHTMdMKaTop 04HOM 13 rpynn cybbeKTa A0CTyna (NepBMYHON UK NtoboM
Apyron) coBnagaer Cc WAEHTUPUKATOPOM rpynnbl obbeKkTa AocTyna, a OuTbl npas
(paspelweHnin) ons rpynnbl yCTaHOBAEHbI B Kakoe-11bo 3Ha4YeHue, pelleHne o0 AoCTyne Uamn
OTKase B gocTyne 6yaeT MPUHATO B COOTBETCTBMM CO 3HavyeHuamum buToB. [danbHenlume
NPOBEPKM NPOM3BOANTLCA He ByayT;

— ecnn naeHtTuomKkaTop cybbekta A40CTyna UAn naeHTUduUKaTop ntoboi ns rpynn, B
KOTOPOW COCTOWUT CyOBbEKT AOCTyNa, He CoBNaAaeT Co 3HaYeHMAMM aTpMbyTOB BAaAeblLa U
rpynnel Ans obbekTa AOCTyNa, OUEHMBAOTCA 3HaYeHMA BMTOB NpaB A1a 0ObeKTa COrnacHo
KaTeropmMm WHbIX NoNb3oBaTenen. Ecam 6uToBas MacCKa npaB ANA KATEropmu  MHbIX
No/Nb30BaTeNeN yCTaHOBAEHA B Kakoe-nMbo 3HayYeHune, peleHne o A4OCTyne NpUHMMaeTCA
COMN1aCHO YCTAHOB/IEHHbBIM B HEM 3HAYEHMAM M CybbeKTy NpeaoCTaBAAETCA AOCTYN K OOBEKTY.

NMPUMEYAHUE. Ecnm HWKaKoe W3  OMMCAHHbIX YCAOBMA HE BbIMOJHEHO U
naeHTUdMKaTop cybbekTa AocTyna He paseH 0, NonbITKa A0CTyna BA0KMpyeTca.

4.3.4. PacwumpeHHble aTprbyTbl M CMUCKU KOHTPOASA AOCTyNa

OC ABpopa noaaepHKMBaeT PacliMPEHHbI MexaHn3M (aTpnbyTbl) 0OBEKTOB, a TaKKe
CMUCKN KOHTPOANA A0CTyNa B COOTBETCTBMU C TpeboBaHuamm ctaHaapTa POSIX ana ©C EXT4.
[aHHbI MexaHM3M NO3BONAET CUCTEME NPeAOCTaBAATb Hanbonee TOHKO CTPYKTYPUPYEMbI
[OCTYN CyDBEKTOB K OOBbEKTAM.

K nepeyHto paclimpeHHbIx aTpnbyToB OTHOCATCA caeaytoLlme:

— A - (no atime updates) BpemAa NOAy4YeHMA AOCTyna K danny He byaet
0H6HOBANATLCSA, YTO BNAroNPUATHO NOBAMAET Ha NPOM3BOAMUTENBHOCTL PC B CyYae CAMLWKOM
4acTbIX obpalweHn K panny;

—a - (append only) B (a1 MOMHO TO/NbKO [AOMUCbIBAaTb, HO HENb3A
yaanats/nepeMmeHoBbiBaTh  (yA06HO Ans coobuieHnin o cobbitmax). Ecam  atpubyt
YCTQHOB/IEH Ha KaTanor, TO HaxoAawmecs B Hem Ganabl HeNb3A YAANATb, MOXKHO TO/IbKO
C03/1aBaTb HOBblE M MOANPULIMPOBATL CYLLECTBYHOLLME;

— ¢ - (compressed) f4p0 NPON3BOAMT NPO3PAYHOE CHaTUe MHDOoOPMaLMKM Ppainna
Ha JWUCKe, a NpUY A0CTyrne BO3BPALLAOTCA HEeCKaTble JaHHbIE;

— D - (synchronous directory updates) Npu MOANPUKALUN ANPEKTOPUM
M3MEHEHUA CUHXPOHHO 3aMMCbIBAOTCA Ha ANCK;

—d - (no dump) WUrHOPMPOBATb NPWU CO3AAHUN PE3EPBHOM KOMUM NPOrPammMo
dump;

— i - (immutable) 6OMT, 3anpewatowmin nobsvie M3meHeHma darnna (yaanatb,

neperMMeHoBbIBaTb M MoandULUMpoBaTh). Ecnm aTpnbyT yCTaHOBAEH Ha AMPEKTOPUIO, TO
HaxoZAlmMeca B Hel dalnbl MOXKHO MOAMDULMPOBATL, NPU 3TOM YAANATb UAW CO34aBaTb
HOBble $alibl HEBO3MOKHO;

— 3 - (data Jjournalling) ecan ®C CMOHTMpPOBaHa C NapameTpamm
data=ordered WAWU data=writeback, AaHHble daina c 3TUM aTPUOYTOM COXPaHAIOTCS
CHayvana B *KypHan ®C, n nmwb 3aTem B dparin. ATpnbyT yCcTaHaBAMBAETCA M CHUMAETCA TOJIbKO
cynepnosib3oBaTeNem n He AeNCTBYET NPM MOHTMPOBAHMK C MAPAaMeTPOM data=journal
(T.K. B 3TOM C/ly4ae AaHHble TaKXKe COXPaHAITCA CHayana B KYpHan M atpmbyT He nmeet
CMbICNa);
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— s - (secure deletion) NOMHOE yAaneHue dalina (Mecto Ha AmcKe, rae oH
Hax0AMACA, 3aNOAHACTCA HYNAMM);
— S - (synchronous updates) nNpAMaa 3anucb Ha AMCK Oe3 K3WMpoBaHUA

(obHOBNEHME B dalifie NPOUCXOAMT Ha AMCKE CUHXPOHHO ¢ MI1, M3MEHAIWMM AaHHbIN
dann);

— u - (undeletable) Npu yganeHnn danna c TakKMM aTpMOYTOM ero coaepKnumoe
COXPaHAETCA, YTO MO3BONAET YCMELWHO MCMNO/b30BaTb MHCTPYMEHTbI A1A BOCCTAHOB/EHMUA
yaaneHHbIx Gannos;

— T — KaTanor C TakKMUM aTpubOYTOM CUYMTAETCA PACMONOMKEHHbIM Ha BepLIMHE
Mepapxnm ANPEKTOPUI C LENbIO MCNONb30BaHMA MeToaa pacnpeaenenma 6aokos Opnosa;

— t — B KOHel, ¢arna c TakMm aTprubyToOM HEBO3MOXKHO NMPUCOEANHUTL APYron Gamnn
(tail-merging). Ha MOMEHT HanucaHus ext2 1 ext3 He NnoAdepPKMBanM tail-merging (He
CYMTanA IKCNEPUMEHTAIbHbIX NaTyen);

— E — VYKas3blBaeT Ha Haanmume ownbok npu ckatmum danna. HeBO3MOKHO
YCTaHOBUTb/CHATb C MOMOLLbIO chattr, MOXHO UL NPOCMOTPETb KOMAHAOM 1sattr;

— e — YKa3bIBaeT, YTo ¢ana ncnoablyeT AONOAHEHWUA ANA pa3MelleHns BN0KOB Ha
AUCKe. HeBO3MOXHO YCTaHOBUTL/CHATb C MOMOLLbIO chattr, MOXKHO /MLIb MPOCMOTPETH
KOMaHAoM lsattr;

— I — YKa3blBaeT, YTO KaTanor 6bl1 NPONHAEKCMPOBAH NPU MCNO/b30BAHUM htree.
HeBO3MOMKHO YCTaHOBUTL/CHATL C MOMOLLBIO chattr, MOXHO NLLb MPOCMOTPETb KOMaHAO0M
lsattr;

— H — yKa3blBaeT, 4To dann xpaHUT ceon H610KM B eanHMuax @C, a He B eAnHMLAX
CEKTOPOB, 3TO O3HayaeT, YTo dann mmeeT pasmep Honee 2TB (MAM Koraa-To 3aHWMan).
HeBO3MOMKHO YCTaHOBUTL/CHATL C MOMOLLBIO chattr, MOXHO NLLb MPOCMOTPETb KOMaHA0M
lsattr;

— X — YKa3blBaeT Ha Ha/M4yMe BO3MOMKHOCTM MOAYYMUTb NPAMOIN HEMNOCPEACTBEHHbIN
[OCTYnN K CKaTomMy dainy. HeEBO3MOXKHO YCTaHOBUTb/CHATb C MOMOLLbIO chattr, MOXHO NLLb
NPOCMOTPETb KOMaHAOM lsattr;

— Z—YKa3bIBaET, YTO CXKaTbl Gpaln is dirty. Henb3a ycTaHOBUTL/CHATL C NOMOLLbLO
chattr, MOXHO NNLLb NPOCMOTPETb KOMAHAOM 1sattr.

MpocMmoTp aTpmbyToB ocylecTsaaeTca ¢ nomoubto MPBO 1saatr, a yCTaHOBKA UK
MoandUKaLma ocyllectTeaseTca ¢ nomoulbto MPBO chattr. Mpu aTOoM aTpmbyTbl ANA
0H6bEeKTa COXPaHATCA B MeTaaHHbIX 06beKTa (i-node) PC EXT4.

PacwupeHHble aTpnbyTbl ACL copepkat cneaytoLlyto MHPOopMaLmo:

— NpKW3HaK (MeTKa) TMNa 3Ha4YeHMA CNMCKA KOHTPOA A0CTyNa;

— yTOYHSAOLLee 3HaYeHme (YTOYHAET npeablayLinin NPUsHakK);

— Habop npaB, KOTOpbIM onpeaenseT AUCKPEUMOHHble npaBa Ans CyObekTa,
MCNONb3YA CHa4yana NPM3HaK TMMa, a 3aTEM €ro YTOYHAOLLEee 3HaYeHMe.
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CyLLeCTBYIOT CeaytoLLmMe NPU3HAKM:

— ACL_GROUP — onpezenseT BO3MOXHOCTb AOCTyna ANA Cybbekta, y KOTOpOro
naeHTudUKaTop rpynnbsl (Mam ntobom 3 naeHTMGUKATOPOB rpynnbl CybbeKTa) coBNagaeT co
3HaYeHMeM, YKaslaHHbIM A8 rpynnbl B CMMCKE KOHTPOAA A0CTyna OObeKTa B KayecTse
YTOYHAOLLLErO 3HAYEHMUS;

— ACL_GROUP_ OBJ — onpefenfaeT BO3MOXXHOCTb AOCTyNa ANA CyDbeKTa, y KOTOPOro
naeHTudUKaTop rpynnbl (Mam Ntobom 3 naeHTMGUKATOPOB rpynnbl CybbeKTa) coBNagaeT co
3HaYeHnemM naeHTudmKaTopa rpynnbl 06bLEKTA;

— ACL MASK — onpejenaeT MaKCMMasbHO BO3MOXHOe 3HayeHue bMToB npas AnA
rpynnbl Uan rpynn;

— ACL_OTHER — onpeAenaeT npaBa A0OCTyna ANA CyObeKToB, KOTOPble HE MOTyT ObITb
COOTHeceHbl C NtobbIM 3HaYeHMEM WAEHTUPUKATOPOB, YKA3aHHbIX B CNWUCKE KOHTPOAA
noctyna;

— ACL_USER — onpezenaeT npasa Ana cybbekTa, naeHTMPMKaTop KOTOPOro yKasaH
KaK yTouYHAoLLee 3Ha4YeHMe Blaaeblia 06beKTa;

— ACL USER OBJ — onpefenser npaBa [oCTyna ana obbekra, naeHTuduKaTop
KOTOPOro CoBMNaZiaeT co 3HaYeHnem Bnaaenbla obbekTa.

YToYHAOWee 3HaYeHMe — 3TO 3HavyeHWe, Tpebyemoe MNPU3HAKOM ACL GROUP U
ACL_USER. OHO MOXeT coaepKaTb NAeHTUPMKATOP NONb30BaATENA UM FPYNMbl, 418 KOTOPbIX
byaeT NPUHNUMATLCA peLleHne o NpeaoCTaBAeHNM A0CTyNa B COOTBETCTBUN C BMTamM Npas.

MpaBa AoCTyna ANs CNMCKOB KOHTPOAA [A0CTyna ACL — CYWECTBYHOT Kak OWUTbl
3HaYeHWUI NpaB, O3HaYatoOLWNX YTeHMe (r), 3anncs/yaaneHme (w) Uam BbinoaHeHMe/nouck (x).

OTHOWIEHMA, BO3HMKAtOLWME NPU NMPUHATUN PELIEHNIA B MOMEHT CpaBHeHMA Ba30BbIX
npaB (BUTOBON MaCKM) U PacCLIMPEHHbIX NPaB (CNMCKOB KOHTPOAS A0CTyna), COCTOAT B
cnenytoulem:

— CMWCOK KOHTPONA A0CTyna ACL cymTaeTcA o0b6A3aTenbHbIM MAN MMHMMA/IbHO
HeobxoAMMbIM ANA TUNOB ACL USER OBJ, ACL GROUP OBJ W ACL OTHER;

— TWNbl ACL GROUP MAM ACL_USER CYMTAIOTCA PACLUMPEHHBIMM M OLLEHWBAOTCA NpU
CENVCIZIZE

— MO YMOANYaHUIO (ecn He yKa3aHo MHOoe) TMN ACL USER OBJ, ACL GROUP OBJ U
ACL_OTHER NPUHUMAIOT 3HayYeHuA, coBnaaatolime ¢ 6a3oBbiM 3Ha4YeHnem BUTOBOM MaCKu
BNaeNbLa M rpynnbl 0ObEKTa;

— €C/IN YKa3aHbl YTOYHAIOLWME 3HAYEHNA ANA TMNOB ACL GROUP M ACL USER, KaK
MUHUMYM OAHO 3Ha4YeHWe TMMa ACL MASK AO/MKHO ObITb yKazaHo. MHaye Tmn ACL MASK
TaKKe cymTaeTca Heoba3aTelbHbIM, M ero 3Ha4YeHne MOXKeT ObITb He yKa3aHo.

[MpoBepKa pacliMpPeHHbIX NpaB Npu onpeaeneHnn MNonbITKM A0CTyna CyObeKkTa K
0OBbEeKTY, Ha KOTOPOM YCTaHOB/EHbl pacliMpeHHble aTpmbyTbl ACL, npoucxoamt no
cnenytoLemy anropuTmy:

1) ECIX: naeHTudMKaTOop cybbekTa A0CTyna CoBMaZaeT C MAEHTUPUKATOPOM
BNajeNbLa 06bekTa 40CTyNa;

65



1 OTOKPI:ITAFI
PyKoBOACTBO aAMMHUCTPATOPA l HHE%"&?S’B'G;’?

TOlA: oueHMBaOTCA 3HAYEHMA 3aMNPOLLEHHbIX NPaB, YCTAHOBNEHHbIX B 0bbeme And
TMNa ACL_USER OBJ, 1 CyDbeKT NosyyaeT AOCTYyN K 06bekTy B 06beMe yKa3aHHbIX NPas;

NHAYE: nocTtyn 6n0oKknpyeTcs;

2) ECNIN: npaeHTUdMKATOp cybbeKkTa A0CTyna coBnagaeT C obbiM  YKa3aHHbIM
naeHTMbMKaTopom Bnagenbla obbekTa 40CTYyNa, YNTOMAHYTbIM ANA TUNa ACL USER;

TOlOA: oueHMBatoTCA 3HaAYeHMA 3aMNpPOLUEHHbIX MpaB, YCTaHOB/EHHble B 0bbeme
CHayana Ana tmMna ACL USER, a 3aTeM A1A TMna ACL MASK, U CyDbeKT noayyaeT AOCTyn K
00BbEKTY B 0ObeMe yKa3aHHbIX NPas;

MHAYE: nocTtyn BaokumpyeTcs;

3) EC/ZIN: ocHoBHOM MAM A06aBOYHLIN MAEHTUDMKATOP rpynnbl cybbekTa A0CTyna
coBMNaaeT c NMobbIM YKa3aHHbIM MAEHTUDUKATOPOM rpynnbl 06bEKTa A0CTYNA, YNOMAHYTbIM
ANA TMNa CHavana ACL GROUP OBJ, @ 3aTeM ACL GROUP;

TOlA: oueHmnBatoTCA Npasa Aaa npmusHaka tmna ACL_MASK,

N EC/IU: npasa AocCTyna coaep»KaT 3anpolleHHble 3Ha4YeHns ana ntboro 1n3 TMnos
ACL GROUP_OBJ, ACL GROUP, ACL MASK;

TOTAA: npoctyn npefoCcTaBnAeTcs;

MHAYE: nocTyn 6noknpyeTcs.

4.3.5. MexaHu3m pa3pelieHnin HabopoB BO3MOXKHOCTEN

OMMCAHWE: pns BbINONHEHMA MNPOBEPKM MNpaB A0CTyna CcybbekTbl A0CTyna
Pa3aenstoT Ha 2 KaTeropuu: npusmnermpoBarHsle (1D apdeKTMBHOrO nosb3osatens paseH 0,
KaK y cynepnonb3osaTtend), U HenpusmunernpoBaHHble (ID adpdeKTMBHOro Noab30BaTeENs He
paBeH 0).

CMUCOK PA3PELLUEHWMW: BO3MOMHOCTH, peann3oBaHHble B coctase OC Aspopa, a
TaKXKe onepauyn nam nosegeHue, paspellaemble 4aHHbIMU BO3MOXHOCTAMM:

— CAP AUDIT CONTROL — TMO3BOJIAET BK/AOYATb WU BbIKNKOYATL ayauT A4pa,
M3IMEeHATb GUNbTPYIOLLME NpaBMAa ayamMTa, NONyd4aTb COCTOAHME ayamTa U GUAbTPYoLLMeE
npaswuaa;

— CAP_AUDIT WRITE — NO3BO/IAET 3aMM1CbIBATb AAHHbIE B XKypHai ayamTa A4pa;

— CAP_BLOCK_SUSPEND — MO3BOJIA€T WMCMNOAb30BaTb BO3MOXHOCTM, CMOCOBHbIE
NPMBOAMUTL K ONOKMPOBAHMUIO MPUOCTAHOBKM CUCTEMbI (epoll (7) EPOLLWAKEUP,
/proc/sys/wake lock);

— CAP_CHOWN — NO3BONAET BbIMONHATL MPON3BOJIbHbIE M3MEHEHWNA GaNN0BbLIX UID U
GID;

— CAP_DAC OVERRIDE — MO3BOMAET MPOMyCKaTb NMPOBEPKM AOCTyna K danny Ha
YTeHMe, 3aMnCb U BbINOJIHEHWE;

— CAP_DAC READ SEARCH — MO3BOAAET NPOMNyCKaTb MPOBEPKM AOCTyNa K dainy Ha
YTEHME W A0CTyNna K KaTanory Ha YTeHMe W BbINOJHEHME; BbI3bIBaTb GYHKLUMIO
open_by_handle_ato;
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— CAP FOWNER — NO3BO/IAET BbINOMHATb CeAytolme AeUCTBUA:
® MponyckaTb NPOBEPKM AOCTyna ANA onepaumin, KoTopble 0bOblMHO TpebytoT
cosnagenua UID ®C npouecca n UID darna (Hanpumep, chmod, utime), WUCKAIOYASA
onepawmn, OxeaTbiBaeMble CAP_ DAC OVERRIDE M CAP DAC READ SEARCH;
® YCTaHaB/AMBATb PACLUMPEHHbIE aTPUOYTbl NPON3BONAbHbLIX GanN0B;
® yCTaHaBAMBATb CMUCKM KOHTpona aocTyna (ACL) npom3BonbHbIX Gainnos;
® VIFHOPMPOBATb 3aKPENAAOLWMM OUT NpK yaaneHnm Gpamna;
e 33naBatb O_NOATIME ana npon3BoabHbIX $painnoB B open U fcntl;
— CAP FSETID—NO3BOJIAET HE OYULLATb OUTHI pexXnma set-user—-IDU set-group-
ID NP 3MeHeHMn Gpaiina, a TakKe yCTaHaBAMBATb OUT set—group-ID Ha Gain, y KOTOPOro
GID He coBnapaer ¢ 6utom PC mam nbbimm aononHuTenbHbIMM GID Bbi3biBatOLLErO
npoLecca;
— CAP IPC LOCK — Mno3BonAet 6ﬂOKMpOBaTb NamaTb (mlock (2), mlockall(2),
mmap (2), shmctl (2));
— CAP IPC OWNER — NO3BOJIAAET He BbINOJHATL MPOBEPKM AOCTYNa A/1A onepauum ¢
obbekTamm System V IPC;
— CAP KILL — MO3BOJIAET He BbINOJHATL MPOBEPKM MNPU OTNPaBKE CUIHANOB.
K AaHHOM BO3MOXHOCTM OTHOCKTCA MCNO/b30BaHMe ioctl (2) C onepaumen KDSIGACCEPT;
— CAP_LEASE — N0O3BO/IAET YCTaHaBAMBATb apeHAy Ha MPOU3BO/bHble dalnbl;
— CAP_LINUX IMMUTABLE — NO3BO/AET yCTaHaBAMBaTb inode-dnarv FS APPEND FL
WFS IMMUTABLE FL;
— CAP_MKNOD — N03BO/IA€T CO3/4aBaTb cneumanbHble Gaiibl C NOMOLLbIO mknod(2);
— CAP NET ADMIN — MO3BO/IAET BbIMONHATb CNeylolMe CeTeBble onepaumnm:
® HacTpoWKa nHTepdenca;
e ynpasneHune IP M3, TpaHchAauMen aapecoB M BeAEHNEM YYETa;
e 3MeHeHMe TabanLbl MapLpyTU3aLnm;
® MpMBA3Ka K Nt0BOMY aZpecy ANA NPO3PaYHOro NPOKCUPOBAHMSA;
® Ha3HayeHMe TMNa CepBuCa;
® 04YMCTKa CTAaTUCTUKM ApanBepa;
® BK/IOYEHME PEXKMMA 3aXBaTa (promiscuous);
® BK/IOYEHME MHOrMOAAPECHbIX PACChINOK (multicasting);
® 1ICN0/Ib30BaHNE setsockopt (2) ONA BK/AOYEHUA CAeaylolmnxX MapameTpos
COKeTa: SO DEBUG, SO MARK, SO PRIORITY (4na npuopuTeToB BHe AuanasoHa 0-6),
SO_RCVBUFFORCE M SO_SNDBUFFORCE;

— CAP NET BIND SERVICE - no3BoJiAeT NpuMBA3bIBATb CoKeT K
NPUBUNETMPOBAHHbIM MOPTaM AOMeHa ceTn NHTepHeT (Homepa nopToB meHble 1024);
— CAP NET BROADCAST — (He wucnonb3yeTcA) NO3BOASET  OCYLLECTBAATH

LUMPOKOBELLAHME C COKeTa MU NPOCYLMBAHNE MHOTOaAPECHbIX PACChINOK;
— CAP NET RAW MO3BOAET BbIMONHATL CAeAytolne AeACTBUA:
® ICM0/1b30BaTb COKETbl RAW U PACKET;
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® MpPMBA3bIBATLCA K IODOMY agpecy 414 NPO3Pa4YHOro NPOKCUPOBAHMUS;

— CAP SETGID — NO3BOJIAET BbINO/HATL NPON3BONbHbIE AencTeua ¢ GID npouecca u
CNMCKoM aononHuTenbHbix GID, a Takke noaaensiBatbe GID npu nepegaye BO3IMOXKHOCTEM
COKeTa 4epe3 pAomMeHHble cokeTbl UNIX; 3anucbiBaTb oTObOpakeHme |ID rpynnbl B
NO/1b30BaTE/IbCKOE MPOCTPAHCTBO MMEH;

— CAP SETFCAP — NO3BONAET Ha3HayaTb GalioBble BO3MOXKHOCTU, NPU 3TOM:

e ecan dannosble BO3MOXHOCTM He MNOAAEPKMBAKOTCA: NPeaoCTaBAATbL U
OT3bIBaTb /ILOOYHO BO3IMOXKHOCTb B CIMCKE Pa3peLleHHbIX BO3MOXXHOCTEM Bbl3bIBAOLLETO MK
ntoboro Apyroro npouecca (4aHHOe CBOWCTBO CAP SETPCAP HeAOCTYMHO, eciu A4po
cobpaHo ¢ noaaep Ko GarnoBbIX BO3MOXHOCTEN, T.K. CAP SETPCAP MMeeT MONHOCTLIO
APYIy0 CEMAHTUKY Y TaKUX Aaep);

e ecnn  annoBble BO3MOMKHOCTM  MoaAepuBatoTca: ao0basnate  nobyto
BO3MOHOCTb 13 OrpaHnMYmMBatoLLEro Habopa BbI3bIBAOLLEN HUTK B ee Hacneayemblin Habop;
OT3bIBaTb BO3MOKHOCTM M3 OrpaHnYmMBatoLero Habopa (C NOMoLLbIO prctl (2) Conepauynen
PR CAPBSET DROP); U3MeHATb GNaru securebits;

— CAP SETUID — NO3BO/AET BbINOMHATbL NPoOu3BObHble aenctemA ¢ UID npouecca
(setuid(Z) , setreuid(2), setresuid(2), setfsuid(2) ),‘ nogaensisate UID npwu
nepeaaye BO3MOXHOCTEN CcOKeTa Yepe3 AoMeHHble coKkeTbl UNIX; 3anmcbiBaTb oTobOpakeHme
ID nonb3oBaTeNsA B N0b30BaTE/bCKOE MPOCTPAHCTBO MMEH;

— CAP_SYS ADMIN NO3BO/IAET BbIMONAHATL CNeAytoLLine AeNCTBUA:

® pewaTtb 33aJayn  ynpaBAeHMA CUCTEMOM: quotactl (2), mount (2),
umount (2), swapon(2), swapoff(2), sethostname(2) W setdomainname (2),;

® BbLINONHATL MNPUBUAEIMPOBAHHbIE onepaunnm syslog(2) (418  [AaHHbIX
onepauuii HeobxoAMMO MCNONBb30BaTb CAP SYSLOG);

® BbIMNO/IHATL KOMaHAY VM86 REQUEST IRQ vm86(2);

® BbINOJIHATL ONepauum IPC_SET M IPC_RMID Haj NPOU3BO/bHbIMM OObeKTaMM
System V IPC,

® [epesanuncbiBaTb OrpaHMyYeHmna pecypca RLIMIT NPROC;

® BbINOJIHATH ONepaLUymm Haj PacliMpPeHHbIMW aTPUOYTaMM trusted U security;

® MCNO/1b30BaTb lookup dcookie (2);

® 1ICMONb30BaTb ioprio set (2) ANA HA3HAYEHMA KNACCOB N1AaHMPOBAHWA BBOAA-
BblBOAA IOPRIO CLASS RT M IOPRIO CLASS IDLE;

e noaaensiBatb PID npu nepepaye BO3MOMKHOCTEM COKeTa 4yepes3 JOMEHHble
cokeTbl UNIX;

® npeBbllWaTb /proc/sys/fs/file-max, CUCTEMHOE  OFpaHW4YeHME  Ha
KOZIMYECTBO OTKPbITbIX GaiI0B B CUCTEMHbIX BbI30BaX, OTKPbIBatOLWMX danabl (Hanpumep,
accept (2), execve(2), open(2), pipe(2));

e 3asencTeoBaTb pnarm CLONE_*, cospatolime HoBble MPOCTPAHCTBA MMEH C
MOMOLLBIO clone (2) Munshare (2) (419 CO3AaHNA NO/b30BATENbCKMX MPOCTPAHCTB MMEH He
TpebyeTca HUKAKNX MHbIX BO3MOXKHOCTEN);
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® BbI3blBaTb perf event open(2),
® MOAYyYaTb A4OCTYN K MHPOPMaLUMM O NPUBMAETMPOBAHHOM COObITUN perf;
® Bbi3blBaTb setns (2), TpebyeTrcA CAP SYS ADMIN B MPOCTPAHCTBE MMEH
Ha3Ha4YeHus;
® BbI3bIBATb fanotify init (2);
® BbI3bIBATb bpf (2);
® BbINOJIHATL ONepauumn KEYCTL CHOWN W KEYCTL SETPERM B keyctl(2);
® BbINOJIHATL OMNepaLmio MADV HWPOISON Bmadvise (2);
e 3aaencrteoBaTb TIOCSTI B ioctl(2) ANA BCTaBKM CUMMBOIOB BO BXOAHYIO
oyepenb TeEPMMHANA, OT/IMYHOTO OT YNPaB/IAOLWLEro TEPMUHA/IA BbI3bIBAOLWLETO;
® 33/71€MCTBOBATb YCTAPEBLUMNA CUCTEMHbIM BbI30OB nfsservctl (2) ;
® 33/eMCTBOBATb YCTAaPEBLUMIM CUCTEMHbIN BbI30B bdflush (2);
® BbLINO/IHATL Pa3/IMYHbIE MPUBUNETMPOBAHHbIE OMepaunmn ioctl (2) Han4
6104HbIMK MY;
® BbLINOJ/IHATbL PA3/INYHbIE NPUBUIETMPOBAHHbIE Onepauun ioctl (2) Hag PC;
® BbINO/IHATb AAMUHUCTPATUBHbIE ONepauymm Haa Apansepamm MY;
— CAP_SYS BOOT — NO3BONAET UCMOJIb30BaTb reboot (2) U kexec load(2),
— CAP SYS CHROOT — MO3BOJIAET UCMOJIb30BaTb chroot (2);
— CAP SYS MODULE — MO3BO/IAET 3arpy»KaTb 1 BbIrPY>KaTb MOAYNU A403;
— CAP SYS NICE MO3BOJIAET BbINONHATb CAefytolime AeNCTBUA:
® MOBbIWATL 3HAYEHME YCTYNUYMBOCTU NpoLecca (nice (2), setpriority(2))u
M3MEHATb 3HAYEHME YCTYNUYMBOCTM Y MPOU3BO/IbHbIX MPOLLECCOB;
® Ha3HayaTb MOJIMTUKM NNAHUPOBAHMA PeasbHOro BpeMeHu O/1A Bbi3blBatOLLEro
Npouecca, a TakKe NOJNTUKM NAAHUPOBAHMA U NPUOPUTETLI A1A NPOU3BOJIbHbLIX MPOLLECCOB
(sched setscheduler (2), sched setparam(2), shed setattr(2));
® BbINOJIHATL MPUBA3KY K 3NEeKTPOHHOM noanuck (3M) Ans Npomn3BOAbHbIX
npoueccoB (sched setaffinity(2));
® Has3HayaTb KjaacCc MNAaHMPOBAHMA  BBOAA-BbIBOAA W NpuoputeT  ANA
NPOWM3BO/bHbIX NPOLLECCOB (ioprio set (2));
® MPMUMEHATb migrate pages(2) K MNPOW3BOJIbHbLIM Npoueccam A/a UX
nepemeLLeHnA Ha NPOM3BO/IbHbIE Y3/1bl;
® MPUMEHATb move pages (2) K NMPOU3BOJIbHbIM NpoLeccam;
® 11CNONb30BaTb Gnar MPOL_MF MOVE ALL Bmbind (2) Mmove pages (2);
— CAP_SYS PACCT — NO3BO/IAET UCMONb30BaTb acct(2),
— CAP_SYS PTRACE — M0O3BOJIAET BbIMNO/NHATL C/ieAytowmne AeNCTBUA:
® TpaccmMpoBaTb NH0OON NPOLLECC C MOMOLLBIO ptrace(2);
® MPUMEHATb get robust list (2) K NPOM3BOJIbHbIM NpoLEeccam;
e nepemellatb AaHHble B/M3 MamMATM MPOM3BOJILHOTO MPOLEcca C MOMOLLbIO
process vm readv (2) Mprocess vm writev(2),

® 13y4aTb MPOLECCHI C MOMOLLBIO kcmp (2) ;
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— CAP_SYS_RAWIO — no3BondAeT BbINONHATL CAeaytouime AeNCTBUA:
® BbINOJIHATH ONepaLyMm BBOAA-BbIBOAA M3 NOPTOB (iopl (2) m ioperm(2));
® paspelwaTb A40CTYN K /proc/kcore;
® 33aencTBOBaTb onepaunto FIBMAP B ioctl (2);
e OTKpPbIBaTb MY Ans A0CTyna K cneumanbHbim pernctpam x86 (MSR);
e 06OHOBNATb /proc/sys/vm/mmap min addr;
® C03/1aBaTb OTOOpaXKeHMA NamATh No apecam, MeHble 3Ha4YeHNUs, 3a4aHHOrO B
/proc/sys/vm/mmap min addr;
e oTObOpaxaTb Gannbl B /proc/bus/pci;
® OTKPbIBATb /dev/mem u /dev/kmem,
® BbLINOJIHATL PA3/IMYHbIE KOMAHAbI MY SCSI;
® BbINOJIHATL onpeaeneHHble onepaunm ¢ MY hpsa (4) M cciss (4);
® BbINONHATL HEKOTOPbIE CNeLmanbHble onepaumnm ¢ Apyrmmmn yCTPOMCTBAMU;
— CAP SYS RESOURCE — MO3BOJIAET BbIMNONHATL CNefyloline AeNCTBUA:
® 1CMO/1b30BaTh 3ape3epBnpoBaHHOe NpocTpaHcTBO PC ext2;
® CoBepllaTb BbI30BbI ioctl (2), yNpaBaAtoLWMe KypHaAMpoBaHMem ext3;
® MpeBbIlWaTb OrpaHNYeHmne AMCKOBOro NPOCTPAHCTBA;
® yBe/IMYMBATb OrPaAHUYEHMA MO pecypcam;
® nepes3anncbiBaTb OrpaHnYeHmne pecypca RLIMIT NPROC;
® MpeBbllaTb MAaKCMMaIbHOE KONMYECTBO KOHCONEN NPW BblAENEHNN KOHCONM;
® peBbllaTb MAaKCMMa/IbHOE KONMYECTBO PACKNAA0K;
® 11CN0Nb30BaTb bonee, yem 64 I npepbiBaHUA M3 YACOB PEaIbHOrO BPEMEHM;
® Ha3HayaTb 3Ha4YeHMe msg gbytes oyepeau coobueHuin System V 6Honblue
orpaHun4yeHus /proc/sys/kernel/msgmnb;
® [peBblWaTb OorpaHN4yeHne /proc/sys/fs/pipe-size-max MNPV Ha3HaAYEHUWU
BMECTMMOCTM KaHa/ia C MOMOLLbIO KOMaHAbl F SETPIPE SZ y fcntl (2);
e ycnonb3osaTb F_SETPIPE_SZ ana yBennyeHma BMeCTUMOCTM KaHana bonblue,
Yyem orpaHun4yeHue, 3alaBaeMoe B /proc/sys/fs/pipe-max-size;
® [pPEeBbIWATb OrpaHNYeHne /proc/sys/fs/mqueue/queues max NP CO34aHNN
oyepenen coobuieHnn POSIX; 3agecteoBaTtb onepaumto PR_SET MM B prctl (2);
® YCTaHaB/AMBaTb /proc/PID/oom score adj B 3HAYEHWE MeHblUee, Yem
nocnegHee yCTaHOBAEHHOE 3Ha4YeHne NPoLLeCcCOM C MOMOLLLbIO CAP SYS RESOURCE;
— CAP_SYS TIME — N0O3BO/IAET HaCTpamBaTb CUCTEMHbIE Yachl (settimeofday (2),
stime (2), adjtimex (2)) W 4Yacbl peanbHOro BpemeHu (annapaTtHble);
— CAP SYS TTY CONFIG — MNO3BOAAET UCMO/b30BaTb vhangup (2) M 334eNCTBOBATb
Pa3/INYHble MPUBMIETMPOBAHHbIE onepauun ioctl (2) C BUPTYa/SIbHbIMW TEPMUHANAMMU;
— CAP_ SYSLOG — NO3BO/IAET BbINONHATb C/eytolme AeUCTBUA:
® BbINOJIHATb NPUBUIETMPOBAHHbIE ONepauun syslog (2);
® MpoCMaTpMBaTb afpeca sapa, oTobpaxKaemble B /proc W APYrnX UHTepdencax,
KOrga 3HayeHue /proc/sys/kernel/kptr restrict pasHoO 1;
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— CAP_WAKE ALARM — NO3BO/AET BbI3bIBATb YTO-IMBO Npu NpobyxAeHUM CUCTEMDI
(ycTaHaBamBaTb TaMMepbl CLOCK REALTIME ALARM M CLOCK BOOTTIME ALARM).

HABOPbI BO3MOXHOCTEW CYEBEKTA

Kaxaasa HUTb MmMeeT Habopbl BO3MOMKHOCTelN, cogepxaume O wu/mam bonee
CnenyroLInMX BO3MOXKHOCTEN:

1) Pa3pelueHHble aencTema (Permitted). Permitted — OrpaHnMYmnBatoLLMin Habop
30dEKTMBHbBIX BO3MOXKHOCTEN, KOTOPbIMM HadenaeTcs HUTb. [aHHbIM Habop TaKke
OrPaHNYMBAET CMMCOK BO3MOMKHOCTEN, KOTOpble MOTyT OblTb A0DaBAEHbI B HAac/NeayeMbli
Habop ANA HUTW, HE MMeloLen BO3MOXHOCTeM CAP SETPCAP B cBOeM 3QGEeKTMBHOM
Habope. Ecnn HUTL cbpacbiBaeT BO3MOXKHOCTb B CBOEM pa3pelumTenbHOM Habope, oHa He
CMOXET NONYYNTb ee 06PaTHO (€CAM TONBKO He BbIMONHAETCA execve (2) A1 NPOrPaMMbl C
set-user-ID-root WM NPOrPaMma, y KOTOPON COOTBETCTBYHOLLME BO3MOXKHOCTM dalina
NpPeaoCTaBAAOT 3Ty BO3MOMKHOCTb);

2) Hacneayemsbie genctBus (Inheritable). Inheritable — Habop Hacnedyembix
BO3MOKHOCTEM, KOTOPble OCTAKOTCA TAKOBbIMM MPWU BbINOAHEHUM NtOBON NPOrpammbl U
COXpPaHAOTCA MPU BbI30BE execve (2). Hacneayemble BO3MOXMHOCTM A006aBAAOTCA B
pa3pewnTeNibHblii Habop, ecnn BbIMNOAHAOWANACA NPOrpaMma MMEeT COOTBETCTBYOLINE
YCTaHOB/IEHHbIE ODUTbI B $aiI0BOM HacnedyeMom Habope. Ecan BbINOAHEHWE NPONCXOAUNT
He OT MMEHW Cynepnosib3oBaTens, Hacaedyemble BO3MOMKHOCTM He COXpaHalTcA nocne
execve (2), noatomy MI, KOTOpbIM HeobXoAMMO BbIMONHATL BCMNOMOTraTE/bHbIE
NPOrpammbl C MOBbIWEHHbIMK BO3MOXHOCTAMKW, TpebyeTca MCNOoAb30BaTb HaPYHKHblE
BO3MOMHOCTU (ambient capabilities);

3) JddeKkTuBHble AencTBMA (Effective). Effective — JaHHbIM Habop
BO3MOKHOCTEN UCMONb3YyeTCA AAPOM NPW BbIMOJHEHUWN MPOBEPOK NPAB HUTK.

C nomoulpto capset(2) HUTb MOXET M3MEHATb CBOM Habopbl BO3IMOXHOCTEN.

®ann (MPBO) /proc/sys/kernel/cap last cap COAEPXKWT YMCAOBOE 3HAYEHME
camol 60/blIOK BO3MOXKHOCTW, NOAAEPKMBAEMOM paboTalowym AAPOM. ITO MOMXKHO
MCNONb30BaTb A/1A onpeaeneHns Hanbonbllero BmUTa, KOTOPbLIN MOXKET ObITb YCTaHOBNEH B
Habope BO3MOKHOCTEN.

®ANNOBbLIE HABOPbI BO3MOXHOCTEW

B OCABpopa cBA3b HAbOpPOB BO3MOXHOCTEM C MCMONHAEMbIM  paiiom
NOAAEPKMBAETCA C MOMOLIbIO setcap (8). Habopbl BO3MOXKHOCTEM dalia XpaHATCA B
paclwmpeHHoOM aTpubyTe, AN 3anucu B KOTOPbIN TpebyeTca Bo3moxKHOCTbL CAP_SETFCAP.
Habopbl $paloBbix BO3MOXKHOCTEN BMECTEe C Habopamm BO3IMOXKHOCTEN HUTKM onpeaenatoT
Habopbl BO3MOXKHOCTEN HUTK NOCNE BbINONHEHUA execve (2) .

CyuiecTBytoT cneaytoline dannosble HADOPbI BO3MOMXKHOCTEN:

— permitted (paHee Ha3bIBaBWIMACA forced) — BO3MOXHOCTM aBTOMATMYECKM
pa3peLlaTca HATU HE3aBUCMMO OT ee yHac/1IeJ0BaHHbIX BOSMOXHOCTEN;

— inheritable (paHee Ha3biBaBLWMICA allowed) — Habop obbeamHseTcs (AND) c
yHacnenoBaHHbIM - Habopom  HWTKW, 4YTOObI ONpeaennTb, KaKkuMe yHac/neAoBaHHble
BO3MOKHOCTM DyAyT BKAOUYEHbI B €e pa3speLlnTeibHbI Habop nocne execve (2);
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— effective — B A€NCTBUTENBHOCTM NpeAcTaBaseT coboi He Habop, a OAMHOYHbIM
6UT. ECnn BUT BKAKOYEH, TO NPM BbI3OBE execve (2) BCE HOBblE pa3pelleHHble BO3MOXKHOCTH
HUTKM ByayT Takke AobaBneHbl B 3PeKTMBHbIN Habop. Ecam BUT BbIKAOYEH, TO Moc/ae
execve (2) HW O0AHA M3 HOBbIX Pa3peLLeHHbIX BO3MOXHOCTEN He ByaeT nobaBneHa B HOBbIN
3P PeKTMBHbIN HabOP.

BkntoyeHune addeKkTmBHOro darnosoro buta noapasymeBaeT, YTo ntobas dpannosas
paspewmnTenbHas  WAM  Hacnedyemas BO3MOMKHOCTb, MO3BOMAOWAA HUTM  MNONYYUTb
COOTBETCTBYHOLLYK Pa3pelinTebHY0 BO3MOXKHOCTb NPU execve (2), TaKKe NOAYYUT ee B
3pPpeKTMBHOM Habope.

[MosToMy ecaM  nNpu  Ha3HadYeHuM  BO3MOXKHocTeM  danny (setcap(8),
cap set file(3), cap set £d(3)) yKa3atb 3OPeKTUBHbLIN Gaar Kak BKAOYEHHbIN A4
Ntob0oM BO3MOXKHOCTU, 3GDEKTMBHbBIN dar AOMKEH TakyKe OblTb yKa3aH BKAKOYEHHbIM A8
BCEX OCTa/IbHbIX BO3MOKHOCTEMN, A1 KOTOPbIX BK/ILOYEH COOTBETCTBYHOLWMI Pa3peLlnTeNbHbIM
UK Hacneayemblin dnaru.

Mpeobpa3oBaHMe BO3IMOXKHOCTEN NpU execve().

Mpn execve (2) PBO BbIMMCAAIOT HOBble BO3MOMKHOCTM CybbekTa Ao0CTyna
(npougecca) no cneayroEeMy anroOpUTMy:

P' (ambient) = (mpuBuiermpoBaHHuM oGami) 2 0 : P(ambient)

P' (permitted) = (P(inheritable) & F(inheritable)) |
(F(permitted) & cap bset) | P'(ambient)

P' (effective) = F(effective) ? P' (permitted) : P' (ambient)
P' (inheritable) = P(inheritable) [T. e., He usMeHdeTCH],
roe:

— P —3HayeHne Habopa BO3MOXKHOCTEM HUTK [0 execve (2) ;

— P'—3HauyeHne Habopa BO3IMOXKHOCTEN NOCNE execve (2);

— F—¢annosblin HaOOP BO3MOKHOCTEM;

— cap_bset — 3Ha4yeHuWe orpaHm4mBatoLLLero Habopa BO3MOXHOCTEN;

— NPUBUNEIMPOBAHHbLIA dann — daln, UMeWmMin BO3MOXKHOCTU, WUAM ANA HEero
yCcTaHoBNeH 6uT set-user-1D nnn set-group-ID.

BO3MOXHOCTU U BbINOJTHEHWME MPOTPAMMBbI CYMEPMO/1Ib30OBATEJ/IEM

[lna npepnocTtaBneHMa MoOMHOrO Habopa BO3MOMKHOCTEM Cynepnosb30oBaTento B
execve(2) HeE06X0AMMO BbINONHEHWE CAEAYOWMX NPABUN:

— €C/11 BbINOJIHAETCA NPorpaMma ¢ yCTaHOBAEHHbIM butom set-user-ID-root nam 1D
peanbHOro nonb3oBaTens npouecca paBeH 0 (cymepnonb3oBaTesb), NPeaoCTaBAATCA
nonHble @alnoBble W Hacnegyemble Habopbl BO3MOMKHOCTEN (T.e. paspelleHbl Bce
BO3MOKHOCTM);

— eC/ BbIMNOJIHAETCA MporpaMma C YCTaHOB/EeHHbIM 6utom set-user-ID-root,
3ddeKTUBHbBIN dannoBbI BUT paBeH eanHULE (YCTaHOBEH).

Pe3ynbTaT  yKasaHHbIX  MNpaBua,  0ObeAMHEHHbIX C  npeobpaszoBaHUAMM
BO3MOXHOCTEM, CAeAyHLMA: KOraa NPOLECC BbINOAHAET execve (2) AA8 NPOrPaMMbl C
buTom set-user-ID-root nam Koraa npouecc ¢ apdekTnsHbiM UID O BbINONHAET execve (2),
OH NOJIy4aeT BCE BO3MOMHOCTU M3 paspewunTensHoro u adpdpekTMBHOro Habopos, 3a
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MCKNOYEHMEM TEX, KOTOPble OTMEHEHbl OrPaHNYMBAOWMM HabOPOM BO3MOMKHOCTEN. ITO
NpeaocTaBAseT CEMaHTUKY, COBNaZatoLLyto ¢ 0Obl4HbIMK cnucTemamm UNIX.

OrPAHMYMBAIOLLIA HABOP BO3MOMKHOCTEW

OrpaHuymBatoLWMiM Habop BO3IMOXKHOCTEN — 3TO MexaHM3M Be30MacHOCTU, KOTOPbIN
MO}HO WCNONb30BaTb ANA OrpaHMYEHMs BO3MOMKHOCTEM, AOCTYMHbIX NPU execve (2),
cnenyroumm obpasom:

— NpU execve (2) OrpaHnMYMBatOLWMA Habop BO3MOXKHOCTEN cknaapiBaeTca (AND) ¢
dannoBbIM paspewnTenbHbiIM HabopoM BO3MOXMHOCTEM, M pe3ynbTaT 3TOM onepauuu
Ha3HayaeTca pas3pewnTenbHOMYy Habopy BO3MOXKHOCTEM HUTU.  Takum  o0bBpasom,
OorpaHu4ymMBatOWMi Habop BO3MOMKHOCTEM OrpaHMYMBAET paspelleHHble BO3MOMKHOCTH,
KOTOpble MOXeT NpeaoCTaBUTb MCMONHAEMbIN dalin;

— OorpaHuMuMBaOLWMM  Habop BO3MOMKHOCTEM NpeacTaBnAeT cobor nepeyeHs,
KOTOPbIN HUTb MOXKET A00aBUTb B CBOM HacneayeMbll Habop C NOMOLLbIO capset (2). ITO
03HayYaeT, YTO ec/IM BO3MOXKHOCTb OTCYTCTBYET B OrpaHMYmMBatoLLemM Habope, HUTb HE MOXKET
n06aBUTb 3Ty BO3MOXHOCTb B CBOM Hacneayemblh Habop, Aaxke ecam oHa NPUCYTCTBYET B
pa3pewnTenbHOM Habope, cneaoBaTeNbHO, HE MOMKET COXPaHUTb AaHHYK BO3MOXHOCTb B
pa3pelnTeNbHbll Habop NpK BbI30BE execve (2) AN dalina, MMEOLWErO BO3MOXKHOCTb B
CBOEM Hacneagyemom Habope.

OrpaHuymBatoWmin Habop cKkpbiBaeT GpannoBble pa3pelnTebHble BO3MOXHOCTU, HO
He Hacneayemble BO3MOMHOCTM. ECAM HUTb MMeeT B CBOEM Hac/iedyemom Habope
BO3MOXHOCTb, KOTOpas OTCYTCTBYET B OrpaHMuMBatolLeM Habope, HUTb MNOo-NpexHemy
00/1a712eT 3TOM BO3MOKHOCTbIO B CBOEM Pa3peLLnTENbHOM Habope Npu BbINONHEHWM dainna,
MMEIOLLLEro BO3MOXHOCTb B CBOEM HacneayeMom Habope.

Tonbko npouecc 1 MOXKeT 33ZaBaTb BO3MOMKHOCTM B OrpaHuMumBatollem Habope
BO3MOKHOCTEM, MOMMUMO 3TOrO Cynepnoab3oBaTesb (TouHee, NPorpammbl C BO3MOMKHOCTbIO
CAP SYS MODULE) MOTYT LWb YA3ANATb BO3MOXHOCTM M3 Habopa.

OrpaHunumBatowmii Habop Hacneayetcs npu fork(2) OT HUTM poauTena Wu
coxpaHaeTca Npu execve(2).

HUTb mMoXeT yaanaTb BO3MOMHOCTM M3 CBOEro orpaHuMymBatollero Habopa c
MOMOLLbIO BbI30Ba prctl (2) € onepauyeit PR CAPBSET DROP MpW HA/IMYMK BO3MOXHOCTH
CAP SETPCAP.

Mocne yaaneHua BO3MOXHOCTM M3 OrpaHMymMBatollero Habopa BOCCTAHOBUTb €ro
HEBO3MOHO. HIUTb MOXKeT onpeaennTb Haan4yme BO3MOXKHOCTM B CBOEM OTPaHUYMBAIOLLEM
Habope C NOMOLLbIO BbI30Ba prctl (2) € onepauuen PR CAPBSET READ.

YpnaneHvne BO3MOXHOCTEN M3 OrpaHMymMBatollero Habopa AOCTYNHO, TOMIbKO €Cau
A4p0 cobpaHo ¢ Nnoaaep*KKoM GannoBbIX BO3IMOXKHOCTEN.

[lna coxpaHeHMA MNPUBLIYHON CEMAHTMKM nNpu nepexode OT O K HeHy/NeBbIM
nonb3oBaTenbCckMm ID ®BO ocyLecTBAAOT caeayoume n3meHeHna HabopoB BO3MOMKHOCTEM
HATU MPU  U3MEHEHWUM Yy HUTU peanbHoro, 3GPeKTUBHOro, coxpaHeHHoro D u
nonb3osBaTenbckoro ID ®C (c nomouwpbto setuid (2), setresuid(2) MAW NOAOOHbLIX):
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— eC/M paHee peanbHblin, 3PPEKTUBHbBIN MU COXPAHEHHbIN MONb30BaTENLCKMIA ID He
6bin paBeH O 1 B pe3ynbTaTe nameHeHunsa UID Bce 3Tn ID nony4ynam HeHyneBoe 3Ha4yeHue, To
BCE BO3MOXHOCTM YAANAOTCA U3 Pa3peLInTeNbHOTO M 3ddeKTMBHOro Habopos;

— ecnn 3QPeKTUBHbLIA NoNb3oBaTenbCkMit ID m3meHaetca ¢ O Ha HeHynesoe
3HaYeHMe, TO BCE BO3IMOMXKHOCTW yaansatoTca n3 apPpekTnBHoOro Habopa;

— ecnun 30PEeKTMBHbIN N0Nb30BaTENLCKMIM ID M3MEHAETCA C HEHY/1IEBOTO 3HAYeHMA Ha
0, To paspelnTenbHbi Habop KonupyeTca B 3PPEeKTMBHbIN Habop;

— ecnn nonb3osatenscknit ID ®C nameHdaetca ¢ O Ha HeHy/eBOe 3HaYeHKWe, TO U3
apdekTnBHOrOo  Habopa  yganaloTCcA  cnedylowme  BO3MOMHOCTM:  CAP CHOWN,
CAP DAC OVERRIDE, CAP DAC READ SEARCH, CAP FOWNER, CAP FSETID,
CAP LINUX IMMUTABLE, CAP MAC OVERRIDE M CAP MKNOD. Ecnv nosnb3osatesnbckuit ID ®C
M3MEHAETCA C HEeHY/NeBOro 3HayeHnA Ha O, To Nt0baA M3 BO3IMOMKHOCTEN, BKIOYEHHbIX B
paspeLlnTenbHbI Habop, BKAtOYaeTca B apPpeKTMBHOM Habope.

Ecnm HUTb, Y KoTopoM oamH nnu 6onee nonb3osatenscknx ID paseH O, cTpemuTca
npeaoTBPaTUTb  YAaNeHWe  paspellnTenbHbiX  BO3MOXMHOCTEM npu  cbpoce  Bcex
Noab30BaTeNbCKMX |ID B HEHYEBbIE 3HAYEHMA, OHA MOXKET MCNO/b30BaTb BbI30B prctl (2) C
onepauuenn PR_SET_KEEPCAPS nnu dnarom 6€30nacHOCTM SECBIT KEEP CAPS, ONMCaHHbIM
nanee.

H1UTb MOXKeT nonyyaTb M M3MEHATb CBOM HAbopbl BO3MOMHOCTEM C MOMOLLBIO
CMCTEMHbIX BbI30BOB capget (2) U capset (2). OAHAKO ANA 3TOM Lenn npeanoYtutensHee
MCMNONb30BaTb cap get proc(3) W cap set proc(3) U3 MaKeTa libcap.

Mpn n3meHeHMn HabopPOB HUTU NPUMEHAIOTCA CAeaytoLLMe NPaBUAa:

— eC/I BbI3bIBAKOWMIA He MMeeT BO3MOXHOCTM CAP SETPCAP, TO HOBbIN
Hacneagyembir Habop AomkeH OblTb  NogHabopom  KOMOMHAUMKM  CyLLECTBYHOLLErO
HacaeaQyemoro u paspeLlnTenbHoro Habopos;

— HOBbIM Hacneayemblin Habop [AomKeH 6ObiITb noaHabopom  KOMOMHaAUMM
CYLLLECTBYHOLWErO HacAeayeMOoro 1 orpaHnymBatoLLLero Habopos;

— HOBbIA pa3pelinTenbHblM Habop Ao0/KeH ObiTb NoAHAOOPOM CyLLECTBYHOLWEro
paspeLmnTenbHOro Habopa (T.e. HEBO3MOXKHO NPMOHBPECTU paspeLlnNTebHbIE BO3MOXKHOCTMH,
KOTOPbIX HUTb HE UMEET);

— HOBbIN  3ddeKTMBHbIN  Habop  AomkeH  ObiTb  nogHabopom  HOBOrO
paspelumnTenbHoro Habopa.

®NNATU SECUREBITS: OPTAHU3ALMA NCKAKOYNTE/IBHO OKPYXKEHNA

B OC ABpopa peannzoBaH Habop dnaroB securebits (A5 KaxKaoM HATK), KOTOPbIN
MOXHO MCMO/Ib30BaTb ANA OTK/AOYEHMA CNelUmanbHbiX AeNCTBMN BO3MOXKHOoCTen ana UID O
(cynepnonb3oBatens). K atum dnaram oTHoCATCA:

— SECBIT KEEP CAPS — MO3BO/AET HUTK, Y KOTOpon oanH n bonee UID paseH O,
COXPaHWUTb CBOM BO3MOXKHOCTU Npu nameHeHmnmn scex ee UID Ha HeHyneBble 3HavyeHMA. Ecan
dnar He yctaHoBneH, nameHeHne UID npuBeaeT K yTpaTe HUTbIO BCEX BO3MOMHOCTEN.
[aHHbIn dnar Bcerga cbpacbiBaeTca Npu execve (2) (M NPeaOCTaBASAET Te e BO3MOXKHOCTMH,
4TO M CTapbIl BbI30B prctl(2) C onepaunein PR_SET KEEPCAPS);
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— SECBIT NO SETUID FIXUP — He [MO03BOAAET A4pYy W3MEHWTb Habopbl
BO3MOXKHOCTEM Npu nameHeHnmn adpdektmaHoro UID n UID ®C ¢ O Ha HeHyneBOe 3HAYEHUE;

— SECBIT NOROOT — B C/lyyae YCTaHOBKM AaHHOro dnara A4po He npenoctasaset
BO3MOMXHOCTM MPWN UCNOJTHEHMW NPOTrPaMMbl, UMetOLLLEN BUT set-user-ID-root, MW KOTAa
npouecc ¢ adpdekTnUBHbIM MAM peanbHbiM UID paBHbiM O BbI3bIBAaET execve (2)

— SECBIT NO CAP AMBIENT RAISE — 3anpelaerT MOBbllUEeHNEe  HaPYXKHbIX
BO3MOXHOCTEN NOCPeACTBOM prctl (2) C onepaumen PR_CAP AMBIENT RAISE.

KaxkablM U3 nepedyncneHHblx Bbille 6a30BbIX $AaroB MMeeT AONOAHUTENbHbIA Gaar
ONOKMPOBKM, YCTAHOBKA /t0OOro M3 KOTOPbIX ABASETCA HeobpaTMmoW M 3anpeuwiaet
NanbHenWmne N3SMeHeHNA COOTBETCTBYOLLEro 6a3osoro ¢aara.

®narn 6NOKNPOBKK:

— SECBIT_KEEP_CAPS LOCKED;

— SECBIT_NO_SETUID_FIXUP_LOCKED;

— SECBIT_NOROOT_LOCKED;

— SECBIT_NO_CAP_AMBIENT_ RAISE.

®narn securebits MOXXHO M3MEHATb M NOJIy4aTb C MOMOLLbIO BbI30Ba prctl (2) C
onepaumMAmnm PR _SET SECUREBITS W PR GET SECUREBITS. [1nA w3meHeHWAa &naros
TpebyeTcA BO3MOXKHOCTb CAP SETPCAP.

®narn securebits HacNeaytOTCA AOYEPHUMKM npoueccamu. MNpu execve (2) BCe
dnarn coxpaHAaTCA, 33 UCKKOYeHeM SECBIT KEEP CAPS, KOTOPbIA BCeraa copacbiBaeTca.

MIT MOXeT MCNoNb30BaTb C/AeAyoLWNIA BbI30B ANA CODBCTBEHHOM ONOKMPOBKU U
NOMELLEHMA BCEX CBOMX MOTOMKOB B OKPYXKEHMeE, rae MMeeTcs ToNbKo 1 cnocob nobasBneHus
NpaB — 3anycK NPOrpammbl CO CBA3AHHbIMK C HEN GaiNI0BbIMN BO3MOKHOCTAMM:

prctl (PR_SET SECUREBITS,
SECBIT KEEP CAPS LOCKED |
SECBIT NO SETUID FIXUP |

SECBIT NO SETUID FIXUP LOCKED |
SECBIT NOROOT |

SECBIT NOROOT LOCKED) ;

4.3.6. Linux Security Modules

[OoNoONHNTENbHO AN1A KacTOMM3auMM M YyTOYHEeHMA npumeHaembix [1PL moxkeTt
ncnonb3osaTbea penmBopk Linux Security Modules.

®permMBOpPK ABNAETCA YacTblo AApa M MNO3BOMAET PErnmcTtpmpoBaTb MNpoueaypbl,
KoTopble ByayT BbINOAHATbLCA B CAy4Yae YCNeWHOro 3aBeplleHnsa CTaH4apTHOM npoueaypbl
NPOBEPKM AMCKPELMOHHOro AO0CTyna nepes npeaoctaBiaeHnem dakTUYeckoro AocTyna K
0OBbEKTY.

Mocpeactsom Linux Security Modules B aape OC ABpopa NOAKNOYEH MOAYb
6e30nNacHOCTM diehard, KOTOPbIM He MO3BONAET HEMNPUBUMAETMPOBAHHOMY MO/1b30BaTENtO
npepBaTb BbIMNO/JIHEHNE MPOLLECCa, 3aMnyLEeHHOro OT ero e MmeHW. onb3oBaTeNbCKMi
Npouecc, He MMeWM BblAeNEeHHOW Tpynnbl 777, HE MOXeT NocaaTb CMrHan npoueccy,
MMeloLemMy TaKyto rpynny, Aaxe ecau npouecchl BbIMOJHAKTCA C oauMHakosbim EUID.
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NcKntoyeHnem ABNAIOTCA MPOLLECChl, MMelwmMe capability CAP KILL, — Ha HUX He

PACNpPOCTPaAHAOTCA OrPaHMYEHMA, HakNaaplBaemble Moayaem diehard

3aronoBoYHbIM Galn include/linux/security.h COAEPXKUT OMMUCAHUE CTPYKTYPb
security ops, npeactasaaoowen cobon  CAMCOK  3apaHee  OMpedeneHHbIX U
NOKYMeHTMpPOBaHHbIX callback-pyHKuUMIM, KOTOpble AOCTYNHbI Mmoaynto He3onacHoCcTM AnA
BbIMO/IHEHMA MPOBEPOK. 10 YMONYaHMIO AaHHble QYHKLUMM B OCHOBHOM BO3BpallatoT O,
pa3pewasn ntobble aencTama. OQHaKO HEKOTOPbIE MCMONBL3YIOT Moaynb BesonacHocTh POSIX.
B maHHOM cTpyKType cneunodumyeckmin ana OC ABpopa Mmoaynb diehard 3aperncTpmpoBaH
cneayowmm obpasom.

#ifdef CONFIG SECURITY DIEHARD

extern int diehard task kill(struct task struct *p, struct siginfo
*info,
int sig, u32 secid);

#else /* !CONFIG _SECURITY DIEHARD */

static inline int diehard task kill (struct task struct *p,
struct siginfo *info, int sig, u32 secid)
{

return O;

}

#endif /* !CONFIG_SECURITY DIEHARD */

NexopHbin TekeT moayna diehard (bann security/diehard/diehard-1sm.c):
#define DIE HARD GROUP 777

static const int zero = 0, one = 1;
static int enabled = 0;

int
diehard task kill(struct task struct *p, struct siginfo *info, int sig,
u32 secid)
{
const struct cred *cred = current cred();
const struct cred *tcred =  task cred(p):;

if ('enabled)
return 0;

if (ns_capable (tcred->user ns, CAP KILL))
return 0; /* Privileged process are not affected by us */

if (!gid eqg(cred->gid, DIE HARD GROUP) &&
!gid eqg(cred->egid, DIE HARD GROUP) &&
'!gid _eqg(cred->sgid, DIE HARD GROUP) &&
groups_search (tcred->group info, DIE HARD GROUP) &&
!groups_search (cred->group info, DIE HARD GROUP))
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return -EACCES;

return 0;

}

#ifndef CONFIG SECURITY DIEHARD STACKED

static struct security operations diehard ops = {
.name = "diehard",
.task kill = diehard task kill,

bi

#endif /* CONFIG SECURITY DIEHARD STACKED */

#ifdef CONFIG SYSCTL

struct ctl path diehard sysctl path[] = {
{ .procname = "kernel", 1},
{ .procname = "diehard", 1},
{1}
}i
static struct ctl table diehard sysctl table[] = {
{
.procname = "enabled",
.data = &enabled,
.maxlen = gsizeof (int),
.mode = 0644,
.proc_handler = proc_dointvec minmax,
.extral = (void *)é&zero,

.extra? (void *) &one,

#endif /* CONFIG_SYSCTL */

static  init int
diehard init (void)
{
#ifndef CONFIG SECURITY DIEHARD STACKED
1f (!security module enable (&diehard ops))
return 0;
#endif /* CONFIG SECURITY DIEHARD STACKED */

printk (KERN INFO "DieHard: starting.\n");

#ifndef CONFIG SECURITY DIEHARD STACKED

if (register security (&diehard ops))

panic ("DieHard: kernel registration failed.\n");
#endif /* CONFIG SECURITY DIEHARD STACKED */
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#ifdef CONFIG SYSCTL

1f (!register sysctl paths(diehard sysctl path, diehard sysctl table))
panic ("DieHard: sysctl registration failed.\n");

#endif /* CONFIG SYSCTL */

return 0;

}

security initcall (diehard init);

NMprmepom NCMo1b30BaHNA OMMCaHHOTIOo MeXaHM3Ma MOXET CNOYXUTb
H€O6XO,£I,I/IN\OCTb obecneynmtb HEBO3MOXKHOCTb HENMPUBUNIETNPOBAHHOIO TMOJ1Ib30BaTENA
npepBaTb BbINOJIHEHNE aHTUBWPYCHOTO CpeacCTBa.

4.3.7. YnpaBneHune noanTMkamm 6e3onacHoCcTH

Onsa  onpeneneHnAa  BO3MOMHOCTEM  Y4Y4E€THOM  3anMcyM  No/Ab3oBaTens  no
MCNONb30BAHMIO PECYpPCcoB M PYHKLUMOHANbHbBIX BO3MOXKHOCTen OC ABpopa NpumeHAeTcA
poneBas mMoAdenb, Ha ODOLECMCTEMHOM YpOBHE MO3BOAAKOWAA aAMMHMCTPATOPY 3a4aTb
OrpaHMYeHuMa Ha ncnonbloBaHne dpyHKUMoHana OC nocpeaAcTBOM NOANTUK BE30MaCHOCTM.

NMPUMEYAHUE. HacTpoinKka ynpaBieHWA AOCTYNOM, a TaKKe WM3MeHeHWe AaHHOM
HACTPOMKM AOCTYMNHbI TONBKO agMUHUCTPaTOPY Anbo yepes MDM-cuctemy.

[Ona nepexofa K HaCTPOMKaM MNOAUTUK Oe30nMacHOCTM HeobXOAMMO BbIMOAHUTL
cneayrouime AencTBmna:

— OTKPbITb MEHI0 HAaCTPOEK KaCaHMeM 3HaYKa W4 Ha DKpaHe NPUNOKEHW;

— KOCHYTbCA MNyHKTa MeHl «[loAnuTUKM  ©e30nacHOCTM B noapasaene
«be3onacHOCTb», B pe3yabTaTe 4ero oTobpasmUTCA OAHOMMEHHAA CTpPaHMUA ynpaBaeHuA
noAnTUKammn 6esonacHocTu (PucyHok 81).

— ObICTPbIA MOUCK MOAUTUKM HE30MacHOCTM C MOMOLLbIO BBOAA MNepBbix OYKB ee
Ha3BaHMA B noJsie «onck»;

— BK/IIOYEHME U BbIKNOYEHUE MOAUTUKKM BE30MacHOCTU KacaHWem nepekatoyaTens
CnpaBa OT BbIOBPaHHOM NOSIUTUKN.

NMPUMEYAHUE. Tpu akTMBaumm nepekntovaTelb HAYHET CBETUTbLCA Ap4Ye, Yem B
COCTOSSHUM MO YMONYAHUIO (HEAKTUBHOM);

— H6noKkMpoBKa M pa3bnoKMpoBKa  MOAMTMKM  6e30MacHOCTM  KacaHMeM
COOTBETCTBYHOLLErO 3HaYKa CNeBa OT BbIOpaHHOM NOANTUKM MO0 KacaHWeM NOoAA, B KOTOPOM
pacnonoXeHa BbIbpaHHaAA NONUTUKA.

NMPUMEYAHUE. 3Ha4vok YKa3blBaeT Ha TO, 4YTO MNOJIUTUKA pPa3bioKMpOBaHa

(nocTynHa), 3Ha4oK E YKa3bIBAEeT Ha TO, YTO NOIMTUKA 3aDN0KMpPOBAHA (HeA0CTyMnHa).

B cnyyae ecnm Kakas-nnbo M3 NOAMTMK 3abBNOKMPOBaHA aAMWMHUCTPATOPOM, Mpw
NonbITKe 4OCTyNa K Hel oTobpasnTtcsa coobuleHme «OTKAOYeHO npu nomolym Aurora Device
Manager» (PucyHok 81).
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l MOBWJIbHAA

PyI-(OBO,EI,CTBO AdAMNHUNCTPATOPA NNAT®O0PMA
VPN

MonuTtukn 6esonacHoOCTA

OTKNOYEHO NMPU MOMOLLN
Aurora Device Manager

Mowck

Bluetooth

USB-Tou4Ka goctyna

ABMapexmm

bpayaep

[onocoBble BbI30BbI

(7] [Dobasnenue akkayHToB

Cj Kamepa

PucyHok 81

HeTt noaknioyeHus

ema Cc coeguHeHnem

PucyHok 82

HanmeHOBaHMeE W OnMUcCaHue ynpaBaaeMbIX MNOJIUTUK H6e3onacHoOCTH npmneegeHoO B

Tabaunue (Tabaumua 2).

BHUMAHUE! CocTtosHne NOAUTMKM MO YMONYAHMIO OTAMYAETCA B 3aBMCUMMOCTM OT

Bepcun OC Aspopa.

Tabnunua 2
Ne Ha3ssaHue OnucaHue ATpunbyt Nonutuka no | YnpasneHua
NONUTHKM NONUTUKN 6e3onacHocTH YMO/I4aHUIO NONUTUKOW
1 |Bluetooth Mcnonb3oBaHue BluetoothToggl| 3abnoknposaHa | GUI
MHTepdeinca eEnabled
Bluetooth®
2 | USB-Touka Ncnonb3osaHne MY | UsbConnection| PazbnokuposaHa | GUI
[0CTyNa B KayecTBe USB- SharingEnable
Modema d
3 | ABmnapexmm Ncnonb3oBaHue FlightModeTog | Pa3zbnokunposaHa | GUI
pexxrma noneTa gleEnabled
4 | bpaysep PaboTa BrowserEnable | PazbnokunposaHa | GUI
No/Nb30BaTeNs C d
H6paysepom
5 |TonocoBsble PaboTac VoiceCallEnabl | PazbnokuposaHa | GUI
BbI30BbI r0/10COBbIMM ed
BbI30BaMM
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dannos Ha MK
(MTP)

no npotokony MTP

d

PYKOBOACTBO afMMHUCTPATOpPa _J MO
Ne HassaHue OnucaHue ATpnbyT Monutnka no | YnpasneHua
NONUTUKM NOAUTUKN 6esonacHoCTH YMOJIYAHUIO NONIUTUKON
6 |/[JobaBneHune NobasneHune AccountCreati | PazbnokuposaHa | GUI
aKKayHTOB NAHHbIX YYEeTHbIX onEnabled
3anuncen
7 | Kamepa Mcnonb3oBaHme CameraEnable | PaszbnokmposaHa | GUI
Kamepbl d
8 | MuKkpodoH Ncnonb3oBaHue MicrophoneEn | PazbnokunposaHa | GUI
MWUKPOGDOHa abled
9 | MoHTupoBaHune | MOHTUpPOBaHMe USBMountEna | PazbiokmpoBaHa | GUI
USB- USB-HakonuTtenen | bled
HakonuTenemn
10 | MoHTupoBaHune | MoHTMpOBaHMe SDMountEnabl | PazbnoknposaHa | GUI
KapT namaTu KapT NamaTu ed
11 | YnpasneHue YnpasneHue VPN- | VpnConnectio |Pa3bnokmposaHa | GUI
COCTOAHUEM coegMHEHMAMM nSettingsEnabl
VPN- ed
coeinHeHmA
12 | PegaktnposaHu | Hactpolika/penaktun| VpnConfigurati| Pasbnokunposara | GUI
e VPN- poBaHue VPN- onSettingsEna
coeMHeHnn coeMHEeHUI bled
13 | HacTpoiku Mcnonb3oBaHue WlanToggleEn | PazbnokunposaHa | GUI
WLAN cetn WLAN abled
14 | HacTponku Ncnonb3oBaHue LocationSettin | PasbnokunposaHa | GUI
reonokauum CyK6 gsEnabled
MEeCTOMO/IOKEHNSA
15 | HacTtponKa aatbl| M3meHeHme DateTimeSetti | PazbnokunposaHa | GUI
N BPEMEHM HacTpoek BpemeHu | ngsEnabled
M 0aTbl
16 | HacTponku HacTpolku MobileNetwor | PazbnokunposaHa | GUI
MODBUIbHOM MODBUNBbHOM CceTH kSettingsEnabl
cetu ed
17 | HacTponku Hactporika npokcn- | NetworkProxyS| 3abnoknpoBaHa | GUI
NPOKCK cepBepa ettingsEnabled
18 | Obwmn poctyn | Mcnonb3osaHne MY | InternetSharin | PasbnokuposaHa | GUI
K UHTepHeTy B KayecTBe gEnabled
H6ecnpoBoOAHOM
TOYKM AOCTYNa
19 | Mepenaya MNepenava dpannos | UsbMtpEnable | 3abnoknposaHa | GUI
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Ne HassaHue OnucaHue ATpnbyT Monutnka no | YnpasneHua
NOJINTUKM NONINUTUKN 6esonacHoCTH YMOJIHaHUIO NONIUTUKON
20 | Cbpoc K BbinonHeHMe DeviceResetEn | PazbnokunposaHa | GUI
3aBOACKMM cbpoca OCK abled
HaCTpOMKam 3aBOACKUM
HaCTPOMKam
21 | CHMMKM 3KpaHa | Co3agaHune cHMMKoB | ScreenshotEna | PasbnokmposaHa | GUI
3KpaHa bled
22 | CoobuleHmn Otnpaska SMS SMSEnabled PazbnokmpoBaHa | GUI
23 | YcTaHOBKa YctaHoBKa MI ApplicationInst | 3abnoknposaHa | GUI
NPUNONKEHN N3 allationEnable
dannosoro d
MeHeaKepa
24 | - Mcnonb3oBaHue UsbAdbEnable | PazbnokunpoBaHa | policy.conf
Android Debug d
Bridge
25 |- HacTpolika MobileDataAcc| PazbnokumposaHa | policy.conf
MODOMNbHBIX TOYeK | essPointSettin
nocTyna gsEnabled
26 |- PaboTac OsUpdatesEna | PazbnokunpoBaHa | policy.conf
obHoBneHnem OC | bled
27 |- MpuHaTne pewenunit| SideLoadingSet| PazbnokumposaHa | policy.conf
0 3arpyske tingsEnabled
CTOPOHHMX MNaKeToB
28 |- AKTMBaums pexxmuma | DeveloperMod | PazbnokumposaHa | policy.conf
pa3paboTymKa eSettingsEnabl
ed
29 | - Mcnonb3oBaHue UsbMassStora | PazbnokupoBaHa | policy.conf
pexxnma USB Mass | geEnabled
Storage
30 |- Paborta co NetworkDataC | Pa3zbnokunpoBaHa | policy.conf
CTaTUCTMKOM ounterSettings
MHTepHeT-AaHHbIX | Enabled
31 |- PaboTa co CallStatisticsSe | PazbnokunpoBaHa | policy.conf
CTaTUCTMKOM ttingsEnabled
3BOHKOB
32 |- N3meHeHMe T1na CellularTechno | PazbnokunpoBaHa | policy.conf
TEXHONOrnK logySettingsEn
MODBUNbHOM abled

nepegayvn AaHHbIX
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Ne HassaHue OnucaHue ATpnbyT Monutnka no | YnpasneHua

NOJINTUKM NONINUTUKN 6esonacHoCTH YMOJIHaHUIO NONIUTUKON

33 |- Pexxnm UsbDeveloper | PazbnokumposaHa | policy.conf
pa3paboTymKa ModeEnabled

34 |- PeXkmm ceTeBoro UsbHostEnable| PazbnokuposaHa | policy.conf

apanTtepa d

35 |- PeXXnm oTnagkm UsbDiagnostic | PazbnokuposaHa | policy.conf

ModeEnabled

4.4. OrpaHMYeHMe NPporpaMMHON cpeapl

B OC ABpopa oOrpaHuMyeHMA NPOrpamMHOM  cpedbl  MOryT  33[aBaTbCA
aAMUHNCTPATOPOM C MOMOLLbHO:

— ynpaBaeHuna cnykbamm nocpeacTtBOM systemd, NoApoHHOE onMcaHWe KOTOPOro
npuBeaeHO B NpunoxkeHumn (Mpunoxkerne 2);

— U3MEHEeHWA /IMMWTOB, OMUCaHMEe KOTOPbIX NPUBEAEHO B  NMPUIOKEHUU
(Mpunnoxenue 3).

B OC Aspopa npwu yctaHoBkKe 10 BbINONHATCA C/iefyolime NPOBEePKM:

— coaepxaHua RPM-nakeTa Ha npeamMeT MCNOJIHAEMbIX CLeHapueB B pasdene
postinstall,

— YCTaHOBKM nporpamm 6e3 npumeHeHna BUToB suid-bit M sgid-bit.

4.4.1. MexaHu3sm nognucn RPM-nakeTtos
4.4.1.1. Noanucb 1 nposepkKa noanmncn RPM-nakeTa

B OC ABpopa mcnonbsyetca mexaHmnsm noanmcu RPM-nakeToB 1 ero coaepmnmoro,
Npu 3TOM:

— 1A NAKEeTOB OTK/KOYEHbI U He ncnonb3ytotca GPG-noanumcu;

— noAnuch paspaboTynka noanmncbiBaeT RPM-naKeT LeMKom;

— KJIMEHTCKaA NoAnMcb NoAnuncbiBaeT 061acTb noanmncK paspaboTyunKa;

— Kaxdas nocneaywowaa noanuce AobaBnseTca B KOHel, npeablayulen u

NoANNCbIBAET ee.

[ocTyn K dyHKUMAM MeHeaxkepa RPM-nakeToB oCcyLWecTBASETCA aAMUHMUCTPATOPOM
c nomouwbto MMM «Terminal» (n. 2.3.2).

OnuncaHune nHTepdeinca KomaHabl rpm NPUBEAEHO B NpUAoKeHun (MpunoxkerHne 1).

Kaxkabin RPM-naKkeT nmeeT Ha3BaHWE, COCTOALLLEE M3 CIeAYOWMX YacTen:

— Ha3BaHMe NPOrpamMmbl;

— BEpCUs NPOrpaMmbl;

— HOMep BbinyweHHoM Bepcumn. O6o3Ha4YaeT KoAMYecTBO NepecbopoK NPOrpamms
OZIHOM U TOW »Ke Bepcun Uam AUcTpubyTus, Nos KoTopbin cobpaH RPM-nakeT (Hanpumep,
mdv (Mandriva Linux) nnu fc4 (Fedora Core 4));

— apXUTeKTypa, nos KoTopyto cobpaH RPM-nakeT (armv7hl, i386, ppc 1 T. A4.).
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CobpaHHbIM RPM-nakeT 0bbl4HO MMeET cneayowmin popmaT Ha3BaHUSA:

<Has3BaHMe>—-<BepcuAa>-<pelin3>.<apxXmMTeKTypa>.rpm

Hanpumep:

nano-0.98-2.i386.rpm

RPM-nakeT mOXeT coAepaTb TO/IbKO MCXOAHbIE KOAbl, MPX 3TOM MHbOpMaLMA 06
APXUTEKTYpe OTCYTCTBYET M 3aMEHAETCA Ha src.
Hanpumep:

libgnomeuimm2.0-2.0.0-3.src.rpm

Bubnmotekn pacnpocTpaHAoTcA B 2 OTAENbHbIX MaKeTax: MNepBbll COAEPHKMUT
cobpaHHbI Koa, BTOpOoN (0ObIYHO K HEMY A00aBAAOT -devel) COAEPHKMT 3aro/IOBOYHbIE
dannbl, a Takke Gpannbl, Tpebyemble AN Pa3paboTKuK.

Heobxoammo, 4Tobbl BEpCUM ABYX MNAKETOB COBMAadann, B MPOTMBHOM C/y4vae
6MbNMOTEKM MOTYT PaboTaTb HEKOPPEKTHO. [aKeTbl C paclUMPEHNEM noarch . rpm HE 3aBUCAT
OT KOHKPETHOM apxXnTeKkTypbl MY 1 00bI4HO coaepKaT rpaduKy, apxXMTEKTYPHO HE3ABUCUMbIE
CKPWUNTbI, @ TaKXKe TEKCTbI, NCMOb3yEMbIE APYTMMM NPOrPamMMaMu.

RPM-nakeT obecneymBaer:

— NerkocTb yaaneHus n obHosneHus MO;

— nonynapHocTb — Yyacto O cobupaetca nmeHHo B RPM, HeobxoammocTb cbopKu
NPOrpPaMMbl M3 UCXOAHbIX KOAOB OTCYTCTBYET;

— HEeWHTepPaKTUBHYIO YCTAHOBKY — MPOLLECC yCTaHOBKM/0OHOBAEHMA/yAaNneHUsA Nerko
aBTOMATU3MpPYyeTCH;

— MPOBEPKY LLeNIOCTHOCTM NakeToB ¢ nomoLlpto KC 1 noanucei;

— DeltaRPM—aHanor Habopa M3MeHeHM M, N03BONAIOLLNI OOHOBUTL YCTAHOBAEHHOE
MO ¢ MMHMMaANbHOM 3aTpPaTON TPAPUKa;

— BO3MOXXHOCTb aKKyMyAALMM ONbITa COOPLUMKOB B spec-daline;

— OTHOCUTENbHYH KOMMAKTHOCTb Spec-pali/ioB 3a CHET MCNOb30BAHMA MAKPOCOB.

Cneumndukra pabotbl RPM-naketoB B coctase OC ABpopa cBA3aHa c nepepaboTaHHbIM
mexaHunamom KLU (nogpasaen 4.9).

NMPUMEYAHUE. B coctase OC ABpopa A0MNYyCKaeTCA YCTAaHOBKA TO/IbKO MOAMMCAHHbIX
RPM-nakeToB.

Moanuce RPM-naketa npoBepAeTcA B MOMEHT ero YCTaHOBKM W XPAHUTCA B
OC ABpopa noc/sie OKOH4YaHWA Mpouecca YCTaHOBKM B ocoboi 6ase paHHbix (BA),
Ha3biBaemor OMPCERT. Moanucn RPM-nakeTa $OpMMPYIOTCA C MOMOLLBIO anropuTtma
FOCT P 34.10-2012.

MoAnucb XpaHUTCA B CTaHAapTHOM Ana 6ubnnotekn OpenSSL dopmate CMS u
COAEPKMUT cneaytollme AaHHble:

— XelW COoAepXMMOro naketa Mam NoAnNuUCcKU nNpeaplaywero ypoBHA C NpUMeEHeHem
OYHKUMU XeLWMPOBAHNA U ANNHOM Xelw-Koaa 256 6ut no TOCT P 34.11-2012;

— [aTy NOANMCAHMA NaKeTa;
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— MOAMMCb  YKa3aHHbIX  Bbille  MNOJen C  MNPUMEHEHMEM  aArOpPMTMA
FOCT P 34.10-2012 v ¢yHKUMM xewmpoBaHma FTOCT P 34.11-2012, anvHa Bbixoaa 256 6uT;

— cepTudumKaT cybbeKTa noanmMcm nakeTa.

NPUMEYAHUE. [lna npoBepKku noanuncm B npouecce yctaHoBkM RPM-nakeTa nmeer
3HaAYeHME CTPYKTYpPa M COCTaB cepTUdMKaTa Katoda nposepkn M. CepTuduKaTt AoKeH bbiTb
BblAaH KAMEHTY (CyDBbEKTY) NpeanpuaTMemM-pa3paboTynKkom.

Mpougecc nonyyYeHns cybbekTom cepTudmKaTa COCTOUT M3 CAeayoLLMX STAanoB:

— reHepauma KAK4YeBOM Napbl, 3aLLMLLIEHHON NapOaEM.

NMPUMEYAHUE. TMoppobHaa  wmHPopmauma  npuBeaeHa  Ha  Beb-camTe:
https://community.omprussia.ru/;

— CO3[4aHMe 3anpoca Ha cepTUPUKAT C yKasaHMem B 00A3aTeNbHOM MNopAAKe
HAaMMEHOBAHMA K/IMEHTA;

— OTMNpaBKa 3anpoca Ha NoayyeHue cepTuduKaTa NpeanpuATUIO-pa3paboTUmKy U
nony4yeHune ceptTudmKaTta C NPUCBOEHHOM METKOM rpynnbl 6e30nacHOCTY;

— noanucaHme RPM-naKkeTa, nosiy4yeHHOro ceptuduKkaTa M 3alMLLEHHOTO KAt4a
noAnnCK.

MeTKa rpynnbl 6€30MacHOCTU ABASETCA CTPOKOM M MOXKeT ObiTb MPOM3BOBHOM,
oAHaKo npeanpuatMe-paspabotynk OC ABpopa npu Bblgaye cepTudMKaTa MCNONb3yeT
onpeaeneHHbin Habop meTok. O6paboTka NOANMCAHHOrO NakeTa 3aBUCUT OT MPUCBOEHHOW
cepTudunKaTy MeTKKM rpynnbl besonacHocTu.

B Hauyane akcnayataumm OC ABpopa He CBfizaHa C KakKMM-Tnbo cybbekTom. [pu
YyCTaHOBKE NepBOro nakeTa yCTaHaB/IMBAETCA KoY KAMEHTa (client certificate key id)
n cospaetca npmeaska OC ABpopa K KANEHTY (cyDbeKTy).

MPUMEYAHUE. Ha OC ABpopa MoXKeT ObiTb ycTaHoOBAeH Tonbko RPM-nakeT ¢
NOANNCHIO KINEHTA.

[Ona yctaHoBKKM cTopoHHero MO Ha MY, ¢yHKUMOHMpPYIOLLEee NoA ynpaBaeHUEM
OC Apopa, RPM-nakeT f4o/keH MMeTb cneayroume noanmcu:

— noanucb pa3paboTyMka, KoTopas sABAAeTCA 00A3aTeNbHOM WM NO3BOAAET
MaeHTMOUUMPOBATL aBTOpa MaKeTa, a TaKXKe WCNOoNb3yeTcA ANA NOANUCKM NaKeTa W
MCNONHAEMbIX $anN0oB BHYTPM HErO.

MPUMEYAHUE. be3 noanmncun pa3paboTynmKka HEBO3MOXKHO yCTaHOBUTL MIT Ha MY;

— MOAMWUCH KNIMEHTA, KOTOPAA A4ONONHUTENBHO 3aLLMLLAET M KOHTPOAMPYET YCTaHOBKY
cTopoHHero 1O Ha MY. Bce MI1, KoTopble 6yayT MCNONb30BaTbCA NpeanpuATUEM-
pa3paboTynKom, He0bXxoAMMO NOANNCHIBATL MOAMMUCHIO KINEHTA.

NMPUMEYAHUE. Ha MY MOXKHO yCTaHOBWTb TO/IbKO 10, mpoulealee BHYTPEHHWM
KOHTPO/1b M NoANMCaHHOe COHCTBEHHON NOAMMUCHIO KANEHTA.

Ons noanucn MM TpebytoTca 2 KatoyeBble NoAnNUcaHHble napbl U 2 ceptTudukata
(Tabnunua 3).
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PYKOBOACTBO afMMHUCTPATOpPa l MO
Tabnunua 3
. Nma daina .
Nmsa paina ¢ Nmsa paitna
3anpoca Ha
HasHaueHue ANTOPUTM | 3aKPbLITOrO KNtoYa cepTMdMKaTa
cepTudUKaT no
MO YMOAYaHWMIO N0 YMONYaHMIO

YMOJI4AHUIO
Moanuck buHapHbIx | RSA 2048 | binaries-key.pem | binaries-csr.pem binaries-
dannos n bubamoTtek cert.pem

BHYTpK RPM-nakeTa

Moanuce rocr p packages- packages-csr.pem |packages-
RPM-nakeToB 34.10-2012 | key.pem cert.pem
(256 6uT)

MPUMEYAHUE. leHepaumto KNtOYEBbIX Nap M 3aNpPOChl Ha CEPTUPUKATLI HEODX0AMMO
3anyckaTb BHYTPW build-engine, NoApobHaa nMHGOPMaLMA O KOTOPOM MNpMBedeHa Ha
Beb-canTe: https://community.omprussia.ru/.

Mprumep KOMaHAbl AN reHepaLmmn KNKYeBbIX Map M 3aNpoCcoB Ha CePTUPMKATI:

customer—-gen-csrs \ —--common-name "developer company name" \ --
binaries-key binaries-key.pem \ --packages-key packages-key.pem

B npouecce BbIMOAHEHMA KOMaHAbl OyayT 3anpolueHbl Napoan Aans WwndpoBaHua
$annoB C 3aKPbITbIMKU KAtOYaMKM M B paboyeir AnpeKkTopum ckpmnta dyayT co3aaHbl Gannbl
3aMNpoOCoB binaries-csr.pem U packages-csr.pem.

®annbl 3anpocos (He bannbl Kntoyen) HeobxoaMMo nepenatb
npeanpuATNIO-pa3paboTumKy M NOAYYNTb B3aMeH NoAanncaHHble Gaiibl cepTUOUKaTOB.

MPUMEYAHUE. TMpu npoBeaeHUN OGUHANBHOMO TECTMPOBAHMA CO3AaHHbIX MI]
notpebyeTca cepTUPMKAT CTOPOHHEN opraHmM3aumm Ha nognucb RPM-nakeTa.

CepTudMKaAT CTOPOHHEN OpraHM3aumm HeobxoAMMO AOMONHUTENbHO 3aNpPOCUTb Y
npeanpuaTna-paspaboTymka. Co3aaBaTb 40OMNONHUTEbHbIE KAOYM M 3aMPOChl Ha cepTUdUMKaT
He TpebyeTca. B ganbHenwem nMmeHem No YMoN4YaHuto ans Gpanna ceptTmdmrkata CTOPOHHEN
opraHusaumm ByaeT cumMTaThCA packages-client-cert.pem.

Bemay OTCyTCTBMA MEXaHM3MOB ANA W3MEHEeHMA MNPUBA3KM B Aa/ibHenuwen
aKcnyaTaumm HeobxoAMMO BbIMOHUTL OAHO U3 CAeayoWMX AeNCTBUIA:

— NOBTOPHO ycTaHoBUTL OC ABpopa Ha MY;

— YCTAHOBWUTb MAaKeT, yAanaloWwmi NpuBA3KY, MOCae Yero MOBTOPHO NpMBA3aThb
OC ABpopa K KAMEHTY C MOMOLLbIO MaKeTa, KOTOpbIM A0/KeH ObiTb NOANMCaAH NOAMMCHIO
KAMeHTa (K KAMeHTy Ao/1KeH ObiTb NpuBA3aH ak3emnaap OC Aspopa).

MPUMEYAHUE. [na nposepkn noanucnm RPM-naketa u noanucn dannos IMA
MCNONb3YeTCA eAuHbIA cepTUPUKaT, T.e. ANA NOAMNUCKM MNaKeTa M ero COAEPKUMOro
MCNONb3yeTCA 0AHa NOAMMUCH.
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MexaHun3m 6esonacHocTn IMA obecneymBaeT OTCYTCTBME BO3MOXKHOCTM 3aMyCKa Ha
MY ana HenoAnucaHHbIX UCNoAHAeMbIX darnos RPM-naKkeTa, a Takke A1Aa MCNOAHAEMbIX
dannos RPM-nakeTa, NoANMCAHHOrO HEBEPHOM NOANMUCHIO NMBO NOANMCHIO, KOTOPas BEPHA,
HO OT/INYAETCA OT TEKYLLEro KOPHEBOro cepTnduKaTa.

BHUMAHUE! T[Mopaepkmeatotca anroputmbl ana: |IMA SHA256, RSA2048 wu
FOCT 34.10 2012.

NMPUMEYAHUE. lMpun oT3bIBE CKOMMPOMETMPOBAHHbIX K/AOYEN MPOUCXOANT OT3bIB
KAto4a, a He cepTUdMKaTa.

B uenax pasgeneHns 30Hbl M noadepraHua raybuHbl MHTEerpauym CTOPOHHMX
RPM-nakeToB mMmeroTca AONONHUTENbHbIE NOArpynnbl Ana noanucen: Regular, Extended,
MDM, Antivirus, KoTopble pa3inyatoTca Habopom NPaBMA N Pa3peLLlEHN MO PACNONOKEHMIO
n B3ammopgencTemio damnos B OC, a TakKe WCNONb30BaHMEM B3aMMOCBA3AHHbIX
KOMMOHEHTOB.

MPUMEYAHUE. [ns ynpouweHua npouecca Yy pa3paboTynmka coxpaHAeTca
BO3MOHOCTb OTK/OYEHMA BaNMAALMW MNAKETOB (NPOBEPKM Ha NpeaMeT KOPPEKTHOCTH),
OHAKO NP 3TOM OCHOBHbIE KPUTMYECKME ANA CUCTEMbI MPOBEPKM OCTAHYTCA aKTUBHbIMMU.

pynnbl  (meTkn) 6e3onacHocTM RPM-nakeToB: nocne MNpPUBA3KKM  3K3emMnaspa
OC ABpopa HEeBO3MOKHa ycTaHoBKa RPM-naketoB, He noAnuCaHHbIX KAMEHTOM MO0
NOANMMUCAHHbLIX APYTMM KTMEHTOM.

RPM-nakeT cuymMTaeTca nNoAMMCAaHHbIM KAMEHTOM, €CAn cepTUdUKAT nocneaHen
NOAMMCK NaKeTa MMeeT MEeTKY rpynnbl 6€30NacHOCTM client.

[na rpynnbl 6e3onacHocTm TpebyeTcs cneaytollee:

— o0bA3aTenbHaa noaAnMch pa3paboTynKka, MeTKa — developer;

— OnuMOHaNbHaA MNoANUCb CNeunann3MpoBaHHON NabopaTopun, YTBEPXKAAOLLAS
b6e3onacHocTb RPM-nakeTa, meTKka — seclab;

— o0b6A3aTenbHan NOANUChL KAMEHTA, MeTKa — client.

MoAnMCK HakNaablBatOTCA CaeayowmMm obpasom:

1) Pa3paboTumk noanuceiBaeT RPM-naKkeT, KOTOPbIN OH NPOM3BEN;

2) RPM-nakeT ¢ noanucbio paspaboTymka MOKeT ObiTb HanpasaeH B 1abopaToputo
ANA AONONHUTENBHOM HE3aBUCMMOW NPOBEPKN. B aTom cnydae nabopaTopus noanucbiBaeT
MNaKeT C NoANMCbIo pa3paboTymKa CBOMM KAHOUYOM;

3) RPM-nakeT B 06s3aTe/lbHOM MNOpPAAKE MNOAMUCLIBAETCA MNOAMUCHIO KAWEHTa
(snagensuem OC ABpopa, cybbekToM) Ans ero ycnelwwHon yctaHoskk B8 OC ABpopa, npu 3Tom
pa3paboTynKk noanmucbiBaeT HenocpeAcTBeHHO RPM-nmakeT, a KaXAbli nociaeaytowmi
CyOBbEKT nmoAnuCbiBaeT Npeablayllyto noanuch (T.e. nabopatopua nNoAnMCbiBaeT NOAMUCH
pa3paboTynKka, KAMEHT NoAMMCbIBaeT noanucb nabopaTtopum), Takum  obpasom
OpraHM30BaHa Mepapxma NoANMceln, B KOTOPOM Ha KaXKAOM M3 3TanoB MPOBEPKM MOMKHO
BbIABUTb PACXOXAEHUA.

KopHeBoW cepTuduKaT npeanpmatna-pas3paboTynka: 419 yCTaHOBKM 0BEPUA MEXKIY
cepTUPMKaTaMmM U CUCTEMOWN NpeanaraeTca nepapxmyeckaa CBA3b MeXay cepTUudrKaTamu,
KOTOpble WCMOAb3YytoTCA ANAa noAanucu naketoB. Paspabotumk OC ABpopa nocpeacTBOM
YTUAUTbl tk26sig reHepupyeT cepTMOUKAT, KOTOPbIA CUMUTAEeTCA KOpHeBbiM. [anee
npeanpuaTne-pa3paboTymK, MCNONb3YyA AaHHbIM cepTUOUKAT, BblAAET CeEPTUPMKATbI CBOMM
KAMEHTAM Ha OCHOBE MX 3aMnpoca 3TO MOryT ObITb KAOUYM pa3paboTumKa, KAMeHTa 1 Ntobble
apyrne. Takmm o06pas3om, Bcerda BO3MOXHO MNPOCAeAMTb CBA3b MeXAy LEenoyKom
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cepTMOMKATOB: €CNM  BbIAAHHbIN  KAMEHTAaM CepTMPMKAT He BblAaH MpeanpuaTUeEMm-
pPa3paboTYMKOM, OH CYMTAeTCA HeaAeMCTBUTE/IbHbIM, COOTBETCTBEHHO, BCe MOMbITKK
yCTaHOBUTb RPM-nakeTbl, NoAnNMCcaHHble cepTUdMKaTaMM, BblAaHHbIMW HE NpeanpuATUEM-
pa3paboTymnkom, byayT HeyaauHbIMM.

MyTb A0 KOpHeBOro cepTtudukata npedonpesenceH Ha MNPOrPamMMHOM YpPOBHE:
/etc/rpm/rootcacert-omp.pemn.

CepTuduKaT npegnpuatua-paspaboTtumKka: cpeam Bcex cepTUOMKATOB ANA TPYNnbl
developer Hanbonee Ba*KHbIM ABNAETCA cepTnUdUKar, BblAaHHbIN
npeanpuAaTMio-paspaboTinky ana paspabotkm OC ABpopa. Takmmu cepTUdUKaTamm
MOAMNMCBbIBAOTCA  BCE  MPOAYKTbl  NpeanpuATUA-pa3paboTinMka UM BCeE  CUCTEMHblE
RPM-nakeTbl.

[MaKkeT, NOAMWUCAHHbLIA AaHHbIM CepTUOMKATOM, He noABepraeTca npoLeccy
Ba/MAaumMm (T.K. TakKMe nNaKeTbl BCerga CYMTAKOTCA A0BEpeHHbIMW). [na  oTamMyms
cepTMdMKaToB MAeHTUUKATOP NYBAMYHOIO KAtoYa AaHHOro cepTudmKaTa yCTaHaBAMBAETCA
B ®C no nytn /etc/rpm/system-developer-keyid WM MNPU YCTAaHOBKE KaXAOro naketa
NpPoOMCXoAMT NpoBepKa NybAMYHOro Kat4a cepTudmkata npeanpuATUa-paspaboTymKa,
KOTOPbIM NOAMNMCAH NAKET C KAYOM, pacnonoxKeHHbim B PC.

BHyTpeHHAA cTpyKTypa noanucen: noanucu danna IMA umHTerpmpytotcs B 010K
noanucK npeanpuaTna-paspaboTyinka, noanmcb IMA nepeHoOCUTCA M3 3aros0BKa MakeTa.
TonbKo nepsadA Noanuch (He Becb Gaiin) 3aBepAeTCs BTOPOM NOAMMCH!O.

Obwmi popmat noanmncaHHoro RPM-nakeTa npmseseH Ha pucyHke (PucyHok 81).

Moanucaxo
Paapafor4mkom

€

Moanuce 1 (PaspaboTumk)

CeepeHus o nognucaHTe HAWEHTOM

/ Ceptuduxkar \

Moanuck IMA

Uenouka potauwu (onu,.)

e —
Moanuce

Mognuce 1(3aronoBok)

PucyHok 81
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Bannpauna RPM-naketos: RPM-nakeTbl Ba/IMAMPYIOTCA CLUEHapmMemM, HaxoALlWMMCA B
npoeKkTe rpm-validator. [lpouecc Baavaaunm npoxoaAat He sce RPM-nakeTbl, a TO/IbKO He
yA0BNETBOPSAOLLME YCN0BMUA HE30MaCHOCTH.

RPM-naKeTbl, NOAMNMCAHHbIE KAKYOM MNpeanpuATUA-pa3paboTyMKa, He NpoxoasaT
npouecc BaAMAaUMM BBMAY HEBO3MOMKHOCTM KOPPEKTHOro obHoBneHWa RPM-nakeTos,
Bxo4Awmx B coctas OC Aspopa.

[Mpw ycTaHOBKe Yepe3 1ibrpm RPM-naKeT npoxoanT cneayrolme ctagmm:

— BHYTPEHHWE NPOBEPKMY;

— Banmaauma nnarMHOM rpm-plugin-validation.

MnarmH rpm-plugin-validation, BbI3BaHHbIM MNepen ycTaHOBKOWM RPM-nakeTa,
nocneaoBaTebHO BbIMOAHAET CeAytolmne AeNCTBUA:

— NpoBepKa nognucen n ceptudmnkatos RPM-nakeTa;

— MpPOBepKa NPUBA3KM CUCTEMbI K ONpeaeIeHHOMY KAMeHTY. [1pn OTCYyTCTBMM AaHHOM
NPOBEPKM BbINOJIHAETCA MOMbITKA NPUBA3KN K KANEHTY, NOAMNMCb KOTOPOro ctont Ha RPM-
nakeTe. OTCyTCTBME NOANMUCK TPAKTYETCA KaK OLIMOKA YCTAaHOBKM;

— ecnnm RPM-naket aBnsetcA OOHOBNEHWEM, TO MNPOBEPAETCHA, YTO CepTUPUKaT
pa3paboTynmKka He U3MeHMAcs (T.e. He M3MEeHMACA M pa3paboTumk). M3meHeHue
cepTUPMKaTa NpeanpuaTMa-pa3paboTynKa CYMTAETCA OLMOKON YCTAaHOBKK;

— ecnm RPM-nakeT noanucaH He npeanpuaTnem-paspadboTYnMKom, BbINMOHAETCS
Ba/MAauUmMA NakeTa. HeycneuwHasa Bannaauma c4MTaeTca OWMOKOM YCTaHOBKY;

— BCTaBKa cepTuduMKaTa B cucTeMHbln IMA keyring. HeycnewHbI npougcc cymMTaeTcs
OLIMDBKOMN YCTAHOBKM;

— BCTaBKa MWHPopmaumm o noanucax u ceptudukatax RPM-naketa B B/l
rpmsign-external. HeycnelwHbln NPOLLECC CYMTAETCA OLMOKOM YCTAaHOBKM.

Mo 3aBepuweHnn obpaboTkm RPM-nakeTa Kaxaoe AencTBme cospaeT coobuieHue
ayamTa B sdjd (cucTtema ayamta npeanpusatua-paspabotynka (nogpasaen 4.1)) ob ycnexe
MK Heycnexe Npu ycTtaHoBKe nnu yaaneHnmn RPM-nakeTa.

Mpu HeycnewHon ycTtaHoBKe RPM-nakeTa aaHHble 13 B[] OMPCERT yaanatoTca, T.K. B
librpm He cyliecTByeT cnocoba Bo3BpaTa TPAH3aKLUMM MOCAE YCTAHOBKM.

Mpu yctaHoBKe Ntoboro RPM-nakeTta He0bX0AMMO y4nTbIBATL Caeaytollee:

— KaXAablM RPM-naket AOKeH NMeTb Kak MUHMMYM noAnmcb
npeanpuaTMA-pa3paboTUMKa NakeTa U NoAnucb KamMeHTta, ecan RPM-nakeT Ana yCTaHOBKM
NOsly4eH M3 JOBEPEHHOIO MCTOYHMKA (Hanpmumep, M3 marasmHa Mr);

— ncnonHaemble dalnbl K 3arpyxaemble 6UbBAMOTEKKM, BXOAAWME B COCTaB
RPM-nakeTa, TaKXe AO/KHbl OblTb MOAMNMCAHbI KAKOYOM MpM COOPKe MakeTa B CUCTEME
cbopKu.

[Ona nposepkn noannucn RPM-nakeTa He06X0AMMO BbIMONHUTbL KOMAHAY:

ompcert-cli verify someapplication.rpm -r rootcacert-omp.pem

[lna NnpocMoTpa BaXKHbIX aTpMbyTOB NoAnncKH (MMeHun cybbeKkTa, MeTku u ID Katoya)
HEeOOXOAMMO BbIMONHUTb KOMaHAY:
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ompcert-cli dump someapplication.rpm

4.4.1.2. Noanwuce MIT

Ona noanncyn Ml HeobxoaAMMO BbIMOAHUTL KOMaHAY:

customer-sign \ --binaries-key binaries-key.pem \ --packages-
key packages-key.pem \ --packages-cert packages-cert.pem \
sampleapp.rpm

roe:

- sampleapp.rpm-—ﬂaKeﬂCOAepmaMMﬁIWO;

— binaries-key.pem — 33aKPbITbI KAHOY NOANNCKU BUHAPHBIX GanNoB;

— packages-key.pem — 3aKPbITbIA KAOY NOAMNMCKU NAKETOB;

— packages-cert.pem— CEPTUPUKAT NOANNCK NAKETOB.

BHUMAHUE! B npouecce nognucn OyayT 3anpolueHbl napoan ot ¢annos ¢
3aKPbITbIMK KAOYaMKM ANA noanmMck BUHapHbIX dannos 1 RPM-nakeTos.

Echm TpebyeTca moanmcb OT CTOPOHHEM OpraHusaumm, HeobXoAMMO BbINOAHUTb

KOMaHAY:
ompcert-cli sign sampleapp.rpm packages-key.pem packages-client-
cert.pem

roe:

— sampleapp.rpm — NaKeT, coaepxawwmn MO;

— packages-key.pem — 3aKPbITbIA KAOY NOAMMUCU NAKETOB;

— packages-client-cert.pem — CepTMOUKAT MNOAMUCKM NAKETOB OT MMEHM
KINEHTa.

Ona nsonauym MIT MCNONBb3YHOTCA NECOYHMLbI, ONMCaHMe KOTOPbIX NMpMBEAEHO B
noapasgene 4.5.

4.4.1.3. NMpoBepka noanncu bBUHapPHbIX Gannos

B noanucu RPM-naKkeTa xpaHuUTCca cekums ¢ noanucamm IMA gna Kaxaoro ¢panna,
coepalleroca B nakete. Bo Bpema yCTaHOBKM COAEPKMMOro MakeTa Ha Kaxkabih pann
YCTaHaB/NMBAETCA  PaCLIMPEHHbIM  aTpmbyT  security.ima, Kyda  MNomellaeTcs
COOTBETCTBYIOLWANA AaHHOMY dainy noanmcs IMA.

Mpu 3anycke BruHapHoro ¢arna npomcxoanT obs3aTenvHaa nposepka noanuck IMA
c nomouwpto noacuctembl OC Linux IMA/EVM u cepTudukata, nNepemelleHHoro B
IMA keyring npu yctaHoBke RPM-nakeTa. B cnydyae HeycnewHOW NpoBepKkM BUHapHbIN daiin
He ByaeT 3anyLeH.

[lna nposepku noanmncun BUHapHbIX GarioB HeEOBX0AMMO BbIMONHUTb KOMAHAY:

rpm -q --gf ' [${FILENAMES}\n${FILESIGNATURES}\n]' package.rpm | grep -
Al /usr/bin/ | tail -n 1 | cut -c 7-14

rae package.rpm — MMA daina NOANMCAHHOMO NakeTa.
Pe3ynbTaTom paboTbl nporpammel byaeT 4 6aiiTa, Hanpumep: de39e183.
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Takan e nocnenoBaTeNbHOCTb UMGP A0MKHA NPUCYTCTBOBATb B BbIBOAE KOMaHAb!
cat /proc/keys, eCan ceptudumkat nognmcm buHapHbix dannos Hbin Ao6aBAeH B Nanky
/etc/keys/ima.

MPUMEYAHMUE. Mpu nposepke noanucn MI moxeT noTpeboBaTbcA nepesarpyska
MY.

4.4.2. PaboTa c ceptudmrKaTamm
4.4.2.1. lobaBneHune KopHeBoro ceptnudmkata YL

KopHeBol cepTndumkaT yaoctoBepstoulero ueHtpa (YU) npeacrasnset cobon dann,
coaepKalini WndpoBaHHY cepBUCHYO MHPopmMaumto o6 YL. Ha ocHoBe aaHHOro ganna
CTPOMTCA LLeNOoYKa AoBepus cepTudmKaTam. MNonyyuns AoCTyn K WNMPPOBAHHOM MHDOPMaUMK,
KPpMNTONpOBanaep NoATBeEP)KAAET NOANMHHOCTL NnyHON 3. Takmm obpasom, ntobaa 3T,
BbiNyLleHHan YL, paboTaeT KOPPEKTHO TONBKO MNPU HAIMYMM KOPHEBOTO CEPTUDMKATA.

Ons pobaBneHna KopHesBoro cepTudumkata YL B A0BepeHHble HeobxoaMmo
BbIMONIHMTb CAeaytoLine AeNCTBMA:

— noaxkMtounTe MY K 3BM ¢ nomoupto USB-Kkabens;

— BblbpaTh pexum «poToKkon nepeaadn aaHHbIX (MTP)»;

— ckonupoBaTtb ¢ IBM n nepeHectn Ha MY cepTtudukat YL;

— OTKpbITb MIT «Terminal» 1 BbINOAHUTL CAEAyOLIME KOMAHObI:

devel-su
cp <nyTe Kk oainy> /etc/pki/ca-trust/source/anchors/
update-ca-trust

3arpy3ntb KopHeBon cepTudmkat YL Ha MY TakKe BO3MOMKHO C MOMOLLbIO CETU
NHTepHeT, BbinonHMB B Ml «Terminal» cneaytouwme KoMaHabl:

devel-su

curl -o /etc/pki/ca-trust/source/anchors/root ca.crt "https:
//url ceprtudukxara/root ca.crt"

update-ca-trust

4.4.2.2. NpoBepKa cepTUPNKaTOB

[lna npoBepKM cepTUPUKATOB HEOOXOAMMO BbINONHUTL CAeaytolme AeNCTBUS:
— 3arpy3nTb KOpPHEBbIE CEPTUPMKATLI C MOMOLLLIO KOMaHA,:

curl -L http://community.omprussia.ru/files/doc/rootcacert-omp.pem -0
rootcacert-omp.pem

curl -L http://community.omprussia.ru/files/doc/ima-root-ca.x509.pem -
o ima-root-ca.x509.pem

— NPOBEPUTb CEPTUPMKAT NOANMUCK BUHAPHBIX PanIOB C MOMOLLbIO KOMaHAbI:

echo "test" > testfile openssl smime -sign \ -in testfile \ -
signer binaries-cert.pem \ -inkey binaries-key.pem \ -out
testfile.sig openssl smime -verify \ -in testfile.sig \ -signer
binaries-cert.pem \ -CAfile ima-root.ca.x509.pem
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- ﬂpOBepMTbCepTM¢MKaTﬂ0AHMCMﬂaKETOBC[HNMOMbK)KOMaHAbH

echo "test" > testfile openssl smime -sign \ -in testfile \ -
signer packages-cert.pem \ -inkey packages-key.pem \ -out
testfile.sig.gost openssl smime -verify \ -in testfile.sig.gost \ -
signer packages-cert.pem \ -CAfile rootcacart-omp.pem

- ﬂpOBepMTbCepTM¢MKaTCTOpOHHemOpFaHM3auMM(:ﬂOMOH¢MDKOMaHAbH

echo "test" > testfile-client openssl smime -sign \ -in testfile-
client \ -signer packages-client-cert.pem \ -inkey packages-
key.pem \ -out testfile-client.sig.gost openssl smime -verify \ -
in testfile-client.sig.gost \ -signer packages-client-cert.pem \ -

CAfile rootcacart-omp.pem

4.5. N3onauma npoueccos

4.5.1. 13onaumAa agpecHbIX NPOCTPAHCTB

PeweHne 3adayn M301AUMKM AAPECHBLIX MPOCTPAHCTB MPOLLECCOB OCHOBAHO Ha
apxutekType Aapa OC ABpopa, KoTopoe obecneuymBaeT cOOCTBEHHOE WM30/AMPOBAHHOE
aApecHoe NPOCTPAHCTBO A/1A KaXKA40ro npoLecca B CUCTEME.

Mcnonb3yembit MexaHM3M M301ALUMKM OCHOBAH Ha CTPAHUYHOM MeXaHW3Me 3alMTbI
NaMATM, a TaKKe MexaHM3me TPaHCAAUMKM BUPTYanbHOro agpeca B PU3MYECKUN,
noAAepKMBAEMOM MOAYNAEM yNpasieHna NamaTbto. OQHM 1 Te e BMPTyasbHble agpeca, C
KOoTopbiMK paboTaeT npoleccop, npeobpasyroTcs B pa3Hble GU3nMYecKkne agpeca A5 pasHbIx
afpecHbIX NPoCcTpaHcTB. [pK 3TOM NpPoUECcC HE MOXKET HeCaHKLUMOHMPOBAHHbIM 0bpa3om
NOAy4YUTb AOCTYNM K NPOCTPAHCTBY APYroro npouecca, T.K. HENPUBUAErMPOBAHHbIN
NONb30BATENLCKMIA MPOLECC JINWEH BO3MOXHOCTM paboTaTb C PU3MYECKOM NamATbio
HanpPAMYHO.

MPUMEYAHUE. MexaHnam pasaendemor NamsaTy MO3BOASET MOJAYYUTb AOCTYN K
OHOMY M TOMY e Y4aCTKy MamMATU U HAXOANTCA NO4 KOHTPOJIEM MOJUTUKN AUCKPELMNOHHOTO
pasrpaHMyeHms nNpas AOCTyNa.

AZpecHoe MPOCTPAHCTBO AJpa 3alMLEHO OT MN0/Ab30BaTE/NbCKMX MPOLLECCOB C
MCNONb30BaHMEM MEXaHW3Ma CTPAHMYHOM 3aWwMTbl. CTpaHMUbl NPOCTPAHCTBA A4Pa ABAAKOTCA
NPUBUIEITMPOBAHHBLIMK, W AOCTYM K HUM W3 HENpUBUIETMPOBAHHOIO KOAa Bbl3blBaeT
MCKAtOYEeHMe nNpoLieccopa, KoTopbli obpabaTtbiBaeTca Aapom OC KOppPEeKTHbIM 0H6pa3oMm.

EAMHCTBEHHBIM  CaHKLUMOHMPOBAHHbIM cnocobom goctyna K sagpy OC  wm3
NO/1b30BaTENIbCKOM MPOrpaMmbl  ABAAETCA MEXaHM3M CUCTEMHbIX BbI3OBOB, KOTOpPbIM
rapaHTUPYeT BO3MOXHOCTb BbIMOJHEHWUA MO/b30BAaTENEM TOJIbKO CaHKLUMOHWMPOBAHHbIX
NEeNCTBUMN.

[lononHuTeNnbHble MeXaHM3Mbl N301AUMN npoL,eccos obecneynBatoTcs
NPUMEHAEMBIMM TEXHONOTUAMM KOHTEMHEPM3AUMM He TONbKO ApPyr OT Apyra, HO U OT
BHELLHWX PECYPCOB, a TaKKe BHELIHMX PecypCcoB OT NPOLECCOoB.
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[MporpaMmHbie CpeacTBa pPaspeLlaroT Npoueccy /MWb OnpeaesieHHbIM nepeyveHb
NEeNCTBMIA, BbIMOAHAEMbIX MO OTHOLWEHMIO K ApyrMm npoueccam wn nepudepuintHbim
YCTPOMCTBaM, BKAtOYAA NMOCTOAHHOE 3aMOMMHatolLLee YCTPOMCTBO, KOTOPbIM onpeaenaeTca
NPW yCTaHOBKEe NakeTa, COAePKaLLero MCNoaAHAEMbIN Gaiin.

NPUMEYAHUE. MoapobHoe onucaHue NPUBUAETMPOBAHHbIX n
HEeNpPMBMAETMPOBAHHbLIX MPOLLECCOB NpMBeAeHO B noapasaene 4.3,

4.5.2. I3onauma Ml c ncnonb3oBaHMEM NeCoYHML,

B OCABpopa peannsoBaHa wm3onauma MIT Cc  MCNoNb30BaHMEM MECOYHML,
OCHOBAHHbIX Ha CBODBOAHO pacnpocTpaHaeMom npoayKte Firejail, KoTopbih ncnonb3yet
cTaHaaptHble ana OC Linux MexaHM3Mbl namespace W seccomp-bpf, MO3BOAAKOWME
onpeaenaTb CMUCOK AOCTYNHbIX A1A MIT CMCTEMHbBIX BbISOBOB.

Firejail npeactaBnaer coboOM  NErkKOBECHYKD MECOYHWLY W noaxoaAuT  ANA
Mcnonb3oBaHmMa B MY, npu 3TOM Bce noJsb3oBaTenbckne MIT 3anycKatoTca depes
sailjail-obepTKy Hapg Firejail. JononHUTENbHO ANA M30NAUMKN UCNONb3YyeTCA xdg-dbus-proxy,
dunbTPyOWMIM Npoken ana D-Bus.

MeXaHM3M seccomp-bpf 3anpelLaeT HEKOTOPble CMCTEMHbIE BbI30Bbl, HaNpUmMep:
mount/umount, ptrace, kexecW ap.

Mo ymoOn4aHuto B mount namespace A40CTyn K ®C orpaHn4mBaeTca 40:

— [OCTyMNa Ha YTeHME WM 3anucCb K AaHHbIM KOHKpeTHoro MMl ($XDG DATA HOME,
$XDG_CONFIG HOME, $XDG CACHE HOME);

— [0CTyNa TONIbKO Ha YTEHUE K /usr/share/$ApplicationName;

— [0OCTyNa TONbKO Ha UYTEeHMEe K HEeKOTOpbIM AMpekTopuam u  bannam B
/etc, /usr/share, /var/libWT.A.

[ocTtyn K ®C moxKeT ObITb paclIMPeEH NPU 3anNpoCce COOTBETCTBYHOLLMX Pa3peLLIEHNN,
OMMUCaHHbIX C NOMOLLbto NpasuAa Firejail, Hanpumep:

— paspeleHune «Pictures» npeaocTaBAAET AOCTYN Ha YTEHME M 3aMUCH K ANPEKTOPUMK
NONb30BaTeNA ~/Pictures, a TAKXKE K KILWY MNPEBLIO;

— pa3pelwieHne «RemovableMedia» npegocTaBnseT A4OCTYN K CbeMHbIM HOCUTENAM
(/media/SUSER/) M T.A,

B net namespace NO YyMONYaHUIO n06aBnseTca ToNIbKO loopback device.

PaboTa B mecoyHMLEe No3BoaAeT onpeaennTs Ml paspelleHns Ha 4OCTyN K pecypcam,
00yC/N0B/IEHHbIE 9/1IeMEHTaMM, ONMCcaHMe KOTOPbIX NpueeaeHo B Tabauue (Tabanua 4).

Tabnuua 4
Ne dNeMeHT OnucaHue
1 |Accounts MpocMmoTp, MoaNUKALMA U CUHXPOHU3ALMA YYETHbIX
3anucen
2 | Ambience YcTaHOBKa M peaakTMpoBaHne atmocdep
3 | ApplLaunch 3anycK 1 OCTaHOBKa CEPBMCOB systemd
4 ipplicationInStalla YcTaHoBKa 1 yaaneHue MrT
10n
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Ne dnemeHT

OnucaHue

5 Audio

BocnpounsseaeHue 1 3anmcb ayamo, U3MeHeHne
KOHPUrypaumm

Bluetooth

MNoakntoyeHne n ncnonb3osaHue Bluetooth®-ycTponcts

Calendar

MpocmoTp 1 moamdukauma cobbIiTUin KaneHaapA

,ﬂ,OCTyI’I K 3alMMCaHHbIM Bbl30OBaM

6
7/
8 CallRecordings
9 Camera

[locTyn K Kamepe, cbemKka $OTo M BUAEO

10 | CommunicationHistor
N

J1oCTyn K UCTOPMM BbI3OBOB 1 COODLLEHMIA

11 | Contacts

HpOCMOTp “n MO,EI,VICI)I/IKaLI,MFI JAaHHbBIX KOHTAKTOB

12 Documents

[ocTyn K Katanory «Documents»

13 | bownloads

[ocTtyn K katanory «Downloads»

14 | E-mail

YTeHne u OTrnpaBKa nmcem n3 3/'I€I-(TpOHHOVI MOYThlI,
AOCTYNM K BAOKEHNAM

15 | Internet

Ncnonb3oBaHue cetn MHTepHeT

16 | Location

MCﬂOﬂb3OBaHMeFGOHOBMMMOHMDOBHHMH

17 | MediaIndexing

[locTyn K nepeyHto ¢painos Ha MY

18 | Messages

JocTyn K 4TeHunto 1 oTnpaske SMS

19 | Microphone

3anncb ayamo ¢ NOMOLLbI MUKPOdOHa

20 |Music [ocTyn K KaTtanory «Music», nnennmctam 1 ob10XKKam
21 | NEC MNoakntoyeHne n ncnonb3osaHne NFC-yctponcTs
22 | Phone OcyllecTB/ieHMe BbI3OBOB HAMNPAMYIO UK Yepe3

NONb30BATENLCKMIN NHTEPDEIC

23 Pictures

JlocTyn K Katanory «Pictures»

24 | PublicDir

[ocTtyn K katanory «Public»

25 | RemovableMedia

Ncnonb3oBaHMe KapT namatm n USB

26 | Synchronization

[locTyn K KapKacy CUMHXPOHM3aLMK

27 | UserDirs

[ocTyn K KaTanoram «Documents», «Downloadsy,
«Music», «Pictures», «Public» n «Video»

28 | Videos

[ocTyn K katanory «Videos»

29 | WebView

[Ona ncnonbzosanuma Gecko WebView

30 | AccessSecurityLog

[locTyn K perncTpaLmoHHOMY KypHany

31 | DevicelInfo

3BnevyeHne aaHHbIX 0 MY

32 | LogSecurityEvents

3anncb B PErucTPaLMOHHbIN XKypHan

33 | PushNotifications

YTeHune push-yBegomneHnm

34 | Reports

[eHepnpoBaHMe apxmBa C CUCTEMHbIMW OTYETAMM

35 | SecureStorage

XpaHeHue WwndpoBaHHbLIX Gpannos

36 | UserStatus

N3BneveHne cnmcka Nonb30BaTENEN CUCTEMDI
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[na kaxkporo MI, BbIMONHAIOLWLErOCA B NECOYHMULE, MOXKET ObiTb CO34aH Npodub,
onpeaenaroWmMin ero BO3SMOXKHOCTM 1 noseaeHne. Hanpumep, npodunb ana MIM «lMoroga»
MOXKET BbIrNA4ETb CleayoWmnm 0bpa3om:

# Firetail > Firejail profile for /usr/bin/omp-weather

### security filters
caps.drop all
nonewprivs

seccomp

### network
protocol unix,

### environment
shell none

### baseline
include permission-baseline.inc

### application

private-bin omp-weather,

private-etc passwd, group, location,dconf, xdg, fonts, system-fips, selinux,
private-tmp

dbus-user.own ru.omprussia.weather

whitelist /usr/share/omp-weather

# Settings
include sessionbus-com.jolla.settings.inc

# Connman
include systembus-net.connman.inc

4.6. 3aWmTa NamATU

4.6.1. O4ncTKa mamaTn

OumncTKa OnepaTMBHOM MNamATM OCHOBaHa Ha apxuTekType Aapa OC Aspopa U
rapaHTMpPYeT, YTO OObIYHbIN HEMNPUBMUAETMPOBAHHbIM MPOLLECC HE MOXKET MONYYNTb AaHHbIE
YYXKOro npoLecca, ecim 3To ABHO He paspewleHo [P/,

CpeacTtBa B3aMMOAENCTBMA MEXKAY NPoLeccaMi KOHTPOAMPYHOTCA ¢ nomolubto MNP/,
M NPOLECC HEe MOXKET MOAYYUTb AOCTYN K HEOUMLLEHHON NaMATK (KaK onepaTMBHOM, TaK M
AMCKOBOW). AApo BblAENAET KaxKAOMy MpoLeccy BMPTyasbHOE afpecHOoe MPOCTPaHCTBO,
KOTOpOe TpaHCAMpyeTca B PU3NYECKMe agpeca NamsaTi C NOAAEPHKKON paHAOMMU3aLMN.

[locTynHble  ANs  NONb30BATENbCKOro  npouecca  OQyHKUMM  BblAeNeHMA U
pacnpeneneHna MNamMATM  OCYLLECTBAAKOT BbINO/IHEHWE pPeXMMa WHUUMAAM3AUMK, NPU
KOTOPOM MPOUCXOANT OOHy/NeHMe aveek namATu. Takmm obpasom, A4PO M CUCTEMHaAA
6mnbnnoTeka 1ibc rapaHTUPYHOT NONYyYEeHME NPOLLECCOM TO/IbKO OUYMLLEHHbBIX CTPAHML, MAMATH
6e3 ocTaTouHON NHOPMALLMN.
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O4ynCTKa NamsaATM Ha BHewHux HocuTenax (eMMC) ocHoBaHa Ha peanmsaumm
MexaHu3Ma secdel, KOTOPbIA O4YMLLIAET Ha HOCUTENEe Heucrnonb3yemble 6O10KM OC
HenocpeacTBEHHO MPU UX OCBOOONKAEHMM C MOMOLLbIO Mepes3anncn UX MacKMpyoLLel
nocne0BaTeIbHOCTbHO.

4.6.2. Nepe3anncb 0CTaTOYHOM MHOPMaALMM

B OC ABpopa peannsoBaHa O YHKUMA Nepe3anmcn OCTaTOYHOM WHbopMaLMK,
cpabaTbiBatoWaa Kaxkaplh pa3 npu yaaneHun danna. Mpouecc nepesanncu NpomcxoamT
aBTOMATMYECKM M CKPbIT AAA nosb3oBaTensa. B cayvyae HeobXoAMMOCTM OCYULEeCTBUTb
NPUHYOMTENBHYIO — Mepe3anncb  CayYalHbIMM WA CcNeumanbHbIMM  DOUTOBbIMM
noc/ef0BaTENbHOCTAMMU AAMUHUCTPATOP MMeeT BO3MOXKHOCTb CaAMOCTOATENIbHO 3amnyCTUTb
npoueaypy yaanenuna dana n/mam katanora.

[laHHaa npoueaypa NPUBOAMT K CHUMKEHMIO NPOM3BOAUTENBHOCTU, OCODEHHO MpwU
yaaneHum 6onblioro danna: yem dainn 6onblle, TEM CHUKEHME CYLLECTBEHHEE N 3aMETHEE,
T.K. Ha Nepuos rapaHTUPOBAHHOIO YAa/leHMA BCe OCTa/IbHble onepaummn 3anmcu Ha HOCUTe b
MHbOPMaLMM NPUOCTAHABAMBAOTCA M MOMELLAIOTCA B O4Yepeab A0 3aBepLUEeHMA yaaneH A,

OC Apopa yHKLMOHMPYET Ha MY, NamATb KOTOPbIX COCTOUT M3 Habopa (MHOXecTBa)
Ayeek. BBMAY KOHCTPYKTMBHbIX ocobeHHocTel MY Kaxaas Adyerka umeeT Oonbluoe U
KOHEeYHOe KONMYECTBO LMK/IOB Nepe3anmcu, T.e. NOCTOAHHbIE OrnepaLmm No YTEHUIO 1 3anncu
c/Ha USB-HakonuTenb BAEKYT yBe/WYeHWe cyeTuMKa obpalleHnin (KoNMYecTBO KOTOPbIX
OrpPaHNYeHO Ha annapaTHOM YPOBHE) WM, Kak CNeACTBME, MOCTENEHHOEe CHUXKEHMEe CPOoKa
CNyXObl HAKONUTENS.

HepaunoHanbHoe MCNo/b30BaHWE MHOToKpaTHOM nepesanncn OC ABpopa BaedveT
CHUXEeHMEe NPOMN3BOANTENIbHOCTM Ha BPEMA NPOBeLEHUA onepaunmn yaaneHUAa n CHUXKeHne
CPOKa CNyKObl HaKONUTENS AaHHbIX MY.

[lns MHOroKpaTHOW Mepe3anncn MCMNONb3yeTCcAa YTUAMTA KOMaHAHOM CTPOKU wipe,
[0CTYN K KOTOPOW ocylecTBaseTca ¢ nomolubto MMM «Terminal» (nogpasaen 2.4).

MoapobHoe onucaHne WHTepdeica wipe NpuMBEAEHO B MPUIOKEHUM
(Mpunoxenue 4).

4.7. ObecneveHne HaaeXHOro GYHKLMOHNPOBAHMA

4.7.1. HagexkHble MeTKM BpeMeHM

MeTKa BpeMEHWN CYMTaAETCA HAZEKHOM NpKu YyCA0BMM HEBO3MOXKHOCTN BHECTM B Hee
M3MEHEeHMA Noc/e Co3AaHMsA, eCi LeNOCTHOCTb IaHHOM METKM He Bblna HapyLleHa.

HagexHble METKM BpeMeHW 0hecneymBatoTCs apxXMTekTypol xpoHomeTpaxka OC,
KoTopasa npeactaBnser cobon Habop CTPYKTYp JAaHHbIX M QYHKUMA A4pa, UMEoLMX
OTHOLLEHME K OTCNEKMBAHMIO X043 BPEMEHM N BA3MPYIOLLMXCA Ha:

— cYyeTYmKe oTMeTOK BpemeHu (TSC);

— nporpammmpyemom Taimepe nHtepsanos (PIT);

— APIC-Tanmepe;

— BbICOKOTOYHOM Talmepe cobbiTnin (HPET).

95



1 OTOKPI:ITAFI
PyKoBOACTBO aAMMHUCTPATOPA l Hni%‘gé’ﬁ'ﬁi

HavasibHble 3HaYeHUA CUCTEMHbIX Tal\/JlN\epOB 3a4atloTCA No Tal7|lv\epy peanbHOro
BpeEMEHMN My, a 6asoBble NHTEPBA/Ibl BbIYNCAAKOTCA NPU MHNUWNANN3aUNN CUCTEMBbI.

B KayecTtBe HU3KOYpPOBHEBOIO MeXaHMN3Ma A4pa, O6€CI’I€‘-IVIBaPOLLI,eFO
d)yHI-(Ll,l/IOHl/IpOBaHMe HadeXHbIX METOK BpemeHn, WNCNOJb3yeTcCA CI'IeLI,l/Ia/'IbeIlZ Ha6op
CTPYKTYP AaHHbIX AApa (timespec xtime), (I)yHKLLVIP'I AApa do gettimeofday () WM
HN3KOYPOBHEBbBIX  CUCTEMHbIX BbI30BOB clock settime(), clock gettime(),
gettimeofday () W settimeofday().

4.7.2. KBOTMpOBaHME NOCTOAHHOW MamaATK

KBOTMpOBaHME — 3TO pa3feneHne OrpaHMYeHHOro AMCKOBOro MpocTpaHcTBa MY
MeXAY YYETHbIMM 3anMCAMM NONb30BaTeNen, NO3BOAAKOLLIEE CO34aBaTb OAHOBPEMEHHO
HECKO/IbKO YYETHbIX 3anuncer nonb3osaTenet Ha MY (noapasaen 1.2).

B OC ABpopa npeaycMoTpeHa BO3MOXHOCTb BblAeIeHMA KBOTbl — 06bema AMCKOBOTO
NPOCTPAHCTBA 415 YYETHOM 3anNMCK NONb30BATENA MPU ee CO3AaHNM, NPU 3TOM Y YYETHOM
3aMMCKM NO/b30BaTeNs OTCYTCTBYET BO3MOMHOCTb MNpeTeHAoBaTb Ha 6Ooablni 0bbem
NOCTOAHHOW MNamATWU, a BblAENEHHOe el MPOCTPAHCTBO OyAeT HeAoCTYynHO ANA ApYyrux
yYeTHbIX 3aMMnceit NoNb30BaTeNeN AaXKe B Cy4ae, ecam oHo cBo6oaHO.

BHUMAHMUE! O6bem KBOTbI 3343€TCsA NPU CO34aHNM YYETHOM 3anmcK Noib3oBaTens
M He MOXeT OblTb MU3MEHEH BNOCAEACTBUN.

[ns Toro, 4ytobbl 3a4aTb YYETHOM 3aNMCK MONb30BATENA KBOTY HA MCMO/Ib30BaHME
AMCKOBOro MpPOCTPaHCTBa, HeObXOAMMO Ha CTpaHMLEe CO34aHMA  Y4YeTHOM  3anucu
N0/1b30BaATENS YCTAHOBUTb KONIMYECTBO BblAeNaemMbix emy b, nepemelllas COOTBETCTBYHOLLMIA
cnanaep BNPaBo ANA YBEAMYEHNA KBOTbI IMOO BIEBO ANA YMEHbLUEHMA (CM. PucyHoK 3).

OC ABpoOpa aBTOMATMUYECKM BblUUCAAET AONYCTUMblE NPEae bl KBOTMPOBAHMA TaKMM
0bpazom, 4Tobbl MOXKHO ObINO CO34aTb A0 7 YYETHbIX 3anNncer Nonb3oBaTeNnen, Npu 3TOM
KBOTbI YCTaHaB/IMBAOTCA CaeayoLmnm obpasom:

— HWXKHAS rpaHMU@ KBOTbl 3adaeTca B 2 b M MeHee, ecan obwmin obbem
BCTPOEHHOM NamaTh Ha MY meHee 14 Ib;

— BEPXHAA rpaHunLLa BbiIbMpPaeTcs ¢ pacyeTom, YToObl AN KaxKA0M Yy4EeTHOM 3anncu
No/1b30BaTeNA OCTaBaNACA XOTA Obl MMHMMaNbHbBIN 0ObEM NaMATMH.

[1nA Bbl4MCNEHMA TPAHNUL, KBOTbI MCMO/b3YIOTCA CAeaytolLme NepemMeHHbIe:

— AllSpace — 0bwWMM 06beM ANCKOBOro NpocTpaHcTBa MY;

— Nusr — KOJIMYECTBO YYETHbIX 3anmncen, co3gaHHbix Ha MY;

— Qi — obbem AMCKOBOro mpocTpaHcTBa MY, 3aHATbIN CO34aHHLIMW YYETHbLIMM
3anncamu;

— UsrAvSpace = AllSpace - 2 GB — 2[b Bblaensetca Ansa y4yeTHOM 3anucu
aAMMHUCTPATOPa;

— MinQuote = min (UsrAvSpace/6 , 2 GB) — BblAeNAE€TCA MMHMMANbHAA KBOTA
2 b, npu Hannunm HebonbLOro o6 bema NPOCTPAHCTBA BblAENAETCA BECb AOCTYMNHbIN 00BbEM,
pa3aeneHHbln Ha 6 YYEeTHbIX 3aNUCEN NOb30BaTENEN;
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— MaxQuote = UsrAvSpace - sum (Qi) - MinQuote x (6 - Nusr) —

MaKCMMa/ibHaA KBOTa, KOTOPYD MOXKHO BblAeNnTb cO3daBaeMol Ha MY yyeTHOW 3anmcu
NONb30BaTeNA: BCe AOCTYMHOE MPOCTPAHCTBO 33 BbIMETOM CYMMbI YK€ BblAE/IEHHbIX KBOT, a
TaK)Ke KOJIMYecTBa Y4YETHbIX 3amMceil MOo/Ab30BaTeNen, KOTOpble MOryT ObiTb CO34aHbl B
byayLLem, NpY 3TOM KBOTa 415 TEKYLLEN YY4ETHOM 3anNncK Ha byayliee He pe3epBupyeTcs.
MPUMEYAHUE. MaKcnmanbHbie KBOTbl yYeTHbIX 3anmmMcel Mo/ab30BaTeA 3a4at0TCA
aAMMHUCTPATOPOM B KOHPUIypauUMOHHOM  danne /etc/security/limits.conf
(MpunoxkeHune 3). TakKe [ANA ynpaBAeHMA annapaTHbIMM KBOTAaMM U3 PA3/IMYHbIX

MOJZiIb30BaTE/IbCKUX nporpamm NCMONb3YHTCA cneaywoumne CHUCTEMHbIE Bbl30BbI.
setrlimit (), getrlimit(), prlimit() m nice().

Mpumepbl  pasbueHna AMCKOBOro npocTpaHcTBa (B B) 418 HeKoTopbIX
noaaepknsaembix MY npueeaeHsbl B Tabamue (Tabanua 5).

Tabnnua 5
. MuHUMaNbHbLIN 06bEM, MaKcumanbHbIM 06bem,
My Obwmit obbem . N
AOCTYNHbIM NONL30BATEND | AOCTYMHbIM NONAb30BaTENIO
MY1 64 2 32
MY?2 32 2 10
MY3 16 1 1

4.8. dPunbTpayma ceTeBoro NoToKa

4.8.1. Obuwan nHpopmaLma

®dunbTpauma ceTesBblx nNoTokoB B OC ABpopa OCYLWECTBAAETCA C MOMOLLBIO
BCTpoeHHoro B Aapo OC ¢mabTpa CeTeBbiX NAaKeTOB netfilter U MOHUTOPA ObpalleHUN,
KOHTPOAMpPYHOLLEro cetTeBom ctek IPv4.

ALMUHUCTPATOP NPU MOMOLM YTUANTbI iptables MOXET 3a4aBaTb MOAYAO A4Pa
netfilter NpaBuaa (MAM LENoYKkM) GUNbTPALMM B COOTBETCTBMM C aTpnbyTaMmn OTNpaBmUTENA
M MNony4vaTens CeTeBblX MAKETOB, a TaKke aTpumbyTamum nepenaBaemoin MHPopmaumm B
IP-3aronoBKax nakeTos.

4.8.2. MexceTeBoe 3KpaHMpPOBaHMe

®dyHkuMM M3 B OC ABpopa peanmsoBaHbl B CAy»be connman, MCNOAb3YHOLLEN
MeXaHM3Mbl iptables A4 pa3rpaHNYeHnA CETEBbIX MOTOKOB AAHHbIX.

KOH¢MrypauMﬂ MO YMOJIYaHMIO MOCTaBAAETCA B MakKeTe connman-configs-core,
CO6MpaeMON\M3HaKeTaomp—common—configurations

4.8.3. NyTb K dpatnam KoHdurypaumum M3

HoBble HaCTpPOMKM iptables MNOAAEPMKMBAKOTCA B connman, Ha4MHaA C BEpPCUMU
1.32+git41. HacTpoMKM, ONMCaHHble B HACTOALWEM [AOKYMEHTE, XPaHATCA B CAedyroLmx
dannax:

— /etc/connman/firewall.conf - [1];

— /etc/connman/firewall.d/*firewall.conf — [2],
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roe [1] — ocHoBHaa KoHourypauma, [2] — KaTanor ¢ Gamnamm, OKaHYMBAOLIMMMCA Ha
«firewall.conf» 1 pacnonoxeHHbIMM B an1daBUTHOM NOPALKeE.

4.8.3.1. MpaBuna KoHPUrypaumm M3

BuHapHbIM nakeT «connman-configs-core» ycTaHaBAMBaeT npasuia B CAeAYHOLWMX
dannax:
1) /etc/connman/firewall.conf:
— |Pv4:
®pa3peLlaeT YCTaHOBNEHHbIE N CBA3AHHbIE MaKeTbl (-m conntrack --ctstate
RELATED, ESTABLISHED);
epaspellaeT Bce BxodAume nakeTbl ana loopback-uHtepdeinca (Tpebyetca
connman /1A Pa3peLlleHns JOMEHHbIX UMEH);
®N0 YMOAN4YaHWIO ONOKMpYeT Becb BxoAAWwMM Tpaduk (Tabnnua filter
INPUT-uenouka);
— |Pv6:
®pa3peLlaeT YCTaHOB/IEHHbIE M CBA3AHHbIE MaKeTbl (-m conntrack --ctstate
RELATED, ESTABLISHED);
epaspelwlaeT Bce BxodAauwme naketbl aAna loopback-uHtepdeinca (Tpebyetcs
connman A4 pPaspelleHns AOMeHHbIX UMeH aas IPv6-npoTokona);
®N0 YMOAN4YaHWIO ONOKMpYeT Becb BxoAAWwMM Tpaduk (Tabnnua filter
INPUT-uLenouka).
NMPUMEYAHMUE. B OC ABpopa IPv6-nogaep»ka B iptables He 3aAB/IeHa;
2) /etc/connman/firewall.d/10-block-icmp-firewall.conf:
— |Pv4:
epaspewaetr  BxogAawme  ICMP-nakeTbl, OTAMYHbIE  OT  pPINg-NakeToB
(T.e. 6BNOKMPOBATb TONILKO BXOAALLME PiNg-NaKeTbl);
epaspewaetr wucxogauwme |ICMP-naKkeTbl, OT/IMYHbIE OT 3XO-pPing-nakeToB
(T.e. BNOKMPOBATH TONIBKO UCXOAALLMIA IXO-OTBET).
— |Pv6:
epaspewaetr  BxogAawwme  ICMP-makeTbl,  OTAMYHbIE  OT  pPINg-NakeToB
(T.e. BNOKMPOBATb TONLKO BXOAALLME PiNg-NAKeTbI);
epaspewaer ucxogAauwme ICMP-nakeTbl, OT/AMYHbIE OT 3XO-ping-nakeToB
(T.e. 6BNOKMPOBATb TONILKO UCXOAALLMIA IXO-OTBET);

3) /etc/connman/firewall.d/ll-allow-dccp-non-privileged-ports-
firewall.conf:

— ana IPvd n IPv6:
epa3pelsaeT Bxoasawmmn DCCP-Tpadumk Ha nopTax 1024:65535;

4) /etc/connman/firewall.d/ll-allow-sctp-non-privileged-ports-
firewall.conf:

— ana |IPv4 n IPv6:
epa3pellaeT Bxoaawmn SCTP-Tpadpumk Ha nopTax 1024:65535;
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5) /etc/connman/firewall.d/ll-allow-tcp-non-privileged-ports-
firewall.conf:

— ana IPv4 n IPv6:
epa3pewaeT BxoaAlwmnin TCP-Tpadurk Ha nopTax 1024:65535.

6) /etc/connman/firewall.d/ll-allow-udp-non-privileged-ports-
firewall.conf:

— ana IPv4 n IPv6:
epa3pellaeT Bxoaawmimn UDP-Tpaduk Ha nopTax 1024:65535;
epaspellaet Bxoaawm UDP Lite-Tpadumk Ha nopTax 1024:65535.
7) /etc/connman/firewall.d/l2-allow-ipsec-firewall.conf:
— ana IPv4 n IPv6:
epa3pellaeT Becb BxoaAwmn IPSec Authentication Header (AH)-Tpaduk;
epa3pelwaetr Becb BxoaAuwmni IPSec  Encapsulating Security Payload
(ESP)-Tpaduk;
8) /etc/connman/firewall.d/12-allow-ipv6-mobility-firewall.conf:
— TONbKo Ana IPv6:
epa3pellaeT Becb BxoaAwmn IPve Mobility Header (MH)-Tpaduk.

4.8.3.2. To4Ka aoctyna

KoHpurypaumsa pexkmma «Touka 40CTyna» peannsoBaHa Kak 40No/HUTEAbHAn onuus.
MpWY BKAIOYEHHOM PEXMME NPUMEHAIOTCA TE e NpaBuaa MO YMOIYAHMUIO, YTO M NPpKU Npueme
Bcero Tpaduka. bonee crtporve npasuna uabTpaumm Tpadurka MoryT ObiTb A40DaBNEHbI C
NOMOLbID MeHI0 HacTpoek. C 3aTon uenbto B dannbl KoHUrypaumm aobasneHa rpynna
[tethering], aHanorM4yHaa AMHaMMYECKMM NpaBMaam ANA rpynn.

NMPUMEYAHUE. MMpasuna «Todka AOCTyna» MNPUMEHAIOTCA TONIbKO ANIA PEeXXMMa
nepenayn aaHHblx nocpeacrsom cetn WLAN. Ona USB-pexxknma npasmaa no yYMOAYAHUIO
NPUMEHSAOTCA HE3AaBMCMMO OT KOHOUIypaUMM pexrmMma « ToYKa A0CTyna.

Mpasuna pexxmma «Touka A0CTyna» A0KHbI OblTb LLENOCTHBIMM M 3aBEPLUEHHBIMMU.
Mpn Hannymm xoTa Bbl 0oAHOro Habopa NpaBuA pexnma «ToyKa A0CTyNa» HMKaKMe NpaBuna
Mo YMOIYaHMIO He ByayT AobaBaeHbl, T.K. OHM NepeonpeaenstoT NoAb30BaTeIbCKMe NpaBmMaa
M pa3peLLatoT Becb TPaPUK.

[MosToMy, Hanpumep, MoryT ObiTb BK/IKOYEHbI Caeaytoline BXxoAdAllMe NpaBuaa,
paspewatowme TO0AbKO DHCP ©n DNS /etc/connman/firewall.d/42-tethering-

firewall.conf:

[tethering]

IPv4.INPUT.RULES = -p udp -m udp --dport 53 -j ACCEPT; -p tcp —-m tcp —--
dport 53 -7 ACCEPT; -p udp -m udp --dport 67 -j ACCEPT

IPv6.INPUT.RULES = -p udp -m udp --dport 53 -j ACCEPT; -p tcp —-m tcp —--
dport 53 -7 ACCEPT; -p udp -m udp --dport 67 -j ACCEPT
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4.8.3.3. ®annbl KOHOUrypaumm
4.8.3.3.1. ®opmart painna

Kaxaana rpynna onpeaenserca C MOMOLLbIO KBaApaTHbIX CKODOK — [], Hampumep,
[General]. Kaxkaplin KN4 perncTpo3aBmMCcMM M HanmMcaH NPOCTbIM TEKCTOM 6e3 Teros, 3a HUM
cnefyeT CMMBOA «paBHOY» (=). DTO 03HAYaeT, YTO BCe KAOYM A0 Hayana cneaytoLler rpynnbl
[] npuHagnexKaT aToM rpynne.

Hanpumep:

IPv4.INPUT.RULES = -p tcp -m tcp -j ACCEPT

Kaxabl KN4 NPaBuM/ MOMKET CYLLecTBOBaTb B OAHOW rpynne TONbKO OAWMH pas
(npoBepKy ocyllecTBAAEeT aHann3aTop gannos ktoden glib, obpabaTbiBaeTca TONbKO NEPBbIN
KAtoY).

Pasgenutens Ana NpasBui — TOYKa C 3anAToM (;).

MpaBunaa MoryT HbITb BbIKAOYEHbI MPX MOMOLLM CMMBOAA «#» B Hayane npasuna.

Hanpumep, BbIKNOYUTL MepBOE MpPaBuMAO --dport 23 W NPUMEHUTb MPABUAO
-—-dport 24:

#-p udp -m udp --dport 23 -j ACCEPT; -p udp -m udp --dport 24 -J ACCEPT

4.8.3.3.2. [lopagok obpaboTku

MNepBbIM 3arpyrkaeTcs bann OCHOBHOM KOHPUrypaumm
(/etc/connman/firewall.conf), Aa/fiee 3arpy*KatoTca oCTanbHble Galnbl KOHOUIYpPaLUK
U3 /etc/connman/firewall.d B andaBUTHOM NOPAAKE.

Mopsaaok 0bpaboTKkM NpasBun:

— KAouM 13 $arnoB 3arpy:Katotca B afPpaBUTHOM MNopAaKe, MO3TOMY Npasuia B
darne, Hanpumep, ¢ npepmrcom 00, byayT obpaboTaHbl U 40OABAEHbI MEPBLIMY;

— npasuaa u3 ¢alna OCHOBHOM KoHobMrypauum [o6aBnATcA B iptables
nocneaHVMM U CYMTAKOTCA OCHOBHbIMMU;

— eC/In BKNKOYEHbl ANHaMMN4eCKne rnpasunaa, TO OHU AO6aBﬂHDTCH B Ha4aa0 B
iptables.

Hanpumep:

1)  @ainbl KoHUrypauum 1 NOPALOK NX 06PabOTKM:

— 1: ocHOBHOM dann firewall.conf — coaepuT [General] (Obwme) npasuna u
yctaHasamsaeT POLICY (MonaunTtuky);

— 2: firewall.d/10-firewall.conf —cofaeput WLAN-npasuna;

— 3: firewall.d/20-firewall.conf —coaepxuT [General] (O6uwme) npaBuna;

— 4: firewall.d/30-firewall.conf — coaepxut [General] (Obwune) n WLAN-
npaBuna;

2) MpasBuna M3 npu 3anycke connman:

— npumeHaeTca [NonTUKa 13 NyHKTa 1;

— NopAaoK NnpuMmeHeHus Mpasun:

e npasuna n3 nyHkTa 3 [General];
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e npaBuna n3 nyHkta 4 [Generall;
e npasuna n3 nyHkta 1 [General];
3) Mpasuna M3 nocne BkatoveHns WLAN:
— nNpumeHseTca MNonnTmMKa n3 NyHKTa 1;
— NOpPAAOK NpumMmeHeHus Mpasun:
e npasuna n3 nyHkta 2 [WLAN];
e npasuna n3 nyHkta 4 [WLAN];
e npaBuna n3 nyHkta 3 [General];
e npasuna n3 nyHkTa 4 [General];
e npasuna n3 nyHkta 1 [General].
[Py NCNONb30BAHMM HECKOIbKMX Pa3HbIX NPaBUA:
— npasuna un3 pasgena [General] (O6bwwme). MocnegHee onpeaeneHne POLICY
(MonnTUKKM) NnepesanncbiBaeT NpeablayLine;
— MpaBWa U3 KaxKaA0ro Tmna rpynnbl 4006aBAAOTCA K CYLLLECTBYHOLWMM NPaBMaaM.
Mpwn gobaBneHnn nnm yaaneHmn ¢GannoB KOHGUrypaumm HeobxoaMmMOo BbINOAHUTb
KoMaHay:

systemctl reload connman

— eC/IM YCTaHOB/IEH HOBbIM NAKeT, 40CTaTOYHO BbINOJIHNUTL NEpe3arpysKy;
— npasuaa U3 HOBOro Gpamna KoOHPUrypaumm Aob6aBaATCA BO BHYTPEHHME CMUCKK
No NopAAKY, OAHAKO:
® MNOpPAAOK B iptableS KOPPEKTMPYETCA AMHAMMYECKMMU NpaBuMAamMM MNocne
BOCCTaHOBNAEHUA coeamHenma (Hanpumep, WLAN);
® NOpPsAAOK B iptables KoppekTupyetca [General] (O6wmmm) npaBunamm nocne
nepesanycka connman: NPUMEHAETCA TO/IbKO NPM HAaAMYMM NPABUA, KOTOPbIE A0MXKHbI ObITb
nobasneHbl B onpeaenieHHyto Mo3MUMI0O Ha OCHOBE MOPAAKA, ONpeaenaemMoro MMeHeMm
danna.
Mpn n3meHeHUn cyulecTsytowero darna KoHdUrypaumum HeobxoamMmo BbIMOAHUTb
KOMaHAay:

systemctl restart connman

ObHapy:KeHne Uu3MeHeHMn B dannax KoHpurypauum 6Oyaet peann3oBaHO B
cnenyroLmnx BepCcusx.

4.8.3.3.3. [pynnbl 1 KAOYN

Obuwume rpynnobl [General]:

— IPv4.INPUT.RULES = #Habop npasun B Tabauue filter, INPUT-uenoyka ans
npoTtokona IPv4;

— IPv4.OUTPUT.RULES = #Habop npasun B Tabanue filter, OUTPUT-UenoyKka ans
npoTokona IPv4;

— IPv4.FORWARD.RULES = #Habop npasun B8 Tabanue filter, FORWARD-Leno4Ka
AnAa npotokona |Pv4;
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— IPV4.INPUT.POLICY = #[MonnTMKa no ymonyaHuo ana 1abnunubl filter, INPUT-
ueno4yka (moxeT 6biTb ACCEPT nnn DROP);
— IPv4.OUTPUT.POLICY = #[MonnuTMka No yMOAN4YaHuio Ana Tabnuubl filter,
OUTPUT-ueno4vKa (moxeT 6biTe ACCEPT nan DROP);
— IPv4.FORWARD.POLICY = #llonutnka no ymondaHuto ans Tabauubl filter,
FORWARD-uLenou4Kka (moxeT 6biTe ACCEPT nnn DROP);
— IPv6.INPUT.RULES = #Habop npasun B Tabamue filter, INPUT-uenoyka ans
npoTokona IPv6;
— IPv6.OUTPUT.RULES = #Habop npasmn B Tabamue filter, OUTPUT-Leno4Yka ans
npoTtokona IPv6;
— IPv6.FORWARD.RULES = #Habop npasun B Tabamue filter, FORWARD-UenouKa
Ana npoTokona IPv6;
— IPv6.INPUT.POLICY = #MonnTnKka no ymonyaHuto ana tabnamupl filter, INPUT-
Leno4vka ansa npotokona IPve (moxeT 6biTo ACCEPT nnn DROP);
— IPv6.OUTPUT.POLICY = #[MonnuTMka No ymMoAn4aHuo ana Tabnmubl filter,
OUTPUT-ueno4yka ansa npoTtokona IPve (moxeT 6biTb ACCEPT nnam DROP);
— IPv6.FORWARD.POLICY = #llonntnka no ymondaHuto ans Tabnuubl filter,
FORWARD-ueno4Kka ana npotokona IPv6 (moxkeT 6biTe ACCEPT mnn DROP).
[Hammnyeckme rpynnsl N0 TUNAM YCTPOMCTB:
— rpynna akTUBUPYETCA NPU BbI3OBE CNYXKObl connman AaHHbIM TUNOM YCTPOMCTBA
(Hanpumep, WLAN-noakntoueHme);
— KaXAbl TUN NpaBuia byaeT coaep:katb B cebe nHTepdenc cepsmca (Hanpumep,
oana INPUT-npasun byaeT ycTaHOBNEH NapaMeTp —-i <interface>);
— Tpynna MOXeT CoAepKaTb caeaytolme Kaoumn (Takme e, kak B pasaene Obuine
[General]:
e |Pv4.INPUT.RULES =;
e |Pv4.OUTPUT.RULES =;
e |Pv4.FORWARD.RULES =;
e |Pv6.INPUT.RULES =;
e |Pv6.OUTPUT.RULES =;
e |Pv6.FORWARD.RULES =;
— npeaonpeaeneHHble rpynnbi:
e [unknown] — He Mcnonb3yeTcs UAKN He NOAAEPKNBAETCA, HO ABNAETCA YaCTbHO
BHYTPEHHUX TUTMOB yCTpOPICTB connman,
e [system];
[ethernet];
[wifi];
[bluetooth];
[
[gp

cellular];
gpsl;
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* [vpn];
* [gadget];
[p2p];
e [tethering] — HacTpoOMKK, NpUMeHAEeMble ANA peXXMMa « ToYKa AOCTyna».
MPUMEYAHMUE. Mpu Hannumm npobnem c pexxmmom «TouyKa A0CTyna» HeobxoaAnmo

nobaBuTb cneaytoume ctpokn B rpynny O6uwme [General]: Hanpumep, 95-tether-
override-firewall.conf:

[General]
IPv4.INPUT.RULES = -i tether -j ACCEPT
IPv6.INPUT.RULES = -i tether -j ACCEPT

4.8.3.3.4. ®opmat npasun

BbinonHatoTcA cnepyrouime npasun iptables-popmaTa
(https://www.frozentux.net/iptables-tutorial/iptables-tutorial.html):

— ONuUMM NPOBEPAITCA ANA KaxkA0ro NPoTOKoAa U/MAK TUNa COOTBETCTBUS;

— 3Ha4yeHWA oNnuUKMi NPOBEPSAOTCA Ha BE/IMYNHY WU TUM 3HAYEHUA;

— eC/I NPaBMIO He CYLLeCTByeT B iptables, OHO UIHOPUPYETCA aHa/IM3aTOPOM
npasun;

— OTpMUAHMA NOAAEPHKMBAKOTCA KaK B iptables.

[MlocKonbKy B nepBoM Bepcun MID noadepkKMBAOTCA He BCeE BO3MOMKHOCTM
nepekntoyaTenem (switches) ANA iptables, NepekNtoYaTeNN, KOTOPbIE connman HE MOMET
no6aBUTb, UITHOPUPYHOTCA iptables:

— MmoamdukaTopsbl Lenoyek: -a, -D, -X, -F, -I, -P, -E, -R, -Z
(M UX ANVMHHbIE 9KBMBAMIEHTbI):

® HOBblE WM CYLLECTBYIOWME LENOYKM HE USMEHAIOTCA NpaBuaamn. Bce npasumna
M3 noaYMHATCA JIOTMKe connman, B KOTOPOM NoA0OHble MOAMDUKATOPLI He
npeayCMOTPEHDI;

® B C/yyYyae BO3HUKHOBEHWA HEODXOAMMOCTU Takme MOoANDUKATOPbI MOTYT ObIThb
nobaBsieHbl B AanbHeNWwem;

— YKasaTesnm MmecTa HasHadeHua ana DNAT: --to-destination, --from-
destination;

— nepekntoyatenn ¢parmeHTMpoBaHua: -£, --fragment;

— Mepekntyatens Bepcun |IP-npotokona: --ipv4d, -4, --ipvé, -6;

— MepekatYaTenn CooTBEeTCTBMA (-m), KOTOPble He NoAAEPHKMBAOTCA:

e |[Pv4: -m comment, -m state, -m iprange, -m recent, -m owner, -m
sctp, -m dccp, -m hashlimit, -m icmpv6/ipv6o-icmp;

e |Pv6: -m comment, -m state, -m iprange, -m recent, -m owner, -m
ttl, -m sctp, -m dccp, -m mh, -m hashlimit, -m frag, -m icmp,

® BblllleyKa3aHHble MNepekatYaTeny Bbi3biBaan cbonm B iptables  MAM
HenpaBW/IbHO onpeaenanu sepcuto |IP-npoTokona.

Llenn M3 (-7 TARGET) COOTBETCTBYIOT LeNAM iptables no ymonyanuto: ACCEPT,
DROP, REJECT, LOG n QUEUE.

103




1 OTOKPI:ITAFI
PyKoBOACTBO aAMMHUCTPATOPA l HHE%"&?S’B'G;’?

MpoTokonbl M3 (-p protocol) aHaNOrM4YyHbl MNPOTOKONAM iptables: tcp, udp,
udplite, icmp, icmpvé, ipvé6-icmp, esp, ah, sctp, mh (ToAbKo Ana IPv6) n
crneuyasibHOMY KAK04eBOMY CNOBY all.

Kaxaoe npasuno:

— OO/IKHO MMeTb MUHUMYM 1 uenb (-j/--jump TARGET or -g/--goto TARGET);

— MoXeT mmeTb oT O go 1 coOoTBETCTBMA MO MNPOTOKOAY (-p/--protocol
protocol);

— ana SCTP-, DCCP- n MH-npOTOKO/1I0B, MEXaHW3M COOTBETCTBMA MPOTOKO/Ia He
MOXeT BbITb MCNO/b30BaAH, HaNnpMmep:

-p sctp -m sctp --dport 22 -j DROP (He OyneT paboTaThb, HO)
-p sctp --dport 22 -3 DROP (OynmeT paboTaTh)

— MoxeT umeTb oT 0 A0 2 yKkasaTeneln cootseTcTama (-m/--match match).

Hanpumep, 4Tobbl paspewnTs Ana telnet ogHy NONbITKY COEAMHEHUA B CEKYHAY,
HeobXo0AMMO YCTaHOBUTb:

-p udp —-m udp --dport 23 -m limit --limit 1/second --limit-burst 1 -7
ACCEPT

— MOXET UMETb:
e o7 0 10 2 nepekatoyaTenein NnopTos ¢ onumein obbluHOro NopTta (0AHO U TO e
HanpaB/feHMe He MOMeT MCMNoNb30BaThCA ABaxabl). C MoAMDMKATOPOM MPOTOKO/A

01n<protocol>):——destination—port, --dport, --source-port, --sport;
e 0T O oo 1 nepekntoyaTend NOPTOB C MY/NbTMNOPTOM. BmecTe C ykasatenem
COOTBETCTBMA -m multiport BO3MOXHO WCMO/Ab30BaATb: --destination-ports, --

dports, ——source-ports, —--sports, --port, —--ports W NEPEK/NOYHYATENN;

— MoXeT umeTb oT O A0 2 ykKasaTeneh mecta HasHadyeHua (04HO M TO Ke
HanpaBfeHNe He MOXKeT WCNONb30BaTbCA [ABaXKAbl). --source, --src, -s, —-
destination, --dst, -d,

— Kaxgoe npasuno pasgena [General] (Obwme) moxeT umets ot 0 go 2
nepekatoyatenen nHtepderica (04HO M TO Ke HanpaB/eHNe HEe MOXKET MUCMO/1b30BaTbCA
NBa)Abl). -—in-interface, -i, --out-interface, -o.[lepekntoyaTenn nHtepdelica
MTHOPUPYIOTCA B AMHAMMYECKMX NpaBUaax, npedHasHavyeHHbIX 418 TUNOB YCAYT (service
types).

4.8.3.3.5. YcTpaHeHMe Henonaaok

Mpn pabote ¢ MI B cay4ae BO3HMKHOBeHMA npobaembl ceTu/iptables (M3)
HEeobX0AMMO BbIMONHUTL CAeAyoLIMe AeNCTBUA:

1) HacTpounTb 6a30BbIt MOHUTOPUHT PaboThbl iptables ans cneaytouLx NPOTOKONOB:

— |Pv4:

watch -n 1 iptables -t filter -L -v -n

— |Pvb:

watch -n 1 ipé6tables -t filter -L -v -n
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2)  [na BbIXxo4a U3 NPOrpammbl HaxaTb codeTaHme Knasuil «Ctri» n «Cx»;

3) [poBepuTb BbIBOA WM KOAMYECTBO cOpolleHHbix naketoB B INPUT-uenouke
(nonntmnka DROP);

4)  3anyctutb Ml 1 NpoBepuTb, KaKMe CHETYMKM YBENNUYMBALOT CBOE 3HAYEHME.

MPUMEYAHUE. Ecnm ceTeBble nakeTbl cbpacbiBatoTca, cyetunk DROP  byaet
yBENMYMBATL CBOE 3HayeHMe. CYETYMKM MaKeToB ANA KaxXaoro npasuna oyayT
YBEIMYMBATLCA, €C/IN NAKETbl COOTBETCTBYIOT 3TOMY MNPaBUAY;

5) Ecnm npobnema B pabote MI1 BO3HMKNG M3-3a cOpacbiBaHMA MAKETOB,
Heobxo4MMO BbINONHUTbL CAeaytoLlme AeNCTBUA:

— ONA  BPEMEHHOro pelleHna (AencTByeT A0 Nepesarpy3km  CUCTEMbI),
pa3peLlatolero Becb TPaduK Mo YMONAYAHUIO CAeAYHOLLMX MPOTOKONOB:

e 1A IPv4 BbINONHUTbL KOMaHAY:

iptables -t filter -P INPUT ACCEPT

e N4 |IPv6 BbINO/IHUTE KOMAHAY:

ip6tables -t filter -P INPUT ACCEPT

— Ans pelleHmn Ha NOCTOAHHOM OCHOBE co3aaTb dann
/etc/connman/firewall.d/99-accept-all-firewall.conf, [A00aBUTb B HEro
cneayrouime CTPOKM:

[General]
IPv4.INPUT.POLICY ACCEPT
IPv6.INPUT.POLICY = ACCEPT

— n nepesanyctntb Ml connman:

systemctl restart connman

Echn cuctema He 3arpy=xaeTtcA, HEO6XO,£I,VII\/\O I'IepePITI/I B peXXmm BOCCTaHOBIEHNA U
3aMnncaTb B cbaf/'m onunn, ykasaHHblIe Ha LWare 4, nna peweHnAa Ha NOCTOAHHOM OCHOBE.

4.9. KOHTPOb LLeNOCTHOCTH

MNMoacuctema KL, OC ABpopa CAYyXMUT AO01A TMPOBEPKM HEU3MEHHOCTM cpeapbl
BbIMO/IHEHMA, OMOBELWEHMA MN0/Ab30BaTeNs 00 M3MEHEHWM  KPUTMYECKM  BaKHbIX
KOMMOHEHTOB, a TaKXe 3anpeLlaeT 3arpysky 1 UCNo/ib30BaHME CUCTEMbI MPU HApYLLEHUN ee
LLe/1I0CTHOCTW.

B OC Aspopa KL, peasin3oBaH C MOMOLLbIO MPOrPaMMHOro KOMMNOHEHTa integrityd,
KOTOPbIN NpeacTaBAseT cobom AeMOH ANA YNPaBAEHUA U MPOBEPKMN LENOCTHOCTU AaHHbIX. B
oTAn4YMne oT ApYyrnx MHCTPYMEHTOB integrityd ncnonbsyet oN
(IMA 1 secureboot) Kak UCTOYHUK A0BEPUA.

MPUMEYAHUE. Kaxkapin yctaHasameaembin B OC ABpopa naket MO Ao/KEH MMETb
undposyto nognuce (n. 2.3.2).
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Integrityd OTBeYaeT 3a ynpaBaeHne n BepndrKaLmto UeaoCTHOCTM 0O BEKTOB, Npu
3TOM noA oH6bekTamm NOHUMatOTCA 0ObIYHbIE Palinbl, ELF-dalnbl u pazaensl. O6beKTbl MOTyT
00beAMHATLCA B FPYNMbl, TAKXKE MOXKET OblTb YCTAHOBAEHA MePaPXUa rpynn.

MHPopmauma o 3anycke/3asepweHun npoueaypbl KLU ©n  ee pesynbTaTax
3aMMCbIBAETCA B CUCTEMHbIM XypHaa, NPOCMOTP KOTOPOro OCYLWECTBAAETCA C MOMOLLbHO
MIT «ypHan».

ABTOMATMYecKM, 0e3 HeobxoAMMOCTM crneumanbHbiX AENCTBUM CO  CTOPOHDI
aamuHucTpatopa, OC ABpopa oTC/iexxmnBaeT caeaytollee:

— Le/IOCTHOCTb YcTaHaBAnBaembix naketos 1O dopmaTta .rpm (n. 2.3.2);

— LLe/I0CTHOCTb 3arpy*Kaemblix BHELWIHUX MOAY/IEN YPOBHA AAPa;

— LLe/IOCTHOCTb BCEX MCMOAHAEMbIX Galn0oB NpM NOMbITKE UX 3aMNyCKa;

— LLe/I0CTHOCTb Pa3aenos.

B cnyyae HeobxoammocTn BbiNnoAHUTL KL npowmssonbHoro ¢anna, ELF-panna,
pPa3fenos UK FPynnbl pa3aesioB cieayeT UCNOIb30BaTb YTUAUTY integrityd, ZOCTYNHYO B
MM «Terminal», koTopasa NnpumeHseT 3l KaK MCTOYHMK A0BEPUA.

BHUMAHUE! T[epen BbinonHeHnem KL Tpebyerca o06paTuTb BHMMaHWE Ha
cneayroulee:

— MNpoBepKa LENOCTHOCTU YyKa3aHHbIX GalaoB MO YMOAYAHWUIO MNPOM3BOAMTCA
Kaxkablh pa3 npum 3arpyske OC ABpopa, a Takxe B 00:00 yacoB 0AMH pa3 B CYTKY;

— BpemAa 3arpy3km OC ABpopa yBeAMYMBAETCA MNPOMNOPLMUOHANBHO KOAMYECTBY
dannos, Tpebyembix ANA MPOBEPKU LENOCTHOCTM, T.e. YyeM Oonblie CnMcok ¢alnos Ha
NpoBepKyY, TeM DO/bllE BPEMEHM 3aHUMAET NPOBEPKA LLe/IOCTHOCTH;

— MpU NpoBepKe LEeSIOCTHOCTU BbINOJIHAIOTCA MaTeEMATUYECKMe onepaummn, 4To
NPUBOAMUT K MOBbLIWEHMIO WCMNO/Ib30BAaHMA pPecypcoB MNpoueccopa, cneaoBaTesibHO, K
yBe/IMYEHMIO pacxoaa 3apAaaa akkymyaatopa MY.

MPUMEYAHUE. B pe3ynbTaTe NoayyeHMa OT CeEPBMUCA integrityd OTPULATENBHOTO
CTaTyCa NPOBEPKU LLeOCTHOCTM, KOTOPbIN CBUAETENLCTBYET O HapyWeHUN LUeNoCTHOCTH,
noctyn Kk OC ABpopa ONOKMpyeTCcA KOMMOHEHTOM securityd. B 3Ttom cnyyae
Heobxoaumo nepenatb MY aaAMUHUCTPATOPY AN NOBTOPHOM ycTaHoBKK OC ABpopa.
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5. PEKOMEROAUWMU MO YCTPAHEHNIKO BOSMOMXHbIX OLLUNBOK

[lecTBmA No YCTPaHEHNIO BO3MOXHbIX OLIMBOOK npuseaeHbl B Tabanue (Tabamua 6).

Tabnunua 6
Ne Owwnbka MpuynHa/pekomeHaaLmMmM MO YCTPAHEHUIO

1 HeBO3MOXHO Ona nonydenuma obHosneHms OC ABpopa TpebyeTca aocTyn K
BbIMO/HUTb onpeaeneHHbIM pecypcam npeanpmaTnsa-paspaboTymka.
0OHOBNEHMUS, T.K. HE TakoM A0CTYyN NPeaoCTaBAAETCA KAMEHTaM, 0GOPMUBLLMM
paboTaeT KHOMKa TEXHMYECKYIO NOAAEPKKY, BKIHOYAIOLLYHO YCAyry 0OHOBNAEHMSA
«3arpy3nTb» OcC.

Bonee noapobHas MHPOPMaLMA AOCTYNHA NO INEKTPOHHOWN
no4yrte support@omp.ru

2 He nony4vaetcs YctaHoBKka M1 Ha MY, GyHKUMOHMPYIOLLEE NOA,
ycTaHoBUTb M ynpasneHnem OC ABpopa, BO3MOXKHa caeayoWmMmm

cnocobamu:
— cucnonb3osaHmem MMO «ABpopa LeHTp», pa3BepHyTOM
ONA KOMNAHUU-KAMEHTA: BHYTPM NepMmMeTpa opraHm3aumm
AWy BHellHero noctaswuKa (UT-mHTerpaTopa);
— HenocpeacTBeHHO Ha MY B pexnme paspaboTymka. [aa
nepekntodeHns MY B AaHHbIN peXnum Heobxoammo
BbIMO/IHNTb ONepaLumn, ONMCaHHbIE B IOKYMEHTEe
«PyKOBOZCTBO NOJIb30BATE/NIAY;
— u3 rpaduyeckoro nHTepderca OC ABpopa;
— Cucnonb3oBaHnem MI «Terminal»

3  |Owwnbka ceptndmkata |OaNH N3 AOBEPEHHBIX CEPTUPMKATOB, BXOAALLMX B TPETbE
nokonenue OC, yctapen, B pe3ynbraTe 4ero dbina yTpayeHa
[,0BEPEHHOCTb PecypcoB, NOAMMCAHHbIX TAaKMMM
cepTudmKaTamm

4 |Tlpwn nonyvyeHnmn Mpobnembl ¢ ceTeBbiM goctynom MY k MMO. Ecan npu
obHoBneHn c MMNO cKauymBaHmm MI1 npomncxoamuT ceTeBOM Pa3psbiB, TO
«ABpopa LeHTp» nocneaytoume Ml cTaHOBATCA B odepeb M UX YCTAHOBKA He
oTobparkaeTcs npouCXoamnT
coobueHme
«Appmanager is busy»

5 OTobpakaetca YcTaHOBAEHHbIM Ha MY mdm-KaneHT (Hanpumep, KIUeHT
coobuleHme MNO) 3anpeLaeT o6HOBNEHUS Yepes nHTepdeinc MY
«YnpasneHue
obHoBneHnem OC
3anpeLleHo»
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Ne Owwnbka MpuynHa/pekomeHaaLmMm MO YCTPAHEHUIO
6 | MY 3a610KMpOBaHO, Heobxoammo obpatntbca K aammHuctpatopy MY nnbo
TpebyeTca Koa aoctyna |onepatopy MMNO ana cbpoca napona MY, NOAKAOYEHHOTO K
cetn NHTepHeT
7 Mpun yctaHoBKke RPM Ha |HecoBmecTumocTb Katoven B OC 1 KAtoYer, KOTOPbIMM
MY BO3HMKaeT owmnbka |noanmcaHo M.
Heobxoamumo nepenoanucatb MIM anbo ncnonbsosatb OC ¢
KN0YaMK, COOTBETCTBYOWMMN MT]
8 |Monb3oBaTens 3abbin  |Heobxoanmmo 0bpaTMTbCA K aAMUHUCTPATOPY Aaa cbpoca
Kopa, 6e3onacHocTn MY |napons MY
9 |AoMmuHUcTpaTop 3abbin |Heobxoammo nocnenoBaTeNbHO BbIMOAHUTL CAeaytouLme
Kog b6esonacHocTn MY | aencTeuA:
— BBecTn MY B Recovery Mode (BbikatoYnT MY
O4HOBPEMEHHbIM HaX¥KaTUeM KHOMKMN YyMeHbLUEeHNA
FPOMKOCTM M KHOMKM BKAtoYeHUA MY), B pe3ynbTaTe Yero Ha
9KpaHe oTobpasunTca ctpoka «Recovery: Connect USB cable
and open telnet to address 10.42.66.66»;
— noaknuntb MY K 3BM yepe3 USB-kabens;
— OTKPbITb TEPMMHAN M BBECTU KOMAHAY: telnet
10.42.66.66;
— BblbpaTb NYHKT «Reset device to factory statey;
HaaTb «Enter» 5 pas, nocne yero oxunaats « Wipe Device»
10 [lMocne 3arpy3Kku Ybeamsimncs, 4to MY nmeet AocCTyn K ceTu MIHTepHEeT n
obHoBneHnn Ml Ha MY |3apsg akkymynstopa MY coctasnaeT He meHee 50%,
OHO He 06HOBMNOCH HeobX0AMMO OCYLLECTBUTb MPUHYANTENBHOE OOHOBNEHME,
BbINO/HMB CAeAyoLLMe AEeNCTBUA:
— OTKPbITb DKPaH NPUAOXKEHMN, NpoBeaa No JomalwHemy
3KpaHy CHWU3Y BBEpPX;
— NepenTn B MyHKT MEHIO CMCTEMHbIX HAaCTPOEeK
«ObHoBneHna OC ABpopa», nocne Yyero BbIbpaTb NYHKT
«MpoBepnTb Hannyme oO6HOBAEHNIY.
Ecnan nocne BbINOAHEHWA ONMCaHHbIX AencTtenin Ml He HBbino
yCTaHoBAEHO B0 06HOBNEHO, HEOHXOAMMO NPOBECTU
aHan3 CUCTEMHbIX cooblleHnin (noapasaen 4.1)
11 |HeB03MOXKHO cOpocKTb |[daHHas GYyHKLUMA OTKAKOYEHA C MOMOLLbIO MOAUTUKM
MY K 3aBOACKMM H6e3onacHOCTM, HeEOBXO0AMMO OTKAKOUUTL AAHHYHO NOAUTUKY B
HaCTPOMKam MeHto 6e3onacHocTh (noapasaen 4.3)
12 |HepocTynHbl HaCTPOMKM |[daHHas GYHKLMA OTKAOYEHA C MOMOLLbIO MONUTUKM

AaTbl N BpEMEHMUN

6e30MacHOCTX, HEODXOAMMO OTKOUMTL AAHHYIO NOJUTUKY B
MeHto be3sonacHocTh (nogpasaen 4.3)
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NEPEYEHb TEPMWHOB M COKPALLEHUN

B HacToAwWwem [OOKYMeHTe MNpPUMHATLI Ccheaylowme TepMUHbl M COKpalleHMA

(Tabnunua 7).

Tabnuua 7

TepmunH/

P PacwndposkKa
CokpauieHune
AAMUHUCTPATOP Monb3oBaTenb, obnafatowmii NpaBamm Ha BbINOSHEHME ONepaLmi,
CBA3AHHbIX C aAMUHUCTPUPOBAHMEM CUCTEMDI

b basa gAaHHbIX

Bepcuma OC Aepopa

1.KopnopatmneHaa Bepcua - ncnonHeHmne OC Aspopa,
npeaHa3HavYeHHoe A5 OpraHM3aUmMmn A0BEPEHHbIX MODUAbHbIX
Paboymx MecT, Ha KOTOPbIX HEe NpomncxoamT obpaboTKa
nHboOpPMaLMK, NoaNeKaLlen 3aWmTe B COOTBETCTBUM C
3aKOHOAaTeNbCTBOM Pd;

2.CepTndunumpoBaHHasa Bepcus - ncnonHeHmne OC ABpopa,
npouleauiee cepTUPUKAUMOHHbIE UCMbITAHNA B CUCTEME
cepTUPUKaLMmM HOPMaTMBHbIX perynstopos PO (OCTIK Poccun,
®CB Poccum), umetolee COOTBETCTBYHOLLMIA KOMNAEKT
NPOrpammHbIX JOKYMEHTOB U FOTOBbIE K CEPUMHOMY MPON3BOACTBY.
MpeaHa3HavyeHbl ANA OpraHn3aumm 40BEPEHHbIX MODMAbHbBIX
Paboymx MecT, Ha KOTOPbIX NPoOUCXoAMT 0bpaboTKka MHGopMaL MK,
noAnexallen 3aumre B COOTBETCTBMM C 3aKOHOAATENbCTBOM PO.
MoryT ncnons3oBatbca B [MC, Ha 06bekTax KM 1 B MHbIX
perynmpyembix NC

2DA [ByxdaKTOpHan ayTeHTUPMKaLUMA

nc NHbopMaLMOHHas cMcTema

NPBO NHTepdpenc PyHKUMOHANbHBIX BO3MOKHOCTEN HE30MACHOCTH

KeoTa Ob6bem AMCKOBOro MPOCTPAHCTBA, BblAENAEMOrO
aAMMHNCTPATOPOM A4 3aNMCKU AAHHbIX YY4ETHbIX 3anmncen
NoNb30BaTeNEM

KL, KOHTPO/1b LENOCTHOCTH

M MobunbHoe npmuaoxeHne

MY MobunbHoe yCTPOMCTBO

M3 MexceTeBoe 3KpaHMpOBaHMe

OC OnepaunoHHadA cMcTeMa
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MNepekntoyaTens dnemeHT nHTepderca OC ABpopa, NpeAcTaBAAOWMIA CODON

CBETALLYHOCA TOYKY, PaCNOOXKEHHYIO B Mnoae, n I'IO3BO/'IF|I-OLLI,I/IDI
Bbl6paTb O4HO 13 COCTOHHVIM, Yyalwle BCero Bra4eHme mnian
BbIK/TIOMEHWE. |_|pl/l dKTUBaAUNK NeperkIoYaTe/IA TOYKa Ha4YMHAET
CBETUTBLCA ApYHE, HEM B HEAKTMBHOM COCTOAHNN

Monb3oBaTenb JInuo, ncnonbaytollee CUCTEMY A1A BbINOHEHWUA 3a/10KEHHbIX B
Hen QyHKUMI

MNpeanpusatue- ObwecTBo C OrpaHMYeHHON OTBETCTBEHHOCTbIO « OTKpPbITaA

pa3paboTumk MobunbHan nnatpopma» (OO0 «OTKpbITad MobunbHas
nnaTpopma)

Nno MporpammHoe obecneyeHne

rnro MpuknagHoe nporpaMmHoe obecneveHme «Apopa LleHTp»

MNP, [paBuia pasrpaHUYeHna 40CTyna

Cynepnonb3oBatenb |[lonb3oBaTens, obnaaatowmii npaBamm Ha BbiNoHeHMe Beex be3
MCKAOYEHMA onepaLmii B cMcTeMe (B CUCTEME MMEET JIOTUH «root»)

ToKeH AyTeHTUOUKALMOHHbIE AaHHbIE, KOTOPbIE BblAAOTCA NOAb30BATENIO
noc/ae ycnewHom aBTopmM3aumm 1 ABAAIOTCA KAKOYOM 414 A0CTyna K
cnykbam

yu, YaocToBepAoLWMn LEHTP

®BO ®PyHKUMOHANbHbIE BO3MOXHOCTHN 6e30onacHOCTH

dC dannosasa cuctema

2BM DNEeKTPOHHO-BbIYMCANTENIbHAA MALLUMHA

Sl DNEeKTPOHHAaA Nnoanunch

ACL Access Control List — cnncok KOHTpoNA AOCTyNa

DAC Discretionary Access Control — AncKpeumoHHoe pasrpaHmyeHmne
npas AOCTyna

eMMC Embedded Multimedia Memory Card — BcTpoeHHasn
MyAbTUMEAMNHAA KapTa NaMATH

GID Group IDentifier —naeHTUPMKaTOP rpynnsbi

GUI Graphical User Interface - pa3HOBWAHOCTb NO/1b30BATENBCKOTO
nHTepdelica, B KOTOPOM 3/1eMEHTbI MHTepdelica (MeHto, KHOMKK,
3HAYKM, CMUCKM), NPeaCTaBAeHHbIe NONb30BATENIO Ha ANUCTI/IEE.,
NCMONIHEHbI B BUAE rpaduyeckmnx n3obparkeHuni

HPET High Precision Event Timer - Tanmep cobbITUN BbICOKOM TOYHOCTM

IMA Integrity Measurement Architecture - mexaHM3mM NPoOBeEPKU
noAanucK BUHapHbIX Gannos

MD5 Message Digest 5 — 128-6UTHbIM aATOPUTM XELNPOBAHMS
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MTP Media Transfer Protocol — ocHoBaHHbI Ha PTP annapaTHo-

HEe3aBUCKMMbIM NPOTOKO/, pa3paboTaHHbIM KomnaHuen Microsoft
ANA NoAKN0YEHNs UMDPOBbLIX NMAEEPOB K KOMMbOTEPY

NFC

Near field communication - TexHonorma 6ecnpoBoAHOM Nepeaaym
AaHHbIX Maa0ro paauyca AeNCTBMA, KOTopaa AAaeT BO3MOXHOCTb
obMeHa JaHHbIMKU MeXK Ay YCTPOMCTBAMM, HAaXOAAWMMMCA Ha
paccToaHMm okono 10 caHTUMeTpoB

PID

Process IDentifier — naeHTMdMKaTOp Npouecca

PIN-kon

Personal Identification Number - nepcoHanbHbIM KOA, COCTOALLMA
n3 4 undp, NnpeHa3HaYeHHbIM ANa NoayYeHnsa goctyna K SIM-kapTte
M NPeaoTBPaLLAOLWLINA ee HeCAaHKLUMOHUPOBAHHOE NCMNO/1b30BaHMe

PUK-koz,

Personal Unlock Key - nononHuTenbHbIM Koa, cocToAlmni 13 8 undp
N NPUMEHAEMbIN ANa pa3baoknmposKkK SIM-KapTbl nocne
HeyZa4yHOoro BBoaa 3HavyeHuma PIN-koaa 3 pasa noapag,

RPM

Red Hat Package Manager — meHeaxep naketos Red Hat
ob603HayvaeT aBe cywHocTh: dopmaT naketos 1O (RPM-nakeT) u
nNporpamma, co3gaHHas ANa ynpasaeHUa STUMIN NakeTamMu.
[porpamma No3BOAAET YyCTaHaBAMBATb, YAaNATb M 06HOBAATHL 10

RPM-naket

®ann dopmata RPM, no3BonatoLMi YyCTaHAaBANBATb, YAANATb U
0OHOBNATbL NPUNOKEHME Ha MY

SIM

Subscriber Identification Module — moaynb naeHTUdUKaLMm
aboHeHTa

SSuU

SourceSafe ana Unix — yTnunmTta, obecne4ymBatollaa A4OCTyn M3
KOMaHAHOW CTPOKM K JTIOKA/IbHbIM 1 YAaNEHHbIM PENO3UTOPUAM
Source Safe/VSS uepes TCP

SSH

Secure SHell — ceTeBoOM NPOTOKON NPUKNAAHOTO YPOBHS,
NO3BONAOWMIA NPOU3BOANTL yaaneHHoe ynpasieHne OC u
TYHHennposaHue TCP-coegnHeHU (Hanpumep, a8 nepenaym
dannos)

uiD

User Identifier — naeHTMdMKaTOp NONL30OBATENA

USB

Universal Serial Bus — yHMBepcasnbHas nocaenoBaTeNbHan WMHA

VPN

Virtual Private Network — BupTyanbHaa 4YacTHas ceTb, 0606LIeHHoe
Ha3BaHMe TeXHOOrMIA, NO3BONAIOLIMX 0BecneynTb OAHO AU
HECKO/IbKO CETEBbIX COeAMHEHWNI (TOrMYECKYIO CETb) MOBEPX APYroM
cetu (Hanpumep, cetn MIHTepHeT)

WLAN

Wireless Local Area Network — 6ecnpoBoaHaa 10KanbHaA CeTb
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NMPUNOKEHNE 1

OnucaHue komaHab! RPM

NMA: rpm — meHeakep RPM-nakeTos.

OB30P

3AMPOC N NMPOBEPKA MNMAKETOB:
rpm {-g|--query} [onumm—-BEHIOOPa] [ONUMM-3aIpoca]
rpm {-V|--verify} [onuum-BmOopa] [onumMm-npoBepKH ]
rpm --import PUBKEY
rpm {-K|--checksig} [--nosignature] [--nodigest]

PACKAGE FILE

YCTAHOBKA, OBHOB/TIEHVE U YOATEHWE NMAKETOB:

rpm {-i|--install} [onumm-ycraHoBku] PACKAGE FILE
rpm {-U|--upgrade} [onumum-ycranoeku] PACKAGE FILE
rpm {-F|--freshen} [onumm-ycranoeku] PACKAGE FILE

rpm {-e|--erase} [-—-allmatches] [--nodeps] [--noscripts]
[--notriggers] [--repackage] [--test] PACKAGE NAME
PA3HOE:

rpm {-—-initdb|--rebuilddb}

rpm {--addsign|--resign} PACKAGE FILE
rpm {--querytags|--showrc}

rpm {--setperms|--setugids} PACKAGE NAME

onun BbIBOPA:

[PACKAGE NAME] [-a,--all] [-f,-—-file FILE]

[-g,-—group GROUP] {-p,--package PACKAGE FILE]
[--fileid MD5] [--hdrid SHA1l] [--pkgid MD5] [--tid TID]
[--querybynumber HDRNUM] [--triggeredby PACKAGE NAME]
[--whatprovides CAPABILITY] [--whatrequires CAPABILITY]

onunn 3AMPOCA:

[--changelog] [-c,--configfiles] [-d,--docfiles] [--dump]
[--filesbypkg] [-i,--info] [--last] [-1,--1list]
[--provides] [-—-gf,-—-queryformat QUERYFMT]

[-R, ——requires] [--scripts] [-s,--state]

[

--triggers,--triggerscripts]

onunn NMPOBEPKMN:

[--nodeps] [--nofiles] [--noscripts]
[--nodigest] [--nosignature]

[--nolinkto] [-—-nomd5] [--nosize] [—-—-nouser]
[--nogroup] [--nomtime] [--nomode] [--nordev]

onunn YCTAHOBKW:

[--aid] [--allfiles] [--badreloc] [--excludepath OLDPATH]
[-—excludedocs] [-—-force] [-h,--hash]
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[--ignoresize] [--ignorearch] [--ignoreos]

[--includedocs] [-—-justdb] [--nodeps]

[--nodigest] [--nosignature] [--nosuggest]

[--noorder] [--noscripts] [--notriggers]

[--oldpackage] [--percent] [--prefix NEWPATH]

[--relocate OLDPATH=NEWPATH]

[--repackage] [--replacefiles] [--replacepkgs]

[--test]

OMMCAHWME: RPM —3T0 meHeaxep NakeToB, KOTOPbIM MOXKET OblTb MCMOAb30BaH AN1A
CcOOpPKM, YCTAaHOBKM, 3anpoca, NpoBepPKM, OBHOBAEHMA M yaAaNeHNA OTAENbHbIX MPOrPaMMHbIX
naketoB. RPM-nakeT coaepuT apxms c darnaMmm M MeTagaHHble, UCMONAb3yemble ANA
YCTAQHOBKM W ydaneHua $annoB AaHHOro apxvmsa. MeTadaHHble BKAOYAKOT CLEHApUK,
aTpunbyThI dannos 7 NHGOPMaLMIO C OnucaHuem RPM-nakeTa.
RPM-nakeTbl moryT ObiTb ABYX TWMNOB: ABOWYHbIE, WUCMNOJIb3yeMble ANA 0ObeaMHEeHUA
YCTaHaB/AMBAEMbIX MPOrpamm, M MakeTbl C MCXOAHbIMM KOAAMMW, BKAKOYAKOWME MCXOAHbIE
KoZlbl 1 onucaHme cnocoba GopMMPOBaAHNA ABOMYHOIO NaKeTa.

HeobxoamMmo yKaszaTb OAMH M3 CAedytolinX OCHOBHbIX PeXXMMoB paboTbl: 3anpoc,
MposepKa, [lpoBepka noanuck, YctaHosKka/ObHoBneHMe/OcBexeHne, YaaneHue,
NHnumanmnszauma B, Mepectponka B[, [MoBTopHaa noanuce, [JobasneHne noanucuy,
3apaHue Bnagensues/rpynn, OTobpaxeHune Teros 3anpoca, OTobpaxkeHne KoHbUrypaumm.

OBbLUME Onunmn:

Cneaytouine onumm MoryT BbITb MCNONb30BaHbI BO BCEX PEXMMAX:

— -2, --help — BbIBOAMUT Ae€Ta/IbHYI CNPaBKy 06 NCNOb30BaAHUN;

— —-version — BbIBOAWUT OAHY CTPOKY, COAEpKallyto Homep Bepcnm RPM;

— -—-quiet — BbIBOAWUT KaK MOXHO MeHblle coobleHMn, 0TObParkatoTca TONbKO
coobueHma ob ownbKax;

— -v — BbIBOAUT noApobHyto uHPopMaumto, oTobpaxatoTca coobuleHns o
BbINOJIHEHMW BCEX LUAr0B;

— -vv — BblBOAMT BoNbLWOM 06beM 0TAaA0YHON MHPOPMALLNK;

— -—-rcfile FILELIST —KaXAbl U3 $pannoB pa3geneHHoro 4B0eToYMAMM CrMCKa
dannos FILELIST NocaeanoBaTeNbHO NpounTbiBaeTca RPM Ha npeameT KoOHOUIypaLUMOHHOM
MHPOPMaLMKN. B 3TOM CnmMCKe cyllecTByeT TONbKO NepBblid ¢ann; Bce 3HaKM Tuabda byayT
3aMeHeHbl 3HaYeHMem SHOME. 1o yMONYaHWIO CNMCOK $alnoB FILELIST BbIMAAMT Kak
/usr/lib/rpm/rpmrc:/usr/lib/rpm/redhat/rpmrc:/etc/rpmrc:~/.rpmrc;

— -—-pipe CMD — nepeHanpas/AeT BbIBOA rpMm Ha BXoA4 KomaHabl CMD;

— --dbpath DIRECTORY — ucnonb3dyeT bl RPM B KaTanore DIRECTORY BMeCTO
nyTW NO YMOSYaHWIO /var/lib/rpm;

— --root DIRECTORY — WCNoAab3yeT Ansa Bcex onepaumn O®C c KopHem B
DIRECTORY.

MPUMEYAHUE. B[l BHYTPM DIRECTORY OyAeT MCNONb30BaTbCA A18 MPOBEPKMU
3aBMCMMOCTEN, N BCE CLLEHAPUM $post UM Sprep OyAyT MCNONHATLCA NOC/E chroot (2) B
DIRECTORY.
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onunn YCTAHOBKM 1 OBHOBIEHNA:
Obuwaa dopma KOMaHAabl ycTaHOBKM RPM-nakeTa:

rpm {-i|--install} [onumm-ycraHoBku] PACKAGE FILE

Obuaa dopma KomaHabl obHoBNeHMA RPM-nakeTa:

rpm {-U|--upgrade} [onumm-ycranoBku] PACKAGE FILE

TakMm 06pa3oM BbIMOMHAETCA YCTAaHOBKA MM OOHOBNEHME YrKE YCTAaHOBEHHOrO
MNakeTa 4O HOBOW BEPCUM, MPM 3TOM BCE APYrMe BEPCUM YAANATCA NOC/1€ YyCTAaHOBKM HOBOTO
RPM-nakeTa. Ecnn npeapiaywas sepcna RPM-nakeTta y»Ke ycTaHoB/eHa, AnA 0b6HOBAEHMS
RPM-nakeTa He06X0AMMO BbIMOAHUTbL KOMaHAY:

rpm {-F|--freshen} [onumm-ycranoBkmu] PACKAGE FILE

MapameTp PACKAGE FILE MOXeT ObiTb YKa3aH Kak aZpec ftp Wan http URL, B TAKOM
cny4ae nakeT ByaeT ckadaH nepes yCTaHOBKOM.

onunn FTP/HTTP ANA nNoayvyeHMAa WHPopmaumm o paboTte RPM-makeToB C
noAAepP*KKOM ftp UAM http:

— --aid —npu HeobxoammocTn aobasndeT npeanoeHHole RPM-nakeTbl B Habop
TpaH3aKuUmu;

— --allfiles—YyCTaHaBAMBaeT UM obHoBAAET BCe dalnbl ¢ drarom missingok B
RPM-nakeTe He3aBMCUMMO OT UX CYLLLECTBOBAHMA;

— --badreloc — MCNOMb3yeTCA BMECTE C ——relocate, Pa3peLllaeT nepemelleHmne
BCex nyTen $annos, a He TONbKO Tex, A1 KOTOPbIX CTapble NMyTWM OLDPATH BK/KOYEHbI B
3aMEeTKM MO NepemMeLleHnto (relocation hint) B GBUHAPHOM NakeTe;

— --excludepath OLDPATH — He YyCTaHaBAMBaeT ¢alnbl, Ha3BaHWUA KOTOPbIX
HauYMHAKOTCA C OLDPATH;

— —-excludedocs — He ycTaHaBAMBaeT ¢ai/bl, MOMEYEHHblEe KaK AOKYMeHTaumsA
(BKNtOYAIOLLME man CTPAHWULbI M AOKYMEHTbl texinfo);

— -—-—-force —3KBMBANEHTHO UCNOJ/Ib30BAHUNIO —-replacepkgs, ——replacefiles U
—oldpackage;

— -h, --hash—BblBOAMT 50 OTMETOK NPKM pacnakoBKe apxmBa. Micnonb3lyeTca C -
V| --verbose AN1A yaobcTBa oTOOpaxKeHus;

— --ignoresize — He npoBepAeT NnoakNtoYeHHble PC Ha Hann4Me HeobxoaMMoro
MecTa Ha AUCKe nepes ycTaHOBKOW aaHHOro RPM-nakeTa;

— --ignorearch — pa3pellaeT YCTaHOBKY MWAM OOHOBAEHWE, [OaxKe ecau
apPXUTEKTYpPbl DMHAPHOro NakeTa 1 y3aa He COBNAAatoT;

— --ignoreos — pa3pellaeT yCTaHOBKY nan obHoBneHne, aaxxe ecnmn OC Aspopa
H6MHApPHOro NakeTa M y3i1a He COBMaAatoT;

— --includedocs — yCTaHaBAMBaeT dalabl C AOKYMeHTaumen. ITo noBeaeHUe
3a4aHO NO YMONYAHMIO;

— --justdb— 0bOHOBAAET TONLKO MHPOPMaUMto B Hase, HO He B PC;

— --nodigest — He NpoBepAeT Npu YTeHnn ganaect RPM-nakeTa Mam 3aronoBKa;
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— --nosignature — He TMPOBepAeT npu 4TeHun noAanmcb RPM-nakeTta uam
3aro/10BKa;

— --nodeps — He NMPOBEPSET 3aBMCUMOCTM Nepes, YyCTaAHOBKOM MK OOHOBAEHMEM
RPM-nakeTa;

— --nosuggest — He npeasaraer RPM-nakeTbl 4N1A paspelleHna OTCYTCTBYOWMX
3aBUCUMOCTEMN;

— —--noorder —He BbINO/HAET NepeynopagovmsaHme RPM-nakeToB 414 YCTAHOBKM.
Cnncok naketos 0bbI4HO Nepeynopsaa0YMBaeTcA A1A YA0BNETBOPEHMA 3aBMCUMOCTEN;

— -—--noscripts; —-—-nopre; ——nopost; ——nopreun; —-—nopostun — He
BbIMOJIHAET CKPUNT/IETbl C YKa3aHHbIM MMeHem. OnumA --noscripts 3KBMBAJIEHTHA —-
nopre -—-nopost -—--nopreun -—-nopostun U BbIK/HOYaET MCNOJIHEHNE COOTBETCTBYHOLWMNX
%pre, %post, Spreun U Spostun CKPUNTNETOB;

— --notriggers; --notriggerin;--notriggerun; --notriggerpostun—He
BbIMONHAET HWKakne TPUTTEPHbIE CKpMNTNeTbI C YKa3aHHbIM MMEHEM.
Onuma --notriggers 3KBMBAJIEHTHA --notriggerin --notriggerun -

notriggerpostun W  BbIKAHOYAET UCNOJIHEHWME  COOTBETCTBYHWOWMX  Striggerin,
striggerun U $triggerpostun CKPUNT/IETOB;

— --oldpackage — pa3pellaeT 0OHOBUTb WAM 3aMeEHWTb HOBbIM MNakeT bonee
CTapoW Bepcuen;

— —-percent — BbIBOAMT MHOOPMALMIO B NPOLEHTAX NO Mepe pacnakoBKM Gannos
M3 apxMBa NakeTa. [lpeaHa3HayeHa a8 yNnpoLeHMA BbI30Ba rpm M3 ApYrmux YTUAKT,;

— -—-prefix NEWPATH — ANAa nNepemMellaemblx  OMHApHbIX  MAKeToB,
npeobpa3osbiBaeT BCe NyTU GpalioB, KOTOPbIE HAYMHAKOTCA C MHCTANNAUMOHHOMO npedumKca
B 3aMeTKax, No nepemelleHunto (relocation hint) Ha NEWPATH;

— --relocate OLDPATH=NEWPATH — A/1A Nepemellaemblx OMHapHbIX NakeTos. B
3aMeTKax Nno nepemelleHunto (relocation hint) npeobpaszoBaTb BCe NyTN GainaoB, KOTOPbIe
HaYMHAKOTCA C OLDPATH, Ha NEWPATH. [laHHAA ONuUMA MOXKET ObITb MCNO/b30BaHA HECKO/IbKO
pa3, ecn TpebyeTcA NepemecTnTb HECKO/IbKO NyTel OLDPATH B MaKeTe;

— --repackage — nepeynakosbiBaeT ¢annbl nepen yaaneHnem. PaHee
yCTaHOBNEHHbIW ~ RPM-naket  OyaeT Ha3BaH B COOTBETCTBMM  C  MaKpPOCOM
% repackage name fmt W CO3[4aH B KaTa/jore, Ha3BaHHOM MO 3H3AYEHWIO MaKpOCa
% repackage dir (3HaYeHMe No yMoN4YaHUo — /var/spool/repackage);

— -—-replacefiles — ycTaHaBauBaeT RPM-nakeTbl, AarKe €C/M OHWU 3aMEHSIOT
dannbl OT APYrnx ycTaHOBAEHHbIX RPM-nakeTosB;

— --replacepkgs — VYycCTaHaB/amBaeT RPM-nakeTbl, [Oa)ke ecam OHU  yxe
YCTQHOB/EHbI B CUCTEME;

— —-test — He ycTaHaBAMBaA RPM-naKkeTbl, BbINOAHAET NPOBEPKY M COOOLIAET O
NOTEHUMANbHbIX KOHONMNKTAX.
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onunn YoOANEHNA:
Obuwan dopma KOMaHAbl yaaneHua rpm:
rpm {-e|--erase} [-—-allmatches] [--nodeps] [--noscripts] [--notriggers]
[-—-repackage] [--test] PACKAGE NAME

TaKk»Ke MoryT ObITb MCNONb30BaHbI C/IeAYHOLLIME ONLUNN:

— --allmatches — ypaanAetr Bce Bepcun RPM-naketa, cosnagatowme c
PACKAGE NAME. O6blMHO NpWM HaanM4mMm Heckonbkux RPM-nakeToB, coOBMafatowmx C
PACKAGE NAME, BO3HMKaeT OWNOKa;

— --nodeps — He NPOBEpPAET 3aBUCUMOCTHK Nepes yaaneHnem RPM-nakeTos;

— -—-noscripts; --nopreun; --nopostun — HE€ BbINOJAHAET CKPUNTAETbl C
YKa3aHHbIMW  MMEHAMMW. Hannuune NnapameTpa ——noscripts npm  yaganeHnMnM nakeTtos
9KBMBA/IEHTHO —--nopreun -—-—-nopostun W BbIKAKOYaeT MCNOJIHeEHME COOTBETCTBYHOLLMX
CKpMNTNeToB %preun n $postun;

— -—-notriggers; --notriggerun; --notriggerpostun — HE€ BbINOJHAET
HUKaKMe TPUTrepHble CKPUNT/IeTbl C YKa3aHHbIM MMeHeM. OnunAa --notriggers sKkBMBaIEHTHA
--notriggerun --notriggerpostun W BbIKJOYAET WCMNOJNHEHNE COOTBETCTBYHOLLNX
Striggerun U %triggerpostun ckpunTNeTos;

— --repackage — [MepeynakoBbiBaeT dalnbl nNepen yaaneHnem. PaHee

yCTaHOBNEeHHbIn  RPM-naker  OyaeT HasBaH B COOTBETCTBMM  C  MaKpPOCOM
% repackage name fmt M CO34aH B KaTa/ore, Ha3BaHHOM MO 3HAYEHUIO MaKpPOCa
%_repackage_dir(3HaqumerK)yMOﬂanMD-—/var/spool/repackageﬁ

— --test — He yaanaa RPM-nakeTbl, BbINOAHAET NpoBepKy. [aHHbIM napameTp
yA0OHO MCNONb30BaTb MPW OTAAAKE COBMECTHO C ONUMEN —vv.

Onunn 3AMPOCA:

Obuwan popma KOMaHabl 3aNpoca rpm:

rpm {-g|-—-query} [select-options] [query-options]

CyliecTByeT BO3MOXKHOCTb 334aTb popmaT BbiBoAa MHPopmaumm o6 RPM-nakeTe.
[na 3Toro HeobxoAMMO MCNONb30BaTb CAEAYIOLLMM NapaMeTp C YKa3daHMeM CTPOKM dopmaTa
QUERYFMT NOC/€e Hero:

-—qgf|-—queryformat QUERYFMT

dopmaTmpoBaHMe 3anpoca — 3TO M3MEHEHHas BepcUA CTaHAAPTHOrO MeXaHM3Ma
printf (3), KoTopaa ¢GopMMpyeTca M3 CTAaTUYECKMX CTPOK (B T.4. MOryT BK/AtOYaTb
CTaHAapTHble Ans A3bika C escape-nocienoBaTeNbHOCTU A5 NepeBoda CTPOKM, Tabynaumnm
W APYrMX crneuyanbHbiX CUMMBOMOB) M METOK GOPMATMPOBAHWA printf (3). YKaszaTesb
dopmata MONKeT ObiTb MPONyLEeH M 3aMeHEH Ha MMS BbIBOAMMOrO Tera 3aroioBKa,
3aKNOYEeHHOro B durypHble ckobkm {},T.K. TN BbIBOAMMOMN WMHPOPMALMN M3BECTEH
RPM 3apaHee. iImeHa TeroB HeYyBCTBUTE/bHbI K PErucTpy, n npeduKc RPMTAG B UMEHM Tera
MOXHO OMyCKaTb.
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AnbTepHaTMBHble GOpMaTbl BbIBOAA MOTyT BbITb 3a4aHbl NPY NOMOLM 334aHMA TUNA
BbIBOZA: typetag NOCAE UMEHMW Tera.

MNoaaepmnBatoTca caeayroume TUnbl:

— :armor — ynaKkoBsbiBaeT nyb6anyHbIM kAo B ASCIl Bua;

— :base64 — KOAMpPYeT ABOWNYHbIE AaHHble B dopmaT base64;

— :date—ucnonb3yet popmaTt strftime (3) "%C";

— :day—ucnonb3yet popmaT strftime (3) "%a %b %d %Y";

— :depflags— dopmaTmpyeT diaru 3aBMCUMOCTEN;

— :fflags— popmatmpyeT dnarn Gpannos;

— :hex— B WeCTHa4UATEPUYHOM BUAE;

— :octal — B BOCbMEPUYHOM BUAE;

— :perms — QOpPMaTMpPYyeT NpaBa A0CTyna $paiinos;

— :shescape — 3KpaHMPYyeT OAMHOYHbIE KaBbIYKM A1A NPUMEHEHMA B CLEHAPUAX;

— :triggertype — BbIBOAUT CyPPUKC TpUrrepa.

Hanpumep, AnAa BbiBOAA TOJ/IbKO WMMeHUM RPM-nakeTa npu 3anpoce MOXHO
MCNONb30BaTb CTPOKY dopmaTta $ {NAME}. [1ns BbiBOAA MMeHM RPM-nakeToB 1 nHbopmaumm
O AUCTPUOYTMBE B [BE KOJIOHKM MOXHO WMCMOMAb30BaTb %$-30{NAME}$%{DISTRIBUTION}.
KomaHaa rpm OTOOPA3uT CNMCOK BCEX TEroB, C KOTOPbIMM OHa MOXeT paboTaTb Npu ee
BbI3OBE C MAapaMeTpPOM —-querytags.

CyuiecTBytoT 2 Habopa NapaMeTpoB A1A BbIMOJHEHMA 3aNPOCOB — BbIOOP MaKeTOB U
yKaszaHune nHdopmaumm.

OnNuM BbIBOPA MAKETOB:

— PACKAGE NAME — BbINOJIHAET 3anpoc K ycTaHoBAeHHOMY RPM-nakeTy ¢ umeHem
PACKAGE NAME;

— -a, --all—BbIMNOJIHAET 3aMPOC KO BCEM YCTaHOB/IeHHbIM RPM-naketam;

— -f, --file FILE — BbINOAHAET 3anpoc K RPM-nakeTy, Bnaaenbuy danna FILE;

— --fileid MD5 — BbIMOAHAET 3anpoc K RPM-nakeTy, coaepKaliemy yKa3zaHHbIM
naeHTUdUKaTop darna, T.e. anroputm MD5 ganaxect coaepxmmoro ¢panna;

— -g, --group GROUP — BbINO/HAET 3anpoc K RPM-nakeTy ¢ rpynnon GROUP;

— --hdrid SHA1l — BbINOAHAET 3anpoc K RPM-nakeTy, coaepKalemy yKaszaHHbIM
MOEHTUPUKATOP 3aroNoBKa, T.e. SHAL1 nanaxect HEM3MEHHOM YaCTM 3ar0N0BKa;

— -p, --package PACKAGE FILE — BbINO/IHAET 3aNpoC K (HeycTaHOBAEHHOMY)
RPM-nakeTy B paiine PACKAGE FILE. [lapameTp PACKAGE FILE MOXeT ObITb yKa3aH B BuAe
agpeca ftp AW http URL, B pe3y/nbTaTe Yero 3aro/I0oBOK NakeTa byaeT cKayaH M ONpoLLEH.
Heobxoamumo obpatntbca k OMNUMAM FTP/HTTP 3a nHpopmaumelr o noAdeprKKe B rpm
paboTbl ¢ ftp M http. EcAn aprymeHT (aprymeHTbl) PACKAGE FILE He ABAAETCA OUHAPHbIM
nakeTom, OH OyAeT WMHTepnpPeTMpPOBaH Kak ASCII MaHMdecT nakeTa. B Hem paspelleHo
NPUMEHEHME KOMMeHTapueB, HauuHatowmxca ¢ '#'. Kakpgas n3 ctpok darna maHudecTa
MaKkeTa MOXET CoAep*KaTb pasaeneHHble 3anATbiIMU glob BblparkeHuA, BKAtoYaa agpeca URL
C BHewHMMK glob-BbipaxkeHnamm (oHWM OyayT pa3BepHyTbl B MNyTW), KoTopble 6yayT
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NOACTaBNEHbl BMECTO 0bpalleHnA NakeTa Kak AONONHUTENbHbIM apryMeHT PACKAGE FILE B
3anpoce;

— --pkgid MD5 — BbINOAHAET 3anpoc K RPM-nakeTy, coaeprKallemy yKasaHHbIM
naeHtTnoukatop, T.e. MD5 panaxect obbeAMHEHHOrO COAEPXKMMOro 3aronoBKa M Tena
nakeTa;

— -—-querybynumber HDRNUM - BbIMO/IHAET 3aNpOC HaNnpAMyto HDRNUM' 3arnuncu B
b/l n ncnonblyeTca TONIbKO A/1A OT/NALKM;

— -—-specfile SPECFILE — obpabaTbiBaeT M BbINOAHAET 3aNpoC K SPECFILE
danny, Kak ecnam bbl 310 6611 RPM-nakeT. HecMmoTps Ha TO, 4TO AOCTYNHA He BCA MHPOpMaLMA
(Hanpumep, cnucok ¢annoB), AaHHbIA TUN 3aNPOCOB MO3BOAAET WCMO/b30BaTb rpm A5
n3BaedYeHnsa UHbopmaumm un3 spec ¢annoB 6He3 HanMcaHMA Cneumanm3mpoBaHHOTO
aHanm3aTopa TakmMx Gpannos;

— --tid TID — BbIMNOAHAET 3anpoc K RPM-nakeTy, coaepKallemy yKa3aHHbIN
naeHTMduKaTop TpaHsakumm TID. B KayecTBe MAeHTUDMKATOPA MCNONb3YETCA BPEMEHHasA
MeTKa UNIX. Bce RPM-naKkeTbl, yCTaHOBJIEHHblE WAW YAA/IEHHbIE B COCTaBe OJHOM
TpaH3aKuuu, byayT UMeTb OANH U TOT Ke MAEHTUPUKATOP;

— --triggeredby PACKAGE NAME — BbINOJHAET 3anpoc kK RPM-nakeTam, KoTopble
BbI3bIBAOT cpabaTbiBaHWe Tpurrepa nakeTa PACKAGE NAME;

— -—-whatprovides CAPABILITY — BbIMO/HAET 3anpoc KO Bcem RPM-nakeTtam,
NpeaocTaBAAWMM GYHKLUMOHANBHOCTb CAPABILITY;

— --whatrequires CAPABILITY — BbIMO/IHAET 3anpoc Ko Bcem RPM-nakeTtam,
KoTopble TPebYOT CAPABILITY A5 KOPPEKTHOM paboThl.

Oonunn 3AMPOCA NMAKETOB:

— -—-changelog— BbIBOAUT MHPOPMaLMo 06 nameHeHusx B RPM-nakeTe;

— -c, --configfiles — BbIBOAUT TONAbKO KOHOUIypauUMOHHbIe daibl
(nogpasymeBaeTt -1);
- -4, --docfiles —  BbIBOAMUT  TO/bKO dannbl  AOKyMeHTauum

(nogpasymesaeT -1);

— —-dump — pacnevyaTtbiBaeT MHPopMaLmMio o dalne B BUAE: path size mtime
md5sum mode owner group isconfig isdoc rdev symlink — Onuua A0/XKHA ObiTb
MCNO/b30BaHa COBMECTHO C OAHOM U3 -1, -c, -d;

— -—-filesbypkg— BblBOAMT BCe Palibl BO BCEX BbIOPAHHbIX NaKkeTax;

— -i, --info — BbIBOAUT MHPOPMaLMo 06 RPM-nakeTe, BKAOYAA MMA, BEPCUIO U
onucaHune. byaet ncnonb3oBaHa —queryformat, €CAN YKa3aHa;

— -—-last — ynopagoumsaeT BbiBOA RPM-nakeToB No BpemeHM YyCTaHOBKM TaKMUM
obpaszom, 4Tobbl NnocneaHMe NakeTbl OblM BbiBEAEHbI B HAYaNe;

— -1, --list—BbIBOAUT CNMCOK pannos B RPM-nakeTe;

— -—-provides — BbIBOANT dYHKUMOHANBbHOCTb (capabilities),
npegocrtasnaemyto RPM-naketom;

— -R, --requires—BblBOANT RPM-nakeTbl, OT KOTOPbIX 3aBUCUT AaHHbIN NAKET;
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— -—-scripts — BbIBOAUT cKpunTaeT(bl) RPM-nakeTa, KOTOPbIA MCMONb3YyeTCA Kak
4aCTb NpoLEeCcca YCTaHOBKM nan yaaneHna RPM-nakeTos;

— -s, --state — BbIBOAUT COCTOAHME (state) ¢annos B RPM-nakete
(nogpasymeBaetca -l). CoctoaHMe Kaxaoro ¢daina B Nakete MOXKeT OblTb OAHUM U3
cneayoLlmx: HopmManbHoe (normal), He ycTaHOBNEeH (not installed) WMAM 3aMeHeH
(replaced);

— --triggers, --triggerscripts — O0TODpa)KaeT CLUEHapUM TPUITepoB (ecnu
CYLLEecTBYOT), BXoAAlMe B cocTaB RPM-nakeTa.

onunn NMPOBEPKN:

Obuwan dopma KoMaHAabl NpoBepkn RPM:

rpm {-V|--verify} [onuum-BmOopa] [onumMm-npoBepKH ]

[laHHaa onepauma cpaBHMBaeT WHOOpMauMto O alnax, YCTaHOBAEHHbIX U3
RPM-nakeTa, ¢ MHPOPMaLMEN O HMX M3 MeTadaHHbIX NaKkeTa, XxpaHumbix B B, RPM. Takke
Npu NpoBepKe cpaBHMBaOTCA pasmep, MD5-cymma, npasa A4OCTyna, TUM, BAaZenel, 1 rpynna
Kaxkagoro ¢arna, npu ato ntodble pacxoxaeHna byayT otobparkeHbl. Palinbl, KOTOPble He
OblnM  ycTaHoBAEeHbl BmecTe ¢ RPM-makeTom, Hanpumep, &anabl AOKYMEHTALMW,
MCKAtOYEHHbIE MPM MOMOLLM ONUMKN —-excludedocs, UTHOPUPYIOTCA HBe3 NpeaynpexaeHuA.

Onumn Bblbopa RPM-nakeToB aHa/sOrMM4yHbl 3ampocy MNakeToB (BKAto4as dainbl
obpalleHmA NakeTa B KAYeCTBE aprymeHTa).

Onunmn, yHUKaNbHbIE ANA PEXMMA MPOBEPKMU:

— --nodeps — He NpoBepAeT 3aBMCMMOCTN RPM-nakeTos;

— --nodigest —He NpoBepAeT NpunYTeHMN danaxecT RPM-naKkeTa nan 3aronoska;

— --nofiles —He NpoBepseT aTpnbyTbl dparnos RPM-nakeTos;

— --noscripts — He BbINOJIHAET CKPUNTNET $verifyscript (NpPW ero Haan4mm);

— --nosignature — He nposepaeT noanucb RPM-nakeTa uaW 3arosioBKa npu
YTEeHUU;

— --nolinkto; --nomd5; --nosize; --nouser; --nogroup; --nomtime;
—-—-nomode;

— -—-nordev —He NPOBEpPAET COOTBETCTBYHOLIME aTpMbYTbI Galinos.

dopmaT BbiIBOAA NpeAcTaBaseT cobor CTPOKY M3 8 CMMBONOB M MapKepa M3
3aronioBka RPM-nakeTa, 3a KoTopbiMuK cneayeT ums danna.

Bo3MOHble MapKepbl aTpnbyToB:

— ¢ %config - KOHOUIYPAUMOHHbLIN Gaiin;

— d %doc - dann AOKYMEHTaUMK;

— g 3%ghost - ¢ann (T.e. comepkmmoe alna, He BKAKOYEHO B COCTaB
RPM-nakeTa);

— 1 %license - daln Cc ANMLEH3NER;

— r S%readme - $aln readme.

Kaxkabih n3 8 CMMBONIOB OTParkaeT pe3yabTaT NPOBEPKM aTpubyToB dannos co
3HayeHMem TOro ke aTpmbyTa, 3anncaHHoro B bl. CMMBOA «.» O3HA4YaeT, YTO MPOBEPKa
NpoLna, a CUMBOA «?» O3HAYaeT, YTO NPOBEPKA He MOXKeT DOblTb BbINOAHEHA (Hanpumep,
npaBa AocTyna K daniy He No3BOAAKT NMPOBECTM YTeHue). B nmpoTMBHOM caydae OyayT
OoTODpaKeHbl  CMMBOJbI,  BbIAENEHHbIE  XMPHbBIM W OTODpaxKatolinme  MNPOBEPKM
COOTBETCTBYHOLLErO —-verify TecTa:

— S —oTnndaetcs pasmep (Size) bainna;
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— M—oTanyaetca pexxum (Mode) aoctyna (BKItoYas npasa A40CTyna v TMn danna);
— 5 —0T/An4aeTcA KOHTpoabHaa MD5 cymma;

— D — OT/INYaeTcs cTaplmin/mnaawnin Homep daina yctpoictsa (Device);

— L — OT/INYAETCA NyTb CCbIIKU NPU readLink (2);

— U -— oTandaetcs Bnagenel (User);

— G —OTAMYaeTca rpynnosoe BnageHune (Group);

— T — OT/IMYAETCA BPeEMS M3MeHeHUs (mTime).
ONUMW NEPECTPOMKMN BA;
Obuwan dopma KOMaHAbl NepecTponkm bl rpm:

rpm {-—-initdb|--rebuilddb} [-v] [--dbpath DIRECTORY] [--root DIRECTORY]

CnegyeT MCNONb30BaTb —--initdb AnA co3gaHua HoBou B[l M --rebuilddb anAa
nepecTponkm nHaekcos b/l Ha OCHOBaHWMM 3aro/10BKOB YCTAaHOB/IEHHbIX MAKETOB:

— SHOWRC — KOMaHA3;

— rpm --showrc — NOKa3blBAET 3HAYEHUA, KOTOpble rpm byaeT NCNo/b30BaTb A4
BCEX OMUMN, YCTAaHOBNEHHbIX B KOHPUIYPALMOHHbIX Galinax rpmrc M Macros.

ONuUMW FTP/HTTP:

RPM MoOXeT BbICTyNnaTb B KavecTse KaneHTa FTP n/uam HTTP, Takm 06pa3om, NakeTbl
MOTyT OblTb OMPOLIEHbI WMAM YCTAHOBAEHbI M3 ceTu WMHTepHeT. [aKkeTbl AnA onepauui
YCTAHOBKM, 0OOHOBNEHMA MM 3anNpoca MOryT ObiTb YKa3aHbl B BUAE aapeca ftp MAM http
URL:

ftp://USER:PASSWORD@HOST: PORT/path/to/package. rpm

Ecnm napameTp: PASSWORD NponyuleH, byaeT 3anpolleH Napoab (oaMH pas ana napbl
nonb3oBatens/ysen). Ecanv nponyuwieHbl oba napameTtpa (user W password), byaet
BbIMO/IHEHO aHOHMMHOe noaKntouveHune ftp. Bo Bcex cayvaax MCNONb3yeTcA MaCCUMBHbLIN
(PASV) pexkmum nepegavm dbannos ftp.

RPM ponyckaeT cneaytowme onummn ansa aapecos ftp URL:

— -——ftpproxy HOST -y3en HOST byaeT Mcnonb3oBaH Kak NPOKCK-CepBEpP A4 BCEX
onepaumi nepegayn AaHHbIX ftp, YTO NO3BOAAET paboTaTb C ftp Yyepe3 M3, Ha KOTOPbIX
3anyuweHa cayxba npokcu. [aHHas onuma MOXKeT OblTb TaKKe yKasaHa MpW HacTpoMke
MaKpoCa 5 ftpproxy,

— -—-ftpport PORT — Homep TCP nopta PORT 6yaeT mcnonb3oBaH Ana ftp
NOAKNOYEHMA K ftp NPOKCU-CEPBEPY BMECTO NOPTa MO YMOAYaHM0. [laHHaA onuma MOXKeT
ObITb TaKXKe YKa3aHa Npu HAaCTPOMKe Makpoca % ftpport.

RPM ponyckaeT cheaytouwme onummn ana agpecos http URL:

— —-httpproxy HOST — y3en HOST byaeT ncnonb3oBaH Kak NpPOKCK-cepBep AN
BCEX onepaumin nepefadm AaHHbIX http. JlaHHAA ONuMA MOXKET ObITb TaKKe yKasaHa npu
HaCTPOMKe MaKpoca % httpproxy;

— —-httpport PORT — HoMep TCP nopta PORT b6yaeT nmcnonb3oBaH Aaa http
noaKN4YeHna K http npokcn-cepsepy BMECTo NoOpTa No yMOAYaHWto. [laHHaA onuma MOXKeT
ObITb TaKXKe YKa3aHa Npu HaCTPOMKe Makpoca $ httpport.
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BOMNPOCbI COBMECTUMOCTW: BbINONHEHME rpmbuild.

PeXMmbl COOPKM BbIHECEHbI B MNPOrpammy /usr/bin/rpmbuild, OAHAKO
COBMECTMMOCTb, 0becneymBaemas Npm NOMOLM NPUBEAEHHbIX HUKE popt NCEBAOHUMOB, HE
ABNAETCA COBEPLIEHHOW, B CBA3WM C YEM COBMECTMMOCTb PeXMMOB COOPKM 4epes
nceBAOHUMbI popt yaaneHa n3 RPM. TpebyeTca ycTaHOBUTb NaKeT rpmbuild M NPOCMOTPETb
NOKYMEHTaUMIO B rpmbuild (8) MO BCeEM pexumam cbopkm RPM, paHee npuBeaeHHYIO B
rpm(8).

B cnyyae HeobHX0AMMOCTHM BbI3biBaTb rpmbuild M3 KOMaHAHOM CTPOKK rpm TpebyeTcs
n06aBUTb creaytoLLmne CTPOKN B /etc/popt,:

rpm exec —--bp rpmb -bp
rpm exec —--bc rpmb -bc
rpm exec —--bi rpmb -bi
rpm exec —--bl rpmb -bl
rpm exec —--ba rpmb -ba
rpm exec —--bb rpmb -bb
rpm exec —--bs rpmb -bs
rpm exec —--tp rpmb -tp

rpm exec —--tc rpmb -tc

rpm exec —--ti rpmb -ti

rpm exec —-tl rpmb -tl

rpm exec --ta rpmb -ta

rpm exec —--tb rpmb -tb

rpm exec —--ts rpmb -ts

rpm exec —--rebuild rpmb --rebuild

rpm exec —--recompile rpmb --recompile
rpm exec —--clean rpmb --clean

rpm exec —-rmsource rpmb —--rmsource
rpm exec —--rmspec rpmb --rmspec

rpm exec --target rpmb --target

rpm exec --short-circuit rpmb --short-circuit

SANbI: KoHGUIYypaLMa rpmrc:

/usr/lib/rpm/rpmrc
/usr/lib/rpm/redhat/rpmrc
/etc/rpmrc

~/.rpmrc

Konpurypaumsa MaKpPOCOB:
/usr/lib/rpm/macros
/usr/lib/rpm/redhat/macros
/etc/rpm/macros

~/ .rpmmacros

b/:

/var/lib/rpm/Basenames;
/var/lib/rpm/Conflictname;
/var/lib/rpm/Dirnames;
/var/lib/rpm/Filemd5s;
/var/lib/rpm/Group;
/var/lib/rpm/Installtid;
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/var/lib/rpm/Name;
/var/lib/rpm/Packages;
/var/lib/rpm/Providename;
/var/lib/rpm/Provideversion;
/var/lib/rpm/Pubkeys;
/var/1lib/rpm/Removed;
/var/lib/rpm/Requirename;
/var/lib/rpm/Requireversion;
/var/lib/rpm/Shalheader;
/var/lib/rpm/Sigmd5;
/var/lib/rpm/Triggername;

BpemeHHble ¢arnbl: /var/tmp/rpm*.
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NMPUNOMREHUE 2

YnpasneHue cay*bamm ¢ nomolubto systemd

B OC ABpopa systemd WMCNONb3YeTCA B KayecCTBE CUCTEMbl WMHMUMANM3aUMKM MO
YMOJIYaHWNIO, KOTOpadA pa3paboTaHa C y4eToM 0BpaTHOM COBMECTMMOCTM CO CLUEHapuamm
MHUUMANU3AUMK SysV U NpeanaraeT cnefytoume BO3MOXKHOCTU:

— MapanfnenbHbl 3aMyCK CUCTEMHbIX CNYKO BO BPEMA 3arpy3KM CUCTEMbI;

—  aKTMBaUMA AeMOHOB NO TPebOoBaHMIO;

—  NoAAEepP*KKA CHUMKOB COCTOAHMUA CUCTEMDbI;

— NIOTMKa ynpaBaeHua cny>kbamm Ha oCHOBE 3aBUCMMOCTEN.

NMMA: systemd, init —cayxba mHnumanmsaumm OC ABpopa.

OB30P:

systemd [OPTIONS...]
init [OPTIONS...] {COMMAND}

OMUCAHME: systemd NpeacTaBnaeT cOOOM CUCTEMHbIN U CEPBUCHbLIN MEHEAXKEDP ANA
OC Aspopa. Npu BbINOSHEHWM B Ka4ecTBe nepBoro npouecca 3arpy3ku (PID-1) oH BbicTynaeT
B PO/ CUCTEMbI MHMLUMAAM3ALMKM, KOTOpaA 3anyckaeT M MOAAEPKMBAET CEepPBUCHI
NO/1b30BaTE/ILCKOrO NPOCTPAHCTBA. 1A COBMECTUMOCTH € SysV, ecnn systemd Bbl3blBaeTCA
Kak init u PID KoToporo He paBeH 1, oH OyaeT BbIMONHATL telinit M NepeaaBaTb BCe
apryMeHTbl KOMaHAHOW CTPOKM Oe3 M3MeHeHMI. ITO 03HayaeT, YTo init M telinit B
OCHOBHOM 3KBMBA/IEHTHbI, €CAM BbI3bIBAOTCA M3 HOPMA/JbHOrO ceaHca. llpum 3anycke B
KayecTBe CUCTEMHOM WHCTaHUMM systemd WHTepnpeTupyeT ¢ann  KOHQUrypaumm
system.conf, B NPOTUBHOM C/ly4ae - user.conf

Onunmn:

— -h, --help—neyaTaeT KOPOTKMI TEKCT MOMOLLM M BbIXOAMT;

— --test — onpeaenseT NocnefoBaTe/IbHOCTb 3aMyCKa, BbIBOAUT €e U BbIXOAMUT.
[aHHaa onuma NosesHa TO/IbKO A1A OTNALKM;

— ——dump-configuration-items — BbIBOAUT KPaTKunM, npu 3TOM
MCYEPMbIBAOLLMIM CMIMCOK 31E€MEHTOB KOHPUTYPALMN, MCNOb3YEMbIX B HACTPOEYHbIX painax
Moy Nen;

— -—-introspect= — W3BAEKAET JAaHHble camoaHanumsa D-Bus uHTepdelica. B
OCHOBHOM 3TO MOJIE3HO BO BPEMA WMHCTANNAUMU ANA NONYHYEeHUA AAHHbIX, NPUrOAHbIX ANA
peno3utopua D-Bus nHTepdencos. lMpn HEOBXOANMMOCTM MMA UHTepdenca MOXKeT DbiTb
YKa3aHO A4 AaHHbIX CaMoaHann3a. Ecam oHo nponyuleHo, AaHHble CaMOoaHanM3a BbIBOAATCA
ANA BCEX MHTEPhENCoB;

— —-unit=— yCTAHaB/AMBAET MO YMO/IHAHMIO MOAY/Ib ANA aKTUBALIMM NPUM 3aMyCKe.
Ecnn He yKa3aHo, no ymondaHuto — default.target;

123




1 OTOKPI:ITAFI
PyKoBOACTBO aAMMHUCTPATOPA l Hni%‘gé’ﬁ'ﬁi

— --system, --user — HaMpaBAAeT CUTHAA systemd 3aMyCTUTb CUCTEMHYIO
MHCTaHLUMIO (COOTBETCTBEHHO, MO/Ib30BATENbCKYO MHCTAHUMIO), AaxKe ecan ID npouecca He
paBeH 1 (COOTBETCTBEHHO paBeH 1), T. e. systemd He BbIMOAHAETCA (COOTBETCTBEHHO
BbIMNO/IHAETCA) B KA4ecTBe NpoLecca MHMumanmdaumm. Obbl4HO HEOBXOAMMOCTb 334aBaTb 3TH
OMNuUMM OTCYTCTBYET, T.K. systemd aBTOMATMYECKM OnpeaensaeT pexmMm CBOEero 3amnycka.
CnepnosaTe/ibHO, 3TV BapMaHTbl Ma/io MONE3HbI, KPOME CAyYas OTNAAKM.

BHUMAHMWUE! 3arpyska 1 nogaeprkka NOMHOM CUCTEMbI C systemd, 3aMyLEHHON B
pexume —--system npu PID, He paBHOM 1, He obecneymBaeTca. Ha NpaKT1Ke 3agaHne onumm
--system ABHO MMEET CMbIC/1 TO/IbKO B COMETAHUM C ONUMEN —test;

— -—-dump-core —Aamn sapa nNpuv aBapMnMHoOm oTkasze. Onuma He MMeeT adpdeKTa B
C/ly4ae 3amycka B NONb30BaTENIbCKOM MHCTAHLNW;

— -—-crash-shell — 3anyckaeT shell npu cboe. Onuma He mmeeT sddeKTa B
C/ly4ae 3anycka B NONb30BaTENIbCKOM MHCTAHLNNK;

— -—-confirm-spawn — 3anpawuBaeT MNOATBEPNKAEHME MPU PA3MHOMKEHUM
npoueccos. Onuus He MmeeT abdeKTa B Clydae 3amycKka B No/Ib30BaATENbCKOM MHCTAHLMK;
— --show-status= — OTODparKaeT CKaTylo CTaTyCHYIO MHOOPMALMIO O cepBMCcax

npu 3arpyske. Onums He nmeeT addeKTa NPU BbIMOAHEHMN B MONb30BATENBCKOM MHCTAHLMN.
MpUHUMaEeT ByNeBbI apryMeHT, KOTOPbIA MOXET ObITb NPONYLLEH, YTO MHTEPNPETUPYETCA
KaK true,

— --sysv-console= — onpeaendet, b6yaetr au BbiBOA SysV  CKpunTa
MHMLMANAN3AUMM HanpaBAeH Ha KOHCoMb. Onuma He mmeeT addeKTa Npu BbIMONHEHWM B
NONb30BATENBCKOM MHCTAHUMKW. TMpuHMUMaeT OyneBblM aprymeHT, KOTOPbIM MOXKeT ObiTb
NPONyLLEeH, YTO MHTEPNPETMPYETCA Kak true;

— --log-target= — 334aeT NPUEMHMUK AN COODLLIEHMA O COObITUAX. APryMeHT
NONKEH DbITb OAHUM U3 Cneaylowmx: console, syslog, kmsg, syslog-or-kmsg, null;
— --log-level= — 33Ja€T YPOBEHb XYPHAAMPOBaAHMA. B KauyecTBe aprymeHTa

ﬂpMHMMaETOHHMCﬂOBOM YPOBEHb XYPHANUPOBAHUA MW XOPOLWO M3BECTHbIE syslog(3)
CMMBO/IMYECKNE MMEHA (B HUKHEM pPerucTpe): emerg, alert, crit, err, warning,
notice, info, debug;

— -—-log-color= — BbIAENAET Ba*XHble XypHa/ibHble COO6M£HMH. ﬂpMHMMaET
OyneBbI aPryMeHT, KOTOPbIN MOXKET BbITb NPONYLLEH, YTO MHTEPNPETUPYETCA KaK true;

— =--log-location= — BK/KOYaeT pPaACNONOXKEHNA B KOAE B XYpPHanbHble
coobuleHma. ITo Hambonee 3Ha4YMMO ANA Lenen otnaaku. NMpuHumaeT byneBbin apryMeHT,
KOTOPbIN MOXET BbITb MPOMYLLEH, YTO MHTEPMNPETUPYETCA KakK true;

— -—-default-standard-output=, -—-default-standard-error= -334d€T
BbIBOJ, MO YMOJZIHaHUIO NN BHBOﬂ,OMM6OK¢yU1BCEXCGDBMCOBI4COKeTOB,T.e.yﬂpaBﬂﬂeT
3Ha4YeHMEM MO0 YMONYaHWKO A0Aa StandardOutput= W A48 StandardExecute.
BocnpuHMmaeT OAHO M3 CcAeaylolmx 3Ha4YeHWMW: inherit, null, tty, syslog,
syslog+console, kmsg, kmsg+console. ECAM aprymeHT nponyuieH, no YMOJYaHMUIO
CYMNTaeTCA inherit.

124



1 OTOKPI:ITAFI
PyKoBOACTBO aAMMHUCTPATOPA l Hni%‘gé’ﬁ'ﬁi

APXUTEKTYPA: systemd NnpeaycMaTpMBaET CUCTEMY 3aBUCUMOCTEN MEXKAY Pa3HbIMM
3IEMEHTaMM, Ha3blBaEMbIMM «UNits» (tOHMUTbI). FOHUTbI MHKANCYINPYOT OObEKTbI, BaXKHbIE
NNA 3arpy3KM CUCTEMbI U NOAAEPHKKN.

BONbLWMHCTBO HOHUTOB HACTPOEHbLI B Pannax KoOHPUrypauum HOHUTOB, CUHTAKCUC U
6a30Bbll Habop OMNUMA KOTOPbIX OMMCAH B systemd.unit (5), OAHAKO HEKOTOpble
CO34a0TCA aBTOMATUYECKU W3 APYIUX KOHOUTYpaUMA WUAM AMHAMWYECKU N3 CUCTEMHBbIX
CTPYKTYP.

tOHUTBI MOryT 6bITb active (4TO NOApPasymeBaeT started, bound, plugged in,

B 3aBMCMMOCTM OT TWUMNa YCTPOWCTBA), WAM inactive (4TO nMogpasymeBaeT stopped,
unbound, unplugged, ...), @ TAK}Ke HAXOAMTLCA B NMPOLLECCE aKTUBALMM AN AeaKTMBALMMN,
T.€. MeXAy ABYMA COCTOAHMAMM (3TU COCTOSHNA HA3bIBAOTCA activating, deactivating).
TaK¥e BO3MOXHO chnelmnanbHoe COCToAHME failed, CXOXEe C inactive M BO3HMKalOLLEE,
Korzaa cepBuMc noTepnen Heyaayy Ha HEKOTOPOM MyTK (NpPoLLecc BO3BPATUA KOZ OLWMOKM Ha
BbIXOZE, NoTepnesn Kpax Uam Tam-ayT onepaumn). Mpmn BO3HUKHOBEHUIN AAHHOrO COCTOAHMA
NPUYMHA PErNCTPUPYETCA B KypHaNe A1A AaNbHENWEero MCNoab30BaHNUA.

BHUMAHUE! PasnnyHble TUNbl HOHWMTOB MOMYyT WMMETb pPAg, AOMOAHUTENbHbIX
NOACOCTOAHMI, OTODOpParKaembix Ha 5 0600LLIEHHbIX COCTOAHWUIA FOHUTOB.

[oCTynHbI cneayouime TUMbl KOHUTOB:

1) Service units, ynpaBastoWme AeMOHaMM W MPOLLECCaMM, M3 KOTOPbIX OHMU
COCTOAT. 3@  AOononAHUTenbHoM  MHbopmaumenn  Heobxoammo  obpauwiatbcs K
systemd.service (5);

2) Socket units, WMHKancyaumpytowme nokanbHble |[PC mam ceTeBble COKETbl B
cUCTEME, MOIe3HbI MPU aKTUBALMM HAa OCHOBE COKETOB. 3a A0MNO/IHUTENbHOM NHGOPMaLMEN
0 socket units HeobxoamMmo obpallaTbca K systemd.socket (5), 006 aKTMBALMM HA OCHOBE
COKETOB M ApyrmMx Gopmax akTMBaLUyMmM — K daemon (7);

3) Target units —N0OAE3Hbl A4 FPYNMNUPOBKN LOHUTOB MAM 0becneYyeHna XopoLo
M3BECTHbIX TOYEK CUHXPOHM3ALUMN B NpoLLecce 3arpy3Kku. 3a 4ONOAHUTENbHON MHGOPMaLMEN
HeobxoAMMO 0bpallaThCA K systemd. target (5);

4) Deviceunits—npeactaBnatoT MY aapa B systemd M MOTyT ObITb MCNOb30BaHb
NNA BbINONHEHUA aKTMBALMM Ha OCHOBE YCTPOMCTB. 3a AOMNOAHUTENbHOM MHOPMaLMeEN
HeobxoAMMOo 0bpallaThCA K systemd.device (5);

5) Mount units — yNnpaBAAOT TOYKAMMU MOHTMpPOBaHMA B OC. 3a 4ONONHUTENBHON
MHbopMaLment HeobxoaAMMO 06paLLATLCA K systemd.mount (5)

6) Automount units — obecneymBatOT BO3MOMKHOCTM aBTOMOHTMPOBAHMA ANA
MOHTMpPOBaHMA OC no TpeboBaHWIO, a TaKKe Mnapannenmsaumm 3arpyskum. 3a
LOMONHUTENbHON MHPOPMaLMeENn HeOBXOAMMO 00PaLLATHCA K systemd.automount (5);

7) Snapshot units — MOryT ObITb MCMONb30BAHbI 415 BPEMEHHOIO COXpaHeHun
COCTOAHMM MHOXECTBa OHMUTOB systemd, KOTOPble NO3AHEE MOTYT ObiTb BOCCTAHOB/IEHbI NPU
aKTMBALUMWU COXPAHEHHOro snapshot unit. 3a AONOJHUTENbHOM WHPOPMaLMen
HeobxoAnMMo 0bpallaThCa K systemd. snapshot (5);
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8) Timer wunits — WCMNOAL3YKTCA ANA 3aMycKa aKTMBaUMKU APYrMX HOHWUTOB,
OCHOBbIBASACb Ha Talimepax. 3a A0NOAHUTENbHON MHGOPMaLMen HeoHXOAMMO 0bpaLLaTbCA K
systemd.timer (5),;

9) Swap units — CXOXM C mount units, MHKANCYAMPYIOT pasaensl Man Gannsbl
noakavykm namatn OC ABpopa, onmcaHme KOTOpbIX NPUBELAEHO B systemd. swap (5) ;

10) Path units — MOTyT ObITb NCNONABb30BAHbI A1 AaKTUBALMM APYTUX CEPBUCOB NPU
M3IMeHeHnn un  moauduKaumm obbvektoB DPC. 33 A0MNOAHUTENBHOM MHPOPMaLMEN
HeobxoAMMo 0bpallaThca K systemd.path (5).

FOHUTbI UMEHYIOTCA TaK e, KaK UX KOHPUIypauUMOoHHble Gpanabl. HEKOTOPbIE FOHUTLI
MMEeOT COBCTBEHHYIO OCODEHHYIO CEMAHTUKY.

Systemd M3BECTHbI Pa3/INYHbIE BUbI 3aBUCMMOCTEN, B T.4. 3aBUCMMOCTM TpeboBaHMA
NONOMKUTENbHbIE U OTPULATE/IbHbIE (Hanpumep, Requires= M Conflicts=), a TaKXkKe
3aBMCUMOCTN o4epeHOCTU (After= U Before=). 3aBUCMMOCTM O4epeaHOCTM U TpeboBaHNS
OPTOroHanbHbl. ECn mexxay ABYMS tOHUTAaMK CYLLECTBYET TO/IbKO 3aBMCUMOCTb TpeboBaHMA
(Hanpumep, foo.service TpebyeT bar.service), HO HE 3aBUCMMOCTb O4YEPEAHOCTU
(Hanpumep, nocne foo.service bar.service), N 062 3TUX IOHMTA 3aNPOLLEHbI Ha 3aMyCK,
OoHW ByayT 3anyckatbCca NapannenbHo. Hannume obeumx 3aBucMmocTen TpeboBaHMA W
O4YepesiHOCTM MeXay [ABYMA OHUTamMK aBnadaeTcs obwmm  wabnoHom. Kpome TOro,
OONbLWMHCTBO 3aBUCMMOCTEN HEABHO CO343eTCA M NOAAEPHKMBAETCA systemd.

TaKXe MmeeTca BO3MOXKHOCTb BPY4YHYO 00bABAATbL A0ONOAHUTENBHbIE 3aBUCUMOCTH,
O/ZIHAKO 3TO He ABNAEeTCA 06A3aTeNbHbIM.

MpWKNagHble MPOrpaMmMbl M OHUTBLI (Yepe3 3aBMCMMOCTM) MOryT noTpebosaTtb
M3MEHEHWNA COCTOAHUSA IOHUTOB. B systemd 3TW TpeboOBaHMA MHKANCYAMPYHOTCA B «jobsS» U
NoAAEPKNBAOTCA B job-oyepean. Jobs MOFYT YCNELWHO BbIMOAHUTLCA WAM NOTEPNeTb
Heyaa4y, MX BbINOJIHEHWE YNOPAA0YEHO B COOTBETCTBMM C 3aBMCMMOCTbIO O4YepesiHOCTU
IOHMTOB, Ha KOTOPYO OHM Dbl 3aN1AHUPOBAHbI.

Mpw 3arpy3ke systemd aKTUBUPYET OHUT TUNA target default.target, paboTa
KOTOPOro 3aKN4YaeTca B  aKTUBALMW  3arpy*KaembiX CEPBMCOB W APYrMX HOHUTOB,
3arpyaembix C nomolulbto 3aBucumoctern. OBbIMHO MMA [AAHHOTO HOHWTA npeacTaBnaeT
coboi NceBAOHUM: CCbINIKa Ha graphical.target (41A NONHOPYHKLUMOHAMbHbBIX 3arpy30K
B NO/1b30BATE/IbCKMI MHTEPdENC) UM HAa multi-user.target (418 OrpaHMYEHHOM TONbKO
KOHCO/bIO 3arpy3KuM Mpm UCNONb30BAHMN BO BCTPOEHHbIX WUAM CEPBEPHbLIX CPeaax UamM Um
NoA0bHbIX; MOAMHOMECTBO graphical.target).

AIMWUHUCTPATOP MMEET BO3MOXKHOCTb CAENaTb ero NcesBA0OHUMOM K 1t0bomy Apyromy
IOHUTY TUNa target. 3a [AOMNOJHUTENbHOM WHPOPMALMEN O OHUTAX TuNa target
HeobxoAMMo 0bpallaThCA K systemd. special (7).

[poueccbl-NOTOMKM systemd MNOMELLAOTCA B OTAENbHbIE TPYMNMbl YNPaBAEHUS
OC ABpopa C TakKMMMK Ke MMEeHaMM, KaK Yy FOHWUTOB, K KOTOPbIM OHW MNPUHAANEXKaT, B
COOCTBEHHOM MepapxMn systemd, KOTOPbIM  UCNOAb3YyeT 3T0 AN 3PPeKTUBHOro
OTC/NEXMBAHMA NpoLeccoB. MHPopmaumsa o rpynne ynpaBaeHns noaaepHmBaeTcs B aape u
[OCTynHa c nomouwlpto mepapxmm ®C (nop, /sys/fs/cgroup/systemd/) WAM B TaKMX
MHCTPYMEHTAX, KaK ps (1) (ps xawf -eo pid,user,cgroup,args OCODEHHO MONE3Ha
A5 NOSTYYeHUA CMMCKA BCEX NMPOLLECCOB U IOHUTOB systemd, KOTOPbIM OHM MPUHAAAENKaT).
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Systemd B 6O/bLLION CTENEHN COBMECTMMA C CMCTEMOM SysV init: SysV init
CKPUNTbI NOAAEPKMBAOTCA M YNTAOTCA KaK Galnbl KOHOUIypaLMM anbTEPHATUBHOIO (XOTA U
orpaHmyeHHoro) ¢opmata. Obecneumsaetca SysV /dev/initctl WHTepPPenc, 40CTyNHa
COBMECTMMAs peanmn3aums  pPas3inyHbIX SysV  KAMEHTCKMX WMHCTPYMEHTOB, a TaKxe
noaaepKMBatoTcA  pasnnyHble  yctoaswmecs  UNIX-QyHKUMOHANbHOCTKM, TaKuMe  KakK
/etc/fstab uan b utmp.

Systemd MMEET MUHUMANbHYKO CUCTEMY TPaH3aKLUWM: B C/ly4ae HeobXOAMMOCTU
3aNyCTUTb UM BbIKMOYMTL IOHUT systemd W BCE €ro 3aBMcMmocTu byayT aobasneHbl BO
BPEMEHHYIO TpaH3akuuio. [anee cneayeTr NpoBepka Ha nNpeameT TOro, SABAAETCA /n
TPaH3aKLUMA NOCNeA0BaTeNbHOM (ABNAETCA I NOPSAA0K BCEX OHUTOB HE3aLUMKAEHHbIM):

— eC/IM HeT, systemd NOCTAapPaeTCa UCNPABUTb 3TO U YAANNT U3 TPAH3aKUMMK jobs, He
ABNANOLLMECA HEOOXOAMMBIMM, YTO MOXKET NPEeA0TBPATUTb 3aLUMKAMBAHMNE. TaKKe systemd
NbITAaeTCcA NOAABUTb B TPAH3aKLUMM jobs, CNOCOOHbIE OCTAHOBUTL 3aMyLLLEHHbIM CEPBUC U HE
aBnarowmecs Heobxoambimm. Kpome TOro NpoBepsaeTca, ABAAOTCA /N jobs U3 TPAH3aKLUMK
NPOTMBOPEUYMBbLIMK jobs, KOTOpble Yy»Ke HaxoaAatca odepeaun. Ecam pa, TpaH3akuwms,
BEPOATHO, byaeT npepBaHa;

— eCcNvn aa, TPaH3aKuMsa ABNAETCA NOoCnefoBaTeNlbHOM U ee BAMAHWE CBEAEHO K
MWUHUMYMY, OHa OObEeAMHAETCS CO BCEMM YKe OXMAAWMMKU 0D0paboTKM jobs U
nobasnaeTca B ovyepeb BbINOJHEHNA. DTO 03HAYAET, YTO [0 BbINOAHEHMA 3aTPEOOBAHHOM
onepaumn systemd OyAeT NPOBEPATb, YTO OnNepaLma MMEEeT CMbICA, UCNPaBAATL €e, ecau
BO3MOXHO, M, €C/IM OHA AENCTBUTENbHO HE MOXKET paboTaTb, OTMEHMT ee.

Systemd COAEPKWUT BCTPOEHHYK pPeann3aumio 3aday, KOTopble [A0/KHbI OblTb
BbIMOJ/IHEHbl KaK 4aCTb Mpouecca 3arpy3ku. Hanpumep, ycTaHaBAMBaET MMA XOCTa WM
KOHPUIypUpyeT neTneBoe YCTPONCTBO CETU, HAaCcTPamBaeT U MOHTUPYET pa3nnyHbie GC API,
TaKMe Kak /sys WU /proc.

[na nonyyeHms AONONHUTENBHOM MHGOPMALMM O MOHATUAX N UAEAX, 3a/IOXKEHHbIX B
systemd, Heobxoanmo obpataTtbea K Original Design Document[2].

BHUMAHUE! HekoTopble uHTepdelchl, NpeaocTaBAsieMble systemd, COAEPXKAT
Interface Stability Promise([3].

KATANOIN NDBO:

KaTtanorn cucTemHbIX FOHUTOB

CUCTEMHbIN aAMUHUCTPATOP systemd YNTAET KOHPUTYPALMIO FOHUTOB M3 PA3INYHbIX
KaTanoroBs. [laKeTbl, Kenatoume yCTaHOBUTb (aliibl FOHUTOB, AO/MKHbI PAa3MeCTUTb MX B
KaTanor, BO3BpallaeMbli KOMaHAOMN:

pkg-config systemd --variable=systemdsystemunitdir

Opyrumm NpPOBEPSAEMbIMMN KaTa/ioramu ABNAOTCH
/usr/local/lib/systemd/system M /usr/1lib/systemd/system.

[Monb3oBaTenbCcKkaa KoHOUIypauma BCceraa MMeeT NpUopuTeT. pkg-config systemd
--variable=systemdsystemconfdir BO3BpalWl@eT MyTb K KaTanory CUCTEMHOW
KOHCI)I/Ipra LN, [aKeTbl AOTKHblI N3BMEHATb COAEPKNMOE ITUX KaTa/10I0B TOJ/IbKO C MOMOLLbHO
KOMaH/4 enable N disable MHCTPYMEHTA systemctl (1).
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KaTasnorn nonb3oBaTeIbCKUX FOHUTOB

MoaobHble NpaBWaa MNPUMEHAKOTCA ANA KaTaNoroB MNO/Ab30BATENbCKMX HOHUTOB,
OZIHAKO HAaXOAWUTb FOHWUTbI B @HHOM C/ay4Yae cneayeT no cneundmkaumm XDG Base Directory
[4]. M1 AONYKHBI NTOMECTUTb CBOW dal/ibl OHWUTOB B KaTa 10T, BO3BPALLEHHbIN KOMaHA0M:

pkg-config systemd --variable=systemduserunitdir

CnobanbHas KOHOUIypauma BbINOJHEHA B KaTanore, 0 KOTOPOM coobllaeT KoMaHaa
pkg-config systemd --variable=systemduserconfdir. KOMaHAbl enable M disable
MHCTPYMEHTA systemctl (1) MOryT obpallaTbca ¢ 06onmmmn BUAaMM IOHUTOB: rNoHaNbHbIMMK
(T.e. pna BCex nonb3oBaTenen) W  YacTHbIMM (A8 OAHOro  MNOAb30BaTENs),
paspellan/3anpeLlan ux.

Katanoru ckpuntos SysV init

KaTanorm ckpunToB SysV init pacnonarakoTca mexay AucTpubytmBamum. Ecam
systemd HE MOXET HalTM poaHOM unit dann ana Tpebyemoro cepsBuca, oH byaer
OCYLLECTBAATb MOUCK CKPUNTA SysV init TOrO XKe CaMoro MMeHM (C yaaneHHbIM cydPpukcom
.service).

KaTtanor mexaHuama ccblnokK SysV runlevel

MecTononoKeHNe KaTanora MexaHnM3ma CCbIJIOK SysV runlevel PasMYHO MeXay
ANCTPUOYTUBAMU. Systemd YYMTbIBAET MEXAHM3M CCbINIOK, ONPeaenasn, AOMKEH NN CEPBUC
ObITb BKAOYEH.

BHUMAHMUE! service unit CO BCTPOEHHbIM unit KOHOMIYPaUMOHHbBIM Gaiiom He
MOeT ObITb 3aNyLeH NpW akTUBM3ALMM EF0 B MEXAHW3ME CCbIIOK SysV runlevel.

CUTHAbI:

— SIGTERM — nocne nonyvyeHMA AaHHOTO CMIrHaAa CUCTEMHbIM MeHeaxXep systemd
Cepmnaanm3yeT ero CoOCTtoAaHme, nepelanyckaetTca n aecepnannsyet CoXxpaHeHHOe COCToOAHME
MOBTOPHO. B OCHOBHOM 3TO 3KBMBANEHTHO CeAylolWeMy: systemct]l daemon-reexec;

— systemctl daemon-reexec — TMO/Ib30BATENbCKUM MeHeaKep systemd
3aNyCTUT exit.target unit, KoOrga npumet ,EI,aHHbIlZ CUrHan. B OCHOBHOM 3TO
9KBUBA/IEHTHO: systemct]l --user start exit.target;

— SIGINT — nocnae noayyvyeHnAa AaHHOro CMrHana CUCTEMHbIN MeHeaXep systemd
3aMNyCTUT IOHUT ctrl-alt-del.target. B OCHOBHOM 3TO 3KBMBA/IEHTHO: systemctl start
ctl-alt-del.target,;

— systemctl start ctl-alt-del.target — MO/Ab30BATENbCKUIM MeEHeaKep
systemd NOCTYNUT C AAaHHbIM CUTHA/IOM TEM XKe CI'IOCO6ON\, YTO N C CUTHA/NIOM STIGTERM,

— SIGWINCH — nonyvus ,D,aHHbIlZ CUTrHan, CUCTEMHbIN meHegxep 3anyCtuT HOHUT
kbrequest.target. B OCHOBHOM 3TO 9KBWBAJIEHTHO: systemctl start
kbrequest.target,;

— systemctl start kbrequest.target — MO/1b30BATENbCKUN MEHEAKEP
systemd UTHOPUPYET AaHHbIA CUTHAN;

— SIGPWR — noayyuvs ,ELaHHbll\/JI CUrHan, CUCTEMHbIM meHegxep 3anyCtuT HOHUT
sigpwr.target. B OCHOBHOM 3TO 3KBMBA/ZIEHTHO: systemctl start sigpwr.target;
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— SIGUSR1 — MOAYYMB A@HHbIMA CUTHAA, CUCTEMHbIM MeHeaKep OyaeT NbiTaTbCs
NPUCoeanHUTLCA K WinHe D-Bus;

— SIGUSR2 -MOJYYMB A@HHbIA CUTHAM, CUCTEMHbIM MEHeAXepP LEeNMKOM 3anuileT B
coobuleHme o cobbITMAX CBOE COCTOSAHME B YMTaeMoM popme. 3anmcaHHble AaHHble byayT
TaAKME Ke, KaK BbIBOAMMbIE KOMAHAOWN: systemctl dump;

— SIGHUP — NOJMHasa nepes3arpyska KoOHPUrypauum agemoHa. B OCHOBHOM 3TO
9KBMBA/IEHTHO: systemctl daemon-reload,

— SIGRTMIN+0 — BXOOUT B pPeXMM NO YMOJYaHUIO, 3aNyCKaeT HUT
default.target. B OCHOBHOM 3TO 3KBMBA/NIEHTHO: systemctl start default.target;

— SIGRTMIN+1 — BXOANT B crnacaTe/lbHblIM pexnm, 3anycKkaeT FOHUT
rescue.target. B OCHOBHOM 3TO 3KBMBANEHTHO: systemctl isolate rescue.target;

— SIGRTMIN+2 — BXOANT B aBapl/Il\/JIHbIVI pexnm, 3anyCKaeT FHOHUT

emergency.service. B OCHOBHOM 3TO 3KBMBAJIEHTHO: systemctl isolate
emergency.service,

— SIGRTMIN+3 — OCTaHaBnmnsaeT MY, 3anyckaeT IOHUT halt.target. B OCHOBHOM
3TO 3KBMBANEHTHO: systemctl start halt.target;

— SIGRTMIN+4 — BbIK/AOYeHWe nuTaHuAa MY, 3anycK lOHUTa poweroff.target. B
OCHOBHOM 3TO 3KBMBA/IEHTHO systemctl start poweroff.target,

— SIGRTMIN+5 —nepesanyck MY, 3anycK toHUTa reboot.target. B OCHOBHOM 3TO
9KBMUBAJIEHTHO: systemctl start reboot.target;

— SIGRTMIN+6 — nepe3anyck MY ¢ nomouwbl kexec, 3aNyCK HOHUTA
kexec.target. B OCHOBHOM 3TO 3KBMBA/IEHTHO: systemctl start kexec.target;

— SIGRTMIN+13 —Hemea/aeHHaa ocTaHOBKa paboTbl MY;

— SIGRTMIN+14 — Hemed/leHHOe OTKAKYeHue nuTaHmna MY;

— SIGRTMIN+15 — Hemed/ieHHaA nepesarpyska MY;

— SIGRTMIN+16 — Hemed/ieHHaA nepesarpyska MY ¢ kexec;

— SIGRTMIN+20 —JenaeT BO3MOMHbIM BblBOA, CTATYCHbIX COOBLLEHWIA Ha KOHCO/b,
B T.4. BbI3BaHHYO MapaMeTpOM systemd.show status=1 B KOMaHZHOW CTPOKe AAP3;

— SIGRTMIN+21 — OTME&Ha BO3MOHOCTW BbIBOAA CTATYCHbIX COOOLLEHWI Ha
KOHCO/b, B T.4. BbI3BAaHHYIO MapameTpoM systemd.show status=0 B KOMaHAHOW CTPOKe
aapa.

MEPEMEHHbIE CPEAbBI N OKPYXKEHWUE:

— $SYSTEMD LOG_LEVEL — systemd YMTaeT log level W3 3TOM NepemeHHON
OKpY*KeHMA. [laHHasA HacTPoMKa MOXET ObiTb NepeonpeseneHa C MOMOLLbK ONuUMKM —-log-
levels=;

— S$SYSTEMD LOG TARGET — systemd UMTaeT LENEBOM XKypHaa w3 3TOM
nepemeHHOM OKpy*KeHuA. [JaHHas HacTpoMKa MOXKeT ObiTb NmepeonpedeneHa C NOMOLLbHO
onuMn —--log-targets=;
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— S$SYSTEMD LOG COLOR — onpeenseT, byaeT An systemd BblAENATb LBETOM
Ba)KHble  COODOLIEHNS  CUCTEMHOrO  ypHana. [laHHas  HacTpPoOMKa MOXKeT  ObITb
nepeonpeaesneHa ¢ NOMOLLbIO ONUMKN —-log-color=;

— S$SYSTEMD LOG LOCATION — onpegenset, byaeT M systemd BbIBOAWUTb HOMEP
CTPOKM B MCXOAHOM KOZE BMECTE C KypHaNbHbIMM COODLLEHUAMM. DTO NOBEAEHNE MOMKET
ObITb NepeonpeaeneHo C NOMOLLbIO ONUMN —-log-location=;

— $XDG CONFIG HOME, $XDG CONFIG DIRS, $XDG DATA HOME,
$XDG DATA DIRS — MO/Ib30BATENbCKUIM MEHEKepP systemd UCMONb3YET 3TN NePEMEHHbIE B
cooTtBeTCcTBMK ¢ XDG Base Directory cneundukaunein [4], 4Tobbl HaMTK ee KOHOUIYpaLUMIo;

— $SYSTEMD UNIT PATH-— 33JaeT, rae systemd vwlet Ganbl tOHUTOB;

— S$SYSTEMD SYSVINIT PATH-—33JaeT, r4e systemd ULWET CKPUNTbI SysV init;

— $SYSTEMD SYSVRCND PATH — 33flaeT, rae systemd WLWET CKPUNTbI CUCTEMDI
CCbINOK runlevel SysV init.;

— SLISTEN PID, S$LISTEN FDS— YCTaHaB/AMBaEeT systemd A8 KOHTPOAMPYEMbIX
MPOLLECCOB BO BPEMA aKTMBALMM HA OCHOBE COKeTOB. [oapobHee B sd_ listen fds (3);

— SNOTIFY SOCKET — YyCTaHaB/IMBaeT systemd 419 KOHTPOAMPYEMbIX NPOLECCOB C
LLeNblo YBELOM/IEHWNA O CTATyCe 1 3aBepLUeHnn 3anycka. MNoapobHee B sd notify (3).

MAPAMETPbI KOHOUTYPALIMW, MEPEAABAEMbBIE OT AAPA OC ABPOPA:

Echm systemd 3anylleH B CUCTEMHOM WHCTaHUMM, OH pa3bupaeT HECKONbKO
aprymeHTOB KOMaHAHOW CTPOKKN aapa:

— systemd.unit= —nepeonpeaenaeT OHUT, KOTOPbIN aKTUBMUPYETCA NPU 3arpy3Ke
— MO YMONYaHMI default.target. ITO MOXET OblTb MCNO/Ab30BAHO A1 BPEMEHHOM
3arpy3kM B APYronm 3arpy30udHblil  KOHWT, Kak, Hanpumep, rescue.target  WAU
emergency.service. [loapobHee 06 3TUX IOHUTAX B systemd.special (7);

— systemd.dump core= — MpuHMMaeT 6Oynesbin aprymeHt. Ecam true, TO
systemd CO34aeT core dump, KOraa paboTaeT HEKOPPEKTHO. B NpOTMBHOM Ccay4vae core
dump He co3gaeTca. [10 yMoa4YaHUIO true;

— systemd.crash shell= — npuHMMaeT OyneBbit aprymeHT. Ecam true, TO
systemd MOPOXAaeT shell, KOr4a pywnuTca. B npoTMBHOM cyvae shell He NOPOXKAAETCA.
o ymonyaHuio false M3 coobparkeHmin 6e30NacHOCTH, T.K. shell He 3aLLUMLLIEH NAPOSIbHON
ayTeHTUPMKaumen;

— systemd.crash chvt= — MPUHUMAET aprymeHT uenoe uucno. Ecam oHoO
NONOXUTENbHOE, systemd aKTUBMPYET 3aZaHHbI BUPTYabHbIM TEPMUHAN, KOTAa PYLUUTCA.
Mo ymondaHutio -1;

— systemd.confirm spawn= — MPUHMMaET 6yﬂeBbII71 dprymeHT. Echm true,
3anpallMBaeTca NOATBEPKAEHME, KOrAa NOPOXAaeTcA npoLuecc. 1o ymonyaHuto false;

— systemd.show status= —MNpUHUMaET OyneBblt apryMeHT. ECav true, BbIBOAUT
Ha KOHCO/Ib B CXAaTOM BMAE WM3MEHEeHMA CTaTyCca CEepPBUCOB B TeuyeHue 3arpysku. [lo
YMOJIYaHUIO true;
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— systemd.sysv_console=-—ﬂpMHMM8€T6yﬂeBuﬁEﬂNyMGHT.ECﬂM'true,BuBOA
CKpunTa SysV init OyAeT HanpaBAeH Ha KOHCOAb. [10 yMONYaHUIO true, HO, ECN quiet
nepeaaH Kak onuya KOMaHAHOM CTPOKM AApa, NO YMONYAHUIO false;

— ynpaBAsieT BbIBOAOM B COODOLIEHME O CODbITUAX C TeM Ke 3hdeKToOM, YTO U
OMUCaHHble BbllLE nepemeHHble OKPYKEHUS: $SYSTEMD LOG TARGET,
$SYSTEMD LOG LEVEL, S$SYSTEMD LOG COLOR, $SYSTEMD LOG LOCATION:

systemd.log target=, systemd.log level=, systemd.log color=,
systemd.log location=

— systemd.default standard output=,systemd.default standard error=
—ynpaBadeT CTaHAapPTHbIM BbIBO,EI,OM/BbIBO,EI,OM OLWMOKNM ANA cepBMCOB NO YMO/THaHNUKO C TEM
Ke aPPeKToM, YTO M aprymeHTbl KOMaHAHOM CTPOKW, OMMCaHHble Bbllle --default-
standard-output= U --default-standard-error= COOTBETCTBEHHO.

COKETbl M KAHAJIbI:

— /run/systemd/notify — COKET yBeAOM/IEHNA COCTOAHNA AEMOHA. ITOT COKeT
AF UNIX datagram WCNOAb3yeTCA ANA pPeanu3aumm NOTMKW yBEAOMAEHUA [OEMOHQ,
KOTOpOe OCYLLLEeCTBNAETCA NOCPEACTBOM sd_notify (3);

— /run/systemd/logger — WCMNONAb3YyeTCA BHYTPEHHE HUTOM systemd-
logger.service, ANA systemd BBOAMT MOHATME CUCTEMHbIX HOHWTOB. [laHHblE HOHUTHI
npeacTaBneHbl  KOHPUIYPaUMOHHbIMK ~ daliiaMK, PACMONIOKEHHBIMM B OAHOM MU
HECKO/IbKMX KaTa/iorax, onncaHme KoTopbix npueeaeHo B Tabauue (Tabanua 2.1), 1 B cXaTom
BUAE aAKKYMYAMPYIOT WMHOOPMALMIO O CUCTEMHbIX CAykbax, CAylWalowmMx COKeTax,
COXPaHEHHbIX CHMMKAX COCTOAHWMA CUCTEMDbI, a TaKXKe O APpYyrnx O6'b€I-(TaX, MMe LW NX
OTHOLWEHNE K CNCTeMe NMHNUMNann3aunin.

Tabnuua 2.1

KaTanor OnucaHue
/usr/1lib/syst | daiinbl lOHUTOB systemd, pacnpeaeneHHble YyCTaHOBAEHHbIMM
emd/system/ RPM-nakeTamu
/run/systemd/ | ®aiinbl OHUTOB systemd, CO3aHHble B npoLiecce paboTbl. JaHHbIN
system/ KaTaNor UMeeT NPUOPUTET HaZ KaTasoroM C YCTaHOBAEHHbIMU
CNYXKeOHbIMM Gannamm HOHUTOB
/etc/systemd/ | daiinbl OHUTOB systemd, CO3AaHHbIE KOMaHAOM
system/ systemctl enable, aTakXe Qpannbl OHUTOB, AOOABAEHHbIE ANA
paclMpeHmns cayskbbl. [laHHbIM KaTanor MMeeT NPUOPUTET HaJ,
KaTanorom ¢ alinamm loHMTOB, CO3A4aHHbIMM B Npouecce paboTbl

MONMHbIA  CAMCOK AOCTYMHbIX TUMOB OHUTOB systemd npueeseH B Tabauue
(Tabnunua 2.2).

Tabnunua 2.2
Tvn toHUTa Pacwwnpenue dpaina OnucaHue
Cnysb6a .service CuctemHan cnyxba
Lenb -target Fpynna toHUTOB systemd
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Tvn oHKTa PacwupeHue panna OnucaHue
ABTOMaTuMyeckoe | -automount TOYKa aBTOMATUYECKOTO MOHTUPOBaHMA ®C
MOHTUPOBaHME
YcTpohcTeo -device dann ycTponcTBa, Pacno3HaBaemMoro A4pomM
MoHTMpOBaHue | -mount Toyka moHTMpoBaHmA OC
MyTb -path ®ann nnan katanor 8 ®C
ObnacTb - Scope Mpouecc, CO34aHHbIN M3BHE
Cpes -slice [pynna nepapxmyeckm opraHM30BaHHbIX
tOHUTOB, YNPABIAOLLMX CUCTEMHbLIMMU
npoueccamm

CHMMOK - snapshot CoxpaHeHHOoe COCTOAHME MeHeaxKepa systemd

CokeTt - socket CokeT ana obmeHa MHPopMaLmen mexxay
npoueccamm

MoaKayKa - sSwap YCTpOMCTBO MM Gann NOAKAYKM

Taiimep -timer Taiimep systemd

MNepeonpeaeneHne nNapaMeTpoB systemd MO YMOJYAHMIO OCYLLECTBAAETCA C
NOMOLLbIO Paina system.conf.

KoHPUrypauma systemd No yMOAYaHUIO ONpeaenseTca BO BPEMS KOMMUAALMM U
AOCTyMHa ANA NPOCMOTPpa B panne /etc/systemd/system.conf. [pn HeobxoammocTu
M3MEHMUTb NapameTpbl MO YMONYAHWUIO M TNobanbHO NepeonpeaennTb OTAe /bHbIe 3HaYeH S
IOHUTOB systemd CAeAyeT UCMONb30BaTb AAHHbIN dalin.

[Ons nepeonpeneneHUa 3Ha4YeHMA Npeaena UCTEYEHUs BPEMEHM OXMAAHWUA, MO
ymonuyaHuto  pasHoro 90  cekyHaam, HeobxoAMMO  MCMNO/Ab30BaTb  NapameTp
DefaultTimeoutStartSec, /1A KOTOPOro NOTPebyeTca yKa3aTb 3HAYEHNE B CEKYHAAX:

DefaultTimeoutStartSec=<rpebyemMmoe 3HadYeHUE>

OCHOBHble npeanaraemMble BOSMOXHOCTH

B OC ABpopa cncTema systemd U service manager OCYLLECTBAAKOT aKTMBALMIO Ha
OCHOBE COKEeTOB — BO BpeMA 3arpy3ku systemd CO34aeT CAyWAtOULME COKeTbl ANA BCEX
CUCTEMHbIX CAYXKO, NOAAEPKMBAKOWMX AaHHbIM  TUN  aKTUBAUMW, W NepedaeT ux
COOTBETCTBYHOLMM CNyKbam, Kak TOIbKO OHM HauYMHAtOT paboTy. 3TO NO3BOAAET systemd
OCYLLECTBAATb MAapaNNeNbHbIN 3aNyCK CYXKD 1 AenaeT BO3IMOXKHbIM Nepe3anycK cay»Kbbl 6e3
noTepu coobLEeHWA, OTNPaBAEHHbIX el B TO BPEMs, MNOKa OHa Oblla HeaoCTynHa:
COOTBETCTBYHOLLMA COKET OCTAETCA AOCTYMNHbIM, M BCE COODLLEHNA MOMELLAIOTCA B 04epep.

[1ns aKTMBALLMM HA OCHOBE COKETOB systemd UCMO/b3YET FOHUTbI COKETOB:

— aKTMBALMA Ha OCHOBE LWWWHblI — CUCTEMHble CNYy*bbl, ncnonbsytowme D-Bus ana
obMmeHa MHGopMaLMen mexay NPoLLeCcCamm; MOXKHO 3anyCT1Tb No TPeboBaHMIO, KaK TObKO
KnneHTtckoe MI1 B nepsbii pa3 nonpobyeT obmeHATbCA C HUMKM MHPopMaumen. [ns
aKTMBALIMM Ha OCHOBE LLMHbI systemd MCNOAb3yeT dainbl ciy*KObl D-Bus;

— aKTMBaUMA Ha ocHoBe MY — cucTemHble CayxbObl, NOAAEPIKMBAIOLLME AKTMBALMIO
Ha OCHOBE YCTPOMCTB; MOYKHO 3aMnyCTUTb MO TpeboBaHMIO NPU NOAKAKOYEHNM ONpPeaeNeHHOro
TMNa 0bopyA0BaHMA MK eCcn 3TO 0OOPYA0BAHNE CTAHOBMTCA AOCTYNHO. A aKTMBALMM Ha
OCHOBE YCTPOMCTB systemd MCNONAb3YeT OHUTbI MY;
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— aKTMBALMA Ha OCHOBE NyTEN — CUCTEMHbIE CNYXKObl, NOAAEPHKNBAIOLLME AKTUBALMIO
Ha OCHOBE MyTeN; MOXHO 3amnyCcTUTb NO TpeboBaHMIO, Korda onpeaeneHHbin Gann mnm
KaTaNor M3MeHAT CBOM CTaTyC. [nA akTMBALLMM HA OCHOBE NYTeN systemd UCNONb3YET FOHUTbI
nyTu;

— CHUMKM COCTOSIHUA CUCTEMbI — systemd MOXET BPEMEHHO COXPaHUTb TeKyllee
COCTOSIHME BCEX HOHMTOB UM NOBTOPHO aKTUBMPOBATb NPeAblAyLlee COCTOAHUE CUCTEMbI 13
OMNHAMUYECKN CO3AaHHOrO CHUMKA. [1nA XpaHEHUA TEKYLLEro COCTOAHUA CUCTEMbI systemd
MCNONb3YeT AMHAMMYECKM CO34aHHbIE FOHUTbI CHUMKOB;

— ynpaBneHMe TOYKamMM MOHTMPOBAHMA W ABTOMOHTMPOBAHMA — systemd
HabatogaeT M ynpaBadeT TOYKAaMM MOHTMPOBAHMA M aBTOMATMYECKOrO0 MOHTMPOBaHKMA. [AnA
TOYEeK MOHTMPOBAHWUA systemd MCMNONb3YyeT HOHUTbl TOYEK MOHTMPOBAHWMA, a ANA TOYeK
aBTOMOHTMPOBAHMNA — FOHUTbl aBTOMOHTUPOBAHMS;

— arpeccuBHan napannenMsauma — WCNONb3ys aKTMBALMIO Ha OCHOBE COKETOB,
systemd MOMET 3aMycKaTb CUCTEMHbIE CAyXDbl MapannenbHO, Kak TONbKO CAyllatoline
COKETbI OKaXKyTCA Ha MecTe. B coyeTaHMM ¢ cUCTEMHbIMUK CAy*KBamK, NoAAEePKUBAIOLLMMM
aKTMBauUMo no TpeboBaHMIO, NapannenbHas akTMBaLUMA 3HAYMUTENbHO COKPALLAeT Bpems,
HeobxoaMMoe AN 3arpy3kn CUCTEMbI;

— TPaH3aKUMOHHAA /NOrMKa aKTMBALUMM HOHUTOB — nNepen  aKTMBaUMen uau
OTK/tOYEHMEM HOHWTA systemd PACCUYMTbIBAET €ro 3aBMCMMOCTW, CO343E€T BPEMEHHYHO
TPaH3aKLUMIO N NPOBEPSAET ee LLIeNOCTHOCTb. Ecan TpaH3aKumsa byaeT HeLeNOoCTHON, TO nepea
Tem, Kak BblgaTb coobueHne o6 ownbkre, systemd aBTOMATMYECKM MbITaeTCs
CKOPPEKTUPOBATb TPAH3aKUMIO W YAANUTb U3 Hee 334ayu, He MMEeKLUMe KPUTUYECKOro
3HaAYEeHMUS;

— obpaTHas COBMECTMMOCTb C CUCTEMOM MHMUMaNM3aumm SysV — systemd
NoAAEePKNBAET CLEHAPMWN UHMLUMANMU3aLUMK SysV, 4To onmcaHo B 6a30BOM cneumnduKraumm
npoekTa Linux Standard Base. 3To obneryaet nepexoa K CAyebHbIM IOHUTAM systemd.

N3meHeHnA cOBMeCTUMOCTH

CucteMbl systemd M service manager pa3paboTaHbl TakMm obHpasom, YToObI
obecneymnBaTb Ha30BYD COBMECTMMOCTb C SysV W Upstart. Hambonee 3HauymTenbHble
M3MEHEHMA B COBMECTMMOCTM oOTHocuTenbHo OC ABpopa W pAda  npeaplayLimnx
ANCTpmnbyTMBOB Linux:

— systemd MMEET OrpaHUYEHHYIO NOAAEPHKKY YPOBHEM BbINOSIHEHWNA, NPEA0CTaBAASA
HECKO/IbKO tOHMTOB LIEIN, KOTOPbIE MOMKHO HampsiMytd COMOCTaBUTb C STUMMU YPOBHAMM
BbINO/IHEHMA. OIHAKO CONOCTaB/NEHME BO3MOXKHO He A/1A BCeX LUeNen systemd, MO3ITOMY M3
CoO0bparKeHMn COBMECTMMOCTU B COCTaB systemd BXOAMT KOMaHAa runlevel, KOTOpas
MoKeT BepHyTb N Ana 0603HAYEeHMA HEM3BECTHOIO YPOBHS BbINOAHEHUS. [10 BO3MOKHOCTH
pekomeHayeTcs no nsberaTb MCNOAb30BAHMA AAHHON KOMaHAbI;

— YTUAMTA systemctl He NOAAEPKMBAET NPOMU3BO/bHbIE KOMaHAbl. B AononHeHme
K CTaHZApPTHbIM KOMaHAaM, TaKMM, Kak start, stop W status, aBTOPbl CLEHAPUEB
MHULMANN3AUNM SysV peann3oBann NOAAEPHKKY A1A Nt0OOro Ymcaa Npom3BOabHbIX KOMaHA
B KayecTBe AonosHuTenbHoro ¢yHKuUMoHana. Hanpumep, B Red Hat Enterprise Linux 6
CUEeHapui init ANA iptables MOMHO Obl0 BbINOAHATb BHYTPM KOMaHAbl panic, 4TO
BK/ILOYA/NIO PEXMM panic M MNepeHacTpamBano CUCTEMY Ha HemeaneHHbln cbpoc Bcex
BXOAALMX M MUCXOAALLMX MaKeToB. HMYyero m3 3Toro He nNoaaeprKmBaeTcA B systemd, W
systemctl NPUHUMAET TONIbKO KOMaHAbl, NepeyYnCcaeHHble B AOKYMEHTALMUMK;
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— YyTUANTA systemctl He 0OMeHMBaeTca MHPopMaLmen co cayxbamm, KoTopble He
OblnM 3anylleHbl systemd. Korga systemd 3aMycKaeT CUCTEMHYIO CAYXKOy, naeHTudMKaTop
ee r/71aBHOro npouecca coxpaHAeTca A8 BO3MOXHOCTM ero OTCNeXMBAHUA. 3aTeM YTUAUTA
systemctl MCNOAb3yeT 3TOT MAEHTMOMKATOP ANA Onpoca WM ynpaBAeHMA CAyKOoMn.
COoOTBETCTBEHHO, €C/AIM MNO0/Ab30BaTeNb 3aMyCKaeT ONpeAeneHHbln AEMOH HanpAmyt K3
KOMaHAHOW CTPOKMK, systemctl HE B COCTOAHWM OMNpPeaesiNTb ero TEeKyWMM CTaTyC Waun
OCTAHOBWTb €ro BbINOJIHEHWE;

— systemd OCTaHaBAMBaeT TO/NbKO paboTatolwme cayxKbbl. [locne MHMUMAUMM
nocnenoBaTtenbHOCTM shutdown Red Hat Enterprise Linux 6 n 6onee paHHMe penmsbl
CUCTEMbI UCMONB30BANM CMMBOJIbHbIE CCbIJIKM, PACMOIONEHHbIE B KaTanore /etc/rc0.d/,
NN OCTAaHOBKM BCEX AOCTYMHbIX CUCTEMHbIX CAYKO BHE 3aBMCMMOCTM OT X cTaTyca. C
systemd BO BPeMA BbIMO/HEHWA NOC/N€A0BATE/IbHOCTM shutdown OCTAaHAB/MBAKOTCA TO/IbKO
paboTatoume cnyKbbi;

— CUCTEMHble CNy»KbObl He MOryT 4YmTaTb MHPOPMALMIO M3 CTAHAAPTHOrO MOTOKA
input. Korga systemd 3anyckaeT cay»by, CTaHOAPTHbIA BBOA, CAyKObl MOAKAOYAETCA K
/dev/null ons npenoTspalleHna Ntoboro B3aMMoaeNCTBMA C NONb30BaTENEM;

— CUCTEMHble CNy»KObl He HacNeaytoT KOHTEKCT (TAKOW, KaK NepeMeHHble OKPYHKEeHUS
HOME M PATH) OT BbI3bIBatOLLEro MX NONb30BaTENA UK ero ceaHca. Kaxkaas cny»xba paboTtaet
B YNCTOM KOHTEKCTE BbINO/IHEHUA;

— BO BpemA 3arpys3kM cueHapua WHUUMANM3AUMKM  SysV  systemd 4MTaeT
MHOOPMALMIO O 3aBUCMMOCTAX, 3aKOAMPOBaAHHYK B 3aronoske Linux Standard Base, wu
MHTepPNpeTUpyeT ee BO Bpema npoLecca paboThbl;

— ANA NpeaoTBPALLEHNA 3aBMCAHMA CUCTEMbI MO BMHE HeMpPaBWAbHO paboTatoLlei
CNy»Kbbl BCE onepaumm C toHMTaMK cay»6 noanagatoT noa AeNCcTBME AMMMUTA UCTEYEHMA
BPEMEHM OXMAAHWUSA, PABHOrO 5 MMHYTam. ITO 3HAYEHME CTPOro HACTPOEHO A1A BCEX CNYHKO,
CO3[1aBaeMbIX CLEHAPUAMM MHMUMALMM, M HE MOXKeT ObiTb M3MmeHeHO. OaHaKo Ans
yBENMYEHMA Npefena WCTeYEeHMA BPEMEHW OXWMAAHWMA Ha KaXkAayt Cayby MOXKHO
MCNONb30BaTb MHAMBWUAYANbHbIE KOHPUIYPALMOHHbIE Gainbl.

Ynpas/sieHWe CUCTEMHbIMM CNyKbamu

B Bepcuax OC Linux, B KOTOpPbIX MPUMEHANNCb SysV init WAM Upstart,
MCNOMb3yeMble CUEHAPUN MHUUMANN3AUMU XPAHWUAUCL B KaTanore /etc/rc.d/init.d/.
[aHHble cueHapum OblAM HanucaHbl Ha A3blke Bash M npeanocTaBAAAM CUCTEMHbIM
aAMMHNCTPATOPAM BO3MOMKHOCTb YMPaBIEHMA COCTOAHNEM CAYXKD AN AEMOHOB B CUCTEME,
B OC ABpopa 3TW CLeHapUM MHULMANM3ALMN Dbl 3aMEHEHbI Ha HOHUTBI CYXKO, KOTOopble
MMEKT PpaclMpeHne .service W CAYXKAT A4 Tex Ke Uuenem, 4to M cueHapuu
MHMUManM3aumm. [na npocmMoTpa, 3amyCka, OCTAaHOBKM, Mepe3anycKka, BKAKYEHMA U
OTKAHOYEHMA CUCTEMHbIX CTYXKO MCNONb3yeTcA KOMaHAa systemctl.

KomaHabl service M chkconfig TaK»e AOCTYMHbI B cucTeme M paboTatoT, Kak
OXWAQEeTCsA, OAHAKO BK/OYEHbI TOMIbKO M3 COOOPAXKEHW COBMECTMMOCTU, U UX
MCNONb30BaHMA cneayeT nsberato.
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®annbl KOHPUrypauMin M3 KaTanora /etc/systemd/system/ WMeOT OONbLINMI
NMPUOPUTET, YEeM HUTbl M3 KaTanora /usr/lib/systemd/system/. [lO3TOMY, ecau
KOHOUIypauUyMoHHble Galibl COAepPKaAT NapameTp, KOTOPbIN MOXHO YKa3aTb TO/IbKO OAMH pas,
TakoM, Kak Description nan ExecStart, To n3Ha4yanbHOe 3Ha4YeHMe 3TOro napameTpa byaer
npegonpeaeneHo.

BHUMAHUE! B BbiBOAE KOMaHAbl systemd-delta MepeonpeneneHHble HHUTbI
BCeraa nomeyeHbl Kak [EXTENDED], naxe ecnm B LeNOM HEKOTOPbIE NapameTpbl GakTUYECKH
nepeonpeaenaroTCca.

OnpeaeneHne cayxbbl MOMHO pPacCWMPUTb, YTO OMMCbIBAETCA Ha CTPaHULE
PYKOBOACTBA systemd.unit (5). WcCnonb3ya B KayecTBe TnMpumepa tftp.service,
HeobxoAMMO  c034aTb  HOBbIN noAKatanor  tftp.service.d B KaTajnore
/etc/systemd/system, @ 3aTEM B 3TOM MNoJKaTanore co3aatb ¢an conf, PacLLIMPAIOLLMIA
(M nepeonpeaenaoWmMin) NnapameTpbl CAy*KObI.

KonmyecTBo OTKPbITbIX AECKPUNTOPOB dalnos orpaHmyeHo Yncanom 500.000:

# mkdir -p /etc/systemd/system/tftp.service.d/

# cat >/etc/systemd/system/tftp.service.d/filelimit.conf <<EOF
[Service]

LimitNOFILE=500000

EOF

M3meHeHMAa NPUMEHAIOTCA Nocae nepesarpyskyM  KoHPUrypauum AemoHa MU
nepesanycka cayobi:

# systemctl daemon-reload
# systemctl restart tftp.service

KoMaHabl systemd-delta u systemctl status tftp.service MOKa3bIBAOT, YTO
onpeaeneHune cny»bwol Oblno A06aBNEHO:

# systemd-delta --type=extended
[EXTENDED]
/usr/lib/systemd/system/tftp.service — /etc/systemd/system
/tftp.service.d/filelimit.conf
1 overridden configuration file found.
# systemctl status tftp.service
tftp.service - Tftp Server
Loaded: loaded (/usr/lib/systemd/system/tftp.service; indirect; wvendor
preset: disabled)
Drop-In: /etc/systemd/system/tftp.service.d
L—filelimit.conf

BO3MOHble /IMMUTBI OMWCaHbl B CAeAyrolmMX pasaenax CTPaHuLbl PYKOBOACTBA
systemd.exec (5):

LimitCPU=, LimitFSIZE=, LimitDATA=, LimitSTACK=, LimitCORE=,
LimitRSS=,

LimitNOFILE=, LimitAS=, LimitNPROC=, LimitMEMLOCK=, LimitLOCKS=,
LimitSIGPENDING=, LimitMSGQUEUE=, LimitNICE=, LimitRTPRIO=,
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LimitRTTIME=

These settings control various resource limits for executed
processes. See setrlimit(2) for details. Use the string infinity
to

configure no limit on a specific resource.

MPUYUNHA: nnmunTbl, yKasaHHble B dainax /etc/security/limits.conf Wan
/etc/security/limits.d/*.conf, HacTpamsatoTcA PAM B Hayane ceaHca permcrpaumn,
YTO YKa3aHO B cneaytollen 3anncn ¢pamna /etc/pam.d/system-auth-ac

session required pam limits.so

NMPUMEYAHUE. [emoHbl, 3anyckaemble systemd, He WCNOAb3YKOT CeaHC
perncTpaunn PAM NMMUTbI KOTOPbIX MOXHO HAacTpPamMBaTb TOIbKO B daine toHMUTa CNy»KObl.
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NMPUNOMREHUE 3

N3meHeHne "MMnToB

OnucaHue nHTepdelica nice

NMMA: nice —3anycKaeT nporpammy € 3aZaHnem npruopuTeTa.

OB30P: nice [[MAPAMETP] [KOMAHAOA [APTYMEHT]...]

ONMNCAHWNE: 3anyckaer KOMAHZLY c yKa3aHnem npuopuTeTa ee BbINoaHeHUA. bes
yKka3aHua KOMAH/A BblaaeT TEKYLWMIA NPUOPUTET PaboTbl. ADJUST NO YyMOAYaHMIO paseH 10.
[1ana3oH NnpruopmuTeToB pacnosioxkeH ot -20 (HamsbIcWwni) A0 19 (HanMeHbLWWIA):

— -ADJUST - yBe/M4YMBaET NPUOPUTET Ha ADJUST;

— -n, —-—adjustment=ADJUST — TO €, YTO U —ADJUST,

— --help —BblaaeT MHOOPMALMIO M 3aBepLIaET paboTy;

— --version —BblAaeT MHOOPMAUMIO O BEPCUM M 3aBepLllaeT paboTy.

OnucaHune nHTepdenca renice

NMMA: renice — M3MEHEHWE NPUOPUTETA BbIMOTHAKOLWMXCA MPOLLECCOB.

OB30P:
renice priority pid...
renice priority [-p pid... ] [-g pgid...] [-u username]

OMVCAHWE: KomaHOa renice WCMNOAb3yeTCcA A/ WM3MEHEeHWA MNPUOPUTETOB
BbIMO/IHAOLLMXCA NPOLLEeCCOB. HOBOE 3HaYeHMe NpMopuTeTa 334a€TCA YNCIOBOM KOHCTAHTOM
priority, KoTOpasa MOXeT nNpUMHMMATb 3HadeHMA B JAmanasoHe oT -20 po +20.
HenpueunernposBaHHble NOAb30BaTe/IM MOTYT YCTAHOBUTb 3HAYEHWE MPUOPUTETA TOJIbKO B
npeaenax 0-20, B TO BpeMa KakK 418 CUCTEMHOIO aMUHUCTPATOPa AOCTYyMNeH BECb ANAMNA30H.
Hanbonee TMNNYHBIMKM 3HAYEHUAMWN ABAAIOTCA cneaytowme: 19 — npougecchl BbIMOAHATCA
TONbKO B C/ly4ae OTCYTCTBMA y npoleccopa cnewHon pabotbl; 0 — 6a30BbIN NpuopuTeT
PAaBHOMPABHbLIX  MPOLECCOB,  BbINONHAOWMXCA  NOA  YNpaBleHMemM  AUCMeTYepa;
oTpULATENbHOE 3HAYeHWe — ANA BbINOAHEHWSA Hambonee chnelHblXx U 6e3oTnaratenbHbIX
pabor.

Onucaxwne nHtepdenca kill

NMMA: kill — nocblIaeT CUTHan npoueccy wWau BbIBOAUT CMMCOK A0MNYCTUMbIX
CUIHANOB.

OB30P:

kill [-s CUI'HAJI | -CUT'HAJI] PID...
kill -1 [CHUTHAJI]...
kill -t [CHUTHAJI]...

OMWCAHWE: nocblnaeT curHan npoueccy WAM BbIBOAWUT CAMCOK A0MNYCTUMbIX
CMIHaNOoB.

AprymeHTbl, 0b6A3aTenbHble ANA  MNOAHbIX  BAapPWMAHTOB  OMUMA,  ABAAKOTCA
00A3aTeNbHbIMM TaKKe M ANA KPAaTKUX BAPUAHTOB:
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— -s, --signal=CUT'HAJI, -CUTHAJ— WUMS UM HOMEP MNOCbINAEMOro CUrHana;

— -1, --list — BbIBECTM WMEHa CWUIHaNOB WM BbIBECTU WMMA CUTHANa,
COOTBETCTBYHOLLEE HOMEPY, M HAODOPOT;

— -t, --table— BbIBECTU MHDOPMALMIO O CUTHANAX B BUAE TabNnLbI;

— ——help — BbIBECTM CNPABKY 1 3aBEPLLNTb PaboTy;

— —-version— BblBECTM MHPOPMALMIO O BEPCUM M 3aBEPLLNTL paboTy.

CUTHAN: moxeT yKasbiBaTbCA B BMAe MMeHu (Hanpumep, «HUP») nanm Homepa
(Hanpumep, «1»). TakKe B KayeCTBE CUrHana MOMKHO YKa3blBaTb KO BbIXOAa, KOTOPbIN
Nporpamma AoAXHa COODLWMNTL CUCTEME NPK 3aBEPLUEHUMN.

PID — umcnoson wnaeHTMdMKaTop npouecca. Ecam ymcno oTpuuaTenbHOe, OHO
onpeaenaeT rpynny npouecca.

OnucaHue nHTepdelica /etc/security/limits.conf

NMA: dainn orpaHnU4eHna pecypcos.

®OPMAT: rpynna/nonb3oBaTesb IMMUT (3KECTKUI/MATKMIA) NapameTp 3HaYeHue.

OMMCAHME NAPAMETPOB:

— core—pa3mep core ¢dainos (Kb);

— data — MaKCMMabHbIN pa3mep AaHHbIX (KB);

— fsize — MaKCMManbHbIM pasmep dparna (Kb);

— memlock — MaKCMManbHOe 3ab10KMPOBaHHOE aapecHoe NpocTpaHcTBo (KB);

— nofile— MaKCMMa/IbHOE KO/IMYECTBO OTKPbLITbIX GpaiN0B;

— rss — MaKCMManbHbIM pasamep NamaTn ansa pe3maeHT-nporpamm (Kb);

— stack — MaKCMManbHbIM pa3mep cTeka (Kb);

— cpu— MaKcMManbHoe npoueccopHoe Bpems (MIN);

— nproc — MaKCMMaJIbHOE KO/IMYeCTBO NPOLLECCOB;

— as —OrpaHuyeHune aapecHoro npoctpaHcTea (Kb);

— maxlogins —MaKCMMaNbHOE YNCNO OAHOBPEMEHHbIX PETUCTPALIMIA B CUCTEME;

— maxsyslogins — MaKCMMa/NbHOE KOJIMYECTBO YYEeTHbIX 3anncen;

— priority— NPUOPMUTET 3anyLLEHHbIX NPOLIECCOB;

— locks — MaKCMMa/lbHOE KONMYeCTBO Gannos, 6OKMPYEMbIX MO/b30BATENEM;

— sigpending —MaKCMMaNbHOE KOAMYECTBO CMIHA/IOB, KOTOPbIE MOXHO Nepeaatb
npoueccy;

— msgqueue — MaKCMManbHbIN pasmep namatn ana odepeaun POSIX coobuieHni
(bytes);

— nice — MaKCMMaNbHbIN NPUOPUTET, KOTOPbIM MOXKHO BbiCTaBuUTb: [-20, 19];

— rtprio— MaKCMMa/bHbIN NPUOPUTET BPEMEHM BbIMONHEHMA.
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NMPUNOKEHUE 4

OnucaHue nHTepdeica wipe

NCMNO/b30OBAHWME: wipe [onuumn] dannbl.
onunmn:

— —a — NnpepbIBaET NpU OLWMNOKE;

— -b <buffer-size-1g2> — yCTaHaB/AMBAET pa3Mep MHAMBUAYyaNbHOro bydepa
BBO/a/BbIBOAA, YKa3aB ero norapndm no ocHoBaHuio 2. MoryT 6biTb BblaeneHbl 40 30 3Tux
bydepos;

— —c —coBepuwaeT chmod () Ha 3alMLLEHHbIX OT 3anncK ¢annax;

— -D— cneayeT CUMBOJIMYECKMM CCbIIKaM (KOHOAUKTYET € -r);

— —e — WCNOMb3yeT TOYHbIK pasmep daina: He OoKpyraaeT pasmep danna Ans
CTMPaHMA BO3MOXHOIO Mycopa, OCTatoleroca Ha nocneaHem 610Ke;

— —f —dopcupyerT, T.e. He 3anpallmnBaeT NOATBEPKAEHNA;

— —F —He cTupaeT umeHa Gpannos;

— —h — NOKa3bIBAET CNpaBKy;

— -1 —nHGOPMATMBHbIN (BepbanbHbIN) PEXUM;

— -k — coxpaHseT ¢annbl, T. €. nocae nepesanncu Gparnbl He yaaNnATCs;

— -1 <gmmura>-—YCTaHaB/MBaET AJIMHY CTUPAHWNA Ha <oyimnHy> 6anToB, roe <gmmua>
3TO UEeNoe 4YuUCNo, 3a KOTOpbIM cneayeT K (Kilo:1024), M (Mega:K"2) WM
G (Giga:K"3);

— -M (1|r) —YyCTaHaBAMBAET aTOPUTM PRNG ANA 3anoaHeHMna 610K0B (M nopaaka
NpPOXo40B);

— 1 — 1cnonb3yeT Bbl30B OMHAMOTEKM random () ;

— a — UCMNOJIb3YET aJITOPNTM LLIVI(I)pOBaHl/Iﬂ arcfour;

— —o <caoeur> — YCTaHaBAMBaAET CABUTI OYNCTKUN Ha <coBur>, rAe <cosmur> MMEET
TOT e popMaT, YTO U <amHa>;

— -P <mpoxomer> — YCTaHaB/NMBAET KOAMYECTBO MPOXOA0B ANA OYUCTKM MMEHMU
danna. Mo ymonyaHuto ato 1;

— -Q <xosmuecTsBO> — YCTAHABAMBAET KOAMYECTBO NPOXOA0B AnA ObiCTpoM

OYUCTKM;

— -g — ObicTpaa o4mMcTKa, meHee 6e3onacHas, MO YMOAYaAHMIO 4 CAy4YanHbIX
npoxoaa;

— -r — peKypcus no KaTanoram, nepexod MO CUMBOIMYECKMM  CCbINIKaM
OCYLLEeCTBNATLCA He byaeT;

— -R — YCTaHaB/AMBAeT YCTPOWCTBO pPaHAOMM3aUMM (MW KOMAHAY CUA0B

paHAOMM3AUUM -S c);
— -S—(r|cl|p)— meToa paHAOMM3ALMN CUAOB;
— 1 — CYUTbIBAET C YCTPOMCTBA PaHAOMM3ALMU (HALEKHO);
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— c — CYMUTbIBAET M3 BbIBOAA KOMaHbl paHAOMM3aLMM CMAOB;

— p—ucnonbayeT pid (), clock () U T.A4. (Cambln cnabblil BapmaHT);

— -5 — TUXMI PEXMM — NOAABNATb BECb BbIBOA,;

— -T <nomuTku> — YCTaHAB/IMBAET MAaKCMMaIbHOE YMCN0 NOMbITOK AN CBOOOAHOIO
NonCcKa MMeHKn dpaina; No ymondanuto ato 10;

— —v—oTobparkaeT MHPOPMaLMIO O BEPCUM;

— -7 — He CcTupaeT numa Gpanna;

— -X <umcyo> — MPOMYCKAaeT 4YMCNO MNPOXoAoB (NONE3HO ANS NPOAO/IKEeHMA
onepaLmnm 04YNCTKN);

— -x <passl,pass2,...>—3a4aeT oyepeab NPOXoa0B;

PykoBogcTeo no wipe
NMA: wipe — be3onacHoe cTMpaHue dpannos.
OB30P: wipe [onumm] pathl path2 ... pathn

OMWCAHWME: wipe HECKONbKO pa3 nepes3anucbiBaeT creunanbHble naTtTepHbl Ha
yaanaembii $alin, Ucnonbsya Bbi3oB fsync () WM/UAKM O SYNC OUT ANA NPUHYAUTENBHOTO
[OCTyna K AMCKY. B HOpmanbHOM pexkmme wucnonb3ytorca 34 obpasua (M3 KoTopbix 8
ABNAOTCA PaHAOMHbIMK). HopmanbHbih pexkum genaet 35 npoxonos (0-34). BbicTpbii
PEXMM MO03BONAET WMCMO/b30BaTb TO/bKO 4 Mpoxoda C PaHAOMHbIMM MNAaTTEPHAMM, 4TO
HaMHOro meHee H6e30nacHo.

KypHanmpyemble ®C, Takme Kak Ext3, Ext4d wmnm ReiserFS, wncnonb3yoTca no
YMOAYaHMIO. Ha HUX OTCYTCTBYIOT NPOrPaMMbl yAaie€HNA, KOTOPbIE MOTYT HAZEXKHO 3a4NCTUTb
dalinbl, TOCKONbKY YYBCTBUTE/IbHbIE J@HHblE M MeTaAaHHble MOryT BbITb 3aMMCaHbl B )KYpPHa,
K KOTOPOMY C/IOXKHO MOYYUTb AOCTY.

CtnpanHume Ha NFC nam Ha xypHanupyembix ®C (ReiserFS n 1.4.) He byaeT paboTaTs,
NO3TOMY PEKOMEH/YETCA BbI3blBATb wipe HAMPSAMYIO Ha COOTBETCTBYtOLLlee 6a04HOe MY ¢
COOTBETCTBYHOLWMMM ONUMAMM.

BHUMAHME! BbinonHATb BbI30B wipe HAaNpsAMYyto Ha COOTBETCTBYHOLLEee HaoyHoe MY
C COOTBETCTBYHOLUMMM OMUMAMM PEKOMEHAYETCA TONbKO B C/y4ae KpalHen HeobxoanmocTy.

Nanee cnenyet 3a4aTb NPaBU/bHbIE OMLMK, B YaCTHOCTU: HE pEeKOMEHyeTcA CTUPaThb
LLeNIbl XKeCTKMn AUCK (wipe -kD /dev/hda), T.K. 3TO YHUUTOXMUT rNaBHYH 3arpy304Hyto
3anucb. lMpeanoyTuTesbHa OYMCTKA pa3genoB (wipe -kD /dev/hda2) npu ycnosBumu
CO3/aHMA Pe3epPBHbIX KOMWA BCEX AAHHbIX.

onuMmM KOMAHAHOWM CTPOKM:

— £ (dopcMpoBaHHO; OTKAOYMTbL 3aNPOC NOATBEPHKAEHMNA) — MO YMONYAHUIO wipe
3anpallvBaeT NOATBEPXKAEHWE C YKa3aHMEM KOAMYEeCTBA PeryasapHbiX WM ChneumanbHblX
$annoB 1M ANPEKTOPUM, YKa3aHHbIX B KOMaHAHOM CTpOKe. [1ns noaTBepKAeHNa HeobxoamMmo
BBECTW «yes», ANA OTMeHbl — «no». [lpeaycMoTpeHa BO3MOMKHOCTb OTKAKYMTb 3amnpoc
NOATBEPXKAEHMA onNumen —£;
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— r (peKypcMBHO B NOAAMPEKTOPMAX) — NO3BONAET YAANTb BCE AEPEBO KaTa/10r0B.
Mepexon NO CMMBOANYECKMM CChI/IKAM HE OCYLLIECTBAAETCA;

— ¢ (chmod ecnn HeobxoaAMM) — ecnn Ha Galn UAM ANPEKTOPMUIO ANA CTUPAHMA He
yCTaHOBNEHbI NpaBa 3anuncu, byaet caenaH chmod ANA YCTAHOBKM pa3peLleHnin;

— i (MHOOpMaUMOHHDIN, BepbabHbIA PEXUM) — ANA BKAOYEHMA BbIBOAA OTHETOB B
CTaHAAPTHbIM BbIBOA (stdout). [10 yMONYaHWIO BCe AaHHbIE 3aNMCbIBAOTCA B CTaHAAPTHbIM
BbIBO/, OWMOOK (stderr);

— s (TMXM peXumm) — NOoAaBNAKTCA BCe COOOLIEHMA, KPOMe 3anpocoB
NOATBEPHKAEHMA M COODLLEHNN OLINOOK;

— g (bbICTPOE CTMpPaHMe) — B C/ly4ae MCMNONb30BaHWUA JAHHOM CTaann wipe Oyaet
nenatb (MO YyMONYaHWMIO) TONbKO 4 Mpoxoza, 3anmcbiBaa C/lyYyalHble AaHHbIe, Ha KaxKabil
dann;

— Q <KOJINYeCTBO-MPOXOA0B> — YCTaHAB/AMBAET KO/IMYECTBO NPOX0A0B ANA ObICTPOM
OYMCTKM, N0 yMONYaHuto 4. [laHHas onuma TpebyeT -q;

— a (ocTaHOBMTb Npu oWwKMbKe) — nporpamma BbIMAET C EXIT FAILURE Mpw
BO3HWKHOBEHUWN HePATaNbHOM OLIMOKM;

— R (YCTAHOBWUTb YCTPOWCTBO reHepaumm cay4arHbiX YUCEN WM KOMaHAy CUAO0B
PAHAOMHbIX AaHHbIX) — J@HHOM onuuen, KoTopaa TpebyeT aprymeHTa, BO3MOXKHO YKa3aTb
aNbTePHATMBY YCTPOMCTBY /dev/random WM KOMaHAY, CTaHAAPTHbIN BbIBOA KOTOpPOM byaeT
XelnpoBaH C ncnonbloBaHMem MD5-xela. 3T0 pa3nnyme MoxKeT HbITb CAeNaHo onumnen -s;

— S (meToa cNyyYamHbIX CMA0B) — AaHHas onuua MPUHUMMAET OAHOCMMBO/bHbLIN
apryMeHT, onpeaenstoLlinii, Kak MCNoAb3yeTcs YCTPOMCTBO PaHA0OMM3aLMM/apryMeHT CMa0B
pPaHAOMM3aLUMK. YCTPOMCTBOM PaHAOMMU3ALMKN NO YMONYAHUIO ABAsSETCA /dev/random. Ero
MOMHO YCTaHOBMUTb, NCNOb3YS ONUMIO -R.

O4HOCMMBO/IbHbIMM aprymeHTammn MmoryT AB/IATbCA:

— r — ecnm HeobxoaAMmo, 4YTODbl apryMeHT MHTEPnPeTMpPOBaacs Kak obbl4yHOe
dannoBoe/cMMBO/IbHOE YCTPOMCTBO. byaeT paboTaTb C /dev/random, TaKXKe OO/KEH
paboTtaTb ¢ FIFO 1 nogobHbIm;

— ¢ — ec/Nn Heobxoammo, 4YTObbl aprymMeHT BbIMOAHANACA Kak KOMaHAa. BbiBoa 13
KOMaHAabl OyaeT XeWwwupoBaH C MCNOAb30BaHMeM anroputma MD5 ans obecnedeHus
Tpebyemoro cnaa;

— p — ecan HeobxoaMMo, 4YTODObl wipe MO/AyYana CuApl XelWwMpoBaHMEM
NepemeHHbIX OKPY)KeHUA, TeKyllen aaTel U BpemeHwu, |ID npoueccoB M T.4. (aprymeHT
YCTPOWCTBA PaHAOMMU3ALMM HE MCMONb3YETCA). ITO HaMMeHee Be30nacHo;

— M (BblbpaTb anNropuTM reHepauum MnceBAoCAyYalHbIX 4Mcen) — BO Bpemsa
CNy4alHbIX MPOX0A0B wipe Nepe3anncbiBaeT Lenesble Gaibl NOTOKOM BMHAPHbIX AaHHbIX,
CO3/[aHHbIX CAeayoLWMMM aAropnuTMamm no Bolbopy;
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— 1 — byaeT wucnonb3oBaTb (B 3aBUCMMOCTM OT CWUCTEMbI NO/Ab30BATENA)
nceBAopaHAOMHYO BMBAMOTEKY reHepaTopa random () WAM rand (). CneayeT obpaTuThb
BHMMaHME, 4YTO Ha OONbWMHCTBE CUCTEM rand() npeacTaBadaeT cobor NMHENHbIN
KOHIPY3HTHbIN reHepaTop, KOTOPbIN ABAAETCA KpaHe cnabbiMm. Boibop aAenaeTca Bo Bpemsa
KOMMUIMPOBAHUA 1 onpeaenaeTca HAVE RANDOWNM;

— a — bygeTt ncnonb3osaTb NOTOK WKdpa Arcfour kak PRNG. Arcfour coBmectnm ¢
wndpom RC4. ITO 03HAYAET, YTO NPU TOM e Katode Arcfour ABNSETCA B TOYHOCTM TaKUM XKe
NOTOKOM, KaKk RC4.

— r — byaeT mcnonb3oBaTb cBexuit anroputm RC6 kak PRNG; RC6 oTtnumpaetca
128-6MTHBIMM CMAAMM, 3aTeM HyneBoM ONIOK MHOrOKpaTHO 3alwndposbiBaeTcA ANA
NOy4eHMA NCeBa0C/y4anHOro NOTOKA. TO A0MKHO ObITb OTHOCUTENBbHO Be3onacHo. RC6 ¢
20 Kpyramu megseHHee, 4yem random (), onuma KomnuamposaHna WEAK RC6 nossondaer
MCNoNb30BaTb Hosee ObICTpy 4-KpyroByto Bepcuto RC6. [na nonydeHMAa BO3MOMKHOCTM
ncnonb3oBatb RC6 wipe A0MKEH OblTb CKOMMWAMPOBAH C YKa3aHHbIM ENABLE RCK; B
Makefile NpuBedeHbl NpeaynpexXaeHna no NaTeHTHbIM BONPOCaM.

Bo Bcex cnyyaax PRNG pacnpocTpaHseTca ¢ AgaHHbIMKU, CODpaHHbIMKU U3 YCTPOMCTBA
PaHAOMM3AUMMN:

— 1 <pmmuHa> — BBUAY BO3MOXKHOIO HaAMYmMA HEKOTOPbIX Npobaem B onpeaeneHmnmn
[eNCcTBUTeNbHOro pasmepa 6104HOro YCTPOMCTBA (T.K. HEKOTOPbIE YCTPOMCTBA HE MMEOT
GUKCMPOBAHHOIO pasmepa, Hanpumep, AUCKETbl MAW KacceTbl) MOXKeT noTpeboBaTbcA
yKas3aTb pa3mep YCTPOMCTBA BPYYHYI. <AJMHA> — 3TO eMKOCTb MY, BblpaskeHHan B ymcie
6anT. MoXHO ncnonb3osaTb K (KMA0) Ana yKasaHuMa ymHoxeHua Ha 1024, M (mera) ana
BbIPa*KeHMA YMHOKeHMA Ha 1048576, G (rura) ans ymHoxeHus Ha 1073741824 n b (6510K)
ANA YMHOXeHMA Ha 512:

1024 = 2b = 1K
20K33 = 20480+33 = 20513
114M32K = 114*1024*1024+32*1024.

— <cnosur> — N03BOAET YKa3aTb CABMI BHYTPM CTMpaemMoro Gaiia namn ycTponcTaa.
CMHTaKCKC <CABMra> TaKoM e, KaKk 1 Ana onumm -1;

— e — WUCNob3yeT TOYHbIM pa3mep dainna: He OKpyrnATb pasmep dainna Anda
CTUPAHKUA OCTaBLLEroca mycopa B nocieaHem 610ke;

— Z — He CTUpaeT pa3mepbl GainioB NOBTOPHbIM YyMeHbLIEHWEM BABOE PalniOBOro
pa3mepa. [aHHble NOMbITKM NPeanpPUHMMAOTCA TOIbKO Ha 0OblYHbIX dalnax, T. e. onuma
becnonesHa nNpM WMCNONb30BAHUWU wipe AN OYUCTKM OAOYHOrO MAM CheumanbHOro
YCTPOWNCTBA;

— X <umcio> — MNPOMyCKaeT 3afaHHOe 4uc/io npoxodoB. [lonesHo Ana
NPOAO/IKEHMA OYMCTKM C 3a[1aHHOM TOUKM, HaNPUMep, Koraa Npm o4nMcTke 60bLIOoro AMCKa
HeobXxoAMMOo NpepBaTb onepaumto. Mcnonb3yeTca ¢ -x;
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— x <passl>,.., <pass35> — VyKa3blBaeT nopagok npoxonos. Koraa wipe
npepbiBaeTcs, OHa OyaeT neyaTaTb TeKyllyto, BblOpaHHYyO cay4YalHbimM 0bpasom,
nepmMyTauMio MnopAaZKka MNpoxoda M HOMepPa MNpPOXoAa B KayecTBe COOTBETCTBYOLLMX
aprymeHToB -X U -X;

— F — He cTupaeT umeHa ¢pannos. ObbIYHO wipe MbITAETCA CKPbITb MMeHa $alnos,
NepenmmMeHOoBbIBaA MX; 3TO He rapaHTUPYET, YTO GM3NYECKOe PaCcNoNOKEHNE, COAepKallee
cTapble wWMeHa ¢annos, byaeT nepesanucaHo. [locne nepeMmeHoBaHWA daina
eANHCTBEHHbIM cnocobom ybeanTbCca, 4YTO MMA WM3MEHEHO, ABAseTca du3nyeckoe
OCYLLECTBNEHME BbI30Ba sync (), KOTOPbIN BbIMbIBaeT ANCKOBbIe Kalwmn PC, B TO BpemMA Kak
ANnA ,ob6aBNEHNA M 3aNNCKU KILWA MOXKET MCNONb30BaTbCA BUT O SYNC ANA CUHXPOHM3ALMK
BBOAA/BbIBOAA A/1A oAHoro daina. T.K. sync () MeAONEeHHbIN, BblI30B sync () Moc/e
KaXk[0ro nepemmeHoBaHmMA AefaeT OYMUCTKY MMeH GalnNoB TaKKe meaeHHON;

— k — COXpaHseT ¢pannbl: He yaanaeT dannbl nocne ux nepesanmcu. NonesHo npu
HeobxoaMMOCTHM CTEPETb YCTPOMCTBO, COXPAaHMB NP 3TOM CreuynanbHbii Gana yCTPONCTBA.
D70 noApasymMeBaeT -F;

— D-—cneayeT CUMBOIMYECKUM CCbIZIKAM: MO YMOIYaHUIO wipe HUKOraa He cnenyet
CMMBOMYECKUM CCbikam. OaHaKo, ecam bbln YKasaH -D, wipe COMNAcUTCA Ha CTUPaAHKMe
Lenen, Ha KOTOpble YKa3biBatdOT CMMBOJIMYECKME CCbINKM. HEBO3MOXHO OAHOBPEMEHHO
yKasaTb onuun -D U —r (perypcus);

— v — MNOKa3blBaeT MHPOPMALMIO O BEPCUN W1 BbIXOA;

— h — NOKa3bIBaAeT CNPaABKY.

®ANNBI: no YMONYaHUIO Ucnonb3yetcsa /dev/random B KayecTsBe cuaa (MCTOYHMKA)
reHepaTopa NceBAoC/y4alHbIX YMCE.

MEPEMEHHbIE OKPYXEHWA

Ecnn ycTaHoBneHa WIPE SEEDPIPE, wipe OyAeT BbINONHATb YKa3aHHYlO B Hel
KOMaHAy (Mcnonb3ys popen () ), XeWMPOBaTb BbIBOA KOMaHAbI ¢ anroputmom MD5 message-
digest pns nonyyeHma 128-butHoro cmaa ans PRNG. Hanpumep, Ha cuctemax c
OTCYTCTBYIOLLEM YCTPOMCTBOM /dev/random 3Ta NepemeHHasa A0KHa ObiTb YCTaHOB/IEHA B
/etc/profile B CUEHapWMin 060N0YKKM, coaepKalMii Pa3NnNYHble KOMaHbl, TakMe KakK 1s,
ps, who, last W T.4., KOTOpble 3amMyCcKatTCA aCMHXPOHHO, YTOObI MONYYMTb BbIBOA
HACKO/1IbKO BO3MOXHO MeHee npeacKkasyembliM.

Mpumepsbl 3anycKa wipe

Cneaylolian KOMaHaa PEKYPCUBHO (-r) YAaNUT BCE B AMPEKTOPUN private, MPU 3TOM
BKOYEHO NPUHYAMTENbHOE YAaNeHWe N OTKIOYEH 3anpoc NoATBEPKAEeHMA (-f), MOoKa3aH
nporpecc npouecca yaaneHns (-i):

wipe -rfi private/*

YAanuTb Kaxkabli dann M Kaxayw JAUpekTopuio (onums -r) B AUMPEKTOPUM
/home/berke/plaintext/, a TaKXKe CaMy ANPEKTOPUIO /home/berke/plaintext/.
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ObbluHble darnbl byayT yaaneHsl B 34 npoxoaa, U UX pasamep bByaeT yMmeHbLIaTbCA
BABOE CAy4yaliHOe Konu4yecTBo pa3. CneumanbHbiX GannoB (CMMBOAbHbLIX M B10YHbIX
ycTtponcts, FIFO) He byaeT. Bce anemeHTbl anpekTopun (dannbl, cneumanbHble ¢dannbl n
nanpexktopun)  byayt nepeumeHoBaHbl 10 pa3 M 3aTeM  ydaneHbl. INemeHTbl C
HenoAxXoAAWMMKM paspeLlleHnsamm byayT BbINOAHATL chmod () (onuma -c). Bce yKkasaHHble
onepaumm byayt npomcxoamtb 6e3 NnoaTBEPKAEHWUSA NOAb30BaTeNA (onuns —f£):

wipe -rcf /home/berke/plaintext/

BnroyHoe ycTpoMcTBO /dev/hda3 COOTBETCTBYET 3 pas3geny rnaBHOro AMCKa Ha
nepsmyHom IDE nHTepdelice, KoTopoe ByaeT yaaneHo B ObiIcTpoM pexxmme (onuma -qg), T.e. 4
CAy4arHbIMM Npoxoaamu. NHAEKCHble AeCKPUNTOPbl He ByayT NepemMmeHOBbIBAaTbCA UK
yaanateca (onuma -k). Mepes 3anyckom nporpamma notpebyeT BBECTU Kyesy:

wipe -kg /dev/hda3

[MOCKOMIbKY wipe HMKOrAa He caeayeT no CMMBOJIbHbIM CCbIIKAM, €CAM HET ABHOMO
yKasaHua, npu HeobxoaMMOCTW yaanuTb /dev/floppy, KOTOPbIM MOMET OKa3aTbCA
CMMBOJIbHOW CCbINKOM /dev/£d0ul440, noTpebyeTcs yKasaTb onuumio -D. MNepen, 3anyckom
nporpamma notTpebyeT BBECTU yes»:

wipe -kgD /dev/floppy

B naHHOM cnyyae wipe PEKYPCMBHO (OMUMA —r) YHUUTOXKMUT BCE B /var/log, KpOMe
/var/log. [porpamma He ByaeT NbITaTbCA BbINOAHUTbL chmod (). OHa byaeT BepbanbHOM
(onuma -i) n He NOTpebyeT BBECTM «yes» B pe3ybTaTe onumm —£:

wipe -rfi >wipe.log /var/log/*
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