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AHHOTALNA

HacToAwmn AOKYMEHT ABNAETCA PYKOBOACTBOM aAMMHMUCTPaTopa OnepaumoHHOM
cuctemsl (OC) ABpopa penns 5.1.6 update 1.

HacTtoAawmmn OOKYMEHT COAEPXMT OnMcCaHWe AOCTYMHbIX AAMWUHUCTPATOPY
OYHKLMOHA/bHbBIX BO3MOXKHOCTEN MOBUAbHOro ycTponctea (MY), dyHKLMOHMPYOWErO NOA
ynpasnermem OC Aspopa’.

AAMWUHUCTPATOP MMEET A0CTYN K PYHKLUMAM M HacTponKkam OC ABpopa, ONMCaHHbIM
Kak B HaCToAWEeM [OOKYMeHTe, TaK M B [AOKYMeHTe «PyKOBOZACTBO MO/1b30BATENA»
AIMTI.10034-02 90 01.

NMPUMEYAHUA:

v MNepen Havyanom paboTbl aAMUHUCTPATOPY HEOBXOAMMO O3HAKOMMUTLCA C
NONOXEHUAMMW HACTOALWEro AOKYMEHTa, a TakKe ¢ MHGopMauMen, NpuBeeHHON B
NOKyMeHTe «PykoBoACTBO Nosib3oBaTtena» AAMI.10034-02 90 01;

v BHewHut BuAg, mHTepderica MY 2 MOXeT oT/n4atbCA OT MPUBEAEHHOTO Ha
PUCYHKaX B HacToALLEM AOKYMeHTe. CHUMKM SKpaHa® ABAAIOTCA MPUMEPOM U NPeLCTaBAeHbl
Ans obulero o3HakoMneHma ¢ nHTepdencom MY.

! Onucanme pasamuHbix cnocobos yctaHosku OC ABpopa Ha MY npuseaeHo B npuaoxeHun (MpunoskeHue 1) u
COOTBETCTBYIOLLMX [OKYMEHTaX Npeanpuatna-paspaboTymka, KoTopble npefHa3HavyeHbl A8 MCNob30BaHMA
Mpounssoautenamm MY 1 aBTopm3oBaHHbIMW CEPBUCHBIMK LEHTPaMM NPON3BOAUTENA.

2 MY, dyHKUMOHUPYIOLWee nog ynpasaeHnem OC Aspopa.

3 CHMMKM 3KpaHa NpuBeAeHbl NPenMyLLECTBEHHO cO cMapTdoHa Fplus R570E.
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1. BBOA, B 3KCINYATALUIO

OC ABpopa npeacTaBnseT cobon 3amieHHY0 MobuabHY0 MHorosagadHyto OC
AN MODUABbHbBIX MPUMMEHEHM NoJ annapaTHble naaTPopmbl Ha Hasze MNpoLeccoposB C
apxutektypon ARM U MMeeT pasNnyHble BEpPCUM WCMONHEHUA, OMUCAHWE KOTOPbIX
npueeaeHo B Tabanue (Tabaumua 18).

BHUMAHUE! OC Aspopa B cepTMOUUMPOBAHHON BeEPCUM
MCNONb30BaHa, HO He OrPaHMYMBATbLCA, B CAEAYIOLINX CUCTEMAX M OBbeKTax:

— B rOCYAapCTBEHHbIX MHPOPMALMOHHbBIX CUCTEMAX, HE COAEPKALLUMX MHOOPMaLLMK,
COCTaBAANOULEN FOCYyAapCTBEHHOM  TaMHbl, A0 MNEepBOro  Kaacca  3alMLLEHHOCTM
BK/IIOYMTENIBHO B COOTBETCTBUM C JOKYMEHTOM «TpeboBaHMA O 3almTe MHPoOpMaLUKM, He
COCTaBNAKOWEN  TOCYAaPCTBEHHYIO  TaMHy, CcoAeprKallenca B TOCYAapCTBEHHbIX
MHOOPMALMOHHbIX CUCTEMAX», YTBEPKAEHHbIM nNpukazom PCTIK Poccmm ot 11 pespana
2013 r.Ne 17;

— B MHPOPMaLMOHHbIX cnuctemax (MC) nepcoHanbHbIX AaHHbIX A0 NEPBOro YpPoBHA
3aUUMLULEHHOCTU BKAOYUTENBHO B COOTBETCTBMU C AOKyMeHTOM «COCTaB M coAeprKaHume
OPraHM3aLUMOHHbIX M TEXHMYECKMX Mep No obecneyeHuto H€30MNacCHOCTM MEPCOHaNbHbIX
[AHHbIX Mpu KX 0bpaboTke B MHOOPMALMOHHbLIX CUCTEMAX MEPCOHANbHbIX AaHHbIXY,
yTBEPKAEHHbIM NpnKazom OCTIK Poccum o1 18 pespana 2013 r. No 21;

— B aBTOMATM3MPOBAHHbIX CUCTEMAxX YMpaBAeHMA OO0 NepBOro  Kjacca
3aUMLULEHHOCTU  BKAOYUTENBHO B COOTBETCTBMM C  AOKYMeHTOM «TpeboBaHMA K
obecneyeHnto 3alWnTbl MHOOPMALIMM B aABTOMATM3MPOBAHHbLIX CUCTEMAX YMNpaBaeHMUA
NPOWN3BOACTBEHHbBIMM M TEXHOOTMYECKMMM MPOLECCAMM HA KPUTUYECKM BAXKHbIX 0OBbEKTaX,
NOTEHLMANbHO OMacHbIX 0OBbEKTax, a TaKkKe 0ObeKTax, NpeAcTaBAAWMX MOBbILEHHYHO
OMACHOCTb ANS M3HW M 340PO0BbA /HOAEN M AN OKPYXKatolehn NpUpoaHON Cpelbl»,
yTBEepKAeHHbIM npukazom PCTIK Poccum ot 14 asrycta 2014 r. Ne 31;

— Ha 3HAYMMbIX OOBEKTaX KPUTMYECKOM MHPOPMALMOHHON MHPPACTPYKTYPbl A0
NepBOi KaTeropuMm BKAOYMTENbHO B COOTBETCTBMM C JAOKYMeHTOM «TpeboBaHuA Mo
obecneyeHnto 6e30MaCHOCTM 3HAYMMbIX OOBEKTOB KpUTUYEcKoM WHOOPMALMOHHOM
MHGPACTPYKTYpPbl Poccuinckon @epepaumny, yreepaeHHbIM npmnkazom GCTIK Poccum ot
25 nekabps 2017 r. No 239.

4 MoxeT OblTb

+OnuncaHne BO3MOXKHbIX Bepcuit OC ABpopa npueeneHo B Tabauue (Tabanua 18).
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1.1. OrpaHnyeHnA No sKcnayaTaumnm

BHUMAHUE! C uenbto npoBepKM AOCTYMHOCTU ANA YCTAaHOBKM OOHOB/IEHWIA
6e3onacHocTn OC ABpopa HeobxoaMMO NpeaBapuUTeNbHO 03HAKOMUTLCA C MHDOPMaLMEN,
pa3MelleHHOoM Ha Beb-canTe npeanpuatusa-msrotosutens (https://cve.omp.ru).

AOMUHUCTPATOPY Heobxoanmmo cobatoaaTb Cheayrolime NpaBmaa M orpaHMYeHmnaA no
aKkcnayataumm MY:

— He JonyckaTb YCTaHOBKY toboro nporpammHoro obecneyenua (M0),
NoCTaBaAsieMoro B OT/IMYHOM OT RPM Bumae (camoctoATenbHoe KonupoBaHue ¢alinios,
ycTaHoBKa MO 13 apxnBos, ycTaHoBKa 10 He B WTaTHble nanku n3 RPM-naketoB v T.M.);

— WCKNIOYNTb NoaratoveHmne MY K HeloBEPEHHbIM TOYKaM A0CTyna HecnpoBoAHbIX
nHtepdencos (WLAN, Bluetooth®) n 6ecnposoaHbim MY.

NPUMEYAHMUE. MNepeyeHb AO0BEPEHHbIX TOYEK A0CTYNa A0KEH ObITb CGOPMUMPOBAH
Ha MecTe aKcnayaTaumm onepatopom NC;

— WCKNOYNUTb Nnepesady KoHOUAeHUMabHON peYyeBor n MHOM MHPopmaumm (SMS,
MMS) nocpeactsom MY no npotokony GSM;

— NpeaycMoTpeTb Mepbl, obecneynBatolLmMe OTCYTCTBME KOMMbIOTEPHbIX BMPYCOB
Ha CPeaCTBaX BbIYMCANTENBHON TEXHMKM, K KOTOPbIM NoaKAtodaeTcs MY.

1.2. Y4yeTHble 3anmcu ponen

B OC ABpopa peann3oBaH MHOroMno/b30BaTENbCKUIM pexXMm paboTbl, KOTOPbIM
NO3BONAET MCMO0Nb30BaTb MY HECKOJIbKMM YHETHBIM 3aMUCAM C PA3/IMYHBIMU PONAMM.

Ponb — COBOKYyMHOCTb MNpaB A0OCTyna, Ha OCHOBE KOTOPbIX oOnpeaenseTcs
BO3MOHOCTb BbINOJIHEHMA TOro UM nHoro aencrema B8 OC ABpopa.
YyeTHaa 3anncb POM  — XpaHAWAAcA Ha MY COBOKYMHOCTb JaHHbIX O

nonb3oBaTesne, HeobxoaMmana ANA ero ayTeHTUPUKaUMM 1 NpeaocTaBNeHMA AOCTyNa K ero
JNIYHBIM AAHHBIM M HAaCTPOMKAM.
NPUMEYAHUE. B 3aBMCMMOCTM OT BbIOpaHHOM pPOAKM BO3MOXKHOCTUM MY moryT
OT/INYATLCA.
Ha MY moryT 6bITb CO34aHbl OAHOBPEMEHHO A0 7 YYETHbIX 3aNUCEN:
— y4YeTHadA 3anmncb C POSIb0 alMMHMUCTPATOpa, KOTopaa ob6aaaaeT paclMpPEHHbIMM
OYHKLUMOHANbHBIMW BO3MOXHOCTAMM, MPUN ITOM:
eHEe MOXeET ObITb yaaneHa ¢ MY;
eHe 0bnagaeT NpaBaMm Cynepnonb3oBaTens;
e/1t0Oble  M3MEHEHMA HACTPOEK, BbIMOJHEHHblE MNOA TaKoW ponbto, byayTt
NMPUMEHMMbI KO BCEM YYETHbIM 3anmucam MY;
— [0 6 y4YeTHbIX 3aMncen C po/ibio NOJIb30BaATENA, CO3AaHNE KOTOPbIX BbIMOHAETCA
aAMNUHUCTPATOPOM B CUCTEMHbIX HacTponkax MY (n. 1.2.1).
MPUMEYAHMUE. Mo ymonyaHuio Npm nepBom BKAOHEHUN MY 3arpy*KaeTca B pexmme
aAMUHUCTPaTOpPA.


https://cve.omp.ru/

F
AIAMI.10034-02 91 01

1.2.1. Co3aaHune y4eTHOM 3anmchK NoAb30BaTENS

BHUMAHMUE!

v/ Mepen,  Cco34aHMEM  Y4eTHOW  3anuMcu  MOAb30BaTens  Heobxo4Aumo
NpeaBapuUTENbHO  aKTUBMPOBATb MNepekatodaTesib  «Pa3pelwnTb  HACTPOWMKY  KBOT»
(PUCYHOK 2) A8 BO3MOXKHOCTM 3a4aHMA U HACTPOMKM KBOT (n. 4.7.2);

v Mpy CYLLECTBYIOWMX YYETHbIX 3anucaAx nojab3osaTens QyHKUMa «PaspewmnTsb
HACTPOMKY KBOT» 3ab/10KMpPOBaHa.

[Ons  co3paHWs  HOBOM  YYETHOM  3anmMcK  Moab30oBaTend  aAMUMHUCTPATOPY
HeobXxoAMMO BbINMOIHUTL Caeaytoline AencTBumA:

— OTKPbITb MEHIO0 CUCTEMHbLIX HaCTpPOeEK KaCaHmem 3Ha4ka @ Ha 9HpaHe

npunoxeHuin (PucyHok 1);
(o]
— KOCHYTbCA NMYHKTa MeHto «[losb3oBaTenmn» & B noapasgene «Cucrtema;

— Ha cTpaHuue «lonb3oBaTeNM» KOCHYTbCA MyHKTa «[06aBMTb NMonb3oBaTeNA»
(PucyHoK 2);

| Monb3oBatenu

G @ O6LMe HacTponKu @

TenedoH CoobueHus Bpaysep Kamepa

@
= \

KoHTakTbl Fanepes HacTpoiiku Momoub

3 Monb3oBaTenu 6YAVT cospasaTtbcs C

Daiinbi Kanenpapo Moyta Myabika BO3MOXHOCTbIO HACTPOMKM KBOTbI.

D D O BbieBnageneu yctpoicTsa
9" AamuHucTpaTop

Ouktopon Mpocmotp PDF  [lokyMeHTsI 3ameTkn

—~+ Do6asutk nonbaosarens

Yacel Kanbkynstop Moroga XypHan

Terminal

PucyHok 1 PUCYyHOK 2



| OTMEHUTb
O HoBbiit nonb3oBaTtesnb
i

Mmsa nonb3osaTtens

M8 BOMKHO 6bITb YHUKANbHBIM, ANMHOM He 6onee
40 cMMBONOB, HaYMHaTbCA € ByKBbI, coaepXaTb
TONbKO GYKBbI, LMPPbI 1 CNEAYIoLIUe CUMBObI:
TOYKa, MUHYC, HUXHEe MoaYepkuBaHue 1 npoben

JloruH nonb3oBarens

JlorH npuMeHseTCs B CUCTEMHbIX Onepauusx U He
npeaHasHayeH ans ayteHtudukaumu. Ero anmna
MOXET cocTaenaTh A0 31 cumBona, 4onycKaloTea
TONbKO GYKBbI, LIUOPbI U BHAKM €.» U «-».

OpHOpasoBbIv Naposb ©

[nuHa napons AonxHa 6biTb 5-12 cumeonos

CreHepupoBaTb

PUCYyHOK 3

BeepuTte naponb

Bnapeneu yctpoiicTea
1 2 3
4 5 6
7 8 9
Aa 0
OTMeHUTb

PucyHokK 4
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— Ha OTKPbLIBLIENCA CTPaHMLE BBECTM MMS WU JIOTMH
HOBOW Y4eTHOM 3anncK nNosiblosatens (PucyHok 3).

— YCTaHOBUTb KBOTY Ha MCMNO/Ab30BaHWE AMCKOBOTO
NPOCTPAHCTBa, Nepemellasa COOTBETCTBYOLWMA cnanaep
BNPaBO [A/14 YyBE/NMYEHMA KBOTbl /MO0 BNEBO ANA
ymeHbleHnsa (PUcyHok 3).

NMPUMEYAHUA:

v MUHUMa/IbHbIE M MaKCMMa/ibHble 3HayeHusa AN
3a/1aHMA KBOTbI 3aBMCAT OT KOHCTPYKTUBHbIX 0COBEHHOCTEN
MY;

v MNoapobHoe onumcaHue 0
NOCTOAHHOW NaMATK NpuBeaeHO B N. 4.7.2;

— KOCHYTbCA KHOMKM «[oATBEPANUTLY ANA COXPAHEHMS
M3MEHeHUN Nnbo KHOMKM «OTMEHUTbY AN8 OTMEHbI
onepauuy;

— NOATBEPANTb AENCTBME BBOAOM TEKyLLEero napons
(PucyHOK 4), B pesynbTaTe co3gaHHas yd4eTHas 3anucb, a
TaKKe CcTaTyc ee ayTeHTMdMKauMM OTobpasmnTcA Ha
cTpaHuue «Monb3osatenm» (PUcyHoK 5).

KBOTUPOBAHUMN

| Monb3oBatenu

O6Lme HacTPOVKM AN Co3aaHHbL @

[ns 6bICTPOro NepexktoYeHms Mexay
Nosb30BaTeNI MU HAXMUTE U
YAEPXMBANTE KHOMKY NUTaHUS, 3aTEM
KOCHUTECH KHOMKWU “CMEHUTb
nonb3osatens”

Pa3pelmTb HacTPOIitKy KBOT

Bbl « Bnagenew yctpoictsa

e O

AIMUHUCTPATOP YCTPOUCTBA

O Monb3osatenbill

He aBTopunsoBaH

O MMonb3osatenb22

He aBTopusosaH

—~+ Do6asuts nonbaosatens

PUCYHOK 5
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BHUMAHUE! B cnyyae ecam npu co3gaHum nonb3osaTento Oblna 3adaHa
MaKCMMaibHaA KBOTA (PUCYHOK 6), TO Ha CTpaHMLLe CO34aHMA NOb3oBaTene 0TobpasnTca
MHPOPMALMA O HEBO3MOMKHOCTM CO34aTb JAOMOJNHUTE/IbHblE Y4YeTHble 3anmncu K3-3a
OTCYTCTBMS CBODOAHOrO AMCKOBOro npoctpaHcTea MY (PucyHoK 7).

| OTMEeHUTb MoaTBepauTb | | Monb3oBaTenu
& Hosbiit nonbsosarens O6Lwme HacTpPOKK AN CO3aaHHE @
Monb3osaTtens 1 [lna 6bICTPOro NepekntoYeHns Mexay
NoJsib30BaTENI MU HAXMUTE U
Wms nonb3osatens ~
Userl yAepXuBanTe KHOMKY NUTaHus, 3aTem
S KOCHUTECH KHOMKM “CMEHUTb
JloruH nonb3osatens nonbaosatens”
452TB PaspelunTb HaCTPOIKY KBOT
He ocTaérca kBo AN HOBbIX nonb3oBarenei
O Bbl « Bnageneu yctpoiictsa
OpHopa3oBbIl Naponb © ©" AnmuHucTpaTOp yeTpOTicTBa
[nuHa napons aonxHa 6biTb 5-12 cumeonos. O Monb3oeaTtensb111 %
He aBTOpun3oBaH
CreHepupoBaTb O [Monb3oBaTens22
He aBTopusoBaH
O [MonbsoBaTens33
[
He aBTopu3aosaH
He octanocb KBOTbI
PucyHoK 6 PucyHok 7

Mpn paboTe C y4eTHbIMK 3aNUCAMMU MONb30BATENA AAMWUHUCTPATOPY AOCTYMHbI
cneaytowme nenctama (PucyHok 8, PucyHok 9):

— MNepeKIYeHmne Mexay y4eTHbIMKW 3aNnCcAMM POSEN.

MPUMEYAHMUE. MNMoapobHoe onuncaHme npouecca NepekatoyYeHna MeXay yY4eTHbIMM
3anNnMcAMK NpuBeaeHO B JOKYMeHTe «PykoBoACTBO nonb3osatena» AAMI.10034-02 90 01;

— ynpaBieHne NCXOAALLMMM FONOCOBbIMM Bbl3oBaMn 1 SMS (n. 1.2.2);

— nepeumeHoBaHMe y4yeTHoM 3anucu (n. 1.2.3);

— HacTpoMKa besonacHocTH (n. 4.2.2);

— y/AasieHune y4yeTHoM 3anmcu nons3osatens (n. 1.2.4).

Mpn paboTe ¢ y4eTHOM 3aNMCbto aAMMHUCTPATOPA AOCTYMNHbI CAeaytoLlme AencTBna
(PrncyHoK 9):

— nepeumeHoBaHMe yyeTHoM 3anucu (n. 1.2.3);

— HacTpoMKa besonacHocTH (M. 4.2.2).



[Monb3oBaTenu

O Bbl e Bnapenel yctpoincTsa
o

O [lonb3oBaTenslll

O Tonb3oeatens22
-

I'Iepekmoqwrbcn Ha 3TOro nonb3oBartens
OTKIOYUTD UCXOASLUME FONIOCOBbIE Bbi30BbI U SMS
[MNepevMeHoBaTb
HacTtpoitku 6e3onacHoOCTH

Ypanutb

PucyHok 8
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‘ Monb3oBatenu

O6wwme HacTpoiikK ana co3ga @

O Bbl « Bnageney yctpoicTtsa

VCTPOICTBA

MepevmeHoBaTb

HacTtpoitku 6e3onacHocTH

PnUcyHOK 9

1.2.2. YnpaBieHne Ucxoaalymm ronoCoBbIMM Bbi30BaMM 1 SMS

‘ lMonb3oBatenu

O6Lme HacTpoWnku ana cosaat @

O Bbl« Bnapeneuy yctponcTea

L+

QO Tlonb3oeatenslll
-

%

nepeKIlIO"IVITbCFI Ha 3TOro nosib3oBaTens
BknioumnTb UCxoAsLLME rON0COBbIE BbI30BbI U SMS
[MepevmeHoBaTb
HacTpoitkn 6e3onacHocTu

Ypanutb

PucyHok 10

[na OoTKAYeHMA ncxoaAlwmMX roJIoCOBbIX BbI3OBOB U
SMS HeobxoaAMMO B KOHTEKCTHOM MEHIO YYETHOM 3anmcu
No/Ib30BaTeNA KOCHYTbCA NMyHKTa « OTKAKOUYMUTb UCXOAALLME
ro210coBble BbI30Bbl M SMS» (cm. PucyHok 8).

[anee y y4eTHOI 3anmncK nonb3oBaTend otobpasmTca
npeaynpexaatowmn - 3Ha4yoK % (cm.  PucyHoK 7)
BO3MOXHOCTM nonb3oBatens B MI «TenepoH» n MI
«CoobueHna» byayT orpaHnUYeHsbl.

na BKAOYEHMA MCXOLALLMX TOJIOCOBbLIX BbI3OBOB U
SMS aaMMHUCTPATOPY HEODBXOAMMO B KOHTEKCTHOM MEHHO
YYETHOM  3anMCWM  MNOJIb30BATeNIA  KOCHYTbCA  MyHKTa
«BKAOYMTE MCXOAAWME TONOCOBble BbI30BbI M SMS»

(PncyHok 10), nocne yero npeaynpeskaatoLinii 3Ha4ok %
nepecraHeT  oTobparkaTbCs Y  YYEeTHOW 3anucu
nonb3oBaTenAa, M BO3MOXHOCTM nonb3oBatena 8 MII
«TenedoH» n MMM «CoobuieHna» byayT BOCCTAHOB/EHbI.
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MPUMEYAHUE. T[MogpobHoe onucaHme paboTbl YyKasaHHbix MI, a Takxke
YBEAOMNEHUM, BbIBOAMMbBIX Ha 3KpaH MY npu OTKAKOYEHUM TONOCOBLIX BbI30BOB M SMS,
npmeefeHo B AOKyMeHTe «PyKoBoACTBO nosb3osaTena» AAMI.10034-02 90 01.

1.2.3. [epenmeHoOBaHMe y4eTHOM 3anncu

Nna nepemmeHoBaHMA yquHOM 3anncum H€O6XO,£I,I/IMO BbIMOJIHNTL Ccaeayrouwme

NENCTBUA:
— OTKPbITb KOHTEKCTHOE MEHI0 Y4YEeTHOW 3anucu, KOTOpyr Heobxoammo

nepenmeHoBaTh;
— KOCHYTbCA NyHKTa «llepenmeHoBaTb» (CM. PUCYHOK 8, cm. PucyHOK 9);

— BBECTM HOBOE MMA y4eTHOM 3anucu (PrucyHok 11, PucyHok 12);
— KOCHYTbCA 3Ha4Ka NMbOo 3KpaHa Hapg, KNnaBuMaTypoWl ANA NOATBEPXKAEHMA

[EencTena, B pesysibTaTe y4eTHasa 3anmcb byaeT nepemMmeHoBaHa.
NMPUMEYAHMUE. MNpn nepermeHOBaHNM y4ETHOM 3aMNCK M3MEHAETCA TO/IbKO €€ NMS,

JNOMMH OCTaeTCA HEM3MEHHDbIM.

| Monb3zoBaTenu | MonbzoBaTenu

O6wwme HacTPOWKM AN Co3haHHb @

O6uiue HaCTpOitku 715 CO3AAHHD @ [lnsa 6bicTpOro nepek4eHns Mexay
796 nonb3oBaTeNsMA HaXXMUTE U

R OO IC REKIION CHUA MEX LY yOepX1BalTe KHOMKY NUTaHWs, 3aTeM

i
fofbsosa veonM HaKMUTE U KOCHUTECh KHOMKKN “CMEHUTH
yAepXuBaliTe KHOMKY NUTaHu1sl, 3aTeM .
" nonb3oBatens

KOCHUTECh KHOMKM “CMeHNTb
nonbsosatens” PaspelnTb HacTPOIAKY KBOT

PaspewwunTb HacTpoiiky KBOT

O Bbl « Bnageney ycTpoicTea
QO Bble W BaH‘ ©" AnmuHucTpaTOp yCTpOiicTEA
o AQMUHUCTPaTOp YCTPOWCTBA O I'IeTp %
O Monb3osaTenb11l o He agTopusoaH
MLy KeHTwWwLuw a3 X MLy KeHTWLWS3 X
d)bIBaI'lpOFIJ‘J.)KS ¢blBaI’1p0ﬂ,EL)I(3
~94YCMMUTHLDHL 6O N9 Y CMMUTDbL B O

123 - . 123 - .

PucyHok 11 PucyHok 12




Monb3oBatenu

O6Lwwme HacTPOMKM AN Co3[aHHb @

[lnga 6bICTPOro NepektoYeHns Mexay
Nnonb3oBaTeNAMU HAXMUTE U
yAepXuBanTe KHOMKY NUTaHus, 3aTem
KOCHUTECH KHOMKK “CMEHUTb
nonb3osartens”

PaspelunTb HacTPOIKY KBOT

O Bbl « Bnagenew yctpoictsa

©" AnmuHvcTpatop yeTpoiicTea

o ’| &

BeepneHbl HeponycTMble cumeonsl. Ums
MOXET cofiepXaTb TONbKO 6yKsbl, UMdpbl U
cneayiowue CUMBObI: TOYKa, MUHYC, HUXHee

noguepkusanue n npoben

MUYy KeHTFwWwuws3 X
b Banponamgxa?3
A9 4YCcMMUTDb 6 IO

, |

1123 -

PucyHok 13
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MPUMEYAHUE. He pekomeHayeTcA npucBamBaTb
YYETHbIM 3aMMUCAM MMEHA, HaYMHAKWMECA C TOYKU MM

1.2.4. YpaneHue y4eTHOM 3anNncK N01b30BaTeNS

| OTMeHUTL MopTBepanTb |

Bbl nencTBUTENbHO XOTUTE
yoanutb lNonb3oBatens22?

Mocne noaTeepXaeHUs BCe AaHHble
nonb3oeatens 6y,qu yoaneHbl

PucyHok 14

npobena. B cnyyae BBOAA HEAOMYCTMMbIX CMMBOJIOB
oTObpasmnTCs COOTBETCTBYIOLLEE yBeJoMAeHNe
(PncyHoK 13).

[Ona  ypoaneHua y4eTHOW 3anmMcK  MOJib30BaTens

HeobXxo0AMMO BbINMONHUTL CAeayoline AeNCTBUA:

— OTKPbITb KOHTEKCTHOE MEHI0 Y4YeTHOM 3anucu,
KOTOPYO HEOBXOAMMO YAaNTb;

— KOCHYTbCA NyHKTa «YAanuTb» (cM. PUCyHOK 8);

— Ha OTKPbIBLIENCA CTPaHWLE KOCHYTbCA KHOMKM
«MoaTeBepanTby AN MOATBEPXAEHWs onepauum nmbo
KHOMKN « OTMEHUTb» AN OTMeHbI (PucyHok 14);

— NoATBEPANTb AENCTBME BBOAOM TEKYLLEro napons
(cm. PucyHok 4).

Mpu yaaneHun y4eTHOM 3anmcK nosib3oBatena byayT
TaK¥Ke yaa/ieHsi:

— [laHHble NONb30BaTeNs;

— JOMALLHAA nanka nonb3osaTtens (n. 4.2.3);

— MOJIb30BaTe/IbCKOE XpaHuauLLe Katoden (n. 1.4.5).
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1.3. YcTaHOBKa BpeMeHu 1 aathbl

MPUMEYAHUE. OnucaHve OCHOBHbIX LWAroB MNepBOHAYa/ibHOWM HACTponkn MY
npmeeeHo B AOKyMeHTe «PyKkoBoAcTBO nonb3osatena» AAMI.10034-02 90 01, npu atom
YCTQHOBKa M NOC/NeAyoLL,aa HaCTPOMKa AaTbl M BPEMEHM AOCTYMNHA TO/IbKO aAAMUHUCTPATOPY.

BHUMAHMUE! MameHeHMA HacTpoekK B MyHKTE MeHt0 «BpemaA 1 gaTa» NpMMEHAIOTCA
KO BCEM YYETHbIM 3aMUCAM POaeN, CO3A4aHHbIM Ha MY.

[ns yCTaHOBKM BPEMEHM M AaTbl HEOHBXOAMMO
ybeanTbcA, YTO BCe NOJAA 3aMO/IHEHbl KOPPEKTHO nmbo
e i o e M3MEHUTb 3HAYeHMA 3aNOSIHEHHbIX MNOJEN, BbINOJHUB

SpaMe cneayrouime AencTemna:
e — MU3MEHUTb 3HA4YeHMA napameTpoB «YacoBom
nodAc», «lata», «Bpema», KOCHYBLUMCb COOTBETCTBYIOLLLNX
nonem;
gg;;’;f:;:;';fj"‘a°°s°“ — BblOpaTb  PopmaT  BPEMEHM,  KOCHYBLUWUCH
COOTBETCTBYOLLEro nepekatodatens (PucyHok 15).

MPUMEYAHUE. [nAa aKkTMBauumM nepekaryaTens
AOCTAaTOYHO KOCHYTbCA NOJIA, B KOTOPOM OH PaCMO/IOXKEH:
nepeKkoYaTelb HAYHET CBETUTHCA APYE, YEM B COCTOAHMMN
MO YMONYaHUIO (HEAKTUBHOM);

— KOCHYTbCA KHOMKK «[anee» ana noaTsepKaeHUA
aenctems NnMbo KHOMKM «Hasag» [4na Bo3BpaTa Ha

npeablayLLyo CTPaHuLYy.

I Hazan }Janeel

BbibepuTe gaty v Bpems

Oarta 19 pnekabps 2023

Bpems 18:53

PucyHoK 15

[lna nocnenytollen HaACTPOMKM 4YacOBOrO MOSCa, TEKYLMX AaTbl U BPEeMeHU
HeobXoAMMO BbINONHUTL CAeayolme AeNCTBUS:

— OTKPbITb MEHIO CMCTEMHbIX HACTPOEK KacaHMem 3HauykKa @ Ha DJKpaHe
NPUNOXKeHUn (cm. PucyHok 1);

— KOCHYTbCA MYyHKTa MeHl «Bpems n pata» & B nogpasgene «Cuctema», B
pe3ynbTaTe OTOOPA3NTCA OAHOMMEHHAA CTPaHMUA HACTPOMKM AaTbl U BPEMEHMU
(PncyHoK 16);

— AR aBTOMaTMYeCcKoro 0bHOBMEHUS AaTbl/BPEMEHN KOCHYTbCA MepekatodaTens
«ABTOMaTU4YeCcKoe 0bHOBNEHME BpeMeHn» (P1cyHOK 17). 3Ha4eHnsa noaen 4acoBoro nosca,
NaTbl M BDEMEHW CTaHYT HeAOCTYNHbIMW ANA peAaKkTMpoBaHmA. B nanbHenwem obHoBAEHME
aTbl/BpemeHun byaeT NponcxoamnTb aBTOMATUYECKMN.

NMPUMEYAHUE. [1na yCTaHOBKM 4aCcOBOro NodAca, BpeMeHU 1 AaTbl BPYYHYHO ONumA
aBTOMaTN4YeCKOro 0OHOBEHMA BPEMEHM A0/KHA ObiTb BbIK/OYEHA.
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Bpems n pata | Bpems n pata

® AsTOMaTU4eckoe obHoBNEeHne AsTOMaTU4eckoe obHoBNEeHne
BpeMeHu BpeMeHu

Yacosoii nosc Poccus, Mockea Yacosoi nosic

[ata 23 sHBaps 2024 Oata

Bpemsa 15:43 Bpems
Wcnonb3oBaTb 24-4acoBoi Wcnonb3oBaTb 24-4acoBoi
¢popmart BpemeHu ¢popmat BpemMeHu

PucyHok 16 PucyHok 17

B cnyyae HeoHbxoAMMOCTM 3a4aTb YaCOBOM MOAC, BPEMA M AaTy BPy4Hyto TpebyeTca
BbIMO/IHUTL CAeaytoline AeNCTBUA:

— ANA  YCTQHOBKM 4aCOBOro nofAca: KOCHYTbCA nonaAa  «YacoBoW  MOACY
(cm. PucyHoK 16) n Ha OTKpbIBLUENCA CTpaHULE BbibpaTb Heobxoammoe 3HadveHue. [na
YCKOPEeHMA npouecca BbiIbopa MOXHO BOCMO/1b30BaTbCA Nosiem noucka (PucyHok 18). lanee
BblIbpaTb dopmMaT BpemeHM, KOCHYBLUMCb nepekatoyaTena «Vcnonb3oBaTb 24-4acoBow
dopmaT» (cM. PucyHok 16) ans oTobparkeHmna BpeMeHM B COOTBETCTBYOLLEM dopmaTe. Ecam
NAHHbIA NYHKT He aKTMBMPOBAH, Bpema OyaeT oTobparkaTbca B 12-yacoBom dopmate ¢
YyTOYHEeHMeM A0 nonyaHa «AM» naum nocne nonyaHa «PM»;

— [N1A YCTAaHOBKM AaTbl: KOCHYTbCA Nons «[ata» (cm. PUCyHOK 16), Ha OTKpbIBLIENCS
CTPaHMLLE KOCHYTbCA TeKyllen AaTbl M BbIOpaTb M3 CMMCKA TEKYLIMN roa, Mecal, U YnCao
(PucyHoK 19). [lanee KOCHyTbCA KHOMKM «[lloATBEpAUTbY ANA COXpaHeHus aatbl Anbo
KHOMKN «OTMEHUTb» ANA OTMEHbI onepaumn. B cnydae noaTeepaeHMs BblbpaHHaA AaTa
0TODPA3NTCA HA CTPaAHMLE HAaCTPOMKM AaTbl U BPEMEHMW, B C/ly4ae OTMEHbI AaTa OCTaHeTCA
npexHen;
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PucyHok 18

OTMeHUTb
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15:44

PucyHok 20
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| OTMeHUTb MopTBepauTh

8 nions 2025
BT cp 4T nT c6 BC

30 1 2 3 4 5 6

4 15 16 17 18 19 20
21 22 23 24 25 26 27

28 29 30 3 1 2 3

PucyHok 19

— ONA  YCTAHOBKM  BPEMEHW: KOCHYTbCA NoAA
«Bpema» (cm. PucyHok 16), B pe3synbTaTe oTobpa3mTCs
umudepdbnaT, MeTKa BO BHYTPEHHEM Kpyre KOTOPOro
NUrpaeT Poab YacOBOM CTPE/IKMN, BO BHELUHEM — MWUHYTHOM
(PycyHoK 20). N8 yCTaHOBKM HEODXOAMMOro 3HaYeHMs
cnenyeT NnooyepeaHO KOCHYTbCA KaXKA0M M3 MEeTOK 3HaYKa
W, nepeasuraa ee Mo WAM NPOTMB YAaCOBOM CTPE/IKM,
YCTaHOBUTb B MO3ULMKU, COOTBETCTBYIOLLEN TeKyllemy
BPEMEHMU;

— KOCHYTbCA KHOMKM «MNoAaTBepaAnTbY nns
COXPaHEHMA YCTAaHOBNEHHOTO BpPeMeHU B0 KHOMKM
«OTMEeHUTb»  AN4  OTMeHbl onepaummn. B caydae
NoATBEPXKAEHMA BblOpaHHOe Bpems O0TobpasnTca Ha
CTpaHMLLe HAaCTPOMKM AaTbl U BPEMEHMU, B C/Iy4ae OTMEHbI
BPEMA OCTAHETCA NMPEXKHUM.
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1.4. Hactpoika MY

AomuHuctpatopy MY AOCTYMHbI Caedyowme BO3SMOXHOCTU:
— umcnonb3oBaHue SIM-kapT (n. 1.4.1);

— BblboOp perknma USB-noakntodeHns (n. 1.4.2);

— HaCcTpoMKa BepxHero meHto (n. 1.4.3);

— HacTporka MM (n. 1.4.4);

— MOJIb30BaTe/IbCKOe XpaHuamLle katoden (n. 1.4.5);

— areHT nonb3osaTena (n. 1.4.6).

1.4.1. icnonb3oBaHue SIM-KkapT
1.4.1.1. NpmBA3ka 1 oTBA3Ka SIM-KapT

BHUMAHMUE! AKkTmnBauma n geaktnsauma GyHKUmmM «lMpneaska SIM-kapT» AOCTynNHa
TO/IbKO nocne nepesarpyskn MY.

B uenax peanusauum  KOHTPOANA  [OCTyna U

nosblilweHna besonacHocTn B8 OC ABpopa npeaycMoTpeHa

% Bniowwrs npussaKy SIM-kapr BO3MOXHOCTb  Ha3HauuUTb Ao0BepeHHble  SIM-KapTbl,
. BbINO/IHWB CAeAyloWmne AeNCTBuA:

MO6UNbHOI CBA3M Ha YCTPOWUCTBE NpU

ol B — OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KacaHuem

| MpuBsaska SIM-kapT K ycTpoMcTBY

3Ha4Ka @ Ha JKpaHe NpuaoKeHnn (cm. PucyHok 1);
— KOCHYTbCA NYHKTa MeHto «llpmBAsKa SIM-KapT K

ycTtponctey» = B nogpasaene «besonacHocTb»;

— Ha  OTKPbIBLWIENCA  CTPaHWLE  aKTMBMPOBATb
nepekntoyaTenb  «BKaouMTb  npmBA3KY  SIM-KapT»
(PncyHok 21) 1 noaTBepAuTb AENCTBUE BBOAOM TEKYLLETO
napona (cm. PucyHok 4).

NPUMEYAHUA:
v' [1nA BbINONHEHMA NPUBA3KM 1 OTBA3KM SIM-KapTbl
HEeobxoAnmo, 4yTOObI [aHHas

SIM-kapTa ©Oblna BcTaBneHa B MY, a nepeknto4yaTesb
«BKAtOUNTL NpUBA3KY SIM-KapT» akTUBMPOBAH;

v Mp  aKTMBaUMM nepekatoyaTens  «BKIOYUTL
npueasky  SIM-Kkapt»  mobunbHaa  cBA3b  byaer
3a610KMpPOBaHA A0 NPUBA3KM CUM-KapTbl (PUCYHOK 22);

PucyHok 21



| ! Mo6unbHas cBsi3b 3a6n0KUpOBaHa v/

BkniounTtb npusasky SIM-kapT
BHumaHue! BknloueHre aaHHoM onuumn
3a6/10KMPYET UCMONb3oBaHKe
MOGWNBLHOM CBASU Ha YCTPOICTBE NpU
HanM4YMmu HenpueasaHHou SIM-kapTbi

YctaHoeneHHbie SIM-kapTbl

SIM1|[ROSTELECC

ICCID:897012062¢ anBﬂaaTb

SIM2|ROSTELEC

ICCID:897012062¢

MpuBsi3aTh

PaspewwuTb SIM-kapTy no macke

ICCID SIM-kapTbl

PaspewwuTtb

Cnucok paspelénHbix SIM-kapT ®

PUCyHOK 22

MpuBsaka SIM-kapT K ycTponcTay

BkniounTb npuesasky SIM-kapt
BHumaHue! BknioyeHue gaHHom onummu
3abnokupyeT Ucnonb3osaHue
MOGM/bHOM CBA3W Ha YCTPOCTBE Npy
Hanu4uu HenpuesasaHHol SIM-kapTbl

YctaHoeneHHble SIM-kapTbl

SIM1|ROSTELECC

ICCID:897012062¢ anBﬂ3aTb

SIM2|ROSTELEC

ICCID:897012062¢ anBﬂsaTb

PaspewwunTb SIM-kapTy no macke

89701206269065692642

Paspewutb

Cnucok paspeluléHHbix SIM-kapT 0]

PucyHok 23
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— Ha OTKpbIBWIEWCA CTpaHuue B noapasgene
«YcTaHoBneHHble  SIM-KapTbl»  KOCHYTbCA  KHOMKM
«lMpunBA3aTb» cnpaBa oOT Heobxoammon SIM-KapTbl
(PucyHOK 22) ana npmsaskn  SIM-kapTel Kk MY, B
pe3ynbTaTe SIM-kapTa byaeT npusasaHa K MY;

— B noapaszene «Paspewntb SIM-KapTy No macke»
BBecTu ICCID Tpebyemoit SIM-KapTbl M KOCHYTbCA KHOMKM
«Pa3pewnTb», ANA paspelleHns Mcnonb3oaHmAa SIM-
KapT, He BCTaB/IEHHbIX B AaHHOe MY 1 He NpMBA3aHHbIX K
Hemy (PucyHok 23).

NMPUMEYAHUE. ICCID npeacTasnaer  coboM
YHUKaNbHbIM cCepPUNnHbIM HOMep SIM-KapTbl 1 coaepunt 20
cMmBONOB. Ecnm  KonmMyecTtBO BBOAMMbIX CMMBOJIOB
oTamyaetca ot 20, TO Ha 3KpaHe MY oTobpasutca
COOTBETCTBYlOLLEE yBegOMAeHME (PUCYHOK 24).

Mpuesaska SIM-kapT K yCcTponcTBy

BkntounTb npuesaky SIM-kapt
BHumaHue! BknioyeHne aaHHoM onummn
3a6n10KMpyeT UCTONb30BaHKe
MOBGUNbHOM CBA3M Ha YCTPOICTBE NPpU
Hanuuum HenpuessaHHoi SIM-kapTbl

YctaHoBneHHble SIM-kapTbl

SIM1|ROSTELECC

ICCID:897012062¢ anBﬂaaTb

SIM2|ROSTELEC

ICCID:897012062¢

MpuBsasaTb

PaspewwunTs SIM-kapTy no macke

000

ICCID SIM-kapTbi
HekoppekTHblii BBOA. ICCID fonxeH cogepxatb He
6onee 20 CMMBONOB - TONbKO UMOPbI ¥ CUMBONbI *'.

PaspewuTb

Cnucok paspeluéHHbix SIM-kapT 0]

PucyHok 24

[ns Toro, 4ytobbl 0TBA3aTb OT MY paHee npmBA3aHHYy0O K Hemy SIM-KapTy,

HeobxoAMMO BbIMONIHUTL Caeayolme AeNCTBUS:



OTMEeHUTb OTBs3aTh |

[aHHag SIM-kapTa 6yger
OoTBA3aHa OT 3TOro
YyCTPOMCTBa

Mocne ynanenus SIM-kapTa 6yger
386,’10KMDOB3H& Ha 0aHHOM VCTPOV:CTBQ

Bb! yBEpEHbI, 4TO XOTUTE yaanuTb SIM-
kapTty 89701206269065692642 ?

PucyHoOK 25
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— B noapasnene «YcraHoB/seHHble SIM-KapTbi»
KOCHYTbCA KHOMKM «OTBSA3aTb» crnpaBa OT HEOHXOAMMOM
SIM-KapTbl (cm. PucyHOK 23);

— Ha OTKPbIBLWENCA CTPaHMLLE KOCHYTbCA KHOMKMK
«OTBA3aTbY 414 NOATBEPKAEHMA onepaLmnmnm NTMOO KHOMKM
«OTMeHUTb» ANA OTMeHbI (PrcyHok 25);

— B pesynbrate OTBA3KM  SIM-kapTbl oT MY
oTobpa3mnTCs COOTBETCTBYOLLEE yBegOM/IeHNE
(cm. PucyHok 22).

1.4.1.2. [lpocMOTp 1 yaaneHue paspelleHHbix SIM-kapT

| Cnucok paspeLéHHbix SIM-kapT 2

89701206219003881203

89701206269065692642

PUCyHOK 26

[Ona npocmoTpa cnucka paspeweHHblx SIM-kapT
HeobxoAMMO KOCHYTbCA nona «CrnMcoK paspelleHHbIX
SIM-KapT» (cm. PucyHok 24), B pe3sysbTaTe 0TobpasmnTCs
CTpaHMUa@ CO CNMCKOM WU  KosmdectBom  SIM-KapT,
MCNO/Ib30BaHME  KOTOPbIX  paspeweHo Ha MY
(PrcyHoK 26).

Ona yoaneHna SIM-KapTbl U3 CNMCKa pa3spelleHHbIX
HeobXx0AMMO BbINOAHUTbL CAeaytoLine AeNCTBMA:

— KocHyTbcA un yaepkuBatb ICCID Tpebyemoir SIM-
KapTbl;

— B  KOHTEKCTHOM  MEHI0  KOCHYTbCA  MYHKTa
«Ynanntb» (PUCyHOK 27);

— Ha OTKPbIBWENCA CTPaHMLE KOCHYTbCA KHOMKMU
«YnanuTb» ANA NOATBEPXKAEHMA onepauymm NMHBO KHOMKK
«OTMEeHUTbL» ANA OTMeHbI (PrcyHOK 28).



Cnvcok pa3peLuéHHbix SIM-kapT

89701206219003881203
Yoanutb

89701206269065692642

PucyHok 27
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| OTMeHUTb Ynanutb

[aHHaga SIM-kapTta 6yget
yoasneHa 3 Crnucka
paspeLlEHHbIX ANs 3TOro
yCTpPOWMCTBa

Mocne yaanenus SIM-kapta 6ygeTt
3abnokMpoBaHa Ha JaHHOM YCTPOUCTBE.

Bbl yBEpPEHDI, 4TO XOTUTE YoanuTh SIM-
kapTy 89701206219003881203 ?

PucyHok 28

1.4.1.3. Hactpomka PIN-koga ana SIM-kapTbl

| PIN-koa

SIM1| ROSTELECOM
3anpawwusatb PIN-kog

WameHunTb PIN-kOO

SIM2 | HeussecTHbIM

Het SIM-kapTbl B cnote

PucyHok 29

3awuTa  ycraHoBAeHHOM Ha MY  SIM-KapTbl
obecneumsaeTca ¢ nomoubto PIN-Koaa, KOTOPbIA MOXKHO
aKTMBMPOBATb/AEaKTUBMPOBATb OTAE/IbHO A5 KasK 40N 13
SIM-KapT.

NMPUMEYAHUE. B 3aBUCMMOCTU OT KOHCTPYKTUBHbIX
ocobeHHocTen MY gonyckaeTcsa ycTaHoBKa A0 ABYX SIM-
KapT.

Ona HacTponkn PIN-Koga HEobXOoAMMO BbIMOAHUTD
cneaytoume gencrema (PucyHok 29):

— OTKPbITb MEHI0 CUCTEMHbIX HACTPOEK KacaHuem

3Ha4Ka @3 Ha DKpaHe NpunoXKeHuin (cm. PucyHok 1);

[

— KOCHYTbCA NyHKTa meHto  «PIN-koa» *=* B
noapasaene «be3onacHoCTbY;
— KOCHYTbCH nepekatoyaTena «3anpawmnsaTb

PIN-koa» Tex SIM-KapT, KoTopble He0HX0AMMO 3aLLNTUTD
BBOAOM PIN-Koaa nMbo CHATb 3aWmTy.
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Mocne aktmBaumm PIN-KoZa oH OyaeT 3anpallmBaTbCa NPM Kaxaom BKAOYeHUU MY
(PucyHok 30). B cnyyae TpexkpaTHoro BBoga HeBepHoro PIN-koga SIM-kapta byaet
3abnoKkMpoBaHa M Ana ee pa3bnokMpoBku noTpedyetcs PUK-koa, AnAa BBOAA KOTOPOro
npepoctasnsetcs 10 nonbiTok (PucyHok 31).

NPUMEYAHMUE. PUK-Koa npenoctaBaseTca onepaTopom COTOBOM CBA3M.

Mocne BBOAa BepHoro PUK-Koaa oTobpasunTcs cTpaHmua ans nameHenuna PIN-koaa
(cm. PucyHok 29), Ha KoTopoi Heo6XoAMMO BbIMONHUTL CAeaytoLLMe AeNCTBUA:

— KOCHYTbCA KHOMKM «N3meHnTb PIN-KoA»;

— BHECTW COOTBETCTBYIOLLME M3MEHEHMA B pa3aene SIM-KapTbl, KOTopyto TpebyeTca

3aWmTnTL BBOAOM PIN-KOAa.

Beepgute PIN-kog
SIM1| ROSTELECOM

PucyHok 30 PucyHok 31

1.4.2. Bbibop pexnma USB-noaxkntoyeHmns

Ons Bbibopa pexnma USB-noakntoveHma HeobxoAMMO BbIMOAHUTL Caeaytoline
nNencTens:

— OTKPbITb MEHI0 CUCTEMHbIX HACTPOEeK KacaHWem 3Hayka @ Ha JKpaHe
npUNoXeHun (cm. PucyHok 1);

— KOCHYTbCA NYyHKTa MeHto «USB» ll’ B noAapassaene «YrnpasaeHue CoeAnHeHNAMM»;

— Ha OTKPbIBLIENCA CTPaHMLE KOCHYTbCA nona «Pexmm USB no ymonvaHuio» w
BbI6paTb HEOHXOAMMOE 3HaYEeHME M3 pacKpbliBatoLLLerocsa cnmcka (PucyHok 32).
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NMPUMEYAHUA:

v’ B cnyyae Bbibopa NyHKTa «Bcerga cnpaliveath» npu noaxaodeHmn MY k 3BM ¢
nomoubto USB-kabena Ha MY oTobpasnTca okHO ¢ BbiIbopom pexunma USB-noakntoueHma
(PrncyHoK 33);

v 3HaueHne «Pexkum paspaboTymKka» oToBparkaeTcs TONLKO MNPV aKTUBaLMK
COOTBETCTBYHOLLMX NEPEKAOYATENEN B NYHKTE MeH0 «CpeacTBa pa3paboTumKa» CUCTEMHbIX
HacTpoeK (noapasaen 3.1).

| usB
USB-kabenb nogknioyeH
C He noaknw4yeH ﬂepekmoqmbcst Ha OuH U3 cnegyrouwmnx

pexuMoB
Pexwvm USB no ymonyaxuio

Bcerpa cnpawmsaTtb m >
& & %
Bcerpa cnpawwuBatb Pexum MpoTokon Tonbko
paspabotyska  nepepauu 3apsaka

MynbTUMeana
(MTP)

Pexum paspaboTumka

Mpotokon nepepauv mynstumegma (MTP)

Tonbko 3apspka

®0

PucyHoK 32 PucyHok 33

1.4.3. HacTpoliKka BEpXHEro MeHo

MPUMEYAHMUE. MoapobHoe onmcaHMe HACTPOMKM BEPXHErO0 MEHK MPUBEAEHO B
NOKyMeHTe «PyKkoBoAcTBO nosib3oBaTena» AAMI.10034-02 90 01.

[na nobaBneHuns B BepxHee MeHto GYHKUMM, AOCTYMHbIX TO/IbKO aAMUHUCTPATOPY,
HeobxoAMMO BbIMONHUTL CAeaytolwme AeNCTBUSA:

— OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KacaHMemM 3Ha4yKa @ Ha JKpaHe
NPUNOXKEHUM (cm. PucyHok 1);

— KOCHYTbCA MYyHKTA MeHto «BepxHee meHto» S B noapasgene «BHewWHW sma, 1
OYHKLUMMY;

— BblbpaTb HeobxoanMble YHKLMM KacaHuem nepekntodatenent (PucyHok 34), B
pe3ynbTaTe AaHHble GYHKLUMKW 0TOOPa3ATCA B BepxHEM MeHto (PucyHok 35).
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Apnbiku 11:13 v 44T

OTH apnblkv NPeaoCcTaBnatoT 6bICTPbIN
LOCTYN K passiiHbiM GyHKUMAM 1

HaCTpoMKaM CUCTEMbI 5
[9]
OTKpbITb KanbKynsaTop 3 .

by
3anycTuTb CeKyHAoMep O 2 viions,, BTOPHAUK
YcTaHOBUTL TalMep 8
— WLAN 9 Bluetooth
e < omp D Buikniouero
YcTaHoBUTb ByannbHUK @ WLAN Bluetooth
Cpenarb cendm O™ @ ECC;)STELEC(
SIM-kapTa Ans BbI3OBOB Mo6unbHble aaHHble
3anucarb BUOEO (@Y
S 3\ ) "
)
CospaTb 3aMeTKy 5 & (S =4 f
Asuapexum He 6ecriokoutb OpueHTtauus Touka gocTyna
OTKPbITb AVKTODOH [ | |1

) U 8 o

Cuctema leonokauus VPN Paapabotka McTouHuky 1

M

flpkocTb
BesonacHocTb

: ) i
MCcTOYHMKM NpunoxeHni 63

Hactpoitku WamenuTs

PucyHok 34 PucyHok 35

1.4.4. Hactponkun M1

NMPUMEYAHUE. AoMmunHUCTpaTop MMeeT AOCTYN K AOMNOJAHUTENbHbIM HACTPOMKaM
M1, OMMCaHHBbIM Kak B HaCTOAWEM [AOKYMEHTe, TaK M B [AOKyMeHTe «PyKOBOACTBO
nonb3osatena» AAMI.10034-02 90 01.

Ona  pononHUTeNnbHoM HacTpokm MIT HeobxoaMMO BbIMOAHUTL Caedytolime
NencTBus:

— OTKPbITb MEHK CUCTEMHbIX HACTPOEK KaCaHMeM 3HauyKa @ Ha JKpaHe
NPUNOXKEHUN (cm. PucyHok 1);

— NepenTn BO BKNAAKY «[1pUNOKEHMAY;

— KOCHYTbCA 3Ha4YKa cooTBeTcTBytoLero MM 1 3aaaTb Tpebyemble HaCTPONKM.

[na  [onoNHWUTENbHOM HacTpolkm MM «TenepoH» HeobxoaMMo  BbIMOAHUTb
cnepyouime oencTBus:

— KOCHYTbCA nons «COPOCUTb CYETUYMKM BbIZOBOBY» A1 cOpOca CYETYMKa BbI3OBA
(PrcyHoK 36);

— aKTMBMPOBATb NepekatoYaTeNb «3anmcb Pas3roBopa» A4 3anncK pasroBopa BO
BPEMS aKTUBHOTO Bbi30Ba (P1cyHok 37);

— KOCHYTbCA MOAA «3anmMcaHHble BbI3OBbI» AAS8 MPOCMOTPa MHPOPMaLUM O
3anMCcaHHbIX BbI30BaAX.

[lna BbINONHEHWA AENCTBMIA Haj, 3aNMCaHHbIMK BbI30BaMM CAeAyeT KOCHYTbCA NoAA
C KOJINYECTBOM 3aMMCAHHbIX BbI3OBOB M Ha OTKPbIBLUENCS CTPAHULE B KOHTEKCTHOM MEHHO
BbI30Ba KOCHYTbCA MyHKTa C He0bXoAnMMbIM AencTBuem (PucyHok 38).

MPUMEYAHMUE. 3anmcaHHble BbI30Bbl MOXKHO Tak:Ke nocMmoTpeTb B M « AMKTOPOHY;



TenedoH

CY&TYMKM BbI3OBOB

Ucxopsawume Bbizobl: 0:00:00
Bxogsuwue Bbizobl: 0:00:00
Bce BbizoBbl: 0:00:00

O C6pocuTb CHETYMKM BbI3OBOB

CoobuieHus 6eicTporo oTeeTa

Cospaitte fo 5 coobeHuit ans 6bicTporo oTeeTa,
KoTopble Bbl cCMOXeTe oTnpaensiTh nocne
BbIK/IOYEHMS 3BYKa NPU BXOASLLEM BbI30BE.

f M3MeHUTb GbiCTpble OTBETHI

WcTopus BbI30BOB

BbICTpbIli BbI3OB

[ns coseplueHus BbiI3oBa noTpebyerca
KOCHYTbCSi HEO6XOAMMOr0 KOHTaKTa B
UCTOPYUM BbI30OBOB

3anucb pasrosopa

#  3anucb pasrosopa
BO3MOXHOCTb BKIOYUTD 3aNUCh pasroeopa

PucyHok 36

Metp 18:31
& 0:04

Mo3BOHUTD
OTKPbITb KAPTOYKY KOHTaKTa
Ypoanuto

MNopenuTtbca

MeTtp 18:20

PucyHok 38
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| (? C6pocuTb CHETHYMKM BbI3OBOB

CoobLuyeHus 6bicTporo oTeeTa

Cospaiite no 5 coobLueHwit ans GoicTporo oTeeTa,
KoTopble Bbl CMOXeTe oTnpaBsTh nocne
BbIK/IIONEHMs 3ByKa NPY BXOASALLEM BbI30BE.

f MN3MeHUTb 6bICTpble OTBETHI

WcTopus Bbi3oBOB

BbICTPbIN BbI3OB

[ns coBeplieHus Bbi3oBa noTpebyetcs
KOCHYTbCH Heoéxonmmoro KOHTaKTa B
UCTOPWM BbISOBOB

3anucb pasrosopa

3anucb pasrosopa
BO3MOXHOCTb BK/IIOMUTb 3anuch pasroesopa
BO BpemMs aKTUBHOIro Bbi3oBa.

3anucaHHblie BbI30Bbl
2 Bbi3oBa

3ab610KUPOBaHHbBIE BbI3OBbI

3a6n0KMPOBaHHbIE KOHTaKTbI

PucyHok 37

— KOoCHyTbca nonsa SIM1 | [MobunbHbiM onepaTop]
nmbo SIM2 [MobunbHbIN onepaTop] ana
[ONONHUTEIbHOW HACTPOMKKM BbI30BOB Yepes SIM-KapTy

® KOCHYyTbCA nona «OxuaaHue BbI3OBa» ANA
OMOBELLEHNA BO BPEMS Bbl30Ba, O APYromM BXOAALLEM
BbI30BE;

® KOCHYTbCA nona «lepeagpecaums BbI30OBOBY»
ONA  YCTAaHOBKM C/y4aeB W HOMepa nepeagpecaumm
(PucyHoK 39);

® KOCHYTbCA MOAs  «3anpeT  Bbl30BOB»
YCTAHOBKM 3anpeTa Ha onpeaeneHHble BUAb
(PucyHok 40).

NMPUMEYAHUE. T[lpu ycTaHOBKe 3anpeTa Ha
onpeaeneHHble BbI30Bbl MY 3anpocuT Napoab BAaaenbla
YCTPOMCTBa NpM NOATBEPHKAEHUN AENCTBUS;

® YCTAHOBMTb HOMEP r0/I0COBOM MNOYTbI, KAacCaHMEM
nona «Homep ronocoBom NOYThIY;

® KOCHYTbCA Nosa «Homep ronocoBom NoYThI» A/A
YKa3aHWs HOMepa ros10CoBOM NOYTbI.

ana
BbI30BOB



&

MepeagpecaLus BbI30OBOB

Bce ronocoBble BbI30BbI

Ecnwm 3aHsTO

Ecnu HeT oTBeTa

Ecnw BHe cetu

PucyHok 39

I CoobLeHnus

SMS

@ SIM1| ROSTELECOM

+79043490008

#

&

Appec SMS-ueHTpa

OTy4eThbl 0 fOCTaBKe
3Banpawmeatb oT4eT 0 goctaske SMS

OTobpaxaTb CHETYMK CUMBOSIOB
OTobpaxaTb KOIMYECTBO COOBLIEHNN, Ha
KoTopble 6yaeT pasbut HabpaHHbI TEKCT, U
KONINYECTBO CUMBOJIOB B MOC/IEAHEM
coobuieHnmn

MMS

MakcuManbHbIi pa3amep coobLueHns
CpegHuit

Pasmep coobLeHnsi MOXET 6biTb OrpaHUYeH
onepaTopoM OTMPaBUTENs UK NonyyaTens

3anpawmuBaTtb oT4eTbl Het
Bbl MOXeTe 3anpaluueaTb OTHETbI O JOCTaBKe U
npoyTteHun MMS

YBenomnstb o NpoYTEHUU

OrnpaeuTtens 6yaer yBenoMeH O TOM, YTO

PucyHok 41
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| 3anper BbizoBoB

#  Bce ucxopswime Bbi30BbI

#  Vcxopswme MexayHapoaHble
BbI30OBbI

% Vcxopswme MexpyHapoaHble
BbI30Bbl KDOME POAHOIA CTPaHbI

#  Bce BxoAsLiMe Bbl30BbI
#  Bxopswiue Bbl30Bbl B POYMUHIe
BblkntounTb BCE

Haponb AN 3anpeTa BbiI30OBOB

2 MameHnTb Naponb

PucyHok 40
Ons pononHuTensHon HacTtpokm MI «CoobuleHna»
Heobxo4MMOo BbIMO/IHNTb cneayrouipme nencTeua
(PucyHok 41):

— B noapasgene «SMS» npocmoTpeTb agpec SMS-
LEHTPa;

— aKTMBMpPOBATb  nepekatovatens  «OT4yeTbl O
[0CTaBKe» A/1A 3anpoca oT4yeTa O A0cTaBke SMS.

NMPUMEYAHUE. [ns akTMBaumMu nepekatoyaTend
[0CTaTOYHO KOCHYTbCA MOJS, B KOTOPOM OH PACMOIOXKEH:
nepekatyaTeNb HaYHET CBETUTLCA ApYe, YEM B COCTOAHNM
N0 YMONYaHUIO (HEAKTUBHOM).
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Y aamuHuctpatopa MY ectb BO3MOXHOCTb 3anyCTUTb
Ofysipovcine yTuanty CSD Tool, ans storo:
Aspopa 5.1 — OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KaCaHMem
Mpowssopurens 3HaykKa @ Ha DKpaHe NPUNOKEHUI;
Fplus @
Hssamismpoacrs — KOCHYTbCA NyHKTa «O6  ycTponcTee» B
RG70F noapasaene «MHpopmaunay;
IMEI
e oniton o — KOCHyTbcA nona «Cbopka» 5 pa3 (PucyHok 42), B
353358860686182 pe3ynbTaTe 3anyctutcs ytuamta CSD Tool.
S NMPUMEYAHUE. OnucaHne pabotbl ¢ ytuamtom CSD
RDOOR570EPF0035309
. Tool npuBeaeHO B COOTBETCTBYHOLWMX AOKYMEHTAX
5.1.5.105(ne)rponaenoscx- © npeanpuATMA-pa3paboTyMKka, KOTOpble MNpeaHa3HaYeHb
Kamyatckui
. ana MCMO/Ib30BaHMA npon3BoOANTENAMMN MY n
Aurora-TEE 11.9-11.16.omp, aBTOPM30BaHHbIMM CepBUCHbIMM LEeHTPamm
Extra content 0.8.0-1.1.30.omp,
docviewer 0.2.2-1.1.16.0mp npon3soanTend.
MO npoussoguTens
ApanTauus ycTpoiicTea

PucyHok 42

1.4.5. NMonb3oBaTeNbCKOE XPAHUAMULLE KAtOYEN

[MoNb30BaTENLCKOE XPAHUAMLLE KAKOYEN NpeaHa3HAYeHOo A1A XPaHEHUS KAoYen U
cepTUPMKATOB, MPM STOM OrpaHMYEHME A0CTYNa K XpaHUAKLLY obecneynBaeTca LWTaTHbIMK
cpeactsamum OC ABpopa (pa3aen 4).

NMPUMEYAHUE. Monb3oBaTeNbCKOE XPAHWAMULLE KAOYEN CO343ETCA ANA KaXKAoM
YYETHOM 3aNnCK Ponen n HaxoaAMTCA B Nanke SHOME/ . softhsm.

Co34aHne NoIb30BaTe/IbCKOrO XPaHUAMLA KAKOYEN OCYLLECTBAAETCA B CAEAYOLLIMNX
CAy4anax:

— nepBoe BKAYeHMe MY B pexnme aAMMHUCTPATOPa;

— CO34aHMe y4eTHOW 3anmcu nosb3osaTensa (n 1.2.1) ¢ nomoulblo cepBmca user-
managerd, npu aTom ckpunT initialize-user-keystore.sh xpaHuTtca B nanke create.d.

1.4.6. AreHT nonb30BaTeNs

AreHT nonb3osatens (User Agent) — wuaeHTMduKaTop Opaysepa, KOTOPbIN
nepenaeTca B 3aro/ioBke http-3anpoca K cepsepy, OTBET CepBepa MOMKET 3aBUCETb OT
NAHHOTO NAEHTUDMKATOPA, N MOMKET ObITb 3aaH:

1)lo ymonuaHuto B MHTepdelce, onncaHnme KOTOporo NpuBeaeHO B [OKyMeHTe
«PykoBoacTeo nonb3osatensa» AAMI.10034-02 90 01;

2)C nomolubto paina ua-update.json, KOTOPbIN:

— umeeT nona  hostname u  useragent u nyts  /home/defaultuser
/.local/share/org.sailfishos/browser/.mozilla/ua-update.json;

— onpeaenaeT areHT NoAb30BaTena A41a OTAE/bHbIX CalTOB.
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MPUMEYAHUE. Mpu umameHeHnn daina ua-update.json BpydHYyO HeobHXOAMMO
nepesanyctute MI1 «bpaysep».

O6HOB/IEHME MOXKET NPOUCXOANTb CAeAYOWMMM Cnocobamu:

— C NMOMOLLbIO 3HAYEHMA MO YMOYAHUIO, Koraa oTcyTcTByeT dainn ua-update.json.
FeHepauma dana ocyuiecTsaaeTtca us /usr/share/sailfish-browser/data/ua-update.json.in;

— C nomollbto Beb-canTa, Koraa ¢ann ua-update.json obHOBAAETCA 4Yepe3 CeTb
MHTepHeT. [onyyeHne  dalna  ocyulectTsnseTca  nocpeactBom  http-sanpoca B
MM «Bbpay3ep» Ha onpeaeneHHbI agpec B ceTn MHTepHerT.

NMPUMEYAHMUE. Mpn nepsom 3anycke MI «bpay3ep» 3anpoc K cet NHTepHeT He
ocyliectsaseTca, a paln ua-update.json reHepupyeTca No YMOAYaHMIO.

1.5. HacTpoWKa ceTeBbiXx BO3MOXKHOCTEN

1.5.1. HacTponKa npuHTepa

BHUMAHMUE! MoapobHaa nHpopmauma o nedyatn ¢panios NpmBeaeHa B JOKYMEHTE
«PykoBoacteo nonb3osatens» AAMI.10034-02 90 01.

B OCABpopa npeaycMoTpeHa  BO3MOXKHOCTb
nobaBneHna  npuHTEpa, AnA  3Toro  HeobxoAumo
BbINONHUTb CeaytoLine AeNCTBUA:

— OTKPbITb MEHK CUCTEMHbIX HACTPOEK KacaHMem

] MpuHTEpDI =+

3Ha4kKa @ Ha DKpaHe NPUNOKEHUN;

Y Bac ewe HeT NpUHTEPOB — KOCHYTbCA MNYHKTa MeHt  «[1puHTEpbI» = g
noapasaene «YnpasaeHue COeANHEHNAMMY;

— NOAKNYNTL NPUHTEP K MY 0AHMM 13 cneayowmx
cnocobos:
[l06aBuTb NpuHTEp e ¢ nomouwpto USB-kabens 4yepes nepexoaHMK
USB-OTG.

MPUMEYAHUE. C nomouwpto USB-Kkabena MoOXKHO
NOAKNOYNUTb TONIbKO NpuHTEP Woosim L450 (MIG KB4);

e no cetn WLAN (paboTta no ctaHgapty Mopria);

— Ha  OTKPbIBLWIENCA OAHOMMEHHOM  CTpaHMLEe

KOCHYTbCS KHOMKK «[J06aBuTb NpuHTEP» NMHO B NPaBOMm

PucyHoK 43 BEPXHEM YI/ly KOCHYTbCA 3HA4Ka + (PncyHok 43), B
pe3ynbTaTe byaeT BbINONHEH NOUCK YCTPOWCTB;



| Ao6asuTs npuHTep o
HaiineHHble ycTpoiicTea
HP Color Laser 150
PucyHok 44
| OTMeHnTL Ho6aeutb

[o6aeutb NpuHTEP
HP Color Laser 150

Wms npuHTepa

PucyHok 45
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— Ha OTKpPbIBLUENCA CTpaHuMLEe BbI6PaTb YCTPOMCTBO,
KoTopoe Heobxoanmo A0b6asuTb (PrcyHok 44);

— B NMPaBOM BEPXHEM YTy KOCHYTbCA 3HAYKa G ana
0OHOBNEHNSA MHPOPMALIMM O HANAEHHbIX YCTPOMCTBAX;

— BBECTM MMSA NPUHTEPA B NOAe BBOAA MU KOCHYTbCA
KHOMKM «JobaBuTb» (PUcyHOK 45), B pe3ynbtate NpuHTEP
oT0bpasnTCs Ha cTpaHuue «MpuHTEepbI» (PUCYHOK 46).

MpuHTEpbI ®

Mowu npuHTepsb!

HP Color Laser 150

PucyHok 46



HP Color Laser 150

O npuHTepe

HP Color Laser 150
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PucyHok 47

MpuHTEpDI

Mow npuHTepbI

HP Color Laser 150

Ynanutb

PucyHok 48
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[na nepeMMeHOBaHMA MNpUHTEpa Heobxoaumo
BbIMO/IHUTb CAeaylowme AeNCTBUA:
— Ha CTpaHMLe «MpUHTEpPbI» BbIOpaThb

HEeobXoANMMbIN NPUHTEP, KOCHYBLLMCH Ero;
— Ha OTKpPbIBLUENCA CTPaHMLE BBECTU HOBOE WMMA
npuHTepa (PucyHok 47);

— KOCHYTbCA 3HayKa AnAa  nNoaTBepXAeHMUA
NEeNCTBMA, B pe3ynbTate NpuHTEp DyaeT nepenmmeHOoBaH.

[ns ynaneHua npuHTEpa M3 CNMCKa Heobxoaumo
BbIMO/HUTbL CeayoLlne AeNCTBUS:

—Ha cTpaHuue  «[pUHTEpbI»  KOCHYTbCA U
yaepKMBaTb Ha3BaHMeE NPUHTEPA, KOTOPbLIN HEODXOAMMO
YAANNTb;

— B KOHTEKCTHOM  MEHIO0  KOCHYTbCA  MyHKTa
«Ypanutb» (PucyHok 48) nnbo OTKPbITb MPUHTEP U B
NPaBOM  BEPXHEM  YrAy  KOCHYTbCA  3HauyKa I}
(PucyHoK 47);

— Ha OTKPbIBLUIEMNCA CTPaHULUE KOCHYTbCA KHOMKM
«YnanuTe» ANA NOATBEPKAEHMA onepaumm NMHBO KHOMKK
«OTMEHUTbL» ANA OTMEHbI onepaunmn (PrucyHok 49).

| OTMeHUTb Ynanutb
Ynanutb npuHTep?

Bbl ,CLE’V!CTBHTEI‘I[:HO XOTUTE YaanuTb
npuHTep HP Color Laser 150?

PucyHok 49



29
AIAMI.10034-02 91 01

1.5.2. cnonb3oBaHue VPN-coegmHeHMA

VPN — 3awmuieHHaa ceTb, NpeaoCTaBAAalOWana BO3MOMXKHOCTb YCTaHABAMBATb
3aWNPPOBaAHHOE coeaMHEeHMEe C yaaNeHHbIMM cepBepamm Beb-caiToB B ceTu VHTepHeT.
Mpn NOAKNIOYEHUN K yAaNEeHHOMY CepBepy NoAb30oBaTeNb nosyyaeT IP-aapec B pernoxe,
rAe pacnosiaraeTca AaHHbIN cepBep.

B oTnnume oT npokcu-cepsepa, VPN BHayane BbINOAHAET MOAKAOYEHUE K CETH,
KoTopas 3aTeM obecrneynBaeT coeMHeHNe C TpebyeMbiM CEPBEPOM HAMPAMYHO, MPKU 3TOM
WNdpoBaHME [AaHHbIX MO3BOAAET 3alUMTUTb MAPOAM U WHYKD KOHOMAEHUMANbHYHO
MHGOPMaLMIO OT yrpo3 He30nacHOCTM.

BHUMAHUE! Ona otobpaxkeHus noaaeprKnBaembix
| [No6asutb VPN @
VPN-nnarnHoB B nyHKTE meHto «VPN» noapasaena
«YnpassieHue COeaMHEHNAMM» HeobxoaMmMo
AOMOJIHNTE/IbHO YCTaHOBUTL CTOPOHHMe VPN-peleHuna, He
ABnAaroLLmeca sctpoeHHbIMM B OC ABpopa.
B cayyae oTcytctBMA  nogdepxkmBaembix  VPN-
VPN-nposaiiaepbl He NNarMHOB Ha 3KkpaHe MY oTobpasnTca COOTBETCTBYOLLEE
yCTaHOB/IEHbI. ysegomneHue (PucyHok 50).
PucyHok 50

1.5.3. 3apanne URL-aapeca

MPUMEYAHUA:

v NMoapobHoe onucaHne HacTpoku cetv WLAN npuBefeHO B AOKYMeHTe
«PykoBoacTeo nonb3osatensa» AAMI.10034-02 90 01;

v 3apaHune URL-agpeca ana cepsepa MPOBepKM cetu MHTepHeT, a Takke NTP-
cepBepa, byaeT NPMMEHEHO KO BCEM YYETHbIM 3aNUCAM, CO34aHHbIM Ha MY.

Ona 3apaHua URL-agpeca ans cepsBepa MNpPoOBEpKM HeobXoAMMO BbIMOAHUTb
cneayowme AencTBms:

— OTKPbITb MEHIO0 CUCTEMHbIX HACTPOEK KacaHMemM 3Ha4yKa @ Ha JKpaHe
NPUNOXKEHUN (cMm. PucyHoK 1);

— KOCHYTbCA nNyHKTa MmeHto  «WLAN» T B nogpasgene «YnpasneHue
COeAUHEHNAMMY;
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— KOCHYTbCA Nona «PacliMpeHHble HAaCTPOMKM» (PucyHOK 51);
— Ha OTKPbIBLLENCA CTPaHMLE 3aN0/IHUTb HeobXxoAMMble Nona B noapasaene «URL-
afpeca cny>Kbbi» Ana NpoBepKM AocTyna K cetn MHTepHeT (PucyHok 52).

I WLAN | PaclunpeHHble HacTpoku
R570E
. Wms ycTpoiicTsa
PaCLlMpeHHbIe HaCTpoukun @ Wms yeTpoiicTea, oTobpaxaeMoe y Apyrux
YCTPOWCTB B /IOKanbHOM1 CeTH
WLAN no6anbHblit Nnpokcu-cepeep
= o
WLAN = #  [nobanbHblil NPOKCU-cepBep
WcnonbayeTtcs ans Bcex CoeauHeHWi
(WLAN, Mo6unbHbIX 1 Ap.)
nOIJKmOHeHMe \-Iepe3 QR @ nepeonpeaenseT uHausMayanbHbie
HaCTPOWKM.
KoHdurypaums npokcu-cepeepos
[No6asutb ceTb @ HeT npokcu-cepsepos
(i URL-agpeca cnyx6bl
Mouck cetent @
http://ipv4.omprussia.ru/return_204
Cratyc URL-appeca IPv4
Mpunoxexus moryT ucnonssosartb atot URL-agpec,
4TO6bI NPOBEPUTD, OTKPBIT 1N AN15 YCTPOWCTBA
AOCTYynN K cetn MHTEpMeT. Ecnu He 3anonHeHo,
CGPaCbIEaeTC‘R B 3Ha4YeHue No yMONYaHuio
Hanpumep, 0.pool.ntp.org,1.pool.ntp.org
Imo6anbHblie NTP-cepeepbi
Cnucok nonxeH 6biTb OTCOPTUPOBAH B Nopsake
npeanoYyTeHus U pasaeneH 3anaTbiMu
PucyHok 51 PucyHok 52

1.5.4. PaclumMpeHHble HAaCTPOMKM reonoKaumm

MPUMEYAHUE. OnucaHrve HACTPOWKM reosiokaumm npuBeAeHO B [AOKYMEHTe
«PykoBoacTBo nosibzosatena» AAMI.10034-02 90 01.

[lnAa  HaCTPOMKM reoNoKaumMm BbICOKOM TOYHOCTM HEOoBXOAMMO  BbIMOAHUTb
cnepyouime oencTBus:

— OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KacaHMemM 3Ha4yKa @ Ha JKpaHe
NPUNOXKEHUN (cMm. PucyHok 1);

— KOCHYTbCA TMYyHKTa MeHI0 «[leosokauma» © B noapasaene «YnpasiaeHue
COEAUHEHUAMMY;

— aKTMBMPOBaTb Mepekatodatens «leonokauma» (PucyHok 53) ana paspelueHus
MT1, yctaHoB/IeHHbIM Ha MY, pacno3HaBaTb Ha KapTe reonokaumm MY;

— aKTMBMPOBATb MNepekatoyatesb  «[eonoakumMsa  BbICOKOM  TOYHOCTM»  ANA
NOBbILWEHMA TOYHOCTN onpeseneHna reoIoKaLMmM C UCNONb30BaHMEM CEeTEBbIX CEPBUCOB;

— KOCHYTbCA KHOMKM «PaclumpeHHble HAaCTPOMKM» Ans nepexoda K pacluMpPeHHbIM
HacTpoMKam reonokaumm (PucyHok 53);

— Ha OTKPbIBLWIEMCA CTPaHMLUEe KOCHYTbCA nepekatodatend «CnyTHMKOBaA
HaBurauma» (PucyHoK 54) Ons yBeNMYEHMA TOYHOCTM ONpeaeneHns reosoKaumm Ha
OTKPbITOM MECTHOCTY;



[eonokauus

leonokauus

Pa3pelunTb NPUIoXeHUsIM OnpeaensiTb
Bawy reonokaumio. 3ta pyHKUMS
noTpe6nseT HeKOTOPOe KONNYECTBO
3apspa akkymynatopa.

ToyHOCTb

leonokaLms BbICOKOW TOYHOCTH
Wcnonbayet ceTesble cepsuchl Ans
MOBbILIEHUS TOYHOCTH ONpeaeseHns
reonokauun. MoxeT B3uMaTbCs nnata.

#  Tonbko YCTpoﬁCTBO
Wcnonbayet GNSS ons onpepenexus
reosiokaLmm. 3ToT PeXuM He UCMOoNb3yeT
Kakne-nn6o paHHble.

#  PexuM aHeprocbepexeHus
Mcnonb3yeT TonbKo CeTeBble CEpPBUChI
Ans onpenenexus reonokaunn. GNSS He
ucnonbayetcs. MOXeT BauMaTbCs nnata,
NPy 3TOM PeXUM 9KOHOMUT 3apsif,
aKkKyMynsTopa.

PaclumpeHHble HaCTPOMKHU @

PucyHok 53

PaclumpeHHble HacTPoKK

GNSS

CI'IYTHVIKOBaﬂ HaBurauusa
YBenn4uBaeT TOYHOCTb OnpeaeneHus
reonokayum Ha OTKDBITOFI MeCTHOCTHU
(yBenuuuBaeT pacxoq 3apsaa
akKKyMmynsTopa)

A-GNSS

# A-GNSS
OnNTUMU3NPYET BbIMUCNIEHUE FE0NOKALUM MO
CNyTHUKOBOW HaBurauum (Tpebyer
noaknioyeHus k UHTepHety)

LBS

# LBS
OnpepenseT MeCTonosoxXeHue B OTCYTCTBUN
CNYTHUKOBOrO CUrHana c UCMonb3oBaHueM
WHbIX MICTOYHUKOB MHpOPMaLK,
o6pabaTbiBaeMOii Ha BHELUHUX cepBepax
(TpebyeT nopknioueHue kK UHTepHeTy)

WUcTounuku LBS

PucyHoK 54
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— aKTMBMpPOBaTb nepekadatens «A-GNSS»  ana
YBE/IMYEHNA TOYHOCTM ONpesesieHna reosloKaunm B
ropoAckmx ycnosusax (PucyHok 54) n HacTpouTb cepBep:

BHUMAHUE! TpebyeTrca yCTaHOBUTb WHTEPHET-
coeaMHeHWe, BbIMOJHMB HACTPOMKY MODOUABHON CeTu
n/vnn cetn WLAN.

MPUMEYAHUE. TexHonormna «A-GNSS» ontumnsmpyet
BblYMCNEHNE TE0NI0KaLUMM MO CNYTHMKOBOW HaBMUrauumm,
ncrnonb3ya npotokon SUPL — 3aWMUIEHHbIM MPOTOKOA
onpeaeneHna MecTonoIoXeHWA NoAb3oBaTeNnewn;

®B OTKPbIBLIEMCA OKHE 3ano/IHUTL nosa «Aapec
cepBepa» n «MopT cepsepa» (PrucyHok 55);

®KOCHYTbCA KHOMKM «PaclumpeHHble HaCTPOMKNY;

®aKTMBMPOBATb TpebyeMble NepekatoyaTenm.

MPUMEYAHUE. [ina noaknoveHma Kk cepeepy Google
Heobxoa4MMO 334aTb CAeaytoline NapaMeTpbl:

1.«Appec cepsepa»: supl.google.com;

2.«lNopT cepsepax»: 7275;

3.BkatoumnTb «Mcnonb3osatb TLS noakatoueHme»;

4.BbikntounTb «Vcnonb3osatb SSL Pinning»;

5.BkatounTb «MackmpoBaTb peanbHbit IMEl».

| Moakniouenme A-GNSS V

Hactpolika cepeepa A-GNSS

oyeHuns K A-GNSS eeeauTe agpec 1 nopt
OMONHUTENbHbBIE NapaMeTPbl AOCTYMHbI B

{bIX HacTpouKax
Anpec cepeepa

MopT cepeepa

PaciumpeHHble HacTpoitku ()

[LononHutensHo
#  Wcnonb3osatb TLS nogknioyeHne
#  Wcnonbsosatb SSL Pinning

# MackvpoBaTb peanbHbiit IMEI

PucyHOK 55



| OTMeHUTb MoaTBepauTb

MpenynpexnexHve

Ha aTtoM ycTpoiicTee MoryT 6biTh 3a4€MCTBOBaHbI
mecToonpegensiolume cepsucsl (LBS). Boibupas
"MoaTeepanTs" Bbi BKlOYaeTe BbIGpaHHbI LBS-
CepBUC U cornalaeTech Ha nepeaady Creayiowmx
[aHHbIX Bbi6paHHoMy LBS-cepaucy:

« Mo6unbHbI ko CTpaHbl

« Ko Mo6unbHoii cetn

« OnucaHue coTbl (CoT) B ceTn

« ipeHTUdMKaTOp COTbI B CETU

« YpoBeHb CUrHasna CoToBOM CETU, U3MEPEHHbIN B
mMecTononoxexun MY

« Kop MecTononoxenus

« Okpyxaiowme Toukn goctyna WLAN

« MAC-appec

« IP-appec MY, HazHa4YeHHbli1 MO6UNbHBIM
onepaTopom

« Bpems 06HOBNIEHUS OKPYXAIOLLLEro COCTOSIHUS

PucyHok 56

PaclumpeHHble HaCTPOMKM

GNSS

CnyTHMKOBaﬂ Hasurauus
YBenuunsaeT TOYHOCTb OnpeaeneHus
reonokauumm Ha OTKprTOﬁ MeCTHOCTH
(yBenuuuBaeT pacxor 3apsaa

aKKyMynsTopa)
A-GNSS
# A-GNSS

ONTUMUIUPYET BbIYUCNEHNE reonoKaLum No
CNyTHUKOBOW HaBurauum (Tpebyer
noaknoyeHus kK IHTepHety)

LBS

LBS

OnpepensieT MeCTOMNONOXEHUE B OTCYTCTBUM
CMYTHUKOBOTO CUrHana C UCMoNb3oBaHUeM
MHbIX UCTOYHUKOB MHOPMaLMK,
o6pabaTtbiBaeMoi Ha BHELUHUX cepBepax
(Tpebyet noaknioveHue k UHTepHeTy)

WcTounuku LBS

NokaTop API fiHpekc Kapt @

PucyHok 57
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— KOCHYTbCA nepekntoyvatena «LBS» ana ysennyeHuma
TOYHOCTN reonoKaumm 6e3 MCNoNb30BaAHMA CMYTHUKOBbIX
cucTem Hasuraumm (cm. PucyHoK 54);

— B OTKPbIBWIEMCSA  OKHE  03HAKOMUTbCA  C
npeacTaBNeHHON MHPOPMALMEN U  KOCHYTbCA KHOMKMK
«MoaTBepanTb» AN NOATBEPXAEHWS onepaumm nnbo
KHOMKN « OTMEHUTb» ANA OTMeHbI (PUcyHOK 56).

BHUMAHUE! TpebyeTrcs yCTaHOBUTb WHTEPHET-
coeauHeHMe, BbIMOAHMB HACTPOMKY MODOMABHON CeTu
n/vnn cetn WLAN.

MPUMEYAHUE. TexHonorma «LBS» wmcnonb3yet API-
cepsuc — AHaekc./lokaTop;

— HACTPOUTb UCTOYHMKM LBS, ana atoro:

®KOCHYTbCA KHOMKM ® (PucyHok 57);
®33M0/IHUTL nona «Kawu» n «llepnogmnyYHOCTb»
(PucyHok 58).
NMPUMEYAHUE. [nAa  nonyyeHMs  CNpPaBOYHOW
nHbopmaumMm o Kawde ana naketa «Jlokatop API»
KOCHYTbCS TMNEepPCCbI/IKM CO 3HAaKOM Bonpoca (PucyHoK 58).

| Hactpoiiku
QAPI

Knioy

1

MepuognyHoCTbL
BBeayTe 3HaueHWe NepMoAUYHOCTY 3anpoca Ha
cepsep B cekyHaax ot 140 600

Kak nony4utb knoy?

PucyHok 58
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2. BbINO/JIHEHWE NMPOIPAMMBDI

AommnHucTpaTopy MY A0CTynHbI cieaytolime BO3MOXKHOCTH:
— HacTpoMKa obHosneHnn OC Aspopa (noapasgen 2.1);

— cbpoc HacTpoek MY (noapasaen 2.2);

— YyCTaHOBKa M yaaneHue ctopoHHero MO (noapasaen 2.3);
— TOHKas HacTpoMKa (noapasaen 2.4);

— noaaeprkka paboTbl pexxmma Knocka (noapasaen 2.5);

2.1. Hactpoika obHoBneHui OC Aspopa

ObHoBneHne OC ABpopa OCYLLECTBAAETCA aAMMHUCTPATOPOM NI0KA/IbHO BPYYHY!IO,
nmbo yaaneHHo € Mcnonb3oBaHMem [MpuKknaaHOro NnporpammHoro obecneveHmns «ABpopa
LenTp» (MNO).

MPUMEYAHUE. Ona nonyvyeHma uHbopmaumm no obHosneHuto OC ABpopa C
ncnonbzosaHmem MMO cneayet 06paTUTbCA K COOTBETCTBYIOLWEN AOKYMeHTauum Ha M0,
pa3melleHHOM Ha Beb-canTe: https://auroraos.ru/documentation/.

Ona HacTponkn obHoBneHMn OC HeobxoaMmo
BbIMOMIHWTb C/leAytoLLmMe AeNCTBUA:
— OTKPbITb MEHK CMCTEMHbIX HACTPOEK KaCaHMem

| OTMeHUTbL ’

‘V'Mﬂ nonb3oBaTena

3Ha4kKa @ Ha DKpaHe NpuaoXeHun (cm. PucyHok 1);
Mapons @ — KOCHYTbCA MNyHKTa MeHto «O6HoBneHns OC

ABpopa» 4 noapasgene «Cuctema», B pesy/bTaTte
0TOOPA3nNTCA CTPAHMLA C HAaCTPOMKaMM OOHOBIEHNS;

— KOCHYTbCA nepekntoyaTend «BKNOUYUTL
3almileHHble obHoBneHMA» (PucyHokK 60);

BHUMAHMUE! ina nonyyeHma MmeHm Nonb30BaTeNA U
napona HeobxoAMMO 0DPaATUTLCA Ha INEKTPOHHYIO NMOYTY:

OomeH

English (predictive input) EN support@omp.ru.
gwertyuiop — Ha OTKpbIBLWIENCA CTpaHuLe 3anoaHUTb MOoAS
asdfghijk | (PcyHOK 59) ana perncrtpaumnm AoCTyna K Peno3mTopusam;
B - <lclvibln|mB — KOCHYTbCA KHOMKM «Bxo4» 415 BbINOAHEHWUA BXOAa
23 _ B0 KHOMKK «OTMEHUTbLY 19 OTMEHbI onepaLum.
PucyHok 59

PaHee ycTaHoBneHHyto Bepcuto OC ABpopa MOX¥HO OOHOBUTbL [0 TeKyLlen,
BbINOJIHMB CaAeaytowme AeNCTBUA:

o [
— Ha CTPaHMULE C HAaCTPOMKamMM ODHOBMIEHMA KOCHYTHCA 3HAYKa 2 A5 NPOBEPKM
[OCTYMNHbIX OOHOBAEHW, B pe3ynbTaTe 0TObpPasnTCa yBedoOMAEHWe: «HeT AoCTyMHbIX


mailto:support@omp.ru.
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OOHOB/IEHUMY», @ TaKXKe AaTa M Bpema nocneaHern nposepku (PucyHok 60) ainbo goctynHoe
obHoBneHue (PrcyHok 61);

| O6HosneHus OC Aspopa O6HoBneHus OC Aspopa
HeT pocTynHbix 06HOBNEHWIA

™\ [poBepuTb Hannyne o6HOBNEHUIA
MocnepHss nposepka: 9 nions 2025 B
10:25

%ﬁ TekyLas Bepcus

5.1.5.105 (MeTponasnosck-Kamyarckwit)

@ PesepBHoe KonvMpoBaHue
O6HOBNEHME CUCTEMDI HE 3aTparuBaeT
baiinbl, 0AHaKO peKoMeHayeTes
nepuvoauYecKy Co3naBaTh pe3epBHbie
Konuu

3arpyxaTb 06HOBIEHUS TONbKO

yepe3s WLAN
3arpyxaTb 06HOBNEHMS B ™\  [lpoBepuTb Hanuyme o6HOBNEHUI
N\ TocnepHss npoBepka: 18 sHeaps 2024 B 12:4
pPOyMUHre
; i TekyLias sepcus
#
BrniounTs SaLMLUICHRbIC @‘ 5.0.0.28 (MeTponasnoeck-Kamyatckuit)
06HOBNEHMS
Texywmit nomen 'sales’ @ PesepBHoe KonmpoBaHue
OB6HOBNEHUE CUCTEMBI HE 3aTparuvsaer
dainbl, ogHaKo pekoMmeHayeTcs
nepuoguyecku cospaeaTtb pesepeHbie Konuu
3arpyxaTtb 06HOBNEHUs
Tonbko yepes WLAN
PucyHok 60 PucyHok 61

— NPU  HaAW4YMW  AOCTYNHOro OOHOBAEHMA KOCHYTbCA KHOMKW «lloapobHee»
(cm. PrcyHOK 61) 1 Ha OTKpbIBLUEMCA CTPAHWULLE 03HAKOMUTBLCA C NoAPOOHOM MHPOoPMaLMENn
06 06bHOBNEHUM (PUCYHOK 62);

— KOCHYTbCA KHOMKK «3arpy3nTb — [Paamep obHoBAeHMA]» (cm. PucyHok 61) ans ero
3arpyskun. B cnydyae HeobxoAMMOCTM 3arpy3ky 0HOHOBAEHMA MOXKHO OTMEHUTb KacaHMEM
KHOMKM « OTMEHUTb 3arpy3ky» (PucyHok 63);

— nocne ycnewHoWm 3arpy3km OOHOBAEHMA KOCHYTbCA KHOMKM «YCTAaHOBUTb
obHoBNEeHUE» (PUCYHOK 64);

— Ha OTKPbIBLUENCA CTPAHMLLE KOCHYTbCA KHOMKM «YCTaHOBUTbL» (P1cyHOK 65), nocne
yero MY aBTOMaTMYeCKMN DyaeT nepesarpyeHo, Moo KHoNKM «OTMEHUTb» AN OTMEHbI
onepauun.

MPUMEYAHUE. B 3aBMCMMOCTM OT KOHCTPYKTMBHbIX ocobeHHocTer MY nocne
YCTaHOBKM OOHOBNEHMA BO3MOXKHA ABOMHAA nepesarpyska MY.
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MoppobHee I O6HoBneHus OC Aspopa

ABPOPA

Aspopa 5.0.0.60

O6HOBNEHNE COAEPXUT U3MEHEHUS, C
KOTOPbIMU MOXHO 03HaKOMUTbCA B Release
notes no ccbinke https://auroraos.ru/

Tel as Bepcus
documentation By P

5.0.0.28 (MerponasnoBck-KamyaTckuii)

PeaepBHoe KonuposaHue
O6HOBNEHUE CUCTEMBI He 3aTparvsaeT
daiinbl, ogHaKo peKoMeHayeTcs
NepuoAnYeckm Co3paBaTth pe3epBHbIe Konum

4
L)

3arpyxatb 06HOBNEeHuUs
Tonbko Yepea WLAN

PUCYyHOK 62 PucyHok 63

O6HoBnerust OC Aepopa | OTMeHUTb YcraHoBUTb

YctpoiicTBo 6ynet
nepesarpyxeHo

YcTaHoBKa 06HOBNEHWI 3alMeT
HEKOTOpOE Bpems, B Te4EHUEe KOTOPOro
Bbl He CMOXeTe Monb3oBaThCs
YCTPOMCTBOM. YCTaHOBUTb
o6HoBnexus?

MpoBepuTb Hann4ymMe 06HOBNEHWIA
MocnepnHsis nposepka: 18 sHeapa 2024 B 12:4-

Tekyuwias Bepcus
5.0.0.28 (MeTponaenosck-KamyaTckui)

PesepBHoe KonupoBaHue
O6HOBNEHNUE CUCTEMDI HE 3aTparuveaet
daiinbl, 04HaKO peKoMeHayeTcs
nepuoauyecku cospasaTb pesepBHble Konuu

@+ O

3arpyxaTb 06HOBNEHUS
Tonbko Yyepe3 WLAN

PucyHok 64 PucyHoK 65

Ha cTpaHuue «O6HoBneHne OC» aAMUHUCTPATOPY TaK¥Ke AOCTYMHbl caeaytolime
nencteuns (cm. PucyHok 60):

— NpocmoTpeTb MHGoPMaLMIO O TekyLen sepcum OC /%;
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— BbINO/THNTb pe3epBHOE ROMUPOBaHME MNepes obHOBIEHNEM OC, KOCHYBLWWCb

3HauKa 9.

MPUMEYAHMUE. MoapobHoe onncaHme o co3gaHMmM pe3epBHON KONMM NPUBEAEHO B
noKkymeHTe «PykoBoacTso nosb3osatena» AAMI.10034-02 90 01;

— aKTMBMPOBATb MO0 AEaKTMBMPOBATbL NepekatovaTesb «3arpyKaTb 0OHOBAEHNA
Tonbko Yyepe3 WLAN» ana 3arpy3km obHoBaeHMs ¢ nomoulbio cetn WLAN;

— aKTMBMPOBATb MO0 A€aKTUBMPOBATbL NepPeKAtoYaTENb «3arpyKaTb 0OHOBNEHMA B
POYMUHIre» ANA 3arpy3kn 06HOBNEHMA B POYMMUHTE.

2.2. Cbpoc HacTpoek MY

MPUMEYAHUE. Cbpoc HacTpoek MY — npouecc yaaneHua BCeX AaHHbIX, nocae
KoToporo MY Bo3BpalllaeTca K 3aBOACKOMY COCTOAHMUIO, T.e. K Bepchm OC, yCTaHOBNEHHOM
npounssogutenem MY.

[na cbpoca HacTpoek MY [0 3aBOACKOrO COCTOAHMA HeobXoAMMO BbIMOAHWUTb
cneayrouime AencTBmna:

— OTKPbITb MEHI0 CUCTEMHbIX HACTPOEK KacaHMemM 3HauyKa @ Ha JKpaHe
NPUNOXKEHUM (cMm. PucyHok 1);

— KOCHYTbCA MNYyHKTa MeHl «CObpocuTb  YCTPOMCTBO» X g noapasaene
«MHPopmaLmay;

— Ha OTKPbIBLUEMCA CTPaHMLE KOCHYTbCA KHOMKM «COpPOCUTL YCTPOMCTBO»
(PrcyHoK 66);

— KOCHYTbCA KHOMKM «[loaTBEPANTLY» ANA NOATBEPKAEHMA onepaLmmn TMHBO KHOMKK
«OTMEHUTb» ANA OTMeHbI (PrUcyHOK 67);

— npw HeobxoaMMoCTH KOCHYTbCA nepek/toyvaTens «ABTOMATUYECKM
nepesarpysnTb YCTPOMCTBO Nocae cbpoca» Ans nocneaytolen nepesarpyskm My;

— NpU HeobXoAMMOCTM KOCHYTbCA MNepekatovaTena «YaanuTb BCE AaHHble» ANA
yAaneHusa AaHHbIX.

MPUMEYAHUE. TMocne nepesarpy3kn MY npousonaetr cbHpoc HacTpoek [0
3aBO/ACKOro COCTOAHMA C NOCAeAYOUIMM 3anyCKOM MacTepa NepBOHaYaibHON HACTPOMKMY,
noapobHoe onucaHve paboTbl C KOTOPbIM NPUBEAEHO B AOKyMeHTe «PyKoBOoACTBO
nonb3osatena» AAMI.10034-02 90 O1.
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C6pocutb | OTMeHUTb MopTeepaunTb
C6poc npuBeaET K yaaneHuio Bcex AaHHbIX ¢

YCTPOWCTBA U ero BO3BPaLLeHMIO K Bbi ﬂ,eVICTBMTeﬂbHO XOTUTE
3aBOCKOMY COCTOSIHUIO. 3710 03Hayaer - 7

NoTepIo BCeX AaHHbIX, noﬁasneunmx Ha C6pocuTb yCTPOMCTBo i

YCTPOWCTBO, BKNloYasi o6HOBNEeHUs,
NPUIOXEHNS, YHEeTHbIe 3anucH, KOHTaKTbl,
1306paxeHus 1 UHYI0 MHGOPMaLUIO.

Mocne noaTBepXAEH!S BCe AaHHbIE C Balero
ycTpoiicTBa GyAyT yaaneHsl, U NporpaMMHoe
obecneyeHue 6yaeT BO3BPALLEHO K 3aBOACKOMY
COCTOSIHUIO. DTO O3HAYAET, YTO BCE AaHHble,
Cospalite pesepBHyio Konuio KoTopbie Bbi fo6asunu Ha ycTpoiicTeo, 6yayT
nonb3oBaTeNbCKMUX AaHHbIX Nepea copocom noTepsiHbl (Hanp., 0GHOBAEHWS, NPUNOXEHNUS,
yCTpOMCTEa. YHETHbIE 3an1CK, KOHTaKTbl, poTorpadum n apyrve
daiinbl). CospaiiTe pesepBHYIO KONUIO $ainos Ha
KapTy namsTi (pekomeHayeTes).

C6poCUTb YCTPOMCTBO
Mpu yaaneHumn gaHHbIX yCTPOUCTBO BbIK/IOYUTCS
aBTOMaTU4eCKH, CneayioLllas sarpyska MoxeTt
3aHATb 60/blLE BPEMEHM, YeM OBbIYHO.

Mepep c6pocom ycTpoitcTea Heo6xoaUMO BBECTH
naponb.

#  ABTOMaTM4YeCcKu nepesarpysvTb
yCTpPOWCTBO nocne cépoca.

#  YpanuTb BCe AaHHble.
an aKkTusauuu napamMeTpa BCe AaHHble Ha
ycTpoiicTee 6yayT nepesanucaHbl. 310
MOXeT 3aHaTb 6onee nonyyaca B
3aBUCUMOCTH OT obbema XpaHunuua.
O6bi4yHO cO6pOC K 3aBOACKUM HaCTpokam
3aHUMaeT OKONO 5 MUHYT, U HeKoTopbie
[aHHble BNIOCNEACTBUM BCE e MOTyT 6biTh

PncyHok 66 PucyHok 67

2.3. YcTaHOBKa 1 yganeHue ctopoHHero N0

AOMMHUCTPATOP WMeeT BO3MOXHOCTb YCTaHaB/iIMBaTb Ha MY CTOpOHHMe
Nporpammebl, He ABnAtOLLMecA BCTpoeHHbIMK B OC ABpopa.

CTOpOHHME  pa3paboTymMKM  MOryT  MCMNONb30BaTb  OdUUMANbHbLIA  Habop
MHCTPYMeHTOB pa3paboTtkm MO ans OC ABpopa, noapobHoe onucaHue KOTOPOro
npusBeaeHo Ha Beb-canTe: https://developer.auroraos.ru/.

Mpu ycTaHOBKE CTOPOHHMX MI1 agamuHUCTpaTopy Heobxoammo ybeauTbca B
BbIMO/IHEHMW CNeAyHOLWMX YCAOBUIA:

— MaKeT NpOorpaMm yCTaHaBAMBAETCA WTATHbIM 06pa3om;

— HeobxoaMmble ncnonHaemble Gaibl MPOrPaMMbl 3aMyCKatoTCs;

— WTaTHOE MOBeAeHME U BbINONHEHME MNPOrPaMMbl COXPAHAETCA M nocne
nepesarpy3kn OC Aspopa.

YCTaHOBKa W ynpasieHWe  CTOPOHHMM 10 MOXEeT  OCyLLeCTBAATLCA
aAMWHUCTPATOPOM CeayroLMmMmM cnocobamm:

— JIOKA/NIbHO C MOMOLLbHO:

e QR-koaa (n. 2.3.1);
o M «Pannbi» (n. 2.3.2);
— YA3NeHHo:
® NPUHYANTENbHAA YCTaHOBKA MIT C NOMOLLBIO MONUTUKK;
e ycTaHoBKa MI1 ¢ nomouwto M1M10.
NMPUMEYAHUE. MoapobHoe onucaHmMe no umcnonb3osaHuto MO npuBeaeHO B

COOTBETCTBYHOLLEMN AOKYMeHTaLuu, PACMONOKEHHOM Ha Beb-canTe:
https://auroraos.ru/documentation/.
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2.3.1. YcTtaHoBKa ¢ nomoulbto QR-koaa

| YcTtaHoBKa npunoxenuin yepes QR

PucyHoK 68

YcTaHoBKa npunoxeHuin yepes QR

YcTaHoBka...

PncyHok 69

[na yctaHoBkM ctopoHHero 10 ¢ nomouwbto QR-koaa
HeobXoAMMO BbIMONHNUTL CAeaytolwme AeNCTBUA:
— OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KaCaHWeM

3Ha4kKa @ Ha JKpaHe NpuaoxKeHunin (cm. PrucyHok 1);

— KOCHYTbCA MYHKTa MeH0 «YCTaHOBUTL Mo QR» =~ 8
noapasgene «Cucremar;

— Ha OTKpbIBLIENCA CTpaHULUe HeobxoaMMOo HaBecTu
Kamepy MY Ha QR-kog (PucyHok 68), B pesynbraTte
3aMnyCcT1TCA NpoLecc YCTaHOoBKM (PrcyHoK 69);

— IOXKAaTbCA 3aBeplleHna npougecca YCTaHOBKM [0
oTobpakeHMA Ha 3KpaHe MY  COOTBETCTBYIOLLETO
yBegomneHus (PucyHok 70).

YcTaHoBka npunoxenuii yepes QR

YcTaHoBKa 3aBeplueHa

PucyHok 70
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B cnyyae cKkaHMpoBaHMA HekoppekTHoro QR-koaa Ha
aKpaHe MY oTobpa3nTca COOTBETCTBYIOLLEE YBEAOMIEHME
(PucyHok 71).

YcTaHoBKa npunoxeHuii yepes QR

Owwubka 3arpysku

PucyHok 71

2.3.2. YcTaHoBKa ¢ nomoubto MIM «Dannbi»

B OC ABpopa npeaycMoTpeHa BO3MOXHOCTb YCTaHOBKW CTOpoHHero 10, KoTopas
OCYLLLeCTBAAETCA NOCPeACTBOM YCTaHOBOYHOTO dalina B dopmate .rpm.
[na yctaHoBKkM MIT Heob6x0AMMO BbINOHUTL CAeaytoLine AeNCTBUA:

— OTKpbITb MM «®alinbl», KOCHYBLIMCb 3HAYKa b Ha IKpaHe MNPUIOKEHUI
(cm. PucyHok 1);

— BblbpaTb HeobxoaMMbl daiin B GopmaTte .rpm KacaHMem COOTBETCTBYIOLLEM
CTPOKM.

MPUMEYAHMUE. YcTaHOBOUHbIN dalin cneayeT npeaBapuTeNbHO CKonMpoBaTb Ha MY
B nanky «Downloads» ¢ nomouwpbto USB-Kkabenda, BbibpaB pexunm «lpoToKon nepesaymu
mynsTumeana (MTP)» (cm. PucyHok 33);



ru.auroraos.mageEditor

Full featured image editor for Aurora OS

Bepcus 0.6

+

YcTaHoBUTb

PUCYHOK 72
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— B  OTKPbIBWEMCA  OKHe KHOMKM
«YcTaHOBUTLY (PUCyHOK 72).

B 3aBUCMMOCTM OT NOAMNNUCK UCTOUYHMKAE (nn. 4.4.1.3)
aAMMUHNCTPATOPY MOrYT ObITb AOCTYMHbI:

— NPOCMOTP  yBEeAOMNEHUA 0
yCTaHOBKM noanuncaHHoro MM (nn. 2.3.2.1);

— BO3MOHOCTb A00aBNEHMA UCTOYHMKA B CMMUCOK
[OoBepeHHbIx (nn. 2.3.2.2);

— BO3MOXHOCTb YCTaHOBKM HenoAnucaHHoro Mrl

(nn. 2.3.2.3).

KOCHYTbCA

pe3yabTaTax

2.3.2.1. YcTtaHoBKa noanmcaHHoro MI1

B pe3ynbTaTe ycTaHOBKM nognucaHHoro Ml otobpasntcs:
— cooTBeTCcTBYtOLlee yBeaomneHue (PucyHok 73, PucyHok 74) Ha akpaHe MY;
— 3HA4O0K ycTaHoBAeHHOro Ml Ha SKpaHe NPUNOKEHN.

v YcTaHOBKa 3aBeplueHa

ru.auroraos.ImageEditor

OTCOPTUPOBAHO M0 faTe U3MEHEHMS
Pepaktop u306...eHuid_v0.6.rpm

14 man 2024 15:38 0,1 MB

CarBudget_v0.21.rpm
14 masi 2024 16:37 0,3MB

OSM Scout_v2.33.rpm
14 mas 2024 15:37 2,4MB

®

Clubcode_v0.5.rpm
14 mas 2024 16:37 01 MB

®

CodeReader_v1.0.45.rpm
14 man 2024 15:37 0,4 MB

®

ColorDots_v0.4.0.rpm
14 man 2024 15:37 66,0 KB

®

ruvk.RuStore-1...armv7hl (2).rpm
14 masi 2024 16:37 0,4 MB

®

WebWildberries_v0.1.rom
14 man 2024 15:37 353K

®

PucyHok 73

! Mpo6nema c yctaHoekoii: Failed to ins

ru.auroraos./mageEditor

OTCOPTMPOBAHO Mo faTe U3MEHEHUS

Anbda OHnaiH..wsqlk7dh.rpm
14 masi 2024 16:14 30,6 KB

@®

Pepaktop n306...eHni_v0.6.rpm
14 mast 2024 15:38 0,1MB

CarBudget_v0.21.rpm
14 mas 2024 15:37 0,3MB

OSM Scout_v2.33.rpm
14 mas 2024 16:37 2,4 MB

® ® &

Clubcode_v0.5.rpm
14 man 2024 15:37 0,1MB

®

CodeReader_v1.0.45.rpm
14 mas 2024 15:37 0,4 MB

@

ColorDots_v0.4.0.rpm
14 masi 2024 15:37 66,0 KB

®

ruvk.RuStore-1...armv7hl (2).rpm
14 masi 2024 15:37 0,4 MB

@®

PucyHok 74


https://confluence.omprussia.ru/x/sw9EDQ
https://confluence.omprussia.ru/x/sw9EDQ
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2.3.2.2. YcTtaHoBka M1 n nobaBneHne NCTOYHMKA B CMMCOK A0BEPEHHbIX

Bbl yBepeHbl, 4To XoTUTE f06aBUTH
cepTudUKaT AaHHOIO UCTOYHUKE B
CMUCOK OOBEPEHHDBIX?

Mpu pobasneHun ceptudukarta
dev.rustore.ru B CiMcok AOBEPEHHbIX
VCTOYHWUKOB BCE NPUMIOXEHNS,
noanucaHHble AaHHbIM UCTOYHUKOM,
6ynyT ycTaHaBnuBaTbes 6e3
[[OMONHUTENbHOro 3anpoca Ha
NoATBEPXAEHWNE YCTaHOBKU.

KeyID:
d3b57e525bf0ec890cfb13707c5b1768c097023
cab26fb595cal170740a14b27

X OTMmeHuUTb \/ [Ho6asutb

PUcyHOK 75

Mepen, YCTaHOBKOM M HeobxoaMmo
npeaBaputensHo  A06aBWUTb  WMCTOYHMK B CMMCOK
NOBEPEHHbIX, KOCHYBLWWCb KHOMKM «JlobaBuTb» B
OTKpbiBWeEMcA  OkHe  (PucyHOK 75) nambo  KHOMKK

«OTMEHWUTb» ANA BO3BpaTa K CMWMCKY YCTAHOBOYHbIX
dannos.

Mocne  an06aBneHMA  UCTOYHMKA B CMMCOK
[10BEPEHHbIX OH 0TODPA3UTCA Ha cTpaHuULEe «[JoBEepeHHbIX
MCTOYHUKM»  (Nn.4.4.1.3.2), npu  HeobxoaAMMOCTM
MCTOYHUK MOXKHO YA3anuUTb M3 CAUCKA [A0BEPEHHbIX
(nn.4.4.1.3.3).

2.3.2.3. YcTaHOBKa HenoanucaHHoro MIT

YcTaHoBKa NpunoXeHus
HEBO3MOXHa.

YcTaHoBKa npunoxeHui 6e3 nognucu
WUCTOYHMKa 3anpelueHa. Ans
paspeLLeHns YyCTaHOBKU HEo6XoauMO
aKTUBMPOBATb COOTBETCTBYIOLLWIA
nepeksYaTenb B NyHKTE MEHIO
"MICTOYHMKM NPUNOXKEHUIA" CUCTEMHBIX
HacTpoek.

MepeitTv B HacTpoiku

Xopouwo

PucyHoK 76

BHUMAHWE! Mepean ycTaHOBKOW HENoAnMCaHHOro
MMM  HeobxoauMmo npeaBapuUTeNbHO  aKTMBMPOBATb
nepekatoyaTent «PaspelmnTb YCTAHOBKY MNPUIOKEHMN
6e3 noanucu nctovHmka» (nn. 4.4.1.3.1).

[ns ycTtaHoBKM HenoanucaHHoro Ml HeobxoamMmo B
OTKPbIBLWUEMCA OKHE KOCHYTbCA KHOMKWM «[lepentn B

Hactpoiku» (PUCyHOK 76) nnbBO  KOCHYTbCA  KHOMKM
«Xopowo» AnAa BO3BpaTa K CMMCKY YCTAaHOBOYHbIX
dannos.

B pe3ysibTaTe YyCTaHOBKM HenoAnucaHHoro MIT
oTObpa3nTCs:

— COOTBETCTBYHOLLEE yBeAoMNeHune
(cM. PucyHok 73, PucyHOK 74) Ha akpaHe MY;
ycTaHoBneHHoro  MI1  Ha

— 3HAYOK JKpaHe

NPUIOXKEHWN.


https://confluence.omprussia.ru/x/iKaIDQ
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2.3.3. YnaneHue ctopoHHero Ml

Nns ynaneHua paHee ycTaHoBAeHHOro Ha MY ctopoHHero MM Heobxoammo
BbINO/IHWUTL CAeaytolme AeNCTBUSA:
— OTKPbITb IKPaAH NPUNOKEHMI, NpoBeas No JlomallHeMy 3KpaHy CHU3Y BBEPX;

— KOCHYTbCA W yaep*KmneaTb 3Ha4oK MIT 0 noAaB/ieHNA 3HaYKa ® (PucyHok 77);

— KOCHYTbCA 3HaAYKa ®
MPUMEYAHUE. B npouecce yaaneHma oTobpasuTca TaMep OTMEHbl AeNCTBUS,
KaCcaHWe KOTOpPOro No3BOAET OCTAHOBWUTb MPOLLEeCC yaaneHuns (PucyHok 78).

S00 @

TenepoH CoobuieHus Bpaysep Kamepa

00008

KaneHnapb Mouta [LokyMeHTbI Terminal

* - {o
PDF =] (=]

Momowe  MpocmoTp PDF Kanbkynstop  KoHTakTbl

80088

XKypHan ®aiinbl Fanepes Myabika

0aoeae

3ameTkun AvkTopoH Morona Hactpoiiku

()] ()

Yacel fiupexc AHpexc

PucyHok 77 PucyHok 78

2.4. TOHKasA HacCTpOMKa

BHUMAHUE! AamumHucTpaTopy Heobxoammo ncnonb3osaTe MM «Terminal» Tonbko
[N OCYLLLECTBNEHUA AENCTBUM NO TOHKOM HacTponke MY B COOTBETCTBMWU C HACTOALLMM
nokymeHTom. Ncnonb3osaHmne MM «Terminal» ana apyrux uenen 3AMPELLIAETCA.

TOHKaA HaCTpoMKa npeaHa3HavyeHa A8 BbINOAHEHWA CEPBUCHbLIX Onepauum,
HeAOCTYNHbIX M3 rpaduyeckoro uHTepdeiica (Hanpumep, HACTPOMKa npaB A0CTyna,
McnpasaeHne KOHPUrypaunmoHHbIX Gpanaos 1 T.4.).

MM «Terminal» ABNAeTCA MHCTPYMEHTOM NPeaoCTaBAEHMA AOCTyNa K KOMaHAHOM
CTPOKe, r4e UMetoTCA Ceaytolime BO3SMOXHOCTH:

— BbIBOZ NOTOKA AaHHbIX, @ TaKXKe ANArHOCTUYECKUX U OTNa404YHbIX COObLLEHM B
TEKCTOBOM BMAE;
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— BbIMO/NIHEHNE CEPBUCHbLIX AENCTBMN M DBoNee TOHKOM HacTpoMkiM MY (B T.u. C

| AOMUHWUCTPUPOBaHUE

#  BkoYMTb TEPMUHAN

3a.qan> naposib Cynepnonb3oBatens

CreHepupoBaTb CoxpaHuTb

OuncTka Nonb3oBaTeNbCKUX AaHHbIX
YkaxuTe, kakve nanku nonbsosarens 6yayT
nepuoanYeckn ouunLIaTbes, U 3apanTe
WHTEpBan O4UCTKN

Crncok paspeLLéHHbIX MPUIoXKEHUI
Bbi6epuTe NpunoxeHus, Kotopble 6yayT
AOCTYNHbl BCEM MOJsib30BaTeNAM

ABTO3anycK NpUNoXeHuin

BbibepuTe, Kakne NpUNoXeHUs [OMKHbI
3anycKaTbCsi aBTOMaTUHECKU NPU KaXaoM
BXo[e nonb3osaTena B CUCTEMY

PaspelueHus npunoxeHuin
ﬂpMHﬂTb paspeLieHns NpuioxeHusa onga scex
nonbaoaaTeneﬁ, aKTUBHbIX B ﬂaHHbIVI MOMEHT

PucyHok 79

| AAMUHUCTPUPOBaHKE

BkntounTb TEPMUHAN

see @

Maponb cynepnonb3osatens

CreHepupoBaTh CoxpaHWUTb

OuncTKa NOSb30BATENbCKUX JAaHHbIX
YkaxuTe, Kakue nanku nonbaosarens oyayTt
nepuoavuyecki ONMLLATLCA, U 3afanTe
WMHTEpBasn OYUCTKH

Cnu1cok paspeLléHHbIX MPUNOXEHWH
BbibepuTe NpunoxeHus, kotopbie 6yayT

AOCTYMNHbI BCEM NONb30BaTeNsM

ABTO3aMNYCK NPUNOXEHWH

EN
gwertyuiop
asdfghj kI

A zZ x ¢c Vb nm <

PucyHok 80

NCrnonb3oBaHMEM MPaB Cynepnon b3OBaTeﬂFI).

NMPUMEYAHUE. Mo ymonyaHuto MI «Terminal» He
oTobparkaeTca Ha dKpaHe NPUNOKEHNIN (cM. PucyHoK 1).

Ons  poctyna K MM «Terminal» Heobxoammo
BbINO/IHUTbL CAeaytoLine AeNCTBUA:

— OTKPbITb MEHIO CMCTEMHbIX HACTPOEK KacaHWem

3Ha4yKa @ Ha DKpaHe NPUIOKEHNIN (CM. PUcyHOK 1);

— KOCHYTbCA MYyHKTa MEHIO

«AOMUHUCTPUPOBAHMEN & B noAgpasaene «Cnucreman;

— Ha  OTKPbIBLIEMCA  CTpaHWULE  aKTMBMPOBATb
nepekntoYaTenb «BKAOUYMTL TepmuHan» (PucyHok 79) ana
oTobparkeHna MI Ha IKpaHe NPUNOKEHUN;

— KOCHYTbCA N0/1A BBOAA M BBECTW KeTaeMbll Naponb
Mbo KHonku «CreHepupoBaTb» A4 NOAYYEHUs Mapons,
CreHepMPOBAHHOIO C/y4aHbIM 06pa3om, KOTOpbIM B
nanbHenwem byaeT MCNONb30BaTbCA A41A NOAyYeHMA Npas
cyrnepno/sib3oBaTenA.

NMPUMEYAHUE. Heobxoammo 3anOMHUTL 33aaHHbIM
naponb;

— KOCHYTbCA KHOMKK «CoxpaHuTb» (PucyHok 80);

— NOATBEPANTb AEMNCTBME BBOAOM TEKYLLEro napona
(cm. PucyHok 4).

NMPUMEYAHUE. M «TerminaI»ﬂ,OCTynHo TONbKO
aAMUHUCTPaTOPY.
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2.4.1. Hactponka nHtepdeica Ml «Terminal»

[na pabotbl ¢ MMM «Terminal» ero HeobxoAMMO 3anycTUTb, NPOBeAA MO 3KPaAHY

CHW3Y BBEPX, M Ha DKPaHe NPUIOKEHMNI KOCHYTbCA 3HaAYKa Q (cm. PucyHok 1).

Mpn nepsom 3anycke MM «Terminal» HeobxoAMMO 03HAKOMUTLCA C MHGOPMaLMein
M KOCHYTbCA KHONKK « OK» (PrcyHok 81).

B wuHTepdence MIT «Terminal» HeobxoaMmMO KOCHYTbCA 3HaAYKa ONA
OoTOBpaXKEHMA MEHK C HaCTpoMKamm MHTepdelca, B KOTOPOM AOCTYyMHbl Caedyrowme
BO3MOXHOCTM (PncyHok 82):

— KOMMPOBaHME AWM BCTaBKa pParMmeHTOB TEKCTa;

— nowcK URL-ccbINok,;

— YyBe/IMYEHMNE U YMeHblLeHMe padmepa WpndTa;

— BbI6OP OpPMEHTALMM OKHa;

— BbIOOP AEMCTBMA NPU KAacaHMM IKPaHa;

— BbIbOp cnocoba oTobparkeHMA KNaBMaTypbl;

— CO3/aHMe HOBOro OKHa;

— BbIOOP pacKNaZKM KNaBmaTypbl;

— NPocMoTp MHPopmaumm o MI «Terminal»;

— YCTaHOBKa BPEMEHM 33 €PKKM KNaBMaTypbl.

NMPUMEYAHUE. BbinonHeHMe AaHHbIX AENCTBMIA OCYLECTBAAETCA NOoCpeacTBOM

KaCaHNA COOTBETCTBYHOLWNX KHOMOK.

06HapyseHHbie URL-
CCBINKK
Pasmep wpugra

Monoxexne okHa

Fingerterm 1.5.0

AsTop: Heikki Haolstila < >

AuarHocTuieckuii
pexinm

Dainsl kKoOHGUrypaunun AnNA HACTPORKKU NapameTpoB
HaxopAATCA No afpecy:
/home/defaultuser/.config/FingerTerm/

Noseaexue
KNaBMaTYpsI

Beansux
Hoe

McxopHbii kog;: CKpbiTe
Ha Nepemect
3a/1HuiA uTE
HaspaHue Tekyluero okHa: nnau
Paamep Tekyliero TepmuHana:

Ha6op cumeonos: Hoeoe okHO

Packnagka
KNaBMATYPbI

Wudopmauma

3agepmka
KnaBuaTypbl
4000 ms

PucyHok 81 PncyHok 82
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2.4.2. llonyyeHme npaB cynepnosib3oBaTena

[defaultuser@RS76E ~]$ devel-su I_Ipa Ba cynepnosib3oBatenAd npeaocCTaBaAOT

Password:

aAMUHUCTPATOPY BO3MOMHOCTb paboTaTb B
NPUBUNETMPOBAHHOM pPEXMME W  BbINOAHATL Ntobble
onepauun 8 OC ABpopa.

ana noayyYyeHums npas Ccyrnepnosib3oBaTtend
HeobxoAMMo OTKpbITb  MI «Terminal» ©“  BbINOAHUTL
cneayowme aenctema (PucyHok 83):

— MNPOBECTN MO 3KPaHYy CHM3Y BBEPX M Ha DKpaHe
NPUIOXKEHMN KOCHYTBHCA 3HAYKa B (cm. PucyHok 1);

— B MI1 BbINONHUTL KOMaHAy: devel-su;

— yKasaTb 3a4aHHbIN paHee naponb

cynepnosib3oBatend, B pe3y/bTaTte 6y,£l,eT BbIMNOJ/IHEH
nepexosn B pexnm Cyrnepnosib3oBaTe1A.

PncyHok 83

2.5. NoppepxKa pexnma paboTbl KMOCKa

2.5.1. Cnuncok paspelteHHblix M1

Nna Bbibopa MM, KoTopble ByayT AOCTYMHbI NOA KOHKPETHOM YYEeTHOM 3anuchblo,
HeobXxoAMMO BbINOAHUTb CAeaytoLLMe AeNCTBUA:

— OTKPbITb MEHI0 CUCTEMHbIX HACTPOEK KacaHMem 3HauyKa @ Ha JKpaHe
NPUNOXKEHUM (cMm. PucyHok 1);

— KOCHYTbCA NYHKTa MEHI0 «AIMUHUCTPUPOBAHNEY & B noapa3aene «Cucrema;

— Ha OTKPbIBLUEMCA CTPaHMLE KOCHYTbCA MNyHKTa «CNMCOK paspelleHHbIX
NPUNOXKEHUIA» (CM. PUCYHOK 79) ans oToDpasKeHWsa CnmcKka C YY4eTHbIMU 3anucamm U
cTaTycamu 6enoro cnmcka.

NMPUMEYAHMUE. Mo ymonyaHunto 6enblit CNUCOK BbIKIOYEH;

— KOCHYTbCA MYHKTa C HEOOX0AMMOWM y4eTHOM 3anuckto (PucyHOK 84);

— Ha cTpaHuLe «[Mma y4eTHOM 3anncK]» akTMBMPOBATb NepeK/todaTenb « BKAoUNTb
6enbit cnncok» (PucyHok 85) ana otobparkeHus cnmcka MIT;
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Cnuncok pa3peLUéHHbIX MPUIOXEHUI | [Monb3oBarensb 1
PaspelueHHbix npunoxexuit: 0
Bnageneu ycTpoiicTea
Benblit cnvcok: BbikioveH #  BkniounTb 6enblit cnncok
Yepes 6eiblii CIMCOK MOXHO HAaCTPOUTD
nonbaoBaTenb 1 nepeYeHb paspelleHHbIX Ana nonbsoearens
Benbiii cnncok: BeikoueH APWIOXEHMA
Monb3osatens 2
Benbiii cnucok: BeiknoyeH
Monb3osatens 3
Benbiii cnucok: BeiknoveH
PucyHok 85
PucyHok 84 Y

— B OTKpbiBWeEMca cnuncke MIT  BblibpaTb Heobxoammble MIT  KacaHuem
COOTBETCTBYHOLWMX NepekatoyaTene nnbo BbibpaTb Bce MI KacaHMeM KHOMKKM «PaspelnTb
Bce» (PucyHok 86), B pe3ynbTaTe o0TOOpPa3nTCA COOTBETCTBYOLLEE YBEAOMIEHUE
(PcyHok 87) 1 Ha cTpaHuue «[Mma yyeTHOM 3anmcu]» cTaTyc 6enoro cnmcka y y4eTHoM
3aNMCK M3MeHUTCA Ha «[KonmyecTBO paspelleHHbix MIM]» ¢ oTobparkeHnem 3HaAYKOoB
pa3peweHHbix M (PrucyHok 89).



Monb3osaTens 1
PaspelueHHbIX NpunoxeHui: 4

BkniounTb 6enbiid cnncok
Yepes 6enblii CNMCOK MOXHO HaCTPOUTL
nepeyeHb paspelUeHHbIX ANA Nonb3osaTens

NPUNOXEHWA
PaspelnTb BCE 3anpeTuTb Bce
TenedoH
CoobuweHuns
Bpayszep -

@ Kamepa W

B KoHTakTbl &

B Fanepes €
HacTpoiikn

D MomoLb E

D Daitnbl #

PucyHok 86

MonbsosaTtens 1
Pa3spelueHHbIX MpUnoxeHuit: 4

Bkniountsb 6enbiii cnmcok
Yepes 6enblii CMMCOK MOXHO HAaCTPOUTH
nepeYyeHb paspeLlleHHbIX ans nonb3osarens

NPUNOXEHWIA
PaspewmTb Bce 3anpeTuTb BCe
TenedoH
CoobLeHus
Bpaysep #

@ Kamepa #
E] KoHTakTb! #
B [anepes #

HacTpoitku

D Momoup #

Bce npunoxeHus 3anpeLueHbi

D Daniior #®

PncyHok 88
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I Monbsosatens 1
PaspelueHHbIx npunoxexuii: 20

BkniounTtb 6enbiit cnmcok

Yepes 6enblii CIMCOK MOXHO HAaCTPOUTb
nepeyeHb paspelleHHbIX AN nonb3osartens
NPUNOXEHUN

PaspeluunTts BCe 3anpeTuTb BCe

TenedoH

CoobueHus
Bpaysep
@ Kamepa
E] KoHTakTbl
B lanepes

HacTpoiiku

D Momoup

Bce npunoxeHusi paspelueHsl

D Dansiol
PucyHok 87

Ona 3anpeta Ha mcnonb3oBaHue MIT ans yyeTHoOM
3anMcn  HeobxoAMMO Ha CcTpaHuue «[MmAa  y4eTHOM
3aNMCU]»  KOCHYTbCA  KHOMKWM  «3anpeTuTb BCeE», B
pe3ynbTaTe 0ToOPA3NTCA COOTBETCTBYIOLLEE YBEAOMAEHME
(PncyHok 88).
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2.5.2. KonupoBaHue nointnkm paboTtbl ¢ M

MPUMEYAHUE. OyHKUMA KONMPOBAHMA NOAUTUKM paboTbl ¢ MIT TakKe A0CTynHa
NNs aBToOMaTh4eckoro 3anycka MI (n. 2.5.3).

[lna Toro, 4Tobbl CKONMPOBATbL NONUTMKY OAHOM YYETHOM 3aNUCKU U NPUMEHUTL ee K
NPYTUM YYETHBIM 3aMMCcAM, HEODBXOAMMO BbINMONAHUTL CieaytoLine AeNCTBUA:

— Ha cTpaHuue «CnucoK paspelleHHbIX MPUIOKEHUN» KOCHYTbCA 3Ha4YKa In
(PucyHok 89), B pe3ynbTaTe MNoOAMTMKA OyaeT  cKonupoBaHa M OTobpasmTca
cooTBeTcTByloLWee yBegomneHmne (PucyHok 90);

I CnncoK paspeLléHHbIX NPUMIOXEHUM | Cnucok pa3peLléHHbIX NPUIOXEHUN
Bnapeneu yctpoitctea Bnapeneu yctpoiicTea i
Benbiii cnucok: Beiknoyer Benbiii cnucok: Beikoyen
Monb3osaTtens 1 @ Monb3osatens 1 [ﬁ
Benbiii cnucok: 9 npunoXxeHunit Benbiii cnucok: 9 npunoxeHui
S0 2000 S0EEE 0000
Monb3oBatens 2 Monb3osaTtenn 2 &
Benbiit cnucok: Boiknouex Benbiii cnucok: Beiknouex
Monb3osatenb 3 Monb3osaTtens 3 *
Benbiii cnucok: BoikmoveH Benbiii cnucok: BoikmoueH

Monutuka CKonupoBaHa
\/ X
MpuMeruTb OTMeHUTb
PncyHok 89 PucyHok 90

— BblOpaTb HeobXOoAMMble Yy4YeTHble 3anuMCKM  KacaHMeM  COOTBETCTBYHOLLMX
nepekntoyatenei (PucyHok 91);

— KOCHYTbCA KHOMKK «[TpnMeHnTb» (PncyHOK 91) Ans npuMeHeHna NoanTMKM nmbo
KHOMKM « OTMEHUTb» AN OTMEHbI OnepaLmm, B pesybTaTe 0To6pa3nTca COOTBETCTBYOLLEE
yBegomneHune (PUCyHOK 92), 1 y y4eTHbIX 3anucei ctatyc 6en10ro cnmcka M3MeHUTCs Ha
«[KonunyecTtBo paspewleHHbix MM]» (PucyHok 92).
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CnncoK paspeLuéHHbIX MPUIOXKEHUI | CnnCoK paspeLUéHHbIX NPUIOXEHUN
Bnageneu ycunoicTea & Bnapenew ycunoictsa
Benbiii cnivcok: BeikniovueH Benblii cnucok: Beikniovex
Monbsosatens 1 @ Monb3sosatens 1
Benbiit cnMcok: 4 NPUAOXKEHUs Benbiii cnucok: 4 NpUoXeHus
(@] o] @]c]
Monb3oBaTtens 2 Monb3osaTensb 2
Benbii cnucok: BoiknoveH Benbiii cnucok: 4 NPUAOKEHUS

ae
Monb3sosatensb 3 i
Benbiii cnivcok: Beikouen Monb3osatens 3

Benbiii cnucok: 4 npunoXeHus

@lo)

MonuTuka npumMeHeHa
MpumMeHuTb OTMeHuTb
PucyHok 91 PncyHok 92

2.5.3. ABTOMaTmyeckmin 3anyck MIT

[Ona BKAOYEHMA aBTOMATMYeCcKOoro 3anycka MI1 npu Kaxkgaom BKAtoYeHun MY
HeobxoAMMO BbIMOMHWUTL Caeaytolme AeNCTBUA:

— OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KacaHMemM 3Ha4yKa @ Ha JKpaHe
NPUNOXKEHUM (cM. PucyHoK 1);

— KOCHYTbCA MYHKTa MEHIO «AOAMUHUCTPUPOBAHUEN & B noapasaene «Cucreman;

— Ha OTKPbIBLIENCA CTPAHMLLE KOCHYTbCA MyHKTA MeHH « ABTO3aMyCK MPUIOKEHUNN»
(cm. PucyHOK 79) ans oToOpaskeHWAa CMNMCKa C  YYETHbIMM  3aMUCAMM U CTaTyCOM
aBTOMATMYeCKOro 3anycka M.

NPUMEYAHMUE. Mo ymonyaHmio aBTomaTn4eckmin 3anyck MI1 BbIK/IOYEH;

— KOCHYTbCA NMYyHKTa C HEOHBXOAMMOM y4eTHOM 3anmcbto (PucyHok 93);

— Ha cTpaHuue «[Imsa y4eTHOM 3anncK]» akTMBMPOBATb NepeKkatovaTeNnb « BKAYNTb
aBTO3anyck» (PucyHoK 94) ans otobpaxkeHua cnncka Mrl;
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ABTO3anycK NpUIoXKeHU | Monb3osarens 1
Mpunoxexuii B asTosanycke: 0
Bnapeneu ycTpoiicTBa
AsTo3anyck: Boikniouen ES Bxknounts aBTo3anyck
Mpunoxexus GyayT aBTomaTuyecku
Monb3oBaTenb 1 3anycKaTbCs NpU 3arpyske onepauuoHHoM

AgTo3anyck: BeiknioueH cUcTembl

Monb3osarens 2
AsTosanyck: BeiknioueH

Monbsosatens 3
AgTo3anyck: BeiknioyeH

PucyHok 93 PucyHok 94

— B OTKPbIBLUEMCA CNUCKe BbIOpaTb Heobxoanmble MIT KacaHMeM COOTBETCTBYHOLLMX
nepekntoyatenem (PucyHok 95), B pesynbtate Ha cTpaHuue «[Mma ydyeTHOM 3anucu]» ctaTtyc
aBTOMaTM4yeckoro 3anycka MI um3meHnTcs Ha «ABTO3anyck [Konunuyectso MI]» ¢
oTobpakeHMem 3Ha4YKoB AaHHbIX M1 (P1cyHOK 96).

[lnAa BbIKNOYEHMA aBTOMATMYeCcKoro 3amnycka MI HeobxoaMmo AeaKTMBMPOBATb
nepekntoyaTesnb «BKAOUYMTL aBTO3anyck» (PucyHok 95).

| [Monb3osatens 1 | ABTO3anycK NpUIoXeHUin
lMpunoxeHui B aBTo3anycke: 4
Bnapeneu yctpoictsa
BkntounTb aBTO3aMyCK AsTo3anyck: BeiknioyveH
MpunoxeHus 6yayT aBTOMaTUHECKU
3anycKaTbCsi NPU 3arpyake OnepaLMoHHOM Monb3oeaTens 1 IE
cucTeMbl AsTO3anycK: 4 NPUNOXKEHUS
oeBa0
TenedoH
Monb3oeatens 2
G CoobLeHus - ABTO3anyck: BeiknioyeH

< Monb3osatens 3
Bpaysep * ABTO3anycK: BeiknioueH

(@) Kamepa

(2] Kowrakrsi *
lanepes #
(33 Hacrpoiiku

[ nomows #
() vaitne

D Kanenpapb #

PncyHok 95 PucyHok 96



2.5.4. [loctyn K MT1

Bpaysep TpebyeT cneayioLime
paspeLueHus Ha [oCTyn

Be6-copepxumoe
BocnpoussegeHue 1 3anuch ayamo
leonokauus
WHTepHeT
Kamepa
Mepuadaiinbl
Manku nonb3oearens
Mevatb
CbéMHble HocuTenu

OTMeHUTb MoaTeBepanTb

PucyHok 97

MpunoxeHus

Bbi6epuTte npunoxexue, paspeLueHns
KOTOPOro 6yAyT NPUHATLI A1 BCEX
nonb3oBareneil yCTpoicTBa, aKTUBHBIX B
[AaHHbIA MOMEHT. B 3TOM cnyyae npunoxexve
6yaeT oTMeyeHo Kak «IpuHATO».
Mpunoxexus, paspeLLeHns KOTOPbIX MPUHSATbI
He [/151 BCeX aKTUBHbIX B AlaHHbIA MOMEHT
nonb3oarenei, 6yayT oTMeyeHbl kak «He
NPUHATO».

MpuHATL BCe paspelueHus

MpocMoTtp PDF He npuHat
XypHan He npuHsaT
Moroga He npuHar

Yacbl He npuHsT
Coobuenus lMpuHsaTo
Bpaysep He npuHst
@aiinbl He npuHaT

3ameTku He npuHat

PncyHok 98
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Mpu nepBom 3anycke HekoTopbix MI1 oTobparkaeTca
OKHO C nepeyHem Tpebyembix paspelleHunit Ha A0CTyn K
[aHHbIM Nob30BaTeNA, XpaHAaLwmMxca Ha MY (PucyHok 97).

Ona npuHATUA paspewieHnin MM ons BCex akKTUBHbIX
YYETHbIX 3anucert HeobxoAMMO BbIMOAHUTL CAeaytoLlme
NENCTBUA:

— OTKPbITb MEHIK CUCTEMHbIX HACTPOEK KacaHuem

3Ha4Ka @ Ha DKpaHe NpuoXKeHun (cm. PUcyHok 1);

— KOCHYTbCA MYHKTa MeHIo

«AOMUHUCTPUPOBAHME & B nogpasaene «Cucreman;

— Ha OTKPbIBWENCA CTPaHULE KOCHYTbCA MYyHKTa
«Pa3pelweHna npunoxeHun» (cm. PucyHok 79) ana
oTobparkeHma cnucka MI;

— KOCHYTbCA nons ¢ Heobxoammbim M1 co cTaTycom
«He npuHaTo» (PucyHok 98);

— KOCHYTbCA KHOMKM «[loatsepanTb» ana
NOATBEPKAEHMA onepaummn 1Mb0O KHOMKN « OTMEHUTbY» ANA
OoTMeHbl (PrcyHoK 99), B pe3ynbTaTe paspelleHmna 4aHHOTo
M 6yayT NPUHATLI Y BCEX aKTMBHbIX YYETHbIX 3anucen u
CTaTyC U3MEHUTCA Ha «[1pUHATOX.

| OTMeHUTb MopTeepanTb |

MpocmoTtp PDF

Hacroswwm peiicteuem Bol npuHumMaeTe
paspeLueHns BbIGPaHHOro NPUNoXeHus ans
BCEX Mosib30BaTenei yCTPoMUCTBa, aKTUBHbBIX B
OaHHbI MOMeHT. OTMEHUTb U3MEHEeHMUa
MOXHO 6yAeT, ToNbKO yaanue Bbl6paHHoe
npunoxexHve. XoTure NpoaoIXUTL?

PncyHok 99
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[Ona npuHATMA paspeweHnit Bcex MIT HeobxoAMMO BbIMOAHUTL Caedylowme
NENCTBUA:

— Ha cTpaHuue «l1pUIoXKEeHUA» KOCHYTbCA KHOMKKU «[1pUHATH BCE paspeLLeHua»
(cm. PucyHok 98);

— KOCHYTbCA KHOMKM «[MoaTBepaMTb» ANA NOATBEPKAEHWNA onepauymm AMHBO KHOMKM
«OTMeHUTb» Ans oTmeHbl (PucyHok 100), B pesynbTate paspelleHuns Bcex MM byayT
NPUHATbI N CTATyC U3MeHNTCA Ha «[MpuHaTo» (PucyHok 101).

l OTMeHUTb MopTeepauTb | | MpunoxeHus

Bbi6epuTe NpunoXxeHue, paspeLieHus
Bce NpUIoXeHUus KOTOPOro 6yAyT NPUHATHI AN1S BCEX

nonb3oBaTenei yCTPOCTBa, aKTUBHbIX B
Bbl cobupaeTech NpefocTaBnTh BCeM [aHHbI MOMEHT. B aTOM cnyyae npunoxeHuve
aKTUBHbIM MO/Ib30BATENAM YCTPOUCTBA 6yaeT OTMeYeHOo Kak «IPUHSTO».
Pa3PeW9HW‘j ANS BCEeX YCTaHOB/EHHbIX MpunoxeHus, pa3peLLeHnus KOTOPbIX MPUHATbI
npunoxeHuii. B 6yayuiem ebl He cMoxeTe He NS BCEX aKTUBHbIX B flaHHblii MOMEHT
0TO3BaTh Pa3peLleHns, KpoMe Kak nyTem nonb3oBareneu, 6yayT oTMeyeHbl kak «He
yAaneHus NpunoXxeHui. Bbl yBepeHsl, 4To MPUHSTO®.
XOTUTE NPOAONXKUTL?

MpuHATbL BCe paspelueHuns

Mpocmotp PDF [MpuHsaTo
XypHan [MpuHato
Moropa lMpuHaTo

Yacbl lMNpuHsTo
CoobuweHus MNpuHaTo
Bpaysep lNpuHsto
®aitnbl MpuHaTo

3ameTku lMpuHsTo

PucyHok 100 PucyHok 101
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3. CPEACTBA PA3SPABOTHUKA

BHUMAHUE! 3anpeuwaetrca akTMBauma pexuma pas3pabotymka Ha MY,
byHKUMoHMpytoulem nopa ynpasneHnem OC ABpopa B CepTUOMLMPOBAHHOM BEpCUMU U
npeAHa3Ha4YeHHOM [A1Aa Wcnonb3oBaHMA B MC, aTTecToBaHHbIXx MO0 TpeboBaHMAM
obecneyeHma 6e30MacHOCTM B COOTBETCTBMM C 3aKOHOAATENbCTBOM Poccuiickom
denepauymu.

Pexxnm paspaboTynka nNpenocTaBadeT aAMUHUCTPATOPY AOCTYN K pacliMpeHHOMyY
bYHKUMOHANY HaCTPOEK.

BHUMAHMUE! Pexxnm pa3paboTymka HEBO3MOXKHO OTKAOYMUTL NOCAE akTUBaLUMK. s
[eaKTMBaUMM pexrmma paspaboTtumka Heobxoammo cbpocnTb MY A0 3aBOACKMX HACTPOeEK
(cm. noapasgen 2.2).

3.1. AKTMBaUMA pexnma paspaboTtumka

MPUMEYAHMUE. Mepen akTMBaUMen pexmma pa3paboTyinka Heobxoanmo ybeanTbea
B HaM4mm Ha MY aoctyna K cetn MIHTepHer.

[Ons akTMBaUMM perknma pas3paboTumka HeobxoAMMO BbINOAHUTL CaeayloLlme
NencTBus:

— OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KacaHMemM 3HauyKa @ Ha JKpaHe
NPUNOXKEHUM (cM. PucyHok 1);

— KOCHYTbCA MNyHKTa MeHio «CpeacTBa pa3paboTymKka» & s noapasaene
«Cuctema;

— KOCHYTbCA nepekntoyatena «Pexum paspabotynka» (PucyHok 102);

— Ha OTKPbIBLIENCA CTPaHWUE O03HAaKOMWUTbCA C «YCNOoBMAMM pa3paboTymka» w
KOCHYTbCA KHOMKW «[oATBEpANTLY ANS NOATBEPIKAEHNA aKTUBALMM pexmMma pa3paboTymka
B0 KHOMKK « OTMEHUTL» A4 OTMEHbl onepaunm (PucyHok 103);

— B C/lyYae NPUHATUA YCAOBMIA NOATBEPANTL AENCTBME BBOAOM TEKYLLEro naponsa
(cm. PucyHok 4).
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CpepacTBa paspaboTymnka | OTMeHUTb MoaTeepauTb
#  Pexum paspaboTuvka Ycnoeus paspabotymka
[na akTMBaLUM pexuma paspaboTunka
NEOGXODMMO nogknioYyeHue K cetn OGpaTMTE BHUMaHMue: B pe)KMMe
paapa60TW|Ka AOCTYNHbI KOMMOHEHTbI, NPy
HenpaBu/1IbHOM UCMOMb30BaHUU KOTOPBIX
MOXET 6bITb OKOHYaTENbHO noBpexaeHo
Balue ycTpoiCTBO M/unu ero cogepxmnmoe.
BknioyeHue pexuma paspaborymka MoXeT
NPUBECTY K aHHYNIMpoBaHuio Bawuen
rapaHTuu.
”pVIHﬂTVIe AaHHbIX YCHOBMﬁ npenocrtaenseT
BO3MOXHOCTb UCMOJIb30BaHNA peXuma
paspaboTyuka.
PucyHok 102 PucyHok 103

3.2. Cpencrea pa3paboTyumKa

CpeactBa pa3pabotumka OC — cneumanm3mpoBaHHble MHCTPYMEHTbI, Pecypchbl M
NpOrpammHble KOMMOHEeHTbI, npeaocTasndemsole OC 414 co3gaHna, OTAaLKN, TECTUPOBAHMUA
n onTuMm3aumm MM, a Takke ans paboTbl ¢ BHYTPEHHUMM MexaHu3mamm camoin OC. OHu
npeaHa3sHa4vyeHbl ANA YNPOLLLEHNA B3auMoaeNCcTBMA pa3paboTimKoB ¢ PYHKUMOHANIbHOCTbIO
CMCTEMbI, YNpaBNeHMA ee pecypcaMm M obecneyeHns COBMECTMMOCTM MPOrPamMMHOrO
obecneyeHms.

NMPUMEYAHUE. SSH-naposib ncnosb3yeTca ana noJsiy4eHmA npas
Cynepnosib3oBaTend.

[Onsa paboTbl co cpeacTBammn pa3paboTymka HEOOXOAMMO BbINONHUTL Caeaytolme
NEencTBus:

— aKTMBMPOBATb peXkMM paspaboTtynka (cm. noapasaen 3.1);

— pa3pewnTb Bxod, No SSH-nNaponto, KOCHYBLIMCH Nepekatovatensa «YaaneHHoe
coegnHenme» (PucyHok 104) wn noaTBepAuB  [AeNCTBME BBOAOM TEKYLWEro naposa
(cm. PucyHok 4);

— 3a4aTb MO0 creHepupoBaTb NAPOb, KOCHYBLLMCH Nons «CreHeprpoBaTb», Nocae
Yero KOCHyTbCs KHOMKKU «CoxpaHuTb» (PucyHok 105) u noatBepauTh AeNCTBME BBOAOM
TekyLwero napons (cm. PUcyHok 4).

MPUMEYAHMUE. Mone yctaHoBKM Napona ana SSH n goctyna otobparkaetca TONbKO
nocne akTMBaLMK nepektodatens «YaaneHHoe coeanHeHme» (PucyHok 105);
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CpepcTea pa3paboTymka I
CeTtesble nogknoyeHua

CeTeBble NOAK/IOYEHUS

YnanéHHoe coeguHeHune
- = PaspelwmTb BxoA Yepes SSH ¢ uMeHeM
#  YpanéHHoe coeanHeHue nonbsosatens 'defaultuser'
PaspewmTb Bxog yepes SSH ¢ umeHem
nonb3osarens 'defaultuser' 9:0:9'900:0.9:9 @
Maponb ans gocTyna K cynepnonb3obarest
VHCTPYMEHTbI
CreHepupoBaTb CoxpaHuTb
OTob6paxeHne 4acToTbl KaapoB
OTKNOYEHO = 192.168.3.49
<
# COXpaHﬂTb OoTnago4Hblie CUMBOJIbI B
[OMALLHIOO Nanky ll’ 192.168.2.15

BknounTb Banuaaumio nakeTos IP-appec USB

#  He BbIKNtOYaTb 9KPaH BO BPEMS WHeTpymenTh!

eapAa OTob6paxeHue 4acToTbl KaapoB
Hpeno‘rapau.larb BblKNIOYEHMUe 3KpaHa, koraa p np

NoAKIOYEHO 3apsiHOE YCTPONCTBO OTKNtoYEHO

# O‘roﬁpaxaTb KacaHusa %  CoxpaHsiTb OT/1Iafl0MHbI€ CUMBO/bI B
AOMaLLHIO nanky

llepesatpyanips THsbook BkniounTb Banmaaumio nakeTos

Y afl "
‘cTaHoBka 10 #  He BblKNlOMaTb 3KpaH BO BpeMsl

3apsaku
PaspelunTtb TUXyio yCTaHOBKY MpepnoTBpaLLaTh BbIKNIOYEHUE 3KPaHa, Koraa
BKAIOYUTD TUXYIO YCTaHOBKY nakeTos u3 SDK MNoAKMOYEeHO 3apsHOe YCTPOMCTBO

PucyHok 104 PucyHok 105

— HACTPOWUTb OTODpPaXKEHMEe YacTOTbl KaapoB, 3anyLueHHbIX MIT, KOCHYBLIMCL NonA
«OTObOparkeHme 4actoTbl KaapoB» B noapasaene «MHCTPYMEHTbI», M Ha OTKPbIBLUENCH
CTPaHMLUe KOCHyTbCA NyHKTa «[lpocToe» nmnmbo «MogpobHoe» nMOBO KOCHYTbCA MoOAA
«OTKOYEHO» ANA OTKAYEHUA AnarHocTukm (PucyHok 106);

— KOCHYTbCA COOTBETCTBYIOLWMX NepeKkatovaTenen B nogpasaene « MHCTpyMeHTbI»
NNA BbINONHEHWUS cneayolwmx aenctemin (cm. PucyHok 104):

epaspelmnTb MO0 3aNPeTUTb COXPaHEHNE OTNAA04YHbIX CUMBOJIOB B AOMALLHEN
nanke;
®BK/II0UYNTb IMOO OTKAOUYNTL BaINAALMIO MAKETOB.

MPUMEYAHUE. Ona nposepkn RPM-naketoB MIT wmcnonb3yetca BaanaaTop,
NPOBEPAOWMIA  YCTAaHOBOYHbIE MNaKeTbl Ha MNpPeaMeT COOTBETCTBMA TpeboBaHMAM,
YKa3aHHbIM Ha Beb-canTe: https://developer.auroraos.ru/doc/software_development/
guidelines/rpm_requirements. BanuaaTop 3amnyckaeTcad aBTOMATMYECKWM MpPWU YyCTaHOBKE
RPM-nakeTtoB, npu atom RPM-nakeTbl, He npouwegline Bannaaumto, He MoryT ObiTb
yCTaHoBAeHbl Ha MY, dyHKLMOHMpPYoWwem noa ynpasneHnem OC ABpopa;

— nepesarpy3mte MY ana nepexoga B pexkmm fastboot, KOCHyBLIMCb KHOMKM
«Mepe3arpy3unTb B fastboot» (cm. PucyHok 104), n Ha OTKPbIBLWIENCS CTPAHMLLE KOCHYTbCA
KHOMKK «[loaTBepAMTb» ONA NOATBEPXKAEHMA onepaunm nMbo KHonkm «OTMeHUTbY ANA
oTMeHb! (PucyHok 107);

— pa3pelwunTb NMBO 3anpeTuTb TUXYID YCTaHOBKY nakeToB M3 SDK, KOCHYBLUMCb
nepekntoyatena «PaspelnTb TUXYHO VYCTAaHOBKY» B noapasgene «YcraHoska [10»
(cm. PucyHok 104) 1 noatTBepaAnTb AENCTBME BBOAOM TEKYLLErO Naponsa (Cm. PucyHoK 4).



OTo6paxeHune 4acToTbl KaapoB

OTknoyeHo

MpocToe

Moppo6Hoe

MpocToit - ToNbKo KOMMNO3UTOP
Moapo6HbIi - TONBKO KOMMNO3UTOP
MpocTOoi - TONBKO NPUAOXKEHUS

Moapo6HbIi - TONbKO NPUIOXKEHMUS

PucyHok 106
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| OTMEHUTD MoaTeepantb

Mepesarpy3nTb yCTPOUCTBO
B pexum fastboot?

YCTpoiicTBO 6yAeT HeMEeIEHHO NepesarpyXeHo.

310 0O3HavaerT, YTO BCe OTKPbiTbie CeaHCbl U
BpeMeHHble faHHble 6yayT noTepsiHbl.

PucyHok 107
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4. MEXAHU3MbI BE3OIMNACHOCTH

PeannsoBaHHble B OC ABpopa o¢yHKUMM 6e30MacHOCTM MOXHO HacTPOUTb C
MOMOLLLbIO COOTBETCTBYIOLWMX MHTEPDENCOB, ONMUCaHNE KOTOPbIX MPUBEAEHO B HACTOALLEM
pasaene.

4.1. Peructpaumsa cobbiTnin 6esonacHocT (ayauT)

4.1.1. CnuctemHoe }XypHanmpoBaHue
4.1.1.1. Obwan MHPopmaLms

CUCTEMHOE YpPHaNMPOBaHME — CEPBUC AR PErUCTPALMM U XPaHEHNUA MHPOPMaLLMM
O BaKHbIX MPOrPaMMHbIX M annapaTHbIX CODLITUAX, a TaKKe UX JasbHellero aHaamsa B
C/ly4ae HeKOPPEKTHOM paboTbl CUCTEMBI.

OC ABpopa OCyLLECTBASET PerucTpaLmio U XpaHeHne cneaytolein nHbopmaumnn:

— coOobLeHnM U3 cuctemHoro KypHana (journald) n agpa (kernel log);

— COOOLIEHNI, BbIBOAMMbIX NPOLECCaMM CNYKO Ha CTaHAAPTHbIE NMOTOKM BbIBOAA
(stdout);

— owmnbok (stderr).

MonyyeHHaa MHOOPMALMA MHAEKCUMPYETCA M XPaHUTCA B CUCTEMHOM KYpPHane,
KOTOPbIM HAXOAMTCA BO BPEMEHHOW Manke 1 Nocae nepesarpyskn He coxpaHseTcs.

4.1.1.2. CoxpaHeHue cobbITUIN CUCTEMbI B MOCTOSHHYIO NamAaTe MY

[ns coxpaHeHWs coDObITUN CUCTEMbI BO BHYTPEHHIOK MOCTOAHHYO Namatb MY
HEeobX0AMMO BbIMONHUTL C/ieaytoLne AeNCTBUA:
— OTKPbITb MIT «Terminal» 1 BbINOSIHUTL KOMaHAY:

vi /etc/systemd/journald.conf

— YCTAaHOBWUTb MNapameTpbl B c/ieaytolime 3HaYeHNs:

Storage=persistent
SystemMaxUse=500M
RuntimeMaxUse=1M

— nepesarpy3nTb MY ana coxpaHeHMa U3MEHEHNA.
[na BbIrpy3ku darna »KypHana HeobxoAMMO BbIMOAHUTL KOMaHAY:

journalctl -a > j.log

npu aTom notpebyeTcs co3aatb Gpain nora, KOTopblM ByaeT MMeTb HasBaHMe: j.log W
coaeprKaTtb BCe COObITMA (-a = all). HazBaHMe npu HEOHXOAMMOCTN MOKHO M3MEHMUTD.
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4.1.2. Cepswuc sdjd
4.1.2.1. Obwan MHpopmaLms

[ns HageXHoro XxpaHeHMa Habopa coobLEHMN, OTHOCALLMXCA K CUCTEME 3aLUUTHI
MHGOPMaLMK, MCNOb3YETCA CEPBMC NO COOPY 1 perncTpaumm cobbiTnin bezonacHocTr sdjd.
CepBUC cOXpaHAeT oTaesNbHble coobuleHns B dain /var/log/sdjd-v2.log, KoTopblit npwu
3aM0/IHEHUN [0 MaKCMManbHOro pasmepa (50 MB) nepesanucbiBaeT npeablaylimne
COObLLEHMA HOBbIMM.

Ona onpeaeneHns cobbiTUA  permcTtpaumm cepsucom sdjd  mcnonb3yeTtca
KOHPUTypauuoHHbI dalin /etc/omp/sdjd.conf, B KOTOpOM C NOMOLLbIO PeaaKTUPOBAHMS
MOXHO 33/1aTb HEaKTya/ibHbIM COObITMAM cTaTyc false.

B OC ABpopa ¢ ncnosib3oBaHuem cepsuca sdjd permcTpmpytoTcs n 40AroBPEMEHHO
XpaHATCA cneaytoume Tunbl cobbITUIM Be3onacHoCTU:

— pe3y/bTaT NOMbITKM BXOAa B CUCTEMY;

— BIOKMPOBAHME MHTEPAKTUBHOIO CeaHca Kak No 3anpocy Noab30BaTens, Tak U No
MCTeYEeHMM YCTaHOBIEHHOIO Nepmnoaa HeaKTMBHOCTM NO/1b30BaATENS;

— OGN0OKMpPOBaHME AOCTyna Moc/ae YCTAaHOBNEHHOrO KOAMYeCTBa HeycCnelwHbIX
MOMbITOK BBOAA ayTEHTUPUKALMOHHOMN MHPOpMaumm (nn. 4.2.2.1.3);

— WCTeYeHMe CpoKa AenCcTBMA Napons;

— CMeHa Napons;

— 3anycK npoueaypbl U pesyabtaT KOHTPoA LenoctHocTy (KL);

— MOJyYeHMe oTpULLATENIbHOTO pe3ybTaTa NPOBEPKMY;

— aBToMaTu4yeckan 610KkMpoBKa MY;

— pe3yabTaT NOMbITKM YCTAHOBKM, YAaneHns nam obHoneHns RPM-nakeTos;

— MOAKNOYEHME N OTKAOUYEHNE BHELLHMX HOCUTENEeNn MHGOPMaLLMK;

— nepenoJiHeHMeE KypHaia cobbiTnin besonacHoCTy;

— BK/IIOYEHME, Nepe3arpysKka v BblkatodeHne MY;

— pobaBneHue npasua ceTeBoro GUNbLTPA;

— 3aMycCK, 3aBeplUeHne n n3meHeHne KoHbUrypaumm cnyxowl ayamTa;

— WN3MeHEeHMe CUCTEMHOIO BPEMEHM;

— HelWTaTHOe 3aBepLUeHMe CUCTEMbI;

— MONbITKM A0CTYNa K dainam, Haxo4AWMMCA B NPOLLeCCe perncTpaumnm;

— cbon B MexaHM3me M301ALMN NPOLLECCOB;

— OWWBKM Bannaaumm RPM-nakeTos;

— CO3[aHune, NepekNtoYeHNe 1 yaaneHne y4eTHOM 3anncK nosb3oBaTens,

— MHWUMaNM3auma n pesynbTaT npoxoxaeHns 20A.

NMPUMEYAHUE. HaumHas c penmsa OC Aepopa 4.1.0 update 1, He npoucxoauT
perncTpmpauma cobbiTMA NPUBA3KN TOKEHOB K Y4eTHOW 3anucn (MHnumanmsauma) (ID=47);

— cobbITNA aHTMBMPYCA;

— cobbiTnA [loBepeHHOM cpedbl UCNoNHeHWs ABpopa (Mpu HanYnn);
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— 3anyck MI «RypHan»;

— OBHapyKeHne HapyLLIeHMA LLEeNOCTHOCTM CTOPOHHMX GaliNoB;

— M3MEeHEeHMe NapOo/IbHOM M NONb30BATE/IbCKOM MOIUTUK;

— BKJ/IIOYEHME perMMa pa3paboTunkKa;

— BKJ/IHOYEHME W BbIKNOYEHME YAANEHHOTO AOCTYNa;

— pa3peleHne 1 3anpet goctyna K MIM «Terminal».

NMPUMEYAHUE. T[MonHbiM cnncok cobbiTuii  6e30MacHOCTN,  PEerncTpupyemblx
CEPBUCOM sdjd B OC ABpopa, NOCTYNeH Ha Beb-calTe:
https://developer.auroraos.ru/doc/software_development/reference/sdjd/events.

Kaxkaoe cobbiTve CoAepKMT cneaytoLyto MHGOPMaLMIo:

— YHUWKaNbHbIM MAEHTUPUKATOP CODbITUS;

— TUN cobbITUSA;

— BPEemMA pPerncTpaumnm codbiTms;

— YPOBEHb Ba*KHOCTU COODLLEHNSA;

— OMUMOHANbHbIM TEKCT COODLLLEHNA (MK NyCTaa CTPOKA);

— PID npouecca-oTnpasuTens;

— PID poanTtenscKoro npouecca Ana npouecca-oTnpasuTens;

— UID npouecca-oTnpasuTens;

— Effective UID npouecca-otnpaButens;

— Saved UID npouecca-oTnpaBuTens;

— File system UID npouecca-otnpaBuTens;

— Real GID npouecca-otnpaBuTens;

— Effective GID npouecca-oTnpasutens;

— Saved GID npouecca-oTnpaBuTens;

— File system GID npouecca-oTnpasuTens;

— Supplementary groups npougecca-oTnpaBUTeNs;

— 2QPEeKTMBHbIE NPUBUNETMN NPOLLECCA-OTNPaBUTENS;

— MOJIHbIA NYTb K UCNOAHAEMOMY dainay NpoLecca-oTnpaBnuTens;

— KOHTeKCT 6e30MacHOCTM MpPOLLEecca-oTnpaBMTena (Tekywaa poab WMAW MeTKa
SELinux);

— TEeKCTOBOe npeacTasieHne naeHTndmnrkaTopa codbbiTna Ana yaobcTsa oTAaaKu.

AOMWHUCTPATOP MOXKET onpeaennTb Cnucok obbekToB PC, MonbITKM AOCTyNa K
KOTOpbIM OyayT peructpupoBathca B ¢anne /usr/share/security-audit/security-audit-
rules.conf, nob6aBnB NpaBuIO ayanTa AN HabAAaEMOro obbekTa OTAEeNbHON CTPOKOM B
dann /usr/share/security-audit/security-audit-rules.conf. MonbiTkKM AOCTyNa K 0HbEKTaM
®C, Haxoaawmmen B nanke /home 1 ero noanankax, He PermcTpPUPYHTCS.

Bce peructpupyemble cobbiTna ©Ge3onacHOCTM 0OTODpaXKaloTcA C  yKasaHMeM
BPEMEHM W LUBETOBOW WHAMKAUMEN B IKypHane cobbITMN, MNPOCMOTP KOTOPOro
ocyulectsaaeTca ¢ nomoulbto MIT «KypHan».
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MPUMEYAHMUE. Monb3oBaTenb MMeeT BO3MOXHOCTb COXPaHUTb XKYpHan cobbITUM
6e30MacHOCTN CUCTEMbI BO BHYTPEHHIOK MOCTOAHHYIO NamaTe MY B WindpoBaHHOM BUAE.

4.1.2.2. NMpocmoTp coobuleHn ayamTa

[lna npocmoTpa coobleHNn ayanTa U A0CTyna K HUM HEOHBXOAMMO MCNONb30BaTb
cnefytouime MHCTPYMEHTbI:

— nporpammsl journalctl n dmesg, nmetowme nHTepPPenc KOMaHAHON CTPOKM;

— yTuanty sdjd-dump, no3BosAloLWlyt0 NPOCMOTpeTb CobbiTMA 6e30nacHoCTM B
MIT «Terminal»;

— MM «ypHan» (/usr/bin/log-viewer), B rpadpmyeckom unHTepderce KoToporo
0TOOpParXKatoTCA 3aNMCK 0 CODBITUAX, COXPaHAEMbIX cepBmucom sdjd.

MPUMEYAHUE. B MM «*KypHan» oTobpaxkatotca cobbitma ayanta (PucyHok 108).
MoapobHoe onuncaHume pabotbl M NnprBeaeHO B AOKYMeHTe «PyKOBOACTBO MNO/Ib30BaTENAN
AOMT.10034-02 90 01.

Mpy 3TOM aAMUHUCTPATOPY AOCTYNEH NPOCMOTP COOBLLEHMI ayanTa BCEX YYETHbIX
3anucein, cosaaHHbix Ha MY. [1na 3Toro HeobxoAMMO BbIMOAHUTb CAeAyoLLME AENCTBUA:

— OTKPbITb BCM/IbIBAOLLEE MEHIO;

— KOCHYTbCA NYHKTa «PUNbTPLIY;

— KOCHyTbCA nons «BblbpaHHbIM NONb30BaTENb» W BbIOPATb MN0/b30BATENS
(PrncyHok 109).

MpocMoTp XypHana Q § : DOunbTpbl

&)

127 3anucen HanaeHo, 127 nokasaHo
CeropHs Bbi6paHHbIi Nonb3oBaTesb:
Bce nonb3osatenu

O 1. YcnewHas ayTeHTUdMKaUMS
02/07/2024 12:49:16 GMT +03

Bce nonb3osarenu

(O 2. YnanéHHbli fOCTYN BK/IOYEH defaultuser

Remote login enabled
02/07/2024 12:49:16 GMT +03 Monb3sosatenb 1

O 3. YnanéHHbiit BOCTYN BbIKNIOYEH
Remote login disabled
02/07/2024 12:49:02 GMT +03

Monb3oBatens 2

Monb3osatens 3

O 4. YenewHas ayTeHTUGUKaLMS
02/07/2024 12:40:44 GMT +03

@ 5. Ownbka 06paboTku nakeTa
harbour-colordots
02/07/2024 12:40:37 GMT +03

(O 6. YcnelwHas ayTeHTUGUKaLMS
02/07/2024 12:40:15 GMT +03

O 7. YpaneH naket
ru.vk.RuStore
02/07/2024 12:38:55 GMT +03

PucyHok 108 PucyHok 109



MpocmotpxypHana Q 2

32: OKCMOPTUPOBAaTb CUCTEMHbIV OTHET
Ce Oxcriopts danin
0 O6HOBUTbL
)

DunbTpbl

@ o

22/01/2024 18:52:32 GMT +03

(O 3. YcnelwuHbiii BXof B cUCTEMY
22/01/2024 18:51:52 GMT +03

(O 4. 9kpaH 3abnoknposaH
22/01/2024 18:51:24 GMT +03

O 5. Pexum nepenauu MynsTUMeamna
(MTP) BkntouéH
MTP_MODE_ON
22/01/2024 18:49:57 GMT +03

() 6. YcnelwHblii BXoA B cUCTEMY
22/01/2024 18:49:55 GMT +03

O 7. Pexum nepepauu MynsTumMeama
(MTP) BbikntO4eH
MTP_MODE_OFF
22/01/2024 17:55:23 GMT +03

PucyHok 110

3kcnopt |
Downloads

| Hasap

HeT BnoXeHHbIX nanok

PucyHok 111
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AOMUHUCTPATOPY JAOCTYMNeH 3KCNOPT CUCTEMHOTO
oTyeTa. [lnAa aTOro HeobXOAMMO BbLIMONAHUTL CAeaytoLlme
[EeNCTBUA:

— OTKPbITb BCM/1bIBAOLEE MEHIO;

— KOCHYTbCA MyHKTa «IKCMOPTUPOBATb CUCTEMHbIN
oTtyeT» (PncyHok 110);

— Ha OTKpbIBLIENCA CTpaHuUe BblbpaTb nanky, B
KOTOPY HEOHXOAMMO IKCNOPTMPOBATL OTYET;

— KOCHYTbCA KHOMKK «IKcnopT» (PncyHok 111);

— AOXOATbCA  NpouecCa 3aBeplleHuA  3KCnopTa
(PrcyHok 112).

Mpocmotp xypHana ()

Mpoun3soauTCs 3KCNOPT...

PucyHok 112
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4.1.3. Cepsuc reports

CepBUC reports reHEPUPYET eANHbIA CUCTEMHbIN OTYET B BUAE apxMBa C danamm
KoHoUrypauum n noramm pabot pasnmyHbix KomnoHeHToB OC ABpopa, KOTOPbIA MOMKET
6bITb 3aWMPPOBAH.

4.1.3.1. OnnucaHme CMCTEMHOTO OT4YeTa

CUCTEMHbIN OTYET MMEET CaeayoWmMin GopmaT: tar.bz.

MMA  CMCTEMHOrO OT4yeTa MMeeT CAeaylollyto MacKy:
HHMMSS.tar.bz.
NPUMEYAHUE.

reports-YYYYMMDD-

MNoapobHoe onucaHve npoueaypbl  GOpPMMPOBaHMA  OT4YETa

npmeeaeHo B AOKYMeHTe «PyKoBoACTBO nosb3osaTena» AAMI.10034-02 90 01.
OnuncaHue TeKkyllero Habopa moaynen npuseaeHo B Tabamue (Tabanua 1).

Tabnunua 1
Mogaynb OnucaHue
agnss NHdpopmauma o A-GNSS
available-packages CNUWCOK AOCTYMHbIX M YCTaHOB/IEHHbIX MAKETOB
battery NHPopmauma 06 akkymynaTope
bluetooth NHdpopmauma o Bluetooth®
cellular NHbopmauma SIM-KapTax
certificates NHbopmauma 06 yCTaHOB/IEHHbIX B CUCTEMY CEPTUPMKATAX
(ima, kernel, rpm DB)
disks NHPopMaLMa 0 ANCKaX M 3aHATOM/CBODBOAHOM NPOCTPAHCTBE
dmesg CuctemHble coobuleHmna aapa
emm MHDOpMaLmAa 0 Nanke /etc/emm
info Obuwan nHpopmaums o MVY:
— KOHTPO/IbHAA CyMMa 3arpy3o4Horo pasaena;
— nHpopmaums 06 AIDE;
— CMUCOK AOMNOAHUTENbHbIX PYHKUMNA;
— nHpopmauma o penmnse OC;
— nHpopmaums o HW penmze OC;
— Bepcua aapa
integrityd KoHoburypaumoHHble dainbl cepsmca integrityd
internet NHbopMaLma 06 aKTUBHOM MHTEPHET-COeANHEHMMN
logcat CuctemHble coobuleHma
memory NHPopmaLmMa 0 NaMATH
mount-points TekyLine TOYKM MOHTUPOBAHMA
policy MHbOopMaLma o nanke /etc/policy
process-list TeKyLMiM CNMCoK NpoLUeccoB
push-daemon NHPopmaLuma o nankax /etc/xdg/push-daemon u /var/lib/push-
daemon
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Moaynb OnucaHue
roms CnMCoK YyCTaHOB/IEHHbIX MAKETOB
screen NHpopmauma 0b akpaHe MY
sdjd CobbiTna 6e3onacHoCTH
ssu NHbopmauma o peno3nTopuax

system-journal-json

CuctemHbIn )KypHan B dopmate JSON

system-journal-log

CUCTeMHbIM KypHaa B TEKCTOBOM BU e

system

KpaTkaa nHpopmauma o cucteme:

— PEXMM SKOHOMUM aKKYMYJIATOPA;
— NoAKAtoYeHNe K ceTu NHTepHeT;
— CTaTyC NOAK/IIOYEHUSA;

— aKTuBHOCTb ceT WLAN

systemboot NHPopMaLMa O CUCTEMHOM 3arpyske
systemctl CnunCcoK cepBmcoB
systemupdate Jlor obHoBNEHMSA

4.1.3.2. [eHepayma CMCTEMHOIO OTYeTa
4.1.3.2.1. leHepauma cCMCTEMHOro oT4eTa ¢ nomoLubto M «Terminal»

CUCTEMHbIN OTYET MOXKHO creHepmpoBaTb B MIM «Terminal» c nomoLbto cneaytoLmnx
KOMaHA,.
— reHepauma CUCTEMHOrO OTYEeTa C COXpaHeHeM B nanke /var/reports:

generate-reports.sh true

— reHepauma CUCTEMHOro oOT4yeTa C COXpPaHeHMeM BO BPEMEHHOW narnke
/run/reports, KoTopaa byaeT ounlleHa nocse nepesarpyskn MV:

generate-reports.sh false

— reHepauma 3aWnPpPOBaAHHOrO CUCTEMHOIO OTYETa B YKa3aHHOW Nanke:

generate—-encrypted-reports.sh /home/defaultuser/Documents/

MNMPUMEYAHUE. MMpn HeycnewHoW reHepaumm 3awmMdpoBaHHOrO oTyeTa byaet
CO34aH 0ObIYHbIN CUCTEMHbIN OTYeT.

4.1.3.2.2. [eHepauma CUCTEMHOTO OT4YeTa € NnomMoLLbio MTT «KypHan»

CUCTEMHbIN OTYET MOXKHO creHepupoBaTb B MI «KypHan». NMoapobHoe onuncaHme
reHepauuMm CUCTEMHOTO OT4yeTa C nomoulbto MIT «KypHan» npuBedeHO B AOKYMEHTE
«PykoBoacTeBo nonb3osatens» AAMI.10034-02 90 0O1.

4.1.3.2.3. 3awmndpoBaHHbIM CUCTEMHbIN OTYeET

LUndpoBaHMe CMCTEMHOrO OT4eTa NPOUCXOAMT TONbKO C YCTAaHOBAEHHbIM Ha MY
KNMEHTCKMM cepTudurKaTom. Mpun OoTCyTCTBUM AaHHOrO cepTudmKaTta, BHe 3aBUCMMOCTM OT
Bepcum OC ABpopa, CUCTEMHbI OTYEeT He byaeT 3almnPpoBaH.

B OC ABpopa ncnosnbayetca 61o4Hoe wnpposaHme NOCT 28147-89.
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LLInppoBaHHbLIN OTYET UMEET CeayoWmMn GopMaT: tar.bz.cms.

MmAa WwindpoBaHHOTO OT4YeTa MMeeT CAeAyroLyt MacKy: reports-YYYYMMDD-
HHMMSS.tar.bz.cms.

[ononHutenbHo popmunpyetcs dann ¢ nHbopmaumen o cepTudurKkaTe, NybGAUYHbIN
K04 KOTOPOro Hbl/1 MCNOABb30BaH ANA WNPpoBaHMA oTyeTa. OH co3aaeTca pAaoM U nmeeT
dopmar .txt: reports-YYYYMMDD-HHMMSS.tar.bz.txt. Bpemsa co3gaHua B Ha3BaHUK Y
3TUX GarN0B NAEHTUYHOE.

Mpumep ¢parina c MHPopMmaLMen:

cat reports-20220329-104949.tar.bz2.txt

BbiBOA KOMaHAbI:

Subject: OMP Test

Group: developer

Subgroup: regular

Key 1ID:
7003efe7156bd53a2e88c2cb3c0d43e9786760c53721933dd5052fdaf443dbfb

OTyeT MOXHO paclmdpoBaTb COOTBETCTBYHOLUMM KAHOYOM M cepTMdMKATOM C
nomoubto OpenSSL. Kntou pacwndposkm onpeaenaetca B none «Key ID» dpanna popmata
.txt, pacnoNoXeHHOro ¢ apxmMBoMm. Takke noTpebyeTca MOAKIYUTL TOCTOBbIN ABUMKOK?>,
AONONHUTENBbHO YCTAaHAB/IMBAEMbIN B CUCTEMY:

openssl cms -decrypt -in /home/defaultuser/Documents/reports-20220228-
173753.tar.bz2.cms -recip system-developer-cert.crt -inkey system-
developer-key.pem -inform DER > reports-20220228-173753.tar.bz?2

4.2. UpeHTUdMKaLMA N ayTeHTUPUKaUMS

4.2.1. OcHoBHble npasuia MAD

B OC ABpopa peannsoBaHa NoacucTema MaeHTUdUKaumm 1 ayteHTndurkaumm (MAD),
npeaHa3HavyeHHada ana obecneyeHna 04HO3HAYHOM M HEMPOTMBOPEUYNBON:

— maeHTUdKMKaummn obbektos goctyna OC Aspopa (pannos 1 nanok);

— naeHtTnoduKaumm cybbektoB agoctyna OC ABpopa (CMCTEMHbIX NPOLECCOB,
NPOLLECCOB B MPOCTPAHCTBE A4pPA, @ TaKKe MPOLLEeCCOB WMAM NPOrpamm, 3anyLleHHbIX OT
MMEHW NONb30BaTeNen);

— naeHTMOUKauMmM y4yeTHbIX 3anmnceirn nonb3oBaTenerr OC ABpopa (Cc  ponbto
aAMUHNCTPATOPA 1 C POSIbIO NOb30BaTENA);

— ayTeHTudUKaumm nonsblosatenen OC Aspopa (MHorodpakTopHasa ayTeHTUdMKaLMS
C MCNONb30BaHMEM TaKMX PaKTOPOB, KaK: Napo/ib, cMapT-kapTa, CYANC, oTneyaToK nanbLa).

Ona pabotel ¢ OCABpopa aaAMMHUCTPATOPY MNPMCBAMBAOTCA Ccaeayrouime
NOEHTUPUKATOPDI:

— CMMBOJIbHbLIN: defaultuser;

— yucnoson: 100000.

°> Peaniv3auma KpUNToanroputmos poccuitckoro FOCT ana OpenSSL.
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N3meHeHMe HaCcTpoek H6e3onacHOCTH OCyLLLeCTBAAETCA nocpeacTsom
KOPPEKTUPOBKN KOHOUIYPALMOHHbBIX GaliioB M BbINOJIHEHNA COOTBETCTBYIOLIMX KOMAH B
TepmunHane. Ml MCNONHAKOTCA B M30/IMPOBAHHOM KOHTEMHEpPE, peaan3dyemom CpeacTBamm
firejail/sailjail. C nomowbto seccomp-bpf MOMKHO 3anpeTnTb HEeKOoTopble
CUCTEMHbIE BbI30OBbl, HANPUMEpP: mount /umount, ptrace, kexec W AP.

Ona ycunenua sawmtol MY npu nepBomM BKAKOYEHUU PEKOMEHAYETCA YCTAaHOBUTb U
NepUoOANYECKN M3MEHATb Mapoab, KOTOpbIM  OyaeT XxpaHutbca B LUKS-cnore,
COOTBETCTBYHOLLEM NAEHTUOUKATOPY NOIb30BaATENS.

NMPUMEYAHUE. LLindpoBaHme pasaena NpPouCcXoamT aBTOMATUYECKN, MPU 3TOM BO
BpemAa nepBoro 3anycka MY no ymondaHuto wmcnonbayetca naponb 00000, KoTopbin
BMNOC/IEACTBMM MOXKET ObITb MUBMEHEH.

B uenax npenoTBpalleHMA  HEeCaHKUMOHMPOBAHHOrO  goctyna K MY,
PYHKUMOHMPYtoLemy noa ynpasneHmem OC Aspopa, naponb (cm. nn. 4.2.2) TpebyeTtca ans
NOATBEPKAEHMA BbINONHEHUA CeAYOLWNX AeNCTBUN:

— CO34aHMA YYETHbIX 3anncen ponen,

— HACTPOWMKWM NAapPONbHOM MOAUTUKN;

— 334aHMA OrPaHNYEHMNN BXOAA B CUCTEMY;

— BKJ/IIOYEHMA N HACTPOMKKM 2PA;

— 33aHMA OZHOPA30BOro Napos;

— M3MEHEeHMA HacTpoeK B10KMPOBKY;

— paspelleHns yCTaHOBKKM cTopoHHero [0;

— YCTaHOBKM SSH-napons;

— aKTMBALMM M HAaCTPOMKM pexrmMma pa3paboTumka;

— MPOCMOTPA AAHHbIX YY4ETHbIX 3aNncen;

— cbpoca HacTpoek MY;

— YCTaHOBKM Mapo/A Cynepnosib3oBaTend;

— MNPOCMOTPA Napoaemn, COXpaHeHHbIX Ha MY.

MPUMEYAHMUE. MoapobHoe onncaHme o 3a4aHnK Napona NPUBeAEHO B JOKYMEHTE
«PykoBoacTBo nosibzosaTtena» AAMI.10034-02 90 01.

ApxutekTypHo MAD OC ABpopa COCTOUT U3 cepBUCA ayTeHTUDMKAUMM authd C
BO3MOXHOCTbIO MOAKAOYEHMA MOAYNEN, PEANU3YIOLINX Pa3INYHble CNOCObbl MPOBEPKM
NOA/IMHHOCTM, a TakxKe bubamoTek, obecneymnBatoLLnMx OTPUCOBKY NPUINALLEHNS Ha BXOA U
pPeaNMn3yLWNX B3aMMOAENCTBME C APYTMMU MPOTrPaMMHbIMM MOAYAAMKU TpadUyYecKoro
MHTepdeinca, TakKMMW Kak YCTPOMCTBO BBOAA (3KpaHHaA KnaBmaTtypa), rpadpuyeckoe
OKpY)KeHMe lipstick M cnyba ayamTa sdjd.

Habop mopaynei, obecnedmsatowmx cnocob MAD nonb3osBaTenen m peannlaumto
GYHKLMI Be30nacHOCTU:

— lockout (nn. 4.2.1.2);

— loginrestriction (nn. 4.2.1.4);

— password (nn. 4.2.1.5);
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— smartcard (nn. 4.2.1.6);

— sudis (nn. 4.2.1.7);

— reset (Nn. 4.2.1.8).

Moaynun npeactasnaoT coboit dpanbl popmaTa .so, PACMNOSIOKEHHbIE B Mamnke
/usr/lib/authd/. [pn Kaxkgom 3anycke MY cepBuC authd CKaHMpPYeT Nanky. HacTponKkn
cepBMCa authd pacnonoxeHbl B daine /etc/authd/authd.conf, rae:

— plugin-dir — nanka c MOAYIAMM;

— admin-mandatory-factors — cnocobbl MA®D, obAzaTenbHble ANA YY4ETHOM
3anMcKM aAMUHKUCTPATOPA;

— admin-immutable-factors —  cnocobbl  MA®  yyeTHOM  3anucu
aAMWHNCTPATOPa, HeAOCTYMHbIE A5 BKAOYEHMA UIN BbIKIHOYEHUS;
— admin-default-factors — cnocobbel WMAD® gns  yy4yeTHOM  3anumcu

agMUHUCTPaTopa NO  yMoAn4aHuio  (byayT  BbiOpaHbl  aBTOMATMYECKM,  ECAM
CKOHPUTYPUPOBAHHbBIN CMMCOK GaKTOPOB MycCT);

— user-mandatory-factors — cnocobbl MA®, obAaszaTtenvHbie AN8 Yy4YETHOMU
3aMMcK Noab3oBaTens;

— user-immutable-factors — cnocobbl MAD yyeTHOM 3amMmMCK NONb30OBATENS,
HeAOCTyMHble ANA BKAOYEHWUS UM BbIKNOYEHUSA;

— user-default-factors — cnocobbl MAD ana yyeTHOM 3anmMCK NONb3oOBaTeNA
no ymonyaHuto (byayT BbiOpaHbl aBTOMATUYECKM, €CAM CKOHPUIYPUPOBAHHbBIN CNMCOK
daKTOpPOB NyCT).

MpeaycMmoTpeHa BO3MOXHOCTb HACTpouTb Habop cnocobos MAD ans Kaxkaown
y4yeTHOMn 3anucu Noab30BaTeNs. Habopbl XpaHATCA B danne BMAA
var/lib/authd/users/<uid>.conf, rae UID — wuaeHTUOMKATOP YYETHOM 3anmucu
No/Nb30BaTENA B CUCTEME.

4.2.1.1. OnucaHme AMarHOCTUYECKMX OLLMDOOK

Cnucok moaynemn, y KOTOPbIX MEHSIOTCA MapameTpbl, a TaKXe WX onucaHue
npuseaeHo B Tabanue (Tabauvua 2).

Tabnuua 2

Mogaynb (%1) OnucaHune
lockout Bnroknposka MY
loginrestriction PacnucaHme Bxoaa y4eTHOM 3aMMCK NONb30BaTENS
password [aponb
reset Cbpoc MY
smartcard CmapT-KkapTa
sudis CyaNC (Cepeuc ynpaBneHma 4OCTYNOM K

MHOOPMALMOHHBIM CUCTEMAM)
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B MM «ypHan» dopmmpytoTca yTovHAoWMe coobuleHna o6 M3MeHeHMAX
MapameTpOB CUCTEMbI CeaytoLLMM 0bpa3om:
NA N0Nb30BaTENLCKUX NapameTpoB: Plugin: %1, setUserOption: %2=%3, UID=%4;
NA CUCTEMHbIX NapameTpoB: Plugin: %1, setOption: %2=%3.

roe:

— «%1» - HaMeHOoBaHWe MOAYNA, Y KOTOPOro MeHAeTCA NapameTp;

— «%2» - TapameTp MoAayNA, KOTOPbIA Oblal M3MEHEH;

— «%3» - HOBOE 3HaYeHMe NapameTpa;

— «%4» - UID nonb3osatena, 414 KOTOPOro MEHAETCA NapameTp.

CnNMCOK M3MeHEHHbIX MapamMeTpoB, a TaKKe UX onmMcaHue npuBeAeHO B Tabauue
(Tabnunua 3).

Tabnuua 3
MapameTpbl Moayns (%2, %3) Onuncanue

Mopaynb loginrestriction
ttl [lencrene y4eTHoOM 3anmcu
login-schedule-days [lHv BXOoZa B cuctemy
login-schedule-time Bpemsa Bxoaa B cuctemy
login-locked BAoKMpoBKa y4eTHOM 3anmcK Nonb3oBaTens
login-temporarily-locked BpemeHHan 6/10KMPOBKa TEKYLLEN Y4eTHOW 3anmcK
temporary-lock-timeout Tanm-ayT 610KMPOBKM

Mopaynb password
new-length OnviHa napons
max-age Cpok oencTsma napona
max-attempts Konnyectso nonbITOK BBOAA Napoia
new-strength CNoXXHOCTb Napons
history-check VicTopus napons
expiration-notification YBegomneHune 06 ncteyeHnm cpoka AencTBns
naponsa

NMPUMEYAHUE. JlormpoBaHne MCNosb3yeTca TONbKO ANA loginrestriction W
password.

B cayyae ycnewHoro Bxo4a B CMCTEMY I0TMPYETCA TONbKO CO0bLLLEHNE «YCNeLHbIN
BXO/, B CUCTEMY» De3 YTOYHEHMS.

B cnyyae HeycnewHoro Bxo4a B CMCTeMy normpyetca cooblieHne «HeycnewHbln
BXO/[, B CMCTEMYY», @ TaK¥e A0NOJSIHUTeNbHaa MHPopmauma ob owmnbKe, KOTopaa MMeeT
cneayowmin BuAa;

Plugin: %1, error: %2.

roe:

— «%1» — HaMmeHoBaHMe MOAYNA, K KOTOPOMY OTHOCKTCA OLWNOKa;

— «%2» — Ko, OLWNOKMN.
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Cnucok moaynen npuseaeH B Tabamue (cm. Tabaunua 2), cnncok owmnbok, KoTopble
oTobpaxkalTca ANA MoAdyaer B Cayd4ae HeyCnewHoro BXO4a B CUCTEMY, a TaKKe WX
onucaHue npmeeaeHo B Tabaumue (Tabaunua 4).

Tabnunua 4

OwubKa (%2)

OnucaHue

Moaynb lockout

RecoverableLockout

MY BpemeHHO 3a6/10KMPOBaHO

PermanentLockout MY 3ab610KMpPOBaHO
Mopaynb loginrestriction
TtlBadSyntax HeBepHbIN CUHTaKCKC
TtlExpired CpOK AencTBmA y4eTHOM 3anuncK NoNb3oBaTeNAa UCTEK
DayUnknown HeBO3MOXHO onpeaennTb
DayLocked YyeTHada 3anucb Nonb3oBaTens 3ab10KMpoBaHa No AHAM
Heaenu
TimeBadRange HeBepHbIN CMHTAKCUC BPEMEHHOTO AMana3oHa
TimeBadSyntax HeBepHbIN CMHTAKCUC BPEMEHHOTO AMana3oHa
TimeLocked YyeTHada 3anmcb Noab30oBaTeNs 3ab610KMPOBaHA NO BPEMEHM
CYTOK
UserLocked YyeTHas 3anucb Nonb3oBaTena 3ab/10KMpPoBaHa
UserTempLocked YyeTHada 3anumcb N0Nb30BaTENA BPEMEHHO 3aD/10KMPOBAHA
Mopaynb password
InvalidResponse HeKoppeKTHbIM 3anpoc
PasswordFailed HeBepHbIM Napo/ib
gasswordUpdateFaile He yaanocb 06HOBWTL Naposib

PasswordsDontMatch

[laposin He coBnaaaroT

UserLockedMaxAttemp | YyeTHad 3anuncb Nosb3oBaTens 3abn10KMpoBaHa: 4OCTUMHYTO
ts MaKCMMa/IbHOE KO/IMYECTBO NOMbITOK

NotSupported He3awmndpoBaHHOE YCTPOMCTBO HE NOAAEPKMBAETCA
BadNewPassword

HeKoppeKTHbIN HOBbIM MAapPO/b

PasswordMatchPrevio
us

[losib30BaTe/Ib HE MOXET U3MEHUTb naposib. HoBblIn naposab
AOJ/IKeH OT/IMYaTbCA OT npeablaywero

PasswordNotSet [Monb3oBaTENb HE MOXKET pa3bokmposBaTb MY. Heobxoammo
06paTMUTbCA K aAMUHUCTPATOPY AN1A YCTAHOBKM 04HOPA30BOro
napons

Mopaynb smartcard

PinFailed HekoppekTHbIn PIN-koA,

CannotSmartCard CmapT-KapTa He HalaeHa

TooManyAttempts CAVLWKOM MHOTO NOMbITOK

ConnectionkError

CMapT-KapTa OTKAtoYeHa
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Owmnbka (%2) OnuncaHwue
BadCert HeKoppeKTHbIN cepTudUKaT
ValidationFailed Bannpaums He npoﬁ.ﬂ‘eHa

Moaynb sudis
BadPassword HeBepHbIi Naponb
EncryptedPartitionl | 33wmdpposaHHbIi passen 3aba0KkMposaH
ocked
CannotStartClient

He ynaeTcs 3anyctutb KaneHT Sudis

CannotConnectClient

He yaaeTcs noaKNtounMTbCA K KNneHTy Sudis

CannotCommunicateCl
ient

He ynaeTca cBsa3aTbCA ¢ KaneHTom Sudis

UserLocked YyeTHas 3anucb Nonb3oBaTeNa 3ab/10KMPOBaHa

TooManyAttempts CANWKOM MHOIO NMOMbITOK

TooManyAttemptsWith | CnyuwKom MHOro NOMbITOK, AaHHbIE YaaneHbl

outDeleted

NoUsbDevice OwnbKa ayteHTUdMKaumn. Het USB-ycTpoincTea

ConnectionError OwwmnbKa NOAKNOYEHNA

AuthFailed OwwnbKa ayTeHTUdMKaLnm

BadDefaultCert HesepHbIn cepTndukat

UserCannotUnlock Monb3oBaTenb He MoXKeT pasbaokmposaTb MY. Heobxoammo
00paTUTLCA K aAMUHUCTPATOPY A1A YCTaHOBKM 04HOPA30BOro
napons

ErrAuthType HeBepHbIn TN BXOAa

4.2.1.2. Mopaynsb fingerprint

Mopaynb fingerprint npeAHasHadYeH ANA ayTeHTUPUKaLMM Noab3oBaTens Mo

OoTne4yaTry najabla.

Onucanune HaCTpOeK Moay A, XPaHALLNXCA B banne
/var/lib/authd/methods/fingerprint/<uid>.conf, npvseaneHo B Tabnuue
(Tabnunua 5).

Tabnnua 5

o 3Ha4vyeHue no
Csounctso OnucaHue
YMOANYaHUIO
Attempts 0 KoamnyecTtBo Heyda4yHbIX MOMbITOK
Unrecognized 5 KonmyectBo BO3MOXKHbIX MOMbITOK A0 HEYAa4YHOM
NONbITKK
ids fingerprintl VIMms
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4.2.1.3. Mopaynsb lockout

Moaynb lockout npeaHa3HavyeH Ans npoepkn MY Ha npeameT BN1OKNMPOBKMU.

OnucaHue HaCTpoeK MoaynA, XpaHALLMXcA B banne
/var/lib/authd/methods/lockout/current.conf, npueeaneHo B Tabnnue
(Tabnunua 6).

Tabnuua 6

. 3Ha4veHue no
CsoncTBO OnucaHue
YMONYaHUIO
lockout-mode 0 Pexknm 610KMpoBKKM MY:

- (0) NoLockout — He 3abDN0KMPOBAHO;

- (1) Recoverablelockout —BpemMeHHanA
O/IOKMPOBKA, CHMMaeTcA Yepe3 15 MUHYT anbo
agMuUHUCTpatTopom MY;

— (2) PermanentLockout — MNOCTOAHHAA
HNOKMPOBKA;

- (3) RecoverablelLockoutWithoutTimer —
BpemeHHaa BNOKMPOBKA, CHUMAETCA
agMUHUCTpatTopom MY

lockout- 15 MuHyT CpOoK BpeMeHHOWN 610KMPOBKM
timeout

lockout- - Hayano BpemeHHOM 6N1OKNMPOBKM
timestamp

4.2.1.4. Mopaynb loginrestriction

Moaynb loginrestriction npeAHa3HayeH ANA NPOBEPKM BO3MOMKHOCTM
ayTeHTUOMKALMM NONb30BATENA B CUCTEME B AAHHbI MOMEHT.
OnwcaHune HacTpoek MOy NS, XpaHALWMXcA B banne

/var/lib/authd/methods/loginrestriction/<uid>.conf, npuBeAeHO B Tabauue
(Tabnunua 7).

Tabnnua 7
. 3Ha4YeHue no
CBOMCTBO OnwucaHue
YMONYaHUIO
tel Tekywasn gata | CpoK AencTBUA YY4ETHOM 3anmncu
+ 2 roaa
login-schedule- Mo, Tu,We,Th,F | PacnucaHne Bxoaa B CMCTEMY MO AHAM HeAeNn
days r,Sa,Su
login-schedule- 00:00-00:00 PacnucaHue Bxoda B CUCTEMY MO BPEMEHM
time CYTOK
login-locked false BNOKMPOBKaA y4ETHOM 3anNMCK NOJIb30BaTENA
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o 3Ha4yeHue no
Csomnctso OnucaHue
YMOIMAHUIO
login- . 0 MUHYT BpemeHHan 610KMPOBKa YYETHOM 3anmncu
temporarily- nonb3oBaTens
locked
temporary-lock- 15 MUHYT CpoK AencTema 610KMPOBKM
timeout
[Mpumep:

login-locked=false

login-schedule-days="Mo, Tu, We, Th, Fr, Sa, Su"

login-schedule-time=00:00-00:00 login-temporarily-locked=0

temporary-lock-timeout=900

ttl1l=2025.02.06

4.2.1.5. Mopaynb password

Mopaynb password npeaHasHavyeH Ans ayTeHTMdMKaLUMM NOAb30BaTeNA MO NapPOIHO.
OnucaHue rnobanbHbIX HACTPOEK MOAYANA (O1A BCEX NONb30BATENEN), XPAHALLMXCS
B ¢aline /var/lib/authd/methods/password/current.conf, NPUBEAEHO B Tabauue

(Tabnnua 8).
Tabnuua 8
3Ha4yeHue No YMOIHAHUIO
CsoncTBo KopnopatusHaa | CepTuduumpoBaHHas Onuncanune
BEepcuA BEpCUA
new-length 5 cMmB0ONOB / CUMBO/0B OnvHa napona
new-length- 5 cMmBo0B / CMMBOJI0B MuHMmanbHaa 4anMHa
lower-1limit napons
new-length- 12 cumBonos MakcrmanbHada 4nHa
upper-limit napons
max-age 0 30 gHewn Cpok aencrsma napons
(0 — 6e3 orpaHuyeHuin)
max-age- Bes 30 aHen MWHUMaNbHbIM CPOK
lower-limit orpaHuyeHuii [eiicTBMA Napons
max-age- 180 aHem MaKCMManbHbIN CPOK
upper—-limit AencTBmA napona
max-attempts 0 4 KonnyectBo nonbITOK BBOAA
naponn
max-attempts- | ges 4 MuHMUManbHOe KONNYECTBO

1 —1lim] ~
ower-Limit | §rpanmyennii

MonbITOK BBOAA MNapoaA
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3Ha4yeHue No YMOJIHAHMUIO

Csoucrso KopnopatusHaa | CeptudunumposaHHas Onucanue
Bepcua BepcuA
max-attempts- | 16 10 MaKCcMMmanbHOE KONIMYeCcTBO
upper-limit NOMbITOK BBOAA Napo/if
new-strength |Q 3 HazeXHoCTb napona:
-0 —TONbKO UMPBI;
-1 —undpbl 1 BYKBLI;
~-2 —undpsbl, OYKBbLI B
HVXKHEM M BEPXHEM
perncrpax;
-3 —undpbl 1 6yKkBbI B
HVXKHEM M BEPXHEM
PEerncTpax, a Takxe
CneucnmBObl
new—strgngth— 0 3 MWHMMaNbHaA HageXKHOCTb
lower-limit napons
new-strength- | 3 MaKcrmanbHaa HaaeXHOCTb
upper-limit napons
history-check | 1 NcTopuma napona —
KONMYeCTBO NpesblayLimx
naponen, c KOTopbIMMK
CPaBHMBAETCA TEKYLLNM
naponb (0 — He NpoBepATb
MCTOPUIO Naponen)
MPUMEYAHMUE. HoBbil
Napoab AOMXKEH OT/INYATLCA
OT NpeablayLmx
history- 0 1 MUHMUMaNbHOE 3HaYeHMe
‘i?iit‘lower‘ MCTOPMM Napona
history- 10 10 MaKcrMasibHOE 3HaYeHme
‘i?iit‘upper‘ MCTOPUM Napona
expiration- 5 AHeMl YBegomneHune ob ncteyeHmn
notification CPOKa AeiicTBUA Napons
generated- password MonyyeHue
password

creHepmMpoBaHHOro napond
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3Ha4yeHue No YMOJIHAHMUIO
Csoucrso KopnopatusHaa | CeptudunumposaHHas Onucanue
Bepcua BepcuA
generation 0 2 Cnocobbl 3aaHMA Napons:
— 0 — TONbKO BPY4HYIO;
-1 —3aaaHue BpYyYHYt0 1nMbo
reHepaumns;
-2 —TO/NIbKO reHepauma
HacTpolKn y4eTHbIX 3anncer Noab3oBaTeNa MMetoT 6onee BbICOKMIM MPUOPUTET Hag,
rnobanbHbIMK HAaCTPOMKamM 7 XpaHATCA B danne
/var/lib/authd/methods/password/<uid>.conf.
OnucaHMe HaCTPOEK Y4YEeTHbIX 3anucen Moab30BaTenAa Aad MOAyNA password
npuseaeHo B Tabanue (Tabaumua 9).

Tabnuua 9
o 3HayeHue no
CBoUCTBO OnucaHue
YMONYaHUIO
attempts OTcyTcTByeT Ro/in4ecTBO NOMbITOK BBOZA HEBEPHOIO
napona
length OTcyTcTBYyeT [NvHa TeKyLlero napons
strength OtcyTcTeyet HafexHOoCTb TeKyLwero naposa
expiration- OTcyTcTByeT Bpema nocnegHen cMeHbl Napons
notification-
last-sent
history OTcyTcTBYET NcTopuma naponen
change-next-time | false CMeHa naponsa npu caeayouwen
ayTeHTUMKALMM NONb30BATENS B CMCTEME

4.2.1.6. Mopaynb smartcard

Mopaynb smartcard npeaHasHadyeH ana ayTeHTMdMKauMM nonb3oBaTens C
MCMNO/Ib30BAaHMEM CMApPT-KapTbl.

OnuncaHne moayna npuseaeHo B Tabnuue (Tabaumua 10).

Tabnumua 10
o 3HayeHue no
Csouncrtso OnucaHue
YMOANYaHUIO
attached TriState { YKa3blBaeT, NOAK/AOYEHA 1N CMAPT-KapTa B
Fal . !
U;dzi’ing AAHHbIN MOMEHT. 3Ha4YeHMe AaHHOro CBOWCTBA
True, ' He coxpaHaeTca B PC
}s

HacTpOMKM  y4eTHbIX  3anucelt  Mnonb3oBatens  xpaHatca B dainne
/var/lib/authd/methods/smartcard/<uid>.conft.
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OnucaHune HacTPOEK NoNb30BaTeNEN AN MOAYNA smartcard NPUMBeAeHO B Tabamue
(Tabnunua 11).

Tabnunua 11
o 3HayeHue no
CsoucTtso OnuncaHue
YMOJIYaHUIO
pubkeyIsWritten false YKasblBaeT, 3anucaH au NyO6AnYHbIN KoY Aan
[AHHOrOo NoJib3oBaTe A
pubkey - My6MYHas YacTb KAtoYa, KOTOPbIM NOAMMUCaH
cepTUdUKaT NOIb30BaATENSA, COXPAHEHHbIN B
3alWMLLLeHHON 061aCcTN CMaApPT-KapTbl

4.2.1.7. Mopaynb sudis

Moaynb sudis npeaHasHayeH AnA ayTeHTMOUKaUMM MNONb30BaTeNA B CUCTEME
yrnpasaeHnAa 40CTynom K AaHHbIM MB/l Poccun.

OnucaHne  rnobanbHbIX  HACTPOEK  MoAy/ndA,  XpaHawmxca B daline

/usr/share/ru.at consulting.sudis client/policy.conf, npuBeaeHo B Tabaunue
(Tabnunua 12).

Tabnuua 12
. 3Ha4YeHune no
CsouncTBO OnucaHue
YMOANYaHMUIO
certs OTtcyTcTBYeT CNMCOK AOCTYNHbIX CEPTUPMKATOB OT KAMEHTA
Cyanc
max-attempts 10 KoanyecTBo HeBEPHbIX NMOMbITOK BBOAA, NPW
3amnycKe KAMeHTa 3Ha4YeHne bepeTca ns ¢painna
/usr/share/ru.at consulting.sudis cl
ient/policy.conf

4.2.1.8. Moaynb reset

Mopaynb reset npeaHasHadveH Ana copoca HacTpoek MY [0 3aBOACKOr0 COCTOAHMS.
OnucaHue rnobanbHbIX HacTpoeK MoAy A, XpaHALLMXCA B

danne /var/lib/authd/methods/reset/current.conf, MNpuBeAeHO B Tabauue
(Tabnunua 13).

Tabnuua 13
. 3Ha4yeHue no
CsouncCTBO OnucaHue
YMOJIHAHMUIO
reset-options reboot, wipe | rehoot — aBTOMAaTUYeCKM nepesarpysuTb

MY nocne cbpoca K 3aBOACKMM HAaCTPONKaM;
- wipe — y4annTb BCe AaHHble ¢ MY
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4.2.2. MHoropakTopHaa ayTeHTUPMKaLuma

BHUMAHWE! Mepea HacTpoMKON MHOTOGAKTOPHOM ayTeHTUPUKALMM HEODXOAMMO
MY, ¢ ycTtaHoBeHHOM Bepcunein OC ABpopa, cOpocHTb A0 3aBOACKNX HACTPOEK.

MHorodakTopHaa ayTeHTUdMKaLMA — NPOLLECC NOATBEPKAEHNA NOA/TIMHHOCTM NPaB
YYEeTHbIX 3aMnceit Poaen C NOMOLLBIO MPUMEHEHMA HECKOIbKMX Pa3nnyatowmxca GakTopos.

Ona ayteHTudukaumm B OC ABpopa npu pasbaokmpoBke MY moryT 6biTb
MCMONb30BaHbI cieaytouime cnocobbl, obecneymBatolme NOAAMHHbINA AOCTYM K XPaHUMbIM
Ha MY Nonb30BaTENbCKUM AAHHBIM:

— naponb (nn. 4.2.2.1);

— cMmapT-KapTa (nn. 4.2.2.2);

— CyancC (nn. 4.2.2.3);

— OTNeYaToK nasbla.

NPUMEYAHUE. MoapobHoe onuncaHne nobasneHna oTneyaTka nanbla NnpmBeaeHo
B LOKyMeHTe «PyKoBOACTBO nosib3osatena» AAMI.10034-02 90 01.

[na BbiboOpa meToda ayTeHTUPUKALMM HeobxoAMMO BbIMONHUTL Caedylolme
NencTBms:

— OTKPbITb MEHIO CUCTEMHbLIX HaCTpOeK KaCaHmem 3Ha4dka @ Ha BKpaHe

NPUNOXKEHUM (cMm. PucyHok 1);
(o]
— KOCHYTbCA NYHKTa MeHto «[losib30BaTenmn» & B noapasgene «Cucrtema;

— B KOHTEKCTHOM MEHI0 MNO/b30BaTeNA  KOCHYTbCA MNyHKTa  «HacTpoMKku
6e3onacHoOCTU» (CM. PrcyHOoK 8, cm. PucyHoK 9), B pe3yanbTaTe oTobpasmnTca cTpaHmua «[Mma
yyeTHoM 3anucu]» (PrucyHok 113, PucyHok 114);

| Monb3oBatens 1 | Bnapgenew yctpowcTea
Cnyx6a ayTeHTUdMKaLum @ Cnyx6a ayTeHTUdUKaLMmn @
Bbibop MeTof0B ayTeHTUMKALUMN Bbibop MeTofi0B ayTeHTUdUKaLum
OrpaHuyeHue Bxofa B CUCTEMY @ OpHopas0BbIi Naponb @
YcTaHOBUTb CPOK AeMCTBUSA YYETHOM 3anucwy, HacTpoiikvu ogHOpa3oBoro napons
orpaHu4yeHuve Bxoga no gHo Hegenu u
BPEeMEeHMU CYTOK.
OpHopa30BbIi Naposib @

HacTpoiiku ogHopa3oBoro napons

PucyHok 113 PucyHok 114
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— KOCHYTbCH NyHKTa
cM. PucyHok 114);
— Ha OTKpbIBWENCA CTpaHuLe HeobxoAMMO BbINOAHUTL OAHO W3 CAeAyHLLINX
NEencTBU:
® aKTMBMpPOBATb NepekatodaTend «EAMHbIA cnncok dakTopoB» U BbiOpaThb
eNHbIN MeToA ayTeHTUPUKALMM, KOCHYBLUMCb COOTBETCTBYHOLLErO NepekatoydaTens, ana
BbINO/IHEHMA BCEX AENCTBMI B cnucTeme (PucyHok 115);
® [1eaKTMBMPOBATb NepekatoyaTend «EAMHbLIA CNMCOK PaKTOPOB» U BbIOPaTh
MeToAbl ayTeEHTUPUKALMM, KOCHYBLUMCb COOTBETCTBYIOLWMX MepekatoyaTenem, npu
BKAOYEHUM MY 1 NOATBEPHAEHMA HACTPOEK, a TaKKe npu pasbnokmposke MY
(PucyHok 116);
— KOCHYTbCA KHOMKM « COXPaHUTb» A8 COXPaHEHUSA U3MEHEHNI;
— NOATBEPAUTb AENCTBME BBOAOM TEKYLLEro Napons (cm. PUCYHOK 4).
BHUMAHUE! [na wucnonb3oBaHMA MeToda ayTeHTUduKaumm «CmapT-KapTa»
HeobxoAMMO NPeaBapUTEIbHO HACTPOUTbL CMaPT-KapTy (nn. 4.2.2.2.3).

«Cny»xba ayTeHTUDUKaLMM» (cm. PucyHok 113,

| HacTpoitku cnyx6bl ayTeHTUdMKaL)

EnuHbiil cnucok pakTopos
Bce pevicTeuns 6yayT UCMONb30BATL OAHU U
Te Xe MeToabl ayTeHTMd)MKaLlVIM

Bbibepute MeToabl ayTeHTUGMKaLUN

Maponb

cyauc

CoxpaHuTb

PucyHok 115

l HacTpoliku cnyx6bi ayTeHTUdUKaL)

#  EnuHbIN cnncok pakTopoBs
Bce peiicTeua 6yayT UCMONb30BaTh OAHU U
Te Xe MeToabl ayTeHTUpMKaLmn

BbibepuTe MeToabl ayTeHTUdUKaumm
[Mpu BKIIOYEHWM YCTPOMCTBA U
noaTesepXaeHnn HacTpoek:

Maponb
cyauc

Mpu pa3bnokmpoeke ycTpoOMUCTBa

Maponb
OTnevaTok nanbua

# CMmapT-KapTta

CoxpaHuTb

PucyHok 116

4.2.2.1. AyTeHTUdMKaUMa C NOMOLLbIO Napoaa

BHUMAHMWE! Mpn npeBbIeHMN KOANMYECTBA NOMbITOK BBOAA HEBEPHOTO Napona MY
aBTOMaTU4eCckM byaeT 3ab0KMPoBaHO. Bpemsa 610KUMPOBKKU ABAAETCA GUKCMPOBAHHbLIM U
coctansaeT 15 muHyT. Mepesarpy3ka MY 40 MCTeYEHMA YKa3aHHOIO BpeMeHM NpMBeaeT K
MOBTOPHOMY 3amnycKy oTcyeTa 15 MUHYT.
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Mpn nepsom BKAtOYeHUM MY HeobxoAMMO BBECTU

napob, KOTOPbIN byoer  3anpalumBaThCH 7
MCNOb30BaTbCA ANA:
e — WwndposaHMa AaHHbIX nosib3oBaTens
L|_.|M®DOBaHMe[J,aHHle (PMCVHOK 117)/
R rscn e — pa3baokmpoBkM MY (PucyHok 118, PucyHok 119).

NMPUMEYAHMUE. LndposaHme pa3gena C
AOMALIHMMM  nankamu  nosb3osatenen  (n. 4.2.3)
NPONCXOAMUT B C/IEAYIOLLMX CYyYanX:

— Npu Nepsom BKAOYEHUU MY;

— nocne cbpoca HacTpoek MY a0 3aBOACKOro
cocTosHua (noapasaen 2.2).

PucyHok 117

[nvHa napons gonxHa 6biTb 5-12 cumeonos. Bnapeney yctpoiicTea
1 2 S 1 2 S
4 5 6 4 5 6
i 8 9 Vi 8 9
Aa 0 Aa 0
OTMEeHUTb OTMeHUTb
PucyHok 118 PucyHok 119

4.2.2.1.1.Hactpoika 610kmMpoBKM MY

NMPUMEYAHUA:

v I3MeHeHMa HaCTPOeK B MyHKTEe MeHIo «Bbl0KMPOBKa YCTPOMCTBa» NPUMEHAIOTCA
KO BCEM YYETHbIM 3aMMCAM poaen, co3gaHHbIM Ha MY;

v’ Cayyau, Npu KOTOPbIX MOKET BbITb 3aMpoLLleH Naposb, onucaHbl B n. 4.2.1.
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Ona  Hactpolkn 610KkMpoBKM MY Heobxoaumo
BbINONIHUTL CAeaytoline AeNCTBUA:
— OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KacaHWem

BnokupoBka ycTpoiicTBa

AsTOMaTHYeckasn 610KMpoBKa
Mpw BLIKNIOYEHWW 3KPaHa

#  OToGpaxars ysenomneHws, koraa 3HaykKa @ Ha JKpaHe nNpuaoxKeHuin (cm. PucyHok 1);
yCTpoiicTBO 3a6N0KMPOBaHO
— KOCHYTbCA MYHKTa MEH!O «bnoKMpoBKa
Maponb A
yctponctea» [ B noapasaene «besonacHocTb» B
ViamenuTs napons pe3ynbTaTe OTOOPA3nUTCA OAHOMMEHHAA CTpaHuuUa C
) HacTponKkamm 6aoknposkmn MY (PucyHok 120);
HaCTpOMKVI 0oTneYaTKkoB @
. ) — KOCHYTbCA nons «ABToMaTn4eckan BNOKMPOBKa» U
0eCb MOXKHO BbINONMHUTE HACTPOUKY
crnensTronTiEnEes Ha OTKpbIBLWIENCA CTpaHuUe BbibpaTb Bpems [0
HacTpo¥iku cMapT-kapTbl @ aBTOMaTHYeCcKoM 6ﬂOKV|pOBKV| MY (PMCVHOK 121,
3A€CH MOXHO BHINONHWTE HACTPOIiKY CMApT- PucyHOK 122), KOCHYBLUMCb COOTBETCTBYIOLIMX MONEN U
KapTbl
NOATBEPAMB  LAEUCTBME BBOAOM TeKyllero napond
(cm. PucyHok 4);
— KOCHYTbCA nepektoyaTena «OTOobpaxaTtb
yBeAOMNEHMA, KOrAda YCTPOMCTBO 3abD/NIOKMPOBAHO» ANA
PucyHoK 120 oTobparkeHWa yBe4OMAEHNN Ha DKpaHe BI0KMPOBKM.
BHUMAHMUE!

v YBegomneHuna 6yayT nNpuxoAMTb Ha BbIK/IKOYEHHbIA 3KpaH 3ab/10KMPOBAHHOIO
MY;

v BapuaHTbl 3HayeHu B none «ABTOMaTM4ecKas ONOKMPOBKa» OT/NIMYAIOTCA B
3aBmcumocTn ot Bepcum OC Aspopa (PucyHok 121, PucyHok 122).

NMPUMEYAHUE. SKpaH MY noracHeT B C/lyd4ae €CAM YCTaHOB/NEHHOE BpPeEMS
aBTOMaTMYeCKoN BNOKMPOBKM DyAeT NpeBbIllaTb BPEMA CMALLErO peXxmnma, Ho MY npu aTom
He byaeT 3abn0KknpoBaHo. [na AanbHernwen paboTbl HEOOXOANMMO BKAOUYMTL 3KpaH MY 1
NPOAONKMTL PaboTy Be3 BBOAA NapoA.



AsTOMaTuyeckas 6510KkMpoBka

HeaktueHa

Mpw BbIK/IIOYEHWUM 3KPaHa
15 cekyHA

30 cekyHA

1 MuHyTa

2 MUHYTbI

5 MUHYT

10 MuHyT

PucyHok 121
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| ABTOMaTuHyeckas 610KMpoBKa

[pu BbIKNIOYEHUM 3KpaHa
15 cekyHa

30 cekyHa

1 MuHyTa

2 MUHYTbI

5 MUHYT

10 MUHYT

PucyHok 122

4.2.2.1.2.3agaHne 0gHOPa30BOro Naposi

OAHOpPa30BbIN Napoab TpebyeTca A1A BbIMONHEHWUA BXOAA B CUCTEMY MPU NEPBOM
BKAtOYeHMM MY noa, HOBOM Y4ETHOM 3aMMUChIO.

| OpHopa3oBbIi Naposb

LN
Maponb

[nuHa napons fonxHa 6biTb 5-12 cUMBOOB.

CreHepupoBaTb

YcTaHoBUTB

©

PucyHok 123

3a4aTtb OAHOPA30BbI MAapO/b BO3MOXHO [ABYMSA
cnocobamu:

1)MepBbl1 cnocob: NpM CO34aHUM YY4ETHOM 3anmncu
NONb30BaTENA KOCHYTbCA KHOMKM «CreHepmpoBaTb» AN1A
reHepaumm napona nmMbo YCTaHOBWUTb Kypcop B Mone
«O4HOpPa30BbIN NAaPOAb» M 3a4aTb NAPO/b (CM. PUCYHOK 3);

2)BTopoi cnocob:

—Ha  CTpaHuue  «[Mma  yyeTHOM
(cm.  PucyHok 113, cm. PucyHok 114)
KOCHYTbCA NyHKTa « OAHOPAa30BbIM MAPONbY;

— Ha OTKPbIBLIENCA CTPaHULE KOCHYTbCA KHOMKM
«CreHepupoBaTb» (PucyHOK 123) ans reHepaumm napons
b0 yCTaHOBUTL Kypcop B none «OaHOPa30BbIA Napoab»
M 3a4aTb NApPOb;

— KOCHyTbCA 3Hauka & nna oToBpaskeHWs Napons;

— KOCHYTbCA KHOMKW «YCTaHOBUTbY (PucyHok 123) u
NoATBEPANTL AENCTBME BBOAOM  TeEKyWEero mnapona
(cm. PucyHok 4).

3anucu]»
HeobxoaAnMo
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MPUMEYAHMUE. MoapobHoe onncaHme o BXOAE B YYETHYIO 3aMMCb NOJIb30BATENS C
MOMOLLLbKO 04HOPA30BOr0O NAPOAA NPUBEAEHO B AOKYMEHTe « PYKOBOACTBO MO/1b30BATENAN

AAMTI.10034-02 90 0O1.

4.2.2.1.3.HacTtporika napoabHOW NOANTUKM

Mapo/ibHble MOAUTUKM — 3TO COBOKYMHOCTb MPaBUA M TEXHUYECKMX NapameTpos,
pPeryvpyroLLImMx co3aaHne, NCnosb3oBaHMe n 0O6HOBEHME Napoael Ana YY4eTHbIX 3anmcei
B cucTeme. [laHHble NOANTMK Heobxoammbl Ana obecrnedyeHuns 6e30nacHOCTH, LLeOCTHOCTH
M [OCTYNMHOCTM CUCTeMbl. HacTpOMKM MaponbHOM MOAUTUKM onpeaenatoT TpebosaHMa K
CNIOXHOCTW, [OJINHE, PEerynAapHOCTM CMEHbl Mapoaen, a TaKKe MexaHW3Mbl 3alMTbl OT
HeCaHKUMOHMPOBAHHOrO A0CTyNa.

| O61Me HacTPOMUKU

HacTpoiiku nonuTuku naponei

Hactpoiiku napons @

PucyHok 124

MPUMEYAHUE. V3meHeHMs HacTpoeK MNapoabHOM
NOANTUKM BYAYT NPUMEHEHbI KO BCEM YYETHbIM 3aMUCAM,
CO34aHHbIM Ha MY.

[na nepexosa K HAaCTPOMKAM NapOabHOM NOAUTUKM
HeobXoAMMO BbINONHUTbL CeaytoLLne AeNCTBUA:

— OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KacaHMeMm

3Ha4kKa @ Ha DKpaHe NpuaoXeHun (cm. PucyHok 1);
o
— KOCHYTbCA MYHKTa MeHto «llonb3oBaTenn» < B

nogpasgene «Cuctema», B pesynbTate oTobOpasMTCA
OAHOMMEHHAs CTPaHMLA C MNPeACTaB/feHHbIM CMUCKOM
nonb3oBaTenen, cosgaHHbix Ha MY (cm. PucyHOK 5);

— KOCHYTbCH nons «Obuwpe HACTPONKM»
(cm. PucyHok 5), B pe3ynbTaTe oTobpasnTca
OJHOMMEHHas cTpaHuua (PucyHok 124).

[lna HAaCTPOMKM NapOSbHON NOAUTUKM HEODXOAMMO KOCHYTbCA NYHKTa «HacTpolKm
napons» (cM. PucyHok 124) 1 Ha OTKPbIBLLIEMCA CTpaHMLEe 3a4aTb HEOOX0AMMbIe NapameTpbl

A8 Napons:
— O/INHa;
— C/IOXKHOCTb;

— KOMMYeCTBO NOMbITOK BBOAA;
— OT/IMYME OT NpeablayLUmX naponen;

— CPOK AeNcTBuA;

yBeJoOM/TIeEHNE 06 ncrteyeHmn CpOKa ,D,GVICTBMFI.



HacTpoitku napons

HacTpoiite nonuTuky naponei, kotopas
EVHGT npuMeHeHa KO BCeM nosib3oBaTensam

5 cumBonoB

MuHuManbHas AnvHa napons
CnoxHocTb napons
MpocTas (Tonbko undpsl)

# CnoxHas

LlononHuTenbHble HaCTPOMKK
He orpaHuyeHo
" KoruiecTeo nonkTok
Bes npoeepku
HefocTynHocTs nostopa npen, napone
WUcTtekaeTt yepes He orpaHnyeH
Yxaxwre, Korga uctekaert Cpok p,eﬁcmvm napons

3a 5 gHen

YBSAOMﬂﬂTb 06 ucteueHum napons

PucyHok 125

I HacTpoitku napons

HacTpoiite nonuTuky naponeu, kotopas
6»’,{46‘\’ NnpUMeHeHa KO BCeM MoJib3oBaTensMm

7 cumBonos

MuHuManbHas ANvHa napons
CnoxHocTb napons
MpocTas (Tonbko umudpsl)

#  CnoxHas

10
KonuyecTtBo nonbiTok
1
Hep,ocfynuécn nga;gﬁ; nb.pe/:‘L. n‘ap;Jneﬁ

WUcTtekaet yepes 180 pHeit
YKa)KMTE, KOrga ucrekaert Cpok AeﬁCTBMﬂ napons

YBepnomnsaTb 06 uctedeHun napons

PucyHok 126
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[ns  HaAcTpPOMKM  ANWMHBI  Napons  HeobxoaAMmo
YCTQHOBWUTb KO/IMYECTBO CMMBOJI0B, Nepemellaa cnamnaep
«MuHMmanbHaa anuvHa napons» (PucyHok 126) BnpaBo
ONA  YBEAMYEHUA KOMIMYeCTBa BXOAAWMX B MNApOJib
cMMBONIOB AMbBO BNEBO ANA YMEHbLUEHMA KOMYEeCTBa
CMMBO/IOB, W MOATBEPANTb AEUCTBME BBOAOM TEKYLLETO
napona (cm. PucyHok 4).

NMPUMEYAHUE. TpeaycmoTpeHa  BO3MOXKHOCTb
YCTaHOBWUTb A/IMHY Naponda oT 5 40 12 cMmMBOOB.
BHUMAHUE! 3HayeHne MMHMMANBHOM  ANWHbI

napo/sia OTAnYaeTca B 3aBMcMMOCTH OT Bepcunun OC Aspopa
(cm. PucyHok 125, PucyHok 126).

[lna 3agaHWs CNOXKHOCTM MNapons HeobxoAMMO B
noapasaene «CNoXHOCTb Naposia» aKTMBMPOBATb OAMH
13 cnepyrowmx nepekntodatenen (PucyHok 126):

— «[MpocTas (TonbKo uMdpPbI)», rae naponb byaet
COCTOATb TONbKO 13 LUMNPP;

— «CnoxkHasa», rae naposb AO/IKEH COAepXaTb Kak

MUHUMYM  undpy, OykBY, 3arnaBHyto  OyKBy U
cneumanbHbIi CUMBOS.

NMPUMEYAHUE. B cnyyae BbibOpa 3Ha4veHwUs
«CnoxHaa» HeobxoAMmo  noATBEpAUTb  AencTeue

BBOJOM TeKylllero napona (cm. PucyHok 4).

[lnAa yCTaHOBKM KONMYECTBA MOMbITOK BBOAA Mapos
HeobxoaMmo B nogpasgene  «[onoaHUTeNbHbIE
HAaCTPOMKM»  NepemMecTuUTb  cnangep  «KonmyecTtso
MOMbITOK» BMPaBO A/1A YBEANYEHUA KOIMYECTBA MOMbITOK
nmbo BNEBO AN YMEHbLUEHWA.

BHUMAHUE! MuHumanbHoe ¥ MaKCMMaabHoe
3HaYeHue cnangepa «KosmM4ecTBo NOMbITOK» 3aBUCUT OT
Bepcun OC ABpopa (PucyHok 126, PucyHok 127).

[lna yCTaHOBKM KO/IMYECTBA NpeblAyLLmMX Napoiei, 0T KOTOPbIX A0/IXKEH OTINYATLCS
HOBbIN Napo/ib, HEOBXOAMMO B noapasaene «JonoNHUTEebHbIE HACTPOUKUY NepemecTuTb
cnangep «HenocTynHOCTb NOBTOPaA Mpea. Naposiei» BNpaBo AN1a YBeANYEHUs KONMYecTBa
naposiert 1Mbo BNeBO AN YMeHblueHua (cMm. PucyHok 126).
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[ns 3apaHna CpoKa AEeNCTBMA Napons HeobXOAMMO BbIMOAHUTL CAeaytoLine
NencTems:

— B nopgpasaene «[JONONAHUTENIbHbIE HACTPOMKM» KOCHYTbCA MN0AA «McTekaeT
yepes» (PucyHok 127);

— Ha OTKPbIBLLENCA CTPaHMLE BbIDpaTb 04HO M3 3Ha4YeHn (PrucyHok 128);

— NOATBEPAUTb AENCTBME BBOAOM TEKYLLErO Napons (cm. PUCYHOK 4).

BHUMAHUE! o TpeboBaHmam 6e3zonacHocT MC, B KOTOPbIX MNAaHMPYETCs
MCNONb30BaHMe MY, CPOK AeNCTBMA Naponsa A0MKeH ObiTb YCTaHOBAEH B 3HavyeHWe «180
AHEn».

| HacTpoiiku napons McTtekaeT yepes

HacTpoiite nonuTuky naponei, kotopas

: ) He orpaHuyeH
SV,ELGT npuMeHeHa KO BCeM Mnob3osaTtenam

7 cumBonoe S0 aHcH
Mv;gukr;/‘lar;l.m;ﬂ ANVHa népoﬁa 60 aHew
CnoxHocTb naponsi 90 gHel
MpocTas (Tonbko undpbl) 120 aneii
#  CnoxHas 150 aneii
,D,QH(UH'\H TeNnbHble HAaCTPOUKH 180 nHeﬁ
4
Konm ecmo no"b,m,( ................
1

HepocTtynHocTb NoBTOpa npeq. naponeu
WUctekaet yepes 180 aHeit
YKaxwre, KOrga ucrekaert Cpok ueﬁcram napons

YsepomnaTb 06 UCTeYeHUu napons

PucyHok 127 PucyHok 128
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[ns 3a0aHuA BpemMeHu yBeaomieHns 06 nctedeHmnm
CPOKa AENCTBMA Mapond HeobxoAMMO  BbINMOJHWUTb
e e e R cnepyoLLme AeicTeuA:

— B noapasgene «ononHuUTenbHble HACTPOMKM»
nepemectTuTb cnamgep «YBeaomnAaTb 060 UCTeYeHuu
napona» (PucyHok 129) BnNpaBo [Ans  yBEAMYEHMA
KonmyectBa AHen nmbo BNEBO ANA  YMEHbLIEHMS
Konnyectsa AHeM, 3a KOTOpoe Mo/b30BaTelb HAYHET
nonyyaTb yBeAoMIeHMA 06 MCTeYEeHUM CpoKa AeNCcTBUA
napons;

— NOATBEPAUTb AENCTBME BBOAOM TEKYLLETO Napons
(cm. PucyHok 4).

NMPUMEYAHUE. TpeaycmoTpeHa  BO3MOXKHOCTb
YCTaHOBWUTb 3Ha4YeHme oT O (Hukorga) o 10 aHen.

HacTpoitku napons

5 cumBonoB

MuHuManbHas AnvHa napons

CnoxHocTb napons

MpocTas (Tonbko undpsl)

# CnoxHas

LlononHuTenbHble HaCTPOMKK
He orpaHuyeHo
" KoruiecTeo nonkTok
Bes npoeepku
HefocTynHocTs nostopa npen, napone
WUcTtekaeTt yepes He orpaHnyeH
Yxaxwre, Korga uctekaert Cpok p,eﬁcmvm napons

3a 10 gHen

YBSAOMﬂﬂTb 06 ucteueHum naponsa

PucyHok 129

4.2.2.2. AyTeHTUPMKAUMA C NOMOLLbIO CMAPT-KapTbl

B OC Aspopa And ayTeHTUOUMKaUuMM MOryT ObiTb MCMNO/b30BaHbl CMapPT-KapTbl
cnenyrouwmx tmnos: USB 1 NFC, a umeHHo:

— «PyTtokeH» Bepcum 4 (3UM PKI) — nporpammHo-annapaTHbI KOMMIEKC
ayTeHTMdMKaUUmM 1 xpaHeHua nidopmaumm (ceptndumkat PCTIK Poccmnm Ne3753);

— JaCarta — cpenctBo ayTeHTUPUKaLMM 1M HE30NacHOro XxpaHeHus MHGopPMaLMK
nonb3oBatenen (ceptnpumkat PCTIK Poccunm Ne3449).

BHUMAHMUE! Vicnonb3oBaHue ana ayteHTudukaumm B8 OC ABpopa CMapT-KapT,
OT/INYHbBIX OT YKa3aHHbIX, HE NpeayCMaTPMBaETCA.

4.2.2.2.1.06wme npaBnaa HaCTPOMKN N MCNONb30BAHNA CMAPT-KapT

HeobxoayMmo  yu4mTbiBaTb CAedylollMe OCHOBHble MpaBuia  HACTPOMKM WU
MCMONb30BAHUA CMAPT-KapT:

— 3KCMAyaTaUMIO CMapPT-KapTbl CAedyeT OCYLLeCTBAATb COracHO TpeboBaHMAM,
YKa3aHHbIM B COOTBETCTBYIOLLLEN JOKYMEHTALMMN HA Hee;

— ana obecnevyeHnsa nogxkatodeHna Kk MY n nocneaytollen HaCTPOMKN CMapT-KapTbl
TpebyeTcs MCNoAb30BaTb chneumannsnmpoBaHHblin USB OTG-nepexogHWK, KOTOPbIA He
BXOAMT B KOMMNEKT NocTaBkn MY;

— NONUTMKA  0e30MacHOCTM  MOXeT  3anpewatb  MPUMEHEHWE  BHELIHMX
USB-ycTpoicTB, AnAa 3Toro HeobxoAMMO AOMOAHUTENBHO MNPOBEPUTbL YCTAHOBIEHHOE
orpaHmyeHue aerncteytowen 8 OC ABpopa NoanTHKn besonacHocTtu (n. 4.3.2);
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— npu paboTe co cmapT-KapTon noTpebyeTca AOMOAHMTE/NbHbLIA Napob ANA
[0CTyna B 3aWMuUleHHyt0 0061acTb MamMATM CMapT-KapTbl, B KOTOPYD MNPOM3BOAMTCA
Ha3Ha4YeHWe 1 CoXpaHeHne ayTeHTUOMKALMOHHON MHOPMaLIMK NOb30BaTENS,

— ayTeHTUOUKALMA C MOMOLLbIO CMapPT-KapTbl AOCTYNHA ANA BCEX YYETHbIX 3anmcen
ponein (cm. n. 1.2.1), co3aaHHbIX Ha MY.

MPUMEYAHUE. AyTeHTUDMKALMA C NMOMOLLBID CMAPT-KapTbl BbIMOJAHAETCA TONbKO
NPV NepPBOM BKAOYEHMM YYETHOM 3anmchm.

4.2.2.2.2.[pensaputesibHasd No4rOTOBKA CMapT-KapTbl

Onsa paboTbl CO CMapT-KapToM HeobXoAMMO BbIMOAHUTL MNpPeaBaPUTENbHYHO
HAaCTPOMKY, KOTOpas MOET ObiTb BbINOAHEHA C MCNO/Nb30BAHMEM 3NEKTPOHHO-
BbIYMCIUTENBHOM MalLMHbI (9BM) ¢ OC Linux, Ha KOTOpOWN NpeaBapuUTeNbHO A0MKEH ObIThb
YCTaHOBJIEH MNAKET opensc.

MPUMEYAHUE. CmapT-KapTbl A0MKHbI UMETb GOPMAT PKCS#15.

B cnyvae ecam cmapT-KapTa MMeeT Apyron dopmaT, A5 ee nepenHnUmManmsaumm B
dopmaTt PKCS#15 Ha 3BM HeobxoaAMMO BbINONHUTL CleaytoLinme KOMaHab!:

pkcsl5-init --erase-card -p rutoken ecp

pkcsl5-init --create-pkcsl5 --so-pin "87654321" --so-puk ""
pkcslb5-init --store-pin --label "User PIN" --auth-id 02 --pin
"12345678" --puk "" --so-pin "87654321" --finalize

BHUMAHMUE! Mocne nepenHnumnanmlalmm CMapT-KapTbl BCe AaHHble ¢ Hee byayT
yOaneHsl.
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4.2.2.2.3.HacTponKka cMapT-KapThbl

MPUMEYAHUE. MoapobHoe onmcaHWe HACTPOMKM CMapT-KapTbl MPMBEAEHO B
AOoKymeHTe «PykoBoacTBO nosib3osaTena» AAMI.10034-02 90 O1.

4.2.2.3. AyteHTndmKauma c nomoubto CYANC

AyTeHTUdMKauma ¢ nomouwbto CYANC:

— npeaHa3HavyeHa ana naeHTUMKaLmm 7
ayTeHTMduKaumm nonb3losatenen MCOA MB/ Poccuu;

4%,. — AOCTYyNHa Ha MY TOAbKO NpU  HaAMyummu
 MBOPocom yCTaHoBNAeHHOro KaneHTta CYANC n goctyna K cepsepy
- CYAMNC uepes ceTb MIHTepHeT.

B CYOWC nonb3oBaTenb  MOXET  MNPOUTU
ayTEHTUPUKALMIO C MOMOLLbIO NPeaoCTaBAEHNA OAHOM
N3 cnepyoulen KombmnHaunm AaHHbIX:

— JIOTWH M Napob;

— ceptndukat n PIN-koa, (PrcyHok 130).

Bonno naponio Co3znaHue MO/1Ib30BaATEIbCKMX
ayTEHTUDUKALMOHHbBIX AAHHbIX BbIMOAHAETCA B CUCTEME
NCOL MB/L Poccnun n CUHXPOHU3IMPYETCA C KIMEHTOM
CYOANC Ha MY.

Bxof no 31eKTPOHHOM MOAMMUCY
nggme NUH-KOA

Het pocTynHpix cepridukaron

‘-.:::;.'“‘(’ -

SKCTPEHHbIV BbI3OB

PucyHok 130
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4.2.2.4. HacTpoWnKa OorpaHU4YeHnin BXO4a B CUCTEMY

[nA HACTPOMKM OrpaHWYeHuit BXxo4a B CMCTEMy O/A
YyYeTHOW 3anucu nosb3oBaTend HeobXOAMMO BbIMOMHUTL

OrpaHquHme BXOfa B CUCTEMY

HacTtpoiiku 6e3onacHocTH nonb3oearens U

OrpaHUHEHW! BXORa B CHCTeMY cneayolme AencTBmA:

s o R R — KOCHYTbCA NyHKTa «OrpaHnYeHmne BXxoaa B CUCTEMY»
it i (cm.  PucyHok 113), B  pe3ynbTaTe  o0TOOpasuTcA
WO E CHOTMY OAHOMMEHHasn cTpaHuua (PucyHok 131);

S i o — KOCHYTbCA nona  «JleicTene y4eTHOM  3anucu

e R AT Ty Nonb30BaTENA» W HAa OTKPbIBLIEWCA CTpaHuLue Bbl6paThb

B i e s e s iy naty (cm. PucyHok 19), nocie KOTOpOW nonb3oBaTeNb He
Becs aeHs CMOKET BOWTU B YYETHYHO 3aMMCh;

— KOCHYTbCA nons «JHM BXxoda B CUCTEMY» M Ha
OTKPbIBLUENCA CTPaHMLE BbIOpaTb AHM HEAEeNW, B TeYeHue
KOTOPbIX MO/b30BaTe/Nlb CMOXET BOWTM B CUCTEMY
(PucyHok 132);

— [IeaKTMBMPOBATb MepeKkatoYaTeNb «Becb AeHb», B
pe3ynbTaTe 0TOOPA3ATCA NONA BBOAA AMANA30Ha BPEMEHM,
B TeYyeHMe KOTOPOro Mo/b30BaTe/b CMOXET BOWTU B
PucyHok 131 cuctemy (PucyHok 133).

3abnokupoBaTb Nosnb3oBaTens

NMPUMEYAHUE. OnAa akTMBaumMK nepekatodatena AO0CTAaTOYHO KOCHYTbCA MOAA, B
KOTOPOM OH PaCOIOXKEH: NepeKkatodaTelb HA4YHET CBETUTLCA ApYe, YeM B COCTOAHWUM MO
YMOJIYAHWNIO (HEAKTUBHOM);

— KOCHYTbCA COOTBETCTBYIOWMX MNONEM ANA YCTAaHOBKM WHTEpBaNa BPEMEHM
(cm. PucyHok 20), B Te4eHMe KOTOPOro No/b30BaTEb CMOXET BOMTU B CUCTEMY.

Onsa  ONOKUPOBKM NONb30BaTeNss HEobXoAMMO KOCHYTbCSA  MepekatoyaTens
«3abN0KMPOBaATbL MOJIb30BATENA» M MOATBEPAMTbL AEUCTBME BBOAOM TEKYLLIEro napona
(cm. PucyHok 4).
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| OTMeHUTb MoareepanTb ' | OrpaHuyeHue Bxoga B CUCTEMY
HacTtpoiiku 6e3onacHocTH nonb3oeatens U
Bbl6paTb AHM onna B orpaHu4yeHuns Bxoga B CUCTemMy
CUCTEMY [eiicTBME YYETHOI 3anucu nonb3oBaTens
22 aHBapsa 2026
I'IOHeJJ,eanMK Bbi6epuTe aaty, nocne KOTOPOM Nosib3oBaTenb He
CMOXET BOUTU B cucremy
BTopHuk
[Hu BXxoaa B cuctemy
MH, BT, Cp, 4T, NT, ¢6, BC
Cpena Bbi6GepuTe AHU HepleNu, B Te4EHNe KOTOPbIX
nonb3oBaTeslb CMOXET BOTHU B cucrtemy
YeTBepr
Bpems Bxofa B cuctemy
Bbléepme Bpems Bxoaa nonb3oeaTens B CUCTeMy
MatHuua
# BecbpeHb
Cy660Tta
¥ C 10:00 o 22:00
BockpeceHbe
#  3abnokupoBaTb Nonb3oBaTens
PucyHok 132 PucyHok 133

4.2.3. lindppoBaHme pasgena ¢ AOMaLLIHUMM Nankamm

LUndpoBaHne pasgena ¢ AOMAWIHMMMKM MNankamu — npoueaypa, npu KOTopoM
BBEAEHHbI MNaponb CpaBHMBAEeTCA C naponbHoOM ¢pas3on cnota LUKS-pa3gena,
COOTBETCTBYHOLLEINO MAEHTUDMKATOPY NONb30BATENA.

B OC ABpopa pa3aen ¢ AOMalIHMMK NankaMmn WndpyeTca C NOMOLLbI aAropmMTMa
aes-xts-plain64 512-OUTHbIM MacTep-KAOYOM, AN1A XPAaHEHMA KOTOPOro MCMNOAb3yeTcA
LUKS-3arono0BoK, COCTOALIMIM U3 CAeayolmx 8 C10TOB:

— OAMH CNOT UCNONb3YETCA YY4ETHON 3aMMUCbIO aAMUHUCTPATOP3;

— LWeCTb CNOTOB AOCTYMHbI CO34aBaeMbIM YY4ETHbIM 3aMNUCAM NONb30BATENS;

— OAWMH CNOT pe3epBupyeTca A1A CMEeHbl Naponen.

NoeHTMPMKATOP  y4eTHOM  3anMcM  NONb30oBaTens  onpeaenser  Homep
MCMNONb3YEMOro CN0Ta, MNPM 3TOM B KaXAOM W3 C/NIOTOB XPAHUTCA MaCTep-K/tou,
WMPPOBAHHbIM NAaposeM COOTBETCTBYHOLLEN YY4ETHON 3anMCU NOAb30BATENA C MOMOLLbIO
aNropuTMa PBKDFE. KONMYeCcTBO MTepalmii anropntMma noabumpaerca Takmum obpasom, 4Tobbl
NpoBepKa OAHOM KOMBUHALMM BbINOAHANACL NPUDBAN3UTENBHO OAHY CEKYHAY.

BHUMAHMUE! Mpun obHoBneHnn OC ao Bepcumn 5.0 u BblLLE:

— NpW BKAOYEHHOM WndpoBaHmn: Bepcua luks octaHeTca Luks 1;

— MPU  BbIKJOYEHHOM  WIMGPOBAHUN: NONb30BATENBCKME AAHHbIE OCTaHYTCA
He3alWwndpPOBaHHbIMM.
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BbinonHeHWe cneayoumx AencTsmii TpebyeT BBOAA

LLinpposaHue

| wage KOoppeKTHoro napona w3  cnota  LUKS-3aronoska,
B Nb30BaTENbCK bl Y, Y
AL TR SR U o COOTBETCTBYHOLWErO MAEHTUDMKATOPY BbIBPAHHON y4ETHOM
aBTOPU30BaHHbIE NO/Ib30BaTE/IN MOIYT 3a I—I MCVI I—Ioj-l b3OBaTef|F| .
nony4uTb K HUM poctyn. MNpegocTasnenve *
il — pa3bNOKMPOBKA AOMALUHEN NanKkuM Npu 3arpyske
Monb3oBaTenbckue AaHHble My;

— pa3bnoknposka Ul Lipstick.
: Ona  oTobparkeHma  cTpaHuubl  «llndpoBaHue»
RAMED. 95,2 T (PucyHOK 134) HeobxoAMMO  BbIMOJMIHUTL  Caeayoline
NENCTBUA:

— OTKPbITb MEHIO CMCTEMHbIX HACTPOEK KacaHWem

3Ha4kKa @ Ha DKpaHe NpuNoXKeHun (cm. PucyHok 1);

— KOCHYTbCA MNyHKTa MeHto «lndppoBaHune» B
noapasaene «besonacHoOCTbY.

PucyHok 134

4.3. YnpaBneHue AoCTynom

B OC ABpopa peasin30BaHbl Caedytoume MexaH3Mbl yrpaBaeHUA AOCTYNOM:

— AMCKPeUMoHHOe pa3rpaHuyeHne npaB goctyna (DAC), ocHOBaHHOe Ha
cneayowmx cywHoctax (n. 4.3.1):

e OUTax paspelleHuni;

e crnivckax KoHTpona aoctyna (POSIX ACL) 1 pacwmpeHHbIx aTprbyTax cTaHaapTa
POSIX 1e;

® BO3MOHOCTAX U/MAM NEPEYHAX BO3MOMKHOCTEN — capabilities;

— poneBoe pasrpaHuYyeHne A0CTyna, NpelycMaTpmBatolLlee akTUBALMIO MOSUTUK
6e30nacHOCTK, KOTOopble MnpeaHa3HayeHbl AnA ynpasaeHus oyHkumamm OC ABpopa
(n.4.3.2).

NMPUMEYAHUE. VYnpasneHne nonutMkamum 6e30MaCHOCTM  AOCTYNHO TO/bKO
aAMUHUCTPATOPY.
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4.3.1. lInckpeunoHHaa moaenb ynpasaeHa A0CTYNOM
4.3.1.1. Obwan MHPpopmaLms

Mpn pasrpaHuyeHun aoctyna K obbektam OC OC Aspopa peanusyet
OAVNCKPEUMOHHYD MOoAeNb pasrpaHuyeHna poctyna. [aHHaa moaenb npeanonaraer
ynpaBaeHne AOCTyNnom CybbeKTOB K 0ObEKTaM Ha OCHOBe MaTpuubl AOCTyna. Kaxabin
0b6bekT OC (bann, nanka) MMeeT NpmMBA3AHHOrO K Hemy cybbekTa (nonbzosaTena OC),
Ha3blBaeMOro Bnagenbuem. VimeHHo Bnageney (AMbo agMMHUCTPATOP) yCTaHaBAMBAET
npaBa A0CTyna K 06bekKTy. [paBa A0CTyna onpeaensatoT Habop AENCTBMA, KOTOPble CyObeKT
MOeT COBepLUaTb C 0O bEKTOM.

MPUMEYAHUE. TMoacmctema pasrpaHMyeHna A0CTyna AencTByeT TONbKO ANA
$annoB M Nanok, XpPaHALWMXCA Ha BHYTPEHHEM HaKonuTene yCTPoWCcTBa. HacTpolika
pasrpaHnMYeHmnsa A0CTyna [AO0J/KHA OCYLWEeCTBAATbCA B COOTBETCTBUM C MONOXKEHMAMM
NOKYMeHTa «PyKoBOACTBO MO yCTaHOBKE M HacTpomke» AAMI.10034-02 93 01.

B OC npaBa 40CTyna pa3aenatTca Ha:

— MpaBa BNajeNbla 0ObeKTa;

— npaBa rpynnbl, Bnagetrowen obbekTom;

— MpaBa A1 OCTaNbHbIX CYDBEKTOB.

Habop aencrsnit, NOTEHUMANbHO Pa3peLlleHHbIX CYyObeKTy:

— YTeHue,;

— 3anuce;

— WCNOJIHEHME.

MpaBa BblpaxatoTca AeBATUMOMTOBOM MNOCAEA0BATENbHOCTbIO, Pa3buTol Ha Tpwu
paBHble TPynnbl, onpeaenatoluLme npasa BagenblLa, rpynmbl M OCTaibHbIX COOTBETCTBEHHO.
Crapwuit 6uT onpegenseT Hanuvyime npaBa YTEHWUA, CPeaHWM — 3anucu, MAaaWwumn —
ncnonHenus. K npumepy, npasa 740 — 111 100 000 6yayT 03Ha4aTb, YTO Y BAaJeNbla ecTb
NpaBa Ha YTeHMe, 3aNnCb U UCNOSHEHWE, Y TPYNMbl — TO/IbKO NPaBa Ha YTeHMeE, Y OCTaIbHOTO
NpaBa OTCYTCTBYOT.

NMPUMEYAHUE. YnpaBneHne maTpuuen A0CTyna OCYLIECTBAAETCA KOHCO/bHbIMM
KOMaHAaMU: chown, chgrp M chmod, A0CTyNHbIMM Yyepe3 MIT «Terminal».

KomaHabl MO3BOAAKOT BbINONHATL CAeaytoume AenCTBUA:

— chown MNO3BONAET U3MEHWTb Bnadenbla danna (chown wma nonmbszosaTess
MMH_Qaﬁnaﬁ

— chgrp NO3BOJAET UBMEHUTDL rpynny cbal?ma (Chgrp VIMS  T'DYTIIIE MMH_@)aﬁJ’Ia),'

— chmod NO3BOAAET U3MEHWUTb NPaBa A0CTyna K Ganny:

e chmod 642 1.txt -npaBaHa dann 1.txt yctaHaBamBatoTcs pasHbimm 110 100
010, T.e. y Bnagenblia NpaBa Ha YTEHWE M 3anunCb, Y TPYNMbl Ha YTEHME, Y BCEX OCTA/IbHbIX
TO/IbKO Ha 3anuCb;
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® chmod u+x, g-w, o-r 1l.txt - B /AaHHOM C/yyae BAadenbly AobaBaAeTcA
NpaBO Ha MCMOAHEHWe, y rpynnbl oTbuMpaeTcs MpaBa 3aMMCKW, a Yy BCEX OCTa/ibHbIX
oTOMpaeTca NpaBo YTeHus. A noaydeHmne nogpobHOM MHPOopMaUmMm creayeT obpaTUTbCA
K CNPaBOYHbIM PYKOBOACTBAM MO NepeyncieHHbIM KOMaHAaM.

MPUMEYAHUE. HacTtpomka NOAMTUKKM OMCKPEUMOHHOIO pPasrpaHnMYeHna npas
noctyna aencreyet TobKo B PC EXT4, koTopana ncnonbayetca B OC ABpopa N0 YMOAYAHMUIO.
CTaHAapTHbIM Habop npaB B BMAe OWMTOBOM Macku nogaepskmsaetca OC ABpopa A4/A
cnyKebHbix OC: tmpfs, sysfs, procfs.

MpuHUMN paboTbl MNOAUTUKM OMCKPELMOHHOrO pasrpaHMyeHnAa npasB Ao0CTyna
npeacTaBneH Ha pucyHKe (PucyHok 135).

MoHuTop obpaleHni

Bce cMCTEeMHbIE BbI30Bbl MTPOXOAAT Yepe3 MOHUTOP 06paLLeHKA
ANA Nposepki 6e30NacHoCTM

Odfl'l pouecc Nonb30BaTens

[lpocTpaHcTBO
no/fb3oBaTena

MoHuTop oBpalleHni

[NpocTpaHcTBO
agpa

Hopo OC

PucyHok 135

[lnckpeumoHHoe pasrpaHMyeHne nNpas A0CTyna OCYLECTBAAETCA KaxAbli pas npwu
nonbiTKe obpauleHna cybbekTa K 0O0bekTy, npu 3Tom o0be CywHOCTM coaepKaT
cooTBeTCTBYOWME aTpMbYThl HE30MAaCHOCTN, NPUHAANEXaWMEe ANCKPELMOHHOM MOoAEeNW.
Apnpo OC ABpopa NpoBepAeT YpoBeHb A0CTyNa, 6a3mpyowmMiica Ha AaHHbIX aTpMbyTOB C
OJZIHOM CTOPOHbI 1 NpaBKIax pasrpaHundenma goctyna (MP/L) ¢ Apyro CTOPOHbI.

[ncKpeumoHHoe pasrpaHuyeHne npas AOCTyna MO3BOAAET BAadenblly 0ObekTa
onpeaenaTb, KTo 061a4aeT NOSHOMOYMAMM OCYLLECTBAATL AOCTYN K OOBEKTY.

CybbeKktamm B peanmsaumm AMCKPELMOHHOro pas3rpaHnYyeHMAa npaB AO0CTyna
BbICTyNnatoT 0b6bluHble npouecchl OC ABpopa, KOTopble MpeacTaBaeHbl MPOrpammHOM
CTPYKTYpOW AApa task struct.

Bce HMMKEMMEHOBaHHble CYLIHOCTW, TakMe Kak obblyHble dannbl, dannbl MY
(Kak ON0YHbIE, TaK M CMMBO/bHbIE), NankK, $anabl COKETOB (MailnoB) C TOYKMU 3peHun
AMCKPELUMOHHOro pasrpaHnyeHma npas gocTtyna Aagapa OC ABpopa ABAAOTCA 06beKkTamm
[0CTyna, ChefoBaTeIbHO, TaKXKe NonaaatoT noa, AeNCTBME NONUTUK pasrpaHUUYeHns.
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ATpnbyTbl CyOBbEKTOB A0CTyNa WCMNOMb3YKTCA ANA OCYLIECTBNAEHUA pPEeLIEHWU
NONNTUKM AMCKPELIMOHHOIO pasrpaHUYeHma nNpas A0CTyna. B KayecTBe AaHHbIX aTpubyTOB
nns cybbekToB AocTyna (Npoueccos) 06A3aTeNbHO NPUMEHSAIOTCA CeaytoLlme:

— 30 dEeKTUBHbIN MaeHTUPUKaTOP (Yncno) Bnagensla npouecca (PID);

— 30 dEKTUBHbIN MAEHTUPUKATOP (YMcno) rpynnbl npouecca (GID);

— MeTKa BO3MOMHOCTU UM BO3MOXHOCTb (capability) cTaHaapTa POSIX.1e;

— Y/IeHCTBO MpoLecca B AOMNOJAHUTENbHbIX (HE OCHOBHbIX) rpynnax (npwu
HEeobX0ANMMOCTH).

YKa3zaHHble aTpmbyTbl cybbeKTa A0CTyNa XPaHATCA B MPOrpamMMHON CTPYKTYpe Aapa
task structc M OLUEHMBAIOTCA CUCTEMHbBIMM BbI3OBaMMU.

ATpnOyYTbl 0O6BEKTOB A0CTYNa TaKKe UCNONb3YITCA A58 OCYLLEeCTBIEHUA peLleHnin
NONINTUKM AMCKPELMOHHOIO pasrpaHmnyeHma npas AocTyna. B KayecTse gaHHbIX aTpmMbyToB
0ObeKTa AOCTyNa NPUMEHSIOTCA caeayoume:

— Bnagenel 0b6bekTa;

— B/lageneL, rpynnsl 06bekKTa;

— 6uTbl NpaB AOCTYNa;

— [JONONHUTENbHbIE aTPUOYTbl CMNUCKOB KOHTPOASA A0CTyna B COOTBETCTBMM CO
ctaHaaptom POSIX.1e ACLs.

ATpnbyTbl 06BEKTOB AOCTYMa COXPaHATCA M ydnuTbiBatoTca agpom OC ABpopa, a
TaKXKe XpaHATCA B  MHAEKCHbIX Adeckpuntopax @®C, pasmelleHHOM Ha AMCKOBOM
npocTpaHcTee MY.

MpaBuia AUCKPELMOHHOIO pa3rpaHMYeHns Npas A0CTyNa onpeaenatoT:

— KaKMM 0D6pa3oM KOHKPETHbIM npouecc (CyObeKT) MOXKET OCYLLECTBAATb NMOMbITKY
MNO/ly4eHUs [J0CTyna K OObBbeKTy, OCHOBbIBAaACb Ha YKa3aHHbIX Bbille aTpubyTax
6e30nacHOCTU;

— KaKMm 00pasom M Mpu KakMx yCcnoBMAX aTpmbyTbl Be30macHOCTM cybbekTa M
00BbEKTa MPUHMMAIOT HOBbIE 3HAYEHMUA.,

4.3.1.2. Obuiee onmcaHme NpuUBMUAErNIA

MpuBunerva nporpaMmmbl 6a3MpyeTcs Ha CAedytloulmx 3HayeHusx aTpubyTtos
npouecca:

— aTpubyT adpdekTnsHoro UID (PID);

— aTpubyT adPeKkTnBHOM rpynnbl npouecca (GID);

— Habop (cnMCcoK) 4YneHcTBa AOMNOJHUTENbHbLIX TPYNM npouecca (Mpu Haau4dmm),
KoTopble cy6beKT A4oCTyNa (MpoLuecc) umeeT B 11060e BPEMA KUIHEHHOTO LMKAA.

Jlobo  npouecc ¢ 3OPEKTUBHLIM  UAEHTUPUKATOPOM  HOMb  CYMUTAETCA
NPUBMAETMPOBAHHbIM 1M 00/1a4aeT  BO3MOMHOCTbIO  HE  MNPUMEHATb  MOAUTUKY
AMCKPEUMOHHOTO pasrpaHnyeHna npas goctyna B OC Aspopa.
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YyeTHaa 3anucb Cynepnosib3oBaTend accoumMmpoBaHa C uaeHTudbukatopom O.
OpHako TexHu4yeckn sapo OC ABpopa onpenenseT yyYeTHble 3anncu nosib3osaTenein no
YMCNOBbIM MAEHTMOMKATOPAM, CAeA0BaATENbHO, TEXHUYECKM BO3MOMKHO MMETb YYETHYHO
3anucb nosib3oBatensa ¢ uaeHtudmkatopom 0, obnagatollero MMeHem, OTAMYHbIM OT
cynepnosib3oBaTens.

Kpome TOro, aapo OC ABpopa MMeeT COOTBETCTBYHOLIMIA MEXaHM3M OLEHKM Mpas,
basmpytowminca Ha TpeboBaHMAX OTKpbITOro craHaapTa POSIX1l.e ACL gna cnmckos
KOHTPONA [AO0CTyNna W BO3MOMXHOCTEM (capabilities), KOTOpbIM TaK¥e no3Bonset
npeoaoseBaTb OrpaHWYEHMs MOUTUKMU OMNCKPELMOHHOrO pasrpaHMyYeHns npas A0CTyna
ansa cybbvekTa c aTpmbytom adpdpeKkTnBHOro naeHTndmratopa O.

[MOCKONbKY ANS BbINONHEHWA NPOBEPKM MPaB A0CTyMNa NPOLECChl Pa3aenstoT Ha ABe
KaTeropmn: npusunernposaHHbie (ID adpdekTMBHOro nonbloBaTena paseH 0, Kak vy
cynepnosib3oBaTens) n HenpusmnernposaHHble (ID apdeKTMBHOro Nnonb3oBaTesns He paBeH
0), ANA NPUBUNETMPOBAHHbIX MPOLLECCOB BbIMOJIHAIOTCA HE BCE MPOBEPKM NPaB B A4pe, a AN1A
HEeNPUBMNETMPOBAHHbLIX MPOLLECCOB  BbIMNONHAETCA MO/HAA MNPOBEpPKa Ha OCHOBe
BO3MOXHOCTEM npouecca (obblvHO apdekTnsHoro UID, addektmBHoro GID M cnumcka
[ONONHUTENbHbIX Fpynn).

B aape OCABpopa BCe nNpuMBUAEIMK, CBA3AHHbIE C Cyneprno/sib30BaTeNeM,
pasaeneHbl Ha HECKO/IbKO 4acTel, HasblBaeMbIX BO3MOMHOCTAMM (capabilities),
KOTOPbIe MOYKHO pa3peLlaTb M 3anpeLlaTb HE3aBUCUMO APYr OT APYra. BO3MOXKHOCTU TaKKe
ABNAOTCA aTPUOYTOM HUTMU.

Hanpumep, ecam Kakon-nmbo npouecc nbiTaeTca co3aaTb cneumansHblin dann MY,
MCNONb3ys ANA 3TOTO CUCTEMHbIN BbI30B mknod (), aapo OC ABpopa NOMUMO MPOBEPKU
NMCKPELMOHHbIX MPaB BbINOAHAET c/ieaytollme A0NONHUTEIbHble MPOBEPKMU:

— PaBHO /1M HY/O 3HaYyeHMe 3ddeKTMBHOro naeHTUPMKaTopa npouecca (cybbekra
[0oCTYyna);

— pa3pelleHo M nNpoueccy Cco34aBaTb crneuuansHble daiabl C  NOMOLBIO
COBEepLIEHMA COOTBETCTBYHOLLETO CUCTEMHOIO BbI30Ba.

OC ABpopa obecneumBaeT ANA NOAUTUKM AMCKPELMOHHOIO pasrpaHMYeHns npas
[0CTyNa NpUMEHeHMe caeayroLmMX CBONCTB:

— NPUHYAUTENbHAA peann3aums noaydyeHma cybbektamm (npoueccamm) Aoctyna K
00beKTaM TONIbKO B PpamKax NoAHOMOYMI, onpeaensembix MPA;

— Ha/inyme cnocobHOCTN onpeaenaTb (Ha3zHayYaTb) NOAUTMKY AOCTYyNa TONbKO ANA
CyOBEKTOB, MMEILLMX Ha 3TO NpPaBa, Kak onpeaeneHo NONUTUKON NOSTHOMOYNI ANA HUX;

— OTCyTCTBME NMODObIX OrpaHMyeHnn ana cybvekta, umetowero naeHtudmnkatop O.

ATpnbyTbl  AMCKPELMOHHOrO pasrpaHMYeHus npaB  [OCTyna  CBSA3bIBAOTCA
HenocpeacTBEHHO C 06 bEKTOM A0CTyNa B MOMEHT ero co3aaHua. [lencteme aTux aTpnubyTos
pacnpocTpaHAeTca Ha OObeKT A0 ero yHMYTOXeHMA AMbo A0 Tex Nop, NoKa aTpubyTbl He
OyayT U3MEHEHDI.
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ATpnOyTbl CyLIECTBYOT W AEMCTBYIOT ANA Ntoboro TMna obObeKTa, XpaHATcA B
MeTadaHHbIX GalifoB MU Peann3oBaHbl B BUAE CAeAYOLLMX CYLLHOCTEN:

— OuTbl pa3peleHnii (baszosble aTPUOYThI);

— CNUCKKM KoHTpona goctyna (ACL v paclimMpeHHble aTpubyTsl);

— BO3MOHOCTU (capabilities).

CybbeKT, MAEHTUPUKATOP KOTOPOro CoBMadaeT C MAEHTUPUKATOPOM BAade/bLa
00beKTa, MOXKET M3MeHATb aTpPUbyTbl 0OBbEKTA, BKAOYAA Da30Bble M paclIMpPeHHblIe OUTHI
npaBs (3a ucktoYeHmnem cnyyaes, koraa PC HaxoAUTCA B peXMME KTOJIbKO AR YTEHUAY).

NMPUMEYAHUA:

v/ BO3MOMKHOCTb N3MEHSATb BNaAenbLa obbeKkTa  AO0CTyMHA  TOJIbKO
Cynepnosib30BaTeNto;

v BO3MOHOCTb M3MEHATL rpynny 06beKkTa AOCTYMNHa TONbKO A8 BAaAenbla v Ans
No/1b30BaTENA C UAEHTMOUKATOPOM HO/b (Cyneprnonb30oBaTes).

B cnyvyae HeobxoAMMOCTM MPUCBOUTL (M3MEHWUTL) HOBbIM MAEHTUDUKATOP FPYNMbI
nns obbekTa, OH AO/KEH COBMNAAATh C TEKYLIMM 3HAYEHMEM OCHOBHOM rpynnbl CybbeKTa
NN ABNATLCA 3HAYEHWEM TPYMMbl, Y1EHOM KOTOPOWN ABNAETCA CYyDObEKT.

Cynepnonb3oBaTesib YNOAHOMOYEH onpeaenats A0byto rpynny Ana 0ObeKTa,
M3MEHATb BJafenbua W nobble OGUTbl NpaB, BKAKOYAA pPaACWMPEHHblE aTPMOYTbl WU
BO3MOXHOCTMU.

CTaHaapTHbIM Habop npaB AOCTyna peanv3oBaH B BWae OUTOBOM MacKM npas,
Ha/Naraemblx Ha Kaxablh MAEHTUPUUMPOBAHHbBIN 00beKT. [aHHbIM CTaHAAPTU3NPOBAHHbLIN
NoAX0J W CTaHAAPTHbIM MexaHu3m, peannsyembir OC ABpopa, onpeaeneHbl B TEKYLLEN
cneundmraumm UNIX.03.

MPUMEYAHUE. MHamBMAyanbHble BUTbI NPaB MCNOAb3YIOTCA A1A YKa3aHWA Npasa Ha
yTeHme (r uamM 4detbipe), 3anucb (W MAM ABa) WUAM BbiNOSHEHWE (X nanm oauH). OHM
onpeaenatoTca OTAENbHO ANA BAadeNbuUa 0O6beKTa, rpynnbl, K KOTOPOM MNPUHAANEKNT
0OBEKT, N BCEX OCTA/IbHbIX, T.e. CyObeKTOoB, MAEHTUOMKATOPbI KOTOPbIX HE COBMAAAOT HU C
NOEHTUPUKATOPOM BAAAENbLA, HU C TEKYLLMM MAEHTUOUMKATOPOM rpynnbl 06beKTa.

4.3.1.3. MO c noBbIWEHHbIM YPOBHEM MPUBUAETUIA

Mporpammbl, GYHKLUMOHUPYIOLIME B CUCTEME W MWCMONb3YOULME MOBbILLEHHbIN
YPOBEHb NPUBUAETNIA, MOTYT ObITb Pa3aeNeHbl Ha CAeaytoLLMe TUMbI:

— MPOrpammbl Nu CMCTEMHble  CAY»Kbbl,  3anylleHHble  CUCTEMHbIM
MHUUMANN3ATOPOM UM A4POM. Hanpumep, NporpaMmsel systemd WAK crond;

— MPOrpammbl, 3anyLeHHble OT MMEHM Cynepno/ib30oBaTend C Ue/bio BbINOJIHEHMA
OYHKUMA  aAMUHUCTPUPOBAHUA UM 0BCAyXKMBaHWA. Hanpumep, 3anyck MNporpammbl
iptables 4n4 ynpasaeHua M3;

— NPOrpammbl,  MMetolMe  YCTAHOBAEHHbIN  3PPEKTUBHBbIN ~ OUT  CMEHD
naeHTUPUKaTopa (setuid), ecnm OGUT yKasbiBaeT Ha MPUHAANENKHOCTb MOAb30BATENO C
naeHTndurkatopom 0.
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BHUMAHMUE:

v  CneposatensHo, Bce 10, Kotopoe pabotaer B cucteme, TpebyeT Haanyus
NOBbILIEHHbIX MPUBUAETUA W  COAEPXUT WAN PeanmsyeT Te WAM UHble PYHKLUMM
6€e30MacHOCTN, MOYXKHO OTHECTU K QYHKLMOHA/IbHBbIM BO3MOXKHOCTAM Be3onacHocth (PBO)
nmbo MPBO OC Aspopa;

v OctanbHoe M0, paboTatollee B CUCTEME C MOBbILWLEHHbIMM NPUBUAETUAMMU TNOO
6e3 HaNM4Ma TaKOBbIX, MPX 3TOM He peanmnsylollee HUKaKMX PYHKUMA He30nacHOCTH,
asnsetca He B0 man NOBO, a HenpuBunernposaHHbim 0.

B KoppeKkTHO obcnyxumBaemon cucteme nwboe HenpusunernposaHHoe [10
HaxoauTca noa aencrtenem 60 OC ABpopa M HE MMeeT BO3MOXKHOCTM BbIMTM M3-N0OA ero
nencrema. MNpu aTom npeanonaraerca, 4to Ntoboe HenpuemuaernposaHHoe MO He ABAeTCS
NOBEPEHHbIM.

MpusunermpoaHHoe 0O, KoTtopoe He coaepxut PBO (Hanpumep, BHeWHME
MOZY/NN YPOBHA AApa, peanusylolime onpeaeneHHble GyHKUMKM, K NpUMepy NOAAEPKKY
cneumanm3npoBaHHOro obopyaoBaHMA), AO0/MKHO OblTb HAAEKHO M30/IMPOBAHO OT
Mcnonb3oBaHma ¢ nomoubto ®bO OC ABpopa 4/1A NpefoTBpalleHMA AOCTyNa K HeEMy B
0bxoa Tpebyembix NMOSHOMOYNIA.

4.3.1.4. CtaHaapTHble bUTbl NpaB A0CTyNa

B OC ABpopa peanmsoBaHbl Tpu Habopa no Tpu OuTa, KOTOpble onpeaenatoT
NONMTUKY A0CTYNa K 0OBEKTY ANA TPexX KaTeropuit nonb3oBaTenen (cybbeKkToB):

— MNosb30BaTe/lb-BNadenel, obbekTa;

— NONb30BaTeNM, BXOAALLME B FPYNMy, K KOTOPON NPUHAANEKUT OObEKT;

— BCe OCTa/ibHble NoNb30BaTeM (He BXoAsALWME B YKa3aHHOE MHOXECTBO).

Tpu 6uTa B KaaoM Habope onpeaenslT npaBa AOCTyna ANA  Kaxkaoro
N0/Ib30BaTENA, COCTOAWENO B OAHOM M3 yKa3aHHbIX Bbllle KaTeropuii, Npu sSTOM:

— OAMH BUT OTBOANTCA ANA YTEHUSA (r UK YeTbIpe), KOTOPOE pacCMaTpPMBaeTCA Kak
MOTOK AaHHbIX OT 06beKTa (baina, nankm) K cydbbekTy (npoLecc, Nob3oBaTelb);

— OAMH OWT oTBOAMTCA ANA 3anNUCKM WAM yaaneHua (w WAM OBa), KOTopoe
pacCMaTpPMBAETCA KaK MOTOK AaHHbIX OT cybbekTa (mpouecc, nosb3oBaTesb) K 0OBbEKTY
(bann, nanka);

— OAMH BUT OTBOAMUTCA AN UCNONHEHUA (x UM OAMH), KOTOPOE pPaccMaTpMBaeTCa
KaK MpOLLeCcC 3arpyskm B OMepaTMBHYK MNamATb TeKCTa MNpPOrpammbl M cleoBaHue
MHCTPYKUMAM  GYHKUMIA NPOrpamMmbl, MOSTOMY KaxAblh CyObEKT noaydaeT AocTyn K
Karkaomy ob6bekTy, 6asnpysacb Ha KOMOUHALMN 3TUX OUTOB.

Hanpumep:

— rwx — ONpeaenseT npaBa Ha COBepLUeHWe BCex onepaumi (4teHue, 3anmchb U
BbINOJIHEHME);

— r-x —OnpeaensaeT NpaBa TONbKO Ha YTEHME U BbINOJHEHHUE;

— r—onpeaenseT NpaBo TO/IbKO Ha YTEHUE;

— --- —onpeaenaeT oTCcyTCTBME N0ObLIX NPaB AOCTyNa.
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Mpwn nonbITKe A0CTyna cybbeKkTa K 0ObeKTy pelleHne 0 NpeaocTaBeHnM A0CTyNa
AW OTKa3se B AoCTyne 6a3npyeTca Ha CaeayroLem airopuTme:

— ABNAETCA MM MAEHTMOMKATOP MNo/b3oBaTens (cybbekTa) paBHbIM Hyato. Ecaum
ABNAETCA, NPUHMMAETCA peLleHne O rapaHTMPOBaHUM N0OOro A0CTyNa Ha YTeHue/3anucs,
UrHopupysa OuTbl npas. [locTyn Ha BbINOJHEHME TaKXKe rapaHTMpyeTcs ANA 3Toro
naeHTMdMKaTopa cybbeKkTa, ecnm OUT UCMONHEHMA CTOUT XOTA Obl ANA KaKoro-Hubyab
cybbekTa. JanbHenwmne NnpoBepKM NPomM3BOANTLCA He ByayT;

— ecnn naeHTUOUKATOP  cybbeKkTa  A0CTyna  COBMafaeT C  YKa3aHHbIM
MaeHTUPMKATOpPOM BRagenbla obbekTa, a OuTbl paspelleHnit YCTaHOBAEHblI B
onpeaeneHHble 3HAYEHMA, peLleHne o AO0CTyne UAM OTKase B A0CTyne OyaeT NPMHATO B
COOTBETCTBMMU CO 3HAYEHUAMM OUTOB. [JanbHelwme NpoBeEPKM NPOU3BOANTLCA He ByayT;

— ecan naeHTMOUKaTop OA4HOM 13 rpynn cybbekTa gocTyna (nepsmuyHomn nam ntobon
Apyron) coBnagaer ¢ WMAEHTMOUKATOPOM Trpynnbl 0O6bEKTa JocTyna, a OuTbl npas
(pa3pelleHnit) ana rpynmnbl YCTaHOBAEHbLI B Kakoe-1Mb0 3HaYeHMe, pelleHmne o 40CTyne uan
OTKase B AocTyne byaeT NPUHATO B COOTBETCTBMM CO 3HadeHMAMKM HBUTOB. [danbHenwune
NPOBEPKM NPOM3BOANTLCA He DyayT,;

— ecnn naeHTndMKaTop cybbekTa AocTtyna nmMbo naeHTudumrkatTop ntobom n3 rpynmn,
B KOTOPOW COCTOUT CyOBEKT AOCTyNa, He COBMAZaeT CO 3HAa4YeHUsAMM aTpmbyToB BAaAe bl
M rpynnbl Ans o6beKTa A40CTyNna, OLLEHNBAOTCA 3HaYeHMA BUTOB NpaB A1 06beKTa cornacHo
KaTeropMm WHbIX nonb3oBatenen. Ecnu 6GuToBas Macka npaB AN KATEropum MHbIX
no/sib3oBaTesnie YCTaHOBNAEHA B Kakoe-nMbo 3HaYeHune, pelleHne o0 A0CTyne NPpMHUMAETCS
COrNaCHO YCTAHOB/NEHHbIM B HEM 3HayeHMAM W cyDObekTy npeaocTaBnaeTca AoCTyn K
0OBEKTY.

NMPUMEYAHUE. Ecnm HUMKakoe W3 OMUCaHHbIX YCAOBMM HE BbIMOJHEHO U
naoeHTUPUKaTop cybbekTa A40CTyna He paBeH O, NonbITKa A40CTyna 6aoKupyeTcs.

4.3.1.5. PacwmpeHHble aTprbyTbl U CNUCKN KOHTPOASA A0CTyNa

OC ABpopa noadep:KMBAeT PacCLIMPEHHbI MexaHu3am (aTpubyTbl) obbekToB, a
TaK¥Ke CMUCKN KOHTPOAS AOCTYNa B COOTBETCTBMM C TpeboBaHuamM cTaHaapTa POSIX ana ®C
EXT4. [daHHbIA MexaHM3M NO3BOMAET CUCTEME NpeaocTaBNAaTb Hanbonee TOHKO
CTPYKTYPUPYEMBIN AOCTYN CYOBEKTOB K OOBEKTAM.

K nepeyHto paclumMpeHHbIX aTPMOYTOB OTHOCATCA CaeaytoLine:

— A - (no atime updates) Bpemsa NOAy4YeHWs A0CTyna K ¢anny He byaet
0bHOBNATLCA, YTO 61ArONPUATHO NOBANAET Ha Npom3BoAMTENbHOCTL PC B C/1yHae CAMLWKOM
YacTbix 0bpaLleHuit K danny;

—a - (append only) B ®alal MOMHO TO/NbKO AOMWUCLIBATb, HO HE/b3A
yAanatb/nepemMmeHoBbiBaTb (yA0OHO Ans coobuweHuit o cobbitmax). Ecam  atpubyt
YCTAHOBNEH Ha Nanke, TO HaxoAAulMecA B Hem Galnbl HENb3A YAANATb, MOHO TO/IbKO
C03/aBaTb HOBblIE N MOANDULIMPOBATL CYLLECTBYHOLLME;

— ¢ - (compressed) A4PO NPOM3BOAUT NPO3PAYHOE CxKaTMe MHPopMaLmm dalina
Ha AUCKe, @ NPY A0CTyNe BO3BPALLAOTCA HECYKATbIE JaHHbIE;
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— D - (synchronous directory updates) nNpu moaAMPUKALMMU NaANKK
M3MEHEeHMA CMHXPOHHO 3aMMCbIBAOTCA Ha AMUCK;

—d - (no dump) WMFHOPMPOBATbL NPU CO3AaHNM PE3EPBHOM KOMUN NPOrPaMMON
dump;

— i - (immutable) OWT, 3anpewatoWmin nodble M3ameHeHns danna (yoanaTb,

NepenMmMeHoBbIBaTb M MOAMPUUMPOBATL). Ecnm aTtpmbyT ycTaHOBAEH Ha nanky, TO
HaxoZAaumeca B Hel Gpalaibl MOXKHO MOANPULMPOBATL, NPU 3TOM YAaNATb MW CO34aBaTh
HOBble Galbl HEBO3MOMKHO;

-3 - (data journalling) ecan PC CMOHTMpPOBAHA C MNapamMeTpamm
data=ordered WAM data=writeback, AaHHble daiia ¢ 3TUM aTPMOYTOM COXpaHAKOTCA
CHayana B *ypHan ®C, n nnwb 3atem B Pann. ATpnbyT yCTaHaBAMBAETCA M CHMMaETCA
TONbKO Cynepnonb30BaTeNeEM M He AeNCTBYeT MNpW MOHTMPOBAHMW C MNapaMeTpoMm
data=journal (T.K. B 3TOM C/y4yae AaHHble TaKKe COXPaHAKTCA CHa4yana B XKypHan w
aTpMOyYT He MMeeT CMbICNa);

— s - (secure deletion) NonHoe yaaneHue ¢anna (Mecto Ha AMCKe, rae oH
Haxo4MACA, 3aN0HAETCA HYNAMM);
— S - (synchronous updates) NpAMasa 3anMcb Ha AUCK H6e3 K3WMpoBaHMA

(obHOBNEHME B dailne NPoncxoaAmT Ha AMUCKE CUHXPOHHO ¢ MI1, M3MEHSIOWMM AaHHbIN
daiin);

— u - (undeletable) NpuyaaneHnn ¢anna c TaKMM aTpUBYTOM €ro CoAEPHKMMOE
COXPaHAETCA, YTO NO3BONAET YCMNEeWHO NCNONb30BaTb MHCTPYMEHTbI 414 BOCCTAHOBAEHMA
yaaneHHblx Gannos;

— T —ranka c TakKMM aTpMBYTOM CHUTAETCA PACNONOKEHHbBIM Ha BEPLUMHE MEPAPXNN
Nanku C Lebio MCNONb30BaHMA MeToaa pacnpeaeneHna 6aokos OpioBa;

— t — B KoHeL, daina c Takum aTpMbyToOM HEBO3MOMXKHO MNPUCOEANHNTL APYron dann
(tail-merging). Ha MOMeHT HanucaHus ext2 n ext3 He NoAAEP!KMBANM tail-merging
(He cynTas aKcnepUMeHTabHbIX NaTYen);

— E — VKasblBaeT Ha Hanmyme owunboK npm cxkatum danna. HeBO3MOXKHO
YCTaHOBUTb/CHATL C MOMOLLbIO chattr, MOXHO INWb MPOCMOTPETb KOMaHAOM 1sattr;

— e — YKa3bIBaeT, YTo palin UCnonb3lyeT AONOAHEHMA ANA pa3melleHna 610KOB Ha
Ancke. HeBO3MOMKHO YCTaHOBUTL/CHATL C MOMOLLbIO chattr, MOXKHO JNLLIb NPOCMOTPETb
KOMaHAOW lsattr;

— I —VYKa3blBaeT, YTo nNanka 6blna NPoOMHAEKCMPOBaAHA MNPW MCNONb30BAHUM htree.
HeBO3MOMHO YCTaHOBUTL/CHATbL C MOMOLLbIO chattr, MOMKHO /ML MNPOCMOTPETb
KOMaHAoM 1sattr;

— H — yKa3blBaeT, 4To $aln XpaHUT cBom 610KM B eanHmnuax ®C, a He B eAnMHMLAX
CEKTOPOB, 3TO O3Ha4yaeT, YTo dann mmeeT pasmep bonee 2TB (MM Koraa-To 3aHUMan).
HeBO3MOMHO YCTaHOBUTL/CHATL C MOMOLLBIO chattr, MOMKHO /ML MNPOCMOTPETb
KOMaHAoM 1sattr;
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— X — YKa3blBAET Ha Ha/IMYME BO3ZMOKHOCTM NOAYYNTb MPAMON HENOCPEACTBEHHbIN
[JOCTYyN K CxaTtomy dainy. HeBO3MOMKHO YCTAHOBUTL/CHATbL C MOMOLBIO chattr, MOXHO
Wb NPOCMOTPETb KOMAHAOM 1sattr;

— 7 — VYKa3blBaeT, YTo cCXaTblh ¢aln is dirty. Henb3a ycTaHOBUTb/CHATL C
NOMOLLbIO chattr, MOXHO NMLIb NPOCMOTPETb KOMAaHAOM 1lsattr.

MpocmoTp aTpmnbyTos ocyllecTBadeTca ¢ nomollbto MPBO 1saatr, a yCTaHOBKA MK
MmoanduKauma ocylwectsndetca ¢ nomoubto MPBO chattr. Mpn stom atpmbyTbl AaAa
00BbEKTa COXPAHATCA B MeTaAaHHbIX 06bekTa (i-node) ®C EXT4.

PaclwmpeHHble aTpnbyTbl ACL coaepKaT cneayroLlyo MHGopMaumio:

— MNpU3HaK (MeTKa) TMna 3Ha4YeHnA CNUCKa KOHTPOAA A0CTYNa;

— YTOYHAOLLEe 3HaYeHMe (YTOUYHAET NpeablayLUmii NPU3HaK);

— Habop npaB, KOTOpPbIM onpeaenaeT AUCKPEeLMOHHble npaBa Aas CybObekTa,
MCNONb3YyA CHa4yaNa NPU3HaK TUNa, a 3aTeM ero yTOYHAKLLEE 3HAYEHME.

CyLLeCTBYIOT CieytoLLMe NPU3HAKM:

— ACL_GROUP — onpefenaeT BO3MOXHOCTb AOCTyna Ana CybbekTa, y KOTOpOro
MAEHTMOUKATOP rPynnbl COBMAZAET CO 3HAYEHMEM, YKa3aHHbIM OAS TPynnbl B CNUCKe
KOHTPONA A0CTyNa 06beKTa B Ka4eCTBE YTOYHAIOLLErO 3HaYeHus;

— ACL_GROUP_OBJ— onpefenaeT BO3MOXKHOCTb A0CTyNa ANA CybbeKTa, y KOTOPOro
naeHTMOUKaTop rpynnbl (Man 16O N3 MAEHTUPUKATOPOB rPyNnbl CybbeKTa) coBnaaaeT co
3HaYeHMem naeHTMPUKaTopa rpynnbl 0OBLEKTA;

— ACL_MASK — onpefenseT MakCMMasbHO BO3MOXHOe 3HaveHne BUtos npas ana
rpynmnbl AW rpynmn;

— ACL_OTHER-—oOMpeAendeT npasa 4OCTyna AnAa CyObeKToB, KOTOpble He MOTYT ObITb
COOTHEeCeHbl C MtobbiM 3HaYeHMEM WAEHTUOUKATOPOB, YKa3aHHbIX B CMMUCKE KOHTPOAA
A0CTyna;

— ACL_USER-— onpejensaeTt npasa Ana cybbekTa, aeHTMOUKATOP KOTOPOro yKasaH
KaK YTOYHALLLEE 3HaYeHMe BNafeblia 0ObeKTa;

— ACL_USER OBJ — onpefenseTr npasa [OCTyna Ana 0bbekTa, naeHTUdMKaTop
KOTOPOro CoBMaZlaeT co 3Ha4YeHnem Bnagenbla obbeKTa.

YTouHAloWee 3HayeHWe — 3HayeHue, Tpebyemoe MpPM3HAKOM ACL GROUP U
ACL USER. OHO MOXeT coZepKaTb WMAEHTMOMKATOp MOAb30BaTena WAu rpynnbl, 414
KOTOPbIX OyAeT NPMHUMMATbCA PeLlleHne O NpeaoCcTaBNeHUM A0CTyna B COOTBETCTBMU C
HuTamm nNpas.

MpaBa AoOCTyna ANA CMMCKOB KOHTPOAA A0CTyna ACL — CYLWECTBYOT Kak OuUTbl
3HaYeHM NpaB, 03HAYaLWMX YTeHne (r), 3anucs/yaanexHme (w) UAK BbiNOAHEHME/MOUCK
(x).

OTHOLLEHMA, BO3HMKAIOLLME NPU NPUHATUN PELLEHWNI B MOMEHT CpaBHeHMs 6a30BbIX
npaB (BMTOBOM MacCKM) M pacClUMPEHHbIX MpaB (CMMUCKOB KOHTPOAS AO0CTyna), COCTOAT B
cneayouem:

— CMWCOK KOHTPONA AOCTyna ACL cyumTaeTca o06A3aTenbHbIM MAW MWHMMAAbHO
HeobxoaAMMbIM ANA TUNOB ACL USER OBJ, ACL GROUP OBJ W ACL OTHER;
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— TUNbI ACL GROUP MM ACL USER CYMTAIOTCA PACLUIMPEHHbBIMM M OLLEHMBAIOTCA MPU
HaIM4Ynm;

— MO YMOJIYaHMIO (eCNn He YKa3aHo MHOoe) TUN ACL USER OBJ, ACL GROUP OBJ U
ACL_OTHER MPMHMMALIOT 3Ha4YeHuA, coBnagatowme ¢ 6a3oBbim 3HaYeHnem BUTOBOM MaCKM
BAaAeNbLa M rpynnbl 0OBEKTa;

— €C/IM YKa3aHbl YTOYHAIOLLME 3HAYEeHUA 1A TUNOB ACL GROUP M ACL USER, KaK
MUHUMYM OAHO 3HA4yeHMe TMNa ACL MASK AO0/KHO ObITb YKa3aHO. MHaye TMN ACL MASK
TaKXKe cumTaeTca HeobA3aTelbHbIM, M €ro 3Ha4YeHne MOXKET BblTb He YKa3aHo.

[MpoBepKa pacliMpeHHbIX NpaB Npu onpeaeneHnn NonbITKM A0CTyna cybbekta K
0ODBEKTY, Ha KOTOPOM YCTAHOB/IEHbl pacliMpeHHble aTpmbyTbl ACL, npoucxoauT Mo
cnenyouwemy asiropuTmy:

1) EC/IU: mnaeHTMdUKaTop cybbekTa AoCTyna coBnagaeT ¢ MAeHTUOUKATOpPOM
BNafenbla obbekTa A4OCTYNa;

TOlrdA: oueHMBaOTCA 3HAYEHMA 3aNPOLLEHHbIX MPaB, YCTAaHOBMEHHbIX B 06beme A4
TMNa ACL_USER_OBJ, 1 CyDbEKT NoayyaeT AOCTYyN K 06beKTy B 06beme yKa3aHHbIX Npas;

UHAYE: noctyn 6n10KunpyeTcs;

2) ECNIN: npeHTudmKaTop cybbeKTa AoCTyna coBnafaeT C NoObIM yKa3aHHbIM
MOEHTUOMKATOPOM BraZenbla o6beKkTa AOCTYNa, YNTOMAHYTbIM ANA TUNa ACL USER;

TOTdA: oueHMBAKOTCA 3HAYEHMA 3aMNPOLLEHHbIX MPaB, YCTaHOB/AEHHble B 0bbeme
CHayana Ana TMna ACL USER, a 3aTem ANA TMNa ACL MASK, 1 cybbeKT noayyaeT AOCTyn K
00beKTY B 0Obeme yKa3aHHbIX NPas;

UHAYE: noctyn 6n10KunpyeTcs;

3) EC/ZIN: ocHOBHOM MK A06aBOYHbIN MAEHTUPUKATOP rpynnbl cybbeKkTa AOCTyna
coBnagaer c /t0ObIM  yKa3aHHbIM MAEHTUOMKATOPOM Trpynnbl 0OBEKTa A0CTyna,
YNOMAHYTbIM 1A TUMNA CHa4Yana ACL GROUP OBJ, a 3aTem ACL_GROUP;

TOlOA: oueHunBatoTca npasa 414 npusHaka tmna ACL_MASK,

N EC/IU: npaBa A0CTyNa coAep KaT 3anpoLleHHble 3Ha4YeHns ana Ntoboro 13 TMnos
ACL_GROUP_OBJ, ACL GROUP, ACL MASK;

TOlrOA: pocTyn npeanocTaBaseTca;

MHAYE: noctyn 6aoKknpyeTcs.

4.3.1.6. MexaHun3m pa3pelieHnin HabopoB BO3MOXKHOCTEN

OMUCAHUE: pans BbINONHEHMA NPOBEPKM MpaB A0CTyna CcybbekTbl A0CTyna
Pa3aensoT Ha ABe KaTeropuu: npusuaermpoBaHHblie (ID adpdekTMBHOro nonblosaTens
PaBeH HY/O, Kak Yy Cynepnosib3oBaTtensa), M HenpusunernposaHHblie (ID addexkTnBHOro
No/Ib30BaTENA HE PaBEH HY/HO).

CNUCOK PA3PELUEHMI: Bo3MOMKHOCTM, peann3oBaHHble B coctaBe OC ABpopa, a
TaKXe onepaunn av noBeaeHMe, paspeLlaemble AaHHbIMW BO3MOXHOCTAMM:

— CAP AUDIT CONTROL — MO3BO/IAET BK/OYATb WM BbIKNIOYATbL ayauT A4pPa,
M3MeHATb GUAbTPYLOWME NpaBKaa ayamTa, NoAyyYaTb COCTOAHME ayamTa U GUAbTPYOLLME
npaBuna;
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— CAP_AUDIT WRITE — NO3BOJIAET 3aNM1CbIBATb AaHHbIE B XXYPHAN ayauTa A4pa;

— CAP_BLOCK SUSPEND — MO3BOMAET MCMNO/Mb30BaTb BO3MOMHOCTM, CMNOCOBHbIE
NPEMBOANTL K OIOKMPOBAHMIO MPUOCTAHOBKM CUCTEMbI  (epoll (7) EPOLLWAKEUP,
/proc/sys/wake_lockﬁ

— CAP_CHOWN — MNO3BO/AET BbIMOAHATb MPOM3BO/IbHbIE M3MEHEHWA GaiIOBbIX UID U
GID;

— CAP DAC OVERRIDE — MO3BOAAET NMPOMyCKaTb MPOBEPKM A0CTyna K danny Ha
YyTeHMe, 3aNnCb M BbIMONHEHME;

— CAP_DAC READ SEARCH — NO3BO/AAET NPOMYCKaTb NPOBEPKM AOCTyNa K Gany Ha
yTeHMe M [A0CTyna K MNanke Ha YTEHWMEe WU BbINOJHEHME; BbI3bIBATb  QYHKLMIO
open_by_handle_atO;

— CAP FOWNER — NO3BONAET BbINOMHATb CAeaytolme AeUCTBUA:

® MponyckaTb MPOBEPKM A0CTyna ANs onepaumin, KoTopble 0OblYHO TpebytoT
cosnageHuns UID ®C npouecca u UID dainna (Hanpumep, chmod, utime), MCKAKOYaA
onepauun, oxsaTbiBaemble CAP DAC OVERRIDE M CAP DAC READ SEARCH;

® YCTaHaBAMBATb PaCLUMPEHHbIE aTPUOYTbl MPOM3BONbHbIX GalioB;

® yCTaHaBAMBATb CMUCKM KOHTPOoAA aocTyna (ACL) npon3BonbHbIX $halnos;

® ITHOPWPOBATbL 3aKpPenAAWMIA BUT Npn yaaneHun ¢anna;

e 33a0aBaTb O_NOATIME ana npon3BobHbIX $aiioB B open U fcntl;

— CAP_FSETID — MO3BO/JAET HE O4YMLLaTb OUTbl pexmma set-user-ID U set-
group-1ID NpN M3meHeHUn daiina, a TakKe yCTaHaBAMBaTb OUT set-group-ID Ha dann, y
KoToporo GID He coBnagaer ¢ 6utom OC nam nwobbimm  gononHutTenbHbiMu GID
BbI3bIBAOLLLErO NPOLLECCA;

— CAP_IPC LOCK — nossonset 6nokmposaTb namAats (mlock(2), mlockall(2),
mmap(2), shmctl(2));

— CAP_IPC OWNER — MO3BO/IAET HE BbINOMHATL MPOBEPKM AOCTYNA A1A ONepauun ¢
obbekTamun System V IPC;

— CAP_KILL — MO3BO/JIAET He BbIMOJHATb MPOBEPKM MpW OTNPaBKE CUrHANOB.
K J@aHHOM BO3MOXHOCTM OTHOCUTCS MCNONb30BaHMe ioctl (2) C onepaument KDSIGACCEPT;

— CAP_LEASE — N0O3BO/IAET YCTaHAB/MBATb apeHy Ha MPOU3BO/bHble dalbi;

— CAP_LINUX_IMMUTABLE —  no3Bonsetr  ycTaHaBaMBaTb  inode-dnaru
FS_APPEND_FLwu FS_IMMUTABLE_FL;

— CAP_MKNOD — MO3BO/AET CO343aBaTb CreumanbHble Gaibl C NOMOLLbIO mknod (2) ;

— CAP_NET ADMIN — NO3BO/AET BbINOHATL C/eytoLLne CeTeBble OnepaLmm:

® HACTPOMKa UHTepdelica;

e ynpasneHme |IP M3, TpaHchAaumMen aapecoB 1 BeAeHNEM YYETa;
® M3MeHeHMe TabanLbl MapLpyTM3aLnK;

® NpKnBA3Ka K NtoboMy agpecy ANA NPO3PaYHOro NPOKCUPOBAHMS;
® Ha3HaYeHMe TUNa CepBuCa;

® OYNCTKA CTAaTUCTMKM AparBepa;
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® BK/IIOYEHME PEXMMA 3aXBaTa (promiscuous),

® BK/IHOYEHME MHOroaApecHbIX PACCbIIOK (multicasting) ;

® ICNO/Ib30BaHNE setsockopt (2) ONA BKAKOYEHWA CleaytolMx NnapameTpos
COKeTa: SO DEBUG, SO MARK, SO PRIORITY (4NnA MpuopuTETOB BHe AmanasoHa 0-6),
SO _RCVBUFFORCE M SO SNDBUFFORCE;

— CAP NET BIND SERVICE — no3sosAeT NPWBA3bIBATb cokeT K
NPUBUNETMPOBAHHbBIM NOPTaM AoMeHa ceTn NHTepHeT (Homepa nopToB meHblle 1024);

— CAP NET RAW— NO3BOAAET BbINONHATL CAeAytoWwme AeNCTBUA:

® 1ICM0/1b30BaTb COKETbl RAW U PACKET;

® NPMBA3bIBATHCA K NIOOOMY aapecy A1A NPO3PaYHOro NPOKCMPOBAHMUS;

— CAP SETGID — NO3BOJIAET BbINOMHATL NPOM3BO/IbHbIE AencTBua ¢ GID npouecca
M CMMCKOM A0NoIHUTeNbHbIX GID, a TakKe nogaensiBatbh GID npu nepeaade BO3MOXKHOCTEN
coKeTa 4yepe3 gomeHHble cokeTbl UNIX; 3anucbiBaTb oToOpaxeHue [D rpynnbl B
NO/1b30BaTE/IbCKOE NPOCTPAHCTBO MMEH;

— CAP SETFCAP — NO3BOAAET Ha3HayaTb GalioBble BO3MOXKHOCTH, MPU STOM:

e ecit GaiNoBble BO3MOXHOCTM He MNOAAEPKMBAKOTCA: NPeaoCTaBaAATb U
OT3bIBaTb N1t0OOY0 BO3MOMKHOCTb B CMMCKE pa3pelleHHbIX BO3MOXHOCTEN Bbl3blBAOLLETO
nnu moboro gpyroro npouecca (gaHHoe ceoncteo CAP_SETPCAP HeaocCTynHO, ecav a4po
cobpaHo ¢ noaaep*KKom GpannoBbix Bo3amoxkHocTen, T.K. CAP_SETPCAP nmeeT NONHOCTbIO
NPYryto CEMaHTUKY Y TaKMX Aaep);

e ecnin  dalinoBble BO3MOXHOCTM noadepxkuBatoTca: a06aBnsatb  A0byto
BO3MOXHOCTb M3 OrpaHW4YMBaOWEro Habopa BbI3bIBAOWEN HUTKU B €€ Hacaedyembli
Habop; OT3bIBaTb BO3MOXHOCTU M3 OrpaHMymBatollero Habopa (c nomoulsto pretl(2) c
onepaunein PR_CAPBSET _DROP); nameHatb pnarun securebits;

— CAP SETUID — NO3BOJIAET BbINO/IHATL NPOU3BO/IbHblE AeincTena ¢ UID npouecca
(setuid(2), setreuid(2), setresuid(2), setfsuid(2)); nogaensviBatb UID npum
nepegavye BO3MOXHOCTEM COKeTa 4epe3 AO0MeHHble cokeTbl UNIX; 3anucbiBaTthb
oTobpakeHue ID noab3oBaTeENS B MO/1Ib30BATENbCKOE NMPOCTPAHCTBO MMEH;

— CAP SYS ADMIN NO3BOJIAET BbINOJHATL CNefytolime AeUCTBUA:

e pellaTb 3a4a4yM ynpasiaeHus cuctemon: quotactl(2), mount(2), umount(2),
swapon(2), swapoff(2), sethostname(2) n setdomainname(2);

® BbIMOJIHATb NPUBUIETMPOBAHHbIE onepaumn syslog(2) (a8 AaHHbIX onepauni
Heobxoammo ncnosbzosatb CAP_SYSLOG);

® BbINO/IHATL KOMaHay VM86 REQUEST IRQ vm86(2);

® BbINONHATL onepaumn IPC_SET n IPC_RMID Hag npom3BOAbHbIMKM 0ObeKTaMM
System V IPC;

® rMepesanuncolBaTb orpaHnyeHmna pecypca RLIMIT _NPROC;

® BbIMNO/IHATb ONEepaLum Haj paclumMpeHHbIMK aTpubytamum trusted m security;

e ycrnonb3oBaTh lookup dcookie(2);
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® ,ICNO/b30BaTh ioprio_set(2) AnA Ha3HaYeHWUs KNACCOB NAAHMPOBAHUA BBOAA-
BbiBOAa IOPRIO_CLASS RT mn IOPRIO_CLASS IDLE;
e noaaenviBatb PID npu nepegaye BO3IMOXNKHOCTEM COKeTa 4yepe3 AOMEHHble
cokeTbl UNIX;
® NpesBblWaTtb /proc/sys/fs/file-max, CUCTEMHOE OrpaHU4yeHne Ha
KONMYECTBO OTKPbITbIX GaiioB B CUCTEMHbIX BbI30BaX, OTKPbIBatOLWMX Galnbl (Hanpumep,
accept (2), execve(2), open(2), pipe(2) ),’
® 33/1eMCTBOBaTb GaarM CLONE *, cO3A4alolme HOBble MPOCTPAHCTBA MMEH C
NOMOLLBIO clone (2) Munshare (2) (419 CO34aHMA NONb30BATENBCKUX MPOCTPAHCTB MMEH
He TpebyeTcs HUKAKMX MHbIX BO3IMOMXKHOCTEN);
® BbI3bIBATb perf event open(2),
® M0/1ly4aTb AOCTYN K MHGOPMALMM O MPUBUAETMPOBAHHOM CODbITUM perf;
® Bbi3blBaTb setns (2), TpebyeTcA CAP SYS ADMIN B MPOCTPAHCTBE MMEH
Ha3HaYeHMsn;
® BbI3bIBATb fanotify init(2);
® BbI3bIBaTb bpf (2);
® BbIMO/HATb ONepaunn KEYCTL CHOWN M KEYCTL SETPERM B keyctl (2);
® BbINO/IHATb ONepaLmto MADV HWPOISON B madvise (2);
® 33/1eMCTBOBATb TIOCSTI B ioctl (2) ANA BCTAaBKM CMMBOIOB BO BXOAHYHO
oyepeab TeEpMUHANA, OTIMYHOIO OT YNPaBAAOLWErO TEPMUHANA, BbI3bIBAKOLLETO;
® 33/1eMCTBOBATb YCTAPEBLUNIM CUCTEMHbIN BbI30B nfsservctl (2);
® 33/71eMCTBOBATbH YCTAPEBLINIM CUCTEMHbIN BbI30B bdflush (2);
® BbIMO/IHATb Pa3/InYyHble MPUBUAETMPOBAHHbIE oONepauum ioctl (2) Hafg
6104HbIMU MY
® BbINO/IHATb Pa3/IMYHbIe MPUBUNETMPOBAHHbIE onepaunn ioctl (2) Hag PC;
® BbINO/HATb aAMMHUCTPATUBHbIE ONEepaLnn Haa Apansepammn MY;
— CAP_SYS BOOT — no3BonseT ncnonb3osaTb reboot(2) n kexec_load(2);
— CAP SYS CHROOT — MO3BOJIAET MCNONb30BaTb chroot (2);
— CAP_SYS MODULE — MO3BOJIAAET 3arpyaTb M BbIFPYXKaTb MOAYAN AAPA;
— CAP SYS NICE MO3BOJIAET BbINONHATb CAefytoLme AeUCTBUA:
® NOBbIWATb 3Ha4YEHME YCTYNYMBOCTM NpoLecta (nice(2), setpriority(2))
M N3MEHATb 3HAYEeHME YCTYNYMBOCTM Y MPOMU3BO/IbHbIX MPOLLECCOB;
® Ha3Ha4yaTb NOAUTUKM NAAHUPOBAHNA PEAIbHOTO BPEMEHM A4 BbI3bIBAOLLENO
npouecca, a TaKXKe MOAUTMKM NNAHMPOBAHMA M MPUOPUTETbI ANA MNPOU3BOJIbHbIX
npoueccos (sched setscheduler (2), sched setparam(2), shed setattr(2));
® BbIMNO/IHATb MPWBA3KY K 3N1EKTPOHHOW noanucu (3M) ans nNpPomn3BOJbHbIX
npoueccos (sched setaffinity(2));

® Ha3HayaTb KfacC nNAaHMPOBaHMA BBOJA-BbiBOAA W MNPUOPUTET  ANA
NPOMN3BO/IbHbIX MPOLLECCOB (ioprio set (2));
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® NMPpMMeHATbL mMmigrate_pages(2) K NPOM3BONAbHbIM Mpoueccam Ana  UX
nepemelLeHMA Ha NPON3BOJIbHbIE Y3/1bl;
® NPUMeEHATb move_pages(2) K Npon3BONbHbIM MNPOLECCaM;
e ycrnonb3osaTtb pnar MPOL_MF_MOVE_ALL B mbind(2) n move_pages (2);
— CAP_SYS PACCT — NO3BO/AET MCNOMb30BATb acct(2);
— CAP_SYS PTRACE — NO3BO/IAET BbINONHATL CAeAytoLLne AeCTBUA:
® TpaccupoBaTb /ItoHOM NpoLecc c nomoLllbto ptrace(2);
® NpMMeHATb get_robust_list(2) K NpoOM3BOIbHBLIM NPOLLECCAM;
® NepemellaTb AaHHble B/M3 MamATM MPOM3BOLHOIO MpoLEecca C NMOMOLLbO
process_vm_readv(2) n process_vm_writev(2);
® 13y4yaTb NpoLecchl ¢ nomoulbio kemp(2);
— CAP_SYS_RAWIO — no3BoAndAeT BbINOAHATbL CAeaytoume AenCTBUA:
® BbIMOJIHATL ONepauyMm BBOAa-BbiBoAa 13 nopTtoBs (iopl(2) nioperm(2));
e paspewaTb gocTyn K /proc/kcore;
® 334eMcTBOBATL onepaumto FIBMAP B ioctl(2);
e OTKpbIBaTb MY A5 AoCTyna K cneumanbHbiM peructpam x86 (MSR);
e 06HOBANATL /proc/sys/vm/mmap_min_addr;
® c03/aBaTb OTOOPaAXKEHMA NAaMATMU N0 aZpecam, MeHblle 3HaYeHWA, 3a4aHHOr0
B /proc/sys/vm/mmap_min_addr;
e oTObpaXkaTb pannbl B /proc/bus/pci;
® OTKpbIBaTL /dev/mem u /dev/kmem;
® BbIMNOJIHATb Pa3nyYHble KoMaHabl MY SCSI;
® BbIMOJIHATb onpeaenieHHble onepaumn ¢ MY hpsa(4) u cciss(4);
® BbINO/IHATb HEKOTOpPbIE CreuyManbHble onepaummn ¢ Apyrmmm yCTPOMCTBaMU;
— CAP_SYS RESOURCE — MO3BOJIAE€T BbIMONHATL CieAytolime AeNCTBUA:
® ICNONb30BaTh 3ape3epBMpPoBaHHOe npocTpaHcTBo PC ext2;
coBeplaTb BbI30BbI i0ctl(2), ynpasasatowme KypHaampoBaHmem ext3;
® MpeBbILLATb OrPaHNYEHNE ANCKOBOIO NPOCTPAHCTBA;
® yBE/IMYMBATbL OrPaHMYEHMA NO pecypcam;
® repesanncolBaTb orpaHndeHmne pecypca RLIMIT _NPROC;
® MPEBbILLATb MAaKCMMaNbHOE KONMYECTBO KOHCOEN NPU BblAENEHWNM KOHCONK;
® MPEBbILATb MAaKCKMMaIbHOE KOMYECTBO PACKAAA0K;
® 1CN0/b30BaTb bonee, yem 64 L npepbiBaHNA M3 4aCOB PeasibHOro BPEMEHM;
® Ha3HayaTb 3HadyeHMe msg_gbytes ouvepeam coobuieHnin System V 6onblie
orpaHuyenuns /proc/sys/kernel/msgmnb;
e MpeBbllaTh orpaHmMdeHue /proc/sys/fs/pipe-size-max npu HasHaveHUU
BMECTMMOCTM KaHajla C MoOMOLLbIo0 KomaHabl F_SETPIPE_SZy fentl(2);
e ycnonb3oBaTb F_SETPIPE_SZ ansa yBennyeHma BMECTUMOCTM KaHana bonblue,
Yem orpaHuyeHune, 3agasaemoe B /proc/sys/fs/pipe-max-size;
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e MpesbilaTh orpaHuyeHne /proc/sys/fs/magueue/queues _max npu co3gaHum
ovepeaein coobuleHnin POSIX; 3agencTsoBaTb onepayuto PR_SET MM B prctl(2);

e ycTaHaBnMBaTb /proc/PID/oom_score adj B 3HayeHMe MeHbluee, Yem
nocneaHee yCTaHOB/AEHHOe 3HayYeHume npoueccom ¢ nomoutbo CAP_SYS RESOURCE;

— CAP_SYS TIME—NO3BO/AET HACTPamMBaTb CUCTEMHbIE Yacbl (settimeofday (2),
stime (2), adjtimex (2)) W 4acbl peanbHOro BpemMeHu (annapaTtHblie);

— CAP_SYS TTY CONFIG — TMO3BO/IA€T  MCMO/Ab30BaTb  vhangup (2) 7
33/1eMCTBOBATb Pa3/INYHble NPUBMUNETMPOBAHHbIE ONepauUmn ioctl (2) C BUPTYaSbHbIMM
TEPMUHANAMMU;

— CAP_SYSLOG — NO3BOJIAET BbIMONHATb CAeAytolime AeNCTBUA:

® BbINO/HATb NPUBMUNErMPOBaAHHbIE onepauum syslog(2);
® NPOCMaTPMBaTL agpeca sapa, oTobpaskaemble B /proc n Apyrux nHtepdencax,
Koraa 3HadyeHue /proc/sys/kernel/kptr_restrict pasHo 1;

— CAP_WAKE_ALARM — vyctaHaBauBatb Tamepbl CLOCK REALTIME_ALARM n
CLOCK_BOOTTIME_ALARM npu npobyKaAeHNUM CUCTEMbI.

HABOPbl BO3MOMHOCTEM CYBbBEKTA: kawngaa HWTb UmeeT  Habopsl
BO3MOXXHOCTEN, coAepKallime HOoMb U/ unn bonee cneaytowmx BO3IMOKHOCTEN:

1) Pa3spelleHHble aeicTBuaA (Permitted). Permitted — OrpaHu4mMBatoWmMin Habop
3QPEKTUBHBLIX BO3MOXKHOCTEN, KOTOPbIMW Hadensetrca HWUTb. [laHHbIM Habop TakKwxke
OrpaHMYMBaAET CMNCOK BO3MOXKHOCTEM, KOTOPble MOTyT ObITb A00aBAEHbI B HAaC/1ieAyeMbii
Habop A4NA HUTK, HEe MMelOLLEel BO3MOXHOCTEN CAP SETPCAP B CBOeM 3OPeKTUBHOM
Habope. Ecan HUTbL cOpacbiBaeT BOIMOXKHOCTb B CBOEM pa3pelintesibHOM Habope, oHa He
CMOMET NONYy4YnTb ee 0OPaTHO (€CAM TONIbKO He BbIMOMHAETCA execve (2) ANA NPOrpPaMMbl
C set-user-ID-root WAW MNPOrpamma, y KOTOPOM COOTBETCTBYIOLIME BO3IMOXKHOCTM
danna NpeaocTaBAsOT 3TY BO3MOXKHOCTb);

2) Hacneanyemble aencTBma (Inheritable). Inheritable — HaboOp Hac/iedyeMbIX
BO3MOXHOCTEN, KOTOPble OCTAtOTCA TAaKOBbIMM MPU BbINOJHEHUN NOOOM NPOrpammbl M
COXPaAHATCA MpPU BbI30BE execve (2). Hacnemyemble BO3MOMKHOCTM A06aBasoTCA B
pa3pelmnTenbHbii Habop, ecnn BbIMONHAOWAACA NPOrpamma MMeeT COOTBETCTBYHLINE
YCTaHOBNEHHble 6UTbI B $aliI0BOM Hacneayemom Habope. Ecam BbINOHEHME NPOUCXOANT
He OT MMEHW Cynepnosb3oBaTeNd, HacieayemMble BOSMOXHOCTM HE COXPaHATCA nocae
execve (2), noatomy MI, KoTOpbiIM HEOBXOAMMO BbINOAHATL BCMNOMOraTe/bHbIE
NPOrpammbl C MOBbILEHHbIMM BO3MOXHOCTAMK, TpebyeTcs WMCMNOAb30BaTb Hapy»KHble
BO3MOYHOCTU (ambient capabilities);

3) d9bdbeKkTnBHbIE AencTBus (Effective). Effective — [JaHHbIM  Habop
BO3MOXXHOCTEN MCNONb3YeTCA AAPOM NPU BbINOSTHEHWM MPOBEPOK NPAB HUTU.

C nomMoUpblo capset (2) HUTb MOXKET M3MEHATb CBOM HabOPbl BO3IMOXKHOCTEMN.

®ann (MPBO) /proc/sys/kernel/cap last cap COAEPXKUT HYMCNOBOE 3HAYEHME
camol 60nblWOM BO3MOXKHOCTM, MOAJep:KMBaemon paboTarowmm SAPOM. ITO MOMKHO
MCNONb30BaTb A5 onpeaeneHna Hanbonblero 6GUTa, KOTOPbIN MOXKET BbiTb YCTaHOB/EH B
Habope BO3MOXHOCTEMN.
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®AMNOBLIE HABOPbl BO3MOXHOCTEWM: B8 OCABpopa cBA3b Habopos
BO3MOXHOCTEM C MCNONHAEMbIM GalNoOM NOAAEPMKMBAETCA C MOMOLLbD setcap (8).
Habopbl BO3MOXKHOCTEN dainna XpaHATCA B pacluMpeHHOM aTpubyTe, A5 3anMcK B KOTOPbIM
TpebyeTtca Bo3MOKHOCTb CAP_SETFCAP. Habopbl $annoBbix BO3MOXHOCTEM BMeECTe C
Habopamn BO3MOXHOCTEM HUTM onpeaenatoT Habopbl BO3MOMKHOCTEM HUTW MoOCae
BbIMO/IHEHMA execve (2) .

CyuiecTBytoT cieaytolme dpananosble HAOOPbI BOSMOXKHOCTEN:

— permitted (paHee Ha3blBaBLIMACA forced) — BO3MOMHOCTM aBTOMATUYECKM
pa3peLlaTCa HATU HE3AaBMCUMMO OT ee yHac/1ie[loBaHHbIX BO3MOKHOCTEN;

— inheritable (paHee Ha3bIBaBLIMNCA allowed) — Habop obbeanHaetca (AND) ¢
yHacnenoBaHHbIM  Habopom  HWUTKU, 4TODbl ONpPeaennTb, KaKkMe YHac/ledoBaHHbIE
BO3MOXHOCTM ByAyT BK/IOYEHDBI B €€ pa3pelLnTenbHbIi Habop nocne execve (2);

— effective — B AeNCTBUTENLHOCTM NPeACTaBAAET cOOOM He Habop, a OAMHOYHbIN
O6UT. Ecnm BUT BKAKOYEH, TO NPU BbI3OBE execve (2) BCE HOBbIE Pa3peLLeHHbIe BO3MOKHOCTH
HUTW ByayT TakKe aobasneHbl B 3GPeKTUBHLIN Habop. Ecnm BUT BbIKAOYEH, TO nocie
execve (2) HM OZlHA M3 HOBbIX Pa3peLLeHHbIX BO3MOXKHOCTeM He byaeT AobaBeHa B HOBbIN
3pPeKTMBHbIN HaboP.

BkatoueHne appekTMBHOrO GpannoBoro bmuta nogpasymeBaeT, 4To Ntobaa pannosan
pa3pelwnTenibHas WAM  Hacneayemasa BO3MOXHOCTb, MO3BOMAKOWAA HUTM  MNOAYYUTb
COOTBETCTBYHOLLYIO Pa3peLllnTe/ibHY0 BO3MOXKHOCTb NPU execve (2), TaKXKe NOAYYNUT ee B
apPpeKkTMBHOM Habope.

[MoaToMy ecanm npu  HasHaYeHWM BO3MOXKHOCTEM  dalny  (setcap (8),
cap_set file(3), cap set f£d(3)) yKa3aTb addeKT1BHbIN Gar Kak BKAKOYEHHbI ANA
Nto60M BO3MOXKHOCTU, 3PPEKTUBHBIA dar AOMKEH TakKe OblTb YKa3aH BKAOYEHHbIM ANA
BCEX  OCTa/IbHbIX  BO3MOXHOCTEM, AN  KOTOPbIX  BK/AOYEH  COOTBETCTBYHOLIMIM
paspeLlnTenbHbI "MbOo Hacneayemblin dnaru.

Mpeobpa3oBaHMe BO3IMOXKHOCTEN NpK execve().

Mpn execve (2) PBO BbIMMCAAIOT HOBble BO3MOMKHOCTM CybbekTa [A0CTyna
(npouecca) no cneayoulemy anropuTmy:

P' (ambient) = (npuBujermpoBaHHeM OGamnyn) ? 0 : P(ambient)

P' (permitted) = (P(inheritable) & F(inheritable)) |

(F(permitted) & cap bset) | P'(ambient)

P' (effective) = F(effective) ? P' (permitted) : P' (ambient)

P' (inheritable) = P(inheritable) [T. e., He usMeHdeTCH],
rae:

— P — 3Ha4yeHKne Habopa BO3MOXKHOCTEM HUTK 10 execve (2);

— P' —3HayeHMe Habopa BO3MOXKHOCTEN Nocae execve (2);

— F— pannosbit HAbop BO3MOXKHOCTEN;

— cap_bset — 3HayeHue orpaHmn4mnBatoLLLero Habopa BO3MOXHOCTEN;

— NPUBUNETMPOBAHHbLIN aln — daina, MMELWM BO3MOXKHOCTL, MO0 AN Hero
y@TaHOBﬂeH6MTset—user—ID NWIN set—-group—-1ID
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BO3MOXHOCTU WU BbINOJIHEHUE NPOrPAMMDbI CYMEPMNOJIb3OBATE/IEM: AanA
nNpeaocTaBAeHMA MoaHOro Habopa BO3MOXHOCTEM Cynepnosb30BaTENtO B execve (2)
HeobXx0AMMO BbINONHEHWNE CNEAYIOLMX NPABU:

— eC/I1 BbINOJIHAETCA MPOrpamMma C YCTaHOBJEHHbIM BUTOM set-user-ID-root
mnn ID  peanbHOro nNoO/Ab30BATENS MpOLECCAa pPaBeH HyAw (Cynepnonb3oBaTesb),
NPeaocTaBNATCA NOAHble dannoBble W Hacneayemble Habopbl BO3MOXKHOCTEN (T.e.
pa3peLleHbl BCE BO3MOXKHOCTH);

— eC/I1 BbINOMHAETCA NporpaMma C YCTaHOBAEHHbIM BUTOM set-user-ID-root,
3 PEeKTUBHbIN GannoBbI OUT paBeH eanHuLe (YCTaHOBAEH).

Pe3ynbTaT  yKa3aHHbIX  MNpaBui, 0ObEAMHEHHbIX € NpeobpasoBaHUAMM
BO3MOXHOCTENM, CAeAyOWMA: Koraa NPoUecc BbINOMHAET execve (2) ANA NPOrPaMmbl C
6UTOM set-user-ID-root WMAM Koraa npouecc ¢ 3¢pdekTnBHbIM UID HONb BbIMOAHAET
execve (2), OH MOMAy4YaeT BCE BO3MOXHOCTU W3 pa3pewnTesibHoro M 3GdGEeKTUBHOTO
HabopoOB, 33 WCKAOYEHMEM TeX, KOTOpble OTMEHEeHbl OrpaHMYMBalOLIMM Habopom
BO3MOXHOCTEN. ITO NpeaoCTaBAAET CEMAHTUKY, COBNAAAtoLLYt0 C OObIYHbIMM CUCTEMAMM
UNIX.

OrPAHUYUBAIOWMA HABOP BO3MOMHOCTEW: orpaHuumsatowmit  Habop
BO3MOXHOCTEM — MexaHM3M 6e30MaCcHOCTU, KOTOPbIM MOXHO WMCNONb30BaTb A1
OrpaHMYeHMA BO3MOXHOCTEN, AOCTYMHbIX NPU execve (2), CAeAyOWMM 06pa3om:

— NpU execve (2) OrpaHMYMBaOLLMN HaOOP BO3MOXKHOCTEM cknaapiBaeTcsa (AND) ¢
$annoBbIM paspelnTenbHbiM Habopom BO3MOXKHOCTEN, M pPe3yabTaT 3TOM onepaumm
Ha3Ha4YyaeTca pas3pewnTenbHoMy Habopy BO3MOMHOCTEM HUTKM. Takum obpasom,
OrpaHu4YmMBalOWMN Habop BO3MOXKHOCTEM OrpaHWUYMBaET paspelleHHble BO3MOXKHOCTY,
KOTOpble MOXeT NPeAoCTaBMTb MCNOAHAEMbIA ainn;

— OrpaHMyMBalOWMN Habop BO3MOXKHOCTEM npeacTaBnseT cobon nepedyeHs,
KOTOPbIM HUTb MOXKeT A06aBUTb B CBOM HacneayemMblil HAbop C MOMOLLBIO capset (2). ITO
03HaAYaeT, YTo, eC/IM BO3MOXKHOCTb OTCYTCTBYET B OrPaHUUYMBalOLLEM HAabope, HUTb HE MOXKET
n06aBNTb 3Ty BO3MOMKHOCTb B CBOM HacneayemMbli Habop, Jaske ec/iv OHa NPUCYTCTBYET B
paspelmnTeNbHOM Habope, cneaoBaTeNbHO, HE MOMKET COXPaHUTb AaHHYI BO3MOXHOCTb B
pa3pelnTenbHblM Habop Npu BbI30BE execve (2) ANA Galia, MMEKLLEro BO3SMOXHOCTb B
CcBOEeM HacneayemMom Habope.

OrpaHuunBatoLLLMin HAOOP CKpbIBaeT GalNoBble pa3peLlnTenbHble BO3MOXHOCTH, HO
He Hacneayemble BO3MOXHOCTM. ECAM HWUTb MMeeT B CBOEM HacneayeMom Habope
BO3MOHOCTb, KOTOpas OTCYTCTBYeT B OrpaHW4YMBatolleM Habope, HUTb MO-NpexHemy
obnagaeT 3TOM BO3MOMXKHOCTbIO B CBOEM pa3pelintesibHOM Habope npu BbIMOAHEHUM
dalina, MmetoLLero BO3MOXKHOCTbL B CBOEM HacieayeMom Habope.

ToNbKO NPOLLECC OAMH MOXKET 3a4aBaTb BO3MOXHOCTU B OrpaHunymMBatolem Habope
BO3MOKHOCTEM, MOMMMO 3TOrO Cynepnoab30BaTe b (TOYHee, NPOrpamMmbl C BOIMOXKHOCTbIO
CAP SYS MODULE) MOTYT NLWb YA3NATb BO3MOXHOCTM M3 Habopa.

OrpaHuumnBaolWMin Habop Hacneayetcs nNpu fork(2) OT HUTM poauTens u
coxpaHaeTca Npu execve(2).
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HnTb MOMeT yaanaATb BO3MOMKHOCTM M3 CBOEro OrpaHuymBatollero Habopa ¢
MOMOLLbIO BbI30Ba prctl (2) conepaumen PR_CAPBSET DROP MPW HANMYMM BO3MOXKHOCTH
CAP SETPCAP.

[Mocne yaaneHuUa BO3MOMXKHOCTW M3 OrpaHUYMBaroLLero Habopa BOCCTAaHOBUTL ee
HEBO3MOXHO. HUTb MOXKeT onpeaennTb Ha/inyme BO3MOXKHOCTM B CBOEM OrPaHNYNBAOLLEM
Habope C NOMOLLbIO BbI30BA prctl (2) € onepauven PR CAPBSET READ.

YnaneHne BO3MOXHOCTEN M3 OrpaHUYMBatOLLErO Habopa AOCTYMHO, TONbKO €Cau
A4p0 cobpaHo c NoaAep*KKoM GanN0BbIX BO3MOXKHOCTEN.

[na coxpaHeHMA MPUBbLIYHOM CEMAHTUKM MPU Nepexode OT HYyNA K HeHy/NeBbIM
nonb3oBatenbCkmm ID OBO  ocywecTBaAlT  caedyolme  U3MeEHeHMsa  Habopos
BO3MOHOCTEN HUTU NPU UBMEHEHUWN Y HUTK PeanbHoro, addeKTMBHOro, coxpaHeHHoro |D
n nonb3oBaTenbckoro ID OC (c NnoMolblo setuid (2), setresuid(2) MAKM NOAOCOHbLIX):

— eC/n paHee peanbHbi, 3PPEKTUBHbLIA UAM COXPAHEHHbI NOAb30BaTENLCKMIA |D
He Obln paBeH HyI U B pe3ynbTaTe nameHeHma UID Bce atm ID nonyymnm HeHynesoe
3Ha4yeHWe, TO BCE BO3MOXHOCTU YAANAKTCA M3 PaspelmnTensHoro n 3pPeKTUBHOro
HaboposB;

— ecnn 3PPeKTMBHbIN NONb30BaATENLCKNI ID M3MEHAETCA C HY/IEBOrO Ha HEHYEBOE
3HayeHMe, TO BCe BO3MOMKHOCTM yAaNsatoTca U3 apPeKTMBHOro Habopa;

— ecnn 3ddEeKTMBHbIM NONb30BaTENbCKMIA |ID M3MEHAETCA C HEHY/1IEBOTO 3HAYeHMA
Ha O, TO pa3peLLmnTenbHbI Habop KonupyeTca B 3PPEeKTMBHbIN Habop;

— ecnun nonb3osaTenbcknit ID ®C M3MeHAETCA C HYNEeBOrO Ha HEHY/1IEBOE 3HAYEHME,
TO ©3 30PeKkTMBHOro Habopa yAanAwTCcA Cheaylolime BO3MOMHOCTU: CAP CHOWN,
CAP DAC OVERRIDE, CAP DAC READ SEARCH, CAP FOWNER, CAP FSETID,
CAP LINUX IMMUTABLE, CAP_ MAC OVERRIDE M CAP MKNOD. Ecnu nonb3oBatensckuin ID
®C n3meHAeTCA C HeHyNeBOro 3HaveHuA Ha 0, To 1toHan M3 BO3MOKHOCTEM, BKAOYEHHbIX B
paspeLnTebHbIM Habop, BKAtoYaeTca B 3pPpekTMBHOM Habope.

Ecnm HUTL, Yy KOTOpPOM oanH nnmn 6onee nonb3osatensckux |ID paBeH O, cTpemunTca
npeaoTBpaTUTb  yAaseHWe  paspellnTeNibHbIX  BO3MOXHOCTEM nNpu  cbpoce  Bcex
N0/ab30BaTENbCKMUX ID B HEHYNEBbIE 3HAYEHMA, OHA MOXET MCMNONb30BaTb BbI3OB prctl (2)
C onepaumei PR _SET KEEPCAPS WAu ¢narom 6e3onacHoCcT SECBIT KEEP CAPS,
ONMCaHHbIM Aanee.

HnTb MOXeT noay4aTb M M3MEHATb CBOM Habopbl BO3MOMKHOCTEM C MOMOLLBHO
CMCTEMHbIX BbI30OBOB capget (2) W capset (2). OAQHaKO 414 3TOM Lenn npeanovtuTenbHee
MCMNONb30BaTb cap get proc(3) Wcap set proc(3) U3 MaKeTa libcap.

Mpn n3meHeHMn HabopoB HUTU NPUMEHSIOTCA Cneaytollme npasma:

— €C/NN  BbI3bIBAOWMIA HE UWMeeT BO3MOXHOCTM CAP SETPCAP, TO HOBbIM
Hacneayembin Habop Ao/mKeH OblTb NoAHAOOPOM  KOMOMHAUMW  CYLLLECTBYHOLLENO
Hac/neyemoro 1 paspeLwnTeslbHoro Habopos;

— HOBbIM Hacneayembln Habop [0/KeH ObiTb nogHabopom KoMbBUHaLMK
CYLLECTBYHOLLErO HAaCNeayeMOro M OrpaHMymnBatoLLero Habopos;
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— HOBbIM pa3pelumnTenbHbii Habop AomKeH OblTb NOAHAOOPOM CyLLECTBYHOLLENO
paspewnTenbHoro  Habopa (T.e. HEBO3MOXHO  MpuMobpecTn  paspelnTesibHble
BO3MOHOCTM, KOTOPbIX HUTb HE MMEET);

— HOBbIM  3PEKTUBHbIN  Habop  gomkeH ObiTb  NoAHabopom  HOBOTO
paspelmnTenbHOro Habopa.

®JIAM' SECUREBITS: OPTAHU3AUUA UCKNHOYUTE/IBHO OKPYXKEHUA

B OC ABpopa peanm3oBaH Habop $pnaroB securebits (414 KaXKA0M HATK), KOTOPbIN
MOMHO MCMO/1b30BaTb A8 OTKAOYEHWUA CheunanbHbIX AeNCTBUIM Bo3MOXHOCTen ana UID
Ho/b (cynepnonb3oBaTenb). K aTum dnaram oTHOCATCA:

— SECBIT KEEP CAPS — MO3BOJIA€T HUTWK, y KOTOpOW oanH n bonee UID paseH
HY/1t0, COXPaHWUTb CBOM BO3MOXKHOCTM Npun n3ameHeHunu scex ee UID Ha HEHyNeBble 3HAYEHMS.
Ecnn dnar He ycTaHoBANEH, n3meHeHne UID npuBeaeT K yTpaTe HUTbHO BCEX BO3MOXKHOCTEN.
NaHHbin  dnar Bceraa cbpacbiBaeTca Npu execve (2) (M npemoctaBaser Te Ke
BO3MOHOCTM, YTO M CTapbIi BbI3OB prctl(2) C onepaunen PR _SET KEEPCAPS);

— SECBIT NO SETUID FIXUP — He MO03BOAAET A4pYy W3MEHWTb Habopbl
BO3MOXKHOCTEM Npu nameHeHnn apdpektmaHoro UID n UID ®C ¢ HyneBOro Ha HeHyneBoe
3HaYeHue;

— SECBIT NOROOT — B C/y4Yae YCTaHOBKM AaHHOro ¢nara AApo He npeaocTaBaseT
BO3MOHOCTM MPU WUCMONHEHUN MPOrPaMMbl, MMeKLWen BUT set-user-ID-root, WK
Koraa npouecc ¢ 3ddeKTUBHbIM MAK peanbHbiM UID, paBHbIM HY/tO, BbI3bIBAET execve (2);

— SECBIT NO CAP AMBIENT RAISE — 3anpeljaerT MOBblEHNE  HAPYXKHbIX
BO3MOHOCTEWN NOCPEACTBOM prctl (2) C onepaunen PR CAP AMBIENT RAISE.

KaXablil 3 nepeyncieHHbix Bbile Ha30BbIX $aroB MMeeT OAMH U3 CAeayroLWmX
HUKe O0NONAHUTENbHbIX GNaroB 6/10KMPOBKM, YCTaHOBKA 1t0OOro M3 KOTOPbIX ABAAETCA
HeobpaTMMOM 1 3anpellaeT Aa/ibHeNLLNE UBMEHEHWNSA COOTBETCTBYOLLEro 6asosoro paara.

®narn 61OKNPOBKU:

— SECBIT_KEEP_CAPS_LOCKED;

— SECBIT_NO_SETUID_FIXUP_LOCKED;

— SECBIT_NOROOT_LOCKED;

— SECBIT_NO_CAP_AMBIENT_RAISE.

®narn securebits MOXHO M3MEHATbL M MNOYYaTb C MOMOLLbIO BbI30Ba prctl (2) C
onepaumAmMn PR _SET SECUREBITS W PR GET SECUREBITS. [na u3meHeHua ¢naros
TpebyeTca BOSMOXKHOCTb CAP SETPCAP.

®narn securebits HacaeaytOTCA AOYEPHUMM npoueccamu. MNpu execve (2) BCe
dnarn  coxpaHAlTCA, 33 WCKAOYEeHMeM SECBIT KEEP CAPS, KOTOPbIM  BCersa
cbpacbiBaeTcA.

MIT MOXeT MCnoNb30BaTb CAeAYHLUMA BbI30B AN COOCTBEHHOM O/IOKMPOBKU U
NOMELLEHMA BCEX CBOMX MOTOMKOB B OKPYMKEHWE, IAe MMEETCA TONbKO MepBbli cnocob
nobaBneHns npaB — 3aNyck MNPOrpaMmbl CO CBA3aHHbIMKM C  Hel aroBbIMM
BO3MOXHOCTAMM:
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prctl (PR_SET SECUREBITS,
SECBIT KEEP CAPS LOCKED |

SECBIT NO SETUID FIXUP |

SECBIT NO SETUID FIXUP LOCKED |
SECBIT NOROOT |

SECBIT NOROOT LOCKED) ;

4.3.1.7. ®penmBopk Linux Security Modules

[1ONONHNTENIBHO A/1A KaCTOMM3aUMKM M YyTOYHEHMA npumeHaembix [1P[ moxkeTt
MCNonb3oBaTbhca GpenmmBopK Linux Security Modules, KOTopbI fABAAETCA YacTblo A4pa U
NO3BONIAET PEMMCTPUPOBATL NPOLLEAYPbI, KOTOPbIE BYAYT BbINONHATLCA B C/ly4ae YCNeLwHoro
3aBeplleHnsa CTaHAaPTHOM npoueaypbl MNPOBEPKM AMCKPELMOHHOrO AO0CTyna nepeq,
npeaocTaBneHnem GakTMYeCcKoro AoCTyna K 0O bekTy.

Mocpeactsom Linux Security Modules B aape OC ABpopa NOAK/IOYEH MOAYb
6e30MacHOCTN diehard, KOTOPbIN He NO3BOIAET HEMPUBMIETMPOBAHHOMY MO/1b30BATEIO
npepBaTb BbIMOJIHEHME MpOLEecca, 3anyWeHHOro OT ero e MmeHu. Nonb3oBaTeNbCKMI
NPOLECcC, He UMEKLWNI BblAENEHHON Tpynnbl 777, HE MOXET NocnaTb CUrHaA NpoLeccy,
MMelLEeMy Takyto Tpynny, Aaxe ec/n Mpouecchbl BbINOJHAKTCA C oauMHakoBbim EUID.
VICKNtoueHnem ABNAIOTCA MNPOLLECChl, MMetoWwme capability CAP KILL — Ha HUX He
PACMNPOCTPaAHAIOTCA OrpaHMYEHMA, HaKNadblBaeMble MOaynem diehard.

3aro/IoBoYHbIN ~ dann  include/linux/security.h  COAEPXKUT  OMNMUCaHME
CTPYKTYpbl security ops, NpeAcTaBaatowen cobon CAMCOK 3apaHee onpefeneHHbIX U
NOKYMEHTUpPOBaHHbIX callback-pyHKUMIN, KOTOpble AOCTYNHbI Moayato He3onacHoCcTn ANA
BbIMO/IHEHMA NPOBEPOK. [10 YyMONYaHMIO AaHHble QYHKLMKM B OCHOBHOM BO3BpallatoT O,
pa3pewaa nobble aenctena. OAHAKO HEKOTOPble MCMOb3yOT MoAyAb He30macHOCTM
POSIX. B paHHOM cTpyKType cneundumyeckmn ana OC ABpopa Moaynb diehard
3aperncTpmpoBaH cneayroumm obpasom:

#ifdef CONFIG SECURITY DIEHARD

extern int diehard task kill(struct task struct *p, struct siginfo
*info,
int sig, u32 secid);

#else /* !CONFIG_SECURITY DIEHARD */

static inline int diehard task kill (struct task struct *p,
struct siginfo *info, int sig, u32 secid)

{

return 0;

}

#endif /* !CONFIG SECURITY DIEHARD */

McxoaHbin TekeT moayna diehard (dain security/diehard/diehard-Ism.c):

#define DIE HARD GROUP 777
static const int zero = 0, one = 1;
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static int enabled = 0;

int
diehard task kill (struct task struct *p, struct siginfo *info, int
sig,

u32 secid)
{
const struct cred *cred current cred();
const struct cred *tcred =  task cred(p):;

if (!enabled)
return O;

if (ns_capable(tcred->user ns, CAP KILL))
return 0; /* Privileged process are not affected by us */

if (!gid eqg(cred->gid, DIE HARD GROUP) &&
!gid eg(cred->egid, DIE HARD GROUP) &&
!gid eg(cred->sgid, DIE HARD GROUP) &&
groups_search (tcred->group info, DIE HARD GROUP) &&
!groups_search (cred->group info, DIE HARD GROUP))
return -EACCES;

return 0;

}

#ifndef CONFIG SECURITY DIEHARD STACKED

static struct security operations diehard ops = ({
.name = "diehard",
.task kill = diehard task kill,

i

#endif /* CONFIG_SECURITY DIEHARD STACKED */

#ifdef CONFIG SYSCTL

struct ctl path diehard sysctl path[] = {
{ .procname = "kernel", 1},

{ .procname = "diehard", 1},

{ }

i

static struct ctl table diehard sysctl table[] = {
{

.procname = "enabled",

.data = &enabled,

.maxlen = gsizeof (int),

.mode = 0644,

.proc_handler = proc dointvec minmax,

.extral (void *) &zero,




110
AIAMI.10034-02 91 01

.extra? = (void *) &one,

I
#endif /* CONFIG_SYSCTL */

static  init int
diehard init (void)
{
#ifndef CONFIG SECURITY DIEHARD STACKED
if (!security module enable (&diehard ops))
return 0;
#endif /* CONFIG_SECURITY DIEHARD STACKED */

printk (KERN INFO "DieHard: starting.\n");

#ifndef CONFIG SECURITY DIEHARD STACKED

if (register security(&diehard ops))

panic ("DieHard: kernel registration failed.\n");
#endif /* CONFIG SECURITY DIEHARD STACKED */

#ifdef CONFIG SYSCTL

if (!register sysctl paths(diehard sysctl path, diehard sysctl table))
panic ("DieHard: sysctl registration failed.\n");

#endif /* CONFIG SYSCTL */

return O;

}

security initcall (diehard init);

MpMepom  UCMOMb30BAHUA  OMUCAHHOTO  MEeXaHM3Ma  MOXKEeT  CAYXWUTb
HeobxoAMMOCTb obecrneynTb HEeBO3MOMKHOCTb HEemNpPUBMAETMPOBAHHOMO M0/1b30BaTENS
NpepBaTb BbINO/IHEHME aHTUBUPYCHOTO CPeACTBa.

4.3.2. Ponesaa moaens ynpaBaeHUs NoAUTUKamm 6€30nacHoOCTM

BHUMAHUE! ameHeHMA HacTpoeK B MyHKTe meHto «[ToNUTMKKM Be30nacHOCTM»
NPUMEHAIOTCA KO BCEM YYETHbIM 3aNNCAM POoaen, co3aaHHbIM Ha MY.

[Ona onpeaeneHna  BO3MOXHOCTEM  Y4YEeTHOM 3anMCKM  MOJSb30BaTenAa Mo
MCNONb30BaAHMIO pecypcoB N GYHKUMOHANbHbIX BO3MOXHOcTen OC ABpopa nNpuMeHaeTca
poneBas MoAenb, Ha OOLLECMCTEMHOM YPOBHE MO3BOMANOWLAA aAMMHUCTPATOPY 3a4aTb
OrpaHnYeHmsa Ha Mcnob3oBaHMe PyHKLUMOHaNa OC nocpeaCTBOM MNONUTMK H&30MaCHOCTU.

NMPUMEYAHUE. HacTponKa ynpaBieHMA AOCTYNOM, @ TaKXKe M3MEHeHMe AaHHOM
HACTPOMKM AOCTYMHbI TONIBKO agMUHUCTPATOPY Anbo yepe3s MDM-cuctemy.

[na nepexofa K HaCTpPOMKaM MOAMTMK Be3onacHOCTM HeobXoAMMO BbIMOAHUTL
cneayolme AencTBmA:
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— OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KacaHMemM 3Hauyka @ Ha JKpaHe
NPUNOXKEHUM (cm. PucyHok 1);

— KOCHYTbCA MYyHKTa MeHto «[ToanTukn 6He30nacHoCTU» 63 B rnoapasaene
«be3sonacHoCTb» B pe3y/bTaTe OTOOPa3nTCA OAHOMMEHHaA CTpaHMLUA YynpaB/AeHKs
noAnTUKamm 6eszonacHocTn (PncyHoK 136).

Ha cTpaHnue «Moamtrukmn 6esonacHOCTM» AOCTYMHbI cAeayoume 4eUcTBUA:

— ObICTPbIA MOUCK NOAUTMKM HE30MNacHOCTM C MOMOLLbIO BBOAA NMepBbIXx OYKB ee
Ha3BaHWA B noJsie «[TonCK»;

— BK/IIOYEHME M BbIK/IOYEHME  BHEWHero WHTepdenca MY  KacaHuem
nepekatovaTena cnpasa OT BbIDPaHHOW NOAUTUKM.

NMPUMEYAHUE. Mpn akTMBaUMM NepekatodaTeNb HAYHET CBETUTLCA ApYe, Yem B
COCTOSIHUM MO YMONYAHMIO (HEAKTUBHOM);

— ONIOKMpPOBKA M pPa3bNOKMPOBKA BO3MOMHOCTM WCMOJIb30BAHMA MNPOrpaMm U
M3MEHEHMA HACTPOEK BHELHWX MHTepderncoB MY KacaHMeM COOTBETCTBYHOLLENO 3HAYKa
CNneBa oT BbIOPaHHOW MONUTUKN MO0 KacaHMeM MoAs, B KOTOPOM PACcNONOXKeHa BblIOpaHHasA
NONTUKA.

NMPUMEYAHUA:

~
v/ 3HavoK (3 yKasbiBaeT Ha TO, YTO NMOAUTUKA Pa3bNOKMPOBaHa (AOCTYMHa), 3HAYOK

(&)

(J yKa3blBaeT Ha TO, YTO NOAUTMKA 3aDN0KMpPOBaHa (HeAOCTyNHa);

v' Mpun 6nokuposke MIM: «Bpaysep», «Kamepa», «CoobweHuna», «TenedoH»
cooTBeTcTBeHHble MI1 nponaaatoT ¢ SKpaHa NPUAOKEHNUN.

B cnyyae ecnun Kakas-nmbo M3 NOAMTUK 3abNOKMPOBaHa aAMMHUCTPATOPOM, NpPK
NoNbITKe AO0CTyna K COOTBETCTByLOWEN OGYHKUMM  MAM  KOMMOHEHTY, oTobpa3mnTca
yBegomneHune (PucyHok 137).
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MonuTtukm 6esonacHocTH | Bluetooth

YnpaeneHue nonutukamm 6esonacHocTy:
BK/IIOYEHWE/OTKIoYeHne CyX6 v

BO3MOXHOCTE ONepaLrOHHOM CUCTEMBI OTKNOYeHOo npu noMoLun
Aurora Device Manager
Q Mownck
Bluetooth %
& Bluetooth
[% ABunapexvm @
E] Bpaysep

[5 [onocosbie BbI3OBbI
& [o6aBneHune akkayHTOB
&] Kamepa

&] MukpodoH

[5 MoHTupoBaHue USB-HakonuTtenemn

o)

PucyHok 136 PucyHok 137
HavmeHoBaHMe M onucaHue ynpasagembix NOANTUK Be30nMacHOCTU NPUBeAEHO B
Tabnmue (Tabnnua 14).

BHUMAHMUE! CocTtosiHne noAnTUKM NO YMOAYAHMIO OTIMYAETCA B 3aBMCUMMOCTM OT
Bepcun OC Aspopa.
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BpeEMEHMN

natbl

Tabnuua 14
Ne | HasaHWe NOAUTUKMK OnncaHne NOANTUKK ATpnbyT 6e3onacHoCcTH ronuTvika ”‘6’ ynpaBHEHMvﬂ
YMONYAHWIO NOJINTUKOM
1 |Bluetooth Mcnonb3oBaHue MHTepdelica BluetoothToggleEnabled 3abnoknpoBaHa |GUI
Bluetooth®
2 |ABMaperum Mcnonb3oBaHWe aBMapeXmMma FlightModeToggleEnabled Pa3bnokmpoaHa |GUI
3 |bpaysep PaboTa nonb3osBaTensa c bpaysepom |BrowserEnabled PaszbnoknposaHa |GUI
4 |Fonocosble BbI30BbI PaboTa c ronocoBbIMKN BbI30BaAMM VoiceCallEnabled PaszbnokmposaHa |GUI
5 |[obaBneHune akkayHTOB | [lobaBneHMe AaHHbIX Y4ETHbIX AccountCreationEnabled Pa3bnokmpoaHa |GUI
3anucen
6 |Kamepa Mcnonb3oBaHMe Kamepbl CameraEnabled Pa3bnokmpoaHa |GUI
7 |MuKpodoH Mcnonb3oBaHMe MUKPOPOHaA MicrophoneEnabled Pa3bnokmpoaHa |GUI
8 |MoHTnpoBaHme USB- MoHTupoBaHne USB-HakonuTtenen USBMountEnabled Pa3bnokmpoaHa |GUI
HakonuTenemn
9 |MOHTUpPOBaHMeE KapT MOHTMpPOBaHWE KapT NamaATH SDMountEnabled PazbnokmnpoBaHa |GUI
namaTu
10 |Hactpolku SIM-KapT YnpasneHue SIM-KkapTamum SimSlotsSettingsEnabled PazbnokmnpoBaHa |GUI
11 |Hactponkn WLAN Mcnonb3osaHue cetn WLAN WlanToggleEnabled PaszbnokmpoBaHa |GUI
12 |HacTpolku reonokaumm | Micnonb3oBaHue cnykb reonokaumm | LocationSettingsEnabled PaszbnoknposaHa |GUI
13 |HacTpolkun rnobanbHbix | HacTpolku rnobanbHbiXx CepBMCOB GlobalServiceSettingsEnabled |PasbnokuposaHa |GUI
CepBuMCcoB
14 |HacTpolKka gatbl u MN3meHeHne HacTPoeK BpemMeHu u DateTimeSettingsEnabled PasbnokmpoBaHa |GUI

® CocTosAHME NONUTMKM MO YMOMHaHMIO A1 cepTuduLmposaHHoi Bepcum OC Aspopa.
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MonntMka no | YnpasneHua
Ne | HasaHWe NOAUTUKMK OnncaHne NOANTUKK AtpunbyT 6e3onacHocTn 6 .
YMONYAHWIO NOJINTUKOM
15 |HacTpoikmn mobuabHOM |HacTpoMKn MobumaibHON ceTn MobileNetworkSettingsEnabled | PazbnokunposaHa |GUI
cetu
16 |HacTpolkn npokcu HacTpolika npokcu-cepsepa NetworkProxySettingsEnabled |3abnokuposaHa |GUI
17 |Obwmin poctyn K Mcnonb3zoBaHne MY B KayecTse InternetSharingEnabled PaszbnoknposaHa |GUI
NHTepHeTy H6ecnpoBOAHOM TOYKM AOCTYNa
18 |Mepepaya dpannos Ha |[Mepenaya dannos no npotokony MTP|UsbMtpEnabled 3abnokmpoBaHa |GUI
MK (MTP)
19 |PepaktuposaHue VPN- |HacTpolika/pegaktupoBaHme VPN- VpnConfigurationSettingsEnabl |PazbnokumposaHa |GUI
CoeaANHEHWNI coeanHEHMUN ed
20 |Cbpoc K 3aBOACKUM BbinonHeHune cbpoca MY k 3aBoackum| DeviceResetEnabled PaszbnoknposaHa |GUI
HaCTpPOMKam HaCTPOMKam
21 |CHMMKM 3KpaHa Co3gaHne CHMMKOB 3KpaHa ScreenshotEnabled PaszbnokmposaHa |GUI
22 |CoobuieHuns OtnpaBKka SMS SMSEnabled PazbnokmpoBaHa |GUI
23 |YnpaBneHne NFC Ncnonb3osaHue NFC NfcToggleEnabled PazbnokmpoaHa |GUI
24 |YnpaBneHue YnpasnerHue VPN-coeanHeHUAMMU VpnConnectionSettingsEnabled | PazbnoknposaHa |GUI
coctoaHnem VPN-
coeAMHEeHWUI
25 |YcTaHoBKa npuaoxkeHuin|YctaHoska MIT ApplicationinstallationEnabled |3abnokuposaHa |GUI
13 GannoBoro
MeHeaKepa
26 |3kcnopT BO3MOKHOCTb 3KCNOpTa UserReportExportEnabled 3abnoknpoBaHa |GUI
N0/Ib30BATENbCKMX N0/1b30BATENIbCKMUX OTHETOB

OoT4eTOB
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MonntMka no | YnpasneHua
Ne | HasaHWe NOAUTUKMK OnncaHne NOANTUKK AtpunbyT 6e3onacHocTn 6 .
YMOJIYaHUIO NOJINTUKOM
27 HacTpolika MoBUAbHbIX TOYEK MobileDataAccessPointSettings | PazbnokunposaHa |policy.conf
[0CTyna Enabled
28 Bo3mokHoCcTb 06HOBMEeHNs OC OsUpdatesEnabled PaszbnoknposaHa |policy.conf
ABpopa
29 BO3MOKHOCTb YCTaHOBKM SideLoadingSettingsEnabled PaszbnoknposaHa |policy.conf
HenoAnMcaHHbIX (HeJoBepPEeHHbIX)
nporpamm
30 AKTMBaALMA pexmma pa3paboTynKa DeveloperModeSettingsEnable |Pa3bnokmpoBaHa |policy.conf
d
31 PaboTa Cco CTaTUCTUKON NHTEPHET- NetworkDataCounterSettingsEn| Pa3bnokmnpoBaHa |policy.conf
JaHHbIX abled
32 PaboTa co CTaTUCTUKOMN 3BOHKOB CallStatisticsSettingsEnabled PasbnoknpoBaHa |policy.conf
33 N3meHeHne TMna TeXHON0TMN CellularTechnologySettingsEnab| PazbnokunposaHa |policy.conf
MOOUNBLHOM NepeaaYm AaHHbIX led
34 BO3MOKHOCTb MCMO/Ib30BaAHMA UsbDeveloperModeEnabled PaszbnoknposaHa |policy.conf

pexunma paspaboTtymka no USB
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4.4. OrpaHn4yeHne NporpaMmmHoOM cpenpbl

B OCABpopa OrpaHuMyeHMA MpPOrpammMHOM  cpedbl  MOryT  334aBaTbCA
ALAMUHUCTPATOPOM C MOMOLLBIO U3MEHEHUA IMMUTOB, OMNUCAHME KOTOPbIX NMPUBELEHO B
npunoxenumn (MpunoxkerHune 2).

B OC Aspopa npwu yctaHoBKe 10 BbINONHAIOTCA C/iedytolie NPOBEepPKu:

— coaepx*aHua RPM-nakeTa Ha npegMeT MCMNOJIHAEMbIX CLeHapueB B pasgene
postinstall,

— YCTaHOBKM nNporpamm 6e3 npumeHeHnsa BUTOB suid-bit U sgid-bit.

4.4.1. MexaHn3m nognuncn RPM-nakeToB
4.4.1.1. Noanucb 1 nposepKa noanmncn RPM-nakeTa

B OC ABpopa ncnonb3yerca mexaHnsm nognmcy RPM-nakeTos 1 UX COAEPKMMOTO,
npu 3TOM:

— 1A NAKEeTOB OTK/IKOYEHbI M He ncnonb3yTca GPG-noanucu;

— noAnucb paspaboTtymka noanmcoisaeT RPM-naKeT Lenmkom;

— MOAMMCb UCTOYHMKA NoANMCbIBaeT 061acTb NoanmcK paspaboTymka.

Kaxkabin RPM-nakeT MmeeT Ha3BaHWe, COCTOALLEee U3 C/ieAyHOLLMX YacTen:

— Ha3BaHMe NPOrpammsbl;

— BepcuA NPOrpammsl;

— apPXUTEeKTypa, nof KoTopyto cobpaH RPM-nakeT (armv7hl, i386, ppc n T. 4.).

CobpaHHbIn RPM-nakeT 06bl4HO MMeeT cneayowmin GopmaT Ha3BaHMUA:

<HasBaHUMUe>-<pepcuda>-<penms>.<apXuTeKTypa>.rpm

Hanpumep:

nano-0.98-2.1386.rpm

RPM-nakeT MOXKeT coaep*aTb TONbKO NCXOAHbIe KOAbl, NPY 3TOM MHPOpMaLna 0b
apPXUTEKTYype OTCYTCTBYET M 3aMeHAETCA Ha src.
Hanpumep:

libgnomeuimm2.0-2.0.0-3.src.rpm

BubAnNoTEKM pacnpOCTPaHAIOTCA B ABYX OTAE/bHbIX MaKeTax: NMepBbll COAEPKUT
cobpaHHbI Ko, BTOPOM (0ObIYHO K HeMy A00aBNAOT —devel) COAEPMKUT 3ar0N0BOYHbIE
dannbl, a Takxke danbl, Tpebyemble ANa Pa3paboTKu.

Heobxoanmo, 4Tobbl BepcuM ABYX MAKETOB COBMaZanuM, B MPOTMBHOM Cay4ae
6MbNAnoTEKM MOryT paboTaTb HEKOPPEKTHO. [MaKeTbl C paclWMPEHWEM noarch.rpm He
3aBMCAT OT KOHKPETHOM apxuTekTypbl MY M 0bObl4HO coaeprKaT rpaduKy, apxXMTEKTYPHO
He3aBMCUMble CKPUMTbI, @ TaKXKe TEKCTbI, MICNONb3yeMble APYTMMM NPOrpaMMamMm.

RPM-nakeT obecneymBaer:

— NerkocTb yaaneHua n obHosnexHus MNo;

— nonynapHocTb — 4acTo MO cobupaeTca MmeHHO B RPM, HeobxoanmocTb cOOpKM
NPOrpPaMmbl M3 MCXOAHbIX KOAOB OTCYTCTBYET;
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— HEeWHTEePaKTMBHYIO YCTAHOBKY — MPOLUECC YCTaHOBKW/OOHOBAEHMS/yaaneHuns
Nerko aBTomaTtum3mpyeTcs;

— MPOBEPKY LLEeSIOCTHOCTM NAKETOB C MOMOLLLbIO KOHTPObHbIX CYMM M NOANNCEN;

— DeltaRPM — aHanor Habopa M3MEHeHMW, MNO3BONAKOWMNA  O0DHOBUTL
ycTaHoBneHHoe O ¢ MMHUMaNbHOWM 3aTpaTomn TpaduKa;

— BO3MOXXHOCTb aKKyMyAALUMM ONbITa COOPLUMKOB B spec-daline;

— OTHOCUTENbHYH KOMMAKTHOCTb spec-pal/ioB 3a CHET MCNONb30BAHMA MAKPOCOB.

Cneunduka pabotel RPM-nmaketoB B coctaBe OCABpopa cCBA3aHa C
nepepaboTaHHbIM mexaHn3amom KL (noapasaen 4.9).

NMPUMEYAHMUE. B coctaBe OC ABpopa A0MYyCKaeTCA yCTaHOBKA TO/IbKO MOAMMCAHHbIX
RPM-nakeTos.

lNMoannce RPM-naKeTa npoBepAeTcA B MOMEHT ero ycTaHoBKU. [Toanncn RPM-nakeTa
dopmumpytoTca c nomoubto anropmtma FOCT P 34.10-2012.

MoAnucb XpaHWUTCA B CTaHAapTHOM ana 6ubnmotekn OpenSSL dopmaTte CMS u
COLEPKUT Cneaytolne AaHHbIE:

— Xell CoAepPXMMOro nakeTa MamM NoANNCK NpeaplayLLero ypoBHA C NPUMEHEHNEM
OYHKLMN XeLWMPOBAHMA U ANMHON Xel-Koaa 256 6ut no NOCT P 34.11-2012;

— [aTy NoAnMcaHMA NakeTa;

— MOAMNWCb  YKa3aHHbIX  Bbllle NOAeln C  MNPUMEHEHMEM  aNropuTma
FOCT P 34.10-2012 v dyHKUMM xewmnposaHma TOCT P 34.11-2012, aaviHa Bbixoaa 256 6uT;

— cepTmodmMKaT cybbekTa noanmncK nakeTa.

NMPUMEYAHUE. [1na npoBepKM Nnoanmcm B NpoLecce ycTaHOBKKM RPM-nakeTa nmeet
3HaYeHMe CTPYKTYpa 1 COCTaB cepTudmKaTa Katoda nposepkn 3. CepTuduKaT A40NKeH ObiTb
BblAaH KNMEHTY (CyObeKTy) npeanpuatnem-pas3paboTymKom.

Mpougecc nonyyeHmns cybbekTom cepTUudmKaTa COCTOUT M3 CeayoLLMX STanoB.:

— reHepauma KA4eBor Napsbl, 3alLMLLIEHHOW Napoaem.

NPUMEYAHUE. MoapobHoe onucaHue npuBeaeHo Ha Beb-canTe:
https://developer.auroraos.ru/doc/5.1.5/sdk/app_development/packaging/package_signi
ng;

— CO3JaHMe 3anpoca Ha cepTUdPMKAT C YyKasaHWem B 0bOA3aTeNbHOM Mopsake
HaVMEeHOBaHMA KNMEHTA UAM NApPTHEP];

— OTNpaBKa 3anpoca Ha noayyeHue ceptudmKata NpeanpuaTUo-pas3paboTumKky u
nosy4yeHune ceptTmdmKaTa C NPMCBOEHHOM METKOM rpynnbl 6e3onacHoCTy;

— noanucaHne RPM-naKkeTa, nony4yeHHOro cepTmduKata M 3alMLLEHHOrO Kato4a
noAnucu.

MeTKa rpynnbl 6€30MacHOCTM ABAAETCA CTPOKOM M MOMKET OblTb MPOMU3BOJIbHOMN,
OZlHAKO npeanpuaTne-paspadbotunk OC ABpopa Npu Bblgade cepTUPMKaTa MCNONb3YeT
onpeaeneHHbln Habop meToK. Ob6paboTKa NOANMCAHHOIO NakeTa 3aBUCUT OT MPUCBOEHHOM
cepTudMKaTy METKM rpynnbl 6e3onacHoCTy.
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[ns ycTtaHoBKM CcTOpOHHero MO Ha MY, GYHKUMOHWPYIOLWEro noa ynpaBaeHnem
OC Aspopa, RPM-nakeT [0/KeH MMeTb noAnucb pa3paboTymka, KOTopas ABAAeTcA
06A3aTeNbHON 1 NO3BONAET MAEHTMOUUMPOBATL aBTOPA NMAKETA, a TAaKKe MCNOoAb3yeTca ANA
noANMCK NaKeTa M MCNOAHAEMbIX GalIOB BHYTPWU HErO.

NPUMEYAHUE. Be3 noanucu pa3paboTynka HEBO3MOXKHO YCTaHOBUTL MIT Ha MY.

Ons noanucn MI TpebytoTca KAtoYeBas noAnMMcaHHaa napa W ceptudukat
(Tabnunua 15).

Tabnnua 15
Nmsa daina Wmsa ¢aina 3anpoca| Wma dainna
HasHayeHune ANroput™m | 3aKpbITOro Kntova | Ha ceptudumKat no | ceptuduKara no
NO YMOJ14aHUIO YMOYaHUIO YMOTHaHUIO
MoAanuch FTOCT P 34.10- |packages- packages-csr.pem|packages-
RPM-nakeTos (2012 (256 6ur) | <Y -Pem cert.pem

MPUMEYAHUE. TeHepaumio KAOYEBbIX Nap M 3anpocbl Ha cepTUdMKaTb
HeobxoAMMO 3amnyckaTb BHYTPU build-engine, nogpobHOE ONMCaHMEe O KOTOPOM
npuseaeHo Ha Beb-canTe: https://developer.auroraos.ru/doc/
software_development/guides/package_signingttkeyAndCertGegFromIDE.

MpuMmep KOMaHAapb! ANA reHepaLnn KAo4YeBbIX Nap 1 3anpocoB Ha cepTUdUKaThbl:

customer—-gen-csrs \ —--common-name "developer company name" \ --
binaries-key binaries-key.pem \ --packages-key packages-key.pem

B npouecce BbINOAHEHWA KOMaHAbl ByayT 3anpolleHbl Napoan AnA WNPpoBaHNA
dalNoB C 3aKPbITbIMM KAlo4amM M B pabodeit manke ckpunTa OyayT co3gaHbl dGansbl
3aMpoCoB binaries-csr.pem W packages—-csr.pem.

dannbl 3anpocos (He bannsbl Katoyen) HeobxoAMMo nepenatb
npeanpuATUIO-Pa3paboTymKy M NONYYUTb B3aMeH NoanncaHHble Ganabl cepTUPMKaTos.

NPUMEYAHUE. TMpn nposeaeHnn GUHANBLHOIO TECTMPOBAHMA CO34aHHbIX MIT
notpebyeTca cepTUdMKAT CTOPOHHEN opraHM3aLmMm Ha noanmcb RPM-nakeTa.

CepTudmMKaT CTOPOHHEN OpraHM3aumm HeobxoAMMO AOMONHUTENbHO 3aNpPOCUTb Y
npeanpuaTna-paspaboTymka. Co3aaBaTb AOMONHUTENbHbIE KAKOYM M 3aMPOChbl  Ha
cepTuduKaT He TpebyeTca. B ganbHelwem MmeHem No ymon4aHuio ana ¢arna ceptudurrkaTa
CTOPOHHEW opraHM3aumm byaeT cuMTaTbCs packages—-client-cert.pem.

Bemay OTCYyTCTBMA MEXaHM3MOB A1A M3MEHEHWA NPUBA3KM B AajibHenLwen
3KcnayaTaumm HeobXoAMMO BbIMOAHUTL OAHO U3 CAeAyOWMX AENCTBUI:

— NOBTOPHO ycTaHoBMTb OC ABpopa Ha MY;

— OCYLecTBUTb cHpocC HacTpoek MY.

NMPUMEYAHUE. [na nposepkm noanucu RPM-naketa m nognucu dannos IMA
MCNONb3yeTCA eauHbln cepTUdMKaT, T.e. OANA NOAMNMCKM NaKeTa M ero CoAepKMMOro
MCNONb3YyeTCA 0AHa NOAMNMUCh.
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MexaHun3m be3zonacHocTn IMA obecneynBaeT OTCYTCTBME BO3MOXKHOCTM 3amnyCcKa Ha
MY ans HenoAnMCaHHbIX UCNoAHAeMbIX GarnoB RPM-nakeTa, a TakKe ANA UCNOAHAEMbIX
dannos RPM-nakeTa, noAmnmcaHHOro HeBEPHOM MNOANUCbID NMBO NOANMCbIO, KOoTopas
BEPHA, HO OT/INYAETCA OT TEKYLLEro KOPHEBOro cepTudmKaTa.

BHUMAHMUE! Moanepxmeatotcs anroputmbl ana IMA TOCT 34.10 2012.

NMPUMEYAHUE. Mpn 0T3biIBE CKOMMPOMETMPOBAHHbIX KAKOYEN MPOUCXOAMT OT3bIB
KAto4ya, a He cepTuduKaTa.

B uenAx pasaeneHua 30Hbl M NOAAEPKaHMA TAYOUHbI MHTErpaumm CTOPOHHMX
RPM-nakeToB MmeoTcA A0OMNONHUTENbHbIE NOArpynnbl Ana noanucen: Regular, Extended,
MDM, Antivirus, KoTopble pa3nnyatoTca Habopom nNpaBuA WM paspelleHnin no
PAcnofoXKeHnto U1  B3aumoadenctentio ¢damnos B8 OC, a TaKKe WCNOob30BaHUEM
B3aMMOCBA3aHHbIX KOMMOHEHTOB.

NMPUMEYAHUE. [1ns KOppPEeKTHON YCTAaHOBKN U paboTbl Ha MY, GYHKUMOHMPYIOLLEM
noa ynpasneHnem OC ABpopa, RPM-nakeT [onxeH COOTBETCTBOBATb TpebOoBaHMAM,
YKa3aHHbIM Ha Beb-caure: https://developer.auroraos.ru/doc/
software_development/guidelines/rpm_requirements. OgHako A1a ynpoLleHns npolecca
y pa3paboTumMka eCcTb BO3MOXKHOCTb OTK/OYEeHMA Banuaaumm RPM-nakeTos, npu 3TOm
OCHOBHbIE KPUTMYECKME ANA CUCTEMbI MPOBEPKM OCTAHYTCA aKTUBHbIMMU.

[ns rpynnbl 6e3onacHocTM TpebyeTca cneaytollee:

— obAa3aTenbHaa noanMch pa3paboTynka, meTka — developer;

— ONuMOHaNbHaA MNOAMUCb WMCTOYHWMKA, MeTKa — client. Mcnonb3yetca ANnA
peann3aumm AOBEPEHHbIX UCTOYHMKOB (nn. 4.4.1.3).

MoAanucy HakNaablBatOTCA cneaytolmm obpas3om:

1) Pa3paboTumk noanucoiBaeT RPM-nakeT, KOTOPbIN OH NPOU3BEN;

2) RPM-nakeT onumnoHaAbHO NOAMMUCLIBAETCA NOAMUCHIO MCTOYHMKA (MapkeTom M
NN KTUEHTOM).

Mpn 3TOM pa3paboTyMK NoAnmMcbiBaeT HenocpeACTBeHHO RPM-maKeT, a KaxKapli
nocneayowmin cydbbekT NoANnCbIBAeT NpeablayLLyto NOANNCH (T.e. UICTOYHUK NOAMNUCbIBAET
noAnuchb paspaboTynKka), TakKum 0H6pPa3oM OpraHM3oBaHa Mepapxmsa NoANMUCeNn, B KOTOPOM
Ha KaX[A0M M3 3TanoB NPOBEPKM MOXKHO BbIABMTb PACXOXKAEHNA.

KopHeBoit cepTudmKaT npegnpuatua-paspaboTimKa: 414 yCTaHOBKM JI0BEPUA MEXK Y
cepTUPUKaTaMmM U CUCTEMON NpeanaraeTca Mepapxmyeckan CBA3b Mexay cepTudunKkaTamu,
KOTOpble MCMONb3ytTCA ANA noAanucu naketos. [MpeanpuaTtne-paspabotynk OC ABpopa
NOCPeACTBOM YTUAUTbI tk26sig reHEPMPYeT CePTUPMKAT, KOTOPbINA CYUTAETCA KOPHEBBIM.
[anee npeanpuAaTne-pa3paboTymK, NCNONb3YS AAHHbIN CEPTUPUKAT, BblAAET CEPTUDMKATDI
CBOMM K/AMEHTAM Ha OCHOBE WX 3amnpoca - 3TO MOryT ObiTb KAOYM pa3paboTymka u
MCTOYHMKA.

Takmm o06pasom, Bceraa BO3MOXHO NPOCAeAMTb CBA3b MeXay LEenoYKom
CEPTUPMKATOB: €CAM BbIAAHHbLIA KAMEHTAM CepTUPMKAT He BblaaH NpeanpuATUEM-
pPa3paboTYMKOM, OH CUYMTAETCA HeaeNCTBUTENbHbIM, COOTBETCTBEHHO, BCE MOMbITKM
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yCTaHOBUTb RPM-nakeTbl, NoAnNMcaHHble cepTUPMKATaMM, BblAAHHbIMKU HE NPeANnpPUATMEM-
pa3paboTymnkom, byayT HeyaauHbIMM.

MyTb 4O KOpHeBOro ceptuduMKaTa npeponpeneneH Ha MPOrPaMMHOM YPOBHE:
/etc/rpm/rootcacert-omp.pemn.

CepTuduKaT npeanpuATUA-paspaboTumKa: cpeam Bcex cepTUdMKATOB ANA TPYNMb
developer Hamnbonee Ba*KHbIM ABNAeTCA cepTUdUKaT, BblAaHHbI
npeanpuaTnio-paspaboTunky ans paspabotkm OC ABpopa. Takumm cepTuduKaTamm
NOAMMCLIBAOTCA BCE MNPOAYKTbl  NpeanpuAtTMA-pa3paboTynka M BCE  CUCTEMHbIE
RPM-nakeTbl.

[MakeT, NOAMWUCAHHbLIA [AaHHbIM CepTUdMKATOM, He noaBepraeTca npoueccy
BaAMaaumMm (T.K. TakMe NaKeTbl BCeErJa CyMTatoTcA A0BepeHHbIMK). [na  oTamuumsa
cepTudMKaToB MAEHTUOMKATOP NYyOAMYHOTO KAtOYa JAaHHOIO cepTUdMKaTa yCTaHaBAMBAETCA
B ®C no Nyt /etc/rpm/system-developer-keyid M NPU YCTAHOBKE Ka*KAOro MakeTa
NPOMUCXOANT MPOBEPKA MNyOAMYHOrO KAtoda cepTuduKaTa npeanpusatTma-pa3paboTymnka,
KOTOPbIM NOAMNMCAH NAKeT C KAOYOM, pacnonoxKeHHbim B OC.

BHyTpeHHAA CTpyKTypa nognucei: noanucu damna IMA nHTerpupytorca 8 610K
noaAnucK npeanpuatTMa-paspabotynka, noanncb IMA nepeHoCHTCs M3 3aro/I0BKa NaKeTa.
TonbKo nepsasa noanuch (He Becb Gali) 3aBepsaeTcs BTOPOM NOAMNUCHIO.

O6wmin popmat noanmncaHHoro RPM-nakeTa npmseaeH Ha pucyHke (PucyHok 138).

RPM-naker lMognucaHo
3 PaspaboTuurom
aroNoBoK —
Cogepnmoe ’
Mognmch 1
(PazpaboTuuk)
CBefeHWUA O NOAMUCAHTE
. L MNMoanucaHo
CepTuduKar Kanentom
Mognuce IMA
Llenoyka poTaLmu
{on.)

Mognucek 1 (3aronoeok)

Moanuck 2 (KnueHT)

CeefleHnA O NoANMCaHTe

CepTuduraT

Moanuch

MNoanuce 2 (3aronoeok)

PucyHok 138
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Bannpgauna RPM-nakeTtos: RPM-nakeTbl BaAMAMPYOTCA CUEHapUem, Haxo4AaWMMCA
B NpoekTe rpm-validator. lNpouecc BaAMaaLmMmM Ha COOTBETCTBME NPOXOAAT He Bce RPM-
MaKkeTbl, @ TO/NbKO He YyAoBAeTBOpAlOWME YyCA0BMAM ©OE30MacHOCTM, YKa3aHHbIM Ha
Beb-canTe: https://developer.auroraos.ru/doc/software_development/guidelines/
rpm_requirements.

RPM-naKkeTbl, NOANWCAHHbIE KAOYOM NPeaAnpuAaTMA-pa3paboTyMKa, He npoxoaAaTt
npoLecc Bannaaumu.

[Npn ycTaHOBKe Yepes 1ibrpm RPM-nakeT npoxoauT chneaytoume Ctaanu:

— BHYTPEHHME NPOBEPKMY;

— Ba/mnAauma nnarmHom rpm-plugin-validation.

MnarmH rpm-plugin-validation, BbI3BaHHbIA nepen ycTaHoBKOWM RPM-nakeTa,
nocnenoBaTeIbHO BbIMOAHAET CAeAytolmMe AeACTBUA:

— npoBepKa noanucen n ceptudmnkatos RPM-nakeTa;

— ecnn RPM-naket AsnAeTca obHOBAEHMEM, TO MpPOBepAeTcA, 4To cepTuduKaT
pa3paboTynka He u3ameHunca (T1.e. He WU3IMeHMACA AKX pa3padboTumk). M3meHeHume
cepTudmKaTa NpeanpuaTMa-pa3padboTyMKa CYMTAETCA OLLMDOKOM YCTAHOBKY;

— ecnm RPM-nakeT noanucaH He npeanpuaTMem-pas3paboTynMKoOm, BbINOAHAETCA
Ba/MAaumMa nakeTa. HeycnelwHas BanMaauma CYMTaeTca OLMOKOM YCTAaHOBKM;

— BCTaBKa cepTudmKkata B cucteMHbit IMA keyring. HeycnewHblin npouecc
CYMTaeTCa OWMOKOM YCTAHOBKMY;

— BCTaBKa MWHpopmaumm o noanmucax u ceptudmkatax RPM-naketa B B[]
rpmsign-external. HeycnelwHbl Npouecc cynTaeTcs oWnbOKOM yCTaHOBKM.

Mo 3aBeplueHnn ob6paboTkm RPM-naKkeTa Kaxzaoe AeicTBme co3gaeT coobuieHme
ayamTa B sdjd (cuctema ayauTa npeanpuatua-paspaboTymka (cm. nogpasgen 4.1) o6
ycnexe nnbo Heycnexe Npu ycTaHoBKe Man yaaneHun RPM-nakeTa.

Mpn yctaHoBKke ntoboro RPM-nakeTa HeobxXxoAMMO y4MTbIBATb CAedylollee, YTO
Kaxabli1 RPM-naKkeT Ao/mKeH MMeTb Kak MUHMMYM NOANUCb NpeanpuATMA-pa3paboTynKka
naketa.

[Onsa nposepkn noanncn RPM-naketa He06X0AMMO BbIMONHUTbL KOMAHAY:

rpmsign-external verify —--root-cert ca.pem someapplication.rpm

[ns npocMoTpa BaKHbIX aTPUOYTOB NoanucK (MMeHu cybbekTa, MeTkun 1 1D Katoya)
HeobX0AMMO BbIMOAHUTL KOMaHAY:

rpmsign-external dump someapplication.rpm

4.4.1.2. MNoannce MI

Ona noanncy MIM HeoOX0AMMO BbINOAHUTL KOMAHAY:

rpmsign-external sign --key packages-key.pem --cert packages-cert.pem
sampleapp.rpm

roe:
— sampleapp.rpm — NakKeT, coaepxawmn MO;




122
AIAMI.10034-02 91 01

— packages-key.pem — 3aKPbITbIA KAOY NOAMNMCKU NAKETOB;

— packages-cert.pem— CEPTUPMKAT NOANMUCU NAKETOB.

BHUMAHMUE! B npouecce nognucu byayT 3anpolleHbl NapoabHble ppasbl OT palnnos
C 3aKpbITbIMK KNto4amm ana nognmcn RPM-nakeTos.

Ona nsonaumm MM MCNONb3YOTCA NECOYHMLbI, ONMUCaHNE KOTOPbIX NpuBeaeHO B
noapasgene 4.5.

4.4.1.3. Ncnonb3oBaHWe A0BEPEHHbIX NCTOYHMKOB

B OC ABpopa MCNOb3yeTcA MeXaHW3M YNpaBAeHMA 4OBEPEHHbIMM MCTOYHUKAMU, C
MOMOLLbID KOTOPOro Ha MY MOXHO yCTaHaBAMBaTb TOJIbKO AoBepeHHble M1, nmetouwme
noANMUCb OAHOTO U3 NCTOYHUKOB, A0OABNEHHbIX B CMMCOK JOBEPEHHbIX.

MoAnnCb MCTOYHMKA B CMIMCOK AOBEPEHHbIX MOXKET ObITb A0OaBAEHA:

— opuumnanbHbim marasmHom MI;

— aamuHucTpaTopom MM0.

Mpwn paboTe ¢ MMM agMUHUCTPATOP NOAYYAET CAEAYIOLINE BO3MOXHOCTMU:

— ycTaHasamBaTb MM, noanNMcaHHble PA3ANYHBIMU UCTOYHMKAMM, A00aBAEHHbIMM
B CMMCOK A0BepeHHbIx (cm. nn. 2.3.2.1);

— 0006aBAATb UCTOYHMKM B CMMCOK AOBEPEHHbIX ANA NOCAeAyoLWEeN yCTaHOBKN MI
(cm. nn. 2.3.2.2);

— ycTaHasamBaTb MI 6e3 noanncu cTovHmKa (cm. nn. 2.3.2.3).

Mpwn paboTe ¢ 4OBEPEHHBIMWU NCTOYHUKAMM aAMMHNCTPATOP NOyYaeT caeayolimne
BO3MOXHOCTU:

— paspewaTb U/Man 3anpeLlaTb YCTaHOBKY HenoanucaHHoro MMM (nn. 4.4.1.3.1);

— NPOCMATPMUBATb CMUCOK M BbIbMpPaTb A0BEPEHHbIE UCTOUYHUKM (NN. 4.4.1.3.2);

— YA3aNATb UCTOYHMK U3 CMNCKA goBepeHHbIx (nn. 4.4.1.3.3).

4.4.1.3.1.HacTponKa ycTaHOBKM HenoannucaHHoro Mr1

[ns pa3pelweHna ycTaHOBKM HenognucaHHoro MIT HeobxoAMMO BbIMOAHUTL
cneayrouime AencTens:

— OTKPbITb MEHI0 CUCTEMHbIX HACTPOEK KacaHMem 3HauKa @ Ha DJKpaHe
NPUNOXKEHUN (cM. PucyHoK 1);

— KOCHYTbCA MNYHKT@ MeH0 «MCTOYHUKU MNPUNOKEHUNY & s noapasaene
«besonacHoOCTb»;

— Ha OTKpPbIBLWIENCA CTpaHMLEe aKTMBMPOBATb MNepeKkatoyatens «PaspewnTb
YCTAHOBKY NPUAOKEHWUM He3 noanncK nctouHmnka» (PucyHok 139);

— NOATBEPAUTb AEMNCTBME BBOAOM TEKYLLErO Napons (CM. PUCYHOK 4).

NMPUMEYAHUA:

v Mpun peakTMBauuMM nepekatoyatensd «Paspelnts YCTaHOBKY MpUIOXeHuin 6e3
noAnNnUcKM UCTOYHWMKa» OyayT yAaneHbl ycTaHoBAeHHble MIT 6e3 noanncKM MCTOYHMKA
(PncyHok 140);

v NMoapobHoe onuncaHme YyCTaHOBKM HenoAnmcaHHbix MM npuseaeHo 8 nn. 2.3.2.3.


https://confluence.omprussia.ru/pages/viewpage.action?pageId=227059237
https://confluence.omprussia.ru/pages/viewpage.action?pageId=227059237
https://confluence.omprussia.ru/x/cqaIDQ
https://confluence.omprussia.ru/x/iKaIDQ
https://confluence.omprussia.ru/x/iKaIDQ

CTOMHMKM NPUNOXEHUIM

#  PaspelunTb YCTaHOBKY
npunoxexui 6e3 nognucu
UCTOYHUKA
BknioyeHue gaHHoW HaCTPOMKU NPUBEAET K

BO3MOXHOCTY YCTaHOBKU HEJOBEPEHHbIX
NPUNOXEHUIA

[oBepeHHble UCTOYHUKM @

PucyHok 139
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| OTMeHUTbL MopTeepauTb

YnanuTb YCTaHOBNEHHbIE
npunoxexus 6e3 nognucu
UCTOYHMKA?

B cnyyae noaTBepXAeHUs AaHHOro AeNCTBUS
6yayT yaaneHs creayoLme NpUnoXeHus:

PepakTop nsobpaxenui
WebWildberries
A Colordots

| CodeReader

(1] clubCode

@ CarBudget

OSM Scout

A Anbda OHnaitH

PucyHok 140

4.4.1.3.2.11pOCMOTP CNMCKa AOBEPEHHbIX MCTOYHMKOB

| ﬂOBEPEHH blé NICTOYHUKHN

MoaTBepXAEHHDBIE UCTOYHMKM YCTAaHOBKM
NPUAOXEHUI

dev.rustore.ru
KeylD: d3b57e52...40a14b27

PucyHok 141

MPUMEYAHUE. MoapobHoe onncaHmne aobasneHns
MCTOYHWMKA B CMWCOK [JOBEPEHHbIX NPMBEAEHO B
nn. 2.3.2.2.

[na npocmoTpa CnucKka A0BEPeHHbIX WUCTOYHMKOB
HEeobX0AMMO KOCHYTbCA NoaA «JoBepeHHble UCTOYHUKMY
(cm. PucyHok 139), B pesynbtate 0To6pa3nTca CTpaHuLa
CO CMUCKOM A0BEPEHHbIX MCTOYHMKOB (PrcyHok 141).
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4.4.1.3.3.YnaneHne NCTOYHMKA U3 CNMUCKA A0BEPEHHbIX

Ons ynaneHns WCTOYHWMKA W3 CNUCKA [A0BEPEeHHbIX HeobXoAMMO BbINOAHUTD
cneayrouime AencTBns:

— Ha cTpaHuue «[loBepeHHble  UCTOYHMKMY»  (cm. PucyHoK 141)  OTKpbITb
KOHTEKCTHOE MEHID HEODXOANMMOTO NCTOYHMKA;

— KOCHYTbCA NyHKTa «YaanuTtb» (PrucyHok 142);

— NOATBEPAUTb AEMNCTBME BBOAOM TEKYLLETO Napons (CMm. PUcyHoK 4);

— Ha OTKPbIBLIEMCA CTPaHMLE KOCHYTbCA KHOMKWM  «[loaTBepAuTb»  ANA
noATBEPKAEHMA onepaunmn NMHBO KHOMKM «OTMEHUTLY ANa OTMeHbI (PrucyHok 143).

BHUMAHMUE! Mpu ynaneHMm WMCTOYHWMKA M3 CNUCKA [OBEPEHHbIX OyayT TakwxKe
yaaneHbl MMM, noanncaHHble AaHHbIM UCTOYHUKOM (PucyHok 143).

| JloBepeHHble UCTOYHUKKN | OTMeHUTb MopTeepanTb |
lMoATBEPXAEHHDIE UCTOYHUKM YCTaHOBKM YnanuTtb UCTOMHUK dev.rustore.ru ua
elalar Ginlald Cruncka foBepeHHbIX?
dev.rustore.ru YaaneHue UCTo4HVKa NPUBEAET K yAaneHuo
KeylD: d3b57e52...40a14b27 BCEX MPUMOXEHUI, MOAMUCAHHbIX AaHHbIM
Kele: MUCTOYHUKOM:
d3b57e525bf0ec890cfb13707c5b1768¢09702
3cab26b595ca1170740a14b27 m RuStore
@ Ynanutb
PucyHok 142 PucyHok 143

4.4.1.4. TMpoBepka nognncy bMHapHbIX GalioB

B noanucmn RPM-nakeTa xpaHuTcs cekuma ¢ noanucamm IMA ansa Kaxkgoro ¢anna,
coZleprKalllerocs B nakete. Bo Bpema yCTaHOBKM COAEPXMMOro NakeTa Ha KaxKablh dann
YyCTaHaBAMBAETCA  paCWMpPEeHHbIM  aTpubyT  security.ima, Kyda NOMeLlaeTcA
COOTBETCTBYIOWAn AaHHOMY dainy noanuck IMA.,
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Mpw 3anycke BuHapHoro danna npomcxoamt obsa3aTeNbHas NpoBepka noanucy IMA
c nomoubto noacuctembl OC Linux IMA/EVM un cepTudukaTa, NepemelieHHoro B
IMA keyring npu yctaHoBke RPM-nakeTa. B cnyyae HeycnewHoM NpoBepKM BMHAPHLIA dainn
He byaeT 3anyLleH.

[Ona nposepkn noanncn bBrHapHbIX GanioB HEOOXOAMMO BbIMOAHUTbL KOMAHAY:

rpm -g --gf '[${FILENAMES}\n%{FILESIGNATURES}\n]' package.rpm | grep
-Al /usr/bin/ | tail -n 1 | cut -c 7-14

roe package.rpm — MMa daina NnognMcaHHOro NakeTa.

Pe3ynbtatom paboTbl nporpammsl byaet 4 6anTa, Hanpumep: de39e183.

Takad »ke nocnenoBaTeIbHOCTb LMPP A0NKHA MPUCYTCTBOBATL B BbIBOAE KOMAHAb!
cat/proc/keys, €Can cepTUPMKaAT noannucu BuHapHbIX Gannos bbin AobaBaeH B Nanky
/etc/keys/ima.

MPUMEYAHMUE. Mpun nposepke noanunck MI moxeT noTpeboBaTbCA Nepesarpyska
MY.

4.4.2. PaboTta c cepTudurkaTamm
4.4.2.1. JobaBneHne KOPHEBOTO CePTUPUKATA YA0CTOBEPAIOLLEIO LEHTPA

KopHeBol cepTndmKaT yaoctosepstollero ueHTpa (YLU) npeactasnaet cobon pain,
coaepalini WndpoBaHHYO cepBMCHYO MHPopmaumto ob YL, Ha ocHoBe aaHHoOro ¢arna
CTPOMTCA LEeno4yka JoBepua cepTudurkatam. [loayums goctyn K WKMEGPOBAHHOM
MHbOPMaLUMK, KpUNTONPOBaMAEpP MOATBEPXAAET MNOANMHHOCTL AMYHOM 31, Takum
obpasom, ntobaa 3, sbinyweHHas YU, paboTaeT KOPPEKTHO TOAbKO MpPU HaaMymm
KopHeBoro ceptndmKkaTa.

Ona pobaBneHus KopHeBoro ceptudumkata YL B poBepeHHble Heobxoammo
BbIMNOJIHUTb CAeaylolme AeNCTBUA:

— noakntounts MY K 9BM ¢ nomoulsto USB-kabens;

— BblbpaTb pexum «poTokon nepesaym aaHHbIx (MTP)»;

— ckonmpoBaTtb ¢ IBM n nepeHectn Ha MY ceptudumkaT YL,

— OTKpbITb MMM «Terminal» 1 BbINONHUTb CAeaytolme KOMaHAbI:

devel-su
cp <nyTb k oalny> /etc/pki/ca-trust/source/anchors/
update-ca-trust

3arpy3nTb KopHeBoM cepTudukaT YL, Ha MY TaKk¥Ke BO3MOXKHO C NMOMOLLbIO CEeTH
NHTepHeT, BbinonHMB B MIT «Terminal» cneaytolime KomaHab!:

devel-su

curl -o /etc/pki/ca-trust/source/anchors/root ca.crt "https:
//url ceprudukxara/root ca.crt"

update-ca-trust



https://confluence.omprussia.ru/pages/viewpage.action?pageId=60505051

126
AIAMI.10034-02 91 01

4.4.2.2. NpoBepkKa cepTUdMKaTos

[lna npoBepKM cepTUPUKATOB HEOBXOAMMO BbIMONHUTL CAedytoLine AeNCTBUA:
— 3arpy3unTb KOPHEBbIE CEPTUDMKATLI C MOMOLLIbIO KOMaHA,:

curl -L https://developer.auroraos.ru/static/rootcacert-omp.pem -o
rootcacert-omp.pem

curl -L https://developer.auroraos.ru/static/ima-root-ca.x509.pem -o
ima-root-ca.x509.pem

— NpPOBEPUTbL CeEPTUDMKAT NoANMUCK BUHAPHBLIX GaiNIoB C MOMOLLLIO KOMaHADbI:

echo "test" > testfile; openssl smime -sign \ -in testfile \ -
signer binaries-cert.pem \ -inkey binaries-key.pem \ -out
testfile.sig; openssl smime -verify \ -in testfile.sig \ -
signer binaries-cert.pem \ -CAfile ima-root.ca.x509.pem

- ﬂpOBepMTbCepTM¢MHaTHOAHMCMﬂaKeTOBCHONKHMMOHOMaHAbH

echo "test" > testfile; openssl smime -sign \ -in testfile \ -
signer packages-cert.pem \ -inkey packages-key.pem \ -out
testfile.sig.gost; openssl smime -verify \ -in testfile.sig.gost \
-signer packages-cert.pem \ -CAfile rootcacart-omp.pem

— NpPOBEPUTb CEPTUDMKAT CTOPOHHEN OPraHM3aLLMM C MOMOLLLIO KOMaHAPbI:

echo "test" > testfile-client; openssl smime -sign \ -in testfile-
client \ -signer packages-client-cert.pem \ -inkey packages-
key.pem \ -out testfile-client.sig.gost; openssl smime -verify \
-in testfile-client.sig.gost \ -signer packages-client-cert.pem \

-CAfile rootcacart-omp.pem

4.5. U3onauma npoLieccos

4.5.1. VI3onauma agpecHblx NPOCTPaHCTB

PeweHne 3agayn M301AUMW a[pPECHbIX MNPOCTPAHCTB MPOLLECCOB OCHOBAHO Ha
apxutektype aapa OC Aspopa, KoTopoe obecneumaeT COBCTBEHHOE M30/MPOBAHHOE
ajpecHoe NPOCTPAHCTBO A1A KaXKA0ro NpoLLecca B CUCTEME.

Mcnonb3yembit MexaHM3M M30AALMM OCHOBAH Ha CTPAHMYHOM MEexXaHM3Me 3alUTbl
NAaMATU, a TaKXKe MEeXaHW3Me TPaHCAAUMM BUPTYaNbHOTO adpeca B (QU3NYECKUI,
NoAAEePKMBAEMOM MOAYNEM YNpaBaeHMA NamATbio. OAHM U Te e BUPTyaibHble aapeca, C
KOTopbIMM paboTaeT npoueccop, npeobpasytoTca B pasHble GU3MYECKMe aJpeca ANA
Pa3HbIX aApPecHbIX NPOCTPAHCTB. pM 3TOM MPOLLECC HE MOXKET HeCaHKLUMOHWUPOBAHHbIM
0bpa3om Noay4YnTb AOCTYN K NPOCTPAHCTBY APYroro npouecca, T.K. HeNPUBUAETMPOBAHHbIN
NO/NIb30BATENbCKMIA MPOLECC /INWEH BO3MOXKHOCTM paboTaTb C GU3MYECKON NaMATbIO
HanpAMYy1O.

NMPUMEYAHUE. MexaHn3m pasaenaemon namATi MO3BOAAET MOJYYMTb AOCTYN K
OLHOMY M TOMY M€ VY4aCTKy namMaTM M HaxoAMTCA Mo KOHTPOAEM MOAUTUKMK
ANCKPELMOHHOrO pasrpaHn4eHmns npas 4ocTyna.
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AnpecHoe NpPOCTPaHCTBO fA4pa 3alMLLIEHO OT MOAb30BaTENbCKMX MPOLECCOB C
MCNONb30BAHMEM MEXaHW3Ma CTPaHMYHOM 3aWwmTbl. CTpaHMUbl MNPOCTPAHCTBA AAPa
ABNAOTCA MPUBUAETMPOBAHHLIMK, M AOCTYN K HMM M3 HENPUBUAETMPOBAHHOINO KoJa
BbI3bIBAET MCKAOYEHME MPOLLECCOpa, KOTOopbIM obpabaTbiBaeTca Aapom OC KOPPEKTHbIM
obpaszom.

EANHCTBEHHBLIM  CAHKLUMOHMPOBAHHLIM cnocobom poctyna K aapy OC wu3
MO/NIb30BATE/IbCKOM MPOrPamMbl  ABAAETCA MEXaHW3M CUCTEMHbIX BbI30BOB, KOTOpPbIN
rapaHTMPYyeT BO3MOMXHOCTb BbINO/JHEHWA MOAb30BaTENEM TONbKO CaHKLMOHMPOBAHHbIX
NEencTBUM.

[1oNONHUTENbHbIE  MEXaHW3Mbl  M30/4AUMM  MNpoLeccoB  obecnevymBatoTcs
NPUMEHSAEMBIMU TEXHONOTMAMM KOHTEMHEPU3ALMM HE TONbKO APYr OT Apyra, HO U OT
BHELLHMX PECYPCOB, a TaKXKe BHELLIHWX PeCypCcOB OT MPOLLEeCCOB.

[MporpaMmHble CpeacTBa pa3pellatoT NPOLLECCYy NMWb ONpeaeneHHbI NepeyeHb
NENCTBUI, BbIMONHAEMbIX MO OTHOWEHMIO K APYyrMm npoueccam u nepudpepuinHbiM
YCTPOMCTBaM, BKAOYAsA MOCTOSAHHOE 3anoMMHatloLLEee YCTPOMCTBO, KOTOPbLIN onpeaenseTca
NPW yCTaHOBKE NaKeTa, CoAepKallero MCnosHaemMbln dain.

NMPUMEYAHUE. MoapobHoe onucaHume NPUBUIETMPOBAHHbIX n
HenpMBUAETrMPOBAHHbIX MPOLLECCOB NPMBeAEHO B noapasaene 4.3.

4.5.2. N3onauma MI1 ¢ ncnonb3oBaHMEM NECOYHUL,

B OCABpopa peannsoBaHa wu3onauma MI1 Cc MCNONb30BaHMEM MECOYHMUL,
OCHOBAHHbIX Ha cBOBOAHO pacnpocTpaHsemom npoaykte Firejail, KoTopblM ncnonb3yet
CcTaHaapTHble ana OC Linux mMexaHW3Mbl namespace W seccomp-bpf, MO3BONANOLIME
onpeaenATb CNMCOK AOCTYMNHbIX 414 MIT cMCTeMHbIX BbISOBOB.

Firejail npeactaBnaer cobolt NErkoBeCHYd NecoYHuuy W NoAXoAUT  ANA
MCnonb3oBaHmMAa B MY, npm 3TOM BCe no/sb3oBaTenbckne MIT 3anyckatoTca yepes
sailjail-obepTky Hapg Firejail. [JlononHUTeNbHO ANS M30AAUMKM MCNoAb3yeTcs xdg-dbus-
proxy, QUALTPYOWMI Npokck ana D-Bus.

MexaHn3M seccomp-bpf 3anpeLlaeT HEKOTOPble CUCTEMHbIE BbI30Bbl, HaMpUmep:
mount/umount, ptrace, kexecW ap.

Mo ymon4aHuto B mount namespace A40CTyn K ®C orpaHn4mnBaeTca 4o:

— [OCTyna Ha YTeHWe WM 3anucb K AaHHbIM KOHKpeTHoro MI ($XDG DATA HOME,
$XDG _CONFIG HOME, $XDG CACHE HOME);

— [0CTyNna TO/IbKO Ha YTeHune K /usr/share/SApplicationName;

— [OCTyna TO/NbKO Ha YTeHMEe K HEeKOTOopbIM nankam K danam B
/etc, /usr/share, /var/libwuT.A.

[ocTyn kK ®C moxKeT 6bITb paclUMpPeH NPU 3aNpOCe COOTBETCTBYIOLLMX Pa3peLleHN,
OMMUCaHHbIX C MOMOLLbIO NpaBuA Firejail, Hanpumep:

— pa3peuweHne «Pictures» npegocTtaBnaeT AOCTYN Ha YTEHWE M 3aNUCb K Mankam
NO/b30BaTeNA ~/Pictures, a TAKXKE K K3LWY NPeBblo;



— pa3spelueHne «RemovableMedia» npeaoctasnaeT AOCTYN K CbEMHbIM HOCUTENAM

(/media/S$USER/) U T.A.
B net namespace N0 yMo/4aHUO 400aBAAETCA TONbKO loopback device.

Pabota B necoyHuLe no3BonseT onpeaenuts MM paspeweHma Ha A0CTyn K
pecypcam, o6ycnoBieHHble 31eMeHTaMM, OMucaHWe KOTOPbIX MpuBeAeHO B Tabauue

(Tabnunua 16).

128
AIAMI.10034-02 91 01

Tabnuua 16

Ne dnemeHT OnucaHwue

1 |Accounts MpocmoTp, MOAMDUKALMA N CUHXPOHU3ALMA YHETHbBIX
3anucen

2 |AccessSecuritylLog JlocTyn K perncTtpauoHHOMY KypHany

3 |Audio Bocnpov3BseaeHue v 3anmcb ayamo, UsMeHeHme
KOHOUIrypaumm

4 |Bluetooth Moaknto4yeHne n ncnonb3osaHme Bluetooth®-yctpoiicts

5 |Calendar MpocmoTp 1 moandukaumsa cobbITMiA KaneHaapa

6 |Camera [octyn K kKamepe, cbemka GOTO 1 BUAEO

7 |Contacts MpocMOTp N MOANDUKALMA AAHHBIX KOHTAKTOB

8 |Devicelnfo VI3BneveHne gaHHbIx 0 MY

9 |Documents foctyn K nanke «Documents»

10 |Downloads Joctyn K nanke «Downloads»

11 |E-mail YTeHne 1 oTnpaBKa NMCEM U3 31EKTPOHHOM NOYTHI,
[OCTYN K BNOXEHUAM

12 |Internet Vicnonb3oBaHue cetn ViHTepHeT

13 |Location Mcnonb3oBaHMe reooKaLmum

14 |LogSecurityEvents 3anmch B PErMcTPaLMOHHbIN KypPHanN

15 |Medialndexing JocTtyn K nepeyHto pamnos Ha MY

16 |Messages HocTyn K 4yTeHunto 1 oTnpaske SMS

17 |Microphone 3anumch ayamo ¢ MOMOLLLbIO MUKPOPOHa

18 [Music [octyn kK nanke «Music», naenanctam n 0b610%Kam

19 |NFC MNoakntoveHne n ncnonb3osaHne NFC-ycTponcTs

20 |Phone OcyllecTB/ieHMe BbI3OBOB HAMPAMYIO UK Yepes
NoNb30BaTENbCKNI MHTEpdENC

21 |Pictures foctyn K nanke «Pictures»

22 |Printing [1pOCMOTP 1 NCNONb30BaHME AOCTYMHbIX NPUHTEPOB

23 |PublicDir foctyn K nanke «Pictures»

24 |PushNotifications YTeHue push-ysesomMaeHni

25 |RemovableMedia Mcnonb3oBaHme KapT namaTv n USB

26 |SecureStorage XpaHeHne wndpoBaHHbIX painos

27 |ScreenCapture 3axBaT COAEPXKMMOTO 3KpaHa
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No DN1eMeHT OnucaHue

28 |UserDirs [ocTyn K nankam «Documents», «Downloads», «Musicy,
«Pictures», «Public» n «Video»

29 |Videos Joctyn K nanke «Videos»

30 |WebView [ns ncnonbsosaHus Gecko WebView

[na kaxkgoro MI1, BbINONHAOWLErTOCA B NECOYHMLIE, MOXKET ObiTb CO34aH NPOPUAb,
onpeaenArLmMn ero BOIMOXKHOCTM 1 noseaeHMe. Hanpumep, npodunb ana M «lMoroaa»
MOMEeT BbIrNAAEeTb Ceayrowmm obpasom:

# Firetail > Firejail profile for /usr/bin/omp-weather

### security filters
caps.drop all
nonewprivs

seccomp

### network
protocol unix,

### environment
shell none

### baseline
include permission-baseline.inc

### application

private-bin omp-weather,

private-etc passwd, group, location,dconf, xdg, fonts, system-fips, selinux,
private-tmp

dbus-user.own ru.omprussia.weather

whitelist /usr/share/omp-weather

# Settings
include sessionbus-com.jolla.settings.inc

# Connman
include systembus-net.connman.inc

4.6. 3aliMTa NaMATH

4.6.1. O4yncTKa MamaTm

OuncTKa OonepaTMBHOM MAMATM OCHOBAHa Ha apxuTekType aapa OC Aspopa w
rapaHTUPYET, YTO OObIYHbIA HENPUBUAETMPOBAHHbIM MPOLECC HE MOXET NONYYUTb AAHHbIE
YYXKOro npoLecca, ecam 3To ABHO He paspelueHo MNP/,

CpeAcTBa B3aMMOAENCTBMA MeXAY NpoLeccamm KOHTPOAMPYHOTCA ¢ nomoubto MNP/,
M NPOLLECC HE MOKET MOAYYUTb AOCTYMN K HEOYMLLEHHOM NaMATKU (KaK onepaTMBHOM, TaK K
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[MCKOBOM). AApPO BblAeNAeT KaAOMy MpOLeccy BMPTyanbHOE aZpecHoe MPOCTPAHCTBO,
KOTOpOe TpaHCAMpyeTca B dU3NYecKMe agpeca NaMAT C NOAAEPKKON paHAOMM3aAUMN.

[locTynHble OnA  NONb30BaTeNbCKOrO  mpouecca GyHKUMM  BblAeNeHMA U
pacnpefeneHna NamATM OCYWECTBAAKT BbINOJAHEHWE pPEXMMA WMHUUMANM3ALUNN, NPK
KOTOPOM MPOMCXOAMT ODHyNeHWe Aveek NamaATU. Takum obpasom, AAPO U CUCTEMHaSA
6ubamnoteka libc FapaHTUPYIOT MOAyYEeHWEe MPOLLECCOM TOJIbKO OYMLLEHHbIX CTPaHML,
namaTn 6e3 oCcTaTo4YHOM MHOPMaLMN.

O4mcTKa NamATM Ha BHeWwHWX HocuTenax (eMMC) ocHoBaHa Ha peanu3aunmu
MeXxaHM3Ma secdel, KOTOPbIA O4YMWAET Ha HoOcUTene Heucnonbzyemble 6a0kn OC
HenocpeacTBEHHO MPW MX OCBODOXKAEHWM C MOMOLLBIO MEpPe3anmnucm MxX MaCKMpyroLLen
NOCNen0BaTENbHOCTLIO.

4.6.2. O4nCTKa NO/Ib30BATE/IbCKMX AAHHbIX

NMPUMEYAHUE. HacTpolika cepBmca O4YMCTKM NONb30BATENBCKMX AAHHbIX AOCTYMHA
TONbKO aAMUHUCTPATOPY.

CepBuC NpeaHasHayYeH AN OYMCTKM MONb30BaATE/IbCKMX AAHHbIX MO PaCnMCaHMIO
NNA BCEX YYETHbIX 3anuncer nonb3osatenei. BoinoNHAA OYMCTKY NONb30BATENBCKUX NAMOK,
CEPBMC YMeHbllaeT 0Obem yTeYKM MN0/Ab30BaATENbCKON WHDOPMALMM B Cay4vae
HeCaHKLMOHMPOBAHHOMO A0CTYNa K Mankam.

OuMCTKa 3afaHHbIX MNanoK MNPOM3BOAMTCA C YYETOM  B/IOMKEHHbIX Manok
(pekypcmBHO).

CpoK xpaHeHuns ¢alnoB B Nankax, BblAENEHHbIX C MOMOLLbIO KOHPUIYPALIMOHHOIO
dalina, OTCUMTLIBAETCA OT BPEMEHM NOCNeAHEro U3MeHeHUs dalina.

BHUMAHMUE! Monb3oBaTenbckmne Gaiiibl, KOTOPbIE HE NOABEPIKEHDI MU3MEHEHNAM B
npouecce 3KCNayaTaummn, 1 KoTopble cneayet ob6e3onachTb OT OYMCTKKM, PeKoOMeHayeTcA
XPaHWTb B MamnKkax, HEKOHTPOMPYEMbIX CEPBUCOM.

Mpn pacyeTe CpoKa XpaHeHMsA Noab30BaTeNbCKMX dainioB HEOOXOAMMO Y4MTbIBATbL
caefytoLine NONOKEHNS:

— CPOK pPacCYMTbIBAETCA C MOMEHTa CO3[4aHMsA Y4YeTHOM 3anucuM U BHECEHUS
nocneaHero M3MeHeHui;

— BPEMEHHbIN MHTepBaN NPOBEPKM CEPBMCOB, COCTABAAIOLLIMA OAMH Yac, BXOAUT B
CPOK XpaHeHus;

— HEe MOKeT NpeBblilaTb 3aaHHbIN CPOK XpaHeHua dainos (PucyHok 145).

NMPUMEYAHUA:

v’ MNepeyeHb NanoKk A/18 OYUCTKM MOMb30BaATENbCKUX AaHHbIX ONpeaenseTcs npu
BHEAPEHMU U MOXKET BblTb M3MEHEH C MOMOLLbIO KOHOUIYpPaUMOHHOTO dGalina;

v/ BbiBOp ManoK no yMoAYaHUIo OrpaHuyeH Caeay oMM nankamm:

— S{HOME}/Documents;

— S{HOME}/Downloads;

— S{HOME}/Music;

— S{HOME}/Playlists;
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— S{HOME}/Pictures;
— S{HOME}/Public;
— S{HOME}/Videos.
v’V agMMHUCTPaATOpa OTCYTCTBYET BO3MOMKHOCTb CaMOCTOATENbHO [06aBnaTb
nanku 418 OYUCTKM C MOMOLLIO NOb30BaTEIbCKOrO UHTEPdeica.
[INA BKAIOYEHMA OYMCTKM MOb30BATENbCKMX AAHHbIX
HeoBbX0AMMO BbINOMHUTL CAeaytoWmne enCTBus:

| Mankun

YcTaHOBUTE MaKCUMasbHbI CPOK XpaHEHUs

baiino 5 3anakHx nankax: Gaiin Syaer — OTKPbITb MEHI0 CMCTEMHBIX HACTPOeK KacaHMem

yAaneH U3 nanku, ecsivu oKaxeTcs cTapLie

it 3HayKa @ Ha JKpaHe NPUNOXKEHNN (CM. PUcyHoK 1);

¥ Heyranime gt dat — KOCHYTbCA NyHKTa MEH!0
Q

ROSUIMENtE CTIIIONRHO «AgMUHMCTPUpoBaHue» &8 noapasgene «Cuctema;

Downloads Otiiovero — Ha OTKPbIBLIENCA CTPaHMLLE KOCHYTLCA NMYHKTa MEHIO

Music Oriiosero «O4nCTKa NO/Ib30BaATENbCKMUX AaHHbBIX»

iy (cm. PrcyHok 79) ana otobparkeHuns CTpaHuLbl C Nankamu;

— KOCHYTbCA nepekatodatens «He yaanatb dannbl
.dst» (PucyHok 144).

NMPUMEYAHUE. KoHpurypaumoHHble Gpannsl popmaTa
.dst npeaHa3HayeHbl ANA HACTPOMKM CcTOpoHHero VPN-
peweHuna Vipnet;

Playlists OTtknioueHo
Public OtknioyeHo

Videos OTtkntoyeHo

PucyHok 144

— KOCHYTbCA MOAA C Mankoh, Yy KOTOPOM HeobxoAMMO BK/OUYMTb OYMUCTKY
(cm. PucyHok 144);

— Ha OTKPbIBLIEMNCA CTPaHWMLLE KOCHYTbCA MepektodaTena «BKAYMUTb OYMCTKY»
(PcyHoK 145).

[MPUMEHAHUE. [na akTMBaumm nepeKkntoyvaTena AOCTaTOYHO KOCHYTbCA MOJA, B
KOTOPOM OH PaCnoOOXEH: NMepeKatyaTelb HaYHeT CBETUTbCA ApYe, YeM B COCTOAHUM MO
YMOJIYAHUIO (HEAKTUBHOM);

— 3a[aTb CPOK XpaHeHuA $GaiaoB No pacnmcaHuio, Nnepemelas COOTBETCTBY LM
cnanaep (PucyHok 145):
®BMPaBO A/1A YBE/IMYEHNA CPOKa (MaKCMmanbHoe 3HavyeHue: 168 yacos);
®B/1€BO A1 YMEHbLUEHMA (MUHMMaNbHOE 3HaYeHKe: 4 yaca).
MPUMEYAHUA:
v’ lar usmeHeHuna cpoka xpaHeHua ¢painnos — 4 yaca;
v’ Mo yMONYaHMIO CPOK XpaHeHua Gaitnos — 72 Yyaca;
— KOCHYTbCA KHOMKK «[MoATBEPAUTL» ANA NOATBEPKAEHNA onepaumm MO0 KHOMKK
«OTMeHUTb» ANa OoTMeHbl (PucyHok 145), B pe3ynbTate Ha cTpaHuue «[llanku» byaet
M3MEHEH CTaTyC Yy BblIbpaHHOM nanku (PrucyHok 146).
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[ns OTKAOYEHMA OYMCTKM NOJIb30BATENbCKMX AaHHbIX HEOOXOAMMO AEeaKTUBMPOBATH
nepekntoYaTeb « BKAOUYNTL O4MUCTKY» (PrcyHOK 145).

| OTMeHUTb MoareepanTb I Manku
- YcTaHOBUTE MaKCUManbHbIW CPOK XpaHeHUs

Documents daiinos B 3apaHHbIX nankax: ¢paiin 6yger
VﬂaﬂéH W3 nanku, ecnn oKaxeTcs CTapLue

C Ka.

BKAIOMMTb OUNCTKY YCTaHOBNEHHOro Cpoka

72 yaca # Heypanatb daiinbl .dst
Cpok xpaHeHus daiino Documents 72 yaca

Downloads OtknioyeHo
Music OTknioyeHo
Pictures OTknoyeHo
Playlists OTknioyeHo
Public OTtknioyeHo

Videos OTtknioyeHo

PucyHok 145 PucyHok 146

4.6.3. [Nepe3anncb 0CTaTOYHON MHPOPMALUM

B OC Aspopa peannsoBaHa OYHKLUMA Nepe3anmcu OCTaTOYHOM WHbOopMaLMK,
cpabaTbiBatoWan Kaxkaplh pa3 npu yaaneHum danna. MNpouecc nepesanmcn NpoucxoamnT
aBTOMAaTMYECKM M CKPbIT ANA nonb3osaTena. B caydyae HeobxoAMMOCTM OCYLLECTBUTL
NPUHYAMUTENbHYIO  Mepe3anucb  CAyYalHbIMWM  MAW  cheuManbHbiIMKM  BUTOBbIMM
Noc/sief0BaTE/IbHOCTAMU AAMUHUCTPATOP MMEET BO3MOXKHOCTb CAMOCTOATE/IbHO 3aMyCTUTb
npoueaypy yaaneHua danna u/vnm nanku.

[laHHaa npoueaypa NPUBOAMT K CHUMKEHUIO NPOM3BOANTENBHOCTM, OCOBEHHO NpPU
yaaneHum 6onblioro dparna: yem dann 6oblie, TEM CHUNKEHME CYLLLECTBEHHEE N 3aMeTHeE,
T.K. Ha Nepuos rapaHTUMPOBAHHOIO YyAa/eHWA BCe OCTajibHble onepauum 3anucm Ha
HOCMTENb MHOOPMALMKM MPUOCTAHABANBAOTCA M NMOMELLAIOTCA B O4Yepeb A0 3aBEPLIEHNS
yAaNeHuA.

OC ABpopa ¢yHKUMOHMpPYET Ha MY, namsaTb KOTOPbIX COCTOUT M3 Habopa
(MHOXecTBa) AveeK. BBMAY KOHCTPYKTUBHbIX O0cobeHHOCTen MY Kaxpaaa Advenka mmeeT
6onbloe M KOHEYHOE KOAMYECTBO LUMKAOB Nepes3anncu, T.e. NOCTOAHHble onepauym no
YTEHMIO W 3anuck c/Ha USB-HakonuTenb BAEKYT YyBeNMYeHWe cYeTYMKa obpalleHni
(KO/IMYECTBO KOTOPbIX OrPaHNYEHO Ha annapaTHOM YPOBHE) U1, KaK CieiCTBUE, MOCTENEHHOoe
CHUMEHWE CPOKa CNYKObl HakonuUTeNs.
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HepaumoHanbHOE MCNONb30BaHME MHOrOKpaTHOW nepesannck OC ABpopa BaeyeT
CHUXEHME NPON3BOAMTE/IBHOCTM Ha BPEMA NPOBEeAEHNA onepaumm YAAIEHMA U CHUKEHNE
CPOKa cny»xbbl HaKonNUTeNa AaHHbIX MY.

[na MHOTrOKpaTHOM nepe3anncy UCNoNb3yeTca YTUAUTA KOMaHAHOW CTPOKN wipe,
[OCTYN K KOTOPOM ocyllecTsaaeTca ¢ nomoulsto MIM «Terminal» (cm. noagpasgen 2.4).

MoapobHoe onucaHne uHTepdelnca wipe NPUMBEAEHO B MPUIOKEHUMU
(Mpunnoxerue 3).

4.7. ObecnevyeHne HaaeXHOro GPyHKLUMOHMPOBAHWA

4.7.1. HapexkHble MeTKM BpemMeHu

MeTKa BpeMeHM CYMTAETCA HaZEXKHON NPK YCA0BUM HEBO3IMOKHOCTM BHECTU B Hee
M3MEHEHWA Nocne Co34aHns, eCIn UeNOCTHOCTb AaHHON METKM He Dblna HapyLleHa.

HaperkHble MeTKM BpeMeHM obecneymBatloTca apxXMTeKTypoin xpoHomeTpaxKa OC,
KoTopasa npeactaBnseTr cobol Habop CTPYKTYpP AaHHbIX M GYHKUMKA A4pa, MMEOLLMX
OTHOLLIEHWNE K OTCNEXMBAHMNIO XOZa BPEMEHM M Ba3MpyoLMXCA Ha:

— CYeTYMKe oTMmeToK BpemeHm (TSC);

— Nporpammupyemom Taimepe nHTepsanos (PIT);

— APIC-Tanmepe;

— BbICOKOTOYHOM Tarimepe cobbitnin (HPET).

HayanbHble 3HAaYEeHWA CUCTEMHbIX TaMepOB 3a4atoTcA MO TalMepy PeasibHOro
BpemeHu MY, a 6a30Bble MHTEPBA/bI BbIYMCAAOTCA NPU MHULMANN3AUMU CUCTEMDI.

B  KayecTBe  HM3KOYpPOBHEBOINO  MexaHM3ma  fA4pa, obecneymBatoulero
OYHKUMOHMPOBAHNE HAAEKHbIX METOK BPEMEHW, MCMNONb3yeTcAa chneumanbHbliii Habop
CTPYKTYpP ZAaHHbIX A4pa (timespec xtime), QyHKUMI AApa do gettimeofday () U
HVU3KOYPOBHEBbLIX  CUCTEMHbIX  Bbl3OBOB clock settime(), clock gettime(),
gettimeofday () U settimeofday ().

4.7.2. KBOTMpOBaHME NOCTOAHHOW NaMATH

KBOoTMpoBaHMe — pasaeneHne OrpaHMYeHHOro AMCKOBOro MpocTpaHcTtBa MY
MeXAy YYeTHbIMW 3anMCAMM MOJIb30BaTENEN, NMO3BOMAKOLLEE CO34aBaTb OAHOBPEMEHHO
HECKO/IbKO YYETHbIX 3anuncer nonb3osatenen Ha MY (cm. noapasaen 1.2).

B OC ABpopa npeaycmMoTpeHa BO3MOMHOCTb BblAeNEHMA KBOTbl — 0bObema
[MCKOBOrO NPOCTPAHCTBA A/1A Y4ETHOM 3anMCK NOb30BaTeNA NPU ee COo34aHnK, NPu 3TOM
Yy YYETHOWN 3aMMCKM NO/b30BaATENS OTCYTCTBYET BO3MOMKHOCTb MPETEHA0BaTb Ha 60bLINMA
0bbem MOCTOAHHOM NaMATWU, a BblAENEHHOE €W NPOCTPaHCTBO byaeT HeAOCTyNHO AAA
APYIMX YY4eTHbIX 3aNMcen Noab30oBaTeen AaXKe B C/lydae ecam oHO cBoboaHO.

BHUMAHMWE! O6bem KBOTbI 334a€TCA NPU CO34aHUN YY4ETHOM 3aNUCK NONb30BATENS
N He MOXKeT OblTb U3MEHEH BMOCNEACTBUMN.

[ns TOro, 4ToObLI 334aTb YYETHOM 3aMMUCK NONBb30BATENSA KBOTY Ha MCMONb30BaHME
AMCKOBOro MpPOCTPaAHCTBa, HEOBXOAMMO Ha CTpaHMUe CO34aHMA  YYeTHOM 3anmcu
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No/nb30BaTeENs  YCTAHOBUTb  KO/JMYECTBO  Bblaensemblx emy [b, nepemeulas
COOTBETCTBYHOLLMA CNanaep BNPaBO A5 YBEAMYEHMA KBOTbI MO0 BNIEBO AN1A YMEHbLUEHMA
(cm. PucyHok 3).

OC ABpopa aBTOMATMYECKM BblYMCAAET AOMNYCTUMbIE Npeae/bl KBOTMPOBAHMA TAKMM
0bpa3om, 4ToObl MOXKHO ObINIO CO3AaTb A0 7 YYETHbIX 3aNMCe NOAb30BaTENEN, MPU STOM
KBOTbI YCTaHaB/MBAOTCA caeayowmMm obpa3om:

— HWXHAA rpaHMLA KBOTbI 3a4aeTcAa B 512 Mb;

— BEPXHAA rPaHMLLA KBOTbl PAaCCYMTbIBAETCA Ceayowmm obpasom: obumin obbem
Amnckosoro npoctpaHcTea MY (AllSpace) 3a BblueToM 06bema AMCKOBOro npoctpaHcTea MY,
3aHATOrO CO34aHHbIMM YYeTHbIMM 3anncamm (Qi).

NMPUMEYAHUE. B cnyyae ecam Ha MY HegoCTaTOMHO MAMATM ANA BblAE/EHUS
NO/NIb30BATENO KBOTbI, MPEBbILAIOLWEN HUKHIOW rpaHuuy (MUHUMaNbHbIM  pa3mep),
nepemelleHune cnangepa dyaeTt HegoCTynHoO (cm. PUCYHOK 3).

[1ns BbIYMCNEHMA FPAHUL, KBOTbl MCMOb3YHOTCA CAeAytoLLME NEPEMEHHbIE:

— AllSpace — 0bWMIM 06bEM ANCKOBOroO NpocTpaHcTea MY,

— Nusr — KOZIMYECTBO YYETHbIX 3anncen, co3gaHHbIx Ha MY;

— Qi — obbem AMCKOBOro npocTpaHcTBa MY, 3aHATbIN CO34aHHbIMM YYETHbIMM
3anncamm;

— UsrAvSpace = AllSpace — 2 GB — 2 b Bblaenaetca ans y4yeTHOM 3anmcu
aAMNHUCTPATOPA;

— MinQuota = 512 Mb. B cayyae ecnin UsrAvSpace/6 < MinQuota, TO 3afZaHue
KBOTbl HEBO3MOXHO;

— MaxQuota = UsrAvSpace - sum (Qi) — MaKCMMa/ibHAaA KBOTa, KOTOPYIO
MOXHO BbIAENNTb CO34aBaeMoin Ha MY y4yeTHOM 3anmMcK NO/sb30BaTeNA: BCE AOCTYMHOe
NPOCTPAHCTBO 33 BbIYETOM CYMMbI Y¥Ke BblAe/EHHbIX KBOT.

NMPUMEYAHUE. MaKkcMmanbHble KBOTbI YYETHbIX 3aMMCEN MONb30BaTENA 334at0TCH
aAMNUHUCTPATOPOM B  KOHPUIypaUMOHHOM  danne /etc/security/limits.conf
(MpunoxkeHue 2). Takke A8 ynpaBAeHMA annapaTHbIMWM  KBOTAMM M3 Pa3/IMYHbIX

MoNb30BaATE/IbCKMX nporpamm NCNOJ1Ib3YHOTCA cneaywouwme CUCTEMHbIE Bbl30OBbI:
setrlimit (), getrlimit(), prlimit() m nice().

4.7.3. NpuHyAuTEeNbHOE 3aBeplleHMe ceaHca Nnoib3oBaTena

[1nA Toro, Yytobbl ceaHc nonb3osatens OC ABpopa NPUHYAUTENbHO 3aBepLUIancs no
ncre4eHmMmm YCTaHOB/IEHHOIO BpemMeHMn ero HeakKTUBHOCTU, HeO6XO,£|,V|N\O npoaenatb
cnefyoLLme onepaLmn:

— co34aTb cepBuc-Galn /etc/systemd/system/ session-timeout.service
CIeflyIOLLEND COAEPKUMOTO:

[Unit]
Description=Session Logout Service
After=authd.service

[Service]
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Type=simple

RuntimeDirectory=session-logout

ExecStart=/bin/sh /usr/libexec/session-timeout/session-timeout.sh
Restart=always

RestartSec=1

[Install]
WantedBy=graphical.target

— co3maTb anpektoputo /usr/libexec/session-timeout/;
— co3paTtb ckpunT /usr/libexec/session-timeout/session-timeout.sh cneaytouwero
COAEPHKMMOrO:

#!/bin/sh
session timeout=1200
timestamp file="/run/session-logout/last-input-activity.log"

run timestamp updater ()

{
libinput debug-events | awk -v "f=Stimestamp file"

'"{t=strftime ("%s"); print(t) > f; close(f); }' &

}

reset timestamp updater ()
{
echo "Resetting timestamp"
kill %1
rm -vi "Stimestamp file"
date '+%s' > "Stimestamp file"
run_timestamp updater

}

set devlock state()
{
gdbus call --system --dest ru.omp.AuthService \
--object-path "/ru/omp/AuthService/Devlock™ \
--method ru.omp.AuthService.Devlock.SetState "$1"
}

reset timestamp updater

while true; do

read timestamp < "Stimestamp file"

now=$ (date '"+%s')

diff=$(( Snow - S$Stimestamp ))

echo "timestamp S$timestamp, diff $diff"

if [[ $(( Snow - Stimestamp )) -1t $session timeout ]]; then
sleep 1

elif mountpoint /home; then
#set devlock state 1
source /etc/environment
echo "Stopping user session for S$LAST LOGIN UID"
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systemctl stop user@$LAST LOGIN UID
source /var/lib/environment/compositor/droid-hal-device.conf
export QT QPA PLATFORM
export EGL PLATFORM
/usr/libexec/unlock-ui SLIPSTICK OPTIONS
reset timestamp updater
source /etc/environment
systemctl start user@$SLAST LOGIN UID

else
reset timestamp updater
sleep 1

fi

done

— MPUCBOUTb NEPEMEHHOW session timeout HYXHOE 3Ha4YeHWe B CEeKyHAaX, KaK
nepuon, HEeaKTMBHOCTM MOMb30BaTeNid, MO WCTEYEHUM KOTOPOro ero ceaHc Oyaet
NPUHYANTENBHO 3aBEPLIEH, K NPUMEpPY:

session timeout=600 nma 10 MuHyT.

— [N aBTOMATUYeCcKoro ckpunta A06aBUTb CCbINKY Ha cepBuc-pailn B TapreT
graphical.target:

In -sv ../session-timeout.service
/etc/systemd/system/graphical.target.wants/

— nepesarpysmtb MY.
4.8. dnnbTpauma cCeTeBoro NOToKa

4.8.1. Obwan nHpopmaLms

®unbTpaums ceTeBbix notokoB B OC ABpopa OCYLWECTBAAETCA C  MOMOLLbO
BCTpoeHHoro B AApo OC dunbTpa CeTeBbiX MAKETOB netfilter M MOHMTOPaA obpalleHmn,
KOHTPOAMPYIOLLEro ceTeBon cTek IPv4.

AOMWHUCTPATOP NPW MOMOLLUM YTUANUTbI iptables MOXET 3a4aBaTb MOAYAO AApPa
netfilter npasuna (MAM UENOYKKM) GUABTPALMM B COOTBETCTBUM C aTpubyTamm
OTNPaBUTENA M NOJy4YaTens CeTeBblX MAKETOB, a TaKKe aTpubyTamu nepesaBaemol
nHopmMaumm B IP-3aronoBKax NnakeTos.

4.8.2. MexceTeBoe 3KpaHMPOBaHMe

®dyHKUMM M3 B OC ABpopa peanin3oBaHbl B CAykbe connman, MCNOAb3YHOLLEN
MeXaHW3Mbl iptables AN1A pa3rpaHNYeHMNA CETEBbIX MOTOKOB AAHHbIX.

KOH¢MrypauMﬂ MO YMOJIHaHUIO MOCTaBAAETCA B NaKeTe connman-configs-core,
CO6MpaeMON\M3HaKeTaomp—common—configurations
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4.8.3. NyTb K datnam KoHdurypaumm M3

HoBble HACTPOMKM iptables MNOAAEP)KMBAKOTCA B connman, Ha4YMHAA C BEPCUM
1.32+git41. HacTpoMKM, ONMCaHHbIE B HACTOALLEM AOKYMEHTE, XPAHATCA B C/leAYHLLINX
dannax:

— /etc/connman/firewall.conf — [1];

— /etc/connman/firewall.d/*firewall.conf — [2],
roe [1] — ocHoBHaA KoHourypaumsa, [2] — nanka ¢ dannamu, OKaHYMBAOWMMUCA Ha
«firewall.conf» n pacnonoxkeHHbIMK B anPpaBUTHOM NOPAAKE.

4.8.3.1. MpaBuna KoHOUrypauum M3

BuHapHbIM nakeT «connman-configs-core» yctaHaBAMBaET Npasuaa B CAeayHoLmMX
dannax:
1)/etc/connman/firewall.conf:
— |Pv4:
epa3pellaeT YCTAaHOB/NEHHbIE M CBA3AHHbIe MaKeTbl (-m conntrack --ctstate
RELATED, ESTABLISHED);
epa3spellaeT Bce BxogdAwmMe nakeTbl ana loopback-uHtepdenca (Tpebyetcs
connman A4 pa3peLlieHnsa 40MeHHbIX UMeH);
®N0 YMONYaHMO 6n0KMpYyeT Becb BxoAAwWwMK Tpaduk (Tabnnua filter
INPUT-uLenouka);
— |Pv6:
epaspellaeT yCTaHOBAEHHbIE M CBA3aHHble NMakeTbl (-m conntrack --ctstate
RELATED, ESTABLISHED);
epa3spellaeT Bce BxoadAllMe nakeTbl ana loopback-uHtepdeinca (Tpebyetca
connman /19 pa3pellieHns JoMeHHbIX MMeH ans IPve-npoTtokona);
®N0 YyMONYaHMtO 6n0KMpyeT Becb BxoAAWMM Tpaduk (Tabnmua filter
INPUT-uenouka).
NMPUMEYAHUE. B OC ABpopa IPv6-noaaep:kka B iptables He 3aaBneHa;
2)/etc/connman/firewall.d/10-block-icmp-firewall.conf:
— |Pv4:
epaspelwaer  BxogAawme ICMP-nakeTbl, OTAMYHbIE  OT  ping-NakeTos
(T.e. BNOKNMPOBATb TONIbKO BXOAALLME PINg-MAKETbI);
epaspelwaer wucxoaAawme ICMP-nakeTbl, OT/IMYHbIE OT 3XO-Ping-NakeTos
(T.e. 6BNOKMPOBATb TONIBKO UCXOAALWMN IXO-OTBET);
— |Pv6:
epaspelwaer  BxoaAawme ICMP-nakeTbl, OTAMYHblE  OT  ping-NakeTos
(T.e. 6BNOKMPOBATb TO/ILKO BXOAALLME PiNg-NaKeTbl);
epa3spelwaer wucxoaawme |ICMP-nakeTbl, OT/IMYHbIE OT 3XO-PinNg-NakeToBs
(T.e. 61OKMPOBATL TONBKO UCXOAALLMIA IXO-OTBET);
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3)/etc/connman/firewall.d/11-allow-dccp-non-privileged-ports-firewall.conf:
— ana IPv4d n IPv6:

epaspewaet BxoaAawmm DCCP-Tpadumk Ha nopTax 1024:65535;
4)/etc/connman/firewall.d/11-allow-sctp-non-privileged-ports-firewall.conf:
— ana IPv4d v IPv6:

epaspelaet Bxoaawmi SCTP-Tpadurk Ha nopTax 1024:65535;
5)/etc/connman/firewall.d/11-allow-tcp-non-privileged-ports-firewall.conf:
— ana IPv4d n IPv6:

epaspelaeT Bxoaawmin TCP-Tpaduk Ha nopTax 1024:65535;
6)/etc/connman/firewall.d/11-allow-udp-non-privileged-ports-firewall.conf:
— ana IPv4d n IPv6:

epa3peluaet Bxoaawmmm UDP-Tpadumk Ha nopTax 1024:65535;

epa3peluaet Bxoaawmm UDP Lite-tpaduk Ha noptax 1024:65535;
7)/etc/connman/firewall.d/12-allow-ipsec-firewall.conf:
— ana IPvd n IPv6:

epa3pellaeT Becb Bxoaawmm IPSec Authentication Header (AH)-Tpaduk;

epaspewaetr Becb Bxoaswmin IPSec Encapsulating Security Payload

(ESP)-Tpaduk;

8)/etc/connman/firewall.d/12-allow-ipv6-mobility-firewall.conf:
— TONbKO AnAa IPv6:

epaspellaeT Becb Bxoaawmm IPv6 Mobility Header (MH)-Tpaduk.

4.8.3.2. To4ka goctyna

KoHdurypauma pexnma «Touyka A0CTyna» peann3oBaHa Kak A0MNOAHUTENbHAs
onuma. MNpu BKAKOYEHHOM PeXMME NPUMEHAIOTCA TE e NpaBmaa N0 YMOYaHWUIO, YTO 1 Npw
npueme Bcero Tpaduka. bonee crtporme npaBuna GuabTpaumm Tpaduka MoryT ObiTb
[06aBNeHbl C MOMOLLbIO MeHH0 HacTpoeK. CaTon Lenbto B Galabl KOHPUrypaumm gobasneHa
rpynna [tethering], aHanorMyHas AMHaMMUYECKUM NpaBuaam Aas rpynmn.

NMPUMEYAHUE. lMpasuna «Tovka A0CTyna» MPUMEHAKOTCA TONbKO ANA PEXMMA
nepenayn gaHHbix nocpeactsom cetnm WLAN. [na USB-pexnma npasuia no ymoadaHuto
NPUMEHSAIOTCA HE33aBMCMMO OT KOHQUIYpaUMM pexrmMma « To4Ka A0CTyna.

Mpasuna pexxnma «Tovka A0CTyna» A0MKHbl OblTb LENOCTHLIMU 1 3aBEPLLEHHbIMM.
Mpn HaAN4YMM XoTA Bbl 0AHOrO Habopa NpaBma pexmnma «ToYKa AOCTyNa» HMUKaKMe npasmaa
N0 yMOAYaHMiO He byayT aobaBneHbl, T.K. OHWM NepeonpeaenAtT MN0/b30BaTebCKUe
npaBuaa 1 paspeLlatoT Becb TpaduK.

[MoaToMy, Hanpumep, MOryT ObiTb BKAKOYEHbI CAeAylollMe BXOAflWME NpPaBuAa,
paspewatowme TOoNbKO DHCP u DNS /etc/connman/firewall.d/42-tethering-

firewall.conf:

[tethering]
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IPv4.INPUT.RULES = -p udp -m udp --dport 53 -j ACCEPT; -p tcp -m tcp -
—-dport 53 -3 ACCEPT; -p udp -m udp --dport 67 -j ACCEPT

IPv6.INPUT.RULES = -p udp -m udp --dport 53 -j ACCEPT; -p tcp -m tcp -
—-dport 53 -3 ACCEPT; -p udp -m udp --dport 67 -j ACCEPT

4.8.3.3. ®annbl KOHPUTrypaLUmm
4.8.3.3.1.®opmart panna

Kaxkaaa rpynna onpeaensaeTca C MOMOLLbIO KBaApaTHbIX CKODBOK — [], Hanpumep,
[General]. Kaxkapbin KNtoY perncTpo3aBnUCMM M HannucaH NPOCTbIM TEKCTOM Be3 Teros, 3a HUM
cnenyeT CMUMBOA «PaBHOY (=). ITO O3HAYaeT, YTO BCe KAKOYM A0 Hayaa caeaytowen rpynnbl
[] npuHagnexKaT aTon rpynne.

Hanpumep:

IPv4.INPUT.RULES = -p tcp -m tcp -j ACCEPT

KaXabl KAtOY MpaBMA MOMKET CyLLecTBOBaTb B OZIHOM rpynmne TONbKO OAMH pas
(NpoBepKy ocyuwecTBaseT aHanmsaTop ¢annos katoden glib, obpabaTbiBaeTcs TONbKO
NepBbIn KtOY).

Pasaenutens AnA NpaBuA — TOYKa C 3aNaToM (;).

MpaBunia MOryT ObiTb BbIKAOYEHbBI MPY MOMOLLM CUMBONA «H#» B Hayase NpaBuna.

Hanpumep, BbIKAOUMTL NepBOe MNPaBMAO --dport 23 W NPUMEHUTb MPaBMIO
-—dport 24:

#-p udp -m udp --dport 23 -j ACCEPT; -p udp -m udp --dport 24 -j
ACCEPT

4.8.3.3.2.Mopagok obpaboTku

MNepBbIM 3arpyrkaeTrcs dann OCHOBHOM KoHpUrypaumm
(/etc/connman/firewall.conf), AaNee 3arpyxatTca ocTasbHble dainbl KoHUrypaLmm
U3 /etc/connman/firewall.d B andaBUTHOM NOPAIKE.

Mopsaok 06paboTkM NpasmA:

— K04 M3 dannoB 3arpyatotca B andaBUTHOM MopAAKe, MO3TOMY NpaBuaa B
danne, Hanpumep, c npepmrcom 00, byayT obpaboTaHbl n 4obaBAEHbI NEPBbIMU;

— npasuna u3 danna OCHOBHOM KOHPUrypaumm paobasnawTcA B iptables
nocneAHNUMM U CHUTAKOTCA OCHOBHbIMM;

— €C/In BKJIKOYEHbI ANMHaMKWYECKME MpaBn/ia, TO OHMU AO6aBﬂHKﬂCH B HA4a/10 B
iptables.

Hanpumep:

1)®ainbl KOHPUrypaLum 1 Nnopsaaok nx obpaboTKu:

— MNepBbli: OCHOBHOM ¢ann firewall.conf — cogepxut [General] (Obuime)
npaBuna u yctaHasamsaeT POLICY (MonuTtuky);

— BTOpOW: firewall.d/10-firewall.conf —coaepnt WLAN-npasmna;
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— Tpetun: firewall.d/20-firewall.conf — coaepuT [General] (O6wwme)
npaBuna;
— YeTBepTbIN: firewall.d/30-firewall.conf —coaepxut [General] (Obwme) n
WLAN-npasuna;
2)Mpasuna M3 npu 3anycke connman:
— npumeHseTca MoAUTUKa 13 MYHKTa OAMH;
— NopsAoK NpUMeHeHus Mpasu:
enpaBunaa M3 NyHKTa Tpu [General];
erpaBmMaa M3 NyHKTa YeTbipe [General];
enpaBsmaa M3 NyHKTa oamH [Generall;
3)Mpasuna M3 nocne BkatoyeHma WLAN:
— npumeHsaeTca MoNUTUKa 13 NYHKTa OAMH;
— NopsAoK NpUMeHeHua MNpasun:
enpasBuaa 13 nyHkTa Asa [WLAN];
enpasBuaa 13 NyHKTa YyeTbipe [WLAN];
enpaBmaa M3 NyHKTa Tpu [General];
eMpaBuMIa M3 NyHKTa YeTbipe [General];
eMpaBuIa M3 NyHKTa oaMH [General].
[P NCNONb30BAHUM HECKOTbKNX Pa3HbIX NPaBU:
— npasuna u3 pasgena [General] (Obwme). MocneaHee onpepenerne POLICY
(MonnTMKKM) NepesanmcbiBaeT npeasbiayLme;
— MnpaBWAa M3 Kaxkaoro TMna rpynnbl 406aBAAKTCA K CYLLECTBYOLWMM NPaBUaaM.
Mpwn nobasneHnn nnbo yaaneHnn Gannos KOHPUTypaLUMmM HeoBXOAMMO BbINOAHUTb
KoMaHAay:

systemctl reload connman

— €©C/M YCTaHOB/IEH HOBbIN MAKeT, 4OCTAaTOYHO BbINO/IHNTbL Mepe3arpysKy;
— npasuaa U3 HOBOro Ganna KoHoUrypaumm Ao6aBNAKOTCA BO BHYTPEHHUE CMUCKU
No NOPAAKY, OAHAKO:
eropanoK B iptables KoppeKkTupyeTcs AMHAMWMYECKMMM MpaBMAamMu nocne
BOCCTaHOBAEHUs coeamHeHma (Hanpumep, WLAN);
eropsaaoK B iptables koppekTupyetca [General] (O6wumm) npasmaamu nocne
nepesanycka connman: NPMMEHAETCA TONbKO NPM HaAMYMKU NPaBU, KOTOPbIE A0KHbI
6bITb A0b6aBneHbl B onpeaeneHHyto MNO3ULMIO Ha OCHOBE MNOpAAKa, Onpeaendemoro
nmeHem darna.
Mpu n3MeHeHnn cyulecTsytollero darna KoHGUrypaumm HeobxoaMMo BbIMOAHUTD
KOMaHAay:

systemctl restart connman

ObHapy)KeHue Mu3MeHeHMn B dalnax KoHpurypaumm OyaeT peasn3oBaHO B
cneayroLnx BepCusx.
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4.8.3.3.3.[pynnbl U KaO4YM

Ob6uwme rpynnel [General]:

— IPV4.INPUT.RULES — Habop npasun B Tabnuue filter, INPUT-uenoyka ans
npoTokona IPv4;

— IPv4.OQUTPUT.RULES — Habop npasun B Tabnuue filter, OUTPUT-Leno4YKa ans
npoTokosa IPv4;

— |IPv4.FORWARD.RULES — Habop npasun B Tabanue filter, FORWARD-Leno4Ka
ANA nNpoToKkona IPv4;

— IPV4.INPUT.POLICY — nonnTnka no ymonyaHuto ana tabnumubl filter, INPUT-
Lenoyka (moxeT 6biTe ACCEPT nnan DROP);

— IPv4.OQUTPUT.POLICY — noanTuMKa No yMONYaHuto Ans Tabamupl filter,
OUTPUT-ueno4ka (moxet 6b6iTb ACCEPT mnm DROP);

— IPv4.FORWARD.POLICY — nonutuMKka no ymonyaHutio ana Tabauubl filter,
FORWARD-uenou4Ka (moxeT 6biTb ACCEPT nnn DROP);

— IPv6.INPUT.RULES — Habop npaBun B Tabamue filter, INPUT-uenoyka ans
npoToKkona IPv6;

— IPv6.OUTPUT.RULES — Habop npasun B Tabnuue filter, OUTPUT-ueno4yka ans
npoToKkosa IPv6;

— IPv6.FORWARD.RULES — Habop npasun B Tabamue filter, FORWARD-uenoyka
ANA NpoToKona IPve;

— IPV6.INPUT.POLICY — noauTuKka no ymondaHuto ana Tabnuubl filter, INPUT-
Leno4yka ana npotokona IPve (moxket 6biTb ACCEPT nnm DROP);

— IPv6.OQUTPUT.POLICY — nonmMtMka no ymMoAn4YaHuio Ans Tabauubl filter,
OUTPUT-ueno4yka ans npotokona IPv6 (moxet 6biTb ACCEPT nnn DROP);
— IPv6.FORWARD.POLICY — noauTuka no ymonyaHutio ana tabnuubl filter,

FORWARD-ueno4Kka ansa npotokona IPv6 (moxeT 6bite ACCEPT naun DROP).
[lnHammyeckune rpynnbl MO TMNAm YCTPOMCTB:
— rpynna akTMBUPYETCA NPU BbI30BE CNYKObl connman AaHHbIM TMNOM YCTPOMCTBA
(Hanpumep, WLAN-noakntoveHme);
— Kakaplh TMN npaskna byaeTt coaeprkatb B cebe nHTepdenc cepsmca (Hanpmumep,
ans INPUT-npasun byaeT ycTaHOBAEH MapaMeTp —i <interface>);
— rpynna MOMeT codep)kaTb caedylolme Kaoun (Takme Ke, Kak B pasgene
«Obwme» [General]:
o|Pv4. INPUT.RULES =;
o|Pv4.OUTPUT.RULES =;
o|Pv4.FORWARD.RULES =;
¢|Pv6.INPUT.RULES =;
o|Pv6.OUTPUT.RULES =;
o|Pv6.FORWARD.RULES =;
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— npeponpeaeneHHble rpynnbl:

e[unknown] — He MCNONb3yeTCA UNM HE NOAAEPHKMBAETCA, HO ABNAETCA YaCTbIO

BHYTPEHHMX TMMOB YCTPOMCTB connman;

o[system];

e[ethernet];

o[wifi];

e[bluetooth];

e[cellular];

*[gps];

o[vpn];

*[gadget];

*[p2p];

e[tethering] — HACTPOMKM, NPUMEHSAEMbIE ANA pexMma «TodyKa AoCcTynay.
MPUMEYAHMUE. Mpun Hannumm npobaem ¢ pexxmmom «Toyka AocTyna» Heobxoammo

nobaBuThb cneaytoume cTpokn B rpynny Ob6ume [General]: Hanpumep, 95-tether-
override-firewall.conf:

[General]
IPv4.INPUT.RULES = -i tether -j ACCEPT
IPv6.INPUT.RULES = -i tether -j ACCEPT

4.8.3.3.4.®opmat npasu

BbinonHAoTCA cneayroume npaBmna iptables-dopmara
(https://www.frozentux.net/iptables-tutorial/iptables-tutorial.html):

— ONUMM NPOBEPAIOTCA AR KaXKA0ro NpoToKoAa U/ MK TUNa COOTBETCTBUSA;

— 3HAYeHUs ONUMI NPOBEPAIOTCA HA BE/IMUYNHY U TUM 3HAYEHUS;

— eC/I1 NPaBWIO He CYLecTBYeT B iptables, OHO UrHOPUPYETCS aHaIM3aTOPOM
npaBu;

— OTPUUAHMA NOAJEPHKMBAOTCA KaK B iptables.

MockoNbKy B nepBoi Bepcun M3 noaaepKuBatoTcA He BCE BO3MOMHOCTM
nepekntoyaTenen (switches) ANA iptables, NepekatOYaTeNM, KOTOPble connman He
MOMeT 1006aBUTb, UITHOPUPYIOTCA iptables:

— moauduKaTopbl Uenoyek: -a, -bD, -X, -F, -I, -P, -E, -R, -%Z
(M UX ANVHHbBIE SKBUBANEHTbI):

®HOBbIE UM CYLLECTBYOLWME LENOYKM HE M3MEHAIOTCA NpaBuaamm. Bce npasuna
M3 noA4YMHAOTCA NOTMKe connman, B KOTOPOM MNOA0OHble MOAUPUKATOPbI He
npeayCMOTPEHbI;

®B C/ly4ae BO3HMKHOBEHUS HEOOXOAMMOCTM Takne MoaAnPUKaTopbl MOTyT ObITb
n006aBNEHbI B JaNbHENLLEM;

— YyKasatenm mecta HasHaveHma ana DNAT: --to-destination, --from-
destination,;

— nepekatoyateny pparMeHTUpoBaHus: -£, --fragment;
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— nepekntoyatesb Bepcuu IP-npoTokona: --ipv4, -4, --ipvé6, -6;
— MNepeKkIYaTeny CoOOTBETCTBMA (—m), KOTOPble HE NOAAEPHKMBAIOTCA:
o|Pv4:-m comment, -m state, -miprange, -m recent, -m owner, -m sctp, -m dccp,
-m hashlimit, -m icmpv6/ipvé-icmp;
e|Pv6: -m comment, -m state, -m iprange, -m recent, -m owner, -m ttl, -m sctp,
-m dccp, -m mh, -m hashlimit, -m frag, -m icmp;
®BbIlLIeyKa3aHHble NepeKkaoYaTeNnn Bbi3biBaan cbou B iptables nnm HenpasuabHO
onpeaenanu sepcuto IP-npotokona.

Llenn M3 (-§ TARGET) COOTBETCTBYIOT LUENAM iptables No ymondaHuto: ACCEPT,
DROP, REJECT, LOG n QUEUE.

MpoToko/bl M3 (-p protocol) aHANOMMYHbI MPOTOKONAAM iptables: tcp, udp,
udplite, icmp, icmpv6, ipv6-icmp, esp, ah, sctp, mh (TOAbKO Ansa IPv6) u
crneuyasbHOMY KAKOYEeBOMY CNOBY all.

Kaxaoe npasBmno:

— [ONIHO UMETb MUHUMYM OAHY Uenb (-j/--jump TARGET or -g/--goto TARGET);

— MOMET MMEeTb OT Hy/s A0 OAHOro COOTBETCTBMA MO NPOTOKOAY (-p/--protocol
protocol);

— ana SCTP-, DCCP- n MH-NpOTOKO/I0B MexaHW3M COOTBETCTBMA MPOTOKO/A He
MOeT DObITb MCNONb30BaH, Hanpumep:

-p sctp -m sctp --dport 22 -3 DROP (He OynmeT paborarThb, HO)
-p sctp --dport 22 -j DROP (6ymer paboTaTh)

— MOMEeT MMETb OT Hy/A [0 [BYX YKa3aTesen coOoTBeTCTBUA (-m/--match match).
Hanpumep, 4tobbl paspewnts ans telnet oAHy NOMbITKY COEAMHEHWS B CEKyHAY,
HEeobX0AMMO YCTaHOBUT:

-p udp —m udp --dport 23 -m limit --limit 1/second --limit-burst 1 -j
ACCEPT

— MOXET MMeTb:

®OT HY/IA A0 ABYX NepekaoYaTenei nopTos ¢ onumnen obbiyHOro nopta (04HO U
TO e HanpaBieHWe He MOXKET MCMNO0Nb30BaThCA ABaXAbl). C MoAMUKATOPOM NPOTOKONA
(-m <protocol>): --destination-port, --dport, --source-port, --sport;

®0T HY/AA A0 OAHOro Nnepekat4vaTend MopToB C MyAbTUNOPTOM. BmecTe ¢
yKa3aTenem CoOOTBEeTCTBMA -m multiport BO3MOXHO MCNonb30BaTh: --destination-ports, --
dports, --source-ports, --sports, --port, --ports n nepekatoyaTenu;

— MOET MMeTb OT HyNA A0 ABYX yKasaTenel mecTa HasHayeHua (04HO M TO Ke

HanpaBAeHWe He MOMET MCMNOAb30BaTbCA JABaXAbl). --source, --src, -s, --
destination, --dst, -d,
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— Kaxaoe npaBuno pasaena [General] mMoxeT MMeTb OT Hyna A0  ABYX
nepekntoyaTenen nHtepderica (O4HO U TO Ke HaMpaB/ieHMe He MOXKET WUCMOAb30BaThCA
ABaXAabl). ——in-interface, -i, --out-interface, -o.[lepekntoyatenn nHTepdeinca
MFHOPUPYIOTCA B AMHAMUYECKMX NpaBuaax, NpedHasHaYeHHbIX A58 TUNOB YCAYr (service

types).
4.8.3.3.5.YCcTpaHeHmne HenoiaaokK

Mpu pabote ¢ MM B cayd4ae BO3HWKHOBEHWUS NMpobaembl ceTn/iptables (M3)
HeobXoAMMO BbINONHUTL CAeayolWme AeNCTBUSA:

1)HacTpouTb 6a308BbI1 MOHUTOPUHT paboThbl iptables Ana cneayoWMX NPOTOKO/OB:

— |Pv4:

watch -n 1 iptables -t filter -L -v -n

— |Pv6:

watch -n 1 ipb6tables -t filter -L -v -n

2)Ans BbIXxOAa M3 NPOrPaMMbl HaXKaTb codeTaHmne Knasuil «Ctrl» n «Cx»;

3)[poBepUTbL BbIBOA, M KOAMYECTBO cbHpolleHHbIXx naketoB B INPUT-uenouyke
(monutnka DROP);

4)3anyctutb MIT 1 NPOBEPUTb, KaKMe CYETYMKN YBENNYMBAIOT CBOE 3HAYEHME.

MPUMEYAHUE. Ecnm ceTeBble nakeTbl cbHbpacbiBatoTca, cyetynk DROP byaer
yBEAMYMBATL CBOe 3HayeHue. CYETYMKM MNaAKeToB A4 Kaxaoro npasuna  byayt
YBE/IMYMBATLCA, €CNIM NAKEeTbl COOTBETCTBYIOT 3TOMY NMPaBuay;

5)Ecnn npobnema B pabote MM BO3HMKNAG M3-3a cbOBpacbiBaHMA MAKeTOB,
Heobxo4MMO BbINONHUTL Ceaytolime AenCTBUA:

— ONA  BPEMEHHOro pelleHua (OenctsyeT [0  nepesarpy3kyM  CUCTEMbI),
paspeLllatoLLero Becb Tpaduk No yMoAYaHMIO caeaytowmx NpoTOKONO0B:

e 1A IPv4 BbINONHUTL KOMAHAY:

iptables -t filter -P INPUT ACCEPT

e 1A |Pv6 BbINONHUTbL KOMaHAY:

ipé6tables -t filter -P INPUT ACCEPT

— Ans pelleHns Ha NOCTOAHHOW OCHOBe Co34aTb dann
/etc/connman/firewall.d/99-accept-all-firewall.conf, [J006aBUTb B  Hero
cneayolme CTPOKM:

[General]
IPv4.INPUT.POLICY
IPvo.INPUT.POLICY

ACCEPT
ACCEPT

— M nepesanyctmnte MI1:

systemctl restart connman

Ecan cuctema He 3arpykaetca, HeoOXoAMMO NePenTN B PEKUM BOCCTAHOBIEHUS U
3anucatb B Gpain onumm, yKasaHHble Ha ware 5, a8 peleHnsa Ha NOCTOAHHON OCHOBE.
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4.9. KoOHTpONb LUEeNoCTHOCTU

Moacuctema KL OC ABpopa CAyKuUT 418 MPOBEPKM HEM3MEHHOCTM cpenbl
BbIMO/IHEHMA, OMOBELWEHMA MN0Ab30BaTeENA 00 M3MEHEHUM KPUTMYECKM  BaKHbIX
KOMMOHEHTOB, a TaKXKe 3anpeLaeT 3arpy3Ky 1 MCnob30BaHME CUCTEMbI MPU HapYLIEHWK ee
LeIOCTHOCTW.

B OCAspopa KL peanusoBaH C MNOMOLLBD MNPOrPaMMHOIO KOMMOHEHTA
integrityd, KOTOpbIM NpeacTaBadeT cobol AeMOH ANnA ynpaBieHWs W MNPOBEpPKM
LEeNOCTHOCTU AaHHbIX. B oTAanume oT ApYyrnx MHCTPYMEHTOB integrityd wcnonb3yet Il
(IMA 1 secureboot) Kak UICTOYHUK AOBEPUA.

NPUMEYAHUE. Kaxkapin yctaHaBamBaembit B OC Aspopa nakeT 1O A0KEH MMETb
LUMPPOBYO MOAMNMCD.

Integrityd OTBeYaeT 3a ynpaBieHWe 1 BepudPUKaLMIO LLEeNOCTHOCTM OOBbEKTOB,
npu aTom nNoa, obbekTaMmn NoHUMaOTCs 0bbluHble annbl, ELF-dannbl n pasaensl. OObeKTI
MOTyT 06beAMHATLCA B rPYNMbI, TaKXKe MOXET bbITb YCTAHOBAEHA MepapXMA rpynn.

ABTOMaThyeckn, 6e3 HeobXoAMMOCTM cCheumanbHbiX AeNCTBUM CO  CTOPOHDI
aamuHucTpaTtopa, OC ABpopa OTC/IeXXMBaEeT caeaytouee:

— LEe/I0CTHOCTb YCTaHaBAMBaeMblx NakeTos O dopmaTa .rpm;

— LLeNOCTHOCTb 3arpy»XaemblX BHELIHWUX MOAY/EN YPOBHA AAPa;

— LEe/I0CTHOCTb BCEX MCMONHAEMbIX GaliNoB NPK NOMbITKE MX 3aMyCKa;

— LLe/IOCTHOCTb pPa3aenos.

BHUMAHUE! T[epen BbinonHeHnem KL Tpebyetca ob6paTuTb BHMMAHME Ha
cneayroulee:

— MNPOBEpPKa LENOCTHOCTM YyKa3aHHbIX $al10B MO YMOAYAHMIO MNPOM3BOAMTCA
KaxkablM pa3 npum 3arpy3ske OC ABpopa, a Takxe B 00:00 4acoB 0AMH pa3 B CYTKM;

— BpemA 3arpy3km OC ABpopa yBe/nYMBaeTCA MPONOPUMOHANAbHO KOAMYECTBY
dannoB, Tpebyemblx A1A MPOBEPKMU LLEIOCTHOCTH, T.e. Yem Dosblle CnMcoKk pannos Ha
npoBepKy, Tem 6onblle BpeMeHM 3aHMMAET NPOBEPKA LUENOCTHOCTY;

— NpY NPOBEpPKe UENOCTHOCTU BbIMOMHAIOTCA MaTeMaTU4eCcKme onepauum, 4To
NPMBOAMT K MOBbLIWEHNIO MCMNONb30BAaHMA PECYPCOB MNpPOLEeccopa, CnefoBaTe/lbHO, K
YBEJIMYEHMIO pacxoda 3apAaaa akkymynatopa MY.

[MpoBepKa LENOCTHOCTM KOHKPEeTHOro danna MoKeT OblTb  OCyL,ecTBNeHA
cnenyrolmm obpasom:

integrityd -verify wmmvmsa odanna

B cnydae HeobxoaumocTu BbinoNHUTL KL npownssonbHoro ¢ainna, ELF-daiina,
pa3fenos MaW rpynnbl pa3genos cnegyeT UCNONb30BaTb YTUAUTY integrityd, AOCTYNHYHO
B Ml «Terminal», koTopaa npumeHaeT 31 Kak UICTOYHUK AOBEPUA.

NPUMEYAHUE. WHbopmaumsa o 3anycke/3aseplieHun npoueaypbl KU un ee
pe3yabTaTax 3aMMCbIBAETCA B CUCTEMHbIN KypHaa, NPOCMOTP KOTOPOro OCYLLECTBAAETCA C
nomoLbto MMM «XKypHany.
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B cnydyae ycrnewHoW nposBepku byaeT BbiBEAEHO AMarHOCTMYecKoe cooblieHue
BMAA:

verify wmmMmsa damia: success
total verification: success

B C/ly4ae HeyCrnewHOon:

verify wmmsa damna: failed

MPUMEYAHMUE. B pe3ynbTate nonyyeHnsa OT cepBmca integrityd OTPUUATENBHOTO
CTaTyca NPOBEPKM LLeNOCTHOCTU, KOTOPbIN CBUMAETENbCTBYET O HAPYLIEHUN LEeNOCTHOCTY,
noctyn Kk OC ABpopa 6/10KknpyeTca KOMNOHEHTOM securityd. BaTom cnyvae Heobxoammo
nepenatb MY agMuHMCTpaToOpy 414 NOBTOPHOM ycTaHoBKM OC ABpopa.

4.10. JononHuTenbHble MexaHM3Mbl He3onacHoCcTH

KOHTpPONb UEeNOCTHOCTM COBMECTHO C M30/1AUMEN aApPecHOro MNPOCTPaAHCTBA M
npoBepkoi noanucnm RPM-naketoB u OMHapHbIX 0O6bekToB no3sonser OC ABpopa
Peann30BbiBaTb MEXaHW3Mbl 3aMKHYTOM MPOrpaMMHON cpedbl. MexaHM3Mbl 3aMKHYTOWN
nporpammHon cpeapl B OC ABpopa AOCTYMHbI MO YMO/IYaHMIO M MO3BONAOT:

— BbIMNONHATL NpUKNaaHble npoueccbl OC M301MpoBaHO, He3 BO3IMOMXKHOCTU BIUATL
Ha ApyrMe Npoueccol;

— M301MPOBATb AaHHbIE NPUAOKEHMN APYT OT APYra;

— BblABAATb $aKTbl HECAHKLUMOHNPOBAHHOM MOAMDUKALMM UCMONHAEMbIX U UHbIX
dannos;

— OrpPaHMYMBaATb BO3MOXHOCTM MPUKAALHbLIX MPOLLECCOB MO OTHOWEHUIO K
obbekTam OC rpaHMLUaMM «KNECOYHULbI»;

— YCTaHaBAMBATb TO/IbKO MPUAOKEHMA C BaIMAHOM NOAMUCHIO;

— WCK/IOYaTb BbIMNOJIHEHME HEMNOAMMUCAHHbIX WM NOAMMUCAHHbIX HEBAAMAHOW
NoANMUCbI0 BUHAPHbLIX GannoB.

KOHTpONb LEeNocTHoCTU 3arpy3umkos M obpasoB OC nossonser OC Aspopa
peannsosaTb 6e3onacHyto (A0BepPeHHY) 3arpy3Ky YCTPOMCTBA M UCK/IOYATb Takne yrposbl
Kak noameHa OC, nepenpoLLIMBKa 1 3arpy3Ka C BHELIHWX yCTPOMUCTB. KOHTPOb UEeNOCTHOCTH
H6asnpyeTca Ha NpoBepKe noanmcu obpa3oB 3arpy3vyMKoOB M MNO3BOSAET CHOPMMPOBATH
LLeNoYKy A0BEPMA, KOPEHb KOTOPOM HAXOAMTCA B annapaTHOM YacTW YCTPOMCTBA U HE MOXKET
ObITb CKOMNPOMETUPOBAH.

AOMWHUCTPATOP MOET HaN0XMUTb [AOMNOJIHUTE/IbHbIE OFPaHUYEHMA B YacTu
3aMKHYTOM MPOrpaMMHON cpeapl, pa3pelmns ycTaHoBKY MI1 TONbKO M3 O0OBEPEHHbIX
MCTOYHMKOB. ONKMcaHMe HaCTPOMKM AOBEPEHHbBIX MCTOYHMKOB NpmuBeaeHo B n.n. 4.4.1.3.
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5. PEKOMEHZAUWK NO YCTPAHEHUO BO3SMOMXHbIX OLUMBOK

[leicTBns  NO  YCTPAHEHWIO BO3MOXHbIX OWKMOOK npueBedeHbl B Tabauue
(Tabnunua 17).

yCTaHoBUTb MIT

Tabnuua 17
Ne Owmnbka MpHYMHa/pekoMmeHaaLmMn No YCTPAHEHUIO
1 | HeBo3moXKHO [ns nonyyeHma obHosneHns OC ABpopa TpebyeTtca AoCTyn K
BbINOJIHUTL onpefenieHHbIM  pecypcam  npeanpuaTua-paspaboTymKa.
0bHOBNEHMA, T.K. He | TakoM AOCTyn NpeaoCTaBAAeTCA KAMeHTam, OQOPMMBLLMM
paboTaeT KHOMKa | TEXHMYECKYHO NOAAEPKKY, BKAOYAKOLLYHO YCIyry 0OHOBAEHMA
«3arpy3suTb» OC.
Bonee noapobHas MHPOpPMaUMA AOCTYNHA NO INEKTPOHHOM
no4yrte support@omp.ru
2 | He nony4vaetca Mp¥ BO3HWMKHOBEHMN OLINOKK Npu ycTaHoBKe MI1, onncaHue

KoTopow npuseaeHo B Nn. 2.3.2.1, Heobxoanmo obpaTnTbea
K pa3pabotunky MI ana ero obHoOBAEHMA.

BHUMAHME! 3arpy3ka B nckatoUMTENBHbBIX C/Ty4asX,
HanpuMep, B Cly4ae NPUMEHEHMA B MUNOTHbIX MPOEKTaX,
[OMNYyCKaeTca AeakTMBaLMA nepekntodaTens « BKaoumTb
Ba/MAauUMio NakeTos» (CM. PucyHok 104)

TpebyeTca naposb

3 | Owmnbka ceptudmkata | OAMH N3 4OBEPEHHbBIX CEPTUPUKATOB, BXOAALLMX B TPETbE
nokoneHune OC, ycTapen, B pe3yabTaTe Yero bbisa yTpayeHa
[,0BEPEeHHOCTb PecypcoB, NOAMNMCAHHbIX TAaKMMM
cepTudmKaTamm

4 | [Tpn nonyyvyeHnm Mpobnembl ¢ ceteBbIM goctynom MY k TMO. Ecam npu
0BHOBNEHUI C CKaumBaHum  MIT npoucxoamT ceTeBOM  paspbiB, TO
Mro «Aspopa nocneaytouwme Ml cTaHOBATCA B o4epeab U UX YCTAaHOBKA He
LeHTp» npoucxoanT
oTobparkaeTcs
yBeaOMIeHne
«Appmanager is
busy»

5 | OTobparkaeTcs YcTaHOBAEHHbIM Ha MY mdm-KaneHT (Hanpumep, KAUeHT
yBeZoM/IeHne MMNO) 3anpellaetT obHOBNEHUs Yepe3 HTepdenc MY
«YnpasseHue
obHoBneHnem OC
3anpeLeHo»

6 | MY 3abnokmpoBaHo, | Heobxoammo o06patuTbca K agmuHucTpatopy MY ambo

onepatopy MNMO ana cbpoca napona MY, NOAKNOYEHHOIO K
cetTn HTepHeT.
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Neo Ownbka MpnurHa/pekomeHaaLMM MO YCTPAHEHMIO
[nsa cbpoca napona agMuHmcTpatopa MY npu oTCyTCTBUM
noakntodeHms K MNMO Heobxoammo obpaTuTbcs B CEPBUCHDIN
LleHTp Ana nosTopHOM ycTaHoBKK OC ABpopa

7 | Mpwn yctaHoBke RPM | HecoBmecTumocTb Katoderr B OC M KAtOYen, KOTOPbIMM

Ha MY BO3HMKaeT
owmnbKa

nognucaHo MIT.
Heobxoanmo nepenoanuncate MM nnbo mncnonszosats OC ¢
Kto4amm, cooTBeTCTBYOWMMK MIT

8 | Monb3oBaTenb 3abbin | Heobxoammo obpaTnuTbca K agMUHUCTPaTopy Ana cbpoca
naponb MY napona MYy
9 | AAMMHUCTPaTOpP Heobxoanmo obpatntbea K onepatopy MMNO ans cbpoca
3abbin napons MY napona MY, noaknto4eHHOro K cetn NHTepHeT.
[ns cbpoca napons agmmHuctTpaTopa MY npm oTCyTCTBUK
noaratodeHus K MNO Heobxoanmo 0bpaTnTbcs B CEPBUCHbIN
LeHTp ana nosTopHOM ycTaHoBKK OC ABpopa
10| Nocne 3arpyskun Ybeamsmnce, 4to MY nmeet AoCTyn K ceTn MIHTepHET U
obHoBNeHn MI Ha 3apAg akkymynatopa MY coctasnaet He meHee 50%,
MY OHO He HeobxoA4MMO OCYLLECTBUTL NMPUHYAUTENbHOE OOHOBNEHME,
obHoBKMIOCH BbINO/IHMB CAeaytolme AeNCTBUA:
- OTKPbITb DKPaH NPUAOKEHNI, NPOBEeAA MO
JJomallHemy sKpaHy CHUM3Y BBEPX;
— nepenTn B MyHKT MEHIO CUCTEMHbIX HAaCTpOeK
«ObHoBNeHMsa OC ABpopa», nocne Yyero BbiOpaTb NYHKT
«MNpoBepnTb Hann4yme oOHOBAEHNINY.
Ecnn nocne BbINOAHEHWA ONMCaHHbIX AeicTBMin MIT He Bbino
yCTaHoBAeHO NMHO 06HOBNEHO, HEODXOAMMO NPOBECTU
aHa/IM3 CUCTEMHbIX coobLLeHni (cm. noapasaen 4.1)
11| HeBO3MOXKHO [aHHaa GYHKUMA OTKAOYEHA C MOMOLLbIO MOANTUKN
cobpocnTtb MY K 6e30nacHOCTM, HEOHXOAMMO OTKAUYUTL AAHHYHO MOJUTUKY B
3aBOACKUM MeHto 6e3onacHocTK (cm. noapasaen 4.3)
HaCTpOMKam
12| HepgocTynHbl [aHHaa GyHKUMA OTKAOYEHA C MOMOLLLIO MOANUTUKN

HaCTpOl\/‘IKI/I AaTbl N
BpeEMEHMN

6e30nacHOCTY, HEOHXOAMMO OTKAUYUTL AAHHYHO MOAUTUKY B
MeHto 6e3onacHocTh (cm. noapasaen 4.3)
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NEPEYEHb TEPMWUHOB Y COKPALLEHUI

B HacToAWEeM [AOKYMEHTE MPUHATHI Ccaedylowye TEepMUHbl M COKpalleHus
(Tabnunua 18).

Tabnuua 18
COZZZ’:;Z/ e Pacwundposka
2DA [ByxdaKToOpHas ayTeHTUPMKaUMA
AOMUWHUCTPATOP Monb3oBaTenb, 0baaaatoWmMi NpaBamm Ha BbINOAHEHMWE
onepaumit, CBA3aHHbIX C aAMUHNUCTPUPOBAHNEM CUCTEMbI
b/, ba3za AaHHbIX

Bepcua OC Aspopa |1)KopnopaTuBHan Bepcua - ncnonHeHme OC Aspopa,
npeaHa3Ha4YeHHoe 418 OpraHM3aUmMmn oBePEHHbIX MOBUAbHbIX
Pabouymx MecT, Ha KOTOPbIX He NpoucxoamT obpaboTKa
MHGOPMaLMK, NOANENKALLEN 3aLLNTE B COOTBETCTBUM C
3aKOHO4AaTEeNbCTBOM P®;

2)CepTndnumpoBaHHas Bepcus - ucnonHeHne OC ABpopa,
npolwealee cepTMOUKALMOHHbBIE UCMbITAHWUA B CUCTEME
cepTudMKaLumMm HopMaTMBHbIX perynatopos PO (PCTIK Poccum,
®CB Poccun), umetolee COOTBETCTBYHOLWMIA KOMMIEKT
NPOrPaMMHbIX OKYMEHTOB M rOTOBbIE K CEPUIMHOMY
npom3BoAcTBY. [peaHa3Ha4YeHbl 414 OpraHM3aLMm A0BEPEHHbIX
MODBUNbHBIX Paboymnx MeCT, Ha KOTOPbIX MPOMCXoAMUT 0bpaboTKa
MHPOPMaLLMK, NOANEXKALLEN 3aLLMTE B COOTBETCTBUM C
3aKoHoaaTenbcTBoM P®. MoryT ncnonb3osatbes B [MC, Ha
obbekTax KM 1 B nHbIX peryamnpyembix NC

3MC 3aMKHyTaA NporpammHas cpeaa

NAD NaoeHTudUKauma n ayteHTMdumkaumsa

nc NHPopMaLMOHHaA cMcTeMa

NOBO NHTepdenc pyHKLNOHANbHbBIX BO3MOXHOCTEN Be3onacHOCTH

KeoTa Ob6bem AMCKOBOro NPOCTPAHCTBA, BblAENAEMOTO
aAMWHNCTPATOPOM ANA 3aMUCK AaHHbIX YY4ETHbIX 3anncen
Nonb30BaTeNen

KL, KOHTPO/1b LENOCTHOCTH

MB/ Poccum MWHNCTEPCTBO BHYTPEHHMX Aen Poccminckon Geaepaumm

M MobunbHoe npunoxeHmne

MY MobunbHoe yCTPOMCTBO

M3 MexceTeBoe 3KpaHMpPOBaHMeE

OC OnepaunoHHada cucTtema
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TepmuH/ Pacwundposka
CoKpalueHmne

MNepekntoyaTens dnemeHT nHTepderca OC ABpopa, NpeacTaBAAOLWMIA cCODOR
CBETALLYIOCA TOYKY, PACNONOKEHHYIO B MOE, M MO3BONAIOLLAMA
Bbl6paTb OAHO M3 COCTOAHMM, Yalle BCErO BKAOYEHME UM
BbIK/ItOUEHMe. [1pn akTUBaLMM NepekatoYaTens ToYKa HauymHaeT
CBETUTbCA ApPYE, YEM B HEAKTUBHOM COCTOAHNM

Monb3oBaTenb JInuo, ncnonb3aytollee CUCTeMy ANA BbINOJNHEHWNSA 3a/I0XKEHHbIX B
Hen QyHKLNM

MNpeanpusatue- Ob61LecTBO C OrpaHNYeHHOM OTBETCTBEHHOCTbIO «OTKPbLITanA

pa3paboTumk MobunbHan naatpopma» (OO0 «OTKpbITad MobunbHas

nnaThopma)

no MporpammHoe obecneyeHne
rnro MpuKknagHoe nporpaMmHoe obecneyeHune «Aspopa LleHTp»
Mnea [NpaBuna pasrpaHnUyYeHmna AoCTyna

CmapT-KapTa

YcTponcTBO, NpeaHa3Ha4YeHHoe Ans 6e30nacHoro m
3awmuieHHoro PIN-Ko4oM XpaHEeHWUs CEKPETHbLIX U 3aKPbITbIX
KpUNTOrpapuyeckmx Kaoden, cepTudrKaToB OTKPLITbIX KAOYEN U
APYIUX ayTEHTUOUKALUMOHHbBIX AaHHbIX. CMapT-KapTbl
obecneymnBatoT MHPOPMALIMOHHYO BEe30MacHOCTb NOb30BaTENA,
TaK¥e Mcnonb3yeTca ANa ABYXPAKTOPHON ayTEHTUPMKALMM ero
Bnaaenbua. O6bIYHO MCMO/b3YIOTCA COBMECTHO CO CYMUTbIBATENEM
CMapT-KapT

cyanc CepBuC ynpaBaeHMa A0CTYNOM K MHPOPMALIMOHHbBIM CUCTEMAM
MB/L, Poccuun

Cynepnonb3oBaTesnb |lonb3oBaTesb, 06134a0UMIA NPpaBaMK Ha BbINOIHEHWE BCex He3
MCKAtOYEHMA onepaunii B cucteme (B cMCTEME MMEET NI0TUH
«root»)

TokeH AyTEHTUPMKALIMOHHbIE AaHHbIE, KOTOPbIE BblAAOTCA
N0/1b30BaTENH0 NOCAE YCNELWHON aBTOPU3aLMM U ABNAIOTCA
KNKOYOM A1A A0CTYNa K ciy*Kbam

vy, Y0CTOBEPAOLWMA LLEHTP

®B0O ®DYHKLMOHAIbHbIE BO3MOXKHOCTM HE30MaCHOCTH

®C dannosada cuctema

2BM DNEeKTPOHHO-BbIYMCAUTENIbHAA MALLUMHA

Sl DNeKTPOHHAaA NoAMNMUCb

ACL Access Control List — cnncok KoHTpoAs AocTyna

Bluetooth® CraHpapT becnpoBoaHOM cBA3M, obecneynsatoLLnit obmeH

JAHHBbIMUW MeX Ay YCTPOMCTBAMM Ha OCHOBE Y/IbTPAKOPOTKMX
PaAMOBO/H
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CoTKepZ’:J,Me:/ e Pacwméposka

CSD Tool narHocTnyeckasa nporpamma, BcTpoeHHasa 8 OC ABpopa

DAC Discretionary Access Control — AMCKpeumnoHHoe pa3rpaHnyeHmne
npaB AOCTyna

eMMC Embedded Multimedia Memory Card — BcTpoeHHasn
MYAbTUMEAMNHAA KapTa NaMATH

GID Group IDentifier — naeHTUPMKaTOpP rpynnbl

GSM Global System for Mobile Communications — rnobanbHblii
CTaHAapT umMdpoBo MOOBUABHOM COTOBOW CBA3M C pa3aeNeHnem
KaHanos no spemenun (TDMA) n yactote (FDMA)

GUI Graphical User Interface - pa3HOBMAHOCTb NO/Ib30BATE/IbCKOTO
MHTepdenca, B KOTOPOM 31EMEHTbI MHTepdenca (MeHO, KHOMKK,
3HAYKM, CMUCKM), NpeaCcTaBAeHHble NO/b30BATENO Ha ANUCMEeE,
MCMONHEHbI B BUAE rPadUYECKMX N300parkeHn

HPET High Precision Event Timer - Tamep cobbITMN BbICOKOM TOYHOCTHU

ICCID Integrated Circuit Card Identifier — BCTpOeHHbIN MAEHTUPUKATOP
SIM-KapTbl

ICMP Internet Control Message Protocol — npoTokon mexkceTeBbix
YyNPaBAAOLWMX COOOLLEHN N

IMA Integrity Measurement Architecture — mexaH13m NPOBEPKM
noanucn GBUHapHbIX Gainos

JSON JavaScript Object Notation — TeKkcToBbIM popmaT obmeHa
NAHHbIMM, OCHOBAHHbIM Ha JavaScript

MD5 Message Digest 5 — 128-6UTHbIN anrOpUTM XeLMpoBaHMA

MTP Media Transfer Protocol — ocHoBaHHbI Ha PTP annapaTtHo-
He3aBMCUMbIM NPOTOKO/, pa3paboTaHHbIN KomnaHunen Microsoft
ANA NOAKNHOYEHNA LMPPOBBIX NIEEPOB K KOMMbIOTEPY

NFC Near field communication - TexHonorma 6ecnpoBoAHOM Nepeaaym
AAHHbIX Maioro paanyca A4enNCTBMA, KOTOPaA AaeT BOSMOXKHOCTb
obmeHa AaHHbIMW MEeXAY YCTPOMCTBAMM, HAXOAALLMMMCA Ha
PacCToAHMM O0KoNo 10 CaHTUMETpPOB

PID Process |IDentifier — naeHTMdMKaTOp Npouecca

PIN-kop, Personal Identification Number - nepcoHanbHbI KO, COCTOALLMA
n3 4 undp, NpesHasHaYeHHbIN A1A NoayYyeHmns goctyna K SIM-
KapTe 1M NpeaoTBPaLLAOLWLINMA ee HECAHKLUMOHMPOBAHHOE
MCNONb30BaHMeE

PUK-kop, Personal Unlock Key - nononHuTenbHbI KoA, COCTOAWMN 13 8

UMbp M NpumeHAeMbI ana pa3baoknposBkK SIM-KapTbl nocne
Heyaa4yHoro BBoAda 3HaydyeHuma PIN-koaa 3 pa3a noapa
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Tepmun/
CoKpalueHmne

Pacwundposka

RPM

Red Hat Package Manager — meHeaxep naketos Red Hat
obo3HayvaeT ase cywHocTh: dopmaT nakeTos MO (RPM-nakeT) n
NPOrpaMmma, Co3aaHHaA 414 ynpaBaeHna STUMM NakeTamMu.
Mporpamma no3BoAsAET YCTaHABAMBATL, YAaNATb U 06HOBAATL 10

RPM-naket

®ann popmata RPM, no3sonAtoLWMKA yCTaHABAMBATL, YAANATb U
0OHOBNATL NPUNOKEHMNE Ha MY

SDK

MpoAayKT, NpeAHa3HaYeHHbIN A58 pa3paboTYMKOB, MO3BONAIOLLNM
pa3pabaTbiBaTb MPUAOKEHMA (rpadUyecKe KOHCObHbIE,
CEPBUCHI M T.4.), KOMNUANPOBATb MX A4 331aHHOM BEPCUM
OnepaLnoHHOMN CUCTEMbI M 3aNYyCKaTb NOAYYMBLUNICA DMHAPHbIN
KoZ B aMynsaTope

SIM

Subscriber Identification Module — moaynb naeHTUPUKaLMK
aboHeHTa

SSuU

SourceSafe ana Unix — ytunmTta, obecneymsatollas AOCTyn m3
KOMaHAHOW CTPOKM K /IOKAZIbHbIM U YAA/IEHHbIM PEMO3UTOPUAM
Source Safe/VSS yepes TCP

SSH

Secure SHell — ceTeBOM NPOTOKON NPUKNAAHOTO YPOBHS,
N03BONAOWMIA NPOM3BOAMTL YaaneHHoe ynpasaeHmne OC u
TYHHennposaHue TCP-coegnHeHUM (Hanpumep, 18 nepenaym
dannos)

uiD

User Identifier — naeHTMdMKaTOp NONb30OBATENA

USB

Universal Serial Bus — yHMBepcanbHas nocnenoBaTeNbHan WMHA

VPN

Virtual Private Network — B1pTyanbHaa 4acTHas CeTb,
0606UeHHOEe Ha3BaHMe TEXHONOMMIA, NO3BOAAIOLLIMX 0BecneymTb
OZHO M/ HECKO/IbKO CEeTEBbIX COeAMHEHMIN (NOTNYECKYIO CETb)
noBepx Apyron cetun (Hanpumep, cetn MHTepHeT)

WLAN

Wireless Local Area Network — 6ecnpoBoaHaa n1oKanbHan ceTb
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[MPUNOXKEHUE 1

OnucaHue cnocoba yCTaHOBKM

MpeaBapuTe/ibHanA NOArOTOBKA

Pabouyee MecTo A0/1KHO BKAOYATL B cebs:

— 3/IEKTPOHHO-BbIYUCANTENbHYIO MaLLMHY (DBM);

— kabenb Type-C/USB nan micro USB/USB, B 3aBMcumocT oT MY.

3BM fo/mkHa MMETb cieflyroLme XapaKTePUCTUKI:

— YCTQHOBJIEHHYIO O4HY U3 cneaytowmx OC:
¢OC Linux Bepcun Ubuntu 22.04 nnu Bbile;
o0OC Centos 7.x unu Bblwe (1MH60 COBMECTUMbIE C YKa3aHHbIMM);
— Ha/ndume He meHee 1 USB-nopTa;
— Hanuymne He meHee 6 b cBoboaHOro mecTa Ha dalnoBoi cucteme IBM;
Ha 9BM ponHa bbiTb ycTaHoOBeHa yTuanTa fastboot.
MNpoueaypa ycTaHOBKMU
Mepen yctaHoBkoi OC ABpopa Heobxoammo Ha IBM ybeamTbca B LLEIOCTHOCTM
NO/lY4EHHOroO apXmMBa:

$> mdbSsum -c <OyTb K KOHTPOJIBHOM CcyMMe>.tar.zst.mdb

Mocne yero HeobXxoAMMO pacnakoBaTb apxme ¢ 0bpasom npowmnskm OC ABpopa:

$> tar -I zstd -xvf - <oyTe K apxuBy>.tar.zst

NMPUMEYAHUE. [ina nekomnpeccum OC ABpopa Ha IBM aoskHa ObiTb YCTaHOBNEHA
bubnnoTeKka, peanmsyowan anropnutmbl Zstandard.

[na yctaHoBkn OC ABpopa HeE0BX0AMMO BbINONHUTL CAeAyoWmMe AeNCTBUS:

1) Bbikntountb MY;

2) Noakntounts MY K 9BM ¢ nomoupto kabens Type-C/USB mam micro USB/USB, B
3aBMCMMOCTUM OT MY;

3) O4HOBPEMEHHO Ha)KaTb W YAEpPXKMBaTb COOTBETCTBYIOLIME KHOMKU Ha Kopnyce
MY ao nepexoaa MY B pexxum FASTBOOT MODE.

NMPUMEYAHUE. KombuHauma KHonok ana MY, HaxaTue KOTopbIX NO3BOAAET NepenTn
K BbIOOpY pexuma paboTtbl MY, npuseaeHa 8 Tabaunue (Tabanua 1.1);

Tabnunua 1.1
KombunHauusa KHonok My
— KHoMKa nuTaHus (Power); — Mashtab TrustPhone T1;
— KHOMKa yBennyeHuma rpomkocti (Volume Up) — Omega Dialog-S
— KHOMKa nutaHua (Power); — KVADRA T
— KHOMKA yMeHblleHna rpomkoctn (Volume
Down)
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MPUMEYAHMUE. Mpu HaxkaTumM 1 yaep*KaHnMm COOTBETCTBYHOLLIMX KHOMOK Ha Kopnyce MY

BO3MO)HO MOAB/JEHWE B CpeAHEer YacTM 3KpaHa OKHa BblDOpa pexmma 3arpysku
(PucyHok 1.1).

Select Boot Mode:
[VOLUME_UP to select. VOLUME_DOWN is OK.]

[Recovery Model
[Fastboot Model
[Normal Boot]

PucyHok 1.1

B Takom cnydae B oTobpasmBLIEMCA OKHe Bblbopa pemnma 3arpy3km Heobxoammo
BbIOpaTb pexkum [Fastboot Mode], ncnonb3ya cneaytouime KHOMKM:
— KHOMKY yBennyeHuns rpomrkoctn (Volume Up) ana Bbibopa pexnma;
— KHOMKY yMmeHbleHuna rpomkocTn (Volume Down) ana noatsepaeHMA BbI60Pa;
B pe3ynbTaTe Yero cucTema 3arpysmutca B pexmme yctaHoskM OC ABpopa M Ha aKpaHe
oTobpasuTcs Hagnuck « FASTBOOT mode...» (PucyHok 1.2).

Select Boot Mode:
[VOLUME_UP to select. VOLUME_DOUWN is OK.1

[Recovery Model
[Fastboot Model ==

[Normal Boot]l

=> FASTBOOT mode. ..

PucyHok 1.2

MPUMEYAHMUE. B cnyyae HeBepHOro Bbibopa pexima paboTbl HEOOXOAMMO HaXKaTb U
yAEPKMBaTb KHOMKY NuTaHua (Power) Ha kKoprnyce MY a5 ero BbIKAtOYEHUS;

4)Ha 3BM nepentv B nanky C 3apaHee pacnakoBaHHbIM 006Pa3oM MNPOLINBKM
OC ABpopa 1, HaxoAACb B Nanke, 3aMyCTUTb TEPMUHAN,

5) 3anyctuTb cueHapuit yctaHoskM OC ABpopa, BbINOIHUB B TEPMUHAE KOMaHAY:
$> sudo ./flash.sh

MPUMEYAHUE. Bo Bpema yctaHoBKkM OC ABpopa Ha MY He cneayeT BblKAOYaTe 2BM

n/Mnn oTKNYaTb OT Hero MY — 3To MoxKeT npueecT MY B HepabotocnocobHoe
COCTOSIHME;

Nlocne 3aBepllieHMa npouecca YyctaHoBkM OC ABpopa Ha 3KpaHe TepmuHana

oTobpasntca coobuleHme «Flashing completed. Detach usb cable, press and hold powerkey
to rebooty.
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[MPUNOXKEHUE 2

N3meHeHUe numuTos

OnucaHue nHTepdelica nice

NMMA: nice — 3anyckaeT nporpammy C 3aZaHemM npuopuTeTa.

OB30P: nice [MAPAMETP] [KOMAHAOA [APTYMEHT]...]

ONMNCAHWNE: 3anyckaeT KOMAH/LY c ykasaHnem npuopuTeTa ee BbiMoaHeHUA. bes
yKka3aHua KOMAH/ZA BbigaeT TeKyLWMI NpropuTeT paboTbl. ADJUST NO YMOJIYAHMIO PaBeH
10. lnanasoH npmnopuTeToB pacnonoxkeH ot -20 (Hamsbicwmnii) 40 19 (HaMMeHbLLKN):

— —-ADJUST — YyBe/IM4YnBaeT NPUOPUTET Ha ADJUST;

— -n, --adjustment=ADJUST — 70 ke, 4TOo n —ADJUST;

— ——help —BblaaeT MHOOPMALMIO M 3aBepLIaET PaboTy;

— —-version —BblAaeT MHOOPMAUMIO O BEPCUM M 3aBepLllaeT paboTy.

OnuncaHune nHTepdemnca renice

NMA: renice — M3MEHEHME NPUOPUTETA BbIMOTHAOLLMXCA NPOLLECCOB.

OB30P:

renice priority pid...
renice priority [-p pid... ] [-g pgid...] [-u username]

OMNCAHWNE: KOmMaHZa renice WCNOJNb3yeTCA 414 WM3MEHEHMA NPUOPUTETOB
BbIMO/IHAIOLIMXCA MNpoLeccoB. HoBoe 3HayeHWe npuopuTeTa 33aJaeTcA  YMCA0BOM
KOHCTaHTOM priority, KOTOpaA MOXeT NPUHMMAaTb 3Ha4YeHnAa B AMana3oHe oT -20 go +20.
HenpusmnnernpoBaHHble NOb30BATE/IM MOTYT YCTAaHOBUTb 3HAYEHWE NPUOPUTETA TOJIbKO B
npegenax 0-20, B TO BpemMA KaK A4 CUCTEMHOIO agMUHWUCTPATopa ZAOCTyneH BeCb
Ananas3oH. Hanbonee TMNMYHLIMM 3HAYEHMAMU ABNAIOTCA caeaytowme: 19 — npoueccol
BbIMO/IHAIOTCA TO/IbKO B C/ly4ae OTCYTCTBMA Y NpoLeccopa cnewHon paboTbl; O — 6a308bIN
NPUOPUTET PABHOMPABHbIX MPOLLECCOB, BbIMOJHAOWMXCA MO YNpPaBJeHMEM AMCNeTYep];
oTpuUATENbHOE 3HaYeHMe — ANA BbINOJAHEHMA Hanbonee crnelHbiXx M 6e3oTaaraTenbHbIX
paboT.

Onucanue nHtepdenca kill

MMA: kill — nocblnaeT CUrHaa npoueccy WAM BbIBOAWUT CMUCOK ZOMYCTUMbIX
CMIHaNOoB.

OB30P:

kill [-s CUT'HAJI | -CHMT'HAJI] PID...
kill -1 [CUTHAJ]...
kill -t [CUTHAJ]...

OMWCAHWME: nocblnaeT curHan npoueccy WAM BbIBOAUT CMMCOK  AOMYCTUMbIX
CUIHANOB.

AprymeHTbl, o0bA3aTenbHble ANA  MNOMAHbIX BapMaHTOB  OMNUMK,  ABAAIOTCA
00A3aTeNbHbIMM TaKKE N ANA KPAaTKUX BAPUAHTOB:

— -s, —-signal=CUTHAJI, -CUTHAJ— MMA NN HOMEP MOCbIIAEMOTO CUTHANa;
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— -1, --list — BbIBECTM WMEHaA CUIHANOB WU BbIBECTM WMMA CUIHaNG,
COOTBETCTBYHOLLEE HOMEPY, N HA0OOpPOT;

— -t, --table— BbIBECTU MHDOPMALMIO O CUTHANAX B BUAE Tabanupl;

— ——help — BbIBECTM CNPABKY 1 3aBEPLLNTb PaboTy;

— —-version — BbIBECTM MHOOPMALMIO O BEPCUM N 3aBEPLLNTL PaboTy.

CUTHA: moxeT yKasbiBaTbCsA B BMAE UMeHW (Hanpumep, «HUP») mam Homepa
(Hanpumep, «1»). Tak¥Ke B KayecTBe CMrHana MOMHO YKasblBaTb K04 BbiX0Za, KOTOPLIM
nporpamma A0MKHa COODLNTL CMCTEME NPK 3aBEPLUEHWMN.

PID — umcnoBol umaeHTUPUMKaATOp npouecca. Ecam ymcno oTpuuaTenbHoe, OHO
onpeaendaet rpynny npouecca.

OnucaHue uHTepdeitca /etc/security/limits.conf

NMA: dainn orpaHnU4YeHna pecypcos.

®OPMAT: rpynna/nonb3oBaTenb IMMUT (SKECTKMI/MATKMIA) NapaMeTp 3HaveHme.

ONMMCAHWE NMAPAMETPOB:

— core —pa3mep core dannos (Kb);

— data — MaKCMManbHbIM pasmep AaHHbIX (KB);

— fsize —MaKCMManbHbIM pasmep darna (Kb);

— memlock — MaKCMManbHoe 3ab10KMPOBaHHOE aapecHoe NpocTpaHcTBo (KB);

— nofile — MaKCMMaJIbHOE KOMYECTBO OTKPbLITbIX PaiN0B;

— rss — MaKCMMa bHbIM pa3mep NamaTh Ana pesnaeHT-nporpamm (Kb);

— stack — MaKCMManbHbIN pa3mep cTeka (KB);

— cpu — MaKcMmanbHoe npoueccopHoe Bpemsa (MIN);

— nproc — MaKCMManbHOE KOIMYEeCTBO NPOLECCOB;

— as — OrpaHuYyeHue aapecHoro npoctpaHcTea (Kb);

— maxlogins — MaKCMMa/abHOE YMCA0 OAHOBPEMEHHbLIX PEFMCTPALMIA B CUCTEME;

— maxsyslogins — MaKCMMa/ibHOE KO/IMYECTBO YYETHbIX 3aNMCeN;

— priority— NpuopuTeT 3anyLLEHHbIX NPOLLECCOoB;

— locks — MaKCMManbHOE KONMYecTBO GalnnoB, ONOKMPYyEMbIX MONb30BATENEM;

— sigpending —MaKCMMabHOE KOMYECTBO CMIHAI0B, KOTOPbIE MOXKHO NepeaaTb
npoLieccy;

— msgqueue — MAaKCUMaJIbHbIM pasmep namatn ana odepeam POSIX coobuieHni
(bytes);

— nice — MaKCMMabHbIA MPUOPUTET, KOTOPbIM MOXHO BbiCTaBUTb: [-20, 19];

— rtprio— MaKCMMa/ibHbIN MPUOPUTET BPEMEHM BbINOJIHEHUA.
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[MPUNOXKEHUE 3

OnucaHue nHTepdeitca wipe

NCMNO/Tb30OBAHWME: wipe [onunun] pannbl.

onunm:

— —a — NpepbIBAET NPU OLINDKE;

— -b <buffer-size-1g2> — yCTaHaBNMBAET pa3mep UHAMBMAYaNbHOrO HBydepa
BBO/1a/BblBO/A, YKa3aB ero norapudm no OoCHOBaHMIO ABa. MoryT ObiTb BblaeneHbl [0
TpmAauaTu aTnx bydepos;

— —c —CcoBeplwaeT chmod () Ha 3alUMLLEHHbIX OT 3anucK daknax;

— -D—CcnefyeT CUMBOIMYECKUM CCbITKaM (KOHPAMKTYET € —-r);

— —e — WCNO/Nb3yeT TOYHbIK pa3mep daiina: He OKpyraseT pasmep danna ana
CTUPaHMA BO3MOXHOIO Mycopa, OCTatolerocs Ha nocneaHem 6/10Ke;

— —-f —dopcupyerT, T.e. He 3anpaLlmBaeT NOATBEPHKAEHMA;

— —F—He CTMpaeT umeHa pannos;

— —h— NOKa3bIBaET CNpaBKy;

— —i—MHPOPMATMBHbIN (BepOanbHbI) PEKUM;

— -k — COXpaHsaeT pannbl, T. e. Nocae nepes3anmcn Ganaibl He yaanaTCs;

— -1 <gmmua>-—YyCTaHaB/AMBaeT A/IMHY CTUPAHUNA HA <mimHy> 6al71TOB, roe <gimHa>
3TO LUEeNoe 4YuUcno, 3a KOTOpbIM cneayeT K (Kilo:1024), M (Mega:K"2) WM
G (Giga:K"3);

— -M (1|r) —YyCTaHaBAMBAET aArOPUTM PRNG A5 3ano/iHeHMA 6/10K0B (M nopAaKa
NPOX0/08);

— 1 —u1cnonb3yeT BbI30B OMBANOTEKM random () ;

— a— MCNOJ1Ib3YEeT a/ITOPNTM LUVI(I)pOBaHl/IFI arcfour;

— —o <cuoBur> — YCTaHaB/MNBaeT CABUI OUYNCTKN Ha <coBur>, rage <coemr> MMeeT
TOT e GopmarT, YTO U <mymHa >,

— -P <mpoxomer> — YCTaHaB/AMBAET KOAMYECTBO MPOXOA0B A1A OYUCTKU MMEHM
danna. Mo ymonyaHuto ato 1;

— -Q <xkoymuecTBO> — YCTAaHaB/AMBAET KOJIMYECTBO MNPOXOAOB ANA OblCTPOM

OYMCTKM;

— -gq — bbICTpas o4MuCcTKa, MeHee 6e3onacHas, Mo YMOAYaHuo 4 Cay4yamHbIX
Nnpoxoaa;

— -r — pPeKypcua nNo nankam, Tnepexod MO CUMBOJIMYECKMM  CCbIIKAM
OCYLLECTBNATLCS He ByaeT;

— -R — YCTaHaBAMBAET YCTPOMCTBO paHAOMM3aUMKM (MAM  KOMaHAy CUA0B

paHAOMM3aUMK -S c);
— -s—(r|c|p)— MeToa paHAOMM3aLMNM CUAOB;
— r — CYUTBIBAET C YCTPOMNCTBA PaHAOMM3AUMM (HALEKHO);
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— ¢ — CYMTbIBAET 13 BbIBOAA KOMaHAbl paHAOMM3ALUNM CUAOB;

— p—unCcnonb3yeT pid (), clock () U T.A4. (Camblit cnabblin BapuaHT);

— -5 — TUXMI PEXUM — NOAABNATL BECb BbIBOA;

— -T <momerTky> — YCTaHAB/IMBAET MAaKCMMa/IbHOE YMCA0 NONbITOK A5 CBOOOAHOTO
NONCKa MMeHW daiina; No ymondaHuto 3to 10;

— —v —oTobparkaeT MHGOoPMaLMIO O BEPCUM;

— -7 — He cTnpaeT uma danna;

— -X <upcyo> — MNPOMNYCKAaeT 4YMCNO NPOXOoA0B (NONe3Ho ANs NPOAO/IKEHMA
onepauum OYNCTKM);

— -x <passl,pass2,...>—334aeT odepeab NPOXoa0B.

PykoBoACTBO No wipe

NMA: wipe — be3onacHoe cTupaHue pannos.

OB30P: wipe [omumu] pathl path2 ... pathn

OMNCAHWNE: wipe HECKO/NbKO pa3 nepesanuncbliBaeT CrneunanbHble NaTTepHbl Ha
yAansemblin Gaiin, ncnonb3ys BbI30B fsync () U/WMAKM O SYNC BUT ANA NPUHYAUTENbHOrO
[OCTyna K AWCKY. B HopmanbHOM pexkmume umcnonb3ytotca 34 obpasua (M3 KoTopbix 8
ABNAOTCA PAHAOMHbIMKW). HopManbHbIn pexkum aenaet 35 npoxonos (0-34). BbicTpbii
PeXMM MO03BOJIAET MCMNONb30BaTb TONbKO 4 Mpoxoda C PaHAOMHbIMM NaTTEPHAMM, YTO
HaMHOro meHee H6e3onacHo.

ypHanmpyemble ®C, Takme Kak Ext3, Ext4 wmam ReiserFS, umcnonb3ytotca no
YMO/YaHMIO. Ha HMX OTCYTCTBYIOT MNPOrpaMmmbl yAaneHWa, KOTOpble MOryT HaAeXHOo
3a4MCTUTL Qalbl, MOCKONbKY YyBCTBUTE/bHbIE AaHHbIE W MeTaZaHHble MOryT ObiTb
3anKMCaHbl B XXypHa/, K KOTOPOMY C/IOXKHO NMOJYy4UTb AOCTYM.

Ctupanume Ha NFC mnu Ha »ypHanupyembix OC (ReiserFS n T.4.) He byaeT paboTaTs,
NO3TOMY PEKOMEHAYETCA BbI3bIBATb wipe HAMPAMYO Ha COOTBETCTBYtOLLee Hao4YHOEe MY ¢
COOTBETCTBYOLLMMM ONUMAMM.

BHUMAHMWE! BbinoHATL BbI30B wipe HAaNpPAMYIO Ha COOTBETCTBYoLLee 61ouHoe MY
C COOTBETCTBYKOLWMMM  ONUMAMMU  PEKOMEHAYeTCA TONbKO B  C/Ayd4ae  KpalHew
HEeobxoAMMOCTMW.

[anee cnepyet 3a4aTb MNpaBW/bHble OMNUMW, B YaCTHOCTU: HE PEKOMEHAyeTcA
CTMpPaTb LENbl KeCTKMin AUCK (wipe -kD /dev/hda), T.K. 3TO YHUYTOXMUT rNaBHYO
3arpy3oyHyto 3anuce. MNpeanoyTutenbHa O4YMCTKA pas3aenos (wipe -kD /dev/hda2) npu
YyCN0BWM CO34aHMNA PE3EPBHbIX KOMMIA BCEX AAHHbIX.

onunn KOMAHIHOW CTPOKM:

— £ (PopcMpOBaHHO; OTKAOUYMTL 3aNPOC NOATBEPKAEHMA) — MO YMONYAHUIO wipe
3anpawWnBaeT MNOATBEPXKAEHME C YKA3aHMEM KOJIMYECTBA PEryaapHbIX M CrheumanbHbIX
dalnoB M ManokK, yKasaHHbIX B KOMaHAHOM cTpoke. Ons noATBep»KAeHWs Heobxoammo
BBECTM «yes», ANA OTMeHbl — «no». [1peaycMoTpeHa BO3MOMHOCTb OTKAKOUYMTb 3ampoc
NOATBEPXKAEHMA ONuUMen —£;

— r (pekypcrBHO B Noanankax) — NO3BOAAET yAanMTb BCe AepeBO Nanok. [Mepexoa
MO CMMBOJIMYECKUM CCbIIKAM He OCYLLEeCTB/IAETCA;
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— ¢ (chmod, ecnnm Heobxoaum) — ecnm Ha Garn MAM Nanky ANA CTUpPaHMA He
YyCTaHOB/EHbI NpaBa 3anucK, byaeT caenaH chmod ANA YCTaHOBKU Pa3peLleHn;

— i (MHPOPMaUMOHHbIM, BepOanbHbIN PEXUM) — AR BKAOYEHMA BbIBOAA OTYETOB B
CTaHZAPTHbIM BbIBOA, (stdout). [0 yMONYaHMIO BCe AaHHbIe 3aNMMCbIBAtOTCA B CTAHAAPTHbIN
BbIBOJ, OWMOOK (stderr);

— s (VXM pexum) — NoAaBNAKOTCA BCe COODOLIEHMSA, KPOMe 3anpocos
NOATBEPKAEHMA N COODLIEHNI OWNOOK;

— g (bbICTpOe CcTMpaHuMe) — B Cayvae MCNONb30BaHWMA AAHHOW CTaaAnM wipe Oyaet
nenatb (N0 yMon4YaHWio) TONbKO 4 NPoOXoaa, 3anucbiBasa C/yyalHble AaHHbIe, Ha KaxKabli
dann;

— Q <KO/IMYECTBO-NPOX0OA0B> — YCTaHaBAMBAET KOIMYECTBO NPOXOA0B A15 ObICTPOM
OYUCTKK, N0 yMoNYaHuto 4. laHHasa onuua TpebyeT -g;

— a (ocTaHoBWUTL Mpu oOWKbKe) — nNporpamma BbIMAET C EXIT FAILURE Npwu
BO3HWMKHOBEHUW HedaTaIbHON OLINOKY;

— R (YCTAHOBWUTb YCTPOMCTBO reHepaummn CayvarHbIX Ynmcen Mam KomaHay cuaos
PAaHAOMHbIX AaHHbIX) — AAHHOW onuyMen, KoTopas TpebyeT aprymeHTa, BO3MOXHO YKa3aTb
aNbTepPHATMBY YCTPOMUCTBY /dev/random WAM KOMaHAY, CTaHAAPTHbIN BbIBOA, KOTOPOW
byaeT xewmnpoBaH C mcnonb3oBaHnem MD5-xewa. ITO pa3nmyme MOXKeT ObiTb cAenaHo
onuunen -s;

— S (meTon, cnyyarHbIX CMAO0B) — AaHHAA ONUMSA NMPUHUMAET OAHOCMMBO/bHbIN
aprymeHT, onpeaenatoLLmin, Kak UCNoAb3yeTca YCTPOUCTBO PaHA0MMU3ALMN/apPryMEHT CU0B
paHAOMM3aUMN. YCTPOMCTBOM PaHA0MM3ALMM MO YMONYAHWUIO ABASETCA /dev/random. Ero
MOHO YCTaHOBMUTb, MCMOb3YyA ONUMIO —R.

OAHOCMMBO/IbHbIMM apPryMeHTaMM MOTYT ABNATHCA:

— r — ecn HeobxoAMMO, YTOObl aprymeHT WMHTepnpPeTMpoBancsa Kak obblyHOe
dalnoBoe/cMmBONbHOE YCTPOMCTBO. byaeT paboTaTb C /dev/random, TaKXKe AO/KEH
paboTatb ¢ FIFO 1 noaobHbIm;

— ¢ — ecnm HeobxoaMmo, Y4TODbl apryMeHT BbIMOMHANCA Kak KOMaHAa. BbiBoa w3
KOMaHAbl OyaeT XewwupoBaH C MCNOAb30oBaHWem anroputma MD5 ana obecneyeHus
Tpebyemoro cnaga;

— p — ecan HeobxoaMmo, 4YTObObl wipe MOAy4Yana CuApl XelwupoBaHMEM
NnepemMeHHbIX OKPYXEeHWsA, Tekyllen aatel u BpemeHu, ID npoueccoB u T.4. (aprymeHT
YCTPOMCTBA pPaHAOMM3aLMM HE MCNONb3YeTCs). ITO HammeHee 6e30MacHo;

— M (BblOpaTb aNropMTM reHepaumm MNCeBAOC/NYYaMHbIX 4YMCen) — BO Bpemsa
CNy4YalHbIX NPOXOA0B wipe Nepe3anmcbiBaeT LeseBble Galibl TOTOKOM OUMHAPHbBIX AaHHbIX,
CO3aHHbIX CAeayWMMMU aATOPUTMaMM Mo BbIGOPY:

o/ — Oymetr ucnonb3oBaTb (B 3aBMCMMOCTM OT CMCTEMbI MNO/Sb30BaTeNS)
nceBAopaHAOMHY0 bubnnoteky reHepatopa random() mam rand(). Cneagyet obpaTtuthb
BHMMaHMe, 4TO Ha OonblwuHcTBE cuctem rand() npeacrtaBnset coboirl NUHENHbLIR
KOHIPY3HTHbIN reHepaTop, KOTOPbIM ABAAETCA KpanHe cnabbim. Boibop aenaeTca Bo Bpems
KomnuanposaHua n onpegensetrca HAVE_ RANDOM;
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ea — OyaeT ncnonb3osatb NOTOK Wndpa Arcfour kak PRNG. Arcfour coBmectum
c wudpom RC4. 370 03HAYaET, YTO NPM TOM e Katove Arcfour sBnseTca B TOUHOCTU TaKMM
e NOTOKOM, Kak RC4;

or — OyaeT Mcnonb3oBaTb ceexuin anroputm RC6 kak PRNG; RC6 oTnmpaetca
128-6UTHBIMK CUMAAMMK, 3aTemM HyneBon O10K MHOrOKpaTHO 3aliMdpoBbIBaeTCA ANA
Noy4YeHMA NceBAoC/y4alHOro NOTOKa. 3TO AO/IKHO ObITb OTHOCUTENbHO Be3onacHo. RC6
¢ 20 Kpyramu megneHHee, yem random(), onuma komnunmposaHna WEAK _RC6 nossonsaet
Mcnonb3oBaTb Hosee bbicTpyto 4-Kpyrosyto Bepcmto RC6. [Ana nonyvyeHna BO3IMOMKHOCTM
ncnonb3oBatb RC6 wipe Ao/KeH ObiTb CKOMNUMAMPOBAH C yKa3aHHbIM ENABLE RCK; B

Makefile npuBeaeHbl NnpeaynpexaeHma No NateHTHbIM BOMPOCaM.
Bo Bcex cnyvaax PRNG pacnpocTpaHAaeTca ¢ AaHHbIMKU, CODPaHHbIMK M3 YCTPOMCTBA
PaHAOMMU3AUMMN:

— | <ANMHA> — BBUAY BO3MOMKHOIO Ha/IMYMA HEKOTOPbLIX Npobaem B onpeaeneHmnm
[eNCTBUTENbHOMO pasmepa 06/104HOro YCTPOMCTBA (T.K. HEKOTOPbIE YCTPOMCTBA HE UMELoT
OMKCMPOBAHHOIO pa3mepa, Hanpumep, AMCKETbl WUAM KacCeTbl) MOXKeT noTpeboBaTbCs
yKa3aTb pa3mep YCTPOMCTBA BPYYHYO. <A/IMHA> — eMKOCTb MY, BbipakeHHasa B uncae 6anT.
MoHO wncnonb3zoBaTb K (KMno) ana ykasaHua ymHoxeHus Ha 1024, M (mera) ans
BbIparkeHUs yMHoKeHus Ha 1048576, G (rura) ana ymHoxeHua Ha 1073741824 v b (6510k)
ANA YMHOXEHMA Ha 512:

1024 = 2b = 1K;
20K33 = 20480+33 = 20513;
114M32K = 114*1024*1024+32*1024.

— <cmeBur> — MO3BOAAET VYKas3aTb CABWI BHYTPM cTMpaemoro ¢aina umau
ycTponcTBa. CUHTAKCUC <cmemra> TaKOM e, KaK U A1a onuum -1;

— e — WCNoNb3yeT TOYHbIN pa3mep danna: He OKpyrnATb pasmep dakna ana
CTUPaHMA OCTaBLUErocA mycopa B nocneaHem 6/10Ke;

— 7 — He cTupaeT pa3mepbl GalioB NOBTOPHbLIM YyMeHbLIEHNEM BABOE GaltioBOro
pa3mepa. [JaHHble NONbITKM NPeanpPUHMMAOTCA TONbKO Ha 0ObIYHbIX dainax, T. e. onums
becnonesHa NpW MCNONb30BAaHUM wipe AONR OYUCTKM OJ0YHOrO WMAM CHeumanbHOro
YCTPOMCTBA;

- X <uycjo> — MPONyCKaeT 3aJaHHOe 4ucao npoxoaos. [lone3Ho Ans
NPOAO/IKEHMA OYMCTKM C 3a[aHHOM TOYKM, HaNpMMep, Koraa npm o4ymcTke 60/blioro
ANCKa HeobxoaMMOo NpepBaTb onepaumto. MicnonbsyeTtca ¢ -x;

— x <passl>,.. <pass35> — YyKa3blBaeT MOpAAOK npoxoaoB. Koraa wipe
npepbiBaeTcs, OHa OyaeT neyataTb TEKYLWYt, BbIOPaHHYD CAy4YalHbIM 0Opasom,
nepmMyTauMio NopAdKa MNpoxoda M HOMepa MNpOoXoAa B KayecTBe COOTBETCTBYHLLMX
aprymeHTOB -X U -X;
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— F — He cTupaeT uMmeHa ¢parnnos. OBbIYHO wipe NbITAETCA CKPbITb MMEHA $ainnos,
NepenmmMeHOBbIBaA MX; 3TO HE rapaHTUPYET, YTO GU3MYECKOE PACTOOKEHWE, COAEPKaLLEe
CTapble uMeHa ¢annos, OyaeT nepesanucaHo. [locne nepemmeHoBaHmA danna
eMHCTBEHHbIM crnocobom ybeamTbcA, 4YTO MMA UM3MEHeHo, ABnsaeTca dusnyeckoe
OCYLLECTBNIEHME BbI30Ba sync (), KOTOPbI BbIMbIBAET AMCKOBbIE K3l OC, B TO Bpems
Kak Ana [0DaBneHWA M 3anMcu K3lWa MOXeT WCNOoNb30BaTbCcA OUT O SYNC AnA
CMHXPOHM3aLUMM BBOAA/BbIBOAA ANA oAHOro daina. T.K. sync () MeANEHHbIW, BbI30B
sync () MNOCNe KaXAoro nepemMmMeHOBaHMA AeflaeT OYUCTKY MMeH (aiaoB TaKxkKe
MeaNEeHHOM;

— k — coxpaHaeT Gannbl: He yaanaeT dalibl nocne ux nepesanncu. NonesHo npu
HEOOXOAMMOCTN CTEepeTb YCTPOWMCTBO, COXPaHWB MPW 3TOM CheumanbHbid  dainn
yCTpoMcTBa. OTO NoApa3ymMeBaeT -F;

— D — c/neayeT CMMBOIMYECKMM CCbIJIKAM: MO YMONYAHWUIO wipe HMKOrAa He
cneayet CUMBOAMYECKMM CCbinkam. OAHAKOo, ecan Obia yKasaH -D, wipe COracuTCA Ha
CTUpaHWe Uenen, Ha KOTOPble YKa3blBalOT CUMBOIMYECKME CCbINTKW. HEBO3MOXKHO
OZIHOBPEMEHHO yKa3aTb ONuUMK -D N —r (perypcua);

— v — MOKa3blBaeT MHPOPMALMIO O BEPCUM U BbIXOA;

— h — NOKa3blBaeT CNPaBKY.

ANl no ymonuaHuio ncnonbayetca /dev/random B KayecTse cuaa (MCTOUHMKA)
reHepaTopa NceBA0C/y4alHbIX Ymcen.

MEPEMEHHbIE OKPYXEHWNA

Ecnn yctaHoBNeHa WIPE SEEDPIPE, wipe OyAeT BbINOMHATL YKa3aHHYO B Hel
KOMaHay (Mcnonb3ya popen()), XeWWPOBaTb BbIBOA, KOMaHAbl C aAropuTMOM MD5
message-digest Ana nonydyeHns 128-6mtHoro cuaa ans PRNG. Hanpmumep, Ha cuctemax
OTCYTCTBYHOLLEM YCTPONCTBOM /dev/random 3Ta NepemMeHHan A0/ KHa bbiTb yCTaHOB/EHA
B /etc/profile B CLeHapuit 0600YKM, COAEPKALLMN PA3ANYHbIE KOMAH/bI, TaKMe KaK
ls, ps, who, last WT.A., KOTOPble 3aMNyCKAOTCA aCUHXPOHHO, YTOObI NOYYUTb BbIBOA,
HACKO/IbKO BO3MOXHO MeHee NpeackasyemMbim.

Mpumepsbl 3anycka wipe

Cnepytollaa KOMaHAa PEeKYPCUMBHO (-r) YAAAUT BCe B Mamnke private, NpuM 3TOM
BKOYEHO NPUHYAMTENbHOE YAANEHWNE U OTKIOYEH 3aNpoC NOATBEPKAEHUA (—£), MOKa3aH
nporpecc npoLecca yaaneHns (-i):

wipe -rfi private/*

Yaoanutb  Kaxablh - pan M Kaxkayto  nanky  (onums -r) B nanke
/home/berke/plaintext/, a TaK}Ke CaMy Nanky /home/berke/plaintext/
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Ob6bliyHble danabl byayT yaaneHbl B 34 npoxoaa, U nUx pasmep byaeT ymeHbllaTbCA
BABOE C/y4aMHOe Koam4yecTBO pa3. CneumanbHbix ¢GanaoB (CMMBOAbHbLIX M B10YHBIX
yctponcTts, FIFO) He byaeT. Bce anemeHTbl nanku (Gannsl, cneuyansHblie Garnbl U Nankm)
byayt nepemmeHoBaHbl 10 pa3s M 3atem yaaneHbl. dNeMeHTbl C HenoAxXoAALLMMM
paspelleHammn ByayT BbINONHATL chmod () (onuma -c). Bce ykasaHHble onepaumn dyayT
npouncxoauTb 6e3 NoATBEPKAEHMNA NONAb30BaTeNA (ONumaA —f£):

wipe -rcf /home/berke/plaintext/

BnoyHoe ycTponcTBO /dev/hda3 COOTBETCTBYET 3 pasdeny rnaBHOro AMCKa Ha
nepsmyHom IDE nHTepdeice, koTopoe ByaeT yaaneHo B 6bICTPOM pexmnme (onums -q), T.e.
4 cny4anHbIMM Npoxoaamu. MIHOEKCHbIe AeCKPUNTOPbI He ByayT NneperMMeHoBbIBATLCA NN
yaanatbca (onuma k). Mepes 3anyckom nporpamma noTpebyeT BBECTU «yesy:

wipe -kg /dev/hda3

[MOCKONbKY wipe HMKOrAa He caedyeT No CMMBOJIbHBIM CCbI/IKAM, €C/IN HET ABHOTO
YKaszaHusa, npu HeobXxoAMMOCTM yAanuTb /dev/floppy, KOTOPbIA MOMET OKa3aTbCH
CMMBOJ/IbHOW CCbINKOM /dev/£d0ul440, noTpebyeTca yKkasaTb onumto -D. Mepes 3anyckom
nporpaMmma notpebyeT BBECTU Kyesy:

wipe -kgD /dev/floppy

B naHHOM c/lyyYae wipe PEKYPCUMBHO (ONUMA —r) YHUUTOXKUT BCE B /var/log, KpOMe
/var/log. [lporpamma He 6yaeT NbiTaTbCA BbINOAHUTL chmod (). OHa byaeT BepbanbHOM
(onuma -i) n He NOTpebyeT BBECTU «yes» B pe3ybTaTe onuum —£:

wipe -rfi >wipe.log /var/log/*
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