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AHHOTAUMA

HacToAwWwmn AOKYMEHT ABASETCA PYKOBOACTBOM aaMMHMUCTpaTopa OnepaumoHHOM
cuctembl (OC) Aspopa penns 5.1.8 update 11

HacToAwmMin OOKYMEHT COAEPMKUT OMMCaHMe  AOCTYMHbIX aAMWHUCTPATOPY
OYHKLUMOHANbHbIX BO3MOXHOCTEN MOBUAbHOTO ycTporcTBa (MY), dYHKLNOHMPYOLWETO NOA,
ynpasnernmem OC Aspopa’.

AOMUHUCTPATOP MMeeT A0CTYN K QyHKUMAM M HacTpoikam OC ABpopa, ONMUCaHHbIM
KaK B HACTOALLEM AOKYMEHTE, TaK U B IOKYMeHTe « PyYKOBOACTBO MO/1b30BaTENAY.

NPUMEYAHUA:

v Mepen Havyanom paboTbl afMUHUCTPATOPY HEOBXOAMMO O03HaKOMMUTLCS C
MNONIOXEHMAMM HACTOALLEro AOKYMEHTa, a TakXe C WHbopmauumen, npuBedeHHOW B
NOKYMeHTe «PyKOBO/ACTBO M0/1Ib30BaATENAY;

v/ BHewHuit Bua uHTepdeiica MY 3 moxeT oTanuatbca OT NPUBEAEHHOro Ha
PUCYHKaX B HacTOALLEM AOKyMeHTe. CHUMKM 3KpaHat aBAAI0TCA NPUMEPOM U NpeACcTaBNeHbl
ana obuiero o3HakomneHua ¢ nHTepdericom MY.

! Onucanune pasnnuHbix cnocobos ycraHoskk OC Aspopa Ha MY npuseneHo B npunoxeHnn (Mpunosxkenune 1) u
COOTBETCTBYIOWMX [AOKYMEHTax npeanpuATMA-paspaboTynKa, KoTopble npedHasHayeHbl 444 MCNOo/b30BaHMA
Mpounssoamntenamm MY n aBTopmsoBaHHbIMKM CEPBUCHBIMW LLEHTPAMM MPOM3BOAUTENA.

2 OnucaHMe pasinyHbiX cnocobos ycrtaHosku OC ABpopa Ha MY nNpuBEAEeHO B COOTBETCTBYIOLIMX JOKYMEHTax
npeanpuATUA-pa3paboTymKka, KOTopble nNpeaHa3HayeHbl AaAa  ucnonb3osaHnua [poussogutensmm MY u
aBTOPW30BaHHbIMKW CePBUCHbLIMU LeHTPaM1 NPOU3BOANTENA.

3 MY, dyHKUMOHMPYIOLWee nog ynpasneHnem OC Aspopa.

4 CHUMKM 3KpaHa NpuBeaeHbl NpenmyLLecTBeHHOo co cmapTdoHa Fplus R570E.
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1. BBOZ B SKCIMNIYATALUNIO

OC ABpopa npeacTtaBnaeT cobom 3alMLLEHHYIO MOBUAbHYIO MHOro3aga4vHyto OC
ANA MOBWUAbHbBIX MPUMEHEHWIM Mo annapaTHble naathopmbl Ha Hase NpoLEeCccopoB C
apxutektypon ARM ¥ MMeeT pas3anyHble BEepCUMM WCMOSIHEHWA, OMMCaAHME KOTOPbIX
npueeaeHo B Tabanue (Tabaumua 18).

BHUMAHUE! OC Aspopa B cepTMOMUMPOBAHHON BEPCUU
MCNONb30BaHa, HO He OrPaHUYMBATbLCA, B CAEAYOLLINX CUCTEMAX M ObbeKTax:

— B IOCYAapCTBEHHbIX MHPOPMALMOHHbBIX CUCTEMAX, HE COAEPHKALLMX MHPOPMALMY,
COCTaBAANOWEN TOCYyAapCTBEHHOM  TaWHbl, A0 MNEepBOro  Kjaacca  3alMLLEHHOCTM
BK/IIOYMTENILHO B COOTBETCTBUM C AOKYMEHTOM «TpeboBaHWA O 3alimnTe MHGOPMALMK, He
COCTaBAANOWEN  rOCYAaPCTBEHHYIO  TalHy, COAep)Kalenca B rOCyAapCTBEHHbIX
MHOOPMALMOHHbIX CUCTEMAXY», YTBEPKAEHHbIM Npukazom PCTIK Poccum ot 11 peBpana
2013 1. Ne 17;

— B MHPOPMALMOHHbIX cncTemax (MC) nepcoHanbHbIX AaHHbIX A0 NEPBOro YPOBHS
3aWMULEHHOCTM BKAKOYUTENIBHO B COOTBETCTBMW C AOKYMeHTOM «COCTaB M coAep)KaHue
OPraHM3aUMOHHbIX M TeXHMYECKMX Mmep no obecneyeHmto 6e30MacHOCTM NepCcoHaNbHbIX
AAHHbIX Npu KX obpaboTke B MHPOPMALIMOHHbLIX CUCTEMAX MNEePCOHANbHbIX AaHHbIX»,
yTBEpPKAeHHbIM NprKkazom PCTIK Poccum oT 18 dpeBpana 2013 r. Ne 21;

— B aBTOMATM3MPOBAHHbIX CUCTEMAx YyMNpaBAeHMA A0 NepBOro  Kjaacca
3alMULEHHOCTU  BKAOYUTENbHO B COOTBETCTBMM C  AOKYMeHTOM «TpeboBaHuA K
obecneyeHnto 3alWnTbl MHOOPMALMM B aABTOMATM3MPOBAHHbLIX CUCTEMAX YyMNpaBAeHMA
NPOW3BOACTBEHHBIMWN M TEXHOOTMYECKMMM MPOLECCAMM Ha KPUTUYECKN BaXKHbIX 0O beKTaX,
NOTEHUMaNbHO OMacHbIX 0ObeKTax, a TakKe 0b6beKTax, NPeacTaBAAIOLWMX MOBbILLEHHYHO
ONACHOCTb ANA M3HW M 300POBbA NOAEN UM ONA OKPYXKatoulen NpupoaHOM cpeabl»,
yTBEepAeHHbIM npukazom PCTIK Poccum ot 14 asrycta 2014 r. Ne 31;

— Ha 3HAaYMMbIX OBbEKTaX KpUTMYECKON MHOOPMAUMOHHON MHOPACTPYKTYpPbl A0
NepBO KaTeropmMm BKAOYMTENbHO B COOTBETCTBMW C [AOKYMeHTOM «TpeboBaHMA Mo
obecneyeHnto 6e30MaCHOCTM 3HAYMMbIX ODOBEKTOB KPUTMYECKON MHPOPMALIMOHHOM
MHOPACTPYKTYpPbl Poccuinckon depepaumn», yreepaeHHbIM npmnkazom GCTIK Poccunm ot
25 nekabps 2017 r. No 239,

> MOXeT 6ObITb

sOnncaHne BO3MOXKHbIX Bepchit OC ABpopa npuseneHo B Tabauue (Tabanua 18).
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1.1. OrpaHun4yeHUA No aKcnayaTaLuum

BHUMAHUE! C uenbto nNpoBepKM AOCTYMHOCTM AN YCTAaHOBKM OOHOB/IEHWIA
6e3onacHocTn OC ABpopa HeobxoaMMO NpeaBapuUTeIbHO 03HAKOMUTLCA C MHGOPMaUMen,
pasmelleHHOM Ha Beb-canTe npeanpuatus-usrotosutena (https://cve.omp.ru).

AAMUHUCTPATOPY Heobxoanmo cobatoaaTh caeayrolme npaBnaa M orpaHUYeHMA No
sKkcnayataumm MY:

— He JonyckaTb YCTaHOBKY /toboro nporpammHoro obecneveHua (M0),
NocTaBaAsieMoro B OT/IM4HOM OT RPM Buae (camocToAaTenbHoe KonupoBaHwe ¢alinios,
ycTaHoBKa M0 13 apxmnBoB, ycTaHoBKa 1O He B WTaTHble nankn n3 RPM-naketoB v T.M.);

— WCKNOYNTb noakatoveHmne MY K HeioBEpPEeHHbIM TOYKaM AOCTyna 6ecnpoBoAHbIX
nHtepopencos (WLAN, Bluetooth®) n 6ecnposoaHbim MY.

MPUMEYAHMUE. MNepeyeHb A0BEPEHHbIX TOYEK A0CTYNa A0MKEH ObITb CGOPMMPOBAH
Ha MecTe aKcnayaTaumm onepatopom VC;

— WCKNIOYNTb Nepenady KoHOMAEHUMANbHOM peyeBoi 1 MHOM MHPopMaumn (SMS,
MMS) nocpeactsom MY no npoTokony GSM;

— NpeaycMoTpeTb Mepbl, obecneymBatolime OTCYTCTBME KOMMbHOTEPHbIX BMPYCOB
Ha CPeACTBaXxX BblYNMCANTENBHON TEXHMUKM, K KOTOPbIM NoAKAto4aeTca MY.

1.2. YyeTHble 3anucu ponen

B OC ABpopa peannM3oBaH MHOrono/ab30BaTENbCKUI pPeXMM paboTbl, KOTOPbIM
NO3BONAET MCN0Nb30BaTb MY HECKO/IbKMM YHETHbLIM 3aMMUCAM C PA3/IMYHBIMKW POSTAMM.

Ponb — COBOKYMHOCTb MpaB A4OCTyMa, Ha OCHOBE KOTOPbIX onpeaenAercs
BO3MOKHOCTb BbINOJIHEHMA TOTO AWM MHoro aenctama B OC ABpopa.
YyeTHaA 3anncb poanm — XpaHAawasaca Ha MY COBOKYMHOCTb [aHHbIX O

nosnb3oBaTene, HeobxoaAMMman ANA ero ayTeHTUPUKaUMM 1 NpeaoCTaBAeHNA AOCTyNa K ero
JIMYHBIM AAHHbIM M HAaCTPOMKaM.
MPUMEYAHUE. B 3aBMcMMOCTM OT BbIOpaHHOM pPoaM BO3MOXHOCTM MY moryT
OT/INYATLCA.
Ha MY moryT 6bITb CO34aHbl 04HOBPEMEHHO A0 7 YYETHbIX 3aNMCeN:
— Yy4yeTHadA 3anucb C POSIbIO aAMMHUCTPATOPa, KoTopad obaaaaeT pacliMPeEHHbIMM
OYHKLUMOHANbHBIMW BO3MOXHOCTAMM, MNP ITOM:
eHEe MOKeT ObITb yaaneHa ¢ MY;
eHe 0bnagaeT NpaBaMm Cynepnonb3oBaTens;
o/1t0Oble  M3MEHEHMA HACTPOEK, BbIMOJHEHHbIE MNOA TakoM ponbto, byayT
NMPUMEHMMbI KO BCEM YYETHbIM 3anmcam MY;
— [0 6 y4eTHbIX 3anuncen C PObio NOIb30BaTe A, CO3[4aHMe KOTOPbIX BbIMONHAETCA
aAMUHUCTPATOPOM B CUCTEMHBbIX HacTporKkax MY (n. 1.2.1).
NMPUMEYAHMUE. Mo ymonyaHuio npu nepBom BKAOHEHUN MY 3arpy»aeTca B pexmme
aAMUHUCTPaTOopA.
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1.2.1. Co3paHne y4eTHOM 3anNncK NoNb30BaTENS

BHUMAHME!

v'Mepes  co3faHMeM  y4eTHOM  3anucu  Nosb3oBaTend  HeobxXxoAnmo
npeaBapuUTENbHO  aKTUBMPOBATb MNepekaYaTenb «PaspewnTb HACTPOMKY  KBOT»
(PUCYHOK 2) ANA BO3MOMKHOCTM 3a4aHUA U HACTPOMKM KBoT (n. 4.7.2);

v TpU CYLECTBYIOWMX YYETHbIX 3anucax Mnosb3osBatens GpyHKUMA «PaspelmnTb
HaCTPOWMKY KBOT» 3a6/10KMpOBaHa.

[lna co3paHMAa  HOBOWM  YYeTHOM 3anucK  Moab3oBaTend  agMWHUCTPATOPY
HeobXoAMMO BbINONHUTL CAeayoWme AeNCTBUS:

— OTKPbITb MEHK CUCTEMHbLIX HaACTPOEK KaCaHMeEM 3Ha4Ka @ Ha 3KpaHe

npunoxeHunn (PucyHok 1);

OO
— KOCHYTbCA NYHKTa MeHto «lonb3oBaTenm» = B nogpasaene «Cucrema;

— Ha cTpaHuue «llosb3oBaTenM» KOCHYTbCA MyHKTa «/[o6aBWTb Mosb3oBaTena»
(PrcyHoK 2);

| Monb3oBatenu
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| OTMeHuUTDb

O

HoBbii nonb3oBaTtenb

Mms nonb3osaTens

Wms fonxHo 6biTb YHUKaNbHbIM, ANMHOM He 6onee
40 cMMBONOB, Ha4MHaTbCA C ByKBbI, COAepXaTb
TONbKO 6YKBbI, LIUGPbI U CNeaytoLmue CUMBObI:
TOYKa, MUHYC, HUXHEE NoaYepK1BaHue u npoben

JloruH nonb3osarens

JlorvH NnpuMeHSIeTCs B CUCTEMHbIX ONepaLMax 1 He
npefHasHayeH ans ayteHtTudukaumm. Ero anuxa
MOXET cocTaenaTb Ao 31 cumBona, fonyckatoTes
TONbKO GYKBbI, LIUPPbI U 3HAKM «.» U «-».

OpfHOopPa3oBbIv Naposib ©

[nuHa napons fomxHa 6biTb 5-12 cumesonos

CreHepupoBaTb

PUCyHOK 3

Beenute naponb

Bnapeneu ycTpoicTea

7 8 9
Aa 0
OTMeHUTb
PucyHoK 4

— Ha OTKPbIBLUENCA CTpaHMLLEe BBECTM MMA U NOTUH
HOBOW y4eTHOW 3anucK nonb3osaTens (PUcyHok 3);

— YCTQHOBWUTb KBOTY Ha MCMNO/b30BaHME AMCKOBOrO
NPOCTPAHCTBa, MNepemellas COOTBETCTBYHOWMIA Cnanaep
BNpPaBoO A4 YyBe/AMYeHMA KBOTbl Mbo BNeBO [A4AA
ymeHbleHna (PUcyHoK 3).

MPUMEYAHUA:

v MUHUMa/bHbIE M MaKCMMa/bHble 3Ha4YeHus A/a
3aaHNA KBOTbl 3aBUCAT OT KOHCTPYKTMBHbIX OCOBEHHOCTEN
MY;

v MoapobHoe onumcaHue o)
NOCTOAHHOW NamATK NpuBeaeHo B N. 4.7.2;

— KOCHYTbCA KHOMKM «[oATBEPANTL» AN COXPAHEHWA
M3MEHEHN NMbOo KHOMKM «OTMEHUTbY A1 OTMEHbI
onepauuuy;

— NoATBEPANTb AENCTBME BBOAOM TEKYLLErO Napons
(PucyHok 4), B pe3ynbTaTe co3[aHHas y4yeTHaA 3anuchb, a
TaKXe CTaTyc ee ayTeHTUdMKaumm oTobpasnTCca Ha
cTpaHuue «Monb3osatenm» (PUCyHoOK 5).

KBOTUPOBAHUN

| Monb3oBatenu

O6Lume HacTPOVKK ANs co3daHHb @

[ns 6bICTPOro NepektoYeHms Mexay
nonb30oBaTENAMU HAXMUTE U
YAEPXMBaNTE KHOMKY NUTaHUS, 3aTeM
KOCHUTECH KHOMKK “CMEHUTb

nonb3osatens”
PaspelunTb HaCcTpOIKy KBOT
O Bbl « Bnapeneu yctpoiicTea
]

AQMUHUCTPATOP YCTPOMCTBA

O Monb3osatensill

He aBTopusoBaH

O Monb3oBaTtenb22

He aBTopun3aosaH

+ [o6aBuTb Nnonb3oeatens

PUCYyHOK 5
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BHUMAHUE! B cnydae ecam npu co3gaHUKM NoOAb30BaTeNO Oblna 334aHa
MaKCMMabHaA KBOTa (PUCYHOK 6), TO Ha CTpaHMLe Co34aHMA Noab3oBaTenen otobpasmnTca
MHPOPMALMA O HEBO3MOXKHOCTM CO34aTb JAOMOJNIHUTE/bHblE Y4YeTHble 3anucK M3-3a
OTCYTCTBMA CBOHOAHOrO ANCKOBOro npoctpaHcTea MY (PucyHok 7).

| OTMEeHUTb MoaTeepantb | | Monb3oBatenu
O Bbli Non b &
(@) Ho {10TbSOBARED O6Lme HacTPOVKM A1 CO3[aHH:b @
Monbaosatenb 1 [1ns 6bICTPOro NepexktoYeHms Mexay
nonb3oBaTeNAMU HAXMUTE U
Wms nonb3osatens -
Userl yAepXuBanTe KHOMKY NUTaHus, 3aTem
200 KOCHWUTECH KHOMKM “CMEHUTb
Jlorux nonb3osarens nonbaosatens”
45276 PaspelunTb HacTpouKy KBOT
He ocTaértca kBoT AN HOBbIX rnonb3oBarenei
O Bbl « Bnageneu yctpoiictsa
OAHOpasOBbIﬁ naponb @ ° AQMUHUCTPATOp YCTPOWCTBA
LnuHa napons gonxHa 6biTb 5-12 cumBoNOB. O MonbaosaTens111 %
He aBTOpun3oBaH
CreHepupoBaTb O [Monb3oBaTens22
He aBTopusoBaH
O [MonbsoBaTens33
(]
He aBTopuraosaH
He ocTanocb KBOTbI
PrcyHoOK 6 PucyHok 7

Mpn paboTe C y4eTHbIMM 3aNMCAMM MONb30BATENA AAMWHUCTPATOPY AOCTYMHbI
cneayowme gencrema (PucyHok 8, PucyHok 9):

— MNepeKkIYeHmne Mexay Y4eTHbIMKU 3aNncAMM POSEN.

MPUMEYAHMUE. NoapobHoe onucaHme NpoLecca NepeKkntoyeHmna Mexay y4eTHbIMU
3anMcaAMM NPUBEAEHO B JOKYMEHTe « PyKOBOACTBO NONb30BATENAY;

— ynpaBaeHne NCXOAALLMMM TONOCOBbIMK BbizoBaMmM 1 SMS (n. 1.2.2);

— nepeumeHoBaHMe y4eTHoM 3anmcu (n. 1.2.3);

— HacTpoMKa besonacHocTu (n. 4.2.2);

— yAaneHue y4yeTHoOM 3anmncu nons3osatens (n. 1.2.4).

Mpwn paboTe ¢ y4eTHOMN 3aNnCbio aAMUHNUCTPATOPA AOCTYMNHbI CAeaytolmMe AencTBUA
(PncyHoK 9):

— nepeumeHoBaHMe y4eTHoM 3anmcu (n. 1.2.3);

— HacTpoMKa besonacHocTu (n. 4.2.2).
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[Monb3oBaTenu

eneL veTpoueTea
) el ycTpomncTea

O T[lonb3oBaTens22
-

ﬂepexmoumbcn Ha 3TOro nosb3oeaTtens
OTKAIOYUTb UCXOASLLME FONIOCOBbIE BbI30BbI U SMS
[MepevmeHoBaTb
HacTtpoitku 6e3onacHocTH

Ypanutb

PucyHok 8

[Monb3oBaTtenu

O6wwme HacTpoitkK ana co3aa @

O Bbl« Bnageneu yctpoiicTtea

MepenmeHoBaTb

HacTtpoitku 6e3onacHocTH

PucyHok 9

1.2.2. YnpaBneHne NcxoaAaWMmMmM ronoCoBbIMUM Bbi3oBaMm 1 SMS

‘ Monb3oBatenu

O6uine HacTponku s cosaa )

(<]

O T[onb3osatens1il
-

%

I'lepexmouvnbcu Ha 3TOro nosib3oBaTtens
BknioumnTh UCXOASLLME FONOCOBbIE BbI30BbI ¥ SMS
MepenmeHoBaTb
HacTpoiiku 6e3onacHocTu

Ypanutb

PucyHok 10

Ona OTKAOYEeHUA MCXOAALLMX FO0COBbIX BbI3OBOB U
SMS HeobxoaAMMO B KOHTEKCTHOM MEHIO YYETHOM 3anmcu
N0/Ib30BaTENA KOCHYTbCA MYHKTa « OTKAOYNTL Mcxoadalime
ro210coBble BbI30Bbl M SMS» (cm. PucyHok 8).

[anee y y4eTHOWN 3anmcun Nonb3osBaTens otobpasmTca

npeaynpexKaatwmn - 3Ha4yoK % (cm.  PucyHOK7) w
BO3MOXHOCTM nonb3osatend B MI «TenedoH» n MII
«CoobueHnsa» byayT orpaHnUYeHbl.

[na BKAOYEHMA MCXOLALLMX TOJIOCOBbLIX BbI3OBOB M
SMS agMMHUCTPATOPy HEODBXOAMMO B KOHTEKCTHOM MEHHO
YYETHOM 3ammMcK  MONb30BaATENA  KOCHYTbCA  MYHKTa
«BKAOYMTL  UCXOoAALLME TONOCOBbIE BbI3OBbI M SMS»

(PucyHok 10), nocne yero npeaynpexaatoLinim 3Ha4ok %
nepectaHeT  oTobpaxatbCA Yy  y4eTHOM 3anucu
Nnonb3oBaTeNA, M BO3MOXHOCTM nonb3oBaTtesna B MII
«TenedoH» n MIM «CoobuieHna» byayT BOCCTAaHOBNEHDI.
MPUMEYAHUE. TogpobHoe onucaHne pPaboTbl
yKasaHHbIx MT1, a TakXe yBeAOM/IEHWN, BbIBOAMMbIX Ha
3KpaH MY npuv OTKNOYEHWM TONI0COBbLIX BbI30BOB M SMS,
npMBeAEHO B AOKYMeHTe «PyKOBOACTBO MO/b30BATENAY.

10
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1.2.3. lNepenmeHOBaHME Y4ETHOMN 3aNNCK

[ns nepeMMeHoBaHMA YYETHOM 3anuMcu HeobxXxoAMMO BbINONHUTL CAeaytoLine

NENCTBUA:
— OTKPbITb KOHTEKCTHOE MEHI0 YYEeTHOW 3anucK, KOTopyl Heobxoaumo

nepenMmeHoBaTb;
— KOCHYTbCA NyHKTa «[lepermeHoBaTb» (CM. PUCyHOK 8, cm. PucyHoK 9);
— BBECTM HOBOE MMA y4yeTHOM 3anucu (PucyHok 11, PucyHok 12);
— KOCHYTbCA 3Ha4Ka b0 3KpaHa HaA KNaBMaTypon Ansa NOATBEPKAEHMA

NEeNcTBmA, B pe3yabTaTe y4eTHan 3anunch byaeT nepemmeHoBaHa.
MPUMEYAHMUE. MNMpn nepenmmeHOBaHMM Y4ETHOM 3aMNCK M3MEHAETCA TO/TbKO ee MMA,

NNOTNH OCTaeTCA HEN3MEHHbIM.

| Monb3oBatenu | Monb3oBatenu

O61mMe HaCTPOWKM AN Co3aaHHb @

O61wme HacTPOWKW ANS CO3AAHHS @ [ng 6bICTPOro NepekloyYeHms Mexay
Nonb30BaTENAMM HAXMUTE U

e yOepX1BauTe KHOMKY NUTaHKs, 3aTemM

nonbsoaa'rfznmu LER AL KOCHMTECh KHOMKKM “CMEHUTb

yaepXuanTte KHOI‘IJIE(\/ MUTaHuUs, 3aTeM AR

KOCHUTECH KHOMKK “CMEHUTH

nonssoeatens” PaspelnTb HacTPOMKY KBOT

Pa3pelunTb HaCTPOWKY KBOT

QO Bbl « Bnagenewy ycTpoicTea

0] BbI-VlBaH| e AnMUHUCTPATOP YCTPOHCTBA
° AOQMUHUCTpPaTOp YCTPOHCTBA O I'Ie'rp %
O Monb3osatenb111 o He asTopuaosan
MUy KeHTWuWw:s X MLy KeHT T wWwus3 X
dblBanponsmgxa> dblBanponmgmxs
~ 9 4YyCcMMUTHLHL H IO ~9Y4YCMMUT® L O IO
n23 - , . nz23 - , .

PucyHok 11 PucyHok 12

11
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| Monbsosatenn

O6Lwme HacTPOMKM AN Co3[aHHb @

[lnga 6bICTPOro NepektoyeHns Mexay
Nnonb3oBaTeNAMU HAXMUTE U
yAepXuBaTe KHOMKY NUTaHus, 3aTeM
KOCHUTECH KHOMKK “CMeHUTb
nonb3osartens”

PaspewwmnTb HacTPOWKY KBOT

O Bbl« Bnagenew ycTpoicTea

° AOMUHUCTPaTOP YCTPONCTBA

o | AN

BeeneHbl HeponycTMble cuMBoNbl. Ums
MOXET COAepXaTb TONbKO 6yKBbl, Lpbl U
cneayouwmne CUMBONbI: TOYKa, MUHYC, HUXHee

nogyepkusanue u npoden

MUYy KeHTFWwuws3 X
bl Banponagxa?3
@l alylciM Ul Tlb| 6o kKK

, |

123 -

PucyHok 13

MPUMEYAHUE. He pekomeHayeTcs npucBamBaTb
YYEeTHbIM 3aMMCAM MMEHa, HaYMHaloWMeca C TOYKU UIn

1.2.4. YnaneHue y4eTHOM 3aNnCKU NONb30BaATENA

| OTMeHUTL MopTBepanTb |

Bbl nencTBuTENbHO XOTUTE
yoanutb lNonb3oBatenb22?

Mocne nogTeepXaeHUs BCe AaHHble
nonb3osarens 6yayT yaaneHbl

PucyHok 14

npobena. B cnyyae BBOA@ HEAOMYCTUMbIX CMMBOJIOB
oTObpasmnTCs COOTBETCTBYIOLLEE yBegoOMAEeHNe
(PncyHoK 13).

[Ons  yaaneHua y4eTHOM 3anmMcK  NO/b30BaTeNs

HeobXoAMMO BbINONHUTL CAeayolme AeNCTBUS:

— OTKPbITb KOHTEKCTHOE MEeHI0 Y4YeTHOM 3anucuy,
KOTOpYto HeobX0AMMO YAaNUTb;

— KOCHYTbCA NyHKTa «YAanmTb» (CM. PUCYHOK 8);

— Ha OTKPbIBLWIENCA CTPaHULE KOCHYTbCA KHOMKMK
«MoATBepanTb» ANA MNOATBEPXAEHMS onepauun nmnbo
KHOMKN « OTMEHUTL» ANa OTMeHbI (PucyHok 14);

— NOATBEPANTb AENCTBME BBOAOM TeEKyLLIEro napons
(cm. PucyHok 4).

Mpu yoaneHun y4eTHOW 3anncK nonb3osartena oyayT
TaK)Ke yaaneHsi:

— [laHHble NONb30BaTeNA;

— JOMalWHAA nanka noab3osaTtena (n. 4.2.3);

— MOJIb30BaTe/IbCKOE XpaHMauLLEe Katoden (n. 1.4.5).

12
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1.3. YcTaHOBKa BpeMeHu U AaTbl

MPUMEYAHUE. OnucaHne OCHOBHbLIX LWATOB MEPBOHAYa/IbHON HACTPOMKKM MY
npvBeAeHO B [JOKYMeHTe «PyKOBOACTBO MO/b30BaTeNA», MNpPM 3TOM YCTAaHOBKA W
nocneayoulas HacTPoMKa AaTbl M BPEMEHM A0CTYMNHA TONbKO aAMUHUCTPATOPY.

BHUMAHMUE! VIameHeHMs HacTpoeK B MyHKTe MeHt0 «Bpems 1 gata» nprumMeHsoTCcA
KO BCEM YYETHbIM 3aMNCAM po/ien, co34aHHbIM Ha MY.

[ns yCTaHOBKM BPEMEHM M JAaTbl Heobxoaumo
ybeamTbca, YTo BCE MONA 3aMNO/HEHbI KOPPEKTHO NMHO
Bt S M3MEHWTb 3HAYeHMA 3aNOJIHEHHbIX MOJEN, BbIMNONHUB

s cneayrouime AencTBns:
e — MU3MEHUTb 3HA4YeHMA napameTpoB «Yacosom
nodAc», «[lata», «Bpemsa», KOCHYBLUIMCb COOTBETCTBYHOLLMX
nonem;
e e — BblbpaTb  PopmaT  BPEMEHM,  KOCHYBLUMCb
COOTBETCTBYOLLEro Nepekntoyatens (PucyHok 15).

MPUMEYAHUE. [OnAa akTuBaumm nepekatovaTena
AOCTAaTOYHO KOCHYTbCA NOJIA, B KOTOPOM OH PaCrnO/IOXKEH:
nepeKkatoYaTelb HAYHET CBETUTBLCA APYE, YEM B COCTOAHMM
MO YMONYaHUIO (HEaKTUBHOM);

— KOCHYTbCA KHOMKK «[lanee» AnA NoATBEPXKAEHMA
pevictema AnMbo KHOMKM «Hasaa» Ana BO3BpaTa Ha

npeablayLLyto CTPpaHMULy.

I Haszag Ll,aneel

Bbibepute gaty v Bpems

Data 19 pekabps 2023

Bpems 18:53

PucyHok 15

[ns nocneayrouwen HaCTPOMKM 4acoBOro Mosca, TEKYLWMX AaTbl U BPEMEHM
HeobX0AMMO BbINONHUTL Ceaytolne AenCcTBUA:

— OTKPbITb MEHI0 CUCTEMHbIX HACTPOEK KacaHMem 3HauKa @ Ha DJKpaHe
nPUNoXeHun (cm. PucyHok 1);

— KOCHYTbCA MNYHKTa MeHt «Bpema n pata» & B nogpasaene «Cuctema», B
pe3ynbtaTe 0TOOPA3NTCA OAHOMMEHHAA CTPaHMLU@ HACTPOMKM AaTbl W BPEMEHM
(PncyHoK 16);

— ONA aBTOMATMYeCKoro 0bHOBMEHMSA [aTbl/BPEMEHM KOCHYTbCA MepekatoyaTens
«ABTOMaTUYeCKOe 0OHOBNEHME BpeMeHN» (PUCyHOK 17). 3Ha4eHMA Noaein 4acoBoro nosca,
NaTbl U BDEMEHMW CTAaHYT HEAOCTYMHbIMM ANA pefakTMpoBaHMA. B aanbHenwem obHoBNeHNE
naTbl/BpemeHun byaeT nponcxoanTb aBTOMATUYECKMN.

NMPUMEYAHUE. nAa ycTaHOBKM 4aCOBOro NoAca, BPEMEHU M AaTbl BPYYHYO OMNuUMA
aBTOMATM4YEeCKOro 0OHOBIEHWNS BPEMEHW A0NKHA ObITb BbIKOYEHA.

13
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| Bpems n pata Bpems n pata
#  ABTOMaTMyeckoe o6HOBNeHVE ABTOMaTHyeckoe o6HOBNEHME
BPEMEHMU BPEMEHMU
Yacoeoit nosic Poccus, Mocksa YacoBoW nosic
Hata 23 aHuBaps 2024 [ata
Bpems 15:43 Bpewms
Wcnonb3oBaTb 24-4acoBoi Wcnonb3oBaTb 24-4yacoBoi
dpopmat BpemeHu $popmat BpemeHu
PucyHok 16 PucyHok 17

B cnyyae HeobxoaMMOCTM 3a4aTb YaCOBOM NOAC, BPEMA M AaTy BPYUYHYHO TpebyeTcs
BbINOJIHWTb C/leAytolmMe AeNCTBUA:

— ONA  YCTQHOBKM 4acoOBOro nofca: KOCHyTbcA nona «YacoBon  Moscy»
(cm. PcyHOK 16) 1 Ha OTKpbIBWENCA CTpaHULEe BblibpaTb HeobxoamMmoe 3HadveHue. [na
YCKOPEeHMA npouecca BbiIbopa MOXHO BOCM0/1b30BaTbCA Nosiem noucka (PucyHok 18). lanee
BblIbpaTb PopmMaT BpemeHM, KOCHYBLUMCb MepeKkatodatena «lMcnonb3oBaTb 24-4acoBoW
dopmaT» (cM. PucyHoK 16) ans oTobparkeHma BpeMeHM B COOTBETCTBYOLLEM dopmaTe. Ecam
[aHHbIMA MYHKT He aKTMBMPOBaH, BpemAa byaeT oTobparkaTbca B 12-4acoBom dopmate C
YyTOYHEeHMeMm A0 noayaHa «AM» nnm nocne nonygHa «PMy»;

— [N1A YCTAaHOBKM AaTbl: KOCHYTbCA Nona «JaTta» (cMm. PUCYHOK 16), Ha OTKPbIBLUENCS
CTPaHMLLE KOCHYTbCS TeKyllelh AaTbl M BbIOpaTb M3 CAMCKA TeKyLWMI rod, Mecau, U YMCNo
(PucyHoK 19). [lanee KOCHyTbCA KHOMKM «[loATBEPAUTb» ANA COXpaHeHus Aatbl Ambo
KHOMKN «OTMEHUTb» ANA OTMEHbl onepaumn. B cnyvyae noaTsepkaeHnA BbibpaHHan aAaTta
0TODPA3NTCA Ha CTPaAHMLE HAaCTPOMKM AaTbl U BDEMEHMW, B C/ly4ae OTMEHbI JaTa OCTaHeTcA
npexHen;

14
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| YacoBow nosic

Q [ﬂOMCK

GMT -11:00

AmepukaHckoe Camoa
GMT -11:00 Maro-lMaro

BHewwHue manbie octposa CLUA
GMT -11:00 Mupyai

Huya
GMT -11:00 Anodu

GMT -10:00

OcTtposa Kyka
GMT -10:00 ABapya

~

e =

bl B

>

2
0
-c
O

28y - | ,

RU

E i HR T RN S SREX
[AEPARORARIIKINO

MW T b B IO <

.

PucyHok 18

OTMeHUTb

MoaTeepaunTb

15:44

PucyHok 20

OTMeHUTb MopTBepauTb |

8 nions 2025
BT cp 9T nT c6 BC

30 1 2 3 4 5 6

21 22 23 24 25 26 27

28 29 30 3 1 2 3

PucyHok 19

— ANA  YCTAHOBKM  BPEMEHM: KOCHYTbCA MoAs
«Bpemsa» (cm. PucyHoK 16), B pe3ynbtaTe oTobpasmTcs
undepbnaT, mMeTka BO BHYTPEHHEM Kpyre KOTOPOro
UrpaeT Poab YaCoBOM CTPE/IKM, BO BHELLIHEM — MUHYTHOM
(PcyHoK 20). Jna ycTaHOBKU HEODOXOAMMOro 3HavyeHus
cnefyeT NnooYepeaHO KOCHYTbCA KaXK/40M M3 METOK 3HaYKa
W, nepeasuraa ee MO WAM MNPOTMB YAaCOBOM CTPE/IKM,
YCTaHOBWTb B MO3MLMW, COOTBETCTBYIOLLEM TeKyLLEMY
BPEMEHMU;

— KOCHYTbCH KHOMKM «MoaTBepanTb»  ANA
COXPaHEHMA YCTAHOBNEHHOTO BpPeMeHU MbBO KHOMKM
«OTMeHUTb»  ANA  OTMeHbl onepaumn. B cayyae
noATBepAeHMa BblbpaHHOe BpemAa oTobpasuTca Ha
CTPaHMLLe HAaCTPOMKM AaTbl N BPEMEHMU, B C/Iy4ae OTMEHbI
BPEMA OCTAHETCA NPEXKHUM.

15
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1.4. Hactpoitka MY

AomuHucTpatopy MY AOCTYMNHbI Chefyolne BO3SMOXHOCTU:
— umcnonb3oBaHue SIM-kapT (n. 1.4.1);

— BblbOp perxknma USB-noakntouenmna (n. 1.4.2);

— HaCcTpoMKa BepxHero meHto (n. 1.4.3);

— HacTpoMka MM (n. 1.4.4);

— NOoNb30BaTe/bCKOE XpaHuAuLLLe Katodel (n. 1.4.5);

— areHT nonb3osaTena (n. 1.4.6).

1.4.1. icnonb3oBaHue SIM-KkapT
1.4.1.1. lpmBA3Ka 1 oTBA3Ka SIM-KapT

BHUMAHUE! AkTnBaums n aeaktnsaumna pyHkUmMmM «Mpusaska SIM-kapT» A0CTyNHa
TO/IbKO nocne nepesarpyskn MY.

B uenax peanuMsauum  KOHTPOAA [JOCTyna M

nosbilleHuna 6esonacHocT 8 OC ABpopa npeaycMoTpeHa

+ Bnows npwarsey SiM-xapr BO3MOMHOCTb  Ha3HauMTb  Ao0BepeHHble  SIM-KapTbl,
e . BbINOJIHWUB CAeAylolme AeUCTBUA:

MO6UNbHOI CBA3M Ha YCTPOWUCTBE NpU

s el e — OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KacaHuem

| MpuBsaska SIM-kapT K ycTponcTBy

3Ha4yKa @ Ha JKpaHe NPUNoXKeHUN (cm. PucyHok 1);
— KOCHYTbCA NYHKTa MeHto «llpmBAska SIM-KkapT K

yctponctey» & B noapasaene «besonacHoCTb»;

— Ha  OTKPpbIBLWIENCA  CTPaHMLE  aKTMBMPOBATb
nepekntoyatens  «Brkaountb  npmBAsKy  SIM-KkapT»
(PrcyHok 21) n noaTBepAuTb AENCTBME BBOAOM TEKYLLETO
napons (cm. PucyHok 4).

NMPUMEYAHUA:
v' [1nA BbINONHEHMA NPUBA3KM 1 OTBA3KM SIM-KapTbl
HeobxoanMo, YTOObI NaHHanA

SIM-kapTa ©Oblna BcTaBneHa B MY, a nepekntoyaTenb
«BKAtoYNTL NprBA3KY SIM-KapT» akTMBMPOBAH;

v Mpn  aKTMBaUMM nepekatoyaTens  «BKIOYUTL
npueasky  SIM-kapT»  mobunbHaa  cBA3b  byaer
3a610KMpPOBaHa A0 NPUBA3KM CUM-KapTbl (PUCYHOK 22);

PucyHok 21
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| ! Mo6unbHas cBsi3b 3a6n0KUpoBaHa \/

BkniounTtb npusasky SIM-kapT
BHumaHue! BkniloyeHue gaHHom onuvm
3a6110KMpYeT UCMONb3oBaHWe
MOBUNBLHOW CBASK Ha YCTPOMCTBE Mpu
HanM4YMmn HenpueasaHHou SIM-kapTbi

YcTtaHoBneHHbie SIM-kapTbi

SIM1|ROSTELECC

ICCID:897012062¢

MpuBasaTb

SIM2|ROSTELEC

ICCID:897012062¢

MpuBs3aTtb

PaspewunTtb SIM-kapTy no macke

ICCID SIM-kapTbl

PaspewnTb

Cnucok paspelénHbix SIM-kapT ®

PUCYHOK 22

MpuBsaka SIM-kapT K ycTponcTay

BkniounTb npuesasky SIM-kapt
BHumMaHwue! BknioveHue aaHHoi onuuu
3abn0KMpyeT UCToNb30BaHNe
MOGM/bHOM CBA3W Ha YCTPOICTBE Npy
Hanu4uu HenpuessaHHow SIM-kapTbl

YctaHoBneHHble SIM-kapTbl

SIM1|[ROSTELECC

ICCID:897012062¢

MpuBsasaTb

SIM2|ROSTELEC

ICCID:897012062¢ anBﬂsaTb

PaspewwmwnTb SIM-kapTy no macke

89701206269065692642

Paspewutb

Cnucok paspeluéHHbix SIM-kapT 0]

PucyHoK 23

— Ha OTKpbIBWENCA CTpaHuue B noapasagene
«YcTaHoBNeHHble  SIM-KapTbl»  KOCHYTbCA  KHOMKU
«MpwneAsaTb» cnpaBa oT Heobxogumon SIM-KkapTbl
(PucyHOK 22) ana npwusaskn  SIM-kapTbl K MY, B
pe3ynbTaTe SIM-KapTa byaeTt npuBazaHa K MY;

— B noapaszene «Paspewntb SIM-kapTy No macke»
BBecTu ICCID Tpebyemoit SIM-KapTbl M KOCHYTbCA KHOMKM
«PaspewnTb», ONA paspeweHna MCNonb3oBaHuA SIM-
KapT, He BCTaB/IeHHbIX B AaHHOe MY 1 He NpuBA3aHHbIX K
Hemy (PucyHok 23).

MPUMEYAHUE. ICCID npeactaBnaetr  cobol
YHWUKaNbHbI CepUIMHbIM HOMep SIM-KapTbl 1 coaepKnt 20
CMMBOJIOB. EC/NM  KONMYECTBO BBOAMMbIX CMMBOJIOB
oTamyaetca ot 20, TO Ha 3KpaHe MY oTobpasutca

COOTBETCTBYIOLLEE yBeAOMAEHME (PUCYHOK 24).

MpuBsaska SIM-kapT K ycTponcTBy

BkniounTs npuessky SIM-kapt
BHumaHue! BknoueHne naHHowm onumm
3a6n10KMpYeT UCTIONb30BaHWe
MOGUNbHOI CBA3W Ha YCTPOCTBE NpK
Hanu4um HenpuesaaHHo SIM-kapTbl

YctaHoBneHHble SIM-kapTbl

SIM1|ROSTELECC

ICCID:897012062¢ anBﬂSaTb

SIM2|ROSTELEC

ICCID:897012062¢ anBﬂSaTb

PaspewwunTb SIM-kapTy no macke

000

ICCID SIM-kapTbi
HekoppekTHbii BBoA. ICCID fonxeH cogepxarb He
60onee 20 CUMBONOB - TONBKO LUDPbLI U CUMBOSbI ™*'.

PaspewuTb

Cnucok paspeluéHHbix SIM-kapTt ©]

PucyHok 24

Ona Toro, 4ytobbl 0TBA3aTb OT MY paHee npuBA3aHHYO K Hemy SIM-kapTy,
HeobxoAMMO BbINONHWUTL CAedyolme AeNCTBUS:
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OTMEeHUTb OTBsi3aTh I

[aHHag SIM-kapTa 6yger
OoTBfAA3aHa OT 3TOoro
YCTPOWUCTBA

Mocne yananenus SIM-kapta 6yger
3a610KMpoOBaHa Ha 4aHHOM YCTPOWUCTBE

Bb! yBEpeHbI, 4TO XoTUTE yaanutb SIM-
kapTy 89701206269065692642 ?

PucyHoOK 25

— B noapasnene «YcrtaHoBJsieHHble SIM-KapTbi»
KOCHYTbCA KHOMKKM «OTBA3aTb» CNpaBa OT HEOOXOAMMOM
SIM-KapTbl (cm. PucyHoK 23);

— Ha OTKPbIBLUIENCA CTPaHULUE KOCHYTbCA KHOMKM
«OTBA3aTb» 414 NOATBEPKAEHMA onepaLmMmn NMOBO KHOMKM
«OTMeHUTbL» ANA OTMeHbI (PrcyHok 25);

— B pesynbrate 0OTBA3KM SIM-kapTbl oT MY
oTobpa3mnTCs COOTBETCTBYHOLLEE yBeaOMNEeHNE
(cm. PucyHok 22).

1.4.1.2. [lpocmoTp 1 yaaneHue paspelleHHblx SIM-kapT

| Cnncok paspeLuéHHbIX SIM-kapT 2

89701206219003881203

89701206269065692642

PUCyHOK 26

Ana npocmoTpa CnuMcka paspeweHHblx SIM-kapT
HeobxoAMMO KOCHYTbcA nona «CnMCoK pa3pelleHHbIX
SIM-KapT» (cm. PucyHok 24), B pesysbTaTe 0ToOpasmTCs
CTpaHMUa@ CO CNMUCKOM W  KoamdectBom  SIM-Kapr,
MCNONb30BaHMe KOTOPbIX pa3peLleHo Ha MY
(PrcyHOK 26).

Ana yoanenna SIM-KapTbl U3 CNMCKa paspeLlleHHbIX
HeobXoAMMO BbINONAHUTL CeaytoLlne AeNCTBUA:

— KOCHYTbCA U yaepxmBaTtb ICCID Tpebyemoin SIM-
KapTbl;

— B  KOHTEKCTHOM  MEHK  KOCHYTbCA  MYyHKTa
«Ypanutb» (PUcyHOK 27);

— Ha OTKPbIBWENCA CTPAHWULE KOCHYTbCA KHOMKM
«YOanutb» ANA NoATBEPKAEHMA onepauymm AMb0o KHOMKM
«OTMeHUTb» ANA oTMeHbl (PucyHoOK 28).
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| Cnivcok paspeLuéHHbix SIM-kapt

89701206219003881203
Yoanutb

89701206269065692642

PucyHok 27

OTMEeHUTb Ynanutb |

[aHHag SIM-kapTa 6yger
yoaneHa 3 Crnucka
pPa3peLUEHHbIX ONs 3TOro
yCTpOWMCTBa

Mocne ynanenus SIM-kapra 6yner
3abnokupoBaHa Ha AaHHOM YCTPOMCTBE.

Bbl yBEpPEHDI, 4TO X0TUTE YaanuTh SIM-
kapTty 89701206219003881203 ?

PucyHok 28

1.4.1.3. Hactponka PIN-koga ana SIM-kapTbl

| PIN-koa

SIM1| ROSTELECOM
3anpawusatb PIN-kog

WameHuTb PIN-kOQ

SIM2 | HeussecTHbI

Het SIM-kapTbl B crnoTe

PucyHok 29

3awmTa  ycTaHoBieHHOM Ha MY  SIM-KapTbl
obecneymBaeTca ¢ nomoubto PIN-KoAa, KOTOPbIA MOXKHO
aKTUBMPOBATb/A€aKTUBMPOBATb OTAENbHO 414 KaXKA0M 13
SIM-KapT.

MPUMEYAHUE. B 3aBMCMMOCTU OT KOHCTPYKTUBHbIX
ocobeHHocTelr MY aonyckaeTca ycTaHoBKa A0 AByX SIM-
KapT.

Ona HacTponkn PIN-Koga HEobXoAMMO BbINONAHUTD
cneaytoumne aencrema (PucyHok 29):

— OTKPbITb MEHK CUCTEMHbIX HACTPOEK KacaHWeMm

3Ha4Ka E’J Ha DKpaHe npunoxeHun (cm. PucyHok 1);

Y,

— KOCHYTbCA  MNyHKTa MeHt  «PIN-Kkoa»
nogpasaene «besonacHOCTbY;

— KOCHYTbCA nepekatodaTens «3anpalwmBaTtb
PIN-koa» Tex SIM-KapT, KoTopble HeE0HX0AMMO 3aLLUNTUTL
BBOAOM PIN-KOAa MO0 CHATL 3aLLMTY.
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Mocne aktuBaumm PIN-KoZa oH OyAeT 3anpallmBaTbCa NPM Kaxaom BKAOYEeHUU MY
(PucyHok 30). B cnyyae TpexkpaTHoro BBoga HeBepHoro PIN-koga SIM-kapta Oyaet
3abnokmnpoBaHa M ana ee pa3baokMpoBKK noTpebyetca PUK-koa, ana BBoAa KOTOPOro
npeaoctasnsetca 10 nonbiTok (PucyHok 31).

NMPUMEYAHUE. PUK-Koa npeaocTaBaAeTcA onepaTopoOM COTOBOWM CBA3MN.

Mocne BBOAa BepHoro PUK-koaa oTobpasuntca ctpaHmua ana nameHenuma PIN-koaa
(cm. PrcyHOK 29), Ha KOTOPON HEOHXOAMMO BbINOAHUTL Ceaytollme AeNCTBUA:

— KOCHYTbCA KHOMKM «N3meHnTb PIN-KoA»;

— BHECTW COOTBETCTBYIOLINE M3MEHEHMS B pa3aene SIM-KapTbl, KOTopyto TpebyeTcs
3aWwmTnTb BBOAOM PIN-KOAA.

Beegute PIN-kog
SIM1| ROSTELECOM

PucyHok 30 PucyHok 31

1.4.2. Bbibop pexnma USB-noaxkntoyeHms

Ons Bbibopa pexkmma USB-noakntoyeHma HeobxoAMMO BbIMONHWUTL Caeaytouime
nNencTBns:

— OTKPbITb MEHK CUCTEMHbIX HACTPOEK KaCaHWemM 3Hayka @ Ha JKpaHe
npunoxeHun (cm. PucyHok 1);

— KOCHYTbCA NYHKTa MeHto « USB» b4 B noapasaene «YnpasneHne coeMHEHNAMMY;

— Ha OTKPbIBLIENCA CTPaHMLE KOCHYTbCA nona «Pexxmm USB no ymonyaHuio» U
BbI6paTb HEOHXOAMMOE 3HaYEeHME M3 PACKPbIBAtOLLErOCcA cnmcka (PucyHok 32).
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NMPUMEYAHUA:

v’ B cnyyae Bbibopa NyHKTa «Bceraa cnpalwveath» npu noaxaodeHmn MY k 3BM ¢
nomoulbto USB-kabena Ha MY oTobpa3mnTca okHO ¢ Bbibopom pexkmma USB-noakntoueHmn
(PrncyHoK 33);

v 3HaueHne «Pexkum paspaboTumKka» OTOBparkaeTca TONLKO NPWU  aKTMBaLMK
COOTBETCTBYIOLLMX NepekatodaTenei B nyHKTe MeHto «CpeacTBa pa3paboTymnka» CUCTEMHbIX
HacTpoek (noapasaen 3.1).

| usB

USB-kabenb nogknioyeH

MepeknounMTbCs Ha OAUH U3 CrieayoLLmnX
PeXuMoB

Pexwvm USB no ymonyaxuio

Bcerpa cnpaluvsatb M D
& & &
Bcerpa cnpawwuBatb Pexum Mpotokon Tonbko
paspabotyuka  nepepauu 3apsaka

MynbTUMeana
(MTP)

Pexum paspaboTtuunka

Mpotokon nepepayv mynstumegua (MTP)

Tonbko 3apsigka

ofe

PucyHoK 32 PucyHok 33

1.4.3. HacTpoWKa BepXHEro MeHto

MPUMEYAHUE. MNMoapobHoe onmcaHMe HACTPOMKM BEPXHErO MEHIO NPUBEAEHO B
NOKYMeHTe «PyKOBOACTBO N0O/1b30BATENNAY.

[na nobaBneHuns B BepxHee MeHto GYHKUMI, AOCTYMHbIX TONbKO aAMUHMUCTPATOPY,
HeobxoAMMO BbIMONHUTL CAeaytowme AeNCTBUS:

— OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KacaHMem 3Hauka E‘?: Ha DJKpaHe
nPUNoXeHun (cm. PucyHok 1);

— KOCHYTbCA MyHKTa MeHto «BepxHee meH» S B noapasaene «BHeWHW BUa v
OYHKUMMNY;

— BblbpaTb HeobXxoAMMble PYHKLUMM KacaHMem nepekatodatenei (PucyHok 34), 8
pe3ynbTaTte AaHHble QYHKLMM 0TODPa3ATCA B BepxHeM MeHto (PrcyHokK 35).
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| Apnbikun 1113 v 44T
OTu Spnbik1 NPefoCcTaBNKIoT ObICTPbINA
AO0CTYN K pasjitiHbiM (!)VHKLLMHM n
HaCTpOMKaM CUCTEMBI 1 /I ° /I
OTKPbITb KanbKynsaTop 3 .
3anycTuTb cekyHaoMep CT) 2 nions, BTOPHUK
YcTaHOBUTL TalMep 8
— WLAN P Bluetooth
PI v owmp D Buikniovetio
YcTaHoBUTb ByannbHUK @ WLAN Bluetooth
SIM1 ROSTELECC
Cpenartb cendm B B
3aI'IVICBTb Baneo Dﬂ SIM-kapTa ans BbI3OBOB Mob6unbHbIe AaHHbIe
S 2\ ) "
Coapatb 3aMeTKy 5 = ¢ = 7
He b Opt Touka gocTyna
OTKPbITb ANKTODOH |1 ] 1 -
© U a &
Cucrtema leonokauus VPN PaspaboTka MCTOMHUKY 11
: M
¢ Cpencrsapaspaborua &3 -
SpkocTb
BesonacHocTb
. e V4
MCcTOYHMKIN NpunoxeHni 63
HacTpoiiku Wamennts
PucyHok 34 PucyHok 35

1.4.4. Hactponkun M1

MPUMEYAHUE. AamuHUCTpaTOp MMeeT AOCTYN K AOMNOJHUTEIbHbIM HACTPOMKam
M1, onMCaHHbIM KaK B HAaCTOALWEM JOKYMEHTe, Tak U B AOKYMeHTe «PyKOBOACTBO
NONb30BaTENAY.

Ona AononHUTenbHoM HacTponkn MIT HeobxoaMMO BbINOAHUTL Ccaeaytoume
NencTens:

— OTKPbITb MEHI CUCTEMHbIX HACTPOEK KaCaHMeM 3HauyKa @ Ha JKpaHe
NPUNOXeHun (cm. PucyHok 1);

— NepenTn BO BKNAAKY «[1pMNoKeHN»;

— KOCHYTbCA 3Ha4YKa cooTBeTcTBytoero Ml 1 3aaaTb Tpebyemble HaCTPONKM.

[na  pononHuTenbHoW HacTtpolkn  MI «TenepoH» HeobxoAMMO  BbIMOAHUTH
cnepytouine AencTeumA:

— KOCHYTbCA nons «COPOCUTb CYETUMKM BbISOBOBY» /1A COpOCa CYETYMKa BbI3OBA
(PrncyHoK 36);

— aKTMBMPOBATb NepekatoYaTeb «3anmMcb pasroBopa» Aas 3anucK pasroBopa BO
BPEMS aKTMBHOTO BbI30Ba (P1cyHok 37);

— KOCHYTbCA MoAA «3anuMcaHHble BbI3OBbI» A8 NPOCMOTPa WMHbOPMauuM o
3anMCcaHHbIX BbI30BaX.

[1na BbINONHEHWUS AEMCTBMIA Haf, 3aNMCaHHbIMM BbI30BAaMM CAeayeT KOCHYTbCA NoA
C KO/IMYECTBOM 3aMMCaHHbIX BbI3OBOB M Ha OTKPbLIBLLENCA CTPAHMLLE B KOHTEKCTHOM MEHHO
BbI30Ba KOCHYTbCA MyHKTa C HEOOX0AMMbIM AencTBmem (PucyHok 38).

MPUMEYAHMUE. 3anncaHHbie BbI30BbI MOXHO Tak¥Ke nocmoTpeTb B MI «AMKTOPOHY;
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TenedoH

CY&ETYMKM BbI3OBOB

Ucxopsawme Bbizosbl: 0:00:00
Bxogsuwme BbizoBbl: 0:00:00
Bce BbizoBbi: 0:00:00

G C6poCcUTb CHETYMKM BbISOBOB

CoobuieHus 6uicTporo oTeeTa

Cospaitte fo 5 coobLeHuit ans 6biCTPoOro oTeeTa,
KoTopblie Bbl cCMoXeTe oTnpasnsTh nocne
BbIK/IIOYEHUA 3BYKa NPpU BXOASALLIEM Bbi30BE.

é’ M3MeHUTb 6biCTpble OTBETHI

MCTOpI/Iﬁ BbI30BOB

BbICTpbiii BbI3OB

[lns coseplueHus BbizoBa notpebyercs
KOCHYTbCSi HEO6XOAMMOr0 KOHTaKTa B
MCTOPUM BbI3OBOB

3anucb pasrosopa

#  3anucb pasrosopa
BO3MOXHOCTb BK/IOYUTb 3aNUCh Pa3roBopa

PucyHok 36

Metp 18:31
& 0:04

Mo3eoHUTL
OTKpbITb KAPTOUKY KOHTaKTa
Ypanutb

MNopenutbca

Metp 18:20

PucyHok 38

| (P C6pocuUTb CYETHMKM BbI3OBOB

CoobLueHuns 6bicTporo oTeeta

Cospaiite no 5 coobuieHuit ans 6bicTporo oTeeTa,
KoTopble Bbl CMOXeTe OTnpaBnsTh nocne
BbIK/TIOYEHUS 3ByKa NPU BXOASLIEM Bbi30BE.

 Wamenus 6biCTpbIe OTBETbI

WcTopusa Bbi3oBOB

BbICTpbI BbI3OB

[ns coBeplieHus Bbi3oBa noTpebyercs
KOCHYTbCS HeO5XOAMMOrO KOHTaKkTa B
WCTOPWUU BbI3OBOB

3anucb pasrosopa

3anucb pasroBopa
BO3MOXHOCTb BKIIOYUTD 3anuch pasroeopa
BO BpeMs akTUBHOIO BbI30OBa.

3anucaHHble Bbi30BbI
2 Bbl30Ba

3a610KMpPOBaHHbIE BbI3OBbI

3a6n0KMpPOBaHHbIE KOHTaKTbI
1

PucyHok 37

— KocHyTbca nonga SIM1 | [MobunbHbiM onepaTop]
nmbo SIM2 [MobunbHbIN onepaTop] ana
NONOIHUTENIbHOM HAaCTPOMKM BbI3OBOB Yepe3 SIM-KapTy:

® KOCHYTbCs nona  «OxuaaHue BbI30Ba» AR
OMNoBeLleHNA BO BPEMs BbI30Ba, O APYroM BXOAALLEM
BbI30BE;

® KOCHYTbCs nons «[llepeagpecauns BbI3OBOBY
ONA  YCTAaHOBKM C/ly4aeB M HOMepa nepeaapecaumn
(PrcyHoK 39);

® KOCHYTbCA MoNs  «3anpeT  Bbl30BOB»
YCTaHOBKM 3anpeTa Ha onpeaeneHHble BUAbI
(PucyHok 40).

MPUMEYAHUE. Tlpm ycTaHOBKE 3ampeTa Ha
onpeaeneHHble BbI30Bbl MY 3anpocuT Napoab BAaaenbLa
YCTPOMCTBA NpM NOATBEPKAEHUN AENCTBUSA;

® YCTAHOBUTb HOMEP r0/I0COBOM NOYTbI, KacaHMEM
nona «Homep ronocoBom NOYThI»;

® KOCHYTbCS N01A «HoMep ronocoBomn NoYThI» A1n
YKa3aHWsA HOMepa ro/10CoBOM NMOYTb.

ana
BbI30BOB
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| MepeappecaLys BbI30BOB

# Bce ronocosble Bbi30Bbl

# Ecnw 3aHsTO
# Ecnu Het oTBeTa
# Ecnw BHe cetu

PucyHok 39

l CoobLueHus

(®) SIM1|ROSTELECOM

SMS

+79043490008
Appec SMS-ueHTpa

#® OTy4eTbl 0 fOCTaBke
BanpalmeaTtb oTYeT 0 gocTaske SMS

OTob6paxaTb CYETYUK CUMBOIOB
OTob6paxatb KONIMYECTBO COOBLLEHNI, Ha
KoTopble 6yaeT pa3but HabpaHHbI TEKCT, U
KO/MIMYECTBO CUMBO/IOB B MOCNIEAHEM
coobLeHnmn

MMS

MakcumanbHbi pa3mep coobLieHus
CpepnHuit

Pasmep coobLeHuss MOXeT 6biTb OrpaHU4eH
0rnepaTopoM OTMPaBUTENS WK NONyyaTens

3anpawwmBaTb oT4eThl Het
Bbl MOXeTe 3anpallnBaTh OTHETbI O AOCTaBKE U
npoyteHun MMS

#  YBepoMnsiTb O MPOYTEHUU

Ortnpasutens 6yaer ysenomneH o Tom, YTo

PucyHok 41

| 3anper BbizoBoB

#  Bce ucxoasiume Bbi30BbI

#  Mcxopswume MexayHapoaHble
BbI30BbI

#  Mcxopswme MexayHapoaHble
BbI30Bbl KDOME POAHOM CTpaHbI

#  Bce BxoasLiue Bbl30BbI
#  Bxopsliue BbI30Bbl B POYMUHIe
BblkntounTb BCE

Maponb Ans sanpeTa BbI30BOB

é M3MeHnTb Naponb

PucyHok 40
Ona pononHuTenbHoM HacTpokn MI «CooblieHuma»
HeobxoAMMO BbIMO/MIHUTL  C/ledylolme  AeNCTBUA
(PucyHok 41):

— B noapasaene «SMS» npocmoTpeTb agpec SMS-
LeHTPa;

— aKTMBMPOBATb  nepekatoyvatens  «OT4yeTbl O
[0CTaBKe» A/1A 3anpoca oT4yeTa 0 A0CTaBke SMS.
MPUMEYAHUE. [na aKTMBauum nepekatovaTend

[OCTaTOYHO KOCHYTbCS MOASA, B KOTOPOM OH PaCMO/IOMKEH:
nepeKkntoyaTe/ib HaYHET CBETUTLCS ApYe, YeM B COCTOSIHUK
N0 YMONYaHUIO (HEAKTUBHOM).
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PYKOBOACTBO afMMHUCTPATOpPa | MO
Y agMuHUcTpaTopa MY ecTb BOSMOXHOCTb 3aMnyCTUTb
(e yTunnty CSD Tool, gna sToro:
Aspopa 5.1 — OTKPbITb MEHK CUCTEMHbIX HACTPOEK KaCaHWem
Mpoussonutens 3Ha4YKa @ Ha DKpaHe NPUIOKEHUN;
Fplus
A — KOCHYTbCA NyHKTa «0O6 ycTpomncTee» ® g
L noapasaene «MHbopmaumay;
IMEI
o aerscoadtTa o — KOCHYyTbcA nons «Cbopka» 5 pa3 (PucyHok 42), B
353358860686182 pe3ynbTaTe 3anyctutcs ytuamta CSD Tool.
CopPN hosion MPUMEYAHUE. OnucaHne pabotbl ¢ ytmuamton CSD
RDOOR570EPF0035309
oo Tool npuBeaeHO B  COOTBETCTBYIOWIMX  AOKYMEHTax
5.1.5.105(ne)rponasnoecx- & npeanpuaTMA-pa3paboTumMKa, KOTOpble NpeaHa3HayeHb!
Kamyatckui
. ana MCMO/1b30BaHMA npon3BoauTenAMmm MY n
Aurora-TEE 11.9-1116.0mp, aBTOPM30BAHHbIMM CepBUCHbIMM LeHTPaMM
Extra content 0.8.0-1.1.30.omp,
docviewer 0.2.2-1.1.16.0mp npon3sBoanTenNA.
MO npowussoauTens
ApanTauus ycTpoicTea
PucyHok 42

1.4.5. Nonb30BaTENbCKOE XPAHUULLLE KNHOYEN

[MoNb30BaTENLCKOE XPAHUAMLLE KAOYEN NpeaHa3HaYeHOo AN1A XPaHEHWA KAoYen U
cepTUPMKATOB, MPU STOM OrpaHMYeHMe A0CTyNa K XpaHUANLLY obecneymBaeTca WTAaTHbIMMK
cpeactsamum OC ABpopa (pa3gen 4).

NMPUMEYAHUE. Monb3oBaTenbCkoe XPaHUIULLE KAOYENn CO343eTCA ANA KarKaoM
YYETHOM 3aNnCK PONen U HaxoaMTCA B NanKke SHOME/ . softhsm.

Co3aaHure Nob30BaTENbCKOrO XPaHUIMLA KAOYel OCyLWEeCcTBAAETCA B CeayoLLmX
CAy4anax:

— nepBoe BKAoYeHne MY B pexXnme aaMUHUCTPATOPA3;

— CO34aHMe y4yeTHOM 3anmck nonblosaTend (N 1.2.1) ¢ nomollblo cepBMca user-
managerd, npu aTom ckpunT initialize-user-keystore.sh xpaHuTca B nanke create.d.

1.4.6. AreHT nonb30BaTens

AreHT nonb3osatens (User Agent) — wuaeHTMdMKaTop Opaysepa, KOTOPbIM
nepenaeTcs B 3aronoBke http-zanpoca K cepBepy, OTBET cepBepa MOXET 3aBUCETb OT
NAHHOIo MAEHTUPUKATOPa, U MOXKET OblTb 3aaH:

1)Mo ymonuyaHuio B MHTepdelce, onncaHme KOTOporo NpuMBeAEeHO B AOKYMeHTe
«PyKOBO/ICTBO NO/1b30BATENAY;

2)C nomolubto paina ua-update.json, KOTOPbIN:

— umeeT nona  hostname un  useragent u nytb  /home/defaultuser
/.local/share/org.sailfishos/browser/.mozilla/ua-update.json;

— onpeaenaeT areHT Nob3oBaTeNa A5 OTAE/bHbIX CANTOB.
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MPUMEYAHUE. TMpn mameHeHnn danna ua-update.json BpyyYHYHD HeobBXOAMMO
nepesanyctute MI1 «bpay3ep».

O6HOBIEHME MOXKET MPOUCXOANTL CeAYOLUMMM CNOCODaMM:

— C MOMOLLbIO 3HAYEHMA NO YMONYAHMIO, KOrda OTcyTCcTBYeT dain ua-update.json.
FeHepauua danna ocyulectsnsetca us /usr/share/sailfish-browser/data/ua-update.json.in;

— C nomoulbto Beb-canTa, Koraa ¢ann ua-update.json obHoBAAETCA 4epe3 ceTb
MHTepHeT. [lonydeHue danna  ocyuwlectsaserca nocpeactsom  http-zanpoca B
MI «bpay3ep» Ha onpeaeneHHbIn aapec B ceTu MIHTepHerT.

NMPUMEYAHMUE. Mpn nepsom 3anycke MI1 «bpay3ep» 3anpoc K cetn NHTepHeT He
ocyuiectsaseTca, a arn ua-update.json reHepupyeTca No YMOAYaHMIO.

1.5. HacTpoiKka ceTeBbiX BO3MOXXHOCTEN

1.5.1. HacTponKa npuHTEpa

BHUMAHMUE! MoapobHas nudopmauma o neyatn Gpanios NnpmBeseHa B JOKYMEHTE
«PyKOBO/CTBO N0/Ib30BATENAY.

B OCABpopa npeaycMoTpeHa  BO3MOXKHOCTb
nobaBneHna npuHTEpa, Ana  3Toro  Heobxoaumo
BbINMONHUTb CieaytoLime AeNCTBUA:

— OTKPbITb MEHKO CUCTEMHbIX HACTPOEK KacaHWem

| MpuHTEpDI +

3Ha4yKa @ Ha DKpaHe NPUAOKEHN;

Y Bac elle HeT NpUHTEPOB — KOCHYTbCA MNYHKTa MeH0 «[TpuHTEepbI» = g
nogpasaene «YnpasneHnme cCOeAMHEHUAMMY;

— NOAKNOUNTL NPUHTEP K MY 0AHUM M3 CreayoLlmx
Cnocobos:
[o6aswTb NpuTep e c nomoubto USB-kabens yepe3 nepexoaHuK
USB-OTG.

MPUMEYAHUE. C nomouwpbto USB-kabens MOXKHO
NOAKNOYNUTb TONbKO NpuHTEP Woosim L450 (MIG KB4);

e no cetn WLAN (paboTta no craHgapty Mopria);

— Ha  OTKPbIBLWIENCA OAHOMMEHHOM  CTpaHuLe

KOCHYTbCA KHOMKK «[106aBUTb NpuHTEP» MO B NpaBOM

PucyHOK 43 BEPXHEM YINy KOCHYTbCA 3Ha4Ka + (PncyHok 43), B
pe3ynbTaTe ByAeT BbINO/IHEH NOWUCK YCTPOWCTB;
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— Ha OTKPbIBLIENCA CTPaHMLE BbIOPaATb YCTPOMNCTBO,
| Ao6asuTs npuHTep =
KoTopoe Heobxoanmo A06aBuTb (PrcyHok 44);
AAeHHble YCTPONCTB [
HaigenHie ycTpoiicTea — B NPAaBOM BEPXHEM Y1y KOCHYTbCA 3Ha4YKa > ANA
g 06HOBNEHUA MHDOPMALMK O HaAEHHbIX YCTPONCTBAX;
— BBECTM MMSA NPUHTEPA B NOJIe BBOAA M KOCHYTHCA
KHOMKM «Jo6aBuTb» (PUcyHOK 45), B pe3ynbTate NpuHTEP
0TObpPa3nTCca Ha cTpaHuLe «MpuHTEepPbI» (PUCYHOK 46).
PucyHok 44
| OTMeHUTb LNo6asutb MpuHTEpDI ®
[o6aBnTb NpUHTEP Mow npiHTepbi
HP Color Laser 150 HP Color Laser 150
Wms npuHTepa
PucyHok 45 PucyHok 46
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,D,flﬂ nepenmeHoBaHMA MNPUHTEPA HeO6XO,£l,l/IN\O
HP Color Laser 150 1w v
BbINO/MTHNTL chegyrouwmne A4encCTBnA:
O npuHTepe — Ha CTpaHMue <<|_|pl/IHTepr>> Bbl6paTb

HP Color Laser 150

d the you i to of
g |wle|r[tyiu

asdf gh j

1123

o p
k|

@l 7 | x|c|Vv | bln|im g

.

PucyHok 47

MpuHTEpPDI

Mow npuHTEpbI

HP Color Laser 150

Ypanutb

PucyHok 48

HeobXOAMMbIN NPUHTEP, KOCHYBLLMUCH €ro;
— Ha OTKpPbIBLLENCA CTPaHMWLLE BBECTM HOBOE WMS
npuHTepa (PrucyHok 47);

— KOCHYTbCA 3HaukKa ANA  NOATBEPXKAEHMA
NencTBuMA, B pesynbTaTe NpuHTep byaet nepeMmeHoBaH.

[lna ynaneHua npuHTepa M3 CNucKka Heobxoammo
BbIMO/IHUTb CAeaylolme AenNCTBUS:

— Ha  cTpaHuue  «MpUHTEpPbI»  KOCHYTbCA U
yAEPKMBaATb Ha3BaHMeE NPUHTEPA, KOTOPbIN HeobxoaMMO
YAANNTD;

— B KOHTEKCTHOM  MEHIO  KOCHYTbCA  MyHKTa
«Ypanutb» (PucyHok 48) nnbo OTKPbLITL MPUHTEP U B
NPaBOM  BEpPXHEM  yr/ay  KOCHYTbCSA  3HauKa I}
(PucyHok 47);

— Ha OTKPbIBLIENCA CTPaHWULE KOCHYTbCA KHOMKM
«YnanuTb» ANA NOATBEPKAEHMA onepaumm NMOBO KHOMKK
«OTMEHUTbL» ANA OTMEHbI onepauumn (PucyHok 49).

| OTMeHUTb Ynanutb
Yoanutb NnpuHTep?

Bbi QQMCTBVITGHDHO XOTUTE YOanuTb
npuxTtep HP Color Laser 1507

PucyHok 49
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1.5.2. icnonb3oBaHne VPN-coegmMHeEHMUA

VPN — 3alumilieHHasa ceTb, MpeaocTaB/AlolWas BO3MOXKHOCTb YCTaHaBAMBATb
3alWndpoBaHHOE coeaMHEeHME C YAANEHHbIMW cepBepammn Beb-caiToB B ceTU MHTEpHeET.
Mpy NOAKNOYEHUN K yAaNEeHHOMY CepBepy nosib3oBaTenb noaydaeT IP-agpec B pervoHe,
rAe pacnonaraeTca AaHHbIN cepsep.

B oT/numne oT npokcu-cepsepa, VPN BHavane BbIMNOAHSAET NOAKAOYEHME K CETH,
KoTopas 3aTeM obecneuymBaeT coeamHeHne ¢ TpebyembiM cepBEpPOM HaMPAMYHO, MPU 3TOM
WndpoBaHME [AaHHbIX MO3BOMAET 3alMTUTL MNAPOAM U UHYID KOHOUAEHLMANbHYIO
MHGOPMaLMIO OT yrpo3 6e30MNacHOCTHU.

BHUMAHUE! [na oTobparkeHna noaaeprKmBaembix
| [No6asutb VPN @
VPN-nnarnHoB B MNyHKTe MeHt «VPN» noapasaena
«YnpassieHue coeMHEHUAMM» HeobxoaMmMo
AOMOJIHNTEIbHO YCTaHOBUTL CTOPOHHMe VPN-peleHuna, He
ABnAroLLMeca BCTpoeHHbIMM B OC ABpopa.
B cayyae oTtcytctBMA  nogdeprkmsaembix  VPN-
VPN-npoBaiigepbl He NNarMHOB Ha akpaHe MY oTobpasnTca COOTBETCTBYHOLLEE
yCTaHOB/EHbI. ysegomneHue (PucyHok 50).
PucyHok 50

1.5.3. 3apaHume URL-agpeca

NPUMEYAHUA:

v NMoapobHoe onucanne Hactpokn cet WLAN npusBeseHo B OOKYMeHTe
«PykoBOACTBO NONb30OBaTENAY;

v 3apaHune URL-agpeca ans cepsepa NpoBepkn ceTtu MHTepHeT, a Takwe NTP-
cepBepa, byaeT NPMMEHEHO KO BCEM YY4ETHbIM 3aMMCAM, CO34aHHbIM Ha MY.

Ona 3apaHua URL-agpeca Ans cepsepa MNpoBepKM HeobXoAMMO BbIMOAHUTb
cneayowme AencTems:

— OTKPbITb MEHI0 CUCTEMHbIX HACTPOEK KacaHMem 3HauKa @ Ha DJKpaHe
nPUNoXeHun (cm. PucyHok 1);

— KOCHYTbCA NyHKTa MeH  «WLAN» T B nogpasgene «YnpasaeHue
COeAUHEHNAMMY;
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— KOCHYTbCA Nona «PacwmnpeHHble HacTPOMKM» (PUcyHoK 51);
— Ha OTKPbIBLUIENCA CTPaHMLE 3aN0NHNUTb HeobxoaMmble NonA B noapasaene «URL-
afpeca cny>bbi» Ana NpoBepKM aoctyna K cetn MHTepHeT (PucyHok 52).

| WLAN I PaclunmpeHHble HacTpoku
R570E
. Mms ycTpoiicTea
PaCLLIMpeHHbIe HaCcTpoukun @ Wms yeTpoiicTea, oTobpaxaemoe y Apyrux
YCTPOWCTB B /IOKanbHOMK CeTH
WLAN Ino6anbHblii Npokcu-cepeep
WLAN = #  [nobanbHblii NpoKcH-cepBe| g{i
S g P pBeep
WcnonbayeTtcs ans Bcex CoeanHeHNi
(WLAN, Mo6unbHbIX 1 Ap.)
nOD,KJ'IIO‘-IeHVIe qepea QR @ nepeonpeaenseT uHAMBMAayanbHble
HaCTPOMKMW.
KoH¢urypauma npokcu-cepeepos
Do6asutb ceTb @ HeT npokcu-cepsepos
- URL-appeca cnyx6bi
Mouck cetent @
http://ipv4.omprussia.ru/return_204
Cratyc URL-appeca IPv4
Mpunoxexus moryT ucnonb3osars atot URL-agpec,
4T06bI NPOBEPUTD, OTKPBIT NIK AN YCTPOUCTBA
AOCTynNn K cetn MHTEDHQT. Ecnu He 3anonHeHo,
CGPaCbIBaETCH B 3HaYeHue No yMOoN4yaHuio
Hanpumep, 0.pool.ntp.org,1.pool.ntp.org
Ino6anbHble NTP-cepeepbl
Cnucok gomxeH 6biTb OTCOPTUPOBAH B Nopsiake
npeanoYyTeHus U pasaeneH 3ansaTbiMui
PucyHok 51 PucyHok 52

1.5.4. PaclumpeHHble HAaCTPOMKM reonoKaLmnm

MPUMEYAHUE. OnucaHMe HACTPOMKM reonoKaumm MNPUBEAEHO B [AOKYMEHTe
«PyKOBOZCTBO NOJIb30BATENAN.

[lnAa  HaACTPOMKM reoNoKauMm BbICOKOM TOYHOCTM HEoBXOAMMO  BbIMOAHUTb
cneayrouime AencTemns:

— OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KacaHMem 3HayKa @ Ha JKpaHe
NPUNOXKeHUn (cm. PucyHok 1);

— KOCHYTbCA MNYHKTa MeHIo «[eosiokauma» © B noapasaene «YnpaBaeHue
COeAUHEHUAMMUY;

— aKTMBMPOBaATb Mnepekndatens «leonokaumsa» (PUcyHOK 53) ans paspeleHus
MT1, yctaHoBIeHHbIM Ha MY, pacno3HaBaTb Ha KapTe reonoKkaumm MY;

— aKTMBMPOBATb NepekatovaTenb «[e0noaKuMA  BbICOKOM  TOYHOCTM»  ONA
NOBbILWEHMA TOYHOCTN onpeeneHna reoIoKaLLmnm ¢ UCNONb30BAHNEM CETEBbLIX CEPBUCOB;

— KOCHYTbCA KHOMKM «PacliMpeHHble HAaCTPOMKNM» ANA nepexoda K pacliMpeHHbIM
HaCcTpPOMKam reonokaumm (PucyHok 53);

— Ha OTKPbIBLWENCA CTpaHWMLE KOCHYTbCA nepekatodatend «CnyTHMKOBaA
HaBurauma» (PucyHok 54) Ons yBeNMYEHWs TOYHOCTM ONpeaeneHns reosoKaumm Ha
OTKPbITON MECTHOCTMU;
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I [eonokauus

leonokauus

Pa3peLunTb NPUIoXeHUsIM OnpeaensiTb
Bawuy reonokaumio. 3ta pyHKLUMS
noTpe6nsieT HeKOTOPOoe KONNYECTBO
3apspa akkymynsatopa.

ToyHOCTb

leonokauus BbICOKOW TOYHOCTU
WcnonbayeT ceTeBble cepsuUChl ANs
MOBbILIEHUS TOYHOCTH ONpeaesieHns
reonokaumn. MoxeT BauMaTbCs nnata.

#  Tonbko yCTPOMCTBO
Wcnonbayet GNSS ons onpepenexus
reosnokaLmu. AToT pexuM He UCnosnbayer
Kakue-nun6o faHHble.

#  Pexum 3Heproc6epeerm|
Mcnonb3yeT ToNbKo ceTeBble CEPBUCHI
Aans onpenenexvs reonokaunn. GNSS He
ucnonbayetcs. MOXeT BaMMaTbCs nnata,
NPy 3TOM PEXWUM 3KOHOMUT 3apsif,
akkymynsrtopa.

PaclumpeHHble HaCTpOViKy ®

PucyHok 53

PacLumpeHHble HacTPOKu

GNSS

CnyTHUKOBasi HaBUrauus @
YBenu4neaet TOYHOCTb onpeaenexus
reosiokaLmm Ha OTKpPbITOM MECTHOCTH
(yBenuumeaer pacxop 3apsaa

aKKymynsTopa)

A-GNSS

# A-GNSS
ONTUMUIMPYET BbIYMCNEHME reonoKaLum No
CNyTHUKOBOW HaBurauum (Tpebyer
noaknioyeHus K HtepHery)

LBS

# LBS
OHDEREHQET MecCTOonosoXeHue B OTCYTCTBUN
CNYTHUKOBOrO CMrHana ¢ UCnonb3oBaHMeM
WHbIX UICTOYHUKOB MH¢0pMauMM,
o06pabaTbiBaeMoi Ha BHELUHUX cepBepax
(Tpebyet noaknioueHune Kk UHTepHeTy)

WUcTounuku LBS

PucyHok 54

— aKTMBMpPOBaTb nNepekatoyaTens «A-GNSS»  ana
YBE/IMYEHNA TOYHOCTM OnpelesieHnA reonoKauum B
ropoAcKkmx ycnosusax (PucyHok 54) n HacTpouTb cepsep:

BHUMAHUE! TpebyeTrcs yCTaHOBUTb WHTEPHET-
coeiIMHEeHME, BbINOAHMB HACTPOMKY MOBWUABHON CeTH
n/vnn cetn WLAN.

MPUMEYAHUE. TexHonorma «A-GNSS» ontummsnpyet
BblYMCNEHNE T[E0I0KaUMM MO CNYTHMKOBOW HaBMUrauumm,
ncnonb3ya npoTtokon SUPL — 3aWMLLIEHHbIM NPOTOKOA
onpeaeneHna MecTonooXeHMA NoAb3oBaTenewn;

®B OTKPbIBLUEMCA OKHE 3amnoJIHUTb Noaa «Aapec
cepBepa» 1 «lopT cepepa» (PnucyHok 55);

®KOCHYTbCA KHOMKN «PaclliMpeHHble HACTPOMKMY;

®aKTMBMPOBATb TpebyeMble NepekatovaTenm.

MPUMEYAHUE. ns noakntoveHmn K cepsepy Google
HeobxoAMMO 3a4aTb Caeaytolime NnapameTpbl:

1.«Agpec cepsepa»: supl.google.com;

2.«MNopT cepsepax»: 7275;

3.BkatounTb «Mcnonb3osatb TLS noakatoueHme»;

4.BbikntounTb «Mcnonb3osatb SSL Pinning»;

5.BkntounTb «MackmpoBaThb peanbHbit IMEl».

| Nonkniouenne A-GNSS V

Hacrpoliika cepsepa A-GNSS

2AUTE agpec v nopT

paMeTpbl OCTYMHbI B

Apnpec cepsepa

MopT cepsepa

PaclumpeHHble HacTpoitku (3

LononHutensHo
#  Wcnonb3oeaTb TLS nogknioyeHne
#  Wcnonb3oeatb SSL Pinning

# MackvpoBaTb peanbHbiit IMEI

PucyHOK 55
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| OTMeHuTb MoaTeepauTh

MpepynpexneHue

Ha atoM ycTpoiicTee MoryT 6biTb 3a4eCTBOBaHbI
MecToonp cep 1 (LBS). Boibupas
"MoaTeepanTs" Bbi BKlOYaeTe BbiIGpaHHbii LBS-
CepBUC U CornalaeTech Ha nepeaaydy Cneayiowmx
[aHHbIX BbiGpaHHoMy LBS-cepaucy:

« Mo6unbHbIi KOA CTPaHbl

« Ko Mo6unbHoii cetn

« Onucanue coTbl (CoT) B ceTn

« \peHTudmKaTop CoThl B CETH

« YpoBeHb CUrHasna CoToBOM CETU, UBMEPEHHbIN B
MecTononoxexun MY

« Kop MecTononoxexus

« Okpyxaiowume Toukun goctyna WLAN

+« MAC-appec

« IP-agpec MY, HazHa4YeHHbI1 MOBUbHBIM
onepaTopom

« Bpems 06HOBNEHWS OKPYXAIOLLEro COCTOSHMS

PucyHok 56

PaclunpeHHble HaCTPOMKM

GNSS

CI"IYTHMKOBGSI Hasurauus @
YBenn4nBaeT TOYHOCTb ONpeaeneHus
reonokauumu Ha OTKprTOl‘:i MEeCTHOCTHU
(yBenuumsaer pacxof 3apsaa

aKKymynsTopa)
A-GNSS
# A-GNSS

ONTUMUSMPYET BbIYMCIEHME FeoNoKaLMn No
CMYyTHUKOBOW HaBurauum (Tpebyer
nopaknoyeHus Kk HTepHety)

LBS

LBS

OnpepenseT MECTOMNONIOXEHWEe B OTCYTCTBUN
CMYTHUKOBOrO CUrHaNa ¢ UCNonb3oBaHWeM
MHBIX UCTOYHUKOB MHbOPMALIMK,
o6pabaTbiBaeMoi Ha BHELLHUX cepBepax
(Tpebyet noaknioyeHune kK UHTepHeTy)

WcTounnkm LBS

NokaTtop API iHpekc Kapt @

PucyHok 57

— KOCHYTbCA nepekatovatensa «LBS» ana ysennveHma
TOYHOCTM reonokaumm 6e3 MUCNosib3oBaHMA CMYTHUKOBbIX
cmctem Hasurauum (PucyHok 54);

— B  OTKPbIBLWIEMCA  OKHE  O3HAaKOMMUTbCA  C
npeacTaBNeHHON MHOOPMALMEN U  KOCHYTbCA KHOMKMK
«lMoaTBepaAnTbY ANA NOATBEPKAEHMA onepauum nmbo
KHOMKN « OTMEHUTb» ANA OTMeHbI (PrcyHoK 56).

BHUMAHUE! TpebyeTrcas yCTaHOBUTb WHTEPHET-
coeIMHEHME, BbINOAHMB HACTPOMKY MOBWUABHON CeTH
n/vnn cetn WLAN.

MPUMEYAHUE. TexHonorma «LBS» mcnonbsyet API-
cepsuc — AHOeKc.JlokaTop;

— HACTPOUTb UCTOYHUKM LBS, ana storo:

®KOCHYTbCA KHOMKM ® (PucyHok 57);
®33M0/IHUTL nona «Kawu» n «llepnogmnYHOCTb»
(PucyHok 58).
MPUMEYAHUE. [nAa  nonyyeHma  CNpaBOYHOM
nHbopmaumMmnm o Kawde ana naketa «Jlokatop API»
KOCHYTbCA TMNEePCCbI/IKM CO 3HaKOM Bonpoca (PncyHoK 58).

| Hactpoiiku
QAPI

Knioy

1

MepuognyHoCTbL
BBeauTe 3HaYeHWe NepuoanyHOCTYM 3anpoca Ha
cepsep B cekyHaax ot 140 600

Kak nonyyntb knoy?

PucyHok 58
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2. BbIMTOJIHEHWNE MPOTPAMMBbI

AamuHucTpatopy MY A0CTYNHbI Caeayolme BO3MOXKHOCTH:
— HacTpolika obHosneHnn OC ABpopa (noapasaen 2.1);

— cbpoc HacTpoek MY (noapasaen 2.2);

— YCTaHOBKa M yaaneHune ctopoHHero MO (nogpasaen 2.3);
— TOHKas HacTpoMka (noapasaen 2.4);

— noaaeprkka paboTbl pexmma Knocka (noapasaen 2.5);

2.1. Hactpoika obHoBneHnin OC Aspopa

O6HoBneHme OC ABpopa OCYLLECTBAAETCA aAMUHNCTPATOPOM /IOKAZIbHO BPYYHYIO,
nmbo yaaneHHo ¢ ncnonb3oBaHem [puKNaaHOro NporpammHoro obecnedyeHuns «ABpopa
LenTp» (MNO).

MPUMEYAHUE. [na nonyyeHma wuHdopmaumm no obHosneHuto OC ABpopa C
ncnonbzoBaHmem MMO cneayeT 0b6paTUTbCA K COOTBETCTBYHOLLEN AOKYMEHTauUuMm Ha M0,
pa3melleHHOM Ha Beb-canTe: https://auroraos.ru/documentation/.

Ona HacTponknm obHoBneHmin OC Heobxoanmmo
BbIMONIHUTb CAeaytolme AeNCTBUA:
— OTKPbITb MEHK CUCTEMHbIX HACTPOEK KacaHWem

| OTMeHUTb ’

‘V'Mﬂ nonb3osaTena

3HauKa @ Ha DKpaHe NPUNoKeHnn (cMm. PucyHok 1);
Mapone © — KOCHYTbCA MNyHKTa MeHto «O6HoBneHns OC

ABpopa» 4 ¢ noapasaene «Cucrema», B pesynbraTte
0TOOPA3nNTCA CTPAHMLA C HAaCTPONKaMM OBHOBNEHNS;

— KOCHYTbCA nepekatoYvaTena «BrAOUMTD
3almLLeHHble obHoBneHUsA» (PucyHok 60).

BHUMAHMUE! [nsa nonyyeHns MMeHM Nonb3oBaTeNs
M Napona HeobxoAMMO 0OpPaTUTLCA Ha 3NEKTPOHHYIO

OomeH

English (predictive input) EN nouyTy: support@omp.ru;
gwertyuidiop — Ha OTKpPbIBWENCA CTpaHWLEe 3ano/HUTb NOAA
asdfghjk | (PrcyHoK 59) anAa permcTpaumm 40CTyna K peno3nTopmam;
A~ 2 xcvbnm — KOCHYTbCA KHOMKKN «Bxoa» AnA BbINONHEHMA BXO4a
n23 _ MO0 KHONKM «OTMEHUTbLY AN OTMEHbI OnepaLum.
PucyHok 59

PaHee ycTaHoBneHHyto Bepcuto OC ABpopa MOXKHO OOHOBUTb A0 TeKyLLEN,
BbINOJIHMB Caeayole AeNCTBUA:

— Ha CTpaHWULE C HAacTpOMKamm OOHOBNEHMA KOCHYTbCA 3Ha4Ka S NNA NPOBEPKM
[OCTYyMNHbIX OOHOBAEHW, B pe3ynbTaTe 0TobpasuTCcA yBeAOMAEHMe: «HeT AoCTynHbIX
0BOHOBIEHUIY, @ TaKXKe JaTa U Bpema nocaeaHen nposepku (PucyHok 60) ambo goctynHoe
obHoBieHne (PucyHok 61);
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I O6HosneHus OC Aspopa O6HoeneHus OC Aepopa
HeT gocTynHbix 06HOBNEHWUI

™\  [lpoBepuTb Hanuune 06HOBNEHUI
Mocnepnnss nposepka: 9 nions 2025 B
10:25

%ﬁ TekyLuas Bepcus

5.1.5.105 (MeTtponasnosck-Kamyarckuit)

@ PesepBHOe KonvMpoBaHue
O6HOBNEHWE CUCTEMDI HE 3aTparusaer
daiinbl, oaHako pekomeHayeTcs
nepuoauyecku cosnasath pesepeHble
Konuu

3arpyxaTb 06HOBNEHUS TONbKO
yepe3s WLAN

3arpyxaTb 06HOBNEHMS B ™\ [poBepuTb Hannune 06HOBNEHWUI
= N TocneaHss nposepka: 18 sHBaps 2024 B 12:4
POYyMUHIe
& % Texyluas Bepcus
*
BrnioumTs SALMIIGHRbIC %‘ 5.0.0.28 (MeTponasnosck-KamyaTtckuit)
o6HOBNEHMS
Texywmii aomen 'sales’ @ Pe3epBHoOe KonMpoBaHe
O6HoBNEHWe CUCTEMbI He 3aTparvsaeT
dainbl, ogHaKo pekoMmeHayeTcs
nepuoaguyecku cosgaeaTtb pesepeHbie Konuu
3arpyxaTtb 06HOBNEHUs
Tonbko yepes WLAN
PucyHok 60 PucyHok 61

— NPU  HaAW4YMW  AOCTYNHOTrO OOHOBAEHMA KOCHYTbCA KHOMKW «[lloapobHee»
(cm. PrcyHok 61) 1 Ha OTKpbIBLUENCA CTPAHWMLLE 03HAKOMUTBLCA C NOAPODOHOM MHPOPMaLMENN
06 06bHOBNEHUM (PUCYHOK 62);

— KOCHYTbCA KHOMKM «3arpy3unTb — [Pasamep obHoBaeHMA]» (cm. PucyHok 61) ans ero
3arpyskun. B cnyyae HeobxoAMMOCTW 3arpy3ky OOHOBAEHUS MOMKHO OTMEHWUTb KacaHWem
KHOMKM « OTMEHUTb 3arpy3ky» (PucyHok 63);

— nocne ycnewHoWm 3arpy3km OOHOBNAEHMA KOCHYTbCA KHOMKU «YCTaHOBWUTb
obHoBNEHNE» (PUCYHOK 64);

— Ha OTKpPbIBLUENCA CTPAHMLLE KOCHYTbCA KHOMKM «YCTaHOBMTbY» (P1cyHOK 65), nocne
yero MY aBTOMaTMYeCKn DyaeT nepesarpyKeHo, Mbo KHOMKM « OTMeHUTb» ANA OTMEHbI
onepauum.

MPUMEYAHUE. B 3aBMCMMOCTM OT KOHCTPYKTUBHbIX ocobeHHocTen MY nocne
YyCTaHOBKM OOHOBNEHMSA BO3MOXKHA ABOMHaA nepesarpyska MY.
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MogpobHee O6HoBneHus OC Aspopa

Aspopa 5.0.0.60

O6HOoBNEHWUE COAEPXMUT U3MEHEHMS, C
KOTOPbIMU MOXHO O3HaKOMUTbCA B Release
notes no ccoinke https://auroraos.ru/

Te as Bepcus
documentation e P

5.0.0.28 (MNeTponasBnoBck-KamyaTckui)

PesepBHoe konuposaHue
O6HoBNEHMe CUCTEMDI He 3aTparusaer
daiinbl, 0oiHaKo pekoMeHayeTcs
nepvoanYeckU co3aaBaTh pesepBHbie Konuu

4
D)

3arpyxaTb 06HOBNeHus
Tonbko yepea WLAN

PUcyHOK 62 PucyHok 63

O6HoBnerust OC Aspopa OTMeHUTb YcTaHoBUTb

YcTpoiicTBo 6yaeT
nepesarpy>xeHo
YctaHoBka 06HOBNEHUM 3alMeT
HEeKOTOopoe Bpems, B TeYeHUe KOTOPOro
Bbl He cMOXeTe Nnosib3oBaThCs

YCTPOMCTBOM. YCTaHOBUTb
o6HoBNEHUA?

MpoBepuTb Hann4ymMe 06HOBNEHWIA
MocnepnHsis nposepka: 18 sHeapa 2024 8 12:4.

Tekywias Bepcus
5.0.0.28 (MeTponaenosck-KamyaTckuin)

Pe3epBHoe konupoBaHue
O6HOBNEHNUE CUCTEMDI HE 3aTparuveaeT
daiinbl, oHaKO peKoMeHayeTcs
nepuoauyecku cospasaTb pesepsHble Konuu

@+ O

3arpyxaTb 06HOBNEHUS
TOonbko Yyepe3s WLAN

PucyHok 64 PucyHoK 65

Ha cTpaHuue «O6HoBneHWe OC» afMUHUCTPATOPY TaKKe AO0CTYMHbI caeayoume
nencrteuns (cm. PucyHok 60):

— NPOCMOTPETb MHPOPMaLMIO O TekyLeln Bepcnmn OC 4“;
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— BbINO/HUTL pe3epBHOE KonupoBaHMe nepen obHoBneHnem OC, KOCHYBLUMCb

3HauKa O,

MPUMEYAHMUE. NoapobHoe onmncaHme o co34aHMM pe3epBHOM KONUK NPMBEAEHO B
AOKYMeHTe «PyKOBOACTBO NO/Nb30BATENAY;

— aKTMBMPOBaATb MO0 AeaKTMBMPOBATb NepekatodaTenb «3arpy*kaTb 0OHOBAEHNA
TonbKko Yyepe3 WLAN» ana 3arpy3km obHoBneHMs ¢ nomoulbto cet WLAN;

— aKTMBMPOBaTb B0 A€aKTMBMPOBATL MepeKItoYaTeNb «3arpyKaTb O6HOBNEHMA B
POYMUHIe» ANA 3arpy3Kkn 0OHOBAEHUA B POYMUHTE,

2.2. Cbpoc HacTpoek MY

MPUMEYAHUE. Cbpoc HacTpoek MY — npouecc yaaneHusa BCEX AaHHbIX, Nocae
KoToporo MY Bo3BpalllaeTCcs K 3aBOACKOMY COCTOSIHWUIO, T.e. K Bepcun OC, yCTaHOBAEHHOM
npounssogmtenem MY.

[Ons cbpoca HacTpoek MY [0 3aBOACKOrO COCTOSIHUS HEOOXOAMMO BbIMOAHUTb
cneayrouime AencTBmna:

— OTKPbITb MEHI0 CUCTEMHbIX HACTPOEK KacaHMem 3Hauka @ Ha DJKpaHe
npunoXeHun (cm. PucyHok 1);

— KOCHYTbCA MNYHKTa MeHl «CObpocuTb  YCTPOMCTBO» X g noapasaene
«MHPopmaLna»;

— Ha OTKPbIBLUEMCA CTPaHMLE KOCHYTbCA KHOMKM «COPOCUTL YCTPOMCTBO»
(PncyHoK 66);

— KOCHYTbCA KHOMKK «[MoATBEPAUTL» ANA NOATBEPHKAEHUSA onepaumm n1Mbo KHOMKK
«OTMEHUTbL» ANA OTMeHbI (PUcyHOK 67);

— npu HeobxoAMMOCTH KOCHYTbCA nepekntoyatena «ABTOMATMYECKM
nepesarpysnTb YCTPONCTBO Nocsie copoca» Ana nocaeaytollen nepesarpysku MY;

— NpU HeobXoAMMOCTM KOCHYTbCA MepekatodaTens «YaanuTb BCe AaHHbIE» ANA
yOaneHua AaHHbIX.

MPUMEYAHUE. [Mocne nepesarpy3kn MY npousonaetr cbpoc HaCTpoek [0
3aBO/CKOro COCTOSIHMA C NMOCAeAyHoLMM 3aMyCKOM MacTepa NepBOoHaYalbHOM HACTPOMKMK,
noapobHoe onucaHne paboTbl C KOTOPbIM MNPMBEAEHO B [AOKyMeHTe «PyKoBOACTBO
Nno/ib30BaTeNs».
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| C6pocutb I OTMeHUTb MoaTeepauTtb |

C6poc npuBeaET K yaaneHuio Bcex AaHHbIX C -

yCTpOﬁCTBa W ero Bo3BpaLleHuIo K Bb| neﬁcTBMTeano XOTMTe

3aBOLCKOMY COCTOSIHUIO. 3710 03Havaer - 2

NoTepto BCeX AaHHbIX, ﬂ06aBﬂeHHle Ha C6POCMTb yCTPOMCTBo i

YCTPOWUCTBO, BKNOYas 06HOBNEHUS,
NPUIOXEHUS, YHETHBIE 3aMUCK, KOHTaKTbI,
1306paxeHus 1 UHYIO MHPOPMaLIMIO.

Mocne noaTeepXxaeHus Bce faHHblie C sawero
ycTpoiicTea 6yayT yaaneHsl, U NporpaMmHoe
obecneyexune GYFLEY BO3BpalLeHo K 3aBOACKOMY
COCTOSHUIO. DTO 03Ha4aerT, 4To BCe AaHHble,

Cospalite pesepBHyio Konuio KoTopble Bbi fo6asunu Ha ycTpoicTeo, 6yayT
nonb3oBaTeNbCKMUX AaHHbIX Nepea copocom noTepsiHbl (Hanp., 0GHOBAEHWS, NPUNOXEHNUS,
YCTPOICTBA. YYETHbIE 3aNUCK, KOHTaKTBI, doTorpadum u apyrue
daiinbl). CospaiiTe pe3epBHYIO KONUIO $aios Ha
KapTy namsTi (pekomeHayeTes).
C6pocUTb YyCTPOCTBO
Mpy yaaneHum AaHHbIX yCTPOMCTBO BbIK/IOYUTCS
aBTOMATMYeCKH, CrieflyloLas 3arpyaka MoxeT
3aHATb 60/blle BPEMEHMU, YeM O6bIYHO.
Mepep c6pocom ycTpoicTBa HEO6XOAMMO BBECTU
napons.
#  ABTOMaTWYeCcKu nepesarpysvTb
yCTpOWCTBO nocne c6poca.
# YpanuTb BCe AaHHble.
an aKkTusauum napaMeTpa BCe AaHHble Ha
ycTpoiicTee 6yayT nepesanucanbl. 310
MOXeT 3aHATb 6onee nonyyaca B
3aBUCUMOCTM OT 06bemMa XpaHunuuwia.
O6bl4HO C6POC K 3aBOACKUM HACTPOIKaM
3aHUMaeT OKONO 5 MUHYT, U HeKoTopbie
[aHHble BOCNEACTBMM BCE e MOTyT 6biTh
PucyHoK 66 PucyHok 67

2.3. YcTaHOBKa 1 yganeHue ctopoHHero N0

AOAMWHUCTPATOP WMMeeT BO3MOXHOCTb YCTaHaBAMBaTb Ha MY CTOpOHHME
Nporpammbl, He ABaAoLMeca BCTpoeHHbiMKM B OC ABpopa.

CTOpOHHME  pa3paboTyMKM  MOryT  WCNONb30BaTb  OPULMANbHBLIN  Habop
MHCTPYMeHTOB pa3paboTkm MO ana OC ABpopa, noapobHoe onucaHMe KOTOPOro
npueBeaeHo Ha Beb-canTte: https://developer.auroraos.ru/.

Mpu ycTaHOBKE CTOPOHHMX MIT agmuHUCcTpaTtopy Heobxoammo ybeamTbcs B
BbIMO/IHEHMWN CNeAYHOLWMX YCIOBUIA:

— MaKeT NporpaMm yCTaHaB/IMBAETCA WTATHbIM 06pa3om;

— HeobxoaMmble ncnoaHaemble Gaiiabl MPOrpPaMMbl 3aNyCKatoTCs;

— WTaTHOEe TnMOoBeAeHME W  BbLINOJIHEHME TMPOTrPaMMbl  COXPAHAETCA W nocse
nepesarpy3ku OC Aspopa.

YCTaHOBKa WM ynpas/ieHne  CTOPOHHMM [0 MOXKeT  OCyLLeCTBAATbCA
aAMMUHNCTPATOPOM CaeayroLMMmM cnocobamu:

— JIOKA/ZIbHO C MOMOLLbIO:

e QR-kopga (n. 2.3.1);
o MMM «®amnbi» (n. 2.3.2);
— YAANeHHo:
® NPUHYANTENbHAA YCTaHOBKA MI1 C NOMOLLBIO MONUTUKK;
e ycTaHoBKa MI1 ¢ nomouibto MM10.
MPUMEYAHUE. MoapobHoe onmcaHne no mcnonb3osaHuto MO npueBeaeHo B

COOTBETCTBYHOLLEMN OOKYMEHTaLMN, PACMONOKEHHOM Ha Beb-camTe:
https://auroraos.ru/documentation/.
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2.3.1. YcTaHoBKa ¢ nomouwbto QR-Koaa

| YcTaHoBKa NpuioXxeHuin yepes QR

PncyHok 68

YcTaHoBKa npunoxeHui yepes QR

YcraHoBka...

PucyHok 69

[na yctaHoBkM cTtopoHHero 10 ¢ nomouwibo QR-koaa
HeobXxo4MMO BbINOAHUTL Cieaytolme AeNCTBUS:
— OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KaCaHWeM

3Ha4Ka @ Ha JKpaHe NpuaoxKeHunin (cm. PucyHok 1);

— KOCHYTbCA MYHKTa MeH0 «YCcTaHoBUTb Mo QR» &~ B
noppasaene «Cuctema;

— Ha OTKpbIBLIENCA CTpaHUUe HeobxoAaMMOo HaBecTu
Kamepy MY Ha QR-koa (PucyHOK 68), B pe3ynbTaTe
3anyCcTUTCA Npougecc YCTaHOBKM (PrcyHoK 69);

— 0OXAATbCA 3aBEPLUEHUA MpoLecca YCTaHOBKM A0
oTobOpa)keHMa Ha 3KpaHe MY  COOTBETCTBYOLLETO
yBegomneHuns (PucyHok 70).

YcTaHoBKa npunoxenuit yepes QR

YcTaHoBKka 3aBeplLueHa

PucyHok 70
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B cnyyae cKkaHMpoBaHMA HekoppeKkTHoro QR-Koaa Ha
aKpaHe MY oTobpa3nTca COOTBETCTBYIOLLEE YBEAOMIEHME
(PucyHok 71).

| YcTaHoBka npunoxexuii yepes QR

Owmunbka 3arpysku

PucyHok 71

2.3.2. YcTaHoBKa ¢ nomoubto MIMT «Dannbi»

B OC ABpopa npeaycmMoTpeHa BO3MOXHOCTb YCTaHOBKM CTOpoHHero MO, KoTopas
OCyLLEeCTBAAETCA NOCPeACTBOM YCTaHOBOYHOro Gpalina B popmate .rpm.
Nna yctaHoBKKM MI HEOBXOAMMO BbINONHUTL CAeadyloLine AeNCTBUA:

— OTKPbITb MM «®alnbl», KOCHYBLUMCb 3HA4YKa Ha JKpaHe MNPUAOKEHNN
(cm. PucyHok 1);

— BblOpaTb HeobxoaMMbIn Panln B popmaTe .rpm KacaHMem COOTBETCTBYIOLLEM
CTPOKM.

MPUMEYAHUE. YcTaHoBOYHbIM daiin cneayeT npeaBapmuTeibHO CKONMPOBaTb Ha MY
B nanky «Downloads» ¢ nomoulbto USB-Kabend, BbibpaB pexunm «[1poToKoN nepenayn
MmynsTumeama (MTP)» (cm. PucyHok 33);
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ru.auroraos.ImageEditor

Full featured image editor for Aurora OS

Bepcus 0.6

_|_

YcTaHoBUTb

PUCyHOK 72

— B OTKPbIBLWIEMCA  OKHe KHOMKM
«YcTaHOBUTLY» (PUCyHOK 72).

B 3aBMCMMOCTM OT NOANNCK UCTOYHMKA (nn. 4.4.1.3)
aIMMHUCTPATOPY MOTYT BbITb AOCTYMHbI:

— NPOCMOTP  YBEAOM/EHUA O
yCTaHOBKM noanuncaHHoro MM (nn. 2.3.2.1);

— BO3MOHOCTb A00aBAEHUA UCTOYHMKA B CMUCOK
[oBepeHHbIx (nn. 2.3.2.2);

— BO3MOXHOCTb YCTaHOBKM HenognucaHHoro Mrl

(nn. 2.3.2.3).

KOCHYTbCS

pe3y/abTaTax

2.3.2.1. YcTtaHoBKa noanmcaHHoro Mrl

B pe3ynbTaTe ycTaHOBKM nognumcaHHoro M1 otobpasnTtca:
— cooTBeTCTBYtOULee yBeaomneHune (PucyHok 73, PucyHoK 74) Ha akpaHe MY;
— 3HaYoK yCcTaHOBAeHHOro MI1 Ha dKpaHe NPUIOKEHNN.

v YcTaHoBKa 3aBeplueHa

ru.auroraos.ImageEditor

OTCOpTUPOBaHO MO faTe USMEeHeHUs
PepakTop 1306...eHUiA_v0.6.rpm
14 Mas 2024 16:38 01 MB

CarBudget_v0.21.rpm
14 mas 2024 15:37 0,3MB

OSM Scout_v2.33.rpm
14 mas 2024 15:37 2,4 MB

Clubcode_v0.5.rpm
14 mas 2024 15:37 0,1 MB

® &

CodeReader_v1.0.45.rpm
14 mas 2024 15:37 0,4 MB

®

ColorDots_v0.4.0.rpm
14 mas 2024 15:37 66,0 KB

®

ruvk.RuStore-1..armv7hl (2).rpom
14 Mas 2024 16:37 0,4 MB

®

WebWildberries_v0.1.rpm
14 mas 2024 15:37 35,3KB

@&

PucyHok 73

! MNpo6nema c yctaHoekoii: Failed to ins

ru.auroraos.ImageEditor

OTCOpTUPOBaHO NO AaTe U3MeHeHWs!

Anbda OHnaiH...wsqlk7dh.rpm
14 Mas 2024 16:14 30,6 KB

@®

PepakTop 1306...eHuii_v0.6.rpm
14 man 2024 15:38 0,1MB

CarBudget_v0.21.rpm
14 mas 2024 15:37 0,3MB

OSM Scout_v2.33.rpm
14 man 2024 15:37 2,4MB

® ® &

Clubcode_v0.5.rpm
14 masi 2024 15:37 0,1MB

®

CodeReader_v1.0.45.rpm
14 man 2024 15:37 0,4MB

@

ColorDots_v0.4.0.rpm
14 Mas 2024 15:37 66,0 KB

@®

ruvk.RuStore-1...armv7hl (2).rpm
14 masi 2024 15:37 0,4MB

@

PucyHok 74
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2.3.2.2. YctaHoBka M1 n nobaBneHne NCTOYHMKA B CMMCOK A0BEPEHHbIX

Bbl yBEpeHbl, 4TO XOTUTE f,06aBUTH
cepTuduKaT AaHHOIO UCTOYHUKA B
CMUCOK [OBEPEHHbIX?

Mpu pobaeneHuun ceptudukata
dev.rustore.ru B CiMcok AOBEPEHHbIX
WUCTOYHWUKOB BCE NPUNOXEHUS,
MOANUCaHHbIe AaHHbIM UCTOYHUKOM,
6ynyT ycTaHaBnueatbes 6e3
[LOMONHUTENbHOro 3anpoca Ha
NOATBEPXAEHUE YCTaHOBKM.

KeyID:
d3b57e525bf0ec890cfb13707c5b1768c097023
cab26fb595ca1170740a14b27

X OTMeHUTb \/ [o6asutb

PUCyHOK /5

Mepen, YCTaHOBKOM MT HeobxoaMMo
npeagaputensHo  A06aBWUTb  WMCTOYHMK B CMMCOK
NOBEPEHHbIX, KOCHYBLIWCb KHOMKWM «JlobaBuTb» B
OoTKpbiBWeEMcA  OKHe  (PucyHOK 75) nunbo  KHOMKMK

«OTMEHWUTb» N4 BO3BpPaTa K CMMCKY YCTAaHOBOYHbIX
dannos.

Mocne  pnobaBneHWs  MUCTOYHMKA B CMMCOK
[I0BEPEHHbIX OH 0TOOPA3UTCA Ha CTpaHuLUe «1oBepeHHbIX
MCTOYHUMKM»  (Nn.4.4.1.3.2), npu  HeobxoaAMMOCTH
MCTOYHUK MOXKHO YO3anuUTb W3 CNUCKa [A0BEPEeHHbIX
(nn.4.4.1.3.3).

2.3.2.3. YcTaHOBKa HenoanmMcaHHoro Mr1

YcTaHoBKa NpunoXeHus
HEeBO3MOXHa.

YcTaHoBKa NpunoxeHuii 6e3 nognucu
WUCTOYHMKa 3anpelleHa. Ans
paspelLleHus YCTaHOBKM Heo6X0AMMO
aKTUBUPOBaTb COOTBETCTBYIOLLMIA
nepeksoyaTenb B NyHKTE MEHIO
"MICTOYHMKM NPUNOXKEHUIA" CUCTEMHBIX
HacTpoex.

MepeiiTv B HacTpoitku

Xopouwo

PucyHoK 76

BHUMAHMWE! Mepen ycTaHOBKOM HENoAMMCaHHOMO
MM  HeobxoguMmo npeaBapuTeNbHO  aKTMBMPOBATb
nepekntovaTens «Pa3pewnTb YCTAHOBKY MPUIOKEHNMN
6e3 noanucu nctovHmnka» (nn. 4.4.1.3.1).

[naycTaHoBKM HenoanucaHHoro Ml Heobxoammo B
OTKPbIBLUEMCA OKHE KOCHYTbCA KHOMKKW «[lepentn B

HacTtpoikm» (PUCyHOK 76) nnbBO  KOCHYTbCS  KHOMKM
«Xopowo» Ans BO3BPaTa K CMUCKY YCTaHOBOYHbIX
dannos.

B pe3synbTate YyCTaHOBKWM HenoanucaHHoro MII
oTObpasmnTCs:

— COOTBETCTBYOLLEE yBeaomaeHune
(cm. PucyHok 73, PucyHoK 74) Ha akpaHe MY;

— 3HA4YOK  yCTaHoBAeHHOro  MIl  Ha
NPUIOXKEHUN,

JKpaHe
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2.3.3. YnaneHune ctopoHHero Mrl

[na ynaneHusa paHee yCTaHOBAEHHOro Ha MY cTopoHHero MI Heobxoaumo
BbINO/IHUTL CAeAytoLLMe AENCTBUA:
— OTKPbITb IKPaAH NPUIOKEHMI, NpoBeasa No [JloMmallHEMY 3KPaHy CHU3Y BBEPX;

— KOCHYTbCA W yaepXKnBaTb 3Ha4oK MI1 40 noasieHNA 3HaYKa ® (PucyHok 77);

— KOCHYTbCA 3Ha4Ka ®
MPUMEYAHUE. B npouecce yaaneHma oTobpasnTca Talmep OTMEeHbl AeNCTBUA,
KacaHMe KOTOPOro no3BosSEeT OCTAaHOBUTb NpoLLecc yaaneHus (PucyHok 78).

S00@

TenegoH CoobuieHus Bpaysep Kamepa

000 &

KaneHaapb Moyta LoKyMeHTbI Terminal

00 B

Momowe  Mpocmotp PDF Kanbkynsatop — KoHTakTbl

B00B8Ee

XKypHan Daiinbl Fanepes Mysbika

000.

3ameTku AvkTodoH Moropa Hactpoiiku

() ()]

Yacbl fiHpekc SHpexc

PucyHok 77 PucyHok 78

2.4. TOHKaA HaCTpPOMKa

BHUMAHMUE! AogmunHumctpaTopy HeobxoamMmo ncnonb3osaTe MIM «Terminal» Tonbko
AN OCYLLECTBAEHUSA AENCTBUIM MO TOHKOM HacTporke MY B COOTBETCTBMU C HACTOALLMM
NoKymeHTOM. Mcnonb3oBaHne MM «Terminal» ana apyrmx uenen 3AMPELLAETCA.

TOHKaA HaCTpoMKa npedHa3Ha4YeHa ANA BbINOJHEHWA CEPBUCHBLIX OMepaummn,
HeAOCTYNHbIX M3 rpaduyeckoro umHTepdeica (Hanpumep, HACTPOMKa Npas AO0CTyna,
McnpasaeHne KOHPUIypaunmoHHbIX Ganaos U T.4.).

MM «Terminal» ABNAeTCA MHCTPYMEHTOM NPeaoCTaBAEHMA A0CTyNa K KOMaHAHOM
CTPOKe, rae MMerTCA caeaytole BO3MOXKHOCTHU:

— BbIBO/, MOTOKA [Aa@HHbIX, @ TaKKe AMArHOCTUYECKUX M OT/IAaA04HbIX COODLLIEHM B
TEKCTOBOM BUAE;
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— BbINOJ/IHEHME CEPBUCHbIX AENCTBUI M Donee TOHKOM HacTponkn MY (B T.M. C
MCMONb30BaHMEM NPaB Cynepno/ib30BaTeNs).
MPUMEYAHUE. Mo ymonuyanuto MI «Terminal» He
oTobparkaeTca Ha IKpaHe NPUNOKEHUI (cM. PucyHok 1).
$  Boous TepmuHan Ona  poctyna Kk MM «Terminal» Heobxoanmo
BbINO/IHUTb CAeAyloWwmMe AeNCTBUA:
— OTKPbITb MEHK CUCTEMHbIX HACTPOEK KacaHuem

| AOMUHUCTPUPOBaHUE

3aparb naposib cyneprnonb3oBaTens

CrenepnposaT Coxpanuts 3Ha4YKa E’: Ha DKpaHe NPUoXKeHU (cm. PUcyHoK 1);

— KOCHYTbCH NyHKTa MEHI0
OuucTKa NoNb30BaTENbCKUX AaHHbIX fo)
LB TN s e «AgMuHucTprposaHme» 8> B noagpasgene «Cucrema;
e i — Ha  OTKPLIBLIEMCA  CTpaHuULLE  aKTUMBMPOBATH

CnmncoK pa3peLUéHHbIX MPUTOXEeHUM

BLiGepUTE MpWTIOXeHUS, KOTOpbie GYAYT nepekntoYaTens «BKAOUYMTL TepmMMHan» (PucyHok 79) ana
AOCTYMHbI BCEM NOJIb30BaTeNAM o
oTobparkeHna MI Ha DKpaHe NPUAOKEHN;

ABTO3arycK NpUnoXxeHuin

Bb|6epm'e, Kakue NnpunoXxeHusa NoSIXKHbI
3anyckaTtbCs aBTOMaTU4ECKU NpU KaXxXaom
BXOAe nonb3oBaTesnia B CUCTEMY

PaspelueHus NnpunoxeHun
MpuHATL paspeLueHns NPUNoXeHUs Ans BCex
nonbsoaaTeneﬁ, aKTUBHbIX B }laHHblﬁ MOMEHT

PucyHok 79

— KOCHYTbCA M0/ BBOAA M BBECTU KeaeMblil Mapob
Mbo KHOMKK «CreHepupoBaTh» A4 NOAyYeHUss Napons,
CreHepupPoBaAHHOIO CAyYalHbiM 0Opasom, KOTOpbIM B
nanbHerwem byaeT MCNONb30BaTbCA A1A NOAyYeHMA Npas

| AOMUHUCTPUPOBaHKE

BknouMTh TEpMUHAN

cee @
Maponk cynepnonb3oBaTens (:yl_lepl_lof| b30BaTE/IA.

MPUMEYAHUE. HeobxoamMmo 3aNOMHUTL 3a4aHHbIN

CreHepupoBaTb CoxpaHnTb
naposb,
o}
e — KOCHYTbCA KHOMKK «CoxpaHuTb» (PrcyHok 80);
NepuogMYEcKn OYMLLATLCA, U 3afaiiTe v
VHTepBan ouncTkM — noarsepanTtb Aencrteme BBOAOM TeKyLWero naposaAd
CnMcoK pa3peLéHHbIX NPHUIOXEeHMNI (CN\ . Pwn CYHOK 4) .
BbiGepuTe NpUNoXeHUs, KoTopble ByayT
. >_
P MPUMEYAHUE. MM «Terminal» & goctynHo Tonbko
ABTO3aMYCK NOUNOXKEHWIA
EN dAMUHUCTPATOPY.

gwer tywuiop

asdfghj kI

A Z x Cc Vb nm <

PucyHok 80
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2.4.1. Hactpoiika nHtepdeica MMM «Terminal»

[na pabotbl ¢ MM «Terminal» ero HeobxoAMMO 3anyCTUTb, NpPoOBeAA MO 3KPaHy

CHM3Y BBEPX, M Ha DKpaHe NPUAOKEHNIM KOCHYTbCA 3HAYKa Q (cm. PucyHok 1).

Mpn nepsom 3anycke Ml «Terminal» Heo6xoAMMO 03HAKOMUTLCA C MHGOPMaL e
M KOCHYTbCA KHOMKK « OK» (PrcyHok 81).

B wuHTepdence MI «Terminal» HeobxoAMMO KOCHYTbCA 3HAYKa ans
OTODpaXKeHMA MEHK C HACTpOMKamu MHTepderca, B KOTOPOM AOCTyMHbl caeayroume
BO3MOXHOCTM (PncyHok 82):

— KOMWPOBaHMe WM BCTaBKa PparMeHTOB TEKCTa;

— nowcK URL-ccblNok,;

— YBENYEHWNE N YMEHbLLEHWE pa3mepa WpndTa;

— BbIDOP OPMEHTALNMM OKHa;

— BbIDOP AEMCTBMA NPU KaCaHUM 3KPaHa;

— BblIbOp cnocoba oTobparkeHMA KNaBMaTypbl;

— CO3/[aHMe HOBOTrO OKHa;

— BblBOP pacKkNaaKM KnaBmaTypbl;

— npocmoTp MHPopmaumm o Ml «Terminaly;

— YCTAHOBKa BPEMEHMW 3a4EPKKM KNaBUATYPbI.

NMPUMEYAHUE. BbimnonHeHWe AaHHbIX AENCTBUIM OCYLLECTBAAETCA MOCPEeACTBOM

KaCaHNA COOTBETCTBYHOLWMNMX KHOMOK.

O6Hapy*eHHbie URL-
CCBINKK

Pasmep wpudta

—+ =

Mono»eHne okHa

Fingerterm 1.5.0

AsTop: Heikki Holstila < >

AuarHocTudeckmnii
PeXUM

Mpospy
. . T TR
Daiinel KOHGUrypaUMiA ANA HaCTPOMKK NapamMeTpos

HaXOAATEA MO afpecy:
/home/defaultuser/.config/FingerTerm/

WexoaHbii kog:

Ha3BaHue Tekylero okHa:
Paamep Tekyliero TepMuHana:
Ha6op cumBonos:

PucyHok 81

Noseperue
KN3aBMATYPbI

Be3Bux
Hoe

CKpLITE
Ha Nepemect

3aHuiA uTe
nnaH

Hoeoe okHo

Packnanka
KNaBUaTypbl

Vhdopmauna

3apepxka
KnasuaTypbi
4000 ms

PncyHok 82
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2.4.2. [lonyy4eHne npaB Cynepnoib3oBaTe i

[defaultuser@R570E ~15 devel-su I_lpa Ba CyﬂepﬂOﬂ b3o BaTeﬂﬂ I'Ipe,EI,OCTa Bﬂﬂ I‘OT

Password:

aAMUHUCTPATOpPY BO3MOXHOCTb paboTaTb B
NPUBMNETMPOBAHHOM PEXMME W  BbINONHATL Jtobble
onepaumm B OC ABpopa.

Ona noay4yeHuA npas Cynepnonb3oBaTens
Heobxoaumo OTKpbITb M1 «Terminal» 1 BbIMOAHWUTD
cneayolme aencrama (PucyHok 83):

— MPOBECTN MO 3KPaHy CHU3Y BBEpPX W Ha IKpaHe

NPUNOKEHMA KOCHYTbCA 3HAYKa (cm. PucyHok 1);

— B MI1 BbINONHUTL KOMaHAy: devel-su;

— YyKa3aTb 3a4aHHbIN paHee napo/b
cynepnosib3oBaTensd, B pe3ynbTaTe OyaeT BbIMNOJHEH
nepexos B peXmnm cynepnonb3oBaTens.

PucyHok 83

2.5. NoapepxKa pexxnma paboTbl KMOCKA

2.5.1. CnuncoK pa3spelteHHbix M1

[na Bbibopa MM, KoTopble ByAyT AOCTYMHbI MO, KOHKPETHON YYETHOM 3anuchbio,
HEeobX0AMMO BbIMOAHUTL CAeaytoLmMe AeNCTBUA:

— OTKPbITb MEHI0 CUCTEMHbIX HACTPOEK KacaHMem 3HauKa @ Ha DJKpaHe
npunoxeHun (cm. PucyHok 1);

— KOCHYTbCA MYHKTa MeHI0 «AOMUHNUCTPUPOBAHMEY & B noapasgene «Cucremay;

— Ha OTKPbIBLLIEMCA CTPaHMLE KOCHYTbCA MNyHKTa «CnMCOK paspeLleHHbIX
NPUNOXKEHUNY» (CM. PUCYHOK 79) ans oTOOpaKeHWs cnmMcka C YYeTHbIMKU 3anucaMn U
cTaTycamm 6esoro cnmcka.

MPUMEYAHMUE. Mo ymonyaHuto 6enblit CNUCOK BbIKIOYEH;

— KOCHYTbCA MYHKTa C HEOOX0AMMOM y4eTHOM 3annceto (PUcyHoOK 84);

— Ha cTpaHuLe «[Mma y4eTHOM 3anncu]» akTUBMPOBATL NepeKkatoYaTe b « BKo4nTb
6enbit cnncok» (PucyHok 85) ana otobparkeHus cnmcka MIT;
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’ Cnuncok pa3peLUéHHbIX MPUNOXEHUI Monb3osarens 1
PaspelueHHbix npunoxexuid: 0
Bnapenew yctpoiicTea
Benbiii cnicok: BeikioueH #  BkniounTb 6enbiii cnmcok
Yepes 6ebiii CNIMCOK MOXHO HAaCTPOUTL

Monb3oeaTtens 1 nepeueHb PaspelueHHbIX Ans nonb3osaTens

Benblii cnucok: Beikniovyen HRUROXOHAA

Monb3osatens 2

Benbiii cnncok: BeikoyeH

Monb3osatens 3

Benbiii cnucok: BeiknoveH

PucyHok 84 PrcyHoK 85

— B OTKpbiBWemMcs cnucke MIT  BblbpaTb Heobxoammble MIT  KacaHuem
COOTBETCTBYHOLLMX NepekatoyaTenen nnbo BbibpaTb Bce MI KacaHMeM KHOMKK «Pa3pelwinTb
Bce» (PucyHok 86), B pe3ynbTaTe o0T06pa3MTCA COOTBETCTBYHOLLIEE YBEAOM/EHME
(PrcyHOK 87) 1 Ha cTpaHuue «[ma yyeTHOM 3anmncu]» cTaTyc Benoro cnucka y y4eTHOWM
3aNMCK M3MeHMTCA Ha «[KonmuyecTBO paspelleHHbix MIM]» ¢ oTobparkeHnem 3HAYKOB
pa3peweHHbix M (PrucyHoK 89).
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| Monbsosatens 1
PaspelueHHbIX NpunoxeHuii: 4

BkniounTb 6enbiii cnMcok

Yepes 6enblii CNMCOK MOXHO HACTPOUTL
nepeyeHb PaspeLleHHbIX Ang Nonb3oBaTens
NPUNOXEHUA

HacTtpoiku

D Momolwb
D Daiinol

PaspelunTs BCce 3anpeTuTb BCe
TenedoH
CoobLeHus
Bpaysep ®

Kamepa #
B KoHTakTbl #
8 lanepes

PucyHok 86

Monb3oBaTtens 1
PaspelueHHbIX Npunoxexuii: 4

Bkntountb 6enblit cnncok

Yepes 6enbiit CIMCOK MOXHO HAaCTPOUTD
nepeYyeHb paspelleHHbIX ANna nonb3osarens
NPUNOXEHUI

PaspelunTb Bce 3anpeTuTsb BCce

TenedpoH

CoobLeHus
Bpaysep
@ Kamepa
B KoHTakTbl
@ [anepes

HacTtpoitku

D Momoup

Bce MPUNOXeHUs 3anpeLyeHbl

D Daniiol

PncyHok 88

Monb3osatens 1
PaspelueHHbIX npunoxenuii: 20

BknioumnTb 6enbiit cnncok

Yepes 6enblii CIMCOK MOXHO HAaCTPOUTb
nepeYyeHb paspeleHHbIX Ana nonb3osarens
NPUNOXEHUN

Pa3peluntsb Bce 3anpeTuTb Bce

TenedoH

CoobeHus
Bpaysep
@ Kamepa
@ KoHTakTbl

lanepes

HacTtpoitku

D MomoLwb

Bce npunoxeHus paspetueHsl

D Dansiol
PucyHok 87

[Ona 3anpeta Ha mcnonb3oBaHne MI ans yyeTHoOM
3anMcn  HeobxoAMMO Ha CcTpaHuue «[Mma  yyeTHOM
3anNMCU]»  KOCHYTbCA  KHOMKWM  «3anpeTuTb BCe», B
pe3ynbTaTe 0TOOPA3NTCA COOTBETCTBYHOLLEE YBEAOMAEHME
(PrncyHok 88).
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2.5.2. KonupoBaHue noanTtnkm pabotsl ¢ MIT

MPUMEYAHUE. OyHKLUMA KONMPOBAHMA NOAUTUKM paboTbl ¢ MIT TakkKe A0CTynHa
NNs aBToMaThyeckoro 3anycka MI1 (n. 2.5.3).

[lna Toro, 4Tobbl CKONMPOBATb NOAUTUKY OAHOM YY4ETHOM 3aNNUCK U NMPUMEHNUTb €€ K
NPYTUM YYETHbIM 3aMMCcAM, HEODXOAMMO BbINONHUTL CAeaytoLLIne AeNCTBUA:

— Ha cTpaHuue «CnucoK paspelleHHbIX MPUAOKEHUIM» KOCHYTbCA 3HayKa In
(PucyHok 89), B pesynbTaTe NoOAMTMKA OyaeT  cKonupoBaHa M OTobpasmTcA
cooTBeTcTByloLWEee yBegomneHme (PucyHok 90);

| Cnncok paspeLuéHHbIX NPUIOXEHUM | Cnucok pa3peLléHHbIX NPUIOXEHUN
Bnapeneu yctpoitctea Bnapeney ycTpoiicTea i
Benbiii cnucok: BeiknioveH Benbiii cnucok: Beiknovex
Monb3osatens 1 [E’ Monb3osatens 1 [ﬁ
Benbiii cnucok: 9 npunoXxeHunit Benbiii cnucok: 9 npunoxeHmit
S0 0000 S0EEE 0000
Monb3osaTtenb 2 Monb3osaTtenb 2 &
Benbiit cnucok: Beiknouex Benbiii cnucok: Beikmouex
Monbsosatens 3 Monbsosatens 3 "
Benbiii cnncok: BeiknoyeH Benbiii cnucok: BoikoueH
Monutuka CKOnupoBaHa
MpUMeHuTb OTMEHUTb
PucyHok 89 PucyHok 90

— BblbpaTb HeobXoAMMble  y4YeTHble 3anMCKM  KaCcaHMEM  COOTBETCTBYHOLLMX
nepekntovatenen (PucyHok 91);

— KOCHYTbCA KHOMKM «[TpnuMeHnTb» (PncyHOK 91) Ans npuMeHeHUs NOANTUKM TnbHOo
KHOMKM « OTMEHUTb» A5 OTMEHbI OnepaLmn, B pesyabTaTe 0ToOpa3mTCsa COOTBETCTBYHOLLEE
yBegomneHune (PUCYHOK 92), 1 y y4eTHbIX 3anuceit ctatyc 6en0ro Cnmcka M3MeHUTCS Ha
«[KonunyecTtBo paspelleHHbix MI]» (PucyHok 92).
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| Cnuncok pa3peLUéHHbIX MPUTOXEHWUI
Bnapeneu ycunoiicTea &
Benbiii cnicok: BeikioueH
Monbsosatens 1 Eﬁ
Benbiit cnucok: 4 NPUAOKeHUs
SEeo
Monb3osatens 2
Benbiii cnncok: BeiknioveH
Monb3oeatens 3 &
Benbiii cnivcok: BeikioueH

MpumeHuTL OTMeHUTb
PucyHok 91

2.5.3. ABTOMmaTtmyeckmin 3anyck Mr1

CnnCoK paspeLUéHHbIX NMPUIOXEHUN

Bnapeney ycunoiictea
Benbiii cnvcok: BeikoyeH

Monb3osatens 1
Benbiii cnncok: 4 NPUIoKeHUs

Llelole)

Monb3osaTtensb 2
Benbiii cnucok: 4 NPUAOXKEHUs

(@] o}
Monb3oBaTens 3

Benbiii cnucok: 4 NpUnoXeHus

SO0

Monutuka npuMmeHeHa

PucyHok 92

[Ona BKAOYEHMA aBTOMATU4YecKoro 3anycka MI1 npu KaxXgaom BKAtoYeHun MY

HEO6XO,£I,I/IN\O BbIMOJZIHUTbL caeaytoumne ,E,ePICTBl/IFIZ

— OTKPbITb MEHIKO CUCTEMHbLIX HaACTpPOeEK KaCaHMem 3Ha4Ka @ Ha 9KpaHe

NPUNOXKeHUn (cm. PucyHok 1);

o]
— KOCHYTbCA NYyHKTa MeH0 « AIMUHUCTPUpoBaHue» &2 g nogpasaene «Cuctemar;
— Ha OTKPbIBLUENCA CTPaHMLLE KOCHYTbCA MYyHKTa MeHI0 « ABTO3aMyCK NPUNOKEHUIA»
(cM. PuCyHOK 79) ana oOTOOparKeHWs Cnucka C YYETHbIMM 3aMUCAMM M CTAaTyCOM

aBTOMATMYECKOro 3anycka M.

MPUMEYAHMUE. Mo ymonyaHumo aBToMaTmyeckmni 3anyck Ml BbIKAOYEH;

— KOCHYTbCA MYHKTa C HEOBXOAMMOWM y4eTHOM 3anncbto (PncyHok 93);

— Ha cTpaHuue «[Imsa y4eTHOM 3anmncK]» akTMBMPOBATb NepeKkatoYaTenb « BKAounTb
aBTO3anyck» (PucyHoK 94) ans otobpaxeHua cnnucka MrT;

49



— 1 OBKPI:ITAFI
MOBWJIbHASA
PyKoBOACTBO agMMHUCTPATOPA l MNATOOPMA
| ABTO3anycK NpUAoXKeHU Monb3osarens 1
lMpunoxexuii B asToszanycke: 0
Bnapeneu ycTpoicTsa
AgTo3anyck: Beiknioyex % BkniounTb aBTO3anyck
Mpunoxerus GyayT aBToMaTUiecku
Monb3osaTtens 1 3anycKaTbCA Npu 3arpyske onepauoHHoM!

AgTo3anyck: Beikniouex cUcTeMbl

Monb3osatens 2
AsTosanyck: BeiknioueH

Monbsosatens 3
AgTo3anyck: BeiknioueH

PucyHok 93 PucyHok 94

— B OTKPbIBLUEMCA CNNCKe BbIOpaTbh Heobxoanmble MIT KacaHMeM COOTBETCTBYHOLLMX
nepekntoyaTenei (PucyHok 95), B pesynbtate Ha CTpaHuLe «[Mma y4eTHOM 3anmcn]» ctaTyc
aBTOMaTM4yeckoro 3anycka MI1 um3ameHuTca Ha «ABTo3anyck [Koawmdectso MIM]» ¢
oTobpakeHMem 3Ha4YKoB AaHHbIX M1 (P1cyHOK 96).

[na BbIKAOYEHWA aBTOMATMYecKoro 3anycka MIT HeobxoAMMoO AeaKTMBMPOBATbL
nepekntoyaTenb «BKAOUMTL aBTO3anyck» (PucyHok 95).

| [Monb3osaTtens 1 | ABTO3anycK NpuIoXeHuin
lMpunoxeHuii B aBTo3anycke: 4
Bnapgeneu yctpoictsa
BkntounTb aBTO3aMycKk AsTo3anyck: BeiknoueH
MpunoxeHuns 6yayT aBTOMaTU4ECKU
3anycKaTbCsi NPU 3arpyake OnepaLMoHHOM Monb3oeaTenb 1 Iﬁ
CHCTOMbI ABTO3aMycK: 4 NPUNOXKEHUs
oBeBa0Oo
TenedoH
Monb3osatens 2
G CoobLeHus # ABTozanyck: BeiknioueH

< : Monb3osatens 3
Bpayaep * ABTO3aNyCK: BbiK/MIOYEH

(@) Kamepa

(2] Kowrakrsi *
[ ranepes 8
(33 Hacrpoiiku

() romouws
() waitnw

D Kanenpgapb #

PucyHok 95 PucyHok 96

50



PyKOBOACTBO aAMUHNCTPATOPA

— "] OTKPbITASl
MOBW/IbHAS
l NNATOOPMA

2.5.4. octyn Kk MI

Bpaysep TpebyeT cnegyioLime
paspeLleHus Ha foCTyn

Be6-copepxumoe
BocnpoussegeHue 1 3anuch ayamo
leonokauus
WHTepHeT
Kamepa
Meguadaiinel
Manku nonb3oBarens
Mevatb
CbEMHbIE HOCUTENN

OTMeHUTb MopTeBepanTb

PucyHok 97

MpunoxeHus

Bbi6epuTe npunoxeHue, paspeLueHus
KOTOPOro 6yAyT NPUHATHI AN BCEX
nonb3oBartesneil yCTpoCTBa, aKTUBHBIX B
[AaHHbIA MOMEHT. B aTOM cyyae npunoxeHue
6yneT oTMeYeHo kak «IpuHATO».
MpunoxeHus, paspeLLeHns KOTOPbIX MPUHSATbI
He [/191 BCEX aKTUBHbIX B AlaHHbIA MOMEHT
nonb3oBarenei, 6yayT oTMeyeHbl kak «He
NPUHATO».

MpuHATL BCe paspelueHus

MpocMoTtp PDF He npuHat
XKypHan He npuHat
Moroga He npuHar

Yacbl He npuHsT
Coobuwenus lMNpuHaTo
Bpaysep He npuHst
®aiinbl He npuHaT

3ameTku He npuHst

PncyHok 98

Mpu nepBom 3anycke HekoTopbix MI1 oTobparkaeTcs
OKHO C nepeyHem Tpebyembix paspelleHuit Ha A0CTyn K
[aHHbIM NOJsIb30BaTeNA, XpaHALmMmes Ha MY (PucyHok 97).

Ona npuHATUA paspewieHnin MM ana BCeX aKTUBHbIX
YYETHbIX 3anMcert HeobxoAMMO BbIMOAHUTL CAeaytoLme
NENCTBUA:

— OTKPbITb MEHKO CUCTEMHbIX HACTPOEK KacaHWeM

3Ha4Ka E’: Ha DKpaHe NPUAOKEHNN (CM. PucyHok 1);

— KOCHYTbCA MYyHKTa MEHIO

«AOMUHUCTPUPOBAHME» & B nogpasaene «Cucrema»;

— Ha OTKPbIBWEWNCA CTPaHULE KOCHYTbCA MYyHKTa
«Pa3pelweHna npunoxeHun» (cm. PucyHok 79) ansa
oTobparkeHuna cnucka MI;

— KOCHYTbCA NoAa ¢ Heobxoamumbim M1 co cTaTycom
«He npuHaTo» (PucyHok 98);

— KOCHYTbCA KHOMKM «lloatsepamTb» Ans
NOATBEPKAEHMA onepaummn NMHBO KHOMKM « OTMEHUTbL» ANA
oTMeHbl (PrcyHok 99), B pe3ynbTaTe paspelleHns 4aHHoro
M 6yayT NpUHATLI Y BCEX aKTUBHbIX YYETHbIX 3aMnceit u
CTaTyC U3MEHUTCA Ha «[TpUHATO».

I OTMeHUTb MoaTeepanTb |

MpocmoTtp PDF

HacToswwum peiicteuem Bol npuHumMaeTe
paspeLLeHvs BbIGPaHHOro NPUIOXeHUa ana
BCEX MNosib3oBaTesniel YCTPOWUCTBA, aKTUBHBIX B
OaHHbIA MOMEHT. OTMEHUTb USMEHeHUs
MOXHO 6yaeT, ToNbKo yaanus BbibpaHHoe
npunoxexHue. XotTuTe Npoao/IxXUTL?

PncyHok 99
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Onsa npuHATMA paspeweHmnin Bcex MIT HeobxoAMMO BbIMONHUTL Caeaytoline
NENCTBUA:

— Ha cTpaHuue «l1pUNOXKEHMA» KOCHYTbCA KHOMKKU «[1pUHATL BCE pa3pelueHua»
(cm. PucyHok 98);

— KOCHYTbCA KHOMKK «[MoaTBepAnTb» A1A NOATBEPKAEHNA onepaumm AMbo KHOMKM
«OTMeHUTb» ans oTmeHbl (PucyHok 100), B pe3ynbtate pa3pelweHna Bcex MI byayt
NPUHATbI N CTATyC M3MeHnTCA Ha «[MpuHATo» (PncyHok 101).

| OTMEeHUTb MoarsepanTb | | MpunoxeHus

Bbi6epuTe NpunoXxeHue, paspeLieHus
Bce NpPUIoXKeHUus KOTOpOro 6yayT NPUHATHI 4715 BCeX

ronb3oBaTesneil yCTpoiMCTBa, aKTUBHbIX B
Bl cobupaetech NpeaocTaBnTb BCem [faHHbI MOMEHT. B aTOM criyyae npunoxexue
aKTUBHbIM MO/Ib30BATENAM YCTPOMCTBA 6yaeT OTMeYeHO KaK «IPUHSTO».
B M I B X Y CTAHORICH B MpuUnoxeHus, pa3peLLeHnus KOTOPbIX MPUHATbI
npuUnoxeHui. B 6yayuiem bl He cMoxeTe He /15 BCeX aKTUBHbIX B laHHbIA MOMEHT
0TO3BaTh paspelleHns, KpoMe Kak nyTem nonb3oBareneu, 6yayT oTMeyeHbl kak «He
yAaneHus NpUnoxeHuit. Bol yBepeHbl, 4To MPUHATOY.
XOTUTE NPOLJONXKUTL?

MpuHATbL BCe paspelueHuns

Mpocmotp PDF [MpuHsaTo
XypHan lNpuHsaTo
Moropa lMpuHaTo

Yacbl lMNpuHsTo
CoobuweHus MNpuHaTo
Bpaysep lNpuHsto
®aitnbl MpunaTo

3ameTku MpuHsaTo

PucyHok 100 PucyHok 101
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3. CPEOCTBA PASPABOTHURA

BHUMAHUE! 3anpeuwaerca akTMBauma pexxMma paspabotynka Ha MY,
byHKUMOHMpYoWwem noAa ynpasneHnem OC ABpopa B CepTUPMULMPOBAHHOM BepCUM U
npeaHa3Ha4YeHHOM Aaa WCNonb3oBaHMA B MC, aTTecToBaHHbIX N0 TpeboBaHMAM
obecneyeHna 6e30MacHOCTM B COOTBETCTBMM C 3aKOHOAATE/NIbCTBOM  Poccuiickon
denepaumm.

Pexxum paspaboTymka NpenoctaBAdAeT aAMUHUCTPATOPY AOCTYN K pacliMpPeHHOMY
OYHKLUMOHANY HACTPOEK.

BHUMAHUE! Pexmm paspaboTymka HEBO3MOMKHO OTKAKOYMTL MOC/AE aKTUBALMMW.
[na [eaktMBauMM pexkmma paspaboTumka Heobxoammo cbpocnte MY [0 3aBOACKMX
HaCcTpoeK (cm. noapasaen 2.2).

3.1. AKTMBaLMA pexrma pa3paboTumka

MPUMEYAHUE. Mepen akTnBaLmMen pexxnma pa3paboTtynka Heobxoammo ybeamtbea
B HaM4mMm Ha MY oocTyna K ceTn VIHTepHer.

[na akTMBaumm pexunma paspaboTymka HeobXxoAMMO BbIMONHUTL Caeaytolime
NENCTBUA:

— OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KacaHMeM 3HauykKa @ Ha JKpaHe
NPUNoXeHun (cm. PucyHok 1);

— KOCHYTbCA MNYHKTa MeHio «CpeactBa pa3paboTymka EI noapasaene
«Cnuctema;

— KOCHYTbCA nepekntovatena «Pexxmm paspabotymka» (PucyHok 102);

— Ha OTKPbIBLUENCA CTPAHMLE O3HAKOMUTLCA C «YCNOBMAMM Pa3paboTYMKa» W
KOCHYTbCA KHOMKWM «[loATBEpANTLY» ANA NOATBEPHKAEHNSA aKTUBALMM PEXMMA pa3paboTunKa
B0 KHOMKK « OTMEHUTBL» A1 OTMeHbl onepauumn (PrucyHok 103);

— B C/ly4ae NPUHATUA yC0BMIA NOATBEPAUTL AENCTBME BBOAOM TEKYLLEro naponsa
(cm. PucyHok 4).
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%  PexuM paspaboTuumka Ycnosus pa3pa60TqMKa
[na akTuBauum pexumMa paspaboTumka
HEeo6X0AANMO MOAK/IOYEHME K CETH O6paTuTe BHUMaHME: B pexvume
pa3paboTymka AOCTYMNHbI KOMMOHEHTbI, NPK
HenpaBu/ibHOM UCMNOJIb30BaHUN KOTOPbIX
MOXET 6bITb OKOHYaTENbHO noBpexaeHo
Balue ycTpoicTBO U/unuv ero cogepxmnmoe.
BknioyeHune pexvma paspaboTymka MoxXeT
NPUBECTM K aHHYNMpoBaHuio Bawen
rapaHTuu.
HPMHRTMG AaHHbIX YCHOBVIVI npepocraenseT
BO3MOXHOCTb UCMOJ/Ib30BaHUSA peXunma
paspaboTyuka.
PucyHok 102 PucyHok 103

3.2. CpepacTBa paspaboTymka

CpeactBa paspabotymka OC — cneumanmsmpoBaHHble MHCTPYMEHTbI, PECYPCbl U
NPOrpaMMHbIe KOMNOHEeHTbI, Npeaoctasaaemble OC Ana co34aHMA, OTNAAKM, TECTUPOBAHMA
M onTuMmm3aumm MM, a TakKke Ans paboTbl ¢ BHYTPEHHUMM MexaHn3mamm camoint OC. OHu
npeAHa3Ha4YeHbl AN5 YNPOLWEeHMUs B3aUMOAENCTBUA Pa3paboTynKOB C PYHKLIMOHAbHOCTbIO
CMCTEMbI, YNPaBAEHMA ee pecypcamu M obecneyeHMA COBMECTMMOCTM MPOTrPaMMHOrO
obecneyeHus.

NPUMEYAHUE. SSH-naponb Mcnosib3yeTca ana nosiydyeHuA npas
cynepno/sib3oBaTenA.

[Ona paboTbl co cpeacTtBamm paspaboTymka He0HXoAMMO BbINONAHUTL CaeaytoLme
NEencTBus:

— aKTUBMPOBATL PeXMM pa3paboTtymka (cm. nogpasaen 3.1);

— pa3pewnTb BxoA, no SSH-napont, KOCHYBLIMCH Mepekatovatensa «YaaneHHoe
coegnHenme» (PucyHok 104) n noaTtBepaus  OeMCTBME BBOAOM TEKYLIEro mnaposs
(cm. PucyHok 4);

— 3a4aTb MO0 CreHepupoBaTb Naposb, KOCHYBLLMUCE NoAA «CreHepmnpoBaTb», Nocne
Yero KOCHyTbCs KHOMKKM «CoxpaHnTb» (PucyHok 105) 1 noatsepauTb AeMCTBME BBOAOM
Tekywero napons (cm. PUcyHok 4).

MPUMEYAHMUE. Mone yctaHoBKM Napona ana SSH n aoctyna otobparkaeTca TONbKO
nocne akTUBaLMKM nepekntodatens «YaaneHHoe coegmHeHne» (PucyHok 105);
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I CpepncTsa paspaboTtuvka

CeTeBble NOAKIOYEHUSs

# YpanéHHoe coeguHeHune

CeTeBble NOAKMIOYEHUS

YnanéHHoe coeauHeHue
PaspelunTb BxoA Yepes SSH ¢ umeHem
nonb3osatens ‘'defaultuser’

PaspewuTb Bxoa Yepes SSH ¢ umeHeM
nons3osartens 'defaultuser' eecccccce ©

Maponb ans gocTyna K cynepnonb3osares
VHCTPYMEHTHI

CreHepupoBaTb CoxpaHuTb
OTobpaxeHue 4acToTbl KaapPOB
OTKnoYeHO — 192168.3.49
# COXDaHﬂTb OTnago4Hblie CUMBOJIbI B
AOMAaLLHIOK nanky Ll’ 192.168.2.15
BK/I04MTb BaNMAALMIO NaKETOB IP-appec USB

#  He BbIK/IlO4ATb 3KPaH BO BpeMs MHCTpyMmeHTbI

3apsakn
n OTob6paxeHue 4acToTbl KaapoB
penoTepawlaTh BbiKIlOYEeHWe aKpaHa, korga

noaKIOYeHO 3apsiaHOe YCTPONCTBO OTknioYeHo

# OtobpaxaTb kacaHus #  CoxpaHsiTb OT/Iaf04HbIE CUMBO/bI B
[OMAaLLHIOK Nanky

Mepesarpyauts 8 fastboot BkntounTb BanmaaLmio nakeTos

YctaHoeka MO .
i Ee He BbikntovaTb 3KpaH BO BpemMsa

3apsagku
MpepoTepalyaTh BbIK/IOYEHWE 3KpaHa, Koraa

%  PaspelmTb TUXYIO YCTAHOBKY
NOAK/I0YEHO 3apsAHOE YCTPOMCTBO

BKAIOYMTb TUXYIO YCTaHOBKY nakeTos u3 SDK

PucyHok 104 PucyHok 105

— HACTPOUTb OTOOpaXKeHMEe YacToTbl KaapoB., 3anyLleHHbIX M1, KOCHYBLUIUCH NOAS
«OTObOparkeHMe 4actoTbl KaapoB» B noapasgene «MHCTPYMEHTbI», M Ha OTKPbIBLIENCA
CTPaHMLE KOCHYTbCA MNyHKTa «[llpocToe» nnbo «MoapobHoe» NMBO KOCHYTbCS MNOAA
«OTKNOYEHO» AN1A OTKAYEeHUA AnarHocTukm (PucyHok 106);

— KOCHYTbCA COOTBETCTBYIOLWMX Nepekatodatenen B nogapasaene «MHCTPYMeHTbI»
NNA BbINONHEHWUA cheaytowmnx aenctemin (cm. PucyHok 104):

epa3peLlmnTb NMOO 3aNPeTUTb COXPaHEHME OTNAA0UYHbIX CUMBOIOB B AOMALLIHEN
nanke;
®BK/II0UYNTb MO0 OTKAOUYNTD BaNAALMIO MAKETOB.

NMPUMEYAHUE. [na nposepkn RPM-naketos MIT uncnonb3syerca BanvaaTtop,
NpoBepsoWMIA  YCTAHOBOYHbIE MaKeTbl Ha NpeamMeT COOTBETCTBMA TpeboBaHMAM,
yKa3aHHbIM Ha Beb-canTe: https://developer.auroraos.ru/doc/software development/
guidelines/rpm_requirements. Bannaatop 3anyckaeTcA aBTOMATUYECKM MPU YCTaHOBKE
RPM-nakeTtoB, npu atom RPM-nakeTbl, He npoweawne BannaaLuMio, He MOryT ObiTb
yCTaHoBAeHbl Ha MY, dyHKUMOHMPYoWwem noa ynpasneHnem OC ABpopa;

— nepesarpy3nte MY ansa nepexoga B pexxum fastboot, KOCHYBLIMCb KHOMKM
«Mepe3arpy3unTb B fastboot» (cm. PucyHoK 104), n Ha OTKPbIBLWIENCS CTPaHMLE KOCHYTbCA
KHOMKKN «[loaTBepAuTb» ANA NOATBEPXKAEHMA onepaunm AMbo KHoMKM «OTMEeHUTbY ANA
oTMeHb! (PucyHok 107);

— pas3pewmnTb NMBO 3anpeTuTb TUXYH YCTaHOBKY nakeTtoB M3 SDK, KOCHyBLUMCb
nepekntodaTena «PaspelwnTb TUXYKO YCTAaHOBKY» B noapasgene «YcraHoBka [10»
(cm. PucyHok 104) 1 noaTBepanTb AeNCTBME BBOAOM TEKYLEro napons (cm. PUCyHOK 4).
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OTobpaxeHue 4acToTbl KaapoB

OTknoyeHo

MpocToe

Mopopo6Hoe

MpocToit - ToNbKO KOMNO3UTOP
Moapo6HbIi - TONBKO KOMMNO3UTOP
MpocTOoi - TONBKO NPUNOXKEHUS

Moapo6HbIi - TONBKO NPUIOXKEHUS

| OTMEHUTD MoaTBepantb l

PucyHok 106

Mepesarpy3nTb yCTPOUCTBO
B pexum fastboot?

YcTpoiicTBo 6yneT HemenIeHHO nepesarpy>XeHo.
3T0 03HAYaET, YTO BCE OTKPbITbIE CEaHChl U
BpeMeHHble faHHble 6yayT NoTepsHbl.

PucyHok 107
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4. MEXAHU3MbI BE3OMACHOCTU

PeannsoBaHHble B OC ABpopa o¢yHKUMM 6e30NacHOCTM MOMHO HacTPOUTb C
MOMOLLLbIO COOTBETCTBYIOLWMX MHTEPDENCOB, ONMCaHNE KOTOPbIX NPUBEAEHO B HACTOALLEM
pasaene.

4.1. Perncrpauma cobbitnin 6e3onacHoctu (ayauT)

4.1.1. CnuctemHoe ypHanmpoBaHue
4.1.1.1. Obwan nHPpopmaLms

CuCTEeMHOE KYpHaNMpoBaHMe — CEPBMC ANA PETUCTPALMMN U XPaHEHMA MHDOPMALMM
O BaKHbIX MPOrPaMMHbIX M annapaTHbIX CODLITUAX, @ TaK¥Ke MX AanbHeNlero aHaan3a B
Cny4ae HeKoppeKTHoM paboTbl CUCTEMBI.

OC ABpopa OCyLLECTBNAET PETUCTPALMIO N XPAaHEHWE CeaytoLLen MHPopMaLMK:

— coobLeHn 13 cuctemHoro KypHana (journald) n agpa (kernel log);

— COObLEHNN, BLIBOAMMbIX NpPOLLECCAMM CNY»KO Ha CTaHAapTHble NMOTOKM BbIBOAA
(stdout);

— owmnbok (stderr).

MonyyeHHaa MHOOPMALMA MHAEKCUMPYETCA M XPAHWUTCA B CUCTEMHOM XXypHane,
KOTOPbIM HaxoAMTCA BO BPEMEHHOM Nanke 1 nocse nepesarpysky He CoxpaHaeTcs.

4.1.1.2. CoxpaHeHue coObITUIN CUCTEMBI B MOCTOAHHYIO NamaTb MY

[lna coxpaHeHWs COObITUN CUCTEMbI BO BHYTPEHHIOIO MOCTOAHHYD NamaTb MY
HeobX0AMMO BbINONHUTbL Ceaytolne AenCTBUA:
— OTKpbITb MIT «Terminal» 1 BbINONHUTL KOMaHAY:

vi /etc/systemd/journald.conf

— YCTaHOBWTb NapameTpbl B Chedyrouimne 3Ha4eHnA:

Storage=persistent
SystemMaxUse=500M
RuntimeMaxUse=1M

— nepesarpy3nTtb MY ana coxpaHeHusa M3MeHeH .
[na BbIrpy3kun daina »KypHana HeobxoAMMO BbINOAHWUTb KOMaHAY:

journalctl -a > j.log

npu aTom notpedbyeTcs co3aaTb Gpalin nora, KOTopbi ByaeT MMeTb Ha3BaHWe: j.log W
coAeprKaTb BCe cobbITUA (-a = all). HazBaHMe Npu HEOOXOAMMOCTU MOKHO U3MEHUTD.
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4.1.2. Cepswuc sdjd
4.1.2.1. Obwan nHPpopmaLms

[ns HageXHoro XxpaHeHMA Habopa coobLEHMNN, OTHOCALLMXCA K CUCTEME 3aLUMUTHI
MHGOPMaLMM, UCNOSIb3YETCA CEPBMC NO COOPY 1 perncTpaumm cobbiTnin 6esonacHocTm sdjd.
CepBUC coxpaHAeT oTaenbHble coobuweHns B dann /var/log/sdjd-v2.log, KoTopblt npu
3aN0/IHEHMN A0 MaKcMmanbHoro pasmepa (50 MB) nepesanucbiBaeT npeablaylime
COODOLWEeHMA HOBbIMU.

[Ons  onpeaeneHua cobblTuin  permctpaumm cepsucom sdjd  mMcnonb3yeTcs
KOHPUIrypaumoHHbI dain /etc/omp/sdjd.conf, B KOTOpOM C MOMOLLbIO PEeAaKTUPOBAHUS
MOXHO 334aTb HeaKTyabHbIM CObbITMAM cTaTyC false.

B OC ABpopa c ncnonb3oBaHnem cepsuca sdjd pernctpmpyrotca n 40NroOBPeEMEHHO
XpaHATCA cneaytolme Tunbl CobbITUIN 6e30NacHOCTH:

— pe3ynbTaT NONbITKM BXOAA B CUCTEMY;

— BN0OKMpPOBAHME MHTEPAKTMBHOIO CeaHCa Kak Mo 3anpocy No/b3oBaTesNd, Tak 1 No
MCTEYEHWM YCTAHOBNIEHHOIO NEPMOaa HEAKTMBHOCTM NOJIb30BaTeNA;

— ONIOKMpOBaHME A0CTyna Mocne YCTaHOBAEHHOrO KOAMYeCTBa HeyCnellHbIX
NOMNbITOK BBOAA ayTEHTUPUKALMOHHON MHbopmaumu (nn. 4.2.2.1.3);

— UCTEeYEeHMe CPpOoKa AeNCTBMA Napons;

— CMeHa Napons;

— 3aMnycK npoueaypbl M pe3ynbTaT KOHTPOAS LenocTHocTh (KLU);

— MNoyYeHme oTpULATENIbHOTO pe3ybTaTa NPOBEPKMY;

— aBToMaTuyeckan 610KkMpoBKa MY;

— pe3ynbTaT NOoMbITKM YCTAHOBKMK, yaaneHus nam obHosneHmna RPM-nakeTos;

— MNOAK/NOYEHME N OTKIOUYEHME BHELWHMX HOCUTENen MHGopMaLnu;

— nepenosiHeHMe XKypHana cobbITMin HesonacHoCTY;

— BKJ/ItOMEHMe, NnepesarpysKka n BblkatodeHne MY;

— pobaBneHune NpaBua CeTeBoro PUNbTPA;

— 3aMyCK, 3aBeplUeHne N n3meHeHme KoHOUrypaumm cnyxowl ayamTa;

— M3MEHEHWE CUCTEMHOIO BPEMEHM;

— HelWTaTHOoe 3aBepLUeHMe CUCTEMbI;

— MOMbITKM AOCTyNa K dannam, HaxoAAWMMCA B NPOLLecce perncrpaummy;

— cbol B MexaHn3me M301ALMM NPOLLECCOB;

— OWWBKM Bannaaumm RPM-nakeTos;

— CO3/[aHue, NepekatoveHne 1 yaganeHune y4eTHoM 3anncu Nosib3oBaTens;

— MHWUMANM3aUmMA 1N pe3ynbTaT NpoxoxaeHna 20A.

NMPUMEYAHUE. HaumHaa c penmsa OC ABpopa 4.1.0 update 1, He npoucxoamnT
perncTpmpauma cobbiTMA NPUBA3KN TOKEHOB K Y4eTHOM 3annck (MHuumnanmsaums) (ID=47);

— CobbITMA aHTUBMPYCa;

— cobbiTnA [loBepeHHOM cpeabl cnonHeHna ABpopa (Npu Hann4mm);
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— 3anyck MI1 «RypHan»;
— OBHapyXeHne HapyLeHNA LeNOCTHOCTM CTOPOHHUX GaliNos;
M3MEHEHWEe NapoIbHOM N NONb30BaATE/IbCKON NONUTUK;

— BKJ/IHOYEHME peMmMa pa3paboTunKa;

— BKJ/IHOYEHME W BbIKAKOYEHME YAANEHHOro AOCTYNa;

— paspelueHune 1 3anpeT goctyna K MIM «Terminal».

NMPUMEYAHUE. T[MonHbin cnncok cobbiTini  6e30MacHOCTM, PErncTpupyemblx
CEPBMCOM sdjd B OC ABpopa, [OCTyneH Ha Beb-canTe:
https://developer.auroraos.ru/doc/software_development/reference/sdjd/events.

Kaxaoe cobbiTe coaepKnt cneayroLlyto MHGopmaLmto:

— YHUKaNbHbIA MAEHTUPMKATOP CODbITUA;

— TUN cobbITUSA;

— BpPeMA perncTpaumnm cobbiTms;

— YPOBEHb Ba*KHOCTWN COODLLEHMA;

— OMUMOHANbHbIN TEKCT COODLIEHNA (MM NYCTan CTPOKA);

— PID npouecca-otnpasutens;

— PID poanTensbcKoro npouecca Aa4 npouecca-oTnpasuTena;

— UID npouecca-otnpasutens;

— Effective UID npouecca-otnpaBuTens;

— Saved UID npouecca-oTnpaBuTens;

— File system UID npouecca-oTnpasuTens;

— Real GID npouecca-otnpasutens;

— Effective GID npougecca-oTnpasutens;

— Saved GID npouecca-oTnpaBuTens;

— File system GID npouecca-oTnpasuTens;

— Supplementary groups npoLecca-oTnpasuTens;

— 2QPEeKTMBHbIE MPUBUAETMN NPOLECCA-OTNPaBUTENS;

— MOJIHbIA NYTb K UCNOAHAEMOMY $aiay NpoLecca-oTnpaBnTens;

— KOHTEeKCT 6e30MacHOCTM MnpoLecca-oTnpasuTena (Tekylwasa poab WM MeTKa
SELinux);

— TEKCTOBOe NpeacTaBneHme naeHTndrKaTopa cobbiTa Ana yaobcTea oTAaaKM.

AOMMHUCTPATOP MOXKET onpeaennTb CnmMcok obbektoB PC, nonbITKM AoCTyna K
KOTOpbIM OyayT pernctpupoBatbca B danne /usr/share/security-audit/security-audit-
rules.conf, no6aBnB NpaBWNO ayanTa Ans Habaogaemoro o6bekTa OTAENbHOM CTPOKOM B
dann /usr/share/security-audit/security-audit-rules.conf. MonbITKM AoCTyna K obbekTam
®C, Haxogawmmes B nanke /home 1 ero nognankax, He PErmcTPUPYHOTCA.

Bce peructpupyembie cobbiTns 6e30macHOCTM OTODparKatoTCcA C  YKa3aHWem
BPEMEHM W LBETOBOM WHAMKALMEN B KypHane cobObITMIA, NPOCMOTP KOTOPOro
ocyulectsaaeTca ¢ nomoubo MM «KypHan».
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MPUMEYAHUE. Monb3osaTeNb MMEET BO3MOXHOCTb COXPaHUTb KypHan CobbITUIA
6e30MNacHOCTM CUCTEMbI BO BHYTPEHHIOK NMOCTOAHHYO NamsaTb MY B LUMPPOBAHHOM BMAE.

4.1.2.2. NMpocmoTp cooblleHnin ayamTta

[lna npocmoTpa cooblieHnn ayamTa M A40CTyna K HUM HEOHBXOAMMO MCNONb30BaTb
cnenytolme MHCTPYMEHTbI:

— nporpammel journalctl u dmesg, umetouime MHTepdENC KOMaHAHOM CTPOKK;

— ytuanTy sdjd-dump, nos3Bonsollyt0 NPOCMOTPETb cobbiTMA He3onacHOCTU B
M «Terminal»;

— MM «XypHan» (/usr/bin/log-viewer), B rpaduyeckom uHTEpdeErice KOTOPOro
oTobparkatoTcA 3anmncK o cobbITUAX, COXpaHAeMbIXx cepBmcom sdjd.

MPUMEYAHUE. B MM «XKypHan» oTtobparkatotca cobbitnsa ayamTa (PucyHok 108).
MNoppobHoe onucaHnme pabotel MIT  npuBeaeHo B AOKYMeHTe  «PykoBoACTBO
NnoNb30BaTeNs».

Mpn 3TOM aAMUHUCTPATOPY AOCTYNEH NPOCMOTP COOBLLEHWI ayAnTa BCEX YYETHbIX
3anucem, cosgaHHbix Ha MY. [na aToro Heob6xoAMMO BbIMOAHUTL CAeaytouime AeNCTBUA:

— OTKPbITb BCM/1bIBAOLLEE MEHIO;

— KOCHYTbCA NYHKTa «PUNLTPLIY;

— KOCHYTbCA nond «BblbpaHHbIA MNONb30BaTeNb» M BblOpaTb MNOAb30BaTENA
(PrncyHok 109).

MpocMoTp XypHana Q 2 : DOunbTpbl

a

&

127 3anucen HanaeHo, 127 nokasaHo
CeronHs Bbi6paHHbIi Nonb3oBaTesb:
Bce nonb3osatenu

O 1. YcnewHas ayTeHTUdMKaUMS
02/07/2024 12:49:16 GMT +03

Bce nonb3osarenu

(O 2. YaanéHHblit 4OCTYN BKMIOYEH defaultuser

Remote login enabled
02/07/2024 12:49:16 GMT +03 Monb3sosaTens 1

O 3. YnanéHHbliit BOCTYN BbIKMIOYEH
Remote login disabled
02/07/2024 12:49:02 GMT +03

Monb3osaTens 2

Monb3osatens 3

O 4. YenewHas ayTeHTUGMKaLms
02/07/2024 12:40:44 GMT +03

® 5. Owubka 06paboTkM NakeTa
harbour-colordots
02/07/2024 12:40:37 GMT +03

e
()
o

. YcnewHas ayTeHTUdUKaums
02/07/2024 12:40:15 GMT +03

O 7. YoaneH naket
ru.vk.RuStore
02/07/2024 12:38:55 GMT +03

PucyHok 108 PucyHok 109
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A,EI,N\I/IHI/ICTpaTOpy AOCTyneH 3SKCNopT CUCTEMHOTO

MpocMoTp XypHana 2
Q otyeTa. [lna 3TOro HeobXoAMMO BbINONHUTL Caeaytollme

32 OKCMOPTMPOBATb CUCTEMHIi OTHYET ,E,emCTBVlFIZ
Ce 3KCTOpT B aiin — OTKPbITb BCM/IbIBAIOLLLEE MEHIO;
-, Obroaurs — KOCHYTbCA MYHKTa «3KCMOPTMPOBaTb CUCTEMHbIN

DUABTOR oTyeT» (PncyHok 110);
R isigimpe — Ha OTKpbIBLIEWCA CTpaHule BbiBpaTb Namnky, B
e KOTOPYIO HEODXOAMMO 3KCNOPTUPOBATbL OTHET;

22012024 T8:51S2 GUT 03 — KOCHYTbCA KHOMKK «IKcnopT» (PucyHok 111);

i 108 — 1OXAaTbCA  Mpouecca 3aBeplueHMA  3KCNopTa

(PcyHoK 112).

(O 5. PexuMm nepepauu MynsTuMeaua
(MTP) BkniouéH
MTP_MODE_ON
22/01/2024 18:49:57 GMT +03

(O 6. YcnelwHbiii Bxog B cucTeMy
22/01/2024 18:49:55 GMT +03

(O 7. Pexxum nepenayu MynsTUMeama
(MTP) BbiknoueH
MTP_MODE_OFF
22/01/2024 17:55:23 GMT +03

PucyHok 110

| Hasap kenopT | MpocmoTp xypHana () =
Downloads > e

HeT BnoXeHHbIX narok

1%

[MpoussoauTCs 3KCNOPT...

PucyHok 111 PucyHok 112

4.1.3. Cepsuc reports

CepBUC reports reHePUPYET eAMHbIA CUCTEMHbIN OTYET B BMAE apxmBa C Gparnamm
KOHOUIypauyum 1 noramm paboT pasnmyHbix KomnoHeHToB OC ABpopa, KOTOPbIM MOXKET
ObITb 3aLMdPOBaAH.
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4.1.3.1. OnncaHme cMCTeMHOr0o oT4yeTa

CUCTEMHDbIN OTYET MMEET CaeayoLWnin opmaT: tar.bz.
MMa CcMCTEMHOro oT4yeTa MMEeT CAeayrollytd MacKy: reports-YYYYMMDD-

HHMMSS.tar.bz.

NMPUMEYHAHUE.

MoapobHoe onucaHve npoueaypbl GOPMMPOBAHMA OTYeTa

npuBeAeHO B JOKYMeHTe «PyKOBOACTBO NO/b30BATENAY.
OnuncaHue TeKkyulero Habopa moaynei npueeaeHo B Tabanue (Tabaumua 1).

Tabnnua 1
Moaynb OnucaHue
agnss NHbopmauma o A-GNSS
available-packages CNWCOK AOCTYMHbIX M YCTAHOBNAEHHbIX NAKeTOB
battery NHPopmauma 06 akkymynaTope
bluetooth NHdpopmaums o Bluetooth®
cellular NHbopmauma SIM-KapTax

certificates

NHbopmauma 06 yCTaHOBIEHHbIX B CUCTEMY CEPTUPMKATAX

(ima, kernel, rpm DB)

disks NHPopMaLma 0 ANCKaxX M 3aHATOM/CBODOAHOM NPOCTPaHCTBE
dmesg CuctemHble coobueHns aapa
emm NHbopmauma o nanke /etc/emm
info Obuwan nHpopmaums o MV:
— KOHTPO/IbHaA CyMMa 3arpy304HOro pasaena;
— nHpopmauma o6 AIDE;
— CMUCOK AONONHUTENbHbIX QYHKLNI;
— nHpopmaums o penmnse OC;
— nHpopmauma o HW pennsze OC;
— Bepcua Aapa
integrityd KoHdurypaumoHHble pannbl cepsmca integrityd
internet NHbopMaLma 06 aKTMBHOM MHTEPHET-COEANHEHMN
logcat CuctemHble coobuleHmn
memory NHPopMaLmMa 0 NAaMATU
mount-points TekyLine TOYKM MOHTUPOBAHMA
policy NHbopmauma o nanke /etc/policy
process-list TeKyLMn CNMCOK NPoLLEeccos

push-daemon

MHPopmauma o nankax /etc/xdg/push-daemon u /var/lib/push-
daemon

roms CNUCOK YCTaHOB/EHHbIX MAKETOB
screen NHdopmauma 0b akpaHe MY
sdjd CobbiTna 6e3onacHocTH

ssu NHDOpMaLma 0 peno3nTopmax
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system-journal-json CucTeMHbIN )KypHan B dopmate JSON

system-journal-log CMCTEMHbIN }KYpHaa B TEKCTOBOM BUAE

system KpaTkasa MHpopmaLma o cucteme:

— PEXMM SKOHOMMUM aKKYMYIATOPA;
— noAaktoveHne K cetn MHTepHeT;
— CTaTyC NOAKIOYEHMSA;

— aKTuBHOCTb ceT WLAN

systemboot NHbopmaLma O CUCTEMHOM 3arpy3ke
systemctl Crnuncok cepBmcoB
systemupdate Jlor obHOBNEHMA

4.1.3.2. [eHepauma CMCTEMHOro oT4eTa
4.1.3.2.1. TeHepauma cMCTEMHOro oT4yeTa ¢ nomolubto MM «Terminal»

CUCTEMHBIN OTYET MOXKHO creHepmpoBaTb B MIM «Terminal» c nomoLlbto cneayomx
KOMaHA;:
— reHepauma CUCTEMHOTO OTYeTa C COXpaHeHWeMm B nanke /var/reports:

generate-reports.sh true

— reHepauma CUCTEMHOro OT4eTa C COXPaHeHMeM BO BPEMEHHOW nanke
/run/reports, KoTopana byaeT ounlieHa nocae nepesarpysku MY:

generate-reports.sh false

— reHepauma 3aWnNPPOBAHHOIO CUCTEMHOMO OTYETA B YKa3aHHOM Nanke:

generate—-encrypted-reports.sh /home/defaultuser/Documents/

MPUMEYAHUE. Mpu HeycnewHon reHepaumm 3awmdpoBaHHOro oTyeTa byaer
CO34aH 0ObIYHbIN CUCTEMHbIM OTYET.

4.1.3.2.2. [eHepauma cMCTeEMHOrO OT4eTa C nomMmoLLbto MIT «RypHan»

CUCTEMHbIN OTYET MOXKHO creHepmnpoBaTb B MIT «KypHan». MoapobHoe onuncaHme
reHepauum CUCTEMHOIO OT4yeTa C nomouwbto MIT «KypHan» nNprMBeLeHO B AOKYMEHTe
«PyKOBOACTBO MO/b30BaTENAY.

4.1.3.2.3. 3aWMPPOBAHHbIN CUCTEMHbIN OTYET

LndppoBaHne CUCTEMHOIO OT4EeTa MPOUCXOAMT TONbKO C YCTAHOBAEHHbIM Ha MY
KNMEHTCKUM cepTUdMKaTOM. pK OTCYTCTBUM AAHHOTO cepTUdMKaTa, BHE 3aBUCMMOCTM OT
Bepcum OC ABpopa, CUCTEMHBIM OTYET He byaeT 3andpoBaH.

B OC ABpopa mncnonbayetca 6ao4Hoe wndpposaHune NOCT 28147-89.

LInppoBaHHbLIN OTYET UMEET CAeayoLWN OopMaT: tar.bz.cms.

Mma wndpoBaHHOrO OTYETa MMEET CAeAyollyt0 MACKy: reports-YYYYMMDD-
HHMMSS.tar.bz.cms.
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[JononHutenbHo dpopmunpyetca Gpann ¢ MHPopmaLumnen o cepTudmkate, Nyb6ANYHbIN
KAtOY KOTOPOTo Hbl/1 MCNONBb30BaH ANA WndpoBaHMA oT4yeTa. OH co3aaeTca pAaOM U MMeeT
dopmar .txt: reports-YYYYMMDD-HHMMSS.tar.bz.txt. Bpema co3gaHua B Ha3BaHUK Y
3TMX GanN0B NAEHTUYHOE.

Mpumep ¢parina c MHPopmaLnen:

cat reports-20220329-104949.tar.bz2.txt

BbIiBOA, KOMaH/bI:

Subject: OMP Test

Group: developer

Subgroup: regular

Key ID:
7003efe7156bd53a2e88c2cb3c0d43e9786760c53721933dd5052fdaf443dbtb

OTyeT MOXHO paclmdpoBaTb COOTBETCTBYHOLMM KAHOYOM M CepTMPMKATOM C
nomotbto OpenSSL. Kntoy pacwimdposkn onpeaensetcsa B none «Key ID» dpanna popmata
.txt, pacnoNoXEHHOro ¢ apxmMBOM. Takxe noTpebyerca NoAKAOYUTL FOCTOBbIN ABUMKOK®,
NONONHUTENbHO YCTaHABMBAEMbI B CUCTEMY:

openssl cms -decrypt -in /home/defaultuser/Documents/reports-20220228-
173753 .tar.bz2.cms -recip system-developer-cert.crt -inkey system-
developer-key.pem —-inform DER > reports-20220228-173753.tar.bz?2

4.2. UpeHTnduKauma n ayTeHTMPMKaums

4.2.1. OcHoBHble npasuna MAD

B OC ABpopa peannsoBaHa noacucTema MaeHTUOUKaumm 1 ayteHTndukaumm (MAD),
npeAHa3Ha4yeHHan ana obecnevyeHna oAHO3HAYHOM M HENMPOTUBOPEYNBONA:

— maeHTndMKaumm obbektos goctyna OC Aspopa (pannos 1 nanok);

— naeHtTnoduKaumm cybvexktos aoctyna OC ABpopa (CMCTEMHbLIX NPOLECCOB,
NPOLLECCOB B MPOCTPAHCTBE AZPa, a TaKXe MPOLLEeCCoB MAW MPOrpaMm, 3anyLlleHHbIX OT
MMEHW NONb30BaTeNEeN);

— naeHTMOMKauMmM y4eTHbIX 3anmcer nonb3osatenerr OC ABpopa (C  posbto
aAMMHNCTPATOPA 1 C POSIbIO NONb30BaTENA);

— ayTeHTudMKaumm nonblosatene OC Aspopa (MHorodpakTopHasa ayTeHTUdMKaLms
C MCMO/Ib30BaHNEM TaKMX GAKTOPOB, KaK: Napob, cMapT-KapTa, CYAWNC, oTneyaTok naabLa).

Ons  pabotbl ¢ OCABpopa agMWHUCTPATOPY NPUCBAMBAOTCA Caeaytoline
NOEHTUPUKATOPDI:

— cuMBOJIbHbLINM: defaultuser;

— ymncnoson: 100000.

® PeasM3aLma KpUNTOAAropUTMOB poccuiickoro FOCT ana OpenSSL.
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N3meHeHne HaCTpoOeK H6e3onacHoCTH ocylecTBaaeTcA nocpeaCcTBOM
KOPPEKTUPOBKN KOHOUIYPALMOHHbBIX GaliioB M BbIMONHEHNA COOTBETCTBYIOLUMX KOMaAHA B
TepmunHane. Ml MCNONHAKOTCA B M30/IMPOBAHHOM KOHTEMHEPE, PeannM3yeMoM CpeacTBaMM
firejail/sailjail. C nomowbio seccomp-bpf MOMKHO 3aMpeTnTb HEKOTOopble
CUCTEMHbIE BbI30OBbl, HANPMUMEpP: mount /umount, ptrace, kexec U AP.

Ona ycunenua sawmtsel MY npm nepBom BKAKOYEHUM PEKOMEHAYETCA YCTaHOBUTb U
NepUoaNYEecKM M3MEHATb Mapoab, KOTOpbIM  OyaeT xpaHuTbca B LUKS-cnore,
COOTBETCTBYHOLLEM UAEHTUPUKATOPY NONL30BATENS.

NMPUMEYAHUE. LLindpoBaHne pasaena NPonCXoaMT aBTOMATUUYECKN, MPU 3TOM BO
BpemAa nepBoro 3anycka MY no ymondaHutio mucnonbdyetca naponb 00000, KoTopbin
BMNOC/NIEACTBMU MOXKET OblTb NU3MEHEH.

B uenax npeaoTBpalleHMA  HECAHKUMOHMPOBAHHOro  Aoctyna K MY,
dYHKUMOHMpYtoLemy noa ynpasneHnem OC Aspopa, naponb (cm. nn. 4.2.2) Tpebyetca ans
NOATBEPHKAEHMA BbINONHEHWUA CIeAYOLLNX AEUCTBUA:

— CO3/[aHMA YYeTHbIX 3anmcen ponen;

— HACTPOMKM NapPONbHOM NONUTUKMY;

— 334aHWA OrPaHNYEHNN BXOAa B CUCTEMY;

— BKJ/IHOYEHMA M HACTPOMKN 2DA;

— 33aHWA OZLHOPA30BOro Napos;

— M3MEHEHUA HacTpoeK BNOKMPOBKMY;

— pa3peleHna YCTaHOBKM cTopoHHero [10;

— yCTaHOBKM SSH-napons;

— AKTMBALUMWN N HACTPOMKM pPeXKMMaA pa3paboTumka;

— MPOCMOTPA AAHHbIX YY4ETHbIX 3aNuncen;

— cbpoca HacTpoek MY;

— YCTAHOBKM MapoaAa cynepnosib3oBaTesis;

— NPOCMOTPA Naponemn, CoxpaHeHHbIX Ha MY.

MPUMEYAHUE. NMoapobHoe onncaHme o 3aaHUN Napoas NpMBeAEHO B JOKYMEHTE
«PyKOBOZCTBO NOJIb30BATENAN.

ApxutekTypHo MA®D OC ABpopa COCTOUT U3 cepBMCa ayTeHTUdMKAUMM authd C
BO3MOXHOCTbO MOAKAOYEHMA MOAYNEN, PEANM3YIOLIMX Pa3INYHbIE CNOCODbI NMPOBEPKMU
NOA/IMHHOCTM, a TakKke bubamnoTek, obecneynBatoLMx OTPUCOBKY NPUTAALLIEHNA HA BXOA, W
Peanu3yoLLnX B3aMMOAENCTBME C APYTMMU MPOrPaMMHBIMU MOAYASAMM TpadUYecKoro
MHTepdeinca, TaKMMW KaK YCTPOMCTBO BBOZA (3KpaHHaAa KnasuaTypa), rpaduyeckoe
OKpyKeHMe lipstick M cnyxba ayamTa sdid.

Habop mopaynein, obecneymBatowmx cnocod MA® nonb3oBaTenen u peanmsaLnto
dYHKLUMIM Be3onacHoCTH:

— lockout (nn. 4.2.1.2);

— loginrestriction (nn.4.2.1.4),

— password (nn. 4.2.1.5);
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— smartcard (nn. 4.2.1.6);

— sudis (nn. 4.2.1.7);

— reset (Nn. 4.2.1.8).

Moaynu npeacrtaBnatoT cobon pannbl dopmaTta .so, PACNONONKEHHbIE B Manke
/usr/lib/authd/. [pn Kaxkgom 3anycke MY cepBuC authd CKaHMPYET Nanky. HacTponKku
cepBMCca authd pacnonoxeHbl B aine /etc/authd/authd.conf, rae:

— plugin-dir —nanka c moaynamMu;

— admin-mandatory-factors — cnocobbl MA®, obszaTenbHble A8 y4eTHOM
3anMcuM aAMUHUCTPATOPA;

— admin-immutable-factors —  CnNocobbl NAD  y4yeTHOM 3anmcum
aAMUHNCTPATOPa, HeAOCTYNHble ANA BKAOYEHNA MW BbIKNOYEHNA;
— admin-default-factors — cnocobel WAD ansa  y4eTHOM  3anucu

agMUHUCTPATOpa NO  yMon4YaHutio  (byayT  BblOpaHbl  aBTOMATUMYECKW,  eCcau
CKOHOUTYPMPOBAHHbIN CMMCOK GaKTOPOB NyCT);

— user-mandatory-factors — cnocobbl MA®D, obaszaTenbHble A8 Y4ETHOW
3anmncK Nonb3oBaTens;

— user-immutable-factors — cnocobbl MAD y4yeTHOM 3amMmMcK MONb30OBATENS,
HeAOCTYMNHblE ANA BKAKOYEHNA MW BbIKNOYEHWSA;

— user-default-factors — cnocobbl MAD ana y4eTHOM 3anNmMcCK NoNb30BaTeNA
no ymon4yaHuto (byayT BbiOpaHbl aBTOMATUYECKM, €CAM CKOHOUTYPUPOBAHHbIMA CMMUCOK
daKTOpPOB NyCT).

MpeaycMmoTpeHa BO3MOXHOCTb HACTpPoMTb Habop cnocobos MAD ana Kaxkaon
y4yeTHOM 3anmcu Nonb30BaTeNS. Habopbl XpaHATCS B danne BMAA
var/lib/authd/users/<uid>.conf, rae UID — wnaeHTMOMKATOP Yy4YETHOM 3anucu
No/Nb30BaTENA B CUCTEME.

4.2.1.1. OnucaHme AMarHoCTUYeCKMX oLLnbOoK

Cnucok moaynemn, y KOTOPbIX MEHSIOTCA MNapameTpbl, a TaKXe WX onucaHue
npuseaeHo B Tabanue (Tabaumua 2).

Tabnunua 2

Moaynb (%1) OnuncaHwue
lockout Bnroknposka MY
loginrestriction PacnucaHume BXxoAa Y4€THOM 3anmncK Noab3oBaTens
password [Maponb
reset Cbpoc MY
smartcard CmapT-KkapTa
sudis CYNC (Cepsuc ynpaBieHUs 4OCTYNOM K

MHOOPMALIMOHHBIM CUCTEMAM)

B MM «XypHan» GopmMMpytoTCa YTOYHAKOLWME COOOLEeHMs 06 M3MeHeHUAx
NapamMeTPOB CUCTEMbI CeAYIOLLMM 0O6Pa3OM:
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1) Ana nNoNb30BaTeNbCKMX MAPaMETPOB:

UID=%4;

Plugin: %1, setUserOption: %2=%3,

2) Ons cucteMHbix NnapameTpoB: Plugin: %1, setOption: %2=%3.

roe:

— «%1» - HaMeHOBaHKMe MOAYNA, Y KOTOPOro MeHAeTCA NnapameTp;

— «%2» - napaMeTp MoAayNA, KOTOPbIN BblN U3MEHEH;

— «%3» - HOBOE 3HaYeHMe NapameTpa;

— «%4» - UID nonb3osatena, 418 KOTOPOro MEHAETCA NapameTp.

CnMCOK M3MEHEHHbIX MAapaMeTPOB, a TaK¥e WX ONMcaHue npueeaeHO B Tabauue

(Tabnunua 3).
Tabnuua 3

MapameTpbl moayna (%2, %3)

OnucaHue

Mopgynb loginrestriction

ttl

[encTBme y4eTHOM 3anmcu

login-schedule-days

[Hn BXO4a B cuCTEMY

login-schedule-time

Bpemsa Bxoaa B cuctemy

login-locked

BNOKMPOBKA y4ETHOM 3aMMCK NONb30BaATENS

login-temporarily-locked

BpemeHHaa HNOKMPOBKA TEKYLLEN Yy4ETHOM 3aNnCKH

temporary-lock-timeout

Tanm-ayT 610KMPOBKMU

Mopgynb password

new-length

AnvHa napona

max-age

CpoK AencTBmna napons

max-attempts

HOﬂquCT&DHOHbWOKBBOAaﬂapOﬂﬂ

new-strength

CNoXHOCTb naposaAa

history-check

NcTopua napons

expiration-notification

YBepomneHune ob UCTeYeHnn CpoKa AencTems
napons

NMPUMEYAHUE. JlormpoBaHMe WCNOMb3yeTCA TONbKO AN1A loginrestriction W

password.

B cnyyae ycnewHoro Bxoaa B CUCTEMY IOTMPYETCA TONIbKO CO0bLIeHNe «YCnellHbli

BXOJ, B CMCTEeMY» He3 yTOYHEHUS.

B cnyyae HeycnewHoro BxoZa B CUCTEMY NOrMpyeTcs cooblieHne «HeycneuHbii
BXOZ, B CMCTEMY», @ TaKXe [A0MNo/HuUTeNbHas MHbopmauma ob owmnbke, KoTopas MmeeT

cneayowmn BuAa;
Plugin: %1, error: %2.
roe:

— «%1» — HaMMeHOBaHMe MOAY/A, K KOTOPOMY OTHOCUTCS OLLIMOK3;

— «%2» — KoJ, OLLMOKN,
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Cnucok moaynen npuseseH B Tabanue (cm. Tabaunua 2), CNMcok oWnboK, KoTopble
oTobpaxkatoTca ANA MoAynen B Cayd4ae HeyCnewHoro BXO4a B CUCTEMY, @ TaKKe WX
onucaHue npmueeaeHo B Tabanue (Tabaunua 4).

Tabnuua 4

OwwnbKa (%2)

OnucaHue

Mopgynb lockout

RecoverableLockout

MY BpeMeHHO 3ab/10KMPOBAHO

PermanentLockout

MY 3ab10KMpPOBAHO

Mopgynb loginrestriction

TtlBadSyntax HeBepHbIN CMHTaKCKUC

TtlExpired CpOK AenCcTBMA y4eTHOM 3anMcK N01b30BaTeNS UCTEK

DayUnknown HeBO3MOXHO OnpenennTb

DayLocked Y4yeTHanA 3anmcb NOAb30BaTeNA 3abD10KMPOBaHa MO AHAM
HeZenu

TimeBadRange HeBepHbI CMHTAKCUC BPEMEHHOIO AMana3oHa

TimeBadSyntax HeBepHbIN CMHTAKCUC BPEMEHHOTO AMaNa30Ha

TimeLocked Y4yeTHanA 3anmcb NOAb30BaTENA 3aDN0KMPOBAHA NO BpeEMEHM
CYTOK

UserLocked Y4yeTHanA 3anmcb NONb30BaTeNA 3abDN10KMpPOBaHa

UserTempLocked Y4yeTHanA 3anmcb NOAb30BaTENA BpEMEHHO 3ab/10KMpOBaHa

Mopgynb password
InvalidResponse HeKkoppeKTHbIN 3anpoc
PasswordFailed

HeBepHbI Naposb

PasswordUpdateFaile
d

He yaanocb 06HOBWTbL Naposb

PasswordsDontMatch

[laponun He coBnagatoT

UserLockedMaxAttemp | YyeTHan 3anucb Nob30BaTeNA 3a6/10KMPOBaHa: OCTUTHYTO
ts MaKCMMaNbHOE KOJIMYeCTBO MOMbITOK

NotSupported He3awndppoBaHHOE YCTPONCTBO He NOAAEPHKMBAETCS
BadNewPassword

HeKkoppeKTHbI HOBbI Napob

PasswordMatchPrevio
us

[MoNb30BaTENb HE MOYKET M3MEHWUTb NapPo/ib. HOBbINM Naposb
[OJ/IKEeH OTINYaTbCA OT NpeablayLero

PasswordNotSet Monb3oBaTeNb HE MOXET pa3baokMpoBaTb MY. HeobxoamMmo
06paTUTLCA K aAMUHUCTPATOPY 419 YCTaHOBKM OHOPA30BOro
napons

Mogynb smartcard

PinFailed HekoppeKTHbil PIN-Koz,

CannotSmartCard CmapT-KapTa He HallaeHa

TooManyAttempts CAMLWKOM MHOTO MOMbITOK

ConnectionError

CMapT-KapTa OTK/toYeHa
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OwwnbKa (%2)

OnucaHue

BadCert HeKoppeKTHbIN cepTudmKaT
ValidationFailed Bannaauns He npo[}']'ﬂ‘eHa

Mogynb sudis
BadPassword HeBepHbI Naponb
EncryptedPartitionl | 33mdpposaHHbIi pasaen 3abnoKnpoBaH
ocked
CannotStartClient

He ynaeTcs 3anyctutb KanmeHT Sudis

CannotConnectClient

He yaoaeTcsa noaKntounMTbCA K KAneHTy Sudis

CannotCommunicateCl
lent

He yaaeTca cBsa3aTbCs ¢ KaveHTom Sudis

UserLocked YyeTHas 3anumcb Nosb3oBaTena 3ab10KMpoBaHa

TooManyAttempts CAVLWKOM MHOTO NOMbITOK

TooManyAttemptsWith | ChpwKkom MHOMO MOMBITOK, AaHHbIE YAaneHbl

outDeleted

NoUsbDevice OwmnbKa ayteHTUPMKaumn. Het USB-ycTpoincTea

ConnectionError OwmnbKa NoAKA0YEHMS

AuthFailed OwnbkKa ayTeHTUPUKALMM

BadDefaultCert HeBepHbIN cepTudmkaT

UserCannotUnlock [Monb3oBaTENb HE MOXKET pa3biokmpoBaTb MY. Heobxoammo
00paTUTLCA K aAAMUHUCTPATOPY A1A YCTaHOBKM 0AHOPA30BOro
napons

ErrAuthType HeBepHbI TMN BXxOAa

4.2.1.2. Mopaynb fingerprint

Moaynb fingerprint npeAHas’HadyeH A8 ayTeHTUdGUKALUMKM MNoAb30oBaTeNnsd Mo

OTnedyaTry nasjibla.

OnucaHune HacTpoek MOy NS, XpaHALWMXcA B danne
/var/lib/authd/methods/fingerprint/<uid>.conf, npmseageHo B Tabnunue
(Tabnnua 5).

Tabnnua 5

. 3Ha4yeHune no
CBoMCTBO OnucaHwne
YMO/IMAHUIO
Attempts 0 Ko/nmyecTBo HeydauHbIX NOMbITOK
Unrecognized 5 KonmyectBo BO3MOXKHbIX MOMbITOK 40 HEYAa4YHOM
NOMbITKM
ids fingerprintl ms
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4.2.1.3. Mopaynb lockout

Moaynb lockout NpeAHa3HayeH ans nposepkn MY Ha npeameTt HAOKMPOBKM.

OnucaHune HaCTpOeK MOZY NS, XPaHALLMXCA B banne
/var/lib/authd/methods/lockout/current.conf, npmeeageHo B Tabnuue
(Tabnnua 6).

Tabnuvua 6

o 3HayeHue no
CsoucTteo OnucaHune
YMO/JI4aHUIO
lockout-mode 0 Pexxnm 610KMpoBKK MY:

- (0) NoLockout — He 3a6/10KMPOBAHO;

- (1) Recoverablelockout —BpeMeHHaA
HNOKMpPOBKA, CHUMaeTCA Yyepe3 15 MUHYT nnbo
agMunHucTpatopom MY;

- (2) PermanentLockout — MNOCTOAHHAA
HNOKMPOBKA;

- (3) RecoverablelLockoutWithoutTimer —
BpemeHHan B/NI0KMPOBKa, CHUMAETCA
agMUHUCTpaTopom MY

lockout- 15 MmuHyT Cpok BpeMeHHOM B10KMPOBKM
timeout

lockout- - Hayano BpemeHHOM 610KMPOBKM
timestamp

4.2.1.4. Mopaynb loginrestriction

Moaynb loginrestriction MNpeAHasHayeH A48 TNPOBEPKM BO3MOXKHOCTU
ayTeHTUOUKALMM NONL30BATENA B CUCTEME B IAdHHbI MOMEHT.
OnucaHue HacTpoek mMoayna, XpaHALLMXCA B darne

/var/lib/authd/methods/loginrestriction/<uid>.conf, NpuBeAeHO B Tabauue
(Tabnnua 7).

Tabnnua 7
. 3HayeHue no
CsoMCTBO OnucaHune
YMONYaHUIO
tel Terkywana gata | Cpok AeicTBMA y4eTHOM 3anmcu
+ 2 roaa
login-schedule- Mo,Tu,We,Th,F | Pacnucanue Bxo4a B CUCTEMY MO AHAM Heaenu
days r.Sa,Su
login-schedule- 00:00-00:00 PacnucaHue Bxo4a B CUCTEMY MO BPeMeH!
time
CYTOK
login-locked false BAOKMpPOBKa y4eTHOM 3anuncK Nob30oBaTeNa
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o 3HayeHue no
CsouctBO OnucaHwne
YMONYaAHUIO
login- 0 MUHYT BpemeHHana 610KMPOBKA Y4ETHOM 3anmncu
{1y
temporarily nonb3oBaTens
locked
temporary-lock- 15 MUHYT Cpok AeicTBna 6NOKMPOBKM
timeout
MNpumep:

login-locked=false
login-schedule-days="Mo, Tu,We, Th, Fr, Sa, Su"
login-schedule-time=00:00-00:00 login-temporarily-locked=0
temporary-lock-timeout=900

ttl1=2025.02.06

4.2.1.5. Mopaynb password

Mopaynb password npeaHasHavyeH Ans ayTeHTMOMKaALMM NONb30BaTENA MO NAPOIO.

OnucaHme rnobanbHbIX HACTPOEK MoAayAs (A1a BCeX Noab30BaTenen), XpaHaALWMXCs
B paiine /var/lib/authd/methods/password/current.conf, NPUBEAEHO B Tabauue
(Tabnunua 8).

Tabnuua 8
3Ha4yeHue No YMONYaHUIO
CBoicTBO KopnopatnBHasa | CepTndpuumnpoBaHHasn Onucanue
BepcuA Bepcua

new-length 5 cMmBONOB 7 CUMBO/10B AnvHa napona

new-length- 5 cumBonoB 7 CMMBONOB MWHWUManbHaa oanHa

lower-limit napons

new-length- 12 cumBonos MaKcrmanbHaa aamHa

upper-limit napons

max-age 0 30 gHem Cpok aencTems napons
(0 — 6e3 orpaHuyeHnin)

max-age- Bes 30 aHen MWHUMaNbHbIN CPOK

lower-1limit o v

OrpaHnU4yeHunm AencTBMA Napona
max-age- 180 aHem MaKCMMabHbIN CPOK
upper-limit o
pp NencTema napona

max-attempts |Q 4 Ko/inmyecTBo NOMbITOK BBOAA
napons

max-attempts- | pes 4 MWHMMabHOE KOINYECTBO

lower-1limit o

OrpaHnUYeHunm NOMbITOK BBOAA Napona
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3HayeHmne No YMONYaHUIO

CsoMcTBO KopnopatnsHasa | CepTnpuumposaHHasn OnucaHue
Bepcua BEpPCUA

max-attempts- | 16 10 MaKcrMManbHoe KOIMYecTBo

upper-limit NOMbITOK BBOAA MNapona

new-strength | 3 HazeXHoCTb napons:
-0 —TONbKO UMDPBI;
~1—undpbl 1 BYKBLI;
—-2 —undpsbl, BYKBbI B
HUXHEM M BEPXHEM
perncrpax;
~-3 —undpbl n 6yKkBbI B
HUXHEM M BEPXHEM
PEerncTpax, a Takxe
CNeucnMmMBObI

new-strength- | g 3 MWHMMaNbHas HaAEeXHOCTb

lower—-limit napons

new—strgngth— 3 MaKcrmaibHaA Ha4eXHOCTb

upper-limit napons

history-check | 1 NcTopuma napona —
KONMYECTBO NpeablayLmx
naponem, c KoTopbIMK
CpaBHMBAETCA TEKYLMI
naponb (0 — He NpoBepATb
MCTOPUIO Maponen)
MPUMEYAHMUE. Hosbin
Napoib AONXKEH OTANYATHCA
OT NpeablayLmx

history- 0 1 MWHMMaNbHOE 3HaYeHne

i?i‘it‘lower‘ MCTOPUM Napons

history- 10 10 MaKCrMmasibHOe 3HavYeHune

i?i‘it‘wper‘ MCTOPUK Napons

expiration- 5 AHeMn YBeagomneHune ob ncreyeHmnn

notification CPOKa AeWCTBMA Napons

generated- password MonyyeHune

password

CreHepupoBaHHOro Naposa
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3HayeHmne No YMONYaHUIO

CsoMcTBO KopnopaTtusHas

Bepcua

CeptTndumumnpoBaHHan

OnucaHue
BepcusA

generation 0 p)

Cnocobbl 3a4aHKA napona:

~ 0 — TONbKO BPYYHYIO;

-1 —3aaaHune BpyYHYyto 1nmbo
reHepaums;

— 2 — TONbKO reHepauma

HaCTpOﬁKVI YYETHbIX 3anucen Nonb30BaTeNss UMEOT Boee BbICOKMIA NMPUOPUTET Ha/,

rnobanbHbIMU HaCTpoMKamm

n XPaHATCA B banne

/var/lib/authd/methods/password/<uid>.conf.
OnuncaHune HaCTPOEK YYETHbIX 3anMcenm nonb3oBaTens Ana mMmoayna password

npuseaeHo B Tabanue (Tabaumua 9).

Tabnunua 9
. 3Ha4yeHune no
CsouctBo OnucaHue
YMONYaHUIO
attempts OtcyTcTeyet KonnyecTBo NonNbITOK BBOAA HEBEPHOIO
napona
length OTtcyTcTBYyeT [nMHa Tekylero napons
strength OTcyTcTayet HafexHOoCTb TekyL,ero naposa
expiration- OTcyTcTBYyeT Bpema nocneaHen cMeHbl Mapons
notification-
last-sent
history OTcyTcTBYyeT NcTopma naponen
change-next-time | false CmeHa napons npu cneaytoLlei
ayTeHTUOMKALMM NONb30BATENA B CUCTEME

4.2.1.6. Moaynb smartcard

Moaynb smartcard
NCMO/1Ib30BaHNMEM CMapPT-KapTbl.

npeAHasHavyeH Ana ayTeHTMdMKauMM nosb3oBaTens c

OnuncaHne moayna npuseaeHo B Tabanue (Tabaumua 10).

Tabnuua 10
o 3Ha4yeHue no
Csouctso OnwucaHwue
YMO/IHaHMIO
attached | TriState { YKa3blBaeT, NOAKI0YeHa M CMapT-KapTa B
[Fjgizi’ing, A@HHbI MOMEHT. 3HaueHue JaHHOTO CBOWCTBA
True, He coxpaHseTca B ®C
b
HacTpolku  yueTHbIX  3amuceit  nonb3osaTens  xpaHatca B daiine

/var/lib/authd/methods/smartcard/<uid>.conft.
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OnucaHune HacTpOeK Nob3oBaTeNeln A1 MOAYNA smartcard NPUBEAEHO B Tabamue
(Tabnunua 11).

Tabnnua 11
o 3Ha4eHue no
Csoncrtso OnuncaHue
YMOI4aHUIO
pubkeyIsWritten false YKa3bIBaeT, 3aMncaH M NyHBANYHBIA KNtoY ANS
AAHHOTrO NO/Ab30BaTeNA
pubkey - My6anMYHan 4acTb KAKOYa, KOTOPbIM NOANMCaH
cepTMdUKAT NONb30BaATENS, COXPAHEHHbIN B
3alMLULEHHON 061aCTU CMaPT-KapTbl

4.2.1.7. Mopaynb sudis

Moaynb sudis NpeaHasHayeH ANA ayTeHTMOUMKaUMM MNONb30BaTeNA B CUCTEME
ynpasaeHnAa 40CTynom K agaHHbIMm MB/l Poccun.

OnucaHne  rnobanbHbIX  HACTPOEK  MoAaynA,  XpaHawmxca B ¢dainne

/usr/share/ru.at consulting.sudis client/policy.conf, npuseaeHo B Tabauue
(Tabnunua 12).

Tabnuua 12
. 3HayeHue no
CsouctBo OnucaHune
YMOIYaHMUIO
certs OTtcyTcTBYyeT CnMCoK AOCTYMHbIX CEPTUPMKATOB OT KANEHTA
Cyanc
max-attempts 10 KonmyecTBo HeBepHbIX NOMbITOK BBOAA, NPU
3aMycKe K1MeHTa 3Ha4YeHne bepeTca ns ¢painna
/usr/share/ru.at consulting.sudis cl
ient/policy.conf

4.2.1.8. Moaynb reset

Moaynb reset NpegHa3HadyeH ana copoca Hactpoek MY A0 3aBOACKOrO COCTOSHUA.
OnucaHue rnobanbHbIX HaCTpoeK MOLYNA, XPaHALLMXCA B

danne /var/lib/authd/methods/reset/current.conf, nNpuMBedeHO B Tabauue
(Tabnunua 13).

Tabnunua 13
o 3Ha4yeHue no
Csouctso OnuncaHue
YMOIYaHUIO
reset-options reboot, wipe | rehoot — aBTOMATMYECKM Nepes3arpysunTb

MY nocne cbpoca K 3aBOACKMM HAaCTPOMKaMm;
- wipe — yOannTb BCe AaHHble ¢ MY
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4.2.2. MHorodakTopHas ayTeHTMdMKauma

BHUMAHMUE! Mepen HacTpoMKon MHOropaKTOpHOM ayTeEHTUDMKALMKM HEODXOANMMO
MY, ¢ yctaHoBneHHOM Bepcunein OC ABpopa, cbpocuTb A0 3aBOACKMX HACTPOEK.

MHorodakTopHas ayTeHTMOUKaUMA — NPOLLECC NOATBEPKAEHNA NOAJINHHOCTM NpPaB
YyYEeTHbIX 3aN1Cen Poaein C NOMOLLbIO MPUMEHEHMA HECKONbKMX Pa3/inMyatoLLmMXca GakTopos.

Ona ayteHTndukaumm B OC ABpopa npu pasbaokmposke MY moryT 6biTb
MCNONb30BaHbl caeaytoLlmMe cnocobbl, obecneymBatolime NOANMHHBINA AOCTYN K XPaHMMbIM
Ha MY No/1b30BaTENbCKMM AaHHbIM:

— naponb (nn. 4.2.2.1);
CMapT-KapTa (nn. 4.2.2.2);

— CYANC (nn. 4.2.2.3);

— OTMeyvyaToK nasbla.

NMPUMEYAHUE. MoapobHoe onuncaHme aobasBneHMA OoTnevaTka Nanbla NpuBeaeHO
B LOKYMeHTe «PyKOBOACTBO MO/1b30BaATENAY.

[Ons BblbOpa meToZa ayTeHTUOUKAUMM HeobXoAMMO BbIMOMHUTL CAeaytoline
NencTBms:

— OTKPbITb MEHIK CUCTEMHbLIX HaACTpPOEK KaCaHMeEM 3Ha4Ka @ Ha 3HpaHe

NPUNoXeHun (cm. PucyHok 1);
(o]
— KOCHYTbCA MYHKTa MeHto «[Tonb3oBaTenn» & B noapasaene «Cuctema;

— B KOHTEKCTHOM MEHK MO0/Ib30BaTeNs  KOCHYTbCA MyHKTa  «HacTpoWKku
6e3onacHOCTU» (CM. PrcyHOK 8, cm. PucyHoK 9), B pe3ynbTaTe oTobpasmnTca cTpaHmua «[Mma
yyeTHoM 3anucu]» (PucyHok 113, PucyHok 114);

| Monb3oBaTens 1 | Bnapenel yctpowcTsa

Cnyx6a ayTeHTUdMUKaLmm @ Cnyx6a ayTeHTUdUKaLUmn @
Bbibop MeTof0B ayTeHTUMKaALUMN Bbibop MeTofi0B ayTeHTUdUKaLum
OrpaHuyeHue Bxoaa B CUCTEMY @ OpHopas0BbIf Naposib @
YcTaHOBUTb CPOK AEMCTBUSA YYETHOM 3anucwy, HacTpoliikvu ogHopa3oBoro napons
orpaHu4yeHue exoga no gH Hegenu n
BpPEeMEeHU CYTOK.
OpHopa3oBbi Naposb @
HacTpoiikm ogHopa3oBoro napons

PucyHok 113 PucyHok 114
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— KOCHYTbCA NYHKTA «Cnyxba ayTeHTUOUKaUMM» (cm. PucyHok 113,

cM. PucyHok 114);
— Ha OTKpbIBLWENCA CTpaHMue HeobxXxoAMMO BbINOAHWUTb OAHO M3 CAeAyHLLMX
NEencTBui:
® aKTMBMPOBATb NepekatoYaTenb «EAMHbLIA CNMCOK GaKTOpoB» M BbIOPaATb
eNHbIN MeTOoZ ayTEHTUPUKALIMM, KOCHYBLUMCb COOTBETCTBYHOLLErO NepeKkntovaTens, Ans
BbINO/IHEHMA BCEX AeNCTBMI B cucTeme (PucyHok 115);
® [1eaKTMBMPOBATb NepekatovaTenb «EAMHbINA cnUcoK GakTopoB» M BbIOPATb
MeToAbl ayTeEHTMOUKALMKM, KOCHYBLUMCb COOTBETCTBYHOLWIMX MepekatodaTenei, npu
BKAOYEHUM MY U NoOATBEPKAEHMA HACTPOEK, a TakKe npu pas3bnoknposke MY
(PucyHok 116);
— KOCHYTbCA KHOMKN « COXPaHUTbL» A/19 COXPAaHEHUA U3SMEHEHN;
— NOATBEPANUTb AENCTBME BBOAOM TEKYLLEro Napons (cM. PUCYHOK 4).
BHUMAHUE! [na wncnonb3oBaHMA meToda ayTeHTuduKaumm «CmapT-KapTa»
HeobxoAMMO NPeaBapUTEe/IbHO HAaCTPOUTb CMapPT-KapTy (nn. 4.2.2.2.3).

| HacTpoitku cnyx6bl ayTeHTUGUKaLL) | HacTpoiiku cnyx6bl ayTeHTUdMKaL)
EAuHbIN cnucok dakTopos %  EQMHbIA CNUCOK $akTopoB
Bce pevicTeus 6yayT UCNonb3oBaTh OAHU U Bce pgeiicTeuna 6yayT UCnonb3oBaTth OAHU U
Te Xe MeToAbl ayTeHTUdUKaLUK Te Xe MeTofbl ayTeHTUdMKaLum
Bbibepute meToabl ayTeHTUGMKaLUN BbibepuTe MeToabl ayTeHTUdUKaumum
[Mpu BKIIOYEHNUU YCTPOMCTBA U
AeHUUN HacTpoek
Maponb . =
cyguc Maponb
cyouc
CoxpaHuTb
[pu pa3bnokupoeke ycTponcTea
Maponb
OTnevaTok nanbua
# CMapT-KapTta
CoxpaHuTb
PucyHok 115 PucyHok 116

4.2.2.1. AyTEHTUPMKALMA C MOMOLLbIO Napoa

BHUMAHMUE! Mpu npeBbIleHNN KONNMYECTBA NOMbITOK BBOAA HEBEPHOTO Napons MY
aBTOMaTU4ecKkM byaeTt 3abN10KMPOBAHO. Bpemsa BAOKMPOBKK ABNAETCA GUKCUPOBAHHbLIM U
coctaBnseT 15 muHyT. Mepesarpy3ka MY A0 UCTEYEHUA YKa3aHHOro BpeMeHn NpmeBeaeT K
NOBTOPHOMY 3aMnyCKy oTtcyeTa 15 MUHyT.
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Mpy nepsom BKAOYEHUM MY HeobxoaMmo BBECTU

naponb,  KOTOpbId  OydeT  3anpawuBaTbCA W
MCMONb30BaTLCA ANA:
°e — WndpoBaHUA NaHHbIX nonb3osaTens
P — (PrcyHok 117);
i — pa3bnokunposku MY (PucyHok 118, PucyHok 119).

NMPUMEYAHMUE. LLinppoBaHue paszena C
NOMALLIHMMM nankamm no/sib3oBaTenemn (n. 4.2.3)
NPONCXOANT B CIeAYIOLLMX CAYYaANAX:

— Npu Nepsom BKAOYEHUU MY;

—nocne cbpoca HacTpoek MY [0 3aBOACKOrO
cocTosHua (noapasaen 2.2).

PucyHok 117

[nvHa napons gonxHa 6biTb 5-12 cMMBONOB. Bnapeneu ycTpoicTea

1 2 3 1 2 3
4 5 6 4 5 6
7 8 9 7 8 9
Aa 0 Aa 0
OTMeHuTb OTMeHuTb
PucyHok 118 PucyHok 119

4.2.2.1.1.Hactpoiika 6nokmnposkn MY

NMPUMEYHAHUA:

v I3MeHeHMA HaCTPOeK B MyHKTE MeHIo «BbI0KMPOBKa YCTPOMCTBAa» NMPUMEHAIOTCA
KO BCEM YYETHbIM 3aMnCAM POSier, co3aaHHbIM Ha MY;

v Cnyyau, Npu KOTOPbIX MOMKET BbITb 3aMpoLleH naposb, onucaHbl B n. 4.2.1.
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Ona HacTpohkn 6a0KMpoBkM MY Heobxoammo
BbINONHUTbL CAeaytoLlne AeNCTBUSA:
— OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KacaHWem

BnokupoBka ycTpoiicTBa

AsToMaTuYeckasn 610kMpoBKa
Mpw BLIKNIOYEHWW 3KpaHa

% OToGpaxaTh yBeAoMNeHHs, Koraa 3HA4YKa @ Ha DKpaHe NpUoXKeHu (cm. PUcyHok 1);
yCTpoicTBO 3a6N0KMPOBaHO
— KOCHYTbCA MyHKTa MeH0 «bNoKMpoOBKa
Maponb A
yctponctea» [ B nopgpasgene «besonacHocTb» B
WamenuTs napon pe3ynbTaTe 0TOOPa3nTCA OAHOMMEHHAA CTpaHuua C
) HacTponKkamm 6aoknposkn MY (PucyHok 120);
HaCTpOMKVI oTne4vyaTkoB @
. ) — KOCHYTbCA Nons «ABTOMaTU4YecKas BIOKMPOBKa» U
0eCb MOXHO BbINONHUTE HACTPOUKY
crensTroRTEEes Ha OTKpbIBLIEMCA CTpaHuuUe BbibpaTb Bpema A0
HacTpoiiki cMapT-KapTsI ® aBToMaTuyeckol  H6aokupoBkM MY  (PucyHok 121,
3AECH MOXHO BHINONHWTE HACTPOlKy CMapT- PucyHOK 122), KOCHYBLUMCb COOTBETCTBYIOLIMX MONEN U
KapTbl
NnoATBEPAMB  AEUCTBME BBOLOM TEKyLLero naposa
(cm. PucyHok 4);
— KOCHYTbCA nepekatoyaTend «OTObOparKaTb
yBEAOM/IEHWNSA, KOrAa YCTPOMCTBO 3ab10KMpOBaHO» AAA
PucyHoK 120 oTobparkeHnsa yBe4OMAEHNN Ha IKpaHe HI0KMPOBKM.
BHUMAHUE!

v YBegomnenua 6yayT nNpuxoamTb Ha BbIKAOYEHHbIM 3KpaH 3ab/10KMPOBAHHOIO
MY;

v/ BapuaHTbl 3HauyeHuin B none «ABTOMaTMYeCKasa OJI0KMPOBKa» OT/IMYAIOTCA B
3aBmcumocTn ot Bepcumn OC Aspopa (PucyHok 121, PucyHok 122).

NMPUMEYAHUE. SkpaH MY noracHeT B cCayyae, eC/M YCTAHOBJIEHHOE BpemA
aBTOMaTMYeCKoN BNIOKMPOBKM ByAeT NPeBbILLATb BPEMS CAALLETO pexima, Ho MY npu aTom
He byaeT 3abn0oKkMpoBaHo. [na AanbHelwen paboTbl HEOOXOAMMO BKAOUMTL 3KPaH MY 1
NPOAONXKMTL PaboTy Be3 BBOAA NapoA.
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ABTOMaTuyeckas 6510KMpoBka

HeaktueHa

Mpw BbIK/IIOYEHWUM 3KpaHa
15 cekyHa

30 cekyHA

1MuHyTa

2 MUHYTbI

5 MUHYT

10 MuHyT

PucyHok 121

ABTOMaTMHeCKaﬂﬁﬂOKMPOBKa

Mpw BbIKNIOYEHUM 3KpaHa
15 cekyHn

30 cekyHa

1 MUHYyTa

2 MUHYTbI

5 MUHYT

10 MUHYT

PucyHok 122

4.2.2.1.2.3agaHne 04HOPa30BOro NaposA

O4HOPa30BbIN Napoab TpebyeTca ANA BbIMONHEHUSA BXO4A B CUCTEMY MPW MEPBOM
BKAtOYeHMM MY noa, HOBOM Y4ETHOW 3aMMNChIO.

| OpHopa3oBbIli Naponb

LR
Maponb

[nuHa napons ponxHa 6biTb 5-12 cumsonos.

CreHepupoBaTb

YcTaHoBUTB

©

PucyHok 123

3a4aTb OAHOPA30BbIM MAPOAb BO3MOMKHO JBYMA
cnocobamu:

1)MepBbl cnocob: nNpu Cco34aHUM Y4ETHOM 3anmcu
NO/Nb30BATENNA KOCHYTbCA KHOMKM «CreHepmpoBaTb» ANA
reHepauum napona nMboO yCTaHOBUTb Kypcop B nose
«O4HOPa30BbIN NAaPOaAb» U 3a4aTb Naposib (CM. PUCYHOK 3);

2)BTopoi cnocob:

—Ha  cTpaHuue  «[Mma  y4yeTHOM
(cm.  PucyHok 113, cm. PucyHok 114)
KOCHYTbCA NyHKTa « O4HOPA30BbIN MAPO/IbY;

— Ha OTKPbIBWENCA CTPaHULE KOCHYTbCA KHOMKM
«CreHepupoBaTb» (PucyHOK 123) ans reHepaumm naponsa
NMb0 yCTaHOBUTL Kypcop B none «OAHOPa30BbIM MNApPO/iby
M 3a4aTb Napob;

— KOCHyTbCA 3Hauka & nna oToBpaskeHWa napons;

— KOCHYTbCA KHOMKKM «YCTaHOBUTbY (PucyHoK 123) u
noATBEPAMTL  AENCTBME BBOAOM  TEKyLWEero napons
(cm. PucyHok 4).

3anucu]»
HEeobxoAnMMOo
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MPUMEYAHMUE. MoapobHoe onmcaHme 0 BXOAE B YHETHYH 3aMMCb NOAb30BaTENA C
MOMOLLLbKO OZIHOPA30BOro NapoaA NPUBEAEHO B AOKYMeEHTe «PyKOBOACTBO MO/1b30BATENAY.

4.2.2.1.3.HacTponKka NapoabHON NOANTUKM

MaponbHble MOAUTUKM — COBOKYMHOCTb MPaBUA U TEXHUMYECKUX MapamMeTpos,
PErynpyoLLmMX co3gaHne, NCnoab3oBaHMe U 0OHOBAEHWE Napoieln A5 YYETHbIX 3anncen
B cucteme. [laHHble NONUTUK HeobXxoaMMbl Ana obecneyeHna 6e30nacHOCTH, LeIOCTHOCTH
M [OCTYNMHOCTM CUCTEMbI. HAaCcTPOMKM MapoabHOM NOAUTUMKKU onpeaenaT TpebosaHMa K
CNIOXHOCTW, [OJ/IUHE, PEeryaapHOCTM CMeHbl Maposiei, a TaK¥Ke MexaHM3Mbl 3aliuTbl OT
HeCaHKLMOHMPOBAHHOMO A0CTyNa.

| O61me HacTPOUKH

HacTtpoiiku napons

HacTpoliku nonuTuku naponei

PucyHok 124

MPUMEYAHUE. MN3meHeHMA HACTPOEK MNapO/ibHOM
NOANTUKM BYyayT NPUMEHEHbBI KO BCEM YYETHbIM 3aMMUCAM,
CO34aHHbIM Ha MY.

[na nepexoda K HAaCTPOMKAM MapObHOM NOJUTUKM
HeobXoAMMO BbIMONAHUTL CeaytoLlne AeNCTBUA:

— OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KacaHMem

3Ha4Ka @ Ha DKpaHe npunoxeHun (cm. PucyHok 1);
O
— KOCHYTbCA MyHKTa MeHio «[lonb3oBaTenn» & B

nogpasgene «Cuctema», B pesynbTate oTobpasmTCcA
OAHOMMEHHas CTpaHuLa C NpeacTaBAeHHbIM CMMCKOM
nonb3oBaTenen, cosgaHHbix Ha MY (cm. PucyHoK 5);

— KOCHYTbCH nons «Obuwpe HACTPOMKM»
(cm. PucyHok 5), B pesynbTaTe oTObpasmnTCs
OZlHOMMEHHas cTpaHuua (PucyHok 124).

[na HacTPOMKM NAPOAbHOM NMOIUTUKM HEODXOAMMO KOCHYTHCA NMYHKTa «HacTpomKm
naponsa» (cm. PucyHok 124) 1 Ha OTKpbIBLUENCA CTPpaHMLE 3a4aTb HeobXxoAMMble NapameTpbl

NNs Napons:
— O/INHA;

— C/ZIOXKHOCTb,

— KOMMYeCTBO NOMbITOK BBOAA;
— OT/INYME OT NpeapblayLLmX naponen;

— CPOK AeNcTBus;
yBegomaeHne 06 UCTeYEeHNM CPOKa AENCTBUSA.
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HacTpoitku napons

Hactpoiite nonuTuky naponei, kotopas
6yneT npUMeHeHa Ko BCeM Nosb3oBaTensam

5 cumBonoB

MuHuManbHas ANvHa napons

CnoxHocTb n apons

MpocTas (Tonbko unopbl)

#  CnoxHas

p! lonNoNHUTENbHbIE HACTPOMKN
He orpaHuyeHo
oy rorarok
bes npoBepku
He,uoc;\./‘r;l—io’c“ﬂ}omopa Hpén. naﬁoneﬁ

UcTekaeT yepes He orpaHuyeH
\/Ka)Kwre, Korga uctekaert Cpok IZLEI"’!CTBMQ napons

3a 5 gHent

Yeegomnsatb 06 uCTEHEHUMU Napons

PucyHok 125

| HacTpoitku napons

HacTpoiite nonuTuky naponei, kotopas
K“/V;‘U:"T HDV‘N‘E’,HGHH KO BCeM Nnosib3oBaTensamMm

7 cumBONIOB

MuHuManeHas ANvHa napons
CnoxHocTb napons
MpocTas (Tonbko umMdpsl)

#  CnoxHas

KonuyecTteo nonbiTok
HepoctynHocTb noBTOpa npep. naponew

WUctekaet yepes 180 gHeit
yKa)KMTB, KOrga uctekaert Cpok ,CLEF\CTBVIR napons

3a 5 gHeit

YBepnomnsaTb 06 uctedeHuu napons

PucyHok 126

[nAa  HACTpPOMKWM  AAWMHBLI  Mapons  HeobxoAMmo
YCTQHOBWUTb KOJIMYECTBO CMMBO/IOB, MepemeLl,an clanaep
«MWHUManbHaa oanHa napona» (PucyHok 126) Bnpaso
ONA  yBENMYEHUA KOJIMYeCcTBa BXOAALWMX B MNaposb
CMMBONOB NMBO BAEBO A1 YMEHbLUEHMA KOAMYecTBa
CMMBO/IOB, N NOATBEPANTL AENCTBME BBOAOM TEKYLLENO
napons (cm. PucyHok 4).

MPUMEYAHUE. TpeaycmoTpeHa  BO3MOXKHOCTb
YCTAHOBWUTb A/IMHY Napons oT 5 40 12 cMmMBONOB.
BHUMAHUE! 3HayeHME MUHUMANbLHOW  ANWNHBI

napo/sifa OTAMYaeTca B 3aBMCMMOCTM OT Bepcnm OC Aspopa
(cm. PucyHok 125, PucyHok 126).

[lna 3a4aHWsA CNOMKHOCTM Napona HeobxoaAMmo B
noapasaene «CNOXHOCTb NaponA» aKTMBMPOBATb OAMH
13 cnepyrowmx nepekntodatenen (PucyHok 126):

— «[MpocTas (Tonbko umdpbl)», rae naponb dyaet
COCTOATb TONbKO U3 LNPP;

— «CnoXHada», rae napo/sib AOKEH COAEPXKaTb KakK

MUHUMYM  undpy, OyKBY, 3arnaBHyto  OykBy #
cneumanbHbIi CMMBOA.

MPUMEYAHUE. B cnyyae BbibOpa 3HaAYeEHUA
«CnoxHaa»  HeobxoAMMO  NOATBEPAUTb  AencTBMEe

BBOZOM TeKyLlero napoasa (cm. PucyHok 4).

[lnAa yCTaHOBKM KONMYECTBa MOMbITOK BBOAA Mapos
HeobxoaMmo B nogpasgene  «[JonoaHUTeNbHble
HaCTPOMKM»  MNepemMecTuTb  cnangep  «Koanmyectso
NONbITOK» BMPaBO A5 YBEANYEHMA KONMYECTBA MOMbITOK
nmbo BNeBO A5 YMEHbLLEHWA.

BHUMAHUE! MuHMManbHOE W  MaKCMManbHOe
3HayeHue cnangepa «KoanmyecTBo NOMbITOKY 3aBUCUT OT
Bepcun OC ABpopa (PucyHok 126, PucyHok 127).

[1nA yCTaHOBKM KONMYECTBA NpeablayLinX Mapoaen, OT KOTOPbIX AO/IKEH OTAMYATbCA
HOBbI Napo/b, He0bxoAMMO B Noapasaene «JonoNHNUTEIbHbIE HACTPOMKM» NEepPemMecTmUTb
cnangep «HenocTynHOCTb MOBTOPa NpeA. Naponen» BNPaBo ANA YBEAMYEHMA KONNYECTBA
naponen nmbo BNeBO AN YMeHblueHMA (cm. PucyHok 126).
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[ns 3apaHMA Cpoka AEeMCTBMA MNapond HeobxoAMMO BbIMOAHUTL Caeaytoline
NENCTBUA:

— B noapasgene «[lononHUTeNbHble HACTPOMKM» KOCHYTbCA nons «Mcrekaet
yepes» (PucyHok 127);

— Ha OTKPbIBLIENCA CTPaHMLE BbIDpaTb 0AHO U3 3Ha4YeHn (PrucyHok 128);

— NOATBEPAUTb AEMNCTBME BBOAOM TEKYLLETO NAapons (CM. PUCYyHOK 4).

BHUMAHUE! Mo TpeboBaHmam 6eszonacHoctn WC, B KOTOPbIX MNAaHUPYeETCS
MCNoNb30BaHMe MY, CPpOK AeNCTBMA Napona A0/KeH DObITb YCTaHOBAEH B 3HaYeHMe «180
oHen».

| HacTpoiiku napons | UcTtekaeT yepes
HacTpoiiTe nonuTuky naponeu, kotopas
6\/J,19T npuMeHeHa KO BCeM Nnonb3osaTenam He Ol'paHM"IeH
30 gHen
7 cumBONOB
MUHUManbHas AnWHa napons 60 aHeit
CnoxHocTb napons 90 pHeit
MpocTas (Tonbko undpbl) 120 aHeii
#  CnoxHas 150 pHeit
[lononHuUTENbHbIE HACTPONKM 180 aHen
4
KonnyecTso nonbiTok
1
HepocTtynHocTb NnoBTOpa npeq. naponei
WUctekaet yepes 180 aHeit
YkaxuTe, KOraa UCTeKaeT CpPoK AeCTBUS napons
3a 5 gHen
YBenomnsTb 06 UCTeYeHUM napons
PucyHok 127 PucyHok 128
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[ns 3anaHnA BpemeHu yBeaomneHns ob ncreyeHmm
CPOKa [AEeNCTBMA Napona HeobxoaMMO  BbINOJHUTb
L ke cnefytowme JencTens:

— B noapasgene «[JonofHUTENIbHblE HACTPOMKM»
nepemectuTb cnangep «YBeaomnaTb 06 wucteyeHumn
napona» (PucyHok 129) BnNpaBO [A1a  yBeAMYeHuA
KonmyectBa JAHen nmbo BNEBO AN YMEHbLUEHUA
KOnnM4yecTBa AHEW, 3a KOTOpPOe M0/b30BaTe/lb HayHeT
noay4aTb yBeAOMAEHMA 06 UCTeYeHUM CPOKa AeNCTBMA
napons;

— NOATBEPAUTb AENCTBME BBOAOM TEKYLLETO NapOs
(cm. PucyHok 4).

MPUMEYAHUE. T[lpeaycmoTpeHa  BO3MOXHOCTb
YCTaHOBWUTb 3Ha4yeHme oT O (HuKkoraa) go 10 aHen.

| HacTpoitku napons

5 cumBonoB

MuHuManbHas ANvHa napons
CnoxHocTb napons
MpocTas (Tonbko unopbl)

#  CnoxHas

LononHutenbHbie HaCTPONKK
He orpaHuyeHo
e Honaox.
bes npoBepku
HOWErymiocrs nostopa npei, naponsh

UcTekaeT yepes He orpaHuyeH
\/Ka)Kwre, Korga uctekaert Cpok ﬂEﬁCTBMﬂ napons

3a10 gHen

Yeenomnsatb 06 UCTEHEHUMU Napons

PucyHok 129

4.2.2.2. AyTeHTUPMKAUMA C MOMOLLbIO CMAPT-KapTbl

B OC Aspopa AnA ayTeHTUPMKaumMm MoryT ObiTb MCMOAb30BaHbl CMapT-KapThbl
cnenyrouwmx tmnos: USB n NFC, a umeHHoO:

— «PyToKkeH» Bepcum 4 (3UM PKI) — nporpammHo-annapaTHbIM KOMMAEKC
ayTeHTMdUKaUUmM 1 xpaHeHuna nHdopmaumm (ceptudumrat PCTIK Poccum Ne3753);

— JaCarta — cpeacTtBO ayTeHTMOMKAUMKM M Be30MacHOro XxpaHeHWsa MHPopMaLMK
nonb3oBatenein (ceptnomrat CTIK Poccum Ne3449).

BHUMAHMUE! Vcnonb3osaHue ana ayteHTudukaumm B OC ABpopa CMapT-KapT,
OT/IMYHbIX OT YKa3aHHbIX, HE NpeayCMaTPUBAETCA.

4.2.2.2.1.06wwme npaBnaa HaCTPOMKM U MCNONb30BAHNA CMAPT-KapT

HeobxoaMmo  y4mTbiBaTb C/AeadylollMe OCHOBHble MpaBuWaa  HACTPOMKM WU
MCNO/Ib30BAHMA CMAPT-KapT:

— 3KCN/ayaTauuilo CMapT-KapTbl CAedyeT OCyLIeCTBAATb COrAacHO TpebOoBaHMAM,
YKa3aHHbIM B COOTBETCTBYHOLLEN AOKYMEHTALMM HA HEE;

— ana obecneveHma nogkAtoyYeHns K MY 1 nocneaytole HaCTPOMKNM CMapT-KapTbl
TpebyeTca Mcnonb3oBaTb cneumannsmpoBaHHbii USB OTG-nepexogHWK, KOTOPbIA He
BXOZWT B KOMMMJIEKT NOCTaBKM MY;

— NONUTMKA  0e30MacHOCTM  MOXEeT  3anpellaTtb  NPUMEHEHME  BHELUHMX
USB-ycTpoincTs, ana 3Toro HeobxoAMMO [AOMNONHWUTENbHO MNPOBEPUTL YCTAaHOBAEHHOE
orpaHmyeHune aerncteytowein B8 OC ABpopa NoanTmkmn besonacHoctu (n. 4.3.2);
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— npu paboTe co cmapT-KapTon noTpebyeTca AONOAHUTENbHbLIA Napoab AnA
[OCTyna B 3allMuleHHyto 061acTb NamMsaTM CMapT-KapTbl, B KOTOPYH MPOM3BOAMTCA
Ha3Ha4YeHne N coxpaHeHue ayTeEHTUOMKALMOHHOM MHPOPMALIMK NONb30BATENS;

— ayTeHTUUKALUMA C MOMOLLbIO CMAPT-KapTbl AOCTYNHA A5 BCEX YYETHbIX 3anmncen
ponein (cm. n. 1.2.1), co3aaHHbIX Ha MY.

MPUMEYAHUE. AyTeHTMdMKaLMA C MOMOLLBI CMAPT-KapTbl BbIMOAHAETCA TONbKO
NpW NEPBOM BK/THOYEHNM YH4ETHOM 3aMMUCMK.

4.2.2.2.2.pepsaputesibHaa NoAroToOBKa CMapT-KapTbl

Ons paboTbl CO CMapT-KapToM HeobxoAMMO BbINOAHUTL MNpeaBapUTeNbHYHO
HAaCTPOMKYy, KOTOpaAa MOXeT OblTb BbIMOJHEHA C WCMNOAb30BAHWEM  31EKTPOHHO-
BbIYMCNIUTENBHOM MallMHbI (3BM) ¢ OC Linux, Ha KOTOpPOWN NpeaBapUTENbHO A0MKEH ObIThb
YCTaHOBJ/IEH MAaKeT opensc.

MPUMEYAHUE. CmapT-KapTbl A0MKHbI MMeTb GOPMaT PKCS#15.

B cnyvae ecnm cmapT-KapTa MMeeT Apyron ¢opmaT, ANA ee NepenHMLmnanm3aumm B
dopmaTt PKCS#15 Ha IBM HeobxoaMMO BbINONHUTL CAeayoLMe KOMaHAbI:

pkcslb5-init --erase-card -p rutoken ecp

pkcsl5-init --create-pkcsl5 --so-pin "87654321" --so-puk ""
pkcsl5-init --store-pin --label "User PIN" --auth-id 02 --pin
"12345678" --puk "" --so-pin "87654321" --finalize

BHUMAHMUE! Mocne nepenHmnumanmsaumm cMapT-KapTbl BCe AaHHble C Hee byayT
yAaneHobl.
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4.2.2.2.3.HacTtpolika cmapT-KapTbl

MPUMEYAHUE. MoapobHoe onmmMcaHWe HACTPOMKM CMApPT-KapTbl NpMBEAEHO B
LOKyMeHTe «PyKOBOACTBO NO/b30BATENAY.

4.2.2.3. AyteHTndmKauma c nomoubto CYANC

AyTeHTUdMKauma c nomoubto CYANC:

— npegHa3HayvyeHa ons NAeHTUOUKALUMM 7
ayTeHTMduKaumm nonbzosatenen NCOQ MB/, Poccum;

"ﬁ" — AOCTYyNHa Ha MY TOMbKO NpU  HanmMymm
_ MB[ Poceun yCTaHoBAeHHOro KaneHTta CYAWMC un aoctyna K cepsepy
- CYNC yepes ceTb MHTepHeT.

B CYOWC nonb3oBaTenb  MOXET  MNPOUTH
ayTEHTUPMKALMIO C NOMOLLbID NPeaoCcTaBNeHMA OAHON
N3 cnepyollen KombmnHaumMm AaHHbIX:

— JIOTUH 1 Napo/ib;

— ceptnudumkat n PIN-koa, (PrcyHok 130).

B Barepon CosgaHue N0/1b30BATENbCKMX
ayTEHTUDUKALMOHHbBIX AaHHbIX BbINOJIHAETCA B CUCTEME
NCoO MBI Poccum M CUHXPOHU3UPYETCA C KINEHTOM
CYOANC Ha MY.

Bxoa Mo 1eKTPOHHOM NoANMUCH

Het poctynHpix ceprnpukaron

,-‘17‘:,’...,‘[‘ E

SKCTPEHHbIN BbI30OB

PucyHok 130
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4.2.2.4. HacTpomMKa orpaHn4yeHni BXxoaa B CUCTEMY

OrpaHuyeHue Bxofa B cUcTemMy

orpaHu4yeHus Bxoaa B CUCTEMY
22 sHBapsa 2026

CMOXET BOWTU B CUCTEMY

[H¥ BXOAa B cUCTEMY

MnH, BT, CP, 4T, NT, c6, BC

BbibepuTe AHU Heflenu, B TEYEHWE KOTOPbIX
nonb3oBaTesib CMOXET BOWTH B CUCTEMY

Bpems BXxoga B cucteMy

Becb geHb

3abnokupoBaTb Nosb3oBaTens

HacTpoiiku 6e3onacHoOCTY nonb3oeaTens v

[eicTane y4ETHOI 3anvcy nonb3osaTens

BbiGepuTe aaTty, nocne KOTOPOW Nonb3oBaTesb He

Bbl6epMTE BpemMs BXoAa nonb3oBaTtenis B CUCTeMY

PucyHok 131

[Na HaCTPOMKM OrpaHUYeHUn BXo4a B CUCTEMY ANA
YyYeTHOM 3anmcK No/sib3oBaTens HeobxoAMMO BbIMOAHWUTD
cnenytouine AencTeumA:

— KOCHYTbCA NYHKTa «OrpaHmnyeHme Bxoaa B CUCTEMY»
(cm.  PucyHok 113), B  pe3ynbTaTe  oTOOpasmTcA
OflHOMMeEHHasA cTpaHuua (PucyHok 131);

— KOCHYTbCA nons  «[lenctBne y4yeTHOM 3anmcu
NoNb30BaTeNA» W Ha OTKPbIBLIENCA CTpaHuWue BblibpaTb
naty (cm. PucyHoK 19), nocne KOTOpOM NOJib30BaTeNb He
CMOXET BOMTWN B YYETHYIO 3aMMChb;

— KOCHYTbCA nona «[HW BXxoda B cUCTEMY» M Ha
OTKPbIBLUENCA CTpaHuLe BbiI6paTh AHW Hedenu, B TeyeHune
KOTOPbIX MO/Ib30BaTe/lb CMOXET BOWTM B CUCTEMY
(PucyHok 132);

— [1eaKTMBMpPOBATbL MNepeKtoyaTens «Becb aAeHb», B
pe3ynbTaTe 0ToHpPa3ATCA NOAs BBOAA AMaNa3oHa BPEMEHM,
B TeYeHWe KOTOPOro nosb3oBaTe/lb CMOXET BOWTU B
cuctemy (PucyHok 133).

NMPUMEYAHUE. Ona akTMBaumm nepekaovatena AOCTaTOYHO KOCHYTbCA MNOAA, B
KOTOPOM OH PacCMoO/IOXKEH: NepekatyaTelb HAYHET CBETUTLCA ApYe, YEM B COCTOAHMK MO

YMOJIYAHWNIO (HEAKTUBHOM);

— KOCHYTbCA COOTBETCTBYIOLIMX MNONAEN [ANA YCTAHOBKM MHTEpBana BpPeMeEHM
(cm. PucyHok 20), B Te4eHMe KOTOPOro No/1b30BaTe/lb CMOXKET BONTM B CUCTEMY.

Ons  BNOKNMPOBKM

NnoJib30BaTENA HeO6XO,£I,I/1N\O KOCHYTbCA NepekatYaTenA

«3ab/10KMpPOBaThb NOAb30BATENAY» U NOATBEPAUTL AENCTBME BBOAOM TEKYLLEro napons (Cm.

PucyHok 4).
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I OTMEeHUTb I'Io.qTBepp.wrb I OrpaHquHMe BXOOa B CUCTEMY
HacTpoiiku 6e3onacHoCcTuY nonb3oeatens u
Bbl6paTb AHM onua B orpaHu4yeHus Bxoaa B CUCTeMy
cucremy [eicTBre y4ETHOM 3anNUcCK NosIb3oBaTeNs

22 aHBapsa 2026

MNMoHeaenbHUK BbibepuTe aaty, nocne KOTOpOW Nosb3oBaTenb He
CMOXET BOMTU B cucremy

BTopHHK [Hu Bxoaa B cuctemy
MH, BT, Cp, 4T, NT, c6, BC

Cpe.qa BbibepuTe AHU Hefienu, B Te4eHne KOTOPbIX
MoNb30BaTe/lb CMOXET BOMTH B cucremy

YeTBepr
Bpems Bxopa B cuctemy
Bblﬁepme Bpems Bxoaa nonb3oBartens B CUCTEMy

MatHuua
# BecbpeHb

Cy66o0Ta C 10:00 Lo 22:00

BockpeceHbe
#  3abnokupoBaTb Nonb3oBaTens

PucyHok 132 PucyHok 133

4.2.3. lndposaHme pasaena ¢ AOMAWHUMK Nankamm

LLUnppoBaHne pasgena C AOMAWIHMMKU Nankamu — npoueaypa, Npuv KOTOpOW
BBEAEHHbI MapO/b CpaBHMBaeTCA C naposbHoM ¢pas3on cnota LUKS-pasgena,
COOTBETCTBYHOLLENO MAEHTUDUKATOPY NONb30BATENA.

B OC ABpopa pa3aen ¢ AOMallHUMK NankaMn WndpyeTca ¢ NOMOLLbI aAropmTMa
aes-xts-plain64 512-6MTHbIM MACTEP-KAOYOM, A1A XPAaHEHMA KOTOPOro MCNo/b3yeTca
LUKS-3aronoBoK, coCToALWMI N3 caeayoumx 8 C10TOB:

— O[MH CNOT UCMONb3YETCA YY4ETHOM 3aNUCLI0 aAMMHNCTPATOPA;

— WeCTb CNOTOB AOCTYMHbI CO34aBaeMbIM YHETHbIM 3aMMCAM NO/Ib30BaTENSA;

— OAMH CNOT pe3epBupyeTca 418 CMeHbl Maponen.

NaoeHTMOUKATOP  y4eTHOM  3alMmMcM  Mo/b30BaTens  onpeaenseTr  HOMep
MCMNONb3YEMOro CNOTa, MNPXM 3TOM B KaXAOM M3 C/AOTOB XPaHUTCA MaCTep-K/touY,
WMPPOBAHHbIA NapoaeM COOTBETCTBYHOLLEN YYETHOM 3amnmMcKh NOJIb30BaTeNA C NMOMOLLbIO
anNropuTma PBKDFE. KONnM4ecTBO UTEpaLMii anropmtma noaburpaeTtca Takum o6pa3om, 4Tobbl
NpoBepKa 0AHOM KOMOMHALMM BbINOAHANACE NPUDAN3UTENBHO OAHY CEKYHAY.

BHUMAHMUE! Mpn o6bHoBneHnn OC ao Bepcnm 5.0 1 BbliLLe:

— NPW BKAOYEHHOM LWnPpoBaHun: Bepcua luks octaneTca Luks 1;

— NPW  BbIK/NOYEHHOM WIMGPOBAHUN: MONb30BATENbCKME JaHHble OCTaHyTCA
He3alwmndpPOBaHHbLIMM.
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PYKOBOACTBO afMMHUCTPATOpPa _J MO
BbinonHeHWe cneayowmx AencTemin TpebyeT BBOAA
| Wagposanme KOppeKTHoro napona M3 cnota  LUKS-3aronoska,
S W T UE COOTBETCTBYHOLLErO NAEHTUOUKATOPY BbIOPAHHOM YYETHOM
e e e o | 327IMCH NONb30BATENA:
il i — pa3bNOKMPOBKA AOMALLHEN NanKkuM Npu 3arpyske
Monb3osaTenbckue AaHHble My,'
I i — pa3bnoknposka Ul Lipstick.
raz Ona  oTobparkeHma  cTpaHuubl  «lndposaHune»
Fasuap 90,215 (PucyHoK 134)  HeobxoAMMO  BbINONHUTL  CaeaytoLine
NencTems:

— OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KacaHWem
3Ha4Ka @ Ha JKpaHe NpuaoxKeHunin (cm. PrucyHok 1);

— KOCHYTbCA MNYHKTa MeHtio «LUndppoBaHme» B
noapasaene «besonacHoOCTbY.

PucyHok 134

4.3. YnpasneHue 40OCTYNom

B OC ABpopa peasin30BaHbl Cedyowme MexaH3Mbl YIpaBaAeHUA AOCTYMOM:

— AMCKPeUmoHHOoe pa3srpaHmyeHne npas pgoctyna (DAC), ocHoBaHHOe Ha
cneayowmx cywHoctax (n. 4.3.1):

e OMTax paspeLleHmnit;

e crnimckax KoHTpona goctyna (POSIX ACL) 1 paclumpeHHbIx aTpubyTax cTaHaapTa
POSIX 1e;

® BO3MOHOCTAX U/MNM NEPEYHSAX BO3MOKHOCTEN — capabilities;

— poneBoOe pasrpaHu4yeHne A0CTyna, NpeaycMaTpuBatollee akTUBALMIO MOJIMTUK
6e30MacHOCTK, KOTOpble MNpeAHa3HayeHbl AnAa ynpasaeHna oyHkumamm OC ABpopa
(n.4.3.2).

MPUMEYAHUE. VYnpaBneHne nonuTMKamm ©6e30MacHOCTM AOCTYMHO TO/bKO
aAMUHMCTPATOoPY.
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4.3.1. AIncKkpeunoHHasa moaenb ynpaBaeHua 4OCTYNoOM
4.3.1.1. Obuwan nHPpopmaums

Mpn  pasrpaHuyeHnnm paoctyna K obbvektam GC OC Aspopa peanusyet
OMNCKPELUMOHHYO MOAeNb pa3rpaHmMyeHna goctyna. [laHHaa Mmoaenb npeanonaraet
ynpaBaeHue AOCTynom CybbeKTOB K 0ObeKTaM Ha OCHOBE MaTpMUbl A0CTyna. Kaxabin
0b6bekT OC (dbain, nanka) MMeeT NPMBA3AHHOIO K Hemy cybbekTa (nonb3osatens OC),
Ha3blBaeMoro Bnagenbuem. MImeHHo Bnageney, (nMbo agMWHMCTPATOP) YCTaHABAMBAET
npaBa A0CTyna K 06beKTy. paBa A40CTyNa onpeaensatoT Habop AENCTBUI, KOTOpble CYyObEKT
MOeT COBepLUaTb C OO bEKTOM.

MPUMEYAHUE. Moacuctema pasrpaHMyeHMA A0CTyna AeWUCTByeT TONbKO AnA
$annoB 1 NanoK, XpaHALLMXCA Ha BHYTPEHHEM HAaKOMUTENE YCTPONCTBA.

B OC npaBa A40CTyna pa3aenAtoTca Ha:

— MNpaBa BladeNbla 06beKTa;

— npaBa rpynnbl, Bnagerowen obbeKkTom;

— npaBa A/1A OCTa/ibHbIX CyDOBbEKTOB.

Habop aencTenii, NoTeHUMaNbHO pa3peLleHHbIX CyObeKTy:

— YTeHMue;

— 3anuce;

— WCNO/IHEHME.

MpaBa BblpaxkatoTcA AeBATMOMTOBOM MNOCNEA0BATENbHOCTbIO, PAa3bUTOM Ha Tpu
PaBHble rpynnbl, oNpeaenatolLme Npasa BAadenbla, rpynnbl M OCTa/IbHbIX COOTBETCTBEHHO.
Crapwnin 6uTt onpeaenseTr Haauyme npaBa 4YTEHWA, CPeaHW — 3anucu, MAaAWumn —
ncnonHeHus. K npumepy, npasa 740 — 111 100 000 6yayT 03Ha4aTb, YTO Y BAadeblia ecTb
NpaBa Ha YTeHMe, 3anmcCb U UCMONHEHME, Y TPYMNMbl — TONbKO NPaBa Ha YTEHME, Y OCTa/IbHOTO
npaBa OTCYTCTBYHOT.

MPUMEYAHUE. YnpasneHne maTpuuen AOCTyna OCYLLECTBAAETCA KOHCO/IbHbIMM
KOMaHAaMW: chown, chgrp M chmod, A0CTYyNHbIMM Yepe3 MIT «Terminal».

KomaHabl MO3BONAIOT BbIMONHATL CAeAytoline AeNCTBUA:

— chown MNO3BONAET M3MEHWUTb Bnafenbua danna (chown wma nonmbszosaTess
MMH_®aﬁnax

— chgrp NO3BONIAET U3MEHUTL rpynny darna (chgrp mva rpynne umsa datina);

— chmod NO3BONAET M3IMEHUTL NPaBa A0CTyNa K panny:

e chmod 642 1.txt -npaBaHa dann 1.txt ycTaHaBamBatoTCA paBHbiMm 110 100
010, T.e. y Bnaaenbla npasa Ha YTEHWE M 3aMUCb, Y TPYNMbl HA YTEHWE, Y BCEX OCTabHbIX
TO/IbKO Ha 3anucChb;

® chmod u+x, g-w, o-r l.txt -B AaHHOM C/Ny4yae Bnagenbly aobasnaerca
NpaBO Ha MCNOAHEHWE, Yy Tpynnbl OTOMpPaETCs NpPaBO 3aMMCM, a Yy BCEX OCTa/IbHbIX
oTOMpaeTca NpaBo YTeHus. na nonydyeHne noapobHon MHGopmMmaLmMm cneagyeT 0b6paTnTbEA
K CNPaBOYHbIM PYKOBOACTBaM MO NepeymncaeHHbIM KOMaHaaM.
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MPUMEYAHUE. HacTtponKka NOAWTUKM AUCKPELMOHHOrO pasrpaHMyeHma npas
noctyna aencreyet TonbKo B PC EXT4, KoTopaa ncnonbdyetca 8 OC ABpopa Mo yMOAYaHMUIO.
CTaHaapTHbIM Habop npaB B BMAe OUTOBOM Mackm nogaepxumsaetca OC ABpopa AAs
cnyKebHbix C: tmpfs, sysfs, procfs.

MpuHUMN paboTbl MOAUTUKM AMCKPELMOHHOrO pa3rpaHMyeHnAa npas Ao0CTyna
npeacTaBaeH Ha pucyHKe (PucyHok 135).

MoHuTop obpalieHni

Bce cMCTEeMHbIE BbI30BbI MTPOXOAAT YEPE3 MOHUTOP 06PaLLeHKWIA
AN5 npoBepkl Ge3onacHoCTy

Odfl'l pouecc Nonb3oBaTens

[lpocTpaHcTRO
no/fb3oBaTtena

MoHuTop oBpalleHKui

[NpocTpaHcTBO
agpa

Hapo OC

PucyHok 135

[INcKpelumoHHOoe pasrpaHnyeHmne nNpas A0CTyna OCYLLEeCTBAAETCA KaXAblii pa3 npu
nonbiTKe obpalleHna cybbekta K 0ObekTy, npu 3Tom obe CcyWHOCTM coaepKaT
COOTBETCTBYHOWME aTPUOYTbl HE30MaCHOCTY, NPUHAANENKALLME ANCKPELMOHHON MOAENN.
Apnpo OC ABpopa nNpoBepsAaeT ypoBeHb A0CTyna, 6a3npyowmMinca Ha AaHHbIX aTpMbOYTOB C
OJZIHOM CTOPOHbI M NpaBMiax pasrpaHuyeHma goctyna (MPA) ¢ Apyro CTOPOHbI.

[INcKpelumoHHOe pasrpaHuyeHme npas AOCTyna MNo3BOASET BAafdesbly OObeKTa
onpeaenaTb, KTo 061aaaeT NOTHOMOYMAMM OCYLLECTBAATL AOCTYN K OOBEKTY.

Cybbektamm B peanmsaumm AMCKPELMOHHOro pasrpaHnYyeHMAa npaB A0CTyna
BbICTyNnatoT 06blyHble npouecchl OC ABpopa, KOTopble NpeacTaBiAeHbl MPOrpaMmMHOM
CTPYKTYpOW AApa task struct.

Bce HMMKeMMeEHOBaAHHbIE CYLWHOCTW, TaKMe KaK obOblyHble dalnbl, dannbl MY
(Kak O10YHblE, TaK M CMMBO/bHbIE), NankK, danabl COKeTOB (NalMnoB) C TOYKM 3peHuA
AMCKPELMOHHOro pasrpaHnyeHma npas agoctyna Aaapa OC ABpopa ABAAKOTCA 06beKkTamm
[0CTyna, CheoBaTeNbHO, TaKyKe NonaaatoT noa AenNCTBMe NONAUTUK PasrpaHuYeHmns.

ATpnbyTbl CyObEKTOB [0CTyMa MCMNOMb3YOTCA [ANA OCYWECTBAEHUA pPeLleHuit
NONIUTUKN AMCKPELIMOHHOIO pa3rpaHnyeHmna npas A40CTyna. B kayecTse AaHHbIX aTpnbyToB
nna cybbekToB AOCTYNa (NpoLeccoB) 06A3aTelbHO NPUMEHATCA caeaytolme:

— 3 dEKTUBHbBIN MAEHTUPUKATOP (YMcno) Bnagensua npouecca (PID);
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— 30 dEKTUBHbIN MAEHTUPMKATOP (YMcno) rpynnbl npouecca (GID);

— METKa BO3MOMKHOCTWN UM BO3SMOXHOCTb (capability) cTaHgapTa POSIX. 1e;

— UYNEHCTBO npouecca B AOMONHUTENbHbIX (HE OCHOBHbIX) rpynnax (npwu
HEeobX0ANMMOCTH).

YKa3zaHHble aTpmbyTbl CybbeKTa A0CTyNa XpaHATCA B MPOrpamMmMHON CTPYKType A4pa
task structc M OLUEHMBAIOTCA CUCTEMHbIMW BbI3OBaMMU.

ATpnbyTbl 0OBEKTOB AOCTYMNa TaK¥Ke MCNONb3YHTCA A5 OCYLLECTBNEHMA PeLleHN
NONINTUKN AMCKPELIMOHHOIO pa3rpaHnYeHmna npas A40CTyna. B KayecTBe AaHHbIX aTpnbyTOB
0b6beKTa A0CTyNa NPMMEHSAIOTCA Caeayrowme:

— BNageney 06bekTa;

— BNlageneuy, rpynnbl 06beKTa;

— 6uTbl NpaB AOCTYNa;

— [NOMNONHUTENbHbIE aTPMOYTbl CMMCKOB KOHTPONA A0CTyna B COOTBETCTBUM CO
ctaHaaptom POSIX.1e ACLs.

ATpnbyTbl 06BEKTOB A0CTYMa COXpaHATCA U yymTbiBatoTcs agpom OC ABpopa, a
TAKKe XPaHATCA B MHAEKCHbIX Adeckpuntopax &PC, pasmelleHHOM Ha AMCKOBOM
npocTpaHcTee MY.

MpaBuia AMCKPELUMOHHOrO pasrpaHMYeHma NpaB A4OCTyNna onpeaensatoT:

— KaKMM 0DOpa3oM KOHKPETHbIM npouecc (CybbeKkT) MOMKET OCYLLEeCTBAATb MOMbITKY
NoNydyeHns [octyna K OObeKTy, OCHOBbIBAACb Ha YKa3aHHbIX Bbllle aTpubyTax
6e30nacHoOCTU;

— KakMm 0Opa3om M Npu KaKMX YCNoBMAX aTpubyTbl HEe30MacHOCTM cyObeKkTa M
0H6beKTa NPUHMMAOT HOBbIE 3HAYEHMS.

4.3.1.2. Obuiee onmcaHme npmBuneruit

MpuBmunerva nporpammbl HasmMpyeTcs Ha CAeaylolmMxX 3HavyeHuAax aTpubyTos
npouecca:

— aTpubyT apdpekTnsHoro UID (PID);

— aTpubyT apdeKkTUBHOM rpynnsl npouecca (GID);

— Habop (cnMCcoK) YyneHcTBa AOMNOAHUTENbLHbLIX TPYMNN Npouecca (Npu Hann4mm),
KoTopble cybbeKT gocTyna (npouecc) umeeT B toboe BpemMa KU3HEHHOTO LMKAA.

Jllobon  npouecc ¢ 3GPEKTUBHbBIM  UAEHTUPUKATOPOM  HONb  CYMUTAETCH
NpuBMAErMpOBaHHbIM 1M 06/1a4aeT  BO3MOMKHOCTbIO  He  MPUMEHATb  MOJIUTUKY
AMCKPEUMOHHOTO pasrpaHnyeHna npas goctyna B OC Aspopa.

YyeTHana 3anucb Cynepnoab3oBaTend accouumpoBaHa c umaeHTudmkatopom O.
OaHako TexHMyeckn aapo OC ABpopa onpeaenseT yyeTHble 3anmMcu nosab3oBaTenein no
YMCNOBbLIM MAEHTUPUKATOPAM, CNeA0BaTE/IbHO, TEXHWYECKM BO3MOMKHO MMETb YYETHYHO
3anucb nosib3oBatens c uaeHtudmukatopom 0O, ob6nafalOWEro MMeHem, OT/IMYHbIM OT
cynepnosab3oBaTens.
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Kpome Toro, aapo OC ABpopa MMeeT COOTBETCTBYHOLLUMIA MEXAHM3M OLUEHKM Npas,
basupyowmncas Ha TpeboBaHMAX OTKpbIToro craHaapTta POSIX1l.e ACL ana cnmckos
KOHTPOMA [0CTyNa W BO3MOXHOCTEM (capabilities), KOTOpbIM TaKke M03BOAAET
npeoaoneBaTb OrpaHMYEHUs MOMUTUKU AMNCKPELMOHHOIO pasrpaHMyeHmna npaB A0CTyna
Ansa cybbekTa c aTpnbyTom apPeKkTMBHOro naeHTudmnKaTopa 0.

[MoCcKoNbKY ANA BbINOAHEHMA NPOBEPKM MPaB AOCTyNa NPOLLECChl Pa3aenatoT Ha ABe
KaTeropmn: npusmnernposaHHblie (ID adpdekTMBHOro nonb3osaTens paseH 0, KaKk vy
cynepnonb3oBaTensa) u HenpuemunernposaHHble (ID adpdeKTMBHOro NoNb30BaTENA HE PABEH
0), ANA NPUBUNETMPOBAHHbIX MPOLLECCOB BbIMONHAOTCA HE BCe NPOBEPKM NPaB B A4pe, a AN1A
HENPUBMNETMPOBAHHbIX MPOLLECCOB  BbIMOMHAETCA MOJHAsA MNpPOBepKa Ha OCHOBe
BO3MOXHOCTeM npouecca (obbiyHO addekTnBHoro UID, adpdexkTnsHoro GID m cnucka
NOMNONHUTENbHbIX Tpynn).

B Aape OCABpopa BCe MpMBUAEIMKN, CBA3AHHbIE C CyMNeprno/b30BaTE/NEM,
pasaeneHbl Ha HECKONbKO YacTel, Ha3bliBaeMblX BO3MOMHOCTAMM (capabilities),
KOTOpPblEe MOYKHO pa3peLlaTb 1 3anpeLlaTb He3aBMCUMO APYr OT Apyra. BO3MOXKHOCTM TaKKe
ABNAOTCA aTPMOYTOM HUTMU.

Hanpumep, ecan Kakon-nmbo npolecc NbiTaeTcs co3aaTtb cneumanbHbi dann MY,
MCNONb3YA ANA 3TOr0 CMCTEMHBINA BbI30B mknod (), A4p0 OC ABpopa NOMMMO MPOBEPKM
NMCKPELMOHHbIX NPaB BbINONHAET caeaytolmMe A0NONHUTEIbHblE MPOBEPKMU:

— PaBHO /M HY/O 3HavyeHne 3dEKTMBHOro MAEHTUDMKATOPa NpoLecca (cybbeKTa
nocTyna);

— pa3pelleHo M npoleccy co3daBaTb crneumanbHble daribl € NMOMOLLbO
COBEpLIEHMA COOTBETCTBYHOLLETO CUCTEMHOIO BbI30Ba.

OC ABpopa obecneumBaeT A1A MNOJUTUKU ANCKPELIMOHHOTO pasrpaHnMyeHma npas
[0CTyNa NpUMEHEeHMe CeayroLLIMX CBOMCTB:

— NPUHYAUTENbHaA peanu3auma noaydyeHma cybbektamm (npoueccamm) AocTyna K
00beKTaM TO/IbKO B PpamMKax NoAHOMOYMM, onpeaenaembix MP/A;

— Ha/iMyme cnocobHOCTM onpeaensTb (Ha3zHayaTb) NOAUTUKY AOCTyNa TOAbKO ANA
CyOBEKTOB, MMEIOLLMX Ha 3TO NpaBa, Kak onpeaeneHo NOANTUKON MONHOMOYNI ANA HUX;

— OTCyTCTBME NODObIX OrpaHMyeHnin ans cybvekTta, umetrowero naeHtmdukatop O.

ATpnbyTbl  AMCKPELMOHHOro pasrpaHMYeHWss npasB J[OCTyna CBsA3bIBAOTCA
HenocpeaCcTBEHHO C 0OBEKTOM A0CTYNa B MOMEHT ero co3gaHus. lencrame aTux aTpnodyTos
pacnpocTpaHAeTCs Ha 0ObEKT A0 ero yHUUYTOXeHMA Nnbo A0 Tex nop, Noka aTpmbyTbl He
OyayT U3MEHEHDI.

ATpubYTbl CYLLEeCTBYOT M AeNcTBYIOT Ans Ntoboro Tvna ob6bekTa, XpaHATCA B
MeTaaHHbIX GalnnoB U peanm3oBaHbl B BUAE CAEAYIOLULMX CYLLIHOCTEN:

— OuTbl pa3pelweHnii (basosble aTpPUOYThHI);

— CMUCKKM KoHTpona goctyna (ACL v paclwiMpeHHble aTpubyThi);

— BO3MOXHOCTU (capabilities).
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CybbeKT, MAeHTUPMKATOP KOTOPOro coBMadaeT C MAEHTUDMKATOPOM Bnadenbla
00BbEKTA, MOXKET M3MEHATb aTpubYTbl 0OBEKTA, BKAOYas 6a30Bble M pacLUMPEHHbIE OUTLI
npaB (3a UCKNtoYeHMEM cnydaes, Koraa @C HaxoaAnTCA B PEXMME KTONbKO ANA YTEHUAR).

MPUMEYAHUA:

v BO3MOXHOCTb M3MEHATb BNagenbla obbeKTa AOCTyNHa  TOJIbKO
Cynepnosab3oBaTento;

v BO3MOMKHOCTb M3MEHATL rpynny 06bexTa A0CTYMNHa TOMbKO 414 BAaAeNblLa v A1
No/ab30BaTENS C MAEHTUGUKATOPOM HOMb (Cynepnonb3oBaTeb).

B cnyyae HeobxoaAMMOCTM NPUCBOUTL (M3MEHUTL) HOBbIN MAEHTUDMKATOP rpynnbl
Ans obbekTa, OH AO/KEH COBNAAATb C TEKYLWMM 3Ha4YEHMEM OCHOBHOM rpynnbl cybbekTa
AN ABNATLCA 3HAYEHNEM TPYNMbl, Y1EHOM KOTOPOM ABNAETCA CYObEKT.

Cynepnonb3oBaTenb yYMNOJHOMOYEH oOnpeaenaTtb Abyto rpynny ans obbekTa,
M3MEHATb BNadenbla W Nbble OUTbI NpaB, BKAKOYAA pPacClIMPEeHHble aTpubyTbl WU
BO3MOXHOCTMW.

CTaHAaapTHbIM Habop nNpaB A0CTyna peann3oBaH B BuAe OUTOBOM MacKM Mpas,
Ha/faraembIX Ha Kaxkabl MAEHTUOUUMPOBAHHBINM 0OBbEKT. JaHHbIM CTaHAAPTU3NPOBAHHbIN
NOAX0A W CTAaHAAPTHbIM mMexaHu3m, peanmndyembin OC ABpopa, onpeaeneHbl B TEKYLLEN
cneundmraumm UNIX.03.

NMPUMEYAHUE. NHamBMAayanbHble 6UTbI NPaB UCMONL3YIOTCA AN YKa3aHMA NpaBa
Ha yYTeHue (r uam YeTbipe), 3anncb (W WAKM ABa) WAM BbiNoAHEHWE (X nan oauH). OHu
OnNpeaenatnTcs OTAEeNbHO AN Bnagenbla ob6bekTa, rpynnbl, K KOTOPOM MNPUHAANEKUT
0OBEKT, M BCEX OCTaNbHbIX, T.€. CyObEKTOB, MAEHTUOUKATOPbLI KOTOPbLIX HE COBMNAAAOT HU C
NAEHTMOUKATOPOM BNAAENbLA, HM C TEKYLLMM MAEHTUPUKATOPOM rpynnbl 0ObEKTA.

4.3.1.3. MO ¢ NOBbIWEHHBIM YPOBHEM MPUBMAETUI

Mporpammbl, GYHKLUMOHUPYLOLLME B CUCTEME W MCMNOb3YIOLIME MOBbILEHHbIN
YPOBEHb NPUBUAETMNA, MOTYT BbiTb pa3aeneHbl Ha creaytoulme TUnbl:

— NPOrpammbl  WAW  CUCTEMHbIE  CAYXKObl,  3anNyuWleHHble  CUCTEMHbIM
MHULMANN3AaTOPOM MM A4P0M. Hanpumep, NporpaMmsbl systemd AN crond;

— MPOrpammbl, 3aNyLULEHHbIE OT MMEHM Cynepnosib3oBaTeNA C Lebko BbINOJHEHNA
OYHKUMIA  aAMUHUCTPUPOBAHMA MAKM 0bBCcayKMBaHWA. Hanpumep, 3anyck MNporpammbl
iptables 404 ynpasaeHna M3;

— NPOrpamMmbl,  MMeUMe  YCTAHOBNEHHbIN  3PPEKTUBHbIN  OUT  CMEHbI
naeHTUPUKaTopa (setuid), ecnm OGUT yKasbiBaeT Ha NPUHAANEKHOCTb NMOAL30BATENO C
naeHTndmnratTopom O.
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BHUMAHMWE:

v CneposatensHo, sce 10, Kotopoe paboTaerT B cucTeme, TpebyeT Hannyua
MOBbLIWEHHbIX MPUBUAEIMIA U  COAEPKUT WA peanmsyeT Te WAN WHble  QYHKLUMMK
6e30MacHOCTN, MOXKHO OTHECTM K GYHKLMOHANbHbIM BO3MOXKHOCTAM 6e3onacHocTn (PEO)
nmbo NPBO OC Aspopa;

v OctanbHoe M0, paboTatoliee B CUCTEME C MOBbILLEHHBIMWU MPUBUAETUAMM MO0
6e3 HaAnM4ymMa TaKOBbIX, MPW 3TOM HEe peanusylollee HUKAKMX QYHKUMA He3omacHOCTH,
asnaetca He ®BO nam UPBO, a HenpmeunermposaHHbim [10.

B KoppeKkTHO obcnyxmBaemon cucteme nwoboe HenpusuaermposaHHoe [10
HaxoauTca noa aencrtesnem ®B0 OC ABpopa M HE MMeEET BO3MOXHOCTM BbIMTK M3-N04 ero
aenctena. Npu aTom NnpeanonaraeTca, 4To Atoboe HenpmsmaernposaHHoe MO He ABAAeTCA
[0BEPEHHbIM.

MpueunermposaHHoe [0, KoTopoe He coaepuT PBO (Hanpumep, BHELLHWE
MOAYNWN YPOBHA AApa, peanusyrolime onpeaeneHHble GyHKUMKW, K NPUMEPY NOAAEPMKKY
cneumanm3anpoBaHHoOro obopyaoBaHMA), AO0MKHO OblTb HAAEXHO M30/1MPOBAHO OT
Mcnonb3oBaHma ¢ nomouwbio O OC ABpopa ANA NpeaoTBpalleHna A0CTyna K HemMy B
0bxoa TpebyemMbix NOAHOMOYMINA.

4.3.1.4. CtaHpapTHbIe BUTbI NpaB A4OCTYNa

B OC ABpopa peanm3oBaHbl Tpu Habopa no Tpu OWUTa, KOTOopble onpeaenstoT
NONNTUKY A0CTYNa K 0OBbEKTY 415 TPex KaTeropuii nosibosaTenei (cybbeKkTos):

— MNo/b30BaTelb-BAadenel, obbekTa;

— MNONb30BaTeNM, BXOAALLME B TPpynny, K KOTOPOM NPUHAANEKUT OOBEKT;

— BCE OCTa/IbHble NOAb30BaTeNM (He BXOoAAWME B YKa3aHHOE MHOXECTBO).

Tpu 6uTa B Kaxkaom Habope onpeaenAlT npaBa A0CTyna ANA  KaxK4oro
N0/Ib30BaTENSA, COCTOALLENO B OAHOM M3 YKAa3aHHbIX Bbllle KaTErOpuin, Mpu 3TOM:

— OAMH BUT OTBOAMUTCA ANA YTEHUA (r UK YETbIPE), KOTOPOE PacCMaTPMBAETCA KaK
MNOTOK AaHHbIX OT 06bekTa (baina, nankm) K cydobekTy (npoLecc, Nob3oBaTe lb);

— oAMH OBWT OTBOAMTCA ANS 3anUCUM WAW yaaneHus (w WAM ABa), KOTopoe
paccMaTpMBaETCA KaK MOTOK AaHHbIX OT cybbekTa (Mpouecc, Nonb3oBaTesb) K 06beKTy
(baln, nanka);

— 0AMH BUT OTBOAMTCA ANS UCMONHEHUA (x UKW OAMH), KOTOPOE paccCMaTpPMBaETCH
KaK MpOLLEeCcC 3arpysksM B OMeEpaTMBHYID MNaMATb TeKCTa MNPOrpammbl WM CcnefoBaHue
MHCTPYKUMAM  QYHKLUMA MPOrpaMmbl, MOSTOMY KaxKAbli CyObeKkT noayvaer A0CTyn K
KaXkaoMy 0O6beKTy, 6a3npyacb Ha KOMOUHALUMM 3TUX BUTOB.

Hanpumep:

— rwx — ONpeaenseT NpaBa Ha COBepLUEHWEe BCex onepauui (4TeHue, 3anmcb u
BbINO/IHEHME);

— r-x —onpeaenaeT NpaBa TO/IbKO Ha YTEHWE U BbINOJHEHME;

— r—onpeaenseT NPaBo TO/IbKO Ha YTEHWUE;

— ---—onpeaenaeT oTCcyTCTBME Nt0OLIX NPaB AOCTYNa.
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Mpwn nonbiTKe AoCTyna cybbeKTa K 0O6beKTy pellueHne O NpeaocTaBAeHNM A0CTyNa
AN OTKa3e B A0CTyne 6a3mpyeTca Ha Cneaytollem anropuTMme:

— ABNAETCA N MAEHTUOUKATOP Nonb3oBaTena (cybbeKkta) paBHbIM Hynto. Ecawu
ABNAETCA, NPUHMMAETCS PeLleHne O rapaHTMpPOBaHKM Nt0OOro A40CTyNa Ha YTeHue/3anucs,
UrHopmpya ©OuTbl npaB. [locTyn Ha BbINOAHEHWME TaKXKe rapaHTMpyeTca AaAa 3Toro
naeHTMdmMKaTopa cybbeKTa, ecnm OUT UCMONHEHMA CTOUT XOoTA Obl ANA Kakoro-Hmbyab
cybbeKTa. JanbHenwme NpoBEPKMN NPOU3BOANTLCA He ByayT;

— ecan  umaeHTMdMKaTop cybbekTa AoCTyna  CcoBMaZaeT € YKa3aHHbIM
MAeHTMOUKATOPOM Bnagenbla 0b6bekTa, a OuTbl paspeleHnin YCTaHOBAEHbI B
onpeaeneHHble 3HaAYEHMA, pelleHne o AOCTyne UAM OTKase B A0CTyne OyaeT NpUHATO B
COOTBETCTBMM CO 3HaYeHUAMM 6UTOB. [lanbHelLme NPpoBEPKM NPON3BOAUTLCA HE DyayT;

— ecan naeHTMOUKaTop OAHOM 13 rpynn cybbekTa gocTyna (NepBuYHoOn namn ntobon
Apyron) coBnafgaer ¢ WAEHTUOUKATOPOM Trpynnbl OObEKTa A0cTyna, a OuTbl npas
(paspeleHnin) Ana rpynnbl YCTaHOBAEHbI B Kakoe-n1Mbo 3HayeHure, pelleHne o A40CTyne Uan
OTKase B AocTyne byaeT NPUHATO B COOTBETCTBMM CO 3HaAYeHUAMM OuToB. [JanbHenwme
NPOBEPKM NPOM3BOANTLCA He ByayT;

— ecnn naeHTMdmnKaTop cybbekTa AocTyna nMbo naeHTndumratTop ntobom 13 rpynmn,
B KOTOPOW COCTOMUT CyOBEKT A0CTYNa, He COBMNaAaeT CO 3Ha4YeHMAMM aTpmbyToB BAaaeNbLa
M rpynnbl Ans o6beKTa 40CTyNa, OLLEHNBAOTCA 3HaYeHMA BUTOB NpaB A1a 06beKTa COrnacHo
KaTeropmMm WHbIX Nonb3oBatenein. Ecam OGMTOBAA Macka nNpaB ANA KAaTEropum MHbIX
No/b30BaTeNIen YyCTaHOBAEHa B KaKoe-1Mbo 3HauYeHWe, pelleHne o AoCTyne NpUHMMaeTCA
COTNACHO YCTAaHOBMAEHHbIM B HeEW 3HAYeHMAM W CcyObekTy npeaocTaBaseTca AOCTyn K
00BbEKTY.

MPUMEYAHUE. Ecnm HMKaKoe M3 OMMCAHHbIX YC/I0OBUM HE BbIMOJHEHO U
naoeHTUPMKaTop cybbekTa 40oCTyna He paseH O, MoMbITKa A40CTyna 6A0KMpyeTcs.

4.3.1.5. PacwmpeHHble aTprbyTbl M CNUCKU KOHTPOASA A0CTyNa

OC ABpopa nNoAaAep*MBaeT pPaclUMPEHHbIM MexaHu3m (aTpubyTbl) 0O6bEeKToB, a
TaKe CNUCKM KOHTPOAS A0CTYNa B COOTBETCTBUM C TpeboBaHmAMK cTaHaapTa POSIX ans ©C
EXT4. [JaHHbIM MexaHM3M NO3BOMAET CUCTEME NpPeaocTaBaATb Hambonee TOHKO
CTPYKTYpPUpPYEMbIN AOCTYN CYObEKTOB K 0O BbEKTAM.

K nepeyHto paclumMpeHHbIX aTpMOyYTOB OTHOCATCA CaeaytoLine:

— A - (no atime updates) BpeMs MoaydYeHMsa AocTyna K danny He byaet
0OHOBAATLCA, YTO HAArONPUATHO NOBAMNAET Ha NPOM3BOAMTENBHOCTL PC B C1yYae CAULLKOM
YacTbix 0bpaLleHuit K dhanny;

—a - (append only) B ®aln MOMHO TO/IbKO AOMNWCbIBATb, HO HENb3A
yAanatb/nepemmeHoBbiBaTb (yA0O6HO Ans coobuweHut o cobbitmax). Ecam  atpubyt
YCTAHOBNEH Ha Nanke, TO HaxoaAllMecA B HeEM danabl HENb3S YAANATb, MOXHO TO/IbKO
C03/4aBaTb HOBbIE N MOANDULIMPOBATL CYLLECTBYHOLLME;

— ¢ - (compressed) A4p0O NPOM3BOANT NPO3PAYHOE CKaTUE MHPOPMaLMKM dainna
Ha AMCKe, @ NPX A0CTyNe BO3BPALLAOTCA HECYKATbIE AaHHbIE;
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— D - (synchronous directory updates) nNpu mMoaAMPUKALMKU MNaANKK
M3MEHEHWNA CUHXPOHHO 3aMMCbIBAOTCA Ha ANCK;

— d - (no dump) UFHOPMPOBATbL NPWU CO3AAHUM PE3EPBHOM KOMUKU NPOrPaMMON
dump;

— i - (immutable) OWT, 3anpewatowmin Ntodbble nameHeHna dana (yaanato,
NepenMMeHoBbIBaTb M MOAUPULMPOBATL). Ecnm aTpmbyT ycTaHOBAEH Ha nanky, TO
HaxoasaWwmMeca B Hel Gpanabl MOXHO MOANPULIMPOBATL, NMPU 3TOM YAaNATb MKW CO34aBaTb
HOBble Palbl HEBO3MOXKHO;

— 3 - (data journalling) ecan @PC CMOHTMPOBAHA C MNapameTpamm
data=ordered WAM data=writeback, AaHHble dainaa C 3TUM aTpMbByTOM COXpaHAOTCA
CHa4yana B »ypHan ®C, n nnwb 3atem B dpann. ATpnbyT yCTaHABAMBAETCA M CHUMAETCH
TONbKO CyMneprnonb3oBaTe/ieM U He AeNCTBYeT MNpPW MOHTUPOBAHUKM C MapameTpom
data=journal (T.K. B 3TOM C/y4ae AaHHble TaKKe COXPaHAIOTCSA CHa4vana B XKYpHaa u
aTpMbyT He MMEeEeT CMbICNa);

— s - (secure deletion) nonHoe yganeHue danna (Mecto Ha AUCKe, rae OH
HaxoAMACA, 3aNOHAETCA HYAAMM);
— S - (synchronous updates) npAmMaAa 3anncCb Ha AUCK 6es K3WKMpoBaHMA

(obHOBNEHME B daine NPoMcxoauT Ha AMCKE CUMHXPOHHO ¢ M1, M3MEeHAWMM AaHHbIN
daiin);

— u - (undeletable) NpuyaaneHun ¢arna c TaKMM aTpnBYTOM ero coaepKmmoe
COXPaHAETCA, YTO MO3BONAET YyCNEeWHO MUCNOAb30BaTb MHCTPYMEHTbI A1 BOCCTAHOB/IEHNA
yaaneHHbix Gainnos;

— T—nanka Cc TakKMM aTPUOYTOM CHUTAETCA PACNOIOKEHHbBIM Ha BEPLUMHE MEepapXmnm
Nanku C Lebio MCNONb30BaHWA MeToaa pacnpeaenenna 6aokos OpaoBa;

— t — B KOHeL panna c TakKMM aTpMbYTOM HEBO3MOXKHO NPUCOEANHUTL APYron Gamn
(tail-merging). Ha MOMeHT HanucaHus ext2 n ext3 He NOAAEPKMBANMN tail-merging
(He cunTas aKcnepUMeHTa IbHbIX NaTyen);

— E — VKasblBaeT Ha Hanmuyme owunmboK npm cxkatum ¢darna. HeBO3MOKHO
YCTaHOBUTb/CHATb C MOMOLLbIO chattr, MOXHO /IMWb NPOCMOTPETb KOMaHAOM 1sattr;

— e — YKa3bIBaeT, YTo Gpain MCcnonb3yeT AONONAHEHMA ANS pa3MmelleHns BAOKOB Ha
Ancke. HeBO3MOMKHO YCTaHOBUTL/CHATL C MOMOLLbIO chattr, MOMXHO NNLLb NPOCMOTPETb
KOMaHAOM lsattr;

— I —YKa3blBaEeT, YTO Nanka bblna NPonNHAEKCMPOBAHA NPU UCMOb30BAHUN htree.
HeBO3MOMHO YCTAaHOBUTL/CHATL C MOMOLLBIO chattr, MOMKHO /MWL MNPOCMOTPETb
KOMaHAoM 1sattr;

— H — yKa3blBaeT, 4To $paln XxpaHUT cBom 610KM B eanHmnuax ®C, a He B eAMHMLIAX
CEKTOPOB, 3TO O3Ha4yaeT, YTo daln umeeT pasmep bonee 2TB (MamM Korga-To 3aHUMAanN).
HeBO3MOMHO YCTAaHOBUTL/CHATL C MOMOLLBIO chattr, MOMKHO /MWL MNPOCMOTPETb
KOMaHAoM 1sattr;
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— X — YKa3bIlBaeT Ha Ha/IM4YMe BO3IMOXKHOCTM NOSYYMTb NPAMOMN HEMNOCPEACTBEHHbIN
[JOCTYyN K Cxatomy daiiny. HeBO3MOMKHO YCTaHOBUTL/CHATb C MOMOLLbIO chattr, MOXHO
JINLLb NPOCMOTPETb KOMaHAOM 1sattr;

— Z — YKasblBaeT, YTo cxkaTblh dann is dirty. Henbs3s ycTaHOBUTL/CHATL C
MOMOLLbI chattr, MOXHO JINLLb MPOCMOTPETb KOMAHAOM 1sattr.

MpocmoTp aTpmnbyToB ocyLlecTsaaeTca ¢ nomollbto MPBO 1saatr, a yCTaHOBKA UK
MoandPUKauma ocylwecTBafetca ¢ nomoulbto MPBO chattr. Mpu aTom aTpmubyTbl ANS
0OBbEKTA COXPAHATCA B MeTaAaHHbIX 06beKTa (i-node) ®C EXT4.

PacwmnpeHHble aTpnbyTbl ACL cogepkaT cneaytoulyto nHGopmaumo:

— MNpU3HaK (MeTKa) TMNa 3HaYeHMA CNMCKA KOHTPOA A0CTYNa;

— yTOYHAOLLee 3HaYeHMe (YTOYHAET NpeablayLmnin NPU3HaK);

— Habop npaB, KOTOpbIM onpeaenaeT AUCKPELMOHHble npaBa Aaa CyObekTa,
MCNOb3YyA CHavYaa NPU3HaK TUNA, a 3aTEM ero yTOYHALLee 3Ha4YeHue.

CyLecTByHOT caeaytouime Npu3HaKu:

— ACL_GROUP — onpefenaeT BO3MOXHOCTb AOCTyna Ana cybbekTa, y KOTOpOro
MaeHTMOUKATOP rPynnbl COBMAAAET CO 3HAYEHMEM, YKa3aHHbIM ANA FPynnbl B CMMCKe
KOHTPOAA AOCTyNa 06beKTa B Ka4YeCTBE YTOYHAIOLLErO 3HaYEeHMSA;

— ACL_GROUP_OBJ— onpefenaeT BO3MOXKHOCTb AOCTyNa ANA CybbekTa, y KOTOpOro
naeHTMdUKaTop rpynnbl (Man Ntobo N3 MAEHTUHUKATOPOB rpynnbl CybbEKTa) COBMNaAaeT co
3HaYeHMeM MAeHTUPUKATOPaA rpynnbl 0O BHEKTA;

— ACL_MASK — onpefenseT MakCMMasbHO BO3MOXHOE 3HaveHne BUToB nNpas Ana
rpynnbl MAW rpynn;

— ACL_OTHER-—oOMpeAendeT npasa 4oCTyna Ansa CyObeKToB, KOTOPble He MOTYT ObITb
COOTHEeCeHbl C NtobbiM 3HaYeHWEeM WAEHTUOUKATOPOB, YKa3aHHbIX B CMMCKE KOHTPOAA
[0CTyNa;

— ACL_USER— onpegensaeTt npasa Ana cybbekTa, aeHTMOUKATOP KOTOPOro yKasaH
KaK yTouYHAtoLLee 3Ha4YeHMe Badenbla 0O6beKTa;

— ACL_USER OBJ — onpefenset npasa AocTyna ana obbekTa, naeHTUdukaTop
KOTOPOro COBMaAaeT Co 3HAYeHMEM Bnaaeblia 0ObeKTa.

YTouHAOWee 3HayeHMe — 3HayeHue, Tpebyemoe MpPM3HAKOM ACL GROUP U
ACL USER. OHO MOXeT coAep)KaTb WMAeHTUPMKATOpP MNONb30BaTeNa WAW rpynnbl, ANA
KOTOpbIX OyAeT NPMHUMATbCA pPelleHne O NpeaocCTaBNeHWM AOCTyna B COOTBETCTBUM C
buTamm npas.

MpaBa Ao0CTyna AN1A CMMCKOB KOHTPOAA AO0CTyna ACL — CYLECTBYIOT Kak OuTbI
3HaYeHM NpaB, 03HaYyalWMX YTeHure (r), 3anucb/yaaneHune (w) MAM BbINOAHEHWE/NOUCK
(x).

OTHOLEHMA, BO3HMKAOLLME NPU NPUHATUN PELLEHNI B MOMEHT CPaBHEHMA Ba30BbIX
npaB (OBMTOBOM MacCKW) M pacliMpPEeHHbIX NpaB (CMMCKOB KOHTPOAS AO0CTyna), COCTOAT B
cnefyrouem:

— CMMCOK KOHTPOANA A0CTyna ACL cymTaeTca 06s3aTeNlbHbIM UAM MUHUMMANbHO
HeobxoAMMbIM ANA TUNOB ACL USER OBJ, ACL GROUP OBJ W ACL OTHER;
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— TUMbI ACL GROUP WM ACL USER CYMTAIOTCA PACLUMPEHHBIMM U OLLEHMBAIOTCA NP
HaANYnK;

— MO YMO/IYaHMIO (eCn He YKa3aHo MHOoe) TMN ACL USER OBJ, ACL GROUP OBJ U
ACL_OTHER MPMHMMALIOT 3Ha4YeHuA, coBnagatowime ¢ 6a3oBbiM 3HavyeHnem BUTOBOM MACKM
BAaAeNbLa M rpynnbl 0OBbEKTa;

— eC/IX YKa3aHbl YTOYHAKOLWME 3HAYEeHNA 1A TUMOB ACL GROUP M ACL USER, Kak
MUHUMYM OAHO 3HA4YeHMe TMNa ACL MASK A0/KHO ObITb YKa3aHO. MHaye TMn ACL MASK
TaKXe cymTaeTca HeobA3aTeNbHbIM, N ero 3Ha4YeHne MOXKET HbITb He YKa3aHo.

[MpoBepKa pacCWMpPEHHbIX NpPaB NpW onpeaeneHnn NonbiTKM A0CTyna cybbeKkTa K
0OBbEKTY, Ha KOTOPOM YCTaHOBAEHbl pacliMpeHHble aTpnbyTtbl ACL, npoucxoguT no
cnefyroluemy anropuTmy:

1) ECNIN: naoeHTudmKkaTop cybbeKkTa A0CTyna coBnagaeT € MAEHTUPUKATOPOM
BNadeNblla 0bbeKkTa 40CTYNa;

TOlQA: oueHMBaOTCA 3HAYEHMA 3aNPOLLEHHbIX NPaB, YCTAaHOB/EHHbIX B 06beMe AN
TMNa ACL_USER OBJ, 1 CyDbeKT NosyyaeT AOCTYyN K 06bekTy B 06beMe yKa3aHHbIX NPas;

NHAYE: nocTtyn 610KnpyeTcs;

2) ECNIN: naeHTMdMKaTop cybbekTa AOCTyna coBnaaaeT C At0ObIM yKa3aHHbIM
MOEHTUOUKATOPOM BnaZenblLa obbeKkTa AOCTYNa, YNTOMAHYTbIM A4 TUNA ACL USER;

TOlOA: oueHMBatOTCA 3HAYEHMA 3aMpPOLLUEHHbIX MPaB, YCTaHOBAEHHble B 0bbeme
CHayana Ana Tuna ACL USER, a 3aTem ANA TMNa ACL MASK, 1 cybbeKT noayyaeT AOCTyn K
00BbEKTY B 0ObeMe yKa3aHHbIX NPas;

UHAYE: nocTtyn brokumpyeTcs;

3) EC/ZIN: ocHoBHOM MAM A06aBOYHBIN MAEHTUDMKATOP rPynnbl cybbekTa AoCTyna
coBnagaeT Cc /0bbIM  YyKa3aHHbIM MAEHTMOMKATOPOM rpynnbl obObeKkTa [A0CTyna,
YNOMAHYTbHIM ANA TUMa CHavyana ACL GROUP_OBJ, a 3aTeM ACL_GROUP;

TOlJA: oueHmBatoTCA Npasa Ana npusHaka tmuna ACL_MASK,

N ECJZIN: npaBa AoCTyna coAeprKaT 3aNpoLLEeHHble 3Ha4YeHMA A1A Ntboro 13 TMNos
ACL GROUP OBJ, ACL GROUP, ACL MASK;

TOrJA: noctyn npenocTaBaseTcs;

NMHAYE: nocTtyn 6rokmpyeTca.

4.3.1.6. MexaHun3m pa3pelleHnit HabopoB BO3MOXKHOCTEN

OMUCAHUE: pnns BbINONHEHMA NPOBEPKM npaB AocTyna cybbekTbl A0CTyna
pa3fenslT Ha ABe KaTeropuu: npusunervposaHHbie (ID addeKTMBHOro nonb3oBaTens
PaBeH HY/O, KaK y Cynepnosib3oBaTtens), M HenpusuaernposaHHble (ID adpdekTnBHOrO
NO/NIb30BaATENA HE PABEH HY/IO).

CNUCOK PA3PELUEHUI: Bo3MOXHOCTH, peann3osaHHble B cocTase OC Apopa, a
TaKXe onepauum nam nosefeHne, paspelaembie 4aHHbIMN BOSMOXHOCTAMM:

— CAP_AUDIT CONTROL — MO3BOJIAET BK/OYaTb WAW BbIKAOYATb ayaMT ALpPa,
M3MeHATb QUAbTPYIOLWLME NpaBMaa ayamTa, Nosay4yaTb COCTOAHWE ayamTa U GUAbTpyoWme
npaBuna;
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— CAP_AUDIT WRITE — MO3BOJIAET 3aNMUCbIBATb AaHHbIE B XXYPHaN ayaAnTa AAP3;

— CAP BLOCK SUSPEND — MO3BO/AET MCMO/b30BaTb BO3MOXHOCTM, CMOCOOHble
npuBOANTL K OIOKMPOBAHMIO MPUOCTAHOBKU CUCTEMbI (epoll (7) EPOLLWAKEUP,
/proc/sys/wake_lockﬁ

— CAP_CHOWN — MO3BO/IAET BbIMONHATb NPOM3BObHbIE M3MEHEHMA Gan0BbIX UID U
GID;

— CAP DAC OVERRIDE — MO3BOMAET MPOMNyCKaTb NPOBEPKM AOCTyNna K danny Ha
YyTeHMe, 3aNnCb M BbINOJHEHME;

— CAP_DAC READ SEARCH — MNO3BOAAET MPOMNyCKaTb NPOBEPKM AOCTYNa K Ganay Ha
yTeHMe W [A0CTyna K Manke Ha 4YTeHWEe W BbINOAHEHWE, BbI3bIBATb  GYHKLNIO
open_by_handle_atO;

— CAP_FOWNER — NO3BOJIAET BbINONHATb CAeAyIOLLIME AENCTBUA:

® NponycKkaTb MNPOBEPKMU AO0CTyna ANs onepauuin, KoTopble 0bbl4HO TpebytoT
coBnaaeHuns UID ®C npouecca n UID danna (Hanpumep, chmod, utime), MCKAKOYAnA
onepaumuu, oxBaTblBaemble CAP DAC OVERRIDE M CAP DAC READ SEARCH;

® YCTaHaB/MBATb PACLUMPEHHbIE aTPNOYTbl MPON3BObHbLIX GaliioB;

® YCTaHaBAMBATb CMMCKM KOHTpOA aocTyna (ACL) npon3Bo/ibHbIX Gainnos;

® ITHOPMPOBATb 3aKPENAAWMIA OUT Npn yaaneHuu ¢anna;

e 33aaBaTb O_NOATIME ana npom3BonbHbIX $ainnoB B open U fcntl;

— CAP_FSETID — MO3BOJAET HE O4MWaTb OUTbl pexmma set-user-ID U set-
group-1ID NPU M3MeHeHUK dalina, a TaKkKe YCTaHaBAMBaATb OUT set-group-ID Ha ¢ann, y
KoToporo GID He cosnagaetr ¢ 6utom OC umam nobbiMm  gononHuTenbHbimm GID
BbI3bIBAOLLLErO NPOLLECCa;

— CAP_IPC LOCK — nossonsetr 6nokmposaTb namatb (mlock(2), mlockall(2),
mmap(2), shmctl(2));

— CAP_IPC OWNER — MO3BO/AET He BbINOMHATL MPOBEPKM AOCTYNA 414 ONepaLni ¢
obbekTamun System V IPC;

— CAP KILL — MO3BOJIAET HEe BbLINOAHATL MPOBEPKW MPU OTNPaBKe CUrHasOoB.
K AaHHOW BO3MOKHOCTM OTHOCUTCA MCMONb30BaHMeE ioctl (2) Cc onepauyen KDSIGACCEPT;

— CAP_LEASE — N03BOJIAET YCTaHaB/AMBATb apeHy Ha MPOU3BO/bHble darbl;

— CAP_LINUX_IMMUTABLE - NO3BOMIAET  YCTaHaB/IMBATb inode-dnaru
FS_APPEND_FLwu FS_IMMUTABLE_FL;

— CAP_MKNOD — NO3BO/AET CO3/aBaTb CreupnasnbHble Ganbl C NOMOLLbIO mknod (2) ;

— CAP NET ADMIN — N0O3BO/IAET BbINO/HATL CeAytoLme ceTeBble onepaumu:

® HACTPOWKa UHTepdelica;

e ynpasseHue |IP M3, TpaHcaaumMen aApecoB U BeAEHNEM YYeTa;
® M3MeHeHMe TabanLbl MapLIpPyTM3aLNK;

® NpmBA3Ka K Ntobomy agpecy ANA NPO3PaYHOro NPOKCMPOBAHMA;
® Ha3HaYeHMe TUNa CepBuCa;

® OYNCTKA CTAaTUCTUKKM ApalBepa;
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® BK/IIOYEHME PEXMMaA 3aXBaTa (promiscuous),

® BK/IIOYEHME MHOroaApecHbIX PAcCbi/IOK (multicasting) ;

® ICNO/Ib30BaHNE setsockopt (2) A1A BKAKOYEHWA CAeAyloWMX MapameTpos
COKeTa: SO DEBUG, SO MARK, SO PRIORITY (4NnA NpuopuTeTOB BHe AmanasoHa 0-6),
SO _RCVBUFFORCE M SO SNDBUFFORCE;

— CAP NET BIND SERVICE - nossondaet NPWBA3bIBATb coKeT K
NPUBUNEITMPOBAHHbBIM NOPTAM AOoMeHa ceTn NHTepHeT (Homepa nopToB MmeHblle 1024);

— CAP NET RAW— NO3BO/AET BbINONHATL CeAytowme AeNCTBUA:

® 1ICM0/1b30BaTb COKETbl RAW U PACKET;

® NpPMBA3bIBATHCA K Nt0BOMY aapecy Aas8 NPO3PaYHOro NPOKCUMPOBAHMA;

— CAP SETGID — MO3BOJIAET BbINOJHATL NPOM3BO/IbHbIE AencTBua ¢ GID npouecca
M CMMCKOM A0NOHUTEeNbHbIX GID, a Takke nogaensiBath GID npu nepesaye BO3MOXKHOCTEN
COKeTa 4Yepe3 JomeHHble cokeTbl UNIX; 3anucbiBaTb oTobparkeHwe |ID rpynnbl B
NO/1b30BaTE/1bCKOE NMPOCTPAHCTBO MMEH;

— CAP_SETFCAP — NO3BONAET Ha3Ha4aTb GainIoBble BOSMOXHOCTH, MPY STOM:

e ecit GannoBble BO3MOMHOCTM He MNOAAEPKMBAKOTCA: MNPeaoCTaBAATb M
OT3bIBaTb /1t0OY0 BO3MOMKHOCTb B CMMCKE pa3pelleHHbIX BO3IMOXHOCTEN Bbl3blBaOLLENO
nnu ntoboro gpyroro npouecca (gaHHoe corcteo CAP_SETPCAP HegocTynHo, ecam 84p0
cobpaHo ¢ noaaep»kkon GpanmnoBbix Bo3moKkHocTen, T.K. CAP_SETPCAP nmeeT NnoNHOCTbIO
NPYTyI0 CEMAHTUKY Y TaKMX A4ep);

e ecnin  dalinoBble BO3MOXHOCTM noadepxuBatoTcA: a06aBnsaTb  A0byto
BO3MOXHOCTb M3 OrpaHuymBatollero Habopa Bbi3biBalOWEN HUTU B €e Hac/aedyeMbili
Habop; OT3bIBaTb BO3MOXHOCTU M3 OrpaHuMymMBatowero Habopa (c nmomouwbio prectl(2) c
onepaune PR_CAPBSET _DROP); nameHaTtb pnaru securebits;

— CAP SETUID — NO3BOJIAET BbINOJHATL MPOM3BO/IbHbIE AencTeua ¢ UID npouecca
(setuid(2), setreuid(2), setresuid(2), setfsuid(2)); nogaenviBatb UID npu
nepesade BO3MOMKHOCTEM COKeTa 4epe3 AomeHHble cokeTbl UNIX; 3anucbiBaTb
oTobpakeHune ID nonb3oBaTens B N0/1b30BaTENbCKOE MPOCTPAHCTBO MMEH;

— CAP SYS ADMIN NO3BOJIAET BbIMNONHATL CNeytoLine AeNCTBUA:

e pelaTb 3a4a4M ynpasBaeHua cuctemoim: quotactl(2), mount(2), umount(2),
swapon(2), swapoff(2), sethostname(2) n setdomainname(2);

® BbINOHATb NPUBMUAErMPOBaHHbIE onepaumnm syslog(2) (ana AaHHbIX onepaumit
Heobxoammo ncnonbzoBatb CAP_SYSLOG);

® BbINO/IHATbL KOMaHay VM86 REQUEST IRQ vm86(2);

® BbiNoNHATb onepauum IPC_SET n IPC_RMID Hag npon3BObHbIMK 0ObEeKTaMM
System V IPC;

® repesanuncbiBaTb orpaHnyenma pecypca RLIMIT_NPROC;

® BbINO/IHATb ONepaLnn Haj pacliMpeHHbIMK aTpubyTamu trusted m security;

e ycnonb3oBaTh lookup dcookie(2);
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® ,ICNO/b30BaTh ioprio_set(2) AnA Ha3HaAYeHWMsA KNACCOB NAAaHMPOBAHMA BBOAA-
BbiBoAa IOPRIO_CLASS RT n IOPRIO_CLASS IDLE;
e noaaenviBatb PID npu nepenaye BO3IMOXMKHOCTEM COKeTa 4yepe3 AOMEHHbIe
cokeTbl UNIX;
® NpesBbiWaTb /proc/sys/fs/file-max, CUCTEMHOE OFpPaHUYEeHUe Ha
KONMYECTBO OTKPbITbIX PaI0B B CUCTEMHbIX BbI30BaX, OTKPbIBAtOWMX Gaiabl (Hanpumep,
accept (2), execve(2), open(2), pipe(2) ),‘
® 33/ecTBOBaTb arn CLONE *, CO3JalOLLMe HOBble MPOCTPAHCTBA MMEH C
NOMOLLBIO clone (2) Munshare (2) (418 CO34aHMA NONb30BATENBCKMX MPOCTPAHCTB MMEH
He TpebyeTcs HUKAKMX MHBbIX BO3MOMXKHOCTEN);
® BbI3bIBaTb perf event open(2),
® M0/y4aTb AOCTYN K MHGOPMALMM O NPUBUNETMPOBAHHOM CObbITUN perf;
® Bbi3blBaTb setns (2), TpebyeTcA CAP SYS ADMIN B MNPOCTPAHCTBE MMEH
Ha3HaYeHUA;
® BbI3bIBATb fanotify init (2);
® BbI3bIBATb bpf (2);
® BbIMOJIHATL Onepauun KEYCTL CHOWN M KEYCTL SETPERM B keyctl (2);
® BbIMOJIHATL Onepaumio MADV HWPOISON B madvise (2);
® 3371eMCTBOBATb TIOCSTI B ioctl (2) ANA BCTaBKM CMMBOIOB BO BXOAHYHO
oyepelb TEPMUHANG, OT/IMYHOTO OT YNPaBAAOLWEro TEPMMHANA, BbI3bIBAOLLETO;
® 33/1eMCTBOBATb YCTAPEBLUINIM CUCTEMHbIM BbI30B nfsservctl (2);
® 33/1eMCTBOBATH YCTAPEBLINIA CUCTEMHBIN BbI30B bdflush (2);
® BbIMONHATb Pa3/IMYHble MNPUBUMAETMPOBAHHbIE oOMNepauun ioctl (2) HaA4
6/104HbIMKU MY;
® BbIMO/HATb PAa3/INYHbIe NPUBUIETMPOBAHHbIE onepaumm ioctl (2) Hag PC;
® BbIMO/HATb aAMUHUCTPATMBHbIE ONEepaLnM Haj ApanBepammn MY;
— CAP_SYS BOOT — MO3BOJIAET UCMONb30BaTb reboot (2) U kexec load(2);
— CAP_SYS CHROOT — MO3BOJIAET MCMO/Ib30BaTb chroot (2);
— CAP_SYS MODULE — MO3BOJIAET 3arpy*KaTb M BbIrPy»aTb MOAYN A4P3;
— CAP SYS NICE MO3BOJIAET BbINOJHATL CAefytolime eUCTBUA:
® MNOBbIWATbL 3HAaYEHME YCTYNYMUBOCTU NMPOLLECCa (nice(2), setpriority(2))
N U3MEHATb 3HAYEHME YCTYNYMBOCTU Y MPON3BO/IbHbIX MPOLLECCOB;
® Ha3HayaTb NOJIMTUKM NIAHMPOBAHMA PEaIbHOTO BPEMEHM A1 BbI3bIBAOLWLErO
npouecca, a TaKXe MOAUTUKM NAaHUMPOBAHMA W NpUopUTeTbl ANA MPOU3BObHbBIX
npoueccos (sched setscheduler (2), sched setparam(2), shed setattr(2));
® BbIMO/IHATbL MPMBA3KY K 3/IEKTPOHHOM noanucu (3M) ans npou3BOJIbHbIX
npoueccos (sched_setaffinity (2));
® Ha3HayaTb KAACC MNJIAaHMPOBAHMA BBOAA-BbIBOAA W NpuoputeT A
MNPOM3BO/IbHbIX NPOLECCOB (ioprio set (2));
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® MPUMEHATbL Mmigrate_pages(2) K NpPOM3BOMIbHLIM MpoLeccam  ana  ux
nepemelLeHns Ha NPON3BO/IbHbIE Y3/1bl;
® NPUMEHATb Move_pages(2) K Npon3BOIbHbIM NpOLLECccam;
e ycnonb3osaTb dpnar MPOL_MF_MOVE_ALL B mbind(2) n move_pages (2);
— CAP_SYS PACCT — NO3BOIAET UCMONb30BaTb acct(2),
— CAP_SYS PTRACE — N03BO/IAET BbINONHATb CAeAytoLLIMe AeCTBUA:
e TpaccnpoBaTb N6 Npouecc ¢ nomoulbto ptrace(2);
® NpMMeHATb get_robust_list(2) K Npon3BOAbHBIM NpoLEeccam;
e NepemellaTb AaHHble B/M3 NamATUM MPOM3BOSLHONO MPOLEcca C MOMOLLbHO
process_vm_readv(2) un process_vm_writev(2);
® 13y4yaTb NpoLecchl ¢ nomoulbio kemp(2);
— CAP_SYS RAWIO — no3BonsAeT BbINONAHATL CAeaytouime AencTBusA:
® BbIMO/IHATb ONepauymn BBoAa-BbiBoAa 13 nopTtos (iopl(2) nioperm(2));
e paspelaTb A40CTyn K /proc/kcore;
® 334eMcTBOBATL onepauuto FIBMAP B ioctl(2);
® OTKpbIBaTb MY A5 A0oCTyna K cneumanbHbiM peructpam x86 (MSR);
e 06HOBNATL /proc/sys/vm/mmap_min_addr;
® C03/71aBaTb OTOOPAXKEHUA NaMATK MO afpecam, MeHblLe 3HaYeH A, 3aaHHOTO
B /proc/sys/vm/mmap_min_addr;
e oTobpaxkaTb painbl B /proc/bus/pci;
e OTKpbIBaTL /dev/mem u /dev/kmem;
® BbIMNO/IHATb Pa3IMYHble KoMaHabl MY SCSI;
® BbIMOJ/IHATb onpeaesieHHble onepaunn ¢ MY hpsa(4) v cciss(4);
® BbIMO/HATb HEKOTOPbIE CNeLManbHble onepauum ¢ ApyrMMmmn yCTpomCcTBaMu;
— CAP_SYS RESOURCE — M03BO/AET BbIMONHATL CAefylolime AelCTBUA:
® ICNONb30BaTh 3ape3epBnpoBaHHOe NpocTpaHcTBo PC ext2;
® COBEpPLLIATb BbI30BbI iOCtl(2), ynpaBasatoume KypHaampoBaHuem ext3s;
® MpeBbIlaTbh OrpaHMYeHne ANCKOBOro NPOCTPAHCTBA;
® yBE/IMYMBATbL OrPaHMYEHMA NO pecypcam;
® repesanuncoiBaTb orpaHndeHmne pecypca RLIMIT _NPROC;
® MPEeBbILLATb MAaKCMMaNbHOE KOIMYECTBO KOHCO/1EN NPU BblAENEHWNM KOHCONW;
® MPEBbILLATb MAaKCMMaNbHOE KOIMYECTBO PACKNAA0K;
® ICNO/b30BaTb bonee, yem 64 Ll NpepbiBaHMA N3 YaCOB PeasibHOro BPEMEHM;
® Ha3HayaTb 3HayeHMe msg_gbytes ouvepean coobueHun System V 6onblie
orpaHuyenuns /proc/sys/kernel/msgmnb;
e MpeBbllaTh orpaHundeHue /proc/sys/fs/pipe-size-max npu HasHavyeHUU
BMECTMMOCTM KaHa/la C moMolblo KomaHabl F_SETPIPE_SZy fentl(2);
e ycnonb3osaTb F_SETPIPE_SZ ana yBennyeHma BMECTMMOCTM KaHana bonblue,
Yyem orpaHuyeHune, 3agasaemoe B /proc/sys/fs/pipe-max-size;
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e NpeBbilWaTh orpaHuyeHne /proc/sys/fs/maqueue/queues_max npu co3gaHum
oyepeaen coobuleHnin POSIX; 3ageicTesoBaTtb onepaumto PR_SET_MM B prctl(2);

e ycTaHaBnuMBaTb /proc/PID/oom_score_adj B 3HayeHMe MeHbllee, Yem
nocneaHee yCTaHOBNAEHHOEe 3HaYyeHue npoueccom ¢ nomoulbio CAP_SYS RESOURCE;

— CAP_SYS TIME —NO3BO/AET HACTPamnBaTb CUCTEMHbIE Yachl (settimeofday (2),
stime (2), adjtimex(2)) W 4acbl peanbHOro BpemeHu (annapaTtHblie);

— CAP_SYS TTY CONFIG — TMO3BO/IA€T  MCNO/Ab30BaTb  vhangup (2) 7
3a/1eMCTBOBATb Pa3/IMYHble NPUBUAEIMPOBAHHbIE Onepaummn ioctl (2) C BUPTYaSbHbIMM
TEPMUHANAMU;

— CAP_SYSLOG — N0O3BO/IAET BbINONHATb CAefytoLine AeACTBUA:

® BbINONHATb NPUBUAErMPOBaHHbIE onepauum syslog(2);
e NpocmaTpmMBaTh agpeca A4pa, oTobpaskaemble B /proc n Apyrux nHtepdencax,
Korga 3HaveHue /proc/sys/kernel/kptr_restrict pasHo 1;

— CAP_WAKE_ALARM — yctaHaBamBatb Tanmepbl CLOCK REALTIME_ALARM wu
CLOCK_BOOTTIME_ALARM npu npobyKaeHNMN CUCTEMBI.

HABOPbl BO3MOMHOCTEM CYBbEKTA: Kawagasa HUTb wumeeT  Habopbl
BO3MOHOCTEN, coaepKallime HoMb n/mnv bonee cneayolimx BOSMOKHOCTEN:

1) Pa3spelleHHble aencTBuA (Permitted). Permitted — OrpaHuU4mMBatoWLmMin Habop
3QPEKTUBHBLIX BO3MOMKHOCTEN, KOTOPbIMM HagenaeTca HUTb. [aHHbiM Habop Takke
OrpaHMYMBaAET CMMUCOK BO3MOXKHOCTEM, KOTOPble MOTyT BbITb A06aBNEHbI B HAC/EAYyEMbIN
Habop ANA HUTW, HE MMelOLWEen BO3MOXKHOCTEN CAP SETPCAP B CBOeM 3PPeKTMBHOM
Habope. Ecan HUTb cOpacbiBaeT BOSMOXKHOCTb B CBOEM pa3pellnTebHOM Habope, OHa He
CMOMET NOy4MTb ee 0OpaTHO (€CM TONbKO He BbINOHAETCA execve (2) ANA NPOrPaMMbl
C set-user-ID-root WAM NPOrPamma, y KOTOPOM COOTBETCTBYHOLLME BO3MOMKHOCTU
danna NpesocTaBAsOT 3TY BO3SMOMKHOCTb);

2) Hacneanyemble aenctema (Inheritable). Inheritable — Habop HacneayembIX
BO3MOXHOCTEN, KOTOPble OCTAOTCA TAKOBbIMM MPK BbINOAHEHMW NtOOOM NPOrpammbl M
COXPAHATCA MpPU Bbl30BE execve (2). Hacneayemble BO3MOMKHOCTM A0DaBnATCA B
pa3pelmnTenbHbii Habop, ecnn BbINOAHAOLWANACA NPOrpaMma MMeeT COOTBETCTBYOLINE
YCTaHOBNEHHble 6UTbI B daiioBOM Hacieayemom Habope. Ecim BbINONHEHWE NPOUCXoanT
He OT MMEHW Cynepnosib3oBaTesNA, HacneayeMble BO3SMOMXKHOCTU He COXpaHATCA nocae
execve (2), noatomy MI, KoTopbiMm HeobXxoAMMO BbIMNONHATL BCMOMOraTe/bHble
Nporpammbl C MOBbILLIEHHbIMM BO3MOMXHOCTAMM, TpebyeTcA MCMNONb30BaTb HAPYMKHbIE
BO3MOYHOCTM (ambient capabilities);

3) 9bdbeKkTnBHbIE AencTBUSA (Effective). Effective — JaHHbIA Habop
BO3MOXXHOCTEN MCNONb3YeTCA AAPOM NPM BbIMOJHEHNUM NMPOBEPOK NPAB HUTMK.

C nomoulpblo capset (2) HUTb MOXET M3MEHATb CBOM HabOopPbl BO3IMOXKHOCTEMN.

®ann (MPBEO) /proc/sys/kernel/cap last cap COAEPXKWT HYMUCAOBOE 3HAYEHME
camol 60oNblWOM BO3MOXKHOCTM, NOAJEPKMBAEMON paboTatoWwMm AAPOM. ITO MOMXKHO
MCNOb30BaTb A5 onpeaeneHna Hanbonbluero 6uTa, KOTOPbIM MOXKET ObITb YCTAHOBNEH B
Habope BO3MOXHOCTEMN.
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®AMNOBLIE HABOPbl BO3MOMHOCTEM: B8 OCABpopa cBA3b Habopos
BO3MOXHOCTEN C MCMoNHAeMbIM GalAOM MNOAAEPXKMBAETCA C MOMOLLbD setcap (8).
Habopbl BO3MOXKHOCTEN daina XpaHATCA B PaCLUMPEHHOM aTpmnbyTe, ANA 3aNnCK B KOTOPbIN
TpebyeTtca Bo3moxkHoCTb CAP_SETFCAP. Habopbl ¢alnoBbix BO3MOMKHOCTEM BMeECTeE C
HabopaMmn BO3MOMKHOCTEM HUTU onpenenAtT Habopbl BO3MOMHOCTEM HUTKM Nocae
BbINO/IHEHMA execve (2) .

CyuiecTBytoT cneaytouine dannosble HAOOPbI BO3MOXKHOCTEN:

— permitted (paHee Ha3blBaBWMACA forced) — BO3MOMHOCTM aBTOMATMYECKM
pa3peLlatoTca HATU HE3aBMCMMO OT ee yHac/1eJ0BaHHbIX BO3SMOXHOCTEN;

— inheritable (paHee Ha3blBaBLIMNCA allowed) — Habop obbeanHaeTca (AND) ¢
yHacneaoBaHHbIM  HAabOpPOM  HUTKW, YTOObI ONPeaennTb, Kakme yHacneaoBaHHble
BO3MOHOCTM OyyT BKAOYEHbI B €e pa3peLlnTebHbI Habop noce execve (2);

— effective — B AeNCTBUTENBHOCTM NPeACTaBAAET cOOOM He Habop, a OAMHOYHbIN
6UT. ECAn BUT BKNKOYEH, TO MPU BbI30BE execve (2) BCE HOBbIE pa3pelleHHble BO3MOXKHOCTH
HUTW ByayT Takke pobasneHbl B 3ddEKTUBHbIM Habop. Ecan OUT BbIKAOYEH, TO Nocne
execve (2) HM 0AHa M3 HOBbIX Pa3peLLeHHbIX BO3MOXHOCTeN He byaeT 4obaBneHa B HOBbIN
3pPeKTMBHbIN HabOP.

BkntoueHne apdpeKkTMBHOrO Gpannosoro bmuta nogpasymeBaeT, 4To Ntobaa dpannosas
paspelwnTenbHaa WAW  Hacnedyemas BO3MOMHOCTb, MO3BOMANOWEAA HUTUM  MNOAYYUTb
COOTBETCTBYHOLLYK Pa3peLlnTeibHy0 BO3MOXKHOCTb NPU execve (2), TAKKe NOAYYMT ee B
addeKkTMBHOM Habope.

[MoaToMy ecanM npu  HasHaYeHWUM BO3MOXKHOCTEM  dalny  (setcap (8),
cap_set file(3), cap set f£d(3)) yKa3aTb 3dDEeKTUBHbIA Gar Kak BKAKOYEHHbIV ANA
Nto60M BO3MOXKHOCTK, 3PPEKTUBHBIN diar AONKEH TaKKe OblTb YKa3aH BKAOYEHHbIM A5
BCEX  OCTa/lbHbIX  BO3MOXHOCTEM, AN  KOTOPbIX  BK/AKOYEH  COOTBETCTBYHOLLMIM
paspelumnTenbHbIn MO0 Hacaeayemblin daaru.

Mpeobpa3oBaHMe BO3IMOXKHOCTEN NpU execve().

Mpn execve (2) @PBO BbIMMCAAIOT HOBblE BO3MOXHOCTM CcybbeKkTa A0CTyna
(npouecca) no cneayoulemy aaropuTmy:

P' (ambient) = (npuBuiaermupoBaHuem o¢aryi) ? 0 : P(ambient)

P' (permitted) = (P(inheritable) & F(inheritable)) |

(F(permitted) & cap bset) | P' (ambient)

P' (effective) = F(effective) ? P' (permitted) : P' (ambient)

P' (inheritable) = P(inheritable) [T. e., He usMeHgeTCH],
rae:

— P —3Ha4yeHMe Habopa BO3MOXKHOCTEN HUTU A0 execve (2);

— P' —3HayeHMe Habopa BO3MOXKHOCTENM Noc/e execve (2);

— F— pannosbit Habop BO3MOXKHOCTEN;

— cap_bset — 3HayeHue orpaHunymBatoLLLero Habopa BO3MOXHOCTEN;

— NPUBUAEIMPOBAHHbLIN darn — dainn, UMeLWMIM BO3MOKHOCTK, AMBO NS Hero
yUGHOBﬂeH6MTset—user—ID NN set—-group-1D.
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BO3MOXHOCTU W BbIMONMHEHWUE MPOrPAMMDbI CYMNEPMOJ/Ib3OBATE/IEM: ana
NpeaocTaBneHMA MNOAHOro Habopa BO3MOXKHOCTEM Cyneprnonb30BaTeNO B execve (2)
HeobXx0AMMO BbINOAHEHWNE CAEAYIOLINX NPABUL

— eC/I1 BbINOJIHAETCA MPOrpaMma C YCTaHOBAEHHbIM OUTOM set-user-ID-root
mnn ID  peanbHOro noNb30BaTeNA MNpoLecca pPaBeH HyA  (cynepnonb3oBaTesb),
NpeaocTaBAAOTCA NOAHble dainoBble M Hacneayemble Habopbl BO3MOXKHOCTEM (T.e.
pa3pelleHbl BCE BO3MOXKHOCTN);

— eC/I1 BbINONHAETCA NPOorpaMma C YCTaHOBNEHHbIM BUTOM set-user-ID-root,
3 deKTUBHbIN dannoBbI OUT paBeH eanHULEe (YCTaHOBNEH).

Pe3ynbTaT  yKa3aHHbIX  MNpaBua, 0ObEAMHEHHbIX C  Npeobpa3oBaHUAMM
BO3MOXHOCTEM, CNeAyOWMN: Koraa NPouecc BbINOMHAET execve (2) ANA NPOrPaMmbl C
OUTOM set-user-ID-root WMAM Koraa npouecc ¢ apdpekTnBHbiM UID HONb BbINOAHAET
execve (2), OH MNOJy4YaeT BCE BO3MOXHOCTU M3 pa3pelnTesbHOro n 3GPeKTUBHOro
HabopoB, 3a WCKAOYEHMEM TeX, KOTopble OTMEHEeHbl OorpaHuyMBaloWMM Habopom
BO3MOXHOCTEN. DTO NpeaoCTaBAAET CEMAHTUKY, COBMNAAAOLLYIO C OBbIYHbIMKU CUCTEMAMM
UNIX.

OrPAHMYMUBAIOLLIMA  HABOP BO3MOMHOCTEW: orpaHuumsatowmii - Habop
BO3MOXHOCTEM — MexaHM3M 6e30MaCcHOCTM, KOTOPbIM MOXHO WCNONb30BaTb A4
OrpaHMYeHMA BO3MOXHOCTEM, AOCTYMHbIX NPU execve (2), CAeaytowmm obpasom:

— NpU execve (2) OrpaHMYMBatOLLINIM HabOp BO3MOXKHOCTEN cknaapiBaetca (AND) ¢
dannoBbIM paspelnTenbHbiIM HabopoM BO3MOXKHOCTEM, M pe3y/ibTaT 3TOW onepauum
Ha3Ha4yaeTca paspelnTenbHOMY Habopy BO3MOMKHOCTEM HUTU. Takum 0b6pasom,
OrpaHNYMBaOLWLNIA HabOpP BO3MOXHOCTEM OrpaHWMYMBAET pa3pelleHHble BO3MOMXKHOCTH,
KOTOpPble MOXET NPeAoCTaBUTb UCMONHAEMbIN dain;

— OrpaHmymBaOWMn Habop BO3MOXKHOCTEN NpPeacTaBAseT Ccobon nepeyeHb,
KOTOPbIM HUTb MOXKeT A00aBUTb B CBOM HacaeayemMblil HAbop C MOMOLLBIO capset (2). ITO
03HayYaeT, YTo, eC/IM BO3MOXKHOCTb OTCYTCTBYET B OrpaHn4YmMBatoLLemM Habope, HUTb He MOXKET
N06aBUTb 3TY BO3MOXHOCTb B CBOW Hacneayembln Habop, Aaxe ecam OHa NPUCYTCTBYET B
paspelmnTenbHOM Habope, cneaoBaTeNlbHO, HE MOMKET COXPaHUTb AaHHYHO BO3MOXHOCTb B
pa3pelnTeibHbln Habop Npu BbI30BE execve (2) ANA dalia, MMEOLWEro BO3MOXHOCTb B
cBOEeM Hacneagyemom Habope.

OrpaHunymBatoWmMin Habop CKpbIBaeT Ppai0Bble Pa3peLllnTeNbHbIE BOSMOXHOCTH, HO
He Hacnelyemble BO3MOMHOCTWM. ECAM HUTb MMeeT B CBOeM HacneayeMom Habope
BO3MOHOCTb, KOTOpas OTCYTCTBYET B OrpaHMYMBatoLLEM Habope, HUTb MO-MpexHemMy
obnagaeT 3TOM BO3MOMHOCTbIO B CBOEM pa3pelnTensHom Habope npu BbIMOJHEHWUM
dalina, MmetoLLero BO3MOXKHOCTb B CBOEM HacaeayeMom Habope.

TONbKO NpOLEect OAMH MOXKET 3a4aBaTb BO3IMOXKHOCTU B OrpaHn4mMBatoLLem Habope
BO3MOKHOCTEM, MOMMMO 3TOro Cynepno/ib3oBaTte b (ToOYHee, NPOrpaMmbl C BO3MOMKHOCTbIO
CAP SYS MODULE) MOTYT MLWb YAaNATb BO3MOXKHOCTM M3 Habopa.

OrpaHuumnBatoWMin Habop HacneayetrcA npu fork(2) OT HUTU POAUTENA U
COXpaHAeTCA NpU execve (2) .
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HnTb MOXeT yaanATb BO3MOMKHOCTM M3 CBOEro OrpaHuymBatollero Habopa ¢
MOMOLLbIO BbI30Ba prctl (2) conepaumen PR_CAPBSET DROP MPW HANYMM BO3MOXKHOCTU
CAP SETPCAP.

Mocne yaaneHna BO3MOMKHOCTM M3 OrpaHMYmMBatollero Habopa BOCCTAHOBUTL ee
HEeBO3MOXHO. HUTb MOXKeT onpeaenTb Ha/In4me BO3MOXKHOCTM B CBOEM OFPaHNYNBAOLLEM
Habope C NOMOLLbIO BbI30Ba prctl (2) € onepauyein PR CAPBSET READ.

YnaneHne BO3MOXHOCTEN M3 OrpaHU4YMBatoLLEro Habopa AOCTYNHO, TONbKO eCau
A0p0 cobpaHo ¢ noaaep*KKoM GannoBbIX BOIMOMXKHOCTEN.

[ns coxpaHeHMA MNPUMBbLIYHOM CEMAHTMKM NpPU Nepexoae OT HyAA K HEHyNeBbIM
nonb3oBatensCkmm ID OBO  ocywecTBaAT  cheaytolime  M3MeHeHuA  Habopos
BO3MOHOCTEN HUTU NPU UBMEHEHWUWN Y HUTK peanbHOro, 3dGeKTMBHOro, coxpaHeHHoro ID
M nonb3oBaTenbckoro ID OC (c nomoulpto setuid (2), setresuid(2) MW NOAOOHbLIX):

— eC/Nn paHee peanbHbi, 3IPPEKTUBHbBIN UAM COXPAHEHHbIN NMOb30BATENbLCKMIA |D
He Obln paBeH HyN M B pe3dynbTate MameHeHua UID Bce 3t ID nony4ymnm HeHynesoe
3HaYeHWe, TO BCE BO3MOMKHOCTW YyAANAKTCA M3 paspelnTensHoro n 3¢GGeKTUBHOro
HaboposB;

— ecNn 3PPEKTUBHbBIN NONb30BATENLCKMI ID M3MEHAETCA C HYN1EBOrO Ha HEHY/1IEBOE
3HayeHMe, TO BCE BO3MOMKHOCTM yAANATCA U3 aPpPeKTMBHOro Habopa;

— ecnn 3ddEeKTMBHbIM NONb30BaTENbCKMIA |ID M3MEHAETCA C HEHY/1IEBOTO 3HAYeHMUA
Ha O, TO pa3pelLnTenbHbI Habop KonupyeTca B 3dhdEeKTMBHbIN Habop;

— ecnn nonb3osaTenbcknit ID PC n3meHAeTCA C HYIEBOTO Ha HEHY/1EBOE 3HAYEHME,
TOo K13 3bdeKkTMBHOro Habopa yAanAwTca Ccaedylowme BO3IMOXMKHOCTU: CAP_ CHOWN,
CAP DAC OVERRIDE, CAP DAC READ SEARCH, CAP FOWNER, CAP FSETID,
CAP LINUX IMMUTABLE, CAP MAC OVERRIDE M CAP MKNOD. Ecin nonb3osatenbckuii ID
®C n3meHaeTCA ¢ HeHyNeBOro 3HavyeHmaA Ha 0, To 1toban M3 BO3MOXKHOCTEN, BKAOYEHHbIX B
paspeLlnTenbHbI Habop, BKAtoYaeTca B apPpeKTMBHOM Habope.

Ecnm HUTL, Yy KOTOpPOM oaAnH nnn bonee nonbaosatensckux |ID paBeH O, cTpeMmUTCs
NpeaoTBPaTUTb  YAaNeHWe  paspellnTenbHbiX  BO3MOXHOCTEM npu  cbpoce Bcex
No/Nb30BaTeNbCKMX ID B HEHYNEBble 3HAYEHWA, OHA MOXKET MCMNONb30BaTb BbI30B prctl (2)
C onepauvei PR SET KEEPCAPS wau ¢narom 6e30MacHOCTM SECBIT KEEP CAPS,
ONMCaHHbIM Aanee.

HnTb MOXeT nonyyaTb M M3MEHATb CBOM Habopbl BO3MOMXKHOCTEM C MOMOLLbLO
CMCTEMHbIX BbI30BOB capget (2) W capset (2). OAHAKO ANA 3TOM Lenn npeanovTnTensHee
MCMNONb30BaTb cap get proc(3) Wcap set proc(3) U3 MaKeTa libcap.

Mpn n3meHeHMn HabopOB HUTU NPUMEHAIOTCA CAeaytoLLMe NpaBuna:

— €CNM  BbI3bIBAIOWMIM HE MMeeT BO3MOXHOCTM CAP SETPCAP, TO HOBbIM
Hacneayembin Habop Ao/KeH OblTb nogHabopom KOMOWHALMM  CYLLECTBYHOLWEro
Hac/neayemMoro 1 paspewnTenbHoro Habopos;

— HOBbIM Hacneayembln  Habop pAonxkeH 6ObiTb nogHabopom  KoOMOUHALMK
CYLLECTBYHOLLETO HAac/eayeEMOro M OrpaHMymMBatoLLLEro Habopos;
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— HOBbIM pa3pelmnTenbHblii Habop AomKkeH 6biTb NogHAabopoM CylLLEeCTBYHOWENO
pa3spewnTenbHoro  Habopa  (T.e. HEBO3MOXHO  nNpuobpecTn  paspelmnTesnbHble
BO3MOHOCTM, KOTOPbIX HATb HE UMEET);

— HOBbIM  3bdeKTMBHbIN  Habop  Ao/mKeH  ObiTb  nNogHabopom  HOBOrO
paspelmnTenbHoro Habopa.

®NATN SECUREBITS: OPTAHU3AUMA NCKNKIOYUTENBHO OKPYXKEHWUA

B OC ABpopa peanm3oBaH Habop ¢naroB securebits (414 KaXA0M HUTK), KOTOPbIN
MOXHO MCMNO1b30BaTb ANA OTKAOYEHWUA CheumanbHbIX AeUCTBUIM Bo3MoxKHocTen ans UID
HoAb (cynepnonb3oBaTesib). K 3aTum dnaram oTHOCATCA:

— SECBIT KEEP CAPS — MO3BONAET HUTK, y KOTOpOoW oanH n bonee UID paseH
HY/1t0, COXPaHWUTb CBOM BO3MOXKHOCTWN NpK M3MmeHeHn K Bcex ee UID Ha HeHy1eBble 3HaYeH W .
Ecnn dnar He ycTaHOBANEH, M3meHeHWe UID npuBeaeT K yTpaTe HUTbIO BCEX BO3MOMXKHOCTEMN.
NaHHbin  dnar Bceraa cbpacbiBaeTca Npu execve (2) (M npenoctaBaser Te ke
BO3MOHOCTM, YTO M CTApbIi BbI3OB prct1(2) c onepaunen PR_SET KEEPCAPS);

— SECBIT NO SETUID FIXUP — He MO3BOAAeT AApY W3MEeHUTb Habopbl
BO3MOXKHOCTEM Npu nameHeHnm appektnsHoro UID n UID ®C ¢ HyneBOro Ha HeHyneBoe
3HaYeHue;

— SECBIT NOROOT — B C/y4Yae YCTaHOBKM AaHHOro ¢nara A4PO He npeaocTasnaeTt
BO3MOMHOCTM MPU WCMOAHEHUM MPOrpaMmbl, UMetolen BUT set-user-ID-root, WAK
Korga npouecc ¢ 3pdGeKTUBHbIM AN peanbHbiM UID, paBHbIM HY/tO, BbI3bIBAET execve (2);

— SECBIT NO CAP AMBIENT RAISE — 3anpel,aer MOBbIWEHWE HAPYXKHbIX
BO3MOXHOCTEN NOCPeACTBOM prctl (2) C onepaunen PR CAP AMBIENT RAISE.

KaXabli1 13 nepeyncieHHbix Bbile Ha30BbiX GaroB MMeeT oAMH M3 Caedyrowmx
HUKe O0MNONHUTENbHbIX GaroB H6J0KMPOBKM, YCTaHOBKA /1060Oro M3 KOTOPbIX ABAAETCA
HeobpaTMMOW 1 3anpellaeT Aa/ibHeNLne U3MEHEHNA COOTBETCTBYOLWero 6asosoro paara.

®narn 6N1OKNPOBKN:

— SECBIT_KEEP_CAPS_LOCKED;

— SECBIT_NO_SETUID_FIXUP_LOCKED;

— SECBIT_NOROOT_LOCKED;

— SECBIT_NO_CAP_AMBIENT_RAISE.

®narn securebits MOXHO M3MEHATb M NOJIy4aTb C MOMOLLbIO BbI30Ba prctl (2) C
onepaumAmMn PR_SET SECUREBITS W PR GET SECUREBITS. [1n4 u3meHeHua ¢naros
TpebyeTcA BO3MOXHOCTb CAP_ SETPCAP.

®narn securebits HacaeaytOTCA AOYEPHMMM npoueccamu. lNpn execve (2) BCe
dnarn  coxpaHAKTCA, 33 WCKAIOYEeHMeM SECBIT KEEP CAPS, KOTOPbIM  BCersa
cbpacbiBaeTca.

MIT MOXeT MCNoNb30BaTb CAeAytolMA BbI3OB ANA CODCTBEHHOM OAOKMPOBKU M
NOMELLEHMA BCEX CBOMX MOTOMKOB B OKPY)KEHWE, rAe MMEeeTCA TONbKO MepBbli cnocob
nobaBneHMs npaB — 3anyck MNpOrpamMmbl  CO  CBA3AHHbIMM C  Her bannoBbIMM
BO3MOXHOCTAMM:

‘prctl (PR_SET SECUREBITS,
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SECBIT KEEP CAPS LOCKED |
SECBIT NO SETUID FIXUP |

SECBIT NO_SETUID FIXUP LOCKED |
SECBIT NOROOT |

SECBIT NOROOT LOCKED) ;

4.3.1.7. ®penmBopk Linux Security Modules

[JONONHUTENbHO ONA KAaCTOMM3AUMKM M yTOYHEeHMA npumeHAaemblx [P moxeT
MCNONb30BaTbhCA PpenmBopk Linux Security Modules, KOTOpbIN ABNAETCA YacTbto Aapa U
MO3BONAET PEMMCTPMUPOBATL MPOLLEAYPbl, KOTOpble BYAyT BbIMOAHATLCA B C/1y4ae YCNewHoro
3aBepleHna CTaHAaApPTHOM npoueaypbl MNPOBEPKU AMCKPELMOHHOro A0CTyna nepej
npeaocTaBneHnem GakTMYeCKOro AoCTyna K 0ObeKTy.

Mocpeactsom Linux Security Modules B aape OC ABpopa MNOAKAOYEH MOAYb
6e30MacHOCTN diehard, KOTOPbIA He NMO3BOAET HEMPUBMIETMPOBAHHOMY MO/1b30BATEIO
npepBaTb BbIMOJHEHME MPOLLECCa, 3aMyLEHHOro OT ero e MMmeHW. [101b30BaTeNbCKUN
NPOLECC, He MMeKLWMI BblAENEHHON rpynnbl 777, HE MOXET NocnaTb CUIHAA NPOLLeCCy,
MMeroLemMy Takyto rpynmny, Aaxe ecau Mnpouecchbl BbIMOAHAKOTCA € oamMHakosbim EUID.
NckntouyeHnem ABNAKOTCA NPOLECChbl, MMEeWMe capability CAP KILL — Ha HUX He
PACNpPOCTPAHAIOTCA OrPAHUYEHNA, HaKNaablBaeMble MOoAy/1IeM diehard.

3aroNoBoYHbIN  dann  include/linux/security.h  COAEPXWMT  OMNMCaHME
CTPYKTYpbl security ops, NpeAcTaBaAiolwen cobon CNMCOK 3apaHee onpeaeneHHbIX U
NOKYMeHTMpPOBaHHbIX callback-pyHKUMIM, KOTOpble AOCTYMHbI MoAyAto Be30nacHOCTM ANA
BbIMO/IHEHMA MPOBEPOK. 10 yMONYaHMIO AaHHble QYHKUMM B OCHOBHOM BO3BpaliatoT O,
paspelwan nobble aenctensa. OAHAKO HEKOTOpble WCMOAb3YHT Moaynb 6e3omnacHoCTH
POSIX. B paHHOM CTpykType cneunodumnyecknin ana OC ABpopa Moaynb diehard
3aperncTpmpoBaH cneayroumm obpasom:

#ifdef CONFIG SECURITY DIEHARD

extern int diehard task kill(struct task struct *p, struct siginfo
*info,
int sig, u32 secid);

#else /* !CONFIG SECURITY DIEHARD */

static inline int diehard task kill (struct task struct *p,
struct siginfo *info, int sig, u32 secid)

{

return 0;

}

#endif /* !CONFIG_SECURITY DIEHARD */

McxoaHbin TekeT moayna diehard (dain security/diehard/diehard-Ism.c):

#define DIE HARD GROUP 777
static const int zero = 0, one = 1;
static int enabled = 0;
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int
diehard task kill (struct task struct *p, struct siginfo *info, int
sig,

u32 secid)
{
const struct cred *cred
const struct cred *tcred

current cred();
task cred(p);

if (!enabled)
return O;

if (ns_capable(tcred->user ns, CAP KILL))
return 0; /* Privileged process are not affected by us */

if (!gid eg(cred->gid, DIE HARD GROUP) &&
!gid eg(cred->egid, DIE HARD GROUP) &&
!gid eg(cred->sgid, DIE HARD GROUP) &&
groups_search (tcred->group info, DIE HARD GROUP) &&
!'groups search(cred->group info, DIE HARD GROUP))
return -EACCES;

return 0;

}

#ifndef CONFIG SECURITY DIEHARD STACKED

static struct security operations diehard ops = {
.name = "diehard",
.task kill = diehard task kill,

i

#endif /* CONFIG_SECURITY DIEHARD STACKED */

#ifdef CONFIG SYSCTL

struct ctl path diehard sysctl path[] = {
{ .procname = "kernel", 1},

{ .procname = "diehard", 1},

{ }

i

static struct ctl table diehard sysctl table[] = {
{

.procname = "enabled",

.data = &enabled,

.maxlen = sizeof (int),

.mode = 0044,

.proc_handler = proc_dointvec minmax,
.extral = (void *) &zero,

.extra? = (void *)&one,

by
{1}
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}i
#endif /* CONFIG_SYSCTL */

static  init int
diehard init (void)
{
#ifndef CONFIG SECURITY DIEHARD STACKED
if (!security module enable (&diehard ops))
return 0;
#endif /* CONFIG_ SECURITY DIEHARD STACKED */

printk (KERN INFO "DieHard: starting.\n");

#ifndef CONFIG SECURITY DIEHARD STACKED

if (register security(&diehard ops))

panic ("DieHard: kernel registration failed.\n");
#endif /* CONFIG SECURITY DIEHARD STACKED */

#ifdef CONFIG SYSCTL

if (!register sysctl paths(diehard sysctl path, diehard sysctl table))
panic ("DieHard: sysctl registration failed.\n");

#endif /* CONFIG_SYSCTL */

return 0;

}

security initcall (diehard init);

MpmMepom  MCMOMb30BAHMA  OMWCAHHOTO  MEeXaHM3Ma  MOXKET  CAYXUTb
HEeobXoAMMOCTb 0bHecneynTb HEBO3MOMKHOCTb HEMPUBUIETMPOBAHHOIO MO/b30BaTENA
NpepBaTb BbINO/IHEHME aHTUBUPYCHOTO CPeACTBa.

4.3.2. PoneBas moaenb ynpaBaeHuUs NoaMTnuKkamm 6e3onacHoCTu

BHUMAHMUE! N3meHeHMA HAcTpoek B MyHKTe MeHt «[MonnTukmM 6e3onacHoCTU»
NPUMEHAOTCA KO BCEM YHETHbIM 3aNMCAM POJIEN, CO34aHHbIM Ha MY.

[Ons onpeaeneHnMAa  BO3MOMHOCTEM  Y4Y4e€THOM  3anMcu  Noab3oBaTens  no
MCNONb30BaAHMIO PECYPCOB M PYHKLUMOHANbHbBIX BO3MOXKHOCTeNn OC ABpopa NpumeHaeTca
ponesad mogenb, Ha 06LWECMCTEMHOM YPOBHE MO3BOAAKOWAA aAMUHUCTPATOPY 3a4aTb
OrpaHnYeHmaA Ha Mcnob3oBaHMe PyHKLUMOHaNa OC nocpeACTBOM NOAUTUMK Be30NacHOCTM.

NMPUMEYAHUE. HacTtponKka ynpaBieHMA AOCTYNOM, a TaKKe M3MeHeHWe AaHHOM
HACTPOMKM AOCTYMHbI TONBKO agMUHUCTPaTOPy Anbo yepes MDM-cuctemy.

[ns nepexosa K HacTpPoOMKam MOAMTMK ©e30macHOCTM HeobXOAMMO BbIMOAHUTL
cneayolme AencTBmA:

— OTKPbITb MEHI0 CUCTEMHbIX HACTPOEK KacaHMem 3HauKa @ Ha DJKpaHe
npUNoXeHun (cm. PucyHok 1);
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— KOCHYTbCA MYyHKTa MeHt0 «[loanTnukn 6He30nacHOCTM» G2 B noapasaene
«besonacHocTb» B pe3ynbTaTe 0TOOPaA3nUTCA OAHOMMEHHAA CTPaHWLA ynpaBAeHUA
noAnTUKamm 6esonacHocTn (PncyHoK 136).

Ha ctpaHuue «lMoanTnkmn 6e3onacHOCTM» A0CTYMHbI CAeaytoLlmne AenCcTBUA:

— ObICTPLIA NOUCK NOMUTUMKM HE30MNAaCHOCTM C MOMOLLIbIO BBOAA NMepBbIXx OYKB ee
Ha3BaHMA B none «oncky;

— BK/IHOYEHME M BbIKJKOYEHWE  BHEWHero WHTepdenca MY  KacaHuem
nepekatoYaTena cnpasa OT BbIOPaHHOM NOAUTUKM.

NMPUMEYAHUE. Mpn aKTMBauUMKM MepektovaTeNb HAYHET CBETUTLCA ApYe, YEeM B
COCTOSSHUM MO YMONYAHUIO (HEAKTUBHOM);

— ONIOKMPOBKA M Pa3bIOKMPOBKA BO3MOXKHOCTM MCMONb30BAHMA MNPOrpPaMm U
M3MEHEHMA HACTPOEK BHELWHMX MHTepdencoB MY KacaHMem COOTBETCTBYIOLLErO 3Ha4Ka
cnesa OT BbIOpaHHOM NOANTUKM NMOO KacaHMeEM NOAA, B KOTOPOM Pacno/ioXKeHa BbibpaHHan
NONUTHKKA.

NMPUMEYAHUA:

~
v’ 3HauoKk [0 yKasbiBaeT Ha TO, YTO NMOAUTUKA Pa3bNOKMPOBaHa (A0CTyMHa), 3HAYOK

(&)

) yKasblBaeT Ha TO, YTO NOAUTUKA 3aD0KMPOBAHA (HeA0CTYNHa);

v Mpu 6nokuposke MIM: «Bpaysep», «Kamepa», «CoobuweHna», «TenedoH»
cooTBeTcTBeHHble MI1 nponaaatoT ¢ KpaHa NPUAOKEHNN.

B cnyyae ecnn Kakas-nmbo M3 NONUTUK 3abNOKMpOBaHA aAMMHUCTPATOPOM, NpPK
NOMNbITKE AO0CTyNa K COOTBETCTBYHOLWEN OYHKUMM  MAWM  KOMMNOHEHTY, oTobpa3uTca
yBegomneHune (PucyHok 137).
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YnpaeneHue nonutukamm 6esonacHocTy:
BKJIIOYEHNE/OTKNIoYEeHNE CNyX6 u

BO3MOXHOCTEM ONepaLOHHOM CUCTEMBI OTKNMIOYEeHO npu nNoMoLun
Aurora Device Manager
Q Mownck
Bluetooth \/‘;
& Bluetooth
I% ABunapexumm %
E] Bpayaep

E] lonocosbie BbI3OBbI
Iﬁ [o6aBneHune akkayHTOB
&] Kamepa

E] MukpodoH

[% MoHTupoBaHue USB-HakonuTtenemn

a)

PucyHok 136 PucyHok 137
HavmeHoBaHMe M onuncaHMe ynpaBaaemMblx NOAMTUK Be30nacHOCTM NpuBeaeHO B
Tabauvue (Tabnnua 14).

BHUMAHMUE! CocToAHMe MOANTUKM MO YMONYAHMIO OTAMYAETCA B 3aBUCMMOCTWN OT
Bepcun OC Aspopa.
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MOBMWJIbHASA
_J NNAT®OPMA

BpeEMEHMN

natbl

Tabnnua 14
Ne | HasBaHue NOAUTUKM OnucaHue NOAUTUKMK ATpunbyT 6e3onacHoCcTH foauTKa n? ynpaBHEHM,H
YMOJI4aHUIO NOJINTUKOM
1 |Bluetooth Mcnonb3oBaHMe MHTepdelica BluetoothToggleEnabled 3abnoknpoBaHa |GUI
Bluetooth®
2 |ABMaperunm Mcnonb3oBaHMe aBMapeXmma FlightModeToggleEnabled Pa3bnokmpoBaHa |GUI
3 |bpaysep PaboTta nonb3oBatena c bpayzepom |BrowserEnabled Pa3bnokmnpoBaHa |GUI
4 |Tonocosble BbI30BbI PaboTa c ronocoBbIMM BbI30BAMM VoiceCallEnabled PasbnokmpoBaHa |GUI
5 |[dob6aBneHune akkayHTOB | [JobaBneHME AaHHbIX YYETHbIX AccountCreationEnabled PaszbnoknpoaHa |GUI
3anucen
6 |Kamepa Ncnonb3oBaHMe Kamepbl CameraEnabled PaszbnoknpoaHa |GUI
7 |MuKpodoH Mcnonb3oBaHMe MUKPOPOHaA MicrophoneEnabled PazbnokmnpoaHa |GUI
8 |MoHTnpoBaHume USB- MoHTupoBaHne USB-Hakonutenen USBMountEnabled Pa3bnokmnposaHa |GUI
HaKonuTenemn
9 |MOHTUpPOBaAHME KapT MOHTMpPOBaHME KapT NamAaTn SDMountEnabled Pa3bnokmnposaHa |GUI
namaTu
10 |Hactpotku SIM-KapT YnpasneHue SIM-kapTamu SimSlotsSettingsEnabled Pa3bnokmnposaHa |GUI
11 |Hactpokn WLAN Ncnonb3osaHue cetn WLAN WlanToggleEnabled Pa3bnokmnposaHa |GUI
12 |HacTpolkun reonokauum | Micnonb3oBaHue cnyxb reonokaumm | LocationSettingsEnabled PaszbnoknposaHa |GUI
13 |HacTpoikun rnobanbHbIxX | HacTpolkn rnobanbHbIX cCepBMCOB GlobalServiceSettingsEnabled |PaszbnokmposaHa |GUI
CepBuMcoB
14 |HacTpoWKa aaTbl u MN3meHeHne HaCcTPOEK BPEMEHMN U DateTimeSettingsEnabled PazbnokmposaHa |GUI

7 CocTosiHMeE MOMUTUKM MO YMONYaHMIO 418 cepTudmMLmpoBaHHoi Bepcum OC Aspopa.
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_J

MOBWJIbHASA
NJAT®OPMA

Monutnka no

YnpasneHusa

Ne | HasBaHuWe NONUTUKMU OnucaHue NONUTUKK ATpunbyT 6e3onacHocTU ; o
YMOJI4aHUIO NOJINTUKOM

15 |HacTpolkmn mobuabHON |HacTpolKkn MobumabHOM ceTu MobileNetworkSettingsEnabled | Paz6nokunposaHa |GUI
cetu

16 |HacTpolkn npoKkcu HacTpolika npokcuK-cepsepa NetworkProxySettingsEnabled |3abnokuposaHa |GUI

17 |Obwmin poctyn K Mcnonb3loBaHme MY B KavecTse InternetSharingEnabled PaszbnoknpoaHa |GUI
NHTepHeTy HecnpoBOAHOM TOYKK AOCTYNA

18 |Mepepnaya dpannos Ha |[Mepenaya dannos no npotokony MTP|UsbMtpEnabled 3abnokmpoBaHa |GUI
MK (MTP)

19 |PepaktuposaHue VPN- |HacTpolika/peaaktupoBaHme VPN- VpnConfigurationSettingsEnabl | PazbnoknposaHa |GUI
coeuHeHun CoegMHEeHUN ed

20 |Cbpoc K 3aBOACKUM BbinonHeHume cbpoca MY K 3aBoackim| DeviceResetEnabled PaszbnoknposaHa |GUI
HaCTpPOMKam HaCTPOMKaMm

21 |CHMMKM 3KpaHa Co3gaHne CHMMKOB 3KpaHa ScreenshotEnabled PaszbnoknposaHa |GUI

22 |CoobuieHus OtnpaBka SMS SMSEnabled Pa3bnokmnposaHa |GUI

23 |YnpaBneHne NFC Ncnonb3osaHune NFC NfcToggleEnabled Pa3bnokmnposaHa |GUI

24 |YnpasneHue YnpasneHune VPN-coegnMHEHNAMM VpnConnectionSettingsEnabled | PazbnokumposaHa |GUI
coctoaHnem VPN-
coeAMHEeHUI

25 |YcTaHoBKa npuaoxeHmin|YctaHoska MIT ApplicationinstallationEnabled |3abnokuposaHa |GUI
13 GannoBoro
MeHeaKepa

26 |3kcnopT BO3MOKHOCTb 3KCNopTa UserReportExportEnabled 3abnoknpoBaHa |GUI
N0/1b30BATENIbCKMX N0/1b30BaATENbCKUX OTHETOB
0OTYeTOoB
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Monntnka no | YnpasneHus
Ne | HasBaHuWe NONUTUKMU OnucaHue NONUTUKK ATpunbyT 6e3onacHocTU ; o
YMOJI4aHUIO NOJINTUKOM
27 HacTpolika MoBUAbHbIX TOYEK MobileDataAccessPointSettings | PazbnokunposaHa |policy.conf
[0CTyNa Enabled
28 Bo3mokHoCTb 06HOoBNEeHNA OC OsUpdatesEnabled PaszbnoknposaHa |policy.conf
ABpopa
29 BO3MOKHOCTb YCTAHOBKM SideLoadingSettingsEnabled PaszbnoknposaHa |policy.conf
HenoAnncaHHbIX (HeaoBepPeHHbIX)
nporpamm
30 AKTMBaALMA pexmMmMa pa3paboTymKka DeveloperModeSettingsEnable |Pa3bnokmnpoaHa |policy.conf
d
31 PaboTa Cco CTaTUCTUKON MHTEPHET- NetworkDataCounterSettingsEn|Pa3bnokmnpoBaHa |policy.conf
JaHHbIX abled
32 PaboTa Cco CTaTUCTUKON 3BOHKOB CallStatisticsSettingsEnabled PasbnoknpoBaHa |policy.conf
33 MN3meHeHMe Tuna TEXHONOTMMK CellularTechnologySettingsEnab| PazbnoknposaHa |policy.conf
MOOUNBLHOM NepeaaYm AaHHbIX led
34 BO3MOKHOCTb MCMONb30BaAHMSA UsbDeveloperModeEnabled PaszbnoknposaHa |policy.conf

pexunma paspaboTtymka no USB
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4.4, OrpaHnyYeHue NporpaMMHoOMN cpeapl

B OCABpoOpa oOrpaHuMyeHMA  NPOrpaMMHON  cpedbl  MOMyT  33a[aBaTbCA
aLMUHNCTPATOPOM C NMOMOLLbHD U3MEHEHUA IMMUTOB, ONUCAHME KOTOPbLIX NPUBEAEHO B
npunoxeHuun (MpunoxeHune 2MpunoxeHue ).

B OC Aspopa npu yctaHoBKe 10 BbINOMHAKOTCA Cheytolie NPOBEPKU:

— cofepaHna RPM-naketa Ha npeameT MCNONHAEMbIX CLLeHapueB B pasgene
postinstall;

— YCTaHOBKM nNporpamm 6e3 npuMeHeHns BUTOB suid-bit M sgid-bit.

4.4.1. MexaHu3sm nognucmn RPM-nakeTtos
4.4.1.1. Noanucb 1 nposepka noanmncn RPM-nakeTa

B OC ABpopa ncnonb3yetca mexaHnsm noanmcn RPM-nakeToB 1 UX COAEPKMMOTO,
Npu 3TOM:

— 017 NAKEeTOB OTK/OYEHbI M He ucnonblytotca GPG-noanucu;

— noanucb pa3paboTumka noanuncbiBaeT RPM-naKkeT uenmkom;

— NOAMNUCb UCTOYHMKA NoanucbiBaeT 061acTb NOANUCK pa3paboTymKa.

Kaxkabin RPM-nakeT MmeeT Ha3BaHWe, COCTOALLLEE M3 CAeAYIOLLMX YacTen:

— Ha3BaHMe NPOrpamMmsl;

— BepcuA Nporpammsl;

— apXUTeKTypa, noa koTopyto cobpaH RPM-nakeT (armv7hl, i386, ppc 1 T. 4.).

CobpaHHbIn RPM-nakeT 0b6bl4HO MMeeT cneaytowmii opmaT Ha3BaHUA:

<HasBaHUe>-<pepcuda>-<penms>.<apXuTeKTypa>.rpm

Hanpumep:

nano-0.98-2.1386.rpm

RPM-nakeT MOXeT coaepKaTb TO/IbKO MCXOAHble KOAbl, MPX 3TOM MHbOopMaLMa 06
APXUTEKTYpe OTCYTCTBYET M 3aMEHAETCA Ha src.
Hanpumep:

libgnomeuimm2.0-2.0.0-3.src.rpm

BUbAMOTEKM pPacnNpOCTPaHAOTCA B ABYX OTAE/bHbIX MAKeTax: NMepBbld COAEPHKNUT
cobpaHHbIN KoA, BTOpPOM (06bIMHO K HeMy N06aBAAOT -devel) COAEPHKMT 3aroN0BOYHbIE
dannbl, a Takke pannbl, Tpebyemble ana pa3paboTKu.

Heobxoanmo, 4Tobbl BepcuM ABYX MAKeTOB COBMaZanuM, B MPOTMBHOM C/yyae
6MbanoTekn moryt pabotaTb HEKOPPeKTHO. [laKeTbl C paclMpeHMemM noarch.rpm He
3aBMCAT OT KOHKPETHOM apxuTeKTypbl MY 1 00blMHO coaepKaT rpaduKky, apXMTEKTYPHO
HEe3aBMUCMMblE CKPUNMTbI, @ TAK¥Ke TEKCTbI, MCMNOJIb3yeMble APYTMMMU NPOrPaMMaMU.

RPM-nakeT obecneymBaer:

— NEerkocTb yaaneHus n obHosneHuns MO;
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— nonynapHocTb — 4acTo O cobupaeTca MmeHHO B RPM, HeobxoanmocTb cOopKM
NPOrpPaMMbl U3 UCXOAHbIX KOAOB OTCYTCTBYET;

— HEeWHTEePaKTMBHYKD YCTAHOBKY — MNpPOLECC YyCcTaHOBKM/0OHOBNEHMA/yAaneHus
JIErKO aBTOMATU3MPYETCA;

— MPOBEPKY LLEeNIOCTHOCTM MAKETOB C MOMOLLI KOHTPO/IbHbIX CYMM M MOANUCEN;

— DeltaRPM — aHajnor Habopa WM3MeHeHMW, N03BOAAKWMIA  ODOHOBUTH
ycTaHoBneHHoe 10 ¢ MMHMMaNbHOM 3aTpaTon TpaduKa;

— BO3MOXXHOCTb aKKyMyALMM ONbITa COOPLUMKOB B spec-daline;

— OTHOCUTENbHYIO KOMMAKTHOCTb Spec-GaiaoB 3a CHET MCMO/b30BAHMA MAaKPOCOB.

Cneunduka pabotbl RPM-nmaketoB B coctaBe OCABpopa cCBA3aHa C
nepepaboTaHHbIM mexaHu3mom KL (noapasaen 4.9).

NPUMEYAHUE. B coctaBe OC ABpopa A0MNYyCKaeTCA YCTaHOBKA TO/IbKO NOAMNMCAHHbIX
RPM-nakeToB.

Noanncb RPM-nakeTa npoBepAeTcA B MOMEHT ero ycTaHoBKM. [oanmncn RPM-nakeTa
dopmunpytoTcs ¢ nomoulbto anropntma NOCT P 34.10-2012.

MoAnucb XpPaHWUTCA B CTaHAApTHOM Ana 6ubnmnotekm OpenSSL popmate CMS u
COAEPKMUT cneaytolime aaHHbIe:

— Xel COAepKMMOro naketa Mam noanucK npeablaywero ypoBHA ¢ NpMMeHeHnem
OYHKLMM XeLWMPOBaAHMA U ANIMHON Xel-Koaa 256 6ut no FOCT P 34.11-2012;

— [AaTy NOANMCAHMA NaKeTa;

— MOAMWCb  YKa3aHHbIX  Bbille  MNOAE C  MNPUMEHEHMEM  aaropuTma
FOCT P 34.10-2012 v ¢yHKUMM xewmpoBaHma FTOCT P 34.11-2012, aavHa Bbixoaa 256 6uT;

— cepTUdPMKaT cybbeKTa NoAnncK nakeTa.

NMPUMEYAHUE. na nposepkn noanncm B npouecce yctTaHoBKM RPM-nakeTa meet
3HaYeHKe CTPYKTypa M CoCTas cepTudmKaTa kKatova nposepkn M. CepTudurKaT A0NKEH ObITb
BblAaH KAMEHTY (cybbeKTy) npeanpusatTmem-pa3paboTynKkom.

Mpougecc nonyyYeHns cybbeKToM cepTudmKaTa COCTOUT M3 CAeayHoLLMX 3TaMOB:

— reHepauma KJ4YeBOM Napbl, 3aLLMLLEHHON NaPONEM.

NMPUMEYAHUE. MoapobHoe onuncaHue npueeaeHo Ha Beb-camTe:
https://developer.auroraos.ru/doc/sdk/app_development/packaging;

— CO3[4aHMe 3anpoca Ha cepTMdUKAT C yKasaHnmem B 00A3aTeNbHOM MNopAaKe
HaMMEHOBAHMA KIMEHTA N NAPTHEP];

— OTNpaBKa 3anpoca Ha nojayvyeHue cepTudurKaTa NpeanpuaTUIO-pa3paboTUMKy U
nonyyYeHne cepTMdMKaTa C NPUCBOEHHOM METKOM rpynmnbl 6€30MacHOCTY;

— noanucaHme RPM-nakeTa, nosiy4eHHOro ceptuduKaTa U 3alMLLIEHHOrO KAto4Ya
NoANNCH.

MeTKa rpynnbl 6€30MaCHOCTU SABASAETCA CTPOKOM M MOXKET ObiTb MPOWM3BObHOMN,
oAHaKo npeanpuatTMe-paspabotynk OC ABpopa Npu Bblgaye cepTudMKaTa MCNoONb3yeT
onpeaeneHHbIt Habop meTok. O6paboTKa NOANMCAHHOrO NakeTa 3aBMCUT OT NMPUCBOEHHOWN
cepTuduKaTy MeTKM rpynnbl 6e3onacHocTy.
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[ns ycTtaHoBKM cTOpoHHero MO Ha MY, dyHKUMOHMPYIOWEro no4 ynpaBaeHnem
OC Aspopa, RPM-nakeT [0/KeH MMeTb noAnucb pa3paboTymka, KOTOopas SBASETCS
06A3aTeNbHON M NO3BONAET NAEHTUPULMPOBATL aBTOPA NAKeTa, a TaKKe MCNOoAb3yeTca A1A
NoANMCK NaKeTa M MCNOAHAEMbIX GalIOB BHYTPU HErO.

MPUMEYAHMUE. bBe3 noanuncu pa3paboTymka HEBO3MOXKHO yCTaHOBUTL MIT Ha MY.

Ons noanucnm MM TpebyroTca KAoYeBas NOAMMCAHHAA napa M cepTudmKat
(Tabnuua 15).

Tabnnua 15
Nma danna Nma dainna 3anpoca| Wma daiina
Ha3HayeHue ANroputM | 3aKpbITOro KAlo4Ya | Ha cepTMdUMKaT no | ceptuduKaTta no
no YMONIYaHUIO YMONYaHUIO YMONYaHUIO
Moanuch FOCT P 34.10- |packages- packages-csr.pem|packages-
RPM-nakeTos |2012 (256 6uT) |“¥ P cert.pem

MPUMEYAHUE. TeHepaumto KAOYEBbLIX MNap M 3aMpocbl Ha CcepTUdUKaTb
HeobxoAMMO 3amnyckaTb BHYTPU build-engine, nogpobHOe onMcaHMe O KOTOPOM
npuBeaeHO Ha Beb-cauTe: https://developer.auroraos.ru/doc/
software_development/guides/package_signing#tkeyAndCertGegFromIDE.

MprMep KOMaHApb! A8 reHepaLUmmn KA4YeBbiX Nap 1 3anpocoB Ha cepTUdMKaTbI:

customer—-gen-csrs \ —--common-name "developer company name" \ --
binaries-key binaries-key.pem \ --packages-key packages-key.pem

B npouecce BbINOAHEHWA KOMaHAbl ByayT 3anpolleHbl Napoan Ana WNhpoBaHMUS
dalNoB C 3aKpbITbIMM KAto4amu M B paboyeit nanke ckpunta 6yayT cosgaHbl danbl
3aMpocCoB binaries-csr.pem W packages—-csr.pem.

®annbl 3anpocos (He bannbl Kntoyen) HEeobxoAnMMOo nepenatb
npeanpuATUIO-pa3paboTymKy M NOAYYNTb B3aMeH NoAnncaHHble Ganibl cepTUUKaTOB.

MPUMEYAHUE. TMpu npoBeaeHUU OUMHANBHONO TECTMPOBAHMA CO3AaHHbIX MI]
notpebyeTca cepTUPMKAT CTOPOHHEN opraHmM3aumm Ha nognucb RPM-nakeTa.

CepTndMKaT CTOPOHHEN OpraHM3aumm HeobxoaMMo AONONHUTENBHO 3aMNPOCUTL Y
npeanpuaTna-paspaboTymka. Co3naBaTb AOMNOAHUTENbHbIE KAKOYM M 3aMNpPOCbl  Ha
cepTuduKaT He TpebyeTcsa. B ganbHenwem MMeHeM No yMoA4aHuto ana ¢arna ceptudurkata
CTOPOHHEN opraHm3aumm byaeT cYMTaTbCA packages—-client-cert.pem.

Bemay OTCYTCTBMA MEXaHM3MOB [ANA M3MEHEHWA NPUMBA3KM B JajbHENLEN
3KcnayaTaumm HeobXxoAMMO BbIMOAHMUTbL OAHO M3 CAeayOLWNX AENCTBUNA:

— NOBTOPHO ycTaHoBUTL OC ABpopa Ha MY;

— OCyLecTBUTb cOpoc HacTpoek MY.

MPUMEYAHUE. [ns nposepkn nognucu RPM-naketa u noanuck darnnos IMA
MCNONb3yeTCA eauHbI cepTUdMKaT, T.e. ANA MNOAMMUCU MNaKeTa M ero COAEP!KMMOro
MCNONb3YyeTcA 0AHa NOAMNMUChH.
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MexaHun3m besonacHocTn IMA obecneymBaeT OTCYTCTBME BO3SMOMXKHOCTM 3aMNyCKa Ha
MY ans HenoAnNMCaHHbIX UCNOAHAEMbIX dainoB RPM-nakeTa, a TakkKe ANa MCNOAHAEMbIX
dannos RPM-nakeTa, noanncaHHOro HeBEPHOM MNOANUCbID NMBO NOAMNMCbIO, KOTopas
BEPHA, HO OT/INYAETCA OT TEKYLLLEro KOPHEBOro cepTUdPMKaTa.

BHUMAHMUE! MoaaepxmBatotca anroputmsl ana IMA TOCT 34.10 2012.

NMPUMEYAHUE. Mpun oT3biBE CKOMNPOMETMPOBAHHbBIX KAKOYEM MPOMCXOAUT OT3bIB
KAto4a, a He cepTuduKaTa.

B uenax pasaeneHua 30Hbl M NoaaeprKaHuAa rNyouHbl MHTErpaumm CTOPOHHMX
RPM-nakeToB MmetoTca AOMOAHUTENbHbIE NOArPYNNbl AnAa noanucen: Regular, Extended,
MDM, Antivirus, KoTopble pa3nnyatoTcAa Habopom npaBuMA W paspelleHnit no
PAcnoNoXeHnto u B3ammogdenctemio ¢annos B OC, a TaKKe MCNONAb30BaHMEM
B3aMMOCBA3aHHbIX KOMMOHEHTOB.

MPUMEYAHUE. [1na KOPPEeKTHOM YCTaHOBKM 1 paboTbl Ha MY, GYHKLMOHUPYIOLLEM
noa ynpasneHnem OC ABpopa, RPM-nakeT [AonxeH COOTBETCTBOBATb TpebOoBaHUAM,
YKa3aHHbIM Ha Beb-canTe: https://developer.auroraos.ru/doc/
software_development/guidelines/rpm_requirements. OgHaKo 41a ynpoLleHus npoLlecca
y pa3paboTymKka ecTb BO3MOXKHOCTb OTK/OYeHMA Banuaaumm RPM-nakeToB, npu 3TOM
OCHOBHble KPpUTUYECKUe A8 CUCTEMbI MPOBEPKM OCTAHYTCA aKTUBHBLIMMU.

[na rpynnbl bezonacHocTn TpebyeTcs cheaytollee:

— o0bA3aTenbHaa noaAnMcb pa3paboTynKka, MeTKa — developer;

— OMUWOHANbHAA MOAMMUCb WCTOYHWKA, MeTKa — client. Wcnonb3yetca ANA
peann3aumm AOBEPeHHbIX UCTOYHMKOB (nn. 4.4.1.3).

MoAanucK HakNaablBatOTCA CaeayoLmMm obpasom:

1) Pa3paboTumk noanucbiBaeT RPM-nakeT, KOTOPbIN OH NPOU3BEN,

2) RPM-nakeT onumnoHaAbHO NOANMUCLIBAETCA NOAMMUCHIO MCTOYHMKA (MapkeTom MI
NN KTUEHTOM).

Mpn aTOM pa3paboTymMKk NoAnmncbiBaeT HenocpeacTBeHHO RPM-naKkeT, a KaxKabli
nocneayowmin cydbbeKT NoANnCbIBaeT NpeablAyLLyto NOANUCH (T.e. UCTOYHUK NoANUCbIBAET
noanucek paspaboTymKka), TakKMM 0H6pPa3oM OpraHM3oBaHa Mepapxma NoAnucen, B KOTOPOK
Ha KaXXZOM M3 3TarnoB NPOBEPKN MOXKHO BbIABUTb PACXOXKAEHUA.

KopHeBon cepTUdMKaT npeanpuatTUa-paspaboTymka: a1a YCTaHOBKM [0Bepus
MeXay cepTuduKaTamm UM CUCTEMOM npeasaraetca Mepapxmyeckasa CBA3b MeXay
cepTUPMKaTamm, KOTOpble WUCMONb3YOTCA A4 noanucu  nakeTos. [lpegnpuatue-
pa3pabotunk OC ABpopa NOCPeACTBOM YTUAWUTblI tk26sig reHepupyeT cepTuduUKart,
KOTOPbIA CYMTaeTCA KOpHeBbiM. [anee npeanpuatmMe-pas3paboTyMK, MCNOAb3yA AaHHbIN
cepTUPUMKaT, BblAaeT cepTUOUKATbI CBOMM KIMEHTAM Ha OCHOBE MX 3aMPOCa - 3TO MOTyT bbITb
KAtOYM pa3paboTymKa M MCTOUYHMKA.

Takmm o6pasom, Bcerga BO3MOXHO MNPOCAeAMTb CBA3b MeXay LEenoYKom
CEPTUPMKATOB: €CAM BbIAAHHbIA KAMEHTAM CepTUOUKAT He BblAaH NpeanpuaTUEM-
Pa3paboTYMKOM, OH CUYMTAETCA HeaAeMCTBUTE/IbHbIM, COOTBETCTBEHHO, BCE MOMbITKK
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yCTaHOBUTb RPM-nakeTbl, NoANMCaHHble cepTUPMKATaMM, BblAaHHBIMW HE NpeanpuaTMem-
pa3paboTynkom, byayT HeyaauHbIMMN.

MyTb 4O KOpHeBOro ceptudukaTa npegonpenencH Ha MNPOrpamMHOM YPOBHE:
/etc/rpm/rootcacert-omp.pemn.

CepTuduKaT npegnpuatua-paspaboTumKka: cpeam Bcex cepTMdMKaToB AN rpynmbl
developer Hambonee Ba*KHbIM ABNAETCA cepTUPUKaT, BblAaHHbIN
npeanpuaTnio-pa3paboTumky ana paspabotkm OC ABpopa. Takumm cepTuduKaTamm
NOAMUCLIBAIOTCA BCE MNPOAYKTbl  NpeanpuatMa-pa3paboTynka M BCE  CUCTEMHbIE
RPM-nakeTbl.

[MakeT, MNOAMWUCAHHbLIA AaHHbIM CepPTUOMKATOM, He noABepraeTca MnpoLeccy
BaAMAaumMm (T.K. TakMe nNaKeTbl BCErda CyYMTaloTCA A0BepeHHbiMK). [na  oTanyma
cepTMdMKaTOB MAeHTUGMKATOP NYBANYHOrO KAtoYa AaHHOMO cepTUdMKaTa yCTaHaBIMBaAETCA
B ®C no Nyt /etc/rpm/system-developer-keyid U NPU YCTAaHOBKE KaXKAOro naketa
nponcxoaMT npoBepKa NybAnMYHOro Kawouva ceptuduKata npeanpuAaTua-paspaboTymKa,
KOTOPbIM NOAMNMCAH NAKET C KAKYOM, PacnonoKeHHbIm B OC.

BHyTpeHHAA cTpyKTypa nognucen: noanucu damna IMA nHTerpupytorca B 610K
noAnucK npeanpuaTna-paspadboTymKka, noanmcb IMA nepeHocMTCA M3 3aro/s10BKa NakeTa.
TonbKo Nepsaa noanuch (He Becb Gpaiin) 3aBepsaeTcst BTOPOM NOAMNUCHIO.

O6wmin popmat noanmncaHHoro RPM-nakeTa npmseseH Ha pucyHke (PucyHok 138).

RPM-naket MNoanucaHo
PazpaboTymrom
—

3aroNoBOK

ConepHumos ’

Mognuce 1
(PazpaboTumk)

CeefeHMA 0 NOANMUCAHTE
MoanucaHo

CepTuduKaT KAKEHTOM

Mognuce IMA

Llenouka poTaumm
{onu.)

Moanuck 1 (3aronoeok)

Moanucek 2 (KnueHT)

CeefleHWA O NoANMCaHTe

CepTudurar

Moanuch

Moanuch 2 (3aronosok)

PucyHok 138
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Bannpauna RPM-naketos: RPM-nakeTbl BaAMANPYHOTCA CUeHapueM, HaxoaAWMMCA
B NpoekTe rpm-validator. Mpouecc BaAMaaLUmmM Ha COOTBETCTBME NPOXOAAT He Bce RPM-
NakeTbl, @ TONbKO HE YyAOBAETBOPANOLIME YCNOBMAM 6OE30MaCHOCTKM, YKa3aHHbIM Ha
Beb-canTe: https://developer.auroraos.ru/doc/software_development/guidelines/
rom_requirements.

RPM-naKkeTbl, NOANMCAHHbIE KAOYOM NPeaAnpuAaTMA-pa3paboTiMKa, HEe NpPoxoaaT
npouecc Banvaaumnm.

[Mpw ycTaHOBKe Yepe3 1ibrpm RPM-naKeT npoxoauT cneayroume ctagmm:

— BHYTPEHHWE NPOBEPKY;

— Ba/unAauma nnarmHom rpm-plugin-validation.

MnarmH rpm-plugin-validation, BbI3BaHHbIA nepen ycTaHoBKOM RPM-nakeTa,
nocnenoBaTeIbHO BbIMOAHAET CAeaytoLlLme AeACTBUA:

— MpoBepKa noanucein n ceptudmnrkatos RPM-naketa;

— ecnn RPM-naket ABndeTca obHOBAEHMEM, TO MPOBepseTcA, Y4To cepTuduKaT
pa3paboTynka He u3meHuncs (T.e. He U3MeHMIcA M pa3paboTumK). MameHeHwue
cepTuduKaTa NpeanpuaTMa-pa3padboTyMKa CYMTAETCA OLMDOKOM YCTAaHOBKY;

— ecan RPM-nakeT noanucaH He npeanpuaTMem-pa3paboTyMKoM, BbIMOAHAETCS
Ba/MAauUmMA NakeTa. HeycneuwHas Bannaauma c4MTaeTcs OWMOKOM YCTaHOBKY;

— BCTaBKa cepTtudumkata B cuctemHbin IMA keyring. HeycnewHblin npouecc
CYUMTaeTCA OWMBKOM YCTAHOBKM;

— BCTaBKa MWHPOpmMauum o noanucax u ceptudumkatax RPM-naketa B B/
rpmsign-external. HeycnewHbln NPOLLECC CYUTAETCA OLLIMOKOM YCTaHOBKM.

Mo 3aBeplieHnm obpaboTkn RPM-naKeTa Kaxaoe AencTBme cosgaeT coobuieHume
ayamTa B sdjd (cuctema ayauTa npeanpuatua-paspaboTymka (cm. nogpasgen 4.1) ob
ycnexe nmbo Heycnexe Npu yCTaHOBKe Unn yaaneHnn RPM-nakeTa.

Mpu ycTaHoBKe ntoboro RPM-nakeTta HeobxoaMMO y4MTbIBATb Caeaytollee, 4to
Kaxabli1 RPM-naKkeT Ao/mKeH MMeTb Kak MUHMMYM NOANUCH NpeanpuATUA-pa3paboTyimKa
naketa.

[Ona nposepkn noanncn RPM-nakeTa He06X0AMMO BbIMONHUTL KOMAHAY:

rpmsign-external verify —--root-cert ca.pem someapplication.rpm

[ns npocMoTpa BayKHbIX aTPUOYTOB NoanucK (MMmeHu cybbvekTa, meTkun 1 1D Katoya)
HeobXxoAMMO BbINOAHUTb KOMaHAY:

rpmsign-external dump someapplication.rpm

4.4.1.2. MNoannce MIT

Ona noanncyn MIN HeobXoANMMO BbINOAHUTL KOMaHAY:

rpmsign-external sign --key packages-key.pem --cert packages-cert.pem
sampleapp.rpm

roe:
— sampleapp.rpm — NaKeT, coaepxawwmn Mo;
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— packages-key.pem — 3aKPbITbIA KAOY NOAMNMCKU NAKETOB;

— packages-cert.pem— CepTVId)l/IKaT noAanmcum NakeTos..

BHUMAHMUE! B npouecce noanucm byayT 3anpolleHbl NaposibHble ¢pas3bl oT panaos
C 3aKpbITbIMK KNtodamm ana nognmck RPM-nakeTos.

Ana nsonaumm MM MCNONB3YHOTCA «NECOYHMULLBI», ONMCAHNE KOTOPbLIX NPpUBEAEHO B
noapasgene 4.5.

4.4.1.3. Micnonb3oBaHMe A0BEPEHHbBIX MCTOYHUKOB

B OC ABpOpa MCNoNb3yeTca MexaH13m ynpasaeHna 4OBEPEHHbIMM UCTOYHMKAMMU, C
MOMOLLBKD KOTOPOro Ha MY MOXHO YyCTaHaBAMBATb TOJIbKO AoBepeHHble M1, nmetowme
noAnNMCb OAHOTO M3 UCTOYHUKOB, 406ABNEHHbIX B CUCOK JOBEPEHHbIX.

MoANUCb NCTOYHMKA B CMIMCOK AOBEPEHHbBIX MOXKET bbITb A0OaBNEHA:

— opuuManbHbIM MarasnHom MIT;

— agmuHuctpatopom [1M10.

Mpwn paboTe ¢ MMM agMUHUCTPATOP NOAYYaAET CeytoLme BO3IMOKHOCTH:

— ycCTaHasamBaTb M1, noaNMCaHHble PA3IMYHBIMU UCTOYHMKAMM, A0DABAEHHbBIMM
B CMMCOK A0BepeHHbIX (cm. nn. 2.3.2.1);

— 0006aBNATb UCTOYHWUKM B CMUCOK AOBEPEHHbIX ANA NOCAeAyoLEeN yCTaHOBKN MI
(cm. nn. 2.3.2.2);

— ycTaHasamBaTb MI 6e3 noanucy UcTodHKKa (cm. nn. 2.3.2.3).

Mpwn paboTe ¢ 4OBEPEHHBIMW UCTOYHMKAMM aAMUHNUCTPATOP NOMYyYaeT caeayrolime
BO3MOXHOCTH:

— paspewaTb U/uan 3anpeLlaTb YCTaHOBKY HenoanucaHHoro MMM (nn. 4.4.1.3.1);

— MPOCMaTPMUBATL CMUCOK U BbIOMpPaATb AOBEPEHHbIE NCTOYHUKM (Nn. 4.4.1.3.2);

— YA3ANATb UCTOYHMK 13 CNMCKA AoBepeHHbIX (nn. 4.4.1.3.3).

4.4.1.3.1.HacTponKa ycTaHOBKM HenoanucaHHoro Mrl

[na paspelweHns YyCTaHOBKM HenoanucaHHoro MIT HeobxoAMMo  BbIMOAHUTb
cnepytouine AencTema:

— OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KacaHMem 3HauKa @ Ha DJKpaHe
NPUNOXeHun (cm. PucyHok 1);

— KOCHYTbCA MNYHKTa MeHI0 «MCTOYHUKM MNPUNOKEHUN» & B noapasgene
«be3onacHoCTb»;

— Ha OTKpPbIBLIEMCA CTPaHMLE aKTMBMPOBATb MepekatovaTens «PaspewmnTsb
YCTaHOBKY NPUIOXKEHNIM Be3 noanncK NCToYHMKa» (PrucyHok 139);

— MOATBEPANTb AENCTBME BBOAOM TEKYLLEro napons (cm. PUCYHOK 4).

NMPUMEYAHUA:

v Mpun peakTMBauuMW nepeknoyaTend «PaspelnTb YCTaHOBKY MPUNOXKeHUn 6e3
noAnNnMcKM UCTOYHMKa» ByayT yaaneHbl ycTaHoBAeHHble MIT 6e3 noanucKM MCTOYHMKA
(PucyHok 140);

v NoapobHoe onuncaHmne yCTaHOBKM HenoanucaHHbix MIM npuseaeHo 8 nn. 2.3.2.3.
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| MCTOMHMKM NPUNIOXEHUI

%  PaspelunTb yCTaHOBKY
npunoxexuit 6e3 nognucu
WUCTOYHMKA
BknioyeHue AaHHON HacTPONKM NpUBEAET K

BO3MOXHOCTY YCTaHOBKU HEJOBEPEHHbIX
NPUNOXEHWUIA

[loBepeHHbIE UCTOYHUKMU @

PucyHok 139

OTMeHUTL MopTeepauTb

Ypanutb yCTaHOBNEHHbIE
npunoxexus 6e3 nognucu
UCTOYHUKA?

B cnyyae noaTBEpXAEHNUS AAHHOIO AEUCTBUSA
6yayT yaaneHs! cneaytome NpunoXeHus:

ag PepakTop nsobpaxeHui
WebWildberries

J Colordots

CodeReader

(7 clubCode

@ CarBudget

OSM Scout

A’ Anbdpa OHnaitH

PucyHok 140

4.4.1.3.2.11pOCMOTP CNMCKa AOBEPEHHbIX NCTOYHMKOB

| ﬂOBEDEHHbIe UCTOYHUKHN

MoaTBepXAEHHbDIE NCTOYHUKM YCTaHOBKMU
MPUNOXEHUI

dev.rustore.ru
KeyID: d3b57e52...40a14b27

PucyHok 141

MPUMEYAHUE. NMoapobHoe onmcaHne nobasneHns
MCTOYHWMKA B CMUCOK [JOBEPEHHbIX MPUBEAEHO B
nn. 2.3.2.2.

[Jna npocmoTpa CnNMcKa A0BEPEHHbIX WUCTOYHMKOB
HEeobXxo4MMO KOCHYTbCA Nons «JoBepeHHbIe NCTOYHUKMUY
(cm. PucyHok 139), B pe3ynbtate oTobpasnTca cTpaHnLa
CO CMUCKOM A0BEPEHHbIX UCTOYHMKOB (PrcyHok 141).
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4.4.1.3.3.YnaneHne NCTOYHMKA 13 CNMCKA AOBEPEHHbIX

[Ons ynaneHna WCTOYHWMKA W3 CMMUCKa [AO0BEPEHHbIX HEOOXOAMMO BbIMOAHUTb
cneayrouime AencTBuA:

— Ha CcTpaHuue «[loBepeHHble  UCTOYHMKM»  (CM. PucyHoK 141)  OTKpbITb
KOHTEKCTHOE MEHI0 HEODXOAMMOrO MCTOUYHMKA;

— KOCHYTbCA NyHKTa «Yaanutb» (PrucyHok 142);

— NOATBEPAUTb AENCTBME BBOAOM TEKYLLErO Napons (cm. PucyHok 4);

— Ha OTKPbIBWENCA CTPaHWLE KOCHYTbCA KHOMKM  «[loaTBepAuTb»  ANS
NoATBEPKAEHMA onepaLnm NMB0 KHOMKKM «OTMEHUTbY» AN OTMeHbI (PrucyHok 143).

BHUMAHUE! Mpu yoaneHMm MCTOYHMKA M3 CNMCKA AO0BEPEHHbIX OyaAyT TakxKe
yaaneHsl MM, noanncaHHble AaHHbIM UCTOYHUKOM (PrcyHok 143).

| JloBepeHHble UCTOYHUKU | OTMeHUTb MopTeepanTb |
lMoaTBEPXAEHHDIE UCTOYHUKMU YCTaHOBKM YnanuTtb UCTOYHUK dev.rustore.ru ua
NpHACKoBIH CrucKa AOBEPEHHbIX?
dev.rustore.ru YnaneHue UCToYHMKa NPUBEAET K yAaneHuo
KeylD: d3b57e52...40a14b27 BCEX NPUOXEHUM, NOANUCaHHbIX AaHHbIM
KeyID: UCTOYHUKOM:
d3b57e525bf0ec890cfb13707c5b1768c09702
3cab26fb595ca1170740a14b27 m RuStore
@ Ynanutb
PucyHok 142 PucyHok 143

4.4.1.4. NpoBepKa noanucy bnHapHbIX parnaos

B noanucmn RPM-nakeTa xpaHUTCcsa cekuma ¢ noanucamu IMA ana kaxkaoro ¢panna,
coepalleroca B nakete. Bo Bpems yCTaHOBKM COAEPHKMMOro MakeTa Ha Kaxkablin ¢ann
YCTaHaB/NIMBAETCA  pacClWIMpPEeHHbln  aTpMbyT  security.ima, Kyda MNOMeLLlaeTcs
COOTBETCTBYIOLWAA AaHHOMY painy noanucs IMA.
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Mpw 3anycke BuHapHoro danna nponcxoant obasaTenbHaa Nnposepka noanmcy IMA
c nomouibto noacuctembl OC Linux IMA/EVM 1 cepTudukaTa, NepemelleHHoro B
IMA keyring npu yctaHoBke RPM-nakeTa. B cayvae HeycnewHom NpoBepKkn bruHapHbIn dann
He ByaeT 3anyLleH.

[na nposepkn noanucn BUHapHbIX GarNoB HEOBXOAMMO BbIMONHUTL KOMAHAY:

rpom -q —--gf '[%{FILENAMES}\n%{FILESIGNATURES}\n]' package.rpm | grep
-Al /usr/bin/ | tail -n 1 | cut -c 7-14

roe package.rpm — MMA ¢alna NoANMCaHHOIO NakeTa.

Pe3ynbtaTtom paboTbl nporpammel byaet 4 6alTa, Hanpumep: de39e183.

Takan e nocneaoBaTebHOCTb LMPP A0NKHA NPUCYTCTBOBATbL B BbIBOAE KOMaHApbI
cat/proc/keys, €CAM CcePTUPMKAT noanmncu BUHapHbIX Gainos Obin AobaBaeH B Nanky
/etc/keys/ima.

MPUMEYAHUE. Mpun nposepke noanuncu Ml moxeT noTpeboBaTbCA Nepesarpyska
MY.

4.4.2. PaboTa c cepTudmrKaTamm
4.4.2.1. JobaBneHne KOPHEBOTO CePTUPUKATA YA0CTOBEPAIOLLErO LEHTPA

KopHeBol cepTndmkaT yaoctosepsatollero ueHTpa (YL) npeacrasnaet cobon dain,
coaepKalini WndpoBaHHY cepBUCcHyto nHpopmaumto 06 YL. Ha ocHoBe gaHHoro ¢panna
CTpOUTCA LUeno4Yka [aoBepua cepTudmuKkatam. [lonyumB AocTyn K WKdPOBAHHON
MHPOPMALIMKN, KPUNTONPOBaMAep NOATBEP)KAAET MNOAAMHHOCTL AnyHOM 3. Takum
obpasom, nwbaa I, sbinyuweHHada YL, paboTaeT KOPPEKTHO TOAbKO MPW HaAMYUK
KOpHeBOro ceptndmKaTa.

Ona pobaBneHus KopHeBoro ceptudukata YU B aoBepeHHble Heobxoammo
BbIMNO/IHUTb CAeaylolme AeNCTBUA:

— noakntountb MY K 3BM ¢ nomoulbto USB-Kabens;

— BblOpaTb pexum «poToKoa nepeaadn agaHHbix (MTP)»;

— cKkonupoBaTtb ¢ IBM 1 nepeHectn Ha MY ceptudumkaTt YL,

— OTKpbITb M «Terminal» 1 BbINOAHUTL CeaytoLLMe KOMaHAb!:

devel-su
cp <nyTb k oamny> /etc/pki/ca-trust/source/anchors/
update-ca-trust

3arpy3nTb KopHeBoM cepTudukaT YU, Ha MY TaKkKe BO3MOMKHO C MOMOLLbIO CETU
NHTepHeT, BbinonHMB B Ml «Terminal» cneaytouiye KOomaHAabl:

devel-su

curl -o /etc/pki/ca-trust/source/anchors/root ca.crt "https:
//url ceprtudukara/root ca.crt"

update-ca-trust

4.4.2.2. NpoBepKa cepTUPMKaToB

[lna npoBepkM cepTMdUKaTOB HEOOXOAMMO BbINOHUTL CAeayoWme AeNCTBUS:
— 3arpy3nTb KOPHEBbIE CePTUOMKATbI C MOMOLLLbIO KOMaHA,:
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curl -L https://developer.auroraos.ru/static/rootcacert-omp.pem -0
rootcacert-omp.pem

curl -L https://developer.auroraos.ru/static/ima-root-ca.x509.pem -o
ima-root-ca.x509.pem

— NPOBEPUTL CEPTUPUKAT NOANUCKU BUHAPHBIX GanI0B C MOMOLLLI KOMaHAbI:

echo "test" > testfile; openssl smime -sign \ -in testfile \ -
signer binaries-cert.pem \ -inkey binaries-key.pem \ -out
testfile.sig; openssl smime -verify \ -in testfile.sig \ -
signer binaries-cert.pem \ -CAfile ima-root.ca.x509.pem

- ﬂpOBepMTbcepTM¢MKaTHOAHMCMFBKGTOBCHONKHMMOKOMaHAbH

echo "test" > testfile; openssl smime -sign \ -in testfile \ -
signer packages-cert.pem \ -inkey packages-key.pem \ -out
testfile.sig.gost; openssl smime -verify \ -in testfile.sig.gost \
-signer packages-cert.pem \ -CAfile rootcacart-omp.pem

— NPOBEPUTb CEPTUDUKAT CTOPOHHEN OPraHmn3aLMM C MOMOLLBIO KOMaHbI:

echo "test" > testfile-client; openssl smime -sign \ -in testfile-
client \ -signer packages-client-cert.pem \ -inkey packages-
key.pem \ -out testfile-client.sig.gost; openssl smime -verify \
-in testfile-client.sig.gost \ -signer packages-client-cert.pem \

-CAfile rootcacart-omp.pem

4.5. U3onauma npoueccos

4.5.1. 130n4uma agpecHbIX NPOCTPAHCTB

PeweHne 3a4a4m M30MAUMM a4pPEeCHbIX MPOCTPAHCTB MPOLECCOB OCHOBAHO Ha
apxutektype aapa OC ABpopa, KoTopoe obecneuymBaeT COBCTBEHHOE M30/MPOBAHHOE
aApecHoe NPOCTPAHCTBO A/1A KaxKA0ro NpoLecca B CUCTEME.

Mcnonb3yembit MEXaHW3M M30NALMM OCHOBAH Ha CTPAHMYHOM MexaHW3Me 3aLLnTbI
MaMATW, a TaKXKe MeXaHW3Me TpaHCAAUMM BUPTYaNbHOro agpeca B PUINYECKUI,
noAAepPKMBAEMOM MOAYNEM yrpaBaeHna NnamaTbto. O4HM 1 Te e BUPTyaabHble aapeca, €
KoTopbiMM paboTaeT npoueccop, npeobpasytoTca B pasHble PU3MYecKMe agpeca Ana
Pa3HbIX a4pPecHbIX MPOCTPAHCTB. [pM 3TOM NpoLEecc He MOXKeT HEeCaHKLMOHUPOBAHHbLIM
06pa3om Noay4mTb AOCTYN K MPOCTPAHCTBY APYroro npouecca, T.K. HENPUBUAETMPOBAHHbIN
NO/NIb30BATENbCKMIA MPOLUECC NULWEH BO3MOXHOCTM paboTaTb C GM3MYECcKoM NamATbio
HaNPAMYHO.

MPUMEYAHUE. MexaHnam pasgensemor namaTi no3BOAAET MOAYYMTb AOCTYN K
OAHOMY M TOMY € VY4yacTKy MamMATM W  HAXO4MTCA MOJA, KOHTPOAEeM MNOJINTUKMK
AVNCKPELMOHHOrO pasrpaHnMyeHma npas AOCTyna.

AZpecHOe MPOCTPAHCTBO AA4pPa 3alMUEHO OT MO/Ab30BaTeNIbCKMX MPOLECCOB C
MCMONb30BAaHMEM MeEXaHM3Ma CTPaHM4YHOM 3awmTbl. CTpaHMLbl MNPOCTPaAHCTBA A4pa
ABNAKOTCA NMPUBUAETMPOBAHHBIMKW, M AOCTYN K HUM M3 HENpMBUAErMPOBAHHOIO KoAa
BbI3bIBAET WCKAOYEHME MpoLleccopa, KoTopblh obpabaTtbiBaetcs aapom OC KOpPPEKTHbIM
obpasom.
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EANMHCTBEHHBIM  CaHKLUMOHMPOBAHHbIM cnocobom goctyna K aapy OC wm3
N0/b30BATENIbCKOM MNPOTrPaMMbl  ABAAETCA MEXaHM3M CUCTEMHbIX BbI30BOB, KOTOPbIN
rapaHTMPyeT BO3MOXHOCTb BbIMOSIHEHMA MO/b30BATE/NIEM TONbKO CaHKLMOHMPOBAHHbIX
NEencTBUM.

[lononHUTeNbHbIE  MEXaHW3Mbl  M30/1AUMM  NpoLeccoB  obecnevymBatoTcA
NPUMEHSAEMbBIMU TEXHONOTUAMM KOHTEMHEPM3ALUMM HE TONbKO APYr OT Apyra, HO U OT
BHELUHWX PECYPCOB, a TaKKe BHELLIHUX PECYPCOB OT NPOLIECCOB.

MporpaMmMHble CpeaCcTBa pa3peLlatoT MpoLeccy Avlb OonpeaeseHHbli nepeyeHb
NEeNCTBMIA, BbIMOAHAEMbIX MO OTHOLWEHMIO K APYrMM npoueccam n nepudepuinHbiM
YCTPOMCTBAM, BKAOYAA MOCTOAHHOE 3aMOMMHatOLLEE YCTPOMCTBO, KOTOPbIM onpeaenaeTcs
NPW yCTaHOBKE NaKeTa, COAEPKALLEro MCNOAHAEMbIN Galin.

NPUMEYAHUE. MoapobHoe onucaHue NPUBUIETUPOBAHHbIX "
HenpuBMAErMpOBaHHbIX MPOLLECCOB NpuBeAeHO B noapa3aene 4.3.

4.5.2. sonauma Ml ¢ Mcnonb3oBaHMEM «MEeCOYHML»

B OCABpopa peanumsoBaHa w3onauma MI1 C MCNONAb30OBAHMEM «MECOYHULY,
OCHOBAHHbIX Ha cBOBOAHO pacnpocTpaHAemMom npoaykTe Firejail, KOTOpbIM MCNoNb3yeT
CcTaHaapTHble ana OC Linux MexaHM3Mbl namespace W seccomp-bpf, MN0O3BOAAKOUIME
onpeaenAaTb CMUCOK AOCTYNHbIX A1A MIT CMCTEMHbIX BbI3OBOB.

Firejail npepactaBnaer coOOM NErkOBECHYK «MNECOYHMLY» M  NOAXOAWUT  ANS
MCnonb3oBaHMAa B MY, npum 3TOM BCe noab3oBaTesbCKMe MI1 3anyckatoTca 4epes
sailjail-obepTky Hag Firejail. JononHuMTenbHO ANA M30AAUMM MCMONb3yeTCA xdg-dbus-
proxy, PUABTPYIOLWMIA NpoKken ans D-Bus.

MeXaHM3M seccomp-bpf 3anpelLaeT HEKOTOPble CUCTEMHbIE BbI30BbI, HANPUMEP:
mount/umount, ptrace, kexecW Ap.

10 yMONYaHUIO B mount namespace AOCTYMN K ®C OrpaHnN4YmMBaEeTCA A0:

— [OCTyna Ha YTeHWe M 3anncb K AaHHbIM KOHKpeTHoro MI1 ($XDG DATA HOME,
$XDG_CONFIG HOME, $XDG CACHE HOME);

— [0CTyna TO/NIbKO Ha YTeHWe K /usr/share/S$SApplicationName;

— 0OCTyna TO/AbKO Ha YTeHMe K HEeKOTopbIM nankam wn  darnam B
/etc, /usr/share, /var/libwuT.A.

[ocTyn K ®C moxKeT bbITb paclUMpeH NPKM 3anpoce COOTBETCTBYIOLLIMX Pa3peLlEHN,
OMMUCaHHbIX C NOMOLLbtO NpasuA Firejail, Hanpumep:

— pa3pelweHune «Pictures» npenocTaBadAeT AOCTYN Ha YTEHME M 3anuCb K Mankam
NONb30BaTeNA ~/Pictures, @ TAKXKE K K3LWY NPeBbIo;

— pa3spelueHne «RemovableMedia» npeaocTaBaaeT 40CTYN K CbEMHbIM HOCUTENAM
(/media/S$SUSER/) U T.A,

B net namespace N0 yMO/YaHMIO 400aBAAETCA TONbKO loopback device.

PaboTa B «necoyHuLe» MNo3BosAeT onpeaenntb MI paspelweHmMa Ha AOCTyn K
pecypcam, 00yCnoBNEHHble 3/1eMEHTaMW, OMMCaHWe KOTOPbIX MpuBeAeHO B Tabauue
(Tabnunua 16).
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Ne SnemeHT Onwucanue

1 |Accounts MpocmoTp, MoAMOUKALMA N CUHXPOHMW3ALMA YHETHbIX
3anucem

2 |AccessSecurityLog | [locTyn K perMcTpaupyoHHOMY XypHay

3 |Audio BocnpowuseeneHune 1 3anmcb ayamo, U3MeHeHne
KOHPUrypaumm

4 |Bluetooth MNoakntoyeHne n ncnonb3osaHue Bluetooth®-ycTponcTs

5 |Calendar MpocmoTp 1 moandukauma cobbiTUiN KaneHaapA

6 |Camera [locTyn K Kamepe, cbemKa GOTO ¥ BUAEO

7 |Contacts MpocMOoTp M MOANDUKALMA AAHHBIX KOHTAKTOB

8 |Devicelnfo N3BnevyeHne faHHbIX 0 MY

9 |Documents Hoctyn K nanke «Documents»

10 |Pownloads Joctyn K nanke «Downloads»

11 |E-mail YTeHune 1 oTNpaBKa NMCEM M3 3NEKTPOHHOM NMOYTHI,
[OCTYN K BNOXEHMAM

12 |Internet Vicnonb3oBaHue ceTn VIHTepHeT

13 |Location icnonb3oBaHMe reooKaLmm

14 |LogSecurityEvents 3anunch B PErMCTPALMOHHbIN KypHan

15 [MediaIndexing [ocTyn K nepeyHto ¢parnos Ha MY

16 |Messages foctyn K uTeHnto n otnpaske SMS

17 |Microphone 3anncb ayAno C NOMOLLbIO MUKPODOHA

18 |Music [ocTyn K nanke «Music», naenancTam n ob610xKam

19 |NFC MoaxkntoyeHne n ncnosbzosaHme NFC-ycTponcTs

20 |Phone OcylecTBAeHME BbI30BOB HANPAMYHO UK Yepes
NONb30BaATENLCKMIN NHTEPDENC

21 |Pictures Hoctyn K nanke «Pictures»

22 |Printing [MpOCMOTP M MCNOAb30BaHWE AOCTYMHbIX NPUHTEPOB

23 |PublicDir [octyn K nanke «Pictures»

24 |PushNotifications  |YreHue push-yBesomneHwit

25 |RemovableMedia Ncnonb3oBaHue KapT namath n USB

26 |SecureStorage XpaHeHne WwndpoBaHHbIX $Garnos

27 |ScreenCapture 3axBaT COAEPHMMOro sKpaHa

28 |UserDirs [ocTtyn K nankam «Documents», «Downloads», «Music»,
«Picturesy», «Public» 1 «Video»

29 |Videos Joctyn K nanke «Videos»

30 |WebView [na ncnonszosaHuma Gecko WebView

[ns Kaxaoro MM, BbINONHAOLWEroca B «NeCOYHMULE», MOXKET OblTb CO34aH NPOodU/b,
onpeaenarwWmin ero BOIMOXKHOCTM K noBeaeHue. Hanpumep, npodunb ans MM «Moroga»
MOMET BbIrNAAETb Ceayowmm obpasom:
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# Firetail > Firejail profile for /usr/bin/omp-weather

### security filters
caps.drop all
nonewprivs

seccomp

### network
protocol unix,

### environment
shell none

### baseline
include permission-baseline.inc

### application

private-bin omp-weather,

private-etc passwd,group, location,dconf, xdg, fonts, system-fips, selinux,
private-tmp

dbus-user.own ru.omprussia.weather

whitelist /usr/share/omp-weather

# Settings
include sessionbus-com.jolla.settings.inc

# Connman
include systembus-net.connman.inc

4.6. 3aWmTa NamATH

4.6.1. OuncTKa NamaTu

OumncTKa OnepaTMBHOM MNAMATM OCHOBaHa Ha apxuTekType aapa OC ABpopa WM
rapaHTUPYET, YTO OObIYHbIA HENPUBUIETMPOBAHHbIM MPOLECC HE MOXKET NONYYUTb AaHHbIE
YyXKOro npougecca, ecam 3To ABHO He paspeleHo [P/,

CpeAcTBa B3aMMOAENCTBMA MeXAY NPOLLECCaMM KOHTPOAMPYOTCA C NoMoLLbo P/,
M NPOLLECC HEe MOXKET MOAYYUTb AOCTYN K HEOUYULLEHHOM NamATK (Kak onepaTMBHOM, TaK M
AMCKOBOW). AApO BblAENAET KaAOoMy MpoLeccy BMPTyaNbHOE afpecHOe MPOCTPAHCTBO,
KOTOpOe TpaHCAMpPYeTCA B PU3MYecKMe agpeca NaMaTK C NOAAEPHKKOM PaHAOMM3aLNN.

[locTynHble ANA  MNOAb30BATENbCKOrO  npouecca GyHKUMM  BblAENEHUA WU
pacnpenesieHna MNamATKM OCYLLECTBJIAKOT BbIMNO/HEHME PEXWMMA WHUUMANIN3ALUK, NPU
KOTOPOM MNPOMCXOAUT ODOHyNeHMe Aveek NaMAaTW. Takmm oB6pas3om, A4p0 U CUCTEMHASA
6mbnnoTeka libc rapaHTUPYOT MNOAYYEHME MPOLLECCOM TONbKO OYMLLEHHbIX CTPaHML,
namaTn 6e3 ocTaTouHON MHPOPMaLUK.
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O4ynCTKa NamaTM Ha BHeWHMX HocuTenax (eMMC) ocHoBaHa Ha peanmsauum
MexaHM3Ma secdel, KOTOPbIM O4YULLAET Ha HOCUTesne Heucnoab3yemblie 610kn OC
HENnocpeacTBEHHO MPU UX OCBODOOXMAEHMM C MOMOLLbI MEepe3anmcu UX MaCKUpYoLLen
Nnocne0BaTeIbHOCTbHO.

4.6.2. O4MCTKA NOIb30BATENbCKMX AAHHbIX

MPUMEYAHUE. HacTpoiika cepBmca O4YNCTKM NOJIb30BATE/IbCKMUX AAHHbIX AOCTYMHA
TONbKO aAMUHUCTPATOPY.

CepBUC NpeaHa3Ha4YeH A8 OYMCTKM MOJIb30BATENbCKMUX AAHHbIX MO PACMMCaHMIo
ANA BCEX YYETHbIX 3anuMcer nonb3osaTenen. BbiNnoaHAA OYMCTKY NO1b30BATENbCKMX MAMOK,
CEPBUC yMeHbllaeT 0b6bem yTeYKM MNOSb30BATENbCKOM WMHOOPMALMKM B  C/ay4vae
HeCaHKLMOHMPOBAHHOrO AOCTYMNa K Nankam.

OumMcTKa 3a4aHHbIX NanoK MNPOM3BOAMTCA C  YYETOM  B/IOXMEHHbIX MNanok
(pekypcuBHO).

CpOK XxpaHeHnA GalnoB B Nankax, BblAeNeHHbIX C MOMOLLbI KOHPUIYPALMOHHOTO
dainna, oTCYMUTLIBAETCA OT BPEMEHM NOCNEAHErO M3IMEHEHMA Ppainna.

BHUMAHMUE! Monb3oBaTenbckune dalsibl, KOTOPblE HE NOABEPKEHBI UBMEHEHNAM B
npouecce aKcnayaTaumm, n KoTopble cneayeT 0b6e30nacnTb OT OYUCTKU, PEKOMEHYETCS
XPaHWTb B ManKaX, HEKOHTPOIMPYEMbIX CEPBUCOM.

Mpwn pacyeTe CpoKa XpaHEHMA NONb30BaTENbCKUX GalNN0B HEODXOAMMO YUMTbIBATD
cneayoulme NONOKEHUS:

— CPOK pPacCyYMTbIBAETCS C MOMEHTA CO34aHMA YYETHOM 3anMcKM U BHECEHMUS
nocneaHero MU3MeHeHuw;

— BPEMEHHbIN MHTEPBaN NPOBEPKM CEPBUCOB, COCTABAAOLWMA OAMH YaC, BXOAUT B
CPOK XpaHeHus;

— HEe MOXKeT NpeBblLlaTb 334aHHbIN CPOK XpaHeHMAa ¢painos (PrucyHok 145).

MPUMEYAHUA:

v/ MepeyeHb NamnoKk A/19 OYUCTKM MOJIb30BATENbCKUX AaHHbIX OnpeaenseTca npu
BHEAPEHUM U MOMKET DbITb MU3MEHEH C MOMOLLbIO KOHPUTYPaLMOHHOTO $arna;

v’ Bbi6Op NanokK no yMmon4aHuio orpaHuyeH CaeayoWwmymm nankamm:

— S{HOME}/Documents;

— S{HOME}/Downloads;

— S{HOME}/Music;

— S{HOME}/Playlists;

— S{HOME}/Pictures;

— S{HOME}/Public;

— S{HOME}/Videos.

v'Y afMWHMCTPaTOpPa OTCYTCTBYET BO3MOMKHOCTb CaMOCTOATE/IbHO [100aBAATH
NankuM A8 OYUCTKM C MOMOLLLbHO MO/Ib30BATE/IbCKOrO MHTEpdElCca.
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,ﬂ,/‘lﬂ BKIIOYEHUA OYNCTKN NONb30BaATENBbCKNX OaHHbIX
Heobxo4MMO BbINOSIHUTL CAeaytoLMe AeNCTBUA:

YcTaHOBUTE MaKCUMasbHblii CPOK XPaHeHUs!

$aitnos B 3apaHHbIX nankax: dain Gyaet — OTKPbITb MEHKO CUCTEMHbIX HACTPOEK KaCaHWMEM

YyAaNEH U3 nanku, ec/im oKaxeTcs cTaplue
YCTaHOB/IEHHOI0 CpoKa.

Manku

3Ha4kKa @ Ha DKpaHe NpunoxeHun (cm. PucyHok 1);
W HeynanaTe gaim dst — KOCHYTbCA NyHKTa MEHI0

Documents OtknioyeHo

o]
«AgmuHUcTpupoBsaHmne» £ noapasaene «Cuctemar;

Downloads Otknioieno — Ha OTKPbIBLIENCA CTPAHMLLE KOCHYTbCA MYHKTA MEH!O
Music Otkiouero «OumCcTKa NO/Ib30BaTENbCKMX NaHHbIX»
R S (cm. PucyHok 79) ana oTobpaskeHnaA CTpaHULbl C Nankamu;

— KOCHYTbCA MNepekatoyatens «He yaanatb dainnbl
.dst» (PucyHok 144).

MPUMEYAHMUE. KoHdurypaumoHHble danabl popmaTa
.dst npeaHasHayeHbl ANA HACTPOMKWM CTOpPOHHero VPN-
peweHuna Vipnet;

Playlists OTkniouyeHo
Public OTtknioyeHo

Videos OTtkntoyeHo

PucyHok 144

— KOCHYTbCA MNOMA C Nankon, Yy KOTOPOM HeOobXOAMMO BKAKOYMTb OYMCTKY
(cm. PucyHok 144);

— Ha OTKPbIBLWIENCA CTPaHULE KOCHYTbCA MNepekntodaTena «BKAOYUTb OUYMCTKY»
(PncyHoK 145).

NMPUMENAHUE. Ona aKTMBauMm Nepekatodatens AO0CTaTOYHO KOCHYTbCA NOAA, B
KOTOPOM OH Pacno/IOXKeH: NepeKatoyaTeNlb HAYHET CBETUTLCA ApYE, YEM B COCTOAHMM MO
YMOJIYaHUIO (HEAKTUBHOM);

— 33/1aTb CPOK XpaHeHMa panaoB NO PacnMCcaHMIo, Nepemellan COOTBETCTBYHOLLMA
cnangep (PncyHok 145):

®BMPaBO A/1A YBE/IMYEHMA CPOKa (MaKCMManbHoe 3HavyeHne: 168 yacos);
®B/1€BO A/19 YMeHblUeHUs (MMHUMabHOe 3HadyeHue: 4 yaca).

NPUMEYAHUA:

v’ LLar nsmeHeHuna cpoka xpaHeHua Gpaitnos — 4 yaca;

v’ Mo yMON4aHMIO CPOK XpaHeHma Gpaitnos — 72 yaca;

— KOCHYTbCA KHOMKK «[MoATBEPAUTL» ANA NOATBEPHKAEHUSA onepaummn AMbo KHOMKK
«OTMeHUTL» Ans OoTMeHbl (PucyHok 145), B pe3ynbTaTe Ha cTpaHuue «[llanku» oyaet
M3MEHEH CTaTyC Y BbIbpaHHOM nanku (PucyHok 146).

[na OTKNKOYEHUA OYMUCTKM NMOAb30BATENIbCKMX AaHHbIX HEODOXOAMMO AEaKTMBMPOBATL
nepekntoYaTeb « BKAOUMTb O4UCTKY» (PucyHOK 145).
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Documents daiinos B 3agaHHbIx Nankax: ¢aiin 6yget
YAanéH 13 narnku, ecnum okaxeTcs cTaplue
YCTaHOBNIEHHOrO CPOKa.
BKNIOYUTL O4UCTKY
72 yaca # Heypanatb daiinbl .dst
Cpok xpaHeHus daiinos Documents 72 yaca

Downloads OTtknto4eHo
Music OTknoyeHo
Pictures OTknioyeHo
Playlists OTknioyeHo
Public OTknioveHo

Videos OTtknioyeHo

PucyHok 145 PucyHok 146

4.6.3. Nepe3anncb 0CTaTO4YHOM MHOPMALMM

B OC ABpopa peannsoBaHa O YHKUMA Nepe3anncn OCTaTOYHOM WHbOopMaLMK,
cpabaTbiBatoLWaa Kaxablh pa3s npu yaaneHun danna. lNpouecc nepesanncu nNpomcxoamT
aBTOMATMYECKM W CKPbIT AnA8 Nonb3osaTend. B cnyvyae HeobxoAMMOCTM OCYLLECTBUTb
NPUHYOMTENBHYIO  Nepe3anncb  CAYYalHbIMWM  MAM  cheumanbHbiMKM  BUTOBbIMMU
nocneaoBaTeNbHOCTAMM aAMUHNCTPATOP MMEET BO3MOXHOCTb CAMOCTOATENIbHO 3aMyCTUTb
npoueaypy yaaneHma danna u/mam nanku.

[laHHasa npoueaypa NPUBOAMUT K CHUMKEHMIO MPOMU3BOANTENBHOCTM, OCODEHHO NpMK
yaaneHun 6onbluoro ¢parna: yem eann 6onblle, TEM CHUKEHNE CYLLECTBEHHEE M 3aMeTHeE,
T.K. Ha Nepuoa rapaHTMPOBAHHOIO YyAaneHWsa BCe OCTajlbHble Onepaumn 3anucm Ha
HoCcUTeNb MHDOPMALIMM MPMOCTAHABAMBAIOTCA M NMOMELLAIOTCA B oYepedb A0 3aBepLlleHns
yaoaneHus.

OC ABpopa ¢yHKUMOHMPYET Ha MY, namaTb KOTOPbIX COCTOUT W3 Habopa
(MHOecTBa) siueek. BBMAy KOHCTPYKTMBHbIX ocobeHHocTer MY Kaxaaa ayeirka umeet
60NblIOe M KOHEYHOE KOMYECTBO LMKAOB Mepes3anuncu, T.e. MOCTOAHHbIE onepaumm no
YTEeHWUO W 3anncu c/Ha USB-HakonuTenb BAEKYT YBEAMYEHMEe cuyeTdyMKa obpalleHuni
(KO/IMYeCTBO KOTOPbIX OrPaHMYEHO Ha anmnapaTHOM YPOBHE) U1, Kak CNeACcTBME, NOCTENEHHOe
CHUXXEHME CPOKa CNyKbObl HaKoNUTeNS.

HepaunoHanbHOE MCNO/b30BaHNE MHOrokpaTtHou nepesanucn OC ABpopa BaeyeT
CHUXXEeHMe NPOM3BOAMTE/IbBHOCTU Ha BPEMA NMPOBeAEHNA OnNepaumn yaaneHua n CHUXReHne
CPOKa CNyXbbl HakonuTena AaHHbIx MY.
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[N MHOrOKPaTHOW Nepesanuncn MCnosb3yeTca YTUANTa KOMaHAHOM CTPOKM wipe,
NOCTYN K KOTOPOM ocyLlecTsaaeTca ¢ nomoupto MMM «Terminal» (cm. noapasaen 2.4).

MoapobHoe onucaHne uHTepdeiica wipe NPUBEAEHO B MPUIOKEHUMU
(Mpunoxenue 3).

4.7. ObecnevyeHne HaAeXHOro GYHKLMOHUPOBAHMA

4.7.1. HagexkHble MeTKM BpeMEHM

MeTKa BPpeEMEHM CYMTAETCA HAAEKHOM MNPU YCNOBMM HEBO3MOXKHOCTM BHECTU B HEE
M3MEHEeHMA NOoC/e CO3AaHMNA, eCIM LENOCTHOCTb AaHHOW MeTKM He Dblia HapyLlweHa.

HazexHble MeTKM BpeMeHW 0DecneymBatoTCs apXMTEKTypol xpoHomeTpaxka OC,
KoTopaa npeactaBaseTr cobol Habop CTPYKTYP AaHHbIX M QYHKUMIM A4pa, MMELWMX
OTHOLIEHME K OTCIEXMBAHMNIO X043 BPEMEHM 1 HA3MPYHOLLMXCA Ha:

— CYeTYMKe oTmeToK Bpemenun (TSC);

— nporpammupyemom Taimepe nHtepsanos (PIT);

— APIC-Tanmepe;

— BbICOKOTOYHOM Tamepe cobbituin (HPET).

HayanbHble 3Ha4YeHMA CUCTEMHbIX TaMepoB 3a4atoTcA MO TalMMepy peanbHOoro
BpemeHn MY, a 6a30Bble MHTePBa/Ibl BbIYUCAAKOTCA NPU MHNLMANN3ALMN CUCTEMBI.

B KayecTBe  HW3KOYPOBHEBOro  MexaHuMama  sapa,  obecneymBatoLLero
OYHKLUMOHMPOBAHME HAAEKHbIX METOK BPEMEHMU, MCMNONb3yeTca chneumanbHblil Habop
CTPYKTYP AaHHbIX A4pa (timespec xtime), QyHKUMIA AApa do gettimeofday () U
HWU3KOYPOBHEBbLIX  CMCTEMHbIX  BbI30BOB clock settime(), clock gettime(),
gettimeofday () MW settimeofday().

4.7.2. KBOTMpOBaHME NOCTOAHHOW MamATK

KBOoTMpoBaHMe — pa3geneHne OorpaHMYeHHOro JAMCKOBOro npocTpaHcTBa MY
MeXAy Yy4Y4eTHbIMW 3anncAMKW Moab30BaTesiel, NO3BOAKOLLEE CO34aBaTb OAHOBPEMEHHO
HECKOJ/IbKO YYETHbIX 3anucer nosibsosaTenent Ha MY (cm. noapasaen 1.2).

B OCABpopa npeaycmMoTpeHa BO3MOXHOCTb BblAeneHMa KBOTbl — obbema
NIMCKOBOro NPOCTPAHCTBA A1 YYETHOM 3aNMcK N0Nb30BaTeNA NPK ee CO34aHMK, NPU 3TOM
Yy YYETHOM 3anuMcK Nonb30BaTeNA OTCYTCTBYET BO3MOMKHOCTb NMpeTeHA0BaTb Ha 60/blINIA
06bemM MOCTOSAHHOW MaMATW, a BblAeNeHHOe el MPOCTPAHCTBO OyaeT HeaoCTYMHO AAA
APYr1X YYETHbIX 3anMcen Nob30BaTENEN AaXKe B Cy4ae, eCiM OHO CBOOOAHO.

BHUMAHMUE! O6bem KBOTbI 331a€TCA NPU CO3AaHMM YYETHOM 3aNMCK NONb30BaTENA
M HEe MOET ObITb M3MEHEH BNOCNeACTBMM.

[lna Toro, 4TobbI 3a4aTb YYETHOM 3aNMCK NONb30BATENNA KBOTY Ha MCMO/b30BaHME
NMCKOBOrO MPOCTPAHCTBA, HEOOXOAMMO Ha CTpPaHMLEe CO3[4aHMA Y4YEeTHOW 3amnucu
No/fb30BaTeNs  YCTAHOBUTb  KOMYECTBO  Bblaenaemblx emy [b, nepemelas
COOTBETCTBYIOLMI Clainaep BNPaBo AN YBEANYEHMA KBOTbI MO0 BNEBO A5 YMEHbLIEHUA
(cm. PucyHok 3).
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OC ABpopa aBTOMATUYECKM BbIYMCAAET A0MNYCTUMbIE NPeaebl KBOTMPOBAHUA TaKMM
obpa3om, 4Tobbl MOXKHO OblN0 cO3A4aTbh A0 7 YYETHbIX 3aNMCEN NOJb30BATENEN, MPU STOM
KBOTbI YCTaHaB/IMBAOTCA CAeayoLmnm obpasom:

— HWUXHAA rpaHMLUa KBOTbI 3a4aeTcA B 512 Mb;

— BEpPXHAA rpaHMLa KBOTbl PacCYMTbiBaeTCA caeayrowmm obpasom: obuwmii obbvem
amckosoro npoctpaHcTea MY (AllSpace) 3a BblueToMm 06bema AMCKOBOro nNpocTpaHcTea MY,
3aHATOrO CO34aHHbIMM YYeTHbIMM 3anuncamm (Qi).

NMPUMEYAHUE. B cnydae ecnim Ha MY HenocCTaTodHO NaMATU ANA BblAeneHuA
NO/NIb30BATENO KBOTbI, MPEBbILIAIOLWIEN HUKHIOW rpaHuLy (MWUHUMaAbHbLIA pa3mep),
nepemelleHne cnanaepa byaeTt HegoCTynHO (cM. PUCYHOK 3).

[NA BblMMCNEHWNA FPAHML, KBOTbI MCMONBb3YKOTCA C/ieAyolme nepemeHHble:

— AllSpace — 0bwWMM 06beEM ANCKOBOrO NPOCTPaHCcTBa MY;

— Nusr — KOZIMYECTBO YYETHbIX 3aNMCEN, CO3AaHHbIX Ha MY;

— Qi — obbem AMCKOBOro npocTpaHcTBa MY, 3aHATbIM CO34aHHbIMM YYETHLIMM
3anmcamm;

— UsrAvSpace = AllSpace - 2 GB — 2 ['b Bblgensetca Ana y4eTHOM 3anmcu
aAMUHUNCTPATOPa;

— MinQuota = 512 Mb. B cnyyae ecnim UsrAvSpace/6 < MinQuota, TO 3aJaHue
KBOTbl HEBO3MOMXHO;

— MaxQuota = UsrAvSpace - sum (Qi) — MaKCMMa/bHAA KBOTa, KOTOPYIO
MOXHO BblAEeNNTb CO34aBaeMon Ha MY y4yeTHOM 3anmcK Nob30BaTeNA: BCE AOCTYMHOE
NPOCTPAHCTBO 33 BbIMETOM CYMMbI YK€ BblAE/IEHHbIX KBOT.

MPUMEYAHUE. MaKcrmanbHblie KBOTbI YYETHbIX 3anmMcein No/b30BaTeNA 3a4at0TCA
aAMUHUCTPATOPOM B KOHPUIypaUMOHHOM  dainne /etc/security/limits.conf
(MpunoxkeHne 2). Takke ANA ynpaBAeHMA annapaTHbIMKM KBOTAaMWU U3 PA3INYHbIX
NO/Ib30BATENIbCKUX  MPOTrPamMm  MUCMOAb3YKOTCA  CAedylolme  CUCTEMHbIE  Bbl30Bbl:
setrlimit (), getrlimit(), prlimit() m nice().

4.7.3. lpuHyauTenbHOEe 3aBeplleHne ceaHca Noib3oBaTena

[ns Toro, 4ytobbl ceaHc nonbsosatena OC ABpopa NPUHYAUTENBHO 3aBepLIancs no
ncrevyeHnmmn YCTaHOBAEHHOIO BpemeHM e€ero HeaKTMBHOCTH, HeO6XO,£|,V|N\O npogenatb
cnegyloume onepaumm:

— €034aTb cepBuC-QaliN /etc/systemd/system/ session-timeout.service
CnefyoLLero CoaepsKMMOoro:

[Unit]
Description=Session Logout Service
After=authd.service

[Service]

Type=simple

RuntimeDirectory=session-logout

ExecStart=/bin/sh /usr/libexec/session-timeout/session-timeout.sh
Restart=always
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RestartSec=1

[Install]
WantedBy=graphical.target

— co3paTb anpektoputo /usr/libexec/session-timeout/;
— co3aatb ckpunT /usr/libexec/session-timeout/session-timeout.sh cneayouwero
COAEPHKMMOrO:

#!/bin/sh
session timeout=1200
timestamp file="/run/session-logout/last-input-activity.log"

run_timestamp updater ()

{

libinput debug-events | awk -v "f=Stimestamp file"
'"{t=strftime ("%s"); print(t) > f; close(f); }' &

}

reset timestamp updater ()
{
echo "Resetting timestamp"
kill %1
rm -vf "Stimestamp file"
date '+%s' > "Stimestamp file"
run timestamp updater

}

set devlock state()
{
gdbus call --system --dest ru.omp.AuthService \
--object-path "/ru/omp/AuthService/Devlock™ \
--method ru.omp.AuthService.Devlock.SetState "S$1"
}

reset timestamp updater

while true; do

read timestamp < "Stimestamp file"

now=S$ (date '+%s')

diff=$(( Snow - Stimestamp ))

echo "timestamp S$timestamp, diff $Sdiff"

if [[ $(( $now - Stimestamp )) -1t $session timeout ]]; then
sleep 1

elif mountpoint /home; then
#set devlock state 1
source /etc/environment
echo "Stopping user session for S$LAST LOGIN UID"
systemctl stop user@S$SLAST LOGIN UID
source /var/lib/environment/compositor/droid-hal-device.conf
export QT QPA PLATFORM
export EGL PLATFORM
/usr/libexec/unlock-ui SLIPSTICK OPTIONS
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reset timestamp updater
source /etc/environment
systemctl start user@SLAST LOGIN UID
else
reset timestamp updater
sleep 1
fi
done

— MPUCBOUTb NEPEMEHHOM session timeout HY)KHOE 3HAYEHWEe B CEKyHAAX, KaK
nepuvoa HEaKTMBHOCTM MNONb30BATENA, MO MWCTEYEHMM KOTOPOro ero ceaHc Oyaet
NPUHYANTENBHO 3aBEPLUEH, K MPUMEDPY:

session timeout=600 nma 10 MuHyT.

— ONA aBTOMATMYECKOro cKpunta Aob6aBUTb CCbINKY Ha cepsuc-daln B TapreT
graphical.target:

In -sv ../session-timeout.service
/etc/systemd/system/graphical.target.wants/

— nepesarpysutb MY.
4.8. dunbTpayma ceTeBoro NoToKa

4.8.1. Obuwan nHpopmaLma

®dunbTpauma ceteBblx noTtokoB B OC ABpopa OCYLWECTBAAETCA C MNOMOLLbIO
BCTpoeHHOoro B AApo OC dunbTpa ceTeBbiX MAKETOB netfilter M MOHMTOPA ObpaLLEHMN,
KOHTPOIMPYHOLLEro ceTeBom cTek IPv4,

ALMUHUCTPATOP NMPWY NMOMOLLM YTUNUTLI iptables MOMXET 334aBaTb MOAY/O AAPA
netfilter npasBuna (MAM LENOYKM) UABTPALMM B COOTBETCTBMM C aTpMbyTamm
OTNPaBMTENA W MOJy4aTena CeTeBbIX MAKETOB, a TaKXKe aTpubyTamu nepenaBaemMown
nHdopmaumn B IP-3aronoBKax NakeTos.

4.8.2. MexceTeBoe 3KpaHUpPOBaHMe

®dyHKuMM M3 B OC ABpopa peann3oBaHbl B CAykbe connman, MCNOAb3YHOLLEN
MeXaHW3Mbl iptables A4 pa3rpaHNUYeHMnA CeTEBbIX MOTOKOB AaHHbIX.

KOH¢MrypauMﬂ MO YMOJIHaHUIO MOCTAaBIAETCA B NaKeTe connman-configs-core,
CO6MpaEMON\M3HaKeTaomp—common—configurations

4.8.3. TlyTb K pannam KoHpurypaumm M3

HoBble HACTPOMKM iptables MNOAAEP)KMBAKOTCA B connman, Ha4YMHAA C BEPCUMU
1.32+4git41. HacTpoMKM, ONMCAHHbIE B HACTOALLEM AOKYMEHTE, XPaHATCA B C/AeAytoLmX
dannax:

— /etc/connman/firewall.conf — [1];

— /etc/connman/firewall.d/*firewall.conf — [2],
roe [1] — ocHoBHaa KoHourypaumsa, [2] — nanka ¢ $alnamu, OKaHYMBAKOLWMMKUCA Ha
«firewall.conf» n pacnonoskeHHbIMM B andaBUTHOM NMOPSAKE.
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4.8.3.1. MpaBwnaa KoHPUrypaumm M3

BuHapHbIM nakeT «connman-configs-core» ycTaHaB/AMBAET NpPaBuaa B CAEAYIOLLINX
dannax:
1)/etc/connman/firewall.conf:
— |Pv4:
epa3pellaeT YCTaHOB/IEHHbIE M CBSA3AHHbIE MAKeTbl (-m conntrack --ctstate
RELATED, ESTABLISHED);
epa3spellaeT Bce BxogdAwmMe nakeTbl ana loopback-uHtepdeitca (Tpebyetca
connman A1 pa3pelieHns JOMEHHbIX UMEH);
®N0 YyMONYaHMtO 610KMpyeT Becb BxoAAwMM Tpaduk (Tabnanmua filter
INPUT-LenouKa);
— |Pv6:
epa3pellaeT YCTaHOBNAEHHbIE M CBA3aHHbIE NakeTbl (-m conntrack —-ctstate
RELATED, ESTABLISHED);
epa3spellaeT Bce BxogdAwme nakeTbl ana loopback-uHtepdeitca (Tpebyetca
connman A4 paspelleHns AOMeHHbIX UMeH aas IPv6-npoTokona);
®N0 YyMONYaHUtO 6n0KMpyeT Becb BxoAAwMM Tpaduk (Tabnnmua filter
INPUT-uenouka).
NMPUMEYAHUE. B OC Aspopa IPv6-nogaepKka B iptables He 3aABNeHa;
2)/etc/connman/firewall.d/10-block-icmp-firewall.conf:
— |Pv4:
epaspewaer  BxogdAwme ICMP-nakeTbl, OTAMYHbIE  OT  PINg-MaKeTOoB
(T.e. BNOKMPOBATH TONLKO BXOAALLME PiNg-NAKeTbl);
epaspelwaer wucxoaauwme |ICMP-nakeTbl, OT/IMYHbIE OT 3XO-PinNg-NakeTos
(T.e. 6BNOKMPOBATb TONILKO UCXOAALLMIA IXO-0OTBET);
— |Pv6:
epaspelwaer  Bxoadauwme  ICMP-nakeTbl, OTAMYHblEe  OT  ping-NnakeToBs
(T.e. 6BNOKMPOBATb TONILKO BXOAALLME PiNg-MaKeTbl);
epaspewaetr wucxopawme |ICMP-naKkeTbl, OT/IMYHbIE OT 3XO-PiNg-MaKeToB
(T.e. BNOKMPOBATH TONIBKO NCXOAALLMA IXO-OTBET);
3)/etc/connman/firewall.d/11-allow-dccp-non-privileged-ports-firewall.conf:
— ana IPv4d v IPv6:
epa3peluaet Bxoaawm DCCP-Tpadumk Ha nopTtax 1024:65535;
4)/etc/connman/firewall.d/11-allow-sctp-non-privileged-ports-firewall.conf:
— ana lPvd n IPv6:
epaspellaet Bxoaawmi SCTP-TpaduKk Ha nopTax 1024:65535;
5)/etc/connman/firewall.d/11-allow-tcp-non-privileged-ports-firewall.conf:
— ana IPvd v IPv6:
epa3peluaet Bxoaawmm TCP-Tpadumk Ha nopTtax 1024:65535;
6)/etc/connman/firewall.d/11-allow-udp-non-privileged-ports-firewall.conf:
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— ana IPv4d n IPv6:
epa3pewaet BxoaAawmm UDP-Tpaduk Ha nopTax 1024:65535;
epa3pewaet BxoaAwmm UDP Lite-tpaduk Ha nopTtax 1024:65535;
7)/etc/connman/firewall.d/12-allow-ipsec-firewall.conf:
— ana IPv4d n IPv6:
epa3pellaeT Becb Bxoaawmi IPSec Authentication Header (AH)-Tpadwuk;
epa3pellaer Becb BxoaAawmm IPSec Encapsulating Security Payload
(ESP)-Tpaduk;
8)/etc/connman/firewall.d/12-allow-ipv6-mobility-firewall.conf:
— TONbKO AnAa IPv6:
epaspellaeT BeCb Bxoaawmmn IPv6 Mobility Header (MH)-Tpaduk.

4.8.3.2. To4Ka aoctyna

KoHourypauma pexnma «Todyka A0CTyna» peann3oBaHa Kak A0MNONAHUTENbHaS
onuma. MNpu BKAKOYEHHOM PEXMME NPMMEHAIOTCA TE e NpaBmnaa N0 YMOAYAHMIO, YTO M NpU
npueme Bcero Tpaduka. bonee ctporme npasuna GuabTpauMm Tpapuka MoryT ObiTb
n06aBneHbl C NMOMOLLbIO MeH HacTpoek. C 3Ton Lenbto B panabl KOHUrypaumm gobasneHa
rpynna [tethering], aHanorMyHaa AMHaMUYECKMM NpaBUAaM N8 rpynn.

NMPUMEYAHUE. lMpasuna «Toyka AOCTyNa» MNPUMEHAKTCA TONbKO ANA PeXkMma
nepenayn gaHHbix nocpeacrtsom cetn WLAN. [na USB-pexnma npasuaa no ymosa4aHuio
NPUMEHSAOTCA HE3AaBMCMMO OT KOHOUIypaUuMM pexxmma « To4Ka 40CTyna.

Mpasuna pexnma «Tovka A0CTyna» A0MKHbI ObiTb LLESIOCTHbIMM M 3aBEPLUEHHBIMM.
Mpn Hannumm xoTa bbl oaAHOro Habopa NPaBuUa pexnma « Tovka A0CTyNa» HMKaKMe NpasmKaa
No yMOAN4YaHutio He byayT aobaBneHbl, T.K. OHM MepeonpeaensatT MNoAb30BaTe/IbCKMe
NpaBWAa 1 pa3peLlatoT BeCb TpaduK.

[MosToMy, Hanpumep, MOryT ObiTb BK/OYEHbI CAeaylollMe BXoAdAllMe MNpaBuna,
paspewarowme Tonbko DHCP u DNS /etc/connman/firewall.d/42-tethering-

firewall.conf:

[tethering]

IPv4.INPUT.RULES = -p udp -m udp --dport 53 -j ACCEPT; -p tcp -m tcp -
—-dport 53 -3 ACCEPT; -p udp -m udp --dport 67 -j ACCEPT

IPv6.INPUT.RULES = -p udp -m udp --dport 53 -j ACCEPT; -p tcp -m tcp -
—-dport 53 -3 ACCEPT; -p udp -m udp --dport 67 -j ACCEPT
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4.8.3.3. ®annbl KOHOUrypaumm
4.8.3.3.1.®opmaT dpaiina

Kaxaaa rpynna onpeaenaetca ¢ MOMOLWbI KBaApaTHbIX CKOOOK — [], Hampumep,
[General]. Kaxablh KN4 PermMcTpo3aBUCKMM M HanMcaH NPOCTbIM TEKCTOM 6e3 Teros, 3a HUM
cnenyeT CUMBOA «PaBHOY» (=). DTO 03HAYaEeT, YTO BCE KAOYM [0 HaYaa caeaytollen rpynnsbi
[] NnpuHagnexKaT aTon rpynne.

Hanpumep:

IPv4.INPUT.RULES = -p tcp -m tcp -j ACCEPT

Kaxabli KoY MPaBM/l MOMKET CyLLeCTBOBaTb B OAHOM rpynne TO/NbKO OAWMH pa3
(NnpoBepKy ocyuwecTBaseT aHanmsaTop dannos kntoden glib, obpabaTbiBaeTcs TONLKO
NepBbI KtoY).

Pasgenutens Ana NpasBui — TOYKa C 3anAToM (;).

MpaBunaa MoryT HbITb BbIKAOYEHbI MPX MOMOLLM CMMBOANA «#» B Hayane npasuna.

Hanpumep, BbIKAOYUTL NepBoe MpaBuA0 --dport 23 W NPUMEHUTb NPaBUIO
-—-dport 24:

#-p udp -m udp --dport 23 -j ACCEPT; -p udp -m udp --dport 24 -7
ACCEPT

4.8.3.3.2.Mopanok 0b6paboTku

MNepBbIM 3arpyKaeTcs bann OCHOBHOM KoHbUIypaumm
(/etc/connman/firewall.conf), Aa/iee 3arpyKatoTca ocTanbHble Ganabl KOHPUIYpaLMM
U3 /etc/connman/firewall.d B a/iGaBUTHOM NOPSAAKeE

Mopagok 06paboTKM Npasun:

— KAto4M M3 GannoB 3arpykatotca B andaBMTHOM MoOpAAKe, MO3TOMY MNpasuaa B
danne, Hanpumep, c npedpurkcom 00, byayT obpaboTaHbl N 406aBNEHBI NEPBbLIMU;

— npaBuna wu3 danna OCHOBHOM KOHPUrypaumm paobasnaoTca B iptables
nocieAHNUMM U CYUTAIOTCA OCHOBHbIMU;

— €C/IN BRIIOYEHbI AMHaMKMYECKKME TMpPaBWM/ia, TO OHWU AO6aBﬂﬂKﬂCH B HA4a/10 B
iptables.

Hanpumep:

1)®Painnbl KOHPUrypaLmm n NopPAAOK Mx 06pPaboTKM:

— MNepBblit: OCHOBHOM ¢ann firewall.conf — coaepxut [General] (Obuime)
npasuna un yctaHasamsaeT POLICY (MonnTtuky);

— BTOPOW: firewall.d/10-firewall.conf —coaepnt WLAN-npasmna;

— Tpetun: firewall.d/20-firewall.conf — coaepuT [General] (O6wme)
npaBuna;

— YeTBepTbIN: firewall.d/30-firewall.conf —coaepxuT [General] (O6uwume) n
WLAN-npasuna;

2)Mpasuna M3 npu 3anycke connman:

— npumeHseTca MoAUTMKa 13 NyHKTa OAWH;
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— NOpPAAOK NpUMeHeHMA MNpasun:
enpaBuaa M3 NyHKTa Tpu [General];
eMpaBKnIa M3 NyHKTa YeTblipe [General];
enpaBmaa U3 NyHKTa oanH [General];
3)Mpasuna M3 nocne BrAtoveHns WLAN:
— npumeHsaeTca MoNAnTMKa 13 NyHKTa OAWH;
— NOpPAAOK NpUMeHeHMA MNpasun:
enpasmna 13 nyHkTa asa [WLAN];
eMpaBumaa M3 NyHKTa YeTbipe [WLAN];
enpaBuaa M3 NyHKTa Tpu [General];
enpaBmMaa M3 NyHKTa YeTbipe [General];
enpaBuMaa M3 NyHKTa oamH [General].
Mpn NCNONb30BAHMM HECKOIbKMX Pa3HbIX NPaBUA:
— npaBuna u3 pasgena [General] (Obwme). MocnepHee onpeaeneHne POLICY
(MonnTnKKM) NepesanmcbiBaeT NpeablayLmE;
— MnpaBWAa M3 Kaxkaoro TMna rpynnbl 40H6aBAAKTCA K CYLLECTBYOWMM NPaBuaaMm.
Mpu nobaneHnn nnbo yaaneHnm ¢amnos KOHOUrypaumm HeobxoaAMMo BbIMONHUTL
KOMaHAay:

systemctl reload connman

— eC/IM YCTaHOB/IEH HOBbIN MAKET, J0CTAaTOYHO BbIMONHUTL Nepe3arpysky;
— MnpaBuaa nu3 HoBoro danna KoOHPUrypaumm noHaBAAOTCA BO BHYTPEHHME CMUCKM
Nno NopAAKY, OA4HaKO:
eropafoK B iptables KoppeKTupyeTcs AMHAMUYECKMMM MpaBuaamu nocae
BOCCTaHOBEHUs coeanHenma (Hanpumep, WLAN);
enopsaaoK B iptables Koppektupyetcs [General] (O6wmmn) npaBunamm nocne
nepesanycka connman: NPUMeHAETCA TONIbKO MPWU HaNUYMM NPABUA, KOTOPbIE AO0KHbI
ObiTb A00OaBAEHbl B OMpeAeneHHyo MNO3MLUMIO Ha OCHOBe nopAfKa, onpeaeniemoro
nmeHem damna.
Mpu M3MeHeHUM cyllecTBytolLero darna KoHdurypauum HeobxoaMMo BbINOAHUTb
KomaHay:

systemctl restart connman

ObHapyXeHue Kn3meHeHMn B darnax KoHdurypaumum 6yaeT peann3oBaHO B
cneayoumx BepCUsax.

4.8.3.3.3.[ pynnbl U KItO4YN

Obuwume rpynnobl [General]:

— IPV4.INPUT.RULES — Habop npaBun B Tabnuue filter, INPUT-uenoyka ans
npoTokona IPv4;

— IPv4.OQUTPUT.RULES — Habop npaBun B Tabanue filter, OUTPUT-ueno4ka ans
npoTtoKkosa IPv4;
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— |Pv4.FORWARD.RULES — Habop npasun B Tabanue filter, FORWARD-Leno4ka
ANA npoToKkona IPv4;

— IPv4.INPUT.POLICY — nonmtmMka no ymonyaHuto ana Tabnmupl filter, INPUT-
ueno4yka (moxket 6b1Tb ACCEPT nan DROP);

— IPv4.QUTPUT.POLICY — nonuTuMKa no ymonyaHutio ans Tabnuubl filter,
OUTPUT-ueno4yka (moxet 6biTb ACCEPT nnmn DROP);

— IPv4.FORWARD.POLICY — nonutvka no ymon4daHwto ans Tabaumupl filter,
FORWARD-ueno4yka (moxeT 6biTb ACCEPT man DROP);

— IPV6.INPUT.RULES — Habop npaBun B Tabnuue filter, INPUT-uenoyka ans
npoTokosa IPv6;

— IPv6.OUTPUT.RULES — Habop npasun B Tabanue filter, OUTPUT-uenoyka ans
npoTokona IPv6;

— |Pv6.FORWARD.RULES — Habop npasun B Tabanue filter, FORWARD-Leno4Ka
ANA NpoToKona IPve;

— IPv6.INPUT.POLICY — nonutmMka no ymon4daHuto ana tabnuubl filter, INPUT-
Leno4ka ana npotokona IPv6 (moxkeT 6biTb ACCEPT nam DROP);

— IPv6.OUTPUT.POLICY — noamTuka NO ymMon4aHuto ans Tabnuubl filter,
OUTPUT-ueno4ka ana npotokona IPv6 (moxet 6biTb ACCEPT nnn DROP);
— IPv6.FORWARD.POLICY — noauTuka no ymon4yaHuto ans Tabauubl filter,

FORWARD-ueno4Kka ana npotokona IPv6 (moxkeT 6biTe ACCEPT naun DROP).
[JnHaMmnyeckme rpynnbl NO TMNAM YCTPOMNCTB:
— rpynna akTMBMPYETCA NPM Bbi30BE CAYXKObl connman AaHHbIM TMNOM YCTPOMCTBA
(Hanpumep, WLAN-nogkatoueHme);
— KaXkabl TN npaBuna byaeT coaeprkaTb B cebe nHTepdenc cepsunca (Hanpumep,
ana INPUT-npaBun ByaeT ycTaHOBAEH NapaMeTp -i <interface>);
— rpynna MOMEeT COoAep:KaTb caeaylollme Kaoum (Takue ke, Kak B pasgene
«Obwme» [General]:
o|Pv4.INPUT.RULES =;
o|Pv4.OUTPUT.RULES =;
o|Pv4.FORWARD.RULES =;
o|Pv6.INPUT.RULES =;
¢|Pv6.OUTPUT.RULES =;
o|Pv6.FORWARD.RULES =;
— npeaonpeaeneHHble rpynnbl:
e[unknown] — He ncnonb3lyeTca UAM He NOAAEPKUBAETCA, HO ABAAETCA YaCTbtO
BHYTPEHHMX TUNOB YCTPOMCTB connman;
o[system];
e[ethernet];
o[wifi];
e[bluetooth];
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e[cellular];

*[gps];

e[vpn];

*[gadget];

*[p2p];

e[tethering] — HAaCTPOMKM, NPUMEHAEMbIE ANA PEXMMA «TOYKA AOCTyNa».
MPUMEYAHMUE. Mpu Hannumm npobaem ¢ pexkmmom «To4Kka AoCcTyna» Heobxoammo

nobaBuThb cneaytoume cTtpokn B rpynny O6uwme [General]l: Hanpumep, 95-tether-
override-firewall.conf:

[General]
IPv4.INPUT.RULES = -i tether -j ACCEPT
IPv6.INPUT.RULES = -i tether -j ACCEPT

4.8.3.3.4.®opmat npaBun

BbinonHstoTcA cneaytolme npasuna iptables-dopmata
(https://www.frozentux.net/iptables-tutorial/iptables-tutorial.html):

— ONUMM NPOBEPAIOTCA A5 KaXKA0ro NPOTOKOa /MUK TUNa COOTBETCTBUSA;

— 3HAYeHMs oMU NPOBEPAIOTCA HA BENUYMHY MU TUMN 3HAYEHUSA;

— eC/M NPaBMNO He CYLWEeCTByeT B iptables, OHO UIFHOPMPYETCA aHAM3aTOPOM
npaBun;

— OTPULAHWA NOAAEPHKMBAIOTCA KaK B iptables.

[Mocko/bKYy B nepBoi Bepcun M3 nNoaaepKMBatoTCA HE BCE BO3MOXHOCTM
nepekntoyaTenei (switches) ANA iptables, NepekAOYaTENM, KOTOPble connman He
MOXeT 1006aBUTb, MTHOPUPYIOTCA iptables:

— moauduKaTopbl uUenoyek: -a, -b, -X, -F, -I, -P, -E, -R, -%Z
(M UX OIMHHbIE SKBUBANEHTbI):

®HOBbIE UM CYLLECTBYOLWME LENOYKM HE M3MEHAIOTCA NpaBuaamu. Bce npaBuna
M3 noaYMHAOTCA NOrMKe connman, B KOTOpoW NoaobHble MoAMPUKATOPbLI He
npeaycMOTPEHbI;

®B C/ly4ae BO3HMKHOBEHWUSA HEOOXOAMMOCTM Takme MoaAnPUKaTOPbl MOTYT ObITb
nobaBneHbl B JaNbHENLIEM;

— YyKasatenm Mmecta HasHadeHua ana DNAT: --to-destination, --from-
destination;

— nepekaoyateny GparMeHTUPoBaHnA: -£, --fragment;

— Mepekatoyvatens sepcun IP-npotokona: --ipv4, -4, --ipv6, -6;

— MepeK/YaTe M COOTBETCTBUA (-m), KOTOPble He NoAAEePKUBAIOTCA:

o|Pv4:-m comment, -m state, -m iprange, -m recent, -m owner, -m sctp, -m dccp,
-m hashlimit, -m icmpv6/ipv6-icmp;

e|Pv6: -m comment, -m state, -m iprange, -m recent, -m owner, -m ttl, -m sctp,
-m dccp, -m mh, -m hashlimit, -m frag, -m icmp;
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eBbIlLIEeYKa3aHHble NepeKkntoYaTenn Bbiabisaan cbom B iptables nam HenpaBuabHO
onpeaenann sepcuto IP-npotokona.

Llean M3 (-§ TARGET) COOTBETCTBYIOT LENAM iptables No ymondaHuto: ACCEPT,
DROP, REJECT, LOG n QUEUE.

[MpoTokonbl M2 (-p protocol)aHaﬂOFMQHbIﬂpOTOKOﬂaM iptables: tcp, udp,
udplite, icmp, icmpvé6, ipv6-icmp, esp, ah, sctp, mh (ToAbkO Ana IPv6) u
creumnanbHOMY Kt04eBOMY C/1I0BY all.

Kaxaoe npasuno:

— [O/IKHO UMETb MUHMMYM OAHY Lenb (-j/--jump TARGET or -g/--goto TARGET);

— MOXET MMeTb OT HyNA A0 OAHOro COOTBETCTBMUA MO NPOTOKOAY (-p/--protocol
protocol);

— ana SCTP-, DCCP- n MH-NpOTOKO/I0B MeXaHW3M COOTBETCTBMA MNPOTOKOJIa He
MOXeT BbITb MICNONb30BaH, HAaNPUMep:

-p sctp -m sctp —--dport 22 -3 DROP (He OynmetT paborarThb, HO)
-p sctp --dport 22 -j DROP (6ymeT padboTaThb)

— MOMET UMEeTb OT Hy/A 0 ABYX yKasaTeneh cooTBeTcTeus (-m/--match match).
Hanpumep, 4tobbl pa3pewntb Ans telnet ogHy nNOMNbITKY COeAMHEHWA B CEKYHAY,
HeO6XO,£I,VIN\O YCTaHOBUTb:

-p udp —-m udp --dport 23 -m limit --limit 1/second --limit-burst 1 -j
ACCEPT

— MOXET UMETb:

®0OT HYNA A0 ABYX NepeKatoyaTener NopTos C onumen obblivHOro nopTa (04HO U
TO XXe HanpaB/eHMEe He MOXKET MCNONb30BaTbCA ABaxKAbl). C MoaMMKATOPOM NPOTOKONA
(-m <protocol>): --destination-port, --dport, --source-port, --sport;

0T HyNA A0 OAHOro Mnepekatoyvatesa MNoOpToB C MY/AbTUMNOPTOM. BmecTe c
yKa3aTenem COOTBETCTBMA -m multiport BO3MOXHO MCNoNb30BaTh: --destination-ports, --
dports, --source-ports, --sports, --port, --ports n nepekaovaTenu;

— MOMET MMeTb OT Hy/NA [0 ABYX YKa3laTenel mecTa HasHayeHus (O4HO M TO e
HanpaBAeHWe He MOMEeT MCMO/b30BaTbCA [ABaKApl). --source, --src, -s, --
destination, --dst, -d,

— Kaxkgoe npasBuno pasgena [General] moxer uMMeTb OT Hyna A0 ABYX
nepekntoyaTenen mHTepderica (0AHO M TO »Ke HanpaBfeHME HE MOXKET MCMOAb30BaTbCA
NBa)kapl). ——in-interface, -i, --out-interface, -o.[lepeKkntoyatenn nHTepdeica
UFHOPUPYIOTCA B AMHAMUYECKMX NPaBUaax, NpeaHasHavYeHHbIX 408 TUNOB YCAYr (service
types).

4.8.3.3.5.YcTpaHeHne Henonaaok

Mpn pabote ¢ MI B cayyae BO3HUMKHOBEHUA Npobaembl ceTh/iptables (M2I)
HeobXoAMMO BbINOMHUTL CAeayolme AeNCTBUS:

1)HacTpouTb 6a308BbII MOHUTOPUHT paboTbl iptables ana cneaytowmx NPOTOKO/0B:

— |Pv4.
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watch -n 1 iptables -t filter -L -v -n

— |Pv6:

watch -n 1 ipé6tables -t filter -L -v -n

2)Ans BbIXxOoAa M3 NPOrPaMMbl HaxKaTb codeTaHue Knasuw «Ctrl» n «Cy»;

3)MpoBepuUTbL BbLIBOA, M KOAMYECTBO cOpolleHHbIx naketoB B INPUT-uenouyke
(nonnTtnka DROP);

4)3anyctutb Ml 1 NPOBEPUTL, KaKMeE CYETYMKN YBENNYMBAOT CBOE 3HAYEHME.

MPUMEYAHUE. Ecnm ceTeBble nakeTbl cbpacbiBatoTca, cyetynk DROP byaet
yBEAMYMBATL CBOe 3HaudeHue. CUYETYMKM MaKeToB ANA Ka)kAoro npasuna byayT
YBE/IMYMBATLCA, €C/IN NAKETbl COOTBETCTBYIOT 3TOMY MPaBUAY;

5)Ecnn npobnema B pabote MI1 BO3HMKNA M3-3a cHpacbiBaHMA NAKeETOB,
HeoOX0AMMO BbINONHUTL CAeaytolme AeNCTBUS:

— ANA  BPEMEHHOro  pelleHua (4encTByeT 40 Nepesarpy3kM  CUCTEMb),
pa3pellatoLLero BeCb TpadyrK N0 YMONYAHWUIO CAeayoLWMX NMPOTOKONO0B:

e nnAa IPv4 BbINONHUTL KOMAHAY:

iptables -t filter -P INPUT ACCEPT

e 114 |IPv6 BbINO/IHUTL KOMaHAY:

ip6tables -t filter -P INPUT ACCEPT

— ANns peLleHns Ha NOCTOAHHOW OCHOBe co34aTb bann
/etc/connman/firewall.d/99-accept-all-firewall.conf, pA006aBUTb B  Hero
cneaytolLme CTPOKM:

[General]
IPv4.INPUT.POLICY ACCEPT
IPv6.INPUT.POLICY = ACCEPT

— unnepesanyctntb MI1:

systemctl restart connman

Ecnm cuctema He 3arpyrKaetca, HeobxoAMMO NePENTM B PEKMM BOCCTAHOBNEHMA M
3anucaTb B pana onumm, yKkasaHHble Ha ware 5, Ans peweHna Ha NOCTOAHHOM OCHOBE.

4.9. KOHTPO/b LLeNOCTHOCTH

MNoacuctema KU, OC ABpopa CAYXWUT ONA MNPOBEPKM HEU3IMEHHOCTW cpenpl
BbIMO/IHEHMA, OMOBELWEHMA MN0/Ab30BaTeNA 00 M3MEHEHUM KPUTMYECKM  BaKHbIX
KOMMOHEHTOB, a TaKXe 3anpeLlaeT 3arpy3Ky 1 MCNOb30BaHNE CUCTEMbI NPU HAPYLLIEHUN ee
LeNOCTHOCTW.

B OCABpopa KL peannsoBaH C MNOMOUWbLID MNPOrPAMMHOIO KOMIMOHEHTA
integrityd, KOTOpbIM nNpeacTaBnAaer coboW AemMOH ANA yNpaBieHWA W NPOBEPKMU
LEeNOCTHOCTU AaHHbIX. B oTAinume oT ApYyrMX MHCTPYMEHTOB integrityd wcnonbsyet Il
(IMA 1 secureboot) Kak UCTOYHUK A0OBEPUS.

NMPUMEYAHUE. Kaxkabin yctaHaameaembit B OC ABpopa nakeT N0 gonkeH MMeTb
LMPPOBYHO MNOANUCH.
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Integrityd OTBeYaeT 3a ynpasjieHne M BepuOUKaLMIO LUEeNOCTHOCTM OBOBbEKTOB,
NP1 3TOM NoA, 06 bEKTAMMN NOHMMAIOTCS 0ObIYHbIE dannbl, ELF-bannbl n pasaensl. O6beKTbl
MOTYT 0OBEAMHATLCA B FTPYNMbl, TAKXKe MOXKET ObITb YCTaHOBAEHA Mepapxma rpynm.

ABTOMaTmyeckn, 6e3 HeobxoAMMOCTM cheuyanbHbiX AENCTBUM CO CTOPOHDI
agMuHucTpaTopa, OC ABpopa OTCAEKMBAET CAeaytoLlee:

— LEeN0CTHOCTb YCTaHaBAMBaeMbix NakeTos 10 ¢opmata .rpm;

— LLeNOCTHOCTb 3arpyaemblX BHELIHMX MOAYeN YPOBHA A4Pa;

— LLeNIOCTHOCTb BCEX MCMONAHAEMbIX GaltIOB NPY NOMbITKE UX 3aMYCKa;

— LEeN0CTHOCTb Pa3aenos.

BHUMAHUE! Tlepen BbinonHeHnem KL, TpebyercA o0b6paTuTb BHMMaAHWE Ha
cneaymollee:

— MpPOBEpKa LENOCTHOCTM YKa3aHHbiXx ¢annoB MO YyMOAYAHUIO MNPOMU3BOAMTCA
KaxkablM pa3 npu 3arpy3ske OC ABpopa, a Takke B 00:00 yacoB 0AMH pa3 B CYTKY;

— Bpema 3arpy3skn OC ABpopa yBEAMUYMBAETCA MNPOMOPLMOHANbHO KOJIMYECTBY
dannos, Tpebyembix ANA NPOBEPKN LLENOCTHOCTM, T.e. yem 6onblue cnncok ¢arnoB Ha
NpoBepKy, TemM 6oNblIe BPEMEHM 3aHMMAET NPOBEPKA LLENOCTHOCTH;

— NpW MNPOBEPKE LENOCTHOCTU BbIMOMHAIOTCA MaTeMaTU4Yeckme onepauum, 4To
NPMBOANT K MOBbIWEHNIO WMCMOAb30BaHMA PECYpPCOB MpPOLLECCcopa, CAeaoBaTeNlbHO, K
yBENIMYEHMIO pacxoa 3apaaa akkymynatopa MY.

[MpoBepKa UENOCTHOCTM KOHKPeTHOro ¢arna MoxKeT OblTb  OCyLWecTBNeHa
cneayrowmm obpasom:

integrityd -verify wmmvmsa odanna

B cnyyae HeobxoammocTtu BbiNnoAHUTL KU npowusBonbHoro ¢arna, ELF-dpainna,
pa3aenoB MAW rpynnbl pa3aenos cneayeT NCNoNb30BaTb YTUANTY integrityd, AOCTYMHYHO
B MIM «Terminal», KoTopaa npumeHseT 3 Kak UCTOYHUK J0BEPUA.

NMPUMEYAHUE. NHbopmaums o 3anycke/3aBepweHnn npoueaypbl KLU un ee
pe3yabTaTax 3aMMCbIBAETCA B CUCTEMHbIM KypHaa, MPOCMOTP KOTOPOro OCYLLECTBASETCA C
nomoubro MIT «KypHan».

B cnyyae ycnewHon npoBepku byaeT BbiBeAEHO AMarHOCTMYeckoe coobuleHue
BMAA:

verify mmsa Qamyia: success
total verification: success

B C/ly4ae HeycnewHoun:

verify mma damna: failed

NMPUMEYAHMUE. B pe3ynbTaTe Nosly4eHMA OT CEPBUCA integrityd OTPMUATENBHOIO
CTaTyCa NPOBEPKM LENOCTHOCTM, KOTOPbIA CBMAETENLCTBYET O HAPYLUEHUM LLeNOCTHOCTH,
noctyn k OC ABpopa 6/10KkMpyeTca KOMNOHEHTOM securityd. B3Tom cnyyae HeobxoanMmo
nepeaaTs MY aaMUHUCTPATOPY ANA NOBTOPHOM ycTaHoBKM OC ABpopa.
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4.10. JononHuTeNbHble MEXaHM3Mbl 6@30nNacHOCTH

KOHTpOAb UEeNnOoCTHOCTM COBMECTHO C WM30/AUMEN a[pecHOro MNpPOCTPaHCTBA M
npoBepkon noannck RPM-naketoB u OuHapHbIx 06bekToB no3sonser OC Aspopa
PEeaNn30BbIBAaTb MEXaHM3Mbl 3aMKHYTOM MPOrpamMmHON cpeabl. MexaHU3Mbl 3aMKHYTOWM
nporpammHon cpeapbl B OC ABpopa AOCTYMNHbI MO YMOYAHMIO M MO3BONAKOT:

— BbIMNONHATL NpUKNaaHble npoueccbl OC n30AnMpoBaHo, 6e3 BO3MOXKHOCTM BANATb
Ha Apyrmve npoueccol;

— M30AMPOBATb AaHHbIE MPUAOKEHWUIN APYT OT APYra;

— BbIABAATb $aKTbl HECAHKUMOHMPOBAHHON MOAUPUKALMM MCMONHAEMbBIX MU UHbIX
dannos;

— OrpaHMyMBaTb BO3MOMKHOCTM MNPUKAAAHbIX MPOLLECCOB MO OTHOLWEHUIO K
obbekTam OC rpaHMLEaMM «KNECOYHULLBIY;

— YCTaHaBAMBATb TO/IbKO MPUIOKEHMUA C BaAMAHOW NOAMMUCHIO;

— WCKOYaTb BbIMOJIHEHME HENOAMMCAHHbLIX WMAW NOAMUCAHHbLIX HEBANUAHOWN
NoANncbio BUHAPHbLIX GannoB.

KoHTpoAnb LEenocTHOCTU 3arpy3ydmkoB M obpa3oB OC nossonser OC Apopa
peann3oBaTb H@30MacHYO (40BEPEHHYIO) 3arpy3Ky YCTPOMCTBA M UCKIOYATb TaKMe yrpo3bl
Kak noameHa OC, nepenpoLLMBKa 1 3arpy3Ka C BHELIHWX YCTPOMCTB. KOHTPOb LIe/TOCTHOCTM
basnpyeTca Ha NpoBepke noanucn obpasos 3arpy34ymMKoB M NO3BOAAET CHOPMMPOBATL
LenoYKy A0BEPUs, KOPEHb KOTOPOM HAXOAMTCA B anNMapaTHOM YaCTM YCTPOMCTBA M HE MOXKET
ObITb CKOMNPOMETUPOBAH.

AOMUHUCTPATOP MOMET Ha/IOXUTb AOMNO/IHUTEIbHbIE OrPAaHWUYEHMA B  YacCTu
3aMKHYTOM MPOrpamMMHOM cpeabl, pa3pewmns ycTaHOBKY MIT TONbKO M3 O0BEPEHHbIX
MCTOYHMKOB. ONMCaHMe HAaCTPOMKM AOBEPEHHbBIX NCTOYHMKOB NpuBeaeHo B n.M. 4.4.1.3.

146



PyKOBOACTBO aAMUHNCTPATOPA

=~ OTKPbITAS
MOBWJIbHASR
| NNAT®OPMA

[Nenctsna

(Tabnunua 17).

Mo YCTPaHEHWIO

5. PEKOMEHOALWW NO YCTPAHEHNIO BO3MOXHbIX OLUMBOK

BO3MOXHbIX OLIMDOOK npuneegeHbl B Ta6nmu,e

obHOBNEHUA, T.K. He
KHOMKa

paboTaet
«3arpy3nTb»

Tabnuua 17
Neo OwnbkKa MpuynHa/pekomeHaunm No ycTpaHeHuIo
1 | HeBo3moOXKHO [ns nonyyeHma obHosneHns OC ABpopa TpebyeTca A4oCTyn K
BbIMONHUTb onpefeneHHbIM  pecypcam  npeanpuaTua-paspaboTymKa.

Takol [0CTyn npeaocTaBAAeTca KaveHTam, 0hOpMMBLIMM
TEXHUYECKYIO NOAAEPKKY, BKAOUAIOLLYHO YCAYry 0BHOBAEHMA
OC.

Bonee noapobHas MHGOPMaLMA AOCTYNHA NO 3NEKTPOHHOM
noyTte support@omp.ru

TpebyeTca naposb

2 | He nony4vaetcA Mp¥ BO3HMKHOBEHMN OLINOKK Npu ycTaHoBKe MI1, onncaHue
yCTaHoBUTb MI KoTopow npmuseaeHo B nn. 2.3.2.1, Heobxoanmo obpaTnTbeA

K pa3paboTtunky Ml ana ero obHOBNEHMS.
BHUMAHMUE! 3arpy3Kka B nckatoumMTENbHbBIX CAYyYasX,
Hanpumep, B ciy4ae NpUMeHeHnA B MUMAOTHbIX NPOEKTaX,
AONyCcKaeTca AeaKTuBaLmMA nepekatodatena « BKawounTo
Ba/naaumto naketos» (cm. PucyHok 104)

3 | Owmnbka ceptudmkata | OAMH N3 4OBEPEHHbBIX CEPTUPUKATOB, BXOAALLMX B TPETHE
nokoneHune OC, ycTapen, B pe3yabTaTe Yero Hbisia yTpayeHa
NOBEPEHHOCTb PECYPCOB, NOAMMCAHHbIX TAKUMM
cepTudmKaTamm

4 | [pn nonyyvyeHumn Mpobnembl ¢ ceteBbiIMm goctynom MY k MMO. Ecam npu
0BOHOBNEHWM C CKaumBaHum  MIT npomcxoaMT CETeBOM  pa3pbiB, TO
MMNoO «Aspopa nocneaywouwme Ml cTaHOBATCA B o4epelb M X YCTaHOBKA He
LleHTp» npoucxoanT
oTobparkaeTcsa
yBeAoMNeHune
«Appmanager is
busy»

5 | OTobparkaeTcs YCcTaHOBAEHHbIM Ha MY mdm-KaneHT (Hanpumep, KAUEeHT
yBeAoMNeHune MNO) 3anpelaeT o6HOBNAEHUS Yepes MHTepdenc MY
«Ynpas/sieHune
obHoBneHnem OC
3anpeLeHo»

6 | MY 3abnokmpoBaHo, | Heobxoammo o06patmutbcs K agmuHucTpatopy MY nmbo

onepatopy MNMO ana cbpoca napona MY, NOAKNOYEHHOTO K
cetn MIHTepHer.

147



mailto:support@omp.ru.

PyKOBOACTBO aAMUHNCTPATOPA

=~ OTKPbITAS

| MOBWJIbHASRA

NNAT®OPMA

Neo OwnbkKa MpuynHa/pekomeHaunm No ycTpaHeHuIo
[ns cbpoca napond agMmHMUcTpaTopa MY npu OTCyTCTBMM
noakntodeHns K MNMO Heobxoanmo obpaTnTbes B CEPBUCHDIN
LleHTp onsa nosTopHOM ycTaHoBkM OC ABpopa

7 | Mpu yctaHoBke RPM | HecoBmecTnumocTb katoder B8 OC M KAwoyer, KOTOPbIMM

Ha MY BO3HMKaeT
owmnbKa

nognucaHo Mr1.
Heobxoanmo nepenoanuncate MMM nnbo ncnonsvsosatb OC ¢
KNtO4Yamm, COOTBETCTBYOWMMK MI

8 | MNonb3oBaTenb 3abbin | Heobxoammo obpatnuTbcas K agMMHUCTpaTopy Ana cbpoca
naponb MY napona MYy
9 | AADMUHUCTPATOP Heobxoanmmo obpatmtbea K onepatopy [MMNO ana cbpoca
3abb1n naponb MY napona MY, NnoaKNOHYEHHOTO K ceTh MIHTepHeT.
[ns cObpoca naponsa aammHucTpatopa MY npm oTcyTCTBUK
noaxntodeHns K MMNO Heobxoanmo 0bpaTnTbca B CEpBUCHbIN
LeHTp ans noBTopHOM ycTaHoBKK OC ABpopa
10| Nocne 3arpysku Ybeamsmnce, 4to MY nmeet A0CTyn K ceTn VIHTEpHET U
obHoBneHn Ml Ha 3apAag akkymynatopa MY coctasnseTt He meHee 50%,
MY OHO He Heobxo4MMO OCYLLECTBUTL NPUHYAUTENbHOE OOHOBAEHME,
obHoBKMIOCH BbINONIHMB CAeAytolme AeNCTBUA:
— OTKPbITb DKPaH NPUIOKEHNUIM, NpoBeas Mo
[JoMallHemy 3KpaHy CHU3Y BBEPX;
— nepemnTn B MyHKT MEHK CUCTEMHbIX HAaCTPOEK
«ObHoBNeHMa OC ABpopa», nocae Yero BbIbpaTb NYHKT
«MpoBepuTb HanMume 0OHOBAEHNIAY.
Ecnan nocne BbINOAHEHWA ONMcaHHbIX Aenctenin Ml He HBbino
yCTaHoBAEHO B0 06HOBNEHO, HEOHXOAMMO NPOBECTU
aHa/IM3 CUCTEMHbIX coobLLeHnI (cm. noapasaen 4.1)
11| HeBO3MOXHO [aHHaa GYHKUMA OTKAOYEHA C MOMOLLLbIO MOAUTUKM
cbpocntb MY K 6e30nacHOCTM, HEOHXOAMMO OTKAOUYNTL AAHHYHO MOJNTUKY B
3aBOACKMM MeHto be3onacHocTu (cm. noapasaen 4.3)
HaCTPOMKam
12| HepgocTynHbl [aHHaa GYHKUMA OTKAOYEHA C MOMOLLLbIO MOAUTUKM

HACTPOMKM AaTbl U
BpEMEHM

6e30nacHOCTH, HEOHXOAMMO OTKAUYUTL AAHHYIO MOANTUKY B
MeHIo 6e3onacHocTu (cm. noapasaen 4.3)
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NEPEYEHb TEPMWUHOB M COKPALLEEHUIA

B HacToAwem [AOKYMeHTe TMNPUHATbI caedyroume TepMUHbl M COKpalleHMA

(Tabnunua 18).

Tabnunua 18
Coli?gj,we:/me PacwudposkKa
2DA [ByxdaKTOpHan ayTeHTUPMKaUMA
AAMUHNCTPATOP Monb3oBaTenb, 06nagatoWmMii NpaBamm Ha BbINOAHEHWE
onepaumi, CBA3aHHbIX C aAMUHNUCTPUPOBAHMEM CUCTEMbI
b basa gaHHbIX

Bepcua OC ABpopa |1)KopnopaTuBHana Bepcua — ncnoaHeHne OC Aspopa,

npeAHa3HavyeHHoe ANA OpraHM3aumMm 4oBePeHHbIX MOBUAbHbBIX
pPabouymx MecT, Ha KOTOPbIX He NponcxoanT ob6paboTka
MHPOPMaLMK, MOANEXKALLEN 3aLLMNTE B COOTBETCTBMM C
3aKOHOAaTeNbCTBOM PO;

2)CepTudnumpoBaHHasa Bepcua — ncnonHenme OC Aspopa,
npolwealiee cepTUPMKAUMOHHbIE UCMbITAHMA B CUCTEME
cepTMdMKaLMmM HOPMaTMBHbIX perynatopos PO (PCTIK Poccun,
®CB Poccun), metolee COOTBETCTBYHOLWMIA KOMMNAEKT
NPOrPaMMHbIX IOKYMEHTOB M rOTOBbIE K CEPUIMHOMY
Npom3BOACTBY. [peaHa3HayYeHbl 414 OpraHM3auMm 4OBEPEHHbIX
MODBMNbHBIX Paboumx MecT, Ha KOTOPbIX NPOUCXOANT 06paboTKa
MHPOPMaLIMK, MOANEKALLEN 3aLLMNTE B COOTBETCTBMM C
3aKoHoaaTenbctBOM P®. MoryT ncnonssosatbca B [NC, Ha
obbekTax KM 1 B nHbIX peryanpyembix MC

3MC 3aMKHyTaA NporpammHas cpeaa

NAD NoeHTnduKauma n ayTeHTUPrKaLmns

nC NHPopmMaLMOHHaA cMcTema

NPBO NHTepdenc PyHKLUMOHANbHBLIX BO3MOXKHOCTEN He30nacHOCTH
06beKTa OLEHKM

KeoTa Ob6bem AMCKOBOro NPOCTPAHCTBA, BblAENAEMOTO
aAMMUHUCTPATOPOM ANA 3aNMNCKU AAHHbIX YY4ETHbIX 3aNMCen
No/b30BaTeNeN

KL, KOHTPO/b LEeNOCTHOCTH

MB/L Poccuum MWHNCTEPCTBO BHYTPEHHMX Aen Poccminckon Geaepaumm

M MobunbHoe npunoxeHune

MY MobunbHoe yCTPOMCTBO

M3 MexceTeBoe 3KpaHMpOBaHMe

0oC OnepaunoHHada cucTtema
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MNepekntoyaTens dnemeHT nHTepderca OC ABpopa, NpeacTaBAAOWMA COOOWM
CBETALLYIOCA TOYKY, PACMONOXKEHHYIO B NOAE, M NO3BONAIOLLNM
BbIOPaTb OAHO M3 COCTOAHMM, Yallle BCEro BKAOYEHMNE UM
BbIK/tOUEHMe. [pKn akTUBaLMM NepekatoYaTens ToYKa HauymHaeT
CBETUTbCA ApYE, YEM B HEAKTUBHOM COCTOAHUN

Monb3oBaTenb JInuo, ncnonb3aytollee CUCTeEMY ANA BbINONHEHWNSA 3a/I0XKEHHbIX B
Hen QyHKLNM

Mpeanpusatre- Ob61L1ecTBO C OrpaHMYEHHON OTBETCTBEHHOCTbIO « OTKpPbLITanA

pa3paboTumk MmobunbHas naateopma» (OO0 «OTKpbITaa MobUAbHaA

nnaThopma)

Nno MporpammHoe obecnevyeHune
rnro MpuknagHoe nporpammHoe obecneveHme «Apopa LleHTp»
MNP [NpaBunna pasrpaHMyeHmna oCTyna

CmapT-KapTa

YcTponcTBO, NpeaHa3Ha4YeHHoe ans 6e30nacHoro u
3awmuteHHoro PIN-KOAOM XpaHeHMA CEKPETHbLIX M 3aKPbITbIX
KpunTorpapuyeckmx Katoden, cepTudrKaToB OTKPLITbIX KAHOYEN U
APYIUX ayTEHTUPUKAUMOHHbBIX AaHHbIX. CMapT-KapTbl
obecneynBatoT MHPOPMALMOHHYO HE30MNaCHOCTb NOAb30BaTeNS,
TaKXe MCNoNb3yeTca ANA ABYXPAKTOPHOM ayTEHTUPUKALUMN ero
Bnagenbla. O6bIYHO MCMOMb3YHOTCA COBMECTHO CO CYMTbIBATENEM
CMapT-KapT

cyanc CepBUC ynpaBAeHNs A40CTYNOM K MHPOPMALMOHHbBIM CUCTEMAM
MB/L Poccum

Cynepnonb3oBaTens |[lonb3oBaTenb, 0bnagatowmin npasBamm Ha BbinoaHeHWe Bcex bes
MCKAOYEHMA Onepaumii B cucteme (B cMCTeEME MMEET I0TUH
«root»)

TokeH AyTEHTUPMKALIMOHHbIE AaHHbIE, KOTOPbIE BblAAOTCA
N0/1b30BaATENHO NOCAE YCNELIHON aBTOPM3aLUMM M ABNAIOTCA
KNOYOM A8 A0CTyNa K cnyKbam

YU YA0CTOBEPAKOWMA LEHTP

®B0O ®OYHKLMOHANbHbIE BO3MOXHOCTN H&30MaCHOCTU

®C dannoBada cuctema

J2BM DNEeKTPOHHO-BbIYMCAUTENbHAA MALLMHA

Sl DNEeKTPOHHAaA NoANncChb

ACL Access Control List — cnncok KoHTpons AocTyna

Bluetooth® CtaHaapT 6ecnpoBoAHOM CBA3K, obecneymBatomii obmeH
AAHHbIMM MeX Ay YCTPOMCTBaMM Ha OCHOBE Y/IbTPaKOPOTKMX
pPagVoBOH

CSD Tool NnarHocTnyeckasa nporpamma, BctpoeHHada B OC ABpopa
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DAC Discretionary Access Control — AnCKpeumnoHHoe pa3rpaHmnyeHmne

npas gocTyna

eMMC Embedded Multimedia Memory Card — BcTpoeHHas
MYAbTUMEAMNHAA KapTa NamaATK

GID Group IDentifier —naeHTUPMKaTOpP rpynnbi

GSM Global System for Mobile Communications — rnobanbHbii
CTaHAAPT UMdPOBON MOOUIBHOM COTOBOW CBA3M C pa3aeeHneM
KaHanos no spemeHun (TDMA) n yactote (FDMA)

GUI Graphical User Interface — pa3HOBWAHOCTb NO/b30BATENBCKOIO
MHTepdenca, B KOTOPOM 3/1EMEHTbI MHTepdeinca (MeH, KHOMKK,
3HAYKM, CNUCKM), NpeaCcTaBAeHHbIe NONb30BATENO Ha ANUCTee,
MCNONHEHbI B BUAE rpaduyecknx n3obpaxeHmin

HPET High Precision Event Timer — Talimep cobbIT1i1 BbICOKOM TOYHOCTH

ICCID Integrated Circuit Card Identifier — BCTpOEHHbIN MAeHTUPUKATOP
SIM-KapTbl

ICMP Internet Control Message Protocol — npoTokon mexKceTeBbIx
yNpaBAAoLLMX COOOLEHNN

IMA Integrity Measurement Architecture — moaynb NnoACUCTEMbI
KOHTPOA LeN0CTHOCTH

JSON JavaScript Object Notation — TekcToBbIN popmaT obmeHa
NaHHbIMM, OCHOBAHHbIM Ha JavaScript

MD5 Message Digest 5 — 128-6UTHbIN anrOPUTM XeLIMPOBAHMA.
MpeaHasHavyeH 404 co34aHMA «OTNeYaTkoB» MAM JalayKecToB
COO0DLLEHNA NPON3BONbHOM ANMHbI M NOC/eAyoLLEN MPOBEPKU MX
NOA/MHHOCTM

MTP Media Transfer Protocol —annapaTHO-HE3aBMCUMbIN MPOTOKO,
OCHOBAHHbIN Ha PTP

NFC Near field communication — TexHonorns 6ecnpoBoaHON Nepeaaun
AAHHbIX Maioro pagmnyca AencTBmA, KOTOPaa AaeT BOSMOXKHOCTb
obmeHa AaHHbIMW MeXay YCTPONCTBAMM, HAXOAALWMMMCA Ha
PaccToAHMM 0Kono 10 caHTMMeTPOB

PID Process |IDentifier — naeHTMdunKaTop npouecca

PIN-kopn, Personal Identification Number — nepcoHanbHbil

NAEHTUPUKALMOHHBIN HOMEP, MCNONb3YeMbll ANA
NOATBEPKAEHNSA IMYHOCTM NONb30BATENA B PA3/IMYHbIX CUCTEMAX.
Cny1T NPOCTbIM aHaN0rom napona, obecneymsas AOCTYN K
3alMLIEHHbBIM pecypcam, TakMm Kak SIM-KapTbl 1 TOKEHb!
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PUK-kop, Personal Unlock Key — nononHWUTENbHbBIN KOA, COCTOALWMMN 13 8

LUMdpP M NpUMeHsemMblin ana pa3baoknposkM SIM-KapTbl nocae
Heyaa4yHoro BBoAa 3HavyeHma PIN-koaa 3 pasa noapag,

RPM

Red Hat Package Manager — meHeaxep naketos Red Hat
obo3HayvaeT aBe cywHocTh: dopmaT nakeTtos 10 (RPM-nakeT) n
NporpaMmma, co3aaHHasa A1a ynpaBaeHMa 3TUMM NaKeTamm 1
NO3BOAKOWAA YCTaHABAMBATb, YAaNATb M 06HOBNATL 10

RPM-naket

dann popmaTta .rpm, NO3BONAOLLNIM YCTAHABANBATD, YAANATb U
OOHOBNATL NPUNOKEHME HA YCTPONCTBE

SDK

MpoAayKT, NnpeaHa3Ha4YeHHbIN Ana pa3paboTymKoB, NO3BONAIOLMINA
pa3pabaTbiBaTb NPUNOKEHUA (TPpadUUeCcKMe KOHCObHbIE,
CEPBUCHI M T.4.), KOMNUANPOBATbL X ANA 3aAaHHOM Bepcum OC m
3anycKaTb NOAYYMBLUNIACA BUHAPHBIM KOA B IMyNATOpe

SIM

Subscriber Identification Module — moaynb naeHTUPUKaLMmM
aboHeHTa

SSuU

SourceSafe ana Unix — ytnnuta, obecneymBatolLaa AoCcTyn U3
KOMaH/AHOM CTPOKM K IOKANbHbIM U YAANEHHBbIM PENO3UTOPUAM
Source Safe/VSS uepes TCP

SSH

Secure SHell — ceTeBol NPOTOKON NPUKNAAHOIO YPOBHS,
NO3BOAOWMIM MPON3BOAMUTL YAaNeHHOoe ynpasaeHmne OC u
TYHHennpoBaHue TCP-coegnMHeHN (HanpuMep, ANs nepeaadm
dannos)

UlD

User Identifier — naeHTndmMKaTOp NONb30BATENA

USB

Universal Serial Bus — nocnepoBaTtenbHbln MHTEpdenc ana
NOAKNOYEHMNA NePUPEPUMNHBIX YCTPOMCTB K BbIYMCANTENIbHOM
TEXHMKE

VPN

Virtual Private Network — BupTyanbHas 4acTHas CeTb,
0606LLIEeHHOe Ha3BaHWe TEXHONOMNI, N03BOIAOLLMX 0becnevynTb
OZIHO NN HECKO/IbKO CETEBbIX COEAMHEHNI (TOTMYECKYIO CETb)
noBepx Apyror cetn (Hanpumep, cetn NMHTepHeT)

WLAN

Wireless Local Area Network — nokanbHaa ceTb, NOCTPOEHHAA Ha
OCHOBe 6ecnpoBOAHbIX TEXHONOMNM

152



— 1 OBKPbITAFI
PyKoBOACTBO aAMMHUCTPATOPA | F.‘nﬁ%‘gé’#ﬁﬂ

MPUTOKEHUE 1

OnucaHue cnocoba yCTaHOBKM

MNpensaputenbHaa NOAroTOBKa

Pabouyee MecTo A0MKHO BKAKOYATL B cebA:

— 3/IEKTPOHHO-BbIYUCANTENbHYIO MaLLMHY (IBM);

— Kabenb Type-C/USB nan micro USB/USB, B 3aBncrumocTn oT MY.

2BM pomkHa MMeTb cnefyolme XapakTepUCTUKN:

— YCTaHOBJIEHHYO O04HY M3 cneaytowmx OC:
oOC Linux Bepcum Ubuntu 22.04 nnu Bblilwue;
o0C Centos 7.x nnu Bblle (1MHBO COBMECTMMbIE C YKa3aHHbIMK);
— Ha/ndune He meHee 1 USB-nopTa;
— Ha/nn4me He meHee 6 b cBoHoaHOrO MecTa Ha pannoBon cucteme IBM;
Ha 9BM ponrkHa bbiTb ycTaHoBNeHa yTuanuTa fastboot.
MNpoueaypa yCTaHOBKMU
Mepen, yctaHoskon OC ABpopa Heobxoammo Ha IBM ybeamTbcs B LLENOCTHOCTM
NO/lY4EHHOro apXmBa:

$> mdbSsum -c <OyTb K KOHTPOJIBHOM CcyMMe>.tar.zst.mdb

Mocne yero HeOHX0AMMO pacnakoBaTb apxmB ¢ obpasom npotmnsku OC ABpopa:

$> tar -I zstd -xvf - <oyTe K apxuBy>.tar.zst

MPUMEYAHUE. Ons nekomnpeccum OC ABpopa Ha IBM gonKHa ObITb yCTaHOBEHA
6nbnnoTeka, peanmsytowan aaropuTmbl Zstandard.

[ns yctaHoBkn OC ABpopa HeEODBXOAMMO BbINONHUTL CieaytoLlime AeNCTBUSA:

1) Bbikntountb MY;

2) Noakntounts MY K 9BM ¢ nomoulsto kabena Type-C/USB mam micro USB/USB, B
3aBMCMMOCTUM OT MY;

3) O4HOBPEMEHHO Ha)KaTb W YAEPXKMBATb COOTBETCTBYIOLIME KHOMKW Ha Kopnyce
MY go nepexoaa MY B pexxum FASTBOOT MODE.

NMPUMEYAHUE. KombuHauma KHomok ana MY, HaxaTue KOTOpbIX MO3BOAAET
nepenTn K BbIbopy pexmnma pabotbl MY, npmuseaeHa B Tabanue (Tabamua 1.1);

Tabnnua 1.1
KombunHauma KHONOK My

— KHOMKa nuTaHusa (Power); — Agquarius L311
— KHOMKa yBennyeHus rpomrkoctm (Volume Up)

NMPUMEYAHMUE. Mpun HaxaTUK 1 yaep>KaHMKM COOTBETCTBYIOLLMX KHOMOK Ha Kopnyce MY
BO3MOXHO MNOAB/NEHME B CPeAdHel 4YaCcTM 3KpaHa OKHa Bblbopa pexuma 3arpysku
(PucyHok 1.1).
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Select Boot Mode:
[VOLUME_UP to select. VOLUME_DOWN is OK.]

[Recovery Model
[Fastboot Model
[Normal Boot]

PucyHok 1.1

B Takom cnyyae B oTobpasmBLIEMCA OKHEe BbibOpa pexkMma 3arpyskn Heobxoammo
BbI6paTh pexkmm [Fastboot Mode], ncnonbya cneaytowme KHOMKK:

— KHOMKy yBenunyeHua rpomkoctn (Volume Up) ans Bbibopa pexnma;

— KHOMKY yMeHblleHna rpomkocTu (Volume Down) ana noarsepraeHUA BbIOopa;

B pe3ynbTaTte Yero cuctema 3arpy3mTca B pexxmnme yctaHoBku OC ABpopa v Ha
3KpaHe oTtobpasunTtca Haanucb «FASTBOOT mode...» (PucyHok 1.2).

Select Boot Mode:
[VOLUME_UP to select. VOLUME_DOUN is OK.1]

[Recovery Model
[Fastboot Model KL==

[Normal Boot]

=> FASTBOOT mode. ..

PucyHok 1.2

NMPUMEYAHUE. B chyyae HeBepHOro Bbibopa pexnma paboTbl HEOOXOAMMO HaxKaTb
N yAepXMBaTb KHOMKY NuTaHua (Power) Ha Kopnyce MY ans ero BbiKAOYeHUs;

4)Ha 3BM nepentv B ManKky c 3apaHee pacnakoBaHHbIM 0OPa30OM MPOLIMBKM
OC ABpopa 1, HaxoAACb B Narke, 3anyCcTUTb TEPMUHAN;

5) 3anyctuTb cueHapuit yctaHoBkM OC ABpopa, BbINOIHUB B TEPMUHANE KOMAHAY:
$> sudo ./flash.sh

NMPUMEYAHUE. Bo Bpema yctaHoBKM OC ABpopa Ha MY He crieayeT Bbiknto4ate 2BM

/WA OTKNYaTb OT Hero MY — 3To moxeT npusectn MY B HepaboTocnocobHoe
COCTOSHME;

Mocne 3aBeplleHMa npouecca ycTaHoBkM OC ABpopa Ha 3KpaHe TepmMuHana

oTobpasunTcs coobuieHme «Flashing completed. Detach usb cable, press and hold powerkey
to rebooty.
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NMPUTOKREHUE 2

N3meHeHne "MMunTos

OnucaHue nHTepdelica nice

NMMA: nice —3anycKaeT nporpammy ¢ 3aZaHnem npmopuTeTa.

OB30P: nice [[MAPAMETP] [KOMAHAOA [APTYMEHT]...]

ONMNCAHWNE: 3anyckaeT KOMAH/LY ¢ yKasaHnem npuopuTteTa ee BbliNnoJiHeHUA. bes
yKka3aHma KOMAH/ZA BbigaeT TeKyLWmMi npnoputeT paboTbl. ADJUST NO YMOYAHUIO pPaBeH
10. lnana3oH npnopuTeToB pacnonoxeH oT -20 (Hamsbicwmin) 40 19 (HaMMeHbLN):

— —-ADJUST — YyBe/IMYMBaAET NPUOPUTET Ha ADJUST;

— -n, --adjustment=ADJUST — 70 ke, yTO n —ADJUST;

— ——help —BblaaeT MHOOPMALMIO M 3aBepLIaeT pPaboTy;

— —-version —BblAaeT MHOOPMALMIO O BEPCUM M 3aBepLllaeT paboTy.

OnucaHune nHTepdenca renice

NMMA: renice — U3MEHEHWE NPUOPUTETA BbIMOTHAKOLWMXCA MPOLLECCOB.

OB30P:

renice priority pid...
renice priority [-p pid... ] [-g pgid...] [-u username]

ONMVCAHWE: KomaHOa renice WCNOAb3yeTCA AN1A W3MEHEHUA TNPUOPUTETOB
BbIMO/IHAIOLIMXCA MNPOLLeccoB. HoBoe 3HayeHMe npuopuTeTa 3a43e€TCA  YMCNOBOM
KOHCTaHTOW priority, KOToOpaa MOXeT NPUHMMAaTb 3Ha4YeHnAa B AmanasoHe oT -20 o +20.
HenpusunernposBaHHble Noab30BaTeNIM MOTYT YCTAHOBUTL 3HAYEHME NPUOPUTETA TOJIbKO B
npeanenax 0-20, B TO BpemMA KaK A4 CUCTEMHOrNO aAMWHWUCTPaATopa [AOCTYyMeH BecCb
Ananas3oH. Hanbonee TUNUYHBIMM 3HAYEHMAMKU ABAAKOTCA cneayrouwme: 19 — npoueccol
BbIMO/IHAOTCA TONILKO B C/ly4ae OTCYTCTBMA Yy Mpoleccopa cnewHoin pabotbl; O — 6a30BbIn
NPUOPUTET PABHOMPABHbIX MPOLLECCOB, BbIMOJHAKOWMXCA NOAL YNpaBaieHUeM AMcneTyepa;
oTpuuUaTeNbHOE 3HayeHue — ANA BbINOAHEHMA Hambonee cnewHbIXx U HesoTnaraTeNbHbIX
pabor.

OnucaHue nHtepdeiica kill

NMMA: kill — nocblnaeT CUrHaa npoLeccy Man BbIBOAUT CNUCOK A0OMYCTUMBbIX
CUIHANOB..

OB30P:

kill [-s CUT'HAJI | -CHUT'HAJI] PID...
kill -1 [CUTHAJI]...
kill -t [CUTHAJI]...

OMWCAHWME: nocblnaeT curHaa npoueccy WAM BbIBOAUT CMUCOK A0MYCTUMbIX
CUIHANOB.

AprymeHTbl, o0bA3aTeNbHble ANA  MOMHbIX BapMaHTOB  ONUMI,  ABNAIOTCA
06A3aTeNbHbIMKN TaKKe M ANA KPAaTKMX BapMaHTOB:

— -s, —--signal=CUTHAJI, -CUTHAJ— MMA UIN HOMEP MOCbIIAEMOrO CUTHAaNg;
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— -1, --list — BbIBECTM MMEHA CMUTHA/NOB WM BbLIBECTM MMA CUTHANa,
COOTBETCTBYHOLLLEE HOMEPY, M HAODOPOT;

— -t, --table— BbIBECTU MHDOPMALMIO O CUTHANAX B BUAE Tabanupl;

— ——help — BbIBECTM CNPABKY 1 3aBEPLLUTL PabOTy;

— —-version — BbIBECTM MHPOPMALMIO O BEPCUM M 3aBEPLLNTL PaboTy.

CUTHAJT: moxkeT yKasblBaTbCcA B BUAE MMeHM (Hanpumep, «HUP») nam Homepa
(Hanpumep, «1»). TakKe B KayecTBe CMrHana MOXHO YKa3blBaTb KO BbIXO[a, KOTOPbIN
nporpamma A0/XKHa COObWMTb CMCTEME NPK 3aBEPLUEHUN.

PID — umcnosol maeHTMPMKATOpP npouecca. Ecam ymcno oTpuuaTesnbHOe, OHO
onpeaenaeT rpynny npotecca.

OnucaHue nHtepdeiica /etc/security/limits.conf

NMA: dainn orpaHnM4eHna pecypcos.

®OPMAT: rpynna/nonb3osaTtenb IMMUT (JKeCTKMN/MATKMIA) NnapamMeTp 3HaveHme.

OMMCAHME NAPAMETPOB:

— core —pa3mep core dannos (Kb);

— data — MaKCUMa bHbIN pa3mep AaHHbIX (KB);

— fsize —MaKCUManbHbI pa3mep dparna (Kb);

— memlock — MaKCMManbHOe 3ab10KMPOBaHHOE aapecHoe NpocTpaHcTBo (KB);

— nofile — MaKCMMa/IbHOE KOIMYECTBO OTKPbITbIX GaiNoB;

— rss — MaKCMMa/ibHbI pasmep NamaTn ans pesmaeHT-nporpamm (Kb);

— stack — MaKCMManbHbIN pa3mep cTeka (Kb);

— cpu — MaKkcMManbHoe npoueccopHoe Bpems (MIN);

— nproc — MaKCMMa/lbHOE KOIMYeCTBO NPOL,ECCOB;

— as — OrpaHu4YyeHue aapecHoro npoctpaHcTea (Kb);

— maxlogins — MaKCMMabHOE YNCA0 OAHOBPEMEHHbIX PETUCTPALMIA B CUCTEME;

— maxsyslogins — MaKCMMasbHOE KOMMYECTBO YYETHbIX 3aMmCel;

— priority— NPMOPUTET 3aNyLLEHHbIX MPOLECCOB;

— locks — MaKCMMa/ibHOE KONMYeCTBO Ppannos, DNOKMPYEMbIX MOIb30BATENEM;

— sigpending —MaKCMMabHOE KONMYECTBO CMIHA/IOB, KOTOPbIE MOXHO Nepeaatb
npoueccy;

— msgqueue — MAKCMMaNbHbIA pa3mep namsat ans odepeam POSIX coobuieHmin
(bytes);

— nice — MaKCMMaAbHbIA MPUOPUTET, KOTOPbIM MOXKHO BbiCTaBuTb: [-20, 19];

— rtprio— MaKCMMaNbHbIA NPUOPUTET BPEMEHM BbINOAHEHMA.
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NMPUTOKREHUE 3

OnucaHue nHTepdeica wipe

NCMNO/Tb30OBAHWME: wipe [onuumn] dannbl.

onunmn:

— —a — NpepbIBAET NPM OLLINDKE;

— -b <buffer-size-1g2> — yCTaHaBAMBAET pasmep MHAMBMAYyaNbHOro bydepa
BBO/13a/BblBO/A, YKa3aB ero norapudm no OCHOBaHMIO ABa. MoryT ObiTb BblAeNeHbl A0
TpuAauath aTnx bydepos;

— —c—coBeplwaeT chmod () Ha 3alMLLEHHbIX OT 3anncK darnnax;

— -D—c/elyeT CUMBONYECKUM CCbITIKaM (KOHOAMKTYET C -r);

— —e — WCNO/Nb3yeT TOYHbIK pa3mep panna: He OKpyrnaeT pasmep dalna Ans
CTUPaHMA BO3MOXKHOIo Mycopa, OCTatoLLeroca Ha nocnegHem 610ke;

— —-f —dopcupyer, T.e. He 3anpallMBaeT NOATBEPKAEHNS;

— —F—He CTMpaeT umeHa $pannos;

— —h— NOKa3bIBaeT CNPaBKy;

— —i—MHPOPMATMBHbIN (BepOanbHbIN) PEXUM;

— -k — cOxpaHsaeT pannbl, T. e. nocne nepesanmnck Galnibl HE yAaNAOTCA,;

— -1 <gmmua>-—YyCTaHaB/AMBaeT AJIMHY CTUPAHNA Ha <mimHy> 6al>'ITOB, roe <gimHa>
3TO UEeNoe 4YuMcno, 3a KOTOpbIM creayeT K (Kilo:1024), M (Mega:K"2) WM
G (Giga:K"3),;

— -M (1|r) —YyCTaHaBAMBAET aIfOPUTM PRNG A5 3ano/iHeHMA 610K0B (1M nopaaKa
NPOX0/08);

— 1 —uncnonb3yeT Bbi30B OUHANOTEKN random () ;

— a— MCNOJIb3YET a/ITOPUTM LLIl/Id)pOBaHl/Iﬂ arcfour;

— -0 <cmOBur> — YCTaHaBAMBAET CABWUI OYUCTKM Ha <cmeur>, (A€ <cmemr> MMEeT
TOT e GopMaT, YTO U <mimHa >,

— -P <mpoxomer> — YCTaHaB/AMBAET KOJIMYECTBO MPOXOA0B AN OYMCTKM UMEHM
danna. No ymonyaHmto a1o 1;

— -Q <xo;muecTsBO> — YCTAaHaB/AMBAET KO/IMYECTBO MNPOXOAOB AnA OblCTpoW

OYMCTKM;

— —-q — ObICTpaA 04YMCTKA, MeHee Oe3onacHas, Mo YMOAYaHUO 4 Cay4amHbIX
npoxoaa;

— -r — peKypcuA MNOo nankam, nepexod MO CUMBOJIMYECKMM  CCbl/IKaM
OCYLLLECTBAATLCA He byaeT;

— -R — YCTaHaBAMBAeT YCTPOMCTBO paHAOMM3ALMKM (MAM  KOMaHAy CcuaoB

pPaHAOMM3aUMU -S c);
— -S—(r|c|p)— MeToq paHAOMM3ALMN CUOO0B;
— 1 — CYMTbIBAET C YCTPOMCTBA paHAOMM3aUMM (HageKHO);
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— ¢ — CYMUTbIBAET 13 BbIBOAA KOMAHAbl PaHAOMM3ALMM CUA0B;

— p—UCNoNb3yeT pid (), clock () MU T.A4. (Cambii cNnabblil BapuaHT);

— -5 — TUXMIN PEXNM — NOAABNATL BECb BbIBOA;

— -T <momerTkym> — YCTaHABAMBAET MAaKCMMalbHOE YMC0 NOMbITOK A1A cBOOOAHOrO
NOMCKa MMeHM dainna; No ymondaHuto ato 10;

— —v —oTobparkaeT nHGoPMaLMo O BEPCUM;

— —Z—He cTupaeT uma danna;

— -X <upcyo> — MNPOMYCKAaeT YMCNO MNPOXOA0B (Mose3HO ANA MNPOAOKEHNS
onepauum OYNCTKM);

— -x <passl,pass2,...>—3343eT o4epeb NPOXOA0B.

PykoBogcTeo no wipe

NMA: wipe — be3onacHoe cTupaHme pannos.

OB30P: wipe [omumu] pathl path2 ... pathn

OMNCAHWNE: wipe HECKONbKO pa3 nepesanucbiBaeT CneusasbHble naTTepHbl Ha
yAansemblin Gaitn, Mcnonb3ys BbI30B fsync () U/MAM O SYNC OBUT 414 NPUHYAUTENBHOMO
nocTyna K AMcky. B HopmanbHOM peskmme mcnonbaytotcs 34 obpasua (M3 KoTopbix 8
ABNAOTCA PAHAOMHbIMK). HopManbHbIM pexxum aenaet 35 npoxonos (0-34). BbicTpbil
PeXMM MO3BOJIAET MCMNO/1b30BaTb TOJIbKO 4 Npoxofda C PaHAOMHbIMW MNATTEPHAMM, YTO
HaMHOro meHee H6e3onacHo.

ypHanmpyemble PC, Takme Kak Ext3, Ext4 wmnum ReiserFS, mcnonb3ytotca no
YMONYaHMIO. Ha HMX OTCYTCTBYIOT NPOrpammbl YAaNe€HWA, KOTOpble MOTryT HaAeXHOo
33a4MCTUTL Ganbl, MOCKONbKY 4YyBCTBUTE/IbHblE [aHHble W MeTadaHHble MOryT ObiTb
3anKMCaHbl B XKyPHaJ, K KOTOPOMY CJIOXKHO MONYYUTb AOCTYN.

Ctupanue Ha NFC nnu Ha »kypHannpyembix OC (ReiserFS n T.4.) He byaeT paboTaTs,
NO3TOMY PEKOMEHAYETCA BbI3blBATb wipe HAMPAMYK Ha COOTBETCTBYOLLee BaoyHoe MY ¢
COOTBETCTBYIOLWMMM ONUMAMMU.

BHUMAHME! BbinonHATL BbI30B wipe Hanpsamyto Ha cooTBeTCTBytoLlee 6104Hoe MY
C COOTBETCTBYWLWMMM  ONUMAMW  PEKOMEHAYETCA TONbKO B  C/lydae  KpamHewn
HEeobxoAMMOCTMW.

[anee cnenyeTt 3a4aTb MNPaBW/bHble OMUMKW, B YaCTHOCTU: HE pPeKoMeHAOyeTcH
CTMpPaTb LENbl KeCTKMin AMCK (wipe -kD /dev/hda), T.K. 3TO YHWUYTOXMWT rNaBHYIO
3arpy3oyHyto 3anuch. MNpeanoyTntenbHa OYUCTKA Pa3aenos (wipe -kD /dev/hda2) npu
YCNOBMW CO34aHMA pe3epBHbIX KOMMN BCEX AAHHbIX.

onun KOMAHIHOWM CTPOKM:

— £ (bopcHMpOBaAHHO; OTKAOUYMTL 3aNPOC NOATBEPHKAEHMA) — MO YMONYAHUIO wipe
3anpawnBaeT NOATBEPXKAEHME C YKAa3aHMEM KOAMYEeCTBa PeryadapHbIX W crneumasnbHbIX
dalNoB M ManoK, YKasaHHbIX B KOMaHAHOM CTpoke. [ns noATBep:KAeHMA HeobxoaMmo
BBECTM «yes», ANA OTMeHbl — «no». [lpeaycmoTpeHa BO3MOXHOCTb OTK/AKOUYMTb 3anpoc
NOATBEPXKAEHMA onNuMen —£;

— r (peKkypcMBHO B Noamnankax) — No3BOAsSET yAaAUTb BCe AepeBo nanok. Mepexos,
MO CMMBOJIMYECKUM CCbIZIKAM HEe OCYLLECTBNAETCA;
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— ¢ (chmod, ecnn HeobxoAMM) — ecnn Ha Garn UAK Nanky ANs CTMPaHMA He
YCTAHOB/EHbI NpaBa 3anucK, byaeT caenaH chmod ANA YCTaHOBKU Pa3peLleHni;

— i (MHOOPMaALMOHHbIN, BepbanbHbIN PeXMM) — AN BKAKOYEHMA BbIBOAA OTYETOB B
CTaHAaPTHbIM BbIBOA, (stdout). [0 yMONYaHWUIO BCe AaHHbIE 3aMMCbIBAtOTCA B CTAHAAPTHbIN
BbIBO/J, OWMOOK (stderr);

— s (VXM pexum) — nNoAaBNAKOTCA BCe COODOLIEHWS, KPOMe 3anpocos
NOATBEPKAEHMA N COODLLEHWI OWINOOK;

— g (bbICTpOE CTUPAHME) — B Cly4ae MCNO/1b30BAaHNA AAHHOW CTaaMK wipe OyaeT
nenatb (N0 yMONYaHWUIO) TONbKO 4 Npoxoaa, 3anMcbiBaa CAyyYalHble AaHHble, Ha KaxKabil
dann;

— Q <KO/IMYECTBO-NPOXOA0B> — YCTaHaB/IMBAET KOIMYECTBO NPOXOA0B AN ObICTPON
OYUCTKKM, NO yMoNYaHuto 4. [laHHaa onuma TpebyeT -g;

— a (ocTaHoBWUTL Mpu OWKBKe) — nNporpamma BbIMAeT C EXIT FAILURE Npwu
BO3HWMKHOBEHUWN HedaTaNbHON OLINOKMY;

— R (YCTQHOBWUTb YCTPOMCTBO reHepaumm CaydarHbIX 4mcen Uam KomaHay Cuaos
PAaHAOMHbIX AaHHbIX) — AAHHOM onuMelt, KoTopasa TpebyeT aprymeHTa, BO3IMOXKHO YKa3aTb
aNbTePHATMBY YCTPOWMCTBY /dev/random WAM KOMaHAY, CTaHAAPTHbIMA BbiBOA, KOTOPOM
byaeT xelWmnpoBaH C McnonbloBaHMem MD5-xewa. 3To pa3nmyme MoXKeT ObiTb caenaHo
onuuemn -s;

— S (MeToa, cAy4amHbIX CMAOB) — AaHHAA onumMs NPUHMMAET OAHOCMMBO/bHbIM
apryMeHT, onpeaenstoLlini, Kak MCNoab3yeTcs YCTPOUCTBO paHAOMMU3aLMM/apryMeHT C1a08
paHAOMM3aLUMN. YCTPOMCTBOM PaHAOMM3ALMM NO YMONYAHWUIO ABNAETCA /dev/random. Ero
MOMHO YCTaHOBMUTb, MCNONb3YS ONUMIO —-R.

O4HOCKMMBOJIbHBIMM aprymeHTaMmn MOryT ABNATbCA:

— r — ecnn HeobxoAMMO, 4YTOOblI apryMmeHT MHTepPnpPeTMpPOBaNCA Kak obbl4HOe
dalnoBoe/CMMBO/IbHOE YCTPOMCTBO. byaeT paboTaTb € /dev/random, TaK¥e AOJIKEH
paboTtatb ¢ FIFO 1 noaobHbIM;

— c — ec/n HeobxoamMmo, YTobbl apryMeHT BbINONHANCA Kak KOMaHAaa. BbiBoa m3
KOMaHabl OyaeT XewupoBaH C Mcnonb3oBaHMem anroputma MD5 ans obecneyeHus
Tpebyemoro cnaga;

— p — €eCcAM HeobxoAMmo, u4ToDbl wipe MoOAyYana CuApl XewWwupoBaHMEM
NnepemMeHHbIX OKPYXKeHMWA, Tekyllen aatbl u BpemeHu, |ID npoueccoB u T.4. (aprymeHT
YCTPOMCTBA paHAOMM3aLUMM He NCNONb3yeTcs). ITO HaumeHee He30MnacHo;

— M (BblOpaTb aNropmMTM reHepaumm MNCeBAOCNYYaMHbIX 4YMcen) — BO Bpemsa
C/ly4aiHbIX NPOXOA0B wipe Nepe3anncbiBaeT Leneble Gpaiibl MOTOKOM BUHAPHbLIX AaHHbIX,
CO3AaHHbIX CAeayLWUMMN aAropPUTMamMmM No BbiIBOpY:

o/ — Oymetr ucnonb3oBaTb (B 3aBMCMMOCTM OT CUCTEMbI MO/Nb30BaTENA)
nceBAopaHAOMHYO 6ubnmnoteky reHepatopa random() maum rand(). Cheayer obpatmTb
BHMMaHMe, 4TOo Ha OonbwmHcTBe cuctem rand() npeacrtasnset coboil NUHENHbIN
KOHIPY3HTHbIN reHepaTop, KOTOPbIM ABAAETCA KpanHe cnabbim. Boibop aenaeTtca Bo Bpems
KomnuanposaHua n onpegensetca HAVE_ RANDOM;
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ea — OyaeT ncnonb3osaTb NoTok wWndpa Arcfour kak PRNG. Arcfour coBmectnm
c wndpom RC4. 3T0 03HAYaET, YTO NPU TOM Ke Katode Arcfour ABnAETCA B TOYHOCTM TaKUM
e NOTOKOM, Kak RC4;

or — OyaeT Mcnonb3oBaTb cBexxmin anroputm RC6 kak PRNG; RC6 otnupaeTcsa
128-6UTHbBIMK CMOAMK, 3aTeEM HyneBon ONOK MHOTOKpaTHO 3aWwndpoBbIBAETCA A5
NOy4YeHMA NCeBA0CNy4alHOro NOTOKA. 3TO AO/IKHO ObITb OTHOCUTENbHO 6e3onacHo. RC6
c 20 Kpyramu meaneHHee, yem random(), onuma komnunmposaHna WEAK _RC6 nossonsaeT
Mcnonb3oBaTb Hosee bbicTpyto 4-Kpyrosyto Bepcmto RC6. [Ana nonyvyeHna BO3IMOKHOCTM
ncnonb3oBatb RC6 wipe Ao/KeH ObiTb CKOMNMAMPOBAH C yKa3aHHbIM ENABLE_RCK; B
Makefile npnBeaeHbl NnpeaynpexaeHMA NO NAaTEHTHbIM BOMPOCAM.

Bo Bcex cnydasx PRNG pacnpocTpaHaeTcs ¢ JaHHbIMM, COBPaHHbIMM 13 YCTPONCTBA
pPaHAOMMU3aALMM:

— | <ANnHa> — BBUAY BO3MOMKHOIO Ha/IMYMA HEKOTOPLIX Npobaem B onpeaeneHmnm
[eNCTBUTEeNbHOro pasmepa 6/104HOro YCTPOMCTBA (T.K. HEKOTOPbLIE YCTPOMCTBA HE MMEtoT
PUKCMPOBAHHOIO pa3mepa, Hanpumep, AMCKEeTbl MM KacceTbl) MOXKeT noTpeboBaTbCs
yKa3aTb pa3mep YCTPOMCTBA BPYYHYHO. <A/IMHA> — eMKOCTb MY, BbipaskeHHasa B yncae banT.
Mo»HO ncnonb3oBaTb K (KMno) ana ykasaHua ymHoxKeHua Ha 1024, M (mera) ans
BbIparKeHUs YyMHOKeHns Ha 1048576, G (rura) ana ymHoxkeHuns Ha 1073741824 n b (610k)
ANA YMHOXEHMA Ha 512:

1024 = 2b = 1K;
20K33 = 20480+33 = 20513;
114M32K = 114*1024*1024+32*1024.

— <cmeBur> — MNO3BONAET YKas3aTb CABWI BHYTPM CcTupaemoro ¢ailna uau
ycTponcTBa. CUHTAKCUC <cmeura> TaKOM XKe, KaK U A1a onumm -1;

— e — WCNoNb3yeT TOYHbIN pa3mep daina: He OKPyrNATb pa3mep darna ana
CTUPaHMA OCTaBLIErocAa Mycopa B nocaeaHem 610Ke;

— Z — He CTUpaeT pa3mepbl $palioB NOBTOPHbIM YMeHbLIEHMEM BABOE $altI0BOro
pa3mepa. [laHHble NOMNbITKX NPeAnPUHMMAIOTCA TONbKO Ha 0bbIYHbIX dalinax, T. e. onuma
becnonesHa nNpu MCNOAb30BAaHUM wipe ANA OYUCTKM OAOYHOTO MAM CrneumanbHOro
YCTPOMCTBA;

- X <upcjo> — MPONyCKaeT 3aJaHHOe 4ucno npoxoaos. [lonesHo Ana
NPOAO/MIKEHMA OYMUCTKM C 3a[@HHOM TOYKWM, HAaNMPUMep, KOoraa npu O4YMCcTKe HONbLIOTro
ANCKa HeobxoaMMo NpepBaTb onepaumto. McnonbayeTca C -x;

— x <passl>,.. <pass35> — YyKa3blBaeT MOpAAOK npoxoaos. Koraa wipe
npepbiBaeTcs, OHa OyaeT neyataTb TeKyllyto, BblOPaAHHYI Ccayd4anmHbiM 0b6pa3om,
nepmMyTaLUMio MoOpsAKa Npoxoda M HOMepa MNpPOoxoJa B KAYeCTBeE COOTBETCTBYHOLUMX
aprymeHToB -X U -X;
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— F — He cTMpaeT umeHa ¢pannos. Obbl4HO wipe NbITAETCA CKPbITb MMeHa dainos,
NepenmmMmeHOBbIBaA MUX; 3TO HE TapaHTUPYET, YTO PU3MYECKOE PACMONOKEHME, COAEPKaLlee
cTapble uWMeHa ¢annos, 0OyaeT nepesanucaHo. [locne nepeuMmeHoBaHWsA dainna
eIMHCTBEHHbIM cnocobom ybeamTbca, 4YTO MMA WM3MEHEHO, ABAAeTCa (pU3nyeckoe
OCYLLLECTB/IEHME BbI30BA sync (), KOTOPbIM BbIMbIBAeT AMCKOBble Kawn PC, B To Bpemsa
Kak Ana p[obaBneHWA M 3anucu KalWa MOXeT MWCNoab30BaTbcA OWUT O SYNC AanA
CMHXPOHM3aUMM BBOAA/BbIBOAA ANA OoAHOro darna. T.K. sync () MeANeHHbIN, Bbi30OB
sync () MNOCAEe KaxXaoro nepemmeHoBaHMA AenaeT O4YUCTKY MMeH dalnoB TaKxke
MeaNEeHHOM;

— k — coxpaHseT Gpannbl: He yaanaeT Gpanabl nocne nux nepesanucu. NonesHo npu
HEOOXOAMMOCTN CTEpEeTb YCTPOWMCTBO, COXPaHWB MPW 3TOM CheumanbHbih  dann
YyCTPOMCTBA. 3TO NOAPa3yMeBAET —F;

— D — cneayer CMMBOJIMYECKUM CCbIZIKaM: MO YMOJIYAHUIO wipe HWKOrga He
cnenyeTt CMMBONIMYECKUM cCbinkam. OaHako, ecnn bbin yKas3aH -D, wipe COrnacuUTCA Ha
CTMpaHMe Uenen, Ha KOTOPble YKa3blBAOT CUMBOJIMYECKME CCbINIKW. HeBO3MOXKHO
OZIHOBPEMEHHO YyKa3aTb ONuUUK -D N —r (peKrypcua);

— v — MNOKa3blBaeT MHPOPMALIMIO O BEPCUM U BbIXOA,

— h — MNOKa3bIBaeT CMpaBKy.

®ANNBI: no YMONYaHWNIO McnonbayeTca /dev/random B KayecTse cuaa (MCTOYHMKA)
reHepaTopa NceBAOCay4YaMHbIX YMCen.

MEPEMEHHbBIE OKPYXKEHWNA

Ecnm yctaHoBNeHa WIPE SEEDPIPE, wipe OyAeT BbINOMHATb YKA3aHHYIO B HeW
KomaHay (Mcrnonb3ya popen()), XeWWPOBaATb BbIBOL KOMaHAbl C aaropuTMOm MD5
message-digest Ana nonydyerHunsa 128-6mtHoro cuaa ans PRNG. Hanpumep, Ha cuctemax
OTCYTCTBYIOLLEM YCTPONCTBOM /dev/random 3Ta NepemMeHHaa A0KHa ObiTb YCTAHOB/EHA
B /etc/profile B cUeHapuin 060I0YKM, COAEPKALWMIA PA3NMUYHbIE KOMAHObI, TAKME KaK
ls, ps, who, last WT.A., KOTOPble 3aMNYyCKAOTCA aCUHXPOHHO, YTOObI NOIYYUTb BbIBO/,
HACKOJIbKO BO3MOXHO MeHee npecKkasyemMblM.

Mpumepsbl 3anycKa wipe

Cnepytollaa KOMaHAa PEeKYPCUMBHO (-r) YAAAMT BCe B Marnke private, NpuM 3TOM
BK/OYEHO NPUHYAMTENIbHOE YAANEHNE W OTKAOYEH 3aNpOC NOATBEPKAEHNA (-£), NOKa3aH
nporpecc npouecca yaaneHus (-i):

wipe -rfi private/*

Yoanutb  Kaxkabih  Gann M Kaxkayto  nanky  (onuma -r) B nanke
/home/berke/plaintext/, a TaK}Ke CaMy Nanky /home/berke/plaintext/

ObbluHble Gannbl byayT yaaneHsl B 34 npoxoaa, U Ux pasmep byaeT yMeHblUaTbea
BABOE C/y4alHOe Koam4yecTBO pa3. CneumanbHbix ¢ainoB (CMMBOMbHbLIX M B10YHbIX
ycTtponcts, FIFO) He byaeT. Bce anemeHTbl nanku (bannbl, cneumanbHble Ganabl U nanku)
byayt nepemmeHoBaHbl 10 pa3 M 3atem yaaneHbl. DfeMeHTbl C HEenoAXOAALIMMM
paspelleHnamm byayT BbINOAHATb chmod () (onuma -c). Bce yKasaHHble onepauum dyayT
npoucxoauTb 6e3 NoATBep:KAeHMA Noab3osaTens (onuma —£):
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wipe -rcf /home/berke/plaintext/

BnoyHoe ycTpolcTBO /dev/hda3 COOTBETCTBYET 3 pasdeny rMaBHOMO AMCKa Ha
nepsuyHom IDE MHTepdeitce, KoTopoe byaeT yaaneHo B 6bICTPOM pexunme (onumsa -q), T.e.
4 cny4arHbiMM Npoxodamu. MHAEKCHbIe AeCKPUNTOPbI He byayT NepenmeHoBbIBaTLCS UK
yaanaTbea (onuus -k). Mepea 3anyckom Nporpamma nNoTpedyeT BBECTU «yesy:

wipe -kgq /dev/hda3

[MOCKOMIbKY wipe HMKOTAA HE CAeAyeT Mo CMMBOJ/IbHBIM CCbIIKAM, €C/TIM HET SIBHOTO
YKa3aHWAa, npu HeobxoAMMOCTM yAanuTb /dev/floppy, KOTOPbIN MOMET OKa3aTbCA
CMMBO/IbHOW CCbINKOWN /dev/£d0ul440, noTpebyeTca ykasaTtb onumto -D. MNepes 3anyckom
nporpamma noTpebyeT BBECTU yes»:

wipe -kgD /dev/floppy

B naHHOM cNyyae wipe PEKYPCUMBHO (ONUMA —r) YHUUTOXKMUT BCE B /var/log, KpOMe
/var/log. [lporpamma He ByaeT MbiTaTbCA BbIMOAHUTL chmod (). OHa byaeT BepbanbHOM
(onuma -i) n He noTpebyeT BBECTU «yes» B pe3y/ibTaTe onumum —£:

wipe -rfi >wipe.log /var/log/*
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