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AHHOTALNA

HacToswmin AOKYMEHT ABASIETCA PYKOBOACTBOM agMMHUCTPaTopa OnepaumnmoHHOM
cuctembl (OC) ABpopa penns 5.2.1.

Hactoswmn  AOKYMEHT  COAEPXWMT OnNuUcaHme  AOCTYMHbIX aAMUHUCTPATOPY
OYHKLMOHANbHbIX BO3MOMKHOCTEN MOBUNBbHOTO ycTporcTBa (MY), dyHKLMOHMPYOLLETrO No4,
ynpasneHnem OC Aspopal.

AAMMUHUCTPATOP MMeeT A0CTYN K GYyHKUMAM 1 HacTpokam OC ABpopa, ONMCcaHHbIM
KaK B HAaCTOALWEM JOKYMEHTE, TaK M B IOKYMeHTe «PyKOBOACTBO NO/b30BaTENAY.

NPUMEYAHUA:

v’ Mepen, Havanom paboTbl agMMHUCTPATOPY HEOBXOAMMO O3HaKOMUTLCA C
MNONIOXEHMAMM HACTOAWErO0 AOKYMEHTa, a TakXe C MHPopmaumen, NpuBeAeHHON B
NOKyMeHTe «PyKOBOACTBO NMO/1b30BaTENAY;

v  BHeWHnt Bua uHTepderica MY? MOMKeT OTAMyaTbCa OT MNPUBELEHHOro Ha
PUCYHKaX B HacToALLEM A0KYMeHTe. CHUMKM 3KpaHa® ABAAIOTCA MPMMEPOM U NPeaCTaB/eHbl
nns obuiero o03HakoOMNeHMA ¢ UHTepdercom MY.

! OnucaHne pasnunyuHbix cnocobos yctaHoskk OC ABpopa Ha MY npusegeHo 8 npuaoxeHun (MpunoxeHue 1) u
COOTBETCTBYIOWMX JOKYMEHTAX MNpeanpuaATUA-pa3paboTunKka, KOTopble MNpeAHa3HayeHbl A8 MCNOAb30BaHUA
Mpounssoautenamm MY 1 aBTopn3oBaHHbIMKM CepPBUCHBIMKM LLEHTPAMK NPOU3BOAMTENA.

2 MY, dyHKUMOHMPYIoLLee nog, ynpasaermem OC Aspopa.

3 CHUMKM 3KpaHa NpuBeAeHbl NpenmyLLecTBeHHo co cmapTdoHa Mashtab TrustPhone T1.
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1. BBOZJ B 3KCINTYATALMUIO

OC ABpopa npeactaBnseT cobon 3aWmiLeHHY0 MObUAbHYHO MHOro3aaadHyto OC
ANA MOBOMABHBIX MPUMEHEHWI MoA, annapaTHble naaTdopmMbl Ha 6a3e NpPoLEeccopoB C
apxutektyponn ARM 1 unmeeT pasnYHble BEPCUMM MCMONHEHMA, OMWUCAHME KOTOPbIX
npuseaeHo B Tabanue (Tabanua 18).

BHUMAHME! OC Aspopa B ceptudMUMpPOBaHHON Bepcum*  moxkeT  BbiTb
MCNONb30BaHa, HO HE OrPaHMYMBATLCA, B CAeAyOUMX CMCTEMAX M 0D beKTax:

— B rOCYyZapCTBEHHbIX MHPOPMALMOHHbIX CUCTEMAX, HE COAEPKALLMX MHPOPMaLMK,
COCTaBAAKOWEN roCcyAapCTBEHHOM  TaMHbl, [0 NepBOro  Knacca  3alMLLEHHOCTM
BK/IIOYUTE/NIbHO B COOTBETCTBUM C JOKYMEHTOM «TpeboBaHMA O 3almuTe MHGOPMaLuUK, He
COCTaBAAKOWEN  rOCYAAPCTBEHHYI  TalHy, COAEeprKallemca B  roCyAapCTBEHHbIX
MHPOPMALMOHHBIX CUCTEMAX», YTBePXKAEHHbIM nNpukazom OCTIK Poccum ot 11 deBpana
2013 r.Ne 17;

— B MHGOPMaALMOHHbIX cucTemax (MC) nepcoHanbHbIX AaHHbIX 10 NEPBOro YPOBHSA
3aWMUWEHHOCTM BKIOYMTENBHO B COOTBETCTBMM C AOKYMEHTOM «COCTaB W coAepyKaHue
OPraHM3auUMOHHbIX M TEXHMYECKMX Mep no obecnevyeHnto He30MaCHOCTU NEePCOHaNbHbIX
NaHHbIX Npu Mx 06paboTke B MHPOPMALMOHHBIX CUCTEMAX MEPCOHANbHbIX AAHHbIXY,
yTBEPXKAEeHHbIM Npukazom PCTIK Poccum ot 18 pespana 2013 r. Ne 21;

— B aBTOMATM3MPOBAHHbIX CUCTEMAx YyMNpaBAeHMA A0 MNepBOro  Kjaacca
3aWMWEHHOCTM  BK/IOYMTENIBHO B COOTBETCTBMM C AOKYMEHTOM «TpeboBaHMA K
obecneyeHnto 3aWmMTbl MHOOPMALMM B aABTOMATU3IMPOBAHHbBIX CUCTEMAX YNpaBieHMA
NPON3BOACTBEHHbBIMM N TEXHONOTMYECKMMM NMPOLLECCAMM Ha KPUTUYECKM BaXKHbIX 0O bEKTAX,
NOTEHLMANbHO OMaCHbIX ODOBEKTAX, a TaKKe 0ObeKTax, NPeacTaBAAtoLMX MOBbILLEHHYHO
OMNaCHOCTb ANA XM3HW W 340POBbA NOAEN M ANA OKPYXKAOWEN NPUPOAHOM Ccpeapbly,
yTBEPKAEHHbIM NpnKkazom PCTIK Poccmm ot 14 asrycta 2014 r. No 31;

— Ha 3HAYMMbIX OOBEKTAX KPUTMYECKOM MHPOPMALMOHHOM MHOPACTPYKTYPb! A0
NepBoOM KaTeropuMm BKAOYMTENBHO B COOTBETCTBMM C AOKYMEHTOM «TpeboBaHMA nNo
obecneyeHnto 6€30MaCHOCTU  3HAYUMbIX ODBEKTOB KPUTUYECKON WHPOPMALMOHHOM
MHGPACTPYKTYPbl Poccuinckon Geaepaummy, yTBepKaeHHbIM npukazom ®CTIK Poccun ot
25 nekabps 2017 r. Ne 239.

+OnucaHne Bo3MOKHbIX Bepcuin OC Aspopa npuseaeHo B Tabanue (Tabanua 188).
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1.1. OrpaHu4eHnA NO aKCNAyaTaLnm

BHUMAHUE! C uenbto nNpoBepKkM AOCTYNHOCTU AN YCTAaHOBKM OOHOBIEHWM
6e3onacHocTn OC ABpopa HeEOHBXOAMMO NpeaBapuUTeENbHO 03HAKOMMUTLCA C MHGOPMaLLMEN,
pasmelleHHo Ha Beb-calTe npeanpuatna-usrotosutens (https://cve.omp.ru).

AAMUHUCTPATOPY Heobxoanmo cobatogaTe cneayrolime Npasmaa M orpaHNYeHna no
sKkcnayataunm MY:

— He JOonycKaTb YCTAHOBKY Jtoboro nporpammHoro obecnedenuna (M0),
noctaBnaemoro B8 oTaM4yHom oT RPM Buae (camocTosTenbHoe KonupoBaHwe ¢alinos,
ycTaHoBKa [0 13 apxmnBoB, ycTaHoBKa 10 He B WTaTHble Nanku M3 RPM-nakeTos 1 T.1.);

— UCKAOYNTb NoAKAtoYeHNe MY K He0BePEHHbIM TOYKam A0CTyna 6ecnpoBOAHbIX
nutepdencos (WLAN, Bluetooth®) n 6ecnposogHbim MY.

MPUMEYAHMUE. MNMepeyeHb AOBEPEHHbIX TOYEK AOCTYMNa A0/KEH ObiTb CGOPMMpPOBaAH
Ha MecTe aKkcnayaTaumm onepatopom UC;

— UCKOYNTb nepeaady KoHOMAeHLUNANbHOM peYyeBor N MHOM MHPopMaLmm (SMS,
MMS) nocpeacteom MY no npoTokony GSM;

— NpeaycMoTpeTb mepbl, obecneymBatoLLme OTCYyTCTBME KOMMbIOTEPHbBIX BUPYCOB Ha
CPeACTBax BbIYUCANTENBbHOM TEXHUKM, K KOTOPbIM NOAKAt04aeTcA MY.

1.2. YyeTHble 3anucu ponen

B OC ABpopa peann3oBaH MHOIOMO/Ab30BATENLCKUIM pPeXMM pPaboTbl, KOTOPbIN
NO3BONAET NCMONb30BaTb MY HECKO/IbKMM YUYETHbIM 3aMUCAM C Pa3IMYHbIMKU POSIAMM.

Ponb — COBOKYMHOCTb MpaB [AOCTyna, Ha OCHOBE KOTOPbIX onpeaenserca
BO3MOHOCTb BbIMO/IHEHMA TOrO UK MHOro Aaenctema B8 OC ABpopa.
YyeTHaa 3anucb pPoOAM — XxpaHAwaAaca Ha MY COBOKYMHOCTb JaHHbIX O

nonb3oBaTene, HeobxoAMMan ANs ero ayTeHTMOUKaLUMM 1 NPeaoCcTaBAeHNA A0CTyNna K ero
JINYHbBIM JaHHbIM M HAaCTPOMKaM.
NMPUMEYAHUE. B 3aBmMcMmocT OT BbIGBpPaHHOM pPOAM BO3MOXKHOCTM MY moryT
OT/IMYATbCA.
Ha MY moryT 6bITb CO34aHbl OJHOBPEMEHHO A0 7 YY4ETHbIX 3anncei:
— yYeTHasa 3anmcb C PONbO aaMUHUCTPATOpPa, KOTopaa obnamaeT pacliMpPEHHbIMM
OYHKUMOHANbHBIMM BO3MOXKHOCTAMM, MPU STOM:
® He MOXKeT ObITb yaaneHa ¢ MY;
e He 0b61aZaeT NpaBaMuM Cynepnosib3oBaTens;
e Ntobble M3MEHEHMA HACTPOEK, BbIMOJHEHHbIE MOA, TakKon ponbto, byayT
NPUMEHUMbI KO BCEM YYeTHbIM 3annucam MY;
— 00 6 y4eTHbIX 3anMcen C Ppoabio MNOAb30BaTENA, CO3A4aHNE KOTOPbIX BbIMOAHAETCA
aAMWHUCTPATOPOM B CUCTEMHbIX HAacTpoMKkax MY (n. 1.2.1).
NMPUMEYAHMUE. o ymonyaHuio npm nepBom BKAOHEHUN MY 3arpyrKaeTca B pexmme
aAMUHUCTPATOPA.
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1.2.1. Co3gaHme y4eTHOM 3anNncK NoNb30BaTENA

BHUMAHUE!

v' Mepen,  cosmaHMem  y4eTHOM  3anucu  MNonb3osaTensd  HeobXo4uMmo
npeaBapmuTenbHO aKTUBMPOBATL NepekatoYaTenb «Bbibop A4OCTYNHOM NamaTu» B pasaene
«Obuime HaCTPOMKM» (PUCYHOK 2) AN BO3MOXHOCTM 3a4@HMA U HACTPOMKM KBOT (N. 4.7.2);

v Tpu  CYWECTBYIOWMX YYEeTHbIX 3anucaAx noab3osatens ¢eyHKkuMa «Bbibop
[OCTYMHOM NamAaTU» 3abN10KNMPOBaHa.

[Ona co3maHMA  HOBOM  y4eTHOW  3anMcKM  NOAb30BaTeNs  aAMMHWUCTPATOpPY
HeobXo4MMO BbIMONHUTL CAeaytoLIne AeNCTBUA:

— OTKPbITb MEHK CUCTEMHbLIX HaACTPOEeK KaCaHMmem 3Ha4Ka @ Ha 9KpaHe

npunoxeHun (PucyHok 1);
(o]
— KOCHYTbCA NYHKTA MeHto «[lonb3oBaTein» & B noapasaene «Cucremanr;

— Ha CcTpaHuue «[oNb30BaTeNM» KOCHYTbCA KHOMKM «[106aBUTb MOMb30BaTENA»

(o]
(PrcyHOK 2) nMbo KHOMKKM +2 B NpaBOM BEPXHEM Yy SKpaHa;

| Nonbsosarenn 2

S00U@ o

Tenedou CoobweHns Bpaysep Kamepa

- @ BnapeneL, ycTpoicTea

AnMuHUCTPaTOP YCTPOWCTBa

KonTakTsl Fanepes HacTpoiiku Momouws

Monb3osatenu

Dannt S Kanennape (88 llodte Myabika Bbl He A06aBUAN HY OAHOTO NOMb3oBaTENS

D D -‘g e

[uktogoH  MpocMoTpPDF  [lokymeHTsi  3ameTku B
Hactpoviku

[ O6Lume HaCTPOIIKM ANs CO3AAHHBIX @
e x5 E nonb3osatenen

Yacsl Kanbkynatop Moropa XKypHan

Q Mounck NpunoxeHui

PucyHoK 1 PUCYHOK 2
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| OTMeHUTb Oanee |
JHo6asutb poTo
Monbaosatens 1
Mms nonbsosatens
He 6onee 40 cumBonos, gonyckaloTes uudpsl,
TONKM, HUXHME NOAYEPKUBAHNA 1 NpoGenbl
JloruH (He o6s3aTenbHO) @
JlorvH nonb3oBatens
JloruH He NpUMeHsieTCs ANs ayTEHTUDMKALIMMA.
[nvHa He 6onee 31 cuMBONA, AOMYCKAIOTCA TONBKO
natuHckue 6yKsbl, LUOPbI U 3HAKK «.» U «-»
[ocTynHblit 06bem namaTi
7176
Keora

3apaiiTe ofHOPa30BbIV Naposib
A5 NEPBOro BXOAa B CUCTEMY

1 2 3
4 5 6
7 8 9

OTMeHUTb

PucyHok 4

— Ha OTKPbIBLIENCA CTPaHWULE BBECTU MMS U NOTUH
HOBOM Y4eTHOM 3anmcK nosb3osatena (PUCyHoOK 3).

MPUMEYAHUA:

v’ JlorvH nonb3osaTena He asnsetca ob6a3aTeNbHbIM
19 3aN0ONHEHNS,

v JIorH MOMeT BKMtoYaTb OYKBbl NATUHCKOTO U
KUPUNANYECKOro  andaBMTOB, BEPXHEr0 U  HUXKHEro
pernucrpa, unMdbpbl MU cneumanbHble CUMMBOJbI: TOYKA «.»,
TMpe «-». CyMMapHOe KOAMYeCcTBO CMMBOJIOB He A0/IKHO
npesbiwaTb 31;

— YCT@HOBWUTb KBOTY Ha WMCMNO/b30BaHME AMCKOBOro
NPOCTPAHCTBA, MNepemellas COOTBETCTBYIOWMA cnanaep
BNPaBO AN YBeAMYEHMs KBOTbl /MbO BAeBo  A/A
ymeHblleHua (PUcyHOK 3).

MPUMEYAHUA:

v MUHUMaNbHbIE U MaKCMMajibHble 3HavyeHusa A4
3a71aHNA KBOTbI 3aBUCAT OT KOHCTPYKTUBHbIX OCOHBEHHOCTEN
MY;

v' MoapobHoe  onucaHne O
NOCTOSIHHOM NamATU NpmBeaeHo B N. 4.7.2;

KBOTUPOBAHMM

— KOCHYTbCA KHOMKM «[lanee» A8  coxpaHeHua
U3MEHEHUN B0 KHOMKM «OTMEHUTb» A9 OTMEHb
onepaumm;

— B OTKPbIBLIEMCS OKHE 33ZaTb OHOPA30BbIM NaPO/b
NNA NepBOro BXO4a B CUCTEMY HOBOrFO MO/1b30BaTeNs
(PrcyHok 4);

— KOCHYTbCA KHOMKK «3aBeplmnTb» A4 COXpaHeHus
U3MEHEHUI NNBO KHOMKU «OTMEHUTb» ANA  OTMEHbI
onepaumm;

— NoATBEPAMTL AENCTBME BBOAOM TEKYLLEro Naposs,
B pe3y/bTaTe CO3[4aHHaA y4yeTHas 3anuncb, a TaKKe CTaTyc
ee ayTeHTMdMKaumm  oTobpasuTca  Ha  CTpaHuULe
«Monb3oBatenm» (PucyHok 5).
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| Nonbsosarenn ol
BY
Bnapeney ycTpoicTea
AQMUHUCTPATOP YCTPONCTBa
Monb3osatenn

[ns 6bicTporo nepeknioYeHns Mexay
nonb3oBaTeNsIMU HaXMUTE U yaepXuBaiTe
KHOMKY NUTaHUsI, 3aTeM KOCHUTECH KHOMKM
“CmeHuTb nonbaosarens”

nonb3oearenei

m Monb3osatens 1 @
He aBTOpusoBaH
HacTtpoiku

O6Lme HaCTPOMKK ANsl CO3AaHHbIX @

PUCyHOK 5

OTMeHUTb

JLo6asutb poTo

Monb3oBaTens

Wms nonbaosaTtens
He 6onee 40 cumBonos, gonyckaloTcs uudpsl,
TONKM, HUKHME NOAYEPKUBAHNA 1 NpoGenbl

JocTynHbii 06bem NnamaTn

35,61b

He ocTaércs KBoT Ans HOBbIX MoMib3oBaTenemn

LOanee |

JloruH (He o6s3aTenbHO) @

PUCYHOK 6

BHUMAHMUE!

nosfb3oBatento  Hbiia
(PUCYHOK 6), TO Ha CTpaHMLEe CO34aHMsA MNo/b3oBaTenemn

B cnyyae ecaun
3a/1aHa

MaKCMMa/ibHaA

npn CoO34aHNN
KBOTa

(o)
KHoMKa +° byaeTt He akTuBHa (PUCYHOK 7).

Monb3oBatenun e

BY

Bnapeney, ycTpoiicTea

AOMWHUCTPATOP YCTPOCTBa

Monb3osatenu

[ng 6bicTPOro nepeknioYeHns Mexay
nonb3oBaTeNsIMU HaXxXMUTe U yaepXusanTe
KHOMKY NUTaHUsI, 3aTeM KOCHUTECH KHOMKM
“CmeHuTb nonbaosatens”

m Monb3osaTens 1 @
He aBTOpUsoBaH
n Monb3osaTenb @

He aBTopusosaH

HacTpoiiku

O6Lwme HaCTPOMKM AN CO3aaHHbIX @
nonb3oBareneu

PUCyHOK 7/

|_|pl/l pa60Te C YY4E€THbIMMN 3aNUCAMKM MOJIb30BATENA aAMUHNCTPATOPY AOCTYMHbI

cneayolime AencTeua:

— NeperkntoveHne mexay y4yeTHbiMm 3anncamm poneﬁ.
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NMPUMEYAHMUE. MogpobHoe onncaHme NpoLecca NePEKAOYEHNA MEXKIY YYETHbIMM
3anNMcAMKM NpMBEAEHO B AOKYMEHTE «PyKOBOACTBO MNO/b30BATENAY;

— ynpaBaeHne NCXoaALLMMM FON0COBbIMM Bbi3oBamMu 1 SMS (n. 1.2.2);

— penaKkTMpoBaHme yyeTHoM 3anucu (n. 1.2.3);

— HacTpoMKa ayTeHTudUKaumm (n. 4.2.2);

— HaCTPOMKa orpaHnYeHunit Bxoaa B cuctemy (n.n. 4.2.2.4);

— yaaneHue y4eTHoM 3anmcn nons3osatens (n. 1.2.4).

Mpn paboTe C y4yeTHOM 3aMMUCblO aAMMHWUCTPATOPa AOCTYMHO peaakTMpOBaHWe
yyeTHoM 3anucu (n. 1.2.3).

1.2.2. YnpaBneHune ncxoaawmmm roioCoBbIMM Bbi3oBamm 1 SMS

| Monbsosatens

{

Monb3osatensb 1
& He aBTOPM30BaH

% 3anper Ha BbI30BbI M SMS

& TMonbsosarens 3a610KMpPOBaH

MepeknioynTbes
Hactpoiiku
@ 3anper Ha BbI30BbI M SMS
HacTtpoiiku ayTeHTudUKaumum
HacTpoitku paboyero BpemMeHu

CpoK AeicTBuUs y4eTHOM 3anucu

®
®
©)

PUCYHOK 8

[na OTKAOYEHMA MCXOAALLMX FON0COBbLIX BbI3OBOB U
SMS HeobxoaMMO KOCHYTbCA Tpebyemon y4eTHOM 3anmncu
N0/1b30BaTENA U B OTKPbIBLUEMCA OKHE KOCHYTbCA MYyHKTa
«3anpeT Ha BbI30Bbl U SMS» (PrcyHOK 8).

Y y4yeTHOW 3anmMcu No/sb3oBaTens OTobpas3nTCH

npeaynpexXaatowmin  3Ha4yoK % (PUCyHOK 8)
BO3MOXHOCTM nonb3oBaTens B MIl «TenedoH» n MII
«CoobueHma» byayT orpaHUYeHbl.

[Onsa BKAOYEHWMA MCXOAALLMX FON0OCOBbLIX BbI3OBOB M
SMS agMUHUCTPATOPY HEODXOAMMO KOCHYTbLCA Tpebyemom
YYETHOW 3anMCK NOJIb30BaTENA M B OTKPbIBLIEMCA OKHe
[,eaKTUBMPOBATb NMYHKT «3anpeT Ha Bbi30Bbl U SMS», nocne

3HA4YO0K %

yero npeaynpexaarowmm nepecraHer
oTobpa)KaTbCA Yy YYETHOM 3anMcK MONb30BaTENA, U
BO3MOXHOCTM nonb3oBatens B MI  «TenepoH» u

M «CoobuieHma» ByayT BOCCTaHOBNEHbI.

MPUMEYAHUE. ToapobHoe onucaHne paboTsbl
yKasaHHbIXx MM, a TakKe yBeAOMIEHMN, BbIBOAMMbIX Ha
3KkpaH MY npu OTKAKOYEHMWM FOJIOCOBbLIX BbI30BOB M SMS,
npMBeAeHO B JOKYMeEHTe « PyKOBOACTBO NO/1b30BATENAY.

1.2.3. PegaktmpoBaHmMe y4eTHOM 3anmcu

,ﬂ,J'IFI nepenmeHOBaHMA ybIeTHOl\/JI 3anncm noab3oBaTeiA H€O6XO,£I,MMO BbIMO/IHUTb

cneayolme AencTema:

— OTKPbITb BCM/IbIBAOLLEE MEHIO YY4ETHOMN 3anuncK (PucyHok 9);

— KOCHYTbCA NyHKTa «[lepenmeHoBaTb;

— BBECTM HOBOE MMsA y4yeTHoM 3anucu (PucyHok 10);

— KOCHYTbCA KHOMKKM «[loATBEpAMTbY ANA NOATBEPHKAEHMA AENCTBMA, B pe3y/ibTaTe
y4yeTHas 3anuncb byaeT nepenmeHoBaHa MMb6o « OTMEeHUTb» A1 OTMEHbI AeUCTBUA.

10
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NMPUMEYAHMUE. Mpn nepemmeHOBaHNM YY4ETHOW 3aMNNCU UIMEHAETCA TONIbKO €€ NMA,
JIOTUH OCTaeTCA HEM3MEHHbIM.

| Monb3oBatens : | OTMeHUTb MoaTeepauThb |

o
cp [epeumeHosaTb MepenMeHoBaTb

Lo6asutb doTo ® Monb3osatens 1

& 3abnokupoatb nonb3oBaTens

U Ymanuts

% 3anper Ha Bbl30BbI M SMS

MepekniounTbes

Hactpoviku

@ 3anper Ha BbI30BbI U SMS
: L
MUYy KeHT I WwWws3 X
d bl

2l g 4|(c|M|n| T b|b6| 0O

HacTpoiiku ayTeHTUdMKaLmum

w
[o}]

nponagpxa

CpoK AeicTBUSA Y4EeTHOM 3anucu

®
HacTpoiiku pa6oyero BpeMeHu @
®

PucyHok 9 PucyHok 10
— | MPUMEYAHUE. He pekomeHayeTcA npucBamBaTb
YYETHbIM 3aMMCAM MMEHA, HauYMHatoWMeca C TOYKU WUAK
Hiepomeha: npobena. B cny4ae BBOAA HEAOMYCTUMbIX CMMBOIOB
& oTobpasnTca COOTBETCTBYlOLLEE yBeaoMNeHme
s gul ity e (PvcyHok 11).
inc g oo g Ona  yctaHoBKM nmMbo  M3MeHeHus  doTorpadum
YYEeTHOM 3anuMcu HeobXOAMMO BbIMOAHUTL Caeayrolme
[NencTema:
— OTKPbITb BCM/bIBAOLLEE MEHIO YYETHOMN 3anmncK (Cm.
PucyHok 9);
— KOCHYTbC  NyHKTa  «Jlobasutb  ¢doTo»  ambo
B RU «3MeHUTbL GOoTOY;
wlwl v k|eln rlww s x — KOCHYTbCS NyHKTa «Caenate $poTo» NMbo «BbibpaThb
®b BANPOINAXD?S n3 ranepen» (PucyHok 12);
. AY4YCMMUTDbL B IO — caenatb $oTo b0 BbIOpaTb HEOBX0ANMMOE GOTO 13
23 - . cnucka (PucyHok 13);
— KOCHYTbCH KHOMKM «COXpaHUTb» ans
PucyHok 11 noATBePXAeHUA AeCTBMA, TMB0 « OTMEHUTB» 418 OTMEHb!
nNencTemsa.

11
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MOBUJIbHASA
PyKOBO,ﬂ,CTBO dAMNHNCTPATOpPA l MAATOOPMA
| Nonbsosatens : | Bei6pats aatap (0L
(© Do6asuth dpoto Aurora_Borealis.jpg
21 Hosi6pst 2012 15:59 0,6 MB
Cpenatb $poTo f—
S ¢ - Buildings_duri...olden_hour.jpg
21 Hosbps 2012 15:58 1,9 MB
B4 Bbi6pats U3 ranepen ol '
Fireworks_Flow.jpg
21 Hosi6psi 2012 15:57 0,9 MB
& He aBTopK3oBaH
% 3anper Ha Bbi3oBbl M SMS Forest_hill_during_foggy_day.jpg
: 21 Hosi6pst 2012 15:56 1,4 MB
Xﬁ Kamchatka_Shore.jpg
MepekniounTbes “ 21 Hosibpsi 2012 15:55 3,6 MB
Lake_Baikal_Ust-Barguzin.jpg
Hactpoviku 21 Hosbps 2012 15:54 1,6 MB
@ 3anper Ha Bbi30BbI M SMS 3 = Mountains_on_t...a_in_Sochi.jpg
21 Hos6psi 2012 15:53 1,3 MB
H &
EEROMER AV TEUTHO R e @ Russian_meadow_at_sunset.jpg
- 21 Hosi6pst 2012 15:52 1,4 MB
HacTpoliku paboyero BpeMeHu @ —
%/ sand_Silkjpg
Cpok AaeiicTBIS yyeTHOM 3anucu @ VMl 2" os5ps 20121551 1oMB
Somewhere_in_South_Ural.jpg
a 21 Hosi6ps 2012 15:50 1,5 MB
| & ind_slowing
PncyHok 12 PucyHok 13

NPUMEYAHUE. Ona nepemmeHoBaHua n1nbo aobasneHma/mameHeHns dotorpadmm
aAMWHUCTPATOpa HeobXOAMMO  OTKPbITb  BCM/bIBAlOLULEE  MEHIO  Ha  CTpaHuue
«Monb3oBatenn» (CM. PUCYHOK 2) U BbINONHUTL AENCTBUA, aHANOTMYHbIE ANS HACTPOMKM
no/sb3oBaTeNeN.

Ons 6N1OKMPOBKM YyHETHOM 3aNNCK NONb30BaTENS HEOHXOAMMO:

— OTKPbITb BCM/IbIBAIOLLEE MEHIO YY4ETHOM 3anmcK (Cm. PUCYHOK 9);

— KOCHYTbCA NMYyHKTa «3ab/IOKMpPOBaATb MN0O/b30BaTENAY;

— KOCHYTbCA KHOMKKM  «[oATBEpAMTbY  ANA NOATBEP)KAEHMA aenctsma  nmbo
«OTMEHUTb» ANA OTMEHDbI.

Y y4yeTHOM 3anuMcu Mnoab3oBaTens OTOOPasUTCA NpeaynpeXkaatolinii 3HaYOoK &
(cm. PucyHok 8).

[na Pa3bnoKMPOBKM YYETHOM 3anmcK Noab30oBaTesid HeobxoaMMO:

— OTKPbITb BCM/IbIBAOLLEE MEHIO YY4ETHOM 3anmcK (cm. PUCYHOK 9);

— KOCHYTbCA NMyHKTa «Pa3b10KMpoBaTh NONb30BATENAY.

12
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1.2.4. YpaneHune y4eTHOW 3anNmcK Noab30BaTeNA

| otmenmTs MoaTeepaus | Ona YOANEHUNA y‘-IeTHOl\/JI 3arnmcn  nNos1b3oBaTenNnA
HeobX0AMMO BbINOAHUTL CAeaytoLLMe AeNCTBUA:
Bbl geiicTBUTENBHO XOTUTE — OTKPbITb BCM/AblBatOWee MEHKO yl-IETHOl\/'I 3anncu,
Zlgi’:;‘;:;’:e‘j:y’o =gince KOTOPYO HEOBXOAMMO YAANUTb;
Monbaosatenb? — KOCHYTbCS NYHKTa «YAanuTb» (cm. PucyHok 9);
Nocreroepxaos e e — Ha OTKpPbIBLIENCA CTPaHWULE KOCHYTbCA KHOMKM
«MoatBepanTb» ANA NOATBEPXKAEHMA onepaumm nmnbo
KHOMKN « OTMEHUTbY» A5t OTMeHb! (PrcyHok 14);
— NOATBEPAMTbL AENCTBME BBOAOM TEKYLLETO Napons.
Mpwn yaaneHnm y4yeTHOM 3anncuK nonb3osatensa dyayt
TaKKe yaaneHbl:
— [laHHble N0Nb30BaTENS;
— JOMaLlLHASA nanka nosab3osaTtena (n. 4.2.3);
— NO/b30BaTe/IbCKOEe XpaHuauuie Kkatoden (n. 1.4.6).
PucyHok 14

1.3. YcTaHOBKa BpeMeHu 1 AaThl

NMPUMEYAHUME. OnucaHne OCHOBHbIX LWAroB MNepBOHAYa/lbHOM HACTPOUKKM MY
npMBeAeHO B JOKymMeHTe «PyKOBOACTBO MNOJb30BaTENA», MPM 3STOM YCTAHOBKA W
nocneayrowas HaCTPOMKA AaTbl M BPEMEHW AOCTYMNHA TOIbKO aAMUHUCTPATOPY.

BHUMAHMUE! MameHeHMA HacTpoek B MyHKTE MeHI0 «Bpemsa 1 gaTa» NpumMeHArTCA
KO BCEM YYETHbIM 3aNMCAM PONEN, CO34aHHbIM Ha MY.

13
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,ﬂ,ﬂﬂ YCTaHOBKW BpemeHn W AaTbl MNPpUW MNepBOM
lHasaa .D.aneel

BKIOYEHUN MY HEO6XO,£|,MN\O Y6e,£|,V|TbCF|, 4YTO BCe NoaA
BhiGepute naty u spemn 3aMo/IHeHbl KOPPEKTHO Ambo  M3MEHWTb  3Ha4dYeHuA
@ AstoMmaTuyeckoe 06HOBMIEHME 3aMNOJ/TIHEHHDbIX ﬂOﬂem, BbIMOJIHMUB cheayroume ,D,el7ICTBMF|:

BpeMeHu

— M3MEHUTb 3HaA4yeHWss napameTpoB «Yacosom
nosac», «[lata», «Bpema», KOCHYBLUMCb COOTBETCTBYHOLLMNX
nonem;

— BblOpaTb  dopmaT  BPEMEHM,  KOCHYBLUMCb
i et COOTBETCTBYIOLLErO Nepekatodatens (PUcyHoK 15).

NMPUMEYAHUE. [nsa aKTMBauMM nepeKkntoyaTens
NOCTAaTOYHO KOCHYTbCA MO/, B KOTOPOM OH PACMO/IONKEH:
nepekato4aTeb Ha4HET CBETUTLCSA;

— KOCHYTbCSl KHOMKK «[anee» Ana NoATBEPIKAEHMUA
nenctema nmMbo KHOMKM «Hasag» Ans BO3BpaTa Ha

npeablayLLyo CTpaHuLLY.

PncyHok 15

[Ons nocneayrowen HaCcTPOMKM 4acoBOrO MoAca, TEeKYWMX AaTbl M BPEMEHMU
HeobXo4MMO BbINONAHUTL CAeaytolne AenNcTBUA:

— OTKPbITb MEHI0 CUCTEMHbIX HACTPOEK KacaHMem 3HauKa @ Ha JkpaHe
NPUNOXKEHUN (cM. PucyHOK 1);

— KOCHYTbCA MyHKTa MeH «Bpema u pgata» & B noapasaene «Cucrema», B
pesynbTaTe 0TOOPa3nMTCA OAHOMMEHHAA CTPaHWMLA@ HACTPOMKM JaTbl M BPEMEHM
(PucyHok 16);

— AN aBTOMATUYECKOro OOHOBAEHMA [aTbl/BPEeMEHU KOCHYTbCA MepekatoyaTens
«ABTOMaTMYecKoe obHoBIeHNE BpemeHn» (PUcyHoK 17). 3HayeHma noner 4acoBoro nosca,
NaTbl U BDEMEHMW CTaHYT HEAOCTYMHbIMW ANA peAakTUPoBaHMA. B ganbHelwem obHoBEHNE
[aTbl/BpemeHn byaeT NponcXxoamTb aBTOMATUYECKU.

MPUMEYAHWE. JnAa ycTaHOBKM 4aCcOBOro NoAca, BpeMeHW M AaTbl BPYYHYHO ONUMA
aBTOMATUYECKOro 0OHOBAEHMA BPEMEHM A0/1KHA ObITh BbIKAOYEHA.

14
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I Bpems u pata

(O AsToMaTuyeckoe 06HOBNEHME
BpPEMeHM

Yacosou nosc Poccusi, Mockea
Data 17 pekabps 2025
Bpems 18:59

@ VicnonbaosaTb 24-4acoBoit opmat
BPEMEHMU

PucyHok 16

| Bpems u pata

@ AeTomaTuyeckoe 06HOBNEHME
BpPEMeHM

@ VicnonbaosaTb 24-4acoBoit dopmat
BPEMEHM

PucyHok 17

B cnyyae HeobxoaAMMOCTM 3a4aTb YaCOBOWM MOAC, BpeMA U AaTy BPYYHYO TpebyeTca
BbIMONIHUTL CAeaytolMe AeNCTBUA:

— ANA  YCTAHOBKM 4AaCOBOro MOfCa: KOCHYTbCA nons «YacoBon  nmoAc»
(cm. PUcyHOK 16) M Ha OTKpbIBLIENCA CTpaHULEe BbibpaTb HeobxoaMmoe 3HadyeHue. s
YCKOpeHMA npougecca BbIbopa MOKHO BOCNOb30BaTbCA NoeM noucka (PucyHok 18). lanee
BbIbpaTb GOpMaT BPEMEHM, KOCHYBLUMCb Nepekatodatensa «Mcnonb3oBatb 24-4acoBOW
dopmaTt» (cm. PUcyHOK 16) Ans oTobparkeHns BpeMeHM B COOTBETCTBYOLWEeM popmaTe. Ecan
NAHHbIM NYHKT He aKTMBMPOBaH, Bpema byaeT oTobparkaTbca B 12-4acoBom dopmate ¢
yTOYHEeHMeMm A0 nonyaHa «AM» nam nocne nonyaHa «PMy»;

— ANA YCTAaHOBKM AaTbl: KOCHYTbCA nona «[ata» (cm. PUcyHOK 16), Ha OTKpbIBLUEMCA
CTPaHMLE KOCHYTbCA TEKyLLlEeM AaTbl U BbIOPaTb M3 CMMCKA TEKYLIMA roA, Mecsl, M 4Mcno
(PucyHok 19). [lanee KOCHYTbCA KHOMKM «[loATBEPAUTH» ANA COXPaHeHua AaTbl AnMbo
KHOMKN «OTMEHUTbY» A1Aa OTMEHbI onepauunm. B cnyyae noatsepKaeHMA BbibpaHHaa aAaTa
0T06Pa3nNTCA Ha CTPAHMLLE HAaCTPOMKM AaTbl M BPEMEHM, B C/ly4ae OTMEHbI AaTa OCTaHeTcA
NpeXxHewn;

15
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PYKOBOACTBO aAMUHMUCTPATOPA l s
I Yacosoi nosic OTMeHUTb MopTeepanTb |
Q Mowck 17 pexabps 2025
GMT -11:00 cp T c6
Al C
Mo i 12 3 4 5 6 7
Huya 8 9 10 M1 12 13 14
GMT -11:00 Anodu
15 16 17 18 19 20 21
GMT -10:00
22 23 24 25 26 27 28
OcTtpoBa Kyka
GMT -10:00 ABapya
29 30 33 1 2 3 4
CoeavHéHHble LLTtaTbl AMepuku
GMT -10:00 Apak 5 6 72 8 9 10 1
CoeauHérHble LLTaTbl AMepukn
GMT -10:00 loHonyny
®paHuysckas [MonuHesus
GMT -10:00 Maneate
GMT -9:00
®paHuyackas MonuHeans
GMT -9:30 Mapku3ckue ocTpoBa
CoepuHénHble LLUTaTbl AMepuku
GMT -9:00 AHkopuaX
PucyHok 18 PucyHok 19
S — — ONA  YCTAaHOBKM  BpPeMeHW: KOCHYTbCA MNoAA
«Bpema» (cm. PucyHOK 16), B pesynbTaTe oTOOpa3smTCs
O, undepbnat, MeTka BO BHYTPEHHEM Kpyre KOTOPOro
T MrpaeT POJib YaCOBOM CTPENKM, BO BHELLHEM — MUHYTHOW
e o ; (PucyHok 20). Ana yCTaHOBKM HEOHBXOAMMOro 3HavyeHua
C 19:01 - - cnefyeT noovepeHO KOCHYTBbCA KaX40M M3 MeTOK 3Ha4Ka
. n, nepeasuraa ee nNo WAM MNPOTUB YAaCOBOW CTPENKM,
' YCTaHOBUTb B MO3ULMKM, COOTBETCTBYHOLLEN TEKYLLEMY
: BPEMEHMU;
— KOCHYTbCA KHOMKM «[loarsepanTb» Ans
COXPaHEHMA YCTAHOBNAEHHOrO BpemMeHW AMbO KHOMKM
«OTMEeHUTb»  ON4  OTMEeHbl onepaunn. B ciaydae
NoATBEPXAEHMA BblOpaHHOE Bpema 0TobpasnTca Ha
CTPaHULLE HAaCTPOWMKK AaTbl U BDEMEHMW, B C/ly4ae OTMEHbI
BpeMA OCTaHETCA NPEXHNM.
PucyHok 20
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1.4. Hactpoika MY

AgmnHuctpatopy MY 4OCTynHbI Caedyowme BO3MOXKHOCTH:
— ncnonb3zosBaHue SIM-kapT (n. 1.4.1);

— BblI6Op pexnma USB-noakntodenmna (n. 1.4.2);

— HacTpoMKa BepxHero meHto (n. 1.4.3);

— HacTponka MI (n. 1.4.4);

— MoJIb30BaTeIbCKOe XpaHuamLle katoden (n. 1.4.6);

— areHT nonb3osatens (n. 1.4.7).

1.4.1. icnonb3oBaHue SIM-kapT
1.4.1.1. MpwnBAa3ka 1 oTBA3Ka SIM-KkapT

BHUMAHMUE! AkTrBauma n aeaktmsauma GyHkUMmM «lMpusaska SIM-KkapT» A0OCTyNHa
TO/IbKO Nocae nepesarpyskn MY.

B uenax peanusaumum  KOHTPOAA AOCTyna MU
nosblweHma bezonacHocT B OC ABpopa npeaycmoTpeHa
O Brniouns npusiaky SIM-kapr BO3MOMHOCTb  Ha3HauuTb JoBepeHHble  SIM-KapThbl,

BHuMaHue! BknioyeHue fgaHHoun onuum
3abnokupyeT ucnonb3osaH1ue Mo6UIbHON

CBSI3W Ha YCTPOWCTBE NPY Hanuuum BbIMOJIHUB C/ e,ﬂ,yfo LLLM e ,D,em cTBUA:
HenpwueasaHHoi SIM-kapTbl
— OTKPbITb MEHK CUCTEMHbLIX HaACTpPOeK KaCaHWEM

| MpuBsaska SIM-kapT K ycTponcTay

3HaYKa @ Ha DKpaHe NpuaoxeHu (cm. PucyHok 1);
— KOCHYTbCA MYHKTa MeHt «[lpmaAska SIM-kapT K

ycTponcTey» = B noapasnene «besonacHocTb»;

— Ha  OTKPbIBWENCA  CTPaHWLE  aKTMBMPOBATb
nepekatodaTens  «BraoumMTtb  npuBA3Ky  SIM-KapT»
(PrcyHoK 21) M noaTBEPANTL AENCTBME BBOAOM TEKYLLETO

naponA.

NMPUMEYAHUA:

v 1A BbINONHEHWA NPUBA3KM U OTBA3KM SIM-KapTbl
HeobxoaMmo, 4YTOObI [aHHanA

SIM-KkapTa 6blna BcTaBneHa B MY, a nepeknwo4daTens
«BKAOYMTE NprBA3KY SIM-KapT» akKTUBMPOBAH;

v Mpu  akTMBaUMKM  MepekatodaTensd  «BrA4MTb
npuBsasky  SIM-kapT»  MobunbHas  cBA3b  Oyaer
3ab610KMpoBaHa 40 NPUBA3KM CUM-KapTbl (PrcyHOK 22);

PncyHok 21
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| ! Mo6unbHas cea3b 3abnokupoBaHa \/

@ BknounTs npussaky SIM-kapt
BHuMaHue! BknioyeHue gaHHomn onuum
3abnokupyeT ucrnonb3osaHne Mo6uIbHON
CBSI3Y Ha YCTPOWCTBE NP HaNN4un
Henpues3aHHoi SIM-kapTbi

YcTaHoBneHHble SIM-kapTbl

SIM1|ROSTELECC

897012062

MpwuBs3aTh

Paspewutb SIM-kapTy no macke

ICCID SIM-kapTbl

PaspewuTb

Cnucok paspeLuéHHbix SIM-kapT (6]

PUCYHOK 22

MpuBsaka SIM-kapT K yCTPOUCTBY

@ BxniounTs npmesaky SIM-kapT
BHuMaHue! BknioyeHue AaHHOW onuvu
3a6nokupyeT ucnonb3oBaHme MOGUNbHOM
CBAI3M Ha YCTPOICTBE NPK Hanu4un
HenpueasaHHoi SIM-kapTbi

YcraHoBneHHble SIM-kapTbl

SIM1|ROSTELECC MpuBsizaTh

Paspewutb SIM-kapTy no macke

000

ICCID SIM-kapTbl
HekoppekTHbiti BBog,. ICCID ponxeH copepxarb He
6Gonee 20 CMMBONOB - TONBKO LUNUPPbI ¥ CUMBONBI *',

PaspelwuTb

Cnucok paspeLwéHHbix SIM-kapT ®

PucyHoK 23

— Ha OTKpbIBWENCA CTpaHuue B noapasgene
«YCcTaHoB/IeHHble  SIM-KapTbl»  KOCHYTbCA  KHOMKM
«MpwnBA3aTb» cnpaBa OT Heobxoanmmon SIM-KapTbl
(PucyHok 22) pnns  npueasku  SIM-Kkaptel Kk MY, B
pe3ynbTaTe SIM-KkapTa byaet npueaslaHa K MY;

— B noapasaene «Paspewntb SIM-KapTy No macke»
BBecTM ICCID Tpebyemor SIM-KapTbl M KOCHYTbCA KHOMKM
«PaspewnTb», ANA paspeleHna ncnonb3osaHma SIM-
KapT, He BCTaBAEHHbIX B AaHHOe MY 1 He NPpMBA3AHHbIX K
Hemy (PucyHok 22).

NMPUMEYAHUE. ICCID  npeactasnaer  coboM
YHUKaNbHbIN cepUiHbIN HoMep SIM-KapTbl n coaepxuT 20
CMMBONOB. Ecnn  KonmyectBO BBOAMMbBIX CMMBOJIOB
oTanyaetca ot 20, To Ha 3KpaHe MY oTobpasmTca
cooTBeTCTBYlOLEee yBeaomneHne (PUcyHoOK 23).

| Mpusaska SIM-kapT kK ycTponcTBy

@ BxniounTsb Npmesaky SIM-kapt
BHuMaHKe! BknioyeHue AaHHOM onuvm
3a6n0KUpyeT ucnonb3oBaHme MOGUNbHOM
CBSI3M Ha YCTPOICTBE NPU Hanu4um
HenpueasaHHoi SIM-kapTbi

YcTaHoBneHHble SIM-kapTbi

C

SIM1|ROSTELEC OrTBsizaTh

PaspewuTb SIM-kapTy no Macke

ICCID SIM-kapTbi

PaspewmTb

Cnucok paspeléHHbix SIM-kapT (6]

PucyHoK 24

Ons Toro, 4ytobbl oTBA3aThb OT MY paHee npuBA3aHHYO K Hemy SIM-kapTy,
HeobX0AMMO BbINONAHUTbL CAeAytoLLne AEeNCTBUA:

18
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HaHHasa SIM-kapTa 6ynert
OTBsI3aHa OT 3TOro
yCTPOUCTBA

| OTMeHuTb OTBA3aTh |

PucyHoK 25

— B noapasaene «YcrtaHoBaeHHble SIM-KapTbi»
KOCHYTbCA KHOMKKM «OTBA3aTb» cnpasBa OT HeobXxoaAMmom
SIM-KapTbl (cM. PucyHok 24);

— Ha OTKPbIBWEWNCA CTPaHWLLE KOCHYTbCA KHOMKM
«OTBA3aTb» AN1A NOATBEPKAEHMA onepaunm 1Mbo KHOMKK
«OTMEeHUTb» ANs oTMeHbI (PucyHok 25);

— B pe3ynbtaTe O0OTBA3KM  SIM-kapTbl oT MY
oTobpa3nTCcA  COOTBETCTBYlOULEE yBeAOMIEHMEe (CM.
PucyHoK 22).

1.4.1.2. llpocmoTp U yaaneHne paspelleHHbix SIM-kapT

| Cnncok pa3speLuéHHbix SIM-kapT

89701206269066217100

1

PUCYHOK 26

Ona npocmoTpa CnMcKa paspelleHHbix SIM-KapT
HeobxoaAMMO KOCHYTbCA nona «CnucoK pa3pelleHHbIX
SIM-KkapT» (cMm. PucyHoOK 24), B pe3ynbtate oTobpasmTca
CTpaHMUa CO CNMCKOM U KoamdectBom  SIM-KapT,
MCNONb30BaHME KOTOpPbIX paspeLeHo Ha MY
(PrcyHoK 26).

Ona yaoaneHna SIM-KapTbl U3 CMUCKa pa3peLleHHbIX
HeobX0AMMO BbINOAHUTL CAeaytoline AeNCTBUA:

— KocHyTbcs 1 yaepunsaTb ICCID Tpebyemoir SIM-
KapTbl;

— B  KOHTEKCTHOM  MeHI  KOCHYTbCA  MYHKTa
«Ypanutb» (PucyHok 27);

— Ha OTKPbIBLWENCA CTPaHULLE KOCHYTbCA KHOMKMK
«Ynanutb» ANA NOATBEPKAEHMA onepaunm MbO KHOMKM
«OTMEHUTbY» ANa oTMeHbl (PrcyHOK 28).
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89701206269066217100

Ypanutb

Cnucok paspeLuéHHbix SIM-ka

PucyHok 27

| OTMeHUTb Ynanutb |

[aHHas SIM-kapta 6ynet
yAaneHa U3 crimcka
pa3peLUEHHbIX 415 3TOro
YyCTPOUCTBA

PucyHok 28

1.4.1.3. Hactpouka PIN-koga ana SIM-KapTbl

I PIN-kon
SIM1| ROSTELECOM

(O 3anpatumsatb PIN-koa

SIM2 | HenssecTHbli

Het SIM-kapTbl B crioTe

PucyHoK 29

3aWwmTa  yCTaHOBAEHHOWM Ha MY  SIM-kapTbl
obecneunsaeTca ¢ nomollbto PIN-Koaa, KOTOPbIM MOXHO
aKTMBMPOBATb/AEaKTUBMPOBATb OTAEbHO A9 KasKA0M 13
SIM-KapT.

MPUMEYAHUE. B 3aBMCUMOCTM OT KOHCTPYKTUBHBbIX
ocobeHHocTen MY gonyckaeTca ycTaHoBKa A0 AByx SIM-
KapT.

Ons HacTtponkn PIN-Koaa HEOOXOAMMO BbIMONHUTL
cneaytowme aenctena (PucyHok 29):

— OTKPbITb MEHI0 CUCTEMHbIX HACTPOEK KaCaHMem

3HaYkKa E’: Ha DKpaHe npunoxkeHunn (cm. PucyHok 1);

()

— KOCHYTbCA NYyHKTa MeHi  «PIN-koa»
noapasaene «bezonacHoCcTbY;

— KOCHYTbCH nepekat4aTend «3anpalumBaTb
PIN-koa» ana Tex SIM-kapT, KoTopble Heobxoaumo
3aWmMTUTL BBOAOM PIN-KOAa "MbO CHATL 3aLLUTY;

— BBecTn PIN-koa oT SIM-KapTbl.

NMPUMEYAHMUE. PIN-Koz, npeaocTaBnseTCs
OnepaTopoOM COTOBOM CBA3MW.

20
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B cnyyae TpexkpaTHoro BBoAa HeBepHoro PIN-kopma SIM-kapta byaet
3abnoKkmpoBaHa M ans ee pasbnoknmposkk notpedyetca PUK-koa, Ana BBOAA KOTOPOro
npenoctasnsetca 10 nonbiToK (PucyHok 31).

Mocne akTnBaumm PIN-Koaa oH byaeT 3anpalinBaTbCs NPU KaxKao0M BKAKOYEHMN MY
(PucyHok 30). B cnyyae TpexkpatHoro BBoaa HeBepHoro PIN-koaa SIM-kapTa 6yaet
3abnokmpoBaHa M ans ee pas3bnoknmposku notpedbyetca PUK-koa, Ana BBOAA KOTOPOro
npenoctaBnsetca 10 nonbiToK (PrcyHok 31).

MPUMEYAHWUE. PUK-koa npeaocTaBasieTca onepaTtopom COTOBOM CBA3M.

MNocne BBoAa BepHoro PUK-koaa oTobpasmTtca cTpaHuua aAna nameHeHmns PIN-koaa
(cm. PUcyHOK 29), Ha KOTOPON HEODXOAMMO BbINOJIHUTL CAeAytoLmMe AeNCTBUA:

— KOCHYTbCA KHOMKKM «M3meHUTb PIN-KoAa»;

— BHECTM COOTBETCTBYIOLLNE N3MEHEHMA B pa3aene SIM-kapTbl, KOTOpYyto TpebyeTca
3aWmTKNTL BBOAOM PIN-KOoAa.

I
Beeoute PIN-kopg Beegute PUK-kon
SIM1 « ROSTELECOM SIM1« ROSTELECOM
1 2 3 1 2 3
4 5 6 4 5 6
7 8 9 7 8 9
X 0 \V4 X 0 \V4
OTMeHUTb OTMmeHa
PncyHok 30 PucyHoK 31

1.4.2. Boibop pexkmma USB-noakntoveHmn

BHMUMAHMUE! MoapobHaa mHPopmauma o noakntoveHum ayamo USB ycTporicts
npuBeaeHa B JOKYMeHTe « PyKoBOACTBO NOJIb30BATENSAY.

Ons Bbibopa pexxmma USB-noaknatoveHna MY kK OBM HeobxoaMMO BbINOAHWUTb
cnepytoume AeNCTBUA:

— OTKPbITb  MEHK CUCTEMHbIX HACTPOEK KacaHMem 3HauyKa @ Ha JKpaHe
NPUNOXKEHUN (cM. PucyHoK 1);
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— KOCHYTbCA MyHKTa MeH «Pexnm paboTbl USB» '“I’ B noApasaene «YnpassieHue
COeAMHEHNAMMY;

— Ha OTKpPbIBLIENCA CTpaHWLe KOCHyTbcA nona «Pexum USB no ymonyaHuo» u
BblOpaTb HeobX0AMMOEe 3HaYeHMe 13 pacKkpblBatoLLerocs cnucka (PucyHok 32).

MPUMEYAHUA:

v’ B cnyyae Bbibopa nNyHKTa «Bcerga cnpalumnsaTb» npv noaxaodeHnn MY k 3BM ¢
nomolubto USB-kabena Ha MY oTobpasnTcsa oKHO ¢ Bbibopom pexmma USB-noakntoueHms
(PrcyHoK 33);

v 3HauyeHne «Pexum paspaboTumKka» oTobpaxaeTca TOAbKO MPW  akTUMBaLMM
COOTBETCTBYHOLLMX MEPeEKAtOYATENEN B NYHKTE MeHIo «CpeacTBa pa3paboTymKa» CUCTEMHbIX
HacTpoek (noapasaen 3.1).

| USB-kabenb nogknoyeH

MepekiounTbCs B OAMH U3 CrieayioLmx
PeXvUMOB

o B>
Pexuvm USB no ymonyaxuio 11 (J 4}

Bcerpa cnpawweatb Pexum MpoTokon Tonbko
paspabotuuka  mepepaun 3apspka
Bcerpa cnpawuBaTth MynbTUMEana

(MTP)

PexuM paapaboTuuka
Mpotokon nepenayun mynstumeama (MTP)

Tonbko 3apsaka

SOUE

PncyHok 32 PucyHok 33

1.4.3. HacTponKa BEpXHErO MEHO

NMPUMEYAHUE. MoapobHoe onmncaHnMe HACTPOMKM BEPXHEro MEHI0 MPUBEAEHO B
NOKyMeHTe «PyKOBOZCTBO NO/b30BaTENAY.

[Ona nobaBneHua B BepxHee MeH GYyHKLMIN, AOCTYMHbIX TO/IbKO aIMMHUCTPATORY,
HeobXoAMMO BbIMONHUTL CAeaytoLIne AeNCTBUA:

— OTKPbITb  MEHIO CUCTEMHbIX HACTPOEK KacaHMeM 3Hauyka E’: Ha JKpaHe
NPUNOXKEHUIN (CM. PUcyHOK 1);

— KOCHYTbCA MYyHKTa MeHlo «BepxHee meHto» & B nogpasaene «BHewHWn BUa U
GYHKUMMY;
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@

— BblbpaTb HeobxoaMmMble GYHKLUKM KacaHumem nepekatodatenent (PucyHok 34),
pesynbTaTe AaHHble PYHKUMN 0TODpa3aTcs B BepxXxHeEM meHto (PucyHok 35).

| @ OTKpbITb KanbkynsTop
2.
@ 3anycTuTb cekyHaoMep Q)
L]
@ VYcraHosuTb TaliMep g ,I 9 . : ; 9
@ VYcraHoBuTb GyannbHUK @ 17 nexabpsq, cpeaga
@ Cupenatb cendm
@ 3anucarb Buaeo x . .
g & ©)
@ Cospnatb 3ameTky @ Toiimep  Cexy p B K
@ OTkpbITb AUKTODOH |I||I (@] (G @
Cendm 3anuceeupneo  [uktodoH 3ameTka
BHewHwit BuA 1 GyHKUMK
< g
(O Cnocobbl HaBuraumm QE =
Wpndt VPN SIM-kapTa ana BEI30B0B
O e 2
CucTtema MPOMKOCTE YBEAOMNEHWIA
M m
(O Cpencrea paspabotumka 3 11 65
PaapaBoTka WMcToMHMEN T
BesonacHocTb
2 2
O WcTounukm npunoxeHuii 55 /
Hacrpoiikn UsmernTs
PucyHok 34 PucyHok 35

1.4.4. HacTpomKa yBeaoMIEHWI

NMPUMEYAHUE. MoapobHoe onucaHWe HaACTPOMKW yBeAOMAEHWI NpMBEAEHO B
NOKYMeHTe «PyKOBOACTBO NOb30BATENAY.

Ons  AONONHUTENbHOM HACTPOWKWM  YBEAOMAEHWM HeobXoAMMO  BbIMOAHWUTb
cnepytoume 4eNCTBUA:

— OTKPbITb  MEHIO CUCTEMHbIX HACTPOEK KacaHMeM 3HauykKa E’: Ha JKpaHe
NPUNOXKeHUM (cm. PucyHok 1);

— NepenTn BO BKAAAKY «YBEAOMAEHUAY;

— [leaKTMBMPOBaTb NepekatodaTenb «OTobparkaTb YBe4OMAEHMA, KOrAa YCTPOMUCTBO
3ab10KMpoBaHOY» (PncyHok 36);

— NoATBEPAUTb AENCTBME BBOAOM NApO0A aiMUHMCTPATOPA.

OTobparkeHne yBeaomneHuin byaeT BbIKNHOYEHO B CTPOKE COCTOAHMA M Ha DKpaHe
H6N10KNpPOBKN (PrcyHoK 37).
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KoHdpumaeHumanbHOCTb

OtobpaxeHue yBefomneHuin Ha 3abnokupoBaHHOM
ycTpoicTee

O [Doctyn k cobbiTusM, koraa
YCTPOWCTBO 3a610KMPOBAHO
Mpw akTuBauum Bol MOXeTe NpoBepsATh
NPOrHo3 noroAsl, npeacToswme cobbiTHA U
yBefomnexue 6e3 paabnokMpoBKM YCTPOUCTBA

(V] OTtobpaxaTb yBefoMNeHUs), Koraa
YCTPOWCTBO 3a610KMPOBaHO

PucyHok 36

| YBepomneHus | YBepomnenus
v . Bennsisaiowme 3HauKw Ha akpaHe
YBEAOMNEHUs 6NnOKMPOBKM
m . -
. 11:38
.
.
.
YBeaoMNeHun OT NPUNOXEHUIA, KOTOPbIM pa3pelueH
Aonyck, Bceraa otobpaxaloTcs Ha dkpaHe cobbiTuin YBeaoMneHus oT NPUNOXEHUIA, KOTOPbIM pa3peLueH
ponyck, Bceraa otobpaxaioTcs Ha 3kpaHe cobbiThin
YnpaeneHuve ysefoMneHnsaMm
YnpasneHuve ysBefoMneHnaMm
YBeQoOMNEeHUsi NPUNOXEHUIA @ .
Vsenowmeuuﬂ NPpUIOXeHUU @

KoHdumpaeHumanbHOCTb

OTtobpaxeHve yBefomneHni Ha 3abnoknpoBaHHOM
ycTpoiicTee

O [boctyn k cobbiTuaM, koraa
YCTPOWCTBO 3a610KMPOBaHO
Mpu akTUBauum Bul MOXeTe NpoBepsTh
NpPOrHos noroAsl, npeacroswue cobbiTus u
yBefnomneHue 6e3 pasbnokMpoBku ycTpoitcTea

(O OrtobpaxaTb yBefoMneHus, koraa
YCTPOWCTBO 3a610KMPOBAHO

PucyHok 37

1.4.5. Hactporku MIT

NMPUMEYAHUE. MoapobHoe onmcaHne HacTponkm MI npuBeaeHO B AOKYMeEHTe
«PyKOBOZCTBO NO/1b30BaTEIAY.

Ons  AONONHUTENBHOM HAcTporku MIT HeobxoaMMO BbINOAHUTL CAeaytoLine
nencTeua:

— OTKPbITb  MEHIO CUCTEMHbIX HACTPOEK KacaHMeM 3HauykKa E’J Ha JKpaHe
NPUNOXKEHUN (cM. PUcyHOK 1);

— NepenTn BO BKAAAKY «[1PUNOKEHUAY;

— KOCHYTbCA 3Ha4yKa cooTBeTcTBytoulero MMM v 3aaatb Tpebyemble HaCTPOMKM.

[Ona  [gononHUTeNnbHOM HacTpolkn MM «TenedoH» HeobXoAMMO  BbINOAHWUTD
cnepytoume AeNCTBUA:

— KOCHYTbCA nona «COpPoCUTb CYETYMKM BbI3OBOBY» A1A COpOCa CYETYMKA BbI30BA
(PucyHok 38);

— aKTUBMPOBATb MepekatoYaTenb «3anncb PasroBopa» A4 3anucK pasroBopa BO
BPEMA aKTMBHOrO Bbi30Ba (PMCYHOK 38) M B OTKPbIBLUEMCA OKHE KOCHYTbCA KHOMKM
«MoaTBepAnTb ANA BKAKOYEHMA OMUMM 3aNUCK BbI30BOB MO0 «OTMEHUTL» ANA OTMEHDI
(PucyHok 39);

— KOCHYTbCA NOAA «3anucaHHble BbI3OBbLI» ANA MNPOCMOTPa MHbOPMaALMM O
3aNMCaHHbIX BbI30BaAX.

[ns BbINONIHEHNA AENCTBMIA HAA, 3aNMCaHHbIMM BbI30BaMM C/ieflyeT KOCHYTbCA NOAA
C KOZIMYECTBOM 3aMMCaHHbIX BbI3OBOB M Ha OTKPbIBLUENCA CTPAHWULE B KOHTEKCTHOM MEHIO
BbI30Ba KOCHYTbCA NMyHKTa C HeobxoaMMbIM aenctemem (PucyHok 41).
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NMPUMEYAHMUE. 3anncaHHble BbI30Bbl MOXKHO TaKKe npocaywaTs B MM «ANKTODOH»;

| TenepoH | OTMeHUTb MopTBepanTh |
CuETYMKM BbI3OBOB
Mcxonsiume Bbisosbl: 0:00:00 BkntounTb onumio 3anucu
Bxopswue Bbisosbl: 0:00:00 pa3roBopa?

Bce Bbi3oBbl: 0:00:00
Y6eautech, 4To 3anuch TenedoHHbIX
D C6pOoCHTb CHETHYMKM BbI30OBOB Pa3roBOpPOB He HapyLuaeT
3aKOHOAATeNbCTBO BalLei CTpaHbl.

CoobuieHns GbicTporo oTeeTa

Cospaiite go 5 coobuieHwit ansa 6bicTporo oTeeTa,
KoTopble Bbl cMoXeTe oTnpaensTh nocne
BbIK/IIOYEHNS 3BYKa NPV BXOASLLEM Bbi3OBE.

2 MN3meHUTb BbICTpble OTBETHI

V‘CTOpVIﬂ Bbl30BOB

@ bbicTpbiit BbI3OB
J[ns coBeplueHus BbizoBa notpebyercs
KOCHYTbCSl HEOBXOAMMOrO KOHTaKTa B UCTOPUN
BbI30BOB

3anuchb pasrosopa

(O 3anuch pasrosopa
BO3MOXHOCTb BK/1IO4UTD 3aNUCh pasroeopa Bo
BpeMs aKkTUBHOrO Bbi30Ba.

3anuncaHHble BbI30BbI

PucyHok 38 PucyHok 39

Ona BbINONHEHMA [AENUCTBUM Had 3anMCaHHbIMU
BbI30BAaMM CNeAyeT KOCHYTbCA MOJA C KOJMYECTBOM

&« Metp MNeTpos 19:51

& 009 3aMMCaHHbIX BbI30BOB M Ha OTKPbIBLIENCA CTpaHULe B
Mossonns KOHTEKCTHOM MEHIO BbI30Ba KOCHYTbCA MyHKTa C
OTKPBITS KaPTONKY KOHTAKTa HeobxoanmMbim aenctemnem (PucyHok 41).
Yoanutb
Mopenutbes

PucyHok 40
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| 3a6/10KMPOBaHHbIE BbI3OBbI

3abnoknpoBaHHble KOHTaKTbI
0 KOHTaKTOB

(®) SIM1|ROSTELECOM

O OxwupaHve Bbi3oBa
Mepeappecauus Bbi30BOB
3anpert Bbi30BOB

lonocosas noyta

Homep ronocoBom noyThl

SIM2 | HensBecTHbIN @

PaspeweHus

[aHHble 06 ycTpoicTee
3anucu pas3roBopos

PucyHok 41

| lMepeappecauus BbI30BOB

(O Bce ronocosbie BbI30BbI

O Ecnu 3aHsTo

(O EcnuHert otBeTa

O EcnueHe cetn

PUCyHOK 42

— KocHyTbcst nona SIM1 | [MobunbHbin onepaTop]
nmbo SIM2 [MobunbHbIn onepatop] Ana AONONHUTENbHOW
HACTPOWMKM BbI30BOB Yepe3 SIM-KapTy:

® aKTMBMPOBATb  NepekatovaTens  «OxuaaHue
BbI30Ba» [A/18 ONOBELLEHWS BO BPEMA Bbl30Ba, O APYrom
BXoZAALLem Bbl3oBe (PucyHoK 41);

® KOCHYTbCA nonAa «lNepeaapecauma BbI3OBOB» A1
YCTAaHOBKM  CAy4aeB M HOMepa nepeaapecaumm
(PrcyHok 42);

® KOCHYTbCA N0o/AA  «3anpeT  Bbi30BOB» AN
YCTQHOBKM 3anpeTa Ha onpefeneHHble BWabl BblI30BOB

(PrcyHok 43).

MPUMEYAHUE. Tpwm ycTaHOBKe 3anpeTa  Ha
onpeaeneHHble BbI30Bbl MY 3anpocuT naponb BAagenbLa
YCTPOWNCTBA NPM NOATBEPKAEHNMN AENCTBUA;

® YCTAHOBMTb HOMEP r0/0COBON MOYTbI, B Mose
«Homep ronocoBom NoYThI».

| 3anpeT Bbl3OBOB

O Bce ncxopsiume Bbi3oBbI

O Wcxopsiume MexayHapoaHble
BbI30BbI

O Wcxopsiume MexayHapoaHble
BbI30Bbl KPOME POAHOM CTPaHbI

(O Bce BxopasLume BbI30BbI

(O Bxopsiume BbI30BbI B POYMUHIe

I'Iaponb Ans 3anpeTta BbiI3OBOB

2 MN3ameHnTb naponb

PucyHoK 43
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| G Coo6LueHus

@ SIM1| ROSTELECOM

SMS

+790
Apnpec SMS-ueHTpa

(O OtuéTbl 0 mocTaBke
3anpalwueaTth OTYET 0 focTaske SMS

@ Oto6paxaTb CHETUMK CHMBONOB
OTobpaxatb KONMYECTBO COOBLUEHUI, Ha
KoTopble byaeT pasbut HabpaHHbI TEKCT, U
KONMYECTBO CUMBO/IOB B NOCNIEAHEM
coobLeHnm

MMS

MakcumanbHblii pasmep coobLeHus
CpegHuit

Paamep coobLLeHns MOXET 6biTb OrpaHu4eH
onepaTopoM OTnpasuTens uau nonyyarens

3anpawmBaTb OTYETHI HeT
Bbi MOXeTE 3anpawmeaTb OTHeTbl O AOCTaBke U
npoyTteHun MMS

O YsenoMnsTb 0 NpouTEHUM
OtnpasuTens 6yaeT yBefoMeH o TOM, 4To Bbl
oTKpblain MMS

@ 3arpyxatb MMS aBToMaTH4eCKM

PucyHok 44

06 ycTpoitcTBe

ABpopa 5.2

MpoussoguTens

Mashtab

HassaHuve npopykTa

TrustPhone T1

IMEI

354830550141909 ©

354830550141917

CepuitHbii HoMep

AYT108601210601419

C6opka

5.2.0.120 (XabapoBck) @

ApanTauus ycTponcTea

0.0.6.60

MAC-aanpec WLAN
20:72:0d:4a:63:5f

Anpec Bluetooth
12:34:56:8a:2¢:5b

LLindpposarmne gomaluHein nanku

BknioueHo (LUKS 2)

PaspagHocTb
22_Aurt

PucyHoK 45

[Ons nononHUTENbHOM HacTpolkn MM «CoobuieHna»

HeobxoaAMMo BbIMO/IHUTb cneaytoume nencTems
(PucyHok 44):

- B noapasaene «SMS» NPOCMOTPETb 7
OTpefaKkTMpoBaTb agpec  SMS-ueHTpa,  KOCHYBLUMCH
COOTBETCTBYIOLWErO NoA;

— aKTMBMpPOBaTb  nepekatovatesnb  «OT4eTbl O

[lOCTaBKe» A/1a 3anpoca oT4eTa o AocTtaske SMS.

Y agmmnHucTtpatopa MY ecTb BO3MOXHOCTb 3anyCTUTb
ytmanty CSD Tool, ans atoro:
— OTKPbITb MEHK CUMCTEMHbIX HACTPOEeK KacaHuMem

3Ha4Ka @ Ha DKpaHe NPUNOKEHNI;

— KOCHYTbC nNyHKTa «O6  ycTponcTee» @ g
noapasgene «MHGopmauma»;

— KOCHyTbCst nons «Cobopka» 5 pa3 (PucyHok 45), B
pe3ynbTaTe 3anyctutca ytuamta CSD Tool.

MPUMEYAHUE. OnucaHme paboTbl ¢ yTuamton CSD
Tool npuBeaeHO B COOTBETCTBYHLWMX [AOKYMEHTAX
npeanpuaATnA-pa3paboTynKka, KoTopble npeaHa3HaYyeHbl
Ana MCMO/Ib30BaHMA NpoM3BOAMNTENAMM MY n
aBTOPM30BAHHbIMM CepBMCHbIMMK LeHTpamm

nponssoanNTenNA.
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1.4.6. Nonb30BaTENLCKOE XPAHUAMULLE KNOYEN

[MoNb30BaTENbCKOE XPAHM/IMLLE KNOYEN NpeaHa3HaYeHOo ANA XPaHEHUS KAtOYeln U
cepTMdMKaTOB, NPU STOM OrpaHMYeHne AOCTYNa K XpaHUAMLLY obecneynmBaeTca LWTAaTHbIMM
cpeactsamn OC Aepopa (pasaen 4).

MPUMEYAHUE. Monb3oBaTeNbCKOE XPAaHWAMULLE KAOYEN CO343eTCA ANA KaKaoM
YYETHOM 3aNMCK PONEN N HAXOAMTCA B Nanke SHOME/ . softhsm.

Co3aaHMe NoNb30BaTENIbCKOTO XPaHUAMLLLA KNOYEN OCYLLECTBAAETCA B CAedyoLWMX
CAy4Yaax:

— nepBoe BKAOYeHMe MY B pexmme aAMUHNCTPATOPa;

— co34aHMe y4yeTHOW 3anmcy nosb3osaTens (n 1.2.1) ¢ nomolubto cepsuca user-
managerd, npun 3Tom ckpunT initialize-user-keystore.sh xpaHunTca B nanke create.d.

1.4.7. AreHT nonb3oBaTeNs

AreHT nonb3oBaTena (User Agent) — wuaeHTudumkaTop Opaysepa, KOTOPbIN
nepenaeTca B 3arosioBke http-zanpoca K cepBepy, OTBET cepBepa MOXKEeT 3aBMCETb OT
NAHHOro NAEHTUPUKATOPA, M MOXKET ObITb 3a4aH:

1) o ymonuyaHuio B nHTepdelice, onmcaHne KOTOporo NpmeBeaeHo B AOKYMeEHTe
«PyKOBOZACTBO NO/1b30BaTE/IAY;

2) Cnomoulbto daina ua-update.json, KOTOPbIN:

— nmeet nons hostname 7 useragent Z nyTb
/home/defaultuser/.local/share/org.sailfishos/browser/.mozilla/ua-update.json;

— onpefenseT areHT N0/b30BaTeNA ANA OTAEbHbIX CANTOB.

NMPUMEYAHUE. Mpn mnameHeHmm oarna ua-update.json BPyYHYD HeobBXOAMMO
nepesanyctntbs MI1 «ABpopa bpaysep».

ObHOB/IEHNE MOXKET NPOUCXOANTL CAeAYHOWLMMK cnocobamu:

— C NMOMOLLbK 3HAYEHMA MO YMOJIYAHMIO, KOraa oTcyTcTByeT darn ua-update.json.
FeHepauus dpaina ocyuectenaetca us /usr/share/sailfish-browser/data/ua-update.json.in;

— C nomolblo Beb-calTa, Koraa dann ua-update.json obHOBAsETCA yepe3 ceTb
NHTepHeT. [lonyyeHue dalna ocyuectsnsetca nocpeactsom http-zanpoca 8 MI1
«ABpopa bpay3ep» Ha onpeaeneHHbIn agpec B ceTn MIHTepHeT.

MPUMEYAHUE. Mpn nepsom 3anycke MIT «ABpopa bpay3sep» 3anpoc K cetn
NHTepHeT He ocyuwecTsaseTcs, a dann ua-update.json reHepmnpyeTca No yMOAYaHMIO.

1.5. HacTpoWKa ceTeBbiX BO3MOXKHOCTEMN

1.5.1. HacTpoiKa BHELWHMX YCTPOMNCTB
1.5.1.1. HacTpowKa npuHTepa

BHUMAHMUE! MoapobHaa nHpopmaums o nevyatn GpannoB npmBeieHa B JOKYMEHTE
«PyKoBOACTBO NO/b30BATENAN.
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T — B OCABpopa npeaycmoTpeHa  BO3MOXHOCTb
nobasneHmMa  npuHTepa, AnAa 3TOro  HeobXoaAMMo
Mpwr [ [o6aBuTh NpuHTEp o
BbIMO/IHUTL CAeAytolMe AeNCTBUA:
= i i — OTKPbITb MEHI0 CUCTEMHbIX HACTPOEK KacaHMem
3Ha4Ka @ Ha DKpaHe NPUNOKEHN;
MonesHas nHpopmauus ® o
o eTs roaaRaTS — KOCHYTbCS  MYHKT@  MeHl  «YCTpoicTBa W
NOAK/MOYEeHEe YCTPOWUCTB Npu =
oMM Benbix crMcKoB NPUHTEPDLI» = B noapasgene  «YnpasneHue
CoeIMHEHUAMMN Y,
— NOAKMOUYNTb NPUHTEP K MY OAHUM U3 Cheayrolmx
cnocobos:
e c nomoulbto USB-kabens uyepes nepexoaHUK
USB-OTG.
NMPUMEYAHUE. C nomouwpto USB-kabena MoxKHO
NOAKMOUYMTL TONBKO NpuHTEP Woosim L450 (MIG KB4);
e no cetn WLAN (paboTa no ctaHgapty Mopria);
— Ha OZHOMMEHHOM cTpaHuue OTKPbITb
BCM/IbIBAIOLLEE MEHIO U KOCHYTbCA MyHKTa «/[obaBuTb
PucyHok 46 H y y A

npuHTep» (PUcyHoOK 46);
— Ha OTKPbIBLIENCA CTPaHMLLE BbIOpPaATb YCTPOIMCTBO,
KoTopoe Heobxoanmo Ao6aBnTb (PucyHok 47);

| [o6aBuTb NpUHTEP

O

HalgeHHble ycTpoiicTea

— B NMPaBOM BEPXHEM YTy KOCHYTbCA 3Ha4Ka G ana
0OHOBNEHMA MHPOPMALIMKN O HAMAEHHbIX YCTPONCTBAX;

— BBECTM MMA NPUHTEpPa B MoJsie BBOAA M KOCHYTbCA
KHOMKM «J1o6aBuTb» (PUcyHOK 48), B pesysibTaTe NPUHTEP
0TObpa3smnTCA Ha cTpaHmue «MpuHTepbl» (PUcyHOK 49).

HP Color Laser 150

PucyHok 47
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| OTMeHuTb

[06aBnTb NPUHTEP
HP Color Laser 150

Oo6asuTtb |

WMs npuHTepa

PucyHok 48

HP Color Laser 150

O npuHTEpE

HP Color Laser 150

Gb

PucyHok 50

YcTpoWicTBa U NPUHTEPbI

MpuHTEpPDI

= BuptyanbHbiii PDF npuHTep
Mo ymonyanuio

[ HP Color Laser 150

MoneaHas nHpopmauus ®

Bbl MOXeETE OrpaH14u1BaTh
MOAKIIIOYEHME YCTPOWCTB NpU
nomMoLum Benbix cnmckos

PucyHok 49

Ona nepeMmeHoBaHWA MNpuHTepa HeobxoaMmo
BbIMNONHMTb CAeayoLlmne AenCcTBUA:

— Ha CcTpaHuLue «YCTPOMCTBa M NPUHTEpPbI» BbIOpPaTb
HeobXxoAMMbIM NPUHTEP, KOCHYBLUMCH €ro;

— Ha OTKPbIBWENCA CTPaHULE KOCHYTbCA MMEHM

NpUHTEPa M BBECTU HOBOE UMA (PucyHokK 50);

— KOCHYTbCA  KHOMKM Ha KnaBmatype ANA
NOATBEPKAEHWNA AENCTBMA, B pe3yabTaTe NpuHTep byaeT
nepeMmeHoBaH.

[Ona ynaneHua npuHTepa M3 Cnucka Heobxoanmo
BbIMNO/HUTL CAeayolMe AencTBUA:

— Ha CTpaHuUe «YCTPOMCTBA U MPUHTEPDI» KOCHYTLCA

M YOEepsKMBaTb  Ha3BaHME  MPUHTEpPa,  KOTOPbIN
HEeobXoAMMO YAaNNTb;
— B  KOHTEKCTHOM  MEHI0  KOCHYTbCA  MYHKTa

«Ypanutb» (PucyHok 51) nnMbo OTKpbITb NPUHTEP U B
NPaBOM  BEPXHEM  Yriy  KOCHYTbCA  3Ha4yKa I}
(PucyHok 50);

— Ha OTKPLIBLLENCA CTPAHMLLE KOCHYTbCA KHOMKMK
«Ynanutb» ANa NOATBEPKAEHMA onepaunm MbO KHOMKM
«OTMEHUTb» ANA oTMeHbl onepauun (PucyHok 52).
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| YcTpoicTBa U NPUHTEPDI : | OTMeHUTb Ynanutb
USB ycTpoiicTea Ypanutb NpuHTEp?

{ USB Billboard Device

$ RTL8153 Gigabit Ethernet Ada
Y USB3.0 Card Reader

$ USB2.0 Hub

MpuHTEpDI

= BupTyanbHbiit PDF npuHTep
Mo ymon4aHuio

[5) HP Color Laser 150
YCTaHOBUTb MPUHTEPOM M0 YMONYaHMIO
Ypanutb

B e L L o

nomoLm benbix cnvckos

PucyHok 51 PncyHok 52

1.5.1.2. HacTpoiika 6enoro cnucka USB ycTpoicTts

MNoakntoyeHHble USB ycTporcTBa MOXHO aAMMHUCTPMUPOBATL NyTeM A00aBNEHMA B
Henvle CNncku.

Ons nobaBneHna ycTponcTea B 6enbii CMMCOK HEOOXOAMMO BbINO/THUTL CieAytoLLne
nencTeua:

— NOAKMOYNTb YCTPOMCTBO K MY;

— OTKPbITb  MEHIO CMCTEMHbIX HACTPOEK KacaHMeM 3HauykKa @ Ha JKpaHe
NPUAOKEHWN;

— KOCHYTbCA TMYHKTa MeHI0 «YCTPOMCTBA U MPUHTEPHI» =l
«YrpaBneHue coeauHeHNAMM»;

— BbIbpaTb HEOHXOAMMOE YCTPONCTBO, KOCHYBLLUCH €r0;

— OTKPbITb KOHTeKCcTHoe MeHto nonsa «VID:PID» nnbo «CepuiHbii HOMep»
(PucyHok 53);

— KOCHYTbCA NyHKTa «Job6aBuTb B 6eNbii CMNCOKY;

— Ha OTKpbIBLWeNCcA cTpaHuue (PucyHok 54):

B noapasgene
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| JetFlash | Ro6asuts npasuno v

Knacc yctpoiictea [osepeHHble USB ycTpoiicTea

USB ycTpoiicTso Vims npasuna

Tun noaKno4YeHns

USB Tvn npaBuna MobanbHbi
VID:PID

8564:1000 (Transcend Information, XapakTepucTuka ycTpoicTea

Inc. JetFlash) VID/PID ycTpoiicTea

Cepuit
7cre [ Konvposars 8564:1000

i= [ob6asuTb B Henbiii ME/REyEeencta

~+ [o6aBuTs ewwé ycTpoiicTBo

PucyHok 53 PucyHok 54

® Npn HeobxoaMMOCTM M3MEHUTb Ha3BaHMe B
none «Mma npasunia;

® YKa3aTb TUM, KOCHYBLUIWUCH NOANA «Tun npasuia»
n BblbpaB 3HaYeHMe M3 PaACKPbIBAIOLWLErocA CMMCKa
(PrcyHok 55);

[Ho6aeuTb Nnpasuno

Tun npaBuna [MobanbHbIv

Ino6anbHbiiA

NMPUMEYAHUA:
[na nonb3oBartens
v Mpu BbiGOpe 3HayeHua «[na nonb3oBaTena» B
[na npunoxeHus
OTKpbIBLUEMCA OKHe HeobxoaAMMOo yKasaTb

P ABAITSPUGTMIA YRTOONCTER Noab30BaTeNen, Ha KOTOPbIX PaCNPOCTPAHAETCA MPaBMIO;

v Mpwn Bblbope 3HaueHua «[1na MPUNONKEHUA» B
OTKPbIBLUEMCA OKHe Heobxoammo YyKasaTb MI1, Ha
[lo6asuTb ewé ycTpoiicTeo KOTOpOe pacrnpoCTpaHAeTCA NpPaBuo;

PucyHoK 55
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® YKa3aTb XapaKTEPUCTUKM, KOCHYBLUMCb MNOJA
«XapaKTEPUCTMKM YCTPOMCTBA» M BblOpaB 3HAYeHMEe U3
pacKpbiBatoLleroca cnncka (PucyHok 56).

NMPUMEYAHMUE. Mpw BbibOpE B none
«XapaKTepucTmKa YCTPOMCTB» 3HayeHue «Knacc

[o6aeutb npaeuno

XapaKkTtepucTuka ycTporcTea

VID/PID ycrpoiicrea YCTPOWCTB» YKa3aTb KAaCC, KOCHYBLIWCb nona «Knacc
Knace ycTpovicTsa YyCTpOMCTBa» M BblIOpaB 3Ha4YeHME M3 PaCKpPbIBAtOLLErocs

VID/PID ycTpoiicTsa cnucka (PucyHok 57);
CepMiiHbiit Homep ycTpoVicTBa e Npun HeobxoammoctTn mnamenuts VID/PID nnbo

CEePUNHbI HOMEpP YCTPOMCTBA;
® KOCHYTbCA KHOMKM « [J06aBUTL elle YCTPONCTBO»
n yKasaTb VID/PID HOBOro ycTpoincTsa aas Ao0baBaeHuUs
HECKObKNX YCTPONCTB (PrcyHoK 58);
— KOCHYTbCA KHOMKM Y B NpaBOM BepxHem yray
3KpaHa ans gobasneHus npasmaa (PucyHok 58).

PucyHok 56
Knacc ycTpoiicTea | [No6asuTb Nnpasuno VA4
USB ycTpoiicTeo [NosepeHHbie USB ycTpoiicTea

Wms npaeuna
Ayouo

Tun npaeuna [nobanbHbIN
KoMMmyHukaumm

XapakTtepucTuka ycTporcTea

YenoBeko-MaLUMHHbIA UHTEpbEiC VID/PID ycTpoiicTea

®dusmnyeckme ycTpoincTaa 8564:1000 =
VID/PID ycTpoiicTea o
Nso6paxeHus
Beegute VID/PID e
(D]
MpuHTEp
3anoMuHaloLLee yCTPOMCTBO ~+ [o6aeuTs elwé ycTpoiicTBo

Xab

CDC-Data
CMmapT-kapTa
OxpaHa faHHbIX
Bupeo

3noposbe

PucyHoK 57 PucyHoK 58

YT106bI NPOCMOTPETHL MO0 N3MEHUTL CYLLECTBYIOLLME NpaBKaa A1A OenbiX CMUCKOB
YCTPOWCTB HEOHXOAMMO BbINONHUTL CAeaytoline AencTBumA:

— OTKPbITb  MEHIO CUCTEMHbIX HACTPOEK KacaHMeM 3HauykKa @ Ha JKpaHe
NPUAOKEHWUN;

33



— ~] OTKPbITAS

PYKOBOACTBO aAMUHMCTPATOPA I NAATGOPMA

— KOCHYTbCA MYHKTa MeHI0 «YCTPOMCTBA W MPUHTEPbI» S g noapasaene
«YnpaBaeHue coeguHEHUAMNY;

— Ha OAHOMMEHHOM CTpaHuLe B nose «lonesHas MHGopMaLMA» KOCHYTbCA «benbix
CNUCKoB» (CMm. PucyHok 46);

— OTKPbITb Tpebyembln TUN NPaBUA;

— OTKPbITb KOHTEKCTHOE MEHIO MpPaBMaa M KOCHYTbCA MyHKTa «YAaAnTb NpaBuao»
ANA yoaneHua paHee cosgaHHoro npasuna (PucyHok 59);

— OTKPbITb BCMAbIBAKOLLEE MEHIO M KOCHYTbCA NyHKTa «/lob6aBuTb Npasuao», ANA
nobasneHma Hosoro npasuna (PucyHok 60);

— ANA  NPOCMOTPA CMUCKA MNOAK/AKOYEHHbIX YCTPOMCTB B nosne «[llonesHas
MHDOPMALMAY» KOCHYTLCA «YCTPOMCTBA M NPUHTEPbI» (PrcyHok 60).

| Benble cnucku ycTpoincTs

Ino6anbHble npasuna (1) @

0. [oBepeHHble USB ycTpoiicTea
VID/PID: 8564:1000

Mpas W YAanuTs npasuno ®

0. NosepeHHble USB ycTpoiicTea
Monbsosatens: Monbsosatens 1
VID/PID: 8564:1000

| Benble cnucku ycTpoincTs

+ [Oo6asutb npaeuno
Mpaswuna gna nonbsosateneit (0)
Mpasuna ans npunoxexuii (0)

MonesHas nHpopmaums @

MoakntoYEHHbIE YCTPOICTBA MOXHO

NocMOTpeTb B pasfene YCTponcTea u
Mpasuna ans npunoxexui (1) @ NPUHTEPbI

0. [osepeHHble USB ycTpoiicTea
Mpunoxexue: omp-help, ru.omp.browserpwa, ru.o
VID/PID: 8564:1000

PncyHok 59 PucyHok 60

[na penakTMpoBaHUs/yoaneHns ycTpolncTea M3 6enoro cnmMcka Heobxoammo
BbIMO/HUTb Caeayroume AeNCTBUA:
— NOAKMOYNTb YCTPOMCTBO K MY;

— OTKPbITb  MEHIO CMCTEMHbIX HACTPOEK KacaHMeM 3HauykKa E‘:’: Ha JKpaHe
NPUAOKEHWUN;

— KOCHYTbCA NYHKTa MEHI0 «AAMUHUCTPUPOBAHNE Y & B noapasgene «Cucrema;

— KOCHYTbCA Nona «benble cnnuckn yctponcTs» (PucyHok 61);

— OTKPbITb KOHTEKCTHOE MEHI0 UM KOCHYTbCA COOTBETCTBYIOLIEro nonaa Ans
pefakTMpoBaHMa nnbo yaaneHua paHee YCTAaHOBAEHHOro MpaBWaa ANa YCTPOMCTBA
(PucyHoOK 62).
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| AOMUHUCTPUPOBaHUE Benbie cnucku ycTpoiicTs
©) LLngpoBaHHe OTYETOB Io6anbHble npaevna (1) @
0. NosepeHHble USB ycTpoiicTea
OymcTKa NoNb30BaTENbCKUX AaHHbIX Knacc: MpuHTep
yKa)KVITe, Kakwue rnarnku nonbsoBartens 6yuy'r
nepuoguyeckun oymuaTbes, U SGAGWTG :E Peﬂ.aKTleOBaTb npae
WHTEepBan O4UCTKU
Mpag [iij Yganuts npasuno
Cnuncok paspeLléHHbIX NPUIOXeHU
BbibepuTe npunoxeHus, kKotopbie 6yayT Mpasuna ans npunoxenuii (0)
AOCTYNHbl BCEM NoJsib30BaTensaMm
ABTO3aMyCK NPUNOXEHNN MonesHas HpopmaLms ©)
Bbl6epIATe, Kakue npunoxeHus QOoNXHbl nOﬂKﬂ’OHéHHbIe yCTpOﬁCTBa MOXHO
3anyckKaTbCs aBTOMaTUYeCKU Npu Kaxgom r‘lOCMOTpeTb B pasgene YCTDO;‘CTBG "
BXofe nonb3osaTtens B CUCTEMY
NPUHTEPDI
Pa3zpelueHus NpunoxeHui
MpUHSATL paspeLLeHns NPUNoXeHNs Ans
BCex nonbsoaareneﬁ, aKTUBHbIX B ﬂaHHblﬁ
MOMEHT
Benble cnucku ycTpoincTs
anasneHMe CMUCKOM 0BEePEeHHbIX
yCTpOWCTB
PucyHok 61 P1cyHoK 62
1.5.2. icnonb3oBaHue VPN-coeanHeHMA
VPN — 3aWMuieHHaa CceTb, npeaoCcTaBnAlolas BO3MOMHOCTb YCTaHaB/MBATL

3aWNPpPOBaAHHOE COoeAMHEHME C yYAaNeHHbIMW cepBepamn BebH-caToB B ceTu VIHTepHeT.
MNpn NoAKNOYEHUN K yOaNEHHOMY CepBepy MoJib30BaTe/lb noay4vaeT |IP-agpec B pernoHe,
roe pacnosaraeTca AaHHbIM cepBep.

B oTandme oT npokcu-cepsepa, VPN BHavane BbINONHAET NOAK/IHOYEHME K CETH,
KOoTopasA 3aTeM obecneymBaeT coenHeHne C TpebyeMbiMm CEPBEPOM HANPAMYO, MPU 3TOM
WndpoBaHMe [AaHHbIX MO3BOAAET 3alMTMUTb MapPoOAM WU UHYK KOHOUAEHUMANBHYHO
MHGOPMaALMIO OT Yyrpo3 He30nacHOCTH.
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| No6asutb VPN

PucyHoK 63

| No6asutb VPN

[o6aeutb VPN

HeTt VPN-coeguHeHui

PncyHok 64

BHUMAHUE! [na oTobpaxkeHna noaaepmBaemblxX

VPN-nnarMHoB B NyHKTe MeHto «VPN» U noapasaena
«YnpasJsieHue COeAMHEHNAMM» HeobxoaAMmo
A0NONIHUTENBbHO YCTAaHOBUTL CTOPOHHMe VPN-peweHuna, He
asnarowmeca sctpoeHHbimmn B OC ABpopa.

B cnyyae otcytctBMAa  noggeprkmBaembix  VPN-
NNarMHOB Ha 3KpaHe MY oTobpasnTcA COOTBETCTBYOLLEE
yBeaomneHme (PucyHok 63).

Mocne pobasneHun VPN-nnarvHa Ha MY pna ero
HACTPOMKM HEOBXOAMMO:

— OTKPbITb MEHKD CUCTEMHbIX HACTPOEK KacaHnem

3Ha4Ka @ Ha dKpaHe NPUNOKEHNN;

— KOCHYTbCA NMyHKTa MeH «VPN» G B noapasaene
«YrnpaBaeHune coeanHeHNAMM»;

— KOCHYTbCs KHOMKM «Jlobasutb VPN» nmbo + s
NPaBOM BEPXHEM Yyray aKpaHa (PUcyHOK 64);

— KOCHYTbCst Heobxoammoro tina VPN (PucyHok 65);

— KOCHYTbCA  KHOMKKM  «MmnopT  danna» ambo
«MponyctnTb», 4TOObLI HacTpouTb MNapameTpbl VPN
BPYYHYIO (PrcyHOK 66);

— npu Bbibope «VMmnopT darna» BbIGPaTb Nanky, u3
KOTOPOM HEOBXOAMMO MMMOPTUPOBATL Gain;

— npu Heobxo4MMOCTH KOCHYTbCA KHOMKM
«PacliMpeHHble HAaCTPOMKMUY» U U3MEHUTb MO0 3aMONHUTL
Tpebyemble Nons;

— KOCHYTbCH KHOMKM «MoaTBepanTb» nns
NOATBEPKAEHMNA onepaumm IMbBo KHOMKKU « OTMEHUTLY ANS
OTMEHbI.
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| OTMeHUTb | OTMeHUTb
Bbi6epute Tvn VPN MmnopT daina .ovpn
WmnopT daiina ynpoluaet npouecc
OpenVPN ans Aspopa OC HaCTPOIKK, NOCKObKY MHOFMe napameTpbl
CospemenHas peanusauns VPN, ucnonbsyiowias 3aNONHSAIOTCS aBTOMaTU4YeCKM. BoibepuTe
SSL/ILS AN 00MBHa KT M "MponycTutb", 4T06bl HacTpouTb OpenVPN
BPYUHYIO.
WUmnopT daitna
MponycTtuTb
PncyHoK 65 PucyHoK 66

[Ons noakntoyeHma K gobasneHHomy VPN naarmHy Heobxoammo:

— OTKPbITb  MEHIO CUCTEMHbIX HACTPOeK KacaHMem 3Hayka E’J Ha JKpaHe
NPUAOKEHWI;

— KOCHYTbCA  NYyHKTa MmeHto  «VPN» G B noApasgene  «YnpasseHue

COeAUHEHNAMMY;
— aKTMBMPOBATb HEODXOAMMbIN NnarnH (PUcyHoK 67);
— BBECTU uma nosab3osatend, OTP n naponb npu Heobxoamumoctn (PrucyHok 68);
— KOCHYTbCA KHOMKM «[MTOAKNOUYMTLCA» ANA NOATBEPKAEHNA AENCTBMA TNOO KHOMKMK

«OTMEHUTbY» ANA oTMeHb! (PrcyHOK 68).

37



— ~] OTKPbITAS

PYKOBOACTBO aAMUHMUCTPATOPA l s

| HNo6asutb VPN + MopkniounTbes K

XoeT openvpn2.omp.ru
©) - WmMs nonb3osatens
BHe pencTeus
OoTP
Maponb (©}
OTMeHUTb
PucyHok 67 PucyHok 68

1.5.3. 3aaaHune URL-agpeca

NMPUMEYAHUA:

v MopgpobHoe onucaHue HacTpokn cetm WLAN npuBeaeHO B [JOKYMEHTe
«PyKOBOZACTBO NO/1b30BATE/IAY;

v 3agaHune URL-agpeca ansa cepsepa Nposepku cetn MHTepHeT, a Take NTP-
cepBepa, byaeT NPUMEHEHO KO BCEM YYETHbIM 3aNMCAM, CO3A4aHHbIM Ha MY.

Ons 3apaHua URL-agpeca ans cepBepa NPOBEPKM HEOOXOAMMO BbIMONHUTL
cnepytoume AeNCTBUA:

— OTKPbITb  MEHI CUCTEMHbIX HACTPOEK KacaHMemM 3HauyKa @ Ha JKpaHe
NPUNOXKeHUM (cMm. PucyHok 1);

— KOCHYTbCA NyHKTa MmeHto  «WLAN» T s nogpasgene  «YnpasneHue
coeanHeHNAMMY;

— KOCHYTbCA NoaA «PaclinMpeHHble HAaCTPOMKN» (PUCyHOK 69);

— Ha OTKpbIBLIENCA CTPaHMULE 3aN0AHUTL Heobxoanumble nona B noapasaene « URL-
agpeca cayxbbl» AN NpoBepkM AocTyna K cetn MHTepHeT (PucyHok 70).
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| WLAN PaclunpeHHble HacTpoku

TrustPhoneT1

Wwms ycTpoiicTea
VM8 ycTpoiicTBa, 0ToBpaxaemoe y Apyrux
YCTPOWCTB B IOKa/bHO CeTH

©

PaclumpeHHble HacTpoiku

WLAN
no6anbHbli NPpoKCU-cepeep
@ WLAN
(O TMnobanbHblit Npokcu-cepsep 3}5
WcnonbayeTcs ans Bcex coeauHeHuin
MoaknioyeHne yepes QR (WLAN, Mo6unbHbIX 1 Ap.) 1

nepeonpenenseT UHANBMAyanbHbie
HaCTPOWKW.
[o6asunTb ceTb

KoHurypauums npokcu-cepeepos
HeT npokcu-cepeepos

© © © J9

Mowuck ceten

URL-agpeca cnyx6bl
CoxpaHéHHble ceTn

http://ipv4.omprussia.ru/return_204

9)

° SSID_NET Craryc URL-appeca IPv4

Moaknio4eHC MpunoxeHua MoryT ucnonbsosatb atotT URL-appec,
4TOGbl NPOBEPUTD, OTKPBIT M NS YCTPOWCTBA
AOCTYN K ceTn UHTepHeT. Ecnu He 3anonHeHo,
c6pacbiBaeTcs B 3HaYeHUe No yMoNyaHuio

Hanpwumep, 0.pool.ntp.org,1.pool.ntp.org

no6anbHbie NTP-cepsepbi
Cnucok AONMNXKEeH 6bITh OTCOPTUPOBaH B Nopsake
npeanoYTeHus U pasaeneH 3ansaTbiMu

PucyHok 69 PucyHok 70

1.5.4. PacwmpeHHble HaCTPOMKM reo1oKaLmm

NMPUMEYAHUE. OnucaHne HACTPOMKM reonoKaumm npuBeaeHO B AOKYMEHTe
«PyKOBOZCTBO NO/1b30BaTEIAY.

[na  HacTpOWKM TreoNoKaumMM  BbICOKOM TOYHOCTM HeobXxoaAMMO  BbIMONHUTb
cnepytoume oeNCTBUA:

— OTKPbITb MEHI0 CUCTEMHbIX HACTPOEK KacaHMem 3HauKa E’J Ha JKpaHe
NPUNOXKEHUN (cM. PucyHoK 1);

— KOCHYTbCA MYHKTa MeHto «[eosiokauma» © B noapasaene «ynpasaeHue
COeIMHEHUAMMNY;

— aKTMBMPOBATb nepekatodatenb «leonokaumsa» (PucyHok 71) ana paspelueHus
MT1, ycTaHOBNEHHbIM Ha MY, pacno3HaBaTb Ha KapTe reosiokaunm MY;

39



PyKOBOACTBO aiMUHMCTPATOPA

— "] OTKPbITASl
MOBWUJIbHAS
I NAAT®OPMA

| reonokaums

@ reonokauns
P Tb MPUNO; on| Tb
Bawwy reonokauuio. 91a pyHKUMS
noTpe6AsieT HeKOTOPOe KONMYECTBO 3apsaa
akKyMynsTopa.

GNSS

@ CnytHukoas HaBuraums

A-GNSS

O A-GNSS
YcKopsieT onpegeneHue reonokauum no
CNyTHUKOBOW HaBuraumu. Tpebyetcs
noaksioyeHme K UHTepHeTy

LBS

O LBs

OnpenensieT MECTOMOMOXEHUE C
UCNoNb30BaHUEM UHbIX UCTOYHUKOB
nHdopMaLmm, 06pabaTbiBaeMoil Ha BHELIHUX
cepeepax. Tapuduuvpyemo, Tpebyercs
noakioyeHue K MHTepHeTy

PucyHok 71

MoaxnioyeHne A-GNSS

Hactpoiika cepeepa A-GNSS

Anpec cepeepa

MopT cepBepa

PaciumpeHHbie HacTpoiiku (&)

PUCYHOK 72

— aKTMBMpOBaTb nepekatoydatens  «A-GNSS»  ana
YBE/IMYEHMUA TOYHOCTM OnNpeaeneHna reosoKaumm B
ropoACKNX ycnosusax (PUcyHoK 71) M HacTpouTb cepBep:

BHUMAHUE! TpebyeTtca yCTaHOBUTb WHTEPHET-
coellMHeHMe, BbINONHMB HACTPONKY MODOUAbHOM CeTu
n/vnn cetm WLAN.

MPUMEYAHMUE. TexHonorma «A-GNSS» ontummampyet
BblYMC/IEHNE TEO0NOKALUMM MO CNYTHUKOBOM HaBMraumm,
ncnonbzya npotokon SUPL — 3alulieHHbIA NPOTOKON
onpeaeneHns MecTonoNIOXeHWA NONb30BaTeNEN;

® B OTKPbIBLWEMCA OKHe 3anojHWUTb NO0AA
«Appec cepsepa» u «lNopT cepsepa» (PUcyHok 72);

®  KOCHYTbCA KHOMKM «PacwmnpeHHble
HaCTPOMKN» (PUCYHOK 72);

®  aKTMBMPOBATb Tpebyemble nepeKkatyaTenm
(PucyHoK 73).

NMPUMEYAHUE. Ona noakntoveHma Kk cepsepy Google
HeobXxoAMMO 3a/aTb CAeaytoulMe NapameTpbl:

1.«Anpec cepsepa»: supl.google.com;

2.«[lopT cepsepa»: 7275;

3.BkatounTb «Vcnonb3oBatb TLS nogkatoveHne»;

4.BbIKNt04NTb «Mcnonb3osaTtb SSL Pinning»;

5.Bkatountb « MackmpoBaTb peanbHbit IMEI.

| MoaxniovyeHne A-GNSS

Hactpoliika cepeepa A-GNSS

Anpec cepeepa

MopT cepBepa

PaciumpeHHbie HacTpoiiku ()

LononHutenbHo
O Wcnonbaosats TLS noaknioyeHue
O MWcnonbsosats SSL Pinning

(O MackuposaTb peanbHbiit IMEI

PuUcyHOK 73
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| reonokaums

° CnyTHMKOBaﬂ HaBurauus
OnpepensieT reonokaumio ¢ NoMoLLbIO
CNYTHUKOBOM CUCTEMBI HaBUraLWK.
YBenuunsaer pacxop 3apsfa akkymynstopa

A-GNSS

O A-GNss
YckopseT onpeaeneHuve reosokauum no
CnyTHUKOBOW HaBurauuu. Tpebyetcs
noaknioyeHue k MHtepHery

LBS

@ LBs

OnpenenﬂeT MECTONOoNOXeHue C
UCNONb30BaHUEeM UHbIX UCTOYHMUKOB
nHpopmaLmm, obpabaTbiBaeMoit Ha BHELHUX
cepaepax. Tapuouumpyemo, Tpebyercs
nogknioyeHne K MHTEDHGTY

UcTounuku LBS

O nNokatop API inaekc Kapt

O Radar API 2T1C

PucyHok 74

| OTMeHUTb MoaTeepanTb |

MpenynpexaeHue

Ha aTom ycTpoiicTee MOryT 6biTb 3aeCTBOBaHb!
accuctupyiowme (A-THCC) cepeuchl reonokauuu.
Bbi6upas "MoareepanTs" Bbl BKOYaeTe
Bbl6paHHbIii A-THCC cepsuc v cornalaetech Ha
nepepayy CreayIowmx AaHHbIX BbiGpaHHOMY A-
HCC cepsucy:

« Mo6unbHbIi Kog CTpaHbl

+ Kop MobunbHoii cetv

« ipeHTUdUKaTOp COTHI B CETH

« TeKyLLWit YaCTOTHbIN AnUanasoH

« HoMep ckpambnupytoleit nocnenoBaTenbHOCTU

PncyHoK 75

— KOCHYTbCA nepekatoyatena «LBS» nna ysennyeHuma
TOYHOCTM reonoKaumm 6e3 MCnoab30BaHUA CMYTHUKOBbIX
cMcTeM HaBuraumm (PucyHok 74);

—B  OTKPbIBWEMCA  OKHE  O3HAaKOMWTbCA  C
NpeACTaB/NIEHHOM MHPOPMaLMEN W  KOCHYTbCA KHOMKM
«MoatBepAnTb» ANA NOATBEPXKAEHMA onepaumm nnbo
KHOMKN « OTMEHUTbY» Ans OTMeHb! (PrcyHok 75).

BHAMAHMUE! TpebyeTtca yCTaHOBUTb WHTEPHET-
coelMHeHMe, BbIMONHMB HACTPOMKY MOBWABHOW CeTu
n/vinmn cetm WLAN;

— KOCHYTbCH nepekntoyaTend «CnyTHWKOBaA
HaBurauma» (PucyHoK 74) ana  yBeNMYEHWs TOYHOCTM
onpeaeneHunsa reonoKaumm Ha OTKPbITON MECTHOCTM.

MPUMEYAHUE.  TMepekntoyatens  «CnyTHWMKOBaA
HaBMrauma» He aKTMBeEH npw BbIK/HOYEHHOM
nepekatodatene «LBS»;

— aKTMBMPOBATb  HEOOXOAMMbBIM  UCTOYHMK  LBS
(PucyHoK 76);

— HACTPOUTb UCTOYHMKKM LBS, ana storo:

° KOCHYTbCA  KHOMKM ® y Heobxoammoro
MCTOYHMKA (PncyHOK 76);

° 3an0aHUTL none «Knou» (PUcyHoK 77);

° B pacKpblBatolleMca nosae BblbpaTb Nnepunop,
3aMNpOCOB NPU aKTMBHOM 3KpaHe MY;

° aKTMBMPOBATb MNose «BKAOYUTb IKOHOMMUIO
LBS» AnAa aKOHOMWKM 3anpOCOB MPW 3aDJOKMPOBAHHOM
aKkpaHe MY (PucyHok 77);

° B pacKpbiBatoLleMca Mosae BblbpaTb nepunop,
3anpocoB Npu 3ab10KMPOBAHHOM 3KpaHe MY,

®  3aMN0/NHMUTb none «MNepnoanYHOCTb»
(PucyHoK 77).
MPUMEYAHUE. [nAa  nonyyeHMs  CMPABOYHOM

nHdopmaumm o Kaode  LBS-uctouyHmka
FMNEepPCCbIIKM CO 3HaKOM Bonpoca (PucyHok 77).

KOCHYTbCA
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| reonokauus

° CﬂyTHMKOBaFI Hasurauus
OnpefiensieT reoNIoKaLyio ¢ NOMOLLbIO
CHYTHVIKOBOﬁ CUCTeMbl HaBurauuun.
YBennu1saeT pacxofl 3apsiaa akkyMynsTopa

A-GNSS

O A-GNSS
YCKOpﬂeT onpeagenexHue reonokaumm no
CNYTHWUKOBOM HaBurauuu. Tpebyetcs
noaknioyeHue kK MHTepHety

LBS

@ LBS
OnpenensieT MECTOMO/OXEHME C
MCNONb30BaHUEM UHBIX UCTOYHMKOB
nHpopMaumK, 06pabaTbiBaeMOoii Ha BHELIHUX
cepsepax. Tapuduuvpyemo, Tpebyercs
nopknioyeHue kK UHTepHety

WcTounuku LBS

J[nsi HACTPOWKMU UCTOYHMKOB BKNtOYMTE LBS

@ Jokatop API Slnpekc Kapt @

3aBepLunTe HacTpoitKy LBS-uctouHuka

(O Radar APl 2ruc

PncyHoK 76

HacTtpoiiku

Siupexc Kaptoi

Knioy LBS-ucroyHuka

Knioy

Kak nonyuuTh Koy?

AKTWBHbIV 9KpaH

Mepwuop 3anpocoB HopmanbHas
Mepuop 3anpoCoB Npu aKTUBHOM aKpaHe - 12 cek.

3a6noK1poBaHHbI aKpaH

@ BxiounTb 3KOHOMMIO LBS
®YHKLIMR No3BONSAET BK/IIOYUTL SKOHOMUIO
3anpocoB npu 3ab10kMpoBaHHOM 3KpaHe

Mepvop 3anpocoB 3apaeaemas
®DukcuposaHHoe konuyecteo LBS-3anpocoe

3600

MepuogunyHocTb
BBeauTe 3HayeH1e NepMOANYHOCTH 3anpoca
Ha cepBep B cekyHaax ot 12 go 18000

PucyHoK /7
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2. BbINNO/NHEHUE MPOIPAMMBDI

AomnHunctpatopy MY 40CTyMnHbI Caeytolme BO3SMOMXKHOCTH
— HacTpoinKka obHoBneHMn OC ABpopa (noapasaen 2.1);

— cbpoc HacTpoek MY (noapasaen 2.2);

— YCTaHOBKa M yaaneHue ctopoHHero MO (noapasaen 2.3);
— TOHKas HacTpoMKa (noapasaen 2.4);

— noaaeprkka paboTbl pexunma Kmocka (noagpasgen 2.5);

2.1. Hactpoika obHosneHnin OC ABpopa

O6HoBneHne OC ABpopa OCyLWEeCTBAAETCA aAMUHUCTPATOPOM NIOKAaNbHO BPYYHYIO,
nmbo yaaneHHo ¢ Ucnosb3oBaHMem lNpuKknagHoOro nporpammHoro obecneveHms «Aspopa
LeHTtp» (MNO).

NMPUMEYAHUE. [na nonyvyeHma uHPopmaumm no obHosneHmto OC Apopa C
ncnonbvsosaHuem MMO cneayeT 06paTUTLCA K COOTBETCTBYOLLLEN AOKYMeHTauumn Ha MM0O,
pa3melleHHON Ha Beb-calnTe: https://auroraos.ru/documentation/.

Ona  Hactponkm obHoBneHun OC HeobxoaMMO
BbIMO/IHNTL CAeaytolne AeNCTBMA:
— OTKPbITb MEHK CMCTEMHbIX HACTPOEK KacaHWem

| OTMeHUTb |

‘MMH nonp3oearens

3HaYKa @ Ha DKpaHe NpuaoXKeHu (cm. PucyHok 1);
[=22 © — KOCHYTbCH MyHKTa MEHI0 «ObHOBNEHUA

OC Aspopa» @‘B nogpasgene «Cucrema», B pesynbrate
0TOOPA3nUTCA CTPAHMLLA C HACTPOMKAMM OOHOBNEHMS;

— KOCHYTbCH nepekntoyaTens «BKNOUNTD
3aWMLEeHHble 0bHoBAEHUAY (PUCYHOK 79);

BHUMAHMUE! [1ns nonyyeHns MMeHn Nob30BaTeENS U
napons HeobxoaMmo 06PATUTLCA HA SNEKTPOHHYHO MOYTY:

HomeH

English (predictive input) EN Ssu pport @ omp.ru.

gwertyuiop — Ha OTKPbIBLIENCA CTpaHULEe 3ano/iIHUTb MoAd
asdfghijk|l (PrcyHoOK 78) ans peructpaumnm 40ocTyna K peno3nTopusam,;
B . xlclviblnlmiE — KOCHYTbCS KHOMKK «Bxoa» ANs BbINOAHEHMWA BXO4a

123 ' B0 KHOMKN « OTMEHUTL» ANA OTMEHbI onepaumn.

i1

PncyHoOK 78
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PaHee ycTaHoBNeHHYO Bepcuto OC ABpopa MOXMHO OOHOBUTL [0 TEKyLWEewH,
BbIMO/IHWB CeaytoLLne AeNCTBUA:

— Ha CTPaHWLE C HAacTPOMKaMM OBHOBAEHMA KOCHYTbCA 3HAYKa G ON5 NPOBEPKM
NOCTYMNHbIX OBHOBNEHWUI, B pe3ynbTaTe oTobpasuTca yBeaomaeHue: «HeT AoCTynHbIX
0OHOBNEHMIY, @ TaKXKe AaTa 1 Bpems nocneaHen nposepku (PucyHok 79) nnbo agoctynHoe
obHoBneHme (PucyHok 80);

| O6HosneHust OC Aspopa

O6HoBneHus OC Aspopa

MocnepHas nonbiTka 06HOBNEHUS
3aseplinnacb HeygayHo

Owwubka ceTeBoro NOAKNOYEHUsS
CepBep 06HOBMEHWI HEAOCTYNEH

™\ [lpoBepuTb Hanuune o6HOBNEHU
\ MocnepHsas npoeepka: 21 mas 2026 B 18:22

@‘ TekyLuas Bepcus

5.2.1140 (Xa6aposck)

@ PesepBHOe KONUpoBaHue
O6HOBNEHWE CUCTEMBI HE 3arparuveaer
daiinbl, oaHaKko pekomMeHayeTcs
nepuoauyecku cosgasarthb pesepsHble
Konuu

(O 3arpyxaTb 06HOBNEHMS TONBKO

yepes WLAN
@ 3arpyxatb 06HOBNEHMS B ™\ [MpoBepuTb Hanuyme 06HOBNEHUIA
POyMMHre 2 MocnepnHsas npoeepka: 18 sHeaps 2024 g 12:4.
O BknounTb 3aLMLLIEHHDIE @A TekyLuas Bepcus
o6HoBNEeHUs 5.0.0.28 (Merponasnoeck-KamyaTckuii)
Texywwmit nomeH 'sales'
@ PesepBHoe konuposaHue
O6HOBNEHNE CUCTEMBI HE 3aTparuveaer
daiinbl, oaHaKO peKkoMeHayeTcs
nepuoguyecku cospaeaTtb pesepeHbie Konuu
3arpyxaTtb 06HOBNEHUs
Tonbko yepes WLAN
PucyHoK 79 PucyHok 80

— NPU  HaAMYUKM  OOCTYyNHOro OBHOBAEHMA KOCHYTbCA KHOMKKM «[loapobHee»
(cm. PucyHok 80) 1 Ha OTKpbIBLLENCS CTPAHMLE 03HAKOMUTLCA € NoApPOobHON MHPOPMaLMe
06 obHoBNeHNM (PucyHoK 81);

— KOCHYTbCA KHOMKK «3arpy3nTb — [Paamep ob6HoBAeHMsA]» (cm. PucyHok 80) ana ero
3arpy3ku. B cnyyae HeobxoamMmoCTM 3arpy3ky 0OHOBAEHMA MOMHO OTMEHMUTb KacaHMeM
KHOMKKN « OTMEHWUTb 3arpy3ky» (PncyHok 82);

— MocNe yCnewHoM 3arpy3km OOHOBAEHUSA KOCHYTbCA KHOMKM  «YCTaHOBMUTb
obHoBneHme» (PnucyHok 83);

— Ha OTKPbIBLUENCA CTPAHMLLE KOCHYTbCA KHOMKM «YCTaHOBUTbY (PucyHok 84), nocne
yero MY aBTOmMaTMyecKkn bByaeT nepesarpyKeHo, AMbo KHonkM «OTMEHUTb» ANA OTMEHbI
onepaummn.

NMPUMEYAHUME. B 3aBMCMMOCTM OT KOHCTPYKTMBHbIX ocobeHHocTer MY nocne
YCTAHOBKM OOHOB/IEHMA BO3MOKHA IBOMHAA Nepe3arpyska MY.
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MoapobHee O6HoBneHus OC Aspopa

4,‘

Aspopa 5.0.0.60

O6HOBNEHWE COAEPXUT U3MEHEHNS, C
KOTOPbIMU MOXHO O3HaKOMUTbCA B Release
notes no ccoinke https://auroraos.ru/

Te as Bepcus
documentation Ky L P

5.0.0.28 (MeTponasnoBck-KamyaTckui)

PesepBHoe konuposaHue
O6HoBNEHMe CUCTEMDI He 3aTparusaer
daiinbl, ofiHaKo pekoMeHayeTcs
nepuoauYecku co3aaBaTh pesepBHbie Konuu

© &

3arpyxaTb 06HOBNEeHuUs
Tonbko yepea WLAN

PucyHok 81 PucyHok 82

O6HoBneHuns OC Aspopa OTMeHUTL YctaHoBUTb

YcTpolicTeo 6yneT
nepesarpyxeHo
YcTaHoBKa 06HOBNEHUIA 3alMeT
HEeKOTOopoe BpemM4, B Te4eHne KOToOporo
Bbl He cMOXeTe Nonb3oBaTbCcs

YCTPOMCTBOM. YCTaHOBUTb
o6HoBNEeHUs?

MpoBepuTb Hanu4ne o6HOBNEHWIA
MocnepnHss npoeepka: 18 aHBaps 2024 B 12:4.

TekyLas Bepcust
5.0.0.28 (MeTtponasnosck-KamyaTckuin)

PesepBHoe konupoBaHue
O6HoBNEHWUE CUCTEMbI HE 3aTparusaeT
daiinbl, ogHaKo pekoMeHayeTcs
nepuoauYecKm CosnaBaTh pesepBHble Konuu

@+ O

3arpyxaTtb 06HOBMEHUS
Tonbko Yyepes WLAN

PucyHoK 83 PucyHok 84

Ha ctpaHunue «ObHoBneHne OC» agMWHUCTPATOPY TaKMKe AOCTYMHbl caeaylolme
nencremna (cm. PucyHok 79):

— NPOCMOTPETb MHPOPMaLMIO O Tekyweln Bepcumn OC /@‘;
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— BbINMONHUTL pe3epBHOe KonuposaHue nepen obHosneHMem OC, KOCHYBLUMCH

3HauKa O

NMPUMEYAHMUE. MNMoapobHoe onncaHmne o co3aaHnM pe3epBHOM KONMM NpMBEAEHO B
[OKyMeHTe «PyKOBOZCTBO MOJIb30BaTENAY;

— aKTMBMPOBaATb MO0 AEaKTMBMPOBATL MepekatodaTeNb «3arpyxaTb 0OHOBAEHMA
Tonbko Yepe3 WLAN» anda 3arpy3kun obHosaeHms ¢ nomoulbto cetn WLAN;

— aKTMBMPOBATb MO0 AEaKTMBMPOBATbL NepekNtoYaTeNb «3arpy*kaTb 06GHOBNEHMA B
POYMWUHIE» ANA 3arpy3kn 06HOBNEHMA B POYMUHTE,

2.2. Cbpoc HacTpoek MY

Cbpoc HacTpoek MY — npouecc yaaneHua BCex AaHHbIX, nocne KoToporo MY
BO3BpALWL@eTCA K 3aBOACKOMY COCTOAHMIO, T.e. K Bepcum OC, yCTaHOBAEHHOM
npoussoantenem MY.

BHUMAHUE! T[Mpu cbpoce HacTtpoek ¢ MY vypanatotca cneaytouime AaHHble
No/b30BaTeNA:

— INYHble dalnbl, B TOM YUCae ayamo- n meamadanibl;

— CKa4yeHHble/ycTaHoBAEHHbIe MTT;

— y4eTHble 3anucu.

Ons cbpoca HacTpoek MY [0 3aBOACKOro COCTOSAHMA HEOobXOAMMO BbIMOAHWUTb
cneayrouime AencTens:

— OTKPbITb  MEHK CUCTEMHbIX HACTPOEK KacaHMem 3Hauyka @ Ha JKpaHe
NPUNOXKeHUM (cM. PucyHok 1);

— KOCHYTbCA MYyHKTa MeHtlo «COpocUTb  YCTPOMCTBO» X g noapasaene
«NHPopmauma»;

— Ha OTKPbIBWENCA CTPaHMLE KOCHYTbCA KHOMKM «COPOCUTL YCTPOMCTBO»
(PucyHok 85);

— KOCHYTbCS KHOMKM «[oATBEPANTL» ANS NOATBEPKAEHNA onepaummn AMbo KHOMKM
«OTMEHUTb» ANA oTMeHb! (PrucyHoK 86);

MPUMEYAHUE. AKTuBauya nepekatodatena «ABTOMATUYECKM Mepe3arpysuTb
YCTPONCTBO Nocsie cOpoca» NpuBedeT K Nocaeayolwen nepesarpyske MY.

Mocne nepesarpy3kn MY npomsonaeTt cOpoc HaCTPOEK A0 3aBOACKOr0 COCTOAHMA C
nocneaylolWmMm 3anyCKOM MacTepa NepBOHaYasibHOM HACTPOMKKM, noapobHoe onmcaHume
PaboTbl C KOTOPbLIM NPUBEAEHO B JOKYMEHTE « PYKOBOACTBO NO/b30BATENNAY.

BHUMHUE! AktmBauma nepekntovatend «YaanuTb BCe [AaHHble» MpuBeaeT K
yOANeHWto AaHHbIX Ha MY 6e3 BO3MOXHOCTM WX BOCCTaHOBAEHMA (NpW yaaneHun
NPONCXOANT NPOLLECC Nepe3anmcbiBaHUA AaHHbIX HYAMM).
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C6poc NpuBeaAET K yaaneHuio BCex AaHHbIX C Bbl ,D.el:lCTBVITe!'IbHO XOTUTe

YCTPOWCTBa 1 €ro BO3BPALLEHHIO K %

3aBO/ICKOMY COCTOSIHMIO. ATO O3HaYaeT C6pOCMTb YCTpOMCTBO?

noTepio BCex fiaHHbIX, 106aBIEHHbIX Ha

YCTPOWCTBO, BK/IOYas OGHOBNEHMS, lMocne NoATBEPXAEHWS BCe AaHHbIE C BaLIEro

ycTpoiicTea 6yayT yaaneHsl, U nporpaMMHoe
obecneyeHne 6yplev BO3BpaLlleHo K 3aBOACKOMY
COCTOsIHUIO. DTO O3Ha4aerT, 4YTo BCe AlaHHble,
KoTopble Bbl no6asunu Ha yCcTpoitcTso, 6yayT

NPUNOXeHus, y4eTHble 3anucu, KOHTaKTbl,
1306paxeHns 1 MHyI0 MHpopMaLmio.

CozpaiiTe pe3epBHYIO KONUIO noTepsiHbl (Hanp., 06HOBNEHWS, MPUAOKEHUS,
nonb3oBaTeNbCKMX AaHHbIX Nnepea cépocom Y4ETHbIe 3anucK, KOHTaKTbl, oTorpadum u apyrue
ycTpoiicTBa. daiinbl). Cospaiite pesepsHyio konuio $haitnos Ha

KapTy namaTy (peKoMeHayeTcs).

CGPOCMTb YCTpOVICTBO Mpv yaaneHuu AaHHbIX YCTPOWCTBO BbIKIOYNTCS
aBTOMaTHyecky, cneayiolias 3arpyaka MoXeT
3aHnTb 60Nnblue BpeMeHw, Yem 06bIMHO.

Mepen c6pOCOM YCTPOICTBA HEOGXOAUMO BBECTU
naporb.

(O ABTOMaTMuECKM NEepesarpysuTh
ycTpoWCcTBO nocne cépoca

O YpanuTb Bce AaHHble
Mpu akTMBaUMM NapaMeTpa BCe AaHHbIe Ha
ycTpoiicTee 6yayT nepesanucarbl. 3To MOXeT
3aHATb 6olee nonyyaca B 3aBUCMMOCTH OT
o6bema xpaHunuwa. O6biMHO cbpoc K
3aBOACKUM HacTPOIKaM 3aHUMaeT okoso 5
MUHYT, ¥ HEKOTOPbIE fJaHHbIe BNOCNEACTBUM
BCE Xe MOryT 6biTb BOCCTAHOB/EHbI.

PucyHok 85 PucyHoK 86

2.3. YcTaHoBKa U yaaneHue ctopoHHero MO

AOMMHUCTPATOP MMeeT BO3MOXHOCTb YCTaHaBAMBaTb Ha MY CTOpoOHHMe
NpPOrpammel, He ABNAKOLLMECA BCTPOeHHbIMK B OC ABpopa.

CTopoHHME  pa3paboTyMKM  MOryT  MCNONb30BaTb  OPUUMANbHbLIM  Habop
MHCTPYMeHTOB pa3pabotkm MO ans OC ABpopa, noapobHOe onucaHue KOTOpOro
npuBeaeHo Ha Beb-canTe: https://developer.auroraos.ru/.

Mpu ycTaHOBKe CTOPOHHWMX MI1 aamuMHUCTpaTopy Heobxoaumo ybeauTbca B
BbIMO/HEHWM CIeAYOLNX YC/TOBUN:

— NakeT NPorpaMm ycTaHaBAMBAETCA WTAaTHbIM 0Opa3om;

— HeobxoaMMble McnonHAeMble Gainbl NPOrpammbl 3aMyCcKatoTCs;

— WTaTHOe nMoBeJeHne W BbINOJHEHME MNPOrpamMMmbl COXpPaHAETCA W nocne
nepesarpyskn OC Agpopa.

YCTaHOBKa M ynpas/ieHue  CTOPOHHMM 10 MOXeT  OCyLWeCTBAATbCA
aAMWHUCTPATOPOM ClieayroWmmm cnocobamm:

— JIOKA/JIbHO C MOMOLLbIO:

e MarasmHa npunoxeHuni Rustore (n. 2.3.1);
e QR-kopa (n. 2.3.2);
o MMM «Pannbi» (n. 2.3.3);
— YOa/IeHHO:
® MpUHyAMTENbHAA YCTaHOBKA MIT C NOMOLWbIO NONNTUKMK;
e yctaHoBKa MIT ¢ nomoubto MM10.
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NMPUMEYAHUE. MogpobHoe onmcaHme no umcnonb3osBaHuto MO npuBeaeHo B
COOTBETCTBYOLLEN OOKYyMEeHTaL MK, PACcno/IOXKEHHOWN Ha Beb-canTe:
https://auroraos.ru/documentation/.

2.3.1. YcTaHoBKa ¢ nomoubto Rustore

(D RuStore O @

Q Mowmck

'\ Aspopa bpaysep 2.0
§ /B Hosuiit 6payaep ana OC
S 4 Aspopa5.2

[«

FlutterTube

HeoduumanbHbid KnueHT
Rutube

I«

4 Haboost

yoroy HeoduumanbHbiit KnueHT
pecypca Habr

Tenerpadv
ﬂ KnueHT meccenpxepa
4 Telegram c oTKpbITHI
“(;5 YouGile Mobile

e

I«

I«

MobunbHoe npunoxexune ans i
cepsuca YouGile

EOSmobile -
AoKymeHToo60poT
[LokymenToobopor (C3 /

PucyHok 87

I«

[Ona yctaHoBKM ctopoHHero MO ¢ nomouwbto Rustore
HeobXoAMMO BbINOAHUTL CAeaytolmMe AeNCTBUA:
— OTKPbITb MIT «RuStorey;

— HalTK B cnucke Tpebyemoe MI (PucyHok 87);

— KOCHYTbCA KHOTMKH @ 5 pe3ynbTate Ha4YHEeTCA

CKayMBaHMe 1 ycTtaHoBKa MIT.
NMPUMEYAHUE. Echm MI yke ycTaHoBieHO Ha MY,

pagom C HanmeHOBaHMEM 6y,£l,eT OTO6pa)+<aTbCF| KHOMKa

obHoBneHua &

— nocne  yCneuwHom  yCTaHOBKM  0OTObpa3nTCs
yBegomneHme «lpunoKeHne ycTaHOBAEHOY.

2.3.2. YcTaHoBKa ¢ nomouibio QR-koaa

| YcraHoBuTb no QR

PucyHoK 88

Ona yctaHoBKKM cTopoHHero 1O ¢ nomouwbto QR-koaa
HeobXxoAMMO BbINONHUTL CAeaytolmMe AeNCTBUA:
— OTKPbITb MEHK CMCTEMHbIX HACTPOEK KacCaHMeM

3HaYkKa @ Ha DKpaHe npunoxkeHuni (cm. PucyHok 1);

— KOCHYTbCA NYHKTa MeHto «YCTaHOBUTb No QR» &~ B
noapasgene «Cucremar;

— HasecTn Kamepy MY Ha QR-kopg (PucyHok 88), B
pe3ynbTaTe 3anyCcTUTCA NPoLecc ycTaHoBKM (PucyHok 89);

— [I0XKOATbCA 3aBepLUEeHMA MNpoLecca YCTaHOBKM 10
oTOOpaKeHna Ha 3KpaHe MY  COOTBETCTBYHOLLErNO
yBegomnenma (PucyHok 90).
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| YctaHoBuTb no QR | v [punoxeHue ycTaHOBNEHO v

°e .. YcTaHoBKa 3aBeplueHa

YcTaHoBKa...

PncyHok 89 PucyHok 90

B cny4yae cKkaHMpoBaHMA HekoppeKkTHoro QR-Koaa Ha
9KpaHe MY oTobpasnTca COOTBETCTBYIOLLEE YBeAOMAEHME
(PucyHok 91).

YctaHoButb no QR

Owwnbka 3arpysku

PucyHoK 91

2.3.3. YcTaHoBKa ¢ nomollbio MIT «Dannbi»

B OC ABpopa npeaycmoTpeHa BO3MOXHOCTb YCTaHOBKM CTOpOHHero 10, KkoTopaA
OCYLLECTBNAETCA NOCPEACTBOM YCTAaHOBOYHOro daina B dopmaTe .rpm.
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[Ons yctaHoBKn MI HeobxoAMMO BbINOSIHUTL CAeaytolme AeicTBUS:

— OTKPbITb MM «®Daiifbl», KOCHYBLUMCb 3HAYKa kel Ha DKpaHe NPUAOKEHUI
(cm. PucyHok 1);
— BblOpaTb HeobxoaMmbln daln B PopmaTe .rpm KacaHMeM COOTBETCTBYIOLLEN
CTPOKM.
MPUMEYAHWUE. YcTaHOBOYHbIN daln cneayeT npeaBapuTeibHO CKONMPoBaTb Ha MY
B manky «Downloads» ¢ nmomouibto USB-kabens, BbibpaB pexnm «1pOTOKON nepeaayn
mynbtumeama (MTP)» (cm. PucyHok 33);
— B  OTKPbIBLIEMCA OKHE  KOCHYTbCA  KHOMKM
«YcTaHoBUTLY (PrcyHOK 92).
R e B 3aBMCMMOCTM OT NOANUCK UCTOYHMKA (Nn. 4.4.1.3)
+ aAMWHUCTPATOPY MOryT ObITb AOCTYMHbI:
Yeranosurs — MPOCMOTP  yBEAOMJEHMA O  pe3yabTaTax
OJ 7] 9| YCTaHOBKM noanucaHHoro MMM (nn. 2.3.3.1);
o ——] [ — BO3MOXHOCTb A00aBNEHNA UCTOYHMKA B CMUCOK
e [oBepeHHbIx (nn. 2.3.3.2);
D — BO3MOXHOCTb YCTAHOBKM HenoanucaHHoro MII
7289-CBEF @) (nn. 2.3.3.3).

ru.auroraos.DocumentScanner

Document Scanner

45,1 MB 3ausTo 3,6 I'b ceoboaHo

HepasHue daiinbi

ru.auroraos.Do...signed (1).rpm
18 pnekabps 2025 11:59 1,8 MB

l%}' CHumMok_3kpaH...1218_002.png
18 pexabps 2025 11:51 1,0 MB

@ aurora-conten...mp.noarch.rom
18 pexabps 2025 11:23 2,8 MB

PncyHok 92
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2.3.3.1. YcTtaHoBKa noanmcaHHoro Mrl

| v [punoxeHue ycTaHOBAEHO v

@ > YetpoitctBo > Downloads

OTCOpTMPOBaHO MO AaTe U3MEHEHUS

@ ru.auroraos.Do...signed (1).rpm
18 pexabps 2025 11:59 1,8 MB

@ aurora-conten...mp.noarch.rpm
18 pekabps 2025 11:23 2,8MB

PucyHok 93

B pe3synbTate yCTaHOBKM nognucaHHoro Mrl
oTobpasnTca:

— cooTBeTCTBYOLLEe yBegomneHne (PucyHok 93) Ha
3KpaHe MY;

— 3HA4YOK  ycCTaHoBsieHHoro MIlT  Ha  2JKpaHe
NPUIOXKEHWNIA.

2.3.3.2. YctaHoBKka MI n gobaBneHne NCTOYHMKA B CMMCOK J0BEPEHHbIX

Bbl yBEPEHDI, 4TO XOTUTE [06aBUTD
cepTUdMKaT AaHHOrO UCTOYHMKE B
CMUCOK [OBEPEHHbIX?

Mpu pnobasneHun ceptudumkata
dev.rustore.ru B Cn1Mcok AOBEPEHHbIX
VCTOYHUKOB BCE MPUMIOXEHUS,
NoANMUCaHHble AaHHBIM UCTOYHUKOM,
6ynyT ycTaHaBnuBaTbcs 6e3
[ONONHUTENbHOrO 3anpoca Ha
NoATBEPXAEHUE YCTaHOBKM.

KeyID:
d3b57e525bf0ec890cfb13707c5b1768c097023
cab26fb595ca1170740a14b27

X OTMeHuTb \V/ [o6asutb

PucyHok 94

Mepen, YCTaHOBKOM M1 HeobxoaAMmo
npeaBaputTenbHo  A00aBMTb  MCTOYHMK B CMMCOK
NOBEPEHHbIX, KOCHYBLUMCb KHOMKW «[Jo6aBuTb» B
OTKpbIBWEMCA  OKHe  (PucyHOK 94) nmMbBO  KHOMKM
«OTMEHUTb» ANA BO3BPATa K CMUCKY YCTAaHOBOYHbIX
dannos.

Mocne  pobaBneHWss  UCTOYHMKA B CMMUCOK
NOBEPEHHbIX OH 0TOBPa3nTCA Ha CTpaHMLe «[loBepeHHbIX
MCTOYHMKKM»  (nn.4.4.1.3.2), npu  HeobxoaumocTu
MCTOYHUK MOXKHO YaAaAMTb M3 CMNMUCKa [A0OBEPEHHbIX
(nn.4.4.1.3.3).

51


https://confluence.omprussia.ru/x/iKaIDQ

PyKOBOACTBO aiMUHMCTPATOPA

— ~] OTKPbITAS
MOBWJIbHASR
I NNAT®OPMA

2.3.3.3. YcTaHOBKa HenoanucaHHoro MMl

YcTaHoBKa NpUnoXeHus
HEBO3MOXHa.

YcTaHoBKa NpunoxeHuin 6e3 nognucu
MCTOYHMKa 3anpelueHa. [ns
pa3pelleHuns yCTaHOBKM Heo6xoanMo
aKTUMBMPOBAaTb COOTBETCTBYIOLLUIA
nepeksoyaTesnb B NyHKTE MEHIO
"ICTOMHUKM NPUNOXEHUI" CUCTEMHbIX
HacTpoek.

MepeiiT B HacTpoitku

Xopoluo
/289-C6EF w
451 MB 3ansTo

3,6 I'b ceobogHo

HepasHue daiinbi

BHUMAHMUE! Mepen ycTaHOBKOM HeMOAMMCAHHOIO
MM  HeobxoAMMO  npeaBapuUTENbHO  aKTMBMPOBATb
nepekntovaTenb «Pa3pelwnTb YCTaHOBKY MNPUIOKEHUN
6e3 nognucuM UCToYHMKa» (nn. 4.4.1.3.1).

[Ona ycTaHoBKM HenognmcaHHoro MIM Heobxoanmo B
OTKPbIBLUEMCA OKHE KOCHYTbCA KHOMKM «[lepentn B

Hactpolkmn»  (PucyHOK 95) nmMbo KOCHYTbCA  KHOMKWK
«Xopowo» Ans BO3BpPaTa K CMWUCKY YCTaHOBOYHbIX
dannos.

B pe3ynbTate YyCTaHOBKM HenoAnucaHHoro MII
oTobpasnTca:

— COOTBeTCTBYOLLEE
(cm. PrcyHok 93) Ha akpaHe MY;

yBeagomieHmne

= CHumok_SkpaH...1218_003.png
& 18 pekabps 2025 12:03 0,5 MB

— 3Ha4YoK  ycTaHosseHHoOro MIT  Ha
NPUNOKEHWNI.

JKpaHe

ru.auroraos.Do...signed (1).rpm
18 pexabps 2025 11:59 1,8 MB

CHumMok_3kpaH...1218_002.png
18 nexabpsi 2025 11:51 1,0 MB

PncyHok 95

2.3.4. YnaneHue ctopoHHero MT1

Ons ypaneHna paHee ycTaHoB/ieHHOro Ha MY cTopoHHero MIT HeobxoaMmMo
BbIMO/IHUTL CAeayroume AeNCTBUA:
— OTKPbITb IKPaAH NPUAOKEHMN, NpoBeaA No JlomalHemy SKpaHy CHU3Y BBepX;

— KOCHYTbCA M yAepXMBaTb 3Ha40K MI1 40 NoABNEHMA 3HAYKA ® (PrcyHoK 96);

— KOCHYTbCA 3HA4Ka ®
MPUMEYAHUE. B npouecce yaaneHua otobpasmtca TaMMep OTMeHbl AeNCTBUA,
KacaHWe KOTOPOro No3Bo/IAET OCTaHOBUTL Npouecc yaaneHms (PrucyHok 97).
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Auktodon  Mpocmotp PDF  [lokymeHTsl 3ameTkn DuktodoH  MpocmoTp PDF  [lokyMeHTb 3ameTku

©
)
0
@

Yacsl Kanbkynatop Moropa XKypHan act K Ky r MNoroga KypHan

©
Ly

Terminal  Ckanep nokyn Terminal

Q Mouck NPUNoXeHui Q Mouck npunoxeHui

PncyHok 96 PucyHok 97

2.4. ToOHKaA HacTpoOMKa

BHUMAHUE! AamumHucTpaTopy Heobxoammo ncnonbzosatb Ml «Terminal» TonbKo
ONA OCYLEeCTBNEHNA AEUCTBUM MO TOHKOM HacTpomke MY B COOTBETCTBMM C HACTOALLMM
nokymeHToM. Mcnonb3osaHune MI1 «Terminal» ans apyrux uenen SAMNPELLIAETCA.

TOHKaA HaACcTpOMKa npeaHa3HadYeHa AAA BbIMOJHEHWA CEPBUCHbIX Onepaumn,
HeAoCTYMHbIX M3 rpadumyeckoro uHTepdelca (Hanpumep, HaACTpPoOMKa NpaB AO0CTyNa,
ncnpasaeHme KOHPUrypaLUMoHHbIX Gaios 1 T.4.).

MM «Terminal» ABnseTcA NHCTPYMEHTOM MPeaoCTaBNEHMA A0CTyNa K KOMaHAHOM
CTPOKeE, rae MMeoTCA CieAyoLLne BOSMOXHOCTH:

— BbIBOZ, MOTOKA A@aHHbIX, @ TaK¥Ke AMArHOCTUYECKUX MU OTNAA0UYHbIX COODLIEHWI B
TEKCTOBOM BUAE;

— BbINO/IHEHWE CEPBUCHbLIX AENCTBUIM M Bonee TOHKOW HacTporku MY (B T.4. C
MCNONb30BaHMEM NPAB CyNepnoab30BaTens).
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| ALMUHUCTPUPOBaHME

O TepmuHan

........

Maponb Ans goctyna K cynepnonb3oBaTento

CreHepupoBaTh CoxpaHuTb

O lWudposaHue oTHETOB

OuncTka Nonb3oBaTeNIbCKUX AaHHbIX
YKa)KMTe, Kakue nanku nonb3osartens 6y‘1yT
nepuoanYecku o4uLLaThes, U 3adainTe
WHTEepBan O4YUCTKU

Cnuncok pa3peLUéHHbIX NPUIOXEHUM
BbibepuTe npunoxeHus, kotopbie 6yayT
[OCTYMHbI BCEM MONb30BaTeNSIM

ABTO3anyck NpUNoXeHui

Bb|6epwre, Kakue npunoxeHus OOSIKHbI
3anycKaTbcsl aBTOMATUYECKY MPU KaXaoM
BXofe nonb3oeaTens B CUCTEMY

PucyHok 98

| ALMUHUCTPUPOBaHME

@ TepmuHan

.....| )

Maponb ans gocTyna K cynepnonb3oBaTenio
f A Y yneg

CreHepupoBaTh CoxpaHuTb

O lWudposaHue oTHETOB

OuucTka Nonb3oBaTeNbCKUX AaHHbIX
YKaxme, Kakue nanku nonbsosartens 6y‘1yT
neproauYecku oYuLLaThes, U 3adanTe
WHTEepBan O4YUCTKU

e RU

12 34/ 56 7 8 9 0 Ne

PucyHoK 99

NMPUMEYAHUE. Mo ymonuanuto MM «Terminal» He
oTobparkaeTca Ha DKpaHe NPUNOKEHMN (cMm. PucyHok 1).

Onsa  poctyna K MM «Terminal» Heobxoanmo
BbINOMHUTL CAeaytolmMe AeNCTBUA:

— OTKPbITb MEHKO CMUCTEMHbIX HACTPOEK KacaHMEeM

3HaYkKa @ Ha DKpaHe NpunoxeHui (cm. PucyHok 1);
— KOCHYTbCH NYHKTa MEHI0

«AOMUHUCTPUPOBAHME & B noapasaene «Cnucreman;

—Ha  OTKpbIBWEWCA  CTpaHWLUE  aKTMBMPOBATb
nepek/todaTens «TepMUHan» (PncyHok 98) ana
oTobparkeHna M1 Ha IKpaHe NPUIOKEHWNI;

— KOCHYTbCA MOAA BBOAA W BBECTM XKenaemMblh Napob
MB0O KHOMKN «CreHepupoBaTb» A8 MNOAYyYeHMA Napons,
CreHepupoBaHHOIO CAy4YalMHbIM 0OPa3oM, KOTOPbIA B
NanbHenwem byaeT MCNOAb30BaTbCA A1A NOAYyYeHNA Npas
Ccynepno/ib3oBaTens.

NMPUMEYAHUE. Heobxoammo 3anOMHUTb 3a4aHHbIM
naposb;

— KOCHYTbCst KHOMKM «CoxpaHnTb» (PucyHoK 99);

— noATBEpPAMTb AENCTBME BBOAOM TEKYLLEro Napoa.

NMPUMEYAHUE. M «Terminal»BAOCTynHo TONbKO
aiMMHUCTPaTOpY.

2.4.1. HactpownKka nHtepdenca MM «Terminal»

[Ona pabotbl ¢ MMM «Terminal» ero HeobxoAMMO 3anyCTUTb, NPOBEAA MO 3KPaHY

CHM3Y BBEPX, M Ha DKpaHe NPUIONKEHMNN KOCHYTbCA 3HaYKa B (cm. PucyHok 1).
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Mpu nepsom 3anycke MMM «Terminal» Heob6xo4MMO 03HaKOMUTLCSA ¢ MHGOPMaL el
M KOCHYTbCA KHOMKM « OK» (PrcyHok 100).

B wuHTepdence MIM «Terminal» HeobxoAMMO KOCHYTbCA 3Ha4YKa = A
OTODpParKEHNA MEHK C HACTPpOMKaMM MHTepdenca, B KOTOPOM AOCTYMHbI Caeaytouime
BO3MOXHOCTK (PncyHok 101):

— KOMMPOBaAHME MM BCTaBKa GparmeHTOB TEKCTa;

— nouncK URL-cCbINoK,;

— YBEJINYEHMNE N YMEHbLLEHWE pa3Mmepa WpnPTa;

— BbIOOP OpPMEHTALMMN OKHa;

— BbIOOP AEMCTBMA NPU KAaCcaHUM 3KPaHa;

— BbIboOp cnocoba oTobparkeHMa KnaBMaTypbl;

— CO3[aHMe HOBOIrO OKHa;

— BbIOOP pacKNafKM KNaBMaTypbl;

NpPocMoTp MHPopmaumm o MIM «Terminal»;

— YCTAHOBKA BPEMEHM 334EPXKKM KNaBUATYPbI.

MPUMEYAHWE. BbinonHeHWe AaHHbIX AENCTBUI OCYLLECTBAAETCA NOCPeaCcTBOM
KaCaHWA COOTBETCTBYHOLLMX KHOMOK.

0O6Hapyerkbie URL-
CChINKK

Pasmep wpudTa

MonoxeHue okHa

Fingerterm 1.8.0

AgTop: Heikki Holstila < >

AuarHocTuHecknit
P

UMK ANS HACTPOIKW NapaMETPoB

Nosenerne

FingerTerm/
KNaBUATYPbI

Besasux
Hoe

CrpriTe

Ha Mepemect
R 3aAHWA uTh
0 OKHa: nAaH

TepmuHana:

Hogoe okHo

Packnapka
KNaBUATYPHI

Wrdpopmauus

3apepxka
KNaBuaTyphl
4000 ms

PucyHok 100 PucyHok 101
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2.4.2. [lonyyeHne npas cynepnosib3oBaTend

Mpasa cynepnosib3osaTena NpeaoCTaBAAT
aAMUHUCTPATOPY BO3MOXHOCTb paboTaTb B
NPUBUNETMPOBAHHOM PEXMME W BbINOAHATL Ntobble
onepauun 8 OC Aspopa.

Ona NonyYeHus npas cynepno/ib3oBaTena
HeobxoaAnmMo BbINO/IHNTb cnegyroume AencrTamna
(PncyHok 102):

— OTKpbITb M «Terminal» (cm. PucyHoK 1);
— B MI1 BbINONHNTL KOMaHAY:

devel-su

— yKasaTb 3a71aHHbIN paHee naposb
cynepnonb3oBaTtend, B pesynbtate 6OyaeT BbINOJHEH
Nepexo/ B PEeXKMM Cynepnosib3oBaTtens.

, .-y
PucyHok 102

2.5. Mopnepka pexmma paboTbl KMOCKa

2.5.1. Cnncok paspelweHHbIx MT1

Ons Bbibopa MI, KoTopble ByayT AOCTYMHbI NOA, KOHKPETHOM YY4ETHOW 3anuUChbto,
HeobX0AMMO BbINONAHUTb CAeaytoline AeNCTBUA:

— OTKPbITb  MEHK CUCTEMHbIX HACTPOEK KacaHMem 3Hauyka @ Ha 3JKpaHe
NPUNOXKeHUM (cm. PucyHok 1);

— KOCHYTbCA MYHKTa MEHI0 «AAMUHUCTPUPOBAHNEY & B noapasaene «Cuctema;

— Ha OTKPbIBLWIENCA CTPaHWULE KOCHYTbCA NyHKTa «CNMCOK paspelleHHbIX
NPUNOXKEHUI» (cM. PucyHoK 98) ana oTobparkeHua cnucka € y4eTHbIMWU 3anUCaMn Wt
cTaTycamu 6enoro cnmcka.

NMPUMEYAHMUE. Mo ymonyaHmto 6enbii CMUCOK BbIK/OYEH;

— KOCHYTbCA NYyHKTa C HeobXoAMMOM y4eTHOM 3anucbto (PrucyHok 103);

— Ha CTpaHuLUe «[MmAa y4eTHON 3anncK]» akTMBMPOBATb NepekatoYaTeNb « BKAoYnTb
H6enbin cnucok» (PrucyHok 104) ans otobparkeHma cnmcka MI;
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| Crnncok paspeLléHHbIX MPUITOXEHWUIA | Monbaosatenb 1
PaspeLUeHHbIX MPUNOXEHUN: (
Bnapeneu ycTpoiicTea
Benbiit cnucok: BelksoyeH O BkniounTb 6enblit CMcok

Yepes 6enblit CNUCOK MOXHO HACTPOUTb
Monb3oBatens 1 nepeyeHb paspeLueHHbIX AN Nonb3oearens

7 NPUNOXeHWiA
Benbiit cnucok: BoiknioyueH i

Monb3sosatens 2
Benbiit cnucok: Beiknioyex

Monb3osatens 3
Benbii1 cnucok: BeiknioyeH

PucyHok 103 PucyHok 104

— B OTKpbiBWemcs cnucke MI  BblbpaTb Heobxoaumbie MIT  KacaHuem
COOTBETCTBYHOLLMX NepekntodaTenen nnbo BbibpaTh Bce M1 KacaHnem KHoNKK «Pa3pewnTb
Bce» (PucyHok 105), B pe3ynbtate o0TOOPasUTCA COOTBETCTBYHOLEE YBEeAOM/IEHUE
(PrcyHok 106) 1 Ha cTpaHmue «CNUCOK pa3peLleHHbIX MPUAOKEHMA» CTaTyc Henoro cnmcka
Y YYETHOM 3anMcKn U3MeHUTCA Ha «[Konnm4yecTBO] NPUAOKEHUI» C OTODPAKEHMEM 3HAYKOB
pa3peLueHHbIXx MM (PucyHok 108).
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| Monbsosatens 1
Pa3peLueHHbIX NpUnoXeHuit: 4

@ BkniounTs 6enbiii cncok
Yepea 6enblif CMMCOK MOXHO HACTPOUTb
nepeYeHb paspelleHHbIX AN nonb3osarens
NPUIOXEHWI

PaspewmTb Bce 3anpeTuTtb BCe

TenedoH

CoobuieHus

Bpayaep O
@ Kamepa O
KoHTaKTbl O
B lanepes O
HacTpoiiku
Momowb O
D daiinbl O
A vonounans )

PucyHok 105

| Monbsosatens 1
Pa3peLueHHbIX NpUnoXxexuit: 4

@ BkniounTs 6enbiii cncok
Yepea 6enblif CMMCOK MOXHO HACTPOUTb
nepeYeHb paspelleHHbIX AN nonb3osarens
NPUIOXEHW

PaspewwmTb Bce 3anpeTuTtb BCe

TenedoH

CoobuieHus
Bpaysep
@ Kamepa
KoHTakTbl
B lanepes

HacTpoiiku
Momowb
D Ol

Bce npunoxerus sanpetyeHbl

Q) @) @) ©

@@

PucyHok 107

| Monbsosatens 1
PaspeleHHbIx npunoxenuit: 20

@ BkniounTb Genbiii cnMcok
Yepea 6enbiii CIUCOK MOXHO HACTPOUTD
nepeyeHb paspelleHHbIX Ana nonb3osarens
NPUNOXEHWIA

PaspewmuTb BCE 3anpeTuTb Bce

TenedoH

CoobuieHus
Bpaysep
@ Kamepa
KoHTakTbI
lanepes

Hactpoiku
Momouwb
0 s

o ® |

PucyHok 106

Bce NpunoxeHus paspeLueHb

[Onsa 3anpeta Ha wncnonb3oBaHne MI1 Ana yy4eTHOM
3aMMcnm  HeobxoaMmo Ha cTpaHuue «[MmAa  y4yeTHOM
3aMMUCKM]»  KOCHYTbCA  KHOMKW  «3anpeTuTb BCeE», B
pe3ynbTaTe 0TOOPA3UTCA COOTBETCTBYIOLLEE YBEAOMIEHNE
(PucyHok 107).
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2.5.2. KonupoBaHMe NoanTnkmn pabotsl ¢ Mr1

MPUMEYAHUE. OyHKUMA KONMPOBaAHMA NOANMTMKKM paboTbl ¢ MIT TakKe AoCTynHa
ANA aBTomaTuyeckoro 3anycka MMM (n. 2.5.3).

[nsa Toro, 4ToObI CKONMPOBATL MOANUTUKY OAHON YYETHOM 3aNMUCKU U MPUMEHUTDL ee K
APYrMM y4EeTHbIM 3aNNCAM, HEODXOAMMO BbINOIHUTL CAeaytoLLMe AeNCTBANA:

— Ha cTpaHuue «CnucoK paspelleHHbIX MNPUAOXKEHMN» KOCHYTbCA 3Ha4yKa In

(PucyHok 108), B pe3ynbTaTe MNoAMTMKA OyaeT cKonupoBaHa M OToOpasuTCs
cooTBeTcTBYlOWEE yBegomneHune (PucyHok 109);

| Cnncok paspeLléHHbIX MPUNOXEHU | Cnuncok paspeLlEHHbIX MPUNOXEHWIA
Bnapeney ycTpoiicTea Bnapeneu yctpoitctea O
Benbiit cnucok: BeiksoyeH Benbiit cnncok: BelkioueH
Monb3oBatens 1 @ Monb3oBatens 1 [ﬁ
Benbiit cnincok: 11 npunoxexui Benblit cnncok: 11 NpuaoXeHui
SOOUE®EBEO000 Llelzjolala]olm]s =)
Monb3osatens 2 Monb3osaTtens 2
Benbiit cnucok: BeikoyeH Benbiit cnncok: BeikioyeH
Monb3sosatens 3 Monb3sosatens 3
Benbiit cnucok: Beiknioyex Benbiit cnucok: Beikniouer
Monutuka ckonuposaHa
Vv X
MpuMeHUTh OTMEHUTb
PucyHok 108 PucyHok 109

— BblbpaTb HeobXoAMMblE  y4YeTHble  3aMMCU  KAaCcaHMEM  COOTBETCTBYHOLLMX
nepekntodatenein (PucyHok 110);

— KOCHYTbCA KHOMKM «MpnumeHnTb» (PrcyHok 110) gna npuMmeHeHns NoANTUKN 1nbo
KHOMKKN «OTMEHUTb» AN1A OTMEHbI OnepaLmn, B pesynbTaTe 0TOOpPa3nMTCA COOTBETCTBYOLLEE
yBegomnenme (PucyHok 111), n y y4eTHbIX 3anucen ctatyc 6enoro cnnucka M3MeHUTCA Ha
«[Konnyectso] npunoxeHuin» (PucyHok 111).
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| Crnncok paspeLléHHbIX MPUITOXEHWUIA N N
Crncok paspeLléHHbIX MPUNOXEHWA
Bnapenew ycTpoicTea © "
Benbiit cnucok: BeiknoyeH Bnapeneu, ycTpoiicTea
Benbiii cnucok: BeiknioueH
Monb3osatens 1 [‘_T'—_L]
Benbiii cnvcok: 11 npUAoKeHnH Monb3oBatens 1 %
0oEeE ERNO0 Eenblﬁinwcoi 1 npunor(euuﬁ
S00ea 000
Monbsosatens 2 ®)
Benbiit cnucok: BeikoyeH Monb3oBaTens 2
Benbiit cnncok: BeikioyeH
Monbsosatensb 3
Benblit cnucok: BoiknioueH Monb3oBatens 3 %
Benbiit cnucok: 11 npunoxeHuni
S0Lea /000
MonuTuka ckonupoeaxa
MonuTuka npumMeHeHa
e X
MpyUMeHnTL OTMEeHUTbL
PucyHok 110 PucyHok 111

2.5.3. ABTOMaTn4ecKkmin 3anyck MIT

Ona BKAKOYEHMA aBTOMATUYECKOro 3anycka MIT npu Kaxgom BKAYeHun MY
HeobX0AMMO BbINOAHUTL CAeaytoline AeNCTBUA:

— OTKPbITb MEHI0 CUCTEMHbIX HACTPOEK KacaHMem 3HauKa @ Ha JKpaHe
NPUNOXKEHUN (cM. PucyHOK 1);

— KOCHYTbCA NYHKTa MEHI0 « AIMUHUCTPUPOBAHMUE & B noapasaene «Cuctema;

— Ha OTKPbIBLWENCA CTPaAHWLLE KOCHYTbCA MYyHKTa MEHI0 «ABTO3aMnyCK MPUIOHKEHUI»
(cm. PucyHOK 98) ana oTobparkeHus CnMcKka C YYEeTHbIMW  3aMUCAMU U CTaTyCOM
aBTOMAaTUYECKOro 3anycka MI1.

MPUMEYAHMUE. Mo ymonyaHunto aBTomaTndeckmin 3anyck MIT BbIKAOYEH;

— KOCHYTbCA NYHKTa C HEOBXOAMMOM y4yeTHOM 3anmckto (PrucyHok 112);

— Ha cTpaHuue «[IMa y4eTHOM 3anncuK]» akTMBUPOBATb NEpPeKIoYaTe b «BKAOYMTD
aBT0o3anyck» (PucyHok 113) ana otobparkeHuna cnucka MIT;

— B OTKPbIBLUIEMCA CNUCKe BbIbpaTb Heobxoanmble MI1 KacaHMEM COOTBETCTBYHO LLIMX
nepekntodyatenent (PucyHok 114), B pe3ynbTate Ha CTPaHuLe «ABTO3aMnyCK NMPUAOKEHNMY
CTaTyC aBTOMATMYecKoro 3anycka MI nameHnTca Ha «[KonmyecTBo] MPUAONKEHUIA» C
oTobparkeHnem 3Ha4ykoB AaHHbix MIT (PucyHok 115).
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| ABTO3anycK MpUIOXKEHW

Bnapeneu ycTpoucTtea
ABTo3anyck: BeiknioyeH

Monb3osatens 1
AsTo3anyck: BeiknioueH

Monbsosatens 2
AsTosanyck: Beiknioyen

Monbsosatens 3
AsTo3anyck: BeiknioueH

| Monbsosatens 1
lMpunoxexuii B aBTosanycke: 0

O BkniounTb aBTO3aNYCK
MpunoxeHus 6yayT aBTOMaTU4ECKN

3anycKaTbCs NPy 3arpyske onepauyuoHHoM

CUcTeMbl

PucyHok 112

PucyHok 113

[N BbIKAOYEHWA aBTOMATMYecKoro 3anycka MI1 HeobxoaMmo AeakTMBMPOBATb

| Monbsosatens 1
[MpunoxeHxuit B aBTo3anycke: 4

@ BriounTs aBTO3aNYCK
MpunoxeHus 6yayT aBTOMaTUYECKN

3anycKaTbCsi Npu 3arpy3ake onepauyuoHHoMn

cUCTEMb!

Tenedon
() coobuerms
Bpaysep
(@) Kawepa
KoHTaKkTbi
[ ranepes
(2] Hacrpoiiku
Momowus
aiirbl
(C) Kanennaps
) noura

O O O O O O 66 6 6 60 O

nepekntodaTenb «BKAOUMTb aBTO3anyck» (PucyHok 114).

| ABTO3anycK NpUIOXEHU

Bnapeneu yctpoiictea
AsTo3anyck: BeiknioyeH

Monbsosatenb 1
ABTO3anycK: 4 NPUNOXEHUA

Quas

Monb3osaTtens 2
AsTo3anyck: BeiknioueH

Monb3zosatens 3
AsTosanyck: BeiknioyeH

PucyHok 114

MPUMEYAHUE. [Ona
KOMMPOBAHWA NOAUTUKK paboTbl ¢ MIT (cm. n. 2.5.2).

dBTOMAaTNYECKOIo

PucyHoK 115

3adlyCKa TaKXe

AOCTYIMHAa

byHKLUMA
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2.5.4. [loctyn K MT1

Bpaysep TpebyeT cnegyiowime

paspeLLeHus Ha 4OCTyr:

J3 Bocnpousseserme v sanuch ayauo
BocnpousseaeHie 1 sanuch ayavo, otobpaxeHue
BNeMEHTOB ynpasneHus ayamo Ha 3KDEHE
6NOKMPOBKH

@ leonokauus
Mcnonbaosatb reonokaumio ¢ BbiCOKOW 1 HU3KOH
TOYHOCTBIO

@ [aHHble 06 ycTpoicTBe
W3Bnevb RaHHbie 06 STOM yCTpolicTee

o, 3arpysku

WUcnonbaosatb 3arpyxeHHbie Gaiinbl

UHTepHeT

Wcnonbaosats nogknioyeHue kK UHTepHeTy

Kamepa

Crémka doTorpaduii v Buaeo

@ Meguadaiinb

CrCoK Gaiitnos, XPaHSILUMXCS Ha YCTPOICTBE

D Manku nonb3oearens
O6Luit 4OCTYN K NONb30BATENLCKUM Nankam

(o) Mevatb

O6HapyXuBaTh U UCMONb3OBATH AOCTYMHbIE MPUHTEPbI

OTMeHUTb PaspewmTb

- S TS Sl

PucyHok 116

MpunoxeHus

Bbi6epuTe NpunoxeHue, paspeLieHus
KoToporo 6yayT NPUHATbLI ANs BCex
nonb3oBaTenei yCTPoNCTBa, akKTUBHbIX B
[AaHHbIi MOMEHT. B 9TOM Cny4ae npunoxeHue
byneT oTMeyeHo Kak «IpuHAaTO».
MpunoxeHus, paspeLLeHns KOTOPbIX MPUHSATbI
He N5 BCeX aKTUBHbIX B AaHHbIA MOMEHT
nonb3oBarenen, 6yayT oTMeyeHbl kak «He
NPUHATO».

MpuHATL BCe paspeLueHus

Mpocmotp PDF He npuHaT
XKypHan He npuHsT
CoobLenus MpuHaTo
lanepes He npuHat
Kanbkynstop He npuHst
Bpaysep He npuHat
JokyMeHTbl He npuHaT
Yacbl He npuHaT

MoyTa He npuHaT

PucyHok 117

Mpu nepBom 3anycke HekoTopbix M1 oTobparkaeTca
OKHO C nepeyHem Tpebyemblx pa3peleHnin Ha A0CTyn K
[AHHbIM no/sib30oBaTens, XPaHALLMMCA Ha MY
(PucyHok 116).

Ona npuHATMA paspeweHnin MM ana Bcex aKTUBHbIX
YYETHbIX 3anmMcer HeobXoAMMO BbIMOSHUTL CAeaytolme
NencTBms:

— OTKPbITb MEHK CUCTEMHbIX HACTPOEeK KacaHuWem

3Ha4Ka @ Ha dKpaHe NPUAOoKeEHN (CM. PUcyHoK 1);

— KOCHYTbCA MYyHKTa MEeHHO

«ALMUHUCTPUPOBAHMEY & g noapasaene «Cuctema;

— Ha OTKPbIBLIEMCA CTPaHMLE KOCHYTbCA MyHKTa
«PaspeleHns npuaoXKeHUn» ana oTobpaskeHus Cnucka
MIT;

— KOCHYTbCA NoAns ¢ HeobxoanmbiM MIT co cTaTycom
«He npuHATO» (PMcyHok 117);

— KOCHYTbCH KHOMKM «MoaTBepaAnTbY» Ans
NOATBEPKAEHWNA onepauum AMH6O KHOMKN « OTMEHUTLY ANS
oTmeHbl  (PucyHok 118), B pe3ynbTaTe paspelleHus
naHHoro MM 6yayT NPUMHATBE Y BCEX aKTMBHbIX YYETHbIX
3anucen 1 cTatyc M3MeHnTCa Ha «MPUHATO».

| OTMEeHUTb MopTBepauTh |

Mpocmotp PDF

HacToswum aeiicterem Bbl npuHumaeTte
paspeLLeHus BbI6paHHOro NPUNOXeHUs Ans
BCEX Nosib3oBaTesiell yCTPOMCTBA, aKTUBHbIX B
[laHHbIi MOMEHT. OTMEHUTb U3MEHeHUs
MOXHO 6yAeT, TONbKo yaanue BoibpaHHoe
npunoxeHue. Xotute NPoOAoIXUTL?

PucyHoK 118
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Ona npuHAaTMA paspeweHnit Bcex MIT HeobxoAMMO BbINOAHUTL Caeayoline
NencTBmA:

— Ha cTpaHuue «[TpUNOXKEHUA» KOCHYTbCA KHOMKK «[TpnHATL BCE paspelleHua»
(cm. PucyHok 117);

— KOCHYTbCA KHOMKM «[loATBEPANTL» AN NOATBEPKAEHMA onepaummnm N1Mbo KHOMKM
«OTMeHUTb» ana oTMeHbl (PucyHok 119), B pe3ynbTaTe paspelleHma Bcex MI 6yayT
NPUHATBI U CTATYC M3MeHUTCA Ha «[MpuHAaTO» (PucyHok 120).

| OTMeHUTb MopTeepanTb | | MpunoxeHus

Bbi6epuTe NpunoxeHue, paspeLueHus
Bcen punoxeHusa KOTOPOro 6yayT NPUHATLI ANs BCEX

nosnb3oBaTenei yCTPOMCTBA, aKTUBHbIX B
Bbl cobupaeTech NpeaocTasuTh B_CeM [AaHHbI MOMEHT. B aTOM criyyae npunoxeHve
aKTWBHbIM NONb30BAaTENAM YCTPOWCTBA 6yneT oTMeueHo kak «TTpUHATO.
paspelueHns A1 BCeX yCTaHOB/IEHHbIX MpunoxeHus, paspeLleHns KOTOPbIX NMPUHATbI
npunoxeHuii. B 6yayuiem Bbl He cMoxeTe He A1 BCeX aKTUBHbBIX B faHHbI1 MOMEHT
0TO3BaTh paapemeHMﬂ: Kpome Kak nytem nonb3oBaresnen, byayT oTMeYeHbl kak «He
yAaneHus NPUNoXeHuit. Bbl yBepeHbl, 4To NPUHATO.
XOTUTE NPOAOIXUTL?

MpuHsTL BCe pa3peLuexHuns

Mpocmotp PDF lMpuHaTo
XypHan lMpuHaTo
CoobueHus MpuHaTo
lanepes [MpuHaTo
Kanbkynstop MpuHaTo
Bpaysep [MpuHsaTO
JlokyMeHTbl [NpuHAaTO

Yacbl lMpuHaTo

MoyTa lMpuHsaTO

PucyHok 119 PucyHok 120
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3. CPEACTBA PA3SPABOTHUKA

BHUMAHUE! 3anpeuwaetca aKTMBauus pexmma paspabotynka Ha MY,
OYHKUMOHMPYoWem noa ynpasneHnem OC ABpopa B CepTUOUUMPOBAHHOM BEPCUM U
npeaHasHayeHHOM AnA  ucnonb3oBaHua B WC, aTTecToBaHHbIX MO TpeboBaHMAM
obecneyeHna 6He30MaCHOCTM B COOTBETCTBMM C 3aKOHOAATENbCTBOM  Poccuickon
depepaumn.

Pexxmm paspaboTymka npenocTaBaseT aAMUHUCTPATOPY AOCTYN K pacliMpeHHOoMY
OYHKUMOHANY HacTpoeK.

BHUMAHMUE! Pexxmm pa3paboTymka HEBO3MOMXKHO OTKAOYNTL NOCAE akTUBauUyMmn. Ana
AeaKTMBaLMM pexmnma pas3pabotinka Heobxoanmmo cbpocmtb MY 00 3aBOACKMX HACTPOeEK
(cm. nogpasanen 2.2).

3.1. AKTMBaUuUA pexrMma paspaboTymKa

MPUMEYAHMUE. Mepen akTnBaLmMen pexmma paspabotynka Heobxoammo ybeamTbea
B Hann4nm Ha MY gocTyna K cetu VIHTepHer.

[Ona akTMBaUMKM pexkmMma pas3paboTyMka HeobxoAMMO BbIMOAHUTL CAeayrolme
NencTBuA:

— OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KacaHMeM 3HaykKa @ Ha JKpaHe
NPUNOXKEHUN (cM. PUcyHOK 1);

— KOCHYTbCA NYHKTa MeHto «CpeacTBa pa3paboTynkar & B noapasaene «Cuctema»;

— KOCHYTbCA nepekatoyaTena «Pexunm paspabotymka» (PucyHok 121);

— Ha OTKPbIBLIENCA CTPaHMLE O3HAKOMWUTLCA C «YCNOBMAMM pa3paboTymKa» K
KOCHYTbCA KHOMKK «0ATBEPANTbY ANA NOATBEPKAEHNA aKTUBALMM peXMMa pa3paboTumKa
NMB0O KHOMKKN « OTMEHUTb» ANA OTMeHbI onepauun (PrucyHok 122);

— B C/ly4ae NpPUHATUA YCA0BUI NOATBEPANTb AENCTBME BBOAOM TEKYLLEro Napons.
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| CpepncTBa paspaboTyvka I OTMEeHUTL MoaTBepaunTb |
(O Pexum paspaboTumka Ycnosus pa3pa6owvu<a
[ns akTMBaLuumM pexuma paspaboTumka
H906XOLLMMO noaknoYyeHne K cetun OﬁpaTMTe BHUMaHue: B pe)KMMe
pa3paboTyrka AOCTYMHbI KOMMOHEHTbI, NPU
HEenpaBuIbHOM UCMOMb30BaHUM KOTOPbBIX
MOXET 6bITb OKOHYaTE/NbHO NOBPEXAEHO
BalLie yCTPOWCTBO U/Win ero copepXumoe.
BknioyeHune pexuma paspaboTymka MOXeT
NPUBECTU K aHHYIMpoBaHuio Bawei
rapaHTuu.
MpUHATHE AaHHbBIX YCNOBUIA NPeROCTaBNSeT
BO3MOXHOCTb UCMO/Nb30BaHUs PeXuMa
pa3paboTyuka.
PucyHok 121 PucyHok 122

3.2. CpeactBa pa3paboTtumka

CpeactBa paspaboTtumka OC — cneumanmnsmpoBaHHble MHCTPYMEHTbI, pecypcbl u
NPOrpaMMHble KOMNOHEHTbI, NpeaocTaBasemblie OC A4nA Co34aHMA, OTNIAAKM, TECTUPOBAHMA
n ontummnsaumm Mr1, a Takke ana paboTbl C BHYTPEHHUMKM MexaHn3amamm camoint OC. OHu
npeaHasHayeHbl 41A YNPOLEHMA B3aMMOAENCTBMA Pa3paboTynKoB ¢ QYHKLMOHANbHOCTbIO
CMCTEMbI, YNPaBAeHNA ee pecypcaMm K obecnevyeHmsa COBMECTMMOCTM MPOrpaMMHOro
obecneyeHus.

NMPUMEYAHUE. SSH-naponb MCno/ib3yeTcA ana noayyYeHua npas
Ccynepno/ib3oBaTens.

[Ons paboTbl co cpeacTBamn paspaboTymka HEOOXOAMMO BbINMOJIHUTL Caeaytolimne
nencTeua:

— AKTMBMPOBATb PeXKMM pa3paboTumka (cm. nogpasaen 3.1);

— pa3pewnTtb BXxoA Mo SSH-maponto, KOCHYBWMWCb MNepekatoydaTensa «YaaleHHoe
coeanHeHue» (PucyHok 123) n noateBepams AeNCTBUE BBOAOM TEKYLLErO Napos;

— KOCHYTbCA Noa «HacTpouTb coeiMHEHWE» ANA NPOCMOTPA M peaaKTMpoBaHua |P-
aapeca WLAN n USB (PucyHok 124);

—334atb MO0 CreHepupoBaTb MapPO/b, KOCHYBLIMCH «AAMWUHUCTPUPOBAHUEY,
nocse Yero KOCHyTbCcsA KHOMKK «CoxpaHuTb» (cm. PucyHok 99) n noatsepauTb AelncTBMe
BBOZ,OM TEKYLLLErO NapPONA.

MPUMEYAHMUE. Mone yctaHoBKKM Nnapona ana SSH 1 aoctyna otobpakaeTcs TONbKO
nocne akTMBaLMKM nepekatodaTena «YaaneHHoe coeiuHeHne;
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| CpepcTea paspaboTynka

CeTeBble NOAKNIOYEHUS

@ YnanéHHoe coepuHeHne
PaspetunTsb Bxop Yepes SSH ¢ umeHem
nonb3opartens 'defaultuser’

Hactpoutb coeguHeHue @

[insi naMeHeHus Napons cynepronb3osaTens,
MCnonb3yemoro Npy noaknioveHumn SSH,

nepeﬁnm’e B paspgen MMMNMCTEMQOB&HMS
WHCTpYMeHTbI

(O AsToMaTHyeCKOe TeCTUpOBaHIe

nonb3oBaTeNbCckoro uHTepdeica
BoaMoxHoCTb TecTupoBakus QML
WMHTEpdENCoB. AKTUBALWA 3TON GYHKLUN
BKNlovaeT nopT 8888 6e3 ayTeHTUdUKALMU.
[ocTynHa ToNbKO 0TNaaKa NPUNOXEHNN,
3anyweHHbIX B necoyHuue (sailjail)

O COXpaHﬂTb 0oTnagoYHbie CUMBOIbI
B AOMAaLUHIOK nanky

O B1ouMTb BAAMAALMIO NAKETOB

PucyHok 123

I MHCTPYMEeHTbI

O ABTOMaTUYECKOE TEeCTUPOBaHUE

nonb3oBaTenbckoro uHTepdeinca
Bo3amoxHOCTb TecTupoBaHus QML
MHTepdeincoB. AKTUBaLMA 3TOM GyHKLMM
BKAto4aeT nopt 8888 6ea ayTeHTUdMKALUN.
[locTynHa ToNbKO OTNaaKa NPUNOXEHNH,
3anyLueHHbIX B necoyHuue (sailjail)

O CoxpaHsTb OTNaa0YHbIe CUMBOSIbI
B AOMAaLUHIOK nanky

O Bx/1iouNTb BaMaaLmIio NakeTos

O He Bbiknio4aTh 3KpaH BO BpeMms
3apsaKn
MpenoTepaLwaTh BbIKIOYEHVE 3KpaHa, koraa
NOAKNIOYEHO 3apsaHoe VCTpOﬁCTBO

Mepesarpyautsb B fastboot

WHcTpyMeHTbI oTo6paxeHus

OTobpaxeHue 4acToTbl KaapoB
OTkNO4EHO

(O Ortobpaxatb kacaHus

PucyHoK 125

HacTtpoutb coeanHeHue

Criocob nogknioveHns

~— 1921681.248
S

ll’ 192.168.2.15
IP-appec USB

PucyHok 124

— KOCHYTbCSi COOTBETCTBYIOLUMX MepeKknoyaTenei B
noapasaene «MHCTPYMEHTbI» ana BbIMO/IHEHMA
cneayowmx aencrsui (PucyHok 125):

® BK/IOYMTb /MO0  OTKAOYMUTb aBTOMaTU4YeCKoe
TeCTMpPOBaHMe NOJIb30BaTeIbCKOro MHTepdelica.

MPUMEYAHUE. AkTnBauma GyHKUMM BKAKOYAET NopT
888 6e3 ayteHTUdUMKaumn. byaeT AOCTyNHa OTNaAKa
NPUNOMKEHWI, 3aMYLEHHbIX B «MECOYHULLEY;

® BK/IOYMTb MO0 OTKAOUNUTH
OT/NIaZl0MHbIX CUMBOJIOB B JIOMALLHEN NankKe;
® BK/IOUYMTb MO0 OTKAOYMTL BaIMAALMIO MAKETOB.

COXpaHeHune
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NMPUMEYAHUE. [na nposepkn RPM-naketoB MI1 wncnonb3yetca BannmaaTtop,
NPOBEPAIOLWMIA  YCTAHOBOYHbIE MNaKeTbl Ha npeameT COOTBETCTBMA TpeboBaHUAM,
YKa3aHHbIM Ha Beb-camTe:
https://developer.auroraos.ru/doc/software_development/guidelines/rpm_requirements.
Banuaatop 3anyckaetca aBTOMATMYecKM npu yctaHoBke RPM-naketos, npu atom RPM-
NnakeTbl, He npoweawne BanndauMo, He MoryT ObiTb YyCTaHOB/AEHbl Ha MY,
OYHKLUMOHMpPYoWem noa ynpasaeHnem OC ABpopa;

® BKAOUNTL MO0 OTKAOUMTb BbIKAKOYEHME 3KPaHa, Koraa MNOAKAKYEHO
3apAaHOe YCTPONCTBO;

— nepe3arpy3nte MY ana nepexoga B pexum fastboot, KOCHyBLWIMCb KHOMKM
«Mepe3arpy3nTtb B fastboot» (cm. PucyHok 125), 1 Ha OTKPbIBLIENCA CTPAHULLE KOCHYTbCA
KHOMKW «[loaTBepAnTb» ANA NOATBEPXKAEHMA onepaumm nmbo KHomkn «OTMeHUTb» ANA
OTMeHbl (PucyHok 127);

— HACTPOWUTb MHCTPYMEHTbI OTODpaXKeHMA, BbINOHUB CAeaytolmne AeNCTBMA:

® HacTpoMTb OTObOpaXKeHMe 4acToTbl KaApoB, 3anyweHHbix MI, KOCHyBLWMCH
nons «OToOparkeHne 4acToTbl KaApPOB» M Ha OTKPbLIBLIENCS CTPAHWULLE KOCHYTbCS MyHKTa
«MpocTtoe» nnbo «MogpobHoe», NMHBO KOCHYTbCcA Nona « OTKAKOYEHO» ANA OTKAOYEHMA
ANArHOCTUKKM (PucyHoK 127);

® BKOUYNTL MO0 OTKAOUYMTL OTObpakeHMe KacaHma (cm. PucyHok 125);

| OTMEHUTL MopTBepanTh | OT06paxeHune 4acToTbl KagpoB
MepesarpysnTb yCTPOUCTBO OtknioyeHo

2
B pexum fastboot? MpocToe

Yctpoicteo 6yaer HemeaneHHo nepesarpyXeHo.
310 0O3Ha4aeT, YTO BCe OTKPbITbie CeaHCbi U noﬂ.poﬁHoe
BPEMeHHbIe faHHbie ByayT NoTepsiHbl.

MpocToi - ToNbKO KOMMO3UTOP
Moapo6HbIi - TONbKO KOMMNO3UTOP
MpocToit - TONbKO NPUNOXEHNS

Moapo6HbIi - TONbKO NPUIOXKEHUS

PncyHoK 126 PucyHok 127

® HacTpouTb 0H61acTb Bbipesa (PucyHok 128):
¢ BK/OYMTb MO0 BbIKIOYNTL OTOBparkeHne 061acTu Bblpesa;
¢ BK/OYMTb MO0 BbIKNOYNTL OTOBPaXKeHMe BbIpe30B NOAYNPO3PaYHbIMU;
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4 KOCHYTbCA Nonsa «BapmaHTbl Bbipe3a» 1 BbIOPaTb MECTOMO/IOKEHNE N BUL,

BblpE33;

# KOCHYTbCA NoNA «Paanyc BEPXHUX YI0B» M HACTPOUTb PAa3Mep CKPYrieHms

BEPXHUX YIr/10B 3KPaHa;

4 KOCHYTbCA nons «Pagmyc HUXKHUX YIA0B» M HAaCTPOUTb Pa3Mep CKPYraeHms

HUXKHMX YIN0B 9KPaHa;

— pa3pewmnTb MO0 3anpeTnTb «TUXYHO» YCTAaHOBKY MakeToB M3 SDK, KOCHYBLUMCH
nepekntoydatena «Pa3pewnTb TUXYHO YCTAHOBKY» B noapasgene «YcrtaHoska [10»
(PycyHoK 128) 1 noaTBEpPANTL AEMCTBME BBOAOM TEKYLLEro Napons.

e ® HacTpouTb 061acTb Bbipesa (PucyHoK 128):
raReE ¢ BK/IOYNTb NMDO BbIKAOYUTL OTObpakeHue
O Oro6paxars kacaus 0b1acT BbIpesa;

¢ BK/IOYNTb NMDO BbIKAOYUTL OTObpaxkeHue

BbIPE30B MOAYMPO3PaAYHbIMM;

Bbipea nonynpoapasHsii # KOCHYTbCA nonAa «BapuaHTbl Bblipesa» U

BbIOpaTb MECTOMONOXKEHNE N BUA, BbIPE33;

# KOCHYTbCA Nona «Pagnyc BEPXHUX YII0BY U

HAaCTPOMTb PAa3Mep CKPYrNeHnsa BEPXHMX YI/1I0B 3KPaHa;

# KOCHYTbCA NMona «Pagnyc HUKHUX YTI0B» U

HAaCTPOWUTb PAa3Mep CKPYINEHUA HUKHUX YTTI0B SKPaAHa;

— paspewnTb MMHBO 3aNpPeTUTb KTUXYHO» YCTAHOBKY

naketoB M3  SDK, KOCHYBLWMCb nepek/to4daTena

«Pa3pelwnTb  TUXYHO  YCTAHOBKY» B  noapasaene

«YcTaHoBKa MO» (PucyHok 128) n noaTBEpAUTL AENCTBME

e L e BBOZOM TEKYLLEro napons.

O MokasaTb 06nacTb Bbipe3a

YcraHoska MO

PucyHoK 128
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4. MEXAHU3MbI BE3OIMNACHOCTH

PeannsoBaHHble B OC ABpopa ¢yHKUMM 6e30MacHOCTM MOMHO HACTPOUTb C
MOMOLLbIO COOTBETCTBYIOLIMX MHTEPDENCOB, ONMCaHME KOTOPbIX MPUBEAEHO B HACTOALLEM
pasaene.

4.1. Peructpauma cobbitnin 6esonacHoctn (ayamT)

4.1.1. CuctemHoe XypHannposaHme
4.1.1.1. Obuwaa nHpopmauma

CUCTEMHOE YpPHaMPOBaHME — CEPBUC A1A PErMCTPALLUN U XpaHeHMa MHGopMaLmMm
O BaXKHbIX MPOrpPaMMHbIX M annapaTHbIX COObITUAX, a TaKKe UX Aa/ibHENLIEero aHannsa B
C/ly4ae HeKOPPEKTHON PaboTbl CUCTEMBI.

OC ABpoOpa OCyLLeCTBAAET PErMCTPALMIO U XpaHEHWE caeayowein MHGopMaLmm:

— coobLeHnn 13 cuctemHoro KypHana (journald) n agpa (kernel log);

— COODOLIEHNI, BbIBOAMMBIX MPOLLECCaMM CNYXKO Ha CTaHAAPTHbIE MOTOKWU BbIBOAA
(stdout);

— owmnboK (stderr).

MonyyeHHaa MHGOPMALMA MHOEKCUMPYETCA M XPaHUTCA B CUCTEMHOM XKypHase,
KOTOPbIA HAaXxoAMUTCA BO BPEMEHHOW Mamnke 1 Nocae nepesarpyskn He coxpaHaeTcs.

4.1.1.2. CoxpaHeHue cobbITUIN CUCTEMBI B MOCTOAHHYIO NamATb MY

Ons coxpaHeHna cobbITMN CUCTEMbI BO BHYTPEHHIOKD MOCTOAHHYK NamaTe MY
HeobX0AMMO BbINOAHUTL CAeaytolne AeNCTBUA:
— OTKpPbITb MIT «Terminal» 1 BbINONHUTL KOMaHAY:

vi /etc/systemd/journald.conf

— YCTaHOBWUTb MapamMeTpbl B C/ieAytolime 3HaYeHNs:

Storage=persistent
SystemMaxUse=500M
RuntimeMaxUse=1M

— nepe3arpy3nTtb MY ana coxpaHeHna N3MeHEHNN.
[nsa BbIrpy3kn daiina KypHana HeobXoaAMMO BbIMOAHNTL KOMaHAY:

journalctl -a > j.log

npu aTom noTtpebyeTca co3gaTb daln nora, KOTopbiM ByaeT MMeTb Ha3BaHWe: j.log W
coaepaTb Bce cobbiTnA (-a = all). HasBaHMe npu HEOOXOAMMOCTM MOMKHO U3MEHUTb.
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4.1.2. Cepswuc sdjd
4.1.2.1. Obuwan nHdopmaLms

[na HagexHoro xpaHeHMA Habopa coobuweHMn, OTHOCALLMXCA K CUCTEME 3aLMUThI
MHGOPMaLIMM, NCMONb3YeTCA cepBMUC N0 cbopy M perncTpaumm cobbitnin 6esonacHocTym sdjd.
CepBUC coxpaHaeT oTaenbHble coobluleHna B ¢dann /var/log/sdjd-v2.log, koTopbiit npwm
3aMNO/IHEHMW A0 MaKcMManbHoro pasmepa (50 MB) nepesanucbiBaeT npeablaywme
CO0DLWEHNA HOBLIMMU.

Ona onpepeneHna cobbiTin  pernctpaunm  cepsmcom sdjd  mcnonb3yetca
KOHPUTYpaUMoHHbIN dainn /etc/omp/sdjd.conf, B KOTopom ¢ MOMOLLbIO PeaaKTUPOBAHMA
MOYHO 33/1aTb HEeaKTya/ilbHbIM CODbITUAM cTaTyc false.

B OC ABpopa c ncnonb3oBaHMem cepsuca sdjd perncTtpmpyroTca 1 4ONroBPEMEHHO
XPaHATCA cneaytolime TMnbl COBbITMIN He30NaCHOCTH:

— pe3y/bTaT NOMbITKM BXOAa B CUCTEMY;

— B/IOKMpPOBaHME MHTEPAKTMBHOIO CeaHCa KaK Mo 3anpocy Noab3oBaTens, Tak M no
MCTEYEHUM YCTaHOBAEHHOMO Nepmoaa HeakTMBHOCTMU NOb30BaTENSA;

— B/NI0OKMpOBaHMe J0CTyna Mnocae YCTaHOBMEHHOIO KOIMYeCTBa HeyCnelHblX
NOMNbITOK BBOAA ayTEHTUOUKALMOHHOM MHPopMaumm (nn. 4.2.2.1.1);

— MCTeYeHMe CPpoKa AeNCTBMA NapoNs;

— CMeHa napons;

— 3anycK npoueaypbl U pesynsTaT KOHTPOoAA LenoctHoctm (KL);

— MoJly4eHme OTPULLATEIbHOIO pe3yabTaTa NPOBEPKY;

— aBTOMaTn4eckas 61okmMpoBka MY;

— pe3ynbTaT NOMNbITKM YCTAHOBKM, yaaneHma nnm obHosneHma RPM-nakeTos;

— NOAKNOYEHME M OTKAOUYEHME BHELWIHMX HOCUTENEN MHPOPMALNK;

— nepenosHeHue KypHana cobbiTnin be3onacHoCTH;

— BK/IKOYEHMe, nepesarpyska un BolikatodeHne MY;

— pobaBneHne npaBma ceTeBoro GUNbLTPA;

— 3aMyCK, 3aBepLIeHNEe N U3MEHeEHNEe KOHOUTypauyum CayKbbl ayamTa;

— M3MEHEHWNE CUCTEMHOIO BPEMEHMN;

— HelWTaTHOe 3aBepLUeHME CUCTEMDI;

— MONbITKM A0CTyNa K dainam, HaxoA4AWMMCA B MPOLLECCe perncTpaumnm;

— cboi B MexaHM3Me M301AUMM NPOLLECCOB;

— OWNBKM Banmaaumm RPM-nakeTos;

— CO3[aHue, NepeKNoYeHNe 1 yaaneHne y4eTHOM 3anncKn Noab30BaTeNs;

— MHUUMANM3aUMA 1 pe3ynbTaT NpPoxoxKaeHna 20A.

NMPUMEYAHUE. HaumHaa c penmsa OC ABpopa 4.1.0 update 1, He npowucxoauT
pPerncTpmpaLmna codbiTMa NPUBA3KM TOKEHOB K y4eTHOM 3annck (nHuumanusauma) (1D=47);

— cobbITNA aHTUBUPYCA;

— cobbITna [loBepeHHOM cpebl NCNONHEHWA ABpopa (Npy Hann4mn);
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— 3anyck Ml «XKypHan»;
— obHapyKeHWe HapyLeHNsa LenoCTHOCTU CTOPOHHUX $alnos;
M3MEHEHWNE NapPO/IbHOM M NOIb30BATEIbCKON NONNTUK;

— BKJ/IIOYEHME perKMMa pa3paboTunka;

— BKJ/IHOYEHME U BbIKOYEHME YAANEHHOro A0CTYNa;

— pa3pelueHne 1 3anpet aoctyna Kk MIM «Terminal».

MPUMEYAHUE. TlonHblM cnmcok cobbiTuin  6e30MacHOCTM, PEerncTpupyembix
cepBMcom sdjd B OC ABpopa, [OCTyneH Ha Beb-cauTe:
https://developer.auroraos.ru/doc/software_development/reference/sdjd/events.

Kaxpaoe cobbiTne coaepuT cneaytollyto MHGopmaLumio:

— YHUMKaNbHbIM MaeHTUGUKATOP cobbITMA;

— TWN cobbITUA;

— BPeMA perncrTpaumm cobbitma;

— YPOBEHb Ba*KHOCTM COODLLEHNSA;

— ONUMOHANbHbIN TEKCT COOBLWEHNA (MK NyCTaa CTPOKA);

— PID npouecca-otnpasuTens;

— PID poguTenbCcKoro npouecca 414 npouecca-oTnpasuTena;

— UID npouecca-oTnpasutens;

— Effective UID npouecca-otnpasutens;

— Saved UID npouecca-oTnpaBuTens;

— File system UID npouecca-oTnpaBuTens;

— Real GID npouecca-otnpaBuTens;

— Effective GID npouecca-otnpasutens;

— Saved GID npouecca-oTnpaBuTens;

— File system GID npouecca-oTnpaBuTens;

— Supplementary groups npouecca-oTnpaBuTeNs;

— 30 deKTUBHbIE MPUBUAETMM NPOLLECCA-OTNPABUTENS;

— MOJIHbIM NYTb K MCNOAHAEMOMY daiiny NpoLecca-oTNpaBuTeNs;

— KOHTEKCT 6e30MacHOCTM npouecca-oTnpaBuTensa (Tekywas poab WMAM MeTKa
SELinux);

— TEKCTOBOE NpeacTaBaeHne naeHTUPMKaTopa cobbiTns ana yao0bCcTBa OTNALKM.

AZMUHNCTPATOP MOMET OnpeaennTb cnmcok obbektoB PC, NMOMbITKM A0CTyna K
KoTopbiMm ByayT peructpuposaTbess B danne /usr/share/security-audit/security-audit-
rules.conf, nob6aBnB NpaBmao ayauTa Ana Habagaemoro obbekTa OTAEe/IbHON CTPOKOM B
dann /usr/share/security-audit/security-audit-rules.conf. MonbiTkKM AoOCTyna K oHbEKTam
®C, HaxoaalMMea B nanke /home u ero noanankax, He PerncTpPUPYTCS.

Bce pernctpupyemble cobbiTns 6e30nacHOCTM oToDpaXKkalTca C  yKaszaHMeMm
BPEMEHM UM LBETOBOM WHAMKALMEN B KypHane coObiTWA, MNPOCMOTP KOTOPOro
ocyuiectsaaeTca ¢ nomoubto MIT « X ypHan».
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MPUMEYAHMUE. Monb3oBaTenb MMEET BO3MOMKHOCTb COXPAHMWTb XKYypHan cobbiTui
6e30MacHOCTMN CUCTEMbI BO BHYTPEHHIOK MOCTOAHHYO NamATb MY B WndpoBaHHOM BUAE.

4.1.2.2. NMpocMoTp coobLLEeHMA ayanTa

[na npocmoTpa coobuieHnin ayanmTta n AOCTyna K HUM HeobxoaMmo MCNO/b30BaTb
cnefytolime MHCTPYMEHTbI:

— nporpammsl journalctl n dmesg, nmetowime nHTepdeinc KOMaHAHOM CTPOKM;

— ytmanty sdjd-dump, nossonAwoulyto NpocmoTpeTb cobbiTma He3onacHoCcTM B
MM «Terminal»;

— MM «XypHan» (/usr/bin/log-viewer), B rpadpuyeckom wuHTEpdeince KOToporo
oTObparkatoTCA 3anNmncK 0 cobbITUAX, COXPaHsAeMbIx cepsmncom sdjd.

NMPUMEYAHUE. B M «}KypHan» oTobpaxkatorca cobbitua ayamta (PucyHok 129).
MNoapobHoe onucaHne paboTtbl Ml npuBedeHO B AOKyMeHTe  «PyKoOBOACTBO
NoNb30BaTENAN.

Mpn 3TOM aAMUHUCTPATOPY AOCTYNEH NPOCMOTP COObUIEHNN ayanTa BCEX YYETHbIX
3anmMcen, co3aaHHbIXx Ha MY. [1nA 3Toro HeobxoANMMO BbINONHUTL CAeaytoline AeNCTBMA:

— OTKPbITb BCM/IbIBAOLLEE MEHIO;

— KOCHYTbCA NYHKTa «PUNbTPbI»;

— KOCHYTbCA nona «BbibpaHHbIM nonb3oBaTenb» M BblbpaTb MOAb30BaTENA
(PucyHok 130).

Mpocmotp xypHana Q 2 ®dunbTpbI

CeropHs Bbi6paHHbI Nonb3oBaTenb:
Bce nonb3osatenun

O 1. XypHan zanyweH
18.12.2025 « 14:15:58 « GMT +03

Bce nonb3osatenu

O 2. YeneluHbiii Bxop B cUCTeMy defaultuser

18.12.2025 + 14:15:43 « GMT +03
user

M
(Y
w

. OkpaH 3a6nokMpoBaH
18.12.2025 « 14:12:51 « GMT +03 userO

O 4. Yenewwas ayTeHTUdUKauma aer
18.12.2025 « 14:11:29 « GMT +03

(O 5. YcnewHbiii BXog B cUCTEMY
18.12.2025 « 14:09:50 « GMT +03

(O 6. Pexum nepegaun MynsTMeaua (MTP)
BbIKNIOYEH
MTP_MODE_OFF
18.12.2025 « 14:09:44 « GMT +03

(O 7. HeycneluHbii BXOA B cUCTEMY
Plugin: password, error:
PasswordFailed

18.12.2025 « 14:09:39 « GMT +03

(O 8. 9kpaH 3a6nokMpoBaH
1812 2028 L 140848 o GMT .03

PucyHoK 129 PucyHok 130
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MpocMoTp XypHana

Q 2
a
a
204 OKCMOPTUPOBAaTb CUCTEMHbI OTHET
Ce| Okcnopr B daiin
0O O6HOBUTb

DunbTpbl

A
(@L -

18.12.2025 + 14:15:43 « GMT +03

(O 3. 9kpaH 3a610KMpOBaH
18.12.2025 « 14:12:51 « GMT +03

(O 4. YcnewHas ayTeHTUMKaLMSA
18.12.2025 « 14:11:29 « GMT +03

O 5. YcnelwHbil BXof, B cUCTEMy
18.12.2025 + 14:09:50 « GMT +03

(O 6. Pexum nepepaun mynstumegua (MTP)
BbIKNOYEeH
MTP_MODE_OFF
18.12.2025 « 14:09:44 « GMT +03

(O 7. HeycnelwuHbii BXxoA B cUCTEMY
Plugin: password, error:
PasswordFailed
18.12.2025 + 14:09:39 « GMT +03

(O 8. 9kpaH 3a610kMpOBaH
1812 2028 2 14:08°48 « GMT 4013

PucyHok 131

Skcnopt |
Downloads

| Hazap

HeT BnoXxeHHbIX nanok

PucyHok 132

AAMUHUCTPATOPY  AOCTYMEH 3KCNOPT  CUCTEMHOrO
oTyeta. [ns 3TOro HeobXOAMMO BbINOAHUTL Caeadytolimne
NEencTBums:

— OTKPbITb BCM/1bIBAOLLEE MEHIO;

— KOCHYTbCSi  MYHKTa «DKCMNOPTMPOBATb CUCTEMHbIN
oTyeT» (PucyHok 131);

— Ha OTKpbIBLWENCA CTpaHuue BblIOpaTb nNanky, B
KOTOpYt HeEOBXOAMMO 3KCNOPTUPOBATL OTYET;

— KOCHYTbCS KHOMKM «IKcnopT» (PucyHOK 132);

— AO0XAaTbCA npouecca 3aBepueHnA SKCMOpPTa
(PucyHok 133).
MpocMoTp XypHana
95%

IMpon3BoanTCS BKCMOPT...

PucyHok 133
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4.1.3. Cepsuc reports

CepBUC reports reHepupyeT eAnHbI CUCTEMHbBIN OTYET B BMAE apxmnBa ¢ dannamm
KOHPUIypaumm 1 noramm paboT pasnnyHbix KomnoHeHToB OC ABpopa, KOTOPbIA MOXKET
6bITb 3aWMGPOBAH.

4.1.3.1. OnncaHmne CUCTEMHOro oT4yeTa

CUCTEMHbIN OTYET MMeeT caeayowmin opmart: .zip.
MmAa cucTemMHOro oT4yeTa WMMeeT c/edyrowyto  macky: reports-YYYYMMDD-

HHMMSS.zip.

NPUMEYAHUE.

MNoapobHoe onucaHue npoueaypbl GOPMMPOBAHUA  OTYeTa

NpuBeAeHO B JOKYMeHTe «PyKOBOACTBO NOJIb30BATENAY.
OnuncaHue Tekyllero Habopa moaynen npmseseHo B Tabanue (Tabanua 1).

Tabnamua 1
Moaynb OnucaHue
agnss NHdopmauma o A-GNSS
available-packages CNMCOK AOCTYMHbIX M YCTAHOB/IEHHbIX MAKETOB
battery NHdopmauma ob akkymynsaTope
bluetooth NHdopmauma o Bluetooth®
cellular NHdopmauma SIM-KapTax
certificates NHdopmauma 0b YyCTaHOBAEHHbIX B CUCTEMY CepTUdMKaTax
(ima, kernel, rpm DB)
disks MHPopMaLMa 0 AUCKaX 1 3aHATOM/CBOOOAHOM NPOCTPaHCTBE
dmesg CucTtemHble coobueHms aapa
emm MHPopMauma o nanke /etc/emm
info Obuwana nHpopmauma o MV:
— KOHTPO/IbHAsA CyMMa 3arpy304Horo pasaena;
— nHbopmaums ob AIDE;
— CMMCOK AONOHUTENbHbIX QYHKLMNA;
— nHbopmaums o pennse OC;
— nHbopmaums o HW penusze OC;
— Bepcus aapa
integrity KoHdurypaunoHHble darinbl cepsuca integrity
internet NHbopmauma 06 akTUBHOM MHTEPHET-COEAMHEH M
logcat CuctemHble coobuleHmn
memory MHbopmauma o namaTtu
mount-points Tekyume TOYKM MOHTMPOBAHMA
policy MHPopmaumsa o nanke /etc/policy
process-list TeKyLWmMii CNMCOK NPOLLECCOB
push-daemon MHPopmauma o nankax /etc/xdg/push-daemon u /var/lib/push-
daemon
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Moaynb Onwucanue
roms CnWCOK YyCTaHOB/IEHHbIX MaKeToB
screen NHdopmauma ob skpaHe MY
sdjd CobbITna beszonacHOCTH
ssu MHbopmauma o penosntopmax
system-journal-json CucTtemHbI )KypHan B dopmate JSON
system-journal-log CUCTEMHbIN KYpPHaN B TEKCTOBOM BUAE
system KpaTkaa nHdopmauma o cucteme:

— PEXMM SKOHOMMUM aKKYMYNATOPA;
— NOAKOYEHME K CeTU VIHTepHeT;
— CTaTyC NOAKNOYEHUSA;

— akTMBHOCTbL ceTn WLAN

systemboot NMHdopMaLmMa O CUCTEMHOM 3arpy3Kke
systemctl CnunCcoK cepBmCcoB
systemupdate Jlor obHoBNEHMA

4.1.3.2. [eHepauma CUCTEMHOrIO oT4yeTa
4.1.3.2.1. TeHepauma cMCTeEMHOro oT4yeTa ¢ nomoubto MM «Terminal»

CUCTEMHbI OTYET MOXKHO creHepuposaTb B M «Terminal» c NOMOLLbIO Creayolmx
KOMaHA.
— reHepauma CUCTEMHOTO OTYeTa C COXpaHeHneMm B nanke /var/reports:

generate-reports.sh true

— reHepauma CUCTEMHOTO OT4YeTa C COXpaHeHMeM BO BPEMEHHOM nanke
/run/reports, KoTopasa byAeT ouulleHa nocse nepesarpyskn MY:

generate-reports.sh false

— reHepauma 3aWmndpPOBAHHOrO CUCTEMHOrO OTYeTa B YKa3aHHOM nanke:
generate-encrypted-reports.sh /home/defaultuser/Documents/

NMPUMEYAHUE. Mpu HeycnewHon reHepaumm 3alwimdpoBaHHOrO oOT4yeTa bOyaeT
CO3/aH ODObIYHbIM CUCTEMHbIN OTYET.

4.1.3.2.2. [eHepauua CUCTEMHOrO oT4yeTa ¢ nomoubio Ml «KypHan»

CUCTEMHbIN OTYET MOXKHO creHepupoBaTb B MIM «ypHan». NMoapobHoe onuncaHune
reHepaumm CUCTEMHOIO oTyeTa € nomollbto MM «XypHan» NpuMBeAEHO B AOKYMEHTE
«PyKOBO/CTBO NMO/1b30BATENAY.

4.1.3.2.3 . 3awmndPpPOBaHHbIN CUCTEMHbIN OTHET

LindpoBaHMe CUCTEMHOrO OTYeTa MPOUCXOAMT TONBKO C YCTAHOBAEHHbIM Ha MY
KAMEHTCKMM cepTudmKkaTom. MNpu oTCyTCTBUM AAHHOTO cepTMdMKaTa, BHE 3aBUCMMOCTM OT
Bepchm OC ABpopa, CUCTEMHBIN OTYET He ByaeT 3almndpoBaH.

B OC ABpopa mcnonbsyetcs 6a1o4Hoe wndpposaHme FTOCT 28147-89.
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LndpoBaHHbLIN OTYET UMEeT cneayrowmin popmaT: tar.bz.cms.

NMmAa wndpoBaHHOrO oT4YeTa MMeeT CAeAyloLLytd MacCKy: reports-YYYYMMDD-
HHMMSS.tar.bz.cms.

JononHutenbHo popmmpyetca ¢ann ¢ nHGopmaumen o cepTudunKkaTe, NyoANYHbIN
KAto4 KOTOPOro 6bla1 MCNOAb30BaH ANA WNdpoBaHnA otyeTa. OH co3aaeTca paaoM U MMmeeT
dopmaT .txt: reports-YYYYMMDD-HHMMSS . zip.txt. Bpema co3gaHua B Ha3BaHUM Y 3TUX
$annoB NAeHTUYHOE.

Mpumep darna c MHGopmaumen:

cat reports-20220329-104949.zip.txt

BbiBOA, KOMaHAbI:

Subject: OMP Test

Group: developer

Subgroup: regular

Key ID:
7003efe7156bd53a2e88c2cb3c0d43e9786760c53721933dd5052fdaf443dbfb

OT4yeT MOXHO pacwmndpoBaTb COOTBETCTBYIOWIMM KAOYOM U CEPTUPMKATOM C
nomolubto OpenSSL. Kntou paclwmndpoBku onpeaensietca B none «Key ID» ¢parna popmaTa
txt, PACMONIOKEHHOrO C apxMBOM. Take noTpebyeTcs NOAKAYUTL FOCTOBbIM ABUMKOK >,
[OMNONHUTENBHO YCTAaHaB/IMBAEMbIN B CUCTEMY:

openssl cms -decrypt -in /home/defaultuser/Documents/reports-20220228-
173753.zip.cms -recip system-developer-cert.crt -inkey system-
developer-key.pem —-inform DER > reports-20220228-173753.zip

4.2. UpeHTndPuKauma u ayTeHTUPUKaLma

4.2.1. OcHoBHble npasuaa MAD

B OC ABpopa peasin3oBaHa NoacucTeMa MaeHTUGUKaLMN U ayTeHTUGUKaumn (MAD),
npeaHasHayeHHas ana obecnevyeHms ogHO3HAYHON N HEMPOTMBOPEYMNBON:

— naeHTndukaumm obvektTos goctyna OC Aspopa (dbalios 1 nanok);

— naeHTndukaumm cybvektoB poctyna OC ABpopa (CMCTEMHbLIX MNPOLLECCOoB,
NPOLEeCcCcoB B MPOCTPAHCTBE AZPa, a TaKXe MPOLEecCoB WAM NPOrpamm, 3anyleHHbIX OT
UMEHW NoNb3oBaTenen);

— MAEHTUPUKAUMM  yYeTHbIX 3anucei nonb3oBatene OC ABpopa (Cc ponbto
aAMWHUCTPATOPA 1 C PO/IbKO NOb30BaTENA);

— ayTeHTUduKaummn nonbszosatenei OC ABpopa (MHorodpakTopHas ayTeHTUdMKaUMA
C UCNOIb30BaHMEM TakuxX GaKTOPOB, KaK: Naponb, TokeH, CYANC, otneyaTok nanbLa).

Ons  pabotel ¢ OCABpopa aAMWHUCTPATOPY NPUCBAMBAOTCA caeaylouime
NAEHTUOMKATOPDI:

— cMMBOIbHbIN: defaultuser;

— yumcnosoun: 100000.

> Peasin3aLma KpUnToanroputmos poccuiickoro FTOCT ana OpenSSL.
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N3meHeHne HacTpoeK 6e3onacHOCTH OCYLLECTBNAETCA nocpeacTBOM
KOPPEKTUPOBKM KOHOUTYPALMOHHbLIX GaiioB U BbIMONHEHMA COOTBETCTBYIOWMX KOMaH/, B
TepMunHane. Ml MCNONHAKOTCA B M30/IMPOBAHHOM KOHTEMHEPE, peasin3dyemMom cpeacTBaMum
firejail/sailjail. C nomouWwplo seccomp-bpf MOMKHO 3aNpPEeTUTb HEKOTopbIe
CUCTEMHbIe BbI30Bbl, HaNnpuUmep: mount /umount, ptrace, kexec U Ap.

Ona ycnmnenua sawmtbl MY npm NepBOM BKAKOYEHUM PEKOMEHAYETCA YCTAHOBUTL U
nepnoauyeckm WU3MeHATb MNaposb, KoTopblin  byaeTr xpaHutbcs B LUKS-chote,
COOTBETCTBYHOWEM NAEHTUDMKATOPY NONb30BaTENA.

NMPUMEYAHUE. WndposBaHmne pasaena NpouMcxoamT aBTOMATUYECKKM, MPW 3TOM BO
BpemMsA nepBOro 3anycka MY no ymonyaHutio wmcnonb3lyetrca naponb 00000, KOTopbiM
BNOCNEACTBUN MOXKET ObITb MUSMEHEH.

B uenax npefoTBpalleHMA  HECaHKUMOHWMPOBAHHOrO  Aoctyna K MY,
OYHKUMOHMpPYOWeMy nog — ynpasneHnem OC ABpopa, naponb TpebyeTrca  AnA
NoATBEPXKAEHWNA BbINOSIHEHNA CNeAYOLINX AENCTBUN:

— CO34aHMA YYETHbIX 3anNmncen ponen;

— HACTPOWMKM NAPOSAbHOM MNONNTUKN;

— 334aHMA OrPaHUYEHNN BXO4A B CUCTEMY;

BK/IKOYEHMNA N HACTPOMKN 2DA;

— 33ZaHNA 04HOPA30BOr0 NAPOA;
M3MEHEHWNA HAaCcTPOoeK BNOKMPOBKMU;

— pa3pelleHns YyCTaHOBKK cTopoHHero [10;
YyCTaHOBKM SSH-napons;

— aKTUBALMM M HACTPOMKM peXxnma pa3paboTumka;

— NPOCMOTPA AAHHbIX YY4ETHbIX 3anmcen;

— cbpoca HacTpoek MY;

— YCTaHOBKM Napo/iA Cynepnoib3oBaTens;

— NPOCMOTPA Napoaen, CoxpaHeHHbIX Ha MY.

NMPUMEYAHMUE. MNMoapobHoe onmncaHne o 3agaHnM Napoaa NpuBeaeHO B AOKYMEHTE
«PyKOBOACTBO MO/1b30BATENAY.

ApxntekTypHo MAD OC ABpopa COCTOUT M3 cepBUCa ayTEHTUDMKAUMKM authd C
BO3MOXXHOCTbIO MOAKAOYEHNA MOAYNEN, Peann3yoLLMX Pa3/inyHble cnocobbl NPOBEPKM
NOANMHHOCTY, a Takxke bMbanoTek, obecneynBatolx OTPUCOBKY NPUINALLEHMA Ha BXOA U
peanunsyloLmMx B3aMMOAENCTBME C APYTMMM NPOrPamMMHbIMK MOAYAAMM TPadUYECKOTro
MHTepdeica, TaKMMM KaK YCTPOMCTBO BBOZA (3KPaHHaa KnasumaTypa), rpaduyeckoe
OKpY)KeHWe lipstick M cayxba ayamTa sdid.

Habop moaynei, obecneumsatolmx cnocod MAD nonbsosBaTenen U peanmnsaumto
dYHKLNIM Be3onacHOCTH:

— lockout (nn. 4.2.1.2);

— loginrestriction (nn. 4.2.1.4);

— password (nn. 4.2.1.5);
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— smartcard (nn. 4.2.1.6);

— sudis (nn. 4.2.1.7);

— reset (nNn. 4.2.1.8).

Moaynn npeactaBnsatoT cobor ¢arnbl popmaTta .so, PACNOSIOKEHHbIE B Mamnke
/usr/lib/authd/. [pun KaxKaom 3anycke MY cepBuC authd CKaHMpPYeT nanky. HacTponkn
cepBMca authd pacnonoxeHbl B panne /etc/authd/authd.conf, rae:

— plugin-dir — nanka c moaynamu;

— admin-mandatory-factors — cnocobbl MA®D, obazaTenbHble ANA y4eTHOWM
3anmncu aAMMHUCTPATOPA;

— admin-immutable-factors —  cnocobbl NMAD  yyeTHOM  3anumcK
alMMHNCTPATOpPA, HEAOCTYMHbIE ANS BKAKOYEHWUA UM BbIKNOYEHMA,
— admin-default-factors — cnocobbl WA® ans  y4yeTHOM  3anucu

afiMUHMCTPATOpa MO  ymMonyaHutio  (6yayT  BbiOpaHbl  aBTOMATMYECKM,  €Cau
CKOHPUTYPUPOBAHHbBIN CMMCOK GaKTOPOB NyCT);

— user-mandatory-factors — cnocobbl MA®, obAszaTenbHble ANA y4eTHOM
3anMcK NoNb30BaTeNA;

— user-immutable-factors — cnocobbl MAD yyeTHOM 3anncKM NoNb30BaTENS,
HeAOoCTYMNHble AN BKAOYEHNA MW BbIKTIOYEHNS;

— user-default-factors — cnocobbl MAD ana y4yeTHOM 3anMCKM NONb30BATENS
no ymonyaHuto (byayT BbiOpaHbl aBTOMATUYECKU, eCAN CKOHPUIYPUPOBAHHbBIM CMMCOK
$aKkToOpOB NycCT).

MpeaycmoTpeHa BO3MOXHOCTb HacTpouTb Habop cnocoboB MAD ana Kaxkaon
y4eTHOM 3anucu Noab3oBaTeNs. Habopbl XpaHATCA B banne BMAA
var/lib/authd/users/<uid>.conf, rae UID — wnaeHTMOUKATOP YYETHOM 3anucu
N0/Nb30BaTENA B CUCTEME.

4.2.1.1. OnncaHne aMarHoCTUYeCKMX oWmnboK

CnucoKk mopaynen, y KOTOPbIX MEHATCA MNapaMeTpbl, a TakXe WX onucaHue
npueeaeHo B Tabauue (Tabaumua 2).

Tabnnua 2

Moaynb (%1) OnucaHue
lockout Bnrokmposka MY
loginrestriction PacnuncaHue Bxoaa y4eTHOM 3anNmncK NoAb30BaTENA
password Maponb
reset Cbpoc MY
smartcard TokeH
sudis CYOUNC (Cepsuc ynpaBaeHMa 4OCTYNOM K

MHOOPMALMOHHBIM CUCTEMAM)

B MM «XypHan» dopmumpytoTca yTodHAoWMe cooblleHna o6 MnameHeHuax
NnapameTpOB CUCTEMbI C/ieay oMM 06pPa3om:
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1) Ans nonb3oBaTeNbCKMUX MNapaMeTpoB:

UID=%4;

Plugin:

NJATOOPMA
%1, setUserOption: %2=%3,

2) Ona cuctemHbix napameTpos: Plugin: %1, setOption: %2=%3.

roe:

— «%1» - HaUMEeHOBaHWe MOAYNA, Y KOTOPOro MeHAETCA NapaMeTp;
— «%2» - NapaMeTp MOAY/A, KOTOPbI Bbl1 UIBMEHEH;
— «%3» - HOBOE 3HaYeHMe NapameTpa;
— «%4» - UID nonb3oBaTtens, 414 KOTOPOro MeHAETCA NapameTp.

CNMCOK M3MEHEHHbIX MAapaMeTPOB, a TaKXe MX OonuMcaHue npueBeaeHo B Tabauue

(Tabnunua 3).
Tabnnua 3

MNapametpbl moayna (%2, %3)

OnucaHue

Mopaynb loginrestriction

ttl

[enctene y4yeTHOM 3anmncum

login-schedule-days

[Hn BXxo4a B cUCTEMY

login-schedule-time

Bpemsa Bxofa B cucTeMy

login-locked

BNOKMPOBKaA YY4ETHOM 3anNmncK NoNb3oBaTeNs

login-temporarily-locked

BpemeHHasa 610KMPOBKa TEKYLLEN YY4ETHOM 3anmcK

temporary-lock-timeout

Tanm-ayT 61OKMPOBKM

Moaynb password

new-length

OnviHa napona

max-age

CpoK gencTems naponsa

max-attempts

HOﬂquCTWDHOHbWOKBBOAaﬂapOﬂﬂ

new-strength

CnoxHoCTb Napona

history-check

NcTopuma napona

expiration-notification

naposs

YBegomieHmne 0b ncTteyeHnn cpoka AencTema

MPUMEYAHWE. /lormpoBaHne MCNONb3yeTcA TONbKO AA8 loginrestriction W

password.

B cnyyae ycneuwHoro BXxoAa B CUCTEMY IOTMPYETCA TOIbKO CoobLieHne «YCnellHbli

BXOZ, B CUCTEMY» HE3 YTOUHEHMUA.

B cnyyae HeycnewHoro Bxoaa B CUCTEMY 0rMpyeTca cooblieHne «HeycneuHbln
BXOZ, B CUCTEMYY», a TaKKe A0MNOoAHUTeNbHas MHPopMauma ob olwmbKe, KoTopasa MmeeT

cneayouwmmn Bua;:

Plugin: %1, error: %2

roe:

— «%1» — HaumeHoBaHMe moaynAa, K KOTopomy OTHOCUTCA OLLIl/I6I-(a,'

— «%2» — KOf, OLLIMNOKN.
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Cnucok moaynen npusedeH B Tabauue (cm. Tabanua 2), CNMCcoK oWnbBOK, KoTopble
oTobOpaxalTcs ANs MoAy/ael B C/ayvyae HeyCnewHoro BxoZa B CUCTEMY, a TaKXKe WUX
onucaHune npueeaeHo B Tabanue (Tabamua 4).

Tabnnua 4

OwwnbKa (%2)

OnucaHue

Mogynb lockout

RecoverablelLockout

MY BpemeHHO 3ab/10KMpPOBaAHO

PermanentLockout MY 3ab610KMPOBaHO
Mopgynb loginrestriction
TtlBadSyntax HeBepHbIN CMHTaKCUC
TtlExpired CpOK AencTBmA y4eTHOM 3aNncK NOAb30BaTENA UCTEK
DayUnknown HeBO3MOXXHO onpeaenTb
DayLocked Y4yeTHasa 3anncb N0b30BaTeNA 3a0/1I0KMPOBaHa MO AHAM
Heaenn
TimeBadRange HeBepHbIN CMHTAKCMC BPEMEHHOTO AMana3oHa
TimeBadSyntax HeBepHbIN CMHTAKCMC BPEMEHHOTO AMana3oHa
TimeLocked YyeTHan 3anncb NoNb30BaTeNs 3aD/I0KMPOBAHA MO BPEMEHM
CYTOK
UserLocked YyeTHanA 3anunck noab3osaTend 3ab610KMpoBaHa
UserTempLocked YyeTHan 3anncb N0Nb30BaTENSA BPEMEHHO 3aD/10KMpPOBaHa
Moaynb password
InvalidResponse HeKkoppeKTHbIN 3anpoc
PasswordFailed HeBepHbIM Naponb
CP;aSSWOIdUpoh’alteFaile He yaanock 06HOBUTL Maposib

PasswordsDontMatch

[laponn He coBnaaaroT

UserLockedMaxAttemp | YyeTHana 3anucb No/b30BaTeNa 3a6/10KMPOBaHa: JOCTUTHYTO
ts MaKCMMabHOEe KOIMYEeCTBO NOMbITOK

NotSupported He3awndpoBaHHOE YCTPONCTBO HE NOAAEPKUBAETCH
BadNewPassword

HeKoppeKTHbIM HOBbIM MAPO/b

PasswordMatchPrevio
us

[Monb3oBaTeNb HE MOXET M3MEHUTb Napo/ib. HOBbINM Napoib
AOJ/IKEH OTAMYATbCA OT NpedblayLuero

PasswordNotSet Monb3oBaTeb He MOXKeT pa3baokmposatb MY. HeobxoaMmo
06paTUTLCA K aAMUHUCTPATOPY A1 YCTaHOBKM 04HOPA30BOro
naposs

Moaynb smartcard

PinFailed HexkoppeKTHbI PIN-Koz,

CannotSmartCard TOKeH He HalaeH

TooManyAttempts CAMWKOM MHOrO NOMbITOK

ConnectionError TOKeH OTKAOYEH
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Owwnbka (%2)

OnucaHue

BadCert HekoppeKTHbI cepTndumKaTt
ValidationFailed Bannaauus He nponaeHa

Moaynb sudis
BadPassword

HeBepHbI Naponb

EncryptedPartitionL
ocked

3aWwmndpoBaHHbIN pasaen 3abnoKkMpoBaH

CannotStartClient

He ynaeTca 3anycTnTb KAneHT Sudis

CannotConnectClient

He yaoaeTca noaKnto4mnThCa K KaneHTy Sudis

CannotCommunicateCl
ient

He ynaeTca cBA3aTbCA ¢ KAneHTom Sudis

UserLocked YyeTHaa 3anncb Nonb30BaTeNs 3aD/IOKMPOBAHA
TooManyAttempts C/MWKOM MHOrO MOMbITOK
TooManyAttemptsWith | CnyKom MHOrO NOMbITOK, AaHHbIE YAaneHbl
outDeleted

NoUsbDevice OwnbKa ayteHTUPUMKaumm. Het USB-ycTporcTea
ConnectionError OwmnbKa NoAKN0YEHMS

AuthFailed OwmnbKa ayTeHTUdUKaLMM

BadDefaultCert

HeBepHbln cepTnudmkat

UserCannotUnlock

Monb3oBaTenb He MoXKeT paszbnoknposaTe MY. Heobxoammo
06paTUTLCA K aAMUHUCTPATOPY ANA YCTAHOBKM OHOPA30BOro
napons

ErrAuthType

HeBepHbI TN BXOA4a

4.2.1.2. Mopaynb fingerprint

Mopaynb fingerprint npeAHasHadyeH AAs8 ayTeHTUPUKALUMKM MNOAb30BaATENS MO

OoTneyaTky nanabla.

Onucanune HaCTpOeK MOAY A, XPaHALWMXCA B banne
/var/lib/authd/methods/fingerprint/<uid>.conf, npueBegeHo B Tabauue
(Tabnnua 5).

Tabnnua 5

o 3Ha4veHue no
CBoMnCTBO OnucaHue
YMONYAHUIO
Attempts 0 KonnyecTtBo HeyaauYHbIX NOMbITOK
Unrecognized 5 KonmnyecTBo BO3MOXHbIX MOMbITOK A0 HEYAa4YHOWN
NOMbITKK
ids fingerprintl Nma
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4.2.1.3. Moaynb lockout

Moaynb lockout NpeaHa3HavyeH 414 NpoBepKkM MY Ha NnpeameT B/IOKMPOBKM.

OnucaHue HaCcTpoekK MOAY A, XpaHALWLMXCA B banne
/var/lib/authd/methods/lockout/current.conf, npmeseneHoO B Tabnnue
(Tabnuua 6).

Tabnnua 6

. 3HayeHue no
CsoncTteo OnucaHue
YMOIYaHUIO
lockout-mode 0 Pexxnm 610KMpoBKM MY:

- (0) NoLockout —He 3ab6/10KMPOBaAHO;

- (1) RecoverableLockout — BpeMeHHaA
HNOKMPOBKA, CHMMaeTca Yyepes 15 MuHyT 1nbo
agMunHuctpatopom MY;

-~ (2) PermanentLockout — NOCTOAHHAA
ONOKMPOBKA;

- (3) RecoverablelLockoutWithoutTimer —
BpemeHHaa BAOKMpPOBKA, CHUMAETCA
agMmnHuUcTpatopom My

lockout- 15 MUHYT CpoK BpeMeHHOW BTOKMPOBKM
timeout

lockout- - Hayano BpemeHHOM BAOKUPOBKM
timestamp

4.2.1.4. Moaynb loginrestriction

Moaynb loginrestriction nMpeAHasHayeH A1 MNPOBEPKM BO3MOXKHOCTHU
ayTeHTl/ICI)l/II'(aLI,l/IVI nonb30BaTe/ 1A B CUCTEME B ,EI,aHHbIVI MOMEHT.

Onucanue HacTpoek MOy AR, XpaHALLMXCA B danne
/var/lib/authd/methods/loginrestriction/<uid>.conf, npuBeaeHO B Tabauue
(Tabnuua 7).

Tabnnua 7
o 3HayeHue no
CsouncTBO OnucaHue
YMONYAHWUIO
tel Tekyuwas aata | CpoK AeNCcTBMA y4eTHOM 3anncu
+ 2 roaa
login-schedule- Mo, Tu,We,Th,F | PacnnucaHune Bxoaa B cUCTEMY MO AHAM HeAenu
days r.Sa,Su
login-schedule- 00:00-00:00 PacnucaHue BXxoaa B CUCTEMY MO BPEMEHM
time CyTOK
login-locked false B/IOKMpPOBKa Y4E€THOM 3anmncK Nosib3oBaTena
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. 3Ha4yeHue no
Csouncreo OnucaHue
YMO/IYaHUIO
login- 0 MUHYT BpemeHHaa 6/10KMPOBKa yYETHOMN 3anmcK
temporarily- nonb3oBaTens
locked
temporary-lock- 15 MUHYT Cpok aemctama 610KMPOBKHK
timeout
Mpumep:

login-locked=false
login-schedule-days="Mo, Tu,We, Th, Fr, Sa, Su"
login-schedule-time=00:00-00:00 login-temporarily-locked=0
temporary-lock-timeout=900

ttl1=2025.02.06

4.2.1.5. Mopaynb password

Mogaynb password NpeAHasHa4vyeH a4aa ayTeHTUPUKaL MM N01b30BaTeNs MO Napoio.

Onucanme rnobanbHbIX HacTpoeKk moayna (Ana BCex no/ib3oBaTesel), XpaHaLLmMxcs
B ¢panne /var/lib/authd/methods/password/current.conf, NPUBEAEHO B Tabanue
(Tabnuua 8).

Tabnnua 8
3HayeHue No YMONYAHUIO
CsolicTBO KopnopatusHaa | CeptuduumpoBaHHas OnucaHue
BepcuA BEpCUA
new-length 5 cumBoN0OB 7 CMMBO10OB OnnHa napons
new-length- 5 cumBonoB 7 CMMBOJ10B MuHMUMaNbHaA ANMHA
lower-limit napons
new-length- 12 cMMBOIOB MaKcrmanbHaa AnnHa
upper-limit napons
max-age 0 30 gHew CpoK fencTsma napona
(0 — 6e3 orpaHuyeHni)
max-age- bes 30 aHen MWHUMANbHbIM CPOK
lower-limit orpaHnyeHuii NeiicTBMA Napons
max-age- 180 aHen MaKCcMManbHbIN CPOK
upper-limit NencTBnsa napona
max-attempts |Q 4 Konnyectso nonbITOK BBOAA
napons
max—attgmpts— bes 4 MWHUMaIbHOE KO/IMYECTBO
lower-limit orpaHnyeHuii NOMbITOK BBOAA Napons
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3HayeHne No YMOJIHAHUIO

CsoicTBO KopnopatusHasa | CepTtuduumpoBaHHas Onucanue
BEpCUs Bepcus
max-attempts-— | 16 10 MaKcnmMaibHOe KOAMYecTBo
upper-limit NONbITOK BBOAA NapoNs
new-strength |Q 3 HazexHocCTb napona:
—~ 0 —TO0NBKO UMDPBLI;
-1 —uundpbl 1 ByKBbI;
-2 —umndpsbl, byKBbLI B
HUXKHEM M BEPXHEM
perncrpax;
-3 —undpbl 1 OBYKBLI B
HUXKHEM M BEPXHEM
pPerncTpax, a Takxe
CNeucMmBObl
new-strength- | Q 3 MMUHMMaNbHAA HaAEeXHOCTb
lower-limit napons
new-strength- | 3 MaKcrmasibHaA HaAeXHOCTb
upper-limit napons
history-check | 1 NcTopua napona —
KOMYeCTBO NpeablayLmx
naposiemn, C KOTOPbIMM
CPaBHMBAETCA TEKYLLNM
naposnb (0 — He NpoBepsATbL
MCTOPUIO Naponen)
MPUMEYAHME. Hosbil
Napo/ib AO/IKEH OT/IMYATbLCA
OT NpeablayLmnx
history- 0 1 MWHMUMaNbHOE 3HaYeHne
i?;‘it‘lower" MCTOPUM NaponAa
history- 10 10 MaKcMMaibHoe 3HavyeHne
‘i?;‘it_upper" MCTOPUK Napoa
expiration- 5 aHeMn YBegomneHme ob ncteyeHmm
notification CPOKa AencTBMA Napons
generated- password [MonyyeHwne
password

CreHepMpPOBaAHHOIO Napons
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3HayeHne No YMOJIHAHUIO
CsoucTtBo KopnopatusHasa | CeptudumumposaHHan OnuncaHue
Bepcun BepcuA
generation 0 2 Cnocobbl 3agaHma napona:

— 0 — TONbKO BPYYHYIO;

-1 —3aaaHune Bpy4YHyto 1nmbo
reHepauus;

-2 — TO/NIbKO reHepauma

HaCTpOVIKM YYETHbIX 3anmncer nonb3osaTtesia MMetoT 6oee BbICOKNM NMPUOPUNTET Ha/,

rnobanbHbIMU

HACTPOMKaMM

n XpaHATCA B danne

/var/lib/authd/methods/password/<uid>.conf.
OnncaHme HacTpOoeK Y4YeTHbIX 3anucer nonb3oBaTens Aas Moayna password
npuseaeHo B Tabanue (Tabanua 9).

Tabnnua 9
. 3HayeHue no
CsoucTBo OnucaHue
YMO/T4aHUIO
attempts OtcyTtcTByeT KonnyecTBo NonbITOK BBOAA HEBEPHOrO
napons
length OtcyTcTBYET [NvHa TekyLlero napons
strength OTcyTcTByeT Hafge>HOCTb TeKyLero napona
expiration- OTcyTcTBYET Bpema nocnenHen cmeHbl napona
notification-
last-sent
history OTcyTcTBYET WcTopua naponei
change-next-time | false CMeHa napons Npu caeayouwen
ayTeHTUdMKaLMM NONb30BaATENA B CUCTEME

4.2.1.6. Moaynb smartcard

Moaynb smartcard

NCMO/1b30BaHMEM TOKEHA.

npeAHasHayeH Ana ayTeHTMdMKauMM nonb3oBaTena c

OnucaHne moayna npmuseaeHo B Tabamue (Tabanua 10).

Tabnnua 10
" 3Ha4yeHue no
CsBouncTBO OnucaHuve
YMOJIHQHUIO
attached TriState { YKa3sbiBaeT, NOAKIYEH I TOKEH B AaHHbIN
False, MOMEHT. 3Ha4yeHMe JaHHOro CBOMCTBA He
Updating,
True, coxpaHaeTtca 8 OC
}i
HacTpoikn YYETHbIX  3anucem nonb3oBaTena XpaHATCA B banne

/var/lib/authd/methods/smartcard/<uid>.conft.
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OnucaHune HacTPOeK No/sib3oBaTeNen ANA MOAYNA smartcard NpUBeAeHO B Tabamue
(Tabnuua 11).

Tabnnua 11
. 3HayeHue no
Csouncrteo OnucaHue
YMOJT4QHUIO
pubkeyIsWritten false YKa3bIBaeT, 3anMcaH M NyOANYHbBIA KoY ANA
NAaHHOro Nonb3oBaTena
pubkey - My6anYHaa YacTb KA4Ya, KOTOPbIM NOANMCAH
cepTMdUKaT NoNb30BaTENA, COXPAHEHHbIN B
3alMLLEHHON 061acTh TOKEHA

4.2.1.7. Mopaynb sudis

Moaynb sudis npeaHasHayeH ANA ayTeHTMOMKauMM NOoNb30BaTeNA B CUCTEME
ynpaBAeHMAa 40CTynom K gaHHbim MB/], Poccuu.

OnucaHne  rnobanbHbIX  HACTPOEK  MOAYAA,  XpaHAwumxca B danne

/usr/share/ru.at consulting.sudis client/policy.conf, npuBeaeHo B Tabauue
(Tabnunua 12).

Tabnnua 12
. 3HayeHue no
CsoucTBo OnucaHue
YMONYAHUIO
certs OTcyTtcTByeT CnMCOK AOCTYNHbIX CEPTUPMKATOB OT KAMEHTA
cyanc
max-attempts 10 KonnyecTtBo HEBEPHbIX NOMbITOK BBOAA, NPMU
3anycKe KAneHTa 3HayeHune bepeTcs 13 parnna
/usr/share/ru.at consulting.sudis cl
ient/policy.conf

4.2.1.8. Moaynb reset

Moaynb reset NpeaHasHadyeH a8 copoca HacTpoek MY 10 3aBOACKOro COCTOAHMS.
OnucaHune rnobanbHbIX HaCTpoekK MOAYNA, XPaHALLMXCA B

daine /var/lib/authd/methods/reset/current.conf, nNpuMBedeHO B Tabauue
(Tabnnua 13).

Tabnnua 13
o 3HayeHue no
CsouncTBO OnucaHue
YMONHYaHWIO
reset-options reboot, wipe | rephoot — aBTOMATUUYECKM Nepes3arpysuThb

MY nocne cbpoca K 3aBOACKMM HACTPOMKaM;
- wipe —yAannTb BCe AaHHble ¢ MY
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4.2.2. HacTporka ayTeHTUUKaLMm

AKK ayTeHTuduKaLmm

Cnoco6 pa36nokKUpOBKM yCTPOUCTBA
Hactpausaetcs nonb3osarenem

HacTtpausaetcsi nonb3osartenem

HacTpauBaioTcs agMUHUCTPaTOPOM

PucyHok 134

YcTaHOBUTb OHOPA30BbIil Maposib

1 2 3
4 5 6
i 8 9

OTMeHUTb

PncyHok 135

Ona  HacTpoMKM  poan,  3apatowen  cnocob
ayTeHTUdMKaLMM N0Nb30BaTENS, HEODXOAMMO BbINOAHUTL
cneaytolme AencTema:

— OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KacaHWem

3HaYkKa @ Ha DKpaHe NpunoxeHui (cm. PucyHok 1);
(o]
— KOCHYTbCA MYHKTa MeHlo «Monb3oBaTenn» & B

noapasgene «Cnucrema;

— KOCHYTbCA MOAS MONb30BaTend, A48 KOTOPOro
TpebyeTca HacTpouTb cnocob pa3baoknpoBku MY;

— KOCHYTbcs nons «Cnocob pa3bnokmposk MY» 1 B
PaCKpPbIBLLIEMCA CNNCKe BbIOpaTb HEODX0AMMOEe 3HaYeHme
(PrcyHok 134);

— NoATBEPAMTb AENCTBME BBOAOM TEKYLLErO Napons.

MPUMEYAHMUE. Mpw BblboOpe cnocoba
Pa3b10KNPOBKMU MY «HacTtpaunsatoTca
aAMMHNCTPATOPOM» HEeOBX0AMMO NMPOBECTM HACTPOMKY B
COOTBETCTBMM C OMWUCAHWEM, NPUBEAEHHbIM [anee U B
NOKyMeHTe «PyKOBOACTBO NO/b30BaTENAY.

BHUMAHMUE! Mpu ntobom cnocobe paszbaoKnMposKu
aAMMHUCTPATOP MOKeT cbpocuTb Mapo/b, 3aAaHHbIN
No/b30BaTeNEM, KOCHYBLUIMCb  KHOMKM  «YCTaHOBWUTH
O[lHOPa30BbIM  nmaposb»  (cm.  PucyHok 134). B
OTKPbIBLIEMCA OKHe 33JaTb OAHOPA30BbIM  MNapo/b
(PrcyHok 135), KOoTopbIn OyAeT 3anpoLleH y Noib3oBaTens
npu cneaywollem Bxode, Mnone 4Yero emy byaet
HeobxoA4MMO 3a4aTb UAM NPUHATb HOBbLIM NAPO/b.
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4.2.2.1. AyTeHTMOMKALMA C MOMOLLbIO Napona

LWndpoaHue paHHbIX
nonb3oBaTens, NoXxanymucra,
nopoxaure

PucyHoK 136

BBeawvTe HOBbIV Naponb
Maponb pomkeH cocTonTb U3 5-12 uudp.

1 2 3
4 5 6
7 8 9

OTMeHUTb

PucyHok 137

BHUMAHME! Mpwn npeBbleHNM KoAMYecTBa NOMNbITOK
BBOAA HeBepHoro naponsa MY aBTomatmyeckn byaer
3a610KMpPOBaHO. Bpems HNOKNPOBKM ABnAeTcA
dMKCMpoBaHHbIM M cocTanaeT 15 muHyT. MepesarpysKa
MY 00 UCTeYeHUA YKa3aHHOro BPeMeHM npuBeaeT K
NMOBTOPHOMY 3anyCcKy oTcyeTa 15 MUHYT.

Mpn nepsom BKAOYEHMU MY HeobxoaMMO BBECTU

naposb, KOTOpbIM byaet 3anpalmnBaTbCA 7
MCNONb30BaATbCA ANA:
— WwudpoBaHmA MaHHbIX nonb3oBaTens

(PrcyHok 136);

— pa3bnokmpoBkn MY (PucyHok 137, PucyHok 138).

NMPUMEYAHMUE. LUndposaHme pa3aena C
AOMalHUMKM  nankamu  nonb3osatenen  (n. 4.2.3)
NPOUCXOAMT B CAEAYOWMX CAyYanX:

— NpW NepBOM BKAOYEHUN MY;

— nocne cbpoca HacTpoek MY A0 3aBOACKOro
cocTosHus (noapasaen 2.2).

[loBTOPUTE NAaposb

1 2 3
4 5 6
7 8 9

OTMeHUTb

PucyHoK 138
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4.2.2.1.1. HacTpoMKka napoabHOM NOAUTUKN
[MaponbHble MOIUTUKM — COBOKYMHOCTb MNPaBMA M TEXHUYECKMX MNapameTpos,

peryanpyouwmx cosaaHme, MCNonb3oBaHMe M 06HOBAEHME Naposien ANA YYeTHbIX 3anmcen
B cucteme. [laHHble NOAUTUMK HeobxoanMmbl ans obecnedeHma 6€30NacHOCTM, LEeAOCTHOCTH
M OOCTYMHOCTU CUCTEMbI. HacTpOMKM MapOnbHOM MOAUTUMKM onpeaensatoT TpeboBaHMA K
CNOXHOCTW, A/IMHE, PEryaspHOCTM CMeHbl Maposiei, a TaKKe MexaHW3Mbl 3alluTbl OT
HEeCaHKLUMOHMPOBAHHOIO AOCTynNa.

MPUMEYAHUE. ViameHeHMA HACTpOeK NAapOAbHOM NOANTUKKM ByayT NPUMEHEHbI KO
BCEM YYETHbIM 3annCAM, CO34aHHbIM Ha MY.

[Ona nepexofga K HaCTPOMKaM MNaposbHOM MOAUTMKM HEODOXOAMMO BbIMOMHUTL
cneayouime AencTemnA:

— OTKPbITb MEHK CUCTEMHbLIX HACTPOEK KaCaHMem 3Ha4Ka @ Ha SKpaHe

NPUNOXKEHUN (CM. PucyHOK 1);
o
— KOCHYTbCA MYyHKTa MeHto «[lonb3oBatenin» =l nogpasaene «Cucrema», B

pe3ynbtate 0T0OPA3MTCA OAHOMMEHHAs CTpaHMUA C NPeacTaBAeHHbIM  CMUCKOM
Nno/ib30BaTeNIen, Co3AaHHbIX Ha MY (cm. PucyHoK 5);

— KOCHYTbcA nonsa  «Ob6lme HACTPOMKM  ANA  CO34aHHbIX  MNOAb30BaTENEN»
(cm. PucyHokK 5);

— KOCHYTbCA nona «MNapameTpbl napons» (PucyHok 139);

— O3HAKOMMUTbCA C  WMHPOPMALMOHHBLIM COODLEHNEM U KOCHYTbCA  KHOMKMU
«Mpopomnkutb» (PrcyHok 140).

| O6Lwme HacTPOoWKK | MapameTpsbl napons
{ispori MapameTpbl Napons
Bbi6paHHble napameTpbl napons GyayT npuMeHeHbl
LNs BCeX CO3AaHHbIX Nonb3osareneit u Mpv UsMeHeHUn NnapaMeTpoB BCe
aAMUHUCTpPAaTOpPa YCTPOWCTBa nonb3oBarenu ychOﬁCTBa AOJIKHbI 6yny'r
YCTaHOBUTb HOBbIV Maponb
MapameTpbl napons @
JLlocTynHbi 06beM NaMaTu
ﬂpm CO3AaHUM HOBOIO NONb30BaTeNA Y Bac eCTb
BO3MOXHOCTb BbIGpaTh AOCTYNHbIN 06BEM NaMATH
ychoﬁcTBa ANKA 3TOro nonb3oearens
Mpoponxuts
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MapameTpbl napons

MuHUManbHoOE KONMYeCTBO CUMBOOB

PekoMeHayeM UCNonb3oBaTb Naposib COCTOSLUUIA
MUWHUMYM 13 6 cMBONOB

5

Cnocob 3apaHus napons
Mertop yctaHoBKM napons
3apatb CBOM Naponb

Tun napons

O CnoxHbiit naponsb
CRoXHbii Naponb coaepXuT undpsl,
crneumanbHbie CUMBOSbI, CTPOYHbIE 1
3arnaeHble GyKBbl

PaclumpeHHble HacTPOMKM @

PncyHok 141

[Jna HaCTPOWMKM NapONbHOW MOAUTUKM HEODXOAMMO
Ha OTKpbIBLWIENCA CTpaHuUUe 3adaTb Heobxoaumble
napameTpbl 414 NApPONA:

— KOZIMYEeCTBO CMMBOJIOB, MCMO/Ib3YyEMbIX B MApPONE;

— METOJ, YCTaHOBKM Napons;

— C/IOXKHOCTb Napons;

— paclWMpPEHHbIE HACTPOMKM.

[Ona  HacTpoMKM  AnuHbl  napona  HeobxoamMmo
YCTaHOBMTb KO/IMYECTBO CMMBO/I0B, Mepemellada cnanaep
«MunHMManbHas anvHa napona» (PucyHok 141) Bnpaso
ONA  YBENMYEHUA KOMMYeCTBa BXOAALWMX B NAPOJb
cMmBonoB AMboO BNEBO ANA YMEHbLIEHMA KONMYeCTBa
CMMBO/I0B, M MNOATBEPANTb AENCTBME BBOAOM TEKYLLErO
naponsa.

NMPUMEYAHUE. T[MpeaycmoTpeHa  BO3MOMKHOCTb
YCTaHOBUTb A/IMHY Napoaa oT 5 40 12 CMMBONOB.

[lna HacCTPOMKM MeTo[a YCTaHOBKM NAapOos KOCHYTbCA COOTBETCTBYIOLLETO MO U B
PACKPbIBLUEMCA CMUCKe BbIOpaTb meTos, (PucyHok 142).
[lna 3a4aHMA CNOKHOIO Naposiad HeobXoAMMO akTMBMPOBaATb «CNOXKHbIM Naposiby

(cm. PucyHok 141).

NMPUMEYAHUE. CnoHblM naponb coctoumT wn3 6yke, undp u cumsonos. [lo
YMOYaHWNIO B CIOXKHOM Naposie UCMNONb3YTCA:

— 0750012 cMMBONOB;

— MUHUMYM 1 cTpo4YHas 1 1 3arnasHan ByKBbI;

— MUHUMYM 1 umndpa n 1 cneucrumson (PucyHok 142).

[nsa HaACTPOMKM CNOXKHOIO Napona HeobXxoAMMO KOCHYTbCA MNons «HacTpOMKM
CNOXKHOro napona» (cm. PucyHok 136) 1 B OTKPbIBLUEMCS OKHE B PACKPbIBAOLLMXCA CMNCKAX
3a4aTb cocTaB napona (PucyHok 138):

— ByKBEHHblE CUMBO/IbI;

CTPOYHbIe BYKBbI;
3arnaBHble OYKBbI;

- He6yKBeHHbIe CUMBOJIbl;

— unopsl;
— CNneucmmBO/bl.
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MapameTpbl napons

Mertop ycTaHoBKU napons
3apatb cBOM Naponb

3apatb CBOM Naponb

Maponb, creHepupOBaHHbI CUCTEMOW

PucyHok 142

PaclunpeHHble HaCTPOMKK
Y106bI NPUMEHUTbL U3MEHEeHUs, BepHUTEeCh Hasagd

MoBTOPEHWNE CUMBONOB

OFDBHMHEHME HOBTOpeHMﬁ OAQHOro cuMBoNa noapsa
nomoxert usbexarb koA-Naposne ¢ HU3KoN
6esonacHocTbio Buaa: «AAAaT11»

KonuyecTBo NOBTOPEHWI1 CUMBO/OB
He npoeepsetcs

OrpaHuyeH1e NonbITOK ayTeHTUdUKaLMK

Mo ucteyenuio Pa3pelueHHbIX NonbITOK BXoaa,
y4eTHas 3anuch 6yaet 3a6nokupoBaHa Ha 15 MUHYT

He orpaHuyeHo

OrpaHu4yeHu1e Npy cMeHe napons

HoBbint naponb A0MXEH OTIMYaTbhCH OT NpeabiayLwmx
0 naponen

0

o

Bpems gevicteus napons

Maponb geicteyet bea orpaHuyeHns

PucyHok 144

HacTpoliku cnoxHoro napons
Y106kl IPUMEHNUTL U3MEHEHMS, BEPHUTECH Ha3ap,

Cocras napons

BykBeHHble cumBonbl He npoeepseTcs
CtpoyHble 6ykBbl OT ofiHOW 1 Gonblue

3arnasHble 6ykebl OT oaHOM U 6onblue

HebykBeHHble CUMBONbI
He nposepsietca

Lindpbl OT ogHoM 1 6onblue

Cneucumsonsl OT oaHoro v 6onblue

PucyHok 143

[Onsa 3agaHnAa KOAMYecTBa MOBTOPEHWI CMMBOJIOB
HeobX0AMMO BbINOAHUTL CAeaytolMe AeNCTBUA:

— B noapasgene «PaclwmpeHHble  HACTPONKM»
KOCHYTbCcA nona «KonmyecTtBo MOBTOPEHWUI CMMBOJIOBY
(PucyHok 144);

— Ha OTKpbIBLWIENCA CTpaHWLe BbibpaTb OAHO W3
3HAYEeHUN.

Ons YCTaHOBKM OorpaHuyeHus NOMbITOK
ayTeHTUPUKALMM, HEOoBXOAMMO NepemMecTUTb Cranaep
«He orpaHnyeHo» BNPaBoO AN YMEHbLUEHWA KOMYECTBa
NOMNbITOK BBOAA HEBEPHOro napond nnbo BAeBO AN
yBenmyeHus (PucyHok 144).

[ns yCTaHOBKM KONMYECTBa NpeablayLimx naposen,
OT KOTOPbIX AO/KEeH OTAMYaTbCA HOBbIM  MapO/ib,
HeobXxoAMMO NepemecTuTb cnanaep «OrpaHMyeHmne npum
CMeHe napons» BMAPaBO A4 YBENIWYEeHMA KOJIMYecTBa
naponen nmbo BNeBo AN ymeHbleHua (PrucyHok 144).
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Maponb gencreyeT
Bes orpaHuyeHus
30 pHewt

60 aHeit

90 aHewn

120 gHew

150 pHeit

180 gHei

PucyHok 145

PaclunpeHHble HaCTPOMKK
Y106bI NPUMEHUTbL U3MEHEeHUs, BepHUTEeCh Hasagd

MoBTOPEHWNE CUMBONOB

OFDBHMHEHME HOBTOpeHMﬁ OAQHOro cuMBoNa noapsa
nomoxert usbexarb koA-Naposne ¢ HU3KoN
6esonacHocTbio Buaa: «AAAaT11»

KonuyecTBo NOBTOPEHWI1 CUMBO/OB
He npoeepsetcs

OrpaHuyeH1e NonbITOK ayTeHTUdUKaLMK

Mo ucteyenuio Pa3pelueHHbIX NonbITOK BXoaa,
y4eTHas 3anuch 6yaet 3a6nokupoBaHa Ha 15 MUHYT

He orpaHuyeHo

OrpaHu4yeHu1e Npy cMeHe napons

HoBbint naponb A0MXEH OTIMYaTbhCH OT NpeabiayLwmx
0 naponen

0

o

Bpems gevicteus napons

Maponb geicteyet 150 aHeit

Ysepomnatb 3a 5 gHelt

PucyHoK 146

[ns 3ap0aHns CpoKa AeNCTBUSA Napons HeobXxoaAnMmo
BbINO/IHUTL CAeAytoLLMe AeNCTBUA:

— KOCHyTbc nona  «[laponb aenctesyet»  (cm.
PucyHok 144);

— Ha OTKPbIBLIENCA CTpaHuUe BblibpaTb OAHO W3
3Ha4yeHun (PucyHok 145).

BHUMAHMUE! Mo tpeboBaHmam 6e3onacHoctn UC, B
KOTOpbIX NAaHMpyeTcA  UCnonb3oBaHuMe MY, cpok
NeNCcTBMA Napons A0NKeEH ObITb YCTAHOBNEH B 3HAa4YeHMe

«180 aHen».

[Onsa 3a0aHnA BpeMeHM yBeaoMAeHMA 06 ncteyeHunmn
CpOKa [AencTeMA napona HeobxoAMMO  BbINOAHUTL
cnepytoume AeNCTBUA:

— KOCHYTbCs Nonsa «YBegomnatby (PucyHok 146);

— Ha OTKPbIBLIENCA CTpaHuLe BbiOpaTb OAHO U3
3HaYEeHUN.
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| Tapawerpsi napons BHMMAHMUE! Mocne BHECEeHUA N3MEHEHUA
WNameHeHus He COXpPaHeHb!
PEKOMEHIJVEM “cnonb3osaTb Naposb COCTOﬂLLM;i H eO6XO|D|M MO H a CTp a H M LI'|e (( |_| a pa MeTp bl |_| a p On H ))
MWHUMYM U3 6 CUMBOSIOB
) KOCHYTbCA KHOMKM «COoXpaHMUTb W 334aTb NapPOby»

O (PucyHoOK 147).

Cnoco6 3afaHus napons

MeTop ycTaHoBKM napons
3apaTb CBOW Naposb

Tun napons

@ CroxHbiii naponb
CnoXHbi Naponb COAEPXUT Uudpbl,
creumanbHbie CUMBOSbI, CTPOYHbIE U
3arnasHble GyKBbl

HacTpoiiku cnoxHoro napons @
PaclunpeHHble HacTpoWku @
@ BHumaHue

WameHeHus BCTYNAT B CUNy nocne
COXpaHeHus

COXpaHMTb Wn 3aaaTb Naposib

PncyHok 147

4.2.2.2. AyTeHTMOMKAUMA C MOMOLLbIO TOKEHA

B OC ABpopa ana ayteHTMdMKaumm MoryT 6bITb MCNONb30BaHbl TOKEHbI CleAyHOLMX
Tnnos: USB n NFC, a umeHHO:

— «PyTokeH» Bepcum 4 (3UM PKI) — nporpammHo-annapaTHbIA  KOMMAEKC
ayTEHTUPUKALNM U XpaHeHMA MHPopMaumn (cepTnudurkat PCTIK Poccnm Ne3753);

— JaCarta — cpeacTtBo ayteHTMOUKALMM M Be30nacHOro xpaHeHua nHGopMaumm
nonb3osaTenen (ceptndpumkat CTIK Poccnm Ne3449).

BHUMAHUE! Wcnonb3oBaHme pans ayteHTudukaumm B OC ABpopa TOKEHa,
OT/INYHOTO OT YKa3aHHbIX, He NpeaycMaTpMBaeTCs.

4.2.2.2.1. Obuwume npasmia HACTPOMKM M UCNOJSIb3OBAHMA TOKEHOB

HeobxoaMMo y4yMTbiBaTb CAeadyrolWMe OCHOBHble MNpaBMAa  HACTPOMKM U
MCMNONb30BAHMA TOKEHOB:

— 3KCNAyaTaumio TOKeHa c/iedyeT  OCyLWecTBAATb  COrfacHo  TpeboBaHMAM,
YKa3aHHbIM B COOTBETCTBYHOLLEN AOKYMEHTAUMN Ha Hee;

— ana obecnevyeHns noakAtoveHna K MY M nocneayoulet HacTPOMKM TOKeHa
TpebyeTca MCNoNb30BaTb crneunanmsanpoBaHHbii USB OTG-nepexoHMK, KOTOPbIN He
BXOAMT B KOMMJIEKT MOCTaBkn MY;

— nonntTMka  6e30MacHOCTM  MOMKeT  3anpellatb  NPUMEeHeHMe  BHELIHMX
USB-ycTpoiicte, Ans 3Toro HeobxoAuMmoO [AO0MOAHUTENBHO MPOBEPUTb YCTAHOBNEHHOE
orpaHuyeHune aencraytowein B8 OC ABpopa noanTukmn bezonacHoctu (n. 4.3.2);
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— Npu paboTe C TOKEHOM NoTpebyeTcA AOMNONAHUTENbHbBIA Mapoab ANA AOCTyna B
3aWMuleHHyt0 0bnacTb NamMATM TOKEHa, B KOTOPYK MPOM3BOAMTCA Ha3HavyeHWe W
COXpaHeHMe ayTEHTUPUKALMOHHON MHPOPMALIMN NOTb30BaATENS;

— ayTeHTM MKaLMA C MOMOLLLbKO TOKEHA AOCTYMHa A1A BCEX YHETHbIX 3anncen ponemn
(cm. n. 1.2.1), co3paHHbIX Ha MY.

NMPUMEYAHUE. AyTeHTMPMKALMA C MOMOLLbIO TOKEHA BbIMOAHAETCA TOMBKO MpPWU
NepBOM BK/IIOYEHNM YYETHOM 3aMUCHK.

4.2.2.2.2. [lpeasaputenbHaa NnoAroTOBKa TOKEHA

[Ona paboTbl C TOKEHOM HeobxoAMMO BbIMOAHUTL NPeABapPUTENbHYIO HACTPOMKY,
KOTOpad MOMXeT OblTb BbINO/HEHA C MCMNOAb30BaHMEM 3NEKTPOHHO-BbIYNCANTENBHOWN
MalmnHbl (3BM) ¢ OC Linux, Ha KOTOPOM NpeaBapUTENbHO AOMKEH ObITb YCTAHOBAEH NakeT
opensc.

MPUMEYAHWUE. TokeHbl A0MKHbI UMeTb @OpMaT PKCS#15.

B cnyyae ecnu TOKeH mmeeT apyron Gopmat, ANA ero nepevHuuManmsaumm B
dopmaT PKCS#15 Ha IBM HeobXxoAMMO BbINOAHUTL CAeAyoline KOMaHab!:

pkcslb5-init --erase-card -p rutoken ecp

pkcsl5-init --create-pkcsl5 --so-pin "87654321" --so-puk ""
pkcslb5-init --store-pin --label "User PIN" --auth-id 02 --pin
"12345678" —--puk "" —--so-pin "87654321" --finalize

BHUMAHUE! [Mocne nepeuHMuUMann3aumm TOKeHa BCe AaHHble C Hero byayT
yAaNeHbl.
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4.2.2.2.3. HacTpolKa TokeHa

MoapobHoe onncaHne HaCTPOMKM TOKEHa NPMBEAEHO B AOKYMEHTe « PyKOoBOACTBO
NnoNb30oBaTeNAY.

4.2.2.3. AyteHTndumKauma c nomoulbio CYANC

AyTeHTUPMKauma c nomoubto CYANC:

— npegHasHadyeHa  AaA naeHTMdrKaumm 7
ayTeHTUPUMKaumm nonb3osatenen MCOA MB/ Poccuu;

"ﬁ" — [OCTyNHa Ha MY TONbKO NpuU  Hanuyum
_ MB[ Pocoun YCTaHOB/IeHHOro KnneHTta CYAUMC » gocTtyna K cepsepy
- CYNC yepes ceTb UHTepHeT.

B CYAMC nonb3oBaTenb  MOMET  MPONTU
ayTEHTUPUKALMIO C MOMOLLBbI NPeaoCTaBNeHNA O4HOM
N3 cneaytollen KoMOUHaUNK AaHHbIX:

— JIOTWUH 1 Naponb;

— cepTndurKaTt 1 PIN-koz (PrcyHok 148).

B Barepon CospgaHue MONb30BATENBCKMX
ayTEHTUPUKALMOHHbBIX AaHHbIX BbIMOAHAETCA B CMCTEME
NCod MB/L Poccrn M CUHXPOHM3IUPYETCA C KIMEHTOM
CYOnC Ha MY.

BXog Mo 1eKTPOHHOM NoAnMUcK

Het poctynHpix ceprnpukaron

,-‘17‘:,’...,‘[‘ E

SKCTPEHHbIN BbI30OB

PucyHok 148
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4.2.2.4. HacTponKa orpaHMyeHunin BXoaa B CUCTEMY
B o [Ona HaCTPOMKM OrpaHMYEeHUI BXoda B CUCTEMY ANS

[ns nonb3osatens: Monb3osartens 1

YYETHOM 3anucyM Noab3oBaTeNss HeOOXOAMMO BbIMOAHUTD
cneayrouine AencTsms:
— OTKPbITb MEHIO CUCTEMHbIX HaCTPOeK KacaHMem

@@@@@@@ 3HaYyKa @ Ha DKpaHe NpunoxeHui (cm. PucyHok 1);

OrpaHuyeHue No AHIM

BbiGepuTe aHM Hepenu, B KOTOpble Nob3oBaTenb
CMOXeT Nonb3oBaTbCs yCTpOﬁCTBOM

(o]

Q
Orpanusene o spevien — KOCHYTbCA MYHKTa MeHio «[onb3oBaTenm» == B
BbibepuTe B EMS, B KOTOpOe Nonb3oBaTesib
A T T TR noapasgene «Cucrema;
Fatiise beins Bekh Aatic — KOCHYTbCA NOAA MOAb30BaTeNsa, AAd KOTOPOro

TpebyeTcsa HaCTPOUTbL OrpaHUYEHME;

— KOCHYTbCsl Mosa «HacTponka paboyero BpemMeHm»
(cm. PucyHok 8), B pe3ynbTaTe 0ToH6pa3mTca OAHOMMEHHAS
cTpaHuua (PucyHok 149);

— aKTMBMPOBATb AHW Heaenu, B TeYeHMe KOTOpPbIX
N0/1b30BaTE/Ib CMOMKET BOUTK B cuctemy (PucyHok 149);

— KOCHyTbcsi  nons  «Paboyee Bpemsi» U B
PACKpPbIBLWIEMCA CNUCKe BblbpaTb Tpebyemoe 3Ha4yeHue
(PucyHok 150);

—npu  Bblbope  3HayeHua  «HacTpauBaemoe»
KOCHYTbCA COOTBETCTBYIOWIMX NOMEeN AN  YCTAHOBKM
WHTEepBana BPEMEHW, B Te4YeHMe KOTOPOro nosb3oBaTeslb
CMOMKET BOUTK B cnuctemy (PucyHok 151).

PucyHok 149

Pa6ouee Bpemsa

i Pa6ouyee Bpems
[Ons nonbsosatens: Monbaosatens 1

OI’paHM‘{EHMe no gHaM

Bblﬁemee AHU Hegenu, B KOTOpble Nonb3osaTtens
CMOXET M0/b30BaThCA YCTPONCTBOM

OrpaHuyeHune no BpeMeHn

BbiGepuTe BpeMsl, B KOTOPOE Nosb3oBaTesb
CMOXEeT Nonb3oBaTbCA YCTDDﬁCTBOM

Pa6oyee Bpemsa Becb neHb Paboyee Bpems Hactpavsaemoe
Bockner €8:00 [1019:00
Hactpausaemoe
PucyHok 150 PucyHok 151
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Cpok geincTBus y4eTHOM 3anucu
[na nonbsosatens: Monbsosatens 1

OrpaHquHMe no BpeMeHun

Bbl MOXeETE yCTaHOBUTb CPOK AECTBUA YHETHOMN
3anucu, nocne ucTevyeHus KOToporo nonb3osarens
He CMOXET BOCTONb30BaTLCA YCTPOUCTBOM

OrpaHuyeHue no BpeMeHu
HeorpaHuyeHo

PucyHok 152

Cpok gencTBuUs y4eTHOM 3anucu

OrpaHuyeHune no BpeMeHn
HeorpaHuyeHo

Heorpanuyexo

Hactpausaemoe

PucyHoK 153

[Jna HaCcTPOMKM CpoKa AEMCTBMA YYETHOW 3anucu
nonb3oBaTenss HeobXoAMMO BbIMOAHUTL CAeadytoline
NencTBms:

— OTKPbITb MEHK CUCTEMHbIX HACTPOEK KacCaHMEM

3HaYkKa E‘:’J Ha DKpaHe npunoxeHui (cm. PucyHok 1);
(o)
— KOCHYTbCA MYHKTa MeHto «[lonb3oBaTenn» & B

nogpasaene «Cucreman;

— KOCHYTbCSi MOASA MOAb30BaTeNsd, A9 KOTOPOro
TpebyeTcs HAaCTPOUTb OrPaHNYEHME;

— KOCHYTbCs nona «CpoK AeNCTBMA YYETHOM 3anmncu»
(cm. PucyHOK 8), B pe3ynbrate  oT0bOpasmuTcAa
OZHOMMEHHas cTpaHunua (PucyHok 152);

— KOCHYTbCs nons «OrpaHnyeHme no BpeMeHM» 1 B
PACKPbIBLIEMCA CMUCKe BblbpaTb Tpebyemoe 3HayeHue
(PrcyHok 153);

— npu BbIbOpE 3HaYeHMA «HacTpanBaemoe» yKasaTb
[aTy 00 KOTopon OyaeT aKTMBHA y4yeTHasa 3anucb
(PrucyHok 154);

— KOCHYTbCA KHOMKM «[loaTsepanTb» ana
NoATBEPKAEHUA onepaunm nbo KHOMKU «OTMEHUTbHY
ON5 OTMEHbI.

| CpokK AeincTems y4eTHOM 3anucu
[ns nonb3osatens: Monb3osaTtens 1

OrpaHMHEHMe no BpeMeHn

Bbl MOXeTe yCTaHOBUTb CPOK AECTBUSA YYETHOM
3anucK, Nocne MCTeYEeHUs KOTOPOro NonbaoeaTesb
He CMOXeT BOCMO/b30BaTLCA YCTPOMCTEOM

OrpaHuyeHune no BpeMeHn
Hactpaveaemoe

[0 19 pekabps 2027 .

PucyHok 154
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4.2.2.5. HacTpoinka BpemeHn 610KnpoBku MY

| BnokvpoBKa ycTpoicTBa

Cnocob pa3bnokupoBKy YCTPOWCTBa

Otnevatok
nansua

© & M

Maponb TokeH

O [OsyxdakTopHas ayTeHTUdMKaLUS
WcnonbaoBaHue naponsa U TokeHa gns
aKTusauum yCTpOl;iCTBa npu BKNOYeHUN

HacTpoiiku

OTnevaTtkv nanbua

©,
Maponb @
®

TokeH

Bnokuposka ycTpoitctsa

BrnokvpoBska ycTpoicTea
Mpw nepexoae B CriALLMA PeXUM

PucyHok 155

BriokupoBka ycTpoiicTea

He ncnonbayetcs

[Mpu nepexoae B CnAWmiA peXum
15 cekyHA

30 cekyHp,

1MuHYyTa

2 MUHYTbI

5 MuHyT

10 MUHYT

PncyHok 156

NMPUMEYAHUA:
v M3MeHeHMa  HacTpoek B MNyHKTE  MeHI
«BNIOKMPOBKA YCTPOMCTBa» MPUMEHAIOTCA KO  BCEM

YYETHbIM 3anNMCAM pPOsel, co3aaHHbIM Ha MY;

v/ Cnyy4amn, npu KOTOPbIX MOMKET OblTb 3anpolleH
naposb, onucaHol 8 n. 4.2.1.

Ona  HacTpolkm 6noknposkn MY Heobxoammo
BbIMO/IHWTL CAeaytolLMe AeNCTBUA:

— OTKPbITb MEHK CUCTEMHbIX HACTPOEK KacaHWem

3Ha4Ka @ Ha dKpaHe NPUAoKEHN (CM. PUcyHoK 1);

— KOCHYTbCA MyHKTa MEHIO «bnokMpoBKa
[
yctpouctea» [ B noapasnene «bes3onacHOCTb», B

pe3ynbtaTe 0T06PA3MTCA OAHOMMEHHAA CTpaHMLA C
HacTpoMKamum 610knposkM MY (PucyHok 155);

— BblOpaTh BpemMA A0 aBTOMATMYECKON HNOKMPOBKM
MY (PucyHOK 156), KOCHYBLLMCb COOTBETCTBYHOLMX NONEN
M NOATBEPANB AENCTBME BBOAOM TEKYLLETO MNAPONSA.

BHUMAHMUE!

v YBegomeHus byayT NPUXOANTb Ha
BbIK/IOYEHHbIN 3KPaH 3ab10KMpoBaHHOro MY;

v BapuaHTbl 3Ha4yeHui B nosne «ABTOMaTUyecKas
HONOKMPOBKA» OTAMYAKOTCA B 3aBMCMMOCTM OT BepCUM
OC Aspopa.

NMPUMEYAHUE. SkpaH MY noracHeT B cayvae, ecnu
YCTAHOB/IEHHOE BPeEMA aBTOMATU4YeCKOM 610KMPOBKM
byaeT npesbilaTbh Bpema CALWero pexxmma, Ho MY npum
3ToM He 6yaeT 3abnokmpoBaHo. [na ganbHenwemn
PaboTbl HEOOXOAMMO BKAOUMTL 3KPAH MY 1M NPOAO/IKUTL
paboTy 6e3 BBOAA Napons.
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4.2.3. lUnppoBaHme pasgena c AOMaAWHUMM NanKkamm

lUndppoBaHne pasgena C AOMAWHMMKM nNankamu — npoueaypa, nNpu KOTOpOM
BBEAEHHbI MapO/ib CpPaBHMBAETCA C MNapoibHOM dpason cnota LUKS-pasgena,
COOTBETCTBYHOLWEIO NAEHTMOUKATOPY NONb30BaATENSA.

B OC ABpopa pa3aen ¢ AOMALLUHUMM Nankamu WndpyeTcs ¢ NOMOLLbIO aAropmuTma
aes-xts-plain64 512-6UTHbIM MaCTEpP-KAKOYOM, ANA XPaHEHMA KOTOPOro MCMob3yeTca
LUKS-3aron0BOK, COCTOALLMM M3 CeayoLlmnx 8 CI0TOB:

— OAMH CNOT MCNONb3YETCA YY4ETHOMN 3aMMCbIO aAMUHUCTPATOPa;

— WeCTb CNOTOB AOCTYMHbI CO34aBaeMbIM Y4E€THbIM 3aMMCAM N0/b30BaTENS;

— OAMH CNOT pe3epBupyeTca A1A CMeHbl Naponen.

NoeHTudmMKaTop  y4eTHOM  3anMmMcKM  NoAb30oBaTens  onpedenser  HOMep
MCNONb3yeMOro Cc/a0Ta, MNPWM 3STOM B KaXAOM W3 CNOTOB XPAHMTCA MacTep-K/tou,
lWMPOBAHHbBIN NMAapOseEM COOTBETCTBYHOLLEN YY4ETHOM 3aMMCKM NONb30BaTeENA C MOMOLLbHO
anropuTtma PBKDF. Konn4ecTBo ntepaumii anroputma nogdmpaeTca Takum obpasom, 4Tobbl
NpoBepKa 04HON KOMBMHaUMM BbINONHANACL NPUBAN3NTENBHO OAHY CEKYHAY.

BHUMAHMUE! Mpwn obHosneHnn OC ao Bepcumn 5.0 1 BbILLE:

— NpW BKAtOYEHHOM WndpoBaHun: Bepcuna luks octaHeTcs Luks 1;

— NPU  BbIKAOYEHHOM WIMGPOBAHMKN: MNONb30BATE/NIbCKME AaHHble OCTaHyTCA
He3aWwndpPoBaHHbIMMN.

BbinonHeHWE cneayolWwmx AencTenin TpedbyeT BBOAA

| LLndpposaHue
KOppeKkTHoro napond wn3  cnota  LUKS-3aronosKa,
Balum nonb3oBaTenbckue AaHHble v v
i e S I COOTBETCTBYOLLErO NAEHTUDUKATOPY BbIDPAHHOM YYETHOM
ABTOPM30BaHHbIe NMosb3oBaTeNn MOryT
nonyumTb K HUM gocTyn. MpegocTaeneHve 3aNCK NMoNnb30OBaATEeNna:
AOCTyNa nosib3oBaTe 1AM OCYLLEeCTBAAETCSA No
o — pa3b/IoOKMPOBKA AOMALUHEN Nanku npu 3arpyske
[Monb3oBaTtenbckue AaHHble
8 MY;
LWndpposaHue BrnoyeHo . .
Tun yorpoiicTsa LUKS — pa3bnoknposka Ul Lipstick.
Bepcus 2
it Ons  oTobpaxeHma  cTpaHuupl  «LndposaHme»
(PucyHok 157) HeobxoauMmo  BbINOAHUTL  caeaytouimne
[NencTema:

— OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KacaHuem
3Ha4kKa @ Ha DKpaHe npunoxkeHuni (cm. PucyHok 1);

— KOCHYTbCA MYyHKTa MeHto «llndpoBaHne» B
noapasaene «be3onacHoOCTbY.

PucyHok 157
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4.3. YnpasneHvne gOCTynom

B OC ABpopa peaninm3oBaHbl C/ieaytolime mexaHn3mbl yrnpasaeHna 40CTYNOM:

— ANCKPeUMoHHoe pasrpaHudyeHne npas pgoctyna (DAC), ocHoBaHHOe Ha
cneayowmx cywHoctax (n. 4.3.1):

e OUTax paspelleHmni;

® crickax KoHTpons aoctyna (POSIX ACL) n paclimMpeHHbIx aTprbyTax cTaHAapTa
POSIX 1e;

® BO3MOHOCTAX U/UAU NEepPeYHAX BO3MOKHOCTEN — capabilities;

— pONIeBOe pasrpaHuvyeHne AO0CTyna, NpeaycmaTpuBatolLlee akTMBAUMIO MOJAUTUK
6e30MacCHOCTN, KOTOpble npeAHa3HavyeHbl Aaa ynpasaeHua ¢yHkumamm OC ABpopa
(n.4.3.2).

MPUMEYAHUE. YnpaBneHue nonutukamm 6e30nacHOCTUM  AOCTYMHO  TONbKO
aAMUHUCTPATOPY.

4.3.1. InckpeunoHHaa moae b yrnpasaeHna 4OCTYNOM
4.3.1.1. Obuwaa nHdopmaums

Mpu pa3rpaHnyeHmn paoctyna K obbektam GC OC Aspopa peanusyet
OAVNCKPEUMOHHYKD MOoZeNb pasrpaHuyeHma a[octyna. [aHHaa mogens npeanonaraet
ynpaBaeHne A0CTynom CybObeKTOB K OOBbEKTaM Ha OCHOBe MaTpMubl AOCTyna. Kaxabli
06bekT ®C (pain, nanka) MMeeT NMPUBA3AHHOTO K Hemy cybbekTa (nonb3osatens OC),
Ha3blBaeMOro Bnagesnblem. MmeHHo Bnageney (nMb6o aaMMHWUCTPATOpP) yCTaHaBAMBaAeT
npaBa A40CTyna K 06bekTy. MNpaBa AoCTyna onpeaensatoT Habop AENCTBMIA, KOTOPble CYyObeKT
MOYeT COBepPLLATb C OOBHEKTOM.

MPUMEYAHUE. [Moacuctema pasrpaHuyeHWAa A0CTyna AeNCTBYeT TONbKO AA
danNoB M NanoK, XPaHALLMXCA Ha BHYTPEHHEM HaKoNMTeNe yCTPOMCTBA.

B OC npaBa 40CTyna pa3aenatoTca Ha:

— NpaBa BNageNbla 0ObeKT3;

— MpaB.a rpynnbl, BAaaetoLllen 0O bEKTOM;

— MpaBa A1A OCTaNbHbIX CyOBEKTOB.

— Habop aencrsnit, NnoTeHUManbHO pa3pelleHHbIX CyObeKTy:

— YTeHwue;

— 3anuce;

— UCMNOJIHEHME.

MpaBa BblpaxKatoTcA AeBATMOMTOBOM MNOCNEA0BATENbHOCTBLIO, Pa3bUTOM Ha Tpu
paBHble rpynnbl, oNpeaenAtolme NpaBa BAadeNbla, rPYNMbl U OCTa/IbHbIX COOTBETCTBEHHO.
CTapwnin 6uUT onpeaenaeTr HaAMyme npaBa YTEHMA, CPeaHUn — 3anucu, MAAAWnNA —
ncnonHenma. K npumepy, npasa 740 — 111 100 000 6yayT o3HayaTb, YTO Y BAaAe/bla ecTb
NpaBa Ha YTeHMe, 3aNnCb M UCMOAHEHWE, Y TPYMNMbl — TO/IbKO MPaBa Ha YTeHME, Y OCTa/IbHOTO
MpaBa OTCYTCTBYIOT.
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NMPUMEYAHUE. YnpaBneHne maTpuuen AOCTyna OCYLLECTBASETCA KOHCOJIbHbIMMN
KOMaHAamu: chown, chgrp U chmod, A0CTYyNHbIMM Yepe3 MI «Terminal».

KomaHAbl NO3BONAKOT BbIMONHATL CAeAytoline AeNCTBUA:

— chown nos3BonseT M3ameHUTb Bnagenbua darna (chown wmma_nonb3oBaTens
nma_dainna);

— chgrp no3sonseT nameHUTb rpynny danna (chgrp mma_rpynnel uma_danna);

— chmod no3BonsAeT M3mMeHUTb NpaBa A0CTyna K Ganny:

® chmod 642 1.txt -npaBaHa pann l.txt yctaHaBamBatoTcsa paBHbiMum 110 100
010, T.e. y Bnagenbl,a NnpaBa Ha YTeHMe M 3aNKnCb, Y FPynnbl Ha YTEHWUE, Y BCEX OCTaNbHbIX
TONbKO Ha 3aMuChb;

® chmod u+x, g-w, o-r 1l.txt - B/AaHHOM Cayyae Bnaaenbuy AobaBnseTcs
NPaBO Ha UCMONHEHME, Y TPYNMNbl OTOMPAETCA NPaBO 3aNMCK, Y BCEX OCTaNbHbIX OTOMpaeTcA
npaBo 4TeHusa. [na nonyyeHne noapodbHom uHopmaumm cneayet obpaTUTbCsa K
CNPaBOYHbIM PYKOBOACTBAM MO NepeymncaeHHbIM KOMaHaaM.

NMPUMEYAHUE. HacTpoika NOAMTUKM AMCKPELMOHHOrO pasrpaHUyeHmMsa npas
noctyna aencreyeT Tonbko B PC EXT4, koTopasa ncnonb3yetca 8 OC ABpopa No yMOIYaHMIO.
CTaHaapTHbIM Habop npaB B Buae OMTOBOM Mackm noaaepxmsaetca OC ABpopa AN
cnyebHbix OC: tmpfs, sysfs, procfs.

MpuHUMN paboTbl MNOAUTUKM OMCKPELMOHHOrO pasrpaHMYeHnAa npaB A0CTyna
npeacTaBieH Ha pucyHKe (PucyHok 158).

MoHwuTop obpaweHnin

Bce cMCTeMHbIE BbI30BbI MPOXOAAT Yepes MOHUTOP 06palLeHKHA
ANnA nposepkk 6ezonacHoCTH

Qil_I pougcc NosbL30BaTeNs

[TlpocTpaHcTRO
nonb3oBsaTena

MoHuTop obpatlgHui

[NpocTpaHcTBO
agpa

Anpo OC

PncyHoK 158
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[NCKpeunmoHHOe pa3rpaHMyeHme npas A0CTyna OCYLLECTBASETCA Kaxabli pa3 npu
nonbiTke obpalleHns cybbekTa K 06bekTy, npu 3Tom o0be CyuHOCTU coaepKaT
COOTBETCTBYHOLWME aTpMbyTbl 6€30MacHOCTK, NPUHAANEKAWME ANCKPELIMOHHON Moaenw.
Anpo OC ABpopa npoBepsieT ypoBeHb A0CTyNa, HasnpyroLWMNCA Ha AaHHbLIX aTpMBYTOB C
OZIHOM CTOPOHbI U NpaBKAax pasrpaHmyenma goctyna (MP/L) c Apyroin CTOPOH®I.

[ONCKpeunmoHHoe pasrpaHMyeHmne npaB A0CTyna No3BOAAeT BAadenblly OObekTa
onpenenatb, KTo 061aaaeT NONHOMOYMAMM OCYLLECTBAATL AOCTYN K OObEKTY.

CybbeKkTamm B peanms3aumm OMCKPELMOHHOro pasrpaHuyeHma npas A0CTyna
BbICTynatoT 0b6bl4Hble npoueccbl OC ABpopa, KOTopble NpeacTaBfeHbl NPOrPamMHON
CTPYKTYpOM A4pa task struct.

Bce HMKEMMEHOBaHHblE CYLIHOCTW, TaKuMe Kak obbldHble dannbl, ¢anabl MY
(kak B61104YHbIE, TaK M CMMBOJIbHbIE), ManKW, Galbl COKETOB (MaMMNOB) C TOYKM 3PEHMSA
NMCKPEUMOHHOro pasrpaHmnyeHuna npas goctyna saapa OC ABpopa ABAAOTCA 0bObekTamu
[0CTyna, cnefoBaTebHO, TaKKe NonaaatoT Noj, AeNCTBME NOANTUK pasrpaHnyeHus.

ATpnbyTbl CyOBEKTOB A0CTyNa MCNONb3YIOTCA AN OCYLECTBNEHUA pPeLleHUnin
NONIMTUKM ONCKPELIMOHHOTO pasrpaHMYeHns npas AocTyna. B KayecTBe AaHHbIX aTpmnbyTOB
nna cybbekToB AocTyna (npoueccos) 06s3aTeIbHO NPUMEHAIOTCA CaeayoLLme:

— 3dPeKTUBHbIN MAEHTUGUKaTOP (Yncno) Bnagensua npouecca (PID);

— 3dPeKTUBHbIN MaeHTUGKUKaTOp (Yncno) rpynnel npouecca (GID);

— MeTKa BO3MOHOCTU UM BO3MOXKHOCTb (capability) ctangapTa POSIX.1e;

— Y/IeHCTBO Mpouecca B AOMNOJAHUTENbHbIX (HE OCHOBHbLIX) rpynnax (npw
HeobxoaMMOoCTH).

YKa3aHHble aTpnbyTbl CyObeKTa A0CTyNa XpPaHATCA B NPOrPaMMHON CTPYKType s4pa
task structc M OUEeHMBAKOTCA CUCTEMHbIMW BbI3OBaMU.

ATpnbyTbl 06BbEKTOB AOCTYMNa TaKKe MCMNO/b3YyoTCA ANA OCYLLECTBAEHNA pelleHn
NONIMTUKM ONCKPELIMOHHOTO pasrpaHMyeHns npas AocTyna. B KayecTBe AaHHbIX aTpmnbyTOB
obbeKTa AOCTYyNa NPUMEHAIOTCA creaytoLLme:

— Bagenel ob6bekTa;

— B/lageneL, rpynnbl 06bekTa;

— BUTbI NpaB AOCTYN3;

— JONOJIHUTENIbHbIE aTPUOYTbl CMMCKOB KOHTPOAA A0CTyna B COOTBETCTBMU CO
ctaHaaptom POSIX.1e ACLs.

ATpnbyTbl 0O6BEKTOB A0CTYNa COXPAHATCA U ydnTbiBatoTCA aapom OC ABpopa, a
TaKKe XPaHATCA B WHAEKCHbIX geckpuntopax OC, pasmelleHHOW Ha [AMCKOBOM
npoctpaHcTee MY.

MpaBmaa ANCKPELIMOHHOMO pa3rpaHnyeHma npas 40CcTyna onpeaenstor:

— KakMm 06pa3om KOHKPETHbIM npouecc (CyObeKT) MOXKET OCYLLECTBAATL MOMbITKY
NO/NIYY4EeHUss [0CTyna K OOBEKTy, OCHOBbIBAsSCb Ha YKasaHHbIX Bbille aTpubyTax
H6e30nacHOCTU;

— KakMM 00pa3om M Mpu KaKMx YCNOBUSAX aTpmbyTbl He30macHOCTU cybbekTa wu
06beKTa NPUHMMAIOT HOBbIE 3HAYEHMA.
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4.3.1.2. Obulee onncaHmne NpmUBUAETNIA

MpuBunerns nporpammbl 6asmpyeTca Ha Ccaeaylowmx 3HayYeHuax aTpubyTos
npouecca:

— aTpunbyT apdekTmeHoro UID (PID);

— aTpmbyT addeKkTnBHOM rpynnbl npouecca (GID);

— Habop (CNMCOK) YNeHcTBa AOMOAHMTENbHbLIX TPYNM npouecca (Npu Hanuymm),
KoTopble cyObeKT A0CTyNa (NpoLecc) MMmeeT B 1t0H0e BpeMA KM3HEHHOTO LIMKAA.

Ntobon  npouecc ¢ 3OPEKTUBHLIM  MAEHTUPMKATOPOM  HONb  CYMTaeTcA
NPUBMNErMPOBAHHbBIM M 00N1afaeT  BO3MOMHOCTbKO  HE  MNPUMEHATb  MOJIUTUKY
ANCKPELMOHHOro pa3rpaHmnyenma npas goctyna 8 OC Aspopa.

YyeTHasa 3anmMcb Cynepnosib3oBaTens accoummpoBaHa Cc wuaeHtuoukatopom O.
OaHako TexHu4yeckn aapo OC ABpopa onpeaenseT y4yeTHble 3anmck Nosib3oBaTeneit no
YMCNOBbIM MAEHTUDMKATOPAM, CNeAoBaTENbHO, TEXHUYECKM BO3MOMKHO MMETb YYETHYHO
3aNMcb Monb3oBaTend ¢ uaeHTUdMKaTtopom 0, obnagarowero MMeHem, OTAMYHbIM OT
cynepnonb3oBaTens.

Kpome Toro, aapo OC ABpopa MMeeT COOTBETCTBYIOLLMIN MEXAaHU3M OLEHKM Mpas,
basnpytowmincas Ha TpeboBaHMAX OTKpbITOro crtaHaapTa POSIX1.e ACL ana cnuckos
KOHTPOAS [A0CTyna M BO3MOXHOCTEM (capabilities), KOTOPbIM TakXe n03BOAAET
npeoaoneBaTb OrpaHUYEHUs NOANTUKM AUCKPELIMOHHOrO pasrpaHWYeHMs NpaB AoCTyna
nns cybbekta ¢ aTpmbytom adpdeKkTUBHOro naeHTndmkatopa O.

[MOCKONbKY A5 BbINOJIHEHWA NPOBEPKM NPaB AOCTyNa NPOLECChl Pa3AenatoT Ha ABe
KaTeropun: npusunernpoBaHHble (ID adpdekTnBHOro nonb3osatena paseH 0, Kak vy
cynepnonb3oBaTens) n HenpueuaernposaHHsble (ID apdeKkTMBHOro Nnonb3oBaTeNs He paBeH
0), ANA NPUBUAETMPOBAHHbBIX MPOLLECCOB BbIMOMHAOTCA HE BCE MPOBEPKM NpaB B AApe, a AN
HEeNPUBUAETMPOBAHHbIX MPOLLECCOB BbIMONHAETCA MNOMHAA MNPOBEPKA Ha OCHOBE
BO3MOXHOCTen npouecca (obblyHO adpdekTnsHoro UID, addektmBHoro GID M cnmcka
[ONONHUTENbHbIX rpynn).

B aanpe OCABpopa BCe TnNpuBUAETMKU, CBA3aHHblIE C CyMNepno/ib30BaTeNEM,
pa3zeneHbl Ha HECKO/IbKO YacTel, Ha3blBaeMblX BO3MOXHOCTAMM (capabilities),
KOTOPbIe MOXHO pa3pellaTb 1 3anpeLlaTb HE3aBUCUMO APYr OT Apyra. BO3MOXHOCTM TaKKe
ABNAOTCA aTPUOYTOM HUTMU.

Hanpumep, ecnm Kakon-nnbo npouecc nbiTaeTca co3aaTb cneumnansHbln dann MY,
MCNONb3yA ANA 3TOr0 CUCTEMHbIN BbI30B mknod (), Aapo OC ABpopa NOMUMO NMPOBEPKMK
NMNCKPELIMOHHbIX NPaB BbINOHAET CAeaytoline AONONHUTEbHbIE MPOBEPKM:

— PaBHO /N HYAO 3HaYeHne 3dpPeKTUBHOIO naeHTMdPMKaTopa npouecca (cybvekTta
[0CTyna);

— pas3pelleHo M NpoLeccy Cco3aaBaTb crneuyanbHble ¢ainbl € NOMOLLbLO
COBEpLUEHMA COOTBETCTBYHOLLETO CUCTEMHOIO BbI30BA.

— OC ABpopa obecneumBaeT ANA NOJNTUKN ANCKPELMOHHOTO pasrpaHMYeHnsa npas
NOCTyNa NpUMeHeHue cneayroLinx CBOMCTB:
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— NPUHYANTENbHAsA peannsauma noaydyeHns cydbbekTamum (npoueccamun) goctyna K
0bbeKTam TONIbKO B pamMKax MOIHOMOYMN, onpeaendembix MNP/,

— Hann4me cnocobHOCTM onpeaenatb (HadHavaTb) NOAUTUKY AOCTyNa TONbKO ANA
CyOBEKTOB, MMEIOLWMX Ha 3TO NPaBa, Kak onpeaeneHo NOSUTUKOM NOSTHOMOYNIN ANA HUX;

— OoTCyTCTBME NtobObIX OrpaHnYeHnin ana cybbekTa, Mmetollero naeHtTnduratop 0.

ATpnbYTbl  AMCKPEUMOHHOro  pasrpaHuMyeHMa npas  A0CTyna  CBA3bIBAOTCA
HenocpeaCTBEHHO C 0OBEKTOM A0CTyMNa B MOMEHT ero co3aanusa. lenctamne aTux aTpmbyTos
PaAcNpoCTPaHAeTCA Ha OOBEKT A0 ero YHMYTOXEeHUs AMbo A0 Tex nop, noka aTpmbyTbl He
OyayT U3MEHEHbI.

ATpnbyTbl CyLIECTBYIOT W AeNCTBYKOT Ans Ntoboro Tmna obbeKTa, XpaHATCA B
MeTadaHHbIX GalNN0B 1 peann30BaHbl B BUAE CAeAYOWMX CYLLHOCTEN:

— 6UTbl pa3pelleHnit (basosble aTPUOYTHI);

— CNUCKK KoHTpons goctyna (ACL 1 paclimpeHHble aTpnbyThl);

— BO3MOXXHOCTU (capabilities).

CybbeKT, MaeHTMGUKATOP KOTOPOro cosnafaeT C MAEHTUPMKATOPOM BRagenblia
00bEKTA, MOXKET M3MEHATb aTpnbyTbl 0O6beKTa, BKAOYana 6a30Bble U paclUMpPEHHble BUTbI
npas (3a nckatoyeHmem cnyyaes, Koraa C HaxoAMUTCA B peXMME KTONIbKO A5 YTEHUAR).

NMPUMEYAHUA:

v BO3MOXHOCTb M3MEHATH Bnagenbla obbeKTa  AO0CTyMnHa TONbKO
Cynepnosib3oBaTento;

v BO3MOXHOCTb M3MEHATb rpynny 06beKTa 40CTyMHa TObKO 419 BAafenblLa v A/
N0/1b30BaTeNA C UAEHTUOUKATOPOM HOJb (Cynepnoab30oBaTeNb).

B cnyyae HeobxoAMMOCTU MPUCBOUTL (M3MEHUTL) HOBbIM MAEHTUPUMKATOP rPyNMbI
nna obbeKkTa, OH [0/KEH COBMaZaTb C TEKYLWMM 3HAYEHMEM OCHOBHOW rpynnbl CyObekTa
AN ABNATHCA 3HAYEHNEM TPYNMbl, YIEHOM KOTOPOM ABNAETCA CYyDBEKT.

Cynepnonb3oBaTenb YNoAHOMOYEH onpeaenatb Aobyto rpynny ans obbekTa,
M3MEHATb Bnagenbua W obble OGUTbl NpPaB, BKAKOYAA pPaCLIMPEHHble aTpubyTbl U
BO3MOXHOCTM.

CTaHOapTHbIM Habop npaB A0CTyna peann3oBaH B BMAe OMTOBOW MacKu Mpas,
Ha/faraemblx Ha Kaxkabl MAEHTUPUUMPOBAHHbLIN 00beKT. JaHHbIN CTaHAaPTU3MPOBAHHbIM
NoAXo4, M CTaHAAPTHbIN mMexaHu3m, peanmsyembin OC ABpopa, onpedeneHbl B TEKYLLEMN
cneundmraumm UNIX.03.

MPUMEYAHUE. NHanBmAayanbHble OUTbI NpaB MCNONb3YOTCA 414 YKa3aHWA NpaBa Ha
yteHne (r uam 4yetbipe), 3anucb (W WMAM ABa) WUAM BbINOAHEHME (X MAn oauH). OHM
onpeaenaArTca OTAENbHO ANA BNafesibla O0OBbEKTa, rpynmnbl, K KOTOPOW MPUHAONENKNUT
0ODBEKT, M BCEX OCTaNIbHbIX, T.€. CYObEKTOB, NAEHTUOUKATOPbLI KOTOPbIX HE COBMAAAtOT HU C
MAEHTMOMKATOPOM BAAENbLA, HW C TEKYLLMM MAEHTUDUKATOPOM rpynnbl 0OBbEKTA.

4.3.1.3. MO c NoBbILWEHHbIM YPOBHEM NPUBUAETNM

Mporpammbl, GYHKUMOHMPYIOLLME B CUCTEME M MCMOAb3YHOLWIME MOBbIWEHHbIN
YPOBEHb MPUBUIETUIA, MOTYT ObITb pa3aefieHbl Ha caeayoWwme TUnbl:
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— Nporpammsi nnu CUCTEMHbIE  C/YKObl, 3anylleHHbIe  CUCTEMHbIM
MHULMANM3ATOPOM UK sApoM. Hanpumep, nporpammel systemd nam crond;

— NPOrpamMmbl, 3anyLlEHHblE OT MMEHWM CYNepno/ib30BaTENA C Lie/Ibl0 BbINOJIHEHMUA
OYHKUMIA  aOMUHUCTPUMPOBAHMA MAKM 0BCAyXMBaHMA. Hanpumep, 3amyck MNpPOrpammbl
iptables gna ynpasnernuna M3;

— NPOrpamMmbl,  MMelLWMe  YCTAaHOBJIEHHbIM  3PPEKTUMBHbIN ~ BUT  CMEHHbI
naeHtTMdmKaTopa (setuid), ecam OUT yKasbiBaeT Ha NPUHAANENKHOCTb MNOb30BATENIO C
naeHtTnomkatopom 0.

BHUMAHMUE:

v CneposaTenbHo, Bce MO, KoTopoe paboTaeT B cucTeme, TpebyeT Hanuuus
MOBbLIWEHHbIX MPUBUAETNMIA U COAEPNKUT WAM peannsyeTr Te WM WUHble OYHKLMK
6e30MacHOCTN, MOYKHO OTHECTU K GYHKLMOHANbHbIM BO3MOXKHOCTAM He3zonacHocTh (PBO)
nmbo MPBO OC ABpopa;

v’ OctansHoe M0, paboTatoliee B CUCTEME C NOBbIWEHHbIMW NPUBUAETUAMM ANBO
6e3 Ha/NMuyMA TaKOBbIX, MPU 3TOM He peanusylollee HUKaKMX GyHKUmMIM Be3onacHoCTH,
asnaetca He B0 nam NOBO, a HenpuemaernpoBaHHbim 0.

B KoppeKTHO obcnyxmBaemon cucteme ntoboe HenpusunernposaHHoe [10
HaxoanTca noa aencremem b0 OC ABpopa M He MMeeT BO3MOMXKHOCTU BbIMTM M3-NOA €ro
nencreuna. Mpun aTom NnpeanonaraeTtcd, 4To Ntoboe HenpuemaernposaHHoe N0 He ABnAeTCA
NOBEPEHHbIM.,

MpusunernposaHHoe MO, kKoTopoe He cogaepxnt ®BO (Hanpumep, BHELWHME
MOAY/IN YPOBHA A4pa, peanusytolime onpeaeneHHble GyHKUMKU, K NPUMepy NOAAEPKKY
cneunann3MpoBaHHOro obopyaoBaHMA), AO0MKHO OblTb HAAEKHO WM30AMPOBAHO OT
ncnonb3oBaHma ¢ nomolupto P60 OC ABpopa AnAa NpeaoTBPALLEHMA AOCTyNa K HEMY B
obxoa TpebyemMbix MONHOMOYMNA.

4.3.1.4. CtaHaapTHble 6MTbl NpaB A0CTyNa

B OC ABpopa peann3oBaHbl TpW Habopa no Tpu OUTa, KOTOpble OnpeaenatoT
NONTUKY AOCTYMNa K 0OBEKTY ANA Tpex KaTeropuin nosib3oBatenen (cybbeKkTos):

— Nonb3oBaTe b-BNagenel, 06bekTa;

— NONb30BaTe M, BXOAALLME B TPYNMy, K KOTOPOM NPUHAANEKUT OO BEKT;

— BCe OCTa/IbHble NOAb30BaTeNM (He BXOAALIME B YKAa3aHHOE MHOECTBO).

Tpn 6uta B Kakaom Habope onpeaensatoT npaBa AOCTyna A0S  KaxKaoro
No/Ib30BaTENA, COCTOALLErO B OHOM M3 YKA3aHHbIX Bblllie KATEFOPUI, MPU ITOM:

— OAMH BUT OTBOAUTCA AN YTEHMA (r UK YeTbipe), KOTOPOoe PaccCMaTPMBAETCS KaK
NOTOK JaHHbIX OT 06beKTa (baina, nankum) K cydbbekTy (Npouecc, Nob30BaTe Nb);

— OAWH OBWT oTBOAMTCA ANA 3anNuUCKM UAM yaaneHua (w WaM ABa), KOTopoe
pPacCMaTpPMBAETCA KaK MOTOK AaHHbIX OT cybbeKTa (mpouecc, Nonb3oBaTeNb) K 0ObEKTY
(bain, nanka);
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— OAMH BUT oTBOAMTCA AN UCMOAHEHMA (X AWM OAMH), KOTOPOE pacCMaTpMBaeTCA
KaKk MpoLecc 3arpyskM B OMNepaTMBHYK NamATb TeKCTa MNporpaMmmbl W CaefoBaHMe
MHCTPYKLUMAM  QYHKUMIA NPOrpaMmbl, MO3TOMY KaXAbllh CyOBEKT noayyaeT AOCTyn K
Kaxkaomy obbekTy, 6asmpyAacb Ha KOMBUHaALMKN 3TUX BUTOB.

Hanpumep:

— rwx — onpeaenseT NpaBa Ha COBepLUEeHMe BCex onepaumin (4TeHue, 3anmncb U
BbINO/HEHME);

— r-x —onpeaensaeT NpaBa TO/IbKO Ha YTEHWE U BbINOJHEHME;

— r—onpeaenseT NpaBo TO/IbKO Ha YTEHME;

— --- —onpeaenaeT oTcyTCTBME NtobbIX NPaB A0CTyNa.

Mpu nonbiTKe AocTyna cybbeKTa K 0OBbEKTY pelleHne 0 NpeaocTaBAeHUM A0CTyNa
WA OTKa3e B A0CTyne BasnpyeTca Ha caeayollem airopuTme:

— ABNAETCA M MaeHTMdMKaATop nonb3oBaTens (cybbeKkTa) paBHbIM Hyato. Ecau
ABNAETCA, NPUHUMAETCA pelleHne 0 rapaHTMPOBaHUK Nt0HOro AOCTyNa Ha YTeHWe/3anucs,
UrHopmpys OuTbl npas. [loCTyn Ha BbIMOJHEHME TaKXe rapaHTMpyeTca Aas 3STOoro
naeHTUPUKaTopa cybbeKkTa, ecam OBUT MCNONHEHMA CTOMUT XOTA Obl A8 KaKoro-Hubyab
cybbekTa. [lanbHelwme NnpoBepPKN NPON3BOANTLCA He ByayT;

—ecnn  unaeHtudukatop  cybbekTa  AOCTyna  COBMaZaeT C  yKa3aHHbIM
MOEHTUPUMKATOPOM BNafenbla obbekTa, a OuTbl paspelleHnit yCcTaHOBAEHbl B
onpefesieHHble 3Ha4YeHUA, pelleHne o AO0CTyne MAM OTKa3e B A0CTyne byaeT NpUHATO B
COOTBETCTBMM CO 3HAYeHUAMM BMTOB. [anbHernwme NpoBEPKM NPOM3BOAMTLCA He ByayT,;

— eCV MAEHTUPUKATOP O4HOM M3 rpynn cybbeKTa AocTyna (MepBrUYHOM Uam ntoboin
[pyron) cosnagaer Cc UASHTUPUMKATOPOM Trpynmnbl 0ObeKTa A0cTyna, a OuTbl npas
(pa3pelweHmnin) Ans rpynnbl YCTaHOB/IEHbI B Kakoe-1Mbo 3Ha4YeHMe, pelleHne 0 40CTyne Uan
OTKa3ze B AocTyne OyaAeT NPUHATO B COOTBETCTBMM CO 3HaveHuMAMM buToB. [danbHenwmne
NPOBEPKM MPON3BOANTLCA HE DyayT;

— ecnn naeHTMduKaTop cybbekTa gocTtyna Ambo naeHTMdMKaTop Ntobon 13 rpynn,
B KOTOPOWM COCTOUT CyOBEKT A0CTYyNa, HE COBMAZlaeT CO 3HAYEHMAMM aTpmbyToB BRaaenblia
M rpynnbl Ans ob6bekTa 4OCTyNa, OLLEHMBAKOTCA 3HAYEHMA OMTOB NPaB A1 0OBEKTA COrNacHO
KaTeropuMmM WHbIX Mosb3oBaTenen. Ecnn 6GuToBas Macka nNpaB Aaa KATEropuMm MHbIX
No/Nb30BaTeNeN YCTAaHOBNEHA B Kakoe-nMbo 3Ha4YeHne, pelleHne o0 A40CTyne NPMHUMAETCS
COTNACHO YCTAHOBNEHHbIM B HeEM 3HAYeHWAM W CyDBEKTY NpeaocTaBAAeTca AOoCTyn K
00BbEKTY.

MPUMEYAHUME. Ecnm  HMKakoe W3 OMMUCAHHbIX YC/AOBUM He BbIMOJHEHO MU
naeHTMdMKaTop cybbekTa A0CTyna He paBeH 0, NonbiTKa A0CTyna 6/10KMpyeTCs.

4.3.1.5. PaclwimpeHHble aTpubyTbl U CMUCKM KOHTPOAA AOCTYNa

OC ABpopa noaaepHKMBAeT PacCLIMPEHHbIN MexaHM3m (aTpubyTbl) 0OBEKTOB, a
TaKXe CMUCKN KOHTPOIA A0CTYNa B COOTBETCTBUM C TpeboBaHmMamM cTaHgapTa POSIX ana ©C
EXT4. [aHHbIM MexaHM3M N03BOAAET CUCTeMe nNpeaocTaBNATb Hambosnee TOHKO
CTPYKTYPMPYEMbIN A0CTYN CyO6beEKTOB K 0O bEKTAM.
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K nepeyHto pacliMpeHHbIX aTpMbyTOB OTHOCATCA CAedytoLLne:

— A—(no atime updates) Bpema nonydyeHuna goctyna K danny He byaet obHOBAATbCA,
4yTo ONArONPUATHO NOBAMAET Ha NpousBoauTenbHocTb ®C B c/lydae CAMLLIKOM 4YacTbIX
obpauleHni K danny;

—a — (append only) B daln MO¥XHO TONAbKO [A0MNUCbIBATb, HO Hesb3A
yaanaTb/nepenmeHoBbiBate  (yA0OHO A1 CoobWeHnn o cobbitnax). Ecam  aTpubyT
YCTQHOB/IEH Ha MNarnke, TOo Haxoaswmeca B Hem Gainbl HeNb3s yAaNATb, MOXKHO TO/bKO
C034aBaTb HOBblE M MOAMDULMPOBATL CYLLECTBYOLLME;

— ¢ — (compressed) A4p0 Npon3BOAMT NPO3pPaYHOE CxKaThe MHopMaLmMn dalina Ha
[IMCKe, a Npu A0CTyne BO3BPALLAOTCA HECXHKATbIe AaHHbIE;

— D — (synchronous directory updates) npu moanduKauMm nankm M3MeHeHUs
CMHXPOHHO 3aMMCbIBAtOTCA Ha AMCK;

—d — (no dump) urHopupoBaTb NPU CO3AaHUN PE3EPBHOM KOMUU NPOrPaMMON
dump;

—i — (immutable) 6uT, 3anpewatowmnin nbble M3MmeHeHUsa danna (yaanatb,
neperMmeHoBbIBaTb M MoanmbuumMpoBaTtb). Ecanm aTpubyT ycTaHOBAEH Ha MNanky, TO
HaxoadAwmeca B Hel Garibl MOXHO MOANDUUMPOBATL, NPU 3TOM YAANATb UAM CO34aBaTb
HOBble $ai/ibl HEBO3MOKHO;

— j — (data journalling) ecnn ®C cmoHTUpOBaHa ¢ napameTpamm data=ordered nan
data=writeback, aaHHble ¢parina c aTUm aTpMBYTOM COXpaHATCA CHavana B KkypHan ®C, n
Wb 3aTem B dann. ATpubyT ycTaHaBAMBAETCA M CHUMAETCA TONIbKO Cynepnoib3oBaTenem
M He AeNCTBYET NPU MOHTUPOBAHMM C NapameTpom data=journal (T.K. B 3TOM C/ly4ae AaHHbIe
TaK)Ke COXPaHAIOTCA CHa4yana B XKypPHaN M aTpMOYT He MMeeT CMbICNa);

—s — (secure deletion) nonHoe ypaneHune ¢anna (Mecto Ha AWCKe, rae OH
HaXOAMCA, 3aMONHAETCA HYIAMM);

—S — (synchronous updates) npamas 3anuMcb Ha [AMCK 6e3 K3WWpoBaHUA
(obHOBNEHME B dalie NPoncXoamT Ha AUCKE CUHXPOHHO ¢ MI, M3MEeHAWMM AaHHbIN
daiin);

— u — (undeletable) npn yaaneHun danna ¢ TakMm aTpnUOYTOM €ro CoaepKnmoe
COXPaHAETCsA, YTO NO3BOMAET YCMNewWwHO UCNOAb30BaTb MHCTPYMEHTbI /19 BOCCTAHOBIEHMS
yAaneHHbIX $pannos;

— T —nanka c TakMm aTpMOYTOM CYMTAETCA PACNONIOKEHHbBIM Ha BEPLIMHE MepapXmm
Manku C Lie/1blo MCMO/Ib30BaHUA MeToda pacnpeaeneHuns 6aokos OpoBa;

— t— B KOHeL, dalina c TakKum aTpMbyTOM HEBO3MOKHO NPUCOEANHUTL APYron dann
(tail-merging). Ha momeHT HanucaHua ext2 u ext3 He nopgaep:kmBanu tail-merging (He
CYMTadA IKCNEepPUMEHTaIbHbIX NaTyen);

—E — vyKasbiBaeT Ha HaauMuMe OWWMDOOK npu cxatum danna. HeBO3MOXKHO
YCTaHOBWUTb/CHATL C MOMOLLBIO chattr, MOXHO NLLIb MPOCMOTPETb KOMAH/A0MN 1sattr;
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— € — YKa3bIBaeT, YTo daln UCnonb3yeT AONOAHEHMA AN Pa3MelleHna B610KOB Ha
nncke. HeBO3MOXKHO YCTaHOBUTL/CHATL C MOMoOLLblo chattr, MOXHO NULLbL NPOCMOTPETL
KOMaHAOoW lsattr;

— | — yKa3bIBaeT, YTO Nanka Oblna NPOMHAEKCMPOBAHA NPM MCNONb30BaHUKM htree.
HeBO3MOKHO YCTaHOBUTL/CHATL C MOMOLLbIO chattr, MOXHO NLLbL NPOCMOTPETb KOMaHA0M
lsattr;

— H — yKasbiBaeT, 4To Ppann xpaHUT cBon 610KkM B eanHmuax ®C, a He B eAMHMLIAX
CEKTOPOB, 3TO O3Ha4vaeT, YTo dann nmeet pasmep 6onee 2TB (MM Korga-To 3aHMMaAn).
HeBO3MOKHO YCTaHOBMTL/CHATL C MOMOLLbLO chattr, MOXKHO ML MPOCMOTPETb KOMaHAOM
Isattr;

— X — YKa3blBaeT Ha Ha/InyMe BO3MOXKHOCTM NOAYYUTb NMPAMOM HENOCPEACTBEHHbIN
[OCTYN K CXKaToMy dariny. HeBO3MOXKHO YCTaHOBUTL/CHATL C MOMOLLLbO chattr, MOXHO nLLb
NPOCMOTPETb KOMAaHAOM lsattr;

— Z — yKasblBaeT, YTo cxKaTblit dpann is dirty. Henb3s ycTaHOBUTL/CHATL C MOMOLLbIO
chattr, MOXHO NMLLb NPOCMOTPETb KOMAHAOM 1sattr.

MpocmoTp aTpmnbyToB ocyuwecTsaseTcs ¢ nomoubto NPBO 1saatr, a yCTaHOBKA UK
Mmoandukauma ocyuectensetca ¢ nomouwbto MPBO chattr. Mpu 3TOM aTpmbyTbl ANSA
0OBEKTa COXPAHATCA B MeTaZaHHbIX 06beKTa (i-node) PC EXT4.

PacwmnpeHHble aTpubyTbl ACL coaeprkaT cneaytoLlyto MHGOPMaLMIO:

— NMPU3HaK (MeTKa) TMNa 3Ha4YeHMA CNUCKa KOHTPOAS A0CTYNa;

— yTouHAoULlee 3HaYeHMe (YTOYHAET NpeablayLumii Npu3Hak);

— Habop npaB, KOTOpbIA onpeaendeT AUCKPELMOHHble npaBa Ana cybbekTa,
MCNONb3yA CHayaa NPU3HaK TUMNa, a 3aTEM ero yTOUYHAKLLee 3HaYeHHMe.

CyLwecTByHOT cneaytolme NpmusHaKu:

— ACL_GROUP — onpejendaeT BO3MOXHOCTb AOCTyna AnAa cybbeKkTa, y KOTOpOro
naeHTMOMKATOP rpynnbl COBNaAaeT CO 3HAYEHWEM, YKa3aHHbIM ANA TPynnbl B COMUCKE
KOHTPOAS A0CTyNa 06beKTa B KaYecTBe YTOYHAIOLWETO 3HAYEHNS;

— ACL_GROUP_OBJ — onpejenaeT BO3MOXHOCTb A0CTyNa 414 CyObeKTa, y KOTOPOro
NAEHTUPUKATOP rpynnbl (MK Ntodon N3 MaeHTMGUKATOPOB rpynnbl cybbeKkTa) COBMNaAaeT co
3HayeHMem naeHTUdMKaTopa rpynnbl 0O6bEKTA;

— ACL MASK — onpefenaeT MakCMMasibHO BO3MOXHOe 3HayeHne 6UToB npas AnA
rpynnel MAK rpynn;,

— ACL_OTHER— OnpefenseT npasa AoCTyna ANna cybbeKkTos, KOTOpble He MOTyT BbITb
COOTHECEHbI C Nt0ObIM 3HaYeHMEM MAEHTMOMKATOPOB, YKA3aHHbIX B CMMCKE KOHTPOAA
NOCTYNa;

— ACL_USER — onpegenseT npasa A/1a CyObeKTa, MAEHTUPUKATOP KOTOPOro yKasaH
KaK YTOYHAOLLEe 3HaYeHMe BNadebla 00beKTa;

— ACL _USER OBJ — onpefenseT npasa A0CTyna ANnA obbekTa, naeHtTMdukatop
KOTOPOro coBNafiaeT co 3Ha4YeHnemM Bnaaenbla obbekTa.
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YTouHAKWEee 3HavyeHWe — 3HavyeHuWe, Tpebyemoe npM3HAKOM ACL GROUP U
ACL USER. OHO MOXeT coaepxaTb WAeHTUOMKATOp MNONb30BaTeNs WAWM rpynnbl, ANA
KOTOpbIX OyAeT NPUHMMATbCA pPelleHne O NpeaoCTaBAeHWM AO0CTyna B COOTBETCTBUM C
HbuTamm npas.

MpaBa AocTyna Aas CNMCKOB KOHTPOAA A0CTyna ACL — CYLWECTBYIOT Kak OuUTbl
3HaYeHU npas, O3Ha4aoLWMX YTeHune (r), 3anucb/yaaneHune (w) UAM BbINONHEHWE/NOUCK
(x).

OTHOWeEHWA, BO3HMKatOLWME NP NPUHATM PELLUEHNI B MOMEHT CpaBHeEHNA Ha30BbIX
npas (BMTOBON MACKM) U PaACLUMPEHHbIX MpPaB (CMMCKOB KOHTPOAS A0CTyna), COCTOAT B
cneayolem:

— CMUCOK KOHTPOJIA A0CTyna ACL cyMTaeTca o06A3aTeNbHbIM MANM MWUHMMANbHO
HeobxoAMMbIM ANA TUNOB ACL USER OBJ, ACL GROUP OBJ W ACL OTHER;

— TUNbl ACL_GROUP MAWM ACL_ USER CYMTAIOTCA PACLUIMPEHHBIMM M OLLEHMBAKOTCA MpW
HaMYNK;

— N0 YMONYaHWIO (eCn He yKa3aHo MHoe) TMN ACL USER _OBJ, ACL GROUP OBJ U
ACL_OTHER NPUHMMAIOT 3Ha4YeHna, coBnagatowime ¢ 6a3oBbiM 3Ha4YeHeM BUTOBOM MacKK
BAaAenbla 1 rpynnbl 06bekTa;

— eC/IM YKa3aHbl yTOYHAIOLWME 3HAYeHMA ANA TMNoB ACL GROUP M ACL USER, KakK
MUHUMYM OAHO 3HayeHWe Tuna ACL MASK AO/IKHO ObiTb yKa3aHo. MHave Tvn ACL MASK
TaK¥XXe CYMTaeTcA HeobA3aTebHbIM, M €ro 3Ha4YeHne MoXKeT BbiTb He yKa3aHo.

[MpoBepKa pacliMpPeHHbIX NpaB Npu onpeaeneHMn NonbITKM A0CTyna cybbekTa K
0OBEKTY, Ha KOTOPOM YCTaHOB/EHbl paclWmpeHHble atpmbyTtbl ACL, npoucxoamt no
cneayouemy anropuTmy:

1) ECIA: noeHTUdUMKaTop cybbekTa A0CTyna coBnagaeT C MaeHTUdMKATOpOMm
BNafenbla obbeKkTa A0OCTYNa;

TOrJA: oueHMBAtOTCA 3HAYEHMA 3aMNPOLLEHHbIX MPaB, yCTaHOBAEHHbIX B 06beme AN
TMNa ACL USER_OBJ, M CyObeKT nony4aeT AOCTyn K 06beKTy B 06beme yKa3aHHbIX Npas;

NMHAYE: nocTtyn 6iokmpyeTcs;

2) EC/IUN: naeHTndunKatop cybbekTa A0CTyna COBMafaeT C NOObIM YyKa3aHHbIM
MOAEeHTUOMKATOPOM BaaZenbla obbeKkTa AOCTYNa, YMTOMAHYTbIM ANA TMNa ACL USER;

TOlJA: oueHMBaOTCA 3HAYEHMA 3aMPOLLEHHbIX NPaB, YCTAaHOB/NEHHblE B 0bbeme
CHa4ana 4na TMna ACL USER, a 3aTeM ANA TMna ACL MASK, U CyObeKT nonyvaeT AOCTyn K
00beKTYy B 06beme yKa3aHHbIX Npas;

UHAYE: noctyn 6n1oKknpyeTcs;

3) EC/IN: ocHOBHOM MK A0DaBOYHbIA MAEHTUGUKATOP rpynnbl cybbeKTa A0CTyNa
coBnagaet c /ObObIM  yKa3aHHbIM  MAEHTUPUKATOPOM rpynnbl OObEKTA A0CTyNa,
YyNOMAHYTbIM 414 TUNA CHavyana ACL GROUP_OBJ, a 3aTeM ACL_GROUP;

TOlAA: oueHmnBaroTCA NpaBa Ana npusHaka tmna ACL._MASK,

M EC/IN: npaBa A0CTyNa coAep»KaT 3anpoLleHHble 3Ha4yeHmna aas ntoboro 1m3 TMnos
ACL GROUP OBJ, ACL GROUP, ACL MASK;

TOMOA: gocTyn npeAocTaB/iAeTca;
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NMHAYE: noctyn 6nokumpyeTcs.
4.3.1.6. MexaHu3M pa3pelieHnit HabopoB BO3MOXKHOCTEN

OMUCAHUE: anAa BbINONHEHMA NPOBEPKM MNpaB A0CTyna cybbeKkTbl AocTyna
Pa3nenAoT Ha ABe KaTeropuu: npusuaermpoBaHHble (ID addeKkTMBHOro nonb3osatens
PaBeH HY/l0, KaK Yy Cynepnosib3oBaTensa), U HenpusuaernpoBaHHble (ID appeKkTUBHOro
NO/NIb30BaTENA HE PaBEeH HYH0).

CMUCOK PA3PELUEHUM: BO3MOXKHOCTM, peannsoBaHHble B coctase OC ABpopa, a
TaKXe onepaunn nam noseneHue, paspellaemsle aHHbIMU BO3MOXKHOCTAMM:

— CAP AUDIT CONTROL — MO3BO/NAET BK/AtOYaTb WM BbIKIKOYATL ayauT AApa,
M3MEHATb GUAbTPYIOLLME NpaBMaa ayamTa, NoaydaTb COCTOAHME ayaAuTa U GuabTpyrowme
npasuna;

— CAP AUDIT WRITE — NO3BO/IAET 3aMM1CbIBATb AAHHbIE B }KYPHaN ayanTa A4Pa;

— CAP_BLOCK SUSPEND — MO3BOJIA€T WMCMO/Ib30BaTb BO3MOMHOCTKM, CMOCOOHbIE
NPEMBOAUTL K ONOKMPOBAHUIO MPUOCTAHOBKM cCUCTEMbI (epoll (7) EPOLLWAKEUP,
/proc/sys/wake_lockﬁ

— CAP_CHOWN — NO3BONAET BbIMONHATL MPOM3BOJIbHbIE M3MEHEHMA GaNoBbIX UID U
GID;

— CAP_DAC OVERRIDE — MO3BO/IA€T MPOMyCKaTb MPOBEPKM AOCTyna K danny Ha
YTeHMe, 3aNncCb 1 BbINOHEHUE;

— CAP_DAC READ SEARCH — NO3BONAET NPOMYCKaTb NPOBEPKMN A0CTYNa K danny Ha
YyTeHMe M [0CTyna K MNanke Ha YTeHMe U BbIMOMIHEHME; BbI3blBAaTb  (QYHKLMIO
open_by_handle_ato;

— CAP_FOWNER — NO3BO/IAET BbINONHATL CAeAylowme AenCTBUA:

® MponyckaTb MPOBEPKM AOCTyna ANA onepauuin, KoTopble 0bblMHO TpebytoT
cosnageHus UID ®C npouecca n UID danna (Hanpumep, chmod, utime), MCKAOYanA
onepaumn, oxeatbiBaeMble CAP. DAC_OVERRIDE M CAP DAC READ SEARCH;

® YCTaHaBAMBATb PaCLUMPEHHbIE aTPUOYTbl MPOM3BONbHbLIX GanNoB;

® YCTaHaBAMBATb CNUCKM KOHTPOoAA aocTyna (ACL) npon3BonbHbIX Galinos;

® ITHOPMPOBATb 3aKPENAAWNMIA BUT Npn yaaneHnn ¢anna;

e 33aaB8aTb O_NOATIME ans npon3BosibHbIX PaioB B open M fcntl;

— CAP_FSETID — MO3BOJIAET HE O4MlaTb OUTbl pekuma set-user-ID U set-
group-1ID Npu M3MeHeHUN baina, a TakKe yCTaHaBAMBaTb OUT set-group-ID Ha dann, y
KoToporo GID He coBnagaer ¢ outom OC mam nwobbimm  gononHuUTeNbHbIMKM  GID
BbI3bIBAOLLEr0 NPOLEecCa;

— CAP IPC LOCK — no3BosnAeT 6nokuposatb namaTtb (mlock(2), mlockall(2),
mmap(2), shmctl(2));

— CAP_IPC OWNER — MO3BOJIAET He BbINOMHATb MPOBEPKM AOCTyNa A8 Onepauum ¢
obbekTamm System V IPC;

— CAP _KILL — MNO3BOJIAET He BbINOJHATL MPOBEPKM MPW OTMPaBKe CUIHANOB.
K AaHHOM BO3MOXHOCTN OTHOCMTCA MCNOJIb30BaHMeE ioctl (2) C onepaumen KDSIGACCEPT;
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— CAP LEASE — NO3BO/IAET YCTaHaBANBATb apeHy Ha NPOW3BO/bHble Galnbl;

— CAP LINUX IMMUTABLE —NO3BOAAETYyCTaHaBAnBaTb inode-dnarn FS_APPEND_FL
nFS_IMMUTABLE_FL;

— CAP_MKNOD — M03BONAET CO34aBaTb creuunanbHble Garnbl C NOMOLLbIO mknod (2) ;

— CAP NET ADMIN — MO3BO/AET BbINONHATL CAeAyOLMe CeTEBblEe Onepauum:

® HACTpPOWMKa MHTepdeinca;

e ynpasneHue |IP M3, TpaHCcasUMEN aApecoB 1N BeAEHNEM YYeTa;

® M3MeHeHMe TabaunlLbl MapwpyTM3aumu;

® NpuMBA3Ka K NtobomMy agpecy ANA NPO3PaYHOro NPOKCMPOBAHMA;

® Ha3Ha4yeHune TUMna CepPBUCa;

® O4YMCTKA CTAaTUCTMKM ApanBepa;

® BK/IIOYEHME peXxMMa 3axBaTa (promiscuous);

® BK/IHOYEHME MHOr0aZpPeCHbIX PACCbIIOK (multicasting) ;

® ICMO/1b30BaHNE setsockopt (2) AJ1A BK/AOYEHWA CNefytowmx napameTpos
COKeTa: SO DEBUG, SO MARK, SO PRIORITY (4NA NpuMopuTeTOB BHe Amana3oHa 0-6),
SO _RCVBUFFORCE U SO SNDBUFFORCE;

— CAP NET BIND SERVICE - no3sosAeT NPVBA3bIBATH COKeT K
NPUBUNETMPOBAHHbLIM NOPTam JomeHa ceTn NHTepHeT (Homepa nopToB meHbliue 1024);

— CAP _NET RAW— MNO3BO/IAET BbINONHATL CAeAyloWwme AeNCTBUA:

® ICMO/1b30BaTb COKeTbl RAW M PACKET;

® NpPKBA3bIBATLHCA K NIOOOMY aZpecy A1A NPO3PavYHOro NPOKCMPOBAHUSA;

— CAP_SETGID—NO3BOJIAET BbIMNOJHATL MPOMN3BO/bHbIE AencTBmA ¢ GID npouecca u
CMMCKOM agononHuTenbHbix GID, a Takxe nogaensiBatb GID npu nepenaye BO3IMOXHOCTEMN
COKeTa 4epe3 pgomeHHble cokeTbl UNIX; 3anucbiBaTb oTobpaykeHue |ID rpynnbl B
N0/1Ib30BaTEe/IbCKOE MPOCTPAHCTBO MMEH;

— CAP_SETFCAP — NO3BONAET HAa3Ha4yaTb GainnoBble BO3MOXHOCTM, MPW STOM:

e ecin darNoBble BO3MOMHOCTM He MNOAAEPKMBAOTCA: MNPeAoCTaBAATb M
0T3bIBaTb /ItOOYIO BO3MOMKHOCTb B CMUCKE pPa3pelleHHbIX BO3MOXHOCTEN BbI3blBAOLLLETO
nnn ntoboro apyroro npouecca (aaHHoe cesoctso CAP_SETPCAP HeaoCTynHO, ecam a4p0
cobpaHo ¢ noaaepKKon ¢parnnoBbix Bo3morkHocTel, T.k. CAP_SETPCAP nmeeT NONHOCTbIO
NPYryto CEMaHTUKY Y TakMX Aaep);

e ecin  dannoBble BO3MOXMHOCTM NOAAEPKMBAKOTCA: A00aBAATL  NOOYIO
BO3MOHOCTb M3 OrpaHMymMBatollero Habopa BbI3bIBAOWEN HUTU B €€ Hac/neayembli
Habop; OT3biBaTb BO3MOXHOCTM W3 OrpaHu4mBatowero Habopa (c nomouwbto prctl(2) c
onepauuenn PR_CAPBSET DROP); nameHaTb pnarm securebits;

— CAP_SETUID — NO3BOJIAET BbIMNONHATL NPOM3BO/IbHblE AencTena ¢ UID npouecca
(setuid(2), setreuid(2), setresuid(2), setfsuid(2)); noagensiBate UID npu
nepegaye BO3MOXHOCTEM COKeTa u4epe3 JAomMeHHble cokeTbl UNIX; 3anmcbiBaTb
oTobparkeHue |ID nonb3oBaTeNA B NOAb30BaTE/IbCKOE NPOCTPAHCTBO MMEH;

— CAP_SYS ADMIN M03BO/IAET BbINONHATL CAeAyloLline AeNCTBUA:
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e pelwaTb 3a4a4M ynpasnaeHua cuctemor: quotactl(2), mount(2), umount(2),
swapon(2), swapoff(2), sethostname(2) n setdomainname(2);
® BbIMO/IHATL NPUBUAETMPOBAHHbIE onepaumn syslog(2) (ana aaHHbIX onepaLuni
HeobxoamMmo ncnosbzosatb CAP_SYSLOG);
® BbINONHATL KoMaHay VM86 REQUEST IRQ vm86(2);
® BbINOHATL onepaummn IPC_SET n IPC_RMID Haa Nnpon3BObHbIMK 0ObEKTaMM
System V IPC;
® repesanncolBaTb orpaHundeHuna pecypca RLIMIT _NPROC;
® BbIMO/IHATb ONepaLUum Haa, paclumMpeHHbIMM aTpnbyTamu trusted u security;
e ycnonb3osaTth lookup dcookie(2);
® ICN0/1b30BaTh ioprio_set(2) Ans Ha3Ha4YeHMA KNacCoB NAAaHMPOBAHMA BBOAA-
BbiBoAa IOPRIO_CLASS_RT n IOPRIO_CLASS IDLE;
e nogaenviBaTb PID npm nepegaye BO3MOMKHOCTEM COKeTa Yepe3 AOMEHHble
cokeTbl UNIX;
® nNpesBblWwaTb /proc/sys/fs/file-max, CUCTEMHOE OrpaHW4YeHMe Ha
KOZIMYECTBO OTKPbITbIX GaoB B CUCTEMHbIX BbI30BaX, OTKPbIBAtOWMX danabl (Hanpumep,
accept (2), execve(2), open(2), pipe(2) ),‘
® 3371eMCcTBOBaTL GaarM CLONE *, cO3A4aloWme HOBble MPOCTPAHCTBA MMEH C
MOMOLLbIO clone (2) Munshare (2) (A1A CO34aHMA NOb30BATE/NbCKMX MPOCTPAHCTB MMEH
He TpebyeTca HUKAKMX MHbIX BO3SMOMXHOCTEN);
® BbI3blBATb perf event open(2);
® M0/1ly4aTb AOCTYN K MHGOPMALMM O NPUBUAETMPOBAHHOM CObbITUK perf;
® Bbi3bIBaTb setns(2), TpebyeTcA CAP SYS ADMIN B MPOCTPAHCTBE WMMEH
Ha3Ha4YeHus;
® BbI3blBATb fanotify init (2);
BbI3bIBATb bpf (2);
® BbINO/JIHATb ONepauum KEYCTL CHOWN M KEYCTL SETPERM B keyctl (2);
® BbINO/IHATb ONEepPauunto MADV HWPOISON B madvise (2);
® 33/1eMCTBOBATb TIOCSTI B ioctl (2) ANA BCTAaBKM CMMBOJIOB BO BXOAHYHO
oyepenb TeEPMMHANA, OTANYHOrO OT YNPaBAAIOLLErO TEPMUHANG, BbI3bIBAIOLLETO;
® 331€eMCTBOBATb YCTAPEBLNIM CUCTEMHbIN BbI30B nfsservctl (2);
® 33/1eMCTBOBATb YCTAPEBLUMN CUCTEMHbIN BbI30B bdflush (2);
® BbIMONHATbL Pa3/IMYHblE MNPUBMAETMPOBAHHbIE OMepaunm ioctl (2) Haa
6104HBIMU MY;
® BbIMOMHATL Pa3/IMYHblE NPUBUAETMPOBAHHbIE onepaunmn ioctl (2) Haa PC;
® BbIMONHATb aAMUHUCTPATUBHbIE ONepaunn Haa apansepamm MY;
— CAP SYS BOOT — N0O3BONAET NCNONb30BaTh reboot(2) n kexec_load(2);
— CAP SYS CHROOT — MO3BONAET UCNONb30BaTb chroot (2);
— CAP SYS MODULE — MO3BOJAET 3arpy*aTb M BbIFPYXKaTb MOAYAN AAP3;
— CAP SYS NICE NO3BOJIAET BbIMOAHATL CAeAytoLne AeNCTBUA:
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® MOBbILLIATb 3HAaYEHME YCTYNYMBOCTM NPOLLeCcCa (nice (2), setpriority(2))
N U3MEHATb 3HaYEHMNE YCTYNYMBOCTUN Y NPOM3BOIbHbIX MPOLECCOB;
® HasHayaTb MNOJINTUKMN NNAHUPOBAHNSA PEaNbHOrO BPEMEHU A5 BbI3bIBAKOLWETO
npouecca, a TaKXe MONUTUKM NNaHMPOBaAHMA U MNPUOPUTETbI ANA MPOU3BO/bHbIX
npoueccos (sched setscheduler (2), sched setparam(2), shed setattr(2));
® BbIMNONIHATL MPUBA3KY K 3NEKTPOHHOW noanucu (3M) Ana Npom3BOAbHbIX
npoueccos (sched setaffinity (2));
® HasHayaTb KAacC MNAAHUMPOBAHWA BBOJA-BbIBOAA W NpPUOPUTET AR
NPOW3BOIbHbIX MPOLLECCOB (ioprio set (2));
® NPUMEHATL migrate_pages(2) K NpPOM3BOAbHLIM MpoLeccam Aas  UX
nepemeLleHma Ha NPON3BO/bHbIE Y3/ibl;
® NMpPUMeHATbL move_pages(2) K NPOM3BO/IbHbIM MPOLLECCAM;
e ycnonb3osatb dnar MPOL_MF_MOVE_ALL B mbind(2) n move_pages (2);
— CAP_SYS PACCT — NO3BOJIAET UCMONb30BaTb acct(2),
— CAP _SYS PTRACE — NO3BO/AET BbINONHATL CAefytolne AeiCTBUA:
® TPaccMpoBaTh 10BN NpoLecc ¢ noMmollbto ptrace(2);
e NpumeHaTb get_robust_list(2) K Npon3BOIbHLIM NpOLLECCaMm;
e NepemellaTb AaHHble B/M3 MaMATU MPOU3BOJIBHOIO MpoLecca C NOMOLLbO
process_vm_readv(2) n process_vm_writev(2);
® 113y4yaTb NpoLecchl ¢ nomoulbto kemp(2);
— CAP _SYS RAWIO — MO3BOJIAET BbINONHATL CAeAyloLLmMe AeNCTBUA:
® BbIMO/IHATL ONepaLUum BBoAa-BbIBOAa U3 nopToB. (iopl(2) nioperm(2));
e paspelwaTb A4OCTyN K /proc/kcore;
e 33/eMcTBOBaTL onepauuto FIBMAP B ioctl(2);
e OTKpbIBaTb MY Ana AocTyna K cneumanbHbim pernctpam x86 (MSR);
06HOBAATL /proc/sys/vm/mmap_min_addr;
® C03/aBaTb OTODOPaXKEeHUss MamMaATM MO agpecam, MeHblle 3Ha4YeHus, 3a4aHHOro
B /proc/sys/vm/mmap_min_addr;
e oTObpaxkaTb dparnbl 8 /proc/bus/pci;
® OTKpbIBaThL /dev/mem u /dev/kmem;
® BbINOJIHATb Pa3/iInyHble KomaHabl MY SCSI;
® BbINO/IHATL onpeaeneHHble onepaumn ¢ MY hpsa(4) v cciss(4);
® BbIMO/IHATb HEKOTOPbIE CNeLnanbHble onepaumum ¢ ApyrMmm yCTPOMCTBaMU;

— CAP_SYS RESOURCE — M03BO/IAET BbINOJHATL CeAytolime AeNCTBUA:
® 1ICMO/1b30BaTb 3ape3epBMPOBaHHOE NPOCTPaHCTBO OC ext?2;
® COBepllaTb BbI30BbI ioctl(2), ynpaBaatouime KypHanmpoBaHnem ext3;
® MpeBbIlaTbh OrPaHNYEeHNe ANCKOBOrO NPOCTPAHCTBA;
® yYBE/IMYMBATb OFPAHNYEHNA NO pecypcam;
® NepesanuncoiBaTb orpaHnyenmne pecypca RLIMIT _NPROC;
® MpeBblIlaTh MAaKCMMaibHOE KOIMYECTBO KOHCOEN MPW BblAEEHNM KOHCON;
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® MpeBbIWaTh MAaKCUMa/IbHOE KONMYECTBO PACKNAL0K;

® ICNONb30BaTb bonee, yem 64 ' npepbiBaHMA M3 4aCOB PeasibHOro BPEMEHM;

® Ha3HayaTb 3HavyeHMe msg_qbytes oyepeam coobuieHuin System V Bonblie
orpaHuyeHus /proc/sys/kernel/msgmnb;

® MpeBbIlaTh orpaHudeHne /proc/sys/fs/pipe-size-max npu HasHaYEHUM
BMECTMMOCTW KaHana C MoMoLLblo KomaHabl F_SETPIPE _SZ vy fentl(2);

e ycnonb3oBaTb F_SETPIPE_SZ ans yBenmyeHua BMeCTMMOCTM KaHana bonblue,
Yyem orpaHuyeHue, 3agasaemoe B /proc/sys/fs/pipe-max-size;

e MpeBbIlWaTh orpaHunyeHme /proc/sys/fs/mqueue/queues_max npu cosgaHum
ouepener coobueHmn POSIX; 3aaercTeoBath onepaumto PR_SET MM B prctl(2);

e yctaHaBnmBatb /proc/PID/oom score_adj B 3HayeHWe MeHbllee, Yem
nocneaHee yCcTaHoB/AeHHOe 3HavYeHue npoueccom ¢ nomoubto CAP_SYS RESOURCE;

— CAP_SYS TIME — NO3BO/IAE€T HAaCTpamBaTb CUCTEMHbIE Yachl (settimeofday (2),
stime (2), adjtimex (2)) W Yacbl peasbHOro BpeMeHu (annapaTtHblie);

— CAP SYS TTY CONFIG — TMO3BO/IA€T  WMCMNOAb30BaTb  vhangup (2) 7
33/1eMCTBOBATb Pa3/INyHble NPUBUAETMPOBAHHbIE ONepauum ioctl (2) C BUPTyasibHbIMM
TepMMHaNamu;

— CAP SYSLOG — N0O3BO/IAET BbIMONHATL CeAylolimMe NeNCTBUA:

® BbIMO/IHATL MPUBUAETMPOBAHHbIE onepaumn syslog(2);
e NpocMaTpMBaTb aapeca aapa, oTobpaskaemble B /proc 1 Apyrnx nutepdericax,
Koraa 3HadyeHune /proc/sys/kernel/kptr_restrict pasHo 1;

— CAP WAKE ALARM — YycTaHaBiuBaTb TalMmepbl CLOCK_REALTIME_ALARM n
CLOCK_BOOTTIME_ALARM npu npobyKaAeHNUM CUCTEMbI.

HABOPbl BO3MOHOCTEM CYBBEKTA: Kaxaad HUTb UMmeeT  Habopbl
BO3MOXHOCTEMN, coaep Kallme HoMb U/unn bonee cneayowmx BO3MOKHOCTEN:

1) Pa3pelleHHble aenctensa (Permitted). Permitted — orpaHuymMBatoWmMn Habop
3QPEKTMBHbBIX BO3MOMKHOCTEM, KOTOPbIMW Hadensetca HWUTb. [aHHbIM Habop TaKxke
OrpaHNYMBAET CMMCOK BO3MOXHOCTEN, KOTOPbIE MOTYT ObiTh A06aBAEHbI B HAC/IeAyEeMbIi
Habop 4NA HUTK, HEe MMelOLLe BO3MOXKHOCTE CAP SETPCAP B CBOeM 3OPeKTUBHOM
Habope. Ecan HUTL cOpacbiBaeT BO3MOXKHOCTb B CBOEM Pa3pellnTenbHOM Habope, oHa He
CMOMET NoyYnTb ee 06paTHO (ECIM TONBKO He BbINOHAETCA execve (2) A8 NPOrPaMMbl
C set-user-ID-root WAM NPOrpamma, y KOTOPOM COOTBETCTBYHOLIME BO3MOXKHOCTU
dalina NpeaocTaBaAoT 3Ty BOSMOMXKHOCTb);
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2) Hacnepyemble aeinctema (Inheritable). Inheritable — Habop HacaeayeMbIX
BO3MOHOCTEN, KOTOPbIE OCTAOTCA TAaKOBbIMW MPU BbINOAHEHUM NOOOM NporpaMmmbl U
COXpPaHATCA NMPU BbI3OBE execve (2). Hacneayembie BO3MOMKHOCTM A00aBNAOTCA B
pa3pelmnTenbHbii Habop, ecnn BbINOAHAWAACA Nporpamma MMeeT COOTBETCTBYHOLLNE
YCTaHOBNEHHble 6BUTbl B GalnoBOM Hacneayemom Habope. Ecam BbINONHEHME NPOUCXOANT
He OT UMEHM Cynepnonb3oBaTens, HacaeayeMble BO3MOXHOCTM HE COXPAHAOTCA nocae
execve (2), noatomy MI, KOTOpbIM HeOOXOAMMO BbINONHATL BCMOMOraTe/bHbIe
Nporpammbl C MNOBbILEHHbIMWA BO3MOXHOCTAMM, TpebyeTcAa WMCMOAb30BaTb HapyKHble
BO3MOXHOCTU (ambient capabilities);

3) 3ddeKkTnBHbIE aAencTBMA (Effective). Effective — [aHHbIM Habop
BO3MOXHOCTEN UCMONb3YEeTCA AAPOM NP BbINOJHEHUN NPOBEPOK NPaB HUTK.

C nomouplo capset (2) HUTb MOXET MU3MEHATb CBOM HADOPbl BO3MOXKHOCTEN.

®ainn (MPBO) /proc/sys/kernel/cap last cap COAEPXKMT YMCIOBOE 3HAYEHME
camon HONbLION BO3MOXMKHOCTW, NOAAEPKMBAEMOM paboTatolmMm SAPOM. ITO MOMKHO
MCNONb30BaTb A4 onpeaeneHna Hanbonbluero 6MTa, KOTOPbLIA MOXKET DbITb YCTAHOB/IEH B
Habope BO3MOXKHOCTEN.

®AMIOBbIE HABOPbl BO3MOMHOCTEM: B8 OC Aspopa cBA3b Habopos
BO3MOHOCTEN C WCMOAHAEMbIM Galiiom NOAAEPIKMBAETCA C MOMOLLbIO setcap (8).
Habopbl BO3MOXKHOCTEM Paitna XpaHATCA B paclUMpeHHOM aTpnbyTe, ANA 3anmMcKu B KOTOPbIM
TpebyeTca Bo3moxkHOCTb CAP_SETFCAP. Habopbl ¢$ainnoBbix BO3MOXHOCTEN BMECTe C
HabopaMn BO3MOMKHOCTEM HUTM oOnpeaenatoT Habopbl BO3MOXKHOCTEM HUTU nocne
BbIMONHEHUNA execve (2) .

CyLwiecTtBytoT cneaytoume parnosble HAOOPbI BO3MOMKHOCTEN:

— permitted (paHee Ha3biBaBWWUMNCA forced) — BO3MOMKHOCTM aBTOMATMYECKM
Pa3peLlaTCs HATU HEe3aBMCMMO OT ee YHaACNe40BaHHbIX BO3MOXKHOCTEN;

— inheritable (paHee Ha3biBaBWKICA allowed) — Habop obbeamHaeTca (AND) ¢
yHacnenoBaHHbIM  HabopomM  HWUTKM, YTODblI onpeaennTb, Kakume yHacneaoBaHHbIe
BO3MOHOCTWN DYyT BK/KOUYEHbI B €€ paspeLllnTenbHblii Habop nocne execve (2);

— effective — B AENCTBUTENBHOCTU NpeacTaBaseT cobon He Habop, a OAMHOUYHbIN
6UT. ECv BUT BKAIKOYEH, TO NPU BbI30BE execve (2) BCE HOBblE pa3pelLleHHble BO3MOKHOCTM
HUTK ByayT Takke aobasneHbl B aPpdeKTMBHbIN Habop. Ecam O6UT BbIKAOYEH, TO nocne
execve (2) HM OJHA M3 HOBbIX pPa3peLleHHbIX BO3IMOXHOCTEN He byaeT nobasneHa B HOBbIN
30 PEKTUBHbIN Habop.

BrkntoueHue adpdekTnBHoOro panosoro buta noapasymesaeT, 4To Atobas danosas
paspelwnTenbHas UAM  Haciedyemas BO3MOMHOCTb, MO3BOAAKOWAA HUTU  MNOAYYUTb
COOTBETCTBYHIOLLYIO Pa3peLinTebHY0 BO3MOXKHOCTb MPU execve (2), TaKKe MNOMYYNT ee B
adPpeKkTMBHOM Habope.
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[MosTOMYy ecaM  npu  HasHaYeHUM  BO3MONKHOCTEM  dalny (setcap(8),
cap set file(3), cap set fd(3)) yKa3aTb 3QPeKTMBHbLIN dnar Kak BKAOYEHHbIV ANA
NtoHOMN BO3MOXKHOCTU, 3QPEKTMBHbIM Gar A0KEH TaKKe OblTb YKa3aH BKAOYEHHbIM A5
BCEX  OCTa/lbHbIX  BO3MOXHOCTEM, [ONA  KOTOPbIX  BKAHOYEH  COOTBETCTBYHOLIMM
pa3peLlmnTenbHbln AMbo Hacneayemblin paaru.

MpeobpasoBaHMe BO3MOXKHOCTEN NPUN execve().

Mpn execve(2) @PBO BbIMMCNAOT HOBble BO3MOXHOCTM CcybObeKTa A0CTyna
(npouecca) No cneayowemy anropuTmy:

P' (ambient) = (npuBuiermpoBaHHe OGaryi) 2 0 : P(ambient)

P' (permitted) = (P(inheritable) & F(inheritable)) |

(F(permitted) & cap bset) | P' (ambient)

P' (effective) = F(effective) ? P' (permitted) : P' (ambient)

P' (inheritable) = P(inheritable) [T. e., He mu3MeHdeTCHd],
raoe:

— P —3Ha4yeHMe Habopa BO3MOXKHOCTEM HUTWN A0 execve (2);

— P' —3Ha4yeHMe Habopa BO3MOXKHOCTEN NOC/E execve (2);

— F — dannosbit HAbop BO3MOXKHOCTEN;

— cap_bset — 3Ha4YeHMe OrpaHNYMBatoLLEr0 HAabopa BO3MOXKHOCTEN;

— NPUBUNETMPOBAHHbIM Gann — Gaiin, MMELWNM BO3IMOXKHOCTM, AMbo Ans Hero
yOHHOBﬂeH6MTset—user—ID MIN set-group—-1D.

BO3IMOXHOCTU U BbINOJTHEHUE MPOMPAMMbBI CYNEPMNOJ/Ib3OBATENIEM: ana
NpenocTaBAeHMA MNOAHOro Habopa BO3MOXKHOCTEM Cynepnosb30BaTeNtd B execve (2)
HeobX0AMMO BbINONHEHME CAeAYOLINX NPaABU:

— eCNM BbINONHAETCA NPOrpaMma C YCTaHOB/JIEHHbIM BUTOM set-user-ID-root
mnn ID  peanbHOro MONb30BaTeENA MNpoLEecca pPaBeH HyAO (cynepnosib3oBaTesb),
NpPeaoCcTaBAAOTCA MNOMHble dalnoBble M Hacnedyemble Habopbl BO3MOXKHOCTEM (T.€.
paspelleHbl BCE BO3SMOMXKHOCTH);

— €C/M BbINOIHAETCA NPOrpaMma C YCTaHOBJIEHHbIM ODUTOM set-user-ID-root,
30 PEKTUBHbBIN dannoBbIM BUT paBeH eanHULE (YCTaHOBNEH).

Pe3ynbTaT  yKasaHHbIX  nNpaBua, 0b6beaAMHEHHbIX € nNpeobpaszoBaHMAMM
BO3MOXXHOCTEN, CAeAyOLWMA: KOoraa NPOLLECC BbIMONHAET execve (2) ANA NPOrpammbl C
OUTOM set-user-ID-root WAM Korda npouecc ¢ 3pdekTMBHbIM UID HOMb BbIMNONHAET
execve (2), OH MNO/Jy4YaeT BCE BO3MOXHOCTM W3 pas3pelmnTenbHoro n 3¢GGeKTUBHOro
HabopoB, 3a WCKAOYEHMEM Tex, KOTOpble OTMEHEHbl OrpaHMyMBatOLWMM Habopom
BO3MOXXHOCTEN. ITO NPeAOoCTaBAAET CEMAHTMKY, COBMAAAOLLY C 0ObIMHBIMW CMCTEMAMM
UNIX.

OrPAHUYUBAIOWMA HABOP BO3MOMHOCTEW: orpaHuumsaowmii  Habop
BO3MOXHOCTEM — MeXaHM3M 6e30MacHOCTM, KOTOPbIA MOMHO MCMO/b30BaTb A5
OrpaHNYeHNA BO3MOXKHOCTEN, AOCTYMNHbIX NPU execve (2), CAeayoWMm 06pa3om:
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— NpU execve (2) OrpaHnUYMBalOWMIM Habop BO3IMOXKHOCTEM cknaabiBaetca (AND) ¢
danoBbiM paspelnTesbHbiM HabOPOM BO3MOXKHOCTEN, M Pe3ynbTaT 3TON onepauuu
Ha3Ha4yaeTcA paspelnTenbHOMy Habopy BO3MOMKHOCTEM HUTU. Takum 0bpasom,
orpaHnYmMBatoWMii Habop BO3MOXKHOCTEN OrpaHMYMBaET pas3pelleHHble BO3MOXKHOCTH,
KOTOPble MOXeT NpeAoCTaBMTb MCNONHAEMbIN Galin;

— OrpaHuMyMBatOWMA Habop BO3MOXKHOCTEM NpeacTaBnaeT cobol nepeyeHs,
KOTOPbIN HUTb MOXET A0DaBUTb B CBOM HacaedyeMbli HAbOp C MOMOLLbIO capset (2). ITO
03Ha4aerT, YTO, eC/IM BO3MOXKHOCTb OTCYTCTBYET B OrpaHUYMBatoLLEM Habope, HUTb HE MOXKeT
n06aBMTb 3Ty BO3MOXHOCTb B CBOW Hac/ieAyemMblt Habop, AaXke ecnm OHa NPUCYTCTBYET B
paspewmnTensHoM Habope, cnefoBaTeNbHO, HE MOXKET COXPaHUTb AaHHYH BO3MOXHOCTb B
paspelmnTenbHbii Habop Npu Bbi30BeE execve (2) ANA Galia, MMEoLWEero BO3MOXHOCTb B
CBOEM Hacneayemom Habope.

OrpaHnymBatomMin Habop CKpblBaeT GparoBble pa3peLllmTeNbHble BO3MOXHOCTM, HO
He Hac/neayemble BO3MOXHOCTM. ECAM HUTb MMmeeT B CBOeM HacneayeMom Habope
BO3MOXHOCTb, KOTOpaa OTCYTCTBYEeT B OrpaHuymBatollem Habope, HWUTb MO-MPEXHEMY
obnagaet 3TOM BO3MOMKHOCTbIO B CBOEM paspelinTenbHOM Habope npu BbIMOJHEHWUM
danna, MMeroLero BO3MOXKHOCTb B CBOEM Hac/ieayemMom Habope.

TonbKo NpoLecc 0AnMH MOXKET 3a4aBaTb BOSMOXHOCTM B OrpaHMymMBatoLLem Habope
BO3MOHOCTEN, MOMMMO 3TOrO Cynepnoab3oBaTesb (TOYHEE, MPOrpamMmMbl C BOSMOMKHOCTbLIO
CAP SYS MODULE) MOTyT MLWb YA3NATb BO3SMOXKHOCTM M3 Habopa.

OrpaHunuymBatownit Habop Hacneayetca npu fork(2) OT HWUTM poauTena wu
COXpaHseTca Npu execve(2).

HUTb MOXeT yaanaTb BO3MOXHOCTM M3 CBOEro orpaHmymsatrowlero Habopa c
MOMOLLbIO BbI30Ba prctl (2) € onepauyen PR CAPBSET DROP MPW HAMYMKM BO3MOXKHOCTM
CAP_SETPCAP.

[Mocne yaaneHnAa BO3MOMHOCTM M3 OrpaHMymBatollero Habopa BOCCTaHOBUTL ee
HEeBO3MOXHO. HUTb MOXET onpeaenTb HaanymMe BO3MOXKHOCTM B CBOEM OrPaHUYMBaIOLLEM
Habope ¢ MOMOLLbIO BbI30Ba prctl (2) € onepaunet PR CAPBSET READ.

YaaneHne BO3MOMXKHOCTEM M3 OrpaHMymMBatoLLero Habopa AOCTYMNHO, TONbKO €Cau
A4p0 cobpaHo ¢ noaaep KON GannoBbIX BOSMOKHOCTEMN.

[na coxpaHeHWA MPUBBLIYHOM CEMAHTMKM MPU MNepexode OT HyAA K HeHy/eBbIM
nonb3osBaTensckum 1D ®BO  ocywecTBNAT  cieaylowme  n3MeHeHuAa  Habopos
BO3MOXXHOCTEN HUTU NPU N3MEHEHUN Y HUTK peanbHoro, addeKTMBHOro, coxpaHeHHoro ID
n nonb3osBaTenbckoro ID dC (c noMmollbto setuid (2), setresuid(2) MaM NoA06HbLIX):

— eC/I1 paHee peanbHbli, 3OPEKTUBHbINA UM COXPAHEHHbIN NONb30BaTENbCKNM ID He
Obln paBeH HyAlO M B pe3ynbTaTe MameHeHus UID Bce 3tv ID noay4nmnm HeHynesoe
3HaYeHMe, TO BCE BO3MOXHOCTM YAANAOTCA W3 paspenTenbHoro u 3ddeKTMBHOro
HabopoB;

— ecnm adPeKTUBHbIM NONb30BATENbCKMIA ID M3MEHAETCA C HYN1EBOrO Ha HEHYEBOE
3Ha4YeHuMe, TO BCE BO3MOXKHOCTM yaanatTca 13 addeKTMBHOro Habopa;

117



— 1 OBKPbITAFI
PYKoBOACTBO aAMUHUCTPATOpPaA l F.‘ni%"gé’ﬁ'ﬁﬂ

— eCcnn 3PPEKTUBHBIM NONB30BATENLCKNM |D M3MEHAETCA C HEHY/1IEBOTO 3HAYEHMSA Ha
0, To pa3peLlwmnTenbHbin Habop KonupyeTca B 3dPeKTUBHbIN Habop;

— ecnu nosb3osaTenbekuit ID ®C n3meHseTca ¢ Hy1eBOro Ha HEHY/1IEBOE 3HAYEHME,
TO K13 3PPeKkTMBHOro Habopa y[ANAOTCA CNefyloliMe BO3MOMHOCTU: CAP CHOWN,
CAP DAC OVERRIDE, CAP DAC READ SEARCH, CAP FOWNER, CAP FSETID,
CAP LINUX IMMUTABLE, CAP MAC OVERRIDE M CAP MKNOD. Ecnu nonb3osatensckuin ID
®C n3meHaeTca ¢ HeHyNeBOro 3HavyeHns Ha O, To 1toban M3 BO3SMOMKHOCTEN, BKIOYEHHbIX B
pa3peLlmnTenbHbln Habop, BKAtOYaeTCA B aQPeKTMBHOM Habope.

Ecan HUTb, y KOTOopon oanH nan 6onee nonbsosBaTenbekux 1D paseH 0, cTpemmTcA
NpenoTBPaTUTL  yAaneHue  paspelinTenbHbIX  BO3MOXHOCTEM npu  cbpoce  Bcex
NoNb30BaTeNbCKMX ID B HEHYEBbIE 3HAYEHMA, OHA MOXET MCMO/1b30BaTb BbI3OB prctl (2)
C onepauserr PR SET KEEPCAPS wWan ¢narom 6e30nacHOCTM SECBIT KEEP CAPS,
ONMCaHHbIM Aanee.

HUTb MOXeT nonyy4aTb M M3MEHATb CBOWM HaAbOpbl BO3MOXKHOCTEN C MOMOLLbIO
CMCTEMHbIX BbI30BOB capget (2) U capset (2). OAHaKO ANA 3TOM Lenu npeanovTuTensHee
MCMNONb30BaTb cap get proc(3) Mcap set proc(3) M3 NakeTa libcap.

Mpn N3MeHeHn HabopPOoB HUTU NPUMEHAIDTCA CleaytoLlime NpaBua:

— eC/IM BbI3bIBAOWMM He KMmeeT BO3MOXHOCTM CAP SETPCAP, TO HOBbIN
Hacneayembir Habop JomkeH OblTb NoAHabopomM KOMDOMHAUMKM  CyLLEeCTBYHOLLEro
HacneAyemMoro 1 paspeLlnTenbHoro Habopos;

— HOBbIA Hacneayemblr Habop [Ao/iKeH OblTb  nogHabopom  KombUHaLMK
CYLLECTBYIOLLErO HAC/IelyEMOTO N OrpaHnYmMBatoLLero Habopos;

— HOBbIM pa3pelinTenbHbi Habop aoaxeH 6biTb NOAHAOOPOM CyLLECTBYIOLLETO
paspewnTensHoro  Habopa  (T.e. HEBO3MOXKHO  NpMOBpecTM  paspelunTesibHble
BO3MOHOCTWN, KOTOPbIX HUTb HE MMEET);

— HOBbIN  3QPeKTUBHbIM  Habop  AoaxeH  OblTb  nogHabopom  HOBOTO
pa3peLlmnTenbHoro Habopa.

®NNATU SECUREBITS: OPTAHU3AUUA UCKNHYUTENIbHO OKPYXKEHWA

B OC ABpopa peann3oBaH Habop pnaros securebits (419 KaXKA0M HUTK), KOTOPbIN
MOYHO MCMNO/Nb30BaTb A5 OTKAOYEHUA CNeLnanbHbIX AeNCTBMI BO3MOXKHOcTel ans UID
HOMb (cynepnonb3oBaTenb). K aTum dnaram oTHocATCA:

— SECBIT KEEP CAPS—NO3BONAET HUTK, y KOTOPOW oanH 1 6onee UID paseH HytoO,
COXPaHUTb CBOM BO3MOXXHOCTK Npu n3meHeHun scex ee UID Ha HeHyneBble 3HaveHus. Ecaun
dnar He yctaHoBneH, nameHeHne UID npuBedeT K yTpaTe HUTbKO BCEX BO3IMOMXKHOCTEN.
[aHHbih  dnar Bceraa cbpacbiBaeTcs NpU  execve (2) (M NpeaocTaBAseT Te XKe
BO3MOHOCTU, YTO M CTapbIi BbI30B prctl(2) c onepaumei PR SET KEEPCAPS);

— SECBIT NO SETUID FIXUP — He MO3BOAAET AAPY W3MeHWUTb Habopsl
BO3MOXXHOCTEN Npu n3meHeHnn apdpexkTnsHoro UID n UID ®C c HyneBoro Ha HeHynesoe
3Ha4YeHue;
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— SECBIT NOROOT — B C/ly4ae YCTaHOBKWM AaHHOro ¢siara A4po He npeaocTaBaseT
BO3MOXHOCTM MPU MCNONAHEHMW NPOrpammbl, MMetollen BUT set-user-ID-root, WUAU
Korga npouecc ¢ 3ddeKTUBHbIM MK peanbHbim UID, paBHbIM HY/tO, BbI3bIBAET execve (2);

— SECBIT NO CAP AMBIENT RAISE — 3anpellaeT MOBbIWEHWNE  HapPYKHbIX
BO3MOHOCTE NOCPeACTBOM prctl (2) C onepaumein PR CAP AMBIENT RAISE.

Kaxapblh M3 nepevymcieHHbix Bbille H6a30Bbix GNaroB MMeeT OAMH U3 CAeayrLWmMX
HUXKe AO0NONHUTENbHbIX daaroB 6/OKMPOBKM, yCTaHOBKA Nt0HOro M3 KOTOpbIX ABASETCA
HeobpaTMMOW 1 3anpeLlaeT AanbHellne N3MeHEHNA COOTBETCTBYOWero 6asosoro dnara.

®narn 6NOKMPOBKM:

— SECBIT_KEEP_CAPS_LOCKED;

— SECBIT_NO_SETUID_FIXUP_LOCKED;

— SECBIT_NOROOT_LOCKED;

— SECBIT_NO_CAP_AMBIENT_RAISE.

®narn securebits MOXHO M3MEHATb M NOAYYaTb C MOMOLLbIO BbI30BA prctl (2) C
onepauuaMn PR SET SECUREBITS M PR GET SECUREBITS. [1nA wu3ameHeHua naros
TpebyeTcAa BOSMOXKHOCTb CAP_ SETPCAP.

®narn securebits HacneayTCA AOYEPHUMM npoleccamn. Mpn execve (2) Bce
dnarn  coxpaHAlTCcA, 33 WUCKAKYeHWem  SECBIT KEEP CAPS, KOTOpbIA  Bceraa
cbpacbiBaeTcs.

MM MO)eT MCnonb3oBaTb CAeAyoWMi Bbl30B A8 COBCTBEHHON BG/O0KMPOBKN U
NOMELLEeHMA BCEX CBOMX MOTOMKOB B OKPY!KEHWe, rae MMeeTca TOJIbKO MnepBbli cnocob
nobaBneHMAa npaB — 3anyck MpoOrpammbl CO CBA3AHHbIMU C  Heil GalNoBbIMU
BO3MOHOCTAMM:

prctl (PR_SET SECUREBITS,
SECBIT KEEP CAPS LOCKED |
SECBIT NO SETUID FIXUP |

SECBIT NO SETUID FIXUP LOCKED |
SECBIT NOROOT |

SECBIT NOROOT LOCKED) ;

4.3.1.7. ®penmBopK Linux Security Modules

[onoNHNTeNbHO ANA KAaCTOMM3aUMKM U YyTOYHEHMA npumeHaembix [P moxkeT
MCNosb3oBaTbcs GpemBopk Linux Security Modules, KOTOpbI ABNAETCA YacTblo A4pa U
NO3BONAET PErNCTPUPOBATL NPOLIEAYPbI, KOTOpble ByAyT BbIMOAHATLCA B C/ly4ae yCMNELWHOro
3aBeplieHnsa CTaHAapTHOM npoueaypbl MNPOBEPKM AMCKPELMOHHOroO A0CTyna nepeq
npenocTaBnaeHnem GakTMYeCcKoro A40CTyna K 06beKTy
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Mocpeactsom Linux Security Modules B aape OC ABpopa MOAKAOYEH MOAYNb
6e30nacHOCTN diehard, KOTOPbIM HEe NO3BOASET HEMNPUBUAETMPOBAHHOMY MO/b30BATENIO
nNpepBaTb BbINOJIHEHME MpoLEecca, 3anyWeHHOro OT ero e MMeHW. [1oab30BaTeNbCKNM
Npouecc, He MMEeLWMA BblAeNEHHOM rpynnbl 777, HE MOXeT NocaaTb CUrHaa npoueccy,
MMEIoLWEMY TaKyto Tpynny, Aaxke ecau MpouecChbl BbINOMHAKTCA C oAuHakosbim EUID.
VIckntouyeHnem ABNAIOTCA MPOLECCHl, MMeloWme capability CAP KILL — Ha HUX He
PACNPOCTPAHAOTCA OrPaHNYEHNA, HaKNaablBaeMble Moayem diehard

3aronoBoYHbIM  Pan  include/linux/security.h  COAEPXUT  OMNMUCaHME
CTPYKTYpPbl security ops, NpeAcCTaBnalowen cobor CnNMCOK 3apaHee OnpefeneHHbIX U
NOKYMeHTNpOoBaHHbIX callback-dyHKumin, KoTopble AOCTyNMHbI MoAayato 6e30nacHOCTM ANs
BbIMO/IHEHMA MPOBEPOK. 10 YMONYAHWUIO AaHHble PYHKLMW B OCHOBHOM BO3BpaliatoT O,
paspewas nobble aenctema. OAQHAKO HEKOTOpble MCNONb3YOT MOAYyAb H6e30macHOCTM
POSIX. B paHHOM CTpyKType cneunduyeckmin ans OC ABpopa moaynb diehard
3aperncTpmpoBaH cneayroumnm obpasom:

#ifdef CONFIG SECURITY DIEHARD

extern int diehard task kill(struct task struct *p, struct siginfo
*info,
int sig, u32 secid);

#else /* !CONFIG SECURITY DIEHARD */

static inline int diehard task kill(struct task struct *p,
struct siginfo *info, int sig, u32 secid)

{

return O;

}

#endif /* !CONFIG SECURITY DIEHARD */

NcxoaHbin TekeT moayna diehard (dann security/diehard/diehard-Ism.c):

#define DIE HARD GROUP 777
static const int zero = 0, one = 1;
static int enabled = 0;

int
diehard task kill (struct task struct *p, struct siginfo *info, int
sig,
u32 secid)
{
const struct cred *cred = current cred();
const struct cred *tcred __task cred(p);

if ('enabled)
return 0;

if (ns_capable(tcred->user ns, CAP KILL))
return 0; /* Privileged process are not affected by us */
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if (!gid eqg(cred->gid, DIE HARD GROUP) &&
!gid eg(cred->egid, DIE HARD GROUP) &&
!gid eg(cred->sgid, DIE HARD GROUP) &&

groups_search (tcred->group info, DIE HARD GROUP)

&&

!groups_search (cred->group info, DIE HARD GROUP))

return -EACCES;

return 0;

}

#ifndef CONFIG SECURITY DIEHARD STACKED

static struct security operations diehard ops = {
.name = "diehard",
.task kill = diehard task kill,

}s
#endif /* CONFIG SECURITY DIEHARD STACKED */

#ifdef CONFIG SYSCTL

struct ctl path diehard sysctl path[] = {
{ .procname = "kernel", 1},
{ .procname = "diehard", 1},
{ }
i
static struct ctl table diehard sysctl table[] = {
{
.procname = "enabled",
.data = &enabled,
.maxlen = sizeof (int),
.mode = (0044,
.proc_handler = proc_dointvec minmax,
.extral = (void *)é&zero,
.extra? = (void *) &one,

by
}

#endif /* CONFIG_SYSCTL */

static  init int
diehard init (void)
{
#ifndef CONFIG SECURITY DIEHARD STACKED
if (!security module enable (&diehard ops))
return 0;
#endif /* CONFIG_SECURITY DIEHARD STACKED */

printk (KERN INFO "DieHard: starting.\n");
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#ifndef CONFIG SECURITY DIEHARD STACKED

if (register security(&diehard ops))

panic ("DieHard: kernel registration failed.\n");
#endif /* CONFIG SECURITY DIEHARD STACKED */

#ifdef CONFIG SYSCTL

if (!register sysctl paths(diehard sysctl path, diehard sysctl table))
panic ("DieHard: sysctl registration failed.\n");

#endif /* CONFIG_SYSCTL */

return 0;

}

security initcall (diehard init);

MpMMEpPoOM  MCMO/Mb30BAHMA  OMUCAHHOIO  MEXaHW3Ma  MOMET  CAYKUTb
HeobxoaMmocTb obecneynTb HEeBO3MOMHOCTb HEMpPUBUAETMPOBAHHOIO MNOAb30BATENA
NpepBaTb BbIMOJHEHNE aHTUBUPYCHOrO CPeACTBa.

4.3.2. PoneBaa moaenb ynpaBaeHMa NoAMTUKaMM 6e301acHOCTU

BHUMAHMUE! N3meHeHMA HAcTpOeK B MyHKTe MeHt «[1oanTHUKM 6e30macHOCTMY
NPUMEHAITCA KO BCEM YYETHbIM 3aMMCAM POael, CO34aHHbIM Ha MY.

[Ona onpeaeneHna  BO3MOXMHOCTEM  Y4YeTHOM  3alMMCKM  MOJb30BaTeNA Mo
MCNONb30BAHNIO PECYPCOB U QYHKLMOHANbHbIX BO3MOXKHOCTel OC ABpopa npumeHAeTcA
ponesaa mMoAenb, Ha 0OOLECMCTEMHOM YPOBHE MO3BOMANOLLAA AaAMUMHUCTPATOPY 3a4aTb
OrpaHnYeHna Ha MCNonb3oBaHMe dyHKUMOHana OC nocpeaCTBOM NOAMUTMK BEe30MaCHOCTY.

MPUMEYAHUE. HacTpolKka ynpaBneHusa AOCTYNOM, a TaKXe M3MEHeHMe AaHHOM
HACTPOMKM AOCTYMHbI TO/IbKO aAMUHKUCTPATOPY MMbo Yyepe3s MDM-cuctemy.

[Ona nepexoda K HacTPOMKaM MNOAUTUK HE30MacHOCTM HeobXxoAMMO BbIMOMHUTL
cnepytoume AenCTBUA:

— OTKPbITb  MEHK CUCTEMHbIX HACTPOEK KacaHMem 3Hauyka @ Ha JKpaHe
NPUNOXKeHUM (cm. PucyHok 1);

— KOCHYTbCA TMYHKTA MeHto «[llonnTnkn 6He3onacHoCTU» &3 B noapasaene
«besonacHocTb» B pe3yabTate 0ToOPa3nTCA OAHOMMEHHAA CTPaHMUA YnpaBaeHMs
nonnTnKkamm 6esonacHocTn (PucyHok 159).

Ha ctpanuue «Monntnkmn 6esonacHocTn» A0CTYNHbI caeaytoume AencTBuUs:

— ObICTPbIA MOUCK MNOAMTUKM BE30MaCHOCTM C MOMOLLBIO BBOAA MepBbix OyKB ee
Ha3BaHMA B nosae «onCK»;

— BKJ/IHOYEHME U BbIKOYEHME BHELLIHEro MHTepdelica MY KacaHMem nepekatoyatens
CnpaBsa OT BbIOpaHHOM NOAUTUKN.

NMPUMEYAHUE. lMpn akTMBaUMKM NepeKatoyaTeNlb HAaYHET CBETUTLCA ApYe, YemM B
COCTOAHMM NO YMONYAHUIO (HEAKTUBHOM);
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— O6NO0KMpOBKA M pPa3bAOKMPOBKA BO3MOMHOCTM MCMNOAb30BAHUSA MNPOrpamm U
M3MEHEHUS HACTPOeK BHEeWHUX nHTepdencoB MY KacaHMem COOTBETCTBYIOLLEro 3Ha4ykKa
CneBa OT BbIOpaHHOM NOSIUTUKN MO0 KacaHMeM NoAsA, B KOTOPOM PacrnooKeHa BbibpaHHasa
NOANTUKA.

NMPUMEYAHUA:

o)
v/ 3HayoKk [ yKasbiBaeT Ha TO, YTO NOMTMKA Pa3bI0KMpoBaHa (40CTynHa), 3Ha4Y0K

M

(2 yKasblBaeT Ha TO, YTO NONUTUKA 3ab/I0KMpPOBaHa (HeaoCTynHa);

v Mpu 610KkMposke MI: «Bpaysep», «Kamepa», «CoobueHusa», «TenedoH»
COOTBETCTBEHHbIe MIT NponaaatoT ¢ IKpaHa NPUNOKEHUIA.

B cnyyae ecnn Kakas-ambo M3 NoAMTMK 3ab0KMpPOBaHaA aMUHUCTPATOPOM, Npw
MNoMbITKE [A0CTyNa K COOTBETCTBYHOWEN OGYHKUMU  MAM  KOMMOHEHTY, 0Tobpa3nTcs
yBegomneHue (PucyHok 160).

| MonuTtukm 6esonacHoCTH | Bluetooth

OTKNIOYEHO NPY NOMOLLMU

e -l Aurora Device Manager
Q Mounck

& Bluetooth O

&] ABrapexmm O

[E] Bpayaep

&] lonocosbie BbI3OBbI

[% [o6aBneHve akkayHTOB

E] W3meHeHuWe cocTaBa
nonb3oBaTeNbCKUX CEPTUPGMKATOB

E} Kamepa

&] MwukpodoH

&] MoHTupoBaHue USB-HakonuTtenei

[‘E] MoHTUpOBaHuWe KapT naMsTu

[% Hactpoiiku SIM-kapT

PucyHok 159 PucyHok 160

HavmeHoBaHME M oNMCaHWe ynpaBAsieMbIX NOAMUTMK 6e30macHOCTM NpMBEAEHO B
Tabnuue (Tabnanua 14).

BHUMAHMUE! CocTtosaHne NOAUTUKM MO YMOMYAHMIO OTAMYAETCA B 3aBUCMMOCTUN OT
Bepcumn OC Aspopa.
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Tabnnua 14
Ne | HassaHMe NOAUTUKMK OnucaHue NoOSINTUKN ATpunbyT 6e3onacHocTH Monutika nc; ynpaBneHM_ﬂ
YMOJIHaHUIO NOJINTUKON
1 |Bluetooth Mcnonb3oBaHMe MHTepdelca BluetoothToggleEnabled 3abnokmpoBaHa |GUI
Bluetooth®
2 | ABMapexKmm lcnonb3oBaHMe aBUAPEKMMA FlightModeToggleEnabled PaszbnokumposaHa |GUI
3 |bpay3ep PaboTta nonb3osBatens c bpaysepom |BrowserEnabled PazbnokumposaHa |GUI
4 |TonocoBsble BbI30BbI PaboTa c ronocoBbiMM BbI30BaAMM VoiceCallEnabled PaszbnokumposaHa |GUI
5 |dobaBneHne akkayHTOB | [lobaBieHne AaHHbIX YY4ETHbIX AccountCreationEnabled Pa3bnokumposaHa |GUI
3anucem
6 |Kamepa Mcnonb3oBaHMe Kamepbl CameraEnabled PaszbnokmposaHa |GUI
7 |MuKpodoH Mcnonb3oBaHe MUKPOGDOHa MicrophoneEnabled PazbnokmposaHa |GUI
8 |MoHTMpoBaHme USB- MoHTnpoBaHune USB-HakonuTenemn USBMountEnabled Pa3bnokumposaHa |GUI
HakonuTeneu
9 |MoHTMpOBaHME KapT MOHTUpPOBaHME KAapT NaMATH SDMountEnabled PaszbnokmposaHa |GUI
NamMATK
10 |HacTtponku SIM-KapT YnpasneHue SIM-KapTamu SimSlotsSettingsEnabled PazbnokmposaHa |GUI
11 |Hactponkn WLAN Mcnonb3oBaHue cetnt WLAN WlanToggleEnabled PaszbnokumpoBaHa |GUI
12 |HacTpoiku reonokaumnm | Micnonb3oBaHue cnyxb reonokaummn | LocationSettingsEnabled PazbnokmposaHa |GUI
13 |HacTpoikn rnobanbHbIx | HacTpolkn rnobanbHbiX CEpBUCOB GlobalServiceSettingsEnabled |PasbnoknposaHa |GUI
CepBUCOB
14 |HacTtpoWKka gaTtbl u N3meHeHMe HaCTpOoeK BpeMeHn 1 DateTimeSettingsEnabled Pa3bnokumpoBaHa |GUI

BpeEMEHN

[aThl

® CocToAHME NOANUTUKM NO YMONYAHMIO ANA cepTuduLmMpoBaHHoii sepcun OC Aspopa.

124




PyKOBOACTBO aiMUHMUCTPATOPA

— ] OTKPbITAA

_J

MOBWJIbHASA
NJAT®OPMA

NMNonunTtnka no

YnpasneHusa

Ne | HassaHMe NOAUTUKMK OnucaHue NoOSINTUKN ATpunbyT 6e3onacHocTH 6 .
YMOJIHaHUIO NOJINTUKON

15 |HacTponkn mobunbHon | HacTponkn mobunbHoM ceTn MobileNetworkSettingsEnabled | PazbnokunposaHa | GUI
cetu

16 |HacTponKn npokcu HacTpoinka npokcu-cepsepa NetworkProxySettingsEnabled |3abnoknpoBaHa |GUI

17 |O6wmin gocTyn K Mcnonb3oBaHue MY B KayecTBe InternetSharingEnabled PaszbnokumposaHa |GUI
NHTepHeTy 6ecnpoBoOAHON TOYKM A0CTYNa

18 |Mepepnaya ¢palnos Ha Mepenada dpannos no npotokony MTP|UsbMtpEnabled 3abnokmpoBaHa |GUI
MK (MTP)

19 |PepakTnposaHme VPN- |HacTpolika/peaaktmposarHmne VPN- VpnConfigurationSettingsEnabl | Pa3bnokmposaHa | GUI
coegunHEeHnM coeMnHeHnn ed

20 |Cbpoc K 3aBOACKMM BoinonHeHwne cbpoca MY K 3aBoackmm| DeviceResetEnabled PaszbnokmposaHa |GUI
HaCTPOMKaMm HaCTPOMKam

21 |CHMMKM 3KpaHa Co3aaHMe CHUMKOB 3KpaHa ScreenshotEnabled PaszbnokumposaHa |GUI

22 |CoobuieHna OTtnpaska SMS SMSEnabled PaszbnokumposaHa |GUI

23 |YnpasneHune NFC Mcnonb3oBaHue NFC NfcToggleEnabled PaszbnokmposaHa |GUI

24 |YnpasneHue YnpasneHune VPN-coeanHeHMAMM VpnConnectionSettingsEnabled | Pa3zbnokmposaHa | GUI
coctoaHnem VPN-
coeIMHEHUIN

25 |YcTaHOBKa NpunoxkeHui|YctaHoska MI ApplicationInstallationEnabled |3abnoknpoBaHa |GUI
13 GpannoBoro
MeHeaxepa

26 |3KcnopT BO3MOX¥HOCTb 3KCNOpPTa UserReportExportEnabled 3abnokmpoBaHa |GUI
N0/N1b30BaTENbCKMX N0/1b30BaTENbCKMX OTYETOB
OTYeTOB
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Monutnka no | YnpasneHus
Ne | HassaHMe NOAUTUKMK OnucaHue NoOSINTUKN ATpunbyT 6e3onacHocTH 6 .
YMOJIHaHUIO NOJINTUKON
27 HacTpoinka MobunabHbIX TOYEK MobileDataAccessPointSettings | PazbnokumpoBaHa |policy.conf
[ocTyna Enabled
28 Bo3moxkHoCTb 0bHoBNeHMA OC OsUpdatesEnabled Pa3bnokumposaHa |policy.conf
ABpopa
29 BO3MOXHOCTb YCTaHOBKM SidelLoadingSettingsEnabled Pa3bnokumposaHa |policy.conf
HenoANMCcaHHbIX (He40BEPEHHbIX)
nporpamm
30 AKTMBaUMA pexMma pa3paboTynKa DeveloperModeSettingsEnable |Pa3bnokuposaHa |policy.conf
d
31 PaboTa co CTaTUCTMKOM UHTEPHET- NetworkDataCounterSettingsEn| Pa3bnokumpoBaHa |policy.conf
[AHHbIX abled
32 PaboTa co cTaTUCTMKOM 3BOHKOB CallStatisticsSettingsEnabled Pa3bnokmpoBaHa |policy.conf
33 MN3meHeHWne TMna TEXHOI0M K CellularTechnologySettingsEnab| PazbnokunposaHa | policy.conf
MODBUNBbHOM Nepeaaym AaHHbIX led
34 BO3MOX¥HOCTb MCNONb30BaAHMUSA UsbDeveloperModeEnabled Pa3bnokmpoBaHa |policy.conf

pexnma paspaboTymka no USB
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4.4. OrpaHnyeHne NporpamMmmMHOM cpeapl

B OCABpopa oOrpaHuMyeHMA NPOrpammMHOM  cpedbl  MOTyT  3a4aBaTbCA
AOMUHUCTPATOPOM C NMOMOLLBIO M3MEHEHUA JIMMUTOB, ONUCAHME KOTOPbIX NPUBEAEHO B
npunoxkeHum (MNpunoxexHue 2).

B OC Aspopa npu yctaHoBKe 10 BbINOJHAKOTCA CheayrouLme NpoOBEPKU:

— cofepaHna RPM-nakeTa Ha npeameT WCNOJIHAEMbIX CLeHapueB B pasgene
postinstall;

— YCTaHOBKWM nporpamm 6e3 npumeHeHna 6UToB suid-bit M sgid-bit.

4.4.1. MexaHunam noanncn RPM-nakeTos
4.4.1.1. MNoanuce n nposepka noanmcn RPM-nakeTa

B OC ABpopa ncnosb3yertca mexaHnsm noanmcy RPM-nakeToB 1 UX COAEPKNUMOTO,
Npw 3TOM:

— [1A NAKeTOB OTK/OYEHbI M He ncnonb3lytotca GPG-nognucy;

— noanuncb pa3paboTymka noanuncbiBaeT RPM-naKkeT uenmkom;

— NOANUCb UCTOYHMKA NOANMCbIBaeT 061acTb NoAnncK paspaboTynKa.

Kaxkabln RPM-nakeT nmeeT Ha3BaHMe, COCTOsALLEE M3 CAedyoWMX YacTen:

— Ha3BaHMe NPOrpaMmbl;

— BEpPCUA NPOrpaMmmbl;

— apPXUTEKTYpa, Noj KoTopyto cobpaH RPM-nakeT (armv7hl, i386, ppcn 1. 4.).

CobpaHHbIn RPM-nakeT 0bbl4HO MMeeT cneayowmii opmaTt Ha3BaHUA:

<HaszBaHMe>—-<BepcCcua>-<peljin3>.<apXUTeKTypa>.rpm

Hanpumep:

nano-0.98-2.i386.rpm

RPM-nakeT MOKeT coaepKaTb TONbKO UCXOAHbIE KOAbI, MPX 3TOM MHbOpPMaLMA 06
APXUTEKTYpPE OTCYTCTBYET M 3aMEHAETCA Ha src.
Hanpumep:

libgnomeuimm2.0-2.0.0-3.src.rpm

Bnbnmotekn pacnpocTpaHAKTCA B ABYX OTAE/bHbIX MAKeTax: NMepBbli COAEPKUT
cobpaHHbIM Koa, BTOpoin (0ObIMHO K HeMY A00aBAAT —devel) COAEPMKMT 3aro0BOYHbIE
dannbl, a Takxke parnbl, Tpedyemble Ana pa3paboTKu.

Heobxoammo, 4Tobbl BepcuM ABYX MaKeTOB COBMaZasM, B MPOTMBHOM Cay4ae
6MbNMOTEKM MOTYT paboTaTb HEKOPPEKTHO. [lakeTbl C paclMpPeHMEM noarch.rpm He
3aBMCAT OT KOHKPETHOM apxMTeKTypbl MY 1 00blMHO coaepraT rpadurKy, apXUTEKTYPHO
He3aBUCKMMble CKPUNTbI, @ TAKXKE TEKCTbI, UICNONb3YEMbIE APYTMMUM MPOrPammamMm.

RPM-nakeT obecneumBaert:

— NerkocCTb yaaneHuns n obHosneHus MoO;
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— nonyaapHocTb — vacto MO cobupaerca nmeHHO B RPM, HeobxoanmmocTb cOopKM
NPOrpaMMbl M3 MCXOAHbIX KOAOB OTCYTCTBYET;

— HeMHTEPaKTUBHYIO YCTAaHOBKY — MPOLECC YCTaHOBKWU/0OHOBAEHUS/yaaneHmsa
JIETKO aBTOMATU3NPYeTCA;

— MPOBEPKY LLe/IOCTHOCTM NAaKeTOB C MOMOLLLbKD KOHTPO/IbHbIX CYMM M NOANKUCEN;

— DeltaRPM — aHanor Habopa WM3MeHeHWM, No3BOAAWMA  OOHOBUTL
ycTaHoBneHHoe MO ¢ MMHMMaNbHOM 3aTpaTon TpaduKa;

— BO3MOXHOCTb aKKyMyALUMM ONblTa COOPLLMKOB B spec-daine;

— OTHOCMTENbHYH KOMMNAKTHOCTb Spec-paloB 3a CHET MCMONb30BaAHMA MAKPOCOB.

Cneunoduka pabotbl RPM-naketoB B coctaBe OCABpopa cCBfA3aHa C
nepepaboTaHHbIM MmexaHnamom KU (nogpasaen 4.9).

MPUMEYAHWUE. B coctaBe OC ABpopa 40MNyCKaeTcA yCTaHOBKA TO/IbKO MNOAMNMUCAHHbIX
RPM-nakeTosB.

[Moanuncb RPM-nakeTa npoBepAeTCcA B MOMEHT ero yCcTaHoBKM. [ognuncn RPM-nakeTa
dopmmpytotca ¢ nomoulbto anropmutma FOCT P 34.10-2012.

Moanncb XpaHWUTCA B CTaHAapTHOM ana 6ubnmotekn OpenSSL dopmate CMS un
COAEPHKUT cneayrowime AaHHbIe:

— XelW COoAepKMMOro nakeTa uan NoANUCKU npeablayLUiero YPoBHA C MPUMEHEHNEM
OYHKLMM XeLMPOBAHMA U ANMHON Xell-Koaa 256 6ut no FOCT P 34.11-2012;

— [aTy NoANMUCaHWA NaKeTa;

— NOAMWCb  YKa3aHHbIX  BblWe  NoAeM € NPUMEHEHMeM  aaropuMTma
FOCT P 34.10-2012 n dpyHKUMK xelwmpoBaHma TOCT P 34.11-2012, aanHa Bbixoaa 256 6uT;

— cepTUPUMKaT cybbeKkTa NoanncK nakeTa.

MPUMEYAHWUE. [Inha npoBepKn noanmcu B npoLecce yCTaHOBKM RPM-nakeTa nmeer
3HaYeHMe CTPYKTypa M COCTaB cepTUdMKaTa Katova nposepkn M. CepTUPUKAT A0NKEH DbITh
BblaH KAMEHTY (CybbeKTy) npeanpuatmemM-pa3paboTynkom.

Mpouecc nonyvyeHnsa cybbekTom cepTUdmrKaTa COCTOUT 13 CAeayHOLWMX STanos.:

— reHepauma KJ4eBOM napbl, 3alLMLUIEHHOM NAPOJEM.

NMPUMEYAHMUE. MoapobHoe onucaHue npueeaeHo Ha BebO-canTe:
https://developer.auroraos.ru/doc/sdk/app_development/packaging;

— CcO34aHMe 3anpoca Ha cepTUPMKAT C yKasaHMem B 00A3aTeNbHOM NopAaKe
HAaMMEHOBAHMWA KAMEHTA UM MApPTHEPa;

— OTNpaBKa 3anpoca Ha noayyeHue cepTudurKaTa NpeanpuaTmo-paspaboTinky u
nonyyeHue ceptmdmKaTta C NPUCBOEHHON METKOM rpynnbl 6e30MacHOCTY;

— nognucaHme RPM-nakeTa, NoAy4yeHHOro cepTMdurKaTa M 3alUMLLEHHOTO KAto4a
noanucu.

MeTKa rpynnbl 6€30MacHOCTM ABAAETCA CTPOKOM M MOXKeT ObiTb NPOM3BOILHOWN,
OAlHaKo npeanpuatMe-paspaboTymk OC ABpopa npu Bblaave cepTudMKaTa MUCNONb3YeT
onpeaeneHHbI Habop meTok. O6paboTKka NOANMCAHHOrO NakeTa 3aBMCUT OT NPUCBOEHHOM
cepTUPUKATy METKM rpynnbl 6€30NacHOCTY.
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[Ons yctaHoBKM cTopoHHero MO Ha MY, dYHKUMOHMPYIOWEro noj ynpaBaeHnem
OC ABpopa, RPM-nakeT ponxeH MmeTb noanucb pa3paboTymKka, KOTOopasa ABAAETCH
06A3aTeIbHOMN 1 NO3BOASET NAEHTUPULMPOBATL aBTOPA NAKETa, a TaKKe MCNONb3yeTca ANA
NoANNCKM NAaKeTa M MCMONHAEMbIX GainoB BHYTPU HEro.

MPUMEYAHMUE. Be3 noanuncm pazpaboTymka HEBO3MOXKHO yCTaHOBMUTb MIT Ha MY.

Ona nognuck MI TpebytoTca KAo4eBaa MNOAMNMCAHHAA Mapa WU cepTuduKat
(Tabnunua 15).

Tabnuua 15
Nma daina Nma danna 3anpoca NUma danna
Ha3sHayeHune Anroputm 3aKpbITOro K/Ato4a | Ha cepTuduKat no | ceptuduKara no
no YMOJ14aHUIO YMONYaHUIO YMO/IHaHUIO
Moanuce FTOCT P 34.10- |packages- packages-csr.pem|packages-
RPM-nakeTos |2012 (256 6uT) | <Y -Pem cert.pem

MPUMEYAHUE. TeHepaumto KAOYEBbIX Nap W 3anpocbl Ha cepTUdUKaTbl
HeobxoAMMO 3anyckaTb BHYTPM build-engine, NoAPOOHOE OMNMCAaHWME O KOTOPOM
npuBeaEeHO Ha Beb-camTe:
https://developer.auroraos.ru/doc/software_development/guides/package_signingttkeyA
ndCertGegFromIDE.

Mpumep KoOMaHabl A8 reHepaLmMm KIKYeBbIX Nap M 3aNpocoB Ha cepTUdUKaTbI:

customer—-gen-csrs \ —--common-name "developer company name" \ --
binaries-key binaries-key.pem \ --packages-key packages-key.pem

B npouecce BbINOAHEHMA KOMaHAbl OyayT 3anpolleHbl Naponn ans WwmdpoBaHmA
$annoB C 3aKPbITbLIMW KAOYaMM M B paboyel nanke cKpunta OyayT co3aaHbl Gpaibl
3aMnpocoB binaries-csr.pem W packages-csr.pem.

dannbl 3anpocos (He bannbl Kntoyen) HeobxoaMmo nepeaaTb
npeanpuATUIO-Pa3pPaboTYMKy M NOMYYMUTb B3aMeH NoanmcaHHble Gpaiinbl cepTMPUKaATOB.

MPUMEYAHUE. Mpu npoBeaeHMn OUHANbHONO TECTMPOBAHMA CO34aHHbIX MIT
noTpebyeTca cepTUPUKAT CTOPOHHEM OpraHm3aumnm Ha nognmce RPM-nakeTa.

CepTdUMKaAT CTOPOHHEN OpraHM3aumMm HeobxoaAMMO AOMNONAHUTENBHO 3aNPOCUTL Y
npeanpuaTna-paspabotinka. Co3gasBaTb AOMONHUTENIbHbIE KAOYM W 3aMpochbl  Ha
cepTndmKaT He TpebyeTca. B ganbHelwem nmeHem No YMOoN4YaHuto ans ganna ceptndmrara
CTOPOHHENM opraHM3aummn byaeT cunTaThCa packages—-client-cert.pem.

BBuay OTCYTCTBMA MEXaHM3IMOB A4 M3MEHEeHMA NPUBA3KM B Aa/bHeNnLen
3KcnayaTaumm HeobxoaMmOo BbINONHUTL OAHO M3 CAeAyOWMX AEACTBUIA:

— MOBTOPHO ycTaHOBUTL OC ABpopa Ha MY;

— ocylecTBuTb cOpoc HacTpoek MY.

MPUMEYAHUE. [na nposepkn noanucu RPM-naketa u noanucu dannos IMA
MCNONb3YEeTCA eAMHbIA cepTUdUKaT, T.e. ANA NOoANUCU MaKeTa U ero COAEPKMMOro
MCNONb3YeTCA OAHa NOAMMUCH.
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MexaHn3am b6e3onacHocTn IMA obecneynBaeT OTCYTCTBME BO3MOKHOCTM 3aMyCKa Ha
MY ana HenoAnMcaHHbIX McnonHaemblx dannos RPM-nakeTa, a TakXe A58 MCNONHAEMbIX
dannos RPM-nakeTa, NOAMMCAHHOrO HEBEPHOW noanucbio AMBO MNOAMMCLbIO, KOTOpPas
BEPHa, HO OT/IMYAETCA OT TeKYLWEero KOpPHeBOro ceptTndmKara.

BHUMAHMUE! Moanepxmatotca anropmutmbl ana IMA TOCT 34.10 2012.

MPUMEYAHMUE. Mpn oT3bIBE CKOMNPOMETMPOBAHHbLIX KAKOYEM MPOMCXOAMUT OT3bIB
KAto4a, a He cepTudmkaTa.

B uenax pasgeneHus 30HbI M NoAAeprKaHWa TAyOUHbI MHTErpaumm CTOPOHHMUX
RPM-nakeToB mmetoTca AONO/IHUTENbHbIE NOArpynnbl Ana noanucen: Regular, Extended,
MDM, Antivirus, KoOTOpble pa3nmyatoTcA Habopom nNpaBuUA W pPaspelleHnit no
PacnonoXeHunto U1 B3ammogenctemto danmnos B OC, a TakKe WCNONb30BaHWEM
B3aMMOCBA3aHHbIX KOMMOHEHTOB.

MPUMEYAHWUE. lna KoppeKTHOM YyCTaHOBKM M paboTbl Ha MY, PYHKLMOHMPYOLLEM
noa ynpasneHnem OC ABpopa, RPM-nakeT ponxeH COOTBETCTBOBATb TpebHoBaHMAM,
YKa3aHHbIM Ha Beb-camTe:
https://developer.auroraos.ru/doc/software_development/guidelines/rpom_requirements.
OaHako ANnA ynpolleHMA npouecca y pa3paboTymka ecTb BO3MOMKHOCTb OTKAOYEHMA
Ba/imaaum RPM-nakeToB, Npu 3TOM OCHOBHblE KpUTUYECKME AONA CUCTEMbl MPOBEPKM
OCTaHYTCA aKTUBHbIMM.

[Ons rpynnbl 6e3onacHocTM TpebyeTca cneayoulee:

— obsA3aTenbHan NoAnNuch pa3paboTynKka, MeTka — developer;

— ONuUMOHaNbHaA NOANUCb WCTOYHMKA, MeTKa — client. Mcnonb3lyetca ANnA
peanns3aumm J0BEPEHHbIX MCTOYHMKOB (nn. 4.4.1.3).

MoanucyM HakNaAblBatOTCA caeayrowmm obpasom:

1) Pa3paboTumnk nognuceiBaeT RPM-nakeT, KOTOPbI OH NPOU3BeS;

2) RPM-naKeT onuMoHabHO MNOANUCbIBAETCA NOAMUCHIO UCTOYHMKA (MapkeTom MIM
NN KNUEHTOM).

Mpn aTOM pa3paboTynK NoanucbiBaeT HenocpeacTBEHHO RPM-nakeT, a Kaxkabli
nocneayoWmin cybbeKT NOANUCHIBAET NPeablayLiyto NOANNCH (T.e. NCTOYHMUK NOANUCHIBAET
noAanncb pa3paboTymka), Takum o0bpasom opraHM3oBaHa Mepapxma NoAMNUCEN, B KOTOPOM
Ha Ka*kKAOM M3 3TanoB MPOBEPKM MOXKHO BbIABUTb PACXOXKAEHMA.

KopHeBo# cepTudMKaT npeanpuatua-paspaboTumKa: 414 yCTaHOBKM AOBEPMA MEXK Y
cepTudUKaTaMmn M CUCTEMOM NpeasaraeTca Mepapxmyeckasn CBA3b MeXay cepTudurKkaTamu,
KOTOpble WMCNONb3YHTCA ANA noanucu nakeTos. lNpeanpusatne-paspadbotumk OC ABpopa
nocpeacTBOM YTUANUTbI tk26sig reHepupyeT cepTUPUKAT, KOTOPbIN CHUTAETCA KOPHEBbIM.
[anee npeanpuate-paspaboTymK, MCNONb3YA AaHHbLIA CePTUUKAT, BblAaeT cepTUPMKaATbI
CBOMM K/IMEHTAM Ha OCHOBE MX 3anpoca - 3TO MOryT ObITb KAOYM pa3paboTyMka u
MCTOYHMKA.
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Takum obpa3om, Bcerga BO3MOXHO MPOCNeAMTb CBA3b MeXKay LLEemnoYKomn
CEPTUPUKATOB: E€CAM  BblAAHHbIA KAMEHTaM cepTUUKAT He BblAaH nNpeanpusTMem-
pPa3pabOoOTYMKOM, OH CYMTAETCA HeAeWCTBMTENbHbIM, COOTBETCTBEHHO, BCE MOMbITKM
YCTaHOBUTL RPM-nakeTbl, NOANUCaHHbIe cepTudMKaTamuy, BblAAHHbIMMN He
npeanpuaTMem-paspaboTymkom, byayT HeyaauyHbIMM.

MyTb 4O KOPHEBOro cepTudMKaTa npegonpeneneH Ha MPOrPaMMHOM YPOBHE:
/etc/rpm/rootcacert—omp.pem.

CepTuduKaT npeanpuaTHa-paspaboTumKka: cpeam Bcex CepTUPUKATOB ANA TPynmbl
developer Hanbonee BaYKHbIM ABnAeTcA cepTnUdUKar, BblAAHHbIN
npeanpuATUio-paspaboTinky ana paspabotkm OC ABpopa. TakMmu cepTUdUKaTamm
NOANMCbIBAKOTCA BCe MPOAYKTbl  NpeanpuATMA-pa3paboTyMka M BCeE  CUCTEMHblE
RPM-nakeTbl.

MakeT, noAMMCaHHbIA AaHHbIM cepTUPMKATOM, He noABepraeTcA npoueccy
BaAMaaUMM (T.K. TakMe nNakeTbl BCer4a CYMTAOTCA [A0BepeHHbiMM). [dna  oTanuyma
cepTMOUKATOB NAEHTUPMKATOP NYOANYHOrO KAtoYa AaHHOro cepTudmKaTa ycTaHaBAMBaEeTCA
B ®C no Nyt /etc/rpm/system-developer-keyid M NpU YCTAaHOBKE KaxKAO0Oro naketa
NPONCXOANT MNpoBepKa NybAMYHOrO KAoYa cepTudMKaTa npeanpuATUA-pa3paboTymka,
KOTOPbIM NOAMNMNCAH MAKET C KAHOYOM, pacnonoxeHHoim B OC.

BHYTpPEHHAA CTpYKTYypa nognucei: noanucu danna IMA mHTerpmpytotca B 610K
noanucK npeanpuatTna-paspaboTtymka, noanmucb IMA nepeHocuTCA M3 3aron10BKa NakeTa.
TonbKo nepsan noAnuch (He Becb dhain) 3aBepaeTca BTOPOM NOAMNUCH!IO.

O6bwmin popmat nognuncaHHoro RPM-nakeTa npuseaeH Ha pucyHke (PucyHok 161).

RPM-naret [MognucaHo
PazpaboTumrom
—

3aroNoBoK

Coaepumoe

Mognucs 1
(PazpaboTumk)

CBEAEHMA O NOAMUCEHTE
MognucaHo

CepTudukat KAaneHToM

Mognucs IMA

Llenouyka poTaumm
(onu.}

Moanuce 1 (3aronoBok)

Moanuck 2 (KaueHT)

CeefleHUA O MOANMCAHTE

CepTuduKaT

Moanuce

Moanuck 2 (3aronoeok)

PucyHok 161
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Bannpaumna RPM-naketos: RPM-nakeTbl Ba/IMANPYIOTCA CLEeHapMeM, HaXOAALWMMCA
B NpoeKTe rpm-validator. Mpouecc BaanMaauMm Ha COOTBETCTBME NpPoxoaAaT He Bce RPM-
NaKeTbl, @ TONbKO He yaoBaeTBopAloWMe ycnoBMaAM 6e30nacHOCTU, yKas3aHHbIM Ha Beb-
cauTe:
https://developer.auroraos.ru/doc/software_development/guidelines/rpm_requirements.

RPM-nakeTbl, NoANMCaHHblE KAKOYOM MNpeanpuaTna-paspaboTymka, He NpoxoaAaT
npouecc Baanaaumm.

[Npwn ycTaHOBKe Yepes 1ibrpm RPM-nakeT npoxoauTt cnegytouime ctagmm:

— BHYTPEHHME NPOBEPKY;

— Ba/mMaauma nnarmHom rpm-plugin-validation.

MnarnH rpm-plugin-validation, BbI3BaHHbIA Nepen ycTaHoBKOM RPM-nakeTa,
nocnenoBaTeNbHO BbIMNOMHAET Ceaytolme AeNCTBUA:

— NpoBepKa noanuncen n ceptudmkatos RPM-nakeTa;

— ecnn RPM-naket asnaeTca obHOBAEeHMEM, TO MpPOBepAeTcsA, YTO cepTudmKaT
pa3paboTyMka He u3MeHMAca (T.e. He M3IMeHWNcA M pa3paboTyumk). MameHeHume
cepTndmKaTa npeanpmaTnA-pa3paboTymnKa cYnTaeTCcs OWMOKOMN YCTAaHOBKM;

— ecnan RPM-nakeT nognucaH He npeanpuATMem-pa3paboTiMKom, BbIMOAHAETCA
Ba/MAaUMA NakeTa. HeycnelwHan BaanMaauma cYMTaeTca owmnbKom YyCTaHOBKMY;

— BCTaBKa cepTudunKaTa B cnucteMHbln IMA keyring. HeycnelHbI NpoLecc cymTaeTca
OLMDOKOM YCTAaHOBKMY;

— BCTaBKa MWHbopmMauum o noanucax wn ceptudukatax RPM-naketa B B[]
rpmsign-external. HeycnewHbI NPOLECC CYMTAETCA OLUMOKOM YCTaHOBKM.

Mo 3aBepuweHun obpaboTkn RPM-naKkeTa Kaxkaoe aencrteme co3aaeT cooblleHne
ayauTta B sdjd (cuctema ayauTta npeanpusatus-paspabotymka (cm. nogpasaen 4.1) ob
ycnexe nmbo Heycnexe nNpu yCTaHOBKe UK yaaneHnn RPM-nakeTa.

Mpu yctaHoBKe ntoboro RPM-naketa HEOOXOAMMO y4MTbIBaTb CAeadytollee, YTo
Kaxablh RPM-naKkeT A0/MKeH MMEeTb Kak MUHMMYM NMOANMCbL NpeanpuaTMA-pa3paboTymKa
nakeTa.

[Ons nposepkn noanncn RPM-nakeTa He0BX0AMMO BbINONHUTL KOMAHAY:

rpmsign-external verify —--root-cert ca.pem someapplication.rpm

[Jns npocmoTpa BaxKHbIX aTPMOYTOB NoanucK (MMeHu cybbekTa, MeTku 1 ID Katoya)
HeobXoAMMO BbIMNONHUTL KOMaHAY:

rpmsign-external dump someapplication.rpm

4.4.1.2. Moannce MT1

Ons noanucy MM Heo6X0AMMO BbIMOAHUTL KOMAHAY:

rpmsign-external sign --key packages-key.pem --cert packages-cert.pem
sampleapp.rpm
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roe:

— sampleapp.rpm— NaKeT, coaepxawmnm MO;

— packages-key.pem — 3aKPbITbI KAHOY NOAMMCU NAKETOB;

— packages-cert.pem — CEPTMOUKAT NOANNCKU NAKETOB.

BHUMAHMUE! B npouecce noanuncm byayT 3anpolleHbl Napo/ibHble Gpa3bl OT Gpanaos
C 3aKPbITbIMMK KAto4amu ana nognmcm RPM-nakeTos.

Ana nsonaumm MM MCNOAb3YOTCA «MEeCOYHULbI», ONMMCaHME KOTOPbLIX NpMBeaeHO B
nogpasaene 4.5.

4.4.1.3. icnonb3oBaHMe A0BEPEHHbIX MCTOYHMKOB

B OC ABpopa MCNonb3yeTca MeXaHM3M ynpaB/ieHnAa 40BePeHHbIMU UCTOYHMKAMM, C
MOMOLLBIO KOTOPOro Ha MY MOXHO yCTaHaBAMBaTb TONbKO AoBepeHHble MI1, nmetowme
noANMCb 04HOMO M3 UCTOYHMKOB, A40DABNEHHbIX B CMNCOK A0BEPEHHbIX.

MoAnncb MCTOYHMKA B CMNCOK A0BEPEHHbBIX MOXKeT ObiTb A0DaBNEHA:

— opuMuManbHbIM marasamHom MIT;

— aamuHucTpaTopom MM0O.

Mpu pabote ¢ MIM aAMUHMUCTPATOP NOAYyYaET Caeaytole BO3MOXKHOCTH:

— ycTaHaBAmBaTb MI1, noanncaHHble Pa3NNYHbIMU NCTOYHMKAMMK, 0OABNEHHbIMMK B
CMUCOK AoBepeHHbIx (cm. nn. 2.3.3.1);

— n06aBNATb MCTOYHMKM B CMUCOK A0BEPEHHbIX A/1A Nocaeayowen yctaHoBkM MIT
(cm. nn. 2.3.3.2);

— ycTaHaBamBaTb Ml 6e3 noanmncu UcTovHKuKa (cm. nn. 2.3.3.3).

MNpu paboTe ¢ 4OBEPEHHBIMU UCTOYHUKAMM aAMUHUCTPATOP NOJIyYaeT caeaytoume
BO3MOXHOCTU:

— paspewaTb U/Man 3anpeLlaTb YCTaHOBKY HenoanucanHoro MM (nn. 4.4.1.3.1);

— MPOCMaTPMBATb CIMCOK M BbIBUPaTb AOBEPEHHbIE UCTOYHUKK (Nn. 4.4.1.3.2);

— yAanaTb UCTOYHMK U3 CNUCKA AoBepeHHbIx (nn. 4.4.1.3.3).

4.4.1.3.1. HacTpoMKa yCTaHOBKM HenognucaHHoro MIT

[na paspelieHna yCTaHOBKM HenoanucaHHoro MM HeobxoAMMO BbIMNOMHUTD
cnepytoume AenCTBUA:

— OTKPbITb  MEHK CUCTEMHbIX HACTPOEK KacaHMem 3Hauyka @ Ha JKpaHe
NPUNOXKEHUN (cM. PucyHok 1);

— KOCHYTbCA MNYHKTa MeHI0 «MCTOYHUKU  MPUIOKEHUNY 5 s noapasaene
«be3onacHOCTbY;

— Ha OTKPbIBLWIENCA CTPaHWLE aKTMBMPOBATb MepekatoyaTens «PaspelwmnTtb
YCTAHOBKY NPUAOXKEHMN Be3 noanmcn NCTodHmKa» (PucyHok 162);

— NoATBEPAUTb AENCTBME BBOAOM TEKYLLETO NAapoOA.
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MOBWJIbHASRA
l NMNAT®OPMA

NMPUMEYHAHUA:

v Mpu geaktveBauumn neperntodaTens «PaspelwnTb YCTaHOBKY MPUIOXKEHUH 6e3

NOANMUCK UCTOYHMKa» OyayT yAaneHbl ycTaHoBAeHHble MM 6e3 noanucu MCTOYHMKA
(PucyHok 163);

v MoapobHoe onuncaHue ycTaHOBKM HenoanucaHHbix MMM npuseaeHo s nn. 2.3.3.3.

| NCTOMHUKM NPUNOXEHWU

@ PaspewmTb ycTaHOBKY NPUNOXEHNI
6es noanucu UCToYHUKa
OTKNIOMEHME [@HHOM HAaCTPOMKM NPUBEAET K
YAaneHuIo BCex NpUoxeHnii 6e3 noanmeu
UCTO4HMKA

(O PaspewnTb ycTaHoBKy PWA-
NpUNoXeHuit u3 6paysepa
BknioyeHne naHHO HAaCcTPOIAKM NpuBeaeT K
BO3MOXHOCTU YCTaHOBKM PWA-NpUnoxeHuit ua
6payaepa

[loBepeHHble UCTOYHUKN @

PucyHok 162

I OTMeHUTL MoaTBepanTb

YnanuTb YyCTaHOB/IEHHbIE
npunoxexus 6e3 nognucu
MUCTOMHUKA?

B cnyyae noaTsepxXaeHUs 4aHHOro AeMCTBUSA
6yayT yaaneHs! CNeayioLwme NpUNoxeHus:

CkaHep OOKYMEHTOB

PucyHok 163
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4.4.1.3.2. [1poCMOTpP CNMCKa AOBEPEHHbBIX MCTOYHMKOB

NMPUMEYAHMUE. MoapobHoe onmncaHne aobasneHus
MCTOYHMKA B CMWUCOK [JIOBEPEHHbIX MNpMBEAEHO B

MoaTBEpPXAEHHDIE UCTOYHWUKM YCTaHOBKMN
NPUNOXEHUI M. 2332

[IpsayETancarieis puncksig OnAa npocmoTpa CNMCKa A0BEpPEeHHbIX MCTOYHMKOB

HeobxoAMMO KOCHYTbCA Nons «JloBepeHHbIe MCTOYHUKNY
(cm. PucyHoK 162), B pe3ynbtaTte 0TOOpPa3nTCa CTpaHMLa
CO CMUCKOM ZI0BEPEHHbIX MCTOYHNKOB (PrcyHoK 164).

| [oBepeHHble UCTOYHUKKN

source.rustore.ru
YHukanbHbIi ugeHTudmkatop: f2f74d4f...506e298a

PucyHok 164

4.4.1.3.3. YnaneHue MCTOYHMKA U3 CNMUCKA A4OBEPEHHbIX

[Ona ynaneHns WCTOYHMKA W3 CMUCKA [O0BEPEHHbIX HEOOXOAMMO BbIMOAHUTb
cnepytoume oeNCTBUA:

— Ha cTpaHuue «JloBepeHHble UCTOYHUKUY (CM. PUcyHOK 164) OTKPbITb KOHTEKCTHOE
MEHI0 HeOBX0AMMOro MCTOYHMKA;

— KOCHYTbCA NyHKTa «YaanuTtb» (PucyHok 165);

— NOATBEPAUTL AENCTBME BBOAOM TEKYLLErO NAPONs;

— Ha  OTKPbIBWENCA CTPaHMUE KOCHYTbCA KHOMKM  «[lloaTBepauTb»  ANA
NoATBEPXKAEHMA onepaummn N(Mbo KHOMNKM « OTMEHUTLY» A8 OTMeHb! (PucyHok 166).

BHUMAHUE! TMpu yaaneHnn MUCTOYHMKA M3 CNUCKa [A0BEPEHHbIX OyayT TakxKe
yaaneHbl MI, nognucaHHble AaHHbIM UCTOYHUKOM (PrcyHOK 166).
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I ﬂOBGpEHHbIe UCTOYHUKU
MoaTBEPXAEHHDIE UCTOYHUKM YCTAaHOBKM
NPUNOXEeHUM

MpeaycTaHOBNEHHbIE NPUNOXEHNUs
YHuKanbHbi naeHTudukatop: .pre.installed.apps

source.rustore.ru

OTMeHUTL MoaTeepantb

YpanuTb MCTOMHUK source.rustore.ru
13 CrMcKa AOBEPEHHbIX?
YaaneHue UCTONHWKa NPUBEAET K yAaneHuio

BCEX NPUNOXEHWA, MOAMUCaHHBIX AaHHbBIM
UCTOYHUKOM:

YHukanbHbli uaeHTudmkartop: f2f74d4f...506e298a
ru.vk.RuStore

YHuKanbHbli naeHTUdUKaTop:
f2f74d4fd69ab21e6b8390255757dded5041c0
0e0270fcab8ca67907506e298a

=

] Ypanutb

PucyHok 165 PucyHoK 166

4.4.1.4. NMposepKa noanncK bBUHapHbIX Gannos

B noanucn RPM-nakeTa xpaHuTCa cekuma ¢ noanncammn IMA ans Kaxaoro danna,
coZeprallleroca B nakete. Bo BpemsA yCTaHOBKM COAEPKMMOTO MakeTa Ha Kaxabi damnn
YCTQHAaBAMBAETCA  pPaCWIMpPEHHbIM  aTpubyT  security.ima, Kyda NomMel@eTcs
COOTBETCTBYIOLWAA AaHHOMY panay noanucs IMA.

Mpu 3anycke bBuHapHoro gpanna npomcxoamT obazaTtenbvHasa nposepka noanuncu IMA
c nomouwpbto noacuctembl OC Linux IMA/EVM n cepTudukaTa, NepemelieHHOro B
IMA keyring npun yctaHoBke RPM-nakeTa. B cnyyae HeycnelwHoM NpoBepKn bBuHapHbIn Gainn
He byaeT 3anyLieH.

[Ons npoBepkn noanncn bBUHapHbIX GaiNoB HEOOXOAMMO BbIMONHUTL KOMAHAY:

rpm -q --gqf '[${FILENAMES}\n${FILESIGNATURES}\n]' package.rpm | grep
-Al /usr/bin/ | tail -n 1 | cut -c 7-14

roe package.rpm — MMA d)aﬁma NnoANMMCAaHHOTO NakeTa.

Pe3ynbTaTtom paboTbl Nnporpammel byaeT 4 6aiTa, Hanpumep: de39e183.

Takad e nocneaoBaTeIbHOCTb UMGP A0NKHA NPUCYTCTBOBATb B BbIBOAE KOMaHAbI
cat/proc/keys, €can cepTuduKkaT noannck buHapHbix darnos 6bin 4obaBaeH B Nanky
/etc/keys/ima.

MPUMEYAHMUE. Mpu nposepke noanuncu MM moxeT noTpeboBaTbca nepesarpyska
MY.
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4.4.2. PaboTa c cepTndmnKatamm
4.4.2.1. JobaBneHne KOPHEBOro cepTUPMKaTa YA0CTOBEPAIOLLENO LIEHTPA

KopHeBon cepTndurKkaT yaoctoBepstollero ueHTpa (YU) npeacrasnset coboit dann,
coaepalimin WndpoBaHHY cepBUCHYO MHPopmaumto ob YL, Ha ocHoBe aaHHOro danna
CcTpouTCA Ueno4Yyka Josepua ceptudmkaTam. [lonyumB [ocTyn K WMPPOBAHHOM
MHbOPMALMM, KpMNTONPOBaMAep MNOATBEPXKAAET MOANMHHOCTL JnyHOW DI, Takum
obpasom, ntobaa I, sbinyuweHHaa YU, paboTaeT KOPPEKTHO TONAbKO MpW HaNUymu
KOpHEeBOro cepTuduKaTa.

Ona nobaBneHna KopHeBoro ceptudumkata YL B [AoBepeHHble Heobxoammo
BbIMONIHUTL CAeAytolmMe AeNCTBUA:

— noakntounts MY K 9BM ¢ nomoubto USB-kabens;

— BbIOpPaTb pexum «poToKoN nepesadn AaHHbIX (MTP)»;

— ckonupoBaTtb ¢ 9BM n nepeHectn Ha MY ceptudumKaTt YL,

— OTKpbITb MM «Terminal» 1 BbINONHUTL CheaytolimMe KOMaHabI:

devel-su
cp <nyTb k damny> /etc/pki/ca-trust/source/anchors/
update-ca-trust

3arpy3unTb KopHeBon cepTnudmkat YL, Ha MY Tak¥Ke BO3MOXHO C MOMOLLbID CETU
NHTepHeT, BbinonHMB B Ml «Terminal» cneaytouine KomaHabl:

devel-su

curl -o /etc/pki/ca-trust/source/anchors/root ca.crt "https:
//url ceprudmxara/root ca.crt"

update-ca-trust

4.4.2.2. NpoBepKa cepTMPMKaToB

[na npoBepku cepTMdMKaTOB HEOOXOAMMO BbINMONHUTL CeaytolmMe AeNCTBUA:
— 3arpy3mTb KOPHEBbIE CEPTUPMKATbLI C MOMOLLIbIO KOMAHAL:

curl -L https://developer.auroraos.ru/static/rootcacert-omp.pem -o
rootcacert-omp.pem

curl -L https://developer.auroraos.ru/static/ima-root-ca.x509.pem -o
ima-root-ca.x509.pem

— NPOBEPUTL CEPTUPUKAT NOANNCU BUHAPHBIX GaNIOB C MOMOLLbIO KOMaHAb!:

echo "test" > testfile; openssl smime -sign \ -in testfile \ -
signer binaries-cert.pem \ -inkey binaries-key.pem \ -out
testfile.sig; openssl smime -verify \ -in testfile.sig \ -
signer binaries-cert.pem \ -CAfile ima-root.ca.x509.pem

— NPOBEPNTb CepTl/ICI)l/lI-(aT noAnnCKM NakeTosB C NMOMOLLbHO KOMaH/Abl:

echo "test" > testfile; openssl smime -sign \ -in testfile \ -
signer packages-cert.pem \ -inkey packages-key.pem \ -out
testfile.sig.gost; openssl smime -verify \ -in testfile.sig.gost \
-signer packages-cert.pem \ -CAfile rootcacart-omp.pem

— NPOBEPUTDL CepTMd)l/IKaT CTOpOHHeVI opraHmM3saunn C NOMOLbO KOMaH/4dbl:

137



https://confluence.omprussia.ru/pages/viewpage.action?pageId=60505051

— 1 OBKPbITAFI
PYKOBOACTBO aAMMHUCTPATOPA l F.‘ni%"gé’ﬁ'ﬁﬂ

echo "test" > testfile-client; openssl smime -sign \ -in testfile-
client \ -signer packages-client-cert.pem \ -inkey packages-
key.pem \ -out testfile-client.sig.gost; openssl smime -verify \
-in testfile-client.sig.gost \ -signer packages-client-cert.pem \
-CAfile rootcacart-omp.pem

4.5. N3onauma npoueccos

4.5.1. 30nauma aapecHbIX NPOCTPAHCTB

PeweHune 3a4a4n M30MAUMKM ALAPECHBLIX MPOCTPAHCTB MNPOLLECCOB OCHOBAHO Ha
apxutektype Aapa OC Apopa, KoTopoe obecneymBaeT COBCTBEHHOE WM30/MPOBAHHOE
afpecHoe NPOCTPaAHCTBO A/1A KaXA0ro npouecca B cMcteme.

Mcnonb3yemblil MexaHM3M M301ALMN OCHOBAH Ha CTPAHUYHOM MeXaHW3Me 3alLUnTbI
NaMATW, a TaKXe MexaHW3Me TpPaHCAAUMKM BMPTyaNbHOro agpeca B GU3NYECKUN,
NoAOEPKMBAEMOM MOAYNEM YNPaBAEHUA NaMATbio. O4HW 1 Te e BUPTya/bHble agpeca, €
KoTopbiMK paboTaeT npoueccop, nNpeobpasyroTca B pasHble dM3MyecKkne agpeca ANA
pa3HbIX aZ4PECHbIX MPOCTPAHCTB. [1pK 3TOM MPOLLECC HE MOXET HEeCaHKLUMOHMPOBAHHbIM
06pa3om Noay4MTb AOCTYN K NPOCTPAHCTBY APYroro npoLecca, T.K. HENPUBUAETMPOBAHHbIM
NONb30BATENBCKMI MPOLECC NIULIEH BO3MOXHOCTM paboTaTb C PU3MYECKOM NamATblo
HaNPAMYIO.

MPUMEYAHUE. MexaHnsm pasaensaemon namAaTi NO3BOAAET MOAYYMTb AO0CTyN K
OAHOMY W TOMY e Vy4aCTKy MamMATM W  HAxXoAWUTCA MO KOHTPOAEM MOAUTUKM
ANCKPELMOHHOro pasrpaHnyeHna npas 40CTyNa.

AgpecHoe MPOCTPAHCTBO AApa 3alMWEHO OT MOJIb30OBATE/bCKMX MPOLLECCOB C
MCNO/Ib30OBAHMEM MEXaHM3Ma CTPaHMYHOW 3awnTbl. CTpaHMubl MNPOCTPAHCTBA AApa
ABNAKOTCA MNPUBMAETMPOBAHHBbIMKU, WM AOCTYNM K HUM W3 HENPUBUAETMPOBAHHOrO Koza
BbI3bIBAET MCK/IOYEHME MpOLLeccopa, KOTopbln obpabaTbiBaetca Aapom OC KOPPEKTHbIM
obpaszom.

EAMHCTBEHHbLIM  CaHKUMOHMPOBAHHbIM crnocobom pgoctyna K aapy OC wu3
MNO/b30BaTENbCKOM MPOrPaMMbl  ABAAETCA MEXaHWM3M CUCTEMHbIX BbI30BOB, KOTOPbIM
rapaHTMpyeT BO3MOXHOCTb BbIMOJHEHNA MO/b30BaTENIEM TO/IbKO CAHKLMOHWUPOBAHHbIX
NEencTsumn.

[JOononHUTENbHbIE  MEXaHM3Mbl  M30MAUMM  npoueccoB  obecneymBatoTcA
NPUMEHAEMbIMN TEXHONOTUAMM KOHTEMHEPM3AUMM HEe TONbKO Apyr OT Apyra, HO U OT
BHELLHMX PECYPCOB, a TaKXKe BHELLIHNX PECYpPCOB OT MPOLLECCOB.

MporpammHbie CpeACcTBa paspelwardT NPoueccy Auvllb OnpeaeneHHbIn nepeyeHb
NEeNCTBUIA, BbIMONHAEMbIX MO OTHOLIEHWUIO K APYyrMm npoueccam u nepudepuinHbiM
YCTPOWCTBAM, BKAKOYAA MOCTOAHHOE 3anOMMHatoLLee YCTPOMCTBO, KOTOPbIM onpeaenaeTca
NPW YCTAaHOBKE NaKeTa, CoAePKaLlero UCNoiHAeMbI dbann.

NMPUMEYAHUE. MoapobHoe onucaHue NPUBUNETMPOBAHHbIX n
HeNpPMBMAErMPOBAHHbIX MPOLECCOB NpMBEAEHO B Noapasaene 4.3,
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4.5.2. N3onauma MI1 ¢ nCNoNb30BaHMEM «MNECOYHUL»

B OCABpopa peannsoBaHa wusonauma MIT C MCNONb30BaAHMEM «MECOYHUL,Y,
OCHOBaHHbIX Ha CcBOHBOAHO pacnpocTpaHAeMoM npoayKTe Firejail, KoTopbIM Mcnonb3yeT
CTaHaapTHble ana OC Linux mMexaHWM3Mbl namespace W seccomp-bpf, MO3BOJANOWME
onpeaenATb CNMCOK AOCTYNHbIX ANA MIT CMCTeMHbIX BbI30OBOB.

Firejail npeactasnAaer cobon NerkoBeCHyt «MNecovYHuuy» W noaxoauT ANA
ncnonb3oBaHma B MY, npu sTOmM Bce Moab3oBaTesibCkMe MIT 3anyckatoTca 4epes
sailjail-obepTky Hapg Firejail. JononHMTENbHO AN8 W30AAUMKM MCNONb3yeTca xdg-dbus-
proxy, PUAbTPYOLWMM NpokeK ans D-Bus.

MexXaH3M seccomp-bpf 3anpeLLaeT HEKOTOPble CUCTEMHbIE BbI3OBbI, Hanpumep:
mount/umount, ptrace, kexecW Ap.

Mo ymon4aHuto B mount namespace A0CTyN K ®C orpaHnYmMBaeTca A0:

— AOCTYMNa Ha YTEeHWEe M 3anuUcCb K AaHHbIM KOHKpeTHoro MM ($XDG DATA HOME,
$XDG_CONFIG HOME, $XDG CACHE HOME);

— [0CTyna TO/IbKO Ha YTeHMne K /usr/share/$ApplicationName;

— [OCTyNa TOAbKO HAa YTEHWMEe K HeKOoTopbIM nankam wu  dannam B
/etc, /usr/share, /var/libwuT.A.

Hoctyn K ®C moxkeT 6bITb pacluMpeH NpY 3anNpoce COOTBETCTBYHOLLMX Pa3peLleHnn,
OMMCAHHbIX C NTOMOLbIO NpaBuA Firejail, Hanpumep:

— pa3peweHne «Pictures» npeanocTaBaaeT AOCTYN Ha YTEHME M 3aMMCb K Mankam
NONb30BaTeNA ~/Pictures, @ TAKXKE K K3LWY NPeBbIO;

— pa3pelweHne «RemovableMedia» npeaocTaBaseT 4OCTYN K CbEMHbIM HOCUTENIAM
(/media/SUSER/) U T.4,

B net namespace N0 ymo/4aHUto obaBAAeTCA TONbKO loopback device.

PaboTa B «neco4Huue» no3sondet onpeaennts MI paspelieHns Ha A0CTyn K
pecypcam, 0OyCnoBNeEHHblE 371EeMEHTAMM, OMMUCaHME KOTOPbIX NpuBeAeHO B Tabauue
(Tabnnua 16).

Tabnnua 16

Ne dNeMeHT OnucaHue

1 |Accounts MpocmoTp, MOANDUKALMA U CUHXPOHM3ALMA YYETHbIX
3anuncemn

2 |AccessSecurityLog JOoCTyn K permcTpauoHHOMY KypHasy

3 |Audio BocnpousseneHune 1 3anncb ayamo, U3SMeHeHne
KOHUrypaLmnm

4 |Bluetooth Moakno4yeHne n ncnosnb3oBaHue Bluetooth®-ycTponcTs

5 |Calendar MpocmoTp U moaudmnKaums cobbITn KaneHaaps

6 |Camera JocTyn K kKamepe, cbemka ¢oTo 1 BMAELO

7 |Contacts MpocMoTp U MOAUPUKALMA AAHHBIX KOHTAKTOB

8 |Devicelnfo N3BneyeHne gaHHbIX 0 MY
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Ne INemMeHT

OnucaHue

9 |Documents

HNocTyn K nanke «Documents»

10 |Downloads

[ocTyn K nanke «Downloads»

11 |E-mail

qTeHMeL40TﬂpaBKaﬂMCGN\M33ﬂeKTpOHHOm MOYThl,
AOCTYN K BJIOXXEHNAM

12 |Internet

Mcnonb3oBaHue cetn MHTepHeT

13 |Location

Ncnonb3oBaHMe reonoKaumm

14 |LogSecurityEvents

3anuncb B PErMCTPALIMOHHDBIN KypHan

15 |MediaIndexing

JocTyn K nepeyHto pannos Ha MY

16 |Messages

[ocTyn K YTeHuto n otnpaske SMS

17 |Microphone

3anmcb ayamo ¢ MOMOLLLbIO MUKPODOHa

18 |Music JocTyn K nanke «Music», nnemnanctam n ob610KKam
19 |NEC MoakntoyeHmne n ncnonblobaHme NFC-ycTpoicts
20 |Phone OcyllecTBneHMe BbISOBOB HAMPAMYIO MK Yepe3

NoNb30BaTENLCKNIM MHTEpdeC

21 |Pictures

[ocTyn K nanke «Pictures»

22 |Printing

MpoCcMOTp 1 MCNONb30BaHWE AOCTYMHbIX MPUHTEPOB

23 |PublicDir

[ocTyn K nanke «Pictures»

24 |PushNotifications

YTeHune push-yBegomneHuin

25 |RemovableMedia

Ncnonb3oBaHMe KapT namaTtn n USB

26 |SecureStorage

XpaHeHue WnPpoBaHHbIX dalios

27 |ScreenCapture

3axBaT COAEPKMMOTO 3KpaHa

28 |UserDirs

Joctyn K nankam «Documents», «Downloads», « Music»,
«Pictures», «Public» n «Video»

29 |Videos

[ocTyn K nanke «Videos»

30 |WebView

Ona ncnonb3zosaHusa Gecko WebView

[Ons kaxxaoro MM, BbINONHAOWETOCA B «NECOYHMLE», MOXKET ObITb CO34aH NPOPUNb,
onpeaenaoLlmnii ero BO3MOXKHOCTK 1 noseaeHue. Hanpmumep, npodunb ana MMM «Moroaa»
MOXKeT BbIrNAAeTb caeayowmm obpasom:

# Firetail > Firejail profile for /usr/bin/omp-weather

### security filters
caps.drop all
nonewprivs

seccomp

### network
protocol unix,

### environment
shell none
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### baseline
include permission-baseline.inc

### application

private-bin omp-weather,

private-etc passwd,group, location,dconf, xdg, fonts, system-fips, selinux,
private-tmp

dbus-user.own ru.omprussia.weather

whitelist /usr/share/omp-weather

# Settings
include sessionbus-com.jolla.settings.inc

# Connman
include systembus-net.connman.inc

4.6. 3aluTa NamATU

4.6.1. O4ncTka NnamaTm

OuyncTKa onepaTMBHOM MAMATM OCHOBaHa Ha apxuTeKkType Aapa OC ABpopa w
rapaHTUPYeT, YTO 0ObIYHbIM HEMPUBUAETMPOBAHHbLIN NMPOLLECC HE MOXKET NONYYNTb AaHHbIE
YyXOro npoLecca, ecam 3To ABHO He pa3spelweHo [P/,

CpeacTBa B3aMMOAENCTBMA MeXKAY NPOLLECCaMM KOHTPOAMPYOTCA ¢ nomolubto MNP/,
M NPOLLECC HEe MOET NOYYUTb AOCTYN K HEOUYMLLEHHON NAamMATU (KaK onepaTUBHOM, TaK U
NMCKOBOM). AApo BblAENAET KarKAOMy MpoLeccy BMPTyanbHOe aApecHOe NPOCTPaHCTBO,
KOTOpPOe TpaHCAMpyeTca B dU3NYECKMe aZpeca NamATK C NOAAEPKKON paHA0MM3aAUMN.

[ocTynHble ANA  NOAb30BaTENbCKOrO npouecca OYyHKUMM  BblAENEHMA MU
pacnpegeneHna namAaTn OCYLLECTBAAIOT BbINOJHEHME peXMMa WHULKMANM3ALMKN, MpU
KOTOPOM MponcxoamT OBHyNeHMe Aveek NamATU. TakMm obpasom, AAPO U CUCTEMHASA
6mbnnoTteka libc rapaHTUPYKT MNOAYYEHME MNPOLLECCOM TONbKO OYMLLEHHbBIX CTPaHML,
namaTn 6e3 ocTaToYHOM MHGOPMALMN.

OuyncTka nNamAaTM Ha BHewHuUx HocuTenax (eMMC) ocHoOBaHa Ha peanu3auunu
MexaHM3Ma secdel, KOTOPbIA O4YMLIAET Ha HOCUTeNe Heucnonblyemble 6H610Kkn GC
HenocpeACTBEHHO MPK MX OCBODOOKAEHMM C MOMOLLbIO MEpPe3anncu MX MaCKMPYHOLLEN
noc/sief0BaTeNbHOCTLIO.

4.6.2. O4NCTKa NO/Ib30BATE/IbCKUX AAHHbIX

MPUMEYAHWE. HacTporKa cepBMCca OYMCTKM MONb30BATENBCKMX AAHHbIX AOCTYMNHa
TONbKO aIMMHNCTPATOPY.

CepBuc nNpeaHasHavyeH AN OYUCTKM MOAb30BATENbCKMX AaHHbIX MO PAChMCaHMIO
NNA BCEX YYETHbIX 3anuMcer nonb3osaTenei. BbiNONHAA OYMCTKY NONb30BATENBCKMX NAMNOK,
CEPBUC YMEHbLIAET O0OBEM YTEYKM MOSb30BATENbCKOM WHOOPMALMKM B CAydae
HeCaHKUMOHNPOBAHHOIO A0CTyNa K Nankam.
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OumcTKa 3afaHHbIX ManoK NPOM3BOAUTCA C YYETOM BJIOKEHHbIX MNamnokK
(peKypcuBHO).

CpOoK xpaHeHus ¢alnoB B Nankax, BblAeNEHHbIX C MOMOLLbO KOHOUIYPALUMOHHOrO
danna, oTCYMTbIBAETCA OT BPEMEHM NOCAeAHEro M3MeHeHMA Gpanna.

BHUMAHMUE! Monb3osatenbckmne dannbl, KOTOpble HE MOABEPHKEHBI MU3MEHEHNAM B
npougecce aKcnayataumm, U KoTopble creayeT obe3onacuTb OT OYMCTKM, peKomeHayeTca
XPaHWTb B MNankax, HEKOHTPOAMPYEMbIX CEPBMCOM.

Mpn pacyeTe CpoKa XpPaHEeHUA NONb30BaATENIbCKMX GaiioB HEODXOAMMO YYMTbIBATH
cnefytolime NoNOKEHNS:

— CPOK pacCcyMTbiBAeTCA C MOMEHTa CO34aHMA Y4YeTHOM 3anucu U BHeCceHus
nocneaHero U3AMeHeHuin;

— BPEMEHHbI MHTEPBaN NPOBEPKM CEPBUCOB, COCTABAAOLIMIA OANH Yac, BXOANUT B
CPOK XpaHeHus;

— He MOXKeT NpeBbIlaTh 334aHHbIN CPOK XpaHeHua dalnos (PucyHok 168).

NPUMEYAHUA:

v/ MepeyeHb Nanok A/ OYMCTKM MOAb30BaTEIbCKUX [aHHbIX onpenenderca npw
BHEAPEHUM U MOXKET ObITb U3MEHEH C MOMOLLLIO KOHOUTYPALMOHHOrO paiina;

v/ BbI6Op ManoK no yMoN4aHWio orpaHuyeH CaeayoWwmmm nankamu:

— S{HOME}/Documents;

— S{HOME}/Downloads;

— S{HOME}/Music;

— S{HOME}/Playlists;

— S{HOME}/Pictures;

— S{HOME}/Public;

— S{HOME}/Videos.

v'Y aOMMHUCTPATOPa OTCYTCTBYET BO3MOMHOCTb CaMOCTOATENbHO [06aBnaTb
Nanku 418 O4YUCTKM C MOMOLLIO NONb30BATENBLCKOTO MHTepdelca.
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,ﬂ,ﬂﬂ BRTOYEHMA OYNCTKU MNOIb30BATE/IbCKUX AAHHbIX
retoRris MbHHanE opok DR H€O6XO,£I,VIN\O BbIMOJIHNTb Cheayroune ,ﬂ,el\/JICTBl/IFIZ

aliNoB B 3afjaHHbIX nankax: ¢pain Gyner

St oo s ke o e — OTKPbITb MEHI0 CUCTEMHbIX HACTPOEK KacaHuem

YCTaHOBNEeHHOro cpoka.

3HaYkKa @ Ha DKpaHe NpunoxeHui (cm. PucyHok 1);
— KOCHYTbCH NyHKTa MEH!0

O He ynansTtb daitnbi .dst

Documents OTknoyeHo

«AOMUHUCTPUPOBAHME @Q“B noapasaene «Cucremanr;

— Ha OTKPbIBLIENCA CTPAHMLLE KOCHYTbCA MyHKTA MEHIO
«OumnCcTKa NO/1b30BaATENbCKMX OAHHBIX»
(cM. PucyHok 98) ana oTobpakeHma CTpaHMLbl C Nankamu;

— KOCHYTbCsi nepekatoyatena «He ypanatb ¢annbl
fk Bl .dst» (PucyHok 167).

Videos: Griniotsna NMPUMEYAHUE. KoHdurypaumnmoHHble pannbl popmaTa
.dst npegHa3sHayeHbl ANA HACTPOMKM CTOPOHHero VPN-
peweHuna Vipnet;

Downloads OtknioyeHo

Music OTknoyeHo

Pictures OTknioyeHo

Playlists OTtkntoyeHo

PucyHok 167

— KOCHYTbCA MOAA C MNankoM, Yy KOTOPOM HeobBXOAMMO BKIOYUTL OYMUCTKY
(cm. PucyHok 167);

— Ha OTKPbIBLLIEMCA CTPAHMLLE KOCHYTbCA MepeKkntoyaTena «BKAOYUTb OUYMCTKY»
(PucyHoK 168).

MPUMEYHAHUE. [1na akTmMBauum nepekntovatena AOCTAaTOYHO KOCHYTbCA MOAA, B
KOTOPOM OH PaCnoOJIOXeEH: NepektovaTe/ib HAYHEeT CBEeTUTLCA ApYe, YeM B COCTOAHMM MO
YMONYaHUIO (HEAKTUBHOM);

— 334aTb CPOK XpaHeHMA GalnoB NO pacnMCaHMIO, NepemMellas COOTBETCTBYIOLLMA
cnangep (PucyHok 168):

® BMPABO A7 YBE/IMYEHMA CPOKA (MaKCMMaibHOe 3HaYyeHme: 168 yacos);
® B/1IEBO A/1A YMEHbLUEHNA (MMHMMaNbHOE 3HaYeHMe: 4 Yyaca).

NMPUMEYAHUA:

v’ lLar usmeHeHua cpoka xpaHeHusa dpainos — 4 vaca;

v’ 110 yMONYaHMIO CPOK XpaHeHusa $arnos — 72 vaca;

— KOCHYTbCA KHOMKK «[1oATBEpAUTLY ANA NOATBEPKAEHMA onepauyum AMbo KHOMKK
«OTMEHUTb» Ans oTMeHbl (PucyHoK 168), B pe3ynbTaTe Ha cTpaHuue «[Manku» byaet
M3MEHEH CTaTyC y BbibpaHHOM nanku (PrucyHok 169).

[Onsa  OTKAOYEHMA  OYMCTKM  MONb30BATENIbCKMX  AaHHbIX  HeobxoaMmo
[EaKTUBMPOBATb NepektoYaTent «BKAOUYMTL 04MCTRY» (PrcyHOK 168).
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YcraHosute MaKCMMaanbIH CPOK XpaHeHus
Downloads ¢daitnos B 3aaaHHbix nankax: ¢pann byner
YﬂaﬂéH M3 nanku, ecnivm oKaxeTcs cTapuie
° BKI“O"WITb OHMCTKY YCTaHOBNEHHOrro Cpoka.
72 vaca O He ynansatb dpaitnbi .dst
Cpok xpaHenus daiinos Documents OTknio4eHo
Downloads 72 vaca
Music OTknoyeHo
Pictures OtknioyeHo
Playlists OTtkntoyeHo
Public OtknioyeHo
Videos OtknioyeHo
PucyHok 168 PrcyHok 169

4.6.3. Nepe3anumcb 0CTaToO4HON MHPOPMaLLMK

B OC ABpopa peanm3oBaHa OQYHKUMA nepes3anncu OCTaToYHOM WnHOopMaUmK,
cpabaTbiBatolLaA Kaxkabl pa3 npu yaaneHun danna. lNpouecc nepesannucu Npomcxoamt
aBTOMATUYECKM WU CKPbIT ANA Noab3oBatens. B cnaydae HeoOXOAMMOCTM OCYLLECTBUTH
NPUHYOMTENbHYIO  Mepe3anucb  CAyYaMHbIMM - MAWM  CNeuManbHbiMM  BUTOBbLIMMK
nocnenoBaTeNbHOCTAMM aAMUHNCTPATOP MMEET BO3MOXHOCTb CAMOCTOATENbHO 3aNyCTUTb
npoueaypy yaaneHus eaina n/mam nanku.

[aHHaA npoueaypa NPUBOAUT K CHUMKEHMIO NPOM3BOANTENBHOCTN, OCOBEHHO NpK
yaaneHun 6onbworo danna: vyem dann Oonblle, TeEM CHUXKeHMe aBnsetca bonee
CYLLECTBEHHbIM M 3aMETHbIM, T.K. Ha Nepuoj rapaHTMPOBAHHOIO yaaneHNA BCE OCTaNbHble
onepaumm 3anmcuM Ha HocuTenb MHGOPMALMM MPMOCTAHABIMBAKOTCA M MOMELWAoTCA B
oyepeapb A0 3aBEPLIEHNA YAANEHUSA.

OC ABpopa ¢yHKUMOHMpPYET Ha MY, namaTb KOTOPbIX COCTOMT W3 Habopa
(MHOecTBa) AYeeK. BBMAY KOHCTPYKTMBHbIX ocobeHHOCTen MY Kaxaas syelka mmeet
H6ONbLIOE M KOHEYHOE KONMYECTBO LIMKAOB Mepe3anucu, T.e. MOCTOAHHble onepaumnu no
YTeHU0 W 3anucy c/Ha USB-HakonuTenb BAEKYT YBEAMYEHMEe cuyeTdyMKa obpalleHui
(KONIMYECTBO KOTOPbIX OFPAHNYEHO Ha annapaTHOM YPOBHE) 1, Kak cneacTBMe, NOCTeNneHHoe
CHUMKEHME CPOKa CNyXKObl HAKoNUTENA.

HepaunoHanbHoe MCNonb30BaHME MHOrokpatHou nepesanmcn OC ABpopa BneyeT
CHUMXEHME NPON3BOAMTENBHOCTN Ha BPEMSA NPOBEAEHNS OnepaLmn yaaneHa N CHUKEHNE
CPOKa cNyXbbl HAKoNUTeNa AaHHbIX MY.
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[na MHOTrOKpaTHOWM nepes3anmncu MCNoAb3yeTcs YTUINTA KOMaHAHOM CTPOKN wipe,
NOCTYN K KOTOPOW ocyllecTBaseTca ¢ nomolubio MI «Terminal» (cm. noapasaen 2.4).

MoapobHoe onucaHWe WHTepdelca wipe NpUMBEAEHO B  MPUIOKEHUM
(Mpunnoxerue 3).

4.7. ObecneyeHne HaaeXHoro pyHKLMOHNPOBAHUA

4.7.1. HagexHble MeTKM BpeMeHM

MeTKa BpeMeHM CYMTAEeTCA HaAEeKHON NPKU YCIOBUM HEBO3MOXKHOCTM BHECTM B Hee
M3MEHEHMA NOCAe CO34aHMA, eCN LeNIOCTHOCTb AaHHOW MEeTKK He Bblna HapylueHa.

HazexHble MeTKM BpeMeHW obecrneymBatoTcAa apxMTeKTypon xpoHomeTpaxka OC,
KoTopas npeacTaBnsaer cobor Habop CTPYKTYP AaHHbIX M QYHKUMIA A4pa, UMEeRoLWmX
OTHOLLUEHME K OTCNEXKMBAHMIO X012 BpeMEHWN 1 Ba3npyoWmMXCs Ha:

— CcYyeTynKe oTMeToK Bpemenu (TSC);

— nporpammMmmupyemom Taimepe nHtepsanos (PIT);

— APIC-Tanmepe;

— BbICOKOTOYHOM Tarmepe cobbitnin (HPET).

HayanbHble 3Ha4yeHMA CUCTEMHbIX TalMMepoB 3a4atTCA MO Talmepy pPeanbHoro
BpemeHu MY, a 6a30Bble MHTEPBaA/Ibl BbIYUCAAOTCA NPU MHULMAAM3ALMM CUCTEMDI.

B KayecTBe  HW3KOYPOBHEBOro  MexaHuM3ama  aapa,  obecneymBatolWero
OYHKLUMOHNPOBAHME HAZEKHbIX METOK BPEMEHM, MCMONb3yeTcA chneumasbHblii Habop
CTPYKTYP AaHHbIX Aapa (timespec xtime), OYHKUMM Aapa do gettimeofday () W
HM3KOYPOBHEBDIX CUCTEMHDbIX Bbl3OBOB clock settime (), clock gettime(),
gettimeofday () M settimeofday ().

4.7.2. KBOTMpPOBaHME NOCTOAHHOM NaMATH

KBOTMpoOBaHMe — pa3geneHne OrpaHMYeHHOro AMCKOBOro MnpocTpaHcTBa MY
MEXIy YYETHbIMM 3aNMCAMM MOJSIb30BaTesIeN, NMO3BONAKOLIEE CO34aBaTb OAHOBPEMEHHO
HECKO/IbKO YYeTHbIX 3anuncer nonb3osatenen Ha MY (cm. noapasgen 1.2).

B OCABpopa npeaycMmoTpeHa BO3MOXKHOCTb BblAeNEeHUA KBOTbl — 0O6bema
NMCKOBOrO MPOCTPAHCTBA A5 YYETHOM 3anNMCKM NONb30BATENA NPU €e CO34aHNM, NPU 3TOM
Yy YYETHOM 3anMCKU N0/b30BaTENA OTCYTCTBYET BO3MOMKHOCTb MPeTeHa0BaTb Ha 60/bLIMA
0bBbEM MOCTOAHHOM MamATM, a BblAENEHHOE el MPOCTPAHCTBO DyAeT HeAOoCTYMHO AAA
NPYTUX YY4ETHbIX 3anMcelt N01b30BaTeNEN AaXKe B C/lyYae, eC/iM OHO cBOBOAHO.

BHMUMAHMUE! O6bem KBOTbI 33ZaeTCA NPU CO3AaHMM YY4ETHOM 3aNMCK NONb30BaTENS
N He MOXeT OblTb MU3MEHEH BNOCNEACTBUM.

[na TOro, 4TobObI 334aTb YYETHOM 3aNMCKU NONAb30BATENSA KBOTY Ha MCMOAb30BaHME
NMCKOBOrO NPOCTPaHCTBA, HEOOXOAMMO Ha CTpPaHMLE CO34aHMA YYeTHOM 3anucu
NoNb30BaTeNA  YCTAaHOBMTb  KO/NIMYECTBO  Bblaensembix emy b, nepemelas
COOTBETCTBYHOLMI CAakaep BNPaBo ANA YBEAMYEHMA KBOTbl MO0 BNEBO A8 YMEHbLIEHWSA
(cm. PucyHok 3).
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OC ABpopa aBTOMATUYECKM BbIYMCAAET A0OMYCTUMbIE Npeae bl KBOTMPOBAHMA TaKMM
0bpazom, 4Tobbl MOXKHO ObINO CO34aTb A0 7 YY4ETHbIX 3aMMcel Nob3oBaTeien, NPM 3TOM
KBOTbI YCTaHaB/IMBAtOTCA caeaytowmm obpasom:

— HUXHAA rpaHMLLA KBOTbI 3agaeTca B 512 Mb;

— BEPXHAA rpaHuL,a KBOTbl paccyMTbiBaeTCca caeayrowmm obpasom: obuwmi obbem
Amnckosoro npoctpaHctea MY (AllSpace) 3a BblyeTOM 06 beMa AMCKOBOro NPocTpaHcTBa MY,
3aHATOro CO34aHHbIMM y4eTHbIMK 3anucamm (Qi).

MPUMEYHAHUE. B cnyvae ecam Ha MY HeOoOCTaTOYHO MaMATM A0A BblaeneHUA
NO/Ib30BATENO KBOTbl, MPEBbLIWAOWEN HUMKHIOW TPaHULy (MUHUMaNbHbLIA pa3mep),
nepemelleHne cnangepa dbyaeT HeoCTynHo (CM. PUCYHOK 3).

[Ns BblMMCNEHMA TPAHML, KBOTbI MCMONb3YKOTCA CAeAytolMe NepeMeHHbIE:

— AllSpace — 0bwmin 06beM AMCKOBOro NpocTpaHcTea MY;

— Nusr — KOZIMYECTBO YYETHbIX 3aNncen, co3aaHHbIX Ha MY;

—0i — obbem AMCKOBOro npocTpaHcTBa MY, 3aHATbIM CO34aHHBIMW YYETHBIMMU
3anuncaAmMmuy;

— UsrAvSpace = AllSpace - 2 GB — 2 [b Bblgenserca Ana y4eTHON 3anmcu
aAMUHNCTPATOPa;

— MinQuota = 512 Mb. B cayyae ecqim UsrAvSpace/6 < MinQuota, TO 3afaHue
KBOTbl HEBO3MOXHO;

— MaxQuota = UsrAvSpace - sum (Qi) — MaKCMMaNbHasA KBOTa, KOTOPYHO MOXKHO
BblAE/IUTb CcO34aBaemor Ha MY yyeTHOW 3anMcKM NOAb30BaTeNs: BCe A0CTYynHoe
NPOCTPAHCTBO 33 BbIYETOM CYMMbl Y>Ke BblAENEHHbIX KBOT.

MPUMEYAHUE. MaKkcnmanbHble KBOTbl YYETHbIX 3anMceln no/sib3oBaTenda 3aaatoTca
aAMUHUCTPATOPOM B  KOHPUrypaumoHHOM  danne /etc/security/limits.conf
(MpunoxeHue 2). Takke [AA8 yNpPaBAeHMA annapaTtHbIMWU  KBOTaMM M3 PasInYHbIX
NONb30BATENbCKMX  MPOrpPamm  MCNOAb3YHOTCA  C/leaylolme  CUCTEMHbIE  BbI30BbI:

setrlimit (), getrlimit(), prlimit() m nice().

4.7.3. NpuHYyAMUTENbHOE 3aBEepLUEHNEe CeaHca NoJib30BaTe A

[Ons Toro, 4TobbI cCeaHc nosb3oBatena OC ABpopa NPUHYAMUTENbHO 3aBEPLIAJICA MO
MCTEYEHUM YCTAHOB/NIEHHOrO BPEMEHM €ro HEeaKTMBHOCTU, HeobxoAMMO npoaenaTb
cnepytoume onepaunm:

— c034aTb cepBUc-Paln /etc/systemd/system/ session-timeout.service
cneaytowero CoaepX mMmoro:

[Unit]
Description=Session Logout Service
After=authd.service

[Service]

Type=simple

RuntimeDirectory=session-logout

ExecStart=/bin/sh /usr/libexec/session-timeout/session-timeout.sh
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Restart=always
RestartSec=1

[Install]
WantedBy=graphical.target

— co3aaTtb anpektopuio /usr/libexec/session-timeout/;

— co3aatb ckpunT /usr/libexec/session-timeout/session-timeout.sh cneaytouwero
COAEPHKUMOro:

#!/bin/sh
session_ timeout=1200
timestamp file="/run/session-logout/last-input-activity.log"

run_timestamp updater ()

{
libinput debug-events | awk -v "f=Stimestamp file"

'"{t=strftime ("%s"); print(t) > f; close(f); }' &

}

reset timestamp updater ()
{
echo "Resetting timestamp"
kill 31
rm -vi "Stimestamp file"
date '+%s' > "Stimestamp file"
run_ timestamp updater

set devlock state()
{
gdbus call --system --dest ru.omp.AuthService \
--object-path "/ru/omp/AuthService/Devlock" \
--method ru.omp.AuthService.Devlock.SetState "S$S1"
}

reset timestamp updater

while true; do

read timestamp < "Stimestamp file"

now=$ (date '+%s')

diff=$(( $now - Stimestamp ))

echo "timestamp S$timestamp, diff S$diff"

if [[ $(( $now - Stimestamp )) -1t $session timeout ]]; then
sleep 1

elif mountpoint /home; then
#set devlock state 1
source /etc/environment
echo "Stopping user session for S$LAST LOGIN UID"
systemctl stop user@$LAST LOGIN UID
source /var/lib/environment/compositor/droid-hal-device.conf

147




— 1 OBKPbITAFI
PYKOBOACTBO aAMMHUCTPATOPA I P.‘ni%"gé’mﬂ

export QT QPA PLATFORM
export EGL PLATFORM
/usr/libexec/unlock-ui S$LIPSTICK OPTIONS
reset timestamp updater
source /etc/environment
systemctl start user@SLAST LOGIN UID
else
reset timestamp updater
sleep 1
fi
done

— NPUCBOUTL NEPEMEHHON session timeout HYKHOe 3HaYeHWe B CeKyHAaX, Kak
nepnuoa HeaKTMBHOCTM MO/b30BaTeNs, MO MUCTEYEeHMM KOTOPOro ero ceaHc Oyader
NPUHYANTENbHO 3aBEPLUEH, K MPUMEpPY:

session timeout=600 nma 10 MuHYyT.

— ONA aBTOMATMYeCcKOro ckpunTta A006aBUTb CCbIKYy Ha cepBuc-panin B Tapret
graphical.target:

In -sv ../session-timeout.service
/etc/systemd/system/graphical.target.wants/

— nepesarpysute MY.
4.8. dunbTpaumAa ceTeBoro NOTOKa

4.8.1. Obuwaa MHbopmaumA

®dunbTpauyma ceTeBblx noTokoB B OC ABpopa OCYLWECTBASETCA C MOMOLLbIO
BCTpoeHHOoro B Aap0 OC dunbTpa ceTeBbIX NAKETOB netfilter M MOHUTOPa OOpaLLEHWI,
KOHTPO/IMPYIOLWErO ceTeBON CTeK IPv4.

AAMUHNCTPATOP NPU NOMOLUM YTUANTBI iptables MOMET 33ZaBaTb MOAYNO AAPA
netfilter npasuna (MAM ULENOYKKU) UALTPALMM B COOTBETCTBMM C aTpUbyTamm
OTNPaBUTENA M MNOJyYaTeNs CeTeBbIX MAKETOB, a TaKXKe aTpubyTamu nepesaBaemoin
nHdopmaumm B IP-3aronoBrkax NnakeTos.

4.8.2. MexceTeBoe 3KpaHMpoOBaHMe

®dyHKumMmM M3 B OC ABpopa peanm3oBaHbl B CAy»Kbe connman, WMCMNOb3YHOLLEN
MexaHW3Mbl iptables 414 Pa3rpaHMYEeHNA CETEBbLIX MOTOKOB AAHHbIX.

KoHburypaumsa no ymon4aHMo NOCTaBASETCA B NakeTe connman-configs-core,
CO6MpaeMON\M3HaKeTaomp—common—configurations.
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4.8.3. TlyTb K pannam KoHpurypaumm M3

HoBble HACTPOMKM iptables NOAAEP)KMBAIOTCA B connman, Ha4YMHAA C BEpPCUM
1.32+git41. HacTpoMKK, ONMCaHHble B HACTOALWLEM AOKYMEHTE, XPaHATCA B CAedyroLmX
dannax:

— Jetc/connman/firewall.conf — [1];

— Jetc/connman/firewall.d/*firewall.conf — [2],

roe [1] — ocHoBHas KoHPUrypauma, [2] — nanka ¢ ¢alniamm, OKaHYMBAOLLMMMCA Ha
«firewall.conf» n pacnonoxeHHbIMK B anPaBUTHOM NOPAAKE.

4.8.3.1. MpaBuna KoHPUrypaumm M3

BuHapHbIM nakeT «connman-configs-core» ycTaHaBAMBaeT Npasuaa B CAeAYHOLLINX
dannax:
1) /etc/connman/firewall.conf:
— IPv4:
® pa3pellaeT yCTaHOB/IEHHbIE N CBA3AHHbIE MaKeTbl (-m conntrack --ctstate
RELATED, ESTABLISHED);
e paspellaeT Bce BxogdAwme nakeTbl ana loopback-uHtepdenca (Tpebyetca
connman AN pa3pelieHna AOMEHHbIX UMeH);
® M0 YMOJYaHUIO ONOKMpYeT Becb BXoAAWMM Tpaduk (Tabnmua filter
INPUT-Leno4Ka);
— IPvé:
® pa3pellaeT YCTaHOB/IEHHblIe N CBA3aHHbIE MaKeTbl (—m conntrack —-ctstate
RELATED, ESTABLISHED);
e paspellaeT Bce BxogdAwme nakeTbl ana loopback-uHtepdenica (Tpebyetca
connman A4 paspelleHns JOMeHHbIX MMeH ans IPv6-npoTtokona);
® M0 YMOJIYaHUIO ONOKMpYeT Becb BXOAAWMK Tpaduk (Tabnamua filter
INPUT-uenouka).
MPUMEYAHUE. B OC Aspopa IPvb-noaaepkka B iptables He 3aAaBneHa;
2) /etc/connman/firewall.d/10-block-icmp-firewall.conf:
— IPv4:
e paspewaet BxopAwme ICMP-nakeTbl, OTAMYHbIE OT  PINE-MAKETOB
(T.e. 61OKMPOBATb TO/ILKO BXOAALLME Ping-NaKeTbl);
e paspewaet wucxogAauwme |ICMP-nakeTbl, OT/AUYHbIE OT 3XO-PINg-NMAKETOB
(T.e. 6/1OKMPOBATb TO/IbKO UCXOAALLMNA 3XO-OTBET);
— IPvé:
e paspewaet BxoaAwme ICMP-nakeTbl, OTAMYHbIE OT  PINE-MAKETOB
(T.e. 61OKMPOBATb TO/ILKO BXOAALLME PiNg-NaKeTbl);
e paspewaer wucxogAauwme |ICMP-nakeTbl, OT/ANYHbIE OT 3XO-PINg-NAKETOB
(T.e. 61OKMPOBATb TO/IbKO NCXOAALLMNA 3XO-OTBET);
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3) /etc/connman/firewall.d/11-allow-dccp-non-privileged-ports-firewall.conf:
— ana IPv4d n IPv6:

e pa3pewaeT BxoaAwmn DCCP-Tpaduk Ha nopTax 1024:65535;
4)  /etc/connman/firewall.d/11-allow-sctp-non-privileged-ports-firewall.conf:
— ana IPv4d n IPv6:

e pa3pelaeT BxoaAawmn SCTP-Tpadumk Ha nopTax 1024:65535;
5) /etc/connman/firewall.d/11-allow-tcp-non-privileged-ports-firewall.conf:
— ana IPv4d n IPv6:

e pa3pelaeT BxoaAawmn TCP-Tpadmk Ha nopTtax 1024:65535;
6) /etc/connman/firewall.d/11-allow-udp-non-privileged-ports-firewall.conf:
— ana IPv4d n IPv6:

e pa3pelaeT BxoaAawmn UDP-Tpadumk Ha nopTax 1024:65535;

e pa3pelaeT BxoaAawmmn UDP Lite-Tpadunk Ha nopTax 1024:65535;
7)  /etc/connman/firewall.d/12-allow-ipsec-firewall.conf:
— ana IPvd n IPv6:

e paspellaeT Becb Bxoasawmin IPSec Authentication Header (AH)-Tpaduk;

e pa3pelwaeTr Becb BxogAwmun IPSec Encapsulating Security Payload

(ESP)-Tpaduk;

8) /etc/connman/firewall.d/12-allow-ipv6-mobility-firewall.conf:
— TONbKO ANna IPv6:

e paspellaeT Becb Bxoasawmn IPv6 Mobility Header (MH)-Tpaduk.

4.8.3.2. Toyka gocTyna

KoHourypaumsa pexmma «Toyka A0CTyna» peannm3oBaHa Kak [A0MONHUTENbHan
onuunAa. Mpun BKAKOYEHHOM PEXMME MPUMEHAIOTCA TE YKe NPaBK/ia N0 YMOAYAHUIO, YTO U MPU
npueme Bcero Tpaduka. bonee cTporne npasuna GuabTpaumm Tpaduka MoryT ObiTb
n06aBneHbI C MOMOLLBIO MeHI0 HacTpoeK. C aTol Luenbto B darabl KoHPUrypaumm obasneHa
rpynna [tethering], aHanorn4yHasa AMHaMMUYECKUM NPaBMAAM ANA TPy,

MPUMEYAHUE. MpaBuna «Toyka A0CTyna» MNPUMEHAIOTCA TOIBKO ANA pexkMma
nepenayun gaHHbix nocpeacrsom cetm WLAN. [na USB-pexknma npasmaa no yMOAYaHULIO
NPUMEHSAIOTCA HE3ABUCKMMO OT KOHDUIypaumm pexxmma « Tovka AocTynay.

MpaBuna pexxmma «Touka A40CTyna» A0/IKHbI ObITb LENOCTHBIMM M 3aBEPLUIEHHbBIMM.
MpKn HanMuMm xoTa Bbl 0AHOro Habopa NPaBU pPeXMMa « ToUYKa AOCTyNa» HMKaKMe NpaBmnia
No ymonyaHuio He byayT nobaBneHbl, T.K. OHW NepeonpeaenatoT MN0/b30BaTENbCKUE
nNpaBuaa 1 paspeLLatoT Becb TPaduK.

[MoaTomy, Hanpumep, MoryT ObiTb BKIKOYEHbI Caeayloline BxoddllMe npasuna,
paspewatowme TONBKO DHCP M DNS /etc/connman/firewall.d/42-tethering-
firewall.conf:

[tethering]
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IPv4.INPUT.RULES = -p udp -m udp --dport 53 -j ACCEPT; -p tcp -m tcp -

-dport 53 -j ACCEPT; -p udp -m udp --dport 67 -j ACCEPT

IPv6.INPUT.RULES = -p udp -m udp --dport 53 -j ACCEPT; -p tcp -m tcp -
-dport 53 -j ACCEPT; -p udp -m udp --dport 67 -j ACCEPT

4.8.3.3. ®annbl KOHOUTYpPaLMK
4.8.3.3.1. dopmat dpanna

Kaxaasa rpynna onpeaennaeTca C MOMOLWbIO KBaApaTHbIX CKOOOK — [], Hanpumep,
[General]. Kaxabl KAto4 permcTpo3aBmMCcMM M HanmMcaH NPOCTbIM TEKCTOM 6e3 Teros, 3a HMM
cnefyeT CUMBO/ «PaBHO» (=). 9TO 03HAYaEeT, YTO BCE K/IHOYM A0 Havana creaytoLler rpynnol
[] npuHaanexkaT aTon rpynne.

Hanpumep:

IPv4.INPUT.RULES = -p tcp -m tcp -j ACCEPT

Kaxablh KAOY NMpaBM MOXKET CylLecTBOBaTb B OAHOW rpymnmne TOAbKO OAMH pas
(NpoBepKy oOcCylLecTBAAET aHanm3atop ¢annos Katodern glib, obpabaTtbiBaeTca TObKO
NepBbI KAtoY).

Pasgenutens 414 NpaBua — TOYKa C 3anAToMm (;).

MpaBuna MoryT ObiTb BbIKAOYEHbI NPW MOMOLM CMMBOA «H#» B Hayane npasuna.
Hanpumep, BbIKAOYMTb MNepBoe MpaBuAO0 --dport 23 M MNPUMEHWUTb NPABUIO
-—dport 24:

#-p udp -m udp --dport 23 -j ACCEPT; -p udp -m udp --dport 24 -j
ACCEPT

4.8.3.3.2. [Mopsaok obpaboTku

MNepBbim 3arpyrkaeTcs bann OCHOBHOM KoHUrypaumm
(/etc/connman/firewall.conf), Aanee 3arpyKatoTca ocTasbHble Ganabl KOHOUrypaLmm
M3 /etc/connman/firewall.d B andaBMTHOM NopsaaKe

MNopanok 06paboTkM NpasBun:

— KMtoUn 13 dGalnos 3arpyxkatotcs B andaBUTHOM MopaaKke, NMO3TOMY MnpaBuia B
danne, Hanpumep, ¢ npedurkcom 00, byayT obpaboTaHbl M A0OaBAEHbI NEPBLIMU;

— npaBuna wu3 ¢danna OCHOBHOM KOHPUrypaumm pobasnaTca B iptables
nocneAHUMM U CHUTAIOTCA OCHOBHbIMMU;

— eC/im BK/ItOYEeHbl AMHaMMn4yeCKme npasuia, TO OHU ,£I,O6aBJ'IFIPOTCF| B Ha4a/zlio0 B
iptables.

Hanpumep:
1)  ®annbl KOHOUTYPaUUKM M NOPAAOK MX 06PabOTKM:
— NepBbli: OCHOBHOM ¢ain firewall.conf — codepxut [General] (Obume)

npasuna u yctaHasamsaet POLICY (MonanTtuky);
— BTOpOM: firewall.d/10-firewall.conf —coaepunT WLAN-npaBuna;
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— Tpetun: firewall.d/20-firewall.conf — cogepxut [General] (Obuwme)
npaBunna;
— YeTBepPTbIN: firewall.d/30-firewall.conf —coaepxuT [General] (Obwume) un
WLAN-npasuna;
2) MpaBuna M3 npu 3anycke connman:
— npumeHsaeTca MNoAnTUKa U3 NyHKTa 0AuH;
— NopAZOK NpuUmeHeHun lMNpasun:
® nNpaBuWaa U3 NyHKTa Tpu [General];
® NpaBKaa U3 NyHKTa YeTbipe [General];
® NpaBuWaa U3 NyHKTa oanH [General];
3) Mpasuna M3 nocne BrAtoYeHnss WLAN:
— npumeHsaeTca MNoAnuTUKa U3 NyHKTa OAMH;
— NopAA0K NPUMeHeHus lNpasun:
® nNpaBuWaa U3 NyHKTa ABa [WLAN];
® nNpaBuKaa U3 NyHKTa YyeTbipe [WLAN];
® nNpaBuWaa U3 NyHKTa Tpu [General];
® NpaBKaa U3 NyHKTa YeTbipe [General];
® NpaBuWaa U3 NyHKTa oanH [General].
Mpn MCNoNb30BaHUN HECKOIbKMX Pa3HbIX MPaBuA:
— npaBuna u3 pasgena [General] (Obwwme). MocnegHee onpenenexHne POLICY
(MoNnTUKK) NnepesanuncbiBaeT NpeablayLine;
— NpaBuaa M3 Kaxkaoro Tmna rpynnbl 406aBAAKOTCA K CYLLECTBYIOLWMM NPaBMUIaMm.

Mpwn nobasneHn Nnbo yaaneHnn ¢pannos KOHGUIypaLUmm HeobxoanMmo BbIMONHUTb
KomaHAay:

systemctl reload connman

— €C/I1 YCTaHOB/EH HOBbLIN NaKeT, 0CTaTOYHO BbINMOJHNUTL Nepe3arpysky;
— npaBuia U3 HOBOro dganna KoHoUrypaumm AoH6aBNATCA BO BHYTPEHHME CMUCKU
Nno NopsaKy, 0AHaKo:

® NopsfoK B iptables KoppekTMpyeTca AMHAMUYECKMMM MpaBuaamu nocne
BOCCTaHOBAEHUA coeanHenua (Hanpumep, WLAN);

e Nopsaaok B iptables koppekTupyetca [General] (Obwmmn) npaBmMaamm nocne
nepesanycka connman: NPUMEHAETCA TOIbKO MPU HaWYMKW MPaBUA, KOTOPbIE A0XKHbI
ObiTb A0DOaBNEHbl B OMpefeseHHy MO3MLMI0 Ha OCHOBE MopsAKa, onpeaenaemoro
nmeHem darna.

Mpn n3ameHeHun cyulecTeytollero danna KoOHPUrypaumm Heobxoammo BbIMOSHUTb
KOMaHAay:

systemctl restart connman
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4.8.3.3.3. [pynnbl 1 KAOYMK

Obuwume rpynnbl [General]:

— IPv4.INPUT.RULES — Habop npaBun B Tabauue filter, INPUT-uenodka ans
npoTtoKona IPv4;

— IPv4.OUTPUT.RULES — Habop npasmn B Tabanue filter, OUTPUT-uenoyka ana
npoToKona IPv4;

— IPv4.FORWARD.RULES — Habop npasun B Tabanue filter, FORWARD-ueno4ka
AnAa npoTtokona IPv4;

— IPV4.INPUT.POLICY — noanTnka no ymonyaHuto ana tabaumubl filter, INPUT-
ueno4yka (moxeT 6biTb ACCEPT man DROP);

— IPv4.OQUTPUT.POLICY — nonuMtMka no ymonyaHuto ana Tabauupl filter,
OUTPUT-ueno4ka (moxeT 6biTb ACCEPT mnn DROP);

— IPv4.FORWARD.POLICY — nonutnka no ymondaHutio Ana Tabauubl filter,
FORWARD-ueno4ka (MmoxeT 6biTb ACCEPT nnmn DROP);

— IPv6.INPUT.RULES — Habop npaBun B Tabnuue filter, INPUT-uenoyka Aans
npoToKona IPv6;

— IPv6.OUTPUT.RULES — Habop npasun B Tabauue filter, OUTPUT-ueno4yka ans
npoToKona IPve6;

— IPv6.FORWARD.RULES — Habop npasun B Tabaumue filter, FORWARD-Lenouka
Ana npoTtokona IPve;

— IPv6.INPUT.POLICY — nonuTtuKa no ymondaHuto ans 1abnuupl filter, INPUT-
LenoYka ansa npotokona IPv6 (moxeT 6biTe ACCEPT nan DROP);

— IPv6.OUTPUT.POLICY — nonuMtMka MNo YyMmONYaHuio Ans Tabauubl filter,
OUTPUT-uenouka ana npoTtokona IPve (moxkeT 6biTb ACCEPT nan DROP);
— IPv6.FORWARD.POLICY — nonutnka no ymonyaHuto ana Tabauubl filter,

FORWARD-uenoyka aas npotokona IPv6 (moxeT 6biTe ACCEPT nan DROP).
[OnHammyeckune rpynnbl NO TMNAM YCTPOMCTB:
— rpynna akTMBMPYeTCA NpW BbI30BE CNYXKObl connman AaHHbIM TUMOM YCTPOMCTBA
(Hanpumep, WLAN-noakatoueHune);
— Kaxk4bl TMN NpaBuna dyaeT coaeprkaTb B cebe nHtepdeic cepamca (Hanpumep,
ans INPUT-npaBun byaet ycTaHOBAEH NapamMeTp —-i <interface>);
— rpynna MOXeT CoAepKaTb Caeaytolme KAtoum (Takume e, Kak B pasgene «Obuime»
[General]:
o [Pv4 INPUT.RULES =;
o |[Pv4. OUTPUT.RULES =;
o |Pv4 FORWARD.RULES =;
o |[Pv6.INPUT.RULES =;
o |[Pv6.OUTPUT.RULES =;
o |[Pv6.FORWARD.RULES =;
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— npegonpeaeneHHble rpynmnbi:
e [unknown] — He Mcnonb3yeTca AN He NOALEPHKMBALTCHA, HO ABNAETCA YaCTblo
BHYTPEHHMX TMMOB YCTPOMCTB connman;
e [system];
e [ethernet];
[wifi];
e [bluetooth];
e [cellular];
[
[
[
[

gpsl;
vpnl;

e [gadget];

* [p2p];

e [tethering] — HacTpoMKK, NpUMeHAEMbIE ANA PEXKMMA «TOYKa AOCTyna».
MPUMEYAHUE. Mpn Hannumm npobaem c pexxmmom «Touvka AocTyna» Heobxoammo

nobasnTtb cneaytoume crpokn B rpynny Obuwme [General]: Hanpumep, 95-tether-
override-firewall.conf:

[General]
IPv4.INPUT.RULES = -i tether -j ACCEPT
IPv6.INPUT.RULES -1 tether -3 ACCEPT

4.8.3.3.4. ®opmaT npasun

BbinonHawoTcA cneayrouime npasmna iptables-popmaTa
(https://www.frozentux.net/iptables-tutorial/iptables-tutorial.html):

— ONUMU NPOBEPAIOTCA ANA KaXKA0ro NPOTOKOAa U/UAN TUNa COOTBETCTBUSA;

— 3HAQYEHMA ONUMIM NPOBEPAIOTCA HA BEMUYMHY W TUMN 3HAYEHNA;

— eCNn NPaBWIO He CyLEecTBYeT B iptables, OHO MIHOPMPYETCA aHAAM3aTOPOM
npasun;

— OTPULAHMA NOAAEPKMBAKOTCA KaK B iptables.

[MockonbKy B nepBon Bepcun MID MNOAAEPHKMBAKOTCA He BCE BO3MOMXKHOCTU
nepekntovatTenen (switches) ANA iptables, NepekNtOYaTeENN, KOTOPble connman He
MOXKeT A,00aBUTb, UITHOPUPYIOTCA iptables:

— moamduKaTopbl uUenoyek: -n, -bD, -X, -F, -I, -P, -E, -R, -Z
(M X ONVMHHbIE 9KBMBANEHTbI):

® HOBble WM CYLWECTBYOLWME LEMNOYKM HE W3MEHATCA npaBuaamu. Bce
npasuaa M3 NOAYMHAIOTCA NOTUKE connman, B KOTOPOW NOA0OHblE MOAUPUKATOPbI HE
npeayCcMOTPEHbI;

® B C/ly4yae BO3HUKHOBEHNA HEOOXOAMMOCTU TakMe MoAndUKaTOPbl MOTYT BbiTh
n06aBneHbl B Aa/ibHENLIEM;

— YKasatenn MmecTta HasHadyeHma ana DNAT: --to-destination, --from-

destination;
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— nepeknoyaTeny pparMeHTMpoBaHmA: -£, --fragment;

— nepekatoYaTens sepcuu IP-npotokona: --ipv4d, -4, --ipv6, -6;

— NepeKkYaTenn CooTBETCTBMA (—m), KOTOPble He NOAAEPKMBAOTCA:

e |[Pv4: -m comment, -m state, -m iprange, -m recent, -m owner, -m sctp, -m
dccp, -m hashlimit, -m icmpv6/ipv6-icmp;

e |Pv6: -m comment, -m state, -m iprange, -m recent, -m owner, -m ttl, -m sctp,
-m dccp, -m mh, -m hashlimit, -m frag, -m icmp;

® BbllleyKa3aHHble NepekatoYaTenn Bbi3biBaan cboum B iptables wman
HenpaBMAbHO onpeaenAanmn sepcuto IP-npoTokona.

Lenn M3 (-§ TARGET) COOTBETCTBYIOT LUeNaAM iptables no ymondyanHuto: ACCEPT,
DROP, REJECT, LOG n QUEUE.

MpoTokonbl M3 (-p protocol) aHANOMMYHbI MPOTOKONAM iptables: tcp, udp,
udplite, icmp, icmpv6, ipvé-icmp, esp, ah, sctp, mh (TOAbKO Ana IPv6) u
cneumanbHOMY KAto4eBOMY CNOBY all.

Kaxkaoe npasuio:

— JO/IKHO UMETb MUHUMYM OAHY Lenb (-j/--jump TARGET or -g/--goto TARGET);

— MOXeT MMeTb OT Hy/IA A0 OAHOr0 COOTBETCTBMA MO MPOTOKOAY (-p/--protocol
protocol);

— ana SCTP-, DCCP- n1 MH-NpOTOKO/I0B ME€XaHM3M COOTBETCTBMA MPOTOKONAA He
MOXKeT ObITb MCNO/Ib30BaAH, HAaNPUMep:

-p sctp -m sctp —--dport 22 -j DROP (He Oynmer paboTaThb, HO)
-p sctp --dport 22 -3 DROP (6ymetr padboTaTh)

— MOMET MMEeTb OT HYAs A0 ABYX yKasaTeneh cooTBeTcTBus (-m/--match match).
Hanpumep, 4ToObl paspewntb Ana telnet oAHY MOMNbITKY COEAMHEHMA B CEKYHAY,
HeobXoAMMO YCTaHOBUT:

-p udp -m udp --dport 23 -m limit --limit 1/second --limit-burst 1 -7
ACCEPT

— MOXET UMETb:
® OT HyNA A0 ABYX NEpeKAtoYaTene NopTos ¢ onunen obbi4HOro nopTa (0AHO U
TO K€ HanpaBAeHMe He MOXEeT MCMOoNb30BaThCA ABaAbl). C MoAMPUKATOPOM NPOTOKONA
(-m <protocol>): --destination-port, --dport, --source-port, --sport;
® OT Hy/NA A0 O4HOro Mepek/tyaTtesia NopTOB C MyAbTUNOPTOM. Bmecte C
yKasaTenem CoOTBEeTCTBMA -m multiport BO3MOXHO MCNonb3oBaTh: --destination-ports, --
dports, --source-ports, --sports, --port, --ports n nepekntoyaTenu;
— MOXeT MMeTb OT HyAs A0 ABYX yKa3laTesel mMecTa Ha3HayeHuAa (O4HO M TO e
HanpaB/NeHNE He MOXeT WMCMNOoNb30BaTbCA [ABaXAbl). --source, --src, -s, —--
destination, --dst, -d,
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— Kaxkgoe npasuno pasgena [General] moxeT uMmeTb OT Hyna A0  ABYX
nepekntodatenen nHtepdenca (04HO U TO Ke HanpaBNeHMEe He MOMET MCMNOo1b30BaThCA
NBa)Abl). -—in-interface, -i, --out-interface, -o.[lepekntoyaTtenm nHtepdeiica
UTHOPUPYIOTCA B AMHAMMYECKMX NpPaBmaax, NnpeaHasHaYeHHbIX AN TUNOB YCAYT (service
types).

4.8.3.3.5. YcTpaHeHue HenosaaokK

Mpn pabote ¢ MIM B cnydyae BO3HMKHOBEHUA npobnembl ceth/iptables (MI)
HeobXoAMMO BbINOAHUTL CAeaytolne AeNCTBUA:

1) Hactpoutb 06a30Bblin  MOHUTOPUHI paboTbl iptables ana cneayrowmx
NPOTOKO/I0B:

— |Pv4:

watch -n 1 iptables -t filter -L -v -n

— |Pv6:

watch -n 1 ipé6tables -t filter -L -v -n

2) [AnAa Bbixoda M3 NPOrpammbl HaxKaTb codeTaHme Knasuil «Ctri» n «Cx»;

3) TpoBepuTb BbIBOA, M KOAMYECTBO cOpolleHHbIXx naketoB B INPUT-uenouke
(nonntnka DROP);

4)  3anyctuTtb MM 1 NpoBEPUTL, KaKMe CYETYMKM YBEAMUYMBAIOT CBOE 3HAYEHMe.

NMPUMEYAHUE. Ecnm ceTeBble nakeTbl cbpacbiBatoTcA, cyetynk DROP byaet
yBEAMYMBATL CBOE 3HayeHue. CYETYMKM MNaAKeTOB ANA KaXAoro npasuna bOyayt
YBE/IMYMBATLCA, €CM MaKeTbl COOTBETCTBYIOT STOMY NpPaBuy;

5) Ecnm npobnema B pabote MI BO3HMKAA M3-33a cOpacbiBaHMA MNAKETOB.,
HeobxoAMMO BbIMONHUTL CAeaytoLlne AeNCTBUA:

— ONA  BPEMEHHOro pelleHua (gencTByeT A0  nepesarpyskyM  CUCTEMb),
paspellatollero BeCb TpaduKk No yMOAYaHMIO CAeayoLUMX MPOTOKOI0B:

® n71a |IPv4 BbINONHUTL KOMaHAY:

iptables -t filter -P INPUT ACCEPT

® 1A |IPv6 BbINONHUTL KOMaHAY:

ip6tables -t filter -P INPUT ACCEPT

— ana peLeHun Ha NOCTOAHHOW oCHoBe co3aaTb bann
/etc/connman/firewall.d/99-accept-all-firewall.conf, A00aBUTb B  HeEro
cneaytouime CTPOKMU:

[General]
IPv4.INPUT.POLICY = ACCEPT
IPvo.INPUT.POLICY = ACCEPT

— 1 nepesanyctuts MIT:

systemctl restart connman
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Ecnm cuctema He 3arpyskaetcs, HeobxoAMMOo NepenTn B PeXMM BOCCTAHOBIEHNA U
3anucatb B Gaii onuMK, yKasaHHble Ha ware 5, Ans peleHnsa Ha NOCTOAHHOM OCHOBE.

4.9. KOHTpOAb LUEeNOCTHOCTH

Moacuctema KL OC ABpopa CAyXUT ANA MNPOBEPKM HEU3IMEHHOCTM cpeabl
BbIMO/NHEHWA, OMOBELLEHMA MNONAb30BaTENA 00 W3IMEHEHUM KPUTUYECKM  BaXKHbIX
KOMMOHEHTOB, a TaKXe 3anpeLlaeT 3arpy3ky 1 MCNOAb30BaHME CUCTEMbI NMPU HAPYLLEHNN ee
LLeIOCTHOCTH.

B OC Apopa KL, peannsoBaH C NOMOLLbIO MPOrPaMMHOI0 KOMMNOHEHTA integrity,
KOTOpPbIM NpeacTaBnseT cobon AeMOoH AN YNPaBAeHNA N NPOBEPKM LENOCTHOCTU AAHHbIX.
B oTAn4Ymne oT OpYyrnx NHCTPYMEHTOB integrity ncnonbsyet oM
(IMA 1 secureboot) Kak UCTOYHMK A40BEPUS.

MPUMEYAHWUE. Kaxkabin yctaHaBamBaembih B8 OC ABpopa nakeT MO A0NKeH MMETb
LMPPOBYHO NOAMMUCS.

Integrity OTBEYaeT 3a ynpasaeHne 1 BEpUPMKaLMIO LLeIOCTHOCTM 0O BEKTOB, NpU
3TOM noa obHbeKkTamMu NOHMMAOTCA 0DblYHble dannbl, ELF-pannbl n pasagensl. O6beKTbI
MOryT 06beAMHATLCA B FPYNMbl, TaKXKe MOXKET OblTb YCTaHOBAEHA MepapxXma rpynn.

ABTOMaTnyeckn, 6e3 HeobXoAMMOCTM CneumanbHbiX AENCTBMA CO  CTOPOHDI
aammnHucTpaTopa, OC ABpopa oTCAeXMBaeT caeaytollee:

— LLe/IOCTHOCTb YCTaHaBAMBaeMblx NakeTos 10 dopmata .rpm;

— LLe/IOCTHOCTb 3arpyKaemblX BHELIHWX MOAY/1eN YPOBHA AAPA;

— LLe/IOCTHOCTb BCEX MCMONHAEMbIX GalnN0B NPKM NOMbITKE UX 3aMyCKa;

— L,eN1I0CTHOCTb pa3aenos.

BHUMAHUE! Mepen BbinonHeHnem KL Tpebyetca 06patuTb BHMMaHME Ha
cneayrouee:

— MpOBEepKa LLeNIOCTHOCTM YKa3aHHbIX $aaoB MO YMONYAHWIO MNPOM3BOAMUTCA
Kaxkabi pa3 npum 3arpyske OC ABpopa, a Takke B 00:00 yacoB oaMH pas B CYTKY;

— Bpema 3arpyskm OC ABpopa yBenMYMBAETCA MPOMOPUMOHANBHO KONYECTBY
dannos, Tpebyembix ANA NPOBEPKM LENOCTHOCTKM, T.e. Yem Donblle cnuMcok GpannoB Ha
NPoBEpPKY, TeM B0/blle BPEMEHM 3aHMMAET NPOBEPKA LENOCTHOCTY;

— NpY NpoBepPKe LLENOCTHOCTM BbIMOMHATCA MaTeMaTMYecKme onepaumm, 4To
NPMBOANT K MOBbIWEHUIO MCNONb30BAaHNA PECYPCOB MpoLeccopa, CleaoBaTesibHO, K
YBE/IMYEHMIO pacxoa 3apada akkymynatopa MY.

[MpoBepKa LENOCTHOCTM KOHKPEeTHoro ¢aina MOoXKeT OblTb OcyllecTBaeHa
cneayrowmm obpasom:

Integrity —-verify wmmsa daina

B cnyyae HeobxoammocTn BbinoaHMTb KL npomssonbHoro d¢aina, ELF-daiina,
paszenos UK rPynMbl Ppas3genos caedyeT UCNo/Ib30BaThb YTUANUTY integrity, AOCTYMHYIO B
M «Terminal», KoTopaa npumeHsaeT 3l KaK MCTOYHUK A0BEPUS.
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MPUMEYAHUE. VHPopmauma o 3anycke/3asBepuieHnn npoueaypbl KU u ee
pe3ynbTaTax 3aMMCbiBAeTCA B CUCTEMHbIN KYPHa/, MPOCMOTP KOTOPOro OCYyLLECTBAAETCA C
nomotubto MIT « KypHan».

B cnyyae ycnewHom npoBepkn OyaeT BbiBeAEHO AMArHOCTMYECKoe coobuieHume
BMAQA:

verify wmmMmsa damia: success
total verification: success

B cnyyae HeycnewHom:

These objects have faild verifications: uma danna

[MPUMEYHAHWUE. B pesynbtaTe nosayvyeHMA OT CEPBUCA integrity OTPMLATE/IBHOIO
CTaTyca NMPOBEPKM LENOCTHOCTM, KOTOPbIA CBMAETENbCTBYET O HAPYLWEHUMN LLEeNOCTHOCTH,
noctyn Kk OC ABpopa BAoKnpyeTca KOMNOHEHTOM securityd. B 3Tom cnyvae Heobxoammo
nepenatb MY agMMHUCTPATOPY 415 NOBTOPHOM ycTaHoBKKM OC ABpopa.

4.10. lononHUTENbHbIE MEXaHM3MbI H@30NacHOCTH

KOHTpOAb LENOCTHOCTM COBMECTHO C M30/AUMEN aapecHOro MnpOCTPaHCTBa M
nposepkon noanucn RPM-naketoB M 6uHapHbIX 0bbekToB no3sonder OC Aspopa
PEeann30BbIBaTb MEXaHW3Mbl 3aMKHYTOM MpPOrpammHoMn cpeabl. MexaHn3mbl 3aMKHYTOM
nporpammHomn cpedbl 8 OC ABpopa AOCTYMHbI MO YMOJIHaHMIO M MO3BONAOT:

— BbIMNO/IHATL NpMKAaaHble npoueccbl OC M30a1MpoBaHO, 6e3 BO3MOXHOCTM BAMATH
Ha Apyrve npouecchl;

— M301MPOBATb AaHHbIE MPUAOXKEHMA APYT OT APYra;

— BblABAATb GaKTbl HECAHKLMOHMPOBAHHON MOAMOUKALMM NCMONHAEMbIX U MHbIX
dannos;

— OrpaHMYMBaTb BO3MOXKHOCTM MPUKAALAHbBIX MPOLLECCOB MO OTHOLLEHMIO K 06beKTam
OC rpaHMUaMm «MecoYHMLLbI»;

— YCTaHaBAMBATb TO/IbKO MPUJIOXKEHMA C BAaANAHON NOAMNMNCHIO;

— UCKMOYaTb  BbIMOMIHEHME HEMNOAMNMCAHHbLIX WAW  MNOAMNMCAHHbLIX HEBAAUAHOM
noANncbio BUHAPHbIX GannoB.

KOHTpO/NIb LLENOCTHOCTM 3arpy3dnmkos M obpasoB OC nos3sonaer OC ABpopa
peann3oBaTb 6e30MnacHyo (A0BEPEHHYIO) 3arpy3Ky YCTPONCTBA M UCKAOYATb TakMe yrposbl
Kak nogmeHa OC, nepenpoLnBKa M 3arpy3Ka C BHELHMUX YCTPONCTB. KOHTPO/Ib LLeTOCTHOCTU
b6asmpyeTca Ha NpoBepKe Mnoannck obpas3oB 3arpy3vymMKoOB M MNO3BOAAET CHOPMMPOBATH
LeNOYKy A0BEPUA, KOPEHb KOTOPOWM HAXOAMTCA B anNMapaTHOM YacTM YCTPOMCTBA U HE MOXKET
ObITb CKOMMPOMETUMPOBAH.

AOMUHUCTPATOP MOXET HANOXWUTb AOMONAHUTE/IbHbIE OrFpaHMYeHnA B 4acCTu
3aMKHYTOM MPOrpPaMMHOM cpeapl, paspelinsB ycTaHOBKY MI1 TONbKO M3 A0BEPEHHbIX
MCTOYHMKOB. ONMcaHne HaCTPOMKM A0BEPEHHbIX UCTOYHMKOB NpmeeaeHo B n.n. 4.4.1.3.
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5. PEKOMEHOALUNMU NO YCTPAHEHNO BO3MOMXHbIX OLUWMBOK

B npouecce pabotbl ¢ MY noa ynpasneHnem OC ABpopa MOryT BbIBOAMTHCA
pa3nnyHble yBeAoMAeHWA 06 ownbKax, KpaTKoe OnucaHWe KOTOPbIX NPUBEAEHO B
HaCToALLEM pa3fene, a TaKkxKe:

— B CAyyae ecam Ha MY yctaHoBneHa ABpopa TEE, TO BO3MOKHble OWMOKMK
AOMONIHUTENBHO NpUBEAEHbI B COOTBETCTBYHOLWEM pasgene AOKYMeHTa «PyKOBOACTBO
NONb30BaTENAY;

— npu coBmecTHoM paboTte OC Aspopa u MMO «Aspopa LleHTp» moryT BbiBOAMTCA
yBEAOMNEHMA, ONMCaHWE KOTOPbIX MPMBEAEHO B COOTBETCTBYHOLWEN AOKYMEHTaUMW Ha
NOACUCTEMbI n3 COCTaBa rnno, PACMNO/IOKEHHOM Ha camnTe
https://auroraos.ru/documentation.

Ons nonyvyeHua noapobHom MHPOPMALMM MO KOHKPETHOM olnbKe Heobxoanmmo
0OpaTUTLCA Ha 3NEKTPOHHYIO NOYTY: support@omp.ru.

[encteBmA NO yCTpaHEHWMIO BO3MOXHbIX OWWDOOK npuBedeHbl B Tabauue
(Tabnunua 17).

Tabnnua 17

Ne OwwubKa BO3MOXHble NPUYUHLI U PEKOMEHAALNN MO YCTPAHEHUIO

1 | HeBO3MOXHO Onsa nonyyeHmns obHosneHna OC ABpopa TpebyeTtca A40CTyn K
BbIMOJHNTb onpefeneHHbIM  pecypcam  npeanpuATua-paspaboTymKa,
0OHOBNEHMA, KOTOpPbIM  NpeaocTaBnAeTcs  KAMeHTam,  OpOpPMMBLUMM
HeaKTMBHAA KHOMKa | TEXHMYECKYD noaaepKy. bonee noapobHaa mHPopmauma
«3arpy3mnTb» [OCTYMNHa MO 3/IEKTPOHHOM NoYyTe support@omp.ru

2 | He yoanocob B cnyyae BO3HMKHOBEHMSA OWMOKM Npun ycTaHoBKke M,
ycTaHoBUTb M1 HeobxoAMMO 0bpPaTUTLCA K Pa3paboTymKy ANa 0OHOBAEHMA

MIT.

NMPUMEYAHUE. B nckntoumTeibHbIX Cy4aax, Hanpumep, npu
npumeHeHnn MI1 B MMAOTHLIX NPOEKTax, A0NyCKaeTcA
AeaKTMBaLMA NepeKkatoyaTens «BKAYMTb BaiMaaumio
NnakeToB»

3 | Ownbka ceptndmKkaTta | OAMH U3 AOBEPEHHbBIX CEPTUPMKATOB YCTapEN, B pe3yibTaTte
yero 6bl/1a yTpayeHa A0BEPEHHOCTb PECYPCOB, NOAMNMCAHHbIX
MM. Heobxoammo obHOBUTL A0BEPEHHbIN CEPTUPUKAT

159


https://auroraos.ru/documentation
mailto:support@omp.ru
mailto:support@omp.ru.

PyKOBOACTBO aiMUHMUCTPATOPA

— ~] OTKPbITAS
MOBWJIbHASR
l NNAT®OPMA

Owwbka

BO3MOXHble NPUYUHBI U PEKOMEHAAUNN NO YCTPAHEHMUIO

[Mpwn nonyvyeHmnn
0OHOBNEHWUI C
Mo «Aspopa
LeHTp»
oTobparkaeTcs
yBeAomneHne
«Appmanager is
busy»

Mpobnembl ¢ ceteBbim goctynom MY Kk TMO. Ecam npu
CKaumBaHum MI1  npoucxoguT CeTeBOM  pa3pbiB, TO
nocnegytowme Ml CTaHOBATCA B o4epedb U UX YCTaHOBKA He
nponcxoamT

5 | OtobparkaeTca YcTaHOBAEHHbIM Ha MY mdm-KaneHT (Hanpumep, KANeHT
yBeaOM/IeHMe MMO) 3anpewaeT obHoBNEHMA Yepe3 nHTepdec MY
«YnpasneHue
obHoBneHmem OC
3anpeLeHo»

6 | MY 3abnokmpoBaHo, | B cnydae ecau:

TpebyeTca Naposb — nonb3oBaTenb 3abbin  naponb oT MY, HeobxoamMmo

0bpaTUTbCA K agMUHUCTPaTOPy AnA cbpoca napons;
— aAMUHUCTPATOP 3abbin Naposib oT MY, HeobxoaMmo:

e npu noakntodeHun K MMNO obpaTnTbca K onepaTopy
MMNO pns cbpoca napons MY, NOAKNOYEHHOTO K CeTu
NHTepHeT;

® Npu OTCyTCTBMU noakntodeHus K MMNO obpatutbca B
CepBucHbln LleHTp ans nosBTopHOM ycTaHoBKKM OC ABpopa

7 | MNpwn yctaHoBke RPM HeobxoamMmo BbINOMIHUTL Cieaytolmne AeNCTBUA:

Ha MY BO3HWMKaeT — nepenoanucaTb MIT, npu HEeCOBMEeCTUMOCTH
olwmnbKa MCMNONb3YEMbIX K/OYEN;
— ncnonb3osaTtb OC ABpopa C KAto4amMM, COOTBETCTBYOLLMMM
M

8 | Nocne 3arpysku [Mpn Hannumm y MY goctyna K cet VMIHTepHeT 1 ypOoBHA
obHOBNEHUN MY He 3apaaa He meHee 50% HeobXoANMO:
0bHOBMIOCH — BbINO/HUTb NPUHYAUTENBHOE OOHOBNEHME;

— NMPOBECTM aHaNN3 CUCTEMHbIX COOBLLEHMI

9 | HeBO3MOXHO B cnyyae oTKAtoUYeHMA QYHKLMM C MOMOLLbIO MOANTUKM
cobpocntb MY K 6e30nacHOCTN, Ha 3KpaHe 0Tobpa3nTCA yBeJoMaeHNe
33aBOACKNM «Aurora device manager». HeobxoaAMMO OTKAOUYMTb
HAaCTPOMKaMm HeobXOoAMMYIO MONUTUKY B MEHIO HE30MACHOCTK

10| HeBO3MOXHO

HAaCTPOUTb AaTy U
BpPEMS
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B HacCToAWEM [JOKYMEHTE TMNPUHATLI

(Tabnunua 18).

NMEPEYEHb TEPMWUHOB /A COKPALLIEHUI

cneayloliMe TePMUHbI M COKpaLLEeHUs

Tabnnua 18
Tepmun/ PacwunépoBKa
CoKpalieHue
20A [ByXdaKTOpHaA ayTeHTUPUKALNA
ALMUHNCTPATOP [Monb3oBaTenb, 061a4at0LWMIM NPAaBAMM Ha BbIMONHEHME
onepaumi, CBA3aHHbIX C aAMMUHNUCTPUPOBAHNEM CUCTEMDI
b/, basa AaHHbIX

Bepcua OC Aspopa

1) KopnopaTtnsHasa Bepcua — ncnonHeHme OC Aspopa,
npeaHa3sHayeHHoe A1A OpraHn3aumm A0BEPEHHbBIX MOBUAbHbIX
paboymx MecT, Ha KOTOPbIX He NponcxoanT obpaboTKa
MHbOPMaLMM, NOANENKALLLEN 3aLLMTE B COOTBETCTBUMN C
3aKOHO4ATeNbCTBOM PO;

2) CeptndurumpoBaHHana Bepcma — ncnonHeHne OC ABpopa,
npouwealee cepTMOMKaLMOHHbBIE UCMbITAHWUA B CUCTEME
cepTUPUKaLMM HOPMATUBHbLIX perynatopos PO (PCTIK Poccuy,
®CB Poccun), metollee COOTBETCTBYIOLLMIA KOMMIEKT
NPOrpammMHbIX JOKYMEHTOB 1 FOTOBbIE K CEPUNHOMY
npon3BoAcTBY. [peaHa3HavYeHbl 418 OpraHM3aumnm 40BEPEHHbIX
MOBUNBbHbBIX pabo4ymnx MecCT, Ha KOTOPbIX NpouncxoamnT obpaboTKa
MHbOpPMaLMM, NOANENKALLLEN 3aLLMTE B COOTBETCTBUMN C
3aKOHOoAaTenbCcTBOM PO. MoryT ncnonb3zoBatbca B [MNC, Ha
obbekTax KM 1 B nHbIX peryamnpyembix NC

3MNC 3aMKHyTasa nporpaMmmHas cpeaa

NAD NoeHTudUKauma n ayteHTMdurKkauma

nC NHOopMaLMOHHAA cucTema

NOBO NHTepdenc dyHKLUMOHANbHbBIX BO3MOXHOCTEN Be3onacHOCTH

KBoTa Ob6bemM AMCKOBOTO NPOCTPAHCTBA, BblAEAEMOro
aAMMHUCTPATOPOM ANA 3aNNCU AaHHbBIX YY4ETHbIX 3aNMCen
Nonb30BaTeNen

KL, KOHTPO/b LENOCTHOCTH

MB/l Poccumn MWHNCTEPCTBO BHYTPeHHMX Aen Poccmickon Pepepaunm

MT1 MobunbHOe NPUNOKEHNE

MY MobunbHOe yCTpOoMCTBO

M3 MerceTeBoe 3KpaHMpoBaHME

0oC OnepaumoHHada cuctema
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MNepekntoyvaTenb dnemeHT nHTepdeica OC ABpopa, NpeacTaBAAoLMI cOHBOoM
CBETALLYHCA TOYKY, PACNONOKEHHYIO B MONE, N MO3BONAIOLLMNM
BbI6paTb OAHO M3 COCTOAHMM, Yallle BCEro BKAKOYEHME UM
BbIK/tOYEHME. [1pK aKTMBALMKN NePEKAOYATENA TOYKA HaYMHaAeT
CBETUTbCA ApYE, YEM B HEAKTUBHOM COCTOAHMM

Monb3oBaTtenb JInuo, ncnonb3sytowee CUCTEMY ANA BbIMOAHEHMA 3a/10XKEHHbIX B
Hen QyHKLNM

MpeanpuaTtune- Ob6LecTBO C OrpaHMYeHHON OTBETCTBEHHOCTLIO «OTKpPbITaA

pa3paboTumk MobunbHaa nnatdpopma» (OO0 «OTKpbITad MOBUAbHAS
nnatdopma»)

Nno [MporpammHoe obecneyeHune

rnro MpuknagHoe nporpammHoe obecneyeHmne «Apopa LieHTp»

MNP [MpaBuia pasrpaHuyeHna 4oCTyna

TokeH YCTpOMCTBO, NpeAHa3HavYeHHoe s 6e3onacHoro 1
3aWwmeHHoro PIN-KO4OM XpaHeHMA CEKPETHbIX M 3aKPbITbIX
KpunTorpaduyeckmx Karouen, cepTMOUKaTOB OTKPbLITbIX KAKOYEN U
APYTMX ayTEHTMOMKALMOHHbIX AaHHbIX. TOKeH obecneynsaeT
MHOOPMALIMOHHYO HE30MNaCHOCTb NOb30BATENA, TaKKe
McnonblyeTca Ansa ABYXPaKTOPHOM ayTeHTUPUKALMM ero
Bnagenbua. O6bIYHO MCNOb3YHOTCA COBMECTHO CO CHUTbIBATENIEM
TOKeHa

cyanc CepBuC ynpaBaeHMa 4OCTYNOM K MHPOPMALIMOHHbIM CUCTEMAM
MB/, Poccum

Cynepnonb3oBaTenb |[lonb3oBaTenb, 061aaatoWwmii NpaBaMm Ha BbIMONHEHME BCex be3
MCKAOYEeHMA onepaunii B cnucteme (B cucteme MMeeT N0TUH
«root»)

TokeH AyTeHTUOUKALUMOHHbIE A@aHHblE, KOTOPbIE BblAAOTCA
N0/1b30BaTENO NOC/E YCNELIHOM aBTOPMU3aLMM U ABAAOTCA
KAOYOM AN1A A0CTyNna K cay>bam

yu YA0CTOBEPAOLWMM LLEHTP

®BO ®DYHKLUMOHAbHbIE BO3MOXKHOCTU HE30MAaCHOCTH

®C dannoBas cmctema

J2BM DNEeKTPOHHO-BbIYUCANTENbHAA MALLUMHA

Sl DNeKTPOHHaA NoANUCh

ACL Access Control List — cnmMcoKk KOHTpOA A0CTYNa

Bluetooth® CtaHpapT 6ecnpoBoAHOM cBA3K, obecneymnBatomin obmeH

AdaHHbIMUW MeX Y yCTpOVICTBaN\M Ha OCHOBE Y/IbTPAKOPOTKUX
pPaanoBoO/IH
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Tepmun/ PacwunéposKa
CoKpaleHue

CSD Tool [narHoctnyeckaa nporpamma, sctpoeHHaa B OC Aspopa

DAC Discretionary Access Control — aAncKkpeunoHHOe pasrpaHnyeHme
npas 40CTyna

eMMC Embedded Multimedia Memory Card — BcTpoeHHasn
MYAbTUMEAMNHAA KapTa NaMATH

GID Group IDentifier — naeHTMOUKATOP rpynnbl

GSM Global System for Mobile Communications — rnobanbHbii
CTaHAapPT UMPPoBON MOBUNBHOM COTOBOWN CBA3M C Pa3aeleHneM
KaHanos no spemeHun (TDMA) u yactoTe (FDMA)

GUI Graphical User Interface — pa3HOBMAHOCTb NO/Ib30BATE/ILCKOTO
MHTepdenca, B KOTOPOM 3/1IeEMEHTbI MHTEpdelica (MeH, KHOMKK,
3HAYKM, CMUCKK), NPeACcTaBNEeHHblE MONb30BaATENO Ha AMCNEE,
MCNOJIHEHbI B BUAE rpadUUecKkmx n3obparkeHnm

HPET High Precision Event Timer - Talimep COObITUIA BbICOKON TOYHOCTM

ICCID Integrated Circuit Card Identifier — BCTpoeHHbIN naeHTUPMKATOP
SIM-KapTbl

ICMP Internet Control Message Protocol — npoTokon mexceTeBbix
YNPaBAAOLWMX COODLLEHN M

IMA Integrity Measurement Architecture — moaynb NoACUCTEMBI
KOHTPOASA LLeNOCTHOCTH

JSON JavaScript Object Notation — TeKkcTOBbIN popmaT obmeHa
NAHHbIMW, OCHOBAHHbIM Ha JavaScript

MD5 Message Digest 5 — 128-6UTHbIM aArTOPUTM XELLMPOBAHMA.
MpeaHa3HayYeH ANa CO34aHNA KOTNEeYaTKOB» AN AaNXKeCcToB
COoObLLEHMA NPOM3BONBHOM A/IMHbI M MOCAEAYIOWEN MPOBEPKM UX
NOANMHHOCTH

MTP Media Transfer Protocol — annapaTHO-HEe3aBUCKMMbI MPOTOKON,
OCHOBaHHbIN Ha PTP

NFC Near field communication - TexHonorna 6ecnpoBoaHOM Nepeaaymn
NaHHbIX Ma/Ioro paanyca AencTBmA, KoTopan AaeT BO3MOMXKHOCTb
obMeHa AaHHbIMK MeXAay YCTPOMCTBAMM, HaXOAALLMMNCA Ha
paccTosHumM okono 10 caHTUMETpPOB

PID Process IDentifier — naeHTMdMKaTOP Npouecca

PIN-kop, Personal Identification Number — nepcoHanbHbIN

NAEHTUOMKALMOHHBIA HOMEP, MCMOJb3yEMBbIN ANA
NoATBEPHKAEHNA TMYHOCTN NONb30BATENA B PA3/IMYHbIX CUCTEMAX.
CNy»X1T NPOCTbIM aHA/IOroM Napons, obecneymBas A4OCTyN K
3alMLLEHHbIM pecypcam, TaKMM Kak SIM-KapTbl M TOKEHbI
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PUK-Kopa, Personal Unlock Key - AononHWTeNbHbIN KOA, COCTOALWLMA 13 8

LMPP U NpUMeHsieMblI Ana pa3baokmposkm SIM-KapTbl nocne
Heyaa4YHoro BBoAa 3HaveHua PIN-Koda 3 pasa noapaza,

RPM

Red Hat Package Manager — meHeakep nakeTtos Red Hat
obo3HayvaeT aBe cywHocth: dpopmat naketos MO (RPM-nakeT) 1
nporpamma, Co3AaHHan ANA ynpaBaeHMA 3TUMU NaKeTaMMU.
Mporpamma no3BosAEeT yCcTaHaBAUBATb, YAANATb M 00HOBAATL 10

RPM-nakeT

dain popmaTa .rpm, NO3BONAOLWMI YCTAaHABAMBATD, YAANATb U
0OHOBNATb NPUNOIKEHNE HA YCTPOMCTBE

SDK

MpoAyKT, NpeAHa3Ha4YeHHbI 418 pa3paboTYnKoB, NO3BONAOLMI
pa3pabaTbiBaTb NpUNOKeHUA (rpadmyeckme KOHCONbHbIE,
CepBUCbI U T.4.), KOMNUANPOBATb UX ANA 3aAaHHOM Bepchm OC 1
3anycKaTb NONYYMBLUMIACA OMHAPHBIN KOA, B aMyNaTope

SIM

Subscriber Identification Module — moaynb naeHTMdMKaUMmM
aboHeHTa

SSuU

SourceSafe gna Unix —yTnnuta, obecneymsatoLlan A0CTyn 13
KOMaH/HOWM CTPOKM K JIOKA/IbHbIM M Y/A3/IEHHbIM PENO3UTOPMAM
Source Safe/VSS yepes TCP

SSH

Secure SHell — ceTeBOM NPOTOKO/ NPUKNAAHOIO YPOBHA,
NO3BONAOLLNM NPOM3BOAUTL YaAaneHHoe ynpasneHme OC un
TyHHenunpoBaHune TCP-coeanHeHWUn (Hanpmumep, 414 nepenayn
dannos.)

uiD

User Identifier — naeHTMdUMKaTOp Nonb3oBaTens

USB

Universal Serial Bus — nocnegoBaTenbHblt MHTEPdENC ANA
NOAKNOYEHMA NEPUPEPUNHBIX YCTPOMCTB K BbIYMCANTENBHON
TEXHWKE

VPN

Virtual Private Network — BUpTyanbHaa YacTHan ceTb,
0600LEeHHOe Ha3BaHMe TEXHO/IOTMM, NO3BONAIOLWMX 0becneymTb
OZHO UM HECKOJIbKO CETEBbIX COeANHEHMN (NOTMYECKYIO CeTb)
NoBePX APYyrom cetn (Hanpumep, cet MIHTepHeT)

WLAN

Wireless Local Area Network — iokanbHada ceTb, NOCTPOEHHaA Ha
OCHOBe HecnpoBOAHbBIX TEXHO/IOTUI
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NMPUNOKEHUE 1

OnwncaHme cnocoba ycTaHOBKMU

MpensapuTenbHaa NOAroTOBKA

Pabouyee MecTo A0/MKHO BKAKOYATL B cebA:

— 3/IeKTPOHHO-BbIYUCANTENBHYIO MaLLMHY (DBM);

— Kabenb Type-C/USB nan micro USB/USB, B 3aBucMmMocTM oT MY.

3BM f0/13KHa MMETb Cc/ieayoLine XapaKTePUCTUKI:

— YCTaHOBJIEHHYO O4HY M3 cneaytowmx OC:
e OC Linux Bepcun Ubuntu 22.04 nnu Bblile;
e OC Centos 7.x unu Bblile (1MHBO COBMECTUMbIE C YKa3aHHbIMK);
— Hannyume He meHee 1 USB-nopTa;
— Hanunume He meHee 6 b cBob6oAHOro mecta Ha GpannoBom cucteme 3BM;
Ha 3BM ponrkHa bbiTb ycTaHOBAEeHa yTuamTa fastboot.
[Mpoueaypa ycTaHOBKM
Mepen yctaHoBko OC ABpopa Heobxoammo Ha IBM ybeamTbCcs B LLE/TOCTHOCTM
NOy4EeHHOrO apXmBa:

$> mdSsum -c <OyThb K KOHTPOJILHOM CcyMMme>.tar.zst.md5

Mocne yero HeEObXOAMMO pacnakoBaTb apxme ¢ obpasom npowmski OC Apopa:

$> tar -I zstd -xvf - <OoyTe K apxXmpBy>.tar.zst

NMPUMEYAHUE. Ons nekomnpeccunmn OC ABpopa Ha OBM aonxkHa ObiTb yCTaHOBAEHA
b6ubnnoTeKka, peannsyowan anropmutmel Zstandard.

[Ons yctaHoskn OC ABpopa HeobXoAMMO BbIMONHUTL CAeaytolme AeNCTBUSA:

1) Bbikntounts MY;

2) Nogkntounts MY K 9BM ¢ nomoubto kabensa Type-C/USB man micro USB/USB, B
3aBucumocTn ot MY;

3) O4HOBPEMEHHO HaXKaTb U YAEPHKMBATb COOTBETCTBYIOLWME KHOMKK (Tabanua 1.1)
Ha Kopnyce MY no nepexoaa MY B pexum FASTBOOT MODE;

4) Mocne KopoTKkon BUDpaLnmK (He nosaHee 2 CeKyHA) OTNYCTUTb KHOMKY MUTAHMA
(Power) Ha Kopnyce MY;

5) JoxpaTtbea nepexona MY B pexum Fastboot Mode.

Tabnnua 1.1
KombuHauns KHonok MY
- KHoMKa nutaHua (Power); - Aquarius L311;
- KHOMKa yBennyeHuns rpomkoctn (Volume Up) - Mashtab TrustPhone T1;
- Omega Dialog-S
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KombunHaumus KHONoK MY
- KHoMKa nutaHua (Power); - KVADRA T

— KHOMKa yMeHblUeHuA rpomkocTn (Volume Down)

[MPUMEYAHWUE. Mpn HaxaTUM U yaepKaHUM COOTBETCTBYIOLLMX KHOMOK Ha Kopnyce

MY BO3MOXHO MOABNEHWE B CpeAHEel 4acTu 3KpaHa OKHa BblbOpa peXxmma 3arpysku
(PucyHok 1.1).

Select Boot Mode:
[VOLUME_UP to select. VOLUME_DOWN is OK.1]

[Recovery Model
[Fastboot Model
[Normal Boot]

PucyHok 1.1

B Takom cnyyae B 0TOHpa3mBLIEMCA OKHe BbibOpa pexmnma 3arpyskm Heobxoammo
BbIOpaTb pexkmm [Fastboot Mode], ncnonb3ya cneaytolipme KHOMKM:

— KHOMKy yBennyeHusa rpomkoctu (Volume Up) ana Bbibopa pexnma;
— KHOMKY yMeHblleHns rpomkocTv (Volume Down) ans noaTBepKaeHus Bbibopa;

B pe3ynbTaTe 4yero cuctema 3arpy3mTtcsa B pexmme yctaHosku OC ABpopa M Ha
3KpaHe oTobpasnTca Hagnucb « FASTBOOT mode...» (PucyHok 1.2).

Select Boot Mode:
[VOLUME_UP to select. VOLUME_DOUWN is OK.1

[Recovery Model
[Fastboot Model <L==
[Normal Boot]

=> FASTBOOT mode. ..

PucyHok 1.2

NMPUMEYHAHUA:

v' B c/iy4ae HesepHOro Bbibopa peskMma paboTbl HEobXoAMMO Ha)kaTb M
yaepXmnBaTb KHOMKY NuTaHua (Power) Ha kopnyce MY Ana ero BbIKAHOYEHUS;

v Mpun ownboyHom nepesoge MY B pexmnm TecTUPOBaHWUA A8 BbIXO4a M3 HEro
HeobXoAMMO HaXKaTb W yaepKmBaTb He MeHee 20 ceKyHA, KHOMKy nuTaHua (Power) Ha
Kopnyce MY Ona ero BKAYEeHUA;

6) Ha OBM nepeit B nanky c 3apaHee pacrnakoBaHHbIM 0OPa3oM MPOLIMBKMK
OC ABpopa U, HaxoZ4ACb B Narnke, 3anyCcTnMTb TEpPMUHA;

7) 3anycTuTb cueHapuit yctaHoskn OC ABpopa, BbIMOJIHMB B TEPMMUHAE KOMAHAY:
$> sudo ./flash.sh

NMPUMEYAHMUE. Bo Bpemsa yctaHosku OC ABpopa Ha MY He cieayeT Bbikato4aTe 3BM

/WA OTKAOYATb OT Hero MY — 3To moxeT npueect MY B HepaboTocnocobHoe
COCTOAHMUE;
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[locne 3aBepleHMa npouecca yctaHoBkM OC ABpopa Ha 3KpaHe TepmMuHana
oTobpa3ntca coobueHme «Flashing completed. Detach usb cable, press and hold powerkey
to reboot».
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NMPUNOMEHUE 2

M3meHeHue nMmumnTos

OnucaHue uHTepdeica nice

NMA: nice — 3anyckaeT nporpammy C 3agaHMem NpuopuTeTa.

OB30P: nice [[MAPAMETP] [KOMAHIA [APTYMEHT]...]

OMUCAHWE: 3anyckaeT KOMAHZLY ¢ yKasaHnem npuoputeTa ee BbiNoaHeHnA. bes
yKkasaHna KOMAH/A BblaaeT TeKyLWMM NprMopuTeT paboTbl. ADJUST NO YMOJYAHUIO PaBeH
10. lnanasoH npruopuTeToB pacnonoxeH ot -20 (Hamsbicwnit) Ao 19 (HauMmeHbLIKI):

— -ADJUST — YyBe/IMYMBAET NPUOPMUTET Ha ADJUST;

— -n, --adjustment=ADJUST — 10 ke, 4yTOo n —ADJUST;

— ——help —BblaaeT MHGOPMaLMIO 1 3aBepLUaeT paboTy;

— ——version — BblgaeT MHPOPMALMIO O BEPCUM M 3aBePLLAET paboTy.

OnucaHue uHTepdeinca renice

NMMA: renice — U3MEHEHME NPUOPUTETA BbIMOHAOLWMXCA NPOLLECCOB.

OB30P:
renice priority pid...
renice priority [-p pid... ] [-g pgid...] [-u username]

OMUCAHWE: KOomMaHOa renice WCNOANb3YeTCA [ANA W3MEHEHMA NPUOPUTETOB
BbIMONHAKOWMXCA MNpoueccos. HoBOe 3HayeHWe npuopuTeTa 3a43eTCA  YMCA0BOM
KOHCTaHTOWM priority, KOTOpasa MOXET MPMHMMATb 3Ha4YeHMA B AmManaszoHe oT -20 ao +20.
HenpwueuaernpoBaHHble NOb30BaTE/IM MOTYT YCTaHOBUTb 3Ha4YeHWe NpUopmuTETa TO/IbKO B
npeanenax 0-20, B TO BpemA Kak ANA CUCTEMHOrO aAMMHUCTPATOpa AOCTyrneH BeCb
AnanasoH. Hanbonee TUNUYHBIMW 3HAYEHMAMM ABAAKOTCA cneaytolwme: 19 — npoueccol
BbIMONIHAOTCA TONbKO B C/ly4ae OTCYTCTBMA Yy npoLeccopa cnewHon pabotbl; O — 6a308bli
NPUOPUTET PABHOMPABHbIX MPOLECCOB, BbIMOJIHAOWMXCA NO4 YNpaBieHMEeM AUCNeTYepa;
OTPUUATENbHOE 3HAYEeHMEe — ANA BbINOAHEHWUA Hambosee cnelHbiXx 1 6e3oTaaraTeNbHbIX
paboT.

Onucanue untepdenca kill

MMA: kill — nocbllaeT CUrHan npoueccy MAM BbIBOAWT COMCOK AOMNYCTUMbIX
CUIHaNoB.

OB30P:

kill [-s CUTHAJI | -CHT'HAJI] PID...
kill -1 [CUTHAJ]...
kill -t [CUTHAJ]...

OMMNCAHWME: nocblnaet curHan npoueccy Wan BbIBOAUT COMCOK A0OMYCTMMbIX
CUIHanNoB.
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AprymeHTbl, 00A3aTenbHble AA8  MOJIHbIX  BapMaHTOB  OMNUMK, SABAAIOTCA
06A3aTeNIbHbIMM TaK¥Ke U ANA KPAaTKMX BAPUAHTOB:

— -s, --signal=CUTHAJI, -CHUTHAJ—WUMA NN HOMEP NOCbIAEMOrO CUrHaNa;

— -1, --list — BbIBECTM WMEHa CWUIHA/NIOB WM BbIBECTM WMMA CUTHANA,
COOTBETCTBYHOLLEE HOMEPY, M HA0BOPOT;

— -t, --table—BblBECTU MHGOPMALMIO O CUTHANAX B BMAE Tabanubl;

— ——help— BbIBECTM CNPABKY M 3aBEPLLMNTb PaboTy;

— ——version— BblBECTM MHPOPMALMIO O BEPCUM M 3aBEPLLMTL PaboTy.

CUTHAN: moxkeT yKasbiBaTbCcs B BMAe MMmeHW (Hanpumep, «HUP») nam Homepa
(Hanpumep, «1»). TakkKe B KayecTBe CUrHasa MOMXKHO YKa3blBaTb KO/, BbIXOAa, KOTOPbIN
nporpamma A01XHa COObLWNTb CUCTEME NPU 3aBEPLUEHNMN.

PID — uncnoson mnaeHtudukatop npouecca. Ecam 4mcno oTpuuaTenbHoOe, OHO
onpeaenaeT rpynny npouecca.

OnucaHue uHTepdeiica /etc/security/limits.conf

MMA: daiin orpaHMYeHns pecypcos.

®OPMAT: rpynna/nonb3oBaTenb IMMAUT (FKECTKUN/MATKMIA) NapameTp 3HaveHme.

ONMMCAHWE NAPAMETPOB:

— core — pa3mep core ¢annos (Kb);

— data — MaKCMMabHbIM pasmep AaHHbIX (KB);

— fsize — MaKCcMManbHbI pasmep darna (Kb);

— memlock — MaKCMManbHoe 3ab10KMPOBaHHOE aapecHoe NpocTpaHcTBo (KB);

— nofile — MaKCMMa/IbHOE KO/IMYECTBO OTKPbITbIX GalioB;

— rss — MaKCMMa/ibHbIA pa3mep NamaTh Ana pesnaeHT-nporpamm (Kb);

— stack — MaKCMMasbHbIM pasmep cTeka (Kb);

— cpu — MakcMManbHoe npoueccopHoe Bpemsa (MIN);

— nproc — MaKCMMa/IbHOE KO/IMYeCTBO MNPOLLECCOB;

— as — OrpaHMYeHMe agpecHoro npoctpaHcTea (Kb);

— maxlogins —MaKCMMabHOE YMCA0 OAHOBPEMEHHbLIX PErMCTPaLMii B CUCTEME;

— maxsyslogins — MaKCMMa/sbHOE KOJIMYECTBO YYeTHbIX 3aNmncen;

— priority— NpPMOPUTET 3aNyLLEeHHbIX NPOLECCOB;

— locks — MaKCMManbHOE KOAMYEeCTBO Gainos, HNOKMPYEMbIX MNOIb30BaATENEM;

— sigpending — MaKCMMa/IbHOE KONMYECTBO CUTHAJIOB, KOTOPbIE MOXHO NnepeaaTb
npoueccy;

— msgqueue — MaAKCMMabHbIN pa3mep namatu ana odepeam POSIX coobuieHui
(bytes);

— nice — MaKCUMa bHbIA NPUOPUTET, KOTOPbIM MOXHO BbiCTaBUTb: [-20, 19];

— rtprio— MaKCMMaabHbIN NPUOPUTET BPEMEHM BbIMOAHEHMA.

169



— 1 OBKPbITAFI
PYKOBOACTBO aAMMHUCTPATOPA l F.‘ni%"gé’ﬁ'ﬁﬂ

NMPUNOKEHUE 3

OnwucaHue uHTepdeiica wipe

NCMNO/b30BAHUE: wipe [onunun] dannbl.

onunmn:

— —a — npepbiBaeT Npu ownbKe;

— -b <buffer-size-1g2> — yCTaHaBAMBAET pa3Mep MHAMBMAYyaNbHOro bydepa
BBO/3/BblBOAA, YKa3aB ero norapudm no ocHoBaHWiO ABa. MoryT 6biTb BblaeneHbl A0
TpmAauaTh 3TuX bydepos;

— —c —coBepuwaeT chmod () Ha 3alWMLEHHbIX OT 3anncK Garnax;

— -D— cneayeT CUMBOIMYECKMM CCbIIKaM (KOHOAMKTYET C -r);

— —e — WCNONb3yeT TOYHbIM pasmep daina: He OKpyraseT pasmep ¢arna And
CTUPAHMA BO3SMOXKHOIO MyCcopa, OCTatoLerocs Ha nocaegHem 610Ke;

— —f —dopcupyeT, T.e. He 3aNpallMBaeT NOATBEPKAEHNA;

— —F —He CTMpaeT uMeHa Gpannos;

— —h — NOKa3blBaeT CNpaBKy;

— -1 — MHPOPMATUBHbIN (BEpPOaNbHbIN) PEKUM;

— —k — COXpaHseT pannbl, T. e. Nocne nepesanmcn Ganabl He yAaNATCA;

— -1 <nnmua>—YCTaHaBAMBAET ANMHY CTUPAHMNA Ha <anuuy> 6ANTOB, rae <mnmmua>
3TO LUEeNoe YMCNo, 3a KOTOopbIM cnedyeT K (Kilo:1024), M (Mega:K"2) WM
G (Giga:K"3);

— -M (1]r) —yCTaHaBAMBAET afOPUTM PRNG A4 3anonHeHuns 610KoB (M nopAaaKa
NpPOXoa08B);

— 1 — MCNoNb3yeT BbI30B BUBANOTEKMU random () ;

— a— UCMNoAb3yeT a/ITOPUTM LUVI(I)pOBaHVIFI arcfour;

— -0 <cmemr> — YCTaHABAMBAET CABUM OYUCTKM Ha <cmeumr>, MAe <cosur> MMeeT
TOT ke GOpMaT, YTO U <mmmHa>;

— -P <mpoxomer> — YCTaHaBAMBAET KOIMYECTBO MPOXOA0B ANA OYUCTKM MMEHM
danna. Mo ymonyaHuto ato 1;

— -Q <kosmuecTBO> — YCTAHAB/AMBAET KO/AMYECTBO MPOXOA0B ANA ObiCTpOM

OYMCTKY;
— —g— ObICTpan 04NCTKA, MeHee 6e30mnacHas, Mo yMOYaHMIO 4 Cy4anHbIX NPOX0Aa;
— -r — peKypcus Mo nankam, nepexod MO CUMBOJMYECKMM  CCblIKAM
OCYLLIeCTBAATLCA He byaeT;
— -R — VYCTaHaB/MBaAeT YCTPOWMCTBO paHAOMM3AUMM (MAM  KOMaHAYy CUAO0B

paHAOMM3aUMK -S c);
— -s—(r|clp)—MeToa paHAOMM3aLMM CUAOB;
— r — CYMTHIBAET C YCTPOMCTBA PaHOOMM3ALNM (HALEMKHO);
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— ¢ — CYMTbIBAET 13 BbIBOAA KOMaHAbl PaHAOMMU3ALMN CUA0B;

— p —UCNONb3yeT pid (), clock () U T.A4. (Camblin cnabbii BApUaHT);

— -5 — TUXMI PEXUM — NOABNATL BECb BbIBOA,

— -T <momeITKK> — YCTaHaB/IMBAET MAaKCUMaIbHOE YMCI0 NOMbITOK A1A CBOOOAHOMO
NOMCKa MMeHW danna; No ymonyanuto 3t1o 10;

— —v —oTobparkaeT MHGOPMaALMIO O BEPCUM;

— -7 —He CcTupaeT uma Gpanna;

— -X <umcjo> — MNPOMYCKAeT YMCAO0 NPOXoAoB (MNONE3HO ANA MPOAO/IKEHWUS
onepauum O4YNCTKK);

— -x <passl,pass2,...>—3a7aeT o4yepeab NPOXoa0B.

PykoBoAacTso no wipe

NMMA: wipe — be3onacHoe cTupaHme Gpannos.

OB30P: wipe [onumm] pathl path2 ... pathn

OMUCAHUE: wipe HECKONbKO pa3 nepes3anncbiBaeT crneunasbHble NaTTepHbl Ha
yaanaemblin dain, ncnonblya Bbi3oB fsync () U/MAKM O SYNC BUT ANA NPUHYAUTENBHOrO
[oCTyna K AMCKY. B HOpmanbHOM pexmnme umcnonb3ytotcs 34 obpasua (M3 KOTopbIx 8
ABNAOTCA PaHAOMHbIMK). HopmanbHbii pexxum aenaet 35 npoxonos (0-34). BbicTpbil
PEeXMM M03BONAET MCMONb30BaTb TOMbKO 4 Mpoxoda C PaHAOMHbIMM MaTTEPHaMM, YTO
HaMHOro meHee 6e3onacHo.

KypHannpyemble ®C, Takme Kak Ext3, Ext4 wmam ReiserFS, wmcnonb3yroTca no
YMONYaHMIO. Ha HWMX OTCYTCTBYIOT MPOrpaMmbl YAaneHWA, KOTOpble MOTYT HaAeXHOo
3a4MCTUTL alnbl, MOCKOJIbKY YYBCTBMTE/bHbIE AaHHble M MeTadaHHble MOryT ObiTb
3anMcaHbl B KYPHa/, K KOTOPOMY CIOXKHO MONYYMTb AOCTY.

CtupaHue Ha NFC nnn Ha xxypHanmpyembix PC (ReiserFS n 1.4.) He byaeT paboTaTs,
NO3TOMY PEKOMEHAYETCA BbI3blBaTb wipe HaNPAMYH Ha cooTBeTcTBytolee 6104HOEe MY ¢
COOTBETCTBYHOLWMMM OMNLNAMM.

BHUMAHME! BbinonHATL BbI30B wipe HaNpAMYH Ha COOTBETCTBYHOLEee BaoyHoe MY
C COOTBETCTBYHOLWMMM  OMUMAMM  PEKOMEHAYETCA TONbKO B  CAy4ae  KpalHew
HeobxoaMMOCTH.

[anee cnenyeT 3a4aTb MNPaBW/bHbIE OMUMKW, B YaCTHOCTM: He pPEKOMeHayeTcA
CTMPaTb UeNbll XeCTKM AMcK (wipe -kD /dev/hda), T.K. 3TO YHWYTOXWT [/1aBHYIO
3arpy304Hyto 3anmnch. MpeanodTmtenbHa O4YUCTKA pa3aenos (wipe -kD /dev/hda2) npu
YCNOBMM CO3AaHNA Pe3EPBHbIX KOMWNI BCEX AAHHbIX.

onun KOMAHAHOW CTPOKM:

— £ (dopcMpOoBaHHO; OTKAOYMUTL 3aNPOC NOATBEPKAEHMUA) — MO YMONYAHMIO wipe
3anpalwmnBaeT MNOATBEPXKAEHWE C YKAa3aHUEM KONMYECTBA PEryNApHbIX M CheunanbHbiX
dainoB M NanokK, yKasaHHbIX B KOMaHAHOM CTpoKe. A NoATBep)KAeHMA Heobxoammo
BBECTM «yes», AN OTMEHbl — «no». [peaycMoTpeHa BO3MOXHOCTb OTKAOUYMTbL 3anpoc
noATBepPXKAEHUS onunen —f;
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— r (pekypcuBHO B nognankax) — No3BOASET yAaANTb BCe AepeBO Nanok. MNepexoa,
MO CMMBOJIMYECKMM CCbI/IKAM HE OCyLLLeCTBAAETCA;

— ¢ (chmod, ecnn Heobxoaum) — ecanm Ha Galn MAKW Nanky ONA CTUPAHUA He
yCTaHOB/IEHbI NPaBa 3anucu, byaet caenaH chmod ANA YCTAaHOBKM Pa3peLLeHnii;

— i (MHGOPMaUMOHHbBIN, BepOanbHbIA PeXMM) — ANA BKAOYEHMA BbIBOAA OTYETOB B
CTAHAAPTHbIN BbIBOA (stdout). [1o yMon4YaHMo BCe AaHHble 3aNMCbIBAOTCA B CTaHAAPTHbIM
BbIBO/, OWIMOOK (stderr);

— s (TMXM  pexkmm) — noaaBnATCcA BCe COOOWEHWA, KPOMe 3amnpocos
NOATBEPXKAEHMA N COOOLLLEHWI OLWIMOOK;

— g (bbicTpoe cTUpaHMe) — B CayYae UCNOAb30BaAHMA JAHHOM CTaaMK wipe Oyaet
nenatb (N0 ymonyaHuio) TONbKO 4 Npoxoaa, 3anucbiBas C/yYalHble AaHHbIE, Ha KaxKabli
dann;

— Q <KONMYeCTBO-NPOXOA0B> —YCTaHABAMBAET KOIMYECTBO NPOX0A0B A1A BbICTPOM
OYUCTKM, MO yMmonyaHuto 4. JaHHaa onuma TpebyeT -g;

— a (ocTaHOBMTL Npu owmnbKe) — nNporpamma BblAAET C EXIT FAILURE Mpw
BO3HWUKHOBEHMWN HedaTaNbHOM OLLINOKK;

— R (YCTQHOBMTb YCTPOMCTBO reHepaumm CAy4amHbIX YMCeN UAW KOMaHAy CUAOB
PAHAOMHbIX J@HHbIX) — A@HHOM onuuMen, KoTopaa TpebyeT aprymeHTa, BO3MOMKHO yKa3aTb
aNbTepHATUBY YCTPOMCTBY /dev/random WM KOMaHAY, CTaHAAPTHbIM BbIBOA, KOTOPOW
byneT xewunpoBaH C ncnonbdoBaHnem MD5-xewa. ITO pas3nmyme MOXKeT OblTb cAeNaHo
onumen -s;

— 5 (MeToA cnyyaMHbIX CMAOB) — AaHHAA ONuUMA NPUHMMAET OAHOCMMBO/bHbIN
apryMeHT, onpeaenatolmii, Kak MCNoIb3yeTca YCTPOMCTBO PaHAOMM3aLUMN/apryMeHT CMA0B
paHAOMM3aUMM. YCTPOMNCTBOM PaHAOMM3aALMM MO YMOAYAHUIO ABNAETCA /dev/random. Ero
MOHO YCTaHOBMWTb, MCMOb3ysA OMLMIO —R.

OAHOCMMBObHBIMM AaPTYMEHTAMM MOTYT ABNATHLCA:

—r — ecanm HeobxoAMMo, 4TOObl apPryMeHT MHTepPnpPeTMpoBanca Kak obblyHOe
daltnoBoe/CMMBO/IbHOE YCTPOMCTBO. byaeT paboTaTb C /dev/random, TaKXKe [O0/KEH
paboTaTb ¢ FIFO 1 noaobHbIM;

— c — ecan HeobxoaMmo, YToDbl apryMeHT BbINOMHANACA KaK KOMaHAa. BbiBoa w3
KOMaHabl OyaeT XewupoBaH C MUCNO/Sb30oBaHMem anroputma MD5 ana obecnedeHumn
Tpebyemoro cmaa;

— p—€eCNn HeobxoAMMO, YTOObI wipe MOAyYaNa CUAbl XELIMPOBAHNEM NEPEMEHHbIX
OKPY)KEHUSA, TeKyllern AaTbl M BpemeHwu, ID npoueccoB M T.A4. (aprymeHT yCTPOMCTBa
pPaHAOMM3aLUMM HE MCMOb3yeTcA). OTO HaumeHee He30nacHo;

— M (BblbpaTb anropuTM reHepauum MNCEBAOCNYYAMHbIX 4YMCeN) — BO BPeEMA
CNy4YalHbIX NPOX0A0B wipe Nepe3anmcbiBaeT Lenesble Gal/ibl TOTOKOM BMHAPHbIX AaHHbIX,
CO3JaHHbIX CAeayOWMMM aATOPUTMaMM Mo BbIGOPY:

e| — OymeT McnNonb3oBaTb (B 3aBMCMMOCTM OT CUCTEMbI MOJIb30BATENSA)
ncesaopaHAoMHyto 6ubnmotery reHepatopa random() wam rand(). Cneayet obpaTuTb
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BHMMaHMe, 4TOo Ha 6HonbwumHcTBe cuctem rand() npeactaBnaer cobon NUMHEMHbLIN
KOHIPY3HTHbIN reHepaTop, KOTOPbIM ABAAETCA KpanHe cnabbim. Bbibop aAenaeTtca BO Bpems
KomnunnposaHua n onpegenaerca HAVE_RANDOM;

e a — byaeT ncnonb3oBaTb NOToK WwWKdpa Arcfour kak PRNG. Arcfour coBmecTnm
c wnppom RC4. 3710 03HaYaeT, UTO NpM TOM e Katove Arcfour ABnAeTcA B TOHHOCTU TaKMM
e NOTOKOM, Kak RC4;

e r — byaeT ncnonb3osaTb cBeXxunit anroputm RC6 kak PRNG; RC6 oTnmpaeTca
128-6UTHBIMM cnaamm, 3aTem Hynesom 610K MHOrOKpaTHO 3alWMdpoBbIBaeTCA ANA
Noay4YeHnA NceBA0CNY4aNHOro NOTOKA. ITO A0/KHO HbITb OTHOCKMTENbHO Be3onacHo. RC6
¢ 20 Kpyrammn megneHHee, yem random(), onuns KomnunmposaHua WEAK _RC6 nossonsaeT
MCcnonb3oBaTb 6onee ObiCTpyto 4-Kpyrosyto Bepcuto RC6. [nAa nonydyeHmsa BO3MOMKHOCTH
ncnonb3oBatb RC6 wipe gonxKeH ObiTb CKOMNMANMPOBAH C yKka3aHHbIM ENABLE RCK; B
Makefile npuseaeHbl NnpeaynpexaeHMa No NaTeHTHbIM BOMNPOCAM.

Bo Bcex cnyyasx PRNG pacnpocTpaHseTca ¢ AaHHbIMM, CODpPaHHbIMKU N3 YCTPOMCTBA
PaHAOMMU3AUMN:

— | <aAnHa> — BBMAY BO3MOMKHOIO Ha/IMYMA HEKOTOPbIX Npobiem B onpeaeneHmnm
NencTBUTeNbHOro pasmepa H6J104HOrO YCTPOMCTBA (T.K. HEKOTOPbIE YCTPOMCTBA HE MMEHOT
PUKCMPOBAHHOrO pa3mepa, Hanpumep, AMCKETbl WMAM KacceTbl) MOXeT noTpeboBaTbcA
yKas3aTb pasmep yCTPOMCTBA BPYYHYIO. <AJ/IMHA> — eMKOoCTb MY, BbipaxeHHas B ynciae 6amnr.
MoHO wucnonb3oBatb K (KMao) Ana ykasaHua ymHoOxKeHua Ha 1024, M (mera) ana
BbIpaXKeHMa yMHOKeHus Ha 1048576, G (rura) ana ymHoxeHua Ha 1073741824 n b (610K)
ONA YMHOXeHMA Ha 512:

1024 = 2b = 1K;
20K33 = 20480+33 = 20513;
114M32K = 114*1024*1024+32*1024.

— <cnBur>— N03BONAET YKa3aTb CABMI BHYTPWU CTUPaEeMoro danna am ycTpomncTea.
CUMHTaKCUC <cmBuTa> TaKOW e, Kak U ANA onuumn —1;

— e — WUCNONb3yeT TOYHbIM pa3mep ¢dalna: He OKpPyrnaATb pasmep danna And
CTMPaHMA OCTaBLIEroca mycopa B nocneaHem H6/10Ke;

— 7 — He CTUpaeT pa3mepbl GainnoB NOBTOPHbIM YMeEHbLLEHWEM BABOE $allIoBOro
pa3mepa. [laHHble NONbITKX NPeAnPUHMMAIOTCA TONbKO Ha 0ObIYHbIX dannax, T. e. onumsa
becnonesHa nNpu WMCMNONb30BAHMWU wipe ANA OYMCTKM ONOYHOTO WMAM CNeuUManbHOro
YCTPOWCTBA;

- X <uycmo> — MPOMYyCKaeT 3aZaHHOEe YMCNO npoxoaoB. [lonesHo Aana
NPOAOMKEHMA OYMCTKM C 33aA4aHHOM TOYKWM, HAMPUMeP, Koraa npu O4YMCTKE HObLIONO
IMCKa HeobxoaMmo npepsaTb onepauuto. MicnonbayeTcs ¢ -x;

— x <passl>,..,<pass35> — YKa3blBaeT MNopAAOK Npoxoaos. Koraa wipe
npepbiBaeTcA, OHa OyAeT neyaTaTb TEKyllytO, BbIOpaHHYLO CAydYalHbiM 0bHpasom,
nepmyTauuio MNopasKka Npoxoda M HOMepa MNpOXoda B KAYeCcTBe COOTBETCTBYHOLIMX
APrYMEHTOB -X U -X;
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— F — He cTupaeT umeHa ¢annos. ObbIYHO wipe NbITAETCA CKPbITb MMeHa $alinios,
NepenmMeHOBbIBAsA MX; 3TO HE rapaHTUPYET, YTO PU3MYECKOE PACMONOKEHME, COAEPKaLlee
cTapble MMeHa ¢annos, bOyaeT nepesanucaHo. [locne nepeMmeHoBaHWA danna
eAMHCTBEHHbIM crnocobom ybeanTbcs, 4YTO MMA W3MEHEeHOo, ABAAeTcs duanyeckoe
OCyLLEecTB/NeHNEe BbI30Ba sync (), KOTOPbIA BbiMbIBAaeT AMCKOBbIe Kawm OC, B TO Bpemsa
Kak 4na [obaBneHWAa M 3anmMcKM K3Wa MOXKeT MCnosab3oBaTbcA OUT O SYNC And
CMHXPOHM3aLUMM BBOAA/BbIBOAA ANA OAHOro danna. T.K. sync () MeAEHHbIN, Bbi30B
sync () MOCAe KaAoro MnepemMMeHOBaHMA AefaeT OYMCTKY MMeH (alaoB TaKxkKe
MeaNeHHOM;

— k — coxpaHaeT painbl: He yaanaeTt Garnbl nocne nx nepesanmncu. NonesHo npu
HeobXoAMMOCTN CTepeTb YCTPOMCTBO, COXPaHWMB MNpM 3TOM CheumanbHblin  dann
yCTpOMCTBA. 3TO NoApasymeBaeT -F;

- D — cneayeT CMMBOSIMYECKMM CCbIJIKAM: MO YMOSYAHWIO wipe HMKOrga He
cneayet CUMBOAMYECKMM CCbiikaM. OAHAKo, ecan Bbia yKasaH -D, wipe COrnacuTCA Ha
CTUpPaHMe Lenen, Ha KOTopble YKa3blBAlOT CMMBOJIMYECKME CCbIIKM. HEBO3MOXHO
OHOBPEMEHHO YKa3aTb ONuUMM -D U —r (pekypcusa);

— v — NOKa3blBaeT MHGOPMALMIO O BEPCUN U BbIXOA;

—h — NOKa3blBaeT CNpPaBKy.

DAl no ymonyaHuio ncnonbayeTca /dev/random B KauyecTBe cvaa (MCTOYHMKA)
reHepaTopa NceBAOC/y4aMHbIX Ymcen.

MEPEMEHHbBIE OKPYXXEHWA

Ecnn ycTaHoBneHa WIPE SEEDPIPE, wipe OyZeT BbINOMHATb YKA3aHHYO B HeM
KoMaHAay (Mcnonb3ya popen()), XeWWPOBaTb BbIBOA KOMaHAbl C aAropuTMOM MD5
message-digest Ana nonyyeHuns 128-6utHoro cnaa ana PRNG. Hanpumep, Ha cuctemax c
OTCYTCTBYIOLLEM YCTPOMCTBOM /dev/random 3Ta NepemMeHHada A0/XKHa ObITb yCTaHOB/IEHA
B /etc/profile B cuUeHapuit 060N0YKM, COAEPIKALLMIM PA3NNYHbIE KOMAHAbI, TaKME KaK
ls, ps, who, last WT.A., KOTOPble 3aMyCKAKTCA aCMHXPOHHO, YTOObI NOYYNTb BbIBOA,
HACKO/IbKO BO3MOYXKHO MEHee NpecKasyembiM.

Mpumepsbl 3anycka wipe

Cneaywowaa KoMaHaa PeKypCMBHO (-r) yAanuT BCe B Marnke private, MNpuM 3TOM
BK/IIOYEHO NPUHYAUTENBHOE YAANEHMEe M OTK/IIOYEH 3aNpoC NOATBEPKAEHNS (—-f), MOKa3aH
nporpecc npougecca yaaneHms (-i):

wipe -rfi private/*

YoanuTtb  Kaxablh - dan M Kaxkayto  nanky  (onums -r) B Manke
/home/berke/plaintext/, a TaK}Ke camMy nNanky /home/berke/plaintext/.
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Ob6blyHble dainbl byayT yaaneHsl B 34 npoxoaa, U UX pasmep byaeT yMeHbLLaTbCs
BABOE C/Ay4yalHOe Koam4yecTBO pa3. CneumanbHbix ¢arnoB (CMMBOAbHbLIX M BA0YHbLIX
ycTporcTs, FIFO) He byneT. Bce anemeHTbl Nanku (dbaknbl, cneunanbHble Ganabl U nanku)
byayt nepemmeHoBaHbl 10 pa3 M 3aTeM yAaneHbl. INEeMeHTbl C HenoAxoAAULMMM
paspeleHnsmm byayT BbINOAHATL chmod () (onuma -c). Bce ykasaHHble onepauum byayT
nponcxoanTb 6e3 noaTBepPKAEHNA NoNb30BaTeNA (onuns —£):

wipe -rcf /home/berke/plaintext/

BnoyHoe ycTpoicTBO /dev/hda3 COOTBETCTBYET 3 pasfeny rNaBHOro AMcKa Ha
nepsmyHom IDE nHTepdeiice, KoTopoe byaeT yaaneHo B ObiCTpOM pexmnme (onuma -q), T.e.
4 cnyyalHbIMK Npoxoaamn. MHAEKCHbIe AeCKPUNTOPbI He ByayT NeperMmeHOoBbIBaTbCA UK
yaanatbca (onuma -k). Mepen 3anyckom nporpamma notTpebyeT BBECTU Kyes»:

wipe -kg /dev/hda3

MoCcKoNbKY wipe HMKOrAa He caeayeT NO CUMMBOJIbHBIM CCblI/IKAM, ECIU HET ABHOTO
yKasaHuAa, npu HeobxoauMmMoCTW yAanuTb /dev/floppy, KOTOPbIA MOMET OKa3aTbCA
CMMBOJIbHOM CCbIIKOW /dev/fd0ul440, noTpebyeTca ykazaTb onumto -D. MMepen 3anyckom
nporpamma notTpedyeT BBECTU Kyes»:

wipe -kgD /dev/floppy

B JaHHOM C/lyYae wipe PEKYPCUBHO (ONUMS —r) YHUUTONXKUT BCE B /var/log, Kpome
/var/log. [lporpamma He ByaeT NbITaTbCA BbINOAHUTL chmod (). OHa byaeT BepbanbHOM
(onuma -1i) 1 He NoTpebyeT BBECTU «yes» B pe3y/ibTaTe onuum —£:

wipe -rfi >wipe.log /var/log/*
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