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1. ObLWME YKASAHNA

1.1. BBog, B 3akcnayaTauuto [MpuknaaHoro nporpammHoro obecnedenunsa (MMO)
«ABpopa LleHTtp» AAMI.20134-01 (nanee — W3nenue) penns 5.3.0 npoBoauTCcs B
COOTBETCTBMM C HACTOALIMM AOKYMEHTOM M APYTMMM IKCAAYAaTALMOHHBIMM AOKYMEHTAMM
(34) Ha N3penne.

1.2. K akcnnyataummn M3penma gonyckaetca nepcoHan, 061afaatowmim 3HaHUAMK U
HaBblkamu PabOoTbl C 3NEKTPOHHO-BbIYUCANTENBHOM MALUMHOW N TEXHUYECKMMM CPEeACTBAMM
BbIYMCANTENbHBIX CETEMN.

1.3. NMepen Havanom 3skcnayataumm Msgenma HeobxOoAMMO  BHMMATENbHO
03HaKOMKUTbCA ¢ 3/1, nepeyeHb KOTOpPOM NpueeaeH B 7.1.

1.4. YcTaHOBKa W BBOA, B 3KCMayaTauuio V3genma npoBOAMTCA B COOTBETCTBUU C
TpebOoBaHMAMM N YKA3aHMAMMK, NPUBELEHHBIMM B CNEAYIOWMX JOKYMEHTAX:

— «PykoBoactBo nonb3oBatensa. Yacte 1. [loacuctema  6He3onacHOCTU»
AOAMTI.20134-01 90 01-1;

— «PyKoBoacTeo no/sib30BaTenA. YacTb 2. [Moacunctema «MapkeT»
AQMTI.20134-01 90 01-2;

— «PykoBoacTBo nonb3osatenda. Yactb 3. MNMoacuctema MNnathpopma ynpaBneHmUa»
AQMTI.20134-01 90 01-3;

— «PyKoBoacTBO nosb3oBatena. Yactb 4. [loacmctema ynpassieHMA TEHAHTaMM»
AQMTI.20134-01 90 01-4;

— «PykoBoactBo nosnb3oBatensa. Yactb 5. lMoacuctema CepBUC yBEAOMAEHWNIY
AAMTI.20134-01 90 01-5;

— «PykoBOACTBO mnosnb3oBaTena. Yactb 6. lNpunoxeHune «Aspopa Mapket» and
onepaunoHHom cuctembl Aspopa» AAMI.20134-01 90 01-6;

— «PyKkoBoacTtBo nosib3osaTenAa. Yactb 7. [lpunoxeHune «Apopa UeHTp» AanA
onepaunoHHom cuctembl Aspopa» AAMI.20134-01 90 01-7;

— «PykoBoacTBo aamuHucTpaTtopa» AAMI.20134-01 91 01;
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— «PeKkomeHpgauuuy no pesepBHOMY KonmposaHuto» AAMI.20134-01 91 02;

— «PykoBoactBo pa3pabotumka. [loacuctema CepBuUC YyBEAOMIEHMA  ANA
onepaumoHHoM cnuctembl Aspopa» AAMTI.20134-01 95 01.

1.5. 3genve MOXKeT MocTaBAATbCA B BMAE PU3MYECKOM MOCTaBKM WMAM B BUAE
SNEKTPOHHOM noctasku. Crnocob noctaBkn® M3genus onpesensetca  yCa0BUAMM
JIMLeH3MOHHOro 40rosopa.

1.6. KOMNNeKTHOCTb MNOCTaBkM M3poenna npueeleHa B pasfene / HacToAlLero
[OKyMmeHTa. KomnnekTHocTb WM3genua npu  nNoOCTaBKe onpefensetca  yC/I0BUAMMU
JIMLEeH3MOHHOro A40roBopa.

1.7. HacToAWMMN OOKYMEHT BXOAMT B KOMMAEKT MOCTaBKW? M3penva u O0/KeH
MOCTOAHHO XPaHUTLCA B NOAPA3AE/IEHMN, OTBETCTBEHHOM 33 €ro 3KCMN/ayaTaumio.

1.8. Bce 3anucM B HacToAWweM [AOKYMeHTe [AOJ/IKHbl MPOM3BOAUTLCA TOJbKO
YepHbIMW YepHWIaMK, OTYET/IMBO M aKKYpaTHO. [OAYUCTKM, MOMAPKM U He3aBepeHHble
ncnpasnenna HE JOMNYCKAKOTCA. HenpaBuabHaA 3anMCb akKypaTHO 3a4epKMBaAeTCA, U
PAOOM [eNaeTcA HOBAaA, KOTOpasa 3aBepAeTcA OTBETCTBEHHbIM AMLOM. [locne noanucu
npoctaBnatoTca GaMUAMA U MHMUMANLI  OTBETCTBEHHOro /uUa (BMeCcTo noanucu

AOMNYyCKaeTCA NPOCTaBNATb NNYHbBIM WTamn I/ICI'IO/'IHI/ITe}'IFI).

1 O6uan vHbopmauma o BO3IMOMKHbLIX cnocobax nepeadn M HocuTenax MHGopmauum Msgenua npuseseHa B
COOTBETCTBYIOLLMX MPUAOHKEHUAX HACTOALLETO AOKYMEHTA.

2 Mpu 3NEKTPOHHOM NOCTaBKe M3aenna Lo, OTBETCTBEHHOE 3a SKCM/lyaTalmio, pacneyaTbiBaeT KOMMIo HaCTOALLEero
[IOKYMEHTa.
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2. ObLLWNE CBEAEHWA

2.1. NMonHoe HamMMeHoBaHMe: [lpuMKknaaHoe nporpammHoe  obecnevyeHune
«ABpopa LleHTp».

2.2. CoKpauweHHoe HanmeHoBaHue: MNIMO «Aspopa LeHTp».

2.3. Obo3HauyeHune: AAMI.20134-01.

2.4. Mpeanpuatne-paspabotunk, npeanpuatme-mirotosutens: ObuectBo ¢
OrpaHNYEHHOM OTBETCTBEHHOCTbIO «OTKpbITas mobunbHas naatdopma» (000 «OTKpbITas
MobUAbHAA NaaTopma):

— topuandecknin aapec: 420500, Pecnybnumka TaTapcTaH, BepxHeyCNOHCKMM
panoH, r. MHHonoAuc, yn. YHuBepcuTteTckan, a. 7, opmc 59, OITPH 1161690087020;

— QakTnyecknit appec: 119415, r. MocKBa, BH.TEP.r. MyHWUUMNANAbHbINA OKPYr
[MpocneKkT BepHaackoro, np-KT BepHaackoro, 4. 41, 8 aTax.

2.5. TexHMYyeckaa noageprKka npeanpuATUA-U3roTOBUTENA: INEKTPOHHAA MoYTa
support@omp.ru., Ten. +7 (495) 269-09-80.

2.6. N3penve MoXeT ObITb MCMNOb30BAHO, HO HE OrPaHMYMBATLCA, B CeAyHOLWMX
cMCTeMax M 0bbeKTax:

— B TOCYAapCTBEHHbIX MHPOPMAUMOHHbLIX cuctemax (FMNC), He coaepralLmx
MHGOPMALLMKM, COCTABAAIOLWEN roCyAapCTBEHHOM TalHbl, A0 1 Knacca 3alMLLEHHOCTH
BK/IHOYMTENIBHO B COOTBETCTBMW C AOKYMeHTOM «TpeboBaHMA O 3awmTe MHOPMaLMN,
He COCTaBAAIOWEN TOCYAapPCTBEHHYIO TaWHy, COAEpPKallenca B ToCyAapCTBEHHbIX
MHOOPMALIMOHHbBIX CUCTEMAX», YTBEPKAEHHbIM NpuKkazom PCTIK Poccun ot 11 dpeBpana
2013 r.Ne 17;

— B MHPOPMALMOHHbIX CUCTEMAX NepcoHanbHbIX AaHHbiX (MCMAH) Ao 1 ypoBHS
3aWMLWEHHOCTM BKAOYMTE/IbHO B COOTBETCTBMM C AOKYMeHTOM «COCTaB M coaepraHue
OpPraHM3aUMOHHbIX M TEXHMYECKMX Mep No obecnevyeHuto 6e30MacHOCTM NePCOHaNbHbIX
NaHHbIX NpU KX 0bpaboTke B MHPOPMALIMOHHbLIX CUCTEMAX MNEPCOHANbHbIX AaHHbIXY,

yTBEpKAeHHbIM Npukazom OCTIK Poccun ot 18 dpespana 2013 r. Ne 21;


mailto:support@omprussia.ru.
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— B aBTOMATM3MpPOBAHHbLIX cucTemax ynpasneHuns (ACY) po 1 Knacca
3alMWEHHOCTM  BKAKOYMTENIbBHO B COOTBETCTBUM C [AOKyMeHTOM «TpeboBaHMA K
obecnevyeHmto 3aWMTbl MHOOPMALMM B aBTOMATU3IMPOBAHHbLIX CUCTEMAX YMNpPaBAEHUS
NPOM3BOACTBEHHbIMM W TEXHONOTMYECKMMW MPOLLECCAMM  Ha KPUTMYECKM BaXKHbIX
obbeKTax, MOTeHUMANbHO OMAaCHbIX OOBEKTax, a TakXKe obObeKTax, NpeacTaBAAKLLNX
MOBbILIEHHYI OMNACHOCTb ANA XM3HW M 340P0BbA NtOAEN M ANA OKPYXKAKOLULEN NPUPOAHON
cpeabl», yTBepKAeHHbIM npmnKkazom GCTIK Poccum oT 14 asrycta 2014 r. Ne 31;

— Ha 3Ha4YMMbIX O0ObBEKTAX KPUTUYECKON MHGOOPMALMOHHON MHPPACTPYKTYPbI
(KNW) po 1 KaTeropmm BKAOYUTENIbHO B COOTBETCTBMM C AOKYMEHTOM «TpeboBaHMA Mo
obecneyeHnto 6e30MaCHOCTU 3HAYMMbIX OOBEKTOB KPUTUYECKON WHPOPMALMOHHOM
MHGPACTPYKTYpbl Poccuitckon Pepepaumnm», yreepKaeHHbIM nprukazom ®CTIK Poccum ot
25 nekabpa 2017 r. Ne 239;

— B MHPopmauMoHHbIX cuctemax (MC) obuiero nosb3oBaHMA 2 Knacca B
COOTBETCTBUM C AOKYMeHTOM «TpeboBaHMA O 3awmTe MHGOPMALMM, COAEeprKaLlenca B
MHOOPMALMOHHbBIX CMCTeMax ObOLLero no/ib30BaHMA», YTBEPXAEHHbIM Mnpukazom PChb
Poccum n ®CTIK Poccuum o1 31 asrycta 2010 r. Ne 416/489.

2.7. CocTaB ¢annoB 3arpy3o4yHoro moayna M3genns c ykKasaHMEM KOHTPOJIbHbIX
cymm (KC) parinos npuseaeH B pa3gesie 7 HaCTOALLEro AOKYMEHTA.

2.8. HacToAwmm AOKYMEHT COAEPHKUT CAedyoLLIME MPUIOKEHNSA:

— MpwunoxkeHue 1. TpeboBaHMA K MepaM 3alNTbl MIHPOPMALMK, peasnlyemblie B
N3pnennn;

— MpunoxkeHue 2. Mepbl no 3awmte nHPopmauum B NC, KOTOpble No3BONSET
obecneumBaTb M3aenne, nytem ero npumeHeHmna 8 MC ana ynpaBaeHma ycTpoOMCTBaMu;

— MpunoxeHune 3.  O6WME  NONOKEHMA  NPEANnpPUATMA-U3roTOBMTENA MO
BO3MOXHbIM BapMaHTaM NOCTaBKK M3anenns;

— MpunoxeHue 4. MNpumep mapknposkn DVD c M3genmem.
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2.9. Vzpenne ceptndnumpoBaHo No 4 ypoBH aosepua B Cnucteme cepTmdmKaLmm
CpeacTB  3awuTbl  MHPopmaumm no  TpeboBaHuAm  Be3onacHOCTM  MHOOPMaALMK
®CTIK Poccum Ne POCC RU.0001.01BM00 Ha cooTteeTcTBMe TpeboBaHMAM CAeayOLLIMX
[OKYMEHTOB:

— «TpeboBaHma no 6HesonacHOCTM MHPOPMALMKM, YCTaHABAMBAIOLWME YPOBHU
[0BEPUA K CPEeACTBAM TEXHUYECKOW 3almTbl MHbOpmauum mn cpeacrsam obecneyeHua
6e30nacHOCTN MHPOPMALMOHHbBIX TEXHONOTUIN»;

— «TexHnyecKkune ycnosma» AAMI.20134-01 99 01.
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3. OCHOBHbIE XAPAKTEPUCTUNKUA

3.1. N3penne ABAAeTCA NPUKAALHbIM  MPOrPaMMHbIM  obecneyeHMem CoO
BCTPOEHHbIMW MEXaHM3MaMM 3aLLUNTbl MHPOPMALMN OT HECAHKLUMOHMPOBAHHOIO A0CTyna
(HCA), npeaHa3HaYeHHbIM ANA:

— ynpaB/ieHua  yCTPOMCTBaMM®,  GYHKLUMOHUPYIOWMMM  MO4  yrNpasBieHuem
onepaumoHHom cuctemsbl (OC) Aspopa, OC Android n OC cemelictsa Linux;

— YNPaBAEHUA KU3HEHHBIM LIMKAOM MPUNOSNKEHNR

— OTNpaBKM push-yBegOMNEHMA HA YCTPOMCTBA;

— obHoBneHna OC nyTem MNOAYyYEHWA M3 AOBEPEHHOrO XPaHWAMLWE MAKETOB C
nameHeHmamm OC (obpasza OC) M KX yCTaHOBKM. [lpM 3TOM YyKa3aHHble MNPOLECChI
BbIMONHAKOTCA WTaTHbIMK cpeacTBamm camon OC, a M3genne yyacTByeT NWib B MX
MHMUManM3aummn B OC 1 He rapaHTMPYeT MUX YCNEeLWHOro 3aBepLlleHms;

— aBTOMATM3MPOBAHHOM 06PabOTKKM CcreayoWmMX BUAOB MHPOPMALMNA:

e 06LUeaocTynHoOM MHGOPMaLLUK;

o MHPOPMALUMM OrpaHWYEHHOro AO0CTyna, He COoAep’kalen CcBedeHun,
COCTaBNAOLWMX TOCYAAPCTBEHHYIO TaMHy, noAaneKallel 3alimTe B COOTBETCTBUM C
TpeboBaHMAMKU AENCTBYIOLLEro 3akoHoAaTenbcTBa Poccuinckon Pepepaumm B obnactm
MHGopmMaLMoHHON Be3zonacHocTh (MB);

3.2. MporpamMmmHO-TeEXHUYECKME cpeacTBa Heobxoanmmble Ans GYHKLUMOHMPOBAHMS
N3nenva, a TakXKe BapWaHTbl KOHPUIypaLMi, ANA KOTOPbIX NPOBOAMAOCH TECTUPOBAHME

npueBeaeHbl B JOKYMeHTe «PyKoBOACTBO aaMuHUCTpaTopa» AAMI.20134-01 91 O1.

> Onpepenerne TepmuHa «YCTPOMCTBO» NpuseaeHo B Tabauue (Tabanua 14).
* OnpepeneHvie TepmunHa «lpunoxenue» npuseneHo 8 Tabauue (Tabanua 14).
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3.3. M3pgenue coctouT U3 ceayowmx NoACUCTEM?:

— noacuctema besonacHoctn (MB);

— noacuctema «MapkeT» (MM);

— noacuctema lMNnatpopma ynpasnerHus (MY);

— noacucTema ynpasneHua teHaHtamm (MYT);

— noacuctema Cepsuc ysegomnenuin (MNCY);

— noacuctema obHosneHms OC (MOOC);

— NoACUCTeMa A0CTaBKM KOHTeHTa (CDN).

Takxe M3nenne coCTOUT U3 cnenyromnx MHGPACTPYKTYPHbIX KOMMNOHEHTOB:

— BHYTPEHHMN BaNaHCUMPOBLLNK;

— cucTema obHapykeHua cepsumcos Consul;

— CpeacTBO ynpasaeHna KoHpurypaumamm cepsncos Consul Template;

— CepBWC rapaHTMPOBAHHOM A0CTaBKM coobuleHnin Redpanda;

— CYB/A Valkey;

— pacwupeHne PG Partition Manager (pg partman) ana CYB/[ PostgreSQL u
Postgres Pro;

— NNAHWPOBLLMK 33434 pg cron Ana CYB/ PostgreSQL v Postgres Pro;

— NPUAOXKEHWEe ANS CUHXPOHM3aunK dannos Syncthing.

Bsaumopencrene  mexxay NoOACUCTEMAMM U KOMMOHEHTaMW  MOACUCTEM
OCYLLEeCTBNAETCA C UCNONb30BaHMeM npoTokona HTTP ctaHaapT RFC 2616, npun aTom obmeH
AaHHbIMK ocyllecTBaseTca B popmaTe RFC 8259 (JSON).

[Ona nonyydeHua push-yBeAOMNEHWI Ha YCTPOMCTBA MCMOAb3yeTcA push-4emoH,
BxoAswmin B coctaB OC ABpopa. Push-aemoH, B cBoto ouepeab, Bsaumoaenctayet ¢ MCY no
3awmueHHomy npotokony TLS (RFC 5246, RFC 8446) c npotokonom TCP (RFC 793) Ha

TPAHCMOPTHOM YPOBHE.

> CocTas noacucrem M3genva 3aBUCUT OT BAapPMAHTOB MOCTABKW, OMNMUCAHME KOTOpPbIX NMpuBeaeHO B pasgene 7
HaCTOALLEro JOKYMeHTa.
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B kauecTBe cepsepa 6a3bl AaHHbiX (B/l) ncnonb3lyeTca cepsep C YCTaHOBAEHHOM
cuctemont ynpasneHuns 6asamu aaHHbix (CYB/) Postgres Pro nnm PostgreSQL, B KoTopoM
XPaHATCA AaHHble M3aenua, 4nd 4ero npu pasBepTbiBaHMM co34aeTca cneumanbHada bA. Ona
XpaHeHna nHGopmaumm o ceccuax ncnonbsyerca CYb/ Valkey.

MoacucrTemsl, BXOAALLME B COCTaB M3aenva, No3BONAKOT BbINOAHATL NOTMPOBaHME
MHOOPMALIMOHHbIX CO0DLLEHMN, cO0DLEHNI 00 OWMbKax, NpeaynpexaeHnin n OTAa404HOM
MHbOPMaLMM B cUCTEMHbIN KypHan OC (systemd-journald).

OnucaHne nHTepdencoB NoaACUCTEM, BXOAALLMX B COCTaB M3aenna, npuseneHo B
CnenyoLwmx JOKYMeHTax:

— «PykoBoactBo nonb3oBatena. Yactb 1. [loacuctema 6He3onacHOCTU»
AOMT.20134-01 90 01-1;

— «PyKoBoacTeo no/sib30oBaTenA. YacTtb 2. [Noacucrtema «MapkeT»
AQMTI.20134-01 90 01-2;

— «PykoBoacTtBo nonb3osatena. Yactb 3. Moacuctema Mnatdopma ynpasieHUa»
AQAMTI.20134-01 90 01-3;

— «PyKoBoacTBO nosb3oBaTend. Yactb 4. loacuctema ynpasaeHUA TEHAHTaMM»
AQMTI.20134-01 90 01-4;

— «PykoBoactBo nonb3oBatensa. Yactb 5. lMoacuctema CepBUC yBEAOMAEHNI»
AOQMTI.20134-01 90 01-5.

NMPUMEYAHUE. OnucaHme pas3aenos wHTepdeinca W3penua npuBeaeHo B
noKkymeHTe «OnucaHmne npumeHenma» ALAMI.20134-01 31 01. CocrtaB pas3aesos
MHTepdenca M3genma 3aBMCUT OT BAapMAHTOB MOCTaBKM, NoApObOHOE onMcaHMe KOTOPbIX
npuBeaeHo B pasaene 7.

OnuncaHune paboTbl NPUNOXKEHUI NPUBEAEHO B AOKYMEHTAX:

— «PyKkoBoacTBO nosib3oBaTend. HYacte 6. [MpnnoxeHne «Aspopa MapkeT» ANA
onepaumnoHHom cuctembl Aspopa» AAMI.20134-01 90 01-6;

— «PyKkoBoacTBO nonb3oBatend. Yacte 7. llpunoxeHne «Aspopa LeHTp» AnA

onepaunoHHom cnctembl ABpopa» AAMI.20134-01 90 01-7.
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BHUMAHMUE! MoapobHaa nudopmauma o paboTte ¢ NPUNOKEHUAMN, BXOAALMMN B

cocTaB N3penna 7 OYHKLUMOHMPYOLWLMMM Ha

NnpueBeaeHa Ha odMLMaNbHOM Beb-caiTe

https://auroraos.ru/documentation#!/tab/565511138-2.  MMpwu

NoNy4YeHUs AONONAHUTENBHON MHGOPMALUMKU MOXKHO HANPaBUTb 3aMNPOC Ha 3NEKTPOHHYHO

nouty: info@omp.ru.

ApxuTeKTypa M3aenuns npuseneHa Ha pucyHke (PucyHok 1).

COOTBETCTBYHOLLUMX
npeanpuaTnA-paspaboTymKa:

HeobxoaAMMOoCTH

[uarpamma passepToiBaHua Aspopa LieHTp

iﬁ?

ADMUHUCTPETOP PaspaGoTuuk
npmno;«eunw

MoGunbHOE YCTPOUCTED
(npunoxenm: "Aepopa Liextp"
u "Aspopa Mapket")
HTTPHTTPS
TCP/TLS

HTTPHTTPS HTTP/HTTPS

A 1
\ j / / Cepeep NPUNOKEHUI

BHYTPEHHMiA m ” @
GanaHCHPOBLIMK > )
Nginx
T Consul HTTP

HTTP 10000-10500 Template 8500

TCP  10500-11000
o
G

% @ % 3\
4 || Sentinel )
i

Cepeep BHeluHero
NPUNIOXEHNA

pams iy TR T ® L
locsipk < : x 1
locsiemm ne nM || mooc | valkey J:
‘ R ny || ney || con || nyT TCP 9092 3
' |RedPand;
--------- Nerexpa
TCP 5432 Baza gaHHbIX
==V —— CepsepEll LLinsa coobieHuit
Ve Kaw
A A
e B e BanaHcupoBLUK
ﬁ \F‘) ;_'TJF \,.‘4(_——3
Xpanunuuwe
ne ny M nooc nyt ncy
CucTema 00HapyXeHnsa
\_] \;_J Y S \__/‘ e Cepaucoa
-
= pg_partman pg_cron -

PucyHok 1
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3.3.1. TMoacuctema besonacHoOCTH

B npeaHasHayeHa Ans peanmsaumm cneayowmx GyHKUMm besonacHoctn N3genna:

— NAEHTUPUKALMU N ayTeHTUPMKALMM NONb30BaTENEN U YCTPOMCTB;

— ynpaBneHna naeHTMPUKaTopamm NoNb3oBaTeNen N YCTPOWNCTB;

— ynpaBAeHnA cpeacTBaMm ayTEHTUDUKALNM;

— yNpaB/ieHUA Y4EeTHbIMW 3aNNUCAMMN NONb30BATENEN U YCTPONCTB;

— ynpaBieHna AOCTYyNomM CybBbEKTOB AOCTyNa K 0bbeKkTam 40CTyNa;

— perucTpaumm cobbiTnim 6esonacHocTy;

— NpeaocTaBAeHMA N0Nb30BaTeENAM AOCTyNa K MHTepdecy b.

[1b cocTOUT U3 CreayoWmx KOMNOHEHTOB:

— KoHconb BxoAa nosb3oBaTenen;

— KoHconb agmuHucTpatopa [1b;

— Cepsep npunoxeHunn M.

KoHconb BXxoAa No/sib30oBaTeel NO3BOAAET NOAb30BaTENAM N34enma ocyLLeCcTBAATb
BBOA, MAEHTUPUKALNMOHHOM N ayTEHTUPUKALMOHHOM MHOPMALNN.

KoHconb agmuHuctpatopa [1b no3BonAeT ynpasBaATb YYETHbIMKU  3aNUCAMM
nonb3oBaTenen 1 paboTaTb C *KypPHAIOM PErnMCTPaUMM CODbITUIA.

CepBep npunoxkeHun Mb npeacrtasnaer cobolt COBOKYMHOCTb BED-NPUNOKEHUN,
peannsyowmx oGyHKUMM 6e30nacHOCTU, a TaKKe M03BOAAKWMX XpaHUTb B B U
NpeaocTaBAATb N0Ab30BaATENAM M3Aenna A0CTYN K AaHHbIM 00 YY4ETHbIX 3aMMCAX U XKypHany
perncTpaumm cobbITUi.

3.3.2. Tlloacuctema «MapkeT»

MM npeaHasHayeHa Ana obecneyeHmns:

— YNPaBAEHUA XKM3HEHHbIM LMKJIOM MNPUIOKEHWI (3arpy3ka, COriacoBaHue,
yaaneHune u nybamkaumns);

— ynpasneHua auctpmbyumerr onybAMKOBAHHbIX MNPUNOXKEHUI (CKaymBaHMe,
YyCTaHOBKa, 0OHOBNEHME U yAaneHNe);

— NpeaocTaBfeHns NoNb30BaTENAM A0CTyna K MHTepdency NMM.
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[MM coCcTonT 13 cneayrolmx KOMMNOHEHTOB:

— KoHconb agmmnHucTpatopa NV

— KoHconb pa3spaboTumka MM;

— [MpunoxeHue «Aspopa MapkeT»;

— Cepsep npunoxeHun MNM.

KoHconb aamumHuctpatopa [1M  no3BosAeT OCyWecTBAATb B3aMMOAENCTBUE
AamnHuctpatopa Aspopa MapkeTa ¢ [TM B 4acTi paboTbl C NPUIOKEHMAMM.

KoHconb pa3paboTumka MMM nossonseT A006aBAATb HOBble M OOHOBAATH paHee
3arpy’XeHHble MNPUNOXKEHMA, a TaKXe MoayyaTb AOCTYN K XPaHMMOM MHPoOpmaumm o
NPUIOXKEHUNAX.

MpunoxeHne «ABpopa MapKeT» BbINOJHAETCA Ha YCTPOMUCTBE, PYHKLIMOHUPYIOLLEM
nog ynpasnennem OC, 1 CNYXKUT o OTOOParKeHMA AaHHbIX O MPUIOKEHMAX, a TaKKe ANA
WX 3arpy3Ku, YCTaHOBKM, OOHOBNEHNA U yaaNEeHUA.

CepBep npunoxeHun MM npeactasnaeT cobot COBOKYNHOCTb BED-NPUNOKEHMUN,
NO3BONAOLWNX XPaHUTb B B/l 1 npeaocTaBnAaTb Nonb3osatenam Magenma MHGopmauunto o
NPUAOXKEHMAX. [Tpn 3TOM CaMM MNPUIOKEHMUA, MX 3HAYKM W CKPUHLWOTbI XPaHATCA B
$annoBOM XpaHMANLLE.

3.3.3. loacuctema Mnatpopma ynpaBneHms

MY npeaHasHayeHa Ana obecnevyeHunsa:

— yNpaBAeHMA OTAEeNbHbIMM YCTPOMCTBAMM (OnNepaTMBHOE yMpaBieHMe) WU
rpynnamm yCTPOMCTB;

— ynpaBAeHUa NOANTUKAMM, OdNaNH-CLLEHAPUAMMK;

— ynpasaeHua 3anmcamm ob yCTpomcTBe M NOAb30BaTENAX YCTPONCTBA;

— ynpaB/eHNA NPUAOKEHNUAMM HA YCTPOMCTBE;

— KOHTPOJIA COCTOAHMA YCTPOMNCTBA;

— KOHTPOJIA NPUMEHEHMA NONTUK Ha YCTPOMNCTBE;

— MOHWUTOpPUHTIA cOObITUI M NPeaoCTaBAEHMA OTYETHOCTH;

— NpeaocTaB/iieHna NoAb30BaTeNsM A0CTyNna K MHTepdency MY.
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[1Y cocTOUT 13 cneayroLmx KOMMNOHEHTOB:

— KoHconb agmunHucTpatopa [1Y;

— Mpunosxkerne «Aspopa LleHTp»;

— Cepsep npunoxeHun My.

KoHconb agmuHuctpaTopa [1Y no3BonAeT OCyWeCcTBAATb  B3aMMOAENCTBME
AamumHucTpaTtopa MNnatdopmbl ynpasaenuna c M1Y.

MpunoxeHne «ABpopa LleHTp» BbINOAHAETCA Ha YCTPONCTBE, QYHKLMOHUPYIOLLEM
nog ynpasneHmem OC, CAYXWUT ANA NOAYYEHWA ynpasastowmx coobuweHunin ot MY n
nepenayn mx komnoHeHTam OC, a Takxe Ana nepenaun Y cBeAeHWIM O HACTPOMKax M
KoHourypaumm OC ABpopa. B 3aBUCMMOCTH OT yNpaBAAtoLWEro coobueHmns, Noay4eHHOoro
c MY, npunoxeHne «Aspopa LleHTp» nocpeacTBOM Bbi30Ba MHTEPDENCHbLIX PYHKLNM

OC ABpopa nmeeT BOSMOXKHOCTb:

HacTpamBaTb AOCTYN K Kamepe, Beb-6pay3epy, MUKPOPOHY 1 Bluetooth®;

— YyNpaB/iATb BO3MOXHOCTbIO CO34aHMA CHUMKOB 3KpaHa YCTPOMCTBa;

— YyNpaBAATb NOAy4YeHMEM N OTNPaBKkom SMS-coobueHni;

— ynpaBnATb Hactpomkamm WLAN, B TOM umcne Toykom pgoctyna WLAN u
noakntoveHmamm WLAN;

— YyNpaBaATb HACTPOMKaMM MODUAbLHOW nepeaayert AaHHbIX U MODUAbHBIMMK
TOYKamm O0CTyNa;

— ynpaBnATb HacTponkamm NFC;

— ynpaBaATb oOToOpaKeHMem WAEHTUOMKATOPOB YCTPOMCTBA B MPUIONKEHUM
«ABpopa LleHTp» Ha ycTpolicTBe;

— HacTpawmBaTb Nepeaady darinos no npotokony MTP;

— 3anpeLaTb ncnonb3osaHne USB-HakonuTenen n/mnm SD-kapT;

— YyMpaBaATb HACTPOMKaAMM aBMapexmma, MCXOAALWMX WU BXOAALMX BbI30BOB, a
TaK»Ke HAaCTPOMKaMM AaTbl M BPEMEHMU;

— cbpacbiBaTb YCTPOWCTBO A0 3aBOACKMX HACTPOEK, a TakXe 3anpeliaTb

BbIlMO/IHEHUNE C6pOC8,’



15
AOMTI.20134-01 30 01

— 0b6HOBNATL Ha ycTpomcTBe Bepcuto OC;

— NOy4YaTb CUCTEMHbIE COODLLLEHNA O COCTOAHMM YCTPOMCTBA;

— nonyyaTb coobueHna o cobbiTnax 6e3onacHOCTM, Npou3olWealWnx Ha
YCTPOMCTBE, @ TaKXe HacTpanBaTb GUALTPALUIO 3TUX COODLLEHNIA;

— NO/y4aTb CUCTEMHbIE XKYPHabl (IOrK) C YCTPOMCTBA M HAacTpPamBaTb CNocob mx
XpPaHeHWA Ha yCTPOMCTBE;

— yNpaBAATb NPUNOKEHUAMMK (yCTaHOBKA, OOHOBNEHME, yAaNeHWe) U yaanATb C
YCTPOWMCTBA 3aNpeLleHHblE MPUIOXKEHWA;

— yCTaHaBAMBaTb pacnmncaHune obmeHa AaHHbIMMK ycTponcTsa ¢ [1Y;

— W3MEHATb MNaposb Y4YeTHOM 3anuMcu NoNAb3oBaTenda W aAMWHUCTPaTopa
YCTPOWCTBA, a TaKkXe 3a4aBaTb TpebOoBaHMA K Napoto;

— ynpaBaATb 6/JOKMPOBKOM YCTPONCTBA;

— HasHayaTb odpaanH-cueHapum (6JIOKMPOBKM YCTPOMCTBA, OYUCTKM YCTPOMCTBA,
CMeHbl MaposA Y4YeTHOM 3anuMcu Noab30oBaTeNA MANM aAMWHUCTPATOPa YCTPOMCTBA,
nonyyeHns cobbiTmin 6€30MacHOCTU C YCTPOMCTBA, 3anpeT MCMNO/b30BaHMUA KaMepbl U
MUKpOdOHa), KoTopble CPaboTatoT Ha YCTPOMCTBE NPU CAeAYOWMX YCIOBUAX:

e Mpun cmeHe SIM-KkapTbl;

® MpuM OTCYTCTBUM Yy YCTPOMCTBA CBA3K C cepBepom [1Y;

e npu Bxoae B 30Hy Aenctena WLAN mam npn HaxoKAeHUN BHE 3TOMN 30HbI;

® [PV HAXOXAEHUN Ha TeppuTopumn, onpegensemon NFC-meTkamu;

® MpM HaxOXAEHMW Ha TeppuUTOpUM/BHE TEppPUTOPUKM, Onpeaensiembix
KOOpAMHaT.

CepBep npunoxeHuin MY npeactasnaet cobor COBOKYMHOCTb BED-MPUIOKEHNN,
NO3BONANOLWMX XpPaHUTb B B/l M npenoctasnATb nonb3oBatensm WM3nenna aaHHble O
HaCTpoMKax M KoHburypaumm OC, a TakKe GOpMMPOBaTbL yMnpasaAtolinme COOobLIEHNA M

odpnalH-cueHapun ana NnpuaoxeHns «Aspopa LieHTp».
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3.3.4. Tlloacuctema ynpas/ieHnAa TEHaHTaMM

YT npeaHasHayeHa Ana obecnevyeHmns:

— YNpPaBAEeHUA KU3HEHHbIM LMKAOM TEHAHTOB (co34aHuWe, peaakTMpoBaHue W
yaoanexue);

— ynpaBaeHuA oOpraHn3aumamm;

— YyNpaBieHNA KOHTAKTHbIMW ANLLAMM OPraHn3aLmi.

[MYT cOCTOUT 13 cneayroLwmx KOMNOHEHTOB:

— KoHconb agmunHucTpatopa MyT;

— Cepsep npunoxeHnn MYT.

KoHconb agmumHucTpaTtopa [1YT no3BOAAeT OCyWwecTBAATb B3aMMOAENCTBUE
AOMUMHUCTPaATOpa TeHaHTOoB C [1YT.

CepBep npunoxeHunn NMYT npeactasnaeT cobol COBOKYNMHOCTb BED-NPUNOKEHUN,
NO3BOJIAKOWMX XpaHUTbL B bl ¥ npenocrtaBnATb nosb3osatenam Msgenna AaHHbie O
TEHaAHTaX, a TaKXe OCYLLeCTBAATb yNpaBaeHWe TeHaHTaMu.

3.3.5. TMopacuctema CepBUC yBeAOMNEHMUI

MCY npeaHa3HavyeHa ana obecneyeHms:

— [0CTaBKW push-yBeAOMAEHUIM A0 YCTPOMCTB;

— yNpaBAeHUs KM3HEHHbIM LMKAOM MpoekToB (Ao6aBneHWe, HACTpoMKa U
yaaneHue);

— NpeaocTaBAeHMA NONb30BaATENAM A0CTyna K MHTepdecy MCY.

[CY cocTouT 13 cneayoumx KOMMNOHEHTOB:

— KoHconb agmuHuctpatopa lNCy;

— Cepsep npunoxeHun MNCy.

KoHconb agmuHucTtpatopa [ICY no3BondeT OCyWECTBAATb B3aMMOAENCTBME
AgmuHuctpatopa Cepsuca ysegomaeHun ¢ MNMCY B 4acTn ynpaBAeHUS KU3HEHHBIM LIMKIOM
NPOeKTOoB. [pM 3TOM NPOEKTbI COAEPKAT CeayHoLLY MHDOPMaLMIO:

— HacTpoWnKM B3anmoaenctama MNCY 1 cepeepa BHELWHEro NPUIOKEHNS;
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— MHOOPMALMIO O BHELWHUX MNPUNONKEHMAX, PUSh-yBEAOMAEHUA OT KOTOPbIX
nepeaarTCcsa Ha YCTPOMCTBA;

— MHQOPMALMIO O KOHTAKTHbIX MLAX.

Cepsep npunoxeHuin MNMCY npeacrtaBnaet cobo COBOKYMHOCTb BEO-NPUNOKEHUN,
NO3BONAOLNX XPaHUTb B B/l 1 NpeaocTaBnATb CybbekTam AocTyna M3aenmsa nHbopmaumto
O MPOEKTaX, a TaKKe peannsyeT QyHKLMOHAN AOCTaBKM push-yBeAOMAEHUIA A0 YCTPOMUCTB
nocpeacTBom tcp-cepsepa.

3.3.6. MMoacuctema obHoBneHms OC

MOOC npeaHasHayeHa Ana obecneyeHns:

— npepaocTaBneHns MHGopmaumm o naketax OC;

— ynpasneHuna auctpubyumeinn naketos OC.

[MOOC cocTouT 13 caeayoero KOMMNoHeHTa:

— Cepsep npunoxeHnin MOOC.

Cepsep NPUNOKEHWI Mo0C npeacTasnseT cobol COBOKYMHOCTb
BEO-NPUNOKEHWNIM, NO3BONAIOWMX XPaHUTb B B/l 1 npeaocTaBnaTe MHGOPMaUMIO 1 aapeca
XpaHeHMA NakeToB 3arpy3oyHoro moayna OC.

Ona xpaHeHna u amctpmbdbyumm naketoB OC npumeHAeTca ¢alnoBbid cepsep,
pa3BepHyTbIM C MCNO/Ib30BaHNeM Nginx.

3.3.7. Tloagcncrtema AOCTAaBKM KOHTEHTA

CDN saBnaeTtcA onuuMoHanbHoM noacuctemon WMspgenma u npeaHasHavyeHa Ans
ONTUMM3ALMM AOCTaBKMU KOHTEHTa M3aenmna (yCTaHOBOYHbIE Galibl MPUAOKEHNIM, 3HAYKM,
CKPUHLLOTbI, NakeTbl 0bHoBAeHMA OC) nyTem UX pasmelleHmnsa (KeWnpoBaHMA) Ha KOHTEHT-
cepBepax TakMm o6pas3om, 4YToDbl BpeMA OXMAaHMA ANA  nonb3osatens 6biio
MWUHUMAJTbHBIM.,

CDN cocTouT 13 cneayoulero KOMMNOHeHTa:

— KOHTeHT-cepBepa (KOHTeHT-CepBepoB).
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KoHTeHT-cepBep npeactasader cobon  Beb-npuaoxkeHue, NO3BoOAAKOLLEE
KewnpoBaTb B $»a/IOBOM XPaHUAMLLE KOHTEHT M3aenma n npeaocTaBaaTb K HEMY AOCTyM
npunoxeHnam «Aspopa LleHTp» n «ABpopa MapkeT», a Takxke OC ABpopa.

3.4. OnucaHue MHPPACTPYKTYPHbIX KOMMNOHEHTOB M3aenua

K MHOPACTPYKTYPHbIM KOMMOHEHTAM OTHOCATCA KOMMOHEHTbI, KOTOpble He
peanusyloT uUeneBon QPyHKUMOHaAN M3menna Un  BbINONHAKOT CEPBUCHbIE  QYHKLNK:
ynpaBieHne CepBMCaMW, TPAHCMOPTMPOBKA 3aMpoCOB, XpaHeHue MHPopMaLmu,
CMHXPOHM3aumA ¢annoB B pacnpeseneHHoM GalnioBOM XpaHMAULLE, 3amycK 3a4ad no
pacnmcaHuto, NapTMuUmMoHmnpoBaHme Tabany, 8 B/,

3.4.1. BHyTpeHHM BaNnaHCHMPOBLUMK

BHYyTpeHHMI BanaHcMpoBLUMK NginX BbINOAHAET QYHKLUNIO reverse proxy, CAYKUT
ans 6anaHCMPOBKM M nNepefadn Tpaduka K cepBucam M3penua, a Takxe obecneymsaeT
MEeXCEePBMCHOE B3aMMOAENCTBME

3.4.2. Cuctema obHapyeHua cepsncos Consul

Cuctema OOHapy)KeHWA CepBMCOB MCMONb3yeTcA ANA MOHMTOPMHIA COCTOAHMA
cepsucos M3genna.

3.4.3. Cpeactso ynpasneHunsa KoHourypaumamm cepsmncos Consul Template

CpeAacTBo ynpaBaeHMAa KOHOUIypaUMAMM CAYKUT ANA aBTOMATUYECKON HACTPOMKM
pacnpefeneHns 3anpoCoB MEXAy 3K3EeMMNAAPaMM CEPBMCOB 33 CYET M3MEHEHMUs
KoHdurypaumm Nginx Ha ocHoBe MHPOPMaALIMK O CTaTyCe CepBMCOB M3aenma, noaydyaemon
13 cnuctembl 0bHapykeHna cepsmucos Consul.

3.4.4. CepBWUC rapaHTUPOBAHHOM A0CTaBKM coobuleHunin Redpanda

CepBUC TrapaHTUMPOBAHHOM [A0CTaBKM COOOLIEHMA MCNONb3yeTcas ANA ObMeHa
coobLEHMAMN MeXKaY cepBMCcaMn M3aenns

3.4.5. CYb[ Valkey

CYB/l Valkey ncnonbayetca ansa xpaHeHua seb-ceccui.

[ns ynpasneHua oTkasoycTtonumeomn koHourypaumeit Valkey ncnonbsyerca cepsmc

Sentinel.
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3.4.6. Pacwwupenune PG Partition Manager (pg_partman) ana CYB/ PostgreSQL w
Postgres Pro

PaclwmnpeHne ncnonblyetca A4nA NapTMLMOHUPOBaHMA Tabanu, B B,

MapTUUMOHMpPOBaHME — pa3aenieHne Tabauubl Ha OTAENbHbIE YacTn (NapTULMK) C
LeNbto YAYYLWNTb NPOM3BOAMUTENBHOCTb BbiNOIHEHNA SQL 3anpocos. [MapTULUMOHMPOBaHME
NO3BONSET Pa3aennTb AaHHble Ha Bonee ynpaBadeMble YacTu, yay4llas Ux A4OCTYMNHOCTb U
0b6paboTky. Karkgas nmaptmuma MoKeT OblTb He3aBucnMmo 0b6bpaboTaHa, YTO ynpoLlaeT m
yCKOpAET BbINOJIHEHWE 3aMNPOCOB.

3.4.7. TlnaHupoBLWMK 3aaa4 pg_cron ana CYb/L PostgreSQL n Postgres Pro

[MN1aHMpPOBLUMK 33434 pg cron ABNAETCA pacwmperHnem ana CYB/[ n ncnonbsyerca
ANA 3anycKa 3a4ad no pacnucanumio sBHyTpu CYB/.

3.4.8. [punoxeHne ons CUHXpPOHM3aumMm dannos Syncthing

Syncthing — nporpammHoe obecnedeHune (M10), KOTOPOe MO3BOASET BbINOJHATL
CUMHXPOHM3aUMo GanaoB Mexay cepsepamu no P2P npoTokony.

MPUMEYAHWUE. Ncnonb3oBaHMe AaHHOMO NPUIOKEHMA ABNAETCA ONUMOHA/IbHBIM U
3aBMCUT OT KOHOUrypauum N3anenua.

3.5. CepBep BHELHEero npuaoXeHua

CepBep BHEWHEro NpUIOXKEHUA ABNAETCA CEPBEPHOM YacTbkd MPOM3BO/ILHOIO
BHeWHero (No OoTHoweHuto K WM3genuio) npunoxeHus, Kotopoe ¢ nomoulbto [CY
OCyLlecTBnAeT nepefavy push-yBeAOMNEHW Ha  COOTBETCTByHOUlee MOBUAbHOE
NpUIOXKeEHME.

3.6. M3penne peanusyeT psg TpeboBaHWM K Mepam 3almTbl MHbOpMaUMK,
NpPUBEAEHHbIX B JOKYMEHTAX:

— «TpeboBaHMA O 3alimMTe MHPOPMALMKM, HE COCTaBAAIOLLEN TOCYAAPCTBEHHYIO
TalHY, COAEePKaLLeNca B rocyapCcTBEHHbIX MHOOPMALMOHHbIX CUCTEMAXY, YTBEPKAEHHOM

npukazom ®CTIK Poccum o1 11 peBpans 2013 r. Ne 17;
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— «CocTaB M coAep)KaHMe OpPraHM3auMOHHbIX W TEXHUYECKUX Mep Mo
obecneyeHmto 6€30MaCHOCTM  MEPCOHaNbHbIX  AaHHbIX nNpu  ux obpaboTke B
MHOOPMALIMOHHbBIX CUCTEMAX MEPCOHANbHbIX AaHHbIX», YTBEPXAEHHOM MPUKA30M
®CTIK Poccum ot 18 pespana 2013 r. Ne 21;

— «TpeboBaHuMA K obecnevyeHMto 3aWNTbl MHPOPMALIMM B aBTOMATM3UPOBAHHbIX
CUCTEMAX YNpPaBAEHUA MPOU3BOACTBEHHbIMU U TEXHONOTMYECKMMKU MPOoLLecCaMM  Ha
KPUTMYECKM BaXKHblX 0O6beKTax, MOTeHUMANbHO OMacCHbIX 0OBbEKTaX, a TaKKe obObeKTax,
NpeACTaBAAOWMX MOBbIWEHHYKO OMACHOCTb ANA XM3HW WM 340POBbA NO4EN M ANA
OKpY)Kalollen npupoaHOM cpeabl», YyTBepAeHHOM npukazom OCTIK Poccum ot
14 asrycta 2014 r. Ne 31;

— «TpeboBaHna no obecneyeHnto 6e30MaCHOCTM  3HAYMMbIX O0ObEKTOB
KPUTUYECKON  MHPOPMALMOHHOM  MHPPACTPYKTypbl  Poccuickon — depepaummy,
yTBepKAeHHOM npukazom PCTIK Poccum o1 25 aekabpa 2017 r. Ne 239.

NMPUMEYAHWUE. MoapobHaa nHpopmauma o peannsyembix B N3pennm TpeboBaHMAX
K Mepam 3almTbl MHGOpMaLMmM NnpueeaeHa B NpunoxeHum (MpunoxeHue 1).

N3nenne no3sonset obecneymBaTb Habop mep, onpeaeneHHbix 17-biMm, 21-bim,
31-biMm M 239-bIM NpurKazamm PCTIK Poccum no 3awmte mHpopmauum B NC, nytem ero
npumeHeHuna 8 C ana ynpaBneHma yCTpoMCTBaMM.

NMPUMEYAHUE. MoapobHaa mHPopmaums o Habope mep, KOTopble MNO3BOAAET
obecneumBaTb M3agenne nytem ero npumeHenHuns B NC ana ynpaBaeHuUs yCTPOMCTBAMM,

npuBeaeHa B npunoxeHun (Mpunoxenne 2).
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4. YKASAHUA MO 3KCINNYATAUUN

4.1. JKkcnayaTauma Msgenma LOO/KHA  OCYLWeCTBAATbCA B COOTBETCTBUM  C
NOKYMEHTaMM, nepevymcieHHbimm B 7.1.

4.2. N3penne v ero NnporpammHbie KOMMOHEHTbI A0/KHbI QYHKLMOHMPOBATL Ha
cneumanbHO BblAENEHHbIX CepBepax B COCTaBe /OKA/NbHOM BblMMCAUTENBHON CETU U Ha
ycTponcteax noa ynpasneHnem OC Aspopa, OC Android wmam OC cemenctBa Linux.
MporpaMmHoO-TEXHMYECKME cpeacTBa Heobxoammble Ana GyHKUMOHWMPOBaHMA WM3aenns
npuBedeHbl B JOKYMeHTe « PyKOBOACTBO aAMMHMUCTPaTopa» AAMI.20134-01 91 01.

4.3. Mpn 3kcnayataumm  M3pgenma Heobxoammo  cobatoaaTb  caeaytouime
OrPAHMYEHWA NO NPUMEHEHWIO:

— NpPaBOM A0CTyNa K CepBepam C YCTaHOBAEHHbIM M3aenvem aonKHbl 061aaaTh
nvua, obecneymBatowme  dyHKUMoHMpoBaHme WC, npolwealine COOTBETCTBYHOLLYHO
NoAroTOBKy, 03HaKomumBLluMecA ¢ 3] Ha M3aenne n He pacCMaTpPMBAOLLMMCA B KavecTse
HapywuTtenen Mb;

— [OO/MKHbI  OblTb  NPeayCcMOTPEHbl  Mepbl,  MCKAOYaoLWME  BO3MOMKHOCTb
HECAaHKUMOHMPOBAHHOIO M3MEHEeHMA annapaTHOM YacTU TeXHWUYEeCKMX CpeacTs, Ha
KOTOpPbIX YCTaHOBAEHO V3aenne;

— [ONKHa obecneymBaTbCcs nepuoamyeckan (He pexke 1 pasa B mecAl) NnpoBepkKa
LLeNNOCTHOCTM MPOTrPAaMMHbIX KOMMOHEHTOB M3aenns nocpeacTtBOM CepTUOMUMPOBAHHbIX
CpPeAcCTB KOHTPOAIA;

— Ha YCTPOMCTBax M cepBepax C YCTaHOBNEHHbIM M3aenvem AOMKHbI ObITb
peannM3oBaHbl MepPbl, MCKAOYAOLIME BO3SMOXHOCTb MCMNONb30BaHNA CPeACTB Pa3paboTKu
M OTNIAAYMKOB ANA PefaKTMPOBaHMA KOoAa M OMepaTMBHOM MNaMATM, MCNOJb3yeMOM
N3pennem;

— [O/MKHbI  OblITb  obecneyeHbl  Mepbl,  WUCKAOYAKOLLME  BO3MOMHOCTb
HEeCaHKLUMOHMPOBAHHON MoAMUKALMM NPOrPaAMMHbIX U MHGOPMALIMOHHbIX KOMNOHEHTOB

N3penna;
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— QU3NYecKM [J0CTyn K cepBepam € ycTaHoBneHHon CYB/[, — ponxeH
npeaoCcTaBAATbLCA muam, BK/IOYEHHbIM 3KCNAyaTUPYIOLLEN opraHm3aumnen
(onepaTtopom/noTtpebutenem) NC B nepedyeHb NnL, KOTOPble HE PacCMaTPUBAlOTCA B
KavecTBe Hapywutena Nb;

— KaHaANbl CBA3M, PACMO/IOKEHHbIE B Npeaenax KOHTPOMPYEMOM 30HbI, AOJIKHbI
6bITb 3alLMLLEHBI OPraHM3aALUMOHHO-TEXHNYECKUMM MEPAMU;

— KaHanbl CBA3M, pPACMNO/IOXKEHHble 33 NpeaenaMm KOHTPOJIMPYEMOM 30HHbI,
[O/KHbI ObITh 3alUMLLEHbI C MCMONb30BAHMEM CPEACTB KPUNTOrpapuMyecKkom 3almThbl
MHbopMaunm, cepTudmnumMpoBaHHbIX No TpebosaHnAMm OCE Poccuu;

— OO/KHbI ObITb NPEANPUHATLI MEPbLI MO MEXCETEBOMY 3KPaHMPOBAHMIO;

— 3KcnayaTauma  HeceptuduumpoBaHHbix OC  cemenctBa  Linux  A0/MXKHa
OCYLLLECTBNATLCA COBMECTHO C YCTAaHOBAEHHbIM CPeACTBOM 3aLLUMTbl MHPOpMaLumnm (C3U1) ot
HCA, cepTndurumposaHHbim no tpebosaHnam GCTIK Poccuu;

— TCY He ocylLecTBAsAET ayTEHTUPUKALMIO MOAKNOHYAEMbBIX K HEMY YCTPOMCTB NOA,
ynpasneHnem OC Aspopa Bepcum 5.0.0 M HMKe, No3aTOMy npu HeobXoAMMOCTU
obecneyeHms KOHPUAEHLUMANBHOCTM, LENOCTHOCTM M AOCTYNHOCTU push-yBeaoMAeHNM
HeobxoAMMO MCNONb30BaTb KOMMEHCMPYHOLLME Mepbl 3aWMTbl MHGOPMALMM, HAaNPUMED,
KpunTtorpaduyeckyto 3alWMTy KaHala CBA3W C ABYCTOPOHHEN ayTeHTUDMKaUMEN MexKay
Cepsepom npunoxeHun TCY n yctpomuctBamu. [nsa ycTpOMUCTB noA ynpaBaeHMEM
OC Aspopa Bepcum 5.1.0 u Bbiwe B [ICY peanmsoBaHa ayTeHTUOUKALMA, NO3ITOMY
MCNONb30BaHNE KOMMNEHCMPYIOLWMX Mep He TpebyeTcs;

— Npu nHTerpaunm M3aenns co cnybon KaTanoros HEOOXOAMMO MCMONb30BaTh
ceptTmdmnumpoBaHHyto no TpebosaHmam GCTIK Poccum cnyby KaTanoros;

— npu akcnayataumum M3penns B TUC (MCNAH, ACY, KMW), He copeprkawmx
MHbOOPMALMM  COCTaBAAKOLWEN TOCYAapPCTBEHHOM TalHbl, B 3aBMCMMOCTM OT Kjacca
3aLLUMLLEHHOCTM, AO0MXKHbI OblTb YCTAHOBAEHbI 3HAYEHMA MNapameTPOoB, NPUBEAEHHbIE B

Tabnnue (Tabanua 1).
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Tabnnua 1
3Ha4yeHue
Mepa
MNapameTp e MMC 4-ro MUC 3-ro M'UC 2-ro 'NC 1-ro
Knacca Knacca Knacca Knacca
ABTOMaTM4ecKoe NMAD.3 | — He bonee He bonee | He bonee
H6NoKMpoBaHMe yna.i 90 aHen 90 aHewn 45 nHen
naeHtTndmKaTopa (yyeTHom
3anmcuK) Noab3oBaTens
Yyepes Nepuosa BpeMeHM
HEeMCNoNb30BaHMWA
OnnHa napona NMAD.4 | He meHee | He MeHee 6 | He MeHee | He MeHee
6 CMMBOJIOB | 6 8
CMMBO/10B CYIMBOJIOB | CMMBOJIOB
AndaBnT napons NMAD.4 | He meHee | He MeHee He meHee | He MmeHee
30 60 70 70
CMMBO/IOB | CUMBOJIOB | CUMBOJIOB | CUMBO/10B
MaKcnmanbHoe Bpems NAD®.4 | 180 gHen | 120 gHen 90 aHen 60 aHemn
NencTBns napona
MaKcmmanbHoe NMAD®.4 |oTr3p010 |oT30010 |oT34808 |oT3004
KONMYEeCTBO HeyCneLwHbIX
NOMNbITOK ayTEHTUOMKALNM
(BBOAA HEMpPaBUALHOIO
napons) 40 6/10KUPOBKHK
BNOKMpPOBKaA y4eTHOM NA®.4 | OT3 100 Or58030 |oT10pa0 ot 15 go
3aMMncK NONb30BaTe A B 15 MUHYT | MUHYT 30 MuHYT | 60 MUHYT
Cnyyae AOCTUXEHMA
YCTaHOBNEHHOrO
MaKCMMabHOro
KONMYecTBa HeyCnelHbIX
NOMNbITOK ayTEHTUUKALMNM
KonmyecTso yna.se | — — — He bonee
OZlHOBPEMEHHbIX CECCUM 2-X
ONA MPUBUNETMPOBAHHbIX
YYETHbIX 3anncen
Bpems be3aencrama yrna.10 | — — no 15 o5
(HeaKTMBHOCTH) MUHYT MUHYT
Nosb30BaTeNs, yepes
KOTOpOe OCyLLeCTBAAETCA
3aBeplUeHMe ceaHca
no/ab3oBaTenA
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4.4. lMpn  skcnayatauum  M3genna  AO/KHbI  NMPUMEHATbCA  c/iedyrolipe
AOMNONHUTENbHbIE OPraHM3aLUMOHHbIE M TEXHUYECKME MEpPbI:

— B npouecce akcnayaTauum MN3genma nonxkHo 6biTb obecnevyeHo perynapHoe
OTCNEXXMBAHNE HANNYMA U OCYLLECTBNIEHME YCTAaHOBKM 0bHOBNeHM Be3onacHocTu [0,
BXOAALLero B cpeay OYHKUMOHMPOBaHMA M3menma B COOTBETCTBMM C 3.2 HACTOALLEro
NOKYMEHTQ;

— e)XeMeCsAYHO [AO0J/I)KEH MNPOM3BOAMTLCA MOWCK aKTya/ibHbIX YA3BMMOCTEN U
cBegeHnn 06 yaszBumocTax WM3genma um cpedbl  GYHKUMOHMPOBAHWA, aHaNM3
MAEHTUOULMPOBAHHbBIX YA3BMMOCTEN Ha NPeaMET BO3MOXKHOCTU MX MCNONb30BaHNA ANA
HapyweHuns 6e3onacHoOCTK;

— B cpeae PpyHKUMOHMpoBaHuA N3penmna (obuiecnuctemHoe MO, ykasaHHoe B 3.2
HACTOALLEro AOKYMEeHTa) AO/KHbl ObiTb YCTaHOB/MEHbI BCE MMetouwmeca 0OHOBMEHUS
6e30nacHOCTUN M «MaT4YM» AN IMKBMAALUUM M3BECTHbLIX YA3BUMOCTEN;

— B CAyyae obHapyeHua yazsumocTen B [0 N3penma 4oNKHO NPOM3BOANTHCA NX
yCTpaHeHMe B COOTBETCTBMM C MeTodamMu UM npoueaypamu, YCTaHOBAEHHbIMMK
npeanpuaTMeM-pa3paboTYNKOM;

— onepaTop C NepnoaMYHOCTbIO 1 pas B HeAento A0/IKEH NONy4aTb MHPOPMALLMIO
O Bbixoge obHoBneHuM U3pgenus depe3s  caykOy  TEXHWUYECKOM  NOAAEPHKKU
npeanpuATUA-U3roTOBUTENA.

4.5. B akcnayatupytowen N3penne NC aonKHbI ObiTb peanm3oBaHbl TpeboBaHMA K
Mepam no obecneyeHmto H€30NacHOCTH:

— nHpopmaumm B TNC ansa 1-ro Knacca 3aWMUWEHHOCTUM B COOTBETCTBUM C
TpeboBaHMAMU AOKYyMeHTa «TpeboBaHMA O 3almUTe MHPOPMALMKW, HE COCTABAAIOLLEN
rocyJapCTBEHHYIO TalHy, CcoJeprallenca B rocyAapCTBEHHbIX WMHPOPMALMOHHbIX

cuctemax» (yreepxaeH npukasom ®CTIK Poccum ot 11 pespans 2013 r. Ne 17);
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— nHbopmaumm 8 UCMNAH ans 1-ro ypoBHA 3aLUMLLEHHOCTM B COOTBETCTBMU C
TpeboBaHMAMM AOKYMeHTa «COCTaB M coAepKaHne OpraHM3aLMOHHbIX M TEXHUYECKUX Mep
no obecneyeHmMto 6€30MACHOCTM MEPCOHANbHbIX AaHHbIX MNpu MX obpaboTke B
MHPOPMALIMOHHbBIX ~ CUCTEMAxX MNepPCOHaNbHbIX  AaHHbIX»  (YTBEP)KAEH  MPMKA30M
®CT3IK Poccun o1 18 dpespansa 2013 r. Ne 21);

— nHbopmaumm B ACY a0 1 Knacca 3almuULeHHOCTM BKAKOYMTENBHO B COOTBETCTBUM
C  [AOKyMeHTOM  «TpeboBaHMa K  obecneyeHuto  3aWMTbl  MHOOPMAUMM B
aBTOMATM3MPOBAHHbIX CUCTEMAX YNPaBAEHMA NPON3BOACTBEHHBIMM N TEXHONOTMYECKMMM
npoueccaMmm Ha KPUTUYECKM BarKHbIX OBbeKTax, MOTEHUMaNbHO OMacHbiXx O0bbeKTax, a
TakXe obbekTax, NpeacTaBAAOLIMX MOBLIWEHHYK OMNACHOCTb AN M3HM M 340POBbA
NOAeM U AN OKPYKatoLWen npupoaHon cpeabl» (yTBepxaeH npukazom ®CTIK Poccum ot
14 aBrycta 2014 r. No 31);

— MHPOPMALMM  HA 3HAYMMbIX OOBEKTAX KPUTUYECKOM MHPOPMALUOHHOM
MHOPACTPYKTYPbl A0 1 KaTeropum BKAOYMTENbHO B COOTBETCTBMU C AOKYMEHTOM
«TpeboBaHma no obecneyeHnto 6e30MaCHOCTU 3HAYMMbIX OOBEKTOB KPUTUYECKOM
MHPOPMALIMOHHOM WMHOPACTPYKTYpPbl Poccuitckon Pepepaumm» (yTBEp:KAEH MPUKA30oM
®CTIK Poccum ot 25 aekabps 2017 r. Ne 239).

B cocTaB mep A0MXKHblI BXOAMTb:

— ABYyxdaKTopHas ayTeHTUPUKauma nonb3osatenent (MAD.1, ycunerue);

— QHTUBMPYCHas 3aWMmTa.
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5. NOAAEPAHKA BE3OMNACHOCTH

5.1. MpeanpuAaTne-n3rotoButens obecneymBaeT NoAAep)KKy  ©HesonacHoOCTH
N3penna, npeaycMaTpMBatoLLyto:

— yCTpaHeHMe HeaoCcTaTKoB M AedekToB M3menna, B TOM 4YUCAe yCTPaHeHMe
YA3BMMOCTEN U HeAeKNapupoBaHHbIX BO3MOXKHOCTEM WM3penuns (nanee — ycTpaHeHue
HeJ0CTaTKOB);

— nHPopmmpoBaHune notpebutenen o6 obHoBneHUN N3aenma n noseaeHne A0
notpebutenein obHoBneHUM M3aenns, a Takke nameHeHunn 8 3/ (ganee — obHoBEeHUE
N3penua);

— UHbOPpMMpPOBAHME 0O OKOHYaAHWKM Npom3BoACTBA W (MAM) NOAAEPIKKK
H6esonacHocTn N3penms.

5.2. YcTpaHeHue HedoCTaTKOB M3aenma npeaycmaTpmsaeT:

5.2.1. lMouck B 0OWEAOCTYNHbIX MCTOYHMKAX MHPOPMALMM O HeaoCTaTKax
N3penna. B kKayectBe 06LLeAOCTYNMHbIX MCTOYHUKOB B NMEPBYO o4yepeab ncnonb3yetca b/l
YA3BMMOCTEM B cOCTaBe HaHKa AaHHbIX yrpo3 6esonacHocTn nHpopmaumm GCTIK Poccum
(https://bdu.fstec.ru/, BaHk pgaHHbIX yrpo3 6e3onacHocTM MHOOPMALMKM), a TaKkKe
cnepytolinme OOMONHUTENbHbIE WUCTOYHMKK: http://cve.omp.ru/, https://cve.mitre.org/,
https://nvd.nist.gov/, https://www.exploit-db.com/, http://www.rapid7.com/db/,
http://www.cvedetails.com/, http://www.securitylab.ru/ n gpyrme. Nounck ocyuw,ecTsnaeTcs
nepuoamyeckn n He pexe 1 pasa B mecsd,

5.2.2. TonyyeHue ceBeaeHMn 0 HepocTaTkax M3aenma oT noTpedbutenen N3penna.

5.2.3. [lpoBeageHune ncnbiTaHnit N30enms no BbIABAEHNIO HEAOCTATKOB B M3aennu,
B TOM YMC/1Ee NO BbIABAEHUIO YA3BUMOCTEN U HEAEKNAPUPOBAHHbIX BO3MOXKHOCTEN M3aenma.

5.2.4. Pa3paboTKy KOMMEHCUPYIOWMX Mep Mno 3awmte UHboOpMaLuM UK
OrpaHUYEeHUI MO NPUMeHeHUo W3aenmna, CHUMKAoLWMX BO3MOMKHOCTb 3KCM/yaTaumm

Hea0CTaTKOB (YA3BMMOCTEN).


https://nvd.nist.gov/
https://www.exploit-db.com/
http://www.rapid7.com/db/
http://www.cvedetails.com/
http://www.securitylab.ru/
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5.2.5. [oseaeHne wunHOOpMaLUMM O HedocTaTkax M3penumsa, a TakKe O
KOMMNEHCUPYIOLWMX Mepax Mo 3awmuTe MHGOPMALMM UK OTPAHUYEHMAX MO NPUMEHEHMIO
N3penna oo notpebutenen N3penmna, PCTIK Poccmn n BaHKa AaHHbIX yrpo3 6e30nacHOCTH
nHGopMaLmnm, BeaeHne KoToporo ocyliectenaeT PCTIK Pocchm B COOTBETCTBMM C MYHKTOM
21 nyHKTa 8 lonoxeHua o PeaepanbHON cayxkbe MO TEXHUYECKOMY M 3KCNEPTHOMY
KOHTPOO, YTBEPKAEHHOro YKa3om [pe3naeHTta Poccminckon denepaumm oT 16 aBrycra
2004 r. No 1085.

5.2.6. YcTpaHeHuWe HeaocTaTkoB N3aenma nytem aopaboTkm N3aenns, npuHatme
MHbIX MeP, CHUXAOLLMX BO3MOXKHOCTb 3KCMNAyaTaumm yA3BUMOCTEN.

5.2.7. TectupoBaHMe (UcnbiTaHKe) agopaboTaHHOro M3aenma mam ero oTAesbHbIX
KOMMOHEHTOB Ha NpeAMEeT YyCTPaHeHMA BAUAHUA 0OHOBAEHWI M3aenna Ha ero GyHKLMK
6e30MacHOCTN, MNOATBEP)KAEHMA  YCTPAHEHWA  YA3BMMOCTEM, HEBHECeHMA  HOBbIX
yassBumocTen B N3penne.

5.3. Pa3paboTka KOMMEHCUpylWMx Mep no 3awmte MHOOPMALMM UK
OrpaHNYeHn No NpUMeHeHMIo M3aenns, a Takke gosedeHne MHGoOpmaLumm 0 HeoCTaTKax
M YKa3aHHbIX Mepax M OrpaHUYeHmaxX 40 NoTpebuTenen ocywecTBAATCA B CPOK He Hbonee
48 4aCcoOB C MOMEHTA BbIABNEHWNA HeJ0CTaTKa MyTeM OTMNPaBKM COOBLLEHNI HA SNEKTPOHHbIE
aapeca notpebutenen.

5.4. [JopaboTka M3nenus, B Tom yncne paspaboTtka obHosneHun MO N3aenua, nnu
pa3paboTKa Mep No 3almnTe MHGOPMaLMN, HENTPANU3YIOLIMX HEAOCTATOK, OCYLLECTBASETCS
B CPOK He bonee 60 AHEN C MOMEHTA BbIABNEHNA HEAOCTATKa.

5.5. O6 oKOH4YaHWK NPOM3BOACTBA U (MNK) Noaaep*Kku 6esonacHocTn M3nenus
npeanpuaTne-n3rotoBuTenb nHpopmupyet notpedbutenen n ®CTIK Poccum He nosaHee,

yem 3a 1 rof 40 OKOHYaHWUA NPOM3BOACTBA U (MKM) NoAAepPsKKM Be3onacHocTh M3aenns.
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6. NMNOPALAOK OBHOBJ/IEHNA

6.1. B pamkax nMOALEP)KKM KM3HEHHOro UuwWkna Wsgenva npegnpuatue-
M3roToBMTENb  BHOCUT B  HEro WM3MEHEeHWs, HamnpaB/ieHHble Ha  YyAydlleHue
9KCNyaTaLUMOHHbIX XapaKTEPUCTMK U YCTPAaHEHNE HEAOCTATKOB.

6.2. JoseaeHue MHGoOpMaLMM O BbiNyCKe OBHOBAEHWM M34enna A0 KaxKaoro
notpebutena N3genma ocylLecTsaAeTcA NOCPeACTBOM:

— OTNpPaBKM cOObLLIEHWIA Ha 3N1EKTPOHHbIE aapeca NnoTpebuTtenen;

— nybanKkaumm  Ha  oduumanbHom  Beb-canMTe  npeanpuATUA-pa3paboTyMKa
(https://www.omp.ru, https://auroraos.ru).

6.3. lMpeaycmoTpeHbl cneaytouime cnocobbl npeaoctasneHna OBHOBAEHWUM
noTpebuTenam:

— OTNpaBKa HOBOW BepcuK M3aenma c conpoBOANTENbHBIM MUCbMOM;

— nybankauma ISO-obpasa 3arpy3oyHoOro moayna HoBOM Bepcum M3penus Ha
odpnuManbHOM Beb-canTe npeanpuaTna-paspaboTynKka (https://www.omp.ru,
https://auroraos.ru);

6.4. MNoTpebuTenb TakKe MMeeT BO3MOXHOCTb NONYYMUTb MHPOPMALMIO O BbIXOAe
OOHOBNEHUN 4Yepe3 CAyKOy TexHMYecKon NOoAAEPMKKUM npeanpuatTma-paspabotynka no
Ten.: +7 (495) 269-09-80 nmbo No aNEKTPOHHOM noyTe: support@omp.ru.

6.5. ObHOBNEeHMA M3aenns, Npu MUX HaAWUYMKM, BBOAATCA B IKCMAyaTaLMUIO nocne
npoBefeHna  AOMNOAHMTENbHbIX  WUCObITAHWMM  ANA  nogdepxaHua  M3pgenva B
cepTMdUUMpPoOBaHHOM cTaTyce. B cayvae BHeceHMA B M3aennme M3MeEHEHWUI, CBA3AHHbIX C
YCTPAHEHMEM YA3BMMOCTEN, NPeaAnpUATME-U3rOTOBUTENb MHPOPMUPYET noTpebutenen u
®CTIK Poccmn 0 HeobxoammocT obHoBAeHMA M3penns n AOBOAWT A0 noTpebutenemn
obHoBneHMA MN3penns A0 NpoBeAeHMA AOMOAHUTENbHbIX MUCMbITaHMA. ABTOMaTUYECKOe

obHoBNEeHMe cepTUPULMPOBAHHOM Bepcun M3nenmns He aomnycKaeTcs.


mailto:support@omprussia.ru.
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6.6. [lna yCTaHOBKU CepTUOULMPOBAHHbLIX OOHOBNEHWUIM oOnepaTop A0NXKEeH
BbINO/HUTb CAeaytollme AeNCTBUA:

— NONY4YUTb OT nNpeanpuATUA-U3roToBMTENA M3aenma cepTUOUUMPOBAHHbIE
obHoBNeHMA WM3genua, a Takke OOHOBAEHHbIN B COOTBETCTBUM C M3BelleHMeM 06
N3IMeHeHnAx komnnekt 3/ Ha M3genue;

— NPOW3BECTM NPOBEPKY MOAJIMHHOCTU U LLeNOCTHOCTM NOCPEeACTBOM MPOBEPKM
aneKTpoHHOM noanucu (3M) N3penma. MHCTpyKLUMA ¢ onucaHnem nopsagrka nposepkum 31,
ceptTudukat nposepkn I, ckpunT nposepkn 3 mn 3l pasmelleHbl Ha Beb-canTe
npeanpuaTua-nsrotosutens Mspenma (https://auroraos.ru/documentation);

— nposectn pacyeT KC ¢dannoB ceptMdPMUMPOBaAHHbIX 0OHOBAEHMN M3aenmna c
MCNONb30BaHMEM MNporpammbl  «llporpamma  GUKcauuMmM WM KOHTPONA LLENOCTHOCTU
nHpopmaumm  «®UKC-Unix 1.0» (paspabotumk AO «LBW-cepsuc», ceptudukat
cooTtBeTcTBNA PCTIK Poccmm Ne 680, cpok aenctena npoaneH Ao 26 despana 2026 r.);

— cpaBHUTb KC ¢annoB 0OHOBAEHWUIM C YKa3aHHbIMM B COOTBETCTBYHOLLEM
0DOHOB/NIEHHOM pa3desie HacToAwero AoKymeHTa. lNpu pacxoxaeHnn KC ¢ 3TaNoOHHbIMM
3HaYEeHUAMM, YKa3aHHbIMW B HACTOALLEM AOKYMEHTE, HEODXOANMMO 0BPaTUTHLCA B CAYKOY
TEXHNYECKOW NOAAEPKKM NpeanpuaTna-narotosntensa N3genvsa;

— B cnydyae cooTtBeTcTBMA KC dpainos cepTMdULUMpPOBaHHbIX 0OHOBNEHMN M3aenna
3Ta/ZIOHHbIM 3HAYEHWAM TMPOM3BECTM YCTAHOBKY CEPTUPULMPOBAHHbLIX OOHOBNEHWM
N3penns B COOTBETCTBMM C TPEDOBAHMAMM, NPUBEAEHHbBIMM B AOKYMEHTaxX: «PyKoBOACTBO
agaMuHuctpaTtopa» AAMI.20134-01 91 01 un «PekomeHgaumm nNoO pe3epBHOMY
KonnposaHuto» AAMI.20134-01 91 02.

6.7. Echv notpebutenb N3penmna He MOXKET peann3oBaTb KOMMNEHCUpPYOLWME Mepbl
no 3awmuTe MHGOPMALIMN MAM OTPaHMYEHMA NO NPUMEHeHWUIO M3aenma pekomeHayeTca
NPeKpaTUTb ero NpMMeHeHue.

6.8. Ecnm yA3BMMOCTM (HeaeKknapupoBaHHble BO3MOMHOCTM) M3aenva He moryT
ObITb YCTPaAHEHbl C MOMOLLBI KOMMEHCUMPYOWNMX Mep No 3awuTe MHGOPMaLUN UK

orpaHquHMM no nNpMmeHeHno:
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— npeanpuAaTMe-u3roToBuTeNb M3aenna HesameaNnTeNbHO M rapaHTMPOBAHHO, C
noaTeBepKaeHnem, coobulaet 06 aTtom Bcem notpedbutenam n ®CTIK Poccuu;
— noTpebuTenn npekpalLatoT NpUMeHeHne M3aenms.
6.9. ObHoBNeHWe M3nenuna ao Tpebyemon BepCUM BO3MOXKHO TO/NIbKO C BEPCUNM,

yKasaHHbIx B Tabaumue (Tabanua 2).

Tabnavua 2
Tpebyemas sepcus PaHee ycTaHOB/IeHHan BepcuA
2.2.0 2.1.3*
2.2.1* 2.1.3%,2.2.0
2.2.2% 2.1.3*%,2.2.0,2.2.1*
2.3.0 2.2.2%*
2.4.0 2.2.2*,2.3.0
2.5.0 2.2.2*,2.3.0,2.4.0
2.5.1* 2.2.2%,2.3.0,2.4.0,2.5.0
3.0.0 2.5.1*
3.0.1 2.5.1*%,3.0.0
3.1.0 2.5.1%,3.0.1
3.1.1* 2.5.1%,3.0.1,3.1.0
3.1.2%* 2.5.1*%,3.1.0,3.1.1*
3.2.0 3.1.0,3.1.2*
4.0.0* 3.1.2*%,3.2.0
4.1.0* 3.1.2*%,4.0.0*
5.0.0* 3.2.0,4.0.0%, 4.1.0*
5.1.0* 4.1.0*,5.0.0*
5.3.0* 4.1.0*,5.0.0%,5.1.0*%,5.2.0

* - Bepcuu Mspenua, npowealwmne ceptudmraumo 8 PCTIK Poccuu.



31
AOMI.20134-01 3001

7. KOMMNJIEKTHOCTb

7.1. KOMMNNekTHOCTb NocTaBKm® N3nenna AOJ/IXKHA COOTBETCTBOBATb

KOMMN/AIEKTHOCTK, YKa3zaHHOM B Tabaumue (Tabaumua 3), B CTPOron 3aBUCMMOCTM OT cnocoba
nepegayun’ M3penuna n cneumdurkaumm M3penms, npegycMOTPEeHHOM B COOTBETCTBYIOLLEM

JInueH3noHHOM A0roBope.

Tabanua 3
O603Ha4eHune HaumeHoBaHue Kon. Pusuieckan | IneKTpoHHaA
nocTaBKa NnocTaBKa

AOMI.20134-01 [MpuknagHoe nporpammHoe | 1 |[DVDc B
obecneveHne «ABpopa 3arpy304HbIM | 3/IEKTPOHHOM
LeHTp» MoLy/iem BMnAae

V3penmnad

AOMI.20134-01 3001 |lMpuknagHoe nporpammHoe | 1 |B neyaTHOM B
obecneyeHune «ABpopa BMAae 3/IEKTPOHHOM
LleHTp». ®opmynap (bopmaT A5)  |BMAE
[MpuknagHoe nporpammHoe | 1 |B anekTpoHHOM|B
obecneyeHmne «ABpopa Bnae Ha DVD  |3neKTpoHHOM
LeHTp». KomnaeKT BMnAae
3KCN/IyaTalUMOHHbIX
[OKYMEHTOB

AOMI.20134-01 99 01 |lMpuknagHoe nporpammHoe | 1 |B anekTpoHHOM|B
obecneyeHune «ABpopa Bnae Ha DVD  |aneKTpoHHOM
LleHTp». TexHn4yeckmne BnAae
yCNnoBuA

3aBepeHHaa kKonua BblaaHHoro OCTIK Poccum| 1 |B neyatHom B

cepTudmKaTa cooTBeTCTBMA CUCTEMbI CepTUDMKALMN BMAE 3/IEKTPOHHOM

CpeacTB 3aWmTbl MHPOPMaUMM MNo TpeboBaHMAM (bopmaT A5)  |BUAae

6e3onacHocTM UMHPopmaumm (cemaeTtensctso  No

POCC RU.0001.016100)

® KoMNNeKTHOCTL NOCTaBKK M3aenva onpeaenaerca yeaosmuamm JIMLEeH3MOHHOTO 40roBopa.

7 O6uwan nHPopmMaUma O BO3IMOXKHbIX crocobax mepedadun M HocuTensx MHbopmaummn Vspenus npuseneHa B
COOTBETCTBYHOLLUMX MPUNOKEHMAX HACTOALLETO JOKYMEHTA.

8 DVD c 3arpy304HbIM Moaynem M3aenmna TakKe CoAepKUT KOMMOHEHTbI cpeabl GYHKLUMOHMPOBAHMA U KOMANEKT /]
Ha M3penne.
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B KOMNAeKT noctaBkk® M3aenms BXxoaaT caeaytolme 4OKYMEHTbI:

— «Popmynap» AOMI.20134-01 30 01;

— «Onucanne npumeHeHua» AAMI.20134-01 31 01;

— «PykoBoactso nonv3osaTtenda. YHacte 1. [Moacuctema  6es3onacHOCTU»
AOMT.20134-01 90 01-1;

— «PykoBoacTBO nonb3oBaTenA. YacTtb 2. Moacucrema «MapkeT»
AOMT.20134-01 90 01-2;

— «PykoBoacTBO nonb3osaTenda. Yactb 3. Moacuctema Mnatdopma ynpasaeHma»
AOMT.20134-01 90 01-3;

— «PyKkoBoacTtBo nosib3osatenda. HYactb 4. llogcucrema ynpasaeHUA TeHaHTaMu»
AOMT.20134-01 90 01-4;

— «PykoBoactBo nonb3oBatensa. Yactb 5. lMoacuctema CepBUC yBEAOMAEHUAY
AQMT.20134-01 90 01-5;

— «PyKkoBOACTBO Mosib3oBaTenda. Yactb 6. [NpunoxeHune «ABpopa MapkeT» ANA
onepaunoHHom cnctembl Aspopa» AAMI.20134-01 90 01-6;

— «PykoBoacTBO nosib3osatend. Yacto /. [llpunoxkenHune «Aspopa LleHTp» anA
onepaumoHHom cuctembl ABpopa» AAMI.20134-01 90 01-7;

— «PykoBoacTBO aammnHucTpaTopa» AAMI.20134-01 91 01;

— «PekomeHzauum no pesepsHomy KonunposaHuto» AAMI.20134-01 91 02;

— «PykoBoactBo paspabotymka. [loacuctema CepBUC  yBEAOMAEHUMW  ANA
onepaumoHHom cuctembl ABpopa» AAMTI.20134-01 95 01;

— «TexHuyeckue ycnosua» AAMI.20134-01 99 011°.

9 [IONONHUTENILHO B COCTaB KOMM/IEKTa JOKYMEeHTOB BXOAUT daiin «/lnueH3snoHHoe cornawenne.pdf», ¢ KoTopbim
HeobXoAMMO 03HAaKOMMUTBLCA Nepes HavaloM UCNOob30BaHMA M3aenus.

10 NokymeHT «TexHuueckue yenosma» AAMI.20134-01 99 01 BxoAMT B KOMNAEKT NOCTaBKM M3aenuma, HO He ABnseTca
3KCM/IyaTaUMOHHbIM AOKYMEHTOM.



33
AIMI.20134-01 3001
7.2. N3genne MOXKeT MMeTb HECKONbKO PasfiMyHbIX KOHOMrypauuii, npu 3Tom
BapMaHT MOCTaBKM ONpeAenneTca B COOTBETCTBYOLWEM J/ILLEH3MOHHOM 0rOBOpE:
— BapwaHT nocrasku 1 (AAMI.20134-01 12 01), cocToAWwMM M3 KOMMAEKTA
ANOKYMEHTOB M caedyowmx noacuctem: b, MM, MYy, Mcy, nooc;
— BapwaHT nocrasku 2 (AAMI.20134-01 12 02), cocToAWMM M3 KOMMAEKTA

AOKYMEHTOB U1 cnedyrowmx noacuctem: b, MM, MY, MCyY, NOOC, skatodasa MYT 1 CDN;

— BapwaHT noctasku 3 (AAMI.20134-01 12 03), cocToAWMIA M3 KOMMAEKTA

AOKYMEHTOB W creaytowmx nogcucrtem: Mb, MM, MY, MCY, NMOOC, srkatovaa MMYT n CDN ¢

«JINUEH3NOHHbIM cornateHnem» ana Cepsuc-nposangepostt,

7.3. KC ¢pamnos N3aennsa paccymTaHbl C UICNOTb30BAHMEM NporpaMmsbl «lporpamma
dUKCaUMM U KOHTPOAA LenocTHocTM MHpopmaumm «PUKC-Unix 1.0» (pa3pabotymk
AO «UBWN-cepsucy», ceptnourar cootetctema PCTIK Poccum No 680, cpoK aenctsms
npoaneH Ao 26 pespana 2026 r.).

7.3.1. KC DVD c M3penvem, coaeprkallyMm 3arpy3odyHbii moaynb Msaenva u

KOMMOHEHTbI cpebl PYHKUMOHNPOBAHNSA NpuBeaeHsbl B Tabanue (Tabanua 4).

Tabnnua 4
Wsnenve KC DVD ¢
N3pennem

MNpuKknagHoe nporpammHoe obecneyeHne «ABpopa LleHTp». 49141A0F
«CuHrateHaHT™ AAMI.20134-01 12 01
MNpuKknagHoe nporpammHoe obecneyeHne «Appopa LleHTp». BFO41EFS
«MynbtuTeHaHT» AAMI.20134-01 12 02
MNpuKknagHoe nporpammHoe obecneyeHne «Appopa LleHTp». 5CECE9B5
«MynbTnTeHaHT» ana Cepsuc-nposangepos AAMI.20134-01 12 03

NMPUMEYAHUE. [MepeyeHb dannos 3arpysovHoro moayna Msgenmsa mn mx KC
npueeaeHbl B Tabamuax (Tabamua 5 n Tabamua 6). Kpome Toro, nodpannosbie KC DVD ¢

N3nenvem npmeeaeHbl Ha DVD B daine /checksums/distr/distr.fix.html.

11 CepBuc-npoBaiigep — opraHM3aLma, KOTOPasa UCMNob3yeT M3aenne B KayecTse OLHOIO M3 COCTaBAAIOLIMX AR
CO34aHMA CBOEW ycnyrM uam npoaykta. [JaHHaa ycayra WAM NpPOAyKT npedoctaBnseTca KameHTam CepBuc-
nposakaepa.
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7.3.2. BTabauue (Tabauua 5) npuseaeHsl KC pasmelwleHHoro Ha DVD ¢ Msaennem
apxuBa, colepxawero ¢annbl M3genua, ycTtaHaBAnMBaemble Ha cepBep, a Takxe dannbl

CLLeHapMeB YCTaHOBKMN.

Tabnnua 5

Uma Ppaiina Pa3mep (6aiiT) KC (wecTH.)
/server/installer-ac.sh 962564742 615EE3A6
(BxoamT B AOMI.20134-01 12 01)
/server/installer-ac-mt.sh 1060153435 E699DA3F
(BxoamT B AAMI.20134-01 12 02)
/server/installer-ac-mt-spr.sh 1060189668 3FF9AF6B
(BxoamT B AAMI.20134-01 12 03)

NMPUMEYAHWUE. KoHTponbHble Cymmbl $annoB, COAEPHKALWMXCA B aAPXMBE,
npuseaeHsl Ha DVD ¢ M3pennem B Katanore /checksums/distr/ (dalnbl: installer-
ac-mt.sh.fix.html WAM installer-ac-mt-spr.sh.fix.html WIN installer-

ac.sh.fix.html).

7.3.3. B Tabauue (Tabnuua 6) npmseaeHbl KC dannosB npunoxkeHus «Aspopa
MapkeT» 1 npunoxernua «Aspopa LleHTp», BXOOAWMX B COCTaB COOTBETCTBYIOLMX

noacuctem M3genua (nogpobHee B 3.3) 1 pasmelleHHbIX Ha DVD ¢ Msgennem.

Tabnnua 6
KoHTpobHaA
" Pasmep
Homep NUma dainna (6aii) cymma
(wecTH.)
Katanor: client-apps-aurora/aurora center/aurora-4.0.2
1 omp-emm-client-5.3.0.13+1-aurora- 1299842 |E34A799E
4.0.2.armv7hl.rpm
omp-emm—-installer-5.3.0.2+3-aurora- 506294 OD40AQ7E

4.0.2.armv7hl.rpm

aurora-4.0.2.armv7hl.rpm

2
3 omp-emm-wizard-quick-activation-5.3.0.2+4- |748598 2EEA6E5?2
4

omp-emm-wizard-quick-activation- 9642 17E2706E
configuration-5.3.0.1+2-aurora-
4.0.2.armv7hl.rpm

NTOlO: |~ 2564376 |D702C7DC
KaTanor: client-apps-aurora/aurora center/aurora-5.1.0
5 omp-emm-client-5.3.0.13+1-aurora- 1486029 [3D032799
5.1.0.aarch64.rpm
6 omp-emm-client-5.3.0.13+1-aurora- 1425089 |098A05D1

5.1.0.armv7hl.rpm
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KoHTpoOibHaA
o Pasmep
Homep Uma daina . Cymma
(6anT)
(wecTH.)
7 omp-emm-installer-5.3.0.2+3-aurora- 35465 6764B72F
5.1.0.aarch64.rpm
8 omp-emm-installer-5.3.0.2+3-aurora- 33350 DFC94BR03
5.1.0.armv7hl.rpm
9 omp-emm-wizard-quick-activation-5.3.0.2+4- 54989 B153575C
aurora-5.1.0.aarch64.rpm
10 omp-emm-wizard-quick-activation-5.3.0.2+4- |51848 D24528B7
aurora-5.1.0.armv7hl.rpm
11 omp-emm-wizard-quick-activation- 9542 8FI9B5CE4
configuration-5.3.0.1+2-aurora-
5.1.0.aarch64.rpm
12 omp-emm-wizard-quick-activation- 9634 30331056
configuration-5.3.0.1+2-aurora-
5.1.0.armv7hl.rpm
NTOIO: |~ 3105946 |509AED3D
Katanor: client-apps—-aurora/aurora center/aurora-5.1.1
13 omp-emm-client-5.3.0.13+1-aurora- 1485058 |8E6E23B9
5.1.1.aarch64.rpm
14 omp-emm-client-5.3.0.13+1-aurora- 1424826 (64243267
5.1.1.armv7hl.rpm
15 omp-emm-installer-5.3.0.2+3-aurora- 35464 89B81894
5.1.1.aarch64.rpm
16 omp-emm-installer-5.3.0.2+3-aurora- 33327 6175A1E9
5.1.1.armv7hl.rpm
17 omp-emm-wizard-quick-activation-5.3.0.2+4- |54974 DB610C3D
aurora-5.1.1.aarch64.rpm
18 omp-emm-wizard-quick-activation-5.3.0.2+4- (51787 B37EE054
aurora-5.1.1l.armv/hl.rpm
19 omp-emm-wizard-quick-activation- 9542 C9100F82
configuration-5.3.0.1+2-aurora-
5.1.1.aarch64.rpm
20 omp-emm-wizard-quick-activation- 9633 189ED792
configuration-5.3.0.1+2-aurora-
5.1.1.armv7hl.rpm
NTOlO: |~ 3104611 |BB169CDA
Katanor: client-apps-aurora/aurora center/aurora-5.1.3
21 omp-emm-client-5.3.0.13+1-aurora- 1485591 |CF70B591
5.1.3.aarch64.rpm
22 omp-emm-client-5.3.0.13+1-aurora- 1425252 |BB70F285
5.1.3.armv7hl.rpm
23 omp-emm-installer-5.3.0.2+3-aurora- 35457 C719501C
5.1.3.aarch64.rpm
24 omp-emm-installer-5.3.0.2+3-aurora- 33334 FC2428C2
5.1.3.armv7hl.rpm
25 omp-emm-wizard-quick-activation-5.3.0.2+4- |54985 C61916BC
aurora-5.1.3.aarch64.rpm
26 omp-emm-wizard-quick-activation-5.3.0.2+4- |51777 A8SA3994A
aurora-5.1.3.armv7hl.rpm
27 omp-emm-wizard-quick-activation- 9542 AA36433E

configuration-5.3.0.1+2-aurora-
5.1.3.aarch64.rpm
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KoHTpoOibHaA
o Pasmep
Homep Uma daina . Cymma
(6anT)
(wecTH.)
28 |omp-emm-wizard-quick-activation- 9631 27BC2696
configuration-5.3.0.1+2-aurora-
5.1.3.armv7hl.rpm
NTOTO: |~ 3105569 |ACODD594
KaTanor: client-apps-aurora/aurora center/aurora-5.1.4
29 omp-emm-client-5.3.0.13+1-aurora- 1485458 |CO6DDDB2
5.1.4.aarch64.rpm
30 omp-emm-client-5.3.0.13+1-aurora- 1425178 |E84EE716
5.1.4.armv7hl.rpm
31 omp-emm—-installer-5.3.0.2+3-aurora- 35461 CD5D8&807
5.1.4.aarch64.rpm
32 omp-emm—-installer-5.3.0.2+3-aurora- 33332 1976393D
5.1.4.armv7hl.rpm
33 omp-emm-wizard-quick-activation-5.3.0.2+4- |54977 1148BE22
aurora-5.1.4.aarch64d.rpm
34 omp-emm-wizard-quick-activation-5.3.0.2+4- |51846 09C65C47
aurora-5.1.4.armv7hl.rpm
35 omp-emm-wizard-quick-activation- 9542 C75EBE6GF
configuration-5.3.0.1+2-aurora-
5.1.4.aarch64.rpm
36 omp-emm-wizard-quick-activation- 9634 15919163
configuration-5.3.0.1+2-aurora-
5.1.4.armv7hl.rpm
NTOTO: |~ 3105428 |364946F7
Katanor: client-apps-aurora/aurora center/aurora-5.1.5
37 omp-emm-client-5.3.0.13+1-aurora- 1486042 |7E65FD9E
5.1.5.aarch64.rpm
38 omp-emm-client-5.3.0.13+1-aurora- 1425835 |37D716CE
5.1.5.armv7hl.rpm
39 omp-emm-installer-5.3.0.2+3-aurora- 35270 A54D6ABO
5.1.5.aarch64.rpm
40 omp-emm-installer-5.3.0.2+3-aurora- 33117 8(C928942
5.1.5.armv7hl.rpm
41 omp-emm-wizard-quick-activation-5.3.0.2+4- 54797 1B2D2AB4
aurora-5.1.5.aarch64.rpm
42 omp-emm-wizard-quick-activation-5.3.0.2+4- |51559 EFA13FC4
aurora-5.1.5.armv7hl.rpm
43 omp-emm-wizard-quick-activation- 9346 9BE79793
configuration-5.3.0.1+2-aurora-
5.1.5.aarch64.rpm
44 |omp-emm-wizard-quick-activation- 9419 3A815900
configuration-5.3.0.1+2-aurora-
5.1.5.armv7hl.rpm
NTOTIO: |~ 3105385 |D58/D341
KaTanor: client-apps-aurora/aurora market/aurora-4.0.2
45 feature-appstore-5.3.0.1+3-aurora- 7581 3B429B0OC
4.0.2.armv7hl.rpm
46 omp-appmanager-5.3.0.4+1-aurora- 99402 A5C27B5D
4.0.2.armv7hl.rpm
47 omp-appstore-client-5.3.0.4+1-aurora- 736918 859F6CF2
4.0.2.armv7hl.rpm
NTOTO: |~ 843901 1B1F8CA3
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KoHTpoOibHaA
o Pasmep
Homep Nma danna o cymma
(6anT)
(wecTH.)
KaTanor: client-apps-aurora/aurora market/aurora-5.1.0
48 feature-appstore-5.3.0.1+3-aurora- 7480 3BFA959C
5.1.0.aarch64.rpm
49 feature-appstore-5.3.0.1+3-aurora- 7576 14263490
5.1.0.armv7hl.rpm
50 omp-appstore-client-5.3.0.4+1-aurora- 599262 093CB090
5.1.0.aarch64.rpm
51 omp-appstore-client-5.3.0.4+1-aurora- 577686 65C42776
5.1.0.armv7hl.rpm
NTOIO: |~ 1192004 |432436EA
KaTanor: client-apps-aurora/aurora market/aurora-5.1.1
52 feature-appstore-5.3.0.1+3-aurora- 7480 7F9B0478
5.1.1.aarch64.rpm
53 feature-appstore-5.3.0.1+3-aurora- 7575 64D009C2
5.1.1.armv7hl.rpm
54 omp-appstore-client-5.3.0.4+1-aurora- 599264 EDD5AC41
5.1.1.aarch64.rpm
55 omp-appstore-client-5.3.0.4+1-aurora- 577927 82EC90D3
5.1.1.armv7hl.rpm
NTOIO: |~ 1192246 |74723128
Katanor: client-apps-aurora/aurora market/aurora-5.1.3
56 feature-appstore-5.3.0.1+3-aurora- 7480 8C4708AE
5.1.3.aarch64.rpm
57 feature-appstore-5.3.0.1+3-aurora- 7576 F7CC79FA
5.1.3.armv7hl.rpm
58 omp-appstore-client-5.3.0.4+1-aurora- 599153 27E3CA12
5.1.3.aarch64.rpm
59 omp-appstore-client-5.3.0.4+1-aurora- 577657 2937A5AF
5.1.3.armv7hl.rpm
NTOIO: |~ 1191866 |755F1EE9
Katanor: client-apps-aurora/aurora market/aurora-5.1.4
60 feature-appstore-5.3.0.1+3-aurora- 7480 F1183045
5.1.4.aarch64.rpm
61 feature-appstore-5.3.0.1+3-aurora- 7576 33D50BEO
5.1.4.armv7hl.rpm
62 omp-appstore-client-5.3.0.4+1-aurora- 600557 52CB40DC
5.1.4.aarch64.rpm
63 omp-appstore-client-5.3.0.4+1-aurora- 577643 B3033B09
5.1.4.armv7hl.rpm
NTOIO: |~ 1193256 |23054070
KaTanor: client-apps-aurora/aurora market/aurora-5.1.5
64 feature-appstore-5.3.0.1+3-aurora- 7292 EA106AE3
5.1.5.aarch64.rpm
65 feature-appstore-5.3.0.1+3-aurora- 7360 F3B7D60D
5.1.5.armv7hl.rpm
66 omp-appstore-client-5.3.0.4+1-aurora- 599010 38C5AEFF
5.1.5.aarch64.rpm
67 omp-appstore-client-5.3.0.4+1-aurora- 577507 8976F5B2
5.1.5.armv7hl.rpm
NTOIO: |~ 1191169 |A814E7A3
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7.3.4. KC ucnonHaembix ¢pannos Msnenma npuseneHsbl Ha DVD ¢ U3pennem B

danax cornacHo Tabauue (Tabamua 7).

Tabnnua 7

Uma Ppaiina OnucaHne

/checksums/constant- | KC ucnonHaembix Gpainos M3genma, pacnonoxKeHHbIx Ha
files/server-const-

cepBepe
files.fix.html PBEP

é?TeC];SU?{CODStaDt‘ KC ncnonHaemsbix ¢pannos npunoxkeHnsa «Aspopa MapKeT» u
C;nzi_?il;;fii?itml NpUNoXeHua «Aspopa LleHTp».

NHdopmauma B hane npuseaeHa no Kaxkaomy RPM-nakeTy
B OTAEeNbHOCTU. [lepeyeHb ycTaHaBaMBaemMblx RPM-nakeTtos
3aBUCUT OT NpuaoxKeHua n sepcun OC, n npueeseH B
Tabaunue (Tabaunua 6)
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8. NMEPUOANYECKMIMN KOHTPO/Ib OCHOBHbIX XAPAKTEPUCTUK NPU
IKCNNYATAUUN N XPAHEHNI

8.1. KoHTponb W3genma npoBoAMTCA MNpPW  ero NepBUYHOM YCTAaHOBKE U
3aKpenaeHnmn 3a OTBETCTBEHHbIM ANLOM M B Aad/IbHENLIEM — B COOTBETCTBMWU C MOPALKOM
NpoBefeHNA pernameHTHbIX paboT Komniekca cpeacTB aBTOMaTM3aumm obbekTa, HO He
pexe 1 pasa B roa.

8.2. KoHTponb MN3genna npeaycmatpmsaeT nposepky DVD ¢ N3pgennem, Kotopas
NPOMU3BOAMNTCA NMyTEM MX BU3YaSIbHOrO OCMOTPA C Le/1bio YA0CTOBEPUTHCA B TOM, YTO OHM HE
nmetoT aedopmaumii, MeXaHUYEeCKMX WAM WHbIX nNoBpexaeHun. Kpome Toro, Aana
onpeaeneHmna Kavectsa 3anmck dannosB 3arpysoyHbix moayner Ha DVD npownssoaAt
noacyeT KC pannos 3arpy3odHbix moaynen M3genma c nocneayrowmm Mx CpaBHEHUEM CO
3HavyeHuAMKM KC palnnoB., yKa3aHHbIX B 7.3 HACTOALLErO JOKYMEHTA.

8.3. OTBeTCTBEHHOE NMLO A0/IKHO He pexke 1 pa3a B mecAl Npon3BOAMTb NOACHET
KC ncnonHaembix ¢annos M3genva ¢ nocneayroumm MX CPaBHEHMEM CO 3HAYEHUAMM,
npuBeAEeHHbIMM B 7.3 HAaCTOALLErO AOKYMEHTA.

8.4. MoacueT KC darnoB 3arpy3odHbix moaynen Manenus, paameleHHbslx Ha DVD,
NOMKEH NPOBOAMTLCA C MCNONb30BaHMEM NPOrpammebl «lTporpamma GUKcaLmm U KOHTPOAA
LenoctHocTM nHdpopmaumm « PUKC-Unix 1.0» (paspabotunk AO «LIBN-cepBuc», ceptndurkat
cootBeTcTBMA PCTIK Poccnm No 680, cpok AencTema npogneH Ao 26 pespana 2026 r.).

8.5. Pe3ynbTaTbl KOHTPOMAA OCHOBHbLIX XapPaKTEPUCTUMK MPU  3SKCNayataumm u

XpaHeHnu pukcmpytotca B Tabaunue (Tabamua 8).
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Tabnunua 8
[laTa npoBegeHuA NpoBepKU
20T 20T 20 .
S 5 S & S g
HanmeHoBaHue MpvmeyaHue x2 58 2| 58| 2 5238
o S o = o S O = o = O =
g I I C g T I C g T I C
S 2| Xd| S 2| ¥xd9d| =S 2| ¥ oA
- S £ O F K £ O - S = O
X X x QO
© o o £ © o o C © o o E
o S| <) S| ¥a) SN
[NpuKknagHoe [Mpn NnposepKe
nporpaMmmHoe 3Ha4YeHune LOMKHO
obecneyeHne coBMagaTtb CO
«ABpopa LUeHTp» | 3HayeHneMm, 5= 5= 5=
DVD c YKa3aHHbIM B
302PY304HbIM pasgene 7 (>=)
MOOys1em

n30enusq
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9. CBUAETENIBCTBO O MNMPUEMKE

MpuKknagHoe nporpammHoe obecnedyeHne «Aspopa LleHTp» AOMTI.20134-01

HanmeHOoBaHKWe NPOrpaMmHOro n3geama 0603HauyeHue

CcoOTBeTCTBYET TpeboBaHMAM AOKYMeHTa «TexHuyeckme ycnosma» AAMI.20134-01 99 01

MPM3HAHO rOAHbIM ANA SKCNAyaTaunn.

[laTa BbinycKa

PykoBoauTe b
npeanpuatnat?
noanmch paclindpoBKa noanucu naTa
M. I1
OTBeTCTBEHHbIN
MCNoNHUTeNb3
noanunchb paCLLIl/ICprBKa noanuncu AaTa

12 Mpwu 51eKTPOHHOM NOCTaBKe MapKMpoBaHue M34ema ocyLecTsaseTca ¢ npumeHeHmem 3.
13 Mpw 51eKTPOHHOM NOCTaBKe MapKMpoBaHue M34ema oCyLecTBAseTca ¢ npumeHeHmem 3.
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10. CBMUAETENBLCTBO OB YINAKOBKE 1 MAPKMPOBKE

[MprKnagHoe nporpaMmmHoe

obecneyeHue
AIMI.20134-01
«ABpopa LleHTp»
HanMMeHOBaHMe NPOrPaMMHOro n3aenna obo3HayeHwme naeHTMPuKaTop

CKOMMIEKTOBAHO, MapKMpoBaHo 1 ynakosaHo OO0 «OTKpbiTan MobuabHaa naathopmar
cornacHo TpeboBaHMAM, MNPeayCMOTPEHHbIM JAOKYMEHTOM «TexHUYeckme YyCnoBuA»

AOMT.20134-01 99 01.

KonTponep OTK*

NoANMCh paclndpoBKa NoanmncK aaTa

1 Mpw 51eKTPOHHOM NOCTaBKe MapkMpoBaHwue M3aenma ocyecTsnseTca ¢ npumeHeHem M.
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11. TAPAHTUMHbLIE OBA3ATE/NBCTBA

11.1. TMpeanpuatue-n3roToBuTeNb rapaHTMpyeT pabotocnocobHocTb M3aenns B
COOTBETCTBMM C 33ABJEHHBIMW XapPaKTEPUCTUKAMM, NPeayCMOTPEHHbIMU HACTOALLMM
NOKYMEHTOM, Npu cobntogeHnmn notpebutenem tpebosaHnm /.

11.2. Mpeanpuatue-m3roToBuTeNb MNPOBOAMT  MOHUTOPUHT  0OLLLEAOCTYMNHbIX
MCTOYHUKOB MHPOpMaLMKM, NyOAMKYOWMX CBeaeHMA 0O YyA3BMMOCTAX, Ha npeamet
NOSABNEHUSA B HUX CBEeAEHMI 06 yA3BMMOCTAX B KOMMOHEHTax M3aenma, n NpUHNUMaeT Mepbl,
HanpaB/EeHHble Ha YCTPAHEHME BbIABAEHHbIX YA3BMMOCTEM WAW  UCKAKOYatoWme
BO3MOHOCTb MCMNO/b30BAHNA HAPYLUNTENAMM BbIABAEHHbIX YA3BUMOCTEMN.

11.3. Mpeanpuatue-nsrotoBuTenb obecneymBaeT yCTPaHEHWE  yA3BMMOCTEMN
nocpeacTBOM npeaocTaB/eHUA noTpebuTenam OnncaHmA HeobXxoaAMMbIX
OpraHM3aUMOHHO-TEXHUYECKMX MNpoLeayp, HanpaB/IEHHbIX Ha YCTPaHEHWEe BbIABAEHHOM
YA3BMMOCTM. TaKXKe npeanpuatMe-nu3rotoBMTeNb, B PaMKax nposBeaeHMa paboT no
YCTPaHEHMIO BbIABNEHHbIX YS3BMMOCTEN, pa3pabaTtbiBaeT obHoBAeHMA [10.

11.4. MpegnpuATNE-U3roTOBMTENL HE MNpPeAoCTaBAAeT rapaHTUM WAU  YCAOBUM
(ABHbIX  MAM  NoApasyMeBaeMbiX  3akoHodaTenbctsom  Poccuitckon  depepauynm)
OTHOCUTE/IbHO TOBAPHOM MPUrOAHOCTU, MHTErPUPYEMOCTU, FTOAHOCTU K MCMONb30BaAHMIO
ONS BbINONHEHWA KOHKPETHbIX 3a4a4 noTpebutend, OTCYyTCTBMA OLWMOOK, BO3MOMKHOCTM
OYHKLUMOHNPOBAHMA MPU  UCMNONb30BAHMM COBMECTHO C JIl0ObIM MPOrpaMMHbIM UK
annapaTHbIM obecneyeHnem.

11.5. B cnayyae BbiABNeHMA B M3aenmn olinboK n nedeKToB, CBUAETENbCTBYIOLMX O
HecooTBeTCcTBMM  WM3pnenna [, UM He ABAAOWUXCA  YA3BMMOCTAMM  M3aenus,
npeanpuaATUe-n3roToBUTENb NO GaKTy NONyYeHMA peknamauum notpebutens obasyetca
YCTPaHUTL OWWDOKM n/unn aedeKkTbl Npu BbiNycKe OOHOBAEHHbIX Bepcuit M3genva u

yBeaOMWUTb 06 3TOM noTpebutenein N3nenns.
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11.6. Peknamauum noTtpedbutena nNpPUHMMALOTCA NPU YCAOBUKW, 4YTO AedeKT B
N3penvn He BbI3BaH AOMYLWEHHbIMM CO CTOPOHblI NoTpebuTena HapyweHuAMM B
3KCNAyaTaLMm, XpaHeHUM 1 TPAHCNOPTUPOBKE V3anenma.

11.7. Peknamauum npeanpuATUIO-U3rOTOBUTEIKO  HAMPaBAAKOTCA  O4AHUM U3
cnepytoLmx cnocobos:

— no apgpecy: 420500, Pecnybnuka TaTapcTaH, BepxHeyCNOHCKMM pPanoH,
r. MHHononuc, yn. YHuBepcuteTcKaa, 4. 7, opmc 59, OIPH 1161690087020;

— MO 3/IeKTPOHHOM noyTe: support@omp.ru.


mailto:support@omprussia.ru.

45
AOMI.20134-01 3001

12. CBEAEHWUA O PEKZTAMALIUAX

12.1. MoTtpebutens MOXeT npeabABnTb peKknamaumto
npeanpuATUIO-M3roTOBUTENO B NEPMOA FAapaHTUIMHOIO CpoKa aKcnayaTaumm M3genma npu
obHapyxeHMn nedekToB  YHKUMOHMPOBAHUA, a Tak¥Ke npu  HEeCOOTBETCTBMMU
KOMMAEKTHOCTU, YMNaKOBKM U MAPKMPOBKM MocTaBneHHoro W3penua TpeboBaHMAM,
npmeeaeHHbIM B D/1.

12.2. Peknamauum npeabasaaoTcA NpeanpuaTUIO-U3roTOBUTE/IIO B MUCbMEHHOM
BMAE C YKa3aHMemM AaTbl 0bHapy»KeHUA HencnpaBHOCTU (HECOOTBETCTBMA), XapaKTepa ee
NPOABNEHNA U YCNOBUIA BO3HUKHOBEHMA.

12.3. Peknamauyma NoANMCbIBaeTCA PYKOBOAUTE/IEM noapasaeneHua,
NPUHUMALIOLLEro MKW SKCNyaTUpytolero Vsagenue.

12.4. CBegeHMA O peklamaumax U mepax, MNPUHATbIX N0 peKaamaumnam,

pernctpupytotcs B Tabanue (Tabaumua 9).

Tabnnua 9

MNopnuck
Mepbl, NPUHATbIE NO
[ata ConeprkaHune peKnamauum OTBETCTBEHHOro
peKiamaumu ML
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13. CBEAEHWNA O XPAHEHUU

13.1. lpwn aneKTpoHHOM MocTaBKke M3aenne pacnpoCTpaHAETCA MO CeTAM CBA3W.
Mpoueaypa nonyveHuns MN3nenva npmueeaeHa B NpuaoxeHumn (MpunoxkeHne 3) HacToALLero
NOKYMEHTa.

13.2. Mpwn ¢pmn3nyeckon noctaske DVD M3aenms A0NKHbI XPaHUTHCA B YyMaKOBAaHHOM
BMAae npu Temnepatype oT +5°C go +40°C 1 oTHOCUTENbHOM BNAXKHOCTM BO3AyXa He bonee
75% (npn TemnepaType oOKpyKatowen cpeabl +35C) B 3aKPbITbIX MNOMELLEHUSX,
MCKAtOYAOLWMX BO3AEMNCTBME HA HUX aTMOCPEPHbIX OCaAKOB, NMPM OTCYTCTBMM B BO3AYXE
MapOB KMCAOT, Weao4en 1 ApYyrmx arpeccuMBHbIX MPUMecen.

13.3. B nomelleHnn ANA XpPaHEHMA He O0/KHO OblTb arpeccMBHbIX Npumecen,
BbI3bIBAOLLMX PA3PYLUEHNE NAKOKPACOYHbIX MOKPbLITUIM M NAacTMacc.

13.4. Tlpn XxpaHeHWUM He [AONYCKATCA pe3KMe W3IMEHEeHMA TemnepaTtypbl
OoKpyXatowero Bosayxa (bonee 20°C/4) M BO3AENCTBMA BHELWHWUX MarHUTHbIX MOEN
Hanps»eHHocTbo 6onee 4000 A/m.

13.5. Cpoku 1 ycnoBua xpaHeHuns Maaenns 3aHocat B Tabanuy (Tabauua 10).

Tabnnua 10

[aTa VCNOBMA JomKHOCTb, bammnus u

YCTaHOBKH CHATUA XpaHeHws noanuncb NnLa, OTBETCTBEHHOIO
Ha XpaHeHune C XpaHeHUA 3a XpaHeHue
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14. CBEAEHUA Ob USMEHEHUAX

14.1. sameHeHnAa B WM3pnenne  paspellaeTcA  BHOCUTb  NpeAcTaBUTENAM
npeanpuATUA-U3rOTOBUTENA B MPUCYTCTBUM CAYXKDObl 3KCNAyaTauMm Ha OCHOBAHMMU
bronneteHen 06 N3IMEHEHUMN.

14.2. CBepeHuns 06 nameHeHuax B Magennm 3aHocatca B Tabauuy (Tabauvua 11).

Tabnnua 11
LJONMKHOCTD,
OcHoBaHue .| dammnnmau Mopnuck
. [aTa MNopagKosbin
(BxoAALWMIN HOMep CopepaHue noanucb OTBETCTBEHHOrO
nposegeHua HoMep
CconpoBoOgMTE/IbHOrO U3MeHeHUA OTBETCTBEHHOrO [3a 3KCNyaTaumiq
MU3MeHeHUA M3MEHEeHUA
AOKYMEHTa 1 aata) 3a NpoBeaeHue U3penuna

N3MeHEHUA
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15. CBEAEHUA Ob YCTAHOBKE

15.1. CBeneHuns 06 yctaHoBKe M3aenua 3aHocaTcs B Tabanuy (Tabanua 12).

Tabnnua 12
MNoanuce
HanmeHoBaHue U damnnua Homep ooKymeHTa
OTBETCTBEHHOro
MAeHTUOMKATOP | OTBETCTBEHHOrO MUA 06 ycTraHOBKe

Nvua v gata
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16. CBEAEHWUA O 3AKPENJIEHNU MNMPU SKCNTYATALUUNA

16.1. CBeneHus o 3akpenneHun Magenmna saHocatcs B Tabauuy (Tabamua 13). Mpwu

NepBMYHOM 3aKpPenieHnn HeobXoAMMO NPOBECTM KOHTPO/Ib OCHOBHbIX XapPaKTepPUCTUK B

COOTBETCTBUMW C NMONTOXKEHNAMWM pPa3aeia 8 HacToALLero AJOKYMEHTa.

Tabnunua 13
JONXKHOCTb Pamumnua Homep v gata npuKasa MNopgnuck
OTBETCTBEHHOIO | OTBETCTBEHHOrO o o6 OTBETCTBEHHOro
b /vua Ha3HaYeHUW | 0cBOBOMAEHWUM /mua
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17. OCOBbIE OTMETKU
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NMEPEYEHb TEPMWUHOB M COKPALLIEHUI

Micnonb3yemble B HACTOALEM AOKYMEHTE TEPMUHbI U COKPaLLeHMA NpUBeAeHbl B

Tabnuue (Tabnunua 14).

Tabnvua 14
Coﬁ)r;lvcle:/me PacwundposKa

AH3 KoHTpoAb (aHann3) 3almiLeHHOCTU MHOPMaL MM

ACY ABTOMATM3MPOBAHHAA CUCTEMA YNPaBeHNA

AYl AyauTt 6e3onacHoCTH

b/, ba3a AaHHbIX

ButpuHa [pynna NnpmaoXKeHuni, obbeAnHEHHbIX N0 onpeaeneHHOMY
NPU3HaKyY

cC focynapcTBeHHaa MHGOPMALMOHHAA CUCTEMA

3HW 3alMTa MaLLIMHHbBIX HOCUTenen MHpopmaLmnm

NAD NaoeHTudMKauma n ayteHTMdurKkauma

Nb NHopmaLnMoHHaA 6e30nacHOCTb

N3penve MprKnagHoe nporpammHoe obecneyeHne «Aspopa LleHTp»

nC NMHPopMaLMOHHaA cucTema

NCNAH NHPOpPMaLIMOHHAA cUCTEMA NEPCOHA/bHbIX AaHHbIX

KW Kputnuyeckas nHGopmaLMOHHaA MHGPACTPYKTypa

KC KOHTpONbHAA cymma

MynbTUTEHAHTHOCTb | CBOMCTBO apXnTeKTypbl N3a4enma, no3BoAAOLWLEE NCNO/b30BaTb
1 3Kk3emnaap nHCTannAunm N3nenma MHOrmm opraHmsaumam
(opUAMYECKUM NNLLAM) COBMECTHO, NPKX 3TOM Kaxaas
opraHmsauma paboTtaeT co CBOMM HabopoM AaHHbIX

HCA HecaHKLUMOHWMPOBAHHbIM AOCTYN

OnepaTtop/ OpraHusaymna, skcnayatmpytouwas Msgenme

MNoTpebutens

OorcC OrpaHnyeHmne NporpaMmHOM cpeabl

0oC OnepaunoHHada cnctema

OTK OTaen TexHNMYeCKoro KOHTPoONA

oun ObecneyeHune uenoctHoct NC 1 MHPopMaLmm

N6 MNoacuctema 6e3onacHoOCTH

WY MNoacuctema « MapkeT»

Nno MporpammHoe obecnevyeHune

MnoocC MNoacuctema obHoseHMs OC

rnro MpuKknagHoe nporpammHoe obecneyeHne
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Tepmuk/ PacwmndpoBKa
CoKpaleHue
MNpeanpusatme- ObuecTBo C OrpaHMYEeHHON OTBETCTBEHHOCTbIO « OTKPbITaA
pa3paboTymK, MmobunbHaa nnatpopma» (000 «OTKpbITas MObUAbHaA
npeanpusaTmne- nnatpopma)
M3roToBUTENb
MpunoxeHne [MpunoXKeHnem sABnAeTCA:

— MObBUNbHOE NPUNOXKEHME, PYHKUMOHUPYIOLLLEE NOA
ynpasneHnem OC Aspopa/OC Android;

— npunoxeHne ana 3BM, GyHKUMOHMpPYOLLEeN Noa
ynpasneHnem OC cemencTaa Linux

rny Moacuctema MNMnatdopma ynpasaeHua
nyT [loacuctema ynpasaeHUA TeHaHTaMM
rncy Moacunctema CepBuC yBEAOMIEHNM
PCB Pernctpauma cobbiTmin 6e3onacHoCTH

Cepsuc-npoBanaep

OpraHu3aums, KoTopasa ncnonb3yet N3aenne B KayecTse 04HOrO
M3 COCTaBAAIOLLMX A8 CO34aHMA CBOEN YCAYTM UAN NPOAYKTA.
[aHHas ycayra uav NpoayKT npeaocTasnaeTca kKameHTam Cepsuc-
npoBanaepa

C3K CpeacTtso 3aWmTbl MHPOPMALMHU

Cyb/l Cuctema ynpaBneHus 6azamm gaHHbIX

YA YnpassieHune A0CTYyNom

YcTponcTeo MoA yCTPONCTBOM NoApa3ymeBaeTcs MOOUIbHOE YCTPONCTBO
n/mnm IBM, Ha KOTOPOMN PYHKLMOHMPYIOT COOTBETCTBYOLME
KOMMNOHEeHTbI N3aenmna

®Cb Poccnm depepanbHan cnyxba 6esonacHocTn Poccuiickon Gepepaunm

dCT2K Poccum

denepanbHan cny>kba No TEXHNUYECKOMY M 3KCMOPTHOMY
KOHTpoAto Poccuinckon Peaepaunm

2 JKCnayaTauMOHHbIe AOKYMEHTbI

Sl DNeKTPOHHAaA NOAMNUCH

Bluetooth® CtaHpapT becnpoBoaHOM CcBA3M, obecneymBatoLLnii obmeH
NAaHHbIMW MeXAy YCTPONCTBAMM Ha OCHOBE YbTPAKOPOTKMX
PaaNOBOJH

CDN Content Delivery Network

DVD Digital Video Disc — onTu4yeckuint Hocutenb MHGopmaL,nm,
BbINO/IHEHHbIN B GOPMe AMCKa, AN XPaHEHWNA Pa3/IMYHOMN
nHGopMaLMM B LMPPOBOM BUAE

Endpoint KoHeyHaa Touyka — camo obpallleHne K MapLipyTy OTAENbHbIM

HTTP meToaom. SHANOMHT BbIMNOJIHAKOT KOHKPETHYIO 33434y,
NPUHMMAIOT NapaMeTPbl M BO3BPALLAOT AaHHble KaneHTy
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Tepmun/
CoKpaleHue

PacwmndpoBKa

HTTP

HyperText Transfer Protocol — npoToKkon NpMKNaAHOro ypPOBHSA
nepeaayn AaHHbIX (M3HAYalbHO — B BUAE MMNEPTEKCTOBbIX
nokymeHToB). OcHoBOM HTTP aBnaeTca TeXHONOrms
«K/IMEHT-CepBepP», T.€. Npeno/iaraeTca CyLwecTBOBaHme
notpebuTenein (KAMeHTOB), KOTOPbIE MHULUNPYIOT COeAUHEHME U
NOCbINAtOT 3aNpPOC, M NOCTaBLLMKOB (CepBEpPOB), KOTOPbIE
OXMAQAKT COeAMHEHMA ANA NONYYEHMA 3anpoca, NPon3BoaAT
HeobxoaMmble AeNCTBMA M BO3BPALLAtOT coobLieHMe C
pe3y/ibTaToOM

IMEI

International Mobile Equipment Identity — yH1UKanbHbIN HOMEpP
YyCTpOWCTBa, cocToAwmi n3 15 unedp

ISO-06pa3

Obpa3 oNTMYECKOro AMCKa, CoaepKallmin GpannoByto CMCTEMY
cTaHaapTa ISO 9660

JSON

JavaScript Object Notation — TekcToBbIN popmaT 06MeHa
NaHHbIMW, OCHOBAHHbIM Ha JavaScript

LDAP

Lightweight Directory Access Protocol — npoToKoa NpuMKAaaHOro
YPOBHA AN A0CTyNa K CAy»be KaTanoros

MAC

Media Access Control — yHUKanbHbIN MaeHTUUKATOP,
NPUCBaNBAEMbIN KaxKaoM eanHuLe obopyaoBaHNA
KOMMbKOTEPHbIX CETEN

MTP

Media Transfer Protocol — annapaTHO-HE3aBMCKMMbIM MPOTOKO,
OCHOBaHHbIN Ha PTP

QR-kop,

Quick Response Code — Koa HBbICTpOro pearnmposBaHms,
npeaocTaBAALWNI MHPOPMaLMIO AnAa BbiCTporo ee
Pacno3HaBaHMA C MOMOLLbIO KAMepbl Ha YCTPOMCTBE

RFC

Request For Comments — 3anpoc KOMMeHTapues

RPM-nakeTt

®ann popmaTa .rpm, NO3BONAOLMA YCTAHABAMBATD, YAANATH U
0OHOBAATb MPUNOXKEHME HA YCTPOMCTBE

SIM

Subscriber Identification Module — Moaynb naeHTUPUKaLmm
aboHeHTa

TCP

Transmission Control Protocol — npoToKkon TpaHCMOPTHOro
YPOBH#A, rapaHTUPYHOLLMA LEeNOCTHOCTb NepeaaBaeMbiX AaHHbIX U
yBeAOM/IeEHME OTNPABUTE/IA O pe3ybTaTax nepenaym

TLS

Transport Layer Security — kpuntorpaduyecknii NpoToKo,
obecneymBatoWMI 3aLUMLLEHHYIO Nepeaayy AaHHbIX MeXay
y3/1aMu B CeTU VIHTepHeT
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Tepmuk/ PacwmndpoBKa
CokpalieHue
UsB Universal Serial Bus — nocnegoBatenbHbIn MHTepdenc ana
noaKkAto4eHnA nepndepuinHbIX YCTPOMCTB K BbIYMCAUTENBHOM
TEXHUKe
WLAN Wireless Local Area Network — nokanbHasa ceTb, NOCTPOEHHaA Ha

OCHOBE 6ecrnpoBOAHbIX TEXHOIOIMI
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NMPUNOKEHUE 1

TpeboBaHUA K MepaM 3aluTbl MHGOPMaLMK, peannsyemble B N3aenmnu

Peanusyemble B M3aenmm TpeboBaHMA K Mepam 3awmnTbl MHGOPMaLMM NpMBEAEHDI

B Tabaunue (Tabaumua 1.1).

Tabnnua 1.1

YcnosHoe 0603Ha4YeHne n HOMep Mmepbl B HOTauunun

17-oro npukasa
®CTIK Pocecmm
(r’nC)

21-oro
NpuKasa

®CTIK

Poccuu

(UCNAH)

31-oro
NnpuKasa
®CT3IK

Poccuu

(ACY)

239-oro
npuKasa
®CTIK
Poccuu
(KMN)

Mepa 3awmThl MHPOpMaLUn

NoeHTudurkauma n ayteHTMdmnKaums cybbektos gocTyna n obbekTos goctyna (MAD)

NAD.1 NAD.1 |[MAD.1 |[MAD.1 |NaeHTUUKAUMA MU ayTEHTUPUKAUMA
nosb3oBaTenemn

NAD.2 NAD.2 |NAD.2 |[VAD.2 |NaeHTUdUKAUMA M ayTEHTUPUKAUMA
YCTPOWCTB

NAD.3 NAD.3  |MAD.3 |MAD.3 |YnpaBneHue naeHTMOUKaTopamm

(c ycunenuem 16,

26)

NAD.4 NAD®.4  |[MAD.4 |[MAD.4 |YnpaBneHne cpeacTBamm

(c ycuneHuem 1r) ayTeHTMdUKaumm

NAD.5 NAD.5 3awmTa obpaTHOM CBA3KN NPUN BBOAE

ayTEHTUPUKALUMOHHOM MHOPMALMM

YnpaBneHune AOCTYNOM CyObeKT

OB AOCTYM

a K obbeKkTam aoctyna (YNA)

yira.l yia.l (yna.l |YNA.l |YnpasneHue y4eTHbIMMU 3aNUCAMMU

(c ycuneHuem 36) nonb3oBaTeNemn

YNAa.2 yna.2 \yna.2 |YNAd.2 |Pa3srpaHuyeHna aocTyna cybbekTos

(c ycunenuvem 1, 4) K 0ObeKTaM CUCTEMbI

YIMNAa.6 yia.e |yna.e |YMNA.6 |OrpaHndeHmne HeycnelwHbIX NOnbITOK
(c ycunenunem 1) BX0Aa

YMna.o yra.s |yna.9 |YNAa.9 |OrpaHndeHmne yncna napanienbHblix
(c ycunenuem 1a, 3) ceaHcos

YIMa.10 yna.10 |yna.10 |Yna.10 |bhokmupoBaHue ceaHca A0CTyNa

(c ycunenuvem 16, 3)

nonb3oBaTenAa NP HEakTMBHOCTU
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YcnosHoe 0603Ha4yeHne 1 HoMep Mepbl B HOTaLLMK

17-oro npukasa 21-oro | 31-oro |239-oro
®CT3K Poccum npuKasa | NpvKasa |npukasa Mepa 3aLiuTbl HbOpMALWN
(TnC) ®CTIK | ®CTIK | dCTIK
Poccun | Poccumn | Poccuun
(Mcnas) | (Acy) | (Kuw)
yna.11 yna.11 |yna.11 |YNnA.11 |3anpeTta AeNCcTBUIM NONb30BaTENEN,

paspeLleHHbIX 40 MAEHTUPUKALMK U
ayTeHTUOMKaLMM

Pernctpauma cobbitnin 6esonacHoctn (PCB)

PCB.3 PCBE.3 AY[.4  |AY[O.4 |Pernctpauma cobbitmin
H6e3onacHoOCTH

PCB.7 PCB.7 AY[.6  |AY[A.6 |3awmTa MHGOPMALMM O CODbITMAX
H6e3onacHoOCTH

PCb.8 ObecneyeHne BO3MOKHOCTH

npocMmoTpa MHGopmaLmm o
NEeNCTBUAX OTAENbHbIX
NoNb30BaTeNEN

NMPUMEYAHUE. danee no TekcTy OyAeT MCNONb30BaTbCA MAEHTUPMKAUMA MepP B

HoTaumn npunkasa PCTIK Poccnm o1 11 peBpans 2013 r. Ne 17.

NpeHTudUnKauma n ayteHTudunKauma cybbekToB gocTyna U obbekToB goctyna (MAD)

NoeHTudMKauma ©  ayTeHTMdMKauUMA nonb3osatenen  Msgenuvs,

ABAAIOLLMXCA

paboTHUKamu onepartopa (MA®P.1) B yacTu:

— naeHTMdUKaumm nonblosatenen N3genns;

— ayTeHTMdUKaLUMM Nonb3oBaTeNel M3aenmns ¢ MCnoib3oBaHMEM Napoien;

— ayTeHTUdMKaumum

kKaTtanoros (LDAP);

— ayTeHTMdUKALMM MNOoNb30BaTeNeN

nosib3oBaTenew

NPUIOXEHNA C UCNOJSIb30BaHMeM I,

N3penna ¢

N3penna c

MCMONb30BAHMEM  CNYKObI

ponbto CepBep BHELWHero
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Mﬂ,EHTMd)MKaLLMFI “n aVTeHTl/Id)l/IKaLI,l/IFI VCTDOIZCTB, B TOM 4Yucae CTauMOHAPHbIX,

MODBUNBbHbIX U NopTaTUBHbLIX (MAP.2) B YyacTu:

— WOAEHTMPUKAUMKU  YCTPOWCTB MO JIOTUMYECKMM MMeHaM. AyTeHTUOUKaLMA
ycTpomncTs B M3gennm aonxHa ocyuectsnatbcs no npotokony OpenlD Connect 1.0 n ¢
Mcnonb3oBaHMeM napond, popmupyemoro l1b.

NoeHTMomKauma u  ayTeHTUOMKaAuMA YCTPOMCTB A0/XKHA OCYLWECTBAATLCA C
MOMOLLIbIO NpUAoKeHMA «ABpopa LieHTp».

YnpasneHue naeHtndukatopamu (MA®P.3) B yactu:

— Cco34aHuna naeHTudmnKaTopa Nosib3oBaTensa nu(mMam) ycTpomncTea;

— MWCKAOYEHMA MOBTOPHOrO MCMO/b30BaHWE MAeHTUDMKATOpPa No/nb3oBaTeENA B
TeyeHMe — He meHee 3 neT (ana peannsaumm ycunenmna 16);

— BNOKMPOBAHMA NAEHTUOUKATOPA NONb30BATENS Yepes 3a4aHHbIM B HACTPOMKaXx
N3pnenva nepmnos BpeMeHN HEUCMONb30BaHMA.

YnpasneHue cpeacrsamu ayteHtuoumkaumm (MAD.4) B yacTtu:

— W3MEHEeHMUA ayTeHTUPUKALUMOHHOM MHPOPMALNK;

— reHepauya v Bblaaya Ha4anbHOM ayTeHTUdMKALUMOHHON MHGoOPMaUnK;

— YCTaHOB/IEHWE XapPaKTepPUCTMK Napons.

YCTaHOBNEHWE CNeayOWMX XapaKTEPUCTUK NAPONS:

— MMWHWMMaNbHasA CAOXHOCTb Napona C onpeaensembimm TpeboBaHMAMKM K
PEerncTpy, KOAMYECTBy CUMBO/IOB, COYETaHUIO BYKB BEPXHErO N HUKHErO permctpa, umdp
M cneumnanbHbiX CUMBOOB;

— MWHUMaANAbHOE KOJIMYECTBO WM3MEHEHHbIX CMMBO/IOB MPW CO34aHUM HOBbIX
naponen (OonkHa obecrneymBaTbCA HEBO3MOMKHOCTb MOBTOPEHMS TEKYLLEro napons u
TpeboBaTbCA M3MEHEHNSA KaK MUHUMYM 1 CMMBOJ1Ia OTHOCUTE/IbHO CTAaPOro Naposs);

— MaKCUMa/ibHOE BpeMs AeNCTBUSA Napos, a TakKe Katoda I,

— 4YMCNO  MNOC/NeAHMX  WUCMONb30BAHHbLIX  Mapoaen, KoTopble  3anpeuleHo

MCMNo/1b30BATb NOJ/b30BaTENAMMU MPUN CO3AaHUN HOBbIX naponeﬁ;



59
AOMT.20134-01 30 01
— MaKCMMa/IbHOE KONMYECTBO HeyCnellHbiX MOMbITOK ayTeHTMdMKaumMmn (BBOAA
HEemnpaBW/IbHOMO Napos) A0 ONOKUPOBKY;
— Bpemsa, Ha KoTopoe ocyllecTsaseTca 6/0KMPOBKA  YYETHOM  3amucu
Nonb30BaTeNAa B C/Ay4ae [AOCTUMXNKEHUA YCTAaHOBNEHHOTO MaKCMMasbHOTO KOAM4YecTBa
HeyCneLHbIX MONbITOK ayTeHTUPUKaLNK.

3aluyTa 0bpaTHOM CBA3M NPY BBOAE ayTeHTUbUKAUMOHHOW nHbopmaumm (MAD.5) B

Yyactu:
— COKPbITMA OT N0/b30BaTENA AENCTBUTENBHOIO 3HaYeHUA ayTeEHTUOUKALMOHHOM
nHdopmaumm B npouecce ayTeHTUOMKaUMM. BBOAMMbIE CMMBOJIbI MAPOAA  AO/MKHbI
0TOOPaXKaTbCA YCNOBHBIMMU 3HAKAMU «*» UK o,
YnpasneHue goctynom cybvekTos aoctyna K obbektam agoctyna (YNA)

YnpasaeHue (3aBe,£I,eHl/Ie, dKTMBaLunA, 6/'IOI-(I/IDOBaHl/Ie) YYETHbIMW  3aMNMUCAMMN

nonb3sosarenen (YNA.1) 8 yactu:

— ynpaB/ieHUs yYeTHbIMKN 3annMcAMKN Nonb3osaTenen N3aoenms;

3aBeAeHMA, akTMBaLMKM, BNOKMPOBAHMA M yaaNEHUA YYETHbIX 3anncen;

— MOoANPUKALMM YYETHbIX 3anncer nonb3oBaTtenen Moenns;

aBTOMATUYECKOro OJIOKMPOBAHMSA HEaKTUBHbIX (HEeMCNnosb3yemblixX) Yy4eTHbIX

3anucen nonb3oBaTenen MWspenms nocne nepuvoga  BPEMEHM  HEMCNOo/b30BaHMA
33/4,aHHOro B HACTpoOWKax M3aenus.

Peannsauysa ANCKPELLMOHHOIO M POJIEBOrO MeToA0B yrnpasaeHua aoctynom (YNA.2)

B YaCTu:

— peanusaumu  AUCKPELMOHHOrO W pPOAeBOro Yyhpas/ieHWUs A0CTynom ANd
cybbvekToB N3aenma kK obbekTam N3aenms;

— NpaBW/ia pasrpaHuYeHMa [O0CTyna AOJ/KHbl  obecrneymBaTb ynpaBaeHue
[OCTynom cybbeKToB npu Bxoae B Msgenve (ana peannsaumm ycunenna 1);

— MpaBW/ia pasrpaHuMYeHMa [A0CTyna AO0/KHbl  obecrneymBaTb ynpaB/ieHMUe
[OCTyrnom cybbekToB K 0b6bekTam, co3gaBaembim W3penvem (ona  peanmsauum

ycuneHuna 4).
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NMPUMEYAHUE. [AMCKpEUWMOHHbIN MeTod YhnpaBAeHMA AO0CTYNMOM pPeasin3oBaH B
OTHOLWEHUN [A0CTyna TeHaHToB (NnaTthopm ynpaBAeHMA) K BUTPUHAM MPUNONKEHUIN.
AamumHucTpaTtop MM MoXKeT HacTpamBaTh (3anpeLaTb UAK paspellaTb) A0CTYN OTAebHbIX
TeHaHTOB (Nnathopm ynpasBneHma) K BUTPUHAM NPUIOKEHWUI. BO BCeX OCTaNbHbIX C/Ty4Yanx
MCNONb3yeTCA POeBAs MOAENb Pa3rpaHMYeHmna aocTyna. NepeyeHb 06bEKTOB 1 CyObEKTOB
[0CTyna, Ha KOTOPble PacCnpOCTPaHAETCA poJieBadA MOLEeNb, NpUBeLEeH B LAOKYMeHTe
«OnucaHue npumeHeHna» AAMI.20134-01 31 O1.

CybbeKTammn AoCcTyna MOryT ABAATLCA:

— nonb3osatenun Mzpenns;

— npouecchl 6e3 y4acTms Nonb3oBaTeNEN.

CybbekTam [0CTyna MOMeT ObiTb Ha3HayeHa OfHa WAM HECKO/IbKO posein’,
NO3BONAKOLWMX BbINONHATL CAeaytolme AeNCTBUA:

— AOMWHUCTPATOP Y4YeTHbIX 3anMcer — YyNpPaBAATb YYETHbIMWU  3aMUCAMM
nonb3oBaTenen (Hanmume poan obasatenbHo B N3pennm);

— AamuHuctpatop ABpopa MapkeTta — ynpasaaTs [TM yepes nHTepdenc M3anenns;

— Aamunuctpatop MNnatdopmbl ynpasneHna — ynpasnsatb 1Y yepes3 nHTepdenc
N3penna;

— AaMmuHucTpatop ycTtponcts Mnatdopmbl ynpasneHua — ynpasnatb Y yepes
nHTepdenc MMO 6e3 gocTyna K USMEHEHNAM KPUTUYECKNUX HACTPOEK;

— AAMUHUCTPATOP TEHAHTOB — yNpaBaaTb MYT yepes nHTepdelc M3nenns;

— AgmuHuctpatop CepBuca yBeAOMAEHWUM — yMNpPaBAATb XM3HEHHbIM LMKIOM
NPOEKTOB;

— CneumanncT TEXHMYECKOro 0OCAYKMBaAHMA yCTPOMCTB [haTdopMbl ynpaBaeHumn
—ynpaBaaTb Y yepes nHtepdenc MNMO 6e3 gocTyna ynpaBaeHMEM NapPKOM YCTPOWNCTB;

— Cneumannct  TeXHWYeCcKor  noandepxku  lnatdopmbl  ynpaBaeHua  —

OCYLWeCTB/IATb YAANEHHYIO MOAAEPHKKRY I'IO/'Ib3OBaTeJ'IeVI,'

1> Bonee noapobHoe onucaHWe HEKOTOPbIX PoNel, NpUBeAeHO B MNPUIOKEHWM [AOKYMeHTa «PyKOBOACTBO
nonbsosaTens. Yactb 1. Moacucrema 6e3onacHoOCTU Y.
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— Onepatop ayauTa — paboTaTb C XKypHAZIOM perncrTpaumm cobbiTuii;

— Pa3paboTunk —006aBNATL HOBblE, 0OHOBAATL PaHee 3arpyKeHHble NPUNOKEHMA
M NoAy4aTb MHPOPMALIMIO O HUX;

— Pepaktop npunoxeHut — o0BHOBAATb M MNoAy4aTb MHDOpPMaALMIO O paHee
3arpy*KeHHbIX MPUNOKEHUSAX;

— Monb3oBaTenb ABpopa MapKeTa — 3arpy)aTb NPUAOKEHMA W NOAy4YaTb
MHPOPMALNIO O HUX;

— MobunbHoe npunoxeHune (npouecc H6e3 yyacTma nonb3oBaTenei) —noayvaTb
push-yBegomneHuns;

— MpunoxeHne «Aspopa LleHTp» (npouecc 6e3 yyacTus nonb3oBaTenen) —
Ha3Ha4YaeTCA yYeTHbIM 3aNNCAM NPUNOKeHNA «ABpopa LeHTp»;

— CepBep BHelIHero npunoxeHua (npouecc Ha cepBepe 6e3 yyacTms UAM C
yyacTMem nosb3oBaTesnei) — Ha3HayaeTca CcepBepam  BHELWHMX MPUIONKEHNN,
oTnpasaarwmx push-ysegomnerHna Ha Cepsep npunoxeHuin NCY, ana nx nocneayoulen
nepenayn B COOTBETCTBYHOLLEE MODOUABHOE MPUIOKEHME.

Hoctyn K obbekTam goctyna M3genunsa ocyllecTBAAeTCcA NOCpeaCcTBOM Bbl30Ba
OYHKUMIA, KaxKdas M3 KOTOPbIX peasn3oBaHa B BMAE OTAENbHONO MPUMKAALHOrO
obpaboTymka. PyHKUMKM MMEIT CBOe npeacTaBieHMe B UHTepderce nonb3oBaTens.
MepeyeHb OYHKUMIA M 0OBEKTOB [A0CTyNa NpuMBEAEH B MNPUIOKEHUU [AOKYMEHTA
«OnuncaHne npumeHeHuma» AAMT.20134-01 31 01.

OrpaHuyeHmne HeycnelwHbIX NonbITOK Bxoaa B M3aenve (YIM/1.6) B yactu:

— dBTOMaTM4yecCcKoe 6J'IOI-(MpOBaHl/Ie yquHOM 3anncu Nno/b30BaTeNA npn
npesBblilWeHWMM MOJ/Ib30BaTe eM OrpaHMNYEHMA KOTMYECTBa HeyCMNeLwHbIX MOMbITOK BXO4a B
Vl3ﬂ,enme 3a YCTaHOBJ'IEHHbIVI nepmnos BpemeHn C BO3IMOXKHOCTbLIO pa36J'IOI-(l/IpOBaHl/IF|
TO/ZIbKO aAMUHNCTPATOPOM UIN MHBIM TNULOM, UMEKLWLNM COOTBETCTBYHOWME MOJTHOMOYNA

(ponb) (ana peannsaumm ycuneHmna 1).
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OrpaHn4yeHMe Yncaa NapanienbHbiX CEaHCOB AOCTYNA ANA KaxKA0M YY4ETHOM 3anmcu

nonb3osatena Mspnenuva (YNA.9) B yacTtu:

— BO3MOMHOCTW  334aBaTb  OrpaHMYeHMe Ha  4YUCA0  MapanienbHbIX
(0iHOBPEMEHHbIX) CEaHCOB (Ceccuit), OCHOBbLIBAACL Ha NAEHTUDMKATOPAX NOb30BaTeNEN
N3penua;

— He 6onee 2 OAHOBPEMEHHbIX CecCUit ANA NPUBUAETMPOBAHHbLIX YYETHbIX
3anucen (ana peannsaumm ycunenna la);

— oTobpakeHua aAMUHUCTPATOPY 4yncna aKTUBHbIX napannenbHbIx
(o4HOBPEMEHHbIX) CeaHCcoB (ceccmin) Ana KaxkaoW y4eTHOW 3anucu nosib3osaTtenen (ana
peanusaunm ycuneHma 3).

bnoKnpoBaHMe ceaHCa AoCTyna B WM3pgenne nocne yYCTaHOBAEHHOIO BPEMEHMU

besnenctema (HeaktmsHocTn) nons3osatens (YNA.10), 8 yacTu:

— 33BepllieHnss ceaHca MNOoAb30BaTeNd MOC/le MNPEeBbIEeHUA YCTaHOBAEHHOro B
HacTponKkax W3penna BpemeHu bGesaenctema (HeaKTMBHOCTM) noJsib3oBaTens (ana
peanmsaunm ycuneHms 3).

Pa3spelieHue (3anperT) NencTeum Nnoab30BaTeneMn, pa3peleHHbiXx A0

naeHTMdunKaumm n ayteHTnbukaumm (YMNaA.11), 8 yactu:

— 3anpeTa AEWCTBUM NOAb30BaTeNEM A0 MNPOXOXKAEHUA UMMW  Npoueayp
NAEHTUOUKALMM N ayTEHTUDUKALLUN.
Perucrpaums cobbiTnin 6esonacHoctn (PCB)

Cbop, 3anucb U XpaHeHue MHOopMauUuM O cobbiTUAX Be30nMacHOCTU B TeYyeHue

YCTaHOB/IeHHOTOo BpemeHu xpaHeHua (PCB.3) B yacTu:

— cbopa v 3anucK MHpopmaLmm 0 cobbiTMAX 6E30MacCHOCTM, @ MUMEHHO:
e perucTpaumm  ¢GakToB MNPUMEHEeHUA  MexaHu3ma WuaeHTUudUKauum u
ayTeHTUdMKaumn (Bxoa/Bbixoad Nosnb3oBaTenei Manenms);
e perncTpaumm GakToB AOCTyNa K 3alimlLaeMbiM 06beKTam A0CTYNa;

e perncrTpaumm GakToB M3MeHeHUs NOIHOMOUYUI CYObEKTOB A0CTyNa.
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[ns Kaxaoro cobbITUS A0MKHBI PETUCTPUPOBATHLCA:
— naeHTMdMKaTOop cybbeKTa AOCTYNa;

— VI,EI,EHTVICI)VIKaTOp obbekKTa A0CTyMNa, Korga 31o NPMMEHNMO;

BPEMA 1 AaTa 3anpoca;
— pesynbTaT 3anpoca.
3anucb MHbOpPMaUMM O COObITMAX 6Ee30MacHOCTM [A0/KHA OCYLLeCTBAATbLCA B
PEerncTpaLMOoHHbIN XKypHan M3penus.

3awmTa nHbopmaumm o cobbitax 6esonacHocTn B Yactu (PCB.7):

— NpefocTaBfeHns  A0CTyna K 3anuMcaAm  peructpauuu  (ayauTa)  TObKO
YMNO/IHOMOYEHHbIM M0/1b30BaTENAM.

ObecneyeHne BO3MOXKHOCTM MPOCMOTPA MHPOPMALUMM O AENCTBMAX OTAENbHbIX

nonsb3sosatenen (PCh.8 8 HoTtaumun 17-ro npukasa PCTIK Poccum).
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NMPUNOKEHUE 2

Mepbl no 3awmte uHopmaumm B UC, KoTopble no3sonset obecneymsaTb N3genne nytem

ero npumeHenua 8 UC gna ynpasneHna yCTPOMCTBaMM

Ha6op Mep, KOTOpPble NO3BONAET obecneynBaTb N3poenne nyTem ero npnMmeHeHnA B

NC ana ynpasBneHma ycTponcTBamu, npuseaeH 8 Tabauue (Tabaumua 2.1).

Tabnnua 2.1
YcnosHoe 0603Ha4yeHne 1 HOMep Mepbi B
HOTaUuK

17-oro 21-oro 31-oro 239-oro
NPUKas3a | NpUMKasa | NpUKasa | NpuKasa Mepa 3aLmTbl UHGOPMALUK
®CTIK ®CToK ®CT3K ®CT3K
Poccumn Poccum Poccuun Poccum

(T'nC) (MCnAaw) (ACY) (KMK)
NoeHTuduKkauma n ayteHTMdUKauma cybbeKkToB AocTyna n 06bekToB goctyna (MAD)

NAD.4

NAD.4

NAD.4

NAD.4

YnpasneHue cpeacTBamu
ayTEHTUPMKALNM

YnpasneHue 40OCTyno

M cybbeKToB A0CTyna K ob6bekTam goctyna (YMNA)

yna.14

yna.14

yna.14

yna.14

KoHTpob ncnonb3osaHma B NC
TexHonormin 6ecnpoBoAHOro A4O0CTyNa

OrpaHunyeHune nporpa

MMHoOM cpeabl (OMNC)

onc.2 | 0onc.2 Oonc.2 Oonc.2 YnpaBieHne ycTaHOBKOW (MHCTannaumen)
KOMMOHeHTOB [10, a Tak¥e KOHTPO/1b 33
YCTaHOBKOW KOMMNoHeHToB 10

Onc.3 Oonc.3 YK®.3 YK®.3 YcTaHOBKa (MHCTanNAUMA) TONBKO

pa3peLleHHOoro K ncnosib3osaHuto MO u
(M) ero KOMNOHEHTOB

3aWmMTa MalnHHbLIX HocuTenen nHeopmaumn (3HN)

3HN.1 3HW.1 3HW.1 3HW.1 YyeT MalLMHHbIX HocuTenen MHpopmaLmm

3HW.5 3HW.5 3HW.5 3HW.5 KOHTPO/b MCNONb30BaHMA MHTepdecoB
BBOJa (BbIBOAA) MHOOPMALUMN Ha
MalLMHHble HOCUTENN MHPOPMaLMM

3HW.8 3HW.8 3HW.8 3HW.8 YHUYTOXKEHME (CTUPaHME) MHPOPMaLLMK

Ha MaWMHHbBIX HOCUTENAX
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YcnosHoe 0603HauyeHne 1 HOMEp Mepbl B

HOTauum

17-oro 21-oro 31-oro 239-oro0
NPUWKasa | NpuKasa | NpuKasa | nNpuKasa Mepa 3almTbl UHPOPMALLUK
®CTIK ®CTIK ®CTIK ®CTIK

Poccumn Poccum Poccuun Poccuun

(r’nC) (Mcnan) (ACY) (Knn)
Pernctpauma cobbiTnin 6esonacHocTn (PCB)
PCBE.3 PCB.3 AY[.4 AY[.4 Perncrpauna cobbitnin 6e3onacHoCTH
PCB.7 PCB.7 AY][1.6 AY[.6 3awmTa MHGopMaLMmM 0 CObbITUAX

te3onacHoCcTH

KoHTponb (aHanm3) 3awmiieHHocTn nHbopmaumm (AH3)

AH3.2 AH3.2 ono.4 orno.4

KoHTponb ycTaHOBKM 0b6HOBeHNI 10

AH3.4 AH3.4 - -

KoHTpO/b COCTaBa TEXHNUYECKMX CPeacTB
n MO

ObecneyeHune uenoctHoct NC 1 MHPopmaLm

n (OLL1)

oun1 |ounai ou/1.1 ou/1.1

KoHTponb uenoctHoctn 10O

oun1.3 | ousa.3 oArT.6 oA4rT.6

BocctaHosnenue 0O, sBkato4asa MO C3U,
NPW BO3SHMKHOBEHUM HELLTATHbIX
CcUTYaL M

BbiaBNE€HME MHUMAEHTOB M pearnposaHune Ha Hux (MHL,)

MHL.2 MHLU. 1 MHLU.1

BblsiBNeHWE MHUMAEHTOB 1 pearnpoBaHme
Ha HUX

YnpasneHune koHourypaumen (YK®)

YK®.2 YK®.2 YK®.2 YnpaBaeHne N3MeHeHNAMM
KoHdurypaumm NC
YK®.3 YK®.3 YcTaHOBKa (MHCTanNAUMA) TONBKO

pa3peLleHHOoro K ncnosib3osaHuio MO u

(M) ero KOMNOHEHTOB

NMPUMEYAHUE. lanee no TekcTy OyAeT MCNoNb30BaTbCA UAEHTUOUKALMA Mep B

HoTaumn npunkasa PCTIK Poccum o1 11 dpespana 2013 r. Ne 17.

NaoeHTndMKauma 1 ayTeHTUdUKaLUmA cybbekToB aocTyna n ob6bvekTos goctyna (MAD)

YnpassieHue cpeactsamu ayteHTudukaumm (MA®.4) 8 yactu:

— M3MEHEeHMUA ayTeHTUPUKALMOHHOM MHDOPMALIMM NONb30BaTe e YCTPOMCTB;

— YCTAHOBAEHUA XapPaKTEPUCTUK MAPOIA NOJSIb30BATENA YCTpOVICTBa.
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YCTaHOBIEHME CNeAYIOLINX XapaKTePUCTUK Napona:

— MWHMMaNbHAA CNOXMHOCTb MNaposa C onpeaensembiMM TpeboBaHUAMU K
PEerucTpy, KOAMYeCTBY CMMBO/IOB, COYETAHMUIO OYKB BEPXHErO MU HUMKHErO PerucTpa, undp
M cneuyanbHbiX CUMBOOB;

— MaKCMMa/ibHOe BpemMs AeNCTBMA Napos, a TakKe Katoya .

YnpasnexHune goctynom cybbektos aoctyna k obvektam gocryna (YMNA)

KoHTponb ncnonbiosanua 8 C texHonornm becnposoaHoro aoctyna (YNA.14) 8

4aCTM yNpaBieHMA Ha YCTPOMCTBAX CAeAYOLLMMM TEXHONOTMAMKN BECNPOBOAHOMO A0CTYNa:
— WLAN;
— TouKa goctyna WLAN;
— Bluetooth®.
OrpaHunyeHne nporpammHoir cpeapl (OMNC)

YnpaBaeHWe YCTaHOBKOM (MHCTaﬂﬂﬂLLMeVI) KOoMnoHeHTOoB [10, a TaKXXe KOHTPO/Ib 33

ycTaHoBKoM KomnoHeHTos M0 (OMNC.2) B 4yactu:

— YCTaHOBKK, 0bHOBNEeHMA, yaaneHna MO Ha yCTPOMCTBaAX;
— nNpeaocTaBneHna csedeHnt AamuHucTpatopy [Mnatdopmbl ynpaBaeHua ob
YCTaHOBAEHHOM C nomoulbto MY Ha ycTpouncTteax 0.

YcTaHOBKa (MHCTaNAaUMA) TONbKO pa3pelleHHoro K Mcnosas3osaduio MO un (nam)

ero komnoHeHTos (OMNC.3) B YyacTu:

— UEHTPa/IM30BaHHOrO ynpaBaeHUA nepeyHem YCTaHOBIEHHOMO Ha YCTPOMCTBAX
MNno;

— LLeHTPa/IM30BaHHOrO ynpasaeHna nepevyHem 10, 4OCTYNHOro nNojib3oBaTeNAM
NNA YCTAHOBKM Ha YCTPOMCTBAX («Henblil CNMCOK»);

— KoHTpona MO, ycCTaHOB/MEHHOro (MHCTAaN/IMPOBAHHOrO) ¢ nomolibto MY Ha
YCTPOMCTBAxX, Ha NpeAMeT COOTBETCTBMA ero nepeyHto 0, pa3peleHHOro K yCTaHOBKe Ha
yCTpOMCTBax B cooTBeTcTBMM C AH3.4, a Takke Ha npeameT oTcyTcTBma 10, 3anpeLleHHoro

onepaTtopom K yCTaHOBKE.
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3almTa MaWmMHHbIX HocuTenen nibopmauum (3HN)

YyeT malnHHbIX HocuTenen nidopmaumm (3HN.1) 8 yactu:

— y4yeTa yCTPOMCTB.
B KayecTBe permcTpauMoHHbIX HOMEPOB WCMOAb3YHTCA UMAEHTUPMKATOPDI
yctponcTs (IMEI nnn MAC WLAN).

KOHTPO/Ib  MCMOAb30BaHMA MHTepdencos BBOAa (BbiBOAA) WMHPOPMAUMKM Ha

MaLUUHHble HocuTenn nHdopmaumm (3HW.5) 8 yacTtu:

— ynpaBAeHus nepeaavein gaHHbix no MTP (nepeaaya gaHHbIx o USB ycTponcTs).

YHUYTOXEHMe (CTUpaHmne) nHbopmaL M Ha MalUHHbLIX HocuTenax (3HN.8) B yactu:

— nepegayn ynpasasoLLero cooblleHns Ha OYMCTKY YCTPOMCTBA A0 3aBOACKOrO
COCTOAHMSA.
Perncrpauus cobbiTnin 6e3onacHoctn (PCE)

Cbop, 3anucb M XxpaHeHue MHbopmaunm o cobblTMax Be30nacHOCTM B TeyeHue

YCTaHOB/IEHHOro BpemeHu xpaHeHus (PCE.3) B yacTu:

— 3aNUCU N XpaHeHUs MHGopmaumm o cobbiTax He30NacHOCTM, MOAYYEHHbIX C
YCTPOWCTB.

MepeyeHb cobbITUIM Be3onacHOCTM, NoanexKalumx pernctpaumm, onpeaensetca OC
YCTPOWCTBA.

3aWwmTa nHbopmaumm o cobbiTuax besonacHoct (PCE.7) B YyacTu:

— npepocTaBfeHMa  A0CTyna K 3anucam  permctpaumm  (ayaurta)  TOIbKO
YMNONHOMOYEHHbIM NMOb30BaTENAM.
KoHTponb (aHanus) 3awmieHHocTM uHpopmaumm (AH3)

KoHTpO/b YCcTaHOBKM 0bHOBAeHMN [10 (AH3.2) B YyacTu:

— YCTAHOBKM N KOHTpoNA obHoBneHUs OC yCTPOMCTB;

— YCTAHOBKM N KOHTpOAA obHoBAeHMA MO yCcTPONCTB.
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KoHTpO/b cocTaBa TexHnyeckux cpeacts n M0 (AH3.4) B yacTu:

— y4yeTa YCTPOMCTB;

— LUEeHTPaNM30BaHHOrO ynpaB/ieHNs NepeYyHem yCTaHOBJIEHHOro Ha YCTPOMCTBaX
Nno;

— LUEeHTPaNn30BaHHOro ynpasaeHua nepeyHem O, 4OCTYNHOro Noab30BaTENAM
NNA YCTAHOBKM Ha YCTPOMCTBAX («Oenblil Cnncoky);

— KOHTpona [0, ycTaHOBNEHHOro (MHCTAaNAMPOBAHHOroO) ¢ nomoubto 1Y Ha
YCTPOWMCTBAxX, Ha NpeaMeT COOTBETCTBMA ero nepeyHto 1O, pa3pelleHHOMY K YCTaHOBKe Ha
yCTpoMcTBax B cooTBeTCTBMM C AH3.4, a TakKe Ha npeameT oTcyTcTema 0, 3anpeLleHHoro
onepaTopoOM K YCTaHOBKE.

O6ecneyeHune uenoctHoctn NC n unpopmaumm (OLLN)

KoHTtponb LenoctHoctu MO (OU.1) B yacTu:

— KOHTPO/A LUenocTHOoCcTM KomnoHeHToB MO (3a uckatodeHmem C3M) no Hamumio
MMeH (MaeHTMdMKaTopoBs) KomnoHeHToB [M0O.

BoccTtaHosneHue MO, skatodas MO C3U, npy BOSHUKHOBEHUM HELLTAaTHbIX CUTYaLUUI

(OU.3) B yacTu:

— BO3BpaTa YCTPOWMCTBA B Haya/bHOE COCTOsiHME (nepedadym ynpaBAsOLLEro
coobuleHns Ha cbpoc ycTpoMcTBa A0 3aBOACKOrO COCTOAHWS), obecnedymBatollee ero
WTaTHOe GYHKLUMOHMPOBAHME.

BblABAEHNE MHUNAEHTOB U pearMpoBaHue Ha Hux (MHLL)

ObHapyKeHue MHUMAEHTOB U pearpoBaHue Ha uHumaeHTsl (MHLL.2 B HoTaumm 21-

ro npukasa PCTIK Poccum) B YyacTu:

— 33JaHWA Ha YCTPOMCTBax OdaaMH-CLLeHapueB, KOTOPble BbIMOAHAOTCA MNPU
HACTYNAEHUM 334aHHbIX COObITUN (MHUMAEHTOB).
YnpasnexHune koHourypaumen MHGOpMaunMoHHoM cuctemol (YKO)

YnpassieHune UaMmeHeHUAMM KOHbOUrypaumm nHdopmaumoHHom cuctemsl (YK®.2) 8

YacCTu.

— YCTAaHOBKMW, 0bHOBNEHMA, yaaneHuns MO Ha ycTponCcTBax;
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— yCTaHOBKM o0bHoBNeHMA OC yCTPOMCTB;
— yNpaBAeHNA HAaCTPOMKAMM YCTPOWMCTB, coriiacHo n. 3.3.3;
— KOHTPO/IA 33 COCTOAHNEM YCTPOMCTB M UX HACTPOMKaMM.

YCcTaHOBKa (MHCTaNAaUMA) TONbKO Pa3peLlleHHoro K Mcnoab3osaHuto MO 1 (nan)

ero KomnoHeHToB (YK®.3 8 HoTaumm 31-ro n 239-ro nprkasos PCTIK Poccuun) B 4acTu:

— LUEeHTPa/M30BaHHOrO YNpaB/ieHNA NepeyYyHeM YCTaHOBIEHHOIO Ha YyCTPOMCTBaXx
Nno;

— LLEeHTPa/IM30BaHHOrO ynpasaeHna nepevyHem 10O, 4OCTYNHOro nNoJ/b30BaTENAM
NA YCTAaHOBKM Ha yCTPOMNCTBAX («Oenblin CMNCOKY);

— KOHTpona [0, ycTaHOBAEHHOro (MHCTAaNAMPOBAHHOro) ¢ nomolubto MY Ha
YyCTPOMCTBAx, Ha NpeAMeT COOTBETCTBMUA ero nepeyHto M0, pa3peLlleHHOro K yCTaHOBKE Ha
yCTpOMCTBax B COOTBETCTBMM Cc AH3.4, a Tak»Ke Ha npeameT oTcyTcTBums M0, 3anpeLteHHoro

OnepaTopoOM K yCTaHOBKe.
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NPUNOKEHUE 3

06u.|,v1e NoNOXeHUA NpeanpuaTnA-m3rotosmnTeNA No BOSMOXHbIM

BapuaHTam nocrtasku Usgenna

OCHOBHble NONOXKEHMA N0 NoAy4YeHUto M3aenna notpebutenem:

1) W3nenve noctaBnseTca B CTPOrOM COOTBETCTBUM C JINLEH3MOHHbIM I0FrOBOPOM;

2) KomnnekTHOCTb M3aenmns cooTBETCTBYET NMOJIOKEHUAM pa3faena 7 HacTOALWEro
[OKYMEHTa M yCnoBmAM JINLLEH3MOHHOIO 40roBOpPa;

3) BapwuaHTbl HocuTenen nHdopmaunm N3genmnsa moryT 6biTb CAeayoLNMNA:

— MNOCTaBKa Ha 3/N1eKTPOHHOM HocuTene: DVD — ONTMYECKUMIA HOCUTENb
nHdopmaumm, npn atom DVD m3rotasnmnBaetca npeanpuatnem-marotosntenem MN3genma
M nepegaeTca noTpebutento B NOArOTOBAEHHOM BMAE, B COOTBETCTBMWM C
TEXHONIOTMYECKMMM NPOLLeCCaMM NpeanpuATUA-paspaboTimKka;

— MNOCTaBKa MO 3/IEKTPOHHbIM KaHa/llaM CBA3M: WMHOOPMALMOHHbBIN pecypc
npeanpuAaTMA-M3roToBmuTeNa, nHGopmMmauma No AOCTYNy, a TakKe NpasBmaa PaboTbl C HUM
n0BoAATCA A0 NoTpebuTens npu 3akato4eHnn JIMLeH3noHHoro gorosopa. MNoaiMHHOCTb U
LenocTHocTb N3aenma obecneymsaeTca npumeHeHnem Ir1.

Cnocob nepegaun M3nenma no 3NeKTPOHHbLIM KaHa/laM CBA3W npeaycmaTpuBaeT
cneaytoulee obasatenbHoe ycnosue: noarotoska DVD, BXOAALMX B KOMMAEKT NMOCTaBKM
N3nenva, Npon3BoaAMUTCA Ha CTOPOHE NoTpebuTens.

MpuMep MapKMPOBKM C yKaszaHMem 06s3aTenbHbiXx MNoAer MnoAroToBAEHHOrO
notpebutenem DVD npuseaeH B npunoxkenuun (Mpunoxkerue 4).

Mpwn nepenaye M3nenva No 3NEKTPOHHbLIM KaHanam CBA3M NOTPebuTenb A0MKEH

BbIMO/IHUTL CAeAytolMe AeNCTBUA:
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— Mocne 3arpysku 3arpy3odHoro moaynsa MN3genna n komnnekta 3/ Heobxoanumo
NPOW3BECTU NPOBEPKY MOAJMHHOCTM U LEENIOCTHOCTM NyTeM NpoBepkn 316

— nposectn pacdyer KC DVD WM3pgenma C  w“CNoONb30BaHMEM  MPOTrPamMmbl
«Mporpamma  O¢UKcaUMM M KOHTPOANA ULenocTHocTn wuHpopmaumm «PUKC-Unix 1.0»
(pa3paboTumk AO «LIBU-cepsuc», ceptudumkat cootsetctBna ®CTIK Poccum Ne 680, cpok
nencrTema npoaneH Ao 26 ¢espansa 2026 r.);

— cpaBHUTb KC C yKasaHHbIMM B COOTBETCTBYLOWEM OOHOBNEHHOM pasaene
HacToALero 4OKyMeHTa. Mpun pacxoxxaeHnm KC ¢ 3TaNOHHBIMK 3HAYEHNAMM, YKAa3aHHbIMMK
B HACTOALWEM AOKYMEHTE, HEODXOANMMO 0DOPATUTLCA B CAYKOY TEXHMYECKOM NOAAEPHKKN

npeanpuAaTnA-n3roTtoBmTena Msagenma.

1 UHcTpyKuma ¢ onucaHvem nopagka nposepku 3l, cepTudukaT nposepkn IM1, ckpunT nposepku M u 3
pasmelleHbl Ha Beb-caiTe npeanpuaTua-usrotosutens Msgenma (https://auroraos.ru/documentation).



72
AOMI.20134-01 3001

NMPUNOXEHUE 4
MNpumep mapkmposku DVD ¢ Uspgenmnem

PacnonoxeHne nonen npu mapkmposke DVD, BxoAAlLEro B KOMMIEKT MOCTaBKMU

N3nenuva, npuBeaeHo Ha pucyHKe (PucyHok 4.1), a ux onmcanme — B Tabnuue (Tabnnua 4.1).

[lpuKnagHoe nporpamMmHoe obecneyexme
«Aspopa Llentp»

AIMI.20134-01

XXXX.20XX r.

[lata usroTosnexus

XXXXXXXX

KoxTponsHaa cymma

POCC RU.OT.XXXXX.XXXXXX

MneHTuchuratap

PucyHok 4.1
Tabnnua 4.1
MNone NHpopmaLma No 3anoHEHNIO MpumeyaHua
HanmeHoBaHne |COOTBETCTBYET MO/IOXKEHUAM Mone agnaetca obA3aTeNbHbIM K
N3penna pasgena 7 HacTOALLEero AOKYMEHTa |3an0oHEeHWIO Npu Ntobom 13
M ycnosuAm JINLLEH3NOHHOTO BO3MOXHbIX BAPNAHTOB U
[0roBopa cnocobos nocTaBku N3aenna
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MNone NHbopmaums no 3anonHeHUto MNpmevaHua
Obo3HauyeHne |AAMI.20134-01 Mone ansetca o6a3aTeNbHbIM K
N3poenua 3aN0/IHEHMIO NpK Ntobom K3
(neuymanbHbIi BO3MOXHbIX BAPMAHTOB U
HOMep) cnocoboB nocTaBkM N3aenma
[aTa [MpocTaBnaeTca B cOOTBETCTBUM € |[one ABnsaeTcA 06A3aTeNbHbIM K
M3roTOBNEHUA |aKTOM NpMeMa-nepesaydn 3aN0/IHEHMIO NpK Ntobom K3

N3pnenua. BO3MOXHbIX BAPMAHTOB U
Tak»Ke moKeT bbITb NpocTaB/ieHa |[cnocoboB NOCTaBkKM M3aennsa
nata GpaKTMYeCcKoro n3roToBaeHMS
DVD
KOHTpO/ibHa“A CooTBeTCTBYET NONOKEHMAM Mone anaeTca 06a3aTeNbHbIM K
Cymma pasgena 7 (Tabnunua 4) 3anonHeHunto TOJIBKO ans DVD,
HACTOALLEro AOKYMEHTa U COAEpPrKaLLEero 3arpy304Hbli
yCNOBUAM JINLEH3MOHHOIO Mmoaynb N3nenua. 3anonHaeTca
aorosopa npwv N1t0OOM 13 BO3MOXKHbIX
BapMaHTOB M cnocoboB NOCTaBKM
N3penna
OTK CoOoTBeTCTBYET NONOKEHMAM Mone anaetca 06a3aTeNbHbIM K
pa3gena 10 HacToAwero 3anonHeHuto TOJIbKO ansa DVD,
AOKYMEHTA COAEeprKaLlero 3arpy304Hblin
Mmoaynb anenma
NpoeHTndumkatop |MpuceamsaeTca B cOoTBETCTBMU € |[Tone aBnsaeTca 06a3aTeNbHbIM K

NONOXKEHUAMM,
3aPUKCMPOBAHHbBIMW B OKYMEHTE
«[lonoxeHne o cucteme
cepTudMKaumm cpeacTB 3alMThbI
NHGOPMALINUUY, YTBEPKAEHHOM
npukaszom ®CTIK Poccum ot 03
anpenda 2018 r.Ne55

3anonHeHuto TOJIbKO gnsa DVD,
coAepallero 3arpy304Hbii
Mmoaynb N3nenna. 3anonHaeTca
npv N1t0OOM 13 BO3MOXKHbIX
BAapMaHTOB M cnocoboB NOCTaBKM
N3penna
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JINCT PETUCTPALMN N3MEHEHUN

Nam.

Homepa nncToB (cTpaHuL) Bcero Bxoaawmin

aHHYNU- | NncToB Ne Ne conposo-
HOBbIX | poBaH- | (cTpanuu) | ACKYMEHTA | nyrenbHoro
HbIX B JIOKYM. LOKYM. U AaTa

name- 3ame-
HEeHHbIX | HeHHbIX

Noan.

[ata




	1. Общие указания
	2. Общие сведения
	3. Основные характеристики
	4. Указания по эксплуатации
	5. Поддержка безопасности
	6. Порядок обновления
	7. Комплектность
	8. Периодический контроль основных характеристик при эксплуатации и хранении
	9. Свидетельство о приемке
	10. Свидетельство об упаковке и маркировке
	11. Гарантийные обязательства
	12. Сведения о рекламациях
	13. Сведения о хранении
	14. Сведения об изменениях
	15. Сведения об установке
	16. Сведения о закреплении при эксплуатации
	17. Особые отметки
	Перечень терминов и сокращений
	Приложение 1
	Приложение 2
	Приложение 3
	Приложение 4

