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— ~] OTKPLITAA

NHCTPYKLMA NO NPOBEPKe 3NEKTPOHHOM NoAnmcK A

AHHOTALMWA

HacTtoAawmim [OOKYMEHT ABAAETCA WMHCTPYKUMENM MO NPOBEPKE 3/1EKTPOHHOM
noanucu (30M) 3arpysoyHoro moayna MpuknagHoro nporpaMmHoro obecneveHnsa «Aspopa
LleHTp» (manee — MMNO).

MMNO aABnAeTcA NPWKAAAHbIM NpPOrpaMmmHbiM obecneyeHMemM CO BCTPOEHHbIMM
MexaHM3MaMy  3alWmTbl  MHOOPMALUMM  OT  HECAHKUMOHMPOBAHHOrO  A0CTyMa,
npeaHa3Ha4YeHHbIM ANA:

— yNpaBieHua ycTponctBamu 1,  GYHKLUMOHUPYIOWMMM NOA,  YNpasieHUEM
onepaumoHHoi cuctemsl (OC) Aspopa, OC Android n OC cemeicTsa Linux;

— YNPaBAEHUA }KU3HEHHBIM LUMKAOM NPUNOMKEHWNR?;

— OTNpPaBKKM push-yBeaOMAEHWN Ha YCTPOMCTBA;

— obHoBneHma OC nyTem MNOAyYEHWA M3 AOBEPEHHOr0 XPaHWAMLWA MaKkeToB C
nameHeHnamm OC (obpasa OC) M Mx yCTaHOBKW. [lpM 3TOM yKa3aHHble MPOLECChHI
BbIMOJIHAOTCA WTaTHbIMM cpeactBamm camon OC, a [MNO yyacTByeT /ulib B WX
nHuumnanmsaumm 8 OC 1 He rapaHTMpyeT MX YCMNEeLWHOro 3aBepLIEHNs;

— aBTOMATM3MpPOBAHHOM 06PabOTKKM CheayroWmMx BUAOB MHPOPMALUK:

e 00OUenoCTyNnHOM MHPOPMaLMN;

e MHPOPMALMM OrpaHUYEeHHOro JA0CTyna, He COoAep:Kallen cBeaeHUN,
COCTaBMAKOWMX [OCYAApPCTBEHHYIO TaWHy, NoANeXKallen 3awmte B COOTBETCTBMWU C
TpeboBaHMAMM AENCTBYIOLWErO 3aKoHOoAATeNbCcTBa Poccuiickon dPepepaumm B obnactm

MHGOPMaALMOHHOM HEe30MacHOCTY.

! OnpepeneHune TepmuHa «YCTpOMCTBO» NpuseseHo B Tabauue (Tabanua 2).
2 Onpepenerve TepmuHa «MpuaoxkenHme» npuseaeHo B tabanue (Tabamua 2).
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NHCTPYKLMA NO NPOBEPKe 3NEKTPOHHOM NoAnmcK A

1.MPOBEPKA 3/TEKTPOHHOW NOAMNUCK 3ArPY304HOIO MOAYNA

Mposepka 3 3arpy3oyHoro moayna ocyuwectsnaetrca B8 OC cemenctBa Linux ¢
MNOMOLLbIO CKPUNTA verify-sign. sh.

[ns npoBepkn I HeEOHXOAMMO BbINOAHUTL CAeayolMe AENCTBUA:

1) Monyuntb y PaspaboTumka MMO:

— cepTMdUMKaT KAtoYa Nposepkn I1;

— CKpuNT npoBepku I1;

— dann c 3.

MPUMEYAHME. Ceptudukat Katoda nposepkn 3 1 ckpunT npoBepkn I A0KHbI
ObITb NOMYYEHbI MO AOBEPEHHOMY KaHany CBA3N (Hanpumep, MM4HO B oduce NpeanpuaTma-
N3roToBUTENA, MO0 3arpyKeH C canta NpeanpusaTUA-U3roToOBUTENSA, C MCNONb30BaHMEM
3alLUMLLIEHHOrO KaHana CcBA3n);

2) Ha3HauMTb No/b30BaTENt0 MPABO HA BbINOJAHEHME CKPUNTA C MOMOLLbIO

KOMaHAb!:

chmod +x verify-sign.sh

3) BbINnonHUTL Nposepky 3.

[lns Toro, 4toObbl BbINOAHUTL NPOBeEPKY I HE0BXOAMMO BbINOAHUTL CAEAYIOLLYIO

KOMaHAy:
./verify-sign.sh --dir [xaranor c mucTpubyTmuBoM] --cert [cepTudmxar
KJjoda npoBepku JII] —--sign [damn c 3II]

Hanpumep, ans nposepku 31 ONTUYECKOro AMUCKA, NPUMOHTMPOBAHHOIO K

KaTanory /media/omp/CDROM/, HEODOXOAMMO BbINOJAHUTH KOMaHAY:

./verify-sign.sh --dir /media/omp/CDROM/ --cert cacert.pem --sign
distr.sign



https://confluence.omprussia.ru/download/attachments/69222178/verify-sign.sh?version=1&modificationDate=1620888026292&api=v2
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[MapameTpbl 3anycka cKpunTa npueeaeHbl B Tabaumue (Tabamua 1).

Tabnunua 1
NapameTp OnucaHue
-h, --help BbiBOA, CrpaBKM
-d, --dir KaTanor ¢ 3arpy3o4Hbim moaysiem (110
-c, --cert CepTndMKaT KNto4a NposepKn Il
-s, —-sign dain c 3N

MPUMEYAHUE. B katanore c 3arpy3ovHbim moaynem MMO A0/KHbI HAXOAUTbCA
cfiefylolme KaTtanoru: checksums, docs, mobile-apps, server. CoaepXmmoe
KaTasiora C 3arpy304HbIM MOAY/IEM MOXeT OTIMYaTbCA B 3aBMCUMOCTM OT Bepcuun [110.

B cnyyae ycnelwHom npoBepkm byaeT BbiBeAeHO cooblleHume:
Verified OK

B cnyyae He ycnewHoOW NpoBepKn byaeT BbiBeaeHO coobuleHme:
Verification Failure

B aaHHOM cnydvae, Heobxoammo ybeamTbCs, YTO B 3arpy304HbIA MOAY b He Bblan
BHECEHbl M3MEHEeHMA, Mnocae 4ero obpaTUTbCA B CAYKOY TeXHMYECKOM MNOoAAepPKKM
npeanpuatmnsa-narotosutens MMO, npunoxue cneayowme Gannbl:

— ¢dann C KOHTPOIbHbIMM CYMMaMM (nyTb K danny:
~/verify distr sign/distr.md5);

— ¢ann c 3,

— cepTudMKaT OTKPbLITOro Kato4ya nposepku 3.
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NEPEYEHb TEPMWUHOB U COKPALLIEHUN

|/|CI'IOJ'|b3yeN\ble B HAaCTOAWEM AOKYMEHTE TEPMUHbLI N COKPpalWleHNA NpnBeaeHbl B

Tabnmue (Tabnamua 2).

Tabnnua 2
Tepmuh/ Pacwundposka
CoKpalyeHune
0oC OnepaunoHHaa cuctema
rnro MpuKnagHoe nporpammHoe obecneyeHme «Aspopa LleHTp»
MNpeanpunaTtne- ObuWecTBO C OrpaHMYeHHON OTBETCTBEHHOCTbIO «OTKpPbITadA
pa3paboTymk, MmobunbHaa nnatpopma» (OO0 «OTKpbITaa MobMAbHAA
npeanpuatTmne- nnathopma)
M3roTOBUTENb
MpnnoxkeHune [TpUNOXKEHMEM ABNACTCA:
— MobunbHOE NpunoxeHne, GyHKUMOHMPYOLWEE NOA,
ynpasneHmem OC Aspopa/OC Android;
— npunoxeHune ana 3BM, dyHKUMOHMPYLOLLEN NOA YNPaBAEHNEM
OC cemenctsa Linux
YCTpOMCTBO Mopa yCTpoMCTBOM NoapasymeBaeTcs MOBUIbHOE YCTPOMCTBO U/ U
3BM, Ha KoTopoi GYHKLMOHMPYIOT COOTBETCTBYIOLLME KOMMOHEHTbI
Mno
J2BM DNEeKTPOHHO-BbIYMCUTENbHAA MALLMHA
Sl DNEeKTPOHHAaA Noanunch
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