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1. OBLLAA MHOOPMALMA

1.1. CocTtaB u Ha3HayeHue MO

MNO npeAHa3HayeHO [ANA ynpasaeHWs MoObOBUAbHbIMKM ycTporcTBamu (MY),
GYHKUMOHUPYIOLWMMM  Noa, ynpasBaeHWMem onepaumoHHon cuctemsl (OC) Aspopa w
OC Android, a Take Ana ynpaBAeHUsa KMU3HEHHbIM LIMKAOM MODOUIbHBIX NPUNOKEHUI

(MM) n obHoBneHnem OC Aspopa.

Moa obHosneHnem OC ABpopa NOHMMAETCA MOJlyYEHME W3 AOBEPEHHOro XPaHWAULLIA
nakeTos ¢ MameHeHuaMKM OC (obpasza OC) n nx yctaHoBKa. [pn 3TOM yYKa3aHHble NPOL,EeCcChl
BbIMONHAOTCA WTaTHbIMM cpeacTBamu camon OC, a TMMO yyactByeT Aulb B WX
nHnumanmndaumm 8 OC 1 He rapaHTMpyeT MX yCNewHOoro 3aBeplleHunsa

MMNO aBnseTcs NPUKNAAHbLIM MPOrPammHbIM obecneyeHMemM CO BCTPOEHHbIMM
MeXaHW3MaMM 3aWmTbl MHGOPMALMM OT HECAHKLUMOHNPOBAHHOIO A0CTynNa.
MO cocTonT 13 cneayrolmMx NOACUCTEM:

— noacuctema besonacHocTu (Mb);

nogcuctema «Mapket» (MM);
— noacuctema Mnatdpopma ynpasnenuma (MY);

— noacucTema ynpasaeHuna TeHaHTamu (MYT);

nogacucrema obHosneHma OC (MOOC).

B3anmozencrsme mexay nNoaAcMCTEMAMWM U KOMMOHEHTaMM  MOACUCTEM
OCYLLECTB/IAETCA C MCNO/Ib30BaHMeM npoTokona HTTP craHgapt RFC 2616, npu sTom
obmeH aaHHbIMM ocyllecTaseTca B popmaTe RFC 8259 (JSON).

B kauyecTBe cepBepa 6a3bl AaHHbIX (B[) ncnonb3yeTca cepsep C YCTAaHOBAEHHOM
cucTtemor ynpasneHms 6asamum gaHHbix (CYB[) Postgres Pro namn PostgreSQL, B KoTopo
XpaHATca aaHHble MO, ana yero npu passBepTbiBaHUKW co3gaeTca cneumanoHaa b, [na

XpaHeHna nHdopmaumm o ceccmsax ncnonsvsyetca CYB/ Redis.

Y Hannume NYT 8 coctase MMO 3aBUCUT OT BapuaHTa noctasku (nogpasaen 1.5).
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lNMogcuctemsl, Bxoddulme B coctas [1[10, No3BOAAKOT BbINOJHATL JIOTMPOBAHME
MHOOPMALMOHHbBIX CcoobleHnn, coobueHnn 06 owmnbkax, npeaynpexaeHuin wu

0TNaA04YHON nHGoPMaLMK B cucTeMHbIN KypHan OC (systemd-journald).
1.1.1. Moacmuctema He30nNaCHOCTH

b cocToOUT 13 cieAyroWmMX KOMMNOHEHTOB:

— KoHconb Bxoga nosib3oBaTeneu;

— KoHcosb agmunHuctpatopa lb;

— Cepsep npunoxeHun M.

KoHconb BXxoaa monb3oBaTenen no3sondet nonb3osaTtenam MO ocywecTsnaTb
BBOA, MAEHTUPUKALUMOHHOM N ayTEHTUPUKALMOHHOM MHGOPMALLUN.

KoHconb agmuHucTpatopa [1b no3sonAeTr ynpaBaATb YYeTHbIMM  3aMUCAMM
nonb3oBaTenen N paboTaTh C *KYPHANOM PerncTpaumm cobbiTui.

Cepsep npunoxeHuni MNb npeacrtasnaer coboin COBOKYMHOCTb BED-NPUNOKEHUN,
peanmsyrowmx OyHKUMM OEe30MacHOCTM, a TaKXKe MNO3BOMAKWMX XpaHUTb B B
nNpeaocTaBnAaTb Nonb3osaTenam MMO aocTyn K AaHHbIM 06 yYeTHbIX 3aMUCAX U KypHaNy
perncrTpaumm cobbITui.

MB npeaHa3sHavyeHa Ans peanmsaunm cneayrowmx GyHKkumm 6esonacHoctm MMO:

— MAEHTUDUKaAUMN 1 ayTeHTMdMKaLMM Nonb3oBaTenen n My;

— ynpaB/eHua naeHTudmMKaTopamm nonb3oBatenen n My,

— yNpaBAeHMA cpeaCcTBaMM ayTEHTUPUKALNK;

— YNpaBAeHMA yYeTHbIMM 3aNMCcAMM Nonb3osaTenen n My;

— PONIeBOrO ynpaBaeHMa A0CTyNom cybbeKkToB A0CTyNa K 06beKkTam A0CTyna;

— peructpaumm cobbiTmii 6esonacHocTy;

— NpeaocTaBAeHNA NOb30BaTENAM A0CTYNa K MHTepdency Ib.
1.1.2. Noacuctema «MapkeT»

MM coctonT 13 cneyrowmx KOMMNOHEHTOB:

— KoHcosb agmuHucTpatopa MNvi;
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— KoHconb pa3zpabotynka MMM

— MI1 «ABpopa MapkeTt»;

— Cepsep npunoxeHuit NM.

KoHconb aamuuHuctpatopa [1IM  nos3BondeT OCyWecTBAATb B3aMMOAENCTBUE
AamumHucTtpatopa ABpopa MapkeTa ¢ [TM B YacTh paboTbl ¢ MIT.

KoHconb paspabotunka MM nossonset nob6asnsTb HoBble M OOHOBAATL paHee
3arpyxeHHble MI1, a TakXKe nonyyaTb 4OCTYN K AaHHbIM MIT.

MTI1 «ABpopa MapkeT» BbinosiHAeTCcA Ha MY nof ynpasaeHnem OC v CayKUT ana
oTobparkeHna AaHHbix 0 MI, a TakXe Ans WX 3arpysku, YCTaHOBKM, ODOHOBAEHMA WU
yAaneHuA.

CepBep npunoxeHunin MM npeactasnaeT cobot COBOKYMHOCTb BEDO-MPUNOHKEHNN,
NO3BONAOLWNX XPaHWTb B B/ 1 npeaocTtasnsaTb nosb3osatenam MNMO nHbopmaumto o MI,
npu aTom camm MI1, X 3HaAYKKM MU CKPUHLWOTLI XpaHATCA B B/I.

MM npeaHa3HaveHa ana obecneyeHus:

— ynpaBneHna KM3HeHHbIM UMkaom MI (3arpy3Kka, cornacoBaHue, yaaneHue u
nyonmnkauma);

— ynpasBneHua auctpubyumenn onybamkoBaHHbIX MI1 (cKaumBaHMe, YCTaHOBKa,
0OHOBNEHME U yaaneHue);

— NpeaocTaBAeHNA NOb30BaTENAM AOCTYNa K MHTepdency MM,
1.1.3. Moacuctema MNMnatdpopma ynpaBneHms

MY cocTouT 13 cneayroLwmx KOMNOHEHTOB:

— KoHconb agmunHucTpatopa [1Y;

— M «ABpopa LUeHTp»;

— CepBep npunoxeHun My.

KoHconb aamuHucTtpatopa [1Y No3BONAET OCYWECTBAATb B3aMMOAENCTBME

AamuHuctpaTtopa MNnatdopmbl ynpasaeHus c My.
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MI1 «ABpopa LleHTp» BbinonHAaeTcA Ha MY nog ynpasneHnem OC u nossonder
OCYLLLEeCTBAATL B3ammogencteme MY ¢ MY, a Takke B 3aBMCMMOCTW OT yMNpPaBAAOLLErO
CoOblEeHNA WAM  Ha3HayeHHOro odnalH-cueHapua, nonaydyeHHoro ot Cepsepa
npunoxKeHn MY, nmeeT BO3MOXKHOCTb YNPaBAATb Pa3/iMyHbIMK QYHKUMAMK MY,

Cepsep npunoxeHuit MY npeactasnaetr cobolt COBOKYNHOCTb BED-MPUNOKEHNN,
NO3BOMIAKOLNX XPaHUTb B B/l n npeaocTaBnAaTe Nnonb3oBaTensam MNMO gaHHble 0 HACTPOMKAX
n KoHourypaumm OC, a Takke GopmMMpoBaTb YyNpaBAslOlME COOOWEHUA U ODNaNH-
cueHapun ans MM «Aspopa LieHTp».

MY npeaHasHaveHa ana obecneyeHns:

— ynpasaeHua otaenbHbiMn MY (onepatuBHoe ynpasaeHue) u rpynnamm MY;

— yNpaBAeHUA NOAUTUKAMK, ObNaNH-CLEHAPUAMMY;

— ynpasneHud 3anncamm o MY n nonbzosatenax MY;

— ynpasneHuna MI1 Ha MY;

— KOHTPO/1A cocToAaHMA MY;

— KOHTPO/IA NPUMEHEHMNA NOAUTUK Ha MY;

— MOHMUTOPWHT COBbITUIN N NpeaoCTaBAEHME OTYETHOCTY;

— NpeaocTaBNeHWe NONb30BaTENAM AOCTyNa K MHTepdericy Y.
1.1.4. Noacuctema ynpaBneHua TeEHaHTaMM

[MYT cocTonT N3 cneayroumx KOMMNOHEHTOB:

— KoHconb agmuHmucTpatopa MNYT;

— Cepsep npunoxerHui MYT.

KoHconb agmuHucTpatopa [YT no3BosiAeT OCyWeCcTBAATb B3anMMOAeNCTBUE
AoMUHUCTPaTOpa TeHaHToB C 1YT.

Cepsep npunoxeHni NYT npeactaBnsetT cobon COBOKYNMHOCTb BED-NPUNOKEHUN,
NO3BONAKOLMX XPaHUTb B Bl n npenoctaBnAate nonb3osatenam 110 gaHHble O TeHAHTax,

d TaKXe OCYLWEeCTBAATb yNpaBAeEHNE TEHAHTAMM.

10
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MYT npeaHa3sHaveHa Ans obecneyeHma:

— YNPaBNEHMA XKM3HEHHbIM LIMKIOM TEHAHTOB (CO34aHMe, peaakTUpOBaHME WU
yaaneHune TeHaHTOB);

— ynpaBAeHMe OpraHmn3aumamm;

— ynpaB/ieHMe KOHTAKTHbIMWU AMLAMW OPraHn3aumm;
1.1.5. Moacucrtema obHosneHmna OC

MOOC cocTonT U3 Cneayowero KOMMNoOHeHTa:

— Cepsep npunoxeHuin NOOC.

Cepsep NPUNOKEHNM MoOC npeacrasnaer  cobon COBOKYMHOCTb
BeO-NPUNOKEHNI, NO3BONAKOLMX XPaHUTL B B/l 1 npeaocTaBnATb MHGOPMaLMIO 1N agpeca
XpaHeHMA nakeToB 3arpy3o4yHoro moaynsa OC.

Ons xpaHeHua n anctpmbyumm naketoB OC npumeHsaeTca $pannoBbiM cepsep,
Pa3BepPHYTbIM C MCNOAb30BaHMEM Nginx.

MOOC npeaHa3sHavyeHa Ans obecneyeHua:

— npepocTaBneHna nHpopmaumm o naketax OC;

— ynpasneHus anctpmbyumnein naketos OC.

1.2. CybbekTbl 40CTYNa M NpaBa Ha A0CTyn K nHTepdencam Mo

1.2.1. CybbekTbl goctyna (poau) MNMo

Cybbektamum poctyna sasaatotca nonv3osatenn MMO n Ml «ABpopa LleHTp»
(npouecc MMM «ABpopa LeHTp»), Npm 3ToM cybbeKkTam A0CTyna MOXKeT ObiTb Ha3HavyeHa
OZlHAa WM HECKONbKO POen, MO3BONAIOLWMX BbINOHATL CAeayowme 4eUCTBUA:

— AOMWHUCTPATOP Y4YeTHbIX 3anuMcer — yNpaBaAATb YYETHbIMW  3aNUCAMM
noab3oBaTenewn;

— OnepaTop ayamTa — paboTaThb C }KYPHANOM PErncTpaLmm cobbiTmi;

— AamunHucTpatop ABpopa Mapketa — ynpasaaTte MM ¢ nomoulbto nHTepderica

rno;
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— Pa3paboTtumk — no6aBnATb HOBble, OOHOBAATbL pPaHee 3arpykeHHble MIT u

noay4aTb MHGOPMALIMIO O HUX;

— Pepaktop npunoxKeHut — 0BHOBAATb M NoaydaTb MHOOPMALMIO O paHee

3arpy*keHHbix MI1;

— Monb3oBaTenb ABpopa MapKeTa — 3arpy*aTtb MI 1 nonyyatb nHGopmaLmo o

HUX;

MNnno;

AamuHuctpatop Mnathopmbl ynpaBneHmnsa — ynpasnatb Y yepes nHTepdelnc

— AAMUHUCTPATOP TEHAHTOB — ynNpaBaaATh MYT yepes nHtepdeic MMoO;

— MI1 «ABpopa LeHTp» — HasHayvaeTcAa ydeTHbIM 3anucam MI1 «Aspopa LeHTp»

(npougecc 6e3 yyacTus nosb3osaTenen, ynpasastowmx MY).

B MMO ob6a3aTenbHO HanMuyMe y4eTHOM 3amnmcKn NoJsib30BaTENA C POSbI0 AAMUHUCTPATOP
YYETHbIX 3anncemn

1.2.2. MpaBa Ha AocTyn K nHTepderncam Mo

MpaBa Ha AOCTYN K COOTBETCTBYIOLIMM pasaenam uHtepoeitca MNMNO npuseaeHbl B

Tabnunue (Tabnnua 1).

Tabnunua 1
NuTepdenc MMNO Mpasa Ha goctyn
Pasgen [Mogpasnen MNoacuctema KoHconb/CybbekT goctyna
MynbTUTEHaHT | TeHaHTLI MyT KoHconb agmuHucTpaTtopa MNyT
AOMMHUCTPATOP TEHAHTOB
OpraHmsaumm MyT KoHconb agmunHucTpaTtopa MyT
AOMUHUCTPATOP TEHAHTOB
MOHUTOPUHT | HAMKATOPbI rny KoHconb agammHucTpaTtopa My
AamuHucTpatop MNaatdopmbl ynpaBneHma
Ayaunt b KoHconb agmumnHucTpaTopa b
OnepaTop ayamTa
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Nutepdeic MMO Mpasa Ha gocTyn
Pasgen Nogpaspen Noacucrema KoHconb/CybbeKT aocTyna
YnpasnieHne |YCTpoOMCTBa rny KoHconb agMmuHucTpaTopa Iy
AamuHucTpatop Mnatdopmbl ynpaBneHms
[Nonb3oBaTem rny KoHconb agMmuHucTpaTopa Iy
AamuHucTpatop Mnatdopmbl ynpaBneHms
[oNNTUKK rny KoHconb aamuHucTpaTtopa My
AamuHucTpatop MNMnatdopmbl ynpaBneHms
CueHapum rny KoHconb agmuHucTpaTopa Iy
AamumHucTpatop Mnatdopmbl ynpaBneHms
[MpnnoxeHna WY KoHconb agMmuHucTpaTtopa [N
AamuHuctpaTtop Aspopa MapkeTa
BUTPUHb M KoHconb agMmunHucTpaTtopa [N
AamuHuctpaTtop Aspopa MapkeTa
CBASKU KUl M KoHconb agMmunHucTpaTtopa [N
AamuHuctpaTtop Aspopa MapkeTa
AOMUHUCTPUP |YYeTHble 3anncu b KoHconb agmmnHucTpaTopa b
OBaHMe AAMUHNCTPATOP YYETHbIX 3anmcem
HacTpoikn rny KoHconb agmuHmncTpaTtopa (1Y
AamunHuctpatop MNnaatdopmbl ynpaBaeHuma
Opr. CTPyKTYypa rny KoHconb agmunHmucTpaTtopa (1Y
AamunHuctpatop MNnatdopmbl ynpaBaeHuma
Bepcum OC Y KoHconb agmmHucTpaTopa N
AgmunHuctpatop Aspopa MapkeTta
KoHconb pa3paboTtumka MM MM KoHconb pa3paboTtumka MM
Pa3paboTumk, Pegaktop NnpuaoxKeHui
MI1 «ABpopa MapkeT» MM [Monb3oBaTesib ABpopa MapkeTa
MI1 «ABpopa LeHTp» rny Mpouecc MI1 «Aspopa LleHTp»
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1.3. OnucaHune npuHUMNoB 6e3onacHoi paboTbl cpeacTBa

1.3.1. Obuwan nHpopmaums

MMNO peanunsyeT cneaytouime GyHKUMNM BE30MNACHOCTHU:

— NAEHTUPUKAUMA M ayTEHTUPMKALMA CyOBEKTOB A0CTYyNa M 0OBEKTOB A0CTYN3;

— ynpaBAeHue AocTynom cybbeKToB A0CTyNa K 06beKTam A0CTYyNa;

— pernctpauma cobbiTnit 6esonacHoCTy.

Mpwn ncnonbzosaHun MMNO HEOOXOANMMO BbINOAHEHWUE CNEAYIOLIMX MEP NO 3aWmTe
MHGOPMALMMN OT HECAHKLIMOHMPOBAHHOIO A0CTyNa:

— cobntoaeHne NapoabHOM NONNTUKMK;

— cobntoaeHmne TpeboBaHMA, COrNaCHO KOTOPOMY Mapo/ib HE AO/IKEH BKAKOYATH B
ceba Nerko BblYMCIAEMblE COYETAHNA CUMBOJIOB;

— OTCYTCTBMeE Yy MNOJIb30BaTeIA NpaBa nepeavun IMYHOrO Napona TPeTbUM INLAM;

— 00A3aHHOCTb NONb30BATENS MPWU BBOAE NAPONA UCKAOYNTL BO3MOMKHOCTb €ro
nepexsaTta TPETbUMU NLAMM U TEXHUYECKUMN CPeCTBaMM.

Mpw akcnnyataumm MMO 3anpeuwlaeTca:

— 0CTaBnATb 6e3 KOHTPO/1A He3ab/IOKMPOBaAHHbIE NMPOrpaMMHbIe cpeacTBa u/mnm
MNnno;

— pasrnawaTtb Mapoau, BbIBOAMTb MNAPOAM Ha AUCNAEN, NPUHTEP MAM WHble

cpeacTsa oTobparkeHma MHGopMaLLMK.
1.3.2. KomnpomeTauma naposen

Moa KomnpomeTalmen naponen HeobxoAMMo NOHMMaATL CaeaytolLee:

— GUM3MYeCKyto yTepto HOCUTENS C NAapOabHON MHPOPMaLMeN;

— nepenavy MaeHTUOUKALUMOHHOM MHOOPMALIMM MO OTKPLITLIM KaHa/laM CBA3M;
— nepexsaT Napos Npu pacnpeaeneHnn naeHTUPnKaTopos;

— CO3HaTeNbHy nepeaady MHGoOPMaLMM TPeTbeEMY NINLLY.

Mpn KomnpomeTaumu Mapond nonb3osaTenb 00s3aH He3aMea/MTeNbHO OMNOBECTUTb
AAMUHUCTPATOPA YYETHbIX 3anncemn
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1.3.3. OnucaHme napameTpoB (HacTpoeK) 6e30nacHOCTM CpeacTsa, AOCTYMHbIX

I-(aH(,E,OVI pPoN I'IO/'Ib3OBaTeerVI, N nx 6e3onacHble 3Ha4YeHUs

HacTtpolkn napametpoB He3onacHoctn [MMNO AOCTYMNHbI TO/ILKO NOAb30BATENAM C
PONbIO AAMWHUCTPATOP YYETHbIX 3aMUCEN M 3aKAHOYAKOTCA B BO3MOMKHOCTM yMNpaBAeHMUA
ponamm nonbzosatenen MMMO.

MNonb3osatenam MO AONXKHbI Ha3HAYaATLCA MUHMMAJIbHbIE MPaBa U NPUBUNETUN,

HeobxoaAMMble A4 BbINOAHEHMA UMUK CBOUX AONKHOCTHbIX 06A3aHHOCTEN (DYHKLMNA).

1.4. YchoBuA BbINOAHEHUA

Ona paboTbl nonb3osaTenem ¢ HTepdencom MMNO HeobXxoAMMO BbINONHEHME CNEAYHOLLMX
YCNOBUNA:

— Beb-Opay3ep AonkeH noaaepkmnsatb TexHonornm: TLS, CSS3, HTML5, ECMAScript 5 u
Cookie. PekomeHayeTcsa ncnonb3oBaTb BeH-b6paysep Chrome Bepcun 75 nnu Boille;

— pas3peleHne aKkpaHa MOHNTOpPA A0/KHO ObiTb He meHee 1280x960 px

Ona  dyHKUMOHMPOBaHMA [MMNO HeobXoAMMbl OMUCAHHbIE B  HACTOALLEM
noapaszaene NporpaMmMHO-TEXHUYECKME CPpeCcTBa.
B tabnuue (Tabnumua 2) npuBeaeHbl annapaTHble XapaKTEPUCTUKM CEpPBEPOB

npunoxeHun MMo.

Tabnunua 2
Konnyectso MY
MNapameTp
10 000 50 000 100 000 275000 550 000

Mpoueccop 4 anpa 6 aapa 6 aapa 14 anep 14 anep
Obbem onepaTMBHOM 3Tb 4Thb 66 8Tb 8Tb
NamATm
Obbem YeCTKOoro HDD HDD HDD HDD HDD
AMCKa 60 I'b 80 Tb 110TH 130Th 160 b
Konnyectso 3 3 3 3 6
cepBepos

B Tabnunue (Tabnunua 3) npuBeneHbl NPOrpaMmMHbIE XapaKTEePUCTUKM CepBepoB

npunoxeHun MMo.
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Tabnuua 3

MNapameTp

3HayeHune

OI'IepaLI,l/IOHHaFI cncTtema

OpgHa n3 cnepytouwmx OC:
— CentOS Bepcuu 7 Uau BblLweE;
— AnbT 8 CI

BanaHCHMPOBLUMK MUKPOCEPBMCOB

Nginx Web Server sepcum 1.20.1 nav Bblilwe

Cuctema obHapyKeHua cepBmncoB

Consul Bepcun 1.12 nnu Bbllle

CpencTso ynpasaeHus

KOHQUIYypaLMAMM MUKPOCEPBMCOB

Consul Template Bepcun 0.25.1 nam Bblilwe

CepBUC rapaHTUPOBAHHOW

[0CTaBKM COODLLEHWUI

Nats Streaming Server sepcun 0.24.6 nnu Bolwe

[MprKknagHoe nporpaMmmHoe

obecneyeHue

MO «Aspopa LeHTp»

B tabauue (Tabauua 4) npuseaeHbl annapaTHble XapaKTepucTKkM cepsepos b2

Tabnuua 4
Konnyectso MY
10 000 50000 (100000 275000 550000
MapameTp
ne, NM, | N, MM, N, NM,
N6 MM, ny N6 MnMm, ny
ny rny rny

Mpoueccop 6 aapa 8anpa | 8aapa| 8aapa |10aapal 8 agpa |16 anep
Ob6bem 3Tb 6b 8Tb 12Th 12Th 24 Th 24Th
onepaTMBHOWN
NamMATH
Obbem  KecTKoro SSD SSD SSD SSD SSD SSD SSD
AVCKa 1Tb 5Tb 10T | 12.7Tb [20.5Tb| 25,576 |41.1Tb
Konunyectso 1 1 1 1 1 1 1
cepBeposB

[Ona obecneyeHms 0TKAa30yCTONYMBOCTU HEOHXOAMMO A0DABUTL MUHUMYM OAMH CepBeEp C
penaukon b/l (pe3epBHbI cepep b)

2B Tabnunue He y4nTbIBAOTCA pe3epBHble cepBepbl b/, HeobxoaMMble ANA CO34aHMA OTKA30YCTOMUYMBOM

KOHPUIrypaumnm
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B Tabnnue (Tabnmua 5) npuBeaeHbl NPOrpaMmMHblIe XapaKTePUCTUKM cepBepoB B/,

Tabnuua 5

MNapameTp

3HayeHune

OI'IepaLI,MOHHaFI CNCTEMA

OaHa n3 cneaytowmx OC:
— CentOS Bepcun 7 nnu Bbllle;
— Anbt 8 CI1

CYB/,

OaHa n3 cneayrouwmx CYb/:

— Postgres Pro 11;

— PostgreSQL 11.14 nau sbiwe (ans OC CentOS);
— PostgreSQL 12.9 nau sbiwe (ans OC CentOS);
— PostgreSQL 13.5 nau sbiwe (ans OC CentOS);
— PostgreSQL 14.1 nau sbiwe (ans OC CentOS);

CYB/ ans xpaHeHWA ceccui

Redis 6.2.6 nnu Bblwe

Pacwupenune CYB/ PostgreSQL
ANA NapTULUMOHMPOBAHMA
Tabnmy, b/l

pg partman 4 UK Bbllle

Pacwupenune CYB/ PostgreSQL
noaaep*unsatoLlee ObICTPbIN

MONCK CXOXUMX CTPOK

Pg_trgm

B tabnnue (Tabnumua 6) npuBeaeHbl NPOrpammMHble XapakTepUCTukm MY.

Tabnnua 6

[TapameTp

3Ha4yeHune

OnepaunoOHHaA cMcTeMa

OC Aspopa, OC Android

[NMpuKNagHOe nporpammHoe | —
obecneyeHue —

M1 «Aspopa LleHTp»;

M1 «Aspopa MapkeT»

BapuaHTbl KOHbUrypauum cpedbl GYHKLUMOHMPOBAHMA, B KOTOPbIX MPOBOAMIOCH

TecTnpoBaHue MMNO, npuseaeHsl B Tabauvue (Tabanua 7).

Tabnunua 7

OoC

CYBA C3U HCA,

Cepsep NpUNOKEHUN

CentOS-7.9

C3M HCA «Dallas Lock Linux»
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oC Cyb[

C3U HCA,

CentOS-7.7

CneumanbHoe nporpamMmmHoe

obecneyeHue (CMNO) C3M HCA,

«AKKOPA-X K»

Cent0S-7.7, kernel: 3.10.0-
1062.9.1.el7.x86_64

C3U «Secret Net LSP» Bepcua
1.10.1

AnbTt 8 Cl1

Cepsep bl/cepsep B, 1 cepsep NPUNOKEHWM

CentOS-7.7 (nonyctnumo 7.4, |PostgreSQL 11.14
7.5,7.6)

CMO C3N HCA «AKkopAa-X K»

Cent0S-7.9 (MMHOpPHYIO PostgreSQL 11.14
BEPCUIO MOYKHO MEHATb)

C3M HC/A «Dallas Lock Linux»

Cent0S-7.7, kernel: 3.10.0- |PostgreSQL 11.14
1062.9.1.el7.x86_64

C3U «Secret Net LSP» Bepcua
1.10.1

CentOS-7.7 (nonyctumo 7.4, |PostgreSQL 12.9
7.5,7.6)

CMO C3N HCA «AKkopAa-X K»

Cent0S-7.9 (MMHOpPHYIO PostgreSQL 12.9
BEPCMIO MOXKHO MEHATb)

C3M HC/A «Dallas Lock Linux»

Cent0S-7.7, kernel: 3.10.0- |PostgreSQL 12.9
1062.9.1.el7.x86_64

C3U «Secret Net LSP» Bepcua
1.10.1

CentOS-7.7 (nonyctumo 7.4, |PostgreSQL 13.5
7.5,7.6)

CNO C3N HCA «AkkopAa-X K»

Cent0S-7.9 (MMHOpPHYIO PostgreSQL 13.5
BEPCMIO MOXKHO MEHATb)

C3M HC/A «Dallas Lock Linux»

Cent0S-7.7, kernel: 3.10.0- |PostgreSQL 13.5
1062.9.1.el7.x86_64

C3U «Secret Net LSP» Bepcua
1.10.1

CentOS-7.7 (nonyctumo 7.4, |PostgreSQL 14.1
7.5,7.6)

CNO C3N HCA «AKkopAa-X K»

CentOS-7.9 (MMHOpPHYIO PostgreSQL 14.1
BEPCUIO MOXKHO MEHATb)

C3M HC/A «Dallas Lock Linux»

Cent0S-7.7, kernel: 3.10.0- |PostgreSQL 14.1
1062.9.1.el7.x86_64

C3W «Secret Net LSP» Bepcua
1.10.1

AnbT 8 CI1 Postgres Pro Certified
(Bepcua agpa postgres:
11.15.1)
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1.5. BapuaHTbl NOCTaBKM

MMNO MOXKEeT MMeTb HECKONbKO Pas3fINyHbiX KOHOMrypauui, nNpu 3TOM BapUaHT

NOCTaBKM OnpeaenaeTca B COOTBETCTByOWEM JIMLEeH3MOHHOM A40roBope:

— BapwuaHnT Ne 1: lMpuknagHoe nporpamMmHoe obecnevyeHune «Aspopa LeHTpy,

coctoawmn mns: MNb, MM, Ny, NOOC;

— BapunaHTt N2 2: lNpuknagHoe nporpammHoe obecneveHne «ABpopa LeHTp»

(MynbTUTEHAHT), cocToawmi ns: b, MM, MY, NYT, MNOOC.

CoctaB M3menua B 3aBMCMMOCTU OT BapMaHTOB MOCTaBKKN MnpmBeaeH B Ta6fll/ILI,e

(Tabnunua 8).
Tabnuua 8
MpuknagHoe MNpuknagHoe
nporpammHoe nporpammHoe
CoctaB n HaumeHoBaHue obecneuyeHmne «ABpopa | obecneyeHne «ABpopa
LeHTp» LleHTp» (MynbTUTEHAHT)
BapuaHT Ne 1 BapuaHT Ne 2
«PyKOBOACTBO No/sb30BaTenA. YacTb 1. + +
Moacuctema 6e30nacHOCTMY
«PyKOBOACTBO NoO/ib30BaTeNA. HYacTb 2. + +
MNoacuctema « MapKkeT»»
«PyKOBOACTBO NoO/ib30BaTeNA. YacTb 3. + +
MNoacuctema Mnatdopma ynpaBneHua»
«PyKoBOACTBO NMo/sb3oBaTenA. Hactb 4. | He BXOAUT B KOMMNJIEKT +
loacuctema ynpas/ieHMA TEHAHTAMM» MOCTaBKM
«PyKOBOACTBO No/sib30BaTeNnA. YacTb 5. + +

MobunbHoe npunoxKeHune «Aspopa
MapKeT» A18 onepaumMoHHOM CUCTEMDI

ABpopa»
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MpuknagHoe MpuknagHoe
nporpaMmmHoe nporpammHoe
CocTaBs 1 HaumeHoBaHue obecneyeHune «Aspopa | obecneveHne «Aspopa
LleHTp» UeHTp» (MynbTUTEHAHT)
BapuaHT N2 1 BapuaHT No 2
«PyKOBOACTBO NoJsib30BaTeNA. HacTb 6. + +
MobunbHoe npunoxkeHune «ABpopa
LleHTp» Aas onepauyoHHON CUCTEMDI
Aspopa»
«PyKoBOACTBO No/b30BaTeNA. HacTb 7. + +
MobunbHoe npmuaoxeHne «ABpopa
MapkeT» ana onepaumoHHOM CUCTEMbI
Android»
«PyKOBOACTBO No/b30BaTend. Yactb 8. + +
MobunbHoe npmuaoxeHne «ABpopa
LleHTp» Ans onepaumMoHHOM CUCTEMDI
Android»
«PyKOBOACTBO aAMUHUCTPATOPA» + +

1.6. YKaszaHuA nNo aKkcnayataumm

Mpwn akcnayaTtaummn MMNO Heobxoanmmo cobnaaTth cneayrowme pekomeHaaumm:

— MpaBoOM A0CTyNa K cepBepam C ycTaHoBAeHHbIM MMNO aoakHbl 061aaaTh AnUa,

obecneymnsatoline GyHKUMOHNPOBaHMe NC, npoweane COOTBETCTBYIOLLYO NOArOTOBKY,

o3HakommsLlumeca ¢ 31 Ha MMO n He paccmaTpuBatoLlMecs B KavyecTBe Hapywutenen Ub;

— [OJ/IKHbI  BbITb

npeaycmMoTpeHbl

Mepbl,

NCKAKOYaruwmne

BO3MOXHOCTb

HECaHKUMNOHMPOBAHHOIO W3MEHEHWA annapaTHoﬁ 4aCTn TeXHMn4eCKnx cCpeacrts, Ha

KOTopbIX ycTaHoBieHo [M10;

— [0ONXHa obecneumBaTbCA nepuoamnyeckan (He pexke oAHOro pasa B Mecsl)

NpoBepKa LUe/0CTHOCTMU NPOrpammMHbIX KomnoHeHTos [110;
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— Ha MY un cepBepax ¢ yctaHoBAeHHbIM MO goMKHbI BbITb peann3oBaHbl MepbI,
MCKAtOYatoWMe BO3MOXKHOCTb MCMOb30BaHNA CPeacTB Pa3paboTkM M OTNaAUYMKOB AN1A
peaaKkTMpPOBaHMA Koda M oNepaTMBHOM NamATK, ncnonbsyemon MMo;

— OO/MKHbI  OblITb  obecneyeHbl  Mepbl,  MCKAKOYatOWME  BO3MOMXKHOCTb
HECAHKLMOHNPOBAHHON MOoANPUKALIMM NPOrPAMMHbIX N MHOOPMALIMOHHbBIX KOMMNOHEHTOB
Mnro;

— ¢u3MYecKMn  OocTyn K cepBepam C YycTaHoBneHHon CYB[  AokeH
npeaoCcTaBAATLCA muam, BK/IHOYEHHbIM 3KCNAyaTUPYIOLLLEN opraHmsaumen
(onepatopom/noTpebutenem) UC B nepeyeHb AuML, KOTOPble HE pPaccMaTpuBalOTCS B
KayecTse Hapywutena Nb;

— KaHa/Nbl CBA3M, PACNONOXKEHHbIE B Npedesiax KOHTPOAMPYEMOM 30Hbl, A0/IKHbI
ObITb 3aWMLLEHBI OPraHN3aLUMOHHO-TEXHNUYECKMMU MEPAMMU;

— KaHanbl CBA3W, PACNO/OXEHHble 33 Npeaenamm KOHTPOAMPYEMOM 30HbI,
NOMNKHbl ObIThb 3alUMLLEHBI C MCNOJIb30OBAHMEM CPEACTB KpMNTOrpaduUecKkom 3alumThbl
nHGopMaLnm;

— [0/IKHbl ObITb NPEeANPUHATLI MEPbI MO MEXKCETEBOMY 3KPAHNUPOBAHMIO;

Mpu akcnayaTauum MMO pekomeHAyeTcAa NPUMEHATL Caeaytolme AONO/IHUTEIbHbIE
OpraHM3aLMOHHbIE U TEXHUYECKNE MepPbI:

— B npouecce 3kcnayaTauum MO goaKHO ObiTb obecneyeHo perynspHoe
OTCNEXMBAHME HANMYMA M OCYLLECTBAEHME YCTaHOBKM obHOBNeHUM 6e3sonacHoctu M0,
BXoAALLero B cpeay yHKumMoHnposaHma MMO B COOTBETCTBMM C pa3aenom 9 HacToAllero
[OKYMEHTA;

— eXXeMeCAYHO [O0/KEeH NpPOoM3BOAMTLCA MOMCK aKTyalbHblX YA3BMMOCTEN M
ceeaeHnin o6  yassumoctax MO wn  cpeabl  PYHKUMOHMPOBAHMA,  aHANU3
MAEHTUPULMPOBAHHBIX YA3BMMOCTEN Ha NPeaAMET BO3MOXHOCTU MX MCMONb30BaHMA ANA

HapyLlweHnA 6830ﬂaCHOCTVI;
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— Bcpeae ¢yHKkumoHnposaHuma MMO (obwecnuctemHoe MO, ykazaHHoe B pa3gene 9
HACTOALLEr0 AOKYMEHTA) AO0/KHbl ObITb YCTAHOBAEHbI BCE MMetollmecs 0bHOBAEHMUA
6e30nacHOCTM 1 «NaTYM» ANA NMKBUAALUMKN M3BECTHBIX YA3BUMOCTEN;

— B C/lydae obHapykeHua yassumocTen B MO MMNO A0MKHO NPOM3BOAUTHLCA UX
yCTpaHeHMe B COOTBETCTBMW C MeTodamMu UM npoueaypamu, YCTaHOBAEHHbIMM
npeanpuaTMemM-paspaboTumKkom;

— onepaTtop C NepuoaMyHOCTbIO OAMH pPa3 B HeAeNto [O/KEH Noay4vaTb
nHPopmaunto o Bbixoae obHoBneHun MO yepe3 cnyxkby TEXHMYECKOW MNOAAEPHKKM

npeanpuaTUA-U3roToBUTENS.
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2. YCTAHOBKA TINO

BHUMAHUE! Apmunuctpatopy/pa3paboTumky npu KOMMPOBAHUM KOMaHA, M3
HacToALLero AoKymeHTa B dopmaTte .pdf HeobxoaMmMo NpPoABAATbL BHUMATENBHOCTb W
AONOMIHUTENIbHO MNPOBEPATb pPe3y/ibTaTbl BbIMNO/JIHEHMA COOTBETCTBYIOWMX KOMaH/A, Ha

9KpaHe.

2.1. O6bwan nupopmaumn

YcTtaHoBKa NMO 1 KoMnoHeHTOB cpeabl PyHKLMOHMpPoBaHMA MNMMO ocyuwecTsaseTca
C MNOMOLLbIO ClLeHapueB ycTaHoBKM [0, BbiMOAHAEMbIX Ha ynpasaawowen IBM u
HaMWCaHHbIX C WCMNOJIb30BaHWEM [EeK/NapaTUBHOIO A3blka PasMeTKM ANA ONUCaHUA
KoHdurypaumi Ansible. CueHapum yctaHoBKu MMO No3BONSAIOT BbINONHUTL YCTAHOBKY Kak
NIOKaNbHO (BCe KOMMOHEHTbl Ha oAHOoM IBM), Tak n ¢ yaaneHHon IBM (ynpasnatouwen

3BM) (PucyHok 1).

Ynpasnstowasa N3BM

|
{ I 1 1

Cepeep CYB/l CepBep NpUIoXeHui CepBep NpUIoXeHuit CepBep NpUoxeHuit
o
e ( NG ] [ NG ] ( 3 ]
MG
N~ 0
ey ( M ] ( nm ] ( M )
N~
= ( ny ] ( ny ] ( ny ]
v
T ( nyT ) ( nyT ] ( nyT ]
N~
__moos | nooc J | nooc J ( nooc J
PucyHokK 1

Ynpasnatouwas 3BM Heobxoayma TonbKo Ana yctaHosku MM0

YctaHoska [0 ocyuwectsnaeTca B ABa 3Tana:

1) YcTaHOBKa KOMMNOHEHTOB cpeabl PYHKLUMOHUPOBAHUS;
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2) YctaHoska MO.

MpenycMoTpeHbl cneaytoline TUnbl KOHOUIYPaLUMOHHbIX GanaoB:

1) KoHdurypaumoHHble Gaiinbl CLieHapMeB YCTaHOBKM cpeabl GYHKLMOHUPOBAHMA
MMNO. OnucaHme NapameTpoB KOHOUIYPaLUMOHHbIX GanaoB CLEHapMeB YCTaHOBKM Cpeabl
dyHKUMoHMpoBaHma MIMO npmnBeaeHO B pasaene 7 HAaCTOALLErO AOKYMEHT];

2) KoHdurypaumoHHble annsl moaynen MMo:

— [1b;

— [1M;

— [1Y;

— MYT;

— MOOC.

OnuncaHne napameTpoB KOHPUIypaLMoHHbIX darnnos moaynen MMNO npnueeaeHo B

pasaene 8 HACToALLEro AOKYMEHTA.
2.2. NopAafoK yctaHOBKM U HacTponku OC Ha cepBepax NpUNoXKeHUn 1 cepsepax bl

[Ona ycTaHoBKM M HacTponkm OC Ha cepBepax NPUAOXKEHMA W cepBepax b/l
HeobX0AMMO BbIMOAHUTL AEMCTBUA, ONMUCAHHbIE HUXKE.

2.2.1. YctaHosutb OC CentOS Bepcun 7 nnm OC AnbT 8 CI Ha cepBepbl MPUIOKEHUI
n cepsepbl b.

BHUMAHMWE! Mepepn yctaHoBKOM yKa3aHHOM Bbille OC Heo6Xxo4MMO 03HaKOMKNTHLCA
c TpeboBaHMAMM, NpUBEAEHHbIMKM B AOKYMeHTauun Ha C3U HCA.

OC ponHa bbITb yCTaHOBAEHA B MMHUMaNbHOM KOHOUIypaumm 6e3 rpaduyeckoro
nHTepdenica. [ns yctaHoskn OC CentOS Bepcum 7 HEOBXOAMMO MCMNONb30BaTh iSO-06pas,
B Ha3BaHMW KoToporo cogepxutca «Minimal». Hanpumep, CentOS-7-x86_64-Minimal-
1810.iso.

Heobxogumo, u4tobbl HacTpolkm cetn OC COOTBETCTBOBAAM  CAEAYHOLLINM

TpeboBaHUAM:
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1) AnAa  OCHOBHOrO  ceTeBoro  uHTepdeica  [AO/MKEH  NPUCYTCTBOBATb
KOHOUIYpaUMOHHbIN i fcfg dann:

— OCCentOS: /etc/sysconfig/network-scripts/ifcfg-<mumsa mHTepdeiica>

2) ceTeBoW UHTepdeiic LOMKEH aBTOMATMUYECKM 3anycKaTbca npu 3arpyske OC.

[na 3TOro napameTp ONBOOT B /etc/sysconfig/network-scripts/ifcfg-

<mmsa mHTepderica> (Ana OC CentOS) AONKEH UMETb 3HAYEHUE K yes»:

ONBOOT=yes

3) npuopuTeTbl B KOHPUrypaUMOHHOM daine /etc/nsswitch.conf danne

[OIKHbI BbIFNAAETb Caeayowmm obpa3om (Npm MCNONb30BaHUN dnsmasq):

hosts: files dns

roe "... - OCTa/ibHble onunn, eCaim OHM NCNOJIb3YHOTCA.

2.2.2. NepenTn B y4eTHYO 3aMmCb Cynepnoab3oBaTena C MOMOLLbIO KOMaHAbI:

su -

2.2.3. HazHaunTb nonb3osatendam OC npaBa Ha BbIMNOJIHEHME KOMaHZ OT MMEHM
cynepnosib3oBaTenA.

[na storo HeobxoaMmo A00aBMTb MOAb30BaTeNA B rpynny wheel, BbINOAHMB
KOMaHAy:

usermod -aG wheel "wmMa nojep30BaTesNa"

2.2.4. Pa3pewnTb N0ONb30BATENSAM, BXOAALIMM B TPynny wheel, BbINOAHATb
KomaHabl 6e3 BBoga napona. [ns 3Toro Heobxoammo B ¢alne /etc/sudoers

PAaCKOMMEHTMPOBATb CTPOKY:

# Swheel ALL=(ALL) NOPASSWD: ALL

OTKpbITb daln /etc/sudoers HEOOXOAMMO OT MMEHM Cynepnonb30oBaTens c

MOMOLLLbKO KOMAHAbI:

visudo
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BHUMAHWE! [lpaBa Ha BbINONHEHWE KOMaHA OT MMEHW Cynepnosb3oBaTens
NOMKHbI ObITb Ha3Ha4yeHbl BCeEM MoNb3oBaTenam (Ha ynpasastouwen IBM, cepsepax
NPUNOXKEHUI U cepBepax bfl), KOTOPbIMM OCYLLECTBAAETCA YCTAaHOBKA KOMMOHEHTOB
cpeabl PpyHKUMOHMPOoBaHMA, CYBA n MMO. B npoTMBHOM Cayyae, B Npouecce YCTaHOBKM
BO3HUKHYT OLLINOKN.

2.2.5. YcTaHoBUTb KOAMpPOoBKY UTF-8 C mMOMOLLbIO KOMaHAb!:

— OC CentOS Bepcuun /7

localectl set-locale LANG=en US.UTF-8

— OC AnbT 8 CI1

B KOHOUrypaumoHHoM dalne /etc/sysconfig/il8n 3a4aTb caeadytollee

3Ha4yeHWne NapamMmeTpa LANG:

LANG=en US.UTF-8

2.2.6. 334aTb MMsA XOCTa C MOMOLLbI KOMaHAbI:

hostnamectl set-hostname "uma xocrTa.umsa nmomeHa"

BHUMAHMWE! Mpun 3aaaHnm nmeHn xocta 06a3aTeNbHO A0KHO DObITb 334aHO MMA

NOMEeHa, KOTOPOEe OTAENAEeTCA TOYKON. Hanpumep:

hostnamectl set-hostname ocs-app.local

2.2.7. B HacTpoiKax DNS-cepsepa nnam ¢dannax /etc/hosts ykazaTb MMEHa XOCTOB

(hostname) 1 NONHbIE UMEHA AOMEHOB (FQDN) BCEX CEPBEPOB KAacTepa.

"ip-agpec" "umA xocTa.mMA goMmeHa'

Hanpumep (B daine /etc/hosts):

192.168.0.108 ocs-app.local

2.2.8. B paitne /etc/resolv.conf yKasaTb agpeca DNS-cepBepos:

nameserver "ip-aznpec"

Hanpumep:

nameserver 192.168.0.1

2.2.9. HacTponTb MapuwpyT Mo-ymonyaHuto (default gateway) 4epe3 lan

MHTepdeNnc B COOTBETCTBMM C AOKyMeHTaumen Ha OC.
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2.2.10. B OC CentQOS oTkatoumtb SELinux. [ns 3TOro B KOHPUrypaumoHHom dpanne

/etc/selinux/config HEOBXOAMMO 334aTh CeAylollee 3Ha4YeHWe napameTpa SELINUX:

SELINUX=disabled

2.2.11. OTkAtounTb B OC MeXKceTeBOM 3KPaH C MOMOLLbIO BbIMOIHEHMA CeAYOLLLNX

KOMaHA,.:

systemctl stop firewalld
systemctl disable firewalld

2.2.12. 3apaTb TekyLime AaTy U Bpema C MOMOLLbIO KOMaHAb!:

date -s 'YYYY-MM-DD HH:MI:SS'

Hanpumep:

date -s '2021-03-31 12:34:56"

2.2.13. lMNepe3sarpy3unTtb ynpasaatouyto IBM n cepBepbl C MOMOLLbIO KOMaHAbI:

reboot

2.3. Nopaaok pa3BepTbiBaHUA U HACTPOMKK ynpasaaowein 3BM

BHUMAHWE! Tlepen pa3BepTbiBAHMEM W HACTPOMKOW ynpasaawouwen 3ISBM
HeobXoAMMO MPOM3BECTM YCTAHOBKY M HacTpolKy OC Ha cepBepax MPUNOKEHUN U
cepsepax bl B cOOTBETCTBMM C NOAPA3AENOM 2.2 HACTOAWEro AOKYMEHTA.

[lnAa pa3BepTbiBaHWA M HACTPOMKM ynpasaaowein IBM HeobxoaMMO BbIMONHNUTD
[EeNCTBUA, ONUCAHHbIE HMXKE.

2.3.1. YctaHOBUTb Ha ynpasaatowyto IBM ogHy mn3 cneaytowmx OC: OC CentOS
Bepcum 7, OC AnbT 8 CIM man OC Ubuntu 20.04.

Ynpasnatowas 3BM moxeT ObiTb pa3BepHyTa Kak Ha oTaenbHon IBM, Tak M Ha
cepBepe NPUAOKEHNN.

2.3.2. HacTpouTb ceTeBoe B3ammoaencTeme ynpasnatowen IBM c cepsepamm
NPUIOXKEHWI N cepBepamm b/,

HacTpolika ceTu Ha ynpasaawowen 3BM ocylecTBAAeTcA B COOTBETCTBMU C

3KCNAyaTauMOHHOW AOKYMeHTaumen Ha OC.
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2.3.3. C nomouibto nocneanoBaTe/IbHOr0 BbINOJHEHMA KOMaHA YCTaHOBWUTb Ha

ynpasaatwouwen IBM cneaytouime nakeTbl:

— OC CentOS Bepcun 7 (ynpasnatouw,an 3BM):

sudo yum -y install epel-release
sudo yum -y install jqg
sudo yum -y install sed
sudo yum -y install coreutils
sudo yum -y install rsync
sudo yum -y install python2-pip
sudo python -m pip install --upgrade "pip < 21.0"
sudo python -m pip install wheel
sudo python -m pip install PyYAML==5.4.1
sudo python -m pip install pycparser==2.21
sudo python -m pip install MarkupSafe==1.1.1
sudo python -m pip install jinjaz2==2.11.3
sudo python -m pip install enum34==1.1.10
sudo python -m pip install six==1.16.0
sudo python -m pip install ipaddress~=1.0.0
sudo python -m pip install cffi==1.15.0
sudo python -m pip install cryptography==3.3.2
sudo python -m pip install ansible==2.9.27
sudo python -m pip install yamllint

— OC Anbt 8 CIN (ynpasnatowaa 3BM):
sudo apt-get -y install jg
sudo apt-get -y install coreutils
sudo apt-get -y install rsync
sudo apt-get -y install python-module-pip
sudo python -m pip install --upgrade "pip < 21.0"
sudo python -m pip install --upgrade "setuptools < 45"
sudo python -m pip install --upgrade "wheel < 1.0"
sudo python -m pip install PyYAML==5.4.1
sudo python -m pip install pycparser==2.21
sudo python -m pip install MarkupSafe==1.1.1
sudo python -m pip install jinjaz2==2.11.3
sudo python -m pip install enum34==1.1.10
sudo python -m pip install six==1.16.0
sudo python -m pip install ipaddress~=1.0.0
sudo python -m pip install cffi==1.15.0
sudo python -m pip install cryptography==3.3.2
sudo python -m pip install ansible==2.9.27
sudo python -m pip install yamllint

— OC Ubuntu 20.04 (ynpasnstowaa IBM):
sudo apt update
sudo apt -y install jg
sudo apt -y install sed
sudo apt -y install coreutils
sudo apt -y install rsync
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sudo apt -y install python3-pip

sudo apt -y install python3-yaml

sudo python3 -m pip install wheel

sudo python3 -m pip install MarkupSafe==2.1.1
sudo python3 -m pip install jinjaz2==3.1.1
sudo python3 -m pip install PyYAML==6.0

sudo python3 -m pip install cryptography==36.0.2
sudo python3 -m pip install cffi==1.15.0

sudo python3 -m pip install pycparser==2.21
sudo python3 -m pip install ansible==2.9.27
sudo python3 -m pip install yamllint

sudo apt install python-is-python3

2.3.4. HacTpouTb SSH AocTyn ynpasastwouwen 3BM K cepBepam MPUAOKEHUN WU
cepBepam b/l (oaxke B cnyyae, koraa ynpasnatowaa 3BM n cepsepbl yCTaHOBAEHbI HA OAHOWM
3BM):

— chopMMpPOBaTb KAOUYEBYIO Napy Ha yNpPaBAAIOLLEM CEpBeEpE:

ssh-keygen -t rsa -b 4096

— CKOMMPOBATb OTKPbITHIM KtOY Ha cepBep NpUAoKeHui 1 bA:

ssh-copy-id <umsa nosip30BaTelNa>(@<cepBep NPMUIIOXEHMUII>
ssh-copy-id <umsa nospszoBaTensa>@d<cepsep BI>

— MPOBEPUTL AOCTYN C YNPaBAAOLULENA MALLMHbI Ha CepBepPbl NPUAoKeHUn 1 B no

SSH Kto4dy (NpK BbIMOSIHEHUM KOMaH/Z HMXe BBO/, Mapos He A0/KeH TpeboBaThes):

ssh <ummMmsa nomb30BaTeNa>@<cepBep NPUIIOXEHMS>
ssh <umMmsa nomb30BaTena>@<cepsep BI>

Ynpasnatwouwme KomaHAabl, popmmpyemble cueHapuamm yctaHoBku MO, nepepatotca C
MCMNONb30BaHMEM NPOTOKONA SSH

2.3.5. Co3aatb Ha ynpasaatowenn IBM oTaenbHbIM KaTanor U CKONMPOBATb B HErO
KaTanor /server, Haxoaawmnca Ha DVD c N3genmem.

2.3.6. [NepenT B KaTanor /server C MOMOLLbI KOMaHAbI:

cd <OyTh K KaTaJIoTy Server>

2.3.7. HazHauMTb NONb30BATENO NPABO Ha MCMONHeHMe dpalna installer-ac.sh

(MK installer-ac-mt.sh?) C NOMOLLBIO KOMaHAbI:

chmod +x installer-ac.sh
nJin
chmod +x installer—-ac-mt.sh

3Ha3BaHue daina 3aBMCUT OT BapuaHTa noctasku M0
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2.3.8. 3anyctuTb installer-ac.sh (WA installer—-ac-mt.sh) c noMoLLbtO

KOMaHAbI:

./installer-ac.sh
nJin
./installer-ac-mt.sh

2.3.9. O3HaKoMUTbCA C «JTNLEH3MOHHbIM COr/lalleHnemM» U NPUHATL ero.

Ons  Toro 4toBbl NPUHATL  «JIMUEH3MOHHOEe cornaweHue» (PUcyHok  2),
HeobXoAMMO rnoc/ie BONpoca «Bbl NpMHUMaETe yC10BMA NNLEH3MK (v/n)?» BBECTU «y».

B pe3ynbTaTe B KaTanore ¢ pannom installer-ac.sh byaeT co3maH KaTanor

install-<Bepcua MIO>. Hanpumep, /install-release-v3.1.0.

[ompéacs—app ~1% ./installer_ac.sh
NMWUUEH3WOHHOE COrNAWEHWE C KOHEYHBIM MONb30BATENEM

BAXHO! MEPEQ WCMONb20BAHWEM NMPOCPAMMHOCO OBECMEYEHWA, K KOTOPOMY NPWUNACAETCA OAHHOE NWUEH3WOHHOE COTJALE
HWE C KOHE4YHbIM MONB30BATENEM (OANEE MO TEKCTY — «JIALUEH3WOHHOE COMNAWEHWE=), NOKANYWCTA, BHUMATENGLHO NPOY
WTAWTE HWMECNEOYRWWE YCNOBWA. ECNW Bbl HE COMNAWAETECE C YCNOBWAMA HACTOAWENO NWUEH3WOHHOMO COMMAWEHWMA, T
0 Bbl HE WMEETE MPAEA WCMONb30BATE MPOrPAMMHOE OBECMEYEHWE B KAKWX-NWB0 LENAX.

1. ONPEOENEHWA

«Mpaeoobnapatens» — oBWeCcTEO C OrpaHW4EHHOW OTEETCTBEHHOCTbH «0TKpeiTad MobunbHaa nnatoopMar» (000 «OTKpHIT
aAa MobuneHaa nnaToopMa=), 420508, Pecnybnuka TaTapcTaH, BepxHeycnoHckuldi paiioH, r. WHHomonuc, yia. YHUBEpC
uWTeTckaa, O. 7, ocouc 39, OFPH 1161690087020.

«[10» — npuknagHoe nporpamMsHoe obfecnededue «Aepopa UeHnTp= (MN0 «Aepopa UeHTp»), COCTOAWEE M3 CAEAyRWMX NO
ACUCTEM: MPUKMafHOro nporpaMdHoro ofecnedeHua «Aepopa UeHTp: MnaToopMa ynpaeneHua» (MMN0 «<Aepopa UeHTp: N

naTgopMa ynpaeneHuA= ), NPUKNagHoro nporpaMdHoro obecnededna «Aeppopa UeHTp: Mapket» (MNO0 «Aepopa UeHTp: M
apkeT») 4 Cepeuca yeefjoMmneHuid ABpopa, nogpofHoe onMcaHWe QYHKUMOHaNbLHLIX BO3IMOMHOCTEW KOTOpOro cCofgepMaTch
B [okyMeHTauuu. [aHHoe JIMUEHZWOHHOE COrNalleHWe NPUMeHAETCA Kak K MN0 «Aspopa UeHTp», BKNwYawweMy e ceba
BECE MEepe4UClIEHHbIE Bbille NMOACUCTEMBl, TAK W K Kam[od MOACHCTEME B OTAENEHOCTH EHE 23EMCUMOCTH OT KOMMNEKTH
0CTH.

«[JOKYMEHTaUWA» — OTHOCAWMECA K MO0 conpoBofuTensHble MaTepWansl, B ToM 4ucne PYKoOBOACTEO NO YCTaHOBKE U Hac
Tpoiike, PykoeoAcTeo MMoneb3oeaTtend, PYKOBOOCTEC AQMMHWMCTPaTOpa, KOTOPbE NMpuHapnesaT lpaeococbnapgateno.
«YcTpolcTEo» — 3To annapaTHad cucTeMa (QuU3IMYecKas MMM BUPTYaNnbHad) CO BCTPOEHHBM 2anoMUHaWMM YCTPORCTEO
M, Ha KOTOpbx MomeT BuiTb 2anyweHo NO.

«MlpaBa Ha WHTenneKTyanebHyWw CODCTEBEHHOCTE» — BCE MPEE3 Ha WHTENNEKTYaNbHYW W MPOMBILAEHHYW COOCTEEHHOCTL,
EKNW4an npaega Ha u3ocbpeTeHWA, OTKPHITUA W NaTeHTH Ha W3cbpeTeHWA, BKMWYaA 33aABKM Ha Begady NaTeHTOB W nep
eW3[laHHLIe NaTeHTLl, MOBTOPHLIE 23ABKW WNW 23ABKW B mpononmeuue M 4acTUYHLIE NPOANONKEHWA; ABTOPCKWE npaea; o
Bpazuel U NpoMbLNEeHHble 0Opa3Ubl; TOEAPHHIE 3HaKW, 3HaKW obOCcnysMEaHWA, O0OPMNEHWE TOEAaPa W MPaEa Ha aHanoru4
Hele o6bekThl; CeKkpeThl NPoW3BOACTBa (HOY-Xay), KOMMepHeckKylw TaliHy M KOHOMOSHUWanbHYW WHQOpMalyuw; NpaeBa Ha
TOMOMNOTUM WHTErpanbHLIX MUKPOCXEM W NPaBa Ha QoTowabnoHbl; W APYTrUe UCKNKYUTENbHBIE MPaEa.

«[IMEHZUOHHOE COTNaWweHWe» — NpefocTaEnAeMoe Bam MpaecobnapaTene OrpaHWYeHHOE MPEEC Ha WCMNOML30BEHWE OYH
KuMoHanbHocTu M0 Ha ycnoBuAX nNpocTol (HEeWCKNWHYMTenbHOoMd ) NUUeH3UM B COOTBETCTEMM € YCNOBUAMW HacToawero Jl
MLUEH3WOHHOr O cOorfaweHus.

«KOoHeYHHIA Nonb3oEaTens» — nowboe wpUMAWYeckoe nMUuC (OpraHMzauuMa), koTopoe npuobpeno MO gnAa cobcTeEeHHOro uc
NonbL30BaHWA W HE ONA NPOOamW.

«[loNbz0BaTeNb» — QU3W4HECKOe NUUO, HenocpefCcTBEHHO ocywecTeBRAawwees skcnnyaTauuw MO B uenax ¥ nopagke, onpe
fenAeMoM KOHEYHBM NONbL30BaTENEM.

HacToAuwee JMUEH3WOHHOE cOrnaweHWe ABMASTCA WPMOWYECKMM cornaweHueM Mempgy Bamu (panee no TekcTy — KoHe4H
i nonbzoBaTtens) v MpasoocbBnagatenem.

PUCYHOK 2

30




— "] OTKPbITAA
PYKOBOACTBO aAMWUHMUCTPATOpPA MOBWUJIbHASA
l NNAT®O0PMA

Tak)Ke BO3MOXHO aBTOMAaTUYECKOEe MPUHATUE JIMLEH3MOHHOMO corialleHma (6es
6/I0KMPOBKM MpoLlecca YCTaHOBKM). B gaHHOM caydae HeobXxoAMMO O3HAKOMMUTbCS C
NMUEH3MOHHbIM cornateHnem (dann «/IMueH3noHHoe cornaweHue.pdf» Haxoautca B
apxuse docs/docs.zip) u cornacutbcs € HUM. [ns  aBTOMATUMYECKOrOo MNMPUHATUS

INUEH3MNOHHOIo CorslaweHunA HeO6XO,EI,l/IIV\O NCNoJZIb30BaTb cI)nar --accept-license:

./installer-ac.sh --accept-license
W

./installer-ac-mt.sh --accept-license

BHUMAHWE! B cayyae Hecornacma € AMUEH3MOHHbIM  COMNALIEHMEM

ncnosnbilosanme MO 3anpeuwaeTcal

2.4. NopsaaoK HAaCTPOMKN KOMNOHEHTOB cpeabl GyHKUMOHUpoBaHuMA MMNO v MNNO

2.4.1. HacTponKka KOMNOHEHTOB cpeabl PYHKLUMOHMPOBAHMA

[Ons  HaCTPOMKM  KOMMOHEHTOB cpedbl  GYHKUMOHMPOBAHMA HeobXxoammo

BbIMO/THUTb ,EI,GVICTBMH, OMMNCaHHbIE HNXKE.

2.4.1.1. NepenTn B KaTanor Co CLUEHAPUAMM YCTAHOBKM C MOMOLLbIO KOMaHAbI:

cd install-<Bepcwusa MIO>/install-ac/
VI
cd install-<Bepcus IIO>/install-ac-mt/

Hanpumep:

cd install-release-v3.1.0/install-ac/

[JanbHenwne OencTBMs NO  YCTAaHOBKE W HACTPOMKE  KOMMOHEHTOB  cpeAapbl
dyHKumMoHmnposaHua MNMO, a Takxe MMNO, HeobXxoAMMO BbINOHATbL M3 AAHHOTO KaTanora

2.4.1.2. B KOHOUMIypauMoHHOM daine inventories/release/hosts.yml 33faTb
ajipeca cepBepoB (MMeHa XOCTOB), Ha KOTopble ByAyT yCTaHOBAEHbI KOMMOHEHTbI cpeabl
dyHKUMOHMpoBaHuma MMM0O.

OnucaHMe nopsaaKa  3adaHMA  aApecoB B KOHOUrypauyMoHHom  dainne

inventories/release/hosts.yml npuBegeHo s n. 2.9.11.
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[ns oTobpaxkeHuna agpeca 3BM Heobxo4MMO BbINOSHUTL KOMaHAY:

hostname

Mpumepbl $annoB hosts.yml ANA OAHOHOAOBOM W KNACTEPHOM KoHOUrypaumm
NPUBEAEHbI B KaTanore samples/ac/inventories/ (samples/ac-mt/inventories/).

OnucaHune napameTpoB KOHPUTYpPaLUMOHHOTO danna
inventories/release/hosts.yml npuBeaeHo B n. 7.1.1 HacToALLEro AOKYMEHTA.

2.4.1.3. B KOH®UrypaumoHHom o¢anne config/vars/ vars.yml HeobxoAMmo
3a4aTb MO0 NOMEHATL NPeayCTaHOBNEHHbIE 3HAYEHMA CAeAYOLLMX MAapaMeTPOB:

— napameTpbl nogkatodeHna noacuctem MMO K b4

postgresqgl:
port: 5432

Mpy uncnonb3oBaHMM banaHcupoBWMKa B HeobxoaMmo 3a4aTb agpec XocTa

6anaHCMPOBLLMKA, HanpMmep:

postgresqgl:
host: "10.189.221.57"

— naponb cynepnonb3oBatena "postgres" CYB/[ Postgresqgl, ecnn yctaHoBKa

CYB/l ocyliecTBnAeTCA C MOMOLLbIO CLleHapMeB YCTAHOBKM:

postgres password: "postgres"

— 1umAa 1 naponb nonb3loBatens CYB/ Postgresql ¢ ponbto «replication»:

pg_replication user:
name: replication
password: 123FD5648"%ert**h

— 1MMmAa 1 naponb cynepnonb3osatena CYB/, Postgresql oT umeHn KoToporo byaer

OCYLLEeCTBNATbLCA YCTaHOoBKa [110:

Pg custom superuser:
username: OCS_superuser
password: ClacVob”Twes0Ls6

Mpu camocToAaTebHOM ycTaHoBKke CYB/, cynepnonb3oBaTens HE0OXoAMMO CO34aTb

C NMOMOLLBIO CKPUNTa samples/create superuser.sgl BbIMOJHWUB KOMaHAY:

psgl -U <nosnp30BaTEJb, OT MMEHM KOTOPOI'O BHIIOJHAETCH KOMaHnma> -—h
<ampec xocra CYBI> -f create superuser.sql -v login='<umsa
CyImeprnojyib30BaTensa>' -v pass='<napoJb Ccylneprnojb3oBaTensa>' -v
expr="<CpoOK IOeNCTBMSA y4YEeTHOM 3alMCU CylIeplojib30BaTesida>'
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Hanpumep:

psgl -U postgres -h 192.168.137.15 -f create superuser.sql -v
login='ompdbuser' -v pass='Adminl23!' -v expr='1l0 years'

OnuncaHne napameTpoB KOHPUIypaUMOHHbIX GalnoB CLEeHapueB YCTAHOBKM cpeapbl
dyHKUMoHnpoBaHma MMO, cueHapmes ycTaHoskM MO un MMNO npuBeaeHbl B Cammx
KOHOUIypaumoHHbIX ainax B BUAE KOMMEHTapMEB.

24.1.4.B KOHPUIYpPaLMOHHbIX darnax (config/secret.yml 7
config/subsystems/<HasBaHme mnomcucTeMs>/secret.yml)3a4aTb NAPOAN N TOKEHb
[OCTyna K KOMMOHeHTaM cpeabl QyHKUMOHMpoBaHMA MO (config/secret.yml W
config/subsystems/<Ha3BaHue HOHCMCT@MH>/S€CI€t.yml)

— Y4YeTHble AaHHble gocTtyna K b/:

database:
user: example user
password: ocCs
dbname: example db name

— naponb goctyna k CYB/[, Redis B napameTtpe redis password:

redis:
password: "@rTT9089087fslk"

— TOKEH [A0CTyna K CepBMCY rapaHTUPOBAHHOM AOCTaBKM COOOWEHUIM Nats

Streaming Server:

transport:
nats:
authToken: FF12fddgdhFLL

— TOKeH AO0CTYyMNa K CUMcrteme O6Hapy)KeHl/IF| cepBncoB Consul:

consul:
token: "ae9fb5abb-6b8f-9252-59¢c5-53bcb651£182"

2.4.1.5. HactponTb  napameTpbl  B3aumogdenctsma  KameHtoB  CYBA  (npw

HEeobXo0ANMMOCTH).

Mo YMOANYaHUIO  CLLEeHApUM  YCTAaHOBKM  aBTOMATMYECKM  334aloT  MNapameTpbl
B3aMMOAENCTBMA KAMEHTOB (Hanpumep, cepepoB npuaoxenunin NMO) CYBA.

HacTponkmn B3ammoaenctsma kameHToB ¢ CYBJ[] 3apatotca B CEKUMM

pg _hba settings KOHOUrypauMoOHHOro daina config/vars/ vars.yml.
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JlaHHaA cekuMAa COAEePKUT caeaytollme napameTpsbl:
— type - TMN noakntodeHmna K CYb/;
— name - WMeHa nonb3osaTenen CYB[, npasuna AocTyna ANA KOTOPbIX

onpeaenaeT AaHHasA 3anuco;
— database - UMeHa 6a3 AaHHbIX, 4OCTYN K KOTOPbIM OMMUCbIBAET AaHHAA 3aMUCh;
— address - IP-agpec nogkntodeHua nnm IP-agpec noacetu;

— method - METO/, ayTEHTUPUKALMN.
2.4.2. Hactpoiika MMNO (noacuctem MMO)

BHUMAHWE! Tepen BbiNONHEHWMEM HACTPOEK HEODXOAMMO M3YyYUTb MOPALOK
paboTbl C KOHPUIrypaUMOHHbIMM darinamn, npuBeaeHHbIM B n. 8.2.9 HacToAwero
NOKYMEHTA.

Ons HacTponku MIMO HeobxoANMMO BbINONAHUTL CeaytoLLne AeNCTBUA:

2.4.2.1. MNepentm B CO34aHHbLIN  KaTanor  (KaTtanor: /install-<Bepcus
NIO>/install-ac/ WAM /install-<Bepcwms IINO>/install-ac-mt/).

2.4.2.2. BbiInonHUTb HacTpomky url-aapecos MMO

Url-appeca MMNO 3agatotca B ceKUMM publicUris B KOHOUIypauMoOHHOM daline
config/config.yml.j2.

Url-appec MMNO MmoxHO He 3aaasaTb, ecam MMMO ycTaHaBAMBaeTCA B O4HOHOA0BOM
KOHOUTypauum W KUCMNoNb3yeTca He3allulieHHoe coeauHeHue (npoTtokon HTTP) ¢
CepBepomM NpUNOKeHUN. B gaHHOM cnydae DyaeT MCNoNb30BaThCA agpec, 3a/aHHbl B
rpynne app KOHOUIypauUMoHHOro ¢parna inventories/release/hosts.yml.

Bo3mOKHbI cneaytolime BapuaHTbl HACTPOMKMN:

2.4.2.2.1 Url-agpeca MNMO ncnonb3ytoT 0gMH AOMEH

B naHHOM cnyyae B napameTpe commonAddress HEOOXOAMMO 334aTb UMS JOMEHA

M NopT, Hanpumep:

ac:
commonAddress: "http://acenter.example.ru:8009"
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2.4.2.2.2 Url-appeca MNMO pa3saeneHbl Ha BHELWHWI U BHYTPEHHMN AOMEHbI

MoanobHoe pasaeneHue, Hanpumep, TpebyeTca, Korda HeOHBXOAMMO OrpPaHUYUTb
A0CTyn K KOHCONAM agMMHNCTPATOPOB 13 BHELLHEN CETMH.

B naHHOM cny4yae B NapameTpe commonAddress HEOHOXOAMMO 3a4aTb UMA AOMEHA
M NOPT ANA BHELWHWX aZpecoB, a B NapameTpe adminAddress 3a4aTb MMA AOMEHA M MOPT

ANA BHYTPEHHUX apecoB, HANPUMeP:

ac:
commonAddress: "http://acenter.example.ru:8009"
adminAddress: "http://admin.example:8009

2.4.2.2.3 Url-appeca MMO ncnonb3ytoT pasHble JOMEHbI
B paHHOM cnydae ans Kaxkaown noacuctemsl MNMO 3apaetca cBOM cOBCTBEHHbIN

NOMEH, Hanpumep:

auth:
adminCrossTenantAddress: "http://authadmin.example:8009"
publicAddress: "http://authpublic.acenter.example.ru:8009"

aps:
adminAddress: "http://apsadmin.acenter.example.ru:8009"
devAddress: "http://apsdev.acenter.example.ru:8009"
marketAddress:
"http://apsmarket.acenter.example.ru:8009"
push:

adminAddress: "http://pushadmin.example:8009"
publicAddress: "http://pushpublic.acenter.example.ru:8009"
mt:
adminAddress: "http://mt.example:8009"
pkgrepo:
adminAddress: "http://pkgrepoadmin.example:8009"
mobileAddress: "http://pkgrepomobile.acenter.example.ru:8009"
repoAddress: "http://pkgrepo.acenter.example.ru:38009"

2.4.2.2.4 Hactporka url-agpecos TMMO npuv MCNONb30BAHUM  3aALUMLLEHHOTO
coeaMHeHMA

HesawmueHHoe (npoTokon HTTP) coeanHeHne C CepBEPOM MNPUNOKEHNM
[OMNYCTUMO  MUCMONb30BaTb B  MWIOTHbIX MNPOEKTax, rAe oTcyTcTByeT 06paboTKa
KOHPUMAEHUMANbHOM MHPOPMaLMKU. B OCTanbHbIX CAyd4asax A0MKHA obecnevymBaTbCs
3alWmMTa  KaHanos  cBA3W.  [lpM  MCNONb30BaHMA  3aLUMLIEHHOTO  COEAMHEHMS

(npoTokon HTTPS) 3HaYeHuns napameTpoB OyayT MMETb C/ieAyoWmn BUA:
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ac:
commonAddress: "https://acenter.example.ru"

2.4.2.3. OTpeaakTMpoBaTb KOHPUTYPALMOHHbIA Gpan config/config.yml. 32

B noaHHOM KoHUrypaumoHHom darne HeobxoaAMmo 3aaaTb AMOO MOMeHATb
npeayCcTaHOBNEHHbIEe 3HAYEHNA:

— OCHOBHOM JAoMeH (napameTp: defaultUserAccountDomain) M MNepeyeHb
NOMYCTUMbIX A0OMEeHOB (MapameTp: extraldentityDomains) Y4YeTHbIX 3anucen

ﬂOﬂb3OBaTeﬂeﬁ,ﬂﬂﬂTeHaHTa "default":

defaultIdentityDomain: "omprussia.ru"
tenants:
default:
extraldentityDomains: [ ]

— YpOBEHb AeTann3aumm CcoobLIeHUA NOrMPoBaHUS (pekomeHayeTcs 3a4aThb

"info" NPW TECTOBOM 3KCMAMyaTaUMM M "warning" NPU NPOMbILWAEHHOM 3KCNAyaTaumm):

logger:
level: "info"

2.4.2.4. 3a0aTb CEKPETHbIE KNHOUYM KAMEHTOB (CEpPBUCOB)

CeKpeTHble K/YM KAMEHTOB (CepBMCOB) 3a4atoTCA B NapameTpe clientSecret
KOHPUIypauUmMoHHbIX darnos noacmctem MNMO (dbannbl: config/subsystems/<HazBaHuMe
noncucreMmer>/config.yml nnun config/subsystems/<Haz3BaHue

nomcucTemer>/config.yml.j2), HAaNpMMmep:

oidcClients:
apsDevConsole:
clientSecret: "nevertellanyone"
apsAdminConsole:
clientSecret: "nevertellanyone"
appstoreAuroraMarket:
clientSecret: "nevertellanyone"
appstoreIntegrationAccount:
clientSecret: "nevertellanyone"

24.2.5.B ceKumax system MW cookie  KoHdUrypaumoHHoro  darina
config/subsystems/auth/config.yml.j2 3a4aTb NAPO/N, UCNONb3yeMble ANA 3aLLNTbI

KPUTUYHOM MHPOPMaLMM (Hanpumep, cookie ceccun).
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[1ns 3TOro HE0bX0AMMO YAaNNUTb NPUBEAEHHbIE NMPUMEPDI M 33aTb HOBblE 3HAYEHMA

naponen, Hanpumep:

system:

- kdj%93cxk+57nMa4d
cookie:

- 9v _wer8*&r= hY8u

BHUMAHMWE! 1anHa naponda aoaKHa bbiTb He meHee 16 cumBooB. Npn 0bHOBAEHMM
MMNO ypanATb cTapble Napoau 3anpeulaetca. HoBble maponn Heobxoammo A06aBnATbL B
Ha4yano CNMCKa.

2.4.2.6. BbInONHUTb HacTporku 6BesonacHoctn MO, apyrme A0OMNOAHUTENbHbIE

HacTpolku MMO u HacTporkn noacmctem MMO (Npu HeobxoanMMOCTH).

BHUMAHWE! T[epen ycrtaHoskon [MO HeobxoAMMO BbINOAHUTb HACTPOMKMK
6e3onacHocTtK MMNO, gononHuTenbHble HacTpolkK MNMO 1 HacTpolkn noacuctem MMO (npw

HeobxoAMMOCTH).

[lepeyeHb 1 onncaHme 4oNoNHUTENbHbIX HacTpoeK MI10 npueeaeH B noapasaene 2.8

HACTOALLEro AOKYMEHTA.
2.5. MopsaoK yCTaHOBKKM KOMNOHEHTOB cpeabl pyHKUnoHuposaHua MNMNO m MNO

2.5.1. YcTaHOBKa KOMMNOHEHTOB cpeabl dyHKUMOHUpPoBaHMA M0

[lnAa yCTaHOBKM KOMMOHEHTOB cpeabl GyHKUMoHMpoBaHMA MMNO HeobxoamMmo Ha
ynpasaatowen 3BM BbINOAHUTb A4ENCTBUA, ONUCAHHbIE HUXKE.

2.5.1.1. ObecneynTb CUHXPOHM3ALMIO BPEMEHM MEXAY HOAaMWN KnacTepa

Mpwn akcnayataumm MNMO B KnacTepHoM KoHPUrypaumm Heobxogmmo obecneymTb
CMHXPOHM3AUMIO BPEMEHWN MEXAy HOA4AaMM KnacTepa (Hanpumep, C MOMOLLbI YTUAUTD
chrony)

[lna NpoBepKM CUHXPOHM3ALMM BpeMeHn Heobxoammo 3anycTuTb bash-ckpunr,

npeaBapuTeNbHO 33/aB afpeca XOCTOB B MEPEMEHHOM HOSTS:

#!/bin/bash
HOSTS="
acenterdbO1
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acenterdb02
acenterapp01
acenterapp02
acenterapp03

"

# Prepare ssh sessions to increase speed time checking.
for 1 in S$HOSTS

do
ssh $i "echo $i session created" > /dev/null
done
for 1 in S$SHOSTS
do
ssh $i "echo $i “date ™" &
done
sleep 10

2.5.1.2. YCTaHOBMUTb Ha CEPBEPbI NPUNOKEHWNIM 1 cepBepbl B/ HeEoOX0AMMbIE NaKeTbl
C MOMOLLbIO KOMaHA;:

— CcepBepbl MPUIOKEHUN:

ansible-playbook -i inventories/release/hosts.yml play-managed-node-

prerequisites.yml -vv -u <mMSa HOJIb30BaTeNs> —-—-extra-vars
"node type=app" --limit app
— cepsepbl b/:
ansible-playbook -i inventories/release/hosts.yml play-managed-node-
prerequisites.yml -vv -u <uMdg HOOJbL30BATENS> —-—-exXtra-vars
"node type=db" --limit postgresql
Hanpumep:

— CcepBepbl MPUNOKEHUIN:

ansible-playbook -i inventories/release/hosts.yml play-managed-node-

prerequisites.yml -vv -u omp --extra-vars "node type=app" --limit app
— cepsepbl b/:

ansible-playbook -i inventories/release/hosts.yml play-managed-node-

prerequisites.yml -vv -u omp --extra-vars "node type=db" --limit

postgresqgl

[lna ycTaHOBKM BCeX MaKeTOB Ha BCe CepBepbl (Ha BCe CepBepbl NMPUNOKEHUN U

cepBepbl bl HE3aBMCUMO OT MX TUNA) HEOHXOAMMO BbINONAHUTL KOMAHAY:

ansible-playbook -i inventories/release/hosts.yml play-managed-node-
prerequisites.yml -vv -u <uMda IOJb30BaTEJA>

MopAanoK AencTBMM ANA CaMOCTOATE/IbHOM YCTAaHOBKM MaKeTOB MNpuBEAEH B

nn. 2.9.6.3.2 HacToOALWLEro A0KYMeHTa.
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2.5.1.3. YCTaHOBUTb KOMMOHEHTbI cpeabl GyHKUMOHMPOoBaHMA [MNO ¢ NOMOLLbO

KOMaHAbl:

ANSIBLE USER="<uma nospszoBatrensa>" ./deploy-infra.sh --database

"<Bepcua CYBI PostgreSQL>" --extra-vars "force upgrade=true"
Hanpumep:
ANSIBLE USER="omp" ./deploy-infra.sh --database "12" --extra-vars

"force upgrade=true"

B cnyyae, ecnn TpebyeTca pennvkauma b1, KOmaHay YCTaHOBKM KOMMOHEHTOB
cpedbl OYHKUMOHMPOBAHUSA HEOBXOAMMO 3anycTUTb C MNapaMeTpoOM --extra-vars

"pg slave recreate=true':

ANSIBLE USER="<mmsa nospszoBarens>" ./deploy-infra.sh --database
"<Bepcua CYBIl PostgreSQL>" --extra-vars "force upgrade=true
Pg slave recreate=true"

OnuncaHne napameTpoB 3amnycKa CKpUNTa deploy-infra.sh WU UX BO3MOMXHble
3HaYeHMA NpuBeaeHbl B nogpasaene 3.1 HacToALLero AOKYMEHTa.

BHUMAHWUE! CkpunT deploy-infra.sh M03BOAAET YyCTaHaBAMBATb TO/bKO
CYB/ PostgreSQL 11/12/13/14. CYB[], Postgres Pro HeobxoAMmo yCTaHaBAMBaTb
CaMOCTOATE/NLHO.

Mpu  wucnonb3oBaHun  CYBA  Postgres Pro nnbo, ecam  yCTaHOBKY
CYBA PostgreSQL 11/12/13/14  HeobxoAMMO  BbLINOMHUTL ~ camocToATenbHO  (6e3
MCNO/Ib30BAHMNA CLLEHAPMEB YCTAHOBKM KOMMOHEHTOB cpebl dyHKUMOHMpoBaHMA TM110),

TO KOMaH/a YCTaHOBKM KOMMOHEHTOB cpe/ibl GYHKLIMOHMPOBAHMA UMEET cey oW nii BuA:

ANSIBLE USER="<uma nosnszosaTensa>" ./deploy-infra.sh --skip-database

OnucaHue ycTaHOBKM M HacTpoikm CYB[ Postgres Pro, a Takke TpeboBaHMA K
camocToaTenbHon ycTtaHoBke CYB/Jl npuBeseHbl B noapasgene 2.7 HacToawero
NOKYMEHTA.

Takxe npeaycMOTPeHa  BO3MOXHOCTb  YCTAHOBKM  KOMMOHEHTOB  cpeapbl

Cl)yHI-(LI,l/IOHl/IpOBaHI/IH Nno OoTAe/IbHOCTKM C MOMOLLbIO CaedyroWwnx KOMaHA4:

ANSIBLE USER="<uma nosapszoBaTena>" ./deploy-infra.sh -c dnsmasqg --
extra-vars "force upgrade=true"

ANSIBLE_USER="<MME nonb3oBaTensa>" ./deploy-infra.sh -c nginx --extra-
vars "force upgrade=true"
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ANSIBLE USER="<umMma mnoJbz30BaTena>" ./deploy-infra.sh -c consul --extra-

vars "f5fce_upgrade=true"
ANSIBLE USER="<uma nosbpszoBarens>" ./deploy-infra.sh -c consul-template
-—extra-vars "force upgrade=true"

ANSIBLE USER="<umsa nojbs3oBaTens>" ./deploy-infra.sh -c nats-streaming-
server --extra-vars "force upgrade=true"

ANSIBLE USER="<umma nojp3oBaTens>" ./deploy-infra.sh -c redis --extra-
vars "force upgrade=true"

ANSIBLE_USE§="<MMH nosb3oBarensa>" ./deploy-infra.sh -c ocs-user --

extra-vars "force upgrade=true"
ANSIBLE USER="<mma nospzoBaTens>" ./deploy-infra.sh -c db --database
<pepcua CYBI PostgreSQL> --extra-vars "force upgrade=true"

2.5.2. YcTtaHoska INMO

[ns yctaHosKku MNMO HeobxoAMMO BbINOAHUTL KOMaHAY:

ANSIBLE USER=<mmMmsa nosbz3oarens> ./deploy-ac.sh --database <CYBI>

OnuncaHne napameTpoB 3amnycka CKpunta deploy-ac.sh W UX BO3MONKHbIE
3HaYeHua npuBeaeHbl B nogpasgene 3.2 HacToALLEro JOKYMEHTa.

Hanpumep:

ANSIBLE USER=omp ./deploy-ac.sh --database 12

[Ons yCTaHOBKM NOACUCTEM MO OTAENbHOCTM HeobxoAMMO B napameTpe --
subsystems 3agatb  MMs  noacucTemMbl.  YcTaHoBKa noacuctem  [MNO  gonkHa
OCYLLLECTBNATLCA CTPOro B caeaytouwlen nocnegosatensHocTtu: M6, MM, NMOOC, MY, NYT.

MprmMmep yCTaHOBKM NOACUCTEM MO OTAENBHOCTU:

ANSIBLE USER=omp ./deploy-ac.sh --subsystems auth --database 12
ANSIBLE USER=omp ./deploy-ac.sh --subsystems appstore --database 12
ANSIBLE USER=omp ./deploy-ac.sh --subsystems pkgrepo --database 12
ANSIBLE USER=omp ./deploy-ac.sh --subsystems emm --database 12
ANSIBLE USER=omp ./deploy-ac.sh --subsystems mt --database 12

2.5.3. BbinonHuTb HacTpomkm noacmctem MMoO
HacTtpoika noacuctem MNIMO ocyllecTsnaeTcs B COOTBETCTBMM C noapa3aesiom 2.8.
2.5.4. BbinonHeHWe orpaHnyeHma no NnpuMeHeHuto

BHUMAHME! [Mocne ycTtaHOBKM M HacTponkm [MNO HeobxoaMMO BbIMOAHUTL
OrpaHMYeHMA MO NPUMEHEHWNIO, MPOM3BECTM HACTPOMKM HE30MaCHOCTM KOMMOHEHTOB
cpeabl PYHKLMOHMPOBAHMA M HacTpouTb C3UN. Heobxoamnmmas nHbopmaums npmseaeHa B

n. 2.9.6 HacToALWLEro AOKYMEHTA.
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2.5.5. poBepKa KOPPEKTHOCTN YCTAHOBKM U GYHKLMOHMPOBaHMA MNMO

[lpoBEepKa OCYLLEeCTB/IAETCA B COOTBETCTBMM C nogpasgenom 2.11 Hacroauwero

AJOKYMEHTa.

2.6. Agpeca Beb-KoHconen

[MepBOHa4yanbHbiM Bxoa B (MO ocyuwectBasetTca C  nomoluipto  KoHconm
aaMMHUcTpaTopa b 1 npeaycTtaHOBAEHHOM YY4E€THOM 3amMMCKh C POablo AAMMUHMUCTPATOP
YYETHbIX 3anncen:

— normnH: admin@omprussia.ru

— naponb: Admin123!

Mpu nepsom Bxoae B MNMO HeobxoaMMO CMEHUTL NAPOIb

B Tabnunue (Tabnanua 9) npuseaeHbl agpeca Beb-KoOHCONEN.

Tabnnua 9

Be6-koHCONb URL-agpec Beb-koHcONM

KoHconb agMuHmcTpaTopa MM | http://<cepsep
npuioxeHus>:8009/appstore/admin/

KoHconb paspabotumka MMV http://<cepsep
npuyoxeHusa>:8009/appstore/dev/

HOHCO[”.’J aAMMHMCTpaTOpa |_|y http . //<CepBep HpMﬂO)KeHMH> . 8009/emm/admln/

KOHCOHbaANWHﬂKFpaTOpaIWVT':http‘//<cep5ep npunoxeHua>:8009/mt/admin/

2.7. CamocTosTeNbHaA yCTaHOBKa M HacTporka CYB/,

2.7.1. MNopAaaok ycTaHoBKM M HacTpomkn CYB/ Postgres Pro

Ona ycTtaHOBKM W HacTponkm CYB[ Postgres Pro HeobxoAuMmo BbIMOJHUTL
AEeNCTBUA, ONMCAHHbIE HMXKE.
2.7.1.1. YcTaHOBUTb Ha cepBepbl b/l ¢ nomoLLbo NOCNeA0BaTEe/IbHOrO BbIMNO/IHEHWA

KOMaH, cneaytolime nakeTbi:
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— OC CentOS Bepcun 7 (cepsep BA):

sudo yum -y install epel-release
sudo yum -y install jg

sudo yum -y install unzip

sudo yum -y install perl-1libs

sudo yum -y install libxslt

sudo yum -y install postgresgl-1libs
sudo yum -y install libicu

— OC AnbT 8 CIl (cepBep BA):

sudo apt-get -y install jqg
sudo apt-get -y install unzip
sudo apt-get -y install python-module-pkginfo

2.7.1.2. YCcTaHOBUTb U MHMUManm3nposaTb CYB/] Postgres Pro
Mpu mHuumanmuszaumm CYBJ HeobxoAMMO YCTAaHOBUTb CAeaylolne 3HayYeHun

napamMeTpoB:

LC_COLLATE 'en US.UTF-8'
LC_CTYPE 'en US.UTF-8'
ENCODING UTF8

YcTaHoBKa 1 MHMUManmsauma CYB/ Postgres Pro ocyuiectsiseTca B COOTBETCTBUMN
C aKcnayaTauMoHHOM aAokymeHTaumen Ha CYB/. Mocne yctaHoBkn CYB/[ Heobxoammo
Ha3Ha4YMTb Mapo/ib AO/1A MONb30BaTe/IA postgres M CO34aTb Ha BPemMA YCTAaHOBKMU
CMMBO/IbHYIO CCbINIKY (symlink) Ans coketa PostgreSQL PRO ¢ nomoulbto cneayoLimx

KOMaHA;:

psgl -U postgres
ALTER USER postgres with PASSWORD 'mapoJb';
exit

2.7.1.3. B KOH®UrypaumoHHbix dannax CYB/l pg hba.conf u postgresgl.conf
334aTb CAeayolime napameTpbl:

— TWN coeaAMHEeHMA, AnMana3oH IP-agpecoB KaneHToB b/l;

— nma bll, uma nonb3osaTens;

— cnocob ayTeHTMOUKALUN KNUEHTOB;

— naponb nosb3osatend CYB/] B napameTpe pg superuser password.

2.7.1.4. YCTaHOBUTb PaClUNPEHNA pg partman M pg cron C MOMOLLLIO KOMaHA,:

— OC CentOS Bepcun 7
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sudo rpm -ivh pg partman 1llpro-4.6.0-1.el7.x86 64.rpm
sudo rpm -ivh pg cron llpro-1.4.1-1.el7.x86 64.rpm

— OC AnbT 8 CI1

sudo rpm -ivh pg partman llpro-4.6.0-1.alt.x86 64.rpm
sudo rpm -ivh pg cron llpro-1.4.1-1.alt.x86 64.rpm

YKasaHHble rpm-naKkeTbl HaxodAaTca Ha DVD ¢ 3arpy3odHbimun moaynamu 110 8
apxumBe /server/install-infra.tar.gz/install-infra/binary/postgresqgl/.

2.7.1.5. MNepesanyctntb cepsuc CYb/ Postgres Pro c nomoLllbto KOMaHAb!:

sudo systemctl restart postgrespro-std-11

2.7.2. NopAaaoK ycTaHoBKM M HacTpolkmn CYB/ PostgreSQL 11/12/13/14

2.7.2.1. C nomoubto NocneaoBaTe/IbHOro BbINONHEHNA KOMaHA YCTaHOBWTb Ha
cepsepbl b/, paboTatowme noa ynpasneHmem OC CentOS, cheaytouime nakeThbl:

— OC CentOS Bepcuun 7 (cepsep b/):

sudo yum -y install epel-release
sudo yum -y install Jjg

sudo yum -y install unzip

sudo yum -y install perl-1libs

sudo yum -y install libxslt

sudo yum -y install postgresgl-libs
sudo yum -y install libicu

2.7.2.2. BbINONHUTL YCTAaHOBKY M HacTpoiky CYB/J PostgreSQL 11/12/13/14 B
COOTBETCTBMW C AOKYyMeHTaumen Ha CYB/.
Mpu nHnumnanmsaumm CYBJ nonkHbl ObITb YCTaHOBAEHbI CAeaytolme 3HAYeHMA

napameTpoB:

LC_COLLATE 'en US.UTF-8'
LC_CTYPE 'en US.UTF-8'
ENCODING UTF8

2.7.2.3. YCTaHOBUTb pacluimpeHme pg_partman ¢ MOMOLLbIO KOMaHAbI:

— OC CentOS Bepcuun 7 n CYB/L PostgreSQL 11

sudo rpm -ivh pg partman 11-4.6.0-1.rhel7.x86 64.rpm

— OC CentOS Bepcuun 7 n CYb/Al PostgreSQL 12

sudo rpm -ivh pg partman 12-4.6.0-1.rhel7.x86 64.rpm
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— OC CentOS sepcuun 7 n CYB/, PostgreSQL 13

sudo rpm -ivh pg partman 13-4.6.0-1.rhel7.x86 64.rpm

— OC CentOS Bepcumn 7 n CYB/ PostgreSQL 14

sudo rpm -ivh pg partman pg partman 14-4.6.0-1.rhel7.x86 64.rpm

YKa3aHHble rpm-nakeTbl HaxoaAaTcAa Ha DVD c 3arpysodHbimmn moaynamu MO 8
KaTajsore /server/install-infra.tar.gz/install-
infra/binary/postgresql/pg partman/.

2.7.2.4. Nepesanyctutb cepsuc CYB PostgreSQL B COOTBETCTBMMU C AOKYMEHTALMEN

Ha CYB/.

2.8. OnucaHue HacTporKku noacuctem Mro

2.8.1. OnucaHme HacTponKkn MV

HacTpoika MM 3akntodaeTca B HacTponke dpanoBoro xpaHuanuwa MM,

HacTponKy ¢pannoBoro xpaHuanuia Heobxo4Mmo BbIMOAHATL Nocae yctaHoBkM MIMO

[na HacTponKkn dpamnosoro xpaHuaumuwa MMV HeobxoaMMo BbINONHUTbL Caeaytolimne
NencTema:

— Ha CepBepe npunoxeHuin MM co3gaTb KaTasnor, B KOTOPOM OyayT XpaHWTbCA
dannbl MM (MKOHKKU, CKPUHLIOTLI, rPM-MakKeTbl), 3arpy*kaemble paspaboTymkamm, nnmbo
KaTafior, K KoTopomy ByaeT MOHTMPOBATbCA eAnHOe GaliioBOE XPaHUANLLE;

— B cay4vae ecaum dannbl MIN ByayT XxpaHMTbLCA B KaTanore Ha CepBepe NPUNOKEHUI
MM, HeobxoAMMO cO34aTb KaTanor B COOTBETCTBMM C NMapaMeTpoOm filestoragePath
KOHPUTYpPaLMOHHOTO danna config/subsystems/appstore/config.yml, B
CO34aHHOM KaTanore noTpebyeTca co3aaTtbh KaTanor applications—-api M Ha3HAYMTb €ro

Bnagenbuem noab3oBaTesiad OCS, No4 KOTOPbIM pa60Ta+0T cepBUCHI MM

sudo mkdir -p /ocs/appstore/applications-api
sudo chown ocs:ocs /ocs/appstore/applications-api

MapameTp filestoragePath KOHOUIYPaLMOHHOrO danna

config/subsystems/appstore/config.yml MOXET UMETb CeayoWMA BUA.
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filestoragePath: "/ocs/appstore"

— NPW MCNONb30BaHUKN eanHOro GarNoBOro XpaHMAWULLLA ANA XpaHeHus dainos
MM Ha Cepsepe npunoxkeHuin NV HeobxoaAMMO C034aTb KaTanor /ocs M Ha3Ha4YUTb ero

Bnaaenbuem noab3oBaTesiad OCs, No4 KOTOPbIM pa60Ta+0T cepsucol [TM:

sudo mkdir -p /ocs
sudo chown ocs:ocs /ocs

BHUMAHMWE! Mpu akcnayataumm MMNO B KnacTepHoM KOHOUrypaumum BCe HOAbI
Cepsepa npunoxeHnin MM goOAXKHbBI UMeTb AOCTYN K eauHOMY GaioBOMY XPaHMUAULLY.
CooTtseTcTBEHHO, BCe HoAbl CepBepa npuaoxeHuin MM AoMKHbI OblTb HAaCTPOEHbl Ha
paboTy Cc AaHHbIM PaNNOBbIM XPAaHUAULLEM.

Mpumep HaCcTpOWMKM eauHoro ¢annoBoro xpaHuauwa u pabotel Cepsepa
npunoxxenuit MM (Hoabl Cepsepa npuaoxkenuin NM) npueeaeHs! B N. 2.9.3 HacToALllero

NOKYMeHTa.
2.8.2. OnucaHue HacTponkn MY

2.8.2.1. Hactpomka nogkntoueHuna MY k cepsepy LDAP

[ns HacTponkn B3ammopaenctamna MMO ¢ ceppepom LDAP HeobxoaMmo B ceKLMM
ldap server KOHOUrypaumoHHoro ¢anna config/subsystems/emm/config.yml
33/4aTb Tpebyemble 3HaYeHUA:

— address — afpec pacnonoxeHua cepsepa LDAP;

— parent group — rpynna, c KOTOpown ByAeT NPON3BOANTLCA SKCMOPT AAHHbIX U3
cepsepa LDAP;

— user cn — JIOTWH TEXHUYECKOM y4eTHOW 3anucu cepsepa LDAP;

— password — Mapo/b OT TEXHMUYECKOWN y4eTHOM 3anmcn cepsepa LDAP;

— page size — KOJIMYECTBO 3/1EMEHTOB, KOTOPOE ByAeT MMNOPTMPOBAHO 33 OAHY
nTepaLmio.

Huke nprseneH NpuMep HaCTPOMKKM NoAKAoYeHMA K cepBepy LDAP B vars.yml:
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ldap server:

address: "ldap://dcOl.omptest.example"

parent group:

"ou=Test, DC=omptest, DC=local"

user cn: "OMPTEST\\\\Admin"
password: "&UJM, ki8"
page size: 1000

OnuncaHme TpeboBaHMI K AaHHbIM, coaepalwmmea B Active Directory, npuseaeHo

B Tabanue (Tabaunua 10).

BHUMAHMUE! MNapameTpbl E-mail, First_ name, Last name  ABAArOTCA

0b6a3aTeNbHbIMM.

Tabnunua 10

MNapameTp

Onucanue

[pnmeyaHune

Group

HassaHue rpynnbl No/Ab30OBaTeNen.
dopmart: oT 3 40 64 CMMBOJIOB

Echn rpynna nosnb3oBaTtenen
MY yxe CyllecTByerT,
BbINO/IHAETCA npuBA3Ka
rpynmnbl K nonb3osatesiam MY

E-mail
(0bsA3aTEeNbHbIN)

Paboyasa noyTta nonb3oBaTens MY.
dopmar:
<JIOTUH>@<O0MEHHOE_MMA>, OT 2
no 256 cumBo10B

Paboyas moyTa nonb3oBaTend
MY nonHa 6biTb YHMKAIbHOM

First name
(0bs3aTenbHbIN)

Nma nonb3osatens MY. dopmar: ot 2
no 64 cumonos. CUMBObI: a-A; a-Z;
A-A; A-Z; -; npoben

Last name
(0bs3aTenbHbIN)

®ammnma. dopmat: oT 2 g0 64
cmmBonoB. Cumsonbl: a-a; a-z; A-fl;
A-Z; -; npoben

Job_title

JomxkHocTb. ®opmat: oT 2 Ao 256
cMmBonoB. Cumsonbl: a-a; a-z; A-f;
A-Z; -; npoben

Phone_number

Homep TenedoHa. ®opmat: oT 2 A0
64 cumB010B. TONBKO LINPPbI
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2.8.2.2. Hactporika B3ammopgenctemsa CepBepa npunoxenun Y c Cepsucom
yBegomneHunn Aspopa sepcun 1.1.1

B cnyyae HeobxoammocTn B3ammoaenctsms Cepsepa npuaoxkeHun MY c CYA
noTpebyeTcA BbINOAHUTbL CAeAyoLInMe HAaCTPOMKM:

2.8.2.2.1 CuHXpoHM3MpOBaTb Bpema mexay Cepsepom npuaoxkennn My n CYA.

2.8.2.2.2 3apernctpmpoBaTb B CYA NPOEKT M NONYyYNTb KOHOUTYPALMOHHbIE dainbl
C HAaCTPOMKAaMN: push-mobile-app.yml 1 push-server.yml

2.8.2.2.3 3apatb nybaunuHbin  agpec CYA (3HayeHne napameTpa  AOJIKHO
COOTBETCTBOBATb 3HAYEHWIO MapameTpa push public address B KOHOUIypaLMOHHOM
danne push-server.yml). Ona 3TOro B KOHOUIYpPaUMOHHOM banne
config/config.yml.j2 3a4aTb napameTp

config.publicUris.push.publicAddress, Hanpumep:

publicUris:
push:
publicAddress: "http://ocs-app.local:8009"

2.8.2.2.4 MepeycTaHOBUTL 1Y B COOTBETCTBMM C M. 2.5.2 HACTOALLETO AOKYMEHTA.

2.8.2.2.5 B KoHconn agmnHmctpatopa MY («AogMUHUCTpUPOBaHUEY - « HACTPOMKMY»
- «MHTterpauma» - «Cepsep Push») 3agaTb napameTpbl B3ammogenctesma Cepsepa
npunoxenun My n CYA.

OnuncaHMA Ha3HaYeHMA MapaMeTpoB W MNOPSAAOK HACTPOMKM NpuBedeHbl B
NOKymeHTe  «PykoBoactBo  nonb3oBatena. Yactb 3. [loacuctema  Mnatdopma

yNpaBJieHMA».,
2.8.3. OnucaHue HacTpomkm MNOOC

[ns 3arpy3kn naketoB OC B pannosoe xpaHunumuie MNOOC HeobXxoAMMO BbINOAHUTb
cneayroume 4encTBumA:

— CKOMMpPOBaTb B MPOM3BO/bHbIM KaTasnor ¢annosoro xpaHmanuia NMNOOC apxms C
nakeTamm OC M pacnakoBaTb €ro B KaTa/ior, 3aJaHHblM B MapameTpe root CEKUMM

location /pkgrepo/mobile KOHOUIYPaLMOHHOro darna

/etc/nginx/conf.d/locations—-external/ocs-pkgrepo-nginx-static.location
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(no ymonyaHuio KaTanor: /ocs/pkgrepo/repos), nmbo B napameTpe repos root
KOHOUIYpaUMOHHOTO danna install-<sepcus ro>/install-
ac/config/subsystems/pkgrepo/vars/ocs-pkgrepo-nginx-static.yml

cueHapwues ycTtaHoBkM [1110:

tar -xf <uma damnna c apxusom> -C /ocs/pkgrepo/repos
rm <mMmsa ¢anJa C apXMUBOM>

— 3aperucTpmMpoBaTh MNepedaHHbIM  penu3  (Bepcuto), pobaBus B  dann
/ocs/pkgrepo/meta/main.json ONUCaHME U3 NepeaaHHOro BMecTe C apxMBom meta-
darna. MyTb K Panny main.json 3a4aeTca B napameTpe aliaS CeKUMM location
/pkgrepo/mobile/meta KOHPUIYPALUMOHHOIO pana /etc/nginx/conf.d/locations-
external/ocs-pkgrepo-nginx-static.location (no YMOYaHUIO KaTanor:

/ocs/pkgrepo/meta) AnMbO B MNapameTpe meta root KOHPUrypaumoHHoro oawnna
install-<Bepcwusa [I0>/install-ac/config/subsystems/pkgrepo/vars/ocs—

pkgrepo-nginx-static.yml cueHapues yctaHoBKku MMM0O. Mpumep ¢panna main. json:

{

"brand": "OMPCert",
"releases": [
{
"deviceModel": "p4903",
"latest": "3.0.2.23",
"versions": [
{
"version": "3.0.2.22",
"from": []
b
{
"version": "3.0.2.23",
"from": [
"3.0.2.22"
]
}
]
b
{
"deviceModel": "1801em",
"latest": "3.0.2.23",
"versions": [
{
"version": "3.0.2.22",
"from": []
b
{
"version": "3.0.2.23",
"from": [
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"3.0.2.22"

— nepe3anycTuUTb CEPBUC ocs-pkgrepo-pkg-repo-api C MOMOLLbIO KOMaHAbI:

sudo systemctl restart ocs-pkgrepo-pkg-repo-api*

— 0N NPOBEPKU KOPPEKTHOCTM HACTPOMKM Heobxoammo BOWTM B KOHCO/b
agMumHucTpatopa MY, panee nepentm B noapasden «HacTponku»  pasgena
«AAMUHUCTPUPOBAHME», B packpbiBatowemca nosne «MHTerpauma» BblbpaTb BKAAAKY
«ObHoBNeHne OC». YbeauTbca, 4To oTobpaxkatoTca MmMa cepsepa, moaenn MY u

noctynHble Bepchn OC (PucyHok 3).

+ WHTerpauuna 4 WHTErpauum
» Cepeep NpUNOMeHWA http://ocs-emm-egress-api-gw.local/appstore/api
~ OBHoenexne OC 1 WHTerpauus
w https:/irel-ocs.ompcloud.ru/pkgrepo/mobile %
~ 3507 Inoi R7, gmp-m1-n, ag_ns220
Inoi RY 3.5.0.6,3.5.0.3,3.5.0.1, 3.4.0.86, 3.4.0.62, 3.4.0.48
gmp-m1-n 3.5.06,3.5.0.3,3.5.0.1,3.4.086,3.4062,3.40.48
ag_ns220 3.5.0.6,3.5.0.3,3.5.0.1, 3.4.0.86, 3.4.0.62, 3.4.0.48
PucyHoOK 3

2.9. lononHuTensHble HacTponku MMNO n cpeapl pyHKUMOHMpPOBaHMA MNMNO

2.9.1. HacTpoWKa B3aumoaencTems cepsepa npuaoxeHuni My ¢ SMTP-cepsepom

[ns HacTponku B3aumogaenctama MNMO ¢ SMTP-cepsepom HEOBXOAMMO B CEKLMM
smtp KOHPUIypaLMOHHOIo danna NOACUCTEMBI rny config.yml
(config/subsystems/emm/config.yml) 3a4aTb Tpebyemble 3HaYEHMUA:

— aApec 3. NOYTbl, C KOTOPOro OTNPABAAIOTCA NMCbMa (MapameTp: from);
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— ajpec cepBepa 3/1. NoYThbl (NapameTp: address);
— TUN ayTeHTUdMKauMKM (mapameTp: authType);

- ﬂapameprIAﬂﬂ3aﬂaHHOH)TMHaayTeHTM¢MKauMM(usrername, password U

ap.).

3Ha4yeHuns napameTpoBs from n username A0NXKHbI ObITb MAEHTUYHbBI, B MPOTUBHOM C/y4ae
NOYTOBbIN cepBep byaeT OTKAOHATbL COObLLEHMSA

B MY noaaep*unBatoTca PLAIN, CRAM-MD5, LOGIN TUNbl ayTEHTUPUKALMM SMTP. B
3aBUCMMOCTM OT MCNONb3YEMOTrO TMNa ayTeHTMOMKaLUMN HeOBXOANMMO 3aaaTb caeayolme

napameTpbl (OCTaibHble NapameTpbl OCTaBUTb 6€3 3MeHeHUN):

— PLAIN
smtp:
from: "user@example.com"
address: "smtp.example.com:1025"

tls: true

authType: "PLAIN"

host: "example.com"
username: "test username"
password: "test password"
identity: "identity"

— CRAM-MDb5
smtp:
from: "user@example.com"
address: "smtp.example.com:1025"

tls: true

authType: "CRAM-MD5"
username: "test username"
secret: "test secret"”

— LOGIN

smtp:
from: "user@example.com"
address: "smtp.example.com:1025"
tls: true
authType: "LOGIN"
username: "test username"
password: "test password"

— 6e3 ayTeHTMdUKaLmm

smtp:
from: "user@example.com"
address: "smtp.example.com:1025"

tls: true
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2.9.2. HactponKa pasaeneHna Tpadmka

MMNO no3BondeT pasgenaTb Bxoaswmh Tpaduk (url-3anpocbl) cneayroWmmMm
cnocobamm:

— N0 basepath - Kaxaas KoHconb agmuHucTpaTopa/paspaboTimnka (nnbo APl ann
B3aumoaenctamna ¢ M) npmBsa3aHa K onpeaeneHHOMY basepath. Basepath 3a4aHbl B
cekumn config.publicUris KOHOUIYpaumMoHHOro gamna internal.yml.

— Mo AomeHam (cybaomeHam) — Kaskaana KoHconb aaMUHUCTpaTopa/pa3paboTynka
n APl ana B3anmopenctems ¢ Ml (nmbo rpynna KoHconen n APl) onumMoHanbHO MOXeT
ObITb NPUBA3aHA K onpeaeneHHOMY AOMeHy. PekomeHayeTcs nybanyHble KoHconn u API
NPWBA3bIBAaTb K AOMEHY, KOTOPbIM MMeeT AO0CTyn M3 ceTu MHTepHeT, a BHYTPEHHMeE
KoHconn (KoHCoNMM afiIMMHNCTPATOPOB) NPMBA3bLIBATL K JIOMEHY, HE MMEtoLWEeMy AOCTyN 13
ceTn NHTepHeT. PasgeneHne TpadmnKka No AOMeHaAM ONMcaHo B nn. 2.4.2.2 HaACTOALLEro

NOKYMEHTA.
2.9.3. MNpumep HACTPONKN eanHOro GanaoBOro XpaHUanLWa

HeobxoaMmo ycTaHOBMTb NFS CepBep B COOTBETCTBMM C obMUMANbHOM

NOKYMeHTauuemn Ha OoC RedHat, npuBeaeHHON Ha CTpaHuMLUe:

https://access.redhat.com/documentation/en-
us/red hat enterprise linux/7/html/storage administration guide/nfs-

serverconfig.
ﬂ,anee HEO6XO,£I,VIN\O BbINMOJIHATb MOHTUPOBaHUE d)aP'IﬂOBOVI CNCTEMDI NE'S K KaTajsiory

/ocs C MOMOLLbIO KOMaHAbI:

mount example.com:/export/ocsfs /ocs

rae,

— example.com—-MMﬂyBHa¢mﬁnOBorocepBepaNFS;

- /export/ocsfs-—KaTaﬂor,KOTOpbWﬁ3KCﬂOpTMpyeTexample.com;

— /ocs — KaTasor, K KOTOPOMY OCYLLLEeCTBAAETCA MOHTHUPOBaHMeE.

,ﬂ,ﬂ‘r'l NPOBEPKN KOPPEKTHOCTN MOHTNPOBaHWMA H€O6XO,£I,MN\O BbIMO/THNTb KOMaHAY:
ls /ocs
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N ybeamnTbes, YTO NONYYEHHbIM CNUCOK $alioB COOTBETCTBYET CNUCKY GalnnoB B KaTaore
/export/ocsfs Ha KOMMbIOTEPE example. com.

MoHTMpoBaHMe (GANNOBON CUCTEMbI NFES Tak¥e MOXeT ObiTb BbIMOJAHEHO
nocpeacTBOM pedakTMpoBaHma dalna /etc/fstab. [na 3Toro B AaHHbIM  dann

HeO6XO,£I,l/II\/\O ,£I,O6aBl/ITb 3anncb cnegyrouero smnaa:

example.com:/export/ocsfs /ocs nfs defaults 0 O

PenaktnpoBaHue danna /etc/fstab NOJTI)KHO OCYLLLEeCTB/IATHLCA
Cynepnonb3oBaTeNeMm.

B ¢annoBom xpaHunuiule HeobxoAMMO B COOTBETCTBMM C MNAPaAMETPOM
filestoragePath KOHOUIypaLUMOHHOIo danna
config/subsystems/appstore/config.yml CO34aTb KaTanor, rae OyayT XpaHUTbCA
dannbl MM (MKOHKKM, CKPWUHLIOTbI, rpmM-NaKkeTbl), 3arpy*kaemble pa3pabdotynkamm. B

CO3JaHHOM KaTanore notpebyeTca co34aTb KaTaior applications-api:

mkdir -p /ocs/appstore/applications-api

MapameTp filestoragePath KOHOUIYPaLMOHHOro banna

config/subsystems/appstore/config.yml MOXET MMETb CAeAyOLNIA BUA:

filestoragePath: "/ocs/appstore"

B ¢annoBom xpaHuauule HeobxoAMMO C034aTb KaTasor, B KOTOpom OyayT

XpaHnTbcA naketbl OC [MOOC:

mkdir -p /ocs/pkgrepo

CO3,£I,aBaeN\bll7I KaTaaor A0J1XXeH COOTBeTCTBOBATb [MapaMeTpamM, 3adadHHbIM B
KOHOUIYpaUMOHHOM ¢aine /etc/nginx/conf.d/ocs-pkgrepo-nginx-static.conf

Beb-cepBepa Nginx Web Server.
2.9.4. HacTpoWKa KaWwmnpoBaHMA OTBETOB CEPBNCOB

Nna ysennyenma npomssoantensHocTh MMO npumeHAeTCA K3WMpoBaHME OTBETOB
cepsncos Cc nomouwbto Nginx. [lpy 3TOM A0OCTYyN K 33aK3WMPOBAHHBIM  [AAHHbLIM

ocyuiecTsaseTca Yepes wato3bl goctyna MM0.

52




— ~| OTKPbITASA

PYKOBOACTBO aAMUWHUCTPATOPA MOBUJNIbHASA
y A A P P lnnATcpopMA

HacTpoMKM KaWMpoBaHMA 3a4at0TCA B CAeAyroWwmx KOHPUIypaumoHHbIX dannax
CLeHapuneB YCTaHOBKM cpedbl dyHKUMOHMpoBaHMaA MIMO:

1) B KoHoUrypaumoHHom daine shared roles/nginx/defaults/main.yml
3ajatoTcA:

— cache enabled - BKNOYEHWE/BbIKNOYEHME KILLIMPOBAHUSA;

— cache path - KaTasor XpaHeHMA Kola;

— keys_zone - UMA 30Hbl B pa3aenaemon NnamaTtu, rae byaeT XpaHUTbCA KILW;

— keys zone size - pa3Mep 30Hbl B Pa3fenaeMon NaMaTu;

— cache max_size - MaKCMManbHbI pasmep BblAENAEMON MNOA K3W NaMATHU
(Koraa MecTo 3aKaH4YMBaEeTCA, NGiNX yAanaeT ycTapeBlwne AdaHHble);

— cache inactive - Bpems, MOCAe KOTOPOro Kaw OyAeT aBTOMATUYeCKM
OYMLLATBLCA.

Hanpumep:

cache enabled: true

cache path: "/var/cache/nginx"
keys zone: "proxy cache"

keys zone size: "50m"
cache max size: "10G"

cache inactive: "30m"

MaKcMManbHbIN pa3Mmep BblAENAEMON NoA, K3 NamMATK A0KeH ObiTb He meHee 10 I'b

2)B KOHPUIYpaLMOHHbIX bannax config/subsystems/<uasBaHue
nomcmucTeMer>/vars/services.yml 3agatotca APl ¢yHKumMm (endpoint-bl) MMNO ans
KOTOPbIX HEOOXOAMMO BbIMONHATL K3LWMPOBAHME, @ TaKKe MapamMeTpbl KIWMPOBaHMA ANA
Kaxkaon APl dyHKLNM:

— proxy cache - BK/ItOYEHME K3WmMpoBaHWa ana APl dyHKUuK;

— proxy cache valid - BpeMA K3WMPOBAHMA OTBETa (BO3MOXHO 334aTb BpeMA
K3LWMPOBAHMA ANA onpeae/ieHHbIX CTaTyCOB OTBETA);

— proxy cache lock - MapameTp onpeaenser BO3MOMKHOCTb MPOXOXKAEHUA
HECKO/IbKUX 3anpocoB Ha 63keHA (K cepsucam MIM0O). Mpu 3HaYeHUM «on» 3anpeLlaeTca

NPOXOXAEeHMEe HEeCKONbKUX 3anpocoB K cepsucy MO, Bce NOBTOPHbIE 3anpockl byayT
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0XMAaTb NOABAEHMA OTBETA B Kalle, MO0 TamayT BNOKMPOBKM 3aNpoca K CTPaHMLE.

— proxy cache use stale - NapaMeTp onpeaenAaeT, B KaKUX CAy4aAX MOXKHO
NMCMNOJZIb30BaTb yCTapeBumﬁ 3al-(3LLIMpOBaHHbIl\/'I OTBET,

— add header: "X-Cache-Status Supstream cache status" - AMUPEKTMBA
nobasnset http-3aronoBoK, CoAepKaLMA CTAaTyC KILWMPOBAHMA.

Hanpumep:

nginx location dashboard:
path: "~ /vl/dashboards/["/]+S$"
proxy cache: "proxy cache"
proxy cache valid: "200 {{ cache interval dynamic }}"
proxy cache lock: "on"
proxy cache use stale: "updating"
proxy cache background update: "on"
add header: "X-Cache-Status Supstream cache status"

2.9.5. lencTtBmnAa no 6e30nacHOM YCTaHOBKE M HACTPOMKE CpeaCcTBa

YCTaHOBKa, HaACcTpoMKka W 3Kcnayataumsa TMO  gonxHa OCywecTBAATbCA B
COOTBETCTBMMU C IKCNAYATALMOHHON AOKYMeHTaumen Ha MMO0.

Mpu wucnonbzosaHum MO 8 MC (MCNAH, ACY, KWUW), He coaeprKaLimx
MHGOPMALMM COCTABAAIOLEN TOCYAAapPCTBEHHOM TalHbl, B 3aBMCMMOCTM OT Kjacca
3aLLUMLLEHHOCTM, AO0MKHbI ObiTb YCTAHOBAEHblI 3HAYEHUA MapameTpPOoB, NPUBEAEHHbIE B

Tabamue (Tabnamua 11).

Tabnuua 11
3Ha4yeHune 3Ha4yeHume 3Ha4yeHune 3Ha4eHune
NapameTp (ana TNC4-ro | (pnalTUC3-ro | (graTWUC2-ro | (ana MTUC 1-ro
Knacca) Knacca) Knacca) Knacca)

KoHdurypaumoHHbin darn Mb (cueHapua yctaHoBKku MB):
/var/ocs/config/subsystems/auth/config.yml

(config/subsystems/auth/config.yml.j2)

MNepuos BpemeHu YctaHaBauBaeTtc |He bonee 90 He 6onee 90 He 6onee 45
HEeMCcnob30BaHMA A Ha YCMOTpeHMe|aHEN, aHen, aHewn,
naeHTMPUKaTopa onepatopa MC, |Hanpumep: Hanpumep: Hanpumep:
(y4eTHOM 3anucn) Hanpumep: maxAccountIna maxAccountIna |maxAccountlIn
ctivityPeriod|ctivityPeriod|activityPeri
noab30BaTeNs, yepes
, HEP 2160h . 2160h od: 1080h
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3HayeHue 3HayeHue 3HayeHue 3HayeHune
MNapameTp (pnaTUC4-ro | (anaTUC3-ro | (anaTMUC 2-ro | (ana MUC 1-ro
Knacca) Knacca) Knacca) Knacca)
KOTOpoe npowncxoauT MaxhAccountlna
. |ctivityPeriod
ero 610KMpoBaHue: 2160h

config.maxAccount
InactivityPeriod

MuHnmanbHasa AnMHalHe meHee 6 He meHee 6 He meHee 6 He meHee 8
napona: CMMBO/IOB, CMMBOJIOB, CMMBOJIOB, CMMBOJIOB,
config.passwordSe yanpumep: Hanpumep: Hanpumep: Hanpumep:

ttings.minkength |config.passwo |config.passwo |config.passwo |config.passw
rdSettings.mi |rdSettings.mi |rdSettings.mi [ordSettings.

nLength: 6 nLength: 6 nLength: 6 minLength: 8
Andasut napona ana |He meHee 30 He meHee 60 He meHee 70 He meHee 70
YYeTHbIX 3anmncen CMMBOJ/IOB, CMMBOJ/IOB, CMMBO/0B, CMIMBOJ/I0B,
nonb3oBaTenen He  |Hanpumep: Hanpumep: Hanpumep: Hanpumep:
HacTpamBaeTcs. minDigits: 1 [minDigits: 1 |minDigits: 1 |minDigits: 1

[Mapoan y4eTHbIX . . . .
P ¥ minUpperLette minUpperlLette minUpperlLette minUpperlett

safnncen rs: O rs: 1 rs: 1 ers: 1
nosib3oBaTenem
LO/KHbI coAepaTb minLowerLette minLowerLette minLowerLette minLowerLett

rs: 1 . . .
6YKBbI BEPXHETO U rs: 1 rs: 1 ers: 1

HWKHETO PEIMCTPOB, IminSpecialCha |minSpecialCha [minSpecialCha |minSpecialCh
undpbl 1 rs: 0 rs: 0 rs: 1 ars: 1
cneupanbHble
CMMBO/bI (3TO
KOHTpOMpyeTCA
nno).

Andasut napona ana
YYETHbIX 3anuncem
MY:

®  MUWHMMaNbHOE
yncno undp B

napone:
config.passwordSe
ttings.minDigits

®  MWHMMaNbHOE
4ymcno byKB BEpPXHEro

perucTpa B napone:
config.passwordSe
ttings.minUpperle
tters
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3HayeHune 3Ha4yeHue 3HavyeHune 3HavyeHune
NapameTp (anafNC4-ro | (analUC3-ro | (mnaTUC2-ro | (gnha TUC 1-ro
Knacca) Knacca) Knacca) Knacca)
®  MWHMMaNbHOE
YMCNO DYKB HUMKHETO
perncTpa B napone:
config.passwordSe
ttings.minUpperLe
tters
®  MMHMMaNbHOE
YMCNO CNELCMMBOJIOB
B Napone:
config.passwordSe
ttings.minSpecial
Chars
MaKcrmanbHoe He bonee 180 |He 6bonee 120 |He 6onee 90 He 6onee 60
BpemA AencTBmA aHen, aHen, aHen, aHen,
napona: Hanpumep: Hanpumep: Hanpumep: Hanpumep:
config.passwordEx|passwordExpir |passwordExpir |[passwordExpir |passwordExpi
pirationTime ationTime: ationTime: ationTime: rationTime:
"4320h" "2880h" "2160h" "1440n"
Yucno nocnegHmx YCTaHaB/AMBAETC |YCTaHAB/MBAETC |YCTaHaB/IMBAETC |YCTaHaBAMBaeT
MCMNOJIb30BAHHbIX A Ha YCMOTpeHune|a Ha A Ha cA Ha
naponen, kKotopble  |onepaTtopa NC, |ycmoTpeHue YCMOTPEHMe YCMOTpEHMEe
3anpeLeHo Hanpumep: onepatopa MC, |onepaTtopa NC, |onepatopa UC,
MCNONb30BaTb passwordHisto yanpumep: Hanpumep: Hanpumep:
NONb30BATENAMM NPY rybepth: 3 passwordHisto |passwordHisto |[passwordHist
CO3AaHUM HOBBbIX ryDepth: 3 ryDepth: 3 oryDepth: 3
naponem:
config.passwordHi
storyDepth
MaKcrmasibHoe OT13 0010 OT13 no 10 OT3808 Or3p004
KOIMYeCTBO NOMbITOK, MOMbITOK, NOMbITOK, NOMbITOK,
HeycneLllHbIX Hanpumep: Hanpumep: Hanpumep: Hanpumep:
NOMNbITOK failedLoginTr |failedLoginTr |failedLoginTr |failedLoginT
ayTeHTUOMKALMN ies: 10 ies: 10 ies: 8 ries: 4
(BBOAA
HenpaBMbHOIO
napons) Ao
HNOKNPOBKM:

config.failedLogi
nTries
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3HayeHue 3HayeHue 3HayeHue 3HayeHune
MNapameTp (pnaTUC4-ro | (anaTUC3-ro | (anaTMUC 2-ro | (ana MUC 1-ro
Knacca) Knacca) Knacca) Knacca)
Bpema 6nokunposkm  |OT 3 go 15 Ot 5 no 30 Ot 10 po 30 Ot 15 po 60
YYETHOM 3anncu MUHYT, MUHYT, MUHYT, MUHYT,
no/ib3oBaTeNA B Hanpumep: Hanpumep: Hanpumep: Hanpumep:
cnyyae JOCTUHEHUA failedLoginBl |[failedLoginBl |[failedLoginBl |failedLoginB
ockTime: "3m" |ockTime: "bm" |ockTime: lockTime:
YCTaHOB/IEHHOIO . . . .
10m 15m
MaKCMMa/IbHOro
KOIM4YecTBa
HeycneLlHbIX
NonbITOK
ayTeHTUPUKaumMm:
config.failedLogi
nBlockTime
Konunyectso YcTaHaBamMBaeTC |YcTaHaBaMBaeTC |YcTaHasamBaeTc |He bonee 2-x,
OAHOBPEMEHHbIX A Ha YCMOTpeHMe|a Ha A Ha Hanpumep:
ceccun ana onepatopa UNC, |ycmoTpeHune yCMOTpeHue privilegedSe
ssionsLimit:
NPUBUNETMPOBAHHbIX [HANpUMep: onepatopa MC, |onepaTopa NC, 5
yyeTHbIX 3anuceit:  |privilegedSes \yanpumep: Hanpumep:
config.privileged|Sionskhimit: privilegedSes |privilegedSes
SessionsLimit 10 sionsLimit: sionsLimit:
10 10
Konunyectso YCTaHaB/AMBAETC |YCTaHAB/MBAETC |YCTaHaB/IMBaETC |YCTaHaBAMBaeT
OAHOBPEMEHHbIX A Ha YCMOTpeHune|Aa Ha A Ha CA Ha
ceccun ana onepatopa UC, |ycmoTpeHune YCMOTpEeHMe YyCMOTpEHMe
HEeNpPMUBUAETMPOBAHH [HaNpPUMep: onepatopa MC, |onepatopa NC, |onepaTtopa UC,
bIX Y4€THbIX 3anuceir: [unprivilegeds yanpumep: Hanpumep: Hanpumep:
config. essionsLimit: \ypprivilegedS |unprivilegedsS [unprivileged
unprivilegedSessi 10 essionsLimit: |essionsLimit: |[SessionsLimi
onsLimit 10 10 t: 10

O6Wwmin KoHPUrypaumoHHbIM pann MMO (wabnoH obLiero KoHGUrypaumoHHOro Ganna

nno):

/var/ocs/config/config.yml

(config/config.yml.j2)

Bpemsa be3aeinctauma
(HeaKTMBHOCTH)
No/ib30BaTeNs, Yepes
KoTopoe
ocyllecTsaAeTca
3aBeplUeHMe ceaHca
No/Ib30BaTeNs:

YCTaHaB/MBAETC
A Ha YCMOTpeHue
onepatopa UC,
Hanpumep:
rememberFor:
30m

YcTaHaBMBaeTC
A Ha
YCMOTpEeHMe
onepatopa UC,
Hanpumep:

rememberFor:
30m

He 6onee 15
MWHYT,

Hanpumep:
rememberFor:
15m

He bonee 5
MUHYT,
Hanpumep:
rememberFor:
5m
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3HayeHune 3Ha4yeHue 3HavyeHune 3HavyeHune
NapameTp (anafNC4-ro | (analUC3-ro | (mnaTUC2-ro | (gnha TUC 1-ro
Knacca) Knacca) Knacca) Knacca)
config.session.remem
berFor
2.9.6. Aencrteus no peannsaumm bYHKLMA H6e30nacHoOCTH cpepbl

dyHKUMOHMpoBaHus MMNO

2.9.6.1. YcTaHOBKa, HAacTpoMKa 1 akcnayaTtaumna C31 HC/,

3kcnayaTauma MNMO n CYBA aonxHa ocylecTBAATbLCA B 04HOM M3 cneaytowmx OC:

— CentOS Bepcun 7 c yctaHoBneHHbiMn C3M HC/ «Dallas Lock Linux», C3W «Secret
Net LSP» nnn C3UN HCL, « Akkopa-X K»;

— Anbt 8 CI1.

YctaHoBka C3M HCL po/mkHa ocyuwecTtBaATbcA nocae ycraHosKu [1M10. [locne
yctaHoBkn C3W HC HeobxoamMmo NMOBTOPHO Ha3HauuTb nosb3oBaTenam OC npaBa Ha
BbIMO/IHEHME KOMaHA, OT MMEHW Cynepnonb30BaTeNs B COOTBETCTBMM C NoApa3aenom 2.2
HACTOALWEro AOKYMEHTA.

YCcTaHOBKa, HacTpoMka u 3Kkcnayataumsa C3M HCOA n OC Anbt 8 CI1 gonkHa
OCYLLECTBNATLCA B COOTBETCTBMM C IKCMN/yaTaLMOHHOM AoKymeHTaumen Ha C3M (OC).

2.9.6.2. TpeboBaHMA K MEKCETEBOMY 3KPAHMPOBAHMIO

Heobxoamnmo, 4tobbl 3aWmTa nepumeTpa (PU3nYecknx n (Mam) NormYecknx rpaHnL)
NC ocywecTBnanacb C MCNOMb30BAaHMEM MEXKCETEBOro 3KpaHa Tpebyemoro Knacca
3aWMThI.

MerKceTeBOM 3KpaH A0IKEH NPONYyCKaTb TPAadMK TONbKO Ha BHelWHMe nopTbl MMM0,
NPW 3TOM OCTa/IbHOM TPAPUK A0MKEH ObiTb 3anpetleH. MNepeyeHb BHelwHMX nopTos M0 B

3aBUCMMOCTM OT BapmaHTa HaCTPOMKM npmuseaeH B Tabauvue (Tabavua 12).
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Tabnnua 12
Homep nopTta KoHpurypaumoHHsbi painn, 8
P nop OnucaHune durypau, ¢ Tun nopra*
(npoTokon) KOTOPOM 3aJaeTca nopT
Cepsucol MO «Aspopa LeHTp»
10000 - MopTbl cepsucos MMO |shared_roles/systemd- BHYTPEHHUN
10500 (tcp) deploy/templatés/systemd—
supplicant.sh.j2
/usr/bin/systemd-
supplicant.sh
Nginx
80 (tcp) CAyXKUT ons shared roles/consul- BHYTPEHHMWIA
o template/defaults/main.yml
B3aMMO/EeNCTBUA
cepsucos [0 agpyr c
NPYrom u
MCNOb3yeTCA B TOM
C/nyyae, Koraa
ocyliecTBaseTca
pa3aeneHune TpadurKa
no basepath (url-
aapecam)
8009 (tcp) BanaHCMPOBLLMK config/vars/_vars.yml BHeLLHWI

MunKpocepsmcos (Nginx
Web Server).
Mcnonb3yeTca B TOM
C/nyyae, Koraa
ocylLecTBAAeTcA
pasgeneHune Tpaduka
no basepath (url-
agpecam)

config/config.yml.j2
/etc/nginx/conf.d/ocs.conf

4 Tunbl nopTos.:

1. BHewWwHwWe - AOCTYN K A@HHOMY TMMY NOPTOB OCYLLECTBAAETCA M3-3a NPeAeN0B KOHTPOIMPYEMOMN 30HbI.
Hanpumep, 3anpockl OT nosb3oBaTesielt ¢ ponbto lNonb3oBatens Aspopa MapkeT. JocTyn K AaHHbIM
nopTam MMeEeT HapyLnTesb;
2. BHyTpeHHMe - ocTyn K AaHHOMY TUMY MOPTOB MOMET OCYLLECTBAATLCA TONbKO M3 KOHTPOAMPYEMOM
30HbI. [laHHble NOPTbl MCNONL3YIOTCA ANA B3aMMOAeNCcTBMA: mexay cepsucamum MMO, cepsucos MMO ¢
KoMnoHeHTamu cpeabl dyHKuMoHnpoBaHma MO, KomnoHeHTamu cpedbl GpyHKUMoHMpoBaHua [0,
NpPUBUAErMPOBaHHbLIX Nonb3oBaTener c MNMO.
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Homep nopTa Onmcarme KoHourypaumoHHbin paiin, 8 S —
(npoTokon) KOTOPOM 3aJaeTca nopT P
CYB/, PostgreSQL
5432 (tcp) CYB/l PostgreSQL shared roles/postgresql/de|gyytpeHHMNil
faults/main.yml
CYbA Redis
6379 (tcp) redis-server shared roles/redis/default BHYTPEHHMWIA
s/main.yml
26379 (tcp) |redis-sentinel shared_roles/redis/default|gyyrpeHHuii
s/main.yml
Consul
.io0/docs/install/p
orts
8301(Kp/udphttps://www.consul BHYTPEHHWIA
) .1o0/docs/install/p
orts
8302(Kp/udphttps://www.consul BHYTPEHHWIA
) .1o0/docs/install/p
orts
8600 https://www.consul|shared roles/consul/defaul gyytpeHHuit
(tcp/udp) .1o0/docs/install/p|ts/main.yml
orts
8500 (tcp) https://www.consul|shared roles/consul/defaul gyytpeHHunit
.1o/docs/install/p|ts/main.yml
orts
Nats Streaming Server
4222 (tcp) nats port shared roles/nats- BHYTPEHHWIA
streaming-
server/defaults/main.yml
6222 (tcp) nats cluster port |shared roles/nats- BHYTPEHHMM
streaming-
server/defaults/main.yml
8222 (tcp) nats monitoring po |shared roles/nats- BHYTPEHHWIA
rt streaming-
server/defaults/main.yml
Dnsmasq
53 dnsmasqg BHYTPEHHW
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Homep nopTa KoHourypaumoHHbin paiin, 8
prop OnucaHue Gurypauy Pann, Tun nopra*
(npoTokon) KOTOPOM 3aJaeTca nopT
OnepaumnoHHasa cuctema
22 MopT SSH. BHYTPEHHNM

Ncnonb3yeTtca ana
pPa3BepPTbIBAHNA U
aAMUHUCTPUPOBAHMA
Mnno.

BHUMAHME!
BO3MOXKHOCTb
MCNOJIb30BAHMUA
[AHHOro nopTa
onpeaenaeTca
NOoKyMeHTaumen C3
ot HCA

PekomeHayeTca 3anpeTuTb goctyn K MMO npuBMAerMpoBaHHbIX NOAb30BaTENEN M3-33
npeaenoB KOHTPOAMPYEMOM 30HbI, 3anpeTnB A0CTyn K KoHconn aamuHuctpaTopa (6.
TaKkKe npu HeobXOANMMOCTM MOXKHO 3aNPEeTUTb AOCTYN K OCTa/ibHbIM Beb-KoHconam. Ana
3TOro HeobxoAMMO paspelnTb TpaduK TOoAbKO no Tpebyembim url-agpecam B
cooTBeTCTBMM Cc N. 2.9.2

2.9.6.3. Hactpomka OC CentOS

2.9.6.3.1 Ana 3aTpyaHeHMA BO3MOXKHOCTel cbopa WHPOpMALMM O CUCTEME,
HeobXoAMMO MUCKAUYUTL METKM BPeMeHW Mn3 3aronoBkoB TCP nakeToB, BbIMOJAHMB
OMMCaHHbIE HMXKE AENCTBUA.

2.9.6.3.1.1 B KOHOUrypaUMOHHbIM dann /etc/sysctl.conf 406ABUTb CTPOKY:

net.ipvéd.tcp timestamps = 0

2.9.6.3.1.2 MpnMeHUTb KOHGUTYpPaLMIO, BbINOAHNUB KOMaHAY:

sysctl -p /etc/sysctl.conf

2.9.6.3.1.3 MNpoBepuTb KOPPEKTHOCTb KOHPUTYPALIMK, BbIMONHUB KOMAHAY:

sysctl -a | grep net.ipvéd.tcp timestamps

Ec/iv HaCTPOMKM 3a4aHbl NPaBUIbHO, AO/IXKHO ObITb BbIBEAEHO 3HAYEHME:

net.ipvéd.tcp timestamps = 0
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2.9.6.3.2 HacTponKa 3anpeTa ssh A0CTyNa K cepBepam NpUAOKEHW NO JIOTUHY U
Naposto

[nAa BbINONHEHMA HACTPOMKM HEODXOAMMO BbINONHUTL CAeAytoLne AenCcTBuA:

2.9.6.3.2.1 B KoHOUrypaumoHHom danne /etc/ssh/sshd config 334aTb

cneayrouine 3Ha4eHnA napameTpoB:

PasswordAuthentication no
AuthenticationMethods publickey

2.9.6.3.2.2 Nepe3sanyctntb cayxby sshd c nomoLLbo KOMaHAb!:

sudo service sshd reload

2.9.6.3.3 HacTponKka MMHMMaANbHOM CIOXKHOCTX NaponA

HacTpoika C/NOXKHOCTM MaposA OCyLLeCTBAAETCA B KOHOUrypauMOHHOM datine
/etc/security/pwquality.conf. PekomeHAayeTca 3a4aTb cCleaylolne 3HavyeHun
napameTpos:

— MWHWMMaJIbHaA OJ/INHA NMaponA:

minlen = 8

- aJ'ICI)aBl/IT NnaponA (MVIHVIN\a/'IbHOG KOMnM4eCTBO  UNCMONBb3YEMbBIX  K/1aCCOB

CMMBOJI0B):

minclass = 4

— MaKCMMa/ibHasa A4JuHa nocaenoBaTeibHoCTU cumBonoBs (abed, 12345 n 1.n.):

maxsequence = 3

— MaKCMMaJibHOE YMCA0o naywmnx noapad ognHaKoBbIX CMMBOJIOB:

maxrepeat = 3

2.9.7. CamocToAaTenbHasA YCTAaHOBKA HeO6XO,£I1VIN\bIX MNakeToB Ha cepBepbl

NPUAOXKEHWN 1 cepsepbl b/

[na yCTaHOBKM HEOBXOAMMbIX MAKETOB Ha CepBepbl NPUAOKEHMN K cepBepbl bl
HeobX0AMMO BbINOAHUTL AEMCTBUA, ONMCAHHbIE HUXKE.

2.9.7.1. Mony4nTb CANCOK HEOBXOAMMbIX MAKETOB

[MepeyeHb HeobXOAMMbIX MAKETOB, KOTOPble AOMKHbI ObiTb YCTAaHOBAEHbl Ha

cepBepbl MNPUAOXKEHMn u cepBepbl bJl, 3agaH B ¢alne play-managed-node-
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prerequisites.yml, Haxo4AWEMCA B KaTanore co cueHapuamum yctaHosku [1M10.

[aHHbI daltn MMeeT cneayoLlyo CTPYKTYPY:

- name: install requirements to <omepaumMoHHas CUCTEMa>

- name: install os packages on db node
loop:
<lIepedeHb [NAaKeTOB cepBepa BI>
- name: install os packages on app node
loop:
<IlepedyeHb NakKeTOB CepBepa IPUIIOXESHUM>

B ceKkumn name: install requirements to <omepauMoHHas cucTeMma>
33/[laeTCA nepedvyeHb NaKkeToB AN yKaszaHHoW OC. [laHHaA CeKuuMs COAep*KUT [ABe
HOACEHMMM,BKOTOpHX3aAaeTCHHGpGQEHbﬂaKETOBAﬂﬂcepBepaﬂpMﬂOHeHMmlACEpBepa
BA.

B noacekumn name: install os packages on db node 33[3€TCA NepeyeHb
nakeTos Ana cepsepa b/.

B noaceKumm name: install os packages on app node 33a4aeTcA nepeyeHb
NaKeToB A/1A CepBepa NPUIOKEHUN.

[anee npeacTaB/feH NpPMMep MNepevyHA MaKeToB ANA CepBepa MPUIOKEHUN U

cepBepa b/l, dpyHKLUMOHUPYIOLWMX Noa ynpasaeHnem OC CentOS 7:

tasks:
- name: install requirements to Cent0S7
block:
- debug:
msg: install requirements to CentOS7

- name: install os packages on db node
package:
name: "{{ item }}"
state: present
loop:
- epel-release
- g
- unzip
- perl-1libs
- libxslt
- postgresgl-1libs
- libicu
when: node type == "db" or node type == "all"
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- name: install os packages on app node

package:
name: "{{ item }}"
state: present
loop:

- net-tools
- epel-release
- Jqg
- unzip
- perl-libs
- libxslt
- postgresqgl-libs
- libicu
- dnsmasqg
- bind-utils
when: node type == "app" or node type == "all"
when: ansible distribution == "CentOS" and
ansible distribution major version == "7"

2.9.7.2. YCTaHOBUTb NaKeThbl

YCTaHOBKA NaKeTOB OCYLLLECTBAAETCA B COOTBETCTBUM C ,EI,OI-(yIV\eHTaLI,MGVI Ha OC.

2.9.8. TpeboBaHMA K YCTAaHOBKE W HACTPOMKe BHewHero 6anaHcMpoBLIMKA (Ha

npumepe Nginx)

YCTaHOBKM W HACTpoOMKa BHelwHero 6anaHcuposlinKka Nginx ocyulecTBaseTcs
Noab30BaTENAMMN (CUCTEMHbBIMUM aaMUHUCTPaTOpamn) MMO camocToaTeNbHO. BHeLHMR
6aNaHCUPOBLUMK A0MKEH NOAAEPHKMBATL MPOKCMPOBaHME tcp-coeanHEH M.

[ns NpoBepKM BO3MOMKHOCTU MPOKCUMPOBAHMA tcp-coeguMHEHUI Heobxoaumo

BbIMO/IHUTb NPOBEPKY KOPPEKTHOCTU KOHDUTYpaLmm Nginx ¢ MOMOLLbIO KOMaHAb!:

sudo nginx -t

Mpu noaBneHUM cooblleHns unknown directive "stream" TpebyeTcs
nob6aBnTb NnoaaepKKy moayna ngx_stream_module.so. [na 3Toro HeobxoaMmo:
— B KOHourypaumoHHom damnne Nginx (pann: /etc/nginx/nginx.conf)

N06aBUTb CTPOKY:

load module '/usr/lib64/nginx/modules/ngx stream module.so';

— Nnepe3anyCctnTb Nginx C NOMOLWbKO KOMaHAbI:

sudo systemctl reload nginx
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2.9.8.1. HacTtpolMka 6anaHcMpoBLWMKa ANA  NOAAEPKKM  MYNbTUTEHAHTHOM
KOHDUIypaumm

TaK Kak [Ana Kakaoro TeHaHTa MCNo/sb3yeTcs OTAeNbHbld NOoAAO0MEH, TO
HeobxoaMMO HacTpouTb 06paboTKy NoAAOMEHOB Ha BHewHem banaHcupoBwmKe. s
3TOro HeobXoANMO:

— BbINYCTUTb cepTndmKaThbl BMAa * . acenter.example.ru n
acenter.example.ru (TODO);

— 006aBUTb dns-3anNnCK * .acenter.example.ru M acenter.example.ru;

— B KOHOUrypaumMoHHOM painne BHellHero banaHcnMpoBsLMKa 406aBUTL 06paboTKy
dns-3anucert  *.acenter.example.ru (NpUMepbl  KOHOMrypaumoHHbiXx  dainos
npvBeneHbl B samples/ac-mt/nginx external-balancer/conf.d/one-

node.conf).

2.9.9. AkTMBaUMA (pa3bAOKMPOBKA) yYETHOM 3aMMCK NONb30BATENA C MOMOLLbIO Sql-

3anpoca K b/l

Pa3zbnokmMpoBKa Yy4eTHbIX 3anucel nonb3osatenen [MO  ocyuwecTsaaeTca
AIMWHNCTPATOPOM YYETHbIX 3anNMcen ¢ NOMOoLLbo KoHcoan aammnHmnctpatopa Mb. OaHako
yyeTHasa 3anncb AAMMHUCTPATOPa YYETHbIX 3anMceit TakKe MoxeT bbiTb 3a610KMpOBaHa
(Hanpumep, NpU ANUTENBHON HEAKTUBHOCTM AAMUHNCTPATOPA YY4ETHbIX 3anncen).

B atom cnydae ans pa3bNOKMPOBKM YYETHOM 3anMcu HeobxoaMMO BbIMOAHUTD
cnepytouime aencTema:

2.9.9.1. Noakntountca kK B MB (auth) c nomoLLbio cneayowmMx KomaHAa,:

psgl -U auth -h <ip-azmpec ceprBepa BI> -d auth
\c auth

Hanpumep:

psgl -U auth -h 192.168.0.107 -d auth
\c auth

65




— ~| OTKPbITASA

PYKOBOACTBO aAMUWHUCTPATOPA MOBUJNIbHASA
y A A P P lnnATcpopMA

2.9.9.2. Pa3bnokmpoBaTb YY4ETHYHO 3aMMCb NOb30BATENS C MOMOLLbLO C sgl-3anpoca:

update accounts users.accounts set 1s active=true,
last activity at=now() where login='<email nome3oBaTena>';

Hanpumep:

update accounts users.accounts set 1s active=true,
last activity at=now() where login='admin@omprussia.ru';

2.9.10. encTtBna nocne cbpoca MY K 3aBOACKMM HACTPOMKam

Cbpoc MY BO3BpallaeT ero K 3aBOACKMM HacTpomKkam. [locne cbpoca MY, B
3aBUCMMOCTM OT TOro, KakMm obpaszom Oblam nepBoHavaNbHO ycTaHoBaeHbl M MO
(MM «Aspopa UeHTp» n MM «ABpopa MapKkeT»), MOryT oTcyTcTBOBaTb AMb0O ObiTb
cbpoueHbl A0 NepBOHaYaIbHOM BEPCUM.

Mocne cobpoca MY HeEOOXOANMMO BbINONHUTL CAeAyIOLLINE AENCTBUA:

1) yctaHosuTb MMM MMO, ecnn nocne copoca MY OHM OTCYTCTBYHOT;

2) aktmBmpoBaTb MY B [1Y B COOTBETCTBMM C AOKYMEHTOM «PyKOBOACTBO
nonb3osaTena. Yactb 3. Moacuctema lMNaatdopma ynpasaeHua»;

3) obHoBuTb MI MMNO B COOTBETCTBMW C nNoApasaenom 5.3 HACTOALWLEro

NOKYMEHTA.

2.9.11. MNopAanok 3a4aHua aapecos (AOMEHHbIX MMEH) B KOHPUIypaLMOHHOM daine

inventories/release/hosts.yml

3aJaHuWe aApecos (4OMEHHbIX MMEH) OCYLLEeCTBAAETCA NOCPeACTBOM NX A0DaBNeHMA

B CEKUMIO hosts, Hanpumep:

app:
hosts:
acenterapp0l:
acenterapp02:
acenterapp03:

[onyckaeTtcs aobasneHne agpecos nNpu nomoLlim Aob6aBneHMAa XOCTOB B rpynmbl U
NanbHelnwero nepencnonb3oBaHua rpynn. Hanpumep, ana Nginx 6yayT 3agaHbl agpeca 13

rpynnbl app, KOTOpas 3ano/iHeHa Bbllle:
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ocs:
children:
app:
hosts:
acenterappO1l:
acenterapp02:
acenterapp03:
nginx:
children:
app:

TaK»Ke AoMnycKaeTca CMelaHHoe 3a4aHne apecoB NocpeacTBOM Mx AobaBieHMA B
CeKUMIO hosts, a TaKXKe MnocpeacTBOM A00aBNeHMA XOCTOB B rPynnbl M AaJbHENLIEro
nepencnonb3oBaHua rpynn. Hanpumep, ans Nginx dyayT 3agaHbl aapeca M3 rpynnbl app,

KOTOPaA 3an0OJ/IHEHA BbIWE N aApeca N3 CEKUMM hosts:

oCs:
children:
app:
hosts:
acenterapp0l:
acenterapp02:
acenterapp03:
nginx:
children:
app:
hosts:
acenterapp04:
acenterapp05:

|_|pl/l H€O6XO,£I,MN\OCTM YCTaHOBKW Ha XOCT TOJIbKO onpeaeneHHbIX nogcncrtem rro,
HEO6XQQMMO nocne agpeca XoOCTa ﬂp6aBMTb napamMmeTp subsystems C MNepPeYHEM

noAcucTem, Hanpumep:

app:
hosts:
acenterappO1l:
subsystems: auth
acenterapp02:
subsystems: emm
acenterapp03:
subsystems: appstore,pkgrepo
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KoHburypaumoHHbIn dain cueHapus yCTaHOBKM cpedbl GyHKUMoHMpoBaHma MMNO

Ha ogHOM OBM c OMEHHbBIM MMEHEM ocs—-app . local MMeeT Cieaytowmni BUAa;

all:
children:
ocs:
children:
app:
hosts:
ocs—-app.local:
postgresqgl:
children:
postgresgl masters:
hosts:
ocs—-app.local:
postgresqgl slaves:
hosts:
nginx:
children:
app:
hosts:
consul:
children:
consul servers:
children:
app:
hosts:
consul agents:
consul template:
children:
app:
nats streaming server:
children:
app:
hosts:
redis:
children:
redis masters:
children:
app:
hosts:
sentinel:
children:
app:
hosts:

Mpumepbl $annoB hosts.yml ANA OAHOHOAOBOM W KNACTEPHOM KOHOUrypaumi

npuBedeHbl B KaTanore samples/ac/inventories/

mt/inventories/).

(M B KaTanore samples/ac-
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OnuncaHune napameTpoB KOHOUIypauMoHHOro danna

inventories/release/hosts.yml npuBeaeHo B n. /.1.1 HacToALLEro 4OKYMEHTA.
2.9.12. MNopAaaoK HaCTPOMKM CPOKa XpaHeHUs cobbITUIM Be3onacHOCTH

CpoK XxpaHeHusa cobbiTuin 6e30MacHOCTM 3a4aeTcs B MoJe retention Tabauubl
partman.part config events B[ b (auth).

[Ins npocMoTpa M WM3MEHEHMA CPOKAa XpaHeHWs HeobXOAMMO BbIMOJHUTb
cneayroLLyto NoC/1Ie40BaTeIbHOCTb AENCTBUM:

2.9.12.1. NoakntounTbca K B, Mb (auth) ¢ NOMOLBIO CAeayoLMX KOMaHA:

psgl -U auth -h <ip-ampec cepmBepa BI> -d auth
\c auth

Hanpumep:

psgl -U auth -h 192.168.0.107 -d auth
\c auth

2.9.12.2. [IpoCcMOTpETb TeKyllee 3Ha4YeHNe CPOKA XPaHEHMA C MOMOLLbIO CKpUMTa:

select retention from partman.part config where parent table =
'audit.audit events';

2.9.12.3. I3MeHUTb CPOK XpPaHEHMA C MOMOLLbIO CKpPUNTa:

UPDATE partman.part config SET retention = '<kojuuecTBO nHern> days'
where parent table = 'audit.audit events';
Hanpumep:
UPDATE partman.part config SET retention = '90 days' where
parent table = 'audit.audit events';

2.10. YctaHoBKa MT1

2.10.1. YctaHoska MIT Ha MY ¢ noMoLbto NPUAOKEHUA « TepMUHAN»

Ona yctaHoBkM MIT Ha MY ¢ nomoulbio NPUAOKEHUA «TepMnHan» Heobxoammo
BbIMONIHMUTL CAeaytolne AencTBUA:

1) noakntoumTb MY K 3BM ¢ nomoubto USB-Kkabens;

2) Ha MY nepeKkntoumThca B pexxum «lpoTokon nepegadn mynstumeana (MTP)», B

pe3ynbTaTe B OC oTobpasntca BHewHM HocuTenb «INOI R7» (PucyHoK 4);
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PaBouwnit cton

il

v Ycrponctea v ancky (3)

INOIR7

v CeTtesble pacnonoxexus (1)

lNokanenein guck (C:)

mcl e —— DVD RW aunckosog (D:)
.: DVD
10,4 I'b ceoboaro n3 23716 =
PucyHoK 4

3) nepeinTn B KaTanor Downloads 1 ckonMpoBaTb B HErO 3arpy304Hbln Moaynb MI1

(RPM-nakeTbl);

3arpyso4yHbii moaynb, B 3aBucumoctu oT Bepcum OC, Haxogmtca Ha DVD ¢

3arpy3oyHbiMm moaynem B KaTaJiore:

— MI1 «ABpopa LeHTp»:

/mobile apps/aurora center/<sepcmsa 0OC>/

Hanpumep:

/mobile apps/aurora center/3.2.1/ (ana OC Aspopa Bepcun 3.2.1).

— MI1 «ABpopa MapKeT»:

/mobile apps/aurora market/<mepcmsa OC>/

Hanpumep:

/mobile apps/aurora market/3.2.1/ (ana OC Aspopa Bepcun 3.2.1);

4) ucnonbaya Ml «TepmnHan», nepenTtn B Katanor ¢ RPM-naketammn ¢ nomolLlbto

KOMaHAb!:

cd /home/nemo/Downloads/

MpenBaputTensHo HeobxoaAMMO 3a4aTb Naponb ans MM «TepMUHaN», BbINONHMB

cneaylouime AencTBua:

— MPOBECTU MO IKPaHy MNPUIOKEHWN CHMU3Y BBEPX M KOCHYTbCA 3HAYKA .

OT0OpPa3nNTCA MEHIO HACTPOEK;

— B MEHIO HaCTPOEK NepemnTn K pasaeny «HacTpomKa 3alnTbl»;

— BbIBPaATb NYHKT «JJOCTYN K TEPMUHANY» U CreHepupoBsaTb Naposb (1Mbo 3aaaThb

Naposb BPYYHYHO);
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5) YCTAHOBMUTb NAKETbIC MOMOLLbIO KOMAHAbI:

devel-su pkcon install-local *.rpm

2.10.2. YctaHoBka MIT Ha MY ¢ nomoulbto MY

YctaHoBka MI1 «ABpopa MapKeT» TaKXKe MOXKeT OCYLEeCTBAATLCA C NOMOLLbIO [TY.
MoapobHOe onucaHMe [OaHHOro npouecca MNpuMBeAEeHO B AOKyMeHTe «PyKoBOACTBO

nonb3osBaTena. Yactb 3. Moacuctema MNaathopma ynpasaeHma».
2.11. NpoBepKa KOPPEKTHOCTU YCTAaHOBKM U GYHKLMOHMpPOoBaHMA MNMO

2.11.1. Obwme cBepeHmn

[na NpOBEPKM KOPPEKTHOCTM YCTAHOBKU M OYHKUMOHMPOBaHMA [0, a Takxke
cpeapbl dyHKUMOHMPOoBaHKMA MO B cOCTaB CLEHapWeEB YCTaHOBKW BKAOYEHA YTUAMTA ANA
boOpMMPOBAHMA ANATHOCTMYECKOrO OTYETa.

[nsa dopmmnpoBaHMA AMArHOCTUHECKOTO OTHETa HEODXOAMMO NEePEenTM B KaTanor co
CUeHapuAMM YCTaHOBKWM (KaTanor: install-<sepcwmsa MIO>/install-ac/ WK

install-<Bepcusa IMIO>/install-ac-mt/) W BbINOAHUTb KOMaHAY:

ansible-playbook play-diagnostic-report.yml -1
inventories/release/hosts.yml -vv —--user <uMs MOJIb30BaTEJII>

B pe3ynbTaTe B KaTanore report byaet cbopmmposaH ¢arn B report.html.

[OuarHoctnyeckmin otdyet dopmupyetca B Buae dpanna B popmate HTML n
COAEPKMUT CneayroLine pasaens:

— obuwan nHpopmauma o ctatyce cepsucos [M10;

— 0buaa nHdopmauma o cTaTyce KOMMNOHEHTOB cpelbl QYHKLMOHUPOBAHMSA;

— pasfenbl, coaepKaline AeTanbHyo MHGopMaLmio 06 oTaenbHbix cepsucax MMO

M KOMMNOHEeHTax cpebl PyHKLUMOHUPOBAHMA.
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2.11.2. OnucaHue napameTpoB AMArHOCTUYECKOro OTYyeTa

2.11.2.1. Pa3gen «Disk Space»

Paszpgen codepxut MHd)OpN\aLI,MPO O NOAAHOM WM AOOCTYNMHOM obbeme ANCKOBOTO

npocTtpaHcTtea Ana MNMo (PucyHok 5).

Disk Space

Mount point

Size total, MiB Size available, MiB

Availability, %

/boot

/home

864.34
46308.92
43128.35

1014.00
51175.00
45729.66

PUCYHOK 5

85.24
90.49
94.31

OnucaHne Ha3Ha4vyeHuA CTOJ'I6LI,OB Ta6f|l/|L|,bI, d TaKXe l/IHd)OpMaLI,l/IFI O BO3MOXHbIX

3Ha4yeHuAx npueeaeHsbl B Tabanue (Tabanua 13).

Tabnumua 13
HassaHue BO3MOKHble 3Ha4YeHUA
OnucaHue

ctonbua (npumepbl 3HaYeHMN)
Mount Katanor, K KoTopomy MOHTUpyeTca ¢pannosoe |lyTb K KaTanory,
points XpaHUAULLLE (TOYKA MOHTMPOBAHMA) Hanpumep: /home.
Size total, |Pa3mep $pannoBoro xpaHuMAnLLa, Ob6bem pmU3nYeckon NnamaTu
MiB NPUMOHTUPOBAHHOIO K 33a1JaHHOMY KaTanory B M6, Hanpumep: 45729,66
Size Ob6bem cBoboAHOro mecTta B pannoBom Ob6bem pn3nyeckon NnamaTu
available, |xpaHunuLe, NPUMOHTUPOBAHHOIO K B M6, Hanpumep: 43128,35
MiB 3a,aHHOMY KaTanory
Availability, |O6bem cBoH60AHOrO MecTa B painioBOM OT1 0 go 100, Hanpumep:
% XpaHWauMLWe B NPOUEHTHOM COOTHOLIEHMWN 94.31

(K nonHOMY 0HbeMy)

B caydvae ecnun obbem CBO60,£I,HOFO MmecTa meHee 15%, none 3aKpaWnBaeTCA KPaCHbIM

LLBETOM

2.11.2.2. Pazpgen «Systemd Unit Status»

B naHHOMm pasgene npuseaeHa obulas MHbopmauma o ctatyce cepsucos MMO u

KOMMNOHEHTOB cpeibl YHKLUMOHNUPOBAHMUA U COCTOUT 13 CeaytoLmMX NoApa3aenos:
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2.11.2.2.1 OCS Targets

Moapasaen coaepXuT MHPOPMaLMIO O CTaTyce KOHPUrypauuin rpynn CepsBucoB

MMNO (PucyHoK 6).

Systemd Unit Status

Name

Unit Status Unit-file status

OCS Targets

ocs-appstore
ocs-appstore-admin-api-gw
ocs-appstore-adminconsole-ui
ocs-appstore-applications-api
ocs-appstore-client-api-gw

ocs-appstore-dev-api-gw

enabled

disabled
disabled
disabled
disabled
disabled

active (active
active (active
active (active
active (active
active (active
(

active (active

)
)
)
)
)
)

PUCyHOK 6

OnuncaHne HasHavyeHns CToNbLOB Tabauubl, @ TakKe MHGOPMALMA O BO3MOXKHbIX

3HaYyeHuAx npueeaeHsbl B Tabanue (Tabanua 14).
Tabnuua 14
HassaHue Bo3moKHble 3HaueHua (npumepbl
OnucaHue
cTtonbua 3HaYeHW )
Name NMma  KoHPUrypaumm  rpynnbl|Bo3amoxKHble — 3Ha4YeHMA  onpeaenstoTca
cepsucos nepeyHem KOHOUrypaumin rpynmn cepsBMCcOB
rnno
Unit Status |MIHbopmauma o cTaTyce rpynnbljactive - rpynna CepBMCOB 3anylleHa W
cepBmcos BbIMOIHAETCA;
activating - rpynna cepBucoB
3anyckaeTcs;
deactivating - rpynna cepBucoB
BbIK/ItOYAETCA;
inactive -Trpynna CepBMCOB BbIK/IIOYEHQ;
failed - NpW 3anycke rpynnbl CEpPBUCOB
npou3olLLna oWnbKa;
missed - KOMMNOHEHT OTCYTCTBYET
Unit-file NMHbopmauma o nNPUCYTCTBUN|enabled - NPUCYTCTBYET B aBTO3anyckKe
status KOHOUIypaLMOHHOro danna|disabled - OTCYTCTBYET B aBTO3aMnycke
3amnyCcka Trpynnbl CEpBMCOB B
aBTO3anycke
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2.11.2.2.2 OCS Services

Moapasaen coaepKut nHpopmaumto o ctatyce cepsmcos MO (PucyHok 7).

OCS Services
ocs-appstore-admin-api-gw @ 0
ocs-appstore-adminconsole-eula
ocs-appstore-adminconsole-ui (@ 0
ocs-appstore-applications-apt (@ 0
ocs-appstore-client-api-gw @ 0

ocs-appstore-client-api-gw (@ 1

active (running) disabled
active (exited) enabled
active (running) disabled
active (running) disabled
active (running) dizabled
active (running) disabled

PucyHok 7/

OnuncaHmne Ha3HavyeHuA CTOI'I6IJ,OB Ta6/'ll/ILI,bI, d TaKxke I/IHCI)OpMaLI,Mﬂ O BO3MOXHbIX

3HaYyeHuAx npueeaeHsbl B Tabanue (Tabanua 15).

Tabnunua 15

Ha3saHue
ctonbua

OnucaHue

Bo3moKHble 3HaueHna (NnpumMepbl 3HaYEHNN)

Name

HassaHwe cepsuca 110

Bo3MoOXHble 3Ha4YeHunA onpenenaTca
nepeyHem cepsucos [0  wmn  wumetoT

CJ'Ie,EI,yPOLLI,Mﬁ d)OpI\/\aT <mmsAa T'PYIIIEL
cepBMCOB>(@<HOMEp BK3eMIJspa CepBUCa B

Tpynmne>.service, Hanpumep: ocs-

appstore-admin-api-gw@0.service.

Unit Status

NHpopmaums o cTatyce

cepsuca

active - CepBUC 3aMnyLEH M BbINOJHAETCSA;
activating - CEpPBMC 3anycKaeTcs;
deactivating - CEPBMC BbIKIOYALTCS;
inactive - CEPBWC BbIK/HOYEH;

failed - npu 3anycke cepBuca NPOM30LLNG
ownbKa

Unit-file
status

MHPopmaLma 0 NpUCYyTCTBUM
KOHOUrypauMoHHOro danna

3alMyCKa CepPBUCa B

dBTO3afycke

enabled - NPUCYTCTBYET B aBTO3aMnycke
disabled - OTCYTCTBYET B aBTO3amnycKe

2.11.2.2.3 Mandatory services

MNoapasaen CoAepXUT MHGOPMALIMIO O CTaTyCe CEePBMCOB KOMMOHEHTOB cpeabl

bYHKUMOHNPOBaHMA (PrcyHOK 8).
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Mandatory services
consul-template service running enabled
consul service running enabled
nats-streaming-server.service running enabled
Nging service running enabled

postgresgl-11_ service

PnUcyHoOK 8

OnuncaHmne Ha3HaveHuA CTO/'I6LI,OB Ta6/'ll/ILl,bI, d TaKXke I/IHC])OpN\aLl,l/IFI O BO3MOXHbIX

3Ha4yeHuAx npueeaeHsbl B Tabanue (Tabanua 16).

Tabnuua 16
HassaHue
OnucaHue Bo3mOKHble 3HaueHuA (NpuMepbl 3HaYEHN)
cTonbua
Name Ha3BaHue cepBuca |BO3MOXKHbIE 3HAYEHMA MMENT caeaylowmin Gopmat
KOMMNOHEHTa cpeapl |<nMA cepBHUCa>.service 171 ONpenesydanTCH
(I)yHKLLVIOHMpOBaHVIﬂ PazapboTUumMKOM. I'Iepequb BO3MOXHbIX 3HAYEHUM:
consul-template.service
consul.service
nats-streaming-serever.service
nginx.service
postgresgl-1ll.service
postgresqgl.service
Unit Status |MHPopmaumsa o active - CEPBMC 3anyLLEH M1 BbINOJHAETCA;
cTaTyce cepBuca activating - CEPBMC 3aMycKaeTcs;
deactivating - CEPBUC BbIKNHOYAETCH;
inactive - CEPBUC BbIK/IHOYEH,;
failed - Npw 3anyckKke cepBuca nponsoLlna OLLIl/I6Ka,'
enabled - CEPBMC NPUCYTCTBYET B aBTO3alMyCKe;
disabled - CEPBMNC OTCYTCTBYET B aBTO3aMNYyCKe,;
missed - KOMMNOHEHT OTCYTCTBYEeT
Unit-file NHbopmauma o enabled - MPUCYTCTBYET B aBTO3aMyckKe
status MPUCYTCTBUM disabled - OTCYTCTBYET B aBTO3aMycKe
KOHPUIYPaLUMOHHOTO

dalna 3anycka
cepsumca B
aBTO3anycke
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2.11.2.3. Pasgen «APlI GW Service Status»
Paspen coaep*UT MHPOPMALMIO O CTaTyce PerucTpaLmm CepBMCOB B CUCTEME
obHapyxeHua cepsucos (Consul). Ha pucyHke (PucyHok 9) npuseneH npumep cTaTyca

perncrtpaunmn CeEpBmMcoB B CUCTEME O6Hapy>KeHl/lF| cepBHCOB.

API GW Services Status

Service name Code Status

ocs-appstore-admin-api-gw 200 passing
ocs-appstore-client-api-gw 200 passing
ocs-appstore-dev-api-gw 200 passing
ocs-auth-admin-api-gw 200 passing
ocs-auth-public-api-gw 200 passing
ocs-pkgrepo-device-api-gw 200 passing

PucyHoK 9

OnucaHne Ha3Ha4vyeHuA CTOJ'I6LI,OB Ta6f|l/|L|,bI, d TaKXe l/IHd)OpMaLI,l/IFI O BO3MOXHbIX

3HaYeHuAX NnpueeaeHsl B Tabauue (Tabanua 17).

Tabnuua 17
Ha3BaHue .
OnwncaHwne Bo3moKHble 3HaueHna (npumepbl 3HaYEHNN)
ctonbua
Service HassaHwe cepsuca 110 BO3MOXHble 3Ha4YeHMA onpeaenAatTcA
name nepeyHem cepsumcos 10
Code Koga http-oTseTa BO3MOXHble 3Ha4YeHUA onpenenatoTcA
npoTokosiom HTTP
Status NHbopmauma o cTaTyce BO3MOXHble 3Ha4YeHMA onpenenatoTcA
perncTpaumm cepsuca B Consul. CtaTyc «passing» 03Ha4aeT, 4To
cucteme obHapyHKeHus NpoBepKa NPonaeHa yCnewHo
cepsucos (Consul)

2.11.2.4. Paspen «Consul Cluster Endpoints Availability»

Pasgen comepUT MHPOPMAUMIO O TMNPOBEPKe [AOCTYMHOCTU WHTepbenCcHbIX
bYHKLUNI cncTembl obHapykeHua cepsucos (Consul). Ha pucyHKke (PucyHok 10) npuseaeH
npumep otobparkeHma MHGOPMaLMM O AOCTYMHOCTU MHTEPPENCHbBIX QYHKLMUIA CUCTEMDI

0bOHapyKeHns CepBUCOB.
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Consul Cluster Endpoints Availability

Node:Port

Availability

inp1int03.ompcloud:8300
inp1int03.ompcloud:8301
inp1int03.ompcloud:8302
inp1int03.ompcloud:8500
inp1int02.ompcloud:8300
inp1int02.ompcloud:8301
inp1int02.ompcloud:8302
inp1int02.ompcloud:8500

OPENED
OPENED
OPENED
OPENED
OPENED
OPENED
OPENED
OPENED

PucyHok 10

MNepeyeHb MHTepdeNCHbIX GyHKUMA Consul npueeaeH B AoKymeHTaumm Ha Consul

(https://www.consul.io/docs/install/ports).
MHTepdencHbIx PyHKUMIm  Consul

(MHOroHOA0BOW) KOHGUTYpPaLLUK.

NMHPopmauma O  AOCTYMHOCTM

npeagocrtaBndeTca TOJIbKO B Cay4dae KﬂaCTepHOVI

OnucaHne Ha3Ha4vyeHuA CTOJ'I6LI,OB Ta6f|l/|L|,bI, d TaKXe l/IHd)OpMaLI,MFI O BO3MOXHbIX

3HaYeHuAX NnpueeaeHsl B Tabauue (Tabanua 18).

Tabnunua 18
Ha3ssaHue o
OnwncaHwne Bo3moKHble 3HaueHna (NnpumMepbl 3HaYEHNN)
ctonbua
Node:Port |Aapec ¢yHKUMM Aapec GyHKUMM NpeacTaBaeH B cneaytoulem popmare:
<mMsa XocTa>:<IopT>.
[MpoBepKa BbIMONHAETCA TONbKO ANA QYHKLNIA,
AOCTYMHbIX Ha cneaytouwmx noptax: 8300, 8301, 8302,
8500.
Hanpumep: acenter.example: 8300
Availability |CraTtyc B cnydae AOCTYNHOCTN QYHKLMM NPUHUMAET 3HAYEHME
AOCTYMHOCTH «OPENEDY.
byHKUMM B MHOM cny4ae BbIBOANTCA KOZ OWMOKM 1 coobLLeHMe,
onpeaenaemoe Consul

2.11.2.5. Pasgen «Consul Service Health Check»

Pasgen coaepnt nHdopmaLmio o ctaTyce pernctpaunm cepsmcos MNMO B cucteme

obHapyxeHusa cepsucos Consul (PucyHok 11).
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Consul Service Health Check

service_location

ocs-appstore-admin-api-gw
hitp:/'ocs-app.local:80/ocs-appstore-admin-api-gw/admin health ‘ocs-appstore-admin-api-gw

ocs-appstore-adminconsole-ui

http://ocs-app local-80/ocs-appstore-adminconsole-ui/admin health/‘'ocs-appstore-adminconsole-ui

ocs-appstore-applications-ap1
htip://ocs-app.local:80/ocs-appstore-applications-apt/admin/health/ocs-appstore-applications-api

ocs-appstore-client-api-gw
hitp:'ocs-app.local:80/ocs-appstore-client-api-gw/admin health 'ocs-appstore-client-api-gw

ocs-appstore-dev-api-gw
http://ocs-app.local:80/ocs-appstore-dev-api-gw/admin health/ocs-appstore-dev-api-gw

PucyHok 11

200

200

200

200

200

OnuncaHmne Ha3HavyeHuA CTO/'I6IJ,OB Ta6/'ll/ILI,bI, d TaKxke l/lHCI)OpMaLI,Mﬂ O BO3MOXHbIX

3HaYeHuAX NnpueeaeHsl B Tabauue (Tabanua 19).

Tabnuua 19
HassaHue Bo3moKHble 3HaueHua (npumepbl
OnucaHwne .
cTtonbua 3HaYeHW )
MNepBbln HasgaHue cepsuca [MNO u url-agpec|Bo3moxHble 3HaYeHuA
cTonbel, OYHKUMM (endpoint) cepBucalonpenenaoTca nepeyHem
«healthcheck» cepsucos [MM0.
BTopown Kop http-oTBeTa Bo3MOKHble 3HaYyeHmA
cTonbey, onpeaenAatoTca npotokosiom HTTP
[lepeyncneHHble 3arosoBKM "service location", "expose location",
"service vhost", "expose port", "static" — 3TO pPeXuUMbl paboTbl consul-
template.

2.11.2.6. Pazgen «Cluster Nodes Reachability»

Pasaen coaepuT MHPOpPMaLMIO O pe3yabTaTax NPOBEPKKN AOCTYMHOCTM CEPBEPOB

(Hoa) knacTepa (PucyHok 12).

Cluster Nodes Reachability

Node Reachable
ocs-app.local OK
PucyHok 12
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OnuncaHMe Ha3HayeHMa CToNOLO0B TabauLpl, a TakKe MHPOPMALIMA O BO3IMOMKHbIX

3Ha4yeHuAx npueeaeHsbl B Tabanue (Tabanua 20).

Tabnunua 20
Ha3saHue
OnucaHue Bo3MOKHble 3HaueHUA (NpuMepbl 3HaYEHN)
ctonbua
Node Appec cepsepa Onpepenaetca AOMEHHbIMU MMEHAMM XOCTOB
(xocTa)
Reachable |MHopmauma o MoreT NnpuHMUMaTb 3Ha4YeHua: «OK» (B cnydae
[OCTYNHOCTM NOCTYMHOCTU) MKW COAEPHKaTb coobLLEHME 00
cepsepa OLINDKe, KOTOPOE BEPHET YTUAMUTA ping

2.11.2.7. Pa3gen «Nginx Service Proxy»
Paspen coneput MHOGOPMaUMio O NpoBepKe KOHPUrypaumm 6anaHCMpPOBLLMKA

MunKkpocepsmncos Nginx Web Server ans kaxaoro cepsuca MMO (PucyHok 13).

Nginx Service Proxy

Service name Upstreams Virtual server
ocs-appstore-settings-api OK
ocs-appstore-adminconsole-ui OK
ocs-pkgrepo-egress-api-gw OK
ocs-auth-idp-ui OK
ocs-pkgrepo-pkg-repo-api OK
ocs-auth-admin-api-gw OK
Ann navith caerrae maalalia () i
PucyHok 13

OnuncaHmne Ha3HavyeHuA CTO/'I6LI,OB Ta6l'|l/ILI,bI, d TaKxXe VIHCI)OpN\aLI,MFI O BO3MOXHbIX

3HaYyeHuAx npueeaeHsbl B Tabanue (Tabanua 21).

Tabnuua 21
HassaHue BO3MOXHble 3HaYeHus
OnucaHue o
cTonbua (npumepbl 3HaYEHUI)
Service HassaHue cepsuca MO BO3MOHble 3Ha4YeHUA
name onpeaenaArTca nepeyHem

cepsucos 1110

Upstreams Konunyectso 3K3eMnaApoB CepBUNCA, 3aaHHbIX LlenoyncneHHble 3Ha4eHnA

B KOHPUrypaumoHHom danne Nginx orlagon
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HassaHue BO3MOHble 3HaYeHuA
OnucaHue
cTonbua (NnpMmepbl 3HaYEHUI)
Virtual NMHbopmauma o Hannume cekumm «server» ana|«OK» - cekums server
server yKa3zaHHoro cepsuca M0 B npucyTCcTBYET
KOHPUrypaumoHHom dpanne Nginx. «No server block
B AaHHOM CceKuMM 3a4aHbl HACTPOMKM found!» - cekumA
«BUPTyanbHoro» cepsmca MO, KoTopbIn oTCcyTCTBYET
OCYLLLeCTBAAET NepeHanpas/ieHne
(npokcupoBaHme) http-3anpocos Ha
«peasibHble» 3K3eMNAAPbI CepBMCa

2.11.2.8. Pa3pen «Filestorage Configuration»
Pasgen coaepuTt MHPoOpMaLMIo O KOHPUrypaumm Gpamnosbix xpaHuaumu, MM n

MOOC (PucyHok 14).

Filestorage Configuration
» Filestorage location: focs/appstore/applications-api (@755 ocs:ocs)
Configuration file:
fvar/focs/appstore/ocs-appstore-applications-api/ocs-appstore-applications-api.yml
» Filestorage location:
Configuration file: If\\s

fvar/focs/appstore/config.yml

» Filestorage location: (not exists)

PucyHok 14

HacTtpolika «Filestorage location» coaep»uT nyTb K KaTaaory 1 ero cTaTyc.
B HacTpoinke «Configuration file» ykazaH KOHOUIypaUMOHHbIN dalin, B KOTOPOM

3a/1aH NyTb K $alIOBOMY XPaHUINLLY.
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3. YNPABNEHUE KOMIOHEHTAMMU CPEAbI ®YHKUNOHWUPOBAHUA,
CEPBMCAMMW, HACTPOMKAMW CEPBMCOB U MOACUCTEM

3.1. YnpaBneHne KOMNOHEHTaMM cpeabl PyHKUMOHUpoBaHMA MMNO

YnpasneHune cepsucamm MMMNO 3aKkNO4aeTcA B WX YCTaHOBKe, OOHOBAEHWM W
YAANEHUM U OCYLLECTBAAETCA C MOMOLLbI CKpUNTa deploy-infra.sh W3 KaTajaora
install-<sepcmsa [IIO>, CO3[4AaHHOrO Ha 3Tane pas3BepTbiBaHMA ynpasadwoowen IBM
(noapasanen 2.3).

dopmaT KOMaHAbl YyNpaBAEHUA CePBUCAMN MMEET CAeAYHOLLINI BUA:

ANSIBLE USER=<mmsa nosbz3osarens> ./deploy-infra.sh <napamerper> --extra-
vars "force upgrade=true"

OnuncaHne napameTpoB KOMaHAb! YNpaBAeHWA:

1) <ums nosbzoBaTENT>

B napameTpe yKa3blBaeTCA MMA NMPUBUAETMPOBAHHOIO sudo-noab3oBaTena, noj
KOTOPbIM HacTpoeH SSH-aocTyn K cepBepam npunoxeHni n b/.

2) -A, --action

[laHHbIA NapaMeTp 3a4a€eT AeNCTBUE, KOTOPOE HEODXOANMMO BbIMOAHUTbL, U MOXKET
NPUHUMATL Caeayolme 3Ha4YeHUA:

— napameTp OTcyTCcTByeT - OyaeT BbINOMHEHA YCTaHOBKA WAM OOHOBAEHME
KOMMOHEHTa (KOMMNOHEHTOB);

— flush all - 6yaeT BbINONHEHO yAaNeHWe KOMMNOHEHTa (KOMNOHEHTOB).

3) -c¢, --components

[laHHbIA NapameTp 3aaeT KOMMNOHEHT cpeabl GYHKLMOHMPOBAHMA, AN KOTOPOTO

6y,ﬂ,eT BbIMOJ/IHEHA KOMaHAa yNpaBaAeHNA, N MOXET NPUHUMATbL Cieayrowmne 3Ha4eHNA!
— dnsmasqg;
— nginx;
— consul;
— consul-template;

— nats-streaming-server;
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— redis;
— ocs-user;

— db.

B AaHHOM NnapaMeTpe MOXET 3aaBaTbCA CMUCOK NOACUCTEM, HallpMUMep:

—--components dnsmasqg, nginx

Mo ymonuyaHuto (ecnn napameTp Ha 3aJaH) KomaHaa ynpasneHua 6yaet
NPUMeHeHa KO BCEM KOMMOHEHTaM.

4) -d, --database

[aHHbIn napameTp 3agaeT Bepcuto CYB PostgreSQL m moxeT NpUHMMaTb
cnegyouwme 3Hadvenma: 11, 12, 13, 14.

Mo ymonyaHuto (ecnm napameTp He 3adaH) OyaeT MCNONb30BaTbCA 3HA4YeHMe,
3aZlaHHOe B napametpe pg version KOHOUIYpPaLMOHHOro banna
config/vars/ vars.yml.

Mpu otcytctBumn CYB/[l B nepeyHe KOMMOHEHTOB (MapameTp --components)
3HaYeHMe AaHHOro napameTpa byaeT MTHOPMPOBATLCA.

5) --skip-database

[Mpn Hannumm gaHHoro napametpa CYb/l He ycTaHaBAMBAETCA.

6) -1, --limit

[laHHbIM NapameTp 3aJaeT nepeyeHb XOCTOB, ANA KOTOpbiX OyaeT BbIMOAHEHA

KOMaHZa ynpas/ieHusa, Hanpumep:

-—-1limit exampleOl.omp,example02.omp

Mo ymonyaHuio (ecanm napameTp Ha 3adaH) KomMaHAa ynpaBneHusa 6yaet
NPMMeHEeHa KO BCEM XOCTam COrnacHo NHBEHTAPHOMY banny
inventories/release/hosts.yml.

7) -e, --extra-vars

B gaHHOM napameTpe nepefarnTca BHELHMe MNepemMeHHble A1S8 CKPUNTOB
pa3BepTbiBaHMA. B MMO ncnonb3ytoTca caenytoline BHEWHNE NepeMeHHble:
— force upgrade=true - CAYXWUT ONA NPUHYAWUTENbHOrO OBHOBNEHMA

KOMMNOHEHTOB cpeabl dyHKLUMOHMpoBaHMA MMI10;
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— pg_slave recreate=true - CAYXUT 418 UHULMANN3ALMK penanKkn B.
8) --help

BbiBOA, CNPAaBOYHON MHPOPMALMN.

[MpMMepbl KOMaHA yNpaBAeHUsA:

1) YCTaHOBKa NN 0bHOB/IEHME BCEX KOMMOHEHTOB:

ANSIBLE USER="omp" ./deploy-infra.sh --database 12 --extra-vars
"force upgrade=true"

2) ycTaHOBKa uan obHosaeHMe Nginx Ha XocTe ocs-app.local:

ANSIBLE USER="omp" ./deploy-infra.sh --components nginx --limit ocs-
app.local --extra-vars "force upgrade=true"

3) yaaneHue Nginx:

ANSIBLE USER="omp" ./deploy-infra.sh --components nginx --action
flush all

4) nony4yeHmne cnpaBoYHOM MHPOPMaLUK:

./deploy-infra.sh --help

3.2. YnpasneHue cepsucamu MO

YnpasneHue cepsmcamu MMNO 3aKkNt04aeTCa B UX YCTaHOBKE, 3aMyCKe, OCTAHOBKE,
nepesanycke, M3MeHeHUN HaACTPOEK M OCYLLECTBASETCA C MOMOLLbIO CKpMNTa deploy-
ac.sh u3 xaranora install-<sepcus I[IO>, CO34aHHOIO Ha 3Tane pa3BepTbiBaHMA
ynpasnaiouwein 3BM (n. 2.3.9).

dopmaTt KOMaHZbl yNpaBaeHUa cepBncamm MMeeT caeayoumin Bua;

ANSIBLE USER=<muMsa nojbs3obaTensa> ./deploy-ac.sh <napameTpsr>

OnucaHMe NnapameTpoB KOMaHAbl YNpaB/ieHUA:

1) <uma nonbpzoBaTena>

B napameTpe yKa3blBaeTCA MMA NPUBUAETMPOBAHHOIO sudo-noab30BaTenA, Noj
KOTOPbIM HacTpoeH SSH-aocTyn K cepBepam npuaoxeHni n b/.

2)-s, --subsystems

[laHHbIM NapaMeTp 3a4aeT NOACMUCTEMY, AN KOTOPOM DyAeT BbINO/NHEHA KOMaHAa

ynpasaneHna, 1 MOXeT MpMHMMaTb creayrumne 3Ha4yeHnA:
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— auth (ons MNB);

— appstore (ana NMM);
— emm (gna NYy);

— mt (ana NYT);

— pkgrepo (ana NOOC).

B AaHHOM NnapaMeTpe MOXET 3a4aBaTbCA CMUCOK NOACUCTEM, HallpMUMepP:

—--subsystems auth, appstore, pkgrepo, emm, mt

[10 YMONYaHMIO NapameTp (eCfIl/I MHOE 3Ha4YeHNE HE 3a,£l,aHO) MMeET 3Ha4YeHNe:

—-—-subsystems auth, appstore, pkgrepo, emm, mt

3) -a, --apps
,ﬂ,aHHb|M MnapaMeTp 3a44a€eT rnepedeHb CeEPBUCOB, A1 KOTOPbIX 6y,ﬂ,eT BbIMOJ/IHEHAa

KOMaHaa ynpasneHus. Hanpumep:

—-—apps ocs—auth-adminconsole-ui, ocs-appstore-adminconsole-ui

Ecanm HeobxoAMMO BbINOAHUTL KOMaHAy Cpasy A4 BCEX CEPBMCOB MOACUCTEMBI,
notTpebyeTca nepeyncnnTb 4Yepes 3anATylo BCe CEepBUCbI MOACUCTEMbI MO0 3a4aTb

3Ha4YeHMe napaMeTpa:

-—apps all

Mo ymonyaHuio napameTp (ecnm MHOe 3HAYEHME He 33[1aH0) UMeeT 3HauyeHue «all»,
B cnyvae ecau 3afaHHble B MapameTpe «--apps» CEPBUCbI HE COOTBETCTBYIOT
33a[aHHbIM B MapameTpe «--subsystems» MNOACUCTEMAM, YNpPaBAAOLLIAA KOMaHAa K
TaKMM cepBMCaM NpuMeHeHa He OyaeT. Mpu 3TOM ynpasBieHue LWa3amM A0CTyna
(cepBMCcamu WNKO30B A0CTYMa) OCYLWECTBAAETCA B PaMKax TOW NOACUCTEMbI, 1A KOTOPOW

OHM NpeaHasHadeHbl. CocTas noacucTem npuseneH 8 Tabanue (Tabauua 22)

Tabnuua 22
3Ha4yeHMe napameTpa Cepswuchbl
«--subsystems» (3HaueHne napameTpa «--apps»)
Nb
auth ocs-auth-admin-api-gw
ocs—-auth-public-api-gw
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3HayeHWe napameTpa
«--subsystems»

Cepswuchbl
(3Ha4yeHMe napameTpa «--apps»)

ocs—-auth-admin-cross-tenant-api-gw

ocs-auth-server-public-proxy

ocs-auth-idp-api

ocs—-auth-accounts-devices-api

ocs—auth-accounts-users-api

ocs—auth-server—-admin

ocs—auth-server-public

ocs-auth-audit-api

ocs—auth-subsystems-api

ocs—-auth-config-api

ocs—-auth-adminconsole-ui

ocs-auth-idp-ui

MM

appstore

ocs-appstore-applications-api

ocs-appstore-settings-api

ocs—-appstore-adminconsole-ui

ocs—-appstore-devconsole-ui

ocs-appstore-admin-api-gw

ocs-appstore-client-api-gw

ocs-appstore-dev-api-gw

ocs-appstore-egress—-api-gw

ny

emm

ocs-emm-applications-api

ocs-emm-dispatcher-api

ocs-emm-devices-api

ocs-emm-state-manager-api

ocs-emm-enrollments-api

ocs-emm-policies-api

ocs-emm-reports-api

ocs-emm-users-api

ocs-emm-journal-api

ocs—-emm-Jjobs—-api

ocs-emm-admin-api-gw

ocs-emm-device-api-gw

ocs-emm-egress—-api-gw
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3Ha4yeHMe napameTpa Cepswuchbl
«--subsystems» (3HayeHMe napameTpa «--apps»)
yT
mt ocs-mt-tenants-api

ocs-mt-organizations-api

ocs—-mt-admin-api-gw

ocs-mt-egress-api-gw
MOOoC
pkgrepo ocs-pkgrepo-pkg-repo-api

ocs-pkgrepo-device-api-gw

ocs-pkgrepo-admin-api-gw

ocs-pkgrepo-egress—-api-gw

4) -p, --action
[aHHbIA NapameTp 3adaeT [AencTBMe, KoTopoe HeobxoauMmo  BbIMOAHUT.
MepeyeHb AOONYCTUMbIX AENCTBMM M COOTBETCTBYIOUIME WM 3HA4YeHMA napameTpa

npueeaeHsbl B Tabanue (Tabnnua 23).

Tabnuua 23
3HayeHue napameTpa «apps» Nevicteue
deploy YcTaHoBKa
start 3anyck
stop OcTaHOBKa
restart Mepesanyck
config M3meHeHne HacTpoek (nepeycTaHoBKa
KoHUrypaumoHHoro daina)
flush all Yaanenue

Mo ymon4yaHuto napameTp (ecan He 3a4aHO MHOE 3HaYeHWe) MMeeT 3HadeHue
deploy.

BHUMAHWME! YctaHoska noacuctem (MO A0/MKHA OCYWECTBAATbLCA CTPOro B
cnepytoulen nocnegosatensHoctu: b6, MM, MOOC, MY, MNYT.

5) -C, --clients

[aHHbln napameTp 3agaet OIDC KAMEeHTOB, AN8 KOTOPbIX OyaeT BbINOMHEHa

KoMaHa ynpaBneHusa. Hanpumep:

--clients auth-admin-console, aps—-admin-console
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Mpu HeobXoAMMOCTM BbIMOAHUTL KOMaHAy cpa3y ans scex OIDC KaneHTOB

noTpebyeTca nepedncantb yepes 3anatyto Bce OIDC KaveHTbl Mbo 3a4aTb 3HaYeHue

napameTpa:

—--clients all

o YMOTHAaHUIO NapamMeTp (eCfIl/I HE 3aaHO NHOE 3HaquV|e) MMEET 3Ha4YeHne all.

6) -d, --database

[aHHbln napameTp 3agaeT CYB/, KoTopas ycTaHOBAeHa Ha cepsepe b/l. MapameTp
MOXeT NPUHUMATb Caeayowme 3HaYeHnA:

— 11, 12, 13, 14 (ana CYB/M PostgreSQL 11/12/13/14);

— 11-pro (ana CYB/ Postgres Pro Certified 11).

Hanpumep:

-—-database 12

o YMOJ/THaHUIO (ECJ'IVI NMNapaMeTp He 3a,ﬂ,aH) 6y,£l,eT MCNoJ/Ib30BaTbCA 3HAYeHUNe

3aZlaHHOe B napametpe pg version KOHOUIYPaLMOHHOro banna

config/vars/ vars.yml.
7) —-help
BbIBOA, CNPaBOYHOM MHOPMALIUN.
MpuMepbl KOMaHA, yNpaBaeHUs:

1) ocTaHoBKa Bcex cepsuncos MNM:

ANSIBLE USER=omp ./deploy-ac.sh --action stop

2)3anycKk CepBMCOB ocs-appstore-applications-api W ocs-appstore-

adminconsole NMM:

ANSIBLE USER=omp ./deploy-ac.sh --apps ocs-appstore-applications-
api,ocs-appstore-adminconsole --action start

3) nony4eHme cnpaBoYHOM MHbOPMALMN:

./deploy-ac.sh --help
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3.3. YnpaBneHue HacTponkamm cepsmcos 1 noacuctem Mo

YnpaBneHune HacTpolkamm cepsmncos n noacuctem MO moXKeT OCyLLeCcTBAATLCA

ABYMA cnocobamu.
3.3.1. Cnocob 1 (pekomeHayembli)

Ons n3MeHeHUs HacTpoek cepBucoB M noacuctem [MO gaHHbIM cnocobom
HeobX0AMMO BbIMONHUTL CAeayowme AeNCTBUA:

3.3.1.1. 3agaTb Tpebyemble 3Ha4YEHMA MAPAMETPOB B KOHOUIYPaLMOHHbIX dainax
cueHapues yctaHoBKu MO n noacuctem MMMO.

3.3.1.2. NepeycTaHOBUTb KOHOUIYPaLMOHHbIE Galnbl C MOMOLLbI C/leayoLLLEen
KOMaHZAb!:

— [b:

ANSIBLE USER=<umMs noje3oparens> ./deploy-ac.sh --subsystems auth --
action config

— [1M:

ANSIBLE USER=<mmMsa nojes3oearens> ./deploy-ac.sh --subsystems appstore -
-action config

— MOO0C:

ANSIBLE USER=<umMsa nojes3obaTejya> ./deploy-ac.sh --subsystems pkgrepo --
action config

— [1Y:
ANSIBLE USER=<umMsa nojes3opaTensa> ./deploy-ac.sh --subsystems emm --
action config

— [YT:

ANSIBLE USER=<uMsa noje3osareys> ./deploy-ac.sh --subsystems mt --
action config

3.3.2. Cnocob 2

[na v3meHeHMA HacTpoek cepsucoB M noacuctem (MO AaHHbIM cnocobom
HeobXoAMMO BbINONHUTL CAeaytolWme AeNCTBUSA:
3.3.2.1. 3apaTb Tpebyemble 3HaYEHMA NAPAaMETPOB B KOHPUIYPaLMOHHbIX darinax

cepsucos u noacuctem MMMO. OnucaHMe NapamMeTpoB KOHOUIYPaLMOHHbIX daiaos
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cueHapues ycTaHoBKKM noacuctem MO npueeaeHo B pa3aene 8 HaCTOALLEro AOKYMEHTA.

3.3.2.2. Nepe3anycTntb Tpebyemble CEPBMCHI C MOMOLLbIO CAeAYOLEN KOMaHAbI:

— [b:
ANSIBLE USER=<mmMmsa nosbz3obarensa> ./deploy-ac.sh --subsystems auth --
apps <mnepeueHb CcepBMCOB I[IB> —--action restart

— [1M:
ANSIBLE USER=<mMmsa nosbzoarensa> ./deploy-ac.sh --subsystems appstore -
-apps <mnepeudeHb cepBuCOB IIM> --action restart

— [100C:
ANSIBLE USER=<umMsa noje3oparens> ./deploy-ac.sh --subsystems pkgrepo --
apps <mnepeueHb cepBucorB II0O0OC> --action restart

— [1Y:
ANSIBLE USER=<umMs noje3oparens> ./deploy-ac.sh --subsystems emm --apps
<nepeueHb CcepBuCOB II¥Y> --action restart

— [IYT:

ANSIBLE USER=<mmMmsa nosbz3osarens> ./deploy-ac.sh
<nepeueHb cepBucoB IIYT> --action restart

--subsystems mt --apps
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4. PESBEPBHOE KOMNMMPOBAHUE

BHUMAHMWE! MpuBeaeHHble HMXKE MMeHa GaNIOB U KaTa/0roB XapaKTepHbl ANA

TMNOBOro BapmaHTa yctaHoBKM [MMO u cpeabl dyHKUMOHMPoBaHMA MM0.
4.1. Pe3epBHOe KonupoBaHue nocne yctaHoBku (o6HoeneHus) MMNO

Mocne ycnewHom yctaHoBKM (obHoBieHNs) MMNMO HeobxoAMMO CO34aTb PE3EePBHYIO
KOMWKO  KaTasiora install-<Bepcusa [ro>/install-ac/ (install-<Bepcus

[I0>/install-ac-mt/).

4.2. Nepuogmnyeckoe pe3epBHOE KONMPOBAHME M Pe3epBHOE KOMMPOBaHMWE nepes,

yCTaHOBKOW 06HOBNEHUI

MepuoaMYHOCTb PE3EepPBHOr0  KOMMPOBaHMA onpeaensaeTca pernameHTamu
9KCMAYaTUPYIOLLEM opraHmnsaLumm.
Mepuoamnueckoe pes3epBHOE KOMMPOBAHME M pe3epBHOE KOMMpoBaHMe nepeq,

YCTaHOBKOM OBHOBMIEHWNI BbINOAHAETCA B MPMBEAEHHOM HUXKeE NOCNeA0BaTeNIbHOCTH.
4.2.1. PesepBHOE KONMPOBaHMeE AaHHbIX

4.2.1.1. Co3natb pesepBHble Konuu 6a3 aaHHbix M6 (auth), MM (appstore), MY
(emm), NYT (mt) n NOOC (pkgrepo).

PesepBHaa Konua B[l BbINOAHAETCA B COOTBETCTBMW C 3KCNAyaTaLMOHHOWN
AOKyMeHTaumen Ha wucnonblyemyto CYB[ nmbo B COOTBETCTBMM C pernameHTamu
3KCNAyaTUpPYOLWEN OpraHn3aumm.,

4.2.1.2. Co3natb pe3epBHYO KoNuto KaTanora ¢ danamm MI «Aspopa MapkeT».

Ona 3Toro HeobxoAMMO CO34aTb PE3epPBHYHOD KonMuto Katanora damnamm MII
«ABpopa MapkeT» Ha Cepsepe npunoxkeHnin MM nnbo B eanHom $anioBOM XpaHUanLLe
B 3aBUCMMOCTM OT TOrO, KaKOW BapMaHT XxpaHeHuMa dalnos ncnonbayetcs. MHbopmauna o

HaxoxaeHnn KaTanora ¢ damnamum MIM «ABpopa MapkeT» npusegeHa B n. 2.8.1
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4.2.1.3. Co3aaTtb pe3epBHY KONMIo KaTanora ¢ panamm naketos OC MNOOC.

[na aToro HeobxoAMMO CO34aTb Pe3epPBHY KOMMIO KaTanora ¢ pannamm NakeTos
OC MOOC Ha Cepsepe npunoxkenmin NMOOC nnbo B egnHOM GaIOBOM XPaHUIULLE B
3aBMCMMOCTM OT TOrO, KaKOW BapMaHT XpaHeHMA dannos mcnonbsyetca. MHPopmauma o

HaxoXaeHnn KaTanora ¢ ¢arnamm naketos OC MOOC npmeeaeHa B n. 2.8.3.
4.2.2. Pe3epBHoe KonuposaHue [0

4.2.2.1. Co3naTb pe3epBHYI KOMWIKO KaTanora C KOHPUrypaumoHHbIMKM datnamm
noacuctem un cepsumcos MNMO (katanor: /var/ocs/).

4.2.2.2. Co3naTtb pe3epBHyto Konuto cepsucos [1M10.

[ns storo HeobxoAMMO cCO34aTb Pe3epBHyHO Konuio GalnoB *.target W
* . service MO MACKe ocs-*, HAXOAALWMXCA B KaTasiore /etc/systemd/system/, a TakKe

H6UHapHbIX GaNoB CEPBMCOB NO MACKe ocs-*, HAXOAALLMXCA B KaTanore /usr/bin/.
4.2.3. Pe3epBHOE KONMPOBaAHME KOMMNOHEHTOB cpeabl GYHKLMOHMPOBAHMA

4.2.3.1. Co3patb pe3epBHyto konumto Nginx Web Server (kaTtanor: /etc/nginx/).

4.2.3.2. Co3patb pesepBHyto konumto Consul (KaTtanor: /opt/consul/).

4.2.3.3. Co3natb pesepsHyto konuto Consul Template (KaTtanor: /etc/consul-
template/).

4.2.3.4. Co3natb pe3epBHyt0o Konuto  Nats Streaming Server (KaTanor:
/data/nats/).

4.2.3.5. Co3aaTb pe3epBHYI KOMU KOHGUrypaumoHHbix ¢pannos Redis (pannsbi:
/etc/redis.conf /etc/redis-sentinel.conf).

4.2.3.6. Co3naTtb pe3epBHYO KONUIO KoHbUrypaumoHHbix darnos CYB[ PostgreSQL
(balnbl: /var/lib/pgsql/<eepcusa CYB]I PostgreSQL>/data/postgresql.conf,

/var/lib/pgsqgl/<Bepcusa CYB]J PostgreSQL>/data/pg hba.conf s OC CentOS u
/var/lib/pgsqgl/data/postgresqgl.conf, /var/lib/pgsqgl/data/pg hba.conf
ans OC Anbt 8 CIM).
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4.2.3.7. Co30aTb pPe3epBHYID KOMUIO KOHPUIrypauuoHHbIX ¢annos PostgresPro
(bannbl: /opt/pgpro/std-11/data/postgresgl.conf, /opt/pgpro/std-
ll/data/pg_hba.conf)

4.2.3.8. Co3aaTb pe3epBHY0 KOMUIO CETEBbIX HAaCTPOEK.

,D,J'IFI 3TOro HeO6XO,£I,VIN\O CO34aTb pe3epBHble KOMUK CaedyrounX CI)aVIJ'IOBZ
— /etc/hosts;
— /etc/hostname;

— KoHdurypaumoHHble darnbl DNS-cepsepa.
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5. OBHOBJIEHUE MMNO U OC ABPOPA

5.1. Nopsgok o6bHoBNEHUS

B pamKax nogaeprKku Ku3HeHHoro umkna [MNO npeanpuatTMe-n3roToBUTENb
BHOCMT B HEro W3MEHEeHWs, HanpaB/AeHHble Ha YAy4YlleHWe 3SKCNAyaTaLMOHHbIX
XapaKTePUCTUK N yCTPaHEeHWE HeAOCTaTKOB.

[oseaneHne nHGopmaumm o Bbinycke obHoBaeHM MNIMO Ao Kaxaoro notpebutena
MMNO ocyuwecTBaaeTca NOCPeACTBOM OTMPABKM COOOWEHMI Ha 3N1EKTPOHHble adpeca
noTpebuTenen.

MpeaoycmoTpeHbl  cneaytouime  cnocobbl  NpeaocTaBaeHMA  0OHOBAEHWM
noTpebuTenam:

— oTnpasKa Hosow Bepcuu MMMNO ¢ conpoBoANTENbHbBIM MUCbMOM;

— nybaukaumsa I1SO obpas3a 3arpy3o4yHoro moayna Hoson Bepcumn [0 Ha
odMUMaANBLHOM CanTe NpeanpuaTUA-pa3padboTyYnKa.

MoTpebutenb Tak¥Ke MMeeT BO3MOXHOCTb MOJYyYMUTb MHOOPMALMIO O BbIXOAE
obHOBNEHMI Yepe3 CayxKOy TexHMYeckor MOoAAEPKKM Npeanpuatma-paspaboTymKa
no ten.: +7 (495) 269-09-80 nnbH0O No aNeKTPOHHOM noyTe: support@omp.ru.

YctaHoBKa o6HoBneHu [IMNO  A0MKHA OCYWECTBAATLCA B COOTBETCTBUM C
TpeboBaHNAMM, NPUBEAEHHBIMM B AOKYMEHTE « PYKOBOACTBO aMUHUCTPATOPAY.

Echv notpebutens MMMO He MOXKeT peanm3oBaTb KOMMEHCUMpPYOLLME Mepbl MO
3aWmTe MHOOPMAUMM UAWM  OrpaHMyeHMAa no npumeHeHuto [MO  pekomeHayeTca
NpeKpaTUTb ero NPUMeHeHMe.

BbinonHATb obHoBneHne TMMNO po Tpebyemon Bepcum AO0MNYCTUMO TONbKO C
nocnegHen ceptudumumposaHHoi Bepcum MMNO, anbo 6onee nosaHen sepcum MMO. [ns
obHoBneHua MO ¢ b6onee paHHUX Bepcuin (Bepcuit, NpealecTBYOLWMX NocieaHen
cepTnudmnumpoBaHHon Bepcum MMNO) HeobxoAMMO CHaYaa BbIMONHUTL NOC/eA0BaTe/IbHOE

obHOBNEHWE A0 npealecTByowmnx Bepcuin MMO, npoweawnx cepTUPUKaLMOHHbIE
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MCNbITaHWA. Ha TeKkywuii MOMEeHT cepTUPMKAUMOHHbIE WCMbITAHMA MPOBOAMAWUCH AONA
cnepyouwmx sepcum MMNO: 2.1.3, 2.2.1, 2.2.2, 2.5.1.

Hanpumep, npn obHosneHmn MMO c Bepcun 2.2.1 ao sepcun 3.1.0, HeobxoaMMO
BbIMO/IHWTL CAEAYIOLULYIO LenoyKy OBHOBAEHWNI:

— obHoBneHMe c Bepcum 2.2.1 oo Bepcun 2.2.2;

— obHoBneHMe c Bepcum 2.2.2 oo Bepcun 2.5.1;

— obHosneHue c Bepcum 2.5.1 oo Bepcmn 3.1.0.
5.2. O6HoBnEeHMe cepBepa npunoxeHun MNMoO

BHUMAHMWE! Ona yctaHoBKM ob6HOBAeHMs [TTMO KoamyecTso cBOOOAHOrO MecTa Ha
ecTKkom amcke cepsepa b/l Mb gonkHO bbITb HE MeHbLUe, Yem pa3mep camoi B MNB. Mpwu
HeAOoCTaTOYHOM KosmyecTBe cBOBOAHOrO MecTa Ha KeCTKOM AMUCKe ero Heobxoammo
yBeNMuYnTb. MpoaonKntenbHoCcTb npouecca obHosneHuaA MMO 3aBUcKT OT paamepa b/l
MOXKET 3aHATb AIMTENbHOE BPEMA.

Ona obHoBneHua cepsepa npunoxeHun MO  HeobxoAMMO  BbINOAHWUTL
OMNMCaHHbIe HMXKEe AeNCTBUA.

5.2.1. Co3gaTtb pe3epBHYO KOMUK AaHHblX, [0 1M KOMMNOHEHTOB cpeabl
OYHKLMOHMPOBAHMA B COOTBETCTBMM C Pa3ae/loM 3 HAaCcTOALLEro AOKYMEHTa.

5.2.2. CkonupoBaTb Ha ynpasaswouwyto 3BM apxmB ¢ HoBou Bepcuen TMMO n
PacnakoBaTb €ro B COOTBETCTBMM C M. 2.3.5 - 2.3.9 HacToALLEero JOKYMEHTa.

5.2.3. ObHOBMTb Ha ynpasastowen IBM nakeTbl B cooTBeTcTBMM C n. 2.3.3
HACTOALLEro AOKYMEHTA.

5.2.4. HacTpouTb KOMMOHEHTblI cpedbl ¢yHKUMoHUpoBaHna [MNO wu MMNO B
COOTBETCTBMM C NOApa3aenom 2.4 HaCToALLEero 4OKYMEHTa.

5.2.5. BbinonHUTb upgrade cKpunTbl

[ns 3TOro HeobxoAMMO NEPENTU B KaTanor CO CLEHAPMAMM YCTAaHOBKM HOBOM
Bepcum MMO (KaTanor: install-<uoeas Bepcus IIO>/install-ac/) M BbINOAHUTb BCE

CKpUNTbl play-upgrade to release <sepcwua IIIIO>.yml, BEPCUN KOTOPbIX NEXAT B
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Avana3oHe mexay yctaHoBaeHHon Bepcuit MMNO (He BKNKOYUTENbHO) M HOBOWM BepcUeEi
MMO (BKNtOYMTENbHO). [1ns HeKOTOPbIX Bepcui MNIMO cKpMNTbl MOTYT OTCYTCTBOBATL. 3amnycK

CKpMNTOB OCYLWECTBAAETCA C NOMOLWbKO KOMaHAbI:

ansible-playbook -i inventories/release/hosts.yml -u <umsd
nosb30BaTena> release upgrade/play-upgrade to release <sepcua IIIO>.yml
-vv —--diff

Hanpumep, ans obHosneHus MMO ¢ Bepcum 2.2.2 ao sepcun 2.5.1 Heobxoammo

BbINMO/JIHNUTL caegyroume KoMmaHabl:

ansible-playbook -i inventories/release/hosts.yml -u <ums
none3o0BaTena> release upgrade/play-upgrade to release 2.5.0.yml -vv --
diff

ansible-playbook -i inventories/release/hosts.yml -u <ums
nojb30BaTessa> release upgrade/play-upgrade to release 2.5.1.yml -vv --
diff

5.2.6. Mpu obHoBNeHnn CYB/ PostgreSQL 11/12/13/14 no HoBOW cTapluen Bepcum®
(major version) Heobxoaumo yaanutb CYB/[ (6e3 yaaneHuA AaHHbIX), BbINOJAHMB

KomaHAay:

ANSIBLE USER=<mmMsa nosb3osarens> ./deploy-infra.sh --components db --
action flush all

5.2.7. YCTaHOBUTb KOMMOHEHTbI cpeabl GYHKLUMOHMPOBAHMA B COOTBETCTBUWU C
n. 2.5.1 HacToALWLEero AOKYMEHTA.

YcTaHaBAMBaTb HEOBXOAMMO TO/TbKO T€ KOMMOHEHTbI cpeabl GYHKLUMOHNPOBAHMSA,
Yy KOTOpPbIX M3MeHWnacb Bepcua. [nAa 3Toro cneayeTr BbINOAHWUTb CPaBHEHWE BEPCUM
KOMMNOHEHTOB cpedbl QYHKLMOHMPOBAHMA B HOBOM M NpeablaylemM 3arpy304HOM MOoAye.
NHbopmauma o BepcuAX KOMNOHEHTOB cpeabl PYHKUMOHNPOBAHMA NpMBeAeHa B TPETbEM
ctonbue danna verions. darn versions HaxoaAMTCA B KOPHEBOM KaTa/siore 3arpy3o4yHoro

MOAYN1A C KOMMOHEHTaMK cpedbl GYHKLNOHMPOBAHMA.

> CornacHo cneundukaummn SemVer 2.0.0.
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Mpumep darna versions:
consul master 4698dcd2faladlaz9a846c2a475046d5e572f66a
consul-template master 1dd681d509%alc5e3aal882aeb53ebeb504facect
nginx master 420ad871296855752ed3bb31e9958ecf0d68ad52
postgresql master e7d2e67da97955d2440723a58dfb4510db3907b4
nats-streaming-server master fb4a9p55308£29c8bcda3fcl804da92db84e90d6
server-provision-scripts master cdcb455e074ddobc2bcc519ebd842d36¢c3a29726
redis master £f4c6c300e7£9533652bb02008575££009£8e£985
openssl master 7ac23cld67a6671e20785a9%9el1lcc84d7d8b46103d
cert-distr-infra branch lac040b2f£f£85ce3c9fbcad2a914b34679303acc

5.2.8. YctaHoBuTb 1110 B COOTBETCTBUM C N. 2.5.2 HACTOALLEro AOKYMEHTA.

5.2.9. BbInonHuUTb post_upgrade ckpunTbl

[ns 3TOro HeobxoAMMO NEpenTM B KaTanor CO CLEHapUAMWM YCTAaHOBKW HOBOW
Bepcum MMO (KaTanor: install-<uoeas Bepcus IIO>/install-ac/) M BbINOAHUTb BCE
CKpMNTbl play-post upgrade to release <epcusa IIIO>.yml, BepPCUN KOTOPbIX
Nnexat B AManasoHe mexay ctapoi sepcuit MMO (He BKAOYUTENBHO) M HOBOWM Bepcueln
MMNO (BKNtOYMTENbHO). [1ns HeKOTOPbIX Bepcui MIMO cKpMNTbl MOTYT OTCYTCTBOBATL. 3anycK
CKPUNTOB OCYLLECTBAAETCA C MOMOLLbIO KOMaHAbI:

— CKpUNT play-post upgrade to release 3.0.0.yml:

ansible-playbook -i inventories/release/hosts.yml -u <umsd
nonp3o0BaTena> release upgrade/play-post upgrade to release 3.0.0.yml
-vv —--diff --limit <xocT c IIM>

B napameTpe 1imit HEOBXOAMMO YKa3aTb UMA OHOTO 13 XOCTOB C YCTaHOB/IEHHOW
MM (Hanpumep, ocs-app.local).

— CKpUNT play-post upgrade to release 3.1.0.yml:

ansible-playbook -i inventories/release/hosts.yml -u <umsg
nose3o0BaTensa> release upgrade/play-post upgrade to release 3.1.0.yml -
vv —--diff

5.2.10. lNepe3anycTuTb CepBUC ocs-pkgrepo-pkg-repo-api C MNOMOLULbIO

KOMaHAbl:

ANSIBLE USER=<muMmsa nojsbs3obarensa> ./deploy-ac.sh --subsystems pkgrepo --
apps ocs-pkgrepo-pkg-repo-api --action restart
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5.2.11. OnosecTtuTb nonb3osaTesnen MO 0 HeOOXOANMOCTN OYUCTUTL K3LL 1 cookies
BeO-Opay3epa. WMHauye npu  OTKpbITUM  uHTepdeinca [MNO  byaeTr  owmbka

HTTP ERROR 400.
5.3. O6bHOoBNEHME MOBUNLHBIX NpunoxKeHuk MNMNO

BHUMAHWE! Mepen obHosneHmem MI1 MMO Heobxoanmmo 0OHOBUTHL cepBep
npunoxeHun MMNO B cooTBeTCTBUM C NoApa3aenom 5.1 HacToAlLero AOKYMEHTa, a TaKxKe
OC ABpopa ao Tpebyemon Bepcuu. [onyckaetca obHoBneHne MI1 oo 6onee HoBOM
Bepcun (downgrade MI He gonycKkaeTcs).

Ona obHosneHna MM MMO HeobxoaMmo NOCNen0BaTENbHO BbIMOJIHUTL AENCTBUS,
OMMCaHHbIE HMXKe.

5.3.1. 3anpocuTb B TEXHMYECKOW MOoAAEepPKKEe MpeanpuATUA-U3rOTOBUTENS MaKeT
omp-ocs—-updater

[MakeT omp-ocs-updater NPeACTaBAsET cODOMN rpm-nakeT, BKAKOYAIOLWMIA NaKETbI
MTI1 13 cocTaBa 3arpy3o4yHoro moayns MO, a Takxke bash-ckpunT gna mx NpaBUAbHOM
YCTaHOBKMW.

5.3.2. 3arpy3nTb B [IM naKeT omp-ocs-updater AnA Tex Bepcuit OC ABpopa, noa
KOTOPbIMM MPOUCXOAMT 3KcnayaTaums M. MNMopsagok aenctsmin no 3arpyske MMl B MM
OMMUCaH B AOKYMeHTe «PyKOBOACTBO NOb30BaTeNd. YacTb 2. [oacnucrema « MapkeT».

5.3.3.C nomouwpto NOAUTUKM  «T1PUNOKEHUSA/YCTAaHOBKA MNPUNONKEHUIM  Ha
ycTponcTteo» (dyHKUMOHan MY) yctaHoBUTL HOBYIO Bepcuto MIT Ha TecToByto rpynny MY ¢
LileN1blo MPOBEPKM KOPPEKTHOCTM 0OHOBAEHMA. [TOPAAOK PAabOTbI C NOAUTMKAMM 1 FPYyNNamm
MY onucaH B AOKyMeHTe «PyKoBOACTBO Nonb3oBaTens. Yactb 3. Moacucrtema Mnaatdopma
ynpaBneHua».

BHUMAHWE! B paHHoM rpynne MY A0/KHbl HaxoamMTbca MY nofa ynpaBaeHMeEM
oAHoM n TOM xe Tpex3Ha4yHomn BEPCUM OC  Aspopa (Hanpumep,

Bepcum 3.2.3).
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5.3.4. 3arpy3nTb B 1M nakeT omp-ocs-updater Ans Tex sepcmui OC ABpopa, noj,
KOTOPbIMM MPOUCXOAMT 3KcnayaTauma MI. MNMopagok aenctsmm no 3arpyske MM s MM
npuBeaeH B LOKyMeHTe «PyKOBOACTBO Mo/ib3oBaTenA. YacTb 2. [Toacuctema « MapkeT».

5.3.5. YbeauTbca, 4to B Kaptoyke MY (B KoHconm agmuHuctpaTopa [1Y)
oTobparkaeTcs Tpebyeman sepcua MI1.

5.3.6. Mocne ycnewHoro obHoBneHuA MI1 Ha TecToBoM rpynne MY, BbIMONHUTD

0bOHOB/IEHWE aHANOTNYHBIM 06Pa3oM AN1A OCTanbHbIX MY.
5.4. O6HoBneHune OC ABpopa ¢ nomolsto My

O6HosneHne OC ABpopa BbINOAHAETCA B CAeAytoLLen N0CAeA0BaTENbHOCTMU:

5.4.1. ObHoBUTb cepBep npunoxeHui MMNO B cooTBETCTBUM C noapa3genom 5.1
HACTOALLEro AOKYMEHTA.

5.4.2. O6bHoBuKTL OC ABpopa A0 Tpebyemoi Bepcum Ha TectoBom rpynne MY ¢ Luenbto
MPOBEPKN KOPPEKTHOCTM OOHOBAEHMS C MOMOLLBI MOAUTUKK «T1PUNOKEHMA/YCTaHOBUTb
Bepcmto OC». MopAaaok paboTbl ¢ NOAUTMKaMK 1 rpynnammn MY npuBeaieH B AOKYMEHTe
«PykoBoacTBO nosib3oBatena. Yacts 3. MNoacmctema MNaathopma ynpaBaeHma».

5.4.3. Y6eantbca, 4TO MNOCAE OKOHYaHMA 33[aHHOrO B MpaBWAe BPEMEHHOro
MHTepBana OOHOBNAEHMA B KapTouyke Kaxkaoro MY 13 TecToBOM rpynnbl oToOparkaeTca
Tpebyemas Bepcus OC ABpopa.

5.4.4. O6HoBMTb M1 MIMO Ha TecTtoBOM rpynne MY B COOTBETCTBUM C NOAPA3AE/IOM
5.3 HacToALWEero JOKYMeHTa.

5.4.5. BbINONHUTb 0OHOBAEHME aHANOrMYHbIM 06pPa3oM A5 OCTasbHbIX MY nocne

ycnewHoro obHoBneHna OC Aspopa 1 MI1 Ha TecToBo rpynne MY.
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6. YAAJIEHWUE MMNO

[Ona ypanenua cepsucos MNMO HeobxoaMMO BbINOAHUTL CAeaytoline AeUCTBUA:
6.1. MNepenTn B KaTanor co cueHapmuammn yctaHoskm MI10.
6.2. Yoanutb cepsucsl 11O ¢ noMmoLLbto cieayroumx KOMaHA:

— [b:

ANSIBLE USER=<mmMsa nosbszosarens> ./deploy-ac.sh --subsystems auth --
action flush all

— [IM:

ANSIBLE USER=<mmMsa nomep3opareys> ./deploy-ac.sh --subsystems appstore -
—action flush all

— [1Y:
ANSIBLE USER=<mmMsa nosib3oearensa> ./deploy-ac.sh --subsystems emm --
action flush all

— [100C:

ANSIBLE USER=<mmMsa nosbz3oparens> ./deploy-ac.sh --subsystems pkgrepo --
action flush all

— [IYT:

ANSIBLE USER=<uMsa nojybp3osareys> ./deploy-ac.sh --subsystems mt --
action flush all

6.3. YoannTb KOMMOHEHTbl cpeabl  GyHKUMOHMPOBaHMA [IMNO ¢ nomollbto
cneayroumMx KOMaHA,:

— dnsmasqg:

—ANSIBLE USER=<mmMmsa nojnbz3obaTeys> ./deploy-infra.sh --components
dnsmasg --action flush all

— nginx:

ANSIBLE USER=<muMsa nojsbs3obaTensa> ./deploy-infra.sh --components nginx -
—action flush all

— consul:

ANSIBLE USER=<umMsa nojes3osarens> ./deploy-infra.sh --components consul
-—action flush all

— consul template:

99




— "] OTKPbITAA
PYKOBOACTBO aAMWUHMUCTPATOpPA l MOBWUJIbHASA

NNAAT®OPMA

—~ANSIBLE USER=<mMsa nosaes3oBaTena> ./deploy-infra.sh --components
consul-template --action flush all

— nats streaming server:

ANSIBLE USER=<umsa nojes3oearenga> ./deploy-infra.sh --components nats-
streaming-server --action flush all

— redis:
ANSIBLE USER=<umMa mnoJb30BaTeyna> ./deploy-infra.sh --components redis -

—action_flush_all

— postgresql (6€3 yaaneHna aaHHbIX):

ANSIBLE USER=<mmMmsa nosbz3osarensa> ./deploy-infra.sh --components db --
action flush all

— postgresqgl (C yaaneHnem AaHHbIX):

ANSIBLE USER=<umMsa nojes3osarens> ./deploy-infra.sh --components db --
action flush all --extra-vars "pg uninstall delete data=true"
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7. KOHOUTYPAUMOHHbBIE ®AWNbI CUEHAPUEB YCTAHOBKM CPEb
®YHKUMOHUPOBAHWA

7.1. KoHpurypaumnoHHble ¢aiinbl CLLeHapueB YCTaHOBKM cpeabl GYHKLMOHUPOBAHUA

7.1.1. IuBeHTapHbIM ¢aiin inventories/release/hosts.yml

B nHBeHTapHOM ¢alne inventories/release/hosts.yml 3a4at0TCA afpeca
CepBepoB NPUNOKeEHU 1 cepBepoB B/l, Ha KoTopble ByAyT YCTAaHOBAEHbI KOMMOHEHTbI
cpeapl OYHKLUMOHMPOBAHMA. OnucaHue ceKkumm MHBEHTAPHOro dainna
inventories/release/hosts.yml npmBeaeHo B Tabamue (Tabauua 24).

Tabnuua 24

CeKumAa KOHPUrypaLumoHHoro ¢aiina OnucaHue

all.children.ocs.children. app CepBepa an]ﬂO)'KeHMM |_||_|O

all.children.ocs.children.postg CVBLLPoﬂgresUﬂaBHbWﬁcepBepEﬂn
resgl.children.postgresgl maste

rs

all.children.ocs.children.postg | pennuka CYB[ Postgres (pesepBHbiit cepsep
resgl.children.postgresgl slave 5)
S

all.Children.OCS.Children.nginx Ba.ﬂaHCMpOBLU‘MK MVIKpOCGpBl/ICOB «Nglnx Web

Server»

all.children.ocs.children.consu CV]CTEMa O6Hapy)+(eHV|ﬂ CepBMCOB «Consul»
1

all.children.ocs.children.consu Cpe,ﬂ‘CTBO ynpaBneHMﬂ KOHd)MpraLLI/IFIMI/I

l-template
P MuKpocepsumcos «Consul Template»

all.children.ocs.children.nats_ CepBV]C rapaHTmpOBaHHom ,D‘OCTaBKM

streaming server o .
9_ coobuleHnim «Nats Streaming Server»

all.children.ocs.children.redis | CYB/l Redis Ana xpaHeHMa ceccui
.children.redis masters

all.children.ocs.children.redis | Redis Sentinel obecneunBaer  BbICOKYIO
.children.sentinel

poctynHocTtb CYB/ Redis
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®ann cueHapua yCTaHOBKM ANA YCTAHOBKM cpedbl dyHKUMOHMPoBaHMA MMO Ha

OHOM CepBEepe C AOMEHHbIM UMEHEM ocs-app . local UMEET cledyoLlnii BUA,

all:
children:
ocs:
children:
app:
hosts:
ocs—-app.local:
postgresqgl:
children:
postgresgl masters:
hosts:
ocs—-app.local:
postgresqgl slaves:
hosts:
nginx:
children:
app:
hosts:
consul:
children:
consul servers:
children:
app:
hosts:
consul agents:
consul template:
children:
app:
nats streaming server:
children:
app:
hosts:
redis:
children:
redis masters:
children:
app:
hosts:
sentinel:
children:
app:
hosts:
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7.1.2. HacTpoMkn  cueHapueB  YCTaHOBKM  cpedbl  GYHKUMOHMPOBAHMA B
KoHOUIypaumoHHbIx  daknax config/vars/ vars.yml un config/subsystems/<Ha3BaHue

noacucremsl>/vars/ vars.yml

B AaHHbIX KOHOMIYpPaAUMOHHbIX dannax 3a4atoTcA  HACTPOMKWM  Cleayroumx
KOMMOHEHTOB cpeabl PyHKUMoHMpoBaHua TMO: Nats Streaming Server, Consul, CYB/
Redis 1 CYB/, PostgreSQL. KoHdurypaumoHHble dainbl  vars.yml MCNOAb3YIOTCA TONbKO
B NpoLLecce yCTaHOBKM.

OnucaHne napameTpoB KOHOUIYpaLUMOHHbIX GannoB vars.yml NpuBeLEHbl B

CaMMX KOHPUTYPaALIMOHHbIX palnax B BUAE KOMMEHTaPMEB.

7.1.3. HacTpoMKn naponemn n cekpeToB KOMMNOHEHTOB cpeabl GYHKLMOHNPOBAHMSA B
KoHOUrypauMoHHbIXx  daknax  config/secret.yml un  config/subsystems/<Ha3BaHue

noacucremsl>/secret.yml

B AaHHbIX KOHOUIYPALMOHHbIX darnax 3a4atoTCA NAapOaM U CEKPeTbl Caeayroumx
KOMMNOHEHTOB cpeabl PyHKUMOHMpPoBaHMA MIMO: Nats Streaming Server, Consul, CYB/

Redis n CYB/] PostgreSQL.
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8. KOHOUTYPALMOHHBIE ®AMbI MNO
(CLEHAPWEB YCTAHOBKW MMO)

8.1. Obwan nHpopmauma o KOHOUIypauUoHHbIX paitnax MMNO

OnucaHMe napameTpoB KOHOUIYPaLMOHHbIX daiinoB cueHapues yctaHoBku MMNO u MMNO
npuBeAeHbl B CaMUX KOHOUTYPALIMOHHbIX Gpaliiax B BUAE KOMMEHTapMUeB

CTpyKTypa KOHUrypaumoHHbix ¢amnos MO B obuwem Buae npuBeaeHa Ha
pucyHke (PucyHok 15). MupHbiM BblaeneHbl dalnbl, noanexawme peaakTMpPOBaHMIO.

PenakTMpoBaHMe NapameTpoB B OCTa/bHbIX dainax He NpeanonaraeTcs.

/var/ocs/config/
—— environments
L <Ha3BaHMue Opr>K€HI/I91>
—— vars
L— _vars.yml
—— config.yml
—— subsystems
<Ha3BaHME [NOICUCTEMBI>
applications
—— <Haz3BaHMe CcepBHUCa>
—— vars
—— services.yml
—— vars.yml
—— config.yml
—— internal.yml
—— scopes.yml
—— secret.yml
—— config.yml
—— internal.yml
—— secret.yml

PucyHok 15

MMNO coaepxunT cneaytolime TMnbl KOHOMIYPaLMOHHbIX GainoB:
— KOHUrypaumoHHbit dann MMNO (/vars/ocs/config/config.yml);
— KOHOUrypaumoHHble bannsbl noacucTem nno

(/vars/ocs/config/subsystems/<uaspaHmue nomcucTeme>/config.yml);
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— KOHOUIypaumMoHHble Galnbl C NAapoOasMM M TOKEHAMM KOMMOHEHTOB Cpebl
bYHKLMOHNPOBAHMA rro (/vars/ocs/config/secret.yml n
/vars/ocs/config/subsystems/<HasBaHMe NOICUCTEMH>/secret.yml);

— KoHdUrypaumoHHble  dannbl  cepsucos  (moaynen) TMNO  (/vars/ocs
/config/subsystems/<HazBaHuUe nomcucTeMe>/applications/<HasBaHue
cepsuca>/).

B KoHbuUrypaumoHHom darine MMNO coaepkatca HacTporku MMMO.

B KOHPUIypaLUMOHHbIX daliax NoaCMCTEM COAEpPKaTCA HAaCcTpPoMKK noacmctem [MI10.

Tak¥e B KOHPUrypauMoHHble ¢anabl MOACUCTEM BblHECEHbl (MOryT ObiTb BbIHECEHbI)
OTAeNbHble HAacTPOoMKKM cepBuncoB MNMO, KOTopble MOXKET M3MeHATb aamuHmucTpatop MMOo. B
NAaHHOM C/ay4yae B KOHPUrypauMoHHOM daline COAepPHKMTCA CeKUMAa C MMEHEM CepBMUCa.
Hanpumep, cekuma ans cepBmca ocs-—auth-accounts-users-api BbIIAANT CAeAYHOLLMM

obpaszom:

ocs—-auth-accounts-users-api:

##
# The number of recently used passwords,

# which system will store for forbidding use it for new password
creating.

##
passwordHistoryDepth: 3

##

# Maximum inactivity period 45 days.

# If account not use system during this time, account will be
blocked.

# Must be greater or equal to OIDC refresh token lifetime.

##

maxAccountInactivityPeriod: "1080h"

BHUMAHWE! PepaktnpoBaHue KOHOUIypaUMOHHbIX GalioB CepBUCOB  He

npegnonaraeTcA.
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8.2. Obuwaa uHpopmaLmsa o KOHPUrypaLMOHHbIX pannax cueHapues ycTaHoBkuM MNMO

CTPYKTYpa KOHPUTYpaLMOHHbIX dpalifios cueHapues ycTaHosKke MMO B obuiem Buae
npuBeaeHa Ha pucyHke (PucyHok 16). MupHbiMm BblaeneHbl daknbl, noaneskaline
pefaKTMpPOBaHMIO.  PelakTMpoBaHME  MNMapaMeTpoB B OCTalbHbIX  dalnax  He

npegnonaraeTcAa.

install-ac-mt
—— config
—— environments
L — <uaspanne OKPYXEeHMI>
—— subsystems
L — <nasBanme nomcmcremer>
—— applications
L — <uasBaume cepsuca>
—— vars
—— services.yml
— _vars.yml
—— config.yml (mnmm config.yml.j2)
—— internal.yml
—— secret.yml
—— scopes.yml

—— vars
L— vars.yml
—— config.yml.j2
—— internal.yml
—— yvamllint.release.yml
—— secret.yml
— inventories
L— <uaspanue OKPYXeHMI>
L— hosts.yml

PucyHok 16

CueHapun ycTtaHoBku [MO coaepskaT cneayouime TUNbl KOHOUTYPALMOHHbIX
dannos:

— KOHOUIYPALMOHHbIN dann inventories/<uazBaHue
oOKpyXeHUs>/hosts.yml,

— KOHOUTYPaLUMOHHbIN dann cLueHapmn YCTaHOBKM Mno

config/vars/ vars.yml,
— KOHOUTrypaUMOHHble  daiibl  cueHapueB  yCTaHOBKM  noacuctem  [MMO

config/subsystems/<HaszBaHme nomcmucTems>/vars/ vars.yml,
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— wabnoH KoHPurypaumnmoHHoro ¢arna MMO (config/config.yml.j2);

— KOHpUIrypaumoHHble bannbl noACUCTEM Mro
(config/subsystems/<HasBaHme nomcucTeMs>/config.yml);

— WabnoHsbl KOHPUTIYpaLMOHHbIX dannos noAacucTem Mno
(config/subsystems/<Haszpanme nomcucTeMsr>/config.yml.j2);

— KOHOUIypaUMOHHble bannbl cepBucoB (moaynen) nno
(config/subsystems/<HaszBaHue noncucTemer>/applications/<HasBaHue

cepsuca>/);
— KOHOUIypaLMoHHble daiibl C MapoiaMM U TOKEHaMM KOMMOHEHTOB cpeibl
dyHKuMoHMpoBaHua MMNO (config/secret.yml W config/subsystems/<HaspaHue

nomcucTeMe>/secret.yml)
8.2.1. KoHdurypaumoHHbIM Gpann inventories/<Ha3BaHMe OKpysKeHua>/hosts.yml

KoHpUrypaunmoHHbi ¢ann inventories/<uaszpanme oxpyxenma>/hosts.yml
COANEPUT aapeca CcepBepoB (MMeHa XOCTOB), Ha KOoTopble YycTaHOBAeHbl (byayT
YCTaHOB/IEHbI) KOMMOHEHTbI cpeabl pyHKUMOHMPoBaHKUA MMNO 1 noacuctems! MMO.

OnuncaHne NapamMeTpoB KOHPUrypauMoHHOro ¢ailna inventories/<HaspaHue

okxpyxeHua>/hosts.yml npusegeHo B n. 7.1.1 HacToALWEro AOKYMEHTa.

8.2.2. O6bwmn KOHPUIYypaLUMOHHbI dann cLeHapues YCTaHOBKM

config/vars/ vars.yml

KoHourypaumoHHbin ¢ann config/vars/ vars.yml ABAAeTCA OOWMM ANA BCEX
noacuctem n moaynen MMNO M coaep*UT MOAHbLIA NepedyeHb OOLWMX MNapPaMeTpos,

OTHOCALWMXCA K noacmctemam n moaynam [ro.

8.2.3. KoHpurypaumoHHble ¢aiabl CLeHapueB yCTaHOBKM ans noacuctem [1M0O

(bannbl: config/subsystems/<HassaHne noacucremsi>/vars/ vars.yml)

KoHburypaumoHHble dannbl _vars.yml MNOACUCTEM COAEPXKAT NapameTpsl,

OoTHOCALWMEeCA K KOHerTHOIZ noacucteme. Takxe AaHHble cbaf/’mu MOTyT ObITb AOMOJIHEHDI
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napameTpammn 13 obuero KoHGUrypaumoHHoro darna, 3HayeHmns KOToPbIX HeE0HX0AMMO
nepeonpeaennTb ANA 3a4aHHOM NOACUCTEMbI.

KoHurypaunoHHble ¢alnbl  vars.yml B OCHOBHOM COAEPXKAT HACTPOMKM
B3aMMOAENCTBMA  MNOACMCTEM C  KOMMOHEHTaMW  cpedbl  QYHKLMOHMPOBAHMA.
Pacnonaratotca AaHHble KOHOUrypauWMoHHble dalabl B KaTanore CO CUEHapuaMu
YCTAaHOBKM MO CAeaytoemMy nyTu:

config/subsystems/<HazBaHme mnomcmucreMmer>/vars/ vars.yml

Hanpumep, KoHbUrypaumoHHbi dan vars.yml ana MNb:

config/subsystems/auth/vars/ vars.yml

8.2.4. LLlabnoHbl KoHPUrypaumoHHbIx amnos MNMO n nogcmuctem MMO

Ha ocHoBe pgaHHbix ¢anioB B npouecce yctaHoBKkM [1MO  dopmupytoTca
KOHPUrypaumoHHbie ¢pannbl MMO 1 noacmuctem MMO. 3HayeHMs NapameTpoB B WabioHax
KOHOUrypaumoHHbix ¢arnax noacuctem MMNO 3apatoTcA aAMUHUCTPATOPOM, a TaKxKe
CUEeHapMAMKM YCTAHOBKM HA OCHOBE 3Ha4YeHWM, 3a4aHHbIX AAMWHUCTPATOPOM B
KOHOUIYpauMOHHbIX Gannax vars.yml.

PacnonaratoTca faHHble KOHQUIYpaLMOHHbIe Gainbl MO Cheaylowemy nyTu:

config/config.yml.j2

config/subsystems/<Haz3BaHue

noncucreMer>/config/services/config.yml.j2
Hanpumep, WwWabnoH KoHpUrypaumoHHoro panna Mb:
config/subsystems/auth/config/services/config.yml.j2
8.2.5. KoHdurypaumoHHble danabl ¢ Naponsmm n TOKEHAMM KOMMNOHEHTOB Cpeabl
OYHKLNOHNPOBAHMA Mno (config/secret.yml n  config/subsystems/<Ha3BaHue

noacucremsl>/secret.yml)

B AaHHbIX KOHOUIYpaLUMOHHbIX dalnax 3a4atoTcA NapoaM M TOKEHbl CaeayroWwmx
KOMMOHEHTOB cpeabl GyHKUMoHMpoBaHua MMO: Nats Streaming Server, Consul, CYB/
Redis n CYB/[, PostgreSQL. Mpu yctaHoBke MO aaHHble KOHOUTYPAUMOHHbIE Gainbl

KOMUPYIOTCA Ha cepBepbl MPUNOKEHNA.
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8.2.6. KoHdurypaumoHHble pannbl noacuctem MO

B AaHHbIX KOHOUrypauUMOHHbIX dalnax 3a4atoTcs  3HAYeHMA MnapameTposB
noacuctem MMO. B oTAanymm oT wabnoHOB KOHPUIypaumoHHbIX pannos noacuctem MMO,
3HaYeHMA NapPaMEeTPOB 334at0TCA TOJIbKO aAMUHUCTPATOPOM.

Pacnonaratotca AaHHble KOHPUTYpaUMOHHbIe Galbl MO Cheaytouemy NyTu:

config/subsystems/<Ha3Bahue

noncucremu>/config/services/config.yml
Hanpumep, wabnoH KoHoUrypaumnmoHHoro darina MNM:

config/subsystems/appstore/config/services/config.yml.j2

8.2.7. KoHdurypaumoHHbix pamnos cepsmcos M0

KoHbMrypaLmMoHHbIX GaliioB CEPBMCOB PacnoiaratoTcsa B KaTasore co CLeHapuamm

YCTQHOBKM MO caeaytowemy nyTm:

config/subsystems/<HasBaHue nomcucTeMer>/applications/<Has3BaHue
cepsuca>/
Hanpumep, KOHPUTypaLMOHHbIE dannsbl cepBuca

ocs—auth-adminconsole-ui [1b:
config/subsystems/auth/applications/ocs-auth-adminconsole-ui/
OnucaHne napameTpoB KOHPUIypauUMOHHbIX ¢aloB CepBUCOB NPUBEAEHO B
CaMMX KOHPUTYPALUMOHHbBIX painnax B BUAE KOMMEHTApPUEB.
BHUMAHWUE! PepaktnpoBaTb KOHPUIypauMoOHHbIX dainnos cepsucos MO He

npeanonaraeTca.
8.2.8. KoHpUrypaumoHHble panaibl OKpYHKeHMN

B KOHPUrypauMoHHbIX Galnax OKPyXKeHMA nepeonpeaenatoTcs napameTpbl
KOHOUIYPaALMOHHbLIX $alnoB, onucaHHbIX B N. 8.2.1 - 8.2.8 ANs 33a4aHHOTO OKPYKEHUA.
Pacnonaratorca [aHHble KOHOUIypaLUMOHHbIe B KaTanore

config/environments/<HazBahHue OKPYXeHUI>/.
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[Ona nepeonpegeneHua napametpa HeobXOoAMMO BbINOAHUTL Caedyolimne
nencTeuA:

— CO034aTb B KaTasnore config/environments/<HazBaHue OKpYyXeHusa>/
Tpebyembln KOHOUTYPALMOHHbLIN Galn C y4eTOM ero pacnoioKeHWaA B KaTanore config

Hanpumep, ana nepeonpeaeneHns napameTpoB KoHdUrypaumoHHoro darna
config/vars/ vars.yml A8 OKpPyXeHuA release, ponxeH 6biTb CO34aH Creaylowmi
KOHQUIYPaUMOHHbIM Galn: config/environments/release/config/vars/ vars.yml.

— CKonMpoBaTb Tpebyemblh MapameTp (BKAOYAA CEKLMIO, B KOTOPYL BXOAMUT
napameTp) m3 obuero kKoHourypaunmoHHoro ¢arna cueHapues yctaHoBku MO nau
KOHPUIypaumoHHoro ¢aina cueHapme ycTaHoOBKM noacuctem MMM0O;

— BCTaBMTb CKOMMPOBAHHOE 3HAYEHME B aHA/IOMMYHbIN KOHOUIYPALLMOHHbLIN dain
NN5 3alaHHOTO OKPYXKEHUS;

— 3ajaTb Tpebyemoe 3HaYeHne napameTpa.

8.2.9. Mopanok paboTbl ¢ KOHOUIYPALUMOHHLIMK dalilaMn CLEHapUeB YCTaHOBKM

Mno

MapameTpbl KOHOUIypaLMOHHbIX GaiNoB ClLeHapMeB YCTAaHOBKM MPUMEHSAIOTCA
cor/flacHo npuopuTeTam, 3agaHHbiM B Tabamue (Tabamua 25).

Tabnuua 25

MopAAOK NPUMEHEHMS
Tunbl KOHGUIYPALMOHHbIX

. Katanor (uma ¢paiina) napameTpos (npuoputeT
dannos
napameTpos)
O6wwwe (ana Beex config/vars/_vars.yml 1 (camblit  HU3KWIA

noACUCTEM N MOy Nen npuopuTeT)

config/config.yml.j2
MMNO) KOHPUTYPaALMOHHbIE
dannbl (WwabnoHbl
KOHOUIYPaLMOHHbIX
dannos) cueHapmes

ycTaHoBKu [0

KOHd)VIpraLI,MOHHbIe Config/SUbSYStemS/<Ha3BaHMe 2

o IOOCUCTEME>/vVars/
dalnbl cueHapunes
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Katanor (umsa ¢ainna)

NNAT®O0PMA
MopaaoK NPUMeHeHUn
napameTpos (npuoputert

YCTaHOBKM MOACUCTEM
Mo ana 3agaHHOTO

OKpY*KeHUsa

noncucTeMer>/vars/

dannos
NnapameTpos)

YCTaHOBKW NOACUCTEM
rnro Hanpumep,

config/subsystems/auth/vars

/
Obwwe (o1a BCex config/environments/<HasBaH |3

o ue

noacncrtem n moaynen

okpyxeHmus>/vars/ vars.yml
MMNO) KOHPUTYPaALMOHHbIE
bannbl cueHapues config/environments/<HasBaH
ycTaHoBskM MMO ana ne okpyxenms>/config.yml
3aaHHOro OKpyXeHunA
KoHdUrypaumoHHble config/environments/<oxpyxe |4  (camblii  BbICOKMI

o Hye>/<HaszBaHME

dalnbl cueHapues npuopuTeT)

Mpn ycTtaHoske MMNO napameTpbl KOHOUIYPaLMOHHbLIX GalfoB NPUMEHAIOTCA

corflacHo nopsaaky, npuseaeHHomy B Tabaunue (Tabaunua 25). T.e. cueHapuin YyCTaHOBKM
obpabaTtbiBaeT CHayana KOHPUrypaUMoHHble Gannbl B KaTanore config/vars/, 3aTEM B
KaTanore config/subsystems/<HazBaHme noacucTemer>/vars/ WT.A. ECan, Hanpumep,
Kakon-nmbo  napameTp  OAHOBPEMEHHO

3a4aH 7 B config/vars/ 7

config/subsystems/<uassanme noacmcremer>/vars/, [0 OyaeT ycTaHOBAEHO CO

3Ha4dYeHnem MNapaMeTpa, 3a/ldHHbIM B config/subsystems/<uazBaHue

noncmucrTeMer>/vars/.

Huyke onucaHbl npasuna o6paboTkM cueHapuamm yctaHoBku MMO napameTpos,
MaCCUBOB M CMMUCKOB, €C/TN OHU OHOBPEMEHHO 33aHbl B HECKOIbKMX KOHPUTYPALNMOHHbIX

dannax.
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Mpasnno 06paboTkM NapameTpoB: 3HAYEHME NapamMeTpa B KOHOUIYPaLMOHHOM
danne c bonee BbLICOKMM MNPUOPUTETOM MepeonpenennseT 3HavyeHWe MapameTpa B
KOHPUIypaunmoHHOM paine ¢ bonee HU3KMM NPUOPUTETOM.

Mpumep napameTpa:

redis password: "example redis password"

Mpasnno o0bpaboTKM MacCMBOB: MaccuB B KOHUrypaumoHHOM daline ¢ bonee
BbICOKMM MPUMOPUTETOM NepeonpeaensieT MacCuB B KOHbUrypaumoHHom daiine ¢ bonee
HU3KUM MPUOPUTETOM.

[Mpumep maccuBsa:

pPg hba settings:

- type: local # Unix-socket access
name: all
database: all
method: trust

- type: host # Localhost IPv4 access
name: all
database: all
address: 127.0.0.1/32
method: trust

- type: host # Localhost IPv6 access
name: all
database: all
address: ::1/128
method: trust

- type: host # Gitlab CI vbox-testing
name: all
database: all
address: 172.17.0.0/16
method: md5

Mpasnno 06paboTKM CMMCKOB: €CIN CMUCOK B KOHPUTYypaumMoHHOM daiine ¢ bonee
HU3KMM  NPUOPUTETOM  COAEPXKMT HOBble 3/71eMeHTbl  (KoTopbix He 6bi10 B
KoHOUrypaumoHHom darnine c 6onee BbICOKMM MNPUOPUTETOM), OHM A0DaBAAOTCA K
MCXOAHOMY  CMMCKY. 3HayeHMe napameTpa B  CNUCKe, coAeprkallemcs B
KOHPUTrypaumoHHOM darine c 6onee BbICOKMM NPUOPUTETOM, NepeonpeaenaeT 3HadeHmne
napameTpa M3 CNUCKa coaeprKallemca B KoHPUrypaunmoHHom darne ¢ bonee HU3KUM

NPUOPUTETOM.
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[Mpumep cnucka:

postgresqgl:

dbname: example db name # database name

port: 5432 # port

user: example user # user

password: ocCs # password

extensions: ["pg partman bgw", "pg trgm", "pg stat statements",
"pgcrypto"] # necessary extensions
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9. TAPAHTUWHBIE OBA3ATE/IbCTBA

MpeanpunATMe-n3rotoBuTeNb  rapaHTupyet  pabotocnocobHocts  MMO B
COOTBETCTBMM C 3afBAEHHbIMM XapPaKTEPUCTMKAMKU, NPeayCMOTPEHHbIMM HACTOA MM
NOKYMEHTOM, Npun cobatoaeHmnn notpedbutenem TpeboBaHmin /.

MpeanpunATMe-n3roToBUTENb NPOBOAUT MOHUTOPUHT 0bLLLEAOCTYMHbBIX MCTOYHUKOB
MHGoOpMaLMmM, NyOAMKYOLWMX CBeAEHNA 0O YA3BMMOCTAX, Ha NpeaMeT NOABAEHMA B HUX
cBeaeHUM 06 yA3BMMOCTAX B KOMNoHeHTax MMO 1 npuHMUMaeT Mepbl, HanpaB/ieHHble Ha
yCTpaHEeHMe BbIABNEHHbIX YA3BMMOCTEN MAM MCKAOYAtOLLME BO3MOXKHOCTb MCMNO/Ib30BaHMA
HaPYLWNTENAMM BbIABNEHHbIX YA3BUMOCTEN.

MpeanpuaTne-n3roToBUTENb obecneynsaet yCTpaHeHMe YyA3BMMOCTEN
nocpeacTBoOm npeaocTaBaeHmA noTpebuTenam ONMCaHMA HeobxoanMbIX
OpraHM3aUMOHHO-TEXHUYECKMX MpoLeayp, HanpaBAEeHHbIX Ha YCTPaAHEHWE BbIABMEHHOM
YA3BMMOCTM. TaKXKe npeanpusaTMe-u3roToBuTeNb, B PamMKax nposeaeHua paboT no
YCTPaHEHMIO BbIABNEHHbIX YA3BMMOCTEN, pa3pabaTbiaeT ob6HoBAEHMA [10.

MpeaonpuATME-U3roToBMUTENb HEe MNPeaoCTaBAAET rapaHTU MAKU YCNOBUIA (ABHbIX
MAN NoAPa3yMeBaeMblX 3aKOHOAATeNbCTBOM Poccuitckon Peaepallm) OTHOCUTENbHO
rapaHTMin TOBApPHOW MPUrOAHOCTN, UHTETPUPYEMOCTM, TOAHOCTU K MCMONb30BAHUIO ANA
BbIMO/MHEHMA KOHKPETHbIX 3ada4y notpebuTtens, OTCYTCTBMA OWMDOK, BO3MOMKHOCTM
OYHKUMOHMPOBAHMA MNPW MCMOAb30BAHUM COBMECTHO C /0ObIM MPOrPamMMHbIM MM
annapaTHbIM obecneyeHmnem.

B cnyyae BbiasneHuns B MO ownbok n aedekToB, CBUAELTENLCTBYOWMX O
HEeCoOTBETCTBUM rnro o n He ABNAOLLMXCA YA3BMMOCTAMM Mo,
npeanpuATUe-n3roToBuTeNb N0 GaKTy NOAyYeHUA peKknamaumm notpebutens obAslyeTcs
YCTPaHUTb OWMOKM N/unm nedeKTbl Npu Bbinycke 0O6HOBAEHHbIX Bepcui MMO 1 yBeaOMUTb

06 atom notpebutenein MMO.
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Peknamaumm notpebutens npuHMMatoTca npu ycnosun, 4yto aedekt B MO He
Bbl3BaH AONYLIEHHbIMW CO CTOPOHbI MOTPEOUTENA HaApPyLWEHUAMU B 3IKCMAyaTauum,
XpaHeHnn n TpaHcnopTuposke MM10.

Aapec npeanpuATUA-U3roToBUTENA ANA HanpasaeHusa peknamaunin: 420500,
Pecnybnunka TaTapcTaH, BepxHeyC/NOHCKUI palioH, r. MHHonoAaue, ya. YHUBepCUTETCKas,

n. 7, odunc 59.
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NEPEYEHb TEPMWUHOB 1 COKPALLEEHN

|/|CI'IOIIb3yeN\bIe B HaCToOALWLEM AOOKYMeEHTE TEPMUHDLI N COKPaWeHNA nMpmnBedeHbl B

Tabnamue (Tabnmua 26).
Tabnnua 26
TepmuH/
CokpaueHve Pacwudposka
ACY ABTOMATM3MPOBAHHAA CUCTEMA YNpPaBAeHMA
=y basa gaHHbIX
Bopkep MoTOKW, NpUHaanexalwme bpaysepy, KOTOpble MOXXHO MCNO1b30BaTb
ANA BbINONHeHMA JS-koaa 6e3 6NOKMPOBKYM LIMKAA CODbITUA
nc FfocypapcTBeHHana MHGOPMaLMOHHAA CUCTEMA
NC NHPOpMaLMOHHbIE CUCTEMDbI
NCMNAH NHPOPMaLIMOHHAA CUCTEMA NEPCOHA/TbHbIX AaHHbIX
KN Kputmnyeckaa nHPopmaLMoHHaAA MHPPACTPYKTYPa

Mexann3am CORS

CORS (Cross-origin resource sharing) — TexHO10rMA COBPEMEHHbIX
6pay3epos, KoTopan nossonser npeaocTaBuTb
BeO-CTpaHMUe AOCTYN K pecypcam Apyroro A0MeHa

MT MobunbHOe NpuaoKeHne

MY MobunnbHOe ycTpoiCcTBO

OC OnepayMoHHaa cucTema

OTK OTOen TeXHNYEeCcKoro KOHTPOAA

Nb MNoacuctema 6e3onacHOCTH

LY MNoacnctema «MapkeT»

NooC MNoacuctema obHoBneHna OC

MyT lNoacmuctema yrnpas/ieHnA TeEHaHTaMM

rnro MpuKknagHoe nporpammHoe obecneverHne «Aspopa LieHTp»
MNpeanpuatTne- ObuwectBoO € OrpaHUYEeHHOM  OTBETCTBEHHOCTbo  «OTKpbITan
M3roTOBUTENb MmobunbHaa naatpopma» (OO0 «OTKpbITass MOOUAbHAA NIAaTGOPMa»)
rny MNoacuctema Mnatpopma ynpaBaeHums

2BM DNEKTPOHHO-BbIYNCINTENbHAA MalLMHA

C31 CpeacTBo 3aWmThl MUHGOPMaLMM
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TepmuH/
PacwuéposkKa
CoKpalueHune
C3N HC/A CpeAacTBO 3aWMTbl UHPOPMALMKM OT HECAHKLMOHMPOBAHHOTO AOCTYMNa
Cno CneumanbHoe NnporpammHoe obecneyeHme
CYA CepBuc yBegomaeHuin ABpopa
CYB/, Cuctema ynpasnieHma 6azamm AaHHbIX

ToKeH (MapKep)

TOKeH - QayTeHTMOMKAUMOHHbIE [AaHHble, KOTOPble BblAAKOTCA

MNONb30BaTE/0 NOC/E YCNEewWwHOoW aBTOPM3aLMM U ABAAIOTCA KIHOUOM
ANA A0CTyNa K cay»kbam

API

Application Programming Interface — onucaHune cnocobos (Habop
KnaccoB, npoueayp, OYHKLUMMA, CTPYKTYP WMAN KOHCTAHT), KOTOPbIMM
OAHa KOMMblOTEpPHAsA MNpPorpamma MOXKEeT B3aMMOAENCTBOBaTb C
APYro NporpaMmmont

Cookie

Hebonbwon ¢parmeHT AaHHbLIX, OTNPaBAEHHbIM Beb-cepBepom W
3BM
BCAKMM

XPaHUMbIA  Ha nonb3oBaTena. Beb-kanMeHT  (0ObIYHO

Beb-bpay3ep) Paz nNpuW MOMbITKE OTKPbITb CTPAHMLY

COOTBETCTBYIOLWIErOo CaiTa nepecbifiaeT 3TOT GParmMeHT JaHHbIX
BeO-cepBepy B cocTase http-3anpoca

CSS3

Cascading Style Sheets 3 — cneundurauma CSS. MpeactasnaeT cobomn
$OpPManbHbIN A3bIK, PEANN30BAHHbIN C MOMOLLbIO A3bIKa PAa3MeETKM

ECMAScript 5

BcTpamBaemblii pacLInNpAEeMbIM He MMEIO LN cpeacTs

BBOJa-BblBOAa A3bIK MPOrpaMmMmnpoOBaHnA, l/ICI'IOﬂb3yeIV\bIl\/‘I B Ka4ecTBe
OCHOBbI AN1A NOCTPOEHUNA APYTMX CKPUNTOBbLIX A3bIKOB

HEALTH-3anpoc

3anpoc NpoBepKu A0CTynHOCTMN AP

HTML5

HyperText Markup Language, version 5 — A3blKk 441

CTPYKTYPUPOBAHUA M NpeacTaBAEHMA COAEPHKMMOro Beb-CTpaHMULbl

HTTP

HyperText Transfer Protocol — npoTOKon NpUKNAAHOTO YPOBHS
nepefayn gaHHbix. OcHoBon HTTP ABnAeTcAa TEXHONOMMA KKAUEHT-
cepBep», TO ecTb NpeanosaraeTca CylecTBOBaHMe noTpebutenen
(KNMEeHTOB), KOTOPblE MHULMMPYIOT COeAMHEHME N NOCbINAOT 3aMpoc,
M NOCTaBLIMKOB (CEPBEPOB), OXKMAAOT COEAMHEHUSA ANA NONYYEHUS
3anpoca, NpPoM3BOAAT HeobxoAMMble [AENCTBMA WM BO3BpaALLAOT

0b6paTHO co0bLLEHME C Pe3yNbTaTOM
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HTTPS Hypertext Transfer Protocol Secure - pacwupeHune npotokona HTTP

AN NOAAEPKKM WMPOBAHMA B LLENAX NOBbIWEHMA Be30MacHOCTM.
[aHHble B npoToKone HTTPS nepenaroTcA nosepx
KpunTorpapmyecknx npotokonos SSL namn TLS

IMEI

International Mobile Equipment Identity — yHMKanbHbIN HOMeEp
MOBUNBbHOTO YCTPOMCTBA, COCTOALLNM 13 15 undp

JSON

JavaScript Object Notation — TekcToBbIN popmaT oOMeHa AaHHbIMK,
OCHOBaHHbIN Ha JavaScript

MAC

Media  Access Control —  yHUKaNbHbIM  NAEHTUPUKATOP,
NPUCBAMBAEMbIM KaxKAoM eauHuMLEe 0DOPYA0BaHUSA KOMMbIOTEPHbIX
ceTen

Nginx

Beb-cepBep M MNOYTOBLIM MPOKCU-cepBep, paboTalowmin Ha
Unix-nogo6Hbix OC

OIDC

OpenlD Connect — ypoBeHb ayTeHTMdMKaumm OAuth 2.0,
MHOPACTPYKTYPbI aBTOPM3aLMMN. KoHTponunpyeTca OpenlID
Foundation

QR-kop

Quick Response Code — Koag ObiCTporo  pearMpoBaHuA,
NpeaoCcTaBAAWMIA MHGOPMALMIO ANA BbICTPOro ee pacno3HaBaHMA
C MOMOLLbIO KaMmepbl Ha MOBUNIBHOM YCTPOMCTBE

SSH

Secure SHell — ceTeBOM NPOTOKOAN MNPUKNALHOTO  YPOBHS,
NO3BOAIOLLLNIM NpPon3BOANTb yaaneHHoe ynpasneHune
OonepauyoHHOM CcUCTEMON W TyHHenupoBaHue TCP-coeamHeHWI
(Hanpumep, aAna nepenadn Gpannos)

TLS

Transport Layer Security — KpunTtorpaduyecknin npoToKon,
obecneynBatoLNI 3aLUMLLEHHYIO NepeaaYy AaHHbIX MeXay y31amu B
cetn NMHTepHeT

URL

Uniform  Resource Locator — eauMHoobpasHbIA  NOKaTOp
(onpeaennTesib MECTOHAXOXAEHUS) pecypca
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JIUCT PETUCTPALMN MSMEHEHUN

Ne sepcuu ol7[e)
CogepxaHue U3MeHeHUA [aTa
OOKYMEHTa MHUUMATOpPA
1.0 HavanbHaAa BepcuA domumH 1. 18.05.2022 r.
1.1 BHeceHbl UameHeHus domuH 1. 03.06.2022 .
1.2 BHeceHbl uUameHeHus domuH 1. 14.06.2022 .
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