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AHHOTAUUWA

HacToAlwmMn AOKYMEHT ABAAETCA PYKOBOACTBOM aAMMHMCTpaTopa OnepauyoHHON
cuctemsbl (OC) Aspopa penns 4.0.2 update 5.

HacToAwmn  AOKYMEHT COAEPKWUT  OMUCaHWEe  AOCTYMHbIX  AaAMUHUCTPATOPY
OYHKLUMOHANbHbIX BO3MOXHOCTEN MObUAbHOTO ycTpoicTea (MY), dyHKLMOHMPYOLWErO Noa,
ynpasnernmem OC Aspopa’.

AOMWHUCTPATOP MMeeT A0CTYN K GyHKUMAM 1 HacTporkam OC ABpopa, onmcaHHbIM
KaK B HACTOAWEM [OKyMeHTe, Tak W B [JAOKyMeHTe «PyKOBOACTBO MO/b30BaTENA»
AAMTI.10034-02 90 01.

NMPUMEYAHUA:

v Mepen, Hadanom paboTbl agMMHUCTPATOPY HEOBXOAMMO O3HAaKOMWUTLCA C
NONIOXEHMAMM HACTOAWEro [OKYMEHTa, a TakXe C uMHOopmaumen, npuBeaeHHOM B
nokymeHte AAMI.10034-02 90 01;

v’ BHewWwHuit Bua uHTepdeiica MY MoXKeT OTM4aThCa OT MPUBEAEHHOIO Ha PUCYHKaX
B HacTodAwem AoKymeHTe. CHUMMKM 3KpaHa ABAAKOTCA MPUMEPOM M NPeAcTaBAeHbl B
NOKYMeHTe Anda obuero 03HakoMneHuns ¢ uHtepdperncom MY.

! OnucaHne pasanuHbix cnocobos yctaHosku OC ABpopa Ha MY npuBeseHO B COOTBETCTBYIOWMX [OOKYMEHTax
npeanpuAtTMA-paspaboTinKka, KOTOpble MNpefHasHayeHbl A48  WCNoAb3oBaHWA  [MpoussoguTensmm MY  u
aBTOPM30BaHHbIMM CePBUCHBIMM LLEHTPAaMM NPOM3BOANTENA.
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1. BBOA B 3KCIJIYATAUUIO

OC ABpopa npeacTtasaaeT cobomn 3ameHHY MobuabHyto MHorosaga4yHyto OC ana
MODOUAbHBIX MNPUMEHEHMA NoA4 annapaTHble naaTdopmbl Ha 0Hase npouLeccoposB €
apxutektypon ARM 1 uMmeeT pas3nmyHble BEPCUMW MCMONHEHWMA, OMMUCAHME KOTOPbIX
npueeaeHo B Tabanue (Tabauua 7).

BHUMAHMUE! OC Aspopa B cepTUPULIMPOBAHHOM BEPCUM MOXKET ObITb MCNO/Ib30BaHA,
HO He OrpPaHNYMBATLCA, B CIeAYHOLLMX CMCTEMAX M ODBEKTAX:

— B roCyZapCTBEHHbIX MHOOPMALIMOHHbIX CUCTEMAX, HE CoAepKallmx MHGOPMaLMN,
COCTaB/IAKOLEN FOCYAaPCTBEHHOM TalHbl, 40 1 Knacca 3aWMLEHHOCTM BKAKOUYUTENBHO B
COOTBETCTBMWU C AOKYMeEHTOM «TpeboBaHMA O 3awmTe MHOOPMALIMK, HE COCTABAAOLLEN
roCcyZapCTBEHHYO TalHY, COAEPKALLLENCA B TOCYAAPCTBEHHbIX MHPOPMALMOHHbBIX CUCTEMAXY,
yTBEpPXAeHHbIM npmnkazom PCTIK Poccum ot 11 dpespans 2013 . Ne 17;

— B WMHOOPMALMOHHbIX CUCTEMAX MEPCOHANbHbIX [AaHHbIX A0 1 ypoBHA
3aWMULEHHOCTM BKIKOYMUTENIBHO B COOTBETCTBMM C AOKYMeHTOM «COCTaB WM COAepXKaHue
OPraHM3aLUMOHHbIX M TEXHMYECKMX Mep no obecnevyeHuto 6e30MaCHOCTU MNepPCcoHaNbHbIX
NaHHbIX Npu Mx o0bpaboTke B MHOOPMALMOHHbLIX CUCTEMAX MNepCoHaNAbHbIX AaHHbIX»,
yTBEpPXAeHHbIM npunkazom PCTIK Poccum ot 18 dpespans 2013 r. No 21;

— B aBTOMATM3MPOBAHHbLIX CUCTEMAxX ynpasaeHuMa A0 1 Knacca 3aWMULEHHOCTM
BK/IIOYMTENILHO B COOTBETCTBMM C AOKYMeEHTOM «TpeboBaHMA K obecnevyeHuto 3alimThbl
MHOOPMALMM B aBTOMATU3IMPOBAHHbLIX CUCTEMAX YMNPaBAEHMA MNPOU3BOACTBEHHbLIMUK U
TEXHO/IOTMYECKMMM NPOLLECCAMM Ha KPUTUYECKM BaXKHbIX 06beKTax, MOTEHUMAIbHO ONACHbIX
0bbeKTax, a Takke 0bObeKkTax, NPeACTaBAAOLIMX MOBbILEHHYKD OMACHOCTb ANA KU3HU U
310POBbs NOAEN U ANA OKPY)KAOLWEN NPUPOAHOM cpedbl», YTBEPKAEHHbIM MPUKA30OM
®CTIK Poccun ot 14 asrycta 2014 r. Ne 31;

— Ha 3HaYMMbIX 0DOBEKTaX KPUTMYECKON MHGOPMALMOHHON MHPPACTPYKTYpPbl A0
1 KaTeropmm BKAOYMTENBHO B COOTBETCTBUM C AOKYMEHTOM «TpeboBaHMA No obecneyeHuto
6e30MaCHOCTM 3HAYMMbIX OOBEKTOB KPUTMYECKOM WHPOPMALMOHHOM MHPPACTPYKTYPbI
Poccuiickoin ®eaepaummn», yreepxaeHHbIM npmukazom GCTIK Poccum o1 25 aekabps 2017 r.
Ne 239.

1.1. OrpaHun4eHuns No aKkcnayaTauum

AAMUHUCTPATOPY Heobxoammo cobatoaaTh caeaytolme Npasmaa U orpaHUYeHmA No
aKcnayataumm MY:

— He [onycKaTb YCTaHOBKY /wboro nporpammHoro obecneyenua (M0),
nocTaBiAemoro B oTAnM4yHom oT RPM Buae (camocTosTenbHoe KonupoBaHue ¢alnos,
ycTtaHoBKa 10 13 apxmBoB, ycTaHoBKa [0 He B WTaTHbIe KaTasnorn n3 RPM-nakeToB M T.M.);

— WCKAOYMTb noakatodeHne MY K HefoBEepPEeHHbIM TOYKaM A0CTyNa 6ecnpoBOAHbIX
nutepdercos (WLAN, Bluetooth®) n becnposogHbim MY.
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MPUMEYAHMUE. MepeyeHb A0BEPEHHbIX TOYEK AOCTYNA A0/XKEH BbITb CHOPMMPOBAH
Ha MecTe aKCcnayaTaumm onepaTopom MHPopmaLmMoHHoOM cuctemsl (UC);

— UCKIOYUTL nepesady KoHOUAEHUMaNbHOM peyeBoin U MHOM MHGopmaumm (SMS,
MMS) nocpeactsom MY no npoTtokony GSM;

— NpeaycMoTpeTb Mepbl, obecneymBatoline OTCYTCTBME KOMMbHOTEPHbBIX BUMPYCOB
Ha CpeACTBaX BbIYMCANTENIbHOM TEXHWUKM, K KOTOPbIM MoAKAtoYaeTca MY.

1.2. YyeTHble 3anucu ponen

B OC ABpopa peanr3oBaH MHOIOMO/b30BATENbCKUN PEXUM PaboTbl, KOTOPbIN
NO3BO/IAET MCNONBb30BaTb MY HECKONbKMM YYETHbBIM 3aMUCAM C Pa3/IMYHbIMKN POASMMN.

Ponb — COBOKYMHOCTb MNMpaB A0CTyrna, HAa OCHOBE KOTOPbIX OnpeaenAaeTca
BO3MOMXHOCTb BbINMO/JHEHWA TOITO MU MHOTO ,El,el\/'ICTBl/IFI B OC ABpopa.
YyeTHaA 3anmcb POAM — 3TO XpaHAwaAaca Ha MY COBOKYMHOCTb [AaHHbIX O

no/sb3oBaTene, HeobxoaMmana ANA ero ayTeHTMdMKauMm 1 NpeaocTaBaeHMa A0CTyNa K ero
JIMYHBIM AAHHbBIM M HAaCTPOMKaM.
MPUMEYAHUE. B 3aBMCMMOCTM OT BbIOpPaAHHOM pPOAM  BO3MOXKHOCTM MY,
dYHKUMOHMpYtoLLero noa ynpasneHnem OC ABpopa, MOryT OTAMYaTLCA.
Ha MY, ¢yHKUMoHMpytowem noa ynpasneHnem OC ABpopa, MOryT ObiTb CO34aHbl
OZlHOBPEMEHHO A0 7 YYETHbIX 3anuncen:
— y4YeTHan 3anMcb C PObl0 aAMMHUCTPATOpPa, KoTopaa obnagaeT paclMPeHHbIMM
OYHKLUMOHANbHBIMMU BO3MOMXKHOCTAMMU, NPU STOM:
® He MoXKeT bbITb yaaneHa c MY;
e He obnagaeT NpaBamum cynepnosb3oBaTens,
e Ntobble M3MEHEHMA HACTPOEK, BbIMOJHEHHble MO Takoh ponbto, byayT
NPUMEHUMbI KO BCEM y4eTHbIM 3anucam MY;
— [0 6 y4eTHbIX 3anMcen C PONbO NOAb30BaTeNA, CO3A4aHME KOTOPbIX BbIMOAHAETCA
aAMUHNCTPATOPOM B CUCTEMHbIX HacTpoMkax MY (n. 1.2.1).
NMPUMEYAHMUE. 1o ymonyaHuio Npu nepBoM BKAOHEHMM MY 3arpy>KaeTca B pexxnme
aAMUHUCTPATOPA.
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1.2.1. Co3aaHune y4eTHOM 3anmcK Noab30BaTeNS

= 50% 36W 4 12:21 [na co3gaHuAa  HOBOM  y4yeTHOM  3amucu
Nnonb3oBaTeNs aIMMHUCTPATOPY  Heobxoaumo

\a ‘_ . O BbIMNO/IHUTb CAeayowme AenNCcTBUS:

TenedoH CoobuieHus Bpaysep Kamepa
— OTKPbITb MEHKO HACTPOEK KaCaHmemM 3Hda4Ka

fE' ‘ n Ha DKpaHe NpunoxeHui (PucyHok 1);

Kowracs  fanepes  Hactpoiu  Mowous — B MEHK CUCTEMHbIX HACTPOEK KOCHYTbCA
5 D
. T A @ NyHKTa «[lonb3oBaTenn» =
ot ' s — Ha CcTpaHuue «[lonb3oBaTeNM» KOCHYTHCA
¥ NyHKTa «/lobaBuTb Nonb3oBaTens» (PUCYHOK 2);
'|'||" k . — Ha oToOpa3mBLIECA CTPaHWULLE BBECTU UMA U

OuktodoH  Mpocmorp PDF 3ameTkn

NOTMH  HOBOWM  YYeTHOM 3anMcK  Mnoab3oBaTenA
- = (PucyHoK 3);
- — YCTAQHOBMTb  KBOTY Ha  MCMNO/Ab30BaHMWeE
AMCKOBOTO NPOCTPaAHCTBA, nepemeLas
| COOTBETCTBYHOLLMI CNanaep BNPaBo 414 YBEMYEHNS
— KBOTbI MO0 BNEBO A/1A YMeHblleHns (PucyHok 3);
PucyHok 1

Kanekynatop E XKypHan

— KOCHYTbCSl KHOMKK «MOATBEPAUTLY AN COXPAHEHUA M3MEHEHUN MO0 KHOMKM
«OTMEHUTb» A1 OTMEHbI onepaLmm;

— B CAy4ae HeobXoAMMOCTM COXPAHEHWA MU3MEHEHW NOATBEPAUTb AENCTBUE
BBOAOM TeKyllero koga 6e30nacHoCTM, B pe3ynbTaTe Yero Ha cTpaHuue «lonb3oBaTenm»
0TOOPa3nTCA CTPOKa C CO34aHHbIM Nosb3oBaTenem (PUcyHoK 4),
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Monbaosartenu F OTMeHUTb MoaTeepamTh 4

O Hoebl nonb3oBaTenb
==

(O Bebl« Bnapgeneu ycTpoictBa Monbaoeatent |

g AOMyWHUCTpaTop

- [lo6aBuTb nonb3oBaTens

KsoTta

PucyHok 2 PucyHok 3
NMPUMEYAHUA:
[oDases: e/l v MUHUMabHbIE Y MaKCMMa/bHble 3HAYeHMS
INerko nepeksiovaitTeck Mexay ANA 330aHMA KBOTbl 3aBMCAT OT KOHCTPYKTUBHbIX
nofib3oBaTensaMu, Ucnonbays BepxHee o
MEeHI0, OTKpbiBaeMoe NpoBeaeHuem ocobeHHoOCTEN My,

nanbla OT BepXa 9KpaHa.

v MNoapobHaa MHPoOpMaLMA O KBOTMPOBAHWUM
Q BreBrapsEE NOCTOAHHOM NaMATU NpuBeaeHa B n. 4.7.2.

@)
o= llonbsosarens

‘J{‘ [ob6aBuTb Nonb3oBaTeNs

PucyHoK 4
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Mpn  pabote C  y4eTHbIMM  3ANUCAMM
noab3oBaTenen aAMUHUCTPATOpPY OOCTYMHbI
cneaytolme aencrama (PucyHok 5):

— MepektvYeHne Mexay Y4eTHbIMM 3anncaMmm
ponen (n. 1.2.2);

— ynpasBaeHune ron0CoBbIMMU Bbi30BaMM 1 SMS
Q. Monvaosarens1 (n. 1.2.3);

— nepemMmeHoBaHue y4eTHOM 3anmcum
nonb3osaTtens (n. 1.2.4);

— HacTpoWkuM besonacHocTu (noapasaen 1.4);

b — yAaneHme Yy4yeTHOM 3anmcu No/Nb30BaTeNs

lMNepekniovnTbCH Ha 3TOro Nonb3oBaTens

OTKNIOYUTb rONIOCOBLIE BbI30BbI M SMS

HacTpoiiku 6esonacHocTm ( n.1.2.5 ) .

Yoanutb

PnUcyHOK 5

1.2.2. lNepekntoyeHne mexay y4eTHbIMM 3anncaAMmm

[MpocmoTpeTb Mo KaKoM y4eTHOM 3anucblo 3arpyxeHo MY, a TakKe BbINOAHUTb
NepeKkNtoYeHne  Mexay Y4YeTHbIMM  3afUCAMM  MOXHO KaK B BEPXHEM  MEHH
(P1CYHOK 6 — PUCYHOK 7), Tak M B CUCTEMHbIX HAacTPoMKax (PUCyHOK 8).

[1na NpoBEPKM aKTUBHOM Y4E€THOM 3aNMCK C MOMOLLbIO BEPXHETO MEHK He0HX0AMMO
BbIMNO/IHUTb CAeaylolme AeNCTBUA:

— BK/OYUTb 3KpaH MY;

— OTKPbITb BEpXHEee MeHto, MpoBeAs OT BEPXHEero Kpas IKpaHa OA0KMPOBKM K
HUXKHeMy. B neBom HWXHem yrny 6yaetr oTobparkaTbca TeKkywaa ponb: «Bnageneu,
yCTpoMCTBa», ecnn MY 3arpysKeHo B pexume afiMMHUCTPATopa, MO0 MMA No/b30BaTens,
ecnn MY 3arpy*KeHo B pexknume nosib3osatens (PUCYHOK 6).

Mpn HaxoXXAEHUN B PeXMMe MN0Nb30BaTENs C MOMOLLbIO BEPXHErO MEHIO MOMKHO
OCYLLECTBMTb MNepexos, K YY4eTHOW 3anncu aaMUHUCTPATOPa, BbIMOAHWB Caeadyrolime
NEencTBus:

— OTKPbITb BEpXHEe MeHI0, NpoBead OT BEpPXHEero Kpas IDKpaHa OJIOKMPOBKM K
HUKHEMY;

— KOCHYTbCA NO/A C UMEHEM YYeTHOM 3anuncK Nob3oBaTeNs,

— B pacKpbIBaloLWEeMca Cnmcke BbibpaTtb «Bnageneu, ycTponcTsa» (PUcyHoK 7);

— poxaatbes, Korda OC  ABpopa MEepeKkNuMTca  Ha  YYeTHYK  3anucb
aAMWHUCTPATOPA;
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— Mpouecc nepekNtoYeHMA 3aMeT HEeCKOIbKO CeKyHA, Jdanee Heobxoammo
ybeaouTbcA, 4TO TeKkywaa ponb «Bnageneu yCTPOWCTBa»: CneBa OT HA3BaHWA pPOAU
«Bnapeneu, ycTpoicTBa» A0MKHa 0TOOpaxKaTbca NomeTKa «Bbi» (PrcyHOK 8).

+ 3Gu“Z 12:40

=
‘3* * ‘/

Aypa CesepHoe OceHb 3apsa

S @ ¢

MobuneHe Bluetcoth Pexum noné

P @ €

DoHapuk OpwueHTauus MecToHaxc T. poctyna

— N

ApkocTb

@ 2

MoaknioumTecd  ByannbHUK Cendu

2 [NonbsoBaTesnb1

2 Bnageneu ycTpoicTea

O
a= llonbsoBatensl

&)
o Bbl * [Nonbzosatens]

PncyHoK 6 PUCyHOK 7

OnAa nNpoBepKM aKTMBHOM YYETHOM 3anucu C

NOMOLLbIO  CUCTEMHbIX HACTpOeKk HeobxoaAMMo
flerko nepexnios AR B BbINONHUTL CAeAytoLLme AeUCTBUA:
nonn:soaa@nqyw, ucnonbays BepxHee o
b —  KOCHYTbCA NyHKTa «[lonb3oBaTtenm» = > B
MEHIO CUCTEMHbIX HACTPOEK, B pe3yabTaTe 4ero
oTobpasnTca cTpaHuua  «[llonb3oBaTenn»  co
CMUCKOM  YYETHbIX  3alMcenm  MONb30BaTEsIEN,
O, Monsaosatens? co3aaHHbIX Ha MY (PucyHok 8);
O nNonbsosarens3 Mpu pabote MY B pexmme agMUHUCTPATOPA B
none «Bnapeney, ycTpornctBa» oTobparkaeTcA
nomeTka «Bbl», 0O3HayawoWas, YTO TeKyLWMmin
Nno/ib30BaTeNb MY HaZeneH POJIbO
agMuHuctpaTopa (PucyHok 8). [ns nepexona B
PEXMM MOJIb30BaTeNA HEOobXOAMMO BbINOJAHUTD
cneayrouime AencTemna:

— KOCHYTbCA CTPOKM C MMEHEM OAHOMU W©3
YYETHbIX 3aMMUCeN MOAb30BaTesien, CO34aHHbIX Ha

MY;

[MNonb3oBaTenu

(O Bel = Bnapeneu ycrpoiicTea
ag»  AQMUHUCTPaToOp

O
o= |lonb3oBaTensl

- [o6aeuTb Nnonbaosatens

PucyHok 8
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— B KOHTEKCTHOM MEHIO KOCHYTbCS NMYHKTa «[1epekntoumMTcsa Ha 3TOro Noab30BaTeNA»
(cm. PucyHok 5);

— MpOoLEecc NepekNtoyeHnsa 3aiMMeT HECKONbKO CEeKyHA, Aanee HeobxoaAMMo BBECTU
Kog 6e30nmacHOCTM  y4YeTHOM  3anmucK  MNOANb30BaTeNAa, Ha  KOTOPOro  NpoucxoamT
nepekntoYeHme;

— npu pabote MY B pexume nonb3osatena B none «[Mma nosnbloBaTens)»
oTobparkaeTcs nomeTka «Bbi» (PucyHOK 9).

[Py HAXOXKAEHUN B PEXKMME NONb30BATENA C MOMOLLBI MEHIO CUCTEMHbIX HACTPOEK
MOYHO OCYLLECTBUTb MEPEXO K YY4ETHOM 3aNnCK aiMUHNCTPATOPA, BbIMOAHMB Cleaytoume
NENCTBUA:

— B NepeyHe NoO/sb30BaTeNel KOCHYTbCA CTPOKM C MNOMeTKoM «Bnapenel
YCTPOMCTBAY;

— B KOHTEKCTHOM MEHIO KOCHYTbCS NMYHKTa «[1epekntoymMTcsa Ha 3TOro Noab30BaTeNa»
(PncyHok 10);

— MNpoLecc NnepekNtoyeHnsa 3aiMMeT HECKONBKO CeKyHA, Aanee HeobxoaAMMo BBECTU
Koda 6e30MacHOCTM aAMMHMCTPATOPA.

[MNonb3oBaTenu

Jlerko nepeknoyanTecs Mexay
nonb30BaTenaMu, UCNosb3ya BepxHee
MEHI0, OTKPbIBaEMOE NPOBEAEHNEM
nanbla oT Bepxa aKpaHa.

(O BnapeneuycTtpoicTea
ag»  ApMUHUCTpaTop

O Bnapeneu yctpoicTea
- AnMUHWCTPaToR

2 Bl « [Monb3oaTens’

MNepeknioynTbCs Ha 3TOFO NOSb30BaTenNs

O MonbaosaTtens2

O Monbaosatens3

PncyHokK 9 PucyHok 10

1.2.3. YnpaBneHue ncxoaAawmMmMm roioCoOBbIMM Bbi3oBaMm 1 SMS

[na  OTKAYEHMA WUCXOAAWMX T[ON0COBbIX BbI30BOB U SMS HeobxoaMmo B
KOHTEKCTHOM MEHI0 KOCHYTbCA MyHKTa «OTKAOYUTL TO/MI0COBbIE BbI30BbI UM SMS»
(cm. PucyHok 5).

y <
[anee y BbibpaHHOro Mosib3oBaTeNa 0TobpasnTCA NpeaynpexKaatoLlmii 3Ha4oK %
(PucyHok 11) 1 ero BoamoxkHocTM B MM «TenedoH» u MMM «CoobuieHns» byayT orpaHnUYeHbl.
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[ns  BKAOYEHMA UCXOAALIMX TONOCOBbIX BbI30BOB M SMS aamuMHMCTpaToOpy
HeobX0AMMO B KOHTEKCTHOM MEHIO KOCHYTbCS MYHKTa « BKAOYMUTbL r0/10COBbIE BbI30BbI M SMS»

(PucyHok 12), nocne 4yero npeaynpexaatoulmMii 3Ha4OK 24 nepectaHeT oTobpaxkaTbca y
BbIOPaHHOro Nonb3oBaTend, U ero Bo3moxKHoctn B MI «TenedoH» n MM «CoobuieHnsa»
OyayT BOCCTAHOBEHDI.

MPUMEYAHMUE. MNoapobHoe onmncaHme paboTbl yKaszaHHbIX MI1, a TakKe coobuieHui,
BbIBOAMMbIX Ha 3KpaH MY npu OTKAOYEHWM FON0COBbLIX Bbi30BOB M SMS, npueeaeHo B
nokymeHte AAMTI.10034-02 90 01.

MNonb3oBaTtenu

Ilerko nepeknoyanTech Mexay
nonb30BaTeNsaMK, MCnonb3ys BepxHee
MEHI0, OTKPLIBAEMOE NPOBEAEHNEM
nanbua OT Bepxa 3KpaHa.

O Bel« Bnageneu ycTpoictBa
¥ AQMWHUCTpaTOp

o
aam [lONb30BaTENb] %

O
o [lOnb30BaTENb]

) [Monb3oBaTens2 MepeknounTbCa Ha 3TOro NoNb30BaTeNs

O Monbaosarens3

BkniounTe ronocoBbie Bbi30Bbl M SMS
X
~ [NobaeuTb Nonb3oeatens MepenMeHoBaTs

HacTtpoiiku 6esonacHocTi

Yoanute

PucyHok 11 PucyHok 12
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1.2.4. NepenmeHoOBaHMe y4ETHOM 3aMncu

|£|,}'IFI nepenmeHoOBaHMA yquHoﬁ 3arnncu
lNonb3osatenu nonb30BaTeNA HeO6XO,£I,l/IIV\O BbINOJ/IHNTL Cieayroune

Jlerko nepekntoyanTech MexXay AENCTBUA!
nofbsoBATR/IFNY " I — KOCHYTbCA CTPOKM C UMEHEM YYETHOM 3aMnuncH,

npoeeags nanbuem OT BepxHero Kpas
3KpaHa ans ero oTKpbITHA. KOTOPYtO HeO6XO,£I,l/II\/\O nepenMmeHoBaTb;
O Bbl«Bnaneneu yctpoiicTsa — B KOHTEKCTHOM MEHIO KOCHYTbCA MYHKTa
¥ AoMuHUACTpaTop
«MNepenmeHoBaTby (CM. PUCYHOK 5);

— BBECTH HOBOE nMA y‘-IETHOVI 3dalnncu

2 BaHoB MBBH‘

Q. Monesosatens 2 Nno/sib30BaTens, Hanpumep, NBaHOB NBaH
O nMonbaosatens 3 (PMCVHOK 13),

N — KOCHYTbCA 3HaykKa ONA NOATBEPXKAEHMA
. AencTauma.
0l GY 0 10T 1 o S R B pesynbTaTe yyeTHas 3amucb NOab30BaTens
dbiBanponAaxs? byLeT nepeMmeHOBaHa.
~ laligieliminlTiis 6l < NMPUMEYAHUE. Mpu nepenmeHoOBaHUMK

yquHOVI 3alMnNCN USMEHAETCA TOJ/IbKO ee UMA, JIOTMH

1123 (= ‘ » ]
OCTaeTCA HEN3IMEHHDbIM.

PucyHok 13

1.2.5. YnaneHue y4eTHOM 3aN1CK NONb30BaTENA

[na yaaneHuna y4eTHOM 3anmncu noab3osaTend
Ve [opTBeRR/THg HeobX0AMMO BbINONHUTL CAeaylolmne AeNCTBUA:

— KOCHYTbCA CTPOKM C WMMEHEM Yy4yeTHOW

Bbl A@NCTBUTENBHO XOTHTE 3anmcK, KOTOPYH HEOOXOAMMO YAANNT;
yoanuTb [Nlonb3oeatens 17
— B KOHTEKCTHOM MEHIO KOCHYTbCA MNYHKTa
Mocne noaTeepxXaeHusa, BCce OdaHHbIe
nonbaosaTens GyayT yaaneHb! (Hanp., «Ypanutb» (cm. PucyHokK 5);

YHETHbIE 3aMNMCH, KOHTaKTbI, COOBLLEHWS,
[OKYMEHTHI, doTorpadum u gpyrve dainel).

— Ha 0TOOpPa3mMBLIENCA CTPAHMLE KOCHYTbCS
KHOMKKN «[MoATBepAUTb» ANA YyAaneHMa Y4eTHOM
3anMcK nonb3osatens AM60 KHOMKKM «OTMEHUTbY»
AN OTMeHbl onepaumn (PucyHok 14);

— ANA yaaneHua noATBepAMTb  AeNcTBue
BBOJZIOM TeKyLLEero koga 6e3o0nacHoCTy.

B pesynbtate ¢ MY byaeT yaaneHa yyeTHasa
3aNMnCb M JaHHble N0/ab30BaTENA.

PucyHok 14
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1.3. YcTaHOBKa Aatbl 1 BpeMeHuU

MPUMEYAHUE. OnucaHme OCHOBHbIX LAroB MNepPBOHAYa/bHOM HACTPOMKNM MY
npmeedeHo B AokymeHte ALMI.10034-02 90 01, npm 3TOM yCTaHOBKa M MOC/eaytouLas
HACTPOWMKa AaTbl M BPpEMEHW AOCTYNHA TO/IbKO aAMUHUCTPATOPY.

BHUMAHUE! Mpn nepsom BKAOYEeHMM MY HeobxoaMMO ABaKAbl BBECTM KOA,
be3onacHoCT.

Koa 6e3onacHocTM ByaeT 3anpallmBaThCs M MCMONb30BaTLCA ANA:

— WK1PpoBaHMA AOMALLHEro KaTanora nonb3osatens (PucyHok 15);

— pa3bnokuposkn MY (PucyHok 16).

MPUMEYAHUE. LndposaHmMe pasgena € AOMAWHMMUK  AUPEKTOPMAMM
nonb3oBatenen (noapasaen 4.2.2) NPOUCXOANT B CAEAYIOLINX CNYyYasX:

— Mpu NEPBOM BKAKOHEHUN MY;
— nocne cbpoca MY a0 3aBoACKOro coctoaHma (noapasaen 2.2).

< <

[MOBTOPHO BBEAMTE HOBbIM KOA

6e3onacHoCTH
[aHHble nonbaoBaTens 3aWndpoBaHbI

BeeouTte HOBbIN KOO

6esonacHocTU
,D,aHHbIE none3oBaTtend 3aLIJVI¢)pOBaHb\

3

def

6 6

mno mno

WXyz

PucyHok 15 PucyHoK 16

NMPUMEYAHMUE. N3meHeHMnA HacTpoeK B NYHKTE MeHo «Bpema 1 faTa» NprMeHAroTCA
KO BCEM YYETHbIM 3aMnCAM POJier, co3a4aHHbIM Ha MY.
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[Onsa ycTaHOBKW AaTbl M BpemeHun Heobxoammo

ybeamTbca, 4To BCE MOANA 3aMNOJHEHbl KOPPEKTHO,

Boibepute aaty v Bpems noc/ae Yero KOCHyTbCA KHoMKK «Jlanee» (PucyHoK 17)

MMbO  M3MEHUTb 3HAYEHWMA 3aMOIHEHHbIX Monewn,
BbIMO/IHMB CAeAytoLmMe AeACTBUA:

—MW3MEHUTb 3HAYeHWA MNapameTpoB «YacoBoMm
Bpems 20:44 NOACY, «[ata», «Bpemay, KOCHYBLIWCb
# cnonbsoeatb 24-4acoBon COOTBETCTBYOLWNX noneﬁ;

Popumi —BblbpaTb dopmMaT  BPEMEHW, KOCHYBLUMUCH
COOTBETCTBYIOLLErO Nepek/todaTena.

MPUMEYAHUE. Ona akTmBaumm nepekatovaTens
AOCTAaTOYHO  KOCHYTbCA MNOAA, B KOTOPOM  OH
PACNOJIOXEH: MepeKtoYaTeIb HAYHET CBETUTLCA ApYeE,
4YeM B COCTOAHMM MO YMONYAHUIO (HEAKTUBHOM);

— KOCHYTbCA KHOMKK «[lanee».

“Yacosoli nosic Poccus, Mocksa

Hata 26 anpensa 2022

PucyHok 17

[ns nocneaylowen HACTPOMKM 4YacoBOro nosica, TEeKyLWMX AaTbl UM BPEemMeHwu
HeobX0AMMO BbINONHUTbL Ceaytolne AeNCTBUA:

— B MEHI0 HaCTpPOeK CUCTEMbI KOCHYTbCA MYyHKTa «Bpema n gata» @ B pe3ynbrarte
Yyero otobpasnTCA CTPaHMLLA HAaCTPOMKM AaTbl M BpeMeHU (PucyHok 18);

— AN aBTOMaTWYeCKoro OOHOBAEHUA AaTbl/BPEMEHW KOCHYTbCA MepekaodaTens
«ABTOMaTUYecKoe obHoBeHMe BpemeHu» (PrucyHok 19). 3HayeHMA nonei 4acoBoro nosca,
AaTbl U BPEMEHMW CTAHYT HEAOCTYNMHbIMW ANA peAaKkTMpoBaHua. B ganbHenwem obHoBAeHMe
naTbl/BpemeHun byaeT NponcxoamTb aBTOMATUYECKNY;
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Bpems n gata : Bpemsa n pata

#  ABTOMAaTM4eckoe obHoBNeHWEe
BpeMeHu

# AsTomaTnyeckoe o6HOBMEHWE
BpemMeHu

Yacosoit nosic Poccusa, Mockea
[ata 2 asrycta 2022

Bpems 13:35

# |icnonbsoeaTb 24-4acoBoi o
dopmaT BpemeHm #® lcnonbsosatb 24-yacoBoi

dopmaT BpeMeHu

PucyHok 18 PucyHok 19

NMPUMEYAHUE. [1na ycTaHOBKM 4acOBOro NnoAca, BpeMeHW M A4aTbl BPYYHYHO onumA
aBTOMaTMYeCKOro 0ObHOBMEHNS BPEMEHW A0NKHA ObITb BbIKAOYEHA.

B cnyyae HeobxoaMMOCTM 3a4aTb HaCOBOM NOAC, BPEMA M AaTy BPY4YHyto TpebyeTca
BbIMONIHMUTb CAeaytolLne AeNCTBUA:

— ONA  YCTAHOBKM  4acOBOro MoAca: KOCHYTbCcA nons  «YacoBom  MoAcC»
(cm. PucyHOK 18) 1M Ha OTKpbIBLIENCA CTpaHuLUe BbibpaTb Heobxoaumoe 3HaveHue. [ns
yCKopeHMa npoLecca Bbibopa MOXKHO BOCMO/1b30BaTbCA NoaemM noncka (PucyHok 20). Janee
BbIOpaTb GOpMaT BPEMEHMW, KOCHYBLUMCb NepekatoyaTensa «Mcnonb3osaTb 24-4acoBOM
dopmaTt» (cm. PucyHok 18) ana otobpakeHWA BpemMeHW B COOTBETCTBYHOLLEM dopmaTe.
Ecan AaHHbIN NYHKT HE aKTMBMPOBaAH, Bpems byaeT otobpaxaTbea B 12-4acoBom popmaTe
C YTOYHEHMEM « 40 NOAYAHA» UKW KMOCAE NONYAHAY;

— ANA YCTAHOBKM AaTbl: KOCHYTbCA Nona «daTta» (cm. PucyHOK 18), Ha OTKpbIBLUEMCS
CTPaHMUE KOCHYTbCA TEKyllen AaTbl M BbIOpPaTb M3 CAMCKA TEKYLMIA rod, Mecsl, M YnMcio
(PucyHok 21). [lanee KOCHYTbCA KHOMKM «[loaTBEpAMTbY ANA COXpaHeHua aatbl NMbO
KHOMKM «OTMEHUTb» ANA OTMEHbI onepaunmn. B cnydyae noatesepKaeHWA BbibpaHHaA AaTa
0TOOPa3nNTCA Ha CTPaHMLLE HAaCTPOMKM AaTbl M BDEMEHM, B C/ly4ae OTMEHbI JaTa OCTaHEeTCH
NpexHewn;
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Yacoeow nosc ¥ OTMeHUTD MoaTeepauTs 4

2 aBrycTa 2022

GMT -11:00

AmepukaHckoe Camoa
GMT -11:00 Maro-Maro

BHelwHve Manbie ocTposa CLUA
GMT -11:00 Muayai

Huya
GMT -11:00 Anogpu

GMT -10:00

RU

MUY KIEHITWW3 X b
®|bl|B|A|(D|P|O|N|4IX|3

o B RN ECH IMIEH ST EBARB G <=

1123 (e {V‘

PucyHok 20 PucyHok 21

— ONA YCTAaHOBKM BPEMEHM: KOCHYTbCA MoAA
«Bpema» (cm. PucyHok 18), B pesynbtate 4ero
oTobpasntca undepbnatT, MeTKka BO BHYTPEHHEM
Kpyre KoToporo UrpaeT po/ib YaCOBOW CTPEsikM, BO
BHEWHEeM —  MUWHyTHOM  (PucyHok 22). [nsa
YCTQHOBKM  HEobXoAMMOro 3HayeHua cneayet
nooyepesiHO KOCHYTbCS KaXKa0M M3 METOK 3HauKa K,
nepeaguraa ee no MAM NPOTMB YACOBOWN CTPEIKM,
YCTAaHOBUTb B MO3MUMM,  COOTBETCTBYHOLLEN
TeKyLEeMY BpeMeHMU;

— KOCHYTbCA KHOMKKM «[loaTBepanTb» AN
COXPaHEeHMA  YCTAHOBNEHHOro BpemeHn nnbo
KHOMKN «OTMEeHUTb» Ans OTMeHbl onepauun. B
cay4vae noATBEPXKAEHNSA BblOpaHHan naTa
oTobpa3nMTCa Ha CTPaHWLE HACTPOMKM [AaTbl U
BPEMEHKM, B CAy4yae OTMeHbl JaTa OCTaHeTcs
NpexHewn.

i OTMEHWTb MoaTBepauTh

PUCYHOK 22
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1.4. Hactpoikun 6e3sonacHocTH

1.4.1. Hactpoika 610KkMpoBKKM MY

MPUMEYAHUA:

v 3MeHeHUsA HaCTPOeK B NMYHKTE MeH0 « BIOKMPOBKa YCTPOMCTBA» NPUMEHAIOTCA KO
BCEM YYETHbIM 3aMNCAM POSeN, CO3aaHHbIM Ha MY;

v Cnyyan, Npu KOTOPbIX KOZ, BEe30MacHOCTM MOMKeT ObiTb 3ampolleH, onucaHbl B
noapasgene 4.2.

Bnokmposka MY nossondetr obecneynTb AOCTYN K AaHHbIM, XpaHAWMMCA Ha MY,
TONbKO aAMUHUCTPATOPY.
Ona HacTponKkm 610KMpoBKM MY Heobxoammo
BNOKMpOBKa YCTpolicTea BbINMONHUTbL CieaytoLlme AenCTBUSA:
— KOCHYTbCA NYHKTa «BIOKMPOBKA YCTPONCTBA»

ABTOMaTK4eckas 6110KMpoBKa
bes sanepxku [E] B MEHIO HacTpoeK He30MacHOCTM, B pe3y/sibTaTe
# [okasbiBaTb yBENOMNEHNS, KOraa 4ero OTO6p83MTCFI CTpaHMua C HaCTpOVIKaMM
YCTPOICTBO 3a610KMPOBaHO 6}'IO|'(I/IpOB|'(V| MY (PMCYHOK 23)’
e — KOCHyTbCA nons «ABTOMaTMYeCKas

OIOKMPOBKA» M Ha OTKPbLIBLWIENCA CTPaHMULLE BbIOpaTh
BpemMs 40 aBTOMaTU4ecKon  OAOKMpoBKM MY
Ao6asuTb oTneuatok nanbiia (PucyHoK 24, PucyHoK 25), KOCHYBLUWCb
COOTBETCTBYHOLWMX MNONEM W NOATBEPAMB AEMNCTBME
BBO/JOM TeKylLlero koaa 6e3onacHoCcTu.

SMBHUT b ot ooy BHUMAHWME! BapuaHTbl 3HayeHWn B none
«ABTOMaTMYecKas  ONIOKMPOBKa»  OT/MYatoTCA B
3asucumoctn ot Bepcunm OC Aspopa (PucyHok 24,
PucyHok 25).

Kopn 6esonacHocTH

PucyHok 23

BHUMAHMUE! Ecnun ycTtaHoBNeHHOE BpeMa 6/10KMPOBKM NPEBbLILLAET BPEMS CMALLETO
PEXMMA, 3KPaH MOXKeT DObiTb HeakTuBeH, Npu 3Tom MY He byaeT 3abnokuposaHo. [na
nanbHenwen pabotbl ¢ MY HEODXOAMMO HaXKaTb KHOMKY NUTaHUA U NPOAOIKNTL paboTy be3
BBOAA KOAa He3onacHOCTK.

NMPUMEYAHUE. Mpn npeBbillEHNM KOAMYECTBA MOMbITOK BBOAA HEBEPHOro KoAa
6e3onacHocTn MY aBTOmMaTuyeckn byaet 3abnokMpoBaHo. Bpema 610KMPOBKM siBNsieTCA
dUKCMPOBAHHbIM K cocTaBnaeT 15 MUHYT.
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ABTOMaTHU4Yeckas 6ﬂOKVIpOBKa

ABTOMaTK4eckas 6BNOKUPOBKa

HeakTuBHO
bes sapepxku

bes 3agepxku Bes 3apepxku

5 MUHYT 5 MUHYT

10 MuHyT 10 MUHYT

30 MUHYT

60 MUHYT

PucyHok 24 PucyHok 25

Ona nameHeHus Tekyllero Koga 6e3onacHoCTM
HeobX0AMMO BbINONHUTL CAeaytolMe AENCTBUA:
[NoaTBepanTe KOAoM — KOCHYTbCA KHOMKW C COOTBETCTBYHOLLUM

6esonacHoCTH Ha3BaHMem (cm. PucyHOK 25) ¥ noaTBepAmuTb
NencTeMe BBOAOM TeKyLLero Koaa 6e3onacHoCTy;

— JBaXK/Jbl BBECTU HOBbIN KO 6e30nacHOCTU.

Ha MY npeaycmoTpeHa BO3MOXHOCTb
HaCTPOUTb ONOKMPOBKY C MOMOLWbD  OYHKUMM
pacno3HaBaHMA OTneYyaTka nanbLa.

MPUMEYAHMUE. Hannume yKazaHHOM QYyHKLUMM M
PACNOJIOXKEeHME AaTYMKA OTMeyaTKa Masibla 3aBUCUT
OT KOHCTPYKTMBHbIX ocobeHHocTe MY, a Takxe oT
Bepcun OC ABpopa. [MogpobHaa uHPopmauma o
HacTponKe ONOKMPOBKM C MOMOLIBID  QYHKLUMM
pacno3HaBaHMA oOTnevyaTtka nanbLa npueBedeHa B
nokymeHte AAAMI.10034-02 90 01.

PUCyHOK 26

1.4.2. HacTpoiKka NnaponbHOM NOAUTUKK (Koa, 6e3onacHoCTK)

MPUMEYAHMUE. M3meHeHWA HAcTPOeK NapoabHOM MOANTUKM ByayT NPUMEHEHbI KO
BCEM YYETHbIM 3aMMUCAM, CO34aHHbIM Ha MY.
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[ns nepexofa K HACTPOMKamM MNaposbHOW MNOAUTMKM HeobXOAMMO BbIMOJHUTb

cneayrouime AencTBmnA:
@)
— B MEHHIO HAaCTPOEK CUCTEMbI KOCHYTbCA NYHKTa «[lofb3oBaTenm» ~ ', B pesyabraTe

yero otobpasutca  cTpaHuua  «[lonb3oBaTenn» € NpeacTaBAEHHbIM  CMMCKOM
nonb3oBaTenNen, co3aaHHbIXx Ha MY 1 OTKPbITb MEHIO AENCTBUI;

— KOCHYTbCsi nNyHKTa «Obumne HacTtponkm» (PucyHok 27), B pe3ynbTate 4ero
oTobpasnTca cTpaHmua «Obume HaCTPOMKN» (PUCYHOK 28);

O6Lime HacTPOMKHK

Obume HacTPOMKK

HacTpoiika nonuTukm naponen

Ha >TPbl NONUTUKM Naponen

PucyHoOK 27 PucyHoK 28

— KOCHYTbCAi MyHKTa «HacTpoiKa MNOAWMTMKM Naponei» M Ha oTobpasmslieica
CTPaHMUE KOCHYTbCA NoAs «HacTpoiKka NoanTuKM naponen» (PucyHok 29).

BHUMAHUE! Hannume ¢dyHKUMM BbiDOPaA NpeayCcTaHOBNEHHOM NOAUTUKK Naposen
3aBucuKT oT Bepcunm OC Aspopa.
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HacTtpoiku naponen HacTtpoiikn naponen

HacTpoiika nonuTiku naponei ; MpenycTaHoBAEHHAs NOANTUKA |

AETPbI NONUTUKW Naponen
n MpocToin
a 5cumsonos
He orpaHuyeH
HacTpoWTe napaMeTpsl NONUTUKW Naponei
1 CnoxHbin
nbHas AnuMHa 8 CMMBONOB

cTena 90 gHel

CépocuTb

Cbpoc napamMeTpoB HaCTPOWKK Napons

PucyHok 29 PucyHok 30

[na BbibOpa NOANTUKM Naponet HeobXOAMMO BbIMOAHUTL CAeayoLlne AeNCTBUS:

— KOCHYTbCs nona «[lpeaycTaHoOBAEHHAA NOAUTMKA Naponen» (PucyHok 30);

— Ha OTKpbIBWeENCA cTpaHuue «[lpeaycTaHOBKA MNOAUTMKM Naponen» BblOpaTb
HeobXoAMMYIO MONUTUKY KacaHMeM COOTBeTCTBYytoWEero nonda (PucyHok 31), B pe3ynbTaTe
yero byaeT ycTaHOBAEeHa HEODXOAMMasa NOAUTUKA NAapPOoaen ¢ 3aaHHbIMM NapameTPamu.

[Ona HACcTPOWMKM MOAUTUKM Naponer Ha OTKPbIBWENCA CTpaHuue «HacTponKku
NapoibHOM MNOAUTUKU» HeobxoaAMMO 33adaTb HeobxoauMmblie napameTpbl Aa8 Koaa
6e3onacHocTu (PucyHokK 32):

— YPOBEHb CNOXHOCTY;

— ANNHA3;

— KOJIMYECTBO MOMbITOK;

— CPOK AeNCTBUSA;

— yBegoMNeHMe 00 UCTEeYEHUM CPOKa AENCTBUS.
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i [NpenycTaHoBKa NONWUTUKKW Naponen Hactpouos napaiieRaM BB e

Regular

MpocTon
HocTuK [pocToi
CTOMT TO. 3 UMdp.

7 cumBONOB SaAne
Nno KpanHew

-

MwuHuManbHasa anvHa napons

Bes orpanuyenuit

Konuyectso nonbitok

Cpok pgenctaus napons 90 aHei
<orga ucrtevet Cpok /J,EMETEHQ napons
ensa

bHaa 8 cumBONoB
nnHa

HblA 90 gHel
pact 3a 5 gHen

10 gHen

PucyHok 31 PucyHok 32

[1ns HaCTPOMKM YPOBHA CAOXHOCTM KoZa He30MacHOCTM HeobXOAMMO BbIMOSHUTD
cneayowme gencrama (PucyHokK 33):

— KOCHYTbCSl NoNA «YPOBEHb CNOKHOCTM» M B PACKPbIBAOLLIEMCA CMUCKE BbIOPATH
3HayeHue «[1poCToM», COCTOAWMMN TONBKO N3 UMPP, NMOO «CNOXKHbINY, KOTOPbIA A0/IKEH
cogepaTb undpy, OyKBY, 3arnaBHyto OYKBY M cnelymanbHbii CUMBO.

NMPUMEYAHUE. B cnydae Bbibopa 3HaveHMA «CNOXHbIN» NOATBEPAUTL AENCTBME
BBO/ZIOM TEKYyLLLEro koaa 6esonacHoCcTu.

[lna HacTpoMKKM OAnHbI Koaa 6e3onacHOCTM HeobxoamMmo (PUcyHOK 34) yCcTaHOBUTb
KO/IMYEeCTBO CMMBO/IOB, NepemMellasa cnamgep «MuHMManbHaa AAMHa Napoas» BAEBO ANA
YMEHbLLEHNA KONMYeCTBa BXOAAWMX B KoA 6e3onacHOCTM CMMBOMOB NMOO BNpaBo A4
yBENMYEHNA KONMYECTBA CMMBOJIOB M MNOATBEPAMTb AEWCTBME BBOAOM TEKYLLEro Koaa
6e3onacHocTu.

NMPUMEYAHUE. T[lpeaycmoTpeHa  BO3MOXHOCTb  YCTAaHOBUTb  AJMHY  KOZa
6e3onacHocTM OoT 5 A0 12 cMMBONOB.
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HacTpoiku naponbHOM NOMUTUKK

oxHocTu lNpocToi
CTOWUT TONBKO L1EH.U-1¢\D.
Hcofe O KpanHen

MpocTomn

CnoxHbiid Bes orpaHuyeHrwit

Konu4yecTBo nonbiTok

Cpok aeiicTeus napons He orpaHuyeH
YKaxute Korga ucte4vet Cpok ,qefﬂcmm:: napons

3a b gHel
e

Yeepomnate 06 UCTEUYEHUU CPpOKa AerCcTBHA

PucyHok 33 PucyHok 34

[lns yCTaHOBKM KO/AMYeCTBA MOMbITOK BBOAA KoAa 6He30nacHOCTM Heobxoammo
nepemectuTb cnanaep «KoamyecTso NonbITOK»:

— B/IEBO A1 YMEHbLIEHMA (MUHMMANbHOE 3HAYEeHMNE: 4 NOMNbITKM);

— BMNPaBO A5 yBenuyeHua (MakcMmanbHoe 3HadyeHue: 10 nonbiTok nnbo «bes
OrpaHUYEeHNInY).

BHUMAHWE! MakcnumanbHoe 3HayeHune cnangepa « Konmyectso NonbITOK» 3aBUCKT
ot Bepcum OC Aspopa.

[lna 3apaHus cpoka AencTemAa Koda 6e3o0nacHOCTM HeobxoAMMO  BbIMOAHUTb
cneayrouime AencTemns:

— KOoCHyTbcsi nons «Cpok aenctems napona» (cm. PucyHok 34) ©  Ha
oTobpasmBLLENCA CTpaHMUe BbibpaTb OAHO M3 3HayeHwui (PucyHoK 35) m noaTBepAnTb
NencTBMe BBOAOM TeKyLLero koga 6€3onacHocCTy.

BHUMAHWUE! Mo TpeboBaHuam 6He3onacHocTm WC, B KOTOPbIX MAaHMpPyeTCs
ncnonb3osaHne MY, dyHKUMOHMpYtowero noa ynpasneHnem OC ABpopa, CPOK AeMNCTBUSA
napona gonkeH 6biTb yCTaHOBNEH B 3HaYeHMe «180 aHeny.

[na 3adaHnA BpemeHu yBeaomieHMA 06 UCTeYeHMM CpoKa [AeNcTBMA Kojaa
6e30nacHOCTN HEOHXOAMMO BbINOAHUTL ceaytolime aenctema (PrucyHok 36):

— NepemecTuTb cnanaep «YseaomMnaTb 06 NCTEYEHUM CPOKA AENCTBMA» BAEBO ANA
YMEHbLIEHMA KOAMYecTBa AHeEW NMBO BNPaBO AN YBEAMYEHMA KOAMYecTBa AHEN, 3a
KOTOpOe MNOoab30BaTeNb HAYHET NOAyyaTb yBeAOMAEHMA 06 MCTeYeHUM CpoKa AeNCTBMA
KoZa 6e30nacHOCTN M NOATBEPAMUTL AEeNCTBME BBOAOM TEKyLLEro Koga 6e30nacHoCTy.

MPUMEYAHMUE. MpeaycmoTpeHa BO3IMOXKHOCTb YCTaHOBUTb 3Ha4YeHme oT O (Hukoraa)
no 10 aHen.



Cpok gencTena napons

He orpaHu4eH
30 gHelr

60 prei

90 pHen

120 pHein

150 aHen

180 gHen

PucyHok 35

HacTpoikm naponei

HacTpoiika nonMTUKIK Naponein >

TPbl NONWTUKA Naponen
1 MpocToi

nmHa 10 cumBONOB
1 He orpaHuyeH

a 5 gHel

C6pocuTb

H0OC NapaMeTpoB HAaCTPOKK Napona

PucyHok 37
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HacTpolku naponbHOM NOAUTUKK

YpoBseHb cnoxHocTu NpocTo
M DUT TONBKO U3 Lngp.
eH cofepxaTb Mo KpauHewu
rnaeHyio 6ykey 1
o/1.

7 CUMBONOB

MuHUManbHasg aavHa napons

Bes orpaHuyeHwit

Konu4yecTBo nonbiTok

Cpok gelicTeusi napons He orpaHuyeH
Ykaxute Korga ucrtevet Cpok ,qeﬂcmm:: napons

3a 10 gHe

PucyHok 36

[Ona copoca NapoNbHON NOAUTUKM HEODXOAMMO
Ha CTpaHuMUe «HacTpoMKa naponem» KOCHYTbCA NonA

«CbpocuTb»

M noaATBEPAMTb AeNcTBue

TeKyllero koaa besonacHoctu (PucyHok 37).

1.4.3. HacTporka 6e30nacHOCTM y4eTHOM 3aNncK NoAb3oBaTe A

BBOAOM

MPUMEYAHUE. M3meHeHMs HacTpoek ©0€30MacHOCTM MNPUMEHAKTCA TONbKO K
BbIOPaHHOM y4eTHOW 3aNnUCK NONb30BaTENS.



Monb3oBaTens

OrpaHuyeHwe Bxoaa B CUCTEMY

YeTHOW 3anucK u
no OHIO Hedenu
HW CY

20 AyTeHTUdMKauma

’HO HACTPOMUTb UCMOMb30BaHWE
OPHOW ayTeHTUbUKaLUK

aHMe HeakTueHa

OpgHopa3oBbIA Naposb

CreHepupoBaTb

PucyHok 38
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[ns HacTpOMKn 6e30MacHOCTM YyYeTHOM 3anmcu
No/ab30BaTENSA HEODXOAMMO BbINMOAHUTbL CAeAytoLLMe
AENCTBUA:

— KOCHYTbCA OAHOW W3 CO34aHHbIX Ha MY
YUYETHbIX 3anuncemn nonb3oBaTena
(cm. PucyHoK 5);

— B KOHTEKCTHOM MEHI KOCHYTbCA MYHKTa
«HacTporkm 6esonacHoOCTU»;

— Ha oTobpasuBlenca cTpaHuue «[Mma
yyeTHOM 3anmck nonb3osatend]» (PucyHok 38)
MOMHO BbIMO/IHUTbL CAeayoWme AeNCTBUS:

® 33/7aTb ans y4eTHOM 3anmcu
nosnb3oBaTena orpaHnYyeHns BX0/a B
cuctemy (nn. 1.4.3.1);

® BK/IOYMTb M HACTPOUTb ABYXDAKTOPHYIO
ayTeHTudukaumio (2PA) (nn. 1.4.3.2);

® 334aTb 0ZlHOPa30BbIN
(nn. 1.4.3.3).

naposb

1.4.3.1. OrpaHnyeHmna Bxoaa B CUCTEMY

OFDBHMM@HMG BXO4a B CUCTEMY

Cpok gencTens y4ETHOI 3anncK Nonb3oea
25 anpensa 2024

0iA NONb30BaTeNb He

[H1 BXOAa B cUCTEMY

Bpemsd BXoaa B CUCTEMY

Bbi6 ATE BPEMA BXOOa NONb30BaTenA B CUCTEMY

#® KpyrnocytouHo

PucyHok 39

Mpn HeobXoAMMOCTM YCTAaHOBUTb ANA YY4ETHOM
3aNUCKM  MONb30BaTeNA OrpaHWYyeHMsa BXxoJa B
cncTemy cneayet KOCHYTbCA MNyHKTa C
COOTBETCTBYHOLMM Ha3zBaHMEM M Ha OTKPbIBLUENCA
CTPaHWUE HaCcTpOWUTb caeaylolwme napameTps
(PucyHok 39):

— CpOK
nosb3oBaTens,

— [OHW BXOJa B CUCTEMY;

— BpeMms BXoda B CUCTEMY.

AencTaua y4eTHOM 3anuncu
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[lns HaCTPOWKM CpPOKa AEMNCTBMA YYETHOM 3anmMcu Nosab3oBaTens HeobxoaMmo
KOCHYTbCcA nons «CpoK AeNCTBMA yY4ETHOM 3anmcK Nosib3oBaTena» U Ha oTobpa3mBLLENCcA
CTpaHuue BblbpaTb AaTy, NOC/Ae KOTOPOM MONb30BaTE/Nb HE CMOXET BOWTU B CUCTEMY
(cm. PrcyHoK 21), a Tak»Ke NOATBEPANTb AEMCTBME BBOAOM TEKYLLErO Koaa 6e30MnacHOCTM.

[ns BbibOpa AHEN, B KOTOPbIE NO/Ib30BaTE/Ib CMOXET BOMTU B CMCTEMY, HEOHXOAMMO
KOCHYTbCA nonsa «J[IHKM BXoAa B CMCTEMY» U Ha OTOOpa3MBLIENCA CTPaHWLE BbibDpaTb AHM
Heaenun, B TEeYeHNEe KOTOPbIX MONb30BaATE/lb CMOXKET BONTU B cucTemy (PucyHok 40), a Takke
noATBEPAMTb AEMNCTBME BBOAOM TeKyLLEro Koda 6e3onacHocCTH.

[ns HacTpPOMKM BpeMEHU BXO4a B CMCTEMY HEODXOAMMO BbIMONHUTL CAeadytolne
NEencTBus:

— KOCHYTbCA nepekato4datend «KpyrnocyTouyHo» ANA  ero  AeakTusauumu, B
pe3ynbTaTe 4yero otobpasATcA nons BBOAA AMana3oHa BPEMEHM, B TeYeHWe KOTOpPOro
No/Nb30BaTeNlb CMOMKET BOMUTK B cuctemy (PucyHok 41).

MPUMEYAHUE. OnAa aKTMBauUMW NepekatodaTena AO0CTAaTOYHO KOCHYTbCA MOAs, B
KOTOPOM OH PacroNOXeH: NepekatovaTe/ib HAYHET CBETUTLCA ApYe, YeM B COCTOAHMM NO
YMONYaHUIO (HEAKTUBHOM);

— KOCHYTbCAl COOTBETCTBYHOLIMX MONAEN ANSA YCTAaHOBKM WHTEpPBaNa BPEMEHM, B
TeyeHMe KOTOPOro N0/b30BaTeNb CMOXKET BOMTHM B cucTeMy (noapasaen 1.3) nnoaTsepamTb
[encTBMe BBOAOM TeKyLLEro Koga He3onacHoCTH.

E OTMEHUTD MoaTBepAWTb 4 .'1 OrpaHuYeHne BXoda B CUCTEMY

BbIGEDMTe OHWK BXOOa B

cnucTemy Cpok fercTema y4ETHOIM 3anvcK Nonb3osa
712024

HDHeﬂeJ‘IbHMK 3 A Nonb3oBatens He

# BropHuK

[lH1 BxOOa B cUCTEMY
" MnH, BT, CP, 4T, NT, c6, BC
¥ Cpepa PUT :

#® Yersepr
Bpems Bxoga B cucTemy

s Bel tf.lE‘DMTE‘ BpeMmsa BXoAa nosib3oBaTens B CUCTeMY
E [aTHrMua
KpyrnocyTto4yHo

J Crovite C 9:00 o 19:00

# BockpeceHbe

PucyHok 40 PucyHok 41
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1.4.3.2. Hactpomka 2PA

20A — npouecc NOATBEPXKAEHMA MNOAJAMHHOCTM MNONb30BAaTENA C MOMOLLBLO
NPUMEHEHMA HECKONbKMX pa3indatomxca GakTopos, KoTopble B OC ABpopa NPUMEHAIOTCA:

— B KayecTBe NepBoro GpakTopa: Naponb;

— B KayecTBe BTOPOro GpakTopa: TOKEeH, CoAepyKallMin YHUKANbHYHO MHPOPMALMIO
Nno/ib30BaTeNA.

NMPUMEYAHUA:

v MHdopmauma o coctoaHmm 2OA  oTobpaxaeTcd Ha cTpaHuue  «[Mms
NONb30BaTENA]» B MYHKTE MeHI0 «[1ByXdaKTOpHaA ayTeHTUPUKALMAY;

v [Ina HacTpOMKM v aktnsauum 2PA agMUHUCTPATOPY HEOBXOAMMO MCMOAb30BaTh
USB cmapT-KapTy (TOKeH).

B OC ABpopa ana 2PA noaaepKMBatoTCA caeaytoume TOKEHbI:

— MPOrpPaMMHO-annapaTHbI KOMNAEKC ayTEHTUPUKALMM U XPaHEHNSA MHPOPMALLUN
«PyToKkeH» Bepcun 4 (UM PKI) (ceptndmrat ®CTIK Poccnm Ne3753);

— CpeacTsBo  ayTeHTMOMKaumm 1M 6e30macHOro  xpaHeHua  MHPOpPMaLMK
nonb3osaTenen JaCarta (ceptudpukat CTIK Poccnm Ne3449).

BHUMAHUE! Wcnonb3oBaHne ana 2OA ToKeHa, OTIMYHOINO OT YKa3aHHbIX, He
npeaycmaTpmBaeTcs.

1.4.3.2.1. [lpaBunaa HaCTPOMKM N NCNONb30BaHNA 2DA

HeobxoamMmo  yunuTbiBaTb  CAedylollMe  OCHOBHble  MpaBuMaa  HACTPOMKU WU
MCNoNb3oBaHMA 2DA:

— 3KCM/lyaTauMto TOKeHa cnedyeT OCYLWLeCTBAATb COracHO TpeboBaHMAM,
YKa3aHHbIMW B COOTBETCTBYIOLLEN AOKYMEHTAUMMN HA HETO;

— ana obecnedveHma nogkntodeHms K MY u nocneayollen HacTPOMKKM TOKeHa
TpebyeTca MCNONb30BaTb cneumann3mpoBaHHbin USB OTG nepexogHWK, KOTOPbIM He
BXOAMT B KOMMNIEKT NOCTaBkn MY;

— NnonuTnMKa 6e30MacHOCTM MOMET 3anpelwatb npumeHeHne BHewHMx USB-
YCTPOWCTB, [ANA 3TOr0 HeobXoAMMO AOMNOAHUTENbHO MNPOBEPUTb YCTAaHOB/EHHOE
orpaHuyeHune agernctaytowen 8 OC ABpopa NnoanTtnkm 6esonacHoctn (nogpasaen 4.3.6);

— npu paboTte c TokeHOM noTpebyeTcA AONOAHUTENbHbIM Napoab ANA AOCTyNa B
3alMWEHHY0 00nacTb MamATM TOKEHa, B KOTOPYK MPOM3BOAMTCA Ha3Ha4YeHue U
CoXpaHeHMe ayTeHTUOMKALUMOHHON MHGOPMaLMM NONb30BaTENS;

— ncnonb3oBaHme 2POA AOCTYMHO ANS BCEX YYETHbIX 3anMcen MNo/b3oBaTenemn
(n.1.2.1), co3gaHHbIXx Ha MY.

MPUMEYAHUE. T[lpoBepka TOKeHa MNpW BXxO4e MNOAb30BATENA MNPOUCXOANT
OZIHOKPATHO — TOJIbKO MPW NEPBUYHOM BXOZE.
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1.4.3.2.2. [llpenBaputenbHaa NOAroTOBKa TOKeHa

HacTpolika ToKeHa NPONCXOANT Ha 3NEKTPOHHO-BbIYNMCANUTENBHOMN MaLumHe (3BM) OC
Linux, Ha KOTOPOW NpeABapPUTENbHO A0/KEH ObITb YCTAHOBAEH MNAKET Opensc.

MPUMEYAHUE. Ona HacTporkm 2DA ToKeH AonKeH umeTb popmat PKCS#15.

B cnyyae ecnm TOKeH MMeeT aApyron dopmat, ANA NepeuvHUUManm3almm ToKeHa B
dopmat PKCS#15 Ha IBM HeobXx0AMMO BbINONHUTL CAEAYIOLINE KOMAHAbI:

pkcsl5-init --erase-card -p rutoken ecp

pkcslb5-init --create-pkcsl5 --so-pin "87654321" --so-puk ""
pkcsl5-init --store-pin --label "User PIN" --auth-id 02 --pin
"12345678" —--puk "" --so-pin "87654321" --finalize

BHUMAHUE! [lMocne nepeuHMUMaNM3aLMM TOKEHa BCe JAaHHble C Hero OyayT
yAaneHsi.

1.4.3.2.3. Bknawo4deHue n BblkarueHmne 20A

MPUMEYAHUE. BrkntoueHme 2DA BO3IMOKHO TONBKO A5 BbIDPAHHOM y4EeTHOM 3anmncu
nosib3oBaTens.

[Ons BrkAtoveHns 2OA HeobxoAMMO BbINONHUTL CAeayoLne AeNCTBUA:

— KOCHYTbCA  OAHOWM M3  CO34aHHbIX  YYEeTHbIX  3anucer  MNoab30BaTeNs
(cm. PucyHok 20);

— B KOHTEKCTHOM MEHIO KOCHYTbCA NYHKTa «HacTponkmn 6esonacHoCTn»;

— oTobpasnTtca CTpaHMUa «[Ums y4eTHOM 3anumcum nonb3oBaTens)»
(cm. PucyHok 32), Ha KoTopoi HeobxoAMMO KOCHYTbCA NYHKTa « 2O AyTeHTUGUKaUMAY;

— Ha oTobpa3mBLUENCA CTPAHMLE KOCHYTbCA KHOMKWM «HayaTb HACTPOMKY» AN
HacTpolKkn 2DA (PucyHok 42);

— MOAKNOYUTb TOKEH (CMapT-KkapTy). Mocne ycnewHoro NoAKAYeHMA Ha 3KpaHe
MY oTobpasunTtca cooTBeTCTBYOWEEe coobuleHne (PrucyHok 43);

— Ha oTobOpasuslienca cTpaHuue «MHUUMANM3aLUmMa CMapT-KapTbl» KOCHYTbCS
KHOMKW «BBeCTM maponb» ANA BBOAA MaponA OT TOKeHa (CMapT-KapTbl) MO0 KOCHYTbCA
KHOMKKM «[llonpobyiTe Apyryto CMapT-KapTy» A48 NOAKAYEeHMA Apyroro TOKeHa
(PucyHok 44);

— B MOJie BBOAA BBECTM NMapO/b OT TOKEHa(CMapT-KapTbl) M KOCHYTbCA 3HaA4YKa
(PucyHok 45);

— nocne ycnewHom MHMLUMann3aumm TokeHa (CMapT-KapTbl) Ha aKpaHe oTobpasmnTcs
COOTBETCTBYHOLLEEe coObLIEHNE;

— KOCHYTbCS KHOMKW «[loATBepauTb» AN  MNOATBEPNKAEHMA AMbO  KHOMKM
«OTMEHUTb» ANA OTMeHbl onepaunun (PucyHok 46);

— Ha 0TOOpa3mnBLLENCA CTPAHMULE KOCHYTLCA KHOMKM «3aBEpLUNTbY A8 3aBeplleHmn
HacTpolkn 2PA (PucyHok 47), nocne 4yero 3HavyeHue nonsa «CocTossHME» M3MEHWUTCS Ha
«AKTUBHa» (PrcyHOK 49).




[lns HAacTpoWKK K akTuBauum 2@
AyTeHTuduKaummn HeobXxoaMMO BCTaBUTb
CMapT-KapTy W BBECTHW Naponb
agMuUHUCTpaTopa. Takxke MoXeT

DBaTLCA NApOSb CMapT-KapThbl, ECNK
OH 3afaH.

HacTosTenbHo pekoMeHAyeTcs NOAroTOBUTb
BCE HeobxoaMMoe 40 Ha4ana HacTPOoMKM!

o

HauaTb HacTpoWky

PucyHok 42

i OTMEHWTb MpooonXuThb |

ar 2: NHumanusauusa
CMapT-KapTbl

BeecTu naponb

[MonpobyiTe Opyryio cMapT-KapTy

PucyHok 44
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F OTMeHUTb MpoponxuThb

Lar 1: Moaknio4YnuTb CMapT-

KapTy

CmapT-kapta obHapyxeHa!

PucyHok 43

g OTMeHUTb

BeegwnTte naponb

\I‘Ia pOSb CMapT-KapTbl

PucyHoK 45
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OTMEHUTL 3aBepLumTh 4

LWar 3: MHuumanuaauyms LWar 4: NHnumanusaumsa
cMapT-KapThl cCMapT-KapThbl

o(NoN)

WHuumanuaaums... 20 AyTeHTUdUKaUMa NpoLwna yenewHo!

PucyHok 46 PucyHok 47

Ona sbikntoveHma 2OA HeoHXx0AMMO BbINONHUTD

cnepyouie AencTema:
pilsigene o — Ha cTpaHMue «[Mma  y4eTHOl  3anucu

CMapT-KapTy 1 BBECTU Maposb

e nonb3osBaTens]» (cMm. PUCYHOK 38) KOCHYTbCA MyHKTa
noTpeboBaTtbcs b CMapT=-Ki bl, " .
e «2® AyTeHTUPUKaLUAY;
HaCTORTeﬂbHOpeKOMeHﬂyeTCﬂFIO[LI'OTOBMTb — Ha OTO6pa3MBLL|eV|CH CTpaHMU'e KOCHyTbCH
BCE HeoOX0AUMOE A0 Hayana HacTPOMKK!

KHOMKKM  «OTKAOUMTb» ANA  OTKAKYEHMA TOKeHa
(PucyHok 48), nocne  4yero  3HadyeHwe  nons
«CocTosiHMe» N3IMEeHUTCA Ha «HeaKkTnuBHa»

(cm. PucyHok 38).

O

OTKNIOYUTD

PucyHok 48

1.4.3.3. 3aaHne 04HOPa30BOro Napoia AN y4eTHOW 3anucK Noab3oBaTeNs

OAHOPa30BbIKN Napoab TpebyeTca ANs BbINOAHEHUA BXO4A B CUCTEMY NPU NEepBOM
BK/IIOYEHUM YUETHOM 3annCcK Nob30BaTeNs.



i OFDBHVNE‘HME BX0[a B CUCTEMY

Ol 3aMUcK u
O [HIO Heaenu u

20 AyTeHTrdukauma

OXHO HaCTPOWTb UCMOMNB30BaHWE
TOPHOW ayTeHTUUKALMK

ive AKTUBHa
BblA Maponb

CreHeprpoBaTb

MUYy KeHTFuwu 3 X b

bblBanponmnpxs

~ d94YycMUT® L B IO
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MPUMEYAHMUE. MoapobHas nHbopmauma o Bxoae
B YYETHYIHO 3anMcb MNONb30BaTeNs C  MOMOLLbBIO
OAHOPA30BOro MNapona npuBedeHa B AOKYMeHTe
AQMT.10034-02 90 01.

[Ona 3apgaHWs OAHOPA30BOro Mapons  Yy4YeTHOM
3anMcKM  nonb3oBaTens  HeobxoAMMO  BbIMOAHWUTb
cneayrouime AencTBmnA:

— KOCHYTbCA KHOMKM «CreHepnpoBaTb»
(PncyHok 49) Ans noay4YeHms napons,
CreHepMpoBaAHHOIO  CAy4alHbiM  obpasom  nnbo
YCTaHOBUTbL Kypcop B nosne «OAHOPa30BblM Mapo/by,
nocne 4yero 3aZaTb Napob;

— NpU HEOBXOAMMOCTU KOCHYTLCA 3Havka @ ans
oTobparkeHna naponsa;

— KOCHYTbCA KHOMKK «YCTaHOBUTbY» (PUCYHOK 49) 1

noATsepAMTb  [AEeNCTBME BBOAOM  TEKyLero Koaa
besonacHOCTH.

1123 | - : \T\

PucyHok 49

1.5. Hactpoitka MY

AamuHuctpaTopy MY A0CTynHbI cheaytoume BO3MOXKHOCTU:
— HacTpoMKka USB-noakntoveHns (n. 1.5.1);

— HacTpolka PIN-koga ana SIM-kapTbl (n. 1.5.2);

— HacTporka MI (n. 1.5.3).

1.5.1. Hactporka USB-noakntoueHma

[na HacTporkm USB-noaKk toYeHns HeobXoAMMO BbINOAHUTL CAeayoLine AenCTBUA:

— KOCHYTbCA NyHKTa «USB» QI} B MEHIO HaCTpPOeK CceTu;

— B OTKpbIBLWIEMCA OKHe HacTpoek USB-noakntoveHma (PrucyHoK 50) KOCHYTbCA Nons
«Pexmm USB no ymonyaHuto» 1 BbibpaTb HeOBXoAMMOe 3HaYeHMe M3 PacKpbiBatOLLErocs
cnucka (PucyHok 50).

NPUMEHAHUA:

v’ B ciyyae Bbibopa nNyHKTa «Bceraa cnpalimnsaTb» nNpu noaxatoueHnm MY kK 3BM ¢
nomouibto USB-kabens Ha MY oTobpasmTtca okHO ¢ Bbibopom pexmma USB-noakntoyeHmna
(PucyHok 51);

v 3HavyeHre «Pesxkmum pa3paboTumka» OTOBpasKkaeTcs TOMbKO MNPW  aKTUBaL UK
COOTBETCTBYIOLLMX NepekntoyaTenen B pasgene «CpeacrtBa pa3paboTyMKka» CUCTEMHbIX
HacTpoek (noapasaen 3.1).
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USB-kabenb nogkntoveH

ﬂepemloqmbcq Ha OWH U3 cneayruwmx
PEXUMOB

Pexxum USB no ymonyaHuio
Bcerpa cnpawwvBatb @)

Bcerpa cnpalwwveats Pexim MpoTokon Tonbko
paspaboTyuka nepepauu 3apspka

MyneTUMeaua
Pexum paspaboTtymka (MTP)

[MpoTokon nepepayn mynstumeava (MTP)

Tonbko 3apsgka

PucyHok 50 PucyHok 51

1.5.2. HacTtpownka PIN-Koaa ana SIM-kapTbl

3aWmTa  ycTaHoBAeHHOM Ha MY  SIM-kapTsbl
obecneymnsaeTcs c nomoulbto PIN-Koaa, KOTOPbIN MOXKHO
aKTMBMPOBATb/AEaKTUBMPOBATL OTAENbHO ANA KaXKa0u
n3 SIM-Kapr.

MPUMEYAHME. B 3aBMCMMOCTM OT KOHCTPYKTMBHbIX
ocobeHHocTen MY aonyckaeTca ycTaHOBKa 40 ABYX SIM-
KapT.

[Ons HacTpolkn PIN-Koga HeE0HX0AMMO BbINOSHUTb
cneaytolme aencrama (PucyHok 52):

PIN-kon,

SIM1| ROSTELECOM

3anpawwmeats PIN-koa

SIM2 | Beeline
# 3anpawwsats PIN-kopa

NameHnTb PIN-KOL,

— KOCHYyTbCA nyHKTa «PIN-kO4» B MEHI0
HacTpoeK 6e3onacHoCTY;

— KOCHYTbCA  NepekatoyaTena  «3anpawusatb
PIN-kog» Tex SIM-KkapT, KoTopble Heobxoaumo
3alWNMTUTL BBOAOM PIN-KOZa MO0 CHATL 3aLLMTY.

PucyHoOK 52
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Mocne akTnBaumm PIN-koaa oH DyaeT 3anpalimBaThCa NPU Kaxkaom BKAoYeHUn MY
(PncyHok 53). B cnyyae TpexkpaTHoro BBoga HesepHoro PIN-koga SIM-kapta 6yaer
3abnoKkmMpoBaHa M ana ee pas3bnokmposkM notpebyetca PUK-koa, ana BBOAA KOTOPOro
npepoctasnsetca 10 nonbITok (PucyHoK 54).

MPUMEYAHUE. PUK-Kkoa npeaoctaBadeTca onepaTopomM COTOBOM CBA3M.

Mocne BBoaa BepHoro PUK-koaa oTobpasnTcs cTpaHuua ana mameHeHma PIN-koaa
(cm. PucyHok 52), Ha KoTopoi HeobXxoaAMMO BbINOAHUTL CAeAytoLLMe AENCTBUA:

— KOCHYTbCA KHOMKKN «M3meHnTb PIN-Koa»;

— BHECTW COOTBETCTBYIOLLME M3MEHEHMA B pa3aene SIM-KapTbl, KOTOpyto TpebyeTcs
3aWwmTnTL BBOAOM PIN-KOAa.

< <

Beegute PIN-kopn,

2 | Beeline

Beepounte PUK-kopn
SIM2 | Beeline

Octanocb 10 nonbiTok. ObpaTuTecs K
NOCTaBLLMKY CETEBbIX YCNyr Ansa nonyvyeHus PUK-
Koda.

OcTanochk 3 nonbiTkK

PucyHok 53 PucyHok 54

1.5.3. HacTtpownkun M1

MPUMEYAHUE. AOMUHUCTPATOP MMeeT AOCTYN K AONONHUTENbHbIM HAacTpoMKam M,
OMMCAHHbIM KaK B HAaCTOALLEM JOKYMEHTe, TaK U B AoKyMeHTe AAMI.10034-02 90 01.

[Ons  AonoNHUTEeNbHOM HacTpolkn MIT HeobxoAMMO BbINOAHUTL CAeaytoLne
NencTBms:

— OTKPbITb MEHIO HaCTPOEeK KaCaHMem 3HauykKa Ha DKpaHe NPUAOKEHMN
(cm. PucyHok 1);

— KOCHYTbCA pasgena «lpunoxkeHnsa» ana nepexona K ctpaHuue ¢ Bbibopom MIT;

— Ha CTpaHuue HacTpamBaembix MIT KOCHYTbCA 3Ha4Ka cooTseTcTByoWero Ml um
3a4aTb Tpebyemble HaCTPOMKM.
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MI «TenepoH»:

— cObpPOCUTb CYETYMKM 3BOHKOB (PUCyHOK 55);

— BKIIOYUTL  ONUMIO  «3anmMcb  pasrosopa»
(PucyHoK 56);

— MPOCMOTPETbL MHOOPMALMIO O  3aMMCaHHbIX
Bbl30Bax (P1cyHokK 57).

[nsa BbINONHEHMA AEMCTBUIA HaA 3anMCaHHbIMM
BbI30BAMW CNeflyeT KOCHYTbCA MOAA C KONIMYEeCTBOM
3anMCaHHbIX BbI3OBOB W Ha OTobOpa3uBLiencs

(eoren CTPaHMULE B KOHTEKCTHOM MEHH0 Bbi30Ba KOCHYTbCH
Bbi MOXETE C030aTb 40 5 COOBILIEHMH ANA GLICTPOrO MyHKTa C HeobxoAMMbIM AeNCTBMEM.

oTeeTa KoTopble Bbl MoXeTe oTnpasuTs nocne
BbIK/IIOYEHVIS 3BYKA NP BXOAALLEM 3BOHKE.

CHpocKTb CHYETYMKIM 3BOHKOB

TenedoH \a

CYETHMKM 3BOHKOB

MameHuTb BbICTpbIV OTBET f

McTopus 3BOHKOB

#® bbicTpbif BbIZ0B

K UICTOPMY

CoobueHune bbicTporo oTeeTa
[Mo3BOHUTL

Bbl MOKETE cO30aTh A0 5 co0bWeHWn Ans BeicTporo
OTBETa KOTopble Bbl MOXeTe OTNpaeuTb Nocne
BbIKMKO4YEHKMA 3BYKa NP BXOAALLEeM 3BOHKE.

OTKpbITb KAPTOYKY KOHTaKTa

Yoanutb

3aMeHWUTb BbICTPbINA OTBET f

MopenuTbea
WcTopus 3BOHKOB

* BbiCTpbIiA BbI3OB
HaxmuTe Ha cnncok WCTOPWK 3BOHKOB 416!
NO3BOHUTb

3anuch pasrosopa

¥ 3anuck pasroeopa
O3MOXHOCTb

3anucaHHbIe Bbl30BbI
2 Bbi30Ba

PucyHok 56 PucyHok 57
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MI «CoobuweHnuna» (PucyHok 58):
Coobuienus @ — NpocMoTpeTb agpec SMS-ueHTpa;

— BKJIHOYNTb ONUUto «OT4eTbl O AOCTaBKe».
? SIM1|ROSTELECOM

SMS

+79043490008

Appec SMS-ueHTpa

OT14eTbl 0 AOCTaBkKe

aTb oT4eT o gocTaske SMS

abpaHHbliA TEKCT, 1
B nocnegHem

MMS

MakcumanbHeli pasmep coobLleHus

3anpawwuBaTh oTHeTH Her

PucyHok 58

1.5.4. Nonb30BaTENbCKOE XPAHU/IULLLE KAHOYEN

[Monb30BaTENbCKOE XPAaHMANLLE KAOYeN NpeaHa3HaYeHo ANA XPaHEHWUA KAYen u
cepTMOMKATOB, MPM 3TOM OrpaHMYeHMe AOCTyNa K XPaHUAMLLY obecneymBaeTca WTAaTHbIMM
cpeacteammn OC Aspopa (pasaen 4).

NMPUMEYAHWUE. MMonb3oBaTeNbCKOE XPaHUIMLLE KAOYEN CO34QEeTCA ANA KaXKA0oW
YYETHOM 3anncK ponem n HaxoamMTca B KaTanore SHOME/ . softhsm.

Co3aaHMe NoNb30BaTENBCKOrO XPaHUANLLA KAOYEM OCYLLECTBAAETCA B CAeayOLLMX
CAyyasax:

— nepBoe BKAOYeHMEe MY B peXxknme aaMUHUCTPATOPA;

— CO3JaHue y4eTHOM 3anucK nonb3osatens (n. 1.2.1) ¢ NnoMoLLbto cepBMca user-

managerd, TMPW 3TOM CKPWUNT dinitialize-user-keystore.sh XpPaHUTCA B MNanke
create.d

1.5.5. AreHT nonb3oBaTens

AreHT nosnb3oBaTena (User Agent) — 310 umaeHTMdUKaTop Opaysepa, KOTOPbIN
nepenaeTca B 3aronoBke http-3anpoca K cepBepy, OTBET CepBepa MOMKET 3aBUCETb OT
AdaHHOTo l/I,EI,eHTMCbI/IKaTOpa, N MOXKeT ObITb 3adaH:

1) Mo ymonyaHuio B MHTepdence, onmcaHMe KOTOPOro NpuBEAEHO B JOKYMEHTe
AIMT.10034-02 90 01;

2) C nomoulbto darna ua-update. json, KOTOPbLIN:

— MUMeeT nonAa hostname W useragent " nyTb /home/defaultuser
/.local/share/org.sailfishos/browser/.mozilla/ua-update.json;

— onpegendet areHT noJib3oBatenAa AJ714 OTAe/IbHbIX CaNTOB.
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MPUMEYAHUE. Mpun n3meHeHMn dalna ua-update.json BPYyYHYHO HEOOXOAMMO
nepesanyctnutb MI1 «bpaysep».

O6HOBNEHME MOXKET MPOUCXOAUTL CIeAYHOLMMM CNocobamm:

— C NOMOLLbKO 3HAYEHMA NO YMONYAHMIO, KOraa OTCYTCTBYET paln ua-update. json.
leHepaums dalna ocyllecTBNseTca W3  /usr/share/sailfish-browser/data/ua-
update.json.in;

— € nomolulbto Beb-canTa, Koraa pamn ua-update.json OOHOBAAETCA Yepes CeTb
NHTepHeT. MonyyeHune darna ocyllectTsaseTca nocpeacTsom http-3anpoca 8 MIM «bpay3sep»
Ha onpefeneHHbI aapec B ceTn MIHTepHeT.

NMPUMEYAHMUE. Mpun nepsom 3anycke MI «bpay3ep» 3anpoc K ceTh VIHTepHeT He
ocyuwecTsnseTcs, a ¢aln ua-update.json reHepUpPyeTcsa NO YMOAYAHMUIO.
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2. BbINONHEHWE NMPOIPAMMBDI

2.1. HacTtpoiika obHoBneHnin OC ABpopa

O6HosneHne OC ABpopa OCYLLECTBAAETCS aAMUHUCTPATOPOM /MO0  NI0KANbHO
BPYYHYtO, MO0 yAaNeHHO C MCMo/ib30BaHWeM [pMKAaaHOro NporpammHoro obecneyeHms

«Apopa LlenTp» (MMO).

MPUMEYAHUE. Ona nonyyvyeHuns uHdbopmaumm no obHosneHuto OC ABpopa C
ncnonsbsosaHnem MMNO cneayeT 0OpaTUTLCSA K COOTBETCTBYIOLWEN AOKYMeHTaumn Ha MMO,
pa3melleHHON Ha Beb-canTe: https://auroraos.ru/documentation/#!/tab/452394980-2.

Maponb

JomeH

RU
MUYy KeHTWWwsXxhsb
dblBanpona/n xas

~ lallgifeliMiivir B 6] <=

1123 [= Ny

PucyHok 59

[Ona Hactpolkn obHoBneHun OC Heobxoammo
il | BbINOJHUTbL CAeaytoWwme AeNCcTBUA:

— B ME@HK CNCTEMHbLIX HAaCTPOEK KOCHYTbCA MYHKTA

«O6bHoBNeHna Aspopa OC» @, B pe3y/ibTaTe 4ero
0T0b6Pa3nTCA CTPaHMLLA C HACTPOMKaMM OOHOBAEHNS;

— KOCHYTbCA nepekntoyaTens «BKNOUNTD
3aliMLLeHHble obHoBAeHMA» (PucyHoK 60).

BHUMAHMWE! Ona nonyvyeHna MMeHM NoNb30BaTENA
M Napond HeobxoaMMO 0OpPaTUTLCA Ha 3NEKTPOHHYIO
nouTy: dev-support@omp.ru;

— Ha OTKpPbIBLUIEMCA CTPaHMLE 3anoaHWTb MOoAA
(PncyHok 59) Ans perncTpaumm [0CTyna K
Peno3nTopuAMm;

— KOCHYTbCA KHOMKWM «Bxoa» [Aas BbINOJHEHUS
BXOoA4a NMbo KHOMKM  «OTMEHUTbY A14  OTMEHb
onepaumm.

PaHee ycTaHoBneHHYto Bepcunto OC ABpopa MOXKHO 0OHOBUTb A0 TEKYLLEN N0KaNbHO
yepes rpapuyeckmnin HTepdenc, BbINOAHMB Caeaytolmne AenCcTBUA:

o g
— Ha CTpaHULEe C HaCTPOMKamM OBHOBNEHMA KOCHYTbCSA 3Ha4YKa *— ANA NPOBEpPKM
[OCTYNHbIX OOHOBNEHWUM, B pe3ynbTaTe Yyero otobpasmtca cooblieHme: «HeT A0CTYNHbIX
0OHOBMEHWNNY, @ TaKXKe AaTa M Bpems nocaeaHen nposepku (PrucyHok 60) nmbo goctynHoe

obHoBneHue (PucyHoK 61);


mailto:support@omp.ru.
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06 o oC
O6HoeneHne OC ObHoenenue OC

HeT gocTynHbIX 06HOBNEHMI HocTynHoe ¢

MposepuTb Hanu4Me o6HOBNEHWIA
loch 3812:45

[HA Ka: 2t

TekyLias Bepcus

# 3arpyxaTb 06HOBNEHWA TONBKO
yepes WLAN

BknoYnTh 3aWNLLEHHbIE zg& T_e_r:_yu_taq Bepcus

06HOBNEHMA

Texylun Aome sales (T PesepsHoe KONMpOBaHUe

#® 3arpyxaTb 06HOBNEHWA TONbKO
yepe3 WLAN

PucyHok 60 PucyHok 61

— NPW HaANYUK AOCTYNHOrO OBHOBAEHMA KOCHYTLCA KHOMKKM «3arpy3nTb — [Pa3mep
obHoBNEHMA]» ONA ero 3arpysku. B cnydae HeobxoammocTm 3arpysky 06HOBAEHNA MOXKHO
OTMEHMUTb KacaHMemM KHOMKK « OTMEHUTb 3arpy3Ky» (PucyHok 62);

— KOCHYTbCA KHOMKW «[leTannm» M Ha OTKPbIBLIEMNCA CTPaHMLE O3HAaKOMUTCA C
noApobHoM MHPopmaumen o6 obHoBaeHUM (PUCYHOK 63).

O6HoBneHue OC Hetann

HOBNEeHWA

475 Mb

Aepopa 4.0.2.60

PesepBHoe KonupoBaHue

#® 3arpyxarTb 06HOBNEHMS TONLKO
yepes WLAN

PUcyHOK 62 PncyHoK 63
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— MOCNe YyCnewHoM 3arpy3kM OOHOBAEHUSA KOCHYTbCA KHOMKWM «YCTAaHOBWUTb
obHoBneHme» (PucyHok 64);

— Ha OTKPbIBLLENCA CTPAHMLLE KOCHYTbCA KHOMKK «YCTaHOBUTbLY» (PcyHOK 65), nocne
yero MY aBTomaTmyeckn byaeT nepesarpyKeHo, NMH60 KHOMKM « OTMEHUTb» ANA OTMEHbI
onepaummn.

MPUMEYAHUE. B 3aBUCMMOCTM OT KOHCTPYKTMBHbIX ocobeHHocTen MY nocne
YCTaHOBKM 0OHOBNEHMA BO3MOXKHA ABOMHasA nepe3arpyska MY.

ObHoBneHne OC F OTMEeHNTb YCTaHOBWUTDL #

YcTponcTBO Byaer
nepesarpyxeHo

YcTaHoBKa 0BHOBNEHWIA 3aUMET

HEKOTO pe 3 TEYeHWe KOTOpOoro
b30BATLCA

YCTPOMCTBOM. YcTaHoBUTL 06HoBNEHMA?

Tekyuias sepcus

PesepBHOe KONUpoBaHUe

#® 3arpyxarTb 06HOBNEHUS TONLKO
vepes WLAN

PucyHok 64 PucyHok 65

Ha ctpanunue «ObHoBneHne OC» agMUHUCTPATOPY TaK¥e AOCTYMHbl caeayloume
nencrama (cm. PucyHok 60):

— NPOCMOTPETb MHPOPMaLIMIO O TekyLlen sepchm OC %“;

— BbINOJHUTL pe3epBHOE KonupoBaHue nepen obHosneHnem OC, KOCHYBLUMCH

3Ha4kKa @

MPUMEYAHMUE. NoapobHaa MHpopmauma o co3aaHnm pe3epBHOM KoNun NprBeaeHa
B AOoKyMeHTe AAMTI.10034-02 90 01;

— aKTMBMPOBATb NINDO AEaKTMBMPOBATb MEpEeKIoYaTeNb «3arpyaTtb 0OHOBAEHMS
TonbKo Yepes WLAN».

2.2. Cbpoc HacTpoek MY

MPUMEYAHMUE. CHbpoc HacTpoek MY — 3TO npouecc yaaneHua Bcex AaHHbIX, nocne
KoToporo MY Bo3BpallaeTca K 3aBOACKOMY COCTOAHWIO, T.e. K Bepcmn OC, yCcTaHOBNEHHOW
npounssogutenem MY.
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[Ons cbpoca HacTpoek MY [0 3aBOACKOrO COCTOAHMA HEODBXOAMMO BbIMOAHUTL
cneayrouime AencTBmnA:

— OTKPbITb MEHIO HACTPOEK CUCTEMbI KaCaHMEM 3HaAYKa Ha 3KpaHe I'IpVI/'IO)-I-(eHl/Il\/’I,'

— B noapasaene «MHdopmaLma» KOCHYTbCSA NyYHKTa «COPOCUTL YCTPOMNCTBOY >

— KOCHYTbCA KHOMKN « OYNCTUTb YCTPONCTBO» (PUCYHOK 66);

— KOCHYTbCA KHOMKM «[loaTBepaMTby ANA NOATBepKAeHMA cbpoca HacTpoek MY
b0 KHOMKM « OTMEHUTBL» ANA OTMEHbI onepaunmn (PucyHok 67);

— NpM HeobXoAMMOCTM KOCHYTbCA NepeKkatoyvaTena «ABTOMaTUYECKN Nepe3arpy3mnTb
YyCTPOWMCTBO Nocne cbpoca» ANA nocneayrolen nepesarpyskm MY;

— Npu HeobxoaMMOCTM KOCHYTbCA Nepekatovatens «CrepeTb BCE AaHHble» ANA
YAA/IeHUA AAHHbIX.

MPUMEYAHUE. [Mocne nepesarpyskn MY npomsonger cbpoc HacTpoeKk A0
3aBO/CKOro COCTOAHMA C MOCAeAyOWMM 3aNyCKOM MacTepa NepBOHAYa/IbHOM HACTPOMKM,
noapobHoe onncaHme paboTbl C KOTOPbLIM NpuBeaeHO B AoKyMmeHTe AIMI.10034-02 90 0O1.

E OTMEHUTD MoaTeepauTh #

CbpocuTb

C6poc NpuBeAET K yAaNeHWIo BCEX AaHHbIX C
YCTPOMCTBA W ero BO3BPALLEHMIO K
33BOACKOMY COCTOSIHUIO. DTO O3HAYAET
NOTepPIo BCEX AaHHbIX, A06aBNEHHbIX Ha
YCTPOMCTBO, BKNOYas OBHOBNEHNMS,
NPUNOXEHWS, YHETHbIE 3aMMCH, KOHTAKTbI,
M306paxKeHHa U UHYH MHPOPMALIUIO.

Bbl TOYHO XOTUTE OYUCTUTD
YCTPOMCTBO?

Mocne noaTBepXAeHUS BCe AaHHbIE C BaLLero
ycTpoiicTaa ByayT yaaneHsl, U NporpaMmHoe
obecneyeHue ByaeT BO3BPALLEHO K 3aBOACKOMY
COCTOSAIHWIO. 3TO 03HaYaeT, YTO BCE AaHHble,
KoTopsie Bbl 4o6aBUIM Ha yCTPOWCTBO, ByayT
noTepsHbl (Hanp., 0BHOBNEHUS, NPUNOXEHNS,
YUETHbIE 3aNWCH, KOHTaKTbI, hoTorpadum u apyrie
$ainbl). Cosnaiite pesepBHYIO KONUIO Gaiinos
PEKOMEHOYETCA Ha KapTy NamMaTK

Co3spaiTe pe3epBHYIO KONWIO
nonb3oBaTe/IbCKUX AaHHbIX Nepeg CE‘DOCOM
YCTPOWCTEA.

O4YMCTUTb YCTPOMCTBO
MpW yoaneHnu, yCcTpoMCTBO BEIKNIOYUTCS
aBTOMaTW4eckKHW, 1 crnefytoLas sarpyska Moxet
3aHATb 6onblue BpemMeHH, 4Hem 0BbIYHO.

Mepen 04MCTKOW YCTPOMCTBa HEOGXOAMMO BBECTH
kop 6esonacHoCTy.

ABTOMaTUYECKM MepesarpyauTb
yCTPOMCTBO nocne cbpoca.

CTepeTb BCE OaHHb
TP

PncyHoOK 66 PucyHok 67

2.3. YcTaHoBKa cTopoHHero 10

AAMMHUCTPATOP MMeeT BO3MOXKHOCTb YCTaHaB/IMBAaTb HA MY CTOPOHHME NPOorpammel,
He ABnAroLmecs BCTpoeHHbIMK B OC ABpopa.

CTOpOHHME pa3paboTymMKM MOTYT MCNO/1b30BaTb OPULIMANBHbIN HADOP MHCTPYMEHTOB
pa3paboTkm MO ans OC ABpopa, noapobHas MHPOpMaLUMA O KOTOPOM NpuBeaeHa Ha Beb-
canTe: https://community.omprussia.ru.


https://community.omprussia.ru/
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Mpn ycTaHoBKe CcTOpPOHHMX MIT agmuHucTpaTopy Heobxoaumo ybeamTca B
BbIMOIHEHWUWN CeAYOLLMX YCAOBUIA:

— MaKeT Nporpamm yCTaHaB/IMBaETCA WTaTHbIM 06pa3om;
— HeobxoaMMble UCNONHAEMblE Galiabl MPOrPaMMbl 3aMyCKatoTCs;
— WTaTHOe TnoBeJeHWe W BbINOJHEHME MNPOrpPaMmMbl COXpaHAeTcA W nocne
nepe3sarpyskn OC Aspopa.
YCTaHOBKa M ynpasaeHme CTOPOHHMM 10O MOXKeT ocyLecTBAATLCA aAMUHUCTPATOPOM
cneayoLWmMmmn cnocobamu:
— JIOKANbHO:
e yepes rpadpuyeckuit uHtepdenc MMM «dPannbi» (n. 2.3.1);
e B Ml «Terminal» (n. 2.3.2).
— YO3NEeHHO:
® NpUHyAMUTeNbHaA yCTaHOBKA MI1 C MOMOLLBIO NOAUTUKM;
e ycTaHoBKa MI1 c nomoulbto MMM10.
MPUMEYAHUE. MoapobHas nHdopmauma no mcnonb3zosaHuto MMNO npmeeaeHa B
COOTBETCTBYHLLEN OOKYMeHTaumMn, PACNOIOKEHHOM Ha Beb-camnTe:
https://auroraos.ru/documentation/#!/tab/452394980-2.

2.3.1. YctaHoBKa 10O ¢ nomoulbto rpaduyeckoro nHtepderca M «dannbi»

[Ona ycTaHoOBKM cTopoHHero 10 nokanbHO 4epe3 rpaduyecknin MHTepdenc ¢
nomoubio MIM «@Parnbi» HeobXoAMMO BbINOAHUTL CAeAytolmMe AeNCTBUA:

— OTKPbITb MIT «®ainbi», KOCHYBLUNCL 3HAYKA -.J Ha DKpaHe NPUNOKEHUN;

— KOCHYTbCA yCTaHOBO4YHOro ¢parna MIT;

— B IMANIOTOBOM OKHE KOCHYTbCS KHOMKM «YCTaHOBUTbY» (PUCYHOK 68).

Mocne ycnewHon ycTaHOBKM Ha aKkpaHe MY oTobpasntca ysegomneHue (PucyHok 69),
a 3HaYyoK ycTaHoBNeHHOro Ml byaeT oTobparkaTbCA Ha IKPAHE NPUIOKEHUN.
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YcTtaHoBKa ycnewHa
ru.auroraos.Messenger

ru.auroraos.Messenger
MecceHngxep

Bepcus 0.4.0

=1
f

dalnbl
YcTaHOBUTL

)al

Pl/IyHOK 68 7' PucyHok 69

2.3.2. YctaHoBka M0 ¢ nomouwbto MM «Terminal»

[Ona ycTaHOBKM cTopoHHero 10 nokanbHO 4epe3 rpaduyeckuin MHTepdenc c
nomoulbto MMM «Terminal» HeobxoAnMMO NoAy4YnTb NpaBa cynepnonsb3osatens (n. 2.4.2).

Ynpasnenue MI ocywectsnsetcs 8 MMM «Terminal» ¢ nomoulbto meHeaxxepa RPM-
MaKeToB NOCPEeACTBOM BbIMOJHEHNA C/IEAYIOLLNX KOMAHA,:

— [O/1A YCTaHOBKM CKayvaHHoro RPM-nakerTa:

#rpm —-ihv mMa naxeTa

— onda yaaneHna RPM-nakeTa:

#rpm —e mMmsa makeTa

— 018 NPOCMOTPa NepeyHs ycTaHoBAeHHbIX RPM-nakeToB:

#rpm —qga

— ansa noapobHOro O3HaKOMIeHUs C BO3MOHOCTAMM MeHexepa
RPM-nakeToB:

#rpm -help

MPUMEYAHUE. [na nonydeHna wuHboOpmMauMm O BO3HMKAKOWMX OWMOKax w
HelWTaTHbIX CUTyaumax B npouecce ynpasneHns MIT HeobxoAMMO MCNONb30BATb
M «ypHan» 1 03HAKOMUTBCA C NpPeacTaBNeHHOM B Hem MHPopmaumen. MNoapobHoe
onucaHue pabotbl MIM npueeneHo B AokymeHTe AIMI.10034-02 90 O1.
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2.4. TOHKaA HacCTpoMKa

BHUMAHUE! AamuHuctpaTtopy Heobxoammo ncnonb3osatb Ml «Terminal» TonbKo
NNA OCYLECTBNEHUSA AENCTBMA NO TOHKOM HacTpolke MY B COOTBETCTBMM C HACTOALLMM
NoKymeHTOM. Mcnonb3oBaHne MIM «Terminal» ana apyrux uenen 3AMPELLAETCA.

TOHKaA HaCTpOMKa npeaHa3HayeHa ANA BbINOJIHEHUA CEPBUCHBLIX OMepauuin,
HeAdOCTYNMHbIX M3 rpadmyeckoro wHTepdenca (Hanpumep, HACTPOMKA nNpaB A0CTyna,
ncnpasaeHme KOHPUrypaumoHHbix Gpannos 1 T.4.)

MM «Terminal» ABnAeTcA MHCTPYMEHTOM NPeAOCTaBAEHMA AOCTyNa K KOMaHAHOM
CTPOKeE, rae MMetoTCA caeaytolime BO3MOXHOCTMU:

— BblBOA, NOTOKA AdaHHbIX, d TaKXKe

AMHACIBIE R e OVAarHOCTUYECKMX M OTNaf0YHbLIX COOBLWEHUI B
BKJ'IIO‘-IVITbTepMMHaJ'I TeKCTOBOM BMluiel
YeTaHOBATE MAROAL L e earens — BbINOJIHEHNE CEPBUCHbLIX AeNCTBMIM 1 bonee
TOHKYI HAcTpoMky MY (B T.4. C MCNO/b30BaHMEM
CreHepuposaTs Coxr npas cynepnonb3oBaTens).

MPUMEYAHMUE. Mo ymonyaHuto MM «Terminal»
He oTobparkaeTcs Ha dKpaHe NPUNOKEHUN.

Ona poctyna Kk MI «Terminal» Heobxoanmmo
BbIMOJIHUTL CAeaytolimMe AeACTBUA:

— KOCHYTbCA MYyHKTa «AOMWUHUCTPUPOBAHUEY

03
= B MEHIO CUCTEMHbIX HaCTPOEK;
— Ha OTKpbIBLIENCA CTPaHULE  KOCHYTbCA

nepekntoyaTens «BKNOUYNTB TEPMUHANY
(PucyHok 70) ana oTtobparkeHma MI Ha IKpaHe
NPUNOKEHWNI;

PucyHok 70
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— KOCHYTbCA Nnosd BBOAda N BBECTU Kenaemblin

AN ee e napons AmMbo KHonku «CreHepuposaTb»  ANA
BiTiotMTbTeRL No/sly4eHns Naponda, CreHepMPOBAHHOIO CAyYalHbIM
obpa3om, KOTOpbIM B  AanbHenwem  byaer
MCMONb30BaTbLCA ana nosy4yeHus npas

CFEHepHDOBaTb COXDaHHTb Cy|'| e p nonb3oBaTensd.

MPUMEYAHUE. HeobxoamMmo  3aNOMHUTb
3aaHHbIN Napo/ib;

— KOCHYTbCA KHOMKM «CoxXpaHUTb»
(PvcyHoK 71), B pe3ynbTaTe 4Yero MI «Terminal»
oTOOpa3nTCA Ha  JKpaHe MNPUAOKEHUN  (cMm.
PucyHok 1).

MPUMEYAHUE. MM «Terminal» goctynHo nog,
YYeTHOW 3aMnCbio aAMUHMCTPATOPA.

PucyHok 71

2.4.1. Hactponka nHtepdenca Ml «Terminal»

[ns paboTbl ¢ MIM «Terminal» ero He0H6X0AMMO 3aNyCTUTb, MPOBEAA MO SKPAHY CHU3Y
BBEPX M Ha DKPaHe NPUNOKEHMUIN KOCHYBLLMCb 3HaYKa tad.
B uHTepdence MI1 «Terminal» Heobxoammo
KOCHYTbCA 3Ha4Ka . Ons oTobparKeHMs MeHto ¢

HacTpoMKaMu WHTepdelca, B KOTOPOM [AOCTYMHb
cneayouime BO3MOXKHOCTU (PUCYHOK 72):

ObHapyxeHHsle URL-
CCHINKK

Pa3mep wpudta

s
T — KOMUPOBaHME WAM BCTaBKa ¢GparmeHToB
T - TEeKCTa;
el — noucK URL-ccbinok;
e S — CO34aHMe HOBOTO OKHa;
::gv — BbIBOp A3blKa MHTepdenca;
v — npocmoTp nHdopmaumm o MM «Terminal»;
— yBEe/IMYEeHMe U YMeHblleHune  pasmepa
Hosoe oo WpnbTa;
— BblOOP OpMEHTALMM OKHa;

KNaBMaTyphl

— BblOOp AENCTBMA NPU KAaCaHUM 3KPaHa;

— BbIOOp cnocoba oTobOparkeHms KNaBmaTypsbl;
3apepxka
il — YCTQHOBKa BPEMEHM 3a4EPKKM KNaBUATYpPbl.

PUCYHOK 72
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MPUMEYAHUE. BbinonHeHne [OaHHbIX OEWCTBMA OCYLLECTBAAETCA MNOCPEeACTBOM
KaCaHWA COOTBETCTBYHOLLMX KHOMOK.

2.4.2. llonyyeHne npaB cynepnonb3oBaTena

[defaultuser@INOIP4963 ~]$ devel-su I_l pa Ba Cyl'le p noN1b30BaTeNA M pe,D,OCTa BNAKOT

Password:

aAMWHUCTPATOPY  BO3MOXHOCTb  paboTaTb B
NPUBUNETMPOBAHHOM PEXMME N BbINOAHATL Nt0ObIE
onepaumnm 8 OC Aspopa.

Ona nonydyeHma npasB  Ccynepnosib3oBaTenA
HeobxoaMmo OTKpbITe MIT «Terminal» 1 BbINOAHUTL
cneaytouwme aencrema (PucyHok 73):

— MPOBECTM MO 3KPaHy CHMU3Y BBEPX W Ha
DKpaHe NPUAOKEHMN KOCHYTbCA 3HAYKa ;

— B MI1 BbINONHUTb KOMaHAY: devel-su;

— YKa3aTb 33a[aHHbIM  paHee Napoab, B
pe3ynbTaTe Yero 6yaeT BbIMONHEH NEPEXO/, B PEXKMM
cynepnoab3oBaTesa.

PucyHok 73
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3. CPEACTBA PASPABOTHUKA

BHUMAHUE! 3anpewaerca akTMBauma pexmma  pas3pabotimka Ha MY,
byHKUMOHMpPYoWem nopa, ynpasneHnem OC ABpopa B CepTMOUUMPOBAHHON BeEpPCUM U
npeaHa3Ha4YeHHOM AnAa  ucnonb3oBaHuMAa B WC, aTTecTtoBaHHbIX MO  TpeboBaHMAM
obecneyeHna 6e30MacHOCTM B COOTBETCTBMM C  33aKOHOAATENIbCTBOM  POCCMIACKOM
denepaumm.

Pexxmm pa3paboTumka NpeaocTaBAAeT agMMHUCTPATOPY AOCTYN K pacliMpeHHOMY
bYHKLUMOHANY HACTPOEK.

BHUMAHMUE! Pexxnm pa3paboTynmka HEBO3IMOMKHO OTKAOYUTL NOCAE aKTMBaUumM. [na
AeaKTMBaLUMM pexkmma pa3paboTymKka Heobxoammo cbpocuTe MY A0 3aBOACKMX HACTPOEK
(nogpasaen 2.2).

3.1. AKTMBaLMA pexrma pa3paboTumka

MPUMEYAHMUE. Mepen akTnBaLMen pexnma paspaboTtiymka Heobxoammo ybeanTbea
B HaM4mMm Ha MY ooCTyna K ceTn VIHTepHer.
[ns aKTMBaUMM pemma pa3paboTymka HeobxoAMMO BbIMOAHUTL CaeaytoLlimne

NencTBms:
3
— KOCHYTbCs NyHKTa «CpeacTBa pa3pabotymka» & B MEHIO CUCTEMHbIX HAaCTPOEK,

B pe3y/abTaTe Yero OTKPOEeTCA CTPaHMLa «MHCTPYMEHTbI pa3paboTymKay;

— KOCHYTbCS nepekatoyaTens «Pexxum paspabotynka» (PrucyHok 74) n noatsepamTb
NencTeMe BBOAOM TeKYLLEro Koaa 6e3onacHocCTH;

— Ha OTKPbIBWENCA CTPaHWLE O3HaKOMUTCA C «YCNoBMAMM pa3paboTymKa» u
KOCHYTbCA KHOMKM «[oATBEpANTL» AN1A NOATBEPKAEHMA aKTUBALMM PeXMMa pa3paboTymKa
NMB0O KHOMKN « OTMEHUTbY» ANA OTMeHbl onepauumn (PrucyHok 75).



MHCTpyMeHTbI paspaboTynka

Pexum pazpaboTumnka
(WA

PucyHok 74
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f OTmeHuTb MoateepauTh

Ycnosus paspaboTunka

ObpaTuTe BHUMAHWE, B pEXUME
pa3paboTyMka AOCTYMNHbI KOMMNOHEHTbI, NPY
HenpaswnbHOM MCMONb30BAHWKM KOTOPbIX
MOXeT BbiTb OKOHYaTENbHO NOBPEXAEHO
Balue yCTpOWCTBO M/UNK Ero COAEPXKUMOE.

BknioveHue pexrma paspaboTymka MoxeT
NPWBECTM K aHHYNMpOBaHuKio Balueii
rapaHTuu.

r‘pMHHTHE ATUX yCﬂOBMI:‘\ npegocTaenaer

BO3MOXHOCTb MCMONb30BaHWS PEXUMa
pa3paboTyuka.

PucyHoK 75

3.2. UHCTpyMeHTbI pa3paboTymKa

NMPUMEYAHUE. SSH-naposib ncnonb3yeTca 414 NOAYy4eHWA NpaB Cynepnoib3oBaTesia.

CpencTea paspaboTymka

CeTeBble NoakNoYeHns

® YnanéHHoe coeguHeHue

Maponb

CreHepupoBaTb OuncTUTL

ofs 192.168.2.15

o IP-appec USB

NHCTpYMEHTbI

OTobpaxkeHne 4acToThl KagpoB
OTKNIOYEHO

CoxpaHaTb OTNago4YHble CUMBONLI B
[OMalUHWIA KaTanor

# BkniouynTb BanuaaLMio NakeTos
YcTtaHoeka 10

PaspewunTb
BkniounTb TUxy

P1cyHOK 76

Ona paboTbl C MHCTPYMEHTaMM pa3paboTymka
HeobXoAMMO BbIMONHWUTL Caeaytolme AeNCTBUA:

— QAKTMBMPOBATL peXMM pa3paboTymka
(nogpasgen 3.1);

— paspewunTb BXOA, no SSH-naponto,
KOCHYBLUWCb nepekatoyatena «YpaneHHoe
coeanHeHne» (PucyHok 76) n noatTesepamnBs AencTBme
BBO/ZIOM TEKyLLLero koaa 6esonacHocTu;

— 33gaTb  AmMbo  creHepupoBaTb  Mapob,
KOCHyBWMWCb nona «CreHepupoBaTb», MNOC/AE Yero
KOCHYTbCA KHOMKWM «COXpaHUTb» U NOATBEPAMUTH
NencTenme BBOAOM TeKyllero Koga 6Oe30macHOCTM
(PucyHoK 76).

NMPUMEYAHMUE. MNone «YcTaHOBUTL Napo/ib ANA
SSH n poctyna» oTobpaxkaeTca nocne akTuBauum
nepekntoyatens «YaaneHHoe coeanHeHne»;
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— HacTpouUTb OTOOpaKeHMe 4acToTbl KaApoB
3anyueHHbIx MM, KocHyBLWKCb Nona «M30bpaxeHune
OrcAbieie 4acTOTbl KaapoB» B nogpasaene «MHCTPYMeHTbI», U
Ha OToOpa3MBLIENCA CTPaHMLUE KOCHYTbCA MYHKTa
«MpocTtoe» nan «MoapobHoe» NMbO KOCHYTLCA NoAA
MoapoBie «OTKNOYEHO»  ON1A  OTK/IKOYEHMA  AMATHOCTUKMK
MPOCTOM - TONbKO KOMMO3UTOP (PucyHok 77);

— paspewntb AnMbo 3anpeTuTb COXpaHeHMe
OT/Ia404YHbIX CMMBOJIOB B [AOMalLUHEM KaTasore,
KOCHYBLUIWNCb nepekato4artens «CoxpaHATb
MoAPOGHIiA - TONBKO NPUNOXeHHS OTNaf04YHble CMMBOAbI B AOMALIHWK KaTanor» B
noapasaene « MHCTPYMeHTbI» (CM. PUcyHOK 76);

— BKAKOYUTb MO0  OTKAOYMTL  BanMAaLMIo
MaKeToB, KOCHYBLMWCb Mepekatdartend «BrkA4uTb
BaNINAALMIO NnakeToB» B nogpasaene
«HCTpyMEHTbI» (cM. PUCYHOK 76);

306paxkeHne 4acToTbl KaApoB

[MpocToe

MoapobHbIf - TONBKO KOMMO3UTOP

[MpOCTOi - TONBKO NPUNOXEHUS

PucyHok 77

— paspewnTb AMHBO 3anpeTuTb TUXYHD YCTaHOBKY MNakeTtoB m3 SDK, KOCHYBLIWUCH
nepekntovaTena «PaspelwnTb TUXYHD YCTaHOBKY» B noapasaene «YcraHoBka [10»
(cm. PucyHOK 76) n noATBEPANTL AENCTBME BBOAOM TEKYLLErO KoAa 6e30nacHoOCTH.
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4. MEXAHWU3MbI BESONACHOCTU

PeanunsoBaHHble B OC ABpopa dyHKLMKM 6E30NacCHOCTN MOXKHO HAaCTPOWUTb C MOMOLLLbIO
COOTBETCTBYHOLWMX MHTEPDENCOB, ONMCaHME KOTOPbIX MPUBEAEHO B HACTOALLEM pa3aene.

4.1. Perncrpauma cobbitnin 6esonacHoctu (ayauT)

4.1.1. CnuctemHoe ypHanmpoBaHue
4.1.1.1. Obwan nHPpopmaLms

CUCTEMHOE XKYpPHaNMpPOBaHME — CEPBUC ANA PETMCTPaLMM N XPaHEHMA MHOOPMALNK
O BaXXHbIX MPOrPaMMHbIX M annapaTHbIX CODLITMAX, a TaKKe WX AaNbHEeMLWero aHanusa B
C/y4ae HEKOPPEKTHOM PaboTbl CUCTEMBI.

OC ABpopa OCyLLECTBAAET PETUCTPALMIO N XPaHEHWE cneaytolen MHGopMaLnn:

— COODOWEHMN N3 CUCTEMHOrO }KypHana (journald) n agpa (kernel log);

— COODLUEHMN, BbIBOAMMbBIX NMPOLECCAMWN CAY»KO Ha CTaHAAPTHblE NMOTOKM BbIBOAA
(stdout);

— OWMOOK (stderr).

MonyyeHHaa MHOOPMALMA MHAEKCUMPYETCA M XPaHUTCA B CMCTEMHOM KypHane,
KOTOPbIN HAaX0AMTCSA BO BPEMEHHOM KaTasiore 1 Nocae nepesarpyskn He CoxpaHsaeTca.

4.1.1.2. CoxpaHeHMe coObITUIN CUCTEMBI B MOCTOAHHYIO NamaTb MY

[ns coxpaHeHua COObITUN CUCTEMbI B MOCTOSHHYKD BHYTPEHHKOH namate MY
HeobxoAMMO BbIMONHUTL CAeayowme AeNCTBUS:
— OTKpbITb MTIM «Terminal» 1 BbINONHUTbL KOMaHAY:

vi /etc/systemd/journald.conf;

— YCTaHOBWTb NapameTpbl B Chedyrouimne 3Ha4eHnA:

Storage=persistent;
SystemMaxUse=500M;
RuntimeMaxUse=1M;

— nepesarpy3nTb MY ana coxpaHeHWa M3MEHEHNA.

[na  BbIrpy3kM  daiina  KypHana  HeobxoAMMO  BbIMOAHUTb  KOMaHAy:
journalctl -a > j.log, Npu 3TOM NoTpebyeTca co3aaTb Galn nora, KOTOPbI ByaeT UMEeTb
Ha3BaHMe: j.log, KOTOpOe MNpu HeobXOoAMMOCTM MOXKHO WM3MEHUTb, WU COAepaTb BCe
cobbiITns (-a = all).
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4.1.2. Cepsuc sdjd
4.1.2.1. Obwan nHPpopmaums

[ns HaaeXHOoro xpaHeHws Habopa coobLIEHMM, OTHOCAWMXCA K CUCTEME 3aLMUTh
MHGOPMaLMN, UCNONb3YETCA CePBUC NO cOOpy 1 perncTpaumm cobbiTuin 6esonacHocTn sdijd.
CepBuC coxpaHAeT oTAeNbHble coobuleHna B Gann /var/log/sdjd-v2.1log, KOTOPbIA NpU
3aN0/IHEHMN A0 MaKcumanbHoro pasmepa (50 MB) nepesanucbiBaeT npeablayline
COODOLWEeHMA HOBbIMU.

Onsa onpepeneHua cobblTuin  pernctpaumm  cepsmcom sdjd  mcnonb3yeTca
KOHOUIYpauUMOHHbIN dann /etc/omp/sdjd.conf, B KOTOPOM C MOMOLLbIHO PeaaKTMPOBaHMA
MOHO 334aTb HeaKTyabHbIM CObbITMAM cTaTyC false.

B OC ABpopa C MCno/sb30BaHMEM CepBMCa sdjd PErMCTPUPYHOTCA U AONTOBPEMEHHO
XpaHATCA cneaytolme Tunbl CobbITUIN 6e30NacHOCTH:

— pe3ynbTaT NOMbITKM BXO4a B CUCTEMY;

— BNIOKMPOBAHME MHTEPAKTUBHOIO CEaHCa Kak Mo 3anpocy Noab30BaTena, Tak M no
MCTEeYEHUN YCTAHOBNAEHHOMO NepMoaa HeEaKTMBHOCTM NONb30BaTENS;

— ONOKMpOBaHME A0CTyNa MNOC/Ae YCTAaHOBNEHHOrO KOAMYEeCTBa HeyCnellHbIX
MNOMbITOK BBOAA ayTEHTUOUKALMOHHOM MHPopmaumn (n. 1.4.1);

— MCTeYeHMe CpoKa AencTema Kkoga 6esonacHocCTy;

— CMeHa Koaa 6esonacHoCTy;

— 3anyckK npoueaypbl U pe3ynbTaT NPOBEPKU KOHTPOAA LenocTHocTm (KLL);

— MONy4YeHMe OTPULLATENBHOIO pe3ynbTaTa NPOBEPKNY;

— aBTOMaTU4yeckan 6aokmMpoBKka MY;

— pe3ynbTaT NoMbITKM YCTAHOBKMK, yAaneHuns nnm obHosneHmns RPM-nakeTos;

— MNOAKNOYEHME U OTKIOYEHME BHELIHMX HOCUTEeNeln MHGopMaLLmu;

— nepenosiHeHme XypHana cobbiThin 6e3onacHoCTY;

— BK/IHOYEHME, Nepe3arpyska v BblikatovYeHne MY;

— nobasneHune npasua ceTeBoro GuAbTPa;

— 3aMyck, 3aBeplueHme N M3MeHeHne KOHGUrypaumm cay>bol ayamTa;

— M3MEHEHME CUCTEMHOIO BPEMEHMW;

— HelwTaTHOe 3aBepLUEHNE CUCTEMbI;

— MOMNbITKM AOCTyNa K dalnam, HaxoAALMMCA B NPOLLECCE PermcTpaumm;

— cbol B MexaHM3Me M301ALUMN NPOLLECCOB;

— owKnbKn Banmaaumm RPM-nakeTos;

— CO3[aHue, NepeKktYeHme 1 yaaneHme y4eTHOM 3anmcu Noib3oBaTend;

— MHMLUMANN3aUMA N pe3ynbTaT NpoxoxaeHns 20A;

— coDObITMA aHTUBMPYCA;

— cobbITna [loBepeHHOW cpeabl UCNONAHEHMA ABpopa (Npu Hannymnn);

— 3anyck MI «XXypHan»;

— obHapyXeHne HapyLeHMa LeNoCTHOCTM CTOPOHHMX $alioB;
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— M3MEHEHMeEe Napo/ibHOM N NONb30BATENBCKOM NONNTUK;

— BKJ/IHOYEHME PEXMMA Pa3pPaboTimKa;

— BKJ/IIOYEHME U BbIK/IOYEHNE YAANEHHOTO AOCTYNa;

— paspelleHune u 3anpeT goctyna K MMM «Terminal».

MPUMEYAHUE. T[lonHbIn  cnucok cobbiTmin  6e30MacHOCTN,  PEerucTpUpyeMbix
cepBMcom sdjd B OC ABpopa, AOCTyneH Ha Beb-camTe:
https://community.omprussia.ru/documentation/4.0/software_development/reference/sdj
d/events.html.

Kaxkaoe cobbiTve COaepKnT cneayoulyto MHGOPMaLMIO:

— YHUKaNbHbIN MAEHTUPMKATOP CODbITUA;

— TLn cobbITUA;

— BPeMmMs perncrTpaumnm cobbitms;

— YPOBEHb Ba*KHOCTK COObLIEHMA;

— OMUMOHANbHbIM TEKCT coobLeHnsa (Man nycTaa cTpoKa);

— PID npouecca-oTnpasuTens;

— PID poauTensckoro npouecca Ana npouecca-oTnpasmTens;

— UID npougecca-otnpasutens;

— Effective UID npouecca-otnpasuTtens;

— Saved UID npouecca-oTnpasutens;

— File system UID npougecca-oTnpaButens;

— Real GID npougcca-oTnpasutens;

— Effective GID npouecca-otnpasutens;

— Saved GID npouecca-oTnpaBuTens;

— File system GID npougecca-oTnpasutens;

— Supplementary groups npouecca-oTnpasuTens;

— 2pPEeKTUBHbIE NPUBUIETNM NPOLECCA-OTNPABUTENS;

— MOJHbIN NYTb K MCNOAHAEMOMY daliny npoLecca-oTnpaBuTens;

— KOHTeKCT 6e30MacHOCTM MNpouecca-oTnpasMTens (Tekywaa poab WMAM MeTKa
SELinux);

— TEeKCTOBOe npeacTaBaeHne naeHTudurkatTopa cobbiTms ana yaobcTBa oTAaaKuM.

AAMUHUCTPATOP MOXET ONnpeaennTb CnMcok obbektoB PC, MOMbITKM AOCTynNa K
KOTOpbIM OyayT pernctpmpoBaTbcA B dailne /usr/share/security-audit/security-
audit-rules.conf, A0DaBMB NpPaBWAO ayauTa Ans Habatogaemoro obbekTa OTAENbHOM
CTPOKOM B paliN /usr/share/security-audit/security-audit-rules.conf. [TONbITKMK
noctyna Kk obbektam OC, HaxoAAWMMCA B KaTanore /home W ero nojxatanorax, He
PErnCTPUPYOTCA.

Bce pernctpmpyembie cobbiTna bezonacHOCTM 0TOOpaXKatoTCcA C yKazaHMeEM BpeMeHuU
M UBETOBOM MHAMKALMEN B KypHane cobbITUIM, MPOCMOTP KOTOPOro OCYyLLeCTBAAETCA C
nomotbto MMM «XKypHany.
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MPUMEYAHUE. Monb3oBaTenb MMeeT BO3MOXHOCTb COXPaHUTb *KypHan cobbiTuni
6e30MacHOCTN CUCTEMBI B MOCTOAHHYO BHYTPEHHO0 NamaTe MY B WMPpOBaHHOM BMAE.

4.1.2.2. NMpocmoTp cooblleHnin ayamTta

[Jna npocMmoTpa coobueHnn ayamta n aocTtyna K
HUM HeO6XO,£I,l/IN\O MCNO/b30BaTb cheayrowmne
2 MHCTPYMEHTbI:

— NPOrpammbl journalctl U dmesg, MMeEKOLWMNE

[TpocmMoTp XypHana

CeropgHs o v
NHTEPdENC KOMAHAHOW CTPOKK;
0e 3aBepLUeHNe NPorpamMMbl
ignal=11, Name=lipstick J— yTMﬂMTy de d—dump, I'IO3BOJ'|F||'OLL|,YFO
J e NPOCMOTPETb cobbITUA H6e3onacHoCTH B
2. HewrTaTHoe 3aBeplueHne Ml—l «Term|na|»,

NPOrpamMmbl
Signal=11, Name=lipstick-

— MM «XypHan»  (/usr/bin/log-viewer), B
rpapuyeckom UHTepdence KoToporo oTobparkatoTcs
fpgéuepm” - 3aMmcK 0 COBbITMAX, COXPAaHAEMbIX CEPBMCOM sdijd.
‘ MPUMEYAHME. B MM «KypHan» oTobparkatoTca
TN cobbiTmAa ayamta (PucyHok 78). MoapobHoe onuncaHue
L el paboThbl M npmeeaeHo B NOKYyMeHTe
e il e AIMT.10034-02 90 01.

¢ 6. 3anyck cnyxbbl ayanTa

11/04/

1

PucyHok 78

4.1.3. Cepsuc reports

CepBuC reports reHepupyeT eaAnHbIA CUCTEMHbIAN OTYET B BMAE apxMBa C dalnamm
KOHOUIypauymm n noramm paboT pasinyHbix KomnoHeHToB OC ABpopa, KOTOPbI MOXKET ObITb
3alWnPpoBaH.

4.1.3.1. OnncaHme CMCTEMHOTIO OTYyeTa

CUCTEMHbIN OTYET MMEET CaeayoLWmnin opmaT: tar .bz.

MMA  cucTeMHOro oT4eTa WMeeT CAeAdylollyld MacKy: reports-YYYYMMDD-
HHMMSS.tar.bz.

MoapobHoe onuncaHne npoueaypbl POPMMPOBAHMA OTYETA NPUBEAEHO B IOKYMEHTE
AMTI.10034-02 90 01.

OnucaHme Tekylero Habopa moaynei npmseaeHo 8 Tabaunue (Tabamua 1).

Tabnnua 1

Moaynb OnucaHue
agnss NHopmauma o A-GNSS
available-packages|Cnyucok AOCTYMHbIX U YCTAHOBAEHHbIX NaKeTOB
battery NHbopmauma 06 akkymynaTope
bluetooth MHudopmauma o Bluetooth®
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Moaynb OnucaHue
cellular MHubopmaums SIM-kapTax
certificates NHdopmauma 06 YyCTAHOBNEHHbIX B CUCTEMY CEPTUPUKATOB (ima,
kernel, rpm DB)
disks NHPopMaLMA O AUCKaX M 3aHATOM/CBODOAHOM MPOCTPaHCTBE
dmesg CucTemHble coobuleHmns Aapa
emm NHPopmaumsa o Nnanke /etc/emm
info 06wwas nHdopmauma o MY:

— KOHTPO/IbHaA CyMMa 3arpy304HOro pasaena;
— nHpopmauma o6 AIDE;

— CMUCOK AONONHUTENBHbIX QYHKLINI;

— nHpopmauma o pennse OC;

— nHpopmauma o HW pennse OC;

— BepcuA agpa

integrityd KoHdurypaumoHHble darnbl cepBuca integrityd

internet NHbopmaLma 06 aKTUBHOM MHTEPHET-COeAMHEHNN

logcat CuctemHble cooblleHms

memory NHbopMaLma o namAaTu

mount-points TeKylLLMe TOYKM MOHTMPOBAHMA

policy NHPopmauma o nanke /etc/policy

process-list TeKyLMI CIMCOK NPOLLECCOB

push-daemon NHopMauma o nankax /etc/xdg/push-daemon U
/var/lib/push-daemon

rpms CnMCOK YCTaHOB/IEHHbIX MAaKeToB

screen NHbopmauma ob skpaHe MY

sdjd CobbiTna 6esonacHoOCTH

ssu NHbopMaLma o peno3nTopmax

?YStem‘j ournal- CucTeMHbIN KypHan B dopmaTe JSON

Jjson

system-journal-10g|CycremHbIN }ypHaN B TEKCTOBOM BUAE

system KpaTkaa MHPpopmauma o cucteme:

— PEXMUM SKOHOMMUM aKKYMYIATOPA;
— NnoAakAtoveHne K cetn NMHTepHeT;
— CTaTyC NOAKIOYEHMSA;

— aKTuBHOCTb ceT WLAN

systemboot NHPOopMaLMA O CUCTEMHOM 3arpyske

systemctl CrnnCoK cepBmncoB

systemupdate Jlor o6HOBNEHMA
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4.1.3.2. [eHepauma CMCTEMHOrO oT4eTa
4.1.3.2.1. TeHepauna CUCTEMHOro oT4yeTa ¢ nomoubto M «Terminal»

CUCTEMHbIN OTYET MOXKHO creHepmnpoBaTb B MIT «Terminal» ¢ nomoLbto cneayroumx
KOMaHA.
— reHepaumna CUCTeEMHOrO OT4YeTa C COXPaHEeHMEeM B Nanke /var/reports:

generate-reports.sh true

— reHepauma CUCTEMHOro OT4yeTa C COXPaHEHMEM BO BPEMEHHOW Marnke
/run/reports, KOTopas OyaeT ouulleHa Nocae nepesarpy3kn MY:

generate-reports.sh false

— reHepaumnd 3aLLIVIC|)pOBaHHOI'O CUCTEMHOTIO OT4HETa B yl-(a3aHHOlZ nanke:

generate-encrypted-reports.sh /home/defaultuser/Documents/

MPUMEYAHUE. lMpu HeycnewHon reHepaumm 3awndpoBaHHOro oTyeTa byaet
CO3/aH 0ObIYHbIN CUCTEMHbIN OTYET.

4.1.3.2.2. [eHepauma cMCTEMHOrO OT4eTa C nomMmoLLbto MIT «RypHan»

CUCTEMHbIM OTYET MOXKHO creHepupoBaTtb B M1 «XypHan». MNogpobHoe onmcaHue
reHepaumm CUCTEMHOro otyeTa C nomouwbto MM «XKypHan» npueedeHO B AOKYMeEHTe
AOMTI.10034-02 90 01.

4.1.3.2.3. 3awmnppoBaHHbIN CUCTEMHbIN OTYET

LLndppoBaHne CUCTEMHOrO OTYeTa NMPOUCXOAMT TONbKO C YCTaHOBAEHHbIM Ha MY
KANEHTCKMM cepTuduKaTom. Mpun OTCyTCTBMW AaHHOro cepTudmKaTta, BHE 3aBUCMMOCTU OT
Bepcum OC ABpOpa, CUCTEMHDIM OTYET He byaeT 3andpoBaH.

B OC ABpopa mncnonbayetcs 6104Hoe wndposaHne GOST 28147-89.

LIndpoBaHHbLIN OTYET UMEET CAeayoLMin opMaT: tar.bz.cms.

Mma wndpoBaHHOrO OTYETAa MMEET CAeAytollytd MACKYy: reports-YYYYMMDD-
HHMMSS.tar.bz.cms.

[JononHutenbHo popmunpyetca damn ¢ nHdopmaumen o ceptudmnrkaTe, Nyb6ANYHbIN
KAtOY KOTOPOro Obia MCcnonb3oBaH AnA WwndposaHma otyeTa. OH co3aaeTca paaomMm M MMeeT
bopmaT txt: reports-YYYYMMDD-HHMMSS . tar.bz. txt. Bpema co3gaHuA B Ha3BaHMM Y 3TUX
bainoB naeHTU4YHoe.

Mpumep dpaina c nHbopmaumen:

cat reports-20220329-104949.tar.bz2.txt

BbiBOA, KOMaH/bI:

Subject: OMP Test

Group: developer

Subgroup: regular

Key ID:
7003efe7156bd53a2e88c2cb3c0d43e9786760c53721933dd5052fdaf443dbfb
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OT4eT MOXKHO pacwmndpoBaTb COOTBETCTBYHOLWIMM KAHOYOM UM CEPTUOUKATOM C
nomoubto OpenSSL. Kntou pacwmdpoBkn onpeaensetca B none «Key ID» dpanina dopmara
.txt, pacrmosOXeHHOro ¢ apxMBOM. Takxe noTpebyeTca NOAKMOYMTL FOCTOBbIA ABUMMKOKZ,
NONONHUTENbHO YCTaHABIMBAEMbI B CUCTEMY:

openssl cms -decrypt —-in /home/defaultuser/Documents/reports-20220228-
173753 .tar.bz2.cms -recip system-developer-cert.crt -inkey system-
developer-key.pem -inform DER > reports-20220228-173753.tar.bz2

4.2. NgeHTUdUKaLMA 1 ayTeHTUPUKALUA

4.2.1. Obwana nudopmaumsa

B OC ABpopa peanuM3oBaHa NOACUCTEMA WAEHTUPUKALMM U ayTEHTUPUKALMN,
npeaHa3sHavyeHHada ansa obecneyeHna 0aHO3HAYHOM M HEMNPOTUBOPEYMBOM:

— maeHTndUKaumm obbektos goctyna OC ABpopa (pannos 1 Nanok);

— maeHTMdMKaumm cybbvektoB poctyna OC ABpopa (CUMCTEMHbIX MNPOLLECCOB,
NPOLLECCOB B MPOCTPAHCTBE AAPA, @ TAKXKe NPOLLECCOB UAM MPOrPaMM, 3aMyLLEHHbIX OT MMEHM
nonb3oBaTenen);

— MAEHTUOMKAUMM  yYeTHbIX 3anucern nonb3osaTenen OC Aspopa (C ponbto
aAMMHNCTPATOPA 1 C PONIbIO NONb30BaTENA);

—  ayTeHTMduKaumm nonbzosaTtenen OC ABpopa, KaK C MCMNOAb30BaHWEM
ayTeHTUOUKALMM C NOMOLLbID MNAPONA (XapPaKTEPUCTUKM MApoNs M 3HAYEHUA MNONAUTUKK
naponen, TakMe Kak CNOXHOCTb andaBMTa, AAMHA, CPOKM AENCTBUA WU T.MN. MOTYT ObiTb
M3MEHEHbI aAMUHUCTPATOPOM), TaK U € ucnonb3oBaHnem 20A (nn. 1.4.3.2).

Ons  pabotel ¢ OC ABpopa aAMMHUCTPATOPY NPUCBaAMBAOTCA Caeadytolime
MOEHTUPUKATOPDI:

— cMMBOJIbHbLINM: defaultuser;

— ymncnoson: 100000.

[na BbINOAHEHMA QYHKUMMA aAMWMHUCTPUPOBAHMA MCMONb3YIOTCA MHTEepdenchl
OYHKUMOHANbHbLIX  BO3MOXKHOCTEN  He3onacHoctn  (MPBO) OC ABpopa, KoTopble
npeacTaBAstoT coObOM KOHPUTYPaLUMOHHbIe Ganabl NMO6O KOMaHAbl 060I0YKN.

B OC ABpopa Ans ucnonHaemblx ¢arnos npumeHaeTrca GopmaT, NO3BONAOLLNMI
YCTQHOBWUTb PEXMM A0CTYMNa K CErMEHTaM B aZpeCHOM NpoCTpaHCTBe npouecca. C NOMOLLbHO
seccomp-bpf MOMHO 3aNpeTMTb HEKOTOpble CUCTEMHblE  BbI30Bbl, HanpuMmep:
mount/umount, ptrace, kexec W Ap.

Nna ycunenua 3awmtel MY npn NepBOM BKAOYEHUM PEKOMEHOYeTCA YCTAHOBUTb U
NepmnoanNYeckn N3MeHATb Ko, 6e30nacHOCTN, KOTOPbIN:

— B C/lydae wWudpoBaHMA pasgena € AOMalHUMKM  AMpeKTopuamK  (n. 4.2.2)
nonb3oBatenen Oyaet xpaHuTbcs B LUKS-cnoTe, cooTseTcTBylOWEM WMAEHTUDUKATOPY
No/b30BaTENS;

2PeasniM3aLma KpUNToanroputMos poccuitckoro FTOCT ana OpenSSL.
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— B WHbIX CNy4yasx OyaeT XpaHUTbCA B BMAE CBEPTKM, MONYYEHHON C MOMOLLBIO
anropuTma Kpmntorpadumyeckoro npeobpaszoBaHMa shal.

B uenax npenoTBpalleHMA  HECAHKUMOHMPOBAHHOroO  goctyna kK MY,
dYHKUMOHMpPYtoWwemy nog ynpasneHnem OC ABpopa, Koa 6esonacHoctn (cm. n. 1.4.1)
TpebyeTca AN NOATBEPKAEHMA BbINONHEHWUSA CAEAYIOLNX AENCTBUIA:

— CO3/[aHMA YYeTHbIX 3anmncen ponen;

— HACTPOWMKM NapONbHOM NONUTUKMY;

— 33[1aHKNA OrPaHMYEHNIN BXOAa B CUCTEMY;

— BKJ/IHOYEHMA U HACTPOMKN 2DA;

— 33[aHMA OAHOPA30BOro Napons;

— M3MEHEHMUSA HAaCTPOoeK BNOKMPOBKMY;

— pa3peleHna YyCTaHOBKM cTopoHHero [10;

— YCTaHOBKM SSH-napons;

— aKTUBALMWN N HACTPOMKM peXMMa pPa3paboTumKa;

— MPOCMOTPA AAHHbIX YY4ETHbIX 3aNUCEN;

— cbpoca HacTpoek MY.

MPUMEYAHUE. NoapobHaa nHPopmaLums o 3agaHnm Koga be3onacHOCTU NpuBeaeHa
B AoKymeHTe AIMI.10034-02 90 01.

4.2.2. lndppoBaHue pasgena ¢ AOMaLLIHUMU ANPEKTOPUAMM

B OC ABpopa pa3aen c AOMAWHUMMMKM AUPEKTOPMAMKU WIMPYETCA C MOMOLLBIO
anroputma aes-xts-plain64 512-O6UTHbIM  MacTep-KNKYOM, ANA  XPaAaHEeHMA KOTOPOro
ncnonbayetca LUKS-3aronoBoK, cOCToALWMI U3 caeaytowmx 8 C10TOB:

— 1 cnoT Mcnonb3yeTca y4eTHOM 3anmCbio aAMUHUCTPATOPa;

— 6 C/10TOB AOCTYMHbI CO34aBaeMbIM YYETHbIM 3aMMNCAM MO1b30BaATE/IA;

— 1 cnoT pe3epBUpyeTCa A1A CMEHbI Naponen.

NaeHTMdUKATOP YyY4ETHOM 3aNNCK NONb30BATENA ONPeaensieT HOMeP UCMNONb3YEMOrO
CN0Ta, NPM 3TOM B KaXAOM M3 CNOTOB XPaHMTCA MaCTep-Ktod, WKOPOBaHHbIM Napoaem
COOTBETCTBYIOLLEN YYETHOM 3aMMCKM MNONAb30BaTeNA C nomoubto anroputma PBKDF.
Konnuyectso uTepaumin anroputma noadupaetca TakMm obpas3om, 4Tobbl nmposepka 1
KOMDOMHaLMKM BbINOHANACh NPMBAN3NTENBHO 1 ceryHAY.
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BbinoNHEHME cneayoWmMx AencTBuin Tpebyet
BBOJA KOPPEKTHOro kKoga 6e3omnacHocTM M3 caoTa

LUndpposaHue nHPopmaLm

BaluM Monb3oBaTeNbCKME AGHHLIE LUKS-3arosioBKa, COOTBETCTBYOLLETO
3&UJM¢DOEBH|:\, 9TO O3Ha4aeT 4YTOo ToNbKO v v
a8TOpU30BAHHbIE NONb30BATENN MOTYT NOEHTUPUKATOPY  BbIOPAHHOW  y4EeTHOW  3anucu
NONY4YUTb K HUM focTyn. MNpenoctasneHue
AOCTyna Nonb3oBaTensaM ocylllecTenseTcs nonb3s3oBaTena:
KofioM 6e3onacHoCTM .
Honssosa Rl 1.0 - pa36nowl POBKa AOMallHEN OANPEKTOPUK Npn
3HMe BrroyeHo 34 rpy3 Ke My;

— pa3bnokmposka Ul Lipstick.

Ona otobpaxeHna cTpaHuubl «LLndpoBaHue
MHbOpPMaLMM» (PuncyHok 79) HeobXxoaAnmMo
BbIMONHUTL CAeaytolime AeACTBUA:

— OTKPbITb MEHIO HAaCTPOEK CUCTEMbI KacaHUEM

3Ha4Ka Ha DKpaHe NPUNOKEHNI;
— B nopapasgene «be3onacHoOCTb» KOCHYTbCA

NyHKTa meHto «LndposaHme»
PucyHok 79

4.3. YnpasneHue A0CTyNnom

B OC ABpopa peasin3oBaHbl CAeAyolnme MeXaHM3Mbl YNPaBaeHMA 4OCTYNOM:
— AWUCKPeLMoHHOe pa3rpaHideHne npas goctyna (DAC), (n. 4.3.1-4.3.7) ocHoBaHHOe
Ha C/ieayoLWmMX CYLHOCTAX:
e OUTbI paspeLlleHni;
® CnUCKM KoHTpons goctyna (POSIX ACL) n paclumpeHHble aTpmubyTbl CTaHAapTa
POSIX 1e;
® BO3MOXXHOCTM U/UNN NepeYHn BO3MOXKHOCTEN — capabilities;
— poneBoe pasrpaHMyeHMe AO0CTyNa npeayCcMaTpMBaeT aKTMBaUMIO MNOJIUTUK
6e3onacHocTH (n. 4.3.7), KoTOpble:
® [OCTYMHbI 418 YNPaBAeHNA TO/IbKO aAMUHUCTPATOPY;
e npeaHa3HayeHbl AnAa ynpasneHuma pyHkumamm OC Aspopa.
MOANTUKY  AMCKPEUMOHHOro pasrpaHuyeHma npas goctyna (n. 4.3.1-4.3.7)
PEKOMEHAYETCA NPUMEHATL NPU HEOBXOAMMOCTH:
— paspeLlmnTb AN 3anpeTnTb AOCTYN YYEeTHOW 3anmMcKn noab3osatend K 0b6bekTy ®C
(MM, dann MY, cnyxkba 1 1. n.);
— OrpPaHMYUTb ANA KAaKOro-1Mbo NpoLecca BO3MOKHOCTM BbINMOAHATb ONpPeAeeHHble

NEeVCTBUA.

NMPUMEYAHUE. HacTpoMka MOAUTUMKM AMCKPEUMOHHOIO pPasrpaHnUYeHna npas
[0CTyna AeNCTBYeT TONbKO B OTHoweHun ®C EXT4, koTtopas ncnonbdyetcs 8 OC ABpopa no
ymon4yaHuto. CTaHZapTHbIM Habop npas B BMAe bBUTOBOM Macku nogaepkmeaetca OC ABpopa
ans cnyebHbix PC: tmpfs, sysfs, procfs.
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MpuHUMN  paboTbl MNOAUTUKU  AMCKPELMOHHOro pasrpaHuyeHma npas Ao0CTyna
npeacTaBaeH Ha pucyHKe (PucyHok 80).

MoHuTop obpalleHui

Bce CcMCTEMHbIE BbI30BbLI NPOXOAAT YEpes MOHWTOP 0BpalleHni
ONA Npoeepkn BezonacHocTu

Odfl'l POLECC NONb30BaTENA

[MpocTpaHcTBO
nonb3osatens

MoHWTOpP 0bpalleHni

MpocTpaHCcTBO
aapa

Anpo OC

PucyHok 80

[INCKpeLmoHHOe pasrpaHMyeHne npas A0CTyna OCYLLeCTBAAETCA KaxK/abli pa3 npu
nonbiTke obpalweHns cybbekTa K O0OBEeKTy, Npu 3TOM 00e CYLHOCTM coaepskaT
COOTBETCTBYIOWME aTPUOYTbl 6€30MacHOCTM, NpUHAANeXaWMe ANCKPELMOHHOM MOAENN.
Anpo OC ABpopa npoBepseT ypoBeHb A0CTyna, 6a3upyolmMinca Ha AaHHbIX aTpubyTax C
OZHOW CTOPOHbI M MpPaBMIaMK pasrpaHnyenmna goctyna (MP/) c Apyroin CTOPOHbI.

[NCcKpeumoHHoe pasrpaHnyeHme npas AOCTyna MO3BOASET BAaAesbly OObeKTa
onpeaenaTb, KTo 061aaaeT NOSTHOMOYMAMM OCYLLECTBAATL AOCTYN K OOBEKTY.

Cybbektamm B peannsaumm AMCKPELMOHHOro pasrpaHiMyeHMa npas JA0CTyna
BbICTynatoT 06bluHble npoueccbl OC ABpopa, KOTopble MNpeAcTaBieHbl MNPOrpammHOM
CTPYKTYpOM AApa task struct.

Bce HWKeMmeHOBaHHble CYLLHOCTM, TaKMe Kak 0bbluHble dainbl, darabl MY (Kak
ON104YHbIE, TaK M CMMBO/IbHbIE), ANPEKTOPMK, dali/ibl COKETOB (MaMnoB) C TOYKM 3peHMUA
NMCKPELUMOHHOro pasrpaHuyeHma npas goctyna sapa OC ABpopa ABAAKOTCA 0ObeKTamu
0CTyna, cnefloBaTeNbHO, TaKyKe NonaaatoT noa, AeNCTBME NONUTUK Pas3rpaHUYeHmns.

ATpnbyTbl CcybbEKTOB [A0CTyna MCMNOMAb3YOTCA ANA OCYLLECTBNEHMA peLleHui
NONINTUKN ONCKPELIMOHHOTO pa3rpaHMYeHma npas A0CTyna. B KayecTBe AaHHbIX aTpubyToB
nna cybbekToB AOCTyNa (NpoLLeccoB) 06A3aTeNbHO NPUMEHATCA caeayoume:

— 30dEKTUBHbBIN MAEHTUPUKATOP (YMCNo) Bhagensla npouecca (PID);

— 30EKTUBHbBIN MAEHTUPUKATOP (YMcno) rpynnbl npouecca (GID);

— MeTKa BO3MOXHOCTU MM BO3MOMXKHOCTb (capability) ctaHaapta POSIX.1e;

— Y/IeHCTBO npolecca B AOMNOJAHUTENbHbIX (HE OCHOBHbIX) rpynnax (npu
Heobxo4MMOCTH).
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YKa3zaHHble aTpubyTbl CyObeKTa AOCTyNa XpaHATCA B MPOrpaMMHOM CTPYKType sapa
task structc M OLUEHMBAIOTCA CUCTEMHbBIMW BbI3OBAMMU.

ATpnbyTbl 06bEKTOB A0CTYMa TaKKe MCMOAb3YKTCA ANA OCYLLECTBAEHMA pelleHUi
NONINTUKN ONCKPELIMOHHOIO pa3rpaHMYyeHmns npas A0CTyna. B KayecTBe AaHHbIX aTpmbyToB
obbeKTa A0CTyNna NpMMeHATCA caeayolme:

— BNageney 06bekTa;

— BNlageneuy, rpynnbl 06beKTa;

— 6uTbl NpaB AOCTYNa;

— [OOMNONHUTENbHbIE aTPMOYTbl CMMUCKOB KOHTPOAS A0CTyna B COOTBETCTBMMW CO
ctaHaaptom POSIX.1e ACLs.

ATpnbyTbl 06BEKTOB AOCTyNa COXpaHATCA M yumTbiBatoTca aapom OC ABpopa, a
TaK)Ke XpaHATCA B MHAEKCHbIX AeckpunTtopax PC, paamelleHHON Ha AMCKOBOM NPOCTPAHCTBE
MY.

MpaBunaa AMCKPELMOHHOrO pasrpaHMyYeHns Npas A4OCTyNa onpeaenstoT:

— KaKMM 06pa3oM KOHKPETHbIN NMpouecc (CyObeKT) MOXKEeT OCYLLeCTBAATb MOMbITKY
Noly4eHns A0CTyna K 06beKTy, OCHOBbLIBAACH Ha YKa3aHHbIX Bbille aTpmbyTax 6e30nacHOCTY;

— KakuMm obpasom M Npu KaKkuMx ycnosuax aTpubyTbl He3onacHOCTM cybbekTa U
00beKTa NPUHUMAIOT HOBbIE 3HAYEHMUS.

4.3.1. Obulee onncaHne NpuBUIErnin

MpuBunerva nporpaMmmbl HasmMpyeTcs Ha CAeaytollmx 3Ha4veHuax aTpubyTos
npouecca:

— aTpubyT apdpekTnsHoro UID (PID);

— aTpubyT apdeKkTUBHOM rpynnsl npouecca (GID);

— Habop (CnNMCOK) YneHcTBaA AOMOMHUTENbHLIX TPYNN npouecca (Npu Hanuydmm),
KoTopble cybbeKT AocTyna (Mpouecc) umeeT B Ntoboe Bpems XKM3HEHHOIO LMKAA.

Jllobon  npouecc ¢ 3addeKTMBHbIM  naeHtudurkatopom 0 cuymTaeTca
NPUBMAETMPOBAHHBIM M 00NadaeT  BO3MOMKHOCTbO  HE  MPUMEHATb  MOAUTUKY
AMNCKPEUMOHHOTO pasrpaHnyeHna npas goctyna 8 OC Aspopa.

YyeTHan 3anuncb cynepnoanb3oBaTesa accoummnpoBaHa c naeHtudurkatopom 0. OaHakKo
TexHuveckn agpo OC ABpopa onpeaendeT y4YeTHble 3anncK Noab30BaTeNEN MO YMCAOBbIM
naeHTUPUKATOpPaM, CNeaoBaTENbHO, TEXHWUYECKM BO3MOMHO WMMETb YYeTHYK 3amnucb
nonb3oBatens C uaeHtudmkatopom 0, obnagatollero  MMeEHeEM, OTIMYHbIM - OT
cynepnosab3oBaTens.

Kpome Toro, agpo OC ABpopa MMEET COOTBETCTBYIOLWMA MEXAHU3M OLEHKM MPaB,
H6a3unpyrowminca Ha TpeboBaHMAX OTKpbITOro ctaHaapTa POSIX1.e ACL ans cnMCKOB KOHTPOAA
[0OCTyNa M BO3MOMHOCTEMN (capabilities), KOTOPbIM TakKe MO3BOASET MNPeoaoneBaTb
OrpPaHNYeHMA NONUTUKN AMCKPELMOHHOIO pasrpaHMyeHna npas A0CTyna Ana cybbekTa C
aTpnodyTom appeKTmBHoro naeHTudmnKaTopa 0.
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[MoCKONbKY A5 BbIMOJIHEHMA NPOBEPKM NPaB AOCTyNa NPoLecchl pa3aenatoT Ha Ase
KaTeropmn: npusuaernposaHHble (ID addekTMBHOro nonb3oBatens paseH 0, Kak vy
cynepnonb3oBaTensa) u HenpusuaernpoBaHHble (ID apPeKTMBHOro Nonb30BaTeENA HE pPaBeH
0), ANA NPMBUNETMPOBAHHbIX MPOLLECCOB BbIMONHAOTCA HE BCe NMPOBEPKM NpaB B A4pe, a ANA
HENPUBMNETMPOBAHHbIX MPOLLECCOB  BbIMOMHAETCA MO/HAA MNPOBEepKa Ha OCHOBe
BO3MOXHOCTelM npouecca (0bblyHO 3ddekTmBHOro UID, adpderktnsHoro GID M cnmcKa
NOMNONHUTENbHbIX Tpynn).

B aape OC ABpopa BCce NPUBUAETNK, CBA3AHHbIE C CYNepnoab30BaTeNnem, pasaeneHsi
Ha HECKO/NIbKO 4acCTel, Ha3blBAEMbIX BO3MOMHOCTAMWU (capabilities), KOTOpPblE MOMHO
paspellatb M 3anpellatb He3aBMCMMO Apyr OT Apyra. BO3MOMKHOCTM TaKKe ABAALOTCA
aTPMOYTOM HUTW.

Hanpumep, ecnmn Kakon-nnbo npouecc nbiTaeTca co3aaTb cneunanbHblii dann MY,
MCNONb3ys ONA 3TOr0 CUCTEMHbIM BbI30B mknod (), Aapo OC ABpopa NMOMMMO MPOBEPKM
NMCKPELMOHHbIX NPaB BbINONHAET ceaytolmMe A0NONHUTEbHble NPOBEPKMU:

— paBHO an O 3HadeHne 3ddeKTMBHOro naeHTUdPMKaTopa npouecca (cybbekTa
nocTyna);

— pa3pelleHo M npoueccy co34aBaTb cneuyanbHble @aribl € NMOMOLLbO
COBEpLIEHMA COOTBETCTBYHOLLETO CUCTEMHOIO BbI30Ba.

OC ABpopa obecneumBaeT 414 MNOAMUTUKM AUCKPELMOHHOTO pasrpaHnMYyeHma npas
[0CTyNa NpUMeEHeHMe caeayroLLMx CBOMCTB:

— NPUHYAUTEeNbHAA peann3aumsa noaydeHma cybbektamum (npoueccamm) AocTyna K
00beKTaM TO/IbKO B PamMKax NoAHOMOYMM, onpeaenaembix MP/A;

— HanmMyme cnocobHOCTM onpenenatb (HasHavaTb) MOAMTUKY AOCTyna TOAbKO ANA
CyOBEKTOB, MMEIOLLMX Ha 3TO NpaBa, Kak onpeaeneHo NOANTUKON MONHOMOYNI ANA HUX;

— OTCcyTCTBME NtOObIX OrpaHMyeHnin ans cybvekta, umetrowero naeHtmdurkatop O.

ATpnbyTbl  AMCKPELMOHHOro  pasrpaHuyeHMa npas  JOCTyna  CBA3bIBAtOTCA
HenocpeACcTBEHHO C 0ObEKTOM A0CTYMNa B MOMEHT ero cosaaHua. [lencrame sTnux aTpnuobyTos
PaAcnNpoCTpaHAEeTCA Ha OObEKT A0 ero YHUYTOXKeHUs Nnbo 40 Tex Mop, Noka aTpubyTbl He
OyayT U3MEHEHbI.

ATpubyTbl CYLECTBYIOT M AeNCTBYIOT Ans nboro tmna obbeKkTa, XpaHATcA B
MeTaZaHHbIX $ainioB 1N peann3oBaHbl B BUAE CAeAyoLWMX CYLLHOCTEN:

— OuTbl pa3pelweHnin (basosble aTpPUOYTHI);

— CNUCKKM KoHTpona goctyna (ACL 1 paclimMpeHHble aTpubyThl);

— BO3MOXHOCTU (capabilities).

CybbeKkT, naeHTMOUKATOP KOTOPOro coBnadaeT C WAeHTUPMKATOPOM Biadenbla
0O6beKTa, MOXET M3MEHATb aTPMOYTbl 0OBbEKTA, BKAtOYana Ha30Bble M paclUMpPeHHble BUTbI
npaBs (3a UckAtoYeHnem cnyyaes, koraa PC HaxoAMTCA B PeXKMME KTONbKO AN YTEHUAY).
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NMPUMEYAHUA:

v' BO3MOMKHOCTb M3MEHATb BNaAenbLa obbeKkTa  AOCTyMHa  TO/bKO
Cynepnosib30BaTesNto;

V' BO3MOMKHOCTb M3MEHATbL rpynny o6beKkTa orpaHnmyeHa ToNbKO 414 BAafesbla v
nna nonb3osatens c naeHTudunrkatopom O (cynepnosib3oBaTens).

B cnyyae Heo6xoAMMOCTM NPUCBOUTL (M3MEHUTL) HOBbLIN NAEHTUOUKATOP FPYNMbl ANA
0ObeKTa, OH A0/KEH COBMaAaTbh C TEKYLIMM 3HAaYEHMEM OCHOBHOW rpynnbl cybbekTa nan
ABNATLCA 3HAYEHNEM TPYMMbl, Y1EHOM KOTOPOW ABNAETCA CYyDOBEKT.

Cynepnonb3oBaTesib YNOAHOMOYEH oOnpeaenatb A0byto rpynny Ana 0OBbEKT],
M3MEHATb BARadenbla W Nobble OUTbl MNpaB, BKAYAA paclIMpeHHble aTpubyTbl U
BO3MOXHOCTMW.

CTaHaapTHbIM Habop npaB AO0CTyna peann3oBaH B Buae OMTOBOM MacKM npas,
HaNaraembIx Ha Kaxkabll MAEHTUOUUMPOBAHHBIM 0O6beKT. JaHHbIN CTaHAAPTU3MPOBAHHbIM
NOAX0J M CTaHAAPTHbIM MexaHu3m, peanmsyembln OC ABpopa, onpeaeneHbl B TEKYLLEN
cneundumraumm UNIX.03.

NHanBMayanbHble OUTbI NPaB MCNOAL3YIOTCA AN YKa3aHMA NpaBa Ha 4TeHue
(r nan 4), 3anuncb (w nan 2) nam sBbinonHeHne (x nam 1). OHK onpeaensatoTca OTAENbHO ANA
BNagenbla obbeKkTa, rpynnbl, K KOTOPON MPUHAANEKUT ODBEKT M BCEX OCTaNbHbLIX, T.€.
CyOBbEKTOB, MAEHTUOMKATOPbLI KOTOPbLIX HE COBMAAAOT HU C MAEHTMOUKATOPOM BNaLeNbLa,
HWN C TEKYLWMM MAEHTUOUKATOPOM rpynnbl 06beKTa.

4.3.2. MO c NoBblWEHHbIM YPOBHEM NPUBUAETNI

Mporpammsbl, YHKLMOHUPYIOLLME B CUCTEME W  MCMNO/Mb3YIOLIME MNOBbILLIEHHbIN
YPOBEHb NPUBUAETNIA, MOTYT ObITb pPa3aeneHbl Ha 3 TUNa:

— Mporpammel nnn CUCTEMHbIE CNy*bbl, 3anylLeHHble CMCTEMHbBIM
MHULMANAN3ATOPOM MM A4POM. Hanpumep, NporpaMmsbl systemd MAN crond;

— MPOrpammbl, 3anylleHHble OT MMEHW Cynepnoab30BaTeNA C Lebl BbINOJHEHWA
OYHKUMIA  aAMUHUCTPUPOBAHMA UMAM  0bBCAy)KMBaHMA. Hanpumep, 3anyck nporpammbl
iptables 4214 ynpasaeHna M3;

— MNPOrpammbl,  MMelUIMe  YCTAaHOBAEHHbIM  3QEKTUBHbIM ~ BUT  CMEHDI
naeHTUPMKaTopa (setuid), ecam OGUT yKasbiBaeT Ha MPUHAANENKHOCTb MO/Ib30BATENO C
naeHtTuourkatopom O.

Takmm o6bpasom, Bce [10, KoTopoe paboTaeT B cucTeme, TpebyeT Hann4yma
NOBbILLIEHHbIX MPUBUAETNI U COAEPHKNT NN PEANN3YET TE UK UHble QYHKLMM Be30nacHOCTY,
MOMKHO OTHECTU K QYHKLMOHA/bHbIM BO3MOMKHOCTAM bHe3onacHoctn (PBO) nmbo NPBEO
OC Aspopa.

OcTanbHoe 0O, paboTatollee B CUCTEME C MOBbIWEHHbIMK NpuBMAerMamm nnbo bes
HaNMYMA TAaKOBbIX, MPWU 3TOM He peanmaytollee HUKAKMX QYHKUMIM Be30nacHOCTM, ABNAETCA
He ®BO nam NOBO, a HenpueuaernposaHHbim 0.

B KoppeKkTHO obcnymBaemon cucteme nwoboe HenpusuaermpoaHHoe [10
HaxoguTtca noa aenctenem OO0 OC ABpopa M HE MMEET BO3MOMKHOCTWU BbIMTU M3-MOA ero
nencrtema. OQHAKO Npu 3TOM NpeanonaraeTca, 4to Atoboe HenpusuaernposaHHoe 0O He
AB/IAETCA AOBEPEHHbIM.
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MpueunermposaHHoe N0, KoTopoe He coaepKnt ®BO (Hanpmumep, BHELLIHME MOAY NN
YPOBHA fA4pa, peanusyloline onpeaeneHHble  GYHKUMKW, K NpuMepy NOAAEPHKKY
cneumnanm3mpoBaHHOro 0bopyaoBaHMA), AOMKHO ObiTb  HAAEXHO WM30AMPOBAHO OT
MCNONb30BaHMA ¢ nomolubto PBO OC ABpopa 415 NpeaoTBpaLLeHMA A0CTyNa K Hemy B 06xof,
TpebyembiX NMOTHOMOYN.

4.3.3. CTaHAapTHble BUTbI NpaB 40CTyNa

B OC ABpopa peannsoBaHbl 3 Habopa no 3 H6uTa, KOTopble onpeaenatoT NOANTUKY
[0CTyna K 06beKTy ANs 3 KaTeropuin nonb3osatenen (cybbeKTos):

— nonb3oBaTeNb-BNagenel, obbekTa;

— MNONb30BaTeNM, BXOAALLME B TPYNny, K KOTOPOM NPUHAANEKUT OO BEKT;

— BCe OCTa/IbHble N0Nb30BaATENN (HEe BXOAALLME B YKa3aHHOE MHOMECTBO).

3 6buTa B Kakaom Habope onpeaenatoT NpaBa AOCTyNa ANA Kaxaoro nonb3osaTens,
cocToALlero B 1 M3 yKa3aHHbIX Bbllle KaTeropuit. Mpun aTom:

— 1 6uT otBOAUTCA ANA uYTeHMA (r uam 4), KOTOpoe PaccMaTPMBAETCA KaK MOTOK
NaHHbIX OT 0bbeKTa (Ppaina, KaTanora) K cybbekTy (Npouecc, NoNb3oBaTeNb);

— 1 6uT oTBOAMTCA ANA 3aNUCK UNK yaaNeHua (w UAK 2), KOTOpPoe paccMmaTpuBaeTca
KaK MOTOK AaHHbIX OT cybbekTa (npouecc, noab3oBaTenb) K 06bekTy (dbakn, Katanor);

— 1 6ut otBOAMTCA ANA MCMONHEeHMA (x nam 1), KoTopoe paccmaTpuBaeTCs Kak
NPOLLEeCC 3arpy3Kkn B ONepaTUBHYO NamATb TEKCTA NPOrpPammbl M CNeaoBaHUE MHCTPYKLMAM
GYHKLUMIM NPOrpammbl, MOSTOMY KaKabl CyObEKT Moay4aeT AOCTYN K KaKAOMy ODOBEKTY,
6a3npysacb Ha KOMBUHALMK 3TUX BUTOB.

Hanpumep:

— rwx — ONpeAensieT npaBa Ha COBeplUEeHME BCeEX onepauuin (4TeHue, 3anucb U
BbINO/IHEHME);

— r-x —onpeaenaeT NpaBa TO/bKO Ha YTEHWE U BbINOIHEHME;

— r —onpeaenseT NpPaBo TONbKO Ha YTEHME;

— ---—onpeaenaeT oTcyTCTBME Nt0OLIX NPaB AOCTYNa.

Mpu NonbITKe A0CTyNa cybbeKkTa K 06beKTy pelleHne o NpeaoCcTaBaeHnM A0CTyna Uan
OTKa3e B A0CTyne 6a3npyeTca Ha caeayoLlem aaropuTme:

— ABNAETCA M MAEHTUPUKATOP Nonb3oBaTens (cydbekta) pasHbim 0. Ecav aBnsaeTcs,
NPUHMUMAETCA peLleHne O rapaHTMPOBaHUK N0OOro AOCTyNa Ha YTeHMe/3annch, MrHOPMUPYS
O6uTbl Npas. [loCTyn Ha BbINOJHEHME TaKKe rapaHTUPyeTca Aas 3TOro uMaeHTUdMKaTopa
cybbeKTa, ecnm OUT NCNONHEHWUA CTOUT XOTA Dbl ANA KaKoro-Hnbyab cybbekTa. JansHenwme
NPOBEPKM NPOM3BOANTLCA He ByayT,;

— ecnnm mnaeHTUGUMKATOp  cybbekTa  AOCTyna  COoBMagaeT € YKa3aHHbIM
MOEHTUPUKATOPOM BRadenbla o0bbekTa, a OWTbl pa3pelieHMin  YCTaHOBAEHbl B
onpeaeneHHble 3HAYeHUs, pelleHne o A0CTyne WMAM OTKale B A0CTyne byaeT nNpuHATO B
COOTBETCTBMW CO 3HAYEHUAMM BUTOB. [JanbHenlLMe NPOBEPKU NPOMU3BOANUTLCA He By ayT;
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— ecnu naeHTMdMKaTop 04HOM 13 rpynn cybbeKTa A0CTyna (NepBMYHON UAK NtobOoM
Apyron) coBnagaer Cc WAEHTUPUKATOPOM rpynnbl obbeKkTa AocTyna, a OuTbl npas
(pa3peleHnin) ans rpynnbl YyCTaHOBAEHbI B Kakoe-11Mbo 3Ha4YeHue, pelleHne o AoCTyne Unm
OTKase B gocTyne byaeT MPUHATO B COOTBETCTBMM CO 3HavyeHusamM BuToB. [danbHenlume
NpOBEpPKM NPOM3BOANTLCA He ByayT,;

— eCcNn naeHTUPUKaTop cybbekTa A4OCTyNa MAM MAeHTUPUKATop Ntobon 13 rpynn, B
KOTOPOWM COCTOMUT CybbeKT A0CTyna, He COBMaZaeT CO 3HaYeHMAMM aTpnbyToB BAagenbLa U
rpynnel Ans obbekTa AOCTyNa, OUEHMBAOTCA 3HaYeHMA BMTOB NpaB ANA 0ObeKTa COrnacHo
KaTeropmMm WHbIX NONb3oBaTenen. Ecam 6uToBas MacCKa npaB ANA KATEropmm  MHbIX
No/Nb30BaTeNeN yCTaHOBAEHA B Kakoe-nMbo 3HayeHue, peleHne o A4OCTyne NpUHUMAaeTCA
COMN1aCHO YCTAHOB/IEHHbBIM B HEM 3HAYEHMAM M CybbeKTy NpeaoCTaBAAETCA AOCTYN K OOBEKTY.

MPUMEYAHUE. Ecnm HMKakoe W3 OMWCAHHbIX YC/NOBMA HE BbIMNOJIHEHO U
naeHTMdmKaTop cybbekTa AocTyna He paseH 0, nonbITKa AocTyna 610KMpyeTcA.

4.3.4. PacwumpeHHble aTprbyTbl M CMUCKU KOHTPOASA A0CTyNa

OC ABpopa NoAJep*KMBaeT pacluMpeHHbIM MexaHn3m (aTpnbyTbl) OOBEKTOB, a TaKKe
CMUCKN KOHTPONA A0CTyNa B COOTBETCTBMK C TpeboBaHuamm ctaHaapTa POSIX ana ®C EXTA4.
[aHHbI MexaHM3M NO3BONAET CUCTEME NPeOCTaBAATb Hanbonee TOHKO CTPYKTYPUPYEMbI
[0CTYN CyDBHEKTOB K 0OBEKTAM.

K nepeyHto paclimpeHHbIx aTpubyToB OTHOCATCA CaeaytoLlme:

— A - (no atime updates) BpemAa NOJAy4YeHMA AOCTyna K danny He byaet
0H6HOBNATLCSA, YTO BNAroNPUATHO NOBAMAET Ha NPOM3BOAUTENBHOCTL PC B CyYae CAMLWKOM
YyacTbix 06paLleHunit K dpanny;

—a - (append only) B ®aln MOXHO TONbKO AOMUCHIBATb, HO HENb3S
yaanate/nepeMmeHoBbiBaTh  (yA06HO Ans coobuieHnin o cobbitmax). Ecam  atpubyt
YCTaHOB/MIEH Ha KaTa/or, TO HaxoAsuwmeca B Hem alibl HeNb3A YAANATb, MOXKHO TOJIbKO
C03/aBaTb HOBblE U MOANDULIMPOBATL CYLLECTBYHOLLME;

— ¢ - (compressed) A4p0 NPON3BOAMT NPO3PAYHOE CKaTUe MHDOPMaLMM dainna
Ha JWUCKe, a NpuY A0CTyne BO3BPALLAOTCA HEeCKaTble JaHHbIE;

— D - (synchronous directory updates) Npu MOANPUKALUN ANPEKTOPUM
M3MEHEHMNA CUHXPOHHO 3aMMCbIBAOTCA Ha ANCK;

—d - (no dump) WUrHOPMPOBATb NPWU CO3AAHUN PE3EPBHOM KOMUM NPOrPammMo
dump;

— i - (immutable) 6OMT, 3anpewatowmin nobsvie M3meHeHma darnna (yaanatb,

neperMmeHoBbIBaTb M MOAUPULMPOBATL). Ecnmn aTpubyT yCTaHOBAEH Ha AMPEKTOPUIO, TO
HaxoZAlmMeca B Hel dalnbl MOXKHO MOAMDULMPOBATL, NPU 3TOM YAANATb UAW CO34aBaTb
HOBble $alibl HEBO3MOKHO;

—3j - (data journalling) ecam PC CMOHTUPOBAHA C MapameTpammu
data=ordered WM data=writeback, AaHHble daiina c 3TMM aTpmMbyTOM COXpaHAtOTCA
CHayvana B *KypHan ®C, n nmwb 3aTem B darin. ATpnbyYT ycTaHaBAMBAETCA M CHUMAETCA TOJIbKO
cynepnosib3oBaTeNeM 1 He AEeMCTBYET NPM MOHTMPOBAHMK C MAaPaMeTPOM data=journal
(T.K. B 3TOM C/ly4ae AaHHble TaKXKe COXPaHAITCA CHayana B KYpHan M atpmbyT He nmeet
CMbICNa);
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— s - (secure deletion) NoAHOe yaaneHwe danna (Mecto Ha AMCKe, rae OH
HaxoAMACA, 3aNONHAETCA HYASMM);
— S - (synchronous updates) nNpAMaa 3anucb Ha AMCK Oe3 K3WMpoBaHMA

(obHOBNEHME B dalinie NPOUCXOAMT Ha AMCKE CUHXPOHHO ¢ MI1, M3MEHAIWMM AaHHbIN
daiin);

— u - (undeletable) Npu yaaneHnn damna c TakKMM aTpMOYTOM ero coaepKnumoe
COXPaHAETCA, YTO MO3BOMAET YCMELWHO MCMNO/b30BaTb MHCTPYMEHTbI A1A BOCCTAHOB/EHMA
yAaneHHbIx Gannos;

— T — KaTanor C TakKMM aTpubOYTOM CUYMTAETCA PACMONOMKEHHbIM Ha BepLIMHE
Mepapxnm ANPEKTOPUI C LENbIO MCNONb30BaHMA MeToaa pacnpeaenenma 6aokos Opiosa;

— t — B KOHel, ¢arna c TakMm aTprubyToM HEBO3MOXKHO NMPUCOEANHUTL APYron Gamnn
(tail-merging). Ha MOMEHT HanucaHus ext2 1 ext3 He NnoAdepPKMBanM tail-merging (He
CYMUTAN SKCNEPUMEHTANbHbIX NaTYEN);

— E — VYKas3blBaeT Ha Haanmume ownbok npu cxatmum ¢anna. HeBO3MOKHO
YCTaHOBUTb/CHATb C MOMOLLbIO chattr, MOXHO /NLWb NPOCMOTPETb KOMAHAOM 1sattr;

— e — yKa3bIBaeT, 4To daln McnonbayeT AOMNONHEHMA ANA pa3melleHns 6J10KOB Ha
AUCcKe. HeBO3MOXHO YCTaHOBUTL/CHATb C MOMOLLbIO chattr, MOXKHO /MLIb MPOCMOTPETH
KOMaHAoM lsattr;

— I — YKa3blBaeT, YTO KaTanor 6bl1 NPONHAEKCMPOBAH NPU MCNO/b30BAaHUM htree.
HeBO3MOMKHO YCTaHOBUTL/CHATL C MOMOLLBIO chattr, MOXHO NLb MPOCMOTPETb KOMaHAO0M
lsattr;

— H — YKa3blBaeT, 4To $ain xpaHuT ceon 610KM B eamHmnuax OC, a He B egMHMLIAX
CEKTOPOB, 3TO O3Ha4yaeT, 4YTo daln nmeeT pasmep bonee 2TB (MAM Koraga-To 3aHUMan).
HeBO3MOMKHO YCTaHOBUTL/CHATL C MOMOLLBIO chattr, MOXHO NLLb MPOCMOTPETb KOMaHAO0M
lsattr;

— X — YKa3blBaeT Ha Ha/M4Me BO3IMOKHOCTM MONAYYUTb NPAMOM HENOCPEACTBEHHbIN
[OCTYN K CKaToMy dainy. HEBO3MOXKHO YCTaHOBUTL/CHATL C MOMOLLbIO chattr, MOXHO NLLb
NPOCMOTPETb KOMaHAOM lsattr;

— Z—YKa3bIBaET, YTO CXKaTbl Gpaln is dirty. Henb3a ycTaHOBUTL/CHATL C NOMOLLbLO
chattr, MOXHO NMLWb NPOCMOTPETb KOMAHAOM 1sattr.

MpocmoTp aTpmbyToB ocylecTsaaeTca ¢ nomoubto MPBO 1saatr, a yCTaHOBKA UK
MoandUKauma ocyllectTeaseTca ¢ nomoulbto MPBO chattr. Mpu aTOoM aTpmbyTbl ANA
0OBbEKTa COXPaHAITCA B MeTaAaHHbIX 06beKTa (i-node) PC EXT4.

PacwmnpeHHble aTpnbyTbl ACL cogepaT cneaytoLlyto nHbopmaumto:

— NpKW3HaK (MeTKa) TMNa 3Ha4YeHMA CNMCKa KOHTPOA A0CTyna;

— yTOYHSAOLLee 3HaYeHme (YTOYHAET npeablayLinin NPUsHakK);

— Habop npaB, KOTOpbIM onpeaenseT AWUCKPEeUMOHHble npaBa Ans CyObekTa,
MCNONb3YA CHa4yana NPM3HAK TMMa, a 3aTeEM €ro YTOYHAOLLEee 3HaYeHMe.
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CyLLeCTBYIOT CeytoLLMe NPU3HAKM:

— ACL_GROUP — onpezenseT BO3MOXHOCTb A0CTyna ANnA cybbekTa, y KOTOpOoro
naeHTUGUKATop rpynnel (Man ntoboM N3 NAeHTUGUKATOPOB rpynnbl CyObeKTa) coBnagaeT co
3HaYeHMeM, YKaszaHHbIM A8 rpynnbl B CMMUCKE KOHTPOAA A0CTyna OObeKTa B KayecTse
YTOYHAIOLLLErO 3HAYEHUS;

— ACL_GROUP_OBJ — onpefenseT BO3MOXKHOCTb AOCTyNa ANA CyObeKTa, y KOTOpPOro
naeHTUPUKATOp rpynnel (MAn NtoboM N3 NAeHTUGUKATOPOB rpynnbl CyObeKTa) coBnagaeT co
3HaYeHnemM naeHTudmKaTopa rpynmnbl 06bLEKTA;

— ACL MASK — onpefendeT MaKCMMasbHO BO3MOXHOe 3HaveHwe BUTOB npasB A4
rpynnbl Uan rpynn;

— ACL_OTHER — onpeAenaeT npaBa A0OCTyna ANA CyObeKToB, KOTOPble HE MOTyT ObITb
COOTHeceHbl C NtobbIM 3HaYeHUEM WAEHTUPUKATOPOB, YKA3aHHbIX B CNWUCKE KOHTPOAA
nocTtyna;

— ACL_USER — onpeZendaeT npasa Ana cybbekTa, naeHTMPMKaTop KOTOPOro yKkasaH
KaK yTouHAtoLLee 3Ha4YeHMe Baaebla 06beKTa;

— ACL USER OBJ — OnpefendeT npaBa AoCTyna AnAa obObekTa, naeHTudukaTop
KOTOPOro coBnafaeT Co 3Ha4YeHnem Bnaaenbla obbekTa.

YTouHAOWEe 3HaYyeHMe — 3TO 3HayeHue, Tpebyemoe MNpM3HaKOM ACL GROUP U
ACL USER. OHO MOXeET coAepKaTb MAEHTUPMKATOP NONb30BATENA MW FPYNMbI, 418 KOTOPbIX
byaeT NPUHUMATLCA pelleHne o NpeaoCTaBAeHNM A0CTyNa B COOTBETCTBUN C BMTamM Npas.

MpaBa AoCTyna ANs CNMCKOB KOHTPOAA [A0CTyna ACL — CYWECTBYHOT KaKk OWUTbl
3HaYeHU NpaB, 03HaYaloLWMX YTeHMe (r), 3anucb/yaaneHne (w) Uan BbiNnoAHEHME/MOUCK (x).

OTHOWIEHMA, BO3HMKALOLWME NPU NMPUHATUN PELIEHNI B MOMEHT CpaBHeHMA Ba30BbIX
npaB (BUTOBON MACKM) U PaCLIMPEHHbIX NPaB (CNMCKOB KOHTPOAS A0CTyna), COCTOAT B
cnenytoulem:

— CMWCOK KOHTPONA A0CTyna ACL cymTaeTcA o006A3aTeNbHbIM MAN MMHMMA/IbHO
HeobxoAMMbIM ANA TMNOB ACL_USER_OBJ, ACL GROUP OBJ M ACL_OTHER;

— TvNbl ACL GROUP MAM ACL_USER CYMTAIOTCA PACLUMPEHHBIMM M OLLEHUBAOTCA NpU
CENVCIZIZE

— MO YMOANYaHUIO (ecn He yKa3aHo MHOoe) TMN ACL USER OBJ, ACL GROUP OBJ U
ACL_OTHER NPUHUMAIOT 3HayYeHuA, coBnaaatolime ¢ 6a3oBbiM 3Ha4YeHnem BUTOBOM MaCKu
BNaeNbLa M rpynnbl 0ObEKTa;

— €CNIM YKa3aHbl YTOYHAIOLWME 3HAYEHNA ANA TMNOB ACL GROUP M ACL USER, KaK
MUHUMYM OAHO 3Ha4YeHWe TMMa ACL MASK AO/MKHO ObITb yKazaHo. MHaye Tmn ACL MASK
TaK)Ke cymTaeTca Heoba3aTebHbIM, M ero 3Ha4YeHe MOXKET ObITb He yKa3aHo.

[MpoBepKa pacliMpPeHHbIX NpaB Npu onpeaeneHnn MNonbITKM A0CTyna CyObeKkTa K
00bEeKTY, Ha KOTOPOM YCTAHOBAEHblI paclWuMpeHHble aTpubytbl ACL, npoucxoauT no
cnenytoLlemy anropuTmy:

1) EC/IN: naeHTMdMKaTOop cybbekTa A0CTyna COoBMaZaeT C MAEHTUPUKATOPOM
BNajeNbLa 06bekTa 40CTyNa;
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TOlA: oLeHMBAOTCA 3HAYEHMA 3aMNPOLLEHHbIX NPaB, YCTAHOBNEHHbIX B 0Obeme And
TMNa ACL_USER OBJ, 1 CyDbeKT NosyyaeT AOCTYyN K 06beKTy B 06beMe yKa3aHHbIX Npas;

NMHAYE: nocTtyn 61oKkmpyeTcs;

2) ECNIN: npaeHTUdMKaTOp cybbeKkTa A0CTyna coBnagaeT C /obbiM  YKa3aHHbIM
naeHTMdMKaTopom Bnagenbla obbekTa 40CTYNa, YNTOMAHYTbIM ANA TUNa ACL USER;

TOlOA: oueHMBatOTCA 3HaAYeHMA 3aMNpPOLLEHHbIX MpaB, YCTaHOB/EHHble B o0bbeme
CHayana Ana tmMna ACL USER, a 3aTeM A1A TMna ACL MASK, U CyDbeKT noayyaeT AOCTyn K
00beKTY B 06beMe yKa3zaHHbIX NPas;

NMHAYE: nocTtyn 6aokumpyeTcs;

3) EC/ZIN: ocHoBHOM MAM 006aBOYHLIN MAEHTUDMKATOP rpynnbl cybbekTa A0CTyNa
coBMNaaaeT c NtobbIM yYKa3aHHbIM MAEHTUDUKATOPOM rpynnbl 0ObEKTa A0CTYNA, YNOMAHYTbIM
ANA TUNa CHayana ACL GROUP OBJ, a 3aTem ACL_GROUP;

TOlQA: oueHmBatoTCA Npasa 414 npu3Haka tmna ACL_MASK,

N EC/IU: npasa AoCTyna coAep»KaT 3anpolleHHble 3Ha4YeHns ana ntboro 1n3 TMNos
ACL GROUP_OBJ, ACL GROUP, ACL MASK;

TOTAA: noctyn npefoCcTaBnAeTcs;

MHAYE: nocTyn 6noknpyeTcs.

4.3.5. MexaHu3m pa3pelieHnin HabopoB BO3MOXKHOCTEN

OMMCAHWE: pns BbINONHEHMA MNPOBEPKM MNpaB A0CTyna CcybbekTbl A0CTyna
Pa3aenatoT Ha 2 KaTeropuun: npuemaermpoBaHHble (1D adpdeKTMBHOrO Nob3oBaTens paseH 0,
KaK y cynepnosnb3oBaTend), n HenpusmaermposaHHble (ID adpdekTMBHOro nonb3oBaTens He
paBeH 0).

CMUCOK PA3PELLIEHWW: BOo3MOXHOCTH, peann3oBaHHble B coctase OC Aspopa, a
TaKXKe onepauyn nam nosegeHune, paspellaemble 4aHHbIMU BO3MOXXHOCTAMM:

— CAP AUDIT CONTROL — TMO3BOJIAET BK/AOYATb MWW BbIKAKOYATL ayauT A4pa,
M3IMEeHATb GUNbTPYIOLLME NpaBMAa ayamMTa, NOAyd4aTb COCTOAHME ayamTa U GUAbTPYoLLME
NpaBuaa;

— CAP AUDIT WRITE — MO3BO/AET 3aMM1CbIBATb AAHHbIE B XKypHaa ayauTa A4pa;

— CAP_BLOCK_SUSPEND — MO3BOJIA€T WMCMNOAb30BaTb BO3MOXHOCTM, CMOCOBHbIE
NPpMBOANTL K ONOKMPOBAHMIO MPUOCTAHOBKM CUCTEMbl (epoll (7) EPOLLWAKEUP,
/proc/sys/wake lock);

— CAP_CHOWN — NO3BONAET BbIMONHATL MPON3BOJIbHbIE M3MEHEHWNA GaNN0BbLIX UID U
GID;

— CAP_DAC OVERRIDE — MO3BOMAET MPOMyCKaTb NMPOBEPKM AOCTyna K daniy Ha
YTeHMe, 3aMnCb M BbINOJIHEHNE;

— CAP_DAC READ SEARCH — MO3BOAAET NPOMyCKaTb MPOBEPKM AOCTyNa K dainy Ha
YTEHME W A0CTyna K KaTanory Ha YTeHMe W BbINOJHEHME; BbI3bIBaTb  GYHKLUMIO
open_by handle at();
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— CAP FOWNER — NO3BO/IAET BbINONHATb Ceytolme AeUCTBUA:
® MponyckaTb NPOBEPKM AOCTyna ANA onepaumin, KoTopble 0ObIMHO TpebytoT
cosnagenua UID ®C npouecca n UID darna (Hanpumep, chmod, utime), WUCKAtOYASA
onepawmn, oxBaTbiBaeMble CAP_ DAC OVERRIDE M CAP DAC READ SEARCH;
® YCTaHaBAMBATb PaCLUMPEHHbIE aTPUOYTbl NPON3BOAbHbLIX GanN0B;
® yCTaHaBAMBATb CMMUCKM KOHTpona aocTyna (ACL) npom3BonbHbIX Gainos;
® NrHOPMPOBATb 3aKpenaALWMIA OUT Npu yaaneHnn danna;
e 33naBatb O_NOATIME ana npon3BoabHbIX $ainnoB B open U fcntl;
— CAP FSETID—NO3BOJIAET HE OYULLATb OUTHI pexXnma set-user—-IDU set-group-
ID NP 3MeHeHUn Gpalina, a TakKe yCTaHaBAMBATb OUT set—group-ID Ha Gann, y KOTOPOro
GID He coBnagaer ¢ 6utom PC mam nobbimm AononHuTenbHbIMM GID Bbi3biBatOLLEroO
npoLecca;
— CAP IPC LOCK — Mno3BoAAet 6ﬂOKMpOBaTb NamaTb (mlock (2), mlockall(2),
mmap (2), shmctl (2));
— CAP IPC OWNER — NO3BOJIAAET He BbINOJHATL MPOBEPKM AOCTyNa A/1A Onepauum ¢
obbekTamm System V IPC;
— CAP KILL — MO3BOJIAET He BbINOJHATL MPOBEPKM MNPU OTNPaBKE CUIHANOB.
K AaHHOM BO3MOXHOCTM OTHOCKTCA MCNO/b30BaHMe ioctl (2) C onepaumen KDSIGACCEPT;
— CAP_LEASE — N0O3BOJIAET YCTaHaBAMBATb apeHAy Ha MPOU3BO/bHble dalinbl;
— CAP_LINUX IMMUTABLE — NO3BO/AET yCTaHaBAMBaTb inode-dnarv FS APPEND FL
WFS IMMUTABLE FL;
— CAP_MKNOD — N0O3BO/IAET CO34aBaTb CneumnanbHble Gainbl C NOMOLLbIO mknod(2);
— CAP NET ADMIN — MO3BO/IAET BbIMONHATb CNeylolMe CeTeBble onepaumm:
® HacTpoWKa nHTepdenca;
e ynpasneHune IP M3, TpaHchAauMen aapecoB M BeAEHNEM YYETa;
® y3MeHeHMe TabanLbl MapLpyTU3aLnm;
® npumBA3Ka K Atobomy azpecy ANs NPO3PaAYHOro NPOKCMPOBAHMA;
® Ha3HayeHMe TMNa CepBuCa;
® 04YMCTKa CTAaTUCTUKM ApanBepa;
® BK/IIOYEHME peXXMMa 3axBaTa (promiscuous);
® BK/IOYEHME MHOrMOAAPECHbIX PACChINOK (multicasting);
® 1ICN0/Ib30BaHNE setsockopt (2) ONA BK/AOYEHUA CAeaylolmnxX MapameTpos
COKeTa: SO DEBUG, SO MARK, SO PRIORITY (4na npuopuTeToB BHe AuanasoHa 0-6),
SO_RCVBUFFORCE M SO_SNDBUFFORCE;

— CAP NET BIND SERVICE - no3BoJiAeT NpuMBA3bIBATb CoKeT K
NPUBUNETMPOBAHHbIM MOPTaM AOMeHa ceTn NHTepHeT (Homepa nopToB MmeHble 1024);
— CAP NET BROADCAST — (He wucnonb3yeTcA) NO3BOASET  OCYLLECTBAATH

LUMPOKOBELLAHME C COKeTa MU NPOCYLMBAHNE MHOTOaAPECHbIX PACChINOK;
— CAP NET RAW MO3BOAET BbIMONHATL CAeAytolne AeACTBUA:
® ICM0/1b30BaTb COKETbl RAW U PACKET;



68
AOMI.10034-02 91 01

® MpPMBA3bIBATLCA K IODOMY agpecy 414 NPO3Pa4YHOro NPOKCUPOBAHMUS;

— CAP SETGID — NO3BOJIAET BbINOMHATL NPON3BONbHbIE AencTeua ¢ GID npouecca u
CNMCKOM aononHuTenbHbix GID, a Takxe nogaensiate GID npu nepesade BO3MOXKHOCTEMN
CoKeTa 4epe3 paomeHHble cokeTbl UNIX; 3anucbiBaTb oTobOparkeHwe |ID rpynnbl B
NMOJIb30BaTE/IbCKOE MPOCTPAHCTBO MMEH;

— CAP SETFCAP — NO3BONAET Ha3HayaTb anioBble BO3MOXKHOCTU, NPU 3TOM:

e ecnn  dannoBble BO3MOMHOCTM He MNOAAEPHKMBAIOTCA: NPEeaoCTaBNATb WU
OT3bIBaTb /1L0OYIO BO3MOMKHOCTb B CMMCKE pPa3peLlleHHbIX BO3MOMKHOCTEN BbI3bIBAOLLLETO MM
ntoboro Apyroro npouecca (4aHHOe CBOWCTBO CAP SETPCAP HeAOCTYMHO, eciu A4po
cobpaHo ¢ noaaepX Ko GarnoBbIX BO3MOXHOCTEN, T.K. CAP SETPCAP MMeEeT MONHOCTLIO
APYIYIO CEMAHTUKY Y TakUx aaep);

e ecin  dannoBble BO3MOXHOCTM NoadepxuBatoTca: a06aBnaTb  N0OYH0
BO3MOXHOCTb 13 OrpaHnYmnBatoLLEro Habopa BbI3bIBAKOLWEN HUTK B €€ Hac/ elyeMblt Habop;
OT3bIBaTb BO3MOKHOCTM M3 OrpaHnYmMBatoLero Habopa (C NOMoLLbiO prctl (2) Conepaumen
PR _CAPBSET DROP); U3MeHATb GNaru securebits;

— CAP SETUID — MO3BOJIAET BbINONHATL NPOU3BO/IbHblE AencTemA ¢ UID npouecca
(setuid(2), setreuid(2), setresuid(2), setfsuid(2));, nogaenviBatb UID npwu
nepeaaye BO3MOXHOCTEN cOKeTa Yepe3 AoMeHHble cokeTbl UNIX; 3anmcbiBaTb oTobOpakeHme
ID nonb3osaTtesia B NONb30BaTE/IbCKOE MPOCTPAHCTBO MMEH;

— CAP SYS ADMIN NO3BO/IAET BbIMONAHATL CNeAytoLlLine AeNCTBUA:

® pewaTtb 33aJayn  ynpaBAeHMA CUCTEMOM: quotactl (2), mount (2),
umount (2), swapon(2), swapoff(2), sethostname(2) W setdomainname (2),;

® BbIMOJIHATL MPUBUIETMPOBAHHbIE onepaunn syslog(2) (ANA  AaHHbIX
onepauuii HeobxoAMMO UCNONBb30BaTb CAP SYSLOG);

® BbINO/IHATL KOMaHAY VM86 REQUEST IRQ vm86(2);

® BbINOJIHATL ONepauum IPC_SET M IPC_RMID Haj NPOU3BO/bHbIMM OObeKTaMM
System V IPC,

® nepesanncbiBaTb OrpaHnYeHns pecypca RLIMIT NPROC;

® BbINOJIHATHL ONepauymm Haj pacliMpPeHHbIMW aTPUOYTaMK trusted U security;

® MCNO/1b30BaTb lookup dcookie (2);

® /ICNOJIb30BaTb ioprio set (2) ANA HA3HAYEHWA KNACCOB MN1IaHUPOBaHWA BBOAA-
BblBOAA IOPRIO CLASS RT WM IOPRIO CLASS IDLE;

e noaaenviBate PID npu nepenaye BO3MOXKHOCTEM COKeTa 4vepes3 AOMEHHbIe
cokeTbl UNIX;

® MpeBblWaTb /proc/sys/fs/file-max, CUCTEMHOE OrpaHU4YeHWEe  Ha
KOIMYECTBO OTKPbITbIX GalMNOB B CUCTEMHbIX BbI30Bax, OTKpbIBAOWMX danabl (Hanpumep,
accept (2), execve(2), open(2), pipe(2));

e 3azencTeoBaTb dnarm CLONE_*, co3spatolime HoBble MPOCTPAHCTBA MMEH C
MOMOLLbBIO clone (2) Munshare (2) (414 CO3AaHNA N0/Ib30BATENbCKMX MPOCTPAHCTB MMEH He
TpebyeTca HUKAKMX MHbIX BOSMOXKHOCTEN);
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® BbI3blBaTb perf event open(2),
® MOo/ly4aTb AOCTYN K MHPOPMaALMM O NPUBUIETMPOBAHHOM CODbITUM perf;
® BbI3bIBATb setns(2), TpebyeTcA CAP SYS ADMIN B MPOCTPAHCTBE WMeH
Ha3Ha4YeHMs;
® BbI3bIBATb fanotify init (2);
® BbI3bIBATb bpf (2);
® BbINOJIHATL ONepauumn KEYCTL CHOWN W KEYCTL SETPERM B keyctl(2);
® BbINOJIHATL ONEPaLMI0O MADV. HWPOISON Bmadvise (2);
e 3aaencrteoBaTb TIOCSTI B ioctl(2) ANA BCTaBKM CMMBONIOB BO BXOAHYIO
oyepeb TEPMUHANG, OT/IMYHOTO OT YNPaBAAOLWErO TEPMUHANA BbI3bIBAOLLETO;
® 33/71€MCTBOBATb YCTAPEBLUMN CUCTEMHbIM BbI3OB nfsservctl (2) ;
® 33/eMCTBOBATb YCTAPEBLUMIM CUCTEMHbIN BbI30B bdflush (2);
® BbIMNOMHATL PaA3/MYHbIE MNPUBUAETMPOBAHHbIE OMNepaumn ioctl(2) Hag
6104HbIMK MY;
® BbIMNO/HATbL PAa3/IMYHbIE NPMBUAETMPOBAHHbIE onepaumn ioctl (2) Hag PC;
® BbINONHATL AAMUHUCTPATUBHbIE ONepaLmn Hajd Apaneepammn MY;
— CAP SYS BOOT — MO3BOJIAET UCMONb30BaTb reboot (2) U kexec load(2);
— CAP SYS CHROOT — MO3BOJIAET MCMONb30BaTb chroot (2);
— CAP SYS MODULE — MO3BOJIAET 3arpy*aTb 1 BbIrpyXaTb MOAYAN AAPA;
— CAP SYS NICE MO3BOJIAET BbINOJHATL CAefytolime eUCTBUA:
® MOBbIWATL 3HAYEHME YCTYNUYMBOCTU NpoLecca (nice (2), setpriority(2))u
M3MEHATb 3HAYEeHME YCTYNYMBOCTM Y MPOM3BO/IbHbIX MPOLLECCOB;
® Ha3HayaTb MOAUTMKM NAAHMPOBAHUA PEASIbHOrO BPEMEHM A5 Bbi3bIBAOLLETO
NpoLLecca, a TaK¥e NOANTUKN NIAHUPOBAHMA U MPUOPUTETLI ANA MPOM3BOJIbHbIX MPOLLECCOB
(sched setscheduler(2), sched setparam(2), shed setattr(2));
® BbIMOJIHATb MPUBA3KY K 31EKTPOHHOM noanuck (3M) Ans npomn3BO/bHbLIX
ﬂpoueCCOB(sched_setaffinity(Z)ﬁ
® Ha3HayaTb K/JAcC M/JaHMPOBAHMA  BBOAA-BbIBOAA WM MNPUOPUTET  AAA
MPOW3BO/IbHbLIX MPOLECCOB (ioprio set (2));
® MPMUMEHATb migrate pages(2) K MNPOW3BOJIbHbLIM Npoueccam 414 UX
nepemMeLLeHna Ha NPOM3BO/IbHbIE Y3/1bl;
® MPUYMEHATb move pages (2) K NPOU3BOJIbHbIM NPOLECCaMm;
® 11CNONb30BaTb Gnar MPOL_MF MOVE ALL Bmbind (2) Mmove pages (2);
— CAP_SYS PACCT — NO3BO/IAET UCMONb30BaTb acct(2),
— CAP_SYS PTRACE — MN03BOJIAET BbINONHATL Cedytowmne AeNCTBUA:
® TpaccMpoBaTb OOON NPOLLECC C MOMOLLbIO ptrace(2);
® NPUMEHATb get robust list (2) K NPOM3BONbHbIM MPOLECCAM;
e Mepemellatb JaHHble B/M3 NamaATM MNPOU3BOILHONO MpoLecca C MOMOLLbO
process vm readv (2) Wprocess vm writev(2),

® 113y4yaTb MPOLECChI C MOMOLLBIO kecmp (2) ;
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— CAP_SYS_RAWIO — no3BondAeT BbINONHATL CAeaytouime AeNCTBUA:
® BbINOJIHATH ONepaLyMm BBOAA-BbIBOAA M3 NOPTOB (iopl (2) m ioperm(2));
® pa3pelwaTb AOCTYN K /proc/kcore,
® 33aencTBOBaTb onepaunto FIBMAP B ioctl (2);
e OTKpPbIBaTb MY Ans A0oCTyna K cneumanbHbim pernctpam x86 (MSR);
e 06OHOBNATb /proc/sys/vm/mmap min addr;
® C03/1aBaTb OTOOpaXKeHMA NamATh No apecam, MeHble 3Ha4YeHUs, 3a4aHHOrO B
/proc/sys/vm/mmap min addr;
e oTObOpaxaTb Gannbl B /proc/bus/pci;
® OTKPbIBATb /dev/mem u /dev/kmem,
® BbLINOJJIHATbL PA3/IMYHbIE KOMAHAbI MY SCSI;
® BbINOJIHATL onpedeneHHble onepaunm ¢ MY hpsa (4) M cciss (4);
® BbINO/HATb HEKOTOPbIE CNeLMabHble Onepaumnm ¢ APyrmmmn yCTPOMCTBAMU;
— CAP SYS RESOURCE — MO3BOJIAET BbIMNONHATL CNefytoline AeNCTBUA:
® 1CMO/1b30BaTh 3ape3epBnpoBaHHOe NpocTpaHcTBO PC ext2;
® COoBepllaTb BbI30BbI ioctl (2), YyNpaBaAtoLWMeE KypHaIMpoBaHMem ext3;
® MpeBbIlWaTb OrpaHNYeHmne AMCKOBOro NPOCTPAHCTBA;
® VBEe/INYMBATb OrPaAHUYEHNA NO Pecypcam;
® nepesanncbiBaTb OrpaHnYeHne pecypca RLIMIT NPROC;
® MpeBbllaTb MAaKCMMaIbHOE KONMYECTBO KOHCONEN NPW BblAENEHNN KOHCONM;
® [peBbIWaTb MaKCMMa/IbHOE KOIMYECTBO PACKAAA0K;
® 11CN0Nb30BaTb bonee, yem 64 I npepbiBaHUA M3 YACOB PEAIbHOIO BPEMEHM;
® HAa3HayaTb 3Ha4YeHMe msg gbytes oyepeau coobueHuin System V 6Honblue
orpaHun4yeHus /proc/sys/kernel/msgmnb;
® [peBblWaTb orpaHW4YeHne /proc/sys/fs/pipe-size-max MNPV Ha3HaAYEHUWU
BMECTMMOCTM KaHa/ia C MOMOLLbIO KOMaHAbl F SETPIPE SZ y fcntl (2);
e ycnonb3oBaTb F_SETPIPE_SZ ana yBennyeHma BMeCTUMOCTM KaHana bonblue,
Yyem orpaHun4yeHue, 3alaBaeMoe B /proc/sys/fs/pipe-max-size;
® [pPEeBbIWATb OrpaHNYeHne /proc/sys/fs/mqueue/queues max NP CO34aHNN
oyepenen coobuieHnn POSIX; 3agecteoBaTtb onepaumto PR_SET MM B prctl (2);
® YCTaHaB/AMBaTb /proc/PID/oom score adj B 3HAYEHWE MeHblUee, Yem
nocnegHee yCTaHOBAEHHOE 3Ha4YeHne NPoLLeCcCOM C MOMOLLLbIO CAP SYS RESOURCE;
— CAP_SYS TIME — N0O3BO/IAET HaCTpamBaTb CUCTEMHbIE Yachl (settimeofday (2),
stime (2), adjtimex (2)) W 4Yacbl peanbHOro BpemeHu (annapaTtHble);
— CAP SYS TTY CONFIG — NO3BOAAET UCMO/b30BaTb vhangup (2) M 334eNCTBOBATb
Pa3/INYHble MPUBMIETMPOBAHHbIE Oonepauun ioctl (2) C BUPTYa/SIbHbIMW TEPMUHANAMMU;
— CAP_ SYSLOG — NO3BO/IAET BbINONHATb C/eAytolme AeUCTBUA:
® BbINOJIHATb NPUBUIETMPOBAHHbIE ONepauun syslog (2);
® MpoCMaTpMBaTb ajpeca sapa, oTobpaxKaemble B /proc W APYrnX UHTepdencax,
KOrga 3HayeHue /proc/sys/kernel/kptr restrict pasHoO 1;
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— CAP_WAKE ALARM — NO3BO/AET BbI3bIBaTb YTO-IMBO Npu NpobyxAeHUM CUCTEMDI
(ycTaHaBamBaTb TaMepbl CLOCK REALTIME ALARM M CLOCK BOOTTIME ALARM).

HABOPbI BO3MOMHOCTEW CYEBEKTA

Kaxaasa HUTb MMeeT Habopbl BO3MOMKHOCTelN, cogepxaume O wu/mnm bonee
cAeayoLmnx BO3MOXHOCTEN:

1) Pa3pelueHHble aencTema (Permitted). Permitted — OrpaHMYmnBatoLLMn Habop
30dEKTMBHBIX BO3MOXKHOCTEN, KOTOPbIMM HadenaeTcs HUTb. [aHHbIM Habop TaKke
OrpPaHNYMBAET CMMCOK BO3MOXKHOCTEN, KOTOpble MOTyT OblTb A0DaBAEHbI B HAac/aeayeMbli
Habop ANA HUTW, HE MMeloLWen BO3MOXHOCTeM CAP SETPCAP B cBOeM 3QGEeKTMBHOM
Habope. Ecnn HUTL cOpacbiBaeT BO3MOXHOCTb B CBOEM pa3pellnTenbHOM Habope, oHa He
CMOXET NOYyYNTb ee 06PaTHO (€CAM TONBKO He BbIMONHAETCA execve (2) A1 NPOrPaMMbl C
set-user-ID-root W/IM NPOrPaMma, y KOTOPON COOTBETCTBYHOLLME BO3MOXKHOCTM dalina
NpPeaoCTaBAAOT 3Ty BO3MOMKHOCTb);

2) Hacneayemsbie genctBus (Inheritable). Inheritable — Habop Hacaedyembix
BO3MOXHOCTEM, KOTOPbIE OCTAtOTCSA TAaKOBbIMM MPU BbINOAHEHMM NtOOON NMPOrpammbl
COXpPaHAOTCA MpPU BbI30BE execve (2). Hacneayemble BO3MOXMHOCTM A006aBAAOTCA B
paspelnTeNbHbIM Habop, ecnn BbIMOMHAKOWAACA NPOorpamMma MMeeT COOTBETCTBYHOLLME
YCTaHOB/IEHHbIE ODUTbI B $aiIoBOM HacnedyemMom Habope. Ecan BbiInOAHEHWE NPONUCXoAMT
He OT MMEHW Cynepnosib3oBaTens, Hacaedyemble BO3MOMKHOCTM He COXpaHalTcA nocne
execve (2), noatomy MI, KOTOpbIM HeobXxoAMMO BbIMONHATL BCMNOMOTraTE/bHbIE
NPOrpamMmbl C MOBbIWEHHbIMK BO3MOXHOCTAMMKW, TpebyeTca MCNOoAb30BaTb HaPYHKHble
BO3MOMKHOCTU (ambient capabilities);

3) JddeKkTMBHble aAencTBMA (Effective). Effective — JaHHbIM Habop
BO3MOKHOCTEN UCMONb3YyeTCA AAPOM NPW BbIMOJHEHUN MPOBEPOK NPAB HATMK.

C nomoulpbto capset(2) HUTb MOXET M3MEHATb CBOM Habopbl BO3IMOXKHOCTEMN.

®ann (MPBO) /proc/sys/kernel/cap last cap COAEPXKWT YMCAOBOE 3HAYEHME
camol 0OoNblWOM BO3MOXMHOCTKM, NOAAepP*KMBAaEMOM paboTalowmm AAPOM. ITO MOXKHO
MCNONb30BaTb A/1A onpeaeneHns Hanbonbllero BmUTa, KOTOPbLIN MOXKET ObITb YCTaHOBNEH B
Habope BO3MOXHOCTEMN.

®ANNOBbLIE HABOPbI BO3MOXHOCTEW

B OCABpopa cBA3b HAbOPOB BO3MOXHOCTEM C MCMONHAEMbIM  paiiom
NOAAEPKMBAETCA C MOMOLIbIO setcap (8). Habopbl BO3MOXKHOCTEM dalia XpaHATCA B
paclwmpeHHoOM aTpubyTe, AN 3anucu B KOTOPbIN TpebyeTca Bo3moxKHOCTb CAP_SETFCAP.
Habopbl GalinoBbix BO3MOXKHOCTENM BMeCTe C HabopaMm BO3MOMKHOCTEN HUTW onpeaensatoT
Habopbl BO3MOXKHOCTEN HUTK NOCNE BbINONHEHUA execve (2) .

CyuiecTBytoT cneaytoline dannosble HADOPbI BO3MOMXKHOCTEN:

— permitted (paHee Ha3bIBaBWIMACA forced) — BO3MOMHOCTM aBTOMATMYECKM
pa3peLlaTCa HATU HE3aBUCMMO OT ee yHac/1IeJ0BaHHbIX BOSMOXHOCTEN;

— inheritable (paHee Ha3biBaBLWMICA allowed) — Habop obbeamHseTcs (AND) c
yHacnenoBaHHbIM - Habopom  HWTKW, 4YTOObI ONpeaennTb, KakuMe yHac/neAoBaHHble
BO3MOKHOCTM OyAyT BKAOUYEHbI B €e pa3peLlnTeibHbI Habop nocne execve (2);
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— effective — B A€NCTBUTENBHOCTM NpeAcTaBaseT coboi He Habop, a OAMHOYHbIM
6UT. ECAn BUT BKAKOYEH, TO NPM BbI30BE execve (2) BCE HOBblE pa3pelleHHble BO3MOXKHOCTH
HUTKM OyayT Takxke AobasneHbl B apPeKkTUBHLIN Habop. Ecam OGUT BbIKAKOYEH, TO Mnocie
execve (2) HW 0AHA U3 HOBbIX Pa3peLLeHHbIX BO3MOXHOCTEN He ByaeT nobaBneHa B HOBbIN
3 dEKTMBHbIN Habop.

BkntoyeHune addektTmBHOro darnosoro buta noapasymeaeT, YTo ntobas dpannosas
paspewmnTenbHas  WAM  Hacnedyemas BO3MOMKHOCTb, MO3BOMANOWAA HUTM  MNONYYUTb
COOTBETCTBYHIOLLY Pa3pelinTenbHY0 BO3MOXKHOCTb NPU execve (2), TaKKe NOAYYUT ee B
3pPeKTMBHOM Habope.

[MosaToMy ecaM  nNpu  Ha3Ha4YeHWM  BO3MOXKHOCTEM  danny (setcap(8),
cap set file(3), cap set £d(3)) yKa3aTb 3OPeKTUBHbLIN Gaar Kak BKAOYEHHbIN A4
Ntob0oM BO3MOXKHOCTU, 3GDEKTUBHbBIN dar AO/MKEH TakKe OblTb yKa3aH BKAKOYEHHbIM A5
BCEX OCTa/IbHbIX BO3MOHOCTEMN, A1 KOTOPbIX BK/ILOYEH COOTBETCTBYHOLWMI Pa3peLlnTeNbHbIM
UK Hacneayemblin dnaru.

MpeobpazoBaHne BO3MOXKHOCTEM NpK execve().

Mpn execve (2) PBO BbIMMCAAIOT HOBble BO3MOMKHOCTM CybbekTa AocCTyna
(npougecca) no cneayroWemy airopuTmy:

P' (ambient) = (mpuBuiermpoBaHHuM oGami) 2 0 : P(ambient)

P' (permitted) = (P(inheritable) & F(inheritable)) |
(F(permitted) & cap bset) | P' (ambient)

P' (effective) = F(effective) ? P' (permitted) : P' (ambient)
P' (inheritable) = P(inheritable) [T. e., He usMeHdeTCHd],
roe:

— P —3HayeHne Habopa BO3MOXKHOCTEM HUTK [0 execve (2);

— P'—3HauyeHne Habopa BO3MOXKHOCTEN NOCNE execve (2);

— F—dainnosbii HAOOP BO3MOKHOCTEN;

— cap_bset — 3Ha4yeHWe orpaHmn4mBatoLLLero Habopa BO3MOXHOCTEN;

— NPUBUNETMPOBAHHbLIA dann — daln, UMelWMin BO3MOXKHOCTU, UAM ANA HEero
ycTaHoBNeH buT set-user-1D nnn set-group-ID.

BO3MOMXHOCTN M BbINMOJHEHWE MPOTPAMMBbI CYTTEPTIOJ/TB3OBATEJIEM

[lna npepnocTtaBneHMa MOMHOrO Habopa BO3MOMKHOCTEM Cynepnosb30BaTento B
execve(2) HeE06X0AMMO BbINONHEHWE CAEAYOWMX NPABUN:

— eC/I1 BbINOMHAETCA NPOrpaMma C yCTaHOBAEHHbIM BuTom set-user-ID-root maum ID
peanbHOro nonb3oBaTens npouecca paBeH 0 (cymepnonb3oBaTesb), NPeaoCTaBAATCA
nonHble dalnoBble W Hacneayemble Habopbl BO3MOMKHOCTEM (T.e. pa3pelleHbl Bce
BO3MOKHOCTM);

— eC/I BbINOJIHAETCA MporpaMma C YCTaHOBJEHHbIM 6utom set-user-ID-root,
3ddeKTUBHbBIN dannoBbI OUT paBeH eanHULE (YCTaHOBEH).

Pe3ynbTaT  yKasaHHbIX  MNpaBua,  0ObeAMHEHHbIX C  npeobpaszoBaHUAMM
BO3MOKHOCTEN, CAeaylolMii: Koraa NpoLecc BbINOAHAET execve (2) A0S NPOrPamMbl C
buTom set-user-ID-root nam Koraa npouecc ¢ apdekTnsHbiM UID O BbINONHAET execve (2),
OH MOJly4aeT BCE BO3MOXHOCTM M3 paspelmnTensHoro m addekTMBHoro Habopos, 3a
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MCKAOYEHMEM TEX, KOTOPble OTMEHEeHbl OrpaHWMYMBatoLLMM HabopPOM BO3MOXKHOCTEN. ITO
NpeaocTaBAseT CEMaHTUKY, COBNaAatoLLyto ¢ 0Obl4HbIMK cnucTemamm UNIX.

OrPAHMYMBAIOLLIA HABOP BO3MOMKHOCTEW

OrpaHuymBatoLWMim Habop BO3MOXKHOCTEN — 3TO MexaHM3M Be30MacHOCTU, KOTOPbIN
MO}HO WCNONb30BaTb ANA OrpaHMYEHMs BO3MOMKHOCTEM, AOCTYMHbIX NPU execve (2),
cnenyroumm obpasom:

— NpU execve (2) OrpaHnMYMBatOLMA Habop BO3MOXKHOCTEN cknaapiBaeTca (AND) ¢
dannoBbIM paspelnTenbHbiIM HabopoM BO3MOXHOCTEM, W pe3ynbTaT 3TOM onepauum
Ha3Ha4yaeTca paspelnTenbHOMYy Habopy BO3MOMKHOCTEM HUTKM. TakuMm  0bpasom,
OorpaHu4ymMBatoOWMi Habop BO3MOXKHOCTEM OrpaHMYMBAET pPaspelleHHble BO3MOMKHOCTH,
KOTOpPble MOXET NPeaoCTaBUTb UCMONHAEMbIN dain;

— OrpaHuymMBaOWMn Habop BO3MOMKHOCTEM MNpeAcTaBNAeT cobon nepedyeHs,
KOTOPbIM HUTb MOXKeT A00aBUTb B CBOM Hac/eAyeMbl Habop C MOMOLLBIO capset (2). ITO
03HaYaeT, YTO ec/IM BO3MOXKHOCTb OTCYTCTBYET B OrpaHMYmnBatoLLem Habope, HUTb HE MOXKET
n06aBUTb 3Ty BO3MOXHOCTb B CBOM Hacneayemblh Habop, Aaxe ecam oHa NPUCYTCTBYET B
pa3pewnTenbHOM Habope, cneaoBaTeNbHO, HE MOMKET COXPAaHUTb AaHHYK BO3MOXHOCTb B
pa3pelnTeNbHbll Habop NpK BbI30BE execve (2) AN dalina, MMEOLWErTO BO3MOXKHOCTb B
cBOEeM HacneagyemMom Habope.

OrpaHuymBatoWmin Habop cKkpbiBaeT GpannoBble pa3pelnTebHble BO3MOXHOCTH, HO
He Hacneayemble BO3MOMHOCTM. ECAM HUTb MMeeT B CBOEM Hac/ieayemom Habope
BO3MOXHOCTb, KOTOpas OTCYTCTBYET B OrpaHMuMBatolLeM Habope, HUTb MNOo-NpexHemy
00/1a712eT 3TOM BO3MOKHOCTbIO B CBOEM Pa3peLLnTENbHOM Habope Npu BbINONHEHWM Gainna,
MMEIOLLLEro BO3MOXKHOCTb B CBOEM HacneayeMom Habope.

Tonbko npouecc 1 MOXKeT 3aZaBaTb BO3MOMKHOCTM B OrpaHuMymBatollem Habope
BO3MOKHOCTEN, MOMMMO 3TOrO Cynepnosib3oBaTe b (ToYHee, MPorpamMmmMbl C BOSMOMXKHOCTbIO
CAP SYS MODULE) MOTYT MLWb YAANATb BO3MOXHOCTM M3 Habopa.

OrpaHnumBatowmii Habop Hacneayetcs npu fork(2) OT HUTM poauTena Wu
coxpaHaeTca Npu execve(2).

HUTb moXeT yaanaTb BO3MOMHOCTM M3 CBOEro orpaHuMymBatollero Habopa c
MOMOLLbIO BbI30Ba prctl (2) € onepauyeid PR CAPBSET DROP MpW HA/IMYMM BO3MOXKHOCTHU
CAP SETPCAP.

Mocne yaaneHua BO3MOXHOCTM M3 OrpaHMymBatollero Habopa BOCCTAHOBUTb €ro
HEBO3MOHO. HIUTb MOXKeT onpeaennTb Haan4yme BO3MOXKHOCTM B CBOEM OTPaHUYMBAIOLLEM
Habope C NOMOLLbIO BbI30Ba prctl (2) € onepauuen PR CAPBSET READ.

YpnaneHvne BO3MOXHOCTEN M3 OrpaHMymMBatollero Habopa AOCTYNHO, TOMIbKO €Cau
A4p0 cobpaHo ¢ NoaaepKKon GannoBbIX BO3MOKHOCTEN.

[lna coxpaHeHua NPUBLIYHON CEMaAHTUMKM npu nepexofde OT O K HeHy/neBbiM
nonb3oBaTenbCckm ID ®BO ocyLecTBAAOT caeayoume n3meHeHna HabopoB BO3MOMKHOCTEM
HATU MPU  UBMEHEHWUM Yy HUTUM peanbHoro, 3GPeKTUBHOro, coxpaHeHHoro D u
nonb3osBaTenbckoro ID ®C (c nomouwpbto setuid (2), setresuid(2) MAW NOAOOHbLIX):
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— eC/M paHee peanbHblin, 3PPEKTUBHbBIN MU COXPAHEHHbIN NONb30BaTENLCKMIA ID He
6bin paBeH O 1 B pe3ynbTaTe nameHeHuna UID Bce 3Tn ID nony4Ynam HeHyneBoe 3Ha4eHue, To
BCE BO3MOXHOCTM YAaNAKTCA M3 Pa3peLlnTenbHOro M adpdeKTMBHOro Habopos;

— ecnn 3QPeKTUBHbLIA NoNb3oBaTenbCckMit ID m3ameHaetca ¢ O Ha HeHynesoe
3HaYeHMe, TO BCE BO3MOMXKHOCTW yaAaNsatoTca n3 apPpekTnsHoOro Habopa;

— ecnun 3GPEeKTMBHbIN N0Nb30BaTENLCKNIM ID M3MEHAETCA C HEHY/1IEBOTO 3HAYEHMA Ha
0, To paspelnTenbHbi Habop KonupyeTca B 3PPEeKTMBHbLIN Habop;

— ecnm nonb3osatenscknit ID ®C nameHdaetca ¢ O Ha HeHy/eBOe 3HAYeHWe, TO U3
apdekTnBHOrO  Habopa  yganaloTCcA  cnefylolwme  BO3MOMHOCTM:  CAP CHOWN,
CAP DAC OVERRIDE, CAP DAC READ SEARCH, CAP FOWNER, CAP FSETID,
CAP LINUX IMMUTABLE, CAP MAC OVERRIDE M CAP MKNOD. Ecnn nonb3osatenbckuin ID ®C
M3MEHAETCA C HEeHY/NeBOro 3HayeHnA Ha O, ToO Nt0baA M3 BO3IMOMKHOCTEN, BKIOYEHHbIX B
paspelnTenbHbI Habop, BKAtOYaeTca B apPpeKTMBHOM Habope.

Ecam HUTb, Y KoTopoM oamH nnu 6onee nonb3osatenscknx ID paseH O, cTpemuTca
npeaoTBPaTUTb  YAaNeHWe  paspellnTenbHbiX  BO3MOXMHOCTEM npu  cbpoce  Bcex
Noab30BaTeNbCKMX |ID B HEHYEBbIE 3HAYEHMA, OHA MOXKET MCNO/b30BaTb BbI30B prctl (2) C
onepauuenn PR_SET_KEEPCAPS nnu dnarom 6€30nacHOCTM SECBIT KEEP CAPS, ONMCaHHbIM
nanee.

H1UTb MOXeT nonyyaTb M M3MEHATb CBOM HAbopbl BO3MOMHOCTEM C MOMOLLBIO
CMCTEMHbIX BbI30BOB capget (2) U capset (2). OAHAKO ANA 3TOM Lenn npeanodtutensHee
MCMNONb30BaTb cap get proc(3) W cap set proc(3) U3 MaKeTa libcap.

Mpn n3meHeHMn HabopPOB HUTU NPUMEHAIOTCA CAeaytoLLMe NPaBUa:

— eC/I BbI3bIBAKOWMIA He MMeeT BO3MOXHOCTM CAP SETPCAP, TO HOBbIN
Hacneagyembin Habop AomkeH OblTb  NogHabopom  KOMOMHAUMKM  CyLLECTBYHOLLErO
Hac/neyeMoro 1 paspeLlnTenbHoro Habopos;

— HOBbIM Hacneayemblin Habop [AomKeH ObiITb noaHabopom  KOMOMHaAUMM
CYLLLECTBYHOLWErO HacAeayeMOoro 1 orpaHnYmBatoLLLero Habopos;

— HOBbIN pa3pelinTenbHbliM Habop Ao0/KeH ObiTb NOoAHAOOPOM CYLLECTBYHOLWErO
paspeLmnTenbHOro Habopa (T.e. HEBO3MOXKHO NPMOHBPECTM paspeLlnNTebHbIE BO3MOXKHOCTMH,
KOTOPbIX HUTb HE UMEeET);

— HOBbIM  3hdeKTMBHbIN  Habop  AomKkeH  ObiTb  nogHabopom  HOBOrO
paspelumnTenbHoro Habopa.

®JTATU SECUREBITS: OPTAHU3ALMA NCKIKOYNTE/IBHO OKPYXKEHUA

B OC ABpopa peannzoBaH Habop dnaroB securebits (A5 KaxKaoM HATK), KOTOPbIN
MOXHO MCMO/1Ib30BaTb ANA OTK/AOYEHMA CNelUmanbHbiX AeNCTBMN BO3MOXKHocTen ana UID O
(cynepnonb3oBatens). K atum dnaram oTHoCATCA:

— SECBIT KEEP CAPS — MO3BO/AET HUTK, Y KOTOpon oanH n bonee UID paseH O,
COXPaHWUTb CBOM BO3MOXKHOCTU Npu nameHeHnmn scex ee UID Ha HeHyneBble 3HavyeHMA. Ecan
dnar He yctaHoBneH, nameHeHne UID npuBeaeT K yTpaTe HUTbIO BCEX BO3MOMHOCTEN.
[aHHbIn dnar Bcerga cbpacbiBaeTca Npu execve (2) (M NPeaOCTaBASAET Te e BO3MOXKHOCTMH,
4TO M CTapbIl BbI30B prctl(2) C onepauuein PR_SET KEEPCAPS);
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— SECBIT NO SETUID FIXUP — He [MO03BOAAET A4pYy W3MEHWTb Habopbl
BO3MOXKHOCTEM Npu nameHeHnun adpdektmaHoro UID n UID ®C ¢ O Ha HeHyneBOe 3HaAYEHME;

— SECBIT NOROOT — B C/lyyae YCTaHOBKM AaHHOro dnara A4po He npenoctasaset
BO3MOKHOCTM MNP UCNOJTHEHMW NPOTPAMMbI, UMetOLLLEN BUT set—user-ID-root, MW KOTAA
npouecc ¢ adpdekTnBHbIM MAM peanbHbiM UID paBHbiM O BbI3bIBAaET execve (2)

— SECBIT NO CAP AMBIENT RAISE — 3anpelaerT MOBbllUEHNE  HAPYXKHbIX
BO3MOXHOCTEN NOCPeACTBOM prctl (2) C onepaumen PR_CAP AMBIENT RAISE.

Kaxkabl 13 nepeyncneHHblx Bbille 6a30BbIX $AaroB MMeeT AONONHUTENbHbIA Gaar
ONOKUPOBKM, YCTAaHOBKa t06Oro M3 KOTOPbIX ABAAETCA HeobpaTMmoM W 3anpeulaeT
NanbHenwmne N3SMeHeHNA COOTBETCTBYOLLEro 6asosoro ¢aara.

®narn 6NOKNPOBKK:

— SECBIT KEEP CAPS LOCKED;

— SECBIT NO SETUID FIXUP LOCKED;

— SECBIT NOROOT LOCKED;

— SECBIT NO CAP AMBIENT RAISE.

®narn securebits MOXHO M3MEHATb M NOJy4aTb C MOMOLLbIO BbI30Ba prctl (2) C
onepaumAmnm PR _SET SECUREBITS W PR GET SECUREBITS. [1nA w3meHeHWAa &naros
TpebyeTcA BO3MOXKHOCTb CAP SETPCAP.

®narn securebits HacneaylTCA AOYEPHUMKM NpoLeccamu. lNpn execve (2) Bce
dnarn coxpaHAaTCa, 33 UCKKOYeHeM SECBIT KEEP CAPS, KOTOPbIA Bceraa copacbiBaeTca.

MIT MOXeT MCNoNb30BaTb C/AeAyoLWNIA BbI30B ANA CODOCTBEHHOM ONOKMPOBKU U
NOMELLEHMA BCEX CBOMX MOTOMKOB B OKPYXKEHMeE, rae MMeeTcs ToNbKo 1 cnocob nobasBneHus
NpaB — 3anycK NPOrpammbl CO CBA3AHHbIMK C HEN GaiI0BbIMN BO3MOKHOCTAMM:

prctl (PR_SET SECUREBITS,
SECBIT KEEP CAPS LOCKED |
SECBIT NO SETUID FIXUP |

SECBIT NO SETUID FIXUP LOCKED |
SECBIT NOROOT |

SECBIT NOROOT LOCKED) ;

4.3.6. Linux Security Modules

[OoNoONHUTENbHO AN1A KacTOMM3auMM M YyTOYHEeHMA npumeHaembix [1PL moxkeTt
ncnonb3osaTbea penmBopk Linux Security Modules.

®permMBOpPK ABNAETCA YacTblo AApa M MNO3BOMAET PErnmcTtpmpoBaTb MNpoueaypbl,
KoTopble ByayT BbINOAHATbLCA B CAy4Yae YCNeWHOro 3aBeplleHnsa CTaH4apTHOM npoueaypbl
NPOBEPKM AMCKPELMOHHOro AOCTyNa nepen npeaocTtaBneHnem GakTUMYecKoro AocTyna K
0OBbEKTY.

Mocpeactsom Linux Security Modules B aape OC ABpopa NOAKNOYEH MOAYb
6e30nacHOCTM diehard, KOTOPbIM He NO3BONAET HEMNPUBUAETMPOBAHHOMY MO/b30BaTENO
npepBaTb BbIMNO/JIHEHNE MPOLLECCa, 3aMnyLEeHHOro OT ero e MmeHW. onb3oBaTeNbCKMi
NPOLECC, HE UMEKLLNIM BblAENEHHOW rpynnbl 777, HE MOXET NocaaTb CUTHAA NpoLeccy,
MMeloLEemMy TaKylto rpynny, Aaxe ecau npouecchl BbIMOJHAKTCA C oamMHakosbim EUID.
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NcKkntovyeHnem ABAAIOTCA MPOLECChbl, MMelowme capability CAP KILL, — Ha HUX He
PACNPOCTPAHAOTCA OrPaHNYEHMA, HakNadblBaeMble MoAay/leM diehard

3aronoBOYHbIN Galn include/linux/security.h COAEPKUT ONMCAHME CTPYKTYPb
security ops, npeactasaalowen cobon  CAIMCOK  3apaHee  OMpedeneHHbIX U
NOKYMEHTMpPOBaHHbIX callback-dyHKuUMIA, KOTOpble AOCTYNHbI MoAyato He30MacHOCTM AASA
BbINO/IHEHMA NPOBEPOK. 10 YMONYaHUIO AaHHble PYHKUMM B OCHOBHOM BO3BpallatoT O,
pa3pewasn ntobdble aencTema. OQHaKO HEKOTOPbIE MCMONb3YIOT Moaynb BesonacHocTh POSIX.
B maHHOM cTpyKType cneundumyeckmin ana OC ABpopa moaynb diehard 3aperncTpmpoBaH
cneayowmm obpasom.

#ifdef CONFIG SECURITY DIEHARD

extern int diehard task kill(struct task struct *p, struct siginfo
*info,
int sig, u32 secid);

#else /* !CONFIG_SECURITY DIEHARD */

static inline int diehard task kill (struct task struct *p,
struct siginfo *info, int sig, u32 secid)

{

return O;

}

#endif /* !CONFIG SECURITY DIEHARD */

NcxoaHbln TekeT moayna diehard (dain security/diehard/diehard-1sm.c):

#define DIE HARD GROUP 777

static const int zero = 0, one = 1;
static int enabled = 0;

int
diehard task kill (struct task struct *p, struct siginfo *info, int sig,
u32 secid)
{
const struct cred *cred = current cred();
const struct cred *tcred ___task cred(p);

if (!enabled)
return O;

if (ns_capable(tcred->user ns, CAP KILL))
return 0; /* Privileged process are not affected by us */

if (!gid eqg(cred->gid, DIE HARD GROUP) &&
'!gid _eqg(cred->egid, DIE HARD GROUP) &&
!gid eqg(cred->sgid, DIE HARD GROUP) &&
groups_search (tcred->group info, DIE HARD GROUP) &&
!groups_search (cred->group info, DIE HARD GROUP))
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return -EACCES;

return 0;

}

#ifndef CONFIG SECURITY DIEHARD STACKED

static struct security operations diehard ops = {
.name = "diehard",
.task kill = diehard task kill,

bi

#endif /* CONFIG SECURITY DIEHARD STACKED */

#ifdef CONFIG SYSCTL

struct ctl path diehard sysctl path[] = {
{ .procname = "kernel", 1},
{ .procname = "diehard", 1},
{1}
}i
static struct ctl table diehard sysctl table[] = {
{
.procname = "enabled",
.data = &enabled,
.maxlen = gsizeof (int),
.mode = 0644,
.proc_handler = proc_dointvec minmax,
.extral = (void *)é&zero,
.extra? = (void *) &one,

by
}

#endif /* CONFIG_SYSCTL */

static  init int
diehard init (void)
{
#ifndef CONFIG SECURITY DIEHARD STACKED
1f (!security module enable (&diehard ops))
return 0;
#endif /* CONFIG SECURITY DIEHARD STACKED */

printk (KERN INFO "DieHard: starting.\n");

#ifndef CONFIG SECURITY DIEHARD STACKED

if (register security(&diehard ops))

panic ("DieHard: kernel registration failed.\n");
#endif /* CONFIG SECURITY DIEHARD STACKED */
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#ifdef CONFIG SYSCTL

1f (!register sysctl paths(diehard sysctl path, diehard sysctl table))
panic ("DieHard: sysctl registration failed.\n");

#endif /* CONFIG_SYSCTL */

return 0;

}

security initcall (diehard init);

ﬂpmmepom MCNnos1b3oBaHMA OMMCaHHOTO MmexaHMn3Ma MOXET CNYyXnUTb
H€O6XO,£I,I/IN\OCTb obecneynmtb HEBO3MOXKHOCTb HENMPUBUNIETNPOBAHHOIO TMOJ1Ib30BaTENA
npepsaTb BbIMNOJIHEHNE aHTUBNPYCHOTO CPpedCTBa.

4.3.7. YnpaBneHune noanTtMkamm 6e3onacHoCcTm

Ona onpeaeneHMs  BO3MOXXHOCTEM  Y4YEeTHOM  3alMMCM  MOJIb30BaTesA Mo
MCNONb30BAHMIO PECYPCOB M PYHKLUMOHANbHBIX BO3MOXKHOCTen OC ABpopa NpumeHAeTcA
poneBas mMoAdenb, Ha ODOLECMCTEMHOM YpOBHE MO3BOAAKOWAA aAMMHMCTPATOPY 3a4aTb
OrpaHMYeHuna Ha Mcnonb3oBaHne GyHKUMoHana OC nocpeacTBOM NOANTUK BE30MacHOCTM.

NMPUMEYAHUE. HacTtpoinKka ynpaBieHWA AOCTYNOM, a TaKKe WM3MeHeHWe AaHHOM
HACTPOMKM AOCTYMNHbI TONBKO aAMMHUCTPATOPY b0 Yepe3d MDM-cuctemy.

[Ons nepexosa K HACTPOMKamM MNOAMUTMK 6e30MacHOCTM HeobXOAMMO BbIMOAHUTb
cneayrouime AencTemna:

— OTKPbITb MEHIO HACTPOEK KaCaHMEM 3HA4YKa Ha 3KpaHe ﬂpVIIIO)-I-(EHMVI,‘

— KOCHYTbCA MYHKTa MeHl «[loAnUTUKM  De30nacHoCTM B noapasaene
«be3sonacHoCTb», B pe3ynbTaTe 4yero otobpasnTcA OAHOMMEHHAs CTPaHMLA Yynpas/ieHMs
noAnTUKammn 6esonacHocTu (PucyHok 81).

— ObICTPbIA MOUCK MOAUTUKM HE30MacHOCTM C MOMOLLbIO BBOAA MNepBbix OYKB ee
Ha3BaHMA B noJsie «onck»;

— BK/IIOYEHME U BbIKAOYEHWE MOAUTUKM BE30MacHOCTU KacaHWeM nepekatoyaTend
cnpaBa OT BbIOpaHHOM NOAUTUKM.

NMPUMEYAHUE. Tpwn akTMBaUMKM MNepekatoyaTe/ib HaYHET CBeTUTbCA ApYe, Yem B
COCTOSSHUM MO YMONYAHUIO (HEAKTUBHOM);

— H6noKkMpoBKa M pa3bnoKMpoBKa  MOAMTMKM  6e30MacHOCTM  KacaHMeM
COOTBETCTBYHOLLErO 3HaYKa CNeBa OT BbIOpaHHOM NOANTUKM MO0 KacaHWeM NOoAA, B KOTOPOM
PacnosoXKeHa BblbpaHHaA NOANTUKA.

NMPUMEYAHUE. 3Ha4vok YKa3blBaeT Ha TO, 4YTO MNOJIUTUKA pPa3bioKMpOBaHa

(nocTynHa), 3Ha4oK E YKa3bIBAEeT Ha TO, YTO NOIMTUKA 3aDN0KMpPOBAHA (HeA0CTyMnHa).

B cnyyae ecnm Kakas-nnbo M3 NOAMTMK 3abBNOKMPOBaHA aAMWMHUCTPATOPOM, Mpw
NonbITKe AOCTYNa K Hel oTobpasntca coobuieHmne «OTKAOYEHO Npm nomoly Aurora Device
Manager» (PucyHok 81).




Tabanue (Tabnaumua 2).
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MonuTikn 6esonacHoCTU

Mowck

Bluetooth

USB-Touka goctyna

ABMapexmnm

Bbpaysep

[onocoBble BbI30BbI

d [obasneHune akkayHTOB

Cj Kamepa

PucyHok 81

VPN

OTKNOYEHO NPM MOMOLLIN
Aurora Device Manager

HeT nogknio4veHuns

via C CoeinHeHnem

PucyHok 82

HanmeHOBaHMe M ONMUCaHMe ynpaBaAeMblX MOJUTUK Hbe3onacHoOCTH npmneegeHo B

BHUMAHMUE! CocTtosHne NOAUTMKM MO YMONYAHMIO OTAMYAETCA B 3aBMCUMMOCTM OT
Bepcum OC Aspopa.

Tabnunua 2
Ne Ha3ssaHue OnucaHue ATpunbyt MNonutuka no | YnpasneHua
NONUTUKM NONUTUKN 6e3onacHocTH YMO/IMaHUIO NONUTUKOM
1 |Bluetooth Mcnonb3oBaHue BluetoothToggl| 3abnoknposaHa | GUI
UHTepdeinca eEnabled
Bluetooth®
2 | USB-Touka Ncnonb3osaHne MY | UsbConnection| PazbnokuposaHa | GUI
A0CTyna B KayecTBe USB- SharingEnable
Modema d
3 | ABMapexum Ncnonb3oBaHue FlightModeTog | PazbnokunposaHa | GUI
pexxrma noneTa gleEnabled
4 | bpaysep PaboTa BrowserEnable | PazbnokunposaHa | GUI
No/Nb30BaTeNs C d
Hbpaysepom
5 |TonocoBsble PaboTac VoiceCallEnabl | PazbnokuposaHa | GUI
BbI30BbI r0/10COBbIMM ed
BbI30BaMM
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Ne HassaHue OnucaHue ATpnbyT Monutnka no | YnpasneHua
NONUTUKM NOAUTUKN 6esonacHoCTH YMOIYAHUIO NONIUTUKON
6 |[JobaBneHune NobasneHune AccountCreati | PazbnokuposaHa | GUI
aKKayHTOB NAHHbIX YYeTHbIX onEnabled
3anucen
7 | Kamepa Mcnonb3oBaHme CameraEnable | PaszbnokmposaHa | GUI
Kamepbl d
8 | MuKkpodoH Ncnonb3oBaHue MicrophoneEn | PazbnokunposaHa | GUI
MWUKPODOHa abled
9 | MoHTupoBaHune | MOHTUpPOBaHMeE USBMountEna | PazbiokmpoBaHa | GUI
USB- USB-HakonuTtenen | bled
HakonuTenemn
10 | MoHTMpoBaHue | MoHTUpOBaHMe SDMountEnabl | PazbnokunposaHa | GUI
KapT namaTu KapT NamaTu ed
11 |YnpaBneHue YnpasneHune VPN- | VpnConnectio |Pa3bnokunposaHa | GUI
COCTOAHUEM coegMHEHMAMM nSettingsEnabl
VPN- ed
coeiMHeHmA
12 | PegaktnposaHu | Hactpolika/penaktun| VpnConfigurati| Pasbnokunposara | GUI
e VPN- poBaHue VPN- onSettingsEna
coeMHeHnn coenHEeHUI bled
13 | HacTpoiku Mcnonb3oBaHue WlanToggleEn | PazbnokunposaHa | GUI
WLAN cetn WLAN abled
14 | HacTponku Ncnonb3oBaHue LocationSettin | PazbnokunposaHa | GUI
reonokaumm CNyK6 gsEnabled
MEeCTOMOIOKEHMA
15 | HacTtponKa aatbl| M3meHeHme DateTimeSetti | PazbnokunposaHa | GUI
N BPEMEHMU HacTpoek BpemeHu | ngsEnabled
M 0aTbl
16 | HacTpoiku HacTpoiiku MobileNetwor | PazbnokmnpoaHa | GUI
MODBUIbHOM MODBUNBbHOM CceTH kSettingsEnabl
cetu ed
17 | HacTponku Hactporika npokcn- | NetworkProxyS| 3abnoknpoBaHa | GUI
NPOKCK cepsepa ettingsEnabled
18 | Obwmn poctyn | Mcnonb3osaHne MY | InternetSharin | PasbnokuposaHa | GUI
K UHTepHeTy B KayecTBe gEnabled
H6ecnpoBOaAHOM
TOYKM AOCTYNa
19 | Mepenaya MNepenava pannos | UsbMtpEnable | 3abnoknposaHa | GUI

dannos Ha MK
(MTP)

no npotokony MTP

d




81

AOMI.10034-02 91 01

Ne HassaHue OnucaHue ATpnbyT Monutnka no | YnpasneHua
NOJINTUKM MNONINUTUKN 6esonacHoCTH YMOJIYaHUIO NONIUTUKON
20 | Cbpoc K BbinonHeHMe DeviceResetEn | PazbnokunposaHa | GUI
3aBOACKMM cbpoca OCK abled
HaCTpOMKam 3aBOACKMM
HaCTPOMKam
21 | CHMMKM aKkpaHa | Co3aaHne cHMMKoB | ScreenshotEna | PazbnokmnpoBaHa | GUI
3KpaHa bled
22 | CoobueHuns OtnpasKka SMS SMSEnabled | Pa3bnokunposaHa | GUI
23 | YcTaHOBKa YctaHoBKa MI Applicationinst | 3abnoknposaHa | GUI
NPUNOXKEHUI N3 allationEnable
dannosoro d
MeHeaKepa
24 | - Mcnonb3oBaHue UsbAdbEnable | PazbnokunpoBaHa | policy.conf
Android Debug d
Bridge
25 |- HacTpolika MobileDataAcc| PazbnokmposaHa | policy.conf
MODOMNbHBIX TOYek | essPointSettin
nocTyna gsEnabled
26 |- PaboTac OsUpdatesEna | PazbnokunpoBaHa | policy.conf
obHoBneHnem OC | bled
27 |- MpuHaTne pewenunit| SideLoadingSet| PazbnokumposaHa | policy.conf
0 3arpyske tingsEnabled
CTOPOHHMX NaKeToB
28 |- AKTMBaums pexxmuma | DeveloperMod | PazbnokmposaHa | policy.conf
pa3paboTymka eSettingsEnabl
ed
29 |- Ncnonb3oBaHue UsbMassStora | PazbnokumposaHa | policy.conf
pexxknma USB Mass | geEnabled
Storage
30 |- Paborta co NetworkDataC | Pa3zbnokunpoBaHa | policy.conf
CTaTUCTUKOM ounterSettings
MHTepHeT-AaHHbIX | Enabled
31 |- PaboTa co CallStatisticsSe | PazbnokmposaHa | policy.conf
CTaTUCTMKOM ttingsEnabled
3BOHKOB
32 |- N3meHeHMe T1na CellularTechno | PazbnokunpoBaHa | policy.conf
TEXHONOrK logySettingsEn
MODBUNbHOM abled

nepegayvn AaHHbIX




82
AOMI.10034-02 91 01

Ne HassaHue OnucaHue ATpnbyT Monutnka no | YnpasneHua

NOJINTUKM MNONINUTUKN 6esonacHoCTH YMOJIYaHUIO NONIUTUKON

33 |- Pexxnm UsbDeveloper | PazbnokumposaHa | policy.conf
pa3paboTymka ModeEnabled

34 |- Pexkmm ceTeBoro UsbHostEnable| PazbnokuposaHa | policy.conf

apanTtepa d

35 |- PeXXnm oTnagkm UsbDiagnostic | PazbnokumposaHa | policy.conf

ModeEnabled

4.4. OrpaHMyYeHMe NporpaMMHON cpeapl

B OC ABpopa OrpaHuMyeHMA NPOrpamMHOM  cpedbl  MOryT  33a[aBaTbCA
aAMUHNCTPATOPOM C MOMOLLbIO:

— ynpaBaeHusa cayxbamm NocpeacTBOM systemd, MoApOOHOe onMcaHMe KOTOpPoro
NpuBeaeHO B NpunoKeHnmn (MpunoxkerHne 2);

— U3MEHEeHMA /IMMWTOB, OMUCaHMEe KOTOPbIX NPUBEAEHO B  MPUIOKEHUU
(Mpunnoxenue 3).

B OC Aspopa npu yctaHoBKe 10O BbINONIHAOTCA Cheaytolie NPOBEePKM:

— coaepxaHua RPM-nakeTa Ha npeamMeT MCNOJIHAEMbIX CLeHapueB B pasdene
postinstall,

— YCTaHOBKM nporpamm 6e3 npumeHeHna BUToB suid-bit M sgid-bit.

4.4.1. MexaHusm nognucn RPM-nakeTtos
4.4.1.1. Noanucb 1 npoBepKa noanncn RPM-nakeTa

B OC ABpopa mcnonbsyetca mexaHmnsm noanmcn RPM-nakeToB 1 ero coaepmnmoro,
NpuY 3TOM:

— [N1A NAaKeTOB OTKAOYEHbI U He ncnonb3ytotca GPG-nognucu;

— noAnuch paspaboTynka noanmncbiBaeT RPM-naKeT LeMKom;

— KJIMEHTCKaA NoAnMcb NoAnMcbiBaeT 0b61acTb noanmncK pa3paboTyunKa;

— Kaxdas nocneaywowaa noanuce Aob6aBnseTca B KOHel, npeablayulen u
NOAMMCHIBAET ee.

[octyn K dyHKUuMAm meHeaxepa RPM-nakeToB ocyLlecTBAAETCA aAMUHUCTPATOPOM
c nomouwbto MM «Terminal» (n. 2.3.2).

OnucaHune nHTepdelica KoMaHabl rpm NPUBEAEHO B NPUAOKeHUM (MpunoxkeHne 1).

Kaxkabin RPM-naKkeT nmeeT Ha3BaHWE, COCTOALLLEE M3 CIeAYOWMX YacTen:

— Ha3BaHMe NPOorpammbl;

— BepCUA NPorpammbl;

— HOMep BbINylleHHOM Bepcun. O603HaYaeT KONMYeCTBO NepecbopoK Nporpamms
OZIHOM U TOW »Ke Bepcun Uam AUCTpubyTus, Nos KoTopbin cobpaH RPM-nakeT (Hanpumep,
mdv (Mandriva Linux) nnu fc4 (Fedora Core 4));

— apXUTeKTypa, nos KoTopyto cobpaH RPM-nakeT (armv7hl, i386, ppc 1 T. A4.).
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CobpaHHbIn RPM-nakeT 06bl4HO MMeeT cneayowmin GopmaT Ha3BaHUA:

<Ha3BaHMe>—-<BepcuAa>-<pelin3>.<apxXmMTeKTypa>.rpm

Hanpumep:

nano-0.98-2.1i386.rpm

RPM-nakeT mOXeT coAepaTb TO/IbKO MCXOAHbIE KOAbl, MPXU 3TOM MHbOpPMaLMA 06
APXUTEKTYpe OTCYTCTBYET M 3aMEHAETCA Ha src.
Hanpumep:

libgnomeuimm2.0-2.0.0-3.src.rpm

BubnmnoTtekn pacnpocTpaHATcA B 2 OTAENbHbIX MaKeTax: MNepBbld COAEPHKMUT
cobpaHHbI Koa, BTOpOoN (0ObIYHO K HeMy A00aBNAOT -devel) COAEPHKMUT 3aro/IOBOYHbIE
dannbl, a Takke Gpannbl, Tpebyemble AN Pa3paboTKuM.

Heobxoammo, 4Tobbl BEpCMM ABYX MNAKETOB COBMAaAanu, B MPOTMBHOM C/y4vae
6MbNMOTEKM MOTYT PaboTaTb HEKOPPEKTHO. [aKeTbl C paclUMPEHNEM noarch . rpm HE 3aBUCAT
OT KOHKPETHOM apxXnTekTypbl MY 1 00bIYHO coaepKaT rpaduKy, apxXMTEKTYPHO HE3ABUCUMbIE
CKPWUNTbI, @ TaKXKe TEKCTbI, UCMOb3yeMble APYTMMM NPOrpammamMu.

RPM-nakeT obecneymBaer:

— NEerkocTb yaaneHus n obHosneHuns MO;

— nonynaapHocTb — Yacto MO cobupaetcs nmeHHo B RPM, HeobxoamMmocTb cOopKmM
NPOrpammbl M3 MCXOAHbIX KOAOB OTCYTCTBYET;

— HEeWHTEePaKTUBHYIO YCTaHOBKY — MPOLLECC YyCTaHOBKM/0OHOBAEHUA/yAaNeHWA Nerko
aBTOMATU3MpPYETCA;

— MPOBEPKY LLeNIOCTHOCTM NakeToB ¢ nomoLlpto KC 1 noanucei;

— DeltaRPM—aHanor Habopa M3MeHeHN M, N03BONAIOLLMI OOHOBUTb YCTAHOBAEHHOE
MO ¢ MMHMMaANbHOM 3aTpPaTON TPAPUKa;

— BO3MOXXHOCTb aKKyMyALMM ONbITa COOPLUMKOB B spec-daline;

— OTHOCUTENbHYH KOMMAKTHOCTb Spec-al/ioB 3a CHET MCMNOb30BAHMA MAKPOCOB.

Cneumndukra pabotbl RPM-naketoB B coctaBe OC ABpopa cBA3aHa c nepepaboTaHHbIM
mexaHunamom KU (nogpasaen 4.9).

NMPUMEYAHUE. B coctase OC ABpopa A0MNYyCKaeTCA YCTAaHOBKA TO/IbKO MOAMMCAHHbIX
RPM-nakeToB.

Moannce RPM-nakeTa npoBepAeTcA B MOMEHT ero YCTaHOBKWM W XPaHWUTCA B
OC ABpopa noc/sie OKOH4YaHWA Mpouecca YCTaHOBKM B ocobol 6ase pgaHHbix (BA),
Ha3biBaemolr OMPCERT. Moanucn RPM-naketa GoOpMUpPYHOTCA C MOMOLLbID anropmutma
FOCT P 34.10-2012.

MoAnucb XpaHUTCA B CTaHAapTHOM Ana 6ubnnotekn OpenSSL dopmate CMS u
COAEPKMUT cneaytollme AaHHble:

— XelW COAepXMMOro naketa Mam NoAnNUCKU Npeaplaywero ypoBHA C NpUMEHeHeM
OYHKUMU XeLWMPOBAHNA U ANMHOM Xelw-Koaa 256 6ut no TOCT P 34.11-2012;

— [aTy NOANMCAHMA NaKeTa;
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— MOAMWCb  YKa3aHHbIX  Bbille  MNOJern C  MNPUMEHEHMEM  AArOPUTMA
FOCT P 34.10-2012 v ¢yHKUMM xewmposaHma FTOCT P 34.11-2012, anvHa Bbixoaa 256 6urT;

— cepTudumKaT cybbeKTa noanmMcm NakeTa.

NPUMEYAHUE. [lna npoBepKku noanuncm B npouecce yctaHoBkM RPM-nakeTa nmeer
3HaAYeHMEe CTPYKTYpa M COCTaB cepTUdMKaTa Katoda nposepkn M. CepTuduKaTt AoKeH bbiTb
BblAaH KAMEHTY (CyDbEKTY) NpeanpuaTMemM-pa3paboTynkom.

Mpouecc NonyyYyeHua cybbekTom cepTUdMKaTa COCTOUT U3 CieAyHoLWMX STanoB.:

— reHepauma KAYeBoM Napbl, 3aLLMLLEHHOW Napoaem.

MPUMEYAHUE. TMoapobHasa  wmHopmauma  npuBeaeHa  Ha  Beb-canTe:
https://community.omprussia.ru/;

— CO3[4aHMe 3anpoca Ha cepTUPUKAT C yKasaHMem B 00A3aTebHOM MNopAAKe
HAaMMEHOBAHMA K/IMEHTA;

— OTMpaBKa 3anpoca Ha nojayvyeHue cepTuduMKaTa NpeanpuATUIO-Pa3paboTUMKy M
nonyyYeHne cepTMdMKaTa C NPUCBOEHHOM METKOM rpynnbl 6€30MacHOCTY;

— noanucaHme RPM-naKkeTa, nNoiy4yeHHOro ceptuduKkaTa MU 3alMLLEHHOTO KAt4a
noAnnCK.

MeTKa rpynnbl 6e30MacHOCTN ABAAETCA CTPOKOM M MOXKEeT 6blTb MPOW3BOJIbHOM,
oAHaKo npeanpuatMe-paspabotunk OC ABpopa npu Bblgaye cepTudMKaTa MCNONb3yeT
onpeaeneHHbin Habop meToK. O6paboTka NOANMCAaHHOrO NakeTa 3aBUCUT OT MPUCBOEHHOW
cepTuduKaTy MeTKKM rpynnbl besonacHocTu.

B Hauyane akcnayataumm OC ABpopa He cBfizaHa C KaKMM-Tnbo cybbekTom. [pu
YyCTaHOBKE NepBOro nakeTa yCTaHaB/IMBAETCA KHOY KAMEHTa (client certificate key id)
n cospaetca npmeaska OC ABpopa K KANEHTY (cyDbeKTy).

MPUMEYAHUE. Ha OC ABpopa MoXKeT ObiTb ycTaHoBAeH Tonbko RPM-nakeT ¢
NOANNCHIO KNEHTA.

[Ona yctaHoBKKM cTopoHHero MO Ha MY, ¢yHKUMOHMpPYOLLEee NoA ynpaBaeHUEM
OC Apopa, RPM-nakeT f4o/keH MMeTb cneayroume noanmcu:

— noanucb pa3paboTyMka, KoTopas ABAAETCA 00A3aTeNbHOM WM NO3BOAAET
MAeHTMOUUMPOBATL aBTOPa MaKeTa, a TaKXKe WCNOoNb3yeTcA ANA NOANWCKM NaKeTa W
MCNONHAEMbIX $anN0oB BHYTPM HETO.

MPUMEYAHMUE. be3 noanmncu paspaboTynmKka HEBO3MOXKHO ycTaHOBUTL MIT Ha MY;

— NOAMNWNCH KNIMEHTA, KOTOPAA A0NONHUTENBbHO 3aLLUMLLIAET M KOHTPOAMPYET YCTAHOBKY
cTopoHHero O Ha MY. Bce MI1, KoTopble 6yayT MCNOAb30BATbCA NpPeAnpUATUEM-
pa3paboTynKom, He0bXxoAMMO NOANNCHIBATL MOAMMUCHIO KINEHTA.

NMPUMEYAHUE. Ha MY MOXHO ycTaHOBWTb TO/IbKO 10, mpouwealee BHYTPEHHWM
KOHTPO/1b M NoANMCaHHOe COHCTBEHHON NOAMMUCHIO KANEHTA.

Ons noanucn MM TpebytoTca 2 KAtoyeBble NoANUcaHHble napbl U 2 cepTudukaTta
(Tabnnua 3).
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Tabanua 3
. Nma daina .
Nmsa paina ¢ Nmsa paitna
3anpoca Ha
HasHaueHne ANropuTM | 3aKpbITOro KAtoya ceptTudmKaTa
cepTudMKaT no
MO YMONYaHMUIO MO YMONYaHMUIO

YMOJI4aHUIO
Moanuck BuHapHbIx | RSA 2048 | binaries-key.pem | binaries-csr.pem binaries-
dannos n bubamoTtek cert.pem

BHyTpY RPM-nakeTa

Moanuce rocrp packages- packages-csr.pem |packages-
RPM-nakeToB 34.10-2012 | key.pem cert.pem
(256 6uT)

MPUMEYAHUE. leHepaumto KNtOYEBbIX Nap M 3aNpoChbl Ha CEPTUPUKATbI HEODXOAMMO
3anyckaTb BHYTPW build-engine, NoApobHaa MHGOPMaLMA O KOTOPOM MNpMBeAeHa Ha
Beb-canTe: https://community.omprussia.ru/.

Mprumep KOMaHAbl AN reHepaLmmn KNKYeBbIX Map M 3aNpoCcoB Ha CePTUPMKATI:

customer-gen-csrs \ —--common-name "developer company name" \ --
binaries-key binaries-key.pem \ --packages-key packages-key.pem

B npouecce BbIMOAHEHMA KOMaHAbl OyayT 3anpolueHbl Napoan Aans WwnudpoBaHUA
$annoB € 3aKPbITbIMW KAtOYaMM M B paboyer ANpeKTopun ckpunTta OyayT co3aaHbl Gpainbl
3aMNpoOCOB binaries-csr.pem U packages-csr.pem.

®annbl 3anpocos (He bannbl KAtoyen) HeobxoaAMMo nepenatb
npeanpuATNIO-pa3paboTymKy M NOAYYNTb B3aMeH NoAannucaHHblie Gaiibl cepTUUKaToB.

MPUMEYAHUE. TMpu npoBeaeHUN OGUHANBHONO TECTMPOBAHMA CO3aAaHHbIX MI]
notpebyeTca cepTUdMKAT CTOPOHHEN opraHmM3aumm Ha nognucb RPM-nakeTa.

CepTudMKaT CTOPOHHEN OpraHM3aumm HeobxoAMMO AOMONHUTENBHO 3aNpPOCUTL Y
npeanpuaTna-paspaboTymka. Co3aaBaTb AONOAHUTENbHbBIE KAOYM M 3aNPOChl Ha CepTUDMKAT
He TpebyeTca. B ganbHenwem nMmeHem No YMoN4YaHuto ans Gpanna ceptTmdmrata CTOPOHHEN
opraHusaumm byaeT cumTaThCA packages-client-cert . pem.

Bemay OTCyTCTBMA MEXaHM3MOB AN1A WM3MEHEeHMA MNPUBA3KM B Aa/ibHenuwen
aKcnyaTaumm HeobxoAMMO BbIMOHUTL OAHO U3 CAeAyoWMX AeNCTBUNIA:

— NOBTOPHO ycTaHoBUTL OC ABpopa Ha MY;

— YCTAHOBWUTb MNaKeT, YyAaNAoWMN MNPUBA3KY, NOCAe 4Yero MOBTOPHO MNPMBA3aTb
OC ABpopa K KAMEHTY C NMOMOLLbIO MaKeTa, KOTOPbIM A0/MKeH ObiTb NOANMCAH NOAMMCHIO
KAMeHTa (K KAMeHTy Ao/1KeH ObiTb NpuBA3aH ak3emnaap OC Aspopa).

MPUMEYAHUE. [na nposepkn noanucnm RPM-naketa u noanucn dannos IMA
MCNONb3YeTCA eAuHbIA cepTUPMKaT, T.e. ANA NOANUCKM MNaKeTa M ero COAEPKUMOro
MCNONb3yeTCA 0AHa NOAMMUCH.
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MexaHun3m beszonacHocTn IMA obecneymBaeT OTCYTCTBME BO3MOXKHOCTM 3aMycKa Ha
MY ana HenoAnucaHHbIX UCNoAHAeMbIX darnos RPM-naKkeTa, a Takke ANA MCNOAHAEMbIX
dannos RPM-nakeTa, NoANMCAHHOrO HEBEPHOM NOANMCHIO NMOO NOANUCHIO, KOTOPas BEPHA,
HO OT/INYAETCA OT TEKYLLEro KOPHEBOro cepTnduKaTa.

BHUMAHUE! T[Mopaepkmeatotca anroputmbl ana: |IMA SHA256, RSA2048 wu
FOCT 34.10 2012.

NMPUMEYAHUE. Mpu oT3biBE CKOMMPOMETMPOBAHHbIX KAOYEN MPOUCXOANT OT3bIB
KAto4a, a He cepTUdMKaTa.

B uenax pasgeneHns 30Hbl M noadepraHua raybuHbl MHTEerpauym CTOPOHHMX
RPM-nakeToB mMmeroTca AONONHUTENbHbIE NOArpynnbl Ana noanucen: Regular, Extended,
MDM, Antivirus, KoTopble pa3inyatoTca Habopom NPaBKA 1 Pa3peLLlEHN MO PACNONOKEHMIO
n B3aumopencTemo dannos B OC, a TakKe WCNONb30BAHMEM B3aMMOCBA3AHHbIX
KOMMOHEHTOB.

MPUMEYAHUE. [ns ynpouweHua npouecca Yy pa3paboTunmka coxpaHAaeTca
BO3MOHOCTb OTK/OYEHMA BaNMAALMW MNAKETOB (NPOBEPKM Ha NMpeaMeT KOPPEKTHOCTH),
O HAKO NP 3TOM OCHOBHbIE KPUTMYECKME ANA CUCTEMbI MPOBEPKM OCTAHYTCA aKTUBHbIMMU.

pynnbl  (meTkn) 6e3onacHocTM RPM-nakeToB: nocne MNpPUBA3KKM  3K3emnaspa
OC ABpopa HEeBO3MOKHa YycTaHOBKa RPM-naketoB, He MNOAMUCAHHbIX KAMEHTOM NnbO
NOANMMUCAHHbBIX APYTMM KTIMEHTOM.

RPM-nakeT cuymMTaeTca noAMMCaHHbIM KAMEHTOM, €CAn cepTUdUKAT nocneaHen
NOAMMCK NaKeTa MMeeT MEeTKY rpynnbl 6€30NacHOCTM client.

[na rpynnbl 6e3onacHocTm TpebyeTcs cneaytollee:

— o0bA3aTenbHaa noanucb pa3paboTynKka, MeTKa — developer;

— OnuMOHaNbHaA MNoANUCb CNeunann3MpoBaHHON NabopaTopun, YTBEPXKAAOLLAS
b6e3onacHocTb RPM-nakeTa, MeTKka — seclab;

— 0b6Aa3aTenbHan NoANMUChL KAMEHTA, MeTKa — client.

MoAnMCK HakNaablBatOTCA CaeayowmMm obpasom:

1) Pa3paboTumk noanuceiBaeT RPM-naKkeT, KOTOPbIN OH NPOM3BEN;

2) RPM-nakeT ¢ noanucbio pas3paboTymka MOKeT ObiTb HanpasaeH B 1abopaToputo
ANA AONONHUTENBHOM HE3aBUCMMOW NPOBEPKN. B aTom cnydyae nabopaTopus noanucbiBaeT
MNaKeT C NoANMCbIo pa3paboTyMKa CBOMM KAHOUYOM;

3) RPM-naketT B o06dA3aTeNlbHOM MNoOpAAKE MOAMMCLIBAETCA MOAMNMUCHID KIMEHTA
(snagensuem OC ABpopa, cybbekToM) Ans ero ycnelwwHon yctaHoskk B8 OC ABpopa, npu aTom
pa3paboTynKk noanmucbiBaeT HenocpeAcTBeHHO RPM-nmakeT, a KaxAabli nocaeaytowmi
CyOBbEKT nmoAnucbiBaeT Npeablayllyto noanuch (T.e. nabopatopua nNoAnMCbiBaeT NOAMUCH
pa3paboTynKka, KAMEHT NoAMMCbIBaeT noanucb nabopaTtopum), Takum  obpasom
OpraHM30BaHa Mepapxmsa MoAnucen, B KOTOPOM Ha KaXKAOM M3 3TanoB MPOBEPKM MOXKHO
BbIABUTb PACXOXAEHMUA.

KopHeBoW cepTuduKaT npeanpmatna-pas3paboTymnka: 414 yCTaHOBKM 0BEPUA MEXKIY
cepTUPMKaTaMmM U CUCTEMOWN NpeanaraeTca nepapxmyeckan CBA3b MeXay cepTUudMKaTamu,
KOTOpble WCMOAb3YytoTCA ANAa noAanucu naketoB. Paspabortumk OC ABpopa nocpeacTBOM
YTUAUTbl tk26sig reHepupyeT cepTMOUKAT, KOTOPbIA CUMUTAeTCA KOpHeBbiM. [anee
npeanpusaTne-paspaboTymk, NCNONb3yA AaHHbIA CEPTUDMKAT, BblAaeT cepTUdUKATbl CBOMM
KAMEHTAM Ha OCHOBE MX 3aMnpoca 3TO MOryT ObITb KAOUM pa3paboTumKa, KAMeHTa 1 Ntobble
apyrne. Takmm o06Opa3om, Bcerda BO3MOXHO MNPOCAeAMTb CBA3b MeXAy LEeMnoYKomn
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CEPTUPMKATOB: €CAM  BblAAHHbIA KAMEHTaM CepTMOMKAT He BblAaH npeanpuATUEM-
Pa3paboTYMKOM, OH CYMTAeTCA HeaAeMCTBUTE/IbHbIM, COOTBETCTBEHHO, BCe MOMbITKK
yCTaHOBUTb RPM-nakeTbl, NoAnNncaHHble cepTUdMKaTaMM, BblAaHHbIMW HE NpeanpuATUeEM-
pa3paboTymnkom, byayT HeyaauHbIMM.

MyTb A0 KOpHeBOro ceptudukata npedonpesenceH Ha MNPOrPamMMHOM YpPOBHE:
/etc/rpm/rootcacert-omp.pemn.

CepTuduKaT npegnpuatua-paspaboTtumKka: cpeam Bcex cepTUOMKATOB ANA TPyNnbl
developer Hambonee Ba*KHbIM ABNAeTCA cepTndumKar, BblAaHHbIN
npeanpuAaTMio-paspaboTunky ana paspabotkm OC ABpopa. Takmmu cepTUdUKaTamm
MOAMNMCBbIBAOTCA  BCE  MPOAYKTbl  NpeanpuATMA-pa3paboTinMka M BCE  CUCTEMHbIE
RPM-nakeTbl.

[MakeT, NOAMWUCAHHbLIA AaHHbIM CepTUOMKATOM, He noABepraeTca npoLeccy
Ba/MAaumn (T.K. TaKMe NaKeTbl Bcerga CYMTAKOTCA AO0BEpPeHHbIMW). [nAa  oTanMymA
cepTMdMKaToB MAeHTUOUKATOP NYBAMYHOIO KAtoYa AaHHOro cepTudmKaTa yCTaHaBAMBAETCA
B ®C no nytM /etc/rpm/system-developer-keyid WM NPM YCTAHOBKE KaXK[AOro naketa
NpPoOMCXoAMT NpoBepKa MNybAMYHOro KatYa cepTudmkata npeanpuAaTua-paspaboTymKa,
KOTOPbIM NOAMNMCAH NAKET C KAYOM, pacnonoxeHHbim B PC.

BHyTpeHHAA cTpyKTypa noanucen: noanucu danna IMA umHTerpmpytotcs B 010K
noanucK npeanpuaTna-paspaboTyinka, nognmcb IMA nepeHoOCUTCA M3 3aros0BKa MakeTa.
TonbKo Nepsaa noanuch (He Becb Gpalin) 3aBepsaeTcs BTOPOM NOAMNUCHIO.

Obwmi popmat noanmncaHHoro RPM-nakeTa npmseseH Ha pucyHke (PucyHok 81).

Moanucaxo
Paapafor4nkom

€

Moanuce 1 (PaspaboTumk)

CeepeHus o nognucaHTe HAWEHTOM

/ CepTudmkar \

Moanuck IMA

Llenovka poraumu (onu.)

—
Mopgnucs

Mognuce 1 (3aronosok)

PucyHok 81
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Banmpauuna RPM-nakeTtos: RPM-nakeTbl BanAMpyoTCca cueHapmem, Haxo4AWMMCA B
npoeKkTe rpm-validator. [lpouecc Baavaaumm npoxoaAat He sce RPM-nakeTbl, a TO/IbKO He
yA0BNETBOPSAOLLME YCN0BUA HE30MAaCHOCTH.

RPM-naKkeTbl, NOAMNMCAHHbIE KAKYOM MNpeanpuATUA-pa3paboTyMKa, He NpoxoasaT
npouecc BaAMAaUMW BBMAY HEBO3MOMKHOCTM KOPPEKTHOro obHoBneHWA RPM-nakeTos,
Bxo4Awmx B coctas OC Aspopa.

[Mpw ycTaHOBKe Yepe3 1ibrpm RPM-naKeT npoxoanT cneayrolme ctagmm:

— BHYTPEHHWE NPOBEPKY;

— Bannmaauma naarMHOM rpm-plugin-validation.

MnarmH rpm-plugin-validation, BbI3BaHHbIM MNepen ycTaHOBKOWM RPM-nakeTa,
nocneaoBaTebHO BbIMOAHAET CeAytolmne AeNCTBUA:

— NpoBepKa nognucen n ceptudmnkatos RPM-nakeTa;

— MPOBepKa NPUBA3KM CUCTEMbI K ONpeaeIeHHOMY KAMEHTY. [1pn OTCyTCTBMM A@aHHOM
NPOBEPKM BbINOJIHAETCA MOMbITKA NPUBA3KN K KANEHTY, NOAMNMCb KOTOPOro ctont Ha RPM-
nakete. OTCyTCTBME NOANMUCK TPAKTYETCA KaK OLMOKA YCTAaHOBKM;

— ecnnm RPM-naket aBnsetcA OOHOBNEHWEM, TO MNPOBEPAETCHA, YTO CepTUPUKaT
pa3paboTynmKka He U3MeHMAcs (T.e. He M3MEeHMACA M pa3paboTumk). M3meHeHue
cepTUPMKaTa NpeanpuaTMa-pa3paboTynKka CYMTAETCA OLIMOKON YCTAaHOBKY;

— ecnm RPM-nakeT noanucaH He npeanpuaTnem-paspadboTYnMKoM, BbINMOHAETCS
Ba/MAauUmMA NakeTa. HeycneuwHasa Bannaauma c4MTaeTcsa OWMOKOM YCTaHOBKY;

— BCTaBKa cepTudMKaTa B cucTeMHbln IMA keyring. HeycnewHbI npougcc cymMTaeTcs
OLIMOKOMN YCTAHOBKM;

— BCTaBKa WHPopmaumm o noanucax u ceptudukatax RPM-naketa B B/l
rpmsign-external. HeycnelwHbln NPOLLECC CYMTAETCA OLMOKOM YCTAaHOBKM.

Mo 3aBepuweHnn obpaboTkm RPM-nakeTa Kaxaoe AencTBme cosgaeT coobuieHue
ayamTa B sdjd (cucTtema ayamta npeanpusatua-paspabotynka (nogpasaen 4.1)) ob ycnexe
MK Heycnexe Npu ycTtaHoBKe nnu yaaneHnmn RPM-nakeTa.

Mpu HeycnewHom yctaHoBke RPM-nakeTa gaHHble 13 b OMPCERT yaanatoTtca, T.K. B
librpm He cylecTByeT cnocoba Bo3BpaTa TPAH3aKLUMM MNOCAE YCTAHOBKM.

Mpw ycTaHoBKe ntoboro RPM-nakeTa HE06X0AMMO Y4YUTbIBATL CAeytoLLee:

— KaKabln RPM-nakeTt LOIKEH NMMETb KakK MUHUMYM noAnumch
npeanpuaTna-pa3paboTymka nakeTa M NoANUCbL KNneHTa, ecan RPM-nakeT ans yCTaHOBKM
Nosly4eH U3 JOBEPEHHOTO UCTOYHMKA (Hanpmumep, U3 marasmHa Mr);

— ncnonHaemble dalnbl K 3arpyxaemble 6UbBAMOTEKKM, BXOAAWME B COCTaB
RPM-nakeTa, TaKXe AO/KHbl OblTb MOAMNMCAHbI KAKOYOM MpM COOPKe MakeTa B CUCTEME
cbopKu.

[Ona nposepkn noanncn RPM-nakeTa He06X0AMMO BbIMONHUTbL KOMAHAY:

ompcert-cli verify someapplication.rpm -r rootcacert-omp.pem

[ns NpoCcMOTPa BaXKHbIX aTpubyToB noanucn (MmeHun cybbekTa, meTkM 1 ID Katoda)
Heobxo4MMO BbINONHUTb KOMaHAY:
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ompcert-cli dump someapplication.rpm

4.4.1.2. Noanwuce MIT

Ons noanucy MMM HeobX0AMMO BbINOAHUTL KOMaHAY:

customer-sign \ --binaries-key binaries-key.pem \ --packages-
key packages-key.pem \ --packages-cert packages-cert.pem \
sampleapp.rpm

roe:

- sampleapp.rpm-—ﬂaKenCOAepmaMMﬁIWO;

— binaries-key.pem — 3aKpbITbI KAOY NoANMCKU BUHAPHBIX GaiNoB;

— packages-key.pem — 3aKPbITbIA KAOY NOAMNMCKU NAKETOB;

— packages-cert.pem— CEPTUPUKAT NOANNCK NAKETOB.

BHUMAHUE! B npouecce nognucu OyayT 3anpolueHbl napoan ot ¢annosB ¢
3aKpPbITbIMK KAOYaMKM ANA noanmck BUHapHbIX dannos 1 RPM-nakeTos.

Echn TpebyeTca nmoanmcb OT CTOPOHHEM OpraHu3aumm, HeobXoAMMO BbINMOAHUTb
KoMaHay:

ompcert-cli sign sampleapp.rpm packages-key.pem packages-client-
cert.pem

roe:

— sampleapp.rpm — NaKeT, coaepxawwmn MOo;

— packages-key.pem — 3aKPbITbIA KAOY NOAMMUCU NAKETOB;

— packages-client-cert.pem — CepTUPUKAT NOAMNUCKM NAKETOB OT WUMEHM
KINEHTa.

Ona nsonauym MIT MCNONBb3YHOTCA NECOYHMLbI, ONMCaHMe KOTOPbIX NMpMBEAEHO B
noapasgene 4.5.

4.4.1.3. NMpoBepka noanncu bBUHapPHbIX Gannos

B noanucu RPM-naKkeTa xpaHuTca cekums ¢ noanucamm IMA gna Kaxaoro ¢panna,
coZepKalleroca B nakeTte. Bo Bpemsa yCTaHOBKM COAEPKMMOro MakeTa Ha Kawablh ¢ann
YCTaHaB/NMBAETCA  PaCLIMPEHHbIM  aTpubyT  security.ima, Kyda  MNomellaeTcs
COOTBETCTBYIOLWANA AaHHOMY darny noanmce IMA.

Mpu 3anycke BruHapHoro ¢arna npomcxoanT obs3aTenvHaa nposepka noanuck IMA
c nomouwpto noacuctembl OC Linux IMA/EVM u cepTudukata, nNepemelieHHoro B
IMA keyring npu yctaHoBke RPM-nakeTa. B chyyae HeycnewHoM NpoBepKkM BUHAPHbIN Gainn
He ByaeT 3anyLeH.

[na nposepKkn noannucn bBUHapHbIX GannoB HEOOXOANMMO BbIMOAHUTL KOMaHAY:

rpm -q --gf ' [${FILENAMES}\n${FILESIGNATURES}\n]' package.rpm | grep -
Al /usr/bin/ | tail -n 1 | cut -c 7-14

rae package.rpm — MMA daina NOANMCAHHOMO NakeTa.
Pe3ynbTaTom paboTbl nporpammel byaeT 4 6aiiTa, Hanpumep: de39e183.
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Takan e nocnenoBaTeNnbHOCTb UMGP A0MKHA NPUCYTCTBOBATL B BbIBOAE KOMAHAbI
cat /proc/keys, eCan ceptudmkat nognmcm buHapHbix dannos Hbin AobaBAeH B Nanky
/etc/keys/ima.

MPUMEYAHMUE. Mpu nposepke nognucn MI moxeT noTpeboBaTbcA nepesarpyska
MY.

4.4.2. PaboTa c ceptudmrKaTamm
4.4.2.1. lobaBneHune KopHeBoro ceptnudmkata YL

KopHeBol cepTnudmkaT yaoctoBepstoulero ueHtpa (YU) npeacrasnset cobon dann,
coaepKalini WndpoBaHHY cepBUCHYO MHPopmMaumto o6 YU, Ha ocHoBe aaHHOro ganna
CTPOMTCA LLeNOoYKa AoBepus cepTudmKaTam. Nonyyuns AoCTyn K WNPPOBAHHOM MHDOPMaUMK,
KPpMNTONpOBanaep NoATBeP)KAAET NOANMHHOCTL NnyHOn 3. Takmm obpasom, ntobaa I,
BbiNyLleHHan YL, paboTaeT KOPPEKTHO TONBKO MNPU HAIMYMM KOPHEBOTO CEPTUDMKATA.

Ons pobasneHna KopHesBoro cepTudukata YL B A0BepeHHble HeobxoaMmo
BbIMO/IHMTbL CAeaytoLine AeNCTBMA:

— noakntounTe MY K 3BM ¢ nomoupto USB-kabens;

— BblbpaTb pexum «poToKkoa nepeaadn aaHHbIX (MTP)»;

— cKkonmpoBaTtb ¢ IBM n nepeHectn Ha MY cepTtudukat YL;

— OTKpbITb MIT «Terminal» 1 BbINOAHUTL CAEAyOLIME KOMAHObI:

devel-su
cp <nyTe Kk oainy> /etc/pki/ca-trust/source/anchors/
update-ca-trust

3arpy3ntb KopHeBon cepTudmkat YL Ha MY TakKe BO3MOMKHO C MOMOLLbIO CETU
NHTepHeT, BbinonHMB B Ml «Terminal» cneaytowme KoMaHabl:

devel-su

curl -o /etc/pki/ca-trust/source/anchors/root ca.crt "https:
//url ceprtudukxara/root ca.crt"

update-ca-trust

4.4.2.2. NpoBepKa cepTUPUKaATOB

[na npoBepKkn cepTUPMKaToB HEOHXOAMMO BbINMOIHUTL CAeaytoLmMe AeNCTBUA:
— 3arpy3uTb KOPHEBbIe CeEPTUOMKATbI C MOMOLLLbIO KOMaHA,

curl -L http://community.omprussia.ru/files/doc/rootcacert-omp.pem -0
rootcacert-omp.pem

curl -L http://community.omprussia.ru/files/doc/ima-root-ca.x509.pem -
o ima-root-ca.x509.pem

— NPOBEPUTb CEPTUPMKAT NOANMUCK BUHAPHBIX PanIOB C MOMOLLbIO KOMaHAbI:

echo "test" > testfile openssl smime -sign \ -in testfile \ -
signer binaries-cert.pem \ -inkey binaries-key.pem \ -out
testfile.sig openssl smime -verify \ -in testfile.sig \ -signer

binaries-cert.pem \ -CAfile ima-root.ca.x509.pem



https://confluence.omprussia.ru/pages/viewpage.action?pageId=60505051

91
AOMI.10034-02 91 01

- ﬂpOBepMTbCepTM¢MKaTﬂ0AHMCMﬂaKETOBC[HNMOMbK)KOMaHAbH

echo "test" > testfile openssl smime -sign \ -in testfile \ -
signer packages-cert.pem \ -inkey packages-key.pem \ -out
testfile.sig.gost openssl smime -verify \ -in testfile.sig.gost \ -
signer packages-cert.pem \ -CAfile rootcacart-omp.pem

- ﬂpOBepMTbCepTM¢MKaTCTOpOHHemOpFaHM3auMM(:ﬂOMOH¢MDKOMaHAbH

echo "test" > testfile-client openssl smime -sign \ -in testfile-
client \ -signer packages-client-cert.pem \ -inkey packages-
key.pem \ -out testfile-client.sig.gost openssl smime -verify \ -
in testfile-client.sig.gost \ -signer packages-client-cert.pem \ -

CAfile rootcacart-omp.pem

4.5. N3onauma npoueccos

4.5.1. 13onaumAa agpecHbIX NPOCTPAHCTB

PeleHne 3a4aunm M30MAUMM aOPECHbLIX MPOCTPAHCTB MPOLLECCOB OCHOBAHO Ha
apxutekType Aapa OC ABpopa, KoTopoe obecneuymBaeT COOCTBEHHOE WM30/AMPOBAHHOE
afpecHoe NPOCTPAHCTBO ANA KaXKA0ro NpoLuecca B CUCTEME.

Mcnonb3yembit MexaHM3M M301ALUMKM OCHOBAH Ha CTPAHUYHOM MeXaHW3Me 3aLLUMTbI
NaMATM, a TaKXKe MexaHM3me TPaHCAAUMKM BUPTYanbHOro agpeca B PU3MYECKUN,
noAAepKMBAaEMOM MOAYAEM ynpaBaeHma namatbto. OOQHM U Te e BUPTyaabHble agpeca, C
KOoTopbiMK paboTaeT npoleccop, npeobpasyroTcs B pa3Hble GU3MYecKkne agpeca A5 PasHbIX
aApecHbIX NPOCTPaHCTB. [Mpn 3TOM NpouUecc He MOXET HeCaHKLUMOHMPOBAHHbIM 06pa3om
NONy4YUTb AOCTYNM K NPOCTPAHCTBY APYroro npouecca, T.K. HENPUBUAErMPOBAHHbIN
NONb30BATENLCKMIA MPOLECC JINWEH BO3MOXHOCTM paboTaTb € PU3MYECKOM NamATbio
HanpAMY!O.

MPUMEYAHUE. MexaHnam pasaendemor NamsaTy MO3BOASET MOAYYUTb AOCTYN K
OZIHOMY M TOMY }Ke Y4aCTKy NaMATU U HaXOAMTCA N0 KOHTPOIEM NOIUTUKN ANCKPELMOHHOTO
pa3rpaHMyeHma npas AOCTyna.

AApecHoe MPOCTPAHCTBO fAApa 3alUMLLIEHO OT MNO0/b30BATENbCKUX MPOLECCOB C
MCNONb30BaHMEM MEXaHW3Ma CTPAHMYHOM 3aWwMTbl. CTpaHMUbl NPOCTPAHCTBA A4Pa ABAAKOTCA
NPUBUNETMPOBAHHBIMKU, M AOCTYN K HUM W3 HENPUBMAETMPOBAHHOIO KOZa BbI3biBAET
NCKNOYEHME nNpoLeccopa, KoTopblin obpabaTtbiBaeTca aapom OC KOppPeKTHbIM 0H6pa3om.

EAMHCTBEHHBIM  CaHKLUMOHMPOBAHHbIM cnocobom goctyna K sagpy OC  wm3
NO/1b30BaTE/NIbCKOM MPOrpaMmbl  ABAAETCA MEXaHM3M CUCTEMHbIX BbI3OBOB, KOTOpPbIM
rapaHTMpyeT BO3MOXHOCTb BbIMOJHEHMA MO0/b30BaTENEM TO/bKO CaHKUMOHMPOBAHHbIX
NEencTBu.

[1onoNHUTENbHbIE  MEXaHM3Mbl N30NALUNM npoueccos  obecneymBatoTca
NPUMEHAEMBIMW TEXHONOTUAMW KOHTEMHEPM3ALMKM HE TONbKO APyr OT Apyra, HO U OT
BHELLUHWX PECYPCOB, a TaKKe BHELLIHUX PECYPCOB OT NPOLIECCOB.
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[MporpaMmHblie CpeacTBa pPaspeluaroT Npoueccy NMllb onpefesieHHbIn nepeyveHb
NEeNCTBMIA, BbIMOAHAEMbIX MO OTHOLWEHMIO K ApyrMm npoueccam wn nepudepuinHbim
YCTPOMCTBaM, BKAtOYAA NMOCTOAHHOE 3aMOMMHatolLLee YCTPOMCTBO, KOTOPbIM onpeaenaeTca
NPW yCTaHOBKE NakeTa, COAePKaLLero MCNoaAHAEMbIN Gain.

NPUMEYAHUE. MoapobHoe onucaHue NPUBUNETMPOBAHHbIX n
HenpuBMAErMpoBaHHbIX NPOLECCOB NpMBeAEHO B noapa3saene 4.3.

4.5.2. N3onauma MIT ¢ ncnonb3oBaHnMem NecoYHuL,

B OCABpopa peannsoBaHa w3onauma MIT c  uMCNoNb30BaHMEM MECOYHML,
OCHOBAHHbIX Ha CBODBOAHO pacnpocTpaHaeMom npoayKte Firejail, KoTopbih ncnonb3yet
CcTaHaaptHble ana OC Linux MexaHM3Mbl namespace W seccomp-bpf, MNO3BOAAKOWME
onpeaenaTb CMUCOK AOCTYNHbIX A1A MIT CMCTEMHbIX BbISOBOB.

Firejail npeactaBnaer coboOM  NErKOBECHYKD MECOYHULY W noaxoaAuT  ANd
Mcnonb3oBaHma B MY, npu 3TOM Bce noJsb3oBaTesbCkne MIT 3anycKatoTca 4epes
sailjail-obepTky Hapg Firejail. JononHUTENbHO ANA M30NAUMKN UCNONb3YyeTcA xdg-dbus-proxy,
dunbTPYOWMIM Npoken ana D-Bus.

MeXaHM3M seccomp-bpf 3anpelLaeT HeEKOTOpble CMCTEMHbIE BbI30Bbl, HaNpUmMep:
mount/umount, ptrace, kexec W Ap.

Mo ymoOn4aHuto B mount namespace A40CTyn K ®C orpaHn4mBaeTca 40:

— [OCTyMNa Ha YTeHME WM 3anuUcCb K AaHHbIM KOHKpeTHoro MMl ($XDG DATA HOME,
$XDG_CONFIG HOME, $XDG CACHE HOME);

— [0CTyNa TONIbKO Ha YTEHUE K /usr/share/$ApplicationName;

— [0OCTyNa TONbKO Ha UYTEeHMEe K HEeKOTOpbIM AMpekTopuam u  bannam B
/etc, /usr/share, /var/libWT.A.

[ocTtyn K ®C moKeT ObITb paclIMpPeEH NPU 3aNpOCe COOTBETCTBYHOLLMX Pa3peLLlEHNN,
OMNMCaHHbIX C NTOMOLLIbIO NpasuA Firejail, Hanpumep:

— pa3peleHune «Pictures» npeaocTaBadeT 4OCTYN Ha YTEHME M 3aMNCb K AMPEKTOPUM
NO/1Ib30BaTeNA ~/Pictures, @ TAKXKe K K3LWY NPeBblo;

— pa3peuleHne «RemovableMedia» npeaoctaBaseT 4OCTYMN K CbeMHbIM HOCUTENAM
(/media/SUSER/) M T.A4,

B net namespace NO YyMONYaHUIO n06aBnseTca ToNIbKO loopback device.

PaboTa B neco4yHuLe no3sonseT onpeaennts MM pa3spellenma Ha A0CTYN K pecypcam,
00yC/N0B/IEHHbIE 9/1IeMEHTaMU, ONMcaHMe KOTOPbIX NpueeaeHo B Tabauue (Tabanua 4).

Tabnuua 4
Neo dNemeHT OnucaHue
1 Accounts MpocmoTp, MoANPUKALMA U CUHXPOHN3ALUMA YYETHbIX
3anucen
2 | Ambience YCTaHOBKa M peaakTupoBaHue atmochep
3 | ApplLaunch 3anycK 1 OCTaHOBKa CEPBMCOB systemd
4 ZEPplicatiOHIHStalla YcTaHoBKa 1 yaaneHue MrT
10n
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Ne dNemMeHT OnucaHue

5 |Audio Bocnpoun3BeaeHme 1 3anmcb ayamo, U3MeHeHme
KOHPUrypaumm

6 |Bluetooth MoaxntoueHne n ncnosnb3osaHue Bluetooth®-ycrtponicTs

7/ Calendar MpocmoTp 1 moandukauma cobbiTUiM KaneHaapA

8 |CallRecordings [locTyn K 3anMcaHHbIM Bbi30BaM

9 |Camera [ocTyn K Kamepe, cbeMka ¢OTO M BUAEO

10 | CommunicationHistor | NocTyn K MCTOPUM BbI3OBOB M COOBLLEHNI

y

11 | Contacts MpocMoTp 1 moandUKaLMa AaHHbIX KOHTAKTOB

12 | Documents NocTtyn K KaTanory «Documents»

13 | Downloads [octyn k kKaTtanory «Downloads»

14 | E-mail YTeHne 1 oTNpaBKa NUCEM M3 IN1EKTPOHHOM NOYTHI,
[OCTYN K BIOXKEHUAM

15 | Internet icnonb3oBaHuMe ceTn MIHTepHeT

16 | Location icnonb3oBaHMe reono3nuUMoHMPOBaHMS

17 | MediaIndexing NocTyn K nepeyHto ¢paitnos Ha MY

18 | Messages JocTyn K YyTeHuto 1 otTnpaske SMS

19 | Microphone 3anuch ayamo ¢ NOMOLLbI MUKPOdOHa

20 |Music [ocTyn K KaTtanory «Music», nnennmctam 1 ob10XKKam

21 | NEC MNoakntoyeHne n ncnonb3osaHne NFC-ycTponcTs

22 | Phone OcyllecTB/ieHMe BbI3OBOB HAMNPAMYIO UK Yepe3
NONb30BaATENbCKNI MHTEPdENC

23 | Pictures [ocTtyn K KaTanory «Pictures»

24 |PublicDir Ooctyn k katanory «Public»

25 | RemovableMedia Mcnonb3osaHme KapT namatu u USB

26 | Synchronization [locTyn K KapKacy CUHXPOHMU3aLMM

27 |UserDirs NocTyn K KaTanoram «Documents», «Downloads»,
«Music», «Pictures», «Public» n «Video»

28 | Videos Noctyn K KaTanory «Videos»

29 | WebView [na ncnonszosaHma Gecko WebView

30 | AccessSecurityLog JlocTyn K perncTpaLoOHHOMY XypHany

31 | DevicelInfo M3BNeYyeHne aaHHbIX 0 MY

32 | LogSecurityEvents 3anunch B PErMCTPALMOHHbIN KypHan

33 | PushNotifications YreHne push-ysegomaeHu

34 | Reports [eHepMpoOBaHME apXmMBa C CUCTEMHbIMU OTHETaMM

35 | SecureStorage XpaHeHue WndpoBaHHbIX painnos

36 | UsersStatus I3BneYeHmne cnmcka noab3oBaTesiel CUCTeEMbI
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[Ons Kaxaoro MM, BbINONHAOLWEroca B NECOYHULE, MOXKET ObiTb CO34aH NPodub,
onpeaenaroWmMin ero BO3MOXKHOCTM 1 noseaeHune. Hanpumep, npodunb ana MIM «lMoroga»
MOMET BbIrNAAETb CAeayrowmm obpasom:

# Firetail > Firejail profile for /usr/bin/omp-weather

### security filters
caps.drop all
nonewprivs

seccomp

### network
protocol unix,

### environment
shell none

### baseline
include permission-baseline.inc

### application

private-bin omp-weather,

private-etc passwd, group, location,dconf, xdg, fonts, system-fips, selinux,
private-tmp

dbus-user.own ru.omprussia.weather

whitelist /usr/share/omp-weather

# Settings
include sessionbus-com.jolla.settings.inc

# Connman
include systembus-net.connman.inc

4.6. 3aWmTa NamATH

4.6.1. O4ncTKa mamaTn

OumncTKa OnepaTMBHOM MNamATM OCHOBaHa Ha apxuTekType Aapa OC Aspopa U
rapaHTMpPYEeT, YTO OObIYHbIN HEMPUBMUAETMPOBAHHbIM MPOLLECC HE MOXKET MONYYNTb AaHHbIE
YyXKOro npougecca, ecam 3To ABHO He paspeleHo [P/,

CpeacTtBa B3aMMOAENCTBMA MEXKAY NPoLeccaMi KOHTPOAMPYHOTCA ¢ nomolubto MNP/,
M NPOLECC HEe MOXKET MOAYYUTb AOCTYN K HEOUMLLEHHON NaMATK (KaK onepaTMBHOM, TaK M
AMCKOBOW). AApo BblAENAET KaxKAOMy MpoLeccy BMPTyasbHOE afpecHOoe MPOCTPaHCTBO,
KOTOpOe TpaHCAMpyeTca B PU3NYECKMe agpeca NamsaTi C NOAAEPHKKON paHAOMMU3aLMN.

[locTynHble  ANA  MNOAb30BaTENbCKOro  npouecca  GYHKUMKM  BblAeNeHUs U
pacnpeneneHna MNamMATM  OCYLLECTBAAKOT BbINO/IHEHWE pPeXMMa WHUUMAAM3AUMK, NPU
KOTOPOM npoucxoauT obHyneHue aveek NamATM. TakMm o6pa3om, A4pO M CMCTEMHaS
6mnbnnoTeka 1ibc rapaHTUPYHOT NONYyYeHME NPOLLECCOM TO/IbKO OUYMLLEHHbBIX CTPAHML, MAMATH
6e3 ocTaTouHON NHOPMALLMN.
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OumMcTKa NamaATM Ha BHewHUx Hocutensax (eMMC) ocHoBaHa Ha peanmsaumnm
MexaHM3Ma secdel, KOTOPbIA OYULIAET HaA HOCUTeNne Heucnonbdyemble 610KkM OC
HenocpeaCTBEHHO MPU MX OCBODOXMAEHWM C MOMOLLbIO MEpPe3anmcn MUX MaCKUpYoLLEen
nocneaoBaTe/IbHOCTbIO.

4.6.2. Nepe3anncb 0CTaTOYHOM MHOPMALMM

B OC ABpopa peannsoBaHa O YHKUMA Nepe3anmcn OCTaTOYHOM WHbopMaLMK,
cpabaTbiBatoWad KaxkAaplh pa3 npu yaaneHun danna. Mpouecc nepesanncu nNpomcxoamT
aBTOMaTMYECKM W CKPbIT ANA Noab3oBaTenda. B cnyyae HeobxoaMmOCTM OCYLECTBUTb
NPUHYOMTENBHYIO — Mepe3anucb  CAyYalHbIMM  WAM  CheumanbHbiIMKM  BUTOBbIMMU
nocneaoBaTeIbHOCTAMM aAMUHUCTPATOP MMeEeT BO3MOXKHOCTb CaMOCTOATEIbHO 3aMyCTUTb
npoueaypy yaanenus dana n/mnam katanora.

[laHHaa npoueaypa NPUBOAMT K CHUMKEHMIO NPOM3BOAUTENBHOCTU, OCODEHHO MpwU
yaaneHum bonbworo pamna: yem dpann 6onblie, TEM CHUKEHME CYLLLECTBEHHEE N 3aMETHEE,
T.K. Ha Nepuoa rapaHTMPOBAHHOIO yaAaeHNA BCe OCTa/ibHble ONepaLmm 3annck Ha HoCUTeNb
MHbOPMaLMM NPUOCTAHABAMBAOTCA M MOMELLAIOTCA B O4Yepeab A0 3aBepLIeHMA yaaneHuA.

OC Apopa yHKLMOHMPYET Ha MY, NamaATb KOTOPbIX COCTOUT M3 Habopa (MHOXecTBa)
Ayeek. BBMAY KOHCTPYKTMBHbIX ocobeHHocTe MY Kaxaasa Adyerka umeeT Oonbluoe U
KOHEYHOE KOIMYECTBO LIMKA0B Nepe3anncy, T.e. NOCTOAHHbIE ONepaLymm No YTEHUIO M 3anNncK
c/Ha USB-HakonuTenb BAEKYT yBeAWYeHWe cyeTuMKa obpalleHnin (KoNMYecTBO KOTOPbIX
OrPaHWYEeHO Ha annapaTHOM YPOBHE) M, KaK CNeACTBME, MOCTEMEHHOEe CHMXXEHWEe CPOoKa
CNyXObl HAKONUTENS.

HepaunoHanbHoe MCNoib30BaHME MHOToKpaTHOM nepe3sannck OC ABpopa BaedyeT
CHUMEHWE NPON3BOAMTENBHOCTN Ha BPEMA NPOBEAEHMA ONepaLmnmn yaaneHa n CHUXKEHMe
CPOKa CNyKObl HaKONUTENS AaHHbIX MY.

[na MHOroKkpaTHOW nepe3anncm MCMNONb3yeTCA YyTUAMTA KOMaHAHOM CTPOKW wipe,
[0CTYN K KOTOPOW ocylecTBaseTca ¢ nomollbto MMM «Terminal» (nogpasaen 2.4).

MoapobHoe onucaHne WHTepdeilca wipe NpuMBEAEHO B MPUIOKEHUM
(Mpunoxenue 4).

4.7. ObecneveHne HaaeXHOro GYHKLMOHNPOBAHMA

4.7.1. HagexkHble MeTKM BpeEMEHM

MeTKa BpeMEHWN CYMTaAETCA HAAEKHOM NpKn YyCA0BMM HEBO3MOXKHOCTN BHECTM B Hee
M3MEHEeHMA Nocse Co3AaHns, eciv LeNOCTHOCTb aHHOW METKMN He DOblna HapyLleHa.

HagexHble METKM BpeMeHW 0hecneymBatoTCs apxXMTekTypol xpoHomeTpaxka OC,
KoTopasa npeactaBnser cobon Habop CTPYKTYpP JAaHHbIX U QYHKUMA A4pa, UMEoLMX
OTHOLLEHME K OTCNEKMBAHMIO XOA4@ BPEMEHM N BA3MPYIOLLMXCA Ha:

— cYyeTYmKe oTMeTOK BpemeHu (TSC);

— NporpaMmmmpyemom Tanmepe nHtepsasnios (PIT);

— APIC-Tanmepe;

— BbICOKOTOYHOM Talmepe cobbiTnin (HPET).
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HayanbHble 3HAa4YeHUA CUCTEMHBbIX TaVIMepOB 3a4a0TCA MO Taﬁlv\epy peanbHOro
BpeEMEHMN My, a basoBble NHTEPBA/Ibl BbIYNCAAKOTCA NPU MHNUWNANN3aUNN CUCTEMBbI.

B KayecTtBe HU3KOYPOBHEBOIO MeXaHM3Ma A4pa, O6€CI’I€‘-IVIBaPOLLI,eFO
d)yHI-(Ll,l/IOHl/IpOBaHMe HadeXHbIX METOK BpemeHn, WNCNOoJb3yeTcCA CI'IeLI,l/Ia/'IbeIlZ Ha6op
CTPYKTYP AaHHbIX AApa (timespec xtime), (I)yHKLLVIP'I AApa do gettimeofday () WM
HN3KOYPOBHEBbBIX  CUCTEMHbIX BbI30BOB clock settime(), clock gettime(),
gettimeofday () W settimeofday().

4.7.2. KBOTMpOBaHMe NOCTOAHHOM MNaMATH

KBOTMpOBaHME — 3TO pa3fgeneHne OrpaHMYeHHOro AMCKOBOro MpocTpaHcTBa MY
MeXAY YYETHbIMM 3anMCAMM NOAb30BaTeNen, NO3BOAAKLLIEE CO34aBaTb OAHOBPEMEHHO
HECKO/IbKO YYETHbIX 3anuncer nonb3osaTenet Ha MY (noapasaen 1.2).

B OC ABpopa npeaycmoTpeHa BO3MOXHOCTb BblAe/IeHNS KBOTbl — 06bemMa AMCKOBOTO
NPOCTPAHCTBA 415 YYETHOM 3aNMCK NONb30BaTENA MPU ee CO3A4aHNM, NPU STOM Y YYETHOM
3aMMCKM NO/Nb30BaTeNs OTCYTCTBYET BO3MOMHOCTb MNpeTeHAoBaTb Ha 6Ooablni 0bbem
NOCTOAHHOW MNamATWU, a BblAENEHHOe el MPOCTPAHCTBO OyAeT HeAoCTYynHO ANA ApYrux
YYETHbIX 3aN1CeN NONb30BATENEN AaXKe B C/y4ae, eC/iM OHO cBOBOAHO.

BHUMAHMUE! O6bem KBOTbI 3a43eTCsA NPU CO34aHNM YYETHOM 3anmcK Noib3oBaTens
M He MOXeT OblTb MU3MEHEH BNOCAEACTBUN.

[ns Toro, 4tobbl 3a4aTb YYETHOM 3aNMCK MOAb30BATENA KBOTY Ha MCMO/Ib30BaHME
NMNCKOBOro MNPOCTPaHCTBA, HeEOOXOAMMO Ha CTPaHMLE CO34aHMA Y4YeTHOM  3anucu
N0/1b30BaATENS YCTAHOBUTb KONMYECTBO BblAeNaemMbix emy ['b, nepemelllas COOTBETCTBYHOLLMIA
cnanaep BNpaBo 41A yBEANYEHMA KBOTbI MO0 BNEBO A1A YMeHbLUeHNA (CM. PUcyHOK 3).

OC ABpoOpa aBTOMATMUYECKM BbIUUCAAET AOMNYCTUMblE NPEaesbl KBOTMPOBAHMA TaKMM
0bpazom, 4Tobbl MOXKHO DObINO CO34aTb A0 7 YYETHbIX 3anNncer Nonb3oBaTenen, Npu 3ToOM
KBOTbI yCTaHaBAMBAOTCA CAeAytoLIMM 0Bpas3om:

— HWXHAA TrpaHWUA KBOTbl 33agaetca B 2 [B m meHee, ecan obuwmn obbem
BCTPOEHHOM NamaTh Ha MY meHee 14 [b;

— BepxHAs rpaHMUa BbiIbMpPaeTca ¢ pacyeTom, YToObl ANA KaXKA0M YYETHOM 3anucu
No/b30BaTeNA OCTaBaNACA XOTA Obl MUHMMANbHbLIN 0ObEM NAMATM.

[nA BbIYMCNEHMA TPAHUL, KBOTbl MCMOMb3YIOTCA CeAytoLne NepeMeHHbIe:

— AllSpace — 0bwWMM 06beM ANCKOBOro NpocTpaHcTBa MY;

— Nusr — KOJIMYECTBO YYETHbIX 3anmncen, co3gaHHbix Ha MY;

— Qi — obbem AMCKOBOro npocTpaHcTBa MY, 3aHATbIM CO3AaHHbIMU YY4ETHbLIMM
3anncamu;

— UsrAvSpace = AllSpace - 2 GB — 2[b Bblaensetca Ansa y4yeTHOM 3anucu
aAMMHUCTPATOPa;

— MinQuote = min (UsrAvSpace/6 , 2 GB) — BblAeNA€TCA MMHMMANbHAA KBOTA
2 B, npu Hannunm HebonblOro o6 bema NPOCTPAHCTBA BblAENAETCA BECb AOCTYMNHbIN 00BbEM,
pa3aeneHHbln Ha 6 YYEeTHbIX 3aMMUCEN NOb30BaTENEN;
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— MaxQuote = UsrAvSpace - sum (Qi) - MinQuote x (6 - Nusr) —
MaKCMMa/ibHaA KBOTa, KOTOPYD MOMHO BblAeNnTb CcO3A4aBaeMol Ha MY y4yeTHOW 3anmcu
No/1b30BaTeNdA: BCe AOCTYMHOE NMPOCTPAHCTBO 33 BbIYETOM CYMMBbI YXKe BblAeNeHHbIX KBOT, a
TaKXKe KO/IMYECTBA YYETHbIX 3aMMCel MONb30BaTENEN, KOTOpble MOryT ObiTb CO34aHbl B
byayLLem, NPy STOM KBOTa 415 TEKYLLEN YY4ETHOM 3anNmncK Ha byayliee He pe3epBupyeTcs.

MPUMEYAHUE. MakcrmanbHble KBOTbl YY4ETHbIX 3anmMceln Nosib30BaTeNA 3a4atoTcA
aAMMUHUCTPATOPOM B KOHPUrypauMOHHOM  danne /etc/security/limits.conf
(MpunoxeHune 3). TakKe [ANA ynpaBAeHMA annapaTHbIMM KBOTAaMM U3 PA3/IMYHbIX

MOJZIb30BaTE/IbCKUX nporpamm NCMONb3YHTCA cneayroumne CHUCTEMHbIE Bbl30BbI.
setrlimit (), getrlimit(), prlimit() m nice().

Mpumepbl  pasbueHna AMCKOBOro npocTpaHcTBa (B B)  Ans  HeKoTopbIX
noaaepknsaembix MY npuseaeHsbl B Tabamue (Tabanua 5).

Tabnnua 5
. MuWHUMaNbHbLIN 06bEM, MaKcumanbHbIM 06beMm,
My Obwmit obbem . N
AOCTYNHbIM NONL30BATEND | AOCTYMHbIM NONAb30BaTENIO
MY1 64 2 32
MY2 32 2 10
MY3 16 1 1

4.8. dunbTpayma ceTeBoro NoToKa

4.8.1. Obuwan nHpopmaLma

®dunbTpaumsa ceTesblx noTokoB B OC ABpopa OCYLIECTBASETCA C  MOMOLLBIO
BCTpoeHHoro B Aapo OC ¢mabTpa CeTeBbiX NAaKeTOB netfilter U MOHUTOPA ObpaLleHUN,
KOHTPOAMpPYHOLLEro cetTeBom ctek IPv4.

ALMUHUCTPATOP NPU MOMOLM YTUANUTbI iptables MOXET 3a4aBaTb MOAYAO A4Pa
netfilter NpaBuna (MM LENoYKkn) GUNbTPALMM B COOTBETCTBMM C aTpnbyTaMmn OTNpaBmUTENA
M NOAy4yaTena CeTeBblX MAKETOB, a TaK¥e aTpubyTamm nepenaBaemor MHPoOpmauMM B
IP-3aronoBKax nakeTos.

4.8.2. MexceTeBoe 3KpaHMpPOBaHMe

®dyHkuMM M3 B OC ABpopa peanmsoBaHbl B CAy»be connman, MCNOAb3YHOLLEN
MeXaHW3Mbl iptables A1 pa3rpaHNYeHMA CETEBbIX MOTOKOB AAHHbIX.

KOH¢MrypauMﬂ MO YMOJIYaHUIO MOCTAaBAAETCA B MakKeTe connman-configs-core,
CO6MpaeMON\M3HaKeTaomp—common—configurations

4.8.3. NyTb K parnam KoHourypaumm M3

HoBble HaCTpPOMKM iptables MNOAAEPMKMBAKOTCA B connman, Ha4MHaA C BEPCUMU
1.32+git41. HacTpoMKM, OMNMCaHHble B HACTOALWEM [AOKYMEHTE, XPAHATCA B CAedyroLmX
dannax:

— /etc/connman/firewall.conf - [1];

— /etc/connman/firewall.d/*firewall.conf — [2],
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roe [1] — ocHOBHasa KoHourypaumsa, [2] — KaTanor ¢ gannamum, OKaHYMBAKOLIMMMCA Ha
«firewall.conf» 1 pacnonoxeHHbIMM B aN1PaBUTHOM NOPALKeE.

4.8.3.1. MpaBuna KoHPUrypaumm M3

BuHapHbIM nakeT «connman-configs-core» ycTaHaBAMBaeT npasuia B CAeAYHOLWMX
dannax:
1) /etc/connman/firewall.conf:
— |Pv4:
®pa3pellaeT YCTaHOBNEHHbIE N CBA3AHHbIE MaKeTbl (-m conntrack --ctstate
RELATED, ESTABLISHED);
epaspellaeT Bce BxodAaumMe naketbl aAna loopback-uHtepdeinca (Tpebyetcs
connman A/19 Pa3peLlleHns JOMEHHbIX UMEH);
®N0 YMOAN4YaHWIO ONOKMpYeT Becb BxoAAWwMM Tpaduk (Tabnnua filter
INPUT-Lenouka);
— |Pv6:
®pa3peLlaeT YCTaHOB/IEHHbIE M CBA3AHHbIE MaKeTbl (-m conntrack --ctstate
RELATED, ESTABLISHED);
epaspelwlaeT Bce BxoAAauwme naketbl aAna loopback-uHtepdeinca (Tpebyetcs
connman A4 paspelleHns AOMeHHbIX UMeH aas IPv6-npoTokona);
®N0 YMOAN4YaHWIO ONOKMpyeT Becb BxoAAWwMM Tpaduk (Tabnnua filter
INPUT-uLenouKa).
NMPUMEYAHMUE. B OC Aspopa IPvb-nogaep»ka B iptables He 3aAB/IeHa;
2) /etc/connman/firewall.d/10-block-icmp-firewall.conf:
— |Pv4:
epaspewaetr  BxogAawme  ICMP-nakeTbl, OTAMYHbIE  OT  pPINg-NakeToB
(T.e. 6BNOKMPOBATb TONILKO BXOAALLME PiNg-NaKeTbl);
epaspewaetr wucxogAawme |ICMP-naKkeTbl, OT/IMYHbIE OT 3XO-pPing-nakeToB
(T.e. BNOKMPOBATb TONIBKO UCXOAALLMIA IXO-OTBET).
— |Pv6:
epaspewaetr  BxogAawwme  ICMP-makeTbl,  OTAMYHbIE  OT  pPINg-NakeToB
(T.e. BNOKMPOBATb TONLKO BXOAALLME PiNg-NAKeTbI);
epaspewaetr ucxogAauwme ICMP-nakeTbl, OT/MYHbIE OT 3XO-ping-nakeToB
(T.e. 6BNOKMPOBATb TONILKO UCXOAALLMIA IXO-OTBET);

3) /etc/connman/firewall.d/ll-allow-dccp-non-privileged-ports-
firewall.conf:

— ana |IPvd n IPv6:
epa3pelaeT Bxoasawmn DCCP-Tpaduk Ha nopTax 1024:65535;

4) /etc/connman/firewall.d/ll-allow-sctp-non-privileged-ports-
firewall.conf:

— ana |IPv4 n IPv6:
epa3pellaeT Bxoaawmn SCTP-Tpadpumk Ha nopTax 1024:65535;
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5) /etc/connman/firewall.d/ll-allow-tcp-non-privileged-ports-
firewall.conf:

— ana IPv4 n IPv6:
epa3pewaeT BxoaAlwmnin TCP-Tpadunk Ha nopTax 1024:65535.

6) /etc/connman/firewall.d/ll-allow-udp-non-privileged-ports-
firewall.conf:

— ana IPv4 n IPv6:
epa3pellaeT Bxoaawmmn UDP-Tpaduk Ha nopTax 1024:65535;
epaspelaet Bxoaawm UDP Lite-Tpadumk Ha nopTax 1024:65535.
7) /etc/connman/firewall.d/l2-allow-ipsec-firewall.conf:
— ona |IPv4 n IPv6:
epa3pellaeT Becb BxoaAwmn IPSec Authentication Header (AH)-Tpaduk;
epa3pelwaer Becb BxoaAuwmni IPSec  Encapsulating Security Payload
(ESP)-Tpaduk;
8) /etc/connman/firewall.d/l12-allow-ipv6-mobility-firewall.conf:
— TONbKO Ana IPv6:
epa3pellaeT Becb BxoaAwmn IPve Mobility Header (MH)-Tpaduk.

4.8.3.2. To4Ka aoctyna

KoHourypauma pexkmma « Touka AOCTyna» peannsoBaHa Kak 40NONHUTENbHAs onuma.
[pK BKIKOYEHHOM pPEXMME MPUMEHAIOTCA TE Ke NPaBmaa N0 YMOAYAHMIO, YTO M NPpW Npueme
Bcero Tpaduka. bonee crtporve npasuna uabTpaumm Tpaduka MoryT ObiTb A0DaBNEHbI C
MOMOLLBIO MeHK HacTpoeK. C aTon uenbto B ¢anabl KoHoUrypaumm aobasneHa rpynna
[tethering], aHanorM4yHaa AMHaMMYECKMM NpaBMaam ANA rpynn.

NMPUMEYAHUE. MMpasuna «Todka AOCTyna» MNPUMEHAIOTCA TOJIbKO ANIA PEeXXMMa
nepenayn faHHblx nocpeacrsom cetn WLAN. Ona USB-pexxknma npasmaa no yYMOAYAHMUIO
NPUMEHSAOTCA HE3AaBMCMMO OT KOHOUIypaLUMM pPexmMma « ToYKa A0CTyna.

MpaBuna pexxmma «To4yKa A0CTyna» AOMKHbI ObiTb LLENIOCTHbIMM M 3aBEPLUEHHbBIMMU.
Mpn Hannymm xoTa Bbl oAHOro Habopa NpaBuA pexnma «TouKa A0CTyNa» HMKaKMe NpaBuna
Mo YMOIYaHMIO He ByayT AobaBaeHbl, T.K. OHM NepeonpeaenstoT NoAb30BaTeIbCKMe NpaBmMaa
M pa3peLLatoT Becb TPaPUK.

[MosToMy, Hanpumep, MoryT ObiTb BK/IKOYEHbI Caeaytoline BxoddAllMe NpaBuaa,
paspewatowme TOoNbKO DHCP wn DNS /etc/connman/firewall.d/42-tethering-

firewall.conf:

[tethering]

IPv4.INPUT.RULES = -p udp -m udp --dport 53 -j ACCEPT; -p tcp —-m tcp —--
dport 53 -7 ACCEPT; -p udp -m udp --dport 67 -j ACCEPT

IPv6.INPUT.RULES = -p udp -m udp --dport 53 -j ACCEPT; -p tcp —-m tcp —--
dport 53 -7 ACCEPT; -p udp -m udp --dport 67 -j ACCEPT
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4.8.3.3. ®annbl KOHPUrypaLmn
4.8.3.3.1. ®opmart panna

Kaxaaa rpynna onpeaenserca C MOMOLLbIO KBaApaTHbIX CKODOK — [], Hampumep,
[General]. Kaxkaplin KNOY permcTpo3aBmMCcMM M HanmMcaH NPOCTbIM TEKCTOM 6e3 Teros, 3a HUM
cnenyeT CMMBOA «paBHOY» (=). DTO 03HAYaeT, YTO BCe KAOYM A0 Hayana cneaytoLler rpynnbl
[] npuHagnexKaT aToM rpynne.

Hanpumep:

IPv4.INPUT.RULES = -p tcp —-m tcp -j ACCEPT

Kaxabl KN4 NpaBM MOMKET CYLLecTBOBaTb B OAHOW rpynne TONbKO OAWMH pas
(npoBepKy ocyulecTBAAET aHann3aTop gpannos ktoden glib, obpabaTbiBaeTca TONLKO NEPBbIN
KAtoY).

Pasgenutens Ana npasui — TOYKa C 3anAToM (;).

MpaBunaa MoryT HbITb BbIKAHOYEHbI MPX MOMOLLM CUMBONA «#» B Hayane npasuna.

Hanpumep, BbIKAOYMTL NEepBOe MNpPaBuIO --dport 23 U NPUMEHUTb MPaBUIO
-—dport 24:

‘#—p udp -m udp --dport 23 -j ACCEPT; -p udp -m udp --dport 24 -] ACCEPT‘

4.8.3.3.2. [lopagok obpaboTku

MNepBbIM 3arpyrkaeTcs bann OCHOBHOM KOHPUrypaumm
(/etc/connman/firewall.conf), Aafiee 3arpy*KatoTca oCTanbHble Galnbl KOHOUIYpaLUK
U3 /etc/connman/firewall.d B an$daBUTHOM NOPSAKE.

Mopsaaok 0bpaboTKkM NpasBun:

— KAouM 13 $arnoB 3arpy:katotca B afiPpaBUTHOM MopAaKe, MO3TOMY Npasuia B
darne, Hanpumep, ¢ npepmrcom 00, byayT obpaboTaHbl U 40OABAEHbI MEPBLIMY;

— npasuaa u3 ¢alna OCHOBHOM KoHbMrypauuum [o06aBnATCcA B iptables
nocneaHVMM U CYMTAKOTCA OCHOBHbIMMU;

— eC/in BKNIKYEHbl AWHaMM4YeCKMne rpaBnaa, TO OHU ,£I,O6aBJ'IFHOTCH B Ha4aa0 B
iptables.

Hanpumep:

1)  @alnbl KoHOUIypaLUMm U NOPALOK NX 06PabOTKM:

— 1: OCHOBHOM ¢ain firewall.conf — coaepuT [General] (Obwme) npasuna u
yctaHasameaeT POLICY (MonunTuky);

— 2: firewall.d/10-firewall.conf —cofaeput WLAN-npasuna;

— 3: firewall.d/20-firewall.conf —coaepxuT [General] (O6uwme) npaBuna;

— 4: firewall.d/30-firewall.conf — coaepxut [General] (Obwume) n WLAN-
npaBuna;

2) MpasBuna M3 npu 3anycke connman:

— npumeHaeTca [NonTUKa 13 NyHKTa 1;

— NopAAoK NnpuMmeHeHus Mpasun:

e npasuna n3 nyHkta 3 [General];
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e npasBuna n3 nyHkta 4 [Generall;
e npasuna n3 nyHkta 1 [General];
3) Mpasuna M3 nocne BkatoveHns WLAN:
— NpumeHseTca MNonnTmMKa n3 NyHKTa 1;
— NopsAaoK NnpumeHeHus Mpasun:
e npasuna n3 nyHkta 2 [WLAN];
e npasuna n3 nyHkta 4 [WLAN];
e npasBuna n3 nyHkta 3 [General];
e npasuna n3 nyHkTa 4 [General];
e MpasuWia n3 nyHkTa 1 [General].
Mpn NCNONb30BAHUN HECKOIbKMX PA3HbIX NPaBUA:
— npasuna un3 pasgena [General] (O6bwwme). MocnegHee onpeaeneHne POLICY
(MonnTUKKM) NepesanncbiBaeT NpeablayLine;
— MpaBWa U3 KaxKa0ro Tmna rpynnbl 4006aBAAOTCA K CYLLLECTBYHOLWMM NPaBMaaM.
Mpwn gobaBneHnn nam yaaneHmn ¢GannoB KOHGUrypaumum HeobXxoaMMO BbINOAHUTb
KoMaHay:

systemctl reload connman

— €C/IM YCTaHOB/IEH HOBbIM NAKeT, 4OCTaTOYHO BbINOJIHWUTL NEpe3arpysKy;
— npasuaa U3 HOBOro Gpamna KoOHPUrypaumm Aob6aBAAKOTCA BO BHYTPEHHME CMUCKK
No NopAAKYy, OAHAKO:
® MNOpPAAOK B iptableS KOPPEKTMPYETCA AMHAMMYECKMMU NpaBuMAamMM MNocne
BOCCTaHOBNAEHUA coeamHenma (Hanpumep, WLAN);
® NOpPsAAOK B iptables KoppekTupyetca [General] (O6uwmmm) npaBunamm nocne
nepesanycka connman: NPUMEHAETCA TO/IbKO NPM HAaAMYMM NPABUA, KOTOPbIE A0MXKHbI ObITb
nobasneHbl B onpeaeneHHyto Mo3MUM0O Ha OCHOBE MOPAAKA, ONpeaenaemMoro MMeHeM
danna.
Mpy nM3meHeHun cyulecTsytowero ¢anna KoHPurypaumm HeobxoamMmo BbIMONHUTb
KOMaHAay:

systemctl restart connman

ObHapy:KeHne Uu3MeHeHMn B dannax KoHpurypauum 6Oyaet peann3oBaHO B
cnenyroLmnx BepCcusx.

4.8.3.3.3. [pynnbl 1 KAOYN

Obuwume rpynnobl [General]:

— IPv4.INPUT.RULES = #Habop npasun B Tabamue filter, INPUT-uenoyka ans
npoTtokona IPv4;

— IPv4.OUTPUT.RULES = #Habop npasun B Tabanue filter, OUTPUT-LenoyKa ans
npoTokona IPv4;

— IPv4.FORWARD.RULES = #Habop npasun B8 Tabanue filter, FORWARD-Leno4Ka
AnAa npotokona |Pv4;
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— IPV4.INPUT.POLICY = #[MonnTrKa no ymonyaHuo ana 1abnunubl filter, INPUT-
ueno4yka (moxeT 6biTb ACCEPT nnn DROP);
— IPv4.OUTPUT.POLICY = #[MonnuTMka No ymMoOAN4YaHuio ana Tabnamubl filter,
OUTPUT-ueno4vKa (moxeT 6biTe ACCEPT nan DROP);
— IPv4.FORWARD.POLICY = #llonutnka no ymondaHuto ansa Tabauubl filter,
FORWARD-uenou4ka (moxeT 6biTe ACCEPT nnn DROP);
— IPv6.INPUT.RULES = #Habop npasun B Tabamue filter, INPUT-uenoyka ans
npoTokona IPv6;
— IPv6.OUTPUT.RULES = #Habop npasmn B Tabamue filter, OUTPUT-Leno4Yka ans
npoTtokona IPv6;
— IPv6.FORWARD.RULES = #Habop npasun B Tabamue filter, FORWARD-LenouKa
Ana npoTokona IPv6;
— IPv6.INPUT.POLICY = #[Monntnka no ymonyanuto ana 1abnmubl filter, INPUT-
Leno4yka ansa npotokona IPve (moxeT 6biTe ACCEPT nam DROP);
— IPv6.OUTPUT.POLICY = #[lonnTMka no ymoAn4YaHuto Ans Tabnumubl filter,
OUTPUT-ueno4Yka ana npotokona IPve (moxeT 6biTb ACCEPT nnn DROP);
— IPv6.FORWARD.POLICY = #[onntnka no ymMon4yaHuto Ans Tabnuubl filter,
FORWARD-ueno4ka ana npotokona IPv6 (moxkeT 6biTb ACCEPT mnnn DROP).
[Hammnyeckme rpynnbl N0 TUNAM YCTPOMCTB:
— Tpynna akTUBUPYETCA NPU BbI3ZOBE CNYXKObl connman AaHHbIM TUNOM YCTPOMCTBA
(Hanpumep, WLAN-noakntoyeHme);
— KaXabl TUN NpaBuia byaeT coaepskatb B cebe nHTepdenc cepsmca (Hanpumep,
ana INPUT-npaBun byaeT ycTaHOBNEH NapaMeTp —-i <interface>);
— Tpynna MOXeT CoAepKaTb caeaytolme Kaoumn (Takme e, kak B pasaene Obuine
[General]:
e |Pv4.INPUT.RULES =;
e |Pv4.OUTPUT.RULES =;
e |Pv4.FORWARD.RULES =;
e |Pv6.INPUT.RULES =;
e |Pv6.OUTPUT.RULES =;
e |Pv6.FORWARD.RULES =;
— npeaonpeaeneHHble rpynnbi:
e [unknown] — He ncnonb3yeTcsa UAKN He NOAAEPKNBAETCA, HO ABAAETCA YaCTbHO
BHYTPEHHMX TUNOB YCTPOMCTB connman;
e [system];
[ethernet];
[wifi];
[bluetooth];
[
[gp

cellular];
gpsl;
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* [vpn];
* [gadget];
* [p2p];

e [tethering] — HacTpoOMKK, NpUMeHAEeMble ANA pPeXXMMa « ToYKa AOCTyna».
MPUMEYAHMUE. Mpu Hannumm npobaem c pexxmmom «TouyKa A0CTyna» HeobxoaAnmo

nobasutb cneaytouwme ctpokm B rpynny Ob6uwwme [General]: Hanpumep, 95-tether-
override-firewall.conf:

[General]
IPv4.INPUT.RULES = -i tether -j ACCEPT
IPv6.INPUT.RULES -1 tether -j ACCEPT

4.8.3.3.4. ®opmat npasun

BbinonHatoTcA cnepyrouime npasun iptables-popmaTa
(https://www.frozentux.net/iptables-tutorial/iptables-tutorial.html):

— ONUMN NPOBEPAIOTCA A4 KaXKA0ro NPoToKoAa U/MAK TUNa COOTBETCTBUS;

— 3Ha4yeHWA oNuUKMi NPOBEPSAOTCA HA BE/IMYNHY WU TUM 3HAYEHUS;

— €C/IM NpPaBMIO He CyLLEeCTBYeT B iptables, OHO UFHOPMPYETCA aHAAM3ATOPOM
NpaBu;

— OTPULAHMA NOAAEPHKMBAOTCA KaK B iptables.

[MlocKonbKky B nNepBoM Bepcun MID noadepXKMBAOTCA He BCeE BO3MOMKHOCTM
nepekntoyaTenem (switches) ANA iptables, NepekNtoYaTeNN, KOTOPbIE connman HE MOMET
no6aBUTb, UITHOPUPYIOTCA iptables:

— moauMpuMKaTopbl Lenovyek: -a, -D, -X, ~-F, -I, -P, -E, -R, -Z
(M UX ANVMHHbIE 9KBMBAMIEHTbI):

® HOBbIE MM CYLLECTBYHOLLME LLIEMOYKN HE M3MEHAIOTCA NPaBuaamu. Bce npasmna
M3 noaYMHAKTCA JNIOTMKe connman, B KOTOPOM NoA0DOHbIE MOAMDMKATOPLI He
npeaycMoTPeHbI;

® B C/y4Yyae BO3HUKHOBEHMA HEODXOAMMOCTU Takme MOoANDUKATOPbI MOTyT ObITb
no6aBsieHbl B AanbHeMWeMm;

— YKasaTesnm MmecTa HasHadeHua ana DNAT: --to-destination, --from-
destination;

— nepekntoyatenn ¢parmeHTMpoBaHua: -£, --fragment;

— Mepekntyatens Bepcun |IP-npotokona: --ipv4d, -4, --ipvé, -6;

— MepekatyaTenn CoOoTBETCTBMA (-m), KOTOPble He NoAAEPHKMBAOTCA:

e |[Pv4: -m comment, -m state, -m iprange, -m recent, -m owner, -m
sctp, -m dccp, -m hashlimit, -m icmpv6/ipv6-icmp;

e |Pv6: -m comment, -m state, -m iprange, -m recent, -m owner, -m
ttl, -m sctp, -m dccp, -m mh, -m hashlimit, -m frag, -m icmp,

® BblllleyKa3aHHble MNepekatoYaTeny Bbi3biBaaM cbonm B iptables  MAM
HenpaBM/AbHO onpeaensann sepcuto IP-npotokona.

Llenn M3 (- TARGET) COOTBETCTBYIOT LeNsM iptables no ymondanumto: ACCEPT,
DROP, REJECT, LOG 1 QUEUE.
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MpoToko/bl M3 (-p protocol) aHaNOrMYyHbI NMPOTOKONAM iptables: tcp, udp,
udplite, icmp, icmpvé6, ipvé6-icmp, esp, ah, sctp, mh (ToAbko Ana IPv6) n
crneuyasibHOMY KAt04eBOMY CNOBY all.

Kaxaoe npasuno:

— OO/IKHO UMeTb MUHUMYM 1 uenb (-3 /--jump TARGET or -g/--goto TARGET);

— MoXeT umeTb oT O go 1 cooTBeTCTBMA MO MNPOTOKOAY (-p/--protocol
protocol);

— ana SCTP-, DCCP- n MH-npOTOKO/1I0B, MEXaHW3M COOTBETCTBMA MPOTOKO/IA He
MOXKeT BbITb MCNO/Ib30BAH, HAaNpPUMep:

-p sctp -m sctp --dport 22 -j DROP (He OyneT paboTaThb, HO)
-p sctp --dport 22 -3 DROP (OynmeT paboTaTh)

— MoxeT umeTb oT 0 A0 2 yKasaTenen cootseTcTamaA (-m/--match match).

Hanpumep, 4Tobbl paspewnTs ana telnet ogHy NOMNbITKY COEAMHEHUA B CEKYHAY,
HeobXo0AMMO YCTaHOBUTb:

-p udp -m udp --dport 23 -m limit --limit 1/second --limit-burst 1 -7
ACCEPT

— MOXET UMETb:
e o7 0 10 2 nepekatoyaTenein NnopTos ¢ onumein obbluHOro NopTta (0AHO U TO Ke
HanpaB/EHME He MOXEeT WCMN0/b30BaThCA ABaXAbl). C MoAMPUKATOPOM MNPOTOKONA

01n<protocol>):——destination—port, --dport, --source-port, --sport;
e 0T O oo 1 nepekntodaTend NOPTOB C MY/NbTMNOPTOM. BmecTe C ykasatenem
COOTBETCTBMA -m multiport BO3MOXHO WCMO/Ab30BATb: --destination-ports, --

dports, ——source-ports, —--sports, --port, —--ports W NEPEKNOYYATENN,

— MoXeT umeTb oT 0 4o 2 ykKasaTeneh mecta HasHadyeHua (o4HO M TO XKe
HanpaBfeHNne He MOXKeT WCNONb30BaTbCA [ABaKAbl). --source, --src, -s, —-
destination, --dst, -d,

— Kaxgoe npasuno pasgena [General] (Obwme) moxeT umets ot 0 go 2
nepekatoyatenen nHTepderica (04HO M TO Ke HanpaB/eHNe HEe MOXKET MCMOJ1b30BaTbCA
NBa)Abl). ——in-interface, -i, --out-interface, -o.[lepekntoyaTenn nHtepdeiica
UTHOPUPYIOTCA B AMHAMMUYECKUX MPaBKIaX, NpeaHa3HaYeHHbIX 414 TUNOB YCAyr (service
types).

4.8.3.3.5. YcTpaHeHMe HenoiaaokK

Mpn pabote ¢ MI B cay4ae BO3HMKHOBeHMA npobaembl ceTu/iptables (M3)
HeobX0AMMO BbIMOAHUTL CAeAyoLLMe AeNCTBUA:

1) HacTpounTb 6a30BbIt MOHUTOPUHT PaboThbl iptables ans cneaytoux NPOTOKONOB:

— |Pv4:

watch -n 1 iptables -t filter -L -v -n

— |Pvb:

watch -n 1 ipé6tables -t filter -L -v -n
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2)  [OnA BbIxo4a M3 NPOrpammMbl HaxaTb codeTaHme Knasuil «Ctri» n «Cx»;

3) [poBepuTb BbIBOA WM KOAMYECTBO cOpolleHHbix naketoB B INPUT-uenouke
(nonntmnka DROP);

4)  3anyctutb Ml 1 NnpoBepuTb, KaKMe CHETYMKM YBENUUYMBALOT CBOE 3HAYEHME.

MPUMEYAHUE. Ecnm ceTeBble nakeTbl cbpacbiBatoTca, cyetunk DROP  byaer
yBENMUYMBATL CBOE 3HayeHMe. CYETYMKM MaKeToB ANA Kaxaoro npasuna oyayt
YBE/IMYNBATLCA, €C/IN NAKeTbl COOTBETCTBYHOT 3TOMY NMPasuy;

5) Ecnm npobnema B pabote MI BO3HMKNG M3-33 cOpacbiBaHMA MaKeTos,
Heobxo4MMO BbINONHUTbL CAeaytoLlme AeNCTBUA:

— ONA  BPEMEHHOro pelleHna (AencTByeT A0 Nepes3arpy3km  CUCTEMbI),
pa3peLlatolero Becb TPaduK No YMOAYAHUIO CAeayHOLLMX MPOTOKON0B:

e 1A IPv4 BbINONHUTbL KOMaHAY:

iptables -t filter -P INPUT ACCEPT

e N4 |IPv6 BbINO/IHUTE KOMAHAY:

ip6tables -t filter -P INPUT ACCEPT

— ANns pelleHmn Ha NOCTOAHHOM OCHOBE co3aaTb dann
/etc/connman/firewall.d/99-accept-all-firewall.conf, [A00aBUTb B  Hero
cneayoume CTPOKM:

[General]
IPv4.INPUT.POLICY
IPv6.INPUT.POLICY

ACCEPT
ACCEPT

— n nepesanyctntb Ml connman:

systemctl restart connman

Ecam cuctema He 3arpykaetca, HeobXoAMMO NEePenTn B PeXMM BOCCTAHOBAEHMSA M
3anucaTb B pana onumm, ykasaHHble Ha ware 4, Ans peweHmna Ha NOCTOAHHOM OCHOBE.

4.9. KOHTPO/b LLeNOCTHOCTH

Moacuctema KL OC ABpopa CAYyXMUT AO01A TMPOBEPKM HEU3MEHHOCTM cpeapbl
BbIMO/IHEHMA, OMOBELWEHMA MN0/Ab30BaTeNs 00 M3MEHEHWM  KPUTMYECKM  BaKHbIX
KOMMOHEHTOB, a TaKXe 3anpeLlaeT 3arpysKy 1 UCNO/Ib30BaHME CUCTEMbI MPU HAPYLLEHUN ee
LLeIOCTHOCTW.

B OC Aspopa KL, peasin3oBaH C MOMOLLbIO MPOrPaMMHOro KOMMNOHEHTa integrityd,
KOTOPbIN NpeAcTaBAseT cobom AeMOH ANA YNPaBAEHWA U MPOBEPKMN LENOCTHOCTM AaHHbIX. B
oTAn4YMne oT ApYyrnx MHCTPYMEHTOB integrityd ncnonbsyet oN
(IMA 1 secureboot) Kak UCTOYHUK A0BEPUA.

NMPUMEYAHUE. Kaxkapin yctaHasameaembi B OC ABpopa naket MO go/KeH nmeTb
undposyto nognuce (n. 2.3.2).
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Integrityd OTBEYaeT 3a ynpasaeHue n BepmPmKaLmio LLeNOCTHOCTM OOBEKTOB, NPU
3TOM noA ob6bekTamm NOHUMatOTCA 0ObIYHbIE Palinbl, ELF-dalnbl u pazaensl. O6beKTbl MOTyT
00beAMHATLCA B FPYNMbl, TAKXKE MOXKET OblTb YCTAHOBAEHA MePAPXUA Tpynn.

MHPopmauma o 3anycke/3asepweHun npoueaypbl KLU ©n  ee pesynbTaTax
3aMMCbIBAETCA B CUCTEMHbIM XYypPHaA, NPOCMOTP KOTOPOro OCYLWECTBAAETCA C MOMOLLbHO
MIT «ypHan».

ABTOMATMYecKM, 0e3 HeobxoAMMOCTM crneupanbHbiX AENCTBUM CO  CTOPOHDI
aamuHuctpaTopa, OC ABpopa OTCNEXMBAET Caedyollee:

— UEeN0CTHOCTb yCTaHaBAMBaeMbix naketos O ¢opmaTa .rpm (n. 2.3.2);

— LLeJIOCTHOCTb 3arpy>KaeMblX BHELWHMX MOAY/IEN YPOBHA AAPA;

— LLe/IOCTHOCTb BCEX MCMOAHAEMbIX Galn0oB NpPM NOMbITKE UX 3aMNyCKa;

— LLe/I0CTHOCTb Pa3aenos.

B cnyyae HeobxoammocTn BbiNnoAHUTL KL npowmssonbHoro ¢anna, ELF-panna,
pPa3fenoB UK TPynnbl Pa3fesioB cieayeT UCNOIb30BaTb YTUAUTY integrityd, ZOCTYNHYO B
MM «Terminal», koTopasa NnpumeHseT 3l KaK MCTOYHMK A0BEPUA.

BHUMAHUE! T[epen BbinonHeHuem KL Tpebyerca o06paTnTb BHMMaHWE Ha
cneayroulee:

— MNpoBepKa LENOCTHOCTU YyKa3aHHbIX GalaoB MO YMOAYAHWUIO MNPOM3BOAMTCA
Kaxkablh pa3 npum 3arpyske OC ABpopa, a Takxe B 00:00 yacoB 0AMH pa3 B CYTKY;

— BpemAa 3arpy3km OC ABpopa yBeNMYMBAETCA MNPOMNOPLUOHANBHO KOAMYECTBY
dannos, Tpebyembix ANA MPOBEPKU LENOCTHOCTM, T.e. YyeM Oonblie CnMcok ¢alnos Ha
NPOBEpPKyY, TeM 6o/blle BpEMEHM 3aHMMAET NPOBEPKA LENOCTHOCTY;

— MPpW NpOBEpKe LEeNOCTHOCTM BbIMOJIHAIOTCA MaTeMaTUYeCcKne onepaumm, 4To
NPMBOAMUT K MOBbLIWEHMIO MCNO/Ib30OBAaHMA pPecypcoB MNpoLeccopa, CaeaoBaTenbHO, K
yBe/IMYEHUIO pacxoaa 3apAaaa akkymyaatopa MY.

NMPUMEYAHUE. B pe3synbTate noayyeHMsa OT cepBMCa integrityd OTPMULATENBHOrO
CTaTyCa NPOBEPKU LLeNOCTHOCTM, KOTOPbIN CBUAETENLCTBYET O HapyWeHUN LUeNoCTHOCTH,
noctyn Kk OC ABpopa ONOKMpyeTCcA KOMMOHEHTOM securityd. B 3Ttom cayyae
Heobxoaumo nepenatb MY aaAMUHUCTPATOPY AN NOBTOPHOM ycTaHoBKK OC ABpopa.
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5. PEKOMEHAOAUWMU MO YCTPAHEHNIKO BOSMOXHbIX OLWNBOK

[lecTBMA NO YCTPaHEHNIO BO3MOXHbIX OLWMBOOK npuseaeHbl B Tabanue (Tabamua 6).

0bHOB/IEHMUSA, T.K. He
paboTaeT KHOMKa
«3arpy3nTb»

Tabnunua 6
Ne Owwnbka MpuynHa/pekomeHaaLmMmM MO YCTPAHEHUIO
1 HeBO3MOXHO [Ona nonydenuma obHosneHmns OC ABpopa TpebyeTca aocTyn K
BbINOJIHUTb onpeaeneHHbIM pecypcamM npeanpuaTna-paspadboTymKa.

TakoM A0CTYyN NpeaoCTaBAAETCA KAMEHTaM, OGOPMUBLLMM
TEXHUYECKYIO NOAAEPKKY, BKAOYALOLLYHO YCyry 0OHOBNEHMA
OC.

Bonee noapobHas MHPoOPMaLMA AOCTYNHA NO INEKTPOHHOWN
noyTe support@omp.ru

He nony4vaetcs
ycTaHoBUTb M

YctaHoBKka M1 Ha MY, dyHKUMOHMPYIOLLEE NOA,
ynpasneHnem OC ABpopa, BO3MOXKHA CneayowMmm
cnocobamu:

— cucnonb3osaHmem MMO «ABpopa LeHTp», pa3BepHyTOM
ONA KOMNAHUU-KAMEHTA: BHYTPM NepMmMmeTpa opraHm3aumm
WAy BHELIHEero noctasuWmka (UT-nHTerpatopa);

— HenocpeacTBeHHO Ha MY B pexknme paspaboTyumka. Ana
nepekntodyeHns MY B AaHHbIN pexnum Heobxoammo
BbIMO/IHNTb ONepaLumn, ONMCaHHbIe B IOKYMEHTEe
AIMT.10034-02 90 01;

— u3 rpaduyeckoro nHTepdeinca OC Aspopa;

— Cucnonb3oBaHnem MI «Terminal»

Owwnbka ceptndmKaTa

OAMH 13 OBEPEHHbIX CEPTUDMKATOB, BXOAALMX B TPETbE
nokonenue OC, yctapen, B pe3ynbraTe Yero Obina yTpayeHa
NOBEPEHHOCTb PECYPCOB, NOAMMCAHHbIX TAKUMM
cepTUdmrKaTamm

[Mpwn nonyvyeHnmn
obHosneHun c MNMNoO
«ABpopa LUeHTp»

Mpobnembl ¢ ceTeBbim goctynom MY k MMO. Ecan npu
cKauymBaHum M1 nponcxoauT ceTeBOM Pas3pbiB, TO
nocneaytoume MI1 cTaHOBATCA B odepeb M UX YCTAHOBKA He

oTobparkaeTcs nponCxoamnT

coobueHme

«Appmanager is busy»

OTobparkaetca YcTaHOBAEHHbIM Ha MY mdm-KaneHT (Hanpumep, KAUeHT
coobuleHme MNO) 3anpeLaeT o6HOBAEHUS Yepes MHTepdec MY
«YnpasneHue

obHoBneHnem OC
3anpeLeHo»
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Ne Owwnbka MpuynHa/pekomeHaaLmMmM MO YCTPAHEHUIO
6 | MY 3a610KMpOBaHo, Heobxoammo obpatntbca K aammHuctpatopy MY nnbo
TpebyeTca Koa aoctyna |[onepatopy MMNO ana cbpoca napona MY, NOAKAOYEHHOTO K
cetn NHTepHeT
7 Mpun yctaHoBKe RPM Ha |HecoBmecTmocTb Katoven B OC 1 KNtoyen, KoTopbiMM
MY BO3HMKaeT owmnbka |noanmcaHo M.
Heobxoamnmo nepenoanucate MMM nnbo ncnonbszosats OC ¢
KN04aMK, COOTBETCTBYOWMMN M1
8 |lMNonb3oBaTenb 3abbin  |Heobxoammo 0bpaTnTbCa K aAMUHKUCTPaTOPY AnA cbpoca
Kopa, 6e3onacHocT MY |napons MY
9 |AamuHuctpaTtop 3abbin |Heobxoammo nocnenoBaTebHO BbIMONHUTL CAeayrolme
Kog b6esonacHocTn MY | aencTeua:
— BBecTn MY B Recovery Mode (BbikatoYnT MY
O4HOBPEMEHHbIM HaX¥KaTUeM KHOMKMU yMeHbLUeHNA
FPOMKOCTM M KHOMKM BKAtOYeHMA MY), B pe3yanbTate Yyero Ha
9KpaHe oTobpasunTca cTpoKa «Recovery: Connect USB cable
and open telnet to address 10.42.66.66»;
— noaknuntb MY K 3BM yepe3 USB-kabens;
— OTKPbITb TEPMMHAN M BBECTU KOMAHAY: telnet
10.12.66.66;
— BblbpaTb NYHKT «Reset device to factory statey;
HaxaTb «Enter» 5 pas, nocne yero oxumaats «Wipe Device»
10 [lMocne 3arpy3ku Ybeamsmnce, 4to MY nmeet AoCTyn K ceTn VIHTepHET U
obHoBneHnn Ml Ha MY |3apsg akkymynstopa MY coctasnaeT He meHee 50%,
OHO He 06HOBMNOCH HeobX0AMMO OCYLLECTBUTb MPUHYANTENBHOE OOHOBNEHME,
BbINO/HMB CAeayoLLMe AEeNCTBMA:
— OTKPbITb DKPaH NPUAOXKEHMN, NpoBeaa No JomalHemy
3KpaHy CHWU3Y BBEpPX;
— NepenTn B MyHKT MEHIO CMCTEMHbIX HAaCTPOEK
«ObHoBneHna OC ABpopa», nocae Yyero BbIbpaTb MYHKT
«MpoBepnTb Hannyme oO6HOBAEHNIY.
Ecnan nocne BbINOAHEHWA ONMCaHHbIX AencTtenin Ml He HBbino
yCTaHoBNEHO NMHO 0O6HOBNEHO, HEODXOAMMO NPOBECTU
aHa/I3 CUCTEMHbIX coobleHni (noapasaen 4.1)
11 |HeB03MOKHO cObpocnTb |[daHHas GYyHKLMA OTKAKOYEHA C MOMOLLbIO MONUTUKM
MY K 3aBOACKMM 6e30nacHOCTK, HEOHXOAMMO OTKAOUYNTL AAHHYHO MOUTUKY B
HaCTPOMKam MeHto 6e3onacHocTh (noapasaen 4.3)
12 |HepocTynHbl HAacTponKM | [laHHas GYyHKLUMA OTKAKOYEHA C MOMOLLbIO MOUTUKM

AaTbl N BpEMEHMUN

6e30MacHOCTX, HEODXOAMMO OTKOUMTL AAHHYIO MOJUTUKY B
MeHto be3sonacHocTh (nogpasaen 4.3)




109
AOMI.10034-02 91 01

NEPEYEHb TEPMUHOB U COKPALLEEHM

B HacToAwem [OOKYMeHTe MNpWMHATLI Cchedylowme TepMUHbl M COKpalleHMA

(Tabnunua 7).

Tabnnua 7

TepmunH/

P PacwndposkKa
CoKpalLeHue
AZMUHUCTPATOP Monb3oBaTenb, 061aatoWmMini NpaBamm Ha BbINMOJHEHWE ONepaLnii,
CBA3aHHbIX C aAMUHUCTPUPOBAHMEM CUCTEMDI

b/ ba3a AaHHbIX

Bepcuma OC Aepopa

1.KopnopatmneHaa Bepcuna - ncnonHenme OC Aspopa,
npeaHa3Ha4YeHHoe A5 OpraHM3aUmMmn A0BEPEHHbIX MODUAbHbIX
pabouymx MecT, Ha KOTOPbIX He NponcxoanT obpaboTKa
MHPOPMaLMK, MOANEXKALEN 3aLLUMNTE B COOTBETCTBMM C
3aKOHOAaTeNbCTBOM Pd;

2.CepTndunumpoBaHHasa Bepcus - ncnonHeHmne OC ABpopa,
npoulealiee cepTUPUKALUMOHHbIE UCMbITAHNA B CUCTEME
cepTMdMKaLMM HOPMaTUBHbIX perynatopos PO (PCTIK Poccun,
®CB Poccum), umetolee COOTBETCTBYHOLLMIA KOMNAEKT
NPOrPaMMHbIX JOKYMEHTOB M FOTOBbIE K CEPUMHOMY NPOM3BOACTBY.
MpeaHa3HavyeHbl ANA OpraHn3aumm 40BEPEHHbIX MODMAbHbBIX
Paboymx MecT, Ha KOTOPbIX NPOUCXoAMT 0bpaboTKka MHGopPMaL MK,
noAsexallen 3aumre B COOTBETCTBMM C 3aKOHOAATENbCTBOM PO.
MoryT ncnons3oBatbca B [MC, Ha 06bekTax KM 1 B MHbIX
perynnpyembix NC

2DA [ByxdaKTOpHan ayTeHTUDUKALMA

nc NHbopMaLMOHHas cMcTema

NPBO NHTepdpenc PyHKUMOHANbHBIX BO3MOKHOCTEN HE30MAaCHOCTH

KeoTa Ob6bem AMCKOBOro NPOCTPaHCTBA, BblAENAEMOrO
aAMMHNCTPATOPOM A4 3aNMCKU AAHHbIX YY4ETHbIX 3anmncen
NoNb30BaTeNEM

KL, KOHTPO/1b LENOCTHOCTH

M MobunbHoe npmuaoxeHne

MY MobunbHoe yCTPOMCTBO

M3 MexceTeBoe 3KpaHMpOBaHMe

0oC OnepaunoHHasa cucTema
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COLGF)F;ASJ,V;:/ e PacwndposkKa

MNepekntoyaTens dnemeHT nHTepderca OC ABpopa, NpeAcTaBAAOWMIA CODON
CBETALLYOCA TOYKY, PAaCNO/IOXKEHHYIO B MNOJE, M MO3BOAAOLLMINA
BbIOpPaTb OAHO M3 COCTOAHMIA, YaLle BCETO BKAKOYEHNE NN
BbIK/ItOYEHME. [1pn aKTUBALMM MEPEKNOYATENA TOYKA HAaYMHaeT
CBETUTLCA ApPYE, YEM B HEAKTMBHOM COCTOAHMUM

MNonb3oBaTtesib JTnuo, ncnonbaytollee CUCTEMY A4 BbINOJIHEHMA 3a/10KEHHbIX B
Hen QyHKUMI

MNpeanpuaTne- ObwwecTBo C OrpaHMYeHHON OTBETCTBEHHOCTbIO « OTKpPbITaA

pa3paboTumk MobunbHan nnatpopma» (OO0 «OTKpbITad MobunbHas
nnaTpopma)

Nno MporpammHoe obecneyeHue

rnro MpuknagHoe nporpaMmHoe obecneveHme «Apopa LleHTp»

MnePA [NpaBnaa pasrpaHnUyYeHmna A0CTyna

Cynepnonb3oBatenb |[lonb3oBaTens, obnaaatowmii npaBamm Ha BbiNoaHeEHMe Beex be3
NCKNOYEHMA onepaunii B cucteme (B CUCTEME MMEET NNOTUH «root»)

TokeH AyTeHTMDWKALMOHHbIE AaHHbIE, KOTOPbIE BblAAKOTCA NOAb30BATE/NHO
nocsae ycnewHom aBTopmM3aLmMm 1M ABAAKOTCA KAKYOM 418 A0CTyna K
cnykbam

YU YAoCTOBEPAKOLWMM LEHTP

®B0O ®PyHKUMOHANbHbIE BO3MOXHOCTM 6e30onacHOCTH

dC dannosasa cuctema

2BM DNEeKTPOHHO-BbIYMCANTENIbHAA MALLMHA

Sl DNEeKTPOHHaA Noanuncb

ACL Access Control List — cnncoKk KoHTpoas AocTyna

DAC Discretionary Access Control — AncKpeumoHHoe pasrpaHmyeHmne
npas 4OCTyNa

eMMC Embedded Multimedia Memory Card — BcTpoeHHasn
MYAbTUMEAMNHAA KapTa NamMATH

GID Group IDentifier —naeHTUPMKaTOP rpynnsbi

GUI Graphical User Interface - pa3HOBWAHOCTb NO/1b30BATENBCKOTO
nHTepdelica, B KOTOPOM 31eMEHTbI MHTepdelica (MeHto, KHOMKK,
3HAYKM, CMUCKM), NpeaCcTaBAeHHbIe NOAb30BATEIO Ha AUCTINe.,
NCMONIHEHbI B BUAE rpaduyeckmnx n3obparkeHuni

HPET High Precision Event Timer - Tanmep cobbITMi1 BbICOKOM TOYHOCTM

IMA Integrity Measurement Architecture - mexaHM3mM NpPoOBeEPKU
noanucun GBUHapHbIX Gannos

MD5 Message Digest 5 — 128-6UTHbIM aATOPUTM XELNPOBAHMS
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TepmuH/
CokpauieHune

PacwndposkKa

MTP

Media Transfer Protocol — ocHoBaHHbI Ha PTP annapaTtHo-
HEe3aBUCKMMbIM NPOTOKO/, pa3paboTaHHbIM KomnaHue Microsoft
ONS NOAKNOYEHMA LMDPOBLIX NIEEPOB K KOMMbIOTEPY

NFC

Near field communication - TexHonorma 6ecnpoBoAHOM Nepeaaymn
[aHHbIX Manoro paauyca AencTBMA, KOTopaa AaeT BO3MOMXKHOCTb
obMeHa JaHHbIMKU MeXK Yy YCTPOMCTBAMM, HAaXoAAWMMMCA Ha
paccToaHMM okono 10 caHTMMeTpoB

PID

Process IDentifier — naeHTMdMKaTOp Npouecca

PIN-Kkopa,

Personal Identification Number - nepcoHanbHbIN KOA, COCTOALLNM
n3 4 undp, NnpeHa3HaYeHHbIM ANa NoayYeHnsa aoctyna K SIM-kapTte
N NpeaoTBPaLLAoWMIA ee HECAHKLIMOHNMPOBAHHOE NCMNOb30BaHMe

PUK-koz,

Personal Unlock Key - nononHuTenbHbIM KoA, cocToALMM 13 8 undp
M NPUMEHAEMbIN ANna pa3bnoknMposKkK SIM-KapTbl nocne
HeyZa4YHOoro BBoaa 3HavyeHma PIN-koaa 3 pasa noapag,

RPM

Red Hat Package Manager — meHeaxep naketos Red Hat
ob603HavaeT aBe cyuwHocTh: dopmaT naketos 1O (RPM-nakeT) u
nNporpamma, co3gaHHas ANa ynpasaeHUa STUMIN NakeTamMu.
[porpamma nNo3BOAAET YyCTaHaBAMBATb, YAaNATb M 06HOBAATHL 10

RPM-naket

®ann popmata RPM, no3BonatowWmMi yCTaHAaBANBATb, YAANATb U
0OHOBNATbL NPUNOKEHME Ha MY

SIM

Subscriber Identification Module — moaynb naeHTUGUKaLMm
aboHeHTa

SSuU

SourceSafe ana Unix — yTunmTta, obecne4ymBatollas A4OCTyn m3
KOMaHAHOW CTPOKM K IOKaNbHbIM 1 yAaNEHHbIM PENO3UTOPUAM
Source Safe/VSS uepes TCP

SSH

Secure SHell — ceTeBoM NPOTOKON NPUKNAAHOTO YPOBHSA,
N03BONAOWMIA NPOU3BOANTL yaaneHHoe ynpasaeHne OC u
TyHHennpoBaHune TCP-coeanHeHN (Hanpumep, ANA nepeaaym
dannos)

UlD

User Identifier — naeHTMdMKaTOp Nonb3oBaTENA

USB

Universal Serial Bus — yHMBepcasnbHas nocaenoBaTeNbHan WMHA

VPN

Virtual Private Network — BupTyanbHaa 4acTHas ceTb, 0606LIeHHOe
Ha3BaHMe TeXHOOrMIA, NO3BONAIOLIMX 0BecneynTb OAHO AU
HECKO/IbKO CETEBbIX COeIMHEHWNI (TOrMYECKYIO CETb) MOBEPX APYroM
cetu (Hanpumep, cetn MIHTepHeT)

WLAN

Wireless Local Area Network — 6ecnpoBoHan NoKanbHas CeTb
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NMPUNOKEHNE 1

OnucaHue komaHabl RPM

NMA: rpm — meHeakep RPM-nakeTos.

OB30P

3ATPOC N MPOBEPKA IMAKETOB:
rpm {-g|--query} [onumm—-BEHOOPa] [ONUMM—-3aOpoca]
rpm {-V|--verify} [onuum-BeOopa] [ONUUMU-TIPOBEPKH]
rpm --import PUBKEY ...
rpm {-K|--checksig} [--nosignature] [--nodigest]

PACKAGE FILE ...

YCTAHOBKA, OBHOB/TEHWE U YOATEHWE MAKETOB:

rpm {-i|--install} [onumm-ycraHoBku] PACKAGE FILE ...
rpm {-U|--upgrade} [onumm-ycranosku] PACKAGE FILE ...
rpm {-F|--freshen} [onumm-ycranHoskmu] PACKAGE FILE ...

rpm {-e|--erase} [-—-allmatches] [--nodeps] [--noscripts]
[--notriggers] [--repackage] [--test] PACKAGE NAME ...
PA3HOE:

rpm {-—-initdb|--rebuilddb}

rpm {--addsign|--resign} PACKAGE FILE ...
rpm {--querytags|--showrc}

rpm {--setperms|--setugids} PACKAGE NAME ...

onun BbIBOPA:

[PACKAGE NAME] [-a,--all] [-f,-—-file FILE]

[-g,-—group GROUP] {-p,--package PACKAGE FILE]
[--fileid MD5] [--hdrid SHA1l] [--pkgid MD5] [--tid TID]
[--querybynumber HDRNUM] [--triggeredby PACKAGE NAME]
[--whatprovides CAPABILITY] [--whatrequires CAPABILITY]

onunm 3AMPOCA:

[--changelog] [-c,--configfiles] [-d,--docfiles] [--dump]
[--filesbypkg] [-i,--info] [--last] [-1,--1list]
[--provides] [--gf,-—-queryformat QUERYFMT]

[-R, ——requires] [--scripts] [-s,--state]

[

--triggers,--triggerscripts]

onunn NnPOBEPKMN:

[--nodeps] [--nofiles] [--noscripts]
[--nodigest] [--nosignature]

[--nolinkto] [-—-nomd5] [--nosize] [—-—-nouser]
[--nogroup] [--nomtime] [--nomode] [--nordev]

onunn YCTAHOBKW:

[--aid] [--allfiles] [--badreloc] [--excludepath OLDPATH]
[-—excludedocs] [-—-force] [-h,--hash]
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[--ignoresize] [--ignorearch] [--ignoreos]
[--includedocs] [--justdb] [--nodeps]
[--nodigest] [--nosignature] [--nosuggest]
[--noorder] [--noscripts] [--notriggers]
[--oldpackage] [--percent] [--prefix NEWPATH]
[--relocate OLDPATH=NEWPATH]

[--repackage] [--replacefiles] [--replacepkgs]
[-—test]

OMMCAHWME: RPM —3T0 meHeaxep NakeToB, KOTOPbIM MOXKET OblTb NCMNOAb30BaH AN1A
cOOpPKM, YCTAaHOBKM, 3anpoca, NpoBepPKM, OBHOBAEHMA M yaAaNEHNA OTAENbHbIX MPOrPaMMHbIX
naketoB. RPM-nakeT coaepxuT apxms c darnaMmm M MeTagaHHble, UCMONb3yemble ANA
YCTQHOBKM W yAaneHua $annoB AaHHOro apxvmsa. MeTadaHHble BKAOYAKOT CLEHApPUK,
aTpmnoyThbI dannos 7 NHGOpPMaLMIO C OnucaHuem RPM-nakeTa.
RPM-naKkeTbl MmoryT 6bITb ABYX TWMNOB: ABOWYHbIE, MCMOAb3yemMble ANA 0bbeAMHeHUA
YCTaHaBAMBAEMbIX MPOrpamm, M MNakeTbl C UCXOAHbIMM KOAAMM, BKAKOYAOLWIME WUCXOAHblE
KoZlbl 1 onucaHme cnocoba GopMMPOBaAHMNA ABOMYHOrO NaKeTa.

HeobxoamMmo yKaszaTb OAMH M3 CAedytolinX OCHOBHbIX PeXXMmoB paboTbl: 3anpoc,
MposepKa, [lposepka noanuck, YctaHosKka/ObHoBneHMe/OcBexeHne, YaaneHue,
NHnumanmnszauma B, Mepectponka B[, [oBTopHaa noanuce, [JobasneHne noanucuy,
3agaHue Bnagensues/rpynn, OTobpaxeHune Teros 3anpoca, OTobpaxKeHne KoHPUrypaLmm.

OBbLUME Onunm:

Cneaytouine onumm MoryT BbITb MCNONb30BaHbI BO BCEX PEXMMAX:

— -2, --help — BbIBOAWUT AE€TabHYI CNPaBKy 06 NCNOb30BaAHUN;

— -—-version — BbIBOAUT OAHY CTPOKY, COAEPKaALLYO HOMep Bepcun RPM;

— -—-quiet — BbIBOAWUT KaK MOXHO MeHblle coobLeHMn, 0TObparkatoTca TONbKO
coobueHma ob ownbKax;

— -v — BbIBOAUT noApobHyto KMHPopMaumto, oTobpaxatoTca coobuleHns o
BbINOJIHEHMW BCEX LUArOB;

— -vv — BblBOAMT BoNbLWOM 06beM 0TAaA04YHON MHPOPMALLUK;

— -—-rcfile FILELIST —KaXAbl 13 $pannoB pa3geneHHoro AB0eToYMAMM CrMCKa
dannos FILELIST NocaeanoBaTeNbHO NpounTbiBaeTca RPM Ha npeameT KoOHOUIypaLUMOHHOM
MHPOPMaLMKN. B 3TOM CnmMCKe cyllecTByeT TONbKO NepBbiid ¢ainn; Bce 3HaKM Tuabda byayT
3aMeHeHbl 3HaYeHMem SHOME. 1o yMONYaHWIO CNMCOK $alnoB FILELIST BbIMAAMT Kak
/usr/lib/rpm/rpmrc:/usr/lib/rpm/redhat/rpmrc:/etc/rpmrc:~/.rpmrc;

— -—-pipe CMD — nepeHanpas/AeT BbIBOA rpMm Ha BXoA4 KomaHabl CMD;

— --dbpath DIRECTORY — ucnonb3dyeT bl RPM B KaTanore DIRECTORY BMeCTO
NyTW NO YMONYAHUIO /var/lib/rpm,

— --root DIRECTORY — WCNoAab3yeT Ansa Bcex onepaumn O®C c KopHem B
DIRECTORY.

MPUMEYAHUE. B[l BHYTPM DIRECTORY OyAeT MCNOAb30BaTbCA A0S MPOBEPKMU
3aBMCMMOCTEN, N BCE CLLEHAPUM $post UM Sprep OyAyT MCNONHATLCA NOC/E chroot (2) B
DIRECTORY.
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onunin YCTAHOBKW 1 OBHOB/IEHIA:
Obuaa dopma KOMaHAbl ycTaHOBKM RPM-nakeTa:

rpm {-i|--install} [onumm-ycraHoBku] PACKAGE FILE

Obuaa dopma KomaHabl obHoBNeHMA RPM-nakeTa:

rpm {-U|--upgrade} [onumm-ycraHoBku] PACKAGE FILE

TakMm 06pa3oM BbIMOMHAETCA YCTAaHOBKA MM OOHOBNEHME YrKE YCTAaHOBEHHOrO
naKeTa 40 HOBOW BeEPCUM, NPU STOM BCe ApYrMe BEPCUM YAANATCA NOCAE YCTAHOBKM HOBOTO
RPM-nakeTa. Ecnn npeapiaywas sepcna RPM-nakeTta y»Ke ycTaHoB/eHa, AnA 0b6HOBAEHMS
RPM-nakeTa He0BX0AMMO BbIMOAHUTbL KOMaHAY:

rpm {-F|--freshen} [onumm-ycranoBkmu] PACKAGE FILE

MapameTp PACKAGE FILE MOXeT ObiTb YKa3aH Kak aZpec ftp Wan http URL, B TAKOM
Cny4ae nakeT ByaeT ckavaH nepes yCTaHOBKOM.

onunn FTP/HTTP ANA nNoayvyeHMAa WHPopmaumm o paboTte RPM-makeToB C
noAAep*KKom ftp UAK http:

— --aid —npu HeobxoammocTn aobasnaeT npeanoeHHole RPM-nakeTbl B Habop
TpaH3aKumu;

— --allfiles—yCTaHaBAMBaeT UM obHoBAAET BCe dainbl ¢ drarom missingok B
RPM-naKkeTe He3aBMCUMO OT UX CYLLLEeCTBOBaHMA;

— --badreloc — MCNOMb3yeTCA BMECTE C ——relocate, Pa3peLllaeT nepemelleHmne
BCcex nyTen $annos, a He TONbKO Tex, A1 KOTOPbIX CTapble NMyTWM OLDPATH BK/KOYEHbI B
3aMEeTKM Mo NepemelleHnto (relocation hint) B GBUHAPHOM NakeTe;

— --excludepath OLDPATH — He YyCTaHaBAMBaeT ¢alnbl, Ha3BaHWUA KOTOPbIX
HaYMHAKOTCA C OLDPATH;

— --excludedocs — He ycTaHaBAMBaeT Galibl, MOMEYEHHbIE KaK AOKYMEeHTaLUms
(BKNtOYAlOLLME man CTPAHWULbI U AOKYMEHTbl texinfo);

— -—-—-force —3KBMBANEHTHO UCNOJ/Ib30BAHUNIO —-replacepkgs, ——replacefiles U
—oldpackage;

— -h, --hash—BblBOAMT 50 OTMETOK NpM pacnakoBKke apxmBa. Micnonb3lyeTca C -
V| --verbose AN1A yaobcTBa oTOOpaxKeHus;

— --ignoresize — He npoBepAeT NnoakNtoYeHHble PC Ha Hann4Me HeobxoaMMoro
MecTa Ha AUCKe nepes ycTaHOBKOW aaHHOro RPM-nakeTa;

— --ignorearch — pa3pelwaeT YCTAHOBKY MWAW OOHOBNEHMWE, [axe ecau
apPXMTEKTYpPbl DMHAPHOro NakeTa 1 y3aa He COBNAaAatoT;

— --ignoreos — pa3pellaeT yCTaHOBKY nan obHoBneHne, aaxxe ecnmn OC Aspopa
HMHaApPHOro NakeTa M y3ia He COBMaZatoT;

— --includedocs — yCTaHaBAMBaeT alabl C AOKYMeHTaumen. 3To noseaeHMe
33aHO NO YMONYAHMIO;

— --justdb— 0b6HOBAAET TO/NbKO MHPOPMaLMto B 6ase, Ho He B PC;

— --nodigest — He NpoBepAeT Npu YTeHnn ganaect RPM-nakeTa Mam 3aronoBKa;




115
AOMI.10034-02 91 01

— --nosignature — He MPOBepAeT npu 4TeHun noAanmcb RPM-nakeTta uam
3aro/10BKa;

— --nodeps — He NMPOBEPSET 3aBMCUMOCTM Nepes, YyCTaHOBKOM MK OOHOBAEHMEM
RPM-nakeTa;

— --nosuggest — He npeasaraer RPM-nakeTbl 4N1A paspelleHna OTCYTCTBYOWMX
3aBUCUMOCTEMN;

— —--noorder —He BbINO/HAET NepeynopagovmsaHme RPM-nakeToB 414 YCTAHOBKMU.
Cnncok naketos 0bbIMHO Nepeynopsaa0YMBaeTcA AN1A YA0BNETBOPEHMA 3aBMCUMOCTEN;

— -—--noscripts; —-—-nopre; ——nopost; ——nopreun; —-—nopostun — He
BbIMOJIHAET CKPUNT/IETbl C YKa3aHHbIM MMeHem. OnumA --noscripts 3KBMBAJIEHTHA —-
nopre -—-nopost -—--nopreun -—-nopostun U BbIK/HOYaET MCNOJIHEHNE COOTBETCTBYHOLWMNX
%pre, %post, Spreun U Spostun CKPUNTNETOB;

— --notriggers; --notriggerin;--notriggerun; --notriggerpostun—He
BbIMONHAET HWKakne TPUTTEPHbIE CKpMNTNeTbl C YKa3aHHbIM MMEHEM.
Onuma --notriggers 3KBMBAJIEHTHA --notriggerin --notriggerun -

notriggerpostun W  BbIKAHOYAET UCNOJIHEHWME  COOTBETCTBYHOWMX  Striggerin,
$triggerun U $triggerpostun CKPUNTAETOB,

— --oldpackage — pa3pellaeT 0H6HOBUTb WMAM 3aMeHWTb HOBbIM MakeT Honee
CTapoM Bepcuen;

— -—-percent — BbIBOAMT MHOOPMALMIO B NPOLEHTAX MO Mepe pacnakoBKu Gpainos
13 apxMBa NakeTa. [lpeaHa3HayYeHa ANs yNpoLeHMa BbI30Ba rpm M3 Apyrux YyTUAuT,

— -—-prefix NEWPATH — AnAa nNepemMellaemblx  OMHAPHbIX  MAKeToB,
npeobpa3oBbiBaeT Bce NyTK GaliaoB, KOTOPblE HAYMHAKOTCA C MHCTANNALMOHHOIO npeduKca
B 3aMeTKax, No nepemelleHmnto (relocation hint) Ha NEWPATH;

— --relocate OLDPATH=NEWPATH — A/1A Nepemellaemblx OMHapHbIX NakeTos. B
3aMeTKax No nepemelleHnto (relocation hint)npeobpasoBaTb BCe NyTN GaliNos, KOTOPbIE
HAaYMHAKOTCA C OLDPATH, Ha NEWPATH. [lTaHHaA ONuUMA MOXKeT ObITb MCNOb30BaHA HECKO/IbKO
pa3, ecn TpebyeTcA NepemecTnTb HECKO/IbKO NyTel OLDPATH B MaKeTe;

— --repackage — T[epeynakoBbiBaeT ¢alnbl nepes yaaneHuem. PaHee
yCTaHOBNEHHbIW ~ RPM-naket  OyaeT Ha3BaH B COOTBETCTBMM  C  MaKpPOCOM
% repackage name fmt W CO3[4aH B KaTa/sore, Ha3BaHHOM MO 3HAYEHWIO MaKpOCa
% repackage dir (3HaYeHMe No yMoN4YaHUo — /var/spool/repackage);

— -—-replacefiles — ycCTaHaBAmBaeT RPM-nakeTbl, Aa)ke e€CAM OHW 3aMeHAT
dannbl OT APYrnx ycTaHOBAEHHbIX RPM-nakeTosB;

— --replacepkgs — VYycCTaHaB/imBaeT RPM-nakeTbl, [Oa)ke ecam OHU  yxe
YCTQHOB/EHbI B CUCTEME;

— —-test — He ycTaHaBAMBaA RPM-nakeTbl, BbINOAHAET NPOBEPKY M COOOLIAET O
NOTEeHUMANbHbIX KOHONMNKTAX.
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onunn YaAneEHMA:
Obuwan dopma KOMaHAbl yaaneHua rpm:

rpm {-e|--erase} [-—-allmatches] [--nodeps] [--noscripts] [--notriggers]
[-—-repackage] [--test] PACKAGE NAME

Tak»Ke MoryT ObITb MCNONb30BaHbI C/IeAYHOLLIME ONUNN:

— --allmatches — ypaanAetr Bce Bepcun RPM-naketa, cosnagatowme cC
PACKAGE NAME. O6blMHO NpWM HaanM4mMm Heckonbkux RPM-nakeToB, COBMaZatowmx C
PACKAGE NAME, BO3HMKaeT OWNOKa;

— --nodeps — He NPOBEpPAET 3aBUCUMOCTU Nepes yaaneHnem RPM-nakeTos;

— --noscripts; --nopreun; --nopostun — H€ BbINOJHAET CKPUNTAETbl C
YKa3aHHbIMKM  MMeHamMW. Hanmyme napameTpa --noscripts npu  yaaseHun nakeTos
9KBMBA/IEHTHO —--nopreun -—-—-nopostun W BbIKAOYaeT MCNOJIHeEHME COOTBETCTBYHOLLMX
CKpMNTNeToB %preun n $postun;

— -—-notriggers; --notriggerun; --notriggerpostun — HE€ BbINOJHAET
HUKaKMe TPUTrepHble CKPUNT/IeTbl C YKa3aHHbIM MMeHeM. OnunAa --notriggers sKkBMBaIEHTHA
--notriggerun --notriggerpostun W BbIKJOYAET WCMNOJNHEHNE COOTBETCTBYHOLLNX
Striggerun M %triggerpostun ckpunTNeTos;

— --repackage — [MepeynakoBbiBaeT dalnbl nNepen yaaneHnem. PaHee

yCTaHOBNEeHHbIM ~ RPM-naker  OyaeT HasBaH B COOTBETCTBMM  C  MaKpPOCOM
% _repackage name fmt W CO34aH B KaTa/sore, Ha3BaHHOM MO 3HaYeHWIO MaKpoca
%_repackage_dir(3HaqumerK)yMOﬂanMD-—/var/spool/repackageﬁ

— -—-test — He yaanas RPM-nakeTbl, BbiNOAHAET NpPoOBepKy. [aHHbIN NapameTp
yA0OHO MCNONb30BaTh MPW OTAAAKE COBMECTHO C ONUMEN —vv.

onunm 3AMPOCA:

Obuwan popma KOMaHAbl 3aNpoca rpm:

rpm {-g|-—-query} [select-options] [query-options]

CyliecTByeT BO3MOXKHOCTb 334aTb popmaT BbiBoAa MHPopmaumm o6 RPM-nakeTe.
[na 3Toro HeobxoAMMO MCNONb30BaTL CAEAYIOLLMMA NapaMeTp C YKa3daHMeM CTPOKM dopmaTa
QUERYFMT NOC/€e Hero:

-—qgf|-—queryformat QUERYFMT

dopmaTmpoBaHMe 3anpoca — 3TO M3MEHEHHas BepcUA CTaHAAPTHOrO MeXaHM3Ma
printf (3), KoTopaa GOpMUPYeTca M3 CTAaTUYECKMX CTPOK (B T.4. MOryT BK/tOYaTb
CTaHAapTHble Ans A3bika C escape-nociesoBaTeNbHOCTU A5 NepeBoda CTPOKM, Tabynaumnm
W APYrMX crneuyanbHbiX CUMMBOIOB) M METOK GOPMATMPOBAHWA printf (3). YKaszaTenb
dopmata MoXKeT ObiTb MPONyLIeH M 3aMeHEeH Ha MMS BbIBOAMMOrO Tera 3arooBKa,
3aKNOYEeHHOro B durypHble ckobkm {},T.K. TN BbIBOAMMOMN WMHPOPMALMN M3BECTEH
RPM 3apaHee. iMeHa TeroB HeYyBCTBUTE/bHbI K PErucTpy, n npeduKc RPMTAG B UMEHM Tera
MOXHO OMyCKaTb.
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AnbTepHaTMBHbIE GOPMaTbl BbIBOAA MOTYT ObITb 3a4aHbl NPY NOMOLLM 3a4aHMA TUNA
BbIBOZA: typetag NOCAE UMEHMW Tera.

MNoaaepmnBatoTca cneayroume TUnbl:

— :armor — ynaKoBbIBaeT Ny6anyHblin katoy B ASCII Buna;

— :base64 — KOAMpPYeT ABOUYHbIE AaHHble B dopmaT base64;

— :date—ucnonb3yet popmaTt strftime (3) "%C";

— :day—ucnonb3yeT popmaT strftime (3) "%a %b %d %Y";

— :depflags— dopmaTmpyeT diaru 3aBMCUMOCTEN;

— :fflags— dopmatmpyeT dpnarn pannos;

— :hex— B WeCTHa4UATEPUYHOM BUAE;

— :octal — B BOCbMEPUYHOM BUAE;

— :perms — PopmaTMpyeT NpasBa A0CTyna ¢pannos;

— :shescape — 3KpaHMPYyeT OAMHOYHbIE KaBbIYKM A1A NPUMEHEHMA B CLEHAPUAX;

— :triggertype — BbIBOAUT CyPPUKC TpUrrepa.

Hanpumep, AnAa BbiBOAA TOJMIbKO MMeHUM RPM-nakeTa npu 3anpoce MOXHO
MCNONb30BaTb CTPOKY dopmaTta $ {NAME}. [1ns BbiBOAA MMeHM RPM-nakeToB 1 nHdbopmaumm
O AUCTPUOYTMBE B [BE KOJIOHKM MOXHO WMCMOAb30BaTb %$-30{NAME}$%{DISTRIBUTION}.
KomaHaa rpm OTOOPA3nT CNMCOK BCEX TEroB, C KOTOPbIMM OHa MOXeT paboTaTb Npu ee
Bbl30BE C MAapaMeTpOM --querytags.

CyuiecTBytoT 2 Habopa NapaMeTpoB A5 BbIMOJHEHMA 3aNPOCOB — BbIOOP MaKeTOB U
yKa3zaHune nHdopmaumm.

OnNuM BbIBOPA MAKETOB:

— PACKAGE NAME — BbINOJIHAET 3aMNpoc K ycTaHoBAeHHOMY RPM-nakeTy ¢ umeHem
PACKAGE NAME;

— -—a, --all—BbIMNOJIHAET 3aMPOC KO BCEM YCTaHOB/IeHHbIM RPM-nakeTam;

— -f, --file FILE — BbINOAHAET 3anpoc K RPM-nakeTy, Bnagensbuy danna FILE;

— --fileid MD5 — BbIMOAHAET 3anpoc K RPM-nakeTy, coaepKaliemy yKasaHHbIM
naeHTUduUKaTop darna, T.e. anroputm MD5 ganaxect coaepxmmoro ¢panna;

— -g, --group GROUP — BbINO/HAET 3anpoc K RPM-nakeTy ¢ rpynnon GROUP;

— --hdrid SHA1l — BbINOAHAET 3anpoc K RPM-nakeTy, coaepKalemy yKaszaHHbIM
MOEHTUPUKATOP 3aroNoBKa, T.e. SHAL1 nanaxect HEM3MEHHOM YaCTM 3ar0N0BKa;

— -p, --package PACKAGE FILE — BbINO/IHAET 3aNpoC K (HeycTaHOBAEHHOMY)
RPM-nakeTy B paiine PACKAGE FILE. [lapameTp PACKAGE FILE MOXeT ObITb yKa3aH B BuAE
agpeca ftp MAW http URL, B pe3y/nbTaTe Yero 3aro/IoBOK NakeTa byaeT cKayaH M ONpoLLEH.
Heobxoamumo obpatntbca k OMNUMAM FTP/HTTP 3a nHpopmaumelr o noAdeprKKe B rpm
paboTbl ¢ ftp M http. EcAn aprymeHT (aprymeHTbl) PACKAGE FILE He ABAAETCA OUHAPHbIM
NaKeToM, OH DyaeT MHTepPnpPeTMpoBaH Kak ASCII MaHMpecT nakeTa. B Hem paspelleHo
NPUMEHEHME KOMMeHTapueB, HauduHatowmxca ¢ '#'. Kakagas n3 cTpok darna maHudecTa
MaKeTa MOXET CoAepKaTb pasaeneHHble 3anATbiIMU glob BblparkeHua, BKAto4Yaa agpeca URL
C BHewHMMK glob-BbipaxkeHnamm (oHWM OyayT pa3BepHyTbl B MNyTW), KoTopble 6yayT
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NOACTaBAEeHbl BMECTO O0bpalleHMa NakeTa Kak AOMNOAHUTENbHbIA apryMeHT PACKAGE FILE B
3anpoce;

— --pkgid MD5 — BbINOAHAET 3anpoc K RPM-nakeTy, coaeprKallemy yKasaHHbIM
naeHtTnoukatop, T.e. MD5 panaxect obbeAMHEHHOrO COAEPXKMMOro 3aroioBKa M Tena
nakeTa;

— --querybynumber HDRNUM — BbIMO/IHAET 3aNpOC HanpAMytO HDRNUM' 3arnuncu B
B/l n ncnonb3lyeTca TONbKO A/1A OTNALKM;

— --specfile SPECFILE — 0bpabaTbiBaeT M BbINOAHAET 3aNpoC K SPECFILE
danny, Kak ecnm 6bl 310 6611 RPM-nakeT. HecMoTps Ha TO, YTO AOCTYMNHa He BCA MHGOPMaLMSA
(Hanpumep, cnucok ¢annoB), AaHHbIM TUMN 3aNPOCOB MO3BOAAET WCMNO/b30BaTb rpm A5
n3BaedYeHna UHbopmaumm un3 spec ¢annos 6He3 HanMcaHMA Cneumanm3mpoBaHHOTO
aHanm3aTopa TakmMx Gpannos;

— --tid TID — BbIMNOAHAET 3anpoc K RPM-nakeTy, coaepKallemy yKa3aHHbIM
naeHTMduKaTop TpaHsakuum TID. B KayecTBe MAEHTUDMKATOPA MCNONL3YETCA BPEMEHHasA
MeTKa UNIX. Bce RPM-naKkeTbl, yCTaHOBJIEHHblE WAW YAA/IEHHbIE B COCTaBe OJHOM
TpaH3aKkuUMn, byayT MMeTb OAMH WU TOT e MAEHTUPMKATOP;

— --triggeredby PACKAGE NAME — BbINOJIHAET 3anpoc kK RPM-nakeTam, KoTopble
BbI3bIBAOT cpabaTbiBaHWe Tpurrepa nakeTa PACKAGE NAME;

— -—-whatprovides CAPABILITY — BbINO/HAET 3anpoc KO Bcem RPM-naketam,
NpeaocTaBAAWMM GYHKUMOHANBHOCTb CAPABILITY;

— --whatrequires CAPABILITY — BbINOJIHAET 3anpoc KO Bcem RPM-nakeTam,
KoTopble TPebYOT CAPABILITY A5 KOPPEKTHOM paboThl.

onunn 3AMPOCA TAKETOB:

— --changelog— BbIBOAUT MHPOPMaLMo 06 nameHeHunsx B RPM-nakeTe;

— -c, --configfiles — BbIBOAUT TOAbKO KOHOUIypaUMOHHble dainbl
(nogpasymeBaeTt -1);
- -4, --docfiles —  BbIBOAMUT  TO/bKO dannbl  AOKyMeHTauum

(nogpasymesaeT -1);

— —-dump — pacnevyaTtbiBaeT MHPopMmaLmMto o dalne B BUAE: path size mtime
md5sum mode owner group isconfig isdoc rdev symlink — Onuua A0/XKHA ObiTb
MCNO/b30BaHa COBMECTHO C OAHOM U3 -1, -c, -d;

— -—-filesbypkg— BblBOAMT BCe Palibl BO BCEX BbIOPAHHbIX NaKkeTax;

— -i, --info — BbIBOAUT MHPOPMaUMo 06 RPM-nakeTte, BKAOYAA MMA, BEPCUIO U
onucaHue. byaet ncnonb3oBaHa —queryformat, €CIN YKa3aHa;

— -—-last — ynopagoumsaeT BbiBOA RPM-nakeToB No BpemeHW YyCTaHOBKM TaKMUM
obpaszom, 4Tobbl NnocneaHMe NakeTbl OblM BbiBEAEHbI B HAYaNe;

— -1, --list—BbIBOAUT CNMCOK pannos B RPM-nakeTe;

— -—-provides — BbIBOANT dYHKUMOHANBbHOCTb (capabilities),
npegocrtasnaemyto RPM-naketom;

— -R, --requires—BblBOANT RPM-nakeTbl, OT KOTOPbIX 3aBUCUT AaHHbIN NAKET;
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— -—-scripts — BbIBOAUT cKpunTaeT(bl) RPM-nakeTa, KOTOPbIA MCMONb3yeTCcA Kak
4aCTb NpoLEeCcca YCTaHOBKM nnn yaaneHna RPM-nakeTos;

— -s, --state — BbIBOAUT COCTOAHME (state) ¢annos B RPM-nakete
(nogpasymeBaetca -l). CoctoaHMe Kaxgoro ¢daina B Nakete MOXKeT ObiTb OAHUM U3
cneayoLlwmx: HopmManbHoe (normal), He ycTaHOBNEH (not installed) WMAM 3aMeHeH
(replaced);

— --triggers, --triggerscripts — OTODpa)KaeT CLUEHapUM TPUITEepPoB (ecnu
CYLLEecTBYOT), BXoAAlMe B cocTaB RPM-nakeTa.

onunn NMPOBEPKI:

Obuwan dopma KoMaHAbl NpoBepkn RPM:

rpm {-V|--verify} [onuum-peibopal] [ONUUM-IIPOBEPKN]

[laHHaa onepauma cpaBHMBaeT WHOOPMauMto O alnax, YCTaHOBAEHHbIX U3
RPM-nakeTa, ¢ MHPOPMaLMEN O HMX M3 MeTadaHHbIX NakeTa, XxpaHumbix B B, RPM. Takke
Npu NpoBepKe cpaBHMBaOTCA pasmep, MD5-cymma, npasa A4OCTyna, TUM, BAaZenel, 1 rpynna
Kaxaoro darna, npu ato Atobble pacxoxaeHua byayT oTobparkeHbl. Palinibl, KOTOpble He
OblnM  ycTaHoBAEeHbl BmecTe ¢ RPM-makeTom, Hanpumep, &anabl AOKYMEHTaLMW,
MCKAtOYEHHbIE MPM MOMOLLM ONUMKN —-excludedocs, UTHOPUPYIOTCA HBe3 NpeaynpexaeHumA.

Onumn Bblbopa RPM-nakeToB aHa/sOrMM4yHbl 3ampocy MNakeToB (BKAtodas dainbl
obpalleHmA NakeTa B KAYeCTBE aprymeHTa).

Onuunmn, yHUKanbHble 1A peXxrma NPOBEPKU:

— -—-nodeps — He NpoBepAeT 3aBUCMMOCTN RPM-nakeTos;

— --nodigest —He NpoBepAeT NpunYTeHMN danaKecT RPM-nakeTa nan 3aronoska;

— --nofiles —He NpoBepseT aTpnbyTbl dparnos RPM-nakeTos;

— --noscripts — He BbINOJIHAET CKPUNTNET $verifyscript (NPW ero Haan4ymu);

— --nosignature — He nposepsAeT noanncb RPM-nakeTa uaW 3arosioBKa npu
YTeHWUK;

— --nolinkto; --nomd5; --nosize; --nouser; --nogroup; --nomtime;
—-—-nomode;

— --nordev — He NPOBepPAET COOTBETCTBYIOLINE aTPNOYTbI Gpalinos.

dopmaT BbiIBOAA NpeAcTaBaseT cobon CTPOKY M3 8 CMMBOMOB M MapKepa M3
3aronoBka RPM-nakeTa, 3a KoTopbiMu cneayeT ums danna.

Bo3MOHble MapKepbl aTpnbyToB:

— ¢ %config - KOHOUIYPAUMOHHbLIN Gaiin;

— d %doc - dann AOKYMEHTaUMK;

— g 3%ghost - ¢ann (T.e. comepkmmoe alna, He BKAKOYEHO B COCTaB
RPM-nakeTa);

— 1 %license - daln Cc ANMLEH3NER;

— r S%readme - $aln readme.

Kaxkabih n3 8 CMMBONOB OTParkaeT pe3yabTaT NPOBEPKM aTpubyToB dannos co
3HayeHMem TOro ke aTpmbyTa, 3anncaHHoro B bl. CMMBOA «.» O3HA4YaeT, YTO MPOBEPKa
NpoLaa, a CUMBOA «?» O3HAYaeT, YTO NPOBEPKA He MOXKeT bbiTb BbINOAHEHA (Hanpumep,
npaBa AocTyna K daniy He No3BOAAT NMPOBECTU yTeHue). B nmpoTMBHOM caydae OyayT
OoTODpaKeHbl  CMMBOJbI,  BbIAENEHHbIE  XMPHbBIM W OTODpaxKatolinme  MNPOBEPKM
COOTBETCTBYHOLLErO —-verify TecTa:

— S —oTandaetca pasmep (Size) danna;
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— M—oTanyaetca pexxum (Mode) aoctyna (BKItoYas npasa A40CTyna v TMn danna);
— 5 —0T/An4aeTcA KOHTpoabHaa MD5 cymma;

— D — OT/IMYaeTCcA CTaplumnii/mnaawnin Homep daina yctpoictaa (Device);

— L — OT/INYAETCA NyTb CCbIIKU NPU readLink (2);

— U -— oTandaetcs Bnagenel (User);

— G —OTAMYaeTca rpynnosoe BnageHune (Group);

— T — OT/NYAETCA BPeMs M3MeHeHUs (mTime).
ONUMW NEPECTPOMKMN BA;
Obuwan dopma KOMaHAbl nepecTponkm bl rpm:

rpm {-—-initdb|--rebuilddb} [-v] [--dbpath DIRECTORY] [--root DIRECTORY]

CnepgyeT MCNONb30BaTb —--initdb AnA co3gaHua HoBou B[l M --rebuilddb anAa
nepecTponkmM nHaekcos b/l Ha OCHOBaHMM 3aro/10BKOB YCTAaHOBEHHbIX MAKETOB:

— SHOWRC — KOMaHA3;

— rpm --showrc — NOKa3blBaeT 3Ha4YeHMA, KoTopble rpm byaeT MCNo/b30BaTb A1A
BCEX OMUMN, YCTAaHOBNEHHbIX B KOHPUIYPALMOHHbIX Galinax rpmrc M Macros.

Onunn FTP/HTTP:

RPM MoOXeT BbICTyNaTb B KavecTse KaneHTa FTP n/uam HTTP, TakMm 06pa3om, NakeTbl
MOTyT OblTb OMPOLIEHbI WMAM YCTAHOBAEHbI M3 ceTu WMHTepHeT. [MakeTbl AnA onepauui
YyCTaHOBKM, 0BHOBMEHMA MK 3ampoca MoryT bBbiTb yKasaHbl B BUAE agpeca ftp MAM http
URL:

ftp://USER:PASSWORDRHOST : PORT /path/to/package.rpm

Ecnm napameTp: PASSWORD NponyLleH, byaeT 3anpolleH Napoab (oaMH pas ana napbl
nonb3osatens/ysen). Ecam nponyueHbl oba napameTpa (user M password), OyaeT
BbINO/IHEHO AaHOHWMMHOEe noakatoveHne ftp. Bo Bcex caydaax MCNoAb3yeTcs MacCUMBHbIN
(PASV) pexkmum nepeaavm bannos ftp.

RPM ponyckaeT cneaytowme onummn ana aapecos ftp URL:

— -——ftpproxy HOST -y3en HOST byaeT Mcnonb3oBaH Kak NPOKCK-CepBeEpP A4 BCEX
onepauum nepesadn AaHHbIX ftp, YTO NO3BOASAET paboTaTb C ftp Yepe3 M3, Ha KOTOPbIX
3anyuweHa cayxba npokcu. [laHHas onuma MOXKeT OblTb TaKKe yKasaHa MpW HacTpoMke
MaKpoCa 5 ftpproxy,

— —-ftpport PORT — Homep TCP nopta PORT 6yaeT mcnonb3oBaH Ana ftp
NOAKMOYEHUA K ftp MPOKCM-CEPBEPY BMECTO NMOPTA MO YMOAYaHMIO. [JaHHAs onumsa MOXKeT
ObITb TaKXKe YKa3aHa Npu HAaCTPOMKe Makpoca % ftpport.

RPM ponyckaeT cheaytoume onumm ana agpecos http URL:

— -—-httpproxy HOST — y3en HOST byaeT ncnonb3oBaH Kak NPoOKCKM-CepBep ANA
BCEX onepauni nepesadm AaHHbIX http. JaHHaa onuma MOXKeT ObITb TakKe yKasaHa npu
HaCTPOMKe MaKpoca % httpproxy;

— —-httpport PORT — HoMep TCP nopta PORT b6yaeT nmcnonb3oBaH Aaa http
noAkAtoyeHus K http npokcm-cepsepy BMeCTO NopTa Mo yMoa4YaHuto. JlaHHas onumsa MoxKeT
ObITb TaKXKe YKa3aHa Npu HaCTPOMKe Makpoca $ httpport.
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BOMPOCbI COBMECTUMOCTW: BbinO/IHEHME rpmbuild.

PexMmbl COOPKM BbIHECEHbI B MNPOrpammy /usr/bin/rpmbuild, OAHAKO
COBMECTMMOCTb, 0becneymBaemas Npmn NOMOLM NPUBEAEHHBIX HUKE popt NCEBAOHUMOB, HE
ABNAETCA COBEPLUEHHOW, B CBA3WM C YEM COBMECTMMOCTb PEeXMMOB COOPKM Yepes
nceBAOHUMbI popt yaaneHa n3 RPM. TpebyeTca ycTaHOBUTb NakeT rpmbuild M NPOCMOTPETb
NOKYMEHTaUMIO B rpmbuild (8) MO BCEM pexumam cbopknm RPM, paHee npuBeaeHHYIO B
rpm(8).

B cnyyae HeoHX04MMOCTM BbI3bIBATb rpmbuild M3 KOMaHAHOM CTPOKM rpm TpebyeTcsa
n06aBUTb creaytolne CTPOKN B /etc/popt:

rpm exec —--bp rpmb -bp
rpm exec —--bc rpmb -bc
rpm exec —--bi rpmb -bi
rpm exec —--bl rpmb -bl
rpm exec —--ba rpmb -ba
rpm exec —--bb rpmb -bb
rpm exec —--bs rpmb -bs
rpm exec —--tp rpmb -tp

rpm exec —--tc rpmb -tc

rpm exec —--ti rpmb -ti

rpm exec —-tl rpmb -tl

rpm exec --ta rpmb -ta

rpm exec —--tb rpmb -tb

rpm exec —--ts rpmb -ts

rpm exec --rebuild rpmb --rebuild

rpm exec —--recompile rpmb --recompile
rpm exec —--clean rpmb --clean

rpm exec —-rmsource rpmb —--rmsource
rpm exec —-rmspec rpmb —--rmspec

rpm exec --target rpmb --target

rpm exec --short-circuit rpmb --short-circuit

SANIbI: KoHDUTypaLma rpmrc:

/usr/lib/rpm/rpmrc
/usr/1lib/rpm/redhat/rpmrc
/etc/rpmrc

~/.rpmrc

Kondpurypaumsa MaKpPOCOB:
/usr/lib/rpm/macros
/usr/lib/rpm/redhat/macros
/etc/rpm/macros

~/ .rpmmacros

b/:

/var/lib/rpm/Basenames;
/var/lib/rpm/Conflictname;
/var/lib/rpm/Dirnames;
/var/lib/rpm/Filemd5s;
/var/lib/rpm/Group;
/var/lib/rpm/Installtid;
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/var/1lib/rpm/Name;
/var/lib/rpm/Packages;
/var/lib/rpm/Providename;
/var/lib/rpm/Provideversion;
/var/lib/rpm/Pubkeys;
/var/1lib/rpm/Removed;
/var/lib/rpm/Requirename;
/var/lib/rpm/Requireversion;
/var/lib/rpm/Shalheader;
/var/lib/rpm/Sigmd5;
/var/lib/rpm/Triggername;

BpemeHHble ¢arnbl: /var/tmp/rpm*.
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NMPUNOKEHUE 2

YnpasneHue cay*bamum ¢ nomolubto systemd

B OC ABpopa systemd WMCNONb3YEeTCA B KayeCTBE CUCTEMbl WMHMUMANM3AUMM MO
YMONYaHWIO, KOTOpaa pa3paboTaHa C y4eTomM 0OPaTHOM COBMECTMMOCTM CO CLLEHAPMAMM
MHUUMANU3AUMK SysV U NpeanaraeT cneaytoume BO3MOXKHOCTU:

— MapannenbHbl 3aMyCK CUCTEMHbIX CNYKO BO BPEMA 3arpy3KM CUCTEMbI;

—  aKTMBaLMA AEMOHOB NO TPeOOBAHMIO;

—  NoAAEP*KKA CHUMKOB COCTOAHMNA CUCTEMDbI;

— NIOTMKa ynpaBaeHua cny>kbamm Ha 0CHOBE 3aBUCMMOCTEN.

NMMA: systemd, init —cayxba mHnumanmsaumm OC ABpopa.

OB30P:

systemd [OPTIONS...]
init [OPTIONS...] {COMMAND}

OMUMCAHWE: systemd npeacTaBiaeT coboM CUCTEMHbIN U CEPBUCHbIM MEHEKEP ANA
OC Aspopa. Npu BbINOSHEHWM B KaYecTBe NepBoro npouecca 3arpy3ku (PID-1) oH BbicTynaeT
B POAM CUCTEMbl MHMUMANM3ALUMKM, KOTOPaA 3amnyckaeT M MNOAAEPHKMBAET CEPBUCHI
N0/1b30BATE/IbCKOr0 MPOCTPAHCTBA. 1A COBMECTUMOCTH ¢ SysV, ecan systemd Bbl3blBAETCA
Kak init u PID KoToporo He paBeH 1, oH OyAeT BbIMONHATL telinit M NepeaaBaTb BCe
apryMeHTbl KOMaHAHOW CTPOKM 6e3 M3MeHeHMI. ITO 03HayaeT, YTo init M telinit B
OCHOBHOM 3KBWBANIEHTHbI, €CIN BbI3bIBAOTCA M3 HOPMAAbHOrO ceaHca. [pu 3anycke B
KayeCcTBe CUCTEMHOM WHCTAHUMKM systemd WHTepnpeTupyeT darn  KoHbUrypaumm
system.conf, B NPOTUBHOM C/ly4ae - user.conf

onunm:

— -h, --help—ne4yaTaeT KOPOTKMI TEKCT MOMOLLM M BbIXOAMT;

— -—-test — onpefenseT NOCneAoBaTeNbHOCTb 3aMyCKa, BbIBOAWUT €€ U BbIXOAMT.
[aHHaa onuma NonesHa TONbKO ANA OTNAAKM;

— ——dump-configuration-items — BbIBOAUT KPaTKunM, npu 3TOM
MCYEPMbIBAOLLMIM CMIMCOK 31€MEHTOB KOHPUTYPALMN, MCNOb3YEMbIX B HACTPOEYHbIX painax
Moy Nen;

— -—-introspect= — W3BAEKaeT JAaHHble camoaHanumsa D-Bus uHTepdelca. B
OCHOBHOM 3TO MOME3HO BO BPEMS MHCTANNAUMM ANA NOAYYEHMA AAHHbIX, MPUTOAHbIX A1A
peno3utopua D-Bus nHTepdencos. lMpn HEOBXOANMMOCTM MMA UHTepdenca MOXKeT DbiTb
YyKa3aHO ANA AaHHbIX CaMOaHam3a. Ecam oHo NponyLleHo, AaHHble CamoaHann3a BbIBOAATCA
ANA BCEX MHTEPhENCoB;

— —-unit=—yCTaHaBAMBAET NO YMO/YAHNIO MOAY/b ANA aKTUBALMM NPU 3aMyCKe.
Ecnn He yKa3aHo, no ymon4daHuto — default.target;
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— --system, --user — HaMpaBAAeT CUTHAA systemd 3aMyCTUTb CUCTEMHYIO
MHCTaHUMIO (COOTBETCTBEHHO, MO/Ib30BATENbCKYO MHCTAHUMIO), AaxKe ecan ID npouecca He
paBeH 1 (COOTBETCTBEHHO paBeH 1), T. e. systemd He BbINONHAETCA (COOTBETCTBEHHO
BbIMNO/IHAETCA) B KA4eCcTBe NpoLecca nHMumanmdaumm. ObblMHO HEOBXOAMMOCTb 334aBaTb 3TH
ONuUMK OTCYTCTBYET, T.K. systemd aBTOMATUYECKW OMPeAEeNnaeT PeXMM CBOEro 3amnycka.
CnepnosaTe/ibHO, 3TV BapMaHTbl Ma/io MONE3HbI, KPOME CAy4as OTNAAKM.

BHUMAHMWUE! 3arpyska 1 nogaeprkka NOMHOM CUCTEMbI C systemd, 3aMyLEHHON B
pexume —--system npu PID, He paBHOM 1, He obecneymBaeTca. Ha NpaKT1Ke 3agaHne onumm
--system ABHO MMEET CMbIC/1 TO/IbKO B COMETAHUM C ONUMEN —test;

— -—-dump-core —Aamn sapa Npuv aBapMnMHom oTkasze. Onuma He MMeeT adpdeKTa B
C/ly4ae 3amycka B NONb30BaTENbCKOM MHCTAHLNW;

— -—-crash-shell — 3anyckaeT shell npu cboe. Onuma He mmeeT 3ddeKTa B
C/ly4ae 3anycka B NONb30BaTENIbCKOM MHCTAHLNNK;

— -—-confirm-spawn — 3anpawuBaeT MNOATBEPKAEHME MPU PA3MHOMKEHUM
npoueccos. Onuus He MmeeT abdeKTa B Clydae 3amycKka B No/b30BATENbCKOM MHCTAHLMK;
— -—-show-status= — OTODparKaeT CKaTytlo CTaTyCHYIO MHOOPMALMIO O cepBMCcax

npu 3arpyske. Onums He nmeeT addeKTa NpPU BbIMOAHEHMN B MONb30BATENBCKOM MHCTAHLMN.
MpUHUMaEeT ByNeBbI apryMeHT, KOTOPbIA MOXET ObITb NPONYLLEH, YTO MHTEPNPETUPYETCA
KaK true,

— --sysv-console= — onpeaendet, 6yaetr au BbiBOA SysV  CKpunTa
MHMLMANAM3AUMM HanpaBAeH Ha KoHcosb. Onuma He mmeeT addeKTa Npu BbIMONHEHWM B
NO/b30BATENBbCKON WHCTAHUMK. [TpUHMMaET OyneBblM aprymeHT, KOTOPbIA MOXEeT ObiTb
NPOnyLLeH, YTO MHTEePMNPETMPYETCA Kak true;

— --log-target= — 334@eT NPUEMHMUK AN COODLLIEHMA O COObITUAX. APryMeHT
NONKEH DbITb OAHUM U3 Cneaylowmx: console, syslog, kmsg, syslog-or-kmsg, null;
— --log-level= — 33Ja€T YPOBEHb YXYPHaAMPOBaAHMA. B KayecTBe aprymeHTa

ﬂpMHMMaETOHHMCﬂOBOM YPOBEHb XYPHANUPOBAHUA MNW XOPOLWO M3BECTHbIE syslog(3)
CMMBOﬂquCKmelmweHa(BIﬂMHHeN\penﬂjpe):emerg, alert, crit, err, warning,
notice, info, debug;

— -—--log-color= — BbIAENAET Ba*XHble XypHa/ibHble COO6M£HMH. HpMHMMaeT
OyneBbI apPryMeHT, KOTOPbIA MOXKET BbITb NPONYLLEH, YTO MHTEPNPETUPYETCA KakK true;

— =--log-location= — BK/KOYaeT pPaCNONOXKeHNUA B KOAE B XYypPHanbHble
coobuleHma. ITo Hambonee 3Ha4YMMO ANA Lenen otnaaku. NpuHumaeT byneBbin apryMeHT,
KOTOPbIN MOXET BbITb MPOMYLLEH, YTO MHTEPMNPETUPYETCA KakK true;

— -—--default-standard-output=, —--default-standard-error= -334a€T
BbIBOA, MO YMOJZIHaHUIO NN BHBOﬂ,OMM6OK/yU4BCEXCGpBMCOBL4COK€TOB,T.€.ynpaBﬂHeT
3Ha4YeHMEM MO0 YMONYaHWKO A0Aa StandardOutput= W A48 StandardExecute.
BocnpuHMmaeT OAHO M3 cAeaylolmx 3Ha4YeHWMW: inherit, null, tty, syslog,
syslog+console, kmsg, kmsg+console. ECAM aprymeHT nponyuieH, no YMOJYaHUIO
CYUTAETCA inherit.
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APXUTEKTYPA: systemd npeaycMaTpMBAET CUCTEMY 3aBUCMMOCTEN MEXAY PAa3HbIMM
3IeEMEHTaMM, Ha3blBaEMbIMM «UNits» (tOHMUTbI). FOHUTbI MHKANCYUPYOT OObEKTbLI, BaXKHbIE
NNA 3arpy3KM CUCTEMbI U NOAAEPHKKMN.

BONbLWMHCTBO HOHUTOB HACTPOEHbI B Pannax KoOHPUrypauum HOHUTOB, CUHTAKCUC M
6a30Bbll Habop OMNUMA KOTOPbIX OMNMUCAH B systemd.unit (5), OAHAKO HEKOTOPble
CO34a0TCA aBTOMATUYECKU W3 APYrMX KOHOUTYypaUMn WUAM AMHAMWYECKU N3 CUCTEMHBbIX
CTPYKTYP.

FOHUTBI MOryT BbITb active (4To noapa3ymeBaeT started, bound, plugged 1in,

B 3aBMCMMOCTM OT TMUMNa YCTPOWCTBA), WAM inactive (4TO nMoapasymeBaeT stopped,
unbound, unplugged, ...), @ TAK}Ke HAXOAMTbCA B NMPOLLECCE aKTUBALMM AN AeaKTMBALMMN,
T.€. MeXAy ABYMA COCTOAHMAMM (3TU COCTOSHNA HA3bIBAOTCA activating, deactivating).
TaK¥e BO3MOXHO chnelmnanbHoe COCToAHME failed, CXOXeEe C inactive M BO3HMKalOLLEE,
Korza cepBuc noTepnen Heyaadyy Ha HEKOTOPOM MyTu (NpoLLecc BO3BPaTUA KOZ, OLMOKM Ha
BbIXOZAE, NoTepnes Kpax Uam Tam-ayT onepaumn). Mpmn BO3HMKHOBEHUWN AAHHOrO COCTOAHMA
NPUYMHA PErNCTPUPYETCA B KypHaNe A1A AaNbHENLWEro MCNoAb30BaHNA.

BHUMAHUE! PasnnyHble TUNbl HOHWMTOB MOMYT WMMETb pPAg, AOMOAHUTENbHbIX
NOACOCTOAHMI, OTODOpParKaemMbix Ha 5 0600LLIEHHbIX COCTOAHWUIA FOHUTOB.

[oCTynHbI cneayoume TUMbl KOHUTOB:

1) Service units, ynpaBastoWmMe AeMOHAMM W MPOLLECCaMM, M3 KOTOPbIX OHMU
COCTOAT. 3@  AONONHWUTENbHOM  MHPOpMaumen  Heobxoammo  obpauwatbca K
systemd.service (5);

2) Socket units, WMHKancyaupytowme nokanbHble |[PC mam ceTeBble COKETbl B
cucTeme, Nosie3Hbl NP akTMBALMM Ha OCHOBE COKETOB. 3a A0MNO/IHUTENbHOM MHGOPMaLMEN
0 socket units HeobxoaMmo obpallaTbca K systemd.socket (5), 006 aKTMBALMM HA OCHOBE
COKETOB M ApYyrmx Gopmax akTMBaLUMmM — K daemon (7)

3) Target units — N0OAE3HbI A4 FPYNNUPOBKN LOHUTOB MAM 0becneYyeHna XopoLo
M3BECTHbIX TOYEK CUHXPOHM3aLUMN B NpOoLLecce 3arpy3Kku. 3a 4ONOAHUTENbHON MHGOPMaLMEN
HeobxoAMMOo 0bpallaThCA K systemd. target (5);

4) Deviceunits—npeactaBnatoT MY aapa B systemd M MOTyT ObITb MCNOb30BaHbI
NNA BbINONHEHUA aKTMBALMM Ha OCHOBE YCTPOMCTB. 3a AOMNOAHUTENbHOM MHOPMaLMeEN
HeobxoAMMOo 0bpallaThCA K systemd.device (5);

5) Mount units — yNnpaBAAOT TOYKAMMU MOHTMpPOBaHMA B OC. 3a 4ONONHUTENBHON
MHbopMaLment HeobxoaAMMo 06paLLATLCA K systemd.mount (5)

6) Automount units — obecneymBatOT BO3MOXKHOCTM aBTOMOHTMPOBAHMA ANA
MOHTMpPOBaHMA OC no TpeboBaHWIO, a TaKKe Mnapannenmsaumm 3arpyskum. 3a
LOMONHUTENbHON MHGOPMaLMeEN HeOBXOAMMO 00PaLLATHCA K systemd.automount (5);

7) Snapshot units — MOryT ObITb MCMONb30BAHbI 415 BPEMEHHOIO COXpaHeHun
COCTOAHMM MHOXECTBa OHUTOB systemd, KOTOPble NO3AHEE MOTYT ObiTb BOCCTAHOB/IEHbI NPU
aKTMBALUMM  COXPAHEHHOro snapshot unit. 3a JONOJHUTENbHOM WHOPMaLMeEN
HeobxoAMMo 0bpallaThCa K systemd. snapshot (5);
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8) Timer wunits — WCMNOAL3YKOTCA ANA 3aMycKa aKTMBaUMKU APYrUX HOHWUTOB,
OCHOBbIBASACb Ha Talimepax. 3a A0NOAHUTENbHON MHGOPMaLMen HeobXoANMMO 0bpaLLATbCA K
systemd.timer (5);

9) Swap units — CXOXM C mount units, MHKANCYAMPYIOT pa3aensl Man Gannsbi
noakavykm namaTtn OC ABpopa, onmcaHme KOTOpbIX NPUBELAEHO B systemd. swap (5) ;

10) Path units — MOTyT ObITb MCNONABL30BAHbI A1A aKTUBALMM APYTMX CEPBUCOB NPU
M3IMeHeHnn ©n  moamduKaumm obbvektoB PC. 3a A0MNOAHUTENBHOM UMHPOPMaLMEN
HeobxoAMMo 0bpallaThCA K systemd.path (5).

FOHUTBI MUMEHYIOTCA TaK e, Kak UX KOHOUrypaumoHHble Gpaabl. HeKOTOpbIE HOHUTLI
MMEeOT COBCTBEHHYIO OCODEHHYIO CEMAHTUKY.

Systemd M3BECTHbI Pa3/INYHbIE BUbI 3aBUCMMOCTEN, B T.4. 3aBUCMMOCTM TpeboBaHMA
NONOMKUTENbHbIE U OTPULATE/IbHbIE (Hanpumep, Requires= M Conflicts=), a TaKXkKe
33aBMCUMOCTN o4epeHOCTUN (After= U Before=). 3aBUCMMOCTM O4epeaHOCTM U TpeboBaHNS
OPTOrOHaNbHbI. ECAn mexay ABYMS LOHUTAaMM CYLLLECTBYET TO/IbKO 3aBMCUMOCTb TpeboBaHMA
(Hanpumep, foo.service TpebyeT bar.service), HO HE 3aBUCMMOCTb O4YEpPEAHOCTU
(HaI'IpMMGp, nocne foo.service bar. service), n 0ba 3TUX OHUTA 3anpoweHbl Ha 3anyck,
OHW byayT 3anyckatbCcs nNapannenbsHo. Hannume obeumx 3aBucumocTen TpeboBaHMA W
04YepesHOCTM MeXay [ABYMA HOHUTamMKU aBnadaeTcs obwmm  wabnoHom. Kpome TOro,
OONbLWMHCTBO 3aBUCMMOCTEN HEABHO CO34aeTCA M NOAAEPHKMBAETCA systemd.

TaKXe MmeeTca BO3MOXHOCTb BPY4YHYO 006bABAATbL A0ONOAHUTENBHbIE 3aBUCUMOCTH,
O/1HAKO 3TO He ABNAETCA 006A3aTENbHbIM.

MpWKNagHble MPOrpaMMbl M OHUTBLI (Yepe3 3aBMCMMOCTM) MOryT noTpebosaTtb
M3MEHEHWNA COCTOAHUSA IOHUTOB. B systemd 3TW TpeboBaHMA MHKANCYAMPYHOTCA B «jobs» U
NoAAEPKNBAOTCA B job-oyepean. Jobs MOFYT YCNELWHO BbINOAHUTLCA WUAM NOTEPNneTb
Heyaa4y, MX BbINOJIHEHWE YNOPAA0YEHO B COOTBETCTBMM C 3aBMCMMOCTbIO O4YepesiHOCTU
IOHUTOB, Ha KOTOPYH OHM OblNM 3aM/TAHUPOBAHbI.

Mpw 3arpy3ke systemd aKTUBUPYET IOHUT TUNA target default.target, paboTa
KOTOPOro 3aKNl4aeTca B  aKTUBALMW  3arpy*KaembiX CEPBMCOB W APYrMX HOHUTOB,
3arpyaemblix C nomolulbto 3aBucumocten. OBbIMHO MMA [AAHHOTO HOHWTA npeacTaBnaeT
cobon NceBAOHUM: CCbIIKa Ha graphical.target (418 NONHOPYHKLUMOHAIbHbBIX 3arpy30K
B NO/1b30BATE/IbCKMI MHTEPdENC) UM HAa multi-user.target (418 OrpaHMYEHHOM TONbKO
KOHCO/bIO 3arpy3KuM Mpm UCNONb30BAHMN BO BCTPOEHHbIX WUAM CEPBEPHbLIX CPeaax UamM Um
NoA0bHbIX; MOAMHOMECTBO graphical.target).

AIMWUHUCTPATOP MMEET BO3MOXKHOCTb CAENaTb ero NCeBAOHUMOM K 1t0bomMmy Apyromy
IOHUTY TUNa target. 3a [AOMNOJHUTENbHOM WHPOPMALMEN O OHUTAX TuNa target
HeobxoAMMOo 0bpallaThCA K systemd. special (7).

[poueccbl-NOTOMKM systemd MNOMELLAOTCA B OTAENbHbIE TPYMNMbl YNpPaBAEHUS
OC ABpopa C TakKMMMK e MMEeHaMM, KaK Yy FOHWUTOB, K KOTOPbIM OHW MNPUHAANEXKaT, B
COOCTBEHHOM MepapxMn systemd, KOTOPbIM  UCNOAb3YyeT 3T0 AN 3PPeKTUBHOro
OTCNEXMBAHMA NpoLeccoB. MHPopmaumsa o rpynne ynpaBaeHns noanepHmMBaeTcs B aape v
[OCTynHa ¢ nomoulpto mepapxmm ®C (noa /sys/fs/cgroup/systemd/) WAM B TaKMX
MHCTPYMEHTAX, Kak ps (1) (ps xawf -eo pid,user,cgroup,args 0cobeHHO noJsie3Ha
A5 NOSTYYeHUA CMMCKA BCEX NMPOLLECCOB U IOHUTOB systemd, KOTOPbIM OHM MPUHAAAENKAT).
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Systemd B OONbLION CTENEHM COBMECTUMA C CMCTEMOWN SysV init: SysV init
CKPUNTbI NOAAEPKMBAOTCA M YNTAOTCA KaK dalnbl KOHOUIypaLUMM anbTEPHATUBHOIO (XOTA U
orpaHuyeHHoro) popmaTta. ObecneymBaeTtca SysV /dev/initctl WHTepdelc, AOCTyNHa
COBMECTMMAA peanmn3auma  pPasindHbIX SysV  KJAMEHTCKMX WMHCTPYMEHTOB, a TaKXe
noAAepKMBatOTCA  pasnnyHble  yctoaswmecad  UNIX-QYHKUMOHANbHOCTKU, TaKMe  Kak
/etc/fstab wan b utmp.

Systemd MMEET MUHUMANbHYKO CUCTEMY TPaH3aKLUWM: B C/ly4ae HeobXOoAMMOCTU
3aNyCTUTb WUAM BbIKNOYMTL KOHUT systemd W BCe €ro 3aBMcMmocTu byayt aobasneHbl BO
BPEMEHHYIO TpaH3akuumio. [anee cneayer npoBepka Ha npeameTr TOro, ABAAETCA /N
TPaH3aKLMA Nocaea0BaTeIbHOM (ABNAETCA M NOPSAA0K BCEX OHNUTOB HE3ALMKAEHHbIM):

— eC/IM HeT, systemd NOCTapaeTca UCMPaBMUTb 3TO M YAA/INT U3 TPAH3aKUMKM jobs, He
ABNANOLLMECA HEOOXOAMMBIMM, YTO MOXKET NPEeAOTBPATUTb 3aLUMKAMBAHME. TaKKe systemd
NblITaeTCA NOAABUTb B TPAH3aKLMN jobs, CNOCOOHbIE OCTAHOBUTb 3aMyLLEHHbIN CEPBUC U HE
ABnAoLLMecs HeobxoaMMbIMK. Kpome TOro npoBepsaeTcs, ABAATCA N jobs M3 TPaH3aKUMmM
NPOTUBOPEUYMBLIMMU Jobs, KOTOPble YXe HaxoaATcA odepeau. Ecam na, TpaH3aKkumA,
BEPOATHO, byaeT NnpepBaHa;

— eC/NM Aa, TPaH3aKuMsa ABNAETCA MOCNeoBaTe/IbHOM U ee BAMAHWE CBEAEHO K
MWUHUMYMY, OHa OObEeAMHAETCS CO BCEMM YKe OXMAAWMMKU 0D0paboTKM jobs U
nobasBnaeTca B ovyepepb BbINOJHEHNA. OTO 03HAYAET, YTO [0 BbINOJAHEHMA 3aTPEeOOBAHHOM
onepaumm systemd OyAeT NPOBEPATb, YTO OnNepaLma MMeEeT CMbICA, UCNPaBAATL ee, ecau
BO3MOXHO, U, €C/IM OHa AENCTBUTENbHO HE MOXKET paboTaTb, OTMEHMT ee.

Systemd COAEPKWUT BCTPOEHHYK peanmn3aumio 3aday, KOTopble [A0/KHbl ObliTb
BbINMOJIHEHbl KaK 4aCTb Mpouecca 3arpys3ku. Hanpumep, ycTaHaBAMBaeT MMA XOCTa MM
KOHPUIYpUpyeT neTaeBoe YCTPONCTBO CETU, HAaCcTPamBaeT U MOHTUPYET pa3nnyHbie GC API,
TaKMe Kak /sys WU /proc.

[ns nonyyeHma 4ONONHUTENBHOM MHDOPMALUMM O MOHATUAX U NAEAX, 3a/10XKEHHbIX B
systemd, Heobxoanmo obpataTtbea K Original Design Document[2].

BHUMAHUE! HekoTtopble uHTepdelchl, npeaocTaBasemMble systemd, COAEPXKAT
Interface Stability Promise([3].

KATA/TOTN UDBO:

KaTasnorn cucremHbIx OHUTOB

CUCTEMHbIN aAMMHUCTPATOP systemd YUTAET KOHOUTYPALUMIO FOHUTOB U3 PA3NYHbIX
KaTanoros. [1aKeTbl, Kenatouime YCTaHOBUTb daliibl FOHUTOB, AOMKHbI PAa3MeCTUTb MX B
KaTanor, BO3BpaLlaeMbli1 KOMaHA0MN:

pkg-config systemd --variable=systemdsystemunitdir

Opyrnmm npoBepAeMbIMM KaTanoramm ABNAKOTCA
/usr/local/lib/systemd/system M /usr/1lib/systemd/system.

[Monb3oBaTenbCcKkaa KoHOUIypauma BCceraa MMeeT NpUopuTeT. pkg-config systemd
--variable=systemdsystemconfdir BO3BpalW@eT MyTb K KaTanory CUCTEMHOW
I-(OHCI)I/Ipra L. [NakeTbl AOJTKHblI N3BMEHATb COAEPKNMOE ITUX KaTa/10Ir0B TOJ/IbKO C MOMOLLbHO
KOMaH/ enable M disable MHCTPYMEHTA systemctl (1).
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KaTtanorn nonbsoBaTesibCKUX IOHNTOB

MoaobHble NpaBWaa MNPUMEHAOTCA ANA KaTanoroB MNO/Ab30BATENbCKMX HOHUTOB,
OZIHAKO HAaXOAWUTb FOHWUTbI B I@HHOM C/ay4Yae cneayeT no cneundmkaumm XDG Base Directory
[4]. M1 4ONYKHBI NTOMECTUTb CBOW dal/ibl OHWUTOB B KaTa 10T, BO3BPALLEHHbIN KOMaHA0M:

pkg-config systemd --variable=systemduserunitdir

FnobanbHas KOHOUIypauma BbINOJHEHA B KaTanore, 0 KOTOPOM coobllaeT KomaHaa
pkg-config systemd --variable=systemduserconfdir. KOMaHAbl enable M disable
MHCTPYMEHTA systemctl (1) MOryT obpallaTsca ¢ 06onMMmM BUAAMM IOHUTOB: rN0DaNbHbIMMK
(T.e. pna BCcex nonb3oBatenen) W YacTHbIMM  (O4N8  OAHOro  NOAb30BaTENs),
paspellan/3anpeLlan ux.

Katanoru ckpuntos SysV init

KaTanorm ckpunToB SysV init pacnonarakoTca mexay AucTpubytmBamm. Ecam
systemd HE MOXET HalTKM poaHOM unit dann ana Tpebyemoro cepsBuca, oH byaer
OCYLLECTBAATb MOUCK CKPUNTA SysV init TOro XKe CaMoro MMeHM (C yaaneHHbIM cydPprkcom
.service).

KaTtanor mexaHuama ccblnokK SysV runlevel

MecTononoXKeHNe KaTanora MexaHnM3ma CCbIZIOK SysV runlevel Pas3IMYHO MeXay
ANCTPUOYTUBAMU. Systemd YYMTbIBAET MEXAHM3M CCbINIOK, ONPeaenasn, AOMKEH NN CEPBUC
ObITb BKAOYEH.

BHUMAHMUE! service unit CO BCTPOEHHbIM unit KOHOMIYPaUMOHHbBIM Gaiom He
MOeT ObITb 3aNyLLeH NPW akTUBM3ALMM EF0 B MEXAHW3ME CCbIIOK SysV runlevel.

CUTHA/bI:

— SIGTERM — nocnae nonyvyeHnAa gaHHOro cMrHana CUCTEMHbIM MeHeaXep systemd
cepmazin3dyeT ero CoOCtoAHme, nepelanyckaetca n aecepmnaninsyet CoXxpaHeHHoOe COCToAHMEe
MOBTOPHO. B OCHOBHOM 3TO 3KBMBANEHTHO C/eAylOlWeMy: systemct]l daemon-reexec;

— systemctl daemon-reexec — TMO/Ib30BATENbCKUM MeHeaKep systemd
3aNyCTUT exit.target unit, KoOrga npumet ,EI,aHHbIVI CUrHan. B OCHOBHOM 3TO
9KBUBA/IEHTHO: systemct]l --user start exit.target;

— SIGINT — nocne noayvyeHmAa AaHHOIo CHUrHana CUCTEMHbIN mMeHeaXxep systemd
3anNyCTUT OHUT ctrl-alt-del. target. B OCHOBHOM 3TO 3KBWBA/IEHTHO: systemctl start
ctl-alt-del.target,;

— systemctl start ctl-alt-del.target — MO/Ab30BATENbCKUIM MeEHeaKep
systemd NOCTYNUT C AAaHHbIM CUTHA/IOM TEM XKe CI'IOCO6ON\, YTO N C CUTHA/NIOM STIGTERM,

— SIGWINCH — nonyvus ,D,aHHblﬁ CUTrHan, CUCTEMHbIN meHegxep 3anyCtuT HOHUT
kbrequest.target. B OCHOBHOM 3TO 9KBWBAJIEHTHO: systemctl start
kbrequest.target,;

— systemctl start kbrequest.target — MO/1b30BATENbCKUN MEHEAKEP
systemd UTHOPUPYET AaHHbIA CUTHAN;

— SIGPWR — nony4yms Ll,aHHbIVl CUTHan, CUCTEMHbIM meHegXxep 3anyCtuTt HOHUT
sigpwr.target. B OCHOBHOM 3TO 3KBMBA/IEHTHO: systemctl start sigpwr.target;
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— SIGUSR1 — MOAYYMB A@HHbIMA CUTHAA, CUCTEMHbIM MeHeaKep OyaeT NbiTaTbCs
NpPUCoeanHUTLCA K WinHe D-Bus;

— SIGUSR2 -MOJYYMB A@HHbIA CUTHAM, CUCTEMHbIM MEHeaXep LEeNMKOM 3anuileT B
coobuleHme o cobbITMAX CBOE COCTOSAHME B YMTaeMon popme. 3anmcaHHble AaHHble byayT
TaAKME Ke, KaK BbIBOAMMbIE KOMAHAOWN: systemctl dump;

— SIGHUP — NOJHasA nepes3arpyska KoHPUrypauum agemoHa. B OCHOBHOM 3TO
9KBMBA/IEHTHO: systemctl daemon-reload,

— SIGRTMIN+0 — BXOOUT B pPeXMM NO YMOJHYaHUIO, 3aNyCKaeT HUT
default.target. B OCHOBHOM 3TO 3KBMBA/NIEHTHO: systemctl start default.target;

— SIGRTMIN+1 — BXOANT B crnacaTe/lbHbIM pexnm, 3anycKkaet FOHUT
rescue.target. B OCHOBHOM 3TO 3KBMBANEHTHO: systemctl isolate rescue.target;

— SIGRTMIN+2 — BXOANT B aBapl/Il\/JIHbIVI pexnm, 3anyCKaeT FHOHUT

emergency.service. B OCHOBHOM 3TO 3KBMBAJIEHTHO: systemctl isolate
emergency.service,

— SIGRTMIN+3 — OCTaHaBaunsaeT MY, 3anyckaeT IOHUT halt.target. B OCHOBHOM
3TO 3KBMBANEHTHO: systemctl start halt.target;

— SIGRTMIN+4 — BblK/AOYeHWe nuTaHua MY, 3anycK IOHUTa poweroff.target. B
OCHOBHOM 3TO 3KBMBA/IEHTHO systemctl start poweroff.target,

— SIGRTMIN+5 —nepesanyck MY, 3anycK toHUTa reboot.target. B OCHOBHOM 3TO
9KBMUBA/IEHTHO: systemctl start reboot.target;

— SIGRTMIN+6 — nepe3anyck MY ¢ nomouwbl kexec, 3aMNyCK HOHMUTA
kexec.target. B OCHOBHOM 3TO 3KBMBA/IEHTHO: systemctl start kexec.target;

— SIGRTMIN+13 —HeMea/leHHana OCTaHOBKa paboTbl MY;

— SIGRTMIN+14 — Hemend/leHHOe OTKAKYeHue nuTaHmna MY;

— SIGRTMIN+15 — Hemed/ieHHaA nepesarpyska MY;

— SIGRTMIN+16 — Hemed/ieHHaA nepesarpyska MY ¢ kexec;

— SIGRTMIN+20 —JenaeT BO3MOMHbIM BblBOA CTATYCHbIX COOBLLEHWIA Ha KOHCO/b,
B T.4. BbI3BaHHYIO MapaMeTpOM systemd.show status=1 B KOMaHZHOW CTPOKe AAP3;

— SIGRTMIN+21 — OTMEHa BO3MOXHOCTW BbIBOAA CTATYCHbIX COODOLLEHWI Ha
KOHCO/b, B T.4. BbI3BAaHHYIO MapameTpoM systemd.show status=0 B KOMaHAHOW CTPOKe
aapa.

MEPEMEHHbIE CPEAbBI N OKPYXKEHWUE:

— S$SYSTEMD LOG LEVEL — systemd 4YMTaeT log level W3 3TOW NepemeHHOW
OKpYy*KeHMA. [laHHasA HacTPoMKa MOXET ObiTb NepeonpeseneHa C MOMOLLbK ONuUMKM —-log-
levels=;

— S$SYSTEMD LOG TARGET — systemd UMTaeT LENEBOM XKypHaa w3 3TOM
nepemeHHOM OKpy*KeHuA. [aHHaa HacTpoMKa MOXKeT ObiTb mepeonpedeneHa C NOMOLLbHO
onuMn —--log-targets=;
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— S$SYSTEMD LOG COLOR — onpezenseT, byaeT nM systemd BblAENATb LBETOM
Ba)KHble  COODOLIEHWS  CUCTEMHOrO  ypHana. [laHHas  HacTpPoMKa MOXKeT  ObITb
nepeonpeaeneHa Cc NOMOLLbI ONUMKN —-1log-color=;

— S$SYSTEMD LOG LOCATION — onpegenset, byaeT M systemd BbIBOAWUTb HOMEP
CTPOKM B UCXOAHOM KOZE BMECTE C XKypHasbHbIMM COODLLIEHUAMM. DTO NOBEAEHNE MOMKET
ObITb NepeonpeaeneHo C NOMOLLbIO ONUMN —-log-location=;

— $XDG CONFIG HOME, $XDG_CONFIG DIRS, $XDG_DATA HOME,
$XDG DATA DIRS — MO/Ib30BATENbCKUIM MEHEKeP systemd UCMONb3YeT 3TN NePEMEHHbIE B
cooTBeTCcTBMK ¢ XDG Base Directory cneundukaunein [4], 4Tobbl HaTK ee KOHOUIYpaLUMIo;

— $SYSTEMD UNIT PATH-— 33JaeT, rae systemd vwlet Ganbl OHUTOB;

— $SYSTEMD SYSVINIT PATH-— 33faeT, r4e systemd ULLET CKPUNTbI SysV init;

— $SYSTEMD SYSVRCND PATH — 33fi@eT, rae systemd WLWET CKPUMTbl CUCTEMDI
CCbI/IOK runlevel SysV init.;

— SLISTEN PID, S$LISTEN FDS— YCTaHaB/IMBaeT systemd 419 KOHTPOAMPYEMbIX
NpOLEeCcCcoB BO BPEMA aKTMBALMM Ha OCHOBE COoKeToB. [oapobHee B sd listen fds(3);

— SNOTIFY SOCKET — yCTaHaB/IMBaeT systemd 418 KOHTPOAMPYEMbIX NPOLECCOB C
LLeNblo yBEAOMIEHMA O CTaTyCe M 3aBepLUeHnM 3anycka. NoagpobHee B sd notify (3).

MAPAMETPbI KOHOUTYPALINW, MEPEAABAEMbBIE OT AAPA OC ABPOPA:

Echm systemd 3anylleH B CUCTEMHOM WMHCTaHUMM, OH pa3bupaeT HECKONbKO
aprymeHTOB KOMaHAHOW CTPOKKN Aapa:

— systemd.unit= —nepeonpeaenaeT OHUT, KOTOPbIN aKTUBMUPYETCA NPU 3arpy3sKe
— MO YMOAYaHMIO default.target. ITO MOXET OblTb MCMO/Nb30BAHO A1A BPEMEHHOM
3arpy3kM B OPYronm 3arpy30uYHbli  KOHWT, Kak, Hanpumep, rescue.target  WIK
emergency.service. [loapobHee 06 3TUX IOHUTAX B systemd.special (7);

— systemd.dump core= — MpuHMMaeT 6ynesbin aprymeHt. Ecam true, TO
systemd CO34aeT core dump, KOraa paboTaeT HEKOPPEKTHO. B NpOTMBHOM Cay4vae core
dump He co3gaeTca. [10 yMOoa4YaHUIO true;

— systemd.crash shell= — npuHUMMaeT 6Oynesbin aprymeHTt. Ecam true, TO
systemd MOPOXAAET shell, KOrAa pywnTca. B npoTMBHOM cydae shell He NOPOXKAAETCA.
o ymonyaHuio false M3 coobparkeHmin 6e30NacHOCTM, T.K. shell He 3aLLUMLLIEH NAPOSIbHON
ayTeHTUPMKaumen;

— systemd.crash chvt= — MPUHUMAET aprymeHT uenoe u4ucno. Ecam oHO
NONOXUTENbHOE, systemd aKTUBMPYET 3aZaHHbI BUPTYabHbIN TEPMUHAN, KOTAa PYLIUTCA.
1o ymondaHutio -1;

— systemd.confirm spawn= — MPUHMMaET 6yﬂeBbII71 dprymeHT. Echm true,
3anpallMBaeTca NOATBEPKAEHME, KOrAa NOPOXAaeTcA npoLuecc. 1o ymonyaHuto false;

— systemd.show status= —MNpUHUMaET OyneBblt apryMeHT. ECav true, BbIBOAUT
Ha KOHCO/Ib B CXAaTOM BMAE M3MEHEeHMA CTaTyCca CEepBMCOB B TeyeHue 3arpysku. [lo
YMOJIYaHUIO true;
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— systemd.sysv_console=-—ﬂpMHMMaeT6yﬂeBuﬁEﬂNyMGHT.ECﬂM'true,BuBOA
CKpunTa SysV init OyAeT HanpaBAeH Ha KOHCOAb. [10 yMONYaHUIO true, HO, ECU quiet
nepeaaH Kak onums KOMaHAHOM CTPOKM A4pa, NO YMONYaHMIO false;

— ynNpaBAsieT BbIBOAOM B COODOLIEHME O CODBLITUAX C TeM Ke 3hdeKToM, YTO U
OMUCaHHble BbllLE nepemeHHble OKPYKEHUSRA: $SYSTEMD LOG TARGET,
$SYSTEMD LOG LEVEL, S$SYSTEMD LOG COLOR, $SYSTEMD LOG LOCATION:

systemd.log target=, systemd.log level=, systemd.log color=,
systemd.log location=

— systemd.default standard output=,systemd.default standard error=
—ynpaBadeT CTaHAapPTHbIM BbIBO,EI,OM/BbIBO,EI,OM OLMNOKNM ANA cepBMCOB NO YMO/THaHNKO C TEM
Ke aPPeKToM, YTO M aprymeHTbl KOMaHAHOM CTPOKW, OMMCaHHble Bbllle --default-
standard-output= U --default-standard-error= COOTBETCTBEHHO.

COKETbl M1 KAHAJIbI:

— /run/systemd/notify — COKET yBeAOM/IEHNA COCTOAHNA AEMOHA. ITOT COKeT
AF UNIX datagram WCNOAb3yeTCA ANA peanns3aunmn NOornkn yseaoMIeHMA NEeMOHa,
KOTOpOE OCYLLLEeCTBNAETCA NOCPEACTBOM sd_notify (3);

— /run/systemd/logger — WCMONb3YyeTCA BHYTPEHHE HUTOM systemd-
logger.service, ANA systemd BBOAWT MOHATUE CUCTEMHbLIX HOHUTOB. [laHHbIE HOHUTHI
npeacTaBneHbl  KOHPUIYPaUMOHHbIMK  daliiaMK, PACMONIOKEHHBIMM B OAHOM MU
HECKO/IbKMX KaTa/iorax, onncaHme KoTopbix npueeaeHo B Tabauue (Tabanua 2.1), 1 B CxaTom
BUAE aAKKYMYAMPYIOT WMHOOPMALMIO O CUCTEMHbIX CAyKbax, CAylWalowmMx COKeTax,
COXPaHEHHbIX CHMMKAX COCTOAHWMA CUCTEMDbI, a TakKXke O APpYyrnx O6'b€I-(TaX, MME LW NX
OTHOLWEeHWe K cncteme MHnuUmnann3aumnin.

Tabnunua 2.1

KaTanor OnucaHue
/usr/1ib/syst | Gaiinbl OHATOB systemd, pacnpeAeneHHble YyCTaHOBAEHHbIMM
emd/system/ RPM-nakeTamu
/run/systemd/ | dajinbl lOHUTOB systemd, CO3JaHHble B NpoLiecce paboTbl. JaHHbI
system/ KaTaNor UMeeT NPUOPUTET HaZ KaTasoroM C YCTaHOBAEHHbIMU
CNYXKEeOHbIMM Gannamm tOHUTOB
/etc/systemd/ | daiinbl OHUTOB systemd, CO3AaHHbIE KOMaHAOM
system/ systemctl enable, aTakXe Qpannbl OHUTOB, A0OABAEHHbIE ANA
pacluMpeHna cnyx6bl. JaHHbIM KaTanor UMeeT NpUopuUTET Haz
KaTas0rom ¢ Gaitnamm IOHUTOB, CO34aHHbIMMK B NpoLiecce paboTbl

MONMHbIA  CAMCOK AOCTYMHbIX TUMOB OHUTOB systemd npueeseH B Tabauue
(Tabnunua 2.2).

Tabnnua 2.2
Tvn toHUTa Pacwwnpenue dpaina OnucaHue
Cnysxb6a .service CuctemHan cnyx6a
Lenb -target Fpynna toHUTOB systemd
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Tvin oHUTa PacwupeHue panna OnucaHue
ABTOMaTuM4yeckoe | -automount TOYKa aBTOMATUYECKOTO MOHTUPOBaHMA ®C
MOHTUPOBaHME
YcTpohcTBo -device dann ycTponcTBa, Pacno3HaBaeMoro A4pomM
MoHTMpOBaHue | -mount Toyka moHTMpoBaHmA OC
MyTb -path ®ann nnm katanor B C
ObnacTb - Scope Mpouecc, CO34aHHbIN M3BHE
Cpes -slice [pynna nepapxmyeckm opraHM30BaHHbIX
tOHWUTOB, YNPABAAOLWMX CUCTEMHbIMM
npoueccamm

CHMMOK - snapshot CoxpaHeHHOoe COCTOAHME MeHeaKepa systemd

CokeTt -socket CokeT ana obmeHa MHPopMaLmen mexxay
npoueccamm

MoaKayKa - sSwap YCTpOMCTBO MM Gann NOAKAYKM

Taiimep -timer Taiimep systemd

MNepeonpeaeneHne napaMeTpoB systemd MO YMOJYAHMIO OCYLLECTBAAETCA C
NoMoOLLbtO Paina system.conf.

KoHPUrypauma systemd NoO yMONYaHUIO ONpeaenseTca BO BPEMS KOMMUAALMM U
AOCTyMHa ANA NPOCMOTPpa B panne /etc/systemd/system.conf. [pn HeobxoammocTu
M3MEHUTb NAapamMeTPbl MO YMOAYAHMIO M r10HaNbHO NepeonpeaennTb OTAeIbHble 3HAYEHMA
IOHUTOB systemd CAeayeT UCNONb30BaTb AAHHbIN dalin.

[lna nepeonpeaeneHuns 3HavyeHMA Npeaena WUCTeYEeHUA BPEMEHM OXKMAAHMA, MO
ymonuyaHuto  pasHoro 90  cekyHaam, HeobxoAMMO  MCMNOAb30BaTb  NapameTp
DefaultTimeoutStartSec, /1A KOTOPOro NOTpebyeTca yKa3aTb 3HAYEHNE B CEKYHAAX:

DefaultTimeoutStartSec=<TpebyeMmoe 3HaueHMHe>

OCHOBHble npeanaraemMble BOSMOXHOCTH

B OC ABpopa cncTema systemd U service manager OCYLLECTBAAKOT aKTMBALMIO Ha
OCHOBE COKETOB — BO BPEMA 3arpy3kM systemd CO3A3€T CAyLIAOUIME COKETbl AN BCEX
CUCTEMHBIX CAYXKO, NOAAEPKMBAKOWMX AaHHbIM  TUN  aKTUBAUMW, W NepedaeT ux
COOTBETCTBYHOLWMM CNyKbam, Kak TOIbKO OHM HauYMHAtOT paboTy. 3TO NO3BOAAET systemd
OCYLLECTBAATb MAapaNNeNbHbIN 3aNyCK CY»KD 1 AenaeT BO3IMOXKHbIM Nepe3anycK cay»Kbbl 6e3
noTepu coobLEeHWA, OTNPaBAEHHbIX el B TO BPEMs, MNOKa OHa Oblla HeaoCTynHa:
COOTBETCTBYHOLLMA COKET OCTAETCA AOCTYMHbIM, M BCE COODLLEHNA MOMELLAIOTCA B O4epep.

[nsa akTMBALMM HA OCHOBE COKETOB systemd NCMNOJIb3yeT FOHUTbI COKETOB:

— aKTMBALMA Ha OCHOBE LWWWHblI — CUCTEMHble CNYy*bbl, ncnonbsytowme D-Bus ana
obMmeHa MHGopMaLMen mexay NPoLLeCcCamm; MOXKHO 3anyCTUTb No TPeboBaHMIO, KaK TO/bKO
KnneHTckoe MI B nepsbii pa3 nonpobyer 0bmeHATbCA C HUMKM MHPopMaumen. [ns
aKTMBALMM Ha OCHOBE LLUMHbI systemd MCNONb3YET Ganabl cayxobbl D-Bus;

— aKTMBaLMA Ha ocHoBe MY — cucTeMHble cny»Kbbl, NOAAEPKMBAOLINE AKTMBALMIO
Ha OCHOBE YCTPOMCTB; MOYKHO 3aMnyCTUTb MO TpeboBaHMIO NPU NOAKAKOYEHNM ONpPeaeNeHHOro
TMNa 0bopyA0BaHMA MK eCcn 3TO 0OOPYA0BAHNE CTAHOBMTCA AOCTYNHO. A aKTMBALMM Ha
OCHOBE YCTPOMCTB systemd MCNONAb3YeT OHUTbI MY;
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— aKTMBALMA HAa OCHOBE NyTEN — CUCTEMHbIE CNYXKObl, NOAAEPHKNBALOLLME AaKTUBALMIO
Ha OCHOBE MyTeN; MOXHO 3amnyCcTUTb NO TpeboBaHMIO, Korda onpeaeneHHbin Gann mnm
KaTa/or U3MEeHAT CBOM CTaTyC. [NA akTMBALMM Ha OCHOBE NyTel systemd NCNONb3YET FOHUTDI
nyTu;

— CHUMKM COCTOSIHUA CUCTEMbI — systemd MOXET BPEMEHHO COXPaHUTb TeKyllee
COCTOSIHME BCEX HOHMTOB MM NOBTOPHO aKTUBMPOBATb NPeAblAyLlee COCTOAHNE CUCTEMbI 13
ANHAMMWYECKM CO3AaHHOM0 CHUMKA. [ANA XpaHeHMA TeKyLero COCTOAHNA CUCTEMbI systemd
MCNONb3YeT AMHAMMYECKM CO34aHHbIE FOHUTbI CHUMKOB;

— ynpaBneHMe TOYKamMM MOHTMPOBAHMA W ABTOMOHTMPOBAHMA — systemd
HabatogaeT M ynpasBadeT TOYKAaMM MOHTMPOBAHMA M aBTOMATMYECKOr0 MOHTMPOBaHKMA. [nA
TOYeK MOHTMPOBAHWUA systemd MCMNONb3yeT HOHUTbl TOYEK MOHTMPOBAHWMA, a ANA TOYeK
aBTOMOHTMPOBAHMA — FOHUTbl aBTOMOHTUPOBAHMS;

— arpeccuBHan napannenMsauma — WCNONb3ys aKTMBALMIO Ha OCHOBE COKETOB,
systemd MOMET 3anycKaTb CUCTEMHbIE CAyXDObl MapannenbHo, Kak TONbKO Cayllatoline
COKETbl OKaXKyTCA Ha mMecTe. B coyeTaHMM ¢ cUCTEMHbIMUK CAyKBamKM, NoAAEPKUBAIOLLMMM
aKTMBauUMo no TpeboBaHMIO, NapannenbHas akTMBaLUMA 3HAYMUTENbHO COKPALLAeT Bpems,
HeobxoaMMmoe AN 3arpy3kn CUCTEMbI;

— TPaH3aKUMOHHAA /NOrMKa aKTMBALUMM HOHUTOB — nNepen  aKTMBaUMen unu
OTK/tOYEHMEM HOHWTA systemd PACCYMTbIBAET €ro 3aBMCMMOCTW, CO343ET BPEMEHHYHO
TPaH3aKLUMIO N NPOBEPSAET ee LLIeNOCTHOCTb. Ecanm TpaH3aKumsa byaeT HeLEeNoCTHON, TO nepea
TeMm, Kak BblgaTb coobuweHne o6 ownbkre, systemd aBTOMATMYECKM MbITaeTCs
CKOPPEKTUPOBATb TPAH3aKUMIO W YAANUTb U3 Hee 334ayu, He MMEeLMe KPUTUYECKOro
3HaAYeHMUS;

— obpaTHas COBMECTMMOCTb C CUCTEMOW MWHMUManM3aumm SysV — systemd
NoAAEPKUBAET CLEHAPMWN UHMLUMaNU3aLUMK SysV, 4To onmcaHo B 6a30BOM cneumnduKraumm
npoekTa Linux Standard Base. 3To obneryaet nepexoa K CAyebHbIM IOHUTAM systemd.

N3meHeHnA cCOBMeCTUMOCTH

Cuctembl systemd M service manager pa3paboTaHbl TakMm obpasom, YTobbI
obecneynBaTb HA30BYHD COBMECTMMOCTb C SysV W Upstart. Hambonee 3HauymTenbHble
M3MEHEHMA B COBMECTMMOCTM oOTHocuTenbHo OC ABpopa W pAda  nNpeapblayLimnx
ANCTpmnbyTMBOB Linux:

— systemd MMEET OrpaHUYEHHYIO NOAAEPHKKY YPOBHEM BbINOSIHEHWNA, NPEA0CTaBAASA
HECKO/IbKO tOHWTOB LIEIN, KOTOPbIE MOXHO HaMpPsMytd COMOCTaBUTb C 3TUMM YPOBHAMM
BbiNoaHeHMA. O4HaKO CONOCTaBAEHME BO3MOXHO He 1A BCeX Uenen systemd, NOSTOMY M3
CoO0bparKeHMn COBMECTMMOCTU B COCTaB systemd BXOAMT KOMaHAa runlevel, KOTOpas
MOeT BepHyTb N AnA 0603HaYeHMA HEM3BECTHOIO YPOBHSA BbINOAHEHMA. [10 BO3MOMXHOCTM
pekomeHayeTcs no nsberaTb MCNOAb30BAHMA AAHHON KOMaHAbI;

— YTUAUTA systemctl He NOAAEPKMBAET NPOMU3BO/bHbIE KOMaHAbl. B AononHeHme
K CTaHZApPTHbIM KOMaHAaM, TaKMM, Kak start, stop W status, aBTOPbl CLEHAPUEB
MHULMANN3AUMM SysV peann3oBann NOAAEPHKKY A1A Nt0OOro Ymcaa Npom3BOabHbIX KOMaHA
B KayecTBe AonosHuTenbHoro ¢yHKuUMoHana. Hanpumep, B Red Hat Enterprise Linux 6
CUEeHapuh init ANA iptables MOMHO Obl0 BbINOAHATb BHYTPM KOMaHAbl panic, 4TO
BK/ILOYA/NIO0 PEXMM panic M MNepeHacTpamBano CUCTEMY Ha HemendeHHbIn cbpoc Bcex
BXOAALMX M UCXOAALLMX MaKeToB. HMYyero m3 3Toro He nNoaAeprKmMBaeTcA B systemd, W
systemctl NPUHUMAET TONIbKO KOMaHAbl, NepeyYnCcaeHHble B AOKYMEHTALLMUMK;
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— YyTUANTA systemctl He 0OMeHMBaeTca MHPopMaLMen co cayxbamm, KoTopble He
OblnM 3anyuleHbl systemd. Korga systemd 3aMycKaeT CUCTEMHYHO CAYKOy, naeHTudUKaTop
ee rN1aBHOro npouecca CoxpaHAeTCca A8 BO3MOXHOCTM ero OTCAEXMBAHMA. 3aTeM YTUAMTA
systemctl MCNOAb3yeT 3TOT MAEHTMOMKATOP ANA Onpoca WM ynpaBAeHMA CAyKOoMn.
COOTBETCTBEHHO, €C/IM MNO0/b30BaTe/b 3aMyCKaeT OnpeAeNeHHbIn AEMOH HaNpAmMy W3
KOMaHAHOW CTPOKMW, systemctl HE B COCTOAHWM OMNpPeaesinTb ero TEeKyWMM CTaTyC Wam
OCTAHOBWTb €ro BbINOJIHEHUE;

— systemd OCTaHaBAMBaeT TO/NbKO paboTatolme cayxKbbl. [locne MHMUMALMM
nocnenoBaTenbHOCTM shutdown Red Hat Enterprise Linux 6 n 6onee paHHMeE penmsbl
CUCTEMbI UCMONB30BAIM CMMBOJIbHbBIE CCbIJIKM, PACMOIOXEHHbIe B KaTanore /etc/rc0.d/,
NN OCTAaHOBKM BCEX AOCTYMHbIX CUCTEMHbIX CAY»KO BHE 3aBMCMMOCTM OT X cTaTyca. C
systemd BO BpeMA BbIMO/IHEHWUA NOC/1e40BaTE/IbHOCTM shutdown OCTAaHaB/IMBAKOTCA TO/IbKO
paboTatoume cnyKbbi;

— CUCTEMHble CNy»Kbbl He MOryT 4YmTaTb MHPOPMALMIO M3 CTAHAAPTHOrO MOTOKA
input. Korga systemd 3anyckaeT cay»by, CTaHOAPTHbIA BBOA, CAyKObl MOAKAOYAETCA K
/dev/null Ansa npeaoTepalleHmns Ntoboro B3aMMoaeNCTBMA C NOIb30BaTENEM;

— CUCTEMHble CNYyKObl He HacneaytoT KOHTEKCT (TaKoM, Kak MepeMeHHbIe OKPYKEHWS
HOME M PATH) OT BbI3blBatOLLErO MX NONb30BATENA UAK ero ceaHca. Kaxkaasa cny»xba paboTtaet
B YNCTOM KOHTEKCTE BbIMNOJIHEHUA;

— BO BpemA 3arpys3kM cueHapua WHUUMAAM3AUMKM  SysV  systemd 4MTaeT
MHOOPMALMIO O 3aBMCMMOCTAX, 3aKOAMPOBaAHHYK B 3aronoske Linux Standard Base, wu
MHTepNpeTUpyeT ee BO Bpema npoLecca paboThbl;

— ANA NpeaoTBPALLEHNA 3aBMCAHMA CUCTEMbI MO BMHE HeMpaBWAbHO paboTatoLlei
CNy»Kbbl BCE onepaumm C toHMTaMK cay>b noanagatoT noa AeNCcTBME AMMMUTA UCTEYEHMA
BPEMEHM OXMAAHWUSA, PAaBHOrO 5 MMHYTam. ITO 3HAYEHME CTPOro HACTPOEHO A1A BCEX CNYHKO,
CO3[1aBaeMbIX CLEHAPUAMM MHMUMALMM, M HE MOXKeT ObiTb M3MmeHeHo. OaHaKo Ans
yBENMYEHMA Npefena WCTeYEeHMA BPEMEHW OXMAAHWMA Ha KaXkAayt CAyby MOXKHO
MCN0Nb30BaTb MHAMBUAYANbHbIE KOHPUIYPALMOHHbIE Gainbl.

YnpaBaeHne cUCTEMHbIMU Cybamu

B Bepcuax OC Linux, B KOTOpPbIX MPUMEHANNCb SysV init WAM Upstart,
MCNOMb3yeMble CUEHAPUN MHUUMANN3AUMU XPAHWUAUCL B KaTanore /etc/rc.d/init.d/.
[aHHble cueHapum OblAM HanucaHbl Ha A3blke Bash M npeanocTaBAAAM CUCTEMHbIM
aAMMHNCTPATOPAM BO3MOMKHOCTb YMPaBIEHMA COCTOAHNEM CAYXKO AN AEMOHOB B CUCTEME,
B OC ABpopa 3Tu CUeHapun MHUUMaNM3aumm 6ol 3aMeHEHbI Ha IOHUTbI CNYKD, KOTopble
MMEKT paclMpeHne .service W CAYXKAT A4 Tex Ke Uuenem, 4to u cueHapuu
MHMUManmM3aumm. [na npocmoTpa, 3amyCka, OCTAaHOBKM, Mepe3anycKka, BKAKYEHMA U
OTKAHOYEHMA CUCTEMHbIX CTYXKO MCNONb3yeTcA KOMaHAa systemctl.

KomaHabl service M chkconfig TaKXe AOCTYMHbI B cucTeme M paboTatoT, Kak
OXMOAETCA, OAHAKO BK/AOYEHbI TONbKO M3 COODParKEHWM COBMECTMMOCTM, M KX
MCNONb30BaHMA cneayeT nberato.
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®annbl KOHPUIypaLUMn M3 KaTanora /etc/systemd/system/ UMeEOT 6ONbLINM
NMPUOPUTET, YEeM HUTbl M3 KaTanora /usr/lib/systemd/system/. [lO3TOMY, ec/iu
KOHOUIypaUyMoHHble Galibl COAePKaAT NapameTp, KOTOPbIN MOXHO YKa3aTb TO/IbKO OAMH pas,
TakoM, Kak Description nan ExecStart, To n3Ha4yanbHOe 3Ha4YeHMe 3TOro napameTpa byaer
npegonpeseneHo.

BHUMAHUE! B BbiBOAE KOMaHAbl systemd-delta MepeonpeneneHHblie HHUTDI
BCeraa nomeyeHbl Kak [EXTENDED], naxe ecnm B LeNOM HEKOTOPbIE NapameTpbl GakTUYECKH
nepeonpenenaroTCca.

OnpeaeneHne cayxbbl MOMHO pPaCWMPUTb, YTO OMMCbIBAETCA Ha CTPaHULE
PYKOBOACTBA systemd.unit (5). WMcCnonb3ya B KayecTBe TnpuMmepa tftp.service,
HeobxoAMMO  €034aTb  HOBbIN noAKatanor  tftp.service.d B KaTajnore
/etc/systemd/system, @ 3aTEM B 3TOM MNoJKaTanore co3aatb ¢an conf, PacLIMPAIOLLMIA
(M nepeonpeaensaoLwMn) NnapameTpbl CAyKObI.

KonmyecTBo OTKPbITbIX AECKPUNTOPOB dainoB orpaHmyeHo Yncanom 500.000:

# mkdir -p /etc/systemd/system/tftp.service.d/

# cat >/etc/systemd/system/tftp.service.d/filelimit.conf <<EOF
[Service]

LimitNOFILE=500000

EOF

M3meHeHMAa NPUMEHAIOTCA Nocae nepesarpyskyM  KoHPUrypauum AemoHa MU
nepesanycka cnyobi:

# systemctl daemon-reload
# systemctl restart tftp.service

KoMaHabl systemd-delta u systemctl status tftp.service MOKa3bIBAOT, YTO
onpeaeneHune cny»bwol Oblno A06aBNEHO:

# systemd-delta --type=extended
[EXTENDED]

/usr/lib/systemd/system/tftp.service — /etc/systemd/system
/tftp.service.d/filelimit.conf
1 overridden configuration file found.
# systemctl status tftp.service
tftp.service - Tftp Server
Loaded: loaded (/usr/lib/systemd/system/tftp.service; indirect; wvendor
preset: disabled)
Drop-In: /etc/systemd/system/tftp.service.d

L—filelimit.conf

BO3MOXHble NUMUTblI ONMUCaHbl B cnegyrowmnx pasagenax CrtpaHmubl PpyKOBOACTBA
systemd.exec (5):

LimitCPU=, LimitFSIZE=, LimitDATA=, LimitSTACK=, LimitCORE=,
LimitRSS=,

LimitNOFILE=, LimitAS=, LimitNPROC=, LimitMEMLOCK=, LimitILOCKS=,
LimitSIGPENDING=, LimitMSGQUEUE=, LimitNICE=, LimitRTPRIO=,
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LimitRTTIME=

These settings control various resource limits for executed
processes. See setrlimit(2) for details. Use the string infinity
to

configure no limit on a specific resource.

MPUYMHA: AnMMKUTbI, yKa3aHHble B dannax /etc/security/limits.conf WAM
/etc/security/limits.d/*.conf, HacTpamsatoTcA PAM B Hayane ceaHca permcrpaumn,
YTO YKa3aHO B cneaytollen 3anncn ¢pamna /etc/pam.d/system-auth-ac

session required pam limits.so

NMPUMEYAHUE. [emoHbl, 3anyckaemble systemd, He WCNOAb3YKOT CeaHC
perncTpaunm PAM NMMUTbI KOTOPbIX MOXHO HAacTpPamMBaTb TO/IbKO B daine toHMUTa CNy»KObl.
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NPUNOKEHUE 3

N3meHeHne "MMunTos

OnucaHue nHTepdelica nice

NMMA: nice — 3anycKkaeT nporpammy C 3aZaHMem npuopuTeTa.

OB30P: nice [[MAPAMETP] [KOMAHAOA [APTYMEHT]...]

ONMNCAHWNE: 3anyckaer KOMAHZLY c yKa3aHuem npuopuTeTa ee BbINoaHeHUA. bes
yKka3aHua KOMAH/A BblaaeT TEKYLWMIA NPUOPUTET PaboTbl. ADJUST NO YyMOAYaHMIO paseH 10.
[l1ana3oH NpruopmuTeTos pacnosioxkeH ot -20 (HamsbicWwnii) A0 19 (HanMeHbLWWIA):

— -ADJUST - YyBe/Mn4MBaeT NpuopuTeT Ha ADJUST;

— -n, —-—adjustment=ADJUST — TO €, YTO M —ADJUST,

— --help —BblaaeT MHGOPMAUMIO M 3aBepLlIaeT paboTy;

— --version —BblAaeT MHOOPMALMIO O BEPCUM M 3aBepLllaeT paboTy.

OnucaHune nHTepdenca renice

NMMA: renice — M3MeHEHME NPUOPUTETA BbIMOJIHAIOLLMXCA MPOLLECCOB.

OB30P:
renice priority pid...
renice priority [-p pid... ] [-g pgid...] [-u username]

OMVCAHWE: KomaHaa renice WCMNOAb3yeTCcA A4 W3MEHEeHWA MNPUOPUTETOB
BbIMO/IHAIOLLMXCA NPOLLEeCCOB. HOBOE 3HaYeHMe NpMopuTeTa 334a€TCA YNCIOBOM KOHCTAHTOM
priority, KoTOpas MOXeT nNpUHMMATb 3HadeHuAa B JAmanasoHe oT -20 po +20.
HenpusunernposaHHble NOJIb30BATE/IM MOTYT YCTAaHOBUTb 3HAYeHMe NPUOPUTETA TOJIbKO B
npeaenax 0-20, B TO BpemAa Kak 418 CUCTEMHOIO aAMUHUCTPATOPA AOCTYMNeH BECb AMANA30H.
Hanbonee TMNNYHBIMKM 3HAYEHUAMKN ABAAIOTCA cneaytowme: 19 — npougecchl BbIMOAHATCA
TONbKO B C/ly4ae OTCYTCTBMA y npoleccopa cnewHon pabotbl; 0 — 6a30BbIN NpuopuTeT
PAaBHOMPABHbLIX  MPOLECCOB,  BbINONHAOWMXCA  NOA  YNpaBleHMeM  AUCMeTYepa;
oTpuuUATENbHOE 3HAYeHWe — ANA BbINOJAHEHMA Hambonee chnewHbix M 6e3oTaaraTenbHbIX
pabor.

Onucaxwne nHtepdenca kill

MMA: kill — nocblIaeT CUTHan npoueccy wWan BbIBOAUT CMMCOK A0MNYCTUMbIX
CUIHANOB.

OB30P:

kill [-s CUT'HAJI | -CUT'HAJI] PID...
kill -1 [CUTHAJI]...
kill -t [CHUTHAJI]...

OMWCAHWE: nocblnaeT curHan npoueccy WAM BbIBOAWUT CAMCOK A0MNYCTUMbIX
CMIHaNOoB.
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AprymeHTbl, 0b6A3aTenbHble  ANA  NOAHbIX  BAaPWMAHTOB  OMUMA,  ABNAKOTCS
00A3aTeNbHbIMM TaKKe M ANA KPAaTKUX BAPUAHTOB:

— -s, --signal=CUTHAJI, -CUTHAJ— MMA NN HOMEP NOCbLIIAEMOr0o CUTHANg;

— -1, --list — BbIBECTM WMEHa CWIHA/NOB WAM BbIBECTM MMA CUIHaAN3,
COOTBETCTBYlOLLEE HOMEPY, N HA0DOPOT;

— -t, --table— BbIBECTU MHDOPMALMIO O CUTHANAX B BUAE Tabanupl;

— ——help — BbIBECTM CNPABKY 1 3aBEPLLNTb PaboTy;

— —-version — BbIBECTM MHPOPMALMIO O BEPCUM M 3aBEPLLNTL PaboTy.

CUTHAJT: moxKeT yKasbiBaTbCA B BMAe MMeHu (Hanpumep, «HUP») nanm Homepa
(Hanpumep, «1»). TakKe B KA4YeCTBE CMUIHANA MOMXKHO YKa3blBaTb KOZ BbIXOAa, KOTOPbIN
nporpamma AoAXKHa COODLWMTL CMCTEME NPK 3aBEPLUEHWMN.

PID — yucnosoM wumaeHTMMKATOp npouecca. Ecnm ymcno oTpuuatenbHoe, OHO
onpeaendaet rpynny npotecca.

OnucaHue nHtepdeiica /etc/security/limits.conf

NMA: dainn orpaHnU4eHna pecypcos.

®OPMAT: rpynna/nonb3osatenb TMMUT (BKECTKUN/MATKMIA) NnapamMeTp 3HaveHme.

ONMMCAHWE NAPAMETPOB:

— core —pa3mep core dannos (Kb);

— data — MaKCMMasbHbIN pa3mep AaHHbIX (KB);

— fsize — MaKcMMasbHbIN pasmep dpanna (Kb);

— memlock — MaKCMManbHOe 3ab10KMPOBAHHOE aapecHoe NpocTpaHcTBo (KB);

— nofile— MaKCMMa/IbHOE KO/IMYECTBO OTKPbLITbIX GaNN0B;

— rss — MaKCMMa bHbIM pazmep NamaTh anda pesmaeHT-nporpamm (Kb);

— stack — MaKCMManbHbIM pa3amep cteka (Kb);

—  cpu— MaKcMmanbHoe npoueccopHoe Bpema (MIN);

— nproc — MaKCMMa/ibHOe KOMYeCTBO NPOLLECCOB;

— as —OrpaHu4YeHue agpecHoro npoctpaHcTea (Kb);

— maxlogins — MaKCMMaabHOE YNCNO OAHOBPEMEHHbIX PETUCTPALMI B CUCTEME;

— maxsyslogins — MaKCMMa/NbHOE KOJIMYECTBO YYETHbIX 3aMnUCEN;

— priority— NPUOPUTET 3anNyLLEHHbIX NPOLECCOB;

— locks — MaKCMMa/lbHOE KONMYeCTBO Gannos, 6OKMPYEMbIX MO/b30BATENEM;

— sigpending —MaKCMMaNbHOE KONMYECTBO CMIHAN0B, KOTOPbIE MOXHO Nepeaatb
npoLeccy;

— msgqueue — MaKCMManbHbIM pasmep namatn ana odepeaun POSIX coobuieHmm
(bytes);

— nice — MaKCMMa/ibHbI NPUOPUTET, KOTOPbIA MOXKHO BbICTaBUTb: [-20, 19];

— rtprio— MaKCMMa/bHbIN NPUOPUTET BPEMEHM BbIMONHEHMA.
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NPUNOKEHUNE 4

OnucaHue nHTepdeica wipe

NCMNO/Tb30OBAHUME: wipe [onuumn] dannbl.
onunm:

— —a —npepbiBaeT Npu oLmnbKe;

— -b <buffer-size-1g2> — yCTaHaB/AMBAET pa3Mep MHAMBUAYyaNbHOro bydepa
BBO/a/BbIBOAA, YKa3aB ero norapndm no ocHoBaHmio 2. MoryT 6biTb BblaeneHbl A0 30 3Tux
bydepos;

— —c —coBepuwaeT chmod () Ha 3alMLLEHHbIX OT 3anncK ¢annax;

— —-D— cAeayeT CUMBOJIMYECKMM CCbIIKam (KOHOAMKTYET € -r);

— —e — WCMNOANb3yeT TOYHbIM pa3mep ¢alna: He okpyraAaeT pasmep darna aAnd
CTUPAHMA BOSMOXKHOIO MyCOpa, OCTatolLeroca Ha nocnegHem 61oke;

— —-f — dopcupyeT, T.e. He 3aNpalnBaeT NoOATBEPKAEHUSA,

— —F —He CTUpaeT umeHa $alnos;

— —h — NOKa3blBaeT CNpaBKy;

— -1 —nHGOPMATMBHbIN (BepbanbHbIN) PEXUM;

— -k — coxpaHaeT ¢ainbl, T. €. nocne nepesanucu Garibl He yaaNATCA;

— -1 <gmmura>-—YCTaHaB/MBaAET AJIMHY CTUPAHWNA Ha <oyimnHy> 6anTos, roe <ommHaa>
3TO LeNoe 4MCNo, 3a KOoTopbiM creayeT K (Kilo:1024), M (Mega:K"2) WM
G (Giga:K"3);

— -M (1]|r) —YyCTaHaBAMBAET aITOPUTM PRNG ANA 3anoaHeHMA 610KOB (M nopAaaKa
NpPoOXoA0B);

— 1 — 1CNoNb3yeT BbI30B OBUBNNOTEKM random () ;

— a— UCMNOJIb3YET a/JITOPUTM LLIVI(I)pOBaHl/Iﬂ arcfour;

— —o <caoeBur> — YCTaHaBAMBaAET CABUTI OHYNCTKUN Ha <coBur>, e <cosmur> MMEET
TOT e PopMaT, YTO U <asmHa>;

— -P <mpoxomer> — YCTaHaB/NMBAET KOAMYECTBO MPOXOA0B ANA OYUCTKM MMEHMU
darna. Mo ymonyaHuto 3710 1;

— -Q <xosmuecTsBO> — YCTAHABAMBAET KOAMYECTBO NPOXOA0B AnA ObiCTpoM

OYUCTKM;

— -g — ObicTpaa o4mMcTKa, meHee 6e3onacHas, MO YMOAYaAHMIO 4 CAy4YanHbIX
npoxoaa;

— -r — peKypcus no KaTanoram, nepexos MO CUMBOJMYECKMM  CCbINIKAM
OCYLLEeCTBNATLCA He byaeT;

— -R — YCTaHaB/AMBAeT YCTPOWCTBO pPaHAOMM3aUMM (MW KOMAHAY CUA0B

paHAOMM3AUUM -S c);
— -S—(r|cl|p)— meToa paHAOMM3ALMN CUAOB;
— 1 — CYUTbIBAET C YCTPOMCTBA PaHAOMM3aLMU (HALEKHO);
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— c — CYMUTbIBAET M3 BbIBOAA KOMaHbl paHAOMM3aLMM CMAOB;

— p—ucnonbayeT pid (), clock () N T.A4. (Cambln cnabblil BapmaHT);

— -5 — TUXMI PEXNUM — NOAABAATb BECb BbIBOA,

— -T <nomuTku> — YCTaHAB/MBAET MAaKCMMabHOE YMCN0 NOMbITOK AN CBOBOAHOIO
NoncKa MMeHn daina; No ymonyaruto ato 10;

— —v—oTobparkaeT MHPOPMaLMIO O BEPCUM;

— -7 — He cTupaeT numa Gpanna;

— -X <umcyo> — MPOMYCKAaeT 4YMCNO MNPOXoAoB (NONe3HO AN NPOAO/IKEHMA
onepaLmm 04YNCTKN);

— -x <passl,pass2,...>—3a4aeT oyepeab NPOXoa0B;

PykoBoacTteo no wipe
NMA: wipe — be3onacHoe cTMpaHme pannos.
OB30P: wipe [onumm] pathl path2 ... pathn

OMVCAHWME: wipe HECKONbKO pa3 nepes3anucbiBaeT creunanbHble naTtTepHbl Ha
yaanaembii $alin, Ucnonbsya Bbi3oB fsync () WM/UAKM O SYNC OUT ANA NPUHYAUTENBHOTO
[ocTyna K AMCKY. B HOpmanbHOM pexume mcnonwaytotca 34 obpasua (M3 KoTopbix 8
ABNAOTCA PaHAOMHbIMK). HopmanbHbih pexxkum genaet 35 npoxonos (0-34). BbicTpbii
PEXMM M03BONAET WMCMO/b30BaTb TO/MbBKO 4 Mpoxoda C PaHAOMHbIMM MNAaTTEPHaMM, 4TO
HaMHOro meHee H6e30nacHo.

ypHanmpyemble ®C, Takme Kak Ext3, Ext4d wmnm ReiserFS, wncnonb3yoTca no
YMONYaHMIO. Ha HUX OTCYTCTBYIOT NPOrPamMmbl yAaieHNA, KOTOPbIE MOTYT HAZEXKHO 3a4NCTUTb
daliNbl, TOCKONbKY YYBCTBUTE/IbHbIE A@HHblE M MeTaAaHHble MOryT BbITb 3aMMCaHbl B )KYpPHan,
K KOTOPOMY CNIOXKHO MOAYYUTb AOCTY.

CtnpaHue Ha NFC nan Ha xypHanupyembix ®C (ReiserFS n 1.4.) He byaeT paboTaTs,
NO3TOMY PEKOMEH/YETCA BbI3blBATb wipe HAMPSAMYIO Ha COOTBETCTBYtOLLlee 6ao4Hoe MY ¢
COOTBETCTBYHOLWMMM ONUMAMM.

BHUMAHME! BbinonHATb BbI30B wipe HAaNpsAMYyto Ha COOTBETCTBYHOLLEee HaoyHoe MY
C COOTBETCTBYHOLLMMM ONUMAMM PEKOMEHAYETCA TONbKO B C/y4ae KpaHen HeobxoaMmocCTu.

Nanee cneayet 3a4aTb NPaBU/bHbIE OMLMK, B YaCTHOCTU: HE pEeKOMEHAyeTcA CTUPaThb
LLeNIbl XKeCTKMn AUCK (wipe -kD /dev/hda), T.K. 3TO YHUUTOXMUT rNaBHYH 3arpy304Hyto
3anucb. lMpeanoyTuTenbHa OYMCTKA pa3genoB (wipe -kD /dev/hda2) npu ycioBumn
CO3/4aHMA Pe3epPBHbIX KOMWUA BCEX AAHHbIX.

ONUMU KOMAHZHOW CTPOKM:

— £ (dopcMpoBaHHO; OTKAOYMTbL 3aNPOC NOATBEPHKAEHMNA) — MO YMONYAHUIO wipe
3anpallvBaeT NOATBEPXKAEHWE C YKa3aHMEM KOAMYEeCTBA PEeryaapHbiX WM ChneumanbHblX
$annoB 1M ANPEKTOPUM, YKa3aHHbIX B KOMaHAHOM CTpOKe. [1ns noaTBepKAeHNa HeobxoamMmo
BBECTU «yes», ANA OTMeHbl — «no». [lpeaycMmoTpeHa BO3MOMKHOCTb OTKAKOYMTb 3anpoc
noATBEPKAEHMA oNumen —f;
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— r (peKypcMBHO B NOAAMPEKTOPUAX) — NO3BONAET YAA/NTb BCE AEPEBO KATA/0rOB.
Mepexoa NO CMMBOANYECKMM CCbI/IKAM HE OCYLLIECTBAAETCA;

— ¢ (chmod ecnn HeobxoaAMM) — ecnn Ha Galn UAM ANPEKTOPMUIO ANA CTUPAHMA He
yCTaHOBNEHbI NpaBa 3anuncu, byaet caenaH chmod ANA YCTAHOBKM Pa3peLleHnin;

— i (MHbOpMaUMOHHbIN, BepbabHbIA PEXUM) — ANA BKAOYEHMA BbIBOAA OTHETOB B
CTaHAAPTHbIM BbIBOA (stdout). [10 yMONYaHWIO BCe AaHHbIE 3aNMCbIBAOTCA B CTaHAAPTHbIM
BbIBO/, OWMOOK (stderr);

— s (TMXM  pexmnm) — noaaBnATCA BCe COODLIEHMA, KPOMe 3anpocos
NOATBEPXKAEHMA N COODLLEHMNN OLINOOK;

— g (bbICTPOE CTMpPaHMe) — B C/ly4ae MCMNONb30BaHWUA JaHHOW CTaann wipe Oyaet
nenatb (MO YyMONYaHMIO) TONbKO 4 Mpoxoza, 3anmcbiBaa C/lyYyalHble AaHHbIe, Ha KaXKabil
dann;

— Q <KOJINYECTBO-MPOXOA0B> — YCTaHAB/NMBAET KO/IMYECTBO NPOXOA0B ANA ObICTPOM
OYMCTKM, N0 yMONYaHuto 4. [laHHas onuma TpebyeT -q;

— a (ocTaHOBMTL Npu oWwKMbKe) — nporpamma BbIMAET C EXIT FAILURE Mpw
BO3HWKHOBEHUWN HePATaNbHOM OLINOKM;

— R (YCTAHOBWUTb YCTPOWCTBO reHepaumm cay4arHbiX YUCEN WM KOMaHAy CUAO0B
PAHAOMHbIX AaHHbIX) — J@HHOM onuuen, KoTopaa TpebyeT aprymeHTa, BO3MOXKHO yKa3aTb
aNbTePHATMBY YCTPOMCTBY /dev/random WM KOMaHAY, CTaHAAPTHbIN BbIBOA KOTOpPOM byaeT
XeLWnpoBaH ¢ ncnonbzosaHnem MD5-xella. 3To pa3nnymne MoxKeT ObiTb CAeNaHO ONUMEN -S;

— S (meToa cNyyYyamHbIX CMA0B) — AaHHAs onuua MPUHUMMAET OAHOCUMMBO/bHbLIN
apryMeHT, onpeaenstolinii, Kak MCNoAb3yeTcs YCTPOMCTBO PaHA0OMM3aLMM/apryMeHT CMa0B
pPaHAOMM3aLUMK. YCTPOMCTBOM PaHAOMMU3ALMKN NO YMONYAHUIO ABAsSeTCA /dev/random. Ero
MOHO YCTaHOBMUTb, MCNONb3YS ONUMIO -R.

OAHOCUMMBO/IbHBIMM aprymeHTaMmn MOryT ABNATbCA:

— r — ecnm HeobxoaMmo, 4YTODbl apryMeHT WMHTEPnpPeTMpPOBaacs Kak obbl4yHOe
dannoBoe/cMMBO/IbHOE YCTPOMCTBO. byaeT paboTaTb C /dev/random, TaKXKe OO/KEH
paboTaTb ¢ FIFO 1 nogobHbIm;

— ¢ — ec/Nn HeobxoamMmo, 4YTObbl aprymMeHT BbIMOAHANACA Kak KOMaHAa. BbiBoa 13
KOMaHAbl OyAeT XelWwupoBaH C Mcnonb3oBaHWem anroputma MD5 ana obecneyeHus
Tpebyemoro cnaa;

— p — ecam Heobxoammo, 4TObbl wipe  MOAyYana CuAabl  XeWWPOBAHWEM
NepemeHHbIX OKPY)KeHUA, TeKyllen aaTel U BpemeHu, |ID npoueccoB M T.4. (aprymeHT
YCTPOMCTBA PaHAOMMU3ALMMN HE MCMONb3YETCA). ITO HaMMeHee Be30nacHo;

— M (BblbpaTb anNropuTM reHepauum MnceBAoCAyYalHbIX 4Mcen) — BO Bpemsa
C/Ny4alHbIX NPOX0A0B wipe Nepe3anncbiBaeT Lenesble paiibl NOTOKOM BMHAPHbIX AaHHbIX,
CO3JaHHbIX CAeayoWMMM aNropuTMaMn no Bbibopy;
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— 1 — byaeT wucnonb3oBaTb (B 3aBMCMMOCTM OT CUCTEMbI MNOJb30BaATENA)
nceBAopaHAOMHYO BMBAMOTEKY reHepaTopa random () WAM rand (). CneayeT obpaTuThb
BHMMaHME, 4YTO Ha OONbWMHCTBE CUCTEM rand() NpeacTaBadaeT cobon NMHENHbIN
KOHIPY3HTHbIN reHepaTop, KOTOPbIN ABAAETCA KpaHe cnabbiM. Boibop aAenaeTca Bo Bpemsa
KOMMUIMPOBaHUA 1 onpeaenaeTca HAVE RANDOWNM;

— a — bygeTt ncnonb3osaTb NOTOK WKdpa Arcfour kak PRNG. Arcfour coBmectnm ¢
wndpom RC4. ITO 03HAYAET, YTO NPU TOM e Katode Arcfour ABNSETCA B TOYHOCTM TaKUM XKe
NOTOKOM, KaKk RC4.

— r — byaeT mcnonb3oBaTb cBexuin anroputm RC6 kak PRNG; RC6 oTnumpaetca
128-6MTHBIMM CMAAMMK, 3aTeM HyneBoM ONOK MHOrOKpaTHO 3alwndposbiBaeTcA ANA
NOy4YeHMA NCeBAOCy4anHOro NOTOKA. ITO A0MKHO ObITb OTHOCUTENBbHO Be3onacHo. RC6 ¢
20 Kpyramu megseHHee, yem random (), onuma KomnuamposaHna WEAK RC6 nossondaer
Mcnonb3oBatb Honee ObICTpy 4-KpyroByto Bepcuto RC6. A noayyYeHMA BO3MOMKHOCTM
ncnonb3oBatb RC6 wipe A0MKEH OblTb CKOMMWAMPOBAH C YKa3aHHbIM ENABLE RCK; B
Makefile NpuBedeHbl NpeaynpexxaeHna No NaTeHTHbIM BONPOCAM.

Bo Bcex cnydyaax PRNG pacnpocTpaHseTca ¢ AgaHHbIMKU, CODpPaHHbIMKU U3 YCTPOMCTBA
PaHAOMM3AUMMN:

— 1 <pmuHa> — BBUAY BO3MOXKHOIO HaMYmMA HEKOTOPbIX Npobaem B onpeaeneHmnm
[eNCcTBUTeNbHOro pasmepa 6104HOro YCTPOMCTBA (T.K. HEKOTOPbIE YCTPOMCTBA HE MMET
OMKCMPOBAHHOIO pa3smepa, Hanpumep, AMUCKETbl MAW KacceTbl) MOXKeT noTpeboBaTbcA
yKas3aTb pa3mep YCTPOMCTBA BPYUYHY. <AJMHA> — 3TO eMKOCTb MY, BblpaskeHHan B ymcie
6anT. MoXHO ncnonb3osaTb K (KMao) Ana yKasaHua ymHoxeHua Ha 1024, M (mera) ana
BbIPa*KeHMA YMHOKeHMA Ha 1048576, G (rura) ans ymHoxeHus Ha 1073741824 n b (6510K)
ANA YMHOXeHMA Ha 512:

1024 = 2b = 1K
20K33 = 20480+33 = 20513
114M32K = 114*1024*1024+32*1024.

— <cnmsur> — N03BOAET YKa3aTb CABMI BHYTPM CTMpaemMoro Gaiia namn ycTponcTaa.
CMHTaKCKC <CABMra> TaKoM e, KaKk 1 ana onumm -1;

— e — MCNOoAb3yeT TOYHbIA pasmep ¢akna: He OKPyraATb pasmep dalna AnA
CTUPaHMA OCTaBLIEroca Mycopa B nocaeaHem 610Ke;

— Z — He CTUpaeT pasmepbl GainioB NOBTOPHbIM YyMeHbLEHWEM BABOE $alniOBOro
pa3mepa. [laHHble NOMbITKM NPeanpPUHMMAOTCA TOIbKO Ha 0OblYHbIX dalinax, T. e. onumsa
becnonesHa nNpu MCNONb30BAHUM wipe ANA OYMCTKM OAOYHOrO MAM CneumanbHOro
YCTPOMCTBA;

— X <upcjo> — [MPOMyCKaeT 33a4aHHOE 4YMCNO0 MNPOXoAoB. [lonesHo Ans
NPOAOMKEHMA OYUCTKM C 3a4aHHOM TOUKM, HAaNPUMepP, KOraa Npu 04MCcTKe 60abLWOro ANCKa
HeobxoaMmMo NpepBaTb onepaumto. Micnonb3yeTca ¢ -x;
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— x <passl>,.., <pass35> — VyKa3blBaeT MopAagoOK npoxoaos. Korga wipe
npepbiBaeTcs, OHa OyaeT neyaTaTb TeKyllyto, BblOpaHHYO caydalHbiM  0bpasom,
nepMyTauMio MnopAaZKka npoxoda M HOMepPa MNpPOXoAa B KayecTBe COOTBETCTBYOLLMX
aprymeHToB -X U -X;

— F — He cTupaeT umeHa ¢pannos. ObbIMHO wipe MbITAETCA CKPbITb MMeEHa $alnos,
NepenmmMeHOoBbIBaA MX; 3TO He rapaHTUPYET, YTO GM3NYECKOe PacNoNOKEHNE, COAepKallee
cTapble WMeHa ¢annos, byaeT nepesanucaHo. [locne nepeMmeHoBaHWA dainna
eAMHCTBEHHbIM cnocobom ybeanTbCcA, YTO MMA WM3MEHEHO, ABAseTca dusnyeckoe
OCYLLECTBNEHME BbI30Ba sync (), KOTOPbIN BbIMblBaeT ANCKOBbIe Kawmn PC, B TO BpemMA Kak
ANnA [ob6aBNEHUA M 3aMNCK KILWA MOXKET MCMONb30BaATbCA BUT O SYNC ANA CUHXPOHM3ALMK
BBOAA/BbIBOAA A/1A oAHoro daina. T.K. sync () MeAONEeHHbIN, BblI30B sync () MNoc/e
KaXkA0ro nepemmeHoBaHmMA AefaeT OYMUCTKY MMeH $allNoB TaKKe meaeHHON;

— k — coxpaHsaeT ¢annbl: He yaanseT ¢alabl nocne ux nepesanucu. NonesHo npu
HeobxoaMMOCTM CTEPETb YCTPOMCTBO, COXPAaHMB NP 3TOM CreumnanbHbii Gana yCTPONCTBa.
JT0 noApasymMeBaeT -F;

— D-—cneayeT CMMBOIMYECKUM CCbIZIKAM: MO YMONYaHUIO wipe HUKOrAa He cnenyet
CMMBOAMYECKUM CCbikam. OaHaKo, ecam bbln YKasaH -D, wipe COMNAcUTCA Ha CTUPaHMe
Lenen, Ha KOTOpble YKa3blBatdOT CMMBOJIMYECKME CCbINKM. HEBO3MOXHO OAHOBPEMEHHO
yKasaTb onuun -D U —r (perypcus);

— v — MNOKa3blBaeT MHPOPMALMIO O BEPCUU N BbIXOA,

— h — NOKa3bIBaeT CNPABKY.

®ANNBI: no YMONYaHUIO Ucnonb3yetcsa /dev/random B KayecTsBe cuaa (MCTOYHMKA)
reHepaTopa NceBAoC/y4alHbIX YMCE.

MEPEMEHHbIE OKPYXEHWA

Ecnn ycTaHoBneHa WIPE SEEDPIPE, wipe OyAeT BbINONHATb YKa3aHHYIO B HeMl
KOMaHAy (Mcnonb3ys popen () ), XeWMPOBaTb BbIBOA KOMaHAbI ¢ anroputmom MD5 message-
digest pns nonyyenma 128-butHoro cmaa ans PRNG. Hanpumep, Ha cuctemax c
OTCYTCTBYIOLLEM YCTPOUCTBOM /dev/random 3Ta NepemeHHasa A01KHa ObiTb YCTaHOB/IEHA B
/etc/profile B CUgHapuMin 060N0YKKM, coaepKalMii pa3NnNYHble KOMaHbl, TakMe KakK 1s,
ps, who, last W T.4., KOTOPble 3aMyCKAlTCA ACMHXPOHHO, YTODObl MONYYMTb BbIBOA,
HACKO/IbKO BO3MOXHO MeHee NpeacKkasyeMbiMm.

MNpumepbl 3anycka wipe

Cnepytolllana KOMaHAa PEKYPCUBHO (-r) YAANUT BCE B AMPEKTOPUN private, MPU 3TOM
BKOYEHO NPUHYAMTENbHOE YAaNeHWe N OTKIOYEH 3anpoc NoATBEPKAEeHMA (-f), MOoKa3aH
nporpecc npouecca yaaneHns (-i):

wipe -rfi private/*

YAanuTb Kaxkabli dann M Kaxayl AUpekTopuio (onums -r) B AUMPEKTOPUM
/home/berke/plaintext/, a TaKXKe CaMy ANPEKTOPUIO /home/berke/plaintext/.
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Ob6biyHble darnbl byayT yaaneHbl B 34 npoxoaa, M ux pasmep byaeT ymeHblIaTbCA
BABOE CAy4YalHOe Konu4yecTBo pa3. CneumanbHbiX GannoB (CMMBOAbHbLIX M B10YHbIX
ycTtponcts, FIFO) He byaeT. Bce anemeHTbl anpekTopun (dannbl, cneumanbHble ¢dannbl u
nanpexktopun)  byayt nepeumeHoBaHbl 10 pa3 M 3aTeM  ydaneHbl. INemeHTbl C
HenoAxXoAAWMMKM paspeLlleHnsamm byayT BbINOAHATL chmod () (onuma -c). Bce yKasaHHble
onepaumm byayt npomcxoamtb 6e3 NnoaTBEPKAEHWUSA NONb30BaTeNA (onuns —£):

wipe -rcf /home/berke/plaintext/

BnaoyHoe ycTpoMcTBO /dev/hda3 COOTBETCTBYET 3 pas3deny rnaBHOro AMCKa Ha
nepsmyHom IDE nHTepdelice, KoTopoe ByaeT yaaneHo B ObiIcTpoM pexxmme (onuma -qg), T.e. 4
CNy4anHbIMM Npoxoaamu. MHAeKCHble AecKpUNTOpbl He ByayT nepemmMeHOBbLIBATLCA WM
yaanateca (onuma -k). Mepes 3anyckom nporpamma notpebyeT BBECTU «yesy:

wipe -kg /dev/hda3

[MOCKO/IbKY wipe HMKOrAA He caeayeT No CMMBOJIbHbIM CCbIIKAM, €CAM HET ABHOMO
yKa3aHua, npu HeobxoaMMOCTW yaanuTb /dev/floppy, KOTOPbIM MOMET OKa3aTbCA
CMMBOJIbHOWN CCbINKOM /dev/£d0ul440, noTpebyeTcs yKasaTb onuumio -D. MNepen, 3anyckom
nporpamma notTpebyeT BBECTU yes»:

wipe -kgD /dev/floppy

B naHHOM cnyyae wipe PEKYPCMBHO (OMUMA —r) YHUYTOXKMUT BCE B /var/log, KpOMe
/var/log. [lporpamma He ByaeT NbITaTbCA BbINOAHUTbL chmod (). OHa byaeT BepbanbHOM
(onuma -i) n He NOTpebyeT BBECTM «yes» B pe3ybTaTe onumm —£:

wipe -rfi >wipe.log /var/log/*
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