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AHHOTALMWA

HacToAalWwmn AOKYMEHT ABAAETCA PYKOBOACTBOM aAMMHMCTPaTopa OnepauyoHHON
cuctemsbl (OC) Aspopa penns 4.0.2 update 8.

HacToAawmin  NOKYMEHT  COAEPKUT  OonMcaHwe  AOCTYMHbIX  aAMWUHUCTPATOPY
OYHKLUMOHANbHbIX BO3MOXHOCTEN MObBUAbHOTO ycTpoicTea (MY), GyHKLMOHMPYOLWErO Noa,
ynpasnernmem OC Aspopa’.

AOMWHUCTPATOP MMeeT A0CTyN K GyHKUMAM 1 HacTporkam OC ABpopa, onmcaHHbIM
KaK B HACcTOALLEM AOKYMEHTE, TaK U B IOKYMeHTe « PyKOBOACTBO MO/Ib30BaATENAY.

NPUMEYAHUA:

v Mepen, Hadanom paboTbl agMMHUCTPATOPY HEOBXOAMMO O3HAKOMWUTLCA C
NONIOKEHMAMMU HACTOALWErO AOKYMEHTa, a Takke ¢ uHOOpMauuen, NpuBeaeHHOMN B
NOKYMeHTe «PyKOBO/ACTBO MO/1Ib30BaATENAY;

v BHewHui sug nHtepdeinca MY MOXKET OTIMYaTLCA OT NPUBEAEHHOTO Ha PUCYHKaX
B HacTodAwem AoKymeHTe. CHUMMKM 3KpaHa ABAAKOTCA MPUMEPOM M NPeAcTaBiAeHbl B
[OKYMeHTe Ans 06LLero 03HakoMeHnsa ¢ nHTepdencom MY.

! OnucaHne pasanuHbix cnocobos yctaHoskm OC Aspopa Ha MY mpuBeseHO B COOTBETCTBYIOWMX [AOKYMEHTax
npeanpuaTMa-paspaboTinka, KOTopble MnpedHasHadyeHbl 444  WCnoab3osaHua  [poussoautensmm MY u
aBTOPM30BaHHbIMKU CEPBUCHBIMM LEEHTPAMM NMPOU3BOAUTENS.
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1. BBOZL B 3KCIMNIYATAUUIO

OC ABpopa npeacTtasaaeT cobom 3ameHHy MobuabHyto MHorosaga4yHyto OC ana
MODOUAbHBLIX MNPUMEHEHMA NoA annapaTHble naaTdopmbl Ha 0Hase npoueccoposB C
apxutektypon ARM 1 uMmeeT pasnMyHble BEPCUM WCMONHEHMA, OMUCaHWEe KOTOPbIX
npueeaeHo B Tabanue (Tabaunua 7).

BHUMAHMWE! OC Aspopa B cepTUPULIMPOBAHHON BEPCUU MOXKET ObITb MCMNONb30BAHA,
HO He OrpPaHNYMBATLCA, B CIeAYHOLLMX CMCTEMAX M ODBEKTAX:

— B roCyZapCTBEHHbIX MHOOPMALIMOHHbIX CUCTEMAX, HE COAEPKALMX MHOOPMaLMK,
COCTaBAAOLWEN rOCYyAapCTBEHHON TalHbl, A0 1 Knacca 3alUMLLEHHOCTM BKAOYUTENBHO B
COOTBETCTBMWU C AOKYMeHTOM «TpeboBaHMA O 3awmTe MHOOPMALIMK, HE COCTABAAOLLEN
rocyZapCTBEHHYO TalHY, COAEPKALLLENCA B TOCYAaPCTBEHHbIX MHOOPMALMOHHBIX CUCTEMAXY,
yTBEpPXAeHHbIM npmnkazom PCTIK Poccum ot 11 dpespans 2013 . Ne 17;

— B WMHOOPMALMOHHbIX CUCTEMAX MNEPCOHANbHbIX [AaHHbIX A0 1 ypoBHA
3alMLUEHHOCTU BKAOYUTENBHO B COOTBETCTBUM C AOKYMeHTOM «COCTaB W coAeprkaHue
OPraHM3aUMOHHbIX M TEXHMYECKMX Mep No obecneyeHUto 6e30MacHOCTU MEepPCOHaNbHbIX
NaHHbIX Npu Mnx 0bpaboTke B MHOOPMALIMOHHbLIX CUCTEMAX MNEepPCOHaNbHbIX AAHHbIXY,
yTBEpPXAeHHbIM npunkazom PCTIK Poccum ot 18 dpespans 2013 r. No 21;

— B aBTOMATM3MPOBAHHbIX CMCTEMAxX ynpaBaeHMAa A0 1 Knacca 3alMULEHHOCTU
BK/IIOYMTENILHO B COOTBETCTBMM C AOKYMEHTOM «TpeboBaHWsA K obecrneyeHuto 3allmThbl
MHOOPMALMM B aBTOMATU3IMPOBAHHbLIX CUCTEMAX YMNPaBAEHMA MNPOU3BOACTBEHHLIMUK U
TEXHO/IOTMYECKMMMN NPOLLECCAMM HA KPUTUYECKM BaXKHbIX 0ObEKTaX, MOTEHLMANbHO OMACHbIX
0ObeKTax, a Takke 0bObeKkTax, NPeaCTaBAAOLINX MOBbILIEHHYKD OMACHOCTb ANA KU3HU U
310POBbs NOAEN U ANA OKPY)KAOLWEN MPUPOAHOM cpedbl», YTBEPKAEHHbIM MPUKA30OM
®CTIK Poccun ot 14 asrycta 2014 r. Ne 31;

— Ha 3Ha4YMMbIX O0DOBEKTaX KPUTMYECKON MHGOPMALMOHHON MHPPACTPYKTYpPbl A0
1 KaTeropunm BKAKOYMUTENBHO B COOTBETCTBUM C AOKYMEHTOM «TpeboBaHMA No obecneyeHmto
6€30MaCHOCTM 3HAYMMbIX OOBEKTOB KPUTMYECKOM WHPOPMALMOHHOM MHPPACTPYKTYPbI
Poccuinckon @epepaumn», yreepaeHHbIM nprkazom OCTIK Poccum ot 25 pekabpa 2017 r.
Ne 239.

1.1. OrpaHunyeHunA NO aKCNayaTaumuu

AAMUHUCTPATOPY Heobxoammo cobatoaaTb caeaytolme NpasKaa U orpaHUYeHMs No
aKcnayataumm MY:

— He [onycKaTb YCTaHOBKY /nwboro nporpammHoro obecneyenua (M0),
nocTaBiAemoro B oTAnM4Hom oT RPM Buae (camocTosTenbHoe KonupoBaHue ¢alnos,
ycTtaHoBKa 10 13 apxmBoB, ycTaHoBKa 10 He B WTaTHble KaTanorn n3 RPM-naketos 1 T.M.);

— WCKAOUYUTb noakatodeHne MY K HefoBEepPEeHHbIM TOYKaM A0CTyNa 6ecnpoBOAHbIX
nutepdercos (WLAN, Bluetooth®) n becnposogHbim MY.




1 OTOKPI:ITAFI
PyKoBOACTBO aAMMHUCTPATOPA l Hni%‘gé’ﬁ'ﬁi

NMPUMEYAHMUE. MNepeyeHb A0BEPEHHbBIX TOYEK AOCTYNa A0KeH DbiTb CGOPMMPOBaAH
Ha MecTe aKcnayaTauMm onepaTopom MHPopmaLmoHHoM cuctemsl (UC);

— UCKOYUTbL Nepeady KoHPUAEHUMaNbHON peyeBon n MHOM MHPopmaumn (SMS,
MMS) nocpeactsom MY no npoTtokony GSM;

— NpeaycMoTpeTb Mepbl, obecneymBatolinme OTCYTCTBME KOMMbIOTEPHbBIX BMPYCOB
Ha CpeAcTBaXx BblYMCAUTENbHON TEXHUKM, K KOTOPbIM NoAKAtoYaeTca MY.

1.2. Y4yeTHble 3anmcu ponen

B OC ABpopa peann3oBaH MHOIOMNO/b30BATENbCKUN PEXUM PaboTbl, KOTOPbIN
NO3BO/IAET MCNONBb30BaTb MY HECKONbKMM YYETHbBIM 3aMUCAM C Pa3/IMYHBIMKN POASMMN.

Ponb — COBOKYMHOCTb MNMpaB A0CTyrna, Ha OCHOBE KOTOPbIX ONnpedenAaeTca
BO3MOMXHOCTb BbINMO/JHEHWA TOITO MU MHOTO ,EI,GVICTBMFI B OC ABpopa.
YyeTHaAa 3anuchb poin — 3TO XPaHAWAACA Ha MY COBOKYMHOCTb JAaHHbIX O

no/ab3oBaTene, HeobxoaMmana ANA ero ayTeHTMdMKauMmM 1 NpeaocTaBaeHmna A0CTyNa K ero
JIMYHBIM AAHHbBIM M HAaCTPOMKaM.
MPUMEYAHME. B 3aBMcMMOCTM OT BblOpaHHOM pPOAM  BO3MOXKHOCTM MY,
dYHKUMOHMpYtoLLero noa ynpasneHnem OC ABpopa, MOryT OTAMYATLCA.
Ha MY, ¢yHKuMoHMpytowem noa ynpasneHnem OC ABpopa, MOryT ObiTb CO34aHbl
OZHOBPEMEHHO A0 7 YYETHbIX 3anuncen:
— y4YeTHan 3anMcb C PObl0 aAMMHUCTPATOpPa, KoTopaa obnagaeT paclMpPeHHbIMM
OYHKLMOHANbHBIMW BO3MOMXKHOCTAMM, NPU STOM:
® He MoXKeT bbITb yaaneHa c MY;
e He obnagaeT NpaBamum cynepnoab3oBaTens,
e Ntobble M3MEHEHMA HACTPOEK, BbIMOJHEHHble MO Takoh ponbto, byayT
NPVMEHVMbI KO BCEM YYETHbIM 3annucam MY;
— [0 6 YYeTHbIX 3aNMCcen C PONbKO NONb30BaTENA, CO3AaHME KOTOPbIX BbIMOAHAETCA
aAMUHNCTPATOPOM B CUCTEMHbIX HacTponKkax MY (n. 1.2.1).
NMPUMEYAHMUE. Mo ymonyaHuio Npy nepBOM BKAOYEHMM MY 3arpy»KaeTca B pexknme
aAMUHMCTPATOopa.
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1.2.1. Co3paHune y4eTHOM 3anNncm NoNb30BaTENS

= 80% 3684 12:21 Ona  co3gaHuMAa  HOBOM  yY4EeTHOM  3amucu
No/ib30BaTENA aAMUHUCTPATOPY HeobxoaAnmo

\a a . O BbIMNO/IHUTb Cheayowme AenNCTBUS:

— OTKPbITb MEHKO HACTPOEK KaCaHmemM 3Hd4Ka

FE‘] ' n Ha DKpaHe NpunoxeHui (PucyHok 1);

TenepoH CoobuieHns Bpaysep Kamepa

Kowiaxrsi  Tancpen  Hacrpoin Mowous — B MEHK CMUCTEMHbIX HACTPOEeK KOCHYTbCA
@)
. "‘1 - @ nyHKTa «llonb3osatenm» ~ ;
Ouini Kl Mem My — Ha CcTpaHuue «llonb3oBaTenm» KOCHYTbCA
< NyHKTa «/lobaBuTb Nonb3oBaTens» (PUCyHOK 2);
'|'||" k n . — Ha oTOoOpa3mMBLIENCA CTPaHWULLE BBECTU UMA U
aee 0 - e NOTMH  HOBOM  YYeTHOM 3anucu  MNOMb30BaTeNd
!‘ a = (PucyHoK 3);
o oot S — — YCTAHOBMTb  KBOTY Ha  MCMNO/b30BaHMe
AMNCKOBOTO NPOCTPaHCTBa, nepemeulas
, COOTBETCTBYOWMA CNanaep BNpaBo A1A yBeANYEHMA
gl KBOTbI MO0 BNIEBO A8 YMEHblUeHUs (PUCyHOK 3);

PucyHok 1

— KOCHYTbCSl KHOMKK «ToATBEPAUTLY AN COXPAHEHUA U3MEHEHWN NMBO KHOMKM
«OTMEHUTb» A1 OTMEHbI onepaLumm;

— B CAy4ae HeobXoAMMOCTM COXPAHEHWMA MU3MEHEHW NOATBEPAWUTb AENCTBUE
BBOAOM TeKyLlero koga 6e30nacHoCTM, B pe3ynbTaTe Yero Ha cTpaHuue «lonb3oBaTenm»
0TOOPa3nTCA CTPOKa C CO34aHHbIM Nosb3oBaTenem (PUcyHok 4),




PyKoBOACTBO aAMUHNCTPATOPA

"] OTKPbITASl
MOBWJIbHAS
l NAAT®OPMA

[Monb3oBatenu

O Bbl«Bnageneu ycTpoiictsa
¥ AOMUHUCTPaATOR

“'r‘ [ob6aBuTb Nonb3oBaTens

PucyHok 2

[Monb3oBaTtenu

Jlerko nepeknioyanTech Mexay
nonb3oBaTensMu, ucnonbays BepxHee
MEHI0, OTKpbIBaEMOE NpoBeaeHeM
nanbLa oT Bepxa aKpaHa.

O Bbl«Bnageneu ycTpoiictea
¥ AQMUHUCTpaTOp

O
o= [lonb3oBatesbl

'jr [o6aeuTb Nonb3oBatens

PucyHoK 4

F OTMeHUTb MopoTBEPANTL M

O
=

HoBbI Nonb3oBaTenb

[Monb3oBaTens 1

PucyHok 3

MPUMEYAHUA:

v MUHUMaNbHbIE Y MaKCMMaJibHble 3HaYeHuA
ONA 33a[aHUA KBOTbl 3aBMCAT OT KOHCTPYKTUBHbIX
ocobeHHocTen MY;

v MNoapobHasa MHGOPMaLMA O KBOTMPOBAHUM
NOCTOAHHOW NaMATK NpmuBeaeHa B n. 4.7.2.
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Mpn  pabote C  y4eTHbIMM  3aANUCAMM
nosb3oBaTenem agMUHUCTPATOPY AOCTYMHbI
cneaytolme aencrama (PucyHok 5):

— NepeKkNtoYeHne Mexay Y4eTHbIMKU 3anmcaMM
ponen (n. 1.2.2);

— ynpasJieHne rosI0COBbIMKU BbI30OBamMKM M SMS
Q. Monbaosatenst (n.1.2.3);

— nepeMmeHoBaHue y4eTHOM 3anuncu
nonb3sosatens (n. 1.2.4);

— HacTpoiku be3onacHoctn (nogpasaen 1.4);

Hiepediacioaate — yAaneHme Yy4yeTHOM 3anmcu No/Nb30BaTeNs

[MepekniounTbCs Ha ATOro Nosb3oBaTens

OTKNIOYUTD FONIOCOBbIE BbI30BLI 1 SMS

HacTpoiiku 6esonacHocTy ( n.1.2.5 ) .

Ypanutb

PncyHOK 5

1.2.2. lNepekntoveHne mexay y4eTHbIMM 3annCcamm

[MpocMoTpeTb MO KaKoM y4eTHOM 3anmncblo 3arpyxeHo MY, a TakKe BbINOAHWUTb
NepeKkNtoYeHne  Mexay Y4YeTHbIMM  3anUCAMM  MOXHO KaK B BEPXHEM  MEHHK
(P1CYHOK 6 — PUCYHOK 7), TakK M B CUCTEMHbIX HAacTpoMKax (PUCyHOK 8).

[1nAa NpoBEPKM aKTUBHOM Y4ETHOM 3aNMCK C MOMOLLIbIO BEPXHETO MeHK HeobxoaMMo
BbIMNO/IHUTb CAeaylolme AeNCTBUA:

— BK/OYUTb 3KpaH MY;

— OTKPbITb BEpxHee MeH0, NMpoBeAs OT BEPXHEero Kpas IKpaHa OA0KMPOBKM K
HUKHeMY. B neBom HWKHem yray 6OyaeT oTobparkaTbCs TeKyuwlas ponb: «Bnagenel,
yCTpoMCTBa», ecinm MY 3arpy)KeHo B pexnme agmmHUCTpaTopa, MMHO MMA Nosb30oBaTens,
ecnn MY 3arpy*KeHo B pexknume nosibsosatena (PUCYHOK 6).

Mpn HaxoXXAEHUN B PEXKMME MN0/Nb30BaTENA C MOMOLLBID BEPXHErO0 MEHH MOXKHO
OCYLLECTBMTb MNepexos, K Y4Y4eTHOW 3anncu aaMUHUCTPATOPa, BbIMOAHWB Caeadyrolime
NEencTBus:

— OTKPbITb BEPXHEE MEHI0, NpoBeAA OT BEPXHEro Kpas DKpaHa O/IOKMPOBKM K
HUKHEMY;

— KOCHYTbCA NO/A C UMEHEM YYeTHOM 3anuncK Nob3oBaTeNs,

— B pacKpbIBaloWEMca CNMcKe BbibpaTb «Bnagenel, ycTponctsa» (PUCyHOK 7);

— poxaatbes, Korda OC  ABpopa MEepeKkNuMTca  Ha  YYeTHY  3anucb
aAMWHUCTPATOPA;
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— Mpougecc MnepekMtoYeHMa 3aiMeT HEeCKO/IbKO CeKyHA, Janee Heobxoammo
ybeaouTbcA, 4TO TeKyuwlas ponb «Bnageneu ycTpomcTBa»: cneBa OT Ha3BaHMA pPoOaM
«Bnapeneu, ycTpoicTBa» AoMKHa 0TOOpaxKaTbca NomeTKa «Bbi» (PrcyHOK 8).
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PncyHoK 6 PUcyHOK 7
[Ons NpoBepKM aKTMBHOWM YYETHOW 3anucK C
[lossceateny MOMOLBIO  CUCTEMHBIX HACTPOEK Heobxoanmo
Nerko nepexniouaiitecs Mexay BbINONHUTbL CAeayoline AenCTBUS:
nosb3oBaTenaMu, ucnonbays BepxHee o
MeHio, OTKpbIBaeMOe NpoBeAeH eM — KOCHYTbCA NyHKTa «[lonb3oBaTenn» ~— B
nanbua OT Bepxa aKpaHa.
MEHIO CUCTEMHbIX HACTPOEK, B pe3y/sbTaTe 4Yero
O Bbl«Bnageneu ycTtpoiictsea
® AQMAHMCTPaTOP oTobpasnTca  cTpaHuua  «[llosb3oBaTenn»  co
O Monbaosatens! CMMCKOM  YYeTHbIX 3anMcer  Nnonb30oBaTeNen,
O Homce CO34aHHbIX Ha MY (PucyHok 8);

Mpwn pabote MY B pexnme agMUHUCTPaATOPa B
none «Bnapeney, ycTpornctBa» oTobparkaeTcA
nomeTka «Bbl», 0O3HayatoWas, YTO TeKyLWMmin
Nno/Jib30BaTeNb MY HageneH POJIbO
agMuHucTpaTopa (PucyHok 8). [dns nepexona B
PEXUM NOJIb30BaTENA HEOOXOAMMO BbINOJHUTD
cnepytoume AeNCTBUA:

— KOCHYTbCA CTPOKM C WMMEHEeM OAHOW K3

y4YeTHbIX 3anucer noab3oBaTenel, CO34aHHbIX Ha
PucyHok 8 MY:
7

O Monbsosatens3

-~ [Nob6aBuTb Nonb3oBaTens

— B KOHTEKCTHOM MEHI0 KOCHYTbCA MYHKTa «[1epeKkNto4mnTCca Ha 3TOro Nnosib3osaTensd»
(cm. PucyHok 5);
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— NPOLECC NepeKkNtoYeHns 3aMMeT HECKONIbKO CEKyHA, Aanee HeobxoaMMo BBECTM
Kog ©6e30nmacHOCTM  Y4eTHOM  3anucK  MNONb30BaTeNda, Ha  KOTOPOro  NpoucxoamT
nepeKkntodYeHue;

— npun pabote MY B pexume nonb3oBaTens B none «[Mma nonb3oBaTens]»
oTobparkaeTcs nomeTka «Bbi» (PrcyHoK 9).

[Py HAXOXKAEHUN B PEXKMME NMOb30BATENA C MOMOLLBI MEHIO CUCTEMHbIX HACTPOEK
MOHO OCYLLECTBUTb NMepexos K y4eTHOM 3anncK aMMHUCTPATOPa, BbIMNOAHMB CaeaytoLime
NencTBus:

— B MepeyHe Mo/ib30BaTeNen KOCHYTbCA CTPOKM C MNOMeTKoM «Bnaaened
YCTPOWNCTBA»;

— B KOHTEKCTHOM MEH0 KOCHYTbCA MYHKTa «[1epeKkntoumnTca Ha 3TOro Nob3osaTensd»
(PncyHok 10);

— NPOLECC NepeKkNtoYeHns 3aMMeT HECKONIbKO CeKyHA, Aanee HeobxoaMMo BBECTM
KoAa 6e30MnacHOCTM aaMMHUCTPATOpa.

[Monb3oBaTenu

Jlerko nepeknoyanTech Mexay
nonb3oBaTensaMu, UCnonbays BepxHee
MEHIO, OTKpbIBaEMOE NpoBeaeHEeM
nanbLa oT Bepxa aKpaHa.

O Bnapeneu yctpoiicTea

O Bnapeneu yctpoicTea
¥ AOQMUHUCTPATOP AAM

;. AnMUHUCTPAaTOP

O Boie
o= Bbl « [Nonb3osatesnbl

l'lepeKmoqubcq Ha 3TOro nosb3oBaTens

‘O Monbsosatens2

O Monbsosarens3

PnUcyHOK 9 PucyHok 10

1.2.3. YnpasieHne NcxXoaAaUMmMmM ro1o0CoOBbIMM BbI30BaMM U SMS

[Ona  OTKAOYEHWA UCXOAALLMX FON0COBbIX BblI30oBOB M SMS Heobxogumo B
KOHTEKCTHOM MEHIK KOCHYTbCA MNyHKTa «OTKAKOYUTb T[ON0COBbIE BbI3OBbI M SMS»
(cm. PucyHok 5).

[anee y BbIOpaHHOro Noab30BaTENs OTOOPA3UTCA Npeaynpexaatolmii 3Ha4oK %
(PycyHok 11) 1 ero BoamoxkHocTn B MM «TenedoH» 1 MMM «CoobuieHnsa» byayT orpaHnUYeHbI.

11
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ONnAa  BKAKOYEHMA WUCXOAALWMX TOJIOCOBbIX BbI3OBOB W SMS dAMUNHNCTPATOPY
HeO6XO,£I,l/IN\O B KOHTEKCTHOM MEHHIO KOCHYTbCA NYHKTA «BKNOYMTL ro10COBbIE BbI30BbLI M SMS»

(PucyHoK 12), nocne 4yero npeaynpexaatowmii 3Ha4oK % nepectaHeT OoTobparkaTbCA Y
BbIOpaHHOro nosb3oBatend, U ero BoamoxkHoctn B MI1 «TenepoH» n MM «CoobuieHna»
OyayT BOCCTaHOBEHDI.

MPUMEYAHME. MoapobHoe onuncaHmne paboTbl yKazaHHbIX MI1, a TakKe coobLieHui,
BbIBOAMMbBIX Ha 3KpaH MY npu OTKAOYEeHWU TOSI0COBbLIX BbI30BOB M SMS, npuBeseHO B
NOKYMeHTe «PyKOBOACTBO M0O/ib30BaTENAN.

[Monb3oBatenu

Jlerko nepekntoyanTech Mexay
nonb3oBaTensMu, Ucnonbays BepxHee
MEHI0, OTKPbIBaEMOE NpoBeaeHNeM
nanblia OT Bepxa 3KpaHa.

O Bbl«Bnageneu ycTtpoiictsa
¥ AOMUHUCTPaATOpR

©) [Monb3oBatens’ %

O Monbaosatens1 —

O Monb3oBaTens2 [MepekniounTbCs Ha ATOro Nosib3oBaTens

@) Monb3oBatens3

BkntoynTb ronocosble Bbi3oBbl U SMS

J
 [obaBuTb Nnonb3osaTens MNepeumeHoBaTh

HacTpoiiku 6e3onacHocTr

Ypanutb

PucyHok 11 PucyHok 12
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PyKoBOACTBO aAMUHNCTPATOPA

"] OTKPbITASl
MOBWJIbHAS
l NAAT®OPMA

1.2.4. NepenmeHOBaHME Y4ETHOMN 3aMNNCK

Nonb3oBaTenu

Jlerko nepeknoyanTech Mexay
Nnonb3oBaTeNAMU B BEPXHEM MEHIO,
npoBeas nanbLem OT BEPXHEro Kpas
aKpaHa 19 ero OTKPbITHS.

O Bbi«Bnapeneu yctpoiictsa
¥ AaMuHucTpaTtop

2 WeaHos MeaH|

©) Monb3oBaTtens 2

O Monbsosatens 3

RU
MUYy KeHT TIuwuwsXxhas
ébBanponpgxa
~ la|MlciM(n|T|B|6 IO
123 |-, ‘

PucyHok 13

Ona  nepeMmeHOBaHMA  YY4ETHOM  3aMucu
No/ab30BaTENSA HEOOXOAMMO BbINMONAHUTbL CAeAyoLLME
NencTens:

— KOCHYTbCA CTPOKM C UMEHEM YHETHOM 3aMncy,
KOTOpY HEOOXOAMMO NEPEUMEHOBATS;

— B KOHTEKCTHOM MEHID KOCHYTbCA MYyHKTA
«MNepenmeHoBaTby (CM. PUCYHOK 5);

— BBECTM HOBOE MMA  Y4YEeTHOM  3anucwu
no/sb30BaTenNs, Hanpumep, iBaHOB BaH
(PucyHok 13);

— KOCHYTbCA 3Hau4Ka AN NoATBEPXKAEHUS
AencTema.

B pe3ynbTaTe y4yeTHas 3anucb NOAb30OBaTENA
byneT nepenMmeHoOBaHa.

MPUMEYAHUE. Mpw nepeMmeHOBaHNM
YYETHOM 3aNnCK M3MEHSETCA TONIbKO ee MMS, NOTUH
OCTaeTCA HEM3MEHHbIM.

1.2.5. YnaneHue y4eTHOM 3aN1CKU NONb30BaTENA

F OTMEHUTD MoaTeepauTs #

Bbl oencTBUTENBHO XOTUTE
yoanutb Nonb3oBatens 17

Mocne noaTeepxaeHus, Bce AaHHbie
nonb3oeartens 6yayT yaaneHs! (Hanp.,
YYETHbIE 3anucK, KOHTaKTbl, COOBLLEeHMS,
DOKYMeHTbI, poTorpaduu n apyrue dannbl).

PucyHok 14

[lna ynaneHua y4yeTHOM 3anmncuK nosib3osaTens
HeobX0AMMO BbINONHUTL CAeaytolime AeNCTBUA:

— KOCHYTbCA CTPOKM C WMMEHEM Yy4yeTHOW
3anmMcK, KOTopyto HeOBXOAMMO yAaNNUTb;

— B KOHTEKCTHOM MEHK KOCHYTbCA MYyHKTa
«Ypanntb» (cMm. PUcyHok 5);

— Ha 0oTOOpa3mMBLIENCA CTPAHMLE KOCHYTbCS
KHOMKKN «[MoATBepAUTb» ANA YyAaneHMa Y4eTHOM
3anncK nonb3osatens AM60 KHOMKKM «OTMEHUTHY»
AN OTMeHbl onepaumn (PucyHok 14);

— ANA yaaneHua noATBepAMTb  AeNcTBue
BBOJZIOM TeKylLero koaa 6e3onacHoCTy.

B pesynbtate ¢ MY byaeT yaaneHa yyeTHasa
3anmncb M JaHHble N0/Ab30BaTENA.

13
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PyKoBOACTBO aAMUHNCTPATOPA

1.3. YcTaHOBKa AaTbl Y BpeMeHuU

MPUMEYAHUE. OnucaHMe OCHOBHbLIX LWAroB MnepBOHAYabHOM HACTPOMKKM MY
npuBeLeHO B [JOKyMeHTe «PyKOBOACTBO MO/1b30BaTeNA», MNPU 3TOM YCTaHOBKA W

nocneaytoLlas HaCTPOMKa AaTbl U BPEMEHW AOCTYMNHA TOIbKO aAMUHUCTPATOPY.
BHUMAHWUE! Mpn nepBom BrAto4eHUM MY HeobxoaAMmo ABaXKAbl BBECTU KOA,

be3onacHoCTu.

Kog 6e3onacHoCcT ByaeT 3anpalimBaTbCA M MCMOb30BaATLCA A1A:

— wKndpoBaHMA AOMALLHEro KaTanora nonb3osatens (PucyHok 15);

— pa3bnokumposkn MY (PucyHok 16).

NMPUMEYAHUE. LLndpoBaHMe pasgena C  AOMAWHUMWU  AMPEKTOPUAMMU
nonb3oBatene (n. 4.2.2) NpoUCXoanT B CEAYHOLMX CAyYasX:

— Mpu NEPBOM BKAKOHeHUN MY;
— nocne cbpoca MY a0 3aBOACKOro cocToAaHMA (noapasaen 2.2).

< <

ﬂOBTOpHO BBEOUTE HOBbIN KOA,

6e30nacHoOCTH
ﬂaHHble nonb3oBaTensd 38UJVICprBaHbI

BeeouTte HOBbIN KOA,

6e3onacHoCTH
[laHHble nonb3oBaTens 3awmndpoBaHbl

3

def

4 6
K mno

WXYZ

7

pars

PucyHok 15 PucyHoK 16

MPUMEYAHME. 13meHeHWA HAacTpoeK B MyHKTe MeHto «Bpema 1 aaTa» NpUMeHAoTCA
KO BCEM YYETHbIM 3aMnCAM POJier, co3a4aHHbIM Ha MY.

14
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[Onsa ycTaHOBKW AaTbl M BpemeHu Heobxoammo

ybeamTbCca, 4TO BCe MOAA 3aMO/IHEHbI KOPPEKTHO,

BbibepuTe faTy v Bpems nocne 4Yero KOCHyTbcA KHoMKM «Jlanee» (PucyHok 17)

MMbO  M3MEHUTb 3HAYEHWMA 3aMOJIHEHHbIX Monewn,
BbIMO/IHMB CAeaytoLmMe AeACTBUA:

— W3MEHUTb 3HaA4YeHMA MapamMeTpoB «YacoBou
Bpema &1 noAC», «daTa», «Bpema», KOCHYBLUMCb
# Vcnonssosars 24-4acoso COOTBETCTBYIOLLNX NONEN;

—BblOpaTb  dopmaT BpPEMEHM, KOCHYBLUMCb
COOTBETCTBYIOLLErO NepeKkatoyaTend.

MPUMEMAHUE. [1nAa aKTMBauuum nepekntoyaTens
[OCTAaTOMHO  KOCHYTbCA MNOAA, B KOTOPOM  OH
PACNOJIOXEH: MepeKtoyaTelb HAYHET CBETUTLCA ApYe,
4YeM B COCTOAHMM MO YMONYAHUIO (HEAKTUBHOM);

— KOCHYTbCA KHOMKK «[laneex.

Yacosoi nossic Poccus, Mockea

[ata 26 anpens 2022

dopmat BpemMeHun

PucyHok 17

[ns nocnepytowen HACTPOMKM YacoBOro nosca, TEKyLWMX AaTbl U BPEMEHU
HeobX0AMMO BbINONHUTbL Ceaytolne AeNCTBUA:

— B MEHI0 HaCTpPOeK CUCTEMbI KOCHYTbCA MYyHKTa «Bpema n gata» @ B pe3ynbraTte
Yyero otobpasnTCA CTPaHMLLA HAaCTPOMKM AaTbl M BpeMeHU (PucyHok 18);

— AN aBTOMaTWYeCKoro OOHOBAEHUA AaTbl/BPEMEHW KOCHYTbCA MepekaodaTens
«ABTOMaTU4YecKoe obHoBeHMe BpemeHu» (PrucyHok 19). 3HauyeHMA nonei 4acoBOro nosca,
AaTbl U BPEMEHMW CTAHYT HEAOCTYNHbIMW ANA peAaKkTMpoBaHua. B ganbHenwem obHoBAeHMe
naTbl/BpemeHun byaeT nponcxoanTb aBTOMATUYECKMN.

15
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Bpems v gaTa 2 Bpemsi 1 nata

ABTOMaTUYECKOE OBHOBNEHME
BPEMEHU

# AsTOMaTUYeckoe 06HOBMEHME
BpeMeHu
Yacosoi nosc Poccus, Mockea

[ata 2 aBrycta 2022
Bpems 13:35

# |icnonb3oBaTb 24-4acoOBOM
dopmaT BpemeHu #® licnonb3oeatb 24-4yacoBow

dopmat BpeMeHu

PucyHok 18 PucyHok 19

NMPUMEYAHUE. [1nAa yCcTaHOBKM 4aCcOBOro NofAca, BPEMEHM M AaTbl BPYUHYO onumA
aBTOMaTMYeCKOro oObHOBMEHWNA BPEMEHW A0NKHA ObITb BbIKAOYEHA.

B cnyyae HeobxoaMMOCTM 3a4aTb YaCOBOM NOAC, BPEMA M AaTy BPYYHyto TpebyeTca
BbIMONIHWUTb CAeAytoLLne AeNCTBUA:

— ONA  YCTAHOBKM  4acCOBOro MoAcCa: KOCHYTbCA nons  «4YacoBom  MoACy
(cm. PucyHOK 18) 1 Ha OTKpbIBLIENCA CTpaHuLUe BbibpaTb HeobxoamMmoe 3HaveHue. s
yCKOpeHMa npoLiecca Bbibopa MOXKHO BOCMO/1630BaTbCA NoaemM noncka (PucyHok 20). Janee
BbiOpaTb GOpMaT BpPEMEHM, KOCHYBLUIMCb MepekatoydaTena «Mcnonb3oBaTb 24-4acoBoOW
dopmaTt» (cm. PucyHok 18) ana otobpakeHWA BpemMeHW B COOTBETCTBYHOLLEM dopmaTe.
Ecnv oaHHbBIA NYHKT HE aKTMBMPOBAH, Bpema byaeT otobpaxaTbca B 12-4acoBom popmaTe
C YTOYHEHMEM « 40 NOAYAHA» UKW KMTOCAE NONYAHAY;

— ANA YCTAHOBKM AaTbl: KOCHYTbCA nona «ata» (cm. PucyHOK 18), Ha OTKpbIBLUEMCS
CTPaHMUE KOCHYTbCA TEKyllen AaTbl M BbIOpPaTb M3 CAMCKA TEKYLMIA rod, Mecsl M YnMcio
(PucyHok 21). [lanee KOCHYTbCA KHOMKM «[loaTBEepAMTbY ANA COXpaHeHua aatbl NMbOo
KHOMKM «OTMEHUTb» ANA OTMEHbI onepaunmn. B cnydyae noatsepkaeHnA BbibpaHHaA AaTa
0TOOPa3nNTCA Ha CTPaAHMLLE HAaCTPOMKM AaTbl U BDEMEHM, B C/ly4ae OTMEHbI AaTa OCTaHEeTCs
NpeXKHen;
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YacoBol nosc

GMT -11:00

AmMepukaHckoe Camoa
GMT -11:00 lNaro-aro

BHewHwne manble octposa CLLA
GMT -11:00 Muayaw

Huya
GMT -11:00 Anodu

GMT -10:00

RU

MUY KEHTWWS3X™D>b
®|bl|B|A NP O[N| QX3
2~ 95T MW B B ID] <~
1123 =i .[v

PucyHok 20

E OTMEHUTD [MopTBepauThb 4

PUCYHOK 22

¥ OTMEeHUTb MoaTeepanTb

2 aBrycta 2022

PucyHok 21

— ONA YCTAaHOBKM BPEMEHM: KOCHYTbCA MoAA
«Bpema» (cm. PucyHok 18), B pesynbtaTe 4ero
oTobpasumtca umdpepbnat, MeTKa BO BHYTPEHHEM
Kpyre KOTOPOro MUrpaeT po/b 4YacOBOW CTPENKM, BO
BHEWHEeM —  MUWHyTHOM  (PucyHok 22). [nAa
YCTQHOBKM  HEobXoAMMOro 3HayeHua crneayet
nooyepesiHO KOCHYTbCS KaXKa0M M3 METOK 3Ha4Ka u,
nepeasuraa ee no MAM NPOTMB YAaCOBOWN CTPEIKM,
YCTAaHOBUTb B MO3MUMM,  COOTBETCTBYHOLLEN
TeKyLeMy BpeEMEHMU;

— KOCHYTbCA KHOMKW «[loaTBepamnTb»  And
COXPaHEeHMA  YCTAaHOBJIEHHOrO  BpemeHn  nbo
KHOMKN «OTMEeHUTb» Ans8 OTMeHbl onepauun. B
cay4vae noATBEPXKAEHNSA BblOpaHHan nata
oTobpa3nMTCa Ha CTPaHWLE HACTPOMKM [AaTbl U
BPEMEHKM, B CAy4yae OTMeHbl JaTa OCTaHeTcs
NpeXKHEN.
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1.4. Hactpoitku 6e3onacHocTH

1.4.1. HacTpoika 610KMpoBKKM MY

MPUMEYAHUA:

v 3MeHeHMsA HaCTPOeK B NMYHKTE MeH0 « BIOKMPOBKa YCTPOMCTBa» NPUMEHAIOTCA KO
BCEM YYETHbIM 3aM1CAM pOaen, co3gaHHbIM Ha MY;

v Cnyyan, Npu KOTOPbIX KOZ, BEe30MacHOCTM MOMKeT ObiTb 3ampolleH, OonucaHbl B
noapasgene 4.2.

Bnokmposka MY nossonAeTr obecneynTb AOCTYN K AaHHbIM, XpaHAWMMcAa Ha MY,
TONbKO aAMUHUCTPATOPY.
Ona HacTponkm 610KMpoBKM MY Heobxoammo
BNIOKMPOBKa YCTPOMCTBA BbINMONHUTbL Cleaytolme AeCTBUS:
— KOCHYTbCA NYHKTa «BIOKMPOBKA YCTPONCTBAY

ABTOMaTUMYecKasi 6nokMpoBka
bes sanepxku @ B MEHIO HaCTpOeK 6e30ﬂaCHOCTV|, B pe3y/bTaTe
# [lokasbiBaTb yBEOM/EHNS, KOrAa 4yero OTO6p83MTCFI CTpaHMua C HaCTpOlZKaMM
YCTPOMCTBO 3a610KMPOBaHO 6J'| OKMPOBKMU MY ( Pu CYHOK 23 ),
e — KOCHYTbCH nons «ABTOMaTHYeCcKas

ONIOKMPOBKA» M Ha OTKPbLIBLWIENCA CTPaHMULLE BbIOpaTh
BpemMs 40 aBTOMaTU4ecKon OAOKMpoBKM MY
RobasuTb oTnevatok nanbua (PucyHoK 24, PucyHoK 25), KOCHYBLUMCb
COOTBETCTBYHOLWMX MNOMEN M NOATBEPAMB AENCTBUE
BBO/JIOM TeKylLlero koaa 6e3onacHoCTu.

Wshiohtt kopE ohassocTa BHUMAHWE! BapuaHTbl 3HayeHWt B none
«ABTOMaTMYecKas  ONIOKMPOBKa»  OT/MYatoTCA B
3asucumoctn ot Bepcum OC Aspopa (PucyHok 24,
PucyHok 25).

Kop 6e3onacHocTu

PucyHok 23

BHUMAHMWE! Ecnm ycTtaHOoBNEHHOE BpemMsi DNOKMPOBKM NPEBbLIWAET BPEMSA CMALLETO
PEXMMA, 3KPaH MOXKeT DObiTb HeakTuBeH, nNpu 3Tom MY He byaeTt 3abnokmposaHo. [na
nanoHenwemn pabotbl ¢ MY HEODXOAMMO HaXKaTb KHOMKY NUTaHUA U NPOAOIKNTL paboTy be3
BBOJa KOZa be3onacHOCTMK.

NMPUMEYHAHMUE. pn npeBbilleHNM KOAMYecTBa MOMbITOK BBOAA HEBEPHOro KoAa
6e3onacHocTn MY aBTOomMaTuyeckn byaet 3abnokMpoBaHo. Bpema 610KMPOBKM siBAsieTCA
dUKCMPOBAHHbIM K cocTaBnaeT 15 MUHYT.
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ABTOMaTMYecKas 6ﬂOKVIpOBKa

AsTOoMaTH4eckas 6510KMpoBka

HeakTnBHO
bes 3apepxku

bes sapepxku Bes 3agepxku

5 MUHyT 5 MUHYT

10 MUHYT 10 MUHYT

30 MUHYT

60 MUHYT

PucyHok 24 PucyHok 25
[Ona nameHeHus Tekyllero Koga 6e3onacHocTm
HeobX0AMMO BbINONHUTL CAeaytolMe AENCTBUA:
MNonTeBepauTe KOOOM — KOCHYTbCA KHOMKM «VI3MEeHNTb Ko
6e30nacHoOCTH b6e3onacHocTn» (cm. PucyHoOK 23) n noaTBepAuTb
NencTeme BBOAOM TeKyLLEro Koaa 6e3onacHocCTy;
— /BaKJbl BBECTM HOBbIM KOA 6e30nacHOCTM U

KOCHYTbCA 3Ha4Ka

Ha MY npeaycMoTpeHa BO3MOXHOCTb
HacTPOUTb ONOKMPOBKY C MNOMOLWbIO  QYHKLMK
pacno3HaBaHWA OTMNevyaTKa Naabla.

MPUMEYAHUE. Hanmnume ykazaHHOM GYHKLMN K
e PACMnoNOXKeHNe AaTYMKa OoTneyaTKa Naabla 3aBUCUT
OT KOHCTPYKTMBHbIX ocobeHHocTe MY, a Takxe oT
Bepcum OC ABpopa. [logpobHaa uHbopmauma o
HacTpolke ONOKMPOBKM C MNOMOLbID  PYHKLNM
pacno3HaBaHMA oOTnevyaTKa MNajbla npvBeaeHa B
NOKYyMeHTe «PyKOBOACTBO MN0O/1b30BaTENAY.

mno

PUCyHOK 26
1.4.2. HacTpoiKka napoabHOM NOAUTUKKM (Koa, 6e3onacHoCTK)

MPUMEYAHME. N3meHeHMs HACTPOEK MAapO/IbHOM MONUTUMKM DYyAyT NPUMEHEHbI KO
BCEM YYETHbIM 3aMMUCAM, CO34aHHbIM Ha MY.
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Ona nepexopa K HaCTpOVII-(aM napoanoﬁ NOANTUKN H€O6XO,£I,MN\O BbIMOJ/THNTb

cneayrouime AencTBuA:

@)
— B MEH0 HaCTPOEK CUCTEMbI KOCHYTbCS MyHKTa «[ob3oBaTen» ~ ', B pesy/abTaTte

yero otobpasutca  cTpaHuua  «[lonb3oBaTenn» € NpeacTaBNEHHbIM — CMMCKOM
nonb3oBaTenen, co3aaHHbIX Ha MY 1 OTKPbITb MEHIO AENCTBUN;

— KOCHYTbCs nNyHKTa «Oblmne HacTponkm» (PucyHok 27), B pe3ynbTate 4ero
oTobpasnTca cTpaHmua «Obume HaCTPOMKN» (PUCYHOK 28);

Ob6LLme HaCcTPONKM

Ob6Lwume HacTpoku

HacTtpoitka nonutukun naponei >

HacTpoiiTe napamMeTpbl NOUTUKM Naponem

PucyHoK 27 PucyHoK 28

— KOCHYTbCA MyHKTa «HacTpoiKa MNOAWMTMKM Naposei» M Ha oTobpasmslieica
CTPaHMUE KOCHYTbCA NoAs «HacTpoiKa NoAnTUKM naponein» (PucyHok 29).

BHUMAHMUE! Hannume odyHKLUMM BbibOpa NpeayCcTaHOBAEHHOM MOAUTUKU Naponei
3aBucuKT oT Bepcunm OC Aspopa.
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HacTpoiiku naponen : HacTtpoiku naponei

Hactpoiika nonntuku naponen > MpeaycTaHOBNEHHas NONNTHKA |

HacTpoiiTe napaMeTpbl NOAUTUKN Naponen
v MpocToin
ia 5 cumBonos
19 He orpaHnyeH HacTtpoiika nonutuku naponem >

3a 3 ans HacTpoviTte napaMeTpbl NOUTUKM Naponei

YPOBEHb CNOXHOCTU CROXHbIN
Ha 8 cumBOnoOB
15 90 oHen

b0o6 3a10 gHen

CbpocuTb

C6poc napameTpoB HaCTPOMKM Napons

PucyHok 29 PucyHok 30

[ns BbibOpa NONUTUKM Naponein HeobxoAMMO BbINONHUTL CAeaytoLLmMe AeUCTBUA:

— KOCHyTbcs nona «lpeayctaHoBAeHHAA NOAUTMKA Nnaponen» (PucyHok 30);

— Ha OTKpbIBWENCA CcTpaHuue «[lpeaycTaHOBKA MNOAUTMKM Naponen» BblOpaTb
HeoOX0AMMYIO MONUTUKY KacaHMeM COOTBeTCTBYytollero nona (PucyHok 31), B pe3ynbTaTe
yero byaeT ycTaHoBNeHa HeobxoaMman NOANTUKA NapOoiel C 3a4aHHbIMM MapameTpamMm.

[Ona HaAcTPOWMKM MOAMTUKM Naponer Ha OTKPbIBWENCA CTpaHuue «HacTponKku
Napo/ibHOM MNOAUTUKN» HeobxoaAMMO 33adaTb HeobxoauMmblie napameTpbl Aa8 Koaa
6e3onacHocTu (PucyHoK 32):

— YPOBEHb CNOKHOCTY;

— ONWNHQ;

— KO/IMYeCTBO NOMbITOK;

— CPOK AencTBus;

— yBegoMNeHMe 00 UCTEeYEHUM CPOKa AENCTBUS.
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[MpepycTaHoBka NOAUTUKM Naponemn HacTpolky naponibHol MonnTHk

Regular

[MpocTon
€Hb CNOXHOCTU [1pocToin
aposib COCTOUT TOMBKO U3 LMdpP
XEeH cofepxarb No KpanHen
arnasHylo 6yksy v

7 cUMBONOB

i1 180 aHen

£ 5 cumBosoB
6 Hewn 1
A R

MuHuManbHasa gnuHa naposns

bes orpaHuyeHuin

5 CnoXHbin KonuyecTtso nonbiTok

Cpok penctausa napons 90 aHew
Ykax uTe, Korga ucrtevyeTt Cpok p,eﬁcmvm napons
nors oBaTens

as 8 cumBonoB

MakcumaneHbii 90 gHen
CT

06 10 gHen : >
YBeaomnaTtb 06 UcTeveHnn cpoka

aencrTeus

PucyHok 31 PucyHok 32

[lns HAaCTPOMKM YPOBHA CAOXHOCTM KoZa He30MacHOCTM HeobXOAMMO BbIMOSHUTD
cneayowme gencrema (PUcyHokK 33):

— KOCHYTbCS NOAA «YPOBEHb C/IOMKHOCTU» U B PACKPbIBAIOLLEMCA CNMCKe BbiOpaTb
3HayeHMe «[1poCToM», COCTOAWMMN TONbKO M3 LUNDP, NMOO «CNOXKHbIAY, KOTOPbIA A0AKEH
cofepaTb undpy, OyKkBY, 3arnaBHyto OYKBY 1 cnelmanbHbii CUMBO.

NMPUMEYAHUE. B cnydae Bbibopa 3HayeHUa «CNOXKHbIMY NOATBEPAUTH AeNCTBME
BBO/ZIOM TEKyLLLEro koga 6e3onacHoCcTu.

[N HacTPOMKM ANUHBI Kogda He3onacHoCcTM Heobxoanmo (PUcyHOK 34) yCTaHOBUTL
KOMYEeCTBO CMMBOJIOB, Nepemellaa cnangep «MuHUManbHaa AAMHA Napona» BAEBO ANA
YMEHbLUEHNA KOAMYECTBA BXOAALLMX B Kod He3omacHOCTM CMMBOJIOB MO0 BMpaBo ANA
yBENMYEHNA KONMYECTBA CMMBOJIOB M MNOATBEPAMTb AEWCTBME BBOAOM TEKYLLEro Koaa
6e3onacHocTu.

NMPUMEYAHUE. TMpegycmoTpeHa  BO3MOMHOCTb  YCTAaHOBMUTb  AJIMHY  KOAa
6e3onacHocTM OoT 5 A0 12 cMMBONOB.
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HacTponkun naposbHOM NOAUTUKN

spaum

b CNoXxHocTu NpocToi
ApOsb COCTOUT TOMBKO U3 LUPP.
b [O/IXEH coaepXxaTtb Nno KDB;‘HC‘{"\
KBY, 3arnaBHyio 6yksy 1
VMBO/T

v 8 cumBOOB
[MpocToi

MuHuManbHas anvHa napons

CnoxHbiit bes orpaHuyeHni

i

KonnyecTtBo nonbiTok

Cpok peincteus napons He orpaHuyeH
YkaxuTe, Korga ucTe4eT Cpok AencTBums napons
nonb3oBarens

3a 5 gHen
-—-----.—-—-—-—-.u’

Yeegomnatb 06 ncredeHnm CpOKa oeucrteuns

PucyHok 33 PucyHok 34

[lna yCTaHOBKM KO/AM4YeCTBA MNOMbITOK BBOAA KoAa 6e30nacHOCTM Heobxoammo
nepemectuTb cnangep «Koamyectso NonbITOKY:

— B/IEBO A1 YMEHbLIEHUA (MUHMMANbHOE 3HAYEeHMNE: 4 NOMNbITKM);

— BMNPaBO ANs yBenuyeHua (MakcMmanbHoe 3HayeHue: 10 nonbiTok nnbo «bes
OrpaHUYeHnIn).

BHUMAHWE! MakcnumanbHoe 3HayeHune cnamnaepa « Kom4yecTBo NOMNbITOK» 3aBUCUT
ot Bepcumn OC Aspopa.

[lna 3agaHnAa cpoka AencTBmAa Koda ©6e3onacHoCTM HeobxoAMMO  BbIMOAHMUTb
cneayolme AencTBmA:

— KOocHyTbcs nons  «CpoKk paenctsus  napona» (cm. PucyHok 34) ©  Ha
oTOoOpasmBLIEncA cTpaHuLe BbibpaTb OAHO M3 3HayeHuin (PucyHoK 35) m noaTBepauTb
NencTBMe BBOAOM TeKyLLero koga 6e3onacHocCTu.

BHUMAHMUE! T[Mo TpeboBaHuam Oe3onacHoctv WC, B KOTOpbIX NAaHMpyeTcA
ncnonb3osaHue MY, dyHKUMOHMpYtoLWero noa ynpasneHem OC ABpopa, CPOK AeNCTBUSA
napona gonxkeH 6bITb yCTaHOBNEH B 3HaYeHMe «180 aHeny.

[lna 3adaHnA BpemeHu yBeaomieHMA 06 UCTeYeHMM CpoKa [AeNcTBMA Kojaa
6e30nacHOCTN HEOHXOAMMO BbINOAHUTL ceaytolime aenctema (PrucyHok 36):

— NepemecTuTb cnanaep «YseaomMnaTb 06 NCTEYEHUM CPOKA AENCTBMA» BAEBO ANA
YMEHbLIEHMA KOAMYecTBa AHeEW NMBO BNPaBO AN YBEAMYEHMA KOAMYecTBa AHEN, 3a
KOTOpOe MOoNb30BaTeNb HAYHET MOAyYaTb YBEAOMAEHMA 0O UCTEYEHUM CPOKa AENCTBMA
KoZa 6e30nacHOCTN M NOATBEPAMUTL AEeNCTBME BBOAOM TEKyLLEro Koga 6e30nacHoCTy.

MPUMEYAHME. MpeaycmoTpeHa BO3MOXKHOCTb YCTAaHOBUTb 3HaveHMe oT O (Hukoraa)
no 10 aHen.
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Cpok gencTeus napons ; HacTpoWkn naponbHOM NOAUTUKM

He orpaHunyeH

30 gHen

aposb A0MKEH coaepxaTb Mo KpanHen
Oy, BykBy, 3arnasHyo 6ykBy 1
cneuvanbHbii CUMBO.

60 aHel

90 aHen 7 CMUMBOOB

120 gHen MuHWUManbHas OJIMHa napons

bes orpaHnyeHni

150 'quﬁ mom*

KonnyecTtBo nonbITok

180 aHen Cpok feinctsus napons He orpaHuyeH
YKaxwuTe, KOrga UCTe4eT CPOoK AeNCTBUS napons

PucyHok 35 PucyHok 36

[ns cbpoca NaponbHON MNONUTUKM HEODXOAMMO
Hacrpaiku Raporien Ha CTpaHuLe «HacTpoiKka naposen» KOCHYTLCA Mo
«CbpocnTb» W NOATBEPANTL JAEeNCTBME BBOAOM
TeKyllero koaa besonacHoctu (PucyHok 37).

HacTtpoiika nonuTuku naponen >

1 He orpaHunyeH

a 5 aHewt

Cbpocutb

C6poc napaMeTpoB HaCTPOVKK Napons

PucyHok 37

1.4.3. HacTporka 6e30nacHOCTM y4eTHOM 3aNncK NoAb3oBaTe A

MPUMEYAHUE. WM3meHeHMA HacTpoek ©0e30MacHOCTM NPUMEHATCA TONbKO K
BbIOPaHHOM y4eTHOW 3aNnUCK NONb30BaTENS.
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PyKoBOACTBO aAMUHNCTPATOPA

"] OTKPbITASl
MOBWJIbHAS
l NAAT®OPMA

Monb3oBatenb]

OrpaHuyeHue BXxoaa B CUCTEMY

BUS YYETHOM 3anucu u
€ BXoAa Mo AHI0 Heen 1
HU CYTOK.

20 AyteHTuduUkaums

30ecb MOXHO HAaCTPOUTL UCMONb30BaHNE
ABYXbaKTOPHOW ayTeHTUdUKaLIMK

CoctosHue HeakTtuBHa

OpHopa3oBbii Naposb

CreHepupoBaTb

PucyHok 38

[Ona HacTporKku 6e30nacHOCTN YYETHOM 3anncK
no/b3oBaTens HeobxoaMMO BbIMONHUTL CAeaytoLLne
NENCTBUA:

— KOCHYTbCA OAHOM W3 CO3AaHHbIX Ha MY
YYETHbIX 3anuncen nonb3oBaTens
(cm. PucyHoK 5);

— B KOHTEKCTHOM MEHI KOCHYTbCA MYHKTa
«HacTporkm 6esonacHoOCTUY;

— Ha oTobpa3smBlwenca cTpaHuue «[ms
yyeTHOM 3anmck nonb3osatend]» (PucyHok 38)
MOXHO BbINO/IHNTb CAeaytoLlLmMe AENCTBUA:

® 33/7aTb ans y4eTHOM 3anmcu
nosnb3oBaTena orpaHuYeHns BXO/a B
cuctemy (nn. 1.4.3.1);

® BK/IOYMTb M HACTPOUTb ABYXDAKTOPHYIO
ayTeHTudukaumio (2PA) (nn. 1.4.3.2);

® 334aTb 0ZlHOPA30BbIN
(nn. 1.4.3.3).

naposb

1.4.3.1. OrpaHn4eHns Bxoaa B CUCTEMY

OrpaHuyeHue Bxoaa B CUCTEMY

Cpok fencTBMa YHETHOM 3anNUcK NONb30oBa

25 anpens 2024

Bbib Ty, NOCNe KOTOPOW Nosib3oBaTenb He
TN B CUCTEMY

[Hu BXOoAa B cUCTEMY

MH, BT, Cp, 4T, NT, c6, BC

B € AHU Heaenu, B Te4eHne KOTOpPbIX
BaTeslb MOXET BOITU B CUCTEMY

Bpems Bxofa B cuctemMy
BD\EC‘DHTC Bpems BXoAa Nnonb3osatens B CUCTEeMy

# KpyrnocyTodHo

PucyHok 39

Mpn HeobXoAMMOCTM YCTAaHOBUTb ANA YY4ETHOM
3aNUCKM  MONb30BaTeNAa oOrpaHMyeHMa Bxoda B

cmcTemy cneayet KOCHYTbCA NYHKTa C
COOTBETCTBYHOLMM Ha3zBaHMEM M Ha OTKPbIBLUENCA
CTPaHWUE HACTpOWUTb caeadylolwme napameTpsbl
(PucyHok 39):

— CpOK AencTBums y4eTHOM 3anmcum
nosb3oBaTens,

— [HW BXOJa B CUCTEMY;
— BPEMA BXOJa B CUCTEMY.
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[lna HaCTPOWKM CpPOKa AEeMCTBMA YYEeTHOM 3anmMcu nosab3oBaTens Heobxoammo
KOCHYTbCcA nons «CpoK AeNCTBMA yY4ETHOM 3anmcK Nosib3oBaTena» U Ha oTobpa3mBLLENCcA
CTpaHuue BblbpaTb AaTy, NOC/Ne KOTOPOW MO/b30BaTe/Nb HE CMOXET BOWTU B CUCTEMY
(cm. PucyHok 21), a Tak»Ke NOATBEPANTb AEMCTBME BBOAOM TEKYLLErO Koaa 6e30MnacHOCTMy.

[ns BblbOpa AHEN, B KOTOPbIE NO/Ib30BaTE/Ib CMOXKET BOMTU B CMCTEMY, HEOHXOAMMO
KOCHYTbCA nonsa «[IHKM BXOoAa B CMCTEMY» U Ha OTOOpa3MBLIENCA CTpaHULE BblOpaTb AHM
Heaenun, B TEeYeHNEe KOTOPbIX MONb30BaTE /b CMOXKET BONTU B cucTemy (PucyHok 40), a Takke
noATBEPAUTL AEMNCTBME BBOAOM TEKYLLErO KOJa He30NacHOCTM.

[na HacTpPOMKM BPeMEHU BXO4a B CMCTEMY HEODXOAMMO BbIMONHUTL CAedytoline
NencTBus:

— KOCHYTbCA nepekato4vaTend «KpyrnocyToyHo» AnAa  ero  JeakTuBauuu, B
pe3ynbTaTe 4ero otobpasATcA nons BBOAA AMana3oHa BPEMEHM, B TeYeHWe KOTOpOro
No/Nb30BaTENlb CMOMKET BOUTM B cuctemy (PucyHok 41).

NMPUMEYAHUE. [na akTMBaumum nepekntodaTend AOCTAaTOYHO KOCHYTbCA MOAA, B
KOTOPOM OH PacCnoJIOXKeH: nepekatoyaTeb HaYHeT CBETUTLCA ApYe, YeM B COCTOAHMK MO
YMONYaHUIO (HEAKTUBHOM);

— KOCHYTbCAl COOTBETCTBYIOLIMX MONAEN ANSA YCTAaHOBKM WMHTEpPBaNa BPEMEHM, B
TeyeHMe KOTOPOro N0/b30BaTENb CMOXKET BOMTHM B cMcTeMy (noapasaen 1.3) nnoaTsepamTb
NencTene BBOAOM TeKyLLero Koga 6e3onacHocTy.

E OTMEHUTb MoaTeepanTh # J OrpaHuyeHue Bxoaa B CUCTEMY

1

BbibepuTe OHM BXoda B

cucTemy Cpok gencTeunsa y4ETHOM 3anncu Nob3oea

5 mas 2024
HOHeﬂeﬂbHMK ¢ né OTOPOW NONb30BaTENb HE
Y

BTopHuk
[lHv BXOAa B cucTtemMy

: MnH, BT, Cp, 4T, NT, 6, BC
3 CpeJJ.a Bbl © IHU He[enu, B Te4eHMe KOTOPbIX
noj aTeflb MOXET BOWUTU B CUCTEMY

¥ Yertsepr
Bpems Bxofa B cUCTEMY

E‘-b!ﬁfﬂp)r‘lTC‘ BpemMs BXoAa nonb3oBaTens B CUCTEMY
® [atHuua
KpyrnocyTto4yHo

Cy660Ta C 9:00 o 19:00

# BockpeceHbe

PucyHok 40 PucyHok 41
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1.4.3.2. HactpoinKka 2PA

20A — npouecc NOATBEPXKAEHMA MNOAJMHHOCTM MNONb30BAaTENA C MOMOLLbIO
NPUMEHEHMA HECKONBKMX pa3inyatomxca ¢pakTopos, KoTopble B OC ABpopa NPUMEHAIOTCA:

— B KayecTBe NepBoro Gakrtopa: Naposb;

— B KayecTBe BTOPOro GpakTopa: TOKEeH, CoAepXKallMin YHUKANbHYIO MHPOPMALMIO
Nno/ib30BaTeNA.

MPUMEYAHUA:

v MHdopmauma o coctoaHum 2OA  oTobpaxaetca Ha cTpaHuue  «[Mma
NONb30BaTENA]» B MYHKTE MeHI0 «[IByXdaKTOpHan ayTeEHTUPMKALMAY;

v [1na HacTpoOMKM v aktnsauum 2PA agMUHUCTPATOPY HEOBXOAMMO MCMOAb30BaThb
USB cmapT-KapTy (TOKeH).

B OC Aspopa ana 2PA noaaepKMBatoTCA cneaytoume TOKeHbI:

— MPOrpPaMMHO-annapaTHbIM KOMNAEKC ayTEHTUDUKALMM U XPaHEHNA MHDOPMaLLMK
«PyToKeH» Bepcun 4 (UM PKI) (ceptndmrat ®CTIK Poccnm Ne3753);

— CpeacTsBo  ayTeHTMdOMKaumm 1M 6e30mnacHOro  xpaHeHua  MHPOpPMaLMK
nonb3osaTenen JaCarta (ceptudpurkat CTIK Poccnm Ne3449).

BHUMAHUE! WNcnonb3osaHne ana 2PA ToKeHa, OTAMYHOIO OT YKa3aHHbIX, He
npeaycMmaTpmBaeTCs.

1.4.3.2.1. TpaBuna HaCTPOMKM N NCNONb30BaHNA 2DA

HeobxoamMmo  yuuTbiBaTb  CAedylollMe  OCHOBHble  MpaBuMaa  HACTPOMKU WU
MCNoNb30BaHMA 2DA:

— 3KCM/lyaTauMto TOKeHa cnedyeT OCYLWLeCTBAATb COracHO TpeboBaHMAM,
YKa3aHHbIMW B COOTBETCTBYHOLLEN AOKYMEHTALMN Ha HEro;

— ana obecnedveHma nogkntodeHns K MY m nocneayollen HaCTPOMKM TOKEHa
TpebyeTca MCNONb30BaTb cneumann3mpoBaHHbini USB OTG nepexogHWK, KOTOPbIM He
BXOAMT B KOMMNIEKT NOCTaBkn MY;

— NnonuTuMKa 6e30MacHOCTM MOMET 3anpelwatb npumeHeHne BHewHMx USB-
YyCTPOWCTB, [ANA 3TOr0 HeobXxoAMMO AOMNOAHUTENbHO MNPOBEPUTb YCTAaHOBAEHHOE
orpaHuyeHune agernctaytolen 8 OC ABpopa nonntukm 6esonacHoctu (n. 4.3.6);

— npu paboTte c TokeHOM noTpebyeTcA AONOAHUTENbHbIM Napoab ANA AOCTyNa B
3alMWEHHY0 001acTb NamATM TOKEHa, B KOTOPYH MNPOM3BOAMTCA Ha3HavyeHue W
COXpaHeHMe ayTeHTUOMKALUMOHHON MHGOPMaLMM NONb30BaTENS;

— ncnonb3oBaHme 2POA AOCTYMHO ANS BCEX Y4YETHbIX 3anMcen Mno/sb3oBaTenemn
(n.1.2.1), co3gaHHbIXx Ha MY.

NMPUMEYAHUE. TlpoBepka TOKeHa nMpu BXxOoAe NOJib30BaTeNA MNPOUCXOAUT
OZIHOKPATHO — TOJIbKO MPW NEPBUYHOM BXOZE.

1.4.3.2.2. T[lpensaputenibHaa NnoLroToBKA TOKEHA

HacTpolika ToKeHa NPonCXoamnT Ha 3NEKTPOHHO-BbIYNCAUTENBHON MalumHe (3BM) OC
Linux, Ha KOTOPOM NpeaBapUTENBHO A0MKEH ObITb YCTAHOBNEH MAaKET Opensc.

27



1 OTOKPI:ITAFI
PyKoBOACTBO aAMMHUCTPATOPA l HHE%"&?S’B'G;’?

MPUMEYAHMUE. [1ns HacTponkm 2PA TokeH aonxkeH nmeTb dopmaT PKCSH15.
B cnyyae ecnm TOKeH MMeeT aApyron opmat, ANa NepeuvHUUManm3almm ToKeHa B
dopmat PKCS#15 Ha IBM HeobXx0AMMO BbINONHUTL CAEAYIOLINE KOMAHAbI:

pkcsl5-init --erase-card -p rutoken ecp

pkcsl5-init --create-pkcsl5 --so-pin "87654321" --so-puk ""
pkcslb5-init --store-pin --label "User PIN" --auth-id 02 --pin
"12345678" —--puk "" --so-pin "87654321" --finalize

BHUMAHMWE! NMocne nepenHmumnanmnsaLmm TOKEHA BCe AaHHble C Hero byayT yaaneHsi.
1.4.3.2.3. BkAtoyeHue 1 BbikAtoveHmne 20A

MPUMEYAHMUE. BkntoueHmne 2DA BO3IMOKHO TO/IbKO AN1A BbIOPaHHOM y4eTHOM 3anmncu
no/sb3oBaTens.

[Ons BrkAtoveHns 2OA HeobXoAMMO BbINOAHUTL CAeaytoLLne AeNCTBUA:

— KOCHYTbCAA  OHOM M3  CO34aHHbIX  YYeTHbIX  3anMcer  No/ab3oBaTenA
(cm. PucyHok 20);

— B KOHTEKCTHOM MEHIO KOCHYTbCA NYHKTa «HacTponkmn 6esonacHoCTn»;

— oTobpasnTtca CTPaHMLa «[Mma  yueTHOM 3anmncu nonb3oBaTena)»
(cm. PucyHOK 32), Ha KOTOPOM HEODXOAMMO KOCHYTbCA NYHKTa «2P AyTeHTUPUKaUmMa»;

— Ha OoTOoOpa3MBLIENCA CTPaHUUE KOCHYTbCA KHOMKM «HayaTb HACTPOWKYy» AnA
HacTpokn 2DA (PucyHok 42);

— MNOAKNOYUTb TOKEH (CMapT-KkapTy). Mocne ycnewHoro NoAKNYeHMA Ha 3KpaHe
MY oTobpasunTtca cooTBeTcTBYOWEEe coobuleHne (PucyHok 43);

— Ha oTobpasuslienca cTpaHuue «MHUUMANM3aLUmMa CMapPT-KapTbl» KOCHYTbCS
KHOMKW «BBECTM maposb» ANA BBOAA MApOAA OT TOKEHa (CMapT-KapTbl) AMOO KOCHYTbCA
KHOMKKM «[llonpobyinTe Apyryto CMapT-KapTy» A48 NOAKAYEeHMA Apyroro TOKeHa
(PucyHok 44);

— B Nose BBOAA BBECTM MapO/ib OT TOKeHa(CMapT-KapTbl) M KOCHYTbCA 3Ha4YKa
(PucyHok 45);

— nocne ycnewHom MHMLUMann3aLumm TokeHa (CMapT-KapTbl) Ha aKpaHe oTobpasmnTcs
COOTBETCTBYHOLLEE COObLIEHNE;

— KOCHYTbCS KHOMKW «loaTBepAauTby AN8  MNOATBEPXKAEeHUA AMbo  KHOMKM
«OTMEHUTb» ANA OTMeHbl onepaunmn (PucyHok 46);

— Ha oTObpa3mBLIENCA CTPAHMULE KOCHYTLCA KHOMKM «3aBepLLUMTbY A8 3aBepLleHmn
HacTponkn 2PA (PucyHok 47), nocne 4yero 3HavyeHume nons «CocTossHME» M3MEHUTCS Ha
«AKTUBHa» (PrcyHoK 49).

28




PyKoBOACTBO aAMUHNCTPATOPA

"] OTKPbITASl
MOBWJIbHAS
l NAAT®OPMA

[1na HacTpoiku 1 akTuBaumm 20
AyTeHTUdUKaUMM HeO6X0ANMO BCTaBUTb
CMapT-KapTy Y BBECTU Napo/ib
agMuHUCTpaTopa. Takxe MoXeT
notpe6oBaTbCcs Napoab CMapT-KapTbl, eCNu
OH 3aaaH.

HacTtosaTenbHO peKkoMeHayeTCs NoAroToBUTL
BCE HeobxoaMMoe 40 Havana HacTPomKm!

O

HauaTb HacTpoWiky

PucyHok 42

k OTMEHUTD MpononXuTh 4

LWar 2: UHnumanusayms
cCMapT-KapTbl

BeecTtu naponb

MonpobyiTe Apyryto cMapT-KapTy

PucyHok 44

OTMeHUTb MpononXxuTh 4

LLar 1: MogknioynTb CMapT-
KapTy

CmapT-kapTa obHapyxeHa!

PucyHok 43

¥ OTMEeHUTb

BeeguTte naponb

Naponb cMapT-kapThl

PucyHoK 45
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E OTMEeHUTb 3aBeplunTb 4

War 3: UHnumanmsauums LWar 4: MHuumanusaums
CMapT-KapThbl CMapT-KapTbl

o(NoN)

WHuumnanusaums... 20 AyteHTUdMKaLma npoLuna ycnewHo!

PucyHok 46 PucyHok 47

[ns BbikatoveHna 2OA HeobxoaANMMO BbIMONHUTb

cnepyouie AencTema:
[ns HacTpouku n aktueaumm 20 v
AyTeHTMd)MKaKuMML HeobXxoaAnMOo BCTaBUTb — Ha CTpa HN Llue « [MMH yl.| €THON 3anncu

cMapT-KapTy 1 BBECTM Maposib

emaliitiace nonb3osBaTens]» (cMm. PUCYHOK 38) KOCHYTbCA MyHKTa
6 - i .
(I;IiTspaZaC:!aTbCﬂ napoJsib CMapT-KapThbl, eCnn « zq) AyTe HTMd) l/] Ka Ll‘l/]ﬂ »’
HaCTOQTeﬂbHOpeKOMEH,ELyeTCﬂFIO,ELI'OTOBMTb f— Ha OTO6pa3MBLL|eP’|Cﬂ CTpaHMU'e KOCHyTbCH
BCE HeobxoanMoe [0 Havana HacTponku!
KHOMKKM  «OTKNOYMTb» ANA  OTKAOYEHMA TOKeHa
(PucyHok 48), nocne  4yero  3HadyeHwe  nons
«CocToAaHMe» M3MEHWNTCA Ha «HeaKTnBHa»

(cm. PucyHok 38).

=

OTKNIOYUTD

PucyHok 48

1.4.3.3. 3agaHne 04HOPA30BOro Napoasa ANA y4eTHOM 3anNMcKk NONb30BaTENS

OAHOPa30BbI Napoab TpebyeTca ANs BbINOAHEHUA BXOJA B CUCTEMY NPU MEepBOM
BK/IIOYEHUM YUETHOM 3annCcK Nob30BaTeNs.

30



— OTOKPbITAFI
PYKOBOACTBO aAMUHUCTPATOPA l HHE%"&?B’PG?

. OrpaHuyeHie Bxopa B cuCTeMy NMPUMEYAHMUE. HO,ﬂ,pO6HaF| VIH(I)OpN\aLI,VIFI O BXoae
[e/iCTBIS YYETHOMN 3anncK n B Y4YE€THYyHO 3alMcCb MoaAb30BaTENA C MNOMOLWbBHO
i O[HOPa30BOro Maponsa npueedeHa B [JOKYMeHTe

« PyI-(OBO,D,CTBO Mo/Ib30BaTeNA».
20 AyTeHTUdUKaLms

Ona 3agaHMA 04HOPA30BOro MapoA yquHoVI

3aecb MOXHO HacTpoOUTb UCMOJIb30BaHUe

ABYXGAKTOPHOI ayTeHTHUKaLMM 3anMcyM  Mosb3oBaTena  HeobxoAMMO  BbIMOAHWUTb
Coctort cnenyiolime AeicTBuA:

oaropasosbiit napons — KOCHYTbCA KHOMKM «CreHepnpoBaTby

(PncyHok 49) Ans Noay4YeHms napons,

CreHepypoBaTs CreHepupoBaHHOro  cayd4amHbiM  obpasom  nmnbo

YCTaHOBUTb Kypcop B nosie «OAQHOPA30BbIA Napoby,
nocne Yero 3a4aTb Napob;
— Npu HEOBXOAMMOCTM KOCHYTbCA 3HauKa® ana
oTobparkeHnsa naponsa;
_ — KOCHYTbCA KHOMKK «YCcTaHOBUTL» (PrcyHOK 49)
1123 1= "7)} M NOATBEPAMTL AENCTBME BBOAOM TEKYLIEro Koaa
PucyHoK 49 be3onacHOCTH.

MLy KeHT rFuwu 3 X b

d bl|Bla nplon aixa

AN 9d9YcMUT®L 6O KX

1.5. Hactpoitka MY

AamuHuctpaTopy MY A0CTynHbI Cheaytoume BO3MOXKHOCTH:
— HacTpoMKka USB-noakntoveHus (n. 1.5.1);

— HacTpolka PIN-koga ana SIM-kapTbl (n. 1.5.2);

— HacTporka MM (n. 1.5.3);

— MONb30BaTeIbCKOE XpaHuamLle katoden (n. 1.5.4);

— areHT nosb3osaTena (n. 1.5.5).

1.5.1. HacTtponka USB-noakntoueHuna

[nsa HacTponKkn USB-nogkntovyeHna HeobxoaAMMo BbINOAHUTL CAeaytolme 4eNCTBUA:

— KOCHYTbCA NyHKTa «USB» °‘I’9 B MEHI0 HAaCTpOoeK CeTy;

— B OTKpbIBWEMCA OKHe HacTpoek USB-noakntoveHns (PucyHoK 50) KOCHYTbCS Nons
«Pexxnm USB no ymonyaHuio» m BbibpaTb HEODXOAMMOE 3HAYEHUE U3 PACKPbIBAOLLLErocs
cnucka (PucyHok 50).

NMPUMEYAHUA:

v’ B cnyuae Bbibopa nyHKTa «Bcerga cnpawmsaTth» npu noaxaodeHn MY k 3BM c
nomoulbto USB-kabens Ha MY oTtobpa3nTcs okHO ¢ Bbibopom pexknma USB-nogkntodeHms
(PucyHok 51);

v 3HayeHne «Pexum paspaboTymka» oTobBpaskaeTcad TONbKO MNPU  aKTUBaLMM
COOTBETCTBYIOLLMX Nepekntodatenen B pasgene «Cpeactsa pas3paboTyMkay» CUCTEMHbIX
HacTpoek (noapa3aen 3.1).
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Pexwvm USB no ymonyaHuio
Bcerpa cnpawmsartb

Bcerpa cnpawwBatb

Pexwum paspaboTtymnka

MpoTokon nepeaayv Mynstumegua (MTP)

Tonbko 3apsaka

PucyHok 50

USB-kabenb nogknoyeH

MepekIloYnTbCS Ha OAUH U3 CeayoLmX
PEXUMOB

® 52

Pexum [MpoTtokon Tonbko
pa3paboTuuka nepepayun 3apsgka
MynbTUMEeana
(MTP)

PucyHok 51

1.5.2. HacTtpownka PIN-Koaa ana SIM-KkapTbl

PIN-kon,

SIM1| ROSTELECOM

3anpawwmeatb PIN-koa

SIM2 | Beeline
# 3anpawwsatb PIN-kog

MamennTb PIN-koq

PucyHoOK 52

3awmTa  yctaHoBneHHoOM Ha MY SIM-kapTbl
obecneynsaetca ¢ nomoulbto PIN-Koga, KOTOpbIN
MOHO aKTMBMPOBaTb/AEaKTUBMPOBATL OTAE/bHO A4
Karkaon n3 SIM-KaprT.

NMPUMEYAHME. B 3aBMCMMOCTH oT
KOHCTPYKTMBHbIX 0cobeHHocTen MY pgonyckaeTtcs
yCTaHOBKa A0 ABYyx SIM-KapT.

nna HACTPOMKM PIN-Koaa HeobxoAnMMo
BbINONHUTbL CAeayoune aenctems (PUcyHoK 52):

— KOCHYTbCA nyHKTa «PIN-KOA» B MeH
HacTpoeKk be3onacHoCTY;

— KOCHYTbCA nepeKatoyaTena «3anpawunsaTb
PIN-kog» Tex SIM-kapT, KoTopble Heobxoammo
3aWMTUTL BBOAOM PIN-KOAa MO0 CHATL 3aLMUTY.
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Mocne akTnBaumm PIN-koaa oH ByaeT 3anpalimBaThCA NPU KaxXaom BKAoYeHUn MY
(PucyHok 53). B cnyyae TpexkpaTHoro BBoga HeBepHoro PIN-koga SIM-kapta 6yaer
3abn0oKkMpoBaHa M ana ee pas3bnokmposkM notpebyetca PUK-koa, Ana BBOAA KOTOPOro
npepoctasnsetca 10 nonbiTok (PucyHoK 54).

MPUMEYAHME. PUK-koa npeaocTaBaseTca onepaTtopomM COTOBOM CBA3M.

Mocne BBoaa BepHoro PUK-koaa oTobpasnTcs cTpaHuua ana mameHeHma PIN-koaa
(cm. PucyHok 52), Ha KoTopoi HeobXxoaAMMO BbINOAHUTL CAeAytoLLMe AENCTBUA:

— KOCHYTbCA KHOMKKN «M3meHnTb PIN-Koa»;

— BHECTW COOTBETCTBYIOLLME N3MeEHEHMA B pa3aene SIM-KapTbl, KOTOpyto TpebyeTcs
3aWwmTnTL BBOAOM PIN-KOAa.

<

<

Beegute PUK-kop,
SIM2 | Beeline

OcTtanocb 10 nonbiTok. O6paTUTECh K
NOCTaBLUMKY CETEBbIX yCNyr Ans nonyyeHus PUK-
Kopa.

Beegute PIN-kon
SIM2 | Beeline
OcTtanocb 3 nonbITkK

PucyHok 53 PucyHok 54

1.5.3. HacTtpownkmn M1

MPUMEYAHUE. AAMUHUCTPATOP MMeEET AOCTYN K AONOAHUTENbHbBIM HAacTpoMKam MTT,
OMMUCAHHbIM KaK B HAaCTOALLEM AOKYMEHTE, TaK U B JOKYMeHTe « PyKOBOACTBO MO/1b30BATENAY.

[na  pononHUTeNbHOW HacTpokn MIT HeobxoAMMo BbINOAHUTL Caeadytolme
NencTBms:

— OTKPbITb MEHK HaCTpOeK KaCaHWemM 3HauykKa Ha JKpaHe NPUIOKEHUI
(cm. PucyHok 1);

— KOCHYTbCA pasgena «lpunoxkeHna» ana nepexona K ctpaHuue ¢ Bbibopom MIT;

— Ha CTpaHuue HacTpamBaembix MIT KOCHYTbCA 3Ha4Ka cooTseTcTBytowWwero MMl m
3a4aTb Tpebyemble HAaCTPOMKK.
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C6pocuUTb CHETYNKIN 3BOHKOB

TenedoH \’

CYETYMKM 3BOHKOB

CoobueHue bbicTporo oTeeTa

Bbl MoxeTe cospatb Ao 5 coobuieHnii ans 6bIcTporo
oTBeTa KoTopble Bbl MOXeTe OTnpaBuTh nocne
BbIK/IIOYEHWS 3ByKa NPY BXOAALLEM 3BOHKE.

M3MeHUTb BbICTPbIV OTBET f

V‘CTODHQ 3BOHKOB

CYETYMKM 3BOHKOB

CoobueHune bbicTporo oTeeTa

Bbl MOXeTe co3aaTh A0 5 coobueHuin ans GeicTporo
OTBEeTa KOTOpble Bbl MOXeTE 0OTNpaBuUTb Nocne
BbIK/IOYEHUS 3BYKa NPU BXOASLLEM 3BOHKE.

M3MeHUTb BbICTPbIN OTBET y

MCTOpMﬂ 3BOHKOB

BbICprIM BbI30OB
HaxmuTe Ha CriMcok MCTOPUM 3BOHKOB HTOGbI
NMO3BOHWUTH

3anucb pasrosopa

3anucaHHble Bbl30BbI
2 BbI30Ba

PucyHok 56

MMM «TenedpoH»:
— cbpOoCUTb CYETYMKM 3BOHKOB (P1CyHOK 55);

— BKIIOYUTL  ONUMIO  «3anmMcb  pasrosopa»
(PucyHoK 56);
— NMPOCMOTPETb MHPOPMALMIO O  3aMMUCaHHbIX

Bbl30Bax (P1cyHok 57).

[na BbINONHEHMA AEMCTBUI HaA 3anMCaHHbIMM
BbI30BAaMW CAelyeT KOCHYTbCA MOMA C KOAMYECTBOM
3aMMCaHHbIX BbI30BOB WM Ha 0OTobpasmMBLUENCS
CTPaHMLE B KOHTEKCTHOM MEHIO Bbl30Ba KOCHYTbCA
NMyHKTa C HEOBXOAMMbBIM AENCTBUEM.

[Mo3BOHUTH

OTKpbITb KAPTOYKY KOHTaKTa

Ynanutb

Mopenutbesa

PucyHOK 57

34



— ~] OTKPbITASl

PyKoBOACTBO aAMUHMCTPATOPA l NAATOOPMA

MM «CoobuweHun» (PrucyHok 58):
Coobuerms @ — MPOCMOTpeTb agpec SMS-ueHTpa;
— BKIOYNTb onumto « OT4eTbl O JOCTaBKEY.

> SIM1|ROSTELECOM

+79043490008
Apnpec SMS-ueHTpa

OTY4eTbl 0 fOCTaBKe
3anpalumBaTh OTYET 0 gocTaske SMS
coobleHus

Moka3sbiBaTb CHETHUK CUMBOJIOB

[NokasbiBaTh KONUYECTBO COOBLUEHUN, Ha
ETCA HabpaHHbIV TEKCT, 1
BO/IOB B NOCNEAHEM

MakcumanbHbli pasmep coobLieHus
CpeaHuii

Onepato

no.

3al'lpaLLlMBaTb oTyeTbl Het

PucyHok 58

1.5.4. TNonb30BaTENbCKOE XPAHUAMLLE KItoYen

[MoNb30BaTENBCKOE XPAHUAMLLE KAKOYEN NpeaHa3HaYeHOo AN XPaHEeHUA KAoYen m
CepTUPUKATOB, MPM STOM OrpaHNUYeHne A0CTYNa K XpaHUauLLy obecnedymBaeTca LWTATHbIMM
cpeacteamn OC Aspopa (pasaen 4).

MPUMEYAHUE. Monb3oBaTeNbCKOE XPaHUAWULLE KAOYEM CO343eTCA ANA KaKaoM
YYETHOWM 3anncK poanemn n HaxoaMTCA B KaTanore SHOME/ . softhsm.

Co3aaHne NoNb30BaTENbCKOTO XPAaHUAMLLA KAOYEN OCYLLECTBAAETCA B CeAyowmx
C/lydasx:

— nepsoe BKAOHeHne MY B pexnme aaMMHUCTPATOPa;

— CO34aHMe y4eTHOM 3anucm nonb3osaTens (n. 1.2.1) ¢ nomMoLlbio cepBuca user-
managerd, TMPW 3TOM CKPUNT 1initialize-user-keystore.sh XpPaHUTCA B MNanke
create.d

1.5.5. AreHT nonb3oBaTens

AreHT nosnb3oBaTena (User Agent) — 310 umaeHTMdUKaTop Opaysepa, KOTOPbIN
nepenaeTca B 3aronoBke http-zanpoca K cepBepy, OTBET CepBepa MOXET 3aBMCETb OT
NaHHOTrO MAeHTUdMKaTOPa, M MOXKET ObITb 3a4aH:

1) Mo ymonyaHuto B MHTepderice, onncaHme KOTOPOro NPMBEAEHO B [AOKYMEHTE
«PyKOBOACTBO NMO/1b30BaTENAY;

2) C nomoulbto darna ua-update. json, KOTOPbLIN:

— UMeeT nona hostname W useragent " nyTb /home/defaultuser
/.local/share/org.sailfishos/browser/.mozilla/ua-update.json;

— onpeaenseT areHT N0Nb30BaTeNA AN1A OTAE/IbHbIX CalTOB.
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NMPUMEYAHMUE. Mpu nameHeHnn dpanna ua-update.json BPY4YHYtO Heobxoammo
nepesanyctutb MI1 «bpaysep».

O6HOBNEHME MOXKET MPOUCXOAUTL CeAYIOLMMM Cnocobamm:

— C MOMOLLbIO 3HAYEHMA NO YMONYAHMIO, KOraa OTCYTCTBYET Gain ua-update. json.
leHepaumsa danna ocywecTsnaeTcs W3  /usr/share/sailfish-browser/data/ua-
update.json.in;

— € nomolulbto Beb-canTa, Koraa pamn ua-update.json OOHOBAAETCA Yepes CeTb
NHTepHeT. MonyyeHne darna ocyllectTsaseTca nocpeacTsom http-3anpoca 8 MIM «bpay3sep»
Ha onpeAeneHHbI aapec B ceTn MIHTepHeT.

NMPUMEYAHMUE. Mpun nepsom 3anycke MM «bpaysep» 3anpoc K cet VIHTepHEeT He
ocyuwecTsnseTcs, a ¢aln ua-update.json reHepUpPyeTCcsa NO YMOAYAHMUIO.
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2. BbI[NOJ/IHEHUE NMPOTPAMMbBI

2.1. Hactpoiika obHosneHuit OC Aspopa

O6bHosneHmne OC ABpopa OCyLECTBAAETCA aAMUHUCTPATOPOM MO0  NIOKaNbHO
BPYYHYO, MO0 yAaNeHHO C UCNob30BaHMeM MPUKAaAHOro NPOrPaMmMHOro obecnedyeHus
«Apopa LlenTp» (MMO).

MPUMEYAHUE. Ona nonydyeHuns wuHbopmaumm no obHosneHuto OC ABpopa cC
ncnonsbsosaHnem MO cneayeT oOpaTUTbCSA K COOTBETCTBYIOWEN AOKYMeHTauuu Ha Mo,
pa3melleHHOM Ha Beb-canTe: https://auroraos.ru/documentation/.

Ona HacTporkm obHoBneHun OC Heobxoammo
e BbINO/IHWUTL CAeaytolme AenCTBIA:

— B ME@HK CNCTEMHbLIX HAaCTPOEK KOCHYTbCA MYHKTAa

«O6bHoBneHna Aspopa OC» /@, B pe3y/ibTaTe 4ero
0TOOPaA3NTCA CTPAHMLA C HACTPOMKaMM OOHOBNEHMUS;

— KOCHYTbCA nepekntoyaTens «BKNOUNTD
3aliMLLEeHHble 0bHOBNEeHMAY (PrcyHOK 60);

BHUMAHMUE! na nonyyeHns MmMeHn nosiib3oBaTens
M Napons HeobxoAMMo 0bpaTUTLCA Ha 3/IEKTPOHHYIO
no4Ty: support@omp.ru.

— Ha OTKpPbIBLIEMCA CTPaHMLE 3anoaHWTb MOoASA
(PncyHok 59) Ans perncrTpaumnm [0CTyna K
AL YK€ H|Fwiwax b PENO3UTOPUAM;
dblBanponaxas — KOCHYTbCA KHOMKWU «Bxoa» [Aas BbINOJIHEHUS
~ lalulclmlinlTlsl6liol < BXo4a AMbo KHOMKM  «OTMEHWUTb» AN8  OTMEHbI
onepaumm.

[Maponb

domeH

RU

1123 = ‘)]

’

PucyHok 59

PaHee ycTaHoBneHHYyto Bepcunto OC ABpopa MOXKHO 0OHOBUTb 40 TEKYLLEN T0KANbHO
yepes rpapuyeckmnin HTepdenc, BbINOAHMB Caeaytolmne AenCcTBUA:

— Ha CTpaHuLe C HacTpoMKaMm OOHOBIEHMA KOCHYTbCA 3HAYKa O AN NPOBEPKM
NOCTYMNHbIX 0BHOBNEHWUI, B pe3ynbTaTe Yero otobpasmtca cooblieHne: «HeT AOCTYyMHbIX
0OHOBNEHMNY, @ TaK}Ke AaTa 1 Bpema nocaeaHen nposepkun (PrucyHok 60) nmbo goctynHoe
obHoBneHue (PucyHoK 61);
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O6HoBneHne OC O6HoeneHue OC

HeT gocTynHbix 06HOBNEHUI [ocTtynHoe o6HoBneHve
Aspopa 4.0.2.60

MpoBepuTb Hanu4mMe o6HOBNEHUI
12:4

[1HAS NpoBepka: 2 Hosbps 2023 B 12:4

TekyLuas Bepcust

PesepBHoe konvpoBaHue u
OB HC CUC ArMBaeT
ba F 3arpyauTs - 475 MB

# 3arpyxaTb 06HOBNEHWS TONbKO
yepe3 WLAN g

%A Tekyulas sepcus

7y [poBeputb Hanuuune obHoBNEHUI

BKkniounTb 3aLLMLLEHHBIE
06HOBNEHUS
Tekywmi gomeH 'sales (L PESGDBHOE KOnupoBaHue

#® 3arpyxaTb 06HOBNEHWUS TONbKO
yepe3 WLAN

PucyHok 60 PucyHok 61

— NPW HAaAUYUK AOCTYNHOro OOHOBNEHMNSA KOCHYTLCA KHOMKKM «3arpy3nTb — [Pasmep
obHOBNEHMA]» ANA ero 3arpyskun. B cnyvyae Heob6xoaMMOCTKN 3arpy3Ky 0OHOBAEHMA MOXKHO
OTMEHMUTb KacaHMem KHOMKK «OTMEeHUTb 3arpy3ky» (PUcyHoOK 62);

— KOCHYTbCS KHOMKM «[leTanu» M Ha OTKPbIBLIENCA CTPaHMLE O03HAaKOMUTCA C
noApobHoM MHPopmaumen o6 obHoBNeHUN (PUCYHOK 63);

O6HoBnexune OC i Oetann

3arpyaka 06HOBNeHus
Aspopa 4.0.2.60

3arpyx 475 Mb

1 ABPOPA
Omeﬁwaxy

Apopa 4.0.2.60

Tekyusas BepcHs ABpopa no3sosnseT OTNPaBNATL U NPUMHAMATbL
%A e p KOHTaKTbl ¥ u3obpaxeHus no MMS
RREN A pOBaTb KOHTaKThI U3 \

(1) PesepsHoe KonuposaHue

aKKayHT, KOTOopt
0eT UCronb3osa
Bonee nogpo
NHGOPA 1 gocTynHa B Mpumey

#® 3arpyxaTb 06HOBNEHUS TONbKO BbINYCKY

yepe3 WLAN

PUCyHOK 62 PucyHok 63
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— MOCNe YCMnewHoM 3arpy3kM OOHOBAEHMA KOCHYTbCA KHOMKU «YCTaHOBUTH
obHoBneHme» (PucyHok 64);

— Ha OTKPbIBLLENCA CTPAHMLLE KOCHYTbCA KHOMKK «YCTaHOBUTbLY» (PcyHOK 65), nocne
yero MY aBTOMaTU4eckn byaeT nepesarpyeHo, AMbo KHOMKN «OTMEHUTb» ANA OTMEHDbI
onepaummn.

MPUMEYAHUE. B 3aBUCMMOCTM OT KOHCTPYKTMBHbIX ocobeHHocTer MY nocne
YCTaHOBKM OOHOB/NEHMA BO3MOXKHA ABOMHAaA nepesarpyska MY.

O6HoBnexune OC F OTMEeHUTb YCTaHOBUTH

O6HOBNEHWE 3arpyXeHO yCTpoﬁCTBO 6y,D,eT
Aspopa 4.0.2.60
nepes3arpyxeHo

YcTaHoBka 06HOBNEHWIA 3aMeET
HEKOTOPOE BpeEMS, B TEYEHUE KOTOPOro
Bbl HEe CMOXeTe NoNb30BaTbCH
yCTPOMCTBOM. YCTaHOBUTL O6HOBNEHMA?

TekyLias Bepcus

PesepsHoe konuposaHue

# 3arpyxaTb 06HOBNEHUA TONLKO
yepe3s WLAN

PucyHok 64 PucyHok 65

Ha ctpanunue «ObHoBneHne OC» agMUHUCTPATOPY TaK¥e AOCTYMHbl caeayloume
nencrama (cm. PucyHok 60):

— NPOCMOTPETb MHPOPMaLIMIO O TekyLlen sepchm OC @*;

— BbINONHUTL pe3epBHOE KonupoBaHue nepen obHoBneHnem OC, KOCHYBLUMCH

3Ha4kKa @

MPUMEYAHME. MNoapobHasa MHPopmaLma 0 Co3AaHMMN pe3epBHON KONMKM NpuBeaeHa
B AOKYMeHTe «PyKoBOACTBO NO/1b30BATENAY;

— aKTMBMPOBATb NINDO AEaKTMBMPOBATbL MEpEeKIYaTeNb «3arpyaTtb 0OHOBAEHMS
TonbKo Yepes WLAN».

2.2. Cbpoc HacTpoek MY

MPUMEYAHME. Cobpoc HacTpoek MY — 3To mpouecc yaaneHua Bcex AaHHbIX, nocne
KoToporo MY Bo3BpallaeTca K 3aBOACKOMY COCTOAHWIO, T.e. K Bepcmn OC, yCcTaHOBNEHHOW
npounssogutenem MY.
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[Onsa cbpoca HacTpoek MY [0 3aBOACKOrO COCTOAHMA HEOBXOAMMO BbINMOAHUTL
cneayrouime AencTBuA:

— OTKPbITb MEHIO HACTPOEK CUCTEMbI KaCaHMNEM 3HaA4Ka Ha 3KpaHe I'IpVI/'IO)-I-(eHl/Il\/’I,'

— B noapasaene «MHGopmauma» KOCHYTbCA NyHKTa «COPOCUTL YCTPOMCTBOY >

— KOCHYTbCA KHOMKN « OYNCTUTb YCTPONCTBO» (PUCYHOK 66);

— KOCHYTbCA KHOMKM «[loaTBepaMTby ANA NOATBepKAeHMA cbpoca HacTpoek MY
b0 KHOMKM « OTMEHUTBL» A1 OTMEHbI onepauumn (PUcyHok 67);

— NpW HeobXoAMMOCTM KOCHYTbCA NepeKkatoyvaTend «ABTOMaTUYECKN Nepe3arpy3mnTb
YyCTPOMCTBO Nocne cbpoca» ANA nocneayrolen nepesarpyskm MY;

— Npu HeobxoaMMOCTU KOCHYTbCA NepekatovaTens «CrepeTb BCe AaHHble» ANA
yAA/IeHMA AaHHbIX.

MPUMEYAHUE. TMocne nepesarpyskn MY npousonaetr cbpoc HACTPoeKk Ao
3aBO/CKOro COCTOAHMA C MOCAeAyOWMM 3aNyCKOM MacTepa NepBOHAYa/IbHOM HACTPOMKM,
noapobHoe onucaHne paboTbl C KOTOPbIM MNPUBEAEHO B [A0KYMeHTe «PyKOBOACTBO
NoNb30BaTENAY.

Cbpocutb

E OTMeHUTb MonTeepanTh #

Bbl TOYHO XOTUTE OYMUCTUTD
YCTPOMCTBO?

C6poc Np1BeaéT K yaaneHuio Bcex AaHHbIX C
YCTPOWCTBA U ero BO3BPALLEHMIO K
3aBOACKOMY COCTOSIHUIO. DTO O3HaYaeT
noTeplo BCex AaHHbIX, A06aBNEeHHbIX Ha
YCTPOWCTBO, BK/IOYasn OOHOBNEHWS,
NPUNOXEHWUS, Y4ETHbIE 3anUCK, KOHTaKTbl,
n306paxeHns 1 UHYI0 MHGOPMaLMIO.

Mocne noaTBepxaeHNs BCe AaHHbIE C Ballero
ycTpoicTea byayT yaaneHsl, u nporpammHoe
obecneyeHne byaeT BO3BPALLEHO K 3aBOACKOMY
COCTOSIHMIO. DTO 03HAYaET, YTO BCE AaHHbIe,
KoTopble Bbl f06aBUAN Ha YCTPOWCTBO, ByayT
noTepsiHbl (Hanp., 06HOBNEHMUS, NPUNOXEHMS,
YYETHbIE 3an1cK, KOHTaKTbl, poTorpadum u apyrue
daitnbl). Cosnaiite pesepBHyIo Konuio daitnos
PEeKOMEHAyeTCs Ha KapTy NamMAaTy.

CospaliTe pe3epBHYIO KONuio
NoNb30BaTENbCKMUX AaHHbIX Nepes copocomM
YyCTPOWCTBA.

O4YUCTUTb YCTPOWCTBO
Mpw yaaneHuu, yCTPOMCTBO BbIKNIOYATCA
aBTOMaTU4YeCKu, 1 crieayloulas 3arpyska MoxeTt
3aHATb 6onblue BpeMeHU, YeM 0ObIYHO.

Mepeq 0MUCTKOM YCTPOMCTBa HEOEXOANMO BBECTH
Kof 6e30nacHOCTM.

ABTOMaTUYECKM Nepe3arpysunTb
yCTPOMCTBO nocne cépoca.

CTtepeTb BCe faHHbIe.

AeT

PncyHOK 66 PucyHoOK 67

2.3. YcTaHoBKa cTopoHHero N0

AAMMHUCTPATOP MMeeT BO3MOXKHOCTb YCTaHaB/IMBAaTb HA MY CTOPOHHME NPOorpammel,
He ABnAroLmeca BCTpoeHHbIMM B OC ABpopa.

CTOpOHHMeE pa3paboTymMKM MOTyT MCNO1b30BATb OPULIMANBHbINA HABOP NHCTPYMEHTOB
pa3paboTkm MO ana OC ABpopa, noapobHas MHGOPMALMA O KOTOPOM NpuBeaeHa Ha Beb-
cavTe: https://community.omprussia.ru.
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Mpy yCcTaHOBKe CTOPOHHUX MI1 agmuMHUCTpaTopy Heobxoaumo ybeauTca B
BbIMNOJIHEHWUN CNEAYHOLLMX YCAOBUIA:

— MaKeT NpPorpamm yCTaHaB/IMBAETCA WTaTHbIM 06pa3om;
— HeobxoauMble UCNONHAEMblE Galiabl MPOrPaMMbl 3aMyCKatoTCs;
— WTaTHOe noBeAEeHME W BbIMNOJHEHME NPOrPaMMbl COXPaHAETCA W nocne
nepe3sarpy3kn OC Aspopa.
YCTaHOBKa M ynpaBaeHume CTOPOHHMM 1O MOXKeT OCyLLLeCTBAATLCA aAMUHMUCTPATOPOM
cneayoLWmMmmn cnocobamu:
— JIOKa/bHO:
e yepes rpaduyeckunit nHtTepdenc MMM «dPannbi» (n. 2.3.1);
e B Ml «Terminal» (n. 2.3.2);
— YA3aNEeHHO:
® NpUHyAMUTeNbHAA yCTaHOBKA MI1 C MOMOLLBIO NOAUTUKM;
e ycTaHoBKa MI1 c nomoulbto MM10.
MPUMEYAHMUE. MoapobHasa mHdopmaumsa no mcnonblosaHuto MMO npueeaeHa B
COOTBETCTBYHOLLEN NOKYMEHTaUMK, PACNONOXKEHHOM Ha Beb-canTe:
https://auroraos.ru/documentation/.

2.3.1. YctaHoBka N0 ¢ nomoulbto rpadpuyeckoro nHtepderca MIM «damnbi»

[Ona ycTtaHoOBKM cTopoHHero [10 nokanbHO 4epe3 rpaduyeckuin MHTepdenc ¢
nomoubto MMM «@Parnbi» He0bXoAMMO BbINOAHUTL CAeAytolLmMe AeNCTBUA:

— OTKPbITb MI «®ainbi», KOCHYBLUNCL 3HAYKA 1_'] Ha DKpaHe NPUNOKEHUN;

— KOCHYTbCA yCTaHOBO4YHOro ¢parna MIT;

— B IMANIOTOBOM OKHE KOCHYTbCS KHOMKM «YCTaHOBUTbY» (PUCYHOK 68).

Mocne ycnelwHon ycTaHOBKM Ha aKkpaHe MY oTobpasntca ysegomneHue (PucyHok 69),
a 3Ha4yoK ycTaHoBneHHoro MI byaeT oTobpaxkaTbCA Ha IKpPaHE NPUNOKEHUIA.
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YcraHoBKa ycnewHa
ru.auroraos.Messenger

ru.auroraos.Messenger

B ! e

Dainnsl

MecceHgxep

Bepcusa 0.4.0

&

YcTaHoBUTb

A0K_OKpaH...

CHuMok_3kpaH...03

aHrNMNCKoe Npunoxe

DYCCKOE NMpuioxeHu

10K_3JKpaH...03

PucyHok 68 PucyHok 69

2.3.2. YcTtaHoBKa [10 ¢ nomotubto MIT «Terminal»

[Ona ycTtaHoOBKM cTopoHHero [10 nokanbHO 4epe3 rpaduyeckuin MHTepdenc ¢
nomoulbto MMM «Terminal» HeobxoAnMMO NoAYy4YNTb NpPaBa cynepnoasb3osatens (n. 2.4.2).

Ynpasnenue MI1 ocywectsnsetcs 8 MMM «Terminal» ¢ nomoubto meHeaxxepa RPM-
MaKeToB NOCPEeACTBOM BbIMOJHEHNA C/IeAYIOLLNX KOMAHA,:

— [O/1A YCTaHOBKM CKayaHHoro RPM-nakerTa:

#rpm —-ihv mMa naxeTa

— ana ypganenna RPM-nakerTa:

#rpm —e mMmsa makeTa

— 018 NPOCMOTPa NepeyHs ycTaHoBAeHHbIX RPM-nakeToB:

#rpm —qga

— ansa noapobHoOro O3HaKOMIeHUs C BO3MOHOCTAMM MeHexepa
RPM-nakeToB:

#rpm —-help

MPUMEYAHUE. [Ona nonydeHna unHOOPMALMM O BO3HMKAKOLWIMX OWMOKax w
HewWwTaTHbIX CUTyaumAax B npouecce ynpasneHna MI HeobxoAMMO MCNONb30BaTb
M «ypHan» 1 03HAKOMUTBCA C NpPeacTaBNeHHOM B Hem MHPopmaumen. MNoapobHoe
onucaHue pabotbl MMM npuBeaeHO B AOKYMeEHTEe «PyKOBOACTBO MNO/b30BATENAY.
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2.4. ToHKaA HacTpoMKa

BHUMAHMWUE! AamunHuctpaTopy Heobxoammo mcnonb3oBatb MI «Terminal» Tonbko
NNA OCYLECTBNEHUSA AENCTBMA NO TOHKOM HacTpolke MY B COOTBETCTBMM C HACTOALLMM
NoKymeHTOM. Mcnonb3oBaHne MM «Terminal» ana apyrux uenen 3AMPELLIAETCA.

TOHKaA HaCTpoMKa npeaHa3HavyeHa A0A BbINOJIHEHUA CEPBUCHBLIX Onepauuin,
HeAdOCTyNMHbIX M3 rpadumyeckoro wuHTepdenca (Hanpumep, HACTPOMKa npaB AO0CTyna,
ncnpasaeHme KOHPUrypaumoHHbIx Gannos 1 T.4.)

MM «Terminal» aBnAeTcA MHCTPYMEHTOM MPEAOCTaBAEHMA AOCTyNa K KOMaHAHOM
CTPOKeE, rae UMetoTCcA caeaytolime BO3MOXHOCTMU:

AOMWHUCTPUPOBaHWE

BkntounTb TepMuHan

YCcTaHOBUTb NMaposib Cynepnosib3oBaTens

CreHepupoBaTb

PucyHok 70

— BbIBOA,  MNOTOKA  AaHHbIX, @  TaKxkKe
AMATHOCTUYECKMX WM OTNAA04YHbIX COODLEHNA B
TEKCTOBOM BUAE;

— BbIMNO/IHEHME CEPBUCHbLIX AEUCTBMN 1 Donee
TOHKYIO HacTponky MY (B T.4. C MCNONb30BaHMEM
npas cynepnosb3oBaTens).

MPUMEYAHMUE. Mo ymonuyanuto MM «Terminal»
He oTobparkaeTcs Ha dKpaHe NPUNOKEHNA.

Ona poctyna Kk MI «Terminal» Heobxoanmmo
BbINO/IHWUTL CAeaytolme AeNCTBUA:

— KOCHYTbCA MYHKTa «AAMWUHUCTPUPOBAHMEN

@B MEHIO CUCTEMHbIX HAaCTPOEK;

— Ha  OTKPbIBLWIENCA CTPaHWLE  KOCHYTbCA
nepekntoyaTens «BKNOUYNTB TEPMUHANY
(PucyHok 70) ana oTtobparkeHua MI Ha IKpaHe
NPUNOKEHWUI;
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AOMUHUCTPUPOBaHWE

BkntounTb TepMuHan

©

CreHepupoBaTh CoxpaHuTb

PucyHok 71

— KOCHYTbCA MO/IA BBOAA M BBECTU KeAaeMblid
naponb AnMbo KHomkm  «CreHepupoBaTb» AR
nosly4eHUsa Naposs, CreHepUpPOBaAHHOTO CyYaliHbIM

obpa3om, KOTOpbIM B  AanbHenwem  byaer
MCMONb30BaTbCA ana nosay4yeHmn npas
cynepnosb3oBaTend.

MPUMEYAHUE. Heobxoammo 3aNOMHUTb
3aaHHbIN Napo/ib;

— KOCHYTbCA KHOMKM «CoxXpaHUTb»
(PucyHok 71), B pe3synbTate 4ero MI1 «Terminal»
oTobpasnTca Ha JKpaHe NPUNOKEHWNI

(cm. PucyHok 1).
MPUMEYAHUE. MM «Terminal» gocTynHO nop,
YYeTHOW 3aMMCbio aAMUHMCTPATOPA.

2.4.1. HactpoWka nHtepdernca Ml «Terminal»

[na pabotbl ¢ MM «Terminal» ero HEO6X0AMMO 3aNyCTUTb, NPOBEASA MO IKPAHY CHU3Y

BBEPX U Ha DKPaHe NPUNOKEHUI KOCHYBLLMCh 3HaYKa Ead.

ObHapyxeHHele URL-
CCHINKK

Pa3smep wpwdra

Monoxeunue okHa

AsToma
Tvueck L I
Wi

[LuarHocTHyeckni
pexum

MPOKPY. Buibpar
TKa =

MecTs
Texcra

MoseneHue
KnaBwaTypsl

besnswk OTKNoYe
Hoe HO

Ha Mepemect
3agHUA UTh
nnad

HoBOE OKHO
Packnagka

KnaBMaTypbl

3apepxka
KnaewaTypsl

4000 ms

PUCYHOK 72

B uHTepdence MI1 «Terminal» Heobxoammo

KOCHYTbCA 3HauyKa . AnA oTobparKeHMA MeHto C
HaCTpoMKamn WHTepdelca, B KOTOPOM AOCTYMHb
cneaytouime BO3MOXKHOCTU (PUCYHOK 72):

— KOMWPOBaHWe WM  BCTaBKa
TEeKCTa;

— nouck URL-ccbinok;
CO34aHMe HOBOTrO OKHa;
— BblOOP A3blKa MHTEpPdeiCa;
npocmoTp MHbopmaumm o MIM «Terminal»;

— YBE/IMYEHME W yMeHblleHWe  pasmepa
WwpndTa;

— BbIOOP OpPMEHTALMWN OKHa;

— BblOOp AENCTBMA NPU KAaCaHUM 3KPaHa;

— BbIOOp cnocoba oTobparkeHMa KNaBMaTypsbl;

— YCTaHOBKa BpeMeHMW 3a4ePXKKM KNaBMaTypbl.

dparmeHTOB
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NMPUMEYAHUE. BbinonHeHWe [AaHHbIX AENCTBUM OCYLLECTBAAETCA MNOCPeACTBOM
KaCaHMA COOTBETCTBYHOLLMX KHOMOK.

2.4.2. llonyyeHme npaB cynepnonb3oBaTena

[defaultuser@INOIP4983 ~1$ devel-su I_l pa Ba CyrlepI_IOfl b30BaATenNnAa ﬂpe.ﬂ‘OCTa BOAKOT

Password:

aAMUHUCTPATOPY  BO3MOXHOCTb  pabotatb B
NPUBMUNETMPOBAHHOM PEXMME M BbIMOAHATL Ntobble
onepaumm 8 OC Aspopa.

Ona nonyyeHna npas  Ccynepnosib3oBaTesa
HeobxoaMmo oTKpbITe MM «Terminal» 1 BbINOAHUTL
cneaytowme aencrema (PucyHok 73):

— MNPOBECTW MO 3KPaHy CHWU3Y BBEPX W HAa
JKpaHe NPUIOKEHNIN KOCHYTHCA 3HAYKa ;

— B MI1 BbINONHUTL KOMaHAY: devel-su;

— yKasaTb 33aJaHHbl  paHee Naposab, B
pesynbTaTe Yero byaeT BbINONHEH NEPEXOL B PEXKUM
Cynepnosib3oBaTena.

PucyHok 73
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3. CPEACTBA PA3PABOTHUKA

BHUMAHWE! 3anpeuwaetrca akTmBauma pexuma paspaboTumka Ha MY,
byHKUMOHMpPYoWem nopa, ynpasneHnem OC ABpopa B CepTMOUUMPOBAHHOW BepCUM U
npeaHa3Ha4YeHHOM AnAa  MUcnonb3oBaHMA B WC, aTTecTtoBaHHbIX NO  TpeboBaHMAM
obecneyeHma 6e30MacHOCTM B COOTBETCTBMM C  3aKOHOAATE/NIbCTBOM  Poccuiickomn
denepaumm.

Pexxmm pa3paboTumka NpeaocTaBAAeT agMMHUCTPATOPY AOCTYN K pacliMpeHHOMY
bYHKLUMOHANY HACTPOEK.

BHUMAHMUE! Pexxmm pa3paboTymka HEBO3MOXKHO OTKAOUYNTL MOcae akTmeaumn. Ana
AeaKTMBaUMM pexkmma pa3paboTymKka Heobxoanmmo cbpocuTb MY A0 3aBOACKMX HACTPOEK
(nogpasaen 2.2).

3.1. AKTMBaLMA pexnma pa3paboTtumka

MPUMEYAHME. Mepen akTMBaumen pexmnma paspaboTtinka Heobxoanmo ybeamTbca
B HaM4mMm Ha MY ooCTyna K ceTn VIHTepHer.

[na aKkTMBauMM pexmnma pas3paboTumka HeobxoAMMO BbIMOAHUTL Caeayrowme
NENCTBUA:

— KOCHYTbCs NyHKTa «Cpeactsa pa3paboTymKkar a B MEHI CMCTEMHbIX HACTPOEK,
B pe3y/abTaTe Yero OTKPOEeTCA CTPaHMLUa «VIHCTPYMEHTbI pa3paboTymnKa;

— KOCHYTbCS nepekatoyaTens «Pexkum paspabotunka» (PrucyHok 74) n noatTsepamTb
NencTeMe BBOAOM TeKyLLEro Koaa 6e3onacHocCTy;

— Ha OTKPbIBLWENCA CTPaHWLE O3HaKOMUTCA C «YCNoBMAMM pa3paboTymKa» U
KOCHYTbCA KHOMKM «[1oATBEPANTL» ANA NOATBEPHKAEHMA aKTUBALUMM PEXKMMA pa3paboTymMKa
NMB0O KHOMKN « OTMEHUTbY» ANA OTMeHbl onepauumn (PrucyHok 75).
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NHCTpYyMeHTbI pa3paboTyvka

Pexum paspabotymka

PucyHok 74

E OTMeHUTb MonTBepanTb 4

YcnoBusa paspaboTyuka

O6paTnTe BHUMaHWE, B pexume
pa3paboTymka AOCTYNHbI KOMMNOHEHTbI, NPU
HEenpaewWIbHOM UCMNONb30BaHMUM KOTOPbIX
MOXET 6blTb OKOHYATENbHO MOBPEXAEHO
Balle ycTpoMCTBO U/UNn ero cogepxumoe.

BkntoueHue pexunma paspaboTymka MOXeT
NPUBECTU K aHHY/IMPOBaHWio Bawen
rapaHTum.

MpuHATHUE 3TUX YCNOBUIA NPeaocTaBnseT

BO3MOXHOCTb UCTMO/Nb30BaHWS pexXuma
paspaboTyuka.

PucyHoK 75

3.2. UHCTpyMeHTbI pa3paboTtymKa

MPUMEYAHME. SSH-naponb ncnonb3yeTtca AnA NOAYYEHMA NPaB Cynepnosib3oBaTens.

CpenctBa paspaboTymka

CeTeBble NnoaknoyeHus

# YpanéHHoe coenHeHue
Pa SSH ¢ umeHem
er"

Maponb

CreHepupoBaTb O4ncTUTL

o0 192.168.2.15

°
|
o IP-agpec USB

NHCTPYMEHTbI

OTo6paxeHne YacToTbl KaapoB
OTKNIOYEHO

CoxpaHaTb OTNago4vHble CUMBObI B
[OMalUHUI KaTanor

# BknioYUTb Banuaaumio NakeToB
YctaHoeka MO

PaspelmnTb TUXyto ycTaHo

BkniounTb TUXYIO YCTAaHOBKY Nnake’

P1cyHOK 76

Ons paboTbl C MHCTPyMeHTaMKM pa3paboTymKa
HeobXoAMMO BbIMONHUTL Caeaytolme AeNCTBUA:

— aKTMBMPOBATL peXMM pa3paboTymka
(nogpasgen 3.1);

— paspewunTb BXOA, no SSH-naponto,
KOCHYBLUWCb nepekatoyatena «YpaneHHoe
coeanHeHne» (PucyHok 76) n noatTesepaunBs AencTeme
BBO/ZIOM TEKYyLLLero koaa 6esonacHocCTy;

— 33gaTb  Ambo  creHepupoBaTb  Mapob,
KOCHyBWMWCb nona «CreHepupoBaTb», MNOC/AE Yero
KOCHYTbCA KHOMKWM «COXpaHUTb» U NOATBEPAMUTH
NencTsmMe BBOAOM TeKyllero Koaa 6He3onacHOCTM
(PucyHoK 76).

NMPUMEYAHUE. MMone «YCTaHOBWUTbL Napoab ANA
SSH 1 poctyna» oTobparkaeTca nocine akTMBaumn
nepekatovaTensa «YganeHHoe coeanHeHne»;
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— HacTpouTb OTOOpaXKeHWe 4acToTbl KaaposB
3anyueHHbIx MM, KocHyBLWKCb Nona «M3o0bpaxkeHune
O knieaic 4aCTOTbl Ka4pPOB» B noApasaene «VIHCTPYMEHTbI», U
Ha OTOOpa3MBLIENCA CTPaHMLE KOCHYTbCA MYHKTa
«MpocToe» nnn «MoapobHoe» NMHBO KOCHYTbCA NONA
Tonponis «OTKNOYEHO»  ON1A  OTK/IKOYEHMA  AMATHOCTUKMK
MMpPOCTOM - TONbKO KOMMO3UTOP (PMCVHOK 77),

— paspewntb AnMbo 3anpeTuTb COXpaHeHMe
OT/Ia404YHbIX CMMBOJIOB B [AOMalLUHEM KaTtasore,
KOCHYBLUWCb nepekto4atena «CoxpaHATb
MOAPOBHBIY - TOMbKO MPUAIOXEHMS OTNaf04YHble CMMBOAbI B AOMALWHWM KaTanor» B
noapasaene « MHCTPyMeHTbI» (CM. PUcyHoOK 76);

— BK/AOUYMTb AMBO  OTKAKUMTb  BanMAaUMIO
MaKeToB, KOCHYBWMWCb MepekatoyaTend «BrAuuTb
BaNMAAUNIO NakeToB» B nogpassgene
«MHCTpyMeHTbI» (cM. PUcyHOK 76);

N3o06paxeHne 4acTOTbl KaapoB

[MpocToe

Moapo6HbIY - TONBKO KOMMO3UTOPR

[MpOCTOM - TONBbKO NPUNOXEHUS

PucyHok 77

— paspewnTb AMBO 3anpeTuTb TUXYHD YCTaHOBKY MNakeTtoB m3 SDK, KOCHYBLIMUCH
nepekntovaTena «PaspelwnTb TUXYHD YCTaHOBKY» B noapasaene «YcraHoBka [10»
(cm. PucyHok 76) 1 noatTeepamnTb AeNCTBME BBOAOM TEKYLLETO KOAa H€30NacHOCTMU.
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4. MEXAHN3MbI BESOMNACHOCTH

PeanunsoBaHHble B OC ABpopa dyHKLMKM 6E30NacHOCTN MOXKHO HAaCTPOWUTb C MOMOLLLbIO
COOTBETCTBYHOLWMX MHTEPDENCOB, ONMCaHME KOTOPbIX MPUBEAEHO B HACTOALLEM pa3aene.

4.1. Peructpauma cobbitnit 6€3onacHocTH (ayauT)

4.1.1. CnctemHoe }ypHanmpoBaHue
4.1.1.1. Obwan nHPpopmaLms

CUCTEMHOE XKYpPHaNMpPOBaHME — CEPBUC ANA PETMCTPaLMM U XPaHEHMA MHOOPMALLMK
O BaXXHbIX MPOrPaMMHbIX M annapaTHbIX CODLITMAX, a TaKKe WX AaNbHEeMLWero aHanMsa B
CNyyYae HEKOPPEKTHOM PaboTbl CUCTEMBI.

OC ABpopa OCyLLECTBNAET PETUCTPALMIO N XPaHEHME cneaytolen MHGopMaLnn:

— COODOWEHMN N3 CUCTEMHOTO }KypHana (journald) n agpa (kernel log);

— COODLUEHMN, BbIBOAMMbBIX NMPOLECCAMWN CAY»KO Ha CTaHAAPTHblE NMOTOKM BbIBOAA
(stdout);

— OWMOOK (stderr).

MonyyeHHaa MHOOPMALMA MHAEKCUMPYETCA M XPaHUTCA B CMCTEMHOM KypHane,
KOTOPbIN HAaX0AMTCSA BO BPEMEHHOM KaTanore 1 nocae nepesarpyskn He coxpaHseTca.

4.1.1.2. CoxpaHeHue cobbITUIM CUCTEMbI B MOCTOSHHYO NamaTe MY

[ns coxpaHeHMa COObITUM CUCTEMbI B MOCTOSAHHYKD BHYTPEHHIOH namate MY
HeobxoAMMO BbIMONHUTL CAeaytowme AeNCTBUS:
— OTKpbITb MTIT «Terminal» 1 BbINONHUTbL KOMaHAY:

vi /etc/systemd/journald.conf;

— YCTAaHOBWUTb MapameTpbl B c/ieaytolme 3HaYeHNs:

Storage=persistent;
SystemMaxUse=500M;
RuntimeMaxUse=1M;

— nepesarpy3nTtb MY a1a COXpaHEeHUs U3MEHEHNA.

[na  BbIrpy3kM  daiina  KypHana  HeobxoAMMO  BbINOAHUTb  KOMaHAy:
journalctl -a > j.log, NPU 3TOM NoTpebdyeTca co3aaTtb Gpalin nora, KOTopbi OyaeT MUMEeTb
Ha3BaHMWe: j.log, KOTOpPOe Mpu HEOBXOAMMOCTU MOMKHO WM3MEHWUTb, U COAEP)KaTb BCe
cobbITMa (-a = all).
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4.1.2. Cepswuc sdjd
4.1.2.1. Obwan nHPpopmaums

[ns HaaeXHoro xpaHeHws Habopa coobLIEHN, OTHOCALLMXCA K CUCTEME 3allUMTbI
MHGOPMaLMN, UCNONb3YETCA CEPBUC NO COOpY 1 perncTpaumm cobbiTuin 6esonacHocTn sdid.
CepBuC coxpaHAeT OTAeNbHble coobuleHna B Gann /var/log/sdjd-v2.1log, KOTOPbIA NpU
3aN0/IHEHMN A0 MaKcumanbHoro pasmepa (50 MB) nepesanucbiBaeT npeablayline
COODOLWEeHMA HOBbIMU.

Onsa onpeaeneHua cobblTnuin  pernctpaumm  cepsmcom sdjd  mncnonb3yeTtca
KOHOUIYpPaUMOHHbIN Gann /etc/omp/sdjd.conf, B KOTOPOM C MOMOLLbIO PeaaKTMPOBaHMA
MOXHO 334aTb HeaKTyabHbIM CObbITMAM cTaTyC false.

B OC ABpopa C 1MCno/ib30BaHWEM CepBMCca sdjd PETUCTPUPYHOTCS U AONTOBPEMEHHO
XpaHATCA cneaytolme Tunbl CobbITUIN 6e30NacHOCTH:

— pe3ynbTaT NOMbITKM BXO4a B CUCTEMY;

— ONIOKMPOBAHME MHTEPAKTUBHOIO CEaHCa Kak Mo 3anpocy noab30BaTena, Tak M no
MCTEeYEHUN YCTAHOBNAEHHOMO NEpMoaa HEaKTMBHOCTM NONb30BaTENS;

— ONOKMpOBaHME AOCTyNa MNOCAe YCTAaHOBAEHHOrO KOAMYECTBa HeycCnellHbIX
MNOMbITOK BBOAA ayTEHTUPUKALMOHHOM MHPopmaumn (n. 1.4.1);

— MCTeYyeHMe CpoKa AencTema Koaa 6esonacHoCTy;

— CMeHa Koga 6e3onacHoCTH;

— 3anyckK npoueaypbl U pe3ynbTaT NPOBEPKU KOHTPOAA LenocTHocTh (KLL);

— MONyYeHNEe OTPULLATENBHOIO pe3yabTaTa NPOBEPKY;

— aBTOMaTU4yeckan 6aokMpoBka MY;

— pe3ynbTaT NoMbITKM YCTAHOBKMK, yAaneHuns nnm obHosneHmns RPM-nakeTos;

— MNOAKNOYEHME N OTKIOYEHME BHELIHMX HOCUTEeNel MHGopMaLmu;

— nepenosHeHme XypHana cobbiTnin 6e3onacHoCTY;

— BK/IHOYEHME, Nepe3arpyska v BblikatovYeHne MY;

— pobasneHme NpaBua CeTeBOro puUNbTPa;

— 3aMyck, 3aBeplueHme N M3MeHeHne KoOHGUrypaumm cay>bol ayamTa;

— M3MEHEHME CUCTEMHOIO BPEMEHMW;

— HelwTaTHOe 3aBepLUEHNE CUCTEMbI;

— MOMNbITKM AOCTyNa K ¢alnam, HaxoAALMMCA B NPOLLECCE PermcTpaumm;

— cboi B mexaHn3me n3onaumm NnpoLLeccos;

— owKnbKn Banmaaumm RPM-nakeTos;

— CO3[4aHue, NepeKktYeHmre 1 yaaneHme y4eTHOM 3anmcun Noib3oBaTend;

— MHMLUMANM3aUMA U pe3ynbTaT npoxoxaeHnsa 20A;

— coDObITMA aHTUBMPYCA;

— cobbITna [loBepeHHOM cpeabl UCNOAHEHMA ABpopa (Npy Hannumm);

— 3anycKk MI «XXypHan»;

— obHapy¥eHne HapyLeHMa LeNoCTHOCTM CTOPOHHUX panios;
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M3MEHeHMe NapPO/IbHOW U NONb30BATENBCKOW NONUTUK;
BK/IOYEHME pexmnma pa3paboTunKa;

BK/IHOYEHME U BbIKNOYEHME YAANEeHHOro A0CTYNa;
pa3spelleHne un 3anpeT goctyna K MIM «Terminal».

MPUMEYAHME. MonHbIM cMMCcOK cobbITMiM 6E30MACHOCTM, PETUCTPUPYEMBIX CEPBMCOM

sdjd

B OC Aspopa, AOCTyneH Ha Beb-canTe:

https://community.omprussia.ru/documentation/4.0/software_development/reference/sdj
d/events.html.
Kaskgoe cobbiTe CoOAepKUT CeayoLyo MHGOPMaLMIO:

SELinux);

YHUKaNbHbIN MAEHTUPUKATOP CODbITUA;

TUN cobbITUSA;

BPEMA pernctpaumm cobbitus;

YPOBEHb Ba*KHOCTK COODLLEHMA;

OMUMOHA/bHbIM TEKCT cOObLEeHNs (MK nycTaa CTPoKa);

PID npouecca-oTnpasuTens;

PID poauTenbCcKOro npouecca Aaa npouecca-oTnpaBuTens;
UID npouecca-oTnpasuTens;

Effective UID npougecca-oTnpasutens;

Saved UID npouecca-oTnpasuTens;

File system UID npouecca-oTnpaBuTens;

Real GID npouecca-otTnpaBuTens;

Effective GID npougecca-oTnpasutens,

Saved GID npouecca-oTnpaBuTens;

File system GID npouecca-oTnpaBuTens;

Supplementary groups npouecca-oTnpaBuTens;

3pPEeKTUBHbIE NPUBUAETNM NPOLLECCA-OTNPABUTENS;

NONHbLIN NYTb K MCNONHAEeMOMY dalny npoLecca-oTnpaBuTens;
KOHTeKCT 6e30MmacHOCTM npouecca-oTnpaBuTena (Tekywas poab WMAM MeTKa

TEKCTOBOE NnpeAcTaBAeHNe naeHTUPMKaTopa cobbiTna ana yaobcTea OTAaaKM.

AAMUHUCTPATOP MOET Onpeaenntb CnmMcok obbektoB PC, MONbITKM A0CTyna K
KOTOpbIM OyayT pernctpupoBaTthcA B daiine /usr/share/security-audit/security-
audit-rules.conf, A0DaBMB NpPaBWAO ayauTa Ans Habatogaemoro obbekTa OTAENbHOM
CTPOKOM B paliN /usr/share/security-audit/security-audit-rules.conf. [TONbITKMK
noctyna Kk obbektam ®OC, HaxodsWMMcA B KaTanore /home WM ero nojkartasorax, He
PErnCTPUPYOTCA.

Bce peructpupyemble cobbiTa 6e30nacHOCTM 0TOOParKatoTCA C YKa3aHMEM BPEMEHM
M UBETOBOM MHAMKALMEN B KypHane cobbITUIM, MPOCMOTP KOTOPOro OCYyLLEeCTBAAETCA C
nomotbto MMM «XKypHany.
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MPUMEYAHUE. Monb3oBaTtenb MMeeT BO3MOXHOCTb COXPaHWTb KypHaa cobbiTui
6e30MNacHOCTM CUCTEMbI B MOCTOAHHY BHYTPEHHIO NamaTb MY B WwWndpoBaHHOM BUAE.

4.1.2.2. NMpocmoTp cooblleHnin ayamTta

[Ona npocmoTpa coobLleHWn ayanTa 1 AocTyna K

HMUM HeO6XO,£I,l/IIV\O MCNO/1b30BaTb cneayrowmne
2 MHCTPYMEHTbI:

i HaliAEHO, 2 — NPOorpammbl journalctl U dmesg, MMeEKOLWMNE

[MpocMoTp XypHana

CerogHs o u
NHTePPEeNC KOMaHAHON CTPOKM;
O€ 3aBeplueHue NporpamMmol
1, Namesiipstick — YTUANTY sdjd-dump, NO3BONAOLLYIO
e NPOCMOTPETb cobbITmA H6e3onacHOCTK B
2. HewrTaTHOoe 3aBeplueHue Ml—l «Terminal»;

nporpammbl
Pid 7, Signal=11, Name=lipstick-

window - — MM «XypHan» (/usr/bin/log-viewer), B
T rpadmueckom MHTepdeiice KOTOPOro oTobpaKatoTca
3aMncK 0 COObITUAX, COXPAaHAEMbIX CEPBMCOM sdijd.
MPUMEYAHME. B MMM «XypHan» oTobpaskatoTca
o cobbiTnAa ayamTa (PucyHok 78). NMoapobHoe onncaHme
o kel paboTbl M1 npuBeaeHO B AOKYMeHTe «PykoBoacTBO
e cean Nno/sib30BaTena».

3. HewrTaTHoe 3aBeplueHue
nporpamMmbl
Pid=7549, Signal=11, Name=lipstick

11/04/2022 12:01:1

6. 3anyck cnyx6bl ayauTta

PucyHok 78

4.1.3. CepBuc reports

CepBuc reports reHepupyeT eanHbIi CUCTEMHbIM OTYET B BUAE apxMBa C paltnamu
KOHdUrypauum n noramm paboT pasnnyHbix KomnoHeHToB OC ABpopa, KOTOPbI MOXKET BbITb
3aWwmndpoBaH.

4.1.3.1. OnncaHme cCMCTEMHOTIO OTYyeTa

CUCTEMHbIN OTYET MMEET CaeayolWnin opmaT: tar .bz.

MMAa  cucTeMHOro oT4yeTa WMeeT CAedylolulyld MacKy: reports-YYYYMMDD-
HHMMSS.tar.bz.

MoapobHoe onucaHme npoueaypbl GOPMUPOBAHMA OTYETA NPUBEAEHO B IOKYMEHTE
«PyKOBOACTBO MO/b30BaTENAY.

OnuncaHue TeKkywlero Habopa moaynen npuseneHo B Tabanue (Tabaumua 1).

Tabnnua 1

Mogaynb OnucaHue
agnss NHdpopmauma o A-GNSS
available-packages|Cnucok JOCTYMHbIX U YCTAHOBAEHHbIX MAKEeTOB
battery MHdopmauma 06 akkymynaTope
bluetooth MHpopmauma o Bluetooth®
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Moaynb OnwucaHue
cellular NHdopmaums SIM-kapTax
certificates NHbopMmaLma 06 yCTaHOBNEHHbIX B CUCTEMY CEPTUDMKATOB (ima,
kernel, rpm DB)
disks MHdopMaums o AMCKax 1 3aHATOM/CBOOOAHOM NPOCTPAHCTBE
dmesg CuctemHble coobueHna aapa
emm NHdopmauma 0 Nnanke /etc/emm
info O6wasn nHpopmaums o MY:
— KOHTPO/IbHasA CYMMa 3arpy304HOro pasaena;
— nHpopmauma o6 AIDE;
— CMUCOK AONONHUTENBHbBIX QYHKLINI;
— nHdopmaums o penmse OC;
— nHpopmauma o HW pennsze OC;
— Bepcua aapa
integrityd KoHdurypaumoHHble painbl cepsBuca integrityd
internet NHdopmauma 06 aKTUBHOM MHTEPHET-COeANHEHUN
logcat CuctemHble cooblleHms
memory NHbopmauma o NnamaTu

mount-points

TeKyu_Lme TOYKN MOHTUPOBaHWA

policy

NHbopmauma o nanke /etc/policy

process-list

TeKyLMi CNMCOK NPOoLLEeccos

push-daemon

NHbopmauma o0 nankax /etc/xdg/push-daemon U
/var/lib/push-daemon

rpms Cn1CoK yCTaHOB/IEHHbIX NAKeTOB
screen NHbopmauma 06 akpaHe MY
sdjd CobbITna 6esonacHoCTH

SSu

NHdopMauma o penosntTopusx

system-journal-

json

CucTeMHbIN KypHan B dopmaTe JSON

system-journal-log

CUCTEMHbIN KYpPHaN B TEKCTOBOM BMAE

system KpaTkaa MHPopmaLms O CUCTEME:

— PEXMM IKOHOMMW aKKYMYNATOPA;

— NOAKNtOYEHME K ceTh VIHTepHeT;

— CTaTyC NOAKNOYEHNS;

— akTmBHOCTbL ceTnt WLAN
systemboot NHPOopMaLMA O CUCTEMHOM 3arpyske
systemctl Cnncok cepBmucoBs
systemupdate Jlor obHOBNEHUA
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4.1.3.2. TeHepayma CUCTEMHOTO OTYeTa
4.1.3.2.1. TeHepauna CUCTEMHOro oT4yeTa ¢ nomoulbto MM «Terminal»

CUCTEMHbIN OTYET MOXKHO creHepmposaTb B M «Terminal» ¢ nomoLlbto cieayrolmx
KOMaHA;:
— reHepauna CUCTEMHOrO OT4eTa C COXPaHeHMEeM B Nanke /var/reports:

generate-reports.sh true

— reHepauma CUCTEMHOro OT4yeTa C COXPaHEHMEM BO BPEMEHHOM nanke
/run/reports, KOTOpas OyaeT ouulleHa nocae nepesarpy3kn MY:

generate-reports.sh false

— reHepauma 3aWndpPoOBaHHOTO CUCTEMHOMO OTYETa B YKa3aHHOM nanke:

generate-encrypted-reports.sh /home/defaultuser/Documents/

MPUMEYAHUE. Mpu HeycnewHoM reHepaumm 3aWMPPOBAHHOrO oTyeTa bOyaeT
CO3/aH 0ObIYHbIN CUCTEMHbIN OTYET.

4.1.3.2.2. [eHepauma cMCTEMHOrO OT4yeTa C nomMmoLLbto MIT «RypHan»

CUCTEMHbIM OTYET MOXKHO creHepupoBaTtb B M1 «XypHan». MNogpobHoe onmcaHue
reHepaumMm CUCTEMHOrO OT4yeTa C nomoubto MI1 «KypHan» npmBeseHO B AOKYMeHTe
«PyKOBOACTBO MO/b30BATENAN.

4.1.3.2.3. 3awmnppoBaHHbIN CUCTEMHbIN OTYET

LUndpoBaHMe CUCTEMHOrO OTYeTa MPOUCXOAUT TONbKO C YCTAaHOBAEHHbIM Ha MY
KANEHTCKMM cepTuduKaTom. Mpun OTCyTCTBMW AaHHOro cepTuduKaTta, BHE 3aBUCMMOCTU OT
Bepcum OC ABpopa, CUCTEMHbIN OTYeT He byaeT 3almndppoBaH.

B OC ABpopa mncnonbayetcs 6104Hoe wndposaHne GOST 28147-89.

LLIndpoBaHHbLIA OTHET MMEEeT cneayolmin opmaT: tar.bz.cms.

Mma wndpoBaHHOrO OTYETAa MMEET CAeAytollytd MACKY: reports-YYYYMMDD-
HHMMSS.tar.bz.cms.

[ononHutensHo dopmunpyetcs Gpain ¢ MHPopmaumen o ceptTudukaTte, Nyo6ANYHbLIN
KNtOY KOTOpOro 6bl/1 UCNoNb30BaH ANA WndpoBaHMa otyeta. OH co3gaeTcs pAaoOM U nmeeT
bopmaT txt: reports-YYYYMMDD-HHMMSS . tar.bz. txt. Bpema co3gaHuA B Ha3BaHMM Y 3TUX
banoB naeHTU4YHoe.

Mpumep dpaiina c ntHbopmaumen:

cat reports-20220329-104949.tar.bz2.txt

BbiBOA, KOMaH/bI:

Subject: OMP Test

Group: developer

Subgroup: regular

Key ID:
7003efe7156bd53a2e88c2cb3c0d43e9786760c53721933dd5052fdaf443dbfb
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OT4yeT MOXHO pacWwmndpoBaTb COOTBETCTBYHLWIMM KAHOYOM M CEPTUOUKATOM C
nomoulbto OpenSSL. Kntou pacwmdpoBkn onpenensetca B none «Key ID» dpanina dopmara
.txt, pacmosOXeHHOro ¢ apxMBOM. Takxe noTpebyeTca NOAKMOYMTL FOCTOBbLIA [ABMMKOKZ,
AONONHUTENbHO YCTaHABAIMBAEMbI B CUCTEMY:

openssl cms -decrypt -in /home/defaultuser/Documents/reports-20220228-
173753.tar.bz2.cms -recip system-developer-cert.crt -inkey system-
developer-key.pem -inform DER > reports-20220228-173753.tar.bz?2

4.2. UaeHTUOUKALMA U ayTeHTUPUKALMA

4.2.1. Obwaa nudopmaumsa

B OC ABpopa peann3oBaHa MNOACMCTEMA MAEHTUOUKAUMM W ayTeHTUPUKaumMK,
npeaHa3HavyeHHaa ans obecneyeHna 0aHO3HAYHOM M HENPOTUBOPEUYMBOIA:

— maeHTnduMKaumm obbektTos goctyna OC ABpopa (pannos 1 Nnanok);

— naeHTUdMKaumm cybbvektoB goctyna OC ABpopa (CUMCTEMHbIX MNPOLLECCOB,
NPOLLEeCCoB B MPOCTPAHCTBE AAPa, @ TAKKe NPOLLECCOB MAM MPOrpaMm, 3anyLLEHHbIX OT UMEHM
nonb3oBaTenen);

— MAEHTUOMKAUMKM  y4YeTHbIX 3anucen nonb3osaTenen OC Aspopa (C posbto
aAMMHNCTPATOPA 1 C PONIbIO NONb30BaTENA);

— ayTeHTMdUKaumm nonbzoBaTenen OC ABpopa, KaK C MCMNOAb30BaHWEM
ayTeHTUOUKALMM C NOMOLLbID MNAPONA (XapPaKTEPUCTUKM MApoONs M 3HAYEHUA MNOAUTUKMK
naponen, TakMe Kak CAOXKHOCTb andaBuTa, A/IMHA, CPOKM AENCTBMA W T.M. MOTyT ObiTb
M3MEHEHbl aAMUHUCTPATOPOM), TaK U C Ucnosnb3oBaHnem 20A (nn. 1.4.3.2).

Ons  pabotel ¢ OC ABpopa aAMMHUCTPATOPY NPUCBaAMBAOTCA Caeadytolime
MOEHTUPUKATOPDI:

— cMMBO/IbHbLINM: defaultuser;

— ymncnoson: 100000.

[na BbinOAHEHMA OYHKUMIA aAMMHUCTPUPOBAHMA MCMONb3YIOTCA MHTEepdenchl
OYHKUMOHANbHbLIX  BO3MOXHOCTEN  He3onacHoctn  (MPBO) OC ABpopa, KoTopble
npeacTaBAstoT cOOOM KOHPUTYPaLUMOHHbIe Ganabl NMOO KOMaHAbl 060/I0YKN.

B OC ABpopa Ans ucnonHaemblx ¢arnos npumeHaeTca GopmaT, NO3BONAIOLLNMA
YCTQHOBWUTb PEXMM A0CTYMNa K CErMEHTaM B aZpeCHOM NpoCTpaHCTBe npouecca. C NOMOLLbHO
seccomp-bpf MOMHO 3aNpeTMTb HEKOTOpble CUCTEMHblE  BbI30Bbl, HanpuMmep:
mount/umount, ptrace, kexec W Ap.

Nna ycunenua 3awmtel MY npy NepBOM BKAOYEHUM PEKOMEHOYeTCA YCTaHOBUTL U
NepmnoanNYeckn N3MeHATb Ko, 6e30nacHOCTN, KOTOPbIN:

— B C/lydae wWudpoBaHMA pasgena € AOMalHUMKM  AMpeKTopuamK  (n. 4.2.2)
nonb3oBatenen Oyaet xpaHuTbcs B LUKS-cnoTe, cooTseTcTBylOWEM WMAEHTUDUKATOPY
No/b30BaTENS;

2 Peann3aLma KpUNToanropuTMos poccuitckoro FOCT ana OpenSSL.
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— B WHbIX CNy4yasx OyaeT XpaHUTbCA B BMAE CBEPTKM, MONYYEHHON C MOMOLLBHO
anropuTma Kpmntorpadumyeckoro npeobpaszoBaHMa shal.

B uenax npeaoTBpalleHMA  HECAHKLUMOHMPOBAHHOrO  Aoctyna K MY,
dYHKUMOHMpPYtoWwemy nog ynpasneHnem OC ABpopa, Koa 6esonacHoctn (cm. n. 1.4.1)
TpebyeTca AN NOATBEPKAEHMA BbINOHEHWNA CAeAYOLNX AeNCTBUIA:

— CO34aHWA YYETHbIX 3aNncemn ponen;

— HACTPOWMKM NapPONbHOM NONUTUKMY;

— 334aHMWA OrpPaHNYEHNN BXOAA B CUCTEMY;

— BKJ/IHOYEHMA M HACTPOMKN 2DA;

— 334aHuMA 0AHOPA30BOro Napons;

— M3MEHEeHMA HacTpoek BIOKMPOBKMY;

— pa3peleHna YCTaHOBKM cTopoHHero [10;

— YCTaHOBKM SSH-napons;

— aKTMBALMWN N HACTPOMKM peXMMa Pa3paboTumka;

— MPOCMOTPA AAHHbIX YY4ETHbIX 3aNunCel;

— cbpoca HacTpoek MY.

NMPUMEYAHMUE. NMoapobHas nHPopmaLums o0 3a4aHMM Koaa Be30nacHOCTM NpuBeaeHa
B JOKYMeHTe «PyKOBOACTBO NONb30BATENAY.

4.2.2. lWndposaHme pasaena ¢ AOMAWHUMN ANPEKTOPUAMM

B OC ABpopa pa3aen c AOMAWHUMMM AUPEKTOPMAMKU WIMPYETCA C MOMOLLBIO
anroputma aes-xts-plain64 512-OUTHbIM  MacTep-KNKYOM, ANA  XPaHEeHMA KOTOPOro
ncnonbayetca LUKS-3aronoBoK, coCToALWMIM U3 caeayowmx 8 C10TOB:

— 1 cnoT Mcnonb3yeTca y4eTHOM 3anmCbio aAMUHUCTPATOPa;

— 6 C/10TOB AOCTYMHbI CO34aBaeMbIM Y4eTHbIM 3aMMUCAM MO1b30BaATE/IA;

— 1 cnoT pe3epBUpyeTCca A1A CMEHbI Naponen.

NaeHTMdUKATOP YY4ETHOM 3aNNCK NONb30BATENA ONpeaensieT HOMeP UCMNONb3YEMOro
CNoTa, NPU 3TOM B KaAOM M3 C/NIOTOB XPAHMTCA MACTEP-KAOY, WNMPPOBAHHbLIN Napoaem
COOTBETCTBYIOLLEN YYETHOM 3aMMcKM MNONAb30BaTeNA C nomoulbio anroputma PBKDF.
Konnyectso uTepaumin anroputma noadupaetca TakMm obpasom, 4Tobbl nmposepka 1
KOMDOMWHaLMKM BbINOHANACh NPMBAN3NTENBHO 1 CcekyHAY.
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BbinonHeHWe cneaylowmx Aenctsui Tpebyet
BBOJA KOPPEKTHOro kKoga 6e3omnacHocTM M3 caoTa
Bawwu nonb3oBaTtenbckue AaHHble I_U KS_3a rOﬂ O BKa, COOTBETCTB\”‘O LLLe ro

3awmndpoBaHbl, ITO 03HAYAET YTO TONbKO

3BTOPH3OBaHHIE NON30BATENM MOTYT NOEHTUPUKATOPY  BbIOPAHHOW  y4EeTHOW  3anucu
nonyymuTb K HUM AOCTYM. ﬂpeﬂOCTaBﬂeHMe
£0CTyna Nosb3oBaTeNAM OCyLecTBASeTCS nonb3s3oBaTena:
KoaomM 6e3onacHocTw. o
— pa3b0KMPOBKA AOMALLHEN AMPEKTOPUM NPU

3arpyske MY;

— pa3bnokmposka Ul Lipstick.

Ona otobpaxeHna cTpaHuubl «LLndpoBaHue
MHbOpPMaUMM» (PncyHok 79) HeobXxoaAnmMo
BbIMONHUTL CAeaytolimMe AeACTBUA:

— OTKPbITb MEHKO HACTPOEK CUCTEMDbI KaCaHMEM

LLnpposaHue nHdopmaumm

[Nonb3oBaTenbckne aaHHble

3Ha4kKa Ha DKpaHe NPUNONKEHWI;
— B noapasgene «be3onacHOCTb» KOCHYTbCA

NyHKTa meHto «LndposaHme»
PucyHok 79

4.3. YnpaBneHue A0CTyrnom

B OC ABpopa peasin30BaHbl Cedyouwme MexaH3Mbl YIpaBAeHUA OCTYNOM:
— OUCKPEeUMOoHHOe pasrpaHuyeHne npas pgoctyna (DAC), (nn.4.3.1-4.3.7)
OCHOBAHHOE Ha CneaytolWmxX CyLLHOCTAX:
e OUTbI paspeLlleHni;
® CnUCKM KoHTpons goctyna (POSIX ACL) n paclumpeHHble aTpubyTbl CTaHAapTa
POSIX 1le;
® BO3MOXXHOCTM U/UAN NepeYHn BO3MOXKHOCTEN — capabilities;
— poneBoe pasrpaHMyeHMe AO0CTyNa NpeayCMaTpMBaeT aKTMBAUMIO MNOJUTUK
6e3onacHocTH (n. 4.3.7), KoTopble:
® [OCTYMHbI 418 YNPaBAEHNA TO/IbKO aAMUHUCTPATOPY;
® MpeaHasHavyeHbl Ana ynpasaeHuns pyHKumamm OC Aspopa.
MOANTUKY  AMCKPELMOHHOro pasrpaHuyeHma npaeB goctyna (nn. 4.3.1-4.3.7)
PEKOMEHAYETCA NPUMEHATbL NPU HEOBXOAMMOCTH:
— pa3peLlmnTb AN 3anpeTuTb AOCTYN YYEeTHOW 3anmMcKn nonb3osatend K 0b6bekTy ®C
(MM, dann MY, cnyxkba 1 1. n.);
— OrpPaHMYUTb ANA KAaKOro-1Mbo NpoLecca BO3MOKHOCTM BbINMOAHATb ONpPeAeeHHble

NevCTBuA.

MPUMEYAHUE. HacTponKa MNOAUTUMKM AMCKPEUMOHHOrO pas3rpaHMYeHna npas
A0CTyna AeNCTBYeT TONbKO B OTHoweHun ®C EXT4, koTtopas ncnonbdyetcs 8 OC ABpopa no
ymon4yaHuto. CTaHZapTHbIM Habop npas B BMAe bBUTOBOM Macku nogaepkmeaetca OC ABpopa
ans cnyebHbix PC: tmpfs, sysfs, procfs.
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MpuHUMN  paboTbl MOAUTUKM AMCKPEUMOHHOIO pasrpaHuYyeHMa npas [A0CTyna
npeacTaBaeH Ha pucyHKe (PucyHok 80).

MoHuTop obpalleHui

Bce cMcTemHble BbI3DBbLI NPOXOAAT YEPe3 MOHWTOP obpalleHui
ONA Npoeepkn He3onacHoCTK

Odfl'l poLEecc NoMb30BaTens

[MpocTpaHcTBO
nons30Batens

MoHuTOp 0bpalleHniA

MNpocTpaHcTBO
aapa

Anpo OC

PucyHok 80

[INCKpeuMoHHOe pasrpaHMyYeHne NpaB AO0CTyMa OCYLIECTBAAETCA KaxAdpbl pa3 npu
nonbiTke obpalleHma cybbekTa K 0ObeKkTy, npu 3Tom o0be CcywHOCTM coaepKaT
COOTBETCTBYIOWME aTPUOYTbl 6€30MacHOCTM, NpUHAANeXaWMe ANCKPELMOHHOM MOAEeNn.
Anpo OC ABpopa npoBepseT ypoBeHb A0CTyna, 6a3npylowmica Ha AaHHbIX aTpubyTax C
OJZIHOM CTOPOHbI 1 NpaBMIaMKn pasrpaHndeHms goctyna (MPA) ¢ Apyro CTOPOHbI.

[INCKpeumoHHoe pasrpaHnyeHme npas AOCTyna MO3BOASET BAajesbly O0ObeKTa
onpeaenaTb, KTo 061aaaeT NOSTHOMOYMAMM OCYLLECTBAATL AOCTYN K OOBEKTY.

CybbeKktamm B peannsaumm AMCKPELMOHHOro pasrpaHuYyeHmMa npas  A0CTyna
BbICTynatoT 06blyHble npoueccbl OC ABpopa, KOTopble MNpeAcTaBieHbl MNPOrpammHOM
CTPYKTYpOW AApa task struct.

Bce HWKeMmeHOBaHHble CYLLHOCTM, TaKMe Kak 0bbluHble dainbl, darabl MY (Kak
ON104YHbIE, TaK M CMMBO/IbHbIE), ANPEKTOPMK, dali/ibl COKETOB (MaMnoB) C TOYKM 3peHusA
NMCKPELMOHHOro pasrpaHuyeHma npas goctyna sapa OC ABpopa ABAAKOTCA 0ObeKTamu
0CTyna, cnefloBaTeNbHO, TaKXKe NonaaatoT noa, AeNCTBME NONUTUK Pas3rpaHUYeHns.

ATpnbyTbl CcybbEKTOB AOCTynma MCMNOMb3YyOTCA ANA OCYLLECTBNEHMA pPeLleHui
NONIUTUKN ONCKPELIMOHHOTO pa3rpaHMYeHma npas A0CTyna. B KayecTBe AaHHbIX aTpubyToB
nna cybbekToB AOCTyNa (NpoLeccoB) 06A3aTeNbHO NPUMEHATCA caeaytolme:

— 30dEKTUBHbBIN MAEHTUPUKATOP (YMCno) Bhagensla npouecca (PID);

— 30EKTUBHbBIN MAEHTUPUKATOP (YMcno) rpynnel npouecca (GID);

— MeTKa BO3MOXHOCTU MM BO3MOMXKHOCTb (capability) ctaHaapta POSIX.1e;

— Y/IeHCTBO npolecca B AOMNOJAHUTENbHbIX (HE OCHOBHbIX) rpynnax (npu
Heobxo4MMOCTH).
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YKa3aHHble aTpnbyTbl CyObeKTa A0CTyna XPaHATCA B NPOrpaMMHON CTPYKType aapa
task structc M OLUEHMBAIOTCA CUCTEMHbBIMW BbI3OBaMMU.

ATpnbyTbl 06BbEKTOB AOCTYMa TaKKe WUCNONb3YHTCA ANA OCYLLeCTBNEHUA peLleHui
NONINTUKN ONCKPELIMOHHOIO pa3rpaHMYeHns npas A0CTyna. B KayecTBe AaHHbIX aTpmbyToB
obbeKTa A0CTyNna NpMMEeHATCA caeaytolme:

— BNageney 06bekTa;

— BNlageneuy, rpynnbl 06beKTa;

— H6UTbI NpaB AOCTYNa;

— [OOMNONHUTENbHbIE aTPUOYTbl CMMCKOB KOHTPOASA A0CTyna B COOTBETCTBMWU CO
ctaHaaptom POSIX.1e ACLs.

ATpnbyTbl 06BEKTOB AOCTyNa COXpaHATCcA M yumTbiBatoTca aapom OC ABpopa, a
TaK)Ke XpaHATCA B MHAEKCHbIX AeckpunTtopax PC, paamelleHHON Ha AMCKOBOM NPOCTPAHCTBE
MY.

MpaBunaa AMCKPELMOHHOrO pasrpaHMyYeHns Npas 4OCTyNa onpeaenstoT:

— KaKMM 06pa3oM KOHKPETHbIN NMpouecc (CyObeKT) MOXKEeT OCYLLeCTBAATb MOMbITKY
NoNlyYeHns A0CTyna K 06beKTy, OCHOBbLIBAACH Ha YKa3aHHbIX Bbille aTpmbyTax 6e30nacHoOCTY;

— KakuMm obpasom M npu KakMx ycnosuax aTpubyTbl HesonacHoOCTM cybbekTa U
00beKTa NPUHUMAIOT HOBbIE 3HAYEHMUS.

4.3.1. Obuiee onncaHne NpuBUIErniA

MpuBunerva nporpaMmmbl HasmMpyeTcs Ha CAeaytolwmx 3HaveHuax aTpubyTos
npouecca:

— aTpubyT apdpekTnsHoro UID (PID);

— aTpubyT apdeKkTUBHOM rpynnbl npouecca (GID);

— Habop (cnMCOK) 4YneHcTBa AOMOMHUTENbHbIX TPynn npouecca (npy Hanudmm),
KoTopble cy6beKT AoCcTyna (npouecc) umeeT B Ntoboe Bpems X KM3HEHHOTO LMKAA.

Jllobon  npouecc ¢ 3ddeKTMBHbIM  naeHtudurkatopom 0 cuymTaeTca
NPUBMAETMPOBAHHbIM M 00NadaeT  BO3MOMKHOCTbO  HE  MPUMEHATb  MOAUTUKY
AMNCKPEUMOHHOTO pasrpaHndeHna npas goctyna 8 OC AsBpopa.

YyeTHan 3anuncb cynepnoanb3oBaTesa accoummnpoBaHa c naeHtudurkatopom 0. OaHaKo
TexHuyeckn aapo OC ABpopa onpeaenaeT yYeTHble 3anucK NoNb30BaTeNen NO YNCIOBbIM
naeHTUPUKATOpPaM, CNeaoBaTENbHO, TEXHWUYECKM BO3MOMHO WMMETb YYeTHYK 3amnucb
nonb3oBatens C uaeHtudmkatopom 0, ob6nagatolWlero  MMEHEM, OTIMYHbIM - OT
cynepnosab3oBaTens.

Kpome Toro, agpo OC ABpopa MMEET COOTBETCTBYIOWMA MEXAHU3M OLEHKM MPaB,
Ha3unpyrowminca Ha TpeboBaHMAX OTKPbITOro ctaHaapTa POSIX1.e ACL ans cnMcKOB KOHTPOAA
[0OCTyNa M BO3MOMHOCTEMN (capabilities), KOTOPbIA TakKe MNO3BOASET MPeoaoNeBaTb
OrpPaHUYeHMA NONUTUKN AMCKPELMOHHOIO pasrpaHMyeHna npaB AO0CTyna Ana cybbekTa C
aTpnodyTom appeKTmBHoro naeHTudmnKaTopa 0.
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[MoCKONbKY ANs BbIMOSHEHMA NPOBEPKM NPaB A0CTyNa NPoLecchl pa3aensatoT Ha Ase
KaTeropmn: npusuaermposaHHble (ID addekTMBHOro nonb3oBatens paseH 0, Kak vy
Cynepnonb3oBaTensa) u HenpusmunernpoBaHHble (ID apPeKTMBHOro Nonb3oBaTeNd He paBeH
0), ANA NPMBUNETMPOBAHHbIX MPOLLECCOB BbIMONHAOTCA HE BCe NMPOBEPKM NpaB B A4pe, a ANA
HENPUBMNETrMPOBAHHbLIX MPOLLECCOB  BbIMOJIHAETCA MOJIHAs  MPOBEepKa Ha OCHOBe
BO3MOXHOCTelM npouecca (0bblyHO 3ddekTmBHOro UID, adpderktnsHoro GID M cnmcKa
NOMNONHUTENbHbIX TPynn).

B aape OC ABpopa BCe NpuMBUIETNK, CBA3AHHbIE C CYNEPNOIb30BaTeIEM, Pa3ae/ieHbl
Ha HECKO/NIbKO 4YacCTel, Ha3blBAaEMbIX BO3MOXKHOCTAMWU (capabilities), KOTOpble MOMHO
paspellatb M 3anpellaTb He3aBMCMMO Apyr OT Apyra. BO3MOMKHOCTM TaKKe ABAALOTCA
aTPMOYTOM HUTW.

Hanpumep, ecnmn Kakon-nnbo npouecc nbiTaeTca co3aaTb cneunanbHblii dann MY,
MCMONb3ys O1A 3TOr0 CUCTEMHbIM BbI30B mknod (), Aapo OC ABpopa MOMMMO MPOBEPKM
NMCKPELMOHHbIX NPaB BbINOMHAET cieaytolmMe A0N0NHUTEbHblE MPOBEPKMU:

— paBHO M O 3HadeHne 3ddeKTMBHOro naeHTUdPMKaTopa npouecca (cybbekTa
nocTyna);

— pa3pelleHo M npoueccy co34aBaTb cneuuanbHble @aribl € NMOMOLLbO
COBEpLIEHMA COOTBETCTBYHOLLETO CMCTEMHOIO BbI30Ba.

OC ABpopa obecneumBaeT A4 MOJUTUKU AUCKPELIMOHHOTO pasrpaHnYyeHma npas
N0CTyna NPUMEHEHME CAeayoLLMX CBOMCTB:

— NPUHyAUTENbHAA peann3aums nosnydeHua cybbektamum (npoueccamm) Aoctyna K
00beKTaM TONIbKO B pamMKax NOAHOMOYMIN, onpeaensembix MNP/,

— Ha/nmMyme cnocobHOCTM onpenenatb (HasHayaTb) MOAUTUKY AOCTyna TOAbKO ANA
CyOBEKTOB, MMEIOLLMX Ha 3TO NpaBa, Kak onpeaeneHo NOANTUKON MONHOMOYNI ANA HUX;

— OTCcyTCTBME NODObIX OrpaHMyYeHnin ans cybvekTta, umetrowero naeHtmdukatop O.

ATpnbyTbl  AMCKPELMOHHOro  pasrpaHWyeHMa npas  JOCTyna  CBA3bIBAlOTCA
HenocpeacTBEHHO C 06bEKTOM A0CTYNa B MOMEHT ero co3aanHuna. Jemncrame aTnux atpnodyTos
PacnNpoCTpaHAEeTCA Ha OObEKT A0 €ro YHUYTOXKeHUs Nnbo 40 Tex Mop, NMoka aTpubyTbl He
OyayT U3MEHEHbI.

ATpnbyTbl CYLECTBYIOT M AeNCTBYIOT Ans nboro tmna obbeKkTa, XpaHATcA B
MeTaaHHbIX $ainoB N peann3oBaHbl B BUAE CAedyoWmX CYLLHOCTEN:

— OuTbl pa3pelweHnii (basosble aTpPUOYTHI);

— CNUCKKM KoHTpona goctyna (ACL 1 paclimMpeHHble aTpubyThl);

— BO3MOXHOCTU (capabilities).

CybbeKkT, naeHTMOUKATOP KOTOPOro coBnadaeT C WAEHTUPMKATOPOM Biadenbla
0O6beKTa, MOXET M3MEHATb aTpPMbyTbl 0ObEKTa, BKAtOYana Ha30Bble M paclIMPeEHHbIE OUTbI
npaBs (3a UckAtoYeHnem cnyyaes, koraa PC HaxoANTCA B PeXKMME KTONbKO AN YTEHUAY).

60



1 OTOKPI:ITAFI
PyKoBOACTBO aAMMHUCTPATOPA l Hni%‘gé’ﬁ'ﬁi

NPUMEYAHUA:

v' BO3MOMKHOCTb M3MEHATb BNaAenbLa obbeKkTa  AOCTyMHa  TO/bKO
Cynepnosib30BaTesNto;

V' BO3MOMKHOCTb M3MEHATbL rpynny o6beKkTa orpaHnmyeHa ToNbKO 414 BAafesbla v
nNA nonb3osaTens c naeHTnduratTopom O (cynepnosib3oBaTens).

B cnyyae He06XxoAMMOCTM NPUCBOUTL (M3MEHUTL) HOBbLIN NAEHTUOUKATOP FPYNMbl ANA
00bEeKTa, OH AO0/KEH COBMaAaTbh C TEKYLIMM 3HAaYEHMEM OCHOBHOW rpynnbl cybbekTa nan
ABNATbCA 3HAYEHMEM rPYNNbl, Y1EHOM KOTOPOW ABNAETCA CYyDBEKT.

Cynepnonb3oBaTesib YNOAHOMOYEH oOnpeaenatb Aobyto rpynny Ana 0OBLEKT],
M3MEHATb BRadenbLa M Nobble OUTbl MNpaB, BKAYAA paclIMpeHHble aTpubyTbl U
BO3MOHOCTMW.

CTaHaapTHbIM Habop npaB AOCTyna peann3oBaH B Buae OMTOBOM MAcKM Mpas,
HafaraembIx Ha Kaxkabl MAEHTUOUUMPOBAHHbIM 00beEKT. [aHHbIM CTaHAAPTU3NMPOBAHHbIN
NOAX0J M CTaHAAPTHbIM MexaHu3m, peanmsyembln OC ABpopa, onpeaeneHbl B TEKYLLEN
cneundumraumm UNIX.03.

NHanBuayanbHble OUTbI NPaB MCNOAL3YIOTCA AN YKa3aHMA NpaBa Ha 4TeHue
(r nan 4), 3anuncb (w nan 2) nam sBbinonHeHne (x nam 1). OHK onpeaensaoTca OTAENbHO ANA
BNagenbla ob6beKkTa, rpynnbl, K KOTOPON MPUHAANEKUT ODBEKT U BCEX OCTaNbHbLIX, T.€.
CyOBbEKTOB, MAEHTUDMKATOPbLI KOTOPbLIX HE COBMAAAOT HU C MAEHTMOMKATOPOM BNaLeNbLa,
HW C TEKYLWMM MAEHTUPUKATOPOM rpynnbl 06beKTa.

4.3.2. MO c NoBblWEHHbIM YPOBHEM NPUBUAETNI

Mporpammbl, GYHKUMOHUPYIOLLME B CUCTEME W  WUCMONb3YIOWIME MNOBbILLEHHbIN
YpOBEHb NPUBUAETMNA, MOTYT BbiTb pa3aeneHbl Ha 3 TMNa:

— MpPOrpammol nnn CUCTEMHbIE CNyX0Obl, 3anylLEeHHble CMCTEMHbBIM
MHULMANN3ATOPOM MM A4POM. Hanpumep, NporpaMmsbl systemd MAN crond;

— MPOrpammbl, 3anylleHHble OT MMEHW Cynepnoab30BaTeNA C Lebl BbINOJHEHWA
OYHKUMIA  aAMUHUCTPUPOBAHMA UMAM  0bBCay)KMBaHMA. Hanpumep, 3anyck nporpammbl
iptables A4/1A ynpasaeHna M3;

— NPOrpamMmbl,  MMetolMe  YCTAaHOBAEHHbIN  3DPEKTUBHbIN  OUT  CMEHbI
naeHTUGUKaTopa (setuid), ecam OUT yKasbiBaeT Ha MPUHAANENKHOCTb MO/Ib30BATENO C
naeHTndunratTopom O.

Takmm o6bpasom, Bce [10, KoTopoe paboTaeT B cucTeme, TpebyeT Hann4yma
MOBbIWEHHbIX MPUBMAETNI U COAEPKNT UK peanmlyeT Te MAK UHble GyHKLMM 6e30MacHOCTH,
MOMKHO OTHECTU K QYHKLMOHA/bHbIM BO3MOMKHOCTAM bHe3onacHoct (PBO) nmbo NPBEO
OC Aspopa.

OcTtanbHoe MO, paboTatoliee B cMCTEME C NOBbIWEHHbIMW Npusuaernamm nmbo bes
HaNMYMA TAaKOBbIX, MPU 3TOM He peanmaytollee HUKAKMX QYHKUMIM Be30nacHOCTM, ABNAETCA
He ®BO nam NOBO, a HenpueuaernposaHHbIM [10.

B KoppeKkTHO obcnymBaemon cucteme nwoboe HenpusuaermpoaHHoe [10
HaxoguTtca noa aencrenem OO0 OC ABpopa M HE MMEET BO3MOMKHOCTWU BbIMTU M3-MOA ero
nencrtema. OAHAKO Npu 3TOM NpeanonaraeTca, 4to Atoboe HenpusuaernposaHHoe 0O He
ABNAETCA JOBEPEHHbIM.

61



1 OTOKPI:ITAFI
PyKoBOACTBO aAMMHUCTPATOPA l Hni%‘gé’ﬁ'ﬁi

MpwusunernposaHHoe MO, KoTopoe He coaepnT PBO (Hanpumep, BHEWHWE MOAY M
YPOBHA AA4pa, peanusylolwme onpegeneHHble  QYyHKUMKW, K NpPUMepy NOAAEPKKY
cneumanm3mpoBaHHOro 0bopyaoBaHMA), AO0MKHO OblTb  HAAEXHO WM30AMPOBAHO OT
MCNoab30BaHKWA ¢ nomolbto PO OC ABpopa Ans NpeaoTBpalleHna 40CTyna K Hemy B 06xoz
TpebyembiX NOTHOMOYN.

4.3.3. CTaHAapTHble BUTbI NpaB 40CTyNa

B OC ABpopa peannsoBaHbl 3 Habopa no 3 H6uTa, KOTopble onNpeaenatoT NOANTUKY
[0CTyna K 06beKTy ANs 3 KaTeropuin nonb3osatenen (cybbeKTos):

— nonb3oBaTe Nb-BNagenel, oobekTa;

— MNONb30BaTeNM, BXOAALLME B TPYNNy, K KOTOPOM NPUHAANEKUT OOBEKT;

— BCe OCTa/IbHble N01b30BaTENN (HEe BXOAALLME B YKAa3aHHOE MHOMECTBO).

3 6buTa B Kakaom Habope onpeaenatoT NpaBa AOCTyNa ANA Kaxaoro nonb3osaTens,
cocToAllero B 1 M3 yKa3aHHbIX Bbllle KaTeropuin. Mpun aTom:

— 1 6uT oTBOAUTCA ANA YTeHMA (r uam 4), KOTOpOoe PacCMaTPMBAETCA KaK MOTOK
NaHHbIX OT 0bbeKTa (Ppaina, KaTanora) K cybbekTy (Npouecc, NoNb30BaTeNb);

— 1 6uT oTBOAMTCA ANA 3aNUCK UNK yaaNeHUA (w UAK 2), KOTOpOoe paccMmaTpuBaeTca
KaK MOTOK AaHHbIX OT cybbekTa (npouecc, Noab3oBaTenb) K 06beKTy (dbakn, KaTtanor);

— 1 6ut otBOAMTCA ANA UCMONHEeHMA (x nam 1), KOTopoe paccmaTpuBaeTCs Kak
NPOLLECC 3arpy3Kkn B ONepaTUBHYO NamATb TEKCTA NPOrpPammbl U CNeaoBaHUE MHCTPYKLMAM
GYHKLUMIM NPOrpammbl, MOSTOMY KaKabl CyObEKT Moay4aeT AOCTYN K KaKAOMy ODOBEKTY,
6a3npysacb Ha KOMBUHaALMK 3TUX BUTOB.

Hanpumep:

— rwx — ONpeaensieT npaBa Ha COBeplUEHME BCeEX onepauuin (4TeHue, 3anucb U
BbINO/IHEHME);

— r-x —onpeaenaeT NpaBa TO/bKO Ha YTEHWE U BbINOIHEHME;

— r —onpeaenseT NpPaBo TONbKO Ha YTEHME;

— -—-—onpeaenseT oTcyTcTBME Nt0bbIX NPaB A40CTyNa.

Mpun NonbITKE AOCTYNa CybbeKTa K 0ObEKTY pelleHne 0 NpeaoCcTaBAeHUN 40CTyNa UNn
OTKa3e B A0CTyne 6a3npyeTca Ha caeayoLlem aaropuTme:

— ABNAETCA M MAEHTUPUKATOP Nonb3oBaTens (cydbekta) pasHbim 0. Ecam aBnsaeTcs,
NPUHUMAETCA peLleHne O rapaHTMPOBaHUK N0OOro AO0CTyNa Ha YTeHue/3annch, UrHOPUPYS
O6uTbl nNpas. [loCcTyn Ha BbINOJHEHME TaKKe rapaHTUpPyeTca Aas 3TOro uMaeHTUdUKaTopa
cybbeKTa, ecnm OUT NCMONHEHMA CTOUT XOTA Dbl ANA KaKoro-Hnbyab cybbekTa. JansHenwmne
NPOBEPKM NPOM3BOANTLCA He ByayT,;

— ecnn mnaeHTMGUMKATOpP  cybbeKkTa  AOCTyna  COBMagaeT C  YyKasaHHbIM
MOEHTUPUKATOPOM Bnadenbla obbekTa, a OWTbl pa3pellieHMin  YCTaHOBAEHbl B
onpeaeneHHble 3HAYEHWs, pelleHne O A0CTyne MM OTKale B AoCTyne byaeT NPUHATO B
COOTBETCTBMM CO 3HAYEHUAMM BUTOB. JanbHenllme NPOBEPKU NPOMU3BOANUTLCA He Dy ayT;
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— ecnu naeHTMdMKaTop 04HOM 13 rpynn cybbeKTa A0CTyna (NepBMYHON UK NtoboM
Apyron) coBnagaer Cc WAEHTUPUKATOPOM rpynnbl obbeKkTa AocTyna, a OuTbl npas
(paspelweHnin) ons rpynnbl yCTaHOBAEHbI B Kakoe-11bo 3Ha4YeHue, pelleHne o0 AoCTyne Uamn
OTKase B gocTyne b6yaeT MPUHATO B COOTBETCTBMM CO 3HavyeHusamM b6uToB. [danbHenlme
NPOBEPKM NPOM3BOANTLCA He ByayT;

— ecnn naeHtTuomKkaTop cybbekta A40CTyna UAn naeHTUduUKaTop ntoboi ns rpynn, B
KOTOPOW COCTOWUT CyOBbEKT AOCTyNa, He CoBNaAaeT Co 3HaYeHMAMM aTpMbyTOB BAaAeblLa U
rpynnel Ans obbekTa A4OCTyNa, OUEHMBAOTCA 3HaYeHMA BMTOB NpaB ANa 0ObeKTa COrnacHo
KaTeropmMm WHbIX NONb3oBaTenen. Ecam OUTOBas MacKa npaB Aa8 KATEropMm MHbIX
No/Nb30BaTeNeN yCTaHOBAEHA B Kakoe-nMbo 3HayYeHune, peleHne o A4OCTyne NpUHMMaeTCA
COM1aCHO YCTAHOB/IEHHbBIM B HEM 3HAYEHMAM M CybbeKTy NpeaoCcTaBAAeTCA A4OCTYN K OO beKTY.

NMPUMEYAHUE. Ecnm HWMKaKoe M3  OMUCAHHbIX YCAOBUM He BbIMOJHEHO U
naeHTUdMKaTop cybbekTa AocTyna He paseH 0, NonbITKa A0CTyna BA0KMpyeTca.

4.3.4. PacwumpeHHble aTprbyTbl M CMUCKU KOHTPOASA AOCTyNa

OC ABpopa NoaaepKMBaAET PaCLUMPEHHbI MexXxaHn3M (aTpubyTbl) 0OBEKTOB, a TaKKe
CMUCKN KOHTPOANA A0CTyNa B COOTBETCTBMU C TpeboBaHuamm ctaHaapTa POSIX ana ©C EXT4.
[aHHbI MexaHM3M NO3BONAET CUCTEME NPeOCTaBAATb Hanbonee TOHKO CTPYKTYPUPYEMbIH
[OCTYN CyDBEKTOB K OOBbEKTAM.

K nepeyHto paclimpeHHbIX aTpnbyToB OTHOCATCA caeaytolme:

— A - (no atime updates) BpemAa NOAy4YeHMA AOCTyna K danny He byaet
0H6HOBANATLCSA, YTO BNAroNPUATHO NOBAMAET Ha NPOM3BOAMUTENBHOCTL PC B CyYae CAMLWKOM
4acTbIX obpalweHn K panny;

—a - (append only) B (a1 MOMHO TO/NbKO [AOMUCbIBAaTb, HO HENb3A
yaanats/nepeMmeHoBbiBaTh  (yA06HO Ans coobuieHnin o cobbitmax). Ecam  atpubyt
YCTQHOB/IEH Ha KaTanor, TO HaxoAawmecs B Hem Ganabl HeNb3A YAANATb, MOXKHO TO/IbKO
C03/1aBaTb HOBblE M MOANPULIMPOBATL CYLLECTBYHOLLME;

— ¢ - (compressed) f4pP0 NPOU3BOAMT NPO3PAYHOE CKaTUe nHbopmaLummn danna
Ha JWUCKe, a NpUY A0CTyrne BO3BPALLAOTCA HEeCKaTble JaHHbIE;

— D - (synchronous directory updates) Npu MOANPUKALUN ANPEKTOPUM
M3MEHEHUA CUHXPOHHO 3aMMCbIBAOTCA Ha ANCK;

—d - (no dump) WUrHOPMPOBATb NPWU CO3AAHUN PE3EPBHOM KOMUM NPOrPammMo
dump;

— i - (immutable) 6OMT, 3anpewatowmin nobsvie M3meHeHma darnna (yaanatb,

neperMMeHoBbIBaTb M MoandULUMpoBaTh). Ecnm aTpnbyT yCTaHOBAEH Ha AMPEKTOPUIO, TO
HaxoZAlmMeca B Hel dalnbl MOXKHO MOAMDULMPOBATL, NPU 3TOM YAANATb UAW CO34aBaTb
HOBble $alibl HEBO3MOKHO;

— 3 - (data Jjournalling) ecan ®C CMOHTMpPOBaHa C MNapameTpamm
data=ordered WAWU data=writeback, AaHHble daina c 3TUM aTPUOYTOM COXPaHAIOTCS
CHayvana B *KypHan ®C, n nmwb 3aTem B dparin. ATpnbyT yCcTaHaBAMBAETCA M CHUMAETCA TOJIbKO
cynepnosib3oBaTeNem n He AeNCTBYET NPM MOHTMPOBAHMK C MAPAaMeTPOM data=journal
(T.K. B 3TOM C/ly4ae AaHHble TaKXKe COXPaHAITCA CHayana B KYpHan M atpmbyT He nmeet
CMbICNa);
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— s - (secure deletion) NOMHOE yAaneHue dalina (Mecto Ha AmcKe, rae oH
Hax0AMACA, 3aNOAHACTCA HYNAMM);
— S - (synchronous updates) NpAMas 3anucb Ha AMUCK Oe3 K3WMpoBaHMUA

(obHOBNEHME B dalifie NPOUCXOAMT Ha AMCKE CUHXPOHHO ¢ MI1, M3MEHAIWMM AaHHbIN
dann);

— u - (undeletable) Npu yganeHnn danna c TakKMM aTpMOYTOM ero coaepKnumoe
COXPaHAETCA, YTO MO3BONAET YCMELWHO MCMNO/b30BaTb MHCTPYMEHTbI A1A BOCCTAHOB/EHMUA
yaaneHHblx Gannos;

— T — KaTanor C TakKMUM aTpubOYTOM CUYMTAETCA PACMONOMKEHHbIM Ha BepLIMHE
Mepapxnm ANPEKTOPUI C LENbIO MCNONb30BaHMA MeToaa pacnpeaenenma 6aokos Opnosa;

— t — B KOHel, ¢arna c TakMm aTprubyToOM HEBO3MOXKHO NMPUCOEANHUTL APYron Gamnn
(tail-merging). Ha MOMEHT HanucaHus ext2 1 ext3 He NnoAdepPKMBanM tail-merging (He
CYMTanA IKCNEPUMEHTAIbHbIX NaTyen);

— E — VYKas3blBaeT Ha Haanmume ownbok npu ckatmum danna. HeBO3MOKHO
YCTaHOBUTb/CHATb C MOMOLLbIO chattr, MOXHO UL NPOCMOTPETb KOMAHAOM 1sattr;

— e — YKa3blBaeT, YTo ¢aia nUcnonbayeT AONOAHEHNA ANA pa3melleHna 610KoB Ha
AUCKe. HeBO3MOXHO YCTaHOBUTL/CHATb C MOMOLLbIO chattr, MOXKHO /MLIb MPOCMOTPETH
KOMaHAoM lsattr;

— I — YKa3blBaeT, YTO KaTanor 6bl1 NPONHAEKCMPOBAH NPU MCNO/b30BAHUM htree.
HeBO3MOMKHO YCTaHOBUTL/CHATL C MOMOLLBIO chattr, MOXHO NLLbL MPOCMOTPETb KOMaHI0M
lsattr;

— H — yKa3blBaeT, 4To dann xpaHUT ceon H610KM B eanHMuax @C, a He B eAnHMLAX
CEKTOPOB, 3TO O3HayaeT, YTo dann mmeeT pasmep Honee 2TB (MAM Koraa-To 3aHWMan).
HeBO3MOMKHO YCTaHOBUTL/CHATL C MOMOLLBIO chattr, MOXHO NLLb MPOCMOTPETb KOMaHA0M
lsattr;

— X — YKa3blBaeT Ha Ha/M4yMe BO3MOMKHOCTM MOAYYMUTb NPAMOIN HEMNOCPEACTBEHHbIN
[OCTYnN K CKaTomMy dainy. HeEBO3MOXKHO YCTaHOBUTb/CHATb C MOMOLLbIO chattr, MOXHO NLLb
NPOCMOTPETb KOMaHAOM lsattr;

— Z—YKa3bIBaET, YTO CXKaTbl paln is dirty. Henb3a ycTaHOBUTL/CHATL C NOMOLLLbIO
chattr, MOXHO NNLLb NPOCMOTPETb KOMAHAOM 1sattr.

MpocMmoTp aTpmbyToB ocylecTsaaeTca ¢ nomoubto MPBO 1saatr, a yCTaHOBKA UK
MoandUKaLma ocyllectTeaseTca ¢ nomoulbto MPBO chattr. Mpu aTOoM aTpmbyTbl ANA
0H6bEeKTa COXPaHATCA B MeTaaHHbIX 06beKTa (i-node) PC EXT4.

PacwupeHHble aTpnbyTbl ACL copepkat cneaytoLlyto MHPOopMaLmo:

— NpKW3HaK (MeTKa) TMNa 3Ha4YeHMA CNMCKA KOHTPOAA A0CTyNa;

— yTOYHSAOLLee 3HaYeHme (YTOYHAET npeablayLinin NPUsHakK);

— Habop npaB, KOTOpbIM onpeaenseT AUCKPEUMOHHble npaBa Ans CyObekTa,
MCNONb3YA CHa4yana NPM3HaK TMMa, a 3aTeEM €ro YTOYHAOLLEee 3HaYeHme.
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CyLLeCTBYIOT CeaytoLLmMe NPU3HAKM:

— ACL_GROUP — onpezenseT BO3MOXHOCTb AOCTyna ANA Cybbekta, y KOTOpOro
naeHTudUKaTop rpynnbsl (Mam ntobom 3 naeHTMGUKATOPOB rpynnbl CybbeKTa) coBNagaeT co
3HaYeHMeM, YKaszaHHbIM A8 TPpynnbl B CMUCKE KOHTPONA A0CTyna OObeKTa B KayecTse
YTOYHAOLLLErO 3HAYEHMUS;

— ACL_GROUP_ OBJ — onpefenfaeT BO3MOXXHOCTb AOCTyNa ANA CyDbeKTa, y KOTOPOro
naeHTudUKaTop rpynnbl (Mam Ntobom 3 naeHTMGUKATOPOB rpynnbl CybbeKTa) coBNagaeT co
3HaYeHnemM naeHTudmKaTopa rpynnbl 06bLEKTA;

— ACL MASK — onpejenaeT MaKCMMasbHO BO3MOXHOe 3HayeHue bMToB npas AnA
rpynnbl Uan rpynn;

— ACL_OTHER — onpeAenaeT npaBa A0OCTyna ANA CyObeKToB, KOTOPble HE MOTyT ObITb
COOTHeceHbl C NtobbIM 3HaYeHMEM WAEHTUPUKATOPOB, YKA3aHHbIX B CNWUCKE KOHTPOAA
noctyna;

— ACL_USER — onpezenaeT npasa Ana cybbekTa, naeHTMPMUKaTOp KOTOPOro yKasaH
KaK yTouYHAoLLee 3Ha4YeHMe Blaaeblia 06beKTa;

— ACL USER OBJ — onpefenser npaBa [oCTyna ana obbekra, naeHTuduKaTop
KOTOPOro CoBMNaZiaeT co 3HaYeHnem Bnaaenbla obbekTa.

YTouHAOWee 3HaYeHMe — 3TO 3HavyeHWe, Tpebyemoe MNPU3HAKOM ACL GROUP U
ACL_USER. OHO MOXeT coaepKaTb NAeHTUPMKATOP NONb30BaATENA UM FPYNMbl, 418 KOTOPbIX
byaeT NPUHNUMATLCA peLleHne o NpeaoCTaBAeHNM A0CTyNa B COOTBETCTBUN C BMTamM Npas.

MpaBa AoCTyna ANs CNKMCKOB KOHTPOAA [A0CTyna ACL — CYWECTBYHOT Kak OWUTbl
3HaYeHWUI NpaB, O3HaYatoOLWNX YTeHMe (r), 3anncs/yaaneHme (w) Uam BbinoaHeHMe/Mouck (x).

OTHOWIEHMA, BO3HMKAtOLWME NPU NMPUHATUN PELIEHNIA B MOMEHT CpaBHeHMA Ba30BbIX
npaB (BUTOBON MaCKM) U PacCLIMPEHHbIX NPaB (CNMCKOB KOHTPOAS A0CTyna), COCTOAT B
cnenytoulem:

— CMWCOK KOHTPOAA A0CTyna ACL cymTaeTcA o006A3aTenbHbIM MAN MWMHMMA/IbHO
HeobxoAMMbIM ANA TUNOB ACL USER OBJ, ACL GROUP OBJ W ACL OTHER;

— TWNbl ACL GROUP MAM ACL_USER CYMTAIOTCA PACLUMPEHHBIMM M OLLEHWBAOTCA NpU
CENVCIZIZE

— MO YMOANYaHUIO (ecn He yKa3aHo MHOoe) TMN ACL USER OBJ, ACL GROUP OBJ U
ACL_OTHER NPUHUMAIOT 3HayYeHuA, coBnaaatolime ¢ 6a3oBbiM 3Ha4YeHnem BUTOBOM MaCKu
BNaeNbLa M rpynnbl 0ObEKTa;

— €C/IN YKa3aHbl YTOYHAIOLWME 3HAYEHNA ANA TMNOB ACL GROUP M ACL USER, KaK
MUHUMYM OAHO 3Ha4YeHWe TMMa ACL MASK AO/MKHO ObITb yKazaHo. MHaye Tmn ACL MASK
TaK)Ke cymTaeTca Heoba3aTelbHbIM, M ero 3Ha4YeHne MOXKeT ObITb He yKa3aHo.

[MpoBepKa pacliMpPeHHbIX NpaB Npu onpeaeneHnn MNonbITKM A0CTyna CyObeKkTa K
0OBbEeKTY, Ha KOTOPOM YCTaHOB/EHbl pacliMpeHHble aTpmbyTbl ACL, npoucxoamt no
cnenytoLemy anropuTmy:

1) ECIN: naoeHTuduMKaTop cybbekta [AoCTyna coBnagaeT Cc MAEHTUGUKATOPOM
BNajeNbLa 06bekTa 40CTyNa;

65



1 OTOKPI:ITAFI
PyKoBOACTBO aAMMHUCTPATOPA l HHE%"&?S’B'G;’?

TOlJA: oueHmBatoTCA 3HAYEHMA 3aNPOLLEHHbIX NPaB, YCTAaHOB/IEHHbIX B 0bbeme And
TMNa ACL_USER OBJ, 1 CyDbeKT NosyyaeT AOCTYyN K 06bekTy B 06beMe yKa3aHHbIX NPas;

NHAYE: noctyn 610KMpyeTca;

2) EC/IX: mpeHTMdMKaTop cybbekTa AoCTyna coBnagaeT C /tobbiM  yKa3aHHbIM
naeHTMbMKaTopom Bnagenbla obbekTa 40CTYyNa, YNTOMAHYTbIM ANA TUNa ACL USER;

TOTdA: oueHMBAlOTCA 3HAYEHWMA 3aMpPOLWEHHbIX MpPaB, YCTaHOBAEHHble B 0bbeme
CHayana Ana tmMna ACL USER, a 3aTeM A1A TMna ACL MASK, U CyDbeKT noayyaeT AOCTyn K
00BbEKTY B 0ObeMe yKa3aHHbIX NPas;

MHAYE: noctyn 610KnpyeTcs;

3) EC/IN: ocHOBHOM MAM A0HaBOYHbIM MAEHTUPUKATOP rpynnbl cybbekTa A0CTyna
COBMaZaeT C t0ObIM YKa3aHHbIM MAEHTUPUKATOPOM rpynnbl 0ObeKTa AOCTYNA, YNOMAHYTHIM
ANA TUNA CHavyana ACL GROUP OBJ, a 3aTem ACL_GROUP;

TOlAA: oueHuBatoTcA Npasa 4NA npusHaka Tvna ACL_MASK,

N EC/IN: npaBa AocTyna coaepKaT 3anpoLleHHble 3HaYeHmna ana Atoboro 13 TMnos
ACL GROUP_OBJ, ACL GROUP, ACL MASK;

TOTAA: nocTyn npeaocTaBiAeTcs;

NHAYE: goctyn 61oKkmpyeTcs.

4.3.5. MexaHu3m pa3pelieHnin HabopoB BO3MOXKHOCTEN

OMMCAHWE: pns BbINONHEHMA MNPOBEPKM MNpaB A0CTyna CcybbekTbl A0CTyna
Pa3aenstoT Ha 2 KaTeropuu: npusmnermpoBarHsle (1D apdeKTMBHOrO nosb3osatens paseH 0,
KaK y cynepnonb3osaTtend), U HenpusmunernpoBaHHble (ID adpdeKTMBHOro Noab3oBaTens He
paBeH 0).

CMUCOK PA3PELLUEHWMW: BO3MOMHOCTH, peann3oBaHHble B coctase OC Aspopa, a
TaKXKe onepauyn nam nosegeHue, paspellaemble 4aHHbIMU BO3MOXHOCTAMM:

— CAP AUDIT CONTROL — TMO3BOJIAET BK/AOYATb WU BbIKNKOYATL ayauT A4pa,
M3IMeHATb GUAbTPYOLWIME NpaBUAa ayamTa, Noay4aTb COCTOsSHME ayauTa M GUAbTpyloLLne
npaswuaa;

— CAP_AUDIT WRITE — NO3BO/IAET 3aMM1CbIBATb AAHHbIE B XKypHai ayamTa A4pa;

— CAP_BLOCK_SUSPEND — MO3BOJIA€T WMCMNOAb30BaTb BO3MOXHOCTM, CMOCOBHbIE
NPMBOAMUTL K ONOKMPOBAHMUIO MPUOCTAHOBKM CUCTEMbI (epoll (7) EPOLLWAKEUP,
/proc/sys/wake lock);

— CAP_CHOWN — NO3BONAET BbIMONHATL MPON3BOJIbHbIE M3MEHEHWNA GaNN0BbLIX UID U
GID;

— CAP_DAC OVERRIDE — MO3BOMAET MPOMyCKaTb NMPOBEPKM AOCTyna K danny Ha
YTeHMe, 3aMnCb U BbINOJIHEHWE;

— CAP_DAC READ SEARCH — MO3BOAAET MNPOMyCcKaTb MPOBEPKM A0CTyNa K dainy Ha
YTEHME W A0CTyNna K KaTanory Ha YTeHMe W BbINOJHEHME; BbI3bIBaTb GYHKLUMIO
open_by_handle_ato;
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— CAP FOWNER — NO3BO/IAET BbINOMHATb CeAytolme AeUCTBUA:
® MponyckaTb NPOBEPKM AOCTyna ANA onepaumin, KoTopble 0bOblMHO TpebytoT
cosnagenua UID ®C npouecca n UID darna (Hanpumep, chmod, utime), WUCKAtOYASA
onepawmn, OxeaTbiBaeMble CAP_ DAC OVERRIDE M CAP DAC READ SEARCH;
® YCTaHaB/AMBATb PACLUMPEHHbIE aTPUOYTbl NPON3BONAbHbLIX GanN0B;
® yCTaHaBAMBATb CMUCKM KOHTpona aocTyna (ACL) npom3BonbHbIX Gainnos;
® VIrHOPMPOBATb 3aKPENAAOWMA OUT NpK yaaneHnm ¢panna;
e 33naBatb O_NOATIME ana npon3BoabHbIX $painnoB B open U fcntl;
— CAP FSETID—NO3BOJIAET HE OYULLATb OUTHI pexXnma set-user—-IDU set-group-
ID NP 3MeHeHMn Gpaiina, a TakKe yCTaHaBAMBATb OUT set—group-ID Ha Gain, y KOTOPOro
GID He coBnapaer ¢ 6utom PC mam nbbiMm AononHUTENbHbIMKM GID Bbi3biBatOLLErO
npoLecca;
— CAP IPC LOCK — Mno3BonAet 6ﬂOKMpOBaTb NamaTb (mlock (2), mlockall(2),
mmap (2), shmctl (2));
— CAP IPC OWNER — NO3BOJIAAET He BbINOJHATL MPOBEPKM AOCTYNa A/1A onepauum ¢
obbekTamm System V IPC;
— CAP KILL — MO3BOJIAET He BbINOJHATL MPOBEPKM NPU OTNPABKE CUIHANOB.
K AaHHOM BO3MOXHOCTM OTHOCKTCA MCNO/b30BaHMe ioctl (2) C onepaumen KDSIGACCEPT;
— CAP_LEASE — N0O3BO/IAET YCTaHaBAMBATb apeHAy Ha MPOU3BO/bHble dalnbl;
— CAP_LINUX IMMUTABLE — NO3BO/AET yCTaHaBAMBaTb inode-dnarv FS APPEND FL
WFS IMMUTABLE FL;
— CAP_MKNOD — N03BO/IA€T CO3/4aBaTb cneumanbHble Gaiibl C NOMOLLbIO mknod(2);
— CAP NET ADMIN — MO3BO/IAET BbIMONHATb CNeylolMe CeTeBble onepaumnm:
® HacTpoWKa nHTepdenca;
e ynpasneHune IP M3, TpaHchAauMen aapecoB M BeAEHNEM YYETa;
® y3MeHeHMe TabanLbl MapLpyTU3aLumm;
® MpMBA3Ka K Nt0BOMY aZpecy ANA NPO3PaYHOro NPOKCUPOBAHMSA;
® Ha3HayeHMe TMNa CepBuCa;
® 04YMCTKa CTAaTUCTUKM ApanBepa;
® BK/IOYEHME PEXKMMA 3aXBaTa (promiscuous);
® BK/IOYEHME MHOrMOAAPECHbIX PACChINOK (multicasting);
® 1ICNO/Ib30BaHNE setsockopt (2) AONA BK/IOYEHUA CAedylolmnX MNapameTposB
COKeTa: SO DEBUG, SO MARK, SO PRIORITY (4na npuopuTeToB BHe AuanasoHa 0-6),
SO_RCVBUFFORCE M SO_SNDBUFFORCE;

— CAP NET BIND SERVICE - no3BoJiAeT NpuMBA3bIBATb CoKeT K
NPUBUNETMPOBAHHbIM MOPTaM AOMeHa ceTn NHTepHeT (Homepa nopToB meHble 1024);
— CAP NET BROADCAST — (He wucnonb3yeTcA) NO3BOASET  OCYLLECTBAATH

LUMPOKOBELLAHME C COKeTa MU NPOCYLMBAHNE MHOTOaAPECHbIX PACChINOK;
— CAP NET RAW MO3BOAET BbIMONHATL CAeAytolne AeACTBUA:
® ICM0/1b30BaTb COKETbl RAW U PACKET;
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® MpPMBA3bIBATLCA K IODOMY agpecy 414 NPO3Pa4YHOro NPOKCUPOBAHMUS;

— CAP SETGID — NO3BOJIAET BbINO/HATL NPON3BONbHbIE AencTeua ¢ GID npouecca u
CNMCKoM aononHuTenbHbix GID, a Takke noaaensiBatbe GID npu nepegaye BO3IMOXKHOCTEM
COKeTa 4epe3 pAomMeHHble cokeTbl UNIX; 3anucbiBaTb oTObOpakeHme |ID rpynnbl B
NO/1b30BaTE/IbCKOE NMPOCTPAHCTBO MMEH;

— CAP SETFCAP — NO3BONAET Ha3HayaTb GalioBble BO3MOXKHOCTU, NPU 3TOM:

e ecan dannosble BO3MOXHOCTM He MNOAAEPKMBAKOTCA: NPeaoCTaBAATbL U
OT3bIBaTb /ILOOYHO BO3IMOXKHOCTb B CIMCKE Pa3peLleHHbIX BO3MOXXHOCTEM Bbl3bIBAOLLETO MK
ntoboro Apyroro npouecca (4aHHOe CBOWCTBO CAP SETPCAP HeAOCTYMHO, eciu A4po
cobpaHo ¢ noaaep Ko GarnoBbIX BO3MOXHOCTEN, T.K. CAP SETPCAP MMeeT MONHOCTLIO
APYIy0 CEMAHTUKY Y TaKUX Aaep);

e ecnn  annoBble BO3MOMKHOCTM  MoaAepuBatoTca: ao0basnate  nobyto
BO3MOMHOCTb 13 OrpaHnMYmMBatoLLero Habopa Bbi3bIBAOLLEN HUTKU B €e Haceayemblit Habop;
OT3bIBaTb BO3MOKHOCTM M3 OrpaHnYmMBatoLero Habopa (C NOMoLLbIO prctl (2) Conepauynen
PR CAPBSET DROP); U3MeHATb GNaru securebits;

— CAP SETUID — NO3BO/AET BbINOMHATbL NPoOu3BObHble aenctemA ¢ UID npouecca
(setuid(Z) , setreuid(2), setresuid(2), setfsuid(2) ),‘ nogaensisate UID npwu
nepeaaye BO3MOXHOCTEN CcOKeTa Yepe3 AoMeHHble coKkeTbl UNIX; 3anmcbiBaTb oTobOpakeHme
ID nonb3oBaTeNsA B N0b30BaTE/bCKOE MPOCTPAHCTBO MMEH;

— CAP_SYS ADMIN NO3BO/IAET BbIMONAHATL CNeAytoLLine AeNCTBUA:

® pewaTtb 33aJayn  ynpaBAeHMA CUCTEMOM: quotactl (2), mount (2),
umount (2), swapon(2), swapoff(2), sethostname(2) W setdomainname (2),;

® BbLINONHATL MNPUBUAEIMPOBAHHbIE onepaunnm syslog(2) (418  [AaHHbIX
onepauuii HeobxoAMMO MCNONBb30BaTb CAP SYSLOG);

® BbIMNO/IHATL KOMaHAY VM86 REQUEST IRQ vm86(2);

® BbINOJIHATL ONepauum IPC_SET W IPC_RMID Haj NPOU3BO/bHbIMM OObeKTaMM
System V IPC,

® [epesanuncbiBaTb OrpaHMyYeHmna pecypca RLIMIT NPROC;

® BbINOJIHATH ONepaLUymm Haj PacliMpPeHHbIMW aTPUOYTaMM trusted U security;

® MCNO/1b30BaTb lookup dcookie (2);

® 1ICNONb30BaTb ioprio set (2) A1A HA3HAYEHWNA KNACCOB NIAHNPOBAHNA BBOAA-
BblBOAA IOPRIO CLASS RT M IOPRIO CLASS IDLE;

e noaaensiBatb PID npu nepepaye BO3MOMKHOCTEM COKeTa 4yepes3 JOMEHHble
cokeTbl UNIX;

® npeBbllWaTb /proc/sys/fs/file-max, CUCTEMHOE  OFpaHW4YeHME  Ha
KOZIMYECTBO OTKPbITbIX $aiI0B B CMCTEMHbIX BbI30BaX, OTKPbIBatOLWMX danabl (Hanpumep,
accept (2), execve(2), open(2), pipe(2));

e 3asencTeoBaTb pnarm CLONE_*, cospatolime HoBble MPOCTPAHCTBA MMEH C
MOMOLLBIO clone (2) Munshare (2) (419 CO3AaHNA NO/b30BATENbCKMX MPOCTPAHCTB MMEH He
TpebyeTca HUKAKNX MHbIX BO3MOXKHOCTEN);
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® BbI3blBaTb perf event open(2),
® MOAYyYaTb A4OCTYN K MHPOPMaLUMM O NPUBMAETMPOBAHHOM COObITUN perf;
® Bbi3blBaTb setns (2), TpebyeTrcA CAP SYS ADMIN B MPOCTPAHCTBE MMEH
Ha3Ha4YeHus;
® BbI3bIBATb fanotify init (2);
® BbI3bIBATb bpf (2);
® BbINOJIHATL ONepaunmn KEYCTL CHOWN W KEYCTL SETPERM B keyctl(2);
® BbINOJIHATL OMNepaLmio MADV HWPOISON Bmadvise (2);
e 3aaencrteoBaTb TIOCSTI B ioctl(2) ANA BCTaBKM CUMMBOIOB BO BXOAHYIO
oyepenb TeEPMMHANA, OT/IMYHOTO OT YNPaB/IAOLWLEro TEPMUHA/IA BbI3bIBAOLWLETO;
® 33/71€MCTBOBATb YCTAPEBLUMNA CUCTEMHbIM BbI30OB nfsservctl (2) ;
® 33/eMCTBOBATb YCTAaPEBLUMIM CUCTEMHbIN BbI30B bdflush (2);
® BbLINO/IHATL Pa3/IMYHbIE MPUBUNETMPOBAHHbIE OMepaunmn ioctl (2) Han4
6104HbIMK MY;
® BbLINOJ/IHATbL PA3/INYHbIE NPUBUIETMPOBAHHbIE Onepauun ioctl (2) Hag PC;
® BbINO/IHATb AAMUHUCTPATUBHbIE ONepauymm Haa Apansepamm MY;
— CAP_SYS BOOT — NO3BONAET UCMOJIb30BaTb reboot (2) U kexec load(2),
— CAP SYS CHROOT — MO3BOJIAET UCMOJIb30BaTb chroot (2);
— CAP SYS MODULE — MO3BO/IAET 3arpy»KaTb 1 BbIrPY>KaTb MOAYNU A403;
— CAP SYS NICE MO3BOJIAET BbINONHATb CAefytolime AeNCTBUA:
® MOBbIWATL 3HAYEHME YCTYNUYMBOCTU NpoLecca (nice (2), setpriority(2))u
M3MEHATb 3HAYEHME YCTYNUYMBOCTM Y MPOU3BO/IbHbIX MPOLLECCOB;
® Ha3HayaTb MOJIMTUKM NNAHUPOBAHMA PeasbHOro BpeMeHu O/1A Bbi3blBatOLLEro
Npouecca, a TakKe NOJNTUKM NAAHUPOBAHMA U NPUOPUTETLI A1A NPOU3BOJIbHbLIX MPOLLECCOB
(sched setscheduler (2), sched setparam(2), shed setattr(2));
® BbINOJIHATL MPUBA3KY K 3NEeKTPOHHOM noanuck (3M) Ans Npomn3BOAbHbIX
npoueccoB (sched setaffinity(2));
® Has3HayaTb KjaacCc MNAaHMPOBAHMA  BBOAA-BbIBOAA W NpuoputeT  ANA
NPOWM3BO/bHbIX NPOLLECCOB (ioprio set (2));
® MPMUMEHATb migrate pages(2) K MNPOW3BOJIbHbLIM Npoueccam A/a UX
nepemeLLeHnA Ha NPOM3BO/IbHbIE Y3/1bl;
® MPUMEHATb move pages (2) K NMPOU3BOJIbHbIM NpoLeccam;
® 11CNONb30BaTb Gnar MPOL_MF MOVE ALL Bmbind (2) Mmove pages (2);
— CAP_SYS PACCT — NO3BO/IAET UCMONb30BaTb acct(2),
— CAP_SYS PTRACE — MN0O3BOJIAET BbIMNO/NHATL C/ieAytowmne AeNCTBUA:
® TpaccmMpoBaTb NH0OON NPOLLECC C MOMOLLBIO ptrace(2);
® MPUMEHATb get robust list (2) K NPOM3BOJIbHbIM NpoLEeccam;
e nepemellatb AaHHble B/M3 MamMATM MPOM3BOJILHOTO MPOLEcca C MOMOLLbIO
process vm readv (2) Mprocess vm writev(2),

® 13y4aTb MPOLECCHI C MOMOLLBIO kcmp (2) ;
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— CAP_SYS_RAWIO — no3BondAeT BbINONHATL CAeaytouime AeNCTBUA:
® BbINOJIHATH ONepaLyMm BBOAA-BbIBOAA M3 NOPTOB (iopl (2) m ioperm(2));
® paspelwaTb A40CTYN K /proc/kcore;
® 33aencTBOBaTb onepaunto FIBMAP B ioctl (2);
e OTKpPbIBaTb MY Ans A0CTyna K cneumanbHbim peructpam x86 (MSR);
e 06OHOBNATb /proc/sys/vm/mmap min addr;
® C03/1aBaTb OTOOpaXKeHMA NamATh No apecam, MeHble 3Ha4YeHNUs, 3a4aHHOrO B
/proc/sys/vm/mmap min addr;
e oTObOpaxaTb Gannbl B /proc/bus/pci;
® OTKPbIBATb /dev/mem u /dev/kmem,
® BbLINOJIHATL PA3/IMYHbIE KOMAHAbI MY SCSI;
® BbINOJIHATL onpeaeneHHble onepaunm ¢ MY hpsa (4) M cciss (4);
® BbINONHATL HEKOTOPbIE CNeLmanbHble onepaunm ¢ Apyrmmmn yCTPOMCTBAMU;
— CAP SYS RESOURCE — MO3BOJIAET BbIMNONHATL CNefyloline AeNCTBUA:
® 1CMO/1b30BaTh 3ape3epBnpoBaHHOe NpocTpaHcTBO PC ext2;
® CoBepllaTb BbI30BbI ioctl (2), yNpaBaAoLWMeE KypHaIMpoBaHMem ext3;
® MpeBbIlWaTb OrpaHNYeHmne AMCKOBOro NPOCTPAHCTBA;
® yBe/INYMBATb OFPAHUYEHMA MO Pecypcam;
® nepes3anncbiBaTb OrpaHnYeHmne pecypca RLIMIT NPROC;
® MpeBbllaTb MAaKCMMaIbHOE KONMYECTBO KOHCONEN NPW BblAENEHNN KOHCONM;
® peBbllaTb MAaKCMMaIbHOE KONMYECTBO PACKNAL0K;
® 11CN0Nb30BaTb bonee, yem 64 I npepbiBaHUA M3 YACOB PEaIbHOrO BPEMEHM;
® Ha3HayaTb 3Ha4YeHMe msg gbytes oyepeau coobueHuin System V 6Honblue
orpaHun4yeHus /proc/sys/kernel/msgmnb;
® [peBblWaTb orpaHN4YeHne /proc/sys/fs/pipe-size-max MNPV Ha3HaAYEHWUWU
BMECTMMOCTM KaHa/ia C MOMOLLbIO KOMaHAbl F SETPIPE SZ y fcntl (2);
e ycnonb3osaTb F_SETPIPE_SZ ana yBennyeHma BMeCTUMOCTM KaHana bonblue,
Yyem orpaHun4yeHue, 3alaBaeMoe B /proc/sys/fs/pipe-max-size;
® [pPEeBbIWATb OrpaHNYeHne /proc/sys/fs/mqueue/queues max NP CO34aHNN
oyepenen coobuieHnn POSIX; 3agecteoBaTtb onepaumto PR_SET MM B prctl (2);
® YCTaHaB/AMBaTb /proc/PID/oom score adj B 3HAYEHWE MeHblUee, Yem
nocnegHee yCTaHOBAEHHOE 3Ha4YeHne NPoLLeCcCOM C MOMOLLLbIO CAP SYS RESOURCE;
— CAP_SYS TIME — N0O3BO/IAET HAaCTPamBaTb CUCTEMHbIE Yachl (settimeofday (2),
stime (2), adjtimex (2)) W 4Yacbl peanbHOro BpemeHu (annapaTtHble);
— CAP SYS TTY CONFIG — MNO3BOAAET UCMO/b30BaTb vhangup (2) M 334eNCTBOBATb
Pa3/INYHble MPUBMIETMPOBAHHbIE onepauun ioctl (2) C BUPTYa/SIbHbIMW TEPMUHANAMMU;
— CAP SYSLOG — NO3BO/IAET BbINOJHATb CAeAytolme AeUCTBUA:
® BbINOJIHATb NPUBUIETMPOBAHHbIE ONepauun syslog (2);
® MpoCMaTpMBaTb afpeca sapa, oTobpaxKaemble B /proc W APYrnX UHTepdencax,
KOrga 3HayeHue /proc/sys/kernel/kptr restrict pasHoO 1;
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— CAP_WAKE ALARM — NO3BO/IAET BbI3bIBATb YTO-IMOO0 Npu NPobyKAEHUN CUCTEMBI
(ycTaHaBamBaTb TaMMepbl CLOCK REALTIME ALARM M CLOCK BOOTTIME ALARM).

HABOPbI BO3MOXHOCTEW CYEBEKTA

Kaxaasa HUTb MmMeeT Habopbl BO3MOMKHOCTelN, cogepxaume O wu/mam bonee
CnenyroLInMX BO3MOXKHOCTEN:

1) Pa3pelueHHble aencTema (Permitted). Permitted — OrpaHnMYnBatoLLMin Habop
30DEKTMBHBIX BO3MOXKHOCTEN, KOTOPbIMM HadenaeTcs HUTb. [aHHbIM Habop TaKkKe
OrPaHNYMBAET CMMCOK BO3MOMKHOCTEN, KOTOpble MOTyT OblTb A0DaBAEHbI B HAac/NeayeMbli
Habop ANA HUTW, HE MMeloLen BO3MOXHOCTeM CAP SETPCAP B cBOeM 3QGEeKTMBHOM
Habope. Ecnn HUTL cbpacbiBaeT BO3MOXKHOCTb B CBOEM pa3pelumTensHoM Habope, oHa He
CMOXET NONYYNTb ee 06PaTHO (€CAM TONBKO He BbIMONHAETCA execve (2) A1 NPOrPaMMbl C
set-user-ID-root W/IM NPOrPaMma, y KOTOPOM COOTBETCTBYHOLLME BO3MOXHOCTM daina
NpPeaoCTaBAAOT 3Ty BO3MOMKHOCTb);

2) Hacneayemsbie genctBua (Inheritable). Inheritable — Habop Hacaedyemblx
BO3MOKHOCTEM, KOTOPble OCTAKOTCA TAKOBbIMM MPWU BbINOAHEHUM NtOBON NPOrpammbl U
COXpPaHAOTCA MPU BbI30BE execve (2). Hacneayemble BO3MOXMHOCTM A006aBAAOTCA B
pa3pewnTenbHblil Habop, ecnn BbINOAHSALWANACA NPOrpaMma MMeeT COOTBETCTBYHOLIME
YCTaHOB/IEHHbIE ODUTbI B $aiI0BOM HacnedyeMom Habope. Ecan BbINOAHEHWE NPONCXOAUNT
He OT MMEHW Cynepnosib3oBaTens, Hacaedyemble BO3MOMKHOCTM He COXPaHAKTCA noc/e
execve (2), noatomy MI, KOTOpbIM HeobXoAMMO BbIMONHATL BCMNOMOTraTE/bHbIE
NPOrpPamMmbl C MOBbLIWEHHbIMM BO3MOXHOCTAMKM, TpebyeTca MCNONAb30BaTb Hapy*KHbIE
BO3MOMHOCTU (ambient capabilities);

3) JddeKkTuBHble AencTBMA (Effective). Effective — JaHHbIM Habop
BO3MOKHOCTEN UCMONb3YyeTCA AAPOM NPW BbIMOJHEHUWN MPOBEPOK NPAB HUTK.

C nomoulpto capset(2) HUTb MOXET M3MEHATb CBOM Habopbl BO3IMOXHOCTEWN.

®ann (MPBO) /proc/sys/kernel/cap last cap COAEPXKWT YMCAOBOE 3HAYEHME
camol 60/blIOK BO3MOXKHOCTW, NOAAEPKMBAEMOM paboTalowym AAPOM. ITO MOMXKHO
MCNONb30BaTb A/1A onpeaeneHns Hanbonbllero BmUTa, KOTOPbLIN MOXKET ObITb YCTaHOBNEH B
Habope BO3MOKHOCTEN.

®ANNOBbLIE HABOPbI BO3MOXHOCTEW

B OCABpopa cBA3b HAbOpPOB BO3MOXHOCTEM C MCMONHAEMbIM  paiiom
NOAAEPKMBAETCA C MOMOLIbIO setcap (8). Habopbl BO3MOXKHOCTEM dalia XpaHATCA B
paclwmpeHHoOM aTpubyTe, AN 3anucu B KOTOPbIN TpebyeTca Bo3moxKHOCTbL CAP_SETFCAP.
Habopbl $paltnoBbix BO3MOXKHOCTEN BMECTE C Habopamm BO3IMOXKHOCTEN HUTKM onpeaenatoT
Habopbl BO3MOXKHOCTEN HUTK NOCNE BbINONHEHUA execve (2) .

CyuiecTBytoT cneaytoline dannosble HADOPbI BO3MOMXKHOCTEN:

— permitted (paHee Ha3bIBaBWIMACA forced) — BO3MOXHOCTM aBTOMATMYECKM
pa3peLlaTCa HATU He3aBUCMMO OT ee yYHac/1eJ0BaHHbIX BOSMOXHOCTEN;

— inheritable (paHee Ha3biBaBLWMICA allowed) — Habop obbeamHseTcs (AND) c
yHacnenoBaHHbIM - Habopom  HWTKW, 4YTOObI OnNpeaennTb, KaKkuMe yHac/neAoBaHHble
BO3MOKHOCTM DyAyT BKAOUYEHbI B €e pa3speLlnTeibHbI Habop nocne execve (2);
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— effective — B A€NCTBUTENBHOCTM NpeAcTaBaseT coboi He Habop, a OAMHOYHbIM
6UT. ECnn BUT BKAKOYEH, TO NPM BbI3OBE execve (2) BCE HOBblE pa3pelleHHble BO3MOXKHOCTH
HUTKM ByayT Takke AobaBneHbl B 3PeKTMBHbIN Habop. Ecam BUT BbIKAOYEH, TO Moc/ae
execve (2) HW 0AHA U3 HOBbIX Pa3peLLEeHHbIX BO3MOXHOCTEN He ByaeT nobasaeHa B HOBbIN
3P PeKTMBHbIN HabOP.

BkntoyeHune addeKkTmBHOro darnosoro buta noapasymeBaeT, YTo ntobas dpannosas
paspewmnTenbHas  WAM  Hacnedyemas BO3MOMKHOCTb, MO3BOMAOWAA HUTM  MNONYYUTb
COOTBETCTBYHIOLLYK Pa3pelinTenbHY0 BO3MOXKHOCTb MPU execve (2), TaKKe NOAYYUT ee B
3pPpeKTMBHOM Habope.

[MosToMy ecaM  nNpu  Ha3HadYeHuM  BO3MOXKHocTeM  danny (setcap(8),
cap set file(3), cap set £d(3)) yKa3atb 3OPeKTUBHbLIN Gaar Kak BKAOYEHHbIN A4
Ntob0o BO3MOXKHOCTU, 3GDEKTUBHBIN dar AOMKEH TakKe OblTb yKa3aH BKAKOYEHHbIM A4
BCEX OCTa/IbHbIX BO3MOKHOCTEMN, A1 KOTOPbIX BK/ILOYEH COOTBETCTBYHOLWMI Pa3peLlnTeNbHbIM
UK Hacneayemblin dnaru.

Mpeobpa3oBaHMe BO3IMOXKHOCTEN NpU execve().

Mpn execve (2) PBO BbIMMCAAIOT HOBble BO3MOMKHOCTM CybbekTa Ao0CTyna
(npougecca) no cneayroEeMy anroOpUTMy:

P' (ambient) = (npuBuierupoBaHHEM odami) ? 0 : P(ambient)

P' (permitted) = (P(inheritable) & F(inheritable)) |
(F(permitted) & cap bset) | P' (ambient)

P' (effective) = F(effective) ? P'(permitted) : P' (ambient)
P' (inheritable) = P(inheritable) [T. e., He usMeHdeTCHd],
roe:

— P —3HayeHne Habopa BO3MOXKHOCTEM HUTK [0 execve (2) ;

— P'—3HauyeHne Habopa BO3IMOXKHOCTEN NOCNE execve (2);

— F—¢annosblin HaOOP BO3MOKHOCTEM;

— cap_bset — 3Ha4yeHuWe orpaHm4mBatoLLLero Habopa BO3MOXHOCTEN;

— NPUBMNETMPOBAHHbLIA dann — daln, UMeLW Mt BO3MOXKHOCTU, UAM ANA HEero
yCcTaHoBNeH 6uT set-user-1D nnn set-group-ID.

BO3MOXHOCTU U BbINOJTHEHWME MPOTPAMMBbI CYMEPMO/1Ib30OBATEJ/IEM

[lna npepnocTaBneHMa MoAHOrO Habopa BO3MOMKHOCTEM Cynepnonb30BaTeNto B
execve(2) HeE06X0AMMO BbINONHEHWE CAEAYOWMX NPABUN:

— €C/11 BbINOJIHAETCA NPorpaMma C yCTaHOBAEHHbIM butom set-user-ID-root nam 1D
peanbHOro nonb3oBaTens npouecca paBeH 0 (cymepnonb3oBaTesb), NPeaoCTaBAATCA
nonHble @alnoBble W Hacnegyemble Habopbl BO3MOMKHOCTEN (T.e. paspelleHbl Bce
BO3MOKHOCTM);

— eC/ BbIMNOJIHAETCA MporpaMma C YCTaHOB/EeHHbIM 6utom set-user-ID-root,
3ddeKTUBHbBIN dannoBbI BUT paBeH eanHULE (YCTaHOBEH).

Pe3ynbTaT  yKasaHHbIX  MNpaBua,  0ObeAMHEHHbIX C  npeobpaszoBaHUAMM
BO3MOXHOCTEM, CAeAyHLMA: KOraa NPOLECC BbINOAHAET execve (2) AA8 NPOrPaMMbl C
buTom set-user-ID-root nam Koraa npouecc ¢ apdpekTnBHbIM UID O BbINONHAET execve (2),
OH NOJIy4aeT BCE BO3MOMHOCTU M3 paspewunTensHoro u adpdpekTMBHOro Habopos, 3a
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MCKNOYEHMEM TEX, KOTOPble OTMEHEHbl OrPaHNYMBAOWMM HabOPOM BO3MOMKHOCTEN. ITO
NpeaocTaBAseT CEMaHTUKY, COBNaZatoLLyto ¢ 0Obl4HbIMK cnucTemamm UNIX.

OrPAHMYMBAIOLLIA HABOP BO3MOMKHOCTEWN

OrpaHuymBatoLWMiM Habop BO3IMOXKHOCTEN — 3TO MexaHM3M Be30MacHOCTU, KOTOPbIN
MO}HO WCNONb30BaTb ANA OrpaHMYEHMs BO3MOMKHOCTEM, AOCTYMHbIX NPU execve (2),
cnenyroumm obpasom:

— NpU execve (2) OrpaHnMYMBatOLWMA Habop BO3MOXKHOCTEN cknaapiBaeTca (AND) ¢
dannoBbIM paspewnTenbHbiIM HabopoM BO3MOXMHOCTEM, M pe3ynbTaT 3TOM onepauuu
Ha3HayaeTca pas3pewnTenbHOMYy Habopy BO3MOXKHOCTEM HUTU.  Takum  o0bBpasom,
OorpaHu4ymMBatOWMi Habop BO3MOMKHOCTEM OrpaHMYMBAET paspelleHHble BO3MOMKHOCTH,
KOTOpble MOXET NpeaoCTaBUTb MCMONHAEMbIN dalin;

— OorpaHuMuMBaOLWMM  Habop BO3MOMKHOCTEM NpeacTaBnAeT cobor nepeyeHs,
KOTOPbIN HUTb MOXeT A0DaBUTb B CBOM HacnedyeMblh Habop C MOMOLLbIO capset (2). 3TO
03HaYaeT, YTO ec/IM BO3MOXKHOCTb OTCYTCTBYET B OrpaHMYmnBatoLLem Habope, HUTb HE MOXKET
n06aBUTb 3Ty BO3MOXHOCTb B CBOM HaciedyemMbln HAabop, Aaxe ecnm oHa MPUCyTCTBYEeT B
paspelmnTeNbHOM Habope, c1efoBaTeIbHO, HE MOXET COXPaHWTb AaHHYK BO3MOXHOCTb B
paspelnTenbHbIM Habop NpK Bbl30BE execve (2) ANA daiina, UMetoLLEero BO3MOXHOCTb B
CBOEM Hacneagyemom Habope.

OrpaHunymBatoWmMin Habop CKpPbIBAeT painnoBble pa3peLllnTeNbHble BO3MOXKHOCTM, HO
He Hacneayemble BO3MOMHOCTM. ECAM HUTb MMeeT B CBOEM Hac/iedyemom Habope
BO3MOXHOCTb, KOTOpas OTCYTCTBYET B OrpaHMuMBatolLeM Habope, HUTb MNOo-NpexHemy
obnafaeT 3ToM BO3MOXKHOCTbIO B CBOEM pa3pellmTelbHOM Habope npu BbINOAHEHMM daitna,
MMEIOLLLEro BO3MOXHOCTb B CBOEM HacneayeMom Habope.

Tonbko npouecc 1 MOXKeT 33ZaBaTb BO3MOMKHOCTM B OrpaHuMumBatollem Habope
BO3MOKHOCTEM, MOMMUMO 3TOrO Cynepnoab3oBaTesb (TouHee, NPorpammbl C BO3MOMKHOCTbIO
CAP SYS MODULE) MOTYT LWb YAANATb BO3MOXHOCTM M3 Habopa.

OrpaHuymnBatoWMin  Habop HacneayeTca npu fork(2) OT HUTU poauUTens U
coxpaHaeTca Npu execve(2).

HUTb mMoXeT yaanaTb BO3MOMHOCTM M3 CBOEro orpaHuMymBatollero Habopa c
MOMOLLbIO BbI30Ba prctl (2) € onepauyeit PR CAPBSET DROP MpW HA/IMYMK BO3MOXHOCTH
CAP SETPCAP.

Mocne yaaneHua BO3MOXHOCTM M3 OrpaHMymMBatollero Habopa BOCCTAHOBUTb €ro
HEBO3MOHO. HIUTb MOXKeT onpeaennTb Haan4yme BO3MOXKHOCTM B CBOEM OTPaHUYMBAIOLLEM
Habope C NOMOLLbIO BbI30Ba prctl (2) € onepauuen PR CAPBSET READ.

YpaaneHvne BO3MOXHOCTEN M3 OrpaHMymMBatollero Habopa AOCTYNHO, TONbKO €Cau
A4p0 cobpaHo ¢ NoaaepKKon GannoBbIX BO3MOKHOCTEN.
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[nsa CcOXpaHeHWs NPMBBLIYHOM CEMaHTUKM npu nepexode OT O K HEHy/NeBbIM
nonb3oBaTenbckmm ID PBO ocywecTBAAOT Creaytoline n3meHeHA HabopoB BO3MOXKHOCTEM
HATWU NPU  U3MEHEHUM Y HUTU pPeanbHoro, 3PPeKTUBHOro, coxpaHeHHoro D w
nonb3osaTensbckoro ID ®C (c nomoulpto setuid (2), setresuid(2) WUAKM NOAOOHbLIX):

— eC/n paHee peanbHbli, 3GGEKTUBHbIN MAM COXPAHEHHbIM NONb30BaTENbCKMIA ID He
6bin paBeH O 1 B pe3ynbTaTe nameHeHuna UID Bce aTn ID nony4nam HeHyneBoe 3Ha4YeHUe, TO
BCE BO3MOHOCTM YAANATCA U3 pa3pelinTenbHOro n addeKkTMBHOro Habopos;

— ecnn apPeKTMBHbIM nosb3oBaTenbCkui ID m3ameHsaetca ¢ 0 Ha HeHyneBoe
3HaYeHMe, TO BCE BO3IMOMXKHOCTW yaAaNaoTca n3 adpdekTneHoro Habopa;

— ecnun 3ddEKTMBHbBIN NONb30BATENLCKUI ID M3MEHAETCA C HEHY/IEBOTO 3HAYEHMA Ha
0, TO pa3pelLmnTenbHbI Habop KonupyeTca B 3PPeKTUBHbLIN Habop;

— ecnn nonb3oBatenbcknin ID ®C nameHsetca ¢ 0 Ha HeHyNeBoe 3HaYeHne, TO U3
adpdekTMBHOro  Habopa  ydanawTcA  caeayouime BO3MOXHOCTU: CAP_CHOWN,
CAP DAC OVERRIDE, CAP DAC READ SEARCH, CAP FOWNER, CAP FSETID,
CAP LINUX IMMUTABLE, CAP MAC OVERRIDE M CAP MKNOD. Ecnv nosnb3osatesnbckuit ID ¢C
M3MEHAETCA C HEeHY/NeBOro 3HayeHnA Ha O, To Nt0baA M3 BO3IMOMKHOCTEN, BKIOYEHHbIX B
paspeLlnTenbHbI Habop, BKAtOYaeTca B apPpeKTMBHOM Habope.

Ecnn HUTb, Y KOTOpOon oanH uam 6onee nonb3oBatenbckux ID paseH 0, cTpeMmnTCs
NpeaoTBpaTUTb  yAaseHWe  paspellimTeNbHbiX  BO3MOXKHOCTEM npu  cbpoce  Bcex
NoNb30BaTeNbCKMX ID B HEHY/1EBbIE 3HAYEHMA, OHA MOXKET MCMO/b30BaTb BbI30B prctl (2) C
onepauuenn PR_SET_KEEPCAPS nnu dnarom 6€30nacHOCTM SECBIT KEEP CAPS, ONMCAaHHbIM
nanee.

H1UTb MOXeT nonyyaTb M M3MEHATb CBOM Habopbl BO3MOXHOCTEM C MOMOLLBHO
CMCTEMHbBIX BbI30BOB capget (2) U capset (2). O4HAKO ANA 3TOM Lenn npeanovtutensHee
MCMNONb30BaTb cap get proc(3) Wcap set proc(3) U3 MNaKeTa libcap.

Mpn n3meHeHMn HabopPOB HUTU NPUMEHAIOTCA CAeayHOLLME NPaBUNa:

— eC/I  BbI3bIBAKOWMIA He MMeeT BO3MOXHOCTM CAP SETPCAP, TO HOBbIN
Hacneagyembln Habop AomkeH OblTb  NogHabopom  KOMOMHAUMM  CYLLECTBYHOLLErO
HacaeaQyemoro v paspeLlnTenbHoro Habopos;

— HOBbIM Hacneayembln  Habop go/mKkeH ObiTb  noaHabopom  KombUHaUMM
CYLLECTBYHOLLETO HAaceAyeMOro M OrpaHMyMBatoLLEro Habopos;

— HOBbIM paspelumTenbHbli Habop AomKkeH 6biTb NoAHAaboOpPOM CyLLECTBYHOLWENO
paspelmnTenbHOro Habopa (T.e. HEBO3MOXKHO NPMOHPECTM Pa3peLlNTENbHbIE BO3MOXKHOCTM,
KOTOPbIX HUTb HE UMeET);

— HOBbIM  3ddeKTMBHbIN  Habop  Ao/mkeH  OblTb  nNoaHabopom  HOBOro
pa3pewnTenbHoro Habopa.

®NTATW SECUREBITS: OPTAHU3AUMA NCKAKOYNTE/IBHO OKPYXKEHWA

B OC ABpopa peannsoBaH Habop $naroB securebits (A1A KaXKAOM HUTKN), KOTOPbLIN
MOXHO MCMO/1b30BaTb ANA OTKAOYEHMA CNeumanbHbiX AeNCTBMN BO3MOXKHOCTen ana UID O
(cynepnonb3osatens). K atum dnaram oTHOCATCA:
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— SECBIT KEEP CAPS — MO3BO/AET HUTK, Y KOTOpon oanH n bonee UID paseH O,
COXPaHMUTb CBOM BO3MOXHOCTU Npu nameHeHnun scex ee UID Ha HeHyeBble 3Ha4YeHnA. Ecau
dnar He yctaHoBneH, nameHeHune UID npuBedeT K yTpaTe HWUTbIO BCEX BO3MOMKHOCTEMN.
NaHHbI dnar Bcerga cbpacbiBaeTca Npu execve (2) (M NPeaoOCTaBASET Te e BO3MOXKHOCTH,
4TO M CTapbIl BbI30B prct1(2) € onepauuen PR_SET KEEPCAPS);

— SECBIT NO SETUID FIXUP — He [MO03BOAAET A4pYy W3MEHWTb Habopbl
BO3MOXKHOCTEM Npu nameHeHnmn adpdektmaHoro UID n UID ®C ¢ O Ha HeHyNeBOe 3HAYEHME;

— SECBIT NOROOT — B C/lyyae YCTaHOBKWM AaHHOro dnara A4po He npenocrasaset
BO3MOXHOCTM NPU UCNOTHEHUM NPOrPaMMbl, UMetoLLEeN BUT set-user-ID-root, MM KOrAa
npouecc ¢ adpdekTUBHbIM MAM peanbHbiM UID paBHbiM O BbI3bIBAaET execve (2)

— SECBIT NO CAP AMBIENT RAISE — 3anpellaerT MOBbllUEeHNE  HAPYXKHbIX
BO3MOXHOCTEN NOCPeACTBOM prctl (2) C onepaunen PR CAP AMBIENT RAISE.

KaxkablM U3 nepedyncneHHblx Bbille 6a30BbIX $AaroB MMeeT AONOAHUTENbHbIA Gaar
6/10KMPOBKM, YCTaHOBKa t0OOro M3 KOTOPbIX ABAAETCA HeobpaTMMon W 3anpeliaer
AanbHenwne n3MeHeHna COOTBETCTBYoLLLEero 6azosoro gaara.

®narn 6N1OKNPOBKU:

— SECBIT_KEEP_CAPS_LOCKED;

— SECBIT_NO_SETUID_FIXUP_LOCKED;

— SECBIT_NOROOT_LOCKED;

— SECBIT_NO_CAP_AMBIENT_RAISE.

®dnarn securebits MOXHO M3MEHATb M NOJIy4aTb C MOMOLLbIO BbI30Ba prctl (2) C
onepaumAmnm PR _SET SECUREBITS W PR GET SECUREBITS. [1nA wu3meHeHua &naros
TpebyeTcA BO3MOXKHOCTb CAP_ SETPCAP.

®narn securebits Hac/neayTCA AOYEPHMMKU nNpoueccamun. Ipn execve (2) Bce
darm CoxpaHATCA, 338 UCKNIOYEeHNeM SECBIT KEEP CAPS, KOTOPbIN BCcerga cbpacbiBaeTca.

MIT MoeT MCNoNb30BaTb CAeAyHOLMIA BbI30B A5 COBCTBEHHON ONOKMPOBKM M
MOMELLIEHMA BCEX CBOMX MOTOMKOB B OKPYKeHWe, rae nmeeTcsa To/bko 1 cnocob aobasneHms
NpaB — 3aMnycK NPOrpammbl CO CBA3AHHbIMMK C Her GaliIOBbIMM BO3MOKHOCTAMM:

prctl (PR_SET SECUREBITS,
SECBIT KEEP CAPS LOCKED |
SECBIT NO SETUID FIXUP |

SECBIT NO SETUID FIXUP LOCKED |
SECBIT NOROOT |

SECBIT NOROOT LOCKED) ;

4.3.6. Linux Security Modules

OoNoONHNTENbHO AN1A KAaCTOMM3auUMM W YyTOYHEHMA npumeHaembix [1PL moxkeT
ncnonb3osaTbea pernmBopk Linux Security Modules.

®permMBOpPK ABNAETCA YacTblo AApa M MNO3BOAAET PErncTpmpoBaTb MNpoueaypbl,
KoTopble ByayT BbINOAHATLCA B C/ly4ae YCNelwHOoro 3aBepleHns CTaHAapTHOM npoueaypb
NPOBEPKM AMCKPELMOHHOro AOCTyNa nepen npeaoctaBneHnem GakTUMYecKoro AocTyna K
00OBbEKTY.
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Mocpeactsom Linux Security Modules B aape OC ABpopa NOAKAOYEH MOAYb
6e30MacHOCTN diehard, KOTOPbIA He MO3BOJIAET HEMPMBMIETMPOBAHHOMY MO/b30BATENIO
npepBaTb BbIMNOJIHEHWE MNPOLLECCa, 3aMNyLEeHHOro OT ero e MmeHW. onb3oBaTesIbCKuit
NpoLecc, He MMerLWM I BblAeNEeHHOW Tpynnbl 777, HE MOXET NocnaTb CMTHaN NpoLeccy,
MMeKLWEeMy TaKyto Tpynny, Aake ec/iM NpoLecChbl BbIMOAHAKTCA C oAMHaKoBbiMm EUID.
NcKkntovyeHnem ABMAIOTCA MPOUECChbl, MMelowme capability CAP KILL, — Ha HUX He
PACNPOCTPAHAOTCA OrPaHNYEHMA, HakNadblBaeMble MoAay/leM diehard

3aronoBOYHbIN Galn include/linux/security.h COAEPKUT ONMCAHME CTPYKTYPb
security ops, npeactasaaoowen cobon  CAMCOK  3apaHee  OMpedeneHHbIX U
NOKYMeHTMpPOBaHHbIX callback-pyHKuUMIM, KOTOpble AOCTYNHbI Mmoaynto He3onacHoCcTM AnA
BbINO/IHEHMA NPOBEPOK. 10 YMONYaHUIO AaHHble PYHKUMM B OCHOBHOM BO3BpallatoT O,
pa3pewasn ntobble aencTama. OQHAKO HEKOTOPbIE MCNONBL3YIOT Moaynb BesonacHocTu POSIX.
B maHHOM cTpyKType cneundumyeckmnin ana OC ABpopa Mmoaynb diehard 3apermcTpmpoBaH
cneayrowmm obpasom.

#ifdef CONFIG SECURITY DIEHARD

extern int diehard task kill(struct task struct *p, struct siginfo
*info,
int sig, u32 secid);

#else /* !CONFIG _SECURITY DIEHARD */

static inline int diehard task kill(struct task struct *p,
struct siginfo *info, int sig, u32 secid)

{

return 0;

}

#endif /* !CONFIG SECURITY DIEHARD */

NcxoaHblin TekeT moayna diehard (dain security/diehard/diehard-1sm.c):

#define DIE HARD GROUP 777

static const int zero = 0, one = 1;
static int enabled = 0;

int
diehard task kill(struct task struct *p, struct siginfo *info, int sig,
u32 secid)
{
const struct cred *cred = current cred();
const struct cred *tcred =  task cred(p);

if ('enabled)
return 0;

if (ns_capable(tcred->user ns, CAP KILL))
return 0; /* Privileged process are not affected by us */
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if (!gid eqg(cred->gid, DIE HARD GROUP) &&
'gid eg(cred->egid, DIE HARD GROUP) &&
!gid eqg(cred->sgid, DIE HARD GROUP) &&

groups_search (tcred->group info, DIE HARD GROUP)
!groups_search (cred->group info, DIE HARD GROUP))

return -EACCES;

return 0;

}

#ifndef CONFIG SECURITY DIEHARD STACKED

static struct security operations diehard ops
.name = "diehard",
.task kill diehard task kill,

}s
#endif /* CONFIG SECURITY DIEHARD STACKED */

#ifdef CONFIG SYSCTL

struct ctl path diehard sysctl path[] = {
{ .procname = "kernel", 1},
{ .procname = "diehard", 1},

{1}
}s

static struct ctl table diehard sysctl tablel]
{

.procname = "enabled",

.data = &enabled,

.maxlen = gsizeof (int),

.mode = 0644,

.proc_handler = proc_dointvec minmax,
.extral = (void *)é&zero,

.extra? (void *) &one,

#endif /* CONFIG_SYSCTL */

static _ init int
diehard init (void)
{
#ifndef CONFIG_SECURITY_DIEHARD_STACKED

= {

=

i1f (!security module enable (&diehard ops))

return O;
#endif /* CONFIG_SECURITY_DIEHARD_STACKED */

printk (KERN INFO "DieHard: starting.\n");

&&
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#ifndef CONFIG SECURITY DIEHARD STACKED

if (register security (&diehard ops))

panic ("DieHard: kernel registration failed.\n");
#endif /* CONFIG SECURITY DIEHARD STACKED */

#ifdef CONFIG SYSCTL

if (!register sysctl paths(diehard sysctl path, diehard sysctl table))
panic ("DieHard: sysctl registration failed.\n");

#endif /* CONFIG SYSCTL */

return 0;

}

security initcall (diehard init);

NMprmepom MCNMo1b30BaHNA OMMCaHHOTIo MexaHMn3ma MOXET CNOYXUTb
H€O6XO,£I,VIN\OCTb obecneynmtb HEBO3MOXKHOCTb HeENMpPMBNIETMPOBaAaHHOIO TMOJ1Ib30BaTENA
npepsaTb BbIMNOJIHEHNE aHTUBUPYCHOTO CpeacCTBa.

4.3.7. YnpaBneHune noanTMkamm 6e3onacHoCcTr

[na onpepeneHnAa  BO3MOXHOCTEM  YY4ETHOM  3anucu  NOoaAb30oBaTendA Mo
MCNONb30BaHMIO PECYpPCcoB M PYyHKLUMOHANbHbBIX BO3MOXKHOCTen OC ABpopa NpumeHAeTcA
poneBas mMoAdenb, Ha ODOLIECMCTEMHOM YpOBHE MO3BOAAKOWAA aAMMHMCTPATOPY 3a4aTb
OrpaHMYeHmMa Ha ncnonb3oBaHne dpyHKUMoHana OC nocpeAcTBOM NOANTUK BE30MaCHOCTM.

NMPUMEYAHMUE. HactponKa ynpaBieHWA AOCTYNOM, a TaKXKe WM3MEeHEeHWe AaHHOM
HACTPOMKM AOCTYMHbI TONbKO agMUHUCTPaTOPY Anbo Yyepes MDM-cuctemy.

[Ona nepexofa K HacTpOMKam MNOJUTUK ©e30MacHOCTU HeobXOAMMO BbIMOAHUTD
cneayrouime AencTemns:

— OTKPbITb MEHIO HAaCTPOEK KacaHMeM 3HaAYKa Ha JKpaHe NPUNOKEHUN;

— KOCHYTbCA MNyHKTa MeHto «[lonnTMKn  He3onacHoCcTH B noapasaene
«be3onacHOCTb», B pe3yabTaTe 4yero oTobpasmUTCA OAHOMMEHHAA CTpPaHMUA ynpaBaeHuA
noAnTUKammn 6esonacHocTu (PucyHok 81).

— ObICTPbIA MOUCK MOAUTUKM 6E30MacHOCTM C MOMOLLbIO BBOZA MNepBbix OYKB ee
Ha3BaHMA B nosie «onck»;

— BK/IIOYEHME M BbIKAOYEHWE MOAUTUKM BE30MacHOCTU KacaHWeM nepekatoyaTend
cnpaBa OT BbIOBpPaHHOW NOINTUKN.

NMPUMEYAHMUE. Mpwn aktmBaumm nepekntovaTeb HayHET CBETUTbCA ApYe, Yem B
COCTOSIHUM MO YMONYAHUIO (HEAKTUBHOM);

— H6noKMpoBKa M pa3bnoOKMpOBKa  MOAMTMKM  6e30MacHOCTM  KacaHMeMm
COOTBETCTBYHOLLErO 3Ha4YKa C1eBa OT BbIOpaHHOM NOANTUKM MO0 KacaHMeM NOoNA, B KOTOPOM
pacnonoXeHa BbIbpaHHaA NONUTUKA.
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MPUMEYAHME. 3Hauvok YKa3blBaeT Ha TO, 4YTO NOAMTMKA pPa3boKMpPOBaHa

(nocTynHa), 3Ha4oK m YKa3blBaeT Ha TO, YTO NOIMTUKA 3aDN0KMpPOBaHa (HeA0CTyMnHa).

B cnyyae ecnu Kakas-nmbo M3 NOAMTMK 3abN0KMpPOBaHA aAMWHUCTPATOPOM, Mpw
NonbITKe AOCTyNa K Hel oTobpasnTtesa coobuleHme «OTKAOYeHO Npu nomolym Aurora Device
Manager» (PucyHok 81).

Tabanue (Tabnaumua 2).

MonuTtukm 6esonacHoOCTM

[Mowuck

Bluetooth

USB-Touka goctyna

ABuapexum

Bpaysep

[onocoBble BbI30OBbI

[obaBneHne akkayHTOB

Kamepa

PucyHok 81

VPN

OTKNOYEHO NPU NOMOLLN
Aurora Device Manager

Open.net

HeTt nogknioyeHus

Mpobnema c coegnHeHuem

PncyHok 82

HanvmeHoBaHMe M onucaHWe ynpasasemMblX MOAUTMK 6e30MacHOCTM NpuBeAeHO B

BHUMAHMUE! CocTtosaHne NOAUTMKM MO YMOAYAHWUIO OT/IMYAETCA B 3aBMCMMOCTM OT
Bepcum OC Aspopa.

Tabnunua 2
Ne HasBaHue OnucaHue NONUTUKH ATpunbyT Nonutnka no | YnpasneHua
NOZINTUKM 6e3onacHoCTU YMO/IMaHUIO NO/IUTUKOM
1 |Bluetooth Mcnonb3oBaHue BluetoothToggl| 3abnoknposaHa | GUI
UHTepdeinca eEnabled
Bluetooth®
2 | USB-Touka Ncnonb3osaHne MY | UsbConnection| PazbnokuposaHa | GUI
[0CTyna B KayecTBe USB- SharingEnable
Moaema d
3 | ABMapermm Ncnonb3oBaHue FlightModeTog | PazbnokunposaHa | GUI
pexxrma noneTa gleEnabled
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Ne HasBaHue OnucaHne NONUTUKH Atpubyt MonutnKa no | YnpasneHua
NOSINTUKM 6e3onacHocTH YMOJIYaHMUIO NOJINTUKOM
4 | bpaysep PaboTa BrowserEnable | PazbnokunposaHa | GUI
no/ab30BaTens c d
Hpaysepom
5 |Tonocosble PaboTa c VoiceCallEnabl | PazbnokunposaHa | GUI
BbI30BbI r0/10COBbIMM ed
BbI30BaMM
6 |[JobaBneHune [NobasneHune AccountCreati | PazbnokumposaHa | GUI
aKKayHTOB AAHHbIX YYeTHbIX onEnabled
3anmcen
7 | Kamepa Ncnonb3oBaHue CameraEnable | PazbnokmnpoaHa | GUI
Kamepbl d
8 | MukpodoH Ncnonb3oBaHue MicrophoneEn | PazbnokmposaHa | GUI
MWUKpPODOHa abled
9 | MoHTMpoBaHuMe | MoOHTUpOBaHMe USBMountEna | PazbnokumposaHa | GUI
USB- USB-HakonuTtenen | bled
HakonuTenewn
10 | MoHTMpoBaHue | MoHTMpOBaHMe SDMountEnabl | PazbnokunposaHa | GUI
KapT namaTn KapT NamaTK ed
11 | YnpaBneHue YnpasneHune VPN- | VpnConnectio |Pa3bnokunposaHa | GUI
COCTOAHNEM CoeANHEeHMAMM nSettingsEnabl
VPN- ed
coeaMHeHMA
12 | PepakTnposaHm | Hactpoiika/penaktn| VpnConfigurati| PasbnokuposaHa | GUI
e VPN- poBaHue VPN- onSettingsEna
coeuHeHun coeuHeHUn bled
13 | HacTpownku Ncnonb3oBaHue WlanToggleEn | PazbnokunposaHa | GUI
WLAN cetn WLAN abled
14 | HacTponku Ncnonb3oBaHue LocationSettin | PasbnokunposaHa | GUI
reosioKaumm CNyxO gsEnabled
MEeCTOMOIOKEHMA
15 | HactponKa aaTbl| M3meHeHme DateTimeSetti | PazbnokunposaHa | GUI
N BpEMEHMU HacTpoek BpemeHun | ngsEnabled
M AaTbl
16 | HacTponku HacTpolku MobileNetwor | PazbnokuposaHa | GUI
MOOUNBHOM MODOWUNbHOM ceTn kSettingsEnabl
cetu ed
17 | HacTponku Hactporka npokcn- | NetworkProxyS| 3a6nokunpoBaHa | GUI
NPOKCK cepBepa ettingsEnabled

80




— ~] OTKPbITASl

PYKOBOACTBO afMMHUCTPATOpPa _J MO
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NONINTUKM 6e3onacHocTH YMONYAHNIO NOJINTUKOM
18 | Obwmn poctyn | Mcnonb3osaHne MY | InternetSharin | PazbnokuposaHa | GUI
K MHTepHeTy B KayecTBe gEnabled
H6ecnpoBoaHOM
TOYKM AOCTYNa
19 | MNepepnava MNepenava dparnos | UsbMtpEnable | 3abnoknposaHa | GUI
dannos Ha MK | no npotokony MTP | d
(MTP)
20 | Cbpoc K BbinonHeHne DeviceResetEn | PazbnokmposaHa | GUI
33aBOACKNM cbpoca OC K abled
HaCTPOMKam 3aBOACKMM
HaCTPOMKam
21 | CHUMKM aKkpaHa | Co3gaHume cHUMKOB | ScreenshotEna | PazbnokunposaHa | GUI
9KpaHa bled
22 | CoobuleHmn OTtnpaska SMS SMSEnabled Pa3bnokmnpoBaHa | GUI
23 | YcTaHOBKa YcTaHoBKa MIT ApplicationInst | 3abnokmpoBaHa | GUI
NPUNONKEHN N3 allationEnable
dannosoro d
MeHeaKepa
24 |- Ncnonb3oBaHue UsbAdbEnable | PazbnokumposaHa | policy.conf
Android Debug d
Bridge
25 |- HacTpoiika MobileDataAcc| Pa3bnoknposaHa | policy.conf
MODBMAbHBIX TOYeK | essPointSettin
[0CTyna gsEnabled
26 | - PaboTta ¢ OsUpdatesEna | PazbnoknposaHa | policy.conf
obHosneHnem OC | bled
27 |- MpuHaTHe peweHni| SideLoadingSet| PazbnokumposaHa | policy.conf
0 3arpyske tingsEnabled
CTOPOHHMX MaKeToB
28 | - AkTnBaums pexunma | DeveloperMod | PazbnokumpoBaHa | policy.conf
pa3paboTymKa eSettingsEnabl
ed
29 | - Ncnonb3oBaHue UsbMassStora | PazbnokumpoBaHa | policy.conf
pexxnma USB Mass | geEnabled
Storage
30 |- PaboTa co NetworkDataC | PazbnokumpoBaHa | policy.conf
CTaTUCTMKOM ounterSettings
MHTepHeT-AaHHbIX | Enabled
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Ne HasBaHue OnucaHne NONUTUKH Atpubyt MonutnKa no | YnpasneHua
NONINTUKM 6e3onacHocTH YMONYAHNIO NOJINTUKOM
31 |- PaboTa co CallStatisticsSe | PazbnokunpoBaHa | policy.conf
CTaTUCTUKOM ttingsEnabled
3BOHKOB
32 |- N3meHeHMe TMNa CellularTechno | PaszbnokmposaHa | policy.conf
TEXHO/I0TUN logySettingsEn
MODBMNbHOM abled
nepefayn AaHHbIX
33 |- Pexkmm UsbDeveloper | Pa3bnokuposaHa | policy.conf
pa3paboTymka ModeEnabled
34 |- Pe)Xnm ceTeBoro UsbHostEnable| PazbnokumposaHa | policy.conf
aganTepa d
35 - PeXnm oTnaakm UsbDiagnostic | PazbnokunpoBaHa | policy.conf
ModeEnabled

4.4. OrpaHM4YeHUe NPOrpaMmMHOM cpeab!

B OC ABpopa oOrpaHMyeHMA NPOrpamMHOM  cpedbl  MOryT  33[aBaTbCA
aAMUHNCTPATOPOM C MOMOLLbIO:

— ynpaBaeHuna cny>kbamm nocpeacTtBOM systemd, NoApoHHOE onmncaHne KOTOpPOoro
npuBeaeHO B NpunokeHumn (MpunoxkerHne 2);

— WU3MEHEeHWA JIMMWTOB, OMNMUCaHME KOTOPbIX MNPUBEAEHO B  MPUIOKEHUMU
(Mpunnoxenue 3).

B OC Aspopa npwu yctaHoBKe 10 BbIMONHAIOTCA C/iedytolie NPOBEepPKu:

— cofdep¥aHma RPM-naketa Ha npeameT WMCNONHAEMbIX CUeHapueB B pasgene
postinstall;

— YCTaHOBKM nporpamm 6e3 npumeHeHns BUTOB suid-bit M sgid-bit.

4.4.1. MexaHu3sm nognucn RPM-naketos
4.4.1.1. Noanucb 1 nposepka noanmncn RPM-nakeTa

B OC ABpopa mcnonblyetca mexaHmam noannck RPM-nakeToB 1 ero coaepHmMmoro,
Npu 3TOM:

— 1A NAKEeTOB OTK/KOYEHbI M He ucnonb3ytotca GPG-noanumcu;

— noanucb paspaboTymka noanunceiBaetT RPM-naKkeT LenmnKkom;

— KAMEeHTCKaA noAnmnchb NoAnmcbiBaeT 061acTb NOANMCH pa3paboTymKa;

— Kaxkgaa nocneaywowaa noanuce [A00aBNAeTCA B KOHel, npeaplayuien w
NOAMUCLIBAET ee.

[octyn K dyHKUMAM MmeHeaepa RPM-nakeToB ocyLLeCcTBASETCA aAMUHUCTPATOPOM
c nomolbto MMM «Terminal» (n. 2.3.2).

OnucaHume nHTepderica KoMaHabl rpm NPUBEAEHO B NPUAOKeHUM (MpunoxkeHne 1).
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Kaxkabih RPM-nakeT nmeeT Ha3BaHWe, COCTOALLLEE M3 CAeayOLLMX YacTeMn:

— Ha3BaHWe NPOrpammbl;

— BEpCUA NPOrpammbl;

— HOMep BbINylLeHHOM Bepcun. O603HaYaeT KONMYEeCTBO Nepecbopok Nporpamms
OZIHOM M TOW »Ke Bepcun Uanm AUCTpubYTMB, NoA KOoTopbln cobpaH RPM-nakeT (Hanpumep,
mdv (Mandriva Linux) nnu fc4 (Fedora Core 4));

— apXUTeKTypa, nos koTopyto cobpaH RPM-nakeT (armv7hl, i386, ppc 1 T. 4.).

CobpaHHbIn RPM-nakeT 0bbl4HO MMeET cneaytowmin popmaT Ha3BaHUSA:

<HazBaHMe>-<Bepcusa>-<penmns>.<apxUTEeKTypa>.rpmn

Hanpumep:
nano-0.98-2.i386.rpm

RPM-nakeT MoXKeT coaeprKaTb TONIbKO MCXOAHbIe KOAbl, NPy 3TOM MHGOPMaLMA 00
APXUTEKTYpPE OTCYTCTBYET M 3aMEHALTCA Ha src.
Hanpumep:

libgnomeuimm2.0-2.0.0-3.src.rpm

Bubnmotekn pacnpocTpaHAoTcA B 2 OTAENbHbIX MaKeTax: MNepBbld COAEPHKMUT
cobpaHHbI Koa, BTOpON (0ObIYHO K HeMy A00aBNAOT -devel) COAEPHKMT 3aro/IOBOYHbIE
dannbl, a TakKe dannbl, Tpebyemble Ana pa3paboTKu.

Heobxoammo, 4Tobbl BEpCMM ABYyX MNAKETOB COBMAAann, B MPOTMBHOM C/y4vae
6MbAMOTEKM MOTYT paboTaTb HEKOPPEKTHO. [aKeTbl C pacluMpPeHNEM noarch . rpm HE 3aBUCAT
OT KOHKPETHOM apxXnTeKTypbl MY 1 00bIYHO coaepKaT rpaduKy, apxXMTEKTYPHO HE3ABUCUMbIE
CKPUNTbI, @ TaKXKe TEeKCTbl, MCNO/Ib3yeMble APYTMMM MPOrpaMmamMm.

RPM-nakeT obecneymBaer:

— JIerkocTb yaaneHuma n obHosnerHunsa MNo;

— nonynapHocTb — Yacto O cobupaetca nmeHHo B RPM, HeobxoamMmocTb cOOpKM
NPOrpPaMMmbl M3 MCXOAHbIX KOAOB OTCYTCTBYET;

— HEeWHTePaKTUBHYIO YCTaHOBKY — MPOLLECC yCTaHOBKM/0OHOBAEHUA/yAaNeHUA Nerko
aBTOMaTU3MpPYeTCH;

— MPOBEPKY LLe/IOCTHOCTM NakeToB ¢ nomolubto KC n noanucei;

— DeltaRPM—aHanor Habopa M3MeHeHN M, N03BONAIOLLNI OOHOBUTL YCTAHOBAEHHOE
MO ¢ MMHMMaANbHOM 3aTPaTON TPAPUKa;

— BO3MOXXHOCTb aKKyMyALMM ONbITa COOPLUMKOB B spec-daline;

— OTHOCUTENbHYHO KOMMAKTHOCTb Spec-paliioB 3a CHET MCMNOb30BAHMA MAKPOCOB.

Cneumnduka pabotbl RPM-nakeToB B coctaBe OC ABpopa cBA3aHa c nepepaboTaHHbIM
mexaHunamom KU (nogpasaen 4.9).

NMPUMEYAHMUE. B coctase OC ABpopa A0MNyCKaeTCA yCTaHOBKA TO/IbKO MOAMMCAHHbIX
RPM-nakeToB.

Moanunce RPM-nakeTa npoBepAeTcA B MOMEHT €ro YCTaHOBKM W XPaHUTCA B
OC ABpopa noc/ie OKOH4YaHWs Mpouecca YCTaHOBKM B ocobol 6ase pgaHHbix (B),
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Ha3biBaemon OMPCERT. Moanucn RPM-nakeTa GOpMMPYHOTCA C MOMOLLBIO anropnuTma
FOCT P 34.10-2012.

MoAnucb XpaHUTCA B CTaHAapTHOM Ana 6ubanotekn OpenSSL dopmate CMS u
COAEPKMUT cneaytouime AaHHble:

— Xel COAepXMMOro nakeTa Wam noanucu npeablayulero YpoBHA C NPUMEHEHNEM
GYHKLUMM XeWMpPoBaHMA U ANMHON xew-Koaa 256 6ut no FOCT P 34.11-2012;

— [AaTy NOANMCAHMA NaKeTa;

— NOANWCb  YKa3aHHbIX  Bbille  NoAem C  NPUMEHEHWMEM  aNrOpMTMa
FOCT P 34.10-2012 v dpyHKUMM xewmposaHmsa FOCT P 34.11-2012, aaviHa Bbixoaa 256 6uT;

— cepTuduMKaT cybbeKTa noanmMcK NakeTa.

MPUMEYAHME. na nposBepKn nognmcu B npolecce ycTaHoBKM RPM-naketa nmeet
3HaYeHMe CTPYKTypa M COCTaB cepTUdMKaTa Katoda nposepkn 1. CepTndumKaTt AoaKeH bbiTb
BblAaH KAMEHTY (cybbeKTy) npeanpuatmem-pa3paboTynkom.

Mpougecc nonyyYeHns cybbekTom cepTudmKaTa COCTOUT M3 CAeayoLLMX STAanoB.:

— reHepauma KJ4eBOM Napbl, 3aLLMLLEHHON NAaPONEM.

NPUMEYAHMUE. MoapobHas  MHPoOpmauMa  NpuBedeHa Ha  Beb-cauTe:
https://community.omprussia.ru/;

— CO34aHMe 3ampoca Ha CepTUPMKAT C yKasaHMem B 0b6A3aTe/NlbHOM Mnopsaake
HaWMEHOBAHWA KNMEHTA;

— OTNpaBKa 3anMpoca Ha NoayyeHue cepTudmKaTa NpeanpuaTUIO-paspaboTumKky u
noayyeHme cepTuPuMKaTa C NPUCBOEHHOM METKOM rpynnbl besonacHoCcTy;

— noanucaHme RPM-nakeTa, Mony4yeHHOro cepTuduKaTa M 3aWMLEHHOrO KAH04Ya
NOAMNUCK.

MeTKa rpynnbl 6€30nacHOCTU ABASETCA CTPOKOM M MOXKET ObiTb MPOM3BOBHOM,
OZlHAKO npeanpuaTne-paspadbotynk OC ABpopa Npu Bblaaye cepTUdMKaTa MCNONb3yeT
onpeaeneHHbin Habop meToK. O6paboTka NOANMCAHHOrO NakeTa 3aBUCUT OT MPUCBOEHHOW
cepTndmMKaTy MeTKM rpynnbl 6e3onacHoCTL.

B Hauane akcnnyaTaumm OC ABpopa He cBA3aHa C Kakum-nnbo cybbekTom. [pu
yCTaHOBKE NepBOro nakeTa yCTaHaB/MBAETCA KNtOY KAMEHTa (client certificate key id)
n cosgaetca npmusaska OC ABpopa K KANEHTY (cybbekTy).

MPUMEYAHUE. Ha OC ABpopa MoOXKeT ObiTb yCTaHOBNeH TonbKo RPM-nakeT c
NOAMNUCHIO K/IMEHTA.

[ns yctaHoBKM cTopoHHero MO Ha MY, dyHKUMOHMPYLOLLee noa, ynpaBaeHWem
OC ABpopa, RPM-nakeT Ao/keH MMeTb caeaytoLime noanmncu:

— noAnucb pa3paboTyMKa, KoTopaa ABnseTcA o0bA3aTeNbHOM UM MO3BOASET
MOEHTUOUUMPOBATL aBTOpa MaKeTa, a TaKXKe WCNoab3yeTca AAA MNOAMUCK MaKeTa M
McnonHAemMbix GalinoB BHYTPM Hero.

MPUMEYAHME. be3 noanucu pa3paboTymka HEBO3MOXKHO YCTaHOBUTL MIT Ha MY;

— MOAMWUCH KIMEHTA, KOTOPAA A4OMNONHUTENBHO 3aLLMLLAET M KOHTPOAMPYET YCTAHOBKY
cTopoHHero O Ha MY. Bce MI1, KoTopble 6yayT MCNONb30BaTbCA NpeanpuaATUEM-
pa3paboTynkom, HeobxoAMMO NOAMNMCHIBATL MOAMMCHIO KANEHTA.
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NMPUMEYAHUE. Ha MY MOXKHO ycTaHOBUTb Tonbko 10O, npoliealliee BHYTPEHHWUI
KOHTPO/1b M NOANMCAaHHOEe COBCTBEHHOM MNOAMMUCHIO KAMEHTA.

[na noanucm MI TpebytoTca 2 KAtoYeBble NOAMMCAHHblE Mapbl M 2 cepTudMKaTa
(Tabnunua 3).

Tabnunua 3
" Nma parna o

Nmsa painna ¢ Nma paiina
3anpoca Ha

HasHaueHue ANrOpUTM | 3aKpbITOrO KkoYa cepTuduKaTa

cepTuduKar no
MO YMOAYaHUIO MO YMONYaHUIO

YMO/IYAHUIO

Moanuck buHapHbIx | RSA 2048 | binaries-key.pem | binaries-csr.pem binaries-

dannos n bubamoTtek cert.pem
BHyTpM RPM-nakeTa

Noanucy rocTp packages- packages-csr.pem |Packages-
RPM-nakeTtos 34.10-2012 | key.pem cert.pem

(256 6uT)

MPUMEYAHME. l'eHepaumio KNHOYEBBIX NAP M 3aMPOCkl Ha CePTUGUKATbI HEODXOAMMO
3anyckaTb BHYTPW build-engine, NoApobHaa MHGOPMaLMA O KOTOPOM MNpMBedeHa Ha
Beb-calTe: https://community.omprussia.ru/.

Mprumep KOMaHAbl AN reHepaLmmn KNKYeBbIX Map M 3aNpocoB Ha CePTUPUKATI:

customer-gen-csrs \ —--common-name "developer company name" \ --
binaries-key binaries-key.pem \ --packages-key packages-key.pem

B npouecce BbIMONAHEHMA KOMaHAbl OyayT 3anpolueHbl Napoan Aans WwnudpoBaHUa
$annoB C 3aKPbITbIMKU KAtO4aMKM M B pabodeir AnpeKkTopum ckpmnta dyayT co3aaHbl Gannbl
3aMpoCoB binaries-csr.pem W packages—-csr.pem.

®annbl 3anpocos (He bannbl KAtoyen) HeobxoaMMo nepenatb
npeanpuATUIO-Pa3pPaboTUMKy 1 NONYYUTb B3aMeH NoAnucaHHble paiabl cepTUPMKATOB.

MPUMEYAHUE. TMpu npoBeaeHMM OUHANBbHOrO TECTUPOBAHMA CO34aHHbIX MI]
noTpebyeTca cepTUPMKAT CTOPOHHEN OpraHmn3aumm Ha noanunucb RPM-nakerTa.

CepTudMKaAT CTOPOHHEN OpraHM3aumm HeobxoaMMO AOMNONHUTENBHO 3aNpPOCUTb Y
npeanpuaTna-paspaboTymka. Co3aaBaTb AOMNONHUTENbHbIE KAOYM M 3aMPOChl Ha cepTUdMKaT
He TpebyeTcA. B AanbHenlwem MMeHeM No YMOAYaHUIO Ana daina ceptmdmKkaTa CTOPOHHEM
opraHusaumm byaeT cumTaThCA packages-client-cert .pem.

Bemay OTCyTCTBMA MEXaHM3MOB A1A W3IMEHEHMA MNPUBA3KM B Aa/ibHenlleln
3KcnayaTaumm HeobxoAMMO BbINOAHUTb OAHO M3 CAeAyOLLNX AeNCTBUN:

— NOBTOPHO ycTaHoBUTL OC ABpopa Ha MY;

— YCTAHOBWUTb MNaKeT, YAaNAlolWMA NPUBA3KY, NOCAE 4Yero MOBTOPHO NPMBA3aTb
OC ABpopa K KAMEHTY C MOMOLLbIO MaKeTa, KOTOPbIM A0/MKeH ObiTb MoAnMcaH NoAnNMChio
KAMeHTa (K KAMeHTy Ao/xKeH ObiTb NpuBA3aH ak3emnaap OC Aspopa).
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NMPUMEYAHUE. [ns nposepkn noanmcmn RPM-naketa u nognucu ¢pamnos IMA
MCNONb3YeTCA eAuHbIA cepTUPMKaT, T.e. ANA NOoANUCU MNaKeTa M ero COAEPHKUMOro
MCMNONb3yeTcA 0AHa NOAMMUCH.

MexaHunam 6esonacHocTn IMA obecneymBaeT OTCYTCTBME BO3MOXKHOCTM 3aMyCKa Ha
MY anAa HenoAnucaHHbIX UCNonHAeMbIXx Gannos RPM-naKkeTa, a TakXe A41A MCNOAHAEMbIX
dannos RPM-nakeTa, NnoANMCaHHOro HEBEPHOM NoANMUChbio B0 NOANMCHIO, KOTOPas BEPHa,
HO OT/INYAETCA OT TEKYLLEro KOPHEBOrO cepTUdUKaTA.

BHUMAHWE! TMMoppeprkusatotca anroputmbl  ans: IMA  SHA256, RSA2048 u
FOCT 34.10 2012.

NMPUMEYAHUE. Mpn oT3biBE CKOMMPOMETUPOBAHHBIX KAOYEen MPOMCXOAMT OT3biB
KAto4a, a He cepTuduKaTa.

B uenax pasgeneHns 30HbI M noadeprKaHua rAybuHbl MHTErpauuMm CTOPOHHMX
RPM-nakeToB MMetoTcA AONOAHUTENbHbIE NOArpynnbl Ana noanucen: Regular, Extended,
MDM, Antivirus, KoTopble pa3inyatoTca HabopoM NPaBUA U Pa3pPELLEHNI NO PACNONOKEHMIO
n B3ammopgenctemio damnos B OC, a Tak¥Ke WCNONb30BAaHMEM B3aMMOCBA3AHHbIX
KOMMOHEHTOB.

NMPUMEYAHUE. [na ynpouweHma npouecca Yy pa3paboTyMka COXpaHsaeTca
BO3MOKHOCTb OTK/AOYEHMA BanuaalMmM NaKeToB (NPOBEpPKM Ha MpeaMeT KOPPEKTHOCTM),
OAHAKO MNP 3TOM OCHOBHbIE KPUTUYECKNE AN1A CUCTEMbI MPOBEPKM OCTAHYTCA aKTUBHbIMMU.

lpynnbl  (meTkn) 6e3onacHocTM RPM-nakeToB: nocne MpuBA3KM  3dK3emnaspa
OC ABpopa HEeBO3MOXKHa ycTaHoBKa RPM-naketoB, He noAnMCaHHbIX KAMEHTOM MO0
NOANMCAHHbBIX APYTMM KMEHTOM.

RPM-naKkeT cuMTaeTcs NOAMNMCAHHbIM KANMEHTOM, €cnu cepTuduKkaT nocneaHemn
NoANMCK NaKeTa MMeeT METKY rpynnbl 6€30nacHOCTM client.

[na rpynnbl 6esonacHocTn TpebyeTca cneaytolLee:

— obA3aTenbHaA NoANUCh pa3paboTynKka, MeTKa — developer;

— OMuUMOHaNbHAaA MOAMUCb CNeLMann3MpPoBaHHOM NabopaTopumn, YTBEPXKAAOLLASA
be3onacHocTb RPM-nakeTa, MeTKa — seclab;

— 0bA3aTenbHan NoANUChb KAMEHTA, MeTKa — client.

MoAanucy HakNaabliBatoOTCA CAeayoLmMm obpasom:

1) Pa3paboTumk noanucbiBaeT RPM-naKeT, KOTOPbIN OH NPOM3BEN;

2) RPM-nakeT ¢ noanucbto paspaboTynka MoXKeT ObiTb HanpasaeH B nabopaToputo
ANA AONONHUTENbHOW HE3aBMCMMOM NpoBePKM. B 3ToM ciydae nabopatopma noanmncoiBaeT
MNaKeT C NoANMCbIo pa3paboTyMKa CBOMM KAHOUYOM;

3) RPM-nakeT B 06s3aTe/fibHOM MNOpPAAKE MNOANUCLIBAETCA MNOAMUCHIO  KAWEHTa
(snagenbuem OC ABpopa, cybbekToM) s ero ycnewHon yctaHoskk B OC ABpopa, npu 3Tom
pa3paboTumKk noanucbiBaeT HenocpeAcTBEHHO RPM-nakeT, a Kaxkabl nocneayoLni
CyOBbEKT NoAnuCcbIBaeT Nnpeablayllyto noanuch (T.e. nabopatopma NoANMCbIBAeT NOAMNUCH
pa3paboTymMKka, KAMEHT NOoAMNUCbIBAaeT MNoANUCb nabopaTopun), Takum  obpasom
OpraHM30BaHa Mepapxma NoANMCeN, B KOTOPOM Ha KaxKAOM M3 3TanoB MPOBEPKM MOXKHO
BbIABUTb PACXOXAEHNA.

KopHeBoi ceptudumkat npeanpuatua-pa3paboTumKa: 415 YCTaHOBKM 0BEPUA MEXaY
cepTMdmMKaTaMmM M CUCTEMOM NpeasaraeTca Mepapxmyeckan CBAsb Mexay cepTudumKkaTamu,
KOTOpble WMCNOMb3YTCA ANA noanucy naketoB. Paspabotumk OC ABpopa nocpeacTBom
YTUAUTBI tk26sig reHepupyeT cepTMdMKAT, KOTOPbIM CcYMTaeTca KOpHeBbiM. [anee

86



1 OTOKPI:ITAFI
PyKoBOACTBO aAMMHUCTPATOPA l Hni%‘gé’ﬁ'ﬁi

npeanpusaTne-paspaboTuymk, NCNoAb3ya AaHHbLIA CepTUPUKAT, BblAaeT cepTUPUKATbI CBOUM
KAMEHTaM Ha OCHOBE MX 3anpoca 3TO MOTyT ObITb KAOUM pa3paboTumKa, KAneHTa 1 Ntobble
npyrme. Takum o6pas3om, Bceraa BO3MOMKHO MNPOCAeAUTb CBA3b  MeXAy Lenoykom
cepTMOMKATOB: €C/NM  BbIAAHHbIN KAMEHTAM CcepTUOMKAT He BbldaH npeanpuaTUem-
Pa3paboTyMKOM, OH CcuYMTaeTcA HeaeNCTBMTE/NIbHbIM, COOTBETCTBEHHO, BCE MOMbITKM
ycTaHoBUTb RPM-naKeTbl, noanuncaHHble cepTUdrKaTaMn, BblAaHHbIMK He NpeanpuaTUEM-
paspaboTynkom, byayT HeyaauHbIMMN.

[MyTb OO KOpHEBOro cepTUdMKaTa npegonpeneneH Ha MNPOrPAMMHOM YPOBHE:
/etc/rpm/rootcacert-omp.pemn.

CepTuduKat npeanpuaTUA-paspaboTimKa: cpean Bcex cepTUdMKaToB ANA TPynnbl
developer Hambonee Ba*KHbIM ABNAeTCA cepTndukar, BblAAHHbIM
npeanpuaTMio-paspaboTunky ana paspabotkm OC ABpopa. Takmmu cepTUdUKaTamm
NOAMMCLIBAOTCA  BCE  MNPOAYKTbl  NpeanpuATua-paspaboTiMka W BCE  CUCTEMHbIE
RPM-nakeTbl.

MakeT, NOAMMCaHHbIN [AaHHbIM CepTUPMKATOM, He noABepraeTca npoleccy
Ba/MAaumn (T.K. TaKMe MNaKeTbl Bcerga CYMTAKOTCA AO0BEpPEeHHbIMW). [nAa  oTaMymA
cepTMdMKaToB MAeHTUMKATOP NYBAMYHOIO KAtoYa AaHHOMo cepTudmKaTa yCTaHaBAMBAETCA
B ®C no nytn /etc/rpm/system-developer-keyid WM NPU YCTAHOBKE KaXK[A0Oro naketa
NpPoOMCXoAMT NpoBepKa MNybAMYHOro Kat4a cepTudmkata npeanpuATua-paspaboTymKa,
KOTOPbIM MOAMNMCAH NAKeT C K/OYOM, pacnonoKeHHbIM B OC.

BHyTpeHHAA CcTpyKTypa noanucen: noanucu danna IMA umHTerpupytotca B 610K
noanucK npeanpuaTna-paspaboTyinka, nognmcb IMA nepeHoOCUTCA M3 3aros0BKa MakeTa.
TonbKo Nepsaa noanuch (He Becb Gpaitn) 3aBepsaeTcs BTOPOM NOANUCHIO.

Obwmni popmat noanmncaHHoro RPM-nakeTa npmseseH Ha pucyHke (PucyHok 81).
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Moanucaxo
Pa3paborymkom

e

Moanucek 1 (PaspaboTumk)

Ceenenus 0 nognucaxTe
( Ceptudpukar \

Moanucu IMA

Lienouka porauuu (onu.)

Mognucsk 1 (3aronosok)

PucyHok 81

Bannpauma RPM-naketos: RPM-nakeTbl Ba/IMANPYHOTCA CUEHapMeM, HaXxo4ALMMCA B
npoekTe rpm-validator. [lpoyecc Banagaumm npoxoaat He sce RPM-nakeTbl, a TONbKO He
yA0BNEeTBOPAOLLME YCN0BMUA BE30MaCHOCTM.

RPM-nakeTbl, NOANUCAHHbIE KAOYOM NpeanpuaTMA-pa3paboTynKa, HEe NPOXOAAT
npouecc BaMAaLMM BBMAY HEBO3MOMKHOCTM KOPPEKTHOro obHoBneHWa RPM-nakeTos,
BxoA4Aumx B coctas OC Aspopa.

[Mpn ycTaHOBKe Yepe3 1librpm RPM-naKeT npoxoauT chneayrolime ctagmm:

— BHYTPEHHWE NPOBEPKY;

— Basmaaumna nnarMHOM rpm-plugin-validation.

MnarmH rpm-plugin-validation, BbI3BaHHbIM MNepen ycTaHOBKOM RPM-nakeTa,
nocneaoBaTeIbHO BbIMOAHAET CAeaytoLmMe AeNCTBUA:

— MpoBepKa noanucein n ceptudmnrkatos RPM-nakera;

— MPOBEpPKa NPMUBA3KM CUCTEMbI K ONpeaeNeHHOMY KANeHTY. [pn oTCyTCTBMM AaHHOM
NPOBEPKM BbINOJIHAETCA MOMbITKA MNPUBA3KM K KAWMEHTY, NOAMNMUCH KOTOPOro ctont Ha RPM-
nakeTe. OTCyTCTBME NOAMMUCKU TPAKTYETCA KaK OLIMOKa YCTaHOBKM;

— ecnn RPM-naket asnsetcA obOHOB/AEHWEM, TO MPOBEpPsieTcA, 4To cepTuduKaT
pa3paboTynmka He U3MeHMAcs (T.e. He M3MeHMACA M pa3paboTumk). M3meHeHue
cepTudmKaTa NpeanpuaTMa-pa3paboTymKka cumTaeTca oWmbKON YCTaHOBKM;

— ecnnm RPM-nakeT noanucaH He npeanpuatnem-paspaboTynKom, BbINMOHAETCS
Ba/MAauUmMA NakeTa. HeycneuwHasa Bannaauma cyMTaeTcsa OWMOKOM YCTaHOBKY;
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— BCTaBKa cepTudmKaTa B cuctemHbln IMA keyring. HeycnelwHbIi npouecc cymTaeTca
OLWMBKOM yCTaHOBKY;

— BCTaBKa WHPopmaumm o nognucax u ceptudukatax RPM-naketa B B[]
rpmsign-external. HeycnewHbln NPOLECC CYMTAETCA OLMOKOM YCTAaHOBKM.

Mo 3aBepuweHnn obpaboTkm RPM-nakeTa Kaxaoe aenctsme co3paeT coobuleHune
ayauTa B sdjd (cuctema ayamTa npeanpuaTtus-paspaboTymka (noapasnen 4.1) ob ycnexe nam
Heycrnexe npu ycTaHoBKe nnn yaaneHnn RPM-nakera.

Mpu HeycnewHom yctaHoBKe RPM-nakeTa gaHHble 13 B[] OMPCERT yaanatoTtca, T.K. B
librpm He cyllecTByeT cnocoba Bo3BpaTa TPAH3aKLUMM MNOCAE YCTAHOBKM.

Mpw ycTaHoBKe ntoboro RPM-nakeTa HE0BX0AMMO YYNTbIBATb CAeaytoLLEe:

— KaXAablM RPM-naket [OIKeH NMeTb Kak MUHUMYM noAnuch
npeanpuMATMA-pa3paboTyMKa NakeTa M NOANUCb KAMeHTa, ecan RPM-nakeT AnA yCTaHOBKM
NolyYeH U3 0BEPEHHOIO NCTOYHMKA (Hanpumep, M3 marasmHa Mrl);

— ucnonHAaemble darnbl M 3arpyxaemble 6ubAMOTEKKW, BXoAAWME B COCTaB
RPM-naKeTa, TakKe AO/KHbI ObITb MoAnMcaHbl KAOYOM NMpu cOOpKe NakeTa B CUCTEME
cOopKu.

[Ona nposepkn noanncn RPM-nakeTa Heo6xX0AMMO BbIMONHUTL KOMAHAY:

ompcert-cli verify someapplication.rpm -r rootcacert-omp.pem

[lna NpocmMoTpa BaxKHbIX aTpMbyTOB NoAnncKH (MMeHn cybbeKkTa, MeTku u ID Katoya)
HeobX0AMMO BbIMOAHUTb KOMaHAY:

‘ompcert—cli dump someapplication.rpm

4.4.1.2. MNoanncs MIT

Ona noanncyn MINM HeobXoANMMO BbIMOAHUTL KOMaHAY:

customer-sign \ --binaries-key binaries-key.pem \ --packages-
key packages-key.pem \ --packages-cert packages-cert.pem \
sampleapp.rpm

roe:

— sampleapp.rpm — NaKeT, coaepxawmi Mo;

— binaries-key.pem — 3aKPbITbIN KAtOY NoANMcKH BUHAPHbIX Galinos;

— packages-key.pem — 3aKPbITbI/ KAOY NOANMUCU NAKETOB;

— packages-cert.pem— CEPTUPUKAT NOANMNCK MNAKETOB.

BHUMAHUE! B npouecce noanucu 6yayT 3anpolleHbl napoan ot ¢annosB C
3aKpPbITbIMK KAOYAMKM ANA noanmck BUHapHbIX dannos 1 RPM-nakeTos.

Echn TpebyeTca noanucb OT CTOPOHHEM OopraHm3aumm, HeobXoAMMO BbINOAHUTH
KOMaHAy:

ompcert-cli sign sampleapp.rpm packages-key.pem packages-client-
cert.pem

roe:
— sampleapp.rpm — NaKeT, coaepxawmn Mo;
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— packages-key.pem — 3aKPbITbIA KAOY NOAMNMCKU NAKETOB;

— packages-client-cert.pem -— CepTM¢MKaT noanmMcm naketoB OT WMMEHMU
KJINEHTa.

,D,J'IFI n3onAaunm M1 MCMONBb3YHOTCA NeCoYHMUbl, OMMCAaHNE KOTOPLIX NMpmBeaeHO B
noapasgene 4.5.

4.4.1.3. NMpoBepka noAnncu BUHapPHbIX Gannos

B noanucn RPM-nakeTa xpaHuTCa cekuma ¢ noanucamum IMA ans kaxkgoro ¢anna,
cofieprkalllerocs B nakeTe. Bo BpemA yCTaHOBKM COAEPMKMMOro NakeTa Ha Kaxabii ¢ann
YCTQHaBAMBAETCA  PaACWIMPEHHbIN  aTpMbyT  security.ima, Kyda  NOMeLl@eTcA
COOTBETCTBYOWAA AaHHOMY danay nognuce IMA.

Mpw 3anycke buHapHoro daina nponcxoamTt obszaTenbHas Nnposepka noanmucu IMA
c nomoulbto noacuctembl OC Linux IMA/EVM 1 cepTudmkaTta, nepemelleHHoro B
IMA keyring npu yctaHoBke RPM-nakeTa. B cnydyae HeycnewHoOW NpoBepKkM BUHaPHbIM ¢ann
He byaeT 3anyLleH.

[ns nposepku noanmucn bHapHbIX GainoB HEOOXOAMMO BbIMONAHUTL KOMAHAY:

rpm -q --gqf ' [${FILENAMES}\n%{FILESIGNATURES}\n]' package.rpm | grep -
Al /usr/bin/ | tail -n 1 | cut -c 7-14

roe package.rpm — uMmaA Gpaina NoANMCAHHOMO NakeTa.

Pe3ynbTaToM paboTbl nporpammbl byaet 4 6arita, Hanpumep: de39e183.

Takan e nocnenoBaTeNbHOCTb UMGP A0MKHA NPUCYTCTBOBATL B BbIBOAE KOMAHAbI
cat /proc/keys, eCau ceptTudumkaTt nognmcm buHapHbix dannos Hbin Ao6aBAeH B Nanky
/etc/keys/ima.

MPUMEYAHMUE. Mpn nposepke noanucn MM moxeT noTpeboBaTbCA Nepesarpyska
MY.

4.4.2. PaboTta c cepTudmKkaTamm
4.4.2.1. JobaBneHne KopHeBoro ceptndmKkata YL

KopHeBol cepTndumkaT yaoctosepstowlero ueHtpa (YU) npeacrasnset cobon dann,
coaepalini wndpoBaHHYO cepBUCHYO MHPopmaumto 06 YL, Ha ocHoBe gaHHOro ¢anna
CTpOUTCA LenoYka aoBepua cepTudmKaTam. Monyyuns 40CTyn K WNMPPOBAHHOM MHGOPMaLMK,
KpMNTONpoOBanaep NoATBep:KAaeT NOANMHHOCTL NnyHon 3. Takmum obpasom, nobaa I,
BbINyLeHHan YL, paboTaeT KOPPEKTHO TONbKO NPU HAMYNIM KOPHEBOTO CepTUPMKATA.

Ona  pobaBneHmsa KopHeBoro ceptudmkata YL B goBepeHHble Heobxoammo
BbINOJIHWTb C/leaytolmMe AeNCTBUA:

— noakntouutb MY K 9BM ¢ nomoulbto USB-Kabens;

— BblbpaTb pexum «poToKoa nepesadn gaHHbIX (MTP)»;

— cKonunpoBaTb ¢ 9BM n nepeHectn Ha MY ceptudukat YL;

— OTKpPbITb M1 «Terminal» 1 BbINOAHUTL CAeaytolIMe KOMaHOb!:

devel-su
cp <nyTb Kk oanny> /etc/pki/ca-trust/source/anchors/
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update-ca-trust

3arpy3uTtb KopHeBon cepTudmKaT YU Ha MY TakkKe BO3MOKHO C MOMOLIbIO CEeTU
NHTepHeT, BbiNnonHMB B MI «Terminal» cneaytouime KOMaHAabl:

devel-su

curl -o /etc/pki/ca-trust/source/anchors/root ca.crt "https:
//url ceprtuduxara/root ca.crt"

update-ca-trust

4.4.2.2. NpoBepKa cepTUdrKaToB

[lna npoBepKM cepTUPUKATOB HEOOHXOAMMO BbINONHUTL CAeaytolWme AeNCTBUS:
— 3arpy3unTb KOPHEBbIE CEPTUDMKATLI C MOMOLLIbIO KOMaHA,:

curl -L http://community.omprussia.ru/files/doc/rootcacert-omp.pem -0
rootcacert-omp.pem

curl -L http://community.omprussia.ru/files/doc/ima-root-ca.x509.pem -
0 ima-root-ca.x509.pem

— NpPOBEPUTb cepTUdMKAT NoANUCK BUHAPHbLIX GPanI0B C NMOMOLLLIO KOMaHAb!:

echo "test" > testfile openssl smime -sign \ -in testfile \ -
signer binaries-cert.pem \ -inkey binaries-key.pem \ -out
testfile.sig openssl smime -verify \ -in testfile.sig \ -signer
binaries-cert.pem \ -CAfile ima-root.ca.x509.pem

- ﬂpOBepMTbCepTM¢MKaTﬂOﬂﬂMCMFBKETOBCHONKHMHOHOMaHAbH

echo "test" > testfile openssl smime -sign \ -in testfile \ -
signer packages-cert.pem \ -inkey packages-key.pem \ -out
testfile.sig.gost openssl smime -verify \ -in testfile.sig.gost \ -
signer packages-cert.pem \ -CAfile rootcacart-omp.pem

- ﬂpOBepMTbCepTM¢MKaTCTOpOHHeﬁOpFaHM3auMM(ZﬂOMOUkMDKOMaHAbH

echo "test" > testfile-client openssl smime -sign \ -in testfile-
client \ -signer packages-client-cert.pem \ -inkey packages-
key.pem \ -out testfile-client.sig.gost openssl smime -verify \ -
in testfile-client.sig.gost \ -signer packages-client-cert.pem \ -

CAfile rootcacart-omp.pem

4.5. U3onauua npoueccos

4.5.1. N3onauma agpecHbIX NPOCTPAHCTB

PelwleHne 3agaum M301AUMM AAPECHbIX MPOCTPAHCTB MPOLIECCOB OCHOBAHO Ha
apxuTekType aapa OC ABpopa, KoTopoe obecneymBaeT COHCTBEHHOE W30/MPOBAHHOE
aZlpecHoe NpPOoCTPAHCTBO A/19 KaXKA0ro NpoLecca B CUCTEME.

Icnonb3yemblit MeXaHN3M M301AUMM OCHOBAH Ha CTPAHUYHOM MEeXaHM3Me 3aLUThI
MamMATM, a TaKXKe MexaHW3me TPaHCAAUMW BUPTYanbHOTO agpeca B  (GU3MUYECKUN,
NoAAEPKMBAEMOM MOAYNEM YNpaBaeHMa namaTbto. O4HU U Te e BUPTyasibHble afapeca, C
KOTOpbIMKM paboTaeT npoleccop, NpeobpasytoTcs B pasHblie dpM3Myeckme aapeca A1a pasHbIx
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aApecHbIX NPOCTPaHCTB. [Mpn 3TOM Npouecc He MOXET HeCaHKLUMOHMPOBAHHbIM 06pa3om
NONy4YUTb AOCTYNM K NPOCTPAHCTBY JAPYroro npouecca, T.K. HENPUBUAETMPOBAHHbIN
MO/Ib30BATENbCKMIA MPOLECC JIMWEH BO3MOXHOCTM paboTaTb C QU3MYECKOM NaMATbIO
HanpAMYyHO.

MPUMEYAHUE. MexaHn3am pasgendemon nNamaATy MO3BOAAET NOAYYMTb AO0CTyn K
OZIHOMY M TOMY }K€e Y4aCTKy NaMATN U HAX0AMTCA N0 KOHTPOIEM NOIUTUKN ANCKPELMOHHOTO
pa3rpaHMyeHma npas A4OCTyna.

ALpecHoe MPOCTPaHCTBO A4pa 3alMLLIEHO OT MNO0/1b30BATENbCKMX MPOLLECCOB C
MCNONb30BaHMEM MEXaHW3Ma CTPAHMYHOM 3aWMTbl. CTpaHMLbl NPOCTPAHCTBA A4Ppa ABAAOTCA
NPUBUNETMPOBAHHBIMWU, M AOCTYN K HMM W3 HENPUBUMAETMPOBAHHOIO KOJa BbI3blBAET
MCKAtOYEeHMe npoleccopa, KoTopbli 0bpabaTtbiBaeTca Aapom OC KOppeKTHbIM 0H6pa3oMm.

EAMHCTBEHHBIM  CaHKLMOHMPOBAHHLIM cnocobom aoctyna K Aapy OC wum3
NO/1b30BATENbCKON MNPOrpPaMmbl  ABAAETCA MEXaHM3M CUCTEMHbIX BbI30BOB, KOTOpPbIN
rapaHTMpyeT BO3MOXHOCTb BbIMOJHEHMA MNO0/b30BaTENEM TO/bKO CaHKUMOHMPOBAHHbIX
OENCTBUN.

[lononHUTEeNbHbIE  MEXaHW3Mbl M301AUMM npoueccos  obecneymBatoTcs
NPUMEHAEMBIMU TEXHONOTUAMW KOHTEMHEPM3ALUMW HE TONbKO APYyr OT Apyra, HO U OT
BHELUHWX PECYPCOB, a TaKXKe BHELHMUX PeCcypcos OT NPOLLEeCCOB.

[MporpaMmHbie CpeacTBa pPaspellaroT Npoueccy NMlb onpefesieHHbIn nepeveHb
NEeNCTBMIA, BbINOJHAEMbIX MO OTHOLWEHMIO K APYrMM npoueccam U nepudepuinHbiM
YCTPOMCTBAM, BKAtOYAA MOCTOAHHOE 3aMOMMHatloLLLEee YCTPOMCTBO, KOTOPbIM onpeaenaeTca
NPW YCTAaHOBKe NaKeTa, CoAePKaLllero MCNoHAeMbI ¢anin.

NMPUMEYAHUE. MoapobHoe onucaHue NPUBMNErMPOBAHHbIX 7
HenpMBMAErMPOBAHHbIX MPOLLECCOB NPMBEAEHO B noapa3aene 4.3.

4.5.2. N3onauma MIT ¢ ncnonb3oBaHnMem NecoYHuL,

B OCABpopa peannsoBaHa wu3onauma MIT Cc  KMCNOAb30BAHMEM MECOYHML,
OCHOBAHHbIX Ha CBOOOAHO pacnpocTpaHaeMom npoayKte Firejail, KoTopbih ncnonbsyet
CTaHaapTHble ana OC Linux MexaHM3Mbl namespace W seccomp-bpf, MNO3BOAAKOUME
onpeaenAtb CNMCOK AOCTYMNHbIX 418 MIT CMCTEMHbIX BbI3OBOB.

Firejail npeacrtaBnAaeT coboi  NErkoBEeCHYHD MNEecoyYHuuy W NoAXoAuT  ANs
Mcnonb3oBaHma B MY, npu 3ToM Bce Monb3oBaTenbckne MIT 3anyckatoTcs 4vepes
sailjail-obepTky Hapg Firejail. JononHUTENbHO ANA U30NALMN UCNONb3YyeTCA xdg-dbus-proxy,
GUNbTPYIOLWMI NpoKen ana D-Bus.

MexaHM3M seccomp-bpf 3anpelaeT HEKOTOPblE CUCTEMHbIE BbI30BbI, HaNpUMep:
mount/umount, ptrace, kexecW Ap.

[0 YyMONYaHUIO B mount namespace A0CTyN K ®C orpaHmMymBaeTcs A0:

— [0CTyna Ha YTeHWe M 3aMuCb K AaHHbIM KOHKpeTHoro MM ($XDG DATA HOME,
$XDG_CONFIG HOME, $XDG CACHE HOME);

— [0CTyna TO/IbKO Ha YTeHMe K /usr/share/S$ApplicationName;

— [0CTyna TOJIbKO HAa UYTeHMe K HEeKOTOpbIM AMpekTopuam u  dannam B
/etc, /usr/share, /var/libuT.A.
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[ocTyn K ®C moxKeT ObITb pacliMpPeH NPU 3aNpoCce COOTBETCTBYHOLLMX Pa3peLLeHni,
OMNMCaHHbIX C NTOMOLLIbIO NpasuA Firejail, Hanpumep:

— paspelweHue «Pictures» npenocTaBiAET AOCTYN HA YTEHME M 3aNnUCb K ANPEKTOPUMK
NO/Ib30BaTeNA ~/Pictures, a TaKXKe K K3LWWY NPeBbio;

— pa3pelueHne «RemovableMedia» npeaocTaBnaeT 4OCTYN K CbEMHbIM HOCUTENAM
(/media/S$USER/) U T.A.

B net namespace NoO ymon4aHuto 406aBNsSETCA TONbKO loopback device.

PaboTa B necoyHmLe Nno3soaseT onpeaenmts Ml paspelleHma Ha A0CTYN K pecypcam,
0byCNOBNEHHbIE 31EMEHTAMK, ONMUCAHME KOTOPbIX NpuBeaeHo B Tabauue (Tabauua 4).

Tabnuvua 4

Ne dNemeHT OnuncaHwue

1 |Accounts MpocmoTp, MoAMdUKaAUMA N CUHXPOHU3AUMSA YHETHbIX
3anucen

2 | Ambience YCTaHOBKa U peaaKkTMpoBaHMe atmocdep

3 | AppLaunch 3anycK 1 OCTaHOBKa CePBMCOB systemd

4 ApplicationInstallation | YcTtaHOBKA U yaanexHve MM

5 |Audio Bocnpou3BeaeHme 1 3anmcb ayamo, UsMeHeHme
KOHDUIypaumm

6 |Bluetooth MoaknoyeHne n ncnonb3osaHme Bluetooth®-
YCTPOMCTB

7 Calendar MpocmoTp 1 moamduKauma cobbiTMin KaneHaaps

8 | CallRecordings [locTyn K 3anMCaHHbIM BbI30BaM

9 Camera [ocTyn K Kamepe, cbeMKka GOTO M BUAEO

10 | CommunicationHistory JloCTyn K UCTOPUM BbI3OBOB M COODLLLEH W

11 | Contacts MpocmoTp 1 moandUKaLMA AAHHbBIX KOHTAKTOB

12 | bocuments [octyn K KaTtanory «Documents»

13 | Downloads [ocTyn K kaTtanory «Downloads»

14 |E-mail YTeHne 1 oTNpaBKa NUCEM M3 31EKTPOHHOM MOYTHI,
[IOCTYN K BNOXEHUAM

15 | Internet Mcnonb3oBaHme cetn MHTepHeT

16 | Location Mcnonb3oBaHMe reono3nLMOHNPOBAHNS

17 | MediaIndexing [locTyn K nepeyHto dpainos Ha MY

18 | Messages LocTyn K 4TeHuto 1 oTnpaske SMS

19 | Microphone 3anucb ayamo € NOMOLLbIO MMKPOdOHa

20 |Music HocTyn K katanory «Music», na1enancTam u
0610KKam

21 | NEC MoakntoueHmne n ncnonb3osaHne NFC-ycTponcTs

22 | Phone OcyllecTB/ieHMe BbI3OBOB HANPAMYIO UK Yepe3
NONb30BaTENLCKUI UHTEPDENC

23 | Pictures [ocTyn K KaTtanory «Pictures»

93



PyKoBOACTBO aAMUHNCTPATOPA

— ~] OTKPbITASl
MOBUWJIbHASA
_J NNAT®OPMA

Ne dNemeHT OnwucaHue

24 | PublicDir [ocTyn K KaTanory «Public»

25 | RemovableMedia Mcnonb3osaHuWe KapT namaTtv n USB

26 | Synchronization JlOoCTyN K KapKacy CMHXPOHU3aLLMK

27 | UserDirs JocTyn K Katanoram «Documents», «Downloads»,
«Music», «Pictures», «Public» n «Video»

28 | Videos Joctyn Kk KaTtanory «Videos»

29 | WebView Mcnonb3zoBaHme Gecko WebView

30 | AccessSecurityLog LocTyn K perncTpauMoHHOMY KypHany

31 | Devicelnfo 3BnevyeHne fgaHHbIX 0 MY

32 | LogSecurityEvents 3anmch B PErUCTPALMOHHbIN KypPHan

33 | PushNotifications YreHune push-ysegomneHmi

34 | Reports [eHepmnpoBaHMe apxmBa C CUCTEMHbIMW OTYETAMM

35 | SecureStorage XpaHeHue WwnpposBaHHbIX Ganos

36 | UserStatus I3BNeuYeHme cnncka NoabL3oBaTe el CUCTEMbI

[na kaxkpgoro MI1, BbIMOAHAKOLWErOCA B NECOYHMLE, MOXKeT BbiTb co3aaH Npodub,
onpeaenarwmn ero BO3MOXHOCTN K noBeaeHne. Hanpumep, npodunb ana MMM «MNoroga»
MOMeT BbIrNAAeTb Ceayrowmm obpasom:

# Firetail > Firejail profile for /usr/bin/omp-weather

### security filters
caps.drop all
nonewprivs

seccomp

### network
protocol unix,

### environment
shell none

### baseline
include permission-baseline.inc

### application

private-bin omp-weather,

private-etc passwd, group, location,dconf, xdg, fonts, system-fips, selinux,
private-tmp

dbus-user.own ru.omprussia.weather

whitelist /usr/share/omp-weather

# Settings
include sessionbus-com.jolla.settings.inc

# Connman
include systembus-net.connman.inc
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4.6. 3aWmTa NamATH

4.6.1. OuncTKa mamaTu

OuncTKa onepaTMBHOM MNaMATM OCHOBaHa Ha apxuTekType Aapa OC AsBpopa w
rapaHTUPYET, YTO 0DObIYHbIM HEMPUBMAETMPOBAHHbLIA MNPOLLECC HE MOXKET NOAYYUTb AaHHblE
YyXOro npougecca, ecam 3To ABHO He paspelweHo [1P/.

CpeacTtBa B3aMMOAENCTBMA MeXAY NPOoLecCaMy KOHTPOAMPYHOTCA ¢ nomolubto MNP/,
M NPOLLECC HE MOMKET MOAYYNTb AOCTYN K HEOYULLEHHOM MAaMATK (Kak onepaTUBHOM, TaK U
ANCKOBOW). AApo BblAeNAeT KaxKAOMy MpoLeccy BMPTyasbHOE afpecHOoe MPOCTPaHCTBO,
KOTOpOe TPaHCAMpPYeTCA B PU3MYECKMe aapeca NaMATY C NOAAEPHKKOM PaHAOMMU3ALNN.

[ocTynHble  ANA  MNOAb30BaTeNbCKOro  npouecca  QyHKUMM  BblaeneHns  u
pacrnpegesieHna MamMATU  OCYLLECTBAAKOT BbINOJHEHME pPeXMMa WHUUMaNM3aumm, npu
KOTOPOM MPOUCXOANT OOHyneHue aveek namaAtv. Takmm obpas3om, A4pPO M CUCTEMHAA
61MbnnoTeka 1ibc rapaHTUPYIOT NONYYEHME NPOLLECCOM TONTbKO OYMLLEHHbBIX CTPAHMUL, MAMATK
6e3 ocTaToYHOM MHPOPMaLUN.

O4yMCTKa NamsaATM Ha BHelwHMx HocuTenax (eMMC) ocHoBaHa Ha peanm3aumm
MexaHM3Ma secdel, KOTOPbIA O4YMUIAET Ha HocuTene Heucnonblyemble 610kn OC
HenocpeACcTBEHHO MPU MX OCBODOXKAEHMWM C MOMOLLBID Mepe3annuc MX MaCKMUpYoLLLEN
noc/sen0BaTeNbHOCTbLIO.

4.6.2. Nepe3anncb 0CTaTO4YHOM MHOPMALMM

B OC ABpopa peannsoBaHa OYHKUMA Mepe3anncn OCTaTOYHOM WHbOpMaLMK,
cpabaTbiBatoLWlaa Kaxkaplh pa3 npu yaaneHun danna. Mpouecc nepesanncy nNpomcxoamT
aBTOMATMYECKM M CKPbIT A1A nonb3oBatens. B cayvyae HeobXoAMMOCTM OCYLLEeCTBMTb
NPUHYOMTENBHYIO — Mepe3anucb  CayYalHbIMM WK CneumnanbHbIMK HMTOBbLIMM
noc/sen0BaTe/IbHOCTAMU AAMUHUCTPATOP MMeeT BO3MOXKHOCTb CaAMOCTOATE/IbHO 3amnyCTUTb
npoueaypy yaaneHus epanna u/mnm katanora.

[aHHasa npoueaypa NPUBOAMUT K CHUMKEHUIO NPOM3BOAMTE/NIbHOCTM, OCODEHHO MNpMK
yaaneHum 6onblioro danna: yem dainn 6onblle, TEM CHUKEHME CYLLECTBEHHEE N 3aMETHEE,
T.K. Ha Nepuos rapaHTUPOBAHHOIO YAa/IeHMA BCe OCTa/IbHble onepaummn 3anmcu Ha HOCUTe b
MHbOPMALMM NPUOCTAHABAMBAOTCA M MOMELLAIOTCA B O4Yepeapb A0 3aBePLIEHMA yaAANEHMA.

OC ABpopa dyHKLMOHMPYET Ha MY, NamaATb KOTOPbIX COCTOUT M3 Habopa (MHOXecTBa)
A4YeeK. BBMAY KOHCTPYKTMBHbIX ocobeHHocTen MY Kaxaad Advenka mmeeT Hoblioe M
KOHEeYHOe KONMYECTBO LMK/IOB Nepe3anmcu, T.e. NOCTOAHHbIe OnepaLmm No YTEHUIO 1 3anncu
c/Ha USB-HakonuTenb BAEKYT yBEAWYEHWE cYeTYMKa obpalleHnin (KOAMYecTBO KOTOPbIX
OrPaHNYEeHO Ha annapaTHOM YPOBHE) U, KaK C/Ne[CTBME, MOCTEMNEHHOE CHUMEeHMe CPOoKa
CNyX0bl HAKONUTENA.

HepaunoHanbHoe MCNoib30BaHWME MHOToKpaTHOM nepe3sanncn OC ABpopa BaeveT
CHWXEeHMEe NPOU3BOANTENIBHOCTM Ha BPEMA NPOBELEHUA onepaunmn YyOANEeHUA U CHUXKeHKe
CPOKa CNyKObl HaKoONUTENs AaHHbIX MY.
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[lns MHOroKpaTHOW Mepe3anncu MUCMNoNb3yeTca YTUAMTA KOMaHAHOM CTPOKK wipe,
NOCTYN K KOTOpOM ocyLlecTsaaeTca ¢ nomouwpto Ml «Terminal» (noapasaen 2.4).

MoapobHoe onucaHMe  UHTepdelca wipe NpuBeAeHO B MNPUNOKEHUMU
(Mpunoxkenue 4).

4.7. ObecnevyeHue HaaeXHoro PyHKUMOHMPOBAHUA

4.7.1. HagexkHble MeTKM BpeMEeHM

MeTKa BPEMEHM CYUTAETCA HAAEKHOM NPU YCIOBMU HEBO3MOXKHOCTM BHECTU B Hee
M3MEHEHWA Nocne CO34aHNA, ECAM LLENOCTHOCTb J@aHHOM METKM He Oblna HapyLleHa.

HaperkHble meTKM BpeMeHM obecneymBaloTcA apXMTeKTypol xpoHomeTpaxa OC,
KOTopasa npeacTaBnaer cobom Habop CTPYKTYpP AaHHbIX M QYHKUMA Aapa, MMEoLmX
OTHOLIEHME K OTC/IEXMBAHUNIO X043 BPEMEHM U HA3MPYHOLLMXCA Ha:

— cYyeTyYnmKe OTMeTOK BpemeHu (TSC);

— nporpammmpyemom Taimepe nHtepsanos (PIT);

— APIC-Tarimepe;

— BbICOKOTOYHOM Talmepe cobbiTnin (HPET).

HayanbHble 3HAYEeHWss CUCTEMHbIX TAaMMeEPOB 33JaTCA MO TalMMepy peasibHoro
BpemeHu MY, a 6a30Bble MHTEPBA/bI BbIYMCAAOTCA NPU MHULMANM3ALMN CUCTEMDI.

B  KayecTBe  HW3KOYPOBHEBOrO  MeXaHM3mMa  Aapa,  obecnevmBarollero
OYHKUMOHMPOBAHME HAAEXKHbIX METOK BPEMEHMW, MCMNONb3yeTcAa chneumanbHbil Habop
CTPYKTYP QAaHHbIX AApa (timespec xtime), OYHKUMIA Aapa do gettimeofday () W
HU3KOYPOBHEBbLIX CUCTEMHbIX Bbl30BOB clock settime(), clock gettime(),
gettimeofday () U settimeofday ().

4.7.2. KBOTMpOBaHME NOCTOAHHOW MamATH

KBOTMpoOBaHMe — 3TO pasdesieHne OrpaHMYeHHOro AMCKOBOTO MPOCTpaHcTBa MY
MeXAY YYETHbIMM 3anNMCAMM NONb30BaTeNEN, NO3BOAAKOLLEE CO34aBaTb OAHOBPEMEHHO
HECKO/IbKO YYETHbIX 3anucer nonb3osaTteneit Ha MY (nogpasaen 1.2).

B OC ABpopa npeaycMoTpeHa BO3MOXHOCTb BblAe/IeHMA KBOTbl — 06bema AMCKOBOTO
NPOCTPAHCTBA A5 YYETHOM 3aMMCKM NONb30BaATENA MPU ee CO3A4aHNM, NPU STOM Y YYETHOM
3anMcKM MNoNb30BaTeNAa OTCYTCTBYET BO3MOMHOCTb MPeTeHAoBaTb Ha Oonbwuii 0bbem
NOCTOAHHOW MNamATWU, a BblAeNEeHHOe el MPOCTPAHCTBO OyAeT HeaAoCTYynHO ANA ApYyrux
yYeTHbIX 3aMMnceit NoNb30oBaTeel Aaxe B Cy4ae, ecam oHo cBo6oaHO.

BHUMAHME! O6bem KBOTbI 3aaeTcA NP CO34aHUM YYETHOM 3aNnCcK NoJib30BaTeN
N He MOXKeT OblTb MU3MEHEH BNOCAEACTBUN.

[ns Toro, 4tobbl 334aTb YYETHOM 3aMMCKM NOJIb30BATENA KBOTY Ha MCMNO/b30BaHWNE
NMCKOBOrO MPOCTPAHCTBA, HEOOXOAMMO Ha CTpaHWUe CO34aHMA  YY4EeTHOW  3amnucu
N0/b30BaTeNA YCTAaHOBMTb KONMYECTBO BblaenaemMbix emy b, nepemell,as COOTBETCTBY LM
cnanaep BNpaBo 41a yBEANYEHMA KBOTbI IMOO BIEBO ANA YMEHbLUEHMA (CM. PUcyHOK 3).

96



1 OTOKPI:ITAFI
PyKoBOACTBO aAMMHUCTPATOPA l Hni%‘gé’ﬁ'ﬁi

OC ABpOpa aBTOMATMYECKM BblYMCAAET AONYCTMMblE Npeaenbl KBOTMPOBAHWA TaKMM
06pa3om, 4Tobbl MOXKHO HObINO CO34aTb A0 7 YYETHbIX 3anMcein Nnoab3oBaTeNiel, Npu 3TOM
KBOTbI yCTaHaBAMBAOTCA CAeAytoLMM 0Bpas3om:

— HWXKHAA TpaHMUA KBOTbl 3agaeTca B 2 b M meHee, ecan obwmin obbem
BCTPOEHHOM NamaTh Ha MY meHee 14 [b;

— BEpXHAA rpaHMua BbIOMpPaeTCca ¢ pacyeTom, YToObl ANA KaXKA0M YYETHOM 3anumcu
No/1b30BaTeNA OCTaBaNACA XOTA Obl MMHMMANbHbLIN 0ObEM NAMATMH.

[na BblYMCNEHMA TPAHML, KBOTbI MCNOJb3YOTCA Cheayrolmne nepeMeHHble:

— AllSpace — 0bWMIM 06bEM ANCKOBOrO NPoOCTpaHcTBa MY;

— Nusr — KOZIMYECTBO YYETHbIX 3aNMCEN, CO3AaHHbIX Ha MY;

— Qi — 0bbem AMCKOBOro npocTpaHcTBa MY, 3aHATbIM CO34aHHbIMM YYETHLIMMU
3anucamu;

— UsrAvSpace = AllSpace - 2 GB — 2[b Bblaenaetca Ana y4eTHOM 3anucu
aAMNHUCTPATOPA;

— MinQuote = min (UsrAvSpace/6 , 2 GB) — BblAenAerca MMHMMA/IbHAA KBOTA
2 B, npn Hann4mMm HeboNbLIOTro 06 beEMa NPOCTPAHCTBA BbIAENAETCA BECb AOCTYMNHbIA 00bEM,
pa3aeneHHbl Ha 6 yYeTHbIX 3aMMcelt NOAb30BaTeNEN;

— MaxQuote = UsrAvSpace - sum (Qi) - MinQuote x (6 - Nusr) —
MaKCMMa/sibHaaA KBOTa, KOTOPYD MOXHO BblAeNnTb cOo3adaBaeMol Ha MY yyeTHOW 3anmcu
No/Nb30BaTENA: BCE AOCTYNHOE NPOCTPAHCTBO 3@ BbIYETOM CYMMbl YXKe BblAENEHHbIX KBOT, a
TaKKe KO/IMYECTBA YYETHbIX 3anMcel MONb30BaTeNeN, KOTOpble MOryT ObiTb CO34aHbl B
byayLwem, Npm 3TOM KBOTa ANA TEKYLLEN YY4ETHOM 3anmcK Ha byayliee He pe3epBupyeTca.

MPUMEYAHUE. MaKcnmanbHble KBOTbl YYETHbIX 3aMMceil NMOAb30BaTeNA 334at0TCA
aAMUHUCTPATOPOM B KOHPUrypaUMOHHOM  danne /etc/security/limits.conf
(MpunoxeHne 3). TakKe [ANA yNpaBAeHMA annapaTHbIMM KBOTAaMM W3 PaA3/IMYHbIX

MoNb30BaTEe/IbCKMNX nporpamm NCMONb3YHTCA cheagywouwmne CUCTEMHbIE Bbl3OBbI:
setrlimit (), getrlimit (), prlimit() m nice().

Mpumepbl  pasbueHna AMCKOBOro npocTpaHcTBa (B B)  A4ns  HeKoTopbIX
noaaep:knsaembix MY npuseaeHsl 8 Tabnmue (Tabanua 5).

Tabnuua 5
. MUHMMaNbHLIA 06BbEM, MaKcuManbHbii 06beM,
MYy O6wmit 0b6bem . N
[JOCTYMHbIA NONb30BATENO | AOCTYMNHbIA NONAL30BATENIO
MY1 64 2 32
MY?2 32 2 10
MY3 16 1 1
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4.8. dunvTpauma ceTeBoro NOToKa

4.8.1. Obuwan nHPpopmaums

®dunbTpauma ceteBblx MoTtokoB B OC ABpopa OCYyLIECTBAAETCA C MOMOLLbHO
BCTpoeHHoro B AApo OC ¢mabTpa ceTeBbiX NaKeTOB netfilter M MOHUTOPA ObpalleHUN,
KOHTPOAMPYIOLLErO CeTeBOM CTeK IPv4.

AOMUHUCTPATOP NPW NMOMOLLM YTUANTBI iptables MOXET 3a4aBaTb MOAYNO AA4PaA
netfilter NpaBuaa (MM LENOYKM) DMNBTPALMM B COOTBETCTBMM C aTPMOYyTaMKM OTNPaBUTENS
M NONy4aTensa CeTeBblX MAKETOB, a TakKe aTpumbyTamum nepegaBaemon MHboOpmauum B
IP-3aron0BKax NakeTos.

4.8.2. MexceTeBoe 3KpaHMpOBaHMe

®dyHkumMn M3 B OC ABpopa peanm3oBaHbl B CAy»Kbe connman, MCNOAb3YHOLLEN
MeXaHW3Mbl iptables A4 pa3rpaHNYeHMNA CETEBbIX MOTOKOB AaHHbIX.

KoHburypauma no ymon4aHUo NMOCTaBAAETCA B MNakeTe connman-configs-core,
CO6MpaeMON\M3HaKeTaomp—common—configurations

4.8.3. MNyTb K partnam KoHourypaumum M3

HoBble HACTPOMKM iptables MOAAEPKMBAKOTCA B connman, Ha4YnMHaA C BEPCUM
1.32+git41. HacTpoMKM, OMNMCaHHble B HACTOALWEM [AOKYMEHTE, XPaHATCA B CAedyrolmx
dannax:

— /etc/connman/firewall.conf - [1];

— /etc/connman/firewall.d/*firewall.conf - [2],
roe [1] — ocHOBHasa KoHourypaumsa, [2] — KaTanor ¢ ¢pannamm, OKaHYMBAKOLIMMMCA Ha
«firewall.conf» n pacnonoskeHHbIMM B andpaBUTHOM MOPSAAKE.

4.8.3.1. MpaBuna KoHPUrypaumm M3

BuHapHbIM nakeT «connman-configs-core» ycTaHaBAMBaeT Npasuia B CAeAyOLWMX
dannax:
1) /etc/connman/firewall.conf:
— |Pv4:
epa3pellaeT YCTAaHOBNAEHHbIE U CBA3AHHble NaKkeTbl (-m conntrack --ctstate
RELATED, ESTABLISHED);
epa3pellaeT Bce BxoAAulMe nakeTbl aAna loopback-uHtepdeica (TpebyeTca
connman A1 Pa3peLlleHns JOMEHHbIX UMEH);
Mo YMOANYaHUIO ONOKMpPYeT Becb BXxoAAWMM Tpaduk (Tabnmua filter
INPUT-Lenouka);
— |Pv6:
epa3pellaeT YCTAaHOBNEHHbIE W CBA3aHHble MaKeTbl (-m conntrack —--ctstate
RELATED, ESTABLISHED);
epa3pellaeT Bce BxodAwme nakeTbl ana loopback-uHtepdeinca (TpebyeTcs
connman A/19 pa3pelleHns JoOMeHHbIX MMeH ana IPve-npoTtokona);
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®N0 yMOA4YaHWO ONOKMpYeT Becb BxoAAWwMM Tpaduk (Tabnnua filter
INPUT-LenouKa).
NMPUMEYAHMUE. B OC ABpopa IPv6-noaaepkka B iptables He 3aABNEHA;
2) /etc/connman/firewall.d/10-block-icmp-firewall.conf:
— |Pv4:
epa3spewaer  BxogAwme  ICMP-nakeTbl, OTAMYHbIE  OT  pPing-NakeToB
(T.e. 61OKMPOBATL TONBLKO BXOAALLME PiNg-NAKeTbI);
epa3spewaetr wucxogAawme |ICMP-nakeTbl, OT/IMYHbIE OT 3XO-PiNg-nakeToB
(T.e. BNOKMPOBATb TONBKO MCXOAALLMIA IXO-OTBET).
— |Pv6:
epaspewaer  Bxogawme  |ICMP-nakeTbl,  OT/AMYHbIE  OT  ping-nNnakeTos
(T.e. BNOKMPOBATL TONBKO BXOAALLME PiNg-NAKeTbl);
epaspewaer ucxogAauwme |ICMP-nakeTbl, OT/MYHbIE OT 3XO-ping-nakeToB
(T.e. 6BNOKMPOBATH TONILKO UCXOAALLMIA IXO-OTBET);

3) /etc/connman/firewall.d/ll-allow-dccp-non-privileged-ports-
firewall.conf:

— ana IPv4 n IPv6:
epa3pewaet Bxoaawmnin DCCP-TpadumKk Ha nopTax 1024:65535;

4) /etc/connman/firewall.d/ll-allow-sctp-non-privileged-ports-
firewall.conf:

— ana |IPv4 n IPv6:
epa3pellaeT Bxoaawmn SCTP-Tpadpumk Ha nopTtax 1024:65535;

5) /etc/connman/firewall.d/ll-allow-tcp-non-privileged-ports-
firewall.conf:

— ana |IPv4 n IPv6:
epa3pellaeT Bxoaawmm TCP-Tpadumk Ha nopTtax 1024:65535.

6) /etc/connman/firewall.d/ll-allow-udp-non-privileged-ports-
firewall.conf:

— ana IPv4 n IPv6:
epa3pellaeT Bxoaawmin UDP-Tpaduk Ha nopTax 1024:65535;
epa3pewaeT Bxoadawmin UDP Lite-Tpadumk Ha nopTax 1024:65535.
7) /etc/connman/firewall.d/l12-allow-ipsec-firewall.conf:
— ana IPvd n IPv6:
epa3pellaeT Becb BxoaAwmMM IPSec Authentication Header (AH)-Tpaduk;
epa3pelwaetr Becb BxoaAuwmni IPSec  Encapsulating Security Payload
(ESP)-Tpaduk;
8) /etc/connman/firewall.d/12-allow-ipv6-mobility-firewall.conf:
— TONbKO Ana IPv6:
epas3pellaeT Becb BxogAawmi IPv6 Mobility Header (MH)-Tpaduk.

99



1 OTOKPI:ITAFI
PyKoBOACTBO aAMMHUCTPATOPA l HHE%"&?S’B'G;’?

4.8.3.2. To4Ka gocTtyna

KoHdurypauma pexkmma «Touyka 4OCTyna» peasn3oBaHa Kak 40NONHUTEbHAA Onums.
MpWn BKAIOYEHHOM PEXMME NPUMEHAIOTCA Te e MPaBuaa MO YMOJYAHMUIO, YTO U NpK Npueme
Bcero Tpadumka. bonee crtporne npasuna GuabTpaumm Tpaduka moryT ObiTb A0OaBAEHDI C
NOMOLLbD MeHI0 HacTpoek. C 3ToM uenbto B ¢annbl KoOHUrypaumm aobasneHa rpynna
[tethering], aHanorM4yHaa AMHAMMYECKMM NpaBMaam 4NA rpynn.

MPUMEYAHMUE. TMpasuna «Touka AOCTyna» MNPUMEHAIOTCA TONbKO ANA PEeXMMa
nepenayn gaHHolx nocpeacrsom cet WLAN. [na USB-pexxknma npasuia no yMOAYaHUIO
NPUMEHSAOTCA HE3AaBMCMMO OT KOHOUIypaUMM pexxmma « ToYKa 4oCTyna.

Mpasuna pexxmma «Touyka A0CTyna» AO0KHbI OblTb LENOCTHBIMM M 3aBEPLUEHHBIMMU.
Mpn Hannymm xoTa Bbl 0oAHOro Habopa NpPaBKA pexrmnma «ToYKa A0CTyNa» HMKaKMe NpaBmuaa
MO yMOIYaHMIO He ByayT AobaBaeHbl, T.K. OHM NepeonpeaenstoT N0Ab30BaTeIbCKMe NpaBmMaa
M pa3peLlatoT BeCb TpaduK.

[MosToMy, Hanpumep, MoryT 6biTb BK/IOYEHbl Caeaytoline BxoddAllMe npaBuaa,
paspewarowme TONAbKO DHCP ©n DNS /etc/connman/firewall.d/42-tethering-

firewall.conf:

[tethering]

IPv4.INPUT.RULES = -p udp -m udp --dport 53 -j ACCEPT; -p tcp —m tcp —--
dport 53 -j ACCEPT; -p udp -m udp --dport 67 -j ACCEPT

IPv6.INPUT.RULES = -p udp -m udp --dport 53 -j ACCEPT; -p tcp —m tcp —--
dport 53 -j ACCEPT; -p udp -m udp --dport 67 -j ACCEPT

4.8.3.3. ®annbl KOHPUrypaLMm
4.8.3.3.1. ®opmaTt panna

Kaxaana rpynna onpeaenserca C MNOMOLLbIO KBaApaTHbIX CKOBOK — [], Hampumep,
[General]. Kaxkaplih KN4 perncTpo3aBmMCcMMm M HanmcaH NPoCTbIM TEKCTOM 6e3 Teros, 3a HUM
cnefyeT CMMBOJ «paBHOY» (=). DTO 03HAYaeT, YTO BCe KAOYM A0 Hayana caeaytollen rpynnbi
[] npuHaanexkat aTom rpynne.

Hanpumep:

IPv4.INPUT.RULES = -p tcp -m tcp -j ACCEPT

Kaapih KN4 NpaBua MOXKET CyLLecTBOBaTb B OAHOM rpynne TONAbKO OAMH pa3
(npoBepKy ocyllecTBAAeT aHann3aTop epannos katoden glib, obpabaTbiBaeTca TONbKO NEPBbIN
KAtoY).

Pasgenutens A1a NpasBul — TOYKa C 3ansaToM (;).

MpaBuaa MoryT HbITb BbIKAHOYEHbI NPU MOMOLLM CUMBOA «#» B Hayane npasuna.

Hanpumep, BbIKNOYUTL MepBoe MpaBuao --dport 23 W NPUMEHUTb MPaABUAO
-—dport 24:

#-p udp -m udp --dport 23 -j ACCEPT; -p udp -m udp --dport 24 -j ACCEPT
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4.8.3.3.2. Tlopanok obpaboTku

MepBbim 3arpyrkaetcs dann OCHOBHOM KOHbUrypaumm
(/etc/connman/firewall.conf), Aa/fiee 3arpy*KatoTcA OCTanbHble Galiibl KOHOUIYPaALUK
M3 /etc/connman/firewall.d B andpaBUTHOM NOpPAAKe

Mopagok 06paboTkmM Npasun:

— KoUMW M3 GaiaoB 3arpykatoTca B anpaBMTHOM MOpAAKE, MOSTOMY Mpasuia B
danne, Hanpumep, ¢ npedpukcom 00, byayT obpaboTaHbl M A0DaBEHLI NEPBLIMYU;

— npasuna u3 ¢anna OCHOBHOM KOHPuUrypauum pobasnatoTca B iptables
nocneaHMMM U CYNTAKOTCA OCHOBHbIMMU;

— €C/I1n BKNKOYEHbl ANHaMMN4YeCKMne rnpaBnaa, TO OHU ,£I,O6aBJ'IFHOTCFI B Ha4asio B
iptables.

Hanpumep:
1)  ®dainbl KOHPUTYpPaUMM M NOPAAOK X 06PabOoTKM:
— 1: ocHOBHOM ¢ann firewall.conf — coaepxuT [General] (O6wme) npasuna u
yctaHasameaet POLICY (MonunTtuky);
— 2: firewall.d/10-firewall.conf —coaepXunt WLAN-npasunna;
— 3:firewall.d/20-firewall.conf —coaepxuT [General] (Obwune) npasmna;
— 4: firewall.d/30-firewall.conf — coaepxuT [General] (Obwue) n WLAN-
npaBuna;
2) MpaBuna M3 npu 3anycke connman:
— nNpumeHseTca MNonnTmKa 13 nyHKTa 1;
— NopsaaoK npumeHeHus Mpasun:
e npasuna n3 nyHkta 3 [Generall;
e npasuna u3 nyHkta 4 [Generall;
e npasuna n3 nyHkta 1 [General];
3) Mpasuna M3 nocne BkatoveHns WLAN:
— nNpumeHseTca MNoanTmMKa n3 nyHkTa 1;
— MopAagoK npumMmeHeHunA [pasun:
e npasuna n3 nyHkta 2 [WLAN];
e npasuna ns nyHkta 4 [WLAN];
e npasuna n3 nyHkta 3 [General];
e npasuna n3 nyHkta 4 [General];
e npasuna n3 nyHkta 1 [General].
[Py NCNONb30BAHMM HECKOIbKMX Pa3HbIX NPaBUA:
— npasuna un3 pasgena [General] (O6bwwme). MocnegHee onpeaeneHne POLICY
(MonnTUKKM) NepesanncbiBaeT NpeablayLine;
— MNpaBuKia U3 Kaxkao0ro Tmna rpynnbl 406aBAAKOTCA K CYLWECTBYHOWMM NpaBUaam.
Mpn pobasneHnn mam yaaneHnn ¢Ganmnos KoHOGUrypaumm HeobxoaAMMo BbIMONHUTb
KOMaHAay:

systemctl reload connman
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— ©C/IM YCTaHOB/IEH HOBbIM NAKeT, 40CTaTOYHO BbINOJIHUTL NEpe3arpysKy;
— npaBuaa U3 HoBoro ¢arna KoHPUrypaumm 4oH6aBAAKTCA BO BHYTPEHHUE CMUCKK
Nno NopAaKy, OAHAKO:
® MNOPAAOK B iptableS KOPPEKTMPYETCA AMHAMMYECKMMU MNpaBMAaMM MNOCAe
BOCCTaHOBAEHUA coeamHeHma (Hanpumep, WLAN);
® MNOpAMOK B iptables KoppeKkTMpyeTca [General] (Obwmmm) npasBuaamm nocne
nepesanycka connman: NPUMEHAETCA TO/IbKO NMPU HAaAMYUK NPABUA, KOTOPbIE A0/KHbI ObITb
nobaBneHbl B onpeaesieHHY0 Mo3MUMI0 Ha OCHOBe MopsAKa, onpeaenaemMoro MMmeHem
danna.
Mpn M3meHeHUn cyllecTsytowlero darmna KOHPUrypaumm Heobxoammo BbIMOAHUTb
KoMaHAay:

systemctl restart connman

ObHapyXeHne un3MeHeHMn B dannax KoHPUrypaumm OyaeTr peann3oBaHO B
Cneayomx Bepcusax.

4.8.3.3.3. [pynnbl K KJO4YN

Ob6wme rpynnel [General]:

— IPv4.INPUT.RULES = #Habop npasun B Tabamue filter, INPUT-uenoyka ans
npoTtokona IPv4;

— IPv4.OUTPUT.RULES = #Habop npasmn B Tabamue filter, OUTPUT-Leno4Yka ans
npoTokona IPv4;

— IPv4.FORWARD.RULES = #Habop npasun B Tabauue filter, FORWARD-Leno4Ka
AnAa npoTtokona |Pv4;

— IPv4.INPUT.POLICY = #[MonnTuKa no ymonyaHuo ana 1abnumubl filter, INPUT-
buenodka (moxet 6biTb ACCEPT nnm DROP);

— IPv4.OUTPUT.POLICY = #[MonnutTMka No ymMoAn4aHuio ana Tabnuubl filter,
OUTPUT-ueno4ka (moxeT 6b6iTb ACCEPT mnnmn DROP);

— IPv4.FORWARD.POLICY = #lonutnka no ymondaHutio ans Tabnuubl filter,
FORWARD-ueno4ka (moxeT 6biTb ACCEPT nnam DROP);

— IPv6.INPUT.RULES = #Habop npasun B Tabauue filter, INPUT-uenoyka ans
npoTokona IPv6;

— IPv6.OUTPUT.RULES = #Habop npasun B Tabnnue filter, OUTPUT-Leno4Yka ans
npoTokona IPv6;

— IPv6.FORWARD.RULES = #Habop npasun B8 Tabanue filter, FORWARD-Leno4Ka
Ana npoTtokona IPve;

— IPv6.INPUT.POLICY = #MonnTnKa no ymonyaHuto ana tabnamupl filter, INPUT-
Leno4yka ansa npotokona IPve (moxeTt 6biTs ACCEPT nnn DROP);

— IPv6.OUTPUT.POLICY = #[MoanuTMka nNo ymMoAn4aHuio ana Tabnauubl filter,
OUTPUT-ueno4Yka ans npotokona IPve (moxeT 6biTb ACCEPT nnan DROP);
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— IPv6.FORWARD.POLICY = #llonutnka no ymondaHuto ansa Tabaumubl filter,
FORWARD-uLeno4ka ana npotokona IPv6 (moxeT 6biTb ACCEPT nam DROP).
[Hammnyeckme rpynnbl 0O TMNAM YCTPOMUCTB:
— Tpynna akTUBUPYETCA NPU BbI30OBE CNYXKObl connman AAaHHbIM TUNOM YCTPOMCTBA
(Hanpumep, WLAN-noaknto4eHme);
— KaXabl TUN NpaBuna byaeT coaep:katb B cebe nHTepdenc cepsmca (Hanpumep,
ana INPUT-npasun byaeT ycTaHOBAEH MNapaMeTp -i <interface>);
— Tpynna MOXeT CoOAepKaTb caeaytolme Kaoumn (Takme e, Kak B pasaene Obuime
[General]:
e |Pv4.INPUT.RULES =;
e |Pv4.OUTPUT.RULES =;
e |Pv4.FORWARD.RULES =;
e |PV6.INPUT.RULES =;
e |Pv6.OUTPUT.RULES =;
e |Pv6.FORWARD.RULES =;
— npeaonpeaeneHHble rpynnbl:
e [unknown] — He ncnonb3lyeTca AU He NOAAEPKMBAETCA, HO ABAAETCA YaCTbtO
BHyTpeHHMXTMﬂOByCTpOﬁCTBconnman;
e [system];
ethernet];

e [tethering] — HAaCTPOMKK, NPUMEHAEMbIE ANS PEXMMA «TOYKa A0CTyNa.
MPUMEYAHMUE. Mpu Hannumm npobnem ¢ pexkmmom «Touka A0oCTyna» HeobxoaMmo

nobasuTb cneaytouwme ctpokn B rpynny Obuwwue [General]: Hanpumep, 95-tether-
override-firewall.conf:

[General]
IPv4.INPUT.RULES = -i tether -j ACCEPT
IPv6.INPUT.RULES -i tether -7 ACCEPT

4.8.3.3.4. ®opmart npasun

BbinonHatoTcA cnepyrouime npasun iptables-popmaTa
(https://www.frozentux.net/iptables-tutorial/iptables-tutorial.html):

— ONuUMKM NPOBEPAOTCA A1A KaXXA0ro NpoOTOKO/1a l/l/l/lfll/l TWMNa COOTBETCTBUA,
— 3Ha4YeHUA OI'ILI,I/IVI NPoOBepPAKTCA Ha BEINYNHY N TUTT 3HAYEHNA,
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— eCc/I1 NPaBUIO He CyLLeCcTBYeT B iptables, OHO UIHOPUPYETCA aHANM3ATOPOM
npaBun,

— OTPULAHMA NOAAEPIKUBAIOTCA KaK B iptables.

MockonbKy B nepBoi Bepcum M NOAAEPKMBAKOTCA He BCE BO3MOMKHOCTU
nepekntoyaTenen (switches) ANA iptables, NePeEKNOYATENN, KOTOPbIE connman HE MOXKET
n06aBUTb, UITHOPUPYIOTCA iptables:

— moamduKaTopbl Uenovek: -a, -b, -x, -F, -I, -P, -E, -R, -Z
(M X ANVMHHbIE SKBUBANEHTbI):

® HOBbIE MM CYLLECTBYIOLWME LLIENOYKN HE U3SMEHAIOTCA Npasuaamu. Bce npasuna
M3 noAYMHAIOTCA /IOTMKE connman, B KOTOPOM MNOAODOHble MOAMDUMKATOPbLI He
npeaycMOTPEHbI;

® B C/ly4ae BO3HMKHOBEHUS HEOBXOAMMOCTM Takme MoANGUKATOPbI MOTyT ObITb
nobasneHbl B AanbHENLLEM;

— YKasaTesn MmecTa HasHadeHuAa ana DNAT: --to-destination, --from-
destination;

— nepekntoyatenn pparmeHTMpoBaHua: -£, --fragment;

— Mepekntyatens sepcuu |IP-npotokona: --ipv4d, -4, --ipve, -6;

— Nnepeknryatesin COoTBeTCTBUNA (—m), KOTOpble HE NoAAEePHKNBAKOTCA:

e |[Pv4d: -m comment, -m state, -m iprange, -m recent, -m owner, -m
sctp, -m dccp, -m hashlimit, -m icmpv6/ipvé-icmp;

e |Pv6: -m comment, -m state, -m iprange, -m recent, -m owner, -m
ttl, -m sctp, -m dccp, -m mh, -m hashlimit, -m frag, -m icmp,

® BbllleyKa3aHHblE MNepeKkao4vYaTe/in  Bbl3blBa/ln cobon B iptables nn
HenpaBM/AbHO onpeaensnn sepcuto IP-npotokona.

Llenn M3 (- TARGET) COOTBETCTBYIOT LeNsMm iptables no ymondanumto: ACCEPT,
DROP, REJECT, LOG n QUEUE.

MpoToko/bl M3 (-p protocol) aHaNOrMYHbI NMPOTOKONAM iptables: tcp, udp,
udplite, icmp, icmpvé6, ipvé6-icmp, esp, ah, sctp, mh (ToAbko ana IPv6) wu
cneunanbHOMY KNKOYEBOMY CNOBY all.

Kaxkaoe npasuio:

— JO/MKHO UMEeTb MUHUMYM 1 Luenb (- /--jump TARGET or -g/--goto TARGET);

— MoXeT umeTb oT O go 1 cooTBeTCTBMA MO MNPOTOKONY (-p/--protocol
protocol);

— ana SCTP-, DCCP- n MH-npOTOKO/NI0B, MEXaHW3M COOTBETCTBMA MPOTOKO/Ia He
MOXET OblTb MCMONb30BAH, HaNpPUMmep:

-p sctp -m sctp --dport 22 -j DROP (He OyneT paboTaThb, HO)
-p sctp --dport 22 -J DROP (6ymeT padboTaThb)

— MoxeT umeTb oT 0 A0 2 yKasaTeneln cootseTcTama (-m/--match match).
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Hanpumep, 4Tobbl paspewnTs Ana telnet ogHy NOnNbITKY COEAMHEHUA B CEKYHAY,
HeobXx0AMMO YCTaHOBUTb:

-p udp -m udp --dport 23 -m limit --l1imit 1/second --limit-burst 1 -j
ACCEPT

— MOXET UMETb:
e o7 0 10 2 nepek/toyaTenein NnopTos ¢ onumenn obbIYHOro NopTa (04HO M TO e
HanpaBiAEHME He MOXEeT WCMNo/b30BaThcA ABaxAbl). C MoaAMPUMKATOPOM NPOTOKONA

Cﬁn<protocol>):——destination—port, —-—-dport, --source-port, -—--sport;
e oT O no 1 nepekntoyaTend NOPTOB C MY/NbTMNOPTOM. BmecTe C ykasatenem
COOTBETCTBMA -m multiport BO3MOXHO WCMO/Jb30BaTb: --destination-ports, --

dports, ——-source-ports, --sports, --port, —--ports W MNEPEK/OYATENN;

— MoxeT umeTb oT O 40 2 yKasatenel mecta HasHadeHua (0QHO M TO ke
HanpaBAeHWE HEe MOMKeT MCNONb30BaTbCA ABa)KAbl). --source, --src, -s, --
destination, --dst, -d,

— Kaxgoe npasuno pasgena [General] (Obwme) moxeT umets ot 0 go 2
nepekatoyatenen nHtepderica (04HO M TO Ke Hanpas/eHUne He MOXKET MCMO/1b30BaTbCA
ABaXabl). ——in-interface, -i, --out-interface, -o.[lepeknoyaTenn nHtepdeica
UTHOPUPYIOTCA B AMHAMMUYECKUX NPaBMIaX, NpeaHa3HaYeHHbIX A1A TUNOB YCAyr (service
types).

4.8.3.3.5. YcTpaHeHMe HenoaaokK

Mpn pabote ¢ MI B cayd4ae BO3HMKHOBEHMA npobaembl ceTu/iptables (M3)
HeobX0AMMO BbINONHUTL CAeaytolne AeNCTBUA:

1) HacTpouTb 6a308BbI MOHUTOPUHT PaboThbl iptables Ans cneayroWmx NPOTOKONOB:

— |Pv4:

watch -n 1 iptables -t filter -L -v -n

— |Pvb:

watch -n 1 ipé6tables -t filter -L -v -n

2) [AnAa BbIxoA4a M3 NPOrpaMMbl HaxKaTb codeTaHme Knasumw «Ctri» n «C»;

3) TpoBepuTb BbIBOA, WM KOAMYECTBO cOpoleHHbix naketoB B INPUT-uenouke
(nonntmnka DROP);

4)  3anyctmutb Ml 1 NnpoBepunTb, KaKMe CHETYMKM YBENNUYMBALOT CBOE 3HAYEHME.

MPUMEYAHUE. Ecnm ceTeBble nakeTbl cOpacbiBatoTcsa, cyeTymk DROP  byaer
yBENMYMBATL CBOe 3HayeHume. CYeTYMKM NaKeTOB [ANA  Kaxaoro npasuna  oOyayT
YBE/IMYMBATLCA, €CN NaKeTbl COOTBETCTBYIOT 3TOMY NPABUAY;

5) Ecam npobnema B pabote MI BO3HMKAG M3-33 cbOpacbiBaHUA MaKeToBs,
HeobxoAMMO BbINONHUTL CAeayolme AeNCTBUS:

— ANA  BPEMEHHOro pelleHua (aenctByeT A0 nNepesarpysknM  CUCTEMbI),
pa3peLlatollero Becb TpaduK N0 YMONYAHUIO CeayHoLLMX MPOTOKOI0B:
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e 174 |IPv4 BbINONIHNTL KOMAHAY:

iptables -t filter -P INPUT ACCEPT

e /1A |[Pv6 BbINONIHUTE KOMaHAY:

ip6tables -t filter -P INPUT ACCEPT

— AnA peleHns Ha NOCTOAHHOM ocHoBe co34aTb bann
/etc/connman/firewall.d/99-accept-all-firewall.conf, [A006aBUTb B  Hero
cnepyrowme CTPOKMK:

[General]
IPv4.INPUT.POLICY ACCEPT
IPv6.INPUT.POLICY = ACCEPT

— nnepesanyctntb Ml connman:

systemctl restart connman

Ecnm cnuctema He 3arpykaeTcs, HeEOBXOAMMO NEPENTU B PEXKMM BOCCTAHOBIEHMSA U
3anucatb B Gaia onumm, ykaszaHHble Ha wWare 4, 41a peleHnsa Ha NOCTOSHHOW OCHOBE,

4.9. KOHTpONb UEeNOCTHOCTH

MNoacuctema KU, OC Aspopa CAyXUT O1A NPOBEPKM HEWM3MEHHOCTM cpeapbl
BbIMO/IHEHMA, OMOBELWEHMA MONb30BaTeNA 00 WM3MEHEHUM  KPUTUMYECKM  BaXKHbIX
KOMMOHEHTOB, a TaKXe 3anpeLlaeT 3arpysKky 1 NCnoab30BaHMeE CUCTEMbI MPU HapYLIEHNN ee
LLe/1I0CTHOCTW.

B OC Aspopa KLl peannsosaH ¢ NOMOLLBIO NPOrPaMMHOro KOMMNOHEeHTa integrityd,
KOTOpPbIM NpeAcTaBadeT coboi 4eMOoH A8 yNpaBAeHUs U MPOBEPKM LLENOCTHOCTM AaHHbIX. B
oTAn4YMe oT ApYrnx MHCTPYMEHTOB integrityd MCnonb3yet Sl
(IMA 1 secureboot) Kak UCTOYHWK A0OBEPUS.

NMPUMEYAHMUE. Kaxabin yctaHasamBaembln B OC ABpopa nakeT MO aoakeH MMeTb
undposyto nognuce (n. 2.3.2).

Integrityd OTBeYaeT 3a ynpaBaeHne n BepndmKaLmio UeNoCTHOCTN OO BEKTOB, Npu
3TOM nof, 06 beKkTaMm NOHNUMaOTCA 0bblYHble dalnbl, ELF-dalnbl n paszgensl. O6beKTbl MOryT
00beAMHATLCA B FPYNMbl, TAKXKEe MOXKET OblTb YCTaHOBAEHA MepapXma rpynn.

MHPopmauma o 3anycke/3asepweHun npoueaypbl KLU ©n  ee pesynbTaTax
3aMMCbIBAETCA B CUCTEMHbIM XypHaa, NPOCMOTP KOTOPOro OCYLWEeCTBAAETCA C MOMOLLbHO
MIT « KypHan».

ABTOMaTMyecKkM, 0e3 HeobxoAMMOCTM chneupanbHbiX AENCTBUM CO  CTOPOHDI
aamuHucTpaTtopa, OC ABpopa oTcaexmBaeT caeaytollee:

— Le/IOCTHOCTb YcTaHaBAnBaembix naketos 1O ¢dopmaTta .rpm (n. 2.3.2);

— LLe/I0CTHOCTb 3arpy*Kaemblix BHELWIHUX MOAY/IEN YPOBHA AAPA;

— UEeNOCTHOCTb BCEX MCMONHAEMbIX GanaoB NPM NOMbITKE MX 3aMYCKa;

— LLe/I0CTHOCTb Pa3esios.
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B cnyyae HeobxoammocTn BbiNOAHUTL KL npownssonbHoro ¢anna, ELF-panna,
pPa3fenoBs UK FPynnbl pa3aesioB cieAyeT UCNOIb30BaTb YTUAUTY integrityd, ZOCTYNHYO B
MM «Terminal», koTopasa NnpumeHseT 3l KaK MCTOYHMK 40BEPUA.

BHUMAHWE! T[Mepen BbinonHeHnem KL Tpebyetca 06patuTb BHMMaHWE Ha
cneayroulee:

— MNpoBepKa LENOCTHOCTU YyKa3aHHbIX GalaoB MO YMOAYAHUIO MNPOM3BOAMTCA
Kaxkablh pa3 npu 3arpyske OC ABpopa, a Takxe B 00:00 yacoB 0AMH pa3 B CYTKY;

— BpemAa 3arpyskm OC ABpopa yBeNMYMBAETCA MNPOMNOPLMUOHANBHO KOAMYECTBY
dannos, Tpebyembix ANA MPOBEPKU LENOCTHOCTM, T.e. YeM Donblie CnNMCOoK $palnosB Ha
NPoBepKy, TemM 6o/blle BpeEMEHMN 3aHMMAET NPOBEPKA LEeNOCTHOCTY;

— NpW NpoBepKe LEeNOCTHOCTM BbINOJIHAIOTCA MaTeMaTUYeCKne onepaumm, 4To
NPUMBOAMUT K MOBbLIWEHMIO WCNO/Ib30OBAaHMA pPEecypcoB MNpouLeccopa, CneaoBaTenbHO, K
YBEIMYEHMIO pacxoda 3apAaaa akkymynatopa MY.

NMPUMEYAHUE. B pe3ynbTaTe NONyYeHUA OT CEPBUCA integrityd OTPULLATE/IBHOrO
CTaTyCa NPOBEPKU LLeNOCTHOCTM, KOTOPbIN CBUAETENLCTBYET O HapyWeHUN LUeNoCTHOCTH,
noctyn Kk OC ABpopa ONOKMpyeTCcA KOMMOHEHTOM securityd. B 3tom cnyyae
Heobxoaumo nepenatb MY aaMUHUCTPATOPY AN NOBTOPHOM ycTaHoBKKM OC ABpopa.

107



PyKoBOACTBO aAMUHNCTPATOPA

— ~] OTKPbITASl

l MOBWJIbHAA

NNAT®O0PMA

5. PEKOMEHOAUUW MO YCTPAHEHNIO BO3MOMXHbIX OLLMBOK

[lecTBMA No YCTPaHEHNIO BO3MOXHbIX OLWMBOOK npuseaeHsl B Tabanue (Tabamua 6).

Tabnunua 6
Neo OwnbkKa MprunHa/pekomeHaaLmMm NO YCTPAHEHUIO

1 HeBO3MOXHO [Ona nonydenuma obHosneHmns OC ABpopa TpebyeTca aocTyn K
BbIMO/HUTb onpeaeneHHbIM pecypcam npeanpmaTnsa-paspaboTymka.
0OHOBNEHMUS, T.K. HE TakoM A0CTYyN NPeaoCTaBAAETCA KAMEHTaM, 0GOPMUBLLMM
paboTaeT KHOMKa TEXHMYECKYIO NOAAEPKKY, BKIHOYAIOLLYHO YCAyry 0OHOBNAEHMSA
«3arpy3nTb» OcC.

Bonee noapobHas MHPOPMaLMA AOCTYNHA NO INEKTPOHHOWM
noyTe support@omp.ru

2 He nony4vaetcs YctaHoBKka M1 Ha MY, GyHKUMOHMPYIOLLEE NOA,
ycTaHoBUTb M ynpasaeHnem OC ABpopa, BO3MOXKHa Caeayoummm

cnocobamu:
— cucnonb3osaHmem MMO «ABpopa LeHTp», pa3BepHyTOM
ONA KOMNAHUU-KAMEHTA: BHYTPM NepMmMeTpa opraHm3aumm
AWy BHellHero noctaswuKa (UT-mHTerpaTopa);
— HenocpeacTBeHHO Ha MY B pexknme paspaboTyumka. Ana
nepekntodyeHns MY B AaHHbIN pexxum Heobxoammo
BbIMO/IHNTb ONepaLumn, ONMCaHHbIE B IOKYMEHTEe
«PyKOBOZCTBO NO/Ib30BATENIAY;
— u3 rpaduyeckoro nHTepderca OC ABpopa;
— Cucnonb3oBaHnem MI «Terminal»

3  |Owwnbka ceptndmkata |OaNH N3 AOBEPEHHBIX CEPTUPMKATOB, BXOAALLMX B TPETbE
nokonenue OC, yctapen, B pe3ynbraTe Yero bObina yTpayeHa
[,0BEPEHHOCTb PecypcoB, NOAMMCAHHbIX TAaKMMM
cepTudmKaTamm

4 |Tlpwn nonyvyeHnmn Mpobnembl ¢ ceTeBbiM goctynom MY k MMO. Ecan npu
obHoBneHn c MMNO cKauymBaHmm M1 nponcxoauT CeTeBOM Pas3pbiB, TO
«ABpopa LeHTp» nocneaytoume Ml cTaHOBATCA B odepeb M UX YCTAHOBKA He
oTobparkaeTcs npouCXoamnT
coobueHme
«Appmanager is busy»

5 OTobpakaetca YcTaHOBAEHHbIM Ha MY mdm-KaneHT (Hanpumep, KIUeHT
coobuleHme MNO) 3anpeLaeT o6HOBAEHUS Yepes MHTepdeic MY
«YnpasneHue
obHoBneHnem OC
3anpeLleHo»
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Neo OwnbkKa MprunHa/pekomeHaaLmMm NO YCTPAHEHUIO
6 | MY 3a610KMpOBaHO, Heobxoammo obpatntbca K aammHuctpatopy MY nnbo
TpebyeTca Koa aoctyna [onepatopy MMNO ana cbpoca napona MY, NnoaAKNOYEHHOTO K
cetn NHTepHeT
7 Mpun yctaHoBKe RPM Ha |HecoBmecTmocTb Katoven B OC 1 KNtoyen, KOTopbiMM
MY BO3HMKaeT owmnbka |noanmcaHo M.
Heobxoamumo nepenoanucatb MIM anbo ncnonbsosatb OC ¢
KN0YaMK, COOTBETCTBYOWMMN MT]
8 |Monb3oBaTens 3abbin  |Heobxoanmmo 0bpaTnTbCA K aAMUHUCTPATOPY Ana cbpoca
Kopa, 6e3onacHocTn MY |napons MY
9 |AoMmuHUcTpaTop 3abbin |Heobxoammo nocnenoBaTeNbHO BbIMOAHUTL CAeaytouLme
Koz 6e3onacHoctn MY | aencTBus:
— BBecTn MY B Recovery Mode (BbikatoYnT MY
O4HOBPEMEHHbIM HaX¥aTUeM KHOMKMU yMeHbLUEeHNA
FPOMKOCTM M KHOMKM BKAtoYeHUA MY), B pe3ynbTaTe Yero Ha
9KpaHe oTobpasunTca cTpoKka «Recovery: Connect USB cable
and open telnet to address 10.42.66.66»;
— noaknuntb MY K 3BM yepe3 USB-kabens;
— OTKPbITb TEPMMHAN M BBECTU KOMAHAY: telnet
10.42.66.66;
— BblbpaTb NYHKT «Reset device to factory statey;
HaaTb «Enter» 5 pas, nocne yero oxunaats « Wipe Device»
10 [lMocne 3arpy3Kku Ybeamsimncs, 4to MY nmeet AocCTyn K ceTu MIHTepHEeT n
obHoBneHnn Ml Ha MY |3apsg akkymynstopa MY coctasnaeT He meHee 50%,
OHO He 06HOBMNOCH HeobX0AMMO OCYLLECTBUTb MPUHYANTENBHOE OOHOBNEHME,
BbINO/HMB CAeAyoLLMe AEeNCTBUA:
— OTKPbITb DKPaH NpPUNOXKEHMN, NpoBeaa No JomalHemy
3KpaHy CHWU3Y BBEpPX;
— NepenTn B MyHKT MEHIO CMCTEMHbIX HAaCTPOEeK
«ObHoBneHna OC ABpopa», nocne Yyero BbIbpaTb NYHKT
«MpoBepunTb Hannyme oO6HOBAEHNINY.
Ecnan nocne BbINOAHEHWA ONMCaHHbIX AencTtenin Ml He HBbino
yCTaHoBAEHO B0 06HOBNEHO, HEOHXOAMMO NPOBECTU
aHan3 CUCTEMHbIX cooblleHnin (noapasaen 4.1)
11 |HeB03MOXKHO cObpocuTb |[daHHas GyHKLUMA OTKAOYEHA C MOMOLLbIO MOJIUTUKM
MY K 3aBOACKMM H6e3onacHoOCTH, HeEOBXOAMMO OTKIKOUUTL AAHHYHO NOAUTUKY B
HaCTPOMKam MeHto 6e3onacHocTh (noapasaen 4.3)
12 |HepocTynHbl HacTPOMKKM |[daHHas GYHKLMA OTKAOYEHA C MOMOLLbIO MOAUTUKM

AaTbl N BpEMEHMUN

6e30MacHOCTX, HEODXOAMMO OTKOUMTL AAHHYIO MOJAUTUKY B
MeHto be3sonacHocTh (nogpasaen 4.3)
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NEPEYEHb TEPMWUHOB U COKPALLIEHUN

B HacToAwem [OOKYMeHTe MNpWMHATbLI Cchedylolwme TepMUHbl M COKpalleHMA

(Tabnunua 7).

Tabnuua 7

TepmuH

pmutk/ Pacwundposka
CokpaueHue
2DA [ByxdaKToOpHas ayTeHTUPMKaLUMA
AAMUHNCTPATOP Monb3oBaTens, 06nagatolmMii NpaBamm Ha BbINMOJHEHWE ONepPaLIMiA,
CBA3AHHbIX C aAMUHUCTPUPOBAHNEM CUCTEMbI

b basa gaHHbIX

Bepcuma OC Aepopa

1.KopnopatmneHaa Bepcuna - ncnonHenme OC Aspopa,
npeAHa3Ha4YeHHoe ANA OpraHM3aumm 4oBepPeHHbIX MOBUAbHbBIX
pabouymx MecT, Ha KOTOPbIX He NponcxoanT obpaboTKa
MHPOPMaLMK, MOANEXKALLEN 3aLLUMNTE B COOTBETCTBMM C
3aKOHO4ATENbCTBOM P®;

2.CepTndunumpoBaHHasa Bepcus - ncnonHeHmne OC ABpopa,
npouweatiee cepTUPUKALMOHHbIE UCMLITAHUA B CUCTEME
cepTMdMKaLMM HOPMaTMBHbIX perynatopos PO (PCTIK Poccun,
®CB Poccum), umetolee COOTBETCTBYHOLLMIA KOMNAEKT
NPOrPaMMHbIX JOKYMEHTOB M FOTOBbIE K CEPUMHOMY NPOM3BOACTBY.
MpeaHa3HavyeHbl ANA OpraHn3aumm 40BEPEHHbIX MODMAbHbBIX
pabouymx MecT, Ha KOTOPbIX NpoucxoanT 0bpaboTKa MHPOPMaLMK,
noAsexallen 3aumre B COOTBETCTBMM C 3aKOHOAATENbCTBOM PO.
MoryT ncnons3osatbca B [MC, Ha o6bekTax KM 1 B MHbIX
perynnpyembix NC

nc NHbopMaLMOHHas cMcTema

NPOBO NHTepdpenc PyHKUMOHANbHBIX BO3MOKHOCTEN HE30MAaCHOCTH

KeoTa Ob6bem AMCKOBOro NPOCTPAHCTBA, BblAENAEMOrO
aAMNHUCTPATOPOM A5 3aNNUCK AaHHbIX YYETHbIX 3anmcei
noab3oBaTenemn

KL, KOHTPO/1b LENOCTHOCTH

M MobunbHoe npmuaoxeHne

MY MobunbHoe yCTPOMCTBO

M3 MexceTeBoe 3KpaHMpOBaHMe

OC OnepaunoHHadA cMcTeMa
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P Pacwundposka
CokpaueHue
MNepekntoyaTens dnemeHT nHTepderca OC ABpopa, NpeAcTaBAAOWMIA CODON

CBETALLYHOCA TOYKY, PaCNOOXKEHHYIO B Mnoae, n I'IO3BO/'IF|I-OLLI,I/IDI
Bbl6paTb O4HO 13 COCTOHHVIM, Yyalwle BCero Bra4eHme mnian
BbIK/TIOMEHWE. |_|pl/l dKTUBaAUNK NeperkIoYaTe/IA TOYKa Ha4YMHAET
CBETUTBLCA ApYHE, HEM B HEAKTMBHOM COCTOAHNN

MNonb3oBaTtesib JTnuo, ncnonbaytollee CUCTEMY A4 BbINOJIHEHMA 3a/10KEHHbIX B
Hen QyHKUMI

MNpeanpuaTne- ObwecTBo C OrpaHMYeHHON OTBETCTBEHHOCTbIO « OTKpPbITaA

pa3paboTumk MobunbHan nnatpopma» (OO0 «OTKpbITad MobunbHas
nnaTpopma)

Nno MporpammHoe obecneyeHne

rnro MpuknagHoe nporpaMmHoe obecneveHme «Apopa LleHTp»

MNP, [paBuia pasrpaHUYeHna 40CTyna

Cynepnonb3oBatenb |[lonb3oBaTens, obnaaatowmii npaBamm Ha BbiNoHeHMe Beex be3
MCKAOYEHMA onepaLmii B cMcTeMe (B CUCTEME MMEET JIOTUH «root»)

TokeH AyTeHTUOUKALMOHHbIE AaHHbIE, KOTOPbIE BblAAOTCA NOAb30BATENIO
noc/se ycnelwHoM aBTopmM3aummn 1 ABAAKOTCA KAKYOM A1A A0CTyNa K
cnykbam

yu, YaocToBepAoLWMn LEHTP

®B0O ®PyHKUMOHANbHbIE BO3MOXHOCTHN 6e30onacHOCTH

dC dannosasa cuctema

2BM DNEeKTPOHHO-BbIYMCANTENIbHAA MALLUMHA

Sl DNEeKTPOHHAaA Nnoanunch

ACL Access Control List — cnncok KOHTpoAA A4oCTyna

Bluetooth® CtaHaapT becnpoBoAHOM cBA3M, obecneynBatoLmim obmeH
OAHHBbIMWU MEXY YCTPOMCTBAMM HA OCHOBE Y1bTPAKOPOTKMX
PaaVOBOJIH

DAC Discretionary Access Control — AgMCKpeumoHHOe pasrpaHnuyeHmne
npas A4oCTyna

eMMC Embedded Multimedia Memory Card — BcTpoeHHas
MyAbTUMEAMNHAA KapTa NaMATH

GID Group |IDentifier — naeHTUPUKATOP rPyNMbl

GUI Graphical User Interface - pa3HOBWAHOCTb NO/1b30BATENILCKOTO
NHTepdenca, B KOTOPOM 31eMEHTbI UHTepdenca (MeH, KHOMKK,
3HAYKM, CMUCKM), NPeaCTaBAeHHbIe NOb30BATE/O Ha AUCTINEE.,
MCNO/IHEHbI B BUAE rpaduyeckmnx n3obpaxkeHni

HPET High Precision Event Timer - Tanmep cobbITMN BbICOKOM TOYHOCTM

IMA Integrity Measurement Architecture - mexaHM3mM NPoBepKU

noAanucK BUHapHbIX Gannos
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TepmuH/
CokpaueHue

Pacwundposka

MD5

Message Digest 5 — 128-6UTHbIM aNTOPUTM XELLMPOBAHMA

MTP

Media Transfer Protocol — ocHoBaHHbI Ha PTP annapaTtHo-
HEe3aBWCMMbIM NPOTOKO/, pa3paboTaHHbIN KomnaHuen Microsoft
ONS NOAKNOYEHMA LMDPOBLIX N1IEEPOB K KOMMbIOTEPY

NFC

Near field communication - TexHonorms becnpoBoAHON Nepeaadn
AAHHbIX Manoro pagnyca AemCTBNA, KOTOPas AaeT BO3MOXHOCTb
obmeHa AaHHbIMW MeXXay YCTPONCTBAMM, HAXOAALWMMMCA Ha
paccToAaHnu okono 10 caHTUMeTPOoB

PID

Process IDentifier — naeHTMdMKaTOp Npouecca

PIN-koA,

Personal Identification Number - nepcoHanbHbIN KO, COCTOALLNM
n3 4 unudp, NnpeaHa3HaYeHHbIM ANa NoayYeHna aoctyna K SIM-kapTte
M NpeaoTBPaLLAOWMIA €€ HECAHKLIMOHNPOBAHHOE NCMO/b30BaHMe

PUK-kof,

Personal Unlock Key - nononHuTenbHbIM KoA, cocToAlmni 13 8 undp
N NPUMeHsAeMbI ans pa3bnoknpoBKkK SIM-KapTbl nocne
Heya4YHOoro BBoaa 3HavyeHuma PIN-koaa 3 pasa noapag,

RPM

Red Hat Package Manager — meHeakep naketos Red Hat
ob603HayvaeT aBe cyuwHocTn: dopmaT naketos 1O (RPM-nakeT) u
nporpamma, co3faHHana A1a ynpasaeHua sTUMKW NakeTamu.
Mporpamma no3BoaAeT yCTaHaBAMBaATb, YAanATb M 06HOBAATL 10

RPM-naket

®ann popmata RPM, no3BONAOLWNI YCTaHABANBATb, YAANATb U
0OHOBNATbL NPUNOKEHME Ha MY

SIM

Subscriber Identification Module — moaynb naeHTUGUKaLMM
aboHeHTa

SSuU

SourceSafe ana Unix — ytnnuta, obecneymsatollas AocTyn U3
KOMaHAHOW CTPOKM K IOKA/IbHbIM U YAANEHHbIM PENO3UTOPUAM
Source Safe/VSS uepes TCP

SSH

Secure SHell — ceTeBoM NPOTOKON NPUKNAAHOTO YPOBHSA,
NO3BONAOWMIA NPOU3BOANTL yaaneHHoe ynpasaeHne OC u
TyHHennpoBaHune TCP-coeanHeHN (Hanpumep, ANA nepeaaym
dannos)

UlD

User Identifier — naeHTMdMKaTOp Nonb3oBaTENA

USB

Universal Serial Bus — yHMBepcasibHas nocaenoBaTeNbHan WMHA

VPN

Virtual Private Network — BupTyanbHaa 4acTHas ceTb, 0606LIeHHOe
Ha3BaHMe TeXHOOrMIA, NO3BONAIOLIMX 0BecneynTb OAHO AU
HECKO/IbKO CETEBbIX COeIMHEHWNM (TOrMYECKYIO CETb) MOBEPX APYroM
cetu (Hanpumep, cetn MHTepHeT)

WLAN

Wireless Local Area Network — 6ecnpoBoHan NoKabHas CeTb
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NMPUNOKEHUE 1

OnucaHune komaHasl RPM

NMA: rpm — meHeakep RPM-nakeTos.
OB30P
3AMPOC M MPOBEPKA MNMAKETOB:

rem {-g|--query} [onumm-pHOOpPa] [OoNUMM-3aNIPOCa]

rpm {-V|--verify} [onuum-BeOopa] [ONUUMU-TIPOBEPKU]
rpm —--import PUBKEY
rpm {-K|--checksig} [--nosignature] [--nodigest]

PACKAGE FILE

YCTAHOBKA, OBHOB/TEHVE U YOAJTEHWE MNMAKETOB:

rpm {-i|--install} [onumm-ycraHoBku] PACKAGE FILE
rpm {-U|--upgrade} [onumm-ycraHoBku] PACKAGE FILE
rpm {-F|--freshen} [onumm-ycranosku] PACKAGE FILE

rpm {-e|--erase} [--allmatches] [--nodeps] [--noscripts]
[--notriggers] [--repackage] [--test] PACKAGE NAME
PA3HOE:

rpm {--initdb|--rebuilddb}

rpm {--addsign|--resign} PACKAGE FILE
rpm {--querytags|--showrc}

rpm {--setperms|--setugids} PACKAGE NAME

onun BbIBOPA:

[PACKAGE NAME] [-a,--all] [-f,--file FILE]

[-g,——group GROUP] {-p,--package PACKAGE FILE]
[--fileid MD5] [--hdrid SHAl] [--pkgid MD5] [--tid TID]
[-—querybynumber HDRNUM] [--triggeredby PACKAGE NAME]
[--whatprovides CAPABILITY] [--whatrequires CAPABILITY]

onunn 3AMPOCA:

[--changelog] [-c,--configfiles] [-d,--docfiles] [--dump]
[--filesbypkg] [-i,--info] [--last] [-1,--1list]
[--provides] [--gf,--queryformat QUERYFMT]
[-R,--requires] [--scripts] [-s,--state]

[

--triggers,--triggerscripts]

onunn NMPOBEPKMN:

[--nodeps] [--nofiles] [--noscripts]
[--nodigest] [--nosignature]

[-—nolinkto] [-—-nomd5] [--nosize] [--nouser]
[--nogroup] [--nomtime] [--nomode] [--nordev]

onunn YCTAHOBKW:

[-—aid] [--allfiles] [--badreloc] [--excludepath OLDPATH]
[-—excludedocs] [—-—-force] [-h,--hash]
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[--ignoresize] [--ignorearch] [--ignoreos]

[--includedocs] [--justdb] [--nodeps]

[--nodigest] [--nosignature] [--nosuggest]

[--noorder] [--noscripts] [--notriggers]

[--oldpackage] [--percent] [--prefix NEWPATH]

[--relocate OLDPATH=NEWPATH]

[--repackage] [--replacefiles] [--replacepkgs]

[-—test]

OMUCAHME: RPM — 310 meHea)Kep NakeToB, KOTOPbIN MOXKET OblTb MCNONb30BaH A5
cOOpPKM, YCTAHOBKM, 3aMpoca, NPoBePKM, OBHOBNEHMA M yaAaNEHNA OTAENbHbIX MPOrPaMMHbIX
nakeToB. RPM-nakeT coaepxuT apxms C anaMm M MeTadaHHble, UCNONb3yemble ANA
YCTQHOBKM W yAaneHua GannoB AaHHOro apxmBa. MeTadaHHble BKAOYAKT CLEHaApuK,
aTpNOYTHI dainos n MHDOPMaLMIO C onucaHnem RPM-nakeTa.
RPM-nakeTbl MorytT ObiTb ABYX TWMNOB: ABOWYHbIE, WCMONb3yeMble ANA 0bbeAUHEeHMUA
YCTaHABAIMBAEMbIX MPOrpamm, M MakeTbl C UCXOLAHbIMM KOAAMM, BKAKOYAOUIME WUCXOAHbIE
KoZbl 1 onncaHme cnocoba GopmMmMpoBaHMA ABOMYHOIO NakKeTa.

HeobxoamMmo yKaszaTb OAMH M3 CAedytolinmX OCHOBHbIX PeXMMOB paboTbl: 3anpoc,
Mposepka, [lpoBepka noanucy, YcTaHoBKka/ObHoBneHne/OcBeskeHne,  YaaneHue,
NMHumnupmanmszauma b, Mepectpoinka B/, losTopHas noanuch, [obasBneHue noanucw,
3apaHue Bnagensues/rpynn, OTobpaxeHune Teros 3anpoca, OTobpaxkeHne KoHbUrypaumm.

OBbLUME ONunm:

Cneaytouime onuymm MoryT BbITb MCNONB30BaHbI BO BCEX PEXMMAX:

— -2, --help — BbIBOAWUT AE€TabHYI CNPaBKy 06 NCNOb30BaAHUN;

— -—-version — BbIBOAWT OAHY CTPOKY, COAEPKALLY Homep Bepcun RPM;

— —-quiet — BbIBOAWUT KaK MOXHO MeHblle coobLLEeHNM, 0TODBParKatoTCA TObKO
coobuleHma 06 owmnbKax;

— -v — BbIBOAMT NOAPOOHYID WMHPOPMaALMIO, OToDpaxKatoTca cooblieHma o
BbIMNO/IHEHMW BCEX LLIArOB;

— -vv — BbIBOANT 60/bLLION 0OBEM OTNAA0YHON MHOPMALMN;

— -—-rcfile FILELIST —KaxkAapbli M3 GpalinoB pa3aeeHHOro ABOETOUMAMM CMUCKA
dannoB FILELIST NocaeaoBaTenbHO npoynTbiBaeTca RPM Ha npeameT KoHOUIypaLUMOHHOM
MHGopMaLUMn. B 3TOM CnncKe CyLLECTBYET TONbKO NePBbI $ain; BCe 3HAKM Tuabaa byayT
3aMeHeHbl 3HaYyeHMem SHOME. 10 yMONYaHWIO CAMCOK $alnoB FILELIST BbIMAAMT Kak
/usr/lib/rpm/rpmrc:/usr/lib/rpm/redhat/rpmrc:/etc/rpmrc:~/.rpmrc;

— --pipe CMD — nepeHanpas/fAeT BbIBOA rpm Ha BXo4 KomaHabl CMD;

— -—-dbpath DIRECTORY — ucnonb3dyeT bl RPM B KaTanore DIRECTORY BMeCTO
NyTW NO YMONYAHWUIO /var/lib/rpm,

— --root DIRECTORY — WCNoAb3yeT Ans Bcex onepaumn ®C c KopHem B
DIRECTORY.

NMPUMEYAHUE. B[l BHYTpM DIRECTORY OyAeT WCNONb30BaTbCA ANA MNPOBEPKM
3aBUCMMOCTEN, U BCE CLLEHAPUN Spost W Sprep OYAYyT UCNOAHATLCA NOCAE chroot (2) B
DIRECTORY.
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onunn YCTAHOBKM N OBHOBIEHNA:
Obuwaa dopma KOMaHAabl ycTaHOBKM RPM-nakeTa:

rpm {-i|--install} [onumm-ycraHoBku] PACKAGE FILE

Obuaa dopma KomaHabl obHoBNeHMA RPM-nakeTa:

rpm {-U|--upgrade} [onumm-ycraHoBku] PACKAGE FILE

TakMm 06pa3oM BbIMOMHAETCA YCTAaHOBKA MM OOHOBNEHME YrKE YCTAaHOBEHHOrO
MmakeTa 4O HOBOW BEPCUM, MPM 3TOM BCe APYrMe BEPCUM YAANATCA NOC/Ie yCTAaHOBKM HOBOTO
RPM-nakeTa. Ecnn npeapiaywas sepcna RPM-nakeTta y»Ke ycTaHoB/eHa, AnA 0b6HOBAEHMS
RPM-nakeTa He06X0AMMO BbIMOAHUTbL KOMaHAY:

rpm {-F|--freshen} [onumm-ycranoeku] PACKAGE FILE

MapameTp PACKAGE FILE MOXeT ObiTb YKa3aH Kak aZpec ftp Wan http URL, B TAKOM
cny4ae nakeT ByaeT ckadaH nepes yCTaHOBKOM.

onunn FTP/HTTP ANA nNoayvyeHMAa WHPopmaumm o paboTte RPM-makeToB C
noAAepP*KKOM ftp UAM http:

— --aid —npu HeobxoammocTn aobasndeT npeanoeHHole RPM-nakeTbl B Habop
TpaH3aKuUmu;

— --allfiles—YyCTaHaBAMBaeT UM obHoBAAET BCe palnbl ¢ drarom missingok B
RPM-nakeTe He3aBMCUMMO OT UX CYLLLECTBOBAHMA;

— --badreloc — MCNOMb3yeTCA BMECTE C ——relocate, Pa3peLllaeT nepemelleHmne
BCex nyTen $annos, a He TONbKO Tex, A1 KOTOPbIX CTapble NMyTWM OLDPATH BK/KOYEHbI B
3aMEeTKM MO NepemMeLleHnto (relocation hint) B GBUHAPHOM NakeTe;

— --excludepath OLDPATH — He YyCTaHaBAMBaeT ¢alnbl, Ha3BaHWUA KOTOPbIX
HauYMHAKOTCA C OLDPATH;

— —-excludedocs — He ycTaHaBAMBaeT ¢ai/bl, MOMEYEHHblEe KaK AOKYMeHTaumsA
(BKNtOYAIOLLME man CTPAHWULbI M AOKYMEHTbl texinfo);

— -—-—-force —3KBMBANEHTHO UCNOJ/Ib30BAHUIO ——-replacepkgs, ——replacefiles U
—oldpackage;

— -h, --hash—BblBOAMT 50 OTMETOK NPKM pacnakoBKe apxmBa. Micnonb3lyeTca C -
V| --verbose ANnA yaobcTBa oTobpaxKeHus;

— --ignoresize — He npoBepAeT NnoakNtoYeHHble PC Ha Hann4Me HeobxoaMMoro
MecTa Ha AUCKe nepes ycTaHOBKOW gaHHOro RPM-nakeTa;

— --ignorearch — pa3pellaeT YCTaHOBKY MWAM OOHOBAEHWE, [OaxKe ecau
apPXUTEKTYpPbl DMHAPHOro NakeTa 1 y3aa He COBNAAatoT;

— --ignoreos — pa3pellaeT yCTaHOBKY nan obHoBneHne, aaxxe ecnmn OC Aspopa
H6MHApPHOro NakeTa M y3i1a He COBMaAatoT;

— --includedocs — yCTaHaBAMBaeT dalabl C AOKYMeHTaumen. ITo noBeaeHUe
3a4aHO NO YMONYAHMIO;

— --justdb— 0bOHOBAAET TONLKO MHPOPMaUMto B Hase, HO He B PC;

— --nodigest — He NpoBepAeT Npu YTeHnn ganaect RPM-nakeTa Mam 3aronoBKa;
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— --nosignature — He TMPOBepAeT npu 4TeHun noAanmcb RPM-nakeTta uam
3aro/10BKa;

— --nodeps — He NMPOBEPSET 3aBMCUMOCTM Nepes, YyCTaAHOBKOM MK OOHOBAEHMEM
RPM-nakeTa;

— --nosuggest — He npeasaraer RPM-nakeTbl 4N1A paspelleHna OTCYTCTBYOWMX
3aBUCUMOCTEMN;

— —--noorder —He BbINO/HAET NepeynopagovmsaHme RPM-nakeToB 414 YCTAHOBKM.
Cnncok naketos 0bbI4HO Nepeynopsaa0YMBaeTcA A1A YA0BNETBOPEHMA 3aBMCUMOCTEN;

— -—--noscripts; —-—-nopre; ——nopost; ——nopreun; —-—nopostun — He
BbIMOJIHAET CKPUNT/IETbl C YKa3aHHbIM MMeHem. OnumA --noscripts 3KBMBAJIEHTHA —-
nopre -—-nopost -—--nopreun -—-nopostun U BbIK/HOYaET NCMNOJ/IHEHNE COOTBETCTBYHOLLMNX
%pre, %post, Spreun U Spostun CKPUNTNETOB;

— --notriggers; --notriggerin;--notriggerun; --notriggerpostun—He
BbIMONHAET HWKakne TPUTTEPHbIE CKpMNTNeTbI C YKa3aHHbIM MMEHEM.
Onuma --notriggers 3KBMBAJIEHTHA --notriggerin --notriggerun -

notriggerpostun W  BbIKAHOYAET UCNOJIHEHWME  COOTBETCTBYHWOWMX  Striggerin,
striggerun U $triggerpostun CKPUNT/IETOB;

— --oldpackage — pa3pellaeT 0OHOBUTb WAM 3aMeEHWTb HOBbIM MNakeT bonee
CTapoW Bepcuen;

— -—-percent — BbIBOAMT MHOOPMALMIO B MPOLEHTAX MO Mepe pacnakoBKn Gpannos
M3 apxMBa NakeTa. [lpeaHa3HayeHa a8 yNnpoLeHMA BbI30Ba rpm M3 ApYrmux YTUAKT,;

— -—-prefix NEWPATH — ANAa nNepemMellaemblx  OMHApHbIX  MAKeToB,
npeobpa3osbiBaeT BCe NyTU GpalioB, KOTOPbIE HAYMHAKOTCA C MHCTANNAUMOHHOMO npedumKca
B 3aMeTKax, No nepemelleHunto (relocation hint) Ha NEWPATH;

— --relocate OLDPATH=NEWPATH — A/1A Nepemellaemblx OMHapHbIX NakeTos. B
3aMeTKax Nno nepemelleHunto (relocation hint) npeobpaszoBaTb BCe NyTN GainaoB, KOTOPbIe
HaYMHAKOTCA C OLDPATH, Ha NEWPATH. [laHHAA ONuUMA MOXKET ObITb MCNO/b30BaHA HECKO/IbKO
pa3, ecn TpebyeTcA NepemecTnTb HECKO/IbKO NyTel OLDPATH B MaKeTe;

— --repackage — nepeynakosbiBaeT ¢annbl nepen yaaneHnem. PaHee
yCTaHOBNEHHbIW ~ RPM-naket  OyaeT Ha3BaH B COOTBETCTBMM  C  MaKpPOCOM
% repackage name fmt W CO3[4aH B KaTa/jore, Ha3BaHHOM MO 3H3AYEHWIO MaKpOCa
% repackage dir (3HaYeHMe No yMoN4YaHUo — /var/spool/repackage);

— -—-replacefiles — ycTaHaBauBaeT RPM-nakeTbl, AarKe €C/M OHWU 3aMEHSIOT
dannbl OT APYrnx ycTaHOBAEHHbIX RPM-nakeTosB;

— --replacepkgs — VYycCTaHaB/amBaeT RPM-nakeTbl, [Oa)ke ecam OHU  yxe
YCTQHOB/EHbI B CUCTEME;

— —-test — He ycTaHaBAMBaA RPM-naKkeTbl, BbINOAHAET NPOBEPKY M COOOLIAET O
NOTEHUMANbHbIX KOHONMNKTAX.

116



— ~] OTKPbITASl

PYKOBOACTBO aAMMHUCTPaTOPa l MO
onunn yaAEHUA:
Obuwan dopma KOMaHAbl yaaneHua rpm:
rpm {-e|--erase} [--allmatches] [--nodeps] [--noscripts] [--notriggers]
[--repackage] [--test] PACKAGE NAME

TaKk»Ke MoryT ObITb MCNONb30BaHbI C/IeAYHOLLME ONLUNN:

— --allmatches — ypaanAetr Bce Bepcun RPM-naketa, cosnagatowme c
PACKAGE NAME. O6blMHO NpWM HaanM4mMm Heckonbkux RPM-nakeToB, coOBMafatowmx C
PACKAGE NAME, BO3HMKaeT OWNOKa;

— --nodeps — He NPOBEpPAET 3aBUCUMOCTHK Nepes yaaneHnem RPM-nakeTos;

— -—-noscripts; --nopreun; --nopostun — HE€ BbINOJAHAET CKPUNTAETbl C
YKa3aHHbIMW  MMEHAMMW. Hannuune NnapameTpa ——noscripts npm  yaganeHnMnM nakeTtos
9KBMBA/IEHTHO —--nopreun -—-—-nopostun W BbIKAKOYaeT MCNOJIHeEHME COOTBETCTBYHOLLMX
CKpMNTNeToB %preun n $postun;

— -—-notriggers; --notriggerun; --notriggerpostun — HE€ BbINOJHAET
HUKaKMe TPUTrepHble CKPUNT/IeTbl C YKa3aHHbIM MMeHeM. OnunAa --notriggers sKkBMBaIEHTHA
--notriggerun --notriggerpostun W BbIKJOYAET WCMNOJNHEHNE COOTBETCTBYHOLLNX
Striggerun U %triggerpostun ckpunTNeTos;

— --repackage — [MepeynakoBbiBaeT dalnbl nNepen yaaneHnem. PaHee

yCTaHOBNEeHHbIn  RPM-naker  OyaeT HasBaH B COOTBETCTBMM  C  MaKpPOCOM
% repackage name fmt M CO34aH B KaTa/ore, Ha3BaHHOM MO 3HAYEHUIO MaKpPOCa
%_repackage_dir(3HaqumerK)yMOﬂanMD-—/var/spool/repackageﬁ

— --test — He yaanaa RPM-nakeTbl, BbINOAHAET NpPoBepPKy. [JaHHbIM napameTp
yA0OHO MCNONb30BaTb MPW OTAAAKE COBMECTHO C ONUMEN —vv.

Onunn 3AMPOCA:

Obuwan popma KOMaHabl 3aNpoca rpm:

rpm {-g|--query} [select-options] [query-options]

CyliecTsyeT BO3MOXKHOCTb 33a4aTb popmaT BbiBOAA MHPopmMaumm ob RPM-nakeTe.
[na aToro HeobxoAMMO MCNONb30BaTb CAEAYIOLLMM NapaMeTp C YKa3daHMeM CTPOKM dopmaTa
QUERYFMT NOC/€e Hero:

-—qgf|-—queryformat QUERYFMT

dopmaTmpoBaHMe 3anpoca — 3TO M3MEHEHHas BepcUA CTaHAAPTHOrO MeXaHM3Ma
printf (3), KoTopaa GOpMMPYeTca M3 CTAaTUYECKMX CTPOK (B T.4. MOryT BK/AtOYATb
CTaHAapTHble Ans A3bika C escape-nocienoBaTeNbHOCTU A5 NepeBoda CTPOKM, Tabynaumnm
W APYrMX crneuyanbHbiX CUMMBOMOB) M METOK GOPMATMPOBAHWA printf (3). YKaszaTesb
dopmata MOXKeT ObiTb MPONYyLIEeH M 3aMeHeH Ha WMMSA BbIBOAMMOIO Tera 3aro/ioBKa,
3aKNOYEeHHOro B durypHble ckobkm {},T.K. TN BbIBOAMMOMN WMHPOPMALMN M3BECTEH
RPM 3apaHee. iImeHa TeroB HeYyBCTBUTE/bHbI K PErucTpy, n npeduKc RPMTAG B UMEHM Tera
MOXHO OMyCKaTb.
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AnbTepHaTMBHble GOpPMaTbl BbIBOAA MOTyT BbITb 3a4aHbl NPY NOMOLLM 334aHNA TUNa
BbIBOZA: typetag NOCAE UMEHMW Tera.

MNoaaepmnBatoTca caeayroume TUnbl:

— :armor — ynaKkoBsbiBaeT nyb6anyHbIM kAo B ASCIl Bua;

— :base64 — KOAMpPYeT ABOWNYHbIE AaHHble B dopmaT base64;

— :date—ucnonb3yet popmaTt strftime (3) "%C";

— :day—ucnonb3yet popmaT strftime (3) "%a %b %d %Y";

— :depflags— dopmaTmpyeT diaru 3aBMCUMOCTEN;

— :fflags— popmatmpyeT dnarn Gpannos;

— :hex— B WeCTHaAUATEPUYHOM BUAE;

— :octal — B BOCbMEPUYHOM BUAE;

— :perms — QOpPMaTMpPYyeT NpaBa A0CTyna $paiinos;

— :shescape — 3KpaHMPYyeT OAMHOYHbIE KaBbIYKM A1A NPUMEHEHMA B CLEHAPUAX;

— :triggertype — BbIBOAUT CyPPUKC TpUrrepa.

Hanpumep, AnAa BbiBOAA TOJ/IbKO WMMeHUM RPM-nakeTa npu 3anpoce MOXHO
MCNONb30BaTb CTPOKY dopmaTta $ {NAME}. [1ns BbiBOAA MMeHM RPM-nakeToB 1 nHdopmaumm
O AUCTPUOYTMBE B [BE KOJIOHKM MOXHO WMCMOMAb30BaTb %$-30{NAME}$%{DISTRIBUTION}.
KomaHaa rpm OTOOPA3uT CNMCOK BCEX TEroB, C KOTOPbIMM OHa MOXeT paboTaTb Npu ee
BbI3OBE C MAapaMeTpPOM —-querytags.

CyuiecTBytoT 2 Habopa NapaMeTpoB A1A BbIMOJHEHMA 3aNPOCOB — BbIOOP MaKeTOB U
yKaszaHune nHdopmaumm.

OnNuM BbIBOPA MAKETOB:

— PACKAGE NAME — BbINOJIHAET 3anpoc K ycTaHoBAeHHOMY RPM-nakeTy ¢ umeHem
PACKAGE NAME;

— -a, --all—BbIMNOJIHAET 3aMPOC KO BCEM YCTaHOB/IeHHbIM RPM-naketam;

— -f, --file FILE — BbINOAHAET 3anpoc K RPM-nakeTy, Bnaaenbuy danna FILE;

— --fileid MD5 — BbIMOAHAET 3anpoc K RPM-nakeTy, coaepKalemMy yKaszaHHbIM
naeHTUdUKaTop darna, T.e. anroputm MD5 ganaxect coaepxmmoro ¢panna;

— -g, --group GROUP — BbINO/HAET 3anpoc K RPM-nakeTy ¢ rpynnon GROUP;

— --hdrid SHA1l — BbINOAHAET 3anpoc K RPM-nakeTy, coaepKalemy yKaszaHHbIM
MOEHTUPUKATOP 3aroNoBKa, T.e. SHAL1 aanaxect HEM3MEHHOM YaCTM 3ar0N0BKa;

— -p, --package PACKAGE FILE — BbINO/IHAET 3aNpoC K (HeycTaHOBAEHHOMY)
RPM-nakeTy B paiine PACKAGE FILE. [lapameTp PACKAGE FILE MOXeT ObITb yKa3aH B BuAe
aapeca ftp AW http URL, B pe3ynbTaTe YEro 3aro/I0BOK NakeTa byaeT ckayaH M ONPOLLEH.
Heobxoamumo obpatntbca k OMNUMAM FTP/HTTP 3a nHpopmaumelr o noAdeprKKe B rpm
paboTbl ¢ ftp M http. EcAn aprymeHT (aprymeHTbl) PACKAGE FILE He ABAAETCA OUHAPHbIM
nakeTom, OH OyAeT WMHTepnpPeTMpPOBaH Kak ASCII MaHMdecT nakeTa. B Hem paspelleHo
NPUMEHEHME KOMMEeHTapueB, HauuHatowmxca ¢ '#'. Kakpgas n3 ctpok darna maHudecTa
MaKkeTa MOXET CoAep*KaTb pasaeneHHble 3anATbiIMU glob BblparkeHuA, BKAtoYaa agpeca URL
C BHewHMMK glob-BbipaxkeHnamm (oHWM OyayT pa3BepHyTbl B MNyTW), KoTopble 6yayT
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NOACTaBNEHbl BMECTO 0bpaLleHmA NakeTa Kak AOMNONHUTENbHbIM apryMeHT PACKAGE FILE B
3anpoce;

— --pkgid MD5 — BbINOAHAET 3anpoc K RPM-nakeTy, coaeprKallemy yKasaHHbIM
naeHtTnoukatop, T.e. MD5 panaxect obbeAMHEHHOrO COAEPXKMMOro 3aronoBKa M Tena
nakeTa;

— -—-querybynumber HDRNUM - BbIMO/IHAET 3aNpOC HaNnpAMyto HDRNUM' 3arnuncu B
b/l n ncnonb3yeTca TONIbKO A/1A OT/IAAKM;

— -—-specfile SPECFILE — obpabaTbiBaeT M BbINOAHAET 3aNpoC K SPECFILE
danny, Kak ecnam bbl 310 6611 RPM-nakeT. HecMmoTps Ha TO, 4TO AOCTYNHA He BCA MHPOpMaLMA
(Hanpumep, cnucok ¢annoB), AaHHbIA TUMN 3aNPOCOB MO3BOAAET WUCMO/b30BaTb rpm A5
n3BaedYeHnsa UHbopmaumm un3 spec ¢annoB 6He3 HanMcaHMA Cneumanm3mpoBaHHOTO
aHanm3aTopa TakmMx Gpannos;

— --tid TID — BbIMNOAHAET 3anpoc K RPM-nakeTy, coaepKallemy yKa3aHHbIN
naeHTudUKaTop TpaHsakumm TID. B KayecTBe MAEHTUPMKATOPA MCNONAb3YETCA BPEMEHHanA
MeTKa UNIX. Bce RPM-naKkeTbl, yCTaHOBJIEHHblE WAW YAA/IEHHbIE B COCTaBe OJHOM
TpaH3aKkuUMn, byayT MMeTb OAMH MU TOT e MAEHTUPMKATOP;

— --triggeredby PACKAGE NAME — BbINOJHAET 3anpoc kK RPM-nakeTam, KoTopble
BbI3bIBAOT cpabaTbiBaHWe Tpurrepa nakeTa PACKAGE NAME;

— -—-whatprovides CAPABILITY — BbIMO/HAET 3anpoc KO Bcem RPM-nakeTtam,
NpeaocTaBAAWMM GYHKLUMOHANBHOCTb CAPABILITY;

— --whatrequires CAPABILITY — BbIMO/IHAET 3anpoc Ko Bcem RPM-nakeTtam,
KoTopble TPebYOT CAPABILITY A5 KOPPEKTHOM paboThl.

Oonunn 3AMPOCA NMAKETOB:

— -—-changelog— BbIBOAUT MHPOPMaLMo 06 nameHeHusx B RPM-nakeTe;

— -c, --configfiles — BbIBOAUT TONAbKO KOHOUIypauUMOHHbIe daibl
(nogpasymeBaeTt -1);
- -4, --docfiles —  BbIBOAMUT  TO/bKO dannbl  AOKyMeHTauum

(nogpasymesaeT -1);

— —-dump — pacnevyaTtbiBaeT MHPopMaLmMio o dalne B BUAE: path size mtime
md5sum mode owner group isconfig isdoc rdev symlink — Onuua A0/XKHA ObiTb
MCNO/b30BaHa COBMECTHO C OAHOM U3 -1, -c, -d;

— -—-filesbypkg— BblBOAMT BCe Palibl BO BCEX BbIOPAHHbIX NaKkeTax;

— -i, --info — BbIBOAUT MHPOPMaUMO 06 RPM-nakeTe, BKAOYAA UMSA, BEPCUIO U
onucaHune. byaet ncnonb3oBaHa —queryformat, €CAN YKa3aHa;

— -—-last — ynopagoumsaeT BbiBOA RPM-nakeToB No BpemeHM YyCTaHOBKM TaKMUM
obpaszom, 4Tobbl NnocneaHMe NakeTbl OblM BbiBEAEHbI B HAYaNe;

— -1, --list—BbIBOAUT CNMCOK pannos B RPM-nakeTe;

— -—-provides — BbIBOANT dYHKUMOHANBbHOCTb (capabilities),
npegocrtasnaemyto RPM-naketom;

— -R, --requires—BblBOANT RPM-nakeTbl, OT KOTOPbIX 3aBUCUT AaHHbIN NAKET;
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— -—-scripts — BbIBOAUT cKpunTaeT(bl) RPM-nakeTa, KOTOPbIA MCMONb3YyeTCA Kak
4aCTb NpoLEeCcca YCTaHOBKM nan yaaneHna RPM-nakeTos;

— -s, --state — BbIBOAUT COCTOAHME (state) ¢annos B RPM-nakete
(nogpasymeBaetca -l). CoctoaHMe Kaxaoro ¢daina B Nakete MOXKeT OblTb OAHUM U3
cneayoLlmx: HopmManbHoe (normal), He ycTaHOBNEeH (not installed) WMAM 3aMeHeH
(replaced);

— --triggers, --triggerscripts — O0TODpa)KaeT CLUEHapUM TPUITepoB (ecnu
CYLLEecTBYOT), BXoAAlMe B cocTaB RPM-nakeTa.

onunn NMPOBEPKN:

Obuwan dopma KoMaHAabl NpoBepkn RPM:

rpm {-V|--verify} [onuum-BeOopa] [ONUUMU-TIPOBEPKH]

[laHHaa onepauma cpaBHMBaeT WHOOPMaUMo O alnax, YCTaHOBAEHHbIX M3
RPM-nakeTa, ¢ MHPOPMaLMEN O HMX M3 MeTadaHHbIX NakeTa, XxpaHumbix B B RPM. Takke
Npu NpoBepKe cpaBHMBaOTCA pasmep, MD5-cymma, npasa A4OCTyna, TUM, BAaZenel, 1 rpynna
Kaxkagoro ¢arna, npu ato ntodble pacxoxaeHna byayT otobparkeHbl. Palinbl, KOTOPble He
OblnnM  ycTaHoBAEeHbl BmecTe ¢ RPM-makeTom, Hanpumep, &anabl  AOKYMEHTaLMW,
MCKAtOYEHHbIE MPM MOMOLLM ONUMKN —-excludedocs, UTHOPUPYIOTCA HBe3 NpeaynpexaeHuA.

Onumn Bblbopa RPM-nakeToB aHa/sOrMM4yHbl 3ampocy MNakeToB (BKAto4as dainbl
obpalleHmA NakeTa B KAYeCTBE aprymeHTa).

Onunmn, yHUKabHble 1A PeXnma NPOBEPKM:

— --nodeps — He NpoBepAeT 3aBMCMMOCTN RPM-nakeTos;

— --nodigest —He NpoBepAeT NpunYTeHMN danaxecT RPM-naKkeTa nan 3aronoska;

— --nofiles —He NpoBepseT aTpnbyTbl dparnos RPM-nakeTos;

— --noscripts — He BbINOJIHAET CKPUNTNET $verifyscript (NPW ero Haan4ymu);

— --nosignature — He nposepaeT noanucb RPM-nakeTa uaW 3arosioBKa npu
YTEeHUU;

— --nolinkto; --nomd5; --nosize; --nouser; --nogroup; --nomtime;
—-—-nomode;

— -—-nordev —He NPOBEpPAET COOTBETCTBYHOLIME aTpMbYTbI Galinos.

dopmaT BbIBOAA NpeAcTaBAseT coboM CTPOKY M3 8 CMMBONOB M MapKepa M3
3aronioBka RPM-nakeTa, 3a KoTopbiMuK cneayeT ums danna.

Bo3MOHble MapKepbl aTpnbyToB:

— ¢ %config - KOHOUIYPAUMOHHbLIN Paiin;

— d %doc - daitn AOKYMEHTaUMu;

— o 3%ghost - ¢ann (T.e. comepkmmoe alna, He BKAKOYEHO B COCTaB
RPM-nakeTa);

— 1 %license - daln c AnMLEH3NENR;

— r S%readme - $aln readme.

Kaxkabih n3 8 CMMBONIOB OTParkaeT pe3yabTaT NPOBEPKM aTpubyToB dannos co
3HayeHMem TOro ke aTpmbyTa, 3anncaHHoro B bl. CMMBOA «.» O3HA4YaeT, YTO MPOBEPKa
NpoLaa, a CUMBOA «?» O3HAYaeT, YTO NPOBEPKA He MOXKeT bObiTb BbiNoAHEHa (Hanpumep,
npaBa AocTyna K daniy He No3BOAAKT NMPOBECTM YTeHue). B nmpoTMBHOM caydae OyayT
OoTODpaKeHbl  CMMBO/bI,  BbIAENEHHbIE  XMPHbBIM W OTODpaxKatolinme  NPOBEPKM
COOTBETCTBYHOLLErO —-verify TecTa:

— S —oTnndaetcs pasmep (Size) bainna;
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— M- oTanyaetca pexxum (Mode) aoctyna (BKItoYas npasa A0CTyna v TMn ¢aina);
— 5 —0T/An4aeTcA KOHTpoabHaa MD5 cymma;

— D — OT/INYaeTcs cTaplimin/mnaawnin Homep daina yctpoictsaa (Device);

— L — OT/INYAETCA NyTb CCbIIKU NPU readLink (2);

— U -— oTandaetcs Bnagenel (User);

— G —OTAMYaeTca rpynnosoe BnageHune (Group);

— T — OT/INYAETCA BPeMs M3MeHeHUs (mTime).
ONUMW NEPECTPOMKMN BA;
Obuwan dopma KOMaHAbl nepecTponkm b/l rpm:

rpm {--initdb|--rebuilddb} [-v] [--dbpath DIRECTORY] [--root DIRECTORY]

CnegyeT MCNONb30BaTb —--initdb AnA co3gaHua HoBou B[l M --rebuilddb AnAa
nepecTponkmM nHaekcos b/l Ha OCHOBaHWM 3aro/I0BKOB YCTAaHOB/IEHHbIX MAKETOB:

— SHOWRC — KOMaHA3;

— rpm --showrc — NOKa3blBAET 3HAYEHUA, KOTOpble rpm byaeT NCNo/b30BaTb A4
BCEX OMUMN, YCTAaHOBNEHHbIX B KOHPUIYPALMOHHbIX Galinax rpmrc M Macros.

ONuUMW FTP/HTTP:

RPM mMoXeT BbICTyNnaTb B KavecTse KaneHTa FTP n/uam HTTP, Takum 06pa3om, NakeTbl
MOTyT OblTb OMPOLIEHbI WMAM YCTAHOBAEHbI M3 ceTu WMHTepHeT. [aKkeTbl AnA onepauui
YCTAHOBKM, 0OOHOBNEHMA MM 3anNpoca MOryT ObiTb YKa3aHbl B BUAE aapeca ftp MAM http
URL:

ftp://USER:PASSWORDRHOST : PORT /path/to/package.rpm

Ecnm napameTp: PASSWORD NponyuleH, byaeT 3anpolleH Napoab (oaMH pas ana napbl
nonb3oBatens/ysen). Ecanv nponyuwieHbl oba napameTtpa (user W password), byaet
BbIMO/IHEHO aHOHMMHOe noaKknuveHune ftp. Bo Bcex cayvasx MCNONb3yeTcA MaCCUBHBbIN
(PASV) pexkmum nepegavm dbannos ftp.

RPM ponyckaeT cneaytowme onummn ansa aapecos ftp URL:

— -——ftpproxy HOST -y3en HOST byaeT Mcnonb3oBaH Kak NPOKCK-CepBEpP A4 BCEX
onepaumi nepegayn AaHHbIX ftp, YTO NO3BOAAET paboTaTb C ftp Yyepe3 M3, Ha KOTOPbIX
3anyuweHa cayxba npokcu. [aHHaa onuma MoXKeT ObiTb TaKKe yKasaHa Npu HacTpouke
MaKpoCa 5 ftpproxy,

— -—-ftpport PORT — Homep TCP nopta PORT 6yaeT mcnonb3oBaH Ana ftp
NOAKNOYEHMA K ftp NPOKCU-CEPBEPY BMECTO NOPTa MO YMOAYaHM0. [JaHHaA onuma MOXKeT
ObITb TaKXKe YKa3aHa Npu HAaCTPOMKe Makpoca % ftpport.

RPM ponyckaeT cheaytouwme onummn ana agpecos http URL:

— —-httpproxy HOST — y3en HOST byaeT ncnonb3oBaH Kak NpPOKCK-cepBep AN
BCEX onepaumii nepefadm AaHHbIX http. JaHHAA onuMA MOXKET ObiTb TaKKe yKasaHa npu
HaCTPOMKe MaKpoca % httpproxy;

— --httpport PORT — Homep TCP nopta PORT byaeT mcnonb3oBaH AAs http
noaKkn4YeHma K http npokcu-cepsepy BMeCTo NopTa No yMOoAYaHuto. [laHHaA onuma MOXKeT
ObITb TaKXKe YKa3aHa Npu HaCTPOMKe Makpoca $ httpport.
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BOMNPOCbI COBMECTUMOCTW: BbINONHEHME rpmbuild.

PeXMmbl COOPKM BbIHECEHbI B MNPOrpammy /usr/bin/rpmbuild, OAHAKO
COBMECTMMOCTb, 0becneymBaemas Npm NOMOLM NPUBEAEHHbIX HUKE popt NCEBAOHUMOB, HE
ABNAETCA COBEPLIEHHOW, B CBA3WM C YEM COBMECTMMOCTb PeXMMOB COOPKM 4epes
nceBAOHUMbI popt yaaneHa n3 RPM. TpebyeTca ycTaHOBUTb NaKeT rpmbuild M NPOCMOTPETb
NOKYMEHTaUMIO B rpmbuild (8) MO BCeEM pexumam cbopkm RPM, paHee npuBeaeHHYIO B
rpm(8).

B cnyyae HeobHX0AMMOCTHM BbI3biBaTb rpmbuild M3 KOMaHAHOM CTPOKK rpm TpebyeTcs
n06aBUTb creaytoLLmne CTPOKN B /etc/popt,:

rpm exec —--bp rpmb -bp
rpm exec —--bc rpmb -bc
rpm exec —--bi rpmb -bi
rpm exec —--bl rpmb -bl
rpm exec —--ba rpmb -ba
rpm exec —--bb rpmb -bb
rpm exec —--bs rpmb -bs
rpm exec —--tp rpmb -tp

rpm exec —--tc rpmb -tc

rpm exec —--ti rpmb -ti

rpm exec —--tl rpmb -tl

rpm exec --ta rpmb -ta

rpm exec —--tb rpmb -tb

rpm exec —--ts rpmb -ts

rpm exec --rebuild rpmb --rebuild

rpm exec --recompile rpmb --recompile
rpm exec —--clean rpmb --clean

rpm exec —-rmsource rpmb —--rmsource
rpm exec —--rmspec rpmb —--rmspec

rpm exec —--target rpmb --target

rpm exec --short-circuit rpmb --short-circuit

SANbI: KoHGUIYypaLMa rpmrc:

/usr/1lib/rpm/rpmrc
/usr/1lib/rpm/redhat/rpmrc
/etc/rpmrc

~/.rpmrc

Kondurypaumsa MakKpOCOB:
/usr/lib/rpm/macros
/usr/lib/rpm/redhat/macros
/etc/rpm/macros

~/ .rpmmacros

b/:

/var/lib/rpm/Basenames;
/var/lib/rpm/Conflictname;
/var/lib/rpm/Dirnames;
/var/lib/rpm/Filemd5s;
/var/lib/rpm/Group;
/var/lib/rpm/Installtid;
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/var/lib/rpm/Name;
/var/lib/rpm/Packages;
/var/lib/rpm/Providename;
/var/lib/rpm/Provideversion;
/var/lib/rpm/Pubkeys;
/var/1lib/rpm/Removed;
/var/lib/rpm/Requirename;
/var/lib/rpm/Requireversion;
/var/lib/rpm/Shalheader;
/var/lib/rpm/Sigmd5;
/var/lib/rpm/Triggername;

BpemeHHble daiinbl: /var/tmp/rpm*.
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NMPUNONREHUE 2

YnpasneHue cnyxxbamu ¢ nomolubto systemd

B OC ABpopa systemd WMCNONb3YeTCA B KayecCTBE CUCTEMbl WMHMUMANM3aUMKM MO
YMOJIYaHWNIO, KOTOpadA pa3paboTaHa C y4eToM 0BpaTHOM COBMECTMMOCTM CO CLUEHapuamm
MHUUMANU3AUMK SysV U NpeanaraeT cnefytoume BO3MOXKHOCTU:

— MapanfnenbHbl 3aMyCK CUCTEMHbIX CNYKO BO BPEMA 3arpy3KM CUCTEMbI;

—  aKTMBaUMA AeMOHOB NO TPebOoBaHMIO;

—  NoAAEepP*KKA CHUMKOB COCTOAHMUA CUCTEMDbI;

— NIOTMKa ynpaBaeHua cny>kbamm Ha OCHOBE 3aBUCMMOCTEN.

NMMA: systemd, init —cayxba mHnumanmsaumm OC ABpopa.

OB30P:

systemd [OPTIONS...]
init [OPTIONS...] {COMMAND}

OMUCAHME: systemd NpeacTaBnaeT cOOOM CUCTEMHbIN U CEPBUCHbLIN MEHEAXKEDP ANA
OC Aspopa. Mpu BbINOSHEHWM B KaYecTBe NepBoro npouecca 3arpyskn (PID-1) oH BbicTynaeT
B PO/ CUCTEMbI MHMLUMAAM3ALMKM, KOTOpaA 3anyckaeT M MOAAEPKMBAET CEepPBUCHI
NO/1b30BaTE/ILCKOrO NPOCTPAHCTBA. 1A COBMECTUMOCTH € SysV, ecnn systemd Bbl3blBaeTCA
Kak init u PID KoToporo He paBeH 1, oH OyAeT BbIMONHATL telinit M NepeaaBaTb BCe
apryMeHTbl KOMaHAHOW CTPOKM Oe3 M3MeHeHMI. ITO 03HayaeT, YTo init M telinit B
OCHOBHOM 3KBMBA/IEHTHbI, €CAM BbI3bIBAOTCA M3 HOPMA/JbHOrO ceaHca. llpum 3anycke B
KayecTBe CUCTEMHOM WHCTaHUMM systemd WHTepnpeTupyeT ¢ann  KOHQUrypaumm
system.conf, B NPOTUBHOM C/ly4ae - user.conf

Onunmn:

— -h, --help—neyaTaeT KOPOTKMI TEKCT MOMOLLM M BbIXOAMT;

— --test — onpeaenseT NocnefoBaTe/IbHOCTb 3aMyCKa, BbIBOAUT €e U BbIXOAMUT.
[aHHaa onuma NosesHa TO/IbKO A1A OT/IALKMK;

— ——dump-configuration-items — BbIBOAUT KPaTKuni, npu 3TOM
MCYEPMbIBAOLLMIM CMIMCOK 31E€MEHTOB KOHPUTYPALMN, MCNOb3YEMbIX B HACTPOEYHbIX painax
Moy Nen;

— -—-introspect= — W3BAEKAET JAaHHble camoaHanumsa D-Bus uHTepdelica. B
OCHOBHOM 3TO MOJIE3HO BO BPEMA WMHCTANNAUMU ANA NONYHYEeHUA AAHHbIX, NPUrOAHbIX ANA
peno3utopua D-Bus nHTepdencos. lMpn HEOBXOANMMOCTM MMA UHTepdenca MOXKeT DbiTb
YKa3aHO A4 AaHHbIX CaMoaHann3a. Ecam oHo nponyuleHo, AaHHble CaMOoaHanM3a BbIBOAATCA
ANA BCEX MHTEPhENCoB;

— —-unit=— yCTAHaB/AMBAET MO YMO/IHAHMIO MOAY/Ib ANA aKTUBALIMM NPUM 3aMyCKe.
Ecnn He yKa3aHo, no ymon4daHuto — default.target;
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— --system, --user — HaMpaBAAeT CUTHAA systemd 3aMyCTUTb CUCTEMHYIO
MHCTaHLUMIO (COOTBETCTBEHHO, MO/Ib30BATENbCKYO MHCTAHUMIO), AaxKe ecan ID npouecca He
paBeH 1 (COOTBETCTBEHHO paBeH 1), T. e. systemd He BbIMOAHAETCA (COOTBETCTBEHHO
BbIMNO/IHAETCA) B KA4eCcTBe NpoLecca nHMumanmdaumm. Obbl4HO HEOBXOAMMOCTb 334aBaTb 3TH
OMNuUMM OTCYTCTBYET, T.K. systemd aBTOMATMYECKM OnpeaensaeT pexmMm CBOEero 3amnycka.
CnepnosaTe/ibHO, 3TV BapMaHTbl Ma/io MONE3HbI, KPOME CAyYas OTNAAKM.

BHUMAHME! 3arpyska v nogaepskka NOAHON CUCTEMbI C systemd, 3aMyLIEHHON B
pexume —--system npu PID, He paBHOM 1, He obecneymBaeTca. Ha NpaKT1Ke 3agaHne onumm
--system ABHO MMEET CMbIC/1 TO/IbKO B COMETAHUM C ONUMEN —test;

— -—-dump-core —Aamn sapa nNpuv aBapMnMHoOm oTkasze. Onuma He MMeeT adpdeKTa B
C/ly4ae 3amycka B NONb30BaTENbCKOM MHCTAHLNWK;

— -—-crash-shell — 3anyckaeT shell npu cboe. Onuma He mmeeT sddeKTa B
C/ly4ae 3anycka B NONb30BaTENIbCKOM MHCTAHLNNK;

— -—-confirm-spawn — 3anpawuBaeT MNOATBEPNKAEHME MPU PA3MHOMKEHUM
npoueccos. ONuus He MmeeT abdeKTa B Clydae 3amycKa B NO/b30BaTENbCKOM MHCTAHLMY,
— --show-status= — OTODparKaeT CKaTylo CTaTyCHYIO MHOOPMALMIO O cepBMCcax

npu 3arpyske. Onums He nmeeT addeKTa NPU BbIMOAHEHMN B MONb30BATENBCKOM MHCTAHLMN.
MpUHUMaeT ByneBbI apryMeHT, KOTOPbIA MOXKET ObITb NPONYLLEH, YTO MHTEPNPETMPYETCA
KaK true,

— --sysv-console= — onpeaendet, b6yaetr au BbiBOA SysV  CKpunTa
MHMLMANAN3AUMM HanpaBAeH Ha KOHCoMb. Onuma He mmeeT addeKTa Npu BbIMONHEHWM B
NONb30BATENBCKOM MHCTAHUMKW. TMpuHMUMaeT OyneBblM aprymeHT, KOTOPbIM MOXKeT ObiTb
NPONyLLEeH, YTO MHTEPMNPETMPYETCA Kak true;

— --log-target= — 334aeT NPUEMHMUK AN COODLLIEHMA O COObITUAX. APryMeHT
NONKEH DbITb OAHUM U3 Cneaylowmx: console, syslog, kmsg, syslog-or-kmsg, null;
— --log-level= — 33Ja€T YPOBEHb XYPHAAMPOBaAHMA. B KauyecTBe aprymeHTa

ﬂpMHMMaETOHHMCﬂOBOM YPOBEHb XYPHANMPOBAHUA NAN XOPOLWO M3BECTHbIE syslog(3)
CMMBO/IMYECKNE MMEHA (B HUKHEM pPerucTpe): emerg, alert, crit, err, warning,
notice, info, debug;

— -—-log-color= — BbIAENAET Ba*XHble XypHa/ibHble COO6M£HMH. ﬂpMHMMaET
OyneBbI aPryMeHT, KOTOPbIN MOXKET BbITb NPONYLLEH, YTO MHTEPNPETUPYETCA KaK true;

— =--log-location= — BK/KOYaeT pPaACNONOXKEHNA B KOAE B XYpPHanbHble
coobuleHma. ITo Hambonee 3Ha4YMMO ANA Lenen otnaaku. NMpuHumaeT byneBbin apryMeHT,
KOTOPbIN MOXET BbITb MPOMYLLEH, YTO MHTEPMNPETUPYETCA KakK true;

— -—-default-standard-output=, -—-default-standard-error= -334d€T
BbIBOJ, MO YMOJZIHaHUIO NN BHBOﬂ,OMM6OK¢yU1BCEXCGDBMCOBI4COKeTOB,T.e.yﬂpaBﬂﬂeT
3Ha4YeHMEM MO0 YMONYaHWKO A0Aa StandardOutput= W A48 StandardExecute.
BocnpuHMmaeT OAHO M3 CcAeaylolmx 3Ha4YeHWMW: inherit, null, tty, syslog,
syslog+console, kmsg, kmsg+console. ECAM aprymeHT nponyuieH, no YMOJYaHMUIO
CYMNTaeTCA inherit.
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APXUTEKTYPA: systemd NnpeaycMaTpMBaET CUCTEMY 3aBUCUMOCTEN MEXKAY Pa3HbIMM
3IEMEHTaMM, Ha3blBaEMbIMM «UNits» (tOHMUTbI). FOHUTbI MHKANCYINPYOT OObEKTbI, BaXKHbIE
NNA 3arpy3KM CUCTEMbI M NOAAEPHKKN.

BONbLWMHCTBO HOHUTOB HACTPOEHbLI B Pannax KoOHPUrypauum HOHUTOB, CUHTAKCUC U
6a30Bbll Habop OMNUMA KOTOPbIX OMMCAH B systemd.unit (5), OAHAKO HEKOTOpble
CO34a0TCA aBTOMATUYECKU W3 APYIUX KOHOUTYpaUMA WUAM AMHAMWYECKU N3 CUCTEMHBbIX
CTPYKTYP.

tOHUTBI MOryT 6bITb active (4TO NOApPa3ymeBaeT started, bound, plugged in,

B 3aBMCMMOCTM OT TWUMNa YCTPOWCTBA), WAM inactive (4TO nMogpasymeBaeT stopped,
unbound, unplugged, ...), @ TAK}Ke HAXOAMTLCA B NMPOLLECCE aKTUBALMM AN AeaKTMBALMMN,
T.€. MeXAy ABYMA COCTOAHMAMM (3TU COCTOSHNA HA3bIBAKOTCA activating, deactivating).
TaK¥e BO3MOXHO chnelmnanbHoe COCToAHME failed, CXOXEe C inactive M BO3HMKalOLLEE,
Korzaa cepBuMc noTepnen Heyaayy Ha HEKOTOPOM MyTK (NpPoLLecc BO3BPATUA KOZ OLWMOKM Ha
BbIXOZAE, NoTepnesn Kpax Uam Tam-ayT onepaumn). Mpmn BO3HMKHOBEHUWN AaHHOrO COCTOAHMA
NPUYMHA PErNCTPUPYETCA B KypHaNe A1A AaNbHENWEero MCNoab30BaHNUA.

BHUMAHME! PasznnyHbie TuNbl HOHMTOB MOTYT MMETb pPAA  AONOAHUTENbHbIX
NOACOCTOAHMI, OTODOpParKaembix Ha 5 0600LLIEHHbIX COCTOAHWUIA FOHUTOB.

[oCTynHbI cneayouime TUMbl OHUTOB:

1) Service units, ynpaBastolme AeMOHAMM W MPOLLECCaMM, M3 KOTOPbIX OHMU
COCTOAT. 3@  AOononAHUTenbHoM  MHbopmaumenn  Heobxoammo  obpauwiatbcs K
systemd.service (5);

2) Socket units, WMHKancyaumpytowme nokanbHble |[PC mam ceTeBble COKETbl B
cUCTEME, MoIe3Hbl MPU aKTUBALMM HAa OCHOBE COKETOB. 3a A0MNO/IHUTENbHOM NHGOPMaLMEN
0 socket units HeobxoamMmo obpallaTbca K systemd.socket (5), 006 aKTMBALMM HA OCHOBE
COKETOB M ApyrmMx Gopmax akTMBaLUyMmM — K daemon (7);

3) Target units — N0oAE3Hbl A4 FPYNMNUPOBKN LOHUTOB MAM 0becneYyeHna XopoLo
M3BECTHbIX TOYEK CUHXPOHM3ALUMN B NpOoLLecce 3arpy3kn. 3a 4ONOAHUTENbHON MHGOPMaLMEN
HeobxoAMMO 0bpallaThCA K systemd. target (5);

4) Deviceunits—npeactaBnatoT MY aapa B systemd M MOTyT ObITb MCNOb30BaHb
NNA BbINONHEHUA aKTMBALMM Ha OCHOBE YCTPOMCTB. 3a AOMNOAHUTENbHOM MHOPMaLMeEN
HeobxoAMMOo 0bpallaThCA K systemd.device (5);

5) Mount units — ynpaBAAOT TOYKAMMU MOHTMpPOBaHMA B OC. 3a 4ONONHUTENBHON
MHbopMaLment HeobxoaAMMO 06paLLATLCA K systemd.mount (5)

6) Automount units — obecneymBatOT BO3MOMKHOCTM aBTOMOHTMPOBAHMA ANA
MOHTMpPOBaHMA ®OC no TpeboBaHWIO, a TaKKe napannenmsaumm 3arpy3ku. 3a
LOMONHUTENbHON MHPOPMaLMeENn HeOBXOAMMO 00PaLLATHCA K systemd.automount (5);

7) Snapshot units — MOryT ObITb MCMOAb30BaAHbI 415 BPEMEHHOIO COXpaHeHun
COCTOAHMM MHOXECTBa OHMUTOB systemd, KOTOPble NO3AHEE MOTYT ObiTb BOCCTAHOB/IEHbI NPU
aKTMBALUMWU COXPAHEHHOro snapshot unit. 3a AONOJHUTENbHOM WHPOPMaLMen
HeobxoAnMMo 0bpallaThCa K systemd. snapshot (5);

126



1 OTOKPI:ITAFI
PyKoBOACTBO aAMMHUCTPATOPA l Hni%‘gé’ﬁ'ﬁi

8) Timer wunits — WCMNOAL3YKTCA ANA 3aMycKa aKTMBaUMKU APYrMX HOHWUTOB,
OCHOBbIBASACb Ha Talimepax. 3a A0NOAHUTENbHON MHGOPMaLMen HeoHXOAMMO 0bpaLLaTbCA K
systemd.timer (5),;

9) Swap units — CXOXM C mount units, MHKANCYAMPYIOT pa3aensl Man Gannsbi
noakavykm namatn OC ABpopa, onmcaHme KOTOpbIX NPUBELAEHO B systemd. swap (5) ;

10) Path units — MOTyT ObITb MCNONABb30BAHbI A1 aKTUBALMM APYTMX CEPBUCOB NPU
M3IMeHeHnn ©n moauduKaumm obbvektoB PC. 33 A0NOAHUTENBHOW UMHPOPMaLMEN
HeobxoAMMo 0bpallaThca K systemd.path (5).

FOHUTbI UMEHYIOTCA TaK e, KaK UX KOHPUIypauUMOoHHble Gpanabl. HEKOTOPbIE FOHUTLI
MMEeOT COBCTBEHHYIO OCODEHHYIO CEMAHTUKY.

Systemd M3BECTHbI Pa3/INYHbIE BUbI 3aBUCMMOCTEN, B T.4. 3aBUCMMOCTM TpeboBaHMA
NONOMKUTENbHbIE U OTPULATE/IbHbIE (Hanpumep, Requires= M Conflicts=), a TaKXkKe
3aBMCUMOCTN o4epeHOCTU (After= U Before=). 3aBUCMMOCTM O4epeaHOCTM U TpeboBaHNS
OPTOroHanbHbl. ECn mexxay ABYMS tOHUTAaMK CYLLECTBYET TO/IbKO 3aBMCUMOCTb TpeboBaHMA
(Hanpumep, foo.service TpebyeT bar.service), HO HE 3aBUCMMOCTb O4YEPEAHOCTU
(Hanpumep, nocne foo.service bar.service), N 062 3TUX IOHMTA 3aNPOLLEHbI Ha 3aMyCK,
OoHW byayT 3anyckatbCa NapannenbHo. Hannume obeux 3aBucmmocTen TpeboBaHMA W
o4YepesHOCTM MeXay [ABYMA OHUTamMKM aBadetca obwmm  wabnoHom. Kpome TOro,
OONbLWMHCTBO 3aBUCMMOCTEN HEABHO CO343eTCA M NOAAEPHKMBAETCA systemd.

TaKXe MmeeTca BO3MOXKHOCTb BPYUYHYO 006bABAATbL AONOAHUTENBHbIE 3aBUCUMOCTH,
O/ZIHAKO 3TO He ABNAEeTCA 06A3aTeNbHbIM.

MpWKNagHbie MPOrpaMmMbl M OHUTLI (Yepes3 3aBMCMMOCTM) MOryT notpeboBaTb
M3MEHEHWNA COCTOAHUSA IOHUTOB. B systemd 3TW TpeboOBaHMA MHKANCYAMPYHOTCA B «jobsS» U
NoAAEPKNBAOTCA B job-oyepean. Jobs MOFYT YCNELWHO BbIMOAHUTLCA WAM NOTEPNeTb
Heyaa4y, MX BbINOJIHEHWE YNOPAA0YEHO B COOTBETCTBMM C 3aBMCMMOCTbIO O4YepesiHOCTU
IOHMTOB, Ha KOTOPYO OHM ObIM 3aNN1aHUPOBAHbI.

Mpw 3arpy3ke systemd aKTUBUPYET OHUT TUNA target default.target, paboTa
KOTOPOro 3aKN4YaeTca B  aKTUBALMW  3arpy*KaembiX CEPBMCOB W APYrMX HOHUTOB,
3arpyaembix C nomolulbto 3aBucumoctern. OBbIMHO MMA [AAHHOTO HOHWTA npeacTaBnaeT
coboi NCeBAOHUM: CCbINIKa Ha graphical.target (41 NONHOPYHKLUMOHAIbHbBIX 3arpy30K
B NO/1b30BATE/IbCKMI MHTEPdENC) UM HAa multi-user.target (418 OrpaHMYEHHOM TONbKO
KOHCO/bIO 3arpy3KuM Mpm UCNONb30BAHMN BO BCTPOEHHbIX WUAM CEPBEPHbLIX CPeaax UamM Um
NoA0bHbIX; MOAMHOMECTBO graphical.target).

AIMWUHUCTPATOP MMEET BO3MOXKHOCTb CAENaTb ero NcesBA0OHUMOM K 1t0bomy Apyromy
IOHUTY TUNa target. 3a [AOMNOJHUTENbHOM WHPOPMALMEN O OHUTAX TuNa target
HeobxoAMMo 0bpallaThCA K systemd. special (7).

Mpouecchbl-NOTOMKM systemd MNOMELLAOTCA B OTAENbHble TPynnbl ynNpaBaeHWA
OC ABpopa C TakKMMMK Ke MMEeHaMM, KaK Yy FOHWUTOB, K KOTOPbIM OHW MNPUHAANEXKaT, B
COOCTBEHHOM MepapxMn systemd, KOTOPbIM  UCNOAb3YyeT 3T0 AN 3PPeKTUBHOro
OTC/NEXMBAHMA NpoLeccoB. MHPopmaumsa o rpynne ynpaBaeHns noaaepHmBaeTcs B aape u
[OCTynHa c nomouwlpto mepapxum ®C (nog /sys/fs/cgroup/systemd/) WAM B TaKMX
MHCTPYMEHTAX, KaK ps (1) (ps xawf -eo pid,user,cgroup,args OCODEHHO MONE3Ha
A5 NOSTYYeHUA CMMCKA BCEX NMPOLLECCOB U IOHUTOB systemd, KOTOPbIM OHM MPUHAAAENKaT).
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Systemd B 6O/bLLION CTENEHN COBMECTMMA C CMCTEMOM SysV init: SysV init
CKPUNTbI NOAAEPKMBAOTCA M YNTAOTCA KaK Galnbl KOHOUIypaLMM anbTEPHATUBHOIO (XOTA U
orpaHmyeHHoro) ¢opmata. Obecneumsaetca SysV /dev/initctl WHTepPPenc, 40CTyNHa
COBMECTMMAs peanmn3aums  pPas3inyHbIX SysV  KAMEHTCKMX WMHCTPYMEHTOB, a TaKxe
noAaAepKMBatoTCA  pasndHble  yctoaBwmnecs  UNIX-QyHKUMOHANbHOCTK, TaKuMe  KakK
/etc/fstab uan b utmp.

Systemd MMEET MUHUMANbHYKO CUCTEMY TPaH3aKLUWM: B C/ly4ae HeobXOAMMOCTU
3aNyCTUTb UM BbIKMOYMTL IOHUT systemd W BCE €ro 3aBMcMmocTu byayT aobasneHbl BO
BPEMEHHYIO TpaH3akumio. [anee cneayet npoBepka Ha npeagmeT TOro, ABAAETCA U
TPaH3aKLUMA NOCNeA0BaTeNbHOM (ABNAETCA I NOPSAA0K BCEX OHUTOB HE3aLUMKAEHHbIM):

— eC/IM HeT, systemd NOCTAapPaeTCa UCNPABUTb 3TO U YAANNT U3 TPAH3aKUMMK jobs, He
ABNANOLLMECA HEOOXOAMMBIMM, YTO MOXKET NPEeA0TBPATUTb 3aLMKAMBAHME. TaKkKe systemd
NbITAaeTCcA NOAABUTb B TPAH3aKLUMM jobs, CNOCOOHbIE OCTAHOBUTL 3aMyLLLEHHbIM CEPBUC U HE
aBnarowmecs Heobxoambimm. Kpome TOro NpoBepsaeTca, ABAAOTCA /N jobs U3 TPAH3aKLUMK
NPOTMBOPEUYMBLIMK jobs, KOTOpble y¥Ke HaxoaAatca odepeaun. Ecan pa, TpaH3akums,
BEPOATHO, byaeT npepBaHa;

— eCcNvn aa, TPaH3aKuMsa ABNAETCA NOoCnefoBaTeNlbHOM U ee BAMAHWE CBEAEHO K
MWUHUMYMY, OHa OObEeAMHAETCS CO BCEMM YKe OXMAAWMMKU 0D0paboTKM jobs U
nobasnaeTca B ovyepeb BbINOJHEHNA. DTO 03HAYAET, YTO [0 BbINOAHEHMA 3aTPEOOBAHHOM
onepaumn systemd OyAeT NPOBEPATb, YTO OnNepaLma MMEEeT CMbICA, UCNPaBAATL €e, ecau
BO3MOXHO, M, €C/IM OHA AENCTBUTENbHO HE MOXKET paboTaTb, OTMEHMT ee.

Systemd COAEPKWUT BCTPOEHHYK pPeann3aumio 3aday, KOTopble [A0/KHbI OblTb
BbIMOJ/IHEHbl KaK 4aCTb MNpouecca 3arpy3ku. Hanpumep, yCcTaHaBAMBAET MMA XOCTa WM
KOHPUIypUpyeT neTneBoe YCTPONCTBO CETU, HAaCcTPamBaeT U MOHTUPYET pa3nnyHbie GC API,
TaKMe Kak /sys WU /proc.

[Ona nonyyeHms AONONHUTENBHOM MHGOPMALMM O MOHATUAX N UAEAX, 3a/TOXKEHHbIX B
systemd, Heobxoanmo obpataTtbea K Original Design Document[2].

BHUMAHWE! HekoTtopble uHTepdenchbl, NpeaocTaBnaemble systemd, COAepPXKaT
Interface Stability Promise([3].

KATANOIN NDBO:

KaTanory cuctemMHbIx FOHUTOB

CUCTEMHbIN aAMUHUCTPATOP systemd YNTAET KOHPUTYPALMIO FOHUTOB M3 PA3INYHbIX
KaTanoroBs. [laKeTbl, Kenatoume yCTaHOBUTb aii/ibl HOHUTOB, AOMKHbI PAa3MeCcTUTb MX B
KaTanor, BO3BpallaeMbli KOMaHAOMN:

pkg-config systemd --variable=systemdsystemunitdir

Opyrmmm NpPOBEPAEMbIMMN KaTa/sioramu ABNAOTCH
/usr/local/lib/systemd/system M /usr/1lib/systemd/system.

Monb3oBaTenbckaa KoHGUrypauma Bceraa MMeeT NpUopuTeT. pkg-config systemd
--variable=systemdsystemconfdir BO3BpalWl@eT MyTb K KaTanory CUCTEMHOW
KOHCI)I/Ipra LN, [aKeTbl AOTKHblI N3BMEHATb COAEPKNMOE ITUX KaTa/10I0B TOJ/IbKO C MOMOLLbHO
KOMaH/4 enable N disable MHCTPYMEHTA systemctl (1).
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KaTanory nonb3oBaTe/IbCKUX FOHUTOB

MoaobHble NpaBWaa MNPUMEHAKOTCA ANA KaTaNoroB MNO/Ab30BATENbCKMX HOHUTOB,
OZIHAKO HAaXOAWUTb FOHWUTbI B @HHOM C/ay4Yae cneayeT no cneundmkaumm XDG Base Directory
[4]. M1 AONYKHBI NTOMECTUTb CBOW dal/ibl OHWUTOB B KaTa 10T, BO3BPALLEHHbIN KOMaHA0M:

pkg-config systemd --variable=systemduserunitdir

CnobanbHas KOHOUIypauma BbINOJHEHA B KaTanore, 0 KOTOPOM coobllaeT KoMaHaa
pkg-config systemd --variable=systemduserconfdir. KOMaHAbl enable M disable
MHCTPYMEHTA systemctl (1) MOryT obpalaTsca ¢ 060MmMM BUAAMM IOHUTOB: rN0BaNbHbIMMK
(T.e. pna BCex nonb3oBaTenen) W  YacTHbIMM (A8 OAHOro  MNOAb30BaTENs),
paspellan/3anpeLlan ux.

KaTtanoru ckpuntos SysV init

KaTanorm ckpunToB SysV init pacnonarakoTca mexay AucTpubytmBamum. Ecam
systemd HeE MOMET HalWTW poaHOM unit ¢ann ana Tpebyemoro cepsuca, OH byaeT
OCYLLECTBAATb MOUCK CKPUNTA SysV init TOrO XKe CaMoro MMeHM (C yaaneHHbIM cydPpukcom
.service).

KaTanor mexaHuama ccbinok SysV runlevel

MecTononoKeHNe KaTanora MexaHnM3ma CCbIJIOK SysV runlevel PasMYHO MeXay
ANCTPUOYTUBAMU. Systemd YYMTbIBAET MEXAHM3M CCbINIOK, ONPeaenasn, AOMKEH NN CEPBUC
ObITb BKAOYEH.

BHUMAHMWUE! service unit €O BCTPOEHHbIM unit KOHPUIYPaLMOHHbIM Gaiom He
MOeT ObITb 3aNyLeH NpW akTUBM3ALMM EF0 B MEXAHW3ME CCbIIOK SysV runlevel.

CUTHAbI:

— SIGTERM — nocne nonyvyeHMA AaHHOTO CMIrHaAa CUCTEMHbIM MeHeaXep systemd
Cepmnaanm3yeT ero CoOCTtoAaHme, nepelanyckaetTca n aecepnannsyet CoXxpaHeHHOe COCToOAHME
MOBTOPHO. B OCHOBHOM 3TO 3KBMBANEHTHO CeAylolWeMy: systemct]l daemon-reexec;

— systemctl daemon-reexec — TMO/Ib30BATENbCKUM MeHeaKep systemd
3aNyCTUT exit.target unit, KoOrga npumet ,EI,aHHbIlZ CUrHan. B OCHOBHOM 3TO
9KBUBA/IEHTHO: systemct]l --user start exit.target;

— SIGINT — nocnae noayyvyeHnAa AaHHOro CMrHana CUCTEMHbIN MeHeaXep systemd
3aMNyCTUT IOHUT ctrl-alt-del.target. B OCHOBHOM 3TO 3KBMBA/IEHTHO: systemctl start
ctl-alt-del.target,;

— systemctl start ctl-alt-del.target — MO/Ab30BATENbCKUIM MeEHeaKep
systemd NOCTYNUT C AAaHHbIM CUTHA/IOM TEM XKe CI'IOCO6ON\, YTO N C CUTHA/NIOM STIGTERM,

— SIGWINCH — nonyvus ,D,aHHbIlZ CUTrHan, CUCTEMHbIN meHegxep 3anyCtuT HOHUT
kbrequest.target. B OCHOBHOM 3TO 9KBUMBA/IEHTHO: systemctl start
kbrequest.target,;

— systemctl start kbrequest.target — MO/1b30BATENbCKUN MEHEAKEP
systemd UTHOPUPYET AaHHbIA CUTHAN;

— SIGPWR — noayyuvs ,ELaHHbll\/JI CUrHan, CUCTEMHbIM meHegxep 3anyCtuT HOHUT
sigpwr.target. B OCHOBHOM 3TO 3KBMBA/IEHTHO: systemctl start sigpwr.target;
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— SIGUSR1 — MOAYYMB A@HHbIMA CUTHAA, CUCTEMHbIM MeHeaKep OyaeT NbiTaTbCs
NPUCoeanHUTLCA K WinHe D-Bus;

— SIGUSR2 -MOJYYMB A@HHbIA CUTHAM, CUCTEMHbIM MEHeAXepP LEeNMKOM 3anuileT B
coobuleHme o cobbITMAX CBOE COCTOSIHME B YMTaeMoM popme. 3anmcaHHble AaHHble byayT
TaAKME Ke, KaK BbIBOAMMbIE KOMAHAOWN: systemctl dump;

— SIGHUP — NOJMHasa nepes3arpyska KoOHPUrypauum agemoHa. B OCHOBHOM 3TO
9KBMBA/IEHTHO: systemctl daemon-reload,

— SIGRTMIN+0 — BXOOUT B pPeXMM NO YMOJYaHUIO, 3aNyCKaeT HUT
default.target. B OCHOBHOM 3TO 3KBMBA/NIEHTHO: systemctl start default.target;

— SIGRTMIN+1 — BXOANT B crnacaTe/lbHblIM pexnm, 3anycKkaeT FOHUT
rescue.target. B OCHOBHOM 3TO 3KBMBANEHTHO: systemctl isolate rescue.target;

— SIGRTMIN+2 — BXOANT B aBapl/Il\/JIHbIVI pexnm, 3anyCKaeT FHOHUT

emergency.service. B OCHOBHOM 3TO 3KBMBAJIEHTHO: systemctl isolate
emergency.service,

— SIGRTMIN+3 — OCTaHaBnmnsaeT MY, 3anyckaeT IOHUT halt.target. B OCHOBHOM
3TO 3KBMBANEHTHO: systemctl start halt.target;

— SIGRTMIN+4 — BbIK/AOYeHWe nuTaHuAa MY, 3anycK lOHUTa poweroff.target. B
OCHOBHOM 3TO 3KBWMBA/IEHTHO systemctl start poweroff.target,

— SIGRTMIN+5 —nepesanyck MY, 3anycK toHUTa reboot.target. B OCHOBHOM 3TO
9KBMUBAJIEHTHO: systemctl start reboot.target;

— SIGRTMIN+6 — nepe3anyck MY ¢ nomouwbl kexec, 3aNyCK HOHUTA
kexec.target. B OCHOBHOM 3TO 3KBMBA/IEHTHO: systemctl start kexec.target;

— SIGRTMIN+13 —Hemea/aeHHaa ocTaHOBKa paboTbl MY;

— SIGRTMIN+14 — Hemed/leHHOe OTKAKYeHue nuTaHmna MY;

— SIGRTMIN+15 — Hemed/ieHHaA nepesarpyska MY;

— SIGRTMIN+16 — Hemed/ieHHaA nepesarpyska MY ¢ kexec;

— SIGRTMIN+20 —JAenaeT BO3MOMHbIM BbIBOA CTATYCHbIX COODLLEHMIA Ha KOHCOb,
B T.4. BbI3BaHHYO MapaMeTpOM systemd.show status=1 B KOMaHZHOW CTPOKe AAP3;

— SIGRTMIN+21 — OTME&Ha BO3MOHOCTW BbIBOAA CTATYCHbIX COOOLLEHWI Ha
KOHCO/b, B T.4. BbI3BAaHHYIO MapameTpoM systemd.show status=0 B KOMaHAHOW CTPOKe
aapa.

MEPEMEHHbIE CPEAbBI N OKPYXKEHWUE:

— $SYSTEMD LOG_LEVEL — systemd YMTaeT log level W3 3TOM NepemeHHON
OKpY*KeHMA. [laHHaA HacTpoMKa MOXET ObiTb NepeonpeseneHa C MOMOLLbK ONuUMKM —-log-
levels=;

— S$SYSTEMD LOG TARGET — systemd UMTaeT LENEBOM XKypHaa w3 3TOM
nepemeHHOM OKpy*eHuA. [JaHHaA HacTpoMKa MOXeT ObiTb NepeonpedenieHa C NOMOLLbHO
onuMn —--log-targets=;
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— S$SYSTEMD LOG COLOR — onpeenseT, byaeT An systemd BblAENATb LBETOM
Ba)KHble  COODOLIEHNS CUCTEMHOrO  ypHana. [laHHas HacTpoMKa MOXeT  ObiTb
nepeonpeaesneHa ¢ NOMOLLbIO ONUMKM —-log-color=;

— S$SYSTEMD LOG LOCATION — onpegenset, byaeT M systemd BbIBOAWUTb HOMEP
CTPOKM B MCXOAHOM KOZE BMECTE C KypHaNbHbIMM COODLLEHUAMM. DTO NOBEAEHNE MOMKET
ObITb NepeonpeaeneHo C NOMOLLbIO ONUMN —-log-location=;

— $XDG CONFIG HOME, $XDG_CONFIG DIRS, $XDG_DATA HOME,
$XDG DATA DIRS — MO/Ib30BATENbCKUIM MEHEKepP systemd UCMONb3YET 3TN NePEMeEHHbIE B
cooTtBeTCcTBMK ¢ XDG Base Directory cneundukaunein [4], 4Tobbl HaMTK ee KOHOUIYpaLUMIo;

— $SYSTEMD UNIT PATH-— 33JaeT, rae systemd vwlet Ganbl tOHUTOB;

— S$SYSTEMD SYSVINIT PATH-—33JaeT, r4e systemd ULWET CKPUNTbI SysV init;

— $SYSTEMD SYSVRCND PATH — 33flaeT, rae systemd WLWET CKPUNTbI CUCTEMDI
CCbINOK runlevel SysV init.;

— SLISTEN PID, S$LISTEN FDS— YCTaHaB/AMBaEeT systemd A8 KOHTPOAMPYEMbIX
MPOLLECCOB BO BPEMA aKTMBALMM HA OCHOBE COKeTOB. [oapobHee B sd_ listen fds (3);

— SNOTIFY SOCKET — YyCTaHaB/IMBaeT systemd 419 KOHTPOAMPYEMbIX NPOLECCOB C
LLeNblo YBELOM/IEHWNA O CTATyCe 1 3aBepLUeHnn 3anycka. MNoapobHee B sd notify (3).

MAPAMETPbI KOHOUTYPALINW, MEPEOAABAEMbBIE OT AAPA OC ABPOPA:

Echm systemd 3anylleH B CUCTEMHOM WHCTaHUMKM, OH pa3bupaeT HECKONbKO
aprymeHTOB KOMaHAHOW CTPOKKN aapa:

— systemd.unit= —nepeonpeaenaeT OHUT, KOTOPbIN aKTUBMUPYETCA NPU 3arpy3Ke
— MO YMONYaHMI default.target. ITO MOXET OblTb MCNO/Ab30BAHO A1 BPEMEHHOM
3arpy3kM B [APYronm 3arpy30udHblii  KOHWUT, Kak, Hanpumep, rescue.target  WAU
emergency.service. [loapobHee 06 3TUX IOHUTAX B systemd.special (7);

— systemd.dump core= — MpuHMMaeT 6Oynesbin aprymeHt. Ecam true, TO
systemd CO34aeT core dump, KOraa paboTaeT HEKOPPEKTHO. B NpOTMBHOM Ccay4vae core
dump He co3gaeTca. [10 yMo4YaHUIo true;

— systemd.crash shell= — npuHMMaeT OyneBbit aprymeHT. Ecam true, TO
systemd MOPOXAaeT shell, KOr4a pywnuTca. B npoTMBHOM cyvae shell He NOPOXKAAETCA.
o ymonyaHuio false M3 coobparkeHmin 6e30NacHOCTH, T.K. shell He 3aLLUMLLIEH NAPOSIbHON
ayTeHTUPMKaumen;

— systemd.crash chvt= — MPUHUMAET aprymeHT uenoe uucno. Ecam oHoO
NONOXUTENbHOE, systemd aKTUBMPYET 3aZaHHbI BUPTYabHbIN TEPMUHAN, KOTAa PYLIUTCA.
Mo ymondaHutio -1;

— systemd.confirm spawn= — MPUHMMaET 6yﬂeBbII71 dprymeHT. Echm true,
3anpallMBaeTca NOATBEPKAEHME, KOrAa NOPOXKAAeTCA npoLecc. [1o ymonyaHuto false;

— systemd.show status= —MNpUHUMaET OyneBblt apryMeHT. ECav true, BbIBOAUT
Ha KOHCO/Ib B CXAaTOM BMAE WM3MEHEeHMA CTaTyCca CEepPBUCOB B TeuyeHue 3arpysku. [lo
YMOJIYaHUIO true;
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— systemd.sysv_console=-—ﬂpMHMM8€T6yﬂeBuﬁEﬂNyMGHT.ECﬂMtrue,BMBOﬂ
CKpunTa SysV init OyAeT HanpaBAeH Ha KOHCOAb. [10 yMONYaHUIO true, HO, ECN quiet
nepeaaH Kak onuya KOMaHAHOM CTPOKM AApa, NO YMONYAHUIO false;

— ynpaBAsieT BbIBOAOM B COODOLIEHME O CODbITUAX C TeM Ke 3hdeKToOM, YTO U
OMUCaHHble BbllLE nepemeHHble OKPYKEHUA: $SYSTEMD LOG TARGET,
$SYSTEMD LOG LEVEL, S$SYSTEMD LOG COLOR, $SYSTEMD LOG LOCATION:

systemd.log target=, systemd.log level=, systemd.log color=,
systemd.log location=

— systemd.default standard output=,systemd.default standard error=
— VynpaBadaeT CTaHAAPTHbIM BbIBO,LI,OM/BbIBO,EI,OM OLWNDOKMU ANA CepBNUCOB MO YMOJZTHaHUIKO C TEM
e adPeKTom, YTO M aprymeHTbl KOMaHAHOW CTPOKM, OMMCaHHble Bbllle --default-
standard-output= U --default-standard-error= COOTBETCTBEHHO.

COKETbI 1 KAHA/1bI:

— /run/systemd/notify — COKET yBEAOMAEHUSA COCTOAHUA AEMOHA. DTOT COKEeT
AF UNIX datagram MWCMNOAb3yeTcA ANA peanmsaumm JIOTMKU yBEAOMIEHUA [AeMOHa,
KOTOPOE OCYLLeCTBAAETCA NOCPeACTBOM sd notify (3);

— /run/systemd/logger — WCNONb3yeTCA BHYTPEHHEe IOHUTOM systemd-
logger.service, ANA systemd BBOAWUT MOHATUE CUCTEMHbLIX HOHUTOB. [laHHbIE HOHUTDI
npeacTaB/fieHbl  KOHOUTYPAUMOHHbIMM  danamu, pPacroNOKEHHbIMM B OAHOM UM
HECKOJIbKMX KaTasiorax, onmcaHue KoTopbix npmuseaeHo B Tabauue (Tabaunua 2.1), n B cxKaTom
BUAE aKKYMYAMPYIOT MUHOOPMALMIO O CUCTEMHbIX CAaysKbax, CAyLWaloWmMx COKeTax,
COXPaHEHHbIX CHMMKAX COCTOAHWMA CUCTEMDbI, a TakKXKe O APpYyrnx O6'beI-(TaX, MMe LW NX
OTHOLWEHNE K CNCTeMe NMHNUMNann3aunin.

Tabnuua 2.1

KaTanor Onwucanue
/usr/1lib/syst | dalinbl lOHUTOB systemd, pacnpeaeneHHble yCTaHOBAEHHbIMM
emd/system/ RPM-nakeTamm
/run/systemd/ | dainbl IOHUTOB systemd, CO34aHHbIE B NpoLecce paboTbl. JaHHbli
system/ KaTanor MMeeT NPUOPUTET Ha/, KaTasloroOM C YCTaHOBAEHHbIMM
CNYXKeObHbIMM Gannamm tOHNUTOB
/etc/systemd/ | dalinbl OHUTOB systemd, CO34aHHbIE KOMaHAOM
system/ systemctl enable, aTaKe daiinbl lOHUTOB, A0OABAEHHbIE ANA
pacluMpeHna cnyx6bl. JaHHbIA KaTanor MeeT NpropuUTET Haz
KaTanorom ¢ Gpaitnamm IoHUTOB, CO3AaHHbIMK B NpoLiecce paboTbl

MONMHbIA  CAMCOK AOCTYMHbIX TUMOB OHUTOB systemd npueeseH B Tabauue
(Tabnunua 2.2).

Tabnunua 2.2
Tvn toHUTa PacwupeHue ¢aiina OnucaHue
Cny»ba .service CuctemHas ciyxba
Lenb -target [pynna tOHWUTOB systemd
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Tun roHuTa PacwwupeHue ¢aina OnucaHwne
ABTOMaTUYecKoe | -automount TO4YKa aBTOMATMYECKOro MOHTMpPOoBaHMA ®C
MOHTUPOBaHME
YcTponcTso .device dain ycTpomncTBa, pacno3HaBaemoro A4p0m
MoHTupoBaHmne | -mount Toyka moHTUMpoBaHWA OC
MyTb -path ®ann nnan katanor 8 ®C
ObnacTb . Scope Mpouecc, CO34aHHbIN M3BHE
Cpes .slice [pynna nepapxmyeckm opraHM30BaHHbIX
tOHUTOB, YNPABIAOLLMX CUCTEMHbLIMU
npoueccamm

CHMMOK -snapshot CoxpaHeHHOe COCTOAHME MeHedKepa systemd

CokeTt -socket CokeT ana obmeHa MHPopMaLmen mexxay
npoueccamm

MoaKayKa -sSwap YCTpOMCTBO MM Gann NOAKAYKM

Talmep .timer Talmep systemd

MNepeonpeaeneHne nNapaMeTpoB systemd MO YMOJYAHMIO OCYLLECTBAAETCA C
NOMOLLbIO Paina system.conf.

KoHPUrypauma systemd No yMOAYaHUIO ONpeaenseTca BO BPEMS KOMMUAALMM U
AOCTyMHa ANA NPOCMOTPpa B panne /etc/systemd/system.conf. [pn HeobxoammocTu
M3MEHMUTb NapamMeTpbl MO YMONYaHUIO M rNobanbHO NepeonpeaennTb OTAe/bHble 3HaYeHMA
IOHUTOB systemd CAeAyeT UCMONb30BaTb AAHHbIN dalin.

[ns nepeonpeneneHUa 3Ha4YeHMA npeaena UCTEYEHUs BPEMEHM OXMAAHWUA, MO
ymonuyaHuto  pasHoro 90  cekyHaam, HeobxoAMMO  MCMNO/Ab30BaTb  NapameTp
DefaultTimeoutStartSec, /1A KOTOPOro NOTpebyeTca yKa3aTb 3HAYEHNE B CEKYHAAX:

DefaultTimeoutStartSec=<TpebyeMmoe 3HaueHMne>

OCHOBHble Npeanaraemble BO3MOXHOCTH

B OC ABpopa cucTeMa systemd U service manager OCYLLECTBAAKOT aKTUBALUMIO Ha
OCHOBE COKETOB — BO BPemsd 3arpy3kM systemd CO34Q€T CAyWatoLWMe COKeTbl A/1A BCEX
CUCTEMHbIX CAYXKO, MNOAAEPKMBAOLWINMX AaHHbIM  TUN  aKTUBALUMW, U nNepenaeTr  Uux
COOTBETCTBYIOWMM CAY}KDAM, KaK TONIbKO OHW Ha4yMHaOT paboTy. ITO NO3BOAAET systemd
OCYLLECTBAATb NapaanesibHbIM 3aMnyCK CAYKO 1 AenaeT BOSMOXHbIM rnepesanyck c/yxKobl bes
noTepu CcooOLEeHUM, OTNPaB/IEHHbIX €M B TO BPEeMmMs, MNOKa OHa Oblna HeaocTynHa:
COOTBETCTBYIOLLNIM COKET OCTaeTCs AOCTYMHbIM, M BCE COODLLIEHMA MOMELLAITCA B o4epepb.

[na aKTMBALMM HA OCHOBE COKETOB systemd MCMNOJb3YET OHUTbI COKETOB:

— aKTMBaALUMA Ha OCHOBE LWWHbI — CUCTEMHbIE CAYXKObl, ncnonbayouwme D-Bus gna
obmeHa nHdopmaumen mexay nNpoLeccamm; MOKHO 3anyCcTUTb MO TPEOOBAHMIO, KaK TO/IbKO
KaneHTckoe MIT B nepsbii pa3 nonpobyet oOMeHATbCA C HUMKM MHPopMaumen. [na
aKTMBALMM Ha OCHOBE LLUMHbI systemd MCNONAb3YET Ganabl cayxobl D-Bus;

— aKTMBaUMA Ha ocHoBe MY — cucTeMHbIe CAYy»KObl, NOAAEPHKMUBAOLLNE aKTUBALLUIO
Ha OCHOBE YCTPOMCTB; MOXHO 3aMyCTUTb MO TPEOOBaHMIO NPU MNOAKAOYEHUN ONpPeaeIeHHOro
TMNa obopya0BaHNA MK eCan 3TO 0BOoPYA0BaHNE CTAHOBUTCA AOCTYNHO. 1A akTMBaLMM Ha
OCHOBE YCTPOMCTB systemd MCNONAb3YeT OHUTbI MY;
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— aKTMBALMA HAa OCHOBE NyTEN — CUCTEMHbIE CNY»KObl, NOAAEPHKNBALOLLME AaKTUBALMIO
Ha OCHOBE MyTeN; MOXHO 3amnyCcTUTb NO TpeboBaHMIO, Korda onpeaeneHHbin Gann mnm
KaTanor MU3MeHAT CBOM CTaTyC. [nA akTUBALLMM HA OCHOBE NYTeN systemd UCNONb3YET FOHUTbI
nyTw;

— CHUMKM COCTOSIHUA CUCTEMbI — systemd MOXET BPEMEHHO COXPaHUTb TeKylliee
COCTOSIHME BCEX HOHMTOB UM NOBTOPHO aKTUBMPOBATb NPeAblAyLlee COCTOAHUE CUCTEMbI 13
OMHAMUYECKN CO3AaHHOrO CHUMKA. [1na XpaHEeHUA TEKYLLEro COCTOAHUA CUCTEMbI systemd
MCNONb3YeT AMHAMMNYECKM CO3A4aHHbIE OHUTbI CHUMKOB;

— ynpaBNeHMe TOYKaMM MOHTUPOBAHMA W aBTOMOHTMPOBAHMA — systemd
HabAto4aeT M ynpaBAseT TOYKaMMU MOHTUPOBAHMA M aBTOMATMYECKOrO MOHTMPOBaHMA. [na
TOYEK MOHTMPOBAHMA systemd WMCNOAb3YET HOHUTbI TOYEK MOHTMPOBAHMA, a ANA TOYEK
aBTOMOHTMPOBAHMA — tOHUTbI aBTOMOHTUPOBAHMS;

— arpeccuBHas napannenmsauma — WCNOAb3ys aKTMBALMIO Ha OCHOBE COKETOB,
systemd MOXET 3anycKaTb CUCTEMHbIE CAYKDbl MapannenbHo, Kak TONbKO CAayllatouime
COKeTbl OKaXKyTca Ha mecTe. B coyeTaHUM C CUCTEMHbIMKW CAy»Kbamn, NoaaepPHKMBaOWMMN
aKTMBauMo no TpeboBaHMIO, MapannenbHas aKTMBALMA 3HAYMTENbHO COKPALLAeT Bpems,
HeobxoaMMoe AN 3arpy3kn CUCTEMbI;

— TPaH3aKUMOHHAA JIOTWMKa aKTMBaUMW OHUTOB — nMepes aKkTMBauuen wunu
OTK/OYEHNEM HOHUTA systemd PACCYMTHIBAET €ro 3aBMCUMOCTM, CO343EeT BPEMEHHYHO
TPaH3aKUMIO M NPOBEPAET ee LeN0oCTHOCTb. Ecan TpaH3akums byaeT HeLeNoCTHOM, TO nepes,
TeM, KaK BblgaTb coobuweHne o6 owunbKke, systemd aBTOMaTUYECKM MblTaeTcs
CKOPPEKTUPOBATb TPAH3aKLUMIO W YAANUTb M3 Hee 33a[a4u, He MMerLlMne KPUTUYEeCKoro
3HaYyeHus;

— obpaTHas COBMECTMMOCTb C CUCTEMOM MUHMUManm3aumm SysV — systemd
NoAAePKNBAET CLUEHAPMWU UHMLUMaNM3aummM SysV, 4to onmcaHo B 6a30BOM cneumnduKraumm
npoekTa Linux Standard Base. 3To obneryaet nepexoa K CAyebHbIM IOHUTAM systemd.

N3meHeHnA cCoBMeCTUMOCTH

CucteMbl systemd M service manager pa3paboTaHbl TakMm obHpasom, YToObI
obecneymnBaTb Ha30BYD COBMECTMMOCTb C SysV W Upstart. Hambonee 3HauymTenbHble
M3MEHEHNA B COBMECTMMOCTM oOTHocuTenbHo OCABpopa M pAada npeablaylmx
ANCTpmnbyTMBOB Linux:

— systemd MMeeT OrpaHNYeHHY0 NOAAEPHKKY YPOBHEN BbINONHEHMA, NPEA0CTaBAAS
HECKONIbKO tOHWTOB LIENIN, KOTOPbIE MOXHO HanpsMyt COMOCTaBUTb C 3TUMKW YPOBHAMM
BbINO/IHEHMA. OIHAKO CONOCTaB/NEHME BO3MOXKHO He A/1A BCeX LUeNen systemd, MO3ITOMY M3
CoObparKeHM COBMECTMMOCTU B COCTaB systemd BXOAMT KOMaHAa runlevel, KOTOpas
MoKeT BepHyTb N Ana 0603HAYeHMA HEM3BECTHOIO YPOBHS BbINOAHEHUS. [10 BO3MOKHOCTM
pekomeHzayeTcsa no n3beraTb MCMNONb30BAHWUA JAHHOM KOMAHAbI;

— YTUAUTA systemctl He NOAAEPKMBAET NPOM3BObHbIE KOMaHAbl. B AononHeHMe
K CTaHOAPTHbIM KOMaHAaM, TakKMM, KaK start, stop M status, aBTOPbl CUEHapueB
MHUUMANMN3ALMN SysV Peanm3oBasn NoAAEPKKY AN NtoOOro Ymcna npounsBo/ibHbIX KOMaHZ,
B KayecTBe A0NOJIHUTeNbHOro ¢yHKkUMoHana. Hanpumep, B Red Hat Enterprise Linux 6
CUeHapui init ANA iptables MOMHO OblIO0 BbINONHATL BHYTPWU KOMaHAbl panic, 4TO
BK/IOYA/I0 PEXMM panic M NepeHacTpamBano CUCTEMY Ha HemMed/IeHHbI cOpoc Bcex
BXOAALMX M MCXOAALWMX NAKeToB. HMYyero M3 3Toro He NoAJepKMBaeTcA B systemd, U
systemctl NPMHMMAET TO/IbKO KOMaH/bl, NEPEYNCIEHHbIE B IOKYMEHTALINM;
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— YyTUANTA systemctl He 0OMeHMBaeTca MHPopMaLmen co cayxbamm, KoTopble He
OblnM 3anylleHbl systemd. Korga systemd 3aMycKaeT CUCTEMHYIO CAYXKOY, naeHTudMKaTop
ee r/71aBHOro npouecca coxpaHAeTca A8 BO3MOXHOCTM ero OTCNeXMBAHUA. 3aTeM YTUAUTA
systemctl MCNOAb3yeT 3TOT MAEHTMOMKATOP ANA Onpoca WM ynpaBAeHMA CAyKOoMn.
COoOTBETCTBEHHO, €C/AIM MNO0/Ab30BaTeNb 3aMyCKaeT ONpeAeneHHbln AEMOH HanpAmyt K3
KOMaHAHOW CTPOKMW, systemctl He B COCTOAHWM OMPeaesUTb ero TEeKyLWMM CTaTyC WM
OCTAHOBWTb €ro BbINOJIHEHWE;

— systemd OCTaHaBAMBaeT TO/NbKO paboTatolwme cayxKbbl. [locne MHMUMAUMM
nocnenoBaTtenbHOCTM shutdown Red Hat Enterprise Linux 6 n 6onee paHHMe penmsbl
CUCTEMbI UCMONB30BANM CMMBOJIbHbIE CCbIJIKM, PACMONIOXEHHbIE B KaTanore /etc/rc0.d/,
NN OCTAaHOBKM BCEX AOCTYMHbIX CUCTEMHbIX CAYKO BHE 3aBMCMMOCTM OT X cTaTyca. C
systemd BO BPeMA BbIMO/HEHWA NOC/N€A0BATE/IbHOCTM shutdown OCTAaHAB/MBAKOTCA TO/IbKO
paboTatoume cnyKbbi;

— CUCTEMHble CNy»KObl He MOryT 4YmTaTb MHPOPMALMIO M3 CTAHAAPTHOrO MOTOKA
input. Korga systemd 3anyckaeT cay»by, CTaHOAPTHbIA BBOA, CAyKObl MOAKAOYAETCA K
/dev/null ons npenoTspalleHna Ntoboro B3aMMoaeNCTBMA C NONb30BaTENEM;

— CUCTEMHble CNy»KObl HEe HacNeaytT KOHTEKCT (TaKOM, KaK NepemeHHble OKpY»KeHMA
HOME M PATH) OT BbI3bIBatOLLEro MX NONb30BaTENA UK ero ceaHca. Kaxkaas cny»xba paboTtaet
B YNCTOM KOHTEKCTE BbINO/IHEHUA;

— BO BpemA 3arpys3kM cueHapua WHUUMANM3AUMKM  SysV  systemd 4MTaeT
MHOOPMALMIO O 3aBUCMMOCTAX, 3aKOAMPOBaAHHYK B 3aronoske Linux Standard Base, u
MHTepPNpeTUpyeT ee BO Bpema npoLecca paboThbl;

— ANA NpeaoTBPALLEHNA 3aBMCAHMA CUCTEMbI MO BMHE HeMpPaBWAbHO paboTatoLlei
CNy»Kbbl BCE onepaumm C toHMTaMK cay»6 noanagatoT noa AeNCcTBME AMMMUTA UCTEYEHMA
BPEMEHM OXMAAHWUA, PABHOIO 5 MMHYTaM. ITO 3HAYEHME CTPOro HACTPOEHO /15 BCEX CNYHKD,
CO3[1aBaEMbIX CLEHAPUAMM MHULUMALMKM, WU HE MOXKeT OblTb M3meHeHo. OaHaKo AnA
yBENMYEHMA Npefena WCTeYEeHMA BPEMEHW OXWMAAHWMA Ha KaXkAayt Cayby MOXKHO
MCNONb30BaTb MHAMBWUAYANbHbIE KOHPUIYPALMOHHbIE Gainbl.

YnpaBneHue CUCTEMHbIMU CyK6amum

B Bepcuax OC Linux, B KOTOPbIX MPUMEHANINCb SysV init WAM Upstart,
MCNOMb3yeMble CUEHAPUN MHUUMANN3AUMU XPAHWUAUCL B KaTanore /etc/rc.d/init.d/.
[aHHble cueHapum OblAM HanucaHbl Ha A3blke Bash “ npeaocTaBAAAM CUCTEMHbIM
aAMMHNCTPATOPAM BO3MOMXKHOCTb YNPaB/IEHMA COCTOAHNEM CAYXKD NAN 4EMOHOB B CUCTEME.
B OC ABpopa 3TW CLeHapUM MHULMANM3ALMN Dbl 3aMEHEHbI Ha HOHUTBI CYXKO, KOTOopble
MMEKT PpaclMpeHne .service W CAYXKAT A4 Tex Ke Uuenem, 4to M cueHapuu
MHMUManM3aumm. [na npocmoTpa, 3amyCka, OCTAaHOBKM, Mepe3anycka, BKAKYEHMA U
OTKAHOYEHMA CUCTEMHbIX CYXKO MCNONb3yeTCcA KOMaHAa systemctl.

KomaHabl service M chkconfig TaK»e AOCTYMHbI B cucTeme M paboTatoT, Kak
OXWAQEeTCsA, OAHAKO BK/OYEHbI TOMIbKO M3 COOOPAXKEHW COBMECTMMOCTU, U UX
MCNONb30BaHMA cneayeT nsberato.
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®annbl KOHPUrypauMn M3 KaTanora /etc/systemd/system/ WMeOT OONbLINM
NMPUOPUTET, YEeM HUTbl M3 KaTanora /usr/lib/systemd/system/. [lO3TOMY, ecau
KOHOUIypauUyMoHHble Galibl COAepPKaAT NapameTp, KOTOPbIN MOXHO YKa3aTb TO/IbKO OAMH pas,
TakoM, Kak Description nan ExecStart, To n3Ha4yanbHOe 3HAYeHMe 3TOro napameTpa byaet
npegonpeaeneHo.

BHUMAHME! B BbiBOAE KOMaHApl systemd-delta nepeonpefeneHHble HHUTbI
BCeraa nomeyeHbl Kak [EXTENDED], naxe ecnm B LeNOM HEKOTOPbIE NapameTpbl GakTUYECKH
nepeonpeaenaroTCca.

OnpeaeneHne cayxbbl MOMHO pPacCWMPUTb, YTO OMMCbIBAETCA Ha CTPaHULE
PYKOBOACTBA systemd.unit (5). WMcCnonb3ya B KayecTBe TnpuMmepa tftp.service,
HeobxoAMMO  c034aTb  HOBbIN noAKatanor  tftp.service.d B KaTajnore
/etc/systemd/system, @ 3aTEM B 3TOM MNoJKaTanore co3aatb ¢an conf, PacLLIMPAIOLLMIA
(M nepeonpeaenaoWmMin) NnapameTpbl CAy*KObI.

KonmyectBo OTKPbITbIX AECKPUNTOPOB dalnos orpaHmyeHo Yncanom 500.000:

# mkdir -p /etc/systemd/system/tftp.service.d/

# cat >/etc/systemd/system/tftp.service.d/filelimit.conf <<EOF
[Service]

LimitNOFILE=500000

EOF

M3meHeHMAa NpUMEHAIOTCA MNOocae nepes3arpy3kiM KOHQUrypaumum agemoHa MU
nepesanycka cayobi:

# systemctl daemon-reload
# systemctl restart tftp.service

KoMaHabl systemd-delta u systemctl status tftp.service MOKa3bIBAOT, YTO
onpeaeneHune cny»bwol Oblno A06aBNEHO:

# systemd-delta --type=extended
[EXTENDED]

/usr/lib/systemd/system/tftp.service - /etc/systemd/system
/tftp.service.d/filelimit.conf
1 overridden configuration file found.
# systemctl status tftp.service
tftp.service - Tftp Server
Loaded: loaded (/usr/lib/systemd/system/tftp.service; indirect; wvendor
preset: disabled)
Drop-In: /etc/systemd/system/tftp.service.d

l—filelimit.conf

BO3MOXHble NUMUTblI ONMUCaHbl B cnegyrowmnx pasagenax CrtpaHmubl PpyKOBOACTBA
systemd.exec (5):

LimitCPU=, LimitFSIZE=, LimitDATA=, LimitSTACK=, LimitCORE=,
LimitRSS=,

LimitNOFILE=, LimitAS=, LimitNPROC=, LimitMEMLOCK=, LimitLOCKS=,
LimitSIGPENDING=, LimitMSGQUEUE=, LimitNICE=, LimitRTPRIO=,

136




1 OTOKPI:ITAFI
PyKoBOACTBO aAMMHUCTPATOPA l HHE%"&?S’B'G;’?

LimitRTTIME=

These settings control various resource limits for executed
processes. See setrlimit(2) for details. Use the string infinity
to

configure no limit on a specific resource.

MPUYMHA: AnMMKUTbI, yKa3aHHble B dannax /etc/security/limits.conf WAM
/etc/security/limits.d/*.conf, HacTpamsatoTcA PAM B Hayane ceaHca permcrpaumm,
YTO yKa3aHo B caeaytollen 3anncn garna /etc/pam.d/system-auth-ac

session required pam limits.so

NMPUMEYAHME. [lemoHbI, 3anyckaemblie systemd, HE MCMOb3YIOT CEaHC perncTpaumm
PAM NMMUTbI KOTOPbIX MOXHO HAaCTPamMBaTb TONbKO B paline toHMUTa CAyKObl.
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NMPUNTONEHUE 3

N3meHeHne nmmuTtoB

OnucaHue nHTepdeliica nice

NMMA: nice —3anycKaeT nporpammy € 3aZaHnem npruopuTeTa.

OB30P: nice [[MAPAMETP] [KOMAHAOA [APTYMEHT]...]

ONMNCAHWNE: 3anyckaer KOMAHZLY c yKa3aHnem npuopuTeTa ee BbINoaHeHUA. bes
yKka3aHua KOMAH/A BblaaeT TeKyLWMIA NPUOPUTET PaboTbl. ADJUST NO YyMOAYaHMIO paseH 10.
[nana3oH NnpruopmnTeTos pacnosioxkeH ot -20 (HamsbICcWwni) A0 19 (HaMMeHbLIKIA):

— -ADJUST - yBe/M4YMBaET NPUOPUTET Ha ADJUST;

— -n, —-—adjustment=ADJUST — TO €, YTO U —ADJUST,

— --help —BblaaeT MHOOPMALMIO M 3aBepLIaET paboTy;

— --version —BblAaeT MHOOPMAUMIO O BEPCUM M 3aBepLllaeT paboTy.

OnuncaHue nHTepdeica renice

NMMA: renice — U3MEHEHWE NPUOPUTETA BbIMONHAKOLLMXCA MPOLLECCOB.

OB30P:
renice priority pid...
renice priority [-p pid... ] [-g pgid...] [-u username]

OMVCAHWE: KomaHOa renice WCMNOAb3yeTCcA A/ WM3MEHEeHWA MNPUOPUTETOB
BbIMO/IHAOLLMXCA NPOLLEeCccoB. HoBOe 3HaYeHMe NpMopuTeTa 3343E€TCA YNCOBOM KOHCTAHTOM
priority, KoTOpasa MOXeT nNpUMHMMATb 3HadeHMA B JAmanasoHe oT -20 po +20.
HenpueunernposBaHHble NOAb30BaTe/IM MOTYT YCTAHOBUTb 3HAYEHWE MPUOPUTETA TOJIbKO B
npeaenax 0-20, B TO BpeMa KakK 418 CUCTEMHOIO aMUHUCTPATOPa AOCTYyMNeH BECb ANAMNA30H.
Hanbonee TMNNYHBIMKU 3HAYEHUAMM ABAAIOTCA Caedyrowme: 19 — npougecchl BbIMOAHATCA
TONbKO B C/ly4ae OTCYTCTBMA y npoleccopa cnewHon pabotbl; 0 — 6a30BbIN NpuopuTeT
PAaBHOMPABHbLIX  MPOLECCOB,  BbINONHAOWMXCA  NOA  YNpaBleHMeM  AUCMeTYepa;
oTpULATENbHOE 3HAYeHWe — ANA BbINOAHEHWSA Hambonee chnelwHbiXx M Be3oTnaratenbHbIX
pabor.

OnucaHue nHTepdetica kill

NMMA: kill — nocblIaeT CUTHan npoueccy wWau BbIBOAUT CMMCOK A0MNYCTUMbIX
CUIHANOB.

OB30P:

kill [-s CHUTHAJI | -CHUT'HAJI] PID...
kill -1 [CUTHAJI]...
kill -t [CUTHAJI]...

OMWCAHWE: nocblnaeT CcurHan npoueccy MWAM BbIBOAWUT CAMCOK A0MYCTUMbIX
CMIHaNOoB.

AprymeHTbl, 0b6A3aTenbHble ANA  MNOAHbIX  BAapPWMAHTOB  OMUMA,  ABAAKOTCA
00A3aTeNbHbIMM TaKKe M AN1A KPAaTKUX BAPUAHTOB:
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— -s, --signal=CUT'HAJI, -CUTHAJ— WUMS UM HOMEP MNOCbINAEMOro CUrHana;

— -1, --list — BbIBECTM MMEHa CWUIHaNOB WAM BbIBECTM WMA CUTHANa,
COOTBETCTBYHOLLEE HOMEPY, M HAODOPOT;

— -t, --table— BbIBECTU MHDOPMALMIO O CUTHANAX B BUAE TabNnLbI;

— ——help — BbIBECTM CNPABKY 1 3aBEPLLNTb PaboTy;

— —-version— BblBECTM MHPOPMALMIO O BEPCUM M 3aBEPLLNTL paboTy.

CUTHAN: moXeT yKasbiBaTbCA B BMAe MMeHu (Hanpumep, «HUP») nam Homepa
(Hanpumep, «1»). TakKe B KayeCTBE CUrHana MOMKHO YKa3blBaTb KO BbIXOAa, KOTOPbIN
Nporpamma AoAXHa COODLWMNTL CUCTEME NPK 3aBEPLUEHUMN.

PID — umcnoson wnaeHTMdMKaTop npouecca. Ecam ymcno oTpuuaTenbHOe, OHO
onpeaenaeT rpynny npouecca.

Onucaxue nHTepdeiica /etc/security/limits.conf

NMA: dainn orpaHnU4eHna pecypcos.

®OPMAT: rpynna/nonb3oBaTesb IMMUT (3KECTKUI/MATKMIA) NapameTp 3HaYeHue.

OMMCAHME NAPAMETPOB:

— core—pa3mep core ¢dainos (Kb);

— data — MaKCMMabHbIN pa3mep AaHHbIX (KB);

— fsize — MaKCMManbHbI pasmep danna (Kb);

— memlock — MaKCMManbHOe 3ab10KMPOBaHHOE aapecHoe NpocTpaHcTBo (KB);

— nofile— MaKCMMa/IbHOE KO/IMYECTBO OTKPbLITbIX GpaiN0B;

— rss — MaKCMManbHbIM pasamep NamaTn ansa pe3maeHT-nporpamm (Kb);

— stack — MaKCMManbHbIM pa3mep cTeka (Kb);

— cpu— MaKCcMManbHoe npoueccopHoe Bpemsa (MIN);

— nproc — MaKCMMaJIbHOE KO/IMYeCTBO NPOLLECCOB;

— as —OrpaHuyeHue agpecHoro npoctpaHcTea (Kb);

— maxlogins —MaKCMMaNbHOE YNCNO OAHOBPEMEHHbIX PETUCTPALIMIA B CUCTEME;

— maxsyslogins — MaKCMMa/NbHOE KOJIMYECTBO YYEeTHbIX 3anncen;

— priority— NPUOPMUTET 3aNyLLEHHbIX NPOLIECCOB;

— locks — MaKCMMa/lbHOE KONMYeCTBO Gannos, 6OKMPYEMbIX MO/b30BATENEM;

— sigpending —MaKCMMaNbHOE KOAMYECTBO CMIHA/IOB, KOTOPbIE MOXHO Nepeaatb
npoueccy;

— msgqueue — MaKCMManbHbIN pasmep namatn ana odepeaun POSIX coobuieHni
(bytes);

— nice — MaKCMMaNbHbIN NPUOPUTET, KOTOPbIM MOXKHO BbiCTaBuUTb: [-20, 19];

— rtprio— MaKCMMa/bHbIN NPUOPUTET BPEMEHM BbIMONHEHMA.
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NMPUNTOXREHUE 4

OnuncaHune uHTepdenca wipe

NCMNO/b30OBAHWME: wipe [onuumn] dannbl.
onunmn:

— —a — NnpepbIBaET NpU OLWMNOKE;

— -b <buffer-size-1g2> — yCTaHaB/AMBAET pa3Mep MHAMBUAYyaNbHOro bydepa
BBO/a/BbIBOAA, YKa3aB ero norapndm no ocHoBaHuio 2. MoryT 6biTb BblaeneHbl 40 30 3Tux
bydepos;

— —c —coBepuwaeT chmod () Ha 3alMLLEHHbIX OT 3anncK ¢annax;

— -D— cneayeT CUMBOJIMYECKMM CCbIIKaM (KOHOAUKTYET € -r);

— —e — WCNOMb3yeT TOYHbIK pasmep danna: He OoKpyraaeT pasmep danna Ans
CTMPaHMA BO3MOXHOIO Mycopa, OCTatoleroca Ha nocneaHem 610Ke;

— —f —dopcupyerT, T.e. He 3anpallmnBaeT NOATBEPKAEHNA;

— —F —He cTupaeT umeHa Gpannos;

— —h — NOKa3bIBAET CNpaBKy;

— -1 —nHGOPMATMBHbIN (BepbanbHbIN) PEXUM;

— -k — coxpaHseT ¢annbl, T. €. nocae nepesanncu Gparnbl He yaaNATCS;

— -1 <gmmura>-—YCTaHaB/MBaET AJIMHY CTUPAHWNA Ha <oyimnHy> 6anToB, roe <gmmua>
3TO UEeNoe 4YuUCNo, 3a KOTOpbIM cneayeT K (Kilo:1024), M (Mega:K"2) WM
G (Giga:K"3);

— -M (1|r) —YyCTaHaBAMBAET aTOPUTM PRNG ANA 3anoaHeHna 610K0B (M nopaaka
NpPOXo40B);

— 1 — 1cnonb3yeT Bbl30B OMHAMOTEKM random () ;

— a — UCMNOJIb3YET aJITOPNTM LLIVI(I)pOBaHl/Iﬂ arcfour;

— —o <caoeur> — YCTaHaBAMBaAET CABUTI OYNCTKUN Ha <coBur>, rAe <cosmur> MMEET
TOT e popMaT, YTO U <amHa>;

— -P <mpoxomer> — YCTaHaB/NMBAET KOAMYECTBO MPOXOA0B A8 OYUCTKM MMEHMU
danna. Mo ymonyaHuto ato 1;

— -Q <xosmuecTsBO> — YCTAHABAMBAET KOAMYECTBO NPOXOA0B AnA ObiCTpoM

OYUCTKM;

— -g — ObicTpaa o4mMcTKa, meHee 6e3onacHas, MO YMOAYaAHMIO 4 CAy4YanHbIX
npoxoaa;

— -r — peKypcus no KaTajnoram, nepexos MO CUMBOJIMYECKMM CCbl/IKaM
OCYLLEeCTBNATLCA He byaeT;

— -R — YCTaHaB/AMBAeT YCTPOWCTBO pPaHAOMM3aUMM (MW KOMAHAY CUA0B

paHAOMM3AUUM -S c);
— -S—(r|cl|p)— meToa paHAOMM3ALMN CUAOB;
— 1 — CYUTbIBAET C YCTPOMCTBA PaHAOMM3ALMU (HALEKHO);
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— C — CYMUTbIBAET M3 BbIBOAA KOMaHAbl paHAOMM3aALMM CUAOB;

— p—ucnonbayeT pid (), clock () U T.A4. (Cambln cnabblil BapmaHT);

— -5 — TUXMI PEXMM — NOAABNATb BECb BbIBOA,;

— -T <nomuTku> — YCTaHAB/IMBAET MAaKCMMaIbHOE YMCN0 NOMbITOK AN CBOOOAHOIO
NonCcKa MMeHKn dpaina; No ymondanuto ato 10;

— —v—oTobparkaeT MHPOPMaLMIO O BEPCUM;

— -7 — He CcTupaeT numa Gpanna;

— -X <umcyo> — MPOMYCKAaeT 4YMCNO MNPOXoAoB (NONE3HO ANS NPOAO/IKEeHMA
onepaLmnm 04YNCTKN);

— -x <passl,pass2,...>—3a4aeT oyepeab NPOXoa0B;

PykoBoAacTBo no wipe
NMA: wipe — be3onacHoe cTMpaHue dpannos.
OB30P: wipe [onumm] pathl path2 ... pathn

OMWCAHWME: wipe HECKONbKO pa3 nepes3anucbiBaeT creunanbHble naTtTepHbl Ha
yaanaembii $alin, Ucnonbsya Bbi3oB fsync () WM/UAKM O SYNC OUT ANA NPUHYAUTENBHOTO
[OCTyna K AMCKY. B HOpmanbHOM pexkmme wucnonb3ytorca 34 obpasua (M3 KoTopbix 8
ABNAOTCA PaHAOMHbIMK). HopmanbHbih pexum genaet 35 npoxonos (0-34). BbicTpbii
PEXMM MO03BONAET WMCMO/b30BaTb TO/bKO 4 Mpoxoda C PaHAOMHbIMM MNAaTTEPHAMM, 4TO
HaMHOro meHee H6e30nacHo.

KypHanumpyemble @®C, Takme Kak Ext3, Ext4d wnum ReiserFS, wncnonb3yoTca no
YMONYaHMIO. Ha HMX OTCYTCTBYIOT NPOrPaMMbl YAaNEHNA, KOTOPbIE MOTYT HaZEeXHO 3a4NCTUTb
dalinbl, TOCKONbKY YYBCTBUTE/IbHbIE J@HHblE M MeTaAaHHble MOryT BbITb 3aMMCaHbl B )KYpPHa,
K KOTOPOMY C/IOXKHO MOYYUTb AOCTY.

CtnpanHume Ha NFC nam Ha xypHanupyembix ®C (ReiserFS n 1.4.) He byaeT paboTaTs,
NO3TOMY PEKOMEH/YETCA BbI3blBATb wipe HAMPSAMYIO Ha COOTBETCTBYtOLLlee 6ao4Hoe MY ¢
COOTBETCTBYHOLWMMMU ONLUAMMU.

BHUMAHMWE! BbinonHATb BbI3OB wipe HAaNPAMYIO Ha cooTBeTCTBYylOLWEee 6a04HOE MY
C COOTBETCTBYHOLUMMM OMUMAMM PEKOMEHAYETCA TONbKO B C/y4ae KpalHen HeobxoanmocTy.

[anee cnenyet 3a4aTb NPaBU/bHbIE OMLMK, B YaCTHOCTU: HE peKOMEHyeTcA CTUPaTb
LLeNIbl XKeCTKMn AUCK (wipe -kD /dev/hda), T.K. 3TO YHUUTOXMUT rNaBHYH 3arpy304Hyto
3anucb. lMpeanoyTuTesbHa OYMCTKA pa3genoB (wipe -kD /dev/hda2) npu ycnosBumu
CO3/aHMA Pe3epPBHbIX KOMWA BCEX AAHHbIX.

onuMmM KOMAHAHOWM CTPOKM:

— £ (dopcMpoBaHHO; OTKAOYMTbL 3aNPOC NOATBEPHKAEHMNA) — MO YMONYAHUIO wipe
3anpallvBaeT NOATBEPXKAEHWE C YKa3aHMEM KOAMYEeCTBA PeryasapHbiX WM ChneumanbHblX
$annoB 1M ANPEKTOPUM, YKa3aHHbIX B KOMaHAHOM CTpOKe. [1ns noaTBepKAeHNa HeobxoamMmo
BBECTU «yes», ANA OTMeHbl — «no». [lpeaycMmoTpeHa BO3MOMKHOCTb OTKAKYMTb 3anpoc
NOATBEPXKAEHMA onNumen —£;
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— r (peKypcMBHO B NOAAMPEKTOPMAX) — NO3BONAET YAANTb BCE AEPEBO KaTa/10r0B.
Mepexon NO CMMBOANYECKMM CChI/IKAM HE OCYLLIECTBAAETCA;

— ¢ (chmod ecnn HeobxoaMM) — ecnn Ha Galn UAKM ANPEKTOPUIO ANA CTUPAHUA HE
yCTaHOBNEHbI NpaBa 3anuncu, byaet caenaH chmod ANA YCTAHOBKM pa3peLleHnin;

— i (MHOOpMaUMOHHDIN, BepbabHbIA PEXUM) — ANA BKAOYEHMA BbIBOAA OTHETOB B
CTaHAAPTHbIM BbIBOA (stdout). [10 yMONYaHWIO BCe AaHHbIE 3aNMCbIBAOTCA B CTaHAAPTHbIM
BbIBO/, OWMOOK (stderr);

— s (TMXM peXumm) — NOoAaBNAKTCA BCe COOOLIEHMA, KPOMe 3anpocoB
NOATBEPHKAEHMA M COODLLEHNN OLINOOK;

— g (bbICTPOE CTMpPaHMe) — B C/ly4ae MCMNONb30BaHWUA JAHHOM CTaann wipe Oyaet
nenatb (MO YyMONYaHWMIO) TONbKO 4 Mpoxoza, 3anmcbiBaa C/lyYyalHble AaHHbIe, Ha KaxKabil
dann;

— Q <KOJINYeCTBO-MPOXOA0B> — YCTaHAB/AMBAET KO/IMYECTBO NPOX0A0B ANA ObICTPOM
OYMCTKM, N0 yMONYaHuto 4. [laHHas onuma TpebyeT -q;

— a (ocTaHOBMTb Npu oWwKMbKe) — nporpamma BbIMAET C EXIT FAILURE Mpw
BO3HWKHOBEHUWN HePATaNbHOM OLIMOKM;

— R (YCTAHOBWUTb YCTPOWCTBO reHepauum Cay4arHbiX YMCEN WM KOMAHAY CUAO0B
PAHAOMHbIX AaHHbIX) — J@HHOM onuuen, KoTopaa TpebyeT aprymeHTa, BO3MOXKHO YKa3aTb
aNbTePHATMBY YCTPOMCTBY /dev/random WM KOMaHAY, CTaHAAPTHbIN BbIBOA KOTOpPOM byaeT
XelnpoBaH C ncnonbloBaHMem MD5-xela. 3T0 pa3nnyme moxKeT HbITb CAeNaHo onunen -s;

— S (meToa cNyyYamHbIX CMA0B) — AaHHas onuua MPUHUMMAET OAHOCMMBO/bHbLIN
apryMeHT, onpeaenstoLlinii, Kak MCNoAb3yeTcs YCTPOMCTBO PaHA0OMM3aLMM/apryMeHT CMa0B
pPaHAOMM3aLUMK. YCTPOMCTBOM PaHAOMMU3ALMKN NO YMONYAHUIO ABAsSETCA /dev/random. Ero
MOMHO YCTaHOBMUTb, NCNOb3YSA ONUMIO -R.

O4HOCMMBO/IbHbIMM aprymeHTammn MmoryT AB/IATbCA:

— r — ecnm HeobxoaAMmo, 4YTODbl apryMeHT MHTEPnPeTMpPOBaacs Kak obbl4yHOe
dannoBoe/cMMBO/IbHOE YCTPOMCTBO. byaeT paboTaTb C /dev/random, TaKXKe OO/KEH
paboTtaTb ¢ FIFO 1 nogobHbIm;

— ¢ — ec/Nn Heobxoammo, 4YTobbl aprymMeHT BbIMOAHANACA Kak KOMaHAa. BbiBoa 13
KOMaHAabl OyaeT XeWwwupoBaH C MCNOAb30BaHMeM anroputma MD5 ans obecnedeHus
Tpebyemoro cnaa;

— p — ecan HeobxoaMMo, 4YTODObl wipe MO/AyYana CuApl XelWwMpoBaHMEM
NepemeHHbIX OKPY)KeHUA, TeKyllen aaTel U BpemeHu, |ID npoueccoB M T.4. (aprymeHT
YCTPOWCTBA PaHAOMMU3ALMM HE MCMONb3YETCA). ITO HaMMeHee Be30nacHo;

— M (BblbpaTb anNropuTM reHepauum MnceBAoCAyYalHbIX 4Mcen) — BO Bpemsa
CNy4alHbIX MPOX0A0B wipe Nepe3anncbiBaeT Lenesble Gaibl NOTOKOM BMHAPHbIX AaHHbIX,
CO3/[aHHbIX CAeayoWMMM aAropnuTMamm No Bblbopy;
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— 1 — byaeT wucnonb3oBaTb (B 3aBUCMMOCTM OT CWUCTEMbI NO/Ab30BATENA)
nceBAopaHAOMHYO BMBAMOTEKY reHepaTopa random () WAM rand (). CneayeT obpaTuThb
BHMMaHME, 4YTO Ha OONbWMHCTBE CUCTEM rand() npeacTaBadaeT cobor NMHENHbIN
KOHIPY3HTHbIN reHepaTop, KOTOPbIM ABAAETCA KpanHe cnabbiMm. Boibop AenaeTcsa BO Bpems
KOMMUIMPOBAHUA 1 onpeaenaeTca HAVE RANDOWNM;

— a — bygeTt ncnonb3osaTb NOTOK WKdpa Arcfour kak PRNG. Arcfour coBmectnm ¢
wndpom RC4. ITO 03HAYAET, YTO NPU TOM e Katode Arcfour ABNSETCA B TOYHOCTM TaKUM XKe
NOTOKOM, KaKk RC4.

— r — byaeT mcnonb3oBaTb cBexuit anroputm RC6 kak PRNG; RC6 oTtnumpaetca
128-6MTHBIMM CMAAMM, 3aTeM HyneBoM ONIOK MHOrOKpaTHO 3alwndposbiBaeTcA ANA
NOy4eHMA NCeBa0C/y4anHOro NOTOKA. TO A0MKHO ObITb OTHOCUTENBbHO Be3onacHo. RC6 ¢
20 Kpyramu megseHHee, 4yem random (), onuma KomnuamposaHna WEAK RC6 nossondaer
MCNosb30BaTb Hosee ObICTPY 4-KpyroByto Bepcuto RC6. A noaydeHMAa BO3MOMKHOCTM
ncnonb3oBatb RC6 wipe A0MKEH OblTb CKOMMWAMPOBAH C YKa3aHHbIM ENABLE RCK; B
Makefile NpuBedeHbl NpeaynpexaeHna No NaTEHTHbIM BOMPOCaM.

Bo Bcex cnyyaax PRNG pacnpocTpaHseTca ¢ AgaHHbIMKU, CODpaHHbIMKU U3 YCTPOMCTBA
PaHAOMM3AUMMN:

— 1 <pmmuHa> — BBUAY BO3MOXKHOIO HaAMYmMA HEKOTOPbIX Npobaem B onpeaeneHmnmn
[eNCcTBUTeNbHOro pasmepa 6104HOro YCTPOMCTBA (T.K. HEKOTOPbIE YCTPOMCTBA HE MMEOT
GUKCMPOBAHHOIO pa3mepa, Hanpumep, AMCKETbl WAM KacceTbl) MOXKeT noTpeboBaTbcA
yKas3aTb pa3mep YCTPOMCTBA BPYYHYI. <AJMHA> — 3TO eMKOCTb MY, BblpaskeHHan B ymcie
6anT. MoXHO ncnonb3osaTb K (KMA0) Ana yKasaHuMa ymHoxeHua Ha 1024, M (mera) ana
BbIPa*KeHMA YMHOKeHMA Ha 1048576, G (rura) ans ymHoxeHus Ha 1073741824 n b (6510K)
ANA YMHOXeHMA Ha 512:

1024 = 2b = 1K
20K33 = 20480+33 = 20513
114M32K = 114*1024*1024+32*1024.

— <cnosur> — N03BOAET YKa3aTb CABMI BHYTPM CTMpaemMoro Gaiia namn ycTponcTaa.
CMHTaKCKC <CABMra> TaKoM e, KaKk 1 Ana onumm -1;

— e — WCNoAb3yeT TOYHbIA pasmep daina: He OKPYrAATb pasmep danna AnA
CTUPAHKUA OCTaBLLEroca mycopa B nocieaHem 610ke;

— Z — He CTUpaeT pa3mepbl GainioB NOBTOPHbIM YyMeHbLIEHWEM BABOE PalniOBOro
pa3mepa. [aHHble NOMNbITKM NPeanpPMHMMAOTCA TOIbKO Ha 0OblYHbIX daliiax, T. e. onums
becnonesHa nNpM WMCNONb30BAHUWU wipe AN OYUCTKM OAOYHOrO MAM CheumanbHOro
YCTPOWNCTBA;

— X <umcio> — MNPOMyCKaeT 3afaHHOe 4uc/io npoxodoB. [lonesHo Ana
NPOAO/IKEHMA OYMCTKM C 3a[1aHHOM TOUKM, HaNPUMep, Koraa Npm o4nMcTke 60bLIOoro AMCKa
HeobXxoAMMO NpepBaTb onepaunto. MicnonbayeTca ¢ -x;
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— x <passl>,.., <pass35> — VyKa3blBaeT nopagok npoxonos. Koraa wipe
npepbiBaeTcs, OHa OyaeT neyaTaTb TeKyllyto, BblOpaHHYyO cay4YalHbimM 0bpasom,
nepmMyTauMio MnopAaZKka MNpoxoda M HOMepPa MNpPOXoAa B KayecTBe COOTBETCTBYOLLMX
aprymeHToB -X U -X;

— F — He cTupaeT umeHa ¢pannos. ObbIYHO wipe MbITAETCA CKPbITb MMeHa $alnos,
NepenmmMeHOoBbIBaA MX; 3TO He rapaHTUPYET, YTO GM3NYECKOe PaCcNoNOKEHNE, COAepKallee
cTapble wWMeHa ¢annos, byaeT nepesanucaHo. [locne nepeMmeHoBaHWA daina
eANHCTBEHHbIM cnocobom ybeanTbCca, 4YTO MMA M3MEHEHO, ABAseTca du3nyeckoe
OCYLLECTBNEHME BbI30Ba sync (), KOTOPbIN BbIMbIBaeT ANCKOBbIe Kalwmn PC, B TO BpemMA Kak
ANnA ,ob6aBNEHNA M 3aNNCKU KILWA MOXKET MCNONb30BaTbCA BUT O SYNC ANA CUHXPOHM3ALMK
BBOAA/BbIBOAA A/1A oAHoro daina. T.K. sync () MeAONEeHHbIN, BblI30B sync () Moc/e
KaXk[0ro nepemmeHoBaHmMA AefaeT OYMUCTKY MMeH GalnNoB TaKKe meaeHHON;

— k — COXpaHseT ¢pannbl: He yaanaeT dannbl nocne ux nepesanmcu. NonesHo npu
HeobxoaMMOCTHM CTEPETb YCTPOMCTBO, COXPAaHMB NP 3TOM CreuynanbHbii Gana yCTPONCTBA.
D70 noApasymMeBaeT -F;

— D-—cneayeT CMMBOIMYECKUM CCbIZIKAM: MO YMONYaHUIO wipe HUKOrAa He cnenyet
CMMBOMYECKUM CCbikam. OaHaKo, ecam bbln YKasaH -D, wipe COMNAcUTCA Ha CTUPaAHKMe
Lenen, Ha KOTOpble YKa3biBatdOT CMMBOJIMYECKME CCbINKM. HEBO3MOXHO OAHOBPEMEHHO
yKasaTb onuun -D U —r (perypcus);

— v — MNOKa3blBaeT MHPOPMALMIO O BEPCUN W1 BbIXOA;

— h — NOKa3bIBaAeT CNPaABKY.

®ANNBI: no YMONYaHUIO Ucnonb3yetcsa /dev/random B KayecTsBe cuaa (MCTOYHMKA)
reHepaTopa NceBAoC/y4alHbIX YMCE.

MEPEMEHHbIE OKPYXEHWA

Ecnn ycTaHoBneHa WIPE SEEDPIPE, wipe OyAeT BbINONHATb YKa3aHHYHO B Hel
KOMaHAy (Mcnonb3ys popen () ), XeWMPOBaTb BbIBOA KOMaHAbI ¢ anroputmom MD5 message-
digest pns nonyyeHma 128-butHoro cmaa ans PRNG. Hanpumep, Ha cuctemax c
OTCYTCTBYIOLLEM YCTPOMCTBOM /dev/random 3Ta NepemeHHasa A0KHa ObiTb YCTaHOB/IEHA B
/etc/profile B cUgHapuMin 060N0YKKM, coaepKalMIM Pa3NnNYHble KOMaHAbl, TakMe KaK 1s,
ps, who, last W T.4., KOTOpble 3amMyCcKatTCA aCMHXPOHHO, YTOObI MONYYMTb BbIBOA
HACKO/1IbKO BO3MOXHO MeHee npeacKkasyembliM.

MNprmepsbl 3anycka wipe

Cnepytoulana KoMaHAa PeKYPCUBHO (-r) YAANAUT BCE B AMPEKTOPUN private, NpU
9TOM BK/IIOYEHO MPUHYAUTENbHOE yAaNeHWe M OTKAKYEH 3anpoc MNOATBEPNKAeHUA (-f),
MOKasaH Nporpecc npouecca yaaneHmsa (-i):

wipe -rfi private/*

YAanuTb Kaxkabli dann M Kaxayw JAUpekTopuio (onums -r) B AUMPEKTOPUM
/home/berke/plaintext/, a TaKXKe CaMy ANPEKTOPUIO /home/berke/plaintext/.
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ObbluHble darnbl byayT yaaneHsl B 34 npoxoaa, U UX pasamep bByaeT yMmeHbLIaTbCA
BABOE CAy4yaliHOe Konu4yecTBo pa3. CneumanbHbiX GannoB (CMMBOAbHbLIX M B10YHbIX
ycTtponcts, FIFO) He byaeT. Bce anemeHTbl anpekTopun (dannbl, cneumanbHble ¢dannbl n
avpexktopun)  byayt nepeumeHoBaHbl 10 pa3z M 3aTeM ydaneHbl. INemeHTbl C
HenoAxXoAAWMMKM paspeLlleHnsamm byayT BbINOAHATL chmod () (onuma -c). Bce yKkasaHHble
onepaumm byayt npomcxoamtb 6e3 NnoaTBEPKAEHWUSA NOAb30BaTeNA (onuns —f£):

wipe -rcf /home/berke/plaintext/

BnroyHoe ycTponcTBO /dev/hda3 COOTBETCTBYET 3 pas3deny rnaBHOro AMCKa Ha
nepsmyHom IDE nHTepdelice, KoTopoe ByaeT yaaneHo B ObiIcTpoM pexxmme (onuma -qg), T.e. 4
CAy4arHbIMM Npoxoaamu. NHAEKCHble AeCKPUNTOPbl He ByayT NepemMmeHOBbIBAaTbCA UK
yaanateca (onuma -k). Mepes 3anyckom nporpamma notpebyeT BBECTU Kyesy:

wipe -kg /dev/hda3

[MOCKOMIbKY wipe HMKOrAa He caeayeT no CMMBOJIbHbIM CCbIIKAM, €CAM HET ABHOMO
yKasaHua, npu HeobxoaMMOCTW yaanuTb /dev/floppy, KOTOPbIM MOMET OKa3aTbCA
CMMBOJIbHOW CCbINKOM /dev/£d0ul440, noTpebyeTcs yKasaTb onuumio -D. MNepen, 3anyckom
nporpamma notTpebyeT BBECTU yes»:

wipe -kgD /dev/floppy

B naHHOM cnyyae wipe PEKYPCMBHO (OMUMA —r) YHUUTOXKMUT BCE B /var/log, KpOMe
/var/log. [porpamma He ByaeT NbITaTbCA BbINOAHUTbL chmod (). OHa byaeT BepbanbHOM
(onuma -i) n He NOTpebyeT BBECTM «yes» B pe3ybTaTe onumm —£:

wipe -rfi >wipe.log /var/log/*
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