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AHHOTALNA

HactoAwmn AOKYMEHT ABNAETCA TPeTbel YacTbio PYKOBOACTBA MNO/b30BaTENSA
MpWKNagHoOro nporpammHoro obecnedyenma «Aspopa LieHTtp» (nanee —MMO) penns 5.1.0m
COAEPKUT onucaHne OYHKUMOHMPOBAHMA noacuctembl Mnatdpopma ynpasnenuma (MY),
BxoaAauwen B coctas [M0.

MMNO ABnAeTcA NPUKNAAHBIM NPOrpamMMHbIM obecnedyeHnem, npeaHasHaYeHHbIM
ANA:

— YNPaBAeHUsA YCTPOUCTBAMMY, @ TaKKE MPUIOKEHUAMM? U UX HUSHEHHBIM LMKIOM;

— OTNpaBKM push-yBegOMAEHWNIN HA YCTPOMCTBA;

— obHoBNeHMA onepaumoHHon cuctembl (OC) ABpopa nyTem NOAyYeHUs W3
[OBEPEHHOro XpaHuAuLWa naketos ¢ nameHeHnamm OC (obpasa OC) 1 nx ycTaHOBKM. MMpu
3TOM YKa3aHHble MPOLLECChbl BbIMOAHAOTCA LWTAaTHbIMK cpeacteamm camon OC, a TMO
y4acTByeT Anllb B UX MHMUManm3auum B8 OC ABpopa M He rapaHTUpyeT MX YCMewHoro
3aBepLleHns.

NPUMEYAHUA:

v' TNoapobHan MHGopmMaLua o cocTase 1 HaszHadeHum MNM0O, a TakKe TpeboBaHMA K
YCNOBMAM BbINOJIHEHMA NPMBEAEHDBI B AOKYMEHTe «PyKOBOACTBO aAMNUHUCTPATOPA»;

v' MNoppobHaa uHPopmaumua 06 0COBEHHOCTAX pPEe3epBHOro KOMMPOBaHMA
npuBeLeHa B JOKYMeHTe «PeKoMeHZaLMy Mo pe3epBHOMY KOMMUPOBAHUIO».

OnuncaHne wuHTepdencos noacuctem, Bxoaswmx B coctas MO, npuBeseHo B
cneayrouwmx AOKYMEHTax:

— «PyKkoBoacTBO nonb3oBatena. Yactb 1. MNoacuctema 6e30nacHOCTUY;

— «PykosoacTBO Nonb3osatena. Hactb 2. [loacncrema « MapkeTt»;

— «PykoBoACTBO Nonb3oBatens. Yacts 3. MNoacuctema MNnathpopma ynpaBaeHuay;

— «PykoBoAcTBO Nosib3oBaTtesia. HacTb 4. [loacmncrema ynpasaeHUa TeEHaHTaMM»;

— «PykoBoacTBO nosb3oBatena. Yacte 5. MNoacmuctema CepBuc yBEAOMAEHNIY.

MPUMEYAHUE. Coctas pa3genos uHTepdeica [MO 3aBUCUT OT BapMaHTOB
nocTasku’.

OnucaHme paboTbl NPUAOKEHMI NPMBEAEHO B AOKYMEHTAX:

— «PyKkoBOACTBO MONb30BaTeNA. YacTb 6. [punoxeHne «Aspopa MapkeT» ANA
onepaunoHHON cUCTeEMbl ABpOpay;

— «PyKoBoacTBO nosb3oBaTend. Yactb /. [lpunoxkeHue «ABpopa UeHTp» anA
onepauyoHHOM cncTeMbl ABPOpay;

— «PykoBoACTBO Monb3oBaTesiA. YacTtb 8. [lpunoxKeHne «Aspopa MapkeT» AONA
onepaunoHHon cuctembl Androidy;

! OnpepeneHune TepmmHa «YCTpoMcTBO» NpuseseHo B Tabauue (Tabanua 53).
2 Onpepenenve TepmuHa «lMpunoxenne» npuseneHo s Tabauue (Tabauua 53).
3 KOMMEeKTHOCTb BapMaHTOB MOCTaBKM OMpeaenseTcs yCAoBMAMM JIMLEH3MOHHOIO A0roBOpPa.
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— «PykoBsoactso nosb3osatena. Yacte 9. [llpunoxkeHue «Aspopa LeHTp» anA
onepaunoHHOM cuctembl Androidy;

— «PykoBoAacTBO nosb3osatena. Yactb 10. MNMpunoxkeHne «Aspopa MapkeT» Ana
OMnepaLMOHHbIX CMCTEM cemencTsa Linux»;

— «Pykosoactso nonb3osatensa. HYacte 11. lpunoxeHne «Aspopa UeHTp» anA
OMepaLMOHHbIX CUCTEM CEMENCTBA Linux».
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1. NOAINOTOBKA K PABOTE

MPUMEYAHUE. [ina paboTbl nonb3osatenen ¢ mHtepdencom lMMO Heobxoammo

BbINO/IHEHME CNEAYIOLINX YCNOBUIA:
v Hannume Beb-Opay3epa C noaaep)kkoh TexHonormi: TLS, CSS3, HTMLS,
ECMAScript 5 n Cookie. PekomeHayeTcs ncnonb3osaTb Beb-bpaysep Chrome Bepcum 90

WA BbllLE;
v PaspelueHune skpaHa MoHUTOpa He meHee 1280x960 px.

1.1. OnucaHue npuHumnos 6esonacHomn paboTbl cpeacTsa

1.1.1. Obuwasa nHpopmauyma

MMNO peanunsyeT cneaytoume GyHKUMM Be3onacHOCTH:

— NAEHTUOUKALMA M ayTEHTUPUKALMA CYOBEKTOB A0CTYyNa N 0ObEKTOB AOCTYN3;

— ynpaBaeHue A0CTynomM cybbeKToB A0CTyNa K 06beKkTam A0CTyNa;

— perucTpauma cobbiTim HesonacHocTu.

Mpn ncnonbzosaHmm MMO HeobxoAMMO BbINOSHEHME CAEAYIOLMX Mep MO 3aliuTe
MHbOPMALMM OT HECAHKLIMOHMPOBAHHOMO AOCTyNa:

— cobntoaeHme NapoabHON NONUTUKK;

— cobntoaeHne TpeboBaHMA, COMNMAaCHO KOTOPOMY Mapo/b HEe AO/KEH BKAOYATb B
cebs n1erko BblYMCAAEMblE COYETAHNA CUMBO/IOB;

— OTCyTCTBMeE Yy NO/b30BaTe A NpaBa nepeaayn AMYHOro Napoas TPETbUM NLAM;

— 00M3aHHOCTb NONb30BATENA MPM BBOAE MAPOAA MUCKAOUYUTb BO3MOXKHOCTb €ro
nepexsaTta TPETbMMM NNLAMM U TEXHUYECKMMMN CPEACTBAMM.

Mpw akcnayataumm MMO 3anpewaeTca:

— 0CTaBNATb 6e3 KOHTPONA He3ab/NOKMPOBaHHbIE NPOrpamMMHble cpeacTBa u/unm

Mnno;
— pasrnawaTtb Napoau, BbIBOAWTb MX Ha 3KPaH, NMPUHTEP WAM WHble CPeaCcTBa

oTOobparkeHna nHGopmaLmu.
1.1.2. KomnpomeTauma naponem

Moa KomnpomeTaumel naponen HeobxoaMMo NOHUMATL creaytollee:

— QU3NYECKYLo yTpaTy HOCUTENS C MAPONbHON MHPOPMaLMEN;

— nepepnavy MAEHTUPUKALMOHHON MHDOPMALMM MO OTKPbITbIM KaHaNamM CBA3M;

— nepexBaT Napoas Npu pacnpeaeneHnm NAeHTMPnKaTopos;

— CO3HaTenbHyto nepeaayvy MHGOPMaLMM TPETbUM ULLAM.

MPUMEYAHUE. Tpu  KOmnNpomeTaumm  MNaponsa  nonb3oBaTenb  06A3aH
He3ameaamMTeIbHO ONOBECTUTb AAMMHNCTPATOPA YHETHbIX 3aNMCEN.
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1.1.3. OnucaHne napameTpoB (HacTpoeK) 6e3onacHOCTM CPeaCcTBa, AOCTYMHbIX
Ka*k40W poan Nonb3osBaTenen, 1 nx besonacHble 3Ha4YeHKs

HacTtpolkn napametpoB He3onacHoctu MMMNO AOCTYNHbI TONbKO NOb30BATENAM C
PONbIO AAMWHUCTPATOP YYETHbIX 3aMUCEN M 3aKAHOYAKOTCA B BO3MOMKHOCTM yMNpaBAeHuA
ponamm nonbzosatenen MMMO.

[Monb3oBaTeNnsm AO/KHbI Ha3HayaTbCA MWHUMaAAbHbIE MNpaBa WM NPUBUAETUN,
HeobxoAnMble 414 BbINOAHEHMUA UMUK CBOUX AONMKHOCTHbIX 06A3aHHOCTEN (DYHKLMN).

1.2. JlnueH3noHHoe cornaweHume

Mepea wcnonb3oBaHvem [MNO nonb3oBaTeNto HEOOXOAMMO O3HAKOMMUTBLCA C
ycnosmamm JIMUEH3MOHHOIO COrNalleHma C KOHeYHbIM nosib3oBatenem (/IMueH3noHHoe
cornawenne?), kotopoe ByaeT 0ToBPaX]aTbCA NPU YCTAHOBKE CUCTEMbI, @ TaKXKe JOCTYMNHO K
NPOCMOTPY B BEPXHEM MPABOM YIy KaxKaoro M3 noapasaenos nHrepdenica MMNO B nyHKTe
«O nnatdpopmey. MNMoapobHoe onmncaHme paboTbl B pa3gene «O naatpopme» NnpmMBeaeHO B
n.1.4.1.

MPUMEYAHME. /ltoboe ncnonsaoBaHue MMNO o3HavaeT noaHoe n 6e30roBopoYHoe
NPUHATME NOIb30BaTENEM YCNOBUM JINLEH3MOHHOIO COrTalleHunA.

1.3. Havano ceaHca paboTbl

BHUMAHMWE! MNMepsBoHavanbHbin BxoA B MO ocyLecTBAAeTCA ¢ NOMOLLbI0 KoHCcoM
agMmnHucTpaTopa b 1M npeayCcTaHOBNEHHOM YYETHOM 3anNMCKU C POSbI0 AAMUHUCTPATOP
yyeTHbIX 3anucen. MoapobHaa MHPopmauuma npueBedeHa B AOKYMeHTe «PyKoBoACTBO
agMUHUCTPaTOpPaY.

Ona ayteHTUOUKaUMM B KoHconn agmuHucTpatopa MY HeobxoAMMO BbIMOAHUTL
cneayrouime AencTemns:

— B Beb-6pay3epe nepelTn No aapecy KoHconm agMmmnHucTpaTopa Y.

MPUMEYAHME. [ina nonyyeHuns agpeca KoHconn aammHuctpatopa MY Heobxoanmo
00paTUTbCA K CUCTEMHOMY aaMWHUCTPATOPy AMOBO WMHOMY MLy, OTBETCTBEHHOMY 3a
YCTQHOBKY M HAaCTPOMKY CUCTEMbI;

— Ha CTpaHuLEe ayTeHTMOMKALUMM BbINOAHUTL CAeayoLLMe AeNCTBUA:

e BbiOpaTb A3bIK MHTepdeica (N0 yMonYaHuto MHTepdelnc oTobparxkaeTcs Ha
A3blKe Bpay3epa Nnonb3oBaTens);

® 3aMO0JIHUTL NoAA «J1orTnH» U «llaponby»;

® Ha)KaTb KHOMKY «Bontm» (PucyHok 1).

4ﬂl/ILI,eH?:l/IOHHOG cornaweHmne oTan4aeTca B 3aBUCMMOCTUN OT BAPMAHTOB MOCTaBKU.
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NMPUMEYAHUE. [aHHble Ona 3anonHeHusa nonen  «JlormH»  u «[laponb»
AamunHuctpatopy natdopmbl ynpaBneHUs npeaoctaBndaer AAMUMHUCTPATOP Y4YETHbIX
3anucen. lNMpouecc co3aaHMsa y4eTHOM 3annck AammnHucTpatopa Maatdopmbl ynpaBaeHua
npueBedeH B AOKymeHTe «PykoBoactBo nonb3oBaTend. Yactb 1. [loacuctema
6e30nacHOCTUY.

Bxopn PYC

TNoruk*
( ?'

Mapone*

PucyHok 1

B uensx 6e3onacHOCTM Npu NepBom Bxoae nonb3oBaTesnto MY byaeT npeanoxKeHo
CMEHUTb Naponb. [Ana 3TOro B OTKPbIBLIEMCA OKHE HEODXOAMMO BbINOAHUTL Caedyolme
nencrtema (PUCYHOK 2):

— BBECTW TEKYLLMN Napob;

— BBECTW HOBbIN MapO/b;

— MOBTOPHO BBECTWU HOBbIN NAPOb;

— BbIOPaTb A3bIK MHTEPPENCa;

— HaXKaTb KHOMKY «[1pOoA0 KUTbY.

B uenax 6esonacHocTu co3pganTe PYC
HOBbIW Naponb

Tekywmi naponb®

— lMoeTopwTe napons®

sessnsned 9 ‘

NPOOOITXUTL >

PUCyHOK 2
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HoBbI Napoab AOMKEH COAEPKATD:

— 0T 8 A0 255 cMmB0O0B;

— 3arnasHble HYKBbI;

— CTPOYHble BYKBbI;

— undpsl;

— CMNeucmMmBObI.

MPUMEYAHMUE. Cpok aencrema naponda 60 gHen. Mo MCTeYeHNM YKa3aHHOIo CPOKa
Napo/ib HEOOXOAMMO CMEHWUTb, NPX STOM HOBbIM MNAPO/b AO/IKEH OTANYATLCA OT 3 paHee
BBOAMMbIX.

Mo ymoAn4YaHMO  ANA  KaAOro Monb3oBaTenAa  BO3MOXKHO He  bonee
2 04HOBPEMEHHbIX (MapannenbHbIX) ceccuit 4ocTyna.

Mpn nNpeBblleHNUM AONYCTMMOrO KOJIMYeCcTBa Ceccuin oTobpasmTca OKHO C
MHOOPMALMOHHBIM CcoOobLIEHMEM «Bbl MPEBLICMAN KONMYECTBO AO0MYCTUMbIX CECCUM.
TeKkywme ceccum byayT 3aBeplieHbl» (PUCYHOK 3), rae HeobxoaAMMO BbINONHUTL OAHO U3
cneayrouwmx encTBum:

— HaXaTb KHOMKy «[loaTBepaAnTb», B pe3y/sibTaTe 4ero BCe TeKyllme ceccum
3aBepLuaTcs u byaeT BbiNONHEH BXxoA, B KOHCONb aaMMHMCTpaTopa Y

— Ha)XaTb KHoMKy «OTmeHa», B pe3y/abTaTe Yero BCe TeKylMe CecCum OCTaHyTCA
aKTMBHbIMM M 0TODPA3NTCA OKHO BXOAa B KOHCOb aamMMHKMCTpaTopa Y.

MoaTeBepxaoeHue onepaLum

A4eCTBO AOMNYCTUMbIX CecCUi. Tekylume ceccum ByayT

OTMEHA NMOATBEPOUTDL

PucyHok 3

Mpn  ycnewHom  ayTeHTMdMKaumMm  OoToOpasuTCcA  CTpaHMua KoHconum
aaAMUHUCTpaTopa MY.

MPUMEYAHUE. B cnyyae M3MEHEHWs CNUCKa poser HeobxoAMMO NPONTH
NOBTOPHYIO ayTEHTUOMKALMIO.

CUCTEMHbBIM aAMUHUCTPATOPOM MOTYT BbITb YCTAHOB/IEHbI CAeAyOLLME HACTPOMKN:

— aBTOMATWUYECKMI BbIXOA M3 CUCTEMbI (B CAy4ae HEaKTMBHOCTM MO/b30BaTeNA
bonee 5 muHyT). [na npogosKeHua paboTbl HEobXoAMMO MOBTOPHO MNPONTK
ayTeHTUMKaLMIO;

— O/IOKMPOBKA Yy4eTHOM 3anmck nonb3oBaTena (B C/Ay4ae HeaKTUMBHOCTU
nosb3oBaTens B TevyeHune 45 aHen). [ns npoaoakeHua paboTbl HEOOX0AMMO 06pPaTUTLCH K
CMCTEMHOMY aIMUHUNCTPATOPY.
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1.4. OnucaHue nHtepdeitca

BHUMAHMUE! B 3aB1CMMOCTM OT KOHOUTYPaLMK, HACTPOEK M BapUaHTOB MOCTaBKMK’
MMO cocTas pa3aenos BepxHen naHenn nHtepdenca MNMO moxKeT oTAnYaThCA.

HacToAwmMn AOKYMEHT COAEPMKMT onmcaHme paboTbl MY M OTHOCALIMXCA K Hen
noApa3aenoB BeEPXHeW NaHenn nHtepoenca.

1.4.1. BepxHAA naHenb

BepxHAs NaHeNb NO3BONAET BbINOJHUTL C/ieaytollmne AeNCTBUA:
1) OcyuwecTBnsaTb HaBuraumto mexay nogcucremamum MMO (PucyHok 4 [1]).
PaboTa B BepxHel naHenn KoHCOAM aamuHUCTpaTopa [1Y BbiNOAHAeTCA B
cneayLLmMx pa3aenax:
— «MoHUTOPKHI» (pa3aen 3), BKAOYatOLWEM B ceba nogpasaen «MHAMKATOPbI»
(nogpasanen 3.1);
— «YnpasneHue» (pasgen 2), BKatovatolem B ceba cneayrowme noapasaensi:
e «YcTtporcTtBa» (noapasaen 2.2);
e «[lonb3osaTtenn» (nogpasgen 2.3);
o «Monntnkm» (nogpasaen 2.4);
o «CueHapun» (noapasaen 2.5);
o «Ddannbl» (nogpasnen 2.6);
— «AgMuUHUCTPUpOBaHME» (pasgen 4), BkAoYaolwem B ceba caeaytolime
noapasaensi:
e «HacTtpoikn» (noapasnen 4.1);
e «Opr.cTpyKTypa» (nogpasnen 4.2);

8 MYIBTUTEHAHT  MOHWTOPMHT  YMPABMEHME  AIMWHUCTPMPOBAHUE I Hartanwus Weanoea (i.ivanova... I
YCTPOWCTBA MONbL30BATENM MOMAUTHUKIA CUEHAPUM WAANBI MPUNOXEHWA BUTPUHBI CBAZKMW KIKOYEA I O nnatgopme
2 3 4 =1 BuiiiTu
Mok no rpynnam NOBABMTh ~ NPUMNALLEHWA
(® Mowuck No ycTpolcTEaM YcTpoicTea m
+ HoBbi# ¢unetp v
MEl 577842920942
— & YerpoiicTag .. VIE| 577842020942883 @ 02.04.2024 01:49 —
HaGopw ¢uneTpos v .
MEI 752 0 35419
— @ Yerpoiiereo . VIEl 152526099535412 @ 02.04.2024 01:49 —
M 7AR3A5EOE0R27985
— 8 Aquarius NS .. VIEl 745356389627989 @ 02.04.2024 01:49 —
CTpok Ha cTpaduue: 25 - 1-25 na 376567 >

2) MonyynTb AOCTYN K CNpaBKe C MHCTPyKUMen u onucaHmem pabotbl B MO
HaskaTem 3Hayka @ (PucyHok 4 [2]);

> KomnaeKTHoCTb BAapMaHTOB NOCTaBKM onpeaenaeTca ycoBnaAMn JIMUEeH3MOHHOIo 40rosopa.
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3) MpocmaTpmBaTb caeayoLlyto MHGopMaLmMo 06 y4eTHOM 3aNnCK NONb30BaTENS B
MeHI0 TeKylllero nonssosatens (PucyHok 4 [3]):
- UMS;
— pamunnus;
— Email;
4) BbibnpaTb COOTBETCTBYIOLIME MYHKTbl M3 PACKPbLIBAOLLErOCA CMMCKA HarKaTMeMm
3Hayka® ' B MeHto nonb3osatens (PucyHok 4 [4]):
— «O nnatdopme», coaepKamin (PucyHok 5):
® QKTUBHYIO CCbIJIKY Ha JIMLLEH3MOHHOE COrNalleHne, NPU HaxXaTuM Ha KOTOPYHO
0T0bpa3mnTCa TeKCT JInLEeH3NoHHOro cornawenns (PucyHok 5 [1]);
e cnucok Bepcuin cepaucos MMO (PucyHok 5 [2]);
® KHOMKy «CKONMPOBATb CEPBUCHI» A1A KOMMPOBAHUA MHPOPMALIMKN O CepBUCaX
B bydep obmeHa (PucyHok 5 [4]);
® KHOMKY «3aKkpbITb» (PucyHoK 5 [3]) ana Bbixoaa 13 pasaena «O nnatdopmey;

O nnatdopme

n.’LleHE('C'HHCe cornaweHue ¢ KoOHe4YHbIM
— 1

nonb30BaTENEM

v1131.041

v2.00

v0.148.0+2

v0.137.6+2

v1.131.041

v1.131.0+1

I 3AKPb! TbIICKO'IIr‘IPOBATb CEPBMCbI I

I |
3 <

PUCYHOK 5

— «BbIATMY - NYHKT ANA 3aBeplUeHns ceaHca paboTbl B M0O. B pe3ynbTate BbIX0Aa
oTobpa3mnTcs KoHcob Bxoaa Nonb3osaTtenelt (cm. PucyHok 1).

1.4.2. Paboyasa obnactb

B paboueir obnactn oTobparkatoTca AaHHble BbibpaHHOro nogpassena KoHconu
agmMuHucTpaTtopa MY u ocyuwectenaetca pabota C 3anemeHTamu ero uMHTepdelica
(PucyHOK 6 [1]), B YacTHOCTM:

— pobaBneHWe yCTPOWMCTBA, TrPYMNmn YCTPOWCTB, MO/Ab30BaTeNEN WAM  TPYNN
nonb3oBaTenen (BpyyHyto, ¢ nomousto CSV-daina);

— nobaBneHne npurnalieHna Ha CaMoCTOATE/IbHYO PErMcTPaLLMio YCTPOMCTBA;

® BHELUHMI BUA 3HAYKa MOXKET OT/IMYATLCA OT NPUBEAEHHOrO Ha PUCYHKaX B HaCTOALLEM AOKyMeHTe. Ha 3Hauke
oTobparkaeTca nepsas byksa MMeHW NoNb30BaTENA.
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— MpWBA3Ka YCTPOMCTBA K MO/1b30BATE/O 1 €70 OTBA3KA (BPYUYHYHO, C momoubto CSV-
danna);

— BN0OKMpPOBKa M Pa3bIOKNMPOBKA YCTPONCTBA;

— OYMCTKa COAEPKMMOro YCTPONCTBA;

— B610KMPOBKaA M pa3bIOKMPOBKA Kamepbl YCTPOMCTBA;

— MOJlyYeHMe CMMCKa CUCTEMHbIX COODULEHMIA C  YCTPOWMCTBA M CODbLITUM
6e30nacHoOCTU;

— Ha3Ha4YeHWe N OTCAEXMBAHME NONUTUK, HA3HAYEHHbIX Ha NONb30BaTeNEN, FPynny
nonb30oBaTenen, yCTPOMCTBA MK FPynny YCTPOMUCTB;

— CO3[4aHMe W Ha3HayeHue Ha rpynny nosb3oBaTenei WaM rpynny YCTPOMCTB
opnanH-cLeHapmeB;

— NPOCMOTP MHDOPMALMM O TEKYLLEM M LIENIEBOM COCTOAHMM YCTPOMCTB;

— NPOCMOTP MHOOPMALIMM O HAa3HAYEHHbIX ONepPaTMBHbIX KOMaHAAX, NOANTUKAX M
odnarH-CcLEHAPMAX Ha YCTPOMCTBAX, @ TaKXKe O TOM, KaKMe U3 HUX ABNAKOTCA AEMCTBYOLWMMM
B MOMEHT MNPOCMOTPa;

— MOHMUTOPUHT TEKYLLETO COCTOAHMNA YCTPOMCTBA;

— MNPOCMOTP OPraHn3aUMOHHOM CTPYKTYPbl KOMMNAHWMW.

BHUMAHUE! B 3asucumoctn oT OC AOCTYNHOCTb YMPaBAAOWMX AENCTBUM ANS
YCTPOWMCTB MOET ObITb OrpaHMyeHa.

B KoHconn agmuHuctpatopa MY anemeHTbl MHTepdelica, BblAeNEHHbIE LBETOM
(PycyHoK 6 [2]), npeactaBnatoT cOb0M aKTUBHbIE CCbIIKM, MPW HAXKATUM Ha KOTOPblE MOXKHO
BbINONHUTL Mepexod Ha CTpaHuLy/KapTouky, rae npusedeHa 6onee noapobHan
MHGOPMaLUMA N MMeeTCs BO3MOXKHOCTb CKONMMPOBATL AaHHble B bydep obmeHa.

[na ynpouieHua B3amMmoaemnctama AamuHuctpatopa [natdopmbl ynpaBaeHua ¢
nHTepdencom KoHconm aammHuctpatopa MY npeaycmoTpeHbl BCN/bIiBatOWME NOACKA3KM
(PcyHOK 6 [3]), KoTopble 0TOOpaXKatoTca NpU HaBeAEHMU Kypcopa Ha COOTBETCTBYIOLLINM
3/IEMEHT, a TakKe 3Hauyku (Tabnumua 1), AOCTynHble B CAMCKe ObICTPbIX AENCTBUN U
No3BOAAKOLIME YNPABAATb BbIOPAHHbIMW 31EMEHTAMM.,

ga MYNBTUTEHAHT MOHWTOPUHI YNPABNEHWE AOMWHWUCTPHMPOBAHWE @ HaTtanua Meanoea (Livanova...
YCTPOWCTBA MNONb30BATENMN MONUTHUKK CUEHAPHIA DAANBI MNPHUNOXEHWA BMTPUHEBI CBHA3KM KJIKOYEN
Mowek o rpynnam OOBABUTE ~ MPUFAALLEHWA
(® Mowck no ycTpoicTeam YcTpoiicTea W

+ HoBbiiA duneTp ~

MEl 5778429209428
VIE| 577842920942883 @ 02 042024 01-43 _

Hab6
aBopti dunbTpos v \ MEI 752526099835419 :
—_ 8 YcTpoWcTED An @ =

B npouecce axTusau

MEI 745356989627985 @

3 Aguarius NS M1 02.04.2024 0148 —

CTpok Ha cTpaHKue: 25 - 1-25 na 376567 >

PUCYHOK 6

12



PyKoBOACTBO Nnosib3oBatena. HYactb 3

=~ OTKPbITAS

MOBWUJIbHAA
l NNAT®OPMA

noApasaenos pasaena «YnpasaeHuey.

B Tabnuue (Tabnuua 1) npuseseHbl BO3MOMKHble AENCTBMA MO KaXAOMY U3

Tabnuua 1
MNoppasaen 3HaYoK OnucaHue lNpumeyaHune
YcTtpouncrsa
- 2+ MpuBA3aTb YCTPOMCTBA K nn. 2.2.6.1
N0/b30BaTENAM
=+ MpuBA3aTb YCTPOMCTBA K nn.2.2.7.1
rpynnam
4 AKTMBALMA YCTPONCTB nn.2.2.8.2
O ApXMBMPOBATb nn. 2.2.11.1
[pynnbl yCTPOMCTB
NMPUMEYAHUE. na 4 AKTMBaLMA YCTPOMCTB nn. 2.2.8.4
oTObparkeHua rpynnsbi (akTMBaUMa nomoulbto JSON-
YCTPOMCTB HEOHX0ANMO B danna)
obnactn punbTPOB BbIOPATH
«[lonck no rpynnam»
Nonb3osatenu
- = MpnBA3aTbh N0Ab30BaTENEN K nn.2.3.4.1
rpynnam
E MpuBA3aTb YCTPOMCTBA K nn.2.3.5.1
No/1b30BaTENAM
[m] ApxmBmnpoBaTb Nosib3oBaTena | n. 2.3.6
[pynnbl Noab30BaTENEN
- 2 MpunBA3aTb Noab3oBaTenen k| nn. 2.3.4.1
rpynnam
CueHapwuun
- 2 HasHauuTb opnamH-cueHapum | nn. 2.5.2.2
Ha rpynny noab3oBaTenem
() Ha3HaunTb opnanH-cueHapum | nn. 2.5.2.2
Ha rpynny yCTPOMCTB
O Yaanutb cueHapui n.2.5.4
®annbl
- O Ynanutb dann n.2.6.3

4yeKkboKce HanpPoTUB BbIBPAHHOIO anemeHTa ynpasaeHus (PrucyHok 7).

[lna pocTtyna K CNUCKy ObICTPbIX AEUCTBUMM HEeobXOAMMO YCTaHOBUTbL TasIOuKy B
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ga MYNbTUTEHAHT MOHWTOPWHI YMPABNEHWE AOMWUHWUCTPUPOBAHWE @ Haranwa Meanoea (i.ivanova...
YCTPOWCTBA MNOnNb30BATENKW MoNUTHUKA CLIEEHAPHWA DARNBI NPYUNCXKEHWUA BMTPHHEI CBA3ZKM KIMIOYEA
Mounck no rpynnam MPUTNALIEHWA
@® Mowuck no ycTpoiicTeam 2 ppifpaHo sieneHme @ 2 = 0O

+ HoBelit puneTp

Habopbl ¢uneTpoB

MEI 577842920942883

MEI 7

MEI 7

52526099835419

C]

5356989627985
45356989627983 02.04.20240... —

CTpok Ha cTpaddue: 25 - 1-25 ua 376567 >

1.5. Paborta ¢ dnnbTpamm

Pu

CYHOK 7

Obnactb dunbTpos KoHconn agmmHuctTpaTopa MY no3BonseT BbINOJHUTL MOMCK MO
KpUTEPUAM, OOCTYMHbLIM M3 PACKPbIBAOLLErOCA CMMCKA B C/IeAYOWNX NoApasaenax pasaena

«YnpasneHue»:

— «YCTPOMCTBa» - MOMCK YCTPOMCTB, rpynn yCTPOWCTB M cobblTMin Be3zonacHOCTH

YCTPOWCTB;

— «[lonb3oBatenn» - MOUCK NONb30BaTENEN YCTPOIMCTB, TPYNMN Nob30BaTeNeN;
— «[TONNUTUKM» - MOUCK NONUTUK.
B tabnunue (Tabnumua 2) npuseaeHbl pUALTPLI 414 NOUCKa MHGOPMALMN MO KaXKa0My
M3 NoApa3aenoB pasaena «YnpasaeHuey.

Tabnunua 2
MNoppasaen ®PunbTpol JoCTynHble 3HaYeHuA
MoucK No ycTponcTeam
MNoapasgen o BBoA 3Ha4YeHMA C K1aBmaTypsbl.
«YCTpomncTBa» naeHTMduKaTopy | Momck no naeHTMOUKaTOpPY YyCTPOMCTBA:

(nomck goctyneH
TaKXXe U BHYTpU
KapTOYKM rpynnbl
YCTPOMCTB —
npeaycmoTpeHa
BO3MOXHOCTb
HaWTW YCTPOWNCTBO,
BXOAALLee B
KOHKPETHYO
rpynny)

— «[lo IMEI» - noucK no mexxayHapoaHOMY
NAEHTUUKATOPY YCTPONCTBA;

— «[To SN» - noMcK No cepumHomy Homepy
YCTPOWCTBa;

— «[lo Ethernet MAC» - nonck no MAC-agpecy
Ethernet ycTpoiicTsa;

— «lo WLAN MAC» - nonck no MAC-agpecy
WLAN ycTtponcTsa. Hanpumep,
«00:2a:00:00:a0:00x;

— «[lo ceTeBOMY MMEHWM KOMMbOTEPA» - MOUCK
no ceTeBOMY MMeHM KomnbloTepa (hostname);

14
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MNoapasaen

PunbTpbl

JocTynHble 3HavYeHuns

— «[o IP-aapecy ycTponcTBa» - MOUCK
ycTponcTs no IP-agpecy.
MPUMEYAHUE. JocTynHO npumeHeHue
HECKO/IbKMX MAEHTUPMKATOPOB NOUCKA
O4HOBPEMEHHO

Mo UUID

Mouck No naeHTUdUKaTOpy yCTpoMCcTBa. BBoa,
3Ha4YeHMA C KnaBmaTypbl

U3HEHHbIN LWMKA

[TOMCK N0 CTaTyCcy XU3HEHHOTO LUMKNA
yCTpOMCTBa. BbibOp 3Ha4YeHnA 13 cnmcka:
— «3aperncTpmpoBaHoO»;

— «B npouecce akTMBaUNNY;

— «AKTVMBUPOBAHOY;

— «He aKTMBMpPOBaHO»;

— «OuynweHo»;

— «ApxuBHOE»

1o coOTBETCTBUIO
NONNTUKE

[MoncK yCTpoMCTBa NO COOTBETCTBUIO
Ha3Ha4YeHHbIM NOANTUKAM. Bbibop 3Ha4eHnA 13
CMUCKa:

— «CooTBeTCcTBYET”;

— «He cooTBeTCcTBYETY;

— «He ynpasnaertca»

Mo paTe co3gaHua

Monck no aaTe AobaBAeHNs YCTPOMCTBA 33
BblOpaHHbIM Nepunos,. Boibop 3HaYeHuns s
KaneHaaps

Mo paTe Monck no aaTe 06HOBAEHMA YCTPOMCTBA 3a

0HbHOBNEHMA BbIOpaHHbIM Nepnoa. Bbibop 3Ha4YeHMs 13
KaneHaaps

Mo moaenn Bbibop moaenm ycTponcTea M3 CNnCKa

Mo nnathopme

Bbibop nnathopmbl:
— «ABpopav;

— «Android»;

— «Linux»

Mo rpynne

MoWCK yCcTpoicTBa No 3aA4aHHOM rpynne. Beog,
3HaYeHMA C KnaBMaTypbl

1o KOMMEHTapUIO

[MOWUCK YyCTPONCTBA MO KOMMEHTaputo. Beos,
3HAYeHMA C KNaBuaTypbl
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MNoapasaen ®PunbTpol JocTynHble 3HaYeHUA
Mownck cobbituii besonacHocTn
MNoapasgen Mo Tmny cobbiTna | ounck no TMny cobbiTia 6esonacHocTH. Bbibop
«YcTponcTea» —» 3HAYeHMA M3 PACKPbLIBAKOLLErOCA CMUCKA:
KapTO4uKa — «MHdOopMaLMOHHOEY;
yCTpOWCTBa —» — «OTnago4vHoe;
BKMaZKa «CobbITHA — «[pefynpexaeHver;
6e30MacHOCTM» — «KpuTtnyeckoe»
Mo MMeHN MonCK No Ha3BaHMIO COObITUA Be30nacHOCTMK.
cobbITHA Bbibop 3HaYeHmA M3 cNncKa
Mo gaTe [MoncK No aaTe NoayvyeHmns cobbiTnA
noayyYeHmn H6e30nacHOCTM 3a BbIGpaHHbIN Nepunoa. Boibop
3HaYeHMA 13 KaneHaaps
lNo paTe MMoWUCK No AaTe BO3HMKHOBEHMsA CODbITMA
BO3HMKHOBEHMUSA H6e30nacHOCTM 3a BbIOpaHHbIM nepunos,. Boibop
3HaYeHMA 13 KaneHaapA
Monck no rpynnam ycTpomncTs
Moapasaen 1o Ha3BaHMIO MoucK rpynnbl YCTPOMCTB NO Ha3BaHMIO. Beoa,
«YCcTponcTea» —» 3HAYeHMA C KNaBMaTypbl
«Mownck no Mo npuHumMny MOWCK rpynnbl YCTPOMCTB NO NPUHLUNY
rpynnam» nobaBneHms nobasneHuns B rpynny.

MPUMEYAHMUE. Mocne npumeHeHua dunbTpa B
CMUCKe OTOBpaXKatoTCA TONbKO ANHAMUYECKNE
rpynnbl N0 BbIOPAHHbIM KPUTEPUAM.

Bbibop 3HaYeHMA M3 PaCKpbIBAOLLErOCA CMMUCKaA:
— «CTtaTyc yCTpoMCTBa» - MOWUCK MO CTaTycy
yCTPOMCTB. Bbibop M3 cnuncka: «/ltoboe» nnm «He
3a4aHO»;

— «Mnatdopma ycTponcTBa» - MNOUCK NO
nnatdopme ycTpoicTB. Bbibop w3 cnucKa:
«/ltoboe» nnn «He 3agaHo»;

— «ObOBEM KECTKMX AMCKOBY» - MOUCK YCTPOMNCTB
no 06bemy KecTKMx ANCKOB. Bbibop 13 cnucka:
«/Troboe» nnn «He 3agaHo;

— «KonmyectBo NpoOLECCOPHbIX A4ep» - MOMUCK
YCTPOWCTB MO KONMYECTBY MPOLLECCOPHbIX AZEp.
Bbibop 13 cnucka: «/ltoboe» nnm «He 3aaaHo»;
— «Mopgenb ycTponcTBa» - MOWUCK MO MOoAeNu
yCTPOMCTB. Bbibop 13 cnuncka: «/ltoboe» nnm «He
3a4aHO»;
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MNoapasaen

PunbTpbl

NNAT®OPMA
JocTynHble 3HavYeHuns

— «Tun yCTPOMCTBa» - MOUCK MO TUMY YCTPOMCTB.
Bbibop 13 cnuncka: «/ltoboe» nnm «He 3anaHo»;

— «Obbem onepaTMBHOM NamATU» - MOMUCK
yCTpoMcTB No 0bbemMy onepaTMBHOM MaAMATMU.
Bbibop 13 cnuncka: «/ltoboe» nnm «He 3aaaHo»;

— «CeTeBoe MMA KOMMbkOTEpPa» - MOWUCK
YCTPOWMCTB MO CETEBOMY MMEHW KOMMbIOTEPA.
Bbibop 13 cnucka: «/ltoboe» nnm «He 3aaaHo»;

— «Pe3ynbTaT BbINOJIHEHNA CKPMATa» - MOWUCK
YCTPOWCTB MO  pe3y/ibTaTaM  BbIMO/JIHEHWS
ckpunTa. Bbibop 13 cnmncka: «/ltoboe» mam «He
3a4aHO»;

— «IP-agpec ycTpomncTBa» - NOUCK YCTPONCTB Mo
IP-agpecy. Bbibop 13 cnucka: «/ltoboe» nam «He
3a4aHO»;

— «[lponsBoanTeNnb» - MOUCK YCTPOMCTB MO
Ha3BaHWO npomsBoauTena. Boibop M3 cnmcKa:
«/ltoboe» nnn «He 3agaHo»

Mo nate co3gaHuA

Monck no aaTe AobaBAeHUA rPynMbl YCTPONCTB
3a BblbpaHHbIN Nnepuros. Bbibop 3HaYeHuA n3
KaneHaaps

Mo paTe
0bHOBNEHUA

Mouck No aate 0OHOBAEHMA TPYNMbl YCTPOMCTB
3a BblOpaHHbIN Nepuos,. Boibop 3HaYeHnA 13
KaneHaaps

[MoncK No NoNb3oBaTeNAM

Moapasgen
«[lonb3oBarenn» -
«[lonck no
NO/1b30BaATENAMY.
(mouck goctyneH
TaKXKe M BHYTpH
KapTOYKM rpynmnbl
nonb3oBaTenem —
npeaycMmoTpeHa
BO3MOHOCTb
HaNTK
nosb3oBaTens,
BXozAallee B
KOHKPETHY!O0
rpynny)

Mo Email

Mounck no aapecy paboyen NoyTsl
no/ab30BaTeNs

[To umeHu

Mo dpamunnmm

o otyecTBy

MoncK No umeHun, dammnmm, oT4yecTBy

Mo paTe co3gaHuma

Mownck no aate A06aBAEHNA NONb30BaTENS 32
BbIOpPaHHbIN Nepunoa, Bolbop 3HaYeHns 13
KaneHaaps

lNo paTe
0bHOBNEHUA

Mouck No aaTe 06HOBMEHMA NOMb30BaATENA 3
BbIOpPaHHbIN Nepunoa, Bolbop 3HaYeHns 13
KaneHaaps
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PyKoBOACTBO Nnosib3oBatena. HYactb 3 _J Hﬁﬁ}‘g&#ﬁﬁ
MNoapasaen ®PunbTpol JocTynHble 3HaYeHUA
[MoncKk no rpynnam nosib3osateneu
MNoapasgen 1o Ha3BaHMIO MoucK rpynnbl NONb30BaTeNen YyCTPOMCTB MO
«lNonb3oBarenm» - Ha3BaHMO. BBOA 3HAYEHMA C KNaBMaTypbl
«[Townck no Mo Tnny rpynnbl [MoWCK rpynnbl NOAb30BaTeNEN NO TUNY rpynnbi:
rpynnam» — «[lpynna nonb3oBaTenemn»;
— «QOpr.nogpasgeneHue»
Mo npuHumMny [oucK rpynnbl NONb30BaTeNen No NPUHLMNY
nobasneHus nobasneHna B rpynny.

BbIbOp 3HaYEHMA M3 PACKPbIBAOLLLErOCA CAMUCKA:
— «[lo AONONHUTENBHBIM aTPUOYTaM
nonb3oBatensa LDAP»

Mo paTe co3maHma |Mouck no gate aob6aBneHMA rpynnsbi
Nonb30BaTeNem 3a BbibpaHHbIM Nepmnoa. Beibop
3HaYeHMA 13 KaneHaaps

o paTte MouncK no aate o6HOBAEHMA TPYNMbI
obHOBNEHUSA Nonb30BaTeNem 3a BbibpaHHbIM Nepmnoa. Beibop
3HaYeHMA 13 KaneHaaps

[ToucKk NoAnNTUK

MONNUTUKM Mo Ha3BaHMIO MoWCK No Ha3BaHWO. BBOA 3HaYeHUs C
KnaBuaTypbl

Mo pate co3gaHus |Mouck no gaTe 406aBAEHUA NONUTUKM 33
BbIOPaHHbIM Nepuos. Bbibop 3HaYeHns 13

KaneHpapa

o parte Monck no aaTe 0O6HOBAEHMA NOAUTUKM 33

obHOBNEHUSA BblOpaHHbIM Nepunos,. Boibop 3HaYeHuns s
KaneHaapA

o npasuny [ouck no npaBuay, 406aBNEHHOMY B MOUTUKY.

NOUTUKN Bbibop 3HaYeHMA 13 cnuncKa (AoCTynHble

3HaYeHus npmeeaeHbl B Tabanue (Tabauvua 37)

BHUMAHUE! B naHHOM NyHKTE onmncaHbl obuime npuHUMnbl paboTbl ¢ GUALTPAMM
Ha Npumepe noapasaena «onb3oBaTenmy».

[1na noncKa no 3ag4aHHbIM KpuTepusam TpebyeTcs BbINOHUTL Ceaytolulme AeNCTBUA:

— nepenTn B Heobxoaumblt noapasaen nHtepdeca Mo,

— BblOpaTb M3 PaCKPbIBAOLLErocs cnuncka «Tun GuabTpa» OAuMH U3 GUNLTPOB ANA
MOWCKa 1 3a4aTb NapameTpbl (PUcyHOK 8).
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MOBWUNIbHAA
PykoBOACTBO no/sb3oBatend. Yacts 3 | MNATDOPMA
ga MYNETUTEHAHT MOHWTOPWUHI YMNPABNEHWE AODMUHWCTPUPOBAHUE @ HaTanua MeaHoga (i.ivanova...
YCTPOWCTBA NONL30BATENN NONMTHUKK CLEHAPHK OANNDI NMPUNOXEHWUA BUTPUHbI CBA3KW KIIOYEN
ek no rpynan
® Mowuck No nons3oBaTenaM Monb3oeaTenu
+ HoBblit duneTp ~
Tun dunsTpa OpowH Yecnas [dasm... ga-vladimirl999@... 7337233565.. 1 — 17.04.20241..
I -
n i KopHunos CeaToch... qa-jan28@ef8148.... B25039473... 1 — 17.04.20241..
o emai
Mo umeHm BoraaHos Beiwecna.. ga-anna_2019@be... 9069741061... — 1 17.04.20241..
Mo damunum
VPN NGate Test VPN_NGate@omp.ru — — — 17.04.2024 ..
Mo oTyecTBy
Mo pate cozgaHua . _ - - - e
Mo nate oHOBNEHNS . CTpok Ha cTpaHaue: 25 w 1-25 13 250 >

PucyHoK 8

Mpu BBOAE 3HAYEHMA C KNaBMaTypbl (MMHUMaNbHAA A/ MHA NOMCKOBOro 3anpoca —
3 cMmBONa), a TakkKe Bblbope 3HauYeHWA B KaneHdape HeobXoAMMO  HaXKaTb
COOTBETCTBYIOLLYKD KHOMKY ANA NpUMeHeHua &unbTpa, a npu Bblbope 3HayeHusa wu3
PacKpbIBatoLLErocsa Cnucka puabTp ByaeT NpMMeHeH aBTOMATUYECKM.

Ons GopMMPOBaHMA PACLUMPEHHOrO NOMCKA NO 3aA4aHHbIM KPUTEPUMAM BO3MOXKHO
33JaTb HECKONbKO QPUAbTPOB 0OAHOBPEMeEHHO. B pe3ynbtate B paboyen obnactm
0TOOpPa3nTCA nepeyvyeHb 31EMEHTOB YynpasaeHusa, CcHOPMMPOBAHHBLIA HA OCHOBAHWUK
NPUMEHEHMA YCTAHOBAEHHbIX GUALTPOB. pu HeobxoaMMOCTM ANs yaaneHus dunbTpa
cnefyeT HaxKaTb 3HAYOK (X (PucyHok 9 [1]). Ana cbpoca Bcex BblOpaHHbIX PUALTPOB
HeobxoAMMO HaxKaTb KHOMKy «CopocuTb BCce» (PucyHok 9 [2]).

TakKe Npn HeobxoAMMOCTM NPUMEHEHHbIE PUABTPLI MOXHO COXPaHUTbL B Habop
bWNbTPOB, BbINOAHMB CAeaytolme AeNCTBUA:

— HaxkaTb KHoMKy «CoxpaHuTb» (PucyHok 9 [3]);

ga MYNbTUTEHAHT MOHWUTOPHHI YMPABNEHWUE AOMWHWUCTPUPOBAHWE @ Hatanusa Meanosa (i.ivanova...

YCTPOWUCTBA NMONb30BATENMX MOMUTHUKN CUEHAPHM DAUSBI MPUNOXEHUA BUTPUHBI CBA3KW KIMOYEN

Mowuck no rpynnam i
@® Mowck No NonbL3oBaTeNamM MonbsosaTenu
+ HoBbIid dUneTp ~
MeaHoe Agam MaTa PKUWE070483291. 8335194895 — — 18.08.2023 1.
-
WBanoe Metp testltest@test.ru 1122334455 2 1 25052023 .
AxTUBHbIE unbTPbI (1) ~

‘ Maanna.— 1

| cspocuTe Bck | JcoxeanuTs |

I I CTpok Ha cTpaHuue: 25 w 1-2mu3 2

2 3 -

PucyHok 9
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PyKOBOZCTBO Nonb3oBaTens. YacTb 3 | Mo hAd

— B oTObOpa3mBLIeMcs oKHe (PucyHok 10) BBeCTH nms Habopa PUNbLTPOB;

PepakTuposaHue Habopa GuUnbLTpoE

Wwmr Habopa gunsTpos

[test_q}wlep| I

[ MBaHOE |
A A

OTMEHWTb [eexiily]

PucyHok 10

— HaKaTb KHOMKy «Co3aaTby.

B pe3ynbTate BbibpaHHaAa KOMbOMHaumA GUAbLTPOB OyaeT coxpaHeHa B Habop
DUALTPOB, KOTOPLIN NPY HEOBXOAMMOCTM BO3MONKHO YAANUTL HaXaTMem 3Hauka O
(PrcyHOK 11) nnn oTpeaakTMpOoBaTh €ro HasBaHMe HaxXaTMeM 3HaYKa 7

ga MYNETUTEHAHT MOHWUTOPUHI YTMNPABNEHWE AOMUHUCTPUPOBAHUE @ Hatanwa Mearoea (Livanova...

YCTPOWCTBA NONb30BATENN MNoJNTHUKK CUEHAPWUK ©AANDI MPUNOXEHWA BUTPUHbI CBA3KW KJTHOYEA

® Mowuck No nonb3oBaTenam MNMons3oeatenu
+ HoBbil GunbTp v
WMeaHos Agam Mate PKUWB070483291. 83351948095 — — 18.08.20231...
AKTWBHbIE HUNETPbI (1) A
Meanoe MNetp testliest@testru 1122334455 2 1 25052023 ..
. MBaHOE Q.

CBPOCMUTE BCE

Habopbl puneTpos ~

(m]

test_dwmnstp &

CTpok Ha cTpanvue: 25 w 1-2uz2

PucyHok 11

MPUMEYAHME. Mpw Bbixoae 13 KoHconn aammHucTpaTtopa MY 1 NoBTOPHOM BXoAe
Mo/, 3TON »Ke Y4eTHOM 3aNNCbio COXPaHEHHbIe GUNbTPLI ByayT AOCTYMNHbI.
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PyKoBOACTBO Nnosib3oBatena. HYactb 3 l Hﬁﬁ#‘g'gmﬂ

PABOTA B PASAENE «YTNPABNEHUE»
KOHCOJZIU ADMUHNCTPATOPA 1Y

2.1. Obuwee onucaHMe KapToveK 31eMEeHTOB YrpaB/1eHUA

2.1.1. PaboTa c KapTO4YKOM YyCTPOMCTBA

C NOMOLLLbIO KaPTOYKM YCTPOMCTBA BO3MOMXKHO BbINONAHUTb CAeaytolme AeNCTBMA:

— MPOCMOTP AeTaNbHOM MHPOPMaLMM 06 YCTPOICTBE;

— aAKTMBaALMA YCTPOWCTB;

— OTnpaBKa onepaTMBHOM KOMaHAbl Ha YCTPOMCTBO;

— NPWBA3Ka K N0Nb30BaTeN0/rpynne yCTPOMCTB;

— yAaneHHoe NoAKAtoUYeHne K paboyemy CToNy YCTPOMCTBA;

— MPOCMOTP COBLITUIN 6E30MaCHOCTM YCTPOMCTB;

— apXMBMpPOBaAHME YCTPOWCTB.

[na npocmoTpa KapTO4KM YCTPOMCTBA HEOHXOAMMO BbIMOAHUTL CAeaytollme

NencTBus:

— nepenTn B noapasaen «YCTponcTea» pasaena «YnpasneHme;
— O1a 0TOBpaANKeHUs CAMCKa YCTPOWCTB B 061acTn dUAbLTPOB BbibpaTh «IOUCK Mo

YCTPOMCTBaAMY;

— Ha)KaTb Ha Ha3BaHWe yCTPOMCTBa.

B pe3ynbTaTe OTKPOETCA KapTO4YKa YCTPOMCTBA, MHTEPPENC KOTOPOM BKAOYAET:

— obuwyto wuHbopmaumto 06 ycTpornctBe (PucyHok 12 [1]), cocTosiwyto U3
napameTpoB, NpuBeaeHHbIX B Tabanue (Tabanua 3);

Tabnnua 3
MNapameTp OnucaHue

Mogaenb — Ha3BaHWe MOAEeNN YCTPONCTBA;
— T1n ycTpocTea (MpunoxeHune 1)

ID NpeHTUUKATOP YCTPOMCTBA, KOTOPbLIN MOXKHO CKOMMPOBATb,
HasKas 3Hauok D

IMEI IME| yCTpO#CTBA, KOTOPBIM MOKHO CKOMMPOBATb, HasKas 3HauoK I

IP-agpeca IP-azpec yCTPOMCTBA, KOTOPbIM MOYKHO CKONMMPOBATb, HaXKaB

3Hauok O

Ethernet MAC

MAC-agpec Ethernet ycTpolcTBa, KOTOPbIN MOXHO CKOMMPOBATb,
HakaB 3Hauok D

SN CepuinHbIN HOMEpP YCTPOMCTBA, KOTOPbIM MOXHO CKOMMPOBATD,
HakaB 3Hauok D
WLAN MAC MAC-aapec WLAN yCcTpONCTBa, KOTOPbIM MOYKHO CKONMPOBATb,

HakaB 3HauoK I
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MNapameTp OnucaHune
CeTeBOMY MMEHM CeTeBOMY MMEHM KOMMbKOTEPA, KOTOPOE MOXKHO CKOMMPOBATb,
Hakas Ha 3Hauok T
CraTtyc CTaTyC *KM3HEHHOTrO LUMKAA YCTPOMCTBA/COOTBETCTBUS NOAUTUKE
KnneHT ABpopa Bepcuna npunoxkenua «Aspopa LleHTp» noacuctems M0, KoTopoe
LeHTp YCTaHOB/IEHO Ha YCTPOMUCTBO
KnneHT ABpopa Bepcua npunoxenHua «Aspopa Mapket» noacuctems (1110,
MapkeT KOTOpOe yCTaHOBAEHO Ha YCTPOMCTBO
CosgaHo [ata n Bpema nobasneHMA yCTPONCTBA
O6HoBNEeHME [ata n Bpemsa nocneaHero obHoBAeHMA nHGopmaLmmn ob
yCcTponcTee
MNogKkntoyeHune [aTta 1 Bpemsa nocneaHero NoAKNtO4EeHNs YCTPOMCTBA
KommeHTapui K JononHutenbHana nHbopmauma ob yCTpoMCTBe (3aN0NHAETCA Npu
YCTPOWCTBY HeobxoAMMOCTH)

— onepaTuBHoe ynpasneHue (PucyHok 12 [4]), npuMeHeHMe KOTOporo NpueeaeHo

BN. 2.2.9;
— BKJAAKM KapToukM (PucyHok 12 [2]) ¢ pononHuTenbHon uHdopmaumnen ob
yCTpoMcTBeE:
e «CocTosaHue» (nn. 2.1.1.1);
e «YnpasneHue» (nn. 2.1.1.2);
e «[llonb3osaTtenn» (nn. 2.1.1.3);
o «Ipynnbi» (nn. 2.1.1.4);
o «Monutumkm» (nn. 2.1.1.5);
e «CueHapum» (nn. 2.1.1.6);
e «YaaneHHbin goctyn» (nn. 2.1.1.7);
o «CobbiTna 6e3onacHocTm» (nn. 2.1.1.8);
o «[punoxkeruar» (nn. 2.1.1.9);
e «Kapta» (nn. 2.1.1.10).

[INA pefaKTMPOBaHWA [LaHHbIX YCTPOICTBA HEODXOAMMO HaxaTb Ha 3HauoK #
«PepaktnpoBaTtb» (PucyHOK 12 [3]) m BHECTM Heobxoaumble M3MEHEeHMA B creaylolime
nons:

— «Mnatdopmay;

— «Mopaenb ycTponcTBa;

— «KomMmeHTapuim».,
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MOBWUNIbHAA
PykoBOACTBO no/sb3oBatend. Yacts 3 | MNATDOPMA
g/a MYNbTUTEHAHT MOHUTOPUHI YNPABNEHUE AOMWUHUCTPUPOBAHWME @ Hatanua Wsarosa (i.ivanova.
YCTPOUCTBA MONb3OBATENMN NONUTUKKU CUEHAPUM NPUNOXEHUA BUTPUHDI CBA3KM KINOHEN
F+ R570E 3 COCTOAHME YNPABNEHUE NONB3OBATENM reynnbl NONUTUKN CLUEHAPUM YAANEHHBIM AOCTYN COBbIT >
Cwmaprdon Aepopa A I
[locTynHble ANA ynpasneHus -
B 8aelfe65-2d24-ddac-8412 2
B3 v Hasauwe Texywee Uenesoe Wameneno VCTOMHMK
SR YOPAIAIC v Kondurypauus
+1.pat
- Monyuerue komang Kaxawie 14
o OTnpaska COCTORHMUA Kaxawie 14 —
Pacnucarve otnpasxu cobbituin GesonacHo... Kaxavie 14 —
0O6HoBNEHME KOOPAWHAT B KNUeHTe ABpopa Kaxasie 10 m —
XpaHeHve noros Ha ycrponcree MNocrosHHoe -
OnepaTtusHoe ynpasnexve A
v Cucrema
e o 0 ~ Bnoknposka akpana Paabnoxuposawo Bpemennan paszbno.., - Onep. ynpasnenne
Obwosurs  [marwoctixa  Mapons
e pirny Bpesms aeiicrens, [1:HY:MM 94004 12m
duve. o e [N ¥
MAsIseTIS CHAMKM 3KpaHa Paspewenro —_
o ° YnpasneHue QaTton U BpemeHem PaspeweHo
Mukpodom [ e OuncTurs
6030MACHOCTA YCTPOACTBO
3AKPLITH AXTHBMPOBATL APXWBUPOBATL
PucyHok 12

2.1.1.1. Brknagka «CoctosaHune»

Bo Bknagke «CoOCTOAHME» BO3MOMHO BbINOAHUTL CAedyloline  AencTBuA
(PncyHok 13 [3]):

— AKTMBMPOBATb YCTPOMCTBO, HaXKaB KHOMKY « AKTMBMpOBaTb» (nn. 2.2.8.1);

— YyOanuUTb YCTPOWMCTBO M3 CMMCKA YCTPOMCTB, HaKaB KHOMKY «ApPXMBMPOBATbLY
(nn. 2.2.11.2);

— BbIATM U3 KAPTOYKM YCTPONCTBA, HAXKaB KHOMKY «3aKPbITb».

Takke BO Bknaake «CocToAaHME» MNpeayCcMOTPEeHa BO3MOMKHOCTb YMNPaBAATb
oTObpaKeHemM noaen CocToaHUA No caeayowmm napameTpam (PucyHok 13 [1]):

— «Bce» — oTobpakatoTcs BCe NOAA COCTOAHMS;

— «JlocTynHble ans ynpaBaeHmna» — oTobpaKatoTcsa N0NA, 3HAYEHMNA KOTOPbIX MOTYT
3a/1aBaTbCA MOJIMTUKAMK, ONepaTUBHbIM ynpasieHnem, opaanH-clueHapusamm (3HavyeHmne
BbICTAB/IEHO MO YMOYAHMIO);

— «[lop, ynpaBneHvem» — oTODOparKatoTCA MOAA, 3HAYEHWMA KOTOPbIX 3adaHbl
NONIMTMKAMK, ONEePaTMBHbIM ynpaBaeHnem, obaaH-CLLEHAPUAMM.
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PyKOBOZCTBO Nonb3oBaTens. YacTb 3 | Mo hAd
ga MYNBTUTEHAHT MOHWTOPHUHI YNPABNEHWE AOMWHWUCTPHUPOBAHME @ Hatanua MearoBa (i.ivanova

YCTPOUCTBA NONB30BATENM NONUTHKA CLIEHAPHH NPHUNOXKEHWAA BUTPHHBI CBAZKM KINOYER

Cwmaptgon Aspopa ~ |u COCTOAHME YTMNPABJIEHME NONb30BATENN rPYMNbl MNOMUTHEK CUEHAPWK YOAJEHHbBIA AOCTYN COBbIT >

Iy Baelfe65-2d24-4dac-8412

7 3533588605940F .
T 353358860504956 41— LoctynHuie ana ynpasneHus -
He ynpaenaetca
1.71.1+1.pat. j* Hazsanue Texywee Lenesoce WameneHo MeToumne
v Kondurypauma
0111.202312:46
0111.202312:46 Monyyenne komang Kaxopie 14
0111.202312:51
2 Otnpaeka COCTORHMA Kaxapie 14 —
Pacnucanue oTnpaskk cobbiTvid DE3onacHoCcTw Kaxnabie 14, _—
OnepaTUEHOE ynpagneHne ~ QBHOBNEHWE KODPAWHAT B KNHeHTe Aspopa LleHTp Kaxabie 10 m —
XpaHeHWe NOres Ha YCTPoNCTeE MNocToaHHoe —
e e 0 I+ Cucrema
O6HEDMTe  [MArHEETHED lapans
CocToskne A[MAHS
~ Bnokvposka skpaxa Pa3bnokupoeaHo BpemenHan pasbno.. — Onep. ynpaenexue
° E Bpewma neictems, J0:HY:MM — 940.14.34 M.
Napone Fnpan Kamepa
nofbateatens ~
Wcnone3aogaHue kamepsbl Paspeweno
@ o
3 3AKPLITE | AKTMBHMPOBATE APXMBUPOBATH
Mukpogon  Colbuma  OuMcTaTs :
6e30NaCHOCTI VCTDOACTED

[na nonyyeHua AaHHbIX O COCTOAHWM AKTMBMPOBAHHOIO YCTPOMCTBA B 1H0OOM
cTaTtyce HeobxoAMMO C034aTb M Ha3zHaAYMTb Ha YCTPOMCTBO NOAMUTMKY OTNPABKM COCTOSHMA
WM OTNPABUTb ONepaTUBHYD KomaHay «ObHoBAEHME coCTOAHMAY. MNoapobHOe onncaHme
CO34aHMNA M Ha3Ha4YeHMA NONNTUKN NpuBeaeHO B noapasaene 2.4.

Mocne nony4yeHMa AaHHbIX O COCTOSHUW YCTPOMCTBa OTOoOparkaetca noapobHasn
MHPOPMALIMA O HAa3HAYEHHbIX MOANTUKAX M ONepaTUBHbIX KOMaHAaX, a TakKe napameTpbl
noakno4veHns K nogcucreme Cepsuc ysegomnennii (NMCY), sxogawien 8 coctas MNMO (ecan
noaknoveHue K MCY 3apernctpnpoBaHo) B caeayoumnx ctonbuax (cm. PucyHok 13 [2]):

— «Ha3BaHMe» — Ha3BaHME OnepaTMBHbLIX KOMaHA, TrPynnbl MNOAUTUK UK
COCTOAHWUN;

— «Tekyllee» — nocneaHee NoATBEPKAEHHOE COCTOAHNE YCTPONCTBA;

— «lleneBoe» — coCTOAHME, K KOTOPOMY YCTPOMCTBO [0/IKHO ObITb MPUBEAEHO;

— «M3meHeHO» — pgata U Bpems HasHayeHus (M3MeHeHWA) MNONUTUKU UK
onepaTUBHON KOMaHAbI;
— «MCTOYHMK» —  WUCTOYHWK LENeBOro COCTOAHMA (Ha3BaHME MOJUTUKM,

CKOMBUMHMPOBAHHAA MONNTMKA, ONepPaTUBHOE ynpaBaeHue).

MPUMEYAHME. Mpn Ha3HaYeHUM Ha YCTPOMCTBE HECKONbKUX MOAUTUK B cTONbUE
«ICTOYHNK» OTODOparkatoTca BCE MOAUTMKWM, M3 KOTOPbIX MNOJy4eHa KOMOMHWMPOBAHHaA
NoANTUKA. Hanpumep, ecan 3 NONUTUKM Ha3HAYEHbl Ha YCTPOMCTBO, MPU 3TOM B 2 U3 HUX
MCNONb30BaHME Kamepbl 3anpeleHo, a B 1 — paspelleHo, To 0TobpasATcA NOAUTUKM C
3aNpeToMm MCMNO/b30BaHNA KaMepbl.
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PyKOBOZCTBO Nonb3oBaTens. YacTb 3 | Mo hAd

Ecnm nonvtuKa nam onepatmMBHas KOMaHAa He OblM NONYYeHbl Ha YCTPOMCTBO, TO
TeKkyllee COCTOAHME UM LEeNeBoe COCTOAHME YCTPOMCTBa He OyayT cosnadaThb.
HecooTBeTCTBMA BblAENAOTCA KPACHbIM LLBETOM, M OTODPAXKaeTca 3Ha4YO0K o (PucyHoK 14).

ga MYNbTUTEHAHT MOHWUTOPUHI YMPABNEHWE AOMWHHCTPUPOBAHWE ® Hatanua Meanoea (i.ivanova...
YCTPOWCTBA NOMB30BATENA NONMTHUKKA CLEHAPHA DAANDBI MPUNOXEHWA BUTPWHbBI CBA3KM KIIOYER
—_ Va COCTOAHWE YMPABJTIEHWE NoNb30BATENK rPYNNbl MONUTHUKK CLIEHAPKHW YOAMEHHBIN 4OCTYN COBbIT »
E| Appopa ~
[ocTynHole Ans ynpasneHns -

I}y Oc8a3302-c418-...
Iy 3548305506288...

w Hazearue Tekywes Llenesoe MameseHo VeTousng
He coaTaeTcTByeT Nof... -
1870+ Mpasuno cbHoBREHMS c00:00 go 00:00 (. 02.04.202416:14

~ MonbzosaTens 0
02.:04.202414:47
03.04.202410:20 TpeboBaHWA € Napoo 02.04.202416:14
03.04.202410:20

Coapanue nonsaosaTens e co3n3saTh Co3pasats 02.04.202416:14
OnepatusHoe ynpaenenue A 3AKPLITL | AKTMBUPOBATL APXMBNPOBATE

Bo Bknaake «CocToAHMe», B 3aBUCMMOCTM OT Bepchmn OC, BOSMOXKHO NPOCMOTPETb
M 3aZ1aTb COCTOAHWUA Ha YCTPOMCTBO, NoApPObOHOE onmMcaHne KOTOpbIX NpMBeaAeHO B Tabaunue
(Tabnnua 4).

MPUMEYAHME. Ecnv 3HaYeHMe LeneBoro COCTOAHMA YCTPOMCTBA He OTMNPaB/AEHO, TO
B cTonbue «Tekyuiee» byaeT oTobparkaTbca «He 3aaaHO».
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Tabnunua 4
Bepcun OC
Ha3BaHwue rpynnbl NOIMTUK/COCTOAHMUM OnucaHue OCTYMHbIE 3Ha4YeHUA . |OC cemelicTBa
d Aocty OC Aspopa | OC Android .
Linux
CBoicTBa
CepuitHbIN HOMEP CepuitHbIn HOMeDp, NPUCBOEHHbIM ycTtponcTay | Mpumep: YY220331000763 + + -
Npon3BOAUTENEM

Mpoun3BoanTens KomnaHunA-nponssoamTeNb YCTPOMCTBA Mpumep: Mashtab + + +
Moaenb Mozaenb ycTponcTea Mpumep: mashtab_tl + + +

Hactpoiikn Cepsuca ysegomneHnn Aspopa

ID npunoxeHna NoeHTMOUKATOp NPUAOKEHMA, C KOTOPbIM MNpuaoxKeHue [lMpumep: int mobile buggmfjginagssnmf07g + + -
«ABpopa UeHTp» permnctpupyetca s MNCY

Anpec Anpec Cepsuca yBeaoMaeHU ABpopa ANAa npunoxeHua|lNpumep: ocs-dev.ompcloud. ru + + -
«ABpopa LleHTp»

MNopT Homep nopta 4na noakntoveHna npunoxenua «Aspopa|llpumep: 989 + + -
LeHTp»

SSL: Bannaauma ceptudukata BKAtOUYEHME UK OTKAOYEHME Bannaaumm ceptudmkata MNCY. |Bo3amorKHble 3HaYeHUS: + + -
MPUMEYAHMUE Mone oTobparkaeTcsa, TONbKO €CNM HACTPOMKA | — «BKAHOYEHO»;
bbina gobasneHa B KOHPUIypaunoHHbI ¢parn MMNO — «BbIKAOYEHOY

Ecnn ycTponcTBO He 3apernctpuposaHo B MCY
nnbo MCY oTcyTCTBYET, MO YMONYAHUIO BbICTABAEHO
3HayeHnA «He 3agaHO»

CRL: MHTepBan obHOBNEHMA B BpemeHHOM WHTepBan OOHOBAEHMA CNMCKa O0TO3BaHHbIX|Mpumep: 86400 + + -
CeKyHaax cepTMdmnKaTosB.

MPUMEYAHMUE. Mone oTobparkaeTca, TONbKO eCAM HACTPOMKA
6blna nobasneHa B KOHOUIypaLUMOHHbIN dainn MMNO

CRL: NMpoBepKa 0T3bIBa BKAtO4EeHME UM OTKAKOYEHME NPOBEPKM HANNYMA BO3MOKHble 3Ha4YeHUA: + + -
ceptTmdmnKaToB cepTudmkata MNMCY cpeayn cnmcka 0To3BaHHbIX CEPTUPUKATOB. | — « BKAOYEHOY;

MPUMEYAHMUE. NMone oTobparkaeTca, TONbKO eCAN HACTPOMKA | — «BbIKOYEHO Y.

Gbina fobasneHa B KOHOUIYPaLMOHHBIN paitn MO Ec/ ycTpoicTBo He 3apervcTpuposaHo 8 MCY

nnbo MCY oTcyTCTBYET, MO YMONYAHUIO BbICTABAEHO
3Ha4YeHua «He 3aaaHO»
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PyKoBOACTBO No/b3oBaTena. HYacro 3 — ] %ﬁlﬂmﬂ
_J NNATOOPMA
Bepcun OC
HassaHue rpynnbl NONUTUK/COCTOAHUM OnucaHue LoCTynHble 3HaYeHUA . .|OC cemeNcTBa
OC Aspopa | OC Android :
Linux
SSL: YpoBeHb Bannaaumm YpOBEHb BanMAALUNM MMEHWN XOCTa, YKa3aHHOTO B BO3MOXHble 3HaYEeHUA: + + -
cepTnUdMKaTa cepTnudmkate MCy. — «He nposepaeTcar;
NMPUMEYAHUE. Mone oTobparkaeTca, TONbKO €CAN HAaCTPOMKa | — «MMoaaepKa NOLAOMEHOBY;
bbina gobasneHa B KOHPUIYpaUMOHHbIM ¢an MMNO — «TO4YHOe coBMasZeHme.
Ecan ycTponcTBo He 3apernctpuposaHo B [CY
nnbo MNCY oTcyTCTBYET, MO YMONYAHUIO BbICTaBAEHO
3Ha4yeHusa «He 3aaaHO»
HacTtpoiikn LDAP
OIDC KnueHT NAeHTUDUKATOP KANeHTa, HeOBXoAUMbIN ANS user-mobility-management + + -
ayTeHTudmKaumm B LDAP
HacTpoiku npoBepKu NOAKNIOYEHUA K CETU
Appec IPv4 Anpec IPv4 gna npoBepKn AOCTyNa K CETU VIHTEepHEeT y Mpumep: http://ipvd.omprussia.ru/return_204 + - -
yCTpOMCTBA
Appec IPvb Appec IPv6 ana npoBepkn 4OCTyNa K CETU VIHTepHeT y Mpumep: http://ipv6.omprussia.ru/return_204 + - -
YCTpOMCTBA
HacTpolikn cepsepa BpemeH#m
Appeca Cnucok agpecos cepsepos BpemeHu NTP [Mpnmep: ntp.nict.jp, time.google.com, + - -
pool.ntp.org
KoHurypauus
[MonyyeHne KOMaHLA PacnuncaHume Ha Nosly4eHne onepaTUBHbIX KOMaH/ U 3HayeHue B popmaTe «Kaxable [Aa] AH. [44] 4.» + + +
3a[4aHHbIX Ha YCTPOMCTBAX NOANTUK M 0dNalH-CLEHapMEB
OTnpaBKa COCTOAHMA PacnuncaHme oTNpaBKM COCTOAHMA YCTPOMCTBA Ha 1Y 3HauyeHue B popmate «Kaxable [aa] AH. [44] 4.» + + +
PacnuncaHune oTnpaBKM cOObITUI PacnuncaHune oTnpaBKKM coobleHMin 0 cobbITUAX 3HayeHue B popmaTe «Kaxable [Aa] AH. [44] 4.» + - -
H6e3onacHOCTH H6e30nacHOCTH, NPOU30LLeALLNX Ha YCTPOMCTBE
MckntoveHma cobbiTnin 6esonacHoCTK YpoBeHb cobbITMin 6e30NacHOCTM NPOLLeCCa, KOTOPble He Mpumep: «MHGOPMaLMOHHOEY + - -
OyayT oTNpaBaATbLCA B ABpopa LleHTp
O6HOBNEHME KOOPAMHAT B KIMEHTE YacToTa 06HOBNEHMA KOOPAMHAT B NPUNOKEHUN «ABPOopa  |3HauyeHue B popmaTe «Kaxable [44] 4. [mm] m [cc] c» + + -
Aspopa LeHTp LeHTp»
XpaHeHme NOoroB Ha YCTPOMNCTBE Tun XpaHeHMA CUCTEMHbIX COOBLLEHMN Ha YCTPOMUCTBAX BO3MOXHble 3HaYEeHUA: + - -
— «BpemeHHOe»;
— «[locToAHHOE»
KopHesbie cepTudmrKaTbl (KonnmyecTso cepTudMKaToB)
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"] OTKPbITAS
PYKOBOACTBO Mosib3oBaTtend. HYactb 3

MOBWUJIbHAA
l NNAT®OPMA

Bepcun OC
HassaHue rpynnbl NONUTUK/COCTOAHUM OnucaHue [OoCTynHble 3Ha4YeHmA . |OC cemelicTBa
OC Aspopa | OC Android :
Linux
Ha3BaHue cepTtmndmKata B ctonbue «Tekyliee»/«Llenesoe» otobparkaetca umdposoit [Mpumep: + + -
oTnevatok (Fingerprint) noBepeHHoOro cepTnudmnKaTa 12245f158147714f93d04428a6b5593fc0ea88de
Y0CTOBEPAOLWNI UEHTP Ha3BaHWe yaoCTOBepAtOWEro LUeHTpa, BbinycTuslero|lMpumep: OMP + + -
ceptudmKaT
[laTa BbinycKa [laTa BbiNycKa cepTudmKaTa Mpumep: 09.04.2021 + + -
Cpok aencramsa, 40 Cpok aencrams ceptTudmnKaTa Mpumep: 07.06.2031 + + -
Cucrtema
BNIOKMPOBKa 3KpaHa Pas3bsokMpoBKa MAM ONOKMPOBKA 3KPaHa YCTPOMCTBA, a|BO3MOMXHble 3HAYEHMA: + + +
TaKXe, B c/ydae B10OKMPOBKM, cooblieHne, KoTopoe ByaeT|— «Pa3bioKMpoBaHOY;
oTobparKeHOo Ha 3KpaHe — «3ab/10KMpPOBAHOY
Mcnonb3oBaHMe Kamepbl PaspelleHne nam 3anpeT Ha MCNO/b30BaHNE Kamepbl Bo3MOXHble 3HaYEHUS: + + -
CHUMKM 3KpaHa PaspelseHne nam 3anpeT Ha Co34aHne CHMMKOB 3KpaHa — «Pa3pelweH(HO)»; + -
YnpaBneHue 4aTON N BpEMEHEM PaspeweHne wWAM 3anpeT Ha BHECeHWe W3MeHeHMN B|— «3anpeuleH(Ho)» + -
HACTPOWKM AaTbl M BPEMEHM
Pexmm paspaboTymKa PaspelweHne uAM 3anpeT Ha MWCMNO/b30BaHME pexuMma|Bo3MOoXKHbIe 3HaYeHMA: + + -
pa3paboTynka — «JocTyneny;
— «HepoctyneH»
COpoc K 3aBOACKMM HAaCTPOMKam PaspelueHne nam 3anpeT Ha cOpoc yCTPOMCTBA K 3aBOACKMM | BO3MOXKHbIE 3HAYEHMA: + + -
HACTPOMKaMm — «Pa3spelueH(HO)»;
cnonb3oBaHMeE MMKPOPOHa PaspelueHne nam 3anpeT Ha MCNONb30BaHWE MUKPODOHaA — «3anpeuleH(Ho)» + + -
[onocosble BbI30BbI
NcxopAalime BbI30BbI PaspelleHne nam 3anpeT BbINOSHEHUSA NCXOAALLMX 3BOHKOB C|BO3MOXKHbIe 3HAYEHMA: + + -
yCTpOMCTBa — «Pa3pelueHbl»;
— «3anpeLeHbl»
BxoaAuime BbI30BbI PaspeleHne nam 3anpeTt NPUHATUA BXOAALLMX HA YCTPOMCTBA | BO3MOXKHbIE 3HAYEHWA: + - -
BbI30BOB — «Pa3pelueHbl»;
— «3anpeueHbl»
MapameTpbl yCTpOMCTBa
CeTeBO€E MMA KOMMbOTEPA CeTeBoe MMs KomnbtoTepa (hostname) Mpumep: host-129 - - +
Tun ycTponcTea Tun yctponctea — MK/Hoytoyk/Other Mpumep: Other - - +
Ob6bem HKeCTKMX AMCKOB ObWMin 0OBEM HKECTKMX AMCKOB HA YCTPOMCTBE Mpumep: 39.63 b - - +
Ob6bem onepaTMBHOM NAMATH Obuwmit 0bbeEM ONepaTMBHOM MAaMATM Ha YCTPONCTBE Mpumep: 938,35 Mb - - +
MNpoueccop
HassaHue HasBaHne moaenu npoueccopa Mpumep: AMD Ryzen 9 5900X 12-Core Processor - - +
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PyKoBOACTBO No/b3oBaTena. HYacro 3 — ] %ﬁlﬂmﬂ
_J NAATOOPMA
Bepcun OC
HassaHue rpynnbl NONUTUK/COCTOAHUM OnucaHue LoCTynHble 3HaYeHUA . .|OC cemeNcTBa
OC Aspopa | OC Android :
Linux
YacTtoTa YactoTta npoueccopa [Mpumep: 3693.06 MHz - - +
Konnyectso aaep Ko/anyecTtBo aaep npoueccopa Mpumep: 1 - - +
3BYyKOBbIe YCTponcTBa (CNMCOK Ha3BaHMM 3BYKOBbIX yCTPOMCTB IBM)
HasBaHue Ha3BaHMe 3ByKOBOro ycTtporctea 3BM Mpumep: Intel 82801AA AC97 Audio - - +
MOHUTOPbI (CMMCOK HAa3BaHMIN MOHUTOPOB, MOAKAOYEHHbIX K YCTPONCTBY)
HasBaHue Ha3BaHMe MOHMTOpPA, NOAKIOYEHHOTO K YCTPOMUCTBY - - +
MamATb (CNMCOK XpaHWAMLL, YCTPOMCTB)
Ha3gaHue Ha3BaHMe xpaHunmuia Mpumep: /apex/com.android.media + + +
Obwmin obbem Obuwmin obbem moayna NamMaTK YCTPONCTBA Pasmep 8 MB/I'b + + +
[ocTynHbIn 06bem [locTynHbI Ana nonb3oBaTena obbem moayns NamaTu Mpumep: 64,00 Tb + + +
CsoboaHo CB0OOAHBIN 0OBEM MOAYNA NAMATM YCTPOMCTBA + + +
baTtapen
YpoBeHb 3apAaaa YpoBeHb 3apAaa akKyMyaaTopa YCTPOMCTBA Mpumep: 80% + + +
3apAxaeTca 3apAXKanca M akkyMyasaTop YCTPOMCTBA B MOMEHT OTNPaBKM | BO3MOXKHble 3HaYeHUs: + + +
COCTOAHMA — «[a»;
— «Het»
YnpasneHue coeguHEeHUAMMU
Ynpas/ieHNe aBMapeKMMoM Pa3pelleHne nam 3anpeT Ha UCMNOJIb30BAHNE aBNAPEXMMA  |BO3MOMKHbIE 3HAYEHMA: + + -
YnpasneHue Touykon goctyna WLAN PaspeleHne wWAM  3anpeT Ha M3MeHeHue HacTpoek|— «JocTynHo», + + -
MODOUIbHOM TOYKN AOCTYNa — «HepocTynHo»
Mcnonb3oBaHume bpaysepa Pa3pelweHne uaM 3anpet BO3MOXKHOCTU MCMOJ/Ib30BaHMA + + -
Hpay3epa Ha yCTponcTee
lNepenayva gaHHbIX MTP PaspelleHne namM 3anpet BO3MOXHOCTM MNepefayn OaHHbIX + + -
no npotokosny MTP
CeTeBble MHTEpdENCI
HassaHue Ha3BaHue ceTeBOro nHTepdenca Mpumep: wlan0 + + +
Tun Tun ceTeBoro nHTepderica Mpumep: ETHERNET + + +
MAC MAC-agpec ceTeBoro nHtepdenca Mpumep: 00:0C:29:8C:E0:28 + + +
WLAN
Pabota WLAN PaspelieHne nam 3anpet Ha ncnosbsosaHune cetn WLAN BO3MOXKHble 3HaYeHUA: + + -
— «BKOYEH»;
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"] OTKPbITAS

PyKoBOACTBO No/b3oBaTena. HYacro 3 _J hnngﬂagggai
Bepcun OC
HassaHue rpynnbl NONUTUK/COCTOAHUM OnucaHue LoCTynHble 3HaYeHUA . .|OC cemeNcTBa
OC Aspopa | OC Android :
Linux
— «BbIkntoueH»
YnpasneHne WLAN Pa3spelweHne nau 3anpet M3MEeHeHMA COCTOAHMA afanTtepa|Bo3moMKHble 3Ha4YeHNA: + + -
cetn WLAN — «PaspeleHoy;
— «3anpeweHo»
HassaHne WLAN HaszsaHue cetn WLAN, K KoTOpoW noaxntodeHo yctponctso |Mpumep: WLAN 1 + + -
MAC-aapec poyTtepa MAC-agpec poyTepa, K KOTOPOMY NoAKAtoYeHO ycTponctso |Mpumep: 00:26:57:00:1f:02 + + -
MogknioveHus (co3aaHHble Ha yCTpoMCTBax noaxatodeHma K cet WLAN, KoTopble rpynnmMpytoTca No Ha3BaHUAM NOAKIOYEHNI)
HasBaHue Ha3sBaHue becnposoaHoi ceTn (Service Set Identifier) ans nogkntoueHma + + -
CKpbITas ceTb OnpeaenseT, TPAHCAMPYETCA M Ha3BaHMe 6ecnpoBOAHOM  |BO3MOXKHbIE 3HAYEHUS: + + -
ceTu — «[a»;
— «Het»
ABTONOAK/IOHEHNE Onpepenaet, cneayeT M aBTOMATUYECKM MOAKA0YATLCA K BO3MOXHble 3HAYEeHUA: + + -
becnpoBogHoOM ceTn — «[a»;
— «HeT»
Hactpolika IP-agpeca Cnocob HacTpolku/nonydyenus IP-agpeca BO3MOXKHble 3HayYeHuA: + + -
— «ABTOMATUYECKM»
be3onacHoOCTb TexHonorns 6esonacHocT 6ecnpoBOAHOM CETH BO3MOXHble 3Ha4YeHUA: + + -
— «WPA2»;
— «WPA-EAP»
Xew naposa Xelwl-3Ha4yeHMe napona 6ecnpoBoaHOM CceTu. MNpumep: + + -
MPUMEYAHMUE. OTobparkaeTca ana cetn ¢ WPA2 s2YaBGWeY4MRyDrgh60nNc6l4yEBtgLGxukl7dyIV8
[NpoToKon [MPOTOKOA 33aWMTbl BECNPOBOAHOM CETH. BO3MOXKHble 3Ha4YeHnA: «TLS» + + -
MPUMEYAHUE. OTobparkaetca ana cet c WPA-EAP
Kateropua ceptnudmkara Ha3BaHMe KaTeropum, B pamkax KOTOPOn Obin BbIMyLLEH Mpumep: WI-Fl-ceTb + + -
M0O/N1b30BATENbCKMIA CEPTUDMKAT.
MPUMEYAHMUE. OTobparkaetcs ana cetn ¢ WPA-EAP
NpeHTndukaTop NaeHTndMKaTop Nonb3oBaTeENA ANANOAKIOYEHNA K Mpumep: ivanov@omp.ru + + -
H6ecnpoBOAHOM CeTU.
NMPUMEYAHUE. OtobparkaeTtca ana cetn c WPA-EAP
VPN
MNoaxntoueHun (noaxntoveHma VPN, co3gaHHble Ha YCTPOMCTBE C MOMOLLbIO MOUTUKM)
HasBaHue (Trn noakato4YeHns) HasBaHune noakntodeHmns VPN. B ckobkax ykasbiBaetca tun|Mpumep: Test + + -
NoAKNtOYeHNA:
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PYKOBOACTBO Mosib3oBaTtend. HYactb 3

"] OTKPbITAS
MOBMWJIbHAS

_J NNATOOPMA
Bepcun OC
HassaHue rpynnbl NONUTUK/COCTOAHUM OnucaHue LoCTynHble 3HaYeHUA OC Aspopa | OC Android oC Ce-MeVICTBa
Linux
— ana ycrtponcts ¢ OC Aspopa - Kpuntollpo NGate R2;
— pana yctporcte ¢ OC Android - Cisco AnyConnect/
Kpuntollpo NGate R2
Appec cepsepa Appec cepsepa VPN Mpumep: 1.1.1.1 + + -
Tun Tun coeanHerua VPN JocTynHble 3Ha4YeHuA: + + -
— KpunTtolpo NGate R2 — ana OC Aspopa/
OC Android;
— Cisco AnyConnect — ana OC Android
MpoTokon (goctynHo ans Tuna Cisco |MNpoTokon 6e3onacHocTn coegmHernsa VPN [locTyneH TONbKO OAMH NPOTOKOA 6e30MacHOCTU - - + -
AnyConnect) SSL
KaTeropusa ceptudumkaTta (ooctynHo |Ha3BaHMe KaTeropum nosb3oBaTeNbCKUX cepTuduMKaTos, B|[pumep: adcs-moscow-cert - + -
ans Tmna Cisco AnyConnect) PaMKax KOTOPOW BbINYLWEH CePTUDMKAT ANA NOAKNOYEHUA
VPN
Tun ayTeHTUdUKaUMKM (AocTynHO Ana| Tun ayTeHTUPUKaumm nonsb3osaTens [ocTyneH Tonbko 1 Tun ayTeHTuduKaumm — «llo + + -
Tna Kpuntollpo NGate R2) JIOTVUHY 1 NapOo»
JlornH (aocTynHo ans TMNa JlornH nonb3osBaTena Ana noakntodeHma K VPN Npumep: ivanivanov + + -
Kpuntolpo NGate R2)
AsTo3anyck VPN (goctynHo ans [lepekntoyatenb A4  ABTOMATUYECKOro  MNOAK/It0YeHMA + + -
TMna Kpuntollpo NGate R2) ycTpocTtea K VPN
Xall cepumHoro Homepa NNULEH3UM | X3LW-3HaYeHMe CEPUIMHOTO HOMepPa NNLEH31K nonb3osaTens |Mpumep:12121-32324-31434-33333-32222b + + -
(moctynHo pana  Tuna  Kpuntollpo
NGate R2)
Bluetooth
YnpasneHue Bluetooth Pa3pelieHne uAM 3anpeT Ha BHECeHWe W3MeHeHMn B|BO3MOXKHbIe 3HAaYEHUA: + + -
HaCTPOMKM W MNOAK/JOYEHWE K HOBbIM  YCTPOWCTBAM|— «J]JOCTYMHOY;
Bluetooth® — «HepocTynHO»
PaboTa Bluetooth Pa3pelwieHne MM 3anpeT BO3MOXHOCTU MCMO/b30BaHMA|BO3MOXKHbIE 3HAYEHNSA: + + -
Bluetooth® — «BkAtoyeHy;
— «BblkntoyeH»
[eono3snuma
Pexknum paboTbl Pexknm paboTbl reono3nLMoOHUPOBaAHMA BO3MOKHble 3Ha4YeHUA: + + -
— «He 334aHoO»;
— «BblKAtO4YeHO»;
— «[llTonb30oBaTeNbCKME HACTPONKNY;
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"] OTKPbITAS

PyKoBOACTBO No/b3oBaTena. HYacro 3 _J hnngﬂagggag
Bepcun OC
HassaHue rpynnbl NONUTUK/COCTOAHUM OnucaHue JocTynHble 3HaYeHuA _.|OC cemeicTBa
OC Aspopa | OC Android :
Linux
— «CoxpaHeHue 3apAaaa akKymynaTopa;
— «TO/IbKO CNYTHUKNY»;
— «BbICOKadA TOYHOCTb»
MN3meHeHne HacTpoeK PaspelleHne wWAM 3anpeT Ha BHECeHMe M3MeHeHWN B|BO3MOXKHble 3HAYEHMA: + + -
HACTPOMKM reono3nUMOHNPOBAHNA — «Pa3peweHo»;
— «3anpeLeHo»
Pabota reonosnumn (GPS moaynb) |Pa3pelleHne  WMAM  3anpeT  BO3MOXKHOCTM  BHeECEHWs | BO3MOMKHbIe 3HaAYeHUA: + + -
N3MEHEHWI B HACTPOMKM reono3mumm — «BkoyeHa;
— «BbIKNtoyeHa»
AGPS Hannune n otcytctemne AGPS-moayna Ha yCTpomcTBax BO3MOXKHble 3HaYeHUA: + + -
— «JlocTtyneH»;
— «HepocTyneH»
AkTnBHOCTL AGPS AKTMBHOCTb AGPS-MmOAayNA Npu ero HaAMYnmM Ha yCTPOMCTBaxX | BO3MOXKHbIe 3Ha4YeHUA: + + -
— «BKkntoyeH»;
— «BbIkntoueH»
GPS-koopaunHaTsl leorpaduyeckme KoopauHaTtbl ycTpowncTBa (wwupoTta u|Mpumep: 55.739604, 37.496983 + + -
[onrota)
Bpemsa nonyyeHna KoopamHaT [ata n Bpems dpuKcaumm KoopamHaT Mpumep: 25.1.2023 19:10 + + -
SIM-KapTb!
Cnot SIM1 (To xe ans Chot SIM2)
IMEI YHUKanbHbIM HOMep SIM-KapTbl Mpumep: 35-419002-389644-3 + + -
ICCID YHUWKaNbHbIM CEPUIMHBIN HOMep SIM-KapTbl Mpumep: 8901260232714958936F + + -
AKTMBEH AKTMBHOCTb SIM-KapTbl BO3MOXKHble 3HaYeHMA: + + -
3awmueHa PIN-kogom 3awumra SIM-KkapTbl PIN-kog0M — «[a»; + + -
— «Het»
[0N10COBbIE BbI30BbI Pa3spelueHne nav 3anpeT ron0CoBbIX BbI3OBOB BO3MOKHble 3HaYeHMUA: + + -
MobuabHas nepefaya AaHHbIX PaspellieHMe MK 3anpeT Ha MOBMAbHYIO0 Nepeaady aanHblx |~ «Paspewena(Hbi)»; + + -
— «3anpetleHa(Hbl)»
BHewHWe HakonuTenu
Mcnonb3oBaHune USB-HakonuTenemn Pa3spelueHne nnv 3anpeT ncnonb3osaHmnsa USB-Hakonutenen |BoamoXKHble 3Ha4YEHNA: + - -
Ncnonb3oBaHue SD-kapT PaspelleHne nam 3anpeT ncnosib3oBaHmA SD-KapT — «Pa3peleHo»; + - -
— «3anpeueHo»
YnpaBneHue NpUNoKeHUamm
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"] OTKPbITAS

PyKoBOACTBO No/b3oBaTena. HYacro 3 MOEMWJIbHAS
_J NAATGOPMA
Bepcun OC
HassaHue rpynnbl NONUTUK/COCTOAHUM OnucaHue [OoCTynHble 3Ha4YeHmA . |OC cemelicTBa
OC Aspopa | OC Android :
Linux
YCTaHOBKa NPUNOKEHWNI PaspelleHne WAM 3aNpeT YCTAHOBKM NPUNOXKEHMA Ha|BO3MOXKHble 3HAYEHMA: + + +
YCTPOWMCTBa — «[JocTynHo»;
— «HepoctynHo».
Ecnm 3HauyeHne ueneBoro COCToAHMA YCTPOMCTBA HE
oTnpaBneHo, otobpaxkaeTca «He 3a4aHO»
MpunoxeHns (crpynnmMpoBaHbl MO HAa3BaHUAM NPUIOKEHUA)
ButpunHa Ha3BaHWe BUTPUHbI NPUAOKEHNSA B pasgene TeKyulero coCTOAHMA OTobpaXKaeTcs + + +
Ha3BaHMEe BUTPWHbI YCTAHOBAEHHOrO MPUIOKEHMSA
Ha YCTPOMCTBE.
B pasgene ueneBOro cocTtoAHMA oTobparkaeTcs
Ha3BaHWEe BUTPMHbLI MPUIOKEHMA, YKA3aHHOMO B
NONUTMKE, Ha3HAYEHHOM Ha YCTPOMCTBAX
HanmeHoBaHMe HanmeHoBaHMe NPUAOKEHNS B pasgene TeKyllero cocTosHWsa oTobparkaeTca + + +
HaMMeHOBaHME YCTAaHOB/IEHHOTO MPUAOXKEHMA Ha
yCTpoMcTBe.
B pasgene ueneBoro cocTtoAaHMA oTobparkaeTcs
Ha3BaHME MPUNONKEHWUS, YKA3aHHOTO B MOJMUTUKE,
Ha3HA4YeHHOM Ha YCTPOMCTBAX
Bepcua Bepcua npunoxkeHma B pasgene Tekyllero coctoAHMA oTobparkaeTca + + +
BEpCMA  YCTAaHOB/IEHHOrO NPUAOXKEHMA Ha
yCTpoMcTBeE.
B pa3saene ueneBoro cCocTosiHWA oOTobDparkaeTca
BEPCMA MNPUAOXKEHWUA, YKa3aHHOTO B MOJAUTUKE,
Ha3HA4YeHHOM Ha YCTPOMCTBAX
ABTO3anycK OnpenenseTr  BK/AOYEHME  aBTO3amyCKa  NPUAOXKEHWA |BO3MOXHbIE 3HAYEHUA: + - -
— «He 3agaHoO»;
— «[a»;
— «Het»
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PyKoBOACTBO No/b3oBaTena. HYacro 3 — ] %ﬁlﬂmﬂ
_J NAATOOPMA
Bepcun OC
HassaHue rpynnbl NONUTUK/COCTOAHUM OnucaHue JocTynHble 3Ha4YeHuA 0C Aspopa | OC Android oC Ce-MeVICTBa
Linux
YnpasneHue ¢patnammu
dannbl (crpynnumpoBaHbl Mo Ha3BaHWAM GpaliioB)
dvpekTopuma [npeKTopmna Ha YCTPOWCTBE, B KOTOPYI [A0/MKeH ObiTb|lMpmumep: /home/omp/ - - +
nomelleH gamnn
Pasmep Pa3mep ¢damna Mpumep: 76 bant - + +
KommeHTapui KommeHTapuit Kk darny Mpumep: comment test - + +
Xaw danna XawWw coaepkmmoro dparina Mpumep: - + +
i5BAARxvCOdJkz51xL+pj6Svds3glrU/EQjQl+Vc+ok
YnpaBneHue ckpuntamum
CKpunTbl (CrpynnimpoBaHbl Mo NyTK K datnam co CKpunTamm)
TarimayT TaMmayT BbIMONHEHMA CKPUMTA dopmar: [mm:cc] - + +
Cratyc CTaTyC BbINOJHEHMA CKPUMNTA BO3MOXKHble 3HaYeHUA: - + +
— «YCnewHo BbINONHEHOY;
— «He BbINONHEH NO TaMMayTy»;
— «He BbINO/IHEHY;
— «He 3anyLweH»;
— «BbInonHeH: Koa <KoA M3 OTBETa>»
Pe3ynbTaT BbINOJAHEHMA CKPMNTA Pe3ynbTaT BbINO/MHEHMA CKpUNTa. MNepeaaeTtca, ecam B darn [[pmumep: test_result - + +
CKpunTa bbina  pobasneHa nepemeHHas CKpunT
OMP_SCRIPT _RESULT _FILE. MogpobHee B NPUAOHKEHUM
(Mpunnoxerue 3)
MNocnenHee ycnewHoe BbiNoAHeHMe |[JaTa U Bpems nocaeaHero ycnewHoro BbinonHeHuns ckpunta |[@opmat: [aa].[mm].[rr] [44]:[mm] - + +
Anctpnbytns OC
OC HassaHune OC NMpumep: Aspopa + + +
Bepcua OC Homep Bepcmm OC Mpumep: 3.2.3.15 + + +
BapwnaHt OC HaseaHwe BapmnaHTa OC Mpumep: omp + + +
O6bHoBneHune OC PaspelueHne nnn 3anpet obHosneHma OC ABpopa BO3MOXKHble 3HaYeHUA: + + -
— «JlocTynHO»;
— «HepocTtynHoO»
MpaBnno obHOBNEHUS MNepuona obHoOBNEHMA Ha HOBYIO Bepcuto OC Mpumep: ¢ 22:00 ao 06:00 (3.0.2.20) + - -
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PyKoBOACTBO No/b3oBaTena. HYacro 3 MOEMWJIbHAS
_J NAATGOPMA
Bepcun OC
HassaHue rpynnbl NONUTUK/COCTOAHUM OnucaHue [OoCTynHble 3Ha4YeHmA . |OC cemelicTBa
OC Aspopa | OC Android :
Linux
lNonb3osartesb
TpeboBaHMA K Naponto NMHbopmauma o TpeboBaHMAX K cneayrowymm napameTpam|Bo3morKHble 3HAYEHUA: + + +
napons: 1) OOblYHbIN: CNOXHOCTL — 0b6bl4Hasa (undpbl),
— C/IOXKHOCTb; AnnHa —oT 7 o 10 cMMBO/I0B;
— ONVIH3; 2) CNnOHbIM: CNOXHOCTb — BblcOKana (Umndpbl,
— CPOK UCTeYeHwA OYKBbI, CMUMBO/IbI, 3HAKWU NYHKTyaLMK), ANNHA — OT 8
0o 12 cumsonos);
3) Cpok ucteuyeHma naponda: 30, 60, 90, 120, 150,
180 aHen (He 3aBMCUT OT CIOXKHOCTX NAPONA)
Co3aaHune nonb3oBaTens TpeboBaHMe co3aaHMA NONb30BATENA HA YCTPOMCTBAX BO3MOXKHble 3HaYEeHUS: + - -
— «Co3naBaTby;
— «He co3gaBaTb»
Monb3oBaTenbCcKkue ceccum
CeccMm NONb30BATENbCKMX BXOA0B Ha|B Tekyuwem coctoaHum BbiBoamTca TOMM-3 no Hanbonblemy|OTobparkaeTca NOrmH U BPeEMA CECCUM B MUHYTAX - - +
yCTpOMCTBE BPEMEHM CECCUM NOJSIb30BaTENEN, aBTOPU30OBAHHbLIX Ha
ycTpolicTee
CeptnduKaTbl NoNb30BaTENEN
CepTtndumkat (MHPopMmaLma o cepTudmKaTax Nob3oBaTeENA, KOTOPbIe OblAM BbIMYLLEHbI U AOCTAaBAEHbI HA YCTPOMCTBA)
Kateropus Ha3BaHMe KaTeropum, B pamkax KOTOPOM Oblin BbIMYLLEH NONb30BATENbCKMNA CEPTUDUKAT + + -
LLIabnoH Ha3aHne wabnoHa Ana  BbiNyCcka nNonb3oBaTensckux|Mpumep: OCSEMM + + -
ceptTmdmnKaTos
OUHrepnpuHT Lindposoit otnevaTok (Fingerprint) ceptndukata MNpumep: + + -
12245f158147714f93d04428a6b5593fc0ea88de
X3W-anropmnTm 3anpoca ANTrOpUTM X3LWMPOBAHMA Mpumep: sha512 + + -
Tvn WndpoBaHUA U ANNHA ANropuT™ WndpoBaHMA NPUBATHOrO KAto4Ya Mpumep: rsa2048 + - -
KAtoua
Subject Cnuncok cybbekToB ans cepTudmrkata. Kaxkabi cybbeKT cocTonT n3 Habopa NapaMeTpoB - Ha3BaHWe NapameTpa + + -
(key) v ero 3HayeHua (value)
PacwupeHune [ononHutenbHble MeHa cybbeKkTa ana ceptudumkata. Otobparkaetca, ecnm napameTp «Subject Alt Name» + + -
YKa3aH B KaTeropmmn noab3oBaTeNbCKUX CEPTUPUKATOB

Pe)xum Knocka

BrkatoueH OI'IpG,EI,EﬂHET, BKKOYEH TN PEXUM KMOCKA - + -

OTKItOYEHME NaHeNnun ynpaBneHmﬁ OI'Ipe,EI,EHHET, OTK/IKOYEHO N1 OTO6pa>+(EHI/Ie naHesn yBe,EI,ON\HEHI/IVI (BerHee MEHI-O) B pexxmnme KMOCKa - + -
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PyKoBOACTBO No/b3oBaTena. HYacro 3 MOEMWJIbHAS
l NNATOOPMA
Bepcun OC
HassaHue rpynnbl NONUTUK/COCTOAHUM OnuncaHne LoCTynHble 3HaYeHUA . |OC cemencTBa
OC Aspopa | OC Android :
Linux
Ko BbIxOZa M3 pexxmma KMOCKa Koa onda BbiIxo4a U3 perknMma KMOCKa Ha YCTpoMCTBe Mpnmep: 11223344 - + -
LiseT wpundTa HacTpolika ugeTa wpudTa. BO3MOKHble 3Ha4YeHUA: + -

— «[1lo ymonyaHuio»;

— 3afaHHbIM UBeT n HEX-Koa uBeTa B dpopmare
"HEFFFE

®oH HacTtpolika useta poHa BO3MOKHble 3HaYeHUSA: - + -
— «CuctemHoe n3obparkeHune;
— 3adaHHbIM uBeT U HEX-kopa B dopmaTte "#IFFFff"

MNpunoxkeHuna
Koa npunoxkerHua [No]j Ha3BaHMA NaKeToOB NPUNOKEHMI, KOTOPble ByayT AocTynHbl |Mpumep: com.android.chrome - + -
NO/Nb30BATE/NO B PEKMME KMOCKA
Apnbikn Be6-CTpPaHuL, - + -
Ha3BaHue spablka Ha3BaHMA Ap/blka BEH-CTPaHMULLbI Mpumep: omp - + -
URL INEKTPOHHbLIN aapec cainTa/Beb-cTpaHuubl B dopmate URL  [Mpumep: https://www.omp.ru/ - + -
3anpeuleHHble CanTbl JNeKTPOHHble aApeca 3anpeLleHHbIX cainToB. Ecam - + -
oToOpaKaeTcs 3HavyeHune B BMAE 3Be3404KM (*), To
3anpeLleHbl BCe CaliTbl, KODOME YKa3aHHbIX B UCKIHOUYEHUAX
McKkntoueHma 13 3anpeLleHHbIX CAMToB | INEKTPOHHbIe aapeca CalToB, KOTOPbIE UCKAOYEHbI 13 - + -
3anpeLleHHbIX
BHewHu suna,
®oH paboyero ctona (MHPopmauma ob yctaHoBNeHHOM doHe Ha paboumin CToN YCTPOMCTBA) - - -
MyTb K parny ABCONOTHBIN NYTb K dainy M30bparkeHns Ha YyCTPONCTBE Mpumep: - - -
/storage/emulated/0/Download/Reef Dark.]
Pg
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2.1.1.2. Bknaaka «YnpaBneHue»

Bo BKMaaKke «YnpaBneHme» otobparkaeTca:
— nepeyeHb MNpPaBWA MNOAUTUK, ODNAMH-CUEHAPMEB WM OMNEepPaTMBHbIX KOMaHA,

Ha3Ha4YeHHbIX Ha yCTpOl\/'ICTBO (,ZI,OCTyI'IHbIe 3Ha4eHnA H€O6XO,£I,MN\O Bbl6paTb n3

pacKpbiBatolLeroca cnncka (PucyHok 15 [1]);
— MHbOPMALMA O COOTBETCTBMM HA3HAYEHHbIX MNpaBua (B C/ayd4ae KOHOAMKTA

oTobparkaeTcs gencteytowee npasuao (PrucyHok 15 [2]).

ga MYMbTUTEHAHT ~ MOHWTOPWMHI  VMPABMEHWE  AOMWHUCTPUPOBAHWE (@) AamunucTpaTop Mepssiii (a..
YCTPOWMCTBA NONb30OBATENM NONUTHUKKA CLEHAPUH DARANLI NPUNOXEHWA BUTPUHbI CBA3KK KMNIOYER
Yerpoiicteo Android  # COCTOSHME ~ VMPABMEHWE  MONMb3OBATENM  TPYMMbl  MOAWTUKM  CLEHAPMM  YOANMEHHBIAL >
CwmapTdoH Android ~
Kamepa - b1
™ fd43bcb4-7b0d-4..
B 8658720324354...
Kamepa
COOTEETCTEYET NOMMTH...
2.371+1
_ McnonbaosaHue: pazpeweHo ~
12.04.202219:35 PaspelueHo: COCTOAHWUE YCTPOMCTBa COOTBETCTBYET MCTOMHMKY
14.02.2024 15:05
McTouHMK: nonuTHKa
14.02.2024 17:50 X
Ycnosue: BCerga
3AKPbITb
PucyHok 15

MPUMEYAHUE. OgHOBpPEMEHHO Ha3Ha4YeHHble Ha YCTPOWCTBO MNpaBuaa MMEKT
cneayowmMn NpuopuTeT:

1) OnepatmBHaa KOMaHA3;

2) OdnarH-cueHapni;

3) NonuTuKa.

2.1.1.3. Bknaaka «lMonb3oBatenm»

Bo Bknaake «lonb3oBaTtenmy» oTobparkaeTca CNMCOK NPUBA3AHHBIX K YCTPOMCTBY
nonb3osatenen (PucyHok 16 [1]), a npum ero OTCyTCTBMM OTODOparkaetcA coobuieHne

«YCTPOMCTBO HE NPUBA3AHO HM K OZAHOMY MO/1b30BATE/OY.
YCTPOMNCTBO MOMKHO NPMBA3aTb K NOJb30BATE/O M3 KAPTOUYKM C MOMOLLBI KHOMKK

«MpuBszaTb nonb3osaTenen» (PucyHok 16 [2]), BbINONHWB AENCTBUA, NPUBEAEHHbIE B

nn. 2.2.6.2.
Cnucok nonb3oBaTenen copTupyetcs no aate 0OHOBAEHWs WMHPopMaALUM O

NO/1b30BaTENAX YCTPONCTBA.
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MOBUJIbHAA
PykoBOACTBO no/sb3oBatend. Yacts 3 | MNIATOOPMA
% MYNBTUTEHAHT MOHWUTOPKMHI ¥TMNPABINEHWE AOMWUHWCTPUPOBAHWE @ Hatanua Meaxosa (i.ivanova...
YCTPONCTBA NONb30BATENH MONUTHUKKH CUEHAPHK DAIANBI NPUNOXKEHWA BMTPUHbBI CBA3KW KNIOHEN
Mashtab TrustPhone COCTOAHWE YTPABNEHWE MONb30BATENK rPYMNMNbl NONUTHUKK CLIEHAPWI VﬂAﬂEHHbIL’! aocTtyn c >
I'd
T
Monb3oeaTenu ycTpoicTea
@ CmaptdoH Aepopa ~
I}y B6930674-5549-
™ 3548305509704.. AeaHos Metp MeTpoeuy 1234567 @omp.ru 848599955999 — 03.04.202410:...
Iy 3548305509704.. I
AKTHBHPOBaHO 1
- Crpox Ha cTpanuge: 25 - T-Tmz1
03.04.202410:36 3AKPBITH L — 2
03.04.202410:48 -
PucyHok 16

MHd)OpMaLI,VIﬂ O MNoOJZib30BaTENAX OTo6pa>1<aeTc;1 B CTO/'I6LI,aX, npmeegeHHbIX B

Tabaunue (Tabaumua 5).

Tabnnua 5

OnucaHue

MapameTp

Nma damunnns, UMAa 1 0TYECTBO NONb30BaTENS (NpeacTaBAseT cobo
aKTMBHYHO CCbIZIKY, NMPU HAaXaTWUM Ha KOTOPYHO OCYLLLECTBAAETCA
nepexoa K KapTo4Kke nonb3osatena (n. 2.1.3)

Email Paboyasa no4yta nonb3oBaTeNs

TenedpoH Homep TenedoHa nonb3oBaTens

[ONKHOCTb [ONHOCTb NONb30BATENSA

[aTta Ha3HaveHuAa |[laTa 1 Bpema NpUBA3KM YCTPOMCTBA K MO1b30BATENO

2.1.1.4. Brknagka «[pynnbi»

Bo BKknaZKe «Ipynnbl» OTOOpaxKaeTca CMUCOK NMPUBA3AHHbIX K YCTPOWCTBY rpynn

ycTtponcts (PucyHok 17 [1]).

YCTPOMCTBA MOXKHO NPMBA3ATL K rPynme yCTPOMCTB C MOMOLLIO KHOMKK «/106aBUTb

B rpynnbi» (PucyHoK 17 [2]), BbINONHUB AENCTBMA, NpUBeAeHHble B Nn. 2.2.7.2.

g; MYNETUTEHAHT MOHWUTOPUHI YMPABNEHWE AOMWHWUCTPHMPOBAHUE @ Hatanus Meaxoea (i.ivanova...
YCTPONCTBA NMONb30BATENN NOIMTHMKM CLEEHAPHA GANANEI NPUNOXEHUA BUTPUHbI CBAZKM KITIOHEN
Mashtab TrustPhone COCTOAHUE YNPABNEHWE MNONb30BATENK rPYNNbl NONMUTHKK CLEHAPUK YOANEHHBIA O >
I'd
m™
pynnbl B KOTOPbIE EXOQMT YCTPOHCTBOD
@ CwmapTtdoH Aspopa ~
By 66930674-5549-. ) L B o
f 3548305500704.. '= Moynna -,'LT?uAuT:. HeoxMOaHHo neska (fB9c24) 17610 03042024
By 3548305509704 -
AKTUEMPOBZHO I CTpoK Ha cTpaHuue: 25 - T-2uma2
2
03.04.202410:36 =
PucyHok 17
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MHPopMaLma O rpynnax yCTPOMCTB oTobpaykaeTca B CTONOLAX, NPUMBEAEHHbIX B
Tabnnue (Tabnnua 6).

Tabnunua 6

MNapameTp OnucaHune
Twvn Tun rpynnsl yctporcts (Mpunoxkerue 1)
lpynna yCcTPOMCTB |— Ha3BaHMWe rpynnbl YCTPOMCTB (NpeacTaBnAaeT COOOM aKTUBHYHO CCbI/IKY,
NP HaXKaTMM Ha KOTOPYHO OCYLLLECTBAAETCA Nepexos K KapTovKe rpynnbl
yctpouncts (n. 2.1.2);
— KOMMEHTapUi - AOMNOAHUTENbHAA MHPOPMaLMA (3anonHAeTCA Npu
HeobxoaMMOoCTH)
YCTpOMCTB Konnyectso yCTPONCTB B A@aHHOW rpynne yCTPOUCTB
[ata Ha3HavyeHnsa |[aTa n Bpema nobaBAeHMA YCTPONCTB B rpynny yCTPONCTB

2.1.1.5. Brnagka «[MoanTtnkm»

Bo Bknaake «lonnTUKM» oTODparKaeTca CMNMCOK Ha3HAYeHHbIX Ha YCTPOMCTBO
NONIUTUK M ero npasun (PucyHok 18), a npu ero otcyTcTBUKM oTobpakaeTca cooblueHme «Ha
YCTPOMCTBO HE HAa3HAYeHO HN OAHOM NOAUTUKMY.

B cnyyae nepeceyeHua C APYrMMW MNOAUTUKAMKU OTOOPA3UTCA MOJHbLIA CMUCOK
Ha3BaHWI BCEX MONIUTMK Ha rpynnax YyCTPOMCTB AW rpynnax Nnosb30BaTenen.

NHPopMaLma BO BKNaAKe «MOANTUKM» oTODOpakaeTca B caeaytoLlmx cTonbuax:

— «HasBaHMe»  —  Ha3BaHMe  MNOAUTUKM,  HaA3HA4YeHHOW  Ha  rpynny
yCTPOWNCTB/NOb30BaTENEN, B KOTOPYIO BXOAMUT TEKyLLEe yCTPOMCTBO. Ha3BaHMe NOAUTUKM
BblAENEHO LBETOM M NPeACcTaBAseT COO0M aKTUBHYHO cCblfiKy (PrcyHok 18 [1]), npu HaxkaTum
Ha KOTOPYO OCYLLIECTBASETCA NePEXOA K KapTOUYKe MNONUTUKM;

— «Copaeprmmoe» — KpaTKas MHPopMaLmMA 0 NpaBuaax, 40O6ABAEHHbIX B MOANTUKY;

— «[pynna» — HaMMeHOBaHMWEe Trpynnbl, Ha KOTOPY Ha3HayeHa MoOANTUKA.
HasBaHue rpynnbl npeacTaBnseT coboi akTUBHYO cCbiiky (PrcyHoK 18 [2]), npu HaxkaTum
Ha KOTOPYO OCYLLIECTBAAETCA Nepexos K KapToyKe rpynmnbl.

ga MYNbTUTEHAHT MOHWTOPWUHI YMNPABNEHWE AOMWUHWUCTPUPOBAHWE @ ApnraunncTpatop [Nepesii (a.
YCTPOWCTBA NONbL3CBATENM NOAUTHUKK CUEHAPUK GANANLI NPUNOXEHWA BUTPUHbI CBA3KK KMKOYER
YcTpoiicTso Android COCTOSHWME  VMPABMIEHWE  TMOMb3OBATEAM  TPYMMbl  MOMMTUMKM  CLEHAPMM  YOANEHHbIA O >
CmaptédoH Android ~ v HazsaHue Copepxumoe Mpynna = [Moka3saThb KaTeropuu
™ fd43bc54-700d-4... - Mpunoxeqns NeGenes = 1 OocTyn: 2 Lebedey [ 2
[ 8658730324354
WcnonbzoBanne kamepel PaspeweHo
CooTBETCTBYET NONWUTH...
237141 ~ Pexum kmocka
B BrniodeH Het
12.04.202219:35
14.02.2024 15:05 OTknoYerme naHenn yeego... Hda
14.02.2024 17:50
Ko Bbixoga v3 pexuma kno... 11112222
3AKPBITE
PucyHok 18
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Mpy OTCYTCTBUM MONUTUK, HA3HAYEHHbIX Ha TPYNMNy YCTPOMCTB/NONb30BaTENEN, B
KOTOPYH BXOANT AAaHHOE YCTPOMCTBO, HEODXOAMMO BbIMNONHUTL AEMCTBUA, MPUBEAEHHbIE B
n. 2.4.4.

2.1.1.6. Bknaaka «CueHapum»

Bo Bknaake «CugHapum» oTobparkaeTcs CneayoLinii CNmMCcok:

— odnalH-cUueHapumM, Ha3Ha4YeHHble Ha yCTPoMcTBO (PucyHok 19 [1]);

— BusHec-cueHapuu, BbINOAHALWMECA Ha ycTponcTae (PucyHok 19 [2]).

B MMO poctyneH 6u3Hec-cueHapWi MO 3KCTPEHHOMY BbIBOAY YCTPOMCTBA W3
aKcnayaTauum (Hanpmumep, Npu yTepe Uan Kpaxe), Npu NPUMeEHEHMN KOTOPOro YCTPOMCTBO
HNOKMpPYeTCs, 3aTEM OYMLLAETCS BMECTE CO BCEMM AaHHbIMM (cOpacbiBaeTCA A0 3aBOACKMX
HacTpoek (n. 2.2.14) n apxmBupyeTca.

Mpw OTCYTCTBUM obnanH-cueHapmes, Ha3HaYeHHbIX Ha rpynny
yCTPOMCTB/NONb30BaTENEN, B KOTOPYO BXOAMT JaHHOE YCTPOMCTBO, OTODparkaeTcs
coobuleHme «Ha yCTpPOMCTBO He Ha3Ha4yeH HW oAuH odnanH-cueHapui». MNoapobHoe
onucaHue HasHavyeHuns obnanH-cLeHapmes NnpueeaeHo B n. 2.5.2.

ga MYNBTUTEHAHT MOHWUTOPHHI YMNPABNEHWE AOMWHUCTPHUPOBAHWE @ Haranwa MeaHoea (i.ivanova..

YCTPOWCTBA NONb30OBATENM NONUTHUKK CUEHAPWUM NPUNOXEHUA BUTPWUHBbI CBA3KW KJIIOYEN

INOI P4903 Va COCTOAHHE YNPABNEHWE NONb30BATENN reynnol NONMATHUKKH CLEHAPUH YOANEHHbIA OCTYT COE »

CmapTdoH Aspopa ~ OdnanH-cueHapuu

B 344
03

Cmena SIM-kapTol 3abnoknpoBaTh YCTPOMCTBO test_rpynna_uMBaHOBCKWA

5M3HEC-CL|,E!HBFJHV!, Ha3Ha4eHHbIe Ha VCTDG“CTBO

{3 yCTPOACTEO HE Ha3HaueH i OAMH BU3HeC-CUEHADHA

OnepaTvBHOE YNpasneHue A Crpox wa crpannue: 25 v 0-0wa0

E : 0 EPLCEMEE BLIBECTW M3 SKCMNYATALIMIA

OBnoaute  [uarHocTuxa Napons
Cocrosmue agmumna -

PucyHok 19

NMHbopmauma o6 odnalH-cueHapusax M o busHec-cueHapuax oTobparkaeTcs B
cTonbuax, npueeaeHHbIx B Tabaumue (Tabauua 7).
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Tabnnua 7
MNapameTp OnucaHue
OdnaliH-cueHapum
HasBaHue HasBaHue odnaiH-cueHapms, Ha3Ha4YeHHOro Ha rpynny

YCTPOMCTB/NONb30BATENEN, B KOTOPYIO BXOAMT TEKYLLEE YCTPOMCTBO.
Ha3BaHne odpnanH-cLeHapua NpeacTtaBaseT coboM aKTUBHYKO CCbIKY,
NPW HaKaTUKM Ha KOTOPYHO OCYLLECTBAAETCA Nepexos K KapTouke odnaiH-

cueHapwmn
CobbiTne CobbITne, No KoTopoMy obnanH-cLLeHapUIA A0KEH cpaboTaTb
Peakups Peakuma ycTpoicTBa, KOTopaa AO0/KHA MPOM3OMTM MPW HaACTynAeHUU
cobbITna odnamH-cueHapus
Mpynnbl HanmeHoBaHMe rpynnbl, Ha KOTOPYHO HasHadYeH odaanH-CLEeHapui.

HasBaHwue rpynnbl NnpeacTaBaaeT coboi akTUBHYHO CCbIKY, MPU HaXKaTum
Ha KOTOPYIO OCYLLECTBAAETCA Nepexo, K KapTouKe rpynmbl
BusHec-cLeHapuy, HasHa4yeHHbIe Ha YCTPOWCTBA

HasBaHue HasBaHue b13Hec-cLeHapus, BbIMOHAIOLLErOCA Ha YCTPOUCTBE
CraTyc CTaTyc BbINO/HEHWA OM3HEC-CLUEeHapua

NaTa [aTa 1 Bpema HasHayeHua BUsHec-cLeHapma Ha YCTPOMCTBa
Ha3HayYeHuA

2.1.1.7. BknaaKa «YaaneHHbln 4OCTyn»

Bo Bknagke «YmaneHHbih A0CTyn» oTobpakatTca HacTporku RustDesk ans
yOaNeHHOro NOAKAOYEHMA.

BHUMAHUE! [daHHbih  GYyHKUMOHAN  AOCTYNEH TONbKO AN YCTPOWCTSB,
dyHKUMoHnpytowmx Ha OC Android n OC AnbT Linux.

[lna ynaneHHoro noaxAto4eHma K paboyemy CToNy aKTMBMPOBAHHOIO YCTPOMCTBA, a
TakKe ans obmeHa dannamm ¢ nomoulbto 1Y, HeobxoaAMMO BbIMONHWUTL Caeadyrolime
NencTens:

1) YcTtaHoBuTb cepsep RustDesk.

NMPUMEYAHUA:

v IHCTPYKUMA MO YCTaHOBKE  pacrofio’keHa Ha  oduumMasbHOM  canTe:
https://rustdesk.com/docs/ru/self-host/rustdesk-server-oss/install/;

v PekomeHayeTca MCnonb3osaTh Bepcuio cepsepa RustDesk 1.1.8.

B pe3ynbTaTe yCTaHOBKM cepBepa RustDesk 6yayT AoCTynHbl cheaytouime
HACTPOMKM: aApec M KNKoY;

2) 3apaTb HacTpoMku cepsBepa RustDesk (agpec m Kao4) B KOHOUIypaLMOHHOM
danne MY (/var/ocs/config/subsystems/emm/applications/ocs-emm-state-
manager—api/ocs—emm—state—manager—api.ymlﬁ

3) YcTtaHoBUTb desktop-knmeHT RustDesk Ha 9BM.
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MPUMEYAHUE. B 3aBucumoctn oT Bepcum OC amctpubytmns desktop-kaneHTa
PACMONOXEH B CeAyHOLLENM NanKe pacnakoBaHHOMO apxmBea ¢ Anctpmndytmsom MMO:

- 0C Windows BEPCUM 11: /client-apps-—
win/thirdparty/rustdesk/windows/;

— OC Ubuntu 20.04: /client-apps-linux/thirdparty/rustdesk/ubuntu-
20.04/;

— OC Ubuntu 22.04: /client-apps-linux/thirdparty/rustdesk/ubuntu-
22.04/.

BHUMAHMWE! KoppekTHan paboTta desktop-knmeHTta RustDesk Ha apyrux Bepcusax OC
He rapaHTUpyeTcs;

4) OTKpbITb HacTponkm desktop-knneHTa RustDesk. [1ns 3Toro HE06X0AMMO OTKPbLITb
HacTpolkuM desktop-knneHTa RustDesk (PucyHok 20), nepeinTn B pasgen «CeTb» U yYKas3aTb
aapec u kntoy cepsepa RustDesk, KoTopble Bblan NonyyYeHbl Ha ware 1.

(o) nhaeHan 9, Hactpoiiku = — 0 X
HacTponku
ID/CepBep peTpaHcaaumum O D0
8 Ob6uwve

ID-cepeep: | ocs-feat-1.devel.pro:21116

@ BesonacHocTh

CepBep peTpaHCcAALMN:
I @ Cem

[ OrobpaxeHne APl-cepsep:
& AwkayHt Key: | 1cP30XM7xkEDSgedexNh6VIdwVLIdBQBFWYY7k
@ O nporpamme

PucyHok 20

NMPUMEYAHUE. Ons desktop-knmenta RustDesk gns OC Windows Heobxoammo
TaK)Ke HaXaTb KHOMKYy «YCcTaHoBUTb» (PucyHOK 21) Ha rnaBHOM CTpaHMUE M caenoBaTb
MHCTPYKUMam 13 Wizard ans yctaHoBkn RustDesk B cucteme;

(#] = — 0O x
Baw paBouwid cTon AoctyneH c
31im 1D v naponem
1D : YnpaeneHue yaanértbim pabounm cronom
1075 414 403 "
i ) 1922 679 366
OaHopazoesId Naponb L )
B HekOTOpbIX CAyJyasx u3-3a ° * o E] M

UAC RustDesk moxer

paboTaTb HenpaBMABHO Ha
* 1922 679 366 : * 1719 284 895

yAan&HHOM yzne. Ytobel H
android @ HUAWEI-FIG-LX1 android @HUAWEI-FIG-LX1

usbexars UAC, HaxXMuTe
KHOTKY HVWDKe Ans

ycranoBku RustDesk B

cncTeme.

YcraHoBUTb
® [oTtoBo

PucyHok 21
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5) YcTaHoBMTb NnpunoxeHne RustDesk Ha ycTporcTBax Nob30BaTeNs.

BHUMAHMUE! B 3aBncmumoctn ot OC, yCTaHOBAEHHOM Ha YCTPOMCTBE, ANCTPUOYTMB
NPUIOXKEHMA PACNOJIOXKEH B Manke pacnakoBaHHOro apxmea c M0, a UMeHHO:

— OC Android Bepcun 7-13: /client-apps-android/thirdparty (NoArotoska
YCTPOMCTBA K YAaNEHHOMY NOAKNOYEHMNIO MpUBeAeHa B NpuaoxeHun (MpunoxkeHue 4).

MoxeT 6bITb gocTynHa cbopka npunoxkeHua RustDesk, noanncaHHaa NOAMMCHIO
npomn3BoanTend. Takad cbopKa MNO3BOMAET OCYLECTBAATb yAaneHHOe MNOAKAOYEHMEe K
paboyemy CTONy NOb30BaTena 6e3 3anpoca y No/b30BaTeNs OTAE/NIbHOro paspelleHuns
(nanee «beclwoBHOEY NOAKAOYEHME), NPU STOM A1 HEE XapaKTepHO caeaytoLlee:

— cbopkKa pacnonaraetcs B apxuee client-apps-android-signed-
vendor.tar.gz, KOTOPbIA BXOANT B KOMMNAEKT noctasku MMO;

— cydduKe B HazBaHMM APK-pana onpeaenset npon3BoamnTeNb.

OcobeHHOCTU xapaKTepHble npoussoamTento Chainway:

— npunoxeHne RustDesk pacnonaraetcs B nanke: /client-apps-android/
thirdparty/android/rustdesk-1.5.1+1-android.armeabi-v7a.chainway-

4d. apk,;

— MUCNONb3yemble NOAMMUCKU 3aBMCAT OT MOAENN YCTPOMCTBA, HaNpumep:

® /1A yCTpoMnCcTB Ha Qualcomm — noanuck ¢ cydduKkcom 4d;
e anAaycrtponctea C72 —noanuch ¢ cydPpuKcom cd.

— OC Anbt Linux Bepeun pl0: /client-apps-linux/thirdparty/alt-pl0.

BHUMAHWE! PexkomeHayeTca ycTaHOBWTb npunoxkeHne RustDesk, Ha3Hauums
NOANTURY «pUNOKeHNA/YCTaHOBKa NPUOKEHNI Ha ycTpoicTeo» (nn. 2.4.1.35);

[na yctaHoBKM npunoxeHus RustDesk ¢ «bBecwoBHbIM»  MOAKAOYEHNEM
Heobxo4MMO CO34aTb AMHAMMYECKYIO TPyMny YCTPOMCTB No npoussoantento (nn. 2.2.2.2) v
3aTEM Ha3Ha4yUTb MNOAUTUKY C Npasuaom «[punoxkeHna/YcTaHOBKa MNPUIOXKEHUI Ha
YCTPOMCTBO», KOTOpas YCTaHOBMT HeobxoAMMoOe MpPUIOXKEeHMe B 3aBUMCMMOCTM OT
Npou3BOAMTENA.

MPUMEYAHME. Echuv npunoxkeHune RustDesk (13 coctasa MMO penns 5.0.0) Bepcum
5.0.0.1+1 3zarpyxeH B 1M, TOo noArpysntb K Hemy ana obHosneHua sepcuto 1.5.1+1
(MNO penns 5.1.0) HEBO3MOXKHO.

B aTOoM cnyyae HeobxoaMmo co3aaTb HoBoe npunoxkeHne RustDesk noa penns 5.1.0
M 3aTeM NepeHasHa4mTb ero yCTaHOBKY Ha YCTPOMCTBA C MCNO/1b30BaHMEM COOTBETCBYHOLLEN
NONUTUKMN.

6) MepenaTb HACTPOMKM Ha YCTPOWCTBO M BbIMOMHUTL YyAa/fieHHOe MNoAKItoYeHUNe
yepes Y. na 3Ttoro B KOHCOM agMMHUCTPaTopa MY B KapTO4YKe YyCTPOMCTBA BO BKAAAKe
«YOaneHHbl JOCTyN» Ha)aTb Ha KHOMKYy «KoHdurypmposaTb ceaHc» (PucyHok 22),
npeaBapuTenbHo ybeamBLUMCh, YTO HACTPOMKKM cepBepa RustDesk 3asaHbl B HACTpOMKax
cetn desktop-knmneHTta RustDesk (cm. PucyHok 20).

B pe3ynbTaTe HACTPOMKWM YyAANEHHOro MNOAKAOYEHMA OyayT nepedaHbl U
NPUMEHEHbI Ha YCTPOMCTBE (3TO MOXKET 3aHATb HEKOTOPOE BPeEMA).
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MPUMEYAHUA:

v Moctasnsemblt B aucTpubytmuse MMNO  npunoskenne  RustDesk  ans
aAMWHUCTPaTOpPa B LlenAax 6e30nacHOCTM He NOAAEPHKMBAET NOAKNOUYEHME K HEMY U MOXKET
6bITb MCNONB30BAHO TObKO A1A NOAKAOYEHNA K YNPABAAEMbIM YCTPOMCTBAM;

v Ecan TpebyeTca yaaneHHo MoAKMoYaThca K pabodemy CToNy YCTPOWCTBA B
PEXUME KMOCKA, TO npuaoxKeHne RustDesk He HY*KHO BKAtOYaTb B CMMCOK Pa3peLleHHbIX
NPUNOXKEHMI. B pexnme KMOCKa OHO ByaeT N0 YMONYAHMIO CKPbITO Ha SKpaHe YCTPOMCTBa,

npn 3TOM 6yp,eT BO3MOXHOCTb YAaNeHHO MOAKNOYNTLCA K pa6oqelv\y CTOANY, BbIMNOMHUB
waru, npmBeaeHHbIE BbILLE.

ga MYNIbTUTEHAHT MOHUTOPUHI YNPABNEHUE AOMUHUCTPUPOBAHUE @

YCTPOUCTBA NONb3OBATE/M NOMMUTUKN CUEHAPUM DANNBI NPUNOXEHUA BUTPUHDBI CBSA3KM K/IIOMEN

YCTpOﬁCTBO Android / COCTOSHUE YNPABNEHUE NONb3OBATENN rPynnbi NONMUTUKKU CUEHAPUW YOANEHHBIM AOCTYN >

Cmaprdon Android ~ -
YaaneHHbi gocTyn

D 4a355274-c334- o Koudurypaums

OnepatusHoe ynpasnesme A IAKPHITD

PucyHok 22

[anee oTobpasutca «Tun ynpasBaeHua», B KOTOPOM OyayT OTODOpaxKeHbl
(PucyHok 23 [1]):

— «ID knneHTa» - naeHTMdmnKaTop KnneHTa RustDesk Ha ycTpoiicTBe Nonb3oBaTens;

— «[laponb» - Naposib ANA YyA3aNEHHOr0 NOAKAOYEHMA.

MPUMEYAHUE. [na vyctpoicts, ¢yHKUMOHMpPYOWmMx Ha OC Android nepep
BbINO/IHEHMEM YAANEHHOMO NOAKAOYEHNA HEODXOAMMO Ha YCTPOMCTBE BPYYHYHO 3aMyCTUTb
cnyx0y RustDesk 1 BblaaTh Tpebyemble paspewenuna (MpunoxkerHne 4).
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g! MYNbTUTEHAHT ~ MOHWTOPUHI  YNPABNEHWE  AOMWHUCTPUPOBAHUE ® Anekceit lebepes (a.lebede
YCTPOUCTBA NOJIb30BATENN NONUTUKKN CUEHAPUM DAL NPUNOXEHUA BUTPUHbI CBA3KU KJTIOYEN
YctpoitcTeo Android /' ocs-feat-1.devel.pro:21116

CmapTtdon Android A

o Tun ynpasneHus

COOTBEeTCTBYET NONUTHKE
237141
= @ CoobwuTe Nonb3oBaTenio 0 HeobXOAUMOCTU PYHHOro 3anycka cnyx6el RustDesk Ha
YCTPOMCTBE 1 Bbiaaum Tpebyembix paspeweHun. MoapobHee
12.04.2022 21:35
2024 17:05

14.02.2024 17:17 1922679366

— 1

90tsJs21k4pK218
I QAT NOAKNIOYUTBCH K IKPAHY l— 2

3AKPbITH

OnepaTuBHOE ynpaBnexme A

PucyHok 23

Ecnn Heobxoanmo:

— NOAKMOYMUTLCA K paboyemy CTONy MNOAb30BaTeNd YCTPOWMCTBA, HEOHBXOAMMO
HaXaTb KHOMKY «[MoAKNOYMUTLCA K 3KpaHy» (PucyHok 23 [2]) 1 noaTBEpAUTb NOAKAOYEHME.,
OTkpoeTca okHo desktop-knmeHTa RustDesk c yaaneHHbIM paboyrm CTONOM NONb30BaATENS;

— nepeaatb Ha YCTPOMCTBO WMAM, HAaoDOPOT, cKOMMpoBaTb dalbl C YCTPOWCTBA,
HaxkaTb «OTNpaBuTb dannbl» (PucyHok 23 [2]) n noaTBepaAnTb NoaxatodeHme. OTKpoeTca
OoKHO desktop-knneHTa RustDesk ans obmeHa dannamm mexxkay IBM um ycTporcTBom
nosib3oBaTtens.

B pe3ynbTaTe yAaneHHOe MOAKAOYEHME K YCTPOMCTBY Mo/sib3oBatens bOyaet
HACTPOEHO M BbIMOJHEHO.

2.1.1.8. Bknagka «CobbIiTns 6e3onacHoOCTN»

Bo Bknaake «CobbiTna 6e30nacHOCTUY oTobpaykaeTca CrMCOK Npou3oLeanx Ha
ycTponcTee cobbituii 6esonacHocTh (PucyHok 24 [1]), KOTopbIn Npu pa3bope NHUMAEHTOB
NO3BONAET ONPeaAenTb, YTO MPOUCXOANIO HA YCTPOMCTBE, @ NMPU OTCYTCTBMWN CODbLITUI Ha
ycTpolicTee oTobparkaeTca cooblueHmne «HeT AaHHbIXY.

Ona nonyyeHmsa cobbitma  6e3onacHocTM  HeobxoAMMO  BOCMO/b30BaTbCA
onepaTMBHON KOMaHAOoM «PacnucaHue oTnpaBKku cobbiThin 6e3onacHocTU» (n. 2.2.9) nan
NOSINTUKON C NpasBuaom «KoHPurypaumsa/PacnmcaHme otnpasku cobbiTnin 6esonacHoCTU»
(nn. 2.4.4.2).

MPUMEYAHUE. OnepaTnBHaa KomaHaa «PacnucaHue OTNPaBKM  COObITUI
6e30nacHOCTU» AOCTyMNHa TONbKO ANA YCTPOMCTB, QYHKLUMOHUPYIOLWMX NO4 YNpaBieHMeM
OC Aspopa.
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ga MYNbTHTEHAHT MOHWUTOPKMHI YNPABNEHUE AOMWUHUCTPUPOBAHUE @ Hatanus WMeaHosa (i.ivanova...
YCTPONCTBA NONb30BATENMN NONUTHKK CUEHAPUU AR MPUNOXEHUA BUTPHHLI CBAZKMW KIKOYER
Mashtab TrustPhone < COCTOAHWE YMPABNEHWE NONb30BATENA rPYMNbI NONNTUKKA CLIEHAPKHK VOANEHHbBIA OOCTY COBbITUA BE3CNACE >
7
T -
@ CmapTdoH ABpopa ~ 03.04.2024 03.04.2024 Role-primary-user HewraTHoe 3aBeplueHme Nporpamme ®
B 66930674-5549- F . o
A 3548305509704, 03042024 03042024 @ Role-primary-use: Bxon 8 cvcTeMy yenelen ®
Iy 3548305509704
03.04.2024 03.04.2024 Role-system MNoneiTka pocTyna
He ynpasnaerca
4007343
4.00.7+3 03.04.2024 03.04.2024 Role-primary-user HeWTaTHOS 3aBEpLLUEH e NPOrPAMMLI ®
-
03.04.202410:36
03.04.202410:48 I Crpox HacTparmue: 25 « 1-25 uz Honee yem 25 >
03.04.202410:53 1
2
PucyHok 24

CnuncoK cobbITUIM COpTMPYETCA No AaTe Npounsolleero cobbiThA, TakKe BO3MOXKHO
dunbTpoBaTh NO aTpMbyTam, NpuBeaeHHbIM B Tabauue (cm. Tabanua 2).

NHpopmauma o cobbiTnax BezonacHOCTM oTobparkaeTca B cneayolmx cTtonbuax,
npueeaeHHbIX B Tabanue (Tabanua 8).

Tabnnua 8
MNapameTp OnucaHune
MPUHATO [aTta v Bpems nocTynaeHma cobbITUa Ha YCTPONCTBAX
MNpounsoLwno [lata 1 Bpems BbINO/IHEHWA COOLITMA HA YCTPOMCTBAX
Tun Tun coobuweHns o cobblITUM B 3aBUCUMMOCTM OT BaXKHOCTU
(MpunoxeHme 1)
Mpouecc 1 posib Ponb oTnpasuTens cobbiTA M NOJIHbLIA MNYTb K MCMOJAHAEMOMY

danny npouecca oTnpaBuTens cobbITUs

CobbiTne n noapobHocTh | HazaHme cobbITMA M AONONAHUTENbHAA MHOOPMALMA O HEM
NHdo CoaeprkaHne coobuweHnsa. [na npocmoTpa HeobxoaMmo
HaxaTb 3HauoK @ «CopepskaHue coobLLeHUAY.

[Ons KonupoBaHMA TeKcTa coobuleHns B bHydep obmeHa
HEeobXoAMMO HaxaTb KHOMKy «KonupoBaTb» (PucyHOK 25).
[Na 3aKpbITUA COODLEHMA HAXKATb KHOMKY «3aKPbITb»
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CopepikaHue cooblyeHuna

O6HoBneH nakeT
omp-emm-client

"cap_effective": 274877986943,

"cur_user_uuid": "{23ze8baB-d1c9-4e17-9e7f-cd418eef9a50}",
"egid": @,

"euid": @,

"event_string": "package-upgraded”,

"exe": "fusr/bin/rpm",

"fsgid": @,

"fsuid": @,

"groups": null,

"id": 639,

"level™: "\u@eel",

"message": "omp-emm-client",

"pid": 19984, h

3AKPbITE
PucyHok 25

[lna 3aBeplleHNs NPOCMOTPA KapTOYKM YCTPOMCTBA M BO3BPATa K CIMCKY YCTPOMCTB
HeobX0AMMO HaXKaTb KOMKY «3aKpbITb» (CM. PucyHoOK 24 [2]).

2.1.1.9. Brnagka «[MTpunoxkeHna»

Bo Bknaake «MpunoxKeHnsa» oTobpaxKkaeTca CNUCOK MPUNOXKEHWI, YCTAHOBAEHHbIX
Ha ycTpolcTee.

NMPUMEYAHMUE. laHHble O BCeX YCTAaHOB/IEHHbIX MPUIOKEHMAX OTMNPABAAKOT TO/bKO
yctponctea ¢ OC Aspopa 1 OC Android. YcTpoincTsa Ha 6a3e OC cemeicTtsa Linux nepenatoT
MHPOPMaALMIO TONBKO 06 YCTaHOBAEHHOM NPUAOKeHWM «ABpopa LleHTp».

NHbopmauma o npuaoKeHusx oTobpaxaeTtcas B ctonbuax (PucyHok 26 [1]),
npuseaeHHbIX B Tabnnue (Tabanua 9).

Tabnnua 9
MNapameTp OnucaHue
[NpunoxeHune Ha3BaHWe NPUIOXKEHMA N ero BepcuA
ABTO3anycK Onpenensaer BKtOYEHME aBTO3amnyckKa NPUNOXKEHNA.
BO3MOXHble 3Ha4YeHUA:
- - BbIK/1tOYEHO;

— /- BKawoyeHo.

BHUMAHMUE! ABTO3anyck MOXHO VYCTAHOBUTb TONIbKO  ANA
npunoxeHun ¢ OC Aspopa.

NMPUMEYAHUE. Ecnn umHdbopmauma ob aBTo3anycke He Oblna
nonyyeHa (Hanpumep, aBTO3anmyCK MPUAOXKEHWI OTCYTCTBYET Ha
ycTponcTee Ha 6a3e OC Android), To sueiKa He 3anoaHAeTcA
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MNapameTp

OnucaHue

PaspelleHuna

ABTOMATMYECKOE NPMMEHEHWNE Pa3peLlEHNN.

OnpefensaeTt, BblAAHO /M MNPUIOKEHUIO  aBTOMATUYecKoe
NPUMeHeHMe TpebyemMbix paspeLleHmnin. BO3MoXKHble 3Ha4YeHUS:

— «BblkntoveHo»;

— «BkntoyeHo».

NMPUMEYAHUE. Ecam nHbopmauma o BblAaHHbIX Pa3peLleHnax He
Oblna nonydeHa (Hanpumep, ANA CUCTEMHbIX MNPUIOXKEHWI B
OC Android), To syeiKka He 3anonHAeTCs

[TonntnkKa

Ha3BaHMe MNOAUTWMKKM, MO MpPaBWUAYy KOTOPOM OblO YCTAHOBAEHO
npuaoXKeHue. HasBaHMe MNOAUTUKM  BblAENEHO  LUBEeTOM U
npeacTaBaseT cobol aKTUBHYK cCblKy (PucyHOK 26 [2]), npu
Ha)aTUM Ha KOTOPYK OCYLLECTBAAETCA Mepexos K KapTouke
nonntukm (n. 2.1.5). lMpu OTCYyTCTBMM MNOAUTUK C MPaABMUIOM
YCTAHOBKM MPUIOKEHMA OTODparKaeTcA 3HAYOK «—»

NHpo

OTobparkeHWe Ha3BaHMA MakeTa NpuAoXKeHua (PUcyHoK 27) npu
Ha*aTumn 3HauKa ©®© «JlononHuUTenbHaA nHGopMaLma»
(PucyHok 26 [3])

ga MYBTUTEHAHT

YCTPOWCTBA

Mashtab TrustPhone y

T

E CmapTtdoH Aepopa

He ynpasnsetea
40.013+3
4.0.0.7+3

MOHUTOPMHI

NONbL30BATENM

YMPABIEHUE AOMWHWUCTPUPOBAHUE @ Hatanwua Meanoea (i.ivanova...

NONUTHKK CLIEHAPHIK ARSI NPUNOXEHWA BMTPWHEGI CBA3KK KIMOYER

< rPYMMbl NONUTHUKK CLEHAPHK YOAEHHBIA AOCTYN COBbITUA BE3OMNACHOCTH NMPHUNOXEHWA >

3AKPLITb

PUCcyHOK 26

LOononHuTenbHaa UHGOpMaUns

MakeT: jolla-calendar

3AKPLITE

PucyHok 27
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2.1.1.10.Bknaaka «Kapta»

Bo BKknaake «KapTa» [0CTyneH MNPOCMOTP MECTOMONOMKEHUSA aKTMBMPOBAHHOTO
YyCTPOMCTBa Ha KapTe (PucyHok 28).

‘!!! MYNbTUTEHAHT MOHUTOPUHI YNPABNEHUE AOMUHUCTPUPOBAHMUE @ Hatanusa ViBaxoea (i.ivanova...

YCTPOWCTBA NMONb30BATENN NONINTUKU CLUEHAPUM ®ANNDI NMPUNOXEHUA BUTPUHDI CBAI3KM KIIOYEN

INOI P4903 v < TPYNMbl  MOMWTUKA  CLEHAPUM  COBbITWA BE3OMACHOCTU  MPUIOXEHUS KAPTA
CmaptdoH Aspopa A - 05.07.202313:47
[ 14¢18160-33c4-411-89a4-f71.. 2 kY
[ 358992080347483 ® nSGenss 9
=) 1
B npouecce aktusauumn ""w.-, » 4
4.0.01+2 a
1.9.26+1.pat... = T —
%
31.08.2022 13:01

29.08.202311:37 EIPC BEPHYTHCA K METKE RO)

16.05.2023 11:06
PucyHokK 28

Ha KapTe oTobpakeHbl cieaytolime 3N1eMeHTbl:

— METKa C MeCTOMNON0KeHNEM ycTponcTBa (cm. PucyHok 28 [1]);

— KHOMKW ANA YBEANYEHUS UAN YMEHbLLEHMA MacliTaba KapTbl (M. PucyHok 28 [2]);

— [aTa aKTyanbHOCTM KoopAanHaT (cm. PucyHok 28 [3]);

— Tepputopus (cm. PucyHok 28 [4]) - ecam Ha yCTPOWMCTBO Ha3HayeH odpaanH-
CueHapun ¢ cobbiTnem «HaxoxaeHne Ha TePPUTOPUAX, onpeaeniemblX KOopAMHaTaMM»
M «HaxoxKaeHne BHe TeppPUTOPUM, ONpeaenaemor KoopAnHaTamm», TO Ha KapTe TaKxe
oTobparkatoTca TeppuTopmn s odnamH-cueHapma.

Mpn HaBeAeHMM Kypcopa Ha MeTKy YCTPOMCTBa OToOparkaeTca MNoACKa3Ka,
cofeprkalliaa cneaytolyto MHpopmaumto (PrucyHok 29 [1]):

— KOoOopAMHaTbl YCTPONCTBA;

— [aTy aKTya/NbHOCTM KOOPAMHAT;

— peXxum paboTbl reono3nuUMOHMPOBAHNA.

‘!!‘ MYJIBTUTEHAHT MOHUTOPUHI YTMNPABNEHUE AOMWHUCTPUPOBAHUE @ HaTtanua Weaxosa (i.ivanova...

YCTPOWCTBA MONb30OBATEN NONUTUKU CUEHAPUM DANNbI MPUNOXEHUS BUTPUHDI CBSI3KU KJTKOHEN

INOI P4903 / < CLUEHAPUM  YOAJIEHHBI JOCTYN  COBbITUS BE3OMACHOCTU  MPUIOXKEHUS KAPTA

@ CmaptdoH Aespopa ~ +

B 14¢18160-33c4-4...
[y 3589920803474..

Koopmwmare: 53,336521,83.656525

B npouecce akTusaummn T
40.01+2 g Axrtyansvo wa: 05.07.2023 13:47

Pexcmm paboru: Bucoxkan TOMMOCTS

1.9.26+1.patch.omp.ap... 2
31.08.202213:01 “
29.08.202311:37

PucyHok 29

49



=~ OTKPbITAS
PyKOBOACTBO NoAb3oBaTena. YacTb 3 l Mo hAd

Mpn HEeobXxoaAMMOCTM BO3MOXKHO M3MEHUTb MaclTab M nNpocmaTpuBaTb Apyrue
obnacTn KapTbl. YTOObI BEPHYTHCA K METKe YCTPOMCTBa B MacwTabe No yMONYaHUIO,
HeobXxoAMMO HaXKaTb KHOMKY «BepHyTbca K meTke» (cm. PrucyHok 29 [2]).

NPUMEYAHUA:

v' KoopamHaTbl C yCTPOWCTBA OTNPAB/AOTCA MO PaCMMCaHMUIO OTNPABKM COCTOAHUSA;

v' AKTya/ibHble KOOPAMHaTbl MOTYT OTCYTCTBOBaTb B COCTOAHMM, €C/IN YCTPOMCTBO
He onpeaennno Wux WAM onpeaeneHue OTKAYeHO. HeobxoamMmo BOCMO/b30BATLCA
onepaTUBHbLIM yNpaBieHUEM A5 NOAYYEHUA COCTOAHMUA YCTPOMCTBA BHE pacnmncaHms;

v' TOYHOCTb onpeaeneHms KoopamMHaT YCTPOMCTBA 3aBUCUT OT MHOMMX $aKTOPOSB,
TaKMX KaK: TMN YCTPOMCTBA, COCTOAHWE CETU, CKOPOCTb, HAXOXKAEHME B 34aHMMN AN OKONO
BbICOKMX OOBEKTOB, MOKPbITUE CMYTHUKOB, annapaTHble M NPOrPaMMHbIE XapPaKTEPUCTUKN,
YPOBEHb Lyma/nomex 1 T.4;

v' MecTononosxenune ycrpoictea ¢ OC cemeictea Linux otobpa)kaetca, Ho
TOYHOCTb MOXET ObITb TO/IbKO Ha YPOBHE ropoaa.

2.1.2. PaboTa c KapTo4KOoM rpynmbl YCTPOMCTB

C NOMOLLBID KAapTOYKM TPyMnMbl YCTPOMCTB MOMKHO MPOCMOTPETb AETabHYHO
MHGOPMaALMIO O rpynne yCTPOMCTB, BbIMOJHMB CAeaytoLne AeNCTBUA:

— nepenTn B noapasaen «YCTponcTea» pasaena «YnpasieHne,

— ANs oToDpaXKeHua rpynnbl YCTPONCTB B 061aCTU GUALTPOB BbiOpaTh «[1oMCK No
rpynnamy;

— HakaTb Ha Ha3BaHMe rPynnbl YCTPOMCTB.

B pe3ynbTaTe OTKPOETCA KapTo4yKka rpynnbl YCTPOMCTB, WHTEPdENC KOTOPOM
BK/IIOYaET:

— obuyto nHbopmaumo o rpynne yctpoicts (PucyHok 30 [1]), cocTosulyto u3
napameTpoB, NpuBeaeHHbIX B Tabanue (Tabanua 10);

Tabnunua 10
MNapameTp OnucaHue
ID NaoeHTUPUKATOP rpynmbl YCTPOMCTB, KOTOPbIM MOXKHO CKOMMPOBATD,
HaxaB KHonKy D) «KonuposaTs id rpynnbl B 6ydep obmeHa»
Co3paHo [ata n Bpems 4obaBNeHMA rpynnbl YCTPOMCTB
O6HoBNEeHME [aTa n Bpema nocneaHero 0bHOBNEHMA FPYNMbl YCTPONCTB
KommeHTapuin |[ononHutenbHana nHbopmaLums (3anoHAETCA Npu HeobxoAMMOCTH)

— BKJIaAKM KapToukn (PrcyHok 30 [2]) c gonosHUTeNnbHOM MHGOPMaLMen o rpynne
YCTPOMCTB:
e «YcTponcTtea» (nn. 2.1.2.1);
o «Monntunkm» (nn. 2.1.2.2);
e «CueHapun» (nn. 2.1.2.3).
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g; MYNbTUTEHAHT MOHWTOPWHI YNPABNEHWE AOMWHWCTPUPOBAHWE @ HaTanua Meaxoea (i.ivanova...

YCTPOWCTBA MONb30BATENW MOMMTHKA CUEHAPHIA AR MPUNCXKEHWUA BWUTPHHbI CBA3KK KIMIOHER

rpynna VCTpDﬁCTB YCTPOWCTBA NOMUTHUKK CLEHAPHH  fo 2
. Vg
_n.iv

3 rpynna yctpoiicTte

YcTpoicTea BXxogALWKWE B rpynny

B e6062941-fbe8-4..
9 Mas P 54830550! 6 354830550
29 @ Mashtab TrustPh... IMEI 354830550970406, 354830550870414 03.04.2024 1157 caoazo2anse
03.04.2024 11:57
03.04.2024 11:57 —1 CrpoxHa crpakaye: 25 (R
NGRS  NPUBASATD YCTPOMCTEA
>

[N pefakTUPOBaHMA AaHHbIX TPYMMbl YCTPONCTB HEOBXOAMMO HaXKaTb Ha 3HAYOK #
«PepaktnposaTb» (cm. PucyHok 30 [3]) n BHeCTU HeobxoaMMble U3MEHEHMA B Caeaytoume
nona:

— «VIma rpynnbi»;

— «KommeHTapui».

2.1.2.1. Bknagka «YCTpomcTea»

Bo BknaaKke «YCTpomcTBa» oTobparkaeTca CNMCOK YCTPOMCTB, MPUBA3AHHbIX K rpynne
yctponcts (PucyHok 31 [1]), a npu ero oTcyTcTBMK O0TObOparxKaeTca coobuleHne «lpynna He
COAEPHKMUT YCTPONCTBY.

Mpn HeobXxoAMMOCTM ANA MOMCKA YCTPOMCTB BO3MOXKHO MpUMeHeHMne GuabTpoB
(PncyHok 31 [3]). OnucaHme ¢pMabTPOB M NpoLLecca Nomcka NpmueBeaeHo B noapasgene 1.5.

YCTPOMCTBO BO3MOXKHO MPMBA3aTb K rpynne YCTPOMCTB C MOMOLLBbI KHOMKM
«MpuBszaTb ycTponctBa» (PucyHok 31 [2]), BbINOAHMB [AEWUCTBMA, NPUBEAEHHbIE B
nn. 2.2.7.3.

MPUMEYAHME. YKa3aHHbIN Bbllle Cnocob pesaKTMPOBaHMA CNUCKA HE MPUMEHUM
AN YCTPOWUCTB M3 AMHAMMU4YecKoM rpynnbl. KHonka «[MpnBsA3aTb YCTPOMCTBA» BO BKAAAKE
«YCTPOMCTBa» Yy AMHAMWYECKOM rPyNnbl YCTPONCTB OTCYTCTBYET.

gg MYNBETUTEHAHT MOHWTOPHUHI YNPABNEHWE AOMWHWCTPUPOBAHWE @ Hatanus MeaHoBa (i.ivanava...

YCTPOWCTBA MONb30BATENM MOSTMTHUKKN CUEHAPHM DAANDI MPUNOXEHWA BUTPHHbI CBA3KH KINIOYEN

Ipynna ycTpoiicTs YCTPOWCTBA  MOMWTMKM  CLEHAPWMK
rd [

_n.iv

YcTpoiicTea BEXoAAWME B rpynny
3 rpynna yctpoitcts ~

Iy eB06aB41-fbe8-4

8 Mashtab TrustPh ¥ 8305500704086, 830550070
N @ Mashtab TrustPho AEl 3548305509704086, 354830550970414 03.04.2024 1157 02.04.2024 1158
03.04.202411:57
03.04.202411.57 I
+ Hoeeuit punetp ~ CTpox HacTpaHle: 25 w T=Tua"
— 3
v 3AKPhIThI MNPUBASATb YCTPOCTBA I— 2
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NHPOpMaLMA NO KaxkaoMy YCTPOMCTBY O0TobparkaeTcs B cToNbuUax, NpMBeAeHHbIX B
Tabnunue (Tabnamua 11).

MPUMEYAHME. 3HayeHMA cTonbLoB MOryT BbiTb OTCOPTUPOBAHDI: OT CTapbIX K
HOBbIM, ** OT HOBbIX K CTApPbIM.

Tabnuua 11

MNapameTp OnuncaHue

CooTBeTcTBUE CooTBeTCTBME Ha3HaYeHHOW noanTmke (MpunoskerHne 1)

Mogens — Tun yctpoictea (Mpunoxkenune 1);
— MoAenb YCTPOMCTBa (NpeacTasBnseT coboM aKTUBHYO CCbIAKY, Npwu
HaXKaTUW Ha KOTOPYHO OCYLLLECTBAAETCA NEePeXo/, B KAPTOUKY YCTPOMCTBA

(n.2.1.1);
— KOMMEHTapui - AONONAHUTENbHAA MHbOPMALMA (3aNoNHAETCA Npu
Heobxo4MMOCTH)

NpoeHTndukatopsl |NaeHTudmnkatops! ycTporctea (Tabamua 2)

K. Unkn CTaTyC *KM3HEHHOTO LMKANa ycTporcTea (MpunoxkeHne 1)

ObHoBNEHO [aTta n Bpems 06HOBNEHWNA AaHHbIX YCTPOMUCTB

oAk to4YeHo [ata n Bpemsa nocneaHero noaxntodeHna MY k Cepsepy NpuIOKeHUN
ny

2.1.2.2. Brnagka «MoANTUKNY

Bo BKknaaKe «MoOAUTUKMY» OTODPAXKAeTCs CNMCOK MNOMUTUK, HAa3HAYEHHbIX Ha rpynny
ycTtponcts (PucyHok 32 [1]), a npu ero oTcyTcTBUM oTobparkaeTca coobueHne «Ha rpynny
He Ha3Ha4yeHa HM O4Ha MNONUTUKAY.

MonnTMKa MoOKeT ObITb Ha3HayeHa Ha rpynny YCTPOMCTB HaxKAaTMEM KHOMKM
«HasHaunTb noanTuKM» (PucyHok 32 [2]) M BbINOAHMB [AEWCTBUA, NPUBEAEHHbIE B
nn. 2.4.4.2.

ga MYNETUTEHAHT MOHWTOPMHI YNPABNEHWE AOMUHUCTPUPOBAHWE @ Hatanua WeaHoea (i.ivanova...

YCTPOWCTBA MONb30CBATENM NONUTHKK CUEHAPHW DANNBI MPUNOXEHKWA BUTPUHEI CBA3KM KITOYEN

rpvn na YCTPDECTB YCTPOWCTBA NONUTHUKK CLEHAPWHA

s

n.iv
MoNWUTHKK Ha3HaYeHHbIE Ha rpynny

3 rpynna ycTpoiicts ~

Iy e606a941-fbeB-47 -
OBHOBNEHWE PEfMaa 03.04.202412
0304202471:57 =
03.04.202471:57 I

CTpox Ha cTpanule: 25 IEN

— 2
PucyHok 32
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MHPOpMaLMA 0 Ha3HAYEHHbIX MOANTUKAX OTODparKaeTcsa B caeayrowmx cTonbuax:

— «HasBaHWe» — Ha3BaHWe MOAUTUKM, KOTOpaAa MpeacTaBaseT coboin aKTUBHYHO
CCbIIKY, MPU HaXaTUM Ha KOTOPYK OCYLLECTBAAETCA Nepexon, K KapTOyKke MOAUTUKMK
(n. 2.1.5);

— «[laTa Ha3HayeHWA» — gJaTa M BPEMA Ha3HAYEeHWUA MOJMIUTUKM Ha rpynny
YCTPOWCTB.

2.1.2.3. Bknaaka «CueHapum»

Bo Bknaake «CueHapumn» otobparkaeTca cnncok obnaH-cLueHapues, HazHaYeHHbIX
Ha rpynny yctpoicTs (PrucyHok 33), a npu ero otcyTcTBUKM oTobparkaeTca coobuleHne «Ha
rpynmny He HasHayeH HXM 0AnH ObNaNH-CLLEHAPUNY.

MPUMEYAHMUE. Mepen HazHadyeHnem obdnalH-CLEHAPUA HaA Trpynny YCTPOWMCTB
Heobxoanmmo ybeauTtbecs, 4Tto pAobasneH xota 6Obl 1 odnanH-cueHapuin. [lpouecc
nobasneHns opnanH-cLeHapmnes npueedeH B n. 2.5.1.

Mpwn ob6aBAEHNM YCTPONCTB B rpynmny yCTPOMCTB BCE paHee Ha3HAYeHHble Ha rpynny
obnanH-cueHapmum OyayT NPUMEHEHbI Ha YCTPOWCTBE, B TOM 4MC/le NPU MMMOPTE
yCTPOMCTBa.

MPUMEYAHME. Mpouecc Ha3HayeHWa odnalH-CLEHApPUA Ha rPynnbl YCTPOWUCTB M
OTBA3KW 4Yepes3 KapTOYKy Trpynmnbl yCTPOMCTB npuBeaeH B nn.2.5.2.3 mn nn.2.5.3.2
COOTBETCTBEHHO.

ga MYNBTMTEHAHT MOHWUTOPWHI YTMPABNEHWE AOMWUHWCTPHUPOBAHWE @ Hartanua Meaxoea (i.ivanova...
YCTPOWCTBA MONb30BATENMH MONUTUKK CUEHAPHK DARNBI MPUNOXEHKA BHUTPHHbI CBA3KM KNKOYEN
Ipynna yeTpoiicTe YCTPOUCTBA  MOMMTMKM  CLIEHAPMM
. rd
_n.iv
CueHapuu Ha3Ha4eHHbIE Ha rpynmy
3 rpynna ycTpoiicTs ~
B e606a941-fbe8-47
i ~ HaxoxpeHwe Ha I
B 0@ no Camape @ 3anpeTUTb UCNONB30BEH. . 03.04.202413:24
03.04.2024 11:57 TEPDWTOPMSAX,...
03.04.202411:57
CrpoxHa cTpanuue: 25 1-Tmz1
EILGEN T HASHAYWTE CLUEHAPMM

PucyHok 33

B paboyenr obnactu wumHGOPMaLMA O HA3HAYEHHbIX OPAANH-CLEHAPUAX
oTobparkaeTcs B CToNOLAX, NnpmuBeaeHHbIX B Tabanue (Tabamua 12).

Tabnunua 12
MNapameTp OnucaHue
HasBaHue — Ha3BaHKWe odalH-cueHapus,
— KOMMEHTapU - A0N0NHUTENbHAA MHGOPMaLMSA (3anNoNHAeTCA Npu
Heobxo4MMOCTH)
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MNapameTp OnucaHue
CobbiTne CobbITne obnalH-cueHapKna (40CTYNHbIE 3HAYEHMA ONMCaAHbI B
Tabnmue (Tabanua 40)
Peakumna [encremne, KOTOPOE AOMKHO MPON30NTN C YCTPOMCTBOM M3 FPYNMbl
YCTPOWCTB B pe3yabTaTe Ha3HaYeHMAa AaHHOro odialH-cLueHapuma
[aTta Ha3HavyeHna |[1laTa 1 Bpema Ha3HayeHuA opaaH-cUugeHapua Ha rpynny YyCTPOMCTB

2.1.3. PaboTa c KapTo4KoM Nonb3oBaTeNs

[lns npocMoTpa KapTO4KkM MOAb30BaTeENs HEOOXOAMMO BbIMOMHUTL CAeaytoLine
NencTems:

— nepenTn B nogpasaen «lonb3oBatenn» pasaena «YnpasneHme;

— Ana oTobparkeHnsa cnncka nonb3osaTenen B 06n1actn puabTpoBs BbibpaTh «lTonck
Mo NONb30BATENAMY;

— BblbpaTb HEOHXOAMMOTO MONb30BATENSA M HAXKATb HA MMA.

B pe3ynbTaTe OTKPOETCA KapToYKa N0b30BaTeNs, MHTePdENC KOTOPOM BKIKOYAET:

— obuwyto uHbopmaumio o nonv3osatene (PucyHok 34 [1]), cocToAuwyo w©3
napameTpoB, NpueBeaeHHbIX B Tabanue (Tabamua 13);

Tabnuua 13
MNapameTp OnucaHue

Monb3oBatens |— daMuana, UMA 1M OTYECTBO NO/b30BATENS;
— T1n nonb3osatena (MpunoxkerHune 1)

ID NneHTMdMKATOP NONb30BaATENA, KOTOPbIN MOXKHO CKOMMPOBATb, HaXKaB
kHonky D «Konuposats id nonb3osatens 8 6ydep obmeHa»

[onKHOCTb [lo1KHOCTb, 3aHMMaeman Nosb3oBaTenem

Email JNeKTPOHHaA NoYTa No/b30BaTeNs

Ten. pabouni Pabounit TenepoH nonb3osBaTens

Co3paHue [aTa n Bpema nobaBneHMA Nosb3oBaTens

O6HoBNEeHME [aTa v Bpema nocnegHero obHoBAEHMA MHPOPMALIMKM O NONb30OBaTeNe

— BKIAAKM KapToukh (PucyHoK 34 [2]) ¢ AONOAHUTENBHON MHPOpPMaUMen o
nosb3oBaTtene:

e «YcTpoiicteax (nn. 2.1.3.1);
e «[pynnbi» (nn. 2.1.3.2);
o «Monutmkm» (nn. 2.1.3.3).
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gg MYNETHTEHAHT MOHWUTOPUHI YTMPABMTEHHWE AOMWHUCTPHUPOBAHWE @ HaTanua Meaqoea (i.ivanova...
YCTPOWCTBA MNoNb30OBATENN NONUTUKA CLEEHAPWUIK DAANBI MPUNOXEHKA BUTPHWHbI CBA3KM KJTIOYEA
WBaHoB WUBaH YCTPOWCTBA TPYMMeI MONMATHUKHN  f 2
Monb3oeaTens YcTpoHCTEa NPUBA3AHHBIE K NONb3I0BATENK
I}y Zdcdife5-eal2-44
— @ INOI P4203 WMEI 358992080347483 @ 59.08.2023 11-37
Livanov@test.ry
79894442277
@Aquarius NS220v3.2 MEI 272210636243509 5012023134
13.01.2023 20:02 -
13.01.2023 20:38
CTpok Ha cTpaHule: 25 T-4uzd
3AKPLITb APXWBHMPOBATL

PucyHok 34

[IN7 pefaKTUPOBaHMA AaHHbBIX O NO/Nb30BaTeNe HEOBXOAMMO HaKaTb Ha 3HAUOK #
«PepakTnpoBaTb» (PucyHoK 34 [3]) n BHeCTM HeobXxoAMMble M3MEHEHMA B cCaeadylolime
Nona:

- «®UO»;

— «MoyTa paboyasy;

— «1ONKHOCTb»;

— «TenedoH pabouniny.

NMPUMEYAHUE. PepaKTMpoBaHWIO  BPYYHYHO  NoanexaT  AaHHble  TONbKO
nonb3oBaTenen ¢ Tunom == «lonb3oBatenb». [ns 0OHOBAEHMA AAHHbIX NO/b30BaTENEN C

TUNom «Monb3oBaTenb M3 OpPr.noApasfeneHns» HeobxoAMMOo MNOBTOPHO MOAYYMTb
naHHble n3 LDAP.

2.1.3.1. Bknagka «YcTpomcrea»

Bo BKnagKke «YcTponcTtBa» oTobOpaykaeTca CNMCOK YCTPOMCTB, MNPUBA3AHHbIX K
nonb3osatento (PucyHok 35 [1]).

[lnA penakTMpoBaHWA CMMCKa YCTPOWMCTB BO BKAAAKe «YCTPOMCTBa» HeobxoAMMO
HaXkaTb KHOMKy «[MpuBa3aTb ycTponcTtBa» (PucyHoK 35 [2]) M BbINOAHUTL AENCTBUSA,
npmueefeHHble B nn. 2.3.5.2.

MPUMEYAHME. Ha Bce npmBA3aHHbIe M OTBA3aHHbIE YCTPOMCTBA DyAYT NPUMEHEHDI
HOBble NepekoOMOUHNPOBAHHbIE MOANTUKN N OPAANH-CLUEHAPUN.
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MOBMJIbHASA
PykoBoACTBO nosib3osatena. 4actb 3 | MNIATOOPMA
ga MYIBTUTEHAHT ~ MOHWTOPMHT  YMPABAEHWE  AAMWHUCTPMPOBAHUE ®@ HaTanus Meaxoea (i.ivanova...
YCTPOWCTBA MNoNB30BATENN NOMMTHKK CLUEHAPHH DAWMBI MPUNCKEHWA BMTPHHEI CBA3KM KNIOYEN
WeaHoB MBaH Vs YCTPOWCTBA rPYNMbl NoONATUKN
Monbsosatens lal YcTpoicTea Nnpuen3aHHble K NoNb3osaTento
I 2dedife5-eal2-44.
_ 1 — @ INOI P4903 MEI 358992080347483 o) 20.08.2023 1137
Livanov@test.ry o o
79994442277
®Aquarius NS220 v3.2 MEI 272210636243509 160120931314
13.01.2023 20:02 -
13.01.2023 20:38
CTpok Ha cTpandle: 25 » -4 u3d
3AKPHITh —2 APXMBIPOBATb
PucyHok 35

NHbopmauma 06 ycTponcTBax oTobparkaeTca B CToNOLaX, NpUBEAEHHbIX B Tabanue
(Tabnunua 14).

MPUMEYAHME. 3HayeHMAa cTonbLoB MoryT bbiTb OTCOPTUPOBAHDI: OT CTapbIX K
HOBbIM, “* OT HOBbIX K CTapbIM.
Tabnuua 14
MNapameTp OnucaHue
Moaens — Tun ycTtponcTea (Mpunoxenue 1);
— MOJe/Nlb YCTPOMCTBa (npeacTaBnseT cobor aKTUBHYKO CCbIIKY, Mpu
HaXaTuM Ha KOTOPYHO OCYLLECTBAAETCA Nepexos, B KapTOUKy YCTPOMCTBa
(n.2.1.1);
— KOMMEHTapui - AononHUTeNbHas MHbopMaLms (3anonHseTca npu
Heobxo4MMOCTH)
NpoeHtndukatopsl |— IMEI ycTpoicTsa;
— MAC-agpec WLAN ycTponcTsa
K. Umkn CTaTyC }KM3HEHHOTO LMKAa ycTpoicTBa (MpunoxkeHne 1)
ObHoBNEHO [ata n Bpems 06HOBNEHWNA AaHHbIX YCTPONCTB

2.1.3.2. Bknagka «[pynnbi»

Bo Bknaake «pynnbi» oTobparkaeTcsa CNMCOK NPMBA3AHHbIX K MOb30BATENO TPy
nonb3oBatenen (PucyHok 36), a npu  ux OTCYTCTBMMU OTODpakaeTcs cooblieHue
«lonb3oBaTesib He COCTOUT HM B OAHOW rpynne»,

OnuncaHmne cnocoboB NPMBA3KM NONb30BATENA K TPYNMNe NOb30BaTeNeN NPUBEAEHO
BN 2.3.4.

HasBaHMe rpynnbl No/sb3oBaTenei npeactaBaseT cOOOM aKTMBHYHKO CCbIIKY, MpK
Ha*KaTUW Ha KOTOPYHO OCYLLECTBAAETCA NEPEXOA K KapTOYKe rpynmbi.
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ga MYNbTUTEHAHT MOHWUTOPHHI YMNPABNEHWE AOMWUHUCTPUPOBAHWE @ HaTanws KBaHoBa (n.ivanov

YCTPOWUCTBA NONbL30BATENN NONUTHUKK CUEHAPWK AN NPUNOXEHNA BUTPUHbI CBA3KW KIIOYEN

MeaHoe MeaH YCTPOWCTBA FPYMMbI NONAUTUKKH

MNonb3osaTens us opr. A [pynnbl B KOTOPbIX COCTOMT NOMb30BaTENb
nogpaspenexHns

B 49ecdela-2dcl-4..

-n  KyxHs 5 27.05.2022...
HauanbHWK ynpasneHna

odigitalization...
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PucyHoK 36

NHdopmauma o rpynnax nonb3oBatenenn otobparkaetca B cTonbuax, NnpuBeaeHHbIX
B Tabaumue (Tabanua 15).

MPUMEYAHME. 3HayeHnA cTonbuos moryT 6biTb OTCOPTUPOBAHDI: OT CTapbIX K
HOBbIM, “* OT HOBbIX K CTapPbIM.
Tabnuua 15
MNapameTp OnucaHue
Tun Tun rpynnsl nosnb3osaTenei (MpunoxkerHune 1)
lpynna — Ha3BaHMe rpynnbl NO/Ib30BATE/IEN, K KOTOPOW NPMBA3aH AaHHbIN
nonb3oBaTenem No/b30BaTeb;
— KOMMEHTapWi - AONONHUTENbHAA MHOPMaLMA (3aNoNHAETCA NpK
Heobxo4MMOoCTH)
Monb3oBaTenen KoanyecTBo y4acTHMKOB rpynmbl
[aTa HasHavyeHua | [aTa M Bpems NpuMBA3KM NOAb30BaTENA K rpynne

2.1.3.3. Brnagka «l[1oantmkm»

Bo BKnagKke «MoOAUTUKUY» OTODpPaXKaeTcs CUCOK MOMIUTUK, HAa3HAYEHHbIX Ha rpynmny
No/ab30BaTeNen, K KOTOPOM MpMBA3aH AaHHbIM nonb3osaTenb (PucyHok 37 [2]), a npwu
OTCYTCTBMM Ha3HAYeHHbIX MOAMTUK oTobpaxkaeTca coobuieHne «Ha nosnb3oBaTensa He
Ha3Ha4YeHO HM OAHOM NOIUTUKNY.

B cnydae nepeceyeHua C APYrMMM NOAUTUKAMKM OTOBPA3MTCA MOJHbIA CMMUCOK
Ha3BaHMI BCEX MOANTUK Ha rPynnax yCTPOMCTB UAKM rpynnax nosb3oBaTenein.

NHbopmauma o nonnTnKax otobparkaeTca B caeaytolmx ctondbuax (PucyHok 37):

— «Ha3BaHMe» — Ha3BaHWe MNOAUTUKM, HA3HAYEHHOM Ha rpynny nosib3oBaTenei
YCTPOMCTBA, B KOTOPYIO BXOAMUT TEKYLIMIM NoNb30oBaTeNb. [TpeacTtaBnseT cobo akTUBHYIO
CCbIJIKY, MPU HaXKaTMM Ha KOTOPYIO OCYLLECTBAAETCA Nepexos K KapTodke (M. 2.1.5);

— «Copeprumoe» — KpaTkaa MHPopmaums Mo npasBuiam, A00aBAEHHbIM B
NONINTUKY;

— «[pynna» — HaMMeHoBaHMe rPynmbl, Ha KOTOPYIO Ha3Ha4YeHa NoAUTUKA.
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ga MYNETUTEHAHT MOHWTOPUHI YMPABMNEHWE AOMWHWCTPUPOBAHWE @ HaTtanwa Meaxosa (i.ivanova..
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PucyHok 37

[na oTobparkeHua KaTeropmin npasBuA MNOAUTUK, HA3HAYEHHbIX Ha rpynny
no/sib3oBaTenen, HeobxoaAMMO HaXaTb KHOMKY = «MoKasaTb KaTeropmm»
(cm. PucyHok 37 [1]).

[ns NpocmoTpa BNOMKEHHOM WMHOOPMALMKM O MNONUTUKE HeOoBXOAMMO HaXKaTb
3Hayok P, B pesynbTaTe Yero oTKPOETCA BNOKEHHAA MHPOPMaLMA O NOAUTUKE.

2.1.4. PaboTa c KapTO4YKOM rpynnbl NOIb30BaTENEN

[lna npocmoTpa KapTOYKM rpynnbl MNoab3oBaTenei HeobXoAMMO BbINMOAHUTb
cneayrouime AencTBmna:

— nepenTtn B noapasaen «flonb3oBatenn» pasaena «YnpasneHume;

— B obnactn punbTpoB BbiIbpaThb «[TOKCK NO rpynnamy»;

— Ha)KaTb Ha Ha3BaHMe BbIOPAHHOM rPyNMbl NO/b30BATENEMN.

B pe3ynbTaTe OTKPOETCS KapTouyka rpynnbl Noab3oBaTenei, MHTepdenc KoTopon
BK/IHOYaET:

— obuLyto MHPopMmaumto o rpynne nonb3osatenen (PucyHok 38 [1]), cocTosulyto 13
napameTpoB, NpuBeaeHHbIX B Tabanue (Tabanua 16);

Tabnuua 16
MNapameTp Onwucanue
HasBaHue Ha3BaHwue rpynnbl Nosb30oBaTeNeN
Tun Tun rpynnsl nonb3osaTtenen (Mpunoxkerue 1)
ID NaeHTndMKaTop rpynnbl NONb30BaTENEN, KOTOPbLIN MOXKET ObITb
CKOMMPOBAH HaxaTvem KHoMKW 1D «KonuposaTb»
Co3aaHo [aTta n Bpemsa gobaBneHuA rpynnbl NONAb30BaTeENEN
O6HoBNEeHME [aTa n Bpema nocneaHero obHOBAEHMA rPyNnbl NOAb30BaTeNEN
KommeHTapui [lononHuTenbHaa nHGopmauma (3anonHAeTcAa Npu HeoHXoAMMOCTH)
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— BKJIAAKM KapToukn (PrcyHok 38 [2]) c gononHuTenbHOM nHGopmaLumen o rpynne
no/sb3oBaTeNneun:
e «[lonb3osatenu» (nn. 2.1.4.1);
o «Moantnkm» (nn. 2.1.4.2);
o «CueHapun» (nn. 2.1.4.3).

ga MYNETUTEHAHT MOHWUTOPHHI YMNPABNEHWE AOMWHUCTPUPOBAHMWE @ Hatanwsa VieaHosa (n.ivanov...

YCTPOWCTBA NONb30OBATENW NONUTHUKK CLEHAPWK DANNbI NPUNOXEHWA BUTPUHbI CBA3KW KIIKOYEN

Monb3osatenu test_2| / | NONb3OBATENM  MOMUTUKA  CLEHAPUM | 2

(1] -
= [pynna none3osarenen Monb3oBaTeny Bxoasdline B rpynny

3

I 673d7cfa-06c5-4..

17.08.202211:55 leaHoBa HaTtanwa ivanova@ivanova.ru 9991112233 — 1 29052023
55

17.08.2022 M1

CTpok Ha cTpaHuue: 25 - S ATER

+ HoBbli duneTp A ELLGINGIN NPUBA3ATD NONb30BATENEN

PucyHok 38

[lNA pefakTUpOBaHUA AAHHbIX rPynMbl C TUMNOM «mm «[pynna nonb3osaTenei»
HEeOBXOAMMO HaxaTb Ha 3HauyoK # «PesakTupoBaTb» (PUcyHOK 38 [3]) M BHecT
Heobxoa4MMble U3MEHEHMA B CAedytoline NoNs:

— «Vma rpynnbi»;

— «KommeHTapumn».

NMPUMEYAHUE. PepakTmpoBaHMe rpynnbl C TUMOM E— «OpraHmMsaumoHHoe
noapasgeneHmey HedoCTynHO. 3Ha4okK /7 «PenaKkTMpoBaTb» M KHOMKWU «YOaNnUTby,
«MpnBA3aTb NOb30BaTENEN» Y TAKOW FPYNnbl HEAKTUBHbI.

2.1.4.1. Brknagka «lMonb3oBatenm»

Bo Bknaake «llonb3oBaTenn» oTobpaxKaeTcs CNUCOK Noab3oBaTenein Ans AaHHOM
rpynnel nonb3osaTtenen (PucyHok 39 [1]), a npu nx oTcyTCcTBUM O0TOBparkaeTca cooblueHne
«B rpynne HeT nonb3oBaTenem».

[Ona penakTMpPOBaHMA CnMCKa MNoNb3oBaTesie HeobxoaMMO HaxKaTb KHOMKY
«MpuBs3aTb nonb3osatenein» (PucyHok 39 [2]) u BbINONHUTL AENCTBUA, NPUBEAEHHbIE B
nn. 2.3.4.3.

Mpn HeobXoAMMOCTU ANA NMOMCKA YCTPOMCTB BO3MOXHO NpuUmMeHeHne GUabTpoB
(PncyHok 39 [3]). OnucaHme $pMAbTPOB M NpoLLecca Noncka nNpmeseaeHo B nogpasaene 1.5.
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Fpynna_n.iv

ga MYNbTUTEHAHT MOHUTOPUHI YMNPABJIEHUE AOMUHUCTPUPOBAHUE @

e ~
== [pynnanonb3osatenei A

Iy ee80f4bb-b530-..

03.04.202410:53

03.04.202410:53 -

HaTtanua Meauxoea (i.ivanova...
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-

PucyHok 39

MHPopmauma o nonb3oBaTensx oTobparkaetca B CTONOUAX, NPUBEAEHHbIX B
Tabauvue (Tabnanua 17).

MPUMEYAHME. 3HayeHnA cTonbuos moryT 6biTb OTCOPTUPOBAHDI: OT CTapbIX K
HOBbIM, “* OT HOBbIX K CTapPbIM.
Tabnuua 17
MNapameTp OnucaHue
Twun Tun nonb3osBaTenen, Bxoaawmx 8 roynny (Mpunoxkenue 1)
Nms dammnns, Ma 1 0TY4ECTBO NOb30BaTENSA (NpeacTaBaseT cobo
aKTMBHYIO CCbIJIKY, MPW HaXKaTMM Ha KOTOPYHO OCYLLLECTBAAETCA Nepexos, B
KapTo4yKy nosb3osaTtena (n. 2.1.3)
Email Paboyan no4yta nosb3oBaTeNs
TenedoH Homep TenedoHa nonb3oBaTens
YcTpoicTea Konnyectso yCTpoOMCTB, NPMBA3aHHbIX K MO/b30BaTE/HO
Mpynnbl Konunyectso rpynn, B KOTOPble BKAOYEH NO/b30BATESb
O6HoBNEHO [aTa n Bpema 0bHOBNEHMA AaHHbIX NOAb30BaTENA

2.1.4.2.

Bknaaka «[1onnTUKmM»

Bo BKnagKke «MOAUTUKUY» OTODpPaXKaeTcs CNUCOK MOMIUTUK, HAa3HAYEHHbIX Ha rpynmny
nonb3oBatenen (PucyHok 40 [1]), a npun oTCyTCTBUM CNMCKa oTobparkaeTca cooblleHne «Ha
rpynny He HasHayeHa HW OAHa NOAUTUKAY.

[ns penakTMpOBaHMA CNMCKA NOAUTUMK HEODXOAMMO HaxKaTb KHOMKY «Ha3HauMTb
noAnTukm» (PrucyHok 40 [2]) n aganee BbINONHUTbL AEMCTBUSA, ONMUCaHHbIEe B Nn. 2.4.4.3,
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YCTPOWCTBA NONb30BATENMN NONMTUKN CLUEHAPHMH OANNbI NMPUNOXEHWA BUTPUHBI CBA3KM KIIIOYEN

rpynna n.iv Va NONb30BATENM NONUTUKK CLEHAPWM

e .
== [pynna nonezosarenei ~ NonuTukk Ha3Ha4eHHbIe Ha rpynny
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PucyHok 40

NHPopMaLMa O NOAUTMKAxX OToDparkaeTca B CTONDOLAX, NPUBEAEHHbIX B Tabauue
(Tabnunua 18).

Tabnunua 18
MNapameTp OnucaHue
HasBaHue Ha3BaHWe NOANTUKM, HA3HAYEHHOWM Ha rpynny No/ib3oBaTeen

(NnpeacTaBnseT cobol aKTUBHYIO CCbIIKY, MPW HaXKaTUKM Ha KOTOPYHO
OCYLLECTBAETCA Nepexos K KapTouke noanTunkn (n. 2.1.5)
[aTa Ha3sHayeHMa |[laTa HasHaYeHUsa NOUTUKM

2.1.4.3. Bknaaka «CueHapum»

Bo Bknaake «CueHapumn» oTobparkaeTca CnMcok odnamH-cLeHapmeB, Ha3HaYeHHbIX
Ha rpynny nosnb3oBaTenen (PucyHok 41 [1]), a npu ero oTcyTCTBUM OTObOparkaerca
coobuleHne «Ha rpynny He Ha3Ha4yeH HM oAMH ODNANH-CLLEHAPUN Y.

MPUMEYAHME. [ina HazHavyeHus 1 0TBA3KM 0dNalH-CLLEHAPUA HEODXOAMMO HaXKaTb
KHOMKY «Ha3HauMTb cueHapum» (PucyHoK 41 [2]) n BbINONAHUTbL AENCTBMA, NPUBEAEHHbIE B
nn. 2.5.2.4wnnn. 2.5.3.2.

BHUMAHMWE! lMepen HazHayeHnem odnalH-cueHapus Ha rpynny nonb3oBaTesnen
HeobxoanMmo ybeamtbca, 4To AobasneH xota Obl 1 odnanH-cueHapuin. [Mpoueaypa
nobasneHuns odnanmH-cueHapmes onumcaHa B n. 2.5.1.

Mpn pobaBneHUM nonb3oBaTenei B rpynny MNOAb30OBaTenelt BCe paHee
Ha3Ha4YeHHble Ha rpynny odaamH-cueHapum ByayT NPUMEHEHbI Ha NOJIb30BaTeNA, B TOM

Yymcne Npu MMnopTe.
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PyKOBOZCTBO Nonb3oBaTens. YacTb 3 | Mo hAd

ga MYNbTUTEHAHT MOHWTOPKUHI YMNPABNEHWE AOMWHHUCTPUPOBAHME @ HaTtanua Meadoea (i.ivanova...

YCTPOWCTBA NONL3CBATENA NONMTHUKKU CLIEHAPWUWA DANNBI NPUNOXEHWA BUTPWUHbI CBA3KM KITKOYEN

prnna n.iv Va MNONB30BATENN NoNUTUKKU CLIEHAPHIW

(1] -
= [pynnanons3osatenei ’\ CueHapuu Ha3HaueHHbIe Ha rpynny
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PucyHok 41

B paboyenr obnactu wumHGOPMaLUMA O HA3HAYEHHbIX OPAANH-CLEHAPUAX
oTobparkaeTcs B cToNbLax, NnpmBeaeHHbIX B Tabanue (Tabamua 19).

Tabnuua 19
MNapameTp OnucaHue
HasBaHue — Ha3BaHWe odnanH-cueHapua (NpeacTaBaaeT coboin aKTUBHYHO

CCbIJIKY, MPU Ha*KaTUM Ha KOTOPYHO OCYLLIECTBASETCA NepPexos B
KapTouKy odalH-cLueHapus);
— KOMMEHTapUit - AONOAHUTENbHAA MHDOPMaLMA (3aNoNHAETCA NpK

HeobxoaMMOCTK)

CobbiTne CobbiTne opnanH-cueHapua (A0CTyNHbIe 3HaYEeHMA ONKMCaHbl B Tabaunue
(Tabnnua 40)

Peakumsa [encrene, KOTOPOE AOMKHO MPOU30NTI C TPYNNOM NONb30BaTENEN B

pe3ysibTaTe Ha3dHa4YeHnAa AaHHOIro Od)lelZH—CLI,GHBpMFI

[aTta Ha3HayeHus |[laTa 1 BpemMsa HazHavyeHMa opaanH-cueHapua Ha rpynny
nosib3oBaTenen

2.1.5. PaboTa c KapTOYKOM NONUTUKM

B KapTouKe NOAUTUKM oToBparkaeTca MHGopMaLMaA O MpaBMaax NOAUTUKM N CMIMCKAX
rpynn nonb3oBaTenen, Ha KOTOPbIX AaHHAA MOANTUKA Ha3HaYeHa.

[lna npocmoTpa KapTOYKM MNOAUTMKM HeoBXOAMMO BbIMOAHUTL Caedylowme
NencTens:

— nepenTtn B noapasaen «Monntukn» pasaena «YnpaBneHme;

— HaXaTb Ha Ha3BaHWE MONUTUKMN.

B pe3ynbTaTe OTKPOETCA KapTo4yKa NONUTUKN, MHTEPDENC KOTOPOW BKAIOYAET:

— 06wyt nHbopmaumo o NoanTke (PrucyHok 42 [1], cocToALlyto M3 NapamMeTpos,
npuseaeHHbIX B Tabanue (Tabanua 20);

62



=~ OTKPbITAS
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Tabnunua 20
MNapameTp OnucaHue
HasBaHue HasBaHWe No/nNTUKN
ID NneHTUOUKATOP NONUTUKM, KOTOPbIM MOXKHO CKONMMPOBATb, HaXKaB
kHonky ID «Konvposats id noantvkm 8 Bydep obmeHa»
Co3aaHo [laTa v Bpema co3aaHuA NONNTUKMK
ObHoBNEHME [aTta n Bpema nocneaHero 06HOBAEHMA NOANTUKM
KommeHTapuit [ononHuTenbHaa nHdopmauma (3anonHAeTca Npu HeobXoaAMMOCTH)

o

— BKIAAKM KapTouku (PucyHoOKk 42 [2]) ¢ AONOAHUTENBHON WHPOpPMaLMen
NONUTUKE:
e «[lpaBuna» (nn. 2.1.5.1);
o «[pynnbi» (nn. 2.1.5.2).

ga MYNETMTEHAHT MOHWUTOPHHI YMNPABNEHWE AOMWHHUCTPUPOBAHUWE @ HaTanus Weaxosa (i.ivanova...

YCTPONCTBA NONb30BATENKM NONNTHUKK CUEHAPKWK ARG MPUNOXEHWA BMTPWHbI CBA3KM KIIHEA

O6HOBNEHUE penuza MPABMNA rPYMNbl e 2

MonuTtuka
3

Iy 5f72eb96-3b46-43

= [loka3aTe KATErOpUK

Wenoneaosadue Kamepol Paapeue-io
03.04.202412:20 1
03.04.2024 131N

PucyHok 42

NNa pefakTUPOBaHWMA AaHHbLIX MOAUTUKM HEOBXOAMMO HaXaTb Ha 3HayYoK #
«PepaktnpoBaTh» (CM. PrcyHOK 42 [3]) n BHECTM HEODXO4MMble USMEHEHMA B c/ieaytolime
nons:

— «HanmeHoBaHMe»;

— «KommeHTapumn».

2.1.5.1. Brnaaka «llpasuna»

Bo BknagKke «[paBuaa» oTobparkaeTcst CMUCOK Npasua, 4006aBAEHHbIX B NOAUTUKY,
C YKasaHMeM MX KaTeropum u cogepskaHma. MHopmaums oTobparkaetca B caedyrolmx
ctonbuax (PucyHok 43):

— «[lpaBuia» — Ha3BaHMe NPaBUNa;

— «CopeprkaHue npasuna» — KpaTkaa MHGopmaLma No npasuiam, 40DaBAEHHbIM
B MOJIUTUKY.

[na oTobparkeHMa KaTeropum npaBua  HeobXOAMMO HaKaTb KHOMKYy =
«MoKa3aTb KaTeropum» (PucyHok 43).
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g-a MYNbTUTEHAHT MOHWTOPWHI Y¥MPABNEHWE AOMMHWUCTPUPOBAHWE @ HaTtanwus Meaxoea (i.ivanova...

YCTPONCTBA MNONb30BATENW NOANTHKKA CLEEHAPHKA DAKNbI NPHUNOXEHWA BMTPHUHbI CBA3KM KIIDYEA

O6HoBNEeHWe penunsa Vd DUy st

MonuTtuka 1 = [lokasaTe KaTEropun

I 5f72eb86-3046-43..

McnonbaoBaHre kamepsl PazpeweHo
03.04.202412:20
03.04.2024713:M

ELUGCCE-N  PEOAKTUPOBATE MPABUNA CO30ATb NONUTUKY HA OCHOBE CYILIECTBYIOLLEA

PucyHok 43

[ns npocmoTpa MHGOPMALIMM O KaxKa0N KaTeropnu npaBua HEOOXoAMMO HaXKaTb
3Hayok P B cTpoke c KaTeropueit (PucyHok 44 [1]), B pesynbTaTe 4ero otobpaswTcA
nepeyeHb NPaBuA, BXOAALINX B AAaHHYIO KaTEropUIo.

[na nepexoja K CMMCKY MNpaBua HEOBXOOMMO HaxaTb KHOMKY — «[lokasaTb
cnucok» (PucyHok 44 [2]).

g_a MYNBTUTEHAHT MOHWTOPKHHI YNPABNEHWE AOMWHUCTPUPOBAHWUE @ Hartanwua KMeaxoea (i.ivanova...

YCTPOWCTBA NMONbB30BATENK NOMUTHKKA CLIEHAPHUKA DANANBI MPUNOXEHWMA BUTPUHEI CBAZKM KJIIOYER

O6HoBNEeHWe pennsa 7 DlZLsal - s

Monutuka ~ = lMokasars Crmcox

Iy 5i72eb96-3b46-43
0 S172eb36 Q}rpa-{w{eHg‘e pocTyna 1wz 14: Kamepa: Pazpeweno I

2

03.04202472:20
03042024131 .I

ELTCE S PE[AKTWPOBATb NPABMNA || CO3AATH NONWTWKY HA OCHOBE CYLUECTBYIOLUEA

PucyHok 44

Habop npasua NOAUTMKM NOANEXUT PeaaKkTMpoBaHMIo. MpoLecc peaakTMpoBaHMA
npueeneH B n. 2.4.6.

2.1.5.2. Bknagka «[pynnbi»

Bo BKnaake «[pynnbi» oTobparkatoTca rpynnbl AeUCTBMA NOAUTUK (CMUCKK rpynn
YCTPOWCTB 1 rPpynn No/sib3oBaTeNielt), Ha KOTopble Ha3HavyeHa noanTuka (PucyHok 45 [1]).

Ona peaakTMpoBaHMA CMMUCKA TPynn YCTPOWUCTB MAM  TPynn MNOAb30BaTenem
HeobXoAMMO HaxaTb KHOMKY «PegaktupoBaTb rpynnbl» (PucyHok 45 [2]) wn panee
BbIMO/HUTbL AENCTBMSA, onucaHHble B Nn. 2.4.4.1nn. 2.4.7.1.
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YCTPOWCTBA MONb30BATEMN NMONMMTHUKK CUEHAPHN DANNBI NPUNOXEHWA BUTPUHbI CBA3KW KJTIIOYEN

O6HoBneHWe penusa /' MPABANA  TPYNMbI

Monutuka ~ Mpynnei QeicTena NONUTUKK
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—2
PucyHok 45

MHpopmauma o rpynnax, Ha KOTOPble PaCnpOCTPAHAETCS AEUCTBME MOAUTUKMK,
oTobparkaeTcs B cTonbLax, NnpmBeaeHHbIX B Tabanue (Tabamua 21).

Tabnuua 21

MNapameTp OnucaHue
Mpynna — Ha3BaHWe rpynnbl YCTPOMCTB UAM TPYNMbl N0/b30BaTeNEN, Ha
KOTOpble Ha3zHayYeHa AaHHaA NoAUTUKaA (NpeacTasaseT coboin
aKTUBHYIO CCbINKY, MPU HaXKaTUM Ha KOTOPYHO OCYLLLECTBAAETCA
nepexo/, B KapTOYKy rpynnbi);
— KOMMEHTapUI - AONOAHUTENbHAnA MHPOPMALMA (3aN0NHAETCA NpK
HEeobXxoAMMOCTH)

Tun Twun rpynnbi:

— a» — [pynna nosb3oBaTeneu;

_0-— [pynna ycTponcTs

[ata Ha3HadeHua | [laTa v BpemAa Ha3Ha4YeHUA NOAUTUKMU

2.1.6. PaboTa c KapTo4KoM opnalH-cLueHapma

B KapTouke obnaiH-cLueHapua oTobparkatoTca MNapaMeTpbl, 3adaHHble Mnpwu
CO34aHMM cLueHapKa (cobbiTMe, peakumsa, HAMMEeHOBaAHME, KOMMEHTAPMIN), @ TaKKe rpynnbl
YCTPOMCTB 1 NO/Ib30BaTENEN, HA KOTOPbIE CLEHAapMM Ha3HaYeH.

[lna npocmoTpa KapTOYKM CLeHapua HeobxoAMMO BbIMOAHUTL Ccaeaytollme
NEencTBus:

— nepeiTn B nogpasaen «CueHapum» pasgena «YnpasaeHue;

— HaXKaTb Ha Ha3BaHWe odNanH-CcLEeHapuA.

B pe3ynbTaTe OTKPOETCA KapToyka odpnanH-cueHapusa, WHTepdpenc KoTopoM
BK/IIOYaET:

— obuyto MHpopmaumo o6 odnanH-cueHapum (PucyHok 46 [1]), cocTosuyto m3
napameTpoB, NpuBeaeHHbIX B Tabanue (Tabanua 22);
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Tabnuua 22

MNapameTp OnucaHue
HasgaHue Ha3BaHne opnanH-cueHapua
ID NaeHTudmnKaTop odnarH-cLeEHAPUA, KOTOPbIM MOXHO CKOMMPOBATD,
Haas KHonky D) «KonuposaTs id cueHapus 8 Gydep obmeHa»
CobbiTne [locTynHble 3Ha4YeHnA npuBeaeHsl B Tabanue (Tabamua 40)
ID meTOK BXOAa BHUMAHMWE! JaHHoe none oTobparkaeTca, ecnm BbibpaHbl CObbITUA
«HaxoxaeHue Ha TeppuTopumn, onpeaensemont NFC-meTkammn».
YHWKaNnbHble NAEHTUGUKATOPLI METOK BXOAa
ID meTok Bbixoga |BHUMMAHME! JaHHoe none otobparkaeTca, ecnm BbibpaHbl cObbITUA
«HaxoxaeHue Ha Tepputopumn, onpeaensemont NFC-meTkammn».
YHUKanbHble NAEHTUOUKATOPLI METOK BbIXOAa

BSSID BHUMAHMWE! laHHoe none otobparkaeTca, ecim BbibpaHbl COObITUSA
«HaxosxkaeHue B 3o0He WLAN»/«BHe 30HbI aenctena WLAN»
MNepuopg, BHUMAHMWE! NaHHoe none oTobparkaeTcs, ecam BbibpaHa peakums

«3apaTb Nepunoa oTNpaBKK cobbITUI Be3onacHOCTU», NMBOo cobbiThe
«OTCYTCTBME CBA3K C CEPBEPOMY

Peakuma JlocTynHble 3HaYeHnsa npusedeHsl B Tabanue (Tabamua 40)
Co3aaHo [laTa 1 Bpema co3zgaHua obnanH-cLueHapmsa
KommeHTapuit [ononHutenbHaa nHbopmaums (3anoHAETCA NPy HeobXoAMMOCTH)

— CMWUCOK rpynn yCTPOMCTB M rpynn No/ib3oBaTenen, Ha KOTopble Ha3HaYeH AaHHbIN
obnanH-cueHapuit (PucyHok 46 [2]).

ga MYNBETMTEHAHT MOHWUTOPUHI YNPABNEHWE AOMWHWCTPMPOBAHWE @ Hatanua KMeaxoea (i.ivanova...

YCTPONCTBA MONb30BATENKM MNONUTHUKKA CLIEHAPHUH ©AANBI NPHUNOXEHWA BUTPUHbBI CBA3KW KJIOYEN

O® no Camape TPy

Cuenapwuit ~ Mpynnel EACTBMA CUEHAPWA
I} 9c7aB085-c632-44d...

HaxoxneHue Ha TepouT... Moynna niv ™

]

w

042024 14:32

[]
v
[=]
]
=]
[

Camapa

3anpeTUTs MCNONL30EA... =

11.10.2023 08:46 fr— 1 Crpox Ha cTpanuue: 25 « T-4uz4

ETLCENE OOBABUTE ~ YOANUTL

PucyHokK 46

B paboueit 06n1acTn, B CnmcKke rpynn yCTPOMCTB 1 Fpynn No/ib30BaTeNelN, Ha KOTopble
Ha3Ha4yeH [AaHHbIM  odpnanH-cueHapun, uHGopmMauma oTobparkaeTcs B cTonbuax,
npueeaeHHbIX B Tabamue (Tabanua 23).

66



=~ OTKPbITAS
PyKOBOZCTBO Nonb3oBaTens. YacTb 3 | Mo hAd
Tabnuua 23
MNapameTp OnucaHue
Mpynna — Ha3BaHwWe rpynnbl YCTPOMCTB UM TPYNMbl NONb30BaTeNeN

(npeactaBnaeT cobo aKTUBHYIO CCbISIKY, MPU HaXKaTUKM Ha KOTOPYHO
OCYLLECTBASAETCA NEPEXO, B KAPTOUKY rpynn YCTPOMCTB UM Tpynn
nonb3osBaTenen);

— KOMMEHTapUM - AoNoAHUTEeNbHAA MHOPMaUMA (3anonHAeTca
npn HeobxoaMMOCTK)

Twnn Tun rpynnobi:

- O0-— rpynna yCTpOWCTB;

— eww— TPyMMa nosb3osaTtenei

[aTta Ha3HayeHnss |[aTa M Bpemsa HasHayeHua opaanH-cueHapua Ha rpynny

2.2. Nopapasaen «YcTponcTea»

Moapasnen «Ycrpomnctea» KoHconm agmuHucTpatopa [1Y npeaHasHaydeH AN
PaboTbl CO CMMCKOM YCTPOMCTB/Tpynmn yCTPONCTB.

[lna nepexoaa B noapasaen HeobxoauMmo BbibpaTb B BEpXHEM MaHenu pasgen
«YnpaBneHue», noapasaen «Ycrpomcrea». B pesynbtate B paboyei obnactn otobpasmntca
CNMCoK ycTponcTs/rpynn ycTponcts (PucyHok 47 [2]).

MPUMEYAHUE. [ns oTobpaskeHMA rpynnbl YCTPOWCTB HeobxoamMmo B obnactu
dunbTpoB BbIOGPaTL «Ilomck no rpynnam» (PucyHok 47 [1]).

ga MYNBTUTEHAHT MOHWTOPUHI YMPABNEHWE AOMWHHUCTPUPOBAHME @ Hartanvs Weanosa (i.ivanova...

YCTPOWCTBA MONb30BATENM MONUTHUKKH CLUEHAPHH DAWNBI MPUNOXEHWA BMTPHUHbI CBA3KW KITHOYEN

Mowck no rpynnam S
@® [(owck no ycTpolcTBaM — 1 YcTpoicTtea
+ HoBbii duneTp v g
_ @INOITS ME| 166372632795376 @ 0304202401 _
HaGopel guneTpos e _ & Verporict ME| 483914907414773 @ 03.04.2024 01 _
2 — _ 8 Yerpotier MEI 119498218076879 @ 0304202401 _

Crpok Ha cTpaHuug: 25 - 1-25 us 376578 >

PucyHok 47

MPUMEYAHME. ApxmnBHble yCTPOMCTBA OTODOPAXKAOTCA B CMMCKE YCTPOMCTB TO/bKO B
C/ly4ae, eCv BKAOYEHA COOTBETCTBYHOLWAA HacTponKka (n. 4.1.3).

B paboyein obnactm noapasgena «Ycrporctea» MHopmauma ob ycTpoicTBax
oTobparkaeTcs B cTonbuax, NnpuseaeHHbIX B Tabaunue (cm. Tabanua 11), a npu oTcyTCTBUM
nobasneHHbIx 06 yCTPOMCTBAX WMAM TPYyNn YCTPOMCTB OToOparkaetca coobuleHne «Het
AAHHbBIXY.
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Mpn Bbibope B 06nactm dunbTpoB «llomck no rpynnam» (PucyHok 48 [1])
MHbOpMaUMA O rpynnax YyCTpoMcTB B pabouert obnactm otobparkaeTca B cTonbuax
(PucyHok 48 [2]), npuBeaeHHbIX B Tabaunue (Tabauua 24).

ga MYNBETUTEHAHT MOHWUTOPUHI YNPABNEHWE AOMWUHHUCTPUPOBAHKWE @ Hatanws Mearoea (L.ivanova...

YCTPOWUCTBA NONb30OBATENM NONUTHUKK CUEHAPUKA DAANLI NPUNOXEHWA BUTPUHbI CBA3KWU KNIOYER

® Movex o rpyona [— 1

lNowck No ycTponcTBam pynnsl ycTponcTe

+ HoBbii punstp v

2 — D Moynna yctpoicTs: ocHosanune ocsoboguTs (OF 1 03042024
HaGopel punstpoe v
[} import_device Apr 3 16:08:52 — 1 03.04.2024 _
CTpok Ha cTpaHuue: 25 w 1-25% w3 Gonee vewm 25 >
PucyHok 48
MPUMEYAHUE. 3HayeHnA cTonbuos moryT 6biTb OTCOPTUPOBAHDI: OT CTapbIX K
HOBbIM, “* OT HOBbIX K CTapbIM.
Tabnuua 24
MNapameTp OnucaHue
Tun Tun rpynnsl yctpoicts (Mpunoxkerue 1)
Fpynna yCTPOWCTB |— Ha3BaHWe TrpPynnbl YCTPOMCTB (npeactaBnaeTr cobor aKTUBHYHO
CCbIJIKY, NPV HaXaTUM Ha KOTOPYK OCYL,EeCTBAAETCA Mepexos B
KapTO4Ky rpynnbl yCTPOMCTB);
— KOMMEHTapui - 4ONOAHUTENbHAA MHPOPMALMA (3anoaHAeTCA Npu
HEeobXoANMMOCTH)
MpuHUMn 3Ha4yeHmA, N0 KOTOPOMY YyCTpOICTBa bblnn A06aBAEHbI B rpynmny
nobasneHms
YcTpoiicTBa KonmyecTBo yCTPOMCTB, NPMBA3AHHbIX K rpynne
O6HoBNEHO MapameTp COPTMPOBKM MO AaTe 0OHOBAEHMA NOAUTUKM

B KoHconn aamuuHuctpatopa Y npeaycmMoTpeHa BO3MOXHOCTb A06aBneHus
YCTPOMCTB WUAM TPYNM YCTPONCTB OAHUM U3 CAeayroLmMx cnocobos:

— BPY4YHYHO B cooTBeTCcTBUM c nn. 2.2.1.1n 2.2.2;

— cnomoubto CSV-dpaiina B cootTBeTcTBUM C M. 2.2.3;

— C NOMOLULbO MPUrNALLIEHNA Ha CaMOCTOATE/NIbHYKO PErncTpaumio yCTPOMCTBA B
cooTBeTCcTBMM Cc nNn. 2.2.1.2.
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2.2.1. [dobaBneHue ycTpoictaa B 1Y
2.2.1.1. JobaBneHune yCTPOMCTBA BPY4YHYIO

Ons pobaBneHua yCTPOMCTBA BPYYHYHO HEOOXOAMMO BbIMOAHUTL Caeaytoline
NencTBus:

— nepenTn B Noapasaen «YCTponcTea» pasaena «YnpaBaeHue»;

— HaXkaTb KHOMKY «[106aBUTbY;

— B PACKPbIBAKOLWIEMCA CNMCKe BblbpaTb NYyHKT «/lobaBUTb  YCTPOMCTBO»
(PrncyHoK 49);

ga MYNBTUTEHAHT MOHWMTOPHUHI ¥TMPABNEHWE AOMWHWCTPMPOBAHWME @ HaTtanua Vieaxoes (i.ivanova..
YCTPOWCTBA MONb30BATENM NONATHUKIA CLIEEHAPHIH AN MPUNOXEHWA BWTPHHbI CBA3KH KNKOYER
Momck no rpynnam OOBABMTL ~ MPUIIALEHWA
@® Mowck no ycTpoiicTeam HobaenTh yecTpoAcTao SKCTIOPT
[oGaBUTE CTATUHECKYHO MpY NNy
+ Hoewiit uneTp e NoBaenTs oMHaMKUHECK YD rpynny
 MAC 52-54-00-de-{5:20
i netMAC 52:34.00:d15.20 0104202413,  0104.202413-..
HoBasuTb M3 CSV
HaBopel puneTpoE v N E— P—
LoGzewte npurnaiuedve §94830550626806 0104.202412:..  01.04.202412-..
CTpok Ha cTpanuue: 25 - 1-25 13 376557 »

— B OTKpbIBWEMCA OKHe (PucyHok 50) 3anonHWUTL Nonsa, npuBeaeHHble B Tabauue
(Tabnunua 25).

MPUMEYAHMUE. Ons oTobpaxeHua nonen «IMEl», «CepuitHbln Homep», «Ethernet
MAC», « WLAN MAC» HeobxoaMMO YyCTaHOBUTb rasiouky B YeKOOKce HanpoTMB Tpebyemoro
napameTpa. ocne BBOAA 3HayeHMA HEODOXOAMMO HaxkaTb Enter Ha KnasuaType M npu
HeobxoanMmocTn 006aBuTb BTOpor aAna nonen «IMEl», «Ethernet MAC», « WLAN MAC».
Ecnn HeobXxoAMMO yaannTb NapameTp, TO HaKaTb Ha 3HAYOK = crnpaBa OT 3Ha4YeHus, a ANA
MO/IHOM OYMCTKM HaXKaTb Ha 3HAYOK & « OYUCTUTLY B MPABOM KOHLLE NOAS;

— nocsie BBOAA 3HAa4YEHUIM HEODXOAMMO NOATBEPANTL IMOO OTMEHUTL AEUCTBUA.

Mpn  ycnewHom aobaBneHWM ycTpoicTBa 0TOBpa3MTCA  COOTBETCTBYOLLEE
cooblleHne 1 OTKPOETCA KapTouka AobaBaeHHOro ycTporcTtsea (n. 2.1.1).
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| NAAT®OPMA
ga MYNbTUTEHAHT MOHWTOPUHI YMNPABNEHWE AOMWHWUCTPUPOBAHWE @ HaTtanwa MeaHoea (iivanova...
YCTPOMCTBA NONb30OBATENH NONUTHUKMK CLEHAPKM MPUNOXEHKUA BUTPWHbI CBA3KW KNIOYEN
< Co3paHue yCTPOMCTBA BPYUYHYIO
IMEI CepuitHbIi Homep Ethernet MAC WLAN MAC
@ PekxomeHgyeTca 3aNoNHUTL BCE CYLLECTBYIWKWE MOEHTUPMEATOPLI, 3T0
YMEHBLWT pUCK co3aaHua nybnvkaTos yoTpoicTea
HOocTynHble nnaTgopMbl
Aspopa Android Linux
OTMEHA
PucyHok 50
Tabnuua 25
MNapameTp 3HayeHuA OnucaHue
IME| BBeCTn MeXKayHapOoaHbIN MPUMEYAHMUE. Echm Ha
NAeHTUPUKATOP MOBUABHOTO YCTPOMCTBax Noj, ynpaBaeHmem
obopyaoBaHuA. OC Aspopa nam OC Android none
BBoA 3Ha4YeHMA C K1aBmaTypbl. IME| He 3anonHeHO, TO nocsne
Konnyectso cumBonoB — 15 undp. |ycnewHom akTuBaLmm 3HadeHme
MPUMEYAHUE. Echn yctpoincteo  |IMEI oTobBpa3mnTca B KapTouke
noaaep:knsaeT paboty 2 SIM-KapT, |yCTPONCTBa aBTOMATUYECKHU
B M0O/1e AonycKaeTca BBOA, Nt0HOro
13 2 3HavyeHumn IMEI
CepuinHbIi BBecTtu cepuinHbIn HOMEP,
HOMep KOTOPbIM MPUCBOEH YCTPOMUCTBY
npoussoautenem. Moxet
cogepatb oT 1 Ao 20 cMMBOJIOB.
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MNapameTp 3Ha4yeHuA OnucaHune
Ethernet MAC |BBecth  MAC-agpec  Ethernet
YCTPOMCTBA, KOTOPbIN COCTOUT U3 6
nap  CMMBOJIOB,  pa3fe/ieHHbIX
ABOETOUYMEM
WLAN MAC Besect MAC-agpec WLAN MPUMEYAHMUE. Echv Ha ycTponcTee
yCTPOMCTBA. noa ynpasneHnem OC ABpopa mau
BBOA 3Ha4YeHMA C K1aBmnaTypsbl. OC Android none MAC WLAN He
Konnyectso cMmBONOB — 6 nap 3aM0/IHEHO, TO MOC/1e YyCneLwHoM
CMMBO/10B, Pa3ae/ieHHbIX akTuBaumnm 3HavyeHne MAC WLAN
NBOETOYMEM), HAaNpMMmep: 0TODpPa3nTCA B KapTOUKe
«00:2a:00:00:a0:00» YCTPOMCTBa aBTOMaTHUYECKM
Mnatdopma Bbibop aoctynHoi naatdopmbl n3  |one obazaTenbHO AnA
Crncka: 3anoO/IHEHMA
— ABpopa;
— Android;
— Linux
Moaenb Bbibop moaenmu ycTpomncTea m3 [MonHoe Ha3BaHMe TMNa YCTPOMCTB
YyCTPOWNCTBA PaCKpPbIBaOLLErOCA CMMCKA 3aBMCUT OT MOAENN YCTPOMCTBA
KommeHTapuin |BBOA 3HaYeHMA C KNaBMaTypbl. [Mone He ABNAeTCA 0H6A3aTENbHbIM
MaKcrmanbHaa asimHa — 512 ANA 3aN0/IHEHMA
CMMBO/I0B

2.2.1.2. [1obaBneHune 1 akTMBaUMA ycTpomncTea B [1Y ¢ NOMOLLbIO NPUrAaWeHns Ha
CaMOCTOATE/IbHYIO perncTpaumio

C NnoOMOLLbHO NPUTrAaWEHNS BO3MOXKHO aBTOMaTUYeCKM 406aBUTb YCTPONCTBO B 1Y 1
aKTMBMPOBATL ero.
BHUMAHWE! [1na ycnewHoro npoxoxaeHus npouecca Heobxoammo, 4TOOb
YCTPOMCTBO He Obl1o A06aBNEHO 1 aKTMBMPOBAHO B [1Y.
Ona pobaBneHns U aKTMBauum yctponctBa B [1Y HeobxoaMmMO BbIMONHUTL
cneayolme AencTBmA:
— C034aTb NpUrNalleHme Ha CaMOCTOATEbHYO PErMcTpaLmio ycTporcTea (n. 2.2.4);
— YCTaHOBMWTb NpuaOKeHne «ABpopa LIeHTp» Ha yCTpoMCcTBaX, ONMCaHMe KOTOPbIX
NpuBeAEHO B CAeAyOLMX JOKYMEHTAX:
e «PykoBOACTBO Mosib3oBatend. Yactb 7. [llpunoxkeHne «Aspopa UeHTp» AnAa
onepauyoHHOM cncTeMbl ABPOpay;
e «PykoBoACTBO nosib3oBatend. Yactb 9. [llpunoxeHne «Aspopa UeHTp» AnAa
onepaunoHHon cuctembl Android»;
e «PykoBoAcTBO nosb3osatend. Yactb 11. lNMpunoxkeHne «Aspopa LeHTp» ana
OnepauyMOoHHbIX CUCTEM CeMeNCTBa Linux»;
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— He nNepeuMmeHOoBbIBas npurnawexHns (bann [OOMKEeH WMMeTb  Ha3BaHue
invite.json), paamectuTb JSON-pann Ha yCTPOMCTBO:
e nna OC ABpopa - /etc/emm/;
e 11a OC Android - files/plugins data/emm/;
e nnsa OC cemencTa Linux - /etc/omp-uem-agent/.
[anee Ha ycTpoicTee, B 3aBMcMMOCTM OT Bepcum OC, BbINONHUTL Cleaytolime
NencTBus:
— ana OC Aspopa/OC Android, 3anycTutb npunoxeHue «Aspopa LeHTp» wu
O AATbCA 3aBepLUeHMaA npoLecca aBToa06aBNeHNA M aBTOAKTMBALMM YCTPOUCTBA;
— ana OC cemelcTBa Linux, Ao AaTbca 3aBepLueHme npolecca aBToaobasneHma 1
aBTOAKTMBALMM YCTPOMCTBA (3TO MOMKET 3aHATb HEKOTOPOE BPEMS) MAM nepe3anycTUTb
daemon KnneHTa BPY4YHYH C MOMOLLLbIO KOMaHAbI:

sudo systemctl restart ru.omp.uem.service

B pe3synbTaTe ycTpoicTBO byaeT 406aBAEHO 1 aKTUBMPOBAHO B [1Y.
2.2.2. [dobaBneHue rpynnbl YCTPONCTB BPYYHYHO

Mpw Ao6aBAeHUN rpyNNbl YCTPOUCTB B PYYHYHO AOCTYMHO:
— pobaBneHne cTaTUYeckom rpynnel yctponcts (nn. 2.2.2.1);
— pobasneHne AMHAMMYECKOM rpynnbl yCTponcTs (nn. 2.2.2.2).

2.2.2.1. [1obaBneHMe CTaTMYECKOM rpynnbl YCTPOMCTB

NMPUMEYAHUE. CocTtaB npaBua CTaTUYECKOM rpynnbl AAMWHUCTPATOP MOXKET
PeaaKkTMPOBaTb BPYYHYHO.

[Ona nobaBneHma craTMYecKon rpynnbl HEOBXOAMMO BbIMONHUTL Caeaytolme
NEencTBus:

— nepenTn B Nnoapasaen «YCTponcTea» pasaena «YnpasaeHne;

— Ha)KaTb KHOMKY «J106aBUTbY;

— B PACKPbIBAOLEMCA CNUCKEe BblIOpaTb NYHKT «[106aBUTb CTAaTUYECKYO Tpynny»
(cm. PucyHok 49);

— B OTKpbIBWEMCA OKHe (PucyHoK 51) 3anonHWTb nons, npueeaeHHble B Tabauue
(Tabnnua 26);

— NoATBEPAUTb MO0 OTMEHUTL AENCTBUA.

B pe3ynbTate ycnewHoro AobaBneHWs CcTaTMYecKoW rpynnbl  OTOOpasmnTCs
COOTBETCTBYHOLLEE COObLIEHME N OTKPOETCA KapToyKa AobasneHHOM rpynnbl (n. 2.1.2).
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Tabnuua 26
MNapameTpbl OnucaHue
Nma rpynnbi BBoa 3HauYeHMA ¢ KnaBmatypsbl. lNone 0b6A3aTeNnbHO A1A 3aN0NHEHUS.

Ha3BaHMe rpynnbl YCTPONCTB A0NKHO ObITb YHUKANbHbIM
KommeHTapuin |BBoA 3Ha4YeHUA € KnaBmaTypbl. MakcMmanbHas aanmHa — 512 cMmMBO/IOB.
Mone ¢ AONOAHUTENBbHON MHOOPMaLMEN He ABNAETCA 0DA3aTENbHbIM
ON1A 3aN0/IHEHWA

ga MYNETUTEHAHT MOHWUTOPWUHI YNPABNEHWE AOMWUHWCTPUPOBAHWE @ Hatanua Meaxosa (i.ivanova...

YCTPOWCTBA MONb30BATENM MONUTHKK CLEEHAPHMK DANSBI NPHUNOXEHWA BMTPWHBI CBA3KM KIIOHEN

< Co3gaHue cTaTU4ECKOW rpynnbl yCTPOMCTB

OTMEHA

PucyHok 51
2.2.2.2. 1obaBneHune AMHAMUYECKOM rpynmnbl YCTPONCTB

[InHammnyeckaa rpynna yCTpPOMCTB — 3TO rpynna ¢ 3aAaHHbIMK YCNOBUAMMK, NP
cobtoAeHNN KOTOPbIX YCTPOMCTBA NOMaAatoT B rpynmny aBTOMaTUYECKU.

[NHaMUYECKYIO rpynny HEBO3MOXHO YA43aUTb (KHOMKa «YAanuTby HEeaKTUBHA).

Ona pobaBneHns AMHAMWYECKOM rpynnbl HEODXOAMMO BbINOAHUTL Caeaytollme
NEencTBus:

— nepenTn B Noapasaen «YCTpoOncTBa» pasaena «YnpaBaeHume;

— HaKaTb KHOMKY «/106aBUTbY;

— B PACKpPbIBAOLEMCS CNNCKe BbIOPaTb NMYHKT «[106aBUTb AMHAMUYECKYIO TPYMNy»
(cm. PucyHok 49);

— B OTKpbIBLWIEMCA OKHe (P1cyHOK 52 [1]) 3anoH1TL NoAA, NpuBeAeHHbIe B Tabaunue
(cm. Tabnuua 26);

— 337aTb 3HAYeHMA NapameTpoB, npuBedeHHbIX B Tabnauue (Tabauua 27) no
KOTOPbIM YCTPOMCTBa byayT Aob6aBneHbl B AnHaMmmu4deckyto rpynny (PucyHok 52 [2]);

— noATBepAUTb MO0 OTMEHUTL AENCTBUS.

B pe3ynbTaTe yCcnewHoro co3aaHna AMHaMMYecKkom rpynnbl YCTPOMCTB 0TOOpa3mnTes
COOTBETCTBYlOLLEE COOOLIEeHNE U OTKPOETCA KapTouyka aobasneHHoW rpynnbl (n. 2.1.2),
KoTopana byaeT BKAoYaTb BCE YCTPOMCTBA, YA0BAETBOPAOLNE 33JaHHOMY KPUTEPUIO.
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ga MYNETUTEHAHT MOHWUTOPHHI YMPABNEHWE AOMWUHUCTPUMPOBAHMWE @ Hatanua WMeadosa (i.ivanova...
YCTPOWCTBA NONB30BATENW NOITUMTHUKK CUEHAPHK DAANBI NMPUNOXEHWA BUTPHUHEI CBA3KM KITHOYEN
< CosgaHue AMHaMH4eCKOM rpynnbl yCTPOMCTE
— 1
MpuHuMn poBasneHus B rpynny
(®) =% CratycycTpoicTea O ¢4y Mopens ycTpoiicTsa
O Mnatpopma yctpoictea () [0 Twn ycTpoicTea
O [ Obvemxectkmxguckoe (O - O6rem onepatuanod
namaTi
O @ Conuiecteo O ﬂg CeTeBoe MMA KOMMbIOTERE
NPOUECCopHsIX 542D 2
O _|_[_ PeaynsTaT Boinon-eHns O a |P-agpec ycTpoicTea
“ ckpunTa
O EE!I MpowasoguTent
OTMEHA
PucyHok 52
Tabnuua 27
MapameTp 3HayeHue
CTaTyC yCTPOMCTBa BbI6Op 3HaYEHMA M3 PACKPbIBAIOLLErocA CrMCKa:
— «AKTMBMpPOBAHHbIE» - B AMHAMWYECKYIO [pynny
6V,£|,YT dBTOMATNHECKM NOMNaaaTb BCE aKTUBNPOBaHHbIE
YyCTPOMCTBA.

NMPUMEYAHUE. Bo3MOXHO C034aTb TOIBKO OAHY
OMHAMUYECKYHO rpynny akTMBMPOBAHHbIX YCTPOWNCTB;

— «He aKTMBMPOBAHHbIEY» - B AMHAMWUYECKYKD rpynny
byayT nonaaaTh BCE HE aKTUBMPOBAHHbIE YCTPOMCTBA.
NMPUMEYAHUE. Bo3MOXHO C034aTb TOJIBKO OAHY
AVHAMUYECKYHO FPynmny HEaKTUBMPOBAHHbIX YCTPOMCTB

Mnatdopma ycTpoincTBa

Bbibop 3HaYeHMsA M3 PaCKpbIBAKOLLErocs CnmcKa:

— ABpopa;

— Android;

— Linux.

MPUMEYAHUE. Bo3mMOXHO C034aTb TO/IbKO OAHY
OMHAMUYECKYIO Tpynny Ha oAHY NaaTGopmy yCTPOMCTB
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l MOBWUJIbHAA

NNAT®OPMA

MNapameTp

3HayeHune

Ob6bem KeCTKMX ANCKOB.
BHUMAHMUE! JaHHbIn napameTp
aKTya/sieH AN1A yCTPOMCTB

OC cemenmctsa Linux

YKa3aTb 06beM HKEeCTKOro AMcKa YCTPOMCTB B
dopmarTe:

— «O1» (Mub);

— «Jo» (Mub).

NMPUMEYAHUA:

v’ BepxHssa rpaHuLa «[Jo» He BKAOYaeTca B UHTEPBa;
v' BO3MOMHO €034aTb HECKOJIbKO [AMHAMUYECKMX
rpynn ¢ pasiMyHbIMM OO BEMAMM KECTKMX AMCKOB

KonnyecTBo NpoueccopHbIX saep.
BHUMAHMUE! JaHHbIn napameTp
aKTyaneH ANna yCTPOMNCTB

OC cemenmctsa Linux

YKa3aTb KOAMYECTBO NPOLLECCOPHbIX AAep YCTPOMCTB B
dbopmarTe:

— «OT»;

— «Jlo».

MPUMEYAHUA:

v BepxHasa rpaHuLa «1o» He BKIOYAETCA B MHTEPBa;
v" BO3MOMHO CO034aTb HECKOJ/IbKO ANHaMUNYECKUX
rpynn c PasIMyHbIM KOJIMYECTBOM MNPOLLECCOPHbIX A4epP

Pe3ynbTaT BbINO/IHEHMA CKPUNTA.
BHUMAHMUE! JaHHbIn napameTp
aKTyaneH Ana yCTPOMCTB

OC Android n OC cemeicTsa Linux

3an0/IHUTb NONA:

— «[yTb K CKpUNTY» - BBECTU NYTb CKPUNTA, KOTOPbIN
OyaeT BbINO/IHEH Ha YCTPOMCTBE NOC/e A0CTaBKY;

— «Pe3ynbTaT  BbINONHEHMA CKPUMNTa» - BBECTU
OXWAAeMblt  pe3ynbTaT  BbIMNOSIHEHWA  CKPUNTa.
Pe3ynbTaT BbINOAHEHWA CKPUNTa NepeaaeTcs, eciin B
dann ckpunta Obina  aobaBneHa nepemeHHas
OMP SCRIPT RESULT FILE. MNoapobHee B
npunoxenun (Mpunoxkerune 3).

NMPUMEYAHUE. Bo3mMOXKHO cO34aTb HECKOMBKO
NMHAMMYECKUX TPYNn C Pa3IMYHbIMK pe3yibTaTaMu
BbIMO/IHEHMA CKPMNTA

[pounssoanTenb

BBO/A, 3HAYEHMA C KNaBUATYPbl Ha3BaHMA
NPOU3BOANTENA YCTPONCTBA.

NMPUMEYAHUE. Bo3mMOXKHO cO34aTb HECKOMBKO
ANHAMUYECKUX FPYMM C Pa3/INYHbIMM
NPOU3BOAUTENAMMU YCTPOMNCTB

Mogenb ycTponcTBa

BbIbOp yCTPOMCTBA M3 PACKPbIBAOLLLETOCA CAMCKA.
NMPUMEYAHUE. Bo3moXKHO co34aTb TO/IbKO OAHY
OMHAMUYECKyo rpynny Ha oAHY MOAEe/b YCTPOMCTBA
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l NAAT®OPMA

MNapameTp

3HayeHune

Tun ycTpomcTBa

BbibOp TMNa yCTPOMCTBA M3 PacKpblBatoLLErocs
CnucKa:

— [lnaHwer;

— KIMK;

— CmapTdoH;

— HensBecTHbIN TUN YCTPOMCTBA;

— K.

MPUMEYAHUE. Bo3amoKHO co3aaTb TONBKO OAHY
AMHAMMUYECKyo rpynny ¢ 0AHUM TUMOM YCTPOMCTBA

Ob6bem onepaTMBHOM NAMATHN.
BHUMAHMUE! NaHHbin napameTp
aKTyaneH Ana yCTPOMCTB

OC cemenmcTsa Linux

YKa3aTb 06beM onepaTtMBHOM NaMATM YCTPOMCTB B
dopmare:

— «O1» (Munb);

— «[Jo» (Mub).

MPUMEYAHUA:

v' BepxHasa rpaHuLa «[1o» He BKIOYAETCA B MHTEPBa;
v/ BO3MOMHO €O34aTb HECKOJIbKO  [AMHAMUYECKMX
rpynn c pasiM4yHbiMmn o6 beMamm onepaTUBHOM NAMATH

CeTeBOe MMA KOMMblOoTepa.
BHUMAHMUE! JaHHbin napameTp
aKTyasneH ANnA yCTPOMCTB

OC cemenmcTsa Linux

BBecTun ceTeBoe MMA AN MACKy CETEBOTO MMEHM
KOMMblOTEPA, KOTOPOE AO/HKHO COAEPKATb XOTA Dbl
OZIHY DYKBY MU LNMDPY, M MOXKET BKAOYATb DYKBbI A-Z,
undpbl 0-9, neduc (-), 38e3poukn (*) 1 Toukn (.).
MaKcmmanbHaa aamnHa 253 cumBona, a A4 IMHaA OT
Haya/sia CTPOKM 10 NepBOM TOYKMN HE AONKHA
npesbIWaTb 63 cMMBOA.

Ecan HeobxoaMMO BECTU MACKy CETEBOTO MMEHMN,
HeobXxo4MMO OrPaHMYNTL ee 3Be3404KoM (*) B
Hayane, BHYTPU U/UIM B KOHLLE YacCTW CETEBOTrO
UMEHMN.

NMPUMEYAHUE. Bo3moKHO co34aTb HECKOIbKO
AMHAMMYECKUX TpyNn C Pa3NnNYHbIMM CETEBLIMM
MMEeHaMM KOMMNboTepa

IP-aapec ycTpomncTea

YKa3aTb MHTepBan |IP-aapecos:

— «HavanbHbIM agpecy;

— «KoHeyHbIN agpecy.

NMPUMEYAHUA:

v KOHeyYHbI agpec He BKI0YaAEeTCA B MHTEpBa;

v/ BO3MOMHO €O34aTb HECKOJIbKO  [AMHAMUYECKMX
rpynn ¢ pa3inyHbiMu IP- agpecamm yCTpoOnCTs
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2.2.3. [JobaBneHune yCTPOMUCTB UAM FPYNnbl YCTPOMCTB ¢ nomollblo CSV-daina

[lobaBneHne 1 06HOBAEHME YCTPOMCTB WA TPYNN YCTPOMCTB, a TaK¥e MpuBsA3Ka
YCTPOWUCTB K rpynne B KoHconn agmumHucTpaTopa MY MOXKET BbINONHATLCA C MNOMOLLbIO
NOArOTOBAEHHOrO LWabnoHa MMNopTa YCTPOWMCTB, KOTOPbLIM NpeaocTaBndeTca B BuUAe
CSV-danna.

2.2.3.1. WabnoH CSV-dpainna

CSV-¢dain BO3MOXKHO CO34aTb BPYYHYH MM CKavyaTb M 3aNOAHUTL WaboH.

[na 3arpy3kn wabnoHa CSV-pana HeobXxoaAMMO BbINONHUTL CeAyoLLne AeNCTBUA:

— nepenTn B Nnoapasaen «YCTponcTea» pasaena «YnpasieHume;

— HaXKaTb KHOMKY «/106aBUTbY;

— B pacKpbiBatlollemcss cnucke BblbpaTb NyHKT  «/dobaButb 13 CSV»
(cm. PucyHok 49);

— B OTKPbIBLIEMCA OKHe HaaTb «LLlaboH .CSV E» (PUCyHOK 52), B pesy/ibTaTe Yero
wabnoH darna ana mmnopta OyaeT BbIrpykeH Ha IBM. TpeboBaHMA K 3aNOSAHEHMIO
CSV-dpannos npuseaeHsl B Tabaunue (Tabamua 28).

WmnopT ycTporcTe u3 panna CSV

Kima uvnoptupyemoro daina .csv. —

Pazmep meHee 400 Mb — 3arcnoeku cTonbuoe — MooroToeka aiina ana umnopta (3
Koowpoeka UTF-8 — CTpoku — HacTpoviku umnopTa Ha 1 ware 3
®opmat CSV — Bcero owmbok — LWabnoH.CSV &,

Oco6ble ycNnoBWMA MMNOPTUPOBaHUA

Ecnv owmbkM B pacnosHaeaHum MpekpaTUTb MMNOPT W BepHYTb $aiin ¢ onucaHuem owmbok v | @

Ecnm Hanoxenue 3anvcei NrHopupoBaTh HOBYIO 3anMch, ocTasuTh ctapylo * |

MmnopT ycTpoicTe B rpynny ABTOMaTMYECKM CO3AaTh HOBYIO FRYMMY C BpeMeHeM 1 aatoi umnopta » |

BribepuTte unu nepetalimTe B 310 OKHO
3aNONHEHHBIA Gain ¢ YCTPOUCTBaMM

3ATPY3WUTb GAWN

3AKPLITE

PucyHoOK 52

Mpumep 3anonHeHHoro CSV-daina:
GROUP, IMET, IMETI, SN, ETHERNET MAC, WLAN MAC,MODEL CODE, PLATFORM, COMMENT, STRATEGY
T'pynna 1,352132035783492,, 6abcdgl,, ,MIG C55, AURORA, KoMmMmeHT 1
T'pynna 2,350408012241197, ,4gghdb6,,,MIG C55, AURORA, KoMMeHT 2

TaKe BO3MOXHO 3anonHnTb CSV-dann B TabnnuHom suae (PrcyHok 53).

MNpumep:
GROUP  IMEI IMEI SN ETHERNET_MAC WLAN_MAC MODEL_CODE PLATFORM COMMENT STRATEGY|
fpynnal 352132035783492 6abcdgl MIG C55 AURORA  Komment 1
fpynna 2 350408012241197 4gghdbb MIG C55 AURORA  KommeHT 2

PucyHok 53
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MPUMEYAHME. Mpn Bonblumx 3HaYeHuax yncen (Hanpumep, IMEI) Heobxoammo
BbI6paTb YMCNOBON GOPMAT AYEMNKM M KONMYECTBO AECATUYHBIX 3HAKOB, pasHoe 0.

®ann gna nmnopTa A0/XKEH COOTBETCTBOBATbL Ceaytolmm TpeboBaHMAM:

— pa3mep Panna He ao/KeH npesblwaTth 400 MB. [Ins umnopTa ¢parnos bonbLiero
pasmepa peKomeHayeTcs MMeTb CKOPOCTb NoAKAoYeHUA K ceTn MHTepHeT 100 MOuT/ceK u
Bbille. ECAM  CKOpPOCTb MOAKMOYEHMA K ceTu WMHTepHeT meHee 100 M6wuT/cek,
pekoMeHAayeTcA pa3aenmTb Galn Ha HECKOMbKO YaCTel M 3arpy»KaTb MX NOOYEPEaHO;

— popmat dpanna — .csv;

— KoampoBKa ¢panna - UTF-8.

MPUMEYAHME. CkayaHHbih wabnoH CSV-¢panna wmmeeT HyKHbIM GopmaT U
KOANPOBKY;

— nepBaa CTpoka ¢dalna A0/KHA COoAepKaTb Ha3BaHMA MOAen C pasgennTenem
(Hanpumep, " GROUP,IMEI,IMEI,SN,ETHERNET _MAC,WLAN_MAC,MODEL_CODE,PLATFOR
M,COMMENT,STRATEGY").

NMPUMEYAHUE. TMocne COMMENT moxeT ObiTb AobaBneH HeobAsaTeNbHbIN
ctonbeu, STRATEGY. OH 3anonHseTcs B c/lydae HeoOXOAMMOCTM yKasaTb CTpaTernto ana
KOHKpeTHOW cTpokuM (nn. 2.2.3.2). CTtpaTerma B CTPOKE MOXET OT/INYaTbCA OT OCHOBHOW
BbIOpaHHOM 1 ByaeT ABNATLCA MPUOPUTETHOWN.

Pasgenntens ana scex nonen Gparna onpenenaetca No NepBon CTpoke. B KavecTse
pasfennTenein MoxeT UCNoab30BaTbCA M0HoN cMmBo, Kpome: \r, \n 1 CMMBOMA 3aMeHbl
Unicode (OxFFFD). Ecnn B KayecTBe pasaenmutens UCnonb3ytoTcs ByKBbl, TO OHU A0/MKHbI
3aK/10YATBbCA B KaBblYKM, HANPUMEpP: «a».

OnucaHne TpeboBaHWI K 3HAYEHUSM NapamMeTpoB MpuBedeHbl B Tabauue
(Tabnunua 28).

Tabnuua 28
MNapameTp OnucaHue MNpumevaHue
GROUP Ha3BaHMe rpynnbl YCTPOMCTB. MNapameTp obszaTeneH ana

Copep»ut ot 2 A0 64 CMMBOIOB |3aMOJIHEHUA, MPU:
— CO34aHWUN rPYNMbl YCTPONCTB;
— NMPUBA3Ke YCTPOMCTB K rpynne

IME| MeKayHapoaHbIM JonycTMmMo Mcnonb3oBaTb He bonee
NaeHTUPUKaATop MOBUABHOTO 10 Taknx napameTpos.
obopyaoBaHuA. MapameTp obA3aTeneH Ans
[omKkeH coageprkatb 15 undp 3aMno/IHeHUA, eC/IM He 3aMNo/IHEeHb!

apyrue naeHTMOMKaTopbl.
NMPUMEYAHMUE. Ecnn Ha ycTpomcTee
nopa ynpasneHnem OC Aspopa mau
OC Android none IMEI He
3aMO/IHEHO, TO MOCAE YyCNEeLHON
aKTuBauum 3HavyeHme IMEI
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l MOBWUJIbHAA

MNapameTp

OnucaHue

NNAT®OPMA
NpnumeyaHme

0TOOpPa3nNTCA B KAPTOUKE YCTPONCTBA
aBTOMaTMYECKM

SN

CepunHbIN HOMepP, KOTOPbIN
NPUCBOEH YCTPOMUCTBY
NPON3BOAUTENEM.

Copeput ot 1 ao 20 cumBoNoB

[lonycTMMO UCMONb30BaTb TOJIBKO 1
TaKoW NnapameTp.

MNapameTp obszaTeneH ana
3aMN0/IHEHMA, €CAM HE 3aMO/IHEHbI
apyrme naeHTMUKaTopbl

ETHERNET_MAC

MAC-agpec Ethernet
yCTPOMCTBA.

Cofep*nT 6 nap CMMBOJIOB,
pasaeneHHbIX 4BOEeTOHNEM

[lonyctmo ncnonb3oBath He bonee
10 Takmnx napameTpos.

MapameTp obAsaTeneH AnA
3aMNOJ/IHEHWA, eCIN He 3aMN0/HEeHbI
apyrve naeHTMduKaTopbl

WLAN_MAC MAC-agpec WLAN ycTpoictea. |[onycTMmo ncnonb3osatb He 6osee
Cofep*1T 6 Nnap CMMBOJIOB, 10 Takmx napameTpos. [NapameTp
pasAeNeHHbIX ABOETOUYNEM, obA3aTeneH AnA 3aNOAHEHUSA, ECN
Hanpumep: «00:aa:00:00:a0:00» |He 3anonHeHbl gpyrue

NAeHTUOUKATOPbI.

NMPUMEYAHMUE. Ecan Ha ycTpomcTee
nopa ynpasneHnem OC Aspopa mau
OC Android none MAC WLAN He
3aMOJIHEHO, TO NOC/IEe YCMELIHOM
aKTMBaumm sHavyeHne MAC WLAN
0TO0bOPa3nTCA B KAPTOUKe YCTPOMCTBA
aBTOMATUYECKM

MODEL_CODE Mozenb yCTpoOMnCTBa. MNapameTp He obszaTeneH ana
Comep*ut 4o 255 cmmeonos 3ano/IHeHuA.

NMPUMEYAHUE. Echm none MAC
WLAN He 3ano/siHeHo, To nocne
yCMNeLWHOM aKTUBALMM 3HaAYEHME
MAC WLAN oTobpa3mnTtca B KapTouKke
YCTPOMCTBA aBTOMATUYECKM

PLATFORM OC ycTponcTsa. MapameTp obaszateneH ana
[loCTynHble 3HaYeHmA: 3aMN0JIHEHMA
— AURORA;

— ANDROID;
— LINUX
COMMENT [ononHutenbHas Hbopmauma |MapameTp He obsazaTeneH ana

K YCTPOWMCTBY.
Conepxut 4o 512 cnmeoi0B

3anoJiHeHWA

79




=~ OTKPbITAS

PyKoBOACTBO Nnosib3oBatena. HYactb 3 _J Hﬁﬁ}‘g'gmﬂ
MNapameTp OnucaHue NpnumeyaHme

STRATEGY [MpaBunno paspelleHna MNapameTp He obsAzaTeneH ana
KOHQIMKTYHOLMX 3aNnCen. 3aMNOJIHEHMA.
[ OoCTynHble 3HAYEHUA: [apameTp MmeeT NpUopuUTeT No
— SKIP WM S — B pe3y/bTaTe CPaBHEHMUIO C NPABUIOM
KOHOIMKTYHOLLAA 3aMNnCb He pa3pelleHnsa KOHPAMKTOB,
byanet nepesanuncaHa. Ecan BblIOPaHHbIM B OKHE HAaCTPOMKM
daln coaepKUT HECKOIbKO MMnopTa

OAMHAKOBbIX 3anucen oo
YCTPOWCTBE, HO C Pa3HbIMM
rpynnamu, To 6yayT co3aaHsi
BCE CBA3M YCTPOMCTB C rpynnamm
n3 darna;

— REPLACE MM R — B
pe3ynbTaTte KOHOAMKTYOLLLASA
3anucb byaeT nepesanucaHa.
Ecnn pann coaepHut HECKONbKO
OZIMHAKOBbIX 3anucen 06
YCTPOMCTBAx, HO C pPa3HbIMK
rpynnamm, To yCTpPoMcTeo byaet
OTBA3AHO OT BCex rpynn, B
KOTOPbIX OHO COCTOSNIO paHee B
cMcTeme, M NPMBA3aHO KO BCEM
rpynnam ms ¢anna

2.2.3.2. [1obaBneHue yCTPOMUCTBA UM TPYNIbl YyCTPOMCTB ¢ NnomoLlbio CSV-dpaiina

[lna  uvmnopTa YCTPOMCTB, WX rpynnbl W cBA3M C rpynnamm B KoHconu
aaMMHKUCTpaTopa MY HeobxoAMMO BbIMONHUTL Caeaytolme AeNCTBUA:

— noarotoBuTb CSV-dpain ans umnopta (nn. 2.2.3.1);

— nepenTn B noapasaen «YCTponcTea» pasaena «YnpasieHne,

— Ha)KaTb KHOMKY «J106aBUTbY;

— B pacKpbIBalOWEMCA Cnucke BblbpaTb NyHKT  «[obaButb 1n3  CSV»
(cm. PucyHok 49);

— B OTKPbIBLIEMCA OKHE 3adaTb ocobble YyCNoBWMA MMMNOPTa, NPUBEAEHHble B
Tabavue (Tabamua 29);
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Tabnnua 29
HanmeHoBaHue
o OnwucaHue [pmevaHmne
noneu
Ecnv ownbkm B Bbibop npasmaa uMnopTnpoBaHua (ecan |B none coaeputcs

pacCrno3HaBaHMK

CSV-¢ann byaeT cogepKaTtb OWMOKM) 13
PACKPbIBAOLLLErOCs CNMCKa

(PucyHok 54 [1]):

— [peKpaTUTb UMNOPT U BEPHYTb paiin c
onucaHuem ownboK — Npm 0bHapyReHUn
oWmnbOK byaeT OCTaHOBAEH MMMOPT U
chopmMmmpoBaH parn c nepevmncieHmem
HEKOPPEKTHbIX CTPOK M YKazaHMeM
NPUYMH OWNDOOK,;

— [MpoAo KUTb UMNOPT U BEPHYTL ABa
¢danna c owmbKkamm u 6e3 — umnopT
NPOAOMKMTCA C KOPPEKTHLIMM 3aMUCAMM,
M nocne ero 3aseplieHna byayT
cbopmmpoBaHbl 2 palna:

e daln c nepeyncneHnem
HEKOPPEKTHbIX CTPOK M yKa3zaHMeEM
NPUYMH OLINDOK;

e dain c yKkazaHMeM ycneuHo
MMMOPTUPOBAHHbIX YCTPOMUCTB

Ecnn HanoxeHue
3anucen

Bbibop npasmna paspeLleHns
KOHOAMKTOB NPU MMMNopTE 13
PaCKpPbIBAOLLLErOCA CMMCKa

(PucyHoK 54 [2]):

— WrHopupoBaTb HOBYHO 3aMUChb,
OCTaBUTb CTapylo — B pe3yibTaTte
KOHONUKTYOLWME 3anmcK He byayT
nepesanucaHbl. Ecnv dann coaepKut
HEeCKO/IbKO O4MHAKOBbIX 3anuncen ob
YCTPOMCTBAX, HO C pa3HbIMM rpynnamm,
TO ByAyT co3AaHbl BCE CBA3M YCTPOMCTB C
rpynnamm ns ¢ainna;

— MepesanucbiBaTb HOBYIO CTPOKY NOBEPX
NpexHen — B pesyanbTaTe
KOHONMKTYOWME 3anucn byayT
nepesanuncaHbl. Ecam dan conepxut
HEeCKO/IbKO OZMHAKOBbIX 3anucei 06

noAcKasKa, 40CTynHaa ans
NPOCMOTPA HaxKaTnem

sHauka @. B pe3ynbTaTte
0TOOpPa3nTCA TEKCT
MOACKA3KM CneaytoLLero
coaepKaHua: npu
3aBepLUeHNM MMMNopTa
cucTema npeaocTaBuT 2
danna: CNMCoK CUCTEMHBbIX
coobuleHmin 06 owmnbrax
pacno3HaBaHuA 1 HKypHan
ycnewHo
MMMOPTUPOBAHHbIX
YCTPOMCTB
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l MOBWUJIbHAA

HanmeHoBaHuUe
nonewu

OnwucaHue

NNAT®OPMA
[pumeyaHue

YCTPOMCTBE, HO C Pa3HbIMK rpynnamu, To
YCTPOMCTBO DyAEeT OTBA3AHO OT BCEX
rpynmn, B KOTOPbIX OHO COCTOANO, U
NPWBA3aHO KO BCEM rpynnam u3 dparnna.
NPUMEYAHMUE. Echmn B CSV-dpanne
3anonHeH ctonbeu, «STRATEGY»,
NpPaBM/IO pa3peLleHns KOHPANKTOB U3
aToro ctonbua byaet UMeTb NpUopuUTeT
Ha/, YKa3aHHbIM NPaBUIOM Npu
HacTpoMKe nmnopTa. Mpouecc
3anonHenua CSV-daina npmseaeH B
nn. 2.2.3.1

NmnopTt
YCTPOMCTB B
rpynny

Bbibop npasuna nobasneHus
MMMNOPTUPYEMbIX YCTPONCTB B rpynmbl 13
PACKPbIBAOLLLEroca CrnmcKa

(PucyHok 54 [3]):

— ABTOMaTUYECKM CO34aTb HOBYLO rpynny
C BPEMEHEeM 1 AaToN MMnopTa — B
pe3ynbTate byaeT co3aaHa HoBaA rpynna
ycTporcTs (¢ Tnom 1 «Ipynna
YCTPOWCTB»), B KOTOPYO DYAYT BKAKOYEHDI
BCE MMMOPTMPYEMbIe yCTponcTBa. Ecam B
CSV-daiine ykasaHa rpynna (3HayeHune B
cTtonbue «GROUP»), To Takoe yCTpOMCTBO
OyaeT BKAKOYEHO B HOBYHO rpynmny 1 B
yKasaHHyto B daiinie rpynny;

— He cospgaBsatb rpynny — B pe3yibTaTe
ycTporcTea byayT Aob6aBAEHbl TONbKO B
rpynnbl, ykasaHHble B CSV-daline;

— BobIbpaTthb rpynny 13 MeroLWnxca —
TpebyeTca BbIOpaTh M3
PACKPbIBAOLLLEroCca CrMcKa rpynny, B
KOTOPYO HEOBXOAMMO BKIHOUYNTD
ycTponcTeo. Ecnm B CSV-daitne ykasaHa
rpynna (3HaveHue B ctonbue « GROUPY),
TO YCTPOMCTBO OyAET BK/OYEHO KaK B
rpynny, yKkasaHHyto B daline, Tak n B
rpynny, BbI6paHHytO Ha 3TOM Lware

B none coaepuntca
NoACKa3Ka, 40CTynHasA a4
NPOCMOTpPA HaXKaTnem

3Ha4Ka ®. 8 pesy/braTte
0TOOPa3NTCA TEKCT
NOACKa3KKM caedyroulero
COAEpPXKaHUA: B npouecce
MMMOpPTa CUCTEMA MOXKET
nomeLaTb BCe YCTPOMCTBA B
O4HY U3 UMEIOLLLMXCA TPy
WK CO34aTb HOBYHO
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WmnopT ycTpoicTe u3 daina CSV

Mima mMnopTupyemoro ¢amna .csv. —

Pazmep menee 400 MB —
Koguposka UTF-8 — Crpoku
Gopmat CSV —

Ocobbie yCoBUS UMNOPTUPOBaHUS

3aronoBku cTon6uUoB —

Beero owubok

MoproToBka dalina Ans umnopta B3
— HacTpoiikm umnopta Ha 1 ware (3

— Wa6noH .CSV b,

| Ecnu olunbku B pacno3HaBaHUn

MpekpaTUTb UMMOPT M BEPHYTL dain ¢ onucaHuem ownbok » | @ I_ 1

I ECnu HANOXeHWe 3anucei

MIrHOpWMPOBATL HOBYIO 3aMNCb, ocTaBuTL cTapyio v | @ I— yi

| MMMOpPT YCTPOMCTB B rpynny

ABTOMATM4ECKMU CO3NATL HOBYIO IPYMMy C BpeMeHeM 1 gatol umnopta v | @ I— 3

3AKPbITE

BriGepuTe WK1 MepeTawLmTe B 3TO OKHO
3aMONHEHHEIA Galn ¢ YyCTPORCTBaMK

[ 1

PucyHok 54

— fanee HeobxoaMmo 3arpy3nTb CSV-dana oaHMm 13 cnocobos:
e nepemectutb CSV-dainn B 061aCTb 3arpy3Ku;
® Ha)aTb KHOMKy «3arpy3utb dann» (cm. PucyHok 54 [4]) ¢ nocneaytowmm

BbiOOpOM daina Ana MMNopTa;

— B pe3ynbTaTe byaeT 3anylleH MMMNopT ycTponcts m3 CSV-dainna n otobpasmtca

LWKaJs1a 3arpy3skn nMnopTa.

Ecnn 3anonHeHHbI Gann Bbln 3arpy*KeEH KOPPEKTHO MAKM dain coaepan owmnbky,
HO MPW 3TOM B OCODObIX YCNOBMAX MMNOPTUPOBaAHMA Oblna BbibpaHa onuma «poaonKntb
MMMNOPT N BePHYTb 2 dalna ¢ owmnmbkamm n H6e3», umnopt byaeT 3aBeplueH. B oKkHe ¢
pe3ynbTaTaMM  MMMOPTA LWKana 3arpy3kn wmmnopta OyaeT 3anonHeHa A0 KOHUA

(PcyHOK 55).

MMnopT ycTpoWcTe U3 daiina CSV

WMma umnoptupyemoro daina .csv  devices.csv

Ocobble yenoBWMA UMNOPTUPOBAHUS

Ecnu owwGkn B pacnozHasannm

Ecnu Hanoxerue sanucen

WmnopT yoTpolcTe B rpynny

Pasmep menee 400 MBE I\f_: 3aronoeku cTonbuos 6 MNoproroeka danna ona umnopta B3
Koowpoeka UTF-8 IE: Crpokn 2 HacTpoiikm umnopTa Ha 1 ware (3
@opmat CSV l'_._-:: Beero ownbok 0 Wabnon .CSV &,

@

(0] Mpynna: import_device Aug 2613:22:50 (3

WUmnoprt 3aBepLueH

Ouwwubok He HalgeHo

YCTpOWCTE CO30&H0 #d
[pynn w3 ¢aina coznaHo 2

Cea3zei c rpynnamu w3 daina cosgaHo 2

3AKPHTH

Crncok MMNopPTUpOBaHHBIX yeTpoiicte  ValidDevices (csv, 307 Baiit) b
CrnWcoK CTROK C OWwWWEkamMmn —

OBwwmiA oT4YET 06 MMNopTe mportReport (,rtf, 2712 KB) &,

PucyHoK 55
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Ecnm 3anonHeHHbIn Gann Obin 3arpy’KeH HEKOPPEKTHO M MpPU 3TOM B 0OCODbIX
YC/IOBUSAX MMMNOPTUPOBAHMA Oblna BbibpaHa onuma «MNpekpaTtuTb UMNOPT M BEPHYTb hainn ¢
onmMcaHMem oWmMBOoK», UMMNOPT ByAeT OCTaHOB/EeH. B OKHe ¢ pe3y/ibTaTaMn MMNOPTA LWKana
3arpy3KkM MMMNopTa YCTPOMCTB OyaeT npepsaHa Ha 3Tane, rae Obliv 06HapyKeHbl OWNHKM
(PucyHok 56 [6]).

WmnopT yeTpoicTe M2 gaina CSV

Mima nmnopTrpyeMoro gaina .csvl devices_with_error2.csv I— 1

Pazmep menee 400 MB Baronoskmn cTonbuos 6 MoaroToeka gaitna gna wanopta (3

Kogwposka UTF-8 2 CTpokM 2 3 HacTpoitku wvnopra Ha 1 ware 3 = 4

M@opmar CSV Beero owwnbok 1 Watnou .CSY 4

CQcobble yCNOBUA MMNOPTUROBaHWA

Ecnv owwBkn B pacnoaHasaHim - (D L 5

ECnv HanoXeHne 3anucein v G)

WMnopT yCTRORCTE B rpynny - @ 6
1

npOLl,ECC OCTaHOBNeH

Cwmbku pacno3aHaBaHWa yCTPoRCTe

0 T l T T T T T

W ©opmuar L 8 i

YCTPOINCTE CO3AaHO 0 Cnmncok cTpok Be3 owwbox

Ipynn 3 daina coznaio 0 f= 9 CNWCOK CTPOK C OLWMOKaM1

CeA3eil ¢ rpynnama u3 daiina co3naHo 0 O6wWwia oT4ET 06 MMmnopTe

B OKHe C pe3ynbTaTamuM MMMNOPTa YCTPOMCTB oTobpakaeTca creaytollan
nHGopmauma:

— HasBaHMWe umnopTupyemoro danna (cm. PucyHok 56 [1]);

— COOTBETCTBME MMMNOPTMPYyemoro dakna pasmepy, KOAMPOBKe W dopmaTy
(cm. PucyHok 56 [2]);

— KO/IMYeCTBO CTONDOLOB, BCEX WMMMOPTUPYEMbIX CTPOK M ownbok B danne
(PucyHok 56 [3]);

— ccblnku (cm. PucyHok 56 [4]):

e [loarotoBka ¢aiina gna MMNopTa, NpY Ha)KaTuM Ha KOTOPYKD npousonaer
nepexo, Ha CTaTblO CMNPaBKKM, OMMCbIBalOLLYO TpeboBaHMA W MNPOLLECC NOoATrOTOBKM
CSV-dpanna ana umnopTa yCTPOMCTB;

e HacTpokn mmnopta Ha 1 ware, nNpu Ha)kaTMM Ha KOTOPYHD MNpPOM30MaeT
nepexo, Ha CTaTbk CMPaBKM, OMMCbIBAIOLLYHO Wark MMNopTa;

e labnoH .CSV, npu HaxaTuMM Ha KOTOPYI NPOM30MAET CKauyMBaHue WwabnioHa
CSV-dpanna ana umnopTa yCTPOMCTB;

— 0ocobble ycnoBua MMNopTUpPoBaHmMa (cm. PucyHok 56 [5], cm. Tabauua 29);
— WKana nporpecca umnopta (cm. PucyHok 56 [6]);
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— cooblleHMe 0 3aBEPLIEHNM MMNOPTA UK NPEPbLIBAHMM NPOLLECCa M3-3a OWNOOK
(cm. PucyHok 56 [7]);
— rpaduyeckoe pacnpeaeneHune olwnboK no ctonbuam napameTpos MMNopTa (Npwu
OOHapy*KeHnn oWwnbok) (cm. PucyHok 56 [8]);
— KonmyectBo A06aBNEHHbIX YCTPOMCTB, TrPynn YCTPOWCTB W WX CBA3EWN
(cm. PucyHok 56 [9]);
— CCbIJIKM Ha CKayMBaHMe oT4eToB (cm. PucyHok 56 [10]):
® OTYeT CO CMMCKOM MMMOPTMPOBAHHbIX YCTPONCTB. PopmaT OT4eTa — .csv;
® OTYeT CO CMUCKOM OLWMDOK, ONMCaHNEe KOTOPbIX NPUBEAEHO B Nnoapasaene 5.2.
dopmaTt oTyeTa — .csv (NPU OTCYTCTBUM OLWIMOOK B MMMNOPTMPOBAHHOM daine AaHHbIN
oT4yeT He byaeT cdoOpMUPOBaAH);
e oTyeT c 0buen nHpopmaumen ob nmnopte. Popmat oTyeTa — . rtf.
OTcneanTb NPOUECC BbIMONHEHWUS MMMOPTA TaKKe BO3MOXKHO B OKHe «[lpoLecchi»
noapasaena «MHAMKaTopbl» pasgena «MoHUTOpPUHI». bonee noapobHaa MHPopmauma
npueeaeHa B nogpasaene 3.1.
[Ona noBTOpHOM 3arpy3kn CSV-palna HeobXxoAMMO HaxKaTb KHOMKY «K Havany
3arpysKkm».

2.2.4. [obaBneHue npurnaeHns Ha CaMoCTOATE/IbHYIO PErMcTpaL/mMio YyCTPOMCTBA

[na pnobasneHns NpurnalleHna Ha CaMOCTOSTE/IbHYHO PerncTpauuio yCTponcTsea
HeobxoAMMO NepenTn B noapasaen «YCTpPonCcTBay pasaena «YnpaBneHue» 1 BbINOAHUTb
O[1HO M3 CneayomnX AeNCTBUM:

1) HaskaTb KHOMKY «/106aBUTb», B pPaCKPbIBAOLWEMCA CMUCKEe BblIOpaTb MNYHKT
«[1ob6aBnTb NpurnaweHmne» (cm. PucyHok 49);

2) MNeperTM B CNUCOK MNPUrAAWEHWN, HaXaB Ha KHOMKy «[llpurnawweHna»
(PucyHOK 57), n Ha oTobpasmMBLUENCA CTPaHMLUE HaxaTb Ha KHOMKy «/1ob6aButb
npurnawexue» (PUcyHok 58).

ga MYNBTUTEHAHT MOHWUTOPUHI YMNPABNEHUE AOMWHUCTPUPOBAHHWE @ HaTanua MeaHoga (i.ivanova...
YCTPOWNCTBA MONbL3OBATENM NOMUTUKU CLEEHAPWUK GAANGI NMPUNOXEHWA BUTPUHbBI CBA3KU KIKOYEN
@® TMowuck no ycTpoicTeam YeTpoiicTea
+ HoBbii duneTp ~
oF 5 El 783905495268875
° mF+ LifeTab ... MEI 783905495268875 03.04.2024 16 03.04.2024 16
Ha6opbl puneTpos v o ME| 833637880869054
1 AQuarius viE S0 > S
— ) o N @ 03.04.2024 16:... -
CTpok Ha cTpanuue: 25 » 1-25 13 51245 >
PucyHOK 57
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ga MYNbTUTEHAHT MOHWTOPWUHI YMNPABNEHWUE AOMUHHUCTPUPOBAHMUE @ HaTtanwa MeaHoga (n.ivanov...

YCTPOWCTBA NONbL30BATENN NONMMTHUKK CLEHAPWA DANNBI NPUNOXEHUA BUTPUHbI CBA3KM KITKOYER

| AOBABWMTb NPUIMALUEHME |

1234_npurnaluenue @ 0 aKTUBHO 16.11.2023 15.01.2024

Mpurnawenie | @ 0 SKTUEHD 1511.2023 14.01.2024

Crpok Ha cTpanuye: 25 w 1-3m33

3AKPBITb

PucyHok 58

B pe3ynbTaTe B 0TOOpasmnsLIeMcs okHe (PUcyHOK 59) HeobxoAMMO 3anN0NHUTb NONA:

— «HasBaHune». BBoa 3HayeHMA C KnasBuatypbl. MoxeT coaepatb ot 1 go 50
CMMBO/OB;

— «J/IUMUT Nepencnonib3oBaHUA MpuUrnalleHna B CyTKM». BBoA, 3HayeHMs C
KnaBmaTypbl. MoxeT 6biTb 0T O Ao 1 000 000.

CospaHuve npurnaweHua

( Mpurnawerime

JIVMWT Nepercnonb3oBaHKin B CYTKH 0

Bknio4nTs HAaCTPoMKk WLAN

BKNio4nTb HACTPOWKK 4aCOBOrO Nosca

PucyHok 59

NMPUMEYAHMUE. 1ns OC Android B npurnalleHnm Ha CAaMOCTOATEIbHYO PErNCTPALMIO
YCTPOWMCTB BO3MOHO A0MNO/IHUTE/IbHO YKa3aTb:
1) Cetb WLAN (PrcyHOK 60), K KOTOPOM YCTPOMCTBO aBTOMATUUYECKM MOAKIOUYMTCS B
npoLecce CaMoCToATENbHOM perncTpaunn. [na storo Heo6xoAMMO:
— nepeBecTn nepekntoyatens «Brkawumtb Hactpokn WLAN» B nonoxeHume
«BrroyveH»;
— Bnone «HassaHume ceTn (SSID)» BBECTU Ha3BaHWe becnpoBoaHOM ceTu (Service Set
Identifier) gns nogkntodeHuna. MapameTp oba3aTeneH A8 3anoaHeHUS.
— C nomoublo nepekntodatena «CKpblTaa CeTb» YKas3aTb, TPaAHCAMPYyeTCcA in
Ha3BaHue cetn WLAN.lepekntovaTeib NO YMONYAHMIO BbIK/HOYEH.
— B packpblBatoLEMCA Cnmcke «be3onacHoOCTb» HeObXoAMMO BbIGPaTb TEXHONOIMIO
6e3zonacHocTn ceTn WLAN:
e \WEP (BbIOpaHO MO yMOAYAHMUIO);
e WPA.
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— B none «[laponb» BBectM naponb cetn WLAN. NapameTp obsszaTeneH ana
3aM0JIHEHMA.

Co3paHue npurnawweHus
BkniounTb HacTpoiku WLAN .
HassaHue cetu (SSID) Wi-Fi
CkpbiTas ceTb B
Be3onacHocTb WPA v
Mapons  essessssesns Q
OTMEHA CO30ATH
PucyHok 60

2) Yacosoi noAc (PucyHok 61), KOTOpbIM aBTOMaTMyecku byaeT ycTaHOBMEH Ha
YyCTPOMCTBE B NPOLEeCcCce CAaMOCTOATEIbHOM pernctpaumm. na sToro Heob6xoaMMo:

— nepeBecTM nepeKkntoyatenb «BKAOYUTL HACTPOMKM 4YacoBOro nosca» B
nosnoxeHue «BKAtoYeH»;

— B pacKpbIBatoLLEMCA CNUCKe «HacoBOW NoAC» BbIBPaATb HY*KHbI YacoBoM nosc. o
yMo/l4aHuto BbibpaHyacosom noac Mockea (GMT+03:00).

CoapaHue npurnawexHns

CkpbiTas cetb »
besonacHocTb WPA v
Mapons  esssseses Q

BKAIOYMTB HacTpoiiky vacosoro nosica @il

Yacosom nosc Mocksa (GMT+03:00) v

OTMEHA [elexisPg)

PucyHok 61

[Mocne BbINONHEHWNA YKa3aHHbIX AENCTBMIN HEOOXOAMMO NOATBEPANTL N OTMEHUTD
nencTeme.

Ecan npurnaweHue ycnewHo co3aaHo, 0TOOpPasnTcA KapTovKa NpuraalleHms, Ha
KOTopoM byayT oTobparkeHsi:

— IMMUT Nepencnonb3oBaHnA NpuUrnawenmna B cyTkmn (PucyHok 62 [1]);
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— QR-Koa (PucyHoK 62 [2]), KOTOPbIN HEODXOAMMO OTCKAHNPOBATbL Ha YCTPOMCTBE C
OC Aspopa/OC Android gnsa panbHellen camoCTOATENbHOW perncrTpaumm ycTPoncTBa
(TaKe AocTynHo ckaumBaHmMe QR-Koda Npu HaXKaTMmM Ha 3HAYOK o NpW HaBeAEeHNMN Ha HEro
Kypcopa);

— KHomka «CkayaTtb JSON-pana» (cm. PucyHok 62 [3]), npu HaxKaTum Ha KOTOPYHO
bynet ckadeH JSON-daln anAa panbHeMWero pasmelleHna ero Ha YCTPOMCTBO ANA
camocToATenbHoOM permctpaumm B Y (nn. 2.2.1.2);

— KHOMKa «3akpbiTb» (PUcyHOK 62 [4]), Npn HaxaTuM Ha KOTopyt oTobpasmTcs
npeaynpexaatowee coobueHne (PucyHok 63), rae HeobxoAMMO NOATBEPAUTbL WM
OTMEHUTb AeNcTBME.

ga MYNBTMTEHAHT MOHWUTOPUHI YMNPABNEHWE AOMWHUCTPUPOBAHME @ Hatanwa MiBaHoBea (n.ivanov...

YCTPOWCTBA NONb30OBATENU NONUTUKK CUEHAPWUK GAWNBI NMPUNOXEHWA BUTPWHbI CBA3KU KITKOYEN

Mpurnawenune_2

JTMMUT NepencnonL30BaHWA B CYyTKM: 2 jr— 1

I oy

Tigr

MG T,
._. h

'l-

=3} 3
4

PncyHoK 62

MoaTeepxaeHwne onepaymm

Bbl yX0OMTeE CO CTPaHULBI C MpUriaweHnem. Npu HeobxogrmMocTi ckadanTe
JSON

PucyHok 63
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ﬂpMFﬂameHMGLMMGETH83BBHM€invite.json.

Mpumep coaeprkaHma JSON-dpanna:

{"android.app.extra.PROVISIONING ADMIN EXTRAS BUNDLE":{"accessTo
ken":"g8j0jd812DeMt 6ZPgk8GTDFO", "inviteTakeupURL" : "http://ocs-
dev.ompcloud.ru/emm/mobile/api/deviceInvites/f1512c/takeUp", "trustedCe
rts":""},"android.app.extra.PROVISIONING DEVICE ADMIN COMPONENT NAME":
"ru.omp.services/ru.omp.services.AdminReceiver", "android.app.extra.PRO
VISIONING DEVICE ADMIN PACKAGE DOWNLOAD LOCATION":"http://ocs-
dev.ompcloud.ru/emm/mobile/clientDownload", "android.app.extra.PROVISIO
NING DEVICE ADMIN SIGNATURE CHECKSUM":"bZ41Av7s6nrQpXjB2Pg5oKfKL5xPxhL
evsESkkVLfg4", "android.app.extra.PROVISIONING LEAVE ALL SYSTEM APPS EN
ABLED" :true, "android.app.extra.PROVISIONING WIFI SSID":"Wi-
Fi","android.app.extra.PROVISIONING WIFI PASSWORD":"123456789","androi
d.app.extra.PROVISIONING WIFI SECURITY TYPE":"WPA","android.app.extra.
PROVISIONING TIME ZONE":"Europe/Moscow"}

BHUMAHWE!

v' Tpumep npuseaeH A4 O3HAKOMNEHMA cO CTPYKTypon JSON-darna n moxet
OT/INYATHCS;

v' He peKkomeHAyeTca M3MeHATb Ha3BaHWe 1 GOPMaTMPOBaTb CreHeHMPOBaAHHbIN
JSON-dann (nobasnate npobensl, Tabynaumo, NepeHoCbl CTPOK), Tak Kak 3TO MOXKeT
npueecTn K owmnbram npmn obpaboTke JSON- Ppanna B npouecce A0OaBNEHNA U aKTUBALNM
YCTPOMCTB NO NpUrNalLeHuto.

Kaxabli  napameTp COMPOBOXAAETCA [ABOETOYMEM, Napbl  KAKOY-3HAYEeHMe
pasaenstoTtca 3anAaTton. OnncaHne NapameTpoB M3 NPUMEpPa:

— accessToken - TOKEH A0CTYN3;

— inviteTakeURL - URL, o KOTOpOMY yCTPOMCTBO NepenaeT 414 Havana NpoLecca
CaMOCTOATE/IbHOWN perncTpaumnm;

— trustedCerts - CMMUCOK UMOPOBbLIX OTNEYATKOB (fingerprint) KOPHEBbLIX
cepTMOMKaATOB ANA aKTUBALMM YCTPOMCTB, MepPeYMCAeHHble Yepes 3anATyHo;

— android.app.extra.PROVISIONING DEVICE ADMIN COMPONENT NAME -

Ha3BaHWe KOMMOHEeHTa;
— android.app.extra.PROVISIONING DEVICE ADMIN PACKAGE DOWNLOAD L

OCATION - CCbIJIKA Ha CKauMBaHWe danna 4NA YCTaHOBKM NpuaoxeHuna «Aspopa LieHTp»;
— android.app.extra.PROVISIONING DEVICE ADMIN SIGNATURE CHECKSUM-

KOHTPO/IbHaA cymma noanucy daina 4na ycTaHoBKM NpunokeHna «Aspopa LieHTp»;
— android.app.extra.PROVISIONING LEAVE ALL SYSTEM APPS ENABLED -

NapameTp, onpeaenAtowmn, BKAKYATb M NOAHYI YCTAHOBKY CUCTEMHbIX MPUIOXKEHUN B
NpoLecce YCTaHOBKW NepBOHAYaIbHON HAaCTPOMKN YCTPOMCTBA C YCTAHOBKOW MPUAOKEHMA
«ABpopa UeHTp». [0 yMONYaHMIO YCTAaHOBKA BCEX CUCTEMHbIX MPUIOKEHWUIN BKAOYEHA;

— android.app.extra.PROVISIONING WIFI_SSID - Ha3BaHuWe cetn WLAN, K
KOTOPOM YCTPOMCTBO aBTOMATUYECKM MNOAKAOYMTCA B Npouecce CaMOCTOATEbHOM
perncrTpaumu;
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— android.app.extra.PROVISIONING WIFI_PASSWORD - napoab cetn WLAN, K
KOTOPOW YCTPOMCTBO aBTOMATMYECKM MOAKAOYUTCA B MpoLEecce CaMOCTOATENbHOW
perucTpaumu;

— android.app.extra.PROVISIONING WIFI_SECURITY TYPE - TeXHO/10MMA
6eszonacHoct cetn WLAN, K KOTOPOW YCTPOMCTBO aBTOMATMYECKM MOAKIOYUTCA B
npouecce CaMoCTOATEIbHOW perncTpaumnm;

— android.app.extra.PROVISIONING WIFI_HIDDEN - napameTp,
onpeaenArOWMM TpaHCAMpyeTca AuM  Ha3eaHue cetr WLAN, K KOTOpPOW YCTPOWCTBO
aBTOMaTMYECKM NOAKMOYMTCA B MPOLLECCE CAMOCTOATE/IbHOM PermcTpaumm;

— android.app.extra.PROVISIONING TIME ZONE - 43acOBOW MOAC, KOTOPbIi
aBTOMaTM4eCKn OyaeT yCTaHOBAEH Ha YCTPOMCTBE B Mpouecce CamMOCTOATE/IbHOM
perncTpaumu.

[pn BbIXO4E M3 KAPTOYKM MPUrAalleHNA OCYLLECTBUTCA Nepexos, Ha CTpaHumuy co
CMUCKOM NPUrAaLLIEeHMN, Ha KOTOPOWM AOCTYNHO OTO3BaTb CO34aHHOE NpUraalleHne, Haxas
Ha 3HauoKk @ «OTo3BaTHY (PrcyHok 64 [1]), a Tak¥Ke BO3MOXKHO NPOCMOTPETb MHGOPMALMIO
O Ka)goM nNpurnalieHun, KoTopble oOTobpaxatTca B caedylolmx — ctonbuax
(PucyHok 64 [2]):

— «Ha3BaHWe» - HazBaHWe NpuUriaeHns;

— «JTAMUT» - TUMUT NEPENCNONb30BAHNIN NPUTALLIEHNA B CYTKM;

— «CTtaTyC» - CTATyC aKTUBHOCTU NpUrnaleHna. Bo3MoXKHble 3Ha4YeHuA:

® «AKTUBHOY;
e «[1pnoOCTaHOBNEHOY;
e «OTO3BAHOY;

— «[aTa co3gaHmA» - aata Co3aaHnA NpUrnaleHmns;

— «[encTByeT A0» - AaTa, A0 KOTOPOM AENCTBYET TOKEH A0CTyMNa, COOTBETCTBYOLWMI
NPUrNaLleHuno.

ga MYNBETUTEHAHT MOHWUTOPUHI YMPABNEHKWE AOMWHUCTPUPOBAHKWE @ HaTanwa VBaHoBa (i.ivanova
YCTPOWUCTBA NONb30BATENW NOMUTUKK CLEEHAPWUKA DAANLI NPUMOXEHWA BUTPUHbI CBA3KN KIMOYERA
Mpurnawexwe_1 @ 1 AKTHBHO 03.04.2024 02.06.2024
test? @ e 1 1 8KTMBHO 27.03.2024 26.05.2024
CO30aH aBTOTECTOM 26, @ 5 aKTUBHO 26.03.2024 25.05.2024 |
| CTpoK Ha cTpaduue: 25 w 1-25 13 476 >
3AKPbITE 2
PucyHok 64
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2.2.5. 3KcnopT cnucka yctponcts B CSV-dain

[lna sKkcnopTa cnmcka ycTporncTe B dann ¢opmata .csv HeEOHXOAMMO BbINOAHUTL
cneayolme AencTBmA:

— nepenTn B Noapasaen «YCTpomncTea» pasgena «YnpaBaeHne»;

— BbIOpaTb B 061aCT GUALTPOB «[TOUCK NO YCTPOMCTBAMY;

— HakaTb KHOMKY «3KcnopT» (PUcyHOK 65);

ga MYNBETUTEHAHT MOHWUTOPHUHI YTMPABNEHUE AOMUHHUCTPUPOBAHUE @ Hatanws MeaHosa (i.ivanova.
YCTPOWCTBA NMONb30OBATENKM MOMUTHUKK CLEHAPWUU AN MPUNOXKEHWA BUTPUHbI CBA3KW KNKYEN
@® TMowck no ycTponcTeam YcTpoiicTea
+ HoBbilt dunstp ~
Fl RE1R 5
— @ Aquariu... ME! 861812066530102 @ 03.04.202417:.. —
-

° mF+ Lifel... MEI 783905495268875 03.04.202416 03.04.2024 16

HaGopei punsrpos v CTpok Ha cTpanuue: 25 w 1-25 uz 51246 >

— B 0OTOOpa3smMBLIEMCA OKHe MOATBEPKAEHMA IKCMOPTa YCTPOWCTB MNoATBEPAMUTH
nmbo oTMeHUTb aencTema (PucyHok 66).

3KCnopT ycTponCcTs

Bcero k akcnopty 377 904 ycTpoicTea.
[aHHbIiA NpOLECC MOXET 3aHATbL HECKOMBKO MUHYT. He 3akpbiBaiiTe OKHO 0o
OKOHYaHWA 3arpy3KM

OTMEHA [algelilelir7h1

PncyHOK 66

B pesynbTate noATBEPKAEHWA OEMNCTBMA HAYHETCA MPOLLECC 3KCMOopTa, KOTOPbIM
MOET 3aHATb HECKOIbKO MWHYT, Noc/se Yero Ha IBM byaeT ckavaH ¢ann ¢opmaTa .csv C
pe3ynbTaTamMm 3KCNOpTa.

®ann c pesynbTaTaMM 3KCNOPTA COAEPKWUT CAeaytolive napaMeTpbl YCTPOMCTB,
pa3aeneHHble 3anATON:

— imeis. MexAayHapoaHbI naeHTUdMKaTop MObUABHOrO 060pPYA0BaHNA (COCTOUT
n3 15 unop). Ecam y yctponcTtsa Heckosibko IMEI, To oHUM ByayT nepedymncieHsl Yepes TOUKy
C 3aMATOM;

— sn. CepuitHbIn HOMEP, KOTOPbIN NPUCBOEH YCTPONCTBY NPOU3BOAUTENEM;

— ethernetMACs. MAC-agpec Ethernet yctponcrtea. CoctonT M3 6 Nap CMMBO/IOB,
pasaeneHHbIx ABoeToumnmem. Echm y yctponctea Heckonbko MAC-aapecos Ethernet, To oHM
byayT nepeyncineHbl Yepes TOYKY C 3anATOM;

— wifiMACs. MAC-agpec WLAN ycTtponctea. CoctouT M3 6 nap CMMBO/OSB,
pasaeneHHbIx Asoetoumem. Ecam y yctponctea Heckonbko MAC-aapecos WLAN, TO OHM
OyAyT NepeymncaeHbl Yepes TOYKY C 3anAToM;
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— modelName. Moaeb yCTPOMCTBA;

— platform. OC yCTpOMNCTB3;

— status. CTaTyC }KM3HEHHOrO UMKAA YCTPOMCTBA;

— compliance. COOTBETCTBME YCTPOMCTBA HAa3HAYEHHOM NONUTUKE;

— comment. KOMMEHTapMn K yCTPOMNCTBY;

— createdAt. [laTa 1 Bpema gobaBneHunsa yctponcTaa B ABpopa LeHTp;

— connectedAt. [laTa M Bpema NocaeaHero NOAKAYEHMA YCTPOMCTBaA K ABpopa
LleHTp;

— deviceGroups. Ha3BaHMe rpynnbl, B KOTOPY BXOAMUT YCTPOMCTBO. [lapameTp
3aK/t0YEH B KaBblYKW. ECAM yCTPOMCTBO BXOAWMT B HECKOABLKO Tpynmn, UX Ha3sBaHua byayT
nepeyvmcieHbl Yepes TOUKY C 3anATOMN.

BHUMAHWE! OnHW 1 Te e rpynnbl MOTYyT ObiTb NEpeYncaeHbl B pa3HOM NOpAaKe B
Pa3HbIX CTPOKax. [na ycnewHom paboTbl ¢ aKCcnopTupoBaHHbIM CSV-pannom Heobxoammo
03HAaKOMUTbLCA C peKoMeHaaumen, npuseaeHHon B npunoxkerHunn (MpunoxkeHue 2).

2.2.6. TlpunBA3Ka YCTPOMCTBA K MOb30BATENIO

B KoHconn agmuHmuctpatopa [1Y npeaycmoTpeHa BO3MOMHOCTb MPUBA3KK
YCTPOWCTB K MO/1b30BaATE/NO, KOTOPAA MOXKeT ObiTb BbINO/HEHA:

— C MOMOLLbIO BbICTPbIX AENCTBUIN B CNUCKe ycTponcTs (nn. 2.2.6.1);

— C MOMOLLbO BbICTPbIX AENCTBUI B CNUCKe Nonb3oBaTenen (nn. 2.3.5.1);

— BPYYHYIO Yepes KapTouKy ycTpoKcTea (nn. 2.2.6.2);

— BPYYHYIO Yepes KapTouKy nonb3osatena (nn. 2.3.5.2);

— c nomoubto umnopTta CSV-panna (n. 2.2.3).

Mpy NpMBA3Ke YCTPOMCTBA K NMOb30BATE/NO HA YCTPOMCTBE DyayT AeNCTBOBATL BCE
obnarH-cLUeHapMUM U MOAUTUKM, HaA3HAYeHHble Ha Trpynny nosb3osatens, Ambo
CKOMBUMHMPOBAHHAA MOANUTMKA, €CIM MNOAUTUKM Dbl HAa3HAYeHbl Ha rPynmny YCTPOWMCTB, B
KOTOPY BXOAMT YCTPOMCTBO.

MPUMEYAHUE. Tllepen npuBA3KOM yCTponcTBa Heobxoammo ybeauTbcAa, 4TO
nobasneH xoTs 6bl 1 nonb3oBatesnb. [pouecc gobaBneHUs Nosb3oBaTeNa NpuBeaeH B
n.2.3.1-2.3.3.

2.2.6.1. lpuBA3Ka YCTPOMCTBA K MO/b30BATENO C MOMOLLbIO CMMCKA ObICTPbLIX
NencTemi

[na NpUBA3KM YCTPOMCTBA K MO1b30BATENO C MOMOLLbIO CNKCKa ObICTPbIX AENCTBUM
HeobXx04MMO BbINOAHUTbL CAeaytoLMe AENCTBUSA:

— nepenTn B noapasaen «YCTponcTea» pasaena «YnpasieHne;

— B 0bHnacTn duNbTPOB BbIOPATL «[TONCK NO YCTPOMCTBAMY;

— BbIOpaTb YCTPOWMCTBO, YCTAHOBMB rasiouKy B YekDOKce Aas A0CTyna K CAMUCKY
bbICcTPbIX Aencteuii. Mpu HeobxoammocTn ana cbpoca BblaeneHUs HeobxoaMMO HaxkaTb
KHOMKY «COpocuTb BblaeneHme» (PucyHok 67 [1]);

— B CNUCKe ObICTPbIX AeNCTBMI BbiOpaTb 3HAYOK =t «[MpnBA3aTb YCTPOMCTBA K
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MOBWUJIbHASA
PykoBOACTBO no/sb3oBatend. Yacts 3 | MNATDOPMA
nonb3oBatensm» (PucyHok 67 [2]);
ga MYNETUTEHAHT MOHWUTOPUHI YNPABNEHWUE AOMWUHUCTPUPOBAHME @ Hatanwa lleaHoea (i.ivanova...
YCTPOWCTBA MONL30BATENW NONUTHUKKA CLEEHAPHUKA GAANGI NMPUNOXEHWA BUTPUHbI CBA3KW KIKYEN
2
Mowck no rpynnam FIRHEIAIIEHNS
@® TMouck no ycTpoiicTeam 1 BuIBpaHo 1 @_ 2|5 0O
) = §
+ HoBblid puneTp v
° B YcTpoiicT IMEI 505113195946042 08.04.2024 13: 08.04.2024 13
Habopbl puneTpos v
- B Verporcr.. eI 146600034561434 @ 08.04.2024 O1... =
CTpox Ha cTpaHnue: 25 w 1-25 ua 51283 >
PucyHok 67

— B 0TOOpasmnBLIEMCA OKHe BblOpaTb MOMb30BATENA M3 PACKPbIBAOLLEroca CnumcKa
WA BOCMNONb30BaTbcA duabTpom no DUO, noute nmbo TenedoHy nonb3oBaTena
(PucyHok 68 [1]). Janee npu HeobXoAMMOCTM BO3MOMKHO A00aBUTb AOMNOAHUTENLHOTO
Nno/ib3oBaTens, BbiOpPaB ero M3 PacKpPbIBAKOWErocs crnucka ambo BOCNOIb30BABLUMCH
NOMCKOM Nno ¢dunbTpy. TaKkKe BO3MOXKHO YAaNUTb M3 CNMCKA BbIOpaHHbIX MNO/b30BaTENEN,
HakaB 3HauyoK O «YbpaTb U3 cnncKa» cnpasa OT nonb3osatens (PucyHok 68 [3]);

MNpWBA3Ka YCTPOWCTB K NONb30BaTENAM

BeiSpaHo yCTpPOHCTE 1

Qa-potapovsvjatoslav@a8582d.o

Kazaxos Hukubop Spocnasosmy

"MopTHOM

OTMEHA

NPUBSA3ATL NONb3OBATENEM (1) | lid

08.04.2024 14:26

3

PncyHoK 68

— Ha¥KaTb KHOMKY «[1pMBA3aTb Noab3oBaTenen» (cMm. PucyHok 68 [2]).

B pe3ynbTaTe ycnewHoOM NPMBA3KM MOAb30BaTeNEen K YyCTPOMCTBY OTODOpa3nTCs
COOTBETCTBYlOLLEE COobLeHMe.

Ecnan Ha rpynny, B KOTOPYO BKAOYEH MO/b30BATE/Nb, Ha3HAYeHa NOAUTUKA U/UK
odnanH-cLUeHapWI, OHM HaAYHYT AEMNCTBOBATb Ha MPMBSA3AHHOM YCTPOWMCTBE (€C/IM OHO
aKTMBMPOBAHO).

2.2.6.2. [pnBA3Ka YCTPOWNCTBA K NO/Ib30BATE/O N3 KAPTOYKM YCTPONCTBA

[lns NPUBA3KN YCTPOMCTBA K NO/Ib30BATE/O M3 KAaPTOYKMN YCTPOMCTBA HEODXOAMMO
BbINOJIHUTbL CAeaytoLline AenCcTBUA:

— nepenTn B Noapasaen «YCTpoOnCcTBa» pasaena «YnpaBneHue;

— BblIbpaTb B 061acTV dUNbTPOB «[TOUCK NO YCTPOMCTBAMY;

— HaXkaTb Ha Ha3BaHMe YCTPOMCTBA A/1A Mepexoa B KapTO4YKy YCTPOMCTBA, Mpwu
HeobXxoAMMOCTN BOCMNO/1b30BaTLCA GUALTPOM (Noapasaen 1.5);
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— B OTKPbIBLUENCA KAPTOUKE YCTPOMCTBA NepenTn BO BKAAAKY «[1onb30BaTeNnY;

— HaKaTb KHOMKy «[1pMBA3aTb NoAb30BaTeNen» (cMm. PucyHok 16 [2]);

— B 0TOb6pasmnBLIEMCA OKHe (CM. PUCYHOK 68) BbINONHUTbL AENCTBUA, ONUCAHHbIE B
nn. 2.2.6.1.

2.2.7. TlpuBA3Ka YCTPOMCTB K rpynne yCTPoMCTB

B KoHconu aammnHmctpatopa MY npeaycMmoTpeHb! 2 TMna rpynn yCTPOUCTB:

— B pynamuyeckas — 370 rpynna C 3afaHHbIMK YCAOBUAMM, Npu cobaloaeHnH
KOTOPbIX YCTPOWMCTBa aBTOMATMYECKM MonagatoT B rpynny. Hanpumep, B AMHAMMYECKYHO
rpynny aKTMBMPOBAHHbIX YCTPOMCTB MOMAAatoT BCe YCTPOMCTBA, YCMELWHO npouwealine
aKTMBaUMIO. PejakTMpoBaHWE AN yaAaNeHNE AMHAMMYECKOM rPynMbl HEBO3MOXKHO;

— O cratnyeckas — 370 rpynna, cosgaHHas AAMMHWUCTPATOPOM [11aTGOpMbl
ynpasneHua. CocTtas rpynnbl UameHaeTca AAMUHMUCTPATOPOM [1aTPopMbl yNpaBaeHUA.

OcyWwecTBUTb NPMBA3KY YCTPOMCTB K CTAaTMYECKOM rpymnmne MOXHO C MOMOLLbHO:

— CnucKa bbicTpbix gencteuin (nn. 2.2.7.1);

— KapTo4KM ycTpomcTea (nn. 2.2.7.2);

— KapTOu4KM rpynnbl ycTpomcTs (nn. 2.2.7.3);

— 3anosHeHHoro CSV-daina B cootsetctBum ¢ nn. 2.2.3.1. lNocne pobasneHua
YCTPOMCTB B rpynmny ¢ nomolsto imnopTa CSV-dalina Ha ycTponcTea byayT AeNCTBOBATL BCE
NONUTUKM M OPNANH-CLLEHAPUM, HA3HAYEHHbIE Ha rPynNMny YCTPOMNCTB.

MNepen NpMBA3KON YCTPOMCTB Heobxoammo ybeamnTbea, 4to aobasnieHa xoTa Obl 1
rpynna yctponcTs (n. 2.2.2).

2.2.7.1. MpuBA3Ka YCTPOMCTB K rpynne YCTPOMCTB C NMOMOLLbIO CMMCKa ObICTPbIX
[EencTBmi

[Ona NpuBA3KM YCTPOMCTB K Tpynmne yCTPOMUCTB C MOMOLLbI CrnUcKa ObICTpbIX
NEeNcTBUIN HEOOXOAMMO BbIMOAHUTL CeayoLne AeNCTBUS:

— nepenTn B Nnoapasaen «YCTponcTea» pasaena «YnpasaeHne;

— B 0bBnacTn dunbTPOB BbIOPATL «[TOUCK NO YCTPOMCTBAMY;

— BblIOpPaTb YCTPOMCTBA B CNUCKE YCTPOMCTB, YCTAHOBMB rasiodKy B 4yekbokce and
[OCTyNa K CNMCKy ObICTpbIX Aenctsuit. MNMpu HeobxoammocTn ana cbpoca BblaeneHua
HeobxoAMMO HaxKaTb KHOMKY «COpocuTb BblaeneHmne» (PucyHok 69 [1]);

— B CrvcKe BbICTPbIX A4eicTBMI BbIBPaTh 3Ha4oK =+ «[lpuBA3aTh YCTPOICTBA K
rpynnam» (PucyHok 69 [2]);
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PucyHok 69

— B o0TObOpasuBLIEMCA OKHe BblIOpaTb HeobxoanMyto

rpynmny ycTPOMCTB U3

packpbiBatoLLerocs cnmcka (PucyHok 70 [1]) nnm Bocnonb3osBaTbca dunbTpom. danee npu

HeobxoAMMOCTH

BO3MOXHO ,£|,O6aBl/ITb AONMONHUTENbHYIO

rpynny,

BbiOpaB ee K3

PACKPbLIBAIOLLErOCA CMMCKa AMOO BOCMO/Nb30BABLIMCE MOUCKOM MO GUAbTPY. TaKxke
BO3MOXHO Y/1a/IMTb U3 CMIUCKa BbIDPaHHYIO rpynmny, Haxas Ha 3Ha4ok [ «Y6patb n3 cnucka»

(PucyHok 70 [3]);

[obasneHne yCTPOWUCTE B rpynnb

BbiBpaHo ycTpoHcTe 1

1
import_device Apr 8 14:30:26 08.04.202414:30
2 3
PucyHok 70

— NpW OTCYTCTBMM HEOBXoAMMOWM rpynnbl B CNMCKe, CO34aTb €e, BBEAA Ha3BaHWe
HOBOW rpynnbl B nose «dunbTp No Ha3BaHMIO rpynnbl» (PrucyHok 71 [1]) n Ha)KaB KHOMKY

«Co3paTb cTaTu4yeckyto rpynny» (PucyHok 71 [2]);

[OoBaeneHue yCTPOICTE B rpynnsi

BriGpaHo ycTpoicTe 1

DUNsTR NO HE3BEHWID MOYMNL

[ pynna_test

— 1

CO3[0ATb CTATUHECKYID rPYNINY

mport_device Apr 8 14:30:26

[N NISENE  OOEABMTE B MPYNNbI (1)

08.04.2024 14:30

5]

PucyHok 71

— HaKaTb KHoMKy «/1o6aBuTb B rpynnbi» (PucyHok 70 [2]).
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B pe3ynbtate ycnewHoOW MNPUBA3KM YCTPOMCTBA K rpynne otobpasuTtca
COOTBETCTBYHOLLEE cooblieHMe.

MPUMEYAHME. Ha akTMBMpPOBaHHbIe yCTpOMCTBa bByayT AEeNCTBOBATb BCE NMOMUTUKM
n odNanH-cLUEHapMn, Ha3HAYEHHbIE Ha rPYNMy YCTPOMCTB.

2.2.7.2. TlpuBA3Ka YCTPOMUCTB K rpynmne yCTPOMUCTB U3 KaPTOYKM YCTPOMCTB

[1ns NPUBA3KM YCTPOMCTB K rpynmne 13 KapToYKM YCTPONCTB HEOOXOAMMO BbINONHUTb
cnepytouine AencTeuma:

— nepenTn B noapasaen «YCcTponcTea» pasaena «YnpasaeHue;

— B obnactn punbTpoB BbibpaThb «[TONCK MO YCTPOMCTBAMY;

— HakaTb Ha Ha3BaHWe YCTPOWNCTBA 414 Nepexoaa B KapTOUKy (Npn HeobXxoAMMOCTH
BOCMO/1b30BaTbCA duabTpom (noapasaen 1.5);

— B OTKPbIBLUENCA KApTOUKe YCTPOMCTBA NEPENTM BO BKAAAKY «pynnbi»;

— HaKaTb KHOMKy «/1o06aBuTb B rpynnbi» (cm. PucyHok 17 [2]);

— B OTKPbIBLIEMCS OKHE HeobXOAMMO BbINOAHUTL AEWCTBUS, OMNMCAHHbIE B
nn. 2.2.7.1.

B pe3ynbTate ycnewHOW MpMBA3KE YCTPOWCTBA K rpynne otobpasmTca
COOTBETCTBYOLLEE COObLeHMeE.

MPUMEYAHME. Ha akTMBMpPOBaAHHOM YyCTpOMCTBE OYyayT AEMNCTBOBATb BCE MOAUTUKM
n opNaH-CLUEHAPUM, Ha3HAYEHHbIe Ha rpynny yCTPOMCTB.

2.2.7.3. TlpuBsA3Ka YCTPOMCTB K rpynmne yCTPOMCTB M3 KAPTOYKM rpynnbl YCTPOUCTB

[ns NpuBA3KM YCTPOMCTB K rpynne YCTPOWCTB M3 KAPTOYKM TPYMMbl YCTPOMCTB
HeobX0AMMO BbINOAHUTbL Ceaytolne AenCTBUA:

— nepenTn B noapasaen «YCTponcTea» pasaena «YnpasieHne,

— B 0obHnacTn dunbTPOB BbIOPaTh «[TOUCK NO rpynnamy»;

— HaXKaTb Ha Ha3BaHWe TrPyNMbl YCTPOWCTBA ANA Nepexoda B KapTO4Ky (npwu
HeobXxo4MMOCTN BOCNO/1b30BaTLCA GUALTPOM (Noapa3aen 1.5);

— B OTKPbIBLUENCA KAPTOYKe rpynnbl YCTPONCTB NEPENTM BO BKNAAKY «YCTPOMCTBAY;

— Ha¥KaTb KHOMKy «[1pMBA3aTh yCcTpoMCcTBa» (cm. PucyHok 31 [2]);

— B OTOOPA3MBLLUEMCS OKHE BbINONHUTL AEMCTBUSA, ONMUcaHHble B nn. 2.2.7.1.

B pe3ynbTaTe Ha aKTMBMPOBAHHbIX YCTPONCTBAX OyAyT AeMCTBOBATbL BCE NOAUTUKM U
obnanH-cLueHapmn, HazHa4YeHHbIe Ha rPynmny YyCTPOMCTB.

2.2.8. AKTMBaLMA yCTPOWCTB

Ona  akTmBaumm ycTponcte B KoHconu agmuHuctpaTtopa [1Y Heobxoammo
creHepuposaTb QR-KoA, mocne 4yero craTyc YCTPOMCTB MapameTpa «HKM3HEHHbIN LUMKA»
nomeHAeTca Ha «B npouecce aktMBaumm». [1na yCTPOWCTB BO BCEX CTaTycax AOCTYMHa
noBTOpHadA reHepauma QR-koaa (NoBTOpHasA akTUBaLMSA).
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Mpy ychewHOW aKTMBALMM Ha YCTPOMCTBE HA3HAYAKTCA BCE MOJUTUKM,
Ha3Ha4YeHHble Ha:

— rpynnbl YCTPOWNCTB, B KOTOPblE BXOAMNT YCTPONCTBO;

— Ha rpynny noab3oBaTtenen, K KOTOpbIM NPMBA3AHO YCTPOMCTBO.

Echv npu akTMBaUMW YCTPOMCTBA Ha HEro He OblAM Ha3HAYeHbl MNOAUTUKMK,
YCTPOMCTBO B NapameTtpe «KU3HEHHbIM LMKA» NPUMET 3Ha4YeHne «AKTMBMPOBAHO», a B
napameTtpe «lOAUTUKU» — CTaTyC &Y «He ynpaBaaeTca» M nepenact CBOe COCTOAHME
KoHconn agmuHucTpaTopa I1Y.

HacTtpoeHHble ana paboTbl ycTponctBa B NapameTpe  «[lONUTUKM»  UMEKT
cneaytlLme CTaTychbl:

— ™ «He ynpasaaeTca»;

-9 «CoOTBETCTBYET NONUTUKEY;

- O He COOTBETCTBYET MONUTUKED.

MopAaoK HACTPOMKM YCTPOMCTB A1A paboTbl ¢ Y npuBeaeH B JOKYMEHTAX:

— «PyKoBoacTBO nosib3oBatenda. Yactb /. [lpunoxkeHune «Aspopa UeHTp» AnA
onepaunoHHON cucTeMbl ABpOpay;

— «PykosoacTtBo nosb3oBaTena. Yacte 9. [lpunoxeHue «Aspopa LeHTp» 4nAa
onepaumoHHoM cnuctemsl Androidy;

— «PykoBoacTBO nonb3osatend. Yacte 11. lMpunoxeHne «Apopa LleHTp» anAa
ONepaLMOHHbIX CUCTEM CeMeICTBa Linux».

AKTMBALMA YCTPOMCTB BO3MOXKHA CeAyoLWmMMM cnocobamm:

— BpyYHyto (nn.2.2.8.1), ecnm HeobxoAMMO CaMOCTOATENbHO aKTMBMpoOBaTb 1
YCTPOWCTBO;

— C MOMOLLbIO CMMCKa ObICcTpbIX Aenctemin (nn. 2.2.8.2), ecan Heobxoanmo
aKTMBMPOBATb HECKO/IbKO YCTPOWCTB;

— c nomoubto oTnpaskn QR-koaa Ha Email (nn. 2.2.8.3), ecam HeobxoanMMo, YTOObI
N0/1b30BaTENN aKTMBMPOBAIN CBOM YCTPOMCTBA CAMOCTOATE/NBHO;

— cnomolulbto 3arpy3km JSSON-dpanna (nn. 2.2.8.4), ecnm Heob6xoAMMO aKTMBMPOBATH
BCe yCTpoMCTBa rpynnbl oaHMM QR-Koaom;

— C NOMOWbI MNPUrNALLIEHMA Ha CAMOCTOATENbHYI PerncTpaumio ycTpomncTsa
(nn. 2.2.1.2);

— NpVY NEepBOM BKAOYEHMM YCTPOMCTBA (YCKOpPEHHas aKTuMBaumAa), ecnm ans
YCTPOMCTBa OblNM BbINO/IHEHbI BCE YCNOBMA YCKOPEHHOW aKTMBaLMKM. NoapobHoe onncaHune
NpoLecca YCKOPEHHOW aKTUBALIMM HA YCTPOMCTBE NPUBEAEHO B AOKYMEHTe «PyKoBOACTBO
nonb3osBaTens. Yactb 7. lNpunoxeHne «Aspopa LleHTp» ana onepauymoHHON CUCTEMBI
Aspopa».

2.2.8.1. AKTMBaLMA YCTPOMCTB BPYYHYHO
AKTMBAUMA YCTPOWCTB BPYYHYIO BO3MOXHA M3 KapPTOYKM yCTpomcTsBa. [na 3Toro
HeobxoAMMO BbINONHUTL CAeayolme AeNCTBUS:

— nepenTn B noapasaen «YCTponcTea» pasaena «YnpasieHne;
— B 0bHnacTn duNbTPOB BbIOPATL «[TOUCK NO YCTPOMCTBAMY;
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— HakaTb Ha Ha3BaHMe YCTPOMCTBA 414 Nepexoaa B KapTO4Ky (Npn HeobXxoAMMOCTH

BOCMNO/b30BaTbCA duabTpom (nogpasaen 1.5);

— B KAPTOYKE YCTPOMCTBA HaXKaTb KHOMKY «AKTUBMPOBaTL» (PUCYHOK 72).
MPUMEYAHME. Mpn NnoBTOpPHOM reHepaumm UCNoAb30BaTb Npeablaylimnin QR-Kog,

byneT HEBO3MOMKHO;

ga MYNLTUTEHAHT MOHWUTOPUHT YNPABNEHWUE AOMWUHUCTPUPOBAHUE

YCTPOWCTBA NONL3CBATENN NONUTHUKKA CUEHAPUIA

Mashtab TrustPhone COCTOSHME ~ YMPABNEHME  MO/b3OBATENN
/

T
CmapTdoH Aspopa ~ [ocTynHele 4N ynpasneHma

DAWNbBI MPUNOXEHWA BHUTPHHbI CBASKM KIMIOYEN

rPYNMNbI NONUTUKH CLEEHAPHK YOANEHHBIA 4OC >

I 4533bd8e-bof5- ~ Hazsanne Texkywes Llenesoe MameHeHo

I 3548305509704...

O 3548305509704.. ~ Kongurypauus

& YY230417001574

o ’ MonyyeHne komaHa Kaxable 14. 26.06.202413:38

& 20:72:0d:4f:26:22

OTnpaska cocToAHWA Kaxpgbie 14. 26.06.202413:38

B npouecce akTvsaymn T
41.06+2

4101+3 3AKPbBITD| AKTMBHMPOBATDL APXUBWPOBATDL

@ AnmuHncTpaTop MNepebii (a.

MeTouHnk

PucyHoK 72

— 0T06pPa3nTCA OKHO aKTUBALMKN YCTPONCTB (PUCYHOK 73);
— ec/nn BbiIbpaHO YCTPOMCTBO, KOTOpOoe 6ObiN0 aKTMBMPOBAHO paHee (MoBTOpHan

aKTMBaLMA), UM YCTPOMCTBO B CTaTyce «B npouecce akTMBaLmMmn», HeobxoaMMo B YekboKce
YCTAHOBWUTb rano4yky cneea OT craTyca (PucyHok 73 [1]) n HaxkaTb KHOMKy «/[lanbliex

(PucyHok 73 [2]);

AKTUBaLMWA YCTPOACTB

o BriGop ycTpoiicTa

Bcero BoibpaHo yeTporcTs: 1

| B npouecce akTuBaLMm 1

|
1

PucyHok 73

— ana OC Android B o0b6opa3smBlemcs

OKHe  (PUCYHOK 74) BO3MOMHO

AOMNONHUTENBbHO YKa3aTb ceTb WLAN 1 4yacoBOM Mosic, BbINOHMB AENCTBUA, MPUBEAEHHbIE

B M. 2.2.4 N HaXaTb KHOMNKY «anblie;
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AKTUBaLMS YyCTPOWNCTB

o Hactporika WLAN wn Yacoeoro nosca (Time zone)

nogrnoduTea K WiFi n HacTponT 4acoBoW NOAC NpK BKTHMBALMK YCTROWCTEA

YCTPOWCTED ABTOMATHHECKM

BinioumTs HacTpoiikn WLAN @i

Hasganue cetwn (SSID) Wi:’:'l. e

CkpeiTaa cets »
besonacHocTb WEP
Mapons T

BKnio4MTL HAcTpoliky yacosoro noaca @

YacoBsoi noAc Mockea (GMT+03:00)

o Coapanve QR-xopos

X

PucyHok 74

— OTKpPOEeTCA OKHO,
(PncyHoK 75);

roe

H€O6XO,£I,I/IN\O HaXaTb KHOTMRY «AKTUBaUMA BPYYHYIHO»

AKTUBALMA YCTPOUCTB

HaszsaHwe ceti (SSID)

CkpbiTas ceTb

be3onacHocTb WEP

Mapons

BKAOYMTE HECTDDI}IKM 4YaCOoBOro nNodca

“YacoBoil noac Mockea (GM

AxTHEaUMA

Cozpanme QR-kopos

Buibepute nencTeEMe

GO 3ATPY3MTL JSON

E{E AKTMBALIMA BPYYHYIO OTMPABUTL HA EMAIL

HA3AL

PucyHok 75
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— B pe3yabTaTe 0TOOPA3MTCA OKHO MNOATBEpPKAeHMA co3daHma QR-koda, rae
HeobXxoAMMO NPOAOKNTL UAN OTMEHUTL AeNCTBMA (PUCYHOK 76).

CoszpaHne QR-kogos

Mocne HaxaTua Ha kHonky "TpoaomxuTe" CUCTEMOI By T ABTOMATHMYECKM
creHepurpoearsl QR-kogel, v oHu ByayT npeacTaenedsl B Tabnuue Huxe. Kx
MOXHO BYOET COXPaHUTE HA KOMMLIOTEPE M MCMONb30BaTL Kak 0BbIuHbIE Gaiinkl

OTMEHA Qpigelilelib 01

PucyHok 76

B pe3ynbTate ycnewHoro co3gaHua QR-kogma OyaeT otobparkeHa cneaytollas
nHbopmauma (PucyHok 77):

— eanHbin QR-Ko4 ANA YCTAHOBKM MpUAoXeHMA «ABpopa LleHTp» un akTuaumm
YCTPOWCTBA, KOTOPbIA HEODXOAMMO OTCKAHMPOBATb B NPUAOKEHUN «ABpopa LleHTp» Ha
Ka*KAOM YCTPOWMCTBE;

— pata ucrtevyeHmna QR-koaa;

— KOHTpOAbHaa cymma MDS5;

— Y4acoBOW NOAC;

— Ha3BaHWEe KOMMOHEHTa;

— CCblIKa Ha CKaumBaHMe nakeTa (APK-danna) ana yCTaHOBKM NPUNOKEHMA
«ABpopa LeHTp».

AKTWBaLUWA YCTPOMCTB p ¢

° AkTrBauma

e Mashtab TrustPhone T1 IMEI 354830550970406, 354... ~

Hata ncrewenna: 10.07.2024 17:58

Cymma MD5: ff231801a89206f09f747422b3a2b...
“Yacosoi nosc: Europe/Moscow

HaseaHWe KOMMNOHEHTA: ru.omp.services,/ru.omp.se.

Cculinka ona ckadyMeaHwa naketa: http://ocs-dev.o..

MEPENTW B KAPTOYKY BbIFPY3MTb JSON

PucyHoK 77
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Mpwn ycnewHom akTMBaLMM Ha YCTPOMNCTBO Ha3HaAYatoTCA BCE MOAUTUMKU U OPNanH-
CLLeHapuK, Ha3HAYeHHble Ha:

— rpynny yCTPOMCTB, B KOTOPY BXOANT YCTPOMCTBO;

— Ha rpynny noab3oBaTtenen, K KOTOpbIM NPMBA3AHO YCTPOMCTBO.

Echv npu aKTMBaALMKM YCTPOWCTBA Ha HEro He OblM Ha3HAYeHbl MOAUTUKKM, TO
YCTPOMCTBO B MapameTpe «KU3HEHHbIM LMKA» MNOYYUT 3HA4YeHNEe «AKTMBMPOBAHO», A B
ctonbue «CooTBeTCTBME MONUTUKE» — CTaTyCc «He ynpaBnseTca» M nepeaacT CBoOe
cocToaHue B ABpopa LeHTp.

2.2.8.2. AKTMBaAUMA YCTPOMNCTB NPU NOMOLLM CNIMCKa ObICTPbIX AENCTBUM

[ns aKTMBALMM YCTPOMCTB NPU NMOMOLLM CNUCKA BbICTPbIX AENCTBUIM HEODXOAMMO
BbINONHUTbL CAeAytoLine AeNCTBUA:

— nepenTn B noapasaen «YcTponcTea» pasaena «YnpasaeHue;

— B obnactn punbTpoB BbIOpaThb «[TOMCK NO YCTPOMCTBAMY;

— BbIOpaATb YCTPOWMCTBA, YCTAHOBMB ranouvky B YekDOKce Ana A0CTyna K CUCKY
ObICTpbIX AencTBMn. MNpu HeobxoammocTn aAna cbpoca BblAENEHMA HEODXOAMMO HaXKaTb
KHOMKy «CHpocuTb BblaeneHme» (PucyHok 78 [1]);

— B CNMcKe ObICTPbIX AENCTBUIM BbIOPATb 3HAYOK @«AKTMBaLI,VIﬂ YCTPOMCTB»
(PucyHok 78 [2]).

MPUMEYAHME. C nomollbto CNKCKa ObICTPbIX AENCTBUN MOXKET ObiTb BbIMOAHEHA
aKTMBALMA OAHOrO UM HECKOIbKUX YCTPOMCTB;

"‘a MYNBTUTEHAHT ~ MOHWTOPWMHI  YIPABMEHWE  AOMWHWUCTPUPOBAHVE @ HaTtanus Mearoea (iivanova...
YCTPOWCTBA NONbL30BATENU NONMUTHUKK CLEEHAPHK DAANDI MPUNOXEHWA BUTPHHbI CBA3KM KITIOYEN
@® TMowck no ycTpoicTBam 1 BEIBpaHO 1 2 &l = 0
. 2
+ HoBbi duneTp v
T Aquar VIE 57 BO8T7170
(] ©Aqu WMIEI 385709850871701 08.04.2024 1 08.04.20241
HaGope: pnnerpos Y Aquar. ME| 827471306937271
] et Sl 08.04.20241..  08.04.20241..
CTpok Ha cTpaHuue: 25 - 1-25 13 51293 >
PucyHok 78

— 0TObPa3nTCA OKHO aKTUBALMKN YCTPOMCTB (CM. PUCYHOK 73);

— ecnun BbIBPaHO YCTPOMCTBO, KOTOpOe Obl0 aKTMBMPOBAHO paHee (MOBTOpHas
aKTMBaLMA), MU YCTPOMCTBO B CTaTyce «B npouecce akTnBaumMmn», HeobxoanMmo B Yekbokce
YCTaHOBWUTb Fa/IoYKy CAeBa OT CTaTyca ycTponcTea (CM. PrucyHok 73 [1]) v HaskaTb KHOMKY
«danblie» (cm. PucyHok 73 [2]);

— ans OC Android B ob6opasmBwemca okHe (CM. PUCYHOK 74) BO3MOMKHO
AONONHUTENbHO YKa3aTb ceTb WLAN 1 4yacoBOW NoAC, BbINOJHUB AENCTBUA, MPUBEAEHHbIE
B M. 2.2.4 N HaXaTb KHOMNKY «anblie;
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— B OTKPbIBWEMCA OKHe HeobXxoAMMO HaxKaTb KHOMKY «AKTMBALMA BPYYHYHO»
(cm. PucyHok 75);

— 0TODpasnTCA OKHO noATBepAeHMA co3daHua QR-koga, raoe HeobxoaMmo
NPOAOMKNTb MU OTMEHUTL AencTBMA (CM. PucyHok 76).

B pesynbTate ycnewHoro cosgaHua QR-koga OyaeT oTobparkeHa creaytoulan
MHPOPMaLmA:

— eauHbin QR-Koa, ANA yCTaHOBKM MpuaoxKeHua «Aspopa LeHTp» n akTmBaumm
yCTPOMCTBA.

MPUMEYAHMUE. QR-Koa byaeT oTobpaKkeH AN KaA0oro n3 BblbpaHHbIX YCTPOMUCTB
(PucyHok 79 [1], PucyHok 79 [2]), KoTopbIM HEODHXOAMMO OTCKaHMPOBATb B MPUAOKEHNN
«ABpopa LleHTp» Ha KaXKa0M YCTPOMNCTBE;

— Jnata uctevyeHmna QR-Koaa;

— KOHTpOAbHaa cymma MD5;

— Y4acoBOW NOAC;

— Ha3BaHWEe KOMMOHEHT];

— CCblIKa Ha CKaumBaHMe nakeTa (APK-danna) ana yCTaHOBKM NPUNOKEHMA
«ABpopa LeHTp».

NMPUMEYAHMUE. YcTaHOBKa NpunoxkeHna «ABpopa LIeHTp» 1 aKTMBaLUMA YyCTPOMCTBA
OyayT aBTOMATMYECKM BbIMNOAHATLCA MNPW NEepBOHA4Ya/bHOM HACTPOMKE YCTPOMCTBA C
OC Android (noapobHee B AOoKyMeHTe «PykoBoACTBO Nonb3osaTend. Yacts 9. MpunoxeHne
«ABpopa LeHTp» ana onepaunoHHon cuctembl Android») 1 npu KOpnopaTUBHOM NPMUBA3KE
ycTtponctea ¢ OC ABpopa (nogpobHee B AOoKyMeHTe « PyKOBOACTBO nosb3oBaTend. Yacts 7.
MpunoxeHune «ABpopa LleHTp» ans onepauMoHHON cuctembl ABpopa») K MY. B ocTanbHbIX
cnyvaax QR-Ko4 MOXKHO MCNO/Ib30BaTb TO/IbKO A/1A aKTMBaLMM YCTPOMCTBA.

AKTUBAUMA YCTPOMCTE > 4

;] (¥)Byterg MVK-T2101 IMEI 536849087244128 A

st BaHNUA NakeTa: Nl eV
NEPENTU B KAPTOMKY BbIrPY3UTHL JSON

E MIG C55 WLAN MAC 9¢:61:f2:18:73:8e vk 2 .
==

PucyHok 79
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Mpwn ycnewHom akTMBaLMM Ha YCTPOMNCTBO Ha3HaAYatoTCA BCE MOAUTUMKU U OPNanH-
CLLeHapuK, Ha3HAYeHHble Ha:

— rpynny yCTPOMCTB, B KOTOPYH BXOAWNT YCTPOMCTBO;

— Ha rpynny noab3oBaTtenen, K KOTOpbIM NPMBA3AHO YCTPOMCTBO.

Echv npu aKTMBaALMKM YCTPOWCTBA Ha HEro He OblM Ha3HAYeHbl MOAUTUKKM, TO
YCTPOMCTBO B NMapameTpe «KM3HEHHbIM LUMKA» MNOAYYUT 3HaAYeHNe «AKTUBMPOBAHOY», a B
napameTpe «[onnTmKa»- cTaTyc «He ynpasaaeTca» n nepenact cBoe COCToAHME B ABpopa
LeHTp.

NMPUMEYAHMUE: Cpok penctema QR-koaa yKaszaH B nosne «[ata mcteveHumar. [lo
MCTEYEHNM CPOKa AENCTBMA CreHepmnpoBaHHbIn QR-koa byaeT HeaencTBUTENEH.

BHUMAHME! B cnyyae HacTpoek MMO no ymonvaHutio QR-koa reHepupyeTtca Ha 5
MWHYT. ITOr0 BPEMEHWN MOXET HE XBaTUTb ANA TOro, YTOObI BCe YCTPOMCTBA yCNean npomTm
aKTMBALMIO, €CAM YCTPOMCTB MHOro uam QR-Koapl ANA aKTMBALMKW OTNPaBAatoTCA Ha Email
nonb3oBaTenen. HacTpoMkM cpoka aenctema QR-Koga MOXHO M3MeHUTb. [loapobHan
MHbOPMaLMA NpMBeAEHA B AOKYMeEHTe «PyKOBOACTBO aAMUHMUCTPATOPAY.

QR-KOA, MOXXHO CKOMMPOBATb, HAXKaB Ha HEro NPaBOM KHOMKOM MblLK, 1 BbIGPATbL 13
CMUCKa NYHKT « COXPaHMUTb KaPTUHKY KaK...», nocne 4yero QR-Kog, MOXKHO OTMNpaBuTb B BMAE
n3obparkeHums.

[anee nonb3oBaTento HeoOBXOAMMO OTCKaHMpoBaTb QR-Kog W BbINOAHUTL
aKTMBauMo ycTporctea. [loapobHOe onmcaHue aKTMBaLMKM YCTPOMCTBA NPMBEAEHO B
NOKYMEHTax:

— «PyKoBoacTBO nosib3oBatenda. Yactb /. [lpunoxkeHue «Aspopa UeHTp» AnA
onepaunoHHON cUCTeEMbI ABpOpay;

— «PykosoacTBOo nosib3oBaTena. Yacte 9. [lpunoxeHue «Aspopa LeHTp» anA
onepaumoHHoM cuctembl Android».

2.2.8.3. AKTMBaLMA YCTPOMCTB C MOMOLLbIO oTNpaBKkM QR-Kkoaa Ha Email

[na akTMBaLMKM YCTPOMCTB C Nomollblo Email Ha yKa3aHHbIM agpec HanpaBaseTcs
3/IeKTPOHHOE nucbMo ¢ QR-Kogom. [lna 3Toro HeobxoAMMO BbIMOSIHUTL Ccaeaylolme
NEencTBus:

— nepenTn B Noapasaen «YCTponcTsa» pasaena «YnpasneHmne»;

— B 0bBnacTn dunbTPOB BbIOPATL «[TOUCK NO YCTPOMCTBAMY;

— BblIOpaTb YCTPOMCTBO, YCTAHOBMB raso4yKky B 4yekbokce ANs A0CTyna K CNUCKY
bbICcTpbIX Aencteuii. Mpu HeobxoammocTn ana cbpoca BblaeneHUs HeobxoaMMO HaxKaTb
KHOMKy «CHpocuTb BblaeneHme» (cm. PucyHok 78 [1]);

— B Cnucke ObICTPbIX AEeUCTBMI BblOpaTb 3HAYOK @«AKTMBaLLMﬂ YCTPOMCTB»
(cm. PucyHok 78 [2]).

NMPUMEYAHMUE. C nomoulbto cnmncka ObICTPbIX AeNCTBUIA MOXKET ObiTb BbIMOIHEHA
aKTMBALUMA OAHOIO UM HECKONIbKMX YCTPOMCTB;

— 0TObPa3nTCA OKHO aKTUBALMKN YCTPOMCTB (CM. PUCYHOK 73);
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— ecnun BbIbpaHO YCTPOMCTBO, KOTOPOE OblI0 aKTMBMPOBAHO paHee (NOBTOpHas
aKTMBaLMA), UM YCTPOMCTBO B cTaTyce «B npouecce akTMBaLMmMY, HEOBXOAMMO B YekbOKce
YCTAHOBUTb rasiouKy cnesa OT cTaTyca (cM. PucyHok 73 [1]) n HaxaTb KHONKy «[danblie»
(cm. PucyHok 73 [2]);

— ana OC Android B o0b6opasuBwemca oOkHe (Ccm. PUcyHOK 74) BO3MOMKHO
NONONHUTENbHO YKa3aTb ceTb WLAN 1 4acoBOM NoAC, BbIMONHUB AEUCTBUS, NPUBEAEHHbIE
B M. 2.2.4 N HaXKaTb KHOMNKY «Janblier;

— OTKpOEeTCA OKHO, rae HeobxoAMMO HaxKaTb KHOMKY «OTnpaBuTb Ha Email»
(PncyHok 80);

AKTMBaLMA YCTPOMCTE x

o Bribop ycTpoicTa

Bcero BbiGpaHo ycTporcTs: 2

o AkTWMBaLMA

BribepuTe geicteue

B AKTUBALIMA BRYYHYIO OTMPABMTb HAEMAIL | GO 3ATPY3WUTb JSON

PucyHok 80

— B pe3yabTaTe oTobpa3nTca okHO oTnpaBkk QR-koga Ha Email, rae Heobxoammo
BBecTM Email ana nucem c aktmsaument (PucyHok 81 [1]);
— HaxaTb KHOMKRy «OTnpasuTby (PrcyHok 81 [2]).

OtnpaBka QR-kogoe Ha Email

Mocne HaxaTwa Ha KHomky "OTNpaBuTL" CUCTEMOI ByayT aBTOMaTUYECKH
creHepupoBaHel QR-Koabl, oHW GyayT OTNpaBNeHel Ha yKasaHHbii email,
nocne 4ero OKHO aKkTuBauun VCTDGﬁ CTB 3aKpoeTcH

Email gna nucem c akTuBaumein test@test m| o 1

OTMEHA OTNPABUTL | jf== 2

PucyHok 81

Ha yKasaHHbIM  agpec OyaeT  OTMNpaBAeHO  3/1eKTPOHHOE  MUCbMO  C
QR-KOAOM AN aKTUMBALMM, KOTOPbIA MO/b30BaTENO HEOHXOAMMO OTCKaHMPOBaTb Ha
YCTPOWUCTBE B MPUIOKEHUN «ABpOpa LieHTp».

MNoapobHoe onucaHne akTMBALMM YCTPOMCTB NPUBEAEHO B AOKYMEHTAX:

— «PykoBoactBO nosb3oBaTend. Yacte 7. MpunoxeHne «Aspopa LeHTp» ann
OnepaunoHHOM cnucTembl ABpopa;
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— «PykosoacTtBo nosib3oBaTena. Yacte 9. [lpunoxkeHue «Aspopa LeHTp» OnA
onepaumoHHoM cuctembl Android».

Mpn yCcnewHom aKTMBaLMM Ha YCTPOMCTBE Ha3HaAYatoTCA BCE MOAUTMKU U obnamnH-
CLUEeHapunKn, Ha3Ha4YeHHble Ha:

— rpynny yCTPOWCTB, B KOTOPYH BXOAMUT YCTPOMCTBO;

— Ha rpynny nonb30BaTenem, K KOTOpbIM NPUBA3AHO YCTPOMCTBO.

Echv npu aKTMBaALUWMKM YCTPOWMCTBA Ha Hero He OblM Ha3Ha4YeHbl MOAUTUKKM, TO
YCTPOMCTBO B NapameTpe «KU3HEHHbIN LUMKA» NOAYYUT 3HAYeHNEe «AKTUBMPOBAHOY», a B
napameTpe «llonnTnka» — ctatyc «He ynpaBaseTca» n nepenact CBOe COCToAHMe B ABpopa

LleHTp.
2.2.8.4. AKTMBaUMA rpynnbl yCTPOMUCTB ¢ nomollbto JSON-painna

[Ona aktmBaumm ycTponcts ¢ nomoubto JSON-panna HeobxoaMMO NOAroTOBUTL
(nn. 2.2.8.4.1) n 3arpy3uTsb (nn. 2.2.8.4.2) JSON-damn.

Ecan nepBoHayanbHaA HACTPOMKa YCTPOMCTB HE OCYyLLeCTBAANACb, HEODXOAMMO
BbIMO/IHNTb YCKOPEHHY aKTuBaumto. lNoapobHoe onucaHne NpuBEAEHO B AOKYMEHTe
«PykoBoacTBO Nonb3oBaTena. Yactb 7. MNpunoxeHne «ABpopa LeHTp» ana onepaumoHHOM
cnctembl ABpopa.

Echn nepBoHavasbHas HACTPOWMKa YCTPOWCTB Oblna BbiNOAHEHA, Heobxoaumo
OTCKaHMpoBaTb QR-KoA, creHepupoBaHHbLIM ANA TPYMNMnbl YCTPOMCTB, B KOTOPYH BXOAAT
ycTpolicTea. [MoapobHoe onncaHne npnBeaeHO B AOKYMEHTaAX:

— «PyKoBoacTBO nosib3oBatenda. Yactb /. [lpunoxkeHue «Aspopa UeHTp» AnA
OonepaumoHHOM cncTeMbl ABPOpPaY;

— «PykoBozacCcTBO no/sb3oBatend. Yactb 9. [llpunoxeHne «Aspopa LeHTp» AnA
onepaumoHHoM cuctembl Android».

2.2.8.4.1. MNoarotoska JSON-pamna

AKTMBALMA  YCTPOMCTB eAuHbiIM QR-KOAOM  OCyLLEeCTBAAETCA C  MOMOLLbHO
JSON-¢amna, KOTOPbIN MOXKHO creHepupoBaTh B Y.

Ona reHepaumn JSON-panna HeobXOAMMO BbIMOAHUTL AEMCTBMA, OMUCAHHbIE B
nn. 2.2.8.2, Ao 3Tana oTobparkeHMA OKHa aKTMBALMK YCTPOWNCTB, rae byaeT oTobparkeHa
cnenyroulaa Hdopmaums:

— eanHbin QR-KoA, ANA YCTAHOBKM MPUAOXKeHMA «ABpopa LleHTp» u akTuaumm
YCTPOMCTBA;

— pata uctevyenmna QR-Koaa;

— KOHTPO/NbHaA cymma MD5;

— Y4acoBOW NOAC;

— Ha3BaHMEe KOMMOHEHTa;

— CCbl/IKa Ha CKaumBaHuMe nakeTa (APK-danna) ana yCTaHOBKM MPUNOXKEHMA
«ABpopa LeHTp».
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NMPUMEYAHME. YcTaHOBKa npuaoxeHna «ABpopa LIeHTp» 1 aKTMBaLUmMa yCTPOMCTBA
OyayT aBTOMATMYECKM BbIMNOAHATLCA MNPWM MNEepBOHA4Ya/bHOM HACTPOMKE YCTPOMCTBA C
OC Android (noapobHee B AoKyMeHTe «PyKoBOACTBO Nonb3oBaTend. Yacts 9. MpunoxeHne
«ABpopa LleHTp» ana onepaumoHHOM cuctembl Android») 1 npu KopnopaTMBHOM NPUBA3KE
yctpoinctea ¢ OC ABpopa (noapobHee B AOKYMeHTe «PyKOBOACTBO NoAb30oBaTend. Yactb 7.
MpunoxkeHue «Aspopa LeHTp» ans onepaumoHHOM cucTtembl ABpopa»») K Y. B ocTanbHbIX
cnyvaax QR-Koa MOXKHO MCNO/Ib30BaTb TOIbKO A1 aKTMBaALMM YCTPOMCTBA.

Hanee Ha sTane otobpaxeHuna eamHoro QR-koga HEOBXOAMMO HaXKaTb KHOMKY
«BbIrpy3unTb JSON» (PucyHok 82).

AKTHBaUWA YCTPOWCTE X

8 (&)Byterg MVK-T2101 IMEI 536849087244128 A

bINKa ANA CKaYMBaHMA nakera: hitg

NEPENTM B KAPTONKY BbIrPY3UTHL JSON

PucyHok 82

B pe3ynbTaTe Ha 3BM byaet BbirpyxeH JSON-damnn.

Mpumep coaeprkaHma JSSON-dpanna:

{"android.app.extra.PROVISIONING ADMIN EXTRAS BUNDLE": {"accountDo
main":"","clientID":"aurora-mobility-
management", "gatewayURI":"http://ocs-
dev.ompcloud.ru/emm/mobile", "password" :"o9gaaoppSonulzkebtsxdd%2dbii", "
trustedCerts":""},"android.app.extra.PROVISIONING DEVICE ADMIN COMPONEN
T NAME":"ru.omp.services/ru.omp.services.AdminReceiver", "android.app.ex
tra.PROVISIONING_DEVICE_ADMIN_PACKAGE_DOWNLOAD_LOCATION":"http://ocs—
dev.ompcloud.ru/emm/mobile/clientDownload", "android.app.extra.PROVISION
ING DEVICE ADMIN SIGNATURE CHECKSUM":"bZ41lAv7sébnrQpXjBhLevsESkkVLfg4","
android.app.extra.PROVISIONING LEAVE ALL SYSTEM APPS ENABLED":true, "and
roid.app.extra.PROVISIONING TIME ZONE":"Europe/Moscow","android.app.ext
ra.PROVISIONING WIFI HIDDEN":"true","android.app.extra.PROVISIONING WIF
I PASSWORD":"243432243324","android.app.extra.PROVISIONING WIFI SECURIT
Y TYPE":"WEP", "android.app.extra.PROVISIONING WIFI SSID":"43243243432",
"expiredAt":"2024-07-09T13:52:01+03:00"}
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BHUMAHUE! TpuBegeHHbIM nNpumep nNpeactaBieH Ans  03HAKOMAEHUA C
comeprkaHnem un cTpykTypoit JSON-dpainna, n MOXKeT OTAMYATLCA OT CreHepMpoBaHHOro. He
pekomeHayeTca GopmMaTMpoBaTb creHepupoBaHHbIM JSON-dann (gobasnate npobensi,
Tabynaumo, NnepeHockl CTPOK), TaK Kak 3TO MOXET NPMBECTU K olwmnbKkam npu obpaboTke
JSON-daina B npouecce yCTaHOBKM MPUAOKEHNA U aKTMBALMM YCTPOMCTB.

Kaskaplh napameTp COMPOBOM/AAETCA [ABOETOUYMEM «:», Mapbl K/KO4Y/3HaYeHue
Pa3aenATCca 3aNATOM «,».

OnuncaHune TpeboBaHM K 3HAYEHMAM MNapaMeTPOB 13 NPUMepa:

— android.app.extra.PROVISIONING_ ADMIN EXTRAS BUNDLE. Copeprxmmoe
JSON-¢amna:

® password. [laponb, NpuCBaMBaeMbl A1A CO3AaHHOM YYETHOW 3anucwu
yCTpoMCTBa. HOBbIN NAapOb MOXKET COAEPHKaTb:
¢ 078 100 255 cMmBONOB;
¢ He MeHee 2 3arnaBHbIX OYKB;
¢ He meHee 2 CTPOYHbIX OYKB;
¢ He meHee 3 UNPp;
¢ He meHee 2 CNeLCMMBO/IOB.

MPUMEYAHME. Mpu reHepaumm JISON-daiina co3aatoTca y4eTHble 3annc YCTPOMCTB.

TpeboBaHMA K Napoto 334at0TCA aAMUHNCTPATOPOM M MOTYT OTANYATbCA OT MPUBEAEHHbIX;

® gatewayURI. AJpec cepBepa akTMBALMWN YCTPOMNCTB;

® accountDomain. [lOMEHHOE MMA aKKAyHTOB YYE€THbIX 3aMMcen yCTPOMCTB,
CO3/aHHbIX B BbIODpaHHOM TEeHaHTE;

e clientID. lAeHTUDMKATOP NPUNOKEHMA B BbIDPAHHOM TEeHaHTE. 3Ha4YeHMe No
YMONYAHUIO aurora-mobility- management;

e trustedCerts. Cnucok umdppoBbIXx oTneyatkoB (fingerprint) KopHeBbIX
CePTUPMKATOB A1A aKTMBALMM YCTPOMCTB, MEPEUMC/IEHHbIE Yepe3 3anATYHO;

— android.app.extra.PROVISIONING DEVICE ADMIN COMPONENT NAME.
Ha3BaHMe KOMMOHEHTA;

— android.app.extra.PROVISIONING DEVICE ADMIN SIGNATURE CHECKSUM

KoHTpobHaA cymma noanucu ganna Ana yCTaHOBKM NpuaoxkeHua «Aspopa LeHTp»;
— android.app.extra.PROVISIONING DEVICE ADMIN PACKAGE DOWNLOAD L

OCATION. CcCbl/IKa Ha CKa4mBaHue Galna Ana yCTaHOBKM NPpUNOXKeHNa «Aspopa LleHTp»;
— android.app.extra.PROVISIONING LEAVE ALL SYSTEM APPS ENABLED.

MNapameTp, onpeaenatoLlLni, BKAOYATb M NOMHYH YCTAHOBKY CMCTEMHbIX MPUIOXKEHNI B
npolecce YyCTaHOBKM NepBOHAYa/IbHOM HAaCTPOMKM YCTPOMCTBA C YCTAaHOBKOM MPUAOXKEHMA
«ABpopa UeHTp» (akTyanbHo ans yctporcts ¢ OC Android). Mo ymon4aHMo yCcTaHOBKA BCEX
CUCTEMHbIX MPUIOKEHNI BKAOYEHA;

— android.app.extra.PROVISIONING WIFI_SSID. Ha3saHue cetn WLAN, K
KOTOPOM YCTPOMCTBO aBTOMATMYECKM MOAKAOUYMTCA B MPOLLECCe YCTaHOBKM MPUIOXKEHMA
«ABpopa LleHTp» 1 akTMBaLUMM YCTPOMCTBA;
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— android.app.extra.PROVISIONING WIFI_PASSWORD. [laponb cetn WLAN, K
KOTOpOVI yCTpOl\/JICTBO dBTOMaATU4eCKN MOAKNHHYNTCA B nNpouecce YCTaHOBKKN NMPUIOHKEHNA
«ABpopa LleHTp» 1 akTMBaLMM YCTPONCTBA;

— android.app.extra.PROVISIONING WIFI_SECURITY TYPE. TexHonorma
6e3zonacHoct cetm WLAN, K KOTOpPOM YCTPOMCTBO aBTOMATUYECKM MNOAKNOYUTCA B
npouecce yCTaHOBKM NpUAoKeHMA «ABpopa LleHTp» 1 akTMBauymm yCTPOMCTBa;

— android.app.extra.PROVISIONING WIFI_ HIDDEN. [NapameTp,
onpeaenstowmnini  TpaHcanpyeTca AM HasBaHue cetm WLAN, K KOTOpoW YCTPOMCTBO
dBTOMaTUYECKN NMOAKNHYNTCA B npouecce yCTaHOBKWU MPUNOKEHNA «ABpopa LLeHTp)) 7
aKTMBALMWN YCTPOICTBA;

— android.app.extra.PROVISIONING TIME ZONE. Y4acoBOW MOAC, KOTOpbIi
aBTOMaTMYeCKM OyAeT YyCTaHOBMEH Ha YCTPOMCTBE B MPOLLECCEe YCTaHOBKM MPUIOMKEHUA
«ABpopa LeHTp» 1 akT1BaLUMM YCTPONCTBA;

— expiredAt. Cpok pencrteuma QR-koga (mata mucTtedyeHusa akTtmsaumm). ocne
YKa3aHHOM AaTbl creHepupoBaHHbIi QR-Koa byaeT HeAencTBUTEeNEH.

2.2.8.4.2. 3arpy3Kka JSON-¢pann ans akTMBaLMM rpynnbl YyCTPOMCTB

[lna akTMBaLMmM rpynnbl YCTPOMCTB HEOOXOAMMO BbINONHUTL CAeytoLIne AeNCTBUA:

— nepenTn B noapasaen «YcTponcTea» pasaena «YnpasaeHue;

— B 0bnacTn dunbTPOB BbIOPaTL «[TOUCK NO rpynnamy»;

— BblGpPaTh rPynmny yCTPOMCTB, YCTAHOBMB rasiouKy B YeKB6OKce ANA A40CTyna K CIMUCKY
6bICTPbIX AeNCcTBUIA. [Tpn HeobxoaMMOCTN Ana cbpoca BblAeNeHUs cneayeT HaxKaTb KHOMKY
«Cobpocutb BblaeneHme» (PucyHok 83 [1]);

— B CNWCKe ObICTPbIX AENCTBMA BblOPaTb 3HAYOK “ «AKTUBALMA YCTPONCTBY
(PucyHok 83 [2]);

ga MYNBTUTEHAHT MOHWTOPWUHI YNPABNEHUE AOMWUHUCTPHUPOBAHUE @ Hatanua Meanosa (i.ivanova
YCTPOWUCTBA NONb30OBATENM NOMUTUKK CUEHAPWA ®AANLI NPUNOXEHWA BUTPUHBI CBA3KU KITIOYER
@® TMowmck no rpynnam eatltng
MoWCK NO YCTPOUCTBaM 1 BbIBpaHo 1 2 @_
. -]
+ HoBbiit duneTp A~
r,_ test group for script PezynbTaT BLINONHEHUA CKPUNTa — 20.03.202418:18
-
D gorg_test — 1 19.02.2024 16:19
AKTUBHBIE GUAbTPB! (1) e CTpok Ha cTpaHuue: 25 1-131a13

— MNEepeHecTM  CreHepupoBaHHbIK  MAM  NOATOTOBAEHHbIA  CaMOCTOATENbHO
JSON-dain n3 pannosoro meHeaxepa B none 3arpy3ku (PucyHok 84);
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AKTUBaLUSA rPYNM yCTPOMCTB

° MpocmoTp rpynn

Bcero BribpaHo yCcTpOHMCTB 2
[pynnoBas akTMBaLus 2
e AxTMBaums

BeibepuTe gerdcTeme

GO 3ArPY3UTb JSON

3AKPBITb

PucyHok 84

— oTobpasnTca MHPopmauma o 3arpyxeHHom JSON-painine, raoe Heobxoammo

HaskaTb KHOMKY «AKTMBaUMA BpydHyto» (PucyHok 85 [1]). Oaa yaaneHus 3arpy*KeHHoro
JSON-¢pana HeobxoaAMMO HaxKaTb KHOMKY «YaanuTte JSON» (PucyHok 85 [2]);

AKTHMBaLWA rpyNn yCcTPOWACTE

o MpocMmoTp rpynn

Bcero exlOpaHo YyCTROMCTE 1

lpynna ycTPOWCTB: 0AWMHHaAUaT akTpuca (9ab4dfa) 1
e AxTUBALMA 1 2

BeibepuTe geictene I I

# AKTHMBALMA BPYYHYIO QI X YOANWTbL JSON

Maccoeas akTUBaLMWA yCTPONCTE

Oata nctedeHuns: 2024-07-15T09:51:09+03:00
Cymma MD5: B3f0846a22{3c943b5202cab719ic40b
Ha3zsaHWe KOMNOHEHTA: TU.Omp.services/ru.omp.services AdminReceiver

Ccoinka ong ckadmeadus nakera: https:/focs-int.ompcloud.rufemm/mobile/clientDownload

3AKPBITE

PucyHok 85

— B OTOOPa3mMBLUEMCA OKHE aKTMBALMM YCTPOMCTB HEODXOAMMO HaxKaTb KHOMKY
«[1pogoNKNUTEY;

— ec/nun bbian BbIbpaHbI FPYNMbl, COAEPMKALLME aKTUBNPOBAHHbIE YCTPOMCTBA UM B
ctatyce «B npouecce aKtuMBauuMm», OTOOPA3UTCA OKHO MOATBEPKAEHMA OnNepaLmn
(PucyHok 86), rae HeobxoaAMMO NOATBEPANTL MU OTMEHUTL AENCTBUA.
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B yekbokce «He aKkTMBMpPOBaTb PaHee aKTUBMPOBAHHbLIE YCTPOMCTBA» cneayet
YCTAQHOBUTb ranoO4yKy B C/Ay4ae OTCYTCTBMA HeoOXOAMMOCTM aKTMBMPOBATbL paHee
aKTMBMPOBAHHbIE YCTPOMCTBA, AMOO CHATb TaN04yKy B C/y4yae HaAMuYMA YKa3aHHOM
HEeobxoAMMOCTMW.

MopTeepxAeHUe onepauun

B rpynnax eCTb yXxe akTUBUpOBaHHbIE VCTDOF‘!CTBSA XoTuTe HpDJ:LOﬂ)KMTh?

He aKTWMBMPOBAaTh PaHEe aKTUBMPOBaHHbIE YCTPOWCTBA

PucyHok 86

B pe3ynbtate JSON-pann byaeT 3arpy»eH, n otobpasmntca QR-Koa Ana akTMBaLmm
rpynnbl yCTponcTs (PucyHok 87).

AKTUBALMA rPynn yCTPOWCTB

e AKTHBaLMA

Maccosas akTuBaLMsA yCTPOWUCTE

Coagankbin QR-kog gonxeH BeiTe MCNonNb308aH

A1 8KTUBALMN B e e

CoxpaHnTe ert

aKTUBMpOE a 00 3aKpbiTna

oxkHa. Credep BaHHbIA QR-kog He GyneT

COXpaHeH B CUCTEME

HaTa nctedenna: 2025-07-25T16:35:47+03:00
Cynma MD5: a340ce9c59bcBe9a7eecOb58c411...
Yacoeoi noac: Europe/Moscow

Ha3aBaHWMe KOMNOHEHTA: ru.omp.services/ru.omp.se...

Ccbinka ons ckadmeanua nakera: hitps://ocs-stage.

3AKPEITb

PucyHok 87

[1ns 3aBeplIeHna akTMBaLMM HEODBXOAMMO BbINOSIHUTL CAeaytoLme AeACTBUA:

— BbINO/IHUTb YCKOPEHHYK aKTMBALUMIO YCTPOMCTB, €CM MX NepBOHaYaNbHasA
HaCTPOMKa He ocyulecTBaanacb. OnncaHme npoueaypbl yCKOPEHHOM aKTMBaUMM NPMBEAEHO
B LOKYMeHTe «PyKOBOACTBO Monb3oBaTesiA. HYacTb 7. lpunoxkeHne «Aspopa LleHTp» ana
onepaumMoHHOW cnucTeMbl ABpopa»;

— OTCKaHupoBaTb QR-KOA4 Ha KaXaOM YCTPOMCTBE, €C/AIM OHU YXKe MNpOoLIn
NepBOHAYa/IbHYHO HACTPOMKY.

[nA 3aKpbITUA OKHa aKTMBaUMM FPynnbl YCTPOMCTB HEODXOAMMO HaXKaTb KHOMKY
«3aKpbITb».
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Mocne 3arpy3km JSON-dpaina ans yaobcrea paboTbl C akTMBaUMen B paboder
obnactn pasgena «YnpasaeHuwe» noapasgena «YCTponcTBa» oTobpasmTca MHAMKATOP
aktmBaumm (PucyHok 88). [lpu HaxkaTMM Ha MHAMKaTOp o0Tobpa3mTcs noapobHan
MHbopmauma ob aKTMBaLMKM YyCTPOMCTB: RequestiD akTMBaUMM M KONIMYECTBO FOTOBbLIX K
aKTMBALMM YCTPOMCTB.

ga MYNETUTEHAHT MOHWUTOPUHI YMPABNEHWE AOMWHWUCTPWUPOBAHMWE ® HaTanua MeaHoBa (n.ivanov
YCTPOWCTBA NONL3OBATENU NONUTHUKK CUEHAPHUMH ©AANLI NPUNOXEHWA BUTPUHbI CBA3KM KIMOYEA
® TMouck no rpynnam I, SRS
lNovck no ycTporcTBam Tpynnbl ycTRONCTS RequestID: 0c0c5d58-6274-47a5-b8bd-f8f711b5d512 ~ e
2 13 2 ycTPORCTE roTOBb K SKTHEBALMA
+ HoBbild punbTp ~ OBHOBMTb IAHHBIE YAANUTb BCE
] Mpynnosas akTUBaLMA —
-
[} cobbiTia — 1 22.06.202311:60
Ha6ops! ¢punsTpos v ebedev
pel P [ — 3 25.05.2022 16:50
CTpok Ha cTpanuue: 25 w 1-25 u3 bonee uem 25 >

[lna  KonmpoBaHMA  CCbIIKM  npouecca HeobxoAMMO  HaKaTb  3HA4yoK G2
«CKkonupoBaTb CcbinKky npouecca» (PucyHok 88). [lna nepesanycka npouecca akTMsaLmum
HEeOBXOAMMO HaXaTb 3HAYOK — «MepesanycTuTb Npouecc. Ans 06HOBAEHUA MHOOPMaLMW
06 aKTMBaLUMM HEODBXOAMMO HaxaTb KHOMKY «OOHOBUTb JaHHbie». [as 3aKpbiTuA
MHAMKaTOPa caeayeT HaxKaTb 3Ha4oK X «YaanuTb NpoLeccy Uam «Yaanutb Bce».

2.2.9. [lpymeHeHMe onepaTMBHbIX KOMaHA,

BHUMAHUE! T[MpumeHeHne onepaTMBHbIX KOMaHA AOCTYNHO TONbKO  ANA
aKTMBMPOBAHHbIX YCTPOMCTB.

MPUMEYAHME. Ina KOpPEKTHOro ynpaBaeHnsa yCTPONCTBOM HeE0HX0A4MMO, YTOObI Ha
yCTpOMCTBE ObIN0 BbICTABNEHO KOPPEKTHOE BPEMA 1 Dbla 334aH YaCcOBOM NOsAC.

[na npumeHeHMA KOMaHZA onepaTMBHOrO ynpaBaeHMA HeobXOoAMMO BbIMOAHUTb
cneayrouime AencTemns:

— nepenTn B noapasaen «YCTponcTea» pasaena «YnpasieHne;

— B 0bOnacTn GUNbLTPOB BbIOPATL «[TONUCK NO YCTPOMCTBAMY;

— Ha)KaTb Ha Ha3BaHMe YCTPOMCTBA /1A Nepexoaa B KapTO4YKy (Npn HeobxoaMMocCTH
BOCMO/1b30BaThcA duabTpPom (noapasaen 1.5);

— B OTKPbIBLIEMCS KapTO4YKe YCTPOMCTBa BblOpaTb [AOCTYMHble KOMaHAbI
(PucyHok 89 [1]), 3aaaTb HeobX0AMMble 3HaYeHMA cornacHo Tabaumue (Tabaumua 30) n panee
noATBEPAUTbL UAN OTMEHUTL AENCTBUA.

NMPUMEYAHUE. [dencTeytowme onepaTuBHbIE KOMaHAbl BblAENEHbI LBETHbIM
MHAOMKATOPOM Y COOTBETCTBYOLLEro 3Havka (PrucyHok 89 [2]).
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PucyHok 89

B pe3ynbTraTe yCnewHoM OTNPaBKM OMepaTMBHOM KOMaHAbl oTObpasnTcA
COOTBETCTBYOLLEE COObLeHMeE.

MPUMEYAHUE. BbibpaHHas KomaHaa OyaeT BbINONHEHA Ha YCTPOMCTBE B
COOTBETCTBMMW C YCTAHOBNEHHbIM PacnmMcaHMem NoayYeHua KoMaHa,

Ecnm nonvtuKa nam onepatmMeBHas KOMaHAa He Hbin NOAyYeHbl Ha YCTPOMCTBE, TO
TeKylLee 1 Luenesoe CoCToaHMA He ByayT coBnazaTb. HECOOTBETCTBMA BbIAENAOTCA LIBETOM,
a B CTPOKE C Ha3BaHMEeM Trpynnbl MNOJAUTUK/COCTOAHUI OTODOpaXkaeTca 3HaYoK 0
(cm. PucyHok 14).
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l MOBWUJIbHAA

Tabnunua 30

OnepaTtnBHan
KOoMaHAa

OnucaHue

Bepcun OC

OC Aspopa

OC Android

OC AnbT Linux

OC Astra Linux

OC Ubuntu

PEL OC

OBHOBUTL
COCTOAHME

YCTaHOBKa pacnmncaHusa 0OHOBEHMA COCTOAHNA YCTPOMCTBA. MHPOPMaLMA O COCTOAHUM
yCTponcTBa byaeT nony4yeHa, eciv yCTPOMCTBO HAaXOAMTCA B CETH

4.0.2 1
BbllLe

7-13

pl0

1.7 «Special
Edition»

20 LTS,
22 LTS

7.3.4

IunarHoctmnka

MonyyeHmne Ha INEKTPOHHYO NOYTY Garaia Co CMMCKOM CUCTEMHbIX COObLLLEHM 00 oWwnbKax
yctponctea (PrcyHok 90).

HasBaHue dpanna:

— Reports.tar.bz2 - ana OC ABpopa;

— report yyyy-MM-dd hh-mm-ss.zip -241a OC cemencTsa Linux. Apx1B COaep»uT:

e dain omp-uem-agent .db ¢ 6330 AaHHbIX NPUNOKEHMA «ABpopa LIeHTp»;

e daln journalctl.log CAOramm journalctl 33 NOCAEAHUI AEHD.

MPUMEYAHMUE. Mo ymon4aHuto oT4eT, coaeprKalinii CMMCOK CUCTEMHbIX COODLLLEHWI,
OTNPABAAETCA HA MOYTOBbLIN ALIMK, COOTBETCTBYHOLLMA TEKYLLEN YYETHOM 3aMMCK
aAMUHUCTPATOPa, KOTOpasa MOXKeT BbiTb M3MeHEHa.

Ecnn Email onepatopa He 3aN0AHEH UKW He ABASETCA AENCTBUTENbHbBIM (Hanpumep, B
CO3/1aHHOM TEeHaHTe), He0HX0AMMO BBECTU €r0 BPYYHYIO.

BHUMAHMUE! Echn Heobxoammo BbI3BaTb ONEpaTUBHYO KOMaHAy B TEHAHTE, CO34aHHOM U3
nedoNnTHOro TeHaHTa, 06A3aTeNbHO Ha caeaytoLlem wWware TpebyeTcsa CKOPPEKTUPOBATL adpec
3/IEKTPOHHOM MOYTbI, T.K. Y4eTHasA 3anncb aAMMHNCTPATOPA TEHAHTA UMEET BUA: <UMA YYETHOM
3anucn>@<Kof TeHaHTa>.<A0MeH Mo YMONYaHUIo> (Hanpumep: n.ivanova@test.omp.ru), 4To
He MOXET ABNATLCA aAPECOM 3NEKTPOHHOM NOYTbI

4.0.2 1
Bbille

pl0

1.7 «Special
Edition»

20 LTS,
22 LTS

7.3.4

[Maposb agMMHa

YCTaHOBKa 04HOPA30BOro Napoaa aAMMHUCTPATOPa A41A Pa3bNIOKMPOBKM YCTPOMCTBA, C/N
N0/1b30BaTE/lb HE 3HAET UM HE MOMKET BCMOMHWUTb NapO/b.

[Maponb 4o/IKeH coaepaTb 0T 7 40 12 CUMBOOB.

[ocne yCcTaHOBKM Maponda aAMMHUCTPATOP AOIKEH 3arpy3mTb YCTPOMCTBO B pEXMME
aAMMHUCTPATOPa, BBECTM O4HOPA30BbIM NAPOIb HA YCTPOMCTBE, 3aTEM BbIOPaTh
npeanaraemMblil YCTPOMCTBOM HOBbIN MapO/ib MW CAMOCTOATENbHO 334aTb HOBbIN MAPO/ib.
Ecnm yyeTHaa 3anmcb agMmUHUCTPaTopa bbiia 3ab10KMpoBaHa Ha yCTpoKcTBe (B npouecce
YCKOPEHHOM aKTUBALIMK MNPU NPUMEHEHMM NOAUTUKM CO3[4aHMA NONb30BaTENA), NOCE
YCTaHOBKM OAHOPA30BOro Napo/iA y4eTHaa 3anmMcb agMMHUCTpaTopa byaeT pa3baokmMpoBaHa

4.0.2 1
Bbille

Maponb
Nno/sib30BaTena

YCTaHOBKa OJHOPA30BOro MaponA nosb3oBaTens Ans pPa3biOKMPOBKM YCTPOMCTBA, €C/M
N0/Ib30BaTe/lb HE 3HAET UM HE MOXKET BCMNOMHUTL Napo/ib.

Maposb A0MKEeH COOTBETCTBOBATL TPEOOBAHMAM MNAPOAbHOM MNONUTUKM U COAEPKATb OT 7 A0
12 CMMBOJIOB 1 COOTBETCTBOBATL TPEOOBAHUAM MAPOALHON MONUTUKM.

Mocne ycTaHOBKM Napo/ia No/1b30BaTENO HEOBXOAMMO BbINMONHUTb BXOA, NOA CBOEM YYeTHOM
3anncbto, BBECTM OAHOPA30BbIM NapPO0/b, 3aTEM BbIOpPaTb NpeasiaraeMbiit yCTPONCTBOM HOBbI
Napo/b UAM CAMOCTOATE/IbHO 334aTb HOBbIM NapPo/b

4.0.2 1
Bbille
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OnepaTtnBHan Onncanme Bepcun OC
KOMaHaa OC Aspopa | OC Android | OC AnbT Linux | OC Astra Linux | OC Ubuntu | PEQ OC
JKpaH BNOKMpPOBKa 3KpaHa yCTPOMCTBA ANA NpeAoTBPaLLEHMA ero MCNONb30BaHNA MOCTOPOHHUMM 4.0.2n 7-13 pl0 1.7 «Special 20 LTS, 7.3.4
IMLAMM B C/IyYae yTepu Uan KPaXKu. Bblle Edition» 22 LTS

B pe3ynbTaTe 610KMPOBKN YCTPOMCTBA Ha 3KpaHe 610KMPOBKKM 0TobparkaeTca cooblleHume:
«3abnoknpoBaHo Npu nomolum Aurora Device Manager. 3a610KMPOBaAHO aAMUHUCTPATOPOMY.
Mcnonb3oBaHMe YCTPOMCTBA A0 Pa3b10KMPOBKM HEBO3MOXKHO, KPOME COBEPLLIEHNS
3KCTPEHHOTO BbI30OBA.

MPUMEYAHUE. Ona yctponcTs Ha 6a3e OC cemencTBa Linux QyHKLMOHAN NpuBeaeH B
ANOKYyMeHTe «PyKoBOACTBO Nosib3oBaTend. Yacto 11. MNpunoxkeHne «Aspopa LUeHTp» ana
OMepaLUMOHHbIX CUCTEM CEMENCTBA Linux».

Bbi6op 3HaYeHMA 13 cNMUCKa:

— «BpemeHHas 610KMpOBKa» — yKaszaHWe nepnoaa 6/10KMPOBKM YCTPOMCTBA. BBOA 3HAUYEHMA
C KnasuaTypbl B opmaTe:

«[pa] : [44] : [Mm]». Tak¥e A40CTyNHa BO3MOXHOCTb BBOAa coobuleHna B nose «CoobuieHne
npu 6N10KNMPOBKEY», KOTOPOE bByaeT 0TobparkaTbCA Ha IKpaHe 3abDNOKMPOBAHHOIO YCTPOMCTBA;
— «BpemeHHan pa3bnoknpoBka» — nepmnos pa3bioKMPOBKM yCTpoCTBa. BBOA 3HaveHMA ¢
KnaBuaTypbl B opmaTe:

«[aa] : [44] : [mm]»

Kamepa YcTaHOBKa 3anpeTa/paspelleHms Cnoib30BaTh KaMepy Ha YCTPOMCTBAX. 4.0.2 1 7-13 - - - -
Bbibop 3HaYeHMA N3 cNUCKa: BblLe
— «BpemeHHO 3anpeTnTb» - yKaszaTb BDEMEHHOM MHTEPBAJI, B TE4EHME KOTOPOro
MCNONb30BaHME KaMepbl Ha YCTPONCTBE byaeT 3anpelleHo. BBoa 3HaYeHWI ¢ KnasmaTypbl B
dopmate: «[aa] : [44] : [Mm]»;

— «BpemeHHO pa3pellmnTby - yKa3aTb BPEMEHHOM MHTEPBA, B TEYEHME KOTOPOTO
MCNO/b30BaHME Kamepbl Ha YCTpoMCcTBe byaeT pa3pelleHo. BBoa 3HaYeHWI ¢ KNaBMaTypbl B
dopmaTe: «[aa] : [44] : [Mm]»

MuKpodoH YcTaHOBKa 3anpeTa/paspelleHmns MCnosib3oBaHne MUKPOdOHa Ha YCTPOMCTBAX. 4.0.2n - - - - -
Bbibop 3HaYeHMA 13 CnucKa: BbllLE
— «BpemeHHO 3anpeTnTb» - yKasaTb BPEMEHHOW MHTEPBAJI, B Te4eHME KOTOPOro
MCNONb30BaHME MUKPOPOHA Ha YCTPOMCTBE ByaeT 3anpeLleHo. BBoA, 3HaYeHNM ¢ K1aBMaTypbl
B dopmaTe: «[aa] : [44] : [Mm]».

MPUMEYAHMUE. Mpun 3anpeluatollein KomaHae MUKpPopoH byaeT HegoCTyNeH A4 3anmcK 3ByKa
BO BCEX MPUNOMKEHMAX U BHELLIHMX YCTPOMCTBAX, KOTOPbIE YNPaBAAOT UM (HayLIHWUKMK,
rapHUTYpPbI 1 T.0.), HO ByAeT AOCTyNeH ANA UCXOAAWMX 1 BXOAALLMX BbI3OBOB;

— «BpemeHHO pa3pelmnTb» - yKa3aTb BPEMEHHOM MHTEPBA/I, B TE4EHME KOTOPOro
MCNONb30BaHME MUKPOPOHA Ha YCTPOKMCTBe ByaeT pa3pelleHo. BBoa 3HaYeHMI C KNaBMaTypbl
B popmarte: «[aa] : [4d] : [Mm]»
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CobbiTns YCTaHOBKa pacnmMcaHma oTNpaBKM COODLEHNIM O NPON30LEALLINX HA YCTPOMCTBAX CODbITUAX 4.0.2n - - - - -
6e3o0nacHOCTH H6e3onacHoCTM. BbiLLE

Bbi6Op 3HaYEHMA N3 CNUCKa:

— «BpemeHHasa ycTaHOBKa» — coobLeHMA A0CTaBAAOTCA MO 334aHHOMY PacnmMCcaHMio M B

TeYyeHMe yKa3aHHOro nepnoaa. BBoa 3HayeHMin c KnasmaTtypbl B opmaTe: «[aa] : [44] : [Mm]»;

— «OTMEHWUTb OTNPaBKy» — Ha YCTPOMCTBAX MPMMEHAOTCA Ha3HAYeHHbIe MOANTUKN NN

HACTPOWMKM NO YMONYAHMIO, ECAM MOANTUK HE HA3HAYEHO
OuncTnTL OumMCTKa BCEX AaHHbIX MO/b30BaTeNA, BK/IOYAA AaHHbIE C BHELIHEero Hocutena (KapTbl NamaTtu 4.0.2un 7-13 - - - -
YCTPOMCTBO microSD) AnAa coxpaHeHuA KOHPUAEHUMANbHOCTU AaHHbIX B CAyYae YTEPU WM KParKM BbiLLE

yCTPOMCTBa.

BHUMAHUE! He pekomeHayeTca npepbiBaTb MNPOLECC OYUCTKM, T.K. AA8 NOCNeAyoLLero

BK/IIOYEHMA YCTPOMCTBA NoTpebyeTca nepeyctaHoska OC.

Mocne 3aBepLUEHNA OYMCTKM Ha YCTPOMCTBE BOCCTAHAB/IMBAKOTCA 3aBOACKNE HACTPOMKMN.

MpK aKTMBALUMW YCTPOMCTBA MOCAE MOJAHOM OYMUCTKM Ha Hero ByayT pacnpoCTpaHATbLCA BCe

NONUTUKM, paHee Ha3dHaYeHHbIe Ha rPynnbl YCTPOMCTB MAM FPyNMbl NO/b30BaTENEN, B KOTOPbIE

BXOAMT AaHHOE YCTPOMCTBO

115



=~ OTKPbITAS
PyKoBOACTBO Nnosib3oBatena. HYactb 3 | Hﬁf?gggﬁﬂ

From no-reply@inp1sfcloud03.ompcloud
Subject Mony4eHue thanna noros 57¢1cd74-4697-488¢c-b2ca-d5a06d832e33 or 20.08.2020 08:56:54MSK
To lukinefrem@76a707.0ao.net

HTML Plain text Source MIME

VBaxkaeMblii I0IHL30BATEIb!

@aii1 10r0E 7714 yeTpoiicTea d7cled74-4697-488c-b2ca-d3a06d832e33 pacnoiaraeTcs BO EIOKEHHH K IIHCBMY.

Hata dopmupoeanus daiina yverpoiicteom: 20.08.2020 08:56:54MSK.

,:IaHHOe IHCBEMO cd)op.\mposaﬂo ABTOMATHYECKH, Ha HETO HE HVAHO OTBEYATh.

Bam Aspopa [lentp

PucyHok 90
2.2.10. OTBA3Ka (MCKNtOYEHME) YCTPONCTB U3 FPYNMbl YCTPOMNCTB

BHUMAHWE! HeBO3MOXHO WCKAOYUTL YCTPOMUCTBA M3 AMHAMUYECKOM Tpynmbl
YCTPOMCTB.

Ons  AMHAMWYECKOW Tpynnbl YCTPOMCTB WCKAOYEHME YCTPOMCTB NPOMCXOANT
aBTOMATUYECKM B C/Iy4ae HapyLLIEHUS YCNOBUI NpebbiBaHWA B rpynne.

CKNOYMTDL YCTPOMCTBA M3 CTAaTUUYECKOM rPpynmbl BO3MOXKHO Yepes:

— KapTo4Ky ycTporcTtsa (nn. 2.2.10.1);

— KaTo4Ky rpynnbl ycTporcTts (nn. 2.2.10.2).

2.2.10.1./ckntoyeHmne yCTPOoMCTBA U3 FPYMMbl YyCTPOWCTB Yepes3 KapTOYKY YCTPOMCTBA

[lnAa MCKNOYEHUs YCTPOMCTBA M3 TPYMMbl YCTPOMCTB Yepe3 KapTO4YKy YCTPOMCTBA
HeobX0AMMO BbINONHUTbL Ceaytoline AenCTBUA:

— nepenTn B noapasaen «YCTponcTea» pasaena «YnpasieHne,

— B obnactn punbTpoB BbiOpaThb «MOUCK NO YCTPOMCTBAMY;

— Ha)aTb Ha Ha3BaHMe YCTPOMCTBA 414 Nepexoaa B KApTo4Ky (Npn HeobxoaMMocCTH
BOCMO/1b30BaTbCA duabTpPom (noapasaen 1.5);

— B KapTOYKe YCTPOMCTBA NEPENTN BO BKNAAKY « [ pynnbiy»;

— BbIOpPATbL rpynmny YCTPOWCTB, YCTAaHOBMB rafIovKy B YeKbOKce Ans A0CTyna K CUCKY
ObICTpbIX AencTBuin. lpu HeobxoauMmocTn ana cbpoca BblAENEHUS HaKaTb KHOMKY
«CbpocuTb BblaeneHune» (PucyHok 91 [1]);

— B CMNUCKe ObICTPbIX AENCTBUIM HaXaTb 3HAYOK O «Ucknouuts YCTPOMCTBO M3
rpynnei» (PucyHok 91 [2]);
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Ctpok HacTpasmue: 25 » 1-4 3 4

ELLGENCIN NOBABWTL B rPYMMbI

PucyHok 91

— B OTOOpasMBLIEMCA OKHe MOATBEPXKAEHMA onepauun noaTsepamTb Anbo
OTMEHUTb aencTema (PncyHok 92).

MoaTBEPXKAEHWE ONepaumu

Bei QEHCTBMTEI-HJHO XOTHUTE UCKMKOHNUTb \,’CTDOMCTBO W3 I'D\«‘I'II'IhI?

PN EN MOATBEPOAWTL

PucyHok 92

B pe3ynbTaTe ycnewHoro NoATBEPKAEHMA NOANTUKM ByayT nepekomOUHMPOBaHbI
TakMM 06pa3om, 4To ANA YyCTPOMCTBa OyayT AeNCTBOBATb TONIbKO MOAUTUKM, HA3HAYEHHbIE
Ha rpynnbl YCTPOWCTB M FPYNMbl NOJIb30BATENEN, B KOTOPbIE BXOANT YCTPOMCTBO.

2.2.10.2.0TBA3Ka YCTPOMCTB OT TrPynnbl YCTPOMCTB 4epe3 KapTOYKy rpynnbl
YCTPOMCTB

B cTaTMyeckol rpynne yCcTpOMCTB OTBA3aTb YCTPOMCTBO BO3MOMHO Yepes KapTOYKy
rpPynnbl YCTPOWCTB, BbINONHUB CAeaytolime AeNCTBUA:

— nepenTn B noapasaen «YCTponcTea» pasaena «YnpasieHne;

— B 0obHnacTn dunbTPOB BbIOPaTh «[TOUCK NO rpynnamy»;

— HaXaTb Ha Ha3BaHWe rpynnbl YCTPOMCTBA ANA Nepexoda B KapTouKy (npu
Heobxo4MMOCTN BOCNO/1b30BaTLCA GUALTPOM (Noapasaen 1.5);

— B KapTO4YKe rpynnbl yCTPOMCTBA NepenT BO BKAAAKY «YCTPOMUCTBAY;

— BblIOpPaTb YCTPOMCTBO, YCTAHOBMB rasoyKky B 4yekbokce ANs A0CTyna K CUCKY
ObICTPbIX AeicTBUn. [pn HeobxoaMMocTM ana cbpoca BblAENEHWUS HaKaTb KHOMKY
«CbpocuTb BblaeneHune» (PucyHok 93 [1]);

— B CMMUCKe DBbICTPbIX AeNCTBMIA HaXKaTb 3HAYOK O «Oteazats YyCTPOMCTBa OT rpynnbi»
(PncyHok 93 [2]);
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YCTPOACTBA NONb30BATENM NONUTUKK CUEHAPUM GARNGI NPUNOXEHWA BUTPUHbI CEBSA3KMW KIIOYEN

test_rpynna YCTPOMCTBA  MONUTMKM  CLEEHAPHMM 2
:;TpoﬁCTB_MBaHOBCK /s Tatpans 1 e
3 rpynnayctpoiicte ~ =
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CTpox Ha cTpaHuue: 25 w 1-2m32

- 3AKPbITE MPUBA3ZATE YCTPOWCTBA
+ Hoeblid dunetp v

PucyHok 93

— B OTOOpasMBLIEMCA OKHe MOATBEPXKAEHMA onepauun noaTsepamTb Anbo
OTMEHUTb AencTema (PucyHok 94).

OTBA3Ka YCTPOMCTE OT rpynnsi

Bbl AEWCTBUTENEHO XOTUTE OTBA38TE 1 YCTPOMCTBO OT rpynnbI?

OTMEHA [Rep:hETNL

PucyHok 94

B pe3ynbrate ycnewHom OTBA3KM YCTPOWMCTBA OT rpynnbl  0TobOpa3mTCA
COOTBETCTBYIOLLEE COODLIEHME, MOAUTUKN DyayT NepekomMOUHUPOBAHbI TaKMM 0OPa3oMm,
YTO ANs YCTPOMCTB OyayT AEeNCTBOBATb TONbKO MOJAMUTMKKM, Ha3HA4YeHHble Ha rpynmnbl
YCTPOMCTB M rpynnbl NOAb30BaTeIeN, B KOTOPbIE BXOAMUT YCTPOMCTBO.

2.2.11. ApxnBnpoBaHMe yCTPOMCTBA

oA apXMBMPOBAHMEM MOAPA3yMEBAETCA YyAaneHMe W3 cnncka ao0b6aBaeHHbIX
YCTPOMCTB, NOCAEe Yero yCTPOMCTBO NMOBTOPHO A00aBUTb B KOHCONb agmuHucTpaTopa MY
HEBO3MOHO, @ BO3MOHO TO/IbKO BOCCTAaHOBWUTb. oapobHoe onncaHme BOCCTaHOBAEHMA
YCTPOMCTBA M3 apxmBa NpmBeaeHo B nn. 2.2.12.

Mepen apXMBMPOBAHMEM aKTUBMPOBAHHOIO YCTPOMCTBA HEODXOAMMO OYMCTUTD Ero
C MOMOLLLbIO OMEepaTUBHbIX KOMaHA (. 2.2.9).

ApPXMBMPOBAHME YCTPOMCTBA MOXKET DbITb BbIMOAHEHO:

— B noapasgene «YCTpOMCTBA» C MOMOLLbIO CMMCKA ObICTPbIX  AEnCcTBUM
(nn.2.2.11.1);

— C MOMOLLbIO KapToYKM ycTponcTea (nn. 2.2.11.2).
2.2.11.1. ApxnBNpOBaHME YCTPOMCTBA C MOMOLLbIO CNKCKA ObICTPbIX AENCTBUIM

[lna apx1MBMPOBaAHMA YCTPOMCTBA HEOBXOAMMO BbINONHUTL CAeayowme AeNCTBUS:
— nepenTn B noapasaen «YCTponcTea» pasaena «YnpasieHne;
— B 0b6nacTn dMAbTPOB BbIOPaTh «[MOUCK MO YCTPOMCTBAMY;
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— BbIOpaATb YCTPOWMCTBO, YCTAHOBMB rafiodKy B YekDOKce ANs A0CTyna K CIMUCKY
BbICTpbIX AencTemin. pu HeobxogmMmocTn ans cbpoca BblAENEHUA HaxXaTb KHOMKY
«Cobpocutb BblaeneHme» (PucyHok 95 [1]);

— B CNUCKe ObICTpbIX AEeNCTBMA  BbIBpaTb  3HAYOK [u] «ApPXMBMPOBATLY
(PucyHok 95 [2]);

ga MYNLTUTEHAHT MOHWUTOPWHI YMNPABMNEHWE AOMWUHUCTPUPOBAHUE @ HaTanua MeaHoea (i.ivanova...
YCTPONCTBA NONb30BATENU NONUTHUKK CLIEHAPHUK DARNbI MPUNOXEHWA BUTPUHbI CBA3KM KIOYEN
@ Mowuck no ycTpoicTeam 1 BbiBpaHo CHpOCHTE BEIIENEHN 1 @ 2 = E
. B
+ HoBblit dunbTp v
)| A 5,
_ B INOIP... IMEI 3568992080383892 @ 09.04.202412. 1411202317
Habopbl dpunsTpos ~
A RA0555 S
- BVerpo..  |MEIB42108505552136 @ 09.04.202412.. -
Crpok HacTpanuue: 25 1-26 w3 51303 >
PucyHok 95

— ecnn  BblbpaHHble yCTPOMCTBA OblAM  O4YMLLEHbl, TO OTODOPA3MTCA OKHO
NOATBEPXKAEHUA onepaumn, rae HeobXoAMMO HaKaTb KHOMKY «ApPXMBMPOBATHY
(PucyHoK 96).

BhI,LLEH[—.'H(} \.‘(JT[](JI}IE:[ 8: 2. Bol JJ.E'I:1()1 BUTENEHO XOTUTE UX apXuBMpOBaT b?

OTMEHA APXMBWPOBATL

PucyHok 96

Ecanm oAHO MAM HECKONbKO YCTPOMCTB He OuYMLLeHbl, oTobparkaeTca cooblieHme
(PrcyHOK 97), B KOTOPOM HEODBXOAMMO BbIOPATb COOTBETCTBYIOLLLYIO KHOMKY:

— ONA  apXMBUPOBAHWMA  TOJIbKO  OYMLIEHHbIX YCTPOMCTB  Ha)KaTb  KHOMKY
«ApPXMBUPOBATH TO/IbKO OYMLLLEHHbIEY (PrcyHOK 97);

BelgeneHo yeTpoWcTe: 2, U3 HUX OHMLWEHHBIX: 1

Bl AEACTBUTENEHO XOTUTE MX 3apPXUBUPOBATE?

9 xouy apxueMpoBaTs Bee He3 O4MCTKM

OTMEHA APXWBWUPOBATbL TONbLKO OYMLLEHHBIE
PucyHok 97

— AN1A apXMBUPOBaAHUA Be3 0YMCTKM HeobXoAMMO:

® MOATBEPAUTb apXMBMPOBaAHME OE3 OUYMCTKM, YCTAHOBMB rasioukmM B YeKbokce
(PncyHok 98 [1]);
® Ha)KaTb KHOMKY «ApxmBnpoBaTb Bce» (PrcyHok 98 [2]).
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PyKoBOACTBO No/sib3oBaTenA. YacTb 3

BeigeneHo yCTpolcTe: 1, M3 HUX O4YMLLEHHbIX: O
Bbl AEMCTBUTENBHO XOTUTE UX ApXWBWPOBATDL?

2

1 —I ] xOo4y apxWBMpPOBaTL BCe Ge3 oqwc‘rml
OTMEHA | APXVMBWPOBATDb BCE |

PucyHok 98

B  pesynbTaTe  yCMEeWHOro  apxXMBMPOBAHWMA  yCTpoMcTBa  OTobHpasmTCcA

COOTBETCTBYHOLLEE COODLULEHME, YYETHbIE 3aNMCK YyCTPOoMCTBa ByayT 3abN10KMPOBaAHbI.
MPUMEYAHMUE. ApxmBHble ycTpoincTBa OyayT oToOpaxKaTbCa B CMMCKE YCTPOWCTB,
eCc/M BKAOYEHA COOTBETCTBYHOLLAA HacTponKa (n. 4.1.3).
2.2.11.2 . ApxnBmpoBaHMe yCTPOMCTBA M3 KAPTOYKM YCTPONCTBA

[lna apxXnMBMPOBaHMA YCTPOMCTBA M3 KAPTOYKM HEODXOAMMO BbINOAHUTL CAeaytoLlme
NencTBms:
— nepeunTn B Noapasaen «YCTpoOMCTBa» pasaena «YnpaBaeHume;

— B 0bHnacTn dUNbLTPOB BbIOPATL «[TONCK NO YCTPOMCTBAMY;

— Ha)KaTb Ha Ha3BaHMe YCTPOMCTBA /1A Nepexoaa B KapTo4Ky (Npn HeobxoaMmMocTH
BOCMO/1b30BaThcA duabTpom (nogpasaen 1.5);

— B OTKPbIBLUENCA KapTOYKe YCTPOMCTBA NepeinTn Bo BKAaAKY «COCTOAHMEY;

— HaXKaTb KHOMKY «ApxmBMpoBaTb» (PucyHok 99);

@) HaTanus Vsatoea (iivanova...

ga MYNBTUTEHAHT MOHWUTOPUHI YMNPABNEHWE AOMWUHWUCTPUPOBAHWE

YCTPOWCTBA MONL3CBATENK NONUTUKK CLEEHAPHUK DA MPUNOXEHWA BUTPUHbI CBASKM KJIOYER

Mashtab TrustPhone COCTOAHUE YMPABNEHWE MONb30BATENKA rPYnNnbl NONUTHUKK CUEHAPHIK YOANEHHbIM QOCT >
rd -

T

CmapTdoH ABpopa ~ OocTynHsle 4na ynpasneHus -

Tekywee Lleneeoe WMameneno WcTouHmk

D 4
B
B
I ¥Y230417001574

Mony4eHne KOMaHg,
I 20:72:00:4f:26:22

a8bdBe-befh- w HaasaHwe

5
548305509704
548305509704, ~ Kowdurypaums

Kaxapie 4. 00.04.202412:28

3
3

APXWBWPOBATDb

B npouecce akTUsaUMM 3AKPbITE | AKTMBMPOBATD

41.06+2 -

PucyHok 99

— ecnn yCTpOlZCTBO HE OYNLEHO, OTO6pa3l/ITCFI cooTBeTCTBYlOLWlEE COO6LLI,eHl/Ie. ana

NOATBEPXKAEHNA  aPXMBMPOBAHMA HEODOXOAMMO Ha)KaTb KHOMKY «ApPXMBMPOBATHY

(PncyHok 100).

YCTpPOWCTBO HE 04YMLLEHO. Bbl XOTWUTE €r0 apXMBMPOBAaTL?

OTMEHA APXUBWUPOBATDL

PucyHok 100
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B  pe3ynbTaTe  yCMeWHOro  apxmMBMpPOBaHMA  yCTponcTBa  oTobpasmTca
COOTBETCTBYHOLLEE COODLLIEHME, YYETHbIE 3aMMCKU YCTPONCTBA DYayT 3aDN0KMPOBaAHbI.

MPUMEYAHUE. ApxmBHble ycTponcTBa byayT oTobpaxKaTbCA B CMMCKE YCTPOMCTB,
eCc/n BKAOYEeHa COOTBETCTBYHOLWAA HacTponKa (n. 4.1.3).

2.2.12. BoccTaHOBAEHME YCTPOMCTB M3 apXm1Ba

[ns oTobpakeHMa apXMBHbIX YCTPOMCTB B NoApa3aene «YCTPOMCTBa» B HACTPOMKAX
[OMKeH ObITb akTUBEH NepekntoyvaTenb «OTobparkaTb apxXxmBHbIe ycTporcTea» (n. 4.1.3).

Mpn BOCCTAHOB/IEHMM YCTPOMCTB M3 apxMBa BOCCTAHAB/IMBAKOTCA BCE €ro CBA3U C
rpynnamm m noib3oBaTeNsaAMM.

[1ns BOCCTAHOB/AEHMA YCTPOMCTBA M3 apxMBa HEOBXOAMMO BbINONHUTL CAeaytoLine
NENCTBUA:

— nepenTn B noapasaen «YCTponcTsa» pasgena «YnpasneHme;

— BblbpaTb apxmMBHOE YCTPOMCTBO, YCTAHOBMB rasiouKy B Yekbokce Ans Aoctyna K
CNUCKY BbICTpbIX AencTBuid. MNMpn HeobxoammocTn aAna copoca BbliaeneHmns Heobxoammo
HaXkaTb KHOMKY «CHpocuTb BblaeneHme» (PucyHok 101 [1]);

— BbIOpPaATb 3HAYOK @ «AKTMBauma yctponcTs» (PucyHok 101 [2]);

ga MYNbTUTEHAHT MOHWUTOPUHI YMNPABNEHWE AOMWUHUCTPUPOBAHWUE @ Hatanwa MeaHoea (i.ivanova...
YCTPOWCTBA NONbL30BATENW NONMUTHUKWX CUEHAPUMK DAANGI MPHUNOXEHWA BHUTPWHbI CBA3KW KJOYEN

® Mowck no ycTpolcTeam 1 BeIBpaHo

g 5 55 35 55
_ g IMEI 354830550970406, 354830550970414 09.04.2024 13-... 09.04.2024 13-..

+ HoBblid bunetp £

AkTvBHbIe bunbTpei (1) v

CTpok Ha cTpanuue: 25 w 1-Tmal

PucyHok 101

— B OTOOPAa3mBLUEMCA OKHE aKTMBALMKM YCTPOMCTB YCTAHOBUTb rasio4ky B Yekbokce
«MepeHeceHo B apxuB» (PucyHok 102 [1]) 1 HaxkaTb KHoMKyY «Jdanbwe»(PucyHok 102 [2]).

AKTUBaUMA YCTPOUCTB >

o BoiGop ycTpoicTe

Bcero BbI6paHo yCTponcTs: 1

MNepeHeceHo B apxue 1 —1

PucyHok 102
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Mpyv HanUMuMM y YCTPOMCTB CBA3EM CO CTAaTUCTUYECKMMK rpynnamu  u/wmam
nosb3oBaTensMnM Ha Wware «BoccTaHoBneHWe cBA3er» HeobxoAMMO NOATBEPANTb
BOCCTAaHOB/IEHWE CBA3EW, YCTAaHOBMB rasoyky B 4yekbokrce (PucyHok 103 [1]), © HaskaTb
KHONKY «Janble» (PucyHok 103 [2]). JaHHbIM War noapa3yMmeBaeT BOCCTAHOBAEHMWE CBA3EN
C rpynmnamm yCTPOMCTB U MOMb30BATENAMM U NMPUMEHEHME COOTBETCTBYIOLLMX MOANTUK U
odnalH-cueHapmes. Mpu OTCYTCTBMM HEOBXOAMMOCTN BOCCTAaHOB/IEHMS CBSI3ei YCTaHOBKaA
ra/l04KkM B YekboKce Ha «BoccTaHOBUTL BCe CBA3M» He ABAsieTCA 06s3aTebHOM.

AKTWBaUMSA YCTPOMCTB x

° Beibop ycTpoicTe

Bcero sbibpaHo ycTpoicTs: 1

o BoccTaHoeneHue ceazei
I BocCcTaHOBWTL BCE CBA3K & I— 1
INOI P4903 358992080383892 v
HA3ALQ
2

PucyHok 103

[lanee aKTMBMpPOBATb YCTPOMCTBA BO3MOXHO OAHMM M3 CNOCODHOB:

— HaxkaTb KHOMKy «OTnpaBuTb Ha Email» (PucyHoKk 104 [1]), B OTKPbIBLIEMCA OKHE
BBECTW aZpecC 3N1EeKTPOHHOM NOYTbI M AaNee HaxaTb KHOMKy «OTNpaBuTby;

— HaXkaTb KHOMKY «AKTUBaLMA BPYYHYIO» (PucyHOK 104 [2]) n fanee HaxKaTb KHOMKY
«[1pOAOIKNTEY.

AKTMBaLMS YCTPONCTB p 4

° Buibop ycTpoitcTe

Bcero BbibpaHo ycTpoWCTB: 1

° BoccTaHosneHue cenzel

INOI P4903 358992080383892 ~

o AkTMBaUMA

BuibepuTe gencTeune

g{% AKTUBALIMA BPYYHYIO

| |
1 2

OTMNPABUTb HA EMAIL | D 3ATPY3WUTL JSON

HA3ALQ

PucyHok 104
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B pe3ynbtate Oyaer creHepupoBaH M oTobpakeH QR-Koa Ana akTMBaLMKM M
oT0bpa3saTca coobuleHna «CBA3M aPXMBHbIX YCTPOMCTB BOCCTAaHOBAEHbI» U «[lpouecc
CO34aHMA YYETHbIX 3aNMCen YCTPOMCTB 3anyLLEH ».

[1ns 3aBeplueHns akTmBauymm HeobxoaMMo OTCKaHMpoBaTb QR-KoA Ha yCTpOMCTBe.
OnucaHne npougecca akTMBaLMKM YCTPONCTB NPUBEAEHO B JOKYMEHTAX:

— «PykoBoacTBO nosib3oBatend. Yactb /. [lpunoxeHue «Aspopa LeHTp» anA
OonepauyoHHOM cncTeMbl ABPOPaY;

— «PykoBoacTBO nosb3oBatend. Yactb 9. [llpunoxeHne «Aspopa LeHTp» AnA
onepaunmoHHoM cuctembl Android».

2.2.13. YaoaneHue rpynnbl YCTPOMUCTB

MPUMEYAHUE. TMepen  yaaneHuem  rpynnbl  YCTPOMCTB  HeobHX0AMMO
npeaBapuUTeNbHO UCKAKOUYMTL BCE YCTPOMCTBA M3 rpynnbl B cooTBeTCTBMKM ¢ n. 2.2.10.

BHUMAHUE! N3 1Y BO3MOMKHO YAanuUTb TONbKO CTAaTUYECKYIO TPynmny YCTPOMCTB
(rpynny ¢ Tunom E3 «Mpynna yctpoiicte»).

[locne MCKAOYEHUS BCEX YCTPOMCTB M3 Fpynnbl AaHHAA rpynna YCTPOMCTB MOXKET
ObITb YaaneHa 13 Y. 1na atoro Heobxo4MMO:

— nepeunTn B noapasaen «YCTponcTea» pasaena «YnpasieHne;

— B obnactn punbTpoB BbIbpaThb «[TOKUCK NO rpynnamy;

— HaXaTb Ha Ha3BaHWe rpynnbl YCTPOMCTBA AN Nepexoda B KapTouKy (npu
HeobxoAMMOCTM BOCNONb30BaTLCA GUALTPOM (Nnoapasaen 1.5);

— B OTKPbIBLIENCA KapTo4yKe NepenTy BO BKAAAKY «YCTPOMCTBA» W yAannTb BCE
ycTponcTea m3 rpynnsl (nn. 2.2.10.2);

— B KapTou4Ke rpynnbl YCTPONCTB HaxKaTb KHOMKY «YaanuTb» (PrcyHok 105);

ga MYNbTUTEHAHT MOHWUTOPUHI YMNPABNEHWE AOMUHUCTPUPOBAHKE @ HaTtanua MeaHosa (i.ivanova

YCTPOWCTBA NONbL30OBATENWX NOAMTHUKHK CUEHAPHUWM ©AWNBI NPUNOXKEHWA BUTPUHBI CBA3KMW KITHOYEN
test_rpynnbl MY o YCTPOMCTBA  MOMUTUKA  CLIEEHAPUM
03 rpynnaycTpoiicTs ~ YcTpoicTea Bxoaswme B rpynny

™ 85187343-1677-4

26.09.2022 12:26

26.09.202212:28 lNoynna HECDQEDKHTVCTDUE‘CTS

CTpox Ha cTpaHule: 25 0-0uz0

+ HoBblii dunbTp ~ EEVCUS  NPUBASATL YCTPOWCTBA

PucyHok 105

— B OTOOpasmBWwemcsa okHe (PucyHok 106) noaTBepAnTb MO0 OTMEHUTL AENCTBUA.

Yoanexve rpynnei

Bbl 4EMCTBUTENBHO XOTHMTE YAANUTb Fpynny?

OTMEHA [RJiEt LYY

PucyHok 106
B pe3ynbTaTe ycnewHoro yaaneHnsa otobpasmTtca COOTBETCTBYOLLEE COODLIEHME.
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2.2.14. O4ncTKa YCTPOMCTB A0 3aBOACKMX HACTPOEK

NMPUMEYAHUE. BusHec-cueHapui NO 3SKCTPEHHOMY BbIBOAY YCTPOWCTBA M3
3KCnAyaTauMm HeaocTyneH Ans yctponcts Ha 6aze OC cemelncTtsa Linux.

[Onsa cbpoca ycTponcTtBa A0 3aBOACKMX HACTPOeK HeobxoAMMO Ha3HauuUTb
onepaTmeHyto KomaHay «OumcTKa yctponcrea» (cm. Tabamua 30) B cooTBeTcTBMM C M. 2.2.9,
B pe3y/abTaTe Yero oTobpasnTcA OKHO MOATBEPKAEHNA ONepaLmm, rae HeoOX0AMMO HaXKaTb
KHOMKY «Ounctntb» (PrcyHok 107).

OuyMcTKa YyCTPOMCTBA

Ipw BEINONHEHWK BEIDPAHHOM ONepaumMy YCTPOMCTEO ByAEeT O4YMLIEHO A0
3aBOACKOrO COCTOAHWA. YNpaeneHre ycTpoicTBOM ByneT HeAoCTyMNHO.

Bbl 0EACTBHMTENBHD XOTUTE OYUCTUTL YCTPOMCTBO?

OTMEHA OYUCTUTL

PucyHok 107

B pe3ynbTaTe ycnewHoMm O4YNCTKM BCE AaHHble MOb30BaTENA YCTPOMCTBA, BKAKOYAA
NaHHble C BHellHero Hocutens (KapTa namaty microSD) yaanaTses.

BHUMAHME! He pekomeHayeTcs npepbiBaTb OYUCTKY YCTPOWCTBA, T.K. AN
nocneayoLLero BrkAtYeHMA noTpebyeTtca nepeyctaHoBka OC.

[Mocne 3aBeplleHMA OYMCTKM Ha YCTpOoMCTBe OyayT BOCCTAHOB/IEHbI 3aBOACKME
HaCTPOMKK. [nA ynpasBAeHMA O4YMLLLEHHBIM YCTPOMCTBOM C/AedyeT aKTMBMPOBATb €ro
nosTopHo (Nn. 2.2.8).

Mpn aKTUBALMK YCTPOMCTBA NOCAE NOAHOM OYMCTKM Ha HeM DyayT AeNCTBOBATb BCe
NO/IMTUKM, PaHEe Ha3HaYeHHble Ha rpPynnbl YCTPOMCTB WMAM MNONb30BaTENEN, B KOTOpPblE
BXO/AMT 3TO YCTPOWNCTBO.

2.2.15. BbiBOA YCTPOMCTBA M3 IKCNyaTaALUM

BHUMAHME! BbiBoa ©3 3KcnayaTauum AOCTyNeH Ana YCTPOMCTB B CTaTyce
MU3HEHHOTO UMKNA «AKTMBMPOBAHOY». B MHbIX C/1ly4adAx KHOMKa «BbIBECTU M3 SKCNIyaTaumMm»
byaeT He aKTMBHA.

[1ns 3KCTPEHHOro BbIBOAA YCTPOMCTBA M3 3KCNAyaTaumMm HeobxXxoAMMO BbIMOAHUTD
cneayolme AencTBmA:

— nepenTn B NoApasaen «YCTponcTea» pasgena «YnpaBaeHne»;

— B 0bBnacTn dunbTPOB BbIOPATL «[TOUCK NO YCTPOMCTBAMY;

— Ha)KaTb Ha Ha3BaHMe YCTPOMCTBA /1A Nepexoaa B KapTo4Ky (Npn HeobxoaMmMocCTH
BOCMO/1b30BaThcA duabTpPom (nogpasaen 1.5);

— B OTKPbIBLUENCA KAapTOYKe YCTPOMCTB NepenTn BO BKAAAKY «CLeHapumn»;

— HaXKaTb KHOMKY «BbiBECTM M3 aKcnayaTauum» (PucyHok 108);
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ga MYINBETUTEHAHT MOHWUTOPHHI YINPABINEHHE AOMHUHWUCTPMPOBAHWE @ Hatanwa MiBaHoBa (i.ivanova..

YCTPOWCTBA NONbL30OBATENN NONUTHKK CUEHAPMU DAL APUNOXEHWA BUTPUHLI CBA3KM KIMIOYER

Mashtab TrustPhone COCTOAHME  YMPABMEHWE  TMO/Mb30BATENM  TPYMMbl  MONMTMKW  CLEHAPMM  YOANEHHbIM >
T -

OdnanH-cueHapum
CmapTtdon Aspopa ~

Ih 45a9bd8e-b9f5-
I 3548305509704 Ha yCTpoRCTBC He HE3HaYEeH HM OOWH ObnaiH-cUeHapri
Ih 3548305508704
B YY230417001574

B 20720042622 SAKPBIT
PucyHok 108

— B OTOOpasmMBWIEMCA OKHe noATBepXAeHua onepauun (PucyHok  109)
NoATBEPAUTL NMOO OTMEHUTL AeNCTBUA.

BelBOA YCTPOMCTBA M3 aKCMNyaTauuu

YctpoicTeo ByneT 3a610KMPOBaHO M OHYMLLIEHO.
Bbl yBEPEHLI, YTO XOTUTE BLIBECTH YCTPOWCTEO U3 3KCMTYATaLMKU?

PucyHok 109

B pes3ynbTaTte ycnewHoOro BbIBOAA YCTPOMCTBA M3 3KCM/yaTauMM B TeyeHume
HEKOTOPOro BPEMEHMW Ha YCTpOoMCTBe ByayT BbINOIHEHbI CAeAytoLine onepaunm:

— BnoKMpOBKa 3KpaHa (C BbiBeAeHMEeM cooblleHMA «YCTPOMCTBO BbiBEAEHO W3
aKcnAyaTaumm»);

— OYMUCTKa yCTpoMcTBa (COPOC K 3aBOACKMM HACTPOMKaM);

— APXMBMPOBAHME YCTPOIMCTBA (YAaneHme 13 Cnmcka yCTpOMnCTB).

MPUMEYAHME. CueHapuin 3anycTUTCa Npuy creayrolem NoAKA0YEHWM YCTPOMCTBA K
cepsepy Y.

2.3. Noppasaen «onb3oBaTenn»

MNoapasgen «llonb3oBaTenn» KoHCoAM agMUHUCTPaTopa (1Y npeaHasHadeH AnA
ynpaBaeHMA N01b30BaTENAMM UM TPyNNamm NONb30BaTENEN.

[Ona nepexona B nogpasfaen HeobxoAMMO B BEPXHEM naHenu BbibpaTb pasaen
«YnpasneHue», noapasgen «lonb3osBatenn», B pesynbtate 4yero B pabouelt obnactu
oTobpasmtca  MHPOpmMauMA O  MOAb30BaTeNsAX WMAM  rpynnax  nojb3oBaTenen
(PucyHok 110 [2]).

MPUMEYAHME. [1na oTobpaxkeHna rpynnbl Noab3oBaTenein Heobxoanmo B obnactu
dunbTpoB BbIOPaTh «[Momck no rpynnam» (PucyHok 110 [1]).
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ga MYNLTUTEHAHT MOHWUTOPWUHI YMNPABNEHWE AOMUHUCTPHUPOBAHKWE @ HaTtanwa Mearosa (i.ivanova...

YCTPOWCTBA NONL3CBATENW NONMTHUKK CUEHAPWK DAWNDI NPHUNOXEHWA BUTPUHEI CBA3KM KJTHOYEN

® Mowck No nonbaosaTensm Monb3oBaTenu
+ Hoebiit dpuneTp v
fAkosnee 3MHOE... ga-ykudrjavtse... 0628106... 1 — 11.04.202...
Habopbl punbTpos v
AratboHos Cae.. ga-darja67@d... 2616686 1 — 11.04.202..
Cepreee Mapk .. ga-dkulakov@... 0275094 — 1 11.04.202..

Crpox Ha cTpammue: 25 « 1-25 13 2563 >

PucyHok 110

B pabouet obnactm mHPopmauMsas O MONb30OBATENAX W TPyMNMNax Mnosb30BaTeNeM
oTobpaykaeTcs B cTonbuax, npuBedeHHblx B Tabauue (Tabnauua 31), a npu OTCYTCTBUM
nobaBneHHbIX NONb30BaTENEN MAM TPYNN NOb30BaTeNel oTobparkaeTca coobuieHne «HeT
AaHHbIX.

MPUMEYAHME. 3HayeHMAa cTonbLoB MOryT bbiTb OTCOPTUPOBAHDI: OT CTapbIX K
HOBbIM, “* OT HOBbIX K CTapbIM.
Tabnunua 31
MNapameTp OnucaHue
lNonb3oBatenu
Tun Tun nonb3osaTena (MpunoxeHne 1)
Nma dammnma, Umsa M 0TYECTBO NOb30BaTeNA (NpeacTaBaAeT cobol

dKTUBHYIKO CCbINIKY, MPU HAXKaTUKM HA KOTOPYHO NMPONCXOANT nepexos K
KapTo4Ke I'IOJ'Ib3OBaTEJ1H)

Email DNeKTPOHHAaA NoYTa No/b30BaTeNA
TenedoH Homep TenepoHa nonb3osatena
YcTpoiicTea KoanyecTBo yCcTpOMCTB, NPMBA3AHHbIX K MO/1b30BATENHO
Mpynnbl KonnyecTBo rpynn, K KOTOPbIM NPUBA3aH NOb30BaTe b
ObHoBNEHO [aTta obHOBNEHMUS
[pynna nonb3oBaTeneu
Tun Tun rpynnsl nonb3osaTenen (Mpunosxkerune 1)
Mpynna — Ha3BaHWe rpynnbl Noab3oBaTeNel (NpeacTaBnseT cobom akTUBHYIO

nonb3oBaTesnen CCbINIKY, MPU HaXKaTUM Ha KOTOPYHO NMPOUCXOAUT NEPEXOL, K KapTouKe
rpynmnbl Noab30BaTeNen);

— KOMMEHTapUI - JoNOAHUTENbHAA MHPOPMaLMA (3anoaHAeTCs npu
HEeobXxoAMMOCTH)

MNonb3oBaTtenen Konmnyectso I'IO/'Ib3OBaTe/'Iel\/lI, NMPUBA3aHHbLIX K rpynne
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MNapameTp OnuncaHue
YCcTpomncTs KonnmyecTBo yHMKaNbHbIX YCTPOMCTB, MPUBA3AHHbIX K MO/1b30BaTENAM
rpynnol
O6HoBNEHO [aTa obHOBAEHMA rpyNMbl

B KoHconn aamuHuctpaTopa [Y npeaycmoTpeHa BO3MOXHOCTb A00aBAeHUS
nosib3oBaTenen UaM rpynn Noab3oBaTener oAHUM M3 caeayroLmMx cnocobos:

— BpyYHyto (n. 2.3.1mn. 2.3.2);

— c nomoubto umnopTa CSV-danna (n. 2.3.3);

— cnomoulbto umnopTa 13 LDAP-cepsepa (nn. 4.1.4.3.1).

2.3.1. [JobaBneHune nonb3oBaTensa YCTPOMCTBA BPYUYHYHO

[na pobaBneHns nonb3oBaTens BPYYHYD HEOOXOAMMO BbIMOAHWTL Caeaytollme
NencTBms:

— nepenTn B nogpasaen «lonb3oBaTenn» pasgena YnpasneHue;

— HayKaTb KHOMKY «/106aBUTbY;

— B PaCKpbiBalOWEMCA Crnucke BblOpaTb NYHKT «/1o6aBUTb MNO/Nb30BaATENNA»
(PncyHok 111);

ga MYNBTUTEHAHT MOHWUTOPUHI YMPABNEHME AOMWHUCTPUPOBAHUE @ HaTtanua MeaHoea (i.ivanova...

YCTPOWCTBA NONb30OBATENHM NONUTHUKK CLEEHAPWHK ®AWNbI NPHUNOXKEHWNA BUTPKUHbI CBA3KW KITHOYEN

Mowvck Mo rpynnam
@ TMouvck No NoMbL30BaTENaM Oob6aenTk Nonb3oBaTENA
[obaBwTe CTAaTMHECKYHD rpynny
+ HoBblid GuneTp v [No6aeuTe AMHAMWHECKYD rpynny
:udrjavtse.. 0628106.. 1 — 11.04.202...
HNobasute Nz CSY
HaBopbl dunsTpos v
Aragonos CaB... ga-darjag7@d... 261668... 1 — 11.04.202_.
Ceprees Mapk ... ga-dkulakov@.. 0275084... — 1 11.04.202..

CTpok Ha cTpanuue: 25 w 1-25 na 263 >

PucyHok 111

— B OTKpbIBWIEMCA OKHe (PucyHok 112) BBecTM [aHHble O No/b3oBaTene
(Tabnnua 32);

Tabnunua 32
MNone sBOAA 3HayeHue NMpumevanue
dammnua dammnma nonb3osBaTena Mone 0b6a3aTenbHO ANA 3aMNONHEHUS
Mma MimAa nonb3oBaTtens MNone obA3aTeNbHO AN 3aN0HEHUS
OT4ecTBO OT4ecTBO NO/Ib30BaTENA Mone He 0b6a3aTenbHO ANs
3aMo/IHeHMA
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MNone BBOAa

3HayeHue

NpnumeyaHme

MoyTa paboyan

Pabo4yuni email nonb3osaTena

Mone ob6a3aTenbHO A8 3aN0JHEHMA U
ABNAETCA NAEHTMOMKATOPOM
nonb3osaTens Aspopa LleHTp

[oKHOCTb [1OoMKHOCTb NONb30BaTENA B Mone He 0b6s3aTeNbHO ANA
KOMMaHWM 3ano/iHeHuA

TenedoH Homep pabouero tenedpoHa Mone He obs3aTenbHO ANA

pabouni nosib3oBaTtens 3ano/iHeHuA

— nocse 3anNoaHeHNA NoNen noaTrBepAnTb MO0 OTMEHUTD CO34daHNMne NoAb30BaTeENA

(PrcyHok 112).

CospaHne nonb3oBaTensa BPy4YHYO

ViBaHoBa Mapwsa

[1122334452| |

MeTpoBHa testl1@test.ru

PucyHok 112

B  pesynbTaTe  ycnewHoro  AobaBaeHUsA Nob30BaTeNA oTobpasmnTca
COOTBETCTBYlOLEe coobuleHMe N OTKpoeTCA ero KapTovka. OnmcaHme npouecca paboTbl C
KapTO4YKoM noab3oBaTena npmseaeHo s n. 2.1.3.

2.3.2. [1obaBneHue rpynnbl NONb30BaATEIEN BPYYHYHO

Mpu fob6aBneHUM TPYNMNbl NONb30BaTENEN B PYYHYHO AOCTYMNHO:
— pobaBneHne cTaTUYeckon rpynnel nonb3oBatenen (nn. 2.3.2.1);
— pobaBneHne AMHaMUYecKom rpynnbl nonb3osaTtener (nn. 2.3.2.2).

2.3.2.1. [JobaBneHe CTaTU4E€CKOM rpynmbl NONb30BaTENEN

NMPUMEYAHUE. CoctaB npaBua CTaTUYECKOM rpynmnbl AAMUHUCTPATOP MOMXKET
PeaKTMPOBaTb BPYYHY!O.
[na nobasneHuna cTaTMYecKoM rpynnbl NOAb30oBaTeNel HeobXxoAMMO BbINOAHUTL
cnepytouine AencTeumA:
— nepenTtn B noapasaen «lonb3osatenm» pasaena «YnpaBaeHue;
— Ha)KaTb KHOMKY «J106aBUTbY;
— B PaACKpbIBAOWEMCA CMUCKe BblOpaTb NMYHKT «/06aBUTb CTAaTUYECKYO Tpynny»
(cm. PucyHok 111);
— B OTKpbIBWEMCA oKkHe (PucyHoK 113) 3anonHnTb nons (Tabamua 33).
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Tabnunua 33
MNone sBoaa 3HayeHue MpumeyaHue
Nma rpynnbl HasBaHwue rpynnbl Mone 06s3aTeNbHO AN1A 3aNO/IHEHUA.
no/sb3oBaTenen Ha3BaHwue rpynnbl noab3oBaTeNnemn

AO/IKHO BbITb YHUKANbHBIM

HOMMeHTapMVI JlononHuTenbHan MHd)OpIV\aLI,MFI [Mone He 0b6a3aTenbHO ANA 3aNOHEHNA
Krpynne Nonb30BaTENEM

— HaxkaTb KHoMKy «Co3aaTb» (PncyHoK 113).

CospgaHue rpynnel non b30BATENEN

test_rpynna

OTMEHA
PucyHok 113

B pe3ynbTaTe ycCnewHoOro co3daHua rpynnbl Noab3oBaTenen otobpasnTtca
COOTBETCTBYlOLlEE COODUIEHME W OTKpPOeTcA  KapToyka [AobaBaeHHOM  rpynnbl
nonb3oBatenen. MoapobHoe onucaHue paboTbl C KAPTOYKOM TPYyNMbl MO/Ab30BaTENEWN
npueegeHo s n. 2.1.4.

2.3.2.2. [1obaBneHune AMHaMUYECKOM rpynnbl NONb30BaTeNEN

[nHammyeckasa rpynna — 3TO rpynna c 3a4aHHbIMK YCNOBMAMM, NpKn cobNtoaeHNN
KOTOPbIX NO/Ib30BATEIM MOMNALAIOT B FPYMNNy aBTOMATUYECKM.

NMPUMEYAHMUE. Henb3a co3gatb HECKOABKO AMHAMWYECKMX TPYNM C OANHAKOBbLIMM
ycnosmamun. B cnaydae nonbITKM co3aaHuAa ewe 1 AMHAMMYeCcKoM rpynnbl 0TOBpasmTcs
coobuleHne 06 owunbke. Takyto Tpynmny HEBO3MOXHO VYaAanuUTb (KHOMKa «YaanuTby
HeaKTUBHa).

NMPUMEYAHMUE. Mepen Tem, Kak co3aaTb AMHAMMYECKYIO FPynny MO/b30BaTENEWN,
HeobXxoAMMO HACTPOUTb MHTerpaLmio c cepsepom LDAP (nn. 4.1.4.3).

Ona pobaBneHna AMHAMWYECKOW rpynnbl HEODXOAMMO BbINOAHWUTL CAeaytolime
NencTens:

— nepeunTtn B noapasaen «flonb3osatenm» pasaena «YnpasneHue;

— HaXaTb KHOMKY «[100aBUTbY;

— B PACKpbIBaOLWEMCA CNMCKe BbIbpaTb NYHKT «[106aBUTb AMHAMUYECKYIO TPYNMY»
(cm. PucyHok 111);

— B OTKpbiBLIEMCSt OKHe (PucyHOK 114) 3anonHUTbL Noas, NnpuBeaeHHble B Tabaunue
(cm. Tabaumua 33);
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— B 610Kke «[MpuHUMN A06aBAeHMA B TPYNNy» B PACKPbIBAKOLWEMCA CMMCKe 3a4aTb
3HaYeHMe A0NONHUTENbHOro aTpmbyTa, N0 KOTOPOMY Moab3oBaTenn byayT nobaBneHbl B
ANHAMUYECKyto rpynny;

— HaKaTb KHOMKy «Co3aaTby.

B pe3ynbTaTe ycnewHOro co3gaHuA rpynnbl noab3oBaTenei otobpasmTca
COOTBETCTBYlOWEE COODlLIEHNE WM OTKPOEeTCA  KapToyka [AobaBiAeHHOM  rpynmnbl
nonb3osBaTenen. [oapobHoe onucaHme pPaboTbl C KAPTOYKOM Trpynnbl MNOMAb30BaTENEN
npmueeneHo s n. 2.1.4.

ga MYNBTUTEHAHT MOHUTOPUHI YMNPABNEHUE AOMWHUCTPUPOBAHWME @ Hatanua Mearoea (i.ivanova...

YCTPOWUCTBA NONbL30OBATENU NONUTHUKKM CLEHAPHH ©AWNDI MPHUNOXEHWUA BUTPUHBGI CBA3KW KITOYEN

< Co3paHWe oUHaMUYECKOW rpynnbl nonb3oBaTenem

MpuHumn gobaeneHuns B rpynny

Mo AoNoAHUTENBHLIM
® aTpubyTam Nonb3oBaTens
LDAP

OTMEHA

PucyHok 114

2.3.3. [lobaBneHune nonb3oBaTener WAM rpynnbl No/b30BaTeNeM C MOMOLLbHO
CSV-¢panna

[lobasneHne n OOHOBAEHWE, a TaKKe MPMBA3KY MN0/Ab30BaATENEN WAM TPYNN
nonb3osaTtenei B 1Y MOXHO BbINO/NHWTbL C MOMOLLbIO NOArOTOBNEHHOrO WabsoHa umnopTa.
LLlabnoH npenocTtasnsaetca B Buae CSV-daina.

2.3.3.1. WabnoH CSV-dpainna

CSV-daitn BO3MOXKHO CO34aTb BPYYHYHO MM CKa4aTb M 3aMNONHUTL WabAOoH.

[ina 3arpy3ku wabnoHa CSV-daina HeobxoaMMO BbINOAHUTL CAeaytollme AeACTBUA:

— nepeunTtn B noapasaen «flonb3osatenn» pasaena «YnpasneHume;

— Ha)KaTb KHOMKY «/106aBUTbY;

— B pacKpbiBatOWEMcs  Cnucke BblbpaTb  NyHKT  «[obaButb 13 CSV»
(cm. PucyHok 111);
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— B OTKPbIBLUEMCA OKHe HaxKaTb «LlabnoH .CSV dy (PucyHok 115), B pesynbTtaTte
yero wabnoH dpanna gna nmnopTa byaet BbirpyxeH Ha IBM. TpeboBaHMA K 3aNONHEHMIO
CSV-dpannos npuseaeHsl B Tabanue (Tabnmua 34).

WMmnopt nons3soearenei us CSV

MM umnopTupyemMoro daiina .csv = —

Pazmep meHee 400 Mb = 3aronosku cTon6uos = Moprotoeka daina ana umnopta 3
Kogupoeka UTF-8 = CTpokun = HacTpoiikv umnopta Ha 1 ware (3
Dopmat CSV — Bcero ownbok — La6noH .CSY 3,

Ocofble ycnoBWA MMNOPTUPOBaHKUA

Ecnv owubku B pacnos3HaBaHum MpekpaTUTL UMNOPT W BEPHYTH hain ¢ onucadueM owmbox + | (@)
Ecnu HanoxeHne 3anucei MIrHOpWMPOBATL HOBYIO 3aMWCh, OCTaBWTL cTapyilo v | (@)
MMnopT nonb3oBaTeneil B rpynny ABTOMATWYECKM CO3[ATE HOBYIO FPYMMY C BPEMEHEM 1 AaTol umnopTa v | (&)

BbléEpMTe WY NepeTawnTe B 3TO OKHO
3aMONHEHHBIN :bafr‘m C NONb30BaTENAMM

3AKPbITE

PucyHok 115

Mprmep 3anonHeHHoro CSV-daina:

GROUP, EMAIL, FIRST NAME, LAST NAME, PATRONYMIC, JOB_TITLE, PHONE NUMBER, IMEI, SN, ETHERNET MAC, WLAN MAC
Nons=oBaTem INOI T10,i.ivanov@doc.ru,Wrops,Banos, , Jexypuuiz, 9000900000, 350081328638495, ,,

Nonbp3osaTemu MIG C5S5,d.dolin@doc.ru, Dmrpuit, Jomus, , Pyxosomurens, 9000100000, 35042245376065¢, , ,
TaKe BO3MOXHO 3anonHunTb CSV-dain B TabanyHom suae (PrucyHok 116).
Mpumep:

GROUP EMAIL FIRST_NAME LAST_NAME PATRONYMIC JOB_TITLE PHONE_NUMBER IMEI SN ETHERNET_MAC WLAN_MAC

Nonvsosarenun INOI T10 iivanov@doc.ru Urops Wsanos LexypHbii 9000900000 350081328638495

Nonbsosarenn MIG C55 d.dolin@doc.ru  Amutpuit Lonny Pyxosogurens 9000100000 350422453760656

PucyHok 116

MPUMEYAHME. Mpn BonblimMx 3HaYeHuax yucen (Hanpumep, IMEI) Heobxoanmo
BbI6paTb YMCN0BON GOPMAT AYEMKM M KONMYECTBO AECATUYHbIX 3HAaKOB, pasHoe 0.

®ann ana umnopTa A0NKEH COOTBETCTBOBATbL CAeAyOLINM TpebOBaHMAM:

— pa3mep ¢arna He gonxeH npesbiwaTte 400 MB. MMIMnopTupoBaTb pana paamepom
400 MbBb pekomeHAyeTca Npu CKOPOCTU NoAKAOYeHNs K ceTh MHTepHeT 100 MbuT/cek u
Bbie. EcnM CcKOpocTb noAxatoveHua K cetn  WHTepHeT meHee 100 MbwuT/cek,
peKoMeHayeTcs pa3aennTb Gann Ha HACKO/IbKO YacTel M 3arpy»KaTb MX NOOYEpPeaHO;

— dopmat dparna — .csv;

— KoampoBska panna — UTF-8;

MPUMEYAHMUE. CkauvaHHbih WwabnoH CSV-banna MMeeT HyXHblin dopmaT W
KOAMPOBKY;
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— nepBas CTpoKa dalrna A0/MKHA COoAEeprKaTb HA3BaHWA MNONEN C pPa3deNUTeENEM
(Hanpumep, "GROUP,EMAIL,FIRST_NAME,LAST _NAME,PATRONYMIC,JOB_TITLE,PHONE_N
UMBER,IMEI,SN,ETHERNET _MAC,WLAN_MAC,STRATEGY").

MPUMEYAHUE. Mocne WLAN_MAC moxeT ObiTb aobaBneH HeobA3zaTeNbHbIN
ctonbeu, STRATEGY. OH 3anonHAetcA B cNyd4ae HeoOXOAMMOCTW YyKasaTb CTPATEruio
pa3peleHnsa KOHOAMKTOB ANA KOHKPETHOM CTPOKK. MNoapobHee cm. B onucaHun ctonbua
HUXKeE.

Pasaenutens ans Bcex nonen danna onpeaenderca No nepBon CTpoke. B KayecTse
pasaenuTenein MoXeT MCNoNb30BaTbCA N0H0M cumBO, Kpome: \r, \N 1 CMMBONA 3aMeHbI
Unicode (OxFFFD). Ecnn B KayecTBe pa3aenmutens MCnonb3yrtoTcs ByKBbl, TO OHU A0/MKHbI

3aK/AK04YaTbCA B KaBbl4KKM, HAMNPUMEP: «Ka>».

OnucaHme TpeboBaHW K 3HaYeHMAM MapamMeTpoB npuBeAeHO B Tabauue
(Tabnuua 34).

Tabnuua 34
MNapameTp OnucaHue [NpumeyaHue
GROUP Ha3BaHuMe rpynnbl Noab30BaTeNEN, K MapameTp obs3aTeneH ana
KOTOpoM HeobXoAMMO NPMBA3aThL 3aM0/IHEHWA NPU:
nosnb3osartens. CoaepxuT ot 2 4o 64 — CO34aHWUK rpynnbl
CMIMBOJI0B no/sb3oBaTenem;
— MPUBA3Ke NONb30BaTENA K
CyLLecTByrOLWEeN rpynne.
NMPUMEYAHUE. Echum B OKHe
HACTPOMKM MMNOPTa B 0COObIX
yCNnoBMAX BblOpaHa onuma
«ABTOMATUYECKM CO34aTb HOBYHO
rpynmny c BpemeHem 1 4aTomn
MMNopTa» Uaun «BblbpaTb rpynny
N3 UMEIOLLIUXCA», NONb30BaTE Nb
byaeT NnpuBA3aH U K
HOBOW/BbIBPAHHOM B OMNLMM
rpynne, U K rpynne, yka3aHHOW B
banne
EMAIL Pabouada no4yta Nnonb3oBaTENS. MapameTp obs3aTeneH ana
[lonKHa ObITb YHMKANbHOM ANA KaXKA0ro [3anoaHEHWA NPU:
no/sib3oBaTenAa 1 cogepatb 1 Ao 256 — pobaBneHmnn HoBOro
CMIMBOJIOB NoNb30BaTeNS;
FIRST_NAME |Mma nonb3osatena. Cooeput — MPUBA3Ke N0/b30BaTeNd K
cnepytowme BykBbl U CMMBONLI: a-4, A-A, | rpynne
a-z, A- Z, neduc (-), anoctpod (') n
npoben. AnvHa oT 2 A0 64 CMMBONOB
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MNapameTp OnwucaHue [NpmevaHmne
LAST_NAME |[®amunma nonb3osatenda. Coaepxut
cneaytolne 6yKBbl M CMMBObI: a-1, A-A,
a-z, A- Z, neduc (-), anoctpod (') n
npoben.
NnvHa oT 2 A0 64 CMMBOI0B
PATRONYMIC |OTtyectBo nonb3osaTena. CoaepHur MapameTp He obA3aTeneH Ans
cnenytouwme ByKkBbl M CMMBO/IbI: a-1, 3aMNo/IHEHMA
A-A, a-z, A- Z, neduc (-), anoctpod (') n
npoben. AavHa oT 2 4o 64 cMMBONOB
JOB_TITLE J1oNKHOCTb NO/b30BaTENA B KOMNaHMK. |[apameTp He obazateneH Ana
CoaepuT cneaytouime 6yKBbl 1 3aMNo/IHEHMA
cumBoOnbl: a-a, A-A, a-z, A- Z, aeduc (-),
anoctpod (') n npoben.
NnvHa oT 2 A0 64 cMMBOJI0B
PHONE_NUM |Homep paboyero TenepoHa MapameTp He obA3aTeneH ona
BER nonb3oBaTena. CoaepKnT TONbKO 3ano/IHeHnA
umdpsl. AnrHa oT 2 40 64 cMMBO0B
IMEI MexayHapoaHbIN naeHTUUKATOpP MapameTp obaszateneH ana
MmobunbHoro obopyaosaHmA. 3aM0/IHEHWA, eC/IN YCTPOMUCTBO C
CopepxunT 15 undp yKasaHHbIM IME|I Heobxoaumo
NPMBA3aTb K N0/1Ib30BaTENIO
SN CepuitHbIn HOMEP, KOTopbIK NpuceoeH |MNapameTp obszaTeneH Ana
YCTPOWCTBY NPOM3BOANTENEM. 3aM0/IHEHMA, eC/IN YCTPOMCTBO C
Comeput ot 1 ao 20 cmmeonoB YKa3aHHbIM CEPUMNHBIM HOMEPOM
HeobxoAMMO NPMBA3aTb K
No/ib30BaTeNto
ETHERNET _M [MAC-aapec Ethernet yctpoincTsa. MapameTp obaszateneH ana
AC Cofep*nT 6 nap CMMBOJIOB, 3aN0/IHEHMA, eCN YCTPOMUCTBO C
pasfesieHHbIX ABOeToYneM yKaszaHHbIM MAC-agpecom
Ethernet HeobxoanMMO NpPMBA3aTh
K NO/Ib30BaTE/tO
WLAN_MAC |MAC-agpec WLAN ycTpouncTsa. MapameTp obaszateneH ana

Cofep*1T 6 nap CMMBOJIOB,
pasaeneHHbIX ABOETOUYMEM, HANPUMEP:
«00:2a:00:00:a0:00»

3aM0/IHEHMA, eC/IN YCTPOMCTBO C
yKaszaHHbIM MAC-aapecom WLAN
HeobxoAMMO NPMBA3aTb K
N0/1b30BaTENO
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MNapameTp OnwucaHue [NpmevaHmne

STRATEGY MpaBuKaO paspelleHns KOHPANKTYOWMX |NapameTp He obazaTeneH ana
3anucen. 3aN0/HEHMA.
JocTynHble 3Ha4YeHUA: [TapameTp MmeeT NpPUopUTET NO
— SKIP WKW S — B pe3ynbraTe CpaBHEHMIO C MPaBUIOM
KOHOIMKTYOLLAA 3anucb He byaeT pa3peleHna KOHOAMKTOB,
nepesanucaHa. Ecnu dann copoepnt BbIOPAHHbIM B OKHE HACTPOMKMU
HEeCKO/IbKO OZIMHAKOBbIX 3aMNNCEN O MMMOPTa

NoNb30oBaTene, HO C Pa3HbIMMU
rpynnamu, To 6yayT co3aaHbl BCe CBA3MU
No/Nb30BaTeNsA C rpynnamn ns ¢amnna;
— REPLACE MM R — B pe3y/ibTaTe
KOHQAMKTYOW,aa 3anncb byaet
nepesanucaHa. Ecam ¢pann coaeprut
HEeCKO/IbKO OAMHAKOBbIX 3aMmcel o
No/Nb30BaTeNe, HO C Pa3HbIMMK
rpynnamu, To nosb3oBaTenb byaet
OTBSA3aH OT BCEX rPymnmn, B KOTOPbIX OH
COCTOAN paHee B CUCTEME, N NPUBA3AH
KO BCcem rpynnam 13 darna

2.3.3.2. [lobaBneHne nonb3oBaTeNEN UAM TPYNMbl NOAb30BATENEN C MOMOLLBHO
CSV-¢panna

[lna vmnopTta nosnb3oBaTener W rpynnbl NOAb30BaTeNEN, a TaKKe MNPUBA3KK
nonb3oBaTenen K rpynne nosab3oBaTenei B KoHconnm agmuHucTpatopa MY Heobxoammo
BbIMOMIHUTb CAeayolwme AeNCTBUA:

— noarotoBuTb CSV-dpain ans umnopta (nn. 2.3.3.1);

— nepenTtn B noapasaen «fonb3oBatenm» pasaena «YnpasneHume;

— Ha)KaTb KHOMKY «J106aBUTbY;

— B pacCKpblBaloLlemcss  CnMcke BblbpaTb NyHKT  «[obasutb 13 CSV»
(cm. PucyHok 111);

— B OTKPbIBLIEMCA OKHE 33Z1aTb 0CODble YC/IOBMA MMMNOPTMPOBAHMA, NPMBEAEHHbIE
B Tabaumue (Tabanua 35).
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Tabnunua 35
HanmeHoBaHue
o OnwucaHue lNpumeyaHune
noneu
Echv ownbkmn B | Boibop npaBuna nmnoptuposaHma (ecam CSV- | B none copeputca

pacCno3HaBaHWMM

dann bynet coaepatb OWMOKM) U3
pacKpblBatoLlerocs cnucka (PucyHok 117 [1]):
— [peKpaTUTb UMNOPT U BEPHYTb paiin c
OnucaHMeM oWKnBOoK — Npu 0BHapyKEeHUM
owmnboK byaeT OCTaHOBAEH MMMOPT U
chopmMmmpoBaH parn c nepevymncieHmem
HEKOPPEKTHbIX CTPOK M yKazaHMEM NPUYMH
OWnbOK,;

— MpoAo KUTb MMNOPT M BEPHYTL ABa danna C
owmnbramm n 6e3 — MNopT NPOAC/IKMTCA C
KOPPEKTHbIMM 3aNUCAMM, U NOCE ero
3aBeplieHnsa byayT cdopmmpoBaHbl 2 dpakna:
e (dalln c nepevncieHmeM HeEKOPPEKTHbIX
CTPOK M YKa3aHMEM NPUYNH OLLINDOK;

e haln c ykazaHMem ycnewHo
MMMNOPTUPOBAHHbIX YCTPOMNCTB

Ecam
HaNoXKeHue
3anucen

Bbibop npasumna paspelleHna KOHGJNKTOB nNpu
MMMNOPTE M3 PacKpbIBatOLLErocsa CnumcKka
(PucyHok 117 [2]):

— WrHopupoBaTb HOBYHO 3aNKUCb, OCTaBUTb
CTApY!o — B pe3y/ibTaTe KOHPANKTYIOLLME
3anmcu He ByayT nepesanuncarbl. Ecam dann
COAEPHMUT HECKO/IbKO OAMHAKOBbIX 3anmcel o
no/ab3oBaTesie, HO C Pa3HbIMK Fpynnamu, To
OyayT co3aaHbl BCE CBA3M NO/b30BaATENA C
rpynnamm ns ¢ainna;

— [epe3anucbiBaTb HOBYIO CTPOKY NOBEPX
NpeXHeu — B pe3ybTaTe KOHOAMKTYOLLME
3anucu byayT nepesanucaHbl. Ecamn darin
COAEPHKMT HECKO/IbKO OAMHAKOBbIX 3aMmMcel o
No/Nb30BaTesNe, HO C Pa3HbIMK Fpynnamu, To
nosfb3oBaTeb byaeT 0TBA3aH OT BCeX rpynn, B
KOTOPbIE OH BXOAM/I, N NPUBA3AH KO BCEM
rpynnam us ¢anna.

NOACKa3Ka,
[OCTyNHasA aAna
npocmMmoTpa
HaXKaTMeMm 3Ha4kKa
(PucyHok 117 [1],[2]).
B pesysbTaTe
oTODpPaA3nTCA TEKCT
NOACKa3Ku
cneaytoulero
COoZleprKaHMA: NpU
3aBepLlleHnm
MMNopTa CMCTemMa
npeaoCcTaBuT 2
danna: cnmcok
CUCTEMHbIX
COObUWEeHMN OLWNOOK
PAcno3HaBaHMA U
ypHan ycnewHo
MMMNOPTUPOBAHHbIX
YyCTPOMCTB
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MOBMWJIbHASA
l NAAT®OPMA

HanmeHoBaHue
o OnucaHue lNpumeyaHue
noseu

NPUMEYAHUE. Echm B CSV-dpanne 3anonHeH

ctonbeu, «<STRATEGY», npaBma0 paspelleHns

KOH®IMKTOB M3 3TOro ctonbua byaet MMeTb

NPUOPUTET HAf, yKa3aHHbIM NPaBMAOM Npu

HacTponke nmnopTa. OnNncaHme npoLecca

3anonHenua CSV-¢aina npuseaeHo B

nn. 2.3.3.1
MmnopT Bbibop npasumna gobaBneHna umnopTupyembix | B none conepxumtcs
no/ab30BaTenen | yCTPOMCTB B rpynbl M3 PacKpbIBatoLLEroca NOACKa3Ka,
B rpynny cnucka (PucyHok 117 [3]): [OCTyNHasa ann

— ABTOMaTM4YECKM CO34aTb HOBYHO rpynny c npocmoTpa

BPEMEHeM 1 4aTOM MMMNOpPTa — B pe3y/ibTaTte
byaeT co3aaHa HoBadA rpynna noab3oBaTenemn
(c TMNOM «pynna nonb3oBaTenemn»), B
KoTopyto ByayT BKAKOYEHbI BCE
nMmnopTUpyemole nonb3osaTenn. Ecam s CSV-
dalne ansa Nnonb3oBaTeNd ykasaHa rpynna
(3Ha4eHue B cTtonbue « GROUP»), To Takow
no/ab3oBaTeNb OyAeT BKAOYEH B HOBYHO rpynny
1 B yKa3aHHYo B palnie rpynny;

— He co3paBaTb rpynny — B pesyabrate
nonb3oBaTenu byayT 4o6aBAEHbl TONbKO B
rpynnbl, ykasaHHble B CSV-dainne;

— BbIbpaTb rpynny 13 nmelowwmxca — Bbibepute
M3 PaCKpbIBatOLLErOCA CNWCKA rpynny, B
KOTOPYH HEOHXOAMMO BKIOUYUTL
MMMNOPTUPOBAHHbIX NONb30BaTeNen. Ecnm B
CSV-daitne ans nonb3oBaTenda ykasaHa rpynna
(3HayeHme B ctondbue «GROUP»), To
no/Nb30BaTeNb DYAET BKAKOUYEH KakK B rpynny,
yYKa3aHHYto B dpalinie, Tak 1 B rpynny,
BbIOPaHHYIO Ha 3TOM LWare

HaXKaTMeM 3Ha4kKa
(PucyHok 117 [3]). B
pe3ynbTaTte
0TOOpPa3nTCA TEKCT
MNOACKA3KM
cneaytouLero
coAepKaHmA: B
npouecce MMnopTa
CUCTEMA MOXKET
nomelaTb BCe
YyCTPOMCTBa B OAHY
M3 UMeLLMXCA
rpynn nam co3gaTtb
HOBYIO
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Wmnopt nonb3osartenei na CSV

MMA MMMopTvpyemoro gaiana .csy = —

Paamep menee 400 Mb — 3aronoeku cTonbuos — [oaroTtoeka daitna ona umnopta 3
Kopvposka UTF-8 — Crpokn — HacTpoiikn umnopta Ha 1 ware 3
@opmat CSV — Bcero owwmbok — LWabnon .CSV &,

OcoGble YCNOBHUA UMMOPTUPOBaHKA

Ecnu owmnbKM B pacno3HaBaHuu | MpeKpaTUTL UMMOPT W BEPHYTH Baitn ¢ onucaHmem ownbok v | @ I— 1

Ecnu HanoxeHwe 3anucei | MIrHOPMPOBATL HOBYIO 3aMMCh, OCTaBUTL CTapylo v | @ I— 2

VIMnopT nonb3oBaTenew B rpynmy I ABTOMaTMHECKM CO3AATH HOBYIO FPYTINY C BpEMEHeM 1 AaToii umnopta v | @ I— 3

BbiBepuTe nnn nepeTawmTe B 3TO OKHO
3aNONHEHHBIM ¢a|?m C NONb30BATENAMK

3ArPY3UTb GAAN 4

3AKPBITE

PucyHok 117

— panee Heobxoammo 3arpy3nTb CSV-¢pann ogHUM 13 cnocobos:
e nepemectntb CSV-pann B 061acTb 3arpysKu;
® Ha)KaTb KHOMKYy «3arpy3uTtb ¢dann» (cm. PucyHok 117 [4]) ¢ nocneayrowmm
BbIODOpPOM Painna Ana MMNopTa;
— B pe3ynbraTe 0OyaeT 3anyuweH WMMNopT nosab3oBaTenen u3 CSV-¢panna u
0TObOPAa3nTCA LLIKaNa 3arpy3kn MMnopTa.
Ecnv 3anonHeHHbI Galin Obln 3arpy>KeH KoOppekTHO nan dainn cogepskan owmnbKy,
HO MPW 3TOM B OCODObIX YCAOBMAX MMMNOPTMPOBAHMA Oblia BbibpaHa onuma «poaoaKnTb
MMMNOPT M BepHYTb 2 dalna ¢ owmnbkamm n 6e3», umnopt byaeT 3aBeplueH. B oKkHe ¢
pe3ynbTaTamM MMMNOPTA LWKana 3arpy3kn wumnopta OyaeT 3anonHeHa A0 KOHUA
(PncyHok 118).

MmnopT nonb3oeaTtenei uz CSV

Wma umnopTtupyemoro daiina .csv - USers.csv

Pazmep mexee 400 MB 3aronoeku cTonBUOE 9 Moprotoeka taitna ana umnopta (3
Kooupoeka UTF-8 Crpokn 2 HacTpoikm umnopta Ha 1 ware [3
Gopmat CSV Bcero ownbok 0 Wabnon .CSV 4

Qcobble ycnoeua UMNOPTUPOBaHUA

Ecnu ULUM6KVIBPHCHDSHEB6HVIVI TUTh MM T N BE[ Thb n ) L v ®
ECnuv HanoxeHue 3anvcei BaTb B n b TaBWTbL CT v @
VIMMOPT none30BaTenei B rpynmy BT! 1 - @ Mpynna: import_user May 26 14:15:31 (3

MmnopT 3aBeplueH

Owmnbok He HalaeHo

Mone3oBaTenei coznaHo Crncok MMNOPTUPOBaHHEIX Monb3oeartenetl ValidUsers (.csv, 400 bant) &

Ipynn uz daiina coznaHo Cnm1cok CTPOK ¢ oWwnbKkamm =

O6LwuMia oT4ET 06 MmnopTe mportReport (.rtf, 31.17 KB)

e

CaAa3eil c rpynnamu U3 daina co3gaHo

o NO M

CeA3eil C ycTPOMCTRaMM CO3QaHO

PucyHok 118

137



=~ OTKPbITAS
PyKOBOZCTBO Nonb3oBaTens. YacTb 3 | Mo hAd

Ecnm 3anonHeHHbIn Gann Obin 3arpy’KeH HEKOPPEKTHO M MpPU 3TOM B 0OCODbIX
YC/IOBUSAX MMMNOPTUPOBAHMA Oblna BbibpaHa onuma «MNpekpaTtuTb UMNOPT M BEPHYTb hainn ¢
onmncaHMem oWMBOoK», UMNOPT OyAeT OCTaHOB/EH. B OKHe ¢ pe3y/ibTaTaMn MMNOPTa LKana
3arpyskn MMnopTa yCcTponcTs byaeT npepsBaHa Ha 3Tane, rae 6bian 0bHapyKeHbl OWMBKM
(PucyHok 119 [6]).

WmnopT nonb3oBaTtenei us CSV X
Wima umnopTupyemoro daina .csv | users_with_errors.csv -—1
Pazmep menee 400 MB 3arcnoskn cTonbuUoB 10 MNoproToeka daitna ona mmnopta [3
Koguposka UTF-8 _2 CTpoku M= 3 HacTpoiiku uvnopta Ha Tware (3 fe= 4
Gopmat CSVY Bcero owubok 17 Wabnon .CSV L
Ocobble yCNnosua MMNOPTUROBaHWA
Ecnv owwWbkm B pacnosHaBaHun TWTb MMNOPT M BEPHYTE n M oL O]
-
Ecnv HanoxeHue sanucei BaTb HOB MWCb, OCTBUTL CTa[ 0] 5
MMNOpT NoNb3oBaTeneil B rpynny ETOMaTIH 1aTb HOB nmy ¢ Bpe aat nopta v (@ =
_-

Mpouecc ocTaHOBNEH 4
Owmnbrn pacnosHasBaHWa Nofb3oBaTenen 5
M Cuvmeone 9 OnuHa 1 o I I I I I I I I I
M ®opmat 6 B Tvn 1 £m n dwawn  Omiicrso  Domwocrs Tensgon Ml MACWLAN  Crpsrens

T
Mons3oBaTenen cosaaHo 0 Cnmcok cTpok 6e3 ownbok ValidUsers (.csv, 226 bant)
Mpynn u3 daitna copaHo 0 9 Cnucok cTpok ¢ olwnbkamu ErrorUsers (.csv, 4.85KE) & 10

L =

CaAseit ¢ rpynnamm us daiina coznaHo 0 OB1wuit oTHET 06 MMnopTe mportReport (.rtf, 30.39KB) 4
CsA3eit C yCTPOMCTBaMKU CO30aHO 0

PucyHok 119

B OkHe C pe3ynbTaTaMM MMMOOPTa Mo/Ab30BaTenel oTobparkaeTca caeaytollan
MHbOpMaLMA:

— HasBaHWe umnopTtupyemoro darna (cm. PucyHok 119 [1]);

— COOTBETCTBME MMMNOPTMPYemoro dalna pasmepy, KOAMPOBKe u dopmaty
(cm. PucyHok 119 [2]);

— KO/INYecTBO CTONBOUOB, BCEX MMMOPTUPYEMBIX CTPOK M OLWMBOK B danne (Npu mx
Hannummn) (cm. PucyHok 119 [3]);

— ccbiku (cm. PucyHok 119 [4]):

e [oarotoBka ¢aina ana UMNopTa, NpY HaxkaTuM Ha KOTOPYl Npousonaer
nepexod, Ha CTaTblo CMPaBKKM, OMMCbIBalOLWLytO TpeboBaHMA W MNPOLLECC MNOATOTOBKM
CSV-dpanna ana umnopTa Nosnb3oBaTeNen;

e HacTpoilkm uMmnopTa Ha 1 ware, nNpu HaXaTMM Ha KOTOPyt Mpou3onaer
Nnepexo/ Ha CTaTbto CNPaBKM, ONMUCHIBAIOLLYIO LA MMMNOPTA;

o WabnoH .CSV, npu HaxkaTMM Ha KOTOPYH NMPOM30MAET CKaymBaHMe wwabioHa
CSV-dpanna ana umnopTa Nonb3oBaTenen;

— 0ocobble yca0Bua MMnopTupoBanma (cm. PucyHok 119 [5]), cm. Tabanua 35);
— WKana nporpecca umnopta (cm. PucyHok 119 [6]);
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— cooblleHMe 0 3aBEPLIEHNM MMNOPTA UK NPEPbLIBAHMM NPOLLECCa M3-3a OWNOOK
(PucyHok 119 [7]);

— rpaduyeckoe pacnpeaeneHune olwnboK no ctonbuam napameTpos MMNopTa (Npwu
obHapyKeHnn ownbok) (PrucyHok 119 [8]);

— KOMMYEeCTBO CO3JaHHbIX MONAb30BaTeNEelM, Trpynn MNo/ab30BaTeNen, CBA3eW
No/ab30BaTeNeN C rpynnamm un yctponctesamm (PrucyHok 119 [9]);

— CCbIJIKM Ha CKaymBaHme oT4eToB (PrcyHok 119 [10]):

® OTYeT CO CMMCKOM MMMNOPTUPOBAHHbLIX Nonb3oBaTenen. dopmart oT4yeTa

— .CsvV,

® OTYeT CO CMUCKOM OLIMDOK, ONMcaHMe KOTOPbIX NpMBeAEHO B noapasaen 5.2.
dopmaT oTyeTa — .csv (NpPW OTCYTCTBUM OWIMOOK B MMNOPTMPOBAHHOM daline AaHHbIN
oT4yeT He byaeT cdoOpMUPOBaAH);

e oTyeT c 0buen nHpopmaumen ob nmnopte. Popmat oTyeTa — . rtf.
OTcneanTb NPOUECC BbIMOAHEHMA MMMNOPTA TaKXKe BO3IMOXKHO B OKHe «[1poL.ecchbi»
noapasaena «MHAMKaTopbl» pasgena «MoHUTOpPUHI». bonee noapobHaa MHPopmauma
npueeaeHa B nogpasaene 3.1.

2.3.4. TlpuBA3Ka NOaAb30BaTeEN K rpynne noab3oBaTenemn

B KoHconn agmuHmuctpatopa [1Y npeaycmoTpeHa BO3MOMHOCTb MPUBA3KK
N0/b30BATENSA K rPynNne No/ib3oBaTeNel, KoTopasa MOXKET ObiTb BbINO/IHEHA:

— C MOMOLLbIO CNNCKa bbIcTpbIx AencTtemin (nn. 2.3.4.1);

— BPYYHYIO Yepes KapTouKy nonbsosatena (nn. 2.3.4.2);

— BPYYHYIO Yepes KapTo4YKy rpynnbl nonb3osatenen (nn. 2.3.4.3);

— c nomoubto umnopTta CSV-panna (n. 2.3.3);

— cnomoulbto umnopTa 13 LDAP-cepsepa (nn. 4.1.4.3.1).

2.3.4.1. TpuBA3Ka Noab3oBaTeNeN K rpynne noab3oBaTenen C MOMOLLbIO CAKMCKa
ObICTPbIX AEMCTBUI

MpuBA3Ka NONb30BATENEM K Tpynnam C MNOMOLLbIO CrnucKka ObICTpbIX AeNCcTBuUM
BO3MOHO OAHMM M3 cnocoboB:
— Yepes CMMUCOK NOJIb30BaTeNew;
— Yepes CNMCOK rpynn Noab3oBaTeNen.
[nsa aToro HeobxoAMMO:
— nepenTn B Nnoapasaen «lonb3oBatenn» pasaena «YnpasneHme;
— B 0bHnacTn GUNbLTPOB BbIOPATL:
e «[loMCK NO NONb30BATENAMY - AN NMPUBA3KM NONb30BATENEN Yepe3 CMUCOK
nosb3oBaTenewu;
e «[oucKk no rpynnam» - Aas NPUBSA3KKU MNOJIb30BaTENEN Yepes3 CrUCOK rpynn
no/sib3oBaTenemn;
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— BblOpaTb NMOsb30BaTENEN C TUMOM «Monb3oBaTenb»/rpynny nosib3oBaTenem,
YCTaHOBMB TraNo4Ky B 4ekboKce [ANnA [0CTyma K CAMCKY ObICTpbix AencTteuid. [pu
HeobxogumocTn ana cbpoca BblAeNeHMA HeobxoAMMO HaKaTb KHoMKy «CbpocuTb
BblaeneHme» (PucyHok 120 [1], PucyHok 121 [1]);

— B CMWCKe BbICTPbIX AEMCTBUIM BbIGPaTh 3HaUYOK =+ (PucyHoK 120 [2]) uau =
(PrcyHok 121 [2]) «lprBA3aTb NoAb30BaTENENM K TPYNNaAM»;

ga MYNETUTEHAHT MOHWUTOPUHI YMPABNEHWE AOMUHWUCTPHUPOBAHME @ Haranwa MeaHoea (L.ivanova...

YCTPOWUCTBA NONb30BATENW NONMTUKA CUEHAPHMK ©AWNLI MPUNOXEHWNSA BUTPUHbI CBA3KK KNKOYER

® MMowck No NonbaoceaTenam 2 sbiBpaHo 1 2 == (m]
. =2
+ HoBbiid dunbTp v
Ky3bMWH AHET... ga-fokal970@... 903635.. 1 — 15.04.20...
HabBopbi dpunbTpos v
LLyBuH Meumc... ga-tihonovere... 4910223... 1 — 15.04.20...
Llinpses EBcTa... ga-kuzminguri... 002939... — 1 15.04.20...
CTpok Ha cTpaHuue: 25 = 1-25 ua 263 >
PucyHok 120
ga MYNETUTEHAHT MOHWUTOPWUHT YMPABNEHWE AOMUHUCTPUPOBAHWE @ Hatanua MeaHoea (i.ivanova...
YCTPOWUCTBA NMONb30BATENU NnonuTUKK CUEHAPWUMK DAWNLI NMPUNOXEHUA BUTPUHLI CBA3KW KNIOYER
® Movex o rpynman
Mowck No Nnons3ceaTenam 1 BEIBpaHo Cpocyts Boigenchme [ 2— &
. E
+ HoBbli dunbTp v
2 test_rpynna - - - 15.04.20..
Ha6opbl dunbTpos v L
2 pynna None30BaTENER: Ky3HE... - 1 o 15.04.20..
Crpok Ha cTpaHmue: 25 w 1-25 12 836 >

PucyHok 121

— B O0TODOpasmMBLIEMCS OKHe BblbpaTb HeobxoAMMyto rpynny nosib3oBaTenei
(PucyHok 122[1]) nan nonb3osatena (PucyHok 123 [1]) U3 pacKpbiBatOWEroca cnmcka namn
BOCMO/b30BaThCA GUALTPOM. [lanee npu HeobXoAMMOCTM BO3MOXMKHO A00aBUTb
NONONHUTENbHYIO TPYNMNY/N0Nb30BaTeNs, BblOpaB M3 PaCKPbIBAOLWErocs CnmMcka ambo
BOCMO/1b30BABLUNCL MOMCKOM MO GUAbTPY. TaKKe BO3MOXKHO YAaAUTb U3 CMUCKA, HaXKaB

3Havok O «Y6paTtb 13 cnncka» cnpasa OT Ha3BaHMA TPYMMbl NO/b30BaTeNEN/N01b30BaTENS
(PncyHok 122 [3], PucyHok 123 [3]).
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MPUMEYAHME. MTpynnbl ¢ TMNom «OpraHM3auMoOHHOE NoapasaeneHmne» HegoCTynHbI
B CMMCKe ANA BbI6OpPa, T.K. MX COCTaB HEBO3MOXHO M3MEHUTb BPYUHY!HO;

OobasneHwe nonb3osaTenei B rpynnel

BoibpaHo noneaosatenei 2

CozpaHue

Fpynna nons3osatenei 1

?23.4 10.01.2023 11:06

FEét_I’DVI'II'Ia 10.01.202310:1

[ONYI=3VN | NOEABUTL B rRYNNGI (2) Z

PucyHok 122

[o6aeneHwe NonL3oBaTeneil B rpynnel

BribpaHo rpynn nonb3oeaTtenei 1

dUO Email/Tenedon 1 HdonxHocTo Coapanue
KabaHos Briwecnas ga-blinovaanastasija@8e377...— 24.05.2023 06:41 | E|'
2 3

PucyHok 123

— NpW OTCYTCTBMM HEOBXoAMMOWM rpynnbl B CNMCKe, CO34aTb €e, BBEAA Ha3BaHWe
HOBOW rpynnbl B none «PunbTp No Ha3BaHUIO rpynnbl» (PrucyHok 124 [1]) n HaxaB KHOMKY
«Co3matb rpynny» (PucyHok 124 [2]). B pe3ynbTaTe YyCNeWHOro co3AaHus rpynnbl
0T0bpPa3mnTCA COOTBETCTBYHOLLEE COObULEHME;

[Oo6aeBneHue nonb3oBaTenei B rpynmnel

BribpaHo nons3oeatenei 2

DUNETP NO HA3SBAHKKD MY MMk
(TECT_I'DVI'II'IE

— 1 2 —1| cospatereynny ||

PucyHok 124

— HaKaTb KHOMKy «Jlo6aBuTb B rpynmnbl» (cm. PucyHok 122 [2]) nan «[JobasBuTb
nosb3oBatenen» (cm. PucyHok 123 [2]). B pe3synbTaTe ycnewHon NpmuBa3Kn noib3osBaTtenei

K rpynnam oTobpasmnTca COOTBETCTBYOLLEE COODLLEHME.
MPUMEYAHUE. Ecnm Ha rpynny nonb3oBaTener HasHayeHa MNoAUTUKa W/unm

opnalH-cLLeHapUn, OHW  HaAYyHyT [eNCTBOBaTb /A4  YCTPOMCTB, MPUBA3AHHbLIX K
NONb30BaTENAM.
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2.3.4.2. lpmuBA3Ka MNOAb30BATE/NIEN K Tpynne no/b30BaTENEN 4Yepe3 KaAPTOUKY
No/ib30BaTeNA

[OnAa npuBA3KM K NONb30BATENO [PYyMMbl MOAb30BaTENEl Yepe3 KaPTOUKY
nosb3oBaTenen HeobxoAMMO BbINONHUTL CAeAyoWwmMe AeNCTBUA:

— nepewnTtn B noapasaen «lonpsoatenu» pasgena «YnpasaeHuer;

— BblbpaTb B 061aCTN GUABTPOB «TOUCK MO MOb30BATENAMY;

— HaXKaTb Ha MMA NONb30BaTeNdA ANA Nepexoda B KapTouKy (Mpu HeobxoaMmMocTH
BOCMO0/1b30BaTbCA GuUAbTPOM (Nnoapasaen 1.5);

— B OTKPbIBLUEMCA KapTOYKe N0b30BaTENA NEPENTM BO BKAAAKY «[pynnbi»;

— Ha¥KaTb KHOMKy «/[]o6aBuTb B rpynnbi» (PrucyHok 125);

— B 0oTOb6pasmBLIEMCA OKHE (CM. PUcyHOK 122) BbINOAHUTL AENCTBMA, ONMCAHHbIE B
nn. 2.3.4.1.

ga MYNLTUTEHAHT MOHWUTOPUHI YMPABNEHWE AOMWHUCTPUPOBAHME @ HaTanwa MeaHosa (L.ivanova...

YCTPOUCTBA NONL30OBATENU NONMTHUKHK CLEEHAPHK ©AANDI NPUNOMXEHUA BUTPUHGI CBA3KW KITIOYENA

NeaHoB neTp /7 YCTPOWCTBA rPYMNNbI MNONUTHUKK
MonbsoeaTtens ~ Tpynnbl B KOTOPBIX COCTOMT NONb30BaTENb
B clea2B32-3c2b-4a..
TECTUPOBLLMK 2 test_rpynna NOML30BATENEN 1 21.09.20...

testliest@iest.ru
1122334455

02311:58 CTpok Ha cTpaHuue: 25 = 1-1nal

25.056.2
25.05.202311:59

PucyHok 125

2.3.4.3. lpuBA3aTb NOAb30BaTENEN K Tpynne NoaAb30BaTenel 4yepesd KapTouKy
rpynnbl NOAb30BaTeNEN

MPUMEYAHUE. B rpynnbl ¢ TMnom — «fpynna nonb3oBaTenen» BO3IMOXKHO
N06aBUTb TO/IbKO NOb30BaTE/IEN C TUMOM = «[10N1b30BaTeNbY.

[1ns NpuBA3KM OAHOIO MM HECKOMbKMX MO/b30BaTENEN K Fpynne noab3oBaTenem
Yyepes KapToYKy rpynnbl N0ab3oBaTenen HeobxoAMMO BbIMONHUTL CAedyolWme AeNCTBUS:

— nepenTtn B noapasaen «flonb3oBatenn» pasaena «YnpaBneHume;

— BblIbpaTb B 061acTM dUNbLTPOB «[TOUCK NO rpynnamy»;

— HaKaTb Ha Ha3BaHMe rpynnbl Noab30BaTeNeN AN Nepexoda B KAapTO4ky (npu
HeobXxo4MMOCTN BOCMO/1b30BaTbCA GUALTPOM (noapasaen 1.5);

— B OTKPbIBLUENCA KapTOYKe rpynnbl NepenTn BO BKNaAKY «[1onb30BaTeNNY;

— HaXKaTb KHOMKy «[1pMBA3aTb Nonb3oBaTenen» (cm. PucyHok 39 [2]);

142



=~ OTKPbITAS
PyKoBOACTBO Nnosib3oBatena. HYactb 3 | Hﬁf?gggﬁﬂ

— B 0TODpPaA3mMBLLUEMCS OKHe BbIOpaTb N0/b30BATENA M3 PACKPbIBAKOLWLErOCA CMMUCKA
AN BOCNONb30BaTbCA GuabTpom no ®MO, noyte nnm Homepy TenedoHa (PrcyHok 126 [1]).
[anee npm HeobxoAMMOCTM BO3MOXHO [A00aBUTb AOMNOAHUTENBHOrO MNO/Ab30BATENA,
BbIGpPaB ero M3 pacKkpbIBatoOLLErOCsA CIUCKA MO0 BOCMO/Nb30BaABLLMCE MOMCKOM NO GUALTPY.
TaKXe BO3MOXHO yAa/nTb M3 CMUCKA BbIOPAaHHOIO N0/1b30BaTENA, HaXKaB 3HAYOK O «YbpaTb
n3 cnucka» (PucyHok 126 [3]).

MPUMEYAHUE. B cnucke oTobparkatoTcA TONbKO MOAb30BaTEM C  TUMOM

.
== «[lo/Ib30BaTE/NbY;

Oo6asnexHune nosb3osaTenem B rpynnb

BribpaHo rpynn nonb30BaTensn 1

Wearos Mean fivalovGles i — 2912.2022 12:48
2 3

PucyHok 126

— [Janee HaxaTb KHOMKy «JobaBuTb nonb3osatenen» (PucyHok 126 [2]). B
pe3ynbTaTe yCnewHon NpMBA3Ke NOAb30BaTeNA K rpynne oTobpa3mTca COOTBETCTBYyHOLLEE
coobuleHme.

MPUMEYAHUE. Ecnm Ha rpynny noab3oBaTefnielt HasHadeHa MNoAuTUKa W/ uau
odNarH-cUeHapui, OHW  HA4YHYT AeMCTBOBATb A4 aKTMBMPOBAHHbLIX  YCTPOMCTB,
NPWBA3AHHbIX K MO/1b30BATENAM.

2.3.5. [lpuBA3Ka Nonb3oBaTeNEM K YCTPONCTBAM

2.3.5.1. MNpmnBA3Ka NoNb30BaTeNEN K YCTPOMCTBAM C MOMOLLBbI CMMCKA ObICTPbIX
NEeNCcTBUM

[Ona npuBA3KM MNONb30BATENEM K YCTPOMCTBAM C MOMOLLBIO CMMCKa ObICTPbIX
NEeNcTBUIN HEODXOAMMO BbIMOAHUTL CeayoLne AeNCTBUS:

— nepenTtn B noapasaen «flonb3oBatenn» pasagena «YnpaBneHue;

— B 0b61acTn dMUNbTPOB BbIOPATL «MOUCK MO MNO/Ib30BATENAMY;

— BblbpaTb NOAb30BaTENA, YCTAHOBMB rasiouKy B YekboKce ANA A0CTyna K CIMCKY
ObICTpbIX Aenctsuit. Mpu HeobxogumocTn ana cbpoca BblAENEHMA HaxKaTb KHOMKY
«CbpocuTb BblaeneHune» (PucyHok 127 [1]);

— B CMNMCKe ObICTPbIX AENCTBUI BblIOPaATb 3Haqo+<E«|‘|pw393aTb yCTPOMCTBa K
nonb3oBatensm» (PucyHok 127 [2]);
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ga MYNETUTEHAHT MOHWUTOPHUHI YMNPABNEHWE AOMWUHUCTPHUPOBAHWE @ HaTtanwa MeaHosa (i.ivanova...
YCTPOWUCTBA NONL30BATENK NONUTHUKK CLEHAPUU ©AWNLI NPHUNOXEHWA BUTPHHLI CBA3KK KNKOYER
® MMowck No NonbaoceaTenam 2 sbiBpaHo 1 = (m]
. =2
+ HoBbiid dunbTp v
Ky3bMWH AHET... ga-fokal970@... 903635.. 1 — 15.04.20...
HabBopbi dpunbTpos v
LLyBuH Meumc... ga-tihonovere... 4910223... 1 — 15.04.20...
Llinpses EBcTa... ga-kuzminguri... 002939... — 1 15.04.20..
CTpok Ha cTpaHuue: 25 = 1-25 u3 263 >

PucyHok 127

— B OTOOpa3mMBLIEMCA OKHe BbIOpPaTb YCTPOMCTBA M3 PACKPbLIBAKOLWErOCA CNMCKA UM
BOCMO/1b30BaTbCA GUABTPOM MO UAEHTUOMKATOPY MM KOMMeHTaputo (PucyHok 128 [1]).
[anee npn He0bX0ANMMOCTM BO3MOXKHO A,00aBUTb AOMNONHUTEbHbIE YCTPONCTBA, BbIOpaB nx
M3 PaACKPbIBAlOLLEroca Crnmcka AnMbo BOCMO/Nb30BABLIMCL MOMCKOM MO GUALTPY. Takxke
BO3MOXHO YAa/MTb M3 CMMUCKA BblOpPaHHble YCTPOMCTBA, Ha*KaB 3HAYOK O «YbpaTb u3
CMUCKa» cnpaga oT ycTpomcTea (PrcyHok 128 [3]);

MNpuBaAska yCTPOWCTE K NONb30BaTENAM

BribpaHo nonb3osateneh 1

@EINOIT10 732722130000684 34x314m80c3dE0...2b:e0:03:de:cb:lc  — d8:54:28:63:6c:f5

YI=TIN | MPUBASATBL YCTPOMCTBA (1) 2

14.04.2024 01:44 | O
3

PucyHok 128

— HakaTb KHOMKy «[1puBs3aTb ycTpoicTea» (PucyHok 128 [2]).

B pesynbTaTe ycnewHOW MNPMBA3KM YCTPOMCTBA OTOOPA3MTCA COOTBETCTBYOLLEE
coobuleHme.

MPUMEYAHMUE. Ecnm Ha rpynny, B KOTOPYK BKAKOYEH MO/b30BaTE/lb, HAa3HAYEHbI
NONUTMKA U/ MAn odnanH-cUeHaPUM, OHM HAYHYT AENCTBOBATb Ha YCTPOMUCTBE (€can OHO
aKTMBMPOBAHO).

2.3.5.2. MNpunBA3Ka N0/Ib30BaTENEN K YCTPOMCTBAM Yepe3 KapTOUKy NO/b30BaTeNS

[lna npuBA3KM NONb30BATENEN K YCTPOMCTBAM 4Yepe3 KapTouyKy MoJib3oBaTens
HeobXoAMMO BbINOMHUTL CAeayolme AeNCTBUS:

— nepenTtn B noapasaen «lonb3osatenm» pasaena «YnpaBaeHue;

— B 0b61acTn dUNLTPOB BbIOPATH «MOUCK NO MNO/Ib30BATENAMY;
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— HaXaTb Ha MMA NONb30BATENA ANA NEepexoaa B KapTouKy (Mpu HeobxoaMMoCTH
BOCMNO/1b30BaTbCA duabTpom (nogpasaen 1.5);

— B OTKPbIBLIENCS KaPTOYKe NMo/1b30BaTeNA NEPENTN BO BKAAAKY «YCTPOMCTBAY;

— HaKaTb KHOMKy «[1pmBA3aTh ycTpoicTBa» (cm. PucyHok 35 [2]);

— B O0TOOpasuMBLIEMCA OKHE (CM. PUCyHOK 128) BbINOAHUTL AEMCTBMA, ONUCAHHbIE B
nn. 2.3.5.1.

2.3.6. ApxmBMpOBaHKME NO/b30BaTENA

AamuuucTtpatop lnatdopmbl ynpaBaeHMA MmeeT BO3MOMKHOCTb apXMBMPOBATb
NoNb30BaTeNA, KOTOPbLIA Obl1 40DABNEH BPYYHYHO WMAM C NOMOLWb0 mmnopTta CSV-dainna.
Monb3oBaTenb OyaeT 3aapXMBMPOBAH CO BCEMMU €0 CBA3AMM C Fpynnamm 1 yCTPOMCTBAMM.

BHUMAHUE! ApxusupoBaHme nonb3oBatena u3  Opr. [logpasaeneHuns
HEBO3MOHO.

ApXMBMPOBATb N0O/1b30BATE/NSA BOSMOXKHO OAHNUM U3 Cleayrolmx cnocobos:

1) Yepes KapTouKy nosb3osatens. s 3To He0OXo0ANUMO:

— nepenTtn B noapasaen «flonb3oBatenm» pasagena «YnpasneHume;

— B 0obnactn dunbTPOB BbIOPATL «[TOUCK NO NONL30BATENAMY;

— BblbpaTb W3 CAMCKa MoO/ab30BaTeNA C  TUMOM , Npu  HeobxoaAMMOoCTH
BOCMONb30BaBLINCL GUAbTPOM (Nnoapasaen 1.5), 1 nepeiTh B KapPTOUKY NOb30BaTENS;

— B OTKPbIBLUENCA KAapTOYKe MOMb30BaTeNS MEPEMUTU BO BKIAAKY «YCTPOMUCTBA» U
HaXkaTb KHOMKY « ApxmBupoBaTb» (PucyHoK 129);

ga MYNbTUTEHAHT MOHWUTOPWUHI YTMPABNEHUE AOMWUHUCTPUPOBAHWE @ HaTanua VieaHoea (i.ivanova...
YCTPOWCTBA MONb30OBATENW NOAUMTUKK CLUEHAPUK ©AANLI MPUNOXEHWA BUTPUHBbI CBA3KU KITHOYER
UeaHoB HETp Va YCTPOWCTBA reynnbl NONUTHUKK
Mons3oBaTens ~ yCTpOﬁCTBa NMPUBA3aHHDbIE K NONb30BaATENHD
0 clea2832-3c2b-4a...
TECTUPOBLLMK B YcTpocTeo Android MEI BEB322053827431 @ 19.04.2024
testitest@test.ru T .
1122334455 _
MEI B68322053827423 @ 11032024
2505.202311:59 -
25.05.202311:59
CTpok Ha cTpaHuue: 25 w» 1-3uz3
3AKPbITb NPUBA3ATE YCTPOACTBA APXWBWPOBATb

PucyHok 129

— B OTOOpa3mMBLUEMCA OKHE NOATBEPAUTb MO0 OTMEeHUTb AencTeua (PucyHok 130);

ApXMBUPOBAaHWE NoNb30oBaTensa

Bbl XOTWUTE apXMBMPOBaTL NOMb30BaTENA?

PucyHok 130

145



=~ OTKPbITAS
PyKoBOACTBO Nnosib3oBatena. HYactb 3 l Hﬁﬁ#‘ggmﬂ

2) Cnomollpb CnurcKa bbICTpbIX AencTBuiA. 1na 3To He0bX0ANMO:

— nepenTn B Nnoapasaen «lonb3oBaTenn» pasaena «yYnpasneHme;

— B 0b6nacTn dUNbLTPOB BbIOPATL «[TOUCK NO NOIb30BATENAMY;

— BbIOPATb N0ONb30BATENSA C TUMOM «=, YCTAHOBMUB rasI04Ky B YeKDOKCe Ana A0oCTyna
K CMUCKY ObICTpbIX aencteui. Mpu HeobxoammocTn ana cbpoca BblaeneHma Heobxoanmo
HaXkaTb KHOMKY «COpocuTb BblgeneHme» (PucyHok 131 [1]);

— B CMMCKe BbICTPbIX AENCTBMIA BbIBPATb 3HAYOK [u] (PuicyHok 131 [2]);

ga MYNbTUTEHAHT MOHWTOPUHI YMPABNEHUE AOMWUHUCTPUPOBAHUE @ Hatanwa MeaHoea (i.ivanova...
YCTPOWCTBA NONb30BATENM MONUTHUKK CLEHAPUK OARNBI NPUNOXEHWA BUTPWHbI CBA3KWN KITIOYEN
2
Mowck no rpynnam plslshn =
® TMouck No nonb3oBaTenam 1 BbIEpaHo CHPOCHTE BrENEHIME 1 Es E
. El
+ HoBblid dunbTp ~
KyabmuH AHaton ga-foka1970@04. 90363549. 1 — 15.04.202
-
LLyBuH Meuwcna ga-tihonovereme 49102233 1 — 16504 202
Habopbl GUNLTPOB v
CTpoxk Ha cTpannue: 25 w 1-25 3 263 >

PucyHok 131

— B OTOOpasMBWEMCA OKHe noATBepAnTb AnMbo  OTMEHWUTb  AENCTBMA
(cm. PucyHok 130).

B pesynbTaTe yCMEWHOro apxMBMPOBaHWA OTOOPA3nTCA COOTBETCTBYOLLEE
cooblleHme. 3aapxMBMpPOBAHHbIE MOAb30BaTeENM He OyayT oTobparkaTbCa B CNUCKe
no/sb30BaTeNen.

2.3.7. YpaneHwe rpynnbl Noab30BaTeNeN

BHUMAHWE! YpaneHue rpynnbl MNOAb30BaTENEM HEBO3MOXHO, €CAM rpynna
nonb3oBateneil UmeeT Tun o= «OpraHusaumoHHoe noJpasaeneHuney  (rpynna
No/ab30BaTeNeNn, CUHXPOHM3MpoBaHHaA ¢ LDAP-cepsepom).

[lna ynaneHua rpynnbl NoAb30BaTeNel HeobxoAMMO NpeaBapuTeNbHO UCKAOUYMTD
BCEX NONb30BaTENEN M3 FPYNNbI U BbINONHUTL CeAytoLMe AENCTBUS:

— nepenTtn B noapasaen «onb3oBatenm» pasaena «YnpaBneHume;

— B obnactn punbTPoB BbIbpaThb «[TOUCK NO rpynnamy»;

— Ha)kaTb Ha Ha3BaHMe rpynmnbl NONb30BaTeNEN AN Nepexoda B KapTouKy (npu
HeobXxoAMMOCTN BOCMNO/1b30BaTLCA GUALTPOM (Noapasaen 1.5);

— B OTKPbIBLLUENCA KAaPTOYKE rpynnbl NO/b30BaTENEN YAANUTb BCEX NO/Ib30BaATENEN
M3 TPYNMbl U HaXaTb KHOMKY «YAanntb» (PucyHok 132);
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ga MYNETUTEHAHT MOHWUTOPKMHI YNPABIEHUE AOMUHUCTPUPOBAHKWE @ HaTanud VieaHoga (i.ivanova...
YCTPOWUCTBA NONb30BATENN MNONUTHUKK CUEHAPWK DAANBI NPUNOXEHWA BUTPUHbI CBAI3KM KITIOYEN
test_rpynna1 /7 NONMb3OBATENA  NOMMTMKWA  CLEHAPUM
a lpynna nonb3oearten en A Monb3oBaTenuy BXxogsLMe B rpynny
B c6f4449d-d4t4-4...
15.04.202412:55 B rpynne HeT none3osatenai
15.04.2024 12:65
CTpok Ha cTpaduue: 25 w 0-0ms0
+ HOBbIi GHABTP - CIYCSWAN  NPUBASATB MONL30BATENEMA YOANUTD

PucyHok 132

— B OTKpbIBLIEMcA OKHe (PucyHoK 133) noateBepanTb MO0 OTMEHUTb AEeNCTBUA.

YpaneHuwe rpynnel

Bbl AEWCTBUTENBHO XOTHUTE YAANMTL Fpynny?
¥

OTMEHA QRJiEVIE-)

PucyHok 133

B pe3ynbTaTe ycnewHoro yaaneHma otobpasntca CoOOTBETCTBYOLLEE COODLLEHME.
2.4. Nopgpasagen «MNOAUTUKU»

MNoapasaen «Monntnkn» KoHconm agmmnHmctpaTtopa MY npeaHasHadeH ana paboTsl
M yNpaBaeHWA NOAUTUKAMM M KOPNOPATMBHbLIM WAabAOHOM MOAUTUK, KOTOPbIE MOTYT ObITb
Ha3Ha4YeHbl Ha FPYNMbl YCTPOWCTB MM FPyNnbl NO/b30BaTENEN.

MPUMEYAHME. Ina KOpPEKTHOro ynpaBAeHnsa yCTPONCTBOM HEOHX0AMMO, YTOObI Ha
yCTpoMcTBe HbIN0 BbICTAB/IEHO KOPPEKTHOE BPEMA 1 Obia 334aH YaCcOBOWM NOSAC.

[ns nepexoaa B noapasaen «Moantukn» HeobxoaMmMo B BEPXHEN NaHenn pasaena
«YnpaBneHue» BblbpaTb noapasgen «llonutukm». B pesynbtaTe 0TOOPA3MTCA CMMCOK
NONIUTUK, @ NPU UX OTCYTCTBMM OToDparkaeTcs coobuieHne «HeT AaHHbIX».

147



PyKoBOACTBO Nnosib3oBatena. HYactb 3

=~ OTKPbITAS

| MOBWUJIbHAA

R

YCTPOWCTBA

MYNETUTEHAHT MOHWUTOPWHI YMNPABNEHME

NONL30OBATENK NONUTUKMK CLEHAPKUK

MNonuTukn

+ HoBwbiit punetp

AOMUHHUCTPUPOBAHWE

NNAT®OPMA
Hatanwa MBaHoBa (i.ivanova...

®

®ARNBI NPUNOXEHWA BUTPUHLI CBA3KW KJTKOYEN

Habopsi punsTpos

TEst123

TecToBaA NONUTHKS: HEBOIMOXH

11.04.202..

B 14
o

w2

.

2
11.04.202
Q1

2

CTpox HacTpaHMue: 25 w

PucyHok 134

B pabouyeinn obnactn nopgpasaen

a «[Monutukm» (PucyHok 134) mHbopmaumsa o

NoANTUKE oTobparkaeTcs B CTONOLAX, NpuBeAeHHbIX B Tabanue (Tabauvua 36).

MPUMEYAHME. 3HaueHunA cTonbuoB moryT ObiTb OTCOPTMPOBAHDI:

OT CTapblx

HOBbIM, “* OT HOBbIX K CTapPbIM.
Tabnnua 36
HassaHne
3HayeHune OnwucanHune
ctonbua
HasBaHue HasBaHue NoAnUTMKM MpeacTtaBnaeT cobOM aKTUBHYHO CCbIKY, NPU
Ha*KaTMM Ha KOTOPYIO MPOUCXOAMUT Nepexos, K
KapTo4YKe NOSUTUKM
KommeHTapuit [ononHutenbHas MHPOPMaLMA K NONUTUKE.
3anonHaAeTcA Npy HeobXoAMMOCTH
Copepkmmoe |Kateropwua & OrpaHun4yeHne gocTyna
npasni B (5 0N0CoBbI€ BbI30BbI
NONUTHKE
— KoHdurypauma WLAN
-
O-r KoHdurypauma VPN
p KoHdurypauma Bluetooth®
Q) KoHdurypauma
O Cucrema
[ HacTpolkun nonb3osartena
i
Q feono3numMoHmnpoBaHme
=is YCTaHOBKa NPUIOKEHWNI
Konnyectso npasun Konmnyectso npaBua B KaTeropmm
O6HoBNEHO [aTa 1 Bpema nocneaHero 06HOBAEHMA NONUTUKHN
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[lobaBneHne NOANTUKM BOZMOKHO OAHMM 13 CAeayroLmx cnocobos:

— BpYy4Hyto (n. 2.4.2);

— Ha oCHOBe KoprnopaTtueHoro wabnoxa (n. 2.4.3);

— Ha OCHOBE cyllecTBytoWen nonntukn (n. 2.4.4).

CylwecTByeT BO3MOXHOCTb A0DaBNEHUA B MONUTUKY NMPABUA KaK BOBPEMA, TaK U
nocne ee co3agaHuA.

CnuCcoK NpaBua NOAUTUK, AOCTYMHbIX ANA Kaxaon Bepcumn OC, npreeaeH B Tabauue
(Tabnunua 37).

MpunoxeHne «ABpopa LleHTp» ¢ nepruoanyHOCTbIO pa3 B Yac NPOBEPsieT, Kakue
NOANTUKK, OPNANH-CLUEHAPUM W KOMAHAbl ONEepaTMBHOrO YyNpPaBAEHMA Ha3HayeHbl Ha
YyCTpOMCTBO. M B C/ly4yae HECOBMAAEHMSA TEKYLWEro M LEeneBOoro COCTOAHMA YCTPOWMCTBA
nepenpumeHseT HeobxoAnMMble onuUMK yNpaBaeHMs.

MPUMEYAHME. B cBA3M Cc ncnonb3oBaHnem Hosiee paHHUX BEPCMN MPOrPAaMMHOTO
nHtepdenca (API), B ynpasneHun ycrtponcteamm ¢ OC Android Bepcuin 7-8 BbiaenstoT
cneaytolme ocobeHHoCTH:

— NO0/b30BaATE/lb MOMKET BPYYHYIO OTKAOYMTL TEON0KALMIO, KOTOpPaa BK/OYEHa
NepMaHeHTHO Ha ynpasaaemsbix yctporcteax ¢ OC Android.

— peXMM KMOCKa, DBAOKMPOBKA 3KpPaHa M YCTAaHOBKA MPUIOXKEHUI paboTatoT C
ocobeHHoCTAMM (NoapobHOe onucaHne npuseaeHo B Tabauue (Tabaunua 37).

149



PYKOBOACTBO Mo/sib3oBaTend. Hactb 3

"] OTKPbITASA
MOBUJIbHASA
_J NNAT®OPMA

Tabnunua 37

Ne Bepcuun OC

n/n| HaseaHuenpasua nOMMTAKI s oo T 6C Android | OC AnbT Linux | OC Astra Linux | OC Ubuntu | PEfOC | Onvcarve

1 |[OrpaHuyeHune 4.0.2un 7-14 pl0 1.7 «Special 20 LTS, 7.3.4 nn.2.4.1.1
A0CTyna/BNoKnpoBKa 3KpaHa BbllLe Edition» 22 LTS

2 |OrpaHunyeHune 4.0.2un 7-14 - - - - nn.2.4.1.2
noctyna/Mcnonb3oBaHue BblLLIE
Kamepbl

3 |OrpaHuyeHme goctyna/CHUMKM 4.0.2un 7-13 - - - - nn.2.4.1.3
3KpaHa Bblle

4 |OrpaHuyeHune 4.0.2un 9-13 - - - - nn.2.4.1.4
poctyna/Ynpasnenue Bbllle
aBMapPEXMMOM

5 |OrpaHunyeHune 4.0.2un 7-13 - - - - nn. 2.4.1.5
poctyna/YnpasnaeHue TO4YKon Bbllle
noctyna WLAN

6 |OrpaHndeHne 4.0.2un 9-13 - - - - nn. 2.4.1.6
poctyna/Ynpasnenue Bluetooth Bbllle

7 |OrpaHuyeHune 4.0.2 v - - - - - nn.2.4.1.7
noctyna/licnonb3oBaHue BblLLIE
Hbpaysepa

8 |OrpaHunyeHune 4.0.2u 9-13 - - - - nn. 2.4.1.8
noctyna/YnpasneHve AaTon 1 BblLLIE
BpemeHem

9 |OrpaHunyeHune 4.0.2n 9-13 - - - - nn.2.4.1.9
noctyna/Mepenava gaHHbIX MTP BblLLE
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Ne Bepcuun OC

n/n| BsBanMenpasuia noMMTkM o T O Android | OC AneT Linux| OC Astra Linux | OC Ubuntu | PELOC | Omvcare

10 [OrpaHu4yeHune 4.0.2un - - - - - nn. 2.4.1.10
poctyna/Micnonb3oBaHue BbiLLE
MMUKPODOHa

11 |OrpaHuueHmne goctyna/Copoc K 4.0.2un - - - - - nn. 2.4.1.11
3aBOACKMM HACTPOMKaM BblLLIE

12 |OrpaHundeHune 4.1.0un - - - - - nn. 2.4.1.12
poctyna/Micnonb3osaHme USB- BblLLe
HakonuTenewm

13 |OrpaHunyeHune 4.1.0un - - - - - nn. 2.4.1.13
poctyna/Micnonb3oBaHue SD- BblLLe
KapT

14 |OrpaHunyeHne goctyna/Pexxmum - 7-14 - - - - nn. 2.4.1.14
KMOCKa

15 |Fonocosble BbI30BbI/NcxoasLime 4.0.2wn 7-13 - - - - nn. 2.4.1.15
BbI30Bb! BbllLE

16 |Fonocosble BbI30BbI/Bxoasuime 4.0.2 n - - - - - nn. 2.4.1.16
BbI30OBbI BblLe

17 |KoHourypauma WLAN/Pexmm 4.0.2 1 7-13 - - - - nn.2.4.1.17
pabotbl WLAN Bblle

18 |KoHdurypaums 4.0.2un 7-13 - - - - nn. 2.4.1.18
WLAN/MoaKknto4eHua K ceTu BblLLE
WLAN

19 |KoHdurypaums 4.0.2un 7-13 - - - - nn. 2.4.1.19
VPN/MoaxkntodeHmnsa VPN BblLLE
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Ne Bepcuun OC

n/n HassaHue npasnna NOAUTUKU OC Aspopa | OC Android | OC AnbT Linux| OC Astra Linux | OC Ubuntu | PEL OC OnucaHue

20 |KoHdurypaums 4.0.2 n 9-13 - - - - nn. 2.4.1.20
Bluetooth/Pexnm paboTbl BbiLLE
Bluetooth

21 |KoHdurypauma/PacnmcaHme 4.0.2n 7-13 pl0 1.7 «Special 20 LTS, 7.3.4 nn. 2.4.1.21
NONyYeHUS KOMaHA, BbllLIE Edition» 22 LTS

22 |KoHowurypaums/PacnmcaHne 4.0.2u 7-13 pl0 1.7 «Special 20 LTS, 7.3.4 nn. 2.4.1.22
OTNPaBKN COCTOAHUA BblLe Edition» 22 LTS

23 |KoHowurypaums/PacnvcaHne 4.0.2wn - - - - - nn. 2.4.1.23
OoTnpaBKn cobbITUI Bblle
H6e3onacHoOCTH

24 |KoHowurypaums/VicknoyeHmsa 4.0.2wn - - - - - nn. 2.4.1.24
cobbITniM besonacHoOCTH BblLLIE

25 |KoHourypauma/XpaHeHune noros 4.0.2un - - - - - nn. 2.4.1.25
Ha yCTpomcTBe BblLLIE

26 |KoHourypaumus/ObHoBNEHME 4.0.2 1 7-13 - - - - nn. 2.4.1.26
KoopAamHaT B KnneHTe ABpopa BblLLE
LeHTp

27 |Cuctema/YCcTaHOBUTb BEPCUIO 4.0.2 v - - - - - nn. 2.4.1.27
OC Bbllle

28 |HacTtponku 4.0.2u 7-13 pl0 1.7 «Special 20 LTS, 7.3.4 nn. 2.4.1.28
nonb3osatens/TpeboBaHMA K BbllLe Edition» 22 LTS
napoto

29 |HacTtponku 4.0.2u - pl0 1.7 «Special 20 LTS, 7.3.4 nn. 2.4.1.29
nonb3osatens/Co3naTb BblLlle Edition» 22 LTS
Nob30BaTeNA
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Ne Bepcuun OC

n/n| BsBanMenpasuia noMMTkM o T O Android | OC AneT Linux| OC Astra Linux | OC Ubuntu | PELOC | Omvcare

30 |HacTpolku 4.0.2un 7-13 - - - - nn. 2.4.1.30
nonb3oBaTens/CepTnuduKkaTbl BblLLE
No/ab30BaTeNS

31 |[leonosnumoHupoBaHme/ 4.0.2 n - - - - - nn. 2.4.1.33
HacTpolkn pexumma paboTbl BblLLIE
reonosnunoHMpPoBaHMA

32 |Pannbl/locTaBKa Ha yCTPOMCTBO - 7-14 pl0 1.7 «Special 20 LTS, 7.3.4 nn. 2.4.1.31

Edition» 22 LTS

33 |CKkpunTbl/BbiNONHEHME Ha - 7-14 pl0 1.7 «Special 20 LTS, 7.3.4 nn. 2.4.1.32
yCcTpoucTse Edition» 22 LTS

34 |BHewHu Bua/YcTaHoBKa GoHa - 7-14 - - - - nn. 2.4.1.34
paboyero cTona

35 [MpunoxeHns/YcTaHOBKa 4.0.2n 7-14 pl0 1.7 «Special 20 LTS, - nn. 2.4.1.35
NPUNOXKEHMN HA YCTPOMCTBO BbllLE Edition» 22 LTS
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2.4.1. Obuwee onmcaHme NpaBuI NOAUTUK
2.4.1.1. OrpaHuyeHune goctyna/baoknposKa skpaHa

MpaBnio no3BonAeT pPa3bAoKMpoBaTb MAKM 3ab10KMPOBATb 3KPaH YCTPOMCTBA C
BbIBOOM COODLLEHNA.

MPUMEYAHME. OcobeHHOoCTM paboTbl NpaBmaa NOAUTUKM ANR YCTPOUCTB Ha baze OC
cemenctsa Linux npuBedeHbl B AOKymeHTe «PyKOBOACTBO NMo/sib3oBaTend. Yactb 11.
MNpunoxeHne «ABpopa LleHTp» Ana onepaumoHHbIX CUCTEM CEMENCTBA Linux».

Bbibop 3HauYeHmA 13 cnmncka:

— «3ab10KMpPOBaH» - AaHHOE 3HaYeHMe BbIbpaHO NO yMoAYaHMo Npu AobasneHnmn
NpaBWAa, a TakKe A0CTYNHO Nose ANnA BBoAa CoobuleHns, KoTopoe byaeT oTobparkaTbCa Ha
3a6/10KMPOBAHHOM 3KPaAHE. IKCTPEHHbIE BbI30BbI OCTAOTCA AOCTYMHbI;

— «Pa3bnokunposaHy.

BHUMAHMWE! Ha ycTtpoiicTtBax Ha 6a3ze OC Android:

— npn BNOKMPOBKE 3KpaHa TaKxKe Oa0KMpyeTcAa nepedada AaHHblXx no MTP u
MCXOAALLME BbI3OBbI (KPOME 3KCTPeHHbIX). [To3TOMy ecnm Ha YCTPOMCTBO Ha3HayeHa
NONUTUKA C paspelleHnem nepeaayn AaHHbix no MTP 1/Mam ncxoaauimx Bbi30BOB, TO B
KapTO4YKe yCTPOMCTB byaeT oTobpaxKaTbCca CTaTyc «He COOTBETCTBYET NOAUTUKER;

— B 3aBUCMMOCTM OT NnpomnssoamTens n sepcim OC Android noseaeHne 610KMPOBKM
3KpaHa MOXeT OT/INYaTbCA, HanpuUmep:

® eC/In YCTPOMCTBO 3alunuieHo PIN-Kogom, To mocne nepesarpy3km Ha 3KpaHe
BBOAa PIN-Ko4a MOXKET ObITb 4OCTYNHO BEPXHEE MEHIO;

® repesarpy3Ka yCTPOMCTBA KaCaHMEM COOTBETCTBYIOLWEN KHOMKKN B UHTepdelice
MOeT bblTb HeAOoCTyNHa (Hanpumep, AaHHOe nosedeHMe HabnaaeTcsa Ha yCTpPoMCTBe
Samsung). B 3Tom c/ny4ae OCyWecTBAATb Nepe3arpysky yCTPOMCTBA  AaHHOro
Npoun3BOANTENA CAeayeT C MOMOLLbD KOMOMHAUMM KHOMOK Ha Kopnyce (B COOTBETCTBMM C
NOKYMeHTaumen nponssoanTens);

e Ha ycTponcTBax Huawei Ha 6a3ze OC Android Bepcum 9 BbifsBNEHa cneaytoLLas
npobaema: ecinm B OKHEe Bbl30Ba BPYYHYK BBECTM HOMEP, OTMYHbINA OT IKCTPEHHOTrO, U
NOMNbITaTbCA COBEPLUMTL BbI30B, TO BbI3OB HE MPOM3OMAET HM B 3TOM C/lydae, HW nocnae
M3MEHEHMNA HOMEPA Ha 3KCTPEHHbIN. [1nA pelueHns npobaembl cneyeT BEPHYTbCA Ha DKpaH
HNOKMPOBKM M MOBTOPUTL SKCTPEHHbIM BbI3OB.

NMPUMEYAHME. Ha ycTpomcteax ¢ OC Android Bepcun 7.0, 7.1, 8.0.0, 8.1.0:

— B penme BNOKMPOBKM HEOBXOAMMO BBOAMTb MApPOb MNP KaXKAOM BKAOUYEHUM
3KpaHa, ecn yCTPOMCTBO 3aLLUMLLEHO MApPOaEM;

— NPX NOMbITKE BbIKAOYNTL YCTPOMCTBO OyaeT OTODOpPaKeHO OKHO, B KOTOPOM
BO3MOXHO HE TO/IbKO BbIK/IOYMTL WMAM MNepe3arpy3nTb YCTPOMCTBO, HO M BKAKOYNUTb
aBMapeXnm, HeCMOTPA Ha 3anpeLlatollee NPaBMAO NOAUTUKN. ECAM BKAOYNTb aBUAPEKMM,
TO ByaeT oTobpaXKeHO OKHO C YBEAOMIEHUEM M MHCTPYKLMEN, KaK OTKAOUYUTb aBUAPEKNM
(PncyHok 135).
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BKJIIOYEH ABUAPEXXUM

HAXXMUTE KHONKY NMUTAHUA ANA OTK/IIOYEHUA ABUAPEXXUMA

PucyHok 135
2.4.1.2. OrpaHuyeHune goctyna/icnonb3oBaHMe Kamepbl

MpaBWiIO paspellaeT Uan 3anpeLlaeT MCNONb30BaHME KaMepbl Ha YCTPOMCTBAX.
Bbibop 3HauYeHMA 13 cnmncka:

— «Pa3spelweHoy;

— «3anpelleHo» (Npu gobaBAeHUN NpaBUaa 3HAYEHNE BbIBPaAHO MO YMOYAHMIO).

2.4.1.3. OrpaHuyeHmne aoctyna/CHUMKM sKpaHa

MpaBunao paspeLlaeT UaM 3anpeLlaeT co3aaHmne CKPMHLIOTOB C 3KpaHa YCTPOMCTBA.
Bbibop 3HaYeHMA M3 CrncKa:

— «Pa3pelweHoy;

— «3anpeuleHo» (Npu gobaBneHUN NpaBmMIa 3HAYEHME BbIOPAHO MO YMOYAHMIO).

2.4.1.4. OrpaHunyeHue aoctyna/YnpaBneHne aBMapenmom

MpaBunao paspellaeT MaM 3anpeLLaeT MCNOIb30BaHME aBMAPEKMMA Ha YCTPONCTBAX.
Bbibop 3HaYeHMA M3 CrnCKa:

— «Pa3pelweHoy;

— «3anpeuieHo» (Npu gobaBneHUN NpaBmMIa 3HAYEHME BbIOPAHO MO YMONYAHKIO).

2.4.1.5. OrpaHuyeHmne goctyna/YnpasneHme Toukor goctyna WLAN

MpaBuno GUKCUMpYeT TeKyllee cocTosHue Toukn aoctyna WLAN. PaspeliaeT mam
3anpeuwaeT BHOCUTb MU3MEHEHMA B HACTPOMKM ToUYKM aoctyna WLAN.

MPUMEYAHUE. [na yctponcte Huawei u Honor Ha 6asze OC Android npwu
3anpewarowem npasuie pasgada WMHTEpHeTa B peXume MoemMa OTK/KYaeTcA, HO
NONb30BaTE/lb MOXKET BPYUHYIO BKIOYUTL M OTKAKOUUTL TOYKY AOCTYMNA, @ TaKXKe U3MEHUTb
ee HaCTPOMKM.

Bbibop 3HaYeHMA 13 CUCKA:

— «PaspelweHo»;

— «3anpeueHo» (Npu gobaBneHMN NpaBmMIa 3HAYEHME BbIOPAHO MO YMONYAHKIO).
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2.4.1.6. OrpaHuyeHune goctyna/YnpasneHue Bluetooth

MpaBnao GuKCMpyeT Tekyllee cocToAaHMe Bluetooth®. 3anpeuwaeTt nan paspewaet
BHOCUTb M3MEHEHUsA B HAacTpoMKku Bluetooth®.

BHUMAHWE! Ona yctpoicts Ha 6a3ze OC Android Bepcumn 9, ecnm Bluetooth® 6bin
BK/ILOYEH, TO MOC/AEe NPUMEHEHMA NPaBUAa OH MOXET 0TODParKaTbCsA KakK BbIK/OYEHHbIN B
HaCTpOWKax, Ho Npu aTom Bluetooth® npoaokuT paboTtaTsb.

Bbibop 3HaYeHMA M3 CNnCKa:

— «Pa3peweHoy;

— «3anpelleHo» (nNpu AobaBAeHUN NpaBnaa 3HaAYEHNE BbIBPAHO MO YMOYaHMUIO).

2.4.1.7. OrpaHuyeHune goctyna/Mcnonb3oBaHne bpaysepa

MpaBunao paspeLlaeT MaM 3anpeLwaeT MCnob3oBaHne bpay3epa Ha YCTPOMCTBAX.
Bbibop 3HaYeHmA 13 cnmncka:

— «Pa3pelweHoy;

— «3anpelleHo» (Npu gobaBAeHUN NpaBMaa 3HaAYEHNe BbIBPaAHO MO YMOYaHMIO).

2.4.1.8. OrpaHuyeHue goctyna/YnpasaeHue 4aTol U BpeMeHem

Mpasuno GUKCMPYET TekyllmMe AaTy U BPemsA Ha ycTponcTBax. PaspelwaeT mam
3anpewaeT BHOCUTb M3SMEHEHMA B ATy U BPEMA.

NMPUMEYAHUA:

v' [lna yctponcts Ha 6ase OC Aspopa u OC Android mM3meHeHue BpemeHu B
MEHbLUYI CTOPOHY OT PeasibHOro MOXeT NPMBECTU K TOMY, Y4TO 3anmcK O Npomn3oLleaLwmnx
onepaumax nepecTaHyT oTobparkaTbCA B KypHaae NpuaoxeHunsa «Aspopa LleHTp». MoaTtomy
PEKOMEHAYETCA Ha3Ha4YMUTb MOAUTUKY C MPaBMIOM MO 3anpeTy YynpaBAeHMA OaTon U
BpeEMEHEM;

V' [1nsa HeKoTopbIX ycTpoicTs Ha 6ase OC Android, npasunio no 3anperty M3meHeHus
AaTbl M BDEMEHWN MOYKET OCTaB/ATb BO3MOXKHOCTb M3MEHEHMA YAaCOBOrO NOACA (B YaCTHOCTM,
Ha Huawei Y9).

BbIbOp 3HaYEHMA U3 CNUCKa:

— «Pa3pelweHoy;

— «3anpelleHo» (Npu gobaBaeHUM NpaBnaa 3Ha4YeHNe BbIBPaHO MO YMONYAHMIO).

2.4.1.9. OrpaHuyeHune goctyna/lNepesava gaHHbIX MTP

MpaBnIO paspellaeT UaM 3anpellaeT nepeaady AaHHbix Yepe3 USB-coeamHerme.
BbiboOp 3HaYEHUA U3 CNUCKa:

— «Pa3spelweHoy;

— «3anpelueHo» (Npu AobaBAeHUM NpaBMaa 3HAYEHNE BbIOPAHO MO YMONYAHMIO).
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2.4.1.10.0rpaHunueHme goctyna/Mcnonb3oBaHne MUKpopoHa

MpaBunao 3anpeLLaeT am pa3pellaeT MCNOAb30BaHWE MUKPOdOHA A/1A 3aMMCK 3BYKa
Ha YCTPOMCTBAX.

Bbibop 3HaueHmA 13 cnmncka:

— «Pa3peweHo»;

— «3anpeleHo» (MUKpodoH byaeT HeaoCTyneH ANA 3aMMCM 3BYKA BO BCEX
NPUNOMKEHMAX WU BHELIHMX YCTPOMCTBAX, KOTOPbIE YNPaBAAOT UM (HayLWHMKN, TAPHUTYPbI U
T.M.), HO ByAeT AOCTyNeH ANA UCXOAALLMX M BXOAALLMX BbI30BOB). [Tpn Ao6aBneHMM Npasmna
3HaveHue BbIBPaHO N0 YMONYAHMIO.

2.4.1.11.0rpaHnyeHme goctyna/Copoc K 3aBOACKUM HAaCTPOMKam

MpaBunao 3anpeLaeT nam paspetlaeT cOpoc K 3aBOACKMM HAaCTPOMKaM,

Bbibop 3HaYeHmA 13 cnmncka:

— «Pa3spelweH»;

— «3anpelleH» (Npu gobaBneHUN NpaBnaa 3HaYeHne BbIOPaAHO N0 YMOYaHMIO).

2.4.1.12.0rpaHnyeHmne goctyna/McnonbsosaHne USB-HakonuTenemn

MpaBuMNO 3anpeLwaeT Uan paspellaeT ncnonbiosaHmne USB-Hakonutenen.

Bbibop 3HaYeHmA 13 cnmncka:

— «Pa3pelweHoy;

— «3anpeuweHo» (npu pgobaBneHMM MpaBWaa 3HAYEHWe YCTaHaBAMBAETCA MO
YMOJIYaHNIO).

NPUMEYAHUA:
v EcAM  NpUMEeHMTb 3anpeulatollee npaBMao B  MOMEHT  MCMO/Ib30BaHMA

noaknoveHHoro USB-HakonuTena (Hanpumep, Kakon-nnbo ¢ann ¢ USB-Hakonutens
OTKPbIT), TO USB-HakonuTenb He OTKAOYUTCA. TaKKe Ha YCTPOMCTBE MOTYyT BO3HMKHYTb
olWmnbKK, nocne KoTopbix USB-HakonuTenb OCTaHeTCA AOCTyNeH;

V' EC/v nocie NpUMeHEeHUs 3anpeLLatoLero npasuia paspewmTb UCNoib30BaHme
USB-HakonuTenen, TO YCTPOWCTBO HA4YyHET BUAETb WX 4yepe3 1-2 MWUHYTbl MAW nocne
M3BNEYEHNA U NOBTOPHOro noaxatodeHns USB-kabens;

v' Tpu npuvmeHeHUM 3anpellalollero npasuna Ha ycrpoictse INOI P4903
coobuleHne o BNOKMPOBKE B MYHKTE MEH «XpaHuauuie» B noapasgene «HacTpOMKM»
oTobparkaeTca He NONHOCTbLHO.

2.4.1.13.0rpaHnyenmne goctyna/Mcnonb3osaHne SD-kapT

MpaBunNOo 3anpeLaeT Uan paspeLlaeT NCnoib3oBaHme SD-KapT.

Bbibop 3HaYeHMA 13 CrnCKa:

— «PaspeleHo»;

— «3anpeuweHo» (npu OobaBneHMM NpaBWAa 3HAYeHWe YCTaHaBAMBAETCA Mo
YMOJIYaHNIO).
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MPUMEYAHUA:

v' B cnydae npuMeHeHun 3anpeLLatoLlero npasuia B MOMEHT MPOCMOTPa:

— KaTtanora ¢ SD-kapTbl B NpuaoxKeHnn «Painbl», AaHHbIM KaTanor byaeT AoCTyneH
ANA NPOCMOTPA A0 ero 3aKpbITuA;

— ¢anna c SD-KkapTbl, AaHHbIM ¢ann OyaeT AOCTyneH ANA NPOCMOTPa A0 €ero
3aKpbITHA;

V' Ecav nocne 3anpeta paspeLlmnTb UCNoab3oBaHue SD-KapT, TO yCTPOMCTBO HayHeT
BUAETb MX MOC/e nepe3arpy3skm WAM MOCAe PYYHOTrO BK/IKOYEHWMA B MYHKTE MEHH
«XpaHunuuie» B nogpasaene «HacTpomkmny.,

2.4.1.14.0rpaHnyeHma goctyna/Pexunm KMocKa

[MpaBMAO NO3BONAET aKTMBMPOBATb Ha YCTPOMCTBAX PEXMM KMOCKA, B pe3yabTaTte
yero 6yayT AOCTYNHbI TONbKO YKa3aHHbIe B MOAUTUKE MNPUNOKEHNA, APbIKM BED-CTPAHMLL U
CaNTbl, @ TaKXKe NO3BONAET OTK/IOYMUTb BEPXHEE MEHIO.
[ns co3paHns npasmaa HeobXxoaAMMO BbIMONHUTL CAeayoLLMe AEeNCTBMA:
1) B none «BKAtOYEH» BO3MOXHO BKAOYUTb MM BbIKNOYUTL PEXMM KMOCKA C
nomoLum nepekntodatena (PucyHok 136).
MPUMEYAHUE. MMpn pobasneHnm npasBuna nNepekayatTenb Mo YMOAYAHUIO
BK/ItOYEH;
2) B none «OTKAtOYEHME NAHENU yBeAOM/IEHWN» BbIKAOYUTbL MEPEKNOYATEND,
eC/IN B PEXMME KMOCKa TpebyeTca OTKAIOYNTbL BEPXHEE MEHIO.
MPUMEYAHMUE. MMpn pobasneHun npasBuna nNepeknoyatTenb MNo  YMOAYAHMUIO
BbIK/TFOYEH.
BHUMAHUE! YnpasneHne naHenbto yBeAOMIEHMA BO3MOXHO ANA YCTPOWCTB C
OC Android 9 v BblwWwe;
3) B none «Kogp Bbixo4a M3 peXmma KMOCKa» BBECTM KOA, COCTOALLMA M3 8 umdp.
TaK»Ke BO3MOXHO CreHepMpoBaTb KO aBTOMATUYECKM, HaXKaB KHOMKY Q «CreHepunpoBaThb
MNapO/ib» B NPaBOM YaCTX CTPOKM.
MPUMEYAHME. Mone 0b6a3aTenbHO A1A 3aN0/THEHNSA, ECNIN PEXKMUM KMOCKA BKKOYEH;
4) [na napameTtpa «LBeT wpndra» gocTyneH BbI6GOP 0OAHOTO U3 3HAYEHUN:
— «lo ymonyaHuto» - UBeT WpnudTa OCTaeTca TOT, KOTOPbIN Obll B cUCTEME [0
Ha3HAYeHWA N NPUMEHEHMA NAUTUKM C NPABUIOM PEXMMA KMOCKA;
— «Bbibop useTa». Mpn BbIbOpE AaHHOTO 3HAYEHMA CTAHOBUTCS AOCTYMHbIM:
e nose anda seoaa HEX-koaa;
® OKHO C LiBETOBOM NannTpoi ans sbibopa HeobXxoaMMOro LUBeTa;
5) Ona napameTtpa « PoH» AOCTYNeH BbIOOP OAHOMO 13 3HAYEHUN:
— «CuctemHoe un3obparkeHne» - GOH OCTAaeTCs CUCTEMHbLIM, KOTOPbIA Obla A0
Ha3HAYeHWA U NPUMEHEHMA NONUTUKM C NMPABUIOM PEXKMMA KMOCKQ;
— «Bbibop useTa». MNpu BbiIbOpPE AAHHOTO 3HAYEHMA CTAHOBUTCA AOCTYNHbIM:
e none anAa sesoda HEX-koaa;
® OKHO C LiBETOBOM NaanUTpoM And Bbibopa HEOOXOAMMOrO LIBETA;
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+ noBABUTL MPABMMO WMMMOPT NMPABWN

= [MokasaTh kKaTeropuu

¥ Pexwnm kmocka

(]

H ENPUMEHWUMO ONA Aspopa, Linux

BrnoueH .

OTKMOYEHWE NaHenu YBEOO... ]

YrpaBneHue NaHenso YEeAoMNEHWA Bo3MOxHO ona yeTpoicTe ¢ OC Android 9 u seiwe. x
Koo BIXOOa M2 pEXMME KK... Q
ObazaTensHoe None
LieeT wpudTa Mo ymon4aHwmio v
Don CucTtemHoe naobpaxeHue -

v YKaxWTe NpUNoXeHns

PucyHok 136

6) B 6noKe «lpunoxKeHna» yKasaTb NPUNOKEHMA U UX NOPALOK PACNONOKEHUA
(PucyHoK 137), KoTopble ByayT AOCTYMHbI MO/Ab30BATENO B PeKMMe Kuocka. [as aToro
cneayet B nose «Koa NpuaoKeHna» BBECTM HAa3BaHME NaKkeTa NPUAOKeEHUA (Heobxoaumble
NaHHble A0CTYNHbI 419 NPOCMOTPA B KAapPTO4Ke yCTpoKcTBa B cTonbue «MHdpo» (nn. 2.1.1.9).

Ecnn Tpebyetca nobaBuTb elle OAHO MPUNOXKEHWE, TO HEODXOAMMO HaxKaTb Ha
3HaYoK T B 1€BOM HUKHEM Yyry M NOBTOPMUTb AENCTBMA ONMCAHHbIE BbILLE.

Echn TpebyeTca M3MEHUTb MOPALOK PACMONOKEHMA MPUIOKEHU HeobXoaAnMMo
BOCMO/1b30BATbCA KHOMKAMM . W,

NPUMEYAHMUE. Mone ob6a3aTenbHO ANs 3aNONHEHUA, €CIN PEKUM KMOCKA BK/TOYEH,
M B NPaBW/IO He A0DaBAEHO HX OAHOTO AP/AbIKa BED-CTPaHULbI;

« [MpunoxeHus

Koo npunoxeHuna 1 ‘ ‘ -

(m}

YKka®WTE Ha3BaHWE NakeTa

Koo npunoxenuna 2 ‘ ‘ -

(m}

YKEXWTE HE3BaHWE NaKkeTa

PucyHok 137

7) [Oob6aBuTb Ap/bIKM BED-CTPaHUL, NO3BOMAIOWMX OTKPbITb HEODOXOANMMbIE CalTbI
(PrcyHoK 138), BbINONAHMB cneaytolme AeNCcTBUA:
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— B 6noKe «Ap/blkK BeO-CTpaHUL/YKaKMUTe AP/bIKM BEO-CTPaHWUL» HaxKaTb Ha

3HavoK

— B none «HasBaHue APSblKa» BBECTU Ha3BaHWE APJiblKa (N\O)'I'(eT coaepatb OT 1 40

20 cMMBOIOB);

— B none «URL» BBECTM 3/1EKTPOHHbIN aapec HeobxoAMMOro caiTa/CcTpaHuLbl B

dopmaTe URL. Hanpumep: https:// www.omp.ru/.
NMPUMEYAHUA:

v" Tone 06a3aTeNbHO ANA 3aNOTHEHUA, ECNUN PEXKMM KNMOCKa BRTKOYEH, N B NPaBHUIO

He 10D0aBNEHO HM OAHOTO NPUIOKEHUS;
v" BO3MOKHO f06aBNeHNe HECKONbKMX AP/IbIKOB BEB-CTPaHML

« Apnbikk Beb-cTpaHuy

(m

HazsaHwe Apnblka ‘

URL ‘

PucyHok 138

8) HacTpouTb CNUCOK paspelleHHbIX/3anpeleHHbIX CaliToB AO0CTynHa, eciu B

KayecTBe aedponTHoro bpaysepa ncnonbsyetca Chrome (PucyHok 139).

3anpeTuTb BCE CalThl

3anpelugHHLIE CaNThl

VlckniodeHna n3 3anpeLleH...

@ Android — 1 npaeuno

OTMEHA

PucyHok 139

Nna HACTPOMKU CNUCKA pa3peLlleHHbIX CauTOB He0bX0AUMO:

— NepeBecTu nepekaoyaTeNb «3anpeTuTb BCE CalTbl» B MONOKEHUE «BKAOUEHOY;
— B none «VCKNoYeHna M3 3anpeLieHHbIX CalnTOB» BBECTM 31EKTPOHHbIN aapec
paspelleHHoro caiTa B popmaTe URL (Hanpumep: https://www.omp.ru/) n HaxkaTtb Enter.
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NMPUMEYHAMUA:

v C nomolblo KHomKkM CF «[Jo6aBUTb AP/BbIKM B CMIMCOK UCKMOYEHUI» TaKKe
BO3MOXHO [100aBWTb B pPa3pelleHHbI CMMCOK adpeca CaMToB M3 AP/AbIKOB, KOTOpble
yKa3aHbl Ha Wware 5;

V' BO3MOXHO [00aB/eHNE HECKOIbKMX Pa3peLleHHbIX CaliToB.

[na HAaCTPOMKM CNUCKa 3anpeLLeHHbIX CauToB HeobxoamMmo:

— ybeanTbCs, YTO NEepekNtoYaTeNb «3aNPETUTb BCE CalTbI» HAXOAMUTCS B MONOKEHNN
«BbIKNOYEHOY;

— BNOJe «3anpeLleHHble CalTbl» BBECTU 3NEKTPOHHbIN aapec 3anpelLLeHHOoro carmTa
B dopmate URL (Hanpumep: https://www.omp.ru/) n HaxaTb Enter.

NMPUMEYAHUA:

V' BO3MOMHO [06aBeHNe HECKO/IbKMX 3amnpeLleHHbIX CalToB;

v' Heobxoammo J06aBAATb B CMMCKM 3anpeLleHHbIX/pa3peLleHHbIX CaiToB TOIbKO
KoHeuHble URL. Hanpumep, ecnn 3abnoKnpoBaTh BCe calTbl, Kpome https://www.omp.ru/,
TO Noc/e peampeKTa oH CTaHeT https://omp.ru/ v paspeleHmne He cpaboTaerT.

BHUMAHUE! He pexkomeHayetca BblbMpaTb npuaoxkeHne «Aspopa LeHTp» B
KayecTBe cpe/cTBa 3anycka (launcher) Kak npu ero ycraHoBKe, Tak W B JanbHelwem. B
NPOTMBHOM C/ly4ae BbINTM M3 PEKMMA KMOCKA OyAeT HEBO3MOXKHO.

NPUMEYAHUA:

v' BNOKMPOBKa 3KpaHa MMEET NPUOPUTET HaZ, PEXKMMOM KMOCKA. Mpu HasHaYeHUn
NOIMTUK C NPaBUNAMM BKAOYEHHOM DNOKMPOBKM 3KPaHA U BKAOYEHHOMO PEXKMMA KMOCKA
0TOOpPa3nTCsa SKpaH BOKMPOBKK, @ B COCTOSSHUM YCTPOMCTBA - MHPOPMALMA O BKIOYEHHOM
O6/10KMPOBKE 3KPaHa WM OTK/IHOYEHHOM PEXMME KWMOCKA, BCAEACTBME 4Yero B KapTOuKe
YCTPOMCTBa 0TOOPa3nTCA CTaTyC «He COOTBETCTBYET NONUTUKEY;

V' EC/V B CNUCOK pa3speLleHHbIX NPUAoXKeHNn 4o6aBUTb NPUIOXKeEHKUe No paboTe ¢
dannamum, To Npu OTKPLITUKN dalnoB ByayT 3anyckaTbca 06PaboTUMKM 3TUX GaMNOB, AarxKe
eCAM UX HEeT B CMUCKe pa3pelleHHbIX NPUAOXKeHW. Hanpumep, nNpu OTKPbITUK Painna
dopmaTa .mp3 MOXKET 3anyCTUTbCA Meananneep (Npu ero HaAMYMKM Ha YCTPOMCTBAX);

V' B uenax obecneyeHns SKCTPEHHbIX BbI30BOB B PEKMME KMOCKa BCEraa A0CTyMHO
NPUAOXKEHME ANA COBEPLIEHMA BbI30OBOB. B cayvae HeobHXOAMMOCTWM 3anpeTuTb Bbl30Bbl
cnenyet A0NONHUTENbHO HAa3HAYMTb Ha YCTPOMCTBO COOTBETCTBYHOLLYO MOANTUKY;

V' ApnbikK Be6-CTPaHUL, OTKPbIBAIOTCA Yepes Bpay3ep, 3a4aHHbli N0 YMONYAHMIO.
MNpn aTOM:

— eC/M 33aflaHHbIM No yMoNYaHuto Hpaysep BbiOpaH, TO pa3peLlleHHbIM B peXnme
KMOCKa OCTaeTCA TONbKO OH. [lpM 3TOM ecnu 3afaHHbI MO ymoAn4YaHuto Hpaysep He
[06aBneH B CNUCOK NPUIOKEHUM, TO ero MKOHKa 0TObparkaTbcs He byaeT,;

— eC/M 33JaHHbIKN Mo yMoNYaHUo Bpay3ep He 3a4aH, TO MPU OTKPbLITUKN AP/bIKA
nonb3oBaTeNto byaeT NpeasoKeHo ero BblopaThb;

v’ Agpeca CcaiiToB Ha KMpuaaMue HeobxoaMmo [400aBAATb B CMWCKK
paspeLlleHHbIx/3anpeLleHHbIX CanToB B KOAMPOBKe Punycode;

v' Tlpy NepBOM 3amnycKke pexmnma Kuocka byaeT 3anpelieH BXod B 6e30macHbii
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pexxunm (safeboot) Ha ycTpoincTse;

v' EC/AM yCTPOMCTBO 3alUMLIEHO MAposieM, TO B PEXMME KMOCKa HeobXoaMmo
BBOAMTb NAPO/b NPU KaXKA0OM BKAKOUYEHNM SKPAHA;

v" Ha ycrpoitcteax ¢ OC Android sepcun 7.0, 7.1, 8.0.0, 8.1.0, paboTatowmx 8
PEXMME KMOCKA:

— NPW NOMbITKE BbIKAOYNTL YCTPOMCTBO OyaeT OTOOpaKeHO OKHO, B KOTOPOM
MOHO He TO/IbKO BbIKAOYUTb MK Nepe3arpy3mnTb YCTPOMCTBO, HO M BKAOYUTb aBUAPEKMM,
[aXKe HecMoTps Ha 3anpellatollee NPaBuao NOAUTUMKW. ECAKM BKAKOUMTL aBMApPEXMM, TO
bynet oTobparKeHO OKHO C yBEAOMIEHUEM W MHCTPYKUMEN, KaK OTKAOUYMTL aBMapemm
(cm. PucyHok 135);

— NepeKkNtYEHNE MEXAY OKHAMM 3aNyLEHHbIX NPUNOKEHMN 3aMNPELLEHO;

— CUCTEMHbIe AaHHble (Bpems, 3apas baTtapeu, yposeHb curHana WLAN u 1.1.) He
0TODPaXKaTCA B BEPXHEN CTPOKE COCTOAHMA;

— NaHeNb yBeAOMANEHMA He oTobparkaeTcs, AarKe ecnn oTobpaxeHue naHenm
yBEeAOM/IEHWN pa3peLleHOo B MpaBuae NOJUTUKN.

2.4.1.15.fonocosble Bbi30BbI/McxoasLLMe BbI30BbI

MpaBnaoO paspellaeT MAW  3anpellaeT COBeplUeHMEe WCXOAALMX BbI3OBOB C
yCTPOMCTBA.

Bbibop 3HaYeHMA 13 CMCKa:

— «Pa3pewweHbl»;

— «3anpelueHbl» (Npn 4obaBaeHWM NpaBMaa 3HaYeHMe BbIDPAHO MO YMOAYAHMIO).

2.4.1.16.fonocoBble BbI30BbI/BxoasLime BbI30BbI

MpaBunao paspeLlaeT UaM 3anpeLlaeT BXoAALLME BbI30Bbl HA YCTPOMCTBO.

Bbibop 3HaYeHWA 13 CMCKa:

— «PaspelweHbI»;

— «3anpeuleHbl» (Npy gobaBneHMN NpaBuaa 3Ha4YeHne BbIBPAHO MO YMOTYAHMIO).
Bxoasuime Bbi30Bbl He ByayT 0TObparkaTbCs NONb30BATENO, @ 3BOHAWMN abOHEHT byaeT
CAbIWAaTb ryaKu.

2.4.1.17.KoHourypauma WLAN/Pexxum pabotsl WLAN

[1paBK/I0 NO3BONAET:

— OTKAYaTb MK BKAoYaTb agantep WLAN;

— 3adUKCcnpoBaTb Tekylwee cocToaHme agantepa WLAN.

JocTtynHoble 3HaYyeHus ana pabotbl WLAN:

— «He 3apaHo» (ynpasneHue coctoaHnem agantepa WLAN 6yaeT pa3baoknposaHo
(pacKkpbiBatoLwmincs cnmcok «YnpasneHmne WLAN»);

— «BbikntoyeHo» (agantep WLAN 6yaeT BbIKAOYEH NEPMAHEHTHO (BK/IOYMUTL €ro
byaeT HeBO3MOXKHO). Mpn fob6aBAeHUM NpaBuaa 3Ha4YeHNE BbIOBPAHO N0 YMOAYAHMIO;

— «BkntoyeHo» (apgantep WLAN 6yaeT BK/IOYEH MEPMAHEHTHO (BbIK/IOYMUTL ero
byaeT HEBO3MOXKHO).
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BHUMAHWE! B 3asucumocTtn oT Bepcum u npowmski OC Android BO3MOXKHO
Ha/IM4YMe Ha YCTPOMCTBAX NONb30BATENbCKMX HACTPOEK, CMOCODOHbIX BANATL HA HA3HAYEHHYO
NO/INTUKY:

— XypHan ynpasneHna WLAN (BcTpeyaeTcs Ha ycTpoicTBax Samsung). lNo3sonaet
3anpeTuTb NPUIOXKeHUO «ABpopa LieHTp» BKAtoYaTh/oTKAO4aTL agantep WLAN;

— aBTomaTtmyeckoe BkatoveHne WLAN. [To3sondaet BratodaTe agantep WLAN, koraa
YCTPOMCTBO OOHAPYKMT NOBAN30CTN OAHY M3 COXPAHEHHbIX CETEM, M OTKAHOYATb €ro, ec/iv B
TeyeHne HEKOTOPOro BpemeHu He byaeT yCTaHOBNEHO CoeAnHEHME.

JocTynHble 3Ha4YeHUa ANnA ynpasaeHua coctoaHrem agantepa WLAN:

— «3anpeuleHo» (byaeT 3adMKCMPOBAHO TeKyllee cocToaHuMe agantepa WLAN).
Mpwn nobaBneHMM NpaBMaa 3HAYEHNE BbIDPAHO NO YMOAYAHMUIO.

BHUMAHMWE! [1na ycTtponcts Ha H6a3e OC Android Bepcun 9 nosnb3oBaTe/ib MOXKET
BPYYHYIO BKAOUYMTb/OTKAOUMTE WLAN, aaxke ecnm ynpasneHe WLAN 3anpeLleHo;

— «Pa3peweHo» (N0Nb30BaTe/lb MOXET BKAOYATL MM OTKAoYaTb agantep WLAN wu
M3MEHATb ero HaCTPOMKM).

2.4.1.18.KoHourypauma WLAN/MNoakntodeHns K cetn WLAN

[MpaBM/I0 NO3BOAAET CO34aTb M HACTPOMTb Ha YCTPOMCTBAX MOAKIOYEHMA K CETAM
WLAN c TexHonormamm 6esonacHoctn WPA-EAP 1 WPA2. B pe3ynbTaTe yCTPOMCTBO CMOXKET
NoAKAt0YaTLCA K 3aWmeHHbIM ceTam WLAN 6e3 4oNoNHUTEeNbHbIX AEUCTBUNA.

NPUMEYAHUA:

v TpaBuno He cpaboTaeT, eCan Ha YCTPOMCTBAX BbikatoYeH agantep WLAN;

v' Ha ycTponcteax, dyHKUMOHMPYIOWMX noa ynpasnennem OC Android, nocne
BKAtoveHMA apantepa WLAN v npumeHeHMA npaBuia MOMEHT HenocpeacTBeHHOro
NOAK/IIOYEHMA K TOYKe A40CTyna 3aBUCUT OT Bepcun 1 npowmnskun OC. Ecav noagkaoyeHmne K
TOYKe AO0CTyna He Mpom3owao, TO caedyeT nepesarpysnTb YCTPOMCTBO MAWM BbINOAHUTD
NOAK/IIOYEHME BPYUHYIO.

[lns co3paHma npasmaa HeobxoaAMMO:

1) B none BBoga «HasaHume cetun (SSID)» BBECTU Ha3BaHMe OecnpoBOAHOMN CeTH
(Service Set lIdentifier) ans noakntodeHus. MapameTp obA3aTeneH ANa 3aNOAHEHUS.
Ha3BaHuMe HecnpoBOAHOM CETM AO/IKHO ObITb YHMKA/bHBIM B paMKax Npasua.

NMPUMEYAHUE. Ecnm pasHble MNOAUTUKM COAEPXKAT MNpaBWaa C OAMHAKOBbIM
Ha3BaHMeM HecnpoBOAHOM CETU, TO NMPU X HAa3HAYEHMN HA YCTPONCTBE DyAeT NPUMEHEHO
npasuno c bonee nosaHen gaTon obHOBAEHMS.

BHUMAHMWE! Ecin HassaHue noakatodermns WLAN B npaBuie COAepKUT CUMBO «/»
(Hanpumep, OMP/_test), To:

— Ha ycTponcTtee byaet co3gaHo nogkntodeHne WLAN B Ha3BaHMK, KOTOPOro He
OyaeT yKasaH AaHHbIM cumBon (Hanpumep, OMP_test), B pe3ynbTaTe Yero yCTPOMCTBO C
CMMBOJIOM «/» B Ha3BaHUM HE CMOKET NOAKNOYNTLCA K ceTn WLAN;
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— B KApPTO4YKe YCTPOWMCTBa Ha BKAadke «CocTosiHMe» OyayT oTobparkeHbl ABa
noaknodeHna WLAN - ¢ cumBosioM «/» B Ha3BaHWMM M 6e3 Hero. B pesynbTaTe yero
YCTPOMCTBO DByAeT B cTaTyce «He COOTBETCTBYET NONUTUKEY;

2) Bnone «CKpblTas ceTb» MNPM MOMOLLM NePEKNOYaTENA BOZMOMKHO BKIOUYUTL UM
OTKMHOUNTb TPAHCAAUMIO Ha3BaHMA OecnpoBoaHoM ceTu. [pu apobasneHUM npasmna
nepekatoyaTeb MO YMOJYAHUIO BbIK/IOYEH;

3) B none «ABTOMOAKAOYEHMEY» NPU MNOMOLWM NEepeKkItodaTens BO3MONKHO
BK/IIOYMTb MAW OTKAHOUYMTb aBTOMOAKNOYEHME YCTPOMCTBA K becnpoBoaHon ceTtu. [lpu
nobaBneHnn Npasmaa NepekntoyaTeNb N0 YMOAYAHMIO BKIOYEH.

MPUMEYAHME. [ina yctponcts Ha H6a3ze OC Android aBTonoakntoyeHne paboTtaeT
cneayowmMm obpaszom: B MOMEHT CO3JaHMA WM HACTPOMKM MNOAKAOYeHMA Oyaet
npousBeaeHa MomnbITKa NOAKMOYEHMA K TOYKe AocTyna. B cayyae Heyaaum cneaytouwlan
NonbITKA NOAKAtOYeHUs ByaeT Nnpom3BeaeHa B COOTBETCTBMU C OCOHEHHOCTAMMK BEPCUU U
npowwekn OC Android;

4) B none «HacTtpoika IP-agpeca» N0 YMOAYaHMIO BbICTABNEHO 3HA4YeHue
«ABTOMATU4YeCKaa». [losie pefaKTUPOBAHUIO HE MOLJIEXKUT;

5) Ecan Heobxoammo co34aTb NOAKAOYEHNE K HeCnpoBOAHOM CETU C TEXHO/IOTUEN
6e3onacHOCTK:

WPA2:

— B pacKpblBatollemcs cnucke «besonacHocTb» BbibpaTb «WPA2». [lpu
nobaBneHnn Npasmaa 3Ha4eHMe BbIBPAHO N0 YMONYAHMIO;

— B none «lMaponb» BBECTM Napo/ib becnposoaHoM ceTu. MNapameTp He obazaTeneH
nns 3anonHeHusa. Ecam becnpoBoaHas CeTb He 3allMlleHa naponem, To Heobxoammo
OCTaBUTb NONE NMYCTbIM.

MPUMEYAHUA:

v' Ecnv naposib He 3a4aH, To Ha ycTpolcteax ¢ OC Android nogkaiodeHune He byaeT
CO3aHO WM B KypHane npunoxeHua «Aspopa LleHTp» oTobpasuTtca 3anmncb 06 owmndke
CO34aHMA NOAKNOYEHMA, a Ha ycTponcTBax Ha 6a3e OC ABpopa Heobxoammo byaet
BPYYHYO BBECTM MAPO/b A4 NOAKAOYEHMA K 3alMLLEHHOM BECNPOBOAHOM CETH;

v' [laponb XpaHUTCA B CUCTeMe B HeludppoBaHHOM Buae. [pocmoTp napons
BO3MOMEH:

— B KapPTOYKe NOAUTUKK BO BKAaaKe «Mpasuna» (nn. 2.1.5.1);

— B KapTOYKe yCTPOMCTBA BO BKAaAKe «[lonntmkm» (nn. 2.1.1.5).

WPA-EAP

Co3gaTb noakatoyeHme K 6ecnpoBOAHOM cCeTM C TexHonornen 6e30nacHOCTM
WPA-EAP BO3MOXXHO MO NPOTOKOAY:

1) TLS (B aononHeHMe K CO34aHWIO MOAKAOYEeHMA 4Yepe3 npoTokon TLS byaet
BbIMYLLEH M AOCTAaBAEH Ha YCTPOMCTBA NO/b30BATENLCKNIM CEPTUDMKAT ANA NOAKAOYEHMA K
becnpoBoaHoOM ceTh). [na aToro HeoHXoAMMO:

[ns noakntoyeHna K 6ecnpoBoAHON ceTu ¢ TexHonornen 6esonacHoctn WPA-EAP
no npotokony TLS Heobxoammo:
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— B pacKpblBatoLeMCcA cnncke «besonacHocTb» BbibpaTh « WPA-EAPY;

— B packpblBatollemca cnmncke «poTokon» BbibpaTb « TLS»;

— B pacCKpblBatollemca cnucke «KaTeropma cepTudukaTa» BblOpaTb KaTeropuo
N0/1b30BaTE/NIbCKMX CEPTUOUKATOB, B PaMKax KOTOpoM byaeT BbiNyLlEH NO/b30BaTE/IbCKMIA
cepTuduKat. MNpun oTCyTCTBMM Tpebyemon KaTeropmnm B cnncke Heobxoammo nob6aBuTh ee B
HaCTPOMKax aAMUHUCTPUpPOBaHMA ABpopa LleHTp (n. 4.1.2);

— B pacKpbiBatoWemcsa cnucke «MaeHTuduKatop» BbIOPATb AMHAMUYECKYHO
nepemeHeHHyto, KoTopasa byaeT aBTOMATMYECKM MOACTABAATb HYXHbIM MAEHTUDMKATOP
No/b30BaTeNA B NOAKNOYEHME:

® [ {UserEmail}} —email U3 KAPTOYKM NONb30OBATENS;
® [{UserPrincipalName}} —3HayeHWe napameTpa «userPrincipalName» 13
LDAP-gaHHbIX O Nosib30BaTeNe.

2) EAP

[ns noakntoyeHna K 6ecnpoBoAHON ceTu ¢ TexHonornen bezonacHoctn WPA-EAP
no npotokony PEAP Heobxoammo:

— B pacKpblBatoLemca cnucke «besonacHocTb» BbIbpaTh « WPA-EAP»;

— B pacKpblBatoLemca cnucke «MpoTokon» BbibpaTh «PEAPY;

— B pacKpbiBalollemcsa cnucke «MaeHTuduKaTop» BbIOPATL AMHAMMYECKYIO
nepemeHeHHyto, KoTopas OyaeT aBTOMATMYECKM MOACTABAATb HYXHbIA MAEHTUPUKATOP
N0/Ib30BaTeNA B MNOAKAOYEHME:

® [ {UserEmail}} —email U3 KAPTOYKM NONb30OBATENSA;

® [{UserPrincipalName}} — 3HayeHWe napameTpa «userPrincipalName» 13
LDAP-gaHHbIX O Nonb3oBaTene;

® {{sAMAccountName}} - 3HadyeHue napametpa SAMAccountName wu3
LDAP-gaHHbIX O Nosib30BaTeNe.

NPUMEYAHMUE. Moakntoyerme Kk cetn WPA-EAP PEAP 6yaeT co3aaHo ¢ naponem no
ymonyaHutio (12345678). MNocne co3gaHua NOAKNOYEHUS HeobxoAMMO 3alTu B €ero
HAaCTPOMKM M BPYYHYIO M3MEHUTb MapO/ib Ha KOPPEKTHOe 3HayeHue. Ecam Ha ycTponcTee
aKTMBMPOBAH PEXMM KMOCKA M NpaBa Ha pefaKTMPOBaHME MOAKAKOYEHMA OTCYTCTBYIOT, TO
ONA M3MeHeHMA napona B HacTpohKkax OC Ha KOppeKTHoe 3HayeHuMe HeobxoaAMmo
06paTUTLCA K aAMUHUCTPATOPY.

BHUMAHUE!

v’ [na  BbinycKa cepTtudMKaTa W  KOPPEKTHOW MOACTAHOBKM 3Ha4YeHUA B
OMHAMUYECKYIO MepemMeHHyto Heobxoaumo, 4ToDbl YyCTPOMCTBO OblI0 MPMBA3AHO K
N0/1b30BaTeNIO;

v Ecam B MY K yCTPOWMCTBAM MPUBA3aHO HECKO/MbKO MO/b30BaTenei, To npu
CO34aHUKN NoAKAtYEHNA ByayT MCNONb30BaTbCA YHETHbIE AaHHbIE MOb30BaTENA, KOTOPbIN
6bl1 NPMBA3aAH K YCTPOMCTBAM MOCAEAHMM UAN KOTOPbIA Obla NOMYyYeH U3 MHTerpauum c
LDAP. Ecnn 13 LDAP nony4yeHo HECKONbKO No/ib3oBaTeien, To byaeT BbiOpaH TOT, KOTOPbIN
NPMBA3aAH K YCTPOMCTBAM NOC/IeAHUM.
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Ecnm HeobxoamMmo co3aaTh Ha ycTponcTeax eule 1 noakntodeHme kK cetn WLAN, T0
HEeobX0AMMO HaKaTb 3HAYOK + BHM3Y NpaBuia 1 NOBTOPUTL WarK, npneseeHHbIe BbiLLe.

2.4.1.19.KoHodurypaums VPN/MoaxntoueHns VPN

[MpaBmnao NO3BOAAET CO34aTb NogKkAtoveHre VPN B NpuaoKeHumAX:
— Cisco AnyConnect ans yctpoicts OC Android;
— Kpuntolpo NGate R2 ans yctponcts Ha 6aze OC Android n OC Aspopa.
[ns co3paHmna npasmaa HeobxoaMMo:
1) B none «Ha3BaHWe» BBECTW Ha3BaHMe noaxatodeHua VPN, KoTopoe A0KHO
6bITb YHMUKANbHbIM B paMKax Npasuaa. lNapameTp obAszaTeneH Ans 3anonHeHuA.
NMPUMEYAHUE. Ecnm pasHble MNOAUTUKM COAEP)KAT MnpaBWaa C OAMHAKOBbIM
Ha3BaHMem noakatoyeHma VPN, TO npu nx Ha3Ha4YeHnM Ha YCTPOMCTBO DByaeT NPpMMEHEHO
npasuno c bonee no3aHen aaTon oO6HOBNEHUS;
2) B none «Aapec cepsepa» BBeauTe agpec cepsepa VPN. MapameTp obasateneH
ONA 3aNONHEeHUA;
3) B none «Tun» BbIOPaTb OAHO W3 MPUNONKEHWUI, ANA KOTOPOro HeobxoaAMMo
co3aatb nogkntoveHmne VPN:
— Cisco AnyConnect (npu pnobaBneHMn npaBuMna 3HadyeHWe BbIOPaHO MO
YMOJIYaHUIO):
e B none «[MpoTOKO» N0 YMOYaHWNIO yKa3aH NpoTokon BbesonacHocTu SSL. MNMone
HeAOCTYNHO AN1A PeAaKTMPOBAHUA;
® ecnnTpebyeTcsa BMecTe € co3gaHmnem noakntodeHmna VPN, 4Tobbl 6bia BbiNyLLeH
M [O0CTaBAE€H Ha YCTPOMCTBO HeODXOAMMbIA MNONb30BATENLCKMA CepTUdUKAT, TO B
pacKpblBatoLLLEMCA CNUCKe «KaTeropma ceptudmkaTa» Heobxoanmo BbibpaTb HEOOXOANMYHO
KaTeropmto Mnoab30BaTe/IbCKMX CepTMOMKATOB, B pPaMKax KoTopor 6yaeT BbinyLleH
NONb30BaTENbCKMIA cepTUdMKaT. pK OTCYTCTBMM HEOoDXOAMMOM KaTeropmm B CAMUCKe
TpebyeTca nobaBUTL ee B noapasaene «HacTponkn» pasgena «AOMUHUCTPMPOBAHMEY
(n.4.1.2). MapameTp He obs3aTeNeH A8 3aN0NHEHMUS;
— Kpuntollpo NGate R2:
e B nosne «Tun ayTeHTUPUKALMM» yKa3zaH TMN «[1o norMHy u naponto». lMone
3aMNOJIHEHO MO YMONYAHMIO U HEAOCTYNEH ANA peJaKTUPOBaHMA;
® B pacKpbIBatoLWEMCs cnmcke «JIormMH» HeobxoaMmo BblOpaTb AMHAMUYECKYIO
nepemMeHeHHyto, KoTopada byaeT aBTOMATUYECKM NOACTABAATb HYXKHbI TOTMH NO/1b30BaATENSA
B NOAK/IIOYEHME:
¢ {{sAMAccountName}} - /IOTMH MNONb30BaTeNA (3HayeHMe napameTpa
sAMAccountName un3 LDAP o nonb3oBatene). Mpumep 3Ha4yeHua: ivanivanov. [Mpu
nobasneHnn NpaBnaa 3Ha4YeHme BbIGBPAHO NO YMONYAHMIO;
¢ {{UserEmail}} - Email U3 KapTo4kM Nonb3oBaTens. MNpumep 3HaYEHUS:
ivanov@mail.ru;
¢ {{UserPrincipalName}} - JJOI'MH NO/1b30BaTENA (3Haqul/Ie napameTpa
userPrincipalName 13 LDAP o nonb3oBatene). [Mpumep 3HadyeHKns: ivanivanov@mail.ru.
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BHUMAHMWE! Ecnn B [TY K yCTPOMCTBY NPMBA3AHO HECKO/IbKO MO1b30BaTeNEN, TO NpK
CO34aHMM NOoAKAYeHMA BbyayT MCMO/b30BaTbCA YYETHble AaHHble TOro MOJib30BaTeNs,
KOTOpbIM Obln NPWBA3aH K YCTPOMCTBY MNO34HEE BCEX WAM KOTOPbIA Obla nonydeH K3
nHTerpaumm c LDAP. Ecam 13 LDAP nony4eHO HECKObKO Noab3oBaTenen, To byaet BbibpaH
TOT, KOTOPbIN NPUBA3AH K YCTPOMCTBY NO3AHEE BCEX;

e B none «AsTo3anyck VPN» npu nomouiy nepekntodaTesia BOSMOXHO BKAKOYNTD
WA  OTKAKOYMTb aBTOMOAKAtOYeHMe ycTponctBa K VPN. [Mpu gobasneHun npasmaa
nepekatovaTeNb NO YMOYAHMIO BKAOYEH.

MPUMEYAHME. HacTtpolika aBTo3anycKka aencteyeT Tonbko ana OC Android;

e nose «CepninHbIN HOMEP NNLEH3UNY» 3an0oNHAeTCA ecn TpebyeTca nepeaaThb B
noaknoveHne VPN cepuiHbiM HOMep AuueH3suu. [lapameTp He obA3aTeneH Ana
3aMNOJIHEHMA.

MPUMEYAHMUE. MNepepaya cepMmMHOro Homepa AMLEH3UM AENCTBYET TONbKO ANA
OC Android.

Echm Heobxoammo co3aaTh eule oaHo noakatodeHne VPN B npunoxeHun Cisco
AnyConnect ana OC Android, HeobxoAMMO HaskaTb Ha 3HaA4oK =+ BHWM3Y npasuaa u
NOBTOPWUTL Warun, NnpmMBeAeHHbIe Bbille.

BHUMAHME! Ana npunoxenuma Kpuntollpo NGate R2 MoXXHO co34aTb TO/IbKO O4HO
noakaoveHne VPN.

2.4.1.20.KoHdurypauma Bluetooth/Pexum paboTbl Bluetooth

MpaBMNO pa3pelaeT Uam 3anpeLlaeT BO3MOXKHOCTb MCNO/1b30BaTh Bluetooth®.
BbibOp 3HaYEeHUA U3 CNUCKa:

— «BbIkNtOYEHY;

— «BkntoyeH» (Npu gobaBneHnM NpaBmaa 3Ha4YeHme BbI6PaHO MO YMONYaHMIO).

2.4.1.21.KoHodurypauma/PacnncaHme noaydeHusa KomaHz,

MpaBunao 3a4aeT pacnmcaHmhe Ha NoayvyeHme onepaTUBHbLIX KOMaH U NOAUTUK.
BBOA, 3Ha4YeHMA C KnaBmaTypbl B popmaTe: «Kaxkable [44] AH. [44] 4.».

2.4.1.22.KoHdurypauma/PacnucaHme oTnpaBKn COCTOAHMA

MpaBuKi0 3a4aeT pacnncaHme oTNPaBKM COCTOAHMA YCTPOMCTBa Ha Y.
BBoA 3HauYeHMA ¢ KnaBmnaTtypbl B popmate: «Kaxable [Aa] AH. [44] 4.».

2.4.1.23.KoHodurypauma/PacnncaHme oTnpasKmn cobbiTnii 6esonacHoCcTH

MNpaBWNO 3a4aeT pacnmucaHue oTnpasku B Y cooblueHmin o cobbITnax 6e30nacHOCTH
(security.d journaling daemon), NPOU30LWIEALINX HA YCTPOMCTBE.
BBoA 3HauyeHMA ¢ KnaBmaTtypbl B dopmate: «Kaxable [4a] AH. [44] 4.»

2.4.1.24 KoHdurypauma/VckntodeHuna cobbiTmin besonacHocTm

MpaBnaO NO3BONAET UCKAOYMUTL OTMPABKY ONpeaeneHHbIX CobbITUIN He3onacHoCTK
C YCTPOWCTB, GUALTPYSA MUX MO NPOLECcCcam U/UAN YPOBHAM.
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Ana dunbTpaumm:

— no TNy cobbiTMA 6e30MNacHOCTM BCEX MPOLLEeccoB Heobxoanmmo BbibpaTh «Bce
MPOLECChI» M YKa3aTb YPOBEHb COObITMI, KOTOPbIN CAeayeT NCKAUYNTD;

— no onpeaeneHHoMy cobbiTUO 6e30MacHOCTM HEOBXOAMMO BBECTU BPYYHYHO NMyTb
K ucnonHaemomy dalay npouecca oTnpasuTens cobbitva. Takke npeacTaBaeHa
BO3MOHOCTb JOMONIHUTENbHO YKa3aTb YPOBEHb CODLITUA, KOTOPOE CAeayeT UCKNKYUTD;

— NO BTOPOMY CODObITUIO He30MacHOCTM HeOBXOAMMO HaXKaTb Ha 3HAYOK M/tOCa
BHM3Y OMAbTPA W TaKKe BBECTM BPYYHYD NyTb K McCnosHAeMomy dainy npouecca
oTnpasuTens cobbiTma. MNMpn HeobXoAMMOCTU AOMONHUTENBHO YKa3aTb YPOBEHb CObbITUS,
KOTopoe cneayeT WCKAUYMTb. AHANOTMYHO BO3MOXHO CAenaTb U ANA MNocaenyroLLmx
cobbITUIM He30MacHOCTU, KOTOPble CNeayeT UCKIUNTD.

2.4.1.25.KoHdurypauma/XpaHeHne N0ros Ha yCTPOMCTBE

MpaBnno no3BoONAET 3a4aTb CNocob XpaHeHWA CUCTEMHbIX COOOLWEHUI Ha
YCTPOMCTBAX.

Bbi6op 3HaYeHMA 13 CNUCKa:

— «[locTosiHHOE» (3HayeHWe BbIOBpPAHO MO yMoA4YaHMio). CUCTeMHble coobLLEHMA
XPAHATCA B JIOKA/NbHOM XpPaHW/MULLE YCTPOMCTBA M COXPAHAKOTCA MNOCAe nepes3arpysku
ycTpolcTBa. [MpaBmMao MMeeT NPUOPUTET B KOMOUMHMPOBAHHbIX NOANTUKAX;

— «BpemeHHOe». CUCTeMHble COODUIEHWA XPAHATCA B OMNEpPaTMBHOM MNaMATU
YCTPOWCTBA M YAANAOTCA NPU NepesarpysKke yCTpomncTsa.

2.4.1.26.KoHdurypauma/ObHoBAEHNE KOOPANHAT B KNneHTe ABpopa LleHTp

MpaBW/iI0 3a4a€T YaCcTOTYy OOHOBIEHMA KOOPAMHAT B NPUNOKEHMM «ABpopa LleHTp».

BHUMAHWE! ObHoBNeHME KOOPAMHAT B NpUAoKeHUM «Aspopa LleHTp» He BaunAeT
Ha 4YacTOTy aKTyaaM3auum KOOpAMHAT CaMMM YCTPOMCTBOM. YCTPOMWCTBO aKTyanmsmpyet
CBOW KOOpAMHATbl HE3aBMCMMO OT TOro, Kak 4acTo npunoxeHue «Apopa LleHTp»
3anpalBaeT KoOopAmMHaTbl. Ha 4acToTy aKTyanmsaumm KoopAmHaT YCTPOMCTBA BAMAET
PEXUM PaboTbl re0N03NLIMOHMPOBAHMA.

BBOA, 3Ha4YeHMA C KnaBmaTtypbl B popmaTe: «Kaxkable [44] 4. [Mm] m [cc] c».

MPUMEYAHME. MNpu nobasneHmnn npasmaa No YyMONAYaHUIO yCTaHOBAEHa YacToTa 10
MWUHYT (3HadeHne: «Kaxkaple [0] 4. [10] m [O] c»).

2.4.1.27.Cuctema/YctaHoBuTb Bepcuto OC

Mpasunao npeaHasHayeHo ana obHosneHmAa OC Ha yCTPOMCTBAX M 3a4a€T:

— Bepcumto OC, KoTopada byaeT ycTaHOBAEHA Ha YCTPOMCTBAX;

— BPEMEHHOW MHTepBa/, B Te4eHMEe KOTOPOro Ha YCTPOMCTBax byaeT yCcTaHOB/EHA
yKazaHHasa Bepcua OC.

Ecnn Tekywaa Bepcns OC ABpopa Oonblie MAWM paBHA BEPCUU U3 MOSJUTUKM,
obHoBneHne OC ABpopa He BbINOAHAETCS.
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[ns co3pgaHuA npasBuna TpebyeTca BbIOpaTb M3  PACKPbLIBAOLLIErOCA CMMUCKa
Heobxoaumyto Bepcuto OC. Cnmcok Bepcmin OC 3anNoHAETCA B COOTBETCTBMW C BEPCUAMM
amcTpmnbytmeoB B pannosom xpaHuaumuie NMOOC. OnmcarHune NOOC npuBeaeHO B AOKYMEHTE
«PyKOBOACTBO aAMMHUCTPATOPAN.

Bbibop BpemeHW cTapTa M 3aBeplleHns obHosieHMs B dopmaTe: «YCTaHOBKa C
[4acbl]: [MMHYTbI] A0 [4ackl]: [MUHYTbI]».

2.4.1.28.Hactpolikn nonb3osatens/TpeboBaHMA K Napoto

MpaBunno 3agaeT caeayolme napameTpbi:

— C/IOXKHOCTb Napons AnA pa3baoKMPOBKM YCTPONCTBA;

— CpOK AeNCTBMA Napons.

MPUMEYAHME. OcobeHHOoCTM paboTbl NpaBmaa NOAUTUKM ANR YCTPOUCTB Ha baze OC
cemeinctea Linux npuBedeHbl B AOKyMeHTe «PykoBoacTBo nonb3osatens. Yactb 11.
MNpunoxeHne «ABpopa LleHTp» Ana onepaumoHHbIX CUCTEM CEMENCTBA Linux».

[nsa co3maHma npasmna HeobxoaAMMO BblIDpPaTb 3HAYEHMA M3 PACKPbIBAKOLLErOCA
CMMCKa:

— «CNOXHOCTb:

e «ObblyHanA» - N03BONSAET 334aTb NAPOAb AAMHOM OT 7 A0 10 cumBonoB. MoxKeT
COCTOATb TO/IbKO M3 Ldp AMbO BKAOYATL UMPPbI, OYKBbI U cneucmaosl. MNpn gobasneHmmn
NpaBuaa 3Ha4YeHMe yCTaHaBAMBAETCA MO YMOJTYAHMIO;

e «BbicOKaA» - MO3BOAAET 334aTb NAPO/b A/IMHOM OT 8 A0 12 cumBonOB. MoOXKeT
BKItOYATb LNMPpPbI, OYKBbI M CNELCMMBObI;

— «CnmBON0OB» (A0OCTYNHblE 3HAYEHMA 3aBUCAT OT BbIDPAHHOM COKHOCTH);

— «CpoK, aHen» (mocTynHble 3HavyeHus: 30, 60, 90, 120, 150, 180 aHen).

BHUMAHME! Mpn HazHa4YeHUM NOAUTUKM YCTaHABAMBAETCA 3aNpeT Ha U3MEHEeHUe
TpeboBaHM K naponto. Ecnm nocne storo 6yaeT yaaneHa nonmvtuka «TpeboBaHus K
Napo/to», TO 3aNpPeT Ha U3MEHEeHUs BCe elle DyaeT AeMCTBOBATb Ha YCTPOMCTBE.

NMPUMEYAHUA:

v" na OC Aspopa:

— B Bepcun 4.0.2 1 BbiWe NPaBMIO 414 NAPONA AENCTBYET A8 YY4ETHOM 3aMmCK Kak
no/ab3oBaTens, Tak M aAMUHUCTPATOPa YCTPOMUCTBA;

— 32 6 AHeM 40 OKOHYaHWA CPOKa AEeNCTBMA Mapona NpuxoauT yBEAOMIEHWE O
HeobXx0AMMOCTN CMEHUTb MAPOb;

v" lna OC Android:

— He oTobparkaeTcs yBeAOMAEHME C HAMOMUHAHWEM O CMEHe Napons;

— N0 WCTEYEHMM CPOKa [AencTBMAa napons oTobpasnTca yBEAOMIEHME O
HeobXx0AMMOCTN CMEHUTb NapPOb. [1pK KacaHUM YBEAOMNEHMA OCYLLECTBAAETCA NEPEXOJ, B
HacTponkn OC ana cMmeHbl Napons;

— eC/IM Ha yCTPOoMNCTBe Dbl NpuMeHeHbl bonee cTporve TpeboBaHMA K Napoto, TO
oT0bpa3nTCa yBeAOM/IEHME O HeobXOAMMOCTM CMEHUTb Naponb. [lpy HaXaTMM Ha
yBeAOMAEHME OCyLLecTBAAeTCA nepexos B HacTponkn OC a4na cMeHbl NaponA.
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2.4.1.29.Hactpoinku nonb3osatena/Co3aatb Nosb30BaTeENSA

[MpaBnnoO paspelsaeT WaM 3anpewaeTr co3faHue MoJsib30BaTend Mpu akKTUBauWK
yCTPOMCTBA.

MPUMEYAHMUE. OcobeHHOCTM paboTbl NpaBmnaa NOANTUKM AN YCTPOMCTB Ha basze OC
cemenctBa Linux npuBegeHbl B AOKymeHTe «PykoBoAacTBO nosb3oBaTena. Yactb 11.
MNpunoxeHne «ABpopa LleHTp» A1A onepaumMoHHbIX CUCTEM CeEMENCTBA Linux»,

Bbibop 3HauYeHmA 13 cnmncka:

— «Co3paBaTb» (Npu nobaBneHMM NpaBMIa 3HaYEHME BbIDPAHO NO YMOAYAHMIO);

— «He co3sgaBatb.

2.4.1.30.Hactpoiku nonb3osatena/CeptndnKaTbl Noab30BaATENS

MpaBnao no3BonAeT co34aTb M nepedaTb Ha  YCTPOMCTBO  cepTUdMKaTbI
No/sb30BaTeNs, HeobxogMmble ANA NOAKNOYEHNA K 3alnweHHbIM ceTam WLAN.

BbibpaTb M3 paACKPbIBAOLLIErOoCA  CMMCKA  KAaTeropuw  MOJb30BaTENbCKUX
cepTMOUKATOB, B paMKax KOTOpPOM DyaeT BbiNyWEeH No/b30BaTENbCKMN cepTUdmMKaT. MNpu
OTCYTCTBMM HEODXOAMMOM KaTeropum B cnucke TpebyeTcs nobaBuTb ee B noapasaene
«HacTponkum» pasaena «KAaMUHUCTPUpOoBaHKme» (n. 4.1.2).

[1ns BbINyCKa M A0OCTaBKM cepTUPMKaTa HeOBX0AMMO:

— NPWBA3aTb aKTUBMPOBAHHOE YCTPOMCTBO K NOb30BaTENtO (M. 2.2.6);

— BbIMOAHUTb OAHO N3 AEUCTBUNA:

® MpMBA3aTb YCTPOMCTBO K rpynne ycTponcTs (n. 2.2.7);
® NpuBA3aTb MO/b30BaTENA, K KOTOPOMY MPMBA3AHO YCTPOWCTBO, K rpynne
nonb3oBatenewn (n. 2.3.4);

— Ha3Ha4YUTb MOAUTUKY C NpaBUAOM «HacTpoiKkm nonb3zosaTens/CepTuduKats
N0/ab30BaTeNA» Ha FPYNMny YCTPOMCTB AN NONb30BaTeNEN, B KOTOPYIO BXOAMT YCTPOMCTBO.

MPUMEYAHUA:

v ECAM y YCTPOWCTB M3MEHUTCA MO/b30BaTeNb, TO cepTUdUKaT He OyaeT
nepesbinylleH. [1aa BbinycKka cepTudmKaTa Apyromy nosib3oBaTesito HeobX0AMMO CO3aaTb
HOBYHO KaTeropmo No/b30BaTENbCKMX CEPTUOMKATOB M MPUMEHUTDL €€ B MPaBUIIE;

v' ECAu y N0Nb30BaTeNA U3MEHWUIUCH [aHHbIE, UCMOb3yemMble B cepTuduKate, To
ceptTuduKkaT He OyaeT nepesbinylleH. Jna BbiNycka HOBOro cepTudmKaTa Heobxoammo
N0/Ib30BATE/NIO CO34aTb HOBYH KAaTEropmto N0b30BaATENLCKUX CEPTUPUKATOB M MPUMEHUTD
ee B NpaBue;

v’ Ecan nonb3osatenb 6bin OTBA3aH OT YCTPOMCTBA, TO MO/b30BaTE/IbCKMIM
cepTMdMKaT He YAannTCA C yCTPOMCTBA. YTOObl yAannTb CepTUPUMKAT C YCTPOICTBA, creayeT
yOannTb NPaBUIO U3 NOIUTUKMN.

2.4.1.31.®annbl/[ocTaBKa Ha YCTPOMCTBO

I'Ipanmo no3sondet Bbl6paTb OANH NN HECKOJIbKO (I)aVIHOB, KOTOpble HeO6XO,£I,l/II\/\O
AO0CTaBUTb Ha yCTpOl\/’ICTBO.
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[ns co3paHuna npasmna He0bxoaMMO:

— B pacKpbiBatolemca cnucke «®Pann» BbibpaTb dainn, KoOTopblid HeobXxoammo
[OCTaBUTb Ha YCTPOMCTBO, Npu HeobxoAMMOCTM BOCMONb30BABLINCL  PUIBTPOM
(nogpasaen 1.5).

MPUMEYAHMUE. Echv Heobxoammoro danna B CNMCKe HET, To cneayeT 4obaBbTe ero,
BbINMOJIHMB AEMNCTBMA ONMMUCAHHbIe B M. 2.6.1;

— B none «[upeKktopusa» BBECTWM MNyTb K MNanKke Ha YCTPOWCTBE, B KOTOPYHO
HEeobX0AMMO Pa3MeCTUTb Gpai.

Ecnn Heobxoammo AobaBmTb B NpaBmao elle oanH ¢ain, To HeOBXOAMMO HaXKaTb
Ha 3Hauok T+ B 1eBOM HMKHEM yrny v NOBTOPUTb AEMNCTBMA ONMCAHHbIE BbILLE.

-

-+ NOBABWTL MPABUNO WMMOPT NMPABMN

= [Moka3aTk KaTeropun

~ [locTaeka Ha ycTpoieTeo

]

[m]}

~ He zapaH

Dain | DUNLTP N0 HA3BAHWIO 2 |

OupexTopua | |

@ Aspopa — 1 npaeuno, Android — 1 npaeune, Linux — 1 npasrno

OTMEHA

PucyHok 140
2.4.1.32.CKpunTbl/BbiNONIHEHNE Ha YCTPOMCTBE

[MpaBMI0 NO3BONAET AOCTABUTb M BbIMONHUTL CKPMMT Ha YCTPOMCTBE.

[lna co3gaHmna npaBnaa HEOHBXOAMMO:

— B pacKpblBatolemcs cnuncke «MyTb K danny» (PucyHok 141 [1]) BbibpaTb NyTb K
CKPUNTY, KOTOPbIN HEOBXOAMMO BbINMONHUTL Ha YCTPOMCTBE NOCAE AOCTABKM.

NMPUMEYAHUE. VYcnewHoe co3aaHne npaBuaa MO BbIMOAHEHUIO CKPUNTOB
BO3MOXHO TOJIbKO MPW HaAM4yMW npasBuaa No A0CTaBke dainosB B NoauTuke. Ecam B
packpbiBatolemca cnumcke «lyTb K Ganny» HEeT HY)KHOro CKpMNTa, caedyeT HaxaTb Ha
«n006aBUTb A0CTaBKY $annoB» M 3aN0NHUTb MapaMeTpbl NpaBuaa No A0CTaBke ¢daiios
(nn. 2.4.1.31).

— B none «Tanmayt» (PucyHok 141 [2]) HeobxoAMMO BBECTU MAaKCMMaAbHOE BPEMSA
B dopmaTe [MMm:CcC], B TeYeHMe KOTOPOro CKPUNT AO/KEH BbINOAHMTLCA Ha YCTPOMCTBE
nocne AOCTaBKM.
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Echn Heobxoammo A06aBUTb B MPaBWAO elle OAMH BbIMNOSIHAEMbIM CKPUNT, TO
HEOBXOAMMO HaXaTb Ha 3Hadok + (PucyHok 141 [3]) B 1€BOM HUKHEM YAy 1N NOBTOPUTL
NeNCTBUA ONMUCAHHbIE BbILLE.

MoapobHoe onucaHMe O BbIMOJHEHMW CKPUNTOB Ha YCTPOWCTBE MNPUBEAEHO B
n. 2.6.2.

+ OOBABWTL MPABUNO WUMMOPT MPABUN

= [lokasaTk KaTeropim

~ BbINONHEHWe Ha YCTpoHCTEE

[m}

~ He sanan

m ]

MyTe K dpainy | X -

£,068BWTL AOCTAEKY (haitnos

TanmayT U (@)= —2
[}-3

@ Aspopa — 1 npasuno, Android — 1 npaewno, Linux — 1 npaeuno

OTMEHA

PucyHok 141

2.4.1.33.Teono3numoHnpoBaHme/HacTponkm pexxnma pPaboTbl
reono3nuUMOHMPOBAHKA

MpaBunao 3a4aeT creaytolime napamMeTpsbi:

— BbIK/IOYAET UM BKAKOYAET reono3nuyoOHNPOBaHME;

— 3a4aeT pexXum paboTbl reono3nLMOHNPOBAHMA;

— 3anpewaer  WAM  paspellaeT  BHOCUTb  M3MEHEHMA B HACTPOMKM
reono3mMuUMOHMPOBAHMS.

[locTynHble 3Ha4YeHMA (ANA pacKpbIiBatOLLErocsa CNUCcKa «Pexnm paboTbi»):

— «He 3apaHo». Pexkxnum paboTbl reono3numMoHnpoBanHma He ynpasndaetca Y. Ecaum
peXkum paboTbl He 3a4aH, TO 3anpeT UM pas3pelleHne M3MEeHeHMA HACTPOoeK 3aJaeTca
BPY4YHyt0. [11a 3TOro HeobxoanMmo BbibpaTb HeEOBX0AMMOE 3HAYEeHME N3 PACKPbIBAOLLErOCH
CNMCKa «V3meHeHne HaCTPoeK»:

e «3anpeuwgeHo» (npu aobaBneHMM nNpaBuaa 3HavyeHMe BblIOpaHO Mo
YMOJIYaHUIO);
o «PaspelleHo;
— «BbIkntoyeHo» (Npu AobaBaeHUN NpaBMIa 3HAYEHME BbIOPAHO MO YMONYaHWIO):
® OTK/It0YAET reono3nLUMOHNPOBAHME;
® VCTaHaBAMBAET M3MEHEHMEe HACTPOEeK reono3nLMOHUMPOBAHMA B 3HAYeHue
«3anpelleHo» n 610KMpYyeT ero;
— «CoxpaHeHKe 3apsaaa akkymynaTopar:
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® aKTUBMPYET pPeXMM paboTbl reono3nLUMOHMPOBAHMA, B KOTOPOM AAA
onpeaeneHns MeCcTOMONOXKEHMA YCTPOMCTBA WMCMNONb3YHOTCA MOCTaBLWMKM  CETEBOTO
MECTOMONOKEHNA WM annapaTHOe MO3MUMOHMPOBAHWE  (Hanpumep, C  MOMOLLbO
TPUAHTyNsaUMmM 6a30BbIX CTaHLMI), HO He GPS;

® yCTaHaBAMBAEeT M3MEHEeHWEe HACTPOEeK reono3nLUMOHMPOBAHUA B 3HAyYeHue
«3anpeLleHo» 1 BNOKMpPYeT ero;

— «TONBbKO CNYTHUKM»:

® aKTMBMPYET pexMm paboTbl reono3nUMOHMPOBAHMA, B KOTOPOM AAA
onpeaeneHns MecTOMONIOXKEHMA YCTPOMCTBA Mcnonb3ytotca GPS (MnobanbHaa cucTtema
no3numoHmpoBaHma) n aGPS (Assisted GPS — TexHONOrMA, YyCKOPAOLLAA «XOI0AHbINA CTapT»
GPS-npnemHuKa 3a cyeT npeaBapuTenbHOM 3arpyskn B Hero HeobxoanMmon nHGopmaLmm
He CO CMYTHMKOB, a Yyepe3 Bosnee ObICTpble KaHanbl CBA3K, Takne Kak WLAN, Bluetooth® n
Apyrve), a TakxKe annapaTHoe NO3MLUMOHNPOBAHME (HANPUMEpP, C MOMOLLbIO TPUAHTYAALMM
6a30BbIX CTAHLMI), HO HE MOCTaBLUMKN MECTOMOIOMKEHUSA;

® YCTaHAB/AMBAET M3MEHEHMEe HACTPOEeK reono3muUMOHMPOBAHMA B 3HAYeHMe
«3anpeLleHo» 1 BNOKMpPYET ero;

— «BblCOKaa TOYHOCTbY:

® aKTUBMPYET pPeXMM paboTbl reono3nUMOHMPOBAHMA, B KOTOPOM AAA
onpeaeneHns MecTonoNoXeHUs YyCTPOoMCTBa ncnob3ytotca GPS, a Takke aGPS nan kakomn-
NMbB0O NOCTaBLLMK CETEBOTO MECTOMO/IOKEHNS;

® yCTaHaB/AMBAEeT M3MEHEeHWEe HaCTPOeK reono3nUMOHMPOBAHUA B 3HayeHue
«3anpelleHo» 1 61OKMpYeT ero.

2.4.1.34.BHewHn Bna/YcraHosKa GoHa paboyero ctona

MpaBnAO NO3BONAET A40CTaBUTb halin M30OparkeHNsa U YCTaHOBUTb Ha POH paboyero
CTONA YCTPOMCTBA.

MPUMEYAHUA:

v Mpasuio He genctsyeT A4 yCTponcts Ha H6ase ¢ OC Aspopa 1 OC cemelcTsa
Linux;

v’ MpaBuno noaaepKmMBaeT ToNbKo ¢arnbl dopmaTa . jpeg/.jpg/ .png;

v  [1na4 KOPPEKTHOM YCTaHOBKM M oTOobpaskeHuna oboes paboyero crona cnenyer
BblIbMpaTb M300parkeHMe C paspelleHMemM, aHaNorMMYHbIM  Pa3peLleHnto  3KpaHa
MCNONb3yEMOro YCTPOMCTBA WM OCTAaHOBWUTLCA Ha WM300parKeHMM C paspelleHnem,
3HAYUTENbHO NPEBOCXOAALLMM Pa3peLLleHNe 3KpaHa YCTPOMCTBA.

Y10obbl CO3aaTb NPaBMIO HEOOXOAMMO B PacKpbiBatoLemcs cnucke «yTb K danny»
BbiDepuTe NyThb K panny n3obparkeHmsa, KoTopbin HEOHBXOAMMO YCTaHOBUTbL POHOM paboyero
CTO/1a Ha YCTPOWMCTBE NOCaAe AOCTaBKM.
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-+

+ YcTaHoeka ¢oHa pabodero cTona

(]

ans Aspopa, Linux

MyTe k dainy X -

/home/acuser/1613399416.jpg

@ Android — 2 npaeuna, Linux — 1 npaeuno

OTMEHA

PucyHok 142

YcnewHoe co3gaHue npasuaa No ycTaHoBKe GoHa paboyero crona BO3MOMKHO
TONbKO NPU HaNU4YMK NpaBuaa Mo AocTaBke $alnoB B Noamntuke ¢ ¢pamnom B dopmarte
.Jjpeg/.Jpg/ .png.

Echm B packpbiBatowemca cnucke «lyTb K danny» HeT Hy)KHoro ¢aina
n3obparkeHua, To HeobxoaMmo A00aBUTb A0CTaBKy ¢aloB W 3aNONHUTbL NapameTpbl
npaBuaa No AOCTaBKe Gpaiinos.

= [lokasartb karteropum

v YctaHoska ¢poHa paboyero ctona

al

MyTs k dainy ‘ X a

|,::E:asu't DOCTaBKy Gannos

@ Android — 1 npaeuno

OTMEHA

PucyHok 143
2.4.1.35.MpunoxeHuna/YcTaHoBKa NPUNOKEHNIM Ha YCTPOMCTBO

MpaBMaO NpeaHasHayeHO AN1A YCTAaHOBKM MPUNOXKEHMA BbIOPAaHHON BUTPUHbLI U
BEPCMM Ha YCTPOMCTBAX, a TaK¥Ke MNo3BoNAeT OOHOBAATb M YAANATb YCTAaHOBAEHHblE
NpUNoXeHUA. NPUNOKEHNIN B MONUTUKE MOXKET OblTb 334aHO HECKO/IbKO.

MPUMEYAHME. OcobeHHOoCTM paboTbl NpaBmaa NOAUTUKM ANR YCTPOMCTB Ha baze OC
cemencrtea Linux npuBedeHbl B AOKymeHTe «PykoBoacTBo nosb3oBatend. Yactb 11.
MpunoxkeHne «Aspopa LleHTp» Ana onepaumoHHbIX CUCTEM cCeMencTBa Linuxy.

NMPUMEYAHMUE. MpeaycmoTpeHa BO3MOXKHOCTb 3a4aTb AOMNOJIHUTE/IbHbIE NMpaBmaa
No A06aBNEHNIO HECKONbKMX MPUAOKEHWNI B MONUTUKY, BbIMONHUB AENCTBMA, ONMUCAHHbIE B
n.2.4.6.

174



=~ OTKPbITAS
PyKoBOACTBO Nnosib3oBatena. HYactb 3 l Hﬁﬁ#‘g'gmﬂ

Y10ObI NpUNOKeHWe O6bINO AOCTYNHO ANA BblbOpa, HEOOXOAMMO BbIMONHEHME
CneayLmx yCaoBmin:

— NpUNOXeHne J[OMKHO 6ObiTb agobasneHo u onybamkoBaHo B [loacucteme
«Mapket» (MM) (noapobHas uHbOpmaumMsa npuBedeHa B [AOKyMeHTe «PyKoBOACTBO
nonb3oBatens. Yactb 2. Moacmctema «MapkeT»);

— BMAMMOCTb BUTPUHbI C NMPUNOKEHUEM BKAKOYEHA B HACTPOMKaxX MHTErpauum c
CepBepom npunoxenun (n. 4.1.4);

— npunoxenma ana OC Aspopa, OC Android, OC AnbT Linux 1 OC Astra Linux
NOMKHbI HAXOAMTBLCA B OTAENbHbIX BUTPUHAX (ONMcaHne npoueaypbl CO34aHMUA BUTPUHDI C
NPUNOXKEHMEM NPUBEAEHO B AO0KYMeHTe «PyKOBOACTBO MO/b30BaTena. Yactb 2.
Moacuctema « MapKeT»).

NMPUMEYAHUA:

v/ Mocne yCcTaHOBKM C MOMOLLbIO MOAUTUKKM npunoskerunto and OC Android 6yayt
aBTOMATMYEeCKM BblJaHbl BCE HeOobXoAMMble pa3pelleHns, KOTopble MOAb30BaTeb He
CMOXET 0TO3BaTb;

v’ MpunoxeHue, KoTopoe NoANMcaHo NOAMMCbIO Pa3paboTyumKa, KNMEeHTa U CBA3KOM
Kntovein n3 MMNO, HeBO3MOXHO YCTAaHOBUTb Yepes MONTUKY.

MpunoxeHne ByaeT yaaneHo € yCTPOMCTBA, eCM NOCNE YCTaHOBKM OHO yaanAeTcs
M3 NpaBmNa, 3aMeHAETCA APYTMM NPUNOKEHNEM UM YCTPONCTBO ByAeT yaaneHo 13 rpynnsi,
Ha KOTOPYO Ha3HAYeHa NOUTHKA.

[ns co3paHuna npasmna He0bxoAMMO:

1) Echn TpebyeTtcsa, 4TOObI BCE MPUIOXMKEHMA M3 NpaBWaa YCTAaHOBWUAWUCH Ha
YCTPOMCTBE CPa3y Noc/e nNoay4eHna NoAUTUKM YCTPONCTBOM, yOeanTbea YTo:

— nepekntovatens «Obllee Bpems YCTAHOBKM»  HAXOAWUTCA B  MOJIOKEHWUN
«BrntoyeH» (PucyHok 144);

— B pacKpbiBatollemcss cnucke «Bpema yCTaHOBKM»  BblGpaHO 3HauvyeHue
«MOMEeHTaNbHO».

¥ YCTaHOBKa NPUIOXEHWIA Ha YCTPOWNCTBO

()

OfLlee BpeMA YCTAHOBKW ®

Bpemsa ycTaHoBKM MomeHTansHo =

PucyHok 144

2) Echn TpebyeTca, 4TOObI BCE MNPUIONKEHWUA W3 MNpaBMaa YCTAHOBUAMCL Ha
YCTPOMCTBE B 3a4aHHbIN MHTEPBAN BPpEMEHW, HEOOXOANMMO:

— ybeantbcs, 4To nepekntoyatens «Obllee Bpema YCTaHOBKU» HaxoauTcs B
nosfioxeHun «BkatoyeH» (PrucyHok 145);

— B pacKpbiBatlolemcss cnucke «Bpema yCTaHOBKM»  BblOpaHO 3HauveHue
«VIHTepBan»;
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— B None «VHTepBan YyCTAaHOBKM» yKa3aTb HA4a10 U KOHEL, BPEMEHHOIO MHTEPBanNa,
B TEYEHME KOTOPOro MOXHO YCTAHOBUTb MPUNOKEHMUA.

~ YCTAHOBKA NPWNOXKEHWA Ha YCTPOWUCTEO ]
OBLwiee Bpems YCTaHOBKK .
Bpemsa ycTaHoBKKM WMHTepean -
MHTepBan ycTaHOBKKM 00:00 ® 00:00 ®
PucyHok 145
3) B nonsx ¢ packpbiBaOWMMMCA CIMCKaMK BbibpaTb (PMcyHOK 146):
— BUTPUHY, B KOTOPOM Pa3meLleHO NPUTOKEHNE;
— MNpunNoxeHmne, KOTOpoe HeO6XO,£I,l/IMO YCTaHOBUTb Ha yCTpOVICTBa,'
— HOMEP BEPCUM NPUNOKEHUSA;
~ Urpel 3.22.10 - altl [m]
BuTpuHa AnbT JTMHyKC 7
MpunoxeHue Mrpel v
Bepcua npunoxeHna 3.22.10 -alt1 hd
ABTO3aNYCK He 3apaHo -

PucyHok 146

4) ina ycTponcTts, GyHKUMOHMPYOWMX Ha Hase OC ABpopa AOCTYMHO 33a4aTb
aBTO3anycK NpuAoXeHnA. [nAa 3Toro B paCcKpbIBatOLLEMCA CMMCKe «ABTO3aMyCcK» BblbpaTb
HeobxoaMmoe 3HaYeHue:

— «He 3amaHoO» - MO/Ab30BaTe/Nlb MOXET YCTAaHOBWUTb aBTO3aMyCK MPUIOXKEHWA
BPY4YHyt0. Mpn 4obaBAeHMM NpaBmaa 3HaYeHMe BbIDPAHO MO YMOAYAHUIO;

— «[la» - npunoxeHne OyaeT 3amnyckaTbCA aBTOMATMYecKn nocne 3arpysku OC.
[Monb30BaTe/lIb HE CMOXET OTMEHUTb aBTO3aMyCK NPUIOKEHUA;

— «HeT» - npunoxeHne He byaeT 3anycKaTbCca aBTOMATMYeCcKM nocne 3arpy3kn OC.
lonb30BaTe/lb HE CMOXKET YCTAaHOBMUTb aBTO3aMyCK NPU/IOXKEHMA;

5) Echm TpebyeTcs 3a4aTb MHAMBWAYANbHOE BPEMS YCTAHOBKM MPUIONKEHUA Ha
yCTpoMcTBE, He0HX0AMMO:

— nepeBecTn nepekatoyatens «Obuiee Bpema YCTAHOBKM» B MOJIOXKEHME
«BbIKNOYEH»;
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— B PACKPbIBAOLLEMCA CNINCKE «Bpems yCcTaHOBKM» BbiOpaTh:
® NyHKT «MomeHTanbHO»  (PucyHok 147), ecnn  HeobxoauMmo,  4TOObI
NPUNOMKEHME YCTaHOBUAOCH CPa3y NOCAE MNONYYEHWUA MOANTUKM YCTPONCTBOM;

~ YCTaHOBKA NPWNOXEHWIA HA YCTPOMCTRO

) (u]
F}éLu,ee BPEMS YCTaHOBKM »

~ Urpsl  3.22.10 - alt1 (m)
ButpuHa AneT IlnHyke hd
MpunoxeHune Mrpe e
Bepcwusa npunoxexHns 3.22.10 - alt1 v
ABTO3anyck He zapaHo 7
Bpemsa ycTaHoBKW MomeHTansHo v

PucyHok 147

® nNyHKT «MHTepBan» (PucyHok 148), ecnn HeobxoaAMmo, YTOObI NPUNOKEHME
YCTaHOBW/IOCb Ha YCTPOMCTBE B 3a[aHHbI MHTEPBaN BpeMeHu. M 3aTem B nose «HTepBan
YCTaHOBKM» YKa3aTb Ha4ano 1 KOHeL, BpeMeHHOro MHTepBana.

v YcTaHOBKa NPUNOXEeHWIA Ha YyCTPOWCTBO ] i
Qﬁmee BPEMSA YCTaHDBKK »
~ Wrpsi 3.22.10 - alt1 (]

ButpuHa AnsT JTnHykS v
MpunoxeHue Mrpel v

Bepcws npunoxeHns 3.2270-alt1 v
ABTO3anyck He 3apaHo hd

Bpema ycTaHoBKK WMHTepean -

MHTepBan yCcTaHOBKK 00:00 ® 60:00 ®

PucyHok 148
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MPUMEYAHME. Echm Ha ycTtpomctee ¢ OC Android Bepcun 7.0, 7.1, 8.0.0, 8.1.0
ycTaHoBneH Google Play, To Nnpu NepBOMYyCTaHOBKE MPUIOKEHUA Yepe3 NOANUTUKY MOXKET
NOABUTBLCA OKHO C noaTBep»KaeHuem (PucyHok 149).

[Mocne BblAaYM pa3pelleHmna 3To OKHO He byaeT oTobpakaTbCca NpM NocaeayroLmx
YCTaHOBKaxX MPUIOKEHWNIM C MOMOLLBI MONUTUKMN.

x

% 4 @ 100% 10:09
® Google Play 3awura

PaspelwmnTb ycTaHOBKY 13
3TOro UCTOYHUKA?

m Aspopa LleHTp

s yCTaHOBKM NPUNOXEHWUH U3 3TOTO
WUCTONHMKA HeO6XOnL1MO paspeweHue.

Paspewuts

OTmeHa

PucyHok 149

HaunHaa ¢ sepcum OC Apopa 5.1.0:

— NOAJEP!KMBAETCA YCTAHOBKA MNPUAOXKEHMA C y4eTom apxutektypbl OC:
326uTa/64 6OUTa (NpU ycnoBuM, 4YTO COOPKA COOTBETCTBYIOLIENM apXMTEKTypbl Obina
3arpyeHa B [MM);

— NPWAOKEHMA,  NoANUCaHHble  NyBAMYHbIMKM/OOLLEAOCTYMHBIMM  KAOYaMM
pa3paboTymMKa, MOXKHO YCTaHABAMBATb TONbKO NPKW BKAOYEHHOM pPeXMMe pa3paboTymKa Ha
YCTPOMCTBE;

— [ONA yCNEeLWHOM YCTaHOBKM MPUIOKEHMI Yepe3 NpuaoxeHne «Aspopa MapKeT»
HeobXxoAMMO ero yCTaHOBUTb/OOHOBUTL C MOMOLLbIO MOAUTUKKM 4epe3 1Y, npu 3TOM
npunoxeHne «Aspopa MapKkeT» A0MKHO BbITb MOANMCAHO NOANMNCHIO MCTOYHMKA.

2.4.2. [1obaBneHue NOAUTUKM BPYYHYIO

Ons pobaBneHWs NONUTUKM BPYYHYHD HEODBXOAMMO BbIMOMHUTL CAeaytolne
NEencTBus:

— nepenTtn B noapasaen «[onntmkm» pasaena «YnpasaeHuner;

— HaXKaTb KHOMKY «/106aBMTb» M BbIOPATb M3 pacKpblBatoLLEerocs cnuncka «JobasmTb
noAnTUKy» (PucyHok 150);
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PucyHok 150

— B OTKPbIBWEMCA OKHE!

® BBECTM Ha3BaHMe NONUTUKM - Ha3BaAHME NONUTUKN AOMKHO ObiTb YHUKANbHBIM
MNone obsa3aTenbHO A4 3anosiHenuns (PucyHok 151 [1]);

® BBECTM KOMMEHTapuUih - Npu HeobXxoAMMOCTU BBECTU [AOMNONAHUTENbHYIO
MHbopmaumio K nonntuke (PucyHok 151 [2]);

® HaxaTb KHOMKy «[Job6aBuTb npasmio» (PucyHok 151 [3]) n BbIbpaTb Npasuio
MONUTUKMN M3 PACKPbIBAOLLETOCA CMMCKA;

e 334aTb napameTpbl npasuna (PucyHok 151 [4]). OnucaHne npasBun Aas
NOANTUK NpuBeaeHOo B Tabauue (cm. Tabanua 37).

Hoeas nonuTtuka

test_nonutmka_l 1
test 2
+ OOBABWTL MPABMIIO = 3

WMMOPT NPABMN

Moka3aTe KaTeropuu

CHWUMKW 2KpaHa

Henpumerumo ans Linux

3anpelweHo v

OTMEHA |eexlilyl Y

@ Aspopa — 1 npaeuno, Android — 1 npaewno

s—g]

PucyHok 151

B cnyyae HeobxoAMMOCTM CO34aTb MOAUTUKY M3 HECKONbKUX MNpPaBuAa, creayet
NOBTOPUTb AENCTBMA, ONMCAHHbIE BblILLE.

B cnydae HeobxoAMMOCTUY yAaNUTb NPABUIO CeayeT HaxaTb 3Ha4oK U «Yoanuto»
(PucyHok 151 [5]), cnpaBa oT npasuna.
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Mocne BbINOAHEHWUA AENCTBUIA, ONMUCAHHbIX BblllE, HEODXOAMMO NOATBEPAUTL MO0
OTMEHUTb AENCTBUSA.

B pe3ynbTaTe yCrnewHOoro COXpaHeHUsa MOAUTUKM O0TODPasmUTCA COOTBETCTBYOLLEE
COODLIEHNE M OTKPOETCA KapTodKa AobasBneHHOM NnoanTmkn (n. 2.4.6).

2.4.3. [lobaBneHune NoAUTUKM Ha OCHOBE KOPMopaTMBHOTO WabaoHa

Mpn HeobxoAMMOCTM Ha 3Tane A00aBNEHUA MOAUTUKU BPYYHYHO BO3MOMKHO
BOCMO/1b30BaTbCA QYHKLMOHANOM MMMNOPTa WabaoHa.

MPUMEYAHUE. VimnopT wabnoHa BO3MOXHO BbINOAHWUTb MNPU  YCAOBUM, 4YTO
KOPNOopaTUBHbLIN WabaoH NOAUTUK yrKe co3aaH (nn. 2.4.3.1).

[Ons nobaBneHMa NOAUTUKM HA OCHOBE KOPMNOPATUBHOrO LWabnoHa HeobxoamMmo B
OKHe BBEeCTU:

— Ha3BaHMWe NOAUTUKK (Ha3BaHME MNONUTMKU AOMKHO ObiTb YHMKaNbHbIM. [lone
06A3aTeNbHO ANA 3aNONHEHNS);

— KOMMeHTapuit (npu HeobxoAMMOCTM BBECTM AOMONAHUTENbHYIO MHPOPMALMIO K
NONNTUKE);

— HaxaTb KHOMKy «mnopT wabnoHa» (PucyHok 152), B pe3ynbTaTe Yyero npasmna
M3 KOPNOPATUBHOTO WabnoHa byayT MMNOPTUPOBaHbI B HOBYO MOJINTUKY.

Hoeas nonutuka

test_nonutuka

test

<+ 0OBABWTbL NPABMNO WMMNOPT NPABWN | UMNOPT LWABNOHA

[anHasa nonvTrka He COOEPXWMT HX OOHOro Npasuna

OTMEHA [eexiilyy.]

PucyHok 152

Mpu HeobxoaAMMOCTW, B COOTBETCTBMW C N.2.4.1, MMNOPTMPOBAHHbIE MNPaBMAA
BO3MOXHO:

— M3MeHUTb (cm. PucyHok 151 [4]). Onucanume npaBua aas NoSUTUK NPUBEAEHO B
Tabnamue (cm. Tabanua 37);

— 006aBnTb NPaBMIO B NOANTUKY (cm. PucyHok 151 [3]);

— yaanuTb npasuio (cm. PucyHok 151 [5]).

[Mocne BbINOAHEHUA AEMCTBUI, ONUCAHHBIX Bbille, HEOHBX0AMMO NnoaATBEPANTL AMbO
OTMEHUTb AENCTBUA.

B pe3ynbTaTe ycnewHoro AobaBaeHMa NOANTUKM OTOOPA3NTCA COOTBETCTBYHOLLEE
COODLIEHNE M OTKPOETCA KapTouKa A0HaBAEHHON NOAUTUKMN.
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2.4.3.1. [1obaBneHme KOpPNopaTMBHOro WabaoHa

KopnopaTuBHbIA WAabAOH NOANTUK COAEPXMUT CTaHAAPTHbLIM A8 OpraHm3aumm
Habop npaBWa. YKazaHHble 3HadyeHWa OyayT MCNOAb30BaHbl ANA  MNOCAEAyoLLEero
NPUMEHEHMA Ha YCTPOWCTBAx, €CIM OHW He onpeaeneHbl CO34aBaeMoM MOAUTUKOWN.
[labnoH nonutnkm ocsoboxaaer AgmuHucTpaTopa [natdopmbl  ynpaBaeHua oOT
MaHUMNYAALMIA C NOBTOPAEMbIMM ONUMAMM Ha 3Tane co3aaHnA HOBbIX MONUTUK.

KopnopaTusHbIA WabnoH NOAMTUK BKAtOYaeT B cebA BCce onumu, AOCTYMNHble ANA
ynpaBaeHMA B MOMEHT co34aHmA wabnoHa. lNpu co3gaHnm KopnopaTtMBHOro WabsioHa
AamumHucTpatop Mnatdopmbl ynpaBaeHNA YKa3biBa€T 3HAYEHMA ONUMIA MO YMONYAHNION U
No/ly4aeT BO3MOXKHOCTb CO34aBaTb NOAUTUKM Ha OCHOBE 3TOro WabaoHa.

[na nobasneHmna KOPNOPATUBHOIO WabioHa HEOHBXOAMMO BbIMONHUTL Ceaytouime
NencTBms:

— nepentn B Nnoapasaen «onnTnkm» pasgena «YnpaBneHume;

— Ha)KaTb KHOMKY «J106aBUTbY;

— BbIOpPaTb M3 paACKpbIBAOWEroca Ccnucka NyHKT «/Job6aBuUTb KOPNOpaTUBHbLIN
wabnoH» (PucyHok 153).

BHUMAHMWE! MpeaycmoTpeHa BO3MOXKHOCTb CO34aHMA TONbKO 1 KOpNopaTUBHOIO
wabnoHa. TyHKT MeHlO «[106aBUTb KOPMOPATMBHbLIA WAbAOH» OTCYTCTBYET, €cau
KOpPNOpaTUBHbLIN WabA0OH NONUTUK y¥Ke co3daH. BMmecTo Hero oTobparkaeTcs MyHKT MEHo
«PenakTMpoBaTb KOPNOPaTMBHbIM WabnoH» (PucyHok 155);

ga MYNbTUTEHAHT MOHWUTOPWUHI YNPABNEHWE AOMWUHUCTPUPOBAHWE @ Hatanwa MeaHosa (l.ivanova...

YCTPOWCTBA NONb30OBATENN NONUTUKK CUEHAPHK GAWANGI NPUNOXEHKA BUTPUHbI CBA3KM KIIOYEN

_
+ Hoebln dunetp w

HNobaBWUTs NONUTUKY
Ha6opsbl dpunsTpoB v [No6aBuTL KOPNOPATUBHBIN WabnoH -

TEst123 o 11.04.202...

4 Lz =2 1 &
TecToBas NONWTMES: HEBO3MOXHO.. & ) - . ) * @ L 11.04.202...
o 2z 9
CTpok Ha cTpaHuue: 25 - 1-25 3 10773 >

PucyHok 153

— B OTKPbIBLUEMCS OKHE BO3MOYKHO BbINONHUTL CAeaytolme AeNCTBUS:
® Npn HeobxoaMMOCTU M3MEHUTb KOMMEHTAPUN K KOpMopaTUBHOMY WabioHyY
(HaMmeHoBaHMe KOpPNopaTMBHOTO wabnoHa npocTasaseTca aBTOMATMYECKN)
(PucyHok 154 [1]);
e n006aBUTb NpPaBW/Ia B KOPNOPATMBHbLIN WabAOH, HaXKaB Ha KHOMKY «/]o6aBuTb
npasuno» (PucyHok 154 [2]). lobasneHne npaBunaa BbINOAHAETCA B cooTBeTCTBUM C M. 2.4.1.
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MPUMEYAHME. Mo ymonyaHWio KOpNopaTMBHbIN WabaoH He COAEPHKUT HM OAHOTO
npaBuna;

KopnopaTueHbli WabnoH NonMTUKK

LLlabnoH NonMTWKK 3aaaeT 3Ha4YeHue MpaBun, KOTOPbIE NPAMO HE YKa3aHbl B APYTrUuX NonuTukax [ 1

+ NOBABUTB MPABUIIO [

LLlabnoH He COOepPXKWUT HM OOHONo Npaevna

PucyHok 154

— noATBepAUTb NMOO OTMEHUTL AEUCTBUS.

B pesynbTaTe yCMewHoro Cco3AaHus KOpMnopaTMBHOMO WabaoHa MOAUTUKK
0TOOpPa3nNTCS COOTBETCTBYIOLLEE COObLLEHMe.

MPUMEYAHUE. Ecnm KopnopaTwBHbIM WAabAOH MNOAMTMK He co3daH, TO B

noapasaene «Ayaut» pasgena «MOHUTOPUHI» oTobpasntca ownbka «404» Aand
cneayouwmx cobbITUiA:

— nepexoa B nogpasaen «MoanTmkmn;
— KOMBUHMPOBAHME MNONUTUK.

2.4.3.2. PepakTnpoBaHne KOpNnopaTUBHOro WwabaoHa

Co34aHHbIN WabnoH NOAUTMKM AOCTyNeH AN peaaKTMPOBaHMA.

PegakTnpoBaHMe npeanonaraeT M3mMeHeHue (B TOM 4ucne ydaneHue Uan
[OMNO/IHEHME) CYLLLECTBYOWMX NpaBka WwabnoHa.

[ns  pefakTMpoBaHMA KopnopaTuBHOro wabnoHa HeobxoAMMO  BbIMOJHWUTD
cneayrouime AencTemns:

— nepeunTtn B noapasaen «[onutmkm» pasaena «YnpasaeHuner;

— HaXkaTb KHOMKY «[106aBUTbY;

— BblOPaTbh M3 PACKPbIBAOLLErOCA CMMCKA NYHKT «PeaakTMpoBaTb KOPNOPATUBHbIN
wabnoH» (PucyHok 155);

— B OTKpbiBWeEMcA OKHe (cm. PucyHOK 154) BHECTM W3MEHEeHWA, BbINOJAHMB
nencreuna, npueeaeHHble 8 nn. 2.4.3.1.
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ga MYNETUTEHAHT MOHWUTOPWUHI YMNPABNEHWME AOMUHUCTPUPOBAHWME @ HaTtanwa MBaHoBa (i.ivanova...

YCTPOWCTBA MONbL30OBATENK MONUTHUKK CLEHAPWMK ©AANBI MPHUNOXEHWA BUTPUHEI CBA3KW KITKOYEN

v
+ HoBblW punbeTp v
NobaBUTe NOAMTUKY
HaBopsbl dpunsTpoB v PenakTMpOoBaTk KOPNOPaTUBHLIN WabnoH -
TEst123 - 1.04.202...
4 2 =2
TecTosas NONMTHKS: HEBO3MOXHO. .. a ) - - ) * @ U 1.04.202...
* : = ° HH =
CTpok Ha cTpaduue: 25 w 1-25 nz2 10774 >

PucyHok 155

B pe3ynbTaTe yCNewWwHOro COXPaHEeHMA BHECEHHbIX B KOPMOPATMBHbIN LWAbAOH
M3MeHeHU 0TobpasnTCa COOTBETCTBYOLLEE COObLLEHME.

BHUMAHWE! [locne pepakTMpoBaHWs KopnopaTMBHOro wabnoHa Aana  ero
BCTYN/IEHMA B CMY HEODXOAMMO OTPEAAKTMPOBATb U MPUMEHUTL TEKYLLYH NOAUTUKY MO0
OTBA3aTb €e M CHOBAa MPUMEHUT.

2.4.4. Ha3HayeHWe NoNUTUKM Ha rpynnbl YCTPOWCTB UAM TPyNnbl NOAb30BaTeNeN

Ha3Ha4ynTb MOAUTUKY Ha FPynny YCTPOWCTB 1/WUAK rpynmny Nob30BaTe el BOSMOXKHO
Yyepes:

— KapTo4yKy nonmtukm (nn. 2.4.4.1);

— KapTO4Ky rpynnbl ycTponcTtsa (nn. 2.4.4.2);

— KapTO4Ky rpynnbl nonb3osatenen (nn. 2.4.4.3).

2.4.4.1. HasHayeHMe MNOAUTMKM  Ha  TPYyNMnbl  YCTPOWCTB  W/MAM  rpynnbl
NO/Ib30BaTENeN Yepes KaPTOYKY NONUTUKN

[na HasHaYeHus NMOAUTUKM Ha rpynnbl YCTPOWCTB M/MAM Tpynnbl NOAb30BaTeNEl
HeobX0AMMO BbINONHUTL Ceaytolne AenCTBUA:
— nepeunTtn B noapasaen «[onntukm» pasaena «YnpaBneHume;
— Ha)KaTb Ha Ha3BaHWe NOANTUKM ANA Nepexoaa B KapTouKy (Mpn HeobxoanmmocTu
BOCMO/1b30BaThcA duabTpPom (nogpasaen 1.5);
— B OTKPbIBLUENCA KAaPTOYKe NOSIUTUKM NEPENTN BO BKAAAKY «[pynnbi»;
— HaKaTb KHOMKy «PeaaktmupoBath rpynnbi» (cm. PucyHok 45 [2]);
— B OTKPbIBLIEMCA OKHE HaxKaTb KHOMKY «Job6aBuTb» (PucyHok 156 [1]);
— B PacKpbIBatoLEeMca cnncke BbibpaTb TMN rpynnbl (PucyHoK 156 [2]):
e «[pynny ycTponcTs»;
e «[lpynny nonb3oBaTenemy»;
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PepakTupoBaHue rpynn nonuTUKK
:
Mpynny ycTPOWCTE
Mpynny nons3oBatenem _ 2 D

26.09.2022 . [m]

test_rpynna nons3oeaTtenei 2% 96.092027 u}

CTpok Ha cTpaHuue: 25 - 1-2 w32

3AKPbITb

PucyHok 156

— BblbpaTb HeoOXoAMMYK  TPYynmny M3  PaACKPbIBAlOWLErocA  CAMCKa  WAM
BOCMO/b30BaTbCA GUALTPOM MO HA3BAHMIO FPYMMbI.

HayHeTcA npouecc NPOBEPKM MPaBUA MOAUTMKM Ha MNepecedyeHme C Apyrumu
NOMTUKAMWN, a TaKKe KOMOMHMPOBaHME C MNpaBMaaMM M3 KOPNOpPaTUBHOrO wWwabaoHa
NOINTUK, €CAM OH co3aaH. Npouecc NpoBepKM nepeceyeHna Npasul NOANTUK aHANOTUYEH
npuseneHHOMY B . 2.4.6.

B pesysnbTaTe yCNewHoro HasHayeHua MOMUTUKM Ha Tpynnbl YCTPOMCTB Wn/mau
rpynnbl N0Nb30BaTeNen 0TobpasnTcA COOTBETCTBYHOLLEE COODLIEHME.

MPUMEYAHUE. [Mpu HanMUYMM HECKONBbKUX W3MEHEHWIM MOAUTUK, Hanpumep:
pPenakTMPOBaHWE MNOAUTUK, HaA3HAYEHME MOAUTUK Ha TPynnbl YCTPOMCTB WAM TPYNMbl
nosab3oBaTenen, nobaBNeHNE YCTPOMCTB B rPynmbl YCTPOMCTB M T.4., Ha YCTPOMCTBO byaeT
Ha3HayeHa NocneaHAA CKOMOMHMPOBAHHAA NOAUTHMKA.

2.4.4.2. HasHayeHMe NOINTUKN HA TPYNNy YCTPOMCTB Yepe3 KapTOUKy rpynmnbl

B KoHconn aamuuHuctpatopa [1Y npeaycmoTpeHa BO3MOXHOCTb KOHTPOMA WU
OTC/IEXMBAHMA MOIUTUK, HAa3HAYEHHbIX Ha rPYMNMy yCTPOMUCTB. MMoNNTUMKKM coaepKaT Habop
NpaBuA ANA NPUMEHEHMA HA YCTPOMCTBA.

MPUMEYAHMUE. Mepen HazHaYeHMEM NOAUTUKM Ha TPynny YCTPOMCTB HeEOHXOANMMO
ybeantbca, 4yto gobaBneHa xota Obl 1 nonuTtuka. [lobaBneHue MNOAUTMK OMUCAHO B
n.2.4.1-2.4.4.

[nAa HasHayeHMA MNOAUTMK Ha rpynny YCTPOMCTB HeobXOAMMO BbIMOAHWUTb
cnefytouine AencTeumA:

— nepenTn B noapasaen «YCTponcTea» pasaena «YnpasieHne,

— B obnactn punbTPoB BbIbpaThb «[TOUCK NO rpynnamy»;

— HaXaTb Ha Ha3BaHWe rpynnbl YCTPOMCTB ANA Nepexoda B KapTouky (npwu
HeobxoAMMOCTN BOCNO1b30BaTLCA puabTPOM (noapasaen 1.5);

— B OTKPbIBLUEMCS KAPTOYKE rpynnbl YCTPOMCTB NEPENTIN BO BKAAAKY «[1OANUTUKMY;

— HaXKaTb KHOMKY «Ha3HauynTb NOAUTUKMY» (CM. PucyHoK 32 [2]);
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— B OTOOpa3suBlIeEMCA  OKHe  BblbpaTb  HeobXoAMMYKD  MOAUTUKY U3
PACKPbIBAOLLLErOCA CMMCKA MM BOCNONAb30BaTbCA dmunbTpom (PucyHok 157 [1]). Nanee npwm
HeobXoAMMOCTU BO3MOXKHO [A00aBUTb AOMONHUTENbHYIO NONUTUKY, BblbpaB ee wu3
PacKpbIBatoOLLIEroca Cnucka /aMbo BOCMONAb30BABLIMCL MOMCKOM MO GuAbTpy. Takxke
BO3MOKHO Y/1a/1MTb M3 CNMUCKA BbIDPAHHYHO NONUTMKY, HaXKaB 3HAYOK [m] «YbpaTb U3 CNUCKa»
(PucyHok 157 [3]);

HasHa4yeHWe NoNUMTHUK Ha rpynny yCTPOACTB

BribpaHxo rpynn 1

=S DEACACLE 21.09.2022 12:08 3
o R 2

PucyHok 157

— HaXaTb KHOMKY «Ha3HauynTb noanTukm» (PucyHok 157 [2]).

HauHeTcAa npouecc NpoBepKM MNpPaBWA MNOJAUTMKM Ha NepecevyeHne ¢ ApYyrmmu
NONIUTMKAMK, a TaKKe KOMOWHMPOBaAHWE C MpaBMAaMM M3 KOPMOPATMBHOrO LWabaoHa
MNONIUTUK, eCNK OH CO34aH. Tpoluecc NpoBepKM nepeceveHna NPasua NOAUTUK aHANOTUYEH
npuseneHHOMY B . 2.4.6.

B pe3ynbTaTe yCnewHOoro HasHa4yeHna NoANTUKM Ha rpynny yCTPONCTB OTOBpa3mnTCs
COOTBETCTBYHOLLEE coobLleHMe.

MPUMEYAHME. Ecnhum ycTpoiicTBOo, BXoAdALLee B rpynny, He 6bi10 aKTUBMPOBAHO, TO
nocne ero akTMBaLUMKM Ha Hero ByaeT Ha3HayYeHa TO/NbKO MocieAHAs CKOMOWHMPOBaAHHAA
NONUTHKKA.

2.4.4.3. Ha3HayeHMe NOUTUKN Ha TPYNNy NOAb30BaTENEN Yepe3 KAapTOUKY rpynmbl

[na Ha3HayeHMA NONUTUK Ha rPynny Mo/b30BaTeNel Yepe3 KapTO4Ky rpynnb
HeobxoAMMO BbIMONHUTL CAeayolwme AeNCTBUS:

— nepenTtn B noapasaen «flonb3oBatenm» pasaena «YnpaBneHume;

— B obnactn punbTpoB BbIOpaThb «[TOUCK NO rpynnamy»;

— HaKaTb Ha Ha3BaHMe rPynnbl NOAb30BaTENEN ANS Nepexoaa B KapTouky (npu
HeobXxoAMMOCTN BOCMO/1b30BaThCA GuabTpoM (noapasaen 1.5);

— B OTKpPbIBLIEMCA KapToO4Ke Trpynnbl MNOAb30BaTenel nepentn BO BKAAAKY
«[MoONNTUKNY;

— HaXKaTb KHOMKY «Ha3HauynTb NOAUTUKMY» (CM. PucyHok 40 [2]);

— B OTKPbIBLUEMCH OKHe (Cm. PUcyHOK 157) BbINONHUTL AEMCTBUA, NPUBEAEHHbIE B
nn. 2.4.4.2.

B pe3ynbTate ycnewHOro HasHayeHWMA MNOAUTUKM Ha rpynny nNo/sib3oBaTesen
0T0bOPa3nTCA COOTBETCTBYHOLLEE CoobLLeHMe.
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NMPUMEYAHUE. Ecnm ycTponcTBO, NpMBA3aHHOE K MO/Ib30BATENO M3 FPynmnbl, He
6bI10 aKTUBMPOBAHO, TO MOC/1E €ro akTMBaLMM Ha Hero ByaeT Ha3zHaYeHa TO/IbKO NocaeaHAA
CKOMBWHMPOBAHHAA NONNTHKA.

2.4.5. [1obaBneHune NOAUTUKM Ha OCHOBE CYLLECTBYHOLLEN

MPUMEYAHMUE. [dobaneHne NOAMTMKM Ha OCHOBE CYLLECTBYHOLLEA BO3MOXKHO
TONbKO NPU YCNOBMUK, YTO AobasneHa xoTa bbl 1 noanTuka (n. 2.4.2, n. 2.4.3).

[Ons nobaBneHMA NOAMTUKM HA OCHOBE CYLLECTBYOLLEN HEODXOAMMO BbIMOAHUTL
cneayolme AencTBmA:

— nepenTn B Nnoapasaen «onntnkm» pasgena «YnpasaeHue;

— CKOMWMPOBATb MpaBWIa MWHTEpecylolehn MNOAUTUKM OAHUM M3 CleaytoLimx
cnocobos:

e BblOpaTb MOAUTMKY B CMUCKEe, NPU HeobXOAMMOCTM BOCMO/b30BABLLUCH

dMNbTPOM, NEPEeNTM B KAPTOYKY BbIOPAHHOW MOAUTUMKM WM HaxKaTb KHOMNKy «Co3aaTb
NONMTUKY Ha OCHOBE cyLlecTBytoLen» (PrucyHok 158);

ga MYNBTUTEHAHT MOHWTOPUHI YMPABMEHUE AOMWUHUCTPUPOBAHUE @ HaTanwa Meanosa (i.ivanova...
YCTPOWUCTBA NonbL30BATENU NONAUTUKA CLEHAPUWN DANNBI MPUNOXKEHWS BUTPUHbI CBA3KW KIKOYER
MpunoxeHus Nlebepes LIEAE LSS E I Bl
Monutuka ~

= [MokasaTb KaTeropui

I 4a1582e8-9969-4..
WMcnonb3oeaHue kam... Paspeweno
289.04.202215:21

17.05.2023 10:06
» Pexum KMocka

3AKPBITE CO30ATb NOMNUTHUKY HA OCHOBE CYLLECTBYIOLLEA
PucyHok 158

® B CMNUCKE MOAUTUK HaxaTb KHOMKy «JlobaBuTb» uWAM  BblOpaTb U3
pacKpblBatolleroca cnucka «[JobaBuTb MoAUTUKY» (cM. PucyHok 150), a 3aTem HaxKaTb
KHOMKRy «MmnopT npasun» (PucyHok 159 [1]). M3 packpbiBatoWEroca cnmcka BbibpaThb
NpaBuaO MNOAUTUKK, KOTOpOe HeobxOoAMMO CKoMMpoBaTb (NpM  HeobxoaMMocTu
BOCMO/1b30BaTbCA PUALTPOM MO Ha3BaHMO NOAUTMKKM) (PucyHoK 159 [2]). B pe3ynbtate
npaBuaa 13 BblIbpaHHOM NOAUTUKM ByayT MMNOPTUPOBAHbI B HOBYHO MOAUTUKY;
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HoBas nonuTtuka

MonuTUKa Ha OCHOBE CYLLECTBYIOLLEN.

test

-+ OOBABWMTbL NMPABMNO 1 WMMOOPT MNPABWI| UMMNOPT LUABNOHA

DWNETP N0 HA3BEHHI0 NONMTHKA
[' -

TecTosas NONWMTUKE: MArKUIA HexoTopelid (253dfb)

KMlcnonb3oBaHue kamepel

Y e anE LT Paspewero ~ TecTosas nonutuka: BnuH 3aneTs (542160)

PacnucaHnue oTNpaBKK COC.. B .,
p Kaxnosie | O |OH 1 |4 2 TecTosas NnonuTvka: Markvi BcTate (463417)

TecTosas NONKMTUKAE: MyNaTh NpUenekaTs (cb2bd0)
@ Aspopa — 2 npaeuna, Android — 2 npaewna, Linux — 1 npasnno

TecTosas nonutuka: cobeceHuk oTpaxedue (d244a0)

OTMEHA TecTosas nonuTuka: NomuMo octasnTs (0338ab)
e -
PucyHok 159

— B OTKPbIBLUEMCS OKHE:
® BBECTW Ha3BaHME NOANTUKM (HAa3BaAHME NONUTUKM AONKHO ObITb YHUKANBHBIM).
Mone obA3aTeNbHO 414 3aNONHEHWA;
® BBECTM KOMMEHTapui (Npy HeobxoAMMOCTM BBECTU AOMNONHUTENbHYIO
MHPOPMALMIO K MOAUTUKE);
® NpM HeobXOAMMOCTU WM3MEHUTb MAPAMETPbl MMMOPTUPOBAHHBLIX MNPABMA
(cm. Tabnumua 37).
Ecan HeobxoamMmo 006aBUTb NPABUAO B MOSUTUKY UAM YAANUTb NPABMAO crenyeT
BbIMONHUTbL AEMNCTBMSA, ONMUCaHHble B N. 2.4.2.
Mocne BbINOAHEHWA AEMCTBUIN, ONMCAHHbIX Bbllle, HEOOX0AMMO NoATBEPANTL MMBO
OTMEHUTb AENCTBUA.

2.4.6. PepaKktnpoBaHWe npasBuia NOAUTUKMK

Habop npaBua MOAUTMKM BO3MOMKHO OTPEAaKTMPOBATb, BbIMOJAHMB CAeaytoline
NencTens:

— nepeunTtn B noapasaen «[onntukm» pasaena «YnpaBneHme;

— BblbpaTb MOAWUTMKY M3 CAKMCKE, NpyM HeobxoAMMOCTM BOCMO/1b30BABLUMCH
dunbTpom (noapasgen 1.5);

— NepemnTn B KapTOUKY MOANTUKN;

— BO BKJaake «[lpaBuna» HaxkaTb KHOMKYy «PefdakTmposaTb  npaBuia»
(PncyHok 160);
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% MYNETUTEHAHT MOHWUTOPWUHI YNPABNEHWE AOMWUHWUCTPUPOBAHME @ HaTtanus MeaHoea (i.ivanova...

YCTPOUCTBA NONL3OBATENK MONUTUKK CLEHAPHA ©AANGI MPUNOXEHUA BUTPUHbI CBA3KW KITKOYER

MpunoxeHus Nebepee LIPABVUIASRUEY VB!

MonuTuka ” Mpaewna CopepxaHWe Npaenna = [loka3aTk KaTEropuu

T 4a1582e8-9963-4...
Mcnons3oBaHue kam...  PazpelweHo

C03A3H0 29.04.202215:21

sened.. 17.05.202310:06
» Pexum kmocka

3AKPBITE || CO30ATb NONUTUKY HA OCHOBE CYLWECTBYIOLLER
PucyHok 160

— B OTKPbIBLUIEMCS OKHE BHECTU M3MEHEHMSA B NPaBMaax NnoanMTukn (PucyHok 161 [2])
B COOTBETCTBMMU Cc Tabaunuen (cm. Tabanua 37);

— Ans nobaBneHMA 4ONONHUTENbHbIX MPaBWA HaXKaTb KHOMKY «106aBUTb NpaBmMaO»
(PrcyHok 161 [1]) 1 BbIOpaTb NPaBMAO NOINTUKM M3 PACKPbIBAOLLEroca CNMCKa M 3a4aTb ero
napameTpbl (Mp1 HEOBXOAMMOCTH);

— ANA  yAaneHus npasuMa M3 MNOIMTUKM  HasKaTb  3HAYOK (u] «YOannTb»
(PucyHok 161 [3]) cnpaBa oT npasuaa (Npu HeobXoANMMOCTH);

PEHHKTHDOBHHHE npaesvn NONMMTHUKK

-+ NOBABWTbL MPABUNO f— 1

CoOepxaHue Npasmna = [lokasaTb KaTeropumM

Mcnonb3oBaHWe Kamepsl -
PaspelwieHo O
|‘C-I'I|:-Iw'r1|C---lw'MS OnA Linux
COHpoc K 33BOACKWMM HAcTp... —_
3anpeweH - — 3 — O
Henpumerumo gna Android, Linux
Pacnvcanwe oTnpaBkw coc... —
Kaxosie | O |oH. | 1 |u. O

@ Aspopa — 3 npaenna, Android — 2 npaswna, Linux — 1 npasvno

OTMEHA [eeriztizlly)

PucyHok 161

— COXPaHNTb U3SMEHEHNA B0 OTMEHUTH ,D,GVICTBMFI.
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Mpn yCnewHOM COXPaHEHWM M3MEHEHWUN HAYHETCA MPOLLECC MPOBEPKU MpPaBuU
NOMTUKM Ha MepecedyeHne C APYrMMM MNOAUTMKAMM, a TaKXKe KOMOWHMpOBaHME C
npaBMaaMmn M3 KOPMopaTMBHOro WabnoHa MNOAUMTUK, ecanm OH co3gaH. OTobpasmTcs
npeaynpesKaeHne o TOM, YTO 3TO MOXKET 3aHATb HeKoTopoe Bpema (PucyHok 162 [1]).

[ns  aBTOMATMYECKOrO MNPUMEHEHMA MNOAUTUKM  CAedyeT HaxaTb  KHOMKY
«MoatesepamTby (PucyHOK 162 [2]), He A0KMARACL Ppe3yAbTaTa NPOBEPKMU, B Pe3yibTaTe Yero
NONIUTMKA C OBHOBNEHHbIMM NpaBMaamm byaeT Ha3Ha4YeHa Ha BCe YCTPOMCTBA.

I"lepeceueHm: Npy pegakTupoBaHWM NONMUTHUKKA

38”['25!\1[9»01\[/1‘2 npaerna Npu NnepeceYeH C paspewaiowmMy HMeT BONbLWHF BEC

Pepa KTHpOoBaHWe npaBun

Woér npouecc NPOBEPKK NepeceYeHA NPaBK Ha yCTPOWUCTBaxX

@ ObpaTute BHAMaHWE, YTO NPOLECC NPOBEPKK MOXET 338HATE NPOOOMXUTENEHOE BpeMS. Ecnu Bl HE XOTWUTE 03Tk 3aseplueHusa
3TOro Npouecca W yBepeHbl B TOM, 4TC Ha YCTPOWCTBA 6‘;,‘1\4'{ Ha3HaJYeHel NpagKna, KOTOpbLIe BaM HYXHBI, Bbl MOXETe Cpa3y - 1
HaXaTb KHONKY "_‘DHNE'HHTI)' W npasuna NnonUTHUKK d\'ﬂ","T H3MeHEeHb!

[Su¥I="1N | NOATBEPAUTH 2

PucyHok 162

[lna npocmoTpa nepecevyeHma NOMUTUKKU C APYTMMM NONUTUKAMKU U NPaBUAAMMK 13
KOpnopaTMBHOTO LWabsoHa HeobXxoAMMO A0KAATbCA 3aBepLIEHMNA NPOBEPKN. B pesynbTtaTe
byaeT oTobpaxkeH CMMCOK Ha3BaHW MepeceKatoLMXca rpynmn 1 yCTPOMCTB, Ha KOTOPbIX
nepecekaeTcs NOAMTUKA, a TaKKe CKOMBUHMPOBAHHAA MONUTUKA.

[na npumeHeHMA MONUTUKM Ha BCe YCTPOMCTBA HEOOXOAMMO HaXKaTb KHOMKY
«MNopteepanTby (PUcyHOK 163), B pesynbTaTe 4yero otobpasutcs coobuieHme «MoanTrka
obHoBNeHa». HoBble MpaBWia HAYHYT AENCTBOBATL A/1A BCEX aKTUBMPOBAHHbLIX YCTPOMCTB,

BXO4AWNX B TPyrnbl yCTpOlZCTB nnn I'IO/'Ib3OBaTEIIEVI, Ha KOTOpble OblNa Ha3HayeHa
MOSTINTUKA.

MepeceyeHus Npu peAakTMPOBaHUMU NOANTHKN

3anpeLaiume NPaenna Npy NepeceyeHn C Pa3peLLaolLnMm MMET DOMbLUMIA BEC
D lpynna ycTpoitcTs: npocTpaHcTso 3abupats (439266) Yerpoucrs:1
MepeceyeHus
v [Olpynna ycTpoWcTs: NPOCTPaHCTBO 3abupats (4... TecToBas NONUTUKE: O4YTUTLCA NprxoanTs (e6fd8b)
™ TecToBas NONNUTUKA: O4YTUTBCA NPUXOAUTL (e6fd8b)

v YcTpowcTea

0 MIG C55, 7b:29:73:02:¢d:68

PR | MOATBEPAUTDL

PucyHok 163
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MPUMEYAHMUE. Mepen npuMeHEHMEM CKOMOMHMPOBAHHOW MONUTUKM CnedyeT
YUYUTbIBATL C/ieylolLee:

— NPUOPUTET MMEIOT 3anpellatoline NpaBnna;

— [ONA NpaBuAa C AaTamm NnpuopuTeT y bonee Nno3aHen AaTbl CO34aHMA;

— ON1A NepruoaoB — Yy HaMMeHbLIEero nepmoaa AemnCTBmA;

— Ans npasun c sepcuamm (obHosneHne OC 1 yCcTaHOBKA NPUIOKEHNSA) MPUOPUTET
y nocneaHen sepcun (Hanpumep, ecam sepcnmn 1.0.0 n 1.0.1 — 6yaet yctaHosneHa 1.0.1);

— [ONA NpaBuMaa XPaHeHMA CUCTEMHbIX COODLLEHMA NPUOPUTET Y NOCTOAHHOIO;

— KOPMOpaTMBHbIN LWAbNOH A0NOAHAET CKOMOUHMPOBAHHYHO MOANTUKY NPABUIAMMN,
KOTOPble YKa3aHbl B HEM, HO He YKa3aHbl B CKOMOMHNUPOBAHHOM NONIUTHKE.

2.4.7. OTBA3Ka NOAUTUKM OT rPynnbl YCTPOUCTB UM TPYMMbl NO/Ib30BaTENEN

OTBA3aTb NOAUTMKM OT FPYMMbl YCTPOWCTB U/UAK TPYNNY NO/b30BaTENEN BOSMOMKHO
Yyepes:

— KapTo4yKy nonmtukm (nn. 2.4.7.1);

— KapTO4Ky rpynnbl ycTponcTs (nn. 2.4.7.2);

— KapTO4Ky rpynnbl nonb3osatenen (nn. 2.4.7.3).

2.4.7.1. OTBA3KA NMOAWUTMKM OT TPYNMbl YCTPOUCTB M/MAM TPYNMbl NOSb30BaTENEN
Yyepes KapToUKy NOUTUKM

[na OoTBA3KM MOAUTMKM OT rpynnbl YCTPOWUCTB M/MAM Tpynnbl MNoJib30BaTeNein
HeobxoAMMO BbIMONHWUTL CAeayowme AeNCTBUS:

— nepeunTtn B noapasaen «[onntnkm» pasaena «YnpasneHuner;

— Ha)KaTb Ha Ha3BaHWe NONNTUKKM ANA Nepexoaa B KapTouky (Npu HeobxoaMmocTm
BOCMO/1b30BaThcA duabTpPom (noapasaen 1.5);

— B OTKPbIBLIENCA KAapTOYKe NOIUTUKM NEPENTN BO BKAAAKY «[pynnbiI»;

— Ha)KaTb KHOMKY «PeaakTnpoBaTb rpynnbi» _(_c_M. PucyHok 45 [2]);

— B OTKpbIBLIEMCA OKHE HasKkaTb 3Hayok U «OTBA3aTb MNOAUTUKY OT rpynmbi»
(PrcyHoK 164).

PeﬂaKTMpOBaHI’Ie rpynn noaMTHUKKW

test_rpynns MY D 26.09.2022

[m]}

test_rpynna nons3oeateneu 2% 26.09.2022.

[m]}

Ctpok Ha cTpariue: 25 w 1T-duzd

3AKPBITD

PucyHok 164
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HauyHeTcAa npouecc NpoBepKM NpaBua MNOJUTUMKM Ha MepecedyeHne C APYrmmu
NONTUKAMW, @ TaKKe KOMOMHMpPOBaAHME C MNpaBMAaMM M3 KOPMNOPATUBHOrO LwWwabnoHa
NONUTUK, €CAM OH CO3A4aH. pouecc NpoBepKM nepecevyeHna NpPaBma NONNTUK aHANOTMYeEH
npusegeHHoOMY B M. 2.4.6.

B pe3ynbTaTe ycnewHom OTBA3KM NOAUTMKA DyAeT OTBA3aHaA OT rpynmnbl YCTPOMCTB
WAW TPYNMN NOJIb30BaTENEMN.

2.4.7.2. OTBA3Ka NONUTUKM OT FTPYNMbl YCTPONCTB Yepe3 KapTOUKy rpynmnbl

[lna OTBA3KM MNONIUTUKM OT rPynbl YCTPOMCTB HEOBXOAMMO BbINONHUTL CieaytoLlme
NencTBus:

— nepenTn B Noapasaen «YCTponcTea» pasaena «YnpaBaeHue»;

— B 0bnacTn dunbTPOB BbIOPaATL «[TOUCK NO rpynnamy»;

— HaXaTb Ha Ha3BaHWe rpynnbl YCTPOMUCTB ANA nepexofa B KapPTO4uky (npu
HeobxoAMMOCTM BOCNONb30BaTbCA GUALTPOM (Nnoapasaen 1.5);

— B OTKPbIBLUENCA KAPTOYKe rpynnbl YCTPOMCTB NepenT BO BKAAAKY «TONNTUKNY;

— BbIOpPaATb MOAUTUKY, YCTAHOBMB TraNoMKy B 4ekboOKce Ans A0CTyna K CrMCKY
ObICTpbIX AencTBuin. MNpu HeobxoammocTn ana cbpoca BblAENEHMA HEODXOAMMO HaxKaTb
KHOMKY «COpocnTb BblaeneHme» (PucyHok 165 [1]);

— B CnvcKe BbICTPbIX 4eNCTBUM BbIGPaTh 3HaY0K U «OTBA3aTb NOSUTUKM OT rPYMMbI»
(PncyHok 165 [2]).

ga MYNbTUTEHAHT MOHUTOPUHI YNPABNEHME AOMUHWUCTPUPOBAHMWE @ Hatanna MeaHoea (i.ivanova...

YCTPONCTBA NONL30OBATENW NONUTHUKK CLEHAPHMK DAANDI NPHUNOXEHNA BUTPUHbI CBA3KM KITIOYEN

test_rpynnbi MY P YCTPOWCTBA NONUTHUKK CUEHAPUK
3 rpynna ycrpoiicTe ~ 1 BbiB6paHo 1 2
B 851a7343-1677-40...
26.09.202212:26
26.08.2022 12128 TEsti23 12.04.2024..
CTpok Ha cTpaHuue: 25 w 1-Tua1

PucyHok 165

HauyHeTcA npouecc NpoBEepKM MNpPaBWA MOAUTMKM Ha NepecevyeHne C ApYyrmmu
NOMTUKAMWN, @ TaKKe KOMOMHMPOBaAHME C MNpaBMAaMM M3 KOPMOPATUBHOrO LWwabnoHa
NONUTUK, €CAK OH CO3/aH. pouecc NpoBepKn nepecevyeHna Npasma NOJNTUK aHAOTMYeEH
npueegeHHoOMy B M. 2.4.6.

B pe3ynbTaTe ycnewHom OTBA3KW MONUTMKM OT TPynnbl YCTPOMCTB OTObBpa3mTCA
COOTBETCTBYHOLLEE COODLIEHME.
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2.4.7.3. OTBA3Ka NO/INTUKM OT rPynmbl MONb30BATENEN YEPE3 KAPTOYKY rPynmnbl

[Ons OTBA3KM MOAUTMK OT TrPynnbl MONb30BATENEN Yepe3 KapTOuKy rpynmnb
Heobxo4MMO BbINONHUTbL CAeaytoLlme AeNCTBUA:

— nepenTn B Nnoapasaen «lonb3oBaTenn» pasaena «YnpasneHme;

— B 0bnacTn dunbTPOB BbIOPaATL «[TOUCK NO rpynnamy»;

— HaXkaTb Ha Ha3BaHWe rpynnbl MNONb30BaTENEN ANA Mepexoda B KapTO4Ky (npw
HeobxoAMMOCTM BOCNONb30BaThCA GUALTPOM (Nnoapasaen 1.5);

— B OTKpPbIBLIEMCA KapTO4Ke Trpynnbl MNOAb30BaTenel MNepenTtn BO BKAAAKY
«[MONUTUKNY;

— BbIOpPaATb MOANTUKY, YCTAHOBMB TrafioMKy B 4ekboKce Ans A0CTyna K CAMCKY
ObICTpbIX AencTBuin. MNpun HeobxoammocTn ana cbpoca BblAeNEHMA HEODXOAMMO HaKaTb
KHOMKY «COpocuTb BblaeneHme» (PucyHok 166 [1]);

— B CnvcKe BbICTPbIX 4eNCTBUM BbIGPaTh 3HaY0K U «OTBA3aTb NOSUTUKM OT rPYMMbI»
(PncyHok 166 [2]).

ga MYNBTUTEHAHT MOHWUTOPWUHI YMPABNEHUE AOMWHUCTPUPOBAHWE @ HaTanwa VlsaHoga (l.ivanova..

YCTPONCTBA NONb30OBATENK NOJUTUKKU CLIEHAPUK DARANGI APUNOXEHKUA BUTPKHLI CBA3KKW KITIOYER

test_rpynna MOMb3OBATENM  MOMMTUKM  CLEHAPUM

NMOSIb30OBATENEWN
1 2

21.09.2023_

1 BuIBpaHo

(1] w
aw [pynna nons3oBaTenen ~

B e5dc9efc-9aea-40.. test namvraka. IV
test a_|V

21.09.20231

4:39
21.09.202314:39

CTpok Ha cTpaHuue: 25 w 1-Tual

PucyHok 166

HayHeTcA npouecc NPOBEPKM MPaBUA MOAUTUMKM Ha MNepeceyeHme C Apyrumu
NONIUTMKAMK, a TaKKe KOMOWMHMPOBAHME C MNpaBMIaMW M3 KOPNOPATMBHOMO LWabaoHa
NOINMTUK, €CAM OH co3aaH. Npouecc NpPoBepPKM NepeceyeHna Npasua NOANTUK aHANOTNYEH
npuesegeHHoOMY B M. 2.4.6.

B pe3ynbTaTe ycnewHom OTBA3KM NOJIMTUKM OT FPyNnbl N0/Ib30BaTENEM 0TODPA3NTCS
COOTBETCTBYHOLLEE COODLIEHME.

2.4.8. YpaneHue noaNTUKN

MPUMEYAHMUE. MMepen ypaneHvem NOAUTUMKM HeobXoAMMO NpeaBapuTENbHO
OTBA3aTb ee OT BCEX rpynn YCTPOWUCTB WA rpynn Nosib3oBaTeNen B COOTBETCTBMM C N. 2.4.7.

[ns ynaneHuna noanTnkm ns My HeobxoaMMO BbINOAHUTL CAeaytoLlime AeNCTBUS:

— nepenTtn B noapasaen «MoanTukm» pasaena «YnpaBneHme;

— Ha)KaTb Ha Ha3BaHWe HeoBXOAMMOW MOAUTUKM ANA Nepexoaa B KapTouKy (npu
HeobXxoAMMOCTN BOCMNO/1b30BaTbCA GUALTPOM (Noapasaen 1.5);

— B KAPTOYKE NMOAUTUKN HaXKaTb KHOMKY «Yaanutb» (PucyHok 167);
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ga MYNETUTEHAHT  MOHWTOPMHI  VMPABMEHME  AAMWHUCTPUPOBAHME ©) Haranus Meatoea (i.ivanova...
YCTPOWCTBA  MONb3OBATEAM  MOMAWTMKM  CLEHAPMM  ®AMMbl  MPUNOXEHUS  BUTPMHBI  CBASKM KMIOYEH
test_nonutuka_IV /s NPABMNA  TPYMMbI
MonuTuka ~ [pynnbl ASACTBNA NONUTHKM
B =62943d8-965-48...
20.09.2023 11:47
MNONWTHES HE HASHAYEHSE HUA Ha OaHY rpynny
1411.2023 16:17
CTpok Ha cTpaquue: 25 » 0-0mz0

PucyHok 167

— B 0TOBpasmBLIEMCA OKHe NoATBEePANTb B0 OTMEHUTL AencTeuA (PucyHoK 168).

YoaneHnue nonuTHku
Bbl AEACTBUTENBHO XOTUTE YAANUTbL NOAUTUKY?

OTMEHA RJITNILEY

PucyHok 168

B pe3ynbTaTe nonnTuka byaeT ycnewHo yaaneHa.
2.5. Nopgpasaen «CueHapmmn»

MNoapasgen «CueHapum» KoHcONM agmMuHUcTpaTopa [1Y npegHasHadeH AnAd
co34aHuA odpnarH-cUeHapMUEB M MPUMEHEHNA X HA YCTPOMCTBAX.

OdnanH-cueHapunm — npaBWaa, KOTOPble OTNPABAAKOTCA Ha YCTPOWCTBA C
yKasaHnem aencrtema (cobbitms) no cpabatbiBaHWio. [lpaBuna A0AXKHbI MIHOBEHHO
NPUMEHMUTBLCA Ha YCTPOMCTBE MO YKa3aHHOMY CODbITUIO, AarKe B C/ly4ae, €CAM B STOT MOMEHT
HeT CBA3M C CEPBEPOM.

NMPUMEYAHUA:

v’ [1n KOPPEKTHOrO ynpas/ieHns yCTPOMCTBOM HeObX0AMMO, YTOBbI Ha yCTpoMCTBE
ObI10 BbICTAB/IEHO KOPPEKTHOE BPEMA M Obla 3a[aH YaCOBOM MOAC;

v Ha rpynny ycTPOWCTB MAM Tpynny noab3oBaTesnieit MOXKeT BbiTb 04HOBPEMEHHO
Ha3Ha4YeHO HeCKONbKO opalH-cLueHapmes.

[oCTyNHOCTb COObLITUI K peakunit odnamH-cueHapmes Ans pasHbix Bepcuin OC,
npuseaeHa B Tabaumue (Tabanua 38).
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Tabnunua 38
Peakuua

" Paspewutb Paspewntb
3abnokupoBaTb/ 3apaTtb O4AHOPA30BbIN 3agaTb nepuog P / P /

CobbiTne Ouncrka o 3anpeTuTb 3anpeTuTb

pa3b10KknpoBaTh o NnapoJib Nonb3osatensn/ | oTNpaBKu cobbITUM
o yCTPOMCTBA MCNO/Mb30BaHNE | MCMONb30BaHWe
YCTPOMCTBO agMUHUCTPATOpA 6esonacHocTn
Kamepbl MUKpPOdOHa

CmeHa SIM-KapTbl

OC Aspopa 4.0.2
“ Bbllle

OC ABpopa 4.0.2
“ Bblle

OC ABpopa 4.0.2
" Bblle

OC ABpopa 4.0.2
M BbllLEe

OC ABpopa 4.0.2
“ Bblle

OC ABpopa 4.0.2
“ Bbllle

OTcyTCcTBME CBA3M C

cepsepom

OC Aspopa 4.0.2
M Bbile

OC ABpopa 4.0.2
M Bblle

OC ABpopa 4.0.2
M Bbile

OC ABpopa 4.0.2
M Bblle

OC ABpopa 4.0.2
1 Bblle

OC ABpopa 4.0.2
M Bbile

BHe 30HbI AeNCTBUA

OC Aspopa 4.0.2

OC Aspopa 4.0.2

OC Aspopa 4.0.2

OC Aspopa 4.0.2

OC Aspopa 4.0.2

OC Aspopa 4.0.2

WLAN M Bblle M Bbllwe M Bblle M Bbllwe M Bbllwe M Bbllwe
HaxoxaeHue B8 30He |OC Aspopa 4.0.2 OCABpopa 4.0.2 |OCABpopa 4.0.2 OCABpopa4.0.2 |OCABpopa4.0.2 |OCABpopa4.0.2
WLAN M Bblle M Bbllwe M Bbllwe M Bbllwe M Bbllwe M Bbllwe
HaxoxaeHne — OCABpopa4.0.2 |- OCAspopa 4.0.2 |OCABpopa 4.0.2 OCABpopa4.0.2 |- OCABpopa 4.0.2 |OCABpopa 4.0.2
Ha TeppuTOpUN, “ BblllE; M BbllleE; M Bbile M Bblle “ Bbille; M Bbile
onpeaensiemomn — OCAndroid 7-13 |— OC Android 7-13 — OC Android 7-13

NFC-meTkamm

HaxorkaeHue BHe

— OCABpopa4.0.2

— OC ABpopa 4.0.2

OC ABpopa 4.0.2

OC ABpopa 4.0.2

— OC ABpopa 4.0.2

OC ABpopa 4.0.2

TEPPUTOPUN, “ BbllUE; “ BblllE; M Bbllle M Bbllle 1 BblllE; M Bbllle
onpeaensiembix — OC Android 7-13 |— OC Android 7-13 — OC Android 7-13

KoopAMHaTaMum

HaxoxaeHne Ha — OCABpopa4.0.2 |- OCABpopa4.0.2 |OCABpopa 4.0.2 OCABpopa4.0.2 |- OCABpopa4.0.2 |OCABpopa4.0.2
TeppuTopuUAX, “ BblleE; “ Bbllle; M Bblle M Bblle M BblleE; n Bblle
onpeaensaembix — OC Android 7-13 |- OC Android 7-13 — OC Android 7-13

KoopAMHaTaMm

194




=~ OTKPbITAS
PyKOBOZCTBO Nonb3oBaTens. YacTb 3 | Mo hAd

[lna nepexoda B noapasaen HeobxoAMMo B BepxHelr naHenu BbibpaTb pasgen
«YnpasneHue», nogpasaen «CueHapum». B pesynbtate 0To0H6pasnTCa CNMCOK CLEHapues
(PncyHok 169 [1]).

ga MYNLTUTEHAHT MOHWUTOPWHI YNPABNEHWE AOMWUHUCTPUPOBAHWE @ HaTtanwna BaHoea (l.ivanova...

YCTPOWCTBA NMONb30OBATENU NONUTUKK CUEHAPWK DANNBI NPHUNOXEHNA BUTPWUHbI CBA3KM KIMKOYER

Cuenapuu

OTcyTCTBME CBA3W C CEPBEPOM @ 3anpeTyTb UCNONb30BaHWE KaMepbl 12.04.2024 10:36

TEST cueHapwia

3

Cmena SIM-kapTbl 3abnokWpoBaTh YCTPOWCTED 12.04.2024 10:35

Crpok Ha cTpatmue: 25 -2us2

PucyHok 169

B paboyen obnactm noapasgena «CueHapum» umHGopmauma oTobparkaeTcAa B
cTtonbuax, npmseaeHHbIX B Tabauue (Tabamua 39), a npu MX OTCYTCTBUM OTODpaKaeTcs
coobLleHne «HeT AaHHbIXY.

MPUMEYAHME. 3HayeHMAa cTonbLOoB MOryT bbiTb OTCOPTUPOBAHDI: OT CTapbIX K
HOBbIM, “* OT HOBbIX K CTapbIM.
Tabnnua 39
HasBaHue
Onwucanue
ctonbua
HassaHue — Ha3BaHKWe odnalH-cueHapua (NpeacTaBaAeT cObOM aKTUBHYHO CCbISIKY

(PrcyHOK 169 [2]), npn HaxKaTUM Ha KOTOPYIO OCYLLECTBAAETCSA Nepexos, B
KapTouKy odalH-cLueHapus);

— KoMMmeHTapui (PucyHok 169 [3]) — gononHuTenbHas MHPoOpMaLms
(3anonHAeTca Npu HEOHXOAMMOCTH)

CobbiTne CobbiTne opnanH-cueHapua (A40CTyNHbIe 3HaYEeHMA ONKMCcaHbl B Tabaunue
(Tabnunua 40).
B none coaepsKntca NoAcKasKa, AOCTyNHas 414 NPOCMOTPa HaxKaTuem

3Ha4kKa @

Peakums [lericTBMe, KOTOPOE A0KHO NPOU3ONTH C FPYNNON B pesyibTaTte
Ha3Ha4YeHuA JaHHOro odaanH-cueHapua (A0CTyNHble 3HAYeHMA ONMCaHbI B
Tabanue (Tabamua 40)

O6HoBneHo |[aTta u Bpema nocneaHero o6HoBAEeHUS opalH-cLeHapmn
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2.5.1. [dobasneHune opnanH-cueHapma

MPUMEYAHUE. [octynHo pobasneHne odpnamH-cUeHapUeB CO  CAeayHLMMM
napameTpamu:
— C pPa3HbIMK COBOLITUAMY;
— C OAHMM COBbITUEM, HO C Pa3HbIMK pPeaKkUMamm (Npasmiamn);
— C oAHUM cobbiTnem («HaxoxaeHne B 30He WLAN» nam «BHe 30HbI AencTeuma
WLANY») 1 c oagHoM peakumein, Ho ¢ pa3Hbimu MAC-agpecamum (BSSID) Toukn goctyna WLAN;
— C oaHMM cobbiTnem «HaxoxkaeHune Ha Tepputopun, onpeaensemon NFC-
MeTKaMm», NpPu 3TOM:
® OIHOBPEMEHHO OAMH W TOT e ID MeTKM He MOXKeT OblTb Ha BXOZE M BbIXOAE;
e nBa odNalH-CLEHApPMA C OANHAKOBbLIM ID METKM BXo4a MM BbIXOAa HE MOTyT
MMETb OAMHAKOBYHO peaKLmio.
[na co3paHnsa opnanH-cLeHapna HeobXoAMMO BbINOAHUTL CAeaytoLMe AeNCTBUA:
— nepenTtn B nogpasaen «CueHapmm» pasaena «YnpaBneHume;
— HaXkaTb KHOMKY «[106aBUTbY;
— B OTKpbIBLIEMCs oKkHe (PucyHok 170) 3anonHMUTL NoAs, NpuBeaeHHble B Tabaunue
(Tabnnua 40);
— noATBeEpAUTb NMOO OTMEHUTL AEUCTBUS.

CozpaHue odnaidH-cueHapua

3anpeT kamepsbl

Mpwn cMeHe SIM

Cmena SIM-kapThbl -
[ 3anpeTuTb MCNOMb30BaHNE KaMepbl v

PucyHok 170

Mpn ycnewHom co3gaHum odnarH-cueHapus oTobpasnTCa COOTBETCTBYyHOLLEE
coobuleHme.
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Tabnunua 40
Napametp 3HayeHus
HassaHwe HassaHwve odnaiiH-ceHapua. MNone 06a3aTeNnbHO 418 3an0AHeHUs
KommeHTapuit  |[JononnutensHasa uHdopmaumsa k odnaiitH-cueHapuio. MNone HeobasaTeNbHo 418 3aN0AHEHMS
CobbiTne BbIbOp 3HaYeHMA U3 pacKpblBatoLlerocs cnncka. CobbiTue, Ha KOTOpoe cpearnpyeT yCTPOoMCTBO:

— CmeHa SIM-KkapTbl — npu cmeHe SIM-KapTbl Ha YCTPOMCTBE CcpaboTaeT peakums, BbIbpaHHAs M3 pacKpbiBatOLLErocs
CNMCKa «Peakuma»;

— OTcyTCTBME CBA3M C CEPBEPOM — NPUY OTCYTCTBUM CBA3M C cepBepom ABpopa LleHTp Ha ycTpolicTee cpaboTaeT peakuums,
BbiOpaHHaA M3 packpblBatollerocs cnmcka «Peakuma». JJoONOAHUTENBHO HEODXOAMMO YKa3aTb BPEMEHHOW WMHTEpPBan
(bopmaT: [AA4] : [H4] : [MM]) OTCyTCTBMA CBA3M C CEPBEPOM, NMOC/E HACTYMN/IEHNSA KOTOPOro YCTPOMCTBO Cpearmpyer;

— BHe 30Hbl penctBua WLAN — ecnm ycTpoincTBo He 0OHapyXuT onpeaeneHHyto cetb WLAN B A0CTynHbIX AN
noaKNtodeHns, To cpaboTaeT peakuma, BbIbpaHHaA M3 PAaCKPbIBAKOLLErOCA CNMCKa «Peakumar.

MPUMEYAHMUE. Mpu Bbibope cobbiTna «BHe 30HbI Aenctena WLAN» oTobparkaeTca ONOAHUTENbHOE NOAE, B KOTOPOM
HeobxoaMmo yKasaTtb BSSID (Basic Service Set Identification unm naeHtndumkatop) Toukm goctyna WLAN;

— HaxoxaeHwme B 30He WLAN - ecnm ycTponcTBo ob6HapyKMT onpeaeneHHyto cetb WLAN B 4OCTYNHbIX 418 NOAKNOYEHMA,
TO cpaboTaeT peaKkuus, BbiIbpaHHaA M3 PAaCKPbIBAOLLLErOCA CNMCKa «Peakumay.

NMPUMEYAHUE. Mpwu Bbibope cobbiTnsa «HaxoxaeHne B 3o0He WLAN» oTobparkaeTca 40NOAHUTENBHOE NOJE, B KOTOPOM
HeobxoaMmo yKasaTb BSSID (Basic Service Set Identification nnun naeHtTndumkatop) Toukn aoctyna WLAN;

— HaxoxpaeHune Ha Tepputopun, onpegensemon NFC-meTKamu (npumeHeHne odnalH-cLeHapMa Ha COCToAHMeE
ycTpoicTBa onpeaenserca no NFC-meTKke) - Npu CKaHMPOBAHWM METKM BXoZa cpaboTaeT peakums, BblOpaHHaa M3
PACKPbIBAOLLErocs cnncka «Peakumsa», 1, HA0O6OPOT, NPU CKAHUPOBAHUM METKM BbIXOAa NPMMeEHeEHNEe odNaltH-CLEHAPUS
npeKkpaTuTCA.

BHUMAHMWE! Mocne ckaHnpoBaHna NFC-MeTKM BbIXxoAa Ha YCTPOMCTBE NPUMEHAETCA NPABUAO M3 MONUTUKM, MOXOXKEE Ha
peakumo odpnalH-clueHapusa. Ecam Takoe NpaBMAO OTCYTCTBYET B MOAMUTMKE, TO COCTOAHME YCTPOMCTBA HE M3MEHUTCA.
HeobxoaMMOo Ha3HaYMUTb Ha YCTPOMCTBO MOMUTUKY C MOXOXKMM MPaBMUIOM, YTODbI COCTOAHME YCTPOMCTBA M3MEHSIOCH
nocne CKaHMPOBAHWA METKM BbIXOAaA.
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MNpumep:

3aZaHa peakuma «3anpeTuTb MCMO/Ib30BaHME Kamepbl» C nomouwpto odnarH-cueHapmsa ¢ NFC-meTkamu. [pwu
CKAaHMPOBAHMN METKW BXOAa WMCMONb30BaHWE Kamepbl byaeT HeaoCTynHbIM. [locne CKaHMPOBAHMA METKW BbIXOAa
odNanH-CLUEeHapUiM NPeKpaTUT AeNCTBUE Ha COCTOAHME YCTPONCTBA. [1pn 3TOM, ecam Ha YCTPOMCTBO He Bbina Ha3Ha4vYeHa
MOMINTMKA C pa3pelleHneM KaMepbl, TO 3anpeT Kamepbl Ha ycTpoKncTee byaeT coxpaHeH. A pa3boKMPOBKM Kamepbl
HeobX0AMMO Ha3HaAYUTb Ha YCTPOMCTBO MNOAUTMKY WAM  OTNpPaBbTe KOMaHAY OMNepaTMBHOrO yMpaBAeHUs C
Pa3bNOKMPOBKOM Kamepbl.

Mpwn BbIbOpe cobbiTMA «HaxoxKaeHue Ha TeppuTopun, onpeaendemonn NFC-meTkamMmn» AONONHUTENbHO OTODpaXKatoTca
nons «ID meTok Bxoda» n «ID MeToK BbixoAa», rae HeobxoaAMMO yKa3aTb YHUKANAbHbIE MAEHTUGUKATOPLI METOK BXOAa W
BbIXxOZa, cocToswme 13 4, 7 uam 8 nap CMMBOJIOB, pasdeneHHbiXx aBoeToumem. [JocTynHo aobasBneHme HEeCKONbKMX
NAEHTUOUKATOPOB METOK.

BHUMAHWE! NFC-meTKa cKaHMpyeTcs Ha YCTPOMCTBAX:

— Ha 6a3e OC Aspopa npu 3a6/10KNMPoBaHHOM/Pa3baoKMPOBAHHOM TelepoHEe 1 NPU BKIHOYEHHOM SKPaHE;

— Ha 6a3e OC Android npu pa3ba10KMpPOBaHHOM YCTPONCTBE U NPU BKAOYEHHOM 3KpaHe. Ha HEKOTOPbIX YCTPOMCTBAX NpU
BK/OYEHHOWM Kamepe He cpabaTbiBaeT ckaHupoBaHue NFC;

— HaxoxkaeHune BHe TeppuUTOpUN, onpenenfiemblX KOOpAUHATAMM - €C/IM MECTOMOJIOKEHNE YCTPOMCTBA OKAXKETCA BHe
3a4aHHON TEPPUTOPUMU, TO HA COCTOAHME YCTPOMCTBA HAYHET AEeMCTBOBATb OPAANH-CLUEHAPWUIA C peaKLnen, BbiIbpaHHOM
M3 pacKpbIBatoLLEroca cnucka «Peakuma». [JoONONHUTENbHO B PACKPbIBAIOLWEMCA CNUCKe «TeppuTopmusa» Heobxoammo
BblOpaTb TPebyemyto TEPPUTOPUIO;

— HaxoxkaeHue Ha TeppuUTopUsx, onpenenfaembix KOOpaAMHATaMM - eCIM MECTOMOOXKEHME YCTPOMCTBA OKAXKETCA BHYTPU
3a4aHHON TEPPUTOPMMU, TO HA COCTOAHME YCTPOMCTBA HAYHET AEeNCTBOBATb OPAanH-CLUEHAPUI C peaKkLunen, BbIbpaHHOM
M3 PaCcKpbIBatOLLEroca cnucka «Peakumsa». [JONONHUTENbHO B PACKPbIBAIOLWEMCA CAUCKE «TeppuUTopusa» Heobxoammo
BbIOpaTh Tpebyemyto TeppPUTOPUIO.

MPUMEYAHUA:

v Ecav HeobxoamMmMol TeppuTOpMK HeT B crincke, To TpebyeTca AobasuTb ee (M. 4.1.6);

v TOYHOCTb OnpeaeneHns KoopAMHaT YCTPOMCTBA 3aBUCUT OT MHOTUX GaKTOPOB, @ UMEHHO: TUM YCTPOMCTBA, COCTOAHME
CeTM, CKOPOCTb, HAXOMAEHWe B 34aHWM WMAW OKOJIO BbICOKMX OOBEKTOB, MOKPbITME CMYTHWKOB, anmnapaTHble W
NPOrpamMMHbIe XapaKTepPUCTUKM, YPOBEHb LyMa/Nomex 1 T.4;
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MNapameTp

3HayeHusn

v’ TMpunoxeHne «Aspopa LieHTp» nonydaeTt koopamHaTsl ycTpoictsa n3 OC Kaxable 10 munyT (OC Aspopa 1 OC Android)
nnn kaxable 50 metpos (OC Android). Mpn He0HXOAMMOCTN AOCTYNHO M3MEHEHME HYacTOoTbl OOHOBNEHMA KOOPAMHAT B
NpUNoXKeHnn «ABpopa LleHTp» ¢ nomolblo npasuaa NoanTMKM «KoHourypauma/Ob6HoOBAEHME KOOPAMHAT B KAMEHTE
ABpopa LleHTp» (nn. 2.4.1.26)

Peakuwna

BbibOp 3HaYeHMA 13 paCKpbIBAtOLLErOCA CAMCKaA:

— 3ab10KMpoBaTb YCTPOUCTBO — YCTPOMCTBO byAeT 3ab10KMPOBAHO;

— Pa36,10KnpoBaTh YCTPOMCTBO — YCTPOMCTBO Oy AeT pa3boKMpPoBaHO;

— OumnCTKa YCTPOMCTBA — YCTPOMCTBO ByAeT OYMLLEHO (A0 3aBOACKMX HACTPOEK);

— 3a4aTb OAHOPA30BbLIA MAPO/Ib MONL30BATENA — HEOOXOAMMO BBECTM Maposb (OoT 7 A0 12 CMMBOMOB), KOTOPbIN
N0/Nb30BaTe/lb CMOMET MCMNO/b30BaTb A4 Pa3bAOKMPOBKK YCTPOMCTBA. [1aposb A0MKEH COOTBETCTBOBATL TPebOBaHUAM
NapobHOM NONUTUKMY;

— 3a4aTb OAHOPA30BbLIA NAPOAb aAMMHUCTPATOPaA — HeobXxoAMMO BBECTM Maposb (0T 7 A0 12 CMMBOOB), KOTOPbIN
aIMUHUCTPATOP CMOXET MCNo/b30BaTb A1A pPa3b/oKMPOBKM ycTpokcTBa. [laposib  A0MKEH COOTBETCTBOBATb
TpeboBaHMAM NAPOAbHOM MOANTUKN;

— 3apatb nepuop, oTnpaBKK cobbiTnii HGesonacHocTM — HeobXxoAMMO 3a4aTb pacnucaHue OTMPaBKM COODLIEHMI O
cobbiTnaAx besonacHocTu (security.d journaling daemon), npousoweawnx Ha yctporctee, B dopmate: [A4] : [HY] : [MM];
— Pa3pewunTb Ucnonb3oBaHME KaMepbl — MCMO/Ib30BaHME KaMepbl Ha YCTPOMCTBaxX DyAeT pa3peLleHo;

— 3anpeTuTb NCNONb30BaHUE KaMepbl — MCMO/1b30BaHME KaMepbl Ha YCTPOMCTBax ByAeT 3anpeLLeHo;

— PaspewunTb NCNOb30BaHME MUKPOPOHA — MCMOb30BaHNE MUKPODOHA Ha YCTPOMCTBax byaeT pa3pelleHo;

— 3anpeTuTb UCMNO0/Ib30BaHME MUKPOPOHA - MUKPODOH DyaeT HedOCTyNeH ANA 3aMMCK 3BYyKa BO BCEX MPUIONKEHUAX U
BHELLIHWUX YCTPOMCTB, KOTOPble YNPaBAsoT UM (HayLWHWKK, FAPHUTYPbI M T.M.), HO ByaeT AOCTyNeH ANA UCXOAALIMX U
BXOAALLMX BbI3OBOB
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2.5.2. HasHauyeHne odnalH-cueHapUsa Ha rpynnbl  YCTPOMCTB  WAM  TPYNMbl
Nonb30BaTeNEN

Ha3HaunTb odnalH-CLLEHAPUM Ha FPYNMbl YCTPOMCTB MM NO/b30BaTEIEM BO3SMOXKHO
cneayoLWmMmmn cnocobamu:

— yepes KapTouky obnanH-cueHapma (nn. 2.5.2.1);

— C MOMOLLbO CNNCKa bbICTpbIX AencTemin (nn. 2.5.2.2);

— Yyepes KapTouKy rpynnbl ycTponcts (nn. 2.5.2.3);

— Yyepes KapTo4Ky rpynnbl nonb3osatenen (nn. 2.5.2.4).

2.5.2.1. HasHayeHne odnanH-cUeHapMa Ha rpynnbl YCTPOMCTB WAM TPYyMMbl
Nno/sib3oBaTenen Yepes KapTouky odpalH-cUueHapus

[ns HasHayeHns odnalH-CLUEHAPUA Ha rPynnbl YCTPOMCTB WUAK NOJSIb30BaTeNEN
Yyepes KapTo4ky odpalH-cLUeHapmna HeODX0AMMO BbIMONHUTL CieAytolne AeNCTBUA:

— nepeiTn B nogpasaen «CueHapum» pasaena «YnpasaeHue;

— NepenTn B KapTouKy odarH-cueHapus (n. 2.1.6);

— ana aobaBneHuA rpynnbl YCTPOMCTB MAWM MO/b30BaTeNEN B PACKPbIBAOLLEMCA
CNucKe BblIbpaTb «/106aBUTb rpynnbl YCTPONCTBY UK «[10OaBUTb rpynnbl NOAb30BATENEN»
(PncyHok 171);

ga MYNBETUTEHAHT MOHWTOPUHI YMNPABNEHWE AOMUHWUCTPHMPOBAHUE @ HaTtanwsa eaHoea (l.ivanova...
YCTPOUCTBA MONL3CBATENM NONUTUKKA CUEHAPHUK DANNGI MPUNOXEHWA BUTPUHbLI CBA3KW KJIIOYEN
CueHapuii_1 rPYMMbl
Cuenapuit ~ [pynnbl geicTens cueHapus
[ 6b4b5212-eb9a-4b...
OTCYTCTEME CBASK C CE...
M. 224 CUEHEPHA HE HE3HEYEH HM Ha OOHY TRYNNY
3anpeTUTE MCNCNL308E... .
[obaeuTb rpynnsl NoNL3oBaTENEen
12.04.2024 10:36 CTpok Ha cTpaduue: 25 = 0-0wna0
OoBaewTe rpynnsl yCTROUCTE
3AKPbITE YOANWUTE

PucyHok 171

— B OTKPbIBLIEMCA OKHe BblIOpaTb rpynny W3 CNUCKa, Npu HeobxoaAMMOCTM
BOCMO/1b30BABLLMCH PUALTPOM NO Ha3BaHMto rpynnbl (PucyHok 172 [1]);

— pobasneHHas rpynna otobpasmuTtca B cnucke. lNpu HeobxoaMMOCTU yaAaANUTb
N0OaBNEHHYIO TPYNMY M3 CNMCKA BO3MOXHO, HaXKaB 3HAYOK O (PvcyHoKk 172 [2]). Takxke
NOCTYNMHa BO3MOMHOCTb OTBA3KM OQAaMH-CLUEHapMA OT [pPynmnbl, ONMCaHWE KOTOPOM
npmueeneHo B n. 2.5.3;

— p[anee ANA HasHadyeHWA odnarH-cueHapusa Ha AobaBNeHHble rPyNMbl HaXKaTb
KHOMKY «Ha3HauMTb Ha rpynnbl» AMOO OTMEHWTb BCe MocneAHMe AEWCTBMS HarKaTUeEM
KHOMKN «OTMeHa» (PucyHok 172 [3]).
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HasHaueHue cueHapWveB Ha rpynnbl

BoibpaHo cueHapues 1

test_rpynna 16.01.2023 11:53 2
;

PucyHok 172

B pesynbTaTe npumeHeHusa odnalH-cueHapusa oTobpasnTca COOTBETCTBYOLLEE
coobuleHme.

2.5.2.2. HasHayeHne  odnanH-cueHapun Ha rpynnbl  yCTPOMCTB/rpynnbl
NONb30BaTENEN C MOMOLLLIO CMUCKA DbICTPLIX AEUCTBUIA

[na HasHayeHua odnalH-cLueHapua Ha Trpynnbl YCTPOMCTB/Mob3oBaTeNen C
NOMOLLLbIO CMMCKA DbICTPbIX AEMCTBUIM HEOOXOAMMO BbINONHUTL CAeAyoLLIMe AEeNCTBUA:

— nepentn B noapasaen «CueHapum» pasaena «YnpasaeHue;

— BbIOpaTh odnanH-cUeHapun, YCTAHOBMB ranoyky B 4ekDOKce Ana AocTyna K
CNUCKY BbICTpbIX AencTBuiA. MNMpn HeobxoammocTn ana cbpoca BbliaeneHmns Heobxoammo
HaxaTb KHOMKy «CbpocuTb BblaeneHme» (PucyHok 173 [1]);

— B CMMCKe ObICTPbIX AENCTBUI BbIOPATD:

® 3HAuOK aF (PucyHok 173 [2]) Ana HasHayeHusa odpaalH-CLUEHapusa Ha rpynny
NnoJib30BaTeNeN;
e 3navok U (PucyHok 173 [3]) ans HasHadyeHua odsialiH-CLUEeHapUa Ha rpynny
YCTPOMWCTB;
— B OTKPbIBLUEMCS OKHE BbINOAHUTb AENCTBUSA, NpMBeAeHHble B nn. 2.5.2.1.

g; MYNBETUTEHAHT MOHWTOPUHI YMPABNEHWE AOMWHUCTPHUPOBAHMKE @ Hartanus lBarosa (i.ivanova...

YCTPOWCTBA NONL3CBATENN NONMMTHUKK CLEHAPWUUA ®AWANLI NPUNOXKEHUA BUTPUHLI CBA3KU KIMOYEN

2 3
1 BEIBpPaHO 1 ar u]
B 3BaHME CobbiThe SaKLMA J» OBHoeneHo
o |

BRI OTcyTCTRME CBA3M C cepeepom @ 3anpeTuTh UCNONb30BaHNE KaMme. 12.04.2024 10:36
TEST_cue i ¥

0 cuenapui Cmena SIM-kapTel 3abMoKMpOBaTE YCTPOMCTED 12.04.202410:35

CTpox Ha cTpanuue: 25 - 1-2us 2

PucyHok 173
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2.5.2.3. HasHauyeHune odnalH-cUueHapMUAa Ha rpynnbl YCTPOWCTB 4Yepe3 KapTO4Ky
rpynnol

[na HazHaveHnA odnalH-CLUEeHapMA Ha rpynny YCTPOMCTB Yepes KapTo4Ky rpynmnbl
HeobXx04MMO BbINONHUTL CAeAyoWwme eNCTBUA:

— nepenTn B Noapasaen «YCTpOUCTBa» pasaena «YnpasieHue»;

— B 061acT dmAbTPOB BbIGPaTh «[TOUCK MO rpynnamy»;

— Ha)aTb Ha Ha3BaHMWe rpynmnbl YCTPOMCTB AO/1A Nepexoda B KapTOuky (npwu
HeobxoAMMOCTM BOCNOAb30BaTbCA GuabTpom (nogpasaen 1.5);

— B OTKPbIBLUEMCA KapTOYKe NepemnT BO BKNAAAKY «CLueHapumy»;

— HaXKaTb KHOMKY «Ha3HaunTb cueHapum» (PucyHok 174);

ga MYNBETUTEHAHT MOHWTOPUHI YMNPABNEHUE AOMUHUCTPUPOBAHUE @ HaTtanua MeaHoega (i.ivanova...

YCTPOWCTBA NONb30OBATENM NOMMTHUKK CLEHAPWN ©AANGI NPUNOXEHWA BUTPWUHDI CBA3KW KJMOYEN

test_rpynnbi MY e YCTPOWCTBA  MOMMUTUKM  CLEHAPUM

0O rpynna yerpoiicts ~ CueHapuu HasHa4YeHHble Ha rpynny

B 851a7343-1677-40...

26.09.202212:26
26.09.202212:28 Ha rpynny He Ha3HaueH HM oauH OpnaiH-CLUEHapMA

CTpok Ha cTpaquue: 25 w 0-0u30

PucyHok 174

— B OTOOpasmBlIEMCA OKHe BblbpaTb opnanH-cLUeHApPUn M3 PaCKpPbIBaOLLEroca
CMUCKa MK BOCNO/Ib30BaTbCA dunbTpom (PucyHok 175 [1]). danee npu HeobxoamMmocTu
BO3MOXHO A06aBWUTb AOMNOAHUTENbHbLIA CLEHApPWUn, BbiODpPaB ero M3 pacKpbiBatoLLEroca
cnncka nmbo BOCMO/Ib30BABLLUMCH MOMCKOM MO GUAbTPY. TaKKe BO3MOXKHO yAanuUTb M3
CMUCKa BblOpaHHbIe CLeHapun, HaxKaB 3HaAYO0K [u] «YbpaTtb 13 cnucka» (PrucyHok 175 [3]);

HasHaueHue cueHapuves Ha rpynny

Bei6paHo rpynn 1

MenbkHyTb

Bre 30Hbl aeiicTemna WLAN @ 3abnokupoBaTh YCTPOWCTBO 3
orve | T 2

PucyHok 175

— HaXaTb KHOMKYy «Ha3HaunTb cueHapum» (PucyHok 175 [2]) nnbo KHOMKy
«OTMeHa» AN OTMEHbI AeUCTBUN.
B pe3ynbTaTe opnanH-cueHapuin byaeT HasHayeH Ha rpynny yCTPpoMnCTB.
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2.5.2.4. HasHauyeHune odnalH-cueHapusa rpynnbl NoaAb30BaTeNen Yepes KapTOouKy
rpynnol

[Ana HazHaveHWA odNamH-CLUEeHapuA Ha rpynny Noab30BaTeNen Yepe3 KapTOYKy
rpynnbl HEOHXOAMMO BbINONAHUTL Ceaytolime AeNCTBUA:

— nepentn B Nnoapasaen «llonb3oBaTenn» pasagena «YnpasneHmer;

— BblbpaTb B 061aCTN GUALTPOB «TOUCK NO rpynnamy»;

— HaXKaTb Ha Has3BaHWe rPynnbl No/ab30oBaTeNei ANA nepexoda B KapTOuKy (npw
HeobxoAMMOCTM BOCNOAb30BaTbCA GuabTpom (nogpasaen 1.5);

— B OTKPbIBLUEMCA KapTOYKe NepenT BO BKAAAKY «CueHapumy;

— Ha¥KaTb KHOMKY «Ha3HaumTb cueHapum» (cm. PucyHok 41 [2]);

— B OTOOpPa3mMBLIEMCA OKHE BbINMOAHUTbL AENCTBMA, ONMCaHHble B NN. 2.5.2.3.

B pe3ynbraTe opnanH-cueHapuin byaeT HazHayeH Ha rpynny noab3oBaTeen.

2.5.3. OTBA3Ka opnalH-cLeHapuit oT rpynnbl yCTPOMCTB/rpynnbl Nosb3oBaTeNeNn

OTBA3aTb OdaalH-CLeHapum OT TPynMnbl YCTPOMCTB MAM TPYMNMbl NOAb30BaTeNel
BO3MOHO Cneaytowmmmn cnocobamu:

— yepes KapTouky obnanH-cueHapma (nn. 2.5.3.1);

— Yepes KapTo4Ky rpynnbl yCTPOUCTB/rpynnbl nonb3osatenen (nn. 2.5.3.2).

2.5.3.1. OTBA3Ka odnanH-cLeHapua OT rpynnbl YCTPOUCTB/rpynmnbl NOAb30BaTENEN
yepes KapToyky opaalH-cLeHapms

[na oTBA3KM odnalH-CUeHapuii oT rpynnbl YCTPOMCTB/rpynnbl MNo/ib3oBaTenein
HeobX0AMMO BbIMONHUTbL Ceaytolne AeNCTBUA:

— nepeiTn B nogpasaen «CueHapum» pasaena «YnpasneHue;

— NepemnTn B KapToYKy odpNalH-CLEeHapus;

— BblbpaTb rpynny, yCTaHOBMB raio4Ky B YekboKce ANA A0CTyNa K CMUCKY DbICTPbIX
nenctenin. Mpn HeobxoammocTn aAna cbpoca BblaeneHMAa HeobXxoAMMO HaxKaTb KHOMKY
«CbpocuTb BblgeneHune» (PucyHok 176 [1]);

— B CMNUCKe ObICTPbIX AENCTBUM BbIOPATb 3HAYOK O «OtsasaTh CLUEeHapWi OT rpynnbi»
(PucyHok 176 [2]);

203



=~ OTKPbITAS
MOBWUJIbHAA
PykoBOACTBO no/sb3oBatend. Yacts 3 | MNATDOPMA
ga MYNGTUTEHAHT ~ MOHWTOPWMHI  VIMPABNEHWE  AOMWHUCTPUPOBAHME ® HaTanus Veariosa (iivanova...
YCTPOWCTBA  MOMb3OBATENM  MONWUTMKW  CLUEHAPMWM  ®AMNLI  MNPUIOXKEHWA  BWUTPMHBI  CBASKW KIIOYEN
CueHapuii_1 rPYNNbI
Cuenapwit ~ 1 rpynna ebiBpana 1 2
[ 6b4b5212-eb9a-4b... -
OTCyTCTEMe CBASKM C Ce... test rpyi / T o
b test_rpynna YCTpoMCTE_MBEHOBCKME
22 O 12.04.2024 11:15
3EII'\DET(1TI‘J WCNonb30B4a...
12.04.2024 10:36 CTpok Ha cTpaHuue: 25 w 1-1ma’l
3AKPLITE YOANUTDb

PucyHok 176

— B OTOOpasmMBLIEMCA OKHe NOATBEPANUTb MO0 OTMEHUTb aercTeme (PucyHok 177).

OTBA3Ka CueHapua oT rpynn

Bbl ﬂEﬁCTBMTEﬂbHO XOTWUTE OTBA3ATh CLI,eHEIpMIﬁ oT Fp‘y"l’ll’lbl?

OTMEHA [EeIj:iERY ]

PucyHok 177

B pe3ynbTaTe 0TBA3KM odNalH-cLeHapuin byaeT yaaneH co BCeX YCTPOMCTB rpynmnbl.

BHUMAHWE! Ecnmn pesynbTaT AaHHOrO odnamH-cLeHapua y»Ke NPUMEHEH Ha
YCTPOMCTBAX M NPW 3TOM Ha YCTPOMCTBAX He HAa3HAYeHa NOIUTMKA C UHbIM AIEeMCTBUEM, NOC/e
OTBA3KN OpalH-CLUEHapUs ero pesynbTtat He OyAeT OTMEHEH.

2.5.3.2. OTBA3Ka odnanH-cLeHapua OT rpynnbl YCTPOUCTB/rpynmnbl NOAb30BaTENEN
yepes KapTouKy rpynmbl

Ona oTBA3KM odnalH-cLUeHapma OT rpynnbl YCTPOMCTB/rpynnbl No/sib30BaTeNnei
Yyepes KapToUKy rpynnbl HEOHXOAMMO BbINONHUTL CAeytollme AeNCTBUA:
— NepeunTu:
e B noapasaen «YCTponctsa» pasaena «YnpasaeHue» - A8 OTBSA3KWU rpynnbl
YCTPOWCTB;
e B noapaszaen «lonb3oBaTenn» pasaena «YnpasaeHme» - A1a OTBA3KM rpynnbl
noJib30BaTeNen;
— B 0bnacTn dUNbLTPOB BbIOPATL «[TOUCK NO rpynnamy»;
— HaXaTb Ha Ha3BaHMe HeobXOAMMOWM Tpynnbl ANA nepexoda B KapTOuky (npu
HeobXxoAMMOCTN BOCMNO/1b30BaTLCA GUALTPOM (Noapasaen 1.5);
— B OTKPbIBLUEMCS KAPTOUYKE rpynnbl NePeNTM BO BKAAAKY «CLEHAPUNY;
— BblbpaTb odNalH-cLUEeHapuii, YyCTAaHOBMB rasnoyKy B 4Yekbokce ansa AocTyna K
CNMCKY BbICTPbIX AencTBMIA. Mpn HeobxoaAMMOCTK Ana cbpoca BblAeNeHMA CAeayeT HaXKaTb
KHOMKy «ChbpocuTb BblaeneHme» (PucyHok 178 [1]);
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— B CnMcKe BbICTPbIX AeMCTBUI BbIOpPaTh 3HAYOK 0 «OTeazath CLUEeHapuu oT rpynnbi»
(PucyHok 178 [2]);

ga MYNETUTEHAHT MOHWUTOPWUHI YMPABNEHUE AOMUHWUCTPUPOBAHME @ HaTanwa MeaHoea (i.ivanova...

YCTPOWCTBA NONbL30OBATENU NCNUTHUKK CLEHAPHH GAANLI NPUNOXEHWA BUTPUHLI CBA3KUW KNIOYEN

test_rpynna NONb3OBATENM  MOMMTUKM  CLEHAPWM

NMoNb30BATENEN

2—{g]

1 BeiBpaHo

L1 -
- prnna nonb3oBartenen ~

B e5dcOefc-9aea-40... o
CueHapui TCYTCTBME

e / 9] 3anpeTuTb MCnoN... 12.04.2024 11:20

21.02.202314:39 CBA3M C. .

Q 3 30 —
21.02.202374:32 CTpok Ha cTpaduue: 25 « T-Tuz1

PucyHok 178

— B OTODOpPA3mMBLLUEMCS OKHE NOATBEPANTL NMOO OTMEHUTL AencTBUA (PrucyHok 179).

OTBA3Ka CLEeHapues OT rpynmbi

Bbl oeicTBUTENBEHO XOTUTE OTBA3aTL 1 cLUeHapWiA OT rpynnbI?

(VI PN OTBA3ATH

PucyHok 179

B pe3ynbTaTe ycnewHon oTBA3KM oObnaH-cueHapuii byaeT yAdaneH CO BCex
YCTPOMCTB rpynnbi.

BHUMAHWE! Echn penctBue AaHHOrO OdpNamH-CLEHApUA yHe NPUMEHEeH Ha
YCTPOMCTBAX M NPM 3TOM Ha HMX He Ha3Ha4YeHa MNOUTMKA C MPOTUBOMONOKHbIM AENCTBMEM,
nocne oTBA3KM odNamH-cLEeHapuA ero AencTame He byaeT oTMeHeHoO.

2.5.4. YpaneHue opnamH-cLeHapua

Yaanutb opnanH-cLEHAPUIA BO3IMOMKHO OAHUM U3 CAeayoLmx CnocoboB:

1) C nomoLb cnncka bbiCTpbIX AeMcTBUIA. 58 9TO HE0DX0AMMO:

— nepenTn B nogpasaen «CueHapum» pasaena «YnpasaeHuer;

— BblbpaTb odnaiH-cLEHaApUM, YCTAHOBMB rafioyky B 4Yekbokce Ans AocTyna K
CNUCKY BbICTpbIX AencTBMiA. MNpn HeobxoammocTn ana copoca BblaeneHmns Heobxoammo
HaxaTb KHOMKy «C6pocuTb BblaeneHme» (PucyHok 180 [1]);

— B CMUCKe ObICTPbIX AENCTBUI BbIOPATL 3HAYOK ] (PrncyHok 180 [2]);
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g; MYNbTUTEHAHT MOHWUTOPKUHI YMNPABNEHME AOMUHUCTPHUPOBAHME @ HaTanwa MeaHoBa (i.ivanova...

YCTPOWCTBA NONb30OBATENM NCONMUTHUKKA CLEHAPWUH DAWNLI NPHUNOXKEHKWA BUTPWUHLI CBA3KUW KINIOYER

2
1 Bbl5p6H0 CBpocwTe BEGENEHWE '1 gf D]
H

B a3BaHue CoBriTne eakuna J- O6HoEnEHO

CueHapuii_1
U' HEE OTcyTcTeME CcBA3M ¢ cepeepom (D 3anpeTuTb NCMNONb30BaHUE KaMe... 12.04.2024 11:20
TEST_cuexapuil .
O . _J_ - uenee CmeHa SIM-kapThl 3abnokMpoBaTE YCTPOWCTEO 12.04.2024 10:35
CTpox Ha cTpanvue: 25 - 12ns2

PucyHok 180

— B OTOOpasmMBLIEMCA OKHe NoATBEPANTb MO0 OTMEHUTb aencTema (PucyHok 181);

MoaTeepxaoeHWe onepaumm

Bbl 0EWCTBMTENBHO XOTUTE YAANWTL cueHapuii? OBpaTiTe BHUMAaHWE, 4TO eCnn
3t dekT gaHHoro odnaiH-cueHapws yxe 6bin NPUMEHER Ha YyCTPOMCTBE, nocne
ero yaaneHuns ahpekT He OyaeT OTMEHEH.

PucyHok 181

2) Yepes KapTouky opnalH-cueHapus. Jas aTo Heobxoammo:

— nepeilTn B nogpasaen «CueHapum» pasaena «YnpasaeHue;

— NepenTn B KapTOYKy odnanH-cueHapua (n.2.1.6), KOTOpbIM Heobxoanmmo
yOANUTb;

— HakaTb KHONKy «Yaanutb» (PucyHok 182);

ga MYNETUTEHAHT MOHWUTOPUHI YMPABNEHWE AOMUHUCTPUPOBAHUE @ HaTanwa Mearoea (i.ivanova...

YCTPOUCTBA NONL30OBATENKU NoONUTHUKM CUEHAPWUM GAWANGI NPUNOXEHWA BUTPUHEI CBA3KU KINIOYEN

quHapHﬁJ FPYTINbI
CueHapwit -~ Ipynnbl AeicTBUA CUeHapWa
D 6b4b5212-eb9a- . 0 B Tun WEE e e |
ﬁT;:rT;TZB:e CBA3M C C... 0 ?e_st_._jpvnna MONbL30BATENEN - 12.04.2024 11:20

3anpeTuTE MCNOMB30...
Ctpok Ha cTpanvue: 25 « 1-2ua2

ELLCO OBABUTE ~ YOANWUTE

PucyHok 182

12.04.202410:36

— B OTODpasuMBLUEMCA OKHE noAaTBepAMTb MO0  OTMEHUTb  AEMUCTBUA
(cm. PucyHok 181).
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B pe3ynbTaTe ycnewHoro yaaneHuns opaarH-cLueHapma M3 cnuctembl oTobpasmTca
cooTBeTCTBYlOWEee coobuieHne n byayT yaaneHbl Bce CBA3M opaalH-CLEHAPMA C Fpynnamum,
a TaKXe OH ByaeT yaaneH co BCex yCTPOMCTB, Ha KOTopble Bbin Ha3zHaueH.

BHUMAHUE! Ecnm pesynbTaT AaHHOrO O(NaMH-CLEHApUA yKe NPUMEHEH Ha
YCTPOWMCTBAX M NPM 3TOM Ha HMX HE HAa3HAYeHa NOITMKA C NPOTUBOMONOKHbBIM AENCTBUEM,
nocne oTBA3KM 0dNaMH-CLEHApPUA ero pesynbTaT He byaeT OTMeHeH.

2.6. Nopapasaen «Pannbi»

2.6.1. [dobasneHune dparina (ckpunta)

[ns nobasneHma Gpaina (CKpUNTa) Ha YyCTPOMCTBO Heobxoammo AobasuTb ero 8 1Y,
BbINO/IHMB CAeAytoLLMe AeACTBUA:
— nepeunTtn B noapasaen «Pannbi» pasgena «YnpaBneHume;
— Ha)KaTb KHOMKY «/106aBUTbY;
— B OTKpbiBWeEeMcs OkHe (PucyHok 183) pob6aBuTb KOMMEHTapuit (npwm
HeobxoAMMOCTH) U 3arpy3nTb dain 0AHUM U3 CNOCODOB:
® nepemectuTb Gaiin B 061aCTb 3arpysKuy;
® Ha)aTb KHOMKY «3arpy3uTb daln» c nocneayoumm Bbibopom darina ans
3arpysKku.
MPUMEYAHMUE. MaKkcmanbHbI pa3mep 3arpy*kaemoro gpaina - 2048 Mb;
— noATBeEpPAUTb NMOO OTMEHUTL AEUCTBUS.

Nobaenexue daina

BoibepuTe vnn nepeTawuTe gain B 3TO OKHO

3ArPY3UTb GAMN

OTMEHA

PucyHok 183

Mpw ycnewHom gobasneHnm dann (ckpunt) byaeT gobasneH B MY 1 oTobpasutcs B
cnucke ¢pannos.

2.6.2. [locTaBKa dainia 1 BbINOAHEHNE CKPUNTA HA YCTPOMCTBE C MOMOLLIbHO 1Y

C nomoulbto MY BO3MOXHO A0CTaBAATb dalabl (B TOM 4uMcie M CKPUNTbI) Ha
aKTUBMPOBAHHOE YCTPOWNCTBO, PYHKUMOHMPYOWee nof ynpasneHnem OC Android u
OC cemencTBa Linux, a Tak»Ke BbIMONHATb AOCTABAEHHbIE CKPUNTBI.
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[ns noctaBku Gpaina 1 BbINOJHEHMA CKPUNTA HEODXOAMMO:

— pobasutb pamn (ckpunt) B MY (N. 2.6.1);

— co3gaTb  nonutuky  «®annbl/JoctaBka Ha ycTpornctso» (nn. 2.4.1.31) wu
«CKpunTbl/BbinonHeHWe Ha ycTpoictee» (nn. 2.4.1.32) Uan oTpeaakTMPOBaTh CYLLECTBYOLLYHO
NOANTUKY, 4OOABNB B HEE HOBOE NPaBM/I0 NO A0CTaBKe GalN0B UM BbINOJIHEHNA CKPUMTOB;

— HaA3HA4YUTb NOAUTUKY Ha FPyMnny, B KOTOPYO BXOAMT YCTPOMCTBO.

B pesynbTaTe:

— dann byaeT AoCTaBAEH HA YCTPOMCTBO M AOCTYNEH TONbKO ANA YTEHUA;

— CcKpunT ByaeT AOCTaBAEH M BbIMOJHEH Ha YCTPOMCTBE.

MPUMEYAHME. [ina ycneLwwHoro BbINOJHEHNA CKPUNTA HEOOXOAMMO 03HAKOMMUTLCA C
0CODEHHOCTAMM BbINMOHEHWUS CKPUNTOB Ha ycTponcTae ([MpunoxeHue 3).

2.6.3. YpaneHue ¢arina (ckpunTta)

[ns ynaneHus danna (ckpunta) HEOOX0AMMO BbINONHUTL CAeAyoLMe AeUCTBUA:

— nepenTtn B noapasaen «Pannbi» pasgena «YnpaBneHume;

— BbIOpaTb dalin, YCTAHOBMB ranouky B YeKOOKce AnA AOCTyna K CIUCKY BbICTPbIX
nencrtemin. Mpn HeobxoammocTn ana cbpoca BblAeNeHUA HEeOOXOAMMO HaXKaTb KHOMKY
«Cbpocutb BblaeneHme» (PucyHok 184 [1]).

MPUMEYAHMUE. JocTynHO yaaneHne ToNbKO OAHOTO Ganna;

— B CNUCKe ObICTPbIX [AencTBMM  BblIOpaTb  3HAYOK O «Ypannte  dann»
(PucyHok 184 [2]);

ga MYNBTUTEHAHT MOHMTOPHHI YMPABNEHWE AOMWHHUCTPHMPOBAHWE @ Hatanwua WeaHoea (i.ivanova...

YCTPOWCTBA MONb30BATENW MONMTHKK CLIEHAPHM DAWNBI NPUNOXEHNA BMTPWHEI CBA3KM KIMIOYER

a
test_01042024_202340.csv 13 BaiT CO308H 88TOTECTOM 01.04.2024 20:23
test_01042024_202334.csv 13 Bait CO30&8H a8TOTECTOM 01.04.2024 20:23
test_31032024_203508.csv 13 Bait COZ0&8H aBTOTECTOM 31.03.2024 20:35

CTpoxHa cTpaHuue: 25 - 1-25 1z 58 >

PucyHok 184

— B oTObOpa3smBLIeMcs okHe (PucyHok 185) noaTBepanTb MO0 OTMEHUTL AENCTBUSA.

MPUMEYAHUE. Ecam  daln npumeHeH B noantuke «dannbl/ocTaBka Ha
YyCTPOMCTBO», 0TOOPa3nTCa Npeaynpexaatoliee coobuieHne o ToM, Y4To yaanutb ¢aina
HeBO3MOHO. s yaaneHuna ¢anna HeobXoAMMO UCKAOYMTL Gaiin 13 NpaBuaa NOANTUKA U
BbIMO/IHUTL WarK, yKasaHHble Bble.
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Yoanexue daina

YoaneHue ¢aina Hes03MOXHO NO NPUYMHE TOFO, 4TO OH UCMONB3YETCA B
nonuTMkax. YTobbl yoanuTe ain, HeoOxoaMMo MCKNDYUTE Gain 3 npaswna
"©annelf JocTaska Ha YCTPOWCTEO" B NONWMTMKAX, YKa3aHHbIX HUXKE.

test_01042024_202334 .csv Nonutuka 2024-04-0120:23:34.5983905

OTMEHA

PucyHok 185

B pe3ynbTate dann byaeT ycnewHo yaaneH.
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3. PABOTA B PA3AENE «MOHUTOPUHI» KOHCO/1A
AOMUHUCTPATOPA My

3.1. Nopapaszagen «NHAUKATOPbLI»

Moapasaen «MHamkatopbl» KoHcoNM aamuHucTpatopa 1Y npeaHasHayeH ANA
MOHUTOPUHTIa NOKa3aTeien YCTPOUCTB M KOHTPO/IA MX OTKIOHEHW.

[nsa nepexoda B noApasaen HeobxoAMMO B BEPXHEW MaHenn BblbpaTb pa3aen
«MOHUTOPUHI», Nnoapasaen «MHanKkaTopbl». B pe3ynbtate oTobpasnTcs nHbopmauma ob
YCTPOWMCTBAxX B BUAE AMArPaMM M MOSICHEHWUI K HMM, @ TakKe GOHOBbIM NPOLLECC MMMNOPTA
YCTPOMCTB, N0ON1b30BATENEN N UX TPYNN B CAeAyOLWMX OKHax (PncyHok 186):

— «[loaKkntoYyeHne yCTpONCTBY;

— «CooTBeTCcTBME NONUTUKEN;

— «AKTMBaLMA YCTPOMCTBY;

— «[1poueccbi».

ga MYNETUTEHAHT MOHWUTOPUHI YMNPABNEHUE AOMUHWUCTPUPOBAHWE ® HaTtanwa MeaHoBga (Livanova...
WHAWKATOPBI AYONT
MoaknYeHe yCTPORCTB: CoOTBETCTBME NONUTHKE: AKTWBALMWA YCTROMCTE:
Bece v 3aBceBpema ¥ Tekywee « Bce + 3aBce Bpems ¥
Bce nnatdopmsl 94125 3 436 999 (@B B coomeercreyer 48640 I Bce nnathpopmel 92 186 13 197 025 (CEEEED
Aspopa 84327 vz 331001 (@ He cooteeTcTayeT 23462 Aspopa 82516 13 187 216 (C—
Android 9237m3105997 U Android 96681310664
Linusx Tuz1 @ Linux Tua2
Hpoueccm: OBHOBWTb CMMCOK
WMNopT Nonb3oBaTeneid 3aBepLUéH
Mpouecc 2anywen 24.04.202317:28
WMnopT nonb3oBaTenei 3aBepluéH
Mpouecc aanywen 24.04.202317:28
WMNopT yCTPONCTB 3aBEPLEH
Mpouecc zanywen 24.04.202317:27

PucyHok 186

B noppasnene «MHAMKATOPbLI» NpeaycCMOTPeHa BO3MOXHOCTb BblOpaTbh nepuos,
oTODpaXKeHUA AaHHbIX U3 pacKpbiBatoLleroca cnucka (PucyHok 187):

— «3a Bce Bpema» (HeaocTynHo Ana Yactn «COOTBETCTBUE MOSIUTUKED);

— «Tekyuwee» (HegoCTynHO ANA YacTn «lloaKNtoYeHMe YCTPONCTB» U «AKTMBALMA
YCTPOWCTBY);

— «3a CYyTKM»;

— «3a Heaeno;

— «3a mecauy.
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ga MYNbTUTEHAHT =~ MOHWTOPWHI  YMPABMEHWE  AOMWHWUCTPUPOBAHMWE ® Hatanma MeaHosa (iivanova...
WHOWKATOPbI AYANT
MopkoyeHNe yCTPOACTB: CooTBeTCTBME NONNTHKE: AkTMBaALWS YCTPOWCTB:
Bee 3a Bce Bpems € Tekyluee 45589 Bee nnathop  3a BCE BPEMS C—
nnarg:opmb o - - T
_ 3a cyTku 3acytkm  Hyer 558862 Aepops 3a cyTku
ABpopa Android L
Android 3a Henenio 3aHepeno § 3a Hepenio
nux
Linux 3a mecsu 3a mecsu 3a mecau
Mpoueccel: OBHOBMTb CMIMCOK
MMNopT nonbaoBaTteneid 3aeepweH
Mpouecc sanywen 24.04.2023 22:32

PucyHok 187

TakXe MMeeTca BO3MOXHOCTb MPOCMOTPA MNOAKMOYEHHbIX M aKTUBUPOBAHHbIX
YCTPOMCTB N5 onpeaeneHHon NAaTPopMbl B KOIMYECTBEHHOM BMAE M B BUAE AMATPAMM.
[na aToro cneayet BbibpaTb HEOOX0AMMYO NAATGOPMY YCTPOMCTB MO0 BCe NNaTGOPMbI 13
PACKPbIBAOLLLEroCcsA CNMCKa B CAeAytoLmx OKHax (PucyHok 188):

— «[loaKntoYeHne yCTPONCTBY:

e Bce nnatdopmbl (KOAMYECTBO BCEX MOAKNOUYMBLIMXCA YCTPOICTB);

e ABpopa (KOAMYECTBO MOAKAOUMBLLMXCA YCTPOMCTB, GYHKLMOHUPYIOLWMX Nom,
ynpasneHmem OC ABpopa);

e Android (KonM4YecTBO MOAKAOUMBLLUMXCA YCTPOMCTB, GYHKLUMOHUPYHOWMX NoAq,
ynpasneHnem OC Android);

e Linux (KONMYECTBO NOAKMOUMBLIMXCA YCTPOMCTB, GYHKLUMOHMPYIOLWMX nom,
ynpasnenmem OC Linux);

— «AKTMBALMA YCTPOMCTB»:

e Bce nnatdopmbl (KOANMYECTBO BCEX aKTUBMPOBAHHbIX YCTPONCTB);

e ABpopa (KOAMYECTBO aKTUBMPOBAHHbIX YCTPOMCTB, GYHKLMOHMPYOLWMX Nom,
ynpasneHmem OC ABpopa);

e Android (KOAMYeCcTBO aKTMBMPOBAHHbIX YCTPOMCTB, OYHKLMOHUPYOWMX NoMq,
ynpasneHmem OC Android);

e Linux (KONMYECTBO NOAKMOUMBLUMXCA YCTPOMCTB, GYHKLUMOHMPYIOLWMX nom,
ynpasneHmem OC Linux).
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WHOWKATOPEI AyanT

MogkntoyeHwe ycTPOWCTB:

3ascespemsa -

Bce 32914 ums1583936 ¢
Aspopa
20509 na1192 298 €
Android 11913 13 401 638
Linux Ouz0
Mpoueccer: OBHOBWTb CMIMCOK

MMNopT nonbaoBaTteneid 3aeepweH
Mpouecc sanywen 24.04.2023 22:32

ﬁ" MYNBTUTEHAHT MOHWTOPWHI YNPABNEHME AOMWHWUCTPUPOBAHWE

CooTBeTcTBME NONMUTUKE:

Tekyulee
[ ] CootsercrayeT 45589 I
® - cooTeeTCTBYET 558 862

@ HaTtanua Meanosa (i.ivanova...

AKTMBaUMA YCTPOWCTB:

3aBce Bpems ~

Bce mbl 97 354 3 136 192 (D
5 (]
Aspopa 7598113 105 662
14 4691219810 @
Android
0us0
Linux

PucyHok 188

B pesysbTaTe OTO6pa3l/ITCﬂ AnarpamMmma, a Takke KOJIMY4eCTBO NOAKAKYEHHbLIX NN
dKTMBNPOBAHHbLIX M HaXOoA4AWWMXCA B nNpouecce akKTuBaunn yCTpOﬁCTB ANA Bbl6paHHOPI

nnatdopmsbl (PrucyHok 189).

WHOWKATOPGI AYOUT

MoaknwYeHue yCTPOMCTE:

Android « 3aBce Bpema ¥

. MogxnoHManoch 6808

He nogkniyanocs 322253

Mpoueccsl:

MiMnopT nonk3oBaTeneii 3asepluén
Mpouecc aanywen 14.08.2022 22:29

IMNOpT yCTPOWCTE 3aBEPILEH

Mpouecc 2anywex 14.09.2022 22:05

MMNOpT yCTPOWCTE 3aBeplWEH
Mpouecc zanywex 14.09.2022 21:54

VIMNODT VCTDOWCTB 3aBEDWEH

OBHOBWTE CMMCOK

ﬁ MYNTUTEHAHT MOHUTOPUHI YMNPABNEHUE AOMWUHWUCTPHUPOBAHUE

COOTBETCTBME NONUTUKE:
Tekywee ¥

a Cooteetcteyer 41683

. He cooTeeTcTBYET 445 847

@ HaTanua MeaHosa (i.ivanova...

AKTWBaUKWA YCTPOWCTE:

Android « 3a Bce Bpema ¥

. AKTUSMDOBEHO 1922
B npouscce akTUBSaLMM 4289

PucyHok 189

B okHe «COOTBETCTBME MOJIMTUKE» OTOoDpakaeTca MHGOpMaUMa MO CAedytoum

MOKa3aTeIAM:

— «COOTBETCTBYET» - KOZIMYECTBO YCTPOMNCTB, COOTBETCTBYOLLIMX MONUTUKAM;
— «He cooTBeTCTBYET» - KOJIMYECTBO YCTPOMCTB, HE COOTBETCTBYIOLLIMX MNOUTUKAM.
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YKa3aHHble MOKa3aTenn BblAeNeHbl LBETOM M MNpeacTaBAAoT coboM aKTMBHbIE
ccbinku. Mpum nepexoae no cebinke (PucyHok 169 [1]):

— «CooTtBeTcTBYET» OYyAeT oToOparkeH CMMCOK YCTPOMCTB, OTOUALTPOBAHHbLIN MO
cTaTycy NoAMTUK «COOTBETCTBYETY;

— «He cooTBeTcTBYET» OYAET 0OTOOPaXKeH CMMCOK YCTPOMCTB, OTOMIbTPOBAHHbIM NO
CTaTycy NOAUTUK «He COOTBETCTBYET».

MPUMEYAHUE. B cnucok ycTpOMCTB MonadyT He TONbKO aKTMBMPOBAHHbIE
YCTPOWCTBA, Y KOTOPbIX LieNIeBOe 3Ha4YeHNe He COoBMaZaeT C TeKyLWMM, HO U yCTPOMCTBA B
CTaTycax «3apermcTtpumpoBaHo» M «B npouecce aKTMBauUMM», Ha KOTOpble Ha3HaveHa
NONTUKA.

ga MYNBTUTEHAHT MOHUTOPHUHI YMPABNEHUE AOMWUHUCTPUPOBAHUE @ HaTanwusa MeaHoea (i.ivanova...
WHOWKATOPGI AYOUT
MoaknwYeHue yCTPOMCTE: CoOTBETCTBME NOMUTUKE: AKTWBaUKWA YCTPOWCTE:
Aspopa ¥ 3aBce Bpema ¥ Tekywee + Android « 3a Bce Bpema ¥
. MogxnoHanoch 11162 . Coorteetcreyer 41683 . AKTUSMDOBEHO 11922
He nogkniyanocs 1103777 He cooTeeTcTRyST 1 445 847 - B npouscce axTUsaLMK 4289
Mpoueccsl: OBHOBWUTB CMIMCOK
WMMNopT YCTPOMCTE 3aBepLIen
Mpouece sanywen 27.08.2020 16:09
DOHOBLIF NPOUECC BEINOAHARTCA
Mpouece sanywen 14.08 2020 13:45 — 2
MMNopT YCTPOMCTE BoINOMHAETCA
Mpowece sanyweH 14.08.2020 12:48
VIMNODT VCTDOWCTB 33BEDWEH -

PucyHok 190

B okHe «[lpouecchbl» oTobpaKatoTcs 3aBepLIEHHbIE M TeKyLLMe NPOoLEecchl MMNopTa
YCTPOWCTB, Monb3oBaTenen u mux rpynn m3 CSV-dpainna (PucyHok 190 [2]). BO3MOXKHbI
cnefytolime CTaTyCbl BbINMOAHEHMA 334a4 C 3aMNyLWEHHbIM MMMOPTOM:

— 3aBeplueH (MMNopT 3aBepLUEH YCNeLHO);

— B npouecce (MMNopT/dOoHOBLIN NPOLLECC BbINOAHAETCA);

— npepsBanca (MMNOPT NpepBanca Mo KaKoM-AMbBO NPUYMHE, Hanpumep, ecau
CepBMC HeAOCTyMNeH).

CTaTyC 3a4a4M He 3aBUCUT OT pe3y/ibTaTa BbINOJHEHMA MMMNOPTA, HanpumMmep, CTaTyc
MOXeT ObITb 3aBEPLUEH, HO MPW 3TOM 3arpy*KeH oWnbOoYHbIN dalin.

[lna npocmoTpa COCTOAHMA MAM pe3yabTaTa MMMNOPTa, HEeobXOAMMO HaXKaTb Ha
MHTEepecyroLWMiM NnpoLecc — oTobpasnTca OKHO C MHPOPMaLMEN O COCTOAHMM MMNOPTA, ECN
OH elle BbIMONHAETCA, MM C Pe3yAbTaTOM MMMOPTA, EC/IM OH 3aBEepLLEH (AaKe C OWnbKOoM)
(cm. PucyHok 55, PucyHOK 56).
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4. PABOTA B PASAENE «cAAMUHUCTPUPOBAHUE»
KOHCOJIU ADMUHNCTPATOPA MY

4.1. Moppasaen «HacTponkmn»

Moapasaen «HacTponkm» KoHconm aammHncTpaTopa MY npeaHasHavyeH ana:
— ynpaBneHua [O0BEPEHHbIMM KOPHEBbIMM CepTUPMKATaMM Ha YCTPOMCTBAX
(n.4.1.1, PucyHok 191 [1]);
— nob6aBneHnsa M NPOCMOTPA KaTeropmin NoNb30BaTENbCKUX cepTudmKaTos (n. 4.1.2,
PucyHok 191 [2]);
— ynpaBaeHua oTobparkeHnem apxmBHbIX ycTponcTs (M. 4.1.3, PucyHok 191 [3]);
— npocmoTpa MHpopmaumm o (n. 4.1.4, PucyHok 191 [4]):
e Cepsepe NPUNOXKEHUIN (Takke npeAcTaB/eHa BO3MOXHOCTb
BKHOUYEHMA/OTKAIOUEHNA BUTPUH C NPUNOKEHUEM);
e ObHoBneHunn OC;
e Cepsepe LDAP (Takxe npeacTtaBieHa BO3MOXKHOCTb A4obaBaeHMe nHTerpaumnm
c cepBepom LDAP 1 HaCTPOMKM CUHXPOHM3aLUMKM AaHHbIX C [1T10);
e Cepsuce ysegomneHuit Aspopa (CYA) (Takke npeactaBneHa BO3MOMKHOCTb
M3MeHeHKna HacTpoek MNCY);
e |leHTpax cepTndnKkaumm;
— JOCTyrna K CCbiAKe Ha npunoxkeHne «Aspopa UenTtp» ana OC Android
(n. 4.1.5, PucyHok 191 [5]);
— NpocMmoTpa M gobasneHma Tepputopum Ha kapte (n. 4.1.6, PucyHok 191 [6]).
[na nepexona B noapasaen HeobxoAMmMo B BEPXHEN MaHeNn NepenTy B pasaen
«AOMUHUCTPMPOBAHME U BbIOPaTb NoApasaen « HacTpomKmM».
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‘0‘ MYNbTUTEHAHT MOHWTOPUHI YMNPABNEHWE AOMWUHWUCTPUPOBAHME @ Hatanna Meanosa (i.ivanova...

YYETHbIE 3ANWUCH HACTPOMKW OPI.CTPYKTYPA BEPCWM OC

¥ HazpaHue CocTodHKue Kem uameHeHo MameHeHo
I » KopHeeble cepTudurkaTtel He HacTpoeHo I— 1
I » KaTeropuu nonbzosatensckux cepTUoUK... 20 kaTeropuii I— 2
« Mnatdpopma
 [Mnatdopma ynpaenenna Aspopa — 3
OTobpaxaTb apXMBHLIE YCTPOWUCTES »
w AHTErpauums 5 WHTErpauumi
» Cepsep NnpunoxeHwi http://ocs-emm-egress-api-gw.local/appstore/api
» OBHoBneHue OC 1 MHTErpaumsa
» Cepeep LDAP dcOl.omptest.test — 4
» Cepsuc yBenomneHuil Aspopa https://ocs-int.ompcloud.ru
» LeHTpol ceptudmkaumm 11 uHTerpaumn
I » Ccbinka Ha npunoxenune Aepopa LleHtp gna OC Android I— 5
I » TeppuTOpHM 12 TeppuTOpMiA I—— 6

PucyHok 191

4.1.1. [oBepeHHble cepTUdmKaThl

B pacKpblBatoLLeiica cTpoke «KopHeBble cepTUPUKATbI» NPU HaxaTuK Ha 3HauoK *
(cm. PucyHok 191 [1]) oToOpaxKaeTca CNMCOK A0BEPEHHbIX CepTUPMKATOB, 400aBAEHHbIX B
MY (PucyHok 192 [2]).

% MYNBTUTEHAHT MOHUTOPKHI YNPABNEHWE AOMWHHUCTPUPOBAHHE @ Hatanua Mearosa (n.ivanov...

YYETHbIE 3AMKUCH HACTPOHKHN OPT.CTPYKTYPA BEPCMM OC

w HazzaHue CocrosHue Kenm nameHexo WameHeHo

« KopHesble cepTUdMKaThl 1 wHTErPauMs

I + [OBABWTb HOBbI KOPHEBOW CEPTU®UKAT I— 1

I » MUHUKMOPLI I— Z 8ff915ccab7bc16f8c5c8099d53e0e115b3aec2f @

» KaTeropww nons3osBaTensckux cepT.. He HacTpoeHo

3 4

« [lnatrdopma

PucyHok 192

Ona npocmoTpa MHPOpMauumM O [0BEepeHHOM cepTudukaTe HeobxoaMMo B
PaCcKpbIBalOLLEcA CTPOKe Ha3BaHWMA cepTUdUKaTa HaxkaTb 3Hauok P, B pesynbTaTe uyero
oTobpasunTcs cneaytowas MHpopmauma (PucyHok 193):

— Ha3BaHMWe yA0CTOBEPAOLLEro UEHTPA;

— [aTa BbiNyCcKa cepTUdUKaTa;

— CpOK AencTBusa cepTudurKkaTta;

— WUCNOANb3YETCA NN CEPTUPUKAT NPU aKTMBALMM M CAMOCTOATEIbHON PErncTpaLmm
yCTPOMCTBa.
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MOBWUNIbHAA
PykoBOACTBO no/sb3oBatend. Yacts 3 | MNATDOPMA
ga MYNbTUTEHAHT MOHWUTOPUHI YTMPABIEHWE AQMWUHUCTPUPOBAHUWE @ HaTtanwa Meanoea (n.ivanov...
YYETHbIE 3ATIMCH HACTPOMKM OPTI.CTPYKTYPA BEPCWK OC
w Hazsakme CocTosHne Kenm namessHo HamensHo
~ KopHeBble cepTUhUKaTSI 1 uHTerpauusa
+ [OOBABWTb HOBbI KOPHEBOW CEPTUMUKAT
* MuHuMdpLI 8ff915¢ccab7be16f8c5c8099d53e0e115b3aec2f [T

YOOCTOBEPAIOWMIA LIEHTP The Ministry of Digital Development and Communications
HaTta ebinycka 02.03.2022

Cpok geiicTena, oo 28.02.2032

Wcnonb3oeats NpK aKTUBaLUWIK 1M Ca... Het

3 KBTEI'ODHI.'I NoNbL30BATENBCKWX CEPTU... He HacTpoeHo

« [natdopma

PucyHok 193

Ons nobaBneHna KOPHEBbIX CEPTUPUKATOB HEODXOAMMO BbINMOAHUTL CAeaytoLine
NencTBms:

— HaMKaTb KHOMKY «[106aBNTb HOBbI KopHeBOW cepTudUKaT»
(cm. PucyHok 192 [1]);

— B OTKPbIBLLUEMCA OKHe B nosie «Mms KopHeBoro ceptnudmkaTa» BBECTU Ha3BaHUeE
cepTnudurKaTa (PrcyHok 194 [1]). MakcumanbHaa gavHa - 32 CMMBONa;

— nepeBecTu nepekntoyaTens «Mcnonb3oBaTh NPU aKTUBALMM M CAMOPErNCTPALMM»
B NonoxeHune «BrkntoyeHo» (PucyHok 194 [2]), ecnm npm nomMoLLM AaHHOTO cepTudmKaTa
TpebyeTca NPONTN NPOLLECC akTUBaLMK (Hanpmumep, B 3aKPbITOM KOHTYpe ABpopa LieHTp).

MPUMEYAHME. Bo3amokHo gobasneHme He bonee 3 cepTUPUKATOB;

— HaXkaTb KHOMKY «3arpy3ntb dain» (PucyHok 194 [3]) ana nocneaytowero sbibopa
danna ana 3arpyskun. [lonyctumble popmaTthbl: .crt, .cer, .pem;

— noATBepAUTb MO0 OTMEHUTL AencTeua (PrucyHok 194 [4]).

Mpn ycnewHom aobaBneHMn cepTudUKAT OTOOPA3UTCA B CMUCKE A0BEPEHHbIX
cepTUPUKATOB.

Hoebili KopHeBo# cepTudMkaT

M VcronsaoBaTh NpY aKTUBALIMM M camoperucTpaum —— 2
I 3ATPY3UTH QAN |_3
IOTMEHA I— 4

PucyHok 194

Mpn HeobxoanMmocTn UmMdpoBon oTnedvaTok (Fingerprint) cepTudmkaTa BO3IMOXKHO

cKonupoBaTb B Oypep obmeHa HaxKkaTMemM 3Hayka [ «KonuposaTb B bydep obmeHa»
(cm. PucyHok 192 [3]) B cTpoKe ¢ cepTUPUKATOM.
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L1791 yOaneHUs KOPHEBbIX CEPTUGUKATOB HEOBXOAMMO HaxaTh 3Ha4OK O «YaanuTs
cepTMdmMKaT» B CTPOKe cepTudMKaToB (CM. PucyHOK 192 [4]) M B OTKPbIBLUEMCA OKHE
noATeepAuTb MO0 OTMEHUTL AENCTBMA.

MPUMEYAHUE. Tlpn cnegyrowem noakatodeHum ycrponctea K - Cepsepy
npunoxeHun Y pobaBneHHble cepTUdUKaTbl OyayT YCTaHOBJIEHbI Ha YCTPOWCTBE, a
yOaneHHble cepTudmKaTel OyayT yaaneHbl C YyCTPOMUCTBA.

4.1.2. KaTeropum nosib3oBaTeIbCKUX CEPTUPMKATOB

KaTeropmn nonb3oBaTeNbCKMX CEPTUOMKATOB MCMOMb3YIOTCA ANA BbIMyCKa Pa3HbIX
TMNOB CEPTUDMKATOB A1A Pa3HbIX NOAKAOYEHMIA ONpeaeNeHHOMY NO/b30BaTENIO.

MPUMEYAHUE. YTOobbl A0OCTaBUTbL Ha YCTPOMCTBO CepTUPMKAT CO34aHHOM
KaTeropmm, Heob6XxoAMMO NPMBA3aTb YCTPOMCTBO K MO/b30BATENO M HA3HAYUTb Ha rPynny, B
KOTOPYH BXOAMUT YCTPOMCTBO, MONNTUKY C OAHUM M3 NPaBUA:

— «HacTpoikn nonb3osatens/CeptudmkaTbl nonb3osatens» (nn. 2.4.1.30);

— «KoHpurypauma WLAN/MoakntodeHma Kk cetn WLAN» (nn. 2.4.1.18).

CnNMCOK CO3AaHHbIX KaTeropmit BO3IMOXKHO NMOCMOTPETb B PACKPbIBAOLLENCA CTPOKE
«KaTeropum N0/1b30BaTENbCKMX cepTudmKaTOBY» npu HaXaTum 3Hayka P
(cm. PucyHok 191 [2]).

Ona pobaBneHWAa KaTeropum MnonAb30BaTE/NIbCKMX CepTUPUKATOB HeobxoamMmo
BbIMOIHUTb CAeayowme AeNCTBUA:

— HaXaTb KHOMKy «[ob6aBunTb KaTeroputo» (PncyHok 195);

ga MYNBTUTEHAHT MOHWUTOPUHI YMPABNEHWE AOMWUHUCTPUPOBAHWE @ HaTanwa MeaHosa (i.ivanova...

YYETHbIE 3ANMUCHU HACTPOMKW OPI. CTPYKTYPA BEPCUKN OC

« Hazzanne CocTtoaxue Kem nameHeHo WMameHeHo
» KopHeBble cepTUdMKaTLI He HacTpoeHo

+ KaTeropuv Nonb30BaTeNbCKUX ... 19 kaTeropuii

+ [OOBABWMTb KATETOPWUIO

» generall
» general

b yitB8

PucyHok 195

— B OTKpbIBLIEMCSA OKHe (P1cyHOK 196) 3ano/HUTL NOASA, NpMBEeAEHHbIE B Tabaule
(Tabnunua 41);

— COXPaHNTb U3IMEHEHNA NMBO OTMEHUTL ,EI,ePIICTBMFI.

Mpn ycnewHOM COXPaHEHWM KaTeropua noab30oBaTe/IbCKMX cepTudukaTos byaer
nobasneHa.
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BHUMAHMWUE! YnaneHne n penakTmpoBaHme KaTeropum ceptudumkata HeA0CTyMNHO.
Mpn Heobxoammoctn TpebyeTca co34aTb HOBYKO KAaTEropuko  MO/b30BATEbCKMX
cepTMPUKaATOB.

KaTeropua nonb3oBarensckux cepTUdUKaTos

Subject

OOBABMTDb

OTMEHA

PucyHok 196

Tabnuua 41
[MapameTp Onwucanue
HasBaHue BBoA 3HauYeHMA ¢ KnaBmaTypbl. MOXeT cofieprKaTb TONbKO CTPOYHbIE
KaTeropuu OYKBbI M AePUC, MaKCMMaIbHOE KONMYecTBo cumonos — 50.
Mone obA3aTENbHO A4 3aNONHEHNA
LleHTp Bbi6Op 3HaYeHMA 13 pacKpbiBatoLLeroca cnncka «LeHTp

ceptuduKaumm | ceptTrudurkaumum».

MpW OTCYTCTBUM HEODXOAMMOTO LIeHTPa cepTUudUKaLMM B CNIMCKe
TpebyeTtcsa nobasutb ero (n. 4.1.4).

Mone 06a3aTenbHO A8 3aN0JAHEHUA

HasBaHue BBoA 3Ha4YeHMA C KaBmaTypbl. MoxKeT cogepKaTb 255 CMMBO/IOB.
lwabaoHa Mone o0b6s3aTeNlbHO ANA 3aNO/THEHNSA
Subject |key BBoA 3Ha4YeHMA C KnaBmaTypbl. MoxeT coaepraTb 255 CMMBOOB.

Mone 06sa3aTeNbHO A/1A 3aNO/IHEHUA.

MPUMEYAHMUE. Mpwn oTcyTCTBMM KNtoYa ANnA cepTudmnkata Heobxoammo
06paTUTLCA K aAMUHUCTPATOPY CAYKObI cepTudurKkaToB Active
Directory.

[na nobasneHna AONONHUTENbHOrO cybbeKTa Ana cepTudmKaTa
HEeobXoAMMO HaXKaTb KHOMKY «/106aBUTbLY
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MNapameTp OnuncaHue
value |[locTyneH BBOA, 3HAYEHMA C KNaBMaTYpbl (MOXKeET cogepKaTb 255

CMMBOJIOB) MW BbIBOP M3 PACKPbIBAOLLLErOCA CMMCKA AMHAMMUYECKMX
nepemeHHbIX, KoTopble byayT aBTOMATMYECKM NOACTABAATL B
cepTUdUMKaT aTpnbyTbl NONb30BATENS:

— {{UserEmail}} — Email 3 KapTo4Kkn nonb3oBaTeNs;
—-{{UserPrincipalName}}-—ﬂOFMH(3HaqumeHapaMeTpa
userPrincipalName 13 LDAP—aaHHbIX O N0Nb30BaTENE);

— {{sAMAccountName} } — 10TMH (3HaYeHMe NapameTpa
sAMAccountName M3 LDAP — faHHbIX O N0/b30BaTENE);

— {{distinguishedName}} — 3HA4YeHME NaAPaMETPa
distinguishedName W3 LDAP—AaHHbIX O NO/b30OBaTENE.

Ecnn AgmuHnctpaTop MNaathopmbl ynpaBneHUs He 3HaeT 3Ha4YeHmne
cybbeKkTa ana ceptndmkata, HeobxoanMmo obpaTmTca K
aAMUHNCTPATOpPY CAyxKObl cepTudmkatos Active Directory.

Mone obA3aTeNbHO 414 3aNOAHEHWA.

BHUMAHME! Beoa apyrmx AMHaMMUYECKUX MEPEMEHHbIX HEAOCTYMEH.
NPUMEYAHMUE. Ons kntoda C (country) 3HaYeHME JOMKHO COCTOATL
13 2 cumBonoB (Hanpumep, RU).

[na nobasneHna 4ONOAHUTENbHOMO cybbeKTa Aaa cepTudmKaTa
HeobX0AMMO HaxKaTb KHOMKY «/1obaBnTb»

Subject alt name

Mpn HeobXo0AMMOCTM AOCTYNEH BBOA AOMNOAHUTENbHbIX MMEH
cybbeKkTa ana ceptnudpukata. Kaxkaoe nma cybbeKkta A4ONKHO COCTOATb
13 Habopa NapaMeTpPOB — Ha3BaHMA NapameTpa (key) 1 ero 3Ha4YeHuns
(value). MoxeT cogeprkaTb 1000 cumBonoB. JJocTyneH BBOA,
OMHAMUNYECKMX MEePEMEHHbIX, KOTOPble ByayT aBTOMATUYECKM
NoACTaBAATb B cepTUPUKAT aTpnbyTbl MONb30BATENS:

— {{UserEmail}} —email M3 KapTO4KM NoNb30BaTENS;

— {{UserPrincipalName}} — N1OMMH (3Ha4YeHNe NapameTpa
userPrincipalName W3 LDAP-AaHHbIX O NO/b30BaTENE);

— {{sAMAccountName} } — IOTUH (3Ha4YeHMe NnapameTpa
sAMAccountName W3 LDAP—gaHHbIX O nonb3oBaTene);

— {{distinguishedName}} — 3Ha4YeHMNE NapPaMeTpPa
distinguishedName W3 LDAP—AaHHbIX O NONb30BaTENE.
BHUMAHME! Beoa apyrnx AMHaMMUYECKUX MEPEMEHHbIX HEAOCTYMEH.

Mpumep 3anonHeHna Subject alt name:
email:{{UserEmail}},otherName:Microsoft User Principal
Name;UTF8:{{UserPrincipalName} }
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4.1.3. ApxMBHble YCTPOWNCTBA

B pacKpbiBatoLlerica cTpoke «naTthopma» AnA aKTMBALMM OTODPAKEHMA aPXMBHbIX
ycTponcts (cm. PucyHok 191 [3]) HeobxoAMMO aKTMBMPOBATb NepeKkatoYaTeNb ®
pe3ynbTaTe B noapasgene «YCTPOMCTBa» pasdena «YnpaBieHuWe» B CMMCKE YCTPOWMCTB
6yayT oTobpaxKaTbca apxmBHble ycTporcTtea (PrucyHok 197).

ga MYNbTUTEHAHT MOHUTOPHHI YMPABREHUWE AOMUHUCTPUPOBAHUE @ HaTtanua MeaHosa (i.ivanova...
YCTPOWCTBA MONb30BATENW NONUTUKK CLEHAPWK GAANbI NPUNOXEHWA BUTPUHbI CBA3KM KIKOYERA
Mouck no rpynnam MPATTIALLERIA
(® TMounck No ycTpoicTEamM YcTpoiicTea
+ Hoeblid uneTp v
_ B IMEI 3548305509704086, 354830550870414 12049024 10:22 0004 2024 17
HaBopel gunsTpos ~ IMEI 478934387632654
- 8 Yerpoiicta N === [©) 12.04.2024 01:... -
568 9
_ 8 Veroolicrs IMEI 569260824960622 @ 12,04 2024 01 o
Crpok Ha cTpanune: 25 « 1-25 w3 53080 >

PucyHok 197
4.1.4. WHterpauma (MHbopmauma o cepsepax)

Ona npocmoTpa AeTanbHOM  MHPOpPMALMKM O cepBepax HeobxoaAMMo B
pacKpbiBatoLLeiica cTpoKe «MHTerpauma» HaxaTb 3Ha4oK | ¥ HanpoTuB BbIBPaHHOM BKAAAKM.

4.1.4.1. CepBep NPUNOKEHUN

CepBep npunoxkeHui - agpec Cepsepa npunoxkennit MM (PucyHok 198 [1]) n cnmcok
onybanKkoBaHHbIX BUTPUH Ha CepBepe npunoxeHuin MM (PucyHok 198 [2]).

MepekntoyaTenb @ ro3sonseT BRAYATL MM OTKIKOYATH BMTpUHY. [locne
OTKNtOYEHMA BUTPMHA CTAHOBUTCA HEAOCTYMHOM B CMMCKe BbiOOpa BUTPUHbBI MPW CO34aHNM
npasuna «lpunoxeHna/YcTaHoOBKa NPUIOKEHMIA HA YCTPOMCTBOY B MOJIUTUKE.

MPUMEYAHUE. B cnyvyae ecnm NpUAOXKEHMA HaA YCTPOMCTBAX YCTAHOB/EHbI C
NOMOLLbIO MONUTUKN, OHN He ByayT yaaneHbl C yCTPONCTB NOC/E OTKAOYEHMA BUTPUHDI.

ga MYNBTUTEHAHT MOHWUTOPHHI YMNPABJIEHUE AOMWUHUCTPUPOBAHWE @ HaTtanwsa MBaHoBa (n.ivanov...
YYETHGIE 3ANMKWCH HACTPOMKM OPT. CTPYKTYPA BEPCWUK OC
w HazzaHue CocTosHue Kewm uamexeHo WameneHo
~ WMHTerpauns 5 MHTerpaumia -
~ Cepeep NpunoxeHnin I http:/focs-emm-egress-api-gw.local/appstore/api I— 1

» BUTpUHa C NPUNOXEHUAMM o

» Android-npunoxeHus .

» Wrpel Android " ]

— 2

» Android .

» YcTaHoBka MapkeTa .

» BuTpuHa AHgpong . .

PucyHok 198
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[lna npocmoTpa AeTanbHOW MHPOPMaLMM O BUTPUHAX BO BIOXKEHHbIX CTPOKAX,
KOTOpble AOCTYMHbI CO34aHHOMY TeHaHTY, CnedyeT HaxaTb 3HauoK .

Cnmcok onybanKoBaHHbIX NpuaoxeHnn dopmmpyetca B MNM. Npu OTCyTCTBMM Ha
cepBepe onyHBAMKOBAHHbIX MPUAOKEHUIM OTOBpaxKaeTcA coobuieHne «HeT npuaoKeHun,
AOCTYMHbIX AN1A Ha3HAYeHUA».

Ecnv HeobxoAMMOMN BUTPUHBI HET B CMUCKe, TpebyeTca 406aBuUTL ee U/WUAn BblaaTb
A0CTyN K BUTpUHe (MapameTp «logkntodaemble Mnatdopmbl ynpaBaeHMA» B HAaCTPOMKaXx
BUTPUHbI).

MPUMEYAHME. Mpoueccbl 406aBAEHNA N peaaKTMPOBaAHMA BUTPUHbI NPUBEAEHDI B
LOKymeHTe «PykoBoACTBO Nob3oBaTtesna. HYactb 2. [loacucrema «MapkeT».

4.1.4.2. ObHosneHne OC

ObHosneHune OC - agpec cepepa obHoBneHMA OC.

[1na npocmoTpa Bepcuit OC HeEOBXOAMMO HaxaTb 3HauoK * B cTpoke «OBHOBNEHME
OC».

4.1.4.3. Cepsep LDAP

Cepsep LDAP - agpec cepsepa LDAP. Bo Bkiaake «Cepsep LDAP» npeaycmoTtpeHa
BO3MOXHOCTb MPOCMOTPETb AaTy Havasa M CTATyC CUHXPOHM3AUMM [AaHHbIX, @ TaKxKe
BO3MOXHOCTb YNpaBaaTb UHTerpaumnen c cepsepom LDAP (nobasnatb, peaaktmposaTb U
yAANATb UHTErpaumio).

4.1.4.3.1. [obasneHune nHterpaummn c LDAP-cepsepom

[na CMHXPOHM3aLUMK Nonb3oBaTenen u rpynn c MY npeaycmoTpeHa BO3MOXKHOCTb
nobasneHus nHterpaunm MY c LDAP-cepsepom Microsoft Active Directory. CUHXpoOHM3aUma
ABNAETCA OAHOCTOPOHHEM - AaHHble 13 1Y He byayT nepeHocuTbea Ha LDAP-cepsep.

NMPUMEYAHUA:

v' TMopaepKa nHterpaumu ¢ apyrumu LDAP-cepsepamm He rapaHTUpyeTcs;

v' [penycmaTpmusaeTca BO3MOXKHOCTb Aob6aBaeHuns nHterpaumm ¢ LDAP-cepsepom
ONA KAXKA0ro TeHAHTa;

v MY noanepxusaer cuHXpoHusaumto ¢ LDAP-cepsepamu, B  KOTOPbIX
N0/1b30BaTENN M TPYNMbl 6€30MaCHOCTM XPAHATCA B OAHOM WMAM Pa3HbIX OPraHM3aLMOHHbIX
lOHUTaX (Organizational Unit);

v' Kateropuu nosb3oBaTeNbCKMX cepTudukatos u Microsoft Active Directory
[ONKHbI MICNONb30BaATb OAMH 1 TOT e LUeHTp cepTudmnKkaumm ADCS.

Ona pobasneHna wuHTerpaumm MY c LDAP-cepBepom HeobHxoaMMO BbINONHUTL
cneayolme AencTBmA:

— BO B/IOXXEHHOM cnuncKe «MHTerpauma» Haxatb «Cepsep LDAP» nnmn «HactpouTb»
(PncyHok 199);
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ga MYNBETUTEHAHT MOHWTOPWUHI YMPABNEHWE AOMWHWUCTPUPOBAHME @ Hatanwa eanoea (i.ivanova...

YYETHBIE 3AMUCHU HACTPONKW OPI. CTPYKTYPA BEPCUM OC

¥ HaapaHwe CocTosHue Kem nameHeHo MameHeHo

~ WHTerpaumsa 5 vHTErpaumin
» CepBep NpUCKEHWUIA http://ocs-emm-egress-api-gw.local/appstore/api
» OBHoBNEHMe OC 1 uHTErpauma

CepBuUC yBEOOMIEHWA
»

https://ocs-int.ompcloud.ru/push/public/api/v1/
Aepopa

» LleHTpbl cepTudurkaumm 11 uHTerpaumin

PucyHok 199

— 33faTb HACTPOMKM Ana noakntodeHma K LDAP-cepsepy (PucyHok 200 [1])
cornacHo tabauue (Tabnnua 42);

Tabnuua 42

MNone OnucaHue
Mcnonb3oBaTb Ecnn HeobxoaMMO MCNONb30BaTh 3aLUMLLEHHOE NOAKAOYEHME K
be3onacHoe LDAP-cepBepy (c nomouibto SSL Bepcmn npoTtokona LDAP — LDAPS),
coeamHeHme cnefyeT yCTaHOBWUTb rafiouKky B YeKkbokce.
(TLS/SSL) Mo ymon4yaHuio GaxkoK He yCTaHOoB/eH (MCnonb3yeTca Bepcua

npoTokona 6e3 SSL - LDAP

Appec cepsepa Beectn agpec LDAP-cepBsepa

MopT B nosie 3a4aHO 3HaYeHMeEe N0 YMONYAHMIO:

— 389, ecnn B YekbOKCe He yCTaHOBEHA rano4yka «Mcnonb3osaTb
6e3onacHoe coegmnHeHme (TLS/SSL)»;

— 636, ecnn B YekboKce yCcTaHOB/IEHA rafoyka «Mcnonb3oBaTh
6e3onacHoe coegmHeHme (TLS/SSL)».

MPUMEYAHUE. Mpn HeobXOAMMOCTM MOXKHO BBECTM APYro HOMep
nopTa ana nogxkntoydeHua Kk LDAP-cepsepy

JlorvH BeBectn nornH ana noakntodeHna Kk LDAP-cepsepy B 04HOM U3
dopmaToB:

— NOruH 6e3 goMeHa, Hanpumep: «Adminy;

— JIOTMH C AOMEHOM, Hanpumep: «OMP/Adminy;

— noruvH B Buae E-mail, Hanpumep: «cAdmin@omp.ru»

[Maponb BesecTtu naposb ana noaxkatoveHmna K LDAP-cepsepy
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% MYNbTUTEHAHT MOHWUTOPUHI YMPABNEHWE AOMWHUCTPWMPOBAHWME @ HaTtanwa VisaHoBa (i_ivanova.‘.

YYETHBIE 3ANUCK HACTPOMKMU OPI. CTPYKTYPA BEPCUWM OC

MHTerpaums c LDAP cepeepom

CHMHXPOHM33UMA 0gHOCTOPOHHSAA. MameHeHua B Aepopa LleHTpe He nepeHocaTtca & LDAP cepeep.

o NoaknioyeHune

BeeguTe faHHbie Ana nogknioveHua K LDAP cepeepy
[ WMcnonbaosats HbesonacHoe coeamHenue (TLS/SSL)
4 docOl.omptest test 389
NoruH Mapone
OMPTEST\Admin [ .....| Q

2 aan | MPOBEPUTL NOOKNOYEHUE

o Boibop aupektopuit. MannuHr. CUHpoHU3aLUs No pacnucaHu1io

3AKPBITE NOAKNKOYUTL LDAP CEPBEP

PucyHok 200

— HaxaTb  KHOMKy  «[lpoBepuTb  MNOAKAYEHME»,  4YTODObl  MPOBEPUTL
paboToCnocobHOCTL MnoakatoveHma K LDAP-cepBepy ¢ 3a4aHHbIMW  HACTPOMKamu
(PncyHok 200 [2]).

B cnyyae ycnewHom npoBepKkn otobpasmntca coobuieHmne «oaKatoyeHne 40CTynHO»
(PncyHok 201).

‘lhl MYNbTUTEHAHT MOHWTOPUHI YMNPABNEHWE AOMWUHUCTPUPOBAHUE @ MeaH MeaHos (i.ivanov@om...

YYETHbIE 3ANNCK HACTPOWNKHM OPT. CTPYKTYPA BEPCHM OC

WuTterpaumnsa c LDAP cepsepom

CUHXPOHM3aLMS OAHOCTOPOHHSA. MameHenus 8 Aspopa LlenTpe He neperocatcs 8 LDAP cepeep

° MopknodeHue
BeenuTe naHHble ANa noaknoyeHus K LDAP cepeepy

[} WMcnonssosats 6esonacHoe coeauHenme (TLS/SSL)

Anpec cepsepa lop

dcOl.omptest.test 389

OMPTEST\Admin  ssessses ©

QLW Gh TGV () MonknioueHue AOCTYMHO

MonknioyeHme NOCTyMHO X YOANIMTb HACTPONKKM MHTETPALIMK

PucyHok 201
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B cnyyae HeyaayHOro 3aBeplueHna NpoBepKkn otobpasmnTca coobuieHne ob ownbke
(PucyHok 202[1]), KoTopyto HEOBXOAMMO YCTPAHUTL M MOBTOPUTbL MPOBEPKY MM 0DPATUTLCA

K CUCTEMHOMY aMMHUCTPaTOpYy/aamuHucTpaTopy LDAP.
[na 03HaKOMNEHWUs C MOSHbIM TEKCTOM OLWWNBKM cneayeT HaxkaTb «lloapobHee»

(PncyHok 202 [2]).

ga MYNbTUTEHAHT MOHWUTOPUHI YMNPABNEHWE AOMWUHUCTPUPOBAHME @ Hatanua MeaHoea (i.ivanova...

YYETHBIE 3AMUCK HACTPOMKMW OPI.CTPYKTYPA BEPCUM OC

MuTerpauma c LDAP cepeepom

o MopknioyeHue

Vcnone3oBaTe BesonacHoe coeguHenme (TLS/SSL)

docOl.omptesttest 389

OMPTEST\Admin ©

LI LGN | (D) MonknioyeHve HeloCTymHO:

LDAP Result Code 200 "Network Error': dial tcp: lookup dd | noopotree

I |
1 2 .

MoaknioueHue HEeaoCTYNHO X

PucyHok 202

3anaTb 0b6nacTb noncka B LDAP-cepBepe MOXKHO cornacHo Tabauue (Tabauua 43),
NaHHble 13 KOTopon byayT cMHXpoHM3npoBaTbea ¢ MMO (PucyHok 203 [1]).

Tabnuua 43
MNone OnucaHue
Base DN MNone obazaTenbHoO Ana 3anonHeHuns. MakcumanobHo 1000 cimBONOB.

Ecam rpynnbl 6€30nacHOCTM M NONb30BATENN XPAHATCA:

— B OAHOM OPraHM3aLUMOHHOM tOHUTE, TO B None «Base DN» Heobxoanmmo
BBECTM 3TOT HOHWUT;

— B Pa3HbIX OPraHM3aLMOHHbIX lOHMTaX, TO B noae «Base DN» BBecTu Bce
OpraHM3aLUMOHHbIE  IOHWUTbI,  JaHHble M3  KOTOPbIX  HeobxoAMMOo
CUHXPOHM3NPOBATbL. Hanpumep: CN=Users, DC=mycompany, DC=com.
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Mone OnuncaHue
Query MNone HeobsA3aTebHO ANA 3aMOJAHEHMA.

Mpn HeobxoamumocTn B none «Query» BBECTU GUALTP A15 BbIDOPa HYMKHbIX
3aMMcen M3  OPraHM3aUMOHHbIX HOHUTOB. MaKCMManbHOE KOJIMYeCTBO
cumBonoB 10000. dunbTp OyaeT NPMMEHATbCA KO BCEM 3aMMCAM BHYTPM
OpPraHM3aLMOHHbLIX OHUTOB, BBEEHHbIX B Noae «Base DN»

B pe3synbTaTe OyayT CMHXPOHW3MPOBAHbI BCE AOCTYMHble 3aMMCKM M3 YKAa3aHHbIX
OPraHM3aLUMOHHbIX KOHUTOB (rpynnbl C objectClass = group, MNO/Ab30BATENM C
objectClass = person, OPraHM3auMOHHbIE  OHWUTbBI C objectClass
organizationalUnit). Ecan objectClass  And No/Ib30BaTENEMN, rpynn n
OpPraHM3aUMOHHbIX OHMTOB Ha LDAP-cepBepe OTAMYAIOTCA OT YKa3aHHbIX Bbllle, cneayet
M3MEHUTb NX B KOHOUrypaLunoHHom danne MMO.

Mpn  mcnonb3oBaHWMM  GUABLTPOB  HEODXOAMMO  BbIMOMHATL  CAedytoLine
pekoMeHaaLUMN:

1) Ecam gns sbibopa HeEOOXOAMMbIX MOAb30BaTeNer U/MAnM Tpynmn M3 HUTA
TpebyeTca 3a4aTb HECKONBKO GUALTPOB, TO cieayeT A0baBuTb elle 1 AnpeKToputo (Kak
YKa3aHO HUMKE), 3aTeM B KaXK[0M CTPOKe BBECTU OAMHAKOBbLIN «Base DN» 1 3a1aTb HYKHbIM
dbunbTp;

2) Ecnn TpebyeTca CMHXPOHM3MPOBATL B 1Y yBONEHHbIX COTPYAHNUKOB, TO CAeayeT
YKa3aTb OpPraHM3aLMOHHbIA OHUT, B KOTOPOM OHM XPaHATCA, MAM 33a4aTb GUALTPLI ANSA
3arpy3Ku TakMx Nonb3oBaTenen;

3) Ecnn He TpebyeTca CUHXPOHM3MpPOBATb B [1Y yBONIEHHbIX COTPYAHWKOB, TO
cnenyeT 3a4aTb B QUAbTPaxX MPaBMAO, KOTOPOE WCKAOYMT TaKMX COTPYAHWKOB: €Cau
COTPYAHWK MMeeT CTaTyC WAM napameTp, OnNpeaenArowmin €ero HeaKTMBHOCTb, TO
HeobxoAMMO yKa3aTb 3TO B duabTpe. Hanpumep: ! (employmentType=NEW).

ga MYNbTUTEHAHT MOHWTOPUHI YTMPABNEHME AOMWHUCTPUPOBAHME @ Hatanua MeaHoBa (i.ivanova...

YYETHbIE 3AMKUCH HACTPOMKM OPI.CTPYKTYPA BEPCKW OC
WuTterpauus c LDAP cepeepom

e Boibop anpekTopuid. MannuHr. CHHXPOHU3aLWA NO PACAUCAHWID.

BoiBop AvpekTopui

OU=TestInt,DC=omptest,DC=local

2 —I + JJ.OBABVITI:JJ,HF‘EKTOPMK)I

EELGLN MOOKNKOYUTL LDAP CEPBEP YOANUTb HACTPOMKW MHTEMPALIMK

PucyHok 203
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Mpn HeobxoammocTn A00aBuUTb ellle 1 ANPEKTOPUIO AN CUHXPOHM3ALUMK cneayeT
HaxkaTb «[]ob6aBUTb AnpeKkTopmo» (CMm. PucyHoK 203 [2]) 1 3anonHUTb Ana Hee nons «Base
DN» 1 «Query» cornacHo Tabauue (cm. Tabanua 43).

Mo ymonyaHutio B 610Ke «MannuHr» 3agaHbl NapameTpbl MannuHra atpubyTos
nosnb3osatena 110 n LDAP-cepsepa, OCHOBaHHblE Ha YaCTO MCMOJIb3yeMbIX 3HAYEHUAX B
Active Directory. lpu HeobxoauMmocTM cneayeT BBECTM B Noaa Apyrue atpubyTsbl
nons3oBatens un3 LDAP-cepBepa, COOTBETCTBYWOLWME Ha3BaHUO nonen (PucyHok 204),
npuseaeHHbIX B Tabaunue (Tabanua 44).

gs MYNIbTUTEHAHT MOHUTOPUHI YMNPABNEHUE AOMUHUCTPUPOBAHUE @ MeaH Meanos (i.ivanov@om

YYETHbIE 3ANUCH HACTPOMKU OPT. CTPYKTYPA BEPCUM OC

Wnurerpauus c LDAP cepsepom

OcHoeHble aTpubyTol

Uma* DepanoHT

Damunua* [pomos

Otyecteo ABrycToBuY
LlonxHocTs Bepcranbuumk
Novyra pabovas* ga-modest1990@805fe2.rao.info
o 0632626459974
padbovuu
3AKPBLITH YOAANUTb HACTPOUKU UHTEMPALLUA
PucyHok 204
Tabnuua 44
HassaHue nona OnucaHue
Nma Mone obasatenbHO Ans 3anonHeHua. MakcumanbHo 100 cimBoOB
Pammnua MNone oba3aTenbHO Ans 3anoaHeHua. MakcnmanbHo 100 cumBonos
OT4yecTBO MNone He obA3aTeNnbHO ANs 3anoaHeHua. MakcnmanbHo 100
CMMBOJ10B
[ON¥KHOCTb MNone He obA3aTeNnbHO ANs 3anoaHeHua. MakcnumanbHo 100
CMMBOJI0B
MoyTa paboyan Mone obaszatenbHO Ans 3anonHeHua. MakcumanbHo 100 cumBoOB
TenedoH Mone He obA3aTenbHO ANA 3anoaHeHUA. MakcumanbHo 100
paboumni CMMBOJI0B

BHUMAHUE! [lo ykaszaHHOMY B MannMHre napameTpy 3HaYeHusa AO0/XKHbI
COOTBETCTBOBATb TPebOBaHMAM K AaHHbIM A1A NMOAb30BATENEN M TPYNn Noab30oBaTeNeN,
comeprkalmmen B Active Directory, KoTopble npuseaeHbl B Tabaumue (Tabanua 45).
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Tabnuua 45
MNapameTp OnucaHwue MpumeyaHne
Ha3BaHue dopmaT: oT 2 40 64 CMMBONOB MNone obazaTenbHO AnA
rpynnol 3aMno/IHeHMA
Nonb30BaTENEN

MNoyTa paboyan

Paboyas no4yta nonb3osBaTena
ycTponcTtea. Popmar:
<JIOTUH>@<O0MEHHOE_MMA>,
OT 2 A0 256 cMmBO/10B

Mone obAsaTeNbHO ANA
3aMo/IHeHUA.

Paboyas noyta Nonb3oBaTeNA
[O/IHA ObITb YHUKAIbHOWM

Nma Mmsa nonb3oBaTens yCTpomncTaa. Mone obs3aTenbHO ANA
dopmaT: oT 2 40 64 CMMBONOB. 3aM0J/IHEHMA
CumBObI: a-9; a-Z;
A-A; A-Z; -; npoben

dammnna damunnuna nonblosBaTena ycrponctea. |[lone obszaTenbHO ANA
®opmart: oT 2 40 64 CMMBONOB. 3aM0J/IHEHMA
CumBoNbl: a-1; a-z; A-A; A-Z; -; npoben

OT1yecTBO OT4yecTBO NONb30BaTENA YCTPOMCTBA. |[lone He aABnaeTcA
®dopmart: oT 2 40 64 CMMBOJIOB. obA3aTeNbHbIM 1A
CumBoONbI: a-1; a-z; A-A; A-Z; -; npoben |3anonHeHus

LoMKHOCTb [oNKHOCTb NONb30BaTeNA YCTPONCTBA. |[Tone He aBnseTcA
®dopmart: oT 2 40 256 CMMBOJIOB. obA3aTeNbHbIM A41A
CumBonbl: a-1; a-z; A-A; A-Z; -; npoben |3anonHeHma

TenedoH Homep TenepoHa nonb3osatena [Nlone He aBnAeTcA

paboyni ycTponcTtea. Popmart: oT 2 Ao 64 oba3aTenbHbIM ANA

CMMBOJ10B. TONIbKO LMPPbI

3anojIHeHWA

Mpwn

HeobxoaAMMocTn B HoKe

«MannuHr»

B pa3gene

«lononHUTEeNbHbIE

aTpnOyTbl» BO3MOXKHO 3a4aTb A0 10 AOMNOAHMTENbHbIX aTpMbYyTOB Mosb30BaTeNs AA
mannuura (PucyHok 205 [1]). Ons 3Toro HeobxoAMMo BbliOpaTb HYXKHbIA aTpPUbyT U3
PaCKpbIBatOLLLErocsa CrucKa:

— department - Ha3BaHWe OTAEN;

— employeeType - CTaTyC paboTHUKa (paboTaeT/yBoneH);

— Manager - ®MO HenocpeACTBEHHOIO PyKOBOAMTENA.

Ecnn Heobxoammoro aTpubyTa HET B CMMUCKE, BBECTW Ha3BaHMe aTpMbyTa M HaXKaTb
«Enter» Ha KnaBuatype.
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ga MYNbTUTEHAHT MOHWTOPUHI YMPABNEHUE AOMWHWUCTPUPOBAHWE @ Hatanwa Meanoea (i.ivanova...

YHETHBIE 3AMUCH HACTPOWKU OPI. CTPYKTYPA BEPCHWK OC

WHTerpauma c LDAP cepsepom

HoncnHuTeneHbie aTprby Tol

extraAttr

CUHXpOHW3aLMA MO PACNKUCaHWMID . I— 2

MoBTopATE KaXable 1 u. 30 | mup, — 3
-
3AKPbITb NOAKNIOMATE LDAP CEPBEP | S 4 YOANUTb HACTPOMKM WHTErPALIMIA

PucyHok 205

NMPUMEYAHUE. Mo  ymonyaHuto  gaHHble 13 LDAP-cepBepa  byayT
CUHXPOHM3NPOBATLCA Kaxkaple 1 4yac 30 MUHYT.

Ecan Heobxoanmo:

— OTK/HOYUTb CUMHXPOHM3AUMIO AaHHbIX, TO CAedyeT YCTaHOBWUTb MepeKatodaTesb
«CMHXPOHM3aLMA MO pacnMcaHMo» B MONoXKeHMe «BbikntodeHo» (PrucyHok 205 [2]);

— W3MEHWUTb YacCTOTy CUHXPOHWM3aUMM, TO CNelyeT BBECTU HYXKHbIA BPEMEHHOM
MHTepBan B nose «loBTopATb Kaxkaple» (PucyHok 205 [3]).

BHUMAHUE! [lepen apxmBMpoBaHMEM TeHaHTa HeobXOAMMO  OTKAKYMTb
CMHXPOHM3ALMIO AAHHbIX.

[anee HaxaTb «MNoakntounts LDAP-cepsep» (PucyHok 205 [4]).

B pe3ynbtaTte bynet pobasneHa uHTerpauma MY c LDAP-cepBepom M 3anyLieHa
nepBas CUHXPOHM3ALUMA AaHHbIX.

[lns npocMmoTpa AaTtbl HaYyana CUMHXPOHM3ALUMM M ee CTaTyca HeobXxoAMMO HaKaTb

3Hayok * B packpbiBatoLelica cTpoke «Cepsep LDAP» (PucyHok 206).
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3 MYNETUTEHAHT MOHWUTOPUHI YMNPAB/EHME AOMUHUCTPUPOBAHME @ HaTtanua Meanoea (i.ivanova...

YHETHGIE 3ANMUCK HACTPOMKW OPI.CTPYKTYPA BEPCHMW OC

w HazsaHue CocrosHune Kem namereHo MameneHo
« WMHTerpauyms 5 WHTerpaumvii “
» Cepeep NpUNoXeHWil http://ocs-emm-egress-api-gw.local/appstore/api
» OBHoeneHne OC 1 wHTerpaums
« Cepeep LDAP dcOl.omptest.test
[aTta Ha4ana CMHXpPoHW3aUMn 17.01.2023 14:41

CTBT\;’C CHMHXPOHWM3aUWK CNEeLWHO 3aBEPLUEHE

PenakTMpoBaTkL HAacTpolkK LDAP cepeepa
» Cepsuc yeenomneHwin Aspopa  http://ocs-dev.ompcloud.ru

» UeHTpsl cepTudukanmm 7 HTer paumin .

PucyHok 206

B cnyyae oWMOKM CUMHXPOHM3ALUMKM AaHHbIX (PucyHok 207 [1]) ans nonyyeHus
noapobHon uHPopmauum o6 owmnmbrke HeobxoAMMO HaxKaTb KHOMKy «[llogpobHee»
(PucyHok 207 [2]).

% MOHWTOPUHI ¥NPABJIEHUE AOMWHWUCTPUPOBAHUE @ 9 Administrator

YYETHbIE 3ANKUCK HACTPOWKW  OPI.CTPYKTYPA  BEPCMMOC

~ MNnatdopma
« [natdopma ynpaenexun Aspopa

OTobpaxaTe apXHMBHbIE YCTPOMCTEA »

* WuTterpaums 4 uHTErpaumm
b Cepsep npunoxexmin https://ocs-emm-egress-api-gw.local/appstorefapi
b O6Hosnenue OC 1uHTerpayma
~ Cepsep LDAP https://ldap-rosteltcom
ABTOCHHXDOHU3ALUMS xaxppie 2 yaca
[aTa Ha4ana CUHXPOHW3auMK 11/07/2022,12:00 — 1

CTaTyc CUHXPOHWU3aLMK Owmbxa 2

PegaktupoeaTte HacTpoitku LDAP cepeepa

» Cepsuc ysegomnennii Aspopa https://ocs-dev.ompcloud.ru

PucyHok 207
4.1.4.3.2. PepaKtnpoBaHMe HacTpoeK nHterpaumm c LDAP-cepsepom

Mpn  HEeobxoAMMOCTM BO3MOXKHO M3MEHUTb HACTPOMKW WHTerpaumm [Y c
LDAP-cepsepom Microsoft Active Directory, nocne 4ero CUMHXPOHM3AUMA TaKke OyaeT
OZIHOCTOPOHHAA — AaHHble 13 Y He byayT nepeHocKTbeA Ha LDAP-cepsep.
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[nAa penakTMpoBaHWA HACTPOMKKM WHTerpauum ¢ LDAP-cepsepom Heobxoammo
BbINO/IHUTL CAeaytoline AeNCTBUA:

— B pacKpblBatouwlencs cTpoke «WHTerpauma» BbibpaTb «CepsBep LDAP»
(PncyHok 208 [1]) unn pasBepHyTb cTpoky «CepBep LDAP» m HaxkaTb «PeaakTMpoBaTb
HacTponkm LDAP-cepsepa» (PucyHok 208 [2]);

ga MYNBETUTEHAHT MOHUTOPHHI YNPABITEHME AOMUWHWUCTPUPOBAHMWE @ HaTtanwa MeaHoea (Livanova...

YHETHbIE 3ANWUCHK HACTPOWMKMK OPI. CTPYKTYPA BEPCWM OC

v HazsaHwe CocrosHue Kem nsmeHeHo MameneHo

-

* WMHTerpauyms 5 MHTErpaumWia
» CepBep NpunoxXeHui http://ocs-emm-egress-api-gw.local/appstore/api
» OBHoBneHMe OC 1 uHTErpaumsa
1 dcOl.omptest.test
[aTa Havyana CUHXPoHU3aL MM 17.01.2023 15:09
CTaTyc CUHXPOHWN3aLUN
PenakTupoBaTh HACTPOWKW LDAP CepBepa | 2

» CepBuc yEefomneHuid Aspopa  http://ocs-dev.ompeloud.ru

» LlenTpbl ceptndukaumm 7 WHTEr paumWia

PucyHok 208

— Npn HeobXOAMMOCTM  M3MEHUTb  HACTPOMKM  ON8  NOAKAYEHMA K
LDAP-cepBepy, napameTpbl MannuHra AaHHbIX M PACMCAHMA CUHXPOHM3AUMM AAHHbIX C
Mo s cootBetcteum c nn. 4.1.4.3.1.

B pe3ynbTaTe HacTpoMKkn nHTerpaunm MY c LDAP-cepsepom byayT MU3MEHEHbI.

4.1.4.3.3. YnaneHue nHterpaumm c LDAP-cepsepom

Mpu HEOBXOAMMOCTM BO3IMOXKHO YAaNNTb MHTerpaumto MY ¢ LDAP-cepsepom. B aTom
C/ly4ae CMHXPOHM3MPOBATb Noib3oBaTenen n rpynnol ¢ MNMO 6yaeT BO3MOXHO TONbKO Nocae
nobasneHns HoBoM MHTerpaummn c LDAP-cepsepom.

[ns ynanenua nHterpaumm ¢ LDAP-cepBepom HEOBXOAMMO BbINONHUTL CAeaytoLine
NencTens:

— B pacKpblBatoulencs cTpoke «WHTerpauma» BbibpaTb «CepBep LDAP»
(cm. PucyHok 208 [1]) nnn pa3sepHyTb cTpoky «Cepsep LDAP» 1 HaxKaTb «PenakTMpoBaTth
HacTpolku LDAP-cepsepa» (cm. PucyHok 208 [2]);

— HaXKaTb KHOMKY «YAaNnTb HACTPOMKM MHTerpaumm» (PucyHok 209);
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ga MYNbTUTEHAHT MOHWTOPUHI YNPABNEHWE AOMWHUCTPHUPOBAHUWE ® BaH eaHosB (i.ivanov@om...

YYETHbIE 3ANKCH HACTPOMKU OPI. CTPYKTYPA BEPCWUK OC
MuTerpauus c LDAP cepsepom

o MogknioyeHne

Wcnons3osaTh besonacHoe coeguHermne (TLS/SSL)

Olesya Akimova (o.akimova@omp.ru): BXo4 BbINONHeH

dcOl.omptest.test 389
OMPTEST\Admin &UJIM ki8 ©®
3AKPBITb YOAWTb HACTPOWKM UHTET PALLUM
PucyHok 209

— B OTODpPA3mMBLLUEMCS OKHE NOATBEPANTL NMOO OTMEHUTL AencTBmA (PucyHok 210).

MopTeepxaeHWe onepauum

WHTerpaumsa c LDAP cepeepom byaet yoaneHa.

OTMEHA NOATBEPOAWUTbL

PucyHok 210

B pe3synbtate noarsepxaeHna nHterpauma MY c LDAP-cepsepom byaeT yaaneHa.
[Ona cuHXpOHM3auMM nonvlosaTenen u rpynn ¢ Y noTtpebyetca A06aBuTb HOBYHO
nHTerpaunto ¢ LDAP-cepsepom (nn. 4.1.4.3.1).

4.1.4.4. Cepsuc yBegomneHunn Aspopa

CepBuc yBegomneHunit ABpopa - Hactporka MCY.

C nomouwpto [CY Ha yCTpOMCTBA OCYWECTBAAETCA OnepaTMBHAA [OCTaBKa
MHPOPMaLMK (TEKCTOBbIE COOBLLEHMA M KOMaHAb!) B BMAE TEKCTOBbLIX push-yBeOMIEHUIA.

OnuncaHune pabotbl MCY npuBeaeHO B AOKYMeHTe «PyKOBOACTBO MO/b30BaTENS.
YacTb 5. MNMoacmctema CepBucC yBEAOMNEHNNY.

OnucaHMe A0CTaBKM push-yBeaOMAEHWI Ha YCTPOMCTBA NPMBEAEHO B AOKYMEHTE
«PykoBOACTBO Nonb3oBaTend. Yactb 7. MpunoxeHne «Aspopa LleHTp» Ana onepaumnmoHHon
cucTembl ABpopar.

[Ona npocmoTpa HacTpoek MNCY HeobxoaAMMO HaxKaTb 3HAYOK L pesy/sibTate Yyero
0TOOPa3ATCA NapameTpbl, NpuBeaeHHble B Tabanue (Tabavua 46).
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Tabnunua 46
Hactponku OnucaHue

NHTerpauma c CYA

OnpepenaeT BKAKOYEHME OTNPaBKK HacTpoek MCY ana
npuaoxKenua «Aspopa LeHTp»

HacTtponkun ycTponcTBaa

Aapec Ansa MobUNbHOTO
KAWEeHTa

Agpec INCY ana npunoxenua «Aspopa LeHTp»

MopT ANAa MOBUABLHOTO KANEHTA

MopT yBEAOMNEHWNI ANA NPUNOXKEHNA «ABpopa LieHTp»

ID npuaoxeHua

oeHTMdMKaTop npunoxerHuna «Aspopa LleHTp», ¢
KOTOPbIM OHO pernctpupyetca 8 NCY

[ononHuTtenbHble napameTpbl (oTobparkatoTca B HacTporKax MNCY, TONbKO eCn OHK
Oblnn ob6aBNEHbI B KOHPUTYPALMOHHbIM dann MO, TakKe OHW HE YYMUTbIBAOTCA Ha
ycTponcTeax Ha basze OC Android)

CRL: MNMpoBepKa 0T3bIBa
cepTudmnKaToB

Onpenenaet, BKAOYEHA 1M MPOBEPKA HATMYUA
ceptudmkaTta MCY cpeamn cnmcka oTO3BaHHbIX
cepTudurKaToB

CRL: NHTepBan obHoBNEHMA
B CeKyH/AaxX

BpemeHHOM MHTepBan 0OHOBAEHMA CMMCKA OTO3BAHHbIX
ceptTndmnKaTos

SSL: Banmaaumsa ceptudmkaTa

OnpeaensneT, BKAOYEHa 1 Baanaauma ceptudmkaTta
Mcy

SSL: YpoBeHb Banngaumm
ceptTudunKaTa

YpoBeHb BannaaumMm MMeHM XOCTa, YKa3aHHOTO B
ceptudukate MCY.

BO3MOXHble 3HaYeHUA:

— «He nposepsaeTcar;

— «llognep*ka NoAAOMEHOBY;

— «ToYyHOe coBnageHue»

HactpoWku cepsepa

Apnpec API Apnpec APITICY gna npunoxeHua «Aspopa LleHTp»
ID npoeKkTa A4n1a oTnpaBKu NaoeHTndumratop npoekrta B MCY ans oTnpaBKm
yBEeAOMNEHNM yBEAOMNEHNM

Ona nameHeHua HaCTpOEK MNcy HeO6XO,£I,l/IN\O BbIMO/THNTL OAHO N3 ChedyroWwnmX

NEeNCTBUMN:

— HakaTb Ha Ha3BaHue nona «CepsBuc ysegomnenns Aspopa» (PucyHok 211 [1]);
— HaxKaTb «PepaktmpoBaTb HacTpomkm CepBuca yBeAOMIEHMW  ABpopa»

(PncyHok 211 [2]).
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PykoBOACTBO no/sb3oBatend. Yacts 3 | Mo hAd
g’ MYNbTUTEHAHT MOHWUTOPWHI YMPABINEHWE AOMUHWUCTPUPOBAHWE @ Hatanua MeaHosa (Livanova...
YYETHbIE 3AMACKH HACTPOMKMW OPT.CTPYKTYPA BEPCWM OC
w HaazaHue CocrosHne Kem uzmeneHo WamensHo

Iv Cepewc yBegomneHni ABpopa I— 1 https://ocs-int.ompcloud.ru

MnTerpauns ¢ CYA o

~ HacTpoWku ycTpoicTBa acTpa

Apnpec ans MoBUALHOMO KNWEHTA ocs-int.ompcloud.ru
MopT 4ns MOBMNEHOTO KNWeHTa 989
ID npunoxeHna int_mobile_buggmfjginagssnmf07g

~ [lononHutensHele napaMeTpsl - TPOWKK
CRL: NpoBepka oT3biBa cepTUGUKaTOR  BknioYeHo
CRL: MHTepean o6HoBneHWA B cekyHaax 86400
SSL: Banupauus ceptudnkaTa BolkniadyeHo
SSL: YposeHb Banuoaunm ceptudukata [Nogaepxka NnognooMeHos
~ HacTponkn cepeepa 2 HacTpoWKK
Appec AP https://ocs-int.ompcloud.ru

ID npoekTa AN 0TNPaBkK yBEOOMAESHUIA emm_int_dont_to_bu4rqgjbginasfbouzbrg

I PepnakTupoBsaTh HacTpoiiku CepBrca YEEAOMAEHWUIA ABpopa I— 2

PucyHok 211

B pe3ynbTaTe BbINOAHEHWUA OAHOMO M3 YKA3aHHbIX AeUCTBUI DyayT AOCTYMNHbI NOASA
ON5 peflakTMPoBaHMA HacTponkuM MCY oagHUM 13 cheayoumnx cnocobos (PrcyHok 212):

— 3arpy3ka JSON-dainoB ¢ HAaCTPOMKAMM HarKaTMeM KHOMKK «3arpy3uTb daibl
HaCTPOEeK»;
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MOEWJIbHASA
| NAAT®OPMA

% MYNbTUTEHAHT MOHUTOPUHI YNPABNEHUE AOMUHUCTPUPOBAHUE

YYETHbIE 3ANUCH HACTPOMKW OPI.CTPYKTYPA BEPCUMM OC

Hactpoitku Cepeuca ysegomnenui Aspopa

| SATPY3UTb ®AASbI HACTPOEK |

Mo6unbHbie ycTporucTsa

ocs-int.ompcloud.ru

int_mobile_buggmfjginagssnmf07g

SSL

BobiknioveHo -

CRL

BknioyeHo -

MNapameTpel cepsepa

https://ocs-int.ompcloud.ru

SSL

BobiknioyeHo -

CRL

BknioyeHo -

MNapameTpsi cepsepa

https://ocs-int.ompcloud.ru

WHTerpauus

HACTPOUTb UHTEMPALIMIO C BHELUHUM CEPBMCOM YBEQOM/TEHWUIA

3AKPbITb

@ Haranua WBaHoB.a (i.ivanova
MuTerpauus c CYA ‘
989
Moanepxka NoAAOMEHOB -
86400
emm_int_dont_to_bu4rqjbginasfbou2brg
Moanepxka NOAAOMEHOB -

86400

emm_int_dont_to_bu4rqgjbginasfbou2brg

PucyHok 212

— BHECeHWe M3MEHEHWI BPYYHYIO B COOTBETCTBMK C Tabanuen (Tabanua 47).
Mocne BHECEHUA YTOYHEHWUS B COOTBETCTBUM € Tabaunuen (Tabanua 47) Heobxoammo

noaATBEPANTL NMOO OTMEHUTL AEUCTBUA.

Tabnnua 47

Mone

OnwucaHue

NHTerpauna c CYA

[laHHOe none npeaHasHayYeHo 1A BKAKYEHUA UK
BbIK/HOYEHMA OTNPaBKM HacTpoeK MNCY ana npunoXKeHms
«ABpopa LeHTp» npn nomoLLm nepekntovaTesns o
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l MOBWUJIbHAA

NNAT®OPMA

Mone

OnucaHue

MobunbHble yCTpoMCTBa

Nma xocTa ana
MODOUNBHOTO KJMEHTa

IP-aapec nnm nma xocta NCY gna npunoxeHmna «Aspopa
LleHTp»

MopT ans MobUNbHOrO
KNMeHTa

Homep nopTa yBeAOMAEHWIA ANA NPUIOKEHMA «ABpPOPa
LeHTp»

ID npuaoxKeHms
MODOUNBHOTO KIMEHTa

NoeHTMPUKATOP NPUNOKEHUSA, C KOTOPLIM MPUIOHKEHME
«ABpopa UeHTp» pernctpupyetca 8 [CY

SSL (napameTpbl SSL oTobparkatoTca B HacTpoiKax MNCY, ToNbKo ecam oHn bbinm
nobaBneHbl B KOHOUTYPaUMOHHbIM ¢parn MMNO, TakKe OHW YYMUTHIBAKOTCA Ha YCTPOMCTBAX

Ha 6a3e OC Android)

Bannpauma coegmHeHmnA
C cepBepom

Bbi6Op 13 pacKpbIBaOLLErOCS CMMCKA 3HAYEHMS, KOTOpPOe
onpeaensaeT, BKAOYEHa M Baanaaums ceptndukata MCy:
— BbIKNOYeEHO;

BkatoveHo

YpoBeHb Bannaaumm
MMEHMW XOCTa

Bbi60Op 13 pacKkpbIBaOLLErOCS CMMCKA YPOBEHb BaANAALLMM
MMEHM XOCTa, yKaszaHHoro B [CY:

He BbIOpaHo;

He nposepaeTcs;

MNoaaepKka NoAA0MEHOB;

To4Hoe coBnaaeHne

CRL (napameTpbl CRL oTobparkatoTcsa B HacTporkax MNCY, TonbKo ecam oHu Bbinu
nobasneHbl B KOHOUIypauUMoHHbIA dann MMO, TakKe OHM HE yYUTbIBAKOTCA Ha
yctpoincteax ¢ OC Android)

MpoBepKa 0TO3BaHHOCTU
cepTuduKaTa

BbIbOp M3 pacKpbIBAOLLLErOCA CNMCKA 3HAYEHMS,
onpeaenarLlero, BKAYEHa M NPOBEPKa Ha/IMumA
cepTudukaTta NCY cpeam cnmcka oTo3BaHHbIX CEPTUPUKATOB:
— BbIkntoyeHo;

BkatoyeHo

Mepunoa obHOBNEHUA

BBO/, 3HaYeHMA C KNaBMaTypbl BOEMEHHOMO MHTEPBaNa
0OHOB/IEHUSA CNMCKA OTO3BAHHbIX CEPTUPMKATOB (B CEKYHAAX)

MNapameTpbl cepBepa

Anpec API

Apnpec APITICY ans npunoxeHua «Aspopa LeHTp» (B BUae
proto://host:port). [lapameTp AoMKeH ObiTb 334aH
aAMNHUCTPATOPOM B KOHPUrypaumoHHom daine MMO. Mpu
M3MEHEHMM MNapaMeTpa BPYUHY0 HacTporKK MNCY He meHATCA

ID npoeKTa Ana OTnpaBKu
yBEAOMAEHNM

BBOA, 3Ha4YeHMA C KNaBMaTypbl: MAEHTUPUMKATOP NpoeKTa B MNCY
ONA OTNPaBKKM yBEAOMIEHWI
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Mone OnucaHue

MNapameTpbl 417 aBTOpU3aLUU

Token URL BBoa 3HaveHMA ¢ KnasmaTypol: URL 4na nonydeHna TokeHa
aBTOpM3aLMn

ClientID BBOA 3HaYeHMA C KNaBMaTypbl: MAEHTUOMKATOP KIMEHTA
TEXHMYECKOM YY4ETHOM 3anmcu

KeylD BBOA, 3HaYEHMA C KNaBMATYpPbl: MPUBATHbIM KAHOY TEXHWUYECKOM

y4YeTHOM 3anmcu. MapamMeTp yKasbIBAeT, KAKOM KoY
MCNO/b3yeTCA Ha CepBMCE aBTOPM3aLMM

MpMBaTHbIN KAtOY Heobxoammo HaxkaTb « OBHOBUTb KAHOY» 1N BBECTM NMPUBATHbIM
KN4 TEXHMYECKOM YYETHOM 3anmncK
Audience BBoA 3Ha4YeHMA C K1aBMaTypbl: ayAMTOPMA TOKEHA AOCTYMNa

5 3
nocne Haxatua 3Hauyka # . [lna yaaneHua ayautopum

HeobXx0aAMMO HaXKaTb 3HAYOK “* cnpaBa OT ero Ha3BaHMA
Scopes BBoa, 3HauYeHMA ¢ KnaBmnaTtypbl: obnacTb (ckoyn) ana OIDC-
KAMEHTa, Mcnonb3yemasa ansa ayteHTnduraumm s MCY. [na

5 3
BBOZa 3HAYEHNA HEOBXOAMMO HaxaTb 3HauoK # . 114

YAaneHuma obnactu HeO6XO,£I,l/IIV\O HaXaTb 3HAYOK cnpasBa OT
€e Ha3BaHunA

NHTerpauma
HacTtpouTb nHTerpaumto |MNpn HaxkaTum «HacTpouTb MHTErpaLMio C BHELLIHWMM CEPBMCOM
C BHELLUHWMM CepBMCOM yBeAoOMAEeHUM» nponsonaet Bbirpy3ka JSON- ¢paiina ¢
yBEAOMIEHNN HacTponKkamm ABpopa LieHTp Ana noakatoYeHma K oTaeNbHO
pa3sepHyToMy CepBUCY YBEAOMNEHMUNA.

MPUMEYAHMUE. Mpouecc nogkao4eHNA K 0TAENbHO
pa3BepHyToMy CepBUCY YBEAOMNAEHNN NPUBEAEH B AOKYMEHTE
«PykoBoACTBO Nosib3oBaTend. HYacte 5. Noacuctema Cepsuc
YBEAOMNEHNN»

4.1.4.5. UeHTpbl cepTudumraumm

B MMO gocTynHa BO3MOMKHOCTb A406aBUTb MHTEMPALMIO C LEHTPOM CEPTUPUKAL MM,
KOTOpPbI BbIMyCKaeT NO/b30BaTENbCKME CepTUDMKATbI AN1A NOAKNOYEHNA K BecnpoBOAHbIM
CeTam.

BHUMAHMWME! MMO npoTecTMpoBaHO C MHTErpaumMen C LEeHTpaMMU cepTUdUKaLmn,
nmetommm Tmn cepsepa Microsoft Active Directory Certificate Services (AD CS) 8 Windows
Server 20109.

[lna npocmoTpa cnmMcka MHTerpauMii ¢ UeHTpamu cepTudurKaumm HeobXoammo
HaxaTb 3Hayok P. [1na nobaBneHMA HEOBXOAMMO BbINONHUTL CAeAyIoWMe AeiCTBUA:

— HaxkaTb «[106aBUTb LEeHTp cepTudurkaumm» (PrucyHok 213);

— 3aN0JIHNTb NONS BBOAA, NpuBeaeHHble B Tabanue (Tabnaumua 48);
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— Ha)XaTb KHOMKY «Co34aTb».
B pe3ynbTaTe MHTErpauma c LEHTPOM cepTudunKkaumm byaet gobasneHa s MIM10.

ga MYNBTUTEHAHT MOHWTOPUHT YIMPABNEHWE AOMWUHUCTPUPOBAHMWE @ Hartanwa MeaHoea (L.ivanova...

YYETHLIE 3AMUCH HACTPOMKW QPT. CTPYKTYPA BEPCHUU OC

w HazzaHwe CocToadue Kem nameHeHo MamexeHo

-

v LleHTpbl cepTUdMKaLmMm He HacTpoeHo

+ AOBABMTE LEHTP CEPTM®UKALMKM

» MoskowTestADCS http://10.189.219.239/certsrv
» ga_lleHTp ceptndukau... http://pervaja.net/
» ga_lleHTp ceptudumkad... https://www.rusakova.net/category/tag/categories/privacy/

» ga_UlenTp ceptndukau... https://www.ao. biz/

PucyHok 213
Tabnunua 48
[Mone OnucaHue
HasBaHume HasBaHue ueHTpa cepTuduKaumn. BBoa, 3HAYEHMA C KnaBMaTypbl.

MoxeT coaep*aTb 0T 1 40 256 cMMBO/10B

URL no cepsepa |URL-agpec cepBepa Ana NOAKAOYEHMA K LEHTPY cepTuduKaumm.
MoxeT coaepaTb 0T 1 40 256 CMMBOJIOB

Twun cepsepa Mo ymMonyaHuo ycTaHoBNeHO 3HayeHue Microsoft AD CS. [Mone
HeLOCTYMNHO AN1A PeaKTMPOBAHMA

JlornH JIOTMH Ana NOAKNOYEHNA K LEHTPY cepTuduKaumm. MoxKeT coaepraTb
ot 1 0o 256 cmmBONOB

MNaponb Maponb Ana NOAKNOYEHMA K UEHTpY cepTudukaumm. MoxeT

coaepatb OoT 1 40 256 cmumBONOB

4.1.5. CcblnKa Ha npunoxkeHne «Aspopa Lentp» ana OC Android

BHUMAHMWE! Ccbinka ans ckaumBaHusa npunoxkeHusa «Aspopa LleHTp» 3amaeTcs B
KOHOUIypaumoHHOM daine 1M A0CTynHa TOMbKO ANA YCTPOMCTB, OYHKUMOHMUPYIOLWMX Ha
OC Android.

[lna oTobparkeHmA cCcbiNKM HeobxoaMmo B CTpoKe «Ccbl/iKa Ha NpuaoxKeHue ABpopa
LeHTp ona OC Android» HaskaTb 3Hayok (¥ (cm. PucyHok 191 [5]).

Mpu owmnbke nonyyeHUs AaHHbIX HEODXOAMMO HaxKaTb Ha KHOMKY «OOHOBUTHY
(PucyHokK 214).
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ga MYNbTUTEHAHT MOHUTOPUHI YMNPABNEHWE AOMUHUCTPUPOBAHUWE @ Hatanua WMeasosa (i.ivanova...

YYETHBIE 3ANUCH HACTPOWKM OPT. CTPYKTYPA BEPCHM OC

» HaagsaHue CocrosaHue Kem nameHeHo MameneHo
» Cepeep LDAP He HacTpoeHo
» Cepewvc yeegomnenuii Aspopa https://ocs-int.ompcloud.ru
» LleHTpel cepTudukanmm He HacTpoeHo

» Ccoinka Ha npunoxedue Aepopa Lentp gna OC Android

(O Owmbka NoNYMEHUA AaHHBIX OBHOBUTL

TeppuTopum He HacTpoeHo

PucyHok 214
4.1.6. Tepputopumn

TeppuTOpPUM MCNONB3YHOTCA ANA OPaANH-CLEHapMEB C CODObITUAMMN «HaxoxaeHne Ha
TeppUTOPUAX,  ONpeaensieMblx  KoopauHaTamu»/«HaxowaeHwe BHe  TeppuTopum,
onpeaenieMon KoopamHaTamm». TeppuUTopma MOXKET COAEP!KaTb OAMH UAM HECKONbKO
YeTblpexyroabHbIX MOJIMTOHOB, HAHECEHHbIX Ha KapTYy.

B packpblBalowenca cTpoke «TeppuTopum» MpuM  HaxaTMM Ha  3Hauok P
(cm. PucyHok 191 [6]) oTobparkaeTca cnncok Tepputopuii (PrucyHok 215 [2]).

Ecamn noTpebyeTca NpoCMOTPETL TEPPUTOPMIO HA KapTe, HEOHXOAMMO Ha¥KaTb Ha ero
Ha3BaHue.

ga MYNBTUTEHAHT MOHWUTOPUHI YMNPABNEHWE AOMWHWUCTPMPOBAHWE ® HaTanwua Veaxoea (Livanova...

YHYETHBIE 3ATTMCH HACTPOMKM OPI. CTPYKTYPA BEPCHUI OC

¥ HasgaHwe Coctoadne Kem mameHeHo ViamMeHeHo
b Cepeuc yBeaoMneHuid Aspopa https://ocs-int.ompcloud.ru
» LleHTpnl cepTudukamm 11 unTerpaumia

» Ccoinka Ha npunoxenue Aspopa LenTp ana OC Android

~ TeppuTopuun 21 Tepputopma
I + OOBABWUTb TEPPUTOPHIO I_ 1

Nebenes

Camapa I 2

ga-BblEECTH cexyHaa (5bd016)

PucyHok 215

[Ona nobaBneHns TeppmuTopumn HeOOXOAMMO BbIMONAHUTL CAeAyoLMe AeNCTBUA:

— HaKaTb KHOMKy «/106aBuUTb Tepputoputo» (cm. PucyHok 215 [1]);

— B 0oTOOpasMBLIEMCA OKHe HeobxoAMMO BBECTW Ha3BaHME TEepPUTOpUM B none
«Ha3BaHume» (PucyHok 216 [1]). NMone obazaTenbHO A1A 3aN0SHEHUSA M MOMKET COAEPHKaTb
oT 1 0o 256 cMmBO/IOB;
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— 006aBnTb 1 MAM HECKONBKO NOJIMTOHOB Ha TEPPUTOPUM, BbIMOSHUB CAeaytoLine
NENCTBUA:
e BbiOpaTb OOBEKT Ha KapTe;
e HaxaTtb kHonky I3 «1o6asuTb noauron» (PucyHok 216 [3]);
® VyKas3aTb Ha KapTe 4 BepwuHbl nonaurmHa (PucyHok 216 [2]). C nomolbto
nepemelleHnsa BepPLUMH NONUTOHA BO3MOXKHO MEHATb ero Gopmy. Y NOAMroHa He MOXKeT
ObITb HyneBoM naouwaan. Pebpa oAHOro NOAMIoOHa He AO/IXKHbI NepecekaTb APYr Apyra.
TeppuUTOpUA AONKHA COAEPKATb XOTSA Obl OAMH NOAUTOH.
MPUMEYAHME. BoamoxxHo agobasneHme Ao 50 NOAMIOHOB Ha TeppuTopuu;
— Npu HeobxoAMMOCTM AOCTYNHO yAaneHue MOAMIOHOB, BblAENEHHbIX Ha KapTe.
1719 3TOr0 HEOBXOAMMO HaKaTb Ha 3Ha4OK B «Y4a/UTb NOUTOH» W BbIGPaTb HEOBXOAMMbIN
nonnroH (PucyHok 216 [4]);
— nocne BBOAA AaHHbIX HeobxoAMMO MNOATBEPAWUTb NMDO OTMEHUTb AeNcTBME
(PncyHok 216 [5]).

HoBasa Tepputopus

Toprosble psabl =

I
I
al

14 = 258 . 23

OTMEHA el 1%11.) l— 5

PucyHok 216

B pe3ynbTaTe yCcnewHoOro coxpaHeHuA AaHHbIX, TeppuTopua byaet aAobasneHa B
MO n byaeT AocTynHa Npu co3gaHnmn odnaH-cueHapmes ¢ cobbITUAMKN «HaxoxaeHne Ha
TeppUTOPUAX, OnpelensieMbix  KoopAuMHaTaMm»/«HaxoxaeHue BHe  Tepputopuu,
onpeaenaeMmomn KoopaAnHaTaMm».
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4.2. Moppazaen «Opr.cTpyKTypa»

MNoapasgen «Opr.cTpykTypa» KoHconu agmuHuctpatopa (1Y npeaHasHayvyeH And
NPOCMOTPA, OPraHM3aLUMOHHOW CTPYKTYPbl KOMMAHWUKM, a TaKXKe MNOJAyYeHMA AaHHbIX C
cepBepa LDAP, ¢ KoTopbiM YycTaHOBAeHO coeauHeHue (nn.4.1.4.3), a npu OTCYyTCTBUM
nobaBneHHbIX AaHHbIX OTobparkaeTca coobuweHne «HeT aaHHbIX». 3ano/HeHue
noapasaena AaHHbIMW NMPOMU3BOAMTCS C NOMOLLbD MMnopTa M3 Active Directory (LDAP)
Hanpamyto, ecau MY nHTerpmposaHa ¢ AD opranmsaumn (nn. 4.1.4.3).

[nsa nepexoda B noApasaen HeobxoAMMO B BEPXHEW MaHenn BblbpaTb pa3aen
«AOMWHUCTPMpPOBaHMe», noapasgen «Opr.cTpykTypa». B pesynbTaTe oT0b6pasnTca
OCHOBHasA WHPOPMALMA O MNONb30BaTeNAX (COTPYAHMKAx) WM O nNoApa3aeNeHMnax
No/b30BaTeNen B creaytolmx ctonbuax:

— «[Mopapaspenenmne/Monb3osatens» - HasBaHue rpynnbl am ©.1.0. (npu Hannumnn)
noab3oBaTens, npeacrasaatollee coboM aKTUBHYHK CCbIIKY, MPW Ha)KaTWMM Ha KOTOPYHO
OTKPOETCA KapTOYKa rpynmnbl AK NO/b30BaTeNA;

— «Twvn» - 3HAYOK TUNa rpynnbl N0Nb30BaTeNEN UM NOb30BaTeNA. [1pn HaBeaeHMN
Kypcopa NoABAAETCA BCMN/bIBAOLLAA NOACKA3Ka C HAa3BaHMEM TUN3;

— «Email» - paboyan aneKkTpoHHaa Nno4yTa Nonb3osatend. [na rpynn noab3oBaTenemn
B 3TOM cTONOUE NHPOPMALMA OTCYTCTBYET;

— «TenedpoH» - paboumin TenedoH nonb3osatena. [Ana rpynn nonb3osaTenen B 3TOM
ctonbue nHdopmaums oTCyTCTBYET.

[ns npocMoTpa OPraHM3aLUMOHHOM CTPYKTYPbl KOMMAHWMM HEeobXoAMMO HaxKaTb
3Hayok P B cTpoke ¢ noapasgeneHvem. B pesynbTaTe pacKpoeTCA BAOMEHHbIN CMMCOK
(PucyHok 217) nnbo npu ero oTcyTCTBUM 0TOBPa3nTCca «HeT 4OUYEePHUX 21EMEHTOBY.

ga MYNbTUTEHAHT MOHWUTOPUHI YTMPABINEHUE AOMWUHUCTPUPOBAHME @ HaTtanwa Meanoea (i.ivanova...
YYETHBIE 3AMKUCH HACTPOMKM OPI. CTPYKTYPA BEPCWMKX OC
v TestStaticUser = — —
» TestName = — —
VPN NGate Test VPN_NGate@omp.ru —
LName FName test.test@omptest.local —
PucyHok 217
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5. COOBbLWEHNA Ob OWWNBKAX U OTPAHNYEHWA

5.1. CoobuweHus ob owwmnbkax

B xone paboTbl ¢ KOMnNoHeHTaMK 1Y Noab30BaTENSM MOTYT BblAaBaTbCcA cooblleHMa 06 owmnbkax, npueeaeHHble B Tabauue
(Tabnunua 49).

Tabnnua 49
Ne o "
n/n OwnbKa/TeKcT owmnbKku B nHTEpdeice [enctemAa anAa ycTpaHeHus
1 |Mpownsowna owmnbka. CoobumTe 0 HEN CUCTEMHOMY HeobxoanMmo obpaTUTbCs K CUCTEMHOMY aAMUHUCTPATOPY
aAMUHUCTPATOPY UAM CMOTPUTE NOAPODOHOCTM B N0rax Ha
cepsepe
2 |HeT cBa3u c cepBepom. [onpobyinTe NoBTOPUTL MNOMNbITKY |Heobxoanmmo obpaTtmuTbCs K CUCTEMHOMY aAMUHUCTPATORY,
nose aamuHucTpatopy LDAP nam noBTOPMUTL MOMbITKY NO3XKe
3 |He HanaeHo MonbiTKa 0bpalLeHMA K HECYLLECTBYIOLLEMY 3/1EMEHTY YNpaBAeHMUA.
Heobxoanmmo 0O6HOBUTL CTPAHMULY
4 |[docTyn 3anpeLleH Heobxoanmo 0bpatntbcs K ADMUHUCTPATOPY YYETHbLIX 3anmcen ana
Ha3HayYeHMA Npa.. Y y4eTHOM 3aNnCK NONb30BaTENA HET
HeobXoAMMbIX NPaB AOCTYNa ANA NPOCMOTPA BblI6paHHOM CTPaHMUb
5 NcTekno Bpema AencTBmAa aktueHom ceccnmn. ObHoBUTE ABTOPM30BaHHAA ceccua 3aBeplieHa. Heobxoanmo oH6HOBUTL
CTpaHuLy CTpaHuLUy bpaysepa
6 |WcTek cpok aencTema 3arpyxeHHoro Bammn QR-koaa. 3arpykeH JSON-dalin c cTekwem cpoKom AencTBUA (expiredAt).
3arpysuTe Apyrom nam CreHepmpymTe HOBbIN Heobxoaynmo 3arpy3nTb JSON-dain ¢ akTyanbHbIM COOKOM AENCTBUA
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Ne o o
o/ OwwnbKa/TeKcT owmbKu B HTEPdEice [encTsuna gnAa ycTpaHeHumA
7 |Mpownsowna owmnbKa Ha cTopoHe cepsepa. Coobuwmte 0 Heobxoammo obpaTUTbCsa K CUCTEMHOMY aAMUHUCTPATOPY
HeM CUCTEMHOMY aAMUHUCTPATOPY MAN CMOTPUTE
noApobHOCTM B /I0Tax Ha cepBepe
8 |He ymanocbk cuntaTbh AaHHble 13 JSON. MNonpobyinTe 3arpy3Kka HekoppekTHoro JSON-dpanna. Heobxoanmo noBepuThb
apyroi JSON ¢ann nav ncnpasbTe 3T0T KOPPEKTHOCTb 3arpyxaemoro ¢arna
9 |He BbIbpaHO HM OAHOrO YCTPOMCTBA ANA aKTUBAL MM Mpw reHepauymm QR-Koaa Ans rpynnbl yCTPOMCTB BbibpaHa nycrtan
rpynna. Heobxoammo BbibpaTh rpynny, coaepatlyto xota bl 1
YCTPOWMCTBO
10 |3arpy»xeH JSON-pann c napameTpamu akTMBaL MK, Heobxoanmo ceeputb napameTpbl JSSON-panna c KoHPUrypaumen.
OT/IMYHbBIMM OT NAPAMETPOB TEKYLLEN KOHDUTYpaLmMm [laHHaA owmnbKa BO3HNKAET NPM HECOOTBETCTBUM KOHPUTYpaLLIMK
CMCTEMbI OAHOMY M3 3HAYEHMUN:
— accountDomain;
— gatewayURTI,
— clientID
11 |YcTtpouncTso ¢ Takum MAC WLAN yrKe ecTb B cucTeMe Heobxoanmmo NpoBepmnTb KOPPEKTHOCTb 3aNOHEHHbIX AAHHbIX B
CSV-daiine
12 |YcTtpouncTso c Takum IMEI yxke ecTb B cucteme HeobxoanMmo NpoBepmnTb KOPPEKTHOCTb 3aMNOJ/IHEHHbIX AAHHbIX B
CSV-¢panne
13 |[JaHHoe ycTponcTBO HbIN0 YA3NEHO U3 CUCTEMDI Heobxoammo 0bpatmnTbCs K aAMUHUCTPATOPY
14 |Henb3da yaanute rpynny, cosgaHHyto B Active Directory HeBO3MOXXHO yaannTb rpynny, co3gaHHyto B Active Directory
15 |Henb3a yoanuTb HeNycTyro rpynny [MonbITKa yAanuTb rpynny ¢ Ha3Ha4YeHHbIMM YCTPOMCTBAMM UK

nosnb3oBaTensimu. HeobxoaAMMOo UCKAOUYNTb BCE A04EPHME INEMEHTbI
13 rpynnbl, 3aTeM NPOU3BECTU yaaneHme
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Ne o "
o/ OwwnbKa/TeKcT owmbKu B HTEPdEice [encTsuna gnAa ycTpaHeHumA
16 [B JSON-daiine He yKasaH ID akTmBaumm (enrollmentID) |3arpy*keH HEKOPPEKTHO 3aN0AHEHHbIN Gain akTMBaLUMN.
Heobxoammo 3arpy3nTb Gpan ¢ KOPPEKTHbIM enrollmentID
17 [B JSON-daiine He yKasaH Naposb (password) 3arpy*KeH HEKOPPEKTHO 3aN0HEHHbIN Gain akTMBaLUMK.
Heobxoaynmo 3arpy3unTb Gpalin ¢ KOPPEKTHLIM NapoaeMm
18 |B JSON-dalne He yKasaH agpec akTMBauum (gatewayURI) |3arpyKeH HEKOPPEKTHO 3aMO/IHEHHbIM Galii aKTUBALUN.
Heobxoaynmo 3arpy3mnTb Gpalii C KOPPEKTHLIM aZpecom cepBepa
aKTMBaUMM
19 |B JSON-daline He yKa3zaH CPOK UCTeYeHUs (expiredAt) 3arpy*KeH HEKOPPEKTHO 3aN0HEHHbIM Galn akTMBaUMK.
Heobxoamnmmo 3arpy3nTb Gana ¢ akTyaNbHbIM COOKOM AENCTBUSA
20 |[duHammyeckasn rpynna c TaKMMKU YCIOBUAMM YiKe [MonbITKa CO34aHMUA AMHAMMUYECKOW FPYNMbl C aHANOTUYHbBIMM
CYLLLECTBYET B CUCTEME YyCNOBMAMM
21 |MmnopT yxe 3anyuleH. JoxXanTecb OKOHYaHMA npouecca |[oBTOpHaA NOMNbITKA 3anycka nmnopTa 13 LDAP npu paHee
3anyleHHoM nmnopTe. HeobxoanMmo 00K AaTbCA 3aBepLleHmsa
BbIMO/IHEHWNA MMMOPTA
22 |He yaanock co3aatb obnanH-cueHapuit. BbizoB no atomy |lonbiTKa cO34aHMA CLUEHAPMA C CYLLECTBYOULMM CODbITUEM.
CobObITUIO yXKe cyllecTByeT Heobxoanmo ncnonb3oBaTb MMEROLWMIACA cLeHapuii Inbo BbIbpaTb
apyroe cobbiTne
23 |He yaanocb co3aatb opnanH-cueHapuin. Coobuinte ob MonbITKa CO34aHNA CUeHapUA C HEBAANAHBIMKW NapamMeTpamMmMm.
3TOM owWKnbKe agMUHNCTPATOPY Heobxoanmo 0b6paTUTbCa K aAMUHUCTPATOPY
24 |KopnopaTuBHbIM WabaoH yKe co3aaH MpeaycmoTpeHa BO3MOXKHOCTb CO34aHMA TONbKO 1 KOpnopaTUBHOIO

WwabnoHa. HeobxoaMMO MCNoNb30BaTb Wab/oOH, MMetoLWnics B
cucteme
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Ne o "
o/ OwwnbKa/TeKcT owmbKu B HTEPdEice [encTsuna gnAa ycTpaHeHumA
25 |lNonb3oBaTesnb C YKa3aHHbIM Email yxe cyuiectsyet [MonbITKa co34aTb NONb30BATENA C CyLlecTBYOWMM Email.
HeobxoanMmo NpoBepnTb KOPPEKTHOCTb 3aN0/IHEHWA NoaAa «[1oyTa
paboyan»
26 |pynna c TaKMM MMEHEM YXKe CyLLLEeCTBYET B CMCTEME MonbITKa co3aaTb rpynny YCTPOMCTB C CYLLECTBYOLIMM
HaMMeHoBaHMeM. HeobXoaAMMO M3MEHUTb 3HAYEHME B NOJIE
«HanmeHoBaHue»
27 |He ynanock co3aatb odnanH-cueHapuit. Mapa OdnarH-cLueHapui1 ¢ 3aaHHbIMM COBLITMEM U pPeaKLnei
cobbITe/peakuma yxe cylecTsyeT CYLLLECTBYHOT B cucTeMe. HeobxoAnMMO yaanuTb CyLLECTBY LM
CUeHapuii nepe co3gaHMem HOBOro MO0 MCNOAb30BaTb
CYLLECTBYOLWMI
28 |PepakTnpoBaHWe AMHAMMYECKMX FPynn He aonyckaeTca  |[MHamuyecKkas rpynna He noanexkmT peaakTUpPOoBaHUIO
29 |MpoBepbTe KOPPEKTHOCTb 3aNOAHEHMA MNPABMA Heobxoaymo NpoBepuTb KOPPEKTHOCTb 3aNOJHEHNA NPABUA
30 |lMoAnTMKa C TaKUM MMEHEM YKe CYLLECTBYET B CMCTEME [MonbITKa co34aTb MOAUTUKY C CYLLECTBYHOLLMM HAaMMEHOBAHMEM.
HeobxoaMMo M3MeHUTb 3HaYeHMe B No1e «HanmeHoBaHMe»
31 |MpoBepbTe KOPPEKTHOCTb 3aMOIHEHWNA HAa3BaHMA MonbITKa co34aTb MNOJIUTUKY C MYCTbIM HAMMEHOBAHMEM.
NONUTUKM HeobxoanMmo 3anoNHUTbL none «HaumeHoBaHMe»
32 |Owwnbka npu pasbope panna. Yoeamtecs, 4To BbibpaH Heobxoanmmo NpoBepmnTb KOPPEKTHOCTb 3aNOHEHHbIX AAHHbIX B
HYXHbI Gann CSV-¢panne
33 |HeKkoppeKTHana cTpyKkTypa darna. MNposepbTe dain Ha Heobxoammo cBepuTb 3anonHeHHbI CSV-daiin ¢ ycTaHOBAEHHbIM
COOTBETCTBME WaboHY wabaoHom
34 | ®ain He coaepKUT AaHHbIX. YoeamTech, 4To BbIOpaH Heobxoanmo 3arpy3ntb CSV-daln ¢ 3anoNHEHHbIMM AaHHbIMU
HYXHbI dain
35 |HeKoppeKTHaa moaenb yCTPOMCTBA HeobxoanMmo NnpoBepmnTb KOPPEKTHOCTb 3aNO/IHEHHbIX AAHHbIX B

CSV-daiine
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:I/('; OwwnbKa/TeKcT owmbKu B HTEPdEice [encTsuna gnAa ycTpaHeHumA

36 |HeKOppeKTHbIN CTaTyC YCTPOMCTBA B CUCTEME Heobxoanmmo obpaTnTbCa K agMUHUCTPATOPY

37 |Heypanocb co3gate QR-KoAapl HeobxoaMmo NOBTOPUTL NOMbITKY MO3XKe UK
00pPaTUTLCA K CUCTEMHOMY aAMUHUCTPATOPY

38 |YaaneHHble yCTPOMCTBA NPMBA3ATb K rpynne He yaanock  |[onoAHUTENbHO He NpeayCMOTPEHO BbIMOIHEHME KaKMX-1nMbo
NencTBuin. Bce yCTPOMCTBA KPOME apXMBHbIX YCNELIHO NPMBA3aANCh K
rpynne

39 |HTTP ERROR 400 Heobxoammo o4ncTuTb Kall 1 cookies Beb-bpay3epa n NOBTOPUTL
3anpoc. B cayvae nosTopeHma olWnbKM cneayet obpaTnTbCa K
aAMUHNCTPaTOpPYy

40 |MHTerpaums c UeHTPOM cepTudUKaLUMM yKe cyllecTByeT  |HeobxoamMmo MCNoNb30BaTh CYLLECTBYHOLLYHO MHTErPaLIMIO C LEHTPOM
cepTUdUKaumMm nnnm nobaBnUTb HOBYHO C APYTMM LEHTPOM
cepTUPMKaLmm

41 |HasBaHue nycto uam bonblue 256 cumBonos Heobxoammo BBeCTM Ha3BaHMe, cogeprallee oT 1 4o 256 cMMBONOB

42 |Mposepka popmaTta URL He nporaeHa Heobxoammo BBECTM 3NEKTPOHHbIN aapec B popmaTte URL.
Hanpumep: https://www.omp.ru/

43 |Henopaep:kmBaembli TUN cepBepa Heobxoamnmo yKkaszaTb Tun cepeepa Microsoft Active Directory
Certificate Services (AD CS), T.K.
ABpopa LUeHTp noaaepKmBaeT MHTErpaumio C LeHTpamm
cepTUPUKALMN, MUMEIOLLIMM AaHHbIN TUN cepBepa

44 | NorunH nycT nnmn 6onblie 256 cMMBONOB Heobxoammo BBECTM NOMMH, coaepKawmii ot 1 4o 256 cumBONOB

45 |MNaponb nycTo uam bonblue 256 cumBonos Heobxoammo BBECTM Naposb, coaepatimin ot 1 ao 256 cumBoioB

46 |OwmnbKa npm 06paboTKe NONYYEHHbIX AaHHbIX Heobxoanmo 0b6paTUTbCA K CUCTEMHOMY aiMUHUCTPATORY,

aamuHucTpatopy LDAP nam noBTOPUTL NOMbITKY NO34Hee
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Ne o o
o/ OwwnbKa/TeKcT owmbKu B HTEPdEice [encTsuna gnAa ycTpaHeHumA
47 |He yaanocb yaannTb HAaCTPOMKM MHTErpaLmm HeobxoanMmo 0OHOBUTbL CTPAHMLLY M MOBTOPUTb NOMbITKY UM
00pPaTUTLCA K CUCTEMHOMY aAMUHUCTPATOPY
48 |OwmnbKa coxpaHeHMA HACTPOEK MHTErpaLmm HeobxoanMmo obpaTUTbCA K CUCTEMHOMY aAMUHUCTPATOPY,
agMuHuctpaTopy LDAP namn noBTOPUTL NOMNbITKY NO34Hee
49 |MNoakntoveHne HeaoCTyNHO Heobxoamnmo HaxkaTtb «[oapobHee», YyToObl NOCMOTPETH NO/HbIN
TekcT owmnbkm (nn. 4.1.4.3.1). O6paTUTbCA K CUCTEMHOMY
aAMUMHUCTPaTopy, agMmmnHuctpatopy LDAP nan noBToOpuUTb NOMNbITKY
nosagHee
50 |[docTyn 3anpeueH Y y4eTHOM 3anmncK NoNb30BaTeNA OTCYTCTBYHOT NpaBa A0CTyNa,
Tpebyemble ANA NPOCMOTPA BbIOpPaHHOW CTpaHKMLbl. [ HazHadYeHuA
npaB HeE0bXoAMMO 0OPaATUTLCA K AAMUHNUCTPATOPY YYETHbIX 3aNnCeit
51 |3arpykeH nycton CSV dann Heobxoammo 3arpy3ntb CSV-daiin ¢ 3anoNHEHHbIMW AaHHbIMM
52 |YKa3aHHble AaHHble He MPOLLIN NPOBEPKY. YKa3aHHble JaHHble He NPOoLWAK NpoBepKy. Heobxoammo
CKOppeKTUpynTe AaHHble nepe oTNpaBKoM CKOPPEKTUPOBATbL AaHHble Nepe OTNPaBKOM
53 |OwmnbkKa BannaaLmMm 3aroqoBKa. YKasaHbl HEKOpPpeKTHble |Heobxoammo npoBepmnTb KOPPEKTHOCTb 3aMOIHEHMA 3ar0/10BKa
Ha3BaHMA KOMOHOK. [TpaBW/ibHble Ha3BaHWA KOJTOHOK CSV-¢dainna ana nmnopTa
HeobxoaAMMOo B3sATb 13 WabsioHa
54 |OwwnbKa BannaaLUmMm 3aroNoBKa. YKasaHbl He BCe KONOHKK. |Heobxoanmo npoBepmnTb KOPPEKTHOCTL 3aM0/IHEHMA 3aro10BKa
KoanmyecTBo KONOHOK HEOHXOAMMO B3ATb M3 WaboHa CSV-¢daina ana nmnopTa
55 |Owwnbka Banmnaaumm 3aronoBka. HenpasuibHbIM NOPAA0K |Heobxoanmo NpoBepmnTb KOPPEKTHOCTb 3aNO/IHEHWA 3aroN0BKa
KONOHOK. MpaBunAbHbIN NOPALOK KOOHOK HeE0bXoAMMO CSV-darna gna umnopTa
B3ATb M3 Wab/0Ha
56 |Owwunbka npu pa3bope darna. Yoeamtech, 4To BbiOpaH Heobxoanmo npoBepuTb KOPPEKTHOCTL BbibpaHHoro CSV-daiina ana

HYYKHbIN Gann

MMMNOPTAa
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o/ OwwnbKa/TeKcT owmbKu B HTEPdEice [encTsuna gnAa ycTpaHeHumA
57 |Owmnbka umnopTa ycTponcTea. Koanmyectso 3HayeHnin 8 |HeobxoaMmMo NpoBepuTb KOPPEKTHOCTb 3aNOHEHHbIX AaHHbIX B CSV-
CTPOKe He paBHO KOIMYECTBY KOIOHOK B 3aro/10BKe. banne
Pasgenntenu 40NXKHbI COOTBETCTBOBATb PA3AeINTENAM
NepBOM CTPOKM
58 |Owwnbka umnopTa. 3arpy>keH nycton CSV dpann. ®amn Heobxoanmo npoBepmnTb KOPPEKTHOCTb 3aNO/THEHHbIX AaHHbIX B CSV-

[OMKEH ObITb 3aM0/IHEH AaHHbIMMU

danne

59 |WLAN MAC yctporctea (WLAN_MAC). OwmnbKa HeobxoanMmo NpoBepUTb KOPPEKTHOCTb 3aMOIHEHHbIX AaHHbIX B CSV-
Ba/IMAALUMM 3HAYEHMA. PEKOMeHAyeM NPOBEPUTL danne, B yactHoct WLAN_MAC
yKa3aHHoe 3HaveHune Ha cooTBeTcTBne WLAN MAC
YyCTPOMCTBA

60 |IMEIl yctpoictea (IMEI). OwnbKa BannaaLumm 3aHa4eHums. HeobxoanMmo NpoBepPnTb KOPPEKTHOCTb 3aMNOJ/IHEHHbIX AAHHbIX B
PekomeHAyem NpoBepuTb YKazaHHOEe 3Ha4YeHne Ha CSV-daitne, B yactHocth IMEI
cootBeTcTBMe IME| ycTponcTea

61 |KommeHTapuin (COMMENT). Ownbka Banmaaumm Heobxoanmmo NpoBepuTb KOPPEKTHOCTb 3aNO/HEHHbIX AAHHbIX B
3HayeHuA. AnnHa AoaKHa ObiTb 40 512 cumBOIOB CSV-daiine, B yactHoct COMMENT

62 |Owunbka nmnopTa ycTponcTea. 3HaveHune IMEI nan WLAN |Heobxoanmmo npoBepPUTb KOPPEKTHOCTb 3aMOJ/THEHHbIX AAHHbIX B
MAC He cOOTBETCTBYET 3aBeZleHHOMY B Ha3e CSV-¢anne, B yactHoctn IMEI 1 WLAN_MAC

63 |Mogenb yctponctea (MODEL _CODE). Owmnbka Heobxoanmmo NpoBepmnTb KOPPEKTHOCTb 3aNOHEHHbIX AAHHbIX B
Ba/IMAALUMM 3HAYEHMA. YKA3aHHOE 3HaYeHune He CSV-daiine, B yactHoct, MODEL_CODE
COOTBETCTBYET KOAY MOAENN YCTPONCTBA M3 CNPABOYHMKA
YCTPOWNCTB

64 |Tpynna (GROUP). OwnbKa Banuaaumm saHaveHms. JavHa |Heobxoammo npoBepmnTb KOPPEKTHOCTb 3aMOJTHEHHbIX AaHHbIX B

[0/1KHA ObITb OT 3 10 64 CMMBO1OB

CSV-daiine, B yactHoct, GROUP
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Ne o o

o/ OwwnbKa/TeKcT owmbKu B HTEPdEice [encTsuna gnAa ycTpaHeHumA

65 |Owmnbka nomncka ycTponcTea. [ nomcka yCTPOMCTBa HeobxoanMmo NpoBepmnTb KOPPEKTHOCTb 3aNO/IHEHHbIX AAHHbIX B
Heobxoanumo Hanmndme IMEI 1 WLAN_MAC CSV-daiine, 8 yactHoctu, IMEI 1 WLAN_MAC

66 |Pamunana (LAST_NAME). Ownbka Baanaaumm saHadeHuns. |Heobxoammo npoBepuTb KOPPEKTHOCTb 3aMOJHEHHbIX AaHHbIX B
Damnnmna MOXKeT coaepskaTb: a-A é a-z A-AEA-Z - CSV-¢panne, B yactHoctu, LAST _NAME
npoben

67 |OtyectBo (PATRONYMIC). OwmnbKa Bannaaumm aHayeHma. |Heobxoanmo npoBepmnTb KOPPEKTHOCTb 3aMO/THEHHbIX AAHHbIX B
OT4ECTBO MOXET coAepxaTh: a-A & a-zA-AEA-Z-" CSV-daine, B yactHoctn, PATRONYMIC
npoben

68 |3nekTpoHHaa noyta (EMAIL). OwnbKa BannaaLmm Heobxoanmmo NpoBepmnTb KOPPEKTHOCTb 3aNO/HEHHbIX AAHHbIX B
3HaYeHMA. DNEeKTPOHHAA NOYTa COCTOUT U3 2 YacTen CSV-¢anne, B yacTtHocTh, EMAIL
(nornHa nonb3oBaTeENA U AOMEHHOTO MUMEHW CepPBEpa),
paszesieHHbIX CUMBOJIOM «@». [Tpumep:
example@example.ru

69 |dosmkHocTb (JOB TITLE). OwmbKa Bannaaumm 3HadeHma. |Heobxoammo npoBepmnTb KOPPEKTHOCTb 3aMOJ/THEHHbIX AaHHbIX B
JIONHOCTb MOXKET cofepXaTh: a-A é a-z A-A EA-Z - CSV-daiine, B yactHoctu, JOB_TITLE
npoben

70 |Homep TenedonHa (PHONE_NUMBER). Owmnbka Heobxoanmmo NpoBepmnTb KOPPEKTHOCTb 3aNOHEHHbIX AAHHbIX B
BaAMAauUMM 3HaYeHns. Homep tenedoHa A0NKEH CSV-¢anne, B yactHoct, PHONE_NUMBER
COCTOATb M3 UMdpP

71 |Wma (FIRST_NAME). Owmnbka Bannaaumm 3HadeHus. Heobxoanmmo NpoBepmnTb KOPPEKTHOCTb 3aMO/THEHHbIX AAHHbIX B
[OnviHa aonxKHa ObiTb OT 2 A0 64 CMMBOIOB CSV-¢danne, B yactHocTtu, FIRST NAME

72 |®amunus (LAST_NAME). Ownbka Banmaaumm saHaveHmna. |Heobxoammo npoBepmnTb KOPPEKTHOCTb 3aMOJTHEHHbIX AaHHbIX B

OnviHa AonxHa ObiTb OT 2 A0 64 CMMBOIOB

CSV-daitne, B yactHocth, LAST _NAME
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Ne o "
o/ OwwnbKa/TeKcT owmbKu B HTEPdEice [encTsuna gnAa ycTpaHeHumA
73 |OtyectBo (PATRONYMIC). OwmnbKa Bannaaumm saHayeHma. |Heobxoanmo npoBepmnTb KOPPEKTHOCTb 3aMOJ/THEHHbIX AaHHbIX B

[OnviHa gonxKHa ObiTb OT 2 A0 64 CMMBOIOB

CSV-daiine, 8 yactHoctu, PATRONYMIC

74 | DomkHocTb (JOB_TITLE). OwmnbKa Bannaaumm 3HadeHma. |Heobxoammo npoBepmnTb KOPPEKTHOCTb 3aMONIHEHHbIX AaHHbIX B CSV-
OnvHa aonxkHa 6biTb OT 2 40 256 cMMBOOB danne, B yactHocTtu, JOB _TITLE

75 |Homep TenedonHa (PHONE_NUMBER). Ownbka Heobxoammo NpoBepmnTb KOPPEKTHOCTb 3aNO/HEHHbIX AAHHbIX B
BaAMAauUMM 3HaYeHuns. anHa 4onkHa 6biTb oT 2 40 64 CSV-daine, B yactHoct, PHONE_NUMBER
CMMBOJ10B

76 |3nekTpoHHaa noyta (EMAIL). OwnbKa BaanaaLmm Heobxoammo NpoBepmnTb KOPPEKTHOCTb 3aNO/HEHHbIX AaHHbIX B
3HavyeHuA. nnHa AoMKHa 6bITb 0T 1 40 256 cMMBONOB CSV-¢anne, B yacTHocth, EMAIL

77 |Tpynna (GROUP). OwnbKa Banmaaumm aHadyeHma. avHa |Heobxoammo NpoBepmnTb KOPPEKTHOCTb 3aMO/IHEHHbIX AAHHbIX B
[ONXHa ObITb OT 2 A0 64 CMMBOI0B CSV-daine, B yactHoct, GROUP

78 |MAC WLAN. Owwnbka Bannaaumm 3HaveHns. MAC WLAN  |Heobxoammo npoBepuTb KOPPEKTHOCTb 3aMO/IHEHHbIX AAHHbIX B
HeobxoAMMO nepenmncatb M3 NapameTpPoB YCTPONCTBA CSV-¢anne, B yactHoct, MAC WLAN

79 |IMEI. OwnbKa Bannaaumm 3HadeHmna. IMEl Heobxoanumo  |Heobxoammo NpoBepPUTb KOPPEKTHOCTb 3aMOJ/THEHHbIX AAHHbIX B
nepenmcaTb M3 NapamMeTPOB YCTPOMCTBA CSV-daiine, B yactHocTH, IMEI

80 |Owwnbka umnopTa. Pain coaepKMUT TONbKO 3aro/10BOK. Heobxoanmmo NpoBepmnTb KOPPEKTHOCTb 3aNOHEHHbIX AAHHbIX B
®ann ponkeH bbITb 3aNONHEH AAHHbIMM CSV-¢panne

81 |Owunbka mnopTta nonb3osatens. [Nonb3osaTenb NoaydeH |HeobxoanMmo NPoBEPUTb KOPPEKTHOCTb 3aMO/THEHHbIX AaHHbIX O
n3 LDAP, nsmeHeHue ero AaHHbIX He4OCTYyNHO. A nons3osatene B CSV-dpaine
NPOAO/IKEHNA MMNOPTA YAaNUTe AAHHYIO CTPOKY 13
danna

82 |Ctpaterma (STRATEGY). Owmnbka Bannaaumm 3Ha4eHus. Heobxoanmmo NpoBepmnTb KOPPEKTHOCTb 3aNOHEHHbIX AAHHbIX B

Tun ponskeH 6b1Tb SKIP an REPLACE

CSV-daiine
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5.2. OwunbKkn nmnopTa

5.2.1. OwwunbKM nmnopTa yCTPOMNCTB

MimnopT ycTporctB n3 CSV-daitna moxKeT NpoxoamnTs C OlMbKaMu, onmucaHmne KoTopbix NnpueeaeHo B Tabanue (Tabaunua 50).

Tabnunua 50
Ne
n/n TeKcT oWwmnbKm [elcTBne ona ycTpaHeHMs ownbKu
1 Mogaenb yctporictea (MODEL CODE). OwmnbKa Banngaumm sHa4eHma. YKkazaHHoe YKa3aTb KOPPEKTHOEe 3HayYeHne
3HaYeHMe He COOTBETCTBYET Ha3BaHMIO MOAENN YCTPOMCTBA B cucTeme. O3HAaKOMUTLCA C
KOPPEKTHbIMWM Ha3BaHMAMKW MOAENEN YCTPONCTB MOXKHO B CNpaBKke 06 MMNOPTE UK B
CMpaBOYHMKE MOAENIeN NPM CO3AaHUM YCTPOMCTBA
2 Mnatpopma (PLATFORM). Owmbka Bannaaumm 3HayeHns. YKasaHHoOe 3Ha4YeHue He YKa3aTb KOPPEeKTHOe 3HavyeHune
COOTBETCTBYET Ha3BaHMIO NAaTGopPMbl B cnucteme. O3HaKOMUTLCA C KOPPEKTHbLIMM
Ha3BaHMAMM NNATGOPM MOXKHO B CMpaBKe 06 MMNopTe MAN B MPea/I0KEHHOM CNIMCKE
nnatdopm Npu co3aaHMmM yCTPOICTBA
3  |Owwnbka NpMBA3KM YCTPOMCTBA K rpynne. YKa3aHHaa B palne rpynna saBaseTca YKa3aTb Apyroe Ha3BaHWe rpynnbl B
AMHAMUYECKOM rpynnon B cucteme. K AMHaMmMyYeckom rpynne Heab3s NpmuBa3biBaTb banne
YCTpoMCTBA. YKaXK1Te Apyroe HasBaHue rpynnbl B parne
4 |Tpynna (GROUP). Owmnbka Banmaaumm 3aHaveHuns. nnHa aonkHa obiTe 0T 2 A0 64 OnvHa gonxKHa 6bITb OT 2 A0 64
CMMBO/10B CMMBO/10B
5 |Owunbka mmnopTa rpynnbl. [pynna ¢ TaKMm Ha3BaHWeM Bblna NOMELLEHA B apXMB. YKa3aTb Apyroe Ha3BaHWe rpynnbl B
BoccTaHOBMTbL €e HEBO3MOKHO, MO3TOMY HEODXOAMMO MCMO/Ib30BaThb APYroe Ha3BaHMe banne
rpynnol
6 |IMEIl Owwnbka Bannaaumm 3HadeHuns. IMEI Heobxoanmo nepenncaTs M3 NapameTpos YKa3aTb KOpPpPeKTHOe 3HavyeHune

YCTPOWCTBA
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N3 CUCTEMbI. YCTPOMCTBO OblNo A0OaBAEHO B rpynny, yKa3aHHyto B panne. Ecam B parine
OTCYTCTBOBaAa rpynna, Tor4aa yCTPOMCTBO HaxoAmMTcA B cucteme 6e3 rpynnbol

PYyKOBOACTBO NoAb30BaTeNa. YacTb 3 _J Mo hAT

Ne

o/ TeKcT oWwmnbKm [elcTBne pna ycTpaHeHMs ownbKu

7 |SN. OwmnbKa Bannaaumm saHavyeHma. SN HeobxoaMmMo nepenncaTtb M3 NapameTpoB YKa3aTb KOPPEKTHOE 3HaYeHne
yCTpOMCTBa

8 |Ethernet MAC. Owunbka Bannaaumm 3HadeHns. Ethernet Heobxoanmo nepenncatb U3 YKa3aTb KOPPEKTHOE 3HaYeHMe
NapaMeTpOoB YCTPOMCTBA

9 |WLAN MAC. Owwnbka Bannaaumm 3HaveHns. WLAN MAC Heobxoammo nepenmcaTb 3 YKa3aTb KOPPEKTHOEe 3HayYeHne
MapameTpoB YCTPOMNCTBA

10 |OwmnbKa MMnopTa YCTPOMCTBA. YCTPOMCTBO C TAKUM MAEHTUOUKATOPOM OblN0 NOMELLEHO B |HANTM yCTPOMCTBO B apXMBE U
apxunB. HeobxoaAMMO HaTK ero B apx1MBe 1 BOCCTAHOBUTb BOCCTAHOBUTb

11 |OwmnbKa MmnopTa YCTPONCTBA. B cMcteme HalaeHO yCTPOMCTBO NO O4HOMY M3 HalnTn yCcTpPOMCTBO B CUCTEME U
NAEHTUOUKATOPOB, HO ApyrMe AeHTUPUKATOPbLI He COBNAAAoT. HalnamnTe yCTPOMCTBO B NPOBEPUTb Ha COOTBETCTBUE
cMCTeMe M NpoBepbTe yKa3aHHble B Galine AaHHble Ha COOTBETCTBME YKa3aHHbIX B panne AaHHbIX

12 |OwmnbKa BanmaaLmm cTpokm. Cuctema He CMOTAa Pacno3HaTb COAEPHKNUMOE CTPOKM. [MpoBEPUTb KOPPEKTHOCTb
MpoBepbTe KOPPEKTHOCTb 3aMNOIHEHMA AAHHbIX, BOCMNO/1b30BaABLLMCb PEKOMEHAAUMAMM B |3aNONAHEHNS AaHHbIX (Nn. 2.2.3.1,
cnpaske 06 umnopTe nn. 2.3.3.1)

13 |OwmnbKa umnopTa. 3arpykeH nyctont CSV dann. ®ann aonxkeH 6bITb 3aN0NHEH AaHHbIMM  [3aN0AHUTL Galn AaHHbIMK

14 |OwmnbKa nmnopTa yCTPONCTBA. KONMYECTBO 3HAYEHMIN B CTPOKE HE PAaBHO KOJIMYECTBY Pasgenuntenu 40/ 1KHbI
KONOHOK B 3aro/s10BKe. Pa3aenmten A0NKHbI COOTBETCTBOBATb Pa3AeIMTENSAM NEPBOWA COOTBETCTBOBATb PA3AeMUTENAM
CTPOKM NepBOM CTPOKM

15 |KommeHTtapuit (COMMENT). OwmnbKa Bannaaumm aHadyeHma. AanmHa gonxkHa obitb Ao 512 | AanHa AoMKHA ObiTb A0 512
CMMBO/10B CMMBO/10B

16 |OwmnbKa NpMBA3KKM YCTPOMCTBA K rpynne. YKazaHHaA B CTpaTernm MMNopTa rpynna yaaneHa |YKkasaTb KOPPEKTHYHO rpynny
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PYyKOBOACTBO NoAb30BaTeNa. YacTb 3 l Mo hAT

Ng ~

n/n TeKcT oWwmnbKm [elcTBne pna ycTpaHeHMs ownbKu

17 |OwmnbKa nmnopTa YCTPONCTBA. YKa3aHO CAAMLLIKOM MHOTO MAEHTUPMKATOPOB OAHOro TMNa. |YKa3aTtb He bonee 10
NneHTMOMKATOPOB OAHOrO TMNa A0MKHO ObITh He 6onee 10 naeHTudmnKaTopos B dpanne

18 |OwnbKa MmnopTa yCTPOMCTBA. YKa3aHO CAMLWKOM MHOTO MAEHTUPUKATOPOB OAHOrO TMNa | YKasaTb He bonee 10

N4 CYLLeCTBYOLLEro ycTponcTea. MaeHTMOMKATOPOB OAHOrO TMNa A0XKHO bbiTb He 6onee
10

naeHTndmKaTopos B dpanne

19 |OwmnbKa nMmnopTa YCTPOMCTBA. YKa3zaHbl Aybampyowmecs MaeHTUPUKaTopb! NckntounTb aybampyouime
naeHTMOUKaTopbl M3 Ppanna
20 |[CrpaTerunsa (STRATEGY). Ownbka Banmaaumm aHaveHus. Tun goaxeH obitb SKIP nan YKa3aTb KOPPEKTHOEe 3HayYeHne
REPLACE
5.2.2. OwwunbKM nmnopTa Noab3oBaTeENEN
MmnopT nonb3osatenei ns CSV-panna moxKeT NpoxoamnTb C OWMbKamm, onmcaHme KoTopbix NpueeaeHo B Tabauue (Tabanua 51).
Tabnnua 51
Ne o
n/n TeKcT ownbKm [encteme ona ycTpaHeHus ownbKm
1 |OwnbKa NomncKa yCTPOoMCTBA. YKa3aHHble JaHHble MAEHTUPUKATOPOB HEKOPPEKTHbLI, MO0 | YKa3aTb KOPPEKTHOE 3HAYEHNE UK
MO HMM He yAan0oCb HANTN YCTPOMCTBO N006aBUTb YCTPONCTBO B CUCTEMY, B
C/ly4ae ero oTCyTCTBUM
2 Nmsa (FIRST _NAME). OwmnbKa Banngaumm sHadyeHua. Mims MoskeT cogeprkaTb: a-a € a-z A-A | YKa3aTb KOPPEKTHOE 3HaYeHue
E A-Z-'npoben
3 |®amunusa (LAST_NAME). OwnbKka Banmaaumm saHaveHna. amumnma MoXKeT cofeprkaTb: a-a | YKa3aTb KOPPEKTHOe 3HaYeHune
é a-zA-AEA-Z-"'npoben
4 |OtyectBo (PATRONYMIC). OwmnbKa Banngaumm sHadyeHma. OT4eCTBO MOXKET COAepKaTb: a-a|YKa3aTb KOPPEKTHOE 3HaYeHune

éa-zA-AEA-Z-'npoben
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Ne
n/n

TeKCcT ownbKu

NNAT®OPMA
[encteme ona ycTpaHeHus owmnbKm

5

dnekTpoHHasn noyta (EMAIL). OwnbKa Bannaaumm 3Ha4eHmA. INeKTPOHHAA NoYTa COCTOUT
13 ABYX YacTen (NormHa Nonb30BaTeNA M IOMEHHOIO MMEHU CepBepa), Pa3aenEHHbIX
CMMBONIOM «@». Mpumep: example@example.ru

YKa3aTb KOPPEKTHOE 3Ha4YeEHNE

NonxHocTb (JOB_TITLE). OwnbKa Banmaaumm sHa4eHma. JoNKHOCTb MOXET COAepKaTb: a-
aéa-zA-AEA-Z-npoben

YKa3aTb KOPPEKTHOE 3Ha4YeEHNE

7  |Homep tenedpoHa (PHONE_NUMBER). OwnbKa Banmaaumm aHaveHmns. Homep tenedpoHa YKa3aTb KOPPEKTHOE 3HAYeHMeE
[O/IKEH COCTOATL U3 LMdP

8 |Mmsa (FIRST_NAME). Ownbka Banmaaumm aHavyeHuns. nnHa gonkHa obiTb oT 2 A0 64 OnvHa aokHa 6bITb OT 2 A0 64
CMMBO/10B CMMBO10B

9 | ®amunusa (LAST_NAME). OwmnbKa Banmaaumm saHavyeHma. JamHa aoakHa 6biTb oT 2 o 64 | [AnnHa aoakHa bbiTb OT 2 A0 64
CMMBO/10B CMMBO/10B

10 |O14yecTtBo (PATRONYMIC). Ownbka Banmaaumm sHaveHuns. amHa goakHa obiTb oT 2 40 64 | JAvHa A01KHa ObiTb OT 2 40 64
CMMBO/10B CMMBO/10B

11 |2nekTpoHHasa noyta (EMAIL). Owmnbka Bannaaumm 3HadeHna. AnnHa aonkHa 6bite oT 1 Ao | [anHa aoaKHa ObITb 0T 1 A0 256
256 cMmBOJI0B CMMBOJ10B

12 |donkHocTb (JOB_TITLE). Ownbka Banmaaumm saHaveHus. JamHa AoKHa ObiTb OT 2 A0 256 | ArHa A01XKHa ObiTh OT 2 A0 256
CMMBO/10B CMMBO/10B

13 |Homep tenedpoHa (PHONE_NUMBER). Owmnbka Bannaaumm aHadyeHma. AanmHa gonxHa obits | JanMHa 40NKHA ObiTh OT 2 A0 64
OoT 2 00 64 CMMBO/IOB CMMBO/I0B

14 |F'pynna (GROUP). Owmnbka Bannaaumm saHadeHuna. AanHa gonxHa bbits oT 2 Ao 64 JnviHa aoxKkHa 6bITb OT 2 A0 64
CMMBO/10B CMMBO10B

15 |WLAN MAC. OwnbKa Bannaaumm 3HadeHmna. WLAN MAC Heobxoammo nepenuncatb U3 YKa3aTb KOPpPeKTHOe 3HavyeHune

NapameTpOB YCTPOMCTBA
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Ne

o/ TeKcT oWwmnbKm [elcTBne pna ycTpaHeHMs ownbKu

16 |IMEI. Owmnbka Banmaaumm 3HaveHns. IMElI HeobxoamMmo nepenncaTb M3 NapaMeTpoB YKa3aTb KOPPEKTHOEe 3HayYeHne
yCTpOMCTBa

17 |Ethernet MAC. OwmnbKa Bannaaumm saHavyeHmaA. Ethernet Heobxoammo nepenmcaTb 13 YKa3aTb KOPPEKTHOE 3HaYeHMe
NapaMeTpOoB YCTPOMCTBA

18 |SN. Owmnbka Banmaaumm 3Ha4yeHna. SN HeobxoaAMMo nepenmcaTb U3 NapameTpPOoB YKa3aTb KOPPEKTHOEe 3HayYeHune
yCTpOMCTBa

19 |Owwnbka umnopTa. 3arpyxeH nycton CSV dann. ®ain gonxkeH 6biTb 3aN0AHEH AaHHBbIMK | 3aNOAHUTL Galia AaHHbIMM

20 |Owmnbka umnopTa. Parn coaepKMT TONbKO 3aroNoBok. Pann gonkeH ObiTb 3aN0/IHEH 3anonHUTbL Gann AaHHbIMMK
AAHHbIMM

21 |Owwnbka umnopTa nosb3oBaTens. KoanmyecTso 3HAYEHNI B CTPOKE He PaBHO KOMYECTBY Pasgenntenu 4oMKHbI
KONOHOK B 3aros10BKe. Pasaenmtenn 401 KHbl COOTBETCTBOBATb Pa3AeMTeNam Nepeomn COOTBETCTBOBATb PA3AE/IUTENIAM
CTPOKM NepBOM CTPOKM

22 |Owmnbka umnopTa nonb3osaTens. [onb3osaTtens nonyyeH ns LDAP, nsmeHeHune ero Ona npoaoskeHna nmnopTa
AaHHbIX He4OCTYNHO. [AnA NpoA0 KeEHNA UMNOPTA YAANMUTe AaHHYO CTPOKY M3 dalina HeobXxoAMMO yAaNUTb AaHHYIO

CTPOKY M3 daina
23 [CrpaTernsa (STRATEGY). Ownbka Banmaaumm aHaveHuns. Tun goaxeH obitb SKIP nan YKa3aTb KOPPEKTHOe 3HayYeHune

REPLACE
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5.3. OrpaHunyeHuns

B xoae paboTbl c MY BblAENAOT Cneaytoline orpaHnyeHns, npmeeaeHHble B Tabanue (Tabaumua 52).

Tabnunua 52
Ne
OrpaHu4yeHue PeweHue

n/n

1 |OdnaiH-cueHapmmn moryT oTpaboTaTb HEKOPPEKTHO MpK PekomeHayeTcA Ha3zHayaTb odNamH-cLUEHapUK Nocae
YCKOPEHHOW aKTMBaALMM YCTPONCTBA NPOXOXAEHWNA YCKOPEHHOW aKTMBaLMM

2 |YCTPOWCTBO MOXeET He NoAKMoUMTLCA K (1Y, ecnm nocne ero [Mepe3arpy3nTb yCTPOMCTBO NOBTOPHO M BBECTU NApPO/b
nepesarpyskun He BBECTM Napo/b 415 Pa3bOKMPOBKN B TeveHme
1 1 bonee MUHYTLI

3 |Tpn HazHa4YeHUM NOAUTMKM Ha TPYNNy YCTPOMCTB M3 bonblworo |OnepupoBaTb rpynnamm C TaKMM KOAMYECTBOM YCTPOWCTB,
KonnyecTsa ycTponcTs (6onee 10 TbicAY) BO3MOXKHO NOABAEHME |KOTOPOE MO3BONT HAa3HAYNTb Ha HUX MONUTUKM 33 1 MUHYTY,
B uHTepdence owndbkmn INTERNAL ERROR. Mpu atom camo ONTMMaNbHOE KONMYECTBO 2 ThICAYM YCTPONCTB
Ha3HaYyeHMe NONTUKN BbIMONHUTCA B QOHOBOM PEXKMM

4 |Mpn obHoBNEHMM OC C NOMOLLBK MOAUTUKM YCTPOMCTBO MOXKET |BBECTM Naponb A1A pa3boKMPOBKN M A0KAATHCA YCTAHOBKM
3anpalnBaTb BBOA NAap0aAa AN Pa3bAOKMPOBKM obHoBneHns OC

5 |B npouecce NOBTOPHOM aKTUBALMM YCTPOMCTBO MOXKET — BapwmaHT 1. Heob6x04MMO 3aKOHYUTb MOBTOPHYO

noAKAto4aTeCA K Y n NnoJly4aTb OT HEE KOMAHAbI

aKTMBALMIO YCTPOMCTBA, OTCKaHMpoBaB QR-koa. B pesynbTate
YCTPOMCTBO noaKkatoumTca K MY n 6yaeT noayyatb onepaumm c
HOBbIM TOKEHOM;

— BapwmaHT 2. Heobxoanmo nogoxaatb 1 4ac, He Ha3Ha4as
NONTUKM M He 0TNpPaBnAa push-ysegomneHus. B pesynbtate
Device APl Gateway 6onblue He byaeT cynTaTb TOKEH
Ba/ZIMAHbIM M NPOBEPUT TOKeH B [1b
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OrpaHu4yeHue

PeweHune

BO3MOKHa pacCUHXPOHM3ALMA BPEMEHU CcepBepa m
npunoxKeHns «Aspopa LleHTp», ycTaHOBNIE@HHOro Ha
YCTPOMCTBAX, BCAEACTBME YEro HEKOPPEKTHO paboTatoT
BPEMEHHbIE KOMaHAbl ONEePaTUBHOrO ynpaBaeHus

Heobxoanmmo BOCN0/1b30BaTbCA OAHUM M3 CNOCODOB:

— MepenTn B HACTPOMKM BPEMEHWN M AaTbl YCTPOMCTBA:

® eC/M aBTOMAaTU4YeCcKoe 0OHOBEHNE BPEMEHM BbIKIOYEHO,
Heobxo4MMO BKAOYUTb €0 M Nepesarpy3nTb YCTPOMCTBO;

® eC/in aBTOMaTMyeckoe 0bHOB/IEHNE BPEMEHM BKAKOYEHO,
HeobX0AMMO BbIKAOYMTb M BKIOUYMTb €ro NMOBTOPHO,
nepesarpysnTb YCTPOWUCTBO;

— Ha rpynny yCTpOMCTB AW rpynny Noab30BaTe e, B
KOTOPYH BXOAMUT YCTPOMCTBO, AOMNOIHNTE/IbHO Ha3HAUYUTb
NONTUKY C NPABMIOM, 3aNpPeLLAOLMM N3MEHEHME AATbI U
BPEMEHM Ha YCTPOICTBE;

— BMeCTO BNOKMPOBKM YCTPONCTBA C MOMOLLbIO ONepaTUBHOWN
KOMaHAbl Ha3HAYMTb Ha rPynny YCTPOMCTB MM rpynny
No/Nb30BaTe/NEN, B KOTOPY BXOAMT YCTPOMCTBO, ONAMNH-
cueHapuin ¢ 6IOKMPOBKOM YCTPOIMCTBA MO OTCYTCTBMIO CBA3M C
CeEpPBEPOM Ha MUHMMAIbHOE 3HAYEHNE BPEMEHM

Ecnm npu ckaumBaHMM 0OHOBAEHMA CEPTUPULIMPOBAHHON
Bepcun OC ABpopa NepeKktoUYnTb PEKUM YCTPOMNCTBA (13
peXnmma AGMUHUCTPATOP B pexunm Nonb3oBaTenb Mam
HaobopOoT), CKa4YMBaHME MOXKET NPEepPBaTLCA M, KaK C/IeCTBUE,
obHOBNEHWNE HEe YCTaHOBUTCA

Joxaatbca 3aBeplieHna obHosneHma OC 1 3aTem
NepektoYaTb PEXKNUM YCTPONCTBA
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paboTaTb onepaTUBHOE ynpasaeHne n cepTudmKaTbl ANA
YCTAaHOBKM CoeaMHEHNS C cepBepom MY

Ne
OrpaHu4yeHue PeweHue

n/n

8 |Ecan ycTponcTBo ¢ 06HOBAEHHbBIM NPUAOKEHNEM «ABPOPaA HeobxoanMmMo BbINONHUTbL CAeaytolime AeNCTBUA:

LleHTp» 6bIN10 aKTUBMPOBAHO B TEHAHTE, CO34aHHOM W3 1. AKTMBMPOBATb YCTPOMCTBO B AePONTHOM TEHAHTE;
nedonTHOro, a 3aTem OYMLLEHO, TO A5 €r0 MOBTOPHOM 2. Ha3HauuTb Ha yCTpOMCTBA NOANTUKY C OBHOBAEHMEM
aKTMBALMWN B TeHaHTe HeO0HXOAMMO OOHOBUTH npunoxeHma «Aspopa LeHTpy;

npunoxeHue «Aspopa LleHTp» Yyepe3 NOANTUKY B AePONTHOM 3. Tocne ycTaHOBKM OOHOBAEHMA NPUIOKEHNA aKTUBMPOBATL
TEHaHTe YCTPOWMCTBO B TEHAHTE, CO34aHHOM M3 AedONTHOrO

9  |Mpwn HasHavyeHUn obnanH-cLeHapmeB ¢ cObbITMAMM «BHE 30HbI | PEKOMeHAYeTCs A0XKAATbCA BbINOJIHEHUS BCEX HAa3HAYEHHbIX
nenctena WLAN» n «HaxoxkaeHune 8 30He WLAN» Ha bonbwoe  |onepaumii (TOAUTMK, onepaTUBHbIX KOMaHA, 1 0dNanH-
KonmyectBo ycTpomcte ¢ OC ABpopa MoryT 6bITb 3a4ePHKKM BO cueHapwues). lNpobnema byaeT ycTpaHeHa B CaeayoLmMxX
BPEMEHM NPU BbIMOJAHEHMMN HA YCTPOMCTBAX Ha3HAYeHHbIX pennsax MMNo
onepaunin (NOANTUK, ONepaTUBHbIX KOMAHA M opaaliH-
cueHapmes)

10 |YcTpomcTteo Mashtab TrustPhone T1 byaeTt umeTsb cTaTyc «He HeobxoaMMOo BbINONHUTbL Ceaytoline AenCcTBUA:

COOTBETCTBYET MNOJIUTUKEY, €CN Ha HEro Ha3HAYeHOo NPaBUao 1. BKAOUYNTb MUKPOGDOH M Kamepy C MOMOLLbK KHOMKM Ha
«Mcnonb3oBaHMe Kamepbl — PaspelleHo» nan «Mcnonb3oBaHne |Kopnyce;
MWKpodOHa — PaspelleHo», HO NPM 3TOM NONb30BaTENb 2. Mony4nTb COCTOAHME YCTPOMCTBA C MOMOLLbIO
BPYYHYHO OTKAOUMA Kamepy M MUKPOPOH C MOMOLLLbIO KHOMKM Ha |0nepaTUBHOM KOMaHAbl MW 40K AATbCA CAeayoWero
Kopnyce yCTPOMNCTB B3aMMOAENCTBMA YCTPOMCTBA C cepBepom 1Y

11 |Mpn n3MmeHeHnn BpeMeHM Ha YCTPOMCTBAX MOTYT HEKOPPEKTHO | [na nsbexkaHna npobnem B paboTe onepaTMBHOro

ynpaBieHma n cepTMPUKaToB ANA YCTAHOBKN COEANHEHMA C
cepsepom [1Y pekomeHayeTca Ha3HaYMTb Ha YCTPOMCTBA
NOINTUKY C NPaBMAOM «YNpaBaeHNe AaTOM M BDEMEHEM —
3anpeLeHo»
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PykoBoACTBO nosib3osatena. Yactb 3 _J MJIATDOPMA
Ne
n/n OrpaHuyeHue PeweHue
12 |B OC Android npu npeaenbHoM 3arpy3ke onepatmBHom namatu  |Heobxoammo BbINOAHUTL Caeaytoume AenCTBUSA:
OC HauYMHaeT NPUHYANTENIbHO 3aBepLIaTb NPOLLECCHI 1. lepe3arpy3unTb yCTPONCTBO;
NPUNOKEHMA, NCXOAA N3 CTENEHM BAXKHOCTU NpuaoxKeHma. Tak |2, [na nonyvyeHns oOHOBNEHHbIX MOJIUTUK OTKPbITb
YKe MOryT ObITb 3aBepLUEHbI M NPOLLECChl NPUNOKEHMA «ABPOpPa  |NpUaoKeHMe «ABpopa LIeHTp» M HaxKaTb KHOMKY
LleHTp», nocne Yero MoryT BO3HWKHYTb cieaytolime npobnembl: |«Ob6HOBAEHMAN
— npunoxeHune «Aspopa LleHTp» He nepe3anycTnaoch
aBTOMaTUYECKH;
— npunoxeHue «Aspopa LleHTp» He nony4aeT 0bHOBNEHHbIE
NONNTUKM
13 |B npunoxenumn «Aspopa LieHTp» Ha OC Android He Ecnv npunoxKeHune y»Ke yCTaHOBNEHO, YCTaHOBUTbL bonee
NoAAEP!KMBAETCA NePeyCcTaHOBKA NPUIOKEHUSA C MOHMKEHNEM | PAHHIOK BEPCUIO 3TOTO NPUIOKEHWA C MOMOLLLbIO MOIUTUKN
BEPCUM HEBO3MOXHO
14 |Ecnm Ha ycTponcTBax Ha 6a3ze OC Android BkatoueHa Play OTkNtoumnTb Play 3awmTy nepen, yCTaHOBKOM NPUAOKEHUSA C

3auwmTa, oHa byaeT cpabaTtbiBaTb MNPW YCTAHOBKE MPUNOKEHNSA C
NOMOLLIbIO NOAUTUK. Play 3awmTa byaeT TpeboBaThb
NOATBEPKAEHMA YCTAHOBKM KaXKA0r0 NPUIONKEHNS,
YCTaHaB/IMBAEMOTO C MOMOLLLbIO NOAUTUKKU. ECan nponycTuTb
OKHO C noATBepXKAeHMeM (Hanpumep, Npu BbIKAOYEHHOM
9KpaHe), Tpebyemoe npuaoKeHne He byaeT ycTaHOBAEHO

NMOMOLBHKO MOJTUTUK
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Ne
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15 |M3-3a ocobeHHocTen OC Android npn Ha3zHa4YeHUU NOAUTUKM ¢ |HeobxoanMmo yumTbiBaTb OrpaHnMyeHme. MIHaye aToO MOXKET
npasuaom «Pexxkmm pabotbl bluetooth — BbikntoueH» NPUBECTM K TOMY, YTO MNP HA3HAYEHMM BTOPOTO Npasma
npomncxoamuT oTKAtoYeHne dyHKumMm Bluetooth® Ha ycTporictBax | «YnpasaeHue bluetooth — BKatoUoH»:
— Bluetooth® byaeT nepmaHeHTHO OTKAKOYEH;
— YCTpOMCTBO ByaeT HaxoAmUTbCA B cTaTyce «He
COOTBETCTBYET NOUTUKEY, T.K. TEKYLLLEE COCTOAHME
YCTPOMCTBA CO CBOMCTBOM «YnpasneHune bluetooth» byaet
HaxoAMTbCA MOCTOAHHO B 3HAYeHMN «HeaoCTynHO»
16 |[Monb3oBaTeNb MOXKET BPYYHYHO OCTaHOBUTb PaboTy NpuaoxeHma | Heobxoammo yumnTbiBaTb 3TO OrpaHMyeHme B pabote C
«ABpopa LUeHTp» ana OC Android yepe3 napameTpbl A4 ycTponcTeamu Ha 6asze OC Android
pa3paboTynka
17 |Ha ycTtpomcTeax c OC ABpopa Bepcum 5.1.0 1 Bbille He BHUMAHME! Ha ycTtpoiicteax c OC ABpopa Bepcmmn 5.1.0 n
NoAAEPKUBAETCA AaYHIPENa NPUIOKEHWI Bbllle He NoAAePHKMBaAETCA 0OHOBAEHNE NPUNOKEHUI C
noHMKeHnem Bepcuun. Npobnema byaet ycTpaHeHa B
cnenyrouwmx sepcmax MO n OC Aspopa
18 |Ecnm ogHOpa308BbIvi Napoab Nonb3oBaTens/aAMmnHMUCTpaTopa He |— BapmaHTl. Heobxoammo ybeamTbes, YTo OTNpPaB/eHHbIM

OblN NPMMEHEH Ha YCTPOMCTBE, TO MOBTOPHAA OTNPaBKa TOro e
naponsa NpuBeaeT K owmnbke «OWKMbKa Npu cmeHe napons
nonb3oBaTens»/«Owmnbka Npu cMeHe Napons aAMUHUCTPATOPa»

O/JHOPA30BbIM NAPOab Dbl NPUMEHEH Ha YCTPONCTBAX, U
NOBTOPUTb OTMNPABKY;

— BapwuaHT 2. HeobxoanMmo oTnpaBMTb Ha YCTPOMCTBAX

0/1HOPA30BbIM NAPO/b NOb30BaTENS/AAMUHNCTPATOPA,
OT/INYHbLIN OT NpeablayLLero
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19

MY nogaep*kMBaeT yrnpaBaeHmne yCcTpomcTe ¢ 1
aaMUHUcTpaTtopom 1 1 nonb3osatenem B OC. Ecam B8 OC Ha
YCTPOMCTBax CO34aHO HECKO/IbKO NMONb30BaTeNEM, TO COCTOAHME
YCTPOMCTBA MOXET HE COOTBETCTBOBATb OXKMAAEMOMY
noseaeHuto. MoakntoueHma, ANA KOTOPbIX OblAN CO3a4aHbl U
BbINYLLEHbI MONb30BaTENbCKNE CEPTUDUKATBI, HE ByayT paboTaTb
Ha yCTPOWMCTBaX, eC/iM Nob30BaTe b He ByaeT coBnaaaTh C
YKa3aHHbIM B cepTuduKaTte

Heo6xo;|,wv\o YYNTbIBATbL 3TO OrpaHMY4eEHNE NPN Ha3HaAYEHNN
NONNTUK Ha yCTpOlZCTBaX

20

Mocne nepeakTMBaLIMK YCTPOMCTBA Ha APYrOM CEPBEPE MOTYT He
YCTaHaBAMBATLCA MPUNOKEHNSA

Mpobnema akTyanbHa ans yctponcts ¢ OC ABpopa Bepcuit
4.0.2 update 5, 4.0.2 update 6, 4.0.2 update 7 1 5.0.1.

MpUAOXKEHMA MOTYT He YCTaHaBMBATBLCA KakK /I0KaIbHO (Yepes
RPM-daiin), Tak 1 M3 NOANTUKK. [11a peweHns npobaembl
HeobxoaAMMo:

1) YCcTaHOBUTb zypper C MOMOLLbIO KOMaHAbI:
devel-su pkcon install zypper

2) [lpoCcMOoTpeTb CNMCOK Peno3nTOPMEB C MOMOLLLBIO
KOMaHAbl: zypper 1lr

3) B cnucke peno3utopmeB HanTn penosntopum PK_TMP_DIR
M y3HaTb ero Homep (byaeT ykasaH nepes peno3nTopuem).

YOanuTb peno3nTtopmnii ¢ NOMOLLLbIO KOMaHAbI:
zypper rr <HOMEp Peno3muTopmsa>
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Ne
OrpaHu4yeHue PeweHue
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21 [Yepes 5 ceKyHA nocnie NoayYyeHMsa KoMaHabl Ha O4MUCTKY HeobxoaAnMmMo yumTbiBaTb AaHHY 0CODEHHOCTb MPKM OTNPaBKe
OCYLLLeCTBAATCA OTNPaBKa OOHOBAEHHOIO COCTOAHMUA onepawlmm No OYMCTKE YCTPOMCTBA. BbinonHEHMe onepaumn
YCTPOWCTBA 1 €ro cbpoc K 3aBOACKMM HACTPOVKAM. by LeT yCOBepLUEHCTBOBAHO B CieAytoLmx Bepcua MMNO
Ecnm 3a aTn 5 cekyHa 0OHOBIEHHOE COCTOAHME MO KaKMM-TO
NpUYMHaAM He OTNPaBMAOCL (Hanpumep, M3-3a He4OCTYNHOCTM
cepsepa (1Y), To Npu cneaytoLlem NoOAKAOYEHUN K cepBepy
YCTPOMCTBO CHOBA MOY4MT ONEPaLUMIO Ha OYMUCTKY.
NMPUMEYAHUE. OnuncaHHbINM NpoLEecc MOXKeT NOBTOPATLCA Boee
OZIHOrO pa3a
22 | B pexunme KnMocka He OTKpbIBAtOTCA BEO-CTPAHMLbI MPU HaxKaTuK |Ecnm Bpay3ep BKAOYEH B CMIMCOK NPUIOKEHUI pexmma
Ha AP/bIKK KMOCKa, HeobXoaAnMMO:
— OTKPbITb €r0 1 NPONTKN BCE HEOBXOAMMbIE Laru
3HakomcTBa (onboarding);
— OTKPbITb AP/bIK HYXHOW BEO-CTPAHULLbI
23 [[pu BbINONHEHWM BU3HEC-CLUEHAPMA NO BbIBOAY W13 HeobxoaAnMMOo yunTbiBaTb 3TO OrpaHNUYEHNE NPUN BbI3OBE
3KCMyaTauyMm yCTPOMCTBO He apXMBMpPYeTCA Hbu3Hec-cueHapua No BbIBOAY YCTPOMCTBA M3 3KCMyaTaLMMN.
BbinonHeHme onepaumm byaeTt ycoBepLIEeHCTBOBAHO B
cneayroumx sepcua Mo
24 |YcTponcTtBo Ha 6a3e OC Aspopa Bepcumn 4.1.0 6roKkunpyeTca HeobxoaMMo y4nTbiBaTb AaHHYHO OCODEHHOCTb NPM
HaBceraa npuv ero BbIKJYEHMN UK Nepe3arpy3KkM BO BpeMA 610KMpOBKe ycTponcTBa Yepes Y. BoinonHeHmne onepaummn
nencTens BAoKMpoBkM Yepes MY byneT ycosepuleHcTBoBaHO B OC ABpopa Bepcum 4.1.0
updatel
25 |MpunoxkeHune RustDesk ans yaganeHHoro nogkntodeHna moxet  |Ha yctponcteax ¢ OC Android Bepcun 7, Ha KOTOPOW

ObITb OTKAOYEHO Ha ycTporcTee OC Android Bepcum 7
CaMOCTOATENIbHO M3-3a cboA

yCTaHOBNEeHO npunoxeHune RustDesk Bepcum 1.2.3, moxkeT
nepuoaMYecKkn NPepbIBaTbCA CeaHC YAaNEeHHOTO
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NoAKNOYEHMA N3-3a NadeHMA npunoxkeHma RustDesk.
Mpobnema noaTBepKAeHa pa3paboTyMKamm NPUNOKEHNS
RustDesk:

— [Crash] app often crashes (Android 6.0 and Android 7.1,
armv7) #4118;

— Android HMI crashes at "input" Android 7.1.2 #6140;

— Android app crash Version 1.2.3 #8124.

B aTom cnydae Heobxo4MMO NOBTOPHO CKOHPUIYPUPOBATL
CeaHc yZaneHHoro noaxkatodeHns yepes nHtepdeinc Mo um
NOBTOPUTb NOAKAOYEHME K paboyemy CToNy YCTPOMCTBa.
Mpobnema byaeT ycTpaHeHa B cneaytolimx Bepcuax ABpopa
LleHTp 1 npunoxenuma RustDesk

26

OcobeHHocTb paboTbl NpunoxeHma «Aspopa LeHTp» 5.1.0 Ha
ycTpomctee Honor 50 Lite npu 3anpeTe nonyyeHms
YBEAOMNEHUM NPUNOKEHNSA Yepe3 HAaCTPOMKM YCTPOMCTBA

[Mpn HaCTPOEHHOM 3anpeTe Noay4YeHNsa yBeAOMIEHNN OT
NpUAoXKeHMA Ha ycTporncTee Honor 50 Lite, npnnoxkeHne
«ABpopa UeHTp» 5.1.0 mOXeT noay4yaTb NOAUTUKN C
HEKOTOPbIM MHTEPBAZIOM BpeMeHM 0T 5 n 6osee MUHYT.
MPUMEYAHMUE. MNpobnema byaeT ycTpaHeHa B CAeayoLmx
Bepcuax MO

27

OwnbKa nobasnenHma cetmn WLAN ¢ npotokonom WPA-EAP Ha
ycTponctee Honor 50 Lite

Bo3morkHa owmnbka aobasneHna cetn WLAN ¢ NpoTOKO/10M
WPA-EAP npu HazHa4YyeHMM npasmaa NOAUTUKN
«KoHpurypauma WLAN/MNoakntoderHne K cetn WLAN» Ha
ycTtpomcteo Honor 50 Lite.

MPUMEYAHMUE. Mpobnema byaeT ycTpaHeHa B caeayoLmx
Bepcuax MO
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28 |OcobeHHOCTb BbICTAB/IEHNA YACOBOrO MNOACa BO BPEMA Ha yctponctee Honor 50 Lite MoKeT He BbICTaBAATLCA

YCTAHOBKM M MPOXOXKAEHMN YCKOPEHHOM aKTMBALMWN HA
ycTponcTtee Honor 50 Lite

3a4aHHbIN B NpurnaweHunn MY yacoBor noac npu
NPOXOXAEHNN YCKOPEHHOM aKTMBALMM Yepe3 CKaHMPOBaAHMA
QR-Kopaa.

MPUMEYAHUE. Mpobnema byaeT ycTpaHeHa B caeayrowmx
Bepcuax MO

29 [OcobeHHOCTb 06HOBNEHMA NpUAOKeEHMA «ABpopa LeHTp» [na ycnewHoro obHOBAEHNA HEOOXOAMMO BbINMOAHUTb
Bepcun Huxe 5.1.0 Ha ycTpoicTeax ¢ OC ABpopa Ha 64-6UTHOM  |cheaytouime waru:
apXUTeKType 1) 3arpy3uts RPM-naketT npunoxeHua «Aspopa LleHTp»
Bepcum 5.1.0 apxmTeKTypbl aarch64 yepes KHOMKY «3arpy3nTb
6una 32 6uta» B KoHconb paspaboTymka MNMM;
2) HOobasutb BUTpUHY ana OC ABpopa C NPUNOKEHMEM
«ABpopa UeHTp» Bepcnn 5.1.0;
3) Co34aTb MNOMUTUKY C NpaBuiom «IpunoxKeHns/YcTaHoOBKa
NPUNOXKEHMN HA YCTPOMCTBOY;
4) Ha3Ha4yMTb NONUTMKY Ha rpynny YCTPOMCTB.
MPUMEYAHUE. Mpobnema byaeT ycTpaHeHa B CAEAyOLLINX
Bepcuax MO
30 |CoBmectumocTb ABpopa LeHTp ¢ Microsoft Active Directory MMNO NpOTeCcTMPOBaH C UHTErpaLmen C LeHTPpaMm

Certificate Services

cepTuduKaumm, nmerowmmm Tnn cepepa Microsoft Active
Directory Certificate Services (AD CS) 8 Windows Server 2019
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31 |MycTan cTpaHKuLUa Npu Co34aHMM AMHAMMYECKON rpynnbl be3 npeaBapuTeNlbHO HACTPOEHHOM MHTerpaumm ¢ LDAP-
nonb3oBaTenen 6e3 npeaBapmTEbHO HACTPOEHHOM MHTerpaunn |cepsepom B MMO npu co3gaHnm AMHAMMYECKOW rpynnbl
c LDAP B MO no/ab30oBaTenen Ha Beb-nHTepdence cTpaHmua byaeT
CTQHOBMTbLCA NYCTOM.
MPUMEYAHMUE. MNMpobnema byaeT ycTpaHeHa B caeayrowmx
Bepcuax 1Mo
32 |OcobeHHOCTb NPUMEHEHMA NPaBMAa NOAUTUKM NO YCTAaHOBKE Ha HeKoTOopbIX MOAENAX YCTPOMCTB NOC/e NPUMEHEHNA

doHa paboyero cTona Ha yCTpoMncTBax

npaBWaa NOANTUKM NO YCTaHOBKe GOoHa paboyero cTtona
MOXKeET bbITb cneaytollee:

1) W306paxkeHne MoXKeT YCTaHOBUTLCS TOIbKO Ha GOH
paboyero cTtona (Ha akpaH 61O0KMPOBKKN N30DpaKeHMe He
yCTaHaB/NMBAETCA);

2) [pw cmeHe opmeHTaumMmM aKkpaHa n3obpaxeHune He
noBopayMBaeTca (3KpaH C aeMeHTaMn ynpasieHums
noBoOpaymMBaeTca, a U3obparkeHme ocTaeTcs B BEPTUKANbHOM
NONOMKEHWUW);

3) Mpw ycTaHOBKe M306pakeHns C pa3pelleHnem MeHbLLe,
4yem paspelleHmne sKpaHa yCTPponcTBa, nossnaeTca adpdeKT
parallax - npy NPOAUCTbIBAHUM MEXKAY IKPAHAMM
n3obparkeHue ABuraeTca
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NMEPEYEHb TEPMWUHOB ¥ COKPALLEHUI

icnonb3yemble B HACTOALWLEM AOKYMEHTE TEPMUHbLI U COKpaLLeHMA NpuBeaeHbl B
Tabnmue (Tabnanua 53).

Tabnuua 53
Tepmun/
P Pacwundposka
CoKpalleHue

OC OnepaunoHHaa cucTema

OdnamH- [paBKiO, KOTOPOE OTNPABAAETCA C YKa3zaHMeM COObITUA cpabaTbiBaHMUA Ha

cueHapui YCTPOMCTBA U A0/IKHO «KMFHOBEHHO» NMPUMEHUTLCA NO 3TOMY CObbITMIO (B
TOM YMCNE, ECIN B 3TOT MOMEHT HET CBA3MN C CEPBEPOM)

MNb MNoacuctema 6esonacHoOCTH

LY MNoacucrema «MapKeT»

Nno MporpammHoe obecnevyeHne

MNOooOC MNoacuctema obHoBneHna OC

rnro MpuknagHoe nporpammHoe obecneveHme «ABpopa LleHTp»

[NpunoxeHune |l[lpunoxeHnem ABNAETCA:
—  MobuAbHOEe npuaoKeHne, OGYHKUMOHMpPYtOLLee Mo YMnpaBAeHUEM
OC Aspopa/OC Android;
— npunoxeHne ana 3BM, dyHKUMOHMpyoWwen nopa ynpasneHnem OC
cemencrea Linux

rny MNoacucrtema MNnathpopma ynpaBnaeHus

CYA Cepsuc yBeaomieHnin ABpopa

YCTponcTBo Moa, yCTpOMCTBOM NoApasyMeBaeTcs MObUAbHOE YCTPOUCTBO U/ nam IBM,
Ha KOTOPOWN QYHKLMOHMPYOT COOTBETCTBYHOLLME KOMNOHEHTbI M0

YekboKc dNemMeHT ynpaBaeHua, NpeaoCTaBAAOLMN BO3MOXKHOCTb OCYLLLECTBUTD
BbI6OP, a TaKKe BbI3BATb CMMCOK ObICTPbIX AENCTBUI

2BM DNEeKTPOHHO-BbIYMCAUTENBHAA MaALLMHA

Bluetooth® CtaHaapT 6ecnpoBoAHOM CBA3K, obecneymBatolnii 0bmeH AaHHbIMM
MeX Ay YCTPOMCTBAMM Ha OCHOBE Y/IbTPAKOPOTKMX PaaMOBO/H

BSSID Basic Service Set Id - 48-6UTHbIN MAEHTUPUKALMOHHbI HOMEP B
HbecnpoBoaHbIX ceTax cTaHAapTa IEEE 802.11

CSsv Comma-Separated Values — TeKkcToBbI dopmaT, npeaHa3Ha4YeHHbIN A8
npeacTaBAeHnA TabAMYHbIX AaHHbIX

Fingerprint Lndposoit otnevaToK (MHGOpMmauma, cobpaHHas 06 yaaseHHOM

YCTPOWNCTBE ANS Aa/ibHenwen naeHTuduKkaumm)
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Tepmun/ Pacwundposka
CoKpalleHue

HTTP HyperText Transfer Protocol — npoTokon npmMKnaaHOro ypoBHA Nepeaaydn
NaHHbIX (M3HAYaNbHO — B BUAE TMNEPTEKCTOBbIX AOKYMeHTOB). OCHOBOW
HTTP aBnaetca TexHo/10rma
«KNVEHT-CepBep», TO eCTb NPeAno/iaraeTca CyLecTsoBaHWe
notpebutenemn (KAMEHTOB), KOTOPbIE MHULIMMPYIOT COeANHEHME U
NOCbINAOT 3aNpPOC, 1 MNOCTABLLMKOB (CEPBEPOB), KOTOPbIE OXNAAOT
coeiMHEHMA ANA NONYYEeHMA 3anpoca, NPOM3BOAAT HEODXoAMMble
AeNCcTBNA 1N BO3BPaLLLAtOT 06paTHO cooblieHme C pe3yibTaToM

IME| YHWKaNbHbI HOMEP YCTPOWCTBA, COCTOALMM 13 15 undp

JSON JavaScript Object Notation — TeKcToBbIM dpopmaT 0OMeHa AaHHbIMM,
OCHOBaHHbIM Ha JavaScript

MTP Media Transfer Protocol — ocHoBaHHbI Ha PTP
annapaTHO-HEe3aBUCKMMbIM NPOTOKO, Pa3paboTaHHbI KOMNAHMEN
Microsoft ans noaknto4YeHma UMPpPOoBLIX NaeepoB K IBM

Push- TekcToBble coobLLeHMA, NpeaHa3HaYeHHbIe 419 ONepaTUBHOM

yBe4OM/IEHNA |(MFHOBEHHOM) AOCTAaBKM Ha YCTPOMCTBO NO/1b30BaTENEN

QR-kopa Quick response code — Koa ObICTPOro pearMpoBaHnA, MaTPMUUYHbIN KO
(ABYMEpPHbIN WTPUXKOA)

SSID Service Set Identifier - cumBO/IbHOE Ha3BaHWe HECNPOBOAHOM TOYKM
noctyna Wi-Fi, cnyxkallee ana naeHTuduKaumm ee cpeam Apyrux Todek
N0/1b30BATENSAMM UM YCTPOMCTBAMM, MOAKNOYAIOLLMMANCA K CETU

WLAN Wireless Local Area Network — nokanbHasa ceTb, NOCTPOEHHAsA Ha OCHOBE

becn POBOAHbLIX TEXHO/1IOTU 7
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https://ru.wikipedia.org/wiki/Wi-Fi

PyKoBOACTBO Nnosib3oBatena. HYactb 3

=~ OTKPbITAS
MOBMWJIbHASA
l NAAT®OPMA

NMPUNONEHUE 1

OnucaHue MCNoJib3yemMblX 3Ha4KOB

3Ha4yokK

OnucaHue

[pumeyaHue

Tun ycTpoictsa

— cmapTdoH ABpopa;
— 3aWMLEHHbIN cMapThoH ABpopa

— naaHweT ABpopa;
— 3aWMLLEHHbIM NaaHWeT ABpopa

— cmapTdoH Android;
— 3aWMLEHHbIM cMapTdoH Android

— nnadwet Android;
— 3aWMLWEeHHbIM nhaHweT Android

HewnssecTHas moaenb ycTpoincTea
Android

KIMK Aspopa

KMK Android

MK Linux

Tun rpynnbl yCTPOMCTB

» InHammnyeckaa rpynna Fpynna, B KOTOPYO YCTPOMCTBA
[00aBNATCA aBTOMATUYECKM COrTAacHO
BblIOpaHHOMY anroputmy aobasneHuma
0 CTaTmyeckana rpynna [pynna, B KOTOPYK MOXHO A00aBAATb
OTAEe/IbHble YCTPONCTBA
Tvn nonb3osaTena
lNonb3oBaTesb MNonb3oBaTtenb, 4ob6aBAeHHbIN B [TY
BPYYHYH MM C NOMOLLbIO MMMIOPTa
CSV-¢panna
[Nosnb3oBaTenb 13 MNonb3oBaTenb, Moay4YeHHbIn 3 LDAP
opr.noapasnesieHna
Tun rpynnbl Nnonb3oBaTenen
- |[pynna nonvsosaTenen [pynna nosb30oBaTeNEN, CO34aHHan

BPYYHYIO MM C MOMOLLbIO MmnopTa CSV-
danna

OpraHn3aumoHHoe
noapasaeneHune

[pynna nonb3oBaTenen, noayYyeHHan ns
LDAP
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PyKoBOACTBO Nnosib3oBatena. HYactb 3

=~ OTKPbITAS
MOBMWJIbHASA
l NAAT®OPMA

3Ha4okK OnuncaHue

[NpmevaHmne

CTraTyC XU3HEHHOro UMKNa

® 3aperncTpmpoBaHo

YcTponctBo, AobaBneHHoe B Y

@ B npouecce akTnBaLmm

CreHepupoBaH QR-Koa AndA yCTpOMCTB

AKTUBMPOBAHO YCTPOMCTBO aKTMBMPOBAHO

OumueHo YCTpOMCTBO o4YnlLLLEHO (COpOLLEHO K
3aBOACKMM HACTPOMKaMm)

ApxmnBHoe YCTPOMCTBO apXxmMBMpPOBaHO (yaaneHo)

CooTBeTcTBME Ha3HAYEHHOW NOAUTUKE

V) CooTBeTCTBYET NOAUTUKE

YCTPOMCTBO aKTUBMPOBAHO U
COOTBETCTBYET Ha3HaYEHHbIM MOAUTUKAM

@ |HecootsetcTBYET NONNTUKE

YCTPOMCTBO aKTMBMPOBAHO M He
COOTBETCTBYET XOTA Obl 1 HA3HAYEHHOM
NONUTUKe

o) He ynpaBnseTca

YcTponcTBo He ynpasaaeTtca MY

— YnpasaeHne noJIMTUKaMm
AOCTYMNHO TONbKO ANA
aKTUBNPOBAHHbLIX YCTPOMCTB

Tun coobuieHnn o cobbiTnm

@® NHbopmaumoHHOe

MNpeaoynpexaeHue

=

Kputnyeckoe

L5 OTnapo4vHoe
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=~ OTKPbITAS
PyKOBOZCTBO Nonb3oBaTens. YacTb 3 | Mo hAd

MPUNOXEHWE 2

PekomeHgaumm no KoHsepTauuu CSV-danna B KHury Excel

[ns ycnewHon KoHBepTauum akcrnoptTupoBaHHoro CSV-darna (n. 2.2.5) B KHUry
Excel Heob6x04MMO BbINONHUTL Ceaytolme AeUTCBUA:

— OTKpbITb CSV-dann c nomoubio MS Excel;

— nepenTn Bo BKAAAKY «[aHHble» (PucyHok 218);

— Ha NaHenn NHCTPYMEHTOB BblbpaTb «[1oAyYnTb AaHHbIEY;

— B pacKpblBatoLLEMCA CriMcKe BbibpaTh «M3 dalina», ganee «M3 TekctoBoro/CSV-

9
danna»;
Astocoxpanerne (@ ) device-export_2023-07-20_17-07-25 - Excel e Matalia lvanova
daiin naexan BcTaeka PazmeTka cTpaHnuel Dopmynel AaHHble PeueHanpoeanne Eng ABTOMaTHINPOEATh Cnpaeka = [
2E e I AT SHEE 8 B (e
H pp = B T @ - | #%  [a]a 2 S S i
Maayqute OBHoBUTE Axupn (En...  Bamiotel (E.. |= ﬂl Coptwpoeka | ®unetp Tekct no o R Ananuz "yto  Jnecr Crpyktypa
AaHHEIE ¥ BBl BCe v D A ﬁ;ﬂ.DHDHHMT&HbHD cronbuam £8 ¥ ] ecnn” > nporHosa -
n CopTupoBKa W GuaLTp PaBoTa ¢ gaHHBIMK MporHos -~
D Wz dajina > [E Wz kHmrm
status,compliance,comment,createdAt,connectedAt,deviceGroups ~
[‘F:] W3 6aser pannbix > [E M Tekcrosoro/CSV-daiina
& Wz Azure > ';B; Wz XML H | ! | J | K | L | M | N | © | P | 'E
| _ t,connectedAt,deviceGroups
s Power Platform > W3 JSON
s I
30 W3 ppyrux ncrounmkos Ws PDF
¢ —
i E‘@ 06beguHnTe 3anpocbl > [% Mz nankw
]
< o o g
1 @ 3anyctuTe Peaaktop Power Query... INMTe (C765e4)"
THMBMPOBAHHBIX YETROWCTE"
[% MapameTpel MCTOMHWKS 43HHBIX.. —
1 TMBHPOBaHHbIX YCTPORCTB
1 MapameTpel 2anpoca »ona (7dsbag)”
14 [1bUI152 7] JIAHAMWUECHEA TPYMNE HESKTMBMPOBAHHBIX YCTDOWCTB"
ACpvnna veTnoEcTR: Reinenwath nonnbuts (ef2h3f1" E
device-export_2023-07-20_17-07- | ® [o] | [
foToBO T CNeuwankHele BOSMOXKHOCTH: HE NOANePKUBAIOTCA L& NapameTpei oToBpaskeHna H 0 -———+ 100%

PucyHok 218

— BblbpaTb pain aKcnopTa 1 HaxKaTb KHOMKY «MmnopT» (PrcyHok 219);
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=~ OTKPbITAS
PyKOBOZCTBO Nonb3oBaTens. YacTb 3 | Mo hAd
EM Vnmnopt aanmbix X
— v. $ ¥ > Jrorkomnsiotep > 3arpysku v O Mowcx 8: 3arpysk
Ynopaaounts ~ Hosas nanka == i | e

W 3707 KOMNLIOTEP — flara wswewer 2
B Buaeo - Ceroans (2)
= AokymenTsi | 8 device-export 2023-07-20 17-07-25 | 20072023 174
¥ 3arpyam 410 20.07.2023 14;
& Wzo6paxeHuns “ Panee Ha 3101 Heaene (1) ”
D My3bixa ol 7% 5
Wmn Gaiina: |device-export_2023-07-20_17-07-25 v| Texcrossie ¢aitnei v

Cepsuc ~ OtmeHa

PucyHok 219

— ybeantbes, 4To B nose «Pasgenntens» BbIOpaHO 3HaYeHne «3anaTaa», U HaxkaTb
Ha KHOMKy «[1peobpa3oBaTtb AaHHble» (PrcyHoK 220);

o X
device-export_2023-07-20_17-07-25.csv
WMcrounuk daiina Pazgenutens OBHapy®eH1e TUNOE AaHHbIX
65001: KOonmkopa (UTF-8) ~ | 3anatan - | | Ha ecrose nepewx 200 crpok - [2
imei macWifi modelMame platform status compliance comment createdAt
£ 81345E+14 | 35:1B:10:57:97:ef  Qrech QMP-M1-N Aspopa AKTHEMPOBAHO CooTBETCTBYET NONWMTURE Qa-nanara necHa (413799) 20.07.2023 12:49:50 ~
1,38712E+14  18:16:a3:60:7b:6a  Sony Xperia X Aspopa AxTHMEMpOBaHO CooTBETCTBYET NONMTHEE Qa-BMTPWHE No#KTECA [e0BT76S) 20072023 12:44:15
3.58992E+14 INCI P4303 Aspopa B npouecce akmMBauMKy | COOTBETCTEYET NOMMTHEKE NeGeges Tect 03.05.2022 16:22:2G
8,3959E+14 ff:BB-c4:b3:49:bb | Aguarius N5220w5.2 | Linux 3aperucTpMpoBaHo He CoOTEETCTEYET NOAMTHKE | Qa-TEOPHA BOWTK (a2f36d) 20.07.2025 12:24:41
7.94071F+14 f6bb:12:6e:9a:bf | Agquarius NS220v3.2  Android SaperucTpHpoEaHo He cooTEeTCTBYET NOAMTUEE | g3-M3MEHEHMWE TpucTa (d9dd23) 20.07.2023 12:24:35
7, 37745E+14  e%:abred:85:71:45 | Aguarius NS208RH Android JapervcTp