— "] OTKPbITAS
MOBUJIbHAS
l NAATOOPMA

YTBEPHK/AEH
AOMI.20134-01 30 O1-/1Y

[MPUKTALHOE NPOTPAMMHOE OBECIMNEYEHWE «ABPOPA LLEHTP»

dopmynap
AOMT.20134-01 3001

Jlnctos 68

2024



2
AOMI.20134-01 3001

COAEPAHME
1. OBLUME YKABAHMA teeiviieiiiie ettt e ettt e sttt e e ettt e et e e et e e ettt e e ssta e e e estteesstbeeeastaeeetsaeestseeensseeeenes 3
2. OOLUME CBEAEHMA ...uivviee ettt e eete e e e e e e et e e e e et e e e e ettt e e e e s et e e e e e e etataeeeeeeaaaae e 5
3. OCHOBHbBIE XAPAKTEPUCTUKM weeiiiieieeeeiiiiiiiieee e e e e e e e e e ettt e e e e e e e ettt eaeaaeeeasanbebnneeeeeaaaeans 8
4, YKA3AHMA N0 FKCTIIYATALLMM werurrrurrnnennnnttaneeaetaaaaaaassesaasessesssasesss s 19
5. T0AAEPMKKA BEBOMACHOCTM uvvviiiieiiiiiiee e ettt e e e et e et e e e e eaaee e e e 24
6. [TOPALOK OOHOBIIEHMA ..vveiiiiiiiiee ettt ettt e e et e e e e e eaaee e e e, 26
7. KOMIIEKTHOCTD .ttt ettt ettt e e et e e e ettt e e e ettt e e e e eeeeanees 29
8. lepnoamyecknmin  KOHTPOMb  OCHOBHbIX XapaKTEPUCTMK Npu  3KCAAyaTauum U
XID@HEHMIM L.ttt 34
9. CBUAETENIBCTBO O MPMEMKE ..eeiiiiiiiieiieieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeaeeeaaessesasssssessssssssssseeseeeeeees 36
10. CBMAETENbCTBO 00 YMAKOBKE M MAPKUPOBKE ...eeeiiviieeeeeiiieeeeeeiite e e eeiee e eiaaeee s 37
11. TAPAHTUMHDBIE OBABATEIBCTBA .uvvvveeeeitieeeeeeeiieeeeeeettee e e e et ae e e e e ettt e e e e e et e e e e e etaeeeeeearaeeeaas 38
12. CBEAEHMA O PEKMAMALMAX ..ceeeeeeeee e 40
13, CBEAEHMA O XPAHEHMM .o 41
14. CBEAECHMA OO MBMEHEHMAX ..ceeeiieetiiiiieeee ettt e ettt e e e e e e e et e e e e e e e e e e eaaes 42
15. CBEAEHMA OO0 YCTAHOBKE . .vveieeitiiieeeeeitee e e e ettt e e et e e ettt e e e ettt e e e ettt e e e e e eateeeeeetaraee s 43
16. CBeZeHMA 0 3aKPENIEHUM MPU SKCINYATALMM .evvnnee et 44
17, OCOODIE OTMETKM ettt et eniteeiee et et et et e et e et e et e et e e bt e et e etbeeteeetaeetbeenrseennseas 45
[epeyeHb TEPMUHOB M COKPALLLEHMM ...vvvveeeeeeeeeeeeciiiieeee e e e e e e a e e e e e, 47
TTPUINTOMKEHME L oo et e e e e e e e e e e e e et e e e e e e e e e e e aas 51
TTPUINTOMKEHME 2 ot e et e et e e e e e e e e e e e e e e e e e et e e e e e e e e ee s e aas 58
TTDUIZIOMKEHME 3 oottt ittt e e e e et e e e e e e e e e e e e e e e et e e e e e e e eeeaaaaaaas 64

TTPUINIOMKEHUME 4 oottt e e e e e e e e e e e e e e e e as 66



3
AOMI.20134-01 3001

1. ObLWME YKASAHNA

1.1. BBog, B akcnayaTauuto [puKnagHoro nporpammHoro obecnedenua (MMO)
«ABpopa LeHTtp» AAMI.20134-01 (pnanee — W3pnenue) penns 5.1.0 npoBoaMTCA B
COOTBETCTBMM C HACTOALMM AOKYMEHTOM M APYrMMM SKCMAyaTaUMOHHBIMKU AOKYMEHTAMM
(34) Ha N3penne.

1.2. K akcnayataumm M3penma gonyckaetca nepcoHan, 0bnafatowmii 3HaHUAMK U
HaBblkamu PabOoTbl C 3NEKTPOHHO-BbIYUCANTENBHON MALLUMHON N TEXHUYECKMMU CPEeACTBAMM
BbIYMCANTENbHBIX CETEMN.

1.3. NMepen Havanom 3skcnayataumm Msgenma HeobxOoAMMO  BHMMATENbHO
O3HaKomuTbcA ¢ 3[l, nepeyeHb KOTOPOW nMpuBedeH B AOKyMmeHTe «BepomocTtb
3KCMNAyaTaUMOHHbIX A4oKymeHTOoB» AAMI.20134-02 20 01.

1.4. YcTaHOBKa W BBOA, B 3KCMayaTauuio V3genma npoBOAMTCA B COOTBETCTBUU C
TpeboBaHMAMM N YKA3aHMAMMK, NPUBELEHHBIMM B CIEAYIOLLMX LOKYMEHTAX:

— «PykoBoactBo nonb3oBatena. Yactb 1. [loacuctema  6He30MacHOCTM»
AQMTI.20134-01 90 01-1;

— «PyKoBoacTeo no/sib30BaTenA. YacTb 2. [Moacuctema «MapkeT»
AQMTI.20134-01 90 01-2;

— «PykoBoacTBo nonb3osatenda. Yactb 3. MNMoacuctema MNnathpopma ynpaBaeHmUsa»
AQMTI.20134-01 90 01-3;

— «PyKkoBoacTBO nosb3oBaTend. Yactb 4. [loacuctema ynpasaeHWA TEHaHTaMM»
AQMTI.20134-01 90 01-4;

— «PykoBoactBo nosnb3osatensa. Yacte 5. MMoacmuctema CepBUC YBEAOMAEHUNY
AQMTI.20134-01 90 01-5;

— «PykoBOACTBO mnonb3oBaTena. Yactb 6. [NMpunoxkeHne «Aspopa Mapket» and
onepaunoHHom cuctembl Aspopa» AAMI.20134-01 90 01-6;

— «PykoBOACTBO Mo/sib3oBaTena. Yactb /. [lpunoxkeHwe «Aspopa LleHTp» ana

onepaunoHHom cuctembl Aspopa» AAMI.20134-01 90 01-7;
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— «PykoBOACTBO aaMuHMUcTpaTopa» AAMI.20134-01 91 01;

— «PekomeHAaunm no pesepsBHoMy KonmposaHuio» AAMI.20134-01 91 02;

— «PykoBoacTBO  pa3paboTymka. Moacuctema  CepBUC  YBEAOMIEHUIA»
AMI.20134-01 95 01.

1.5. 3genve MOXKeT MocTaBAATbCA B BUAE PU3MYECKOM MOCTaBKM UM B BUAE
3N1EKTPOHHOM nocTasBkM. Cnocob noctasku! WMspenna onpenensercs  yCi0BUAMM
JIMLUEeH3MOoHHOro 40rosopa.

1.6. KOMNNeKTHOCTb MNOCTaBkM M3pnenna npuseneHa B pasnesie 7/ HACTOALLero
NOKyMeHTa. KomnnekTHocTb WM3aenua npu  nocTtaBke onpefenderca  YCA0BUAMMU
JINLEeH3MOHHOro 40roBopa.

1.7. HacToAWMN OOKYMEHT BXOAMT B KOMMAEKT MOCTaBKuW? M3penva u O0/KeH
MOCTOAHHO XPaHUTLCA B NOAPA3AE/IeEHMN, OTBETCTBEHHOM 33 €ro 3KCMNAyaTaumto.

1.8. Bce 3anucM B HacToAWEM [AOKYMEHTe [O/IKHbl MPOMU3BOANTLCA TO/LKO
YepHbIMW YepHWIaMK, OTYET/IMBO M aKKypaTHO. [OAYUCTKM, MOMAPKM U He3aBepeHHble
ncnpasnenna HE JOMNYCKAKOTCA. HenpaBuabHaA 3anMCb akKypaTHO 3a4epKMBaAETCA, U
PAOOM [eNlaeTCA HOBAaA, KOTOpaA 3aBepAeTcA OTBETCTBEHHbIM AMLOM. [locne noanucu
npoctaBnatoTca GaMUAMA U MHMUMANLI  OTBETCTBEHHOro /AuuUa (BMeCTo noAanucu

AOMNYyCKaeTCA NPOCTaBNATb NNYHbBIM WTamn I/ICI'IO/'IHI/ITe}'IFI).

1 O6uan vHbopmauma o BO3IMOMKHbLIX cnocobax nepeadn M HocuTenax MHGopmauum Msgenua npuseseHa B
COOTBETCTBYIOLLMX NPUAOHKEHUAX HACTOALLEIO AOKYMEHTA.

2 Mpu 3NEKTPOHHOM NOCTaBKe M3aenna Lo, OTBETCTBEHHOE 3a SKCM/lyaTalmio, pacneyaTbiBaeT KOMMIo HaCTOALLEero
[IOKYMEHTa.
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2. ObLLWNE CBEAEHWA

2.1. NMonHoe HamMeHoBaHMe: [lpuKNagHOe  NporpamMmHoe  obecneyeHue
«ABpopa LleHTp».

2.2. CoKpauweHHoe HanmeHoBaHue: MNIMO «Aspopa LeHTp».

2.3. Obo3HauyeHune: AAMI.20134-01.

2.4. Mpeanpuatne-paspabotunk, npeanpuatme-mirotosntens: ObwectBo ¢
OrpaHNYEHHOM OTBETCTBEHHOCTbIO «OTKpbITas mobunbHas naatdopma» (000 «OTKpbITas
MobUAbHAA NaaTopma):

— topuandecknin aapec: 420500, Pecnybnumka TaTapcTaH, BepxHeyCNOHCKMM
panoH, r. MHHonoAuc, yn. YHmuBepcuTeTcKaa, a. 7, opuc 59, OTPH 1161690087020;

— QakTnyecknit appec: 119415, r. MocKBa, BH.TEP.r. MyHWUUMNANAbHbINA OKPYr
[MpocneKkT BepHaackoro, np-KT BepHaackoro, 4. 41, 8 aTax.

2.5. TexHMYyeckaa noafepKKa npeanpuATUA-U3roTOBUTENA: SNEKTPOHHAA MoyTa
support@omp.ru., Ten. +7 (495) 269-09-80.

2.6. N3penve MoXeT ObITb MCMNOb30BAHO, HO HE OrPaHMYMBATLCA, B CeAyHOLWMX
cMCTeMax M 0bbeKTax:

— B TOCY[apCTBEHHbIX WMHPOPMAUMOHHBbIX cuctemax (TMNC), He copepKalimx
MHGOPMALMM, COCTABAAIOLWEN TOCYAapPCTBEHHOM TalMHbl, A0 1 Knacca 3aWMWEHHOCTU
BK/IHOYMTENIBHO B COOTBETCTBMW C AOKYMeHTOM «TpeboBaHMA O 3awmTe MHOPMaLMN,
He COCTaBAAIOWEN TOCYAapPCTBEHHYIO TaWHy, COAEpPKallenca B ToCyAapCTBEHHbIX
MHOOPMALIMOHHbBIX CUCTEMAX», YTBEPKAEHHbIM Npukazom GCTIK Poccmm oT 11 dpeBpana
2013 r.Ne 17;

— B MHPOPMALMOHHbIX CUCTEMAX NepCoHanbHbIX AaHHbIX (MCMAH) Ao 1 ypoBHA
3aWMLWEHHOCTM BKAOYMTE/IbHO B COOTBETCTBMM C AOKYMeHTOM «COCTaB M coaepraHue
OpPraHM3aLUMOHHbIX U TEXHMYECKMX Mep No obecnedyeHuto 6e30NacHOCTU NEPCOHaNbHbIX
NaHHbIX Npu X 0b6paboTke B MHPOPMALMOHHbLIX CMCTEMAX MNEPCOHANbHbIX AAHHbIXY,

yTBEpKAeHHbIM Npukazom OCTIK Poccun ot 18 dpespana 2013 r. Ne 21;


mailto:support@omprussia.ru.
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— B aBTOMATM3MpPOBAHHbLIX cucTemax ynpasaeHus (ACY) po 1 Knacca
3alMLWEHHOCTM  BKAKOYMTE/IbBHO B COOTBETCTBUM C AOKYMEHTOM «TpeboBaHuA K
obecnevyeHmto 3aWMTbl MHOOPMALMM B aBTOMATU3IMPOBAHHbLIX CUCTEMAX YMNpPaBAEHUS
NPOM3BOACTBEHHbIMM W TEXHONOTMYECKMMW MPOLLECCAMM  Ha KPUTMYECKM BaXKHbIX
obbeKTax, MOTeHUMANbHO OMAaCHbIX OOBEKTax, a TakXKe obObeKTax, NpeacTaBAAKLLNX
MNOBbILIEHHY OMNACHOCTb ANA XM3HW M 340P0BbA NOAEN M ANA OKPYKAtOLULEN NPUPOAHON
cpeabl», yTBepKAeHHbIM npmnKkazom GCTIK Poccmm oT 14 asrycta 2014 r. Ne 31;

— Ha 3Ha4YMMbIX O0ObBEKTAX KPUTUYECKON MHGOOPMALMOHHON MHPPACTPYKTYPbI
(KNW) no 1 KaTeropmm BKAOUYUTEIbHO B COOTBETCTBMM C AOKYMEHTOM «TpeboBaHMA MO
obecneyeHmto 6e30MaCHOCTU 3HAYMMbIX OOBEKTOB KPUTUYECKOM MHOOPMALLMOHHOWN
MHGPACTPYKTYpbl Poccuitckon Pepepaumnm», yreepKaeHHbIM nprukazom ®CTIK Poccum ot
25 nekabpa 2017 r. Ne 239;

— B MHPOPMaALMOHHbLIX cuctemax (MC) obuiero nonb3oBaHMs A0 2 Kiacca
BK/IHOYMTENIbHO B COOTBETCTBMW C AOKYMeHTOM «TpeboBaHMA O 3awmte MHPOpMaLuK,
copeprkalencs B MHGOPMALMOHHbBIX CMCTEMAX OOLLEro NoNb30BaHMAY, YTBEPKAEHHbBIM
npukasom ®CB Poccunm n ®CTIK Poccum ot 31 asrycta 2010 1. Ne 416/489.

2.7. CocTaB ¢annoB 3arpy3o4yHoro moayna M3genns c ykKasaHMEM KOHTPOJIbHbIX
cymm (KC) paiinos npmBeseH B pa3aenie 7 HaCTOALLEro AOKYMEHTA.

2.8. HacToAawmMm AOKYMEHT COAEPHKMUT CAeayOLLNE MPUNOKEHUS:

— MpwunoxeHue 1. TpeboBaHMA K MepaM 3alUTbl MIHPOPMALMK, peasinlyemblie B
N3pnennn;

— MpunoxkeHue 2. Mepbl no 3awmTte nHPopmaumm B WMC, KoTopble MO3BONAT
obecneumBaTb M3aenne, nytem ero npumeHeHuna 8 MC ana ynpaBaeHua yCcTpPONCTBaMK;

— MpunoxeHune 3.  O6WME  NONOKEHMA  NPEANPUATUA-U3rOTOBMTENA MO
BO3MOXHbIM BapMaHTaM NOCTaBKM M3aenns;

— MpunoxeHune 4. MNpumep mapknposkn DVD c 3genmem.
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2.9. Vzpenne ceptndnumpoBaHo nNo 4 yposHto aoBepua B Cucteme cepTudmKaumm
CpeacTB  3awuTbl  MHPopmaumm no  TpeboBaHuAm  Be3onacHOCTM  MHOOPMaALMK
®CTIK Poccum Ne POCC RU.0001.01BM00 Ha cooTteeTcTBMe TpeboBaHMAM CAeayOLLIMX
[OKYMEHTOB:

— «TpeboBaHma no 6esonacHOCTM MHPOPMALMKM, YCTaHABAMBAKOWME YPOBHU
[0BEPUA K CPEeACTBAM TEXHWYECKOW 3aluTbl MHPOpPMALMKM K cpeacTBam obecnevyeHms
6e30nacCHOCTN MHPOPMALMNOHHbBIX TEXHONOTUIN »;

— «TexHnyeckune ycnosma» AAMI.20134-01 99 01.
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3. OCHOBHbIE XAPAKTEPUCTUNKUA

3.1. N3penne ABAAeTCA NPUKAALHbIM  MPOrPaMMHbIM  obecneyeHMem CoO
BCTPOEHHbIMW MEXaHM3MaMM 3aLNUTbl MHGOPMALMM OT HECAHKLIMOHMPOBAHHOIO AOCTYNa
(HCA), npeaHa3HaYeHHbIM ANA:

— ynpaB/ieHua  yCTPOMCTBaMM®,  GYHKLUMOHUPYIOWMMM  MO4  yrNpasBieHuem
onepaumoHHon cuctembl (OC) ABpopa, wMetoWen AeNCTBUTENbHbLIN cepTudUKaT
cootBeTcTBMAa ®CTIK Poccuu;

— YNPaBAEHUA KU3HEHHbIM LIMKAOM MPUNOSNKEHNR

— OTNpaBKM push-yBegOMNEHMA HA YCTPOMCTBA;

— obHoBneHna OC nyTem MNONYyYeHWA M3 AOBEPEHHOrO XPaHWAMLWE MAKETOB C
nameHeHmamm OC (obpasza OC) M WX yCTAHOBKM. [lpM 3TOM YKa3aHHble MPOLLECCH
BbIMONHAKOTCA WTaTHbIMK cpeacTBamm camon OC, a M3genne yyacTByeT Nuib B MX
MHMUMann3aummn B8 OC 1 He rapaHTMpyeT UX YCNELHOro 3aBePLUEHNS;

— aBTOMATM3MPOBAHHOM 06PabOTKKM CcreayoWmMX BUAOB MHPOPMALMNA:

e 06LueanocTynHom MHGopmaLnu;

o MHPOPMAUMM OrpaHWUYeHHOro AOCTyna, He CcoAep)Kalleh CBeAeHUN,
COCTaBAAOLWMX TOCYAAPCTBEHHYIO TaMHy, nNoAneallel 3alimTe B COOTBETCTBUM C
TpeboBaHMAMKU AeNCTBYOWEro 3akoHodatenbcTBa Poccuitickon Pepepaunm B obnactu
MHGopmaLmMoHHON Be3zonacHocTn (UB).

3.2. MporpamMmHO-TeEXHUYECKMEe cpeacTBa Heobxoanmble Ans GYHKLUMOHMPOBAHMS
N3nenva, a TakXKe BapWaHTbl KOHPUIypaLMA, ANA KOTOPbIX NPOBOAMAOCH TECTUPOBAHME

npmeBeaeHbl B JOKYMeHTe «PyKOBOACTBO aaMUHKUCTpaTopa» AAMI.20134-01 91 O1.

> Onpepenerne TepmuHa «YCTPOMCTBO» NpuseaeHo B Tabauue (Tabanua 14).
* OnpepeneHvie TepmunHa «lpunoxenue» npuseneHo 8 Tabauue (Tabanua 14).
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3.3. M3pgenue coctouT U3 ceayowmx NoACUCTEM?:

noacuctema b6esonacHocT (MB);

— noacuctema «Mapket» (MM);

— noacuctema lMNnatpopma ynpasnerHus (MY);
— noacucTema ynpasneHua teHaHtamm (MYT);
— noacuctema Cepsuc ysegomneruin (MCY);

— noacuctema obHosaenms OC (MOOC);

noacucTema AocTaBkM KoHTeHTa (CDN).

B3aumoaencrame  mexay MNoACUCTEMAMM M KOMMOHEHTaMM  MOACUCTEM
OCYLLECTBNAETCA C UCNONb30BaHMeM npoTokona HTTP ctaHaapT RFC 2616, npn aTom obmeH
NaHHbIMK ocywecTBasetcs B opmaTe RFC 8259 (JSON).

Ona nonyyeHuns push-yBegOMNEHUI Ha YCTPOMCTBA MCNOAb3yeTcs push-AeMOH,
Bxoaswmn B coctaB OC ABpopa. Push-agemoH, B cBoto ouepeapb, B3aumoaencrtayet ¢ MCY no
3awmueHHomy npotokony TLS (RFC 5246, RFC 8446) ¢ npotokonom TCP (RFC 793) Ha
TPAHCNOPTHOM YPOBHE.

B KauectBe cepBepa 6a3bl AaHHbIX (B/[l) ncnonb3yerca cepBep C yCTaHOBAEHHOM
cucTtemon ynpasneHuns 6asamu gaHHbix (CYB/) Postgres Pro maun PostgreSQL, B KoTopoW
XPaHATCA AaHHble N3aenna, Ana 4ero npuv pasBepTbiBaHMM co3aaeTcAa cneumanbHasa b. [na
XpaHeHnsa nHbopmaumm o ceccnax ncnonbayetca CYB/ Redis.

Moacuctemsl, Bxoasume B cocTaB M3aenma, Nno3BONAKOT BbINOAHATL IOTMPOBaHMeE
MHOOPMALIMOHHbIX COODLEHMIM, COODLLEHNI 00 OLWIMDKax, NpeaynpexaeHn U 0TNa404YHON
MHGoPMaLMM B cUCTEMHbIN XKypHan OC (systemd-journald).

OnucaHune MHTepdencoB NoACUCTEM, BXOAALLMX B COCTaB M3aenns, npuBeaeHo B
cneayrowmx AOKYMeHTax:

— «PykoBoactBo nonb3oBatena. Yactb 1. [loacuctema  6e30nMacHOCTMY

AOMT.20134-01 90 01-1;

> CocTas noacucrem WM3penua 3aBUCUT OT BApWMAHTOB MOCTaBKM, OMMCaAHWE KOTOPbLIX NpuMBeAeHO B pasdene 7
HaCTOALWEro AOKyMeHTa.
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— «PyKoBoacTBO no/sib3oBaTenA. YacTb 2. Moacuctema «MapKkeT»
AAMTI.20134-01 90 01-2;

— «PykoBoacTtBo nosnb3osatend. Yactb 3. MNMoacuctema MNnatpopma ynpaBaeHMa»
AAMTI.20134-01 90 01-3;

— «PyKOBOACTBO No/b3oBaTend. Yacte 4. lloacuctema ynpasieHUA TEHAHTaMU »
AOMT.20134-01 90 01-4;

— «PykoBoacTBo nonb3osatenda. Yactb 5. MNoacuctema CepBuC yBeAOMAEHUI »
AOMT.20134-01 90 01-5.

NMPUMEYAHWUE. OnwucaHne pasaenos uHTepdernca W3penma npuBeaeHO B
AOoKyMeHTe «OnucaHme npumeHenua» ANMI.20134-01 31 01. CocrtasB pasaesos
nHTepdenca M3penma 3aBUCUT OT BapMaAHTOB MOCTAaBKWM, NOAPOOHOE OMMCaHWE KOTOPbIX
npveeneHo B pasaene /.

OnucaHne paboTbl NPUNOKEHUI NPUBEAEHO B OKYMEHTAX:

— «PykoBoACTBO nosib3oBatend. Yactb 6. lpunoxeHne «Aspopa MapKeT» ANA
onepaunoHHom cnctembl ABpopa» AAMI.20134-01 90 01-6;

— «PykoBoAcTBO nosb3osatend. Yactb /. [llpunoxeHue «Aspopa LeHTp» AnA
onepaunoHHom cnctembl Aspopa» AAMI.20134-01 90 01-7.

ApxuTekTypa M3genna npuseaeHa Ha pucyHke (PucyHok 1).
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AOMUHUCTPATOP Paapat‘)om%
NPUNOXEHUn MoGunbHOe yCTPONCTED
5 (npunoxenns "Aspopa LieHtp"
Be6-6paysep BeG-Gpaysep  "Aspopa MapkeT")
HTTP/HTTPS
HTTPHTTPS TCPLS
HTTPHTTPS
\ 1
\ l CepBsep NpUNOKEHWI
HTTP  ,=czcccoos
BHyTpeHHMIA g0 8 .
DanaHCUpoBLLMK i
i | Consul
Consul B, 4]
— Template -
HTTP '10000-10500 - 1
TCP | 10500-11000 | == |
.‘, ; Sentinel /,
R (= )
':ocs-'apps‘.ore[ TCP 26379 6379 E =° < é
focsphrapa neG nM || mooc 2l || Redis |:
(e | ——}
| & |
| g O |
= |‘ [ ny || ncy || coN [ nyT TCP 9092 : e 5
y ni 9
/ ’.\ -------- ‘v‘
Nerexpa
TCP 5432 Baza AaHHbIX
LLinHa coodwenmnit
e fcmesnEll Kaus
e § BanaHcupoBLK
— XpaHunuwe
ne ny M
Cucrema o0Hapy#eHUA
\\_/ - Cepeuncos
B . Cepeucsl

PucyHok 1
3.3.1. MMoacuctema 6e30MacHOCTH

b npeaHasHayeHa ans peannsaumm cneayowmx GyHKUmMim 6esonacHocTn M3nenus:
— NAeHTUPUKaUMM 1N ayTeHTUPUKaLMM NONb30BaTENEM U YCTPOMCTB;

— ynpasaeHna naeHTMdnKaTopamm Noab3oBaTenen n yCTPOMCTB;

— ynpaBieHnsa cpeacTBamm ayTeHTUOMKALUMK;

— ynpaBaeHMA y4eTHbIMWN 3aNUCAMM NOSIb30BaTENEN U YCTPOMCTB;

— ynpaBAeHUs A0CTYNOM CYObEKTOB A0OCTyNa K 06beKTam 40CTyNa;
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— perncTtpaumm cobbiTnim besonacHocTy;

— NpeaocTaBAeHUa NoNb30BaTENAM A0CTyna K nHTepdeicy Ib.

[1b coCcTOUT 13 CneayroWmMX KOMNOHEHTOB:

— KoHconb Bxoaa nonb3oBaTenen;

— KoHconb agmunHucTpatopa [1b;

— Cepsep npunoxeHun M.

KoHconb BXxoAa Nosib3oBaTeien NO3BOAAET N0Ab30BaTeNAM N34enma ocyulecTBAATb
BBOA, MAEHTUPUKALMOHHOM N ayTEHTUPUKALMOHHOMN MHGOPMALMN.

KoHconb aamuHuctpatopa [1b nossondeTr ynpaBaAaTb YYETHbIMM  3aMMCAMM
nonb3oBaTenen 1 paboTaTb C *KypPHAIOM PErMCTPAUMN CODbITUN.

Cepsep npunoxeHun Mb npeacrtasnaer cobolt COBOKYMHOCTb BED-NPUNOKEHUN,
peannsyowmx OyHKUMM 6e30MacHOCTU, a TaKXKe M03BONAKWMX XpaHUTb B b U
NpeaocTaBAATb N0Ab30BaTENAM M34en1A AOCTYN K AaHHBbIM 00 YY4ETHbIX 3aMMCAX U XKypHany
perncTpaumm cobbITUi.

3.3.2. Tloacucrtema «MapkeT»

MM npeaHasHayeHa Ana obecneyeHms:

— YNPaBAEHUSA KU3HEHHbIM LUMKAOM MNPUIOKEHMIA (3arpyska, cornacoBaHue,
yoaneHve u nybamkauma);

— ynpasneHua AaAucTpubyumein onyobAMKOBAHHbLIX MNPUAOKEHWIA (CKa4ymMBaHMe,
yCTaHOBKa, OOHOB/NEHME U yaaNeHMe);

— NpeaocTaBAeHMA NONb30BATENAM A0CTyNa K nHtepdency MNMM.

[1M cocTonT 13 cneayrolmx KOMMNOHEHTOB:

KoHconb agmuHuctpatopa NM;

— KoHconb pa3pabotunka MM;

— [MpunoxkeHne «ABpopa MapkeTy;

— CepBep npunoxeHunn MNM.

KoHconb aamumHuctpatopa [1M  no3BosAeT OCyWecTBAATb  B3aMMOAENCTBUE

AamnHuctpatopa Aspopa MapkeTa ¢ MM B 4acTh paboTbl C NPUNOKEHUAMMU.
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KoHconb pa3pabotumka MM no3sonaeTr Ao6aBnATb HOBble U O0OHOBAATL paHee
3arpy*XeHHble NPUNOXKEHMA, @ TaKXKe Noy4aTb AOCTYN K XPaHUMOM B HUX MHDOPMaLMK.

MpunoxeHne «ABpopa MapKeT» BbINONHAETCA HA YCTPOMCTBE, QYHKLUMOHMPYOLLEM
noa ynpasaeHuem OC, 1 CAYKUT ANA 0TODPaXKEeHUS AaHHbIX O MPUIOXKEHMAX, @ TaKKe ANA
MX 3arpy3Kun, yCTaHOBKM, OBHOBAEHWA M yaAaNeHUs.

Cepsep npunoxeHun MM npeactasnaeT cobo COBOKYMHOCTb BED-NPUNOKEHUN,
NO3BONAIOWMX XPaHUTb B B[, M NpeaocTaBaATb Nonb3oBaTenam Msaenma nHGopmaumio o
npunoxeHuAax. MNpu 3TOM Camu MNPUAOKEHWUA, MX 3HAYKU M CKPUHLIOTbI XPaHATCA B
dannoBom xpaHuauLe.

3.3.3. Tloacuctema Mnatpopma ynpaBneHms

MY npeaHasHayeHa Ana obecnevyeHuna:

— ynpaBieHUs OTAENbHbIMW YCTPOMCTBAMM (onepaTMBHOE YynpaBieHue) w
rpynnamm yCTPOMCTB;

— ynpaBaeHna NONNTUKAMUK, ODIaNH-CLUEHAPUAMMY;

— ynpasaeHna 3anncamm 06 yCTPOMCTBE N NONb30BaATENAX YCTPOMCTBA;

— yNpaBAeHNA NPUNOKEHNAMM Ha YCTPOMCTBE;

— KOHTPO/A COCTOAHMA YCTPOMNCTBA;

— KOHTPO/A NPMMEHEHMA NOAUTUK Ha YCTPOWMCTBE;

— MOHWMTOpPWUHTIa cObbITUIN U NPeaOoCTaBAEHMA OTYETHOCTY;

— NpeaocTaBAeHMs N0Nb30BaTENAM A0CTyNa K MHTepdecy MY.

[1Y cocTonUT 13 credyrowmx KOMNOHEHTOB:

— KoHconb agmuHuctpatopa 1Y;

— [MpunoxkeHue «Aspopa LleHTp»;

— CepBep npunoxeHun My.

KoHconb aamuHuctpaTopa [1Y no3BOAAET OCYLWEecTBNAATb  B3aMMOAENCTBME

AamunHuctpatopa MNaatdopmbl ynpasnenma c Y.
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MpunoxeHune «Aspopa LleHTp» BbINONHAETCA Ha YCTPOMNCTBE, GYHKUMOHNPYOLLEM
noa ynpasneHnem OC, CAyKUT ANA NOAyYeHMA ynpasaawowmx coobuweHunin ot MY wu
nepegayn mx komnoHeHTam OC, a Takxe Ana nepegayn Y cBeAeHWIM O HACTPOMKax M
KoHOUrypaumm OC Aspopa. B 3aBucMmOCTM OT ynpaBaatoLero cooblleHna, Noay4eHHoro
c MY, npunoxeHne «ABpopa LleHTp» nocpeacTBOM Bbi30Ba MHTEPPEMCHBLIX GYHKLUMA
OC ABpopa nmeeT BOSMOXKHOCTb:

— HacTpamBaTb AOCTYN K Kamepe, Beb-b6pay3epy, MrukpodoHy 1 Bluetooth®;

YyNpaBAATb BOSMOXHOCTbIO CO34aHMA CHUMKOB 3KpaHa YCTPONCTBA;

— ynpasnaTtb HacTpokammn WLAN, B Tom yncne Toykon aoctyna WLAN;

— HacTpawmBaTb Nepeaadvy darnos no npotokony MTP;

— YyNpaBAATb HACTPOMKAaMM aBMapPEeXMMa, MCXOAAWMX M BXOAALLMX BbI30OBOB, a
TaKXXe HaCTPOMKamm AaTbl U BPEMEHMN;

— cbpacbiBaTb YCTPOMCTBO A0 3aBOACKMX HACTPOEK, a TaKXe 3anpeuatb
BbiNoNHeHMe cbpoca;

— 0bHOBANATL Ha ycTporcTee Bepcuto OC;

— NO/y4aTb CUCTEMHbIE COODLLLEHMA O COCTOAHMM YCTPONCTBA;

— nonyyaTb coobuweHna o cobbiTuax ©6e30nacHOCTM, NpousoWealwnx Ha
YCTPOMCTBE, @ TaK¥e HacTpamBaTb GUAbTPALMIO 3TUX COODLLEHNI;

— NOJly4aTb CUCTEMHbIE KYPHanbl (10rM) C YCTPOMCTBA M HacTpamBaTb cnocob mx
XPaHEeHWA Ha YCTPOMNCTBE;

— YNpPaBAATb NPUIOKEHMAMM (YCTAHOBKA, OOHOBAEHUE, yaaNeHWE);

— YCTaHaBAMBATb pacnucaHne obmMeHa AaHHbIMK ycTponcTsa ¢ MY;

— W3MEHATb MNapoab Y4YEeTHOM 3anMcu MNonb3oBaTenda W aAMWHUCTPATOpa
YCTPOWMCTBA, a TaKkXe 3a4aBaTb TPebOoBaHMA K Napoto;

— ynpaBnaTb 6/IOKMPOBKOM YCTPONCTBA;

— Has3HayaTb odnamH-cueHapum (B6NOKMPOBKM YCTPOMCTBA, OYMCTKM YCTPOMCTBA,
CMeHbl Mapo/sA YYeTHOM 3anucyM MNoNAb30BaTENA MAW AAMUHMCTPATOPA YCTPOMCTBA,
nosy4yeHna cobbiTii He30MacHOCTM C YCTPOMCTBA, 3aMpeT MCNOAb30BaHWA KamMepbl U

MUKPODOHa), KOTopble CPaboTatoT Ha YCTPONCTBE NPK CAEAYOLLNX YCA0BUAX:
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o npu cmeHe SIM-KapTbl;
® MpW OTCYTCTBMU Yy YCTPOMCTBA CBA3M C cepBepom [1Y;
e npu Bxoae B 30HY Aenctema WLAN nam npu HaxoXa4eHUN BHE 3TOWN 30HbI;
® MpW HaxoXAeHWN Ha TeppuTopmn, onpeaensemon NFC-meTkamu;
® MPU HAXOXAEHUM Ha TEeppUTOPUU/BHE TEPPUTOPUKU, ONpeaenaemMbix
KoopAnHaT.

Cepep npunoxeHun MY npeacrasnaer cobolt COBOKYNMHOCTb BED-MPUIONKEHUN,
MNO3BONAKOWMX XpaHUTb B B u npenoctaBnATe nonb3osBatenam WM3genva AaHHble O
HacTpomKkax 1 KoHpurypaumm OC, a Takxke GOpPMMpPOBaATb ynpaBaatolinMe COobLEHNA U
obnanH-cueHapum Ana NpunoxKeHuns «Aspopa LleHTp».

3.3.4. T[loacuctema ynpaBaeHuAa TeHaHTaMm

YT npeaHasHayeHa Ana obecneyeHms:

— yNpaB/AeHMUA KM3HEHHbIM LMKAOM TEHaAHTOB (co3daHWe, penakTMpoBaHWe W
yaanexHue);

— yNpaBAeHUA OpraHn3aumamu;

— YNpaBAeHNA KOHTAKTHbIMM NLLAMM OpPraHn3aLnm.

[MYT cocTonT 13 cedyrowmx KOMNOHEHTOB:

— KoHconb agmuHuctpatopa MNyT;

— Cepsep npunoxeHum MyT.

KoHconb agmuHucTtpatopa [YT no3BOAsSET OCYWECTBAATb B3aMMOAENCTBME
AOMMHUCTPaTOpa TeHaHToB C [1YT.

CepBep npunoxeHunn NMYT npeactasnaeT cobot COBOKYNMHOCTb BEO-NPUNOKEHUN,
NO3BOJIAKOWMX XpaHUTb B Bl M npenocTtasnATb MNo/sib3oBaTendM WM3genma [aHHble O
TEHaHTaXx, a TaKXe OCYLLEeCTBAATb yNpaBaeHMe TeHaHTaMMK.

3.3.5. TMoacuctema CepBunC yBeAOMAEHNM

MCY npegHa3sHavyeHa Ansa obecneyeHms:

— [0CTaBKM push-yBeaoMIeHNN A0 YCTPOWCTB;
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— YNPaBNEeHUA KU3HEHHbIM LMKAOM NpPOeKToB (Ao0baBneHWe, HaCcTpoOMKa M
yaoanexue);

— NpeaocTaBAeHMA NONb30BaATENAM A0CTyNa K nHTepdency MNCY.

[CY cocTouT 13 cnedyowmx KOMMNOHEHTOB:

— KoHconb agmunHucTpatopa MCy;

— Cepsep npunoxeHun MCy.

KoHconb agmuHumctpatopa [CY no3BOAAET OCyWecTBAATb B3aMMOAeNCTBME
AamuHuctpaTtopa Cepsuca ysegomnerHni ¢ MCY B 4acTh ynpaBaeHUA KU3HEHHbBIM LIMKIOM
NPOeKTOB. MpM 3TOM NPOEKTbI COAEPKAT CAeayOLLYt0 MHGOPMAaUMIO:

— HacTpomnkM B3anmoaenctama MCY n cepBepa NPUIOKEHUN;

— MHbOPMALMIO O MNPUNOXKEHMAX, push-yBegomneHma KoTopbix TpebyeTcs
nepesaBaTb C CEpBeEPa NPUNOKEHUIM HA YCTPONCTBA;

— MHOOPMALMIO O KOHTAKTHbIX NLAX.

CepBep npunoxeHuin NMCY npeacrtasnseT cobot COBOKYNHOCTb BED-NPUNOKEHMUN,
NO3BONAOLWNX XPaHUTb B B/1 1 npeaocTaBnaTe cybbektam aoctyna N3genma nHpopmaLmnto
O NPOEeKTax, a TakXe peannsyeT QYHKUMOHAN AOCTaBKM push-yBeAOMAEHUI A0 YCTPOMCTB
nocpencTBOM tcp-cepsepa.

3.3.6. MMoacuctema obHoBneHms OC

MOOC npeaHasHayeHa Ana obecneyeHns:

— npepocTaBaeHns nHeopmaumm o naketax OC;

— ynpasneHuna auctpubyumeinn naketos OC.

[MOOC cocTouT 13 cneayowero KOMMNOHEHTa:

— Cepsep npunoxenun MNOOC.

Cepsep NPUAOKEHNI NnoocC npeacrasnaet cobo COBOKYMHOCTb
BED-NPUNOKEHMN, NO3BONAOLINX XPaHUTb B B/l M NpeaocTaBnaTb MHGOPMALIMIO M aapeca
XpaHeHWA nakeTos 3arpy3odHoro moayna OC.

Ona xpaHeHua u amctpmbyumm naketoB OC npumeHAaetca ¢alinoBbin cepsep,

Pa3BEpPHYTbIN C UCNOoNb30BaHMeM Nginx.
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3.3.7. Tloacnctema AOCTAaBKM KOHTEHTa

CDN saBnaeTca onuuoHanbHOM noacuctemon WM3penma w npeaHasHavyeHa And
ONTUMM3ALMM AOCTAaBKU KOHTEHTa M3aenns (ycTaHOBOYHbIE daliibl MPUNOKEHUN, 3HAYKM,
CKPUHLLOTbI, NakeTbl obHoBAeHMA OC) nyTem UX pasmelleHnsa (KeWnpoBaHMA) Ha KOHTEHT-
cepBepax Takmm o06pa3om, 4YTODbl Bpema OXMAaHMA Ans  Nonb3oBaTens 6biao
MWHMMANbHBIM.

CDN cocTouT 13 cneaytoulero KOMNoHeHTa:

— KOHTeHT-cepBepa (KOHTEHT-CEPBEPOB).

KoHTeHT-cepBep  npeacTtaBnser cobon  Beb-NMpuaoXKeHMe,  MNO3BoOAAtOLLEE
KelnpoBaTb B GalNOBOM XpaHUANLLE KOHTEHT M3a4ennsa 1 npeloCcTaBaATb K HEMY AOCTyN
npuaoxeHnam «Aspopa LleHTp» n «ABpopa MakeT», a Takxe OC ABpopa.

3.4. N3penne peanusyeT paa TpeboOBaHMM K Mepam 3aWmTbl MHGOPMALMM,
NPUBEAEHHbIX B JOKYMEHTAX:

— «TpeboBaHMA O 3alWKUTe MHPOPMALMM, HE COCTABAAIOLWEN FOCYAaPCTBEHHYIO
TalHy, CoAepKallenca B rocy4apCTBEHHbIX MHPOPMALMOHHbBIX CUCTEMAXY, YTBEPKAEHHOM
nprkazom ®CTIK Poccum o1 11 peBpans 2013 r. Ne 17;

— «CocTaB M coAep)KaHWe OpraHM3auMOHHbIX WM TEXHUYECKMX Mep no
obecneyeHmto 6e30MaCHOCTM  NEPCOHANbHbIX JaHHbIX Npu KX obpaboTke B
MHOOPMALMOHHbBIX CMUCTEMAX MEPCOHANbHbIX [AaHHbIX», YTBEPXKAEHHOM MNPUKA3OM
®CTIK Poccunm o1 18 dpepans 2013 r. Ne 21;

— «TpeboBaHMA K obecneyeHMto 3aWMTbl MHPOPMALMM B aBTOMATU3NUPOBAHHbIX
CMCTEMAx yMnpaBAeHMA MNPOM3BOACTBEHHbIMU M TEXHONOTMYECKMMM MPOLECCaMM  Ha
KPUTUMYECKM BaXKHbiX O0ObEKTax, MOTEHLMAAbHO OMacHbiXx OObEKTaX, a TaKKe 0ObBbeKTax,
NPeACTaBAAOWMX MOBbLIWEHHYKO OMACHOCTb ANS XM3HW WU 340PO0BbA NOAEN M ANA
OKpY)Kalolen npupoaHon cpedbl», yTBepaeHHOM npukazom OCTIK Poccum ot

14 asrycta 2014 r. Ne 31;
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— «TpeboBaHma no obecneveHnto 6e30MaCHOCTM  3HAYMMbIX  ODOBEKTOB
KPOUTMYECKON  MHOOPMALMOHHOM  MHOPACTPYKTypbl  Poccuitickon — depepaumny,
yTBepKaeHHOM npukazom GCTIK Poccum oT 25 aekabps 2017 r. Ne 239.

NMPUMEYAHMUE. MoapobHaa nHdopmauma o peanmsyemsbix B Mzaenmm TpeboBaHMAX
K MepaM 3almTbl MHGOpMaLUMmM NpuBeaeHa B NpunoxeHum (MpunoxeHue 1).

3pnenve nossondet obecneymsaTb Habop mep, onpeneneHHbix 17-bim, 21-bim,
31-bim 1 239-bIM NpurKaszamm PCTIK Poccmm no 3awmte mHpopmaumm 8 NC, nytem ero
npumeHeHua B C gna ynpaBaeHUAa yCTPONCTBAMM.

NMPUMEYAHWUE. MoapobHaa wnHpopmauma o Habope Mep, KOTOpble MO3BOAAET
obecneymsatb M3penne nytem ero npumeHenunsa B NC ana ynpaBneHua yCTPOMCTBAMM,

npuseaeHa B npunoxeHun (MpunoxerHue 2).
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4. YKASAHUA MO 3KCINNYATAUUN

4.1. JkcnayaTtauma Wspoenva [0MHA OCYWeCTBAATbCA B COOTBeTCTBMM C I/,
nepevymcneHHom B  AOKymeHTe  «BegomocCTb  3KCM/AyaTaUMOHHbBIX — AOKYMEHTOB»
AOMI.20134-01 20 01.

4.2. N3penne v ero NnporpammHbie KOMMOHEHTbI A0/KHbI GYHKLMOHMPOBATL Ha
cneumnanbHO BblAENEHHbIX CEPBEPAxX B COCTaBE JIOKANbHOM BbIYMCAUTENbHOM CETU U Ha
ycTponcTteax noa ynpasneHnem OC ABpopa.

4.3. Mpu 3kcnayataumm  M3pgenma Heobxoamumo  cobntogaTb  cneaytouime
OrPAHNYEHWMA MO NMPUMEHEHWNIO:

— NpPaBOM A0CTyMNa K cepBepam C yCTaHOBNEHHbIM M3aennem AonxHbl 061aanaThb
nua, obecneumBatolwme  GyHKUMoOHMpoBaHne WC, npolealwine COOTBETCTBYHOLLYHO
NOAroTOBKY, 03HakomuBLUMecs ¢ I3[ Ha N3penve n He pacCMaTPUBAKOWMACA B Ka4ecTBe
HapywuTenen Ub;

— OOMXKHbI  ObITb  NPeAyCMOTPEHbl  MEPbl,  MCKAOYaloLWMe BO3MOXKHOCTb
HECAaHKLUMOHNUPOBAHHOIO WM3MEHEeHMA annapaTHOM YaCTWM TEeXHUYECKUX CPpeacTB, Ha
KOTOpPbIX YCTAaHOBJIEHO M3aenue;

— [O0/XKHa obecneymBaTbca nepuoamyeckas (He pexke 1 pasa B mecsl,) NpoBepKa
LEeNOCTHOCTM NPOrPaMMHbIX KOMMNOHEHTOB V3aenma nocpeacTtBOM CepTUOULIMPOBAHHbBIX
CpeacTB KOHTPONA;

— Ha YCTPOMCTBAxX M cepBepax C YCTAaHOBAEHHbIM M3aennem [O0NKHbI ObiTb
pPeann3oBaHbl MepPbl, MCKAOYALOLLME BO3MOMXKHOCTb MCMONb30BAHMA CPeACTB Pa3paboTKu
M OTNAAYMKOB AONA PeAaKTUPOBaHMA KoAa M OnepaTMBHOM MaMATM, MCMOJIb3yEMOW
N3pnennem;

— OOMKHbI  ObITb  obecneyeHbl  Mepbl,  UCKAYaoLme BO3MOHOCTb
HEeCAHKUMOHNPOBAHHON MOANPUKALMM NPOTrPAMMHbIX U MIHPOPMALMOHHbBIX KOMMNOHEHTOB

N3penna;
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— QU3NYecKM [J0CTyn K cepBepam € ycTaHoBneHHon CYB/[, — ponxeH
npeaoCcTaBAATbLCA muam, BK/IOYEHHbIM 3KCNAyaTUPYIOLLEN opraHmsaumen
(onepaTtopom/noTpebutenem) NC B nepedyeHb NnL, KOTOPble He PacCMaTpuUBalOTCA B
KavecTBe Hapywutena Nb;

— KaHaANbl CBA3M, PACMO/IOKEHHbIE B Npeaenax KOHTPOMPYEMOM 30HbI, AOJIKHbI
6bITb 3alLMLLEHBI OPraHM3aALUMOHHO-TEXHNYECKUMM MEPAMU;

— KaHanbl CBA3M, pPACMNO/IOXKEHHble 33 nNpeaenaMu KOHTPOSIMPYEMOM 30HHbI,
[O/KHbI ObITh 3alUMLLEHbI C MCMONb30BAHMEM CPEACTB KPUNTOrpapuMyecKkom 3almThbl
MHGopMaLnmM, cepTUdMLUMPOBaHHbBIX No TpeboBaHmam PCB Poccuu;

— OOMXHbI ObITb NPeANPUHATLI MEPbLI MO MEXCETEBOMY 3KPAHNUPOBAHMIO;

— 3kcnayaTtauma OC CentOS, OC Ubuntu namn OC Debian gonKHa OCyLLECTBAATLCS
COBMECTHO C YCTaHOB/IEHHbIM CPeACTBOM 3alwmuTbl MHPopmaunn (C3M) «Secret Net LSP»®
MAX CneunanbHbiM nporpammHbiMm obecnedermem C3U HCA «Arkkopa-X K»” uav apyrum
C3M ot HCA ceptndmumpoBaHHbim no TpebosaHnam GCTIK Poccuu;

— TCY He ocyuwecTBAsAET ayTEHTUPUKALUMIO NOAKNOYAEMbBIX K HEMY YCTPOWCTB NOA,
ynpasneHnem OC Aspopa Bepcum 5.0.0 M HUXKe, NO3TOMYy Npu HeobxoaMmocTH
obecneyeHms KOHPUAEHLUMANBHOCTM, LENOCTHOCTM M AOCTYNHOCTU push-yBeaoMAeHNM
HeobX0AMMO UCMONb30BATb KOMMNEHCMPYIOLWME MepPbl 3alNTbl MHGOPMALMK, HAaNPUMeEp,
KpunTorpaduyeckyto 3aWmTy KaHasna CBA3M C ABYCTOPOHHEN ayTeHTUPUKAUMEN MexKay
Cepsepom npunoxeHun TCY wn yctpomctBamu. [nA yCTPOWCTB NoOA YnpaB/ieHUEM
OC Aspopa Bepcum 5.1.0 un Bblwe B [CY peannsoBaHa ayTeHTUOMKALMA, NO3ITOMY
MCNO/Ib30BAHME KOMMEHCUPYIOLWMX Mep He TpebyeTcs;

— npu akcnayaTaumum Mspenms B TUC (UCNAOH, ACY, KWMW), He coaep:kalimx
MHGOPMALMM COCTABAAIOLWEN rOCYyAapCTBEHHOM TalHbl, B 3aBUCMMOCTM OT KJ/acca
3aWMLWEHHOCTU, AO0/IKHbI ObiTb YCTAHOB/IEHbI 3HAYEHWA NapamMeTpoB, NPUBEAEHHble B

Tabnnue (Tabanua 1).

® Ceptudurat cootsetctana PCTIK Poccum Ne 2790, aelicteuteneH Ao 18 nekabpa 2028 r.
7 CepTtudurar cootsetctana PCTIK Poccmm Ne 4447, neitctenteneH fo 10 ceHTabpa 2026 1.
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Tabnnua 1
3Ha4yeHue
Mepa
MNapameTp e MMC 4-ro MUC 3-ro M'UC 2-ro 'NC 1-ro
Knacca Knacca Knacca Knacca
ABTOMaTM4ecKoe NMAD.3 | — He bonee He bonee | He bonee
H6NoKMpoBaHMe yna.i 90 aHen 90 aHewn 45 nHen
naeHtTndmKaTopa (yyeTHom
3anmcuK) Noab3oBaTens
Yyepes Nepuosa BpeMeHM
HEeMCNoNb30BaHMWA
OnnHa napona NMAD.4 | He meHee | He MeHee 6 | He MeHee | He MeHee
6 CMMBOJIOB | 6 8
CMMBO/10B CYIMBOJIOB | CMMBOJIOB
AndaBnT napons NMAD.4 | He meHee | He MeHee He meHee | He MmeHee
30 60 70 70
CMMBO/IOB | CUMBOJIOB | CUMBOJIOB | CUMBO/10B
MaKcnmanbHoe Bpems NAD®.4 | 180 gHen | 120 aHeM 90 aHen 60 aHemn
NencTBns napona
MaKcmmanbHoe NMAD®.4 |oTr3p010 |oT30010 |oT34808 |oT3004
KONMYEeCTBO HeyCneLwHbIX
NOMNbITOK ayTEHTUOMKALNM
(BBOAA HEMpPaBUABLHOTO
napons) 40 6/10KUPOBKHK
BNOKMpPOBKaA y4eTHOM NA®.4 | OT3 100 Or58030 |oT10pa0 ot 15 go
3aMMncK NONb30BaTe A B 15 MUHYT | MUHYT 30 MuHYT | 60 MUHYT
Cnyyae AOCTUXEHMA
YCTaHOBNEHHOrO
MaKCMMabHOro
KONMYecTBa HeyCnelHbIX
NOMNbITOK ayTEHTUOMKALNM
KonmyecTso yna.se | — — — He bonee
OZlHOBPEMEHHbIX CECCUM 2-X
ONA MPUBUNETMPOBAHHbIX
YYETHbIX 3anncen
Bpems be3aencrama yrna.10 | — — no 15 o5
(HeaKTMBHOCTH) MUHYT MUHYT
Nosb30BaTeNs, yepes
KOTOpOe OCyLLLeCTBASAETCA
3aBeplUeHMe ceaHca
no/ab3oBaTenA
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4.4. lMpn  skcnayatauum  M3genna  AO/KHbI  NMPUMEHATbCA  c/iedyrolipe
AOMNONHUTENbHbIE OPraHM3aLUMOHHbIE M TEXHUYECKME MEpPbI:

— B npouecce akcnayaTauum MN3genma nonxkHo 6biTb obecnevyeHo perynapHoe
OTCNEXXMBAHME HAMNYUA U  OCYLLECTBAEHME YCTAaHOBKM 0OHOBAeHWI 6e3onacHOCTH
nporpammHoro obecneyenuma (M0O), Bxoadauiero B cpeay GyHKUMOHMPOBaHUA N3penna B
COOTBETCTBMM C 3.2 HACTOALLEro AOKYMEHT];

— e)eMeCsAYHO [AO0/IKEeH MNpPOM3BOAMTLCA MOMCK aKTyaslbHbIX YA3BMMOCTEN W
cBegeHnn 06 yaszBumocTax WM3genma um cpedbl  GYHKUMOHMPOBAHWA, aHaNM3
MAEHTUOULMPOBAHHbBIX YA3BMMOCTEN Ha NpeaMeT BO3MOXHOCTM UX MCNONb30BaHMA AN
HapyweHuns 6e3onacHoOCTK;

— B cpeae PpyHKUMOHMpoBaHuA N3penmna (obuiecnuctemHoe MO, ykasaHHoe B 3.2
HaCTOALLEro AOKYMEeHTa) A0/KHbl ObiTb YCTAHOBAEHbI BCE MMmetolmecs OBHOBAEHMA
6e30nacHOCTUN M «MaT4YM» AN IMKBMAALUUM M3BECTHbLIX YA3BUMOCTEN;

— B CAyYae obHapykeHua yazsumocTter B M0 N3penma AonKHO NPOU3BOANTLCA UX
yCTpaHeHMe B COOTBETCTBMM C MeTodamMu UM npoueaypamu, YCTaHOBAEHHbIMMK
npeanpuaTMeM-pa3paboTYNKOM;

— OonepaTop C NepnoaMYHOCTbIO 1 pa3 B HeAEeNto A0MKEH NOAyYaTb MHPOPMaALMIO
O Bbixoge obHoBneHuM U3pgenus depe3s  caykOy  TEXHWUYECKOM  NOAAEPHKKU
npeanpuATUA-U3rOTOBUTENA.

4.5. B akcnayatupytowen N3penne NC aonKHbI ObiTb peanm3oBaHbl TpeboBaHMA K
Mepam no obecneyeHmto H€30NacHOCTH:

— nHpopmaumm B TNC ana 1-ro Knacca 3aWMUWEHHOCTM B COOTBETCTBUM C
TpeboBaHMAMU AOKYMeHTa «TpeboBaHMA O 3almUTe MHPOPMALMKU, HE COCTABAAIOLWLEN
rocyJapCTBEHHYIO TalHy, CcoJeprallenca B rocyAapCTBEHHbIX WMHPOPMALMOHHbIX

cuctemax» (yreepxaeH npukazom ®CTIK Poccum ot 11 pespans 2013 r. Ne 17);
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— nHbopmaumm 8 NUCMNAH ana 1-ro ypoBHA 3aLUMLLEHHOCTM B COOTBETCTBMU C
TpeboBaHUAMM AOKYMeHTa «COCTaB M coAeprKaHne OpraHn3aumoHHbIX U TEXHUYECKMX MEpP
no obecneyeHmMto 6€30MACHOCTM MEPCOHANbHbIX AaHHbIX MNpu MX obpaboTke B
MHPOPMALIMOHHbBIX ~ CUCTEMAX MepCoHaNbHbIX  AaHHbIX»  (yTBEPXKAEH  MNPMKA30oM
®CTIK Poccun o1 18 dpespansa 2013 r. Ne 21);

— nHbopmaumm B ACY a0 1 Knacca 3alMLEHHOCTM BKAKOYMTENBHO B COOTBETCTBMUM
C  [AOKyMeHTOM  «TpeboBaHMa K  obecneyeHuto  3aWMTbl  MHOOPMAUMM B
aBTOMATU3MPOBAHHbIX CMCTEMAX YMPaBAEHMNA NPON3BOACTBEHHbBIMM U TEXHONOTMYECKMMM
npoueccaMmm Ha KPUTUYECKM BarKHbIX OBbeKTax, MOTEHUMaNbHO OMacHbiXx O0bbeKTax, a
TakXe obbeKTax, NpPeacTaBAAOULMX MOBbILEHHYD OMACHOCTb A8 M3HM M 340pO0BbA
NOAeM U AN OKPYKatoLWen npupoaHon cpeabl» (yTBepxaeH npukazom ®CTIK Poccum ot
14 aBrycta 2014 r. Ne 31);

— MHPOPMALMM  Ha 3HAYMMbIX OOBEKTaX KPUTMYECKOM MHOOPMALMOHHOWN
MHOPACTPYKTYPbl A0 1 KaTeropum BKAOYUTENbHO B COOTBETCTBUM C [AOKYMEHTOM
«TpeboBaHma no obecneyeHnto 6e30MaCHOCTU 3HAYMMbIX OOBEKTOB KPUTUYECKOM
MHPOPMALIMOHHOM MHOPACTPYKTYpbl Poccuitckon Pepepauumn» (YyTBEPXKAEH MPUKAI3OM
®CTIK Poccuum ot 25 aekabps 2017 r. Ne 239).

B cocTaB mep A0MXKHblI BXOAMTb:

— ABYXpaKTOpHas ayTeHTUPMKaumsa nonblosatenen (MAD.1, ycunexue);

— QHTUBMPYCHas 3aWMmTa.
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5. NOAAEPAHKA BE3OMNACHOCTH

5.1. MpeanpuAaTne-n3rotoButenb obecneymBaeT NoAAEP)KKYy ©e30MacHOCTH
N3penna, npeaycMaTpMBatoLLyto:

— yCTpaHeHMe HeaoCcTaTKoB M AedekToB M3menna, B TOM 4YUCAe yCTPaHeHMe
YA3BMMOCTEN U HeAeKNapupoBaHHbIX BO3MOXKHOCTEM WM3penuns (nanee — ycTpaHeHue
HeJ0CTaTKOB);

— nHPopmmnpoBaHmne notpebutenen ob obHoBNeHUU N3penma n noseaeHne A0
notpebutenein obHoBneHUM M3penns, a Takxke uameHeHui B 3/ (nanee — obHoBEeHUE
N3penua);

— UHbOPpMMpPOBAHME 0O OKOHYaAHWKM Npom3BoACTBA W (MAM) NOAAEPIKKK
H6esonacHocTn N3penms.

5.2. YcTpaHeHue HedoCTaTKOB M3aenma npeaycmaTpmsaeT:

5.2.1. lMouck B 0OWEAOCTYNHbIX MCTOYHMKAX WMHPOPMAUMM O HeaoCTaTKax
N3penna. B kKayectBe obLWEeA0CTYNHbIX MCTOYHUKOB B MEPBYO oyepeab ncnosbyetca b/l
YA3BMMOCTEM B cOCTaBe HaHKa AaHHbIX yrpo3 6esonacHocTn nHpopmaumm GCTIK Poccum
(https://bdu.fstec.ru/, BaHK gaHHbIX yrpo3 6e3onacHoCTM MHOOPMALMKM), a TaKkKe
cnepytoline AOMNOAHUTENbHbIE WUCTOYHMKK: http://cve.omp.ru/, https://cve.mitre.org/,
https://nvd.nist.gov/, https://www.exploit-db.com/, http://www.rapid7.com/db/,
http://www.cvedetails.com/, http://www.securitylab.ru/ n gpyrme. Nounck ocyuw,ecTsnaeTcs
nepruoamyeckm n He pexe 1 pasa B mecall.

5.2.2. TonyyeHue ceeaeHMn 0 HegocTaTkax M3aenma oT notpebutenen Msagenma.

5.2.3. [lpoBeageHune ncnbiTaHnit N30enms no BbIABAEHNIO HEAOCTATKOB B M3aennu,
B TOM YMC/1Ee MO BbIABAEHUIO YA3BMMOCTEN U HEAEKNAPMPOBAHHbIX BO3MOXKHOCTEM N3aenma.

5.2.4. Pa3paboTKy KOMMEHCUPYIOWMX Mep Mno 3awmte UHboOpMaLuM UK
OrPaHUYEHUI MO NPUMeHeHUto W3aenmna, CHUMKAKoWMX BO3MOXHOCTb 3KCMayaTaumm

Hea0CTaTKOB (YA3BMMOCTEN).


https://nvd.nist.gov/
https://www.exploit-db.com/
http://www.rapid7.com/db/
http://www.cvedetails.com/
http://www.securitylab.ru/
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5.2.5. [oBeaeHne wunHOOpMaLUMM O HeaocTaTkax M3penums, a Takke o
KOMMNEHCUPYIOLWMX Mepax Mo 3awmuTe MHGOPMALMMU UK OTPAHUYEHMAX NO NPUMEHEHUIO
N3penna oo notpebutenen N3penmna, PCTIK Poccmn n BaHKa AaHHbIX yrpo3 6e30nacHOCTH
nHGopMaLmnm, BeaeHne KoToporo ocyliectenaeT PCTIK Pocchm B COOTBETCTBMM C MYHKTOM
21 nyHKTa 8 llonoxkeHna o PenepanbHOM Ccayxbe MO TEXHMYECKOMY W 3KCNEPTHOMY
KOHTPOO, YTBEPKAEHHOro YKa3om [pe3naeHTta Poccminckon denepaumm oT 16 aBrycra
2004 r. No 1085.

5.2.6. YcTpaHeHue HeaocTaTkoB M3aenma nytem aopaboTkm N3penmna, npuHatme
MHbIX MeP, CHUXAOLLMX BO3MOXKHOCTb SKCMyaTaumm yA3BUMOCTEMN.

5.2.7. TectupoBaHMe (UcnbiTaHKe) agopaboTaHHOro M3aenma mam ero oTAesbHbIX
KOMMOHEHTOB Ha NpeAMEeT YyCTPaHeHMA BAUAHUA 0OHOBAEHWI M3aenna Ha ero GyHKLMK
6e30MacHOCTN, MNOATBEPMKAEHMA  YCTPAHEHWA  YA3BMMOCTEM, HEBHECeHMA  HOBbIX
yassBumocTen B N3penne.

5.3. Pa3paboTka KOMMEHCUpylWmMx Mep no 3awmte MHOOPMALMM UK
OrpaHNYeHn No NpUMeHeHMIo M3aenns, a Takke gosedeHne MHGoOpmaLumm 0 HeoCTaTKax
M YKa3aHHbIX MEpax M OrpaHUYeHmnax A0 noTpebutenein ocyLLeCcTBAAKOTCA B CPOK He bonee
48 4aCcoOB C MOMEHTA BbIABNEHNA HeAOCTaTKa MyTeM OTMPABKM COODLLEHMNN HA 9NEKTPOHHbIE
aapeca notpebutenen.

5.4. [JopaboTka M3nenus, B Tom yncne paspaboTtka obHosneHun MO N3aenua, nnu
pa3paboTKka Mep No 3almTe MHGOPMALLMKN, HENTPANM3YIOLMX HEAOCTATOK, OCYLLECTBAAETCA
B CPOK He bonee 60 AHEN C MOMEHTA BbIABNEHNA HEAOCTATKa.

5.5. O6 OoKOH4YaHWK NPOM3BOACTBA U (MK) Noaaep*KKknu 6esonacHocTn M3nenus
npeanpuaTne-n3rotoBuTenb nHpopmupyet notpedbutenen n ®CTIK Poccum He nosaHee,

yem 3a 1 roz 40 OKOHYAHWUS MPOU3BOACTBA U (MM) NoAAePHKKM Be3onacHocTu M3aenus.
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6. NMNOPALAOK OBHOBJ/IEHNA

6.1. B pamkax nMOALEP)KKM IKM3HEHHOro UuUukna Wspnenna npeanpuatme-
M3roToBMTENb  BHOCUT B  HEro WM3MEHEeHWs, HamnpaB/ieHHble Ha  YyAydlleHue
9KCNyaTaLUMOHHbIX XapaKTEPUCTMK U YCTPAaHEHNE HEAOCTATKOB.

6.2. JoseaeHue MHGoOpMaLMM O BbiNyCKe OBHOBAEHWM M34enna A0 KaxKaoro
notpebutena M3genma ocyu,ecTsnaeTca NOCPeaCcTBOM:

— OTNPaBKM COODBLLLEHWIA Ha 9N1EKTPOHHbIE aapeca NnoTpebutenen;

— nybanKkaumm  Ha  oduumanbHOM  Beb-canMTe  npeanpuATUA-pa3paboTyMKa
(https://www.omp.ru, https://auroraos.ru).

6.3. lMpeaycmoTpeHbl cneaytouime cnocobbl npeaoctasneHna OBHOBAEHWUM
noTpebuTenam:

— OTNpaBKa HOBOW BepCUMKN M3aenma c ConpoBOANTENbHBIM MUCbMOM;

— nybankauma ISO-obpasa 3arpy3oyHoOro moayna HoBOM Bepcum M3penus Ha
odpnuManbHOM Beb-canTe npeanpuaTna-paspaboTynka (https://www.omp.ru,
https://auroraos.ru);

6.4. MNoTpebuTenb TaKKe MMeeT BO3MOXHOCTb MNOAYyYUTb MHPOPMALUMIO O BbiXxoae
OOHOBNEHUN 4Yepe3 CAyKOy TexHMYecKon NOoAAEPMKKUM npeanpuatTma-paspabotynka no
Ten.: +7 (495) 269-09-80 nnbo No 3NEKTPOHHOM noyTe: support@omp.ru.

6.5. ObHOBNEeHMA M3aenns, Npu UX HaNU4YMKM, BBOAATCA B 3IKCMAyaTauMto nocne
npoBefeHna  AOMNOAHMTENbHbIX  WUCObITAHWMM  ANA  nogdepxaHua  M3pgenva B
cepTMdUUMpPoBaHHOM cTaTyce. B cnydyae BHeceHMA B M3aenne M3MeHEHMN, CBA3AHHbIX C
YCTPaAHEHMEM YA3BMMOCTEN, NPeaAnpPUATME-U3rOTOBUTENb MHPOPMUPYET noTpebutenemn u
®CTIK Poccmm o HeobxoammocT obHoBneHuAa M3penns m AOBOAUT A0 NoTpebutenei
obHoBneHMA MN3penns A0 NpoBeAeHMA AOMOAHUTENbHbIX MUCMbITaHMA. ABTOMaTUYECKOe

obHoBNEHME cepTUPULMPOBAHHON BEpPCUM M3aenma He AonycKaeTcs.


mailto:support@omprussia.ru.

27
AMT.20134-01 3001

6.6. [lna yCTaHOBKU CepTUOULMPOBAHHbIX OOHOBAEHWUIM onepaTop AOXKeH
BbINO/HUTb CAeaytollme AeNCTBUA:

— NONY4YUTb OT nNpeanpuATUA-U3roToBMTENA M3aenma cepTUOUUMPOBAHHbIE
obHoBNEeHMA M3aenua, a Takke OOHOBAEHHbIW B COOTBETCTBMM C M3BelleHMem 06
N3IMeHeHnAx komnnekt 3/ Ha M3genue;

— NPOM3BECTM NPOBEPKY MOAJIMHHOCTM U LUENOCTHOCTU MOCPeACTBOM MPOBEPKM
aneKTpoHHOM noanucu (3M) N3penma. MHCTpyKLUMA ¢ onucaHnem nopsagrka nposepkum 31,
ceptTudukat nposepkn I, ckpunT nposepkn 3 mn 3l pasmelleHbl Ha Beb-canTe
npeanpuaTua-nsrotosutens Mspenma (https://auroraos.ru/documentation);

— nposecTn pacyeT KC ¢darnos ceptmdmnumpoBaHHbix 0bHOBNEHUM M3aenna ¢
MCNONb30BaHMEM MNporpammbl  «llporpamma  GUKcauuMmM WM KOHTPONA LLENOCTHOCTU
nHpopmaumm  «O®UKC-Unix 1.0» (pa3pabotunk 3A0 «LBN-cepsuc», ceptudukat
cootBeTcTBNA PCTIK Poccmm Ne 680, aencteuteneH Ao 26 ¢espana 2021 r., OKOHYaHMe
CPOKa TEXHMYECKON NoaaepKkmn 26 pespana 2026 r.);

— cpaBHUTb KC ¢dannoB 0OHOBNEHWI C YKa3aHHbIMM B COOTBETCTBYHOLLEM
0OHOBNEHHOM pa3zaesie HacTosWwero AokymeHTa. Mpu pacxoxaeHnn KC ¢ 3TanOHHbIMM
3HaYEeHMAMM, YKa3aHHbIMW B HACTOALLEM AOKYMEHTE, HeobxoaMmo 06paTUTLCA B CAYKOY
TEXHNYECKOW MNOAAEPKKM NpeanpuatTua-nsrotosntensa N3genva;

— B cnydae cooTtBeTcTBMA KC dalnnos cepTudULUMpPOBaHHbIX 0OHOBNEHMN M3aenna
3Ta/ZIOHHbIM 3HAYEHWAM TMPOWM3BECTM YCTAHOBKY CePTUOMUMPOBAHHbBIX OOHOBAEHMIA
N3penns B COOTBETCTBMM C TPEDOBAHMAMM, NPUBEAEHHbBIMM B OKYMEHTaX: « PyKOBOACTBO
aaMuHuctpaTtopa» AAMI.20134-01 91 01 u «PekomeHOauum Mo pe3epBHOMY
KonnposaHuto» AAMI.20134-01 91 02.

6.7. Echv notpebutens N3penmna He MOXKeT peann3oBaTb KOMNEHCUMPYHOLLME MepbI
no 3awmuTte MHOOPMALMN UAM OTPaAHMYEHMA NO NpPUMeEHeHWo M3aenma pekomeHayeTca

npeKkpaTnTb ero npumeHeHme.
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6.8. Ecnm ya3BMMOCTM (HeaeKknapupoBaHHbIE BO3MOXHOCTWU) M3menua He moryT
ObITb YCTPAHEHbI C MOMOLLbHO KOMMEHCUMPYIOWNMX Mep Mo 3awmte mHGopMauum uam
OrpaHUYEeHNI NO NPUMEHEHMIO, MPeaAnpPUATUE-U3roToBMUTENb N3aenns He3ameaIMTENbHO U
rapaHTMPOBAHHO, C MNOATBEpP)AeHMeM, coobuiaeT o6 3Tom Bcem noTpebutenam wu
®CTIK Poccum. MoTpebutenm npekpallatoT npumeHeHne Msaenmsa.

6.9. ObHoBNeHWe M3nenuns oo Tpebyemon BEepCHMM BO3MOMKHO TOIbKO C BEPCUN,

yKasaHHbIx B Tabauue (Tabanua 2).

Tabnanua 2
Tpebyemasn sepcua PaHee ycTaHOBNE€HHaA BepcuA
2.2.0 2.1.3*
2.2.1* 2.1.3*%,2.2.0
2.2.2%* 2.1.3*%,2.2.0,2.2.1*
2.3.0 2.2.2%*
2.4.0 2.2.2*%,23.0
2.5.0 2.2.2*%,2.3.0,2.4.0
2.5.1* 2.2.2*%,2.3.0,2.4.0,2.5.0
3.0.0 2.5.1*
3.0.1 2.5.1%,3.0.0
3.1.0 2.5.1%,3.0.1
3.1.1* 2.5.1%,3.0.1,3.1.0
3.1.2* 2.5.1%,3.1.0,3.1.1*
3.2.0 3.1.0,3.1.2*
4.0.0* 3.1.2%,3.2.0
4.1.0* 3.1.2*,4.0.0*
5.0.0* 3.2.0,4.0.0%,4.1.0*
5.1.0* 4.1.0*% 5.0.0*

* - Bepcuu Mspenus, npoweamne ceptudmraumo 8 PCTIK Poccun.
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7. KOMMNJIEKTHOCTb

7.1. KOMMNNekTHOCTb noctasku® N3nenna AOJ/IXKHA COOTBETCTBOBATb

KOMMN/AIEKTHOCTK, YKa3zaHHOM B Tabaumue (Tabaumua 3), B CTPOrom 3aBUCMMOCTK OT cnocoba
nepenaun’® M3penma n cneumdurkaumm M3penms, npegycMOTPEeHHOM B COOTBETCTBYIOLLEM

JInueH3noHHoM AoroBope.

Tabanua 3
Kon. | ®usnyeckaa |INeKTpOHHaA
O603Ha4eHune HaumeHoBaHue
LT. nocTaBKa NnocTaBKa

AOMI.20134-01 [MpuknagHoe nporpammHoe | 1 |[DVDc B
obecneveHne «ABpopa 3arpy304HbIM | 3/IEKTPOHHOM
LeHTp» MoLy/iem BMnAae

V3pennal®

AOMI.20134-01 30 01 |lMpuknagHoe nporpammHoe | 1 |B neyaTHOM B
obecneyeHune «ABpopa BMAE 3/IEKTPOHHOM
LeHTp». dopmynap (bopmat A5)! |Buae
[MpuknagHoe nporpammHoe | 1 |B anekTpoHHOM|B
obecneyeHmne «ABpopa Bnae Ha DVD  |3neKTpoHHOM
LleHTp». KomnaeKkT BMnAae
3KCN/IyaTalUMOHHbIX
[OKYMEHTOB

AIMT.20134-01 99 01*?|MpuknagHoe nporpammHoe | 1 |B snektpoHHoOM|B
obecneyeHune «ABpopa Bnae Ha DVD  |aneKTpoHHOM
LleHTp». TexHn4yeckmne BnAae
yCNnoBuA

3aBepeHHaa kKonua BblaaHHoro OCTIK Poccum| 1 |B neyatHom B

cepTudmKaTa cooTBeTCTBMA CUCTEMbI CepTUDMKALMN BMAE 3/IEKTPOHHOM

CpeacTB 3aWmTbl MHPOPMaUMM MNo TpeboBaHMAM (bopmaT A5)  |BUAae

6e3onacHocTM UMHPopmaumm (cemaeTtensctso  No

POCC RU.0001.016M00)

8 KomnIeKTHOCTb NOCTaBKM M3aenna onpenenserca yeaoBuamm JInLeH3noHHOro 4orosopa.

9 06wan MHPOPMaLMA O BO3MOMHbLIX crocobax nepedayn v HocuTenax MHpopmaumn Msgenva npuseseHa B
COOTBETCTBYHOLLMX MPUNOKEHUAX HACTOALLENO AOKYMEHTA.

19 DVD c 3arpy304HbIM MOayNeM M30ennsa, TakKe COAePKUT KOMMOHEHTbI cpelbl GYHKLMOHMPOBAHUA U KOMMAEKT
3 Ha N3aenne.

1 NMpun dpu3MyecKol noctTaBke HE3aBMUCMMO OT KONMYECTBA MOCTaBAAEMbIX KOMMAEKTOB 3/ AOKYMeHT «Dopmynap»
AIMT.20134-01 30 01 nocTaBnaeTca B 1 ak3emnaspe Ha HymarKHOM HOCUTeNe Ha Kaxayto NapTUIO YCTPOWMCTB.

12 IoKyMEHT MO3KET BbITb BK/IKOYEH B MOCTaBKy MO OTAE/IbHOMY 3anpocy.
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Komnnekt 3/, BxoAdAwmMx B NOCTaBky:® W3penua, onpepeneH B [JOKYMEHTE
«BenomocTb aKCnyaTauMoHHbIX 4oKyMeHToB» AMI.20134-01 20 01.

7.2. Vi3penne MoXeT MMEeTb HECKONbKO Pa3/IMyHbIX KOHOUrypaumin, npu 3Tom
BapMaHT NOCTaBKM onpeaenaeTca B COOTBETCTBYOWEM J/INLEH3MOHHOM LOroBOpE:

— BapwaHT nocrasku 1 (AAMI.20134-01 12 01), cocToAWwMA M3 KOMMAEKTA
NOKYMEHTOB U1 cnedyowmx noacuctem: b, MM, MYy, Mcy, nooc;

— BapwaHT noctasku 2 (AAMI.20134-01 12 02), cocToAWwMn M3 KOMMAEKTa

AOKYMEHTOB U1 caedyrowmx noacuctem: b, MM, MY, MCY, NOOC, skatovasa MYT n CDN;

— BapwaHT noctasku 3 (AAMI.20134-01 12 03), cocToAWMA M3 KOMMAEKTa

AOOKYMEHTOB W cneaytowmx nogcucrtem: Mb, MM, MY, MCY, MOOC, srkatoyvaa MYT n CDN ¢

«JINUEH3MOHHbBIM cornateHnem» ans Cepsuc-nposanaepos®,

7.3. KC ¢amnnos N3aenmna paccynmTaHbl C MCNOAb30BaHMEM NPOrpammbl «[porpamma
PUKCaUMM U KOHTPOAA LeNocTHocTM MHPopmaunm «PUKC-Unix 1.0» (pa3pabotumk
3A0 «LUBW-cepsuc», ceptndunrar coorsetctema PCTIK Poccmumn Ne 680, aencreuteneH Ao
26 dpeBpana 2021 r., OKOHYAHME CPOKA TEXHUYECKON NOAAEPHKKM 26 pespans 2026 T.).

7.3.1. KC DVD c Wszpenunem, coaepxKalym 3arpysodyHbin moaynb WM3genva u

KOMMOHEHTbI cpeabl PYHKLUMOHNMPOBAHUA NpuBeaeHbl B Tabauvue (Tabanua 4).

Tabnnua 4

KC DVD ¢
NU3penvem
MNpuknagHoe nporpammHoe  obecnedyeHne  «ABpopa  LleHTp». | 592AE215

«CuHraTeHaHT™ AAMI.20134-01 12 01
MNpuknagHoe nporpammHoe  obecnedyeHne  «ABpopa  LleHTp». | 7BOC7320
«MynbtnTeHaHT» AAMI.20134-01 12 02
MNpuknagHoe nporpammHoe  obecnedyeHne  «ABpopa  LleHTp». | 1IBOSAAD38
«MynbTnTeHaHT» ana Cepsuc-nposangepos AAMI.20134-01 12 03

U3penve

13 lononHUTENbHO B COCTaB KOMMEKTa AOKYMEHTOB BXOAMT daitn «/TMLEH3NOoHHOoe cornalenme.pdf», ¢ KOTopbim
HeobXxoAMMO 03HAKOMMUTLCA Nepes HavyaloM UCNo/Ib30BaHMA V3aenus.

14 CepBuc-npoBaiigep — opraHusauma, KOTopas UcnosbayeT M3penve B8 KayecTsBe 04HOTO U3 COCTaBAAIOWMX A
CO34aHMA CBOEW ycnyrM uam npoaykta. [JaHHaa ycayra WAM NpPoAyKT npeaoctaBnsetcs KauveHTam CepBuc-
nposakaepa.
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NMPUMEYAHUE. [MepeueHb ¢annos 3arpysodHoro moayns WM3pgenma u ux KC
npueeaeHsl B Tabaunuax (Tabanua 5 Tabaumua 6). Takke nodannosblie KC DVD ¢ M3pgennem
npueeaeHbl Ha DVD B panne /checksums/distr/distr.fix.html.
7.3.2. BTabnuue (Tabnmua 5) npuseaeHsl KC paameuleHHoro Ha DVD ¢ Mzagenvem
apxuBa, coZepxalwero ¢annsl M3genna, ycTaHaBAMBaEeMble Ha CepBep, a Takxke dannbl

cueHapmeB YCTaHOBKN.

Tabnnua 5

Uma Ppaiina Pa3mep (6aiiT) KC (wecTH.)
/server/installer-ac.sh 890637556 15195568
(BxoamT B AAMI.20134-01 12 01)
/server/installer-ac-mt.sh 989117809 21744E14
(BxoamT B AAMI.20134-01 12 02)
/server/installer-ac-mt-spr.sh 988950929 98A07BE4
(BxoanT B8 AAMI.20134-01 12 03)

7.3.3. B Tabauue (Tabnuua 6) npuseaeHbl KC ¢aiinoB npunoxkeHns «Aspopa
MapKkeT» 1 npunoxenua «Aspopa LleHTp», BXOOAWMX B COCTaB COOTBETCTBYHOLLMX

noacuctem M3nenuva (nogpobHee B 3.3) 1 pasmelleHHbIX Ha DVD ¢ N3aenvem.

Tabnnua 6
KoHTpoANbHaA
o Pasmep
Homep NUma dainna . cymma
(6aiT)
(wecTH.)
Ratanor: client-apps-aurora/aurora center/aurora-4.0.2
1 omp-emm-client-5.1.0.6+2-aurora- 1120002 CAA9010F
4.0.2.armv7hl.rpm
2 omp-emm—-installer-5.1.0.1+2-aurora- 519238 OA7EEF48

4.0.2.armv7hl.rpm
3 omp-emm-wizard-quick-activation-5.1.0.1+2- | 748670 53DA01BR3
aurora-4.0.2.armv7hl.rpm
4 omp-emm-wizard-quick-activation- 9630 DOCOD6FO
configuration-5.1.0.1+2-aurora-
4.0.2.armv7hl.rpm

NTOIO: |- 2397540 | 4DCD3904
KaTanor: client-apps-aurora/aurora center/aurora-5.1.0
5 omp-emm-client-5.1.0.6+2-aurora- 1265435 BDFOEC19
5.1.0.aarch64.rpm
6 omp-emm-client-5.1.0.6+2-aurora- 1219552 2BBA4BBRB5

5.1.0.armv7hl.rpm




32
AOMI.20134-01 3001

KoHTpoOibHaA
o Pasmep
Homep Nma danna " cymma
(6airr)
(wecTH.)
7 omp-emm-installer-5.1.0.1+2-aurora- 34993 2A881186
5.1.0.aarch64.rpm
8 omp-emm-installer-5.1.0.1+2-aurora- 32841 E4AB1130
5.1.0.armv7hl.rpm
9 omp-emm-wizard-quick-activation-5.1.0.142- | 54870 1E87F450
aurora-5.1.0.aarch64.rpm
10 omp-emm-wizard-quick-activation-5.1.0.1+2- 51685 BAFOB2D6
aurora-5.1.0.armv7hl.rpm
11 omp-emm-wizard-quick-activation- 9535 20FC029D
configuration-5.1.0.1+2-aurora-
5.1.0.aarch64.rpm
12 omp-emm-wizard-quick-activation- 9626 50ES5EBF3
configuration-5.1.0.1+2-aurora-
5.1.0.armv7hl.rpm
NTOlO: |- 2678537 | 8CO9F8F2
Katanor: client-apps-aurora/aurora center/aurora-5.1.1
13 omp-emm-client-5.1.0.6+2-aurora- 1265030 BE5D6103
5.1.1.aarch64.rpm
14 omp-emm-client-5.1.0.6+2-aurora- 1219026 CF1EDOCD
5.1.1.armv7hl.rpm
15 omp-emm-installer-5.1.0.1+2-aurora- 35008 8D470C56
5.1.1.aarch64.rpm
16 omp-emm-installer-5.1.0.1+2-aurora- 32840 549E27C2
5.1.1.armv7hl.rpm
17 omp-emm-wizard-quick-activation-5.1.0.1+2- 54867 1D56DF10
aurora-5.1.1.aarch64.rpm
18 omp-emm-wizard-quick-activation-5.1.0.1+2- 51684 2709C9AB
aurora-5.1.1l.armv/hl.rpm
19 omp-emm-wizard-quick-activation- 9534 7084E14C
configuration-5.1.0.1+2-aurora-
5.1.1.aarch64.rpm
20 omp-emm-wizard-quick-activation- 9626 8FDD81E1
configuration-5.1.0.1+2-aurora-
5.1.1.armv7hl.rpm
NTOIO: |- 2677615 | 6DSCECAC
KaTanor: client-apps-aurora/aurora market/aurora-4.0.2
21 feature-appstore-5.1.0.1+2-aurora- 8923 6A2D004A
4.0.2.armv7hl.rpm
22 omp-appmanager-5.1.0.1+1-aurora- 98278 FA0803F6
4.0.2.armv7hl.rpm
23 omp-appstore-client-5.1.0.1+2-aurora- 924712 AA9FFF44
4.0.2.armv7hl.rpm
NTOTO: |- 1031913 | 3ABAFCFS8
KaTanor: client-apps-aurora/aurora market/aurora-5.1.0
24 feature-appstore-5.1.0.1+2-aurora- 8815 3A4F32B3

5.1.0.aarch64.rpm
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KoHTpoOibHaA
o Pasmep
Homep Uma daina ” Cymma
(6aiT)
(wecTtH.)
25 feature-appstore-5.1.0.1+2-aurora- 8906 51F36073
5.1.0.armv7hl.rpm
26 omp-appstore-client-5.1.0.1+2-aurora- 792878 E7A87434
5.1.0.aarch64.rpm
27 omp-appstore-client-5.1.0.1+2-aurora- 770417 6ECFEF3C
5.1.0.armv7hl.rpm
UTOrO: |- 1581016 | E2DBCYCS
KaTanor: client-apps-aurora/aurora market/aurora-5.1.1
28 feature-appstore-5.1.0.1+2-aurora- 8815 AASD7A18
5.1.1.aarch64.rpm
29 feature-appstore-5.1.0.1+2-aurora- 8905 810FOFD4
5.1.1.armv7hl.rpm
30 omp-appstore-client-5.1.0.1+2-aurora- 792226 5E1680B4
5.1.1.aarch64.rpm
31 omp-appstore-client-5.1.0.1+2-aurora- 770406 AF370B7D
5.1.1.armv7hl.rpm
NTOTO: |- 1580352 | DAA3FEO5

7.3.4. KC ucnonHaembix ¢annos M3aenua, pasmelleHHbix B dpannax Ha DVD c

N3penvem, npueeaeHsl B Tabamue (Tabanua 7).

Tabnnua 7

Nma ¢panna OnucaHue

/checksums/constant-
files/server-const-
files.fix.html

KC ncnonHaemsbix ¢arnos M3aenns, pacnoNoXeHHbIX Ha
cepsepe

/checksums/constant-
files/mobile-apps-
const-files.fix.html

KC ncnonHaembix panos npunoxeHna «Aspopa MapkeT» 1
npunoxeHua «Aspopa LeHTp».

NHdopmauma B painne npusegeHa no Kaxkaomy RPM-nakety
B OTAEeNbHOCTU. [lepeyeHb ycTaHaBaMBaemMblx RPM-nakeTos
3aBMCUT OT NpuaoxeHna n sepcun OC, n npmneeaeH B
Tabanue (Tabnumua 6)
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8. NMEPUOANYECKMIMN KOHTPO/Ib OCHOBHbIX XAPAKTEPUCTUK NPU
IKCNNYATAUUN N XPAHEHNI

8.1. KoHTponb W3genma npoBoAMTCA MNpPW  ero NepBUYHOM YCTAaHOBKE U
3aKpenaeHnmn 3a OTBETCTBEHHbIM ANLOM M B Aad/IbHENLIEM — B COOTBETCTBMW C MOPALKOM
NpoBefeHNA pernameHTHbIX paboT Komniekca cpeacTB aBTOMaTM3aumm obbekTa, HO He
pexe 1 pasa B roa,.

8.2. KoHTponb MN3genna npeaycmatpmsaeT nposepky DVD ¢ Msgenvem, Kotopan
NPOM3BOAMNTCA MyTEM MUX BU3YaSIbHOrO OCMOTPA C Le/1bio YA0CTOBEPUTHLCA B TOM, YTO OHU He
nmetoT aedopmaumii, MeXaHUYEeCKMX WAM WHbIX nNoBpexaeHun. Kpome Toro, Aana
onpeaeneHmna KavecTBa 3anmck GannoB 3arpys3oyHbix moayne Ha DVD npowussogAat
noacyeT KC pannos 3arpy3odHbix moaynen M3genma c nocneayrowmm Mx CpaBHEHUEM CO
3HavyeHuAMKM KC palinoB., yKa3aHHbIX B 7.3 HACTOALLErO JOKYMEHTA.

8.3. OTBeTCTBEHHOE ML A0/IKHO He pexe 1 pasa B MecAL, NpoM3BOANTL NoacyHeT
KC ncnonHaembix ¢annos M3genma ¢ nocneayrowmm MX CPaBHEHWMEM CO 3HAYEHUAMM,
npuBeAEeHHbIMM B 7.3 HAaCTOALLErO AOKYMEHTA.

8.4. MoacueT KC darnoB 3arpy3odHbix moaynen Manenus, paameleHHbslx Ha DVD,
AOKEH NPOBOAMTLCA C MCNOJIb3OBAHMEM OA4HOW M3 CAeAyOLWMX MPOrpamm:

— «lMporpamma ¢uKcauMm M KOHTPONA LENOCTHOCTM MHPopmaummn «PUKC-Unix
1.0» (pa3pabotunk 3A0 «LUBN-cepBuc», ceptnudpmrat cootetcTema PCTIK Poccum Ne 680,
nencrteutened Ao 26 ¢espana 2021 r., OKOHYAHME CPOKA TEXHMYECKOM MOAAEPIKKM 26
despansa 2026 r.);

— «[porpamma OUKcauMM M KOHTPOASA MCXOAHOrO COCTOAHMA MPOrpPammHOro
komnnekca «PUKC 2.0.2» (pa3paboTumk 3A0 «LUBN-cepBuc», ceptTndmKaT cOOTBETCTBUA
®CTIK Poccum Ne 1548, pnenctemutened Ao 15 aHBapa 2025 r.), «YpoBeHb-3», KOHCTAHTA

Nno YMOJIYaHMWIO.
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8.5. Pe3ynbTaTbl KOHTPOASA OCHOBHbIX XapaKTEPUCTMK MPW  3IKCNayaTaumm w

XpaHeHun dukcmpytoTca B Tabanue (Tabaumua 8).

Tabnnua 8
[laTa npoBegeHuA NpoBepKU
20T 20T 20 .

S " 3 " ) g

HanmeHoBaHMe MpumeyaHue x T F ol x 2/ F o x| E o
(S] O O O O O O O O
o S O = T o = o = O =
T I I C g T I C g T I C
s 2 X d| S 2 X g9 S 2 X g
t5| 52| k5| skl 5¢
© o o C © o o E © o o C
o < o = 1< =

MNpuKknagHoe [Mpn NnpoBepKe

nporpaMmmHoe 3Ha4YeHune LOMKHO

obecneyeHune coBMafaTtb CO

«ABpopa LleHTp» | 3HaYeHnem, 5= 5= 5=

DVD c YKa3aHHbIM B

302PY304HbIM pasgene 7 (>=)

MOoOys1em

M30enus
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9. CBUAETENIBCTBO O MNMPUEMKE

[MprKnagHoe nporpaMmmHoe

obecneyeHue
AIMI.20134-01 3aB. No
«ABpopa LleHTp»
HanmeHOBaHKMe NPOrpaMmHOro n3genma 0603Haqume

CcooTBeTCTBYET TpeboBaHMAM AOKYMeHTa «TexHuyeckme ycnosma» AAMI.20134-01 99 01

MPM3HAHO FOAHbIM ANA SKCM1yaTaunn.

[laTa BbinycKa

PykoBoauTe b
npeanpuatTmat
noanmch paclindpoBKa noanucu naTa
M. N
OTBeTCTBEHHbIN
MCNONHUTeNb®
noanuncb pacmmd)poaka noanuncu AaTa

1> Mpu 3N1eKTPOHHOM NOCTaBKe MapKuMpoBaHMe W3genma ocywectsnsetca ¢ npumeHernem M, KoTopas

NPOCTaBAAETCA HA TUTY/IbHOM /INCTE HACTOALLETO JOKYMEHTA.
® TMpu 35n1eKTPOHHOM NOCTaBKe MapKuMpoBaHMe W3genma ocywectsnsetca ¢ npumeHernem M, KoTopas
NPOCTaBAAETCA HA TUTY/IbHOM /INCTE HACTOALLETO JOKYMEHTA.
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10. CBMUAETENBLCTBO OB YINAKOBKE 1 MAPKMPOBKE

[MprKnagHoe nporpaMmmHoe

obecneyeHue
AIMI.20134-01 3aB. No
«ABpopa LleHTp»
HanmMmeHOBaHKMe NPOrpaMmHOro n3genma O603Ha‘4€HVIe

CKOMM/IEKTOBAHO, MapKMpoBaHo K ynakosaHo OO0 «OTKpbiTas MmobuabHaa naatdopmar
corfacHo TpeboBaHMAM, MNPeayCMOTPEHHbIM JAOKYMEHTOM «TexHUYEeCKue YClOoBUA»

AOMT.20134-01 99 01.

KonTponep OTKY

NoANMCh paclndpoBKa NoanmncK aaTa

7 Tpu 3NeKTPOHHOM NOCTaBKe MapKuMpoBaHMe W3genma ocywectsnsetca ¢ npumeHernem M, KoTopas

NPOCTaBAAETCA Ha TUTYIbHOM NINCTE HAaCTOALWEro 4OKyMeHTa.
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11. TAPAHTUMHbLIE OBA3ATE/NBCTBA

11.1. TMpeanpuatue-n3roToBuTeNb rapaHTMpyeT pabotocnocobHocTb M3aenns B
COOTBETCTBMM C 33ABJEHHBIMW XapPaKTEPUCTUKAMM, NPeayCMOTPEHHbIMU HACTOALLMM
NOKYMEHTOM, Npu cobntogeHnmn notpebutenem tpebosaHnm /.

11.2. Mpeanpuatue-m3roToBuTeNb MNPOBOAMT  MOHUTOPUHT  0OLLLEAOCTYMNHbIX
MCTOYHUKOB MHPOpMaLMKM, NyOAMKYOWMX CBeaeHMA 0O YyA3BMMOCTAX, Ha npeamet
NOSABNEHUSA B HUX CBEeAEeHUI 00 yA3BMMOCTAX B KOMMOHEHTax M3aennsa, u npuHMMaEeT Mepbl,
HanpaB/EeHHble Ha YCTPAHEHME BbIABAEHHbIX YA3BMMOCTEM WAW  UCKAKOYatoWme
BO3MOHOCTb MCMNO/b30BAHNA HAPYLUNTENAMM BbIABAEHHbIX YA3BUMOCTEMN.

11.3. Mpeanpuatue-nsrotoBuTenb obecneymBaeT yCTPaHEHWE  yA3BMMOCTEMN
nocpeacTBOM npeaocTaB/eHUA noTpebuTenam OnncaHmA HeobXxoaAMMbIX
OpraHM3aUMOHHO-TEXHUYECKMX MNpoLeayp, HanpaB/IEHHbIX Ha YCTPaHEHWEe BbIABAEHHOM
YA3BMMOCTM. TaKXKe npeanpuatMe-nu3rotoBMTeNb, B PaMKax nposBeaeHMa paboT no
YCTPaHEHMIO BbIABNEHHbIX YS3BMMOCTEN, pa3pabaTtbiBaeT obHoBAeHMA [10.

11.4. MpegnpuATNE-U3roTOBMTENL HE MNpPeAoCTaBAAeT rapaHTUM WAU  YCAOBUM
(ABHbIX  MAM  NoApasyMeBaeMbiX  3akoHodaTenbctBoM  Poccuitickon  depepauymm)
OTHOCUTE/IbHO TrapaHTUM TOBAPHOW MPUIrOAHOCTW, WHTErPUPYEMOCTW, TOAHOCTU K
MCNO/Ib30BAHUIO AN1A BbIMOAHEHNA KOHKPETHbIX 33434 noTpebuTensa, oTCyTCTBMA OWKMOOK,
BO3MOMHOCTM  OYHKLUMOHMPOBAHMA MNMPU  UCMONb30BAHMM  COBMECTHO C  toObIM
NPOrpPaMMHbIM UM annapaTHbIM obecnedyeHmem.

11.5. B cnayyae BbiABNeHMA B M3aenmn olinboK n nedeKToB, CBUAETENbCTBYIOLMX O
HecooTBeTCcTBMM  WM3pnenna [, UM He ABAAOWUXCA  YA3BMMOCTAMM  M3aenus,
npeanpuaATUe-n3roToBUTENb NO GaKTy NONyYeHMA peknamauum notpebutens obasyetca
YCTPAHUTL OWWNDOKN n/unn aedeKkTbl Npu BbiNycKe OOHOBMEHHbIX Bepcuit M3genva wu

yBeaOMWUTb 06 3TOM noTpebutenein N3nenns.
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11.6. Peknamaumm noTpedutens NPUHMMAOTCA NPU YCNOBMU, 4YTO AedeKT B
N3penvn He BbI3BaH AOMYLWEHHbIMM CO CTOPOHblI NoTpebuTena HapyweHuAMM B
3KCNAyaTaLMm, XpaHeHUM 1 TpaHCNOPTUPOBKeE V3aenusa.

11.7. Peknamauum npeanpuATUIO-U3rOTOBUTENIKO  HAMPABAAKOTCA  O4AHUM U3
cnepytoLmx cnocobos:

— no apgpecy: 420500, Pecnybnnka TaTapcTaH, BepxHeycnoHCKMI panoH,
r. MHHononuc, yn. YHuBepcuteTcKas, 4. 7, opuc 59;

— MO 3/1eKTPOHHOW noyTe: support@omp.ru.


mailto:support@omprussia.ru.
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12. CBEAEHWUA O PEKZTAMALIUAX

12.1. MoTtpebutens MOXeT npeabABnTb peKknamaumto
NpeanpuATUIO-U3roTOBUTENO B MEPMOA FapaHTMMHOIO CPOKa aKcnayaTauum Maanenms npu
obHapyxeHUn aedekToB  QYHKUMOHMPOBAHMA, a TaKXe Npu  HEeCcoOTBETCTBUMU
KOMMAEKTHOCTU, YMNaKOBKM U MAPKMPOBKM MocTaBneHHoro W3penua TpeboBaHMAM,
npmeeaeHHbIM B D/.

12.2. Peknamauum npeabasaaoTcA NpeanpuaTUIO-U3roTOBUTE/IIO B MUCbMEHHOM
BMAE C YKa3aHMem AaTbl 0bHapy»KeHUA HeMcnpaBHOCTU (HECOOTBETCTBUSA), XapakTepa ee
NPOABNEHNA U YCNOBUIA BO3SHUKHOBEHMS.

12.3. Peknamauyma NoANMCbIBaeTCA PYKOBOAUTE/IEM noapasaeneHua,
NPUHUMALIOLLEro MKW SKCNyaTUpytolero Vsagenue.

12.4. CBegeHMA O peklamaumax U mepax, MNPUHATbIX N0 peKaamaumnam,

pernctpupytotcs B Tabanue (Tabaumua 9).

Tabnnua 9

MNopnuck
Mepbl, NPUHATbIE NO
[ata ConeprkaHune peKnamauum OTBETCTBEHHOro
peKiamaumu ML
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13. CBEAEHWNA O XPAHEHUU

13.1. DVD c Uzpenvem mn 3[, AONKHbI XPaHUTBLCA B BEPTUKAIbHOM MOJIOXKEHMUM Ha
npeaHasHaYeHHOM  AAs8  3TOM  UeNn  CTennaxe B YMNAKOBKe,  MOCTaB/NEHHOM
npeanpuATMEM-MU3rOTOBMTENEM, NPW TemnepaType OoKpyxKatouwero Bosayxa oT +10°C
00 +20°C 1 OTHOCUTENbHOM BNAXKHOCTM Bo3ayxa oT 20% a0 65%.

13.2. B nomeuweHnn ANA XpaHEHMA He AO0MKHO OblTb arpecCcMBHbLIX MNPUMECEN,
BbI3bIBAIOLMX PaA3PYLLUEHNE NAKOKPACOYHbIX MOKPbLITUIA M NaacTMacc.

13.3. llpn XxpaHeHWUM He [OONYCKAtOTCA pe3KkMe W3IMEHEeHMA TemnepaTtypbl
OKpyXatowero Bosayxa (bonee 20°C/4) M BO3AENCTBMA BHELWHUX MarHUTHbIX MNOAEN
Hanps»eHHoCcTbo 6onee 4000 A/m.

13.4. Cpoku 1 ycnoBua xpaHeHuns Maaenns 3aHocat B Tabanuy (Tabauua 10).

Tabnnua 10

NaTa VOB LomkHocTb, bamumnuna u

YCTaHOBKH CHATUA XpaHeHus nognncb 1nua, OTBETCTBEHHOIO
Ha XpaHeHune C XpaHeHUA 3a XpaHeHune
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14. CBEAEHUA Ob USMEHEHUAX

14.1. sameHeHnAa B WM3pnenne  paspellaeTcA  BHOCUTb  NpeAcTaBUTENAM
npeanpuATUA-U3rOTOBUTENA B MPUCYTCTBUM CAYXKDObl 3KCNAyaTauMm Ha OCHOBAHMMU
bronneteHen 06 N3IMEHEHUMN.

14.2. CBepeHuns 06 nameHeHuax B Magennm 3aHocatca B Tabauuy (Tabauvua 11).

Tabnnua 11
LJONMKHOCTD,
OcHoBaHue .| dammnnmau Mopnuck
. [aTa MNopagKosbin
(BxoAALWMIN HOMep CopepaHue noanucb OTBETCTBEHHOrO
nposegeHua HoMep
CconpoBoOgMTE/IbHOrO U3MeHeHUA OTBETCTBEHHOrO [3a 3KCNyaTaumiq
MU3MeHeHUA M3MEHEeHUA
AOKYMEHTa 1 aata) 3a NpoBeaeHue U3penuna

N3MeHEHUA
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15. CBEAEHWMA Ob YCTAHOBKE

15.1. CBeneHuns 06 yctaHoBKe M3aenua 3aHocaTcs B Tabanuy (Tabanua 12).

Tabnnua 12
HanmeHoBaHue n Pamunua MNoanuce
Homep noKkymeHTa 06
3aB. HOMep OTBETCTBEHHOIO OTBETCTBEHHOrO
. yCTaHOBKe
YyCTPOUCTBa nua Nvua v gata
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16. CBEAEHWUA O 3AKPENJIEHNU MNMPU SKCNTYATALUUNA

16.1. CBeneHus o 3akpenneHun Magenmna saHocatcs B Tabauuy (Tabamua 13). Mpwu

NepBMYHOM 3aKpPenieHnn HeobXoAMMO NPOBECTM KOHTPO/Ib OCHOBHbIX XapPaKTepPUCTUK B

COOTBETCTBUMW C NMONTOXKEHNAMWM pPa3aeia 8 HacToALLero AJOKYMEHTa.

Tabnunua 13
JONXKHOCTb Pamumnua Homep v gata npuKasa MNopgnuck
OTBETCTBEHHOIO | OTBETCTBEHHOrO o o6 OTBETCTBEHHOro
b /vua Ha3HaYeHUW | 0cBOBOMAEHWUM /mua
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17. OCOBbIE OTMETKU
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NMEPEYEHb TEPMWUHOB M COKPALLIEHUI

Micnonb3yemble B HACTOALEM AOKYMEHTE TEPMUHbI U COKPaLLeHMA NpUBeAeHbl B

Tabnuue (Tabnunua 14).

Tabnvua 14
Coﬁ)r;lvcle:/me PacwundposKa

AH3 KoHTpoAb (aHann3) 3almiLeHHOCTU MHOPMaL MM

ACY ABTOMATM3MPOBAHHAA CUCTEMA YNPaBeHNA

AYl AyauTt 6e3onacHoCTH

b/, ba3a AaHHbIX

ButpuHa [pynna NnpmaoXKeHuni, obbeAnHEHHbIX N0 onpeaeneHHOMY
NPU3HaKyY

cC focypapcTBeHHaa MHGOPMALMOHHAA CUCTEMA

3HW 3alMTa MaLLIMHHbBIX HOCUTenen MHpopmaLmnm

NAD NaoeHTudMKauma n ayteHTMdurKkauma

Nb NHopmaLnMoHHaA 6e30nacHOCTb

N3penve MprKnagHoe nporpammHoe obecneyeHne «Aspopa LleHTp»

nC NMHPopMaLMOHHaA cucTema

NCNAH NHPOPMaLMOHHAA CUCTEMA NEPCOHAbHbIX AaHHbIX

KW Kputnyeckas MHGOpPMaLMOHHAA MHPPACTPYKTYpPa

KC KOHTpONbHAA cymma

MynbTUTEHAHTHOCTb | CBOMCTBO apXnTeKTypbl N3a4enma, no3BoAAOLWLEE NCNO/b30BaTb
1 3Kk3emnaap nHCTannAunm N3nenma MHOrmm opraHmsaumam
(opUAMYECKUM INLUAM) COBMECTHO, MPU 3TOM KaxKaas
opraHmsauma paboTtaeT co CBOMM HabopoM AaHHbIX

HCA HecaHKLUMOHWMPOBAHHbIM AOCTYN

OnepaTtop/ OpraHusaymna, skcnayatmpytouwas Msgenme

MNoTpebutens

OorcC OrpaHnyeHmne NporpaMmHOM cpeabl

0oC OnepaunoHHada cnctema

OTK OTaen TeXxHNYeCKoro KOHTPO1A

oun ObecneyeHune uenoctHoct NC 1 MHPopMaLmm

N6 MNoacuctema 6e3onacHoOCTH

WY MNoacuctema « MapkeT»

Nno MporpammHoe obecnevyeHune

MnoocC MNoacuctema obHoseHMs OC

rnro MpuKknagHoe nporpammHoe obecneyeHne




48
AOMI.20134-01 3001

Tepmuk/ PacwmndpoBKa
CoKpaleHue
MNpeanpuatue- O6uLecTBO C OrpaHNUYEHHOM OTBETCTBEHHOCTbIO « OTKPbITaA
pa3paboTymK, MmobunbHaa nnatpopma» (000 «OTKpbITas MObUAbHaA
npeanpuatme- nnatdopmanr)
M3roTOBUTEb
[MpunoxkeHue [MpunoxeHnem agnaeTca MobUIbHOE NPUNOKEHME,

dyHKLUMOHMPYtoWee noa ynpasneHnem OC ABpopa

rny Moacuctema MNMnatdopma ynpasaeHua
nyT [loacuctema ynpasaeHUA TeHaHTaMM
rncy Moacunctema CepBuC yBEAOMIEHNM
PCBb Pernctpauma cobbitmin 6e3onacHoCTH

Cepsuc-npoBanaep

OpraHu3aums, KoTopasa MCnonb3yeT M3aenme B KayecTBe OA4HOMO
M3 COCTaBAAOLMX A4 CO34aHMA CBOEN YCAYTM UAN NPOAYKTA.
[aHHas ycnyra uam NpoayKT npeaocTasnfeTca kKameHTam Cepsuc-
npoBanaepa

C3K CpeacTtso 3aWmTbl MHPOPMALMHK

Cyb/l Cuctema ynpaBneHus 6azamm gaHHbIX

YA YnpassieHue 40CTYNoOm

YCcTponcTBo [MoA yCTpONCTBOM NoApa3zymeBaeTcs MOOUIbHOE YCTPOMCTBO, Ha
KOTOPOM QYHKLMOHMPYHOT COOTBETCTBYHOLLME KOMMOHEHTbI
N3penuna

®Cb Poccnm depepanbHan cnyxba 6e3onacHocTn Poccuiickon Gepepaunm

dCT2K Poccum

denepanbHan cny>ba No TEXHUYECKOMY M SKCNOPTHOMY
KOHTpoto Poccminckonm Penepaunm

2/ DKCN/yaTauMOHHbIe AOKYMEHTbI

Sl DNEeKTPOHHaA NOAMNMUCH

Bluetooth® CtaHpapT becnpoBoaHOM CcBA3M, obecneymBatoLLnii odbmeH
NAHHBIMW MeXAy YCTPONCTBAMM Ha OCHOBE Y1bTPAKOPOTKMX
PaaMOBO/H

CDN Content Delivery Network

DVD Digital Video Disc — onTu4yeckuint Hocutenb nHGopmaLnm,
BbINO/IHEHHbIN B GOPMe AMCKa, AN XPaHEHWNA Pa3/IMYHOMN
MHGopMaLMM B LMPPOBOM BUAE

Endpoint KoHeyHaa Touyka — camo obpallleHWe K MapLLpyTy OTAENbHbIM

HTTP meToaom. SHANOMHT BbINOJHAKT KOHKPETHYO 3aau4y,
NPUHMMAIOT NapaMeTPbl M BO3BPALWLAOT AaHHble KAneHTy
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Tepmun/
CoKpaleHue

PacwmndpoBKa

HTTP

HyperText Transfer Protocol — npoToKkon NpMKNaAHOro ypPOBHSA
nepeaayn AaHHbIX (M3HAYalbHO — B BUAE MMNEPTEKCTOBbIX
nokymeHToB). OcHoBOM HTTP aBnaeTca TeXHONOrms
«K/IMEHT-CepBep», T.€. Npeno/iaraeTca CyLWwecTBOBaHme
notpebuTenein (KAMeHTOB), KOTOPbIE MHULMMPYIOT COeANHEHNE U
NOCbINAOT 3aNpPOC, M NOCTABLLMKOB (CepBepOB), KOTOpbIE
OXMAQAKT COeAMHEHMA ANA NONYYEHMA 3anpoca, NPon3BoaAT
HeobxoaMmble AeNCTBMA M BO3BPALLAtOT coobLieHMe C
pe3y/ibTaToOM

IMEI

International Mobile Equipment Identity — yHWKanbHbIN HOMEpP
YyCTpOWCTBa, cocToAwmi n3 15 unedp

ISO-06pa3

Obpa3 oNTMYECKOro AMCKa, CoaepKallmin GpannoByto CMCTEMY
cTaHaapTa ISO 9660

JSON

JavaScript Object Notation — TekcToBbIN popmaT 06MeHa
NaHHbIMW, OCHOBAHHbIM Ha JavaScript

LDAP

Lightweight Directory Access Protocol — npoTokon npuKAaaHoro
YPOBHA AN A0CTyNa K CAy»be KaTanoros

MAC

Media Access Control — yHUKanbHbIN MaeHTUUKATOP,
NPUCBaNBAEMbIN KaxKaoM eanHuLe obopyaoBaHNA
KOMMbKOTEPHbIX CETEN

MTP

Media Transfer Protocol — annapaTHO-HE3aBMCKMMbI MPOTOKO,
OCHOBaHHbIN Ha PTP

QR-kop,

Quick Response Code — Koa HBbICTpOro pearnmposBaHms,
NpeaoCcTaBAAWNIA MHPOPMaLMIO Ans ObICTPOro ee
Pacno3HaBaHMA C MOMOLLbIO KAMepbl Ha YCTPOMCTBE

RFC

Request For Comments — 3anpoc KOMMeHTapues

RPM-nakeTt

®ann popmaTa .rpm, NO3BONAOLMA YCTAHABAMBATL, YAANATL U
0OHOBNATb NPUNOKEHME HA YCTPONCTBE

SIM

Subscriber Identification Module — Moaynb naeHTUPUKaLmm
aboHeHTa

TCP

Transmission Control Protocol — npoToKkon TpaHCMOPTHOro
YPOBHA, rapaHTUPYHOLLMA LEeNOCTHOCTb NepeaaBaeMbiX AAHHbIX U
yBeAOM/IeEHME OTNPABUTE/IA O pe3ybTaTax nepenaym

TLS

Transport Layer Security — kpuntorpaduyecknii NpoToKo,
obecneymBatoWMI 3aLUMLLEHHYIO Nepeaayy AaHHbIX MeXay
y3/1aMu B CeTU VIHTepHeT
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Tepmuk/ PacwmndpoBKa
CokpalieHue
UsB Universal Serial Bus — nocnegoBatenbHbIn MHTepdenc ana
noAKAto4YeHMNA NepudepuinHbIX yCTPOMCTB K BbIYMCAUTENBHOM
TEXHUKe
WLAN Wireless Local Area Network — nokanbHasa ceTb, NOCTPOEHHaA Ha

OCHOBE 6ecrnpoBOAHbIX TEXHOIOIMI
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NMPUNOKEHUE 1

TpeboBaHUA K MepaM 3aluTbl MHGOPMaLMK, peannsyemble B N3aenmnu

Peanusyemble B M3aenmm TpeboBaHMA K Mepam 3almTbl MHPOPMaLUMK NpuBeaeHbI

B Tabaunue (Tabaumua 1.1).

Tabnnua 1.1

YcnosHoe 0603Ha4YeHne n HOMep Mmepbl B HOTauunun

17-oro npukasa
®CTIK Pocecmm
(r’nC)

21-oro
NpuKasa

®CTIK

Poccuu

(UCNAH)

31-oro
NnpuKasa
®CT3IK

Poccuu

(ACY)

239-oro
npuKasa
®CTIK
Poccuu
(KMN)

Mepa 3awpThl MHGOpMaLUn

NoeHTudurkauma n ayteHTMdmnKaums cybbektos gocTyna n obbekTos goctyna (MAD)

NAD.1 NAD.1 |[MAD.1 |[MAD.1 |NaeHTUUKAUMA MU ayTEHTUPUKAUMA
nosb3oBaTenemn

NAD.2 NAD.2 |NAD.2 |[VAD.2 |NaeHTUdUKAUMA M ayTEHTUPUKAUMA
YCTPOWCTB

NAD.3 NAD.3  |MAD.3 |MAD.3 |YnpaBneHue naeHTMOUKaTopamm

(c ycunenuem 16,

26)

NAD.4 NAD®.4  |[MAD.4 |[MAD.4 |YnpaBneHne cpeacTBamm

(c ycuneHuem 1r) ayTeHTMdUKaumm

NAD.5 NAD.5 3awmTa obpaTHOM CBA3KN NPUN BBOAE

ayTEHTUPUKALUMOHHOM MHOPMALMM

YnpaBneHune AOCTYNOM CyObeKT

OB AOCTYM

a K obbeKkTam aoctyna (YNA)

yira.l yia.l (yna.l |YNA.l |YnpasneHue y4eTHbIMMU 3aNUCAMMU

(c ycuneHuem 36) nonb3oBaTeNemn

YNAa.2 yna.2 \yna.2 |YNAd.2 |Pa3srpaHuyeHna aocTyna cybbekTos

(c ycunenuvem 1, 4) K 0ObeKTaM CUCTEMbI

YIMNAa.6 yia.e |yna.e |YMNA.6 |OrpaHndeHmne HeycnelwHbIX NOnbITOK
(c ycunenunem 1) BX0Aa

YMna.o yra.s |yna.9 |YNAa.9 |OrpaHndeHmne yncna napanienbHblix
(c ycunenuem 1a, 3) ceaHcos

YIMa.10 yia.10 |(yna.10 |Yna.10 |bhoknupoBaHuMe ceaHca A0CTyna

(c ycunenuvem 16, 3)

nonb3oBaTenAa NP HEakTMBHOCTU
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YcnosHoe 0603Ha4yeHne 1 HoMep Mepbl B HOTaLLMK

17-oro npukasa 21-oro | 31-oro |239-oro
®CT3K Poccum npuKasa | NpvKasa |npukasa Mepa 3aLiyTel MHbOpMaLLAM
(TnC) ®CTIK | ®CTIK | dCTIK
Poccun | Poccumn | Poccuun
(Mcnas) | (Acy) | (Kuw)
yna.11 yna.11 |yna.11 |YNnA.11 |3anpeTta AeNCcTBUIM NONb30BaTENEN,

paspeLleHHbIX 40 MAEHTUPUKALMK U
ayTeHTUOMKaLMM

Pernctpauma cobbitnin 6esonacHoctn (PCB)

PCB.3 PCBE.3 AY[.4  |AY[O.4 |Pernctpauma cobbitmin
H6e3onacHoOCTH

PCB.7 PCB.7 AY[.6  |AY[A.6 |3awmTa MHGOPMALMM O CODbITMAX
H6e3onacHoOCTH

PCb.8 ObecneyeHne BO3MOKHOCTH

npocMmoTpa MHGopmaLmm o
NEeNCTBUAX OTAENbHbIX
NoNb30BaTeNEN

NMPUMEYAHUE. danee no TekcTy OyAeT MCNONb30BaTbCA MAEHTUPMKAUMA MepP B
HoTaumn npunkasa PCTIK Poccnm o1 11 peBpans 2013 r. Ne 17.
NpeHTudUMKauma n ayteHTudMKaLuma cybbekToB AoCTyna U o6bekToB goctyna (MAD)

NaoeHTUdUMKauMa U ayTeHTMdMKauUMA nonb3osatener Wsgenvs, ABAAIOLWMXCA

paboTHUKamu onepartopa (MA®P.1) B yacTu:

— naeHTMdUKaumm nonblosatenen N3penusa;

— ayTeHTudMKaLuMM Nonb3oBaTeNnen M3genma c MICNonb30BaHMEM NAPOIEN;

— ayTeHTUdMKauMM nonb3oBaTenen Mspenna ¢ ponbto CepBep MPUNOKEHUNA C
ncnosab3oBaHmem IM1.

NaoeHTUdMKauMa M ayTeHTUdUMKauMAa YCTPOMUCTB, B TOM YUCAE CTaLMOHAPHbLIX,

MOBUIbHBIX M NopTaTUBHbIX (MA®D.2) B YyacTu:

— UOEHTUPUKALUMM  YCTPOMCTB MO  JIOTUYECKMM MMeHaMm. AyTeHTudUKaums

YCTPOWCTB B M3aennn Ao/KHa ocyuecTBaAaTbca no npotokony OpenlD Connect 1.0 n ¢

Mcnosb3oBaHWeEM napons, bopmumpyemoro Mb.
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MoeHTUdOMKAUMA M ayTeHTMOMKAUMA YCTPOMCTB AO0/KHA OCYWEeCTBAATbCA C
MOMOLLbIO MpuaoXKeHna «Aspopa LeHTp».

YnpasneHue naeHtndukatopamu (MA®P.3) B yactu:

— C034aHUA aeHTUPUKaTOpa Nob3oBaTena nu(Mnm) ycTpomncTea;

— UCKMOYEHMA MOBTOPHOTO MCMONb30BaHME MAeHTUGUKATOpPa MNOAb3oBaTeNsd B
TeyeHMe — He meHee 3 eT (ana peanmsaumm ycunenumsa 16);

— O/IOKMpPOBaHUA nAeHTUOMKATOPa NONb30BaATENN Yepes 3aJaHHbl B HACTPOMKaXx
N3pnenva nepunos BpemeH HeMCNoAb30BaHMS.

YnpasneHue cpeacrsamu ayteHtuoumkaumm (MAD.4) B yacTtu:

— W3MEeHEeHMUA ayTEHTUPUKAUMOHHON MHPOPMALMK;

— reHepauma 1 Bblaa4a Ha4yaAbHOM ayTEHTUPUKALMOHHOM MHPOPMALIUY;

— YCTaHOB/IEHNE XapPaKTEPUCTUK NapoA.

YCTaHOBNEHWNE CeyOLMX XapaKTeEPUCTUK MNapOoNs:

— MMHMMaNbHaAA CAOXHOCTb MaponAa C onpeaendembiMmy TpeboBaHMAMM K
PErncTpy, KOJIMYECTBY CMMBO/IOB, COMETAaHMIO BYKB BEPXHErO M HMUMKHErO pernctpa, unop
M cneuymanbHbIX CUMBO/IOB;

— MMHMMaANbHOE KONMYECTBO M3MEHEHHbIX CMMBOJIOB MPWU CO3A4aHWM HOBbIX
naponen (OonkHa obecneymBaTbCA HEBO3MOMKHOCTb MOBTOPEHMA TEKYLEro napona wu
TpeboBaTbCA M3MEHEHMA KaK MUHMMYM 1 CMMBO/1@a OTHOCUTE/IbHO CTAapPOro Napons);

— MaKCMMa/ibHOE BpeMsa AENCTBMA NAapO0aA, a TaKKe Katoya I1;

— 4MCNO  MNOCAeAHWX  WMCMOJIb30BAHHbIX  Maposei, KOTOopble  3anpelleHo
MCNONb30BaTb NOb30BATENAMM NPU CO34aHNUM HOBbIX MAPONEN;

— MaKCMMa/JIbHOE KO/IMYECTBO HeyCnellHbIX NOMbITOK ayTeHTUudMKaumm (BBOAA
HenpaBMAbHOTO NapoA) A0 BNOKMPOBKMK;

— BpemMsA, Ha KOTOpoe ocylecTBndaeTca ONIOKMPOBKA  YYETHOM  3anumcu
Nonb30BaTeNA B C/yvyae AOCTUMNKEHMA YCTAHOBAEHHOIO MaKCMMANbHOIO KOAMYECTBa

HeyCrnewHbIX NOMbITOK ayTeHTl/Id)l/l Kaunun.
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3auyTa obpaTHOM CBA3M NPY BBOAE ayTeHTUbUKauMoHHOM MHdopmaumum (MAD.5) B

YacTu:
— COKPbITUA OT NONb30BaATENSA AENCTBUTENLHOMO 3HAYEHUSA ayTEHTUPUKALMOHHOM
MHPOPMALMKM B npouLecce ayTeHTUdMKaumu. BBoAMMbIE CMMBOAbI MAPOAA  AOJ/IMHKHbI
0TOOPaXKaTbCA YCNOBHBIMWU 3HAKAMM «*» AN «o».
YnpasneHue aoctynom cybbekTos AocTyna K obbvektam gocryna (YNA4)

YnpasneHne (3aBegeHue, aKTMBaUMs, OA0KMPOBAHME) YYETHbIMM  3aNUCAMM

nonb3osatenen (YNA.1) 8 yactu:

— YNpPaBAeEHNA YH4ETHbIMWN 3aNMNCAMMU nonb3oBaTeNnemn N3penvs;

— 3aBeAEeHNA, aKTUBaALU NN, 6J'IOKI/1pOBaHI/IFI nygdaneHna y4eTHbIX 3anmce|‘/'|;

MOANDUKALLMM YHETHbIX 3aN1CeN Nonb3oBaTenen Manenus;

aBTOMATUYeCKOro OJIOKMPOBAHMA HEaKTUBHbIX (HEeMCMno/b3yemMbliX) Y4eTHbIX
3anucen nonb3oBaTenen M3penns nocne nepuvoda  BPEMEHM HEUCNO/b30BaHMA
3a[,@aHHOro B HaCTpoOMKax M3aenuma.

Peanv3aums AMCKPELMOHHOIo M POJIEBOr0 MeToA0B YnpasaeHusa goctynom (YN/.2)

B YaCTu:

— peanusaumu  OUCKPELMOHHOrO W PONEBOro YMNpaBAeHWA AO0CTynom ANA
cybbvekToB M3aenma kK obbekTam N3aenms;

— NpaBWNa pasrpaHMYeHMA A0CTyna AO0MKHbl obecneymBaTb YyNpaB/AeHMe
[OCTYNoM cybbEKTOB Npu BXoae B M3aenune (ana peanmsaumm ycuneHmna 1);

— NpaBWNa pasrpaHuyeHMAa AO0CTyna AO0/KHbl obecneymBaTb yMnpaB/aeHMe
noctynom cybbekTtoB K 06bekTam, co3gaBaembim WM3penmem (ana  peanmsaumm
ycuneHuna 4).

MPUMEYAHWUE. [nCKpeuMOoHHbIN MEeToA, ynpaBaeHWa AO0CTYyNOM peasinM30oBaH B
OTHOLIEHUN A0CTyNa TeHaHToB (NnaTthopm ynpaBAeHMA) K BUTPUHAM MPUIOKEHWA.
AamumHucTpaTtop MM MoKeT HacTpamBaTh (3anpeLaTb UK paspellaTb) AOCTYN OTAeNbHbIX
TeHaHTOB (Nnathopm ynpasaeHua) K BUTPUHAM NPUIOKEHWUN. BO BCeX OCTanbHbIX C/ly4anx

NMCNONIb3YETCA pOeBad MO4eNNb Pa3rpaHN4eHma A0CTyMNa. Hepequb 00bEeKTOB U CY6'I:€KTOB
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[0CTyna, Ha KOTOPble PacnpoCTPaHAETCA poJieBad MOLEeNb, NpuUBeLeH B [AOKYMEHTe
«OnucaHue npumeHeHna» AAMI.20134-01 31 O1.

CybbekTamm 4oCcTyna ABAAOTCA NOAb3oBaTenn M3genma n npoueccol 6e3 yyactma
nonb3oBaTenen, Npm 3ToM CcybbeKTam [A0CTyna MOXKeT OblTb Ha3HayeHa ogHa Wau
HECKONbKO po/iei, NO3BONAOLMX BbINOAHATL Cieaytolme 4eNCTBUA:

— AOMWHUCTPATOP Y4YeTHbIX 3anMcer — yYyNpaBAATb YYETHbIMWU  3aMUCAMM
nonb3osaTeneln (Hannume ponm obs3aTeNbHO);

— OnepaTop ayanTa — paboTaTb C }KypHA/IOM perncTpaumm cobbITuii;

— AamuHuctpatop ABpopa MapkeTa — ynpasnatb [TM yepe3 nHtepdenc N3penus;

— Pa3paboTunk —ao06aBNATL HOBble, 0OHOBIATL PAHEE 3arpyKeHHble MPUNOKEHNA
M NoaAy4aTb MHPOPMALMIO O HUX;

— PepakTtop npunoxKeHui — 0OHOBAATbL WM MNOAy4YaTb MHPOPMALMIO O paHee
3arpy*KeHHbIX MPUIOXKEHUAX;

— [lonb3oBatent ABpopa MapkeTa — 3arpyatb MNPWUIOXKEHMA W NOAy4YaTb
MHOOPMALLMIO O HUX;

— Aamunuctpatop lMnathopmbl ynpasaeHna — ynpasnsatb Y yepes nHTepdenc
N3penna;

— MpunoxeHne «ABpopa LeHTp» (nNpouecc 6e3 ydacTma noab3oBaTenen) —
Ha3Ha4yaeTCcA yY4eTHbIM 3anNnCAM NpUaoXKeHua «Aspopa LeHTp»;

— AAMUHUCTPATOP TEHAHTOB — yNpaBAaTb MYT yepes nHTepdeinc M3nenns;

— AgmuHuctpatop CepBuca yBeAOMAEHWUM — yMNpPaBAATb XM3HEHHbIM LMKIOM
NPOEKTOB;

— MobunbHoe npunoxkeHne (npouecc 6e3 y4yactma nosib3oBaTenei) — nosayyaTb
push-yBegoMneHus;

— CepBep NPUNOXKEHUA — HaA3HA4YaeTCA cepBepam MPUAOKEHWM ANA nepenadu

push-yBegomneHunit Ha Cepsep npunoxeHni MCY.
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[octyn Kk obbektam poctyna M3genma ocyllecTBaseTcA NOCPeACTBOM Bbl30Ba
QYHKLUMIM, KaXKaad M3 KOTOPbIX peann3oBaHa B BMAE OTAE/NIbHOMO MNPUKAALHOMO
obpaboTumKa. PyHKUMM MMeET CBOe NpeacTaB/ieHne B WHTepdence nonb3oBaTens.
MepeyeHb OQYHKUMM M OOBEKTOB [A0CTyMa npuBeaeH B MNPUAOKEHUM OOKYMEHTa
«OnucaHune npumeHeHua» AAMT.20134-01 31 01.

OrpaHuyeHmne HeycnelHblX NonbITOK BXoaa B Visaenve (YM/.6) 8 4yacTtu:

— aBTOMaTM4yeckoe ONOKMPOBAHME Y4YEeTHOM 3anucu  nosab3oBaTena npwu
NpeBbllEeHNM NONb30BaTENIEM OrPaHMYEHUA KONMYECTBA HEYCMELIHbIX NOMNbITOK BXOA4a B
M3pnenve 3a YCTAHOB/MIEHHbLIM Mepuod BPEMEHM C BO3MOMKHOCTbIO Pa3bioKMpoBaHMA
TONBKO aAMUHUCTPATOPOM UM UHbBIM TNLOM, UMEIOLLMM COOTBETCTBYIOLLME MNOJTHOMOYMSA
(ponb) (Ans peanusaunm ycunenma 1).

OrpaHuyeHmne Ymcna napannebHblXx CEaHCOB AOCTYNA ANA KaxKA0M Y4EeTHOM 3anncu

nonb3osatena Mspenmva (YNA.9) B yacTtu:

— BO3MOHOCTM  334aBaTb  OrpaHM4YeHMe  Ha  YUCAO  NapaiesbHbIX
(o4HOBPEMEHHbIX) CEaHCOB (Ceccuit), OCHOBbLIBAACH Ha MAEHTUDMKATOPAX MNOb30BaTe el
N3penna;

— He 6onee 2 OAHOBPEMEHHbIX Ceccuit ANd NPUBUAETMPOBAHHbLIX YYEeTHbIX
3anucen (ana peannsaumm ycmnenna la);

— oTobpaskeHusa agMUHUCTPATOPY yncna aKTUBHbIX napannenbHbIX
(oAHOBPEMEHHbIX) CeaHCoB (ceccuin) ANna KaxkaoM y4eTHOM 3anumck nonb3oBaTenen (ans
peannsaumm ycunenma 3).

BAOKMpoBaHMe ceaHca Aoctyna B WM3genve nocse YCTaHOBAEHHOro BpemMeHu

besnencTema (HeaktusHocTn) nons3osatens (YMA.10), B yacTu:

— 3aBepllieHns ceaHca MNOob30BaTeNA Moc/ae MNPeBblleHNs YCTaHOBNEHHOTO B
HacTpoMKax WM3agenua BpemeHn 6e3pencTema (HeaKTMBHOCTM) MNoAb3oBaTens (4as

peanunsaumm ycmneHums 3).
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PaspelleHune (3anperT) OEeNCTBUM N0Nb30BaTENEN, pa3peleHHbIX 40

naeHTMOMKauMmM n ayteHTudmnkaumm (YMNaA.11), 8 yactu:

— 3anpeTa [AeWUCTBUM NONb30BaTeNeln A0 MPOXOXKAEHMA MMW  npoueayp
MOEHTUDUKALMN N ayTEHTUPUKALUN.
Peructpaupsa cobbitniti 6esonacHoctu (PCB)

Cbop, 3aMnCb M XpaHeHMe MHPopmaLMKM O cobblTMAX H6Ee30MacCHOCTM B TEYEHME

YCTaHOBJIEHHOrO BpemeHu xpaHeHus (PCh.3) B yacTu:

— cbopa v 3anucK MHPopmaumm o cobbITMAX Be30NacHOCTH, @ UMEHHO:
® perucTtpaumm  GakToB MNPUMEHEHWs  MexaHu3ma MaeHTUOUKauum
ayTeHTUPUKauMn (Bxoa/Bbixoa Nosb3osaTenen Manenus);
® perucTpaumm GakToB A0CTYNa K 3alLMLLaEMbIM 0ObEeKTaM A40CTyNa;
e pernctpaumm GakToB M3MEHEHMA NONHOMOYNIM CYyDBEKTOB A0CTYNa.
[ns Kakaoro cobbiTms A0MKHbI PErMCTPMPOBATHCA:
— naeHTMduKaTop cybbvekTa 40CTyna;

— naeHTMPUKaTop 0ObeKTA AOCTYNa, KOrAa 3TO MPUMEHMMO;

BPEMA 1 AaTa 3anpoca;
— pe3ynbTaT 3anpoca.
3anmMcb MHPopMaumm o cobbiTmAax He30MacHOCTM A0/XKHA OCYLLEeCcTBAATLCA B
PEerncTPaLMOHHbIN XypHan M3aenus.

3awmTa nHbopmaumm o cobbiTnax besonacHocty B Yactu (PCB.7):

— NpeaocTaB/eHMA A0CTyna K 3anucam  peructpaumm  (ayaurta)  TOMbKO
YNOJHOMOYEHHbIM MOJIb30BaATE/IAM.

ObecneyeHne BO3MOMKHOCTM MPOCMOTPa MHOOPMALMKM O AENCTBMAX OTAENbHbIX

nonb3osatenen (PCh.8 8 Hotaumuu 17-ro npukasa PCTIK Poccun).
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NMPUNOKEHUE 2

Mepbl no 3awmte uHdopmaumm B UC, koTopble nossonset obecneumsats U3penve nytem

ero npumeHenua 8 UC gna ynpasneHna yCTpomMCcTBamm

Ha6op Mep, KOTOpPble NO3BONIAET obecneuymBaTb N3pnenune nyTem e€ro npnmeHeHumAa B

NC ana ynpasBneHma ycTponctsamu, npueeaeH B Tabanue (Tabaumua 2.1).

Tabnnua 2.1
YcnosHoe 0603Ha4YeHne 1 HoMep mepbl B
HOTaUuK

17-oro 21-oro 31-oro 239-oro
NPUKas3a | NpUMKasa | NpUKasa | NpuKasa Mepa 3aLmTbl UHGOPMALUK
®CTIK ®CToK ®CT3K ®CT3K
Poccumn Poccum Poccuun Poccum

(T'nC) (MCnAaw) (ACY) (KMK)
NoeHTuduKkauma n ayteHTMdUKauma cybbeKkToB AocTyna n 06bekToB goctyna (MAD)

NAD.4

NAD.4

NAD.4

NAD.4

YnpasneHue cpeacTBamu
ayTEHTUPMKALNM

YnpasneHue 40OCTyno

M CyHBEKTOB A0CTyNa K obbekTam goctyna (YN A)

yna.14

yna.14

yna.14

yna.14

KoHTpob ncnonb3osaHma B NC
TexHonormin 6ecnpoBoAHOro A4O0CTyNa

OrpaHunyeHune nporpa

MMHoOM cpeabl (OMNC)

onc.2 | 0onc.2 Oonc.2 Oonc.2 YnpaBieHne ycTaHOBKOW (MHCTannaumen)
KOMMoHeHTOoB [10, a TaKXe KOHTPO/1b 33
YCTaHOBKOW KOMMNoHeHToB 10

Onc.3 Oonc.3 YK®.3 YK®.3 YcTaHOBKa (MHCTanNAUMA) TONBKO

pa3peLleHHOoro K ncnosib3osaHuto MO u
(M) ero KOMNOHEHTOB

3aWmMTa MalMHHbLIX HocuTenen nidopmaumnm (3HN)

3HN.1 3HW.1 3HW.1 3HW.1 YyeT MalLMHHbIX HocuTenen MHpopmaLmm

3HW.5 3HW.5 3HW.5 3HW.5 KOHTPO/b MCNONb30BaHMA MHTepdecoB
BBOJa (BbIBOAA) MHOOPMALUMN Ha
MalLMHHble HOCUTENN MHPOPMaLMM

3HW.8 3HW.8 3HW.8 3HW.8 YHUYTOXKEHME (CTUPaHME) MHPOPMaLLMK

Ha MaWMHHbIX HOCUTENAX
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YcnosHoe 0603Ha4yeHne 1 HoMep Mepbl B

HOTauum

17-oro 21-oro 31-oro 239-oro0
NPUWKasa | NpuKasa | NpuKasa | nNpuKasa Mepa 3almTbl UHPOPMALLUK
®CTIK ®CTIK ®CTIK ®CTIK

Poccumn Poccum Poccuun Poccuun

(r’nC) (Mcnan) (ACY) (Knn)
Pernctpauma cobbiTnin 6esonacHocTn (PCB)
PCBE.3 PCB.3 AY[.4 AY[.4 Perncrpauna cobbitnin 6e3onacHoCTH
PCB.7 PCB.7 AY][1.6 AY[.6 3awmTa MHGopMaLMmM 0 CObbITUAX

te3onacHoCcTH

KoHTponb (aHanm3) 3awmiueHHocTn nHbopmaumm (AH3)

AH3.2 AH3.2 ono.4 ono.4 KoHTpoAnb ycTaHOBKKM 0B6HOBAEHMI 10

AH3.4 AH3.4 - - KOHTpO/Ib COCTaBa TEXHMYECKMX CPeacTB
n 1o

ObecneyeHune uenoctHoct MC n nupopmaumm (OLLT)

ousi.1 ous1.1 ous1.1 ous1.1 KoHTponb uenoctHoctn 10O

ouJs1.3 ouJi1.3 OAT.6 OoAT.6 BocctaHosneHme 10, sBkatovaa MO C3U,

NPY BO3HWMKHOBEHMM HELITATHbIX
CcUTYaL M

BbiaBNE€HME MHUMAEHTOB U pearnpoBaHune Ha Hux (MHL)

MHLU.2 MHLU. 1

MHLU.1

BblsiBNeHWE MHUMAEHTOB 1 pearnpoBaHme
Ha HUX

YnpasneHune koHourypaumen (YK®)

YK®.2 YK®.2 YK®.2 YnpaBaeHne N3MeHeHNAMM
KoHdurypaumm NC
YK®.3 YK®.3 YcTaHOBKa (MHCTanNAUMA) TONBKO

pa3peLleHHOoro K ncnosib3osaHuio MO u

(M) ero KOMNOHEHTOB

NMPUMEYAHUE. lanee no TekcTy OyAeT MCNoNb30BaTbCA UAEHTUOUKALMA Mep B

HoTaumn npunkasa ®CTIK Poccum o1 11 peBpans 2013 r. Ne 17.

NaeHTUdUKauus 1 ayTeHTMdMKauma cybbekToB goctyna u obvekTos goctyna (MAD)

YnpassieHue cpeactsamu ayteHTudukaumm (MA®.4) 8 yactu:

— M3MEHEeHMA ayTeHTUOMKALUMOHHON MHDOPMaLMM NONb30BaTE e YCTPOMNCTB;

— YCTAHOBAEHUA XapPaKTEPUCTUK MaAPOJIA NOJ/Ib30BaTENA YCTpOIZCTBa.
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YCTaHOBIEHME CNeAYIOLINX XapaKTePUCTUK Napona:

— MWHUMaNbHAA CAOXMHOCTb MNapona C onpeaensemMbiMn TpeboBaHUAMM K
PEerucTpy, KOAMYeCTBY CMMBO/IOB, COYETAHMUIO OYKB BEPXHErO MU HUMKHErO PerucTpa, undp
M cneuyanbHbiX CUMBOOB;

— MaKCMMa/ibHOe Bpems AeNCTBMA Napoas, a TakxKe Katoda .

YnpasnexHune goctynom cybbektos aoctyna k obvektam gocryna (YMNA)

KoHTponb ncnonbiosanua 8 C texHonornm becnposoaHoro aoctyna (YNA.14) 8

4aCTM yNpaBieHMA Ha YCTPOMCTBAX CAe Ay OLMMM TEXHONOTMAMM 6eCcnpoBOAHOIO A0CTYNa:
— WLAN;
— TouKa goctyna WLAN;
— Bluetooth®.
OrpaHunyeHne nporpammHoir cpeapl (OMNC)

YnpaBaeHWe YCTaHOBKOM (I/IHCTa}'I}'IﬂLI,VIer/'I) KoMmnoHeHToB [10, a TaKXe KOHTPO/1b 33

ycTaHoBKoM KomnoHeHTos M0 (OMNC.2) B 4yactu:

— YCTaHOBKK, 0bHOBNEeHMA, yaaneHna MO Ha yCTPOMCTBaX;
— NpeaocTaBneHnA csedeHn AamuHucTpaTopy [lnaTtdopmbl ynpasneHua ob
YCTaHOBAEHHOM C nomoulbto MY Ha ycTponcteax 0.

YcTaHoBKa (MHCTanAauma) TONbKO pa3pelleHHOoro K ucnosis3osanuio MO v (uam)

ero komnoHeHTos (OMNC.3) B YyacTu:

— UEHTPa/sIM30BaHHOrO ynpaBaeHUA nepeyHem YCTaHOBAEHHOrO Ha YCTPOMCTBaXx
MNno;

— LLeHTPa/IM30BaHHOrO ynpasaeHnAa nepevyHem 10, 4OCTYNHOro nNo/b30BaTENAM
NNA YCTAHOBKM Ha YCTPoOMCTBax («Benblh CMMCOKY);

— KOHTpona [0, yCTaHOBNEHHOro (MHCTAaNNIMPOBAHHOMO) C nomoubto MY Ha
YCTPOMCTBAX, Ha NpeaMeT COOTBETCTBMA ero nepeyHto N0, paspelleHHOoro K yCTaHOBKe Ha
yCTpOWCTBax B cooTBeTCcTBMM € AH3.4, a TakKe Ha npeameT oTcyTcTBuma 10, 3anpeLLeHHoro

onepaTtopom K yCTaHOBKE.
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3almTa MaWmMHHbIX HocuTenen nibopmauum (3HN)

YyeT malnHHbIX HocuTenen nidopmaumm (3HN.1) 8 yactu:

— y4yeTa yCTPOMCTB.
B KayecTBe permcTpauMoHHbIX HOMEPOB MCMOAb3YHOTCA MAEHTUDMKATOPDI
yctponcTs (IMEI nan MAC WLAN).

KOHTPO/Ib  MCMOAb30BaHMA MHTepdencos BBOAa (BbiBOAA) WMHPOPMAUMKM Ha

MaLUUHHble HocuTenn nHdopmaumm (3HW.5) 8 yacTtu:

— ynpaBAeHus nepeaavein AaHHbix no MTP (nepeaaya aaHHbIx no USB ycTpoiicTs).

YHUYTOXEHMe (CTUpaHme) nHbopmaumm Ha MalnHHbIX HocuTenax (3HN.8) B yactu:

— nepeaayn ynpasasloWero cooblleHna Ha OYMCTKY YCTPOWMCTBa A0 3aBOACKOro
COCTOAHMSA.
Perncrpauus cobbiTnin 6e3onacHoctn (PCE)

Cbop, 3anucb M XxpaHeHue MHbopmaunm o cobblTMax Be30nacHOCTM B TeyeHue

YCTaHOB/IEHHOro BpemeHun xpaHeHua (PCE.3) B yacTu:

— 3aNUCU N XpaHeHnsa nHPopmaunm o cobbiTax He30MacHOCTM, MOYYEHHbIX C
YCTPOWCTB.

MepeyeHb cobbITUIM Be3onacHOCTM, NoanexKalumx pernctpaumm, onpeaensetca OC
YCTPOWCTBA.

3aWwmTa nHbopmaumm o cobbiTuax besonacHoct (PCE.7) B YyacTu:

— npepgocTasieHMa  A0CTyna K 3anucam  permctpaumu  (ayaurta)  TO/IbKO
YMNONHOMOYEHHbIM NMOb30BaTENAM.
KoHTponb (aHanus) 3awmieHHocTM uHpopmaumm (AH3)

KoHTpO/b YCcTaHOBKM 0bHOBAeHMN [10 (AH3.2) B YyacTu:

— YCTAHOBKM N KOHTpoNA ob6HoBAeHNs OC yCTPOMCTB;

— YCTAHOBKM M KOHTpOA obHoBAEHMS MO yCTPOMNCTB.
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KoHTpO/b cocTaBa TexHnyeckux cpeacts n M0 (AH3.4) B yacTu:

— y4yeTa YCTPOWNCTB;

— LUEHTPa/M30BaHHOrO ynpaB/ieHnsa nepeyHem yCTaHOBNIEHHOro Ha YCTPOMCTBaXx
Nno;

— LEeHTPaNM30BaHHOro ynpasneHua nepedyHem 10O, A4OCTYNHOro Noab30BaTeNAM
NNA YCTAHOBKW Ha YCTPOMCTBAX («Oenbli CMNCOKY);

— KOHTpona MO, ycTaHOBAEHHOro (MHCTAaNAMPOBAHHOrO) ¢ nomoubto 1Y Ha
YCTPOWMCTBAx, Ha NpeaMeT COOTBETCTBMA ero nepeyHto MO, pa3pelleHHOMY K YCTaHOBKe Ha
yCTpoMcTBax B cooTBeTCTBMN C AH3.4, a TakKe Ha npeagmeT oTcyTcTBmA MO, 3anpeleHHoro
onepaTopoOM K YCTaHOBKE.

O6ecneyeHune uenoctHoctn NC n unpopmaumm (OLLN)

KoHTtponb LenoctHoctu MO (OU.1) B yacTu:

— KOHTPO/IA LUenocTHocTM KomnoHeHToB MO (3a uckatodeHmem C3M) no Hanmuuio
MMeH (naeHTMdnKaTopoBs) KomnoHeHToB MO.

BoccTtaHosneHue MO, skatodas MO C3W, npy BO3HUKHOBEHUU HELLTAaTHbIX CUTYaUUI

(OU.3) B yacTu:

— BO3BpaTa YCTPOMCTBA B HayasbHOE COCTOAHME (nepenadn ynpasAstOLLEero
coobuleHns Ha cbpoc ycTpoKncTBa A0 3aBOACKOro COCTOAHMA), obecrneymBatollee ero
WTaTHOe GYHKLUMOHMPOBAHME.

BblABAEHWE MHUNAEHTOB U pearMpoBaHme Ha Hux (UHLL)

ObHapyKeHne MHUMAEHTOB M pearnpoBaHme Ha nHunaeHTsl (MHLL.2 B HoTauum 21-

ro npukasa PCTIK Poccum) B yactu:

— 33JaHWA Ha YCTPOMCTBax OdaaMH-CLLeHapueB, KOTOPble BbIMOAHAOTCA MNPU
HACTYNAEHUM 334aHHbIX COObITUN (MHUMAEHTOB).
YnpasnexHne koHburypaumen tHbopmaunoHHo cuctemol (YK®)

YnpassieHune U3MeHeHUAMM KOHOUrypaumnm nibopmaumoHHomn cnuctemsol (YKP.2) B

YacCTu.

— YCTAaHOBKMW, 0bHOBNEHMA, yaaneHuns MO Ha ycTponCcTBax;
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— yCTaHOBKM 0bHoBAeHMA OC yCTPONCTB;
— yNpaBAeHNA HAaCTPOMKAMM YCTPOWMCTB, cornacHo n. 3.3.3;
— KOHTPO/IA 33 COCTOAHNEM YCTPOMCTB M UX HACTPOMKaMM.

YcTaHOBKa (MHCTaNNAUMA) TONbKO Pa3peLleHHOro K ncnosib3osanunto MO n (uau)

ero KomnoHeHToB (YK®.3 B8 HoTauum 31-ro 1 239-ro npmnkasos PCTIK Poccmnmn) B 4YacTu:

— UEHTPa/M30BaHHOrO yNpaBieHNA NepeyHem YCTaHOBMIEHHOro Ha YCTPOMCTBax
Nno;

— LLEeHTPa/IM30BaHHOrO ynpasaeHna nepevyHem 10O, 4OCTYNHOro nNoJ/b30BaTENAM
[NA YCTAaHOBKM Ha yCTPOMCTBaX («6enblih CNMCOK»);

— KOHTpona [0, ycTaHOBNEHHOro (MHCTAaNAMPOBAHHOro) ¢ nomoulbto 1Y Ha
YCTPOWMCTBaAx, Ha NpeAMeT COOTBETCTBUA ero nepeyHto N0, pa3pelleHHOro K yCTaHOBKE Ha
yCTpOMCTBax B COOTBETCTBMM Cc AH3.4, a Tak»Ke Ha npeameT oTcyTcTBums M0, 3anpeLteHHoro

OnepaTopoOM K yCTaHOBKe.
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NPUNOKEHUE 3

06u.|,v1e NoNOXeHUA NpeanpuaTnA-m3rotosmnTeNA No BOSMOXHbIM

BapuaHTam nocrtasku Usgenna

OCHOBHbIE NMOJIOXKEHMA NO NOAYYEHUIO Vi3aenns notpebutenem:

1) W3pnenve noctaBnseTca B CTPOrOM COOTBETCTBUM C JIMLLEH3NOHHbBIM AOrOBOPOM;

2) KomnnekTHOCTb M3aennsa cooTBETCTBYET MOJIOKEHUAM pa3fena 7 HacTOALWEro
[OKYMEHTa M yCNoBMAM JINLLEH3MOHHOIO A0roBOP3;

3) BapwuaHTbl HocuTenen nHdopmaunm N3genmnsa moryT 6biTb CAeayoLNMNA:

— NOCTaBKa Ha 3/71eKTPOHHOM HocuTene: DVD — ONTMYECKUMIA HOCUTENb
nHdopmaumum, npmn aTom DVD m3rotaBanBaeTcsa npeanpuatnem-marotosntenem MN3genma
M nepegaeTca noTpebutento B NOArOTOBAEHHOM BWAe, B COOTBETCTBUM C
TEXHONOTMYECKMMM NPOLLECCaMM NpeanpuATUA-pa3paboTimKa;

— MNOCTaBKa MO 3/1EKTPOHHbIM KaHaflaM CBA3M: MHPOPMALMOHHbBIA pecypc
npeanpuATMA-M3roToBMUTENA, MHGOPMALMA NO AOCTYNY, a TakXKe npasuaa pPaboTbl C HUM
[0BoAATCA A0 NOTpebuTens npm 3aknto4eHnn JInueH3noHHOro Aorosopa. MNoaAAMHHOCTb M
LenocTHocTb N3aenma obecneymsaeTca npumeHeHnem 31,

Cnocob nepenaun M3nenva no 3NeKTPOHHbLIM KaHafaM CBA3M NpeaycmaTpuBaeT
cneaytoulee obaszatenbHoe ycnosue: noarotoBka DVD, BXOAAWMX B KOMMIEKT MOCTaBKM
N3nenva, Npon3BoaAMUTCA Ha CTOPOHE NoTpebuTens.

MpuMep MapKMPOBKM C yKaszaHMem 06s3aTenbHbiXx MNoAer MnoAroToBAEHHOrO
notpebutenem DVD npuseaeH B npunoxeHun (Mpunoxkerue 4).

Mpwn nepenaye M3nenva No 3NEKTPOHHbLIM KaHanam CBA3M NOTPebuTenb A0MKEH

BbIMO/IHUTL CAeAytolMe AeNCTBUA:
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— nocae 3arpysku 3arpy3oyHoro moayna N3pgenma n komnnekta 3/ Heobxoanmo
NPOW3BECTU NPOBEPKY MOAJMHHOCTM U LeNIOCTHOCTM NyTem nposepku M1,

— nposectn pacdyer KC DVD WM3pgenma C  w“CNoONb30BaHMEM  MPOTrPamMmbl
«Mporpamma  OUKcaUMM M KOHTPOAA ULenocTHocTn wuHpopmaumm «DPUKC-Unix 1.0»
(paspabotumk 3A0 «lBW-cepsucy», ceptudnkaT coorsetctema ®CTIK Poccum No 680,
nencrteuteneH Ao 26 ¢espana 2021 r., OKOHYaHME CPOKa TEXHUYECKOM NMOoAAEPKKM 26
despana 2026 r.);

— cpaBHMTb KC C yKasaHHbIMM B COOTBETCTBYtOLEM OOHOBAEHHOM pasgene
HacToALwero AokymeHTa. MNpu pacxoxaeHnm KC ¢ 3TaIOHHbIMW 3HAYEHMAMM, YKAa3aHHbIMM
B HACTOALWEM AOKYMEHTE, HEOOXOAMMO 0OpPaTUTLCA B CAYKOY TEXHUYECKON NMOAAEPIKKM

npeanpuAaTnA-n3roTtosmTena Msagenma.

8 YHcTpyKuma ¢ onucaHvem nopagka nposepku 3M, cepTudukaT nposepkn I, ckpunT nposepku M un 3
pasmelleHbl Ha Beb-caiTe npeanpuaTua-usrotosutens Msgenma (https://auroraos.ru/documentation).
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NMPUNOXEHUE 4
MNpumep mapkmposku DVD ¢ Usgenmnem

PacnonoxeHne nonen npm mapkmposke DVD, BXOAALLErO B KOMMIEKT MOCTaBKM

N3nenva, npuseieHo Ha pucyHke (PucyHok 4.1), a ux onucanme — B Tabnuue (Tabnnua 4.1).

[lpuKnagHoe nporpaMmHoe obecneyenue
«ABpopa LieHTp»

AQIMI20134-01

XXXX.20XXr.

[lata nsrotoBnexua

XXXXXXXX

KowTponbHas cymma

POCC RU.OT.XXXXX XXXXXX

3aB. Ne

PucyHok 4.1
Tabnnua 4.1
[Mone NHbopmauma No 3anonHEeHUIo MpumeyaHun
HanmeHoBaHue |COOTBETCTBYET NONOKEHNAM Mone agnsetca 0H6A3aTENbHBIM K
N3nenna pasgena 7 HaCTOALLEro AOKYMEHTaA |3aM0O/IHEHMIO NpK Ntobom K3
N ycnoBmAm JIMUEH3NOHHOTO BO3MOMHbIX BApPUAHTOB U
Aorosopa cnocoboB noctaBkn M3aenus
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MNone NHbopmaums no 3anonHeHUto MNpmevaHua
Obo3HauyeHne |AAMI.20134-01 Mone ansetca o6a3aTeNbHbIM K
N3poenua 3aN0/IHEHMIO NpK Ntobom K3
(neuymanbHbIi BO3MOXHbIX BAPMAHTOB U
HOMep) cnocoboB nocTaBkM N3aenma
[aTa [MpocTaBnaeTca B cOOTBETCTBUM € |[Tone ABnsAeTcA 06A3aTeNbHbIM K
M3roTOBNEHUA |aKTOM NpMeMa-nepesaydn 3aN0/IHEHMIO NpK Ntobom K3

N3pnenua. BO3MOXHbIX BAPMAHTOB U
Tak»Ke moKeT bbITb NpocTaB/ieHa |[cnocoboB NOCTaBkKM M3aennsa
nata GaKTMYeCcKoro M3roToBaeHms
DVD
KOHTpO/ibHa“A CooTBeTCTBYET NONOKEHMAM Mone anaeTca 06a3aTeNbHbIM K
Cymma pasgena 7 (Tabnunua 4) 3anonHeHunto TOJIBKO ans DVD,
HACTOALLEro AOKYMEHTa 1 COAEeprKaLlero 3arpy304Hblin
ycnoBuAM JINLUEH3MOHHOro Mmoaynb N3nenua. 3anonHaeTca
aorosopa npwv N1t0OOM 13 BO3MOXKHbIX
BapMaHTOB M cnocoboB NOCTaBKM
N3penna
OTK CoOoTBeTCTBYET NONOKEHMAM Mone anaetca 06a3aTeNbHbIM K
pa3gena 10 HacToAwero 3anonHeHuto TOJIbKO ansa DVD,
AOKYMEHTA COAEeprKaLlero 3arpy304Hbli
Mmoaynb anenma
3aB. No CooTBEeTCTBYET MNOJIOKEHNAM Mone anaetca 06a3aTeNbHbIM K

pasgena 9 HacToAuwero
AOKYMeHTa.

NMPUMEYAHWUE. NaeHTudMKaTOp
NPUCBaMBAETCA B COOTBETCTBUM C
NOJIOXKEHUAMMN,
3aPUKCUPOBAHHbBIMM B JOKYMEHTE
«[TonoxeHne o cucteme
cepTudMKauymm cpeacTB 3alMThbI
MHOOPMALUMY, YTBEPKAEHHOM
npmnkazom ®CTIK Poccum ot 03
anpenda 2018 r.Ne55

3anonHeHuto TOJIbKO ana DVD,
coAepallero 3arpy304Hbii
Mmoaynb N3nenna. 3anonHaeTca
npv N1t0OOM 13 BO3MOXKHbIX
BAapMaHTOB M cnocoboB NOCTaBKM
N3penna
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JINCT PETUCTPALMN N3MEHEHUN

Nam.

Homepa nmncToB (cTpaHuL) Bcero Bxoaawmin

aHHYNU- | NncToB Ne Ne conposo-
HOBbIX | poBaH- | (cTpanuu) | ACKYMEHTA | nyrenbHoro
HbIX B JIOKYM. LOKYM. U AaTa

name- 3ame-
HEeHHbIX | HeHHbIX

Noan.

[ata
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