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AHHOTALNA

HacToAwmn AOKyMeHT ABAAETCA PYKOBOACTBOM aAMMHMCTpaTopa OnepauyoHHOM
cuctemsbl (OC) ABpopa penns 5.1.1.

HacTtoAwmn OOKYMEHT COAEPXKMT ONMCaHue  AOCTYMHbIX aAMMHUCTPATOpPY
OYHKLUMOHANbHbIX BO3MOXHOCTEM MObBMAbHOro yctponctea (MY), OYHKLMOHMPYHOWETO
nog ynpasnernmem OC Aspopa’.

AOMWUHUCTPATOP MMeeT A0CTyn K  OQyHKumMam u  Hactpomkam OC ABpopa,
OMWCAHHBLIM KaK B HACToAWEeM [OOKYMeHTe, Tak M B [OOKYMeHTe «PyKOBOACTBO
NO/b30BaTENAN.

NPUMEYAHUA:

v Mepen, Havanom paboTbl aAMUHUCTPATOPY HEOOXOAMMO O3HAKOMMUTLCA C
NONIOKEHMAMM HACTOALLErO0 AOKYMEHTA, a TakXe C MHPopmaumen, nNpuBeAeHHOM B
NOKYMeHTe «PyKOBOACTBO NO/Nb30BaATENAY;

v BHeWwHUN BUA UHTepdeinca MY? MOKeT OTAMyaTbCA OT MPUBELEHHOro Ha
PUCYHKaX B HacToAwem AoKkymeHTe. CHUMKM 3SKpaHa ABAAKOTCA MPUMEPOM U
npeacTaBaeHbl B OKYMeHTe A41A 0b6LLero 03HakoMIeHMA ¢ nHTepdencom MY,

'Onucanmne pasnnuHbix cnocobos yctaHosku OC Aspopa Ha MY npuseAeHO B COOTBETCTBYIOLLMX [OOKYMEHTax
npeanpuAtTMA-paspaboTumKka, KOTOopble MNpeAHasHayeHbl 414  WMCnonb3oBaHWA [Mpoussogutenamm MY u
aBTOPM30BaHHbIMM CEPBUCHBIMK LLEHTPAaMK NPOM3BOANTENA.

2 MY, dyHKUMOHMpYIoLee nog ynpasneHnem OC Aspopa.
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1. BBOZ, B 3KCTTYATALNIO

OC ABpopa npeacTtaBnaeT cobom 3alMLLEHHYIO MOBUAbHYIO MHOro3aaa4vHyto OC
ANa MOBWUAbHbBIX MPUMEHEHWM MNoA annapaTHble nNaaTGopmbl Ha Hase NpouLeccopoB C
apxutektypon ARM 1 MMeeT pas3anyHble BEPCUMU WMCMNOSIHEHWA, OMMCaAHME KOTOPbIX
npueeaeHo B Tabanue (Tabamua 17).

BHAMAHUE! OC ABpopa B cepTMOUUMPOBAHHON BEpPCUMU
MCNONb30BaHa, HO He OrPaHMYMBATLCA, B CAEAYIOLINX CUCTEMAX U ObbeKTax:

— B rOCYAapCTBEHHbIX  MHOOPMALMOHHBLIX  CUCTEMAX, He  COAeprKallmX
MHOOPMaLMKN,  COCTaBAAKOWEN  rOCYyAapCTBEHHOM  TalHbl, A0 NepBOro  Kjaacca
3alMLULEHHOCTU BKAOYUTENbHO B COOTBETCTBMU C AOKYMeHTOM «TpeboBaHMA O 3alumUTe
MHOOPMALMKN, He COCTaBAAKOWEN TOCyAapCTBEHHYIO  TalHy, coJeprKallenca B
roCyJapCTBEHHbIX MHOOPMALIMOHHbBIX CUCTEMAX», YTBEPXAEHHbIM npuKkazom OCTIK
Poccun o1 11 ¢peBpana 2013 r. Ne 17;

— B MHOOPMALMOHHbIX cucTemax (MC) nepcoHanbHbIX AaHHbIX A0 NEPBOro YPoBHA
3aUMLULEHHOCTU BKAOYUTENBHO B COOTBETCTBMU C AOKyMeHTOM «CoCTaB M coaepraHume
OPraHM3aLUMOHHbIX M TEXHUYECKMX Mep no obecneyeHMto 6e30MacHOCTM NepcoHaNbHbIX
NaHHbIX Npn nx 0bpaboTke B MHOOPMALMOHHbBIX CMCTEMAX MEPCOHANbHbIX AAHHbIXY,
yTBEpPXAeHHbIM npmnkazom PCTIK Poccum ot 18 dpespans 2013 r. No 21;

— B aBTOMATM3MPOBAHHbIX CUCTEMAxX yMnpaBJeHWs [0 NepBOro  KJjacca
3alWMUEHHOCTU  BKAOYUTENbHO B COOTBETCTBMMU C  AOKYMeHTOM «TpeboBaHuAa K
obecneyeHnto 3awWmUTbl MHOOPMALMM B aBTOMATM3MPOBAHHBIX CUCTEMAX YMNpaBAeHMA
NPOM3BOACTBEHHLIMW U TEXHONOTMYECKMMM MPOUECCaMM  Ha KPUTUYECKM  BaXKHbIX
00beKkTax, MNOTEeHLMANbHO ONacHbIX OOBbEKTax, a Takke ob0beKTax, npeacTaBAAOLMX
MNOBbILEHHY ONACHOCTb ANA XM3HWU M 340P0BbA NMOAEN U ANA OKPYKAKOLWEN NPUPOAHOM
cpeabl», yTBepKAeHHbIM npnkazom GCTIK Poccum oT 14 asrycta 2014 r. Ne 31;

— Ha 3HAYMMbIX OOBEKTAX KPUTUYECKON MHPOPMALMOHHON WMHPPACTPYKTYPbI A0
NepBOM KaTeropmm BKAOYUTENBHO B COOTBETCTBUM C AOKYMeHTOM «TpeboBaHMA Mo
obecneyeHnto 6e30MaCHOCTM  3HAYMMbIX OOBEKTOB KPUTUYECKON WMHPOPMALIMOHHOM
MHbPaACTPYKTypbl Poccuinckon Geaepaupmmy», yrepKaeHHbIM npukazom ®CTIK Poccum ot
25 pnexkabpsa 2017 r. Ne 239,

3 MoxeT 6bITb

3 OnucaHme Bo3MOoXHbIx Bepcuit OC ABpopa npuseaeHo 8 Tabaunue (Tabauvua 17).
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1.1. OrpaHu4eHua No aKkcnayaTauuu

AOMUHUCTPATOPYy Heobxoammo cobntodaTb caeayrowme npaBmaa M orpaHnUYeHmA
no aKkcnayaTtaumm MY:

— He [onycKaTb YCTAHOBKY ntoboro nporpammHoro obecnedyeHua (M0),
NocTaB/iAemMoro B oTaMyHom oT RPM Buae (camoctoAaTenbHoe KonupoBaHue ¢alnios,
ycTtaHoBKa 10 13 apxmBoB, ycTaHoBKa 10 He B WwTaTHble Nanku n3 RPM-nakeTos u T.1.);

— UCKNOYUTb  noakatodeHne MY K HedoOBEpeHHbIM  TOYKaM  A0CTyna
becnpoBoaHbix MHTepdencos (WLAN, Bluetooth®) n 6ecnposogHbim MY.

MPUMEYAHUE. T[lepeyeHb [AO0OBEpPeHHbIX TOYeK A0CTyna A0/MKeH bbiTb
chOpMMpPOBaAH Ha MecTe aKcnyaTaumm onepatopom UC;

— UCKMOUYUTb Nnepenadyy KOHPUAEHUMaNbHON pedyeBor M MHOM MHPOPMaLUMM
(SMS, MMS) nocpeactsom MY no npotokony GSM;

— NpeaycmoTpeTb Mepbl, obecneynBatolime OTCYTCTBME KOMMbIOTEPHbLIX BMPYCOB
Ha CpeaCTBaxX BblYUCAUTENBHOM TEXHUKN, K KOTOPbIM NoakatovaeTca MY.

1.2. Y4yeTHble 3anmcm ponen

B OC ABpopa peann3oBaH MHOroMoAb30BaTENbCKMA pPeXMM PaboTbl, KOTOPbIM
NO3BOSAET MCMNO/Ib30BaTb MY HECKONIbKMM YY4ETHBIM 3aMUCAM C Pa3/IMYHBIMU PONAMMU.

Po/b — COBOKYMHOCTb MpaB A0CTyrna, Ha OCHOBe KOTOPbIX oOnpeaenAeTcs
BO3MOXXHOCTb BbINMO/JHEHWA TOITO N MHOTO ,El,el\/'ICTBl/IFI B OC ABpopa.
YyeTHaA 3anuchb poin — 3TO XPaHAWAACA Ha4 MY COBOKYMHOCTb AaHHbIX O

nosnb3oBaTtene, HeobxoamMmas ANA ero ayTeHTUPUKALMN M NPeaoCTaBeHNs AOCTyNa K ero
JIMYHBIM AAHHbBIM M HAaCTPOMKaM.
MPUMEYAHUE. B 3aBuMcMMoOCTM OT BbIOpPaHHOM POAM BO3MOXKHOCTM MY moryT
OT/IMYATbCA.
Ha MY moryT 6bITb CO3aHbl OAHOBPEMEHHO A0 7 YY4ETHbIX 3anucen:
— YYeTHaA 3anuncb C POSIbIO aAIMUHMCTPATOPa, KoTopaa oba1agaeT paclMpPEHHbIMMK
OYHKLUMOHANbHBIMMU BO3MOMXKHOCTAMM, NPU STOM:
e He MoxeT bbITb yaaneHa c MY,
e He obnagaeT NpaBamum cynepnoab3oBaTens,
e NtoOble M3MEHEHUS HACTPOEK, BbIMOJNIHEHHbIE NOJA TakOW pPOAblo, OyayT
NPVMEHVMbI KO BCEM YYETHbIM 3annucam MY;
— A0 6 VyYeTHbIX 3anuMcel C pPoAbk MNOSb30BaTeNdA, CO34aHME KOTOPbIX
BbINMOJ/IHAETCSA aAMUHUCTPATOPOM B CUCTEMHbIX HAacTporKax MY (n. 1.2.1).
NMPUMEYAHUE. Mo ymonuyaHuio npu nepBom BKAtoYeHUM MY 3arpyxaetca B
pexnme agMMHNCTPATOpPa.
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1.2.1. Co3paHne y4eTHOM 3anNncK NoNb30BaTENS

BHUMAHMWE! Mepen co3gaHMem y4yeTHOM 3amnucu MNoJsb30BaTeNs Heobxoammo
NpeaBapuUTENbHO  aKTMBMPOBATb  MNepekatodaTens  «PaspelwlnTb  HACTPOMKY  KBOT»
(PUCYHOK 2) AN BO3MOMKHOCTW 334aHNA M HACTPOMKN KBOT (n. 4.7.2).

MPUMEYAHUE. OyHKumo «PaspelnTb HAaCTPOMKY KBOT» HEBO3MOXHO OTKAKOYNUTH
nocne akTMBaumn. [ns AeakTMBaUMW AaHHOM PYHKUMKM Heobxoammo cbpocute MY ao
3aBOACKMX HAacTpoek (noapasaen 2.2).

[ns co3paHMs  HOBOM  YYETHOM  3anmMcK  MOAb30BaTeNnda  aAMUHUCTPATOpy
HeobX0AMMO BbINOAHUTbL CAeaytoLMe AeNCTBUA:

— OTKPbITb MEHK CUCTEMHbLIX HACTPOEK KaCaHMeEM 3Ha4Ka @ Ha 9KpaHe

npunoxeHuin (PucyHok 1);
(o]
— KOCHYTbCA MYHKTa MeHto «[ToNb3oBaTeNn» & B noapasaene «Cuctema;

— Ha cTpaHuue «llosb3oBaTenM» KOCHYTbCA MyHKTa «/1o6aBWTb Mosb3oBaTena»
(PrcyHoK 2);

16:12 4+ 16:13 a4+
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— Ha OTKPbLIBLUIENCA CTpaHWULE BBECTU MMA U NIOTUH
HOBOM YY4eTHOM 3anuncK nosb3oBatena (PUcyHok 3);

— YCTAHOBWUTb KBOTY Ha MCMO/b30BaHME AMCKOBOro
NPOCTPaHCTBa, Nepemellas COOTBETCTBYHOLWMK cnangep
BMpPaBO A/A YyBeAMYEHUs KBOTbl /MbO BAeBo And

| OTmMeHUTb |

©)

~_ HosBbii nonb3oBaTtenb

]

Mmsa nonb3osatens

MMst BOMKHO BbITh YHUKanbHbIM U MOXET coaepXxaTtb

oy ok ymeHbleHua (PUcyHoK 3).
s e NPUMEYAHUS:
e o v' MUHUManbHbIE U MaKCHMasbHble 3HayeHus AN
Moryy Gu Tomhxo Gykan bpm nonesyoune 3aJaHuA KBOTbl  3aBMCAT  OT  KOHCTPYKTMBHbIX
. ocobeHHocTen MY;
7576 v MogpobHoe  onucaHMe O  KBOTMPOBaHUM
’ e NOCTOAHHOM NaMATK NpuBeaeHo B M. 4.7.2;
— KOCHYTbCA  KHOMKM  «[MoaTBepauTb»  ANA
OpHopa3oBbiii Naponb © o
e COXPaHEHMUA M3MEHEHU MO0 KHOMKM «OTMEHUTLY ANA
OTMEHbI onepauuu;
CrenepwposaTs — NOATBEPAMTL  [eNCTBMEe  BBOAOM  TEKYLIEero
napons (PucyHok 4), B pe3ysnbTaTe 4ero cosgaHHas
PucyHok 3 yyeTHaa 3anucb, a TaKKe CTaTyc ee ayTeHTMPMKauum

oTOobpa3nTca Ha cTpaHuue «lMonb3oBaTtenn» (PUcyHoK 5).

| Monb3oBarenu

O6wwue HaCcTpOoMKM @

[lns 6bICTPOro NepeknioYeHns Mexay
nonb3oBaTeNS MU HAXMUTE U
yOEepXUBaTe KHOMKY NUTaHUs, 3aTeM
KOCHUTECH KHOMKM "CMeHUTb
nonb3osatens”

BeepnuTe naponb

Bnapeneu ycTpoiicTea

PaspelunTb HaCTPOIKY KBOT

O BbleBnageney ycTpoWcTBa
1 2 3 ©' AamuHucTpatop
O Monbsosatens 1
Euwle He ayTeHTUdMUMpOBanca
4 5 6
O Monbsosarens 2
Ewe He ayTeHTUOMUMpPOBancS
7 8 9 O Monbsosatens 3
@R FEule He ayTeHTUdMUMPOBancs
Aa 0 —+— [o6aBuTb Nnonb3oBaTens
OTMeHuUTb
PucyHoK 4 PUCYHOK 5

BHAMAHWE! B cnyyae ecam npu co3gaHuMm nonb3oBaTento 6Oblna 3a4aHa
MaKCMMa/ibHaA KBOTA (PUCYHOK 6), TO Ha CTpaHMLLEe CO34aHMA Nob3oBaTenen otobpasmnTca
MHPOPMALIMA O HEBO3MOMKHOCTU CO34aTb JOMOJIHUTE/IbHblE Y4YeTHble 3anucu Kn3-3a
OTCYTCTBMSA CBOOOAHOrO AMCKOBOro npoctpaHctsa MY (PUcyHOK 7).
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| OTMEeHUTb MoaTeepantb | Monb3oBatenu
=y HoBbit nonb3oBaTesnb O6Lme HacTPOMKK @
[ns 6bICTPOro NepexknioYeHns Mexay
Monb3osarens 1 Nonb3oBaTeNsMU HaXMUTE U
Wwms nonbaosarens yAepXuBaiTe KHOMKY NUTaHUs, 3aTeM
User1 KOCHUTECH KHOMKM "CMeHUTb

nonb3oeartens"
JloruH nonb3oBaTens

PaspelwunTs HaCTPOUKY KBOT

He ocTtaérca KBOT Ans HOBbIX NOb3oBaTenen
O BbleBnageneu yctpoiictea
©' AAMUHUCTpaTop

OpHOpas0BbIv Naposib © O Monbsosatens 1
[nuHa napons ponxHa 6biTb 5-12 cUMBONOB. Euwle He ayTeHTUdMUMpOBanca
He octanocb KBOTbI
CreHepupoBaTb
PucyHoK 6 PucyHok 7/

Mpn paboTe C y4eTHbIMM 3aNMCAMW MNOSb30BATENA AAMMHUCTPATOPY AOCTYMHbI
cneayowme gencrema (PucyHok 8, PucyHok 9):

— MEepeKtYeHME MeXay Y4ETHbIMM 3aNNUCAMM POSIEN.

MPUMEYAHME. MNoapobHoe onucaHmne NpoLecca NepekatoYeHma MexXay Y4eTHbIMM
3anNMcAMM NpuBeEAEHO B JOKYMEHTe «PyKOBOACTBO MO/b30BaATENAY;

— ynpaBAeHne NCxoaaUmMMmn ronocoBbiMM BblzoBamm 1 SMS (n. 1.2.2);

— NnepeumeHoBaHKMe y4eTHoM 3anucu (n. 1.2.3);

— HacTpoWKa besonacHocTn (n. 4.2.2);

— y/AaneHue y4yeTHOM 3anumcu nonbsosatens (n. 1.2.4).
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PyKOBOACTBO aAMMUHUCTPATOPA l NIATOOPMA
Monb3oBatenu Monb3oBaTenu
O6ume HacTpPOMKH (E\) O6wme HacTpPOonKu Q)
y Bbl e« Bnageneuy yctpoincTea e} Bbl « Bnageneu yctpoicTtea
a * AOoMUHUCTpPATOP
'®) ﬂonbaoaa*rejjb 1 MepeumeHoBaTh
MepekniounTbCs Ha 3TOro Nosb3oBaTens Hactpoliku GesonacHocTn
Mon
OTKNIOYUTH MCXOASLLME rONOCOBbIE BbI30BbI U SMS :
MepeumeHoBaTb
HacTpoitku 6e3onacHocTu
Ypanutb

PucyHok 8 PucyHokK 9

1.2.2. YnpaBieHne NCXoa4AaLWLMMM rON0COBLIMM BbI30BaMM U SMS

[Ona OTKNOYEHMA WUCXOAAWMX TON0COBbIX Bbi3oBOB M SMS Heobxoaumo B
KOHTEKCTHOM MEHIO YYE€THOW 3anMMCK MNONb30BaTENA KOCHYTbCA MyHKTa «OTKAOYNTb
MCXoAALLLME rON0COBbIE BbI30BbI M SMS» (cM. PUCYHOK 8).

[anee y y4eTHOW 3anNncK Nonb3oBaTeNs oTobpa3nTca npeaynpexaatolmii 3Ha4Y0K
% (PvcyHoK 10) n Bo3mMOXKHOCTU nonb3osatens B Ml «TenedoH» n MM «CoobuieHma»
OyayT orpaHUYeHsl.

[OnAa  BKAKOYEHMA WCXOOALWMX TOMIOCOBLIX BbI30OBOB M SMS agMUHUCTPATOPY
HEOOXOAMMO B KOHTEKCTHOM MEHID YYETHOM 3anmcu MONb30BaTeNA KOCHYTbCA MYHKTA
«BKNOYUTL  UCXOAALLME TON0COBble BbI30Bbl M SMS» (PucyHok 11), nocne uyero

npeaynpexaatouwmn  3Ha4YoK % nepectaHeT oOTobOpa)kaTbCA Yy Y4YETHOM  3anmcu
NoNb30BaTENSA, M BO3MOXHOCTW nonb3oBatena B Ml «TenepoH» n MI «CooblieHna»

6yayT BOCCTAHOB/EHbI.
MPUMEYAHUE. T[loapobHoe onmcaHue paboTbl YyKasaHHbix MI, a Takxke

YBEAOMNEHWNM, BbIBOAMMbBIX Ha 3KpaH MY npu OTKAOYEHWM TONOCOBLIX BbI30BOB M SMS,
npMBeaAeHO B AOKYMeHTe «PyKOBOACTBO MNONb30BATENAY.

10
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| Monb3oBatenu Monb3oBaTenu
O6Lme HacTPOKM @ O6Lwme HacTporku @

[ns 6bICTPOro NepekioyYeHus Mexay
nonb3oBaTensMu HaxmuTe 1
yOEepXuUBanTe KHOMKY NUTaHUs, 3aTeM
KOCHUTECH KHOMKM "CMeHUTb
nonb3osartens"

PaspeluunTb HaCTPOWMKY KBOT

O Bbl«Bnapgeney ycrpoiicTea

Bbl « Bnageneu yctpoiictsa

O C
o AnMunucTpaTop o
O Monbsosatenb 1 % O Monbsosatensb 1 %
Ewe He ayTeHTUdMUMpOBanca @R Eue He ayTeHTUPUUMPOBANCA
O Monbsosarens 2
nepeKJ‘llO"WITbCQ Ha 3TOro nonb3oBarens
Ewe He ayTeHTUOMUMpPOBanca
O Monb3zosatens 3 BK/IOYNTb UCXOASILME FONOCOBbIE BbI3OBbI U SMS
@R FEule He ayTeHTUdULMPOBAnCS
MepeumeHoBaTb

—|— [o6aBuTb nonb3oBaTens
Hactpoiiku 6e3onacHocTu

Ynanutb

PucyHok 10 PucyHok 11

1.2.3. [epenmeHOBaHMe y4eTHOM 3anncu
[ns nepemMMeHoBaHMA Yy4YeTHOM 3anmcu HeobxoAMMO BbINONHUTL Caeaytoline

NENCTBUA:
— OTKPbITb KOHTEKCTHOE MEHI0 YYEeTHOM 3anucKk, KOTopytd HeobxoaMmo

neperMmeHoBaTb;
— KOCHYTbCA NMyHKTa «[epenmeHoBaTb» (CM. PUCYHOK 8, cM. PUCYHOK 9);

— BBECTM HOBOE MMA y4yeTHOM 3anucu (PrucyHok 12, PucyHok 13);
— KOCHYTbCA 3Ha4yKa ,£I,}'IFI NOATBEPKAEHMA AEMUCTBMA, B pe3y/abTaTe yyeTHas

3anuch bygeT nepemmeHoBaHa.
NMPUMEYAHUE. lMpn nepemmeHOBaHMM YYETHOM 3aMUCK M3MEHSETCA TOJ/IbKO ee

NMA, NOTNMH OCTAaeTCA HEN3MEHHbIM.

11
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| Monb3oBatenu

O6Lwme HacTpoMku @

[ns 6bICTPOro NepekIto4eHns MeXay
nonb3oBaTensMmn HaxMuTe u
YAEPXUBaNTE KHOMKY MUTaHUS, 3aTeM
KOCHUTECH KHOMKMN "CMEHUTb
nonb3oartens”

PaspelunTb HaCTPOWKY KBOT

Bbi « ViBaH

- Ne)

AnMUHUCTPaTOP

O Monbsosatens 1
Ewle He ayTeHTUdULMpPOBancs

N Aamicanacam: 9

RU
MUYy KeHTF W3 X

bl Banponamgx?>

A9 Y CcMMUTLHB 6 <
PucyHok 12

Monb3oBarenu

O6Lme HacTpoMKK @

[ns 6bicTpOro NepeknioveHns Mexay
nonb3oBaTeNAMMN HaXMUTE K
yOepXuBaiTe KHOMKY NUTaHuA, 3aTeM
KOCHWTECH KHOMKK "CMEHWTb
nonb3oBatens”

PaspelunTh HacTpoiiKy KBOT

O Bebl « Bnapeney yctpoicTea

<o ApmMuHUCTpaTop

o . AN

BBeneHbl HEAOMYCTUMbIE CUMBONBL. MMS
MOXET COAEPXaTb TeNbKO ByKBbl, UMPPLI U
cnenyiolMe CUMBOTbI: TOYKa, MHHYC, HUXHee
nopYepKUBaHKe U npoben.

RU
MUYy KeHTFWuw3 X

¢ bl

~ 9 4YCMMWUWTTGHB 6 O

, |

o]
Q

nponagxa3

123 -

PucyHok 14

MPUMEYAHME.

Monb3oBatenu

O6Lme HacTpoku @

J[ns 6bICTPOro NepekItoYeHns MeXay
nonb3oBaTensMu HaxMuTe u
YAEPXUBaNTE KHOMKY MUTaHUs, 3aTeM
KOCHUTECH KHOMKMN "CMEHUTb
nonb3osarens"”

PaspelunTb HaCTPOWKY KBOT

O Bbl« Bnageneu yctpoiicTea
= AnMUHUCTPaTOp

O Merp|

Ewe He ayTeHTUdUUMpPOBancs

RU
Uy KeHT T wuws3 X

bl B anponaimagxa3a

> 6 ¢

9 4YCMMUTULHL 6 10K

| |

234 -

PucyHok 13

He pexkomeHayeTcA

npmcBamBaTb

YYETHbIM 3aMMCAM MMEHA, HaYMHaoWmMeca C TOYKN UIN

npobena.
oTObpasmnTCs
(PcyHoK 14).

cooTBeTCTBYIOLEE

B Chydae BBOAa HeAONYCTUMbIX CKMMBO10B

yBeagomneHune

12
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1.2.4. YnaneHue y4eTHOM 3aN1UCKU NONb30BaTENA

OTMeHUTb MoaTBepauTb

Bbl [eNCTBUTENBHO XOTUTE
yoanutb Nonb3oBartens 1?

Mocne noaTeepXAeHUs BCe AaHHble
nonb3osatens 6yayT yaaneHsl (Hanpumep,
YHETHbIE 3an1CK, KOHTaKTbI, COOBLLEHNS,
DOKYMeHTbI, poTorpaduu u apyrue daiinbl).

PucyHok 15

Ona yoaneHna y4eTHOW 3anMcu  MNOJIb30BaTe A
Heobxo4MMO BbINOSHUTL Ceaytolme AeNCTBUA:

— OTKPbITb KOHTEKCTHOE MEHI0 YYEeTHOW 3anucu,
KOTOPY HEOHXOAMMO YAANUTb;

— KOCHYTbCA NYHKTa «YaannTb» (cMm. PucyHok 8);

— Ha OTKPbIBLWENCA CTPaHMLUE KOCHYTbCA KHOMKM
«MoaTBepAuTb» ANA NOATBEPXAEHMA onepaumm ambo
KHOMKM «OTMEHUTLY ANs OTMeHb! (PucyHok 15);

— noAaTBepAMTb  AENCTBME  BBOAOM  TEKYLLEro
napons (cm. PucyHok 4).

MNpu yaaneHun y4eTHOM 3anmcmn nonb3osaTena byayTt
TaKXe yaaneHobl:

— [aHHble NoNb30BaTeNsa;

— JOMallHAA nanka nonb3osatena (n. 4.2.3);

— N0/Ib30BaTeIbCcKkoe XpaHuAuLLe KAto4en
(n. 1.4.5).

1.3. YcTaHOBKa BpeMeHU 1 AaThbl

NMPUMEYAHUE. OnucaHme OCHOBHbIX LArOB MNepBOHAYaNbHOM HACTPOMKM MY

npuBeleHO B [AOKYMEHTe

«PyKOBOACTBO MO/Ib30BaTENAY,

npM 3TOM YCTAaHOBKA W

nocieaytoLLlas HacTPOMKa AaTbl M BPEMEHWM AOCTYMNHA TONbKO aIMMHUCTPATORY.
BHUMAHWE! VlameHeHMs HAaCTpOEK B MyHKTE MeHI0 «Bpema 1 aata» NnpumMeHArTCA
KO BCEM YYETHbIM 3aNMCAM pPoaeit, Co3aaHHbIM Ha MY.

13
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PYKOBOACTBO afMMHUCTPATOpPa l A
T e [Ona yCTaHOBKM BpPeMeHM U Aatbl Heobxoammo
ybeauTbca, 4YTo BCe MOAA 3aNO/HEHbl KOPPEKTHO Nnbo
Bbibepute gaty u Bpems .
e e s M3MEHWUTb 3HAYeHUs 3aMOJIHEHHbIX MOAEeN, BbINOAHUB
. cneayrouime AencTBmns:
Yacosou nosic Poccus, Mockea
— M3MEHUTb 3HayeHWs napameTpoB «YacoBoM
Oata 19 pekabps 2023
nosac», «/lata», «Bpems», KOCHYBLIMCb COOTBETCTBYOLIMX
Bpemsa 18:53 v
nonem;
e — BblbpaTb  dopmaT  BPEMEHM,  KOCHYBLUMCH
COOTBETCTBYOLLEro Nepekntoyatens (PrucyHok 16).

NMPUMEYAHUE. [na aKkTMBauum nepekatoyatens
[0CTAaTOYHO KOCHYTbCA MOJAA, B KOTOPOM OH PaCMnOJIOXKEH:
nepeKkatoYaTeNb Ha4YHET CBETUTHLCA APYE, YEM B COCTOAHMNM
MO YMONYaHUIO (HEAKTUBHOM);

— KOCHYTbCA KHOMKM «[anee» ANA NoATBEPHKAEHMS
nenctems NnMbo KHOMKM «Hasaag» A4aa BO3BpaTa Ha
npeablayLyo CTPaHULLY.

PucyHok 16

[ns nocneayrouwen HaCTPOMKM 4YacoOBOro Mosca, TEKYLWMX AaTbl U BPEMEHM
HeobX0AMMO BbINONHUTbL Ceaytolne AeNCTBUA:

— OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KacaHMemM 3HaukKa @ Ha JKpaHe
NPUNOXKeHUM (cm. PUcyHoOK 1);

— KOCHYTbCA MyHKTa MeHto «BpemAa wn pata» & B noapa3sgene «Cucrema», B
pe3ynbTaTe 4yero OoTOOPA3UTCA OAHOMMEHHAA CTPAHWLA HACTPOMKM OaTbl M BPEMEHM
(PucyHok 17);

— A7 aBTOMAaTMYeCKOro 0bHOBMEHUS [aTbl/BPEMEHM KOCHYTbCA MepekatodaTens
«ABTOMaTU4YeCKoe obHoBNeHMe BpemeHu» (PucyHok 18). 3HayeHWss nosneil 4acoBOro
NoAcCa, AaTbl U BPEMEHM CTaHYT HeAOCTYNMHbIMM ANA pefaKTMpPOBaHMA. B aanbHenwem
obHOBNEHME AaTbl/BpeMeHn ByaeT NPoMCXoanTb aBTOMATUYECKMN.

MPUMEYAHME. [1ns ycTaHOBKM YaCOBOro MOACa, BPEMEHM M AATbl BPYYHYO ONuma
aBTOMATMYeCKOro 0OHOBIEHWNS BPEMEHW A0NKHA ObITb BbIK/OYEHA.

14



— OTOKPI:ITAFI
MOBUJIbHAA
PyKOBO,ﬂ,CTBO AdAMNHUNCTPATOpPA l NMAAT®OPMA
| Bpems u pata Bpems n pata
#  ABTOMaTMyeckoe o6HOBNeHVe ABTOMaTH4eckoe o6HOBNEeHVE
BPEMEHHU BPEMEHMU
Yacoeoit nosic Poccus, Mocksa YacoBoW nosc
[ata 23 aHBapsa 2024 Nata
Bpems 15:43 Bpewms
Wcnonb3oBaTtb 24-4yacoBoi Wcnonb3oBaTb 24-4acoBoi
dopmat BpemeHu dpopmat BpemeHu
PucyHok 17 PucyHok 18

B cnyyae HeobXxoAMMOCTM 33a4aTb YaCOBOM MNOAC, BpemMs W AaTy BPYYHYIO
TpebyeTcs BbINONHUTbL CAeaytoLne AeNCTBUA:

— ONA  YCTAHOBKM 4aCOBOro Mofca: KOCHYTbCA Mona «YacoBow  MOACY
(cm. PucyHok 17) n Ha OTKpbIBLWENCA CTpaHuLe BbibpaTb Heobxoammoe 3HayeHue. [Ons
yCKOopeHuMa npolecca Bbibopa MOXHO BOCMO/b30BaTbCA Mosiem noucka (PucyHok 19) u
KOCHYTbCA KHOMKKM «[1oATBEPANUTLY AN COXPaHEHUA AaTbl MO0 KHOMKKM «OTMEHUTb» ANA
OTMeHbl onepauun. [danee BbiOpaTb GopmaT BPEMEHM, KOCHYBLUUCH MepeKkatovaTend
«Mcnonb3oBaTb 24-yacoBo dopmaT» (cm. PucyHok 17) ana otobparkeHWAa BpemeHu B
cooTBeTcTBYlOWEM dopmaTe. ECAM AaHHbIA MNMYHKT He aKTMBMPOBAH, Bpems bOyaer
oTobparkaTbcA B 12-4acoBOmM dopmaTe C YTOYHEHMEM «A0 MOAYAHA» WAM «nocae
NONYOHAY;

— ONA  YCTAHOBKM  AaTbl:  KOCHYyTbcAa nona «[ata» (cm. PucyHok 17), Ha
OTKPbIBLIENCA CTPaHWULLE KOCHYTbCA TeKyllen AaTbl U BbIOPaTb M3 CNMCKA TEKYLWMIA roa,
mecaL 1 ymcno (PucyHok 20). anee KOCHYTbCA KHOMKK «[loATBEPANTL» ANA COXPaHEHMS
naTtbl B0 KHOMKM «OTMEHUTb» ANA OTMeHbl onepauuu. B cayvae noatseprAeHMA
BbiOpaHHAA AaTa OTOOpasMTCA Ha CTPaHMLLEe HACTPOMKM AaTbl U BPEMEHM, B C/ay4ae
OTMEHbI aTa OCTAHETCA NPEXHeN;

15
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| YacoBoit nosic

Q |['Iomcn<

GMT -11:00

AmepukaHckoe Camoa
GMT -11:00 Maro-laro

BHelwwHune manblie ocTpoBa CLUA
GMT -11:00 Muayait

Huya
GMT -11:00 Anodum

GMT -10:00

OcTtpoBa Kyka
GMT -10:00 ABapya

~

o =
g =
m <

(D4
1
i

28y -

RU

K ES RS FLLTENTSS X
AN TINEPARO SISO

CIMIWIET [ bi| B 1O e

:

PucyHok 19

OTMeHUTb

MoaTeepanTb

15:44

PucyHok 21

1.4. Hactpoitka MY

OTMEeHUTb MopTeBepanTb

23 aHBaps 2024

5 16 17 18 19 20 21
22 23 24 25 26 27 28

29 30 33 1 2 3 4

PucyHok 20
— [ONA  YCTAaHOBKM BpPEMEHMU: KOCHYTbCA MOAA
«Bpema» (cm. PucyHok 17), B pesynbTaTe 4ero

oTobpasntca undepbnaT, meTka BO BHYTPEHHEM Kpyre
KOTOPOro UrpaeT po/ib YaCOBOW CTPEJKU, BO BHELIHEM —
MWHYTHOM (PucyHoK 21). [ns yCTaHOBKM HEobXxoAMmoro
3HaYeHns cneayeT noo4vyepeaHO KOCHYTbCA Kaxaon u3
MEeTOK 3Ha4Ka 1, nepeasuraa ee no uam NPOTMB YaCOBOW

CTPENKM, YCTaHOBUTb B MNO3MLUMKU, COOTBETCTBYHOLLEM
TEKYLLEMY BPEMEHMU;
— KOCHYTbCA KHOMKM «MNoaTBepAUTLY Ans

COXPaHEHWA YCTAHOBNEHHOTO BPEMEHM MO0 KHOMKM
«OTMEeHUTb»  ANA  OTMeHbl onepauun. B caydae
NoOATBEPXKAEHMA BblOpaHHOE Bpems o0Tobpas3nTcAa Ha
CTpaHMLE HAaCTPOMKM AaTbl U BPEMEHU, B C/ly4ae OTMEHbI
BPEMSA OCTaHEeTCA MNPEXHUM.

AomunHucTpatopy MY A0CTYNHbI CaeaytoLme BO3MOXKHOCTU:
— uncnonb3oBaHue SIM-kapT (n. 1.4.1);
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— Bblbop perxxknma USB-noakntodenns (n. 1.4.2);

— HaCcTpoMKa BepxHero meHto (n. 1.4.3);

— HacTpoMka MM (n. 1.4.4);

— MOJIb30BaTeNIbCKOE XpaHuauLLe Katoden (n. 1.4.5);
— areHT nonb3osaTena (n. 1.4.6).

1.4.1. icnonb3oBaHue SIM-KapT

1.4.1.1. NMpwBAsKa 1 oTBA3Ka SIM-KapT

BHUMAHMWE! AKkTnBaums n aeaktnsauma ¢yHKUmM «lMpuesaska SIM-kapT» A0CTynHa
TO/IbKO Mocae nepesarpyskn MYV.

I MpuBsaska SIM-kapT K ycTponcTBy

#  BknouuTb npuesasky SIM-kapt
BHumaHue! BknioyeHue gaHHom onumm
3a6N10KMpYeT UCMONb30BaHUe
MOGUNbHOM CBSA3M Ha YCTPOWCTBE NpK
Hanu4um HenpwueszaHHoi SIM-kapTbl

PUCyHOK 22

B uenax peanmMsauum  KOHTPOAsS  AocTyna MU
nosbileHmsa 6esonacHoctn B OC ABpopa npeaycmoTpeHa
BO3MOXHOCTb  Ha3HauYUTb  JoBepeHHble  SIM-KapTbl,
BbIMNO/IHMB CAeAytoLLmMe AeNCTBUA:

— OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KacaHuem

3Ha4Ka @ Ha DKpaHe npunoxkeHuni (cm. PucyHok 1);
— KOCHYTbCA MyHKTa MeHto «llpmBAska SIM-KkapT K

yctponctey» & B nogpasaene «besonacHoCTb»;

— Ha  OTKpPbIBLIEMCA  CTpaHWLE  aKTMBMPOBATb
nepekntoyaTesb «BKAHOUYNTD npmeAsky  SIM-kapT»
(PvcyHOK 22) 1 noaTBEPANTL AENCTBME BBOAOM TEKYLLETO
napons (cm. PucyHok 4).

MPUMEYAHUE. [InAa BbINOAHEHMA NPUBA3KU U
oTBA3KN  SIM-KapTbl  Heobxoammo, 4Tobbl  AaHHadA
SIM-kapTa Oblna BcTaBneHa B MY, a nepekntoyatenb
«BKIHOUMTL NpUBA3KY SIM-KapT» akTMBUPOBaAH;
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MpuBsaska SIM-kapT K yCTpoOUCTBY

Bkniountb npueasky SIM-kapt
BHumaHue! BknioyeHue gaHHou onuumn
3a610KMpYeT UCTIONb3oBaHUe
MOGMNBbHOI CBSA3U Ha YCTPOWCTBE NpU
Hanu4yum HenpuessaHHoi SIM-kapTb!

YctaHoBneHHble SIM-kapTbl

SIM1|[ROSTELEC(

ICCID:897012062

MpusssaTb

PaspewwuTtsb SIM-kapTy no macke

ICCID SIM-kapTbl

PaspewmuTtb

Cnncok paspeluéHHbix SIM-kapT

®

PucyHok 23

MpuBsaska SIM-kapT K ycTponcTBy

Bknountb npueasky SIM-kapt
BHumMaHue! BknioyeHune gaHHom onummn
3a610KMpYeT UCTIONb30BaHUe
MOBU/bHOM CBA3M Ha YCTPOIACTBE NpU
Hanu4yum HenpumessaHHoi SIM-kapTs!

YctaHoBneHHble SIM-kapTbl

SIM1|ROSTELEC(

ICCID:897012062

OTBsizaTh

PaspewwuTtsb SIM-kapTy no macke

89701206269065692642

Paspewuntb

Cnucok paspeluéHHbix SIM-kapT

®

PucyHok 24

— Ha OTKpbIBWENCA CTpaHWue B noapasgene
«YcTtaHoBneHHble  SIM-KkapTbi» KOCHYTbCA KHOMKM
«MpwneAsaTb» cnpaBa OT Heobxoammor  SIM-KkapTbl
(PucyHoOK 23) ana  npwea3kn  SIM-kapTbl K MY, B
pe3ynbTaTe Yero oHa byaeT npmeAsaHa K MY;

— B noapaszene «Paspewntb SIM-kapTy no macke»
BBecTn ICCID Tpebyemoi SIM-KapTbl M KOCHYTbCA KHOMKM
«PaspewnTb», ONA paspelweHna ucnosb3osaHna SIM-
KapT, He BCTaBNEHHbIX B AaHHOe MY 1 He NPMBA3aHHbLIX K
Hemy (PucyHok 24).

MPUMEYAHME. ICCID npeacraBaseT cobon
YHWUKaNbHbIM CepuiHbIM HOMep SIM-KapTbl 1 coaepkmT 20
CMMBOJIOB. ECAM  KO/IMYECTBO BBOAMMbIX CMMBOJIOB
oTanyaetca ot 20, To Ha 3kpaHe MY oTobpasutca
COOTBETCTBYlOLLEE yBegOMAEeHME (PUCYHOK 25).

Mpuesazka SIM-kapT K ycTpoiUCTBY

Bkntounte npueasky SIM-kapt
BHumanue! BknioveHWe gaHHOM onuum
3abnokupyeT Ucnonb3osaHue
MOBUNLHOM CBA3K Ha YCTPOACTBE NpKU
Hanu4u1 HenpueasaHHoi SIM-kapTbl

YcTtaHoBneHHble SIM-kapTbl

SIM1[ROSTELEC

ICCID:897012062 I'Ipuanaaﬂ:

Paspewmts SIM-kapTy no mMacke

000

ICCID SIM-kapTbl
HekoppekTHblit Bog,. ICCID gomkeH copepxaTb He
Gonee 20 CUMBONOB - TONbKO LMOPLI U CUMBONLI '*',

PaspewnTb

Cnucok paspeluéHHbix SIM-kapT ®

PucyHok 25

Ona TOro, 4ytobbl 0TBA3aTb OT MY paHee npuWBA3aHHYD K Hemy SIM-kapTy,
HeobxoAMMO BbINONHWUTL CAedyolme AeNCTBUS:

— B noapasgenie «YcraHoB/sieHHble SIM-KapTbl» KOCHYTbCA KHOMKWM «OTBA3aTb»
cnpasa oT Heobxoamnmown SIM-KkapTbl (cM. PUcyHoK 24);
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— Ha OTKPbIBLUENCA CTPAHULE KOCHYTbCA KHOMKM «OTBA3aTbY A1A NOATBEPKAEHMA
onepaunmn 1Mb0o KHOMKM « OTMEHUTbY A8 OTMeHbI (PUCYHOK 26);

— B pe3ynbTaTe o0TBA3KM SIM-KapTbl 0T MY o0T0b6pasmnTca COOTBETCTBYyHOLLEE

yBegomneHne (PucyHok 27).

| OTMEHUTb OTBsA3aTh |

DaHHas SIM-kapTa 6yner
OTBsI3aHa OT 3TOro
yCTpPOUCTBaA

Mocne ynanexus SIM-kapta 6yget
3a6non<mposaHa Ha gaHHOM yc*rpoﬁc‘rse.

Bbl yBepeHbl, 4TO XoTUTE yaanuTb SIM-
kapTy 89701206269065692642 ?

PuCyHOK 26

| [MpuBsa3ska SIM-kapT K YCTPOMCTB

! Cucrema

Mo6unbHas cBsi3b 3a6nokuposa
YctaHoBneHHble SIM-kapTbl He
NpUBSA3aHbl K JaHHOMY YCTPOWCTBY U
He MoryT 6biTb MCMOJIb30BaHbI.

MepeiTy B HACTPOMKMK

YcraHoBneHHble SIM-kapTbl

SIM1|ROSTELECC
ICCID:8970120626

MpuBs3aTh

Paspewmutb SIM-kapTy no Macke

ICCID SIM-kapTbl

ICCID SIM-kapTbi
PaspewmuTb

Cnncok paspeluéHHbix SIM-kapT ®

PucyHok 27
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1.4.1.2. lpocmoTp 1 yaaneHue paspeleHHbix SIM-KkapT

| Cnncok paspeLuéHHbix SIM-kapT 2

89701206219003881203

89701206269065692642

PucyHok 28

Cnvcok pa3peLuéHHbix SIM-kapt

89701206219003881203
Yoanutb

89701206269065692642

PucyHok 29

[na npocmoTpa CnMcKa paspeweHHbix  SIM-KkapT
HeobxoAMMO KOCHyTbCs nona «Cnucok paspelleHHbIX
SIM-kapT» (cm. PucyHOK 25), B pe3ynbtate 4ero
0TOOpPa3nTCA CTpaHMLUA CO CAMCKOM M KoamyectBom SIM-
KapT, WCMNO/Mb30BaHME KOTOPbIX paspeweHo Ha MY
(PucyHoK 28).

Ona yoaneHua SIM-KapTbl M3 CNMCKa paspelleHHbIX
HeobxoAMMO BbINOSHUTL Ceayrolme 4eNCTBUA:

— KOCHyTbcA M yaepxuneaTb ICCID Tpebyemon SIM-
KapTbl;

— B KOHTEKCTHOM  MEHK  KOCHYTbCA  MyHKTa
«Ypanutb» (PucyHok 29);

— Ha OTKPbIBLWIENCA CTPAHMLE KOCHYTbCA KHOMKM
«YnanuTb» AN NOATBEPXAEHWA onepauum NMbBo KHOMKK
«OTMeHUTbL» ANna oTMmeHbl (PrcyHok 30).

OTMeHUTb Ynanutb

[aHHag SIM-kapTa 6yger
yaasneHa 3 crnucka
paspeLUEHHbIX ANs 3TOro
YyCTPOWMCTBa

Mocne yoanexnus SIM-kapta 6yget
3abnokMpoBaHa Ha JaHHOM YCTPOUCTBE.

Bbl yBEpeHbI, 4TO XoTUTE yoanutb SIM-
kapTy 89701206219003881203 ?

PucyHok 30
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1.4.1.3. Hactponka PIN-koga ana SIM-kapTbl

3aWwuTa  yCTaHOBAEHHOM Ha MY  SIM-kapTbl

| PIN-koa o
obecneunaeTca ¢ nomoulbto PIN-KoAa, KOTOPbIA MOMKHO
SIM1| ROSTELECOM aKTUBMPOBATb/AEaKTUBMPOBATbL OTAE/NbHO ANA KaXKA0M 13
3anpatumsatb PIN-kop SIM-Ka pT.
Wamenus PIN-koR MPUMEYAHUE. B 33BMCMMOCTM OT KOHCTPYKTMBHBbIX
ocobeHHocTen MY gonyckaeTca yCTaHOBKa A0 AByX SIM-
SIM2 | HeusBsecTHbIM
KapT.

Het SIM-kapTbl B cnote

Ona HacTporkm PIN-Koga HeobxoAMMO BbIMOAHWUTb
cneaytowme aencrtema (PucyHok 31):
— OTKPbITb MEHI0 CUCTEMHbIX HACTPOEK KaCaHWem

3Ha4Ka @ Ha DKpaHe NpuaoXKeHn (cm. PucyHok 1);

E
B

— KOCHYTbCA NyHKTa MmeHw  «PIN-kog» ™=
noapasaene «be3onacHoOCTb»;

— KOCHYTbCA nepekntovaTena «3anpawmeaTtb
PIN-koa» Tex SIM-KapT, KOTopble HEODXOAMMO 3aWMTUTL
BBOAOM PIN-Koaa nnMbo CHATb 3aLMTY.

PucyHok 31

Mocne aktmBaumm PIN-KoZa oH ByaeT 3anpallmBaThCs NPU KaxKaom BKAoYEHUN MY
(PucyHok 32). B cnyyae TpexkpaTHoro BBoda HesepHoro PIN-koaa SIM-kapTa 6yaet
3ab10KMpoBaHa N ansa ee pa3biokMpoBKkM noTpebyetcs PUK-Koa, Ana BBOAA KOTOPOro
npepoctasnsetca 10 nonbiTok (PucyHoK 33).

MPUMEYAHME. PUK-Kkoa npeaocTaBaseTcs onepaTtopomM COTOBOM CBA3M.

Mocne BBOAa BepHoro PUK-Koaa oTobpasunTcs cTpaHmua ana nameHenua PIN-koaa
(cm. PucyHok 31), Ha KOTopoM HeOHXOAMMO BbINONHUTL CAeAyIoLLIMe AEeNCTBUA:

— KOCHYTbCA KHOMKKN «M3meHnTb PIN-Koa»;

— BHECTM COOTBETCTBYHOLIME W3MeHeHMA B pasgene SIM-KapTbl, KOTOPYHO
TpebyeTca 3awmnTnTb BBoAOM PIN-KOAa.

21



— "] OTKPbITASA
PYKOBOACTBO aAMUHUCTPATOPA l #REP:’JSE'G?

Beegute PIN-kog
SIM1| ROSTELECOM

PucyHok 32 PucyHok 33

1.4.2. Bbibop pexumma USB-noakntoyeHma

Ons Bblbopa pexnma USB-nogkatoyeHma HeobxoAuMmo BbIMOAHUTL caeaytouine
AencTBus:

— OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KacaHMemM 3Ha4yKa @ Ha JKpaHe
nPUNOXKeHUM (cm. PucyHoK 1);

— KOCHYTbCA  MNYyHKTa  MeHto  «USB» ‘l’ B noapasgene  «YnpasseHue
COeAUHEHUAMMY;

— Ha OTKPbIBLUEMCA CTPaHWULLE KOCHYTbCA nona «Pexum USB no ymonyaHuto» u
BbI6paTb HEOHXOAMMOE 3HaYEeHME M3 PACKPbIBAtOLLErOCcA cnmcKa (PucyHok 34).

NMPUMEYAHUA:

v’ B cnyyae Bbibopa nNyHKTa «Bcerga cnpalwmsaTth» Npu noAkaodeHnn MY kK 3BM c
nomoulbto USB-kabena Ha MY oTtobpa3unTtca okHO ¢ Bbibopom perknma USB-noakntoueHms
(PrncyHoK 35);

v’ 3HaueHue «Obwumit JocTyn K MHTEepHEeTy» oTobparkaeTca TONbKO Npu akTUBaLmUm
COOTBETCTBYHOLMX MNepekntodaTeneit B NyHKTe MeHto «ObOWMn AocTyn K MHTepHeTy».
MoapobHoe onmncaHme HacTPoOMKKM obulero AocTyna K MIHTepHeTy NpuBeaeHO B IOKYMeEHTe
«PyKOBOACTBO MOJIb30BaTENAY;

v 3HayeHne «Pexkum paspaboTumka» oToBpakaeTca TOMbKO MNPV aKTMBaLMK
COOTBETCTBYIOWMX MNepeKkatovatener B MNyHKTe MeHo «CpeacTBa  pa3paboTyumka
CMCTEMHbIX HacTpoeK (noapasaen 3.1).
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| use

BkOYEH NPOTOKON Nepegaydu
myneTumegua (MTP)

USB-ka6enb nogkoyeH

[NepeknoyYnTbCa Ha OAUH U3 CneayoLWnX
pexunMmoB

¥ 8 © 4

O6wwum Pexum  TMpotokon  Tonbko
Pexum USB no ymonyaHuio [oCTynK  paspaboT nepefauM  3apsaka
Tonbko 3apspgka WHTepHeT yuka MyfbTUME
y Ava
Bcerpa cnpalumeatb (MTP)
O6wuit goctyn K MHTepHeTy

Pexwm paspaboTumnka

Mpotokon nepepayn mynstumeaua (MTP)

Tonbko 3apsaka

ole

PucyHok 34 PucyHoK 35

1.4.3. HacTpoiiKka BEPXHErO MeHto

MPUMEYAHMUE. MoapobHoe onmcaHMe HACTPOMKM BEPXHErO MEHK MpWBEAEHO B
LOKYMeHTe «PyKoBOACTBO MO/1b30BATENAY.

[na nobaBneHuns B BepxHee MeHto QYHKUMI, AOCTYMHbIX TONbKO aAMUHUCTPATOPY,
HeobXoAMMO BbINOMHUTL CAeayolme AeNCTBUS:

— OTKPbITb MEHI0 CUCTEMHbIX HACTPOEeK KacaHMemM 3Hayka @ Ha DKpaHe
npunoxeHun (cm. PucyHok 1);

— KOCHYTbCA MyHKTa MeHto «BepxHee meHto» & B noapasaene «BHeWHW Bua v
OYHKUMNY;

— BblbpaTb HeobxoAMMble PYHKUMM KacaHMem nepekntodatenein (PucyHok 36), 8
pe3ynbTaTe Yero AaHHble QyHKUMM 0TOOPa3ATCA B BepXHEM MeHo (PucyHok 37).
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Apnbikn

OTH 9pnbikv NPeaoCcTaBnatoT BbICTPbIN
[OCTYN K pasnnyHbiM GyHKUMSM U
HaCTpOMKaM CUCTEMBI

OTKPbITb KanbKynsaTop
3anycTuTb ceKkyHaomMep
YcTaHoBUTb TaliMep
YcTaHoBUTb ByAUNbHUK
Cpenartb cendu
3anucatb BUAeo
Co3spaTb 3aMeTKy
OTKpbITb ANKTOPOH

Cucrtema

# CpepncTsa paspaboTymka

BesonacHocTb

#  VICTOMHMKM NPUNOXEHUI

g J O @O X e

3

5

PucyHok 36

1.4.4. Hactponkun M1

11113 AP R d100]

11:13

2 vions, BTOPHUK

— WLAN » Bluetooth
© omp D Buiniovero

WLAN Bluetooth

D SIM1

SIM-kapTa Ans BbI30BOB

ROSTELECC
@ 4G
Mo6unbHble gaHHbie

- © & O

Asuapexum He Gecriokouts OpueHTauus Touka gocTtyna

© o = ®

Feonokaums VPN

SpkocTb

B V4

HacTpoiiku WN3meHnTb

Paspa6oTka McTouHmKM 11

PucyHok 37

NMPUMEYAHUE. AoMnHUCTPaTOp MMeeT AOCTYN K AOMNOAHUTENbHbIM HaCTPOMKam
M1, OnMCaHHbIM KaK B HACTOAWEM [AOKYMEeHTe, Tak M B [AOKyYMeHTe «PyKOBOACTBO

NnoJib30BaTENAN.

Ona  pononHUTenbHoM HacTponkn MIT HeobXxoAMMO BbINMOIHWUTL Caeaytouime

NencTens:

— OTKPbITb MEHIK CUCTEMHbLIX HACTPOEeK KaCaHMmem 3Ha4Ka @ Ha 3KpaHe

NPUNOXKEHUM (cMm. PUcyHOK 1);
— NepenTun BO BKAAAKY «[TPpUNOKEHUAY;

— KOCHYTbCSi 3Ha4Ka cooTBeTcTBytollero MMM 1 3aaath Tpebyemble HaCTPONKM.
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I TenedoH

CyY&TYMKM BbI3OBOB

Ucxopsawme Bbizosbl: 0:00:00
Bxopgsuwue Bbizobl: 0:00:00
Bce Bbi3oBbi: 0:00:00

O C6pocuTb CYETUYMKM BbI3OBOB

CoobuieHus 6eicTporo oTeeTa

Cospaitte fo 5 coobLyeHuit ans 6bicTPoOro oTeeTa,

KoTOpble Bbl CMOXeTe oTnpaenaTth nocne
BbIK/IIOYEHUSA 3BYKa NPpU BXOASLLIEM Bbi30OBE.

f N3meHUTb 6biCTpble OTBETbI

WcTopus BbI30BOB

BbICTpbIiA BbI3OB

[lns coseplueHs BbizoBa notpebyercs
KOCHYTbCSi HEO6XOAMMOr0 KOHTaKTa B
MCTOPUM BbI3OBOB

3anucb pasroeopa

#  3anucb pasroBopa
BO3MOXHOCTb BK/IIOYUTb 3aNUCh pa3roBopa

PucyHok 38

(? C6pocuTb CHETYMKM BbI3OBOB

CoobLuyeHus 6bicTporo oTeeTa

Cospaiite oo 5 coobuieHuii Ans 6bICTPOro oTeeTa,

KoTopble Bbl CMOXeTe oTnpasnsTh nocne
BbIK/IIOYEHUA 3BYKa NpU BXOAsLLEM Bbl30BE.

f M3MeHUTb 6biCTpbie OTBETbI

WcTopusa Bbi3oBOB

BbICTpbI BbI3OB

[ns coseplieHus Bbi3osa notpebyercs
KOCHYTbCH HEOGXOLLMMOI’O KOHTaKTa B
UCTOPWUU BbI3OBOB

3anucb pasrosopa

3anucb pasroeBopa
BO3MOXHOCTb BKIOYUTD 3anuch pasrosopa
BO EpeMﬂ aKTUBHOIO Bbi30OBa.

3anucaHHble Bbi30BbI
2 Bbi3oBa

3a610KMPOBaHHbBIE BbI30OBbI

3abnoknpoBaHHbIE KOHTaKTbI

ac

PucyHok 39

Ona  pononHuTenbHOM HacTpolkm MI «TenedpoH»
Heobxo4MMO BbINOSHUTL Ceaytolme AeNCTBUA:

— KOCHYyTbCA nona «COHPOCUTb CYETYMKM BbI3OBOBY
Ana cbpoca cyeTymMKa Bbl3oBa (PucyHok 38);

— aKTMBMPOBATb nepekatoyaTenb «3anucb
pa3roBopa» A/1A 3anmcK pa3roBopa BO BPEMS aKTMBHOTO
BbI30Ba (PucyHok 39);

— KOCHYTbCA NOAA «3anMcaHHble BbI3OBbLI» A/A
nNpocmoTpa MHGOPMaLMM O 3aNMUCaHHbIX BbI30BAX.

[ns  BbINOAHEHUA AENCTBUIM Hag, 3anuMcaHHbIMK
BbI30BaMW CNefyeT KOCHYTbCA MOAA C KOAMYECTBOM
3aNMCaHHbIX BbI30BOB M HA OTKPbIBLIENCA CTpaHuLe B
KOHTEKCTHOM MEHIO BbI30Ba KOCHYTbCSA MyHKTa C
Heobxoanmbim genctemem (PucyHok 40).

Metp 18:31
& 0:04

Mo3BoHUTb
OTKpbITb KAPTOUKY KOHTaKTa
Ypanutb

MopenuTtbca

Metp 18:20

PucyHok 40
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Ona pononHuTenbHOM HacTporkn MIT «CoobuieHna»

| Coobuierus G HeobxoaANMMo BbIMNO/IHUTL cnenyroume NencTems
(PucyHok 41):

() sIM1|ROSTELECOM — B nopapasaene «SMS» npocmoTpeTb agpec SMS-

sms LUEeHTPa;
ki — aKTMBMPOBaATb  nepekntoyatens  «OTyeTbl O
Appec SMS-ueHTpa

[OCTaBKe» AJ1A 3anpoca oT4yeTa 0 4oCTaBke SMS.

#  OTtyeTbl 0 pocTaBke

=SERSEESUCA RS e MNMPUMEYAHWUE. [Ons aKkTMBauMm nepekaovaTens
i i [OCTAaTOYHO KOCHYTbCA MO/A, B KOTOPOM OH PaCMOJIOMEH:
KoTopble 6yaeT pasbut HabpaHHbIV TEKCT, U

KOT4ECTB0 CAMBONOS 8 Nocresew nepekatodaTenb Ha4yHeT CBETUTbCA  sipye, Yem B

coobLeHmn

e COCTOAHMM NO YMONYAHWNIO (HEAKTUBHOM).

MakcumanbHbii pa3mep coobLieHns
CpegHuit

Pa3amep coobLueHns MOXET 6biTb OrpaHu4eH
ornepaTopoM OTMPaBUTENS UK NONyYaTens

3anpalumBaTtb oT4yeThl Het
Bbl MOXeTe 3anpawmueaTtb OTHYETbl O 4OCTaBKe U
npoyteHun MMS

YBegomnsaTb o NPoOYTEHUU
OrnpasuTens 6yaer ysenoMaeH o ToM, 41O

PucyHok 41

1.4.5. Nonb30BaTENbCKOE XPAHU/IULLLE KAOYEN

[Monb3oBaTENbCKOE XPAHUAMLLE KAKOYEM NPpeaHa3HAYeHO ANA XPaHEHMA KAOYen n
cepTMdmMKaToB, NpPK 3TOM OrpaHMYeHMe [A0CTyna K XpaHuauuly obecneymBaeTca
WwTaTHbIMK cpeacTBamu OC ABpopa (pasaen 4).

NMPUMEYAHUE. Monb3oBaTeNnbCKoe XPaHUANULLE KAOYEen CO343aeTCA AN KarKAoW
YYETHOM 3anncK ponemr n HaxoamTca B Nanke SHOME/ . softhsm.

Co3gaHMe  MNONb30BAaTENbCKOrO  XpaHWAML@  KAOYen  OCYLILeCTBAAETCA B
cneayrowmx CayYanx:

— nep.oe BKAOYeHMe MY B pexxmme aAMMHUCTPATOPa;

— CO3JaHue y4eTHOM 3anncK nonbzosaTtena (n 1.2.1) c nomoulbto cepBuca user-

managerd, MNPV 3TOM CKPUNT initialize-user-keystore.sh XpPaHWUTCA B Manke
create.d

1.4.6. AreHT nonb30BaTens

AreHT nonb3zosaTensa (User Agent) — 3To maeHTUdPMKaTop Opaysepa, KOTOPbIN
nepenaeTtca B 3aronoBke http-zanpoca K cepBepy, OTBET cepBepa MOXET 3aBWUCETb OT
NaHHOTro MaeHTUdMKaTOPa, M MOXKET ObITb 3a4aH:

1) Mo ymonuyaHuio B MHTepdelice, onnmcaHnme KOTOPOro nNpuMBeaeHO B AOKYMEHTE
«PyKOBOACTBO MO/1b30BaTENAY;

2) C nomoubto panna ua-update.json, KOTOPbIN:

— MMeeT nona hostname W useragent wm MNYyTb /home/defaultuser

/.local/share/org.sailfishos/browser/.mozilla/ua-update.json;
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— onpepaenseT areHT N0ab30BaTeNA ANA OTAE/IbHbIX CalTOB.

MPUMEYAHUE. Mpn n3meHeHMn dalina ua-update.json BPYYHYO HEOOXOAMMO
nepesanyctntb MI1 «bpay3sep».

O6HOBNEHME MOXKET NPOMUCXOAUTb CeayroLMMmM cnocobamm:

— C MOMOLLBbIO 3HAYeHMA MO YMO/JYaHMIO, Koraa oOTcyTcTByeT aln  ua-
update.json. [eHepaums danna ocyulecTBnserca W3  /usr/share/sailfish-
browser/data/ua-update.json.in;

— C nomolbto Beb-canTa, Koraa ¢ann ua-update.json 0OHOBAAETCA Yepe3 CeTb
MHTepHeT. [lonydyeHne daina ocyulecTBadeTca nocpeacTBOM  http-3anpoca B
M1 «bpay3ep» Ha onpeaeneHHbI apec B CETU MIHTepHeT.

NPUMEYAHMUE. Mpn nepsom 3anycke MI «bpay3ep» 3anpoc K ceTn NHTepHeT He
ocylLecTBnAeTcA, a ¢aln ua-update.json FEHEPUPYETCA MO YMOAYAHMIO.

1.5. HacTpoWKa ceTeBbix BO3MOXHOCTEM

1.5.1. HacTponKa npuHTEpa

BHUMAHMWE! MoapobHas nHdopmauma o neyatn Gpananos npuseaeHa B JOKYMEHTe
«PyKOBO/CTBO N0/Ib30BATENAY.

B OCABpopa npeaycMoTpeHa  BO3MOXHOCTb

I pses i nobaBneHna  npuHTepa, Ana  3Toro  Heobxoaumo
BbIMONIHUTb CAeaytolwme AeNCTBUA:
— OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KacaHWem
3Ha4yKa @ Ha JKpaHe NPUIOKEHUN;
Y Bac elue HeT NPUHTEPOB — KOCHYTbCA MYyHKTa MeH «[lpuHTepbI» ‘= g

noapasaene «YnpasaeHne COeANHEHUAMMY;

— NOAKNOYUTL NpuHTEP K MY C  NoMOLLbHO
USB-kabena yepes nepexoaHuk USB-OTG nmbo no cetu
[lo6asuTs nputTep WLAN (paboTa c npuHTepamu no ctaHaapTy Mopria);

— Ha  OTKpbIBLIENCA  OAHOMMEHHOW  CTpaHuLe
KOCHYTbCA KHOMKK «[J0o6aBuTb NpuHTEpP» NMHO B NpPaBom

BEPXHEM YI/ly KOCHYTbCA 3HayKa + (PucyHok 42), B
pe3yabTaTe byaeT BbIMONHEH NOUCK YCTPOWMCTB;

PUCyHOK 42
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| Ao6asuTs npuHTep

HaiineHHble ycTpoiicTea

HP Color Laser 150

PucyHok 43

| OTMeHUTb No6aButb

[o6aeutb NpuHTEP
HP Color Laser 150

Wma npuHTepa

PucyHok 44

— Ha OTKPbIBLIENCA CTPaHMLE BbiDpaTb YCTPOMCTBO,
KoTopoe Heobxoanmo A06aBuTb (PrcyHok 43);

— B MPaBOM BEPXHEM YTIy KOCHYTbCA 3HAYKa G ana
0bHOBNEHUA MHPOPMALIMM O HAMAEHHbIX YCTPOMCTBAX;

— BBECTM MMA NPUHTEPA B NOJE BBOAA U KOCHYTbCS
KHOMKM «[JobasuTb» (PucyHok 44), B pe3ynbTaTe 4ero

npuHTEP 0OTOb6pasnTca Ha CTpaHuue  «[1puHTEepbI»
(PrcyHoK 45).
MpuHTEpDI ®
Mowu npuHTepb!
HP Color Laser 150
PncyHok 45
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PucyHok 46

HeobxoaMMbln MPUHTEP, KOCHYBLUNCH €rO0;
— Ha OTKpPbIBLUIEMCA CTpaHWUUE BBECTM HOBOE WMSA
npuHTepa (PrucyHok 46);

— KOCHYTbCA  3HA4Ka AN NOATBEpPXKAeHUA
[encTemA, B pesynbTaTe  MMA  NpuHTepa  byaet
nepeMmeHoBaHo.

[na ynaneHns npuHTEPa M3 CNUCKa Heobxoammo
BbIMO/IHUTL CAeaytoLime AeNCTBUA:

— Ha cTpaHuue  «[MpUMHTEPbI»  KOCHYTbCA W
YAEPXKMBATb HAa3BaHME NPUHTEPa, KOTOPbIM HEeoBXOAMMO
YAANNTD;

— B KOHTEKCTHOM  MEHIO  KOCHYTbCS  MyHKTa
«Ypanutb» (PucyHok 47) nnbo OTKPbITb MNPUHTEP M B
NPpaBOM  BEpXHEeM  YIAy  KOCHYTbCA  3Hayka [}
(PcyHOK 46);

— Ha OTKPbIBLIEMCA CTPAHMULE KOCHYTbCA KHOMKU «YAanuTb» AN NOATBEPKAEHMA
onepaunmn 1M60o KHOMKM « OTMEHUTbY A9 OTMEHbI onepaumn (PrucyHok 48).

| MpukTeps:

Mow npuHTEpbI

HP Color Laser 150

Ypanutb

®

PucyHok 47

| OTMEeHUTb Ynanutb
Yoanutb NnpuHTep?

Bbl 0eACTBUTENBHO XOTUTE YAANUTD
npuHTep HP Color Laser 150?

PucyHok 48

29



1 OTOKPI:ITAFI
PyKoBOACTBO aAMMHUCTPATOPA l F.‘HE%"&?S’E'G??

1.5.2. icnonb3oBaHne VPN-coegmMHeEHMUA

VPN — 3TO 3allMLiIeHHasa ceTb, NpeaoCTaB/AloWas BO3MOMKHOCTb YCTaHaB/IMBaATb
3alWndpoBaHHOE CoeAMHEHME C YAANEeHHbIMW cepBepammn Beb-caiToB B CeTU MHTEpHET.
Mpu NOAKNOYEHUN K yAaNEeHHOMY CepBepy Noab3oBaTeNb noaydyaeT IP-agpec B pervoHe,
rfe pacnonaraeTca AaHHbIN cepsep.

B oT/numne oT npokcu-cepsepa, VPN BHayase BbIMOAHAET MOAKAYEHUE K CETH,
KoTopas 3aTeM obecneuymBaeT coegmHeHne ¢ TpebyembiM cepBEPOM HaMPAMYIO, MPM STOM
WndpoBaHME [OaHHbIX MO3BOMAET 3alMTUTL MAPOAM U UHYID KOHOUAEHLMANbHYIO
MHGOPMaLMIO OT yrpo3 6e30MNacHoOCTL.

BHUMAHUE! [Ona oTobpakeHnsa noaaeprKMBaembix
| [No6asutb VPN @
VPN-nnarmHos B nyHKTEe MeHto «VPN» noapasaena
«YnpassieHue COeaMHEHNAMM» HeobxoaMMo
NOMOJIHNTE/IbHO YCTAaHOBUTL CTOPOHHME VPN-pelieHuna, He
ABNAKOLIMECA BCTpoeHHbIMK B OC ABpopa.
B cnyvyae otcytctBuAa  noadepxmsaembix  VPN-
VPN-npoBaiigepbl He NNarMHOB Ha 3KkpaHe MY oTobpasnTca COOTBETCTBYHOLLEE
yCTaHOB/IEHbI. yBegomneHune (PucyHok 49).
PucyHok 49

1.5.3. 3apaHume URL-agpeca

MPUMEYAHUA:

v MoppobHoe onucaHne HacTpolkn cetm WLAN npuseseHo B AOKYMeHTe
«PyKoBOACTBO NoONMb30BaTENAY;

v 3aganne URL-agpeca a4 cepsepa MpoBepku ceth MHTepHeT, a Takke NTP-
cepBepa, byaeT NPMMEHEHO KO BCEM YYETHbBIM 3aMNCAM, CO3aaHHbIM Ha MY.

IOna 3apaHma URL-agpeca ana cepsBepa NpoBepKM HeobXxoAMMO BbIMOAHUTL
cneayolme AencTBmA:

— OTKPbITb MEHI0 CUCTEMHbIX HACTPOEK KacaHMem 3HauKa @ Ha JKpaHe
NPUNOXKEHUIM (cM. PUcyHOK 1);

— KOCHYTbCA  NyHKTa MeHt  «WLAN» S B noapasgene  «YnpasneHue
COeAUHEHNAMMY;
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— KOCHYTbCA NoAs «PaclinMpeHHble HacTpolkm» (PucyHok 50);
— Ha OTKpbIBLWIENCA CTpaHMLLE 3amno/HUTb HeobxoAumble MoAA B noapasgene

| WLAN
PaclumpeHHble HacTpoku @
WLAN
#  WLAN =

PucyHok 50

«URL-agpeca cny:xbbl» Ana npoBepKn aoctyna K cetu MHTepHeT (PucyHok 51).

PaclumpeHHble HacTPOKK

R570E

Wwms ycTpoiicTsa
Wms yeTpoiicTea, oTobpaxaemoe y apyrux
YCTPOWCTB B /IOKanbHOM1 CeTH

no6anbHblit Npokcu-cepeep

# [no6anbHblil NPOKCU-cepeep g(i
Vlcnonbayewn ANa BCex COeﬂMHeHMﬁ
(WLAN, Mo6unbHbIX 1 Ap.) 1
nepeonpeaenseT uHAMBMAayanbHble
HaCTPOWKM.

KoHdurypaums npokcu-cepeepos
Het npokcu-cepsepos

URL-apgpeca cnyx6bi

http://ipv4.omprussia.ru/return_204

Cratyc URL-appeca IPv4

Mpunoxexus moryT ucnonssosartb 3ot URL-aapec,
4T06bI NPOBEPUTD, OTKPBIT K AN1A YCTPOUCTBA
AOCTYyNn K cetun V‘HTEpHeT. Ecnu He 3anonHeHo,
CGpaCbIEaeTCﬁ B 3Ha4YeHue No yMONYaHuio

Hanpumep, 0.pool.ntp.org,1.pool.ntp.org

Ino6anbHble NTP-cepeepbl
Cnucok gonxeH 6biTb OTCOPTUPOBAH B Nopsake
npeanoYyTeHus U pasaeneH 3anaTbiMu

PucyHok 51

1.5.4. PaclumpeHHble HAaCTPOMKM reonoKaLmnm

| leonokauus

leonokauusa

Paapemmb NPUIOXEHUAM onpenensaTb Baluy
reonokauuio. 31a GpyHKuUMs noTpebnset
HEKOTOpPOe KO/IMYECTBO 3apsiaa
aKKymynsTopa.

ToyHOCTb

MosnuvoHvpoBaHue BbICOKOW
TOYHOCTHU

Wcnonbayer ceTesbie cepBuchl Ans
NOBbILIEHUS TOYHOCTH ONpeaeneHus
reonokauun. Moxer Baumatbea nnata.

#  Tonbko yCTPOWCTBO
Wcnonbayet THCC ans onpepenexus
reonokauun. 3ToT pexuM He UCNonbayeT
Kakue-nu6o aaHHble.

#  PeXuM aHeprocbepexeHus
MCnOan‘/ET TOJIbKO CeTeBble CepBUCHI ANa
onpepgeneHus reonokauuun. THCC He
ucnonbayetcs. MoxeT BaumaTtbesa nnara, npu
3TOM pPEeXuM 3KOHOMMUT 3apsag
akKymynsTopa.

PaclumpeHHble HaCTPOWKK

PucyHOK 52

MPUMEYAHUE. TMoapobHoe onmcaHMe HACTPOMKM
reofokauum npuBedeHO B AOKYMeHTe «PyKoBOACTBO
no/ab30BaTeNs».

Ona HacTpoMkM ucToyHMKoB A-GNSS Heobxoammo
BbIMONIHUTb CAeaylolme AeNCTBUSA:

— OTKPbITb MEHK CMCTEMHbIX HACTPOEK KacaHMeM

3Ha4Ka @ Ha DKpaHe NpuUNoXKeHni (cm. PrucyHok 1);

— KOCHYTbCA MYyHKTa MeHto «[eosoKkauna» © B
noapasgene «YnpasJieHMe COeANHEHUAMMY;

— aKTMBMPOBATb  MepekatoyaTens  «eonoKauma»
(PucyHok 52) ana paspewerHns MM, yCTaHOBAEHHbIM Ha
MY, pacno3HaBaTb Ha KapTe reonokauum MY;

— aKTUMBMPOBATL nepekatoyaTenb
«Mo3MUMOHNPOBaHME BbICOKOM TOYHOCTUY A8
MOBbIWEHUSA TOYHOCTU ONpeaeneHMa reonoKaumm c

MCNOJ/1Ib30BaHNEM CeTeBbIX CEPBUNCOB,
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— KOCHYTbCA KHOMKK «PaclumMpeHHble HAaCTPOMKN» AN Nepexoaa K pacliMpeHHbIM
HACTPOWMKam reosIoKaLmuy;

— Ha OTKPbIBLIENCA CTPaHMLE aKTMBMPOBATb nepekatodatens «A-GNSS» ana
ONTUMMU3ALMM BbIYMCAEHNA F€0NOKALLMM MO CMYTHMKOBOM HaBuraumnm (PucyHok 53);

— B nogpasaene «ctouyHmkm A-GNSS» akTneMpoBaTb nepekatoyatesb «SUPL Open
Service (Google LLC)» (PucyHOK 53) M Ha OTKPbIBLUEMCA CTPAHMLE KOCHYTbCA KHOMKM
«MoatsepanTby OANA NOATBEPKAEHMA onepaumm AMbo KHONKM «OTMEHUTb» ANA OTMEHbI
(PucyHok 54);

— KOCHYTbCA KHOMKKM «OumcTKa Kawen A-GNSS» ana O4YMCTKM BPEMEHHbIX Kallewn
(PucyHok 53).

| PacwmpeHHble HacTpoliku | OTMeHUTb MoaTeepaunTb
GNSS -
ducknenmep
CnyTHWKOBas HaBUraums Ha aToM ycTpoiicTee MoryT 6biTh 33€/CTBOBaHbI
YBENU4MBAET TOYHOCTD onpeaeneHus accuctupyiome (A-FHCC) cepeuCh reonokauuu.
reonoKauum Ha OTKpbITOM MECTHOCTU Bbibupas "lMoarteepavTs" Bl BKNloyaeTe
(ysenuuusaet pacxop sapsaa Bbl6paHHbI A-THCC cepBuc 1 cornawiaetech Ha
aKkKymynstopa) nepegavy cneayowmx AaHHbIX BblopaHHOMY A-
FHCC cepsucy:
A-GNSS

+ Mo6unbHbBIN KOO CTPaHb!
« Kog MobunbHoM cetn
A-GNSS
« ipeHTudukaTop cotbl B ceTH
« TeKyLLUMiI1 YaCTOTHbI Ananas3oH
+ Homep ckpambnupyiolueit nocnegoeaTensHOCTH

OI’]TVIMIA3VIpyeT BblYUCNEHWe reosiokaumm no
CNYTHWKOBOI HaBurauum (Tpebyet
noaknoyeHus kK MHTepHery)

UcToyHukun A-GNSS
#  SUPL Open Service (Google LLC)

Ouuctka kawwent A-GNSS

PucyHok 53 PucyHok 54
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2. BbINMONMHEHWNE MPOITPAMMDBI

2.1. Hactpoiika obHosneHuit OC ABpopa

O6HoBneHne OC ABpopa OCYLLECTBAAETCA aAMWHUCTPATOPOM /MO0 NOKaNbHO
BPY4YHYtO, MO0 yaAaNeHHO C MCMNob30BaHWeM [puKnaaHOro NporpaMmMmHoro obecnevyeHms
«Apopa LlenTp» (MMO).

MPUMEYAHUE. [na nonyyeHma uHPopmaumm no obHosneHmto OC ABpopa C
ncnonb3osaHnem MMO cneayeT 06paTUTbCA K COOTBETCTBYIOLLEN AOKYMeHTauum Ha MMM0,
pa3melleHHOM Ha Beb-canTe: https://auroraos.ru/documentation/.

Ona HacTpohkm obHoBneHnn OC Heobxoammo
BbINMONHUTbL Cieaytolme AenCTBUS:
— OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KacCaHWeM

| OTMeHUTDb |

|V| M#A nosnb3oBaTens

3Ha4yKa @ Ha DKpaHe NPUAoKEHUM (cM. PUcyHOK 1);
[ © — KOCHYTbCA MNYyHKTa MeHio «ObHoBAeHMA ABpopa

OC» 4- B noapasgene «Cuctema», B pe3ynbTaTe 4yero
0T06pPa3mnTCA CTpaHMLA C HACTPOMKaMM OBOHOBNEHMNS;

— KOCHYTbCA nepekovaTens «BrAoUNTL
3alMLLeHHble obHoBNeHMA» (PucyHOK 56);

BHUMAHMUE! na nonyyeHna MMeHM Nonb3oBaTena u
napona HeobxoaAMmMo 0BPaTUTLCA HA SNEKTPOHHY MOYTY:

HomeH

English (predictive input) EN support@omp.ru.
gwertyuiop — Ha OTKpPbIBLIEMCA CTpaHMUe 3anoaHUTbL MNOoAA
asdfgh k| (PcyHOK 55) ans permctpaumm 4ocTyna K peno3nuTopusm;
B x|clvip|nimB — KOCHYTbCA KHOMKM «Bxo4» A8 BbINOAHEHUA BXOA3
23 _ MO0 KHOMKM « OTMEHUTLY A1 OTMEHbI OnepaLmu.
PucyHok 55

PaHee ycTaHoBneHHyto Bepcuto OC ABpopa MOXHO O0OOHOBWUTbL A0 TeKyllen
JIOKaNbHO Yepes rpaduyeckmin nHTepdeic, BbINONHUB Caeayoume AencTBUA:

— Ha CTpaHuLe C HAaCTPOMKamm 0BHOBNEHMA KOCHYTbCA 3HaYKa G ANs NPOBEPKM
[OCTYNHbIX 0OOHOBNEHMW, B pe3yabTaTe 4ero oTobpasutca yBeaomneHue: «Het
[OCTYMHbIX ODHOBMIEHUIY, @ TaK¥Ke JaTa M Bpems nocinefHer nposepku (PucyHOK 56)
nmbo poctynHoe obHoBneHWe (PucyHOK 57);
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| O6HoBnexus OC Aspopa O6HosneHus OC Aspopa

MocnepHsis nonbiTka 06HOBNEHUS

3aBeplinniacb HeygadHo
CepBep 06HOBNEHWI HEeAOCTYNEH

MpoBepuTb Hannyme 06HOBNEHWUIA
Mocnepntsis nposepka: 11 uons 2024 8
11:06

O

Tekywas Bepcus
5.1.1.45 (Metponaenosck-Kamyarckuin)

O &

PesepBHoe konupoBaHue
O6HoBNEHWe CUCTEMBI He 3aTparuBaeT
daiinbl, ogHaKo pekoMeHayeTca
nepu1oanYecKy Co3aaBaTh pesepBHbie
Konuu

#  3arpyxaTb O6HOB/IEHUS TONBKO
yepe3z WLAN

MpoBepuTb Hanuume o6HOBNEHUI
MocnepHsas nposepka: 18 sHeaps 2024 B 12:4.

#  3arpyxaTtb 06HOBNEHUs B

POyMUHre TekylLuas Bepcus

% 5.0.0.28 (N aBnoBcK-KamyaTckuit
#  BKIIOYUTD 3aLUMLLEHHDBIE {7 poraRnoBek-KaMiaTo i)

o6HOBNEeHUs

. PesepBHoe konuposaHue
Tekywmit fomeH 'sales'

OG6HOBMNEHWE CUCTEMDI He 3aTparusaeT
dainbl, 0AHaKO pekoMeHayeTcs
NepuoANYecKu Co3faBaTh pesepBHbIe Konuu

@ & O

3arpyxaTtb 06HOBNEHUs
Tonbko Yyepes WLAN

PucyHok 56 PucyHok 57

— NPV HaAW4YMKM AOCTYMHOro OOHOBAEHWMA KOCHYTbCA KHOMKM «[lloapobHee»
(cm. PucyHOK 57) ©“ Ha OTKpbIBLWIENCA CTPaHMLUE O3HAKOMWUTbCA C  MNoApPobBHOWM
nHbopmaumeir o6 obHosneHnm (PucyHok 58);

— KOCHYTbCS KHOMKWM «3arpy3uTtb — [Pasmep obHoBAeHUA]» (CcM. PUcyHOK 57) ans
ero 3arpysku. B cnyyae HeobXoAMMOCTM 3arpy3ky OOHOBAEHMA MOMKHO OTMEHUTb
KacaHnem KHoMKkM « OTMeHUTb 3arpysky» (PucyHok 59);

| MoppobHee | O6HoeneHus OC Aspopa

ABPOPA

Aspopa 5.0.0.60

O6HOBNEHNE COAEPXUT U3MEHEHNS, C
KOTOPbIMU MOXHO 03HaKOMUTbCS B Release
notes no ccoinke https://auroraos.ru/

TekyLuas Bepcus
documentation Vi P

5.0.0.28 (MeTponasnoBck-KamyaTcKuii)

PESGDBHOE KonuposaHue
O6HoBNEHUE CUCTEMDI HE 3aTparuveaer
baiinbl, oaHaKO pekoMeHayeTcs
NepuoAnYEcKy CO3AaBaTh Pe3epBHbIe KOMUK

4
D)

3arpyxaTb o6HoBNEHMA
Tonbko yepea WLAN

PucyHoK 58 PncyHok 59
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— MOCNe YyCnelwHoM 3arpyskM OOHOBAEHMA KOCHYTbCA KHOMKWU «YCTaHOBUTH
obHoBReHMe» (PucyHok 60);

— Ha OTKPbIBWENCA CTPAHMLE KOCHYTbCA KHOMKM «YcTaHOBUTb» (PucyHOK 61),
nocne yero MY aBTOMaTM4eckn byaeT nepesarpyxeHo, AMbo KHOoMKM «OTMEHUTb» ANA
OTMEHbI onepauum.

MPUMEYAHMUE. B 3aBMCMMOCTM OT KOHCTPYKTMBHbIX ocobeHHocTe MY nocne
YyCTaHOBKM OOHOBNEHWA BO3IMOXKHA ABOMHaA nepesarpyska MY.

OTMeHUTb YcTaHoBUTL

| O6HoBnenns OC Aepopa

YctpoiicTeo 6yaet
nepesarpyxeHo

YcTtaHoBKa 06HOBNEHUI 3aiMeT
HEKOTOpOe Bpems, B Te4EHUE KOTOPOro
Bbl He CMOXeTe Monb3oBaTbCs
YCTPOWMCTBOM. YCTaHOBUTH
o6HoBneHus?

MpoBepuTb Hann4ymMe o6HOBNEHWIA
MocnepnHss nposepka: 18 aHeapa 2024 B 12:4-

TekyLas Bepcus
5.0.0.28 (MeTponaenosck-KamyaTckuii)

Pe3sepBHoe konupoBaHue
O6HOBNEHME CUCTEMDI HE 3aTparuveaet
daiinbl, ogHaKo pekoMeHayeTca
nepuoauyecku cospasaTb pesepsHble Konuu

@+ O

3arpyxaTb 06HOBNEHUS
Tonbko Yyepe3s WLAN

PucyHok 60 PucyHok 61

Ha cTpaHuue «O6HoBneHWe OC» afMUHUCTPATOPY TaKKe AO0CTYMHbI caeayoume
nenctema (cm. PucyHok 56):

— NpocmoTpeTb MHopMaLMio 0 Tekyllen sepcun OC @“;
— BbIMNONHUTL pe3epBHOe KonupoBaHWe nepen obHosneHMem OC, KOCHYBLUMCb

3HauKa 9.

MPUMEYAHME. MoapobHoe onmcaHue o co34aHNN Pe3epBHOM KoMK NpMBeAeHO B
[OKYMeHTe «PyKOBOACTBO MO/1b30BATENAY;

— aKTMBMPOBaTb MO0 AE€aKTMBMPOBATL NepekatodaTeNb «3arpy»atb 06HOBAEHMA
Tonbko Yepe3 WLAN» ana 3arpy3km ob6HoBneHUA ¢ nomoulpto cetnt WLAN;

— aKTMBMPOBaTb MO0 AE€aKTMBMPOBATL NepekatodaTeNb «3arpy»atb 0O6HOBAEHMA
B POYMMHIe» ANA 3arpy3kuM 0OHOBNEHNSA B POYMUHTE.
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2.2. Cbpoc HacTpoek MY

MPUMEYAHME. Cbpoc HacTpoek MY — 3To npouecc yaaneHnsa BCeX AaHHbIX, Nocae
KoToporo MY B0O3BpaLLaeTCcA K 3aBOACKOMY COCTOAHMIO, T.€. K Bepcumn OC, yCTaHOBAEHHON
npounssoantenem MY.

[Onsa cbpoca HacTpoek MY A0 3aBOACKOro COCTOAHWA HeOHXOAMMO BbIMOAHUTL
cneayrouime AencTBmnA:

— OTKPbITb MEHI0 CUCTEMHbIX HACTPOEK KacaHMeM 3Hauyka @ Ha DKpaHe
npUNoXKeHUn (cm. PrucyHok 1);

— KOCHYTbCA MNyHKTa MeHto «CObpocuTb  YCTPOMCTBOY X g noapasaene
«MHbopMmauma»;

— Ha OTKPbIBLWENCA CTPaHWLE KOCHYTbCA KHOMKKM «COPOCUTL YCTPOMCTBO»
(PcyHoOK 62);

— KOCHYTbCA KHOMKM «[loaTBepamuTby A0S MNOATBEPXAEHMs onepauum nmbo
KHOMKN « OTMEHUTb» ANA OTMeHbI (PrcyHoK 63);

— npu HeobxoAMMOCTH KOCHYTbCA nepekatoyaTena «ABTOMATUYECKM
nepesarpysunTb YCTPOMCTBO Nocae cobpoca» Ana nocneaytollen nepesarpyskm MY;

— Npu HeobXxoAMMOCTM KOCHYTbCA Mepekatoyatens «YAanuTb BCe AaHHble» AAA
yOaneHna AaHHbIX.

MPUMEYAHUE. TMocne nepesarpy3kn MY npousomaetr cbpoC HacTpoek A0
3aBO/CKOro COCTOAHMA C NOCAEAYOLMM 3anNyCKOM MacTepa NepBOHaYaiIbHOM HACTPOMKM,
noapobHoe onucaHne paboTbl C KOTOPbIM MNPMBEAEHO B [AOKyMeHTe «PyKOoBOACTBO
No/sb30BaTENAY.

C6pocutb | OTMeHUTL MopTBEpAUTL |

C6poc npuBenéT K yaaneHuio Bcex AaHHbIX ¢

YCTPOWCTBA W €ro BO3BPALLEHMIO K
3aBOACKOMY COCTOSIHUIO. 3TO O3HAYaeT
noTepio BCex AaHHbIX, A06aBNeHHbIX Ha
YCTPOWCTBO, BKNtoYasi 06HOBNEeHUs,
NPUMOXKEHMS, YHETHbIE 3aMUCU, KOHTAKTbI,
N306paxeHus U UHYIO MHPOPMALIUIO.

Co3spaiiTe pe3epBHYIO KOMUIO
Nonb30BaTeNbCKUX AaHHbIX Nepes c6pocoM
yCTPOWCTBA.

C6poCcuTb YCTPOCTBO

PnUcyHOK 62

Bbl 4eACTBUTENBHO XOTUTE
cbpocuUTb YCTPONCTBO?

Mocne noaTeepXaeHUs BCe AaHHbIE C Ballero
ycTpoicTea 6yayT yaaneHsl, U nporpaMMHoe
obecreyeHue 6yaeT BO3BPALLEHO K 3aBOACKOMY
COCTOSIHMIO. TO O3HAYAET, YTO BCE AaHHbIE,
KoTopbie Bbl fo6asunu Ha ycTpoiicTeo, 6yayT
noTepsHbl (Hanp., 0GHOBNEHMS, NPUNOXEHMS,
YYETHbIE 3aN1CK, KOHTaKTbI, oTorpadum v apyrue
daiinbl). CosgaiiTe pe3epBHyIO KONUIO $aitnos Ha
KapTy namsiTi (pekomeHayeTcs).

Mpy yaaneHn faHHbIX YCTPOMCTBO BbIKMIOYUTCS
aBTOMAaTUYECKM, CneayloLLas 3arpyska Moxer
3aHATb 60MblUe BpEMEHM, YeM O0BbIYHO.

Mepep, c6pocom ycTpoiicTea HEO6X0AUMO BBECTH
napone.

#  ABTOMAaTUYECKU NepesarpyavTb
ycTpoicTBo nocne cépoca.

# YpanuTb BCe faHHble.
Mpwu akTUBaLUK NapameTpa BCe faHHble Ha
ycTpoiictse 6yayT nepesanucatbi. 3To
MOXeT 3aHATb 6onee nonyyaca B
3aBMCMMOCTM OT 06beMa XpaHunuLLa.
O6bi4HO C6POC K 3aBOACKUM HAacTpoKam
3aHUMaer okono 5 MUHYT, U HEKOTOPbIE
[AaHHbIe BMIOCNEACTBUM BCE Xe MOTyT 6biTh

PucyHok 63
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2.3. YcTaHOBKa cTopoHHero N0

AAMUHUCTPATOP MMEET BO3MOMHOCTb YyCTaHaBAMBaTb Ha MY CTOpPOHHMe
Nporpammbl, He ABaAtoLIMeCs BCTpoeHHbIMM B OC ABpopa.

CTOpOHHME  Pa3pabOoTYMKM  MOTYT  MCMNONb30BaTb  OPUUMANbHLIA  Habop
MHCTPYMeHTOB pa3paboTkm MO ana OC ABpopa, noapobHoe onucaHMe KOTOPOro
npuseaeHo Ha Beb-calTe: https://developer.auroraos.ru/.

Mpn ycTaHOBKe CTOPOHHWX MIT aamMMHUCTpaTOpy Heobxoaumo ybeamTbca B
BbIMO/IHEHMWN CNeAyOLWMX YCNOBUIA:

— MaKeT Nporpamm yCTaHaB/IMBAETCA WTaTHbIM 06pa3om;

— HeobxoaMmble UCNONHAEMble Galiabl MPOrPaMMbl 3aMyCKatoTCs;

— WTAaTHOE MNOBeAEeHME U BbINOAHEHWE MNPOrpPammbl COXpPaHAETCA M nocne
nepe3sarpyskn OC Aspopa.

YCcTaHOBKa M ynpaBaeHuMe  CTOPOHHMM 10 MOXeT  OCyLLeCTBAATHCA
aAMWHUCTPATOPOM CleayroWmmm cnocobamm:

— NIOKa/IbHO C MOMOLLbO:

e QR-kopma(n. 2.3.1);
e Ml «Pannbi» (n. 2.3.2);
— yAaneHHo:
® MPUHYAUTENbHAA yCTaHOBKA MI1 Cc NOMOLLbIO NONUTUKK;
e ycTaHoBKa Ml c nomoulbto MM10.

MPUMEYAHMUE. MoapobHoe onucaHue no mcnonb3oBaHutio MO npuBeaeHo B
COOTBETCTBYHOLLEN NOKYMeHTaumu, PACNO/IOKEHHOM Ha Beb-camnTe:
https://auroraos.ru/documentation/.
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2.3.1. YcTaHoBKa ¢ nomouwbto QR-Koaa

I YcTaHoBKa npunoxeHun yepes QR

PucyHok 64

YcTtaHoBka npunoxenui yepes QR

YcTaHoBka...

PucyHoK 65

Ona yctaHoBKM cTtopoHHero 10 ¢ nomouwbto QR-
KoZa HeobxoAMMO BbINOAHUTbL Ceaytoline AenNCTBumA:
— OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KaCaHWem

3Ha4yKa @ Ha JKpaHe NPUAOKEHNN (CM. PUcyHOK 1);

ra

— KOCHYTbCA MyHKTa MeHI0 «YCTaHOBUTbL No QR» 9
B nogpasaene «Cnucteman;

— Ha OTKPbIBLUENCA CTPaHMLE HEOBXOAMMO HaBECTH
Kamepy MY Ha QR-koa (PucyHoK 64), B pe3ynbTaTe 4yero
3anyCcTUTCA NpoLecc ycTaHoBKM (PrcyHOK 65);

— [0XAaTbCA 3aBeplUeHMnA npouecca YyCTaHOBKKW A0
oTOOparkeHns Ha 3KpaHe MY  COOTBETCTBYHOLLENO
yBegomneHus (PUcyHok 66).

YcTaHoBka npunoxenuii yepes QR

YcTaHoBKa 3aBepLueHa

P1cyHoK 66
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B caydyae CKaHMPOBAHMA HEKOPPEKTHOIO QR-I-(O,B,a Ha
l YcTaHoBKa npunoxeHuii yepes QR
3KpaHe MY OTO6pa3VITCF| COOTBETCTBYHOULEE

yBegomneHme (PucyHok 67).

Owwnbka 3arpyaku

PucyHoK 67

2.3.2. YcTaHoBKa ¢ nomoubto MIMT «Dannbi»

B OC ABpopa npeaycmMoTpeHa BO3MOXHOCTb YCTaHOBKM CTOpoHHero MO, KoTopas
OCyLLEeCTBAAETCA NOCPeACTBOM YCTaHOBYHOrO Gpalina B popmate .rpm.
Nna yctaHoBKKM MI HEOBXOAMMO BbINONHUTL CAeadyloLine AeNCTBUA:

— OTKPbITb M1 «®Palnbl», KOCHYBLUMCb 3HAYKa Ha JKpaHe NpUIOKEeHUN
(cm. PucyHok 1);

— BblOpaTb HeobxoauMbii dann B dopmaTe .rpm KacaHMem COOTBETCTBYHOLLEN
CTPOKM.

MPUMEYAHMUE. YcTaHOBOYHbIM dain cneayeT npeaBapuUTeNbHO CKONMPOBATb Ha
MY B nanky «Downloads» ¢ nomoulpto USB-kabens, Bbibpas pexmm «[1poToKoN nepeaadn
MmynsTumeama (MTP)» (cm. PucyHok 35);
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ru.auroraos.mageEditor

Full featured image editor for Aurora OS

Bepcus 0.6

+

YcTaHoBUTb

PucyHoK 68

— B OTKpbIBLIEMCA KHOMKM
«YcTaHoBUTL» (PUCYHOK 68).

B 3aBMCMMOCTM OT MOAMMUCU MUCTOYHMKaA (nn. 4.4.1.3)
aAMMHUCTPATOPY MOTYT ObITb AOCTYMHbI:

— NPOCMOTP  YBEAOMIEHMUA o)
yCTaHOBKM noanucaHHoro MMM (nn. 2.3.2.1);

— BO3MOXHOCTb A063aBNEHNA UCTOYHMKA B CMMUCOK
[oBepeHHbIx (nn. 2.3.2.2);

— BO3MOXHOCTb YCTaHOBKM HenoanucaHHoro MTrl

(nn. 2.3.2.3).

OKHe KOCHYTbCA

pe3ynbTaTax

2.3.2.1. YcTtaHoBKa noanmcaHHoro Mrl

B pe3ynbTaTe ycTaHOBKM noanuncaHHoro M otobpasuTca:
— cooTBeTCTBYtOULee yBeaomneHue (PucyHok 69, PucyHok 70) Ha akpaHe MY;
— 3HaA4OoK ycTaHoBAeHHOro MI1 Ha SKpaHe NPUIOKEHUI.

v YcTaHOBKa 3aBeplueHa

ru.auroraos.ImageEditor

OTCOpPTUPOBAHO NO AaTe M3MEHeHUs!

PepakTop u306...eHuiA_v0.6.rpm
14 Mas 2024 16:38 01 MB

®

CarBudget_v0.21.rpm
14 mas 2024 15:37 0,3MB

OSM Scout_v2.33.rpm
14 mas 2024 15:37 2,4 MB

® ® ®

Clubcode_v0.5.rpm
14 mas 2024 15:37 0,1 MB

CodeReader_v1.0.45.rpm
14 mas 2024 15:37 0,4MB

®

ColorDots_v0.4.0.rpm
14 man 2024 15:37 66,0 KB

@®

ruvk.RuStore-1..armv7hl (2).rpm
14 Masi 2024 16:37 0,4 MB

®

WebWildberries_v0.1.rpm
14 mas 2024 15:37 35,3KB

@

PucyHoK 69

! Mpo6nema c yctaHoekoii: Failed to ins

ru.auroraos./mageEditor

OTCcopTUPOBaHO MO flaTe U3MEeHeHUs!

Anbda OHnaiiH..wsqlk7dh.rpm
14 mas 2024 16:14 30,6 KB

PepakTop 1306...eHuiA_v0.6.rom
14 mas 2024 15:38 0,1MB

CarBudget_v0.21.rpm
14 mag 2024 15:37 0,3MB

® &

OSM Scout_v2.33.rpm
14 man 2024 15:37 2,4MB

®

Clubcode_v0.5.rpm
14 mas 2024 15:37 0,1MB

®

CodeReader_v1.0.45.rpm
14 mas 2024 15:37 0,4 MB

@®

ColorDots_v0.4.0.rpm
14 mas 2024 15:37 66,0 KB

@®

ru.vk.RuStore-1...armv7hl (2).rpm
14 mas 2024 15:37 0,4 MB

@®

PucyHok 70

40


https://confluence.omprussia.ru/x/sw9EDQ
https://confluence.omprussia.ru/x/sw9EDQ

PyKOBOACTBO aAMUHNCTPATOPA

"] OTKPbITASl
MOBWJIbHAS
l NAAT®OPMA

2.3.2.2. YcTtaHoBKka M1 1 nobaBneHne NCTOYHMKA B CMTUCOK AOBEPEHHbIX

Bbl yBEpEHbI, YTO XOTUTE [,06aBUTH
cepTuduKaT AaHHOIO UCTOYHUKA B
CMUCOK JOBEPEHHbIX?

Mpu pobasneHuun ceptudukaTta
dev.rustore.ru B CiMcok AOBEPEHHbIX
WUCTOYHWUKOB BCE NPUNOXEHMS,
noAnucaHHble AaHHBIM UCTOYHUKOM,
6ynyT ycTaHaBnueaTbcs 6e3
[OMONHUTENbHOro 3anpoca Ha
NOATBEPXAEHUE YCTaHOBKU.

KeyID:
d3b57e525bf0ec890cfb13707c5b1768c097023
cab26fb595ca1170740a14b27

X OTMeHUTb \/ [Oo6asutb

PucyHok 71

MNepen YCTaHOBKOM MT Heobxo4MMOo
npeaBapuTenbHo  A00aBUTb  MCTOMHMK B CMMCOK
NOBEPEHHDbIX, KOCHYBLUMCb KHOMKM  «/lobaBuTb» B
OTKpbIBWEMCA  OKHe  (PucyHOK 71)  nmbo  KHOMKM
«OTMEeHUTb» AN1A BO3BpaTa K CMUCKY YCTAaHOBOYHbIX
dannos.

Mocne  pobaBneHWA  MUCTOYHMKA B CMMCOK

[OBEPEHHbIX OH 0TODOpPa3nTCA Ha CTpaHuMLe «JoBepeHHbIX
MCTOYHUKMY  (Nn.4.4.1.3.2), npu  HeobxoaAMMOCTM
MCTOYHMK MOXHO YAaNUTb W3 CMNUCKA [A0BEPEHHbIX
(nn.4.4.1.3.3).

2.3.2.3. YcTaHOBKa HenoanmncaHHoro Mrl

YcTaHoBKa NpuioXeHus
HEBO3MOXHa.

YcTaHoBKa NpuioxeHui 6es nognucu
WCTOYHWMKa 3anpelueHa. Ans
paspeLLeHns YyCTaHOBKU Heo6XxoauMo
aKTMBMPOBATb COOTBETCTBYIOLLMI
nepeksoyaTesib B MyHKTe MEHIo

“an

"ICTOYHWUKM NPUNOXEHUIA" CUCTEMHbIX
HacTpoex.

MepeitTv B HacTpoiku

Xopouwo

PUcyHOK 72

BHUMAHMUE! Mepen ycTaHOBKOM HENoANMCaHHOro
MM  HeobxoauMmMo  nNpeaBapuUTENbHO  aKTMBMPOBATb
nepekntoyaTens «PaspelinTb YCTaHOBKY NPUAOKEHNI be3
noAnucK uctovHmka» (nn. 4.4.1.3.1).

[na ycTaHOBKKM HenoanucaHHoro M Heobxoammo B
OTKPbIBLUEMCA OKHE KOCHYTbCA KHOMKM «[lepentn B
Hactpolkn»  (PucyHok 72) nmnbO  KOCHYTbCA  KHOMKM
«Xopolwo» Ans BO3BPaTa K CMUCKY YCTaHOBOYHbIX GainnoB.

B pe3ynbrate YyCTaHOBKWM HenoAnmcaHHoro MII
oTobpasnTcs:

— COOTBETCTBYtOLLEE yBeaoMaeHme
(cm. PucyHok 69, PucyHok 70) Ha akpaHe MY;

— 3HA4YOK YyCTaHoBAeHHOro MI1 Ha 3JKpaHe
NPUAOKEHWNI.
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2.4. ToHKaA HacTpoMKa

BHUMAHMWUE! AopmunHuctpaTopy Heobxoammo ncnonb3osatb MI «Terminal» Tonbko
NNA OCYLLECTBNAEHMA AENCTBMIA MO TOHKOW HAcTporKke MY B COOTBETCTBMU C HACTOALLMM
NoKymeHTOM. Mcnonb3oBaHne MM «Terminal» ana apyrmx uenen 3AMPELLAETCA.

TOHKaA HaCTpoMKa npeaHa3HadYeHa ANA BbINOJIHEHUA CEPBUCHbLIX Onepaummn,
HeAdOCTyNHbIX M3 rpaduyeckoro uHTepderca (Hanpumep, HACTPOMKa NpaB AO0CTyna,
ncnpasaeHme KOHPUrypaumoHHbix Gannos 1 T.4.)

MM «Terminal» ABnAeTCA MHCTPYMEHTOM NPEeAOCTaBAEHMA AOCTyNa K KOMaHAHOM
CTPOKeE, rae MMetoTCA caeaytouLme BO3MOXHOCTH:

— BbIBO/, NOTOKA AAHHbIX, @ TaKXKe AMArHOCTUYECKUX M OTNaZ04HbIX COODLLEHNN B

TEKCTOBOM BUAE,

— BbINO/IHEHWE CEPBUCHbLIX AENCTBUIA N BoNee TOHKOM HacTpolkm MY (B T.u. ¢
MCNONb30BaHMEM MPaB CynepnoanbL30BaTens).

| AOMUHUCTPUPOBaHUe

% Bknouutb TepMuHan

3apaTb naponb cynepnonb3oBaTens

CreHepupoBaTb CoxpaHuTb

OuucTka Nonb3oBaTeNbCKUX AaHHbIX
YkaxuTe, Kakue nanku nonbsosarens 6yayr
nepuoanYecku o4nLLaTbCs, U 3ajanTe
WUHTEepBas OYUCTKHU

Cnuncok paspeLLéHHbIX MPUIoXEHUM
Bbi6epuTe NpunoxeHus, KoTopbie 6yayT
AOCTYNHbl BCEM NoJsib3oBaTensamMm

ABTO3anycK NpUIoXeHUin

BbibepuTe, kakvue NPUNOXEHUS [O0MKHbI
3anycKaTbCs aBTOMaTUYECKM MPU KaXAoM
BXO/i€ NOsIb30BaTeNs B CUCTEMY

PaspeLueHus npunoxeHui
MpUHATL paspeLueHns NPUNOKEHUs 1S BCeX
nonb3oBaTesnei, akTUBHBIX B AaHHbIA MOMEHT

PucyHok 73

MNMPUMEYAHUE. Mo ymonuaHutio MI1 «Terminal» He
oTobparKaeTcs Ha IKpaHe NPUIOKEHNM (cm. PucyHoK 1).

Ona poctyna K MI «Terminal» Heobxoanmmo
BbINO/IHWUTb CAeaytole AeNCTBUA:

— OTKPbITb MEHK CUCTEMHbIX HACTPOEK KacaHWem

3Ha4Ka @ Ha JKpaHe NPUAoKeHNN (cM. PucyHoK 1);
— KOCHYTbCA MNyHKTa MeHI0

«AAMUHUCTPUPOBAHME» & B noapasaene «Cnucrema;

— Ha  OTKpbIBWEWCA  CTpaHWLE  aKTMBMpPOBATb
nepekntoyaTenb «BkAo4UTb TepmuHan» (PucyHok 73)
Ana otobparkeHmns MM Ha dKkpaHe NPUNOKEHNI;
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— KOCHYTbCA NONA BBOAA W BBECTU XKENAEMbIM
| AOMWHUCTPUPOBaHKe
naponb AMbo KHonkM «CreHepmpoBaTby ANA NOAYYEHMUA
BrioNMTS TepMIHaN napons, CreHepupoBaHHOroO  CAy4YalHbiM  0Opa3om,
- KOTOpbIM B AanbHenwem OyaeT WCNONb30BaTbCA ANA
Nepons synepnonssosaTerm Nosy4eHMA Npas cynepnosib3oBaTtena.
MPUMEYAHUE. Heobxoammo 3anoMHUTL 3a4aHHbIM
CreHepupoBaTb CoxpaHuTb
naponb;
il e R — KOCHYTbCA KHOMKKM «COXpaHuTb» (PUCYHOK 74), B
NepUoanYecKn ONULLATLCS, U 3aaaiiTe .
WHTEpBAN QYMCTKH pe3ynbTate yero Ml «Terminal» oTtobpasnTca Ha IKkpaHe
Cnuncok paspeLl&HHbIX MPUIOXEeHUNA ﬂpMﬂO)-KeH[/]M (CN\. PMCVHOK 1)
BbibepuTe NnpunoxeHws, KoTopble 6yayT
e MPUMEYAHUE. MM «Terminal» B AOCTYMNMHO TO/IbKO
ABTO3aMNvCK NPUNoXeHUn
EN aAMUHUCTPATOPY.
gwer tyuiop
asdfgh j kI
Az Xx cVvVbnm

PucyHok 74

2.4.1. Hactponka nHtepdenca Ml «Terminal»

Ona pabotel ¢ MM «Terminal» ero HeobxoAMMO 3anyCTWUTb, NPOBEAA MO IKPaHy

CHM3Y BBEPX M Ha DKPaHe NPUNOKEHNI KOCHYBLLMCb 3HAYKa (cm. PucyHok 1).

Mpu nepsom 3anycke MI1 «Terminal» HEOBXOAMMO 03HAKOMUTBLCA C MHPOPMaLMEN
N KOCHYTbCA KHOMKK « OK» (PrcyHOK 75).

B wuHTepdence MIT «Terminal» HeobxoaAMMO KOCHYTbCA 3HaYKa ONA
OTODOpPArKeHMA MEHIO C HacTpoMKkamum uHTepdelnca, B KOTOPOM AOCTYMHbI caeaytoLlimne
BO3MOXHOCTMU (P1cyHOK 76):

— KOMMpOBaHMe MM BCTaBKa GParMeHTOB TEKCTa;

— nouck URL-ccblnok;

— CO34aHMe HOBOTO OKHa;

— BbIOOpP A3blKa NHTEpPdENCa;

— npocmoTp nHdopmaumm o Ml «Terminal»;

— YBEAMYEHME N YMEHbLIEHME pa3mepa WpnodTa;

— BbIOOP OPUEHTALMM OKHA;

— Bbl6Op AENCTBMA NPU KaCaHWM 3KPaHa;

— BbIOOp cnocoba oTobparkeHms KnaBmaTypsbl;

— YCTAHOBKA BPEMEHW 3aAEPKKN KNaBUATYpbI.

NMPUMEYAHUE. BbinonHeHWe AaHHbIX AEMCTBMA OCYLLECTBASETCA MNOCPEeACTBOM
KaCaHMA COOTBETCTBYHOLLMX KHOMOK.
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Fingerterm 1.5.0

Astop: Heikki Holstila <

Daiinbl KOHPUrypaLrKM A8 HACTPOWKK NapameTpos
HaxXOAATCA NO afpecy:
/home/defaultuser/.config/FingerTerm/

WexoaHsii koa:

HasgaHue TekyLuero okHa:
Pa3smep TeKyllero TepMuHana:
Ha6op cumeonos:

PucyHoK 75

O6HapyKeHHbie URL-
CCbINKK
Paamep Wwpndra
Monoxenue okHa

Mpowse
onbHoe - b

LmarHocTuMeckuin

Mosenexne

KnaBnatypei

Be3nsuk
Hoe

CKpbITh

Ha Mepemect
3aAHMR WTs
nnaH

Hoeoe okHO

Packnaaka
KNaBuaTypbl

Wripopmaumns

3apepxka
KnasuaTypbi
4000 ms

2.4.2. llonyyeHune npaB cynepnoanb3oBaTena

[defaultuser@R570E ~]$ devel-su

Password:

PucyHoK 77

PucyHok 76
MpaBa cynepnosib3oBaTena npeaoCTaBAAOT
aAMUHUCTPATOPY BO3MOXHOCTb paboTaTtb B

NPUBUNETMPOBAHHOM PEXMME W  BbINOAHATbL Nl0Oble
onepaumnn 8 OC Aspopa.

Ona NoayyYeHun npaBs cynepnosib3oBaTesia
HeobxoanMmo OTKpbITb M1 «Terminal» ©“  BbINONHUTL
cneaytowime aencrtama (PucyHok 77):

— MPOBECTM MO 3KPaHy CHM3Y BBEPX M Ha IKpaHe

NPUNOXKEHMN KOCHYTbCA 3Ha4Ka (cm. PucyHok 1);

— B MI1 BbINONHUTb KOMaHAY: devel-su;

— YKa3aTb 3a[aHHblA paHee Mapoab, B pe3y/abTaTe
yero  6yaeT  BbINOAHEH  Mepexod B Pexum
cynepnonb3oBaTens.
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2.5. Noppep:Ka pexnma paboTbl KMOCKa

2.5.1. CnuncoK pa3pelueHHbix M1

[na Bbibopa MM, KoTopble ByayT AOCTYMHbI NOA KOHKPETHOM YYeTHOM 3anuchto,
HeobxoAMMO BbIMOAHUTb CAeaytoLLMe AENCTBUA:

— OTKPbITb MEHIO CMCTEMHbIX HACTPOEK KacaHMemM 3HaykKa @ Ha 3JKpaHe
NPUNOXKEHUIM (CM. PucyHOK 1);

— KOCHYTbCS MYHKTA MeHl  «AAMWUHUCTPUPOBAHMEY & B noapasaene
«Cncrtema;

— Ha OTKPbIBLIENCA CTPaHMLE KOCHYTbCA MNyHKTa «CNMCOK pa3pelleHHbIX
NPUNOXKeHUM» (CM. PUCYHOK 73) anAa oTobparkeHMsa CnmcKka C YYeTHbIMM 3anucsimu u
cTaTycamum 6enoro cnmcka.

NMPUMEYAHMUE. Mo ymonyaHmto 6enblin CNUCOK BbIKAOYEH;

— KOCHYTbCSl MYHKTa C HE0HX0AMMOWN y4eTHOM 3anmcbto (PucyHok 78);

— Ha CTpaHuue «[MmAa y4yeTHOM 3anucu]» aKTUBMPOBATb MNepPeKIYaTe b
«BKkNoUNTL Henbin cnmucok» (PucyHok 79) ans otobparkeHuna cnncka MIT;

| Cnuncok paspeLLéHHbIX MPUNOXeHUi I [Monb3oBatensb 1
PaspeLlueHHbix npunoxexuia: 0
Bnapeneu yctpoiictea
Benbiii cnvcok: BeiknoyeH #  BknounTb 6enbiii cnncok
Yepes 6enbiii CMMCOK MOXHO HAaCTPOUTL

Monb3osaTens 1 nepeyeHb paspelleHHbIX Ans nonb3osarens
Benblii cncok: BeiknoveH HPRTIONOHUA
Monb3osaTtens 2
Benbii cnucok: Beikniovex
Monb3osatens 3
Benbiit cnucok: BeiknioyeH

PUCYHOK 78 PucyHok 79

— B OTKpbiBWemca cnucke MIT BbibpaTb Heobxoaumbie MIT  KacaHuem
COOTBETCTBYHOWMX MNepekatovaTenen nmbo BblbpaTb Bce MIT KacaHMeEM KHOMKWK
«Paspewntb Bce» (PucyHoK 80), B pe3ynbTaTe o0TOOPA3UTCA COOTBETCTBYOLLEE
yBegomnenme (PucyHok 81) 1 Ha cTpaHuue «[Mma yyeTHOM 3anucu]» ctatyc Henoro
CMMUCKa Y Y4YeTHOW 3anucu u3meHuTcs Ha «[KonmyectBo paspeweHHbix MIM]» ¢
oTODOparkeHnem 3Ha4KoB paspetueHHbIXx M (PucyHok 83).
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| MNonbsosatenb 1 Monb3oBatens 1
Pa3pelueHHbIX NPUNOXEHWIA: 4 PaspelueHHbIX npunoxenuii: 20
BkniounTs Benbiid cnucok BkntounTb 6enbiii cnncok
Yepes 6enbifi CNMCOK MOXHO HACTPOUTH Yepes 6enbiii CNMCOK MOXHO HAaCTPOUTH
nepeYeHb paspeleHHblx N8 Nonb3ceaTens nepeYyeHb paspeleHHbiX Ansa nonb3osarens
NPUNOXEHWIA NPUNOXEHWIA
PaspewwmTb BCce 3anpeTuTb BCe Paspeluntb BCE 3anpeTuTb BCe
TenedoH TenedpoH
CoobuweHus CoobueHus
9 s N
Bpayzep # Bpaysep

@ Kamepa * @ Kamepa
B KoHTakThI # E] KoHTakTbl
U lanepes # Fanepes

HacTtpoiiku HacTpoitku

D MomoLub # D Momoup

Bce npunoXeHns paspelueHbl

D ®Daitnbl ko D Dansiol
PucyHok 80 PucyHok 81
[Ona 3anpeta Ha wmcnonb3oBaHne MI ans yyeTHoOM

Monb3sosatens 1 o

PaspelueHHbIX NpunoXxeHuii: 4 3alfnncu HEO6XO,£I,M MO Ha CTpaHMU'e « [MMH yl"| eTHOU
BRiwoH e Carb IR 3aMuCK]»  KOCHYTbCA  KHOMKM  «3anpeTuTb Bce», B
e e L pesyabTate 0ToH6Pa3nTCA COOTBETCTBYIOLLLEE YBeJOM/IEHNE
NPUNOXEHUI

(PucyHoK 82).
PaspewmTtb Bce 3anpeTtutb BCce

TenedoH
CoobueHus

Bpaysep #

@ Kamepa #
B KoHTakTbl #
lanepes #

HacTpoiiku

D Momouwpb #

Bce npunoxeHus anpeLueHbl

D Davisioi #
PucyHokK 82

2.5.2. KonnposaHue nonnTmnkm pabotbl ¢ MI1

MPUMEYAHMUE. DyHKUMA KONMpPOBaHMA NOAUTUKM paboTbl ¢ MIT TakKe AOCTyMNHa
ANs aBTOMaTh4eckoro 3anycka Mr (n. 2.5.3).
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[na Toro, 4yTOObI CKonmpoBaTb NOJANTURY O,B,HOIZ yquHoﬁ 3annUcCM U NPUMEHNTb ee K
APYITMM YHETHbBIM 3alUCAM, H€O6XO,EI,MN\O BbINOJZIHNTbL Caeayroumne ,E,EVICTBVIFII

— Ha CTpaHuue «Cnuncok pa3peleHHbIX I'Ipl/I/'IO)-I-(eHI/IVI» KOCHYTbCA 3Ha4Ka IE]

(PucyHok 83), B

pesynbTaTe
cooTBeTCcTBYylOLLEE yBegoMaeHMe (PrucyHoK 84);

NONTNKA

Bnapeneuy yctpoicTsa
Benbiii cnucok: Beiknoyen

Monb3osaTens 1
Benbiii cnncok: 9 NpUnoXeHni

SOEBE 2000

Monb3osatens 2
Benbiit cnucok: BeiknoueH

Monb3osatens 3
Benbiii cnucok: BoikioueH

Cnucok pa3peLléHHbIX NPUITOXEHWUI

©

bynet

CKOMMpoBaHa 7 OTO6pa3l/ITCF|

PucyHok 83

— BbIbpaTh

HeobxoaAMMble  yYeTHble
nepekntoyatenei (PucyHok 85);

Cnucok pa3peLuéHHbIX MPUITOXEHUI

Bnapeney ycTpoitcTBa
Benbii cnucok: BeiknoyeH

Monbsosatens 1
Benblit cnucok: 9 npunoxexunin

S066E 2000

Monb3osatens 2
Benbiii cnucok: BeiknoyeH

MonbsosaTens 3
Benbiii cnucok: BeiknoueH

Monutuka ckonuposaHa

X

MpuMeHnTL OTMeHUTb

&

&

PucyHok 84

3alMCn  KaCaHMEM

COOTBETCTBYHOLNX

— KOCHYTbCA KHOMKW «[MpumeHnTb» (PUCYHOK 85) AnA NPUMEHEHUS MNOANTUKM

AMbo  KHOMKM  «OTMEeHUTbY

AnAa  OTMeHbI

onepauum,

B pe3ynbTaTe oTobpasuTca

cooTBeTCTBYlOWEE yBeaomaeHMe (PucyHOK 86), M y y4eTHbIX 3anucein cTaTyc 6enoro
CNMCKa M3MeHUTCA Ha «[KonnyecTBo pa3pelleHHbix MIM]» (PucyHok 86).
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| CnncoK paspeLUéHHbIX NPUIOXEHUI Cnuncok paspeLuéHHbIX MPUIOXEHWI

Bnaneneu ycunoﬁcraa % Bnaneneu ycunoﬁcraa
Benbiii cnvcok: BeikoyueH . Benbiii cnicok: BeiknoueH
Monb3osatens 1 [E Monb3osatens 1
Benbiii cnucok: 4 NPUAOKEHUS Benbli CNUCOK: 4 NPUIOXKEHNA
(@[] [@]o)]
Monb3osaTtens 2 Monb3oBaTtens 2
Benbiit cnucok: BoiknioveH Benbiii cnucok: 4 NPUIOXKeHNs

[@]o)]
Monb3osaTens 3 i
Benbiii cnvcok: BeikoyeH MonbaosaTtens 3

Benblii cnucok: 4 npunoXeHus

@]

MonuTtuka npumeHeHa
Vv X
MpumeHnTHL OTMeHUTb
PucyHok 85 PucyHok 86

2.5.3. ABTOMaTtumyeckmin 3anyck Mr1

[Ona BKAOYEHMA aBTOMATUM4YecKoro 3anycka MI1 npu KaxXaom BKAtoYeHun MY
HeobxoAMMO BbIMONHWUTL Caeaytolme AeNCTBUA:

— OTKPbITb MEHI CUCTEMHbIX HACTPOEK KacaHMem 3Hauka E’: Ha JKpaHe
NPUNOXKEHUIM (CM. PUcyHOK 1);

— KOCHYTbCS MYHKTa MeH  «AOMWUHUCTPUPOBAHMEY & B noapasaene
«Cnctema»;

— Ha OTKPbIBLWIENCA CTPaHWLE KOCHYTbCA MyHKTa MeHt  «ABTO3anycK
npUNoXeHnn» (cMm. PucyHOK 73) anAa oTtobparKeHWMa CnmMcKka C YYeTHbIMM 3ammnCcamu U
CTaTyCOM aBTOMaTM4eCKOro 3anycka Mrl.

MPUMEYAHMUE. Mo ymonyaHMto aBTOMaTUYeCKMA 3anycKk MI BbIKAOYEH;

— KOCHYTbCS MYHKTa C HEOHX0AMMOWN Y4eTHOM 3anucbto (PucyHok 87);

— Ha CTpaHuue «[MmA y4yeTHOM 3anMcu]» aKTUMBMPOBATb MNepekatYaTeNb
«BKkntounTb aBTO3anyck» (PucyHok 88) ana otobpaskeHma cnmucka MIT;
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| ABTO3anycK NpUIOXeHUI Monb3osarens 1
Mpunoxexuit B asTosanycke: O
Bnapenew ycTpoiicTBa
AgTo3anyck: Boik/oueH % Bkniouutb aBTO3anyck
Mpunoxenus 6yayT asTomaTuiecku
Monb3osaTens 1 3anyckaTbCs Npu 3arpyske onepauuoHHoMH

AsTosanyck: BeiknioyeH cucTemsl

Monb3osatens 2
AgTo3anyck: BeiknioueH

Monbsosatens 3
AgTo3anyck: BoiknoueH

PucyHok 87 PucyHok 88

— B OTKpbIBLIEMCA  CNMUCKe  BbibpaTb  Heobxoammbie M1 KacaHWem
COOTBETCTBYHOLMX Nepekntoyatenen (PucyHok 89), B pe3ynbTaTe Ha cTpaHuue «[Mma
YYETHOM 3anmMcu]» cTaTyC aBTOMaTuyeckoro 3anycka MM mameHuTcs Ha «ABTO3anycK
[Konnuyectso MI]» c oTobpaxkeHMem 3Ha4KoB AaHHbIX MTIT (PrucyHok 90).

[ns BbIKNOYEHMA aBTOMaTU4YeCcKoro 3anycka MI HeobxoaAMmMO AeaKTMBMPOBATb
nepekntoyaTenb «BKAOUYMTL aBTO3anyck» (PucyHok 89).

| Monb3osatens 1 I ABTO3arycK NpUIOXeHU
lMpunoxeHuit B aBTo3anycke: 4
Bnapeneuy ycTtpoiictea
BkniounTb aBTO3anyck AsTo3anyck: Boik/ioueH
MpunoxeHus 6yayT aBTOMaTU4ECKU
3anycKaTbCsi NPU 3arpyske onepaLuoHHOM Monb3oBaTenb 1 %
cucTembl AsTO3anyck: 4 NPUNOXKeHUs
oBBAa0O
TenedoH
Monbsosatenb 2
G CoobLeHus @ ABTO3anyck: BeiknioueH

N Monb3oatens 3
5‘\ Bpaysep # ABTO3aNYyCK: BBIK/IOYEH

(@) avepa

(=] Konrakrsi %
Fanepes ¥
() Hacrpoiiku

[ nomouwss
(7] oaiins

D KaneHpapb #

PucyHok 89 PucyHok 90
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2.5.4. foctyn K MI

Mpn nepBom 3anycke HekoTopbix Ml oTobparkaeTcs

\'\ o

OKHO C nepeyHem Tpebyembix paspelleHuin Ha A0CTyn K

Bpayden THeb GT I c R [AHHbIM NOJsIb30BaTeNA, XpaHAaLmxcs Ha MY (PucyHok 91).
PREpSECHIE RS ASCRE [Ons npuHATMA paspelteHnin MIT ans Bcex akTUBHbIX

Be6-copepxumoe
Bocnpou3asegeHue 1 3anucb ayauo

YYETHbIX 3amnuceit HeOOXOAMMO BbIMNOMHUTL CAeaytoLme

leonokaums [EeNCTBUA:

M;::Z::T — OTKPbITb MEHK CUCTEMHbIX HACTPOEK KaCaHMeMm
nanT:ﬁ::f::::’enn 3HaykKa E’: Ha DKpaHe NpunoxKeHni (cm. PucyHok 1);
i — KOCHyTbCA MyHKTa MeHI0

«AOMWUHUCTPUPOBAHME & B noapa3sanene «Cucrteman;

— Ha OTKPbIBWENCA CTPaHMLUE KOCHYTbCA MyHKTA
«PaspeweHna npunoxkeHuin» (cm. PucyHok 73) ansa
oTobpaxeHuna cnmucka MIT;

— KOCHyTbCA nons c Heobxoammbim MI  co
cTaTycom «He npuHATo» (PncyHok 92);

OTMeHUTb MoaTeepavTb

PucyHok 91

— KOCHYTbCS KHOMKK «[loATBEPAUTH» ANA NOATBEP)KAEHWUS onepauum nmnbo
KHOMNKM «OTMEHUTb» AN oTMeHbl (PrucyHoK 93), B pe3ynbTaTe paspelleHna aaHHoro MI
OyayT NPUHATBI Y BCEX aKTUBHbIX YYETHbIX 3aMMCEN U CTAaTyC M3MEHUTCA Ha «TTpUHATOY.

| MpunoxeHus | OTMEeHUTb MoaTeepauTtb I

BbiGepuTe npunoxexue, paspeLieHns

KOTOpOro 6yayT NPUHATHI 4NN BCEX rlpOCMOTp PDF

nonb3oBaTeneit yCTpoiCTBa, aKTUBHBIX B .

AaHHbIN MOMEHT. B 3TOM cniyyae npunoxeHue HacTosuwum aeiictenem Bel npuHumaete

6ynet oTMeyeHo KaK «[pUHATO». paspelueHus Bblﬁpaf'HOTO ﬂPMHOXeHMﬂ Ans

PUNOXEHUS, Pa3peLLeHUs KOTOPbIX MPUHSTBI BCEX Mosib30BaTeNei yCTPONCTBA, aKTUBHDIX B

He [1151 BCEX aKTUBHbIX B JlaHHbIi MOMEHT DaHHbI MOMEHT. OTMEHUTb U3MEHEeHUs

nonb3oBaTeneii, 6yayT oTMeyeHbl kak «He MOXHO 6yAeT, To/bko YAanus Bbi6paHHoe

MPUHSTO». npunoxexue. XoTure NpoaoIXuTs?
MpuHATbL BCe paspelueHns

MpocMotp PDF He npuHaT
XypHan He npuHaT
Moropga He npuHat

Yacbl He npuHsT
Coobuwenus NpuHsaTo
Bpaysep He npunat
Qaiinbl He npuHaT

3ameTkun He npuHat

PucyHok 92 PucyHok 93
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Ona npuHATMA paspelweHmnin Bcex MIT HeobxoAMMO BbIMOAHUTL Caeaytolime
NENCTBUA:

— Ha cTpaHuue «l1puaoXKeHna» KOCHYTbCA KHOMKK «[1pUHATbL BCE paspeleHnAa»
(cm. PucyHok 92);

— KOCHYTbCS KHOMKW «[loaTBEpAUTbY ANA NOATBEPKAEHMA onepaumm nmbo
KHOMKM «OTMEeHUTb» ANA OTMeHbl (PucyHoK 94), B pe3ynbTaTe pa3spelleHuns Bcex MII
OyayT NPUHATLI U CTATyC M3MeHUTCA Ha «[pnHAaTO» (PucyHok 95).

| OTMeHUTb MopTeepaunTb | | MpunoxeHus

Bbi6epuTte npunoxeHue, paspeLueHmns
Bcen punoxeHusa KOTOPOro 6yAyT NPUHATHI ANS BCEX

nonb3oBaTeneil yCTponicTea, akTUBHbIX B
Bbl cobupaetech npefocTasnTe BCEM [AaHHbI MOMEHT. B aTOM cnyyae npunoxexue
aKTUBHbIM NOJNb30BaTENSM YCTPOWUCTBA 6yaeT OTMeYeHO Kak «IPUHSTON.
paspemeHmj AN BCEX yCTaHOBNEHHbIX [MpunoxeHnus, paspeLleHns KOTOPbIX NPUHATbI
npunoxeHuii. B Gyayuiem Bbl He cMoxeTe HE O/15 BCEX aKTUBHbIX B JaHHbI MOMEHT
0TO3BaTh paapemeﬂml KPOME Kak nyTem nonb3soBarenei, 6yayT oTMeyYeHbl kak «He
yAaneHus NpunoxeHuit. Bol yepeHsl, 4To NPUHATO.
XOTUTE NPOACNXKUTL?

MpuHATbL BCe paspeLueHus

Mpocmotp PDF [MpuHaTo
XypHan lMpuHaTo
Moropa lMpuHsaTo

Yacbl MNpuHsaTo
CoobuweHnus lNpuHaTo
Bpaysep MpuHsaTo
Qaiinbl MpunaTo

3ameTku lMpuHsaTo

PucyHok 94 PucyHok 95
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3. CPEACTBA PA3PABOTHMKA

BHUMAHWE! 3anpeuwaerca akTmBauma pexuma paspabotymka Ha MY,
byHKUMOHMpYoWwem noAa ynpasneHnem OC ABpopa B CepTUPMLMPOBAHHOM BepcUM U
npeaHa3Ha4YeHHOM Aaa WCNonb3oBaHMA B MC, aTTecToBaHHbIX N0 TpeboBaHMAM
obecneyeHma 6e30MacHOCTM B COOTBETCTBMM C 3aKOHOAATE/NIbCTBOM  PoccuiicKon
denepaumm.

Pexxmm paspaboTumka NpeaocTaBAAeT aAMMHUCTPATOPY AOCTYN K pacliMpeHHOMY
OYHKLUMOHANY HACTPOEK.

BHUMAHMUE! Pexmm pa3paboTymka HEBO3MOMKHO OTK/IOYUTbL MOC/AE aKTMBALUMW.
[na neaktMBauuMm pexkmma paspaboTumka Heobxoammo cbpocnte MY A0 3aBOACKMX
HaCcTpoeK (cm. noapasaen 2.2).

3.1. AKTMBaLMA pexnma pa3paboTtumka

MPUMEYAHUE. Tlepen aKkTMBaUMeEN pexnmma pas3paboTymMka HeobxoaAnmo
ybeamTtbca B Hannumm Ha MY goctyna K cetn MIHTepHer.

[na akTMBaumm pexmnma paspaboTymka HeobxoAMMO BbINOAHMTL Chaeaytouime
NENCTBUA:

— OTKPbITb MEHK CUCTEMHbIX HACTPOEK KacaHWem 3Ha4Ka E’: Ha DJKpaHe
NPUNOXKeHUM (cM. PucyHoK 1);

— KOCHYTbCS MNYyHKTa MeHlo «CpeactBa  pa3paboTymKkar & B noapasaene
«Cnctema»;

— KOCHYTbCS nepekntodatens «Pexmnm paspabotymka» (PucyHok 96);

— Ha OTKPbIBLIENCA CTPAHMLE O3HAKOMUTbLCA C «YCNOBMAMM pa3paboTymKa» M
KOCHYTbCA  KHOMKWM  «[loaTBepanTb»  ANA  NOATBEPXKAEHWA  AKTUBALMKM  PEXMMA
pa3paboTumKka MMHO KHOMKN « OTMEHUTLY» A4 OTMEHbI onepaunmn (PucyHok 97);

— NOATBEPAUTbL AEMNCTBME BBOAOM TEKYLLErO Napos (CM. PUCYHOK 4).
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| CpepncTBa paspaboTumka I OTMEeHUTb MopTeepauTb
#  PeXuM paspaboTymka Ycnosus pa3pa60TqMKa
[na akTuBauuM pexumMa paspaboTumka
Heo6X0AUMO NOAK/IOYEHIE K CETH 0O6paTuTe BHUMAHUE: B PeXUMe
pa3paboTymKa [OCTYMHbI KOMMOHEHTbI, NpY
HenpasubHOM UCMNO/Ib30BAaHUU KOTOPbIX
MOXET 6bITb OKOHYaTENbHO noBpexaeHo
Balue ycTpoicTBO U/unu ero cogepxmnmoe.
BknioyeHne pexvma paspaboTymka MoXeT
NPUBECTU K aHHYIMpOBaHUIo Bawuei
rapaHTuun.
”DVIHSITVIG AaHHbIX VCI]OBI/IPI npepocrasnseT
BO3MOXHOCTb UCMOJIb30BaHUA peXuma
pa3paboTuuka.
PncyHok 96 PucyHok 97

3.2. Cpeacrea pa3paboTtumKa

NMPUMEYAHUE. SSH-naponb MCNoJib3yeTcA ana noJsiy4eHunA npas
cynepnosib3oBaTens.

[Ona paboTbl co cpeacTtBamm paspaboTymka HeoHXoAMMO BbIMOAHUTL Caeaytolme
NencTBns:

— aKTMBMPOBATb PEXMM paspaboTymKka (cm. noapasaen 3.1);

— pa3pewnTb BXo4 No SSH-naponto, KOCHYBLIMCH Nepekatodatens «YaaneHHoe
coeanHeHne» (PucyHOK 98) © noaTsepAuMB JAENCTBME BBOAOM TEKylWEero napossa
(cm. PucyHok 4);

— 334aTb MO0 CreHepupoBaTb Mapo/b, KOCHYBWWCb Nons «CreHepnpoBaTby,
Mnoc/fe 4Yero KOCHyTbCA KHOMKM «CoxpaHnTb» (PucyHoOK 99) m noatBepAuTb AencTsue
BBOZIOM TeKyLlero napons (cm. PUcyHoK 4).

MPUMEYAHME. Mone yctaHoBKM napons ans SSH n aoctyna otobparkaeTca TONbKO
noc/ie akTMBaLMn nepekatodaTend «YaaneHHoe CoeUHEHNEY;
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| CpepacTBa paspaboTynka

CeteBble nogknoYyeHns

# YpanéHHoe coefuHeHNe
PaspelunTb Bxoa Yyepes SSH ¢ umeHem
nonbsosarens 'defaultuser’

CpepnctBa paspaboTumka

CeTeBble MOAKMIOYEHUS

YnanéHHoe coeguHeHue
PaspewuTs Bxoa Yyepes SSH ¢ umeHem
nonbaosarens 'defaultuser

LN
WHCTpyMeHTbI
Maponb

OTo6paxeHune 4acToTbl KanpoB

eHepupoBaTh Cox Tb
AT CreHepupoBa OXpaHu

10185 B2 1680
— 10.185.68.169
=

® COXpaHﬂTb OoTnago4Hble CUMBO/bI
B AOMALUHIOK Nnanky

BknounTh BanuMaaumio nakeTos "l’ 192.168.2.15

IP-appec USB
Mepesarpysutsb B fastboot
MHCTPpYMEHTbI

YctaHoeka MO
OT06paxeHune YacToTbl KaapoB

: OTkNtO4EHO
#  Pa3spelunTb TUXYIO YCTaHOBKY

BxniounTb TUXYIO yCTaHOBKY nakeTos u3 SDK
COXpaHRTb OoTNnagoYHblie CUMBOJIbI
B AOMaLUHIOKO nanky

BkniounTb Bannpaumio naketos

Mepesarpy3uts B fastboot

PucyHok 98 PncyHok 99

— HaCTPOUTb OTODparKeHMe YacToTbl KaApOoB, 3anyLeHHbIX M1, KOCHYBLIMCbL NOAA
«OTOBpaxKeHMe 4acToTbl KagpoB» B noapasgene «MHCTPYMEHTbI», M Ha OTKPbIBLUENCA
CTPaHMLE KOCHYTbCA MNyHKTa «[lpoctoe» unm «MoapobHoe» NMbO KOCHYTLCA MNOASA
«OTKNOYEHO» AN1A OTKAOUYEHUA ANnarHoCTMKKM (PrucyHok 100);

— KOCHYTbCSl COOTBETCTBYHOLIMX NepeKatovaTenen B nogpasaene « MHCTPYMeHTbI»
NN5 BbINONHEHWNA ceayoWmMx AencTeuii (cm. PucyHok 98):

e paspewnTb AAMbBO 3anpeTuUTb COXPaHeHWe OTNAA0YHbIX CMMBOIOB B
NOMaLLHEeN nanke;
® BK/IHOYMTb MO0 OTKAOYMTb BaAMAaLMIO NAKETOB.

NMPUMEYHAHUE. [na nposepkn RPM-naketoB MI1 umcnonb3yetca BanmaaTop,
NPOBEPAIOLMIA  YCTAHOBOYHbIE MaKeTbl Ha NpeaMeT COOTBETCTBMA TpeboBaHMAM,
yKasaHHbIM Ha Beb-canTe: https://developer.auroraos.ru/doc/software_development/
guidelines/rpm_requirements. BanngaTtop 3anyckaeTca aBTOMATMYECKM MPU YCTaHOBKe
RPM-nakeToB, npu atom RPM-nakeTbl, He npouweawune Bannmaaumio, He MoryT ObiTb
ycTaHoB/ieHbl Ha MY, dyHKUMOHUPYLoWem noa ynpasneHmem OC ABpopa;

— nepesarpysntb MY ana nepexona B pexum fastboot, KOCHyBLIMCb KHOMKK
«Mepesarpy3ntb B fastboot» (cm. PucyHOK 98) 1 Ha OTKpbIBLIENCA CTPaHMULE KOCHYTbCS
KHOMKK «[loaATBEPAUTL» ANA NOATBEPXKAEHNA onepaunm AMbo KHOMKNM « OTMEHUTLY ANA
oTMeHbl (PucyHok 101);

— paspewnTb NMBO 3anpeTnTb TUXYH YCTaHOBKY nakeToB M3 SDK, KOCHYBLIMCH
nepekntovaTena «PaspelwnTb TUXYK YCTaHOBKY» B noApasgene «YcrtaHoBka [10»
(cm. PucyHoK 98) 1 noatBepAnTb AeUCTBME BBOAOM TEKyLLEero napons (cm. PucyHok 4).
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OTobpaxeHue 4acToTbl KagpoB

OTknioyeHo

MpocToe

Moapo6Hoe

MpocToit - ToNbKo KOMMO3UTOP
Moppo6HbI - TONbKO KOMMNO3UTOP
MpocToit - ToNbKO NPUNOXeHUs

Moapo6HbIM - TONBKO NPUNOXEHUS

| OTMeHUTD MoaTBepanTb |

PucyHok 100

Mepesarpy3nTb yCTPONCTBO
B pexum fastboot?

YcTpoiicTBo 6yneT HeMeaIEHHO Nepe3arpyXeHo.
3T0 03HAYaET, YTO BCE OTKPbITbIE CEaHChl U
BpeMeHHble faHHbie 6yayT NoTepsHbI.

PucyHok 101
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4. MEXAHU3MbI BE3OTNMACHOCTU

PeannszoBaHHble B OC ABpopa o¢yHKUMM 6e30MacHOCTM MOMHO HaCcTPOUTb C
MOMOLLLbIO COOTBETCTBYIOLWMX MHTEPDENCOB, ONMUCaHNEe KOTOPbIX NMPUBEAEHO B HACTOALLEM
pasaene.

4.1. Peructpaumsa cobbitnin 6esonacHocT (ayamT)

4.1.1. CnuctemHoe ypHanmpoBaHue
4.1.1.1. Obuwana nHdopmauma

CucTemMHOe  KYpHaAMpOBaHWEe — CepBMC A4  Perucrpauym m  XpaHeHud
MHDOPMALLMM O BaXKHbIX MPOrPaMMHbIX M annapaTHbIX CODbITMAX, a TaKKe UX AaSbHENLIErO
aHa/In3a B C/ly4ae HEKOPPEKTHOM PaboTbl CUCTEMBI.

OC ABpopa OCYLLECTBAAET PETUCTPALMIO N XPaHEHWE cneaytolen MHGopMaLnK:

— COODOWEHMN N3 CUCTEMHOTO KypHana (journald) n agpa (kernel log);

— COO0DbLUEeHMN, BbIBOAMMbIX NpoLLeccamm CayKb Ha CTaHAAPTHble NOTOKM BblBOAA
(stdout);

— ownboK (stderr).

MonyyeHHaa MHPOPMALMA MHAOEKCMPYETCA M XPAHUTCA B CUMCTEMHOM KYpHase,
KOTOPbIN HAaX0AMTCSA BO BPEMEHHOW NaMnKe M Noc/e nepesarpyskm He COXpaHAeTCA.

4.1.1.2. CoxpaHeHue coObITUIN CUCTEMBI B MOCTOAHHYIO NamaTb MY

[ns coxpaHeHWs CcODbITUN CUCTEMbI BO BHYTPEHHIOK MOCTOSHHYHO Namate MY
HeobX0AMMO BbINONHUTbL Ceaytolne AenCTBUA:
— OTKpbITb MTIM «Terminal» 1 BbINONHUTbL KOMaHAY:

vi /etc/systemd/journald.conf

— YCTaHOBWTb NapameTpbl B Cedyrouimne 3Ha4eHnA:

Storage=persistent
SystemMaxUse=500M
RuntimeMaxUse=1M

— nepesarpy3nTtb MY Ana coxpaHeHWA M3MEHEHNA.

[Ona  BbiIrpy3kn  dana  KypHana  HeobXoAMMO  BbINOAHWUTL  KOMaHAy:
journalctl -a > j.log, Npu 3TOM noTpebyeTcsa co3aaTtb dann nora, KoTopbln byaeT
MMeTb Ha3BaHWe: j.log W codep:KaTb Bce cobbiITMA (-a = all). HassaHWe npwu
HeobX0AMMOCTU MOXKHO N3MEHUTD.
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4.1.2. Cepswuc sdjd
4.1.2.1. Obwan nHPpopmaLms

[ns HageXHoro XxpaHeHMA Habopa CcoobLLEHMNN, OTHOCALLMXCA K CUCTEME 3aLUMUTHI
MHGOPMaLUMN, UCNONb3YETCA CepBUC No cbopy M pernctpaumm cobbituin BesonacHoCTH
sdjd. CepBWUC COXpaHAeT OTAeNbHble coobuieHna B ¢ann /var/log/sdjd-v2.log,
KOTOPbIA MNpPK 3ano/HEHMWM A0 MakcMmanbHoro pasmepa (50 MB) nepesanucbiBaeT
npeablayume coobueHna HOBbIMMU.

Ons onpeaeneHma cobbiTUA  perncTpaumm cepBMcoM sdjd WMCNOJb3yeTca
KOHOUIYPaUMOHHbIN  dan  /etc/omp/sdjd.conf, B  KOTOPOM C  MNOMOLLbIO
pPeaaKkTMPOBaHMA MOXHO 3a4aTb HeaKTyabHbIM CObbITMAM cTaTyC false.

B OCABpopa <C MWCNONb30OBaHMEM cepBMCA sdjd PErnucTpupyroTca u
NONTOBPEMEHHO XPaHATCA CAeaytoline TUMbl CODbITUIM BE30NaCHOCTMU:

— pe3ynbTaT NoMbITKM BXO4a B CUCTEMY;

— BNOKMPOBAHME MHTEPAKTMBHOIO CeaHca KaK Mo 3anpocy Noab30BaTensa, Tak u
NO UCTEYEHUM YCTAHOBAEHHOTO NEPMUOAA HEAKTUBHOCTM NOJIb30BATENS;

— ONOKMpOBaHME A0OCTyMa MOC/Ae YCTAaHOBAEHHOrO KOJIMYecTBa HeyCnelHblX
NOMbITOK BBOAA ayTEHTUOUKALMOHHOM MHPOopmaumn (nn. 4.2.2.1.3);

— WCTeYeHMe CPpOoKa AeNCTBMA NapoNs;

— CMeHa napons;

— 3anyCcK NpoLeaypbl M pe3ynbTaT KOHTPoAA uenoctHocTu (KL);

— MOJyYeHMe OTpULLATENBHOIO pe3yabTaTa NPOBEPKY;

— aBTOMaTU4yeckan 6aokMpoBKka MY;

— pe3ynbTaT NoMbITKM YCTAaHOBKM, yAaneHmna nnm obHosneHna RPM-nakeTos;

— MOAKNOYEHNE N OTKAOYEHNE BHELLIHNX HOCUTENen nHGopmaLmm;

— nepenosiHeHme XypHana cobbiThin 6e3onacHoCTY;

— BKJ/IOYEHME, Nepe3arpy3Kka 1 BblkatoyeHne MY;

— pobasneHne NpaBua CeTeBOro PUabTPa;

— 3aMnyCK, 3aBepLleHmne N U3MeHeHME KOHDUIypaLMKM CayKObl ayanTa;

— M3MEHEHMEe CUCTEMHOTIO BPEMEHMW;

— HelwTaTHOe 3aBepLUeHNE CUCTEMbI;

— MOMbITKM AOCTYNa K dalnam, HaxoAALMMCA B MpoL,ecce permctTpaumm;

— cHbol B MexaHM3Me M3015LMN NPOLLECCOB;

— owKnbKn Banmaaumm RPM-nakeTos;

— CO34aHue, NepeKNOYEHME M yaaNeHME YYETHOM 3aNnCK NOb30BaATENS;

— MHMUMANM3auMA 1N pesynbTaT npoxoxaeHna 20A.

NMPUMEYAHUE. HaumHaa c penmsa OCAspopa 4.1.0 update 1, He byaet
PErncTPUpPOBaTLCA COOLITME MPMBA3KM TOKEHOB K YYETHOW 3anucu (MHMUMANM3aLmA)
(ID=47);

— CoObITUA aHTMBMPYCA;
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cobbiTna [loBepeHHOM cpeabl UCNONAHEHMA ABpopa (Npu Hannumnn);

— 3anyck MI «KypHan»;

— 0bHapyeHne HapyLeHMA LenoCTHOCTU CTOPOHHNX Gannos;

— M3MEeHeHMe Napo/ibHOM N NONb30BATENbCKOM MNOANTUK;

— BKJ/IIOYEHUE PEXMMA Pa3paboTUMKa;

— BKJ/IKOYEHME U BbIK/IOYEHME YAQNEHHOIO A0CTYNa;

— paspelleHmre 1 3anpet goctyna K MMM «Terminal».

MPUMEYAHMUE. [MonHbIM cnmcok cobbiTmin  6e30MacHOCTM,  PerncTpmpyemblx
cepBMcom sdjd B OC Aspopa, A0CTyneH Ha BebO-canTe:
https://developer.auroraos.ru/doc/software_development/reference/sdjd/events.

Kaxkaoe cobbiTve coaepnT cneayoulyto MHGOpMaLMio:

— YHUKaNbHbIM MAEHTUPUKATOP COObLITUS;

— TUN cobbITUS;

— Bpems permcrTpaumnm cobbitms;

— YPOBEHb BAa*KHOCTK COObLIEHMA;

— ONUMOHANbHbIM TEKCT coobLleHnsa (MK NycTaa CTPoKa);

— PID npouecca-otnpasutens;

— PID poauTensckoro npouecca Ana npouecca-oTnpasmTens;

— UID npouecca-otnpasuTens;

— Effective UID npouecca-otnpasutens;

— Saved UID npouecca-oTnpaButens;

— File system UID npougecca-oTnpasutens;

— Real GID npougcca-oTnpasutens;

— Effective GID npouecca-oTnpaBuTens;

— Saved GID npouecca-oTnpaBuTens;

— File system GID npougecca-oTnpasutens;

— Supplementary groups npolecca-oTnpaBuTens;

— 2pPEeKTUBHbIE NPUBUIETNM NPOLECCA-OTNPABUTENS;

— MOAHbIN NYyTb K UCNoAHAEMOMY $aliny NpoLecca-oTNpPaBUTeNs;

— KOHTeKCT 6e30MnacHOCTM MNpoLecca-oTnpaBuTens (Tekylwaa pofib UAM MeTKa
SELinux);

— TEeKCToBOe npeaAcTaBaeHne naeHTndmnKkaTopa cobbiTna ana yaobcrea oTAaaKM.

AAMUHUCTPATOP MOXET onpeaennTb CNMCOK obbekToB PC, nonbiTKM AOCTyna K
KOTOpbIM DyayT PerncTpmpoBaTbca B danne /usr/share/security-audit/security-
audit-rules.conf, A00aBMB NPaBWIO ayamuTa N8 Habatogaemoro obbekTa oTAENbHOM
CTpokoM B ¢aln  /usr/share/security-audit/security-audit-rules.conf.
MonbITKM goctyna K obbektam PC, HaxoAAWMMCA B Manke /home M ero noanankax, He
PEernmcTpmpytoTCA.
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Bce peructpupyemble cobbiTvAa 6e30MacHOCTM OTODpaxKatoTcA C  yKasaHMem
BPEMEHM W LUBETOBOM MHAMKALUMEN B IKypHane CcobObITUA, MNPOCMOTP KOTOPOro
ocyuwecTsaaeTca ¢ nomoubto MIT «XKypHai».

MPUMEYAHMUE. Monb3oBaTenb MMeET BO3MOXHOCTb COXPaHWUTb KypHaa CobbITUM
6e30NacHOCTM CMCTEMbI BO BHYTPEHHIOK NOCTOAHHYO NamATb MY B LUIMPPOBAHHOM BMAE.

4.1.2.2. NMpocMmoTp cooblleHnin ayamTta

[ns npocmoTpa cooblleHnn ayamTta M A0CTyna K HUM HeobX0AMMO MCNOb30BaTb
cneayolme MHCTPYMEHTbI:

— Nporpammsbl journalctl U dmesg, UMetOLIME MHTEPPENC KOMAHAHOMN CTPOKM;

— YyTUANTY sdjd-dump, NO3BOAANOLLYIO NPOCMOTPETb CobbiTMA He3onacHoCTM B
MM «Terminal»;

— MM  «XypHan» (/usr/bin/log-viewer), B rpaduyeckom uHTepdelice
KOTOPOro oTobparkatoTca 3anmcK o cobbITUAX, COXPAaHAEMbIX CEPBUCOM sdid.

MPUMEYAHUE. B MM «*KypHan» oTobpaxkatoTca cobbitma ayamTa (PucyHok 102).
MoapobHoe onucaHme paboTbl MM  npuBeaeHo B  AOKYyMeHTe  «PyKOBOACTBO
NO/Nb30BaATENAY.

Mpn 3TOM aAMUHUCTPATOPY AOCTYNEH NPOCMOTP COOBLLEHWI ayAnTa BCEX YYETHbIX
3anuncen, cosgaHHbix Ha MY (PucyHok 103).

a

MpocMmoTp XypHana Q a : DunbTpbl ]

a
127 3anucei HanaeHo, 127 nokasaHo

Bbi6paHHbIi nonb3oBaTenb:

CeropHs
Bce nonb3oBaTtenu

(O 1. YcnewHas ayTeHTUPUKaUMS
02/07/2024 12:49:16 GMT +03

Bce nonb3osarenu

O 2. YpanéHHbiii fOCTYN BKIIOYEH defaultuser

Remote login enabled
02/07/2024 12:49:16 GMT +03 Monb3sosaTens 1

- a “
O 3. Yp.aneHHbm.nogTyn BbIK/IIOMEH Monb3osaTtens 2
Remote login disabled

02/07/2024 12:49:02 GMT +03
Monb3osaTens 3

o

&
»

. YcnewHas ayteHTuduKaums
02/07/2024 12:40:44 GMT +03

@ 5. Owubka 06paboTkm NakeTa
harbour-colordots
02/07/2024 12:40:37 GMT +03

O 6. Ycnewnas ayTeHTudMKaLms
02/07/2024 12:40:15 GMT +03
(O 7. Ynanex naket
ru.vk.RuStore
02/07/2024 12:38:55 GMT +03

PucyHok 102 PucyHok 103
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4.1.3. Cepsuc reports

CepBuc reports reHepupyeT eanHbIN CUCTEMHbIM OTYET B BUAE apxmBa C Gparnamm
KoH®Urypauum n noramm paboT pasnnyHbix KomnoHeHToB OC ABpopa, KOTOPbIA MOMKET
ObITb 3aWMPPOBAH.

4.1.3.1. OnncaHme cMCTeMHOTr0o OoTYyeTa

CUCTEMHbIN OTYET UMEeEeT caeayolnin opmart: tar.bz.

MMAa  cuCTeMHOro oT4yeTa WMMeeT C/eAylollyld MacKy: reports-YYYYMMDD-
HHMMSS . tar.bz.

MPUMEYAHUE. TogpobHoe onucaHne npoueaypbl GOPMMPOBAHMA OTYeTa
NPUBEAEHO B OKYMEHTe « PYKOBOACTBO NO/1b30BATENNAY.

OnuncaHue TeKkyulero Habopa moaynei npuseaeHo B Tabanue (Tabaumua 1).

Tabnnua 1
Moaynb OnucaHue
agnss NHpopmauma o A-GNSS
available-packages |Cnucok AOCTYMHbIX U YCTAHOB/IEHHbIX MNAKETOB
battery NHbopmauma 0b akkymynaTope
bluetooth MHdpopmauma o Bluetooth®
cellular MHpopmauma SIM-KkapTax
certificates NHbOopMaLma 06 yCTaHOBNEHHbIX B CUCTEMY CEPTUPMKATAX
(ima, kernel, rpm DB)
disks MHpopmaLma 0 AMCKaX U 3aHATOM/CBODOOAHOM MPOCTPAHCTBE
dmesg CucTeMHble coobuieHma aapa
emm MHbOpMaLmA 0 nanke /etc/emm
info O6wan nHdopmauma o MVY:
— KOHTPO/IbHas CyMMa 3arpy304HOro pasaena;
— nHdopmauma o6 AIDE;
— CMWUCOK A0NONHUTENbHbIX YHKLNNA;
— nHdopmauma o penmse OC;
— nHdopmauma o HW pennse OC;
— Bepcua aapa
integrityd KoHpUrypaumoHHble ¢alnbl cepBmca integrityd
internet NHbopMaLma 06 aKTMBHOM MHTEPHET-COEANHEHUN
logcat CucTeMHble coobLLeHns
memory NHPopmaLmMa 0 NaMATH
mount-points TeKyuiMe TOYKM MOHTMPOBAHMA
policy MHPopmauma o nanke /etc/policy
process-1list TeKyLWMi CNMCoK NPoL,EeccoB
push-daemon NHPopmaLma 0 NnanKkax /etc/xdg/push-daemon 1
/var/lib/push-daemon
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Moaynb OnucaHune

rpms CNUCOK YCTaHOB/IEHHbIX MAKETOB

screen NHbopmauma ob skpaHe MY

sdjd CobbITa 6e3zonacHoOCTH

ssu NHPOopMaLma 0 peno3nuTopuax

system-journal-json |CyucTtemHbli XypHan B popmate JSON
system-journal-10g |CycTeMHbIN XypHaN B TEKCTOBOM BUAE
system KpaTtkasa MHpopmaLms o cucteme:

— PEXMM SKOHOMUM aKKYMYAATOPA;

— NOAKNYEHME K CETU MHTepHET;

— CTaTyC NOAKMOYUEHUS;

— aKtmBHOCTb ceT WLAN

systemboot NHPOopMaLMA O CUCTEMHOW 3arpy3Ke
systemctl CnunCcoK cepBmcoB
systemupdate Jlor obHoBNEHMS

4.1.3.2. [eHepayma cMCTEMHOro oT4yeTa
4.1.3.2.1 l'eHepauma CMCTEMHOTO OT4eTa ¢ nomoulbto MMM «Terminal»

CUCTEMHbIN OTYET MOXHO creHepupoBaTb B MIl «Terminal» ¢ nomoLllbto
CNefyroWmMx KOMaHA.
— reHepauma CUCTEMHOIO OTYETa C COXPaHEeHMEeM B Manke /var/reports:

generate-reports.sh true

— reHepauma CUCTEMHOrO OT4YeTa C COXPaAaHEHMEM BO BPEMEHHOW nanke
/run/reports, KOTopas OyaeT ouyunlleHa nocae nepesarpyskn MY:

generate-reports.sh false

— reHepauma 3aWnPPOBAHHOrO CUCTEMHOIO OTYETA B YKa3aHHOM nanke:

generate-encrypted-reports.sh /home/defaultuser/Documents/

MPUMEYAHUE. Mpu HeycnewHon reHepaumum 3awmdpoBaHHOro otyeta bdyaet
co34aH 0ObIYHbI CUCTEMHbIN OTYET.

4.1.3.2.2. [eHepauma cMCTEMHOrO oT4yeTa ¢ nomMmoLLbto MIT «KypHan»

CUCTEMHbBIM  OTYET MOXKHO creHepuposaTb B MIT «ypHan». [MoapobHoe
OMNWCaHWe reHepaumm CUCTEMHOro oTyeta C nomouwbo MIT «KypHan» nprvBeneHO B
NOKYMeHTe « PYKOBOZCTBO NOJ/1b30BaATENAY.

4.1.3.2.3  3awWndpOoOBaHHbIN CUCTEMHbIN OTHET

LIndppoBaHne CUCTEMHOrO OTYETa MPOUCXOAMT TONbBKO C YCTAHOBAEHHbIM Ha MY
KANEHTCKMM cepTUPMKATOM. [pn OTCYTCTBMU AAHHOTO cepTUdMKaTa, BHE 3aBMCUMOCTM OT
Bepcum OC ABpopa, CUCTEMHBIM OTYET He byaeT 3andpoBaH.
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B OC ABpopa ncnonbayetca 6ao4Hoe wnppoBaHmne GOST 28147-89.
LLInppoBaHHbLIN OTYET MMEET CAeayoLWMA OPMaT: tar.bz.cms.

MmAa WwndpoBaHHOTO OT4YeTa MMeeT CaeayltoLllytd MacCKy: reports-YYYYMMDD-
HHMMSS.tar.bz.cms.

[ononHutenbHo popmunpyetcsa dpann ¢ nHbopmaumen o cepTudurKkaTe, Nyb6ANYHbIN
KMt0Y KOTOPOTo Hbl/1 MCNONB30BaH ANA WndpoBaHmA oTyeTa. OH co3aaeTca pAAOM U MMeeT
bopmaT .txt: reports-YYYYMMDD-HHMMSS.tar.bz.txt. Bpema co3aaHma B Ha3BaHUN Y
3TKX GanN0B NAEHTUYHOE.

Mpumep dana c nHdopmaume:

cat reports-20220329-104949.tar.bz2.txt

BbiBOA, KOMaH/bI:

Subject: OMP Test

Group: developer

Subgroup: regular

Key ID:
7003efe7156bd53a2e88c2cb3c0d43e9786760¢c53721933dd5052fdaf443dbtb

OT4yeT MOXHO pacwmdpoBaTb COOTBETCTBYIOLIMM KAKOYOM U CePTUDMKATOM C
nomoulbto OpenSSL. Kntou pacwmndpoBrm onpeaenaetca B none «Key ID» ¢panna popmaTa
.txt, PacnoNOKEHHOrO C apXMBOM. TaKkke noTpebyerca NMoAKAOYUTbL TOCTOBbLIN ABMMKOKY,
AONONHUTENIbHO YCTaHABIMBAEMbIN B CUCTEMY:

openssl cms -decrypt —-in /home/defaultuser/Documents/reports-20220228-
173753 .tar.bz2.cms -recip system-developer-cert.crt -inkey system-
developer-key.pem —-inform DER > reports-20220228-173753.tar.bz?2

4.2. UpeHTnduKauma n aytTeHTMmKauma

4.2.1. OcHoBHble npasuia MAD

B OCABpopa peann3oBaHa NOACMCTEMA MAEHTUDUKALMKM W ayTeHTUOUKAUMM
(MA®), npeaHa3HavyeHHana ans obecneyeHma oA4HO3HAYHOM U HEMPOTUBOPEUYMBOM:

— maeHTUdMKaumm obbektos goctyna OC Aspopa ($pannos 1 nanok);

— naeHtTuduKaumm cybvexktos aoctyna OC ABpopa (CMCTEMHbIX NPOLUECCOB,
NPOLLECCOB B MPOCTPAHCTBE AZPa, a TaKXe MPOLLEeCcCoB MAW NMPOrpaMm, 3anyLlleHHbIX OT
MMEHM NOoNb30BaTeNeN);

— naeHTMOMKaUuMM y4eTHbIX 3anmcer nonb3osatener OC ABpopa (C  posbto
aAMUHNCTPATOPA 1 C PONIbIO NONb30BATENA);

— ayTeHTMdUKaLNM Nonb30BaTeNeN OC ABpopa (MHOrodakTopHasn
ayTeHTMdMKaLUMA C MCNONb30BaHNEM TakMX GaKTOPOB, KakK: Naposb, cMapT-KapTa, CYANC,
oTneyYyaToK NanbLa).

4 Peanusauma KpUNToanroputmos poccuiickoro FOCT ana OpenSSL.
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Ona pabotbl ¢ OCABpopa agMWHUCTPATOPY NPMCBAMBAOTCA Caeaytoline
NAEHTUOUKATOPbI:

— cumBOANbHbIN: defaultuser;

— ymncnoson: 100000.

N3meHeHne HaCTpoOeK H6e3onacHoCTH ocylecTBaseTcA nocpeacTBOM
KOPPEKTUPOBKN KOHOUIYPALIMOHHBIX GaiNoB M BbIMONHEHMA COOTBETCTBYHOLLMX KOMaHA, B
TepMuHane. Ml MCNONHAKOTCA B M30/IMPOBAHHOM KOHTEMHEPE, peain3yeMom CpeacTBamm
firejail/sailjail. C NOMOWbIO seccomp-bpf MOXHO 3aNpPeTUTb HEKOTOpPbIe
CUCTEeMHbIEe BbI30BbIl, HANPUMEP: mount /umount, ptrace, kexec U Ap.

Ona ycunenua sawmtel MY npu nepBomM BKAKOYEHUU PEKOMEHAYETCA YCTAaHOBUTbL U
NepuoanYeckn M3MEeHATb Mapoab, KOTOpbIM  OyaeT xpaHutbea B LUKS-cnore,
COOTBETCTBYHOLLEM UAEHTUPUKATOPY NONL30BATENS.

MPUMEYAHME. LLndpoBaHMe pasaena NPOUCXOAUT aBTOMATMUYECKM, NPU 3TOM BO
BpemA nepBoro 3anycka MY no ymondaHuto mcnonbdyetca naponb 00000, KoTopbIn
BNOC/NEACTBMM MOXKET OblTb MU3MEHEH.

B uenax npegotBpalleHMA  HEeCaHKUMOHMPOBAHHOrO  Adoctyna K MY,
dYHKUMOHMpYtoLemy noa ynpasneHmnem OC Aspopa, naponb (cm. nn. 4.2.2) Tpebyetca ans
NOATBEPXKAEHMA BbIMONHEHWNA CIeAYOLWNX AEUCTBUA:

— CO34aHWA YYETHbIX 3aNncemn ponen;

— HaACTPOMKM NapPONbHOM NONUTUKMY;

— 33[1aHWNA OrPaHMYEHNIM BXOAa B CUCTEMY;

— BKJ/IHOYEHMA M HACTPOMKN 2DA;

— 334aHMA O4HOPA30BOro Napos;

— M3MEHEHMUA HaCcTpoeK BNOKMPOBKMY;

— paspelleHna yCTaHOBKKM cTopoHHero [10;

— YCTaHOBKM SSH-napons;

— AKTMBALUMWN N HACTPOMKM pPeXKMMA pa3paboTumKa;

— MPOCMOTPA AAHHbIX YY4ETHbIX 3aNuncen;

— cbpoca HacTpoek MY;

— YCTAHOBKM MapoaAa Cynepnosib3oBaTesis;

— MPOCMOTPA Napo/en, COXpPaHEHHbIX Ha MY.

MPUMEYAHME. MNoapobHoe onncaHme o 3a4aHnK Napoaa NPUBEAEHO B JOKYMEHTE
«PyKOBOACTBO MO/b30BaTENAY.

ApxutekTypHo MA® OC ABpopa COCTOUT M3 cepBMCa ayTEHTUDMKALMKM authd C
BO3MOHOCTbIO MOAKNOYEHNS MOZYNEN, PeanmnsytolmMx pasanyHble cnocobbl NPOBEPKM
NOA/IMHHOCTMK, a TaKXke bubnamoTtek, obecneymBatoLLMX OTPUCOBKY NPUTNALLIEHMA Ha BXOA U
pPeanu3yoLlLnX B3aMMOAENCTBME C APYTMMM MPOrPaMMHbIMKU MOAYAAMM rPadUyeckoro
MHTepdenca, TakMMKW KaK YCTPOMCTBO BBOZA (3KpaHHaA KnasuaTypa), rpaduyeckoe
OKpY)KeHMe lipstick M cnyba ayamTa sdjd.
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Habop moaynen, obecneymBatowimx cnocodb MAD nonb3osatenen U peannsaumio
dyHKUMIM Be3sonacHOCTH:

— lockout (nn.4.2.1.2);

— loginrestriction (nn. 4.2.1.3);

— password (nn. 4.2.1.4);

— smartcard (nn. 4.2.1.5);

— sudis (nn. 4.2.1.6);

— reset (Nn. 4.2.1.7).

Moaynn npeactasnstoT cobon dannbl dopmaTta .so, PACMNONOKEHHbIEe B Manke
/usr/lib/authd/. Mpu Kaxaom 3anycke MY cepBuc authd CKaHUPyeT nanky. HacTponku
cepBuca authd pacnosioxeHbl B Ganne /etc/authd/authd.conf, rae:

— plugin-dir — Nanka c MOAY/AMMN;

— admin-mandatory-factors — cnocobbl WAD, obAsaTenbHble ANA YyYETHOM
3anncn aAMNMHNCTPATOPa,

— admin-immutable-factors  — cnocobbl NAD y4eTHOM 3anucu
aAMUHUCTPATOPa, HeAOCTYMHbIE A5 BKAOYEHWA UM BbIKIHOYEHUSA;
— admin-default-factors — cnocobbl WA® gna  y4yeTHOM  3anucwu

aAMUHUCTPATOPa MO  yMoAn4YaHuto  (byayT  BbiOpaHbl  aBTOMATUYECKM,  €Cau
CKOHOUIYPUPOBAHHbIN CMMCOK GaKTOPOB MyCT);

— user-mandatory-factors — cnocobbl WMA®, obAszaTenbHble ANA YyYETHOM
3anmMcu Nosib3oBaTtens;

— user-immutable-factors — cnocobbl MA®D yyeTHOM 3anmMcyM MNOAb30OBaATENS,
HeAOCTYMNHble ANA BKAOYEHUSA UK BbIKNHOYEHUSA;

— user-default-factors — cnocobbl MAD ana yy4yeTHOM 3anmcy Nonb3oBaTenA
no ymondaHuto (6yayT BblOpaHbl aBTOMATUYECKWU, €CAN CKOHOUIYPUPOBAHHbIMA CNMCOK
$aKkTopOoB MycT).

MNpeaycmoTpeHa BO3MOXHOCTb HAcCTpPouUTb Habop cnocoboB NAD ans Kawaon
y4YeTHOM 3anmcu noNb3oBaTens. Habopbl XpaHATCA B darne BMAA
var/lib/authd/users/<uid>.conf, rae UID — unaeHTUPMKATOP YYETHON 3anmucu
No/ib30BaTeNa B CUCTEME.

4.2.1.1. OnucaHue aMarHOCTUYEeCKMX owmnbOoK

B MI «XypHan» ¢GopmupytoTca yTOYHAOWME coobueHmna 06 M3MeHeHUsX
MnapameTpOB CUCTEMbI CAeaytoLmMM 0bpa3om:

1) [Ona nonb3oBaTenbckux napameTpoB: Plugin: %1, setUserOption: %2=%3,
UID=%4;

2)  [Ona cuctemHbix napameTpoB: Plugin: %1, setOption: %2=%3.
roe:

— «%1» - HaMMeHOBaHWe MOAY/A, Y KOTOPOro MeHAETCA NapameTp;

— «%2» - NnapameTp MOoAy/A, KOTOPbIN Bbln UIMEHEH;

— «%3» - HOBOE 3HaYeHMne NapameTpa;

64



PyKOBOACTBO aAMUHNCTPATOPA

— ~] OTKPbITASl
MOBUWJIbHASA
l NNAT®OPMA

— «%4» - UID nonb3oBaTtens, A4 KOTOPOro MeHAETCA napameTp.
Cnucok moaynemn, y KOTOPbIX MEHSITCA MNapameTpbl, a TaKXe WX onucaHue

npueeaeHo B Tabanue (Tabaumua 2).

Tabnnua 2

Moaynb (%1)

OnucaHue

lockout

bhoknposka MY

loginrestriction

PacnucaHue Bxoaa yquHo% 3armcum nos1b3oBaTenA

password Mapob
reset Cbpoc MY
smartcard CmapT-KapTa
sudis

CYNC (CepBuc ynpaBaeHns AOCTYNOM K
MHPOPMALIMOHHbBIM CUCTEMAM)

ChMCOK M3MEHEeHHbIX MnapamMeTpoB, a Takike MX OofMnmcCaHune npmBeaeHoO B Ta6nmue

(Tabnunua 3).
Tabnnua 3

MapameTpbl moayna (%2, %3)

OnucaHue

Mopaynb loginrestriction

ttl

[encTBre y4eTHOM 3anmncu

login-schedule-days

[HW BXOo4a B cMCTeMy

login-schedule-time

Bpemsa Bxoda B cuctemy

login-locked

BNOKMPOBKA y4ETHOM 3aMMCK NONb30BaATENS

login-temporarily-locked

BpemeHHas 6/10KMPOBKa TEKYLLLEN Yy4ETHOW 3anuncu

temporary-lock-timeout

Talm-ayT 610KMPOBKMU

Mopaynb password
new-length OnviHa napons
max-age Cpok fenctsma napona

max-attempts

Konn4yectBo NonbITOK BBOAA napond

new-strength

CNoXHOCTb naposaAa

history-check

NcTopua napona

expiration-notification

YBesomaeHne 06 ncTe4eHnn napona

MPUMEYAHUE. NornpoBaHMe MCNONAb3yeTcA TONbKO ANA loginrestriction W

password.

B Cnydae ycnewHoro Bxoaa B CUCTeEMY J1OrMpyeTcAa TOJIbKO COO6LLL€HVI€ «YCnewHbln

BXO/, B CMCTEMY» Be3 YTOYHEHMA.

B cnydae HeycnewHoro Bxofa B CUCTEMY flornpyetca coobuleHne «HeycnelwHbli
BXO/[, B CMUCTEMY», a TaK¥e A0MoNHUTeNbHas MHPopmauma ob ownbke, KOoTopaa MmeeT

cneayroumn BUA:
Plugin: %1, error: %2.
roe:
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— «%1» — HaMMeHOoBaHMe MOAYS, K KOTOPOMY OTHOCUTCA OLLIMOKA;
— «%2» — Kof, OWKNOKN.

Cnucok moaynen npuseseH B Tabanue (cm. Tabauua 2), CNMCoK oWNBOK, KoTopble
oToOpakatoTcs AN8 MoAyAel B CAyd4ae HeycrnelwHOro BXO4a B CUCTEMY, a TaKXe WX

onucaHue npmueeaeHo B Tabanue (Tabnunua 4).

Tabnuua 4

Ownbka (%2)

OnucaHue

Mogaynb lockout

RecoverablelLockout

MY BpeMeHHO 3ab/10KMPOBAHO

PermanentLockout MY 3ab610KMpPOBAHO
Mogynb loginrestriction
TtlBadSyntax HeBepHbIN CMHTaKCKUC
TtlExpired CpOK AencTBMA y4eTHOM 3anmMcK N01b30BaTeNs UCTEK
DayUnknown HeBo3mOXXHO onpeaennTtb
DayLocked Y4yeTHanA 3anmcb NOAb30BaTeNA 3abD10KMPOBaHa MO AHAM
Heaenm
TimeBadRange HeBepHbI CMHTAKCUC BPEMEHHOTO AMana3oHa
TimeBadSyntax HeBepHbI CMHTAKCUC BPEMEHHOTO AMana3oHa
TimeLocked Y4yeTHasa 3an1cb Noab3oBaTeNd 3ab/10KMpPOBaHa NO BPEMEHMU
CYTOK
UserLocked YyeTHana 3anmcb NONb30BaTeNA 3aD10KMpPOBaHa
UserTempLocked Y4yeTHanA 3anmcb NONb30BaTENA BpeEMeHHO 3ab610KMpOBaHa
Mopaynb password
InvalidResponse HeKkoppeKTHbIM 3anpoc
PasswordFailed HeBepHbI Naposb
gas swordUpdateFaile | He ynanocb 06HOBUTL Naposb

PasswordsDontMatch

[laposn He coBnaaatoT

UserLockedMaxAttemp
ts

Y4yeTHas 3anumcb Nosib3oBaTtena 3ab/10KMpoBaHa: AOCTUTHYTO
MaKCMMabHOE KOZIMYEeCTBO MOMbITOK

NotSupported

HesawwndpoBaHHOE YyCTPOMCTBO HE NOAAEPIKMBAETCS

BadNewPassword

HeKkoppeKTHbI HOBbI Napob

PasswordMatchPrevio
us

[MoNb30BaTENb HE MOXKET M3MEHWUTb NapPo/b. HOBbINM Naposb
OOJ/IKeH OTINYaTbCA OT NpedblayLlero

PasswordNotSet Monb3oBaTeNb HE MOXKeT pa3bioknposaTb MY. Heobxoamnmo
06paTUTLCA K aAMUHUCTPATOPY ANA YCTaHOBKM O4HOPa30BOro
napons

Mopaynb smartcard

PinFailed HexkoppeKTtHbii PIN-Ko,

CannotSmartCard

CmapT-KapTa He HalaeHa
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Ownbka (%2)

OnucaHue

TooManyAttempts CNMLWKOM MHOTO MOMbITOK
ConnectionError CmapT-KapTa OTK/IOYEHA
BadCert HeKoppeKTHbIM cepTUdmMKaT
ValidationFailed Banngauma He nponaeHa

Mogaynb sudis
BadPassword HeBepHbIM Naposb
EncryptedPartitionl | 3gwmdppoBaHHbIi pasaen 3ab610KMpoBaH
ocked
CannotStartClient

He ynaetca 3anyctuTb KaneHT Sudis

CannotConnectClient

He yaoaeTcs noaKNtouYnMTbCA K KAneHTy Sudis

CannotCommunicateCl
ient

He ynaeTcs cBsA3aTbCA C KAveHToM Sudis

UserLocked Y4yeTHanA 3anmcb NOAb30BaTeNA 3aD10KMPOBaHa

TooManyAttempts CNMLLIKOM MHOTO NOMbITOK

TooManyAttemptsWith | CopywKom MHOrO MOMLITOK, AaHHbIE YaaNeHbl

outDeleted

NoUsbDevice Owwnbka ayTeHTUPMKaumn. Het USB-ycTpoiicTBa

ConnectionError OWwmnbKa NOAKMOYEHUS

AuthFailed OwmnbKa ayTeHTUGUKaLMK

BadDefaultCert HeBepHbIt cepTudmkat

UserCannotUnlock [Monb3oBaTeENb HE MOXKET pa3biokmpoBaTb MY. Heobxoanmo
006paTUTLCA K aAMUHNCTPATOPY A5 YCTaHOBKM OAHOPA30BOro
napons

ErrAuthType HeBepHbIl TN BXxOAa

4.2.1.2. Mopaynb lockout

Moaynb lockout NpeaHa3HavyeH Aas nposepkn MY Ha npeameT BNOKNMPOBKM.

OnucaHune HacTpoek MOy NS, XpaHALWMXcA B banne
/var/lib/authd/methods/lockout/current.conf, npmueegeHo B Tabnmue
(Tabnunua 5).

Tabnuua 5

. 3Ha4yeHue no
CBoMCTBO OnucaHue
YMOYaHUIO
lockout-mode 0 Pexkmum 610KMPOoBKM MY:

-~ (0) NoLockout —He 3aDN10KMPOBAHO;

- (1) RecoverableLockout —BpPeEMEHHaA
ONOKMPOBKA, CHMMaeTcs yepes 15 MUHYT anbo
aaAMUHUCTPaTopom MY;

~ (2) PermanentLockout — NOCTOSAHHAA BIOKMPOBKa;
- (3)
BpeMeHHas 6/I0KMPOBKA, CHMMAETCA

RecoverablelockoutWithoutTimer —
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3Ha4yeHune no

CsoKcTBO OnucaHue
YMOIMaHUIO
aaAMMHUCTpaTopom MY
lockout-timeout |15 mpuyT Cpok BpemeHHOM 610KMPOBKMK
lockout- - Hayano BpemeHHOM 610KMPOBKM
timestamp

4.2.1.3. Mopaynb loginrestriction

Mopaynb loginrestriction nNpeAHa3HayeH ANA NPOBEPKM BO3MOMKHOCTU
ayTeHTUGUKALMM NONb30BATENA B CUCTEME B @dHHbIN MOMEHT.

OnucaHue HacTpoek Moayns, XpaHALMXCA B danne
/var/lib/authd/methods/loginrestriction/<uid>.conf, NpuBeAeHO B Tabauue
(Tabnunua 6).

Tabnuua 6

o 3Ha4YeHue no

CsoucTso OnucaHue
YMOHAHNIO
tel Tekyuwasn gata + | CpoK AeNCTBMA y4EeTHOM 3anuncK
2 roaa

login-schedule- Mo, Tu,We, Th, F'| PacnucaHue BXOAa B CUCTEMY MO AHAM HeAENN
days r,Sa,Su
login-schedule- 00:00-00:00 PacnucaHue Bxo4a B CUCTEMY MO BPEMEHMU CYTOK
time
login-locked false BNOKMPOBKa y4eTHOM 3anuncK nosib3osaTens
login-temporarily=|Q muHyT BpemeHHan 6/10KMpPOBKa Y4ETHOM 3anncu
tocked noNb3oBaTens
temporary-lock- 15 MUHYT CpoK aenctama 6/10KMPOBKM
timeout

MNpumep:

login-locked=false

login-schedule-days="Mo, Tu,We, Th, Fr, Sa, Su"

login-schedule-time=00:00-00:00 login-temporarily-locked=0

temporary-lock-timeout=900

ttl1l=2025.02.06

4.2.1.4. Mopaynb password

Mopaynb password NpefiHa3Ha4yeH Ans ayTeHTUPUKaLMmM no naposto.
OnucaHue rnobanbHbIX HACTPOEK MoAayAs (415 BCeX NONb30BaTeNeN), XPAaHALLMXCA
B paiine /var/lib/authd/methods/password/current.conf, NPUBEAEHO B Tabauue

(Tabnunua 7).
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Tabnuua 7
3Ha4YeHue No YMONYAHMIO
CBoOMCTBO KopnopaTtusHasa | CepTndunumpoBaHHan OnucaHue
BepcuA BepcuA
new-length 5 CMMBOJIOB 7 CUMBOJIOB AnvHa napons
new-length- 5 cMmBO/I0B 7/ CMMBOJIOB MUHUMaNbHaA AAMHa NaposiA

lower-limit

new-length-
upper-limit

12 cumBonOB

MaKcmmanbHaa AanMHa napoaAa

max-age 0 30 aHewn CpoK AencTems napona
(0O — 6e3 orpaHuyeHuin)
max-age-lower-)pes 30 aHen MWHUMaNbHbIA CPOK
Limit orpaHUyeHu AelcTBMA Napona
max-age-upper-|180 nHei MaKcrManbHbIN CPOK
limit [encTsmA Napons
max-attempts |(Q 4 KonnyectBo NonbITOK BBOAA
napons
max—attgmpts— bes 4 MuHMMaNbHOE KONNYECTBO
lower-limit orpaHudeHmni NOMbITOK BBOAA NapoA
max-attempts- |16 10 MaKcnMmanbHOE KONMYeCcTBO
upper-limit MOMbITOK BBOAA Napons
new-strength |Q 3 HageXXHOCTb Napona:
- 0—TO0NbKO UNDPBLI;
- 1 —undpbl n BYKBLI;
- 2—undpbl, byKkBbI B
HUKHEM U BEPXHEM
perncrpax;
- 3 —undpbl 1 OYKBLI B
HUKHEM U BEPXHEM
PEerncTpax, a Takxe
CNeLcruMBObI
new-strength- |Q 3 MWHMMaNbHAsA HAaAEXHOCTb
lower-limit napons
new-strength- |3 MaKcrmanbHaa HagaeKHOCTb
upper-limit napons
history-check |Q 1 NcTopma napona — Koam4ecTso

npeablaywmx naponen, c
KOTOPbIMW CPaBHMBAETCS
Tekywmin naposb (0 — He
NPOBEPATb NCTOPUIO NAapONei)
NMPUMEYAHMUE. HoBbin naposb
[OMKEH OTNINYATBLCA OT
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3Ha4yeHue No YMOYaHMUIO

Csouctso KopnopatueHaa | CeptudnumposaHHan OnwucaHue
BepcuA BepcuA
npeablayLmx
historyl—clrlleck— 0 1 MUWHUMaNbHOE 3HaYeHune
lower-limit MCTOPWM Napona
history-check-|10 10 MaKchMManbHoe 3HaYeHune
upper-limit MCTOPMM NapoNa
expiration- 5 oHemn YBegomneHune 06 UcteyeHmnm
notification CPOKa eNcTBUA Napons
generated- password MonyueHune
password

CreHepMpPOoOBaHHOIO NaponA
generation 0 2 Cnocobbl 3a4aHMA Napona:

— 0 — TONbKO BPYYHYIO;

- 1 —3apaHune Bpy4Hyto 1nbo
reHepaums;

— 2 —TOJIbKO reHepauunsa

HacTponKkM y4eTHbIX 3anmcein Nonb3oBaTena MmeroT H6onee BbICOKMI NMpuopuTeT
Haz, rnobanbHbIMU HaCTPONKamMM 7 XpaHATCA B danne
/var/lib/authd/methods/password/<uid>.conf.

OnncaHne HacTPoeK YYeTHbIX 3anuMcen no/sb3oBaTena Ana MOAYNs password
npueeaeHo B Tabanue (Tabaumua 8).

Tabnnua 8
o 3Ha4YeHue no
CsouncTso OnucaHue
YMO/IYaHUIO
attempts OTcyTcTByeT Ko/sinyecTBo NOMNbITOK BBOAA HEBEPHOIO Napona
length OTcyTcTBYET [JNviHa TeKyLulero napons
strength OTcyTcTBYeT HafgeXKHOCTb TekyLlero napona
expiration- OTcyTcTBYET Bpemsa nocnegHen cMeHbl Napons
notification-last-
sent
history OTcyTcTBYET Mictopuma naponen
change-next-time |false CmeHa napo/sia npu cneaytoLlen
ayTeHTMdMKaLUMM NONb30BaATENA B CUCTEME

4.2.1.5. Moaynb smartcard

Mogay/b smartcard nNpeAHasHadyeH A1a ayTeHTUPUKALUMW C MCNOAb30BaHMEM
CMapT-KapTbl.
OnuncaHne moayna npuseaeHo B Tabanue (Tabamua 9).
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Tabnunua 9
CsBoMCTBO | 3HaYeHMe N0 YMONYaHUIO OnucaHune
attached TriState {

YKa3blBaeT, NOAKA0HEHA N CMapT-KapTa B

ggézi’ing [aHHbI MOMEHT. 3Ha4YeHne JaHHOro CBOMCTBA
r
True, He coxpaHsneTca B OC

};

HacTpolkm  y4eTHbIX  3anumcen Nnonb30BaTeNA XpaHATCA B  danne
/var/lib/authd/methods/smartcard/<uid>.conf.

OnucaHMe HacTpOeK noJsib3oBaTenen ANs MOAyNA smartcard MNPUBEAEHO B
Tabnmue (Tabnanua 10).

Tabnunua 10

. 3HayeHue no
Csouncrteso OnucaHue

YMOJIMaHUIO
pubkeyIsWritten false

YKa3bIBaeT, 3anmcaH v NybAUYHbIN KatoY Ann
[laHHOTrO No/1b30BaTeNs

- My6aMYHaA YacTb Kato4Ya, KOTOPbIM NOANMCaH
cepTUdMKaT NONb30BaATENSN, COXPAHEHHDbIN B
3allMLLIEeHHON 061acTM CMapT-KapTbl

pubkey

4.2.1.6. Mopaynb sudis

Moaynb sudis npeaHasHayYeH Ana ayTeHTUDMKAUMKM B CUCTEME YMNpaBAEHUA
A0CTYyNOM K AaHHbIM MB/L Poccuu.
OnucaHmMe  rnobanbHbIX  HACTPOEK  MOAYAA,  XPaHALLMXCA B  danne

/usr/share/ru.at consulting.sudis client/policy.conf, npuseaeHo B Tabnuue
(Tabnunua 11).

Tabnuua 11
o 3Ha4YeHue no
CsoucTso OnucaHue
YMO/IYaHUIO
certs OTcyTcTBYeT CnMCOK AOCTYNHbIX CEPTUPUKATOB OT K/IMEHTA
cyanc
max-attempts 10 Ko/sinyecTBo HeBepPHbIX NMOMbITOK BBOAA, NP
3anycKke KaneHTa 3HadyeHune bepetca us dparna
/usr/share/ru.at consulting.sudis cli
ent/policy.conf

4.2.1.7. Moaynsb reset

Mopaynb reset npeaHasHayeH Ana cbpoca HacTpoek MY [0 3aBOACKOrO
COCTOAHMS.
OnucanHue rnobanbHbIX HacTpoekK MOoAYNA, XPaHALLMXCA B

danne /var/lib/authd/methods/reset/current.conf, MNpuUBeAeHO B Tabauue
(Tabnunua 12).
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Tabnuua 12
o 3HayeHue no
CsoucTtBo OnucaHne
YMOJT4aHUIO
reset-options reboot, wipe |_ yrepoot — aBTOMATUUYECKM nepesarpy3nts MY

nocne cbpoca K 3aBOACKUM HACTPOMKaM;
~ wipe —Yy4a/nNTb BCe AaHHble ¢ MY

4.2.2. MHorodakTopHas ayTeHTMdMKauma

BHUMAHWE! Mepen HacTpOMKOM MHOrOpaKkTOpHOM ayTEHTUPUMKALMM HEODXOAMMO
MY, c ycTaHOBNeHHOM KopnopatmBHon Bepcheinr OC ABpopa, COpOCUTb A0 3aBOACKMX
HaCTpOeK.

MHorodakTopHas ayTeHTUPUKaLUMA — MNpoLecC NOoATBEPXKAEHWA NOAJAMHHOCTU
NpaB y4YeTHbIX 3aMMCel pPoaen C MOMOLLbKD MPUMEHEHMA HECKONbKMX Pa3INYatoLLMXCA
daKkTOpOB.

Ons  ayteHTudukaumm B OC ABpopa npu pas3dbaokuposke MY moryT ObiTb
MCNONb30BaHbl caeaytoLlmMe cnocobbl, obecneymBatolme NOANMHHBINA AOCTYN K XPaHUMbIM
Ha MY No/1b30BaTENbCKUM AAHHbIM:

— naponb (nn. 4.2.2.1);

— CMmapT-KkapTa (nn. 4.2.2.2);

— CyanC (nn. 4.2.2.3);

— OTneYyaToK najbla.

MPUMEYAHME. MoapobHoe onuncaHne aobaBneHMA oTneyaTka nanabla NpmMBeaeHo
B JOKYMeHTe «PyKOBOACTBO MO/1b30BaATENAY.

[na Bbibopa meToda ayTeHTUPUKAuMM HeobXOoAMMO BbIMONHWUTL Caeaytoulme
NencTens:

— KOCHYTbCSl O4HOW 13 CO34aHHbIX Ha MY y4yeTHbIx 3anuncen (cm. PUCyHOK 5);

— B KOHTEKCTHOM MEHI0 KOCHYTbCA MNyHKTa «HacTpolkm 6He30nacHOCTM»
(cm. PucyHOK 8, cm. PucyHOK 9), B pe3ynbTaTe Yyero otobpasnTtca cTpaHmua «[ms yyeTHoM
3anuncu]» (PucyHok 104, PucyHok 105);
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| MonbsoBatens 1 Bnagenew yctpoicTsa
Cnyx6a ayTeHTUdUKaLn @ Cnyx6a ayTeHTUdUKaLmm @
Bbibop MeTof0B ayTeHTUOUKALUM Bbibop MeTof0B ayTeHTUPUKALUM
OrpaHuyeHune Bxoaa B CUCTEMY @ OpHopa30Bbli Naposb @
YCTaHOBUTb CPOK AeUCTBUS YYETHOM 3anucu, HacTpoitkv ogHopa3oBoro napons
orpaHu4yeHue exoga no gH Hegenu n
BPEeMeHU CYTOK.
OpHopasoBbIi Naponb @
HacTpoiikv ogHopa3oBoro napons
PucyHok 104 PucyHok 105

— KOCHYTbCH NyHKTa «Cny»ba ayTeHTUPUMKALLUM» (cm. PucyHok 104,
cM. PucyHok 105);
— Ha OTKPbIBWENCA CTpaHWULEe HeobXoAMMO BbIMOAHWTb OAHO W3 CAeAYHLLMX
NencTBuin:
® aKTMBMPOBATb MNepekatoYaTenb «EAMHBLIM CNMCOK GaKTOPOB» M BbIOPaThb
eauHbIA MeToAd ayTeEHTUPUKALMKN, KOCHYBLUMCb COOTBETCTBYIOLLErO NepekatovaTend, Ana
BbINMO/IHEHMA BCEX AeNCTBUI B cucTeme (PucyHok 106);
® [1€aKTMBMPOBATb NepekntodaTens «EAMHbIA cnUCcoK GakTopoB» M BbIOPATb
MeToAbl ayTEHTMOUKALMKM, KOCHYBLUMCb COOTBETCBYIOWIMX MNepeKkatovaTenen, npu
BKAtOYEHUM MY M NOATBEPXKAEHMA HACTPOEK, a TaKkKe npu pasbnokumposke MY
(PucyHok 107);
— KOCHYTbCSl KHOMKM « COXPaHUTb» ANA COXPAaHEHWA N3MEHEHUN;
— noATBepAMTb AENCTBME BBOAOM TEKYLLEro naponsa (cm. PUCYHOK 4).
BHAMAHUE! [na wcnonb3oBaHMAa MeToda ayTeHTUdMKaumm «CmapT-KapTa»
HeobxoAMMO NPeaBapUTEIbHO HAaCTPOUTb CMapPT-KapTy (nn. 4.2.2.2.3).
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| HacTpoiku cnyx6bl ayTeHTUGMKaL, HacTpoliku cnyx6bl ayTeHTUdUKAL,
EpuHbI cnucok ¢pakTopoB #  EpuHbIA cnucok ¢pakTopoB
Bce peiicTeus 6yayT UCNonb3oBaTh OAHU U Bce pgeiicTeusa 6yayT UCNONb3OBaTh OAHU U
Te Xe MeToabl ByTeHTM¢MKauMM Te Xe MeToabl ayTeHTMd)MKaLI,MM
Bbibepute MeTogbl ayTeHTUdMKaLMK BbibepuTe MeToabl ayTeHTUDMKaLUK
Maponb
Maponb
CoxpaHuTb
Maponb

OTneyvaTok nanbua

CmapT-kapTa

CoxpaHuTb

PucyHok 106 PucyHok 107

4.2.2.1. AyTeEHTUPMKALMA C NOMOLLbIO NAPONS

BHUMAHMWE! Mpu npesbilleHMN KOAMYECTBA MOMbITOK BBOAA HEBEPHOro Maponsd
MY  aBTOomaTuyeckn  bOyaeT  3absokmpoBaHO. BpemAa  OAOKMPOBKM  ABAAETCA
PUKCUMPOBAHHbLIM M cocTaBnaeT 15 muHyT. MNepesarpy3ska MY A0 MCTeYeHMA YKa3aHHOTO
BpemeHu npmeeaeT K MOBTOPHOMY 3aMnycky otcyeTa 15 MUHYT.
Mpu nepBom BKAOYEHUM MY HeobXxoAMMO BBECTU
Napo/b, KOTOPbIM ByAeT 3anpallimMBaTLCA U MCNONb30BATHCA
ONA:

*% — WndpOoBaHUA [aHHbIX no/ib3oBaTenA
LUM(prBaHMe,D,aHHle (PMCYHOK 108)’
RICERSRTRI I o — pa3bnokmposkn MY (PucyHok 109, PucyHok 110).

NMPUMEYAHMUE. LLindposaHme pa3aena c AOMALLIHUMM
nankamu nonb3osatener (n.4.2.3) npoucxoamt B
cneayoumx cayvanx:

— NpWY NepBom BKAOYeHNUN MY,

— nocne cbpoca Hactpoek MY 40 3aBOACKOro
cocTosiHusA (noapasaen 2.2).

PucyHok 108
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BBeguTe HOBbIV Naposib

[nvHa napons gonxHa 6biTb 5-12 cumMBONOB.

1 2 3
4 5 6
7 8 9
Aa 0

OTMeHUTb

PucyHok 109

4.2.2.1.1.
NMPUMEYAHUA:

MoBTOPUTE Naposb

Bnapenew ycTpoiicTea

1 2 3
4 5 6
7 8 9
Aa 0

OTMeHUTb

PucyHok 110

Hactporika 6n1okmnposkn MY

v 3MeHeHMA HacTPoeK B NyHKTE MeHI0 «BbI0KMPOBKa YCTPOMCTBA» NMPUMEHAIOTCA
KO BCEM YYeTHbIM 3anmcam posiei, co3gaHHbIM Ha MY,
v’ Cnyyau, mpu KOTOPbIX MOXET BbIThb 3aMpPOLLEH Naposb, OnuncaHbl 8 n. 4.2.1.

BnokupoBka ycTpoiicTBa

ABTOMaTM4Yeckas 6n1oKMpoOBKa
Mpwu BbIKNKOYEHUW 3KpaHa

%  OvobpaxaTb yBeAOM/IEHUs, KOraa
YCTPOWCTBO 3a6/10KUPOBaHO

Maponb

M3MeHWTb Naponb

HacTpoiiku oTneyaTkos @

3nech MOXHO BbIMONHUTL HACTPOWKY
0TNe4YaTKoB nanbues

HacTpoiikn cMapT-KapTbl @

3p0ech MOXHO BbINMOMHUTL HACTPOWKY CMapT-
KapTbl

PucyHok 111

Ona HacTponkm OHAoKMpoBKM MY  Heobxoammo
BbIMO/IHUTb CAeaylolme AeNCTBUSA:

— OTKPbITb MEHI0 CUCTEMHbIX HACTPOEK KaCaHWem
3Ha4Ka @ Ha DKpaHe NpUNoXKeHn (cm. PucyHok 1);

— KOCHYTbCA MyHKTa MEHHO «bnoKknpoBKa
&)
ycTponuctea» [ B noapasaene «besonacHocTb» B

pe3ynbTaTe Yero oTobpasnTCca OAHOMMEHHAs CTPaHMLaA C
HacTpolkamum 6aoknposkn MY (PucyHok 111);

— KOCHYTbCA Nnona «ABTomaTn4yeckana 610KMPOBKa»
M Ha OTKPbIBLWEWNCA CTpaHWue BbibpaTb Bpema A0
aBTOMaTMYyeckon  BIOKMPOBKM MY  (PucyHok 112,
PucyHok 113), KOCHYBLIMCb COOTBETCTBYIOLWMX MNONEN U

NoATBEPAMB  [AEWCTBME BBOAOM TEKYLWLero napons
(cm. PucyHok 4);
— KOCHYTbCH nepekatovaTens «OTODpaNkaThb

yBEAOM/IEHMA, KOr4a YCTPOWCTBO 3ab/IOKMPOBAHOY» A/
oTobpaxkeHns yBeJoOMNEHNIM Ha DKpaHe BAOKMPOBKMY.

75



1 OTOKPI:ITASI
PyKoBOACTBO aAMMHUCTPATOPA l F."nﬂ'&?é’ﬁ'ﬁi

BHUMAHWE! BapwuaHTbl 3HayeHMin B none «ABToMatTMyeckaa ©OIOKMPOBKa»
OT/IMYatoTCA B 3aBMCMMOCTH OT Bepchm OC ABpopa (PucyHok 112, PucyHok 113).

NMPUMEYAHUE. SKkpaH MY noracHeT B C/Ay4ae eCcau YCTaHOBAEHHOE BpemA
aBTOMaTM4yeckon 610KMPOBKM OyaeT npeBbillaTb BPeMs CAALLEro pexunma, Ho MY npwu
3TOM He byaeT 3abnoknposaHo. [ns ganbHenwen paboTbl HEOOXOAMMO BKAOYUTL IKPAH
MY 1 npoao KuTb paboTy He3 BBOAa Napons.

| AsTOMaTn4eckas 6710KkMpoBKa | ABTOMaTH4eckas 6/10KMpOBKa
HeaktusHa Mpwu BbIKSIIOYEHUM IKpaHa
[Mpw BbIKNIOYEHUMU 3KPaHa 15 cekyHp,
15 cekyHa 30 cekyHp,
30 cekyHA, 1 MUHyTa
1MuHyTa 2 MUHYTbI
2 MUHYTBI 5 MUHYT
5 MUHYT 10 MuHyT
10 MUHYT
PucyHok 112 PucyHok 113

4.2.2.1.2. 3agaHve 0AHOPA30BOro NaposA

MPUMEYAHMUE. MoapobHoe onucaHmne 0 BXOAE B YYETHYIO 3aMMCb NONb30BATENS C
MOMOLLbIO OLHOPA30BOro Napond NpUBeLEeHO B LOKYMeEHTe « PyKOBOACTBO MONb30BaTENAY.

O4HOPa30BbIN Napoab TpebyeTca ANA BbIMONHEHUS BXO4A B CUCTEMY MPW MNEPBOM
BK/tOYEeHMN MY nog HOBOWM y4eTHOM 3anmChbio.

76



PyKOBOACTBO aAMUHNCTPATOPA

— ~] OTKPbITASl
MOBUWJIbHASA
l NNAT®OPMA

| OpHopa3oBbIv Naposb

eccee
Maponb

J[nuHa napons gonxHa 6biTb 5-12 cumBonos.

CreHepupoBaTb

YcTaHoBUTBL

©

PucyHok 114

3a4aTb  O4HOPA30BbIN
cnocobamu:

1) MepBblt cnocob: Npu Cco34aHUM YYETHOM 3anucu
NONb30BaTENA KOCHYTbCA KHOMKW «CreHepmpoBaTb» ANA
reHepaumm naponda AmMbo YCTaHOBUTb Kypcop B none
«OaHOpPa30BbIN NapoNb» U 3adaTb NAPOAb (CM. PucyHoK 3);

2) Btopoi cnocob:

Mnaposib  BO3MOXHO ABYMA

—Ha  cTpaHuue  «[Mms  y4yeTHOM  3anucu]»
(cm.  PucyHok 104, cm. PucyHok 105) Heobxoammo
KOCHYTbCA NyHKTa « O4HOPAa30BbIM NapPOby;

— Ha OTKPbIBLUEMCA CTPaHMLE KOCHYTbCA KHOMKM

«CreHepupoBaTb» (PucyHok 114) ana reHepauum napons
NMBO yCTaHOBUTL Kypcop B none «O4HOPa30BbIM Napoaby U
334aTb NapO/ib;

— KOCHYTbCA 3HauKa & ana oTobpasKeHWA Napons;

— KOCHYTbCA KHOMKM «YCcTaHOBUTLY (PucyHOK 114) 1
noATBEPAMTb  OEeNCTBME  BBOAOM  TeKylWero naponA
(cm. PucyHok 4).

4.2.2.1.3. HacTpoMKa NapoabHOM NOAUTUKN

| O61Me HacTPOMUKH

HacTtpoiiku napons

HacTpoiiku nonMTuku naponei

PucyHok 115

MPUMEYAHUE. WM3meHeHMs HACTpPOeK napo/ibHOW
NOANTUKM BYayT NPUMEHEHbI KO BCEM YYETHbIM 3aMUCAM,
CO34aHHbIM Ha MY.

[Ona nepexofa K HAacTPOMKam MapoabHOM MOJIUTUKM
HeobXoAMMO BbIMONHUTL CAeaytoLlne AenCcTBUA:

— OTKPbITb MEHK CMCTEMHbIX HACTPOEK KacaHWem

3HayKa @ Ha DKpaHe nNpuaoKeHni (cm. PucyHok 1);
o]

— KOCHYTbCA MYHKTa MeHto «[lonb3oBaTenn» &
noapasgene «Cuctema», B pesynbTaTe 4ero otobpasmnTcs
OJHOMMEHHas CTpaHWua C NpeacTaBieHHbIM CMUCKOM
nonb3oBaTenen, co3gaHHbix Ha MY (cm. PucyHOK 5);

— KOCHYTbCA nonn «Obwwme HACTPOMKN»
(cm. PucyHOK 5), B pe3ynbtate 4yero 0TobpasmuTcs
OZlHOMMeHHas cTpaHuua (PucyHok 115).
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[na  HaCTPOMKM MNapOSbHOM  MNONUTUKM  HEOoDXOAMMO  KOCHYTbCA  MYHKTa
«HacTtpolkn napona» (cm. PucyHOK 115) M Ha OTKpbIBLIENCA CTpaHMUe 3adaTb
HeobxoAMMble NapamMeTpbl 414 NaPONs:

— O/INH3;

— CJIOXHOCTb;

— KOJIMYECTBO MOMbITOK BBOAA;

— OTAMYMe OT NpeablayLinx Naponem;

— CPOK AencTBus;
yBeoOMAeHME 00 NCTEYEHNM CPOKA AEMCTBUA.

[na  HacTpOWKM  ANMHBLI  Napond  HeobxoaAMmo

YCTAaHOBUTb KOIMYECTBO CMMBOJIOB, MepemMeLlasa caanaep
e o N «MuHUManbHaa aavHa naponsa» (PucyHok 117) snpaso
ONA  YyBE/IMYEHMA KOAMYECTBa BXOAAWMX B MNapo/ib
CMMBOMIOB MO0 BNEBO [A1A YMEHbLUEHMA KOIMYEeCTBa
CMMBO/IOB, M MOATBEPAUTb AENCTBME BBOAOM TEKYLLErO
napons (cm. PucyHok 4).

MPUMEYAHUE. [NpeoycmoTpeHa BO3MOXHOCTb
YCTaHOBUTb AJIMHY Naponda oT 5 40 12 cMMBO/IOB.
BHUMAHUE! 3HayeHne MUHMMANbHOM  ANWHBbI
He ofpatiieto napona oTAn4yaeTca B 3aBMCUMOCTH oT Bepcumn OC Aspopa
(cm. PucyHok 116, PucyHok 117).

HacTpoitku napons

5 cumBonoB

MuHuManbHas ANvHa napons
CnoxHocTb napons
MpocTas (Tonbko undpsbl)

#  CnoxHas

KonuuecTtBo nonbiTok
Bes npoBepku
HepocTtynHocTb NoBTOpa Npef. naponei

WUcTtekaet yepe3 He orpaHuyeH
YkaxuTe, korfa UctekaeT CpoK AeicTBusA napons

3a 5 gHen

YsepomnaTb 06 UCTeYeHUM napons

PucyHok 116
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[na 3agaHuA CAOMKHOCTM Napons HeobxoAMmo B
noapasaene «CA0KHOCTb MApPOaA» aKTUBMPOBATb OAMH U3

| HacTpoiikv napons

Gyner nprenera Xo soem o cnesylolymx nepekntodateneit (PucyHok 117):
— «MpocTaa (Tonbko umdpsl)», raoe naponb byaet
R ——— COCTOATb TO/IbKO M3 UMP;
Sl Lol L — «CnokHaa», roe Naposb A0/KEH COAepKaTb Kak
MUHUMYM  Unbpy, OYyKBy, 3arnaBHyto  OyKBy U
MpocTas (Tonbko LMPpHi) crneumanbHbIA CUMBOJ.

MNMPUMEYAHUE. B cnyyae Bbibopa  3Ha4eHMA
«CnoxHas» HeobxoaMMo NOATBEPAUTL AENCTBME BBOAOM
TekyLwero napons (cm. PucyHok 4).

[lnAa yCTaHOBKM KO/AMYECTBa MOMbITOK BBOAA Mapons
HeobxoaAMMO B noapasaene «[1lononHUTENbHbIE
HaCTPOMKM»  nepemecTuTb  cnahngep  «Koam4yectso

# CnoxHas

10
KonnuecTso nonbiTok
1

HepocTynHocTb noBTOpa Npef. naponeu

ierarser s 180 fiiei MOMbITOK» BMPaBO ANA YBEAMYEHMA KOAMYECTBA MOMbITOK
YkaXuTe, KOrAa HCTeKaeT CpoK AeHCTBUS Napons J'Il/I6O BJIEBO ANA YMEHbLIEHUS.
Samged BHUMAHUE! MwuHumanbHoe © MaKCMManbHoe
FBRRCMIBYR SRRt AR 3HayeHue cnamaepa «KonmyecTtBO MOMbITOK» 3aBUCUT OT
PucyHok 117 Bepcun OC Aspopa (PucyHok 117, PucyHok 118).

[na  yCTaHOBKM KOAMYECTBa Npeaplaylimx MNaponer, OT KOTOPbIX AO/IKEH
OT/IMYATbCA HOBbIA NapOab, HEOBXO0AMMO B noapasaene «[JonoNHUTENbHbIE HACTPOMKMY»
nepemecTnTb cnamaep «HegocTymHOCTb MNOBTOpa Mpead. MnaposieM» BNpaBo  AAA
yBEAMYEHNA KONMYECTBA Napoaein NMbo BNeBo AN1A yMeHblleHns (cM. PucyHok 117).

[ns 3apaHMA CcpoKka AEeMUCTBMA MaponAa HeobXxoAMMO BbIMOAHUTL Caeaytoline
NencTBns:

— B noapasaene «JlonoNHUTENbHbIE HACTPOWMKM» KOCHYTbCA nons «WcTekaet
yepes» (PucyHok 118);

— Ha OTKpPbIBLLENCA CTPaHMLE BblOpaTb 04HO 13 3Ha4eHu (PucyHok 119);

— nNoATBepAMTb ALNCTBME BBOAOM TEKYLWEro napoaa (Cm. PUCYHOK 4).

BHUMAHUE! Mo TtpeboBaHuam 6e3zonacHoctn MC, B KOTOpbIX MiaHMpyeTca
Mcnonb3oBaHe MY, CpoK AencTBus napona AomkeH 6biTb yCTaHOBAEH B 3HaveHMe «180
oHen».
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| HacTpoiiku napons

HacTpoiite nonutuky naponeu, kotopas
6yneT NpUMeHeHa Ko BCeM Monb3osaTensm

7 cumBoONoOB

MwuHuManbHas anvHa napons

CnoxHocTb napons

MpocTas (Tonbko umMdpsl)

# CnoxHas
,[lOH(UIHA Te/bHble HaCT DUM}(W

HepocTynHocTb nosTopa npep. naponei

WUctekaet yepes 180 aHeit
YkaxuTe, Koraa ucTekaet CpoK AeiCTBus napons

3a 5 gHeit

Ysepomnatb 06 ucTedeHuu napons

PucyHok 118

HacTtpoiiku napons

HacTpoiite nonuTuky naponei, kotopas
6yneT npMMeHeHa Ko BCeM Mosib3oBaTeNnsam

5 cumBonos

MwuHuManbHas gnvHa napons

CnoxHocTtb napons

MpocTas (Tonbko undpsl)

#  CnoxHas

,’:'LOH()A'IHM'I'CHW(b\(.‘ r{(lCT{JO!3KV\
He orpaHuyeHo
Ko nwecmo nc nb ITOK .................
Bes npoBepku
FWPErmHocTs riosTops Mpe, Nspanel
WUcTtekaet yepe3 He orpannyeH
YKa)KMTe, Korga uctekaeTt Cpok IZLEVICTBMR napons

3a 10 gHeint

YBepomnaTb 06 UCTEYEHUM Napons

PucyHok 120

McTekaeT yepes

He orpaHuyeH
30 gHen

60 gHen

90 gHen

120 gHeint

150 gHen

180 aHen

PucyHok 119

[ns 3a4aHmA BpeMeHW yBeaOMAEHMA 06 ncTeyeHumn
CPOKa AencTBMA MNaponda  HeobxoAMMO  BbIMOMHUTL
cnepyrouime oencTBumA:

— B noapa3saene «[JoONONHUTENbHblE HACTPONKM»
nepemectTuTb cnangep «YBeaoOMNATb 00 UCTEYEHUN
napons» (PucyHok 120) BnpaBo ANA  YBEUYEHUS
KonnyectBa AHen Ambo BNEBO A8 YMEHbLUEHMA
KONmM4yecTBa JAHeN, 3a KOTOpOe Mo/b30BaTesib HayHeT
nosy4aTb yBegomMaeHns o6 MUCTeYeHUM CpoKa AencTema
napons;

— noATBepAMTb  AENCTBME  BBOAOM  TeKyLLEro
napons (cm. PucyHok 4).
MPUMEYAHMUE. [NpenycmoTpeHa BO3MOXHOCTb

YCTaHOBWUTb 3Ha4yeHme oT O (Hukoraa) go 10 aHen.
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4.2.2.2. AyTEHTUPMKALMA C MOMOLLbIO CMAPT-KapTbl

B OC ABpopa Ana ayTeHTUPUKaALUMKM MOryT OblTb MCMONb30BaAHbI CMapT-KapTbl
cnenyrouwmx tmnos: USB n NFC, a umeHHoO:

— «PytokeH» Bepcum 4 (3UM PKI) — nporpammHO-anmnapaTHbIn KOMMAEKC
ayTEHTUPUKAUMM U XpaHeHUAa nHdopmaummn (ceptndmnkat PCTIK Poccum Ne3753);

— JaCarta — cpeacTBO ayTeHTUPMKALMM M HE30MACHOTrO XpaHEHUA MHPOPMaLLMK
nonb3osaTenen (ceptndunkat PCTIK Poccunm Ne3449),

BHUMAHWE! WNcnonb3osaHme ana ayteHTudukaumm B OC ABpopa CMapT-KapT,
OT/IMYHbIX OT YKa3aHHbIX, He NpeaycmaTpmsaeTca!

4.2.2.2.1. Obwme npaBmaa HACTPOMKN N MCNOb30BAHNA CMAPT-KapT

HeobxoanMmo  yumTbiBaTb C/AeadylollMe OCHOBHbIE MpaBMaa  HACTPOMKKM U
MCNONb30BaAHMA CMaPT-KapT:

— 3KCNAyaTauMlo CMapT-KapTbl caedyeT OCYyWecTBAATb COracHO TpeboBaHMAM,
YKa3aHHbIM B COOTBETCTBYHOLLEN AOKYMEHTALMM Ha HEE;

— ana obecneyeHna noakatodeHMa K MY M nocneayollen HacTPOMKM CMapT-
KapTbl TpebyeTcA MCnoab30BaTh cneunannsmpoBaHHblin USB OTG-nepexoaHMK, KOTOPbIN
He BXOAMT B KOMMJIEKT NOCTaBKkn MY;

— NONUTMKA  He30MaCHOCTM  MOMKeT  3anpewatb MNPUMEHEeHWe  BHELLHMUX
USB-ycTpoicTs, Ans 3TOro HeobxoAMMO AOMONHUTENIbHO MNPOBEPUTb YCTAHOBMEHHOE
orpaHuyeHune aerncraytollen 8 OC ABpopa nonntukm besonacHoctu (n. 4.3.2);

— npu paboTe co cmapT-KapTon noTpedyeTca AONOAHUTENbHLIM Mapoab ANA
[OCTyna B 3alMuUleHHyt0 061acTb NaMATM CMapT-KapTbl, B KOTOPYH MNPOM3BOAMTCA
Ha3Ha4YeHMe N CoxpaHeHne ayTEHTUOUKAUMOHHOM MHOOPMaLMM NONb30BaTENS;

— ayTeHTMOMKALUMA C MOMOLLbIO CMapT-KapTbl AOCTyNMHa ANA BCEX Y4YeTHbIX
3anucen ponen (cm. n. 1.2.1), cosgaHHbIX Ha MY.

MPUMEYAHUE. AyTeHTUPMKALMA C MOMOLLBID CMAPT-KapTbl BbIMOAHAETCA TO/NBbKO
NpY NEPBOM BKAHOYEHMMN YHETHOWN 3aMUCHK.

4.2.2.2.2. [llpeasaputesibHaa NOArOTOBKA CMapT-KapThbl

Ona paboTbl CO CMapPT-KAapTOM HEoObXOAMMO BbIMONHUTL NpPeaBapUTENbHYHO
HAaCTPOMKY, KOTOpPas MOMET ObiTb BbINOJHEHA C WMCNONAb30BAHMEM 3N1EKTPOHHO-
BbIYMC/IUTENBHOM MalMHbI (IBM) ¢ OC Linux, Ha KOTOpPOWN NpeaBapuUTENbHO A0MKEH OblThb
YCTQHOB/IEH MaKeT opensc.

MPUMEYAHME. CmapT-KapTbl A0KHbI UMeTb GOPMaT PKCS#15.

B cnyyae ecnn cmapT-KapTa MMeeT Apyron ¢opmaT, ANA ee NepenHMLMaNn3aLmm B
dopmaTt PKCS#15 Ha IBM HeobxoaMMO BbINONHUTL CAeaytoLinMe KOMaHAbI:

pkcsl5-init --erase-card -p rutoken ecp

pkcslb5-init --create-pkcsl5 --so-pin "87654321" --so-puk ""

pkcsl5-init --store-pin --label "User PIN" -—-auth-id 02 --pin
"12345678" --puk "" --so-pin "87654321" --finalize
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BHUMAHWE! Mocne nepenHnumanmlaumm CMapT-KapTbl BCE AaHHble C Hee byayT
yaaneHsbl.

4.2.2.2.3. HacTpoMKa cMapT-KapTbl

MPUMEYAHUE. MoapobHoe onucaHne HACTPOMKM CMapT-KapTbl NPMBEAEHO B
AOKyMeHTe «PyKOBOZCTBO MO/b30BaTENAY.

4.2.2.3. AyteHTndmKauma c nomoubto CYJNC

AyTeHTudmKaums ¢ nomoubto CYANC:

— npegHasHaveHa ana NAEHTUPUKALNM n
ayTeHTMdUKaummn nonblosatenen NCOA MB/ Poccuu;

45,. — [JOCTYyNHa Ha MY TOAbKO Npu  HaAMyum
~ MBflPoccun yCTaHoBMeHHOro KaneHta CYAWNC m gocTtyna K cepsepy
- CYOMNC yepes ceTb MHTepHeT.

B cyanc no/sb3oBaTe b MOXeT npPOMNTK
ayTEHTUDMKALMIO C NOMOLLbIO NPeaoCTaBNEHNA OAHOM 13
cneayrowen KomoMHauMmM AaHHbIX:

— JIOTUH M Napob;

— cepTudmkat mn PIN-kop (PucyHok 121).

S repo Co3aaHMe NoMb30BaTENbCKMX ayTEHTUDMKALMOHHbIX
AaHHbIX BblnonHAeTca B cucteme NCOL MBL Poccum u
CUHXPOHU3MpPYeTCA C KaneHtom CYNC Ha MY.

Bxog Mo aneKTPoHHOM NoAnmey

BeeauTe nuH-Kkoa

Het pocTynHpix cepripukaron

SKCTPEHHbIV Bbi30B

PucyHok 121
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4.2.2.4. HacTpomMKa orpaHn4yeHni BXxoaa B CUCTEMY

[lnA HaCTPOMKM OrpaHMYEHUn BXOJa B CUCTEMY ANA
y4YeTHOW 3anmncK nosib3oBaTens HeobXoAMMO BbIMOMHUTb

OrpaHuyeHue Bxogda B CUCTEMY

HacTpoiiku 6e3onacHoCTH nonb3oBaTens u y/ .
orpaHu4yeHus Bxoga B CUCTEMY Cj-l eﬂ‘yl-o LLLM e Ae M CTB Mﬂ .
[eiicTBre y4ETHOI 3anUCyK Nonb3osaTens — KOC HyT bCHa I'Iy HKTAa « O Fp aHn4yeHmne BXO'LI‘a B
22 qHBaps 2026
BbiGepute E\a'ry, riocne KOTOpOW Nonb3oBaTesnb He C l/] CTe My » (CM . P l/| CyH O K 104), B pe3yﬂ bTaTe ‘-I e FO
CMOXET BOUTU B CUCTEMY

0TOOpPa3nTCcA OAHOMMEHHas cTpaHuua (PucyHok 122);
[Hu Bxoaa B cuctemy o o
MH, BT, Cp, 4T, T, 6, BC — KOCHYTbCA NOAA <<L|,el/ICTBl/Ie Y4ETHOWM 3aMnCu
Bbi6epuTe AHU HefleNu, B Te4EHNEe KOTOPbIX o
Flols30BaTeNb CMOXET BOWTH B CHCTeMY nonb3oBaTe/Ia» N Ha OTKPbIBWEWCA CTPpaHWMUE Bbl6paTb
Bpewmsi BX0fa B cHCTeMy naty (cm. PucyHok 20), nocne KOTOpOM NoAb30OBaTeslb He

BbIGEpMTe Bpems BxoAa nonb3osatens B CUCTEeMy

CMOXET BOWTM B YYETHYH 3aMmChb;

— KOCHYyTbCA nonda «[IHW BXoA4a B CUCTEMY» W Ha
#  3abnokuposars nonbsosatens OTKPbIBLLENCA CTPpaHMLEe BbIOpPaTb AHM HeAeNn, B TeYeHNE
KOTOPbIX NO/Ib30BaTeNlb CMOXET BOWTM B CUCTEMY
(PucyHok 123);

— [eaKTMBMPOBATb Nepekatyatens «Becb AeHb», B
pe3ynbTate 4yero otobpassaTca nonA BBOAA AMANa3oHa
BPEMEHM, B TEYEHMEe KOTOPOro Mo/b30BaTe/lb CMOMET
BOMTM B cuctemy (PucyHok 124).

Becb geHb

PucyHok 122

NMPUMEYAHUE. Ona akTmBaumm nepeknrodaTena AOCTaTOYHO KOCHYTbCA MOAA, B
KOTOPOM OH PacCno/IOXKeH: NepekatovaTelb HauyHeT CBETUTbCA ApYe, YeM B COCTOAHUK MO
YMONYaHUIO (HEaKTUBHOM);

— KOCHYTbCSi COOTBETCTBYHOLIMX MNOMEN ANA YCTAHOBKWM WHTEpPBana BPEMEHM
(cm. PrucyHoK 21), B Te4YEHME KOTOPOro NOb30BaTEb CMOXKET BOMTU B CUCTEMY.

[ns  ONOKMPOBKM MNONb30BATENA HEOOXOAMMO KOCHYTbCA nepekatoyaTena
«3abn0KMpPoBaTb NONL30BATENAY» WU MOATBEPAUTL AEMCTBME BBOAOM TEKYLLEro Mapons
(cm. PucyHoK 4).

83



"] OTKPbITASl
MOBWUNbHASA
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I OTMEeHUTb HOATBSPAMTI: | OrpaqueHMe BXOOa B CUCTEMY
HacTtpoiiku 6e3onacHocTH nonb3oeatens 1
Bbl6paTb AHM onna B orpaHu4yeHus Bxona B CUCTEMY
cucTemy [eWcTBre y4ETHOM 3anNUCK NONIb3OBATENS

22 aHBaps 2026

MNMoHeaenbHUK Bbi6epuTe aaty, nocne KOTOPOM Nosib3oBaTenb He
CMOXET BOITU B cucrtemy

BTopHAK [Hu Bxoaa B cuctemy
MH, BT, Cp, 4T, NT, c6, BC

Cpe.ua BbibepuTe AHU Hepenu, B TeHeHne KOTOpbIX
Monb30BaTe/lb CMOXET BOMTH B cucremy

YeTBepr
Bpems Bxofa B cuctemy
BbiGepuTe BpeMsi BXxoaa Nosb3oBaTens B CUCTEMY

MatHuua
# Becb peHb

Cy660Ta C 10:00 Oo 22:00

BockpeceHbe
#  3abnokupoBaTb Nonb3oBaTens

PucyHok 123 PucyHok 124

4.2.3. lndposaHme pasaena ¢ AOMaAWHUMK Nankamm

LLinppoBaHne pasgena ¢ AOMALIHUMKW Nankamu — 3TO Npoleaypa, Npu KOTOpoW
BBEAEHHbI MNaposb CpaBHMBAETCA C naponbHon ¢pa3on cnota LUKS-pasgena,
COOTBETCTBYHOLLENO MAEHTUDUKATOPY NONb30BATENA.

B OC ABpopa pa3aen ¢ AOMaLIHUMKM NankaMu WndpyeTca C MOMOLLbIO aAropuUTMa
aes-xts-plain64 512-6UTHbIM MacTeEpP-KAOYOM, ANA XPAaHEHMA KOTOPOro MCNo/ab3yeTca
LUKS-3aronoBoK, coCToALWMI N3 caeayoumx 8 C10TOB:

— OAMH CNOT MCNONb3YETCA YH4ETHOM 3aMMCb0 aAMMHNCTPATOPA;

— LWeCTb CNOTOB AOCTYMHbI CO3aBaeMbIM YHYETHbIM 3aNMCAM NOb30BaTENS;

— OAMH CNOT pe3epBupyeTca 418 CMeHbl Maponen.

NaoeHTMOUKATOP  y4eTHOM  3alMMcK  MNo/b30BaTena  onpeaenseTr  Homep
MCMNONb3YEMOro CNOTa, MNPXM 3TOM B KaXAOM M3 C/AOTOB XPaHUTCA MaCTep-K/touY,
WMPPOBAHHbIM NaposeM COOTBETCTBYHOLLEN YYETHOM 3amnMcKh NoJib30BaTeNA C MOMOLLbIO
anroputma PBKDF. KOAM4yecTBO MTepauui anroputma noadupaetca TakMm 0Opasom,
4TOObI NPOBEPKA OAHON KOMOUHALUMM BbINOAHANACE NPUDBANIUTENBHO OAHY CEKYHAY.
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PYKOBOACTBO afMMHUCTPATOpPa l A
BbinonHeHue cneaytowmx AencTsmin TpebyeT BBOAA
L oBaHue
| wgposany KOppeKTHoro napona w3 cnota  LUKS-3aronoska,
B M NONb30BaATEIbCKI HHbI: Y/ Y,
Bl ST S COOTBETCTBYHOLLErO NAEHTUOUKATOPY BbIOPAHHOM YYETHOM
aBTOPM30BaHHbIE NOSIb30BaTE I MOTYT 3a |—| l/] CM |—| Oj-l b3o BaTenﬂ .
nony4YuTb K HUM OCTYM. l'lpenoc*raBneHwe
e i G — pa3b/oKMpPOBKa AOMAlLUHEN MNanKM npu 3arpyske
Monb3oBaTtenbckue aaHHbie My,
gt — pa3bnokumposka Ul Lipstick.
Tun yeTy a LUKS
" 2 Ona otobpaxeHna cTpaHuubl  «lndpoBaHme»
Easuep 36,210 (PucyHok 125) HeobxoAMMO BbINOAHWUTL  caeaytolime

AencTeua:
— OTKPbITb MEHK CUCTEMHbIX HACTPOEK KacaHWem

3Ha4yKa @ Ha DKpaHe NPUAoKEHNM (cM. PUcyHOK 1);

— KOCHYTbCA MyHKTa MeH «lUnppoBaHume» B
noapasaene «besonacHoCTb».

PucyHok 125

4.3. YnpaBaeHue A0CTyrnom

B OC ABpopa peasin30BaHbl Caedyowme MexaH3Mbl YIpaBaAeHUA AOCTYMOM:

— AMCKPeUMOoHHOe pasrpaHmyeHne npas pgoctyna (DAC), ocHoBaHHOe Ha
cneayowmx cywHoctax (n. 4.3.1):

e OuTax paspeleHmni;

e cnuckax KoHTpona aoctyna (POSIX ACL) 1 paclumpeHHbIx aTprbyTax cTaHaapTa
POSIX le;

® BO3MOXHOCTAX U/UAN NepeyHAX BO3MOXKHOCTEN — capabilities;

— poneBoe pasrpaHuvyeHne A0CTyna, npeaycMmaTtpuBatollee akTMBaLMIO NMOJUTUK
6e30nacHOCTK, KOTOpble MNpedHasHayeHbl Aaa ynpasaeHua oyHKumamm OC ABpopa
(n.4.3.2).

MPUMEYAHUE. VYnpasneHne nonutMkamum 6€30NaCHOCTM  AOCTYMHO TO/bKO
aAMUHMCTPATOoPY.

4.3.1. InckpeumoHHasa moae b ynpasaeHna 4OCTYNOM
4.3.1.1. Obuwaa nHdopmauma

Mpu pasrpaHuyeHmMn goctyna K obbektam OC OC ABpopa peanusyer
NNCKPELMOHHYIO MOZeNb pasrpaHMyeHns paoctyna. [aHHaa moaenb npeanonaraet
yrnpasfieHmMe A0CTyNomM cyObeKTOB K 0ObeKTam Ha OCHOBE MaTpuLbl AocTyna. Kaxkapii
0b6bekT OC (daln, Katanor) MMeeT NPMBSA3AHHOIO K Hemy cybbekTa (nosb3osaTtena OC),
Ha3blBaeMoro Bnagenbuem. VMimeHHo Bnageney, (AMbo agMMHUCTPATOP) yCTaHaBAMBaEeT
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npaBa AocTyna K obbekTy. [paBa AocTyna onpeaenAatT Habop AeNCTBUM, KOTOpble
CyOBbEKT MOXKET COBEPLLATb C OOBEKTOM.

NMPUMEYAHUE. TMoacuctema pasrpaHUYeHWa AO0CTyna [AencTByeT TOAbKO AAA
$anNoB M KaTa/IoroB, XPaHALWMXCA HAa BHYyTPEHHEM HaKoNuTene yCTPOMCTBa.

B OC npaBa A40CTyna pa3aendaArtoTca Ha:

— npaBa BMadenbla 0bbekTa;

— MpaBa rpynnbl, BAaaetolen 00 bekTom;

— MpaBa AN OCTa/bHbIX CyDBEKTOB.

Habop aencresunit, NOTEHLUMANbHO Pa3peLlleHHbIX CyDbeKTY:

— YTeHwue;

— 3anuce;

— WCNOJIHEHME.

MpaBa BblpaxatoTca AeBATMOMTOBOM NOC/NEA0BATE/NIbHOCTLIO, Pa3bUTOM Ha Tpu
paBHble rpynnbl, onpeaenatolme npasa BAa4eNbUA, TPYNMbl M OCTa/IbHbIX COOTBETCTBEHHO.
Crapwnin 6ut onpeaenseT HaAnMyme npaBa YTEHWA, CPedHUM — 3anucu, MAaAWun —
ncnonHeHus. K npumepy, npasa 740 — 111 100 000 6byayT o3Ha4aTb, YTO Y BNajenbla ecTb
NpaBa Ha 4YTeHWe, 3anNnCb WU WCMOAHEHWe, y TPynnbl — TOJbKO MNpaBa Ha 4YTeHMWe, y
OCTa/IbHbIX MPaBa OTCYTCTBYIOT.

NMPUMEYAHMUE. YnpaBneHne maTpuuen A0CTyna OCYLLEeCTBAAETCA KOHCO/IbHbIMM
KOMaHAaMU: chown, chgrp M chmod, A0CTyNHbIMK Yepe3 MIT «Terminal».

KomaHabl MO3BONAIOT BbINOAHATL CAeAytoLine AeNCTBMA:

— chown MO3BO/IAET WM3MEHWUTb BRagenbla daina (chown mvsa mosbszoBaTesns
MMH_®aﬁnaﬁ

— chgrp NO3BONIAET U3MEHUTL rpynny daina (chgrp mva rpynne mMa daiina);

— chmod NO3BONIAET M3MEHUTb NPaBa A0CTyna K Gpanny:

e chmod 642 1.txt - npaBa Ha ¢ahn 1.txt yctaHaBamBatoTcA pasBHbiMM 110
100 010, T.e. y Bnagenblia npaBa Ha 4YTeHME WM 3anuCb, Yy TPYMMbl Ha YTEHME, Yy BCEX
OCTa/IbHbIX TO/IbKO Ha 3aMuCb;

e chmod u+x, g-w, o-r l.txt - B J@HHOM Cay4yae Bnaaenoly aobasnserca
NPaBO Ha WCMONHEHWe, y rpynnbl OTOMpaeTcA MpaBa 3amnMcK, a Yy BCEX OCTa/bHbIX
oTbupaeTca npaso YTeHuA. as nonyvyeHmne noapobHom nHPopmalmm cneayeTt obpaTnTbCA
K CMPaBOYHbIM PYKOBOACTBAM MO NEPeYUC/IEHHbIM KOMaHAAM.

MONUTMKY AMCKPELMOHHOro pasrpaHMYeHnAa npaB AOCTyna peKkomeHayeTcs
NPUMEHSATb NP HEODOXOAMMOCTH:

— pa3pelunTb UM 3aNpeTmuTb AOCTYN YY4ETHOM 3anMcK Nonb3osaTens K 06bekty OC
(MM, dann MY, cnyxkba 1 1. n.);

— OrpaHMuYUTL  ANA  KaKoro-nmbo  npouecca  BO3MOMHOCTM  BbIMNOAHATb
onpeaeneHHble AeNCTBUA.
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MPUMEYAHUE. HacTpoiKka MOAUMTUKM OMCKPELMOHHOIO pasrpaHMYeHna npas
noctyna agencteyet Tonbko B PC EXT4, KoTopas wucnonb3lyerca B OC ABpopa no
ymonyaHuto. CTaHaapTHbIM Habop npaB B Buae OWMTOBOM MaACKM NOAAEPHKMBAETCS
OC ABpopa ana cnyxebHbix OC: tmpfs, sysfs, procfs.

MpuHUMN paboTbl NOAUTUKM AMCKPELMOHHOro pasrpaHuyeHmMa npas A0CTyna
npeacTaBAeH Ha pUcyHKe (PucyHok 126).

MoHuTop obpalieHni

Bce cMCTEeMHbIE BbI30BbI MTPOXOAAT YEPE3 MOHUTOP 06PaLLeHKWIA
AN5 npoBepkl Ge3onacHoCTy

Odfl'l pouecc Nonb3oBaTens

[lpocTpaHcTRO
no/fb3oBaTtena

MoHuTop oBpalleHKui

[NpocTpaHcTBO
agpa

Hapo OC

PucyHok 126

[NCKpeUMOoHHOe pasrpaHuyYeHme npas AOCTyNa OCYLLLECTBAAETCA KaxKabli pa3 npu
nonbiTKe obpalleHns cybbekTa K 0OBeKTy, npu 3Tom 0be CyWwHOCTM Ccoaep:KaT
COOTBETCTBYIOWME aTPUOYTbl 6E30NacCHOCTU, NPUHAANEXKALLME ANCKPELNOHHON MOAENMN.
Apnpo OC ABpopa npoBepaeT ypoBeHb A0CTyna, 6asnpyowmincs Ha AaHHbIX aTpubyTOB C
OJZIHOM CTOPOHbI M NpaBMiax pasrpaHndeHms goctyna (MPA) ¢ Apyron CTOPOHbI.

[INCKpeUMOHHOEe pasrpaHuYyeHne npas AOCTyna MNO3BOAAET BAade/blly OObekTa
onpenenaTb, KTo 061aaaeT NOHOMOYNAMM OCYLLECTBAATL AOCTYMN K OO BEKTY.

CybbekTamm B peannsaumm AUCKPELMOHHOTO pasrpaHuyYyeHmns npas A0CTyna
BbiCTynatoT 0b6blyHble npoueccbl OC ABpopa, KoTopble npeacTaBaeHbl MPOrpaMmHON
CTPYKTYpOW AApa task struct.

Bce HUKEMMEHOBAHHbIE CYLIHOCTW, TakKMe KaKk oOblyHble dannbl, danabl MY
(Kak O10YHblE, TaK M CMMBO/bHbIE), Manku, ¢aiabl COKeToB (MalnoB) C TOYKU 3peHUs
ANCKPELMOHHOro pasrpaHmyeHma npas goctyna agpa OC ABpopa ABNAKTCA 0ObEKTamu
[0CTyna, CNeJoBaTe/IbHO, TaKKe nonaaatoT noj, AeMcTBUe NONUTUK pasrpaHuYeHms.

ATpnbyTbl CcyOBEKTOB [0CTyna MCNOAb3YTCA AN OCYLWECTBAEHMA pelleHu
NONNTUKM AMCKPELMOHHOrO pasrpaHuyeHma nNpae AocTyna. B kayecTBe AaHHbIX aTpubyToB
nns cybbekToB AocTyna (Npoueccos) 06a3aTebHO NPUMEHSIOTCA CaeayloLLme:

— 30dEKTUBHbIN MAEHTUPUKATOP (YMCNOo) Bhagensla npouecca (PID);
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— 30EKTUBHbBIN MAEHTUPUKATOP (YMcno) rpynnel npouecca (GID);

— METKa BO3MOMKHOCTWN MM BO3SMOXHOCTb (capability) cTaHaapTa POSIX.1e;

— UYNEHCTBO npouecca B AOMONHUTENbHbIX (HE OCHOBHbIX) rpynnax (npwu
HEeobX0ANMMOCTH).

YKasaHHble aTpubyTbl CybbeKTa AOCTyNa XPaHATCA B MPOrpaMMHON CTPYKType Aapa
task structc M OLUEHMBAIOTCA CUCTEMHbBIMW BbI3OBAMMU.

ATpnbyTbl 0OBEKTOB AOCTYMNa TaK¥Ke MCNONb3YOTCA AN OCYLLECTBAEHMA peLleHui
NONINTUKN AMCKPELIMOHHOIO pasrpaHnyeHmnsa npas AoCcTyna. B kayecTse AaHHbIX aTpubyToB
obbeKTa A0CTyNna NPpMMEeHATCA caeayoume:

— BNageney 06bekTa;

— BAagenew, rpynnsl 06bekTa;

— 6uTbl NpaB AOCTYNa;

— [OMNONHUTENbHbIE aTPUOYTbl CMMCKOB KOHTPOAA A0CTyna B COOTBETCTBMU CO
ctaHaaptom POSIX.1e ACLs.

ATpnbyTbl 06BEKTOB A0CTYMa COXpaHATCA U yymTbiBatoTcs agpom OC ABpopa, a
TAKKe XPaHATCA B MHAEKCHbIX Adeckpuntopax &PC, pasmelleHHOM Ha AMCKOBOM
npocTpaHcTee MY.

MpaBuia AMCKPELMOHHOrO pa3rpaHMYeHma NpaB A4OCTyNna onpeaenatoT:

— KaKMM 0DOpa3oM KOHKPETHbIM Npouecc (CybbeKT) MOMKET OCYLLECTBAATL MOMbITKY
NoNydyeHns [octyna K OObeKTy, OCHOBbIBAACb Ha YKa3aHHbIX Bbllle aTpubyTax
6e30nacHoOCTU;

— KakuMm 06pasom M Npu Kakmx ycnosuax aTpmbyTbl 6e3onacHocTU cybbekTa U
0H6BbeKTa NPUHMMAOT HOBbIE 3HAYEHMS.

4.3.1.2. Obuiee onmcaHme npmBuneruit

MpuBunerva nporpammbl HasvpyeTcs Ha CAeayolWMX 3HavyeHuAax aTpubyTos
npouecca:

— aTpubyT adpdpekTnsHoro UID (PID);

— aTpubyT apdeKkTUBHOM rpynnbl npouecca (GID);

— Habop (CnMCcoK) YneHcTBa AOMNOJAHMUTENbHbLIX TPYNM npouecca (Npu Haan4mm),
KoTopble cybbeKT gocTyna (npouecc) umeeT B toboe Bpema KU3HEHHOTO LMKAA.

Jllobon  npouecc ¢ 3GPEKTUBHbIM  UAEHTUPMKATOPOM  HONMb  CYUTAETCA
NpuBMAErMpOBaHHbIM 1M 06/1a4aeT  BO3MOMKHOCTbIO  He  MPUMEHATb  MOJIUTUKY
AMCKPEUMOHHOTO pasrpaHnyeHna npas goctyna B OC Aspopa.

YyeTHana 3anucb Cynepnoab3oBaTend accouumpoBaHa c umaeHTudurkatopom O.
OaHako TexHMyeckn aapo OC ABpopa onpeaenseT yyeTHble 3anmMcu nosb3oBaTenein no
YMCNOBbLIM MAEHTUPUKATOPAM, CNeA0BaTE/IbHO, TEXHWYECKM BO3MOMKHO MMETb YYETHYHO
3anucb nosib3oBatens c uaeHtudmukatopom 0O, ob6NafaOWEro MMEHEM, OT/IMYHbIM OT
cynepnosab3oBaTens.
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Kpome Toro, aapo OC ABpopa MMeeT COOTBETCTBYHOLLMIA MEXaHM3M OLLEHKM NPaB,
basupyowmncs Ha TpeboBaHMAX OTKpbIToro craHaapta POSIX1.e ACL ana cnuckos
KOHTPONA [A0CTyna W BO3MOMHOCTEM (capabilities), KOTOPbIN TaKXKe MNO3BOASET
NpeoaoneBaTb OrpaHNYEHNA MOAUTUKN AUCKPELMOHHOIO pa3rpaHMyeHma npas A0CTyna
Ansa cybbekTa c aTpnbyTom apPeKkTMBHOro naeHTudmnKaTopa 0.

[MOCKONbKY O1A BbINOAHEHMA MPOBEPKM MpaB AOCTyna MPOLECChl pa3aenAtoT Ha
nBe Kateropun: npmsunernpoBaHHble (ID addekTMBHOro nonb3osatensa paseH 0, Kak vy
cynepnonb3oBaTens) u HenpueuaermposaHHble (ID addeKTMBHOro Noab30BaTENS HE PaBEH
0), ANA NPUBMNETMPOBAHHbIX MPOLLECCOB BbINONHAKTCA HE BCE NMPOBEPKM NpaB B A4pe, a
ANA  HEenpMBMAErMPOBAHHbLIX MPOLECCOB BbIMOAHAETCA MNO/HAaA MNPOBEPKA Ha OCHOBe
BO3MOXHOCTelM npouecca (obbiuHO addekTnsHoro UID, adbdektmsHoro GID m cnmcka
NOMNONHUTENbHbIX Tpynn).

B Aape OCABpopa BCe MpPUBUAEINN, CBA3AHHbIE C CYMNepno/sb30BaTE/NEM,
pasaeneHbl Ha HECKONbKO YacTel, Ha3bliBaeMblX BO3MOMHOCTAMM (capabilities),
KOTOpble MOXHO pa3pelaTb M 3anpelwatb He3aBUCMMO Apyr OT Apyra. Bo3amokHOCTK
TaKKe ABNAOTCA aTPMOYTOM HUTW.

Hanpumep, ecan Kakon-nmbo npolecc NbiTaeTcs co3aaTtb cneumanbHbi dann MY,
MCNONb3YA ANA 3TOr0 CMCTEMHBINA BbI30B mknod (), A4p0 OC ABpopa NOMMMO MPOBEPKM
OMNCKPELMOHHBbIX NPaB BbIMONHAET Ceaytolime A0NONHNUTENbHbIE MPOBEPKMU:

— PaBHO /X HY/O 3HaYeHne 3pPEeKTUBHOro MAeHTUPUKaTopa npouecca (cybbekTa
nocTyna);

— pa3peleHo M npolueccy co3AasaTb crneumanbHble daiabl € MOMOLLbO
COBepLLUEHMA COOTBETCTBYHLLENO CUCTEMHOIO BbI30OBa.

OC ABpopa obecneymsaeT Ana NOAUTUKN AMCKPELIMOHHOrO pasrpaHMyeHma npas
[0CTyNa NpUMEHEeHMe CeayroLLIMX CBOMCTB:

— NPUHYAMTENbHAA peanm3auma noayvyeHma cybbektamm (npoueccamm) AocTyna K
00beKTaM TO/IbKO B pamMKax NOAHOMOYMIN, onpeaenaembix MNP/,

— Ha/Nnyme cnocobHOCTU onpeaensTb (HazHayaTb) NOAUTUKY AOCTYNa TONbKO A4
CyOBEKTOB, MMEIOLLMX Ha 3TO MPaBa, Kak onpeaeneHo NoANMTUKON MONHOMOYMI ANA HUX;

— OTCyTCTBME Nt0DObIX OrPaHNYeHMIn Ana cybbekTa, umetollero naeHtTuomkatop O.

ATpnbyTbl  AMCKPELMOHHOro  pasrpaHMyYeHMa npaB AO0CTyMa  CBA3bIBAKOTCH
HeNoCcpeACTBEHHO C ODOBEKTOM [A0CTyna B MOMEHT ero cosgaHua. [lencreme 3Tux
aTpMbyTOB pacnpocTpaHAeTCs Ha OObEKT A0 ero YHW4YTOXKeHuAa Anbo A0 Tex nop, Nnoka
aTpMbyTbl He ByayT U3IMEHEHbI.

ATpubYTbl CYLLEeCTBYOT M AeNcTBYIOT Ans Ntoboro Tvna ob6bekTa, XpaHATCA B
MeTaAaHHbIX GalNoB MU peann3oBaHbl B BUAE CAeAYOLLMX CYLLHOCTEMN:

— OuTbl pa3peweHnit (basosble aTpPUOYTHI);

— cnunckm KoHTpons goctyna (ACL 1 pacwmnpeHHble aTpubyTbl);

— BO3MOXHOCTU (capabilities).
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CybbeKT, MAeHTUPMKATOP KOTOPOro coBMadaeT C MAEHTUDMKATOPOM Bnadenbla
00BbEKTA, MOXKET U3MEHATb aTpMbYTbl 0ObEKTa, BK/IOYana 6a30Bble U pacliMpeHHble BUTbI
npaB (3a UCKNtoYeHMEM cnydaes, Koraa @C HaxoANTCA B PEXMME KTONbKO ANA YTEHUAR).

NMPUMEYAHUA:

v BO3MOXHOCTb M3MEHATb BNagenbla 0bbekTa AOCTyNHa TONbKO
Cynepnosab3oBaTento;

v/ BO3MOXHOCTb M3MEHATb rpynmny obbekTa AOCTyrnHa TOMbKO A4 BAaAe/bla U
NNA NONb30BaATENA C UAEHTUPMKATOPOM HOMb (Cynepnosib3oBaTeNb).

B cnyyae HeobxoaAMMOCTM NPUCBOUTL (M3MEHUTL) HOBbIN MAEHTUDMKATOP rpynnbl
Ans obbekTa, OH AO/KEH COBNAAATb C TEKYLWMM 3Ha4YEHMEM OCHOBHOM rpynnbl cybbekTa
AN ABNATLCA 3HAYEHNEM TPYMMbl, Y1EHOM KOTOPOM ABNAETCA CYObEKT.

Cynepnonb3oBaTenb yYMNOJHOMOYEH oOnpeaenaTtb Abyto rpynny ans obbekTa,
M3MEHATb BNadenbla W Nbble OUTbI NpaB, BKAKOYAA pPacClIMPEeHHble aTpubyTbl WU
BO3MOXHOCTMW.

CTaHaapTHbIM Habop nNpaB A0CTyna peann3oBaH B BMAe OUTOBOM MacCKu Mpas,
Ha/faraemblxX Ha Kaxkabl MAEHTUOUUMPOBAHHbIM 00beKT. JaHHbIM CTaHAaPTU3NPOBAHHbIN
NOAXO0A W CTaHAAPTHbIM mMexaHu3m, peanmndyembin OC ABpopa, onpeaeneHbl B TEKYLLEM
cneundmraumm UNIX.03.

NMPUMEYAHUE. NHamBmAayanbHbie BUTbI NPaB MCNOAb3YHOTCA ANA YKa3aHMA Npasa
Ha yYTeHue (r uam deTbipe), 3anncb (W WUAM ABa) UAWU BbINOSHEHWE (X MAM OAUH). OHWK
OnNpeaenatnTcs OTAEeNbHO AN Bnagenbla ob6bekTa, rpynnbl, K KOTOPOM MNPUHAANEKUT
0OBEKT, M BCEX OCTaNbHbIX, T.€. CyObEKTOB, MAEHTUOUKATOPbLI KOTOPbLIX HE COBMNAAAOT HU C
NAEHTMOUKATOPOM BNAAENbLA, HM C TEKYLIMM MAEHTUPNUKATOPOM rpynnbl 06beKTa.

4.3.1.3. MO ¢ NOoBbIWEHHbIM YPOBHEM MNPUBUNETU

Mporpammbl, GYHKLUMOHUPYLOLLME B CUCTEME W MCMNOb3YIOLIME MOBbILEHHbIN
YPOBEHb NPUBUAETMNA, MOTYT BbITb pa3aeneHbl Ha creaytolime TUMbI:

— NPOrpammbl  MAM  CUCTEMHbIE  CAYKObl,  3anylleHHble  CMCTEMHbIM
MHULMANN3ATOPOM MM A4PO0M. Hanpumep, NporpaMmsbl systemd MAN crond;

— MPOrpamMmbl, 3aNyLLEHHbIE OT MMEHM Cynepnob3oBaTeNA C LUEebk BbINOJHEHNS
OYHKUMMA  aAMUHUCTPUPOBAHMA UAKM obcnyKmMBaHMA. Hanpumep, 3anyck MNporpammbl
iptables 404 ynpasaeHna M3;

— NPOrpamMmbl,  MMeLUMe  YCTAHOBAEHHbIN  3PPEKTUBHbIN  OUT  CMEHDI
naeHTUPUKaTopa (setuid), ecnm OGUT yKasbiBaeT Ha NPUHAANEKHOCTb NMOAL30BATENO C
naeHTndmnratTopom O.

BHUMAHMUE:

v CneposaTenbHo, Bce MO, KoTopoe pabotaeT B cucTeme, TpebyeT Hanuuus
MNOBbILIEHHbIX MPUBUAETMA W  COAEPHKUT WAM peanmnsyeTr Te WUAM WUHble  OYHKUMMK
6€30MacHOCTX, MOXHO OTHECTU K PYHKLUMOHA/IbHbIM BO3MOXKHOCTAM be3onacHocth (PBO)
nmbo MOBO OC Aspopa;
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v’ OctanbHoe MO, paboTatoliee B cMCTEME C MOBbIWEHHbIMU NPUBUAETUAMM NMEO
6e3 HaAnM4ymMAa TaKOBbIX, MPU 3TOM He peanusyrlollee HUKaKMX QYHKUMIA Be3omacHOCTH,
asnaetca He ®BO nam MPBO, a HenpmeuaermposaHHbim [10.

B KoppeKTHO obcnykmBaemon cucteme ntoboe HenpusuaernposaHHoe [10
HaxoanTca noa aencrsmem ®bO OC ABpopa 1 He MMeeT BO3MOXHOCTW BbIMTU U3-NOA ero
aenctena. Npu aTom NpeanonaraeTca, 4To ntoboe HenpmsmaermposaHHoe MO He ABAAeTCA
[OBEPEHHbIM.

MpusunernposaHHoe [10, KoTopoe He coaepxutT ®BO (Hanpumep, BHelWHKWe
MOAYAW YPOBHA A4pa, peanusylolme onpeaeneHHble GyHKUUKW, K NPUMepy MOAAEPMKKY
cneumannsnpoBaHHoro obopyaoBaHWA), AOMKHO ObiTb HAAEXHO W30/MPOBAHO OT
Mcnonb3osaHuAa ¢ nomoupto P60 OC ABpopa AnA NpefoTBpaLLeHMA AOCTyNa K HEMY B
obxoa Tpebyembix NONTHOMOUMIA.

4.3.1.4. CTaHAapTHble OUTbI NpaB AOCTyNa

B OC ABpopa peann3oBaHbl Tpu Habopa no Tpu OWUTa, KOTOpble onpeaensatoT
NONNTUKY A0CTYNa K 00BbEKTY A5 TPEX KaTeropuin noab3oBaTtenen (cybbekTos):

— MNo/b30BaTe/lb-BNadenel, obbekTa;

— MO/Nb30BaTENIN, BXOAALLME B FPYNMY, K KOTOPON NPUHAANEKUT OO BEKT;

— BCe OCTa/IbHble NoNb30BaTeM (He BXoAAWME B YKa3aHHOE MHOXECTBO).

Tpu 6uTa B Kaxkaom Habope onpeaenalT npaBa AOCTyna A4A  Kakaoro
N0/N1b30BaTENS, COCTOALWENO B OAHOM M3 YKa3aHHbIX Bblllie KAaTEropuii, Npm 3TOM:

— OAMH BUT OTBOAMTCA ANA YTEHUA (r UK YETbIPE), KOTOPOE pPacCMaTPMUBAETCA KaK
NOTOK AaHHbIX OT 06bekTa (baina, nanku) K cybbekTy (Npouecc, No/b3oBaTe Nb);

— OAMH OWT oTBOAMTCA ANA 3anucKM UAM yaaneHua (w WAM ABa), KoTopoe
paccMaTpMBaETCA KaK MOTOK AaHHbIX OT cybbekTa (Mpouecc, nonb3oBaTesb) K 0ObeKTY
(bain, nanka);

— OAMH BUT OTBOAMTCA ANA UCNOAHEHUSA (x MM OAMH), KOTOPOEe paccmaTpMBaeTcA
KaK MpOLLEeCcC 3arpyskM B OMeEpaTMBHYID MNaMATb TeKCTa MNPOrpamMmbl WU ClefoBaHue
MHCTPYKUMAM  YHKLUMIA NPOrpammbl, MO3TOMY KaxKAbl CyObeKT mnosayd4aeT A0CTyn K
KaXkaoMy 0OBbeKTY, 6a3npyacb Ha KOMOUHALUM 3TUX OUTOB.

Hanpumep:

— rwx — ONpefenseT npaBa Ha COBeplUeHWe BCex onepauui (4teHue, 3anmcb u
BbINOJIHEHME);

— r-x —onpeaensaeT NpaBa TO/IbKO Ha YTEHWE U BbINMOHEHME;

— r—onpeaenseT NPaBo TOJIbKO Ha YTEHUE;

— ---—onpeaenseT oTcyTCTBME Nt0OLIX NPaB AOCTYNa.

Mpn NonbITKe AocTyna cybbekTa K 0ObEKTY pelleHne O NpeaoCcTaBNeHUN AOCTYNa
AW OTKa3e B AoCTyne 6a3npyeTca Ha CaeayroLWem aifopUTMe:

— ABNAETCA M MAEHTUOUKATOP Nonb3oBaTena (cybbeKkta) paBHbIM Hyn. Ecam
ABNAETCA, NPUHMMAETCS PeLleHne O rapaHTMPOBaHWM NtOOOro A0CTyNa Ha YTeHue/3anucs,
UrHopupya ©OuTbl npaB. JlocTyn Ha BbIMOJIHEHWE TaKXKe rapaHTUpyeTca Ana 3TOoro
naeHTndumKaTopa cybbvekra, ecam OUT MUCNOSIHEHMA CTOUT XOTA Obl ANA KaKoro-HmMbyab
cybbekTa. JanbHenlwme NpoBEPKM NPOM3BOANTLCA He By ayT;
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— ecnn mnaeHTUGUKATOp  cybbekTa AOCTyna CcoBMagaeT C  YKasaHHbIM
noeHTMbMKaTtopom Bnadenbua o6bekTa, a OuTbl pas3pelleHnin yCcTaHOBAEHbl B
onpefeneHHble 3HAYEHMA, pelleHne o A0CTyne WaM OTKase B A0CTyne OyaeT NPUMHATO B
COOTBETCTBMMW CO 3HAYEHNAMM BUTOB. JanbHenlme NPOBEPKN NPOMU3BOANUTLCA He ByayT;

— ecnn MaeHTMOUKATOP OAHOM M3 rpynn cybbeKkTa AoCTyna (nepBUYHON WMAU
ntobor apyroi) coBnagaeT ¢ MAEHTUOUKATOPOM rpynnbl 06beKTa A0CTyna, a bUTbl NpaBs
(paspelleHnin) ana rpynnbl YCTAaHOBAEHbI B Kakoe-nnbo 3HaYeHWe, pelleHne o AocTyne
MAW OTKase B JocTyne OyaeT NPUHATO B COOTBETCTBUM CO 3HAYEHMsMM OUTOB.
[anbHelwmne NpoBepKM NPOU3BOANTLCA He By ayT;

— ecnn naeHTUGUKATOp cybbeKTa A40CTyna Uam naeHtTudumkaTop ntobon 13 rpynn, B
KOTOPOM COCTOUT CyOBbEKT A0CTyNa, He COBMaAaeT CO 3HAYEHMAMM aTPUOYTOB BaaeNbLa U
rpynnbl Ana o6bekTa A0CTyna, OLUEHMBAKOTCA 3HaYeHna BUTOB NpaBs 414 06beKTa CornacHo
KaTeropmm WHbIX Nonb3oBaTenen. Ecnn OuMTOBAA MacKka nNpaB ANAa KaTeropmm WHbIX
no/sib3oBaTenen YCTaHOB/EHA B KaKoe-n1Mbo 3HaYeHune, pelleHne o A0CTyne NPpMHUMaEeTCS
COrNIAaCHO YCTAHOBAEHHbIM B HEW 3HA4YeHMAM W CcybbekTy npeaocTaBnfeTca AoCTyn K
0ODBEKTY.

MPUMEYAHUE. Ecnm HWKaKoe W3 OMNMCaHHbIX YCNOBMIA He BbINOAHEHO W
naeHTUPUKaTop cybbeKkTa AoCTyna He paBeH O, NonbITKa A0CTyna 610KMpyeTcs.

4.3.1.5. PaclwimpeHHble aTpubyTbl U CIUCKK KOHTPOAA AOCTYNa

OC ABpopa noaaepKMBAEeT PaACLIMPEHHbIN MexaHW3M (aTpmbyTbl) 0ObEKTOB, a
TaKKe CNUCKU KOHTPOAA AOCTyna B COOTBETCTBUMKM C TpeboBaHMaMM cTaHaapTa POSIX ana
®C EXT4. [daHHbIM MeXxaHM3M MO3BOASET CUCTEME NPeaocTaBnATb Hambonee TOHKO
CTPYKTYPUPYEMBIN AO0CTYN CYOBEKTOB K OOBEKTAM.

K nepeyHto paclimpeHHbIX aTpMOYTOB OTHOCATCS CAeytoLine:

— A - (no atime updates) BpemAa MNOAy4YeHMA A0CTyna K ¢anny He byaet
0OHOBNATLCA, 4YTO ONAroNpMATHO MNOBAMAET Ha NpomsBoaAMTENbHOCTL PC B Caydae
CMLLKOM YacTbix 0bpalleHnit K danny;

— a - (append only) B $aln MOXKHO TO/NbKO [A0OMNUCbIBAaTb, HO HENb3A
yAanatTb/nepemMmeHoBbiBaTh (ya0bHO Ans coobuweHut o cobbitmax). Ecam  atpubyt
YCTQHOB/IEH Ha Manke, TO HaxoAAllMeca B Hem dalnbl HeNb3A YAaNATb, MOXHO TONbKO
C03/4aBaTb HOBblE M MOANDULIMPOBATL CYLLECTBYHOLLME;

— ¢ - (compressed) f4pPO NPOM3BOAWMT MNPO3PAYHOE CKaTMe MHPOopPMaLMM
danna Ha AMCKe, a NpKU AOCTyNe BO3BPALLLAKTCA HECKaTble AaHHbIE;

— D - (synchronous directory updates) nNpu N\O,LI,VICI)I/IKaLl,l/Il/I nanKu
N3MEHEHMA CUHXPOHHO 3aMMCbIBAOTCA Ha AMUCK;

— d - (no dump) MIFHOPWPOBATb NPU CO34AHUMN PE3EPBHOM KOMMM NPOrPaMMONn
dump;

— i - (immutable) 6WT, 3anpewatowmnin nobble M3meHeHMa danna (yaanath,

nepeMmeHoBbIBaTb M MoaAMdUUMpPOBaTh). Ecnm aTpmbyT ycTaHOBAEH Ha nanky, To
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HaxoaAllmecsa B Hel danabl MOXKHO MoAMULMPOBATL, MPWU 3TOM yAaNATb MAM CO34aBaTb
HoBble $an/ibl HEBO3MOXKHO;

— j - (data journalling) ecam OC CMOHTMpOBAHa C MapameTpamu
data=ordered WAM data=writeback, AaHHble panna ¢ 3TUM aTPMOYTOM COXpaHAOTCA
CHayana B »KypHan ®C, n nuwb 3atem B dann. ATpubyT ycTaHaBNMBAETCA M CHMMAETCA
TONbKO CyMnepnonb3oBaTe/leM U He AeNCTBYeT NpPW MOHTUPOBAHWM C MNapameTpoMm
data=journal (T.K. B 3TOM C/y4ae AaHHble TaKXKe COXPaHATCA CHavana B XKYpPHaN M
aTpMOyT He MMEeeT CMbICNa);

— s - (secure deletion) NOAHOE yaaneHue ¢panna (MecTo Ha AMCKe, rae OH
HaxoAMACA, 3aNONHAETCA HYNASMM);
— S - (synchronous updates) NpAMaa 3anucb Ha AMCK 63 K3WWMPOBAHMA

(obHOBNEHME B daine NPoUCXoauT Ha AUCKE CUHXPOHHO ¢ MM, M3MEeHAWMM AaHHbIN
daiin);

— u - (undeletable) npu vyaaneHum ¢akna C TakMM  aTpubytTom ero
COMEPKMMOE COXPAHAETCHA, YTO MO3BONAET YCMNELWHO WCNO/b30BaTb MHCTPYMEHTbI ANA
BOCCTAHOB/IEHWNA YAANEHHbIX GaANN0B;

— T — Manka Cc Takum aTpubyTom CUMTaeTCcA PacnoNOXKEeHHbIM Ha BepliMHe
Mepapxmnm Nanku c Uenbko MCNoab30BaHWA MeToda pacnpeaenerHns 61okos Opnosa;

— t — B KOHel, ¢aiina ¢ TakKMM aTpMbyTOM HEBO3MOMKHO MPUCOEAMHUTL APYrom
dann (tail-merging). Ha MOMEHT HanucaHus ext2 u ext3 He noadepsKmBanm tail-
merging (HE CYMTAA IKCMEPUMEHTAIbHbIX NaTyen);

— E — VKas3blBaeT Ha Haamuyme ownbOK npu cxatnum ¢arna. HeBO3MOKHO
YCTAHOBUTb/CHATb C MOMOLLbIO chattr, MOMXHO /IMLWb NPOCMOTPETb KOMAHAOM 1sattr;

— e — YKa3bIBaeT, YTO Gpaia MCcnonb3yeT AONOAHEHMA AN pPa3melleHna BAOKOB Ha
AUCKe. HEeBO3MOXHO YCTaHOBUTL/CHATL C MOMOLLBIO chattr, MOMHO /IMLIb NPOCMOTPETb
KOMaHAoM 1sattr;

— I —YKa3blBaEeT, YTO Nanka Oblna NPonMHAEKCMPOBaAHA NPU MCNONb30BAHUM htree.
HeBO3MOMKHO YCTAHOBUTb/CHATb C MOMOLLbID chattr, MOXHO /UlWb MNPOCMOTPETb
KOMaHAOM lsattr;

— H — yKa3bIlBaeT, 4To ¢paln XxpaHUT cBom 610KM B eanHmnuax ®C, a He B eAMHMLIAX
CEKTOPOB, 3TO O3Ha4yaeT, YTo dain umeeT pasmep bonee 2TB (MM Koraa-To 3aHUMan).
HeBO3MOMHO YCTAaHOBUTL/CHATL C MOMOLLBIO chattr, MOXHO /MUWb MNPOCMOTPETH
KOMaHAOM lsattr;

— X — YKa3blBAET Ha Ha/IMYMe BO3MOXKHOCTM NMOSYYUTb NPAMOMN HENOCPEACTBEHHbIM
[OCTyN K cxaTtomy dainy. HeBO3MOMKHO YCTaHOBUTL/CHATb C MOMOLLbID chattr, MOXHO
/LWL NPOCMOTPETb KOMAHA0MN 1sattr;

— Z — YKasbIBaeT, YTO CXKaTblh ¢aln is dirty. Henbs3s yCTaHOBUTL/CHATbL C
MOMOLLbIO chattr, MOXHO NMLb NPOCMOTPETb KOMAHAOM 1lsattr.

MpocmoTp aTpmbyToB ocyllecTBadeTca ¢ nomoulpto MPBO l1saatr, a yCTaHOBKA
nnn moamduKauma ocyulectsnsetca ¢ nomoupto MPBO chattr. Mpn aTom aTpubyTbl And
0OBbEeKTa COXPaHAITCA B MeTaaHHbIX 06beKTa (i-node) PC EXT4.
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PacwupeHHble aTpmnbyTbl ACL coaepkaT cneaytoulyto MHGOpMaUmto:

— NpKW3HaK (MeTKa) TMNa 3Ha4YeHMa CNMCKa KOHTPOSA A0CTyNa;

— yTOYHSALLee 3HaYeHre (YTOYHAET npeablayLinini NPUsHakK);

— Habop npaB, KOTOPbIM onpeaendaeT AMCKPELMOHHble npaBa Ana cybbekTa,
MCMNONb3yA CHaYyana NPM3HaK TMNa, @ 3aTEM ero YyTOYHAOLLEE 3HAYEHME,

CyLLeCcTBYIOT CeAytoLLmMe NPU3HAKM:

— ACL_GROUP — onpefenseT BO3MOXHOCTb A0CTyna Ana cybbeKTa, y KOTOporo
MOEHTUPUKATOP TPYNMbl COBMNadaeT CO 3HAYEeHWMEM, yKa3zaHHbIM ANA TPYMNMbl B CNWUCKe
KOHTPO/1A A0CTYyNa 06beKTa B KAYeCcTBe YTOYHAOLLLEro 3HaYeH s,

— ACL GROUP OBJ — onpejendeT BO3MOXHOCTb AOCTyna [Ana cybbekta, vy
KOToporo maeHtudumkaTop rpynnbl (Mam nobor n3 naeHTMPUKATOPOB rpynnbl cyObeKkTa)
COBMaJaeT co 3HaYeHemM naeHTUdGUKaTopa rpynnbl 06bEKTA;

— ACL_MASK — onpezenseT MakCMManbHO BO3MOXHOe 3HayeHne BUTOB nNpas AnA
rpynnbl Uan rpynn;

— ACL_OTHER — onpezenseT npasa A0CTyna 414 CyObeKkToB, KOTOpble He MoryT
ObITb COOTHECEHbI C Nt0ObIM 3HaYEHNEM NAEHTUDUKATOPOB, YKAa3aHHbIX B CMUCKE KOHTPOAA
AocTyna;

— ACL_USER-— OonpefenseTt npasa ANna cybbeKkTa, naeHTMPMKaTop KOTOPOro yKasaH
KaK yTouHAtoLLee 3Ha4YeHMe Baaenbla 06beKkTa;

— ACL USER OBJ — onpefensaeT npasa A0CTyna Ana obbeKkta, naeHTudMKaTop
KOTOPOro coBMnafaeT Co 3Ha4YeHnem Bnagenbla obbekTa.

YTouHAOWEe 3HAYeHWe — 3TO 3HayeHue, Tpebyemoe MPU3HAKOM ACL GROUP W
ACL USER. OHO MOXeT coAepKaTb WMAEHTUMPMKATOP MNOAb30BaTeNnas WAW rpynnbl, 414
KOTOpbIX OyAeT NPMHMMATLCA pelleHne O NpeaoCTaBAeHMM A0CTyna B COOTBETCTBUM C
buTamm npas.

MpaBa AoCTyna AANA CMMCKOB KOHTPOAS A0CTyna ACL — CYULEeCTBYKOT Kak OuTbI
3HaYeHM NpaB, 03HaYyalWMX YTeHure (r), 3anuceb/yaaneHune (w) MAM BbINOAHEHWE/NOUCK
(x).

OTHOLWIEHMA, BO3HMKatOLWIME MNPU MPUHATUN pPEeLIeHMA B MOMEHT CPaBHEHMS
6a308BbiXx NMpaB (BUTOBOM MACKM) M pacClUMPEHHbIX MpaB (CIMCKOB KOHTPOAS A0CTyna),
COCTOAT B CNEAYOWEM:

— CMWCOK KOHTPONA AO0CTyna ACL cYMTaeTcs o06s3aTenbHbIM MAWM MUHUMANbHO
HeobxoAMMbIM ANA TMNOB ACL USER _OBJ, ACL GROUP OBJ M ACL_ OTHER;

— Tvnbl ACL GROUP MAM ACL USER CYMTAIOTCA PACLIMPEHHBIMW WU OLLEHWMBAOTCA
Npu HannM4um;

— MO YMOIYaHWIO (eCIM He YKa3aHOo MHoe) TN ACL USER OBJ, ACL_GROUP_OBJ U
ACL_OTHER NPWMHMMAIOT 3HaYeHuna, coBnagatolime ¢ 6a3oBbiM 3HayeHnem BUTOBOM MacKM
BNaAeNbLa M rpynnbl 00BbEKTa;

— €C/IM YKa3aHbl YyTOYHAKLWME 3HAYeHMA ANA TUNOB ACL GROUP M ACL_USER, KaK
MUHUMYM OAHO 3HayeHue Tuna ACL MASK AO/MKHO ObiTb yKa3aHo. MHave TMn ACL MASK
TaK)Ke cymTaeTca Heobsa3aTeIbHbIM, M ero 3HaYeHMe MOXKET ObITb He YKa3aHo.
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[MpoBepKa pacCWMpPEHHbIX NPaB NpW onpeaeneHnn NonbiTKM A0CTyna cybbeKkTa K
0OBbEKTY, Ha KOTOPOM YCTAaHOBAEHbl pacluMpeHHble aTpubyTtbl ACL, npoucxoauT no
cneayolemy anroputmy:

1) EC/IN: naeHTMdUKaTop cybbekTa A0CTyna coBMafaeT C MAEHTUPUKATOPOM
BNagenblia 0bbekTa AOCTYNa;

TOlJA: oueHMBatOTCA 3HAYEHMA 3aMPOLLUEHHbIX NMPaB, YCTAHOBAEHHbIX B 0Obeme
ANA TMna ACL USER OBJ, W CyDbeKT nosyvaeT AOCTyn K 0bbeKTy B obbeme yKa3aHHbIX
npas.;

MHAYE: noctyn 610KnpyeTcs;

2) EC/IX: npeHTMdMKaTop cybbeKkTa A0CTyna coBnaZaeT C /obObiM yKa3aHHbIM
MOAEHTUOMKATOPOM BAade bl 06beKTa AOCTyNa, YMTOMAHYTbIM ANA TUNA ACL USER;

TOTAA: oueHMBAOTCA 3HAYeHMA 3anpOoOLLEeHHbIX NpaB, YCTaHOBAEHHble B 0bbeme
CHayana Ana Tvna ACL USER, a 3aTeM A1A Tuna ACL MASK, W cybbeKT noayyaeTt AOCTyn K
00beKTY B 0Obeme yYKazaHHbIX NPas;

UHAYE: noctyn 6n10KnpyeTcs;

3) EC/IN: ocHOBHOM MAM A06aBOYHLIN MAeHTUOMKATOP rPynnbl cybbeKkTa AocTyna
CoBMaZaeT C /bbIM  YyKa3aHHbIM  MAEHTUPUKATOPOM rpynnbl  obbekTa A0CTyna,
YyNOMAHYTbIM /14 TUNA CHayana ACL GROUP_OBJ, a 3aTeM ACL_GROUP;

TOlOA: oueHumBatoTCcA Npasa 4a4a npusHaka Tmna ACL_MASK,

N ECJIU: npaBa A0CTyNa COAepKaT 3anpolUeHHble 3Ha4YeHnA ana ntboro ns TMNos
ACL GROUP_OBJ, ACL GROUP, ACL MASK;

TOTAA: nocTyn npefocTaBAeTcs;

MHAYE: noctyn 610KmnpyeTca.

4.3.1.6. MexaHun3m pa3pelieHnin HabopoB BO3MOXKHOCTEN

OMMCAHWE: pns BbINOJSIHEHMA NPOBEPKM NpaB A0CTyna cybbekTbl A0CTyna
Pa3AenslT Ha ABe KaTeropuu: npueuaernpoBaHHblie (ID adpdekTMBHOro nonb3oBaTend
PaBeH HY/O, KaK y Cynepnonb3oBaTtensa), M HenpueuaernposaHHble (ID adpdekTnBHOrO
No/Ib30BaTENA HE PABEH HY/IIO).

CMUCOK PA3PELUEHWW: BO3MOMKHOCTM, peannsosaHHble B coctase OC ABpopa, a
TaKXKe onepauyn nam nosegeHune, paspellaemble 4aHHbIMU BO3MOXKHOCTAMM:

— CAP AUDIT CONTROL — MO3BO/NAET BK/IOYATb WM BbIKAOYATL ayaAuT AA4Pa,
M3MeHATb GUAbTPYHOLLME NPaBUAa ayamMTa, NOAyYaTb COCTOSHUE ayaMTa U GUabTpyolime
NpaBuaa;

— CAP_AUDIT WRITE — NO3BOJIAET 3aMM1CbIBaTb AAHHbIE B XKypHai ayauTa A4pa;

— CAP BLOCK SUSPEND — MO3BOJIA€T MCMNO/b30BaTb BO3MOXHOCTM, CMOCOOHbIe
NPEMBOANTL K O/IOKMPOBAHMIO MPUOCTAHOBKU CUCTEMbI (epoll (7) EPOLLWAKEUP,
/proc/sys/wake lock);

— CAP_CHOWN — NO3BO/AET BbINONHATL NPOU3BOJIbHbIE U3MEHEHNA GaNOBbIX UID
N GID;

95



1 OTOKPI:ITAFI
PyKoBOACTBO aAMMHUCTPATOPA l F.‘HE%"&?S’E'G??

— CAP DAC OVERRIDE — MO3BOJIAET NPOMYyCKaTb NPOBEPKM AOCTyna K danny Ha
YTeHMe, 3aNnCb M BbINOJIHEHNE;

— CAP_DAC READ SEARCH — NO3BO/AET MPOMYyCKaTb NPOBEPKM AOCTYNa K Gpany Ha
YyTeHMe M [O0CTyna K Manke Ha YTeHWe W  BbINOSHEHWE, BbI3bIBAaTb  PYHKLMIO
open by handle at();

— CAP FOWNER — NO3BO/IAET BbINOJHATb CeAytolme AeUCTBUA:

® MponyckaTb MPOBEPKM AO0CTyna Aaa onepauunm, Kotopble 0b6blMHO TpebytoT
cosnagenua UID ®C npouecca n UID danna (Hanpumep, chmod, utime), MCKAOYASA
onepalun, oxeaTbiBaemble CAP DAC OVERRIDE M CAP DAC READ SEARCH;

® YCTaHaB/AMBATb PACLUMPEHHbIE aTPUOYTbl NPON3BONAbHbLIX GanN0B;

® yCTaHaBAMBATb CMUCKM KOHTpona aocTyna (ACL) npom3BonbHbIX Gainnos;

® VIrHOPMPOBATb 3aKpPEnAAOLWMM OUT Npn yaaneHnm Gpamnna;

e 33naBatb O_NOATIME ana npom3BonbHbIX $painnoB B open U fcntl;

— CAP FSETID — MNO3BO/AET He O4MlaTbh OUTbl pexuma set-user-ID U set-
group-1ID NpU M3MeHeHUN alna, a TaKKe YCTaHaBAMBaTb OUT set—group-1ID Ha ¢ann, y
KoToporo GID He coBnagaetr c 6utom OC wmam nbbIMM  gononHUTENbHbIMKM  GID
BbI3bIBAOLLErO NpOLLecca;

— CAP IPC LOCK — N0O3BOJAET 6/‘IOI-(l/IpOBaTb NaMATb (mlock (2), mlockall(2),
mmap (2), shmctl (2));

— CAP IPC OWNER — NO3BOAET HE BbIMOAHATL MPOBEPKM AOCTyNa ANA onepaLunm ¢
obbekTamm System V IPC;

— CAP KILL — MO3BOJIAET HE BbINOJHATL MPOBEPKM MPWU OTNPaBKe CUIHasIOB.
K [OaHHOM BO3MOXHOCTM OTHOCMUTCA MCMONb30BaHME ioctl(2) C onepaunen
KDSIGACCEPT;

— CAP_LEASE — N03BO/IAET YCTaHaBAMBATb apeHAy Ha MPOU3BO/bHble dalinbl;

— CAP_LINUX IMMUTABLE —  MO3BO/AeT  YyCTaHaB/AuBaTb  inode-¢pnaru
FS_APPEND FL W FS IMMUTABLE FL;
— CAP_MKNOD — TMO3BO/AAeT C€O03[4aBaTb ChneunanbHble ¢Gaiibl ¢ NOMOLLbIO

mknod (2);
— CAP _NET ADMIN — MNO3BO/IAET BbIMNO/NHATL CIeAytoWwue ceTeBble onepauum:
® HacTpoWKa nHTepdenca;
e ynpasneHune IP M3, TpaHchAUMEN aapeCcOB M BEAEHNEM YYETA;
® 3MeHeHMe TabanLbl MapLIpyTU3aLNK;
e npuBA3Ka K Atobomy azpecy A58 NPO3PaAYHOro NPOKCMPOBAHMA;
® Ha3HayeHue TMMNa CepBuCa;
® OYWUCTKA CTaTUCTUKM ApanBepa;
® BK/IIOYEHWME peXMMA 3aXBaTa (promiscuous);
® BK/IIOYEHNE MHOrO0a4pPECHbIX PACCbIIOK (multicasting);
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® UCMNO/MIb30BaHME setsockopt (2) ANA BKAOYEHUA CAedyrowmnX napameTpos
COKeTa: SO DEBUG, SO MARK, SO PRIORITY (4n1A mpuopuTeToB BHE aAmanasoHa 0-6),
SO_RCVBUFFORCE M SO SNDBUFFORCE,;

— CAP NET BIND SERVICE - no3sonseT NpPMBA3bIBaTb CoKeT K
NPUBUNETMPOBAHHBIM NOPTAM AOMeHa ceTn NHTepHeT (Homepa NnopToB MeHblie 1024);

— CAP NET RAW— NO3BO/AET BbINONHATL CIeAytowme AeNCTBUA:

® KCMNO/1b30BaTb COKETbl RAW U PACKET;

® NpMBA3bIBATLCA K I0OOMY agpecy 414 NPO3PaYHOro NPOKCUPOBAHMUSA;

— CAP SETGID — NO3BO/AET BbIMNONHATL NPOU3BO/IbHbIE AeincTena ¢ GID npouecca
M CnuMCKOM pononHuTesnbHbiX GID, a Takxke nogdensiBatb GID npu nepepade
BO3MOXHOCTEM COKeTa yepe3 AoMeHHble cokeTbl UNIX; 3anucbiBaTb oTobparkeHue |ID
rpynnbl B MO/1b30BaTe/IbCKOE NPOCTPAHCTBO MMEH;

— CAP_SETFCAP — NO3BONAET Ha3Ha4aTb GainIoBble BOSMOXHOCTH, MPY 3TOM:

e ecan dannoBble BO3MOXNHOCTM He MNOAAEPKMBAOTCA: NPeaoCTaBNATb M
OT3bIBaTb N1t0OY0 BO3MOXKHOCTb B CMMCKE Pa3peLleHHbIX BO3MOMHOCTEN BbI3blBAOLLENO
nnn noboro Apyroro npolecca (AaHHoe CBOMCTBO CAP SETPCAP HeAOCTYMHO, eCAn AAPO
cobpaHo ¢ noaaepKKon GannoBbix BO3MOXKHOCTEN, T.K. CAP_ SETPCAP WMMEET NOJIHOCTbIO
APYIy0 CEMAHTUKY Y TaKMX Aaep);

e ecnn  GannoBble BO3MOXMHOCTM  NOAAEprKMBatOTCA: A00aBnATbL  Ntobyto
BO3MOXHOCTb M3 OrpaHM4mMBatoLLero Habopa BbI3blBAOWEN HUTM B €e Hac/neayemblit
Habop; OT3bIBaTb BO3MOKHOCTU M3 OrpaHMymMBatoLlero Habopa (c nomoubto pretl (2) C
onepaumen PR CAPBSET DROP); U3MeHATb Garn securebits;

— CAP SETUID — NO3BONAET BbIMNOAHATL NPOU3BONbHbIE AencTena ¢ UID npouecca
(setuid(2), setreuid(2), setresuid(2), setfsuid(2)); nogaensiBatb UID npwu
nepefaye BO3MOXHOCTEM COKeTa u4epe3 AomMeHHble cokeTbl UNIX; 3anucbiBaTb
oTobparkeHune ID nonb3oBaTeNA B N0/b30BaTE/IbCKOE MPOCTPAHCTBO MMEH;

— CAP SYS ADMIN NO3BOJIAET BbIMNONHATL CNefytoLine AeNCTBUA:

e pelaTb 3a4ayM ynpaBAeHMA CUCTEMOW: quotactl(2), mount (2),
umount (2), swapon(2), swapoff(2), sethostname(2) W setdomainname (2);

® BbLINOJIHATL MPMBMAETMPOBAHHbIE oOnepauMnm syslog(2) (408  AaHHbIX
onepauuii HeobxoAMMO UCNONBb30BaTb CAP SYSLOG);

® BbINOJHATb KOMaHAY VM86 REQUEST IRQ vm86(2);

® BbIMNOJIHATL oOnepauMm IPC SET W IPC RMID Haf MPOU3BOIbHbIMMU
0bbeKTaMn System V IPC;

® epesanuncbiBaTb OrpaHnYeHna pecypca RLIMIT NPROC;

® BbINO/MHATL OMepauMm Had pPaACWMPEHHbIMKM  aTpPMbyTamMn trusted W
security;

® MNCMNONb30BaATb lookup dcookie (2),

® 1CMO/Ib30BaTb ioprio set (2) A8 Ha3HA4YeHMA KAACCOB M/IaHMPOBAHMA
BBOJA-BblBOAA IOPRIO CLASS RT WM IOPRIO CLASS IDLE;
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e noaaensiBatb PID npu nepegave BO3MOXMKHOCTEN COKETa yepe3 AOMEHHble
cokeTbl UNIX;

® MnpesBbiWwatb /proc/sys/fs/file-max, CUCTEMHOE OrpaHWYeHWEe Ha
KOZIMYECTBO OTKPbLITbIX Gai/IoB B CUCTEMHbIX BbI30Bax, OTKPbIBAOLWMX Galiibl (Hanpumep,
accept (2), execve(2), open(2), pipe(2));

e 3a3aencTBoBatb dnarm CLONE_*, cosgatouime HOBble MPOCTPAHCTBA MMEH C
NOMOLLbIO clone (2) W unshare (2) (4158 CO34aHMA NONb30BATENBCKUX MPOCTPAHCTB MMEH
He TpebyeTcs HUKAKMX MHbIX BO3MOXKHOCTEN);

® BbI3blBaTb perf event open(2),

® M0AYyYaTb AOCTYN K MHPOPMALMM O NPUBMUNETMPOBAHHOM CODLITUN perf;

® Bbi3blBaTb setns (2), TpebyercA CAP SYS ADMIN B MPOCTPAHCTBE WMeH
Ha3Ha4YeHus;

® BbI3bIBATb fanotify init (2);

® BbI3bIBATb bpf (2);

® BbINOMHATL ONepPaunM KEYCTL CHOWN W KEYCTL SETPERM B keyctl(2);

® BbINOJIHATL ONepaLmio MADV HWPOISON Bmadvise (2);

e 3aaencrteoBaTtb TIOCSTI B ioctl(2) AnA BCTaBKM CMMBOJIOB BO BXOZHYHO
oyepeab TEPMMUHANG, OTIMYHOTO OT YNPaBAAOLWErO TEPMNUHANAG, BbI3bIBAIOLWETO;

® 33/1eMCTBOBATb YCTAaPEBLUMIM CUCTEMHbIN BbI3OB nfsservctl (2) ;

® 3371eMCTBOBATb YCTAPEBLUMA CUCTEMHbIM BbI30B bdflush (2);

® BbLINOJIHATL PA3/INYHbIE NPUBUAETMPOBAHHbIE ONepauum ioctl (2) Hafg
6104HbIMK MY;

® BbINOJ/IHATbL PA3/INYHbIE NPUBUAETMPOBAHHbIE onepauun ioctl (2) Hag PC;

® BbINONHATL aAMMHUCTPATUBHbIE ONepaLMmn Haa ApaneBepammn MY;

— CAP_SYS BOOT — NO3BOJIAET MCMNO/Nb30BaThb reboot (2) U kexec load(2);
— CAP_SYS CHROOT — MO3BOJIAET MCMO/Ib30BaTb chroot (2);

— CAP_SYS MODULE — MO3BOJIAET 3arpy*kaTb M BbIrPyXaTb MOAYNN AAP3;

— CAP_SYS NICE MO3BOJIAET BbIMOJAHATb CAeAytolime AeNCTBUA:

® MOBbIWATL 3HAYEHME YCTYNYMBOCTN NpoLecca (nice (2), setpriority(2))
N U3MEHATb 3HaYeHMne YCTYNYMBOCTM Y MPON3BO/IbHbIX MPOLLECCOB;

® Ha3HayaTb MNOJIUMTUKN NJAAHMPOBAHNA PeasbHOro BPEMEHM ANA Bbi3blBAOLWETO
npouecca, a TaKXKe MOAUTMKM NAAHMPOBAHUA U MPUOPUTETbI ANA MNPOU3BOJbHbIX
npoueccoB (sched setscheduler(2), sched setparam(2), shed setattr(2));

® BbINOJIHATL MNPUBA3KY K 31EKTPoHHOW noanucu (3M) Ans NPoU3BONbHbLIX
npoueccos (sched setaffinity(2));

® Ha3HayaTb K/aacC MAaHMPOBAHWA BBOAA-BbIBOAA WM NPUOPUTET AN
NPOWM3BO/bHbIX NPOLLECCOB (ioprio set (2));

® MPUMEHATb migrate pages(2) K MNPOM3BONbHbIM MNpoOLECcam A48 WX
nepemeLleHnA Ha NPOM3BOIbHbIE Y3/1bl;

® MPUMEHATb move pages (2) K NPOMU3BOJIbHbIM NMpoLeccam,;
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MCHOﬂbBOBaTb¢ﬂarMPOL_MF_MOVE_ALIJ3mbind(2)l4move_pages(2);

— CAP_SYS PACCT — NO3BOIAET UCMONb30BaTb acct(2),
— CAP_SYS PTRACE — N0O3BOJIAET BbINONHATL CeAytowmne AeNCTBUA:

TPaccMpoBaTb OO0 NPOLLECC C MOMOLBIO ptrace(2);
NPUMEHATb get robust list (2) K NPOW3BO/bHbLIM NMPOLECCAM;
nepemellaTb AaHHble B/M3 NamMATU MPOM3BOJIBHOIO MPOLECCa C MOMOLLbO

process vm readv (2) Wprocess vm writev(2),

M3y4aTb NPOLECCHI C NOMOLbIO kcmp (2) ;

— CAP_SYS_RAWIO — no3BondAeT BbINONHATL CAeaytouime AeNCTBUA:

BbINO/IHATb ONepaLnmn BBOAA-BbIBOAA M3 NOPTOB (iopl (2) m ioperm(2));
pa3pelaTb 4OCTYN K /proc/kcore;

3aaencTeoBaTb onepaunto FIBMAP B ioctl (2);

OTKpbIBaTb MY Ans A0CTyNa K cneumanbHbim pernctpam x86 (MSR);
06HOBNATL /proc/sys/vm/mmap min_ addr;

C03/1aBaTb OTOOParKEHUSA NAMATM NO agpecam, MeHblLIe 3HAYEeHWNA, 3a4aHHOI0

B /proc/sys/vm/mmap min addr,

oTobpaxKaTb Ganbl B /proc/bus/pci;

OTKpbIBaTb /dev/mem u /dev/kmem;

BbIMNOJIHATbL Pa3/IMYHbIE KOMaHAbl MY SCST;

BbINO/IHATL onpeaeneHHble onepaunn ¢ MY hpsa (4) M cciss (4);
BbINMOJIHATb HEKOTOpPbIE CMeLnanbHble onepauym ¢ APYrMMm YCTPONCTBAMMK;

— CAP_SYS RESOURCE — NO3BOJIAET BbINO/IHATL C/iegyouimne ,EI,EVICTBVIFII

MCNO/b30BaTb 3ape3epBMpPOBaHHOE NPOCTPaHCTBO OC ext2;

COBEpPLATb BbI30Bbl ioctl (2), yNpaBaatoLLMe KypHanmpoBaHmem ext3;
NpPeBbILWAaTb OrPaHNYeHne ANCKOBOro NPOCTPaHCTBa;

YBE/IMYMBATb OrPaHUYEHMA MO pecypcam;

nepesanmcbiBaTb orpaHMyeHme pecypca RLIMIT NPROC;

NpeBbIaTb MaKCMMabHOE KOIMYECTBO KOHCO/IEM MPU BblAENEHNM KOHCONW;
NPeBbILWLATb MAaKCMMa/IbHOE KONMYECTBO PACKNAL0K;

ncnonb3oBaTb bonee, yem 64 L npepbIiBaHMA M3 4AaCOB PeaIbHOro BPEMEHMN;
Ha3HayaTb 3HaYeHWe msg gbytes oyepeamn coobuweHuit System V bBonblie

orpaHun4yeHus /proc/sys/kernel/msgmnb;

NPeBbIWATb OrpaHn4eHne /proc/sys/fs/pipe-size-max NPU Ha3HaAYEHUN

BMeCTMMOCTU KaHa/1a C NMOMOLWbKO KOMaHAbI F_SETPIPE_SZ y fcntl(2);

ncnonb3osatb F_SETPIPE_SZ anAa yBennyeHma BMECTMMOCTWU KaHana 6onblue,

4YeM orpaHMyeHune, 3ajaBaeMoe B /proc/sys/fs/pipe-max-size;

npesbIWaTb orpaHuyeHune /proc/sys/fs/mqueue/queues max npu

co3gaHum odepenenn coobueHnin POSIX; 3apeictBoBaTh onepauuto PR_SET MM B

prctl (2);

99



1 OTOKPI:ITAFI
PyKoBOACTBO aAMMHUCTPATOPA l F.‘ni%‘gé’ﬁ'ﬁi

® yCTaHaBAMBaTb /proc/PID/oom score adj B 3Ha4eHMe MeHbllee, 4Yem
nocneaHee yCtaHOB/IEHHOE 3Ha4YeHMe NpouecCoM C NOMOLLBbIO CAP SYS RESOURCE,

— CAP_SYS TIME - nossosaeT HacTpauBaTb CUCTEMHbIE Yachl
(settimeofday(2), stime(2), adjtimex(2)) W Yacbl pPEaNbHOrO BPEMEHMU
(annapaTHble);

— CAP SYS TTY CONFIG — MO3BONAE€T  WCNOAb30BaTb  vhangup(2) MU

33/1eMCTBOBATb Pa3/INyHble NMPUBUAETMPOBAHHbIE ONepaumMmn ioctl (2) C BMPTYaSbHbIMM
TEPMUHANAMMU;
— CAP_SYSLOG — N0O3BO/IAET BbINONHATL CAeAytoLLIne AeACTBUA:
® BbINOJIHATb NPUBUAETMPOBAHHbIE ONepPaLnn syslog (2);
® NpocmMaTpuBaTb adpeca Aapa, oTobpaxkaemble B /proc M APYruUX
nHTepdercax, Koraa 3HayeHme /proc/sys/kernel/kptr restrict paBHO 1;

— CAP WAKE ALARM — VYCTaHaB/iMBaTb TallMepbl CLOCK REALTIME ALARM U
CLOCK BOOTTIME ALARM NpW NPoOYKAEHWUM CUCTEMDI.

HABOPbl BO3MOXHOCTEW CYBBEKTA: Kaxiasa HWUTb umeeT  Habopsbl
BO3MOXHOCTEN, coaepKaline HoNb u/unmn bonee cneaytoux BOSMOXKHOCTEN:

1) Pa3pelueHHble aencTBua (Permitted). Permitted — OrpaHMymMBatoWLMin Habop
30dEKTUBHBIX BO3MOXHOCTEM, KOTOPbIMM Hadenaetca HWUTb. [aHHbIA Habop Takxke
OrpaHMYMBAET CMMUCOK BO3MOXKHOCTEIM, KOTOPbIE MOryT ObiThb A400aBAEHbI B HAacAedyeMbli
Habop 417 HWUTK, He MMeloWeln BO3MOMKHOCTEN CAP SETPCAP B CBOeM 3PPEeKTMBHOM
Habope. Ecan HUTb cbpacbiBaeT BO3MOMKHOCTb B CBOEM pa3pellnTeibHOM Habope, oHa He
CMOXET MoyYnTb ee 06paTHO (eCM TONBKO HE BbINOHAETCA execve (2) ANA NPOrPaMMbl
C set-user-ID-root WAW MNPOrpamma, y KOTOPOM COOTBETCTBYHOLME BO3MOMKHOCTU
dalina NpeaocTaBAAOT 3Ty BO3MOMXKHOCTb);

2) Hacneayemble aeictBuA (Inheritable). Inheritable — Habop HacneayemMbix
BO3MOHOCTEN, KOTOpble OCTatOTCA TaKOBbIMM MPW BbINOAHEHMM NOOOM NPOrpaMmmbl U
COXPaHAIOTCA MpPM BbI30BE execve (2). Hacneayemble BO3MOMKHOCTM [00aBNAOTCA B
paspeLlnTenbHbIi Habop, ecn BbIMOMHAKOWAACA NPOrpaMma MMeeT COOTBETCTBYOLLME
YCTaHOB/IEHHbIE OUTbI B $aIOBOM Hacneayemom Habope. Ecam BbInoNHEHWE NPONCXOANT
He OT MMEeHM Cynepnonb30BaTeNsa, HacaedayemMble BO3MOMXKHOCTM He COXPaHAKTCA noc/e
execve (2), noatomy MII, KoTOpbIM HeobXoAMMO BbINOMHATL BCMOMOraTesibHble
NPOrpPaMmbl C MOBbILLEHHbIMKU BO3MOXHOCTAMKW, TpebyeTcs WCNONb30BaTb HAPYKHble
BO3MOMHOCTM (ambient capabilities),

3) 9bdekTnBHbIE aencTBMA (Effective). Effective — [AaHHbIM  Habop
BO3MOHOCTEN MCMONb3YyeTCA AAPOM NPW BbIMOJHEHUN MPOBEPOK NPAB HUTMK.

C nomoulblo capset (2) HUTb MOXET M3MEHATb CBOM HabopPbl BO3IMOXKHOCTEMN.

®ann  (MPBO) /proc/sys/kernel/cap last cap COAEPKUT  YMC/IOBOE
3HaYeHMe Camoi GO/bLION BO3MOKHOCTY, MOALEPKMBAEMON PaBOTAIOWMM ALPOM. ITO
MO}HO WCMNONb30BaTb ANA onpedeneHns Hambonbwero 6uTa, KOTOPbIM MOMET ObiTb
yCTaHOB/EH B Habope BO3MOXKHOCTEMN.

®ANNOBBLIE  HABOPbl  BO3MOMHOCTEW: B8 OCAspopa cBA3b Habopos
BO3MOMHOCTEN C MCMnoNHAeMbIM GalMaoOM NOAAEPXKMBAETCA C MOMOLLbIO setcap (8).
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Habopbl BO3MOXHOCTEN GalNa XPaHATCA B pacliMpeHHOM aTpubyTe, ANAa 3anucu B
KoTopbln TpebyeTcs Bo3mMoXKHOCTb CAP_SETFCAP. Habopbl $alifioBblX BO3MOXKHOCTEWN
BMecTe C¢ HabopamMm BO3MOXKHOCTEM HUTW onpeaensatoT Habopbl BO3MOMKHOCTEN HUTU
noc/sie BbINONHEHNS execve (2) .

CyLwiecTtsytoT cneaytouime Gpannosbie Habopbl BOSMOKHOCTEN:

— permitted (paHee Ha3blBaBWMIACA forced) — BO3MOXHOCTM aBTOMATUYECKM
Pa3peLatoTca HUTU HE3ABMCMMO OT ee YHacAeA0BaHHbIX BO3MOXKHOCTEN;

— inheritable (paHee Ha3biBaBLIMNCA allowed) — Habop obbeanHaeTca (AND) ¢
yHacnenoBaHHbIM - Habopom  HWTKW, 4TOObI ONpeaennTb, KakuMe yHacnenoBaHHble
BO3MOXHOCTM DyyT BKAOYEHbI B €€ pa3pellnTebHbI Habop noce execve (2);

— effective — B [AeWCTBUTENbHOCTM nNpeAcTaBaseT cobon He Habop, a
OAMHOYHbIN BUT. ECnn BUT BKIOYEH, TO NPU BbI30BE execve (2) BCE HOBblE pa3peLleHHble
BO3MOMHOCTM HUTK ByayT TakKe AobaBneHbl B aQPEKTUBHbLIN HAboP. ECam BUT BbIKNKOYEH,
TO nocne execve (2) HWM OAHA W3 HOBbIX pPa3pelleHHbIX BO3MOXKHOCTEM He byaet
nobasneHa B HOBbIN 3ddEKTMBHbBIN HAaboP.

BkatoueHne apdpeKkTnBHOro dpannosoro bmuta nogpasymesaet, 4yTo Ntobaa dpannosas
paspelinTenbHaa WM Hacneayemas BO3MOMKHOCTb, MO3BOMAIOWAA HUTKM  MOAYYUTb
COOTBETCTBYHOLLY Pa3peLlnTeibHY0 BO3MOXKHOCTb NPU execve (2), TAKKe NOAYYMT ee B
addeKkTMBHOM Habope.

MosaToMy ecaM nNpu  Ha3HadYeHWuM  BO3MOXKHOCTEM  danny (setcap(8),
cap set file(3), cap set fd(3)) yKa3aTb aQpPeKTUBHbLIN GNar Kak BKAOYEHHbIA ANA
N060M BO3MOKHOCTM, SDDEKTUBHBIN baar AOMKEH TakKe BbiTb YKa3aH BKAOYEHHBIM A
BCEX  OCTa/lbHbIX  BO3MOXHOCTEW, ANA  KOTOPbIX  BK/AKOYEH  COOTBETCTBYHOLLMM
Pa3peLInTeNbHbIM MW HacheayeMblin pnaru.

MNpeobpasoBaHMe BO3MOXKHOCTEN NpU execve().

Mpn execve (2) @PBO BbIMMCAAIOT HOBblE BO3MOXHOCTM CcybbeKkTa A0CTyna
(npougecca) no caeayroWwemMy aropuTmy:

P' (ambient) = (npuBuinerupoBaHHEM odamny) 2 0 : P(ambient)

P' (permitted) = (P(inheritable) & F(inheritable)) |
(F(permitted) & cap bset) | P'(ambient)

P' (effective) = F(effective) ? P'(permitted) : P' (ambient)
P' (inheritable) = P(inheritable) [T. e., He usMeHdeTCH],
roe:

— P —3HayeHMe Habopa BO3MOXKHOCTEN HUTU A0 execve (2);

— P' —3HayeHMe Habopa BO3MOXKHOCTEN NOCNe execve (2);

— F— $alnoBbl Habop BO3MOXKHOCTEN;

— cap_bset — 3HayeHue orpaHun4mBatoLLLero Habopa BO3MOXHOCTEN;

— NPUBUIEIMPOBAHHbLIN dan — dala, MMEWMn BO3IMOKHOCTU, UAN ANA HEro
yUGHOBﬂeH6MTset—user—ID NWIN set—-group-1D.
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BO3IMOXHOCTU M BbINOJIHEHWME MPOITPAMMbI CYMEPMOJ/Ib3OBATE/IEM: ans
NpeaocTaBAeHMA MONHOrO Habopa BO3MOMKHOCTEM Cynepnosib30BaTeNt0 B execve (2)
HeobXx0AMMO BbINOAHEHWNE CAEAYIOLINX NPABUL

— eC/I1 BbINOJIHAETCA MPOrpaMma C YCTaHOBAEHHbIM OUTOM set-user-ID-root
mnn ID  peanbHOro No/ab30BaTeNa MNpoLecca paBeH Hynt (cynepnonb3oBaTens),
NpeaocTaBAAOTCA NOAHble dainoBble M Hacneayemble Habopbl BO3MOXKHOCTEM (T.e.
pa3pelleHbl BCE BO3MOXKHOCTH);

— eC/I1 BbINONHAETCA NPOorpaMma C YCTaHOBNEHHbIM BUTOM set-user-ID-root,
addeKTUBHbIN hannoBbI BUT paBeH eanHULE (YCTAHOBAEH).

Pe3ynbTaT  yKa3aHHbIX  MNpaBua, 0ObEAMHEHHbIX C  Npeobpa3oBaHUAMM
BO3MOXHOCTEM, CNeAyOWMN: Koraa NPouecc BbINOMHAET execve (2) ANA NPOrPaMmbl C
OUTOM set-user-ID-root WAW Korda npouecc ¢ adpdekTMBHbIM UID HOAb BbINOAHAET
execve (2), OH MNOJy4YaeT BCE BO3MOMHOCTU M3 pa3pelnTenbHOro nm 3GPeKTUBHOrO
HabopoB, 3a WCKAOYEHMEM TeX, KOTopble OTMEHEeHbl OorpaHuyMBaloWMM Habopom
BO3MOXHOCTEN. DTO NPeaoCTaBAsET CEMAHTUKY, COBMAAAOLLYO C OBbIYHbIMKU CUCTEMAMM
UNIX.

OFPAHMYMBAIOLLMA  HABOP BO3MOMHOCTEW: orpaHuumsatowmii - Habop
BO3MOMKHOCTEM — 3TO MexaHM3M 6e30MacHOCTU, KOTOPbIA MOXHO MCMNOAb30BaTb ANA
OrpaHMYeHmnA BO3MOXHOCTEM, AOCTYMHbIX NPU execve (2), CAeaytowmm obpasom:

— NpU execve (2) OrpaHNYMBatOWMIA HabOp BO3IMOXKHOCTEN cKNaabiBaeTca (AND)
Cc ¢alnoBbIM paspelnTesibHbiIM HabopoM BO3MOXKHOCTEM, U pPe3ynbTaT 3TOW onepaumn
Ha3Ha4yaeTca paspelnTenbHOMY Habopy BO3MOMKHOCTEM HUTU. Takum 0b6pasom,
OrpaHNYMBatOLLNIM Habop BO3MOMKHOCTEM OrpaHWMYMBAET pa3pelleHHble BO3MOMXKHOCTU,
KOTOpble MOXeT NpeAoCTaBUTb MCMONHAEMbIN dalin;

— OorpaHuymBaoWMii Habop BO3MOXKHOCTEM NpeacTaBAdAeT cobOM nepeyeHs,
KOTOPbIM HUTb MOXKeT A00aBUTb B CBOM HacaeayemMblil HAbop C MOMOLLBIO capset (2). ITO
03HayaeT, YTo, ec/in BO3MOXHOCTb OTCYTCTBYET B OrpaHuumBatollem Habope, HUTb He
MOXeT [006aBMUTb 3Ty BO3MOMKHOCTb B CBOW Hacneayembln Habop, Aarke ec/in OHa
NPUCYTCTBYET B pa3pelumTesibHOM Habope, cneoBaTe/ibHO, HE MOMKET COXPaHUTb AaHHYHO
BO3MOHOCTb B pa3pelumTesbHbln Habop Npu Bbi30Be execve (2) ANA ¢aina, UMeKLWEro
BO3MOHOCTb B CBOEM Hacneayemom Habope.

OrpaHumymBatoWmMin Habop CcKpbiBaeT GanioBble pa3pelnTenbHble BO3MOMHOCTY,
HO He Hacnedyemble BO3MOXHOCTW. ECM HUTb MMeeT B CBOeM HacneayeMom Habope
BO3MOHOCTb, KOTOpas OTCYTCTBYET B OrpaHMYMBatolLeEM Habope, HUTb MO-MpexHemMy
obnagaeT 3TOM BO3MOMHOCTbIO B CBOEM pa3pelnTensHom Habope npu BbIMOJHEHWUM
dalina, MmeroLLero BO3MOXKHOCTb B CBOEM HacieayeMom Habope.

ToNbKO NpoLEect OANH MOXKET 3a4aBaTb BOSMOXHOCTM B OrpaHuymBatoLLem Habope
BO3MOXHOCTEM, MOMMMO  3TOr0  Cynepnosab3oBaTesb  (ToYHee, NpPOrpaMmbl  C
BO3MOHOCTbIO CAP SYS MODULE) MOTyT LWL YAANATb BO3MOXHOCTU M3 Habopa.

OrpaHuunBatoWMin Habop Hacneayetcs npu fork(2) OT HUTM poauTena u
coxpaHaeTca Npu execve(2).
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HnTb MOXeT yaanATb BO3MOMKHOCTM M3 CBOEro OrpaHuymBatollero Habopa ¢
MOMOLLBIO  BbI30BA prctl(2) C onepauMen PR CAPBSET DROP MNPU  HaANumu
BO3MOXHOCTU CAP SETPCAP.

[Mocne yaaneHna BO3MOMXKHOCTM M3 OrpaHMYmMBatoLlero Habopa BOCCTAHOBUTL ee
HEBO3MOXHO. HUTb  MOXeT onpeaennTb  HaaMyMe  BO3MOXHOCTM B CBOEM
orpaHuymBatolem Habope C MOMOWBK  BbiI30OBAa prctl(2) C  onepauuen
PR CAPBSET READ.

YaaneHne BO3MOXKHOCTEN M3 OrpaHU4YmMBatoLLero Habopa AOCTYMHO, TONbKO €Cau
A4p0 cobpaHo c Noaaep*KKom GarN0BbIX BO3MOXKHOCTEN.

[ns coxpaHeHMA MPUBBIYHOM CEMAHTMKM NpU nepexoae OT HyAA K HEHyNeBbIM
nonb3oBatenbckmm ID OBO  ocywecTBAAOT  caedylowme  U3MeHeHMA  Habopos
BO3MOHOCTEN HUTU NPU UBMEHEHWUMN Y HUTK peanbHOro, adGeKTUBHOro, coxpaHeHHoro 1D
M nonb3oBaTenbckoro ID ®C (c nomoulpto setuid (2), setresuid(2) MW NOAOOHbLIX):

— eC/Nn paHee peanbHbi, 3IPPEKTUBHbBIN UAM COXPAHEHHbIN NONb30BaTENLCKMIA I1D
He Obln paBeH HyNto M B pedynbTate MameHeHua UID Bce 3Tn ID nonyymnm HeHynesoe
3Ha4YeHMe, TO BCe BO3MOXKHOCTW YyAANATCA M3 paspelmTenbHoro n 3GpPeKTUBHOro
Habopos;

— ecnnm 3PPEeKTUBHLIN  NONb30BATENLCKMA ID  M3MEHAEeTcA C  Hy/eBOro Ha
HeHyneBOe 3Ha4YeHMe, TO BCE BO3SMOXKHOCTM yAaNATCA U3 apheKTMBHOro Habopa;

— ecnn 3GPEKTUBHbIN NONb30BaTENLCKMI ID M3MeHAETCA C HEHYNEBOro 3HavyeHusA
Ha O, TO pa3peLLnTenbHbI Habop KonupyeTcsa B apHeKTUBHbIN Habop;

— ecan nonb3zoBaTenbckmin ID ®C M3meHAeTCcA C HY/NeBOro Ha HeHyneBoe
3HayeHue, TO M3 3PPeKTUBHOro Habopa yaanaTca cneayrolime  BO3MOMKHOCTU:
CAP CHOWN, CAP DAC OVERRIDE, CAP DAC READ SEARCH, CAP FOWNER, CAP FSETID,
CAP LINUX IMMUTABLE, CAP MAC OVERRIDE W CAP MKNOD. Ecnu nonb3osatenbckuin ID
®C n3meHAeTCA C HEHYNEeBOro 3HaYeHuA Ha 0, To Ntobasa N3 BO3MOXKHOCTEM, BKAKOUYEHHbIX B
paspeLlnTenbHbI Habop, BKAtoYaeTca B apPpeKTMBHOM Habope.

Ecnm HUTL, Yy KOTOpPOM oaAnH nnn bonee nonb3osatensckux ID paBeH O, cTpemmnTcs
NpeaoTBpaTUTb  yAaseHWe  paspellmTenbHbiX  BO3MOXKHOCTeM npu  cbpoce  Bcex
N0/ab30BaTeNbCKMX ID B HEHY/1IEBbIE 3HAYEHMNA, OHA MOXKET MCMNOJIb30BaTb BbI3OB prctl (2)
C onepauuei PR _SET KEEPCAPS WM ¢narom 6e3onacHoOCTM SECBIT KEEP CAPS,
OMNMCaHHbIM Aanee.

HUTb mMoeT nmonyyaTb M M3MEHATb CBOM HabOopbl BO3MOMKHOCTEM C MOMOLLbLIO
CMCTEMHbIX  BbI30OBOB capget (2) W capset(2). OgHako AnA  3ToM  Ueu
npeAnoYTUTEe/IbHEE WUCMONb30BaTb cap get proc(3) W cap set proc(3) W3 MNaKeTa
libcap.

Mpn n3MmeHeHn HabopOB HUTU NPUMEHAIOTCA CAeayoLLME NpaBuNa:

— eCNN  BbI3bIBAIOWMIM HE UMMeeT BO3MOXHOCTM CAP SETPCAP, TO HOBbIM
Hacneagyemblr  Habop [Ao/KeH OblTb  NoAHAabopom  KOMOMHAUMKM - CyLLECTBYHOLWLENO
Hac/neyemMoro 1 paspeLwnTenbHoro Habopos;
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— HOBbIM Hacneayembln Habop [gosxkeH 6biTb nogHabopom  KoOMOBUHaLMK
CYLLECTBYHOLLETO HacAeayeMOro M orpaHMymMBatoLLLero Habopos;

— HOBbIN pa3pelnTenbHbli Habop A0MKEH ObiITb MOAHAOOPOM CYLLECTBYHOLLETO
paspewmnTenbHoro  Habopa  (T.e. HEBO3MOXHO  npuobpecTn  paspelmnTenbHble
BO3MOKHOCTM, KOTOPbIX HATb HE UMEET);

— HOBbIM  3bdeKTMBHbIM  Habop  Ao/KeH bbb nNogHabopom  HOBOrO
paspelmnTenbHoro Habopa.

®NTATW SECUREBITS: OPTAHU3ALUMA NCKAKOYNTE/IBHO OKPYXKEHWA

B OCABpopa peanvsoBaH Habop ¢naroB securebits (448 KaXkAoN HUTK),
KOTOPbIA MOXHO MCNONb30BaTb ANA OTKAOYEHMA cneunanbHbiX AEMCTBUIM BO3SMOXKHOCTEN
nns UID Honb (cynepnonb3oBatens). K aTum dnaram oTHoOCATCA:

— SECBIT KEEP CAPS — MO3BOJAET HWUTW, Yy KOTOpoW oamH u Hbonee UID paseH
HY/10, COXPaHWTb CBOM BO3MOMKHOCTM Npu M3meHeHUn Bcex ee UID Ha HeHyneBsble
3HayeHuAa. Ecnn dnar He ycTaHoBneH, nameHeHne UID npuBeaeT K yTpaTe HUTbIO BCEX
BO3MOKHOCTeN. [laHHbIN dnar Bceraa cbpacbiBaeTca Npu execve (2) (M NpeaocTaBaseT Te
K€ BO3MOXHOCTM, YTO M CTapbIi BbI3OB prct1(2) c onepaumneit PR_SET KEEPCAPS);

— SECBIT NO SETUID FIXUP — He MNO3BOAAET A4pYy W3MeHWUTb Habopsl
BO3MOXKHOCTEM Npn n3meHeHun addektmaHoro UID n UID ®C ¢ HyneBoro Ha HeHyneBoe
3HaYeHue;

— SECBIT NOROOT — B C/ly4ae yCTaHOBKM AaHHOro ¢nara A4po He npeaocTaBnfaeT
BO3MOHOCTM MPW WCMNONHEHWM MPOrpaMMmbl, Mmerolen BUT set-user-ID-root, WK
Koraa npouecc ¢ 3¢PeKTUBHbIM AN peanbHbiM UID, paBHbLIM HY/HO, BbI3bIBAET execve (2) ;

— SECBIT NO CAP AMBIENT RAISE — 3anpeljaeT MOBbllUEHNE  HAPYXKHbIX
BO3MOXHOCTEN NOCPeACTBOM prctl (2) C onepaunen PR CAP AMBIENT RAISE.

Kaxkabl 13 nepedyncneHHbix Bbille 6a3oBbiX GaaroB MMeeT OAMH M3 CaeayroLmx
HUXKE AONONHUTENbHbIX GaroB OJOKMPOBKK, YCTaHOBKA Nt0OOro M3 KOTOPbLIX ABAAETCA
HeobpaTMMOW 1 3anpeLlaeT AabHENLINE N3MEHEHMA COOTBETCTBYOLLLEro bazosoro dnara.

®narn 6NOKNPOBKK:

— SECBIT KEEP CAPS LOCKED;

— SECBIT NO SETUID FIXUP LOCKED;

— SECBIT NOROOT LOCKED;

— SECBIT NO CAP AMBIENT RAISE.

®narn securebits MOXHO M3MEHATb M NOJy4aTb C MOMOLLbIO BbI30Ba prctl (2) C
onepaumAmMn PR _SET SECUREBITS M PR GET SECUREBITS. [1n4 wu3ameHeHua ¢naros
TpebyeTcA BO3MOXKHOCTb CAP_ SETPCAP.

®narn securebits HacaeaytOTCA AOYEPHMMM npoueccamu. lNpn execve (2) BCe
dnarn  coxpaHAKTCA, 33 WCKAIOYEeHMeM SECBIT KEEP CAPS, KOTOPbIM  BCersa
cbpacbiBaeTca.

MIT MOXeT MCNoNb30BaTb CAeAyoLMA BbI3OB ANA CODCTBEHHOM OAOKMPOBKU M
NOMELLEHMA BCEX CBOMX MOTOMKOB B OKPY)KEHWE, rAe MMEeeTcA TO/NbKO MepBbli cnocob
nobaBneHMs npaB — 3anyck MNpoOrpamMmbl CO  CBA3AHHbIMM C  Herl bannoBbIMM
BO3MOHOCTAMM:

prctl (PR_SET SECUREBITS,
SECBIT KEEP CAPS LOCKED |
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SECBIT NO SETUID FIXUP |

SECBIT NO SETUID FIXUP LOCKED |
SECBIT NOROOT |

SECBIT NOROOT LOCKED) ;

4.3.1.7. ®penmBopk Linux Security Modules

[JOnONHUTENbHO ONA KAaCTOMM3aUMKM U yTOYHEHMA npumeHAaemblx [P moxeT
MCNONb30BaTbCA PpenmBopK Linux Security Modules, KoTopblin ABASIETCA YacTbio AApa W
MO3BONAET PEerncTpMpoBaTb Mpoueaypbl, KoTopble OyAyT BbIMOMHATLCA B C/Ay4ae
YCMEeLHOro 3aBeplleHma CTaHAapPTHOM npoueaypbl NMPOBEPKN AMCKPEUMOHHOro A0CTyna
nepea NpeaoctaBneHmem GakTMYeCcKoro AocTyna K 0b6bekTy

Mocpeactsom Linux Security Modules B aape OC ABpopa NOAKAOYEH MOAYb
6e30MacHOCTN diehard, KOTOPbIA He NMO3BOMIAET HEMPUBMIETMPOBAHHOMY MO/1Ib30BATENIO
npepBaTb BbIMOJHEHME MPOLECCa, 3anyLWEeHHOro OT ero e MmeHu. 1o1b30BaTeNbCKMi
Npouecc, He MMeKLWMI BblAENEHHOW rpynnbl 777, HE MOXET NOCNaTb CUIHAA NPOLLEeCCY,
MMeloLEemMy Takyrto rpynny, Aaxe ecau MpoLuecChbl BbIMONHAKTCA C oAMHakosbim EUID.
NcKnoveHnem ABAAKOTCA MNPOLECChbl, MMerlme capability CAP KILL — Ha HUX He
PACNpPOCTPAHAIOTCA OTPAHUYEHNA, HAKNAAblBaeMble MOAY/IEM diehard

3arofioBoYHbIN  daln  include/linux/security.h  COAEPKUT  OMNMUCaHME
CTPYKTYpbl security ops, NpeAcTaBaatowen cobon CNMCOK 3apaHee onpeeneHHbIX U
NOKYMeHTMpPOBaHHbIX callback-pyHKuUMIM, KOTOpble AOCTYNHbI MoAyAto Be30nacHOCTM ANA
BbIMO/IHEHWMA MPOBEPOK. 10 YyMONYaHWIO AaHHble QYHKUMM B OCHOBHOM BO3BpallatoT O,
paspewan nobble aenctensa. OAHAKO HEKOTOpble WMCMOb3YHT MOAy/lb 6e30MnacHOCTH
POSIX. B paHHOM cTpykType cneumdudecknin ana OC ABpopa MoAynb diehard
3aperncTpmpoBaH cneayroumm obpasom:

#ifdef CONFIG SECURITY DIEHARD

extern int diehard task kill(struct task struct *p, struct siginfo
*info,
int sig, u32 secid);

#else /* |CONFIG SECURITY DIEHARD */

static inline int diehard task kill(struct task struct *p,
struct siginfo *info, int sig, u32 secid)

{

return 0;

}

#endif /* !CONFIG SECURITY DIEHARD */

NcxoaHbIM TeKCT moayna diehard (Ppann security/diehard/diehard-1sm.c):

#define DIE HARD GROUP 777

static const int zero = 0, one = 1;
static int enabled = 0;
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int
diehard task kill (struct task struct *p, struct siginfo *info, int
sig,
u32 secid)
{
const struct cred *cred = current cred();
const struct cred *tcred = task cred(p);

if ('enabled)
return 0;

if (ns _capable (tcred->user ns, CAP KILL))
return 0; /* Privileged process are not affected by us */

if (!gid eqg(cred->gid, DIE HARD GROUP) &&
'gid eg(cred->egid, DIE HARD GROUP) &&
'!gid eg(cred->sgid, DIE HARD GROUP) &&
groups_search (tcred->group info, DIE HARD GROUP) &&
!groups_search (cred->group info, DIE HARD GROUP))
return -EACCES;

return 0;

}
#ifndef CONFIG SECURITY DIEHARD STACKED
static struct security operations diehard ops = {
.name = "diehard",
.task kill = diehard task kill,
bi
#endif /* CONFIG_SECURITY DIEHARD STACKED */

#ifdef CONFIG SYSCTL

struct ctl path diehard sysctl path[] = {
{ .procname = "kernel", 1},
{ .procname = "diehard", 1},
{ }
}i
static struct ctl table diehard sysctl table[] = {
{
.procname = "enabled",
.data = &enabled,
.maxlen = gizeof (int),
.mode = (0044,
.proc_handler = proc_dointvec minmax,
.extral = (void *) &zero,
.extra? = (void *) &one,

by
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#endif /* CONFIG SYSCTL */

static  init int
diehard init (void)
{
#ifndef CONFIG SECURITY DIEHARD STACKED
1f (!security module enable (&diehard ops))
return 0;
#endif /* CONFIG_SECURITY DIEHARD STACKED */

printk (KERN INFO "DieHard: starting.\n");

#ifndef CONFIG SECURITY DIEHARD STACKED

if (register security (&diehard ops))

panic ("DieHard: kernel registration failed.\n");
#endif /* CONFIG SECURITY DIEHARD STACKED */

#ifdef CONFIG SYSCTL

if (!register sysctl paths(diehard sysctl path, diehard sysctl table))
panic ("DieHard: sysctl registration failed.\n");

#endif /* CONFIG SYSCTL */

return 0;

}

security initcall (diehard init);

MpMepom  MCNOMb30BAHWMA  OMWCAHHOTO  MEeXaHM3Ma  MOXET  CAYKMUTb
HeobxoAMMOCTb 0becneynTb HEBO3MOMKHOCTb HEMPUBUAETMPOBAHHOIO MNOAb30BaATENA
NnpepBaTb BbINO/IHEHME aHTUBUPYCHOTO CPeACTBa.

4.3.2. PoneBasa moaenb ynpaBaeHns noanTukamm 6e3onacHocTu

BHUMAHWE! N3meHeHMA HacTpoeK B MyHKTe MeHto «[1onnTukm 6e3onacHoCTM»
NPUMEHAOTCA KO BCEM YHETHbIM 3aNMCAM POJIEN, CO34aHHbIM Ha MY.

[dna onpeaeneHnMAa  BO3MOXHOCTEM  y4e€THOM  3anucu  Noab3oBaTens  no
MCNONb30BaAHMIO PECYPCOB M PYHKLUMOHANbHbBIX BO3MOXKHOCTeNn OC ABpopa NpuMMeHaeTca
poneBas MoAeNb, Ha OBLIECMCTEMHOM YPOBHE MO3BOMANOWAA aAMUMHUCTPATOPY 3a4aTb
OrpaHnYeHma Ha Mcnoab3oBaHMe PyHKLMOHaNa OC nocpeACTBOM NOMUTUMK BE30NacHOCTM.

MPUMEYAHME. HacTponKa ynpaBneHWA OOCTYNOM, a TaKXe M3MeHeHWe AaHHOW
HACTPOMKM AOCTYMNHbI TONIbKO aAMMHMCTPaTopy nbo yepe3z MDM-cuctemy.

[ns nepexosa K HACTpPOMKamM MOAMTMK ©e30macHOCTM HeobXOAMMO BbIMOAHUTL
cnepyoume oeNCTBUA:

— OTKPbITb MEHI CUCTEMHbIX HACTPOEK KacaHMemM 3Hauyka @ Ha JKpaHe
NPUNoXeHun (cm. PucyHok 1);
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— KOCHYTbCA MNYHKTa MeH «[loauTuKkn 6e30nacHOCTM» a3 B noapasgene
«be3onacHOCTb» B pe3ynbTaTe 4yero otobpasnTca OAHOMMEHHAA CTpaHMUA ynpaBaeHMA
nonnTMKammn 6eszonacHocTn (PucyHok 127).

Ha cTpaHunue «Moamtukmn 6esonacHoCTU» AOCTYMHbI caeayouime 4encTBuA:

— ObICTPbIN MOUCK MOAUTMKM 6e30MacHOCTM C MOMOLLbIO BBOAA NepBbix ByKB ee
Ha3BaHWA B nosae «[TonCK»;

— BK/IIOYEHME M BbIKJOYEHWE  BHeEWHero WHTepdenca MY  KacaHuem
nepekatoYaTena cnpasa OT BbIOPaHHOM NOAUTUKN,

NMPUMEYAHMUE. Mpn akTMBauMm nepektovaTenb HAYHET CBETUTbCA Ap4ve, Yem B
COCTOSSHUM MO YMONYAHUIO (HEAKTUBHOM);

— ONIOKMPOBKA M Pa3bIOKMPOBKA BO3MOMHOCTM WMCMNO/Ib30BaHMA MNPOrpaMm U
M3MEHEHMA HACTPOEK BHELWHMX MHTepdencoB MY KacaHMem COOTBETCTBYHOLLErO 3HA4Ka

cneea OT BbIGPAHHOM MOAUTUKM MO0 KacaHMemM nosd, B KOTOPOM pPacro/ioxeHa
BbIOpaHHasA NONUTUKA.

NMPUMEYAHUE. 3HauyoK (& yKa3blBaeT Ha TO, 4YTO NOAUTUKA pPa3b/IoOKMpPOBaHa

M
(nocTynHa), 3Ha4oK [ yKasbiBaeT Ha TO, YTO NOSIUTMKA 3ab610KMPOBaHa (HeA0CTyNHa).
B cnydyae ecnm Kakaa-nMbo M3 NOAUMTUK 3a6/10KMpoOBaHaA aAMWHUCTPATOPOM, Mpw

NOMbITKE A0CTyNa K COOTBETCTBYHOLIEN QYHKUMM  WMAM  KOMMOHEHTy, oTobpasunTca
yBegomneHne (PucyHok 128).

| Monntukm 6esonacHocTy | Bluetooth

OHHOR CUCTEMb OTKNIOYEHO NPU NOMOLLU
Aurora Device Manager
Q Mouck

Bluetooth
& Bluetooth

[% ABrapexmm s
& Bpaysep

‘E] lonocoBble Bbi30BbI

‘% [o6aBneHune akkayHToB

[% Kamepa

& MukpodoH

‘5 MoHTupoBaHue USB-HakonuTenen

(]

PucyHok 127 PucyHok 128

HanmeHoBaHMe M onuncaHMe ynpaBaaemMbiXx NOAUMTUK Be30MacHOCTM NpuBeaeHO B
Tabnmue (Tabnanua 13).

BHUMAHME! CocTosiHne noANMTMKM NO YMONYAHUIO OTANYAETCA B 3aBUCMMOCTUN OT
Bepcum OC Aspopa.
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Tabnunua 13

Monntunka no

YnpasneHua

Ne Ha3saHue NoAUTUKM OnucaHue NONUTUKMK ATpubyT 6e3onacHoOCTM 5 o
YMONYaHUIO NOJINTUKOM
1 Bluetooth Mcnonb3oBaHue nHTepdeinca Bluetooth® | BluetoothToggleEnabled 3ab0KknpoBaHa GUI
2 ABMapexmm icnonb3oBaHWe aBMaperKnMma FlightModeToggleEnabled PasbnokunposaHa |GUI
3 Bpay3ep PaboTta nonb3oBaTens c bpaysepom BrowserEnabled PasbnokmposaHa |GUI
4 [0/10COBbI€ BbI30BbI PaboTa c ronocoBbIMM BbI30BaMM VoiceCallEnabled PasbnokunposaHa |GUI
5 [obasneHne akkayHToB | [lobaBneHme AaHHbIX y4eTHbIX 3anunceir | AccountCreationEnabled PasbnokuposaHa |GUI
6 Kamepa Mcnonb3oBaHMe Kamepbl CameraEnabled PasbnokmposaHa |GUI
7 MunKpopoH Mcnonb3oBaHe MUKPOGDOHaA MicrophoneEnabled PasbnokmposaHa |GUI
8 MoHTnposaHne USB- MoHTmpoBaHue USB-HakonuTenemn USBMountEnabled PaszbnokunposaHa |GUI
HakonuTenemn
9 MoOHTUpOBaHME KapT MOHTMpPOBaHMeE KapT NaMATH SDMountEnabled PasbnokunposaHa |GUI
namaTK
10 |HacTtpoiku SIM-kapT YnpasneHune SIM-KapTamu SimSlotsSettingsEnabled Pa3bnokmposaHa |GUI
11 |HacTtporkm WLAN Mcnonb3oBaHue cetnt WLAN WlanToggleEnabled PasbnokmposaHa |GUI
12 |HacTtpoliku reonokauum | Mcnonb3oBaHue cny:Kb reonokaumm LocationSettingsEnabled PasbnokunposaHa |GUI
13 |HacTpolku rnobanbHbix |HacTpolkmn rnobanbHbIX CEPBUCOB GlobalServiceSettingsEnabled PasbnokunposaHa |GUI
cepBumcoB
14 |HacTpoliKa aatbl 1 MN3meHeHune HacTpoek BpemeHu 1 aaTbl | DateTimeSettingsEnabled PasbnokmposaHa |GUI

BpPEMEHM

> COCTOsIHME MOMUTUKM MO YMONHAHMIO 418 cepTudMUmpoBaHHoit Bepcumn OC Aspopa.
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15 |HacTpolkm mobunbHoM | HacTpoinkn mobuabHOM cetu MobileNetworkSettingsEnabled |Pa3bnokmnposaHa |GUI
cetu

16 |HacTpoiku npokcu HacTpoinKka npokcu-cepsepa NetworkProxySettingsEnabled 3abnoKMpoBaHa GUI

17 |Obwuin goctyn K Mcnonb3oBaHue MY B KauecTse InternetSharingEnabled PasbnokmposaHa |GUI
NHTepHeTy H6ecnpoBOAHOM TOYKM A0CTYNa

18 |Mepenaya dannos Ha MK |Mepenaya dannos no npotokony MTP | UsbMtpEnabled 3ab10KknpoBaHa GUI
(MTP)

19 |PepaktupoBaHue VPN- HacTpoiika/penakTnposaHme VPN- VpnConfigurationSettingsEnabled |Pa3bnokmposaHa |[GUI
coeanHeHWI coeaAnHeHWNIM

20 |CHbpoc K 3aBOACKMM BbinonHeHne cbpoca MY K 3aBoackum | DeviceResetEnabled PasbnokunposaHa |GUI
HaCTPOMKam HaCTPOMKam

21 | CHMMKM 3KpaHa Co3aaHMe CHMMKOB 3KpaHa ScreenshotEnabled PasbnokmposaHa |GUI

22 |CoobueHuns Otnpaska SMS SMSEnabled PasbnokmposaHa |GUI

23 |YnpasneHue NFC Mcnonb3osaHue NFC NfcToggleEnabled PasbnokunposaHa |GUI

24 |YnpasseHue cocTtoaHnem |YnpasneHue VPN-coegnuHeEHNAMM VpnConnectionSettingsEnabled PasbnokunposaHa |GUI
VPN-coeamHeHMn

25 |YcTaHoBKa npuaoxkeHunn |YctaHoBka MI ApplicationInstallationEnabled 3abn10KMpoBaHa GUI
13 $annoBoro
MeHeaKepa

26 |- Ncnonb3oBaHue Android Debug Bridge |UsbAdbEnabled PasbnokmposaHa |policy.conf

27 |- HacTpolka mobunbHbIX Touek goctyna | MobileDataAccessPointSettingsEn | PazbnokuposaHa | policy.conf

abled
28 |- PaboTta c obHoBneHMem OC OsUpdatesEnabled PaszbnokunposaHa |policy.conf
29 |- [MpUHATME peLleHnit O 3arpy3ke SideLoadingSettingsEnabled PasbnokunposaHa |policy.conf
CTOPOHHMX MNaKeToB
30 |- AKTMBaLMA peXXMMa pa3paboTunka DeveloperModeSettingsEnabled |PasbnokumposaHa |policy.conf
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MNonuntnka no YnpasneHua
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31 Mcnonb3osaHue pexxkmnma USB Mass UsbMassStorageEnabled PaszbnokunposaHa |policy.conf
Storage
32 PaboTa co CTaTUCTUMKOM MHTEPHET- NetworkDataCounterSettingsEnab|PaszbnokmposaHa |policy.conf
OAHHbIX led
33 PaboTa co CTaTUCTMKOM 3BOHKOB CallStatisticsSettingsEnabled PasbnokmposaHa |policy.conf
34 M3meHeHne TMna TeEXHONOormnn CellularTechnologySettingsEnable |Pa3zbnoknposaHa |policy.conf
MOOUNBbHOM Nepeaayn AaHHbIX d
35 Pexxnm paspaboTymka UsbDeveloperModeEnabled PaszbnokunposaHa |policy.conf
36 Pexxnm ceteBoro agantepa UsbHostEnabled PasbnokunposaHa |policy.conf
37 Pexknm oTnaaku UsbDiagnosticModeEnabled PasbnokmposaHa |policy.conf
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4.4. OrpaHM4eHUe NpoOrpamMMHOM cpeab!

B OCABpopa oOrpaHMyeHMAa NporpammHOM  cpedbl  MOryT  33a4aBaTbCA
AAMUHNCTPATOPOM C MOMOLLHO:

— ynpaBaeHuna cny>kbamm nocpeacTBOM systemd, NOAPOOHOE ONMCaHNE KOTOPOro
npuseaeHo B NpunoxeHuu (MpunoxkerHue 1);

— U3MEHEeHUA JIMMUTOB, OMWCaHMe KOTOPbIX MPUBELEHO B MPUIOKEHUN
(Mpunnoxerue 2).

B OC Aspopa npwu yctaHoBKe 10 BbINONHAIOTCA C/iedytolime NPOBepPKu:

— cofepaHna RPM-naketa Ha npeameT WCMONHAEMbIX CLLeHapueB B pasjene
postinstall,

— YCTaHOBKM nporpamm 6e3 npumeHeHns BUTOB suid-bit M sgid-bit.

4.4.1. MexaHu3sm nognucn RPM-nakeTtos
4.4.1.1. Noanucb 1 nposepka noanmncn RPM-nakeTa

B OC ABpopa ncnonbsyetca mexaHnsm nognmcy RPM-naketos 1 nUx COAEPHKMMOTO,
Npu 3TOM:

— A9 NAKeTOB OTK/IOYEHbI U He ncnosb3ytoTca GPG-nognumcy;

— noanucb pa3paboTumka noanuncbiBaet RPM-naKkeT uenmnKkom;

— MOAMMCb UCTOYHMKA NoANMCbIBaeT 061acTb NOANUCKH pa3paboTymka.

Kaxkabin RPM-nakeT nmeeT Ha3BaHMe, COCTOALLLEE M3 CAeAYIOLLNX YacTen:

— Ha3BaHMe NPOrpaMmsl;

— BEepCuA NPOrpaMmbl;

— apXUTeKTypa, noa koTopyto cobpaH RPM-nakeT (armv7hl, i386, ppc 1 T. 4.).

CobpaHHbIn RPM-nakeT 06bl4HO MMeET cneayowmin popmaT Ha3BaHUSA:

<HasBaHUe>—-<BepcUa>-<pelin3>.<apxXUTeKTypa>.rpm

Hanpumep:

nano-0.98-2.1386.rpm

RPM-nakeT MOXeT coaepKaTb TO/IbKO MCXOAHble KOAbl, MPX 3TOM MHbOpMaLMa 06
APXUTEKTYPE OTCYTCTBYET M 3aMEHALTCA Ha src.
Hanpumep:

libgnomeuimm2.0-2.0.0-3.src.rpm

BUbAMOTEKM pPacnpOCTPaHAKTCA B ABYX OTAE/bHbIX MaKeTax: MepBbli COAEPKUT
CcobpaHHbIN KoA, BTOPOM (0ObIMHO K HeMy A06aBAAOT —devel) COAEPHKMUT 3aroN0BOYHbIE
dannbl, a Takke pannbl, Tpebyemble ana pa3paboTKu.
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Heobxoammo, 4Tobbl BepcuMM ABYX MaKeTOB COBMAAanM, B MPOTMBHOM Ciyyae
6MbnnoTekn moryt pabotaTb HEKOPPEKTHO. [lakeTbl C pacllMPeHMEM noarch.rpm He
3aBMCAT OT KOHKPETHOM apxXMTekTypbl MY M 0OblYHO coaepKaT rpaduKy, apxXmMTEKTYPHO
He3aBMCHMMbIE CKPUNTbI, @ TaKXKe TEKCTbI, MCNOJIb3yeEMbIE APYTMMM MPOTrPaMMamMm.

RPM-nakeT obecneymBaer:

— NEerkocTb yaaneHus n obHosneHuns MO;

— nonynapHocTb — 4acTo O cobupaeTca MmeHHO B RPM, HeobxoanmocTb c6opKM
NPOrpammbl M3 MCXOAHbIX KOLOB OTCYTCTBYET;

— HEeWHTEePaKTMBHYK YCTAHOBKY — MNpOLECcC YycTaHOBKM/0OHOBAEHMA/yAaneHus
JIerKO aBTOMATU3MpPYeTCH;

— MPOBEPKY LeNOCTHOCTM MAaKETOB C MOMOLLbHO KOHTPOJIbHbIX CYMM M NOoANMCeEN;

— DeltaRPM — aHanor Habopa WM3MeHeHM, N03BONAKOWMIA  ODOHOBMUTL
yctaHoBneHHoe 10 ¢ MMHMMaNbHOM 3aTpaTon TpaduKa;

— BO3MOXXHOCTb aKKyMyALMM ONbITa COOPLUMKOB B spec-daline;

— OTHOCUTENbHYH KOMMAKTHOCTb Spec-Gal/ioB 3a CHET MCNO/b30BAHMA MAKPOCOB.

Cneundurka paboTtbl RPM-naketoB B coctaBe OCABpopa cBA3aHa C
nepepaboTaHHbIM mexaHn3mom KL (noapasanen 4.9).

NMPUMEYAHUE. B coctaBe OCABpopa A0OMNyCKaeTca YCTAaHOBKA  TOJIbKO
noanuncaHHblX RPM-nakeTos.

Moannce RPM-nakeTa npoBepAeTcA B MOMEHT ero yctaHoBKW. [loanucm RPM-
naketTa popmupytoTcs ¢ nomoulbio anroputma NOCT P 34.10-2012.

MoAnuUCcb XpaHUTCA B CTaHAapTHOM ans bubnmnotekn OpenSSL dopmate CMS 1
COAEPKUT Cneaytoline AaHHbIe:

— Xel COAEePXMMOro nakeTa nan NoANMUCK NpeablayLWwero YpOBHA C NPUMEHEHNEM
OYHKLMM XeWnpoBaHUa U ANMHOM xew-Kkoaa 256 6ut no FOCT P 34.11-2012;

— [aTy NoANUCaHWA NaKeTa;

— NOANWCb  YKa3aHHbIX  Bblle  MNoAenm C  NPUMEHEHMEM  aArOPUTMa
FOCT P 34.10-2012 v dyHKUMM xewmposaHusa FOCT P 34.11-2012, aaviHa Bbixoaa 256 6uT;

— cepTUdPUMKaT cybbeKTa NnoAnncK nakeTa.

NMPUMEYAHMUE. 1na npoBepKM Nnoanmcm B npoLecce ycTaHOBKM RPM-nakeTa nmeet
3HaYeHMe CTPYKTypa M COCTaB cepTUdMKaTa Katova nposBepku M. CepTUdmMKaT AO/KEH
ObITb BblAAH KANEHTY (CyObeKTy) npeanpuaTmem-pa3paboTimKom.

Mpouecc NoayyYyeHua cybbekTom cepTUdMKaTa COCTOUT U3 CIeAyHOLMX STanoB.:

— reHepauma K4YeBoM Napbl, 3aWLMLLEHHOM NAPOIEM.

NMPUMEYAHME. MoapobHoe onucaHue npuBeaeHo Ha Beb-camTe:
https://developer.auroraos.ru/doc/software_development/guides/package_signing#certifi
cate_issuance;

— CO3[4aHMe 3anpoca Ha cepTMdUKAT C yKasaHMmem B 00A3aTeNbHOM MNopAaKe
HaMMEHOBAHMA K/IMEHTA UIN NAPTHEP];

— OTNpaBKa 3anpoca Ha noayvyeHue cepTuduMKaTa NpeanpuaATUIO-pPa3paboTUMKy U
nosy4yeHune ceptTudmKaTta C NPUCBOEHHOM METKOM rpynnbl 6e30MNacHOCTY;
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— nognucaHne RPM-nakeTa, Nony4yeHHOro cepTMdurKaTa M 3alUMLLEHHOrNO K/H4a
noAnmcHu.

MeTKa rpynnbl 6€30MacHOCTU SBASIETCA CTPOKOM M MOMKET ObITb MPOM3BOJIbHOMN,
OAHaKo npeanpuAaTne-paspaboTumk OC ABpopa Npu Bblaavye cepTUPMKaTa MCNONb3yeT
onpeaeneHHbln  Habop meTok. O6paboTka NOANMCAHHOrO NakeTa 3aBUCUT  OT
NPUCBOEHHOW cepTUUKATY METKKU rpynmnbl 6e30NacHOCTM.

[ns yctaHoOBKW cTopoHHero MO Ha MY, byHKUMOHMpPYOLLee NoA yNpaBAeHWEM
OC Aspopa, RPM-nakeT A0/KeH MMeTb noAnucb pa3paboTymKa, KOTOpasa ABAAETCA
06A3aTeNIbHON M MNO3BOAAET MAEHTMOMUMPOBATb aBTOPA MaKeTa, a TaKXe MCno/ab3yeTca
AN NOANMCK NaKeTa N MCNOTHAEMbIX GanaoB BHYTPM Hero.

MPUMEYAHME. be3 noanucu pa3paboTymka HEBO3MOXKHO YCTaHOBUTL MIT Ha MY.

Ons noanucn MI TpebytoTca KAoYeBas NOAMNMCAHHAA napa M cepTuduKkat
(Tabnuua 14).

Tabnuua 14
Nmsa ¢anna Nmsa dairna 3anpoca Nma danna
HasHa4vyeHune Anropntm 3aKpbITOro KAYa| Ha ceptudukat no | ceptndmkarta no
Nno YMOJ14aHUIO YMO/T4aHWNIO YMOJTHaHUIO
MNoanuce FTOCT P 34.10- |packages- packages-csr.pem| packages-
RPM-nakeTos | 2012 (256 6ur)| K€Y -Pem cert.pem

MPUMEYAHUE. TeHepauuio KAKOYEBbLIX Nap W 3anpocbl Ha cepTMdUKATbI
HeobxoAMMO 3amnyckaTb BHYTPU build-engine, noapobHOe onucaHMe O KOTOPOM
npuseaeHo Ha Beb-canTe: https://developer.auroraos.ru/doc/
software_development/guides/package_signing#tkeyAndCertGegFromIDE.

MprMmep KOMaHApb! ANA reHepaummn KAKYeBbIX Map 1 3aNpoCcoB Ha cepTMdUKaTbI:

customer—-gen-csrs \ —--common-name "developer company name" \ --
binaries-key binaries-key.pem \ --packages-key packages-key.pem

B npouecce BbINOAHEHWA KOMaHAbl ByayT 3anpolleHbl Napoan Anda wmudpoBaHMa
dalnoB C 3aKpbITbIMKM KAo4amm M B paboyeit nanke ckpunta byayT cosgaHbl danbl
3aMpoCoOB binaries-csr.pem W packages-csr.pem.

dannsl 3anpocos (He bannbl Knto4en) HeobxoAMMo nepenatb
npeanpuUATUIO-pa3paboTUMKy M NOAYYUTb B3aMeH NoANMCaHHble Galinbl cepTUPUKATOB.

MPUMEYAHMUE. Mpu npoBeaeHUU UHANBHOTO TECTUPOBAHMA CO34aHHbIX MI]
notpebyeTca cepTUdMKAT CTOPOHHEN opraHmM3aumm Ha nognucb RPM-nakeTa.

CepTUdMKAT CTOPOHHEN OpraHM3aLnMmM HeEOHBXOAMMO AOMNONHUTENBHO 3aNPOCUTL Y
npeanpuaTna-paspaboTumka. Co3naBaTb AOMNOAHUTENbHbIE KAKOYM M 3aMNPOCbl  Ha
cepTudmkaT He TpebyeTca. B pganbHelwlem WMMeEHEM MO YyMOAYaHWtio Ana  daina
cepTMdmMKaTa CTOPOHHEN OpraHmM3aLmm ByaeT cUMTaTbCA packages—-client-cert.pem.

Bemay OTCYTCTBMA MEXaHM3MOB A48 W3MEHEHMA MNPUBA3KM B Aa/ibHenen
3KcnayaTaumm HeobXoaAMMO BbIMOAHUTb OAHO M3 CAeAyOLLNX AENCTBUN:

— NOBTOPHO ycTaHoBUTL OC ABpopa Ha MY;
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— OCyLLecTBMTb cOpoC HacTpoek MY.

MPUMEYAHMUE. [na npoBepkm noanucu RPM-naketa m noanucu dannos IMA
MCNONb3YeTCA eAMHbIn cepTudUKaT, T.e. ANS NOANUCKM NAKeTa M ero COAEPKUMOro
MCNONb3yeTCA OAHa NOAMMUCH.

MexaHunam 6e3onacHoctn IMA obecneymBaeT OTCYTCTBME BO3MOMKHOCTW 3amycKa
Ha MY pana HenoanucaHHbIX KUcnonHAaemblix ¢annoB RPM-nakeTa, a Takxke Aana
ncnonHAaembix pannos RPM-nakeTa, NoANMCaHHOIO HEBEPHOM NOANNCHIO NMOO NOAMNMUCHIO,
KOTOpaA BEpHa, HO OT/IMYAETCA OT TEKYLLLEro KOPHEBOrO cepTUdMKaTA.

BHUMAHWE! Mopaepkusatotca anroputmbl ana: IMA SHA256, RSA2048 u
FOCT 34.10 2012.

NMPUMEYAHUE. Mpn oT3biBE CKOMMPOMETMPOBAHHbIX KAOYEN MPOMCXOAMUT OT3bIB
KAto4ya, a He cepTuduKaTa.

B uenax pasaeneHua 30Hbl M NoaaeprKaHuA ryOuHbl UMHTErpaumm CTOPOHHMUX
RPM-nakeToB MmetoTca AOMNOAHUTENbHbIE NOArpyNnbl Ana noanucen: Regular, Extended,
MDM, Antivirus, KoTopble pa3nnyatoTca Habopom nNpaBuA U paspelieHnin no
PAcnoNoXeHnto u B3ammogeincteuio ¢amnos B8 OC, a TaKKe MCNONAb30BaHMEM
B3aMMOCBA3aHHbIX KOMMOHEHTOB.

MPUMEYAHME. [Ina KOppeKTHOM yCTaHOBKM M paboTbl Ha MY, GYHKLMOHUPYHOLLEM
noa ynpasneHnem OC ABpopa, RPM-nakeT [AonxeH COOTBETCTBOBATb TpeboBaHUAM,
YKa3aHHbIM Ha Beb-canTe: https://developer.auroraos.ru/doc/
software_development/guidelines/rpm_requirements. OgHako 418 ynpoLleHusa npoLecca
y pa3paboTymKka ecTb BO3MOMKHOCTb OTKAOYEeHUs Banumaauum RPM-nakeToB, npu 3Tom
OCHOBHblE KPUTUYECKNE AS1A CUCTEMbI MPOBEPKM OCTAHYTCA aKTUBHbIMMU.

[ns rpynnbl 6e3onacHoCcTM TpebyeTca cneaytoulee:

— o0bA3aTenbHaa noanMch pa3paboTynKka, MeTKa — developer;

— ONuUMOHaNbHAA NOAMNMCb MCTOYHWKA, MeTKa — client. WMcnonb3lyetcAa Ans
peann3aumm AOBEPEHHbIX UCTOYHMKOB (nn. 4.4.1.3).

MoAnMCK HakNaablBatOTCA CaeayowmMm obpasom:

1) Pa3paboTumk noanuceiBaeT RPM-naKkeT, KOTOPbIN OH NPOM3BEN;

2) RPM-nakeT onumnoHanbHO NOANMUCHIBAETCA NOANMMUCHIO MCTOYHMKA (MapKkeTom MI
NN KTUEHTOM).

Mpu 3TOM pa3paboTyMk noanucbiBaeT HenocpeacTBeHHO RPM-nakeT, a Karkabii
nocneayowmin cydbbekT NnoAnNnCbIBaeT NpeablayLlyto Noanuch (T.e. UICTOYHMK NOANUCHIBAET
noAnuchb paspaboTynKka), TakKMMm 0Bpa3omM OpraHM3oBaHa Mepapxma NoAnucen, B KOTOPOW
Ha Ka*kA0M M3 3TanoB NPOBEPKM MOXKHO BbIABUTb PACXOXAEHMA.

KopHeBoi cepTudukat npeanpuatua-paspaboTimKka: a1 YCTaHOBKM [A0Bepus
MeXay cepTUdMKaTamm U CUCTEMOM MpeanaraeTca  Mepapxmyeckaa CBA3b  MeXay
cepTudmMKaTamMK, KOTOpble WCMNOAb3yKOTCA ANA NoAnMcu naketoB. [lpeanpuaTtue-
pa3pabotunk OC ABpopa MNOCPEACTBOM YTUAUTbI tk26sig reHepupyeT cepTudukar,
KOTOPbIA CYMTAeTCA KOpPHeBbiM. [lanee npeanpuatme-pas3paboTyMK, MCNONb3yA AaHHbIN
cepTMdMKaT, BblAaeT cepTUPUKATbl CBOMM KAMEHTAM Ha OCHOBE WX 3ampoca - 3TO MOryT
6bITb KNOYM Pa3pabOoOTUMKa U UCTOYHMKA.
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Takmm o06pa3om, Bcerda BO3MOXKHO MNpoOCAeAuTb CBA3b MeXAy LLenoyKoMm
cepTMOMKATOB: €CU  BblAAHHbIA KAMEHTaM cepTUUKAT He BblAaH NpeanpuaTUEM-
Pa3paboTYMKOM, OH CUYMTAeTCA HeaAeMCTBUTE/IbHbIM, COOTBETCTBEHHO, BCE MOMbITKK
yCcTaHoBMTb RPM-naKeTbl, noAnncaHHble cepTUdMKaTaMu, BblAAHHbIMM HE NpeanpUATUEM-
pa3spaboTynkom, byayT HeyaauHbIMMN.

MyTb 4O KOpHeBoro ceptudumkaTa npegonpeneneH Ha MNPOrPaMMHOM YPOBHE:
/etc/rpm/rootcacert—omp.pem.

CeptTuduKat npeanpuaTva-paspaboTymKa: cpeam Bcex cepTMUKATOB ANA Tpynmbl
developer Hanbonee Ba*KHbIM ABNAETCA cepTUdUKar, BblAQHHbIN
npeanpuAaTUIo-pa3paboTunky anda paspabotkm OC ABpopa. TakMmu cepTUdMKaTamm
MNOAMNMCBIBAOTCA BCE MPOAYKTbl  NpeanpuATUA-pa3paboTinmka M BCE  CUCTEMHbIE
RPM-nakeTsbl.

[MaKkeT, NOAMWUCAHHbLIN AaHHbIM CepTMOMKATOM, He noABepraeTca npoLeccy
Ba/MAaumm (T.K. TakMe naKkeTbl BCerda CYMTAlOTCA [0BepeHHbIMM). [na  oTanuma
cepTudmKkaToB  MaeHTMdMKaTop  nybamMyHOro  KAOYa  AaHHOro  cepTuduMKaTa
yCcTaHasnmeaetca B ®C no Nyt /etc/rpm/system-developer-keyid M NpW YCTaHOBKe
KaXK[0ro naketa NpoMCXoAmMT NMpoBepKa NMyBAMYHOrO Kato4a cepTuduKkata npeanpuaTmns-
pa3paboTymKa, KOTOPbIM NOANMCAH NAKET C KNOYOM, pacnonoxeHHbiM B OC.

BHYTpeHHAA CTpyKTypa nognucen: noanucu damna IMA umHTerpupyrotca B 610K
noAnucK NnpeanpuaTna-paspadboTymKka, noanmcb IMA nepeHocMTCA M3 3aro/s10BKa NakeTa.
TonbKo nepsasA Noanuck (He Becb dain) 3aBepAeTca BTOPOM NOAMMCHIO.

O6wmin popmat noanncaHHoro RPM-nakeTa npmseseH Ha pucyHke (PucyHok 129).

RPM-naket MNognucaHo
PazpaboTumrom
—

3aronoeokK

CofepHUMoe ’

Moanuck 1
(PazpaboTumk)

CeefeHMA 0 NOANMCEHTE
MoanucaHo

Ceptudukar KnneHToM

Mognuce IMA

Lleno4yka poTaumm
{onu.)

Monnuck 1 (3aronoeok)

MNognucet 2 (KnueHT)

CeefleHUA O NOANUCAHTE

CepTuduraT

Moanucb

Moanuce 2 (3aronoeok)

PucyHok 129

116



— 1 OBKPbITAFI
PyKoBOACTBO aAMMHUCTPATOPA | F.‘nﬁ%‘gé’#ﬁﬂ

Bannpgaupa RPM-naketos: RPM-nakeTbl BaaMAMPYOTCA CUEHApMEM, HaxoaAALLMMCA
B NpoekTe rpm-validator. MNpouecc BaAMaaummM Ha COOTBETCTBME MPOX0oAAT He Bce RPM-
NakeTbl, @ TONbKO HEe YAOBAETBOPANOLIME YCAOBMAM 0OE30MacHOCTM, YKa3aHHbIM Ha
Beb-canTe: https://developer.auroraos.ru/doc/software_development/guidelines/
rom_requirements.

RPM-naKkeTbl, NOANMCAHHbIE KAOYOM NPeanpuATUA-pa3paboTiMKa, He NpPoXoaaT
npouecc Banvaaumnm.

[Mpw ycTaHOBKe Yepe3 1ibrpm RPM-naKeT npoxoauT cneayroume ctagmm:

— BHYTPEHHWE NPOBEPKY;

— BaamMaauma NNarMHOM rpm-plugin-validation.

MnarmH rpm-plugin-validation, BbI3BaHHbIA nepen ycTaHoBKOM RPM-nakeTa,
nocnenoBaTelbHO BbIMOAHAET CAeaytoLLmMe AeNCTBUA:

— NpoBepKa nognucen n ceptudmnkatos RPM-nakeTa;

— ecnn RPM-naket ABndetca obHOBAEHMEM, TO MpPOBepseTcA, 4To cepTuduKaT
pa3paboTynka He u3meHuncs (T.e. He U3MeHMNca nAu  pa3paboTumk). MameHeHue
cepTuduKaTa NpeanpuaTMA-pa3padboTYMKa CYMTAETCA OLLIMOKOM YCTAHOBKMY;

— ecnn RPM-nakeT noanucaH He npeanpuaTnem-paspaboTynKom, BbiMOAHAETCA
Ba/MAauUmMA nakeTa. HeycneuwHas Bannaauma c4MTaeTcs OWMOKOM YCTaHOBKY;

— BCTaBKa cepTudmuKkata B cucteMHbln IMA keyring. HeycnelwHbln npouecc
CYMTaeTCcA OoWnbKOM YCTaHOBKM;

— BCTaBKa MWHpopmaumm o noanucax u ceptudukatax RPM-naketa B B[]
rpmsign-external. HeycnewHblM NPOLLECC CYMTAETCA OLMOKOM YCTAaHOBKM.

Mo 3aBeplieHnm obpaboTkn RPM-naKeTa Kaxaoe AencTBme cosgaeT coobuieHume
ayamTa B sdjd (cuctema ayauTa npeanpuatua-paspaboTymka (cm. nogpasgen 4.1) o6
ycnexe uam Heycnexe npu yctaHoske naun yaaneHnmn RPM-nakera.

Mpu ycTaHoBKke ntoboro RPM-naketa HeobxoaMMO y4MTbIBATb Caeaytollee, 4To
Kaxabli1 RPM-naKkeT Ao/mKeH MMeTb Kak MUHMMYM NOANUCH NpeanpuaTUA-pa3paboTyimKa
naketa.

[Onsa nposepkn noanncn RPM-nakeTa He06X0AMMO BbIMONHUTL KOMAHAY:

rpmsign-external verify —--root-cert ca.pem someapplication.rpm

[lna npocMmoTpa BaXKHbIX aTpMBYTOB NOANUCK (MMEHM cybbeKTa, MeTKM 1 ID Kntoya)
HeobX0AMMO BbIMOAHNUTb KOMaHAY:

rpmsign-external dump someapplication.rpm

4.4.1.2. NMoanuce MIT

Ona noanncyn MIN HeobxoAMMO BbIMOAHUTb KOMaHAY:

rpmsign-external sign --key packages-key.pem --cert packages-cert.pem
sampleapp.rpm

roe:
— sampleapp.rpm — NaKeT, cogepxawmm No;
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— packages-key.pem— 3al-(prTbIl7| KN4 NoANMCU NaKeTOB,

— packages-cert.pem— CEPTUPUKAT NOANMCK NAKETOB.

BHUMAHWE! B npouecce noanucm OyayT 3anpolleHbl NaposibHbie ¢pasbl OT
$annoB. € 3aKPbITbIMKW KAKOYaMKM Ana noanucn RPM-nakeTtos.

Ons n3onaumm MIT MCnoNb3yOTCA NECOYHMLbI, ONMCaHME KOTOPbIX NPUBEAEHO B
noapasgene 4.5.

4.4.1.3. Micnonb3oBaHMe A0BEPEHHbBIX MCTOYHUKOB

B OC ABpopa MCNnoib3yeTcAa MexaHW3M yrnpaBaeHnsa A0BePEHHbIMMU MCTOYHMKAMK, C
MOMOLLbID KOTOPOro Ha MY MOXHO yCTaHaBAMBaTb TOMIbKO AoBepeHHble MI1, nmetoume
noAnNMCb OAHOTO M3 UCTOYHUKOB, 406ABNEHHbIX B CMMCOK JOBEPEHHDbIX.

MoANUCb NCTOYHMKA B CMIMCOK AOBEPEHHbBIX MOXKET bbITb A0OaBNEHA:

— obuumanbHbIM MarasmHom MIT;

— aamuHuctpaTtopom [MM0O.

Mpwn paboTe ¢ MMM agMUHUCTPATOP NOAYYaAET CeytoLme BO3IMOKHOCTH:

— YCTaHaB/INBaATb MIT, noAnucaHHble PA3INYHbIMM MCTOYHUKAMMU,
[,00aBNEHHbIMM B CMUCOK A0BEpPeHHbIX (cm. nn. 2.3.2.1);

— 000aBAATb UCTOYHMKM B CMMCOK AOBEPEHHbIX ANA NOCAeAyUEen YCTaHOBKM
M (cm. nn. 2.3.2.2);

— ycTaHaBamnBaTb MI 6e3 noanncK ncTovHmKa (cm. nn. 2.3.2.3).

Mpwn paboTe ¢ 4OBEPEHHBIMW UCTOYHMKAMM aAMUHNUCTPATOP NOMYyYaeT caeayrolime
BO3MOMXHOCTU:

— paspelaTtb U/MAK 3anpeLwaTtb YCTaHOBKY HenoanucaHHoro MMM (nn. 4.4.1.3.1);

— MPOCMATPMBATb CMMUCOK M BbIOMPATb AOBEPEHHbIE UCTOYHMKM (NN. 4.4.1.3.2);

— YAaNATb UCTOYHUK M3 CMUCKA AoBepeHHbIx (nn. 4.4.1.3.3).

4.4.1.3.1. HacTpolKa yCcTaHOBKM HenoanncaHHoro Mr1

[na paspelweHns YyCTaHOBKM HenoanucaHHoro MIT HeobxoAMMO BbINOAHUTL
cnepytouine AencTema:

— OTKPbITb MEHI0 CUCTEMHbIX HACTPOEK KacaHMem 3Hauka @ Ha JKpaHe
NPUNOXKEHUIM (CM. PUcyHOK 1);

— KOCHYTbCA MYHKTa MeHK «VICTOYHUKU NPUAOKEHUNY» & B noapasaene
«be3onacHoCTb»;

— Ha OTKpPbIBLIEMCA CTPaHMLE aKTMBMPOBATb MepekatovaTens «PaspewmnTb
YCTaHOBKY NPUAOXKEHNI Be3 noanncK ncTodHmKa» (PrucyHok 130);

— NOATBEPAUTb AENCTBME BBOAOM TEKYLLEro napoas (cm. PUcyHOK 4).

NPUMEYAHUA:

v Mpu OeaktMBauMmn nepexaodatens «PaspewnTts YCTaHOBKY MpUaoXKeHuin 6e3
NoAMUCK MCTOYHMKa» byayT yaaneHbl ycTaHOBAeHHble M1 6e3 noanMcM MCTOYHMKA
(PucyHok 131);

v MoapobHoe onucaHne ycTaHOBKM HenoAnucaHHbix MM npuseneHo s nn. 2.3.2.3.
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| WCTOMHUKM NPUSTOXEHUI

#  PaspelunTb yCTaHOBKY
npunoxexuit 6e3 nognucu
UCTOYHUKA
BknioyeHue qaHHOW HaCcTPOMKU NpUBEAET K
BO3MOXHOCTM YCTaHOBKW HEl0BEPEHHBIX
NPUNOXEHUIA

J[loBepeHHbIe UCTOYHUKM @

PucyHok 130

OTMeHUTL MopTeepauTb

YnanuTtb yCTaHOBNEHHbIE
npunoxeHus 6e3 nognucu
WUCTOYHUKA?

B cnyyae noaTBEpXAEHUS AAHHOIO AeiCTBUS
6yayT yaaneHsl cneayioLme NpUnoXeHus:

PepakTtop nsobpaxeHuit
WebWildberries

J Colordots

CodeReader

(7] ClubCode

@ CarBudget

OSM Scout

A Anbda OHnaitH

PucyHok 131

4.4.1.3.2. [lpocMOTp CNMCKA A0BEPEHHbIX MCTOYHMKOB

| ﬂOBepeHHble UCTOYHUKHU

MoaTBepXAEHHbIE NCTOYHUKM YCTaHOBKM
MPUAOXKEHUI

dev.rustore.ru
KeyID: d3b57e52...40a14b27

PucyHok 132

NMPUMEYAHUE. MoapobHoe onucaHune aobaBneHuA
MCTOYHWKA B  CMUCOK [OBEPEHHbIX MNPMBEAEHO B
nn. 2.3.2.2.

[ns NpocmMoTpa CAMUCKa [A0BEPEHHbIX MCTOYHMKOB
HEeobX0AMMO KOCHYTbCA Mosa «/JoBepeHHble MCTOYHUKMY
(cm. PucyHok 130), B pe3ynbrate 4ero oTobpasuTca

CTpaHML@ CO  CMWUCKOM  [IOBEPEHHbIX  MCTOYHWUKOB
(PucyHoK 132).
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4.4.1.3.3. YpaneHue UCTOYHMKA U3 CMNCKA 4OBEPEHHbIX

[Ons ynaneHna WCTOYHWMKA W3 CMUCKa [AO0BEPEHHbIX HEOOXOAMMO BbIMOAHUTL
cneayrouime AencTBuA:

— Ha CcTpaHuue «JloBepeHHble  UCTOYHMKM»  (cM. PucyHOK 132)  OTKpbLITb
KOHTEKCTHOE MEeHH HEODXOAMMOTO UCTOYHMKA;

— KOCHYTbCA NyHKTa «YaanuTb» (PrucyHok 133);

— NOATBEPAUTb AENCTBME BBOAOM TEKYLLEro Napons (CMm. PUCYHOK 4);

— Ha OTKPbIBLIEMCA CTPaHMLUE KOCHYTbCA KHOMKM  «[loaTBepauTb»  ANA
NOATBEPXKAEHNA onepaumm NMBo KHONKKM « OTMEHUTb» AN1A OTMeHbI (PrucyHok 134).

BHUMAHMUE! Mpu yaaneHnn MCTOYHWKA M3 CNMCKA O0BEPEHHbIX byayT TaKkxkKe
yaaneHbl MTI1, noanmcaHHble AaHHbIM UCTOYHUKOM (PucyHOK 134).

| J[loBepeHHble UCTOYHUKU | OTMeHUTb MonTBepauTh |
lMoATBEPXAEHHDIE UCTOYHUKM YCTaHOBKN YnanuTtb UICTOYHUK dev.rustore.ru us
RRRIOXEHN Crnucka AOBEPEHHbIX?
dev.rustore.ru YnaneHue UCTOYHMKa NPUBEAET K yAaNneHuo
KeylID: d3b57e52...40a14b27 BCEX NPUOXEeHUM, NOANUCAHHbIX AaHHbIM
KeyID; UCTOYHUKOM:
d3b57e5265bf0ec890cfb13707c5b1768c09702
3cab26fb595ca1170740a14b27 m RuStore
@ Ynanutb
PucyHok 133 PucyHok 134

4.4.1.4. NpoBepKa noanucy bnHapHbIX parnaos

B noanucn RPM-nakeTa xpaHuTcs cekuma ¢ noanucamm IMA ana kaxkgoro painna,
coepalleroca B nakete. Bo Bpems yCTaHOBKM COAEPHKMMOro MakeTa Ha Kaxkablin ¢ann
YCTaHaB/NIMBAETCA  pacClWIMpPEeHHbln  aTpMbyT  security.ima, Kyda MNOMeLlaeTcs
COOTBETCTBYIOLWANA AaHHOMY dany noanmcs IMA.
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Mpwn 3anycke buHapHoro darna npoucxoanT obsA3aTenbHaa NpoBepKa MNoanucu
IMA ¢ nomoulbto noacuctembl OC Linux IMA/EVM 1 cepTuduMKaTa, nepemeLLeHHoro B
IMA keyring npu yctaHoBke RPM-nakeTa. B cnydae HeycnewHoOW NpPoBePKM BGUHAPHbIN
dann He byaeT 3anyLleH.

[ns nposepkn noanucn bBHapHbIX PannoB HEOOXOAMMO BbIMONHUTL KOMaHAY:

rpm -qg --gf ' [${FILENAMES}\n%{FILESIGNATURES}\n]' package.rpm | grep
-Al /usr/bin/ | tail -n 1 | cut -c 7-14

roe package.rpm — MMA ¢alna NOANMCAHHOIO NakeTa.

Pe3synbTaToM paboTbl Nporpammsbl byaeT 4 6ainTa, Hanpumep: de39e183.

Takad »ke nocnenoBaTeIbHOCTb UMDP A0MKHA NPUCYTCTBOBATL B BbIBOAE KOMaHAbI
cat/proc/keys, €CAn cepTUPMKaAT noanmcy BuHapHbix Gannos Hbin AobaBneH B Nanky
/etc/keys/ima.

MPUMEYAHME. Mpu nposepke noanucu MM moxeT noTpeboBaTbcs nepesarpyska
MY.

4.4.2. PaboTta c cepTudumKkaTamm
4.4.2.1. lobaBneHne KOPHEBOro cepTUPMKATA YA0CTOBEPAIOLLErO LIEHTPA

KopHeBol ceptnudmkaT yaoctosepsatoulero ueHTpa (YLU) npeacrasnaet cobor dann,
coAepKalmin WnPpoBaHHYO cepBUCHYO MHPopMaumio 06 YL. Ha ocHoBe aaHHOro daiina
CTPOMTCA LEenoyka J[oBepus cepTuduKaTam. [lonyyme  AocTyn K WwWndpoBaHHON
MHbOPMALMK, KPUNTONPOBaAMAEpP NOATBEPHAAET MNOAJMHHOCTb AMYHOM Il Takum
obpasom, nwbas 3, sbinyweHHaa YL, paboTaeT KOPPEKTHO TOMbKO MNPU HaANYUK
KOpHEeBOro ceptuduKaTa.

[Ona pobasneHns KopHeBoro ceptudmkata YL B AoBepeHHble HeobxoAMMO
BbIMO/IHMTb CAeaytoline AeNCTBUA:

— noakntountb MY K 9BM ¢ nomoulbto USB-kabens;

— BblOpaTb pexum «NpoToKoa nepeaadn aaHHbIX (MTP)»;

— cKonunpoBaTb ¢ 9BM n nepeHectn Ha MY ceptudukat YL;

— OTKpbITb M «Terminal» 1 BbINOAHUTL CeaytolLmMe KOMaHAObI:

devel-su
cp <nyTek kK oainy> /etc/pki/ca-trust/source/anchors/
update-ca-trust

3arpy3nTb KopHeBoM cepTudukaT YU, Ha MY TakKe BO3MOMKHO C MOMOLLbIO CETM
NHTepHeT, BbinonHnB B MIM «Terminal» cneaytouime KOMaHAabl:

devel-su

curl -o /etc/pki/ca-trust/source/anchors/root ca.crt "https:
//url ceprudukxara/root ca.crt"

update-ca-trust
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4.4.2.2. NpoBepKa cepTUdMKaToB

[lna npoBepkn cepTMPUKATOB HEODXOAMMO BbINONHUTL CAeAytoLIne AeNCTBUS:
— 3arpy3nTb KOPHEBbIE CEPTUPMKATBI C MOMOLLLIO KOMAHA,:

curl -L https://developer.auroraos.ru/static/rootcacert-omp.pem -o
rootcacert-omp.pem

curl -L https://developer.auroraos.ru/static/ima-root-ca.x509.pem -o
ima-root-ca.x509.pem

— NPOBEPUTL CEPTUPUKAT NOANUCKU BUHAPHBIX GanI0B C MOMOLLLI KOMaHAbI:

echo "test" > testfile; openssl smime -sign \ -in testfile \ -
signer binaries-cert.pem \ -inkey binaries-key.pem \ -out
testfile.sig; openssl smime -verify \ -in testfile.sig \ -
signer binaries-cert.pem \ -CAfile ima-root.ca.x509.pem

- ﬂpOBepMTbCepTM¢MKaTﬂOﬂﬂMCMFBKETOBCHONKHMHOKOMaHAbH

echo "test" > testfile; openssl smime -sign \ -in testfile \ -
signer packages-cert.pem \ -inkey packages-key.pem \ -out
testfile.sig.gost; openssl smime -verify \ -in testfile.sig.gost \
-signer packages-cert.pem \ -CAfile rootcacart-omp.pem

— NPOBEPUTb CEPTUDUKAT CTOPOHHEN OPraHmn3aLMmM C MOMOLLBIO KOMaHIbI:

echo "test" > testfile-client; openssl smime -sign \ -in testfile-
client \ -signer packages-client-cert.pem \ -inkey packages-
key.pem \ -out testfile-client.sig.gost; openssl smime -verify \
-in testfile-client.sig.gost \ -signer packages-client-cert.pem \

-CAfile rootcacart-omp.pem

4.5. N3onauma npoueccos

4.5.1. N3onauma agpecHbIX NPOCTPAHCTB

PeweHne 3aa4a4m M30MAUMM a4PEeCHbIX MPOCTPAHCTB MNPOLECCOB OCHOBAHO Ha
apxutekType Aapa OC ABpopa, KoTopoe obecneuymBaeT COOCTBEHHOE WM30/MPOBAHHOE
aApecHoe NPOCTPAHCTBO A/1A KaXKA40ro npoLecca B CUCTEME.

Mcnonb3yembit MeXaHW3M M30AALMM OCHOBAH Ha CTPAHMYHOM MEXaHM3Me 3aLLMTbl
NaMATM, a TaKXKe MexaHM3Me TPaHCAAUMKM BUPTYanbHOTrO ajapeca B  GU3MYECKUA,
noAAepKMBAEMOM MOAYNEM yNpaBaeHna NamaTbto. O4HM M Te e BUPTyasbHble aZpeca, C
KOoTopbIMW paboTaeT npoueccop, NpeobpasytoTca B pasHble dM3MyecKkme aapeca ANA
Pa3HbIX a4pPecHbIX MPOCTPAHCTB. [pn 3TOM Npouecc He MOXKeT HeCAHKLMOHWUPOBAHHbLIM
obpasom NoOAy4YnUTb  AOCTYN K NPOCTPaAHCTBY  ApYyroro npouecca,  T.K.
HEeNPUBUNETMPOBAHHbIN MO/b30BATENBCKMN MPOLECC AMLWEH BO3MOMHOCTM paboTaTb C
dU3nYECKON NaMATbIO HANPAMYIHO.

MPUMEYAHUE. MexaHn3m pa3genaemon namaTm no3BOAAET MOAYYUTb AOCTyN K
OAHOMY M TOMY € VY4yacTKy MamMATM U  HAXO4MTCA NOJL, KOHTPOJAEeM MNOJINTUKMK
ONCKPELMOHHOro pa3rpaHnMyeHma npas 4oCTyna.
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AApecHoe NPOCTPaHCTBO AApa 3alMLEHO OT MO0/b30BaTENbCKUX MPOLLECCOB C
MCMNONb30BAHMEM MEXAaHWM3Ma CTPaAHMYHOM 3awmTbl. CTpaHWLbl NPOCTPAHCTBA AApa
ABNAOTCA MPUBMAETMPOBAHHLIMMK, M AOCTYN K HUM W3 HEMNPUBUAETMPOBAHHOIO KOAA
BbI3bIBAET MCKAKOUYEHME MpOLLeccopa, KOTopbi obpabaTbiBaeTca aapom OC KOPPEKTHbIM
obpaszom.

EANHCTBEHHBIM  CAHKLMOHMPOBAHHbLIM cnocobom pgoctyna K aapy OC wu3
N0/b30BATENIbCKOM MNPOTrPaMMbl  ABAAETCA MEXaHM3M CUCTEMHbIX BbI30BOB, KOTOPbIN
rapaHTMPyeT BO3MOXHOCTb BbIMO/IHEHUA MOAb30BATENEM TONbKO CaHKLMOHMPOBAHHbIX
NEencTBUN.

[lonoNHUTENbHbIE  MEXaHW3Mbl  M30/1AUMM  MNpouLeccoB  obecneymBatoTcA
NPUMEHSAEMBIMU TEXHONOTMAMM KOHTEMHEPM3ALMM HE TONbKO APYr OT Apyra, HO U OT
BHELLHMX PECYPCOB, a TaKXKe BHELIHWX PeCcypCcoB OT NPOLECCOB.

MporpaMmMHble CpeACcTBa pa3pellaroT NPoLeccy Aulb OnpeaeneHHbl nepeyeHb
[ENCTBUI, BbIMONHAEMbIX MO OTHOWEHMIO K APYyrMm npoueccam u nepupepuinHbim
YCTPOMCTBaM, BKAOYAsA NMOCTOAHHOE 3aMOMMHatoLLLEE YCTPONCTBO, KOTOPbIM onpeaenaeTca
NP yCTaHOBKE NaKeTa, CoOAepKaLlero MCNoAHAEMbIN Gaiin.

NMPUMEYAHUE. MoapobHoe onucaHue NPUBUAETMPOBAHHbIX n
HenpMBUAETrMPOBAHHbIX MPOLLECCOB NPMBEAEHO B noapasaene 4.3.

4.5.2. N3onauma MIT c ncnonb3oBaHnem NecovHuL,

B OCABpopa peanmsoBaHa Wu3onauma MI1 C MCNONb30BaHUMEM MECOYHML,
OCHOBAHHbIX Ha cBOBOAHO pacnpocTpaHaemom npoaykTe Firejail, KOTopbIM MCNonb3yeT
CTaHaapTHble ana OC Linux mexaHW3Mbl namespace WM seccomp-bpf, MN0O3BONAKOUIME
onpeaenAaTb CMUCOK AOCTYNHbIX A1A MIT CMCTEMHbIX BbI3OBOB.

Firejail npeactaBnaer cobol NErkoBecHyd MNecovyHuuy W NOoAXOAUT  ANS
MCNoNb3oBaHMA B MY, npum 3TOM BCe nonb3oBaTesibCKkMe MI1 3anyckatoTca 4epes
sailjail-obepTky Hap Firejail. [JlononHUTeNbHO ANA M30AAUMM MCNONb3yeTCs xdg-dbus-
proxy, QUALTPYOWMI NpokeK ana D-Bus.

MeXaHM3M seccomp-bpf 3anpelLaeT HEKOTOPble CUCTEMHbIE BbI30BbI, HANPUMeEP:
mount/umount, ptrace, kexecW Ap.

10 yMONYaHUIO B mount namespace AOCTYM K ®C OrpaHnN4YmMBaeTCA A0:

— [OCTyMNa Ha YTeHWe W 3anucb K JaHHbIM KOHKpeTHOro MM ($XDG DATA HOME,
$XDG_CONFIG HOME, $XDG CACHE HOME);

— [0CTyna TO/NIbKO Ha YTeHWe K /usr/share/S$SApplicationName;

— [OCTyna TO/MbKO Ha YTeHMe K HEeKOTopbIM Mankam UM danam B
/etc, /usr/share, /var/libWT.A.

[ocTyn K ®C moxKeT bbITb pacLUMPEH NPY 3aNpoCce COOTBETCTBYIOLLIMX Pa3peLleHW,
OMMUCaHHbIX C NOMOLLbtO NpasuAa Firejail, Hanpumep:

— paspelweHune «Pictures» npenocTasBiAeT AOCTYN Ha YTEHME M 3anMcCb K Mankam
NONb30BaTeNA ~/Pictures, @ TAKXKE K K3LWY NPeBblo;
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— paspeuweHne «RemovableMedia» CbEMHbIM
HocUTeNAaM (/media/SUSER/) U T.A4,.
B net namespace NoO ymon4aHuio 406aBASETCA TONbKO loopback device.
Pabota B necoyHuue no3BonseT onpeaenntb MI pa3pelweHna Ha A[OoCTyn K

pecypcam, O6yC/'IOBerHHbIe SN1EMEHTaMU, ONMMCaHME KOTOPbLIX MNpmBedeHO B Ta6nmu,e

npeaocrtasader  AO0CTyn K

(Tabnuua 15).

Tabnnua 15

No dNemeHT OnucaHue

1 |Accounts [MpocMOoTp, MOANPUKALIMA N CUHXPOHU3ALMA YHETHbIX
3anuncem

2 |AccessSecuritylLog [loCcTyn K perncTpaLMoHHOMY KypHay

3 |Audio BocnpownsseaeHune 1 3anmcb ayamo, U3MeHeHne
KOHPUrypaumm

4 |Bluetooth MoakntoveHne n ncnonbsosarue Bluetooth®-yctponcrs

5 |Calendar MpocmoTp 1 mogndukauma cobbITUiN KaneHaapa

6 Camera JocTyn K Kamepe, cbeMKka GOTO M BUAEOD

7 |Contacts MpocMoTp 1 MOANDUKALMA AAHHBIX KOHTAKTOB

8 |Devicelnfo M3BneveHne gaHHbIx 0 MY

9 |Documents Hoctyn K nanke «Documents»

10 |Downloads foctyn k nanke «Downloads»

11 |E-mail YTeHne 1 OTApaBKa NMCEM U3 SNEKTPOHHOW NMOYTHI,
LOCTYN K BNOXEHUAM

12 |Internet MicnonbsoBaHuWe cetn ViHTepHeT

13 |Location lcnonb3oBaHMe reooKaLmnm

14 |LogSecurityEvents 3anuncb B PerMcTPauUyMOHHbIN XKypHan

15 |MediaIndexing [octyn K nepeyHto ¢parnos Ha MY

16 |Messages JocTtyn K 4TeHunto 1 oTnpaske SMS

17 |Microphone 3anncb ayAMo C MOMOLLBIO MUKPODOHa

18 |Music Joctyn K nanke «Music», naenninmctam 1 0610KKam

19 |NFC MoakntoveHne n ncnonb3osaHme NFC-ycTpoicTs

20 |Phone OcyllecTB/ieHMe BbI3OBOB HAMNPAMYO UK Yepe3
N0Nb30BaATENLCKNIM MHTEPdENC

21 |Pictures [octyn Kk nanke «Pictures»

22 |Printing [TpOCMOTP M NCNONB30BAHME AOCTYMHbIX MPUHTEPOB

23 |PublicDir [ocTyn K nanke «Pictures»

24 |PushNotifications YTeHnue push-ysegomneHmnin

25 |RemovableMedia Vicnonb3oBaHWe KapT namaTtu n USB

26 |SecureStorage XpaHeHne WwndpoBaHHbIX Gainos

27 |ScreenCapture 3axBaT COAEPXKMMOTO 3KpaHa
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Ne dNemMeHT OnuncaHue

78 |UserDirs Joctyn k nankam «Documents», «Downloads», «Music,
«Pictures», «Public» n «Video»

29 |Videos [octyn K nanke «Videos»

30 |WebView [Ons ncnonb3osaHus Gecko WebView

[ns kaxkgoro MI, BbINOAHAOLWEroca B NECOYHMLE, MOXKET ObiTb CO3AaH NPOPUAD,
onpeaenaArWmMn ero BOIMOXKHOCTM 1 noBeaeHne. Hanpumep, npodumnb ans MM «Moroga»
MOXKET BbITNAAETb CeAYOLWMM 0Dpa3om:

# Firetail > Firejail profile for /usr/bin/omp-weather

### security filters
caps.drop all
nonewprivs

seccomp

### network
protocol unix,

### environment
shell none

### baseline
include permission-baseline.inc

### application

private-bin omp-weather,

private-etc passwd, group, location,dconf, xdg, fonts, system-fips, selinux,
private-tmp

dbus-user.own ru.omprussia.weather

whitelist /usr/share/omp-weather

# Settings
include sessionbus-com.jolla.settings.inc

# Connman
include systembus-net.connman.inc

4.6. 3alWmTa NaMATH

4.6.1. O4mcTKa NamaTm

OumcTKa OMnepaTMBHOM MNAaMATM OCHOBaHa Ha apxuTekType aapa OC ABpopa M
rapaHTUPYET, YTO OObIYHbIA HENPUBUAETMPOBAHHbIM MPOLECC HE MOXKET NONYYUTb AaHHbIE
YyXKOro npougecca, ecam 3To ABHO He paspelleHo [P/,
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CpeactBa B3aMMOAENCTBMA MeXay MNpPOoLecCaMn KOHTPOAMPYHOTCA C MOMOLLbIO
MNP, n NpoLecc He MOXKET NOAYYNTb AOCTYN K HEOYMLLIEHHOM NAaMATKU (KaK onepaTUBHOM,
Tak W AWCKOBOW). AApPO BblAENAET KaXAOMy Mpoueccy BMPTyasbHOe aapecHoe
NPOCTPAHCTBO, KOTOPOE TPaHCAMpPyeTca B OU3MYeCcKMe agpeca NaMAaATM C NOAAEPKKOM
PaHA4OMM3ALUMN.

[locTynHble  ANs  MNONb30BaTE/NbCKOro Mnpouecca QyHKUMM  BblAeNeHUAa U
pacrnpeesieHna MamATU OCYLLECTBAAIOT BbIMNOJIHEHME pPeXuma WHUUMANU3ALUMK, MpuU
KOTOPOM MNPOMCXOANT ODHyNeHne Aaveek namaTn. Takum obpas3om, A4pO0 M CUCTEMHASA
6mMbnnoTeka libc rapaHTUPYOT MNOAYYEHME MNPOLECCOM TO/IbKO OYULLEHHbIX CTPAHMLL,
namaTn 6e3 oCcTaTouHON MHPOPMALMN.

OumncTKa NamATM Ha BHelWHMX HocuTensx (eMMC) ocHoBaHa Ha peanmsaumm
MexaHM3Ma secdel, KOTOPbIA OYMWAET HA HOCUTene Heucnonbdyemble 6Ha0kM OC
HenocpeACcTBEHHO MPU MX OCBODOXKAEHMM C MOMOLLbD Mepe3anmcu MX MaACKUPYHOLLEWN
noc/sef0BaTeNbHOCTbLIO.

4.6.2. O4nCTKa NO/Ib30BATE/ILCKMX AAHHbIX

NMPUMEYAHME. HacTpolika cepBmca OYMCTKM NONb30BATENBCKMX AAHHbIX AOCTYMHA
TO/IbKO aAMNUHUCTPATOPY.

CepBMC NpeaHa3Ha4YeH A8 OYMCTKM MOb30BATENbCKUX AaHHbIX MO PACMMUCAHMIO
NNA BCEX YYETHbIX 3anuMcer nosb3oBaTenien. BbinoaHAA 04MCTKY NONb30BATENbCKMX NAMOK,
CEPBUC yMeHbllaeT o0b6bem yTeYKM MONb30BATENBCKOM MHOOPMALMKM B  CAy4vae
HEeCaHKLUMOHMPOBAHHOIO AOCTyNa K Mankam.

OuMcTKa 3a4aHHbIX ManoK MPOM3BOAMUTCA C  YYEeTOM  BJIOKEHHbIX MamnoK
(perkypcurBHO).

CpoK XxpaHeHuAa pannoB B Namnkax, BblAENEHHbIX C MOMOLLbIO KOHPUIYPALMOHHOTO
dainna, oTCYMUTbIBAETCA OT BPEMEHM NOCNEAHEr0 M3MEHeHMA Ppainna.

BHUMAHMWE! Monb3oBaTenbckmne Gpaiinbl, KOTOPbIE HE NOABEPIKEHBI UBMEHEHNAM B
npouecce 3aKCnayaTaummn, U KoTopble cieayeT obe3onacuTb OT OYMCTKM, PEKOMEHOYeTCH
XPaHUTb B Nankax, HEKOHTPO/IMPYEMbIX CEPBNCOM.

Mpu pacyeTe CpOKa XpaHEeHWA NONb30BaTENbCKUX GaNI0B HEODXOAMMO YYMUTbIBATb
cneayoume NONOXKEHUS:

— CPOK pacCyMTbIBAaeTCA C MOMEHTa CO34aHMA Yy4YeTHOM 3anmcu M BHeCeHuA
nocneaHero UsSMeHeHun;

— BPEMEHHbI MHTEepPBa/l NPOBEPKU CEPBMCOB, COCTABAAOLMMN OAMH Yac, BXOAUT
B CPOK XpaHeHus;

— He MOXEeT NPeBbIWaTb 3aJaHHblM CPOK XpaHeHua pannos (PrucyHok 136).

NMPUMEYAHUA:

v/ MepeyeHb Manok 1A OYMCTKM MOMb30BATE/IbCKMX JaHHbIX ONpesenseTca npu
BHEAPEHUM U MOMKET ObITb MU3MEHEH C MOMOLLbIO KOHUTYPALIMOHHOTO Gpainna;

v/ BbI60p Nanok no yMoa4aHuo orpaHmuyeH cneayowummn nankamm:

— ${HOME}/Documents;
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— ${HOME}/Downloads;

— ${HOME} /Music;

— ${HOME}/Playlists;

— ${HOME}/Pictures;

— ${HOME}/Public;

— ${HOME} /Videos.

v Yy dAMUHUNCTPATOPa OTCYTCTBYET BO3IMOXKHOCTb CaMOCTOATE/IbHO ,D,O6anIF|Tb
Nankn ana O4nNCTKMN C NOMOLBIO NMOJ/Ib30BATE/IbCKOTIO MHTepcbeVlca.

,ﬂ,ﬂﬂ BKAKOYEHNA OYUNCTKN MOAb30BATE/NIBCKUX AdHHbIX

HeobX0AMMO BbINONHUTL CAeaytollme AeNCTBUA:

I Manku

YcTaHOBUTE MaKCUMasnbHbIH CPOK XpaHeHus

e — OTKPbITb MEHIO CMCTEMHbIX HACTPOEK KacaHWem
e 3Ha4Ka @ Ha DKpaHe NpunoxKeHui (cm. PucyHok 1);

B T eenaTE ORiCdst — KOCHYTbCA NyHKTa MEHI0
LoCUnents GToTae «AOMUHUCTPUPOBAHMEY &g nogpasgene «Cucrtemar;
Downloads Otknioviexo — Ha OTKPbIBWENCA CTPaHWLE KOCHYTbCA MYHKTA
Music OTkniovero MEH!0 «O4nCTKa N0/1b30BATENbCKUX OAHHbIX»
Blturss: DiniousHo (cm.  PucyHOK 73) Ana  oTOOparkeHma CTpaHuubl C

nankamm;

Playlists OTtkniouyeHo

— KOCHYTbCA nepekntoyaTens «He ypanate pannbl
.dst» (PucyHok 135).

NMPUMEYAHUE. KoHdurypaumoHHble bannol
dopmaTta  .dst npegHasHayeHbl  ANA  HACTPOMKMK
ctopoHHero VPN-peweHwua Vipnet;

Public OTtknioueHo

Videos OTtkno4eHo

PucyHok 135

— KOCHYTbCSi MONA C MNanKkoW, y KOTOPOM HeobXoAMMO BKAYUTb OYUCTKY
(cm. PucyHok 135);

— Ha OTKPbLIBLIEMCA CTPaHWULLE KOCHYTbCA nepekatodaTens «BKAYNTb OYMCTKY»
(PucyHok 136).

NMPUMEYAHUE. [lha akTmBauum nepekntodaTena AOCTAaTOYHO KOCHYTbCA MOJIA, B
KOTOPOM OH PacCno/IOXKeH: NepekatovaTeb HayHeT CBETUTLCA ApYe, YEM B COCTOAHUM MO
YMONYaHUIO (HEAKTUBHOM);

— 334aTb  CPOK  XpaHeHus  dannos NoO  pacnucaHuto, nepemellas
COOTBETCTBYHOLWMIN cnanaep (PucyHok 136):

® BMPaBO 415 YBEAMYEHUA CPOKA (MaKCMManbHoe 3HadyeHme: 168 yacos);
® B/IEBO A/1 YMEHblIeHUA (MMHUManbHOe 3HavyeHue: 4 yaca).

NMPUMEYAHUA:

v’ LLlar usmeHeHMa cpoKa xpaHeHusa dainos — 4 vaca;

v/ 10 YMOMYaHMIO CPOK XpaHeHusa dpainos — 72 vyaca;
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— KOCHYTbCA KHOMKK «[loaTtBepAnTb» AN8 NOATBEPXAEHWA onepaumm nmbo
KHOMKN «OTMeHUTb» Aaa oTMeHbl (PucyHok 136), B pe3ynbraTte Ha cTpaHuue «ankm»
OyaeT U3MeHeH CTaTyC y BbIbpaHHOM nanku (PrucyHok 137).

Ona  OTKAOYEHWMA  OYMCTKM  MONb30BATENbCKMX  AAHHbIX  HeobXxoAnmo
[eaKTUBMPOBATb NepekatoyaTeb « BKAtounTb ouncTry» (PucyHok 136).

| OTMEeHUTb MoaTeepauTb | Manku
YcTaHOBUTE MakCUMainbHbIN CPOK XpaHeHua
Documents daiinos B 3agaHHbIx nankax: ¢an byget
ynanéH U3 nanku, ecsiv okaxeTcs cTapLie
BKJ"IIO‘WITI: O"WICTK\/ YCTaHOB/IEHHOIro Cpoka.
72 yaca %  He ynansatb dainbi .dst

Cpok XpaHeH;ﬂ ¢a|7moa Documents 72 yaca
Downloads OtkntoyeHo
Music OTknio4eHo
Pictures OTknio4yeHo
Playlists OTtknioyeHo
Public OTtknioueHo

Videos OTtknioyeHo

PucyHok 136 PucyHok 137

4.6.3. [Nepe3anncb 0CTaTOYHON MHPOPMALUM

B OC ABpopa peannsoBaHa O yHKUMA Nepe3anncn OCTaTOYHOM WHbOopMaLMK,
cpabaTbiBatoLWaa Kaxablh pa3 npu yaaneHun danna. lNpouecc nepesanncu nNpomcxoamT
aBTOMATMYECKM W CKPbIT AN Nosb3oBaTena. B cayvyae HeobxoaMMOCTM OCYLLECTBUTb
NPUHYOUTENBHYIO — Nepe3anncb  CAyYalHbIMKM - MAW  cneuyanbHbiMM  BUTOBbIMMK
NocnefoBaTe/IbHOCTAMMU aAMUHUCTPATOP MMEET BO3MOXHOCTb CAMOCTOATE/IbHO 3aMyCTUTb
npoueaypy yaaneHma danna u/mam nankm.

[laHHaa npoueaypa NPUBOAUT K CHUMKEHWUIO MPOMU3BOANTENBHOCTM, OCODBEHHO Npu
yaaneHum 6onblioro ¢anna: yem dann 6onblie, TEM CHUKEHME CYyLIeCTBEHHee W
3aMeTHee, T.K. Ha Nepmnos rapaHTUPOBAHHOIO yAaa/eHNA BCe OCTa/ibHble onepauym 3anncm
Ha HocuTenb WHbOPMALMM NPUOCTAHABAMBAIOTCA M MNOMELWATCA B o4vepedb [0
3aBepLlUIeHNa yaaneHua.

128



— 1 OBKPbITAFI
PyKoBOACTBO aAMMHUCTPATOPA | F.‘nﬁ%‘gé’#ﬁﬂ

OC ABpopa OyHKUMOHMPYET Ha MY, namaATb KOTOPbIX CcOCTOMT M3 Habopa
(MHOecTBa) sYeeKk. BBuAy KOHCTPYKTMBHbIX ocobeHHocTer MY Kaxaaa ayeinka umeet
60NblIOe M KOHEYHOE KONMYECTBO LMKAOB Mepes3anuncu, T.e. MOCTOAHHbIE onepaumm no
YTEHWUO W 3anmncu c/Ha USB-HakonuTenb BAEKYT YBEAWYEHMEe cuyeTynka obpalleHuni
(KONIMYECTBO KOTOPbLIX OrpaHMYEeHO Ha annapaTHOM YPOBHE) W, Kak cneacTeue,
NOCTEMNEHHOE CHUXEHME CPOKA CNYXKObl HAKONUTENA.

HepaumoHanbHOE MCNOAb30BaHMe MHOTOKpaTHoW nepe3sanucmn OC ABpopa BaeyeT
CHUXEHME NPON3BOAMTENIBHOCTM HA BpeMA NPOBeAEeHMA Onepaunm yaaneHna n CHMKeHue
CPOKa CNyXbbl HAKONUTENA AaHHbIX MY.

[1ns MHOrOKpaTHOW Nepe3anmncm MCNONb3yeTcA YTUANTA KOMaHAHOM CTPOKM wipe,
NOCTYN K KOTOPOM ocyLlecTsnaaeTca ¢ nomoupto MMM «Terminal» (cm. nogpasaen 2.3.2.2).

MoapobHoe onucaHne uHTepdeiica wipe NPUBEAEHO B MPUNOKEHUMU
(Mpunnoxerue 3).

4.7. ObecneyeHme HageXHOro pyHKLMOHMPOBAHUA

4.7.1. HagexkHble MeTKM BpeMeHu

MeTKa BPpeMEHM CYMTAETCA HAAEKHOM MNP YCNOBUM HEBO3MOXKHOCTM BHECTU B HEE
M3MEHEHWA Nocae CO34aHNA, eCAN LLENOCTHOCTb JaHHOM METKM He Bblna HapyLleHa.

HaperkHble meTKM BpeMeHn obecneymBatoTCcA apxXMTeKTypol xpoHomeTpaxa OC,
KoTopasa npeactaBnseTr cobol Habop CTPYKTYP AaHHbIX M QYHKUMIK Aapa, MMELMX
OTHOLLIEHME K OTCIEXMBAHMNIO X043 BPeMeEHM 1 6A3MpPyHOLMXCA Ha:

— CcYeTyMKe OTMeTOK BpemeHu (TSC);

— nporpammmpyemom Taimepe nHtepsanos (PIT);

— APIC-Tarimepe;

— BbICOKOTOYHOM Talmepe cobbiTnin (HPET).

HayanbHble 3HAYeHMA CUCTEMHbIX TaMMeEpPOB 3a4at0TCA MO TalMMepy peanbHOoro
BpemeHn MY, a 6a30Bble MHTEPBA/Ibl BbIYUCAAKTCA NPU MHMLMANN3ALMN CUCTEMBI.

B KayecTBe  HW3KOYpPOBHEBOrO  MexaHW3ama  saapa,  obecnevymBatoulero
OYHKUMOHNPOBAHME HAAEKHbIX METOK BPEMEHW, MCMNOJb3yeTca chneunanbHbln Habop
CTPYKTYP AaHHbiX Aapa (timespec xtime), OYHKUMI AApa do gettimeofday() W
HU3KOYPOBHEBbLIX CUCTEMHDbIX Bbl30BOB clock settime(), clock gettime(),
gettimeofday () U settimeofday ().

4.7.2. KBOTMpPOBaHME NOCTOAHHOM NamMATH

KBoTnpoBaHMe — 3TO pasfesieHne OorpaHnMYeHHOro AMCKOBOro npocrtpaHcTea MY
MEXAY YYEeTHbIMM 3anNMCAMKW MNOJIb30BaTeNEN, MO3BONAKOLLIEE CO34aBaTb OAHOBPEMEHHO
HECKO/IbKO YYETHbIX 3anucer nosib3sosaTenen Ha MY (cm. noapasaen 1.2).
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B OC ABpopa npeaycmoTpeHa BO3MOMHOCTb BblAeNEHMA KBOTbl — o0bbema
[MCKOBOrO NPOCTPAHCTBA A1 Y4ETHOM 3anMCK NOAb30BaTeNA NpK ee Co3aaHnK, Npu 3TOM
Y YYETHOW 3anMcKh NoAb30BaTENS OTCYTCTBYET BO3MOMKHOCTb MPETeHA0BaTb Ha HONbLINMA
0bbem MOCTOAHHOM NAaMATW, a BblAENEHHOE en MPOCTPaHCTBO byaeT HeaOCTYyMHO ANA
APYIMX YY4eTHbIX 3aNncein NoNb30oBaTeNeN AaXKe B Cyvae eCiM OHO CBOHOAHO.

BHUMAHNE! O6bem KBOTbI 334aeTca MpuM  CO34aHMM  YYETHOM  3amnucu
N0/1b30BaATENS U HE MOXKET DbITb MU3MEHEH BNOC/NEACTBUM.

[ns TOro, 4tToObl 334aTb YYETHON 3aNUCK NMONb30BATENA KBOTY Ha MCMNO/b30BaHME
AMCKOBOr0 MNPOCTPAHCTBa, HEOOXOAMMO Ha CTpaHUUEe CO34aHMA  YY4EeTHOM  3anucu
no/nb30oBaTeNs  YCTaHOBUTb  KOAWYECTBO  Bblaensemblx emy [, nepemellasn
COOTBETCTBYIOLLMA Canaep BNPaBO ANA YBEAMUYEHMA KBOTbI MO0 BNEBO A8 YMEHbLLEHMA
(cm. PucyHok 3).

OC ABpopa aBTOMATMYECKM BbIYUCAAET AO0NYyCTMMble npedenbl KBOTMPOBAHMA
TaKMM 00pa3om, 4TOObl MOXKHO ObII0 CO34aTb A0 7 YYETHbIX 3aMMUCeN NONb30BaTENEN, MPH
3TOM KBOTbI YCTaHaBAMBAIOTCA Cneaytolmm 0b6pas3om:

— HWXKHAA TpaHMLLa KBOTbI 3a4aeTcA B 512 Mb;

— BEPXHAS rpaHuMLLA KBOTbl PacCYMTbIBAETCA caeaytowmm obpasom: obumin obbvem
NMCKOBOro npoctpaHcTea MY (AllSpace) 3a BblMETOM 0ObEMA AMCKOBOrO MPOCTPAHCTBA
MY, 3aHATOro CO34aHHbIMWN YY4ETHbIMM 3anncamm (Q1).

NMPUMEYAHUE. B cnyyae ecam Ha MY HefoOCTAaTOYHO MamATM ANA BblAeNeHWA
NO/Ib30BATENIO KBOTbI, MPEBbLIWAIOWENA HUNKHIOWO TPaHMUy (MUHUMANbHBLIA pasmep),
nepemelleHune cnangepa byaet HegocTynHo (cm. PUCYHOK 3).

[1ns BbIYMCAEHMA FPAHUL, KBOTbl MCMOb3YHOTCA CAeAytoLLMe NePEMEHHbIE:

— AllSpace — 0bWMIM 06beM ANCKOBOro NpocTpaHcTBa MY;

— Nusr — KOJIMYECTBO YYETHbIX 3anmncen, co3gaHHbix Ha MY;

— Qi — obbem AMCKOBOro NpocTpaHcTBa MY, 3aHATbIM CO3AaHHBIMW YYETHbLIMM
3anncamm;

— UsrAvSpace = AllSpace — 2 GB — 2 [b Bblaendetca ANA y4eTHOM 3anmcu
aAMWHUCTPATOPA;

— MinQuota = 512 Mb. B cnyyae ecan UsrAvSpace/6 < MinQuota, TO
3aaHMe KBOTbl HEBO3MOXHO;

— MaxQuota = UsrAvSpace - sum (Qi) — MaKCMMaJibHaa KBOTa, KOTOPYIO
MOXHO BblAeNNTb CO34aBaeMon Ha MY y4yeTHOM 3anmcK NOAb30BaTeNA: BCe AOCTYMNHOe
NPOCTPAHCTBO 33 BbIYETOM CYMMbI YXKe BblAENEHHbIX KBOT.

NMPUMEYAHUE. MaKkcmanbHble KBOTbI YYETHbIX 3aMNMcen Noab30BaTeNd 3a4at0TCA
aAMUHUCTPATOPOM B  KOHOMUrypauMoHHOM ¢ainne /etc/security/limits.conf
(MpunoxkeHue 2). Takke [ONA ynpaBAeHWs annapaTHbIMM KBOTAaMW W3 Pa3/INYHbIX

MOJZ1Ib30BAaTE/IbCKUX nporpamm MCMNONb3YHOTCA cheayrowmne CHCTEMHDbIE Bbl30BbI.
setrlimit (), getrlimit(), prlimit() m nice().
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4.8. dunbTpauma ceTeBoro NOTOKa

4.8.1. Obuwan nHPpopmaums

®dunbTpauma ceteBblx noTokoB B OC ABpopa OCYLECTBAAETCA C MOMOLLbIO
BCTpoeHHOro B Aap0o OC dunbTpa CeTeBbIX NAKeTOB netfilter N MOHMUTOPA ObpalleHMN,
KOHTPOIMPYIOLLLErO CeTEBOM CTeK IPv4.

AAMUHNCTPATOP NPU MOMOLLM YTUAUTbI iptables MOXET 33[aBaTb MOAYNO A4PA
netfilter npaBuna (MAM UENOYKM) OUAbTPALMM B COOTBETCTBUM C aTpubyTamm
OTNPaBUTENSA W MONy4YaTena CeTeBbIX MAKETOB, a TaKKe aTpubyTamu nepenaBaemMomn
MHPopMaLmMn B |P-3aronoBKax NakeTos.

4.8.2. MexceTeBoe 3KpaHMpOBaHMe

®dyHKUMM M3 B OC ABpopa peannsoBaHbl B CAyXbe connman, MCNOAb3YHOLLEN
MeXaHW3Mbl iptables A4 pa3rpaHNYeHMNA CETEBbIX MOTOKOB AaHHbIX.

KoHburypauma no ymon4aHMo NOCTaBAAETCA B NakeTe connman-configs-core,
CO6MpaeMON\M3HaKeTaomp—common—configurations

4.8.3. NyTb K partnam KoHourypaumum M3

HoBble HAaCTPOWMKM iptables NOAAEPMKMBAKOTCA B connman, HaYMHaAA C BEPCUM
1.32+git41. HacTpoMKM, ONMCaHHbIE B HACTOALLEM AOKYMEHTE, XPaHATCA B CAedytolmx
dannax:

— /etc/connman/firewall.conf - [1];
— /etc/connman/firewall.d/*firewall.conf - [2],
roe [1] — ocHOBHaa KoHourypaumsa, [2] — nanka ¢ darnamu, OKaHYMBAOLIMMMUCA Ha

«firewall.conf» n pacnonokeHHbIMM B anhaBUTHOM MNOPSAAKE.
4.8.3.1. MpaBuaa KoHPUrypaumm M3

BuHapHbIM nakeT «connman-configs-core» yctaHaBaMBaeT npasuia B CAeAyOLLMX
dannax:
1) /etc/connman/firewall.conf:
— IPv4:
epa3peLlaeT yCTaHOB/IEHHbIE M CBA3aHHble MaKeTbl (-m conntrack --ctstate
RELATED, ESTABLISHED);
epa3pelaeT Bce BxoAAumMe nakeTbl aAna loopback-uHtepdeica (Tpebyertca
connman A1 Pa3peLlleHns JOMEHHbIX UMEH);
Mo YymonyaHuto ONOKMpyeT Becb BxoAAWMA Tpaduk (Tabnmua filter
INPUT-uenouka);
— |Pv6:
epa3pellaeT YCTAaHOB/EHHbIE M CBA3AHHbIE MaKeTbl (-m conntrack —-ctstate
RELATED, ESTABLISHED);
epa3pellaeT Bce BxoAAumMe nakeTbl aAna loopback-uHtepdeinca (TpebyeTtca
connman A1 pa3pelleHns JoOMeHHbIX MMeH ana IPv6-npoTtokona);
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®N0 yMOANYaHWO ONOKMpYeT Becb BXoAAWMA TpaduK (Tabnmua filter
INPUT-LenouKa).
NMPUMEYAHMUE. B OC ABpopa IPv6-noaaepkka B iptables He 3aABNEHA;
2) /etc/connman/firewall.d/10-block-icmp-firewall.conf:
— IPv4:
epaspewaer BxogAwme ICMP-nakeTbl, OTAMYHbIE OT  pPiNg-NakeToB
(T.e. 6BIOKMPOBATbL TONLKO BXOAALIME PiNg-NAKETbI);
epaspewaer wucxogAauime [ICMP-nakeTbl, OT/IMYHbIE OT 3XO-PiNg-MaKeToB
(T.e. BNOKMPOBATb TONBKO NCXOAALLMA IXO-OTBET);
— |Pvb:
epaspewaer BxogAwme ICMP-nakeTbl, OTAMYHbIE OT  pPiNg-NaKeToB
(T.e. BNOKMPOBATb TONLKO BXOAALLME PiNg-NAKeTbI);
epaspewaet wucxogaume [ICMP-nakeTbl, OT/MYHbIE OT 3XO-PiNg-MaKeToB
(T.e. 6BNOKMPOBATb TONILKO UCXOAALLMA IXO-0OTBET);

3) /etc/connman/firewall.d/ll-allow-dccp-non-privileged-ports-
firewall.conf:

— ana IPvd n IPv6:
epa3pelaeT Bxoaawmin DCCP-TpaduKk Ha nopTax 1024:65535;
4) /etc/connman/firewall.d/ll-allow-sctp-non-privileged-ports-
firewall.conf:
— ana |IPv4 n IPv6:
epa3pewaetT Bxoadawmn SCTP-Tpadumk Ha nopTtax 1024:65535;

5) /etc/connman/firewall.d/ll-allow-tcp-non-privileged-ports-
firewall.conf:

— ana |IPv4 n IPv6:
epas3pewaeT Bxoaalwmi TCP-TpadunKk Ha nopTax 1024:65535;
6) /etc/connman/firewall.d/ll-allow-udp-non-privileged-ports-
firewall.conf:
— ana |IPv4 n IPv6:
epa3pellaeT Bxoaawmin UDP-Tpaduk Ha nopTax 1024:65535;
epa3pellaeT Bxoasawmin UDP Lite-Tpaduk Ha nopTtax 1024:65535;
7) /etc/connman/firewall.d/l12-allow-ipsec-firewall.conf:
— ana |IPv4 n IPv6:
epa3pellaeT Becb BxoaAwwmMn IPSec Authentication Header (AH)-Tpaduk;
epa3pellaeTr Becb BxoaAuwmnh IPSec  Encapsulating Security Payload
(ESP)-Tpaduk;
8) /etc/connman/firewall.d/l12-allow-ipv6-mobility-
firewall.conf:
— TONbKO Ana IPv6:
epa3pellaeT Becb BxoaAawmn IPve Mobility Header (MH)-Tpaduk.
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4.8.3.2. To4Ka gocTtyna

KoHdurypauma pexkmma «Tovka [A0CTyna» peann3oBaHa Kak AOMONHWUTENbHan
onuma. MNpu BKAIOYEHHOM pPeXMMEe MPUMEHAIOTCA Te e NpaBuaa No YMOAYAHMUIO, YTO U
npn npueme Bcero Tpaduka. bonee ctporne npasmna duabTpauum Tpadmka MoryT ObiTb
nobaBneHbl C MOMOLLbIO MeHK HacTpoeK. C 3ToM uenbto B Panabl KOHPUrypaumm
nobasneHa rpynna [tethering], aHanorMyHaa AMHAMMYECKMM NpaBMAam ANA rpynn.

MPUMEYAHME. Mpasuna «Toyka AOCTyna» MNPUMEHAKOTCA TONbKO ANA PEXMMA
nepenayn gaHHbix nocpeacrtsom cetrt WLAN. [na USB-pexnma npasuaa no ymoayaHuio
NPUMEHSAOTCA HE3AaBMCMMO OT KOHOUIypaUuMm pexxmma « To4Ka 40CTyna.

Mpasuia pexnma «Tovka A0CTyna» A0MKHbI ObiTb LLENOCTHBIMW N 3aBEPLLIEHHbBIMM.
Mpn Hanmumm xota bbbl oAHOro Habopa MNpaBuA pexkmma «ToyKa A0CTyNa» HUKaKue
npaBuaa MO yMONYaHUKWO He byayT AobaBneHbl, T.K. OHM NepeonpeaensatoT
MO/Ib30BaTE/IbCKME NPaBKAA M pa3peLlatoT BeCb TPaduK.

[MosToMy, Hanpumep, MOryT ObiTb BK/AKOYEHbI CAeadylollMe BXxOoAslWMe NpaBuAa,
paspewatowme TOoNbKO DHCP 1 DNS /etc/connman/firewall.d/42-tethering-
firewall.conf:

[tethering]

IPv4.INPUT.RULES = -p udp -m udp --dport 53 -j ACCEPT; -p tcp -m tcp -
-dport 53 -j ACCEPT; -p udp -m udp --dport 67 -j ACCEPT

IPv6.INPUT.RULES = -p udp -m udp --dport 53 -j ACCEPT; -p tcp -m tcp -
-dport 53 -j ACCEPT; -p udp -m udp --dport 67 -j ACCEPT

4.8.3.3. ®annbl KOHPUrypaLMm
4.8.3.3.1. ®opmaTt panna

Kaxaana rpynna onpeaensaetca ¢ MOMOLLbI KBaApaTHbIX CKOBOK — [], Hanpumep,
[General]. Kaxkabli1 K04 PErmcTpo3aBMCUMM M HanmmMcaH NpPoCTbiIM TeKcTom 6e3 Teros, 3a
HUM cneayeT CMMBOJ «PaBHO» (=). OTO 03HAYaEeT, YTO BCE KAOYM [0 Havana caemytoLlen
rpynnbl [] npuHaanexkaT aTon rpynne.

Hanpumep:

IPv4.INPUT.RULES = -p tcp -m tcp -j ACCEPT

Kasapi KoY NpaBua MOMKET CyLLeCcTBOBaTb B OAHOM rpynne TO/NbKO OAWMH pas
(NnpoBepKy ocyuwecTBaseT aHanmsaTop dannos katoden glib, obpabaTbiBaeTcs TONLKO
NepBbli KAtoY).

Pasgenutens A1a NpasBul — TOYKa C 3anaToM (;).

MpaBuaa MoryT HbITb BbIKAHOYEHbI MPX MOMOLLM CUMBOA «#» B Hayane npasuna.

Hanpumep, BbIKAOYMTL NepBoe MNpaBuAo --dport 23 W MPUMEHUTb NPaBUIO
-—dport 24:

#-p udp -m udp --dport 23 -j ACCEPT; -p udp -m udp --dport 24 -j
ACCEPT
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4.8.3.3.2. Tlopanok obpaboTku

MepBbim 3arpyrKaetcs bann OCHOBHOWM KoH®UIypaumm
(/etc/connman/firewall.conf), Aa/iee 3arpyatoTcA ocTanbHble Ganbl KOHPUIYpaLMM
M3 /etc/connman/firewall.d B anpaBUTHOM NOpPAAKe

Mopagok 06paboTkmM Npasun:

— KAt04M 13 GarioB 3arpyxatoTca B anpaBMTHOM NOpAAKe, MO3TOMY Mpasuia B
danne, Hanpumep, ¢ npedpukcom 00, byayT obpaboTaHbl N A0DaBEHLI NEPBLIMYU,

— npasuna u3 ¢anlna OCHOBHOM KoHOUrypaumm pao06aBnAoTCcA B iptables
nocneaHMMM U CYMTAKOTCA OCHOBHbIMMU;

— €C/IM BRIIOYEHblI AMHAMWUYECKME MNMpaBula, TO OHU ,£I,O6anIFHOTCFI B Ha4yan0 B
iptables.

Hanpumep:
1)  ®dainbl KOHPUTYpPaUMM M NOPAAOK X 06PabOTKM:
— MepBbl: OCHOBHOM ¢aln firewall.conf — coaepuT [General] (O6wme)
npasuna u yctaHasamnsaet POLICY (MoaunTtuky);
— BTOpPOM: firewall.d/10-firewall.conf —coaepxnt WLAN-npasuna;
— TpeTui: firewall.d/20-firewall.conf — coaepxuT [General] (O6wme)
npaBuna;
— yeTBepTbIN: firewall.d/30-firewall.conf — coaepxuT [General] (Obwme)
n WLAN-npasuna;
2) Mpasuna M3 npu 3anycke connman:
— npumeHseTca MNoanTMKa U3 NyHKTa OAMH;
— MopAagoK npumMmeHeHuA [pasun:
e npasBuna n3 nyHkTa Tpu [General];
® MpaBWia U3 NyHKTa YeTbipe [Generall;
e npaBuaa U3 NyHKTa oauH [General];
3) Mpasuna M3 nocne BkatoveHns WLAN:
— npumeHsaeTca MoANTUKA U3 MYHKTA OAMH;
— NopsAaoK NnpumeHeHus Mpasun:
e npasuna n3 nyHkta asa [WLAN];
® npaBuaa n3 nyHKTa vyeTtbipe [WLAN];
e npasBuna n3 nyHkTa Tpu [General];
e npaBuaa U3 NyHKTa YyeTbipe [General];
® npasuaa M3 NyHKTa oauH [General].
Mpyn NCNONb30BAHMM HECKOIbKMX Pa3HbIX NPaBUA:
— npasuna u3 pasgena [General] (Obuwme). NMocnegHee onpeaeneHne POLICY
(MoNUTUKK) Nnepe3anncbiBaeT NpeablayLine;
— MNpaBuKia U3 Kaxkaoro TMna rpynnbl 406aBAAKOTCA K CYLWECTBYHOLLMM NpaBmIam.
Mpn pobasneHnn nan yaaneHnm Gannos KOHGUrypaumm HeobXoammo BbIMOAHUTb
KOMaHAy:
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systemctl reload connman

— eC/I1 YCTaHOB/EH HOBbIM MaKeT, 0CTAaTOYHO BbINMOAHUTbL Nepe3arpyskKy;
— npaBuna M3 HoBoro ¢arna KoHourypaumm [06aBAsAOTCA BO BHYTPEHHME
CMMCKM MO NOPAAKY, OAHAKO:
® NOpPAAOK B iptableS KOPPEKTUMPYETCA AMHAMWYECKMMWU NpaBUAaMKU nocne
BOCCTaHOBNAEHUA coeamHenma (Hanpumep, WLAN);
® MOpPAAOK B iptables KoppeKktupyeTtca [General] (O6wmmm) npasunamm
nocne nepesanycka connman: MNPUMEHAETCA TOAbKO MNPU HaAMYMM MPaBWUA, KOTOPble
NOMKHbI - ObITb  A06aBneHbl B ONpeAeneHHyt MNO3MLMIO Ha OCHOBE MOPAAKA,
onpeaensiemoro MMeHem ¢danna.
Mpn n3meHeHUn cyulecTsyrowero darna KoHGUrypaumm HeobxoaMmMo BbINOAHUTb
KoMaHay:

systemctl restart connman

ObHapyKeHne Kn3MmeHeHMn B darnax KoHodurypaumm 6OyaeT peann3oBaHO B
cneayoumx BePCUAX.

4.8.3.3.3. [pynnbl K KJOUYN

Obuwume rpynnbl [General]:

— IPv4.INPUT.RULES = #Habop npasun B Tabamue filter, INPUT-uenoyka ana
npoTokona IPv4;

— |Pv4.OUTPUT.RULES = #Habop npasun B Tabanue filter, OUTPUT-LenoyKa
AnAa npotokona |Pv4;

— IPv4.FORWARD.RULES = #Habop npasun B Tabnumue filter, FORWARD-
Lenoyka anAa npotokona IPv4;

— IPv4.INPUT.POLICY = #MonunTrKa no ymonyaHuto ana tabnamubl filter, INPUT-
ueno4yka (moxeT 6biTb ACCEPT nnm DROP);

— IPv4.OQUTPUT.POLICY = #Monntnka no ymonyaHuto ana Tabauupl filter,
OUTPUT-ueno4vKka (moxeT 6biTe ACCEPT nnn DROP);

— IPv4.FORWARD.POLICY = #[onnTnuka no ymondaHuto ana Tabnuubl filter,
FORWARD-uenou4ka (moxeT 6biTe ACCEPT nnn DROP);

— IPv6.INPUT.RULES = #Habop npasun B Tabamue filter, INPUT-uenoyka ans
npoTokona IPv6;

— IPv6.OUTPUT.RULES = #Habop npasun B Tabnnue filter, OUTPUT-uenouKka
Ana npoTtokona IPve;

— IPv6.FORWARD.RULES = #Habop npasun B Tabamue filter, FORWARD-
Lenoyka a4nAa npotokona IPve;

— IPv6.INPUT.POLICY = #Monntrka no ymondanuto ana 1abnamupl filter, INPUT-
Leno4vka ansa npotokona IPve (moxeT 6biTe ACCEPT nam DROP);

— IPv6.OUTPUT.POLICY = #lonutnka no ymonyaHuto Ana Tabauupl filter,
OUTPUT-ueno4yka ansa npoTtokona IPve (moxeT 6biTb ACCEPT nnn DROP);
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— IPv6.FORWARD.POLICY = #[lonnTnka no ymon4daHuto ana Ttabaumupl filter,
FORWARD-uLeno4ka ana npotokona IPv6 (moxeT 6biTb ACCEPT man DROP).
JnHaMmmnyeckme rpynmnbl N0 TMNAM YCTPOMNCTB:
— rpynna aKTUBMPYEeTCa npu Bbi30Be CAYXObl connman [AaHHbIM  TUMNOM
ycTpoictea (Hanpumep, WLAN-noakatoveHme);
— KaXablh TMn npasuna byaetr coaepxaTb B cebe uMHTepdenc cepsumca
(Hanpumep, ana INPUT-npasua 6yaeT ycTaHOBAEH NapaMeTp -i <interface>);
— rpynna MOMeT COAepXaTb caeaytouime Ka4ym (Takue Ke, Kak B pasgene
«Obwme» [General]:
e |Pv4.INPUT.RULES =;
e |Pv4.OUTPUT.RULES =;
e |Pv4.FORWARD.RULES =;
e |PV6.INPUT.RULES =;
e |Pv6.OUTPUT.RULES =;
e |Pv6.FORWARD.RULES =;
— npeaonpeaesieHHble rpynmnbi:
e [unknown] — He wucnonblyetca WAW He NOAAEPIKMBAETCHA, HO SABAAETCA
4aCTbto BHYTPEHHWUX TUNOB YCTPOMCTB connman;
e [system];
ethernet];

e [tethering] — HacTponKn, NpuMmeHaemble ANa pexnma «Touka AoCTyna».
MPUMEYAHUE. T[pu Hanmumm npobnem cC  pexrnmmom «Toyka AocTyna»

Heobxoammo A0b6aBuTb cneaytolme cTpoku B rpynny Obuwme [General]: Hanpumep, 95-
tether-override-firewall.conf:

[General]
IPv4.INPUT.RULES = -i tether -j ACCEPT
IPv6.INPUT.RULES = -i tether -j ACCEPT

4.8.3.3.4. ®opmart npasun

BbinonHatoTcA cnepyrouime npaBsmna iptables-popmaTa
(https://www.frozentux.net/iptables-tutorial/iptables-tutorial.html):

— onuMKM NPOBEPATCA ANA KaxKA0ro NPoTOKoAa U/UAK TUNa COOTBETCTBUS;

— 3HaYeHMA ONLUMIM NPOBEPSIOTCA Ha BENIMYMHY M TUM 3HAYEHUS,
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— eC/M NPaBUIO He CYWEecTBYeT B iptables, OHO UTHOPUPYETCA aHaM3aTOPOM
npaBun,

— OTPULAHMA NOAAEPIKUBAIOTCA KakK B iptables.

[MockoNbKy B nepBoi Bepcum M noaaeprMBatOTCA He BCE BO3MOMKHOCTU
nepekntoyaTenen (switches) ANa iptables, Nepekao4aTenn, KOTOpble connman He
MOMeT [1006aBUTb, UTHOPUPYIOTCS iptables:

— moamduKkaTopbl Uenoyek: -a, -D, -X, -F, -I, -P, -E, -R, -Z
(M X ANMHHbIE SKBUBANEHTbI):

® HOBble WM CYLIECTBYHOWME LEMNOYKM He M3MeHATcA npaBunamu. Bce
npaBuna M3 NoAYMHAIOTCA NIOTMKE connman, B KOTOPOW NoA0bOHble moaMdUKATOPbI He
npeaycMOTPEHbI;

® B C/y4ae BO3HWKHOBEHMA HEoOXOAMMOCTU TakuMe mMoaMPUKATOPbl MOTryT
ObITb A0OaB/IEHbI B Aa/IbHENLLEM;

— YyKas3aTesn MmecTa HasHaveHuAa gana DNAT: --to-destination, --from-
destination;
— nepekntyateny ¢parmeHTMpoBaHuA: -£, --fragment;

— nepekat4yaTenb Bepcumn IP-npotokona: --ipv4, -4, --ipv6, -6;

— MepeKkNtYaTenn CooTBETCTBMA (-m), KOTOPbIE HE NOAAEPKMBALOTCA:

e |Pv4; -m comment, -m state, -m iprange, -m recent, -m owner,
-m sctp, -m dccp, -m hashlimit, -m icmpvé6/ipvé6-icmp,

e |[Pv6: -m comment, -m state, -m iprange, -m recent, -m owner,
-m ttl, -m sctp, -m dccp, -m mh, -m hashlimit, -m frag, -m icmp;

® BbilleyKa3aHHble nepeKkatovaTenn Bbi3biBaAM cbon B iptables WM
HenpasW/bHO onpeaenAann sepcuto IP-npoTokona.

Llenn M3 (-3 TARGET) COOTBETCTBYIOT LENsSM iptables no ymondaHmto: ACCEPT,
DROP, REJECT, LOG n QUEUE.

MpoTokonbl M3 (-p protocol) aHaNOrMM4YHbI MNPOTOKONAM iptables: tcp, udp,
udplite, icmp, icmpvé, ipvé6-icmp, esp, ah, sctp, mh (TonAbKO Ana IPv6) u
CneLunasbHOMY Klo4eBOMY C/1I0BY all.

Kaxaoe npasuno:

— NO/IMKHO MMEeTb MWHMMYM oOAHY uenb (-j/--jump TARGET or -g/--goto
TARGET);

— MOMeT MMeTb OT Hy/1A 10 OAHOro COOTBETCTBMA NO NPOTOKOANY (-p/--protocol
protocol);

— ana SCTP-, DCCP- n MH-NpOTOKON0OB MEXaHM3M COOTBETCTBMA MPOTOKO/Ia He
MOXeT BbITb MCNO/Ib30BaAH, HAaNpPUMep:

-p sctp -m sctp --dport 22 -j DROP (He OyneT paboTaThb, HO)
-p sctp --dport 22 -J DROP (6ymeT padboTaThb)

— MOXEeT MMeTb OT Hyna A0 AByX YyKasaTeneh cooTBeTcTBMA (-m/--match
match). Hanpumep, 4Tobbl paspewnTs ana telnet ogHy NONbITKY COANHEHMA B CEKYHAY,
HeobxoaMMOo YCTaHOBUTb:
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-p udp -m udp --dport 23 -m limit --limit 1/second --limit-burst 1 -7
ACCEPT

— MOXeT MMETb.
® OT HyAs A0 ABYX NepeKkatoyaTenein nopTos ¢ onumen obbiMHOro nopTa (oAHO
N TO M€ HanpaBJieHNE HE MOXET WCMNO/b30BATLCA ,£I,Ba>K,£I,bI). C N\O,B,I/I(I)VIKaTOpON\
NPOTOKO/1a
Oﬁn<protocol>):——destination—port, -—-dport, --source-port, --sport;
® OT Hy/1IA A0 OAHOro nepeknkyartesia nopTtoB C MYJIbTUMOPTOM. BmecTe ¢
yKa3saTesleM COOTBETCTBUMA -m multiport BO3MOXHO WUCMO/Ib30BATb: --destination-

ports, -—dports, —-—-source-ports, —-—-sports, -—-port, —-—ports n
nepexkaryaTenu;

— MOXET MMETb OT HYy/A A0 ABYX yKa3aTenel5| MmecCTa Ha3Ha4vYeHunA (O,EI,HO M TO Xe
HarnpaBsieHne He MOXKET UCNO/b30BaATbLCA ,£I,Ba>+(,£l,bl). --source, --src, -—-S, -—-—
destination, --dst, -d,

— Kaxgoe npaBuao pasgena [General] moxeT uMmeTb OT Hyna A0 ABYX
nepekntoyatenen nHrepderca (04HO M TO Ke HanpaBAeHME HEe MOXET MCMONb30BaTbCA
ABamﬂbO. -—-in-interface, -1i, --out-interface, -o. [NepekntovaTenu
MHTepdeca UrHOPUPYIOTCA B AMHAMUYECKUX NPaBMAax, npeaHasHayeHHbIX ANA TMMNOB
YCNYT (service types).

4.8.3.3.5. YcTpaHeHMe HenonaaokK

Mpu pabote ¢ MM B cAyd4ae BO3HWKHOBEHMSA npobaembl ceTh/iptables (MI)
HeobX0AMMO BbINONHUTbL Ceaytolne AenCcTBUA:

1) HactpouTb 0a30Bbii  MOHWTOPUHI  pPaboTbl iptables [AN8  CAEAYOLINX
NPOTOKO/10B:

— |Pv4:

watch -n 1 iptables -t filter -L -v -n

— |Pvb:

watch -n 1 ipé6tables -t filter -L -v -n

2) Ons BbIXO4a U3 MPOrpPamMmbl HaxaTb codeTaHme Knasu «Ctrl» n «Cx»;

3) MpoBepuTb BbIBOA M KOAM4ecTBO cbpouleHHbix naketoB B INPUT-uenoyke
(nonntmnka DROP);

4) 3anyctntb MI 1 NpoBepUTL, KaKMe CYETYMKN YBENNYMBAIOT CBOE 3HAYEHME.

NMPUMEYAHUE. Ecnm ceTeBble nakeTbl cbpacbiBatoTcA, cyeTymk DROP byaer
yBENMYMBATL CBOE 3HauyeHue. CUYETYMKM MaKeTOoB [ANA Ka)kAoro npasuna obyayT
YBE/IMYMBATLCA, €C/IN NAKETbl COOTBETCTBYIOT 3TOMY MPaBUAY;

5)Ecnm npobnema B pabote MI1 BO3HMKAA WM3-3a cHpacbiBaHMA MaAKETOB.,
HeobXoAMMO BbINONHUTL CAeaytolme AeNCTBUS:

— ONA  BPEMEHHOro pelleHua (gencTByeT A0 nNepesarpyskuM  CUCTEMbI),
pa3peLlatollero Becb TPaduK Mo YMOAYAHUIO CAeAYHOLLMX MPOTOKOI0B:
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e 14 |Pv4 BbINONIHUTL KOMAHAY:

iptables -t filter -P INPUT ACCEPT

e N4 |IPv6 BbINO/IHUTE KOMAHAY:

ipétables -t filter -P INPUT ACCEPT

— AnA peleHns Ha NOCTOAHHOM ocHoBe co34aTb dann
/etc/connman/firewall.d/99-accept-all-firewall.conf, [A00aBUTb B Hero
cnepyrowme CTPOKMK:

[General]
IPv4.INPUT.POLICY
IPv6.INPUT.POLICY

ACCEPT
ACCEPT

— nnepesanyctnts MI1:

systemctl restart connman

Ecnm cuctema He 3arpyskaetca, He0HX0AMMO NEPENTU B PEKMM BOCCTAHOBAEHMA U
3anucatb B Gaia onumm, ykaszaHHble Ha wWare 4, 41a peleHnsa Ha NOCTOSHHOW OCHOBE,

4.9. KOHTpONb UEeNOCTHOCTH

Moacuctema KU OCABpopa CAYXWUT ONA MNPOBEPKM HEU3IMEHHOCTU cpefpl
BbIMO/IHEHMA, OMOBELWEHMA MONb30BaTeENA 00 W3MEHEHUM KPUTUUYECKM  BaXKHbIX
KOMMOHEHTOB, a TaKXe 3anpeLlaeT 3arpy3Ky M UCNoib30BaHME CUCTEMbI NPU HapyLLEHWMK
ee LeNoCTHOCTH.

B OCABpopa KLU, peanvMsoBaH C nNOMOWbID MNPOrPAaMMHOIO KOMMOHEHTA
integrityd, KOTOpbIA NpeacTaBnAaeT cobol AeMOH ANA YNpPaBAeHWs W MPOBEPKMU
LEeNOCTHOCTN AaHHbIX. B oTinume OoT ApyrMx MHCTPYMEHTOB integrityd mcnonbdyet I
(IMA 1 secureboot) Kak UICTOYHUK A0BEPUA.

NMPUMEYAHMUE. Kaxkapin yctaHaBamBaembit B OC ABpopa nakeT 10 go1KeH MMeTb
LMPPOBYIO MOAMMCD.

Integrityd OTBeEYaeT 3a ynpasneHue u BepudMKaLMIO LLEeNIOCTHOCTU OOBEKTOB,
npu aTom noa 06bekTaMmnm NoHMMatoTCa 0bblvHble darnbl, ELF-dalnbl u pasaensl. OObeKTbl
MOTyT 0O BbEeANHATLCA B TPYMMbl, TAKXKE MOXKET ObITb YCTaHOB/IEHA MepapXxmaA rpynm.

ABTOMaTMyecku, 6e3 HeobXoAMMOCTM chneumanbHblX [AEUCTBUA CO  CTOPOHDI
aamMmuHucTpaTtopa, OC ABpopa oTC/exmBaeT caeaytollee:

— LLe/IOCTHOCTb YCTaHaBAMBaeMbIx Naketos 10 dopmaTta .rpm;

— LLe/IOCTHOCTb 3arpy*KaeMblX BHELWHMUX MOAY/1IEN YPOBHA AAPa;

— LEeNOCTHOCTb BCEX MCMOMHAEMbIX GainIoB MPM NOMbITKE MX 3aMYyCKa;
LeNOCTHOCTb Pa3aenos.
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BHUMAHUE! [Mepen BbinonHeHnem KL Tpebyetca obpaTuTb BHMMAHME Ha
cneaywoulee:

— MpoBepKa LENOCTHOCTU YKa3aHHbIX $alioB MO YMONYAHWUIO NPOM3BOAMTCA
Kaxkablh pa3 npum 3arpyske OC ABpopa, a Takxke B 00:00 yacos 0AMH pa3 B CYTKY;

— BpemA 3arpy3kn OC ABpopa yBeNMYMBAETCA MPOMOPLMOHANBHO KOAMYECTBY
dannos, Tpebyembix 08 NPOBEPKM LENOCTHOCTH, T.e. Yem Donblle CnMcok $GairioB Ha
NpoBepKy, TemM 6o/blle BpeEMEHM 3aHMMAET NPOBEPKA LEeNOCTHOCTY;

— NpK NpoBepKe LEeSIOCTHOCTM BbIMONHAKTCA MaTemaTuyeckme onepaunmn, 4To
NPUBOAMUT K MOBbIWEHWUIO MCMONBb30BAHMA PECYpPCOB MNpoueccopa, cneaoBaTesbHO, K
YBEJIMYEHUIO pacxoaa 3apAada akkymynatopa MY.

[MpoBepKa UENOCTHOCTM KOHKpPeTHOoro ¢anna MoxeT ObiTb OCyulecTB/ieHa
cneayrowmm obpasom:

integrityd -verify wmmsa damnna

B cnyyae HeobxoammocTn BbinoaHUTb KL npowussonbHoro dainna, ELF-¢aina,
pa3fesioB UaW rpynnbl pasaenos cefyeT UCNONb30BaTb YTUANTY integrityd, LOCTYMHYO
B Ml «Terminal», koTopasa npumeHaAeT 3l Kak UCTOYHWUK AO0BEPUA.

NPUMEYAHUE. WHPopmauma o 3anycke/3aseplleHnn npoueaypbl KU un ee
pe3ynbTaTax 3anMCbliBAeTCA B CUCTEMHbIN KYPHaa, MPOCMOTP KOTOPOro OCYLLECTBAAETCA C
nomoubio MM «KypHan».

B cnyyae ycnewHol npoBepku byaeT BbiBeAEHO AMArHOCTMYeckoe coobuieHune
BMAA:

verify mmsa damya: success
total verification: success

B C/ly4ae HeycnewHomn:

verify mma damna: failed

NMPUMEHAHMUE. B pesynbrtate noJy4eHMA  OT  cepBMCa integrityd
OTPMLATENbHOrO CTaTyCa MPOBEPKM LLEIOCTHOCTM, KOTOPbIM CBMAETENbCTBYET O
HapyLleHun uenoctHocTh, aoctyn kK OC ABpopa 610KMpyeTcAa KOMNOHEHTOM securityd.
B aTom cnydyae Heobxoammo nepeaats MY agMUHUCTPATOPY ANA NOBTOPHOM YCTAHOBKM
OC Aspopa.
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5. PEKOMEHOALUWMK NO YCTPAHEHNUO BO3MOMXHbIX OLUMBOK

[enctena

(Tabnunua 16).

No YCTPaHEHMIO

BO3MOMHbIX OLWMOOK npmneedeHbl B Ta6nmu,e

Tabnunua 16
Ne OwwunbkKa MpuynHa/pekoMeHaaLUm No YCTPaHEHMIO
1 |HeBO3MOXHO [Ons nonyyeHua obHosneHma OC ABpopa TpebyeTca AoCTyn K
BbIMONHUTb onpeaeneHHbIM pecypcam npeanpuaTma-paspaboTymka.

0bOHOB/IEHMUSA, T.K. He
paboTaeT KHOMKa
«3arpy3nTb»

Takoi AOCTyn NpeaocTaBaAseTca KAneHTam, 0pOPMMUBLLNM
TEXHUYECKYI0 NOAAEPKKY, BKAOUAIOLLYHO YCIYry 0OHOBMEHMS
OcC.

Bonee noapobHaa nHbopmauma AOCTyNHA NO INEKTPOHHOM
noyte support@omp.ru

2 |He nony4vaetca [Mp¥ BO3HWUKHOBEHMW OLINOKK Npu ycTaHoBKe MI1, onncaHue
ycTaHoBUTb MI KoTopow npmuseaeHo B Nn. 2.3.2.1, Heobxoanmo obpaTnTbCA K

pa3paboTtumnky M1 ana ero obHoBNEHMA.
BHUMAHME! 3arpy3ka B MCKAKOUMTENBHbBIX CIy4asX,
Hanpumep, B Cay4ae NPUMEHEHMA B NMUAOTHbIX MPOEKTaX,
AOMycKaeTca AeakTuBauma nepekatodatena « Bkaounts
Ba/MZaLmMto naketoB» (cm. PucyHok 98)

3 |Owwnbka cepTndmkata |OAnH M3 AOBEPEHHbIX CEPTUPUKATOB, BXOAALLMX B TPETbE
nokonexune OC, ycTapen, B pe3yabTaTe Yero Hblsia yTpayeHa
NOBEPEHHOCTb PECYPCOB, NOAMMCAHHBIX TAKMMM
ceptTudmnKaTamm

4 |T1pn nonyvyeHmn Mpobnemsl ¢ ceTeBbiM gocTynom MY k MMO. Ecan npu
0OHOBNEHNI C CKaumBaHMmM MI1 nponcxoanT CeTEBOM pa3pbiB, TO
Mro «Aspopa UeHTp» |[nocneaytowme MIT CTaHOBATCA B o4epesb U X YCTAaHOBKA He
oTobparkaeTcs nponcxoamnT
yBeaomaeHune
«Appmanager is busy»

5 |OTtobparkaeTca YcTaHOBAEHHbIN Ha MY mdm-KaneHT (Hanpumep, KAMEeHT
yBeaoOMeHne MMNO) 3anpelaeT obHoOBMEHUs Yepe3 MHTepderc MY
«YnpasneHue
obHoBneHnem OC
3anpeLweHo»

6 |MY 3abnokmpoBaHo, |Heobxoammo obpaTtnTbCcsa K aamuHmucTpatopy MY nnbo

TpebyeTcs naponb

onepatopy MMO ana cbpoca napona MY, NOAKNOYEHHOTO K
cetu MIHTepHerT.
[ns cbpoca napons agMmnHmcTpatopa MY npun oTcyTCTBUM
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Ha MY BO3HMKaeT
owmnbKa

Ne OwwunbkKa MpuynHa/pekoMeHaaLUm No YCTPaHEHMIO
noakntodeHma K MMNO Heobxoammo 0bpaTnTbCA B CepBUCHbIN
LleHTp Ana noBTopHOM ycTaHoBKKM OC ABpopa

7 |Mpwn yctaHoBke RPM  |HecoBmecTtmocTb katoyern B OC m Katoven, KOTOpbIMU

nognucaHo Mrl.
Heobxoammo nepenoanucatb Ml anbo ncnonsvsosatb OC
K/JIto4amm, cooTeBeTcTByrowmmm Ml

HACTPOMKKM AaTbl U
BpEMEHM

8 |lMonb3oBaTens 3abbin |Heobxoammo 0bpaTUTbCA K agMUHUCTPATOPY ANA cbpoca
naposib MY napona My

9 |AamuHucTpaTop 3abbin Heobxoammo obpaTtntbca kK onepatopy MMNO ana cbpoca
naponb MY napona MY, NnoAKNOYEHHOro K ceTn MHTepHeT.

[ns cbpoca naponsa aammHucTpatopa MY npu oTcyTCTBUM
noakntoveHus K MNMO Heobxoammo obpatnTbca B CepBUCHbIN
LleHTp ana noBTopHOM ycTaHoBKK OC ABpopa

10| Nocne 3arpyskun YbeamsLumck, 4yto MY nmeeT gocTyn K ceTn MHTepHeT un 3apas,
obHoBneHnn Ml Ha akkymynatopa MY coctasnseT He meHee 50%, HeobXxoaANMMO
MY oHo He OCYLECTBUTb NPUHYANTENbHOE OOHOBNAEHME, BbIMONHNB
obHOBMNOCH cneayrouime AencTemna:

— OTKPbITb DKPaH NPUIOKEHMN, NpoBeaAa No JomallHemy
S3KpaHy CHW13Y BBEPX;

— MNEepenTn B MYHKT MEHIO CUCTEMHbIX HACTPOEK
«ObHoBneHna OC ABpopa», nocne Yyero BbIbpaTb MYHKT
«MpoBepnTb HanMyme oOHOBIEHNINY.

Ecav nocne BbINONHEHUA onucaHHbIX AgencTteuit Ml He 6bin10
yCTaHoBAEHO 60 06HOBNEHO, HEODOXOAMMO NPOBECTM
aHa/IN3 CUCTEMHbIX coobLeHMI (cm. noapasaen 4.1)

11 |HeBO3MOXHO JaHHaa GyHKLUMA OTKIOYEHA C MOMOLLLIO MOANTUKN
cobpocntb MY K 6e30nacHOCTM, HEOHXOAMMO OTKAOYUTL AAHHYIO MOIUTUKY B
3aBOACKMM MeHto besonacHocTh (cm. noapasaen 4.3)

HaCTpOMKam
12 |HegocTynHbl [aHHaa pyHKLUMA OTKIOYEHA C MOMOLLLbIO MOANTUKN

6e30MacHOCTN, HEODXOAMMO OTKOUMTL AAHHYIO NOANTUKY B
MeHto besonacHocTh (cm. noapasaen 4.3)
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NEPEYEHb TEPMWUHOB U COKPALLIEHUI

B HacToAwem [AOKYMeHTe TMPUHATbI caeadyroume TepMUHbl M COKpalleHMA

(Tabnunua 17).

Tabnuua 17
TepmuH/
P Pacwundposka
CokpaueHue
AAMUHUCTPATOP Monb3oBaTenb, obnafatoWmii NpaBamm Ha BbINOSHEHME ONepaLmi,

CBA3adHHbIX C aAMUHUCTPUPOBaAHNEM CUCTEMbI

bA

basa AaHHbIX

Bepcuma OC Aepopa

1)KopnopaTtmsHas Bepcus - ucnonHeHne OC Aspopa,
npeaHa3Ha4YeHHoe A5 OpraHM3aUmMmn A0BEPEHHbIX MOOUAbHbIX
Paboymx MecT, Ha KOTOPbIX He NponcxoauT obpaboTKa
MHDOPMaLIMK, MOANEXKALLEN 3aLLUMNTE B COOTBETCTBMM C
3aKOHOZaTeNbCTBOM Pd;

2)CepTudnumpoBaHHasa Bepcua - ucnonHenne OC ABpopa,
npoulealiee cepTUPUKAUMOHHbIE UCMbITAHNA B CUCTEME
cepTUPUKaLMm HopmaTMBHbIX peryastopos PO (PCTIK Poccun, PCh
Poccum), umetolLiee COOTBETCTBYHOLLMA KOMMAEKT NPOrPammHbIX
AOKYMEHTOB M FOTOBbIE K CEPUMNHOMY MPON3BOACTBY.
MpeaHa3HavyeHbl ANA OpraHn3aumm 40BEPEHHbIX MODMAbHbBIX
Paboymx MecT, Ha KOTOPbIX NPOUCXoAMT 0bpaboTKa MHGopPMaL MK,
noAsexallen 3aumre B COOTBETCTBMM C 3aKOHOAATENbCTBOM PO.
MoryT ncnons3oatbca B [MC, Ha 06bekTax KM 1 B MHbIX
perynnpyembix NC

2DA [ByxdaKTOpHan ayTeHTUDUKALMA

NAD NaoeHTUOUKaUMA U ayTeHTUPUKaUMA

nc NHbopMmaLMOoHHas cMcTema

NPBO NHTepdenc PyHKLMOHANbHbIX BO3MOXKHOCTEN Be30nacHOCTH

KeoTa Ob6bem AMCKOBOro NPOCTPAHCTBA, BblAENAEMOro aAMNUHMUCTPATOPOM
ONA 3aMUCK AaHHbIX YYETHbIX 3aNMCeN NONb30BaTENEM

KL, KOHTPO/1b LENOCTHOCTH

MB/, Poccumn MWHNCTEPCTBO BHYTPEHHMUX Aen Poccuimnckom Peaepaumm

M MobunbHoe npmuaoxeHune

MY MobunbHOE YyCTPONCTBO

M3 MexceTeBoe 3KpaHMpPOBaHMe

0oC OnepaunoHHasa cucTtema
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CokpaueHue
MNepekntoyaTens dnemeHT nHTepderca OC ABpopa, NpeAcTaBAAOWMIA COOON

CBETALLYHOCA TOYKY, PaCNO/TOXKEHHYIO B Mnoae, n I'IO3BO/'IF|I-OLLI,I/IDI
Bbl6paTb O4HO 13 COCTOHHVIM, Yyalle BCero Bra4eHme mnian
BbIK/THOMEHWE. |_|pl/l dKTUBaUNK NeperkIroYaTe/IdA TOYKa Ha4YMHAET
CBETUTBLCA Ap4HE, HEM B HEAQKTMBHOM COCTOAHNN

Monb3oBaTenb JInuo, ncnonbayrollee CUCTEMY ANA BbINONHEHNA 33/10KEHHbIX B
Hen QyHKUMI

Mpeanpuatne- ObwwecTBo C OrpaHMYeHHON OTBETCTBEHHOCTbIO « OTKpPbITaA

pa3paboTumk MobunbHan nnatpopma» (OO0 «OTKpbITad MobunbHas
nnaTpopma)

Nno MporpammHoe obecneyeHne

rnro MpuknagHoe nporpaMmHoe obecneveHme «Apopa LleHTp»

MNP, [paBunia pasrpaHUYeHna 40CTyna

CmapT-KapTa

YCTponcTBO, NpeaHa3HavyeHHoe Ana 6e30MacHOoro 1 3alMLLEHHOIO
PIN-KOAOM XpaHEHMA CEKPETHbIX M 3aKPbITbIX KPMNTOrPapuUecKmx
KNtouen, cepTUMOUKATOB OTKPbLITBIX KAOYEN U APYTUX
ayTeHTUOMKALUMOHHBIX AaHHbIX. CMapT-KapTbl obecneymsatoT
MHOOPMALIMOHHYO 6Ee30NaCHOCTb MONb30BATENA, TAKKE
ncnonbayetca Ana AByxGaKTOPHOM ayTeHTUPUKALMM ero
Bnagenbua. ObbIYHO MCMOb3YHOTCA COBMECTHO CO CYMTbIBATENIEM
CMapT-KapT

cyanc CepBuC ynpaBieHUs 40CTYNOM K MHPOPMALMOHHbIM CUCTEMAM
MB/l Poccumn

Cynepnonb3oBaTten |llonb3oBaTens, 061aAa0WMIM NpaBaMmn Ha BbINONHEHWE BCex be3

b MCKOYEHMA ONepaLmii B CUCTEME (B CUCTEME MMEET JIOTUH «root»)

TokeH AyTeHTUOWKALMOHHbIE AaHHbIE, KOTOPbIE BblAAKOTCA NOb30BATE/NHO
nocsae ycnewHom aBTopmM3aLmm 1 ABAAKOTCA KAKYOM 418 A0CTyna K
cnykbam

YU YAoCTOBEPAKOLWNM LIEHTP

®BO ®PYyHKUMOHaNbHbIe BO3MOXHOCTHN 6e3onacHOCTH

dC dannosasa cuctema

J2BM DNEKTPOHHO-BbIYMCANTENNbHAA MALLUMHA

Sl DNEeKTPOHHaA Noanunch

ACL Access Control List — cnncoKk KoHTpoas AocTyna

Bluetooth® CtaHaapT becnpoBoaHOM cBA3M, obecneynsatolnii obmeH
AAHHBIMKU MeXAy YCTPOMCTBAMM HA OCHOBE Y/1bTPAKOPOTKMX
PagVOBOH

DAC Discretionary Access Control — ANCKpeumMoHHoe pasrpaHmyeHmne

npas AoCTyna
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eMMC Embedded Multimedia Memory Card — BcTpoeHHas

Myn bTVIMe,EI,Ml\/JIHaFI KapTa NaMATu

GID Group IDentifier — naeHTUdMKATOP rpynnbl

GSM Global System for Mobile Communications — rnobanbHbIn CTaHAAPT
LuMdpoBOM MOBMIBHON COTOBOM CBA3M C Pa3ae/IeHNEM KaHaA0B Mo
BpemeHu (TDMA) n yactote (FDMA)

GUI Graphical User Interface - pa3HOBMAHOCTb NO/1b30BATENBCKOTO
NHTepdeinca, B KOTOPOM 31EMEHTbI MHTepdenca (MeHO, KHOMKK,
3HAYKM, CMUCKM), NPeaCTaBeHHble MOb30BaATEO Ha ANUCTIEE.,
NCMONIHEHbI B BUAE rpaduyeckmnx n3obparkeHunm

HPET High Precision Event Timer - Tanmep cobbITMN BbICOKOM TOYHOCTM

ICCID Integrated Circuit Card Identifier — BCTpoeHHbIN naeHTUPUKaTOP
SIM-KapTbl

ICMP Internet Control Message Protocol — npoTokon mexceTeBbix
yNPaBAAOLWMX COOOLLEHN N

IMA Integrity Measurement Architecture — mexaH13m NPOBEPKM
noAanucK BUHapHbIX Gannos

JSON JavaScript Object Notation — TeKkcTOBbIN popmaT oOMeHa AaHHbIMYU,
OCHOBaHHbIM Ha JavaScript

MD5 Message Digest 5 — 128-6UTHbIN anrOPUTM XeLLIMPOBaHMA

MTP Media Transfer Protocol — ocHoBaHHbI Ha PTP annapaTtHo-
HEe3aBUCKMMbIM NPOTOKO/, pa3paboTaHHbIM KomnaHuen Microsoft
AN NOAKNOYEHMA LMDPOBLIX M1IEEPOB K KOMMbIOTEPY

NFC Near field communication - TexHonorma 6ecnpoBoAHOM Nepeaaymn
AAHHbIX Manoro pagnyca AenCTBNA, KOTOPasa AaeT BO3MOXHOCTb
obmeHa AaHHbIMW MeXKay YCTPONCTBAMM, HAXOAALWMMMCA Ha
PacCcToAHMM O0Kono 10 caHTUMeTpoB

PID Process |Dentifier — naeHTMdMKaTOp Npouecca

PIN-kona Personal Identification Number - nepcoHanbHbI KoA, COCTOALLNMN 13
4 undp, npegHasHadYeHHbI A8 noaydeHma aoctyna kK SIM-kapTe m
NpeaoTBPaLLAoLLINI ee HECAHKLUMOHNPOBAHHOE NCNO/Ib30BaHME

PUK-kog, Personal Unlock Key - nononHuTenbHbIM KoA, cocToALMM 13 8 undp
M NpUMeHAeMbIN ANnA pa3biokMpoBKK SIM-KapTbl moc/ae Heyaa4yHoro
BBOZA 3Ha4YeHMA PIN-Koada 3 pa3a noapas,

RPM Red Hat Package Manager — meHeaxep naketos Red Hat

ob03HayvaeT aABe cyuHocTh: dopmaT naketos 1O (RPM-nakeT) u
Nporpamma, Co3aaHHasa ANAa yrnpaBieHMA STUMKW NaKeTaMm.
Mporpamma no3BoAAET YCTaHaBAMBATL, YAaNATb U 06HOBAATL 10
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RPM-nakeTt ®ann popmata RPM, no3BonatowWwmMi yCTaHAaBANBATb, YAANATb U

06HOBNATL NPUNOKEHNE Ha MY

SDK

MpoAayKT, NpeAHa3Ha4YeHHbIM A58 Pa3paboTYMKOB, MO3BONSIOLMM
pa3pabaTbiBaTb NPUNOKEHNSA (FpaduUecKkmne KOHCO/bHbIE, CEPBUCHI
M T.4.), KOMNUAMPOBATL UX A1A 3aaHHON BEPCUMN ONEepPaLLMOHHOM
CMCTEMbI M 3aMyCKaTb NONYYMBLUMINCA BUHAPHBIM KO, B IMyATOpE

SIM

Subscriber Identification Module — moaynb naeHTUPMKaUMm
aboHeHTa

SSuU

SourceSafe ana Unix — ytnnuta, obecneymsatollas AocTyn U3
KOMaH/AHOW CTPOKM K TOKANbHbIM U YAANEHHBIM PENO3UTOPUAM
Source Safe/VSS uepes TCP

SSH

Secure SHell — ceTeBoOM NPOTOKON NPUKNAAHOTO YPOBHS,
NO3BONAKOWMI NPON3BOANTDL YaaneHHoe ynpasieHne OC u
TyHHennpoBaHue TCP-coeanHeHWM (Hanpumep, ANA nepeaaym
dannos)

ulD

User Identifier — naeHTMdMKaTOp NONL30OBATENA

USB

Universal Serial Bus — yHMBepcanbHas nocneaoBaTeNbHas LWKWHA

VPN

Virtual Private Network — BupTyanbHaa 4YacTHas ceTb, 0606LIeHHOe
Ha3BaHMe TeXHOOrMIA, NO3BONAIOLIMX 06ecneynTb OAHO AU
HECKO/IbKO CETEBbIX COeAMHEHMNI (TOrMYECKYIO CETb) MOBEPX APYroM
cetu (Hanpumep, cetn MIHTepHeT)

WLAN

Wireless Local Area Network — 6ecnpoBoaHaa N10KanbHan ceTb
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[MPUNOXKEHUE 1

YnpasneHue cnyxxbamu ¢ nomolubto systemd

B OC ABpopa systemd MCNOJIb3yEeTCA B KayeCTBE CUCTEMbl MHULMAAM3ALUMKM MO
YMOIYaHWNIO, KoTopaa pa3spaboTaHa C yyeTom 0BpaTHOM COBMECTMMOCTM CO CLEHapUAMM
MHUUMANU3AUMK SysV U NpeanaraeT cnefytolme BO3MOXKHOCTU:

— MapannenbHbI 3aMyCK CUCTEMHBIX C/TY»KO BO BpemsA 3arpy3Kn CUCTEMbI;

— aKTMBaLMA AeMOHOB No TpeboBaHMIO;

— NoAAep*KKa CHUMKOB COCTOAHMA CUCTEMDbI;

— JIOTMKA yNpaBaeHua cny>kbammn Ha OCHOBE 3aBUCMMOCTEN.

NMMA: systemd, init —cayxba mHnumanmsaumm OC ABpopa.

OB30P:

systemd [OPTIONS...]
init [OPTIONS...] {COMMAND}

OMNCAHWUE: systemd npeacTaBasaet cobon CUCTEMHbBIN U CEPBUCHBIN MeHeaKep
ans OC ABpopa. lNMpu BbINOJIHEHUM B KayecTBe nepBoro npouecca 3arpy3ku (PID-1) oH
BbICTYMaeT B POJIM CUCTEMbI MHMUMANM3ALUMKM, KOTOPAA 3amyCKaeT W noadep’umsaeT
CepBUCbl MONb30BATENILCKOrO NPOCTPAHCTBA. 1A COBMECTUMOCTUN C SysV, eCin systemd
BbI3blBAaeTCA Kak init M PID koToporo He paBeH 1, oH OyAeT BbINOAHATL telinit M
nepenasaTb BCe apryMeHTbl KOMaHAHOW CTPOKM Be3 M3MeHEeHMn. ITO 03HaYaeT, YTo init
M telinit B OCHOBHOM 3KBMBANEHTHbI, €C/M BbI3bIBAKOTCA M3 HOPMA/NbHOIO ceaHca. [lpu
3aMycke B  KayecTBe CMCTEMHOM WHCTAaHUMM systemd WHTepnpeTupyeT  damn
KOHOUIypauum system. conf, B MPOTMBHOM C/ly4ae — user.conf.

Onunmn:

— -h, --help—neyaTaeT KOPOTKMI TEKCT MOMOLLM M BbIXOAMT;

— -—-test — onpeaenseT NocaeaoBaTe/ibHOCTb 3aMyCKa, BbIBOAUT €e 1 BbIXOAMT.
[aHHaa onuma NosesHa TO/IbKO A1A OT/NALKMK;

— ——dump-configuration-items - BbIBOANT KpaTKunM, npu 3TOM
MCYEPNbIBAOWMIA CMMCOK 31EMEHTOB KOHOUIypaumm, MCNOAb3YEMbIX B HACTPOEYHbIX
dannax moaynen;

— --introspect= — W3BNAEKaeT JaHHble camoaHanmsa D-Bus umHTepdelica. B
OCHOBHOM 3TO NOJIE3HO BO BPEMA MHCTANNAUMM ONA NONYHEHUA OAHHbIX, NPUTOAHbIX ONA
peno3utopua D-Bus mHTepdercos. MNpn HEOOXOANMMOCTM UMA MHTepdenca MoXKeT ObiTb
YKa3aHO ANA [AaHHbIX CamMoOaHanm3a. Ecanm oHO nponyuweHo, AaHHble CaMOaHanAM3a
BbIBOAATCA ANA BCEX MHTEPDENCOB;

— —-unit= — YCTaHaB/AMBAET MO YMOJYAHMIO MOAY/Ib ANA aKTUBALMK MpwU
3anycke. Ecam He yKazaHo, no ymondaHuto — default.target;
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— -—-system, -—--user — HaAMNpPaBJAET CWUTHa/N systemd 3aNyCTUTb CUCTEMHYHO
MHCTaHUMIO (COOTBETCTBEHHO, NO/1b30BATENBLCKYIO MHCTAHLMIO), AaxKe ecan ID npouecca He
paBeH OAHOMY, T. €. systemd HE BbINONHAETCA (COOTBETCTBEHHO BbINOHAETCA) B
KayecTBe npouecca MHUUManm3aummn. OBbIYHO HeobxoAMMOCTb 3a4aBaTb 3TWM ONUUK
OTCYyTCTBYeT, T.K. systemd aBTOMATUYECKM oONpedenseT pPeXMm CBOEero 3anycka.
CnepnoBaTtesibHO, 3TV BapMaHTbl Masio MOE3Hbl, KDOME C/Ty4as OTAAAKM.

BHUMAHME! 3arpy3ka n nogaeprkka NOAHOW CUCTEMbI C systemd, 3aMyL,EeHHON B
pexxmme --system npu PID, He paBHOM 1, He obecneymBaeTca. Ha npakTuke 3agaHue
ONUMN ——system ABHO MMEET CMbIC/1 TO/IbKO B COYETAHNM C ONUMEN —test;

— -—-dump-core —JaMn A4pa Npu aBapMnHom oTkase. Onuma He nMmeeT addekTa
B C/ly4ae 3aMycKa B N0JIb30BATE/IbCKOM MHCTAHLUMN;

— -—-crash-shell — 3anyckaeT shell npu cboe. Onuma He nmeeT apdpeKTa B
C/ay4ae 3anycka B N0/1b30BaTENbCKON NHCTAHUMM;

— -—-confirm-spawn — 3anpalWwunBaeT NOATBEPKAEHME MNPU PA3MHONKEHNM
npoueccos. Onuua He umeeT adpdeKTa B CAyYae 3anycka B N0/1b30BATENBCKON NHCTAHLUMM;

— --show-status= — 0TODOparKaeT CKaTyt CTaTYCHYH MHPOPMaLMIO O CepBMCAX
npu 3arpyske. Onuua He wumeeT 3PpPeKkTa NpPU BbINONHEHMW B MOJIb30BATE/IbCKON
MHCTaHUMK. TTpUHMMaeT OyneBblid apPryMeHT, KOTOPbIA MOXET OblTb MNPONyLWeH, 4To
MHTEPNPETUPYETCA KaK true;

— --sysv-console= — onpegenser, 6Oyaer M BbiBoA, SysV cKpunTa
MHMLMANM3AUMM HaNpaBAeH Ha KOHCOMb. Onuma He umeeT adpdeKkTa Npu BbINOAHEHMN B
NONb30BATENBCKOM WMHCTAHUWMK. [TpUHUMaeT OyneBbii apryMeHT, KOTOPbIA MOXKET ObiTb
NPONYLLEH, YTO MHTEPNPETUPYETCA KaK true;

— --log-target= — 33JaeT NPUEMHUK ANA COOOLEHNN O CODbITUAX. APrymeHT
[ONXKeH OblTb OAHUM U3 cneayloumnx: console, syslog, kmsg, syslog-or-kmsg,
null;

— --log-level= — 33[3€T YPOBEHb XYPHA/INMPOBaHMA. B KauyecTBe aprymeHTa
NPUHMUMAETCA YMCNOBOM YPOBEHb KYPHAMPOBAHMA UM XOPOLIO M3BECTHble syslog (3)
CMMBOJ/INYECKNE MMEHa (B HUXKHEM perl/ICTpe): emerg, alert, crit, err, warning,
notice, info, debug;

— --log-color= — BblAENAET Ba)KHble XypHa/bHble CcO0bLIEHNA. [pUHUMaEeT
6yneBbI aQPryMEeHT, KOTOPbIA MOXKET BbITb NPONYLLEH, YTO MHTEPNPETMPYETCA KaK true;

— --log-location= — BK/IOYAET pPACMNO/IOKEHMA B KOAE B YPHa/lbHble
coobuleHns. 3To Hanbonee 3HaYMMO ANA Lenein oTnaaku. MpuHMmaeT Bynesbli apryMeHT,
KOTOPbIM MOXKEeT ObITb MPONYLLEH, YTO MHTEPNPETUPYETCA KaK true;

— -—-default-standard-output=, --default-standard-error= — 3a4d€T
BbIBO/A, MO YMONYAHMIO AN BbIBOA OWMOOK A1A BCEX CEPBMCOB M COKETOB, T. €. ynpasadeT
3Ha4YeHMemM MO YMOAYaHUK [Aaa StandardOutput= W ANA  StandardExecute.
BocnpmMHMMaeT OAHO W3 CAeaylolWMx 3HaYeHWM: inherit, null, tty, syslog,
syslog+console, kmsg, kmsg+console. ECAM aprymeHT nponyweH, no yMOAYaHUIO
CYMNTaeTCA inherit.

148



— 1 OBKPbITAFI
PyKoBOACTBO aAMMHUCTPATOPA | F.“ni%"gé’ﬁ'ﬁﬂ

APXUTEKTYPA: systemd npeaycMaTpuBaeT CUCTEMY 3aBUCMMOCTEN MeXKay
Pa3HbIMM  31EMEHTAMW, Ha3biBAEMbIMM  «units»  (OHUTbI). HKOHWUTbI  MHKANCYAMPYHOT
0OBEKTbI, BaXKHble A1A 3arPy3KM CUCTEMbI M NOAAEPHKKM.

BONbLWMHCTBO FOHUTOB HACTPOEHbI B Ppannax KOHPUrypaumm OHUTOB, CUHTAKCUC U
6a30Bbli Habop oONuUWI KOTOPbIX OMMCaAH B systemd.unit (5), OAHAKO HEKOTOPble
CO34a0TCA aBTOMATUYECKN M3 APYIrMX KOHOUIypauui UanM AMHAMUYECKM M3 CUCTEMHbIX
CTPYKTYP.

tOHWUTBI MoryT bbITb active (4TO NoapasymeBaeT started, bound, plugged
in, B 3aBMCMMOCTW OT TMMNa YCTPOMCTBA), UM inactive (4YTO NoApasymeBaeT stopped,
unbound, unplugged...), @ TAK}Ke HAXOAMUTbCA B MNpoLUELCcce akKTUBALMM AN AeaKTUBaALMUMK,
T.e. MeXay ABYMS  COCTOSHMAMM  (3TM  COCTOAHMA  Ha3bIBAKOTCA activating,
deactivating). TakKe BO3MOXHO CrnelmanbHOe COCTOSHME failed, CXOXee C inactive
M BO3HMKalOLWEe, KOraa CepBMC NOTepnes Heyaadyy Ha HeKkoTopom nytu (npouecc
BO3BPATM/l KO OWWDOKM Ha BbIXOAe, MoTepnen Kpax Wau Tarm-ayT onepauun). Mpu
BO3HMKHOBEHUM [AAHHOTO COCTOAHMA MNPUYMHA PErUCTPUPYETCA B KypHane Ans
NaNbHENWero NCNonb30BaHMA.

BHUMAHME! PasnnyHble Tunbl tOHWUTOB MOrYT MMETb pPAA  AOMNOJHUTENbHbIX
NOACOCTOAHMMN, OTODparkaeMblx Ha 5 0600LLEHHbIX COCTOAHWI IOHUTOB.

[oCTynHbI cneayolime TUMbl OHUTOB:

1) Service units, ynpaBastoume AeMOHaMM M MPOLECCamM, M3 KOTOPbIX OHM
COCTOAT. 3@  AONONMHWUTENbHOM  MHPOpMauumen  Heobxoammo  obpalwatbcs K
systemd.service (5);

2) Socket units, MHKancyaupytolme nokanbHble IPC MaM ceTeBble COKeTbl B
cucteme, none3Hbl NPW  akTMBALMKM  HA OCHOBE COKETOB. 3a /[A0MOJHUTENbHOMN
MHGopMaumen o socket units HeobxoaMMo 0b6palLaTbCcA K systemd.socket (5), 00
aKTMBALUMM Ha OCHOBE COKETOB M APYrMx Gopmax akTMBaLMM — K daemon (7);

3) Target units — MNOAE3Hbl ANA TPYNNMPOBKU HOHUTOB WM obecnedyeHumn
XOPOLWO M3BECTHbIX TOYEK CUHXPOHM3ALUMM B MpPOLECcCe 3arpysku. 3a AOMNOAHUTENbHOWN
MHbOpPMaLMen HeobXxoaAnMMO 0bpalLaThCA K systemd. target (5);

4)Device units — npeactasaaloT MY sgpa B systemd WM MOryt ObiTb
MCNONb30BaHbl ANA BbINOJHEHMA AaKTUBALIMM HA OCHOBE YCTPOWCTB. 33 AOMNOJIHUTENBHOM
MHbOpPMaLMent HeobXxoaAnMMO 0bpalLaThCA K systemd.device (5);

5)Mount units — yNpaBAAOT TOYKAMM MOHTMpPOBaHMA B PC. 3a 4ONONHUTENBHOM
MHbopMaLment HeobxoaAMMo 06paLLATLCA K systemd.mount (5)

6) Automount units — obecne4ymBatdOT BO3MOXKHOCTU aBTOMOHTUPOBAHWUA ANA
MOHTMpPOBaHMA ®C no TpeboBaHWIO, a TaKKe napannenns3aumm 3arpysku. 3a
LOMONHUTENbHON MHGOPMaLMeENn HEOBXOAMMO 00PaLLATLCA K systemd.automount (5);

7) Snapshot units — MOryT ObITb MCNOAb30BaAHbLI A1 BPEMEHHOIO COXpPaHeHUn
COCTOAHUM MHOXECTBa KOHUTOB systemd, KOTOpPble NO3AHEe MOryT 6bITb BOCCTAHOB/EHDI
NPU aKTMBALUMM COXPAHEHHOro snapshot unit. 3a AONONAHUTENLHOM MHPOPMaLMeEN
HeobxoAnMMo 0bpallaThca K systemd. snapshot (5);
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8) Timer units — WCNOANbL3YKOTCA AN 3aMnycka aKTMBAUWMW APYrnUX HOHWUTOB,
OCHOBbIBASACb Ha TaMMepax. 3a AONOAHUTENBHON MHPOPMaLMEN HeobxoaMmo obpallaTbea
Ksystemd.timer (5);

9) Swap units — CXO¥W C mount units, MHKaNCyNMpylT pasaensl nan dannb
noakavykm namatn OC ABpopa, onmcaHme KOTOpbIX NPUBELAEHO B systemd. swap (5) ;

10) Path units — MOryT BbiTb MCNONBL30BaAHbI AN AaKTUBALMMK APYTrMX CEPBUCOB
npu M3MEeHeHMn 1 moandurkaumm obbvekToB PC. 3a AONONHUTENBHON MHPOPMALMEN
HeobxoAMMo 0bpallaThca K systemd.path (5).

FOHWTBI MMEHYIOTCA TaK XKe, KaK MX KOHDUIypaumoHHble dainbl. HeKoTopble OHUTI
MMEeOT COBCTBEHHYIO OCODEHHYIO CEMAHTUKY.

Systemd MW3BECTHbl pPa3AMyHble BMAbl 3aBUCMMOCTEM, B T.4. 3aBMCUMOCTMU
TpeboBaHMA NONOKMTENbHbIE U OTpMLATENbHbIE (HAaNPUMeEpP, Requires= U Conflicts=),
a TaK)Ke 3aBMCMMOCTM o4YepeaHOCTN (After= M Before=). 3aBUCUMOCTM OYepPeaHOCTU U
TpeboBaHMA OPTOrOHaNbHbl. ECAM  mexay ABYyMsA OHUTAMKU  CYWECTBYET TOJ/bKO
3aBMCUMOCTb TpeboBaHWA (Hanpumep, foo.service TpebyeT bar.service), HO He
3aBMCMMOCTb O4YepeaHOCTM (Hanpumep, nocne foo.service m bar.service), U 06a
3TWX HOHWTA 3aNpPOLLIEHbI Ha 3aMyCK, OHM ByayT 3anyckaTbCA NapannenbHo. Haanune obemx
3aBMCMMOCTEN TpebOoBaHMA M OYEePesHOCTU MeXay ABYMA HOHWTaMKW ABAAETCA 0buWmm
wabnoHom. Kpome TOro, OONbLWWHCTBO 3aBMCMMOCTEM HESABHO CO3[aeTca U
noAAepPKNBAETCA systemd.

TakXe  MMeeTcA  BO3MOMHOCTb  BPY4YHYHO  0OBbABAATL  AOMNOAHUTENbHbIE
3aBMCMMOCTW, OAHAKO 3TO He ABAAETCA 0bA3aTENbHbIM.

MpuKknagHble NPorpammbl U HOHUTLI (Yepe3 3aBUMCMMOCTM) MOryT noTpeboBaTb
M3MEHEHMNA COCTOAHMA IOHMUTOB. B systemd 3T TpebOOBAHMA MHKAMNCY/IMPYHOTCSA B jobs U
NoAAEPKNBAIOTCA B job-ouepean. Jobs MOrYT YCMELWHO BbIMNOJHUTLCA UAW MOTEPNETb
Heyaa4y, UX BbINOJHEHME YNOopPsAA04YeHO B COOTBETCTBMU C 3aBMCUMOCTbIO O4YepeaHOCTM
IOHMTOB, Ha KOTOPYO OHM DbIAM 3aN1AHMPOBAHDI.

Mpw 3arpy3ke systemd aKTUBMPYET IOHUT TUNA target default.target, paboTa
KOTOPOro 3aK/Ato4aeTca B  aKTMBAUMKU  3arpy*KaemblX CEpPBMCOB M APYrMX HOHUTOB,
3arpy’Kaemblx C MOMOLLbO 3aBMcKMMocTel. OBbIMHO MMA AQHHOrO OHWTA NpeacTaBaAeT
cobon nCeBOOHMM: CCblIKA Ha graphical.target (418 NOAHOPYHKLMOHANbHbIX
3arpy3ok B MNONb30BATeNbCKMIM  WUHTepdenc) uAM Ha multi-user.target (Ans
OrPaHMYEHHOM TONbKO KOHCO/bKO 3arpy3kuM MpPuM MCNONb30BAHMKU BO BCTPOEHHbLIX WM
cepBepHbIX cpeaax Uam MM nogobHbIX; NTOAMHOMKECTBO graphical.target).

AAMUHUCTPATOP WMMeeT BO3MOXHOCTb CAefaTb ero nceBaoHMMOM K atobomy
APYromy tOHUTY TMNa target. 33 AONOAHUTENbHOM MHDOPMALIMEN O KOHUTAX TMNA target
HeobxoAnMMo 0bpallaThCA K systemd. special (7).
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[poueccbl-NOTOMKM systemd MNOMELWAOTCA B OTAe/IbHble TPynMbl yNpaBAeHMUA
OC ABpopa C TaKUMM Ke MMEHAMM, KaK y HOHMUTOB, K KOTOPbIM OHW MNPUHAANEXAT, B
COOCTBEHHOM Wepapxmm systemd, KOTOPbIA WCNOAb3YET 3TO AN8 3PPEKTUBHOrO
OTC/NEeXMBaHMA NpoueccoB. MHPopmauma O rpynne ynpaBaeHua NoAAePKMBAETCA B A4pe
M AOCTynHa ¢ nomoulbto nepapxmumnm ®C (noa /sys/fs/cgroup/systemd/) UAN B TaKMUX
MHCTPYMEHTAX, Kak ps (1) (ps xawf -eo pid,user,cgroup,args OCODEHHO No/se3Ha
ONA NONYYEHMA CNMCKA BCEX MPOLIECCOB M IOHUTOB systemd, KOTOPbIM OHM NPUHAANENKAT).

Systemd B OO/bLION CTENEHM COBMECTMMA C CUCTEMOM SysV init: SysV init
CKPUNTbI NOAAEPHKMBAKOTCA M YNTAIOTCA KaK dalnbl KOHOUIypaLMm anbTePHATUBHOIO (XOTA
M orpaHmyeHHoro) dopmata. ObecneuymBaetca SysV /dev/initctl wWHTepdenc,
AOCTYyNHa COBMECTMMAA peanmsauma pas/IMyHbIX SysV KIMEHTCKUX MHCTPYMEHTOB, a TaKXe
NOAAEPKMBAOTCA  pa3ninyHble  ycTosBlimMeca  UNIX-OYHKUMOHANbHOCTK, Takue  Kak
/etc/fstab uan b utmp.

Systemd MMEET MUHMMANbHYI CUCTEMY TPaH3aKLUMN: B Cyvyae HeobxoammMoCTM
3aNyCTUTb WA BbIKNKOUYUTD FOHUT systemd W BCE €ro 3aBUCMMOCTWM ByayT AobasBaeHbl BO
BPEMEHHYIO TpaH3akuuto. [anee cnelyeT NpPOBepKa Ha NpeameT TOro, ABAAETCA /U
TPaH3aKLUMA NOCNeA0BaTENbHOM (ABNAETCA N NOPSAA0K BCEX OHMTOB HE3aLMKAEHHbIM):

— eC/M HeT, systemd NOCTAapaeTCcA UCNPABUTb 3TO U YAANIUT M3 TPAH3aKUMKM Jobs,
He ABNAKLWMECA HEeODOXOAMMbIMM, YTO MOXKET NpPeaoTBPaTMUTb 3aLMKAMBAHME. Takke
systemd MNbITaeTCA NOAABUTb B TPAH3aKLUMKU jobs, CNOCOOHblIE OCTAHOBUTL 3aMyLLEHHbIN
CEPBUC M He ABAAOLLIMECA HEODXOAMMbIMU. Kpome TOoro, NpoBepseTcs, ABAAIOTCA N jobs
M3 TPaH3aKUMKM NPOTUBOPEUYMBBLIMM Jobs, KOTOPbIE YXKe HaxoaATca odepean. Ecam aa,
TpaH3aKLUmMA, BEPOATHO, byaeT NnpepBaHa;

— eCAn A3, TPaH3akumMA ABAAETCA NMOCNea0BaTENbHOM U ee BAMAHME CBEAEHO K
MWHMMYMY, OHa o0ObeaMHAETCA CO BCEMWU YXKe OXuaatolwmmm o06paboTKM jobs M
nobasnseTca B odepeb BbIMOJAHEHMA. DTO O3HAYaeT, YTO A0 BbINOAHEHMA 3aTpeboBaHHOM
onepaumn systemd byaeT NpoBepPATb, YTO ONepaLmMa MMEET CMbIC/, UCNPABAATb ee, eC/N
BO3MOXHO, U, €C/IM OHa AeNCTBUTENbHO HE MOXKET paboTaTb, OTMEHUT ee.

Systemd COAEPKWT BCTPOEHHYK peanm3almio 3a4a4d, KOTopble AO0MKHbl ObliTb
BbINOJIHEHbI KaK YacTb npouecca 3arpy3kn. Hanpumep, yCTaHaBAMBAET MMA XOCTa WM
KOHOUIYpMpPYyeT NeTaeBoe YCTPOMCTBO CETM, HACTPaMBAET M MOHTUpPYET pasanyHble OC AP,
TaKMe Kak /sys WU /proc.

[ns nonyvyeHnsa AONONHUTENbHOM MHDOPMAUMM O NMOHATUAX U NOEAX, 3a10KEHHbIX
B systemd, Heobxoammo obpatlatbes K Original Design Document[2].

BHUMAHMWE! HekoTopble uHTepdelchl, npeaoctaBasemble systemd, coAepat
Interface Stability Promise[3].

NAMNKN MOBO:

Manku CUCTEMHbIX FOHUTOB

CUCTEMHbIN  aAMWUHUCTPATOP systemd YMTaeT KOHPUIypaLMIO HOHWUTOB K3
Pa3INYHbIX NanoK. MNaKeTbl, }Kenatolime yCTaHOBUTb Gainbl FOHUTOB, AO/KHbI PAa3MECTUTb
MX B NankKy, BO3BpaLlLaeMon KOMaHAOM:
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pkg-config systemd --variable=systemdsystemunitdir

,ﬂ,pyFMMl/I npoBepAeMbIMA NnankKamm ABNAKOTCA
/usr/local/lib/systemd/system M /usr/lib/systemd/system.

[Nonb3oBaTeNbCKaAA KOHd)l/IpraLI,MFI BCerga wvmMeeT npuopuTeT. pkg-config
systemd --variable=systemdsystemconfdir BO3BpallaeT MyTb K Manke CUCTEMHOM
KOHCI)I/IpraLLVIVI. [MakeTbl AOOTKHbl UISMEHATL COAEPHKNMOE ITUX MAMNOK TO/IbKO C NOMOLLbIO
KOMaH4 enable MW disable MHCTPYMEHTA systemctl (1).

Mankn nonb3oBaTeNbCKUX IOHUTOB

|_|O,£I,O6Hble npasnaa NPUMeEHAKOTCA ANA NaANOK NOJ1Ib30BaATE/IbCKNX HOHNTOB, OAHAKO
HaxoAWMTb OHUTbI B A@HHOM cay4ae cneayeT no cneundukaumm XDG Base Directory [4].
MTI AOMKHbI MTOMECTUTb CBOW Galnbl KOHUTOB B ManKy, BO3BPaLWEHHOM KOMaHA0M:

pkg-config systemd --variable=systemduserunitdir

FnobanbHas KOHPUrypaums BbINOAHEHA B Marnke, 0 KOTOPOW coobliaeT KoMaHAa
pkg-config systemd --variable=systemduserconfdir. KomaHAbl enable "
disable MHCTPYMEHTa systemctl (1) MoryT obpawlaTtbcs ¢ oboMmmM BMAAMM HOHUTOB:
rnobanbHbIMK (T. . ANA BCEX NOJIb30BaTeNeN) M YaCTHbIMKU (ANA OAHOro NoAb30BaTENS),
paspellan/3anpeLuan ux.

Mankn ckpuntos SysV init

Manknm CKpUNTOB SysV init pacnonaratoTca Mexay Aauctpubytmsamu. Ecnm
systemd HE MOXET HaWTU POAHOM unit ¢ann ana Tpebyemoro cepsuca, oH byaer
OCYLWECTBAATL MOWCK CKPUNTA SysV init TOrMO € CamMoro MmeHu (C yaaneHHbIM
cyddurKcom . service).

Manka mexaHnama ccbinok SysV runlevel

feonokauma nankM MexaHM3Ma CCbIIOK SysV runlevel pPas/IMYHO MeXay
ANCTPUOYTUBAMU. Systemd YYUTbIBAET MEXAHM3M CCbIZIOK, ONPeaenss, AO/KEH 1 CEPBUC
ObITb BKAOYEH.

BHUMAHMWE! service unit €O BCTPOEHHbIM unit KOHPUIypaUMOHHbIM danaom
He MOXeT ObITb 3anyLLEH NP aKTUBM3ALMM €r0 B MEXaHM3ME CCbINIOK SysV runlevel.

CUTHAJbI:

— SIGTERM — MOC/Ae MOAy4YeHMA [AAHHOr0 CUrHana CUCTEMHbIM MeHeaxep
systemd CepuManmnsyeT ero CoCToAHMe, nepe3anyckaeTca U Aecepmnanm3yeT COXpPaHEHHOe
COCTOSIHME MOBTOPHO. B OCHOBHOM 3TO 3KBMBA/IEHTHO CNeayOLIEMY: systemct]l daemon-
reexec,

— systemctl daemon-reexec — T[O/Ib30BATENbCKUM MeHeaAKep systemd
3aNyCTUT exit.target unit, KOrga NPMMET [AaHHbIM CUrHan. B OCHOBHOM 3TO
3KBMBA/IEHTHO: systemct]l --user start exit.target;

— SIGINT — nocae NoAyyYeHMA AaHHOMO CUrHaNa CUCTEMHBI MeHeaXep systemd
3aMyCTUT KOHWUT ctrl-alt-del.target. B OCHOBHOM 3TO 3KBMBA/NEHTHO: systemctl
start ctl-alt-del.target;
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— systemctl start ctl-alt-del.target — MNONb30BATENbCKUM MeEHeaXKep
systemd NOCTYNUT C A@HHbIM CUTHA/IOM TEM K& CNOCODBOM, YTO 1 C CUTHANIOM SIGTERY;

— SIGWINCH — noay4us I£I,aHHbIPI CUrHan, CUCTEMHDbIN meHegxep 3anyCtuT tOHUT
kbrequest.target. B OCHOBHOM 3TO 3KBMBAJIEHTHO: systemctl start
kbrequest.target;

— systemctl start kbrequest.target — MOAb30BATENLCKMN MeEHeaXepP
systemd UTHOPMPYET AaHHbIA CUTHAN;

— SIGPWR — nonyvus ,EI,aHHbIl\/'I CUTHan, CUCTEMHbIN meHegxep 3anyCtuTt HOHUT
sigpwr.target. B OCHOBHOM 3TO 3KBMBA/ZIEHTHO: systemctl start sigpwr.target;

— SIGUSRI1 — nony4vs LI,aHHbIlZ CUIrHan, CUCTEMHDbIN meHegxep 6y,£|,eT NblTAaTbCA
NpPUCOeaNHUTLCA K LWnHe D-Bus;

— SIGUSR2 —MNOAy4unB LI,aHHbIl\/Jl CUTHan, CUCTEMHbIM meHegxep ueIMKom 3annueT
B coobuleHMe O CODbITUAX CBOE COCTOAHME B 4MTaemon Gopme. 3anmcaHHble AaHHble
OyayT TaKMe e, Kak BbIBOAMMbIE KOMAHAOM: systemctl dump;

— SIGHUP — MOJIHAA nepes3arpy3ka KoHburypaumm gemoHa. B OCHOBHOM 3TO
3KBUBA/IEHTHO: systemctl daemon-reload;

— SIGRTMIN+0 — BXOAUT B pPEXMM TMNO YMOJYAHUIO, 3aMyCKAET OHUT
default.target. B OCHOBHOM 3TO 3KBMBA/NIEHTHO: systemctl start default.target;
— SIGRTMIN+1 — BXOAUT B cnacaTebHbll pexnm, 3anyCKaet HUT
rescue.target. B OCHOBHOM 3TO 3KBMBA/NEHTHO: systemctl isolate rescue.target;
— SIGRTMIN+2 — BXOOAUNT B aBapl/IVIHbIVI pexnm, 3afnycCKaeT FHOHUT

emergency.service. B OCHOBHOM 3TO 3KBMBa/JIEHTHO: systemctl isolate
emergency. service,‘

— SIGRTMIN+3 — oOCTaHaBamMBaeT MY, 3anyckaeT OHUT halt.target. B
OCHOBHOM 3TO 3KBWMBA/IEHTHO: systemctl start halt.target,

— SIGRTMIN+4 — BblK/todeHMe nNuTaHmna MY, 3anycK toHUTa poweroff.target. B
OCHOBHOM 3TO 2KBMBA/IEHTHO systemctl start poweroff.target;

— SIGRTMIN+5 — nepesanyck MY, 3anycK tOHUTA reboot.target. B OCHOBHOM
3TO 3KBMBA/IEHTHO: systemctl start reboot.target,;

— SIGRTMIN+6 — nepesanyck MY Cc nomouwbld kexec, 3anycK HHWUTA
kexec.target. B OCHOBHOM 3TO 3KBMBA/IEHTHO: systemct]l start kexec.target;

— SIGRTMIN+13 —Hemea/eHHaa ocTaHOBKa paboTbl MY;

— SIGRTMIN+14 — Hemed/leHHOe OTKAKYeHue nuTaHmna MY;

— SIGRTMIN+15 — Hemed/ieHHaA nepesarpyska MY;

— SIGRTMIN+16 — HemedsieHHaA nepesarpyska MY ¢ kexec;

— SIGRTMIN+20 — AenaeT BO3MOMHbIM BbIBOA, CTaTyCHbIX COOOLIEHWI Ha
KOHCO/Ib, B T.4. BbI3BaHHYIO MNapaMeTpoOM systemd.show status=1 B KOMaHAHOW CTPOKe

AApa;
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— SIGRTMIN+21 — OTMEHa BO3MOXHOCTM BbIBOAA CTATyCHbIX COOOLWEHMA Ha
KOHCO/Ib, B T.4. BbI3BaHHYIO NapaMeTpoOM systemd.show status=0 B KOMaHAHOW CTPOKe
aapa.

MEPEMEHHbIE CPEAbBI N OKPYXKEHME:

— S$SYSTEMD LOG LEVEL — systemd YMTaeT log level W3 3TOW NepemeHHOM
OKpY*KeHMA. [laHHaA HAaCTPOMKa MOXKET bbITb NepeonpeaeneHa ¢ NOMOLLbI oNuUMKU —-1log-
level=;

— S$SYSTEMD LOG TARGET — systemd YMTaeT UENEeBOWN XYPHaa W3 3TOW
nepemeHHON OKpy»KeHunA. [laHHaA HAaCTPOMKa MOXeT bbITb NepeonpeaeneHa C NOMOLLLbHO
onumnm —--log-target=;

— S$SYSTEMD LOG COLOR — onpegendeT, byaeT M systemd BblAENATb LBETOM
Ba)KHble  COODOLIEHNA CUCTEMHOrO KypHana. J[laHHaA HaCcTpoMKa MOXKeT ObITb
nepeonpeaeneHa ¢ NOMOLLbIO ONUMKM —-log-color=;

— S$SYSTEMD LOG LOCATION— onpeaendeT, byaeT m systemd BbIBOAUTb HOMEP
CTPOKM B UCXOAHOM KOAEe BMECTE C KYPHa/NbHbIMW COODLLIEHNAMM. ITO NOBEAEHNE MOXKET
6bITb NepeonpeaeneHo C NMOMOLLbIO ONUMN ——1log-location=;

— $XDG CONFIG HOME, $XDG CONFIG DIRS, $XDG DATA HOME,
$XDG DATA DIRS — NONb30BATE/IbCKMN MeHeKep systemd UCNOb3YeT 3TW NepemMeHHble
B cooTtBeTctBMM ¢ XDG Base Directory cneunduraumen [4], 4tobbl HaUTn ee
KOHPUrypaumto;

— $SYSTEMD UNIT PATH—3afaeT, rae systemd MueT Ganibl OHUTOB;

— $SYSTEMD SYSVINIT PATH— 33faeT, r4e systemd ULLET CKPUNTbI SysV init;

— $SYSTEMD SYSVRCND PATH — 33f3eT, rae systemd WLWET CKPUNTbI CUCTEMDI
CCbINIOK runlevel SysV init;

— SLISTEN PID, SLISTEN FDS  —  YyCTaHaB/MBaeT systemd  O/A
KOHTPO/IMPYEMbIX MPOLIECCOB BO BPEMA aKTMBALIMM Ha OCHOBe COKeToB. [loapobHee B
sd listen fds(3);

— SNOTIFY SOCKET — YCTaHaB/MBAET systemd ANA KOHTPOJIMPYEMbIX NPOLLECCOB
C Lle/1blo YBEJOMNEHMA O CTaTyCe M 3aBeplueHmmn 3anycka. MoapobHee B sd notify (3).

MAPAMETPbI KOHOUTYPALIMIA, MEPEOAABAEMBbBIE OT AAPA OC ABPOPA:

Echm systemd 3anyuweH B CUCTEMHOM WHCTAHUMW, OH pa3bupaeT HECKONAbKO
apryMeHTOB KOMaHAHOWM CTPOKM Aapa:

— systemd.unit= — nepeonpeaenseT OHUT, KOTOPbIA aKTUBMPYETCA Mpu
3arpyske — Mo YMOAYaHUK default.target. ITO MOXeT OblTb MCNOAL30BAHO AN
BPEMEHHOM 3arpy3Kku B APYrom 3arpy304Hbl KOHUT, KakK, HaMpMUMep, rescue.target WM
emergency.service. [logpobHee 06 3TUX IOHUTAX B systemd. special (7);

— systemd.dump core= — TMPUHUMaET 6ynesuﬁ dPrymMeHT. Echm true, TO
systemd CO34a€T core dump, KOraa paboTaeT HEKOPPEKTHO. B NPOTMBHOM c/yyYae core
dump He co3gaeTca. [10 yMmoa4YaHUIO true;

— systemd.crash shell= — npuHMMmaeT Oynesbln aprymeHT. Ecam true, TO
systemd MOpoOXAaeT shell, Korda pywutca. B npotmBHOm caydae shell He
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nopoxaaetca. 1o ymonyaHutio false M3 coobparkeHni 6e30MacHOCTM, T.K. shell He
3alMLLEH NAPONbHOM ayTEHTUUKALUMEN;

— systemd.crash chvt= — MNPUHMMAET aprymeHT uenoe 4ucno. Ecnm oHo
NONIOXUTENbHOE, systemd aKTMBMPYET 3adaHHbI BUPTyaNbHbIM TepMWHaA, Koraa
pywmTca. Mo ymonyanuto -1;

— systemd.confirm spawn= — MNPUHUMAET 6yﬂeBuﬁ aprymeHt. Ecim true,
3anpallmBaeTca NOATBEPXAEHNE, KOTAA NOPOXKAAEeTCA npoLecc. [10 ymonyaHuio false;
— systemd.show status= — MNPUHUMaAET 6yneBbWﬁ aprymeHt. Ecam  true,

BbIBOAWT Ha KOHCOJIb B CXKAaTOM BMAE UIMEHEHNA CTaTyCa CEPBMCOB B TEYEHWME 3arpPy3KN.
[1o yMONYaHUIO true;

— systemd.sysv_console= — MNpUHUMaET Obynesblt aprymeHTt. Ecam true,
BbIBOA, CKPUNTA SysV init OyAeT HanpaBAeH Ha KOHCOAb. 10 yMONYaHWIO true, HO,
eCnn quiet nepesaH Kak onums KOMaHAHOM CTPOKM A4pa, MO YMONYaAHUIO false;

— ynpaBAseT BbIBOAOM B cooblieHne 0 cobbiTnax C Tem e 3ddeKTom, 4To
OMMCaHHbIE Bblle nepemeHHble OKPYyXeHNA: $SYSTEMD_LOG_TARGET,
$SYSTEMD LOG LEVEL, S$SYSTEMD LOG COLOR, $SYSTEMD LOG LOCATION:

systemd.log target=, systemd.log level=, systemd.log color=,
systemd.log location=

— systemd.default standard output=, systemd.default standard error=
— yNpaBAseT CTaHAapPTHbIM BblIBOAOM/BbIBOAOM OWWOKN A1A CEPBMCOB MO YMOAYAHUIO C
Tem e 3bdeKToM, YTO M aprymeHTbl KOMaHAHOM CTPOKMK, ONMUCaHHbIE Bbllle ——default-
standard-output= U --default-standard-error= COOTBETCTBEHHO.

COKETbI M KAHAJIbI:

— /run/systemd/notify — COKeT YyBeAOMJIEHWUA COCTOAHMA LAeMOHa. ITOT
COKeT AF UNIX datagram MWCMNOb3yeTca A/1A peanmsaLnm 10rMKn yBeAoOMIeHUA AeMOHa,
KOTOpOe OCYLLLEeCTBAAETCA NOCPeACTBOM sd_notify (3);

— /run/systemd/logger — WCNONb3YyeTCA BHYTPEHHE KHUTOM systemd-
logger.service, 014 systemd BBOAWT MOHATME CUCTEMHbIX FOHUTOB. [laHHble HOHUTDI
npeacTaBnAeHbl  KOHOUIYpaUMOHHbIMK - daiiaMKn, PACNONOKEHHBIMWM B OAHOM UM
HECKOJIbKMX MarnkKax, onmMcaHme KoTopbix npuseaeHo B Tabaumue (Tabamua 1.1), 1 B cxkaTom
BMAE aAKKYMYAMPYIOT MHPOPMALMIO O CUCTEMHbBIX CAy)Kbax, CAyLWalWMX COKeTax,
COXPAHEHHbIX CHMMKaX COCTOAHMA CUCTEMbI, @ TaKXKe O ApYrMx 0ObeKTaX, MMEeRLIMX
OTHOLLEHME K CUCTEME MHULMANN3ALLNN.

Tabnunua 1.1
MNanka OnucaHue
/usr/1lib/syst |®ainbl OHUTOB systemd, pacnpefeneHHble YCTaHOBAEHHbIMM
emd/system/ | gpM-naketamu
/run/systemd/ |®aiinbl lOHUTOB systemd, CO3AaHHbIE B NpoLecce paboTbl. [JaHHas
system/ nanka MMeeT NPUOPUTET Haj, NanKkamMu C YCTaHOBAEHHbIMM
CNYyKeObHbIMK pannamm tOHNUTOB
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MNanka OnucaHune

/etc/systemd/ |dannbl IOHNTOB systemd, CO34aHHble KOMaHA0M

system/

systemctl enable, a TaKxKe ¢annbl tOHMTOB, A0b6aBneHHble ANA
paclwmpeHns cny»bbl. JaHHaA nanka MMeeT NPUOPUTET Ha Nankom C
dalnamu toHMTOB, CO34aHHbIMM B NpoLecce paboTbl

MONHbIA CAUCOK AOCTYMHbIX TUMOB HOHUTOB systemd MpuBedeH B Tabauue
(Tabnunua 1.2).

Tabnunua 1.2
Tun 1oHUTa PacwupeHuve paiina OnucaHue

Cnyba .service CuctemHasn cnyxba

Uenb -target [pynna tOHNUTOB systemd

ABTOMaTMyecKkoe | -automount To4Ka aBTOMATMYECKOro MoHTMpoBaHma OC

MOHTMPOBaHME

YCTPOMNCTBO .device daiin ycTponcTea, pacno3HaBaeMoro A4p0M

MoHTMpOBaHMe | -mount To4yka moHTMpoBaHMa GC

MyTb -path ®ann nnm nanka 8 ¢C

Obnactb . scope Mpouecc, Co34aHHbIN M3BHE

Cpes .slice [pynna nepapxmyecknm opraHM30BaHHbIX
IOHMTOB, YNPABAALLMX CUCTEMHbBIMM
npougeccamm

CHUMOK - snapshot CoxpaHeHHOe COCTOoAHNE MeHeaKepa systemd

CokeT .socket CokeT gna obmeHa MHPopmaLmen mexay
npoueccamm

MNoaKayka -sSwap YCTpoMCcTBO MM Gpan NoAKaYKM

Tarimep -timer Talimep systemd

MepeonpeaeneHne napaMeTpoB systemd MO YMONYAHWUIO OCYLLECTBAAETCA C
NOMOLLbIO Paina system.conf.

KoHPUrypauma systemd N0 yMONYaHUIO ONpeaenseTca BO BPEMA KOMAUAALMKN U
[OCTyMHa AnAa NpocmoTpa B dalne /etc/systemd/system.conf. [1pn HeobxoaMmocTm
M3MEHUTb MapameTpbl MO YMOAYaHMIO M rNobanbHO nepeonpeaennTb OTAeNbHble
3HAYEHUA OHNTOB systemd C/leAyeT, MCNONb3yA AaHHbIN Galin.

[lna nepeonpeneneHns 3HadyeHWs npeaena UCTEYEHUA BPEMEHWU OXKMAAHMA, MO
yMoOAn4YaHuio  paBHoro 90  ceKyHaam, HeobxoAMMO  MCNONb30BaTb  MapameTp
DefaultTimeoutStartSec, ANA KOTOPOro NoTpebyeTca yKa3aTb 3HAa4YEHNE B CEKYHAAX:

DefaultTimeoutStartSec=<Tpebyemoe 3HauyeHMne>

OcHOBHble Npeanaraemble BO3MOXHOCTH

B OC ABpopa cuctema systemd U service manager OCYLLECTBAAT aKTUBALMIO
Ha OCHOBE COKETOB — BO BPEMS 3arpy3kM systemd CO343€ET CAYLIAOLINE COKETbI ANA BCEX
CUCTEMHbIX CAYXO, NOoAAEePKUBAOWMX [AHHbIM  TUN  akTMBaAUMKM, W nepenaeTr uX
COOTBETCTBYIOLMM CNyKOam, Kak TONbKO OHM Ha4yMHatoT paboTy. ITO NO3BONAET systemd
OCYLLECTBAATb NapannenbHbln 3anycK CAyKO W AenaeT BO3MOXHbIM nepe3anyck Cay»Kobl
6e3 notepu COODOLLEHMN, OTNPaB/AEHHbIX € B TO Bpemsa, Nnoka OHa bblna HeaoCTynHa:
COOTBETCTBYHOLLNIM COKET OCTAaETCA AOCTYMHbIM, M BCE COODLLIEHMA MOMELLAOTCA B 04epepb.
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[1ns akTMBALMM HAa OCHOBE COKETOB systemd UCMO/b3YET FOHUTbI COKETOB:

— aKTUBaAUMA Ha OCHOBE LWMHbI — CUCTEMHbIE CNYKObl, ncnonb3youwme D-Bus ans
obmeHa MHbOPMALMEN MeXay MNPOoLeccCaMn; MOXKHO 3anyCcTUTb No TpeboBaHWMIO, Kak
TONbKO KAneHTckoe MIT B nepBbln pa3 NnonpobyeT 06MeHATbLCA C HUMK MHPOpMaLmen. [na
aKTMBALMM HAa OCHOBE LLUMHbI systemd UCNONb3yeT pannbl cny*Kbbl D-Bus;

— aKTMBaUMA Ha ocHoBe MY — cuCTEeMHble CyKObl, MOAAEPHKMBAIOLME aKTUBALUIO
Ha OCHOBE YCTPOMCTB, MOMHO 3anyCcTuTb Mo TpeboBaHWIO NPU  NOAKIOYEHUN
onpeaeneHHoro tmna 0b6opyao0BaHNA UAKM ecnmn 3To 06opya0BaHNE CTAHOBUTCA AOCTYMNHO.
[nA aKTMBaLMM Ha OCHOBE YCTPOMCTB systemd UCMOAb3YeT OHUTbI MY;

— QKTMBALUMA Ha OCHOBE nNyTerm — CUCTEeMHble CAy»Kbbl, noaaep:kusatowme
aKTMBALMIO Ha OCHOBE MyTEeN; MOXHO 3amnyCcTUTb MO TPeboBaHMIO, KOraa onpeaeneHHbIM
dann Manm nanka M3MeHAT cBOM cTaTyc. [nA akTMBaLUWMM Ha OCHOBE MNyTen systemd
MCMONb3YET OHUTLI NYTH;

— CHMMKW COCTOAHUA CUCTEMbI — systemd MOXET BPEMEHHO COXPAaHWUTb TeKyllee
COCTOAHME BCEX IOHUTOB WM NMOBTOPHO aKTUBMPOBATb NpeablayLliee COCTOAHME CUCTEMDbI
M3 AMHAMMYECKM CO3[aHHOro CHMMKa. [N XpaHeHWA TeKyLLero COCTOAHUA CUCTEMbI
systemd MCMONb3YET ANHAMUYECKM CO3AaHHbIE FOHUTbI CHUMKOB;

— ynpaBieHMe TOYKaMM MOHTUPOBAHMA U ABTOMOHTMPOBAHMA — systemd
HabtoAaeT 1 ynpasBaaeT TO4KaMM MOHTUPOBAHMA M aBTOMATUYECKOro MOHTMPOBaHMA. A
TOYEK MOHTMPOBAHUA systemd WCMOAb3YET IOHUTbI TOYEK MOHTMPOBAHWMA, @ ANA TOYeK
aBTOMOHTMPOBAHMA — tOHUTbI aBTOMOHTUPOBAHMS;

— arpeccmMBHasa napanienns3auma — UCNoNb3ya aKTMBALMIO Ha OCHOBE COKETOB,
systemd MOXET 3amnyCcKkaTb CUCTEMHbIE CAYXKObl NMapannenbHo, Kak TOMIbKO caylatouime
COKeTbl OKayKyTCs Ha mecTe. B coyeTaHUM C CUCTEMHbIMU CAYyKOamm, NoaaepKMBaOWMMM
aKTMBaUMIO Mo TpeboBaHWIO, NapannenbHas akTMBALMA 3HAYMTENbHO COKPALLAET BPeEMS,
HeobxoanMmMmoe ANs 3arpy3Kn CUCTEMbI;

— TPaH3aKUMOHHAA /IOTMKA aKTMBALMKM IOHMTOB — nepen, akTuBauuen wunu
OTK/OYEHNEM OHUTA systemd PACCYMUTLIBAET €ro 3aBMCMMOCTM, CO33ET BPEMEHHYIO
TpaH3aKUMIO M NpoBepseT ee UeNOoCTHOCTb. Ecnn TpaH3akums byaeT HeuenocTHOM, TO
nepes Tem, Kak BblaaTb cooblleHue o6 owmnbke, systemd aBTOMaTMYECKWU MblTaeTcA
CKOPPEKTUPOBATb TPAH3aKUMIO M YAANNTb U3 Hee 3aJayn, He MMEetoLMe KPUTUYECKOro
3HaYeHus;

— obpaTHas COBMECTMMOCTb C CUCTEMOM MHUUMaNM3aumm SysV — systemd
noAAepKMBaeT cueHapumn MHuUmanm3aumm SysV, 4to onmcaHo B 6a3oBoM cneuyduKaLmm
npoekTa Linux Standard Base. 3To obneryaeT nepexoa K CAyebHbIM IOHUTAM systemd.

N3meHeHUA COBMECTUMOCTH

Cuctembl systemd M service manager Pa3paboTaHbl TakMm 06pa3om, 4TOObI
obecneynBaTb 6a30BYyt0 COBMECTMMOCTb C SysV M Upstart. Hanbonee 3HauymTenbHble
M3MEHEHMA B COBMECTUMOCTU oOTHocuTenbHo OCABpopa W paga npeabliayLimx
ANcTpmnbyTmeos Linux:

— systemd MMeEET OrpaHWYEeHHYHD MNOAAEP!KKY  YPOBHEM  BbINOJIHEHMA,
NpeaoCTaBAAS HECKObKO OHUTOB LLE/IN, KOTOPbIE MOYKHO HaMPAMY CONOCTaBUTb C 3TUMMU
YPOBHAMM BbINO/IHEHMA. OAHAKO CONOCTaBNeHME BO3MOXKHO He 1A BCeX Lenen systemd,
NO3TOMY M3 COOBParKEHUM COBMECTUMOCTMN B COCTaB systemd BXOAMT KOMaHAa runlevel,
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KoTopaa MOXeT BepHyTb N Ana o0b603HayeHMA HEeW3BEeCTHOro YPOBHA BbIMOAHeHMA. [1o
BO3MOXHOCTM pekomeHayeTcs n3beraTb MCNOb30BaHUA AAaHHON KOMaHAbI;

— YyTWINTa systemctl He NOAAEPXKMBAET MNPOM3BOJIbHbIE KOMaHAbl. B
AOMONHEHWE K CTaHAAPTHbIM KOMaHAaAM, TaKMM, KaK start, stop WM status, aBTOPbI
CLEeHapueB MWHMUMANM3AUMM SysV peann3oBann NOAAepKKy [Ana nwboro ymcna
NPOM3BO/IbHbIX KOMaH/A, B KayecTBe AOMNOAHUTENbHOTO dyHKUMOHana. Hanpumep, B Red
Hat Enterprise Linux 6 cueHapuin init NS iptables MOXHO OblN0 BbINOAHATL BHYTPU
KOMaHAbl panic, YTO BKAKOYA/NO PEXMM paniC M MNepeHacTpamBano CUCTEMY Ha
Hemea/leHHbIM cHpoC BCeEX BXOAAWMX M MCXOAAWMX MNAKeTOB. Huyero m3 3Toro He
NoAAEPKMBAETCA B systemd, U systemctl NPUHMUMAET TO/IbKO KOMaHZbl, MEPeYnC/ieHHbIe
B IOKYMEHTaLNK;

— yTUANTA systemctl He obmeHMBaeTca nHPopmaumen co cayxbamm, KoTopble
He OblnaM  3anylleHbl systemd. Koraa systemd 3amnyCcKaeT CUCTEMHYIO CAyKOy,
MAeHTMOUKATOP ee [NIAaBHOro npouecca COoXpaHAeTca Ana  BO3MOXHOCTU  ero
OTCNEXMBAHMA. 3aTEM YTUANTA systemctl MCMONb3YET 3TOT UAEHTUPUKATOP A8 ONPOCa
M ynpasneHuma cny»bom. CooTBETCTBEHHO, €C/IM NONb30BaATE b 3aMyCKAET OnpeaeNeHHbIn
OEMOH HaMpAMyl M3 KOMaHAHOW CTPOKW, systemctl HE B COCTOAHWUM OMpPeaesuTb ero
TEKYLLWMM CTAaTyC UAM OCTAaHOBUTb €ro BbIMOJHEHWE;

— systemd OCTaHaB/MBAeT TONbKO paboTatouwme cayxbbl. [locne MHULMALMM
nocneposaTenbHocTM shutdown Red Hat Enterprise Linux 6 u 6onee paHHWE penmsbl
CMCTEMbI MCMNONb30Ba/IM CMMBOJ/IbHbIE CCbI/IKM, PACMNOJIOXKEHHbIE B Manke /etc/rc0.d/,
NN OCTAHOBKM BCEX AOCTYMHbIX CUCTEMHbIX CNYKO BHE 3aBMCMMOCTWM OT Mx cTatyca. C
systemd BO BpPEMA BbIMNOJNHEHMA NOC/AEA0BAaTE/IbHOCTM shutdown OCTaHAB/AMBAKOTCA
TONbKO paboTatoLime cny*Kbbi;

— CUCTEMHble CNyKDbl HE MOryT YMTaTb MHPOPMALMIO M3 CTaHAAPTHOrO MOTOKA
input. Korga systemd 3anyckaeT cayx0y, CTaHAapTHbIM BBOA CAyKDObl NOAKAOYAETCA K
/dev/null Ans npenoTspalleHna Ntoboro B3aMMoaenCcTBMA C NONb30BaTENEM;

— CUCTEMHble CAyKbDbl He HacneaylT KOHTEKCT (Takoil, Kak nepemeHHble
OKPYKeHMA HOME WM PATH) OT BbI3blBAlOLLEro MX Nosb30BaTens MAM ero ceaHca. Kaxzaan
cny>kba paboTaeT B YNCTOM KOHTEKCTE BbIMONHEHWS;

— BO BpemaA 3arpyskuM CcueHapma WHUMUMANM3aumm SysV  systemd YuMTaeT
MHOOPMALMIO O 3aBMCMMOCTAX, 3aKOAMPOBAHHYIO B 3arosioBke Linux Standard Base, u
MHTEPNPETUPYET ee BO BPema npoLecca paboThbl;

— [ONA NpeaoTBpalLEeHNs 3aBUCAHMA CUCTEMbI MO BUHE HEMpPaBuAbHO paboTatoLlen
CNyxObl BCe onepaummn ¢ lOHUTamMK cnyxxb noanaaatoT Noj AenNCcTBUE NUMUTA UCTEYEeHUA
BPEMEHWN OXMAOAHMA, PAaBHOTO 5 MWHyTam. ITO 3HAYEHWEe CTPOro HACTPOEHO ANA BCeX
Cnyx0, co3aaBaemMbIxX CLLEHAPMAMM MHULIMALIMK, U HE MOXKET DObITb M3MeHeHOo. OaHaKko ana
yBEAMYEHNA npeaena WCTEYEHMA BPEMEHM OXMAAHMA Ha KaXAYH CAyKOy MOXKHO
MCNONb30BaTb UHAMBMAYANbHbIE KOHOUTYPALMOHHbIE Galiibl.

YnpaBneHue CUCTEMHbIMU CNYKBamu

B Bepcmax OC Linux, B KOTOPbIX MPUMEHANINCb SysV init WAWM Upstart,
MCNOJIb3yeMble CLUEHapUU MHULMANM3ALNM XPAaHWAUCL B Nanke /etc/rc.d/init.d/.
[aHHble cueHapuM OblAM HanMcaHbl Ha A3blke Bash M NpenocTaBAANM CUCTEMHbIM
aAMMWHNCTPATOPaM BO3MOXHOCTb YMNpPaBAEHUA COCTOAHWEM CAyKO WMAM OeMOHOB B
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cucteme. B OC ABpopa 3Th cugHapum MHULUMann3aumm 6biamnm 3aMeHeHbl Ha KOHUTbI CAYXKO,
KOTOpble MMEKT pPacClUMPEHME .service W CAYXKAT ONA TEX e Uenen, 4To u cueHapum
MHUUMan3aumn. [Ina nNpocMmoTpa, 3anycka, OCTAaHOBKM, nepesanycka, BK/AYEHMA U
OTKAHOUYEHMA CUCTEMHbIX CYXKO MCNONb3yeTcA KOMaHAa systemctl.

KomaHabl service U chkconfig TaKXe AOCTYMHbl B CMCTEME W paboTatoT, Kak
OXMOAeTCA, OAHAKO BK/MOYEHbl TONbKO M3 COODpPaKeHWM COBMECTMMOCTU, WU UX
MCNONb30BaHMA cneayeT nsberato.

®annbl KOHPUrypauMin M3 Nankm /etc/systemd/system/ UMMeOT OONbLLINKA
NPUOPUTET, YEeM IOHUTbl M3 NankMm /usr/lib/systemd/system/. [lo3TOMY, eciu
KOHPUIYypauyMoHHble Galiibl coaepsKaT NapameTp, KOTOPbIM MOXHO yKa3aTb TO/IbKO OAMH
pa3, TakoM, Kak Description nan ExecStart, To n3Ha4yanbHOE 3Ha4YeHMe 3TOro NapameTpa
byneTt npeaonpeaeneHo.

BHUMAHUE! B BbiBOAE KOMaHAbl systemd-delta nepeonpefeneHHble HOHUTbI
BCceraa nomedeHbl Kak [EXTENDED], paxe ecanM B LEAOM HeEKOTOpble napameTpbl
daKTUYeCKM nepeonpeaenstoTcs.

OnpeaeneHne Cyx0Obl MOMHO pPacCWMPUTb, YTO OMWUCLIBAETCA HA CTPaHULE
PYKOBOACTBA systemd.unit (5). Mcnonb3ya B KavectBe npumepa tftp.service,
HeobxoaAMMOo co3aaTb HOBYO noAKnanky tftp.service.d B nanke
/etc/systemd/system, @ 3aTeM B 3TOM noananke co3aatb ¢aln conf, PacCLIMPAOLLMIA
(M nepeonpeaenaoLWmMin) NapameTpbl CAy*KObI.

KonmyectBo OTKPbITbIX AECKPUNTOPOB dalnoB orpaHmyeHo Yncanom 500.000:

# mkdir -p /etc/systemd/system/tftp.service.d/

# cat >/etc/systemd/system/tftp.service.d/filelimit.conf <<EOF
[Service]

LimitNOFILE=500000

EOF

M3meHeHMAa NPUMEHAIOTCA Mocae nepesarpy3kn  KoHbUrypauum AemoHa U
nepesanycka Cay»Kobl:

# systemctl daemon-reload
# systemctl restart tftp.service

KoMmaHabl systemd-delta u systemctl status tftp.service MNOKa3bIBaOT,
4yTO onpeaeneHune cnybol o110 J0HaBNEHO:

# systemd-delta --type=extended
[EXTENDED]

/usr/lib/systemd/system/tftp.service - /etc/systemd/system
/tftp.service.d/filelimit.conf
1 overridden configuration file found.
# systemctl status tftp.service
tftp.service - Tftp Server
Loaded: loaded (/usr/lib/systemd/system/tftp.service; indirect; wvendor
preset: disabled)
Drop-In: /etc/systemd/system/tftp.service.d

l—filelimit.conf
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BO3MOKHble NMMUTBI ONKMCaHbl B cneayrounx pasgenax CTpaHuubl pyKOBOACTBa

systemd.exec (5):

LimitCPU=, LimitFSIZE=, LimitDATA=, LimitSTACK=, LimitCORE=,
LimitRSS=,

LimitNOFILE=, LimitAS=, LimitNPROC=, LimitMEMLOCK=, LimitLOCKS=,
LimitSIGPENDING=, LimitMSGQUEUE=, LimitNICE=, LimitRTPRIO=,
LimitRTTIME=

These settings control various resource limits for executed
processes. See setrlimit(2) for details. Use the string infinity
to

configure no limit on a specific resource.

MPUYNHA: AnMmuKTbl, yKasaHHble B dalnax /etc/security/limits.conf WAu
/etc/security/limits.d/*.conf, HacTpamBatotcA PAM B Havane  ceaHca
PerncTpaLmu, YTo YKasaHo B caeaytollen 3annucn ¢pamna /etc/pam.d/system-auth-ac:

session required pam limits.so

NMPUMEYAHUE. [emoHbl, 3anyckaemble systemd, HE WCNOMb3YIOT CeaHC
perncTpaunm PAM, "MMUTbI KOTOPbIX MOXHO HAaCTPamMBaTb TO/bKO B Gpaiae toHUTa CayKObl.
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[MPUNOKEHUE 2

N3meHeHne AMmuToB

OnucaHue nHTepdeliica nice

NMMA: nice —3anycKaeT nporpammy ¢ 3aZaHnem npmopuTeTa.

OB30P: nice [[MAPAMETP] [KOMAHAOA [APTYMEHT]...]

ONMWCAHWME: 3anyckaer KOMAH/LY c ykasaHnem npuopuTeTa ee BbINOJHEHMA. be3
yKka3aHma KOMAH/ZA BblAaeT TeKyLWMI NpUopuTeT paboTbl. ADJUST NO YMOYAHUIO paBeH
10. lnanasoH NpnopuTeToB pacnonoxeH oT -20 (Hamsbicwmin) 40 19 (HaUMeHbLN):

— -ADJUST —yBe/nAM4MBaeT NPUOPUTET Ha ADJUST;

— -n, --adjustment=ADJUST —TO e, YTO N —ADJUST,

— --help —BblaaeT MHOOPMALMIO M 3aBepLIaET paboTy;

— -—-version — BblAaeT MHPOPMALMIO O BEPCUM M 3aBepLllaeT paborTy.

OnuncaHue nHTepdeica renice

NMMA: renice — M3MEHEHWE NPUOPUTETA BbIMOTHAKOLWMXCA MPOLLECCOB.

OB30P:
renice priority pid...
renice priority [-p pid... ] [-g pgid...] [-u username]

OMNCAHWNE: KOmaHZa renice WCNONb3yeTCA AN1A WM3MEHEHUA NPUOPUTETOB
BbIMO/IHAIOWMXCA NpoLeccoB. HoBoe 3HadyeHWe npuopuTeTa 3a4aeTCA  YMCI0BOW
KOHCTaHTOW priority, KOTOpaA MOXeT NPUHMMaTb 3Ha4YeHnA B AManasoHe oT -20 o +20.
HenpueunernposaHHble No1b30BaTeIM MOTYT YCTAHOBUTL 3HAYEHME NPUOPUTETA TOSIbKO B
npegenax 0-20, B TO BpemAa KaK A/1A CUCTEMHOIO agMUHUCTpAToOpa [AOCTYyMNeH Becb
AnanasoH. Hanbonee TUNMYHBIMKM 3HAYEHMAMM ABAAKOTCA cneaytolime: 19 — npouecco
BbIMOJIHAOTCA TONIbKO B C/y4ae OTCYTCTBMA Y NMpoLeccopa cnewHon paboTbl; O — 6a308bIM
NPUOPUTET PABHOMPABHbIX MPOLLECCOB, BbIMOJHAKOWMXCA NOL yrNpaBieHnem AMCrneTyepa;
oTpULATENIbHOE 3HAYeHMe — ANs BbINOSHEHWA Hanbonee cnelHblX U He3oTnaraTenbHbIX
paboT.

OnucaHue nHTepdetica kill

NMMA: kill — nocbl/laeT CUrHa/a npoueccy WaM BbIBOAMUT CMUCOK AOMNYCTUMbIX
CUIHANOB.

OB30P:

kill [-s CUT'HAJI | -CHUT'HAJI] PID...
kill -1 [CUTHAJ]...
kill -t [CUTHAJI]...

OMWCAHWE: nocblnaeT curHaa npoueccy WaM BbIBOAUT CMUCOK  AOMYCTUMbIX
CUIHaNO0B.
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AprymeHTbl, o0b6A3aTenbHble ANA  NOAHbIX BAPWMAHTOB  ONUMK, ABNAKOTCA
00A3aTeNbHbIMM TaKKe M ANA KPAaTKUX BAPUAHTOB:

— -s, --signal=CUT'HAJI, -CUTHAJ— UMS UM HOMEP NOCbINAEMOro CUrHana;

— -1, --list — BbIBECTM MMEHa CWUIHa/N0B WAM BbIBECTM MMA CUrHaNa,
COOTBETCTBYHOLLLEE HOMEPY, M HAODOPOT;

— -t, --table— BbIBECTU MHDOPMALMIO O CUTHANAX B BUAE TabNnLbl;

— ——help — BbIBECTM CNPABKY 1 3aBEPLLNTb PaboTy;

— —-version— BbIBECTM MHPOPMALMIO O BEPCUM M 3aBEPLLNTL paboTy.

CUITHAJT: moxkeT yKasblBaTbCA B BUAE MMeHM (Hanpumep, «HUP») nam Homepa
(Hanpumep, «1»). Takke B KA4yeCcTBE CUrHana MOMKHO YKa3blBaTb KO/ BbIXxOAa, KOTOPbIN
nporpamma A0XKHa COODLWMTL CMCTEME NPK 3aBEPLUEHWMN.

PID — yncnoBoin maeHTnduraTop npouecca. Ecnm ymcno otTpuuaTenbHoe, OHO
onpeaenaeT rpynny npotecca.

OnucaHune nHTepdeiica /etc/security/limits.conf

NMA: dalnn orpaHMYEHMA Pecypcos.

®OPMAT: rpynna/nonb3osatenb IMMUT (BKECTKUN/MATKMIA) NnapamMeTp 3HaveHme.

OMMCAHME NAPAMETPOB:

— core —pa3mep core dannos (Kb);

— data — MaKCMMa bHbIN pa3mep AaHHbIX (Kb);

— fsize — MaKCMManbHbI pasmep dparna (Kb);

— memlock — MaKCMManbHOe 3ab10KMPOBaHHOE aapecHoe NpocTpaHcTBo (KB);

— nofile— MaKCMMa/IbHOE KOIMYECTBO OTKPbLITbIX GpaiNoB;

— rss — MaKCMManbHbIM pa3mep NamaTh ana pesmaeHTt-nporpamm (Kb);

— stack — MaKCcMManbHbIM pa3mep cTeka (Kb);

— cpu— MaKCcMManbHoe npoueccopHoe Bpems (MIN);

— nproc — MaKCMMa/ibHOE KO/IMYECTBO NPOLLECCOB;

— as —OrpaHu4yeHue agpecHoro npoctpaHcTea (Kb);

— maxlogins —MaKCMMaAbHOE YNCNO OAHOBPEMEHHbIX PETUCTPALMM B CUCTEME;

— maxsyslogins — MaKCMMa/NbHOE KOJIMYECTBO YYEeTHbIX 3anncen;

— priority— NPUOPMUTET 3anyLLEHHbIX NPOLIECCOB;

— locks — MaKCMMaNbHOE KONM4ecTBO Galinos, 6NOKMPYyEMbIX MONb30BATENEM;

— sigpending — MaKCMMaNbHOE KOAMYECTBO CWUTHA/MOB, KOTOPblE MOMXKHO
nepeaatb Npoueccy;

— msgqueue — MAaKCMMabHbIM pa3mep namatn ana odepeam POSIX coobueHnin
(bytes);

— nice — MaKCMMaNbHbIN NPUOPUTET, KOTOPbIA MOXKHO BbiCTaBUTb: [-20, 19];

— rtprio— MaKCMMa/bHbI NPUOPUTET BPEMEHM BbIMONHEHMA.

162



— 1 OBKPbITAFI
PyKoBOACTBO aAMMHUCTPATOPA | F.‘nﬁ%‘gé’#ﬁﬂ

[MPUNOKEHUE 3

OnucaHue nHTepdeitca wipe

NCMNO/Tb30OBAHWME: wipe [onuumn] dannbl.

onunmn:

— —a — NpepbIBAET NpU OLWMNOKE;

— -b <buffer-size-1g2>— yCTaHaBAMBAET pa3mep MHAMBMAYaNbHOro bydepa
BBO/a/BbIBOAA, YKa3aB ero norapnudm no ocHoBaHMo ABa. MoryT 6biTb BblaeneHbl A0
TpnAUaTK aTUX ByPpepos;

— —c —coBepuwaeT chmod () Ha 3alWMLIEHHbIX OT 3anncK dannax;

— —-D—caeayeT CUMBOJIMYECKMM CCbIIKam (KOHOAUKTYET € -r);

— —e — MCNONb3yeT TOYHbIA pa3mep daina: He OKpyraseT pasmep dalna Ans
CTUPaHMA BO3MOXHOIO Mycopa, OCTatoLeroca Ha nocneaHem 610Ke;

— —f — popcupyerT, T.e. He 3anpalinBaeT NOATBEPKAEHNSA;

— —F —He cTUpaeT umeHa Gpannos;

— —h — NOKa3blBaeT CNpaBsKy;

— -1 —nHGOPMATMBHbIN (BepOaNbHbIN) PEXUM;

— -k — coxpaHseT ¢annbl, T. €. nocae nepesanncu Garnbl He yaaNATCS;

— -1 <ammua> — YCTaHaBAMBAeT A/MHY CTMPaHWA Ha <mmmuuy> OaWTOB, rae
<myuua> 3TO LEN0e YMCNO, 3@ KOTOPbIM cneayeT K (Kilo:1024), M (Mega:K"2) WM
G (Giga:K"3);

— -M (l|r) — YyCTaHaBAMBAEeT aNropuMTM PRNG ANA 3anofHeHMa O10KoB (M
nopsAKa Npoxoao08);

— 1 —1cnonb3yeT Bbl30B OMHAMOTEKM random () ;

— a — MCMNoAb3yeT aAropuTM WKPPOoBaHUA arcfour;

— —o <cgBur> — YCTaHaB/IMBaeT CABUTI OYNCTKM Ha <coBur>, rge <coemr> MMeeT
TOT e PopMaT, YTO U <amHa>;

— -P <mpoxomer> — YCTaHaB/AMBAET KOJMYECTBO MPOXOA0B ANA OYMCTKM MMEHM
danna. Mo ymonyaHuto ato 1;

— -Q <koymuecTBO> — YCTAHABAMBAET KO/IMYECTBO MNPOXOA0B AN1A ObICTPOM

OYUCTKM;

— —-g — ObICTpadA O4YMCTKA, MeHee Oe3onacHas, Mo YMOAYaHWO 4 Cay4YarHbIX
npoxoJa;

— -r — peKypcus no nankam, nepexos no CUMBOJNYECKMM  CCbl/IKaM
OCYLLEeCTBAATLCA He byaeT;

— -R — VYCTaHaB/AMBaeT YCTPOMCTBO pPaHAOMM3aUMM (MAM KOMaHay Cua0B

paHAOMM3AUUM -S c);
— -s—(r|c|p)— meToa paHAOMM3ALMN CULOB;
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— r — CYMTbIBAET C YCTPOMCTBA PaHAOMM3ALMN (HALEXKHO);

— ¢ — CYMUTbIBAET M3 BbIBOAA KOMaHbl paHAOMM3aLMM CMAOB;

— p—ucnonbayeT pid (), clock () U T.A. (Cambln cnabblil BapmaHT);

— -5 — TUXMI PEXMM — NOAABAATb BECb BbIBOA,;

— -T <momerTkm> — YCTAHAB/AMBAET MAaKCMManbHOE 4YMCNO0 MOMbITOK ANA
cB0OOAHOrO NONCKa MMeHU Gainna; No ymondaHuo ato 10;

— —v—oTobparkaeT MHPOPMaLMIO O BEPCUM;

— -7 — He CcTupaeT uma Gpanna;

— -X <uycmo> — MPOMYCKAeT 4YMCAO0 MNPOXOA0B (MONE3HO ANs8 NPOAO/IKEHMA
onepauyum OYNCTKK);

— -x <passl,pass2,...>—3a4aeT oyepeab NPOXoa0B.

PykoBoacTso no wipe

NMA: wipe — be3onacHoe cTupaHume pannos.

OB30P: wipe [onumm] pathl path2 ... pathn

OMNCAHWNE: wipe HECKONbKO pa3 nepesanucblBaeT CneunasbHble NnaTrepHbl Ha
yaanaemblii Gaitn, Ucnonb3ya Bbi30B fsync () U/MAKM O SYNC BUT ANA NPUHYAUTENBHOTO
[OoCTyna K AMCKY. B HopmanbHOM pexnme mcnonbaytorca 34 obpasua (M3 KOTopbiX 8
ABNAOTCA PAHAOMHbIMK). HopManbHbIn pexxum aenaet 35 npoxonos (0-34). BbicTpbil
PEXMM MO3BONSAET MCMNONAb30BaTb TOMbKO 4 NpoxoAa C PaHAOMHbIMW MaTTepHaMM, 4TO
HaMHOro meHee H6e3onacHo.

ypHanmpyemble ®PC, Takme Kak Ext3, Ext4 wmnum ReiserFS, mcnonbsytotca no
YMO/IYaHUIO. Ha HKMX OTCYTCTBYIHOT NPOrpamMmbl YAaNeHWdA, KOTOpble MOryT HaaexKHo
3a4MCTUTb Galinbl, MOCKONbKY 4YyBCTBUTE/bHble JaHHble W MeTadaHHble MoryT 6biTb
3aMMCaHbl B *KYPHas, K KOTOPOMY C/IOXKHO NOYYUTb AOCTYM.

Ctupanue Ha NFC nnu Ha »kypHannpyembix OC (ReiserFS n 1.4.) He byaeT paboTaT,
MO3TOMY PEKOMEH/YETCA BbI3blBAaTb wipe HAaNpPAMYK Ha COOTBeTCTBYHOWEee HaouHoe MY ¢
COOTBETCTBYHLWMMM ONLMAMM.

BHUMAHMWE! BbinonHATb BbI30B wipe HaMpsAMYyt Ha COOTBeTCTBytOLlee HA04YHOE
MY C COOTBETCTBYHOLMMWU OMNUMUAMM PEKOMEHAYETCA TONbKO B C/Ay4Yae KpamHewn
HEeobxoAMMOCTMW.

[anee cnepyeT 3afaTb MNpaBW/ibHble OMUWMKM, B YACTHOCTU: HE PEKOMeHAyeTcA
CTUPaTb LUENblA XKeCTKMn AucK (wipe -kD /dev/hda), T.K. 3TO YHWYTOXWUT [NaBHYHO
3arpy304Hyto 3anuch. NpeanodtTmTenbHa O4nCTKa Pa3aenos (wipe -kD /dev/hda2) npu
YCNOBMW CO3AaHMA Pe3ePBHbIX KOMMIA BCEX AAHHbIX.

onun KOMAHIHOWM CTPOKM:

— £ (PpopcnpoBaHHO; OTKNOYMTL 3aNPOC NOATBEPKAEHMA) — MO YMOSYAHMIO wipe
3anpallvBaeT MNOATBEPXKAEHME C YKA3aHMEM KOMMYECTBA PEerynapHbiX WM ChneumanbHbIX
$annoB M ManoK, yKasaHHbIX B KOMaHAHOW cTpoke. [1na noaTBepXAeHns Heobxoammo
BBECTU «yes», ANA OTMeHbl — «no». lNpeaycMoTpeHa BO3MOXKHOCTb OTK/IKOYUTb 3anpoc
NoATBEPKAEHMA oNumen —f;
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— r (pekypcMBHO B noAnankax) — NO3BOAAET yAaAnTb BCe AepeBO Nanok. [epexoa,
MO CMMBO/IMYECKMM CCbIZIKAM He OCYLL,EeCTBAAETCS;

— ¢ (chmod, ecnu HeobxoAMM) — ecnn Ha Garn UAM NanKky ANA CTUPaHMA He
yCTaHOBAEHbI NpaBa 3anuncu, byaet caenaH chmod ANA YCTAHOBKM Pa3peLleHnin;

— i (MHPOPMaLMOHHbIM, BepbanbHbIM PEXUM) — ANA BKAOYEHMA BbIBOAA OTYETOB B
CTaHZaPTHbIM BbIBOA, (stdout). [0 yMOAYaHMIO BCE AaHHbIE 3aMMCbIBAtOTCA B CTAHAAPTHbIN
BbIBO/, OWMOOK (stderr);

— s (TMXM  pexum) — nNoAaBNAKOTCA BCe COODOLIEHMS, KPOMe 3anpocos
NOATBEPHKAEHMA M COODLLEHMNN OLINOOK;

— g (bbICTpOe CTUpPaHME) — B CAyYae MCNOJb30BAHUA AAHHOM CTaauMn wipe byaet
Aenatb (N0 yMONYaHWIO) TONbKO 4 NMpoxoAa, 3anMcbiBad CAyYalHble AaHHble, Ha KaxKabil
dann;

— Q <KO/JMYeCTBO-MPOXOAOB> — YCTaHAB/AMBAET KOAMYECTBO MPOXOA0B [A/A
ObICTPOM OYMCTKKM, NO YMONYaHMto 4. laHHaA onuma TpebyeT -q;

— a (ocTaHOBMTL Mpu owWMbBKe) — Nporpamma BbIMAET C EXIT FAILURE Npwu
BO3HWKHOBEHUWN HePATaNbHOM OLIMOKM;

— R (YCTQHOBWTb YCTPOMCTBO reHepauum CayvarHbIX YMCen UAM KOMaHAy CUA0B
PaHAOMHbIX AaHHbIX) — IAHHOM onumen, KoTopasa TpebyeT aprymeHTa, BO3MOXHO yKa3aTb
aNbTepPHATMBY YCTPOMCTBY /dev/random WAM KOMaHAy, CTaHAAPTHbIA BblBOA KOTOPOM
byaeT xelWmnpoBaH C ncnonbloBaHMem MD5-xewa. 3To pa3nnyme MoXKeT ObiTb caenaHo
onuuen -s;

— S (meToa, cnyyalHbIX CMAO0B) — AaHHAA OnNuMA NMPUHMMAET OAHOCUMBOJIbHbIN
aprymMeHT, OnpeaenstoWwmi, Kak WCNo/b3yeTca YCTPOMCTBO pPaHAOMU3aUMM/apryMeHT
CMAOB  paHAOMM3aUMM. YCTPOMCTBOM  paHAOMM3aUMM N0  YMOAYAHWIO  ABAAETCA
/dev/random. EFO MOXHO YCTaHOBUTb, MCNOb3YA OMNLMIO —R.

O4HOCKMMBO/IbHBIMM apryMmeHTaMmn MOryT ABNATbCA:

— r — ecnm Heobxoaumo, 4ToDbl apryMeHT MHTEepPnpeTMpoBancA Kak obblyHOe
dalinoBoe/cMMBONLHOE YCTPOMCTBO. byaeT paboTaTb C /dev/random, TaKKe OO/KEH
paboTtaTb ¢ FIFO n nogobHbIm;

— ¢ — ec/in HeobXoAMMO, YTODbI apryMeHT BbIMOHANCA KaK KOMaHaa. BeiBoa, 3
KOMaHA4bl OyAeT XeWwupoBaH C MCNonb3oBaHMemM anroputma MDS5 ana obecneveHus
Tpebyemoro cmaa;

— p — ecan HeobxoaAMmo, 4TOObl wipe MOAy4ana CuAabl XeWMUpPoBaAHMEM
NepemeHHbIX OKPYKeHUs, TeKkyllen aatel n BpemeHu, |ID npoueccos M T.4. (aprymeHT
YCTPOWCTBA PaHAOMM3aALMM HE MCNONb3YeTCA). DTO HaMMeHee 6e30MnacHo;
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— M (BblOpaTb anropuTm reHepauum nNceBAOCAYYaAMHbIX 4YMCeN) — BO Bpems
CYYaMHbIX MNPOXOA0B wipe Nepe3anncbiBaeT Uenesble @aiabl MOTOKOM OMHAPHbIX
NAHHbIX, CO3[4aHHbIX CAeAYOLWNMM aATOPUTMaMK NO BbIBOPY:

e 1 — OyaeT Mcnonb3oBaTb (B 3aBMCMMOCTM OT CWUCTEMbI MOJIb30BaTENA)
nceBAoOpaHAOMHY0 BMbAMOTEKY reHepaTopa random () MAWM rand (). Cneayet obpaTuTb
BHMMaHME, 4YTO Ha OONbWMHCTBE CUCTEM rand () NpeacTtaBnseT coboir NMHENHbIN
KOHIPY3HTHbIA reHepaTop, KOTOPbIM ABASETCA KpalHe cnabbiMm. Bbibop aenaetcs BO
BPEMA KOMMUINPOBAHUA W onpeaenseTca HAVE RANDOVM;

e a2 — Oyaer wucnonb3oBaTb nNoTok wWwndppa Arcfour kak PRNG. Arcfour
coBmectTuM ¢ wndpom RC4A. 3To 03HayaeT, YTo Npu ToM Xe Katode Arcfour asnsetca B
TOYHOCTM TAaKUM e NOTOKOM, Kak RC4;

e r — OyaeT ncnonb3oBaTb ceexumin anroputm RC6 Kak PRNG; RC6 oTnupaeTtcs
128-OUTHbBIMKM CcMaaMKM, 3aTeM HyneBoM ON0K MHOrFOKpaTHO 3aliMPpoBbIBAETCA A5
NOy4YeHMA NCceBA0CNy4alHOro NOTOKa. 3TO AO/IKHO ObITb OTHOCUTENbHO Be3onacHo. RC6
c 20 Kpyramu menneHHee, 4em random(), onuua komnuamposaHua WEAK RC6
NO3BONSET MCNONb30BaTb Honee bbicTpyto 4-Kpyrosyto Bepcuto RC6. [Ana nonydeHus
BO3MOHOCTM MCNOb30BaTb RCH wipe AOMKEH OblTb CKOMMUAMPOBAH C YKa3aHHbIM
ENABLE RCK; B Makefile npuBeaeHbl NpeaynpexxaeHnsa no naTeHTHbIM BOMNPOCaM.

Bo Bcex cnydaax PRNG pacnpocTpaHAaeTca ¢ AaHHbIMKU, COOPaHHbIMK M3 YCTPOMCTBA
PaHAOMMU3AUMMN:

— 1 <pmmmuHa> — BBMAY BO3MOXHOIO HaAWM4MA HeEKoTopbix npobnem B
onpeaeneHnn OencTBUTENbHOrO pa3mepa  O/I0YHOro YyCTpoKncTBa (T.K. HEKOTopble
YCTPOMNCTBA HEe MMeT GUKCMPOBAHHOIO pasmepa, Hanpumep, AMCKETbl MAM KacCeTbl)
MOXXeT noTpeboBaTbCA yKa3aTb Pa3Mep YCTPOWCTBA BPYYHYH. <AJIMHA> — 3TO €MKOCTb
MY, BblpaxeHHaa B umcne 6anT. MoxKHO ucnonb3oBaTb K (KWMAO) Ana yKasaHua

YyMHOXeHua Ha 1024, M (mera) Ana BbiparkeHna yMHoOXKeHna Ha 1048576, G (rura) ans
yMHOXeHus Ha 1073741824 n b (6noK) ana ymHOXKeHMA Ha 512:

1024 = 2b = 1K;
20K33 = 20480+33 = 20513;
114M32K = 114*1024*1024+32*1024.

— <cpBur> — MNO03BONAET YyKas3aTb CABUI BHYTPWU CTMpaemoro damna uam
ycTponcTBa. CUHTAKCUC <cmBura> TAKOW e, Kak 1 Ana onumm -1;

— e — WCNONb3yeT TOYHbIA paszmep danna: He OKPYrNATb pasmep dakna And
CTMPaAHMA OCTaBLLIErocA mycopa B nocieaHem 610ke;

— 7 — He CTupaeT pa3mepbl GaloB NOBTOPHbLIM YMeHbLLEHMEM BABOe Gali0OBOro
pa3mepa. [JaHHble NOMNbITKX NPeANnPUHMMAIOTCA TONbKO Ha 0bbIYHbIX dalinax, T. e. onuma
becnonesHa nNpuM MCNOAb30BAHUM wipe ANA OYUCTKM OAOYHOTrO WAM CneumanbHOro
YCTPOWNCTBA;

— X <umcyo> — MPOMyCKaeT 3aJaHHOe u4ucao npoxonos. [lone3Ho ana
NPOAO/IKEHMA OYMCTKM C 3a[aHHOM TOYKM, HaNpUMep, KOoraa npu o4ymctke 60bLoro
NNCKa HeobXxoaAMMO NpepBaTh onepaumto. MicnonbayeTcs ¢ -x;
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— x <passl>,.., <pass35> — VYKa3blBaeT MNOpPAAOK npoxoaoB. Korga wipe
npepbiBaeTcs, OHa OyAeT neyaTaTb TEKylLyto, BblOpaHHYKO CAyd4alHbIM 0bHpasom,
nepmMyTauMio MopsaKka Npoxoda WM HOMepa MpPoxoda B KayecTBe COOTBETCTBYHOLUMX
aprymeHToB -X U -X;

— F — He cTupaeT nmeHa ¢annos. OObIYHO wipe MbITAETCA CKPbITH MMeHa Palinos,
NepemMmMeHOBbIBAaA WMX; 3TO HEe TrapaHTMpyeT, 4YTO dU3MYeCcKoe PaCnOoJIOKeHMe,
coaepKallee cTapble MmeHa dannos, byaet nepesanucaHo. [locne nepeMmeHoBaHMA
danna egnMHCTBEHHbBIM cnocobom ybeamnTbesa, YTO UMA M3MEHEHO, ABNAETCA dMU3nYecKoe
OCYLLECTB/NIEHME BbI30BA sync (), KOTOPbIA BbIMbIBAaET AMCKOBbIE K3l PC, B TO Bpema
Kak O1a [006aBNeHWA WM 3anMcy KIlWa MOXEeT WCNo/b30BaTbcA OWUT O SYNC AnA
CMHXPOHM3aUMM BBOAA/BbIBOAA ANA oAHOro ¢dainna. T.K. sync () MeA/IE€HHbIN, BbI30B
sync () MOCNe KaXAoro nNepemMMeHOBaHMA [enaeT O4YUCTKY MMeH (ainoB TaKkKe
MeaNEeHHOM;

— k — coxpaHseT painbl: He yaanaeT ¢annbl nocne nx nepesanncu. NonesHo npu
HEOOXOAMMOCTN CTEpeTb YCTPOWCTBO, COXPaHWB MPW 3TOM CheumansHbih  dann
yCTpoKcTBa. 3TO NoApa3yMeBaeT —F;

— D — cnegyetr CUMMBOSIMYECKMM CCbIJIKaM: MO YMOJIAHUIO wipe HMKOrga He
cneayet CUMBOMINMYECKMM cCbiikam. OaHaKo, ecan Obln yKa3aH -D, wipe COracuTCA Ha
CTMpaHMe Uuenen, Ha KOTOpble YKa3biBAOT CUMBOJSIMYECKME CCbIIKWM. HeBO3MOXKHO
OZIHOBPEMEHHO YyKa3aTb ONuUUK -D N —r (peKrypcua);

— v — MNOKa3blBaeT MHGOPMALMIO O BEPCUN N BbIXOA;

— h — MOKa3bIBAeT CMpaBKy.

OAMMbl: no ymonuyaHuio uMcnonb3ayeTca /dev/random B KayecTBe cuaa
(MCTOYHMKA) reHepaTopa NCeBAOCYyYaMHbIX YMCen.

MEPEMEHHbIE OKPYXEHWA

Ecnn yctaHoBNeHa WIPE SEEDPIPE, wipe OyAeT BbINOMHATb YKAa3aHHYO B HeW
KOMaHay (Mcnonb3ya popen()), XeWWPOBaTb BbIBOA, KOMaHAbl C aArOpUTMOM MD5
message-digest Aas nonyyenua 128-6utHoro cuaa ana PRNG. Hanpumep, Ha cuctemax c
OTCYTCTBYIOLLEM YCTPONCTBOM /dev/random 3Ta NepemeHHasa A0/IKHa ObiTb YCTAHOBAEHA
B /etc/profile B CLeHapuii 060ON0YKK, COAEPKALLMN PA3/IMYHbIE KOMAHAbI, TakKMe Kak
ls, ps, who, last M T.A4., KOTOPblE 3aMyCKaTCA aCMHXPOHHO, YTOObI MONYYUTb BbIBOA
HACKOJIbKO BO3MOXHO MeHee npeacKkasyembim.

Mpumepsbl 3anycka wipe

Cnepytollaa KOMaHAa PEeKYPCUMBHO (-r) YAAAUT BCe B Manke private, NPM 3TOM
BKAIOYEHO MNPUHYAUTENbHOE YAaneHMe W OTKAYEH 3anpoc MOoATBepXAeHWsa (-f),
MOKasaH Nporpecc npouecca yaaneHmsa (-i):

wipe -rfi private/*

Yoanute  Kaxabln - dain M Kaxkayto  nanky  (onumAa -r) B nanke
/home/berke/plaintext/, a TakKXe cCaMy Nanky /home/berke/plaintext/
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ObblyHble Gannbl byayT yaaneHsl B 34 npoxoaa, v UX pa3mep byaeT yMmeHbLaTbCA
BABOE C/ly4alMHOe KoamyectBOo pa3. CneumanbHbiX $annoB (CMMBOAbHbLIX W ONOYHbBIX
ycTtponcTts, FIFO) He byaeT. Bce anemeHTbl nanku (dbainbl, cneumanbHble Ganabl 1 Nanku)
byayt nepemmeHoBaHbl 10 pa3 M 3aTteM yaaneHbl. DNEMeHTbl C HEenoAXOAALMMM
paspelleHnammn byayT BbINOAHATL chmod () (onuma -c). Bce ykasaHHble onepaumn byayt
npouncxoanTb 6e3 NoATBePKAEHMA NONb30BaTeNA (oNuMa —£):

wipe -rcf /home/berke/plaintext/

BnoyHoe ycTpoMCTBO /dev/hda3 COOTBETCTBYeT 3 paszesny MMaBHOrO AMCKa Ha
nepsuyHom IDE nHTepdeice, KoTopoe byaeT yaaneHo B HbICTPOM pexume (onuma -q), T.€.
4 cny4arHbiMM NpoxoAaamu. MHAEKCHble AeCcKpUnTopbl He ByayT NnepenmeHoBbIBaTLCA UK
yaanaTbea (onuus -k). Mepea 3anyckom Nporpamma noTpedbyeT BBECTU «yesy:

wipe -kg /dev/hda3

[MOCKONIbKY wipe HMKOTAA HE CaeayeT Mo CUMBO/IbHbIM CCbIIKAM, €C/TIU HET SSIBHOTO
yKasaHua, Npu HeobxoAMMOCTU YyAanuTb /dev/floppy, KOTOPbIA MOMET OKa3aTbCH
CMMBOJIbHOW CCbINKOM /dev/£d0ul440, noTpebyeTca yKasaTb onumio -D. Mepes 3anyckom
nporpamma notTpebyeT BBECTU Kyesy:

wipe -kgD /dev/floppy

B OaHHOM Cnyvae wipe PEKYPCMBHO (OMUMA -r) YHUYTOXWUT BCe B /var/log,
Kpome /var/log. [lporpamma He OyAeT MbiTaTbCA BbINOAHWMTL chmod (). OHa Oyaer
BepbanbHOM (ONumMA —1i) M He NoTpebyeT BBECTU «yes» B pe3y/bTaTe onumm —f:

wipe -rfi >wipe.log /var/log/*
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