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AHHOTALNA

HacToAwmn AOKYMeHT ABAAETCA PYKOBOACTBOM aAMMHMCTpaTopa OnepauyioHHOM
cuctemsbl (OC) ABpopa AAMI.10034-02 penns 5.1.2.

HactoAawmn OOKYMEHT COAEPXUT OnMcCaHme AOCTYMHbIX aAMUHUCTPATOPY
OYHKLUMOHANbHbIX BO3MOXHOCTEM MOBMAbHOro yctponctea (MY), GYyHKUMOHMPYHOLLErO
nog ynpasnermem OC Aspopa’.

AOMWUHUCTPATOP MMeeT A0CTyn K  OQyHKuMam u  HacTpomkam OC Aspopa,
OMMUCAHHbIM KaK B HACTOAWEM [AOKYMEHTe, Tak M B [AOKYMeHTe «PyKOBOACTBO
nonbzosatena» AIAMI.10034-02 90 01.

NPUMEYAHUA:

v Mepen, Havanom paboTbl AAMUHUCTPATOPY HEOBXOAMMO O3HAKOMMUTLCA C
NONIOKEHMAMM HACTOALLErO [AOKYMEHTA, a TakXe C MHPopmaumen, npuBedeHHOM B
NOKyMeHTe «PykoBoACTBO Nosib3oBaTena» AAMI.10034-02 90 01;

v BHEeWHUN BUA, UHTepdeica MY? MOKeT OTAMyaTbCA OT MPUBEAEHHOro Ha
PUCYHKaX B HacToAwem AokymeHTe. CHUMKM 3SKpaHa ABAAKTCA MNPUMEPOM ¢
npeAcTaBAeHbl B JOKYMeEHTe Ans 0bLero o3HakomneHma ¢ nHtepdencom MY.

'Onucanme pasnnuHbix cnocobos yctaHosku OC Aspopa Ha MY npuBeAeHO B COOTBETCTBYIOLLMX [OOKYMEHTax
npeanpuAtTMA-paspaboTumKka, KOTOopble MNpeAHasHayeHbl ANA  WMCnonb3oBaHWA [Mpoussogutenamm MY u
aBTOPW30BaHHbIMKW CePBUCHbLIMU LEHTPAMW NPOU3BOAUTENA.

2 MY, dyHKUMOHMPYIoLWee nog ynpasneHnem OC ABpopa.
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1. BBOA, B 3KCINYATALUIO

OC ABpopa npeacTtaBndeT cobom 3alULLEHHYIO MOBUAbHYIO MHOrosaaa4Hyto OC
ANA MOBWMAbHbBIX MPUMEHEHWM MNoA annapaTHble nNaaTGopmbl Ha Hase NpouLeccopoB C
apxutektypon ARM ” MMeeT pa3n4yHble BEPCUMU WCMOSIHEHWA, OMNMCAHME KOTOPbIX
npueeaeHo B Tabanue (Tabamua 17).

BHAMAHUE! OC ABpopa B cepTMOUUMPOBAHHON BEpPCUU
MCNONb30BaHa, HO He OrPaHNYMBATLCA, B CNEAYIOLINX CUCTEMAX M ObbeKTax:

— B rOCYAapCTBEHHbIX  MHOOPMALMOHHBLIX  CUCTEMAX, He  COAeprKallmX
MHOOPMALMKN,  COCTABNAIOWEN  rOCydapCTBEHHOW  TalHbl, A0 NepBOro  Kjaacca
3alWMLULEHHOCTU BKAOYUTENBHO B COOTBETCTBMU C AOKYMeHTOM «TpeboBaHMA O 3alunTe
MHGoOpMaLUMM, He  COCTaBAAIOWEN TrOCYAapCTBEHHYIO TaWHy, coAep)Kallencs B
roCyJapCTBEHHbIX MHOOPMALIMOHHBIX CUCTEMAX», YTBEPXAEHHbIM npukazom OCTIK
Poccun o1 11 ¢peBpana 2013 . Ne 17;

— B MHOOPMALMOHHbIX cucTemax (MC) nepcoHanbHbIX AaHHbIX A0 NEPBOro YPoBHA
3aUMLULEHHOCTU BKAOYUTENBHO B COOTBETCTBMU C AOKyMeHTOM «CoCTaB M coaepraHume
OPraHM3aUMOHHbIX U TeEXHMYECKMX Mep no obecneyeHmto 6e30MacHOCTM NepcoHanbHbIX
AAHHbIX Npu KX obpaboTke B MHPOPMALIMOHHbLIX CUCTEMAX MNEePCOHANbHbIX AaHHbIX»,
yTBEpPXAeHHbIM npunkazom PCTIK Poccum ot 18 dpespans 2013 r. No 21;

— B aBTOMATM3MPOBAHHbIX CUCTEMAxX yMnpaBJeHWs A0 NepBOro  KJjacca
3alWMUIEHHOCTM  BK/IOYUTENIBHO B COOTBETCTBMM C  [AOKYMeHTOM «TpeboBaHuAa K
obecneyeHnto 3alMTbl MHOOPMALIMM B ABTOMATM3MPOBAHHbLIX CUCTEMAX YMNpaBAeHMA
NPOM3BOACTBEHHbIMW M TEXHONOTMYECKMMMU MPOUECCAMMU  Ha KPUTMYECKM  BaKHbIX
00beKkTax, MNOTEeHLMANbHO ONacCHbIX OOBEKTAx, a Takke ob0beKTax, npeacTaBAAOLMX
MNOBbILEHHY ONACHOCTb ANA XM3HWU M 340P0BbA MOAEN U ANA OKPYKAKOLWEN NPUPOAHOM
cpeabl», yTBepKAeHHbIM npnkazom GCTIK Poccum oT 14 asrycta 2014 r. Ne 31;

— Ha 3HAYMMbIX ODOBEKTAX KPUTUYECKON MHPOPMALMOHHON WMHPPACTPYKTYPbI A0
NepBOM KaTeropmm BKAOYUTENBHO B COOTBETCTBUM C AOKYMeHTOM «TpeboBaHMA Mo
obecneyeHnto 6e30MaCHOCTM 3HAYMMbIX ODOBEKTOB KPUTMYECKON MHPOPMALIMOHHOM
MHbpPACTPYKTypbl Poccuinckon Genepaupmmy», yrBepKaeHHbIM npmukazom ®CTIK Poccum ot
25 pnekabpsa 2017 r. Ne 239,

3 MoxeT 6bITb

> OnucaHKe Bo3MoXHbIx Bepcuit OC Aspopa npuseeHo B Tabauue (Tabauua 17).
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1.1. OrpaHnyeHUA No aKcnayaTauuu

AOMUHUCTPATOPYy HeobxoamMmo cobntodaTb caeayrowme npaBmaa U orpaHnUYeHmA
no aKkcnayaTtaumm MY:

— He [onycKaTb YCTAHOBKY ntoboro nporpammHoro obecnedyeHua (M0),
nocTaBaAemoro B otaMyHom oT RPM Buae (camoctoATenbHoe KomnumpoBaHue ¢alnios,
ycTtaHoBKa 10 13 apxmBoB, ycTaHoBKa 10 He B WwTaTHble Nankm n3 RPM-nakeTos u T.1.);

— UCKIOYUTL  noAkatoveHne MY K HeoOBepeHHbIM  TOYKaM  A0CTyna
becnpoBoaHbix MHTepdencos (WLAN, Bluetooth®) n 6ecnposoaHbim MY.

MPUMEYAHUE. T[lepeyeHb [AO0OBEepeHHbIX TOYeK [A0CTyna A0/KeH bbiTb
chOpMMpPOBaAH Ha MecTe aKcnyaTaumm onepatopom UC;

— WCKNOYUTL nepenadvyy KoHOMAEHUMANbHOM peyeBOM M MHOW MHPOPMaLMM
(SMS, MMS) nocpeactsom MY no npotokony GSM;

— NpeaycmoTpeTb Mepbl, obecneynBatolime OTCYTCTBME KOMMbIOTEPHbIX BUPYCOB
Ha CpeAcTBaXx BblYMCIUTENIbHOM TEXHUKM, K KOTOPbIM NoAKAtoYaeTca MY.

1.2. Y4yeTHble 3anmcm ponen

B OC ABpopa peann3oBaH MHOroOMOAb30BaTENLCKMA pPeXMM PaboTbl, KOTOPbIM
NO3BOSAET MCMNO/Ib30BaTb MY HECKONIbKMM YY4ETHbBIM 3aMUCAM C Pa3/IMYHBIMK PONAMM.

Ponb — COBOKYMHOCTb MNMpaB AOCTyrna, HA OCHOBE KOTOPbIX OMNpeaesAeTcA
BO3MOXHOCTb BbINMO/JHEHWA TOITO N MHOTO ,EI,GVICTBMFI B OC ABpopa.
YyeTHaAa 3anucb poan — 3TO XPaHAWAACA Ha4 MY COBOKYMHOCTb [AdHHbIX O

nosab3oBaTtene, HeobxoamMmas ANA ero ayTeHTUPUKALMN M NPeaoCTaBNeHNs AOCTyNa K ero
JIMYHBIM AAHHbBIM M HAaCTPOMKaM.
MPUMEYAHUE. B 3aBuMcMMOCTM OT BbIOPAHHOM POM BO3MOMXKHOCTM MY moryT
OT/IMYATbCA.
Ha MY moryT 6bITb CO3aHbl OAHOBPEMEHHO A0 7 YY4ETHbIX 3anucen:
— YYeTHaA 3anuncb C POSIbIO aAIMUHMCTPATOPA, KoTopaa oba1agaeT paclMpPEHHbIMMK
OYHKUMOHANbHBIMM BO3SMOMXHOCTAMM, MPU STOM:
e He MoXeT bbITb yaaneHa c MY,
e He obnagaeT NpaBamu Cynepnosib3oBaTens;
e NtoOble M3MEHEHUs HACTPOEK, BbIMOJHEHHbIE MOA TaKoM ponbto, byayT
NPUMEHMMbI KO BCEM YYeTHbIM 3anucam MY;
— A0 6 YyYeTHbIX 3anuMcel C pPoNbk MNOJb30BaTeNdA, CO34aHWE KOTOPbIX
BbINMOJ/IHAETCSA aAMUHUCTPATOPOM B CUCTEMHbIX HacTporKax MY (n. 1.2.1).
NMPUMEYAHUE. o ymonuyaHuio npu nepBom BKAtoYeHUM MY 3arpyxaetca B
pexnume agMUHUCTPATOopPa.
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1.2.1. Co3aaHune y4eTHOM 3anmcK No1b30BaTeNS

BHUMAHMWE! Mepen co3gaHMem y4yeTHOW 3anucu MNoJsb3oBaTeNa Heobxoammo
NpeaBapuUTENbHO  aKTMBMPOBATb  MNepekatodaTens  «PaspewnTb  HACTPOMKY  KBOT»
(PUCYHOK 2) AN BO3MOMKHOCTW 334aHNA M HACTPOMKN KBOT (n. 4.7.2).

MPUMEYAHUE. OyHKumo «PaspelinTb HAaCTPOMKY KBOT» HEBO3MOXHO OTKAKOUYNUTH
nocne akTMBaumn. [1ns AeakTMBaUMW AaHHOM QYHKUMKM Heobxoammo cbpocute MY ao
3aBO/ACKMX HAacTpoek (noapasaen 2.2).

Ona co3maHna  HOBOM  y4eTHOM  3anuMcu  MNOJb30BaTenda  agMUHUCTPATOPY
HeobX0AMMO BbIMOAHUTbL CAeaytoLne AeNCTBUA:

— OTKPbITb MEHK CUCTEMHbLIX HACTPOEK KaCaHMeM 3Ha4Ka @ Ha 9KpaHe

npunoxeHuin (PucyHok 1);
(o]
— KOCHYTbCA MYHKTa MeHto «[ToNb3oBaTeNn» & B noapasaene «Cuctema;

— Ha cTpaHuue «losb3oBaTenM» KOCHYTbCA MyHKTa «/1o6aBWTb Mosb3oBaTena»
(PrcyHoK 2);

16:12 P Y o6 | 16:13 P Y o6 |

Monb3oBarenu

G @ 06LuMe HacTPOIKY @

TenedoH Coobuenus Bpaysep Kamepa

@
=1

KoHTakTbl Fanepes Hactpoitku Momouwb

7
D D g Paapeu-w”b HaCTPOEKy s
Monb3osatenu 6yayT cosfaBaThes C

Daiinbi Kanenpapo Moura Myabika BO3MOXHOCTBIO HACTPOMKM KBOTbI.

0680

Ouktodon Mpocmotp PDF  [lokymeHTsI 3ametku

0B 0

Yacsl Kanbkynstop Moropa XKypran

i

O BbleBnageney ycTpoWcTBa
©' AamuHucTpatop

—~+ Do6asuTs nonbaosatens

P

Terminal

PucyHok 1 PncyHoK 2
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— Ha OTKPbIBLLENCA CTPaHWLEe BBECTU MMS U JIOTUH
HOBOM YY4eTHOW 3anuncK nosb3oBatena (PUcyHok 3);

— YCTaHOBWUTb KBOTY Ha MCMONb30BaHME AMCKOBOrMO
NPOCTPaHCTBa, Nepemellas COOTBETCTBYHOLWMK cnangep
BMpPaBO A4 YyBeAMYEHUs KBOTbl /MbO BAeBo And

| OTmMeHUTb I

©)

_—_  HoBblll nonb3osaTenb
[

Mmsa nonb3osaTens

MMs BOMKHO BbITh YHUKanbHbIM U MOXET coaepXaTtb

i o i ymeHbleHua (PUcyHoK 3).
8 W ekt e e NPUMEYAHUS!:
e v' MUHMManbHbIE U MaKCUMasbHble 3HaYeHuA ANA
Moryy Gum Tomxo Gykan bpm noneayoune 3aJaHuA KBOTbl  3aBMCAT  OT  KOHCTPYKTMBHbIX
S ocobeHHocTen MY;
7576 v MoppobHoe  onucaHWMe O  KBOTMPOBAHMU
' i NOCTOAHHOM NamATU NpuBeaeHo B N. 4.7.2;
— KOCHYTbCA  KHOMKM  «[MoaTBepauTb»  ANA
EAHO”TOB:M:“;""W e COXPaHEHMA U3MEHEHMN NNBO KHOMKKM «OTMEHUTbY AnA
OTMEHbI onepaumm;
CrenepwposaTs — MNOATBEPAMUTL  [OeNCTBMEe  BBOAOM  TEKYLLEero
napons (PucyHok 4), B pe3ysnbTaTe 4ero cosgaHHas
PycyHok 3 yyeTHan 3anucb, a TaKXKe cTaTyc ee ayTeHTubuKaumm

oTOobpa3nTca Ha cTpaHuue «lMonb3osaTtenn» (PucyHok 5).

| Monbsosarenn

O6wwue HaCcTpOMKM @

[lns 6bICTPOro NepexknioYeHns Mexay
nonb3oBaTeNs MU HAXMUTE U
yOEepXuBaiiTe KHOMKY NUTaHUs, 3aTeM
KOCHUTECH KHOMKM "CMeHUTb
nonb3osatens”

BeeguTe naponb

Bnapeneu ycTpoiicTea

PaspelwmnTb HaCTpPOiKy KBOT

O BbleBnageney ycTpoWcTBa
1 2 3 ©' AamuHucTpaTop

O Monbsosatens 1
Ewe He ayTeHTUOMUMpOBancs

4 5 6
O Monbsosarens 2
Euwe He ayTeHTUdMUMpPOBancsa
7 8 9 O Monbsosatens 3
@R Eule He ayTeHTUdMUMPOBancs
Aa 0 —~+ Do6asuth nonbaosatens
OTMeHUTb
PucyHoK 4 PUCYHOK 5

BHAMAHWE! B cnyyae ecam npu co3gaHuMm nosnb3oBaTento 6Obina 3a4aHa
MaKCMMa/ibHaA KBOTA (PUCYHOK 6), TO Ha CTpaHMLLEe CO34aHMA Nob3oBaTenen otobpasmnTcea
MHPOPMALIMA O HEBO3MOMKHOCTU CO34aTb JOMOJIHUTE/IbHblE Y4YeTHble 3anucu Kn3-3a
OTCYTCTBMSA CBOOOAHOrO AMCKOBOro npoctpaHctea MY (PUcyHOK 7).
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| OTMeHUTb MoaTeepantb | Monb3oBatenu
HoBbiii nonb3oBaTtesnb O6Lme HacTpoKK @
[ns 6bICTPOro NepeknioYeHns Mexay
Monbzosatens 1 NoMb30BaTENAMU HAXMUTE U
Wms nonbaosarens yAepXuBaiiTe KHOMKY NUTaHUs, 3aTeM
User1 KOCHUTECH KHOMKM "CMeHUTb

nonb3oeartens"
JloruH nonb3oearens

PaspeluunTb HaCTPOMKY KBOT

45,2Tb

He ocTaércs KBOT s HOBbIX MOMb3oBaTenen
O BbieBnageneu yctpoiictea
©' AAMUHUCTpaTop

OpHopasoBbii Naponb © O Monbsosatens 1
JnuHa napons gonxHa 6biTb 5-12 cumsonos. Euwle He ayTeHTUdMUMpOBanca
He ocTanocb KBOTbI
CreHepupoBaTtb
PncyHoK 6 PUcyHOK 7

Mpn paboTe C y4eTHbIMM 3aNMCAMW MONb30BATENA AAMMHUCTPATOPY AOCTYMHbI
cneayowme gencrama (PucyHok 8, PucyHok 9):

— MEepeKNtYeHME MeXay Y4ETHbIMM 3aNNCAMM POSIEN.

MPUMEYAHME. MNMoapobHoe onrcaHmne NpoLecca NepekItoYeHma MexXay Y4eTHbIMK
3annMcaAmMM NpuBeaeHoO B JOKYyMeHTe «PykoBoAcCTBO nosb3oBatena» AAMI.10034-02 90 01;

— ynpaBAeHne NcxoaaumMmMmn ronocoBbiMM BblzoBamm 1 SMS (n. 1.2.2);

— nepeMmMeHoBaHKue y4eTHoM 3anucu (n. 1.2.3);

— HacTpoWka besonacHocTn (n. 4.2.2);

— yAaneHue y4yeTHOM 3anmcu nonbsosatens (n. 1.2.4).
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Monb3oBarenu ‘ Monb3oBaTtenu
S () " =
O6wwune HacTponKu \z) O6wue HacTponKu &2
O BbleBnageney yctpoicTsa @) Bbl « Bnageneu yctpoiictsa
o MR AnvvHicTpatop
O Monbsosatens 1 MepenmeHosars
@R Eue He ayTeHTUGULMPOBANCS

MepeknounTbCa Ha 3TOro nosnb3oBaTens Hactpoiiku 6esonacHocTu

OTKNIOYUTb UCXOASALLME rONI0COBbIE BbI30BbI U SMS
MepenmeHoBaTb
HacTpoitku 6e3onacHocTu

Ypanutb

PucyHok 8 PncyHok 9

1.2.2. YnpaBieHne NcxoaAaWMMmM ronoCoBbIMM Bbi3oBaMm 1 SMS

[na  OTKAOYEeHMA UCXOAALLMX TFONOCOBbIX BbiI30BOB M SMS Heobxoaumo B
KOHTEKCTHOM MEHI Y4YeTHOM 3anmMcu MNo/b30BaTeNdA KOCHYTbCA MyHKTa «OTKAOYNUTD
McxoasaLLmMe roNocoBble Bbi3oBbl M SMS» (cm. PucyHok 8).

[anee y y4eTHOW 3anNncK NoNb30BaTeNs 0Tobpa3nTCA NpeaynpexKaatolmii 3Ha4Y0K

% (PrcyHoK 10) n Bo3mMoXKHOCTU nonb3osatensa B Ml «TenedoH» n MM «CoobuieHna»
OyAyT orpaHUYeHbl.

Ona  BKAOYEHMA MCXOAAWMX TOJIOCOBbIX BbI3OBOB M SMS agMUHUCTpaTOpy
HeoOXOAMMO B KOHTEKCTHOM MEHIKO YYETHOM 3amMcCK MO/b30BaTeNs KOCHYTbCA MYHKTa
«BKNOYUTL  UCXOAALLME TON0COBble BbI30Bbl M SMS» (PucyHok 11), nocne uyero

npeaynpexaatolmm  3Ha4YOoK % nepectaHeT oOToOpaxkaTbCs Yy Y4YETHOM  3anmcu
NoNb30BaTENSA, M BO3MOXHOCTW nonb3oBatena B Ml «TenepoH» n MI «CooblieHna»
6yayT BOCCTAHOB/EHbI.

MPUMEYAHMUE. T[loapobHoe onucaHme paboTbl YyKasaHHbix MM, a Takxke
YBEAOMNEHWNM, BbIBOAMMbBIX Ha 3KpaH MY npu OTKAOYEHWM TONOCOBbLIX BbI30BOB M SMS,
npmeeaeHo B AOKYMeHTe «PyKoBOACTBO nob3osatena» AAMI.10034-02 90 01.
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Monb3oBatenu | Nonbsosarenn

O6Lme HacTPONKM @ O6Lwme HacTporKu @

[lns 6bICTPOro NepexknioYeHns Mexay
nonb3oBaTensMu HaxxmMuTe U
yAEepXuUBanTe KHOMKY NUTaHUs, 3aTeM
KOCHUTECH KHOMKM "CMeHUTb
nonb3oeartens"

PaspeluunTb HaCTPOMKY KBOT

Bbl « Bnageneu yctpoiictsa O Bol« Bnageneuy yctpoiictea

O

©' AAMUHUCTpaTop o

O Monbsosatenb 1 % O [Monbsosatensb 1 %
@R Eue He ayTeHTUGUUMPOBaNCA

Eule He ayTeHTUdMUMpPOBancs

© Monbsosarens 2
I'IepeKnlouMTbca Ha 3TOro nonb3oBarens
Ewe He ayTeHTUOMUMpPOBancS
O Monb3zosatens 3 BK/IO4NTb UCXOASILME FONOCOBbIE BbI3OBbI U SMS
@R Eue He ayTeHTUdMULMpOBancs

MNepeumeHoBaTh
+ [o6asnTb nonbsosatens E

Hactpoiiku 6e3onacHocTu

Ynanutb

PucyHok 10 PucyHok 11

1.2.3. [epenmeHOBaHMe y4eTHOM 3anncu

Nna nepemmeHoBaHMA yquHOVI 3anncu H€O6XO,£I,I/IMO BbIMOJIHNTL Ccaeayrowune

NEeNCTBUA:
— OTKPbITb KOHTEKCTHOE MEHI0 YYEeTHOM 3anucKk, KOTopytd HeobxoaMmo

neperMmeHoBaTb;
— KOCHYTbCS NMyHKTa «[epenmeHoBaTb» (CM. PUCYHOK 8, cM. PUCYHOK 9);

— BBECTM HOBOE MMA y4yeTHOM 3anucu (PucyHok 12, PucyHok 13);
— KOCHYTbCA 3Haq+<agnﬂ NOATBEPKAEHMA AENCTBMA, B pe3yabTaTe yyeTHas

3anucb byaeT nepenmmeHoBaHa.
NMPUMEYAHUE. Mpn nepemmeHOBaHMW YYETHOM 3aMUCK M3MEHSETCA TO/IbKO ee

NUMA, NOTNMH OCTAaeTCA HEN3MEHHbIM.



Monb3oBatenu

O6Lme HacTpoku @
[ns 6bICTPOro NepekoyeHns Mexay
Nonb30BaTENAMUN HAXMUTE U
YAEPXWUBaNTE KHOMKY MUTaHUS, 3aTeM
KOCHUTECH KHOMKMN "CMEHUTb
nonb3osartens”

PaspelunTb HaCTPOWKY KBOT

Bbi « MBaH|

- o)

AnMUHUCTPaTOP

O Monb3osatens 1

Ewe He ayTeHTUOMUMpOBanca

RU
MUy KeHTWWs3 X
bl Banponamgxa»a
A9 4YCcCMMUTHDHL 6 K
123 -, .

PucyHok 12

Monb3oBatenu
O6Lure HacTPONKK @

[1ns 6bICTPOro NepekYeH1s Mexay
nonb3oBaTensMu HaxXMUTe 1
YLEPXUBAATE KHOMKY NUTaHWS, 3aTEM
KOCHWUTECH KHOMKKW "CMEHUTb
nonbaosatens"

Pa3spelunTs HacTpoitKky KBOT

O Bbl « Bnageneu ycTpoiictsa
o

ApmMuHUCTpaTop

0O . AN

BeeieHbl HEAOMYCTUMbIE CUMBOBI. MiMa
MOXET COAEPXaTb TONbKO ByKBbI, LM$PbI U
cneayiolmne CUMBO/LI: TOYKa, MUHYC, HUXHEE
nonYepkuBaHue u npoben.

RU
MUYy KeHTFWuwS3 X
bl Banponagxa?
~94YCcMMWUTHbB 6 o<

PucyHok 14

12
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MPUMEYAHUE.

| Monb3oBatenu

O6Lme HacTpoku @
[ns 6bICTPOro NepekoyeHns Mexay
Nonb30BaTENAMU HAXMUTE U
YAEPXUBaNTE KHOMKY MUTaHUS, 3aTeM
KOCHUTECH KHOMKMN "CMEHUTb
nonb3oartens”

PaspelunTb HacTpPOWKY KBOT

O Bbl« Bnageneu ycTpoiicTea
° AQMUHUCTPaTOp
O nNerp|
Ewe He ayTeHTUdMLMpPOBancs
~ MAam caamasam: D
RU
MUy KeHTWWs3 X

$ bl B

&l 1Y

anponagxa
CMMUTOLbL 6 10 <

, |

1234 -

PucyHok 13

He pexkomeHayeTca

npmcBamBaTb

YYETHbIM 3aMMCAM MMEHA, HaYMHaoWwmMeca C TOYKN UIN

npobena.
oTObpasmnTCs
(PvcyHoK 14).

cooTBeTCTBYtOLEE

B Chydae BBOAa HeEAONYCTUMbIX CKMMBO0B

yBeagomneHune
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1.2.4. YnaneHue y4eTHOM 3aN1CU NOb30BaTENA

[na yaaneHua y4eTHOM 3anucKM  MNoNb30BaTens
HeobX0AMMO BbINONHUTL CAeaytollme AeNCTBUA:
— OTKPbITb KOHTEKCTHOE MEHI0 YYEeTHOM 3anucw,

OTMeHUTb MopaTBepaunTb

Bbl eNCTBUTENBbHO XOTUTE

yoanuTtb MNonbsosatenb 1? KOTOpPYtO HeOBXOAMMO YAANNTb;

Mocne noaTeepXaeHNs Bee AaHHble — KOCHYTbCA MYyHKTa «YOoanuto» (CM. PVICYHOK 8),
nonb3aosartens 6yayT yaaneHsl (Hanpumep, o

Y:4G7Hi6 Sancy, KoTAKTH, SooSienie, — Ha OTKpbIiBWENCA CTpaHMLE KOCHYTbCA KHOMNKK

DOKYMEHTbI, poTorpadum u gpyrue dainbl).

«MoaTBepauTb» ONA NOATBEPKAEHMA onepauumn nAnbo
KHOMKM «OTMEHUTb» ANs OTMeHbI (PucyHok 15);

— noAaTBepAnTb  OENCTBME  BBOAOM  TEKYLLEro
napons (cm. PucyHok 4).

Mpv yoaneHun y4eTHOM 3aNncK Noab3oBaTena byayT
TaKXe yaaneHsl:

— [laHHble N0/Ab30BaTeNs;

— JOMallHAA nanka noav3osatens (n. 4.2.3);

— TMO/Nb30BaTe/IbCKOEe XpaHunmuie Kntoyen
(n.1.4.5).

PucyHok 15

1.3. YcTaHOBKa BpeMeHU 1 AaThbl

NMPUMEYAHUE. OnucaHme OCHOBHbIX LAroB MepBOHAYaNbHOM HACTPOMKM MY
npmeeaeHo B AOKYMeHTe «PyKoBoACTBO nosb3osatena» AAMI.10034-02 90 01, npu atom
YCTAaHOBKA W MNOCAeaytollad HaCTpOMKa AaTbl M BPEMEHW  AOCTyMHa  TO/bKO
aAMUHUCTPATOPY.

BHUMAHMUE! ViameHeHMA HaCTpoeK B MyHKTE MeHI0 «Bpema 1 AaTa» NpUMeHATCA
KO BCEM YYETHbIM 3aM1CAM POJIer, CO34aHHbIM Ha MY.
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[ns  yCTaHOBKM BpemMeHW W Aatbl Heobxoammo
ybeamTbca, 4YTO BCe MOAA 3aNO/HEHbl KOPPEKTHO Anbo
P e M3MEHUTb 3Ha4YeHMA 3aMnoJ/IHEHHbLIX TMOJIEN, BbIMOJHMB

i cneayrouime AencTBmns:

Yacosou nosic Poccus, Mockea

| Hasap Hanee |

BbibepuTe aaty v Bpems

— M3MEHUTb 3HayeHWs napameTpoB «YacoBol

noscy, «[ata», «Bpemsa», KOCHYBLWIMCb COOTBETCTBYIOLLMX
nonem;

Ll — BblbpaTb  dopmaT  BPEMEHM,  KOCHYBLUMCH
COOTBETCTBYOLLErO Nepekntoyatens (PucyHok 16).

NMPUMEYAHUE. [na aKkTMBauum nepekatoyatens
[0CTAaTOYHO KOCHYTbCA MOJA, B KOTOPOM OH PACMOJIOXKEH:
nepekntoyaTeNb HaYHET CBETUTLCS APYE, YEM B COCTOAHMM
MO YMONYaHUIO (HEAKTUBHOM);

— KOCHYTbCA KHOMKM «[anee» ANA NoATBEPHKAEHMNS
nenctems nnMbo KHoMKM «Hasaag» Ana BO3BpaTa Ha

npeablayLLyo CTPaHMULLY.

Nata 19 pekabps 2023

Bpemsa 18:53

PucyHok 16

[ns nocneaywowen HaCTPOMKM 4YacoBOro Mosca, TEeKYLWMX AaTbl U BPEMEHM
HeobX0AMMO BbINONHUTL CAeaytolne AeNCTBUA:

— OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KacaHMemM 3HaykKa @ Ha JKpaHe
NPUNOXKEHUIM (cM. PUcyHOK 1);

— KOCHYTbCA MyHKTa MeHto «BpemAa wn pata» & B noapa3sgene «Cucrema», B
pe3ynbTaTe 4yero OoTOOPA3UTCA OAHOMMEHHAA CTPAHWLA HACTPOMKM OaTbl M BPEMEHM
(PucyHok 17);

— A7 aBTOMATMYeCKOro 0bHOBEHUS [aTbl/BPEMEHM KOCHYTbCA MepekatodaTens
«ABTOMaTU4YeCKoe obHoBNeHMe BpemeHu» (PucyHok 18). 3HayeHWss nNoseil 4acoBOro
NoAcCa, AaTbl M BPEMEHM CTaHYT HeAOCTYNMHbIMM ANA pPedaKTMPOBaHMA. B ganbHenwem
obHOBNEHWE AaTbl/BpeMeHn byaeT NPonCXoanTb aBTOMATUYECKN.

MPUMEYAHME. [Ins yCcTaHOBKM YaCOBOro MOsCa, BPEMEHM M AaTbl BPYYHYO ONUMA
aBTOMATMYeCKOro 0OHOBIEHWNS BPEMEHW A0NKHA ObITb BbIK/OYEHA.
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Bpems n pata | Bpems n pata

#  ABTOMaTMyeckoe o6HOBNEeHVE ABTOMaTHyeckoe o6HOBNEHME
BpeMeHu BpeMeHu

Yacosoii nosc Poccus, Mocksa Yacosoi nosic

Hata 23 auBaps 2024 [ata

Bpems 15:43 Bpems
Wcnonb3oBaTb 24-4yacoBoi Wcnonb3oBaTb 24-4yacoBoi
¢popmat BpemMeHu ¢popmat BpemMeHu

PucyHok 17 PucyHok 18

B cnyyae HeobxoAMMOCTM 3a4aTb YaCOBOM MNOAC, BPeMs WU AaTy BPYYHYHO
TpebyeTcs BbINONHUTbL Ceaytolne AeNCTBUA:

— ANA  YCTAHOBKM 4aCcOBOro Mosca: KOCHYTbCA noas «YacoBoW nodAc»
(cm. PucyHOK 17) M Ha OTKpbIBLUENCA CTpaHMLUe BbibpaTb Heobxoammoe 3HadeHue. s
yCKOpeHMa npolecca Bbibopa MOMKHO BOCMO/b30BaTbCA Nosem noucka (PucyHok 19) u
KOCHYTbCA KHOMKKM «[1oATBEPAUTLY AN COXPaHEHUA AaTbl MO0 KHOMKKM «OTMEHUTb» ANA
OTMeHbl onepaumn. [danee BbiOpaTb GopmaT BPEMEHM, KOCHYBLUMCH MepeKkatovaTend
«Mcnonb3oBaTb 24-4yacoBo dopmaT» (cm. PucyHok 17) ana otobpaskeHuAa BpemeHu B
cooTBeTCcTBYOWEM dopmaTe. ECAM AaHHbIA MNYHKT HE aKTMBMPOBAH, Bpems bOyaer
oTobparkaTbcA B 12-4yacoBom dopmaTe C YTOYHEHMEM «A0 MNOAYAHA» WAM «nocne
NONYAHAY;

— ONA  YCTAHOBKM  AaTbl:  KOCHYyTbcA nona «[ata» (cm. PucyHok 17), Ha
OTKPbIBLIENCA CTPaHWULLE KOCHYTbCA TeKyllen AaTbl U BblOpaTb M3 CNMCKA TEKYLWMA roj,
MecaL 1 ymcno (PucyHok 20). lanee KOCHYTbCA KHOMKK «[loATBEPANTL» ANA COXPaHEHMS
natbl B0 KHOMKM «OTMEHWUTb» ANA OTMEeHbl onepaumu. B cnyvyae noATBepKAEHMA
BbiOpaHHAA AaTa OTOOpasMTCA Ha CTPaHMLLEe HACTPOMKM AaTbl U BPEMEHM, B C/ay4ae
OTMEHbI JaTa OCTAHETCA NPEXHEeN;
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| OTMeHUTb MopTeepantb

23 sHBaps 2024

nH BT cp 9T nr c6 BC

%5 16 17 18 19 20 21
22 23 24 25 26 27 28

29 30 3 1 2 3 4

PucyHok 20
— [ONA  YCTAaHOBKWM  BPEMEeHW: KOCHYTbCA No/A
«Bpema» (cm. PucyHok 17), B pesynbTaTe 4ero

oTobpasutca undepbnaT, meTka BO BHYTPEHHEM Kpyre
KOTOPOro UrpaeT Po/ib YaCOBOM CTPEKU, BO BHELIHEM —
MWHYTHOM (PucyHoK 21). [ns yCTaHOBKM HEobXoAMmoro
3HaYeHMA cneayeT NooYepeiHO KOCHYTbCA KayKAoW K3
METOK 3Ha4Ka 1, nepeaBunras ee no MM NPOTUB YaCOBOW

CTPenKkW, YCTaHOBUTb B MO3MLMUK, COOTBETCTBYHOLLEMN
TEKYLLEMY BPEMEHMN;
— KOCHYTbCA KHOMKM «MoartsepanTb»  ANA

COXPaHEHWA YCTAHOBNEHHOIO BPEMEHM MO0 KHOMKM
«OTMEeHUTb» ANA  OTMeHbl onepauun. B caydae
NoATBEPXKAEHMA BblOpaHHOE Bpems o0Tobpas3nTcAa Ha
CTPaHMLE HAaCTPOMKM AaTbl M BPEMEHMU, B C/ly4ae OTMEHDbI
BPEMA OCTAHETCA NPEXHUM.

1.4. HacTtpoitka MY

AomuHucTpatopy MY A0CTYNHbI CaeaytoLmMe BO3MOXKHOCTY:
— uncnonb3oBaHue SIM-kapT (n. 1.4.1);
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— Bblbop pexnma USB-noakntouerHuns (n. 1.4.2);

— HaCcTpoMKa BepxHero meHto (n. 1.4.3);

— HacTpoMka MM (n. 1.4.4);

— MOJ1Ib30BaTENbCKOE XpaHUAMLLEe Katoden (n. 1.4.5);
— areHT nonb3osaTena (n. 1.4.6).

1.4.1. icnonb3oBaHue SIM-KapT
1.4.1.1. NMpwAsKa 1 oTBA3Ka SIM-KapT

BHUMAHWE! AkTnBauma n aeaktmauma GyHKUMM «MpmBasKka SIM-KapT» AOCTyMNHa
TO/IbKO NMocne nepesarpyskn MYV.

B uenax peanusauuy  KOHTPONA  [OCTyna W

nosblweHna 6esonacHocT 8 OC ABpopa npeaycMoTpeHa

R ——— BO3MOMHOCTb  HAa3HauMTb  JoBepeHHble  SIM-kapTbl,
e BbIMNOJIHMB CneaytoLme 4encTBns:

MOBUNbHOM CBS3N Ha YCTPOCTBE NpU

s iengraResjsioH S/ -sapr — OTKPbITb MEHI0 CUCTEMHbIX HACTPOEK KacaHWem

| Mpues3ka SIM-kapT K ycTpoincTay

3HaYKa @ Ha DKpaHe NpunoxKeHni (cm. PucyHok 1);
— KOCHYTbCA MyHKTa MeHto «llpmBAska SIM-KkapT K

yctponctey» & B nogpasaene «besonacHoCcTb»;

— Ha  OTKpbIBLWIENCA  CTpaHUUEe  aKTUBMPOBATb
nepekntoyaTesb «BKNHOUYNTD npmeAasky  SIM-kapT»
(PvcyHOK 22) 1 noaTBEPANTL AENCTBME BBOAOM TEKYLLETO
napons (cm. PucyHok 4).

MPUMEYAHUE. [nAa BbINOAHEHMA NPUBA3KK U
oTBA3KM  SIM-KapTbl  HeobxoauMmo, 4YToDObl  AaHHaA
SIM-kapTa Oblna BcTaBneHa B MY, a nepekntoyatenb
«BKIHOUMTL NpUBA3KY SIM-KapT» akTMBUPOBaAH;

PUCyHOK 22



MpuBaska SIM-kapT K yCTpoOUCTBY

Bkniountb npueasky SIM-kapt
BHumaHue! BknioyeHue gaHHou onumm
3a610KMpYeT UCTIoNb30BaHUe
MOBMNBHOI CBSA3U Ha YCTPOWCTBE NpU
Hanuyum HenpuesisaHHoi SIM-kapTbl

YctaHoBneHHble SIM-kapTbl

SIM1|[ROSTELEC(

ICCID:897012062¢€ anBﬂaaTh

Paspewwutb SIM-kapTy no macke

ICCID SIM-kapTbl

PaspewmTs

Cnucok paspeluéHHbix SIM-kapT

®

PucyHok 23

MpuBaska SIM-kapT K yCTpoOUCTBY

Bkniountb npueasky SIM-kapt
BHumaHue! BknioyeHue gaHHou onumm
3a610KMpYeT UCTIoNb30BaHUe
MOBMNBHOI CBSA3U Ha YCTPOWCTBE NpU
Hanuyum HenpuesisaHHoi SIM-kapTbl

YctaHoBneHHble SIM-kapTbl

SIM1|[ROSTELEC(

ICCID:897012062¢€ Oresisatb

Paspewwutb SIM-kapTy no macke

89701206269065692642

Paspewntb

Cnucok paspeluéHHbix SIM-kapT

®

PucyHok 24
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— Ha  OTKpbIBLIEWNCA
«YCTaHOB/NIEHHbIE

CTpaHuLue B
SIM-KapTbI» KOCHYTbCA KHOMKMN
«MpuBAsaTb» cnpaBa oOT Heobxoammon SIM-KapTbl
(PucyHoOK 23)  ana  npwsa3kn  SIM-kapTbl K MY, B
pe3ynbTaTe Yyero oHa byaeT npmes3aHa K MY;

— B noapaszene «Paspewntb SIM-KkapTy no macke»
BBecTn ICCID Tpebyemon SIM-KapTbl M KOCHYTbCSA KHOMKM
«PaspewnTb», ANA paspeweHma ucnonb3oBaHma SIM-
KapT, HE BCTaB/IEHHbIX B AaHHOe MY 1 He NpuBA3aHHbIX K
Hemy (PucyHok 24).

MPUMEYAHME. ICCID npeacraBaseT cobon
YHUKaNbHbIM cepuinHbiM Homep SIM-KapTbl U coaepuT 20
CMMBONOB. ECnM  Ko/M4ecTBO BBOAMMBIX  CMMBOJIOB
oTamyaetca ot 20, To Ha 3kpaHe MY oTobpasutca
COOTBETCTBYIOLLEE yBegOMAEHME (PUCYHOK 25).

noapasgene

Mpuesaska SIM-kapT K ycTpoMUCTBY

BkniounTe npuesasky SIM-kapt
BHumaHKe! BknioyeHwe gaHHOM onumm
3aGnoKMpyeT MCnonb3osaHue
MoBKUNLHOW CBA3W Ha YCTPOACTBE NpKU
Hanu4um HenpuesaaHHo SIM-kapTbl

YcraHoBneHHble SIM-kapTbl

SIMT[ROSTELEC(

ICCID:897012062 anBﬂSaTb

Paspewwntb SIM-kapTy no macke

000

ICCID SIM-kapTbl
HekoppekTHblit BBOA. ICCID gomkeH copepXaTb He
Gonee 20 CMMBOMNOB - TOMBLKO LUPLI M cUMBONLI ™',

PaspewuTb

Cnucok paspeluéHHbix SIM-kapT 0]

PucyHok 25

Ona TOro, 4ytobbl 0TBA3aTb OT MY paHee npuWBA3aHHYD K Hemy SIM-kapTy,
HeobXoAMMO BbINONHUTL CAeaytolme AeNCTBUS:

— B nozpasgenie «YcraHoB/sieHHble SIM-KapTbl» KOCHYTbCA KHOMKWM «OTBA3aTb»
cnpasa oT Heobxoammown SIM-KkapTbl (cM. PUcyHoK 24);
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— Ha OTKPbIBLLEMNCS CTPaHULLE KOCHYTbCA KHOMKK «OTBA3aTb» A1A NOATBEPHKAEHUA
onepaunmn 1Mb0o KHOMNKM « OTMEHUTbY A8 OTMeHbI (PUCYHOK 26);

— B pe3ynbrate oTBA3KM SIM-KapTbl oT MY o0T00pa3nTca COOTBETCTBYHOLLEE
yBegomneHune (PucyHok 27).

| OTMEHUTb OTBA3aTb | | Mpueazka SIM-kapT K YCTPOUCTB!

! Cucrema
= o6unbHas cBsi3b 3a6nokuposa
[aHHas SIM-kapta 6ynet Mo6 6.
YctaHoBneHHble SIM-kapTbl He
OTBFI3C-‘]'Ha O STaC NPMBA3aHbl K aHHOMY YCTPOWCTBY U
yCcTpoucTBa He MOryT 6biTb UCMONb30BaHbI.

Mocne ynaneHus SIM-kapta 6yget MepeiTi B HaCTPOKU
3abnokvpoBaHa Ha [aHHOM YCTPOICTBeE.
Bbl yBepeHbl, 4To xoTUTE yaanuTb SIM-
kapTy 89701206269065692642 ?

YcraHoBneHHble SIM-kapTbl

SIM1|ROSTELECC
ICCID:8970120626

MpuessaTb

Paspewwts SIM-kapTy no Macke

ICCID SIM-kapTbl

ICCID SIM-kapTbi

Paspewwmtb

Cnucok paspelénHbix SIM-kapT ®

PucyHOK 26 PucyHok 27
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1.4.1.2. [lpocMOTp 1 yaaneHue paspelleHHbIx SIM-kapT

| Cnuncok paspeLuéHHbix SIM-kapT 2

89701206219003881203

89701206269065692642

PucyHok 28

Cnucok pa3peLuéHHbix SIM-kapT

89701206219003881203
Yoanutb

89701206269065692642

PucyHok 29

[na npocmoTpa CnMcKka paspeweHHbix  SIM-KkapT
HEeobXoAMMO KOCHYTbC Nons «CnUCOK pa3peLleHHbIX
SIM-kapT» (cm. PucyHOK 25), B pe3ynbtate 4ero
0TO0OPaA3nTCA CTPaHMLA CO CMMUCKOM M KonmnyectBom SIM-
KapT, WCMO/Ab30BaHME KOTOPbIX pa3peweHo Ha MY
(PucyHoK 28).

Nna ynaneHns SIM-KapTbl M3 CNMUCKA pPa3peLleHHbIX
HeobX0AMMO BbINONHUTL CAeytollme AeNCTBUA:

— KOCHyTbcA M yaepxuneaTb ICCID Tpebyemon SIM-
KapTbl;

— B KOHTEKCTHOM
«Ypanutb» (PucyHok 29);

— Ha OTKPbIBLIENCA CTPaHULE KOCHYTbCA KHOMKMK
«Y[anutb» ANa NOATBEPXAEHMA onepaumnmnm AMbo KHOMKM
«OTMEHUTL» ANna oTMmeHbl (PucyHok 30).

MeHH KOCHYTbCA MYyHKTa

OTMeHUTb Ynanutb

[aHHag SIM-kapTa 6yget
yoasneHa 3 crnucka
paspeLlEHHbIX ANs 3TOro
yCTpOWMCTBa

Mocne yaanenus SIM-kapta 6yget
3a6n10KkMpoBaHa Ha JaHHOM YCTPOUCTBE.

Bbl yBEpPEHDI, 4TO XOTUTE YoanuTb SIM-
kapTty 89701206219003881203 ?

PucyHok 30
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1.4.1.3. Hactpomka PIN-koga ana SIM-kapTbl

3aWwuTa  yCTaHOBAEHHOM Ha MY  SIM-KkapTbl

l PIN-kon o
obecneunaeTca ¢ nomoulbto PIN-KoAa, KOTOPbIA MOMKHO
SIM1 | ROSTELECOM aKTUBMPOBATb/AEaKTUBMPOBATb OTAE/NbHO ANA KaXKA0oM 13
3anpaumsats PIN-kopg, SIM-Ka pT.
Wamerus PIN-kon MPUMEYAHUE. B 33BMCMMOCTM OT KOHCTPYKTUBHBbIX
ocobeHHocTen MY gonyckaeTca yCTaHOBKa A0 AByX SIM-
SIM2 | HeussecTHbIV
KapT.

Het SIM-kapThbl B criote

Ona HacTporkn PIN-Koga HeobxoaMMO BbIMOAHWUTb
cneaytowme aencrema (PucyHok 31):
— OTKPbITb MEHID CMCTEMHbIX HACTPOEK KacCaHWem

3Ha4Ka @ Ha DKpaHe NpuoXKeHun (cm. PucyHok 1);

[
— KOCHYTbCA MNyHKTa MeH  «PIN-koa» *** B
noapasaene «besonacHoCTbY;
— KOCHYTbCA nepeKkntoyaTena «3anpalmBaTb

PIN-koa» Tex SIM-KapT, KOTopble HEODXOAMMO 3aWMTUTL
BBOAOM PIN-Koaa nnMbo CHATb 3aLMTY.

PucyHok 31

Mocne aktuBaumm PIN-kKoZa oH ByaeT 3anpallmBaThCs NPU KaxKaomM BRAoYEeHUN MY
(PucyHok 32). B cnyyae TpexkpaTHoro BBoga HesepHoro PIN-kogaa SIM-kapTa 6yaet
3ab10KMpoBaHa N ansa ee pa3biokmMpoBKkM noTpebyetcs PUK-Koa, AnAa BBOAA KOTOPOro
npepoctasnsetca 10 nonbiTok (PucyHoK 33).

NMPUMEYAHUE. PUK-koa npeaocTaBaseTcA onepaTopoOM COTOBOM CBA3M.

Mocne BBOAa BepHoro PUK-Koaa oTobpasunTcs cTpaHmua ana nameHenua PIN-koaa
(cm. PucyHok 31), Ha KOTopoi HeobX0AMMO BbINONHUTL CAeAyIoLLIMe AEeNCTBUA:

— KOCHYTbCA KHOMKKN «M3meHnTb PIN-Koa»;

— BHECTM COOTBETCTBYHOLIME W3MeHeHMA B pasgene SIM-KkapTbl, KOTOPYO
TpebyeTca 3awmnTnTb BBOAOM PIN-KOAa.



22
AOMT.10034-02 91 01

Beepgute PIN-kog
SIM1 | ROSTELECOM

PucyHOK 32 PucyHok 33

1.4.2. Bbibop pexumma USB-noakntoyeHma

Ons Bblbopa pexnma USB-nogkntodeHma HeobxoauMmo BbIMOAHUTL caeaytouine
AencTBns:

— OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KacaHMemM 3HauyKa @ Ha JKpaHe
NPUNOXKEHUIM (cM. PUCyHOK 1);

— KOCHYTbCA  MNYyHKTa  MeHto  «USB» ‘l’ B noapasgene  «YnpasseHue
COeAUHEHUNAMMY;

— Ha OTKPbIBLUEMCA CTPaHWULLE KOCHYTbCA nona «Pexum USB mo ymonyaHutoo» u
BbI6paTb HEOHXOAMMOE 3HaYEHME M3 PACKPbIBAtOLLErOCcA cnmcka (PucyHok 34).

NMPUMEYAHUA:

v’ B ciyuae Bbibopa nyHKTa «Bcerga cnpalmsaTb» nNpu nogxatouern MY k 3BM c
nomoulbto USB-kabena Ha MY oTtobpa3unTtca okHO ¢ Bbibopom perknma USB-noakntoueHms
(PrncyHoK 35);

v’ 3HaueHue «Obwumit JocTyn K MHTEepHEeTy» oTobparkaeTca TONbKO Npu akTUBaLum
COOTBETCTBYHOLMX MNepekntodaTeneit B NyHKkTe meHto «O6WMA aoctyn K MHTepHeTy».
MoapobHoe onncaHme HacTPOMKKM obLiero AocTyna K VIHTepHeTy NpuBeaeHO B AOKYMEHTE
«PykoBoacTeo nosb3zosatena» AAMI.10034-02 90 01;

v 3HaueHne «Pexunm paspaboTymka» oTOBpa)kaeTca TOMbKO MpU  aKTUBaLMK
COOTBETCTBYIOWMX MNepeKkatovatener B MNyHKTe MeHlo «CpeacTBa  pa3paboTyumka
CMCTEMHbIX HacTpoeK (noapasaen 3.1).
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USB
USB-ka6enb nogkoyeH

BK/TI0YEH NPOTOKON Nepeaayn MepekniounTbCs Ha OAUH U3 CeAYIoLMX

eXVMOB
myneTumegua (MTP) P

8 & 4

O6Lwmi Pexvum  [potokon  Tonbko
Pexwum USB no ymonyanuio [OCTYnK  paspaboT nepefauM  3apsaka
Tonbko 3apsapgka WHTepHeT yuka MyfbTUME
y ava
Bcerpa cnpaluveaTh (MTP)

O6wwit pocTyn kK MHTepHeTY
Pexwum pa3paboTtunka
Mpotokon nepepayn mynstumeaua (MTP)

Tonbko 3apsaka

ole

PucyHok 34 PucyHok 35

1.4.3. HacTpoiiKka BEPXHErO MeHto

MPUMEYAHMUE. MoapobHoe onmcaHMe HACTPOMKM BEPXHErO0 MEHK MNpWBEAEHO B
AOKyMeHTe «PyKkoBoACTBO nosb3osaTena» AAMI.10034-02 90 01.

[Onsa nobasneHns B BepxHee MeHt0 QYHKUMIM, AOCTYMHbIX TONbKO aAMMHMUCTPATOPY,
HeobxoAMMO BbINOAHUTL CAeaytoLme AENCTBUA:

— OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KacaHMem 3HadKa @ Ha DKpaHe
npunoxeHui (cm. PucyHok 1);

— KOCHYTbCA MyHKTa MeHI «BepxHee mMeHo» S B noapasaene «BHewHun sua u

OYHKUMNY;
— BblbpaTb HeobxoAMMble PYHKUMU KacaHMem nepekatodatenei (PucyHok 36), 8
pe3ynbTaTe Yero AaHHble GYHKLMKM 0TOBPa3naTca B BepxHeM MeHto (PucyHoK 37).
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Apnbikun 1113 v 4+ TD

OTU SpNbikK1 NPefoCTaBNKIOT ObICTPbIN
[OCTYN K pasnnyHbiM GyHKLUMSM U

HaCTDO;ﬂ(aM CUCTEMDI L]
(o)
OTKPbITb KanbKynsTop 2 .

o
3anycTuTb CeKyHaoMeEp O 2 vionsi, BTOPHUK
YcTaHOBUTL TallMep g LR = -
= uetoot
e © omp * Bbiknio4eHo
YcTaHoBUTb ByAUNbHUK @ WLAN Bluetooth
SIM1 ROSTELECC
CnenaTb cen¢“ D
SIM-kapTa Ans BbI30OBOB Mo6unbHbie gaHHbie
3anucarb BUAEO x

¥ ¢ @& 9

CospaTb 3aMeTky =
Asnapexum He 6ecriokoutb OpueHTauus Touka gocTyna
OTKPbITb ANKTOGOH | I| 1 -
© U g &
Cucrtema leonokauus VPN PaspaboTka MCTOMHMKM I
. =
# CpepncTsa paspaboTymka & -
SpkocTb
BesonacHocTb
: : ) V4
# McTouHukmn npunoxeHun 63
Hacrpoitku W3amenuTs
PucyHok 36 PucyHok 37

1.4.4. Hactponkun M1

MPUMEYAHUE. AoMmnHUCTpaTop MMeeT AOCTYN K AOMNOAHUTENbHbIM HACTPOMKaM
M1, onMCaHHbIM KaK B HACTOAWEM [AOKYMeHTe, Tak M B JAOKYMeHTe «PyKoBoACTBO
nonbzosatena» AAMI.10034-02 90 01.

Ona  nononHUTenbHom HacTtponkn MIT HeobXxoAMMO BbINMOJIHWUTL Caeaytouime
NencTens:

— OTKPbITb MEHIO CMCTEMHbIX HACTPOEK KacaHMem 3HayKa @ Ha 3JKpaHe
NPUNOXKEHUIM (cM. PUCyHOK 1);

— NepenTun BO BKAAAKY «[TPpUNOKEHUA;

— KOCHYTbCSt 3Ha4Ka cooTBeTcTBytoWEero Ml n 3aaatb Tpebyemble HAaCTPOMKM.



| TenedoH

CyY&éTYMnKM BbI3OBOB

Ucxopsawume Bbizobl: 0:00:00
Bxogsuwue Bbizosbl: 0:00:00
Bce BbizoBbl: 0:00:00

f ) C6pOCUTb CYETUYMKM BbI3OBOB

CoobuieHus 6eicTporo oTeeTa

Cospaitte fo 5 coobueHuin ans 6bicTpoOro oTeeTa,
KoTopbie Bbl cCMOXeTe oTnpaensTh nocne
BbIK/IOYEHMS 3BYKa NPU BXOASALLEM Bbi30BE.

f N3MeHUTb 6bICTpbie OTBETbI

WcTopus BbI30BOB

BbICTpbIli BbI3OB

[lns coBeplueHus Bbi3oBa notpebyeTcs
KOCHYTbCSi HEOBXOMMOr0 KOHTaKTa B
MCTOPUM BbI3OBOB

3anucb pasrosopa

#  3anucb pasrosopa
BO3MOXHOCTb BKIOYUTb 3aNUCh pasrosopa

PucyHok 38

(? C6pocuTb CHETHMKM BbI3OBOB

CoobLyeHus 6bicTporo oTeeTa

Cospaiite Ao 5 coobLueHuit ans 6bicTPOro oTBeTa,
KoTopble Bbl CMOXeTe oTnpaBnsTh nocne
BbIK/TIOYEHUS 3BYKa NPU BXOASLIEM Bbi30BE.

2 Wamenntb 6biCTpble OTBETbI

WcTopusa Bbi3oBoB

BbICTpbIV BbI3OB

[ins coBepLueHus Bbi3oBa noTpebyetcs
KOCHYTbCS HeOﬁXOAMMOI’O KOHTaKTa B
WUCTOPWU BbI3OBOB

3anucb pasroeopa

3anucb pa3roBopa
BO3MOXHOCTb BKIIOYUTD 3anuch pasrosopa
BO BpeMﬂ aKTUBHOIO BbI30OBa.

3anucaHHble Bbi30BbI
2 Bbl30Ba

3a610KMPOBaHHbIE BbI3OBbI

386ﬂ0KMpOBaH Hbl€ KOHTaKTbl

PucyHok 39
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[Ins nononHUTeNbHOM HacTpolkn MI1 «TenedoH»
Heobxo4MMO BbINONHUTL Ceaytolme AeNCTBUA:

— KOCHYyTbCA nona «CHpoCUTb CYETYMKM BbI3OBOBY
Ana cbpoca cyeTymMKa Bbl3oBa (PucyHok 38);

— aKTMBMPOBaATb nepekatoyaTenb «3anuncb
pa3roBopa» Aas 3anMcK Pas3roBopa BO BPEMA aKTMBHOIO
BbI30Ba (PucyHok 39);

— KOCHYTbCA NOAA «3anncaHHble BbI3OBbI»
NPOCMOTPa MHPOPMALIMM O 3aNMCAHHbBIX BbI30BAX.

[ns  BbINOAHEHUA AeNCTBUIM Hag, 3anucaHHbIMK
BbI30BaMW CNefyeT KOCHYTbCA MOAA C KOAMYECTBOM
3aNMCaHHbIX BbI30BOB M Ha OTKPbIBLIENCA CTpaHuLe B
KOHTEKCTHOM MEHIO BbI30BA KOCHYTbCA MyHKTa C
HeobxoanmMbim aenctemem (PucyHok 40).

ana

Metp 18:31
& 0:04

Mo3BoHUTL
OTKpPbITb KAPTOYKY KOHTaKTa
Yoanuto

MNopenuTtbca

Metp 18:20

PucyHok 40
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[ns nononHuTenbHom HacTtpokm MI «CoobuieHna»
Coobuienus G HeobxoaMMo BbIMOJIHUTL chenyrouime nencTema
(PucyHok 41):

— B nogpasgene «SMS» npocmotpeTb agpec SMS-
sMs LEeHTPa;
ki s — aKTMBMPOBaTb  nepekntoyatens  «OTyeTbl O
Appec SMS-ueHTpa

AOCTaBKe» ANA 3anpoca oTyeTa 0 AocTaBke SMS.

(®) SIM1|ROSTELECOM

#  OTyeTbl 0 poCTaBKe

SRR SERE S MNMPUMEYAHWUE. [na aKTMBauMM nepekntoyaTens
e e s ot [lOCTAaTOYHO KOCHYTLCA MO/, B KOTOPOM OH PacnoiOKeH:
KoTopble 6yaeT pasbuT HabpaHHbIit TEKCT, U

conieoTs0 cMEON0B B MoceReM nepeknoyaTenb HayHeT CBETUTBCA ApYe, Yem B

coobLeHmn

" COCTOAHMM NO YMONYAHWNIO (HEAKTUBHOM).

MakcumanbHbii pa3zmep coobLieHns
CpegHuit

Pa3amep coobLueHns MOXET 6biTb OrpaHu4eH
onepaTopoMm OTMpaBUTENs UMK NonyJaTens

3anpalumBaTtb oTyeThl Het
Bbl MOXeTe 3anpalumpaTh OTHETbI O LOCTaBKe U
npoyteHun MMS

YBegomnatb o npoYTeHUU
OtnpasuTens 6yaeT yBeAOMAEH O TOM, YTO

PucyHok 41

1.4.5. Nonb30BaTENbCKOE XPAHU/IULLLE KAOYEN

[Monb3oBaTENbCKOE XPAHUANLLE KAKOYEN NpeAHa3HAYeHO AN1A XPaHEHNA KAYen n
cepTMdmKaToB, NpPK 3TOM OrpaHMYeHMe [A0CTyna K XpaHuauuly obecneymBaeTca
WwTaTHbIMK cpeacTeammn OC Aspopa (pasagen 4).

NMPUMEYAHUE. Monb3oBaTeNnbCKoe XPaHUANULLE KAOYEen CO343aeTCA AN KarKAoW
YYETHOM 3anncK ponemn n HaxoamTca B Nanke SHOME/ . softhsm.

Co3gaHMe  MNONb30BATE/NbCKOrO  XpaHWAMWA  KAOYeW  OCylLecTBAAeTCA B
cneayrowmx Cayyanx:

— nep.oe BKAOYeHMe MY B pexxmme aiMMHUCTPATOPa;

— CO3JaHue y4eTHOM 3anncK nonbzosaTtena (n 1.2.1) c nomoulbtlo cepBuca user-

managerd, [MNPW 3TOM CKPUNT initialize-user-keystore.sh XPaHWUTCA B Manke
create.d

1.4.6. AreHT nonb30BaTens

AreHT nonb3oBaTensa (User Agent) — 3To umaeHTUPUKaTop Opay3epa, KOTOPbIM
nepenaeTcs B 3arosoBke http-3anpoca K cepBepy, OTBET CepBepa MOXKET 3aBMCETb OT
[AHHOTO NAeHTUPUKATOPa, N MOXKET ObITb 3aJaH:

1) Mo ymonuyaHuio B UHTepdence, onmcaHMe KOTOPOro npusBeseHo B JOKYMEHTe
«PykoBoacTeBo nonb3osatens» AAMI.10034-02 90 01;

2) C nomolubto panna ua-update. json, KOTOPbIN:

— MMeeT nona hostname W useragent wm MNYyTb /home/defaultuser
/.local/share/org.sailfishos/browser/.mozilla/ua-update.json;
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— onpeaenAeT areHT Noab30BaTeNA ANA OTAE/IbHbIX CAaNTOB.

MPUMEYAHUE. Mpn n3meHeHmn dalina ua-update.json BPYYHYO HEOOXOAMMO
nepesanyctutbe MI1 «bpay3sep».

O6HOBANEHME MOXKET NPOMUCXOANTb CeayroLMMmM cnocobamm:

— C MOMOLULbIO 3HaAYeHMA MO YMOJYaHWIO, Korga oTcyTcTByeT dann ua-
update.json. [eHepaums danna ocyulecTBnserca W3  /usr/share/sailfish-
browser/data/ua-update.json.in;

— C nomolbto Beb-canTa, Koraa ¢ann ua-update.json 0OHOBAAETCA Yepe3 CeTb
MHTepHeT. [lonyyeHne daina  ocyuwlectsaaeTca nocpeactsom  http-zanpoca B8
M1 «bpay3ep» Ha onpeaeneHHbI apec B CETU MIHTepHeT.

NPUMEYAHMUE. Mpn nepsom 3anycke MI «bpay3ep» 3anpoc K cetn NHTepHeT He
ocyllecTBnfaeTca, a daln ua-update.json reHepPMPYETCA MO YMOAYAHMIO.

1.5. HacTpoWKa ceTeBbix BO3MOXKHOCTEM

1.5.1. HacTponKa npuHTEpa

BHUMAHMWE! MoapobHas nHdopmauma o neyaty pannos npuseaeHa B JOKYMeEHTe
«PykoBoacTBo nonb3osatensa» AAMI.10034-02 90 0O1.
B OCABpopa npeaycMoTpeHa  BO3MOMHOCTb

IS - nobasneHna  npuHTEpa, ANs  3TOro  HeobxoAMmo
BbIMONHUTL CAeaytollmMe AeNCTBUA:

— OTKPbITb MEHI CUCTEMHbIX HACTPOEK KacaHuem
3Ha4yKa @ Ha JKpaHe NPUNOKEHN,;

Y Bac elue HeT Np1HTepoB — KOCHYTbCA TMyHKTa MeHl  «[1puUHTepbI» = g

noapasaene «YnpaBaeHne CoOeAMHEHNAMMNY;

— MOAKMOYUTL MpuMHTEP K MY € noMOLLbo
USB-kabena yepe3 nepexoaHnk USB-OTG nnbo no cetu
[lo6asuTs npusTep WLAN (paboTa c npuHTepamu no ctaHaapTy Mopria);

— Ha  OTKpbIBLIENCA  OAHOMMEHHOW  CTpaHuLe
KOCHYTbCA KHOMKK «[J0o6aBuTb NpuHTEpP» NMHO B NpPaBom

BEPXHEM YI/ly KOCHYTbCA 3HayKa + (PucyHok 42), B
pe3yabTaTe byaeT BbIMONHEH NOUCK YCTPOWMCTB;

PUCYHOK 42
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— Ha OTKPbIBLWIENCA CTPaHWULE BbIDpaTb YCTPOWNCTBO,
| Ao6asuTs npuHTep 5
KoTopoe Heobxoanmo A06aBuTb (PrcyHok 43);
NOEHHbIE YCTPOWCTB: 7
HEpRESS S — B MPaBOM BEPXHEM YIy KOCHYTbCA 3Ha4yKa = ans
SR RS 06HOBEHMA MHOOPMALMM O HAaAEHHbIX YCTPOMCTBAX;
— BBECTM MMA NPUHTEPA B NOJE BBOAA M KOCHYTbCA
KHOMKK «[ob6aBuTb» (PucyHOK 44), B pe3ynbTaTe 4ero
NpUHTEP OTobpasuTCcA Ha  CcTpaHuue  «[lpuUHTEpbI»
(PucyHoK 45).
PucyHok 43
| OTMeHUTb Ho6asutb MpuHTepbI ®
[o6aeutb NpuHTEP Mo nputTepol
HP Color Laser 150 HP Color Laser 150
Wms npuHTepa

PucyHok 44 PncyHok 45
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ana nepemmeHoOBaHMA NMEHMN NpUHTEepa
Heobxo4MMO BbINOSHUTL Ceaytolme AeNCTBUS;
O npuirepe — Ha CTpaHuue «[TpUHTEPbI» BbIOpATh
HP Color Laser 150 HeobxoAMMbl NPUHTEP, KOCHYBLUNCH €r0;

— Ha OTKPbIBLIENCA CTPaHWLLE BBECTM HOBOE WMA
npuHTepa (PrucyHok 46);

HP Color Laser 150

Gh

— KOCHYTbCA  3Ha4Ka ANA  NoATBEpPXAeHMUA
[EencTBus, B  pe3ynbTaTe WMMA  NpuHTepa  byaer
nepeMmeHoBaHo.

[na ypaneHna nNpuHTEPa M3 CNMCKa Heobxoammo
BbIMONHUTb CAeaytolme AeNCTBUA:

d the you i to of . — Ha  cTpaHuue  «[lpUHTEpPbI»  KOCHYTbCA MU
q|wie|r|ty|ulifo|p YAEPXKMBATb HAa3BaHME NPUHTEPA, KOTOPbIM HeobXoaAMMO
ajs|d|{ffg|h|] k]|l Y4ANNTb;
~zxcvbnm « — B KOHTEKCTHOM  MEHK  KOCHYTbCA  MYHKTa
= . 1 «Ypanuto» (PucyHok 47) nnbo OTKPbLITb MPUHTEP U B
NpaBoM  BepXHemM  Yray  KOCHYTbCA  3HauyKa [}
(PcyHOK 46);

— Ha OTKPbIBLIEMCA CTPAHMULE KOCHYTbCA KHOMKU «YAanuTb» AN NOATBEPKAEHMA
onepaunmn 1M60 KHOMKM « OTMEHUTLY 414 OTMEHbI onepaumm (PrucyHok 48).

PucyHok 46

| MpuHTEpDI ® | OTMEeHUTb Ypanutb

Mow npuHTepbI Yoanutb anHTep?

Bbl AeNCTBUMTENbHO XOTUTE YAaNUTh

HP Color Laser 150
npuHTep HP Color Laser 150?

Ynanutb

PucyHok 47 PucyHok 48
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1.5.2. Ucnonb3oBaHue VPN-coegmHeHMA

VPN — 3TO 3allMUIeHHas ceTb, NpeaoCTaBAAoLLas BO3MOMHOCTb YCTaHaBAMBATb
3alWndpoBaHHOE coeaMHEeHMe C YAANeHHbIMW cepBepammn Beb-caiToB B ceTU MHTepHeT.
Mpu NOAKAOYEHUW K yAaNEeHHOMY CepBepy nosib3oBaTenb noaydaeT IP-agpec B pervoxe,
rAe pacnonaraeTca AaHHbI cepsep.

B oT/numne oT npokcu-cepsepa, VPN BHayasfe BbIMOAHAET MNOAKAOYEHUE K CETH,
KoTopas 3aTeM obecneuymBaeT coeanHeHne ¢ TpebyembiM cepBEPOM HaMPAMYIO, MPU 3TOM
WndpoBaHME [AaHHbIX MO3BOMAET 3alMTUTb MNAPOAM U UHYID KOHOUAEHLMANbHYIO
MHGOPMaLMIO OT yrpo3 6e30nacHoOCTU.

BHUMAHMUE! [Ona oTtobpaxkeHuns noaaeprmBaembix
| [No6asutb VPN @
VPN-nnarmHos B nNyHKTE MeHK «VPN» nozpaszaena
«YnpassieHue COeaMHEHNAMM» HeobxoaMMo
NOMOJIHNTE/IbHO YCTAaHOBUTL CTOPOHHME VPN-pelleHuna, He
ABnAroLLMeca BCTpoeHHbIMK B OC ABpopa.
B cnyvyae otcyrctBuMAa  noadepxumsaembix  VPN-
VPN-nposaiiaepbl He NNarMHOB Ha akpaHe MY oTobpasnTca COOTBETCTBYyHOLLEE
yCTaHOB/IEHbI. yBegomneHne (PucyHok 49).
PucyHok 49

1.5.3. 3apaHume URL-agpeca

MPUMEYAHUA:

v MoppobHoe onucaHne HacTpolkn cetm WLAN npuseseHo B OOKYMeEHTe
«PykoBoacTeo nonb3osatens» AAMI.10034-02 90 01;

v 3aganne URL-agpeca a4 cepsepa MpoBepku cetTu MHTepHeT, a Takke NTP-
cepBepa, byaeT NPMMEHEHO KO BCEM YYETHbBIM 3aMNCAM, CO34aHHbIM Ha MY.

IOna 3apaHma URL-agpeca ana cepsBepa NpoBepKM HeobXxoAMMO BbIMOAHUTL
cneayolme AencTBmA:

— OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KacaHMem 3HauKa @ Ha JKpaHe
NPUNOXKEHUIM (cM. PUcyHOK 1);

— KOCHYTbCA  NyHKTa MeHt  «WLAN» S B nogpasgene «YnpasneHue
COeAUHEHUAMMY;
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— KOCHYTbCA Nona «PacwmnpeHHble HacTponkm» (PrucyHok 50);
— Ha OTKPbIBWEWNCA CTpaHMLEe 3anoJHWUTb HeobxoaMMble MoAA B noapasgene

| wLAN
PaclunpeHHble HacTpokn @
WLAN
# WLAN =

PucyHok 50

«URL-agpeca cny:xbbl» Ana npoBepKn Aoctyna K ceth MHTepHeT (PucyHok 51).

PaclumpeHHble HacTPOKK

R570E

Wwms ycTpoiicTsa
Wms ycTpoiicTea, oTobpaxaemoe y Apyrux
YCTPOWCTS B IOKaNbHOM CeTH

no6anbHblit Npokcu-cepeep

#  [no6anbHblil NPoKCU-cepeep g(ig
Wcnonbayetcs ans Bcex CoeAnHeHWH
(WLAN, Mo6unbHbIX 1 Ap.) 1
nepeonpeaensieT UHAUBUAYanbHbIE
HacCTPOMKU.

KoHdurypaums npokcu-cepeepos
Het npokcu-cepeepos

URL-agpeca cnyx6bl

http://ipv4.omprussia.ru/return_204

Cratyc URL-appeca IPv4

Mpunoxexus moryT ucnonssosarb atot URL-aapec,
4TO6bI NPOBEPUTD, OTKPBIT I N5 YCTPOWCTBA
AOCTYyn K cetun MHTEpHeT. Ecnu He 3anonHeHo,
c6pacmaae7ca B 3HaYeHWEe NO YMONTYaHUIO

Hanpumep, 0.pool.ntp.org,1.pool.ntp.org

no6anbHbie NTP-cepeepbi
Cnucok ponxeH 6bITb OTCOPTUPOBAH B Nopsake
npeanoYyTeHus U pasaeneH 3anaTbiMu

PucyHok 51

1.5.4. PaclumpeHHble HaCTPOMKM reonoKaLmnm

| leonokaumsa

leonokauumsa

Paspeumn: NPUNOXeHUAM onpeaenaTb Bamy
reonokauuio. ta dyHKuUs noTpebnser
HEKOTOpOe KO/IMYECTBO 3apsiaa
akkymynsTopa.

ToyHOCTb

Mo3numoHupoBaHue BbICOKOM
TOYHOCTU

Vcronbayet ceTesble CEpBUC AN
NOBbIWEHUA TOYHOCTU onpeaeneHus
reonokauun. MoxeT B3aumaTbcs nnata.

#  Tonbko yCTPOWCTBO
Wcnonbsyet THCC gns onpepenexus
reonokauumn. 3TOT peXxuM He UCToNb3yeT
Kakue-nu6o faHHble.

#  PeXuM aHeprocbepexeHus
Wcnonb3yeT ToNbKo ceTeBble CEPBUCH AN1S
onpepgeneHus reonokaumun. THCC He
ucnonbayetcs. MoXeT BaumaTbes nnarta, npu
3TOM PEXM1M 3KOHOMUT 3apsif,
aKKyMmynsTopa.

Pacwm PEeHHble HaCTpOﬁKM

PucyHOK 52

MPUMEYAHUE. MoapobHoe onucaHne HaACTPOMKM
reosokaumm npueeaeHO B JAOKYMeHTe «PyKoBOACTBO
nonbsosatena» AAMI.10034-02 90 01.

Ona HacTpoMkM ucTtoyHMKoB A-GNSS Heobxoammo
BbINMONHUTb CieaytoLime AeNCTBUA:

— OTKPbITb MEHI CUCTEMHbIX HACTPOEK KacaHuem

3Ha4Ka @ Ha DKpaHe NpuUNoXKeHni (cm. PrucyHok 1);

— KOCHYTbCA MYyHKTa MeHto «[eosoKkauna» © B
noapasgene «YnpasJieHMe COeANHEHUAMMY;

— aKTMBMPOBATb  MepekatoyaTens  «eonoKauma»
(PucyHok 52) ana paspewenHns MM, yCTaHOBAEHHbIM Ha
MY, pacno3HaBaTb Ha KapTe reonokauum MY;

— aKTUMBMPOBATL nepekatoyaTenb
«Mo3MUMOHNPOBaHME BbICOKOM TOYHOCTUY A8
MOBbIWEHUSA TOYHOCTU OMNpeaeneHMa reosoKaumm c

MCNoOJZIb30BaHNEM CETEBbLIX CEPBUNCOB,
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— KOCHYTbCA KHOMKM «PacluMpeHHble HAaCTPOMKN» A nepexoaa K pacluMpeHHbIM
HACTPOMKam reoIoKaLmuy;

— Ha OTKpPbIBLIENCA CTpaHWLE aKTMBMPOBaATb nepekatodatens «A-GNSS»  anA
ONTUMM3ALMM BbIYMCAEHNA F€ONOKALMM NO CNYTHUKOBOM Hasmraumm (PucyHok 53);

— B nogpasaene «ctouyHmkm A-GNSS» aktnempoBaTb nepekatodatesb «SUPL Open
Service (Google LLC)» (PucyHOK 53) M Ha OTKPbIBLUEMCA CTPAHMLE KOCHYTbCA KHOMKM
«MoatesepaAnTby ANA NOATBEPKAEHMA onepaumm AMbo KHONKM «OTMEHUTb» ANA OTMEHbI
(PucyHok 54);

— KOCHYTbCA KHOMKM «O4umcTka Kawen A-GNSS» Ans OUYMCTKM BPEMEHHbBIX K3LIEeW
(PucyHok 53).

l PacwmpeHHble HacTporikun | OTMEHUTb MoaTeepauTb
GNSS -
Lucknenmep
CnyTHuKoBas HaBurauus Ha 3TOM yCTPOCTBE MOryT 6biTh 3a/1€/CTBOBAHbI
Yeenuunsaet TOYHOCTb onpenenexus accuctupyiowme (A-FHCC) cepBuCh reonokaumum.
reonokKauum Ha OTKpbiTOM MECTHOCTU Boibupas "MoareepavTs" Bl BKNloyaeTe
(yBenuunsaet pacxoa 3apsina BbI6paHHbIit A-THCC cepBuc 1 cornaliaetech Ha
aKKymynstopa) nepenavy cneayowmx AaHHbIX BbiopaHHOMY A-
FHCC cepsucy:
A-GNSS

+ Mo6unbHbBIN KOO CTPaHb!
+ Kog, Mo6bunbHoit cetn
A-GNSS
« ipeHTudukaTop coTbl B cETH
« TeKyLMIA YaCTOTHBIW AMana3oH
+ Homep ckpambnupyiolueit nocnenoBaTensHoCTH

OnTMMM3Mpye‘I’ BblYUCNEHWe reosiokaumm no
CNYTHWKOBOI HaBurauum (Tpebyet
nogknoyeHus kK MHTepHery)

UcToyHukmn A-GNSS
#  SUPL Open Service (Google LLC)

Ouuctka kawen A-GNSS

PucyHok 53 PucyHok 54
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2. BbINO/IHEHNE NMPOIPAMMBDI

2.1. Hactpoiika obHosneHuit OC ABpopa

ObHosneHmne OC ABpopa OCYLLECTBAAETCA aAMUHUCTPATOPOM /MO0 I0Ka/bHO
BPY4YHYO, MO0 yAaNEeHHO C UCMO/b30BaHWeEM MNpPUKNaAHOro NPorpaMmMHoOro obecnevyeHms
«Apopa LlenTp» (MMO).

MPUMEYAHUE. [na nonyyeHma uHPopmaumm no obHosneHmto OC ABpopa C
ncnonsbsosaHnem MNMO cneagyeT 06paTUTLCA K COOTBETCTBYIOLEN AOKYMeHTauum Ha MMOo,
pa3melleHHOM Ha Beb-canTe: https://auroraos.ru/documentation/.

Ons  HacTpolkm obHoBneHut OC  HeobxoaAMMOo
BbIMO/IHUTb CAeaylolme AenNCTBUS:
— OTKPbITb MEHIK CUCTEMHbIX HACTPOEK KacaHWem

| OTMeHUTL |

‘V]Mﬂ nonb3oBaTena

3Ha4yKa @ Ha DKpaHe NPUAoKEHUM (cM. PUcyHOK 1);
[ae © — KOCHYTbCA MNYHKTa MeHio «ObHoBAeHMA ABpopa

OC» 4- B noapasgene «Cuctema», B pe3ynbTaTe 4yero
0T06pPa3mnTCA CTpaHMLA C HACTPOMKaMM OBDHOBNEHMNS;

— KOCHYTbCA nepekovaTens «BrAOUNTL
3almLLeHHble obHoBNeHMA» (PrucyHOK 56);

BHUMAHMUE! na nonyyeHna MMeHu nonb3oBatena u
naponsa HeobxoaMMo 0bpaTUTbCA Ha SNEKTPOHHYO MOYTY:

NomeH

English (predictive input) EN support@omp.ru.
gwertyuiop — Ha OTKpPbIBLIEMCA CTpaHMUe 3anoaHUTbL MNOoAA
asdfgh k| (PvcyHOK 55) ans permctpaumm 4ocTyna K peno3nuTopusim;
B ;| x|clvip|n/mB — KOCHYTbCA KHOMKM «Bxo4» A8 BbINOAHEHUA BXOA3
23 _ MO0 KHOMKM « OTMEHUTLY A1 OTMEHbI OnepaLmu.
PUcyHOK 55

PaHee ycTaHoBneHHyto Bepcuto OC ABpopa MOMKHO OOHOBUTb [0 TeKyllen
NOKa/IbHO Yepes rpaduyeckmii MHTepdeinc, BbINONHUB Creaytolme AeNCTBUA:

— Ha CTpaHuLEe C HAaCTPOMKaMM OOHOB/IEHNA KOCHYTbCA 3HAYKa G ON1A TPOBEPKU
NOCTYyMHbIX OOHOBNEHMW, B pe3ynbTaTe 4ero otobpasuTca yBeaomaeHue: «Het
[OCTYMHbIX OOHOBMIEHUIY, @ TaK¥Ke JaTa M Bpems nocinefHer nposepku (PucyHOK 56)
nmbo pgoctynHoe obHoBneHWe (PrUcyHOK 57);


mailto:support@omp.ru.
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O6Hosnexus OC Aspopa | O6HosneHs OC Aspopa

MocnepHsisi nonbiTka 06HOBNEHUS

3aBepliniacb HeygavuHo
CepBep 06HOBNEHUIN HE[OCTYNEH

MpoBepuTb Hannume o6HOBNEHWUIA
Mocnepnnsis nposepka: 11 uions 2024 8
11:06

)

Tekywas Bepcus
5.1.1.45 (MNeTtponasnoBck-KamMyaTckuit)

© &

PesepBHoe konupoBaHue
OG6HoBNEHWEe CUCTEMBI He 3aTparuBaeT
daiinbl, ogHaKo pekoMeHayeTca
nepuoAnYecku cosnaBaTh pesepsHble
Konmu

%  3arpyxaTb 06HOBMIEHUS TONBKO
yepe3s WLAN

MpoBepuTb Hanuume o6HOBNEHUI
MocnepHsas npoeepka: 18 sHeaps 2024 B 12:4.

#  3arpyxaTb 06HOBNEeHUs B

poyMuHre TekyLuas Bepcus

e 5.0.0.28 (MeTponasnosck-Kamyatckuit)
#  BkMoynTb 3alMLLEHHbIE

o6HOBNeHus

2 PesepBHoe KkonuposaHue
Tekywumit noMeH 'sales’

OG6HOBrEHWE CUCTEMDI He 3aTparusaeT
dainbl, 0oaHaKO pekoMeHayeTcs
NepUoANYEcKn CO3faBaTh Pe3epBHbIe Konuu

@ e O

3arpyxaTtb 06HoBneHus
Tonbko yepes WLAN

PucyHok 56 PucyHok 57

— NPV HaAW4YMKM AOCTYMHOro OOHOBAEHWMA KOCHYTbCA KHOMKKM «[lloapobHee»
(cm. PucyHOK 57) ©“ Ha OTKpbIBLWIENCA CTPaHMLUE O3HAKOMWUTbBCA C  MNOApPOBHOWM
nHdopmaumerr o6 obHosneHnn (PucyHok 58);

— KOCHYTbCS KHOMKW «3arpy3uTtb — [Pasmep obHoBAeHUA]» (cM. PUcyHOK 57) ans
ero 3arpysku. B cnyyae HeobXoAMMOCTM 3arpy3ky OOHOBAEHMA MOMKHO OTMEHUTb
KacaHnem KHomnkM « OTMeHUTb 3arpysky» (PucyHok 59);

| MoapobHee | O6HosneHus OC Aspopa

ABPOPA

ABpopa 5.0.0.60

O6HOBNEHNE COAEPXUT UBMEHEHWS, C
KOTOPbIMU MOXHO 03HaKOMUTbCS B Release
notes no ccoinke https://auroraos.ru/

TekyLuas Bepcus
documentation Vo P

5.0.0.28 (Merponasnosck-KamyaTckui)

PesepBHoe konupoBaHue
O6HoBNeHWe cUCTEMbI He 3aTparueaer
daitnbl, oHaKo pekoMeHayeTes
nepuoanYeckm cosgaBaTth pesepBHble Konuu

4
L)

3arpyxaTb o6HoBNEHMA
Tonbko yepes WLAN

PucyHok 58 PncyHok 59
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— nocne ycnewHon 3arpy3kM OOBHOBNEHMA KOCHYTbCA KHOMKM «YCTaHOBMUTb
obHoBReHMe» (PucyHok 60);

— Ha OTKPbIBLWIENCA CTPAHMLLE KOCHYTbCA KHOMKWM «YCTaHOBUTb» (PucyHOK 61),
nocne yero MY aBToMaTu4yeckn byaeT nepesarpysKeHo, AMbo KHomkmM «OTMEHUTb» ANnA
OTMEHbI onepauun.

MPUMEYAHMUE. B 3aBMCMMOCTM OT KOHCTPYKTMBHbIX ocobeHHocTe MY nocne
YyCTaHOBKM 0OHOBNEHMA BO3MOXKHA ABOMHaA nepe3arpyska MY.

OTMeHuUTb YcTaHOBUTL

| O6Hoenexns OC Aepopa

YcTpoiicTeo 6yaeT
nepesarpy>xeHo
YctaHoBka 06HOBNEHUM 3ailiMeT
HEKOTOopoe BpeMs, B Te4eHne KOToOporo
Bbl He cMoXeTe nosnb3oBaTbCs

YCTPOWCTBOM. YCTaHOBUTb
o6HoBneHus?

MpoBepuTtb Hann4yme o6HOBNEHWIA
MocnepnHss nposepka: 18 aHeapa 2024 B 12:4.

Tekywias sepcus
5.0.0.28 (MeTponasnosck-KamyaTckuit)

@+ O

PesepBHoe konupoeaHue
O6HOoBNEHME CUCTEMDI HE 3aTparuvsaer
dalinbl, oaHaKoO pekoMeHayeTca
nepuoauyecku cosnasaTb pesepsHblie Konuu

3arpyxaTb 06HOBNEHUS
Tonbko Yepe3s WLAN

PucyHok 60 PucyHok 61

Ha ctpaHuue «O6bHosneHne OC» aAMUHUCTPATOPY TaKKe AOCTYMHbl caeaytolime
nenctema (cm. PucyHok 56):

— NPOCMOTPETb MHPOPMaLMIO O TekyLlern Bepchm OC @‘;

— BbINOJHUTL pe3epBHOE KonupoBaHue nepen obHosneHnem OC, KOCHYBLUMCH

3HauKa O |

MPUMEYAHME. MoapobHoe onmcaHue o co34aHNN Pe3epBHOM KoMK NpMBeAeHO B
OOKyMeHTe «PyKkoBoACTBO nosib3osaTena» AAMI.10034-02 90 01;

— aKTMBMPOBATb MO0 AE€aKTMBMPOBATb NepekatoyaTeNb «3arpy*kaTb 0OHOBNEHNSA
Tonbko Yepe3z WLAN» ana 3arpy3km ob6HoBneHUA ¢ nomoulpto cetnt WLAN;

— aKTUBMPOBATb MO0 AEaKTUBMPOBATb NepekatoYaTeNb «3arpy*atb 0OHOBEHNS
B POYMMHIe» ANA 3arpy3knM 0OHOBNEHNSA B POYMUHTE.
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2.2. Cbpoc HacTpoek MY

MPUMEYAHME. Cbpoc HacTpoek MY — 3To npouecc yaaneHnsa BCeX AaHHbIX, Nocae
KoToporo MY BO3BpaLLAaeTCA K 3aBOACKOMY COCTOAHMIO, T.e. K Bepcumn OC, yCTaHOBAEHHOM
npounssoantenem MY.

[nsa cbpoca HacTpoek MY A0 3aBOACKOrO COCTOAHWA HeOHXOAMMO BbINOAHUTH
cneayrouime AencTBuA:

— OTKPbITb MEHI0 CUCTEMHbIX HACTPOEK KacaHMeM 3Hauyka @ Ha DKpaHe
NPUNOXKEeHUn (cMm. PrucyHok 1);

— KOCHYTbCA MyHKTa MeH «CHbpocuTb  YCTPOMCTBO» X g noapasaene
«MHPopMaLna;

— Ha OTKPbIBLWENCA CTPaHWLE KOCHYTbCA KHOMKKM «COPOCUTL YCTPOMCTBO»
(PrncyHoK 62);

— KOCHYTbCA KHOMKM «[loaTBepamuTby A0S MNOATBEPXAEHMs onepauum nmbo
KHOMKN « OTMEHUTbL» ANA OTMeHbI (PrcyHOK 63);

— npwu HeobxoAMMOCTH KOCHYTbCS nepekntoyatena «ABTOMATUYECKM
nepesarpysnTb YCTPONCTBO Noc/sie cobpoca» ANna nocneaytollen nepesarpyskm MY;

— NpU HEeobXOAMMOCTM KOCHYTbCS MepekatodaTens «YaanuTb BCe AaHHbIE» ANS
yOaneHua AaHHbIX.

MPUMEYAHUE. TMocne nepesarpy3kn MY npousomaetr cbHpoC HacTpoek A0
3aBOZCKOro COCTOSIHMA C MOCAeAyHOLMM 3aMyCKOM MacTepa NepPBOHAYa/IbHON HACTPOMKM,
noapobHoe onucaHne paboTbl C KOTOPbIM MNPMBEAEHO B [AOKyMeHTe «PyKoBOACTBO
nonbzosatena» AIAMI.10034-02 90 01.

| C6pocutb | OTMeHUTL MopTBepanTbL I
C6poc npuBenET K yaaneHuio Bcex AaHHbIX ¢
YCTPOICTBa 1 €ro BO3BPALLEHMIO K Bbi p,ei;lCTBMTeﬂ bHO XOTUTE
3aBOACKOMY COCTOSIHUIO. 3TO 03HayaeT - "
noTepio BCeX AaHHbIX, ,ClOﬁaBneHHle Ha C6p0CMTb yCTPOMCTBO i

YCTPOWCTBO, BKNtoYasi 06HOBNeHus,
NPUMOXEHWS, YHETHbIE 3aMUCU, KOHTAKTbI,
N306paxeHus U UHYI0 UHPOPMALIUIO.

Mocne noaTeepXaeHUs BCe AaHHbIe C Ballero
ycTpoitcTea 6yayT yaaneHbl, U NporpaMMHoe
obecrieyeHue GyAeT BO3BPALLEHO K 3aBOACKOMY
COCTOSHMIO. 3TO 03HAYAET, YTO BCE faHHble,
CospaliTe pe3epBHYIO KONuio KoTopbie Bbl go6asunu Ha ycTpoiicTeo, 6yayT
Nosib30BaTeNbCKUX AAHHBIX Nepes copocom noTepsHbl (Hanp., 0GHOBNEHMS, NPUNOXEHMS,
yCTpOWCTBaA. YYETHbIE 3aN1CK, KOHTaKTbl, oTorpadum v gpyrue
daiinbil). CosgaiiTe pe3epBHYIO KONUIO $aitnos Ha
KapTy namsiTi (pekomeHayeTcs).

C6poCcuTb YCTPOCTBO
MpW yaaneHn faHHbIX YCTPOMCTBO BbIKNIOYUTCS
aBTOMaTM4eCKH, CeflyloLas 3arpy3aka MoxeT
3aHATb GoMblUe BpEMEHM, YeM OBbIYHO.

MNepep c6pocom ycTpoitcTea He06XoaUMO BBECTH
napone.

#  ABTOMAaTUYECKU NepesarpyavTb
yCTpOWCTBO nocne cépoca.

#  YpanuTb BCe AaHHble.
Mpu akTUBaLUK NapameTpa BCe faHHble Ha
ycTpoiictse 6yayT nepesanucatbi. 3To
MOXeT 3aHATb 6onee nonyyaca B
33BMCHMOCTY OT 06bEMa XpaHUNMLLE.
O6bI4HO CHPOC K 3aBOACKMM HacTpokaM
3aHUMaet okono 5 MWHYT, U HEKOTOpbIe
[aHHbIe BNOCNEACTBUM BCE Xe MOryT 6biTh

PnUcyHOK 62 PucyHok 63
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2.3. YcTaHOBKa cTopoHHero 10

AAMUHUCTPATOP MMEET BO3MOMHOCTb YCTaHaBAMBaTb Ha MY CTOpPOHHMe
Nporpammbl, He ABaAtoLLMeCs BCTpoeHHbIMM B OC ABpopa.

CTOpOHHME  Pa3paboTYMKM  MOTYT  MCMNONb30BaTb  OPUUMANbHLIA  Habop
MHCTPYMeHTOB pa3paboTkm MO ana OC ABpopa, noapobHoe onucaHMe KOTOPOro
npuseAeHo Ha Beb-calTe: https://developer.auroraos.ru/.

Mpn ycTaHOBKe CTOPOHHWX MIT aamMMHUCTpaATOpy Heobxoaumo ybeauTbca B
BbIMO/IHEHMWN CNeayroWMX YCIOBUIA:

— MaKeT Nporpamm yCTaHaB/IMBaAETCA WTaTHbIM 06pa3om;

— HeobxoauMble UCNONHAEMblE Galiabl MPOrPaMMbl 3aMyCKatoTCs;

— WTAaTHOe nOoBeAEeHMEe U BbINOAHEHWE MNPOrPammbl COXpPaHAETCAs M nocne
nepe3sarpyskn OC Aspopa.

YCcTaHOBKa WM ynpaBaeHMe  CTOPOHHMM 10 MOXeT  OCyLWecTBAATLCA
aAMNHUCTPATOPOM CNeayroWmmm cnocobamm:

— JIOKA/ZIbHO C MOMOLLbHO:

e QR-kopa(n. 2.3.1);
e MM «Pannbi» (n. 2.3.2);
— YA3aNEeHHO:
® NpUHyAMUTeNbHAA yCTaHOBKA MI1 C MOMOLLBIO NONUTUKM;
e ycTaHoBKa MI1 c nomoulbto MM10.

MPUMEYAHMUE. MoapobHoe onucaHue no wmcnonb3oBaHutio MO npuBeaeHo B
COOTBETCTBYHOLLEMN AOKYMEHTaUMK, PaCno0XEHHOM Ha Beb-canTe:
https://auroraos.ru/documentation/.
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2.3.1. YcTtaHoBKa ¢ nomoulbto QR-koaa

| YcTtaHoBKa npunoxexuin yepes QR

PucyHok 64

YcTaHoBka npunoxeHuin yepes QR

YcTaHoBka...

PucyHoK 65

Ona yctaHoBKM cTtopoHHero 10 ¢ nomouwbto QR-
KoZa HeobxoAMMO BbINOAHUTbL Cieaytoline AenNCcTBmA:
— OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KaCaHWem

3Ha4Ka @ Ha JKpaHe NpuaoxKeHnn (cm. PucyHok 1);

— KOCHYTbCA NYHKTa MEHK «YCTaHOBUTb No QR» £
B noapasaene «Cnucrema;

— Ha OTKPbIBLUENCA CTPaHMLE HEOBXOAMMO HAaBECTH
Kamepy MY Ha QR-koa (PucyHok 64), B pe3ynbraTe 4ero
3anyCcTUTCA NpoLecc ycTaHoBKM (PUCyHOK 65);

— [0XAaTbCA 3aBeplUEeHNA npolecca yCTaHOBKM A0
oTobpa)keHMs Ha 3KpaHe MY  COOTBETCTBYOLLErO
yBegomneHus (PUcyHok 66).

YcTaHoBka npunoxenuii yepes QR

YcTaHoBKa 3aBepLueHa

P1cyHoK 66
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B cnydae CKaHMPOBAHMA HEKOPPEKTHOIO QR-I-(O,EI,a Ha
YcTaHoBKa npunoxeHui Yepes QR
3KpaHe MY OTO6pa3VITCF| COOTBETCTBYHOLLEE

yBegomneHme (PucyHok 67).

Owubka 3arpysku

PucyHoK 67

2.3.2. YcTaHoBKa ¢ nomoubto MIMT «Dannbi»

B OC ABpopa npeaycmMoTpeHa BO3MOXHOCTb YCTaHOBKM CTOpoHHero MO, KoTopas
OCyLLEeCTBAAETCA NOCPeACTBOM YCTaHOBYHOIO ¢palina B popmate .rpm.
Nna yctaHoBKM MI HEOBXOAMMO BbINONHUTL CAeaytoline AeNCTBUA:

— OTKPbITb MIT «®Palnbl», KOCHYBLUMCb 3HAYKa - Ha IJKpaHe MNPUIOKEHWNN
(cm. PucyHok 1);

— BblOpaTb Heobxoaumbii dann B dopmaTe .rpm KacaHMem COOTBETCTBYHOLLEN
CTPOKM.

MPUMEYAHMUE. YcTaHOBOYHbIM dain cneayeT npeaBapuUTeENbHO CKONMMPOBATb Ha
MY B nanky «Downloads» c nomoulpto USB-kabens, Bbibpas pexxmm «[1poToKo nepeaadn
MmynsTumeama (MTP)» (cm. PucyHok 35);



ru.auroraos.lmageEditor

Full featured image editor for Aurora OS

Bepcus 0.6

+

YcTaHoBUTb

PucyHok 68
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— B OTKPbIBLIEMCA  OKHEe KHOMKM
«YcTaHOBUTLY» (PUCYHOK 68).

B 3aBMCUMMOCTM OT NoAnNMCKU UCTOYHMKa (nn. 4.4.1.3)
aAMUHUCTPATOPY MOTYT BbITb AOCTYMHbI:

— MPOCMOTP yBe4OMNEHUA 0
yCTaHOBKM noanucaHHoro MMM (nn. 2.3.2.1);

— BO3MO)HOCTb A06aBNEHMA MCTOYHWMKA B CMMCOK
[0oBepeHHbIx (nn. 2.3.2.2);

— BO3MOXHOCTb YCTAaHOBKM HenoanucaHHoro MII

(nn. 2.3.2.3).

KOCHYTbCS

pesynbTaTax

2.3.2.1. YcTtaHoBKa noanmcaHHoro Mrl

B pe3ynbTaTe ycTaHOBKM noanuncaHHoro M otobpasuTca:
— cooTBeTCcTBYtOULee yBeaomneHue (PucyHok 69, PucyHok 70) Ha akpaHe MY;
— 3HaYoK ycTaHOoBAEeHHOro MI1 Ha dKpaHe NPUIOKEHN.

v YcraHOBKa 3aBeplueHa

ru.auroraos.ImageEditor

OTCOPTUPOBEHO MO [iaTe U3MEHEHHUS!

Pepaktop u306...eHuid_v0.6.rpm
14 masi 2024 16:38 0,1 MB

CarBudget_v0.21.rpm
14 masi 2024 16:37 0,3MB

® @&

OSM Scout_v2.33.rpm
14 mas 2024 15:37 2,4MB

Clubcode_v0.5.rpm
14 mas 2024 16:37 01 MB

®

CodeReader_v1.0.45.rpm
14 man 2024 15:37 0,4 MB

®

ColorDots_v0.4.0.rpm
14 man 2024 15:37 66,0 KB

®

ruvk.RuStore-1...armv7hl (2).rpm
14 masi 2024 16:37 0,4 MB

®

WebWildberries_v0.1.rom
14 man 2024 15:37 353K

®

PucyHoK 69

! Mpo6nema c yctaHoekoii: Failed to ins

ru.auroraos./mageEditor

OTCOPTMPOBAHO Mo faTe U3MEHEHUS

Anbda OHnaiH..wsqlk7dh.rpm
14 masi 2024 16:14 30,6 KB

@®

Pepaktop n306...eHni_v0.6.rpm
14 mast 2024 15:38 0,1MB

CarBudget_v0.21.rpm
14 mas 2024 15:37 0,3MB

® ® &

OSM Scout_v2.33.rpm
14 mas 2024 16:37 2,4 MB

Clubcode_v0.5.rpm
14 man 2024 15:37 0,1MB

®

CodeReader_v1.0.45.rpm
14 mas 2024 15:37 0,4 MB

@

ColorDots_v0.4.0.rpm
14 masi 2024 15:37 66,0 KB

®

ruvk.RuStore-1...armv7hl (2).rpm
14 masi 2024 15:37 0,4 MB

@®

PucyHok 70


https://confluence.omprussia.ru/x/sw9EDQ
https://confluence.omprussia.ru/x/sw9EDQ
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2.3.2.2. YctaHoBka M1 n nobaBneHne MCTOYHMKA B CMUCOK AOBEPEHHbIX

Bbl yBepeHbl, 4To XoTUTE f,06aBUTDL
cepTudUKaT AaHHOIO UCTOYHUKE B
CMUCOK OOBEPEHHDBIX?

Mpu pobasneHun ceptudukarta
dev.rustore.ru B CniMcok AOBEPEHHbIX
MCTOYHWUKOB BCE NPUIOXEHNS,
noanucaHHble AaHHbIM UCTOYHMKOM,
6ynyT ycTaHaBnusaTbes 6e3
[[OMONHNUTENbHOro 3anpoca Ha
NoATBEPXAEHWNE YCTaHOBKU.

KeyID:
d3b57e525bf0ec890cfb13707c5b1768c097023
cab26fb595cal170740a14b27

X OTMmeHuUTb \/ [Lo6asutb

PucyHok 71

MNepen YCTaHOBKOM MT Heobxo4MMOo
npeaBapuTenbHo  A00aBUTb  MCTOMHMK B CMMCOK
NOBEPEHHbIX, KOCHYBLUMCb KHOMKM  «[lobaBuTb» B
OTKpbIBWEMCA  OKHe  (PucyHOK 71)  nmbo  KHOMKM
«OTMEeHUTL» A/1A BO3BpaTa K CMUCKY YCTAaHOBOYHbIX
dannos.

Mocne  pobaBneHMA  MCTOYHMKA B CMMCOK

[OBEPEHHbIX OH 0TODOpPa3nTCA Ha cTpaHmMLe «JoBepeHHbIX
UCTOYHUKMY  (Nn.4.4.1.3.2), npu  HeobxoaAMMOCTM
MCTOYHMK MOXHO YAaNUTb W3 CMNMUCKA [A0BEPEHHbIX
(nn.4.4.1.3.3).

2.3.2.3. YcTaHOBKa HenoanmcaHHoro Mrl

YcTaHoBKa NpuioXeHus
HEBO3MOXHa.

YcTaHoBKa npunoxexui 6e3 nognucu
WUCTOYHMKa 3anpeLueHa. Ans
paspelLLeHns YyCTaHOBKU Heo6XoauMo
aKTUBMPOBATb COOTBETCTBYIOLLIA
nepeksYaTenb B NyHKTE MEHIO
"MICTOYHMKM NPUNOXKEHUI" CUCTEMHBIX
HacTpoek.

MepeitTv B HacTpoiku

Xopouwo

PUcyHOK 72

BHUMAHWE! Mepen ycTaHOBKOW HenoAnMCaHHOro
MM  HeobxoaMmMo  nNpeaBapuTENbHO  aKTMBMPOBATb
nepekntoyaTens «PaspellmnTb yCTaHOBKY NPUAOXKEHNIN be3
noAnucK uctovHmka» (nn. 4.4.1.3.1).

[ns ycTaHoBKKM HenoanucaHHoro M1 Heobxoammo B
OTKPbIBLUEMCA OKHE KOCHYTbCA KHOMKKM «[lepentn B
Hactpolku»  (PucyHok 72) nmnbO  KOCHYTbCA  KHOMKM
«Xopolwo» Ans BO3BPaTa K CMUCKY YCTaHOBOYHbIX GainnoB.

B pe3ynbrate yCTaHOBKWM HenoAnucaHHoro MII
oTOOpasmnTCA:

— COOTBETCTBYtOLLEE yBeaoMAeHme
(cm. PucyHok 69, PucyHok 70) Ha akpaHe MY;

— 3HAYOK ycCTaHoBAeHHOro MIl  Ha  3KpaHe
NPUAOKEHWNI.


https://confluence.omprussia.ru/x/iKaIDQ

2.4. ToHKaA HacTpoMKa
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BHUMAHMWUE! AopmunHuctpaTopy Heobxoammo ncnonb3osatb MI «Terminal» Tonbko
NNA OCYLECTBNAEHMA AENCTBMIA MO TOHKOW HAcTporke MY B COOTBETCTBMM C HACTOALLMM
NoKymeHTOM. Mcnonb3oBaHne MI «Terminal» ana apyrmx uenen 3AMPELLAETCA.

TOHKaA HaCTpoMKa npeaHa3HayYeHa ANA BbINOJIHEHUA CEPBUCHbLIX Onepaummn,
HeAdOCTyNMHbIX M3 rpaduyeckoro uHTepdernca (Hanpumep, HACTPOMKa NpaB AO0CTyna,
ncnpasaeHme KOHPUrypaumoHHbIx Gannos mn T.4.)

MM «Terminal» ABnAeTCA MHCTPYMEHTOM NPeaoCTaBAeHMA A0CTyNa K KOMaHAHOM
CTPOKeE, rae MMetoTCA caeaytolime BO3MOXHOCTMU:

— BbIBO/, NOTOKA AAHHbIX, @ TaKXKe AMArHOCTUYECKUX M OTNaZ04HbIX COObLEHNN B

TEKCTOBOM BMAE,

— BbINO/IHEHWE CEPBUCHbLIX AENCTBUIM M Bonee TOHKOM HacTponkm MY (B T.u. ¢
MCNONb30BaHMEM MPaB Cynepnoanb30BaTens).

| AOMUHUCTPUPOBaHUE

% BknouuTb TepMuHan

3apaTtb naponb cynepnonb3oBaTens

CreHepupoBaTb CoxpaHuTb

OuuncTka Nonb3oBaTeNbCKUX AaHHbIX
YkaxuTe, kakue nankv nonbsosarens 6yayr
NepuoanYecKn O4ULLaTLCS, U 3aainTe
MHTEpPBaN O4UCTKN

Cnmncok paspeLLéHHbIX MPUIOXEHUM
BbibepuTe Npunoxenus, Kotopbie 6yayT
AOCTYnNHbI BCEM nosib3oBaTensam

ABTO3anycK NpUIoXeHu

Bbl6epMTe, Kakune npunoXxeHus OOKHbI
3anycKaTbCa aBTOMaTU4YECKU NpU KaXkaom
BXo[e nosb3oBaTens B CUCTEMY

Pa3spelueHus npunoxeHui
MpUHATb paspeLueHmns MPUIOKeHUs AN BCeX
nonb3oBaTenei, akTUBHbIX B AaHHbI MOMEHT

PucyHok 73

MNMPUMEYAHUE. Mo ymonuyaHutio MI1 «Terminal» He
oTobparKaeTcs Ha IKpaHe NPUIOKEHNM (cm. PucyHoK 1).

Ona poctyna K MI «Terminal» Heobxoanmo
BbINOJIHWUTb CAeaytolme AeNCTBUA:

— OTKPbITb MEHK CUCTEMHbIX HACTPOEK KacaHWem

3Ha4Ka @ Ha JKpaHe NPUAoKeHNN (cM. PucyHoK 1);
— KOCHYTbCA MYyHKTa MeHI0

«AOMUHUCTPUPOBAHME» & B nogpasaene «Cnucremay;

— Ha  OTKPpbIBWEWCA  CTpaHWLE  aKTMBMpPOBATb
nepekntoyaTenb «BkAO4UTb TepmuHan» (PucyHok 73)
Ana otobparkeHmns MM Ha dKpaHe NPUNOKEHNI;



| AOMWHUCTPUPOBaHKE

BknoyuTb TEpMUHAN

see [®)]

I_Iapc:rb cynepnonb3oBaTtens

CreHepupoBaTb CoxpaHuTb

OyncTka NoNb3oBaTeNbCKMX AaHHbIX
YkaxwTe, Kakue nanku nonsaosatens 6yayT
NEePUOAMYECKI OYMLLIATECS, W 3aAanTe
WHTEPBan 04MCTKM

Cnu1cok paspeLléHHbIX MPUIOXEHUIA
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— KOCHYTbCA MONA BBOAA W BBECTU XKEAEMbIM
naponb AMbo KHonkM «CreHepmpoBaTby ANA NOAYYEHMUA
naponsa, CreHepupoBaHHOrO  CAy4alHbiM  0bBpasom,
KOTOpbI B JanbHenwem 6yaeT MCNONb30BaTbCA A/A
NoJly4eHNA NPaB Cynepnosib3oBaTenA.

MPUMEYAHUE. Heobxoammo 3anoOMHUTL 3a4aHHbIM
napo/ib;

— KOCHYTbCA KHOMKKM «CoxpaHuTby (PucyHok 74), B
pe3ynbTaTe Yero MMM «Terminal» oTtobpa3nTca Ha dKpaHe
NpPUNOXKeHUM (cM. PUcyHOK 1).

BbibepuTe NpUNoxeHwus, KOTopble 6yayT
AOCTYMHbBI BCEM MONb30BaTENAM

MPUMEYAHUE. MM «Terminal» B,LI,OCTVI‘IHO TO/IbKO
aAMUHUCTPATOPY.

ABTO3aNVCK NPUNOXEHWA
EN

qgwer tyuiop
asdfghj kI
A~ Z X cVbnm <

PucyHok /74

2.4.1. Hactponka nHtepdenca Ml «Terminal»

Ona pabotel ¢ MM «Terminal» ero HeobxoAMMO 3anyCTWUTb, NPOBEAA MO IKPaHy

CHM3Y BBEPX M HAa DKPaHe NPUNOKEHWNI KOCHYBLLMCb 3HAYKa B (cm. PucyHok 1).

Mpu nepsom 3anycke MI1 «Terminal» HEOBXOAMMO 03HAKOMUTLCA C MHPOPMaLMEN
N KOCHYTbCA KHOMKK « OK» (PrcyHOK 75).

B wuHTepdence MIT «Terminal» HeobxoaAMMO KOCHYTbCA 3HauyKa ONA
OTODOPArKEHMA MEHIO C HacTpoMKamm WHTepdelnca, B KOTOPOM AOCTYMHblI caeaytouime
BO3MOXHOCTHU (P1cyHOK 76):

— KOMMpOBaHMe MM BCTaBKa GParMeHTOB TEKCTa;

— nouck URL-ccbinok;

— CO34aHMe HOBOTO OKHa;

— BbIOOP A3blKa MHTEpPdECa;

— npocMoTp nHPopmaumm o Ml «Terminal»;

— YBEAMYEHME N YMEHbLIEHME pa3mepa WPNPTa;

— Bbl6Op OpMEeHTaLMM OKHa;

— Bbl6Op AENCTBMA NPU KaCaHWM 3KPaHa;

— BbIOOp cnocoba oTobparkeHms KnaBmaTypsbl;

— YCTAHOBKA BPEMEHW 3aAEPKKN KNaBUATYpbI.

NMPUMEYAHUE. BbinonHeHWe AaHHbIX AEMCTBMA OCYLLECTBASETCA MNOCPEeACTBOM
KaCaHMA COOTBETCTBYHOLLMX KHOMOK.



Fingerterm 1.5.0

Astop: Heikki Holstila < >

Daiinbi KoHGUrypaL 1K 407 HACTPONKKM NapaMeTpoB
HaxoAATeA No aapecy:
/home/defaultuser/.config/FingerTerm/

Wexoansiii koa:

HaspaHue TekyLiero okHa:
Pa3smep Tekyllero TepMuHana:
Ha6op cumBsonos:

PucyHoK 75
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OBHapy#eHHbie URL-
CChINKN

Pa3mep WwpudTa
MonoxeHue okHa
Mpanss
onsioe. - 2

LmarHocTudeckuit
pexim

MoseneHne

KnaBnatypel

Besasu
Hoe

CrpuiTe

Ha MNepemect
3aaHMR WTs
nnaH

Hoeoe okHo

Packnaaka
KnaBuaTyphl

WHdpopmaumns

3apepxka
KnaBnaTypel
4000 ms

2.4.2. llonyyeHme npaB cynepnoanb3oBaTena

[defaultuser@R570E ~]$ devel-su
Password:

PucyHoK 77

PUcyHOK 76
MNpaBa cynepnosib3oBaTend NpeaoCcTaBAAT
aAMUHUCTPATOpPY BO3MOXHOCTb paboTaTb B

NPUBUNETMPOBAHHOM PEXMME W  BbINOAHATL NtoOble
onepaumnn 8 OC Aspopa.

Ona nosy4yeHuA npas Cynepnonb3oBaTe s
HeobxoaMmMo OTKpbITb  MI «Terminal» ©n  BbINOAHUTL
cneaytowime aencrtema (PucyHok 77):

— MPOBECTM MO 3KPaHy CHM3Y BBEPX M Ha IKpaHe

NPUNOXKEHMN KOCHYTbCA 3Ha4Ka (cm. PucyHok 1);

— B MI1 BbINONHUTb KOMaHAY: devel-su;

— YyKas3aTb 33[aHHbIM paHee Napob, B pesy/abTaTte
yero  6yaeT  BbINOAHEH  Mepexod B Pexum
cynepnonb3oBaTens.
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2.5. MoapepxKka pexxnma paboTbl KMOCKa

2.5.1. CnuncoK pa3pelueHHbix M1

[na Bbibopa MI1, KoTopble ByAyT AOCTYMNHbI NOA, KOHKPETHON YYEeTHOM 3anuchbio,
HeobXxoAMMO BbINOMHUTL CAeaytolme AeNCTBUA:

— OTKPbITb MEHIO CMCTEMHbIX HACTPOEK KacaHMemM 3HaykKa @ Ha 3JKpaHe
NPUNOXKEHUIM (cM. PucyHOK 1);

— KOCHYTbCS MYHKTa MeHl  «AAMWUHUCTPUPOBAHMEY & B noapasaene
«Cncrtema;

— Ha OTKPbIBLIEMCA CTPaHMLE KOCHYTbCA MNyHKTa «CnuCOK pa3peLleHHbIX
NPUNOXKEHU» (cMm. PUcyHOK 73) Ana oToOpaXKeHWs ChMCKa C YYeTHbIMK 3anucaMmn U
cTaTycamum 6enoro cnmcka.

MPUMEYAHWE. Mo ymonyaHuto 6enbiii CNNCOK BbIKIOYEH;

— KOCHYTbCSl MYHKTa C HE0HX0AMMOWN y4eTHOMN 3anuncbto (PucyHok 78);

— Ha CTpaHuue «[MmA y4yeTHOM 3anuUcK]» aKTUBMPOBATb MNepeKItYaTeNb
«BKknounTb Henbin cnmucok» (PucyHok 79) ans otobparkeHua cnmcka MIT;

| CnncoK paspeLUéHHbIX NPUIOXEHUI | Monb3oBarensb 1
PaspelueHHbix npunoxenuia: 0
Bnapenew ycTpoiicTea
Benblii cnucok: Beiknioven %  BknounTb 6enbiii cnncok
Yepes 6enbiii CNMMCOK MOXHO HAaCTPOUTL

noanOBaTenb 1 nepeYeHb paspelleHHbIX Ana nonb3oearens
Benblii cncok: BeiknoveH HPHTIOXOHAW
Monb3osaTtens 2
Benbiii cnucok: BeiknoyeH
Monb3osatens 3
Benbiit cnucok: BelknioyeH

PucyHok 78 PucyHok 79

— B OTKpbiBWemca cnucke MIT BbibpaTb Heobxoanmmble MIT  KacaHuem
COOTBETCTBYHOWMX nepekatodaTenen nmbo BbI6paTb Bce MIT KacaHMEM KHOMKM
«Paspewntb Bce» (PucyHoKk 80), B pe3ynbTaTe o0TOOPA3UTCA COOTBETCTBYOLLEE
yBegomnenme (PucyHok 81) 1 Ha cTpaHuue «[Mma ydyeTHOM 3anucu]» ctaTyc 6enoro
CMUCKa Y YYeTHOM 3anucu wusmMeHuTca Ha «[KoamuyecTBo paspeweHHbix MM]» ¢
oTODOparkeHnem 3Ha4KoB paspetleHHbIx M (PucyHok 83).



Monb3oeatensb 1
Pa3pelueHHbIX NPUNOXEHWIA: 4

BkniouunTb Henbiii cnucok
Yepes 6enbiil CNUCOK MOXHO HACTPOUTH
nepeYeHb paspeLueHHbIX /18 NoNb3osaTens

MNPUNOKEHWHA
PaspelwmTb BCe 3anpeTuTb BCE
TenedoH
CoobweHus
Bpaysep #

@ Kamepa #

B KoHTakThbl &

B lanepes #
HacTpoiiku

D Momolub #

D Daitnbl #

PucyHok 80

Monb3oBatens 1
PaspelueHHbIX NpUnoxeHuii: 4

BkntoumnTts 6enbiit cnncok
Yepes 6enblit CIMCOK MOXHO HAaCTPOUTD

P! pasp ANS No: Tens
NPUNOXEHUN
PaspewmTtb BCE 3anpeTtutb BCe
TenedoH
CoobueHus
Bpaysep #

@ Kamepa #
g KoHTakTb! #
& lanepes #

Hactpoiiku

D Momoup #

Bce npunoxeHus 3anpeLueHbl

D Daniiol #

PucyHokK 82
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| Monb3soBatens 1
PaspelueHHbIx npunoxenuii: 20

BkniouunTsb 6enbiii cnvcok

Yepes 6enblii CNUCOK MOXHO HACTPOUTL
nepeyeHb paspelleHHbIX ANs nonb3osaTens
NPUNOXEHWIA

Paspeluntsb Bce 3anpetutb Bce

TenedpoH

CoobLueHus
Bpaysep
@ Kamepa
B KoHTakTb!
& [anepes

HacTtpoitku

D MoMoup

Bce npunoxeHns paspetueHbl

D Davisioi
PucyHok 81

[Ona 3anpeta Ha wmcnonb3oBaHne MI ans yyeTHoOM
3anMcn  HeobxoAMMO Ha CcTpaHuue «[Mma  yyeTHOM
3aMMCK]»  KOCHYTbCA  KHOMKW  «3anpeTuTb BCce», B
pe3ynbTaTe 0TOOPa3nTCA COOTBETCTBYIOLLEE YBEAOMIEHME
(PcyHoK 82).

2.5.2. KonnposaHue nonnTmnkm pabotbl ¢ MI1

MPUMEYAHUE. OyHKUMA KONMpPOBaHMA NOANTUKM paboTbl ¢ MIT TakKe AOCTynHa

ANs aBTOMaTh4eckoro 3anycka Mr (n. 2.5.3).
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,D,J'IFI TOrO, l-ITO6bI CKonmmpoBaTb NOANTUNRY O,EI,HOVI y‘-IETHOlZ 3alnnUcM U NPUMeEHNUTb €€ K

APYITMM YHETHbBIM 3alNCAM, HeO6XO,EI,l/IN\O BbINOJZIHNTbL Caeayroumne ,E,EVICTBVIFII

— Ha cTpaHuue «CnucoK paspelleHHbIX MPUAOKEHMIA» KOCHYTbCA 3HA4Ka ©
(PucyHok 83), B pe3ynbTaTe NoOAMTMKA OyaeT ckonmpoBaHa W oTobpasuTcs
cooTBeTCcTBYylOLLEE yBegoMaeHue (PucyHok 84);

| Cnuncok paspeLuéHHbIX MPUIOXEHUM | Cnucok pa3peLuéHHbIX NPUNOXeHUn
Bnapenew ycTpoiicTBa Bnapeney yctpoiicTea %
Benbiii cnucok: BeiknioveH Benbiii cnucok: BoiknoyeH
Monb3osaTens 1 % Monb3osatens 1 @
Benbiii cnucok: 9 npunoxeHunit Benbiii cnucok: 9 npunoxexui
S0 D000 S0/ 2000
Monb3osatens 2 Monb3oBatens 2 &
Benbiit cnucok: Beiknouen Benblit cnucok: Beiknioyex
Monb3oeaTtens 3 Monb3osaTtens 3 i
Benbiii cnucok: BuiknoueH Benbiii cnucok: BoikoueH
MonuTtuka ckonuposaHa
MpuMeHnTL OTMeHUTb
PucyHok 83 PucyHok 84

— BblOpaTb HeobXxoAMMble y4YeTHble 3amMCKM  KacaHMem COOTBETCTBYHOLLMX
nepekntoyatenen (PucyHok 85);

— KOCHYTbCS KHOMKW «[MpumeHuUTb» (PUCYHOK 85) AnA NPpUMEHEHUS MNOAUTUKM
nmbo  KHOMKM  «OTMEeHUTb»  ANA OTMEHbl onepauuu, B pesyabTaTe 0T0HPA3NTCA
cooTBeTCTBYlOWEE YyBeaomaeHMe (PucyHOK 86), M y y4eTHbIX 3anucein cTtaTyc 6enoro
CNMCKa M3MeHUTCA Ha «[KonunyecTBo paspeweHHbix MIM]» (PrucyHok 86).



48

AOMT.10034-02 9101

CnnCoK paspeLUéHHbIX NPUIOXEHUM | CnncoK paspeLUéHHbIX NPUIOXKEHUI
Bnapeneuy ycunoﬁc*raa & Bnapeneun ycunoﬁcraa
Benblii cnucok: Beikniovex Benbiii cnivcok: BeiknioueH
Monbsosatens 1 @ Monb3sosatens 1
Benbiii cnucok: 4 NPUAOXKEeHUS Benblit CNUCOK: 4 NPUIOXKEHNS
(@[] [@]o)]
Monb3osaTensb 2 Monb3oBatens 2
Benbiii cnucok: BoiknoveH Benbiii cnucok: 4 NPUIOKeHUs

[@]©)]
Monbsosatens 3 i
Benbiii cnvcok: BeikmioyueH MonbaosaTtens 3

Benbiii cnucok: 4 npunoxeHus

[@]0)]

Monutuka npumeHeHa
MpumeHnTb OTMeHUTb
PucyHok 85 PucyHok 86

2.5.3. ABTOmaTtumyeckmin 3anyck Mr1
Ona BKAOYEHMA aBTOMATM4YecKoro 3anycka MI1 npu KaxXaom BKAtoYeHun MY
HeobxoAMMO BbIMONHUTL CAeaytolme AeNCTBUA:

— OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KacaHMemM 3Ha4ka @ Ha JKpaHe
NPUNOXKEHUIM (CM. PUcyHOK 1);

Qo
«AOMWHUCTPUPOBaHHME» €= g

— KOCHYTbCA MNYHKTAa MeHIo noapasaene
«Cnuctema»;
— Ha OTKPbIBWEMNCA CTPaHMUE KOCHYTbCA MYHKTa MeHK  «ABTO3amnyckK

NpUNoXeHU» (cM. PUcyHOK 73) AnAa oTobparKeHMa CMUCKa C YY4EeTHbIMW 3aMUCAMM U
CTaTyCOM aBTOMATMYECKOro 3anycka MI1.

MPUMEYAHMUE. Mo ymonyaHMto aBTOMaTUYeCKMA 3anycKk MI BbIKAOYEH;

— KOCHYTbCSl MYHKTa C HEOHXOAMMOMN y4eTHOM 3anncbto (PucyHok 87);

— Ha CTpaHuue «[MmA y4yeTHOM 3anMcu]» aKTUMBMPOBATb MepekatYaTe b
«BKMtounTb aBTO3anyck» (PucyHok 88) ana otobpaxkeHua cnmcka MI;
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ABTO3anyCcK NpUIOXEHUI | Monb3osarens 1
Mpunoxexuit B asTosanycke: O
Bnapenew ycTpoiicTBa
AsTtosanyck: BeiknmoueH % Bknouutb aBTo3anyck
Mpunoxenuns 6yayT aBTomaTuyecku
Monb3oBaTtens 1 3anyckaTbCs Npu 3arpyske onepauuoHHoM

AsTosanyck: BeiknioyeH cUucTembl

Monb3oBaTens 2
AsTosanyck: BeiknioueH

Monbsosatens 3
AgTo3anyck: Boikno4ueH

PucyHok 87 PucyHok 88

— B OTKpbIBLIEMCA  CNMcKe  BblbpaTb  Heobxoaumble  MIT  KacaHuem
COOTBETCTBYHOLLMX NepeKkntodatenen (PucyHok 89), B pe3ynbTaTe Ha cTpaHuue «[Mma
YyYeTHOM 3anmmMcu]» CcTaTyC aBTOMATM4ecKoro 3amycka MI m3meHMTCa Ha «ABTO3amnyck
[Konnuyectso MIM]» c oTobpaxkeHnem 3Ha4koB AaHHbix MIT (PucyHok 90).

[na BbIKAOYEHWA aBTOMATMYecKoro 3anycka MIT HeobxoAMMo AeaKTMBMPOBATL
nepekntoyaTenb «BKAOUMTbL aBTO3anyck» (PucyHok 89).

| Monb3osatens 1 | ABTO3anycK NpuUIoXeHun
lMpunoxeHuit B asTo3anycke: 4
Bnapeneu yctpoiictea
BkniounTb aBTO3anyck AsTo3anyck: Boik/iloueH
MpunoxeHus 6yayT aBTOMaTU4ECKU
3anycKaTbCst NPU 3arpyske onepaLnuoHHOM Monb3osaTens 1 %
cucTemel ABTO3anycK: 4 NPUNOXKEHUA
oBBaOo
TenedoH
Monb3osatens 2
G CoobLeHus # ABTO3anyck: BeiknioueH

. . Monbsosatens 3
Bpayaep # AsTosanyck: BoiknioveH

(@) avepa

(=) Kourakrsi %
lanepes #
(2] Hacrpoiiku

[ nomouws #
() oaiins

D KaneHnpapb #

PucyHok 89 PucyHok 90



2.5.4. [loctyn K M1

Bpayaep TpebyeT cnegytowme
paspeLleHusi Ha foCTyn

Be6-cogepxumoe
BocnpoussegeHue 1 3anuch ayamo
leonokauus
WHTepHeT
Kamepa
Mepuadainsl
Manku nonb3oBarens
Mevatb
CbEMHble HocuTenu

OTMeHUTb MopTeepanTb

PucyHok 91
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Mpn nepBom 3anycke HekoTopbix Ml oTobparkaeTcs
OKHO C nepeyHem Tpebyembix paspelleHuin Ha A0CTyn K
[AHHbIM NOJsIb30BaTeNA, XpaHAaLmxcs Ha MY (PucyHok 91).

Ona npuHATUA paspelieHnin MI ana BCex aKTUBHbIX
YYETHbIX 3anucer HeobxoAMMO BbIMOAHUTL Caeayrolme
[EeNCTBUA:

— OTKPbITb MEHKO CUCTEMHbIX HACTPOEK KacaHuem

3Ha4Ka @ Ha DKpaHe NpunoxKeHui (cm. PucyHok 1);

— KOCHYTbCA MYyHKTa MEHO
«AOMWUHUCTPUPOBAHME Y & B noapasanene «Cnucrteman;

— Ha OTKPbIBWENCA CTPaHMLUE KOCHYTbCA MyHKTA

«PaspeweHna npunoxkeHuin» (cm. PucyHok 73) ansa
oTobpaxeHna cnmucka MIT;
— KOCHyTbCA nons c Heobxoammbim MI  co

cTaTycom «He npuHATo» (PrcyHok 92);

— KOCHYTbCSi KHOMKKM «[loATBepauTb» O0A MNOATBEPsKAEHUS onepaunmnm nmbo
KHOMKM «OTMEHUTbY» AN oTMeHbl (PUcyHOK 93), B pe3ynbTate paspeleHma gaHHoro MM
ByayT NPUHATBI Y BCEX aKTUBHbIX YYETHbIX 3aNnCEN U CTAaTyC U3MEHUTCA Ha «T1pUHATOY.

MpunoxeHus

BbiGepuTe npunoxexue, paspeLueHuns
KOTOpPOro 6yayT NPUHATLI ANs BCEX
rnonb3oBaTeneil yCTPOMCTBA, aKTUBHbIX B
[aHHbIA MOMEHT. B 3TOM Cnyyae npunoxexue
6ynet oTMeyeHo KaK «pUHATO».
MpunoxeHus, paspeLleHns KOTOPbIX MPUHSTbI
He NS BCEX aKTUBHbIX B JAHHbIA MOMEHT
nonb3osarenei, 6yayT oTMeyeHbl kak «He
NPUHATO.

MpuHATb BCe paspeLueHns
Mpocmotp PDF He npuHst
XypHan He npuHsaTt
Moroga He npuHat
Yacbl He npuHsaT
Coobuwenus lMNpuHaTo
Bpaysep He npunat
®aiinbl He npuHaT

3ameTkun He npuHat

PucyHok 92

MopTBepauTh I

OTMeHUTb

MpocmoTtp PDF

HacTtoawwum gelicteuem Bbl npuHumaete
pa3speLueHus BbIGPaHHOro NPUIOXEHNs Ans
BCEX Monb30BaTeNei yCTPONCTBa, aKTUBHBIX B
OaHHbBIA MOMEHT. OTMEHUTb U3MEHEHUS
MOXHO 6yAeT, TONbKO yAanus BbibpaHHoe
nNpUNoXeHue. XoTute NpoAoIX1TL?

PucyHok 93
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Ana npuHATMA paspeweHnit Bcex MIT HeobxoAMMO BbIMOMHWUTL Chaeaytouime
NENCTBUA:

— Ha cTpaHuue «l1pnuaoXKeHnA» KOCHYTbCA KHOMKK «[1pUHATL BCe paspelleHna»
(cm. PucyHok 92);

— KOCHYTbCA KHOMKM «[loaTBepAnTb» ANA NoATBEpPXKAEeHMA onepauumn ambo
KHOMKM «OTMEeHUTb» ANA OTMeHbl (PucyHoK 94), B pe3ynbTaTe pa3spelleHuns Bcex MII
6yayT NPUHATLI U CTATYC M3MeHUTCA Ha «MpuHATO» (PUcyHOK 95).

| OTMeHuUTb MopTBEepaUTL | | MpunoxeHus

BbiGepuTe npunoxexue, paspeLueHuns
Bce NMpPpUNoXeHus KOTOPOro 6yAyT NPUHATHI ANS BCEX

nonb3oBaTeneit yCTponicTea, aKTUBHbIX B
Bbl cobupaeTech NpefocTaBmnTb BCEM [aHHbIn MOMEHT. B aTOM cnyyae npunoxexue
aKTUBHBIM MOMIb30BATENSIM YCTPOWCTBA 6yaeT OTMEeUEeHO Kak «IPUHSTO».
paspeweHmj AN5 BCEX YCTAHOBNEHHbIX MpunoxeHus, paspeLLeHns KOTOpPbIX MPUHATbI
npunoxenuii. B 6yayuiem Bbl He cMoxeTe He ANs BCeX aKTUBHbIX B flaHHbI1 MOMEHT
0TO3BaTb paspeLleHns, KpoMe Kak nyTem nonb3oBarenei, 6yayT oTMeYeHbl kak «He
yAaneHus NpunoXxeHui. Bol yBepeHbl, 4To MPUHSTOR.
XOTUTE NPOAOIXUTL?

MpuHATL BCe paspeLueHus

Mpocmotp PDF lMpuHaTo
XKypHan [MpuHaTo
Moroga lMpuHaTo

Yacbl MNpuHsaTo
CoobuweHnus lNpuHaTo
Bpaysep lMpuHsaTo
Qaiinbl MpuHaTo

3ameTtku NpuHaTo

PucyHok 94 PucyHok 95
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3. CPEACTBA PA3SPABOTHUKA

BHUMAHWE! 3anpeuwaerca aktmBauma pexuma paspaboTtymka Ha MY,
byHKUMOHMpPYoWwem noAa ynpasneHnem OC ABpopa B CepTUPMLMPOBAHHOM BepcUM U
npeaHa3Ha4YeHHOM Ana  ucnonb3oBaHuMa B MC, aTTecToBaHHbIXx N0 TpeboBaHMAM
obecneyeHna 6e30MacHOCTM B COOTBETCTBMM C 3aKOHOAATE/NbCTBOM  Poccuiickon
denepaumm.

Pexxmm paspaboTumka NpeaocTaBAAeT aAMMHUCTPATOPY AOCTYyN K pacliMpeHHoOMyY
bYHKLUMOHANY HACTPOEK.

BHUMAHMWUE! Pexxnm paspaboTyMka HEBO3MOMKHO OTKAKOYUTb MOCAE aKTMBALMK.
[na neaktMBauMM pexkmMma paspaboTumka Heobxoammo cbpocntb MY [0 3aBOACKMX
HacTpoeK (cm. noapasaen 2.2).

3.1. AKTMBaLMA pexnma pa3paboTtumka

MPUMEYAHUE. Tlepen aKkTMBaUMeEN pexnMma pas3paboTymka Heobxoanmo
ybeamTtbca B Haanumm Ha MY goctyna K cetn VIHTepHeT.

[ns aKTMBaUMM pernmma pas3paboTynmka HeobXxoAMMO BbINONHUTL CAeaytoLline
NencTBms:

— OTKPbITb MEHK CUCTEMHbIX HACTPOEK KacaHWem 3Ha4Ka @ Ha DJKpaHe
NPUNOXKeHUM (cM. PucyHoK 1);

— KOCHYTbCS MNYyHKTa MeHlo «CpeactBa  pa3paboTymKkar & B noapasaene
«Cnuctema»;

— KOCHYTbCS nepekntodatens «Pexmnm paspabotymka» (PucyHok 96);

— Ha OTKPbIBLIENCA CTPAHMLE O3HAKOMWUTbLCA C «YCNOBMAMM pa3paboTymKa» M
KOCHYTbCA  KHOMKW  «[loaTBepanTb»  ANA  NOATBEPXKAEHWMA  aKTUBALMKM  PEXMMA
pa3paboTumka MMHO KHOMKN « OTMEHUTL» A4 OTMEHbI onepaunmn (PucyHok 97);

— NOATBEPAUTbL AEMNCTBME BBOAOM TEKYLLErO Napons (CM. PUCYHOK 4).
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CpepncTBa paspaboTymka | OTMeHUTL MoaTeepauTb
#  PexuM paspaboTumka YcnoBus p83p860T‘-IMKa
[na akTMBaLUM pexuma paspaboTunka
Heo6X0AMMO NOAKNIoYEHe K CEeTH O6paTuTe BHUMaHWe: B pexume
pa3paboTymKa 4OCTYMHbI KOMMOHEHTbI, MpY
HenpaBu/ibHOM UCMOb30BaHUU KOTOPBIX
MOXET 6bITb OKOHYaTENbHO noBpexaeHo
Balue ycTpoicTBO M/unu ero cogepxmumoe.
BknioyeHue pexuma paspaborynka MoXeT
NPUBECTM K aHHYNIMpoBaHuio Bawen
rapaHTuu.
rlpVIHﬂTVIe AaHHbIX YCHOBMFI npepocrtaenseT
BO3MOXHOCTb UCMOJ/Ib30BaHNA peXuma
paspaboTyuka.
PncyHok 96 PucyHok 97

3.2. Cpeacrea paspaboTtumka

NMPUMEYAHUE. SSH-naponb MCnoJib3yeTcA ana noJsiy4eHunA npas
cynepnonb3oBaTens.

[Ona paboTbl co cpeacTtBamm paspaboTymka HeoHXoAMMO BbIMOAHUTL Caeaytollme
NencTens:

— aKTMBMPOBATb peXkMMm pa3paboTymKa (cm. noapasgen 3.1);

— pa3pewnTb BXod No SSH-nmaponto, KOCHYBLIWCL nepekatodaTena «YaaneHHoe
coeanHeHne» (PucyHOK 98) © noaTteepAMB AEMCTBME BBOAOM TEKYLEro napona
(cm. PucyHok 4);

— 334aTb MO0 CreHepupoBaTb Mapo/b, KOCHYBWWCb Nons «CreHepnpoBaTby,
Mnoc/fe 4Yero KOCHyTbCA KHOMKM «CoxpaHuTb» (PucyHoOK 99) m noatBepAuTb AencTsue
BBOZIOM TeKyLlero napons (cm. PUcyHok 4).

MPUMEYAHMUE. Mone ycTaHoBKM Napons ans SSH n aoctyna otobparkaeTca TONbKO
noc/ie akTMBaLMn nepekatodaTens «YaaneHHoe CoOeUHEHNEY;
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CpepcTBa paspaboTymka | CpepncTBa paspaboTumka

CeTeBble NOAKI0YEHUS CeTeBble NOAK/OYEHUS

# YpanéHHoe coequHeHne YnanéHHoe coeguHeHue
Paspeluntb Bxoa yepes SSH ¢ umeHem PaspewuTs Bxog Yepe3 SSH ¢ umeHem
nonbsosarens 'defaultuser’ nonbaosarens 'defaultuser

LN
WNHCTpyMeHTbI
Maponb

OTo6paxeHune 4acToTbl KaApPOB

b
OTKIIO4EHO CreHepupoBaTb CoxpaHuT!
_—. 10.185.68.169
#  CoxpaHsTb OTNIaA04Hble CUMBO/IbI = R
B [OMALLHIOIO Nanky
BknounTh Banuaaumio nakeTos "l’ 192.168.2.15

IP-appec USB
Mepesarpy3auTsb B fastboot
WHCTPYMEHTbI

YctaHoeka MO
OT06paxeHune YacToTbl KaapoB

. OTKNO4EHO
#  Pa3spelmnTb TUXYIO YCTaHOBKY

BkniounTb TUXYIO yCTaHOBKY nakeTos u3 SDK
COXpaHﬂTb OTNnago4Hblie CUMBOJIbI
B AOMaALUHIOKO nanky

BkniounTb BanmMaaumio NakeTos

Mepe3sarpysuTs B fastboot

PucyHok 98 PncyHok 99

— HACTPOUTb OTODpParKeHME YacTOTbl KaApPOoB, 3anyLleHHbIX M1, KOCHYBLIMCHL NoOAA
«OTObpaxKeHMe 4acToTbl KagpoB» B noapasgene «MHCTPYMEHTbI», M Ha OTKPbIBLUENCA
CTPaHWULE KOCHYTbCA NyHKTa «[poctoe» wunm «loapobHoe» nnmbo KOCHYTbCA MNoAA
«OTKNOYEHO» A1 OTKAOYEHUA ANarHOCTMKKM (PrucyHok 100);

— KOCHYTbCSl COOTBETCTBYHOLLMX NEpeKatodaTenen B nogpasaene « MHCTpyMeHTbI»
ANs BbINONHEHWNA cneayowmx aencteuii (cm. PucyHok 98):

e paspewnTb AAMbO 3anpeTUTb COXPaHeHMe OTNAaAO0YHbIX CMMBONOB B
NOMaLLHEeN nanke;
® BKIOYMTb MO0 OTKNOYMTL BaIMAALMIO NAKETOB.

NMPUMEYHAHUE. [na nposepkn RPM-naketoB MI1 umcnonb3yetca BanmaaTop,
NPOBEPAOLINMA  YCTAHOBOYHblE TNaKeTbl Ha MNpeaMeT COOTBETCTBMA TpeboBaHUAM,
yKasaHHbIM Ha Beb-canTe: https://developer.auroraos.ru/doc/software _development/
guidelines/rpm_requirements. BanngaTtop 3anyckaeTca aBTOMATMYECKM MPU YCTaHOBKe
RPM-nakeToB, npu atom RPM-nakeTbl, He npouweawune Bannmaaumio, He MoryT ObiTb
ycTaHoB/ieHbl Ha MY, dyHKUMOHMPYLowem noa ynpasneHmem OC ABpopa;

— nepesarpy3nts MY ans nepexoga B pexum fastboot, KOCHyBLIMCb KHOMKM
«Mepesarpy3ntb B fastboot» (cm. PucyHOK 98) 1 Ha OTKpbIBLIENCA CTPaHMULE KOCHYTbCS
KHOMKK «[oaTBEpAMTb» AR NOATBEPKAEHMA onepaummn NMbo KHOMKKM «OTMEHUTb» ANA
oTMeHbl (PucyHok 101);

— paspewnTb NMbOo 3anpeTUTb TUXYH YCTaHOBKY NakeTtosB M3 SDK, KOCHYBLUUCH
nepekntovaTena «PaspelwnTb TUXYK YCTaHOBKY» B noApasgene «YcrtaHoBka [10»
(cm. PrucyHoK 98) 1 noaTBEPANTL AENCTBME BBOAOM TEKYLLEro napona (cm. PucyHok 4).



0T06pa)|(eHMe YacToTbl Kagpos

OTkNoYeHo

MpocToe

Moaopo6Hoe

MpocToii - TONbKO KOMMNO3UTOP
Moapo6HbIl - TONBKO KOMMNO3UTOP
MpocToM - TONBKO NPUMOXEHUS

Moapo6HbIl - TONBKO NPUMOXEHUS

PucyHok 100
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I OTMeHUTb MoaTBepantb

Mepesarpy3untb yCTPOMCTBO
B pexum fastboot?

YcTpoiicTBo 6yneT HemenIeHHO nepesarpy>XeHo.

3to 03Ha4aeT, 4YTO BCe OTKPbITbie CeaHCbl U
BPeMeHHbIe faHHbIe 6yayT NoTepsiHbl.

PucyHok 101
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4. MEXAHU3MbI BE3OIMNACHOCTH

PeannsoBaHHble B OC ABpopa o¢yHKUMM 6e30MacHOCTM MOMHO HACcTPOUTb C
MOMOLLLbIO COOTBETCTBYIOLWMX MHTEPDENCOB, ONMUCaHNE KOTOPbIX MPUBEAEHO B HACTOALLEM
pasaene.

4.1. Peructpaumsa cobbitnin 6esonacHocT (ayamT)

4.1.1. CnctemHoe KypHanmpoBaHue
4.1.1.1. Obuwan nHPopmaLms

CUCTEMHOE KYPHA/NIMPOBaHME — CepBMC A4 pPerucTpaumm U XpaHeHus
MHPOPMALIMK O BaXKHbIX MPOrPaMMHbIX 1 annapaTHbIX COObITUAX, @ TaKKe UX Aa/ibHenLwero
aHann3a B C/ly4ae HEKOPPEKTHOMN PaboTbl CUCTEMBI.

OC ABpoOpa OCYLLECTBASET PErucTpaLmMio U XpaHeHne cneaytoLlein nHbopmaumnu:

— COODOWEHMN N3 CUCTEMHOTO KypHana (journald) n agpa (kernel log);

— COOBOLWEHMN, BbIBOAMMbBIX NPOLLECCAaMM CNYXKO Ha CTaHAapTHble MOTOKM BbIBOAA
(stdout);

— OWMOOK (stderr).

MonydeHHana MHOOPMaLMSA MHOEKCUMPYETCA M XPAHUTCA B CUCTEMHOM XKypHaine,
KOTOPbIM HAX04MTCA BO BPEMEHHOM Narnke 1 nocse nepesarpyski He coxpaHsaeTcs.

4.1.1.2. CoxpaHeHune cobbITUIM CUCTEMbI B MOCTOSAHHYO NamaTb MY

[ns coxpaHeHWs CODbITUN CUCTEMbI BO BHYTPEHHIOK MOCTOSHHYHO NamatTe MY
HeobX0AMMO BbINONHUTbL Ceaytolne AenCcTBUA:
— OTKpbITb MTI «Terminal» 1 BbINONHUTbL KOMaHAY:

vi /etc/systemd/journald.conf

— YCTaHOBWTb NapameTpbl B Chedyrouimne 3Ha4eHnA:

Storage=persistent
SystemMaxUse=500M
RuntimeMaxUse=1M

— nepesarpy3nTtb MY Ana coxpaHeHWA M3MEHEHNA.

[na  BbiIrpy3kM  danna  KypHana  HeobXOoAMMO  BbINMOAHUTL  KOMaHAy:
journalctl -a > j.log, NpK 3TOM noTpebyeTca co3aatb dain nora, KoTopbin byaet
MMeTb Has3BaHWe: j.log W codep:kaTb Bce CobbiTMA (-a = all). HaseaHue npwu
HeobX0AMMOCTN MOXKHO M3MEHMUTD.
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4.1.2. Cepsuc sdjd
4.1.2.1. Obwan nHPpopmaums

[ns HageXHoro XxpaHeHMA Habopa CcoobLLEHMNN, OTHOCALLMXCA K CUCTEME 3aLUMUTHI
MHGOPMaLUMMN, UCNONb3YETCA CepBUC No cbopy M pernctpaumm cobbituin besonacHoCTH
sdjd. CepBWUC COXpaHAeT OTAeNbHble coobuieHna B ¢ann /var/log/sdjd-v2.log,
KOTOPbIA MNpPK 3anoHEHMWM A0 MakcMmanbHoro pasmepa (50 MbB) nepesanucbiBaeT
npeablayume coobLeHna HOBbIMM.

[Ona onpeaeneHma cobbiTUM pernmcTpauum CcepBMcoMm sdjd WMCNONb3yeTca
KOHOUIYpPaUMOHHbIN  dann  /etc/omp/sdjd.conf, B  KOTOPOM C  MNOMOLLbIO
pPeaaKkTMPOBAHMA MOXHO 3a4aTb HeaKTyabHbIM CObbITMAM cTaTyC false.

B OCABpopa <C WCNONb30OBaHMEM cCepBMCa sdjd PEernucTpupyroTca u
NONTOBPEMEHHO XPaHATCA CAeaytoline TMnbl COObITUIM He30MNacHOCTU:

— pe3ynbTaT NOMbITKM BXO4a B CUCTEMY;

— BONOKMPOBAHME MHTEPAKTMBHOIO CeaHca KaK Mo 3anpocy Noab30BaTensa, Tak u
N0 NCTEYEHUM YCTAHOBNEHHOIO NEPNOAa HEAKTMBHOCTWN NONb30BATENS;

— BNOKMpOBaHME A0CTyMa MOC/Ae YCTAaHOBAEHHOrO KO/JM4YeCcTBa HeycrnelHbIX
NOMbITOK BBOAA ayTEHTUOUKALMOHHOM MHPOopmaumn (nn. 4.2.2.1.3);

— WCTeYeHMe CpoKa AeNCTBMA NAPONs;

— CMeHa napons;

— 3anyckK npoueaypbl U pe3ynbTaT KOHTPOAsA LenoctHocTk (KL);

— MOJyYeHMe OTpULLATENBHOIO pe3yabTaTa NPOBEPKY;

— aBTOMaTU4yeckan BaokmMpoBka MY;

— pe3ynbTaT NoMbITKM YCTAaHOBKM, yAaneHmna nnm obHosneHna RPM-nakeTos;

— MOAKNOYEHNE N OTKAOYEHNE BHELIHUX HOCUTENEN MHDOPMALLNK;

— nepenosiHeHMe KypHana cobbiTMin 6e3onacHoOCTY;

— BKJ/IKOYEHME, Nepe3arpy3Kka 1 BblkatoyeHne MY;

— pobasneHne NpaBua CeTeBOro PuUabTPa;

— 3aMyck, 3aBeplueHme U M3MeHeHne KOHGUrypaumm cay>bol ayamTa;

— M3MEHEHMEe CUCTEMHOTIO BPEMEHMW;

— HelwTaTHOe 3aBepLUEHNE CUCTEMbI;

— MONbITKM AOCTyNa K daliam, HaxoAALMMCA B MpoLLecce perncrpaumm;

— cHbol B MexaHM3Me M30N5LMN NPOLLECCOB;

— owKnbKn Banmaaumm RPM-nakeTos;

— CO3[4aHue, NepeKNOYEHME M yaaNeHME YYETHOM 3aNnCK NOb30BaATENS;

— MHWLUMANN3aUMA 1N pe3ynbTaT NpoxoxaeHnsa 20A,

NMPUMEYAHMUE. HaumHaa c penmsa OCAspopa 4.1.0 update 1, He Obyaer
PErncTPUPOBaTLCA COOLITME MPMBA3KM TOKEHOB K YYETHOW 3anucu (MHMUMANM3aLma)
(ID=47);

— CoObITUA aHTMBMPYCA;
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cobbiTna JoBepeHHOM cpeabl MCnoNHeHMA ABpopa (Npu Hannumnm);

3anyck MI1 «RypHan»;

obHapyKeHne HapyLeHNs LenoCTHOCTM CTOPOHHNX GailnoB;

M3MEHEHME NapPObHOM M NONb30BATENbCKON MONUTUK,;
BK/IIOYEHME PEKMMA Pa3paboTumKa;

BK/IIOYEHME U BbIKAOYEHME yaaNeHHOro A0CTyna;
paspelleHne un 3anpet goctyna Kk MM «Terminal».

MPUMEYAHMUE. [MonHbIM cnmcok cobbiTin  6e30MacHOCTM,  PerncTpmpyemblx

CepBMcom

sdjd B OC Aspopa, A0CTyneH

Ha Beb-canTe:

https://developer.auroraos.ru/doc/software_development/reference/sdjd/events.
Kaskgoe cobbiTe CoAepsKMUT creayoLyto MHGOpMaLMIo:

SELinux);

YHUKaNbHbIM naeHTUdUKATOP CobbITUA,

TUN cobbITUSA;

BPEMA perncrpaummn cobbitus;

YPOBEHb Ba*KHOCTWN COODLIEHWA;

OMUMOHANbHbIM TEKCT cOObLLEHNA (MM NyCTaa CTPOKa);
PID npouecca-oTnpasnTens;

PID poanTenbCcKOro npouecca 414 npouecca-oTnpasnTens;
UID npouecca-oTnpaBuTens;

Effective UID npouecca-oTnpasutens;

Saved UID npouecca-oTnpaBuTens;

File system UID npouecca-oTnpaBuTens;

Real GID npouecca-oTnpasutens;

Effective GID npouecca-oTnpaBuTens;

Saved GID npouecca-oTnpaBuTens;

File system GID npouecca-oTnpaBuTens;
Supplementary groups npolecca-oTnpaBuTens;

3¢ deKTMBHbIE MPUBUAETMM NPOLLECCA-OTNPABUTENSA,

MNOJIHbIM NYTb K McnonHaemomy dakany npouecca-oTnpaBuTens;
KOHTEKCT 6e30MacHOCTM npouecca-oTnpaBuTens (Tekywaa posb WUAM MeTKa

— TeKCTOBOE npe/cTaBneHme naeHTMdmnKaTopa cobbiTna ana yaobcTea oTAaakm.

AZMUHUCTPATOP MOMET onpeaennTb CUCcoK obbektoB PC, nMonbiTKM A0CTyna K
KOTOpbIM DyayT PerncTpmpoBaTbca B danne /usr/share/security-audit/security-
audit-rules.conf, 00aBMB NPaBWIO ayamuTa ANs8 Habatogaemoro obbekTa OTAENbHOM

CTPOKOM

B dann /usr/share/security-audit/security-audit-rules.conf.

MonbITKKM AocTyna K obbektam PC, HaxoAAWMMCA B nanke /home M ero noanankax, He
PerncTpUpytoTCs.
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Bce peructpupyembie cobbitna 6e3omacHOCTM OTODOparkatoTCA C  YKa3aHWeMm
BPEMEHM W LBETOBOM WMHAMKAUMEN B KypHane cobbITMA, NPOCMOTP KOTOPOro
ocylecTsaseTca ¢ nomoubio MIT «KypHan».

MPUMEYAHMUE. Monb3oBaTenb MMeEET BO3MOXKHOCTb COXPaHWUTb KypHaa COObITUI
6e30NacHOCTM CMCTEMbI BO BHYTPEHHIOK NOCTOAHHY NamATb MY B LUIMPPOBAHHOM BMAE.

4.1.2.2. NMpocmoTp cooblleHnin ayamTta

[ns npocmoTpa cooblleHnin ayamTa M A0CTyna K HUM HeobXxoAMMO MCNONb30BaTb
cnenytolme MHCTPYMEHTbI:

— Nporpammsbl journalctl M dmesg, MUMetOLIME MHTEPPENC KOMAHAHOMN CTPOKM;

— YTUAUTY sdjd-dump, NO3BOAAKOLLYID MPOCMOTPETH CObbITMA He30macHOCTM B
MM «Terminal»;

— MM «KypHan» (/usr/bin/log-viewer), B rpapuyeckom uHTepdeice
KOTOPOro oTobparkatoTca 3anmcK o cobbITUAX, COXPAaHAEMbIX CEPBUCOM sdid.

MPUMEYAHME. B MM «*KypHan» oTobpakatotca cobbitma ayamTa (PucyHok 102).
MNoapobHoe onucaHue pabotel MIT  npuBeaeHo B  AOKYMeHTe  «PyKOBOACTBO
nosnb3osatena» AAMI.10034-02 90 O1.

Mpn 3TOM aAMUHUCTPATOPY AOCTYNEH NPOCMOTP COOBLLEHWI ayAnTa BCEX YYETHbIX
3anucen, cosgaHHbix Ha MY (PucyHok 103).

&

MpocMoTp XypHana Q 2 : DunbTpbl

a
127 3anucei HanaeHo, 127 nokasaHo

Bbi6paHHbIi nonb3oBaTenb:

CeropgHs
Bce nonb3oBaTtenu

(O 1. YcnewHas ayTeHTUpUKaUMS

02/07/2024 12:49:16 GMT +03

(O 2. YnanéHHblit 4OCTYN BKIOYEH
Remote login enabled
02/07/2024 12:49:16 GMT +03

(O 3. YnanéHHbii fOCTYN BbIKNIOYEH
Remote login disabled
02/07/2024 12:49:02 GMT +03

(U 4. YcnewHas ayTeHTUdMKaLms
02/07/2024 12:40:44 GMT +03

@ 5. Owubka 06paboTku naketa
harbour-colordots
02/07/2024 12:40:37 GMT +03

O 6. YcnewHas ayTeHTUdMKaLmS
02/07/2024 12:40:15 GMT +03
O 7. YnaneH naket
ru.vk.RuStore
02/07/2024 12:38:55 GMT +03

PucyHok 102

Bce nonb3osarenu

defaultuser

Monb3osatens 1

Monb3oBaTens 2

Monb3oBaTens 3

PucyHok 103
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4.1.3. CepBuc reports

CepBWuc reports reHepupyeT eanHbIN CUCTEMHbIM OTYET B BUAE apxmBa C Gparnamm
KoHOUrypauum n noramm paboT pasnnyHbix KomnoHeHToB OC ABpopa, KOTOPbIA MOMXKET
6bITb 3aWMPPOBAH.

4.1.3.1. OnncaHme cMCTeMHOTr0o oT4yeTa

CUCTEMHbIN OTYET MMEET CaeayoLWnin opmaT: tar.bz.

MmAa CcucTemMHOro oTyeTa MMeeT C/ieaylolyto MacKy: reports-YYYYMMDD-
HHMMSS.tar.bz.

MPUMEYAHUE. TogpobHoe onucaHne npoueaypbl GOPMMPOBAHMA OTYeTa
npmeeaeHo B AOKYMeHTe «PyKoBOACTBO nosb3osaTtena» AAMI.10034-02 90 01.

OnuncaHue TeKkyulero Habopa moaynei npuseaeHo B Tabanue (Tabaumua 1).

Tabnnua 1
Moaynb OnucaHue
agnss NHpopmauma o A-GNSS
available-packages |Cnucok AOCTYMHbIX U YCTAHOB/IEHHbIX MAKETOB
battery NHPopmauma 06 akkymynaTope
bluetooth MHpopmauma o Bluetooth®
cellular MHPopmauma SIM-KkapTax
certificates NHbopMaLma 06 yCTaHOBNEHHbIX B CUCTEMY CEPTUPMKATAX
(ima, kernel, rpm DB)
disks MHpopmaLma O AMCKaX U 3aHATOM/CBODOOAHOM MPOCTPAHCTBE
dmesg CucTemHble coobuleHns aapa
emm MHDOpMaLmMA 0 nanke /etc/emm
info O6wan nHdopmauua o MVY:
— KOHTPO/IbHas CyMMa 3arpy304HOro pasaena;
— nHdopmauma o6 AIDE;
— CMNWCOK AOMNONHUTENBHbIX QYHKLUMIA;
— nHdopmauma o penmse OC;
— nHdopmauma o HW pennse OC;
— Bepcus aapa
integrityd KoHpUrypaumoHHble ¢alnbl cepBmca integrityd
internet NHbopMaLma 06 aKTMBHOM MHTEPHET-COEANHEHUN
logcat CuctemHble cooblleHums
memory NHPopmaLmMa 0 NaMATH
mount-points TeKylie TOYKM MOHTMPOBAHMA
policy MHPopmauma o nanke /etc/policy
process-list TeKyLWMi CNMCoK NPoL,EeccoB
push-daemon NHPopmauma 0 NnanKkax /etc/xdg/push-daemon 1
/var/lib/push-daemon
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Moaynb OnucaHune
rpms CNUMCOK YCTaHOB/EHHbIX MAKETOB
screen NHbopmauma ob skpaHe MY
sdjd CobbITna 6esonacHOCTH
Ssu NHDOopMaLma 0 peno3nTopmax

system-journal-json |CyucTtemHbli XypHan B popmate JSON

system-journal-10g |CycTeMHbIN XypHaN B TEKCTOBOM BUAE

system KpaTkas MHpopmMaLma O cMCTEME:

— PEeXMM 3KOHOMMM aKKYMYIATOPA;
— MOAK/IKOYEHME K CETU VIHTEepHET;
— CTaTyC NOAKNOYEHUA;

— aKTnBHOCTb ceTn WLAN

systemboot NHPOpMaLMA O CUCTEMHOW 3arpy3Ke
systemctl Cnucok cepBMncos
systemupdate Jlor obHOBNEHMS

4.1.3.2. [eHepayma cMCTEMHOro oT4eTa
4.1.3.2.1 l'eHepauma CMCTEMHOTO OT4eTa ¢ nomoulbto MMM «Terminal»

CUCTEMHbIN OTY4EeT MOXHO creHepmpoBaTb B MI1 «Terminal» ¢ nomouwpto
cnenyouwmx KoMaHa,
— reHepauma CUCTEMHOrO OT4eTa C COXPaHEeHWEM B Nanke /var/reports:

generate-reports.sh true

— reHepauma CUCTEMHOrO oOT4YyeTa C COXPaHEHWMEM BO BPEMEHHOM nanke
/run/reports, KOTOpas OyaAeT oyulleHa nocae nepesarpy3kn MY:

generate-reports.sh false

— reHepauma 3aWnPpPOBAHHOrO CUCTEMHOIO OTYETA B YKa3aHHOM nanke:

generate-encrypted-reports.sh /home/defaultuser/Documents/

MPUMEYAHUE. Mpu HeycnewHon reHepaumum 3awmdpoBaHHOro otyeta bdyaet
CO3/71aH ODObIYHbIN CUCTEMHbIN OTYET.

4.1.3.2.2. [eHepauma cMCTEMHOrO OT4yeTa C nomMmoLLbto MIT «RypHan»

CUCTEMHbIM  OTYET MOXHO creHepuposaTb B MIT «ypHan». [lMoapobHoe
onucaHue reHepauum CUCTEMHOrNoO oTyeTa C nomoubto MIT «KypHan» npusedeHo B
NOKymeHTe «PyKkoBoAcCTBO nosib3osatenda» AAMI.10034-02 90 01.

4.1.3.2.3 3awmndpoBaHHbINA CUCTEMHbIN OTYET

LndppoBaHne CUCTEMHOrO OT4eTa MPOUCXOAUT TONIbKO C YCTAHOBAEHHbIM Ha MY
KANEHTCKMM cepTUPUKaATOM. pn OTCYTCTBMM AAHHOTO cepTUdMKATa, BHE 3aBUCMMOCTM OT
Bepcum OC ABpopa, CUCTEMHbIM OTYET He byaeT 3andpoBaH.
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B OC ABpopa mncnonbayetcsa 61o4Hoe wndpposaHne GOST 28147-89.
LInppoBaHHbLIN OTYET MMEET CAeayoLWMA OPMaAT: tar.bz.cms.

MmAa WwindpoBaHHOTO OT4YeTa MMeeT CaeayltoLllytd MacCKy: reports-YYYYMMDD-
HHMMSS.tar.bz.cms.

[ononHutenbHo popmunpyetcsa dann ¢ nHbopmaumen o cepTudurKkaTe, Nyb6ANYHbIN
KNtOY KOTOPOro Obl/1 MCNONBL30BaH AN WndpoBaHMa oTyeTa. OH co3aaeTca paaom U umeeT
bopmaT .txt: reports-YYYYMMDD-HHMMSS.tar.bz.txt. Bpema co3aaHma B Ha3BaHUN Y
3TUX GanN0B NAEHTUYHOE.

Mpumep dana c nHdopmaume:

cat reports-20220329-104949.tar.bz2.txt

BbiBOA KOMaHAbI:

Subject: OMP Test

Group: developer

Subgroup: regular

Key ID:
7003efe7156bd53a2e88c2cb3c0d43e9786760¢c53721933dd5052fdaf443dbtb

OT4yeT MOXHO pacwmdpoBaTb COOTBETCTBYIOLIMM KAKOYOM U CePTUPMKATOM C
nomoulbto OpenSSL. Kntou pacwmndpoBrm onpeaenaetca B none «Key ID» ¢panna popmaTa
.txt, pacrmosIOKEHHOro C apxMBOM. Takxe noTpebyeTca NOAKIYUTL TOCTOBbIA ABUKOKY,
AONONHUTENbHO YCTaHABMBAEMbIN B CUCTEMY:

openssl cms -decrypt —-in /home/defaultuser/Documents/reports-20220228-
173753 .tar.bz2.cms -recip system-developer-cert.crt -inkey system-
developer-key.pem —-inform DER > reports-20220228-173753.tar.bz?2

4.2. UpeHTnduKauma n aytTeHTMmKauma

4.2.1. OcHoBHble npasuia MAD

B OC ABpopa peann3oBaHa MNOACMCTEMA MAEHTUDUKALMKM M ayTeHTUOUKAUMM
(MAD), npeaHa3HayYeHHaa ana obecneyeHns o4HO3HAYHOM N HEMPOTMBOPEYMBONA:

— maeHTUdMKaumm obbektos goctyna OC Aspopa ($pannos 1 nanok);

— naeHtTnoduKaumm cybvektos aoctyna OC ABpopa (CMCTEMHbIX NPOLECCOB,
NPOLLECCOB B MPOCTPAHCTBE AZPa, a TaKXe MPOLLEeCcCoB MAW NMPOrpaMm, 3anyLlleHHbIX OT
MMEHM NOoNb30BaTeNeN);

— naeHTMOMKauMmM y4eTHbIX 3anmcen nonb3osatener OC ABpopa (C  posibto
aAMUHNCTPATOPA 1 C PONIbIO NONb30BATENA);

— ayTeHTMdUKaLNM Nonb30BaTeNeM OC ABpopa (MHOrodakTopHasn
ayTeHTMdMKaLUMA C MCNONb30BaHNEM TakMX GaKTOPOB, KakK: Naposb, cMapT-KapTa, CYANC,
oTneyYyaToK NanbLa).

4 Peannsauma KpMNToanroputmos poccuickoro FOCT ana OpenSSL.
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Ons  pabotbl ¢ OCABpopa agMWHUCTPATOPY NPUCBAMBAOTCA Caeaytoline
NAeHTUOUKATOPbI:

— cMMmBOANbHbIN: defaultuser;

— ymncnoson: 100000.

N3meHeHne HaCTpoOekK H6e3onacHoCTH ocylecTBaaeTcA nocpeaCcTBOM
KOPPEKTUPOBKN KOHOUIYPALMOHHbBIX GaliioB M BbIMONHEHMA COOTBETCTBYIOLUMX KOMAHA B
TepMmuHane. Ml MCNONHAKOTCA B M30/IMPOBAHHOM KOHTEMHEPE, peam3yeMom CpeacTBamm
firejail/sailjail. C nomowbio seccomp-bpf MOMKHO 3aMpeTnTb HEKOTOopble
CUCTEeMHbIEe BbI30BbI, HANPUMEP: mount /umount, ptrace, kexec U Ap.

Ona ycunenua sawmtel MY npmu nepBomM BKAKOYEHUU PEKOMEHAYETCA YCTAaHOBUTb U
NepMoamnMyeckn M3MeHATb MNapoab, KOTOopbiM  bByaeT xpaHutbca B LUKS-cnore,
COOTBETCTBYHOLWEM MAEHTMOMKATOPY NONb30BATENS.

MPUMEYAHME. LLndpoBaHuMe pasaena NPOUCXOAUT aBTOMATMUYECKM, MPU 3TOM BO
BpemAa nepBoro 3anycka MY no ymondaHuio mucnonsdyetca naponb 00000, KOToOpbIn
BNOC/NEACTBMM MOXKET OblTb MU3MEHEH.

B uenax npegotBpalleHMA  HEeCaHKUMOHWMPOBAHHOroO  Aoctyna K MY,
dYHKUMOHMpYtoLemy noa ynpasneHnem OC Aspopa, naponb (cm. nn. 4.2.2) Tpebyetca ans
NOATBEPXKAEHMA BbIMOAHEHWNA CIeAYOLWNX AEUCTBUA:

— CO34aHWA YYETHbIX 3aNnCern ponen;

— HACTPOMKM NapPONbHOM NONUTUKMY;

— 33[1aHKNA OrPaHMYEHNIN BXOAA B CUCTEMY;

— BKJ/IHOYEHMA M HAaCTPOMKN 2DA;

— 3a4aHMA O4HOPA30BOro Napos;

— WN3MEHEeHMA HacTpoeK 60KMPOBKMY;

— paspelleHna yCTaHOBKKM cTopoHHero [10;

— YCTaHOBKM SSH-napons;

— aKTMBALMM M HAaCTPOMKM pexrmMma pa3paboTumka;

— MPOCMOTPA AAHHbIX Y4ETHbIX 3aNuncen;

— cbpoca HacTpoek MY;

— YCTAHOBKM MapoaAa Cyrnepnosib3oBaTesis;

— MPOCMOTPA Napoen, COXpaHeHHbIX Ha MY.

MPUMEYAHMUE. MNoapobHoe onmncaHme o 3a4aHnK Napoaa NPUBEAEHO B JOKYMEHTE
«PykoBoacTBo nonb3osatensa» AAMI.10034-02 90 0O1.

ApxutektypHo MA® OC ABpopa COCTOUT M3 cepBMCa ayTEHTUPUKALMM authd C
BO3MOHOCTbIO MOAKNOYEHNSA MOZYNEN, Peann3ytoLnX Pa3anyHble cnocobbl NMPOBEPKK
NOA/IMHHOCTMK, a TaKXke bubnamoTtek, obecneymBatoLLMX OTPUCOBKY NPUTNALLIEHMA Ha BXOA U
pPeanu3yoLlLnX B3aMMOAENCTBME C APYIMMM MPOrPaMMHbIMM MOAYAAMM rPadUyeckoro
MHTepdenca, TakMMKW KaK YCTPOMCTBO BBOJA (3KpaHHaAA KnasuaTtypa), rpaduyeckoe
OKpyKeHMe lipstick M cayxba ayamTa sdid.



64
AAMT.10034-02 91 01

Habop mopaynen, obecneymBatowmx cnocodb MA® nonb3oBaTenen m peanmsalnto
dyHKUMIM Be3sonacHOCTH:

— lockout (nn.4.2.1.2);

— loginrestriction (nn. 4.2.1.3);

— password (nn. 4.2.1.4);

— smartcard (nn. 4.2.1.5);

— sudis (nn. 4.2.1.6);

— reset (Nn. 4.2.1.7).

Moaynmn npeactasnaoT cobor dpannbl popmaTta .so, PACNONOKEHHbIE B Mamnke
/usr/lib/authd/. [pn Kaxxgom 3anycke MY cepBuC authd CKaHMPYET Nanky. HacTponkm
cepBuca authd pacnosioxeHbl B Galne /etc/authd/authd.conf, rae:

— plugin-dir — nanka c MoaynaAMu;

— admin-mandatory-factors — cnocobbl MAD, obaszaTtenbHble ANA YYETHOM
3aNncK aAMUHUCTPATOPa;

— admin-immutable-factors —  cnocobbl MAD  yyeTHOM  3anucu
aAMUHUCTPATOPA, HeAOCTYMHbIE A5 BKAOYEHWA UM BbIKIHOYEHUS;
— admin-default-factors — cnocobbl WAD agna  y4yeTHOM  3anuUcK

aAMUHUCTPATOPa MO  yMoAn4YaHutio  (byayT  BbiOpaHbl  aBTOMATUMYECKM,  €Cau
CKOHOUIYPUPOBAHHbIN CMMCOK GaKTOPOB MyCT);

— user-mandatory-factors — cnocobbl WMAD, obAsaTenbHble ANA Yy4ETHOM
3anMcu Nosib3oBaTtens,

— user-immutable-factors — cnocobbl MA®D yyeTHOM 3anMcM MNONb30OBaATENS,
HeAOCTYMNHble ANA BKAOYEHNSA UM BbIKAHOYEHUSA;

— user-default-factors — cnocobbl MAD ana y4yeTHOM 3anmMcy Nonb3oBaTenA
no ymonyaHuto (6yayT BbiOpaHbl aBTOMATUYECKWU, €CAM CKOHOUIYPUPOBAHHbIMA CMMCOK
$aKkTopOoB MycT).

MpeaycmoTpeHa BO3MOXHOCTb HACTpouTb Habop cnocobos VAP ans Kaxkaon
y4YeTHOM 3anmcu noNb30oBaTeNs. Habopbl XpaHATCA B darne BMAA
var/lib/authd/users/<uid>.conf, rae UID — wuaeHTMOMKATOP Yy4YeTHOM 3anucu
No/ib30BaTeNa B CUCTEME.

4.2.1.1. OnucaHme AMarHoCTUYeCKnX oLnbokK

B MI «XypHan» ¢dopmupyroTca yTOYHAOWME coobueHmna 06 M3MeHeHMsX
napameTpOB CUCTEMbI CeayroLMM 06pa3om:

1) [Ona nonb3oBaTenbckux napameTtpos: Plugin: %1, setUserOption: %2=%3,
UID=%4;

2)  [Ona cuctemHbix napameTpos: Plugin: %1, setOption: %2=%3.
roe:

— «%1» - HaMeHOBaHME MOAYNA, Y KOTOPOro MeHAETCA NapameTp;

— «%2» - NapameTp MoAayNA, KOTOPbIA Bbln N3IMEHEH;

— «%3» - HOBOE 3HaYeHMne NapameTpa;
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— «%4» - UID nonb3osatena, 418 KOTOPOro MEHAETCA NapameTp.

Cnuncok N\O,EI,yflel;I, Y KOTOPbIX MEHAKTCA MapaMeTpbl, a TdKXe WUX OoMNnmcCaHue

npueeaeHo B Tabanue (Tabaunua 2).

Tabnnua 2

Moaynb (%1)

OnucaHue

lockout

bnoknposka MY

loginrestriction

PacnucaHue Bxoaa y‘-IeTHOVI 3armcm Noab30BaTeENA

password Mapob
reset Cbpoc MY
smartcard CmapT-KapTa
sudis

CYNC (Cepsuc ynpaBieHns 4OCTYNOM K
MHPOPMALIMOHHbBIM CUCTEMAM)

CnMCOK M3MEHEeHHbIX MnapamMeTpoB, a Takike MX OofMmcCaHune npmBeaeHoO B Ta6nmue

(Tabnunua 3).
Tabnnua 3

MapameTpbl moayna (%2, %3)

OnucaHue

Mopaynb loginrestriction

ttl

[encTBre y4eTHOM 3anmcu

login-schedule-days

[Hn BXO4a B cUCTEMY

login-schedule-time

Bpemsa Bxoaa B cuctemy

login-locked

BJ'IOI-(I/IpOBI-(a yquHOVI 3alnnCn Nob30BaTeENA

login-temporarily-locked

BpemeHHas 6/10KMPOBKa TEKYLLLEN Y4ETHOW 3anuncu

temporary-lock-timeout

Tanm-ayT 610KMPOBKMU

Mopaynb password

new—-length

OnvHa napona

max-age

CpoK AencTBmna napons

max-attempts

Konn4yectso NonbITOK BBOAA napond

new-strength

CNoXHOCTb naposaAa

history-check

NcTopua napona

expiration-notification

YBesomaeHne 06 ncTedeHnn napona

NMPUMEYAHUE. JlorvpoBaHMe MCNONb3yeTCA TONbKO ANA loginrestriction W

password.

B Chydae ycnewHoro Bxoaa B CUCTeEMY JIOrMpyeTcAa TOJIbKO COO6LLL€HVI€ «YCnewHbln

BXO/, B CUCTEMY» BE3 YTOYHEHUA.

B cnydae HeycnewHoro BxoZa B CUCTEMY fornpyetca coobuleHne «HeycnelwHbli
BXOZ, B CUCTEMY», @ TaKXe AO0MNOAHUTEeNbHaa MHbopmaumsa ob owmnbke, KOoTopaa MMeeT

cneayrouwmn BUA:
Plugin: %1, error: %2.
roe:
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— «%1» — HaMMeHOBaHME MOAY NS, K KOTOPOMY OTHOCUTCA OLLIMOKA;
— «%2» — KoJ, OLMOKN.

Cnucok moaynen npuseseH B Tabanue (cm. Tabauua 2), CNMcok oWnboK, KoTopble
oToOpakatoTcs AN8 MoAyAel B CAyd4ae HeycrnelwHOro BXO4a B CUCTEMY, a TaKXe WX

onucaHue npmueeaeHo B Tabanue (Tabanua 4).

Tabnuua 4

Ownbka (%2)

OnucaHue

Mogaynb lockout

RecoverablelLockout

MY BpeMeHHO 3ab/10KMPOBAHO

PermanentLockout MY 3ab610KMPOBAHO
Mopaynb loginrestriction
TtlBadSyntax HeBepHbIN CMHTaKCKUC
TtlExpired CpOK AencTBMA y4eTHOM 3anMcK N0Nb30BaTENA UCTEK
DayUnknown HeBo3mMOXXHO onpeaennTtb
DayLocked Y4yeTHanA 3anmcb NOAb30BaTeNA 3abD10KMPOBaHa MO AHAM
Heaenm
TimeBadRange HeBepHbIl CMHTAKCMC BPEMEHHOIO AMana3oHa
TimeBadSyntax HeBepHbIN CMHTAKCUC BPEMEHHOTO AMaNa30oHa
TimeLocked Y4yeTHan 3anmcb NOAb30BaTeNA 3aDN0KMPOBAHA NO BpEMEHM
CYTOK
UserLocked YyeTHadA 3anmcb Noab3oBaTeNs 3aba0KMpoBaHa
UserTempLocked Y4yeTHan 3anmcb NOAb30BaTENA BpEMEHHO 3ab/10KMpOBaHa
Mopaynb password
InvalidResponse HeKkoppeKTHbIM 3anpoc
PasswordFailed HeBepHbI Naposb
gas swordUpdateFaile | He ynanocb 06HOBUTL Naposb

PasswordsDontMatch

[laponun He coBnagatoT

UserLockedMaxAttemp
ts

Y4yeTHas 3anucb Nosib3osaTena 3a6/10KMpoBaHa: AOCTUTHYTO
MaKCMMasibHOE KOIMYECTBO MOMbITOK

NotSupported

HesalwmndpoBaHHOE YyCTPOMCTBO HE NOAAEPIKMBAETCS

BadNewPassword

HeKkoppeKTHbI HOBbIM Napob

PasswordMatchPrevio
us

[MoN1b30BaTE/Ib HE MOXKET U3MEHUTL MAPOab. HOBbIM Mapo/ib
OOJ/IKeH OTINYaTbCA OT NpedblayLlero

PasswordNotSet Monb3oBaTeNb HE MOXKeT pa3bioknposaTb MY. Heobxoamnmo
06paTUTLCA K aAMUHUCTPATOPY ANA YCTaHOBKM O4HOPa30BOro
napons

Mopaynb smartcard

PinFailed HexkoppeKTtHbii PIN-Ko,

CannotSmartCard

CmapT-KapTa He HanaeHa
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Ownbka (%2)

OnucaHue

TooManyAttempts CNMLWKOM MHOTO MOMbITOK
ConnectionError CmapT-KapTa OTK/IOYEHA
BadCert HeKoppeKTHbIN cepTudmKaT
ValidationFailed Bannpauma He npoinaeHa

Mogaynb sudis
BadPassword HeBepHbIM Naposb
EncryptedPartitionl | 3gwmdppoBaHHbIit pasaen 3abaoKMpoBaH
ocked
CannotStartClient

He ynaeTcs 3anyctutb KaneHT Sudis

CannotConnectClient

He ynaeTcs noaKNtouYnTbLCA K KaneHTy Sudis

CannotCommunicateCl
ient

He ynaeTcs cBsA3aTbCA C KAveHTOM Sudis

UserLocked Y4yeTHan 3anumcb NONb30BaTeNA 3aDN10KMPOBaAHa

TooManyAttempts CNMLWKOM MHOIO NOMbITOK

TooManyAttemptsWith | CapywKom MHOrO MOMbLITOK, AaHHbIE YaafeHbl

outDeleted

NoUsbDevice Owwnbka ayTeHTUPMKaumn. HeT USB-ycTpoiicTBa

ConnectionError OwwnbKa NoaKNOUEeHWNA

AuthFailed OwmnbKa ayTeHTUDUKaLMK

BadDefaultCert HeBepHbI cepTudmKaT

UserCannotUnlock [Monb3oBaTENb HE MOXKET pa3biokmpoBaTb MY. Heobxoammo
006paTUTLCA K aAMUHNCTPATOPY A5 YCTaHOBKM OAHOPA30BOro
napons

ErrAuthType HesepHbI TN BXxOAa

4.2.1.2. Mopaynb lockout

Moaynb lockout NpeaHa3HavyeH Aas nposepkn MY Ha npeameT BNOKNMPOBKM.

Onuncaxue HaCcTpoeK MOZYNA, XpaHALLMXcA B danne
/var/lib/authd/methods/lockout/current.conf, npmeegeHo B Tabnamue
(Tabnunua 5).

Tabnuua 5

. 3Ha4yeHue no
CsoucTBO OnucaHue
YMOIYaHUIO
lockout-mode 0 Pexkmum 610KMPOoBKM MY:

-~ (0) NoLockout —He 3aDN10KMPOBAHO;

- (1) RecoverableLockout —BpPeEMEHHaA
610KMpPOBKa, CHMMaeTcs Yepes 15 MUHYT anbo
aaAMUHUCTPaTopom MY;

~ (2) PermanentLockout — NOCTOSHHAA BNOKMPOBKa;
- (3)
BpeMeHHasn 6/I0KMPOBKA, CHMMAETCA

RecoverablelockoutWithoutTimer —
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N 3HayeHue rno
CBOMUCTBO OnucaHne
YMONYAHUIO
aaMuHUcTpaTopom MY
lockout-timeout |15 mpuyT Cpok BpemeHHOM 610KMPOBKM
lockout- - Hayano BpemeHHOM 610KMPOBKM
timestamp

4.2.1.3. Mopaynb loginrestriction

Moaynb loginrestriction
ayTeHTMdJVIKaLI,MM Mnoab30BaTeNA B CUCTEME B ,ﬂ,aHHbllZ MOMEHT.

npeagHasHa4d4eH A4 MNpPOBEPKN BO3MOKHOCTU

OnucaHue HacTpoek MOAY S, XpaHALMXCA B danne
/var/lib/authd/methods/loginrestriction/<uid>.conf, NpuBeAeHO B Tabauue
(Tabnnua 6).

Tabnuua 6

o 3Ha4YeHue no

CsoucTso OnucaHue
YMOHAHNIO
tel Tekyuwasn gata + |CpoK AeNCTBMA y4eTHOM 3anmncu
2 roaa

login-schedule- Mo, Tu,We, Th, F| PacnuncaHme Bxoaa B CUCTEMY MO AHAM HeAenu
days r,Sa,Su
lﬁ?gin—schedule‘ 00:00-00:00 PacnucaHue Bxo4a B CUCTEMY MO BPEMEHU CYTOK
time
login-locked false BAOKMPOBKaA Y4ETHOM 3anNmMcK NOb30BaTeNA
login-temporarily=|Q muHyT BpemeHHan 6/10KMpPOBKa Y4ETHOM 3anncu
tocked noNb3oBaTens
temporary-lock- 15 MUHYT CpoOK aenctama 6/10KMPOBKM

timeout

Mpumep:

login-locked=false

login-schedule-days="Mo, Tu,We, Th, Fr, Sa, Su"

login-schedule-time=00:00-00:00 login-temporarily-locked=0

temporary-lock-timeout=900

ttl1l=2025.02.06

4.2.1.4. Mopaynb password

Mopaynb password NpefiHa3Ha4yeH Ans ayTeHTUPUKaLMmM no naposto.
OnucaHue rnobanbHbIX HACTPOEK MoAayAs (415 BCeX NONb30BaTeNeN), XPAaHALLMXCA
B paiine /var/lib/authd/methods/password/current.conf, NPUBEAEHO B Tabauue

(Tabnwnua 7).
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Tabnnua 7
3Ha4YeHue No YMONYAHMIO
CBoOMCTBO KopnopaTtusHasa | CepTndunumpoBaHHan OnucaHue
BepcuA BepcuA
new-length 5 CMMBOJIOB 7 CUMBOJIOB AnvHa napons
new-length- 5 cMmBO/1I0B /7 CMMBOJIOB MUHUMaNbHaA AAMHa NaposiA

lower—-limit

new-length-
upper-limit

12 cumBonOB

MaKcmmanbHaa AanMHa naponAa

max-age 0 30 gHe CpoK AencrTsms napona
(0O — 6e3 orpaHuyeHuin)
max-age-lower-)pes 30 gHen MMHUMaNbHbIN CPOK
limit orpaHu4eHnit [eNcTBMA napons
max-age-upper-|180 nHeil MaKcrManbHbIN CPOK
limit [encTsmA Napons
max-attempts |(Q 4 KonnyectBo NONbITOK BBOAA
napons
max—attgmpts— bes 4 MuHMManbHOEe KONNYECTBO
lower-limit orpaHudeHmni NOMbITOK BBOAA NapoA
max-attempts- |16 10 MaKcnMmanbHOE KONMYeCcTBO
upper-limit MOMbITOK BBOZAA Napons
new-strength |Q 3 HageXXHOCTb Mapona:
- 0 —TONbKO UMPSI;
- 1—undpbl 1 OyKBbI;
- 2—undpbl, byKkBbI B
HUXHEM N BEPXHEM
perncrpax;
- 3 —undpbl 1 OYKBLI B
HUKHEM N BEPXHEM
pPerncTpax, a Takxe
CNeLucMmBOb
new-strength- |Q 3 MUHUMaNbHaA HaAEXHOCTb
lower-limit napons
new-strength- |3 MaKcMManbHaa HadeKHOCTb
upper-limit napons
history-check |Q 1 NcTopus napona — KOIMYeCTBO

npeablayLimnx Nnaponen, c
KOTOPbIMM CPaBHMBAETCH
Tekywmn naposb (0 — He
NPOBEPATb NCTOPUIO NAapONei)
NMPUMEYAHMUE. HoBbin naposb
[O/KEH OTINYATLCA OT
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3HaYeHue No YMONYAHUIO
Csouctso KopnopatueHaa | CeptudnumpoBaHHan OnwucaHue
BepcuA BepcuA
npeablayLmx
historyl—clrlleck— 0 1 MUWHUMaNbHOE 3HaYeHune
lower-limit MCTOPWM Napona
history-check-|10 10 MaKchMManbHoe 3HaYeHune
upper-limit MCTOPMM NapoNa
expiration- 5 oHemn YBegomaeHune 06 ncteyeHnm
notification CPOKa AelcTBMA Napons
generated- password MonyueHune
password CreHepMpoBaHHOro NaponA
generation 0 2 Cnocobbl 3agaHMA Napona:
— 0 — TONbKO BPYYHYIO;
- 1 —33aaaHue BpyYHyto 1nbo
reHepaums;
— 2 —TOJIbKO reHepauunAa

HacTpoMKkK y4eTHbIX 3annceir nonb3oBaTens MMetoT Dosee BbICOKMN NpUopuUTeT
Haa, rnobanbHbIMK HaCcTpoMKamm n XpaHATCS B danne
/var/lib/authd/methods/password/<uid>.conf.

OnncaHne HacTPoeK YYeTHbIX 3anuMcen no/sb3oBaTena Ana MOAYNs password
npueeaeHo B Tabanue (Tabaumua 8).

Tabnnua 8
o 3Ha4YeHue no
CsouncTso OnucaHue
YMO/IYaHUIO
attempts OTcyTcTByeT Ko/sinyecTBo NOMNbITOK BBOAA HEBEPHOIO Napona
length OTcyTcTBYET [JNviHa TeKyLllero napons
strength OTcyTcTBYeT HafgeXKHOCTb TekyLllero napona
expiration- OTcyTcTBYET Bpemsa nocnegHen cMeHbl Napons
notification-last-
sent
history OTcyTcTBYET Mctopma naponen
change-next-time |false CmeHa naposia npu cneaytoLlen
ayTeHTMdMKaLUMM NONb30BaATENA B CUCTEME

4.2.1.5. Moaynb smartcard

Moaynb smartcard npeaHasHayeH ANs ayTeHTUOMKaAUMM C MCMOb30BaHUEM
CMapT-KapTbl.
OnuncaHue moayna npuseaeHo B Tabanue (Tabamua 9).
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Tabnunua 9
CsBoMCTBO | 3HaYeHMe N0 YMONYaHUIO OnucaHune
attached TriState {

YKa3blBaeT, NOAKA0HEHA 1K CMapT-KapTa B

ggézi’ing NaHHbIA MOMEHT. 3Ha4YeHWe J4aHHOro CBOMCTBA
r
True, He coxpaHaeTca B OC

};

HacTpolkm  y4eTHbIX  3anucen Nnonb30BaTENA XpaHATCA B  danne
/var/lib/authd/methods/smartcard/<uid>.conf.

OnucaHMe HacTpOoeK no/sib3oBaTenen ANs MOAyNA smartcard MNPUBEAEHO B
Tabnmue (Tabanua 10).

Tabnunua 10
o 3Ha4YeHue no
CsoucTso OnucaHue
YMONYAHMIO
pubkeyIsWritten false YKa3blBaeT, 3anncaH an NybaAnYHbIN KoY ANa
NaHHOro No/sib3oBaTens
pubkey - Myb6AMYHan YacTb KAtOYa, KOTOPbIM NOAMMUCaH
cepTUPMKaT N0Nb30BATENSA, COXPAHEHHbIN B
3aWMLULEHHON 061aCTM CMapPT-KapTbl

4.2.1.6. Mopaynb sudis

Moaynb sudis npeaHasHayeH ANa ayTeHTUPUKAuMM B CUCTEME YNPaBAEHUS
A0CTYyNoM K AaHHbIM MB/L Poccuu.

OnucaHne  rnobanbHbIX  HACTPOEK  MOAynda,  xpaHawmxca B danne

/usr/share/ru.at consulting.sudis client/policy.conf, npuseaeHo 8 Tabnuue
(Tabnunua 11).

Tabnuua 11
o 3Ha4YeHue no
CsoucTso OnucaHue
YMONYAHUIO
certs OTcyTcTBYeT CnMCOK AOCTYNHbIX CEPTUPUKATOB OT K/IMEHTA
cyanc
max-attempts 10 Ko/sinyecTBo HeBEepPHbIX NMOMbITOK BBOAA, NP
3anycKe KAneHTa 3HaveHune bepetca nus ganna
/usr/share/ru.at consulting.sudis cli
ent/policy.conf

4.2.1.7. Moaynb reset

Mopaynb reset npeAHasHayeH Ana cbpoca HacTpoek MY [0 3aBOACKOrO
COCTOAHMSA.
OnucanHue rnobanbHbIX HacTpoekK MOoAYNA, XPaHALLMXCA B

danne /var/lib/authd/methods/reset/current.conf, MNpuUBeAeHO B Tabauue
(Tabnunua 12).



72
AAMT.10034-02 91 01

Tabnnua 12
o 3HayeHue no
CsoucTso OnucaHue
YMOJIYaHNIO
reset-options reboot, wipe |  repoot — aBTOMATUYECKM Nepesarpy3unts MY

nocne cbpoca K 3aBOACKUM HACTPOMKaM;
~ wipe —Yy4a/nNTb BCe AaHHble ¢ MY

4.2.2. MHorodakTopHas ayTeHTMdUKauma

BHUMAHWE! Mepen HacTpOMKOM MHOrOPaKTOpPHOM ayTEHTUPUKALMM HEODXOAMMO
MY, c ycTaHOBNeHHOM KopnopatmsHon Bepcheir OC ABpopa, COpOCUTb A0 3aBOACKMX

HaCTpOeK.

MHoropaktopHaa ayTeHTMdMKauMs — npouecc NOATBEpP)KAEeHMA NOAJIMHHOCTU
NpaB y4eTHbIX 3anMcein posielt C NOMOLLbID NMPUMEHEHUA HECKONbKMX pas/anyatolmxca
daKkTopOB..

Ons  ayteHTudukaumm B OC ABpopa npu pasdbnoknposke MY moryT ObiTb
MCNONb30BaHbI caeaytolmne cnocobbl, obecneymBatolme NOASMHHBINA AOCTYN K XPaHMMbIM
Ha MY No/a1b30BaTENbCKUM AAHHbBIM:

— naponb (nn. 4.2.2.1);

— CMmapT-KkapTa (nn. 4.2.2.2);

— CyanC (nn. 4.2.2.3);

— OTneYyaToK najbLa.

MPUMEYAHME. MoapobHoe onuncaHne aobaBneHMA oTneyaTka nanabla NpmMBeaeHo
B AOKYyMeHTe «PykoBoacTBo nosb3osatena» AAMI.10034-02 90 01.

Ona Bblbopa mMeToda ayTeHTUPMKAUMM HEODXOAMMO BbINOAHUTL Caeaytolime
NencTens:

— KOCHYTbCSl O4HOWN 13 CO34aHHbIX Ha MY y4yeTHbIx 3anuncen (cm. PUCyHOK 5);

— B KOHTEKCTHOM MEHK0 KOCHYTbCA MNyHKTa «HacTpolkm 6e30nacHOCTM»
(cm. PucyHOK 8, cm. PucyHOK 9), B pe3yibTaTe Yero otobpasnTtca cTpaHmua «[ms yyeTHoM
3anucu]» (PucyHok 104, PucyHok 105);
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Monb3oBatens 1 | Bnagenew yctpoicTsa
Cnyx6a ayTeHTUdUKaLn @ Cnyx6a ayTeHTUduKaumm @
Bbibop MeTof0B ayTeHTUdUKaLUM Bbibop MeTof0B ayTeHTUOUKALUM
OrpaHuyeHune Bxoaa B CUCTEMY @ OpHopas30BbIi Naposb @
YCTaHOBWUTb CPOK AeUCTBUS YYETHOM 3anucu, HacTpoitkv ogHopa3oBoro napons
orpaHu4yeHue exoga no gHO Hegenu n
BPEMEHM CYTOK.
OpHopasoBbIv Naposnb @
HacTpoiikv ogHopa3oBoro napons

PucyHok 104 PucyHok 105

— KOCHYTbCH NyHKTa «Cny»ba ayTeHTUPUKALUM» (cm. PucyHok 104,
cM. PucyHok 105);
— Ha OTKPbIBWENCA CTpaHWLEe HeobXoAMMO BbINOAHWTb OAHO W3 CAeAYHLLMX
NencTBumn:
® aKTMBMPOBATb MNepekatoYaTenb «EAMHBLIM CNMCOK GaKTOPOB» M BbIOPaThb
eauHbIA MeToAd ayTeEHTUPUKALMN, KOCHYBLUMCb COOTBETCTBYIOLLErO NepekatovaTend, Ana
BbINMO/IHEHMA BCEX AeNCTBUI B cucTeme (PucyHok 106);
® 1€aKTMBMPOBATb MNepekatodaTend «EAMHbIA CNMCOK GaKTopoB» M BbibpaTb
MeTOoAbl ayTEHTUOUKALMKM, KOCHYBLUMCb COOTBETCBYIOUWIMX MNepeKkatovaTenen, npu
BKAOYEHMM MY M NOATBEPXKAEHMA HACTPOEK, a TakXe npu pas3baokmpoBke MY
(PucyHok 107);
— KOCHYTbCSl KHOMKN « COXPaHUTb» ANA COXPAaHEHNA U3MEHEHUN,
— noATBepAMTb AENCTBME BBOAOM TEKYLEero napona (Cm. PUCYHOK 4).
BHAMAHUE! [na wcnonb3oBaHMAa MeToda ayTeHTUdMKaumm «CmapT-KapTa»
HeobxoAMMO NPeaBapPUTEIbHO HAaCTPOUTb CMapPT-KapTy (nn. 4.2.2.2.3).



HacTpoiku cnyx6bl ayTeHTUdGMKaL,

EnuHbI cnucok pakTopos
Bce peiicTeus 6yayT UCnonb3osaTh OAHU U
Te Xe MeToAbl ayTeHTUdUKaLMK

Bbibepute MeTogbl ayTeHTUOMKaLMMK

Maponb

PucyHok 106
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| HacTpoliku cnyx6bl ayTeHTUdUKAL,

#  EpuHbIA cnucok ¢pakTopoB
Bce geiicTeus 6yayT MCNONb3OBaTh OAHM U
Te Xe MeToAbl ayTeHTUdUKaLMM

BbibepuTte MeToabl ayTeHTUdUKauum

Maponb

Maponb
OTnevaTok nanbua

CmapT-kapTa

CoxpaHuTb

PucyHok 107

4.2.2.1. AyTeEHTUPMKALMA C NOMOLLbIO NAPONS

BHUMAHMWE! Mpu npesbilleHMN KOAMYECTBA MOMbITOK BBOJA HEBEPHOro Maponsd

MY  aBToOmaTuyecku

oynet

3abn10KMpoBaHO.  Bpema  ONOKMPOBKKM  ABAAeTCA

PUKCUMPOBAHHbLIM M cocTaBnaeT 15 muHyT. MNepesarpy3ska MY A0 MCTeYeHMA YKa3aHHOTo
BpemeHu npmeeaeT K MOBTOPHOMY 3aMnycky otcyeTa 15 MUHYT.

LLndppoBaHue gaHHbIX
nonb3oBaTens, noXxanyuncra,
nopoxaute

PucyHok 108

Mpy nepBom BKAOYEHUU MY HeobxoAMMo BBECTU
naposb, KOTOPbIN DyAEeT 3anpallnBaTLCA U MCNONb30BATLCA
ONA:

— wundpoBaHMa Nonb30BaTeNs
(PucyHok 108);

— pa3bnokmposkn MY (PucyHok 109, PucyHok 110).

MPUMEYAHMUE. LLindposaHme pasgena c AOMALLHUMM
nankamu nonb3osatener (n.4.2.3) npoucxoamt B
CnefyroLWmx Cay4asx:

— NpWY NepBom BKAOYeHNUN MY,

— nocne cbpoca HaCTpoekK

cocTosiHusA (noapasaen 2.2).

[aHHbIX

MY 00 3aBOACKOro



BeequTe HOBbIV Naposib

[nvHa napons gonxHa 6biTb 5-12 cumMBONOB.

1 2 3
4 5 6
7 8 9
Aa 0

OTMeHUTb

PucyHok 109

4.2.2.1.1.
NMPUMEYAHUA:
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ﬂosTomee naposnb

Bnapenew ycTpoiicTea

1 2 3
4 5 6
7 8 9
Aa 0

OTMeHUTb

PucyHok 110

Hactpolika 6n1okmnposkn MY

v 3MeHeHMA HacTPoeK B NYyHKTE MeHI0 «BbIOKMPOBKa YCTPOMCTBA» MPUMEHAIOTCA
KO BCEM YYETHbIM 3aNNCAM pPoseit, Co3aaHHbIM Ha MY;
v’ Cnyyan, Mpu KOTOPbIX MOXET BbIThb 3aMpOLLEH Naposb, OnuncaHbl 8 n. 4.2.1.

BnokupoBka ycTpoWcTBa

AsTOMaTUyeckas 6nokuposka
Mpw BLIKNIOYEHMW 2KpaHa

#  OTo6paxaTb yBe[lOM/IeHUs], KOraa
YCTPOWCTBO 3a6/10KUPOBaHO

Maponb

M3mMeHuTb Naponb

HacTpoliku oTneyatkos @

3pecb MOXHO BbINONHUTb HACTPOMKY
0TNe4YaTKoB nanbues

HacTpoiiku cMapT-KapThl @

3p0ech MOXHO BbINOMHUTL HACTPOWKY CMapT-
KapTbl

PucyHok 111

Ona  HacTponkm HAoKMpoBKM MY  Heobxoammo
BbIMONIHUTb CAeaytolme AeNCTBUA:

— OTKPbITb MEHI CUCTEMHbIX HACTPOEK KacaHuem
3Ha4Ka @ Ha DKpaHe NpunoxKeHni (cm. PucyHok 1);

— KOCHYTbCA MyHKTa MEHIO «bnoknposka
n
ycTponuctea» [ B noapasanene «besonacHocTb» B

pe3ynbTaTe Yyero oTobpasnTCca OAHOMMEHHAs CTPaHMLaA C
HacTpolkamum 6aoknposkn MY (PucyHok 111);

— KOCHYTbCA Nnona «ABTomaTn4yeckana 610KMPOBKa»
M Ha OTKPbIBLIENCA CTpaHuue BbibpaTb Bpemsa A0
aBTOMaTMYyeckon  BIOKMPOBKM MY  (PucyHok 112,
PucyHok 113), KOCHYBLUMCb COOTBETCTBYIOLWMX MNONEN U

NoATBEPAMB  [AENCTBME BBOAOM TeKylWlero napons
(cm. PucyHoK 4);
— KOCHYTbCH nepekatovaTens «OTODpaNkaThb

yBEAOM/IEHMA, KOrJa YCTPOMCTBO 3a0/IOKMPOBAHOY» A/
oTobpaxkeHns yBeJoMNEHNI Ha DKpaHe BAOKMPOBKMY.
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BHUMAHWE! BapuaHTbl 3HayeHWin B none «ABTOMaTuyeckaa 610KMPOBKa»
OT/IMYatoTCA B 3aBMcMMOCTH OT Bepckm OC ABpopa (PucyHok 112, PucyHok 113).

NMPUMEYAHUE. SKkpaH MY noracHeT B C/Ay4ae eCcaM YCTaHOBAEHHOE Bpems
aBTOMaTn4yeckon 610KMPOBKM OyaeT npeBbillaTb BPEMA CMALWLEro pexuma, Ho MY npwu
3TOM He byaeT 3abnoknposaHo. [ns aanbHenwen paboTbl HEOHXOAMMO BKAOYNTL IKPAH
MY 1 npoao KuTb paboTy He3 BBOAa Napons.

| AeTomaTuyeckas 6n1oknpoeka | Astomatueckas 6nokuposka
HeakTusHa IMpy BLIK/IIOYEHMM 3KpaHa
an BbIK/TIOMEHUU 3KPaHa 15 ceKkyHf,
15 cekyHn 30 cekyHA
30 cexyHA 1 MUHyTa
1munyTa 2 MUHYTBI
2 MUHYTBI 5 MUHYT
5 MUHYT 10 MUHYT
10 MUHYT
PucyHok 112 PucyHok 113

4.2.2.1.2. 3apaHue oAHOPA30BOro NaposA

MPUMEYAHME. MoapobHoe onuncaHme 0 BXOAE B YYETHYIO 3aMNMCb NOAb30BATENSA C
MOMOLLbIO 04HOPA30BOrO NAPOAA NPUBEAEHO B AOKYMEHTE « PyKOBOACTBO MOJIb30BATENAY»
AIMT.10034-02 90 01.

OAaHOopa30BbIN Naponb TpebyeTca ANA BbINONHEHUSA BXOAA B CUCTEMY MPU NEPBOM
BKtO4EeHMN MY nog HOBOW y4eTHOM 3anmCbio.



OpHopa3oBbIv Naposb

cccee
Maponb

JLnuHa napons gonxHa 6biTb 5-12 cumBoNOB.

CreHepupoBaTb

YcTaHoBUTB

©

PucyHok 114
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3a4aTb  O4HOPA30BbIM
cnocobamu:

1) MepBblt cnocob: Npu Co34aHUM YYETHOM 3anucu
NONb30BaTENA KOCHYTbCA KHOMKW «CreHepmpoBaTb» ANA
reHepaumm naponda AmMbo YCTaHOBUTb Kypcop B none
«OaHOpPa30BbIN Napoab» U 3adaTb NAPOAb (CM. PucyHoK 3);

2) Btopoi cnocob:

Mnaposib  BOSMOXHO ABYMA

— Ha CTpaHuue «[Mms y4yeTHOM 3anuncul»
(cm.  PucyHok 104, cm. PucyHok 105) Heobxoammo
KOCHYTbCA NyHKTa « OIHOPA30BbIM NAPO/bY;

— Ha OTKPbLIBLUEMCA CTPaHMLE KOCHYTbCA KHOMKM

«CreHepupoBaTb» (PucyHok 114) ans reHepauum naponsa
MO0 yCTaHOBUTL Kypcop B none «OAHOPa30BbIM Napoaby U
334aTb NapO/ib;

— KOCHYTbCA 3HauKa & ana oToBpasKeHWA Napons;

— KOCHYTbCA KHOMKM «YCcTaHOBUTLY (PucyHOK 114) 1
noATBEPAMTb  OeNCTBME  BBOAOM  TeKylWero naposA
(cm. PucyHok 4).

4.2.2.1.3. HacTpoMKa NapoabHOM NOAUTUKN

| O61me HacTPOMUKU

Hactpoiiku napons

HacTpoliku nonuTuku naponei

PucyHok 115

MPUMEYAHUE. WM3meHeHMs HACTpPOeK napo/ibHOW
NOANTUKM BYyayT NPUMEHEHbI KO BCEM YYETHbIM 3aMMUCAM,
Cco34aHHbIM Ha MY.

[Ona nepexofa K HacTPOMKam MapoabHOM MOJIUTUKM
HeobXoAMMO BbINONHUTL CeaytolMe AeNCTBUA:

— OTKPbITb MEHK CMCTEMHbIX HACTPOEK KacaHuem

3Ha4Ka @ Ha DKpaHe nNpuaoxKeHun (cm. PucyHok 1);
o]

— KOCHYTbCA MYHKTa MeHt «[onb3oBaTenny &8
noapasgene «Cuctema», B pesynbraTe 4ero otobpasmnTcs
OJHOMMEHHAan CTPpaHMLa C NpeacTaBNeHHbIM CMUCKOM
nonb3oBaTenen, co3gaHHbix Ha MY (cm. PucyHOK 5);

— KOCHYTbCA nons «ObLwmne HAaCTPOMKN»
(cm. PucyHOK 5), B pe3ynbtate 4yero 0TobpasmuTcs
OZlHOMMeHHas cTpaHuua (PucyHok 115).



«HacTpomnku
HeobxoAMMble NapameTpbl 414 NAPONA:

Ona

HaCTPOMKM
napona»

— ANNHQ;
CNOXHOCTb;

CPOK AeNCTBMUSA;

Napo/IbHOM

(cm.

HacTpoitku napons

Hactpoiite nonuTuky naponei, kotopas
6yneT npMMeHeHa Ko BCeM Mosib3oBaTensm

5 cumBonoB

MuHuManbHas ANvHa napons
CnoxHocTb napons
MpocTas (Tonbko undpsl)

#  CnoxHas

[loNONHUTENbHbBIE HACTPOMKKN
He orpaHuyeHo
e Romsriok
Bes npoeepku
HefloctyniocTs nosTopa npen, napone#

UcTekaeT yepe3 He orpaHuyeH
YKa)KMTe, Korga uctekaert Cpok neﬁCTEMﬂ napons

3a 5 gHen

\/BSAOMHRTb 06 ucteueHum naponsa

PucyHok 116
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NONNTUKM
PucyHok 115)

HEODOXOAMMO  KOCHYTbCA  MYHKTa
M Ha OTKpbIBLWIEMCA CTpaHuMUe 3aaaTb

KON4YeCTBO NOMNbLITOK BBOAA,
oTin4yme oT NnpeablayLnx naponel?l;

yBeAOMAeHME 00 NCTEYEHNM CPOKA AEMNCTBMA.

[na  HacTpOWKM  ANMHBLI  Napond  HeobxoaAMmo
YCTQHOBWUTb KOIMYECTBO CMMBOJIOB, Mepemellad cnanaep
«MuHMManbHaa anamHa napona» (PucyHok 117) Bnpaso
ONA  yBE/IMYEHMA KOAMYECTBa BXOZAWMX B MNapoJib
CMMBOMIOB MO0 BNEBO A1A YMEHbLUEHMA KOJIMYEeCcTBa
CMMBO/IOB, M MOATBEPAMTL AEUCTBME BBOAOM TEKYLLEro
napons (cm. PucyHok 4).

MPUMEYAHUE. [NpeoycmoTpeHa BO3MOXHOCTb
YCTaHOBUTb AJIMHY Napona oT 5 40 12 cMMBO/IOB.
BHUMAHUE! 3HayeHne  MUHMMANbHOM  ANWHBLI

NapondA oT/AM4yaeTca B 3aBUCMMOCTM 0T Bepchm OC ABpopa
(cm. PucyHok 116, PucyHok 117).
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[nsa 3agaHMA CNOXHOCTM Mapona HeobxoauMmo B
HESTRONGEEHPETS nogpasaene «CNOXHOCTb MAPONA» aKTMBMPOBATb OANH U3
© NonUTYIKY Naponed, KoTopa cnenyroumx nepekntodatenen (PmcyHok 117):
— «MpocTaa (Tonbko umdpsl)», raoe naponb bdyaet

R —— COCTOATb TO/IbKO M3 UMp;
HVHRAlaREHes ARG oo — «CnoXHasa», rae naposib AO/MKEH coAepXaTb Kak
MUHUMYM  Unbpy, OyKBy, 3arnaBHywo  Oyksy U
MpocTas (TonbKo uMdpb) CI‘IeLl,l/IaanbllZ CHMBO.

MNMPUMEYAHUE. B cnydyae Bbibopa  3Ha4eHMA
«CnoxHas» HeobxoaMMo NOATBEPAUTL AENCTBME BBOAOM
TekyLwero napons (cm. PucyHok 4).

[lns yCTaHOBKM KOAMYECTBa MOMbITOK BBOAA NapoOAA
HeobxoaMmo B noapasaene «[JonoNHUTENbHbIE
HaCTPOMKM»  MepemecTUTb  cnangep  «KoamvecTtBo

# CnoxHas

10
Konuyectso nonbiTok
1

HepocTtynHocTb NnoBTOpa Npef. naponen

Mcrexser sepes 180 ek MOMbITOK» BMPaBO 4/18 YBE/INYEHMA KOMYECTBA MOMbITOK
YKaXwTe, KOraa UCTeKaeT CpoK AeiCTBUS Napons fll/|6O B/1EBO ,ﬂ,flﬂ yMeHbLLIGHMﬂ.
Sase BHUMAHUME! MwuHumanbHoe UM MaKcMmanbHoe
AT B R 3Ha4yeHMe cnangepa «KoamyectBo MOMbITOK» 3aBUCUT OT
PucyHok 117 Bepcun OC Aspopa (PucyHok 117, PucyHok 118).

[lna  yCTaHOBKM KO/AM4YecTBa nNpeaplayulmMx naponen, OoT KOTOPbIX [AO/KeH
OT/INYATbCA HOBbIM Maponb, HeobxoanMmo B noapasaene «JoNOAHUTENbHbIE HACTPONKM»
nepemectTuTb cnangep «HenocTynHOCTb MoOBTOpa nped. Maponen» BMpaBo And
yBENMYEHMA KOIMYecTBa Naposie AMbo BNeBo ANA ymeHbleHns (cm. PucyHok 117).

[na 3apaHnsa cpoKka JAeNCTBMA Mapons HeobXoAMMO BbIMOAHUTL Chaeaytoulme
NencTens:

— B noapasaene «[JoNONHUTENbHbIE HACTPOMKM» KOCHYTbCA nond «McTekaeT
yepes» (PucyHok 118);

— Ha OTKpPbIBLUENCA CTPaHMLE BblOpaTb 04HO U3 3Ha4YeHu (PucyHok 119);

— noATBepAMUTb ALNCTBME BBOAOM TEKYLLEro naponsa (Cm. PUCYHOK 4).

BHUMAHUE! Mo TtpeboBaHuam 6e3zonacHoctn MC, B KOTOpbIX MiaHMpyeTca
Mcnonb3oBaHWe MY, CpOoK AencTBMA Napona A0/KeH OblTb yCTaHOBAEH B 3HavyeHMe «180
oHen».



HacTpoiiku napons

HacTpoiite nonutuky naponeu, kotopas
6yneT npMMeHeHa KO BCeM Mo/nb3osaTensm

7 cumBoONOB

MwuHuManbHas anvHa napons

CnoxHocTb napons

MpocTas (Tonbko umMppsl)

#  CnoxHas

[ononHutenbHble HacT [)OMKM

4

0JINYECTBO MOMbITOK

1

HepocTtynHocTb nosTopa npeq. naponei

WUctekaet yepes 180 aHeit
YkaxuTe, Koraa UCTeKaeT CpoK AeCTBUS napons

3a 5 gHen

YsenomnaTb 06 UCTeYeHUU napons

PucyHok 118

HacTtpoiiku naponsi

HacTpoiite nonuTuky naponei, kotopas
6yneT npuMeHeHa KO BCeM nosib3oBaTenam

5 cumBonoB

MuHuManbHas ANvHa napons
CnoxHocTb napons
MpocTas (Tonbko undpsl)

#  CnoxHas

[lononHuTenbHble HaCTPOMKKN

He orpaHuyeHo

WUcTtekaert yepe3 He orpanunyeH
YKa)KMYe, Korga uctekaert Cpok ﬂeﬁCTBMﬂ napons

3a10 gHen

\/BeﬂOMﬂﬂTb 06 ucteyeHum napons

PucyHok 120
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UcTekaeT yepes

He orpaHuyeH

30 gHen

60 gHen

90 gHen

120 gHew

150 gHen

180 aHen

PucyHok 119

[1na 3apaHMA BpeMeHM yBeAOMIEHMA 00 UCTeYeHnM
CpOKa AencTBMA MNaponda  HeobxoAMMO  BbIMOMHUTD
cnepyrouime oencTBumA:

— B noapasgene «[JoONOAHUTENbHbIE HACTPONKMU»
nepemectTuTb cnangep «YBeaoMNATb 00 UCTEYEHUN
napons» (PucyHok 120) BnpaBo ANA  YBeJUYEHUS
KonnyectBa AHen Ambo BNEBO A8 YMEHbLUEHMA
KONM4YecTBa JAHeN, 3a KOTOpOe Mo/b30BaTeslb HayHeT
nosy4yaTb yBegomaeHnsa ob MCcTeyeHuu Cpoka AencTBuA
napons;

— noATBepAMTb  OeNCTBMEe  BBOAOM  TeKyLWero
napons (cm. PucyHok 4).
MPUMEYAHMUE. [NpenycmoTpeHa BO3MOXHOCTb

YCTaHOBWUTb 3Ha4yeHme oT O (Hukoraa) go 10 aHen.
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4.2.2.2. AyTeHTUOMKaUMA C MOMOLLbIO CMapPT-KapTbl

B OC ABpopa Ans ayTeHTMOMKAUMM MOryT OblTb MCMOAb30BaHbl CMapPT-KapTbl
cnenyrouwmx tmnos: USB n NFC, a umeHHoO:

— «PytokeH» Bepcum 4 (UM PKI) — nporpammHO-annapaTHbIn KOMMAEKC
ayTeHTUOMKaUMM M XpaHeHna nHpopmaumm (ceptndmrat PCTIK Poccunm Ne3753);

— JaCarta — cpeacTBo ayTeHTMOMKaUMM 1 Be30MacHOro xpaHeHMAa MHPopMaLmm
nonb3osaTenen (ceptnudukat CTIK Poccum Ne3449).

BHUMAHWE! WNcnonb3osaHme ana ayteHTudukaumm B OC ABpopa CMapT-KapT,
OT/IMYHbIX OT YKa3aHHbIX, He NpeaycmaTpmsaeTca!

4.2.2.2.1. Obwme npaBmaa HACTPOMKN N MCMNOb30BAHMA CMAPT-KapT

HeobxoamMmo  yumTbiBaTb C/AeadylollMe OCHOBHbIE MpaBMaa  HACTPOMKKM U
MCNONb30BaHMA CMapPT-KapT:

— 3KCNAyaTauMlo CMapT-KapTbl caedyeT OCYyWecTBAATb COracHO TpeboBaHMAM,
YKa3aHHbIM B COOTBETCTBYHOLLEN JOKYMEHTALMM HA HEE;

— ana obecneyeHna noakatodeHMa K MY M nocneayollen HAacTPOMKM CMapT-
KapTbl TpebyeTcA MCNoab30BaTh CneumnannsnpoBaHHblin USB OTG-nepexoaHMK, KOTOPbIN
He BXOAMT B KOMMJIEKT NOCTaBKkn MY;

— NONUTUKA  He30MacHOCTM  MOMKEeT  3anpewatb NPUMEHEeHWe  BHELIHUX
USB-ycTpoicTs, Aas 3TOro HeobxoAMMO AOMONHUTENbHO MNPOBEPUTb YCTAHOBMEHHOE
orpaHudyeHune agernctaytowen 8 OC ABpopa nonntnkm besonacHoctu (n. 4.3.2);

— npu paboTe co cmapT-KapTon noTpedyeTca AOMNOAHUTENbHLIM MAPOab ANS
[0CTyNa B 3alliMUieHHYt0 006/1acTb MamMATM CMapT-KapTbl, B KOTOPYK MNpPOM3BOAMTCA
Ha3Ha4YeHMe N CoxpaHeHne ayTEHTUOUKAUMOHHOM MHOOPMaLMM NONb30BaTENS;

— ayTeHTMOMKALUMA C MOMOLLbIO CMapT-KapTbl AOCTyNMHa ANA BCEX Y4YeTHbIX
3anucen ponen (cm. n. 1.2.1), cosgaHHbIX Ha MY.

MPUMEYAHUE. AyTeHTUPUKALMA C MOMOLLBID CMAPT-KapTbl BbIMONHAETCA TONbKO
NpY NEePBOM BKAHOYEHMMN YHETHOWN 3aMUCHK.

4.2.2.2.2. [llpeasaputesibHaa NOAroTOBKA CMapT-KapThbl

Ona paboTbl CO CMapPT-KApTOM HEOoObXOAMMO BbIMONHUTL NpPeaBapUTENbHYIO
HAaCTPOMKY, KOTOopas MOXeT OblTb BbIMOJHEHA C MCMNO/b30BAHMEM 31EKTPOHHO-
BbIYMCIUTENBHOM MalMHbI (IBM) ¢ OC Linux, Ha KOTOPOWN NpeaBapuUTENbHO A0MKEH OblThb
YCTaHOB/IEH NAKET opensc.

MPUMEYAHME. CmapT-KapTbl A0KHbI UMeTb GOPMaAT PKCS#15.

B cnyyae ecnn cmapT-KapTa uMeeT Apyron popmaT, ANA ee nepenHuumanmsaumm B
dbopmaTt PKCS#15 Ha OBM HeobxoaMMo BbINOSHUTL CAeaytolme KOMaHAbI:

pkcsl5-init --erase-card -p rutoken ecp
pkcslb5-init --create-pkcsl5 --so-pin "87654321" --so-puk ""
pkcsl5-init --store-pin --label "User PIN" -—-auth-id 02 --pin

"12345678" --puk "" --so-pin "87654321" --finalize
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BHUMAHMWUE! Mocne nepenHuumanm3almm cMapT-KapTbl BCe AaHHble C Hee byayT
yOaneHsol.

4.2.2.2.3. HacTpoMKa cMapT-KapTbl

MPUMEYAHUE. MoapobHoe onmcaHme HACTPOMKM CMapT-KapTbl NPMBEAEHO B
NOKymeHTe «PyKkoBoAaCTBO nosib3oBaTena» AAMI.10034-02 90 01.

4.2.2.3. AyteHTndmKauma c nomouwbto CYJNC

AyTeHTUdMKauma ¢ nomoubto CYANC:

— npefgHasHavyeHa ana NAeHTUPMKaLMM "
ayTeHTMdUKaummn nonbvlosatenen NCOA MB/ Poccunm;

— [OCTynHa Ha MY TONbKO NpW  Haauymu
yCTaHoB/MeHHOro KaneHta CYAWNC m gocTtyna K cepsepy
CYONC yepes ceTb NHTepHeET.

B cyanc no/sb3oBaTe b MOXeT npPOnNTK
ayTEHTUDMKALMIO C NMOMOLLbIO NPeaoCTaBNEHNA OAHOM U3
cneayrowein KombrHaumMm aaHHbIX:

— JIOTUH M NAPOb;

— cepTudmkat u PIN-kop (PrcyHok 121).

S faper Co3aaHMe No/b30BaATENbCKUX ayTEHTUDMKALMOHHbIX
AaHHbIX BblNonHAeTcA B cucteme NCOL MB/L Poccuun um
CUHXPOHU3UpPYeTCA C KaneHtom CYNC Ha MY.

Bxog o 3neKTpoHHOM NoAnm1ey

BeeauTte nuH-koa

Het pocTynHpix ceprupukaron

N ‘-_‘:r" ”(’

OKCTPEeHHbIV BbI30B

PucyHok 121
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4.2.2.4. HacTpoWnKa orpaHn4YeHmn Bxoda B CUCTEMY

[lnA HAaCTPOMKM OrpaHMYEHUn BXOJa B CUCTEMY ANA
Yy4YeTHOW 3anmncK nosib3oBaTens HeobXoAMMO BbIMOMHUTb

OrpaHquHMe BXO4a B CUCTEMY

HacTtpoiiku 6e3onacHOCTY Nob3oBaTens u \/ .
orpaHu4yeHus Bxoga B CUCTeMy CneAVI-O LLI'|V| e |E|e M CTB MH *
[eWcTane y4ETHOIM 3anucy Nonb3osaTens — KOC HyT bCA I'Iy HKTa « O I'p aHMn4yeHne BXOAa B
22 aHBaps 2026
Bbx6epme€ta7y, rocne KOTOpOiA Nonb3oBaTesnb He C l/] CTeMy » ( CM . P l/| CyH O K 104), B pe3yﬂ bTaTe ‘-I e FO
CMOXET BOUTU B CUCTEMY

0TOOpPa3nTCcA OAHOMMEHHas cTpaHuua (PucyHok 122);
[Hu Bxoaa B cuctemy o o
MH, BT, CP, 4T, NT, ¢6, BC — KOCHYTbCA NOAA «ﬂ,el/ICTBl/Ie Y4E€THOWM 3aMncCu
BbibepuTe AHWU HefleNu, B TEYEHUE KOTOPbIX o
noAb30BaTeNb CMOXeT BOKTH B CUCTeMy noab3oBaTeE/NIA» N Ha OTKPbIBWENCA CTPpaHWMUE Bb|6paTb
Bpewms BX0pa B cHCTemy naty (cm. PucyHok 20), nocne KOTOpOM Nonb3oBaTe b He

BbléepMTe BpemMs Bxoaa nonb3osartens B CUCTeMy

CMOXET BOWTM B YYETHYHO 3aMmChb;

— KOCHYyTbCA nona «[HW BXoAa B CUCTEMY» W Ha
#  3abnokuposats nonbsosatens OTKPbIBLLENCA CTPpaHMLEe BbIOpPaTb AHM HeAeNn, B TeYeHNe
KOTOPbIX MNO/Ib30BaTeNlb CMOXET BOWTM B CUCTEMY
(PucyHok 123);

— [eaKTMBMPOBATbL NepekayaTens «Becb AeHb», B
pe3ynbTate 4yero otobpassaTca NonA BBOAA [AMANa3oHa
BPEMEHMW, B TeYeHMe KOTOPOro nosab30BaTelb CMOXKET
BOMTM B cuctemy (PucyHok 124).

Becb geHb

PucyHok 122

NMPUMEYAHUE. Ona akTMBaumm nepeknrodaTena AOCTaTOYHO KOCHYTbCA MOAA, B
KOTOPOM OH Pacno/IOXeH: NepekatovaTelb HauyHeT CBETUTLCA ApYe, YEM B COCTOAHUM MO
YMONYaHUIO (HEaKTUBHOM);

— KOCHYTbCSi COOTBETCTBYHOLIMX MNOMEN ANA YCTAHOBKU WHTEpPBana BPEMEHM
(cm. PrucyHoK 21), B Te4eHME KOTOPOro N0/1b30BaTENb CMOXKET BONTU B CUCTEMY.

[ns  ONOKMPOBKM MNONb30BATENA HEOOXOAMMO KOCHYTbCA nepekatoyaTena
«3abnoKMpoBaTb MNOAb30BATENA» WU NOATBEPAUTH AEUCTBME BBOAOM TEKYLLEro Napond
(cm. PucyHoK 4).
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I OTMeHUTb l'lo.q'rsepp.wrb I OrpaHquHMe BXOOa B CUCTEMY
HacTtpoiiku 6e3onacHocTH nonb3oeatens 1
Bbl6paTb AHM onua B orpaHu4yeHus Bxoaa B CUCTeMy
cucremy [eicTBrE YY4ETHOM 3anNUCK NOSIb3OBATENS
22 aHBapsa 2026
I'IOHeAeanVIK Bbi6epuTe aaty, nocne KOTOPOW Nosb3oBaTenb He
CMOXET BOMTU B cucremy
BTopHuk
[Hu Bxoaa B cuctemy
MH, BT, Cp, 4T, NT, ¢6, BC
Cpena BbiGepuTe AHU HepleNK, B TeYEHNe KOTOPbIX
nonb3oBaTeslb CMOXET BOITU B cucrtemy
YeTBepr
Bpems Bxoga B cuctemy
Bbléepme BpeMms BXxoaa nonb3oBaTens B CUCTEMY
MatHuua
# Becb peHb
Cy660T1a
Y C 10:00 fo 22:00
BockpeceHbe
#  3abnokupoBaTb Nonb3oBaTens
PucyHok 123 PucyHok 124

4.2.3. lWndposaHmMe pasaena ¢ 4OMaWHUMK Nankamm

LLinppoBaHne pasgena Cc AOMALIHUMKW Mankamu — 3TO Npoleaypa, Npu KOTOpoW
BBEAEHHbI MNaposb CpaBHMBAETCA C naponbHon ¢pa3on cnota LUKS-pasgena,
COOTBETCTBYIOLLETO NAEHTMOUKATOPY NONb30BATENSA.

B OC ABpopa pa3gen ¢ AOMALIHMMM Nankamu WMPPYeTCa C MOMOLLbI aAroprUTMa
aes-xts-plain64 512-6UTHbIM MaACTeEpP-KAOYOM, A1A XPAaHEHMA KOTOPOro MCrnosb3yeTca
LUKS-3aronoBoK, coOCToAWMI N3 caeayoumx 8 C10TOB:

— OAMH CNOT NCMO/Ib3YEeTCA YYETHOM 3aNMCbio aAMUHUCTPATOPA;

— LWeCTb CNOTOB AOCTYMHbI CO3aBAaEMbIM YYETHbIM 3aMMCAM NO/1b30BATENSA;

— OAMH CNOT pe3epBupyeTca 41a CMeHbl Naponen.

NoeHTudmMKaTop  y4eTHOM  3anmMcK  NOJSb30BaTeNAa  onpeaenser  Homep
MCMONb3YEMOrO C/I0Ta, MPU 3TOM B KaXX[AOM M3 C/IOTOB XPaHUTCA MaACTEP-KIHu,
WMPPOBAHHbIA NapoaeM COOTBETCTBYHOLLEN YYETHOM 3anmMcKh NOJIb30BaTeNA C NMOMOLLbIO
anropuTma PBKDFE. KonmyectBo uTepauuit anroputma noadupaerca Takmm obpasom,
4TOObI NPOBEPKA OAHON KOMOMHALMM BbINOMHANACE NPUOAN3UTENBHO OAHY CEKYHAY.
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BbinonHeHME cneaytowmx AenNCTBUN TpebyeT BBOAA

LLnpposaHune

| waop KOppeKTHoro napona w3 cnota  LUKS-3aronoska,
Bawwu nonb3oeaTtensb HHbI Y Y
oL MO SR L COOTBETCTBYHOLLETO NAEHTUOUKATOPY BbIOPAHHOM YYETHOMN
aBTOPU30BaHHbIE NOsIb3oBaTEIN MOTYT 3a |—| l/] CM |—| Oj-l b3o BaTenﬂ .
nony4uTb K HUM pocTyn. MNpepocTaeBnexve *
T R — pa3b/IoKMpPOBKA AOMAlLHEN MNankM npu 3arpyske
Monb3oBaTenbckue AaHHble My;

— pa3bnokumposka Ul Lipstick.

" Bapona'2 Ona otobpaxkeHna cTpaHuubl «LlndposaHume»
RaMee 2Tk (PucyHok 125) HeobxoAMMO BbINOAHWUTL  caeaytouime
AencTeua:

— OTKPbITb MEHIK CUCTEMHbIX HACTPOEK KacaHWeMm
3Ha4yKa @ Ha DKpaHe NPUAoKEHUM (cM. PUcyHoK 1);

— KOCHYTbCA MNyHKTa MeH «lndpposaHume» B
noapasaene «besonacHoCTbY.

PucyHok 125

4.3. YnpaBneHue A0CTyrnom

B OC ABpopa peasin30BaHbl Cedyouwme MexaH3Mbl YIpaBAeHUA AOCTYNOM:

— AMCKPeUMoHHOe pasrpaHmyeHne npas pgoctyna (DAC), ocHoBaHHOe Ha
cneayowmx cywHoctax (n. 4.3.1):

e OuTax paspeleHuni;

e cnuckax KoHTpona aoctyna (POSIX ACL) 1 paclumpeHHbIx aTprbyTax cTaHaapTa
POSIX 1e;

® BO3MOXHOCTAX U/UNN NepeyHAX BO3MOXKHOCTEN — capabilities;

— poneBoe pasrpaHuvyeHne A0CTyna, npeaycMmaTpuBatollee akTMBaALMIO NMOJUTUK
6e30nacHOCTK, KOTOpble MpedHasHayeHbl Aaa ynpasaeHua oyHKumamm OC ABpopa
(n.4.3.2).

MNMPUMEYAHUE. VYnpasneHne nonutMkamum 6€30NaCHOCTM  AOCTYMNHO TONbKO
aAMUHUCTPATOPY.

4.3.1. InckpeumoHHasa moae b ynpasaeHna 4OCTYNOM
4.3.1.1. Obuwaa nHdopmauma

Mpu pasrpaHnyeHMn pgoctyna K obbektam OC OC ABpopa peanusyer
NNCKPELMOHHYIO MOZeNb pasrpaHMyeHns paoctyna. [aHHaa moaenb npeanonaraet
ynpaB/ieHmne A0CTyNoOM CyObeKTOB K 0OBbEeKTamM Ha OCHOBE MaTpuLbl A0CTyna. Kaxkapbii
06bekT OC (dbaln, Katanor) MMeeT NPUBA3AHHOIO K Hemy cybbekTa (nonb3osaTtena OC),
Ha3blBAaeMOro Bnagenbuem. MimeHHo Bnaaeney, (AMbo agMWMHUCTPATOP) yCTaHaBAMBaEeT
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NpaBa AoOCTyna K obObekTy. llpaBa A0CTyna onpeaensatT Habop AeNCTBMA, KoTopble
CyOBEKT MOXKET CoBepLIaTb C OOBEKTOM.

NMPUMEYAHUE. TMoacuctema pasrpaHUYeHWa AO0CTyna [AencTByeT TOAbKO AAf
$annoB M KaTanoroB, XPaHALIMXCA Ha BHYTPEHHEM HaKkonuTene ycTpomncTBa. HacTpolKa
pa3rpaHMyeHma A0CTyna JAO/KHA OCYLWIEeCTBAATbCA B COOTBETCTBMMU C MONOXKEHMAMMU
AOKYyMeHTa «PyKOBOACTBO MO YCTaHOBKe M HacTporke» AAMI.10034-02 93 01.

B OC npaBa 40CTyna pa3aenAtoTca Ha:

— MnpaBa BladeNbla 06beKTa;

— MpaBa rpynnbl, BAaaetowen o6 bekTom;

— MnpaBa A/1A OCTa/IbHbIX CyDOBbEKTOB.

Habop aencTemin, NOTEHUMANbHO pa3pelleHHbIX CybbeKTy:

— YTeHMue;

— 3aMuco;

— WCMNOHEHME.

MpaBa BblparkatoTCcA AeBATMOMTOBOM MNOCNEA0BATENbHOCTbIO, PAa3bUTOM Ha Tpu
PaBHble rpynnbl, onpeaenatole Npasa BAaAeNbLA, TPYNNbl M OCTa/IbHbIX COOTBETCTBEHHO.
CTapwuin 6ut onpeaenseTr HanAuyMe nNpaBa YTEHWA, CPedHW — 3anucK, MAagwui —
ncnonHeHus. K npumepy, npasa 740 — 111 100 000 6yayT 03Ha4aTb, YTO y BAade/blia ecTb
npaBa Ha 4YTeHMe, 3aNUCb M WCMONHEHMEe, Yy TPynnbl — TOMbKO MpaBa Ha YTeHue, Y
OCTa/IbHbIX MPaBa OTCYTCTBYHOT.

NMPUMEYAHUE. YnpaBneHne maTpuuen A0CTyna OCYLLEeCTBAAETCA KOHCO/bHbIMM
KOMaHAaMW: chown, chgrp U chmod, A0CTYyNHbIMM Yepe3 MIT «Terminal».

KomaHapbl MO3BONAIOT BbINONHATL CAeAytoline AeNCTBUA:

— chown MO3BOJIAET M3MEHWUTbL BRagensvua ¢aina (chown mvsa nombzoBaTesns
MMH_®aﬁﬂaﬁ

— chgrp NO3BONIAET U3MEHUTL rpynny daina (chgrp mva rpynne mMsa_daiina);

— chmod N0O3BOSET M3MEHUTb NPaBa AOCTYNa K dany:

e chmod 642 1.txt - npaBa Ha ¢ahn 1.txt yctaHaBamBatoTCcA pasBHbiMmM 110
100 010, T.e. y Bnagenbla npaBa Ha 4YTeHMe W 3anucCb, Yy TPYMMbl Ha 4YTEHME, Yy BCEX
OCTa/IbHbIX TO/IbKO Ha 3aMMCb;

e chmod u+x, g-w, o-r l.txt - B J@aHHOM CAy4yae BAafenbly AobasnseTca
NPaBO Ha WCNONHEHWe, Yy TPynnbl OTOMpPAeTCs npaBa 3anMcK, a y BCEX OCTa/IbHbIX
oTbMpaeTca NpaBo YTeHus. [1ns nonydeHne noapobHoM MHGopmaumm cneayet obpaTmUTbCs
K CMPaBOYHbIM PYKOBOACTBAM MO NEPEeYNCAEHHbIM KOMaHAAM.

MOANTUKY ANCKPEUMOHHOIO pasrpaHUYyeHMa npaB AOCTyna peKkomeHayeTcA
NPUMEHATb NPU HEeobXOANMMOCTH:

— pa3peLnTb UK 3aNpPeTUTb A0CTYN YYETHOM 3anMcK Nonb3osaTena K 06bekTy ®C
(MM, dann MY, cny»kba 1 1. 1.);

— OfpaHMuYUTbL  ANA  KaKoro-nmbo  npouecca  BO3MOMHOCTM  BbIMOAHATH
onpeaeneHHble 4enCTBUA.
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MPUMEYAHMUE. HacTpoka NOAMTUKM OMCKPEUMOHHOIO pPasrpaHMYeHna npas
noctyna gencteyet Tonbko B ®C EXT4, KoTopas wucnonb3lyerca B OC ABpopa no
ymonyaHuto. CraHAapTHbIM Habop npas B BuAe OWMTOBOM MACKM MNOAAEPMKMBAETCA
OC ABpopa ana cnyxebHbix ®C: tmpfs, sysfs, procfs.

MpuHUMN paboTbl NOANMTUKM AMCKPELMOHHOro pasrpaHuyeHmMa npas A0CTyna
npeacTaBAeH Ha pUcyHKe (PucyHok 126).

MoHuTop obpalieHni

Bce cMCTeMHbIe BbI30Bbl MTPOXOAAT YEpe3 MOHUTOP 06paLLeHIRA
AN5 npoBepkl GeaonacHoCTy

Odfl'l pouecc Nonb3oBaTens

[lpocTpaHcTRO
no/fb3oBaTtena

MoHuTop oBpalleHKni

[NpocTpaHcTBO
agpa

Hopo OC

PucyHok 126

[IncKpeuymoHHoe pasrpaHMyeHne nNpaB A0CTyNa OCYLLEeCTBAAETCA KaXKAbli pa3 npu
nonbiTke obpalleHna cybbekta K 00bekTy, npu 3Tom o0be CyuwHOCTM coaepKaT
COOTBETCTBYHOLME aTPUOYTbl HE30MaCHOCTM, NPUHAANEXKALLUME AMCKPELMOHHOM MOAENN.
Apnpo OC ABpopa npoBepaeT ypoBeHb A0CTyna, 6asnpyowmMincs Ha AaHHbIX aTpMbyTOB C
OJZIHOM CTOPOHbI M NpaBMiax pasrpaHuyeHms goctyna (MPA) ¢ Apyron CTOPOHbI.

[INCcKpeumoHHoe pasrpaHnyeHne npas AOCTyna MO3BOASET BAaAesbLy 0ObeKTa
onpeaenaTb, KTo 061aaaeT NOTHOMOYMAMM OCYLLECTBAATL AOCTYN K OOBEKTY.

CybbeKktamm B peanmsaumm AMCKPELMOHHOro pasrpaHnYyeHma npaB AOCTyna
BbICTyNnatoT 0b6blyHble npouecchl OC ABpopa, KoTopble npeacTaBiAeHbl MPOrpaMmHON
CTPYKTYpOW AApa task struct.

Bce HMMKeMMeEHOBaAHHbIE CYLWHOCTW, TaKMe KaK obOblyHble dalnbl, dannbl MY
(Kak O10YHblE, TaK M CMMBO/bHbIE), Manku, ¢aiabl COKeToB (MalnoB) C TOYKU 3peHUs
NUCKPELMOHHOro pasrpaHideHma npas agoctyna aapa OC ABpopa sABAAKTCA 06beKTamm
[0CTyna, ChefloBaTeIbHO, TaK}Ke NonaaatoT noa, AeNCTBME NONUTUK PasrpaHUYeHmns.

ATpnbyTbl CyObEKTOB [0CTyMa MCMNOMb3YOTCA [ANA OCYWECTBAEHUA pPeLleHuit
NONINTUKN AMCKPELIMOHHOIO pasrpaHnyYeHmna npas AoCTyna. B kayecTse AaHHbIX aTpnbyToB
nna cybbekToB AOCTYNa (MpoLeccoB) 06A3aTelbHO NPUMEHAITCA caeaytolme:

— 30dEKTUBHbBIN MAEHTUPUKATOP (YMCno) Bnagensla npouecca (PID);
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— 30dEKTUBHbBIN MAEHTUDMKATOP (YMcno) rpynnel npouecca (GID);

— MEeTKa BO3MOMKHOCTWN MM BO3SMOXHOCTb (capability) cTaHaapTa POSIX.1e;

— UYNEHCTBO npouecca B AOMOMHUTENbHbIX (HE OCHOBHbIX) rpynnax (npwu
HeobxoaMMOoCTH).

YKa3zaHHble aTpmbyTbl cybbeKTa A0CTyNa XpaHATCA B MPOrpamMmMHON CTPYKType A4pa
task structc M OLUEHMBAIOTCA CUCTEMHbIMW BbI3OBaMMU.

ATpnbyTbl 06BEKTOB AOCTYyNa TaKXKe MCNONb3YOTCA ANA OCYLLECTBAEHNA PeLleHn
NONTUKM AMCKPELMOHHOrO pasrpaHnYeHma Npas A40CTyna. B kayecTBe AaHHbIX aTpnbyToB
0ObeKTa AOCTyNa NPUMEHAIOTCA cAeaytoLLmMe:

— BNageney 06bekTa;

— BAagenew, rpynnol 06bekKTa;

— 6uTbl NpaB AOCTYNa;

— [ONONHUTENbHbIE aTPUOYTbl CMMCKOB KOHTPOAA A0CTyna B COOTBETCTBMU CO
ctaHaaptom POSIX.1e ACLs.

ATpnbyTbl 06bEKTOB A0CTYNa COXPaHATCA M yuynTbiBatoTca aapom OC Aspopa, a
TaKXe XpaHATCA B MHAEKCHbIX Aeckpuntopax PC, pa3melleHHOM Ha AMCKOBOM
npocTpaHcTee MY.

MpaBuia AMCKPELMOHHOrO pas3rpaHMYeHma NpaB A4OCTyNna onpeaenatoT:

— KaKMM 0DOpa3oM KOHKPETHbIM NpoLecc (CybbekT) MOMKET OCYLLLeCTBAATb MOMbITKY
No/sly4eHMs [O0CTyna K ODODBEKTy, OCHOBbIBAACb Ha YKa3aHHbIX Bbllle aTpubyTax
6e30nacHOCTU;

— Kakum 06pasom M Npu KaKkux yCcnoBusax aTpmbyTbl HesonacHocTM cybbeKkTa wu
0bbeKTa NPUHUMAKOT HOBbIE 3HAYEHMUS.

4.3.1.2. Obuiee onmcaHme NpmBUNErnit

MpuBunerna nporpammbl OasvpyeTca Ha caeayrolwmx 3HavyeHusx aTpubyTos
npouecca:

— aTpubyT apdpekTnsHoro UID (PID);

— aTpmbyT apdeKkTUBHOM rpynnsl npouecca (GID);

— Habop (cnMCcoK) YyneHcTBa AOMNOAHUTENbLHbLIX TPYMNN Npouecca (Npu Hann4mm),
KoTopble cybbeKT AocTyna (npouecc) meeT B 1t060e BpeMs KU3HEHHOTO LIMKAA.

Jllobo  npouecc Cc  3PPEKTUBHbIM  UAEHTUPUMKATOPOM  HOMb  CYMTAETCA
NpuBMAErMpoBaHHbIM 1M 06/1a4aeT  BO3MOMKHOCTbIO  He  MPUMEHATb  MOJIUTUKY
AMCKPEUMOHHOTO pasrpaHnyeHna npas goctyna B OC Aspopa.

Y4yeTHana 3anucb Cynepnonb3oBaTena accouumpoBaHa c uaeHTudurkatopom O.
OaHako TexHMyeckn aapo OC ABpopa onpeaenseT yyeTHble 3anmMcu nosb3oBaTenein no
YMCNOBLIM MAEHTUPUKATOPAM, CNeA0BaTe/IbHO, TEXHUYECKM BO3MOMKHO MMETb YYETHYIO
3anucb nosib3oBaTens c uaeHtudmukatopom 0O, 06NaAaOWETO MMEHEM, OT/IMYHbIM OT
cynepnosaib3oBaTens.
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Kpome Toro, agpo OC ABpopa MmeeT COOTBETCTBYHOLLMIM MEXAaHM3M OLIEHKM MPaB,
basupyowmncs Ha TpeboBaHMAX OTKpbIToro craHaapta POSIX1.e ACL ana cnuckos
KOHTPONA [0CTyNa W BO3MOXHOCTEM (capabilities), KOTOpbIM TaKke M03BOAAET
npeoaoneBaTb OrpaHUYEHUs MOMIUTUKU AMCKPELIMOHHOrO pasrpaHnYyeHma npas A0CTyna
Ansa cybbekTa c aTpnbyTom apPekTMBHOro naeHTudmnKaTopa 0.

[MOCKONbKY O1A BbINOAHEHMA MPOBEPKM MpaB AOCTyna MPOLECChl pa3aenAtoT Ha
NBe KaTeropuu: npmsunernpoBaHHble (ID addekTMBHOro nonb3osatensa paseH 0, Kak vy
cynepnosab3oBaTens) n HenpusmnermpoBaHHblie (ID adderTMBHOro NonbL30BaTENA HE paBeH
0), AnA NPUBUNETMPOBAHHbIX MPOLLECCOB BbIMNONHAKTCA HE BCE NMPOBEPKM NpaB B A4pe, a
NNA HEenpuMBMAETMPOBAHHbLIX MPOLECCOB BbINMOAHAETCA MOMAHAA MNPOBEPKA Ha OCHOBe
BO3MOXHOCTeM npouecca (obbiuHO addekTnBHoro UID, addektmsHoro GID m cnmcka
NOMNONHUTENbHbIX Fpynn).

B aape OCABpopa BCe MNPUBUAEIMN, CBA3AHHbIE C CYNepnosb30BaTeNEM,
pasfeneHbl Ha HECKONbKO YacTel, Ha3biBaeMblX BO3MOMHOCTAMM (capabilities),
KOTOpble MOXHO pa3pelwaTb W 3anpellaTb He3aBMCUMMO ApPyr OT Apyra. Bo3aMoXKHOCTM
TaKKe ABNAIOTCA aTPMOYTOM HUTU.

Hanpumep, ecamn Kakon-nmbo npolecc NbiTaeTcs co3aaTtb cneumanbHbi dann MY,
MCNONb3ys ANA 3TOTO CUCTEMHbIN BbI30B mknod (), aapo OC ABpopa NOMUMO NPOBEPKMK
NMCKPELMOHHbIX NPaB BbINONHAET ceaytolmMe A0N0NHUTEbHble NPOBEPKMU:

— PaBHO /M HYtO 3HavyeHne 3dEKTMBHOrO MAEHTUDMKATOPa NpoLecca (cybbekTa
nocTyna);

— pa3pelleHo AKX Npoleccy co34aBaTb crneumanbHbie dalabl ¢ NMOMOLLbO
COBEpLIEHMA COOTBETCTBYHOLLETO CUCTEMHOTO BbI30Ba.

OC ABpopa obecneumBaeT A1A NOAUTUKU ANCKPELIMOHHOTO pasrpaHnMYyeHma npas
[0CTyNa NpUMEHEeHMe CeayroLLIMX CBOMCTB:

— NPUHYAMTENbHAA peann3auma noayvyeHma cybbektamm (npoueccamm) AocTyna K
0ObeKTaM TO/IbKO B PpamMKax NOAHOMOYMIN, onpeaenaembix MNP/,

— Ha/nyme cnocobHOCTU onpeaensaTb (Ha3zHayaTb) NOAMTUKY AOCTyNa TOAbKO ANA
CyOBEKTOB, MMEIOLLMX Ha 3TO NpaBa, Kak onpeaeneHo NOANTUKON MONHOMOYNI ANA HUX;

— OTCcyTCTBME NODObIX OrpaHMyeHnin ans cybvekTta, umetrowero naeHtmdukatop O.

ATpnbyTbl  AMCKPELMOHHOro  pasrpaHMYeHns npaB  [A0oCTyrna CBA3bIBAOTCA
HenocpeacTBEHHO C OOBEKTOM A0CTyna B MOMEHT ero co3gaHumaA. [eictBme 3TmX
aTpMbyTOB pacnpocTpaHAeTCs Ha OObEKT A0 ero YHW4YTOXKeHuAa Anbo Ao Tex nop, Noka
aTpMbyTbl He ByayT U3IMEHEHbI.

ATpubYTbl CYLLEeCTBYIOT W AeNcTBYIOT Ans Ntoboro Tvna ob6bekTa, XpaHATCA B
MeTaaHHbIX GalnnoB M peanm3oBaHbl B BUAE CAeAYOLWMX CYLLIHOCTEN:

— OuTbl pa3pelweHnii (basosble aTpPUOYThHI);

— cnunckm KoHTpons goctyna (ACL 1 pacwmnpeHHble aTpubyTbl);

— BO3MOXHOCTU (capabilities).
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CybbeKT, MAEHTUPMKATOP KOTOPOro COoBMaZaeT C MAEHTUHMKATOPOM BRadebLa
00BbEKTA, MOXKET U3MEHATb aTpMbYTbl 0ObEKTa, BKIOYana 6a30Bble U pacliMpeHHble BUTbI
npaB (3a UCKNtoYeHMEM cnydaes, Koraa @C HaxoaAnTCA B PEXMME KTONbKO ANA YTEHUAR).

NMPUMEYAHUA:

v BO3MOXHOCTb M3MEHATb BNagenbla 0bbekTa AOCTyNHa TONbKO
Cynepnosib3oBaTento;

v/ BO3MOXHOCTb M3MEHATb rpynmny obbekTa AOCTyrnHa TOMbKO A4 BAaAe/bla U
NNA N0Nb30BaTeNA C AEHTUPUKATOPOM HOMb (Cynepnonb3oBaTesb).

B cnyyae HeobxoaAMMOCTM NPUCBOUTL (M3MEHUTL) HOBbIN MAEHTUDMKATOP rpynmnbl
Ans obbekTa, OH AO/KEH COBNAAATb C TEKYLWMM 3Ha4YEHMEM OCHOBHOM rpynnbl cybbekTa
AN ABNATLCA 3HAYEHNEM TPYMMbl, Y1EHOM KOTOPOM ABNAETCA CYObEKT.

Cynepnonb3oBaTenb yYMNOJHOMOYEH oOnpeaenaTtb Abdyto rpynny ans obbekTa,
M3MEHATb BNafdenbla W Nwobble OUTbI Npas, BKAOYAA pPaCWIMPEHHbIe aTPUOYTbl W©
BO3MOXHOCTMW.

CTaHAapTHbIM Habop nNpaB A0CTyna peann3oBaH B Buae OWTOBOM MacKM Npas,
Ha/faraembIX Ha Kaxkabl MAEHTUOUUMPOBAHHbINM 00BbEKT. JaHHbIM CTaHAAPTU3NPOBAHHbIN
NOAXO0A W CTAaHAAPTHbIM mMexaHu3m, peanmndyembin OC ABpopa, onpeaeneHbl B TEKYLLEM
cneundmraumm UNIX.03.

NMPUMEYAHUE. NHamBuayanbHble BUTbI NPaB MCNOAb3YKOTCA ANA YKa3aHMA NpaBa
Ha yYTeHue (r uam 4eTbipe), 3anNncb (W WMAM ABA) MAWU BbINOSHEHWE (X MAM OAMH). OHMK
ONpeaenatnTcs OTAEeNbHO ANs BAagenbla ob6bekTa, rpynnbl, K KOTOPOM MNPUHAANEKUT
0OBEKT, M BCEX OCTaNbHbIX, T.€. CyObEKTOB, MAEHTUOUKATOPbLI KOTOPbLIX HE COBMAAAOT HU C
NAEHTMOUKATOPOM BNAAENbLA, HM C TEKYLIMM MAEHTUPUKATOPOM rpynnbl 06bEKTA.

4.3.1.3. 10O ¢ NOBbIWEHHbIM YPOBHEM MPUBMAETUIN

Mporpammsbl, YHKUMOHMPYHOLWME B CUCTEME W MCMNONb3YHOLIME MOBbILIEHHbIN
YPOBEHb NPUBUAETMNA, MOTYT BbiTb pa3aeneHbl Ha creaytolime TUMbI:

— NPOrpammbl  MAM  CUCTEMHbIE  CAYKObl,  3anylUlEHHble  CUCTEMHbIM
MHULMANN3ATOPOM MM A4POM. Hanpumep, NporpaMmsbl systemd MAN crond;

— MNPOrpamMmbl, 3anyLLEHHbIE OT MMEHW CyNepnob30BaTeNA C Le/ibto BbINOJHEHMA
OYHKUMN  aAMUHUCTPUPOBAHMA UAKM obcnyKmBaHuMA. Hanpumep, 3anyck MNporpammbl
iptables 4214 ynpasaeHna M3;

— NPOrpammbl,  MMellWMe  YCTAHOBAEHHbIN  3PPEKTUBHbIN  OUT  CMEHbI
naeHTUPUKaTopa (setuid), ecnm BUT yKasbiBaeT Ha NPUHAANEKHOCTb NMOAb30BATENO C
naeHTndmnratTopom O.

BHUMAHMWE:

v CneposaTenbHo, Bce MO, KoTopoe pabotaeT B cucTeme, TpebyeT Hanuuus
MNOBbIWEHHbIX MNPUBUAETUA U  COAEPKUT WAM peannsyer Te WAW UHble YHKLUMM
6e30M1acHOCTN, MOXKHO OTHECTM K OYHKUMOHANAbHbIM BO3MOXKHOCTAM He3onacHocTn (PBO)
nmbo MOBO OC Aspopa;
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v OctanbHoe MO, paboTatoliee B CUCTEME C MOBbIWEHHbIMU MPUBUAETUAMM MO0
6e3 HaAnM4ymMAa TaKOBbIX, MPU 3TOM He peanunsytollee HUKaKMX QYHKUMIA Be3omacHOCTH,
asnaetca He ®BO nam UDBO, a HenpueuaermposaHHbim [10.

B KoppeKTHO obcaymBaemon cucteme ntoboe HenpusuaernposaHHoe [10
HaxoauTca noa aencrtenem ®BO OC ABpopa M HE MMeeT BO3MOXHOCTM BbIMTU M3-N04 ero
aenctena. Npu aTom NpeanonaraeTca, 4To ntoboe HenpmsmaermposaHHoe MO He ABAAeTCA
[0BEPEHHbIM.

MpusmunernposaHHoe [10, KoTopoe He coaepuT PBO (Hanpumep, BHellHME
MOAYAW YPOBHA A4pa, peanusylolme onpeaeneHHble GyHKUUKW, K NPUMepy NOAAEPKKY
cneumanm3mpoBaHHOro obopyaoBaHMA), AOMKHO OblTb HAAEeXHO WM30/AMPOBAHO OT
MCNoNb3oBaHMA ¢ nomoulbto 60 OC ABpopa 414 NpeaoTBpalleHna A0CTyna K HeEMY B
0bxoa TpebyemMbix NOAHOMOUMIN.

4.3.1.4. CtaHpapTHbIe BUTbI NpaB A4OCTYNa

B OC ABpopa peann3oBaHbl Tpu Habopa no Tpu OWTa, KOTOpble onpeaensawoT
NONTUKY A0CTYNa K 00BbEKTY A5 TPEX KaTeropuin noab3oBaTtenen (cybbekTos):

— nonb3oBaTe b-BNagenel, obbekTa;

— MO/b30BaTENIN, BXOAALLME B FPYNMY, K KOTOPON NPUHAANEKUT OO BEKT;

— BCe OCTa/IbHble NOAb30BaTeM (He BXOAAWME B YKa3aHHOE MHOMECTBO).

Tpu 6uTa B Kaxkaom Habope onpeaenalT npaBa AOCTyna A0A  Kakaoro
N0/Nb30BaTENS, COCTOALWENO B OAHOM M3 YKa3aHHbIX Bblllie KAaTEropuii, Npm 3TOM:

— OAMH BUT OTBOAMUTCA ANS YTEHUA (r UM YETbIPE), KOTOPOE PAaCCMATPMBAETCA KakK
MNOTOK AaHHbIX OT 06bekTa (baina, nanku) K cybbekTy (npouecc, No/b3oBaTe Nb);

— OAMH OWT oTBOAMTCA ANA 3anNucKM UAM yaaneHua (w WAM ABa), KoTopoe
paccMaTpMBaETCA KaK MOTOK AaHHbIX OT cybbekTa (Mpouecc, Nonb3oBaTesb) K 06beKTy
(baln, nanka);

— OAMH BUT OTBOAUTCA ANA UCNONHEHUSA (x UM OAMH), KOTOPOE paccmaTpMBaeTca
KaK MpOLLEeCcC 3arpyskM B OMeEpaTMBHYID MaMATb TeKCTa MNPOrpammbl WM CcnefoBaHue
MHCTPYKUMAM  QYHKUMIA NPOrpammbl, MO3TOMY KaxKAblh CyObEKT noayyaeT A0CTyn K
Karkaomy ob6bekTy, 6asnpysacb Ha KOMOUHALMK 3TUX OUTOB.

Hanpumep:

— rwx — ONpefenseT npaBa Ha COBeplUeHMe BCex onepauui (4TeHue, 3anucb u
BbINOJIHEHME);

— r-x —onpeaensaeT NpaBa TO/IbKO Ha YTEHWE U BbINMOHEHME;

— r—onpeaenseT NPaBo TO/IbKO Ha YTEHWUE;

— ---—onpeaenseT oTcyTCTBME Nt0OLIX NPaB AOCTYNa.

Mpn nonbiTKe AocTyna cybbekTa K 0O6bEKTY pelleHne 0 NpeaocTaBieHnn A0CTyna
AW OTKa3e B AoCTyne 6a3npyeTca Ha CaeayroLWem aifopUTMe:

— ABNAETCA M MAEHTUOUKATOP Nonb3oBaTena (cybbeKkta) paBHbIM Hyn. Ecam
ABNAETCA, MPUHMMAETCS PeLleHne O rapaHTMPOBaHWM N0OOro A40CTyNa Ha YTeHue/3anucs,
UrHopupya OuTbl npaB. JlocTyn Ha BbIMNOSHEHME TaKXe rapaHTUpyeTca ANna 3TOoro
naeHTndumKaTopa cybvekta, ecam OUT MUCNONIHEHMA CTOUT XOTA Obl ANA KaKOro-Hmbyab
cybbeKTa. JanbHenwmne npoBepKM NPOn3BOANTLCA He DyayT;
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— ecnm  unaeHTMGMKATop CcybbekTa AOCTyna  CcoBMagaeT C  YyKa3aHHbIM
noeHTMPUKaTopom Bnagenbua o06bekTa, a 6buTbl paspeleHnn YCTaHOBNEHbl B
onpeaeneHHble 3Ha4YeHUA, pelleHne o A0CTyne UaM OTKase B A0CTyne OyaeT NpUHATO B
COOTBETCTBMMW CO 3HAYEHUAMM BUTOB. JanbHenllme NPOBEPKU NPOMU3BOANTLCA He ByayT;

— ecnn MAeHTUOUKATOP OAHOM M3 rpynn cybbekTa AoCTyna (nepBUYHON UK
ntobor apyroi) coBnagaet ¢ NAEHTUOUKATOPOM rpynnbl 0O6beKkTa A0CTyna, a buUTbl Npas
(paspeleHnin) ana rpynnbl YCTaHOBAEHbI B Kakoe-n1MHBO 3HayeHWe, pelleHne O AoCTyne
MAW OTKase B JocTyne OyaeT MNPUHATO B COOTBETCTBUM CO 3HAYEHMsAMM OUTOB.
[anbHelwmne NpoBepKM NPOM3BOANTLCA He ByayT;

— ecnn naeHTUGUKATOP cybbeKTa A40CTyna Uam naeHtTudukaTop ntoboin 13 rpynn, B
KOTOPOW COCTOMT CyDbEKT A0CTYNa, He COBNaAaeT CO 3HaYeHMAMM aTpmbyToB BAagenbLa U
rpynnbl Ana o6bekTa A40CTyna, OLEHMBAKOTCA 3HaYeHna BUTOB NpaB 414 0H6bekTa CornacHo
KaTeropmm WHbIX Nonb3oBaTenen. Ecnn O6uTOBaA MacKka nNpaB ANAa KaTeropmm WHbIX
No/ib30BaTenen YCTaHOB/EHA B KaKoe-n1Mb0o 3Ha4YeHue, pelleHne 0 A0CTyne NPUHUMaETCA
COrN1aCHO YCTAHOBAEHHbIM B HEM 3HA4YeHMAM U CcyDbeKTy npeaocTaBaseTcA AOoCTyn K
0OBbEKTY.

MPUMEYAHUE. Ecnm HWKaKoe W3 OMNMCaHHbIX YCNOBMIA He BbINOAHEHO W
naeHTUPUKaTop cybbeKkTa A0CTyna He paBeH O, NonbITKa A0CTyna 610KMpyeTcs.

4.3.1.5. PaclwimpeHHble aTpubyTbl U CIUCKK KOHTPOAA AOCTYNa

OC ABpopa noaaepKMBAET PaACLIMPEHHbIN MexaHW3M (aTpubyTbl) 0ObEKTOB, a
TaK)Ke CMUCKM KOHTPOJA AOCTyNa B COOTBETCTBUM C TpeboBaHuAMK cTaHaapTa POSIX ana
®C EXT4. [daHHbIM MeXaHM3M MO3BOASET CUCTEME NpPeaocTaBnATb Hambonee TOHKO
CTPYKTYPUPYEMBIN AO0CTYN CYOBEKTOB K 0OBEKTAM.

K nepeyHto paclimpeHHbIX aTprMOyTOB OTHOCATCS CaeytoLine:

— A - (no atime updates) Bpema MNOAy4YeHMA A0CTyna K ¢anny He byaet
0OHOBAATLCA, 4YTO 6naronpuATHO MNOBAMAET Ha npoussoauTensHocTb PC B cayyae
CMLLKOM YacTbiX 0bpalleHnit K danny;

— a - (append only) B ¢aln MOXHO TO/NbKO AOMNWUCHIBATb, HO HENb3S
yAanatb/nepeMmeHoBbiBaTh (yaobHO Ans coobuweHun o cobbitmax). Ecam  atpubyt
YCTAHOBNEH Ha Mamnke, TO HaxoAAallMeca B HeEM balbl HENb3s YAANATb, MOHO TONbKO
C03/1aBaTb HOBbIE N MOANPULIMPOBATL CYLLECTBYIOLLME;

— ¢ - (compressed) S4pPO NPOM3BOAWT MNPO3PAYHOE CKATUE MHPOPMaLMM
dalina Ha AMCKe, a NpX AOCTyNe BO3BPALLAOTCA HECKATble JaHHbIE;

— D - (synchronous directory updates) npu MoauduKaLUM NanKu
M3MEHEHWNA CUHXPOHHO 3aMMCbIBAOTCA Ha ANCK;

— d - (no dump) MrHOPMPOBATb MPWU CO34AHUMN PE3EPBHOM KOMUKM NMPOrPaMMOM
dump;

— i - (immutable) OWT, 3anpeuwgatowmin nobble nameHeHma darna (yaanatb,

nepeMmeHoBbIBaTb M MoaMdUUMpPOBaTh). Ecnm aTpmbyT ycTaHOBAEH Ha nanky, To
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HaxoasaWwmMeca B Hell paabl MOXHO MOAUPULIMPOBATL, NPU 3TOM yAaNATb MAM CO34aBaTb
HoBble $an/ibl HEBO3MOXKHO;

— j - (data journalling) ecam OC CMOHTMpOBAHA C MapameTpamu
data=ordered WAM data=writeback, AaHHble panna c 3TUM aTPMOYTOM COXpaHAOTCA
CHa4yana B »KypHan ®C, n nnwb 3aTem B darn. ATpnbyT ycTaHaBAMBAETCA M CHUMAETCA
TONbKO CyMnepnonb3oBaTeleM U He AeNCTBYeT NpPW MOHTUPOBAHWM C MNapameTpoMm
data=journal (T.K. B 3TOM C/y4ae OaHHble TaKXKe COXPaHATCA CHavana B XKYpHaN M
aTpMOyT He MMeeT CMbICNa);

— s - (secure deletion) NOAHOE yaaneHue ¢panna (MecTo Ha AMCKe, rae OH
HaxoAMACA, 3aNONHAETCA HYNASMM);
— S - (synchronous updates) NpAMaa 3anucb Ha AMCK 6e3 K3WWMPOBAHMSA

(obHOBNEHME B daine NPoUCXoauT Ha AUCKE CUHXPOHHO ¢ MM, M3MEeHAWMM AaHHbIN
daiin);

— u - (undeletable) npu vyaaneHunm oakna C TakMM  aTpubyTom ero
COMEPKMMOE COXPAHAETCA, YTO MO3BONAET YCMNELWHO WCNO/b30BaTb MHCTPYMEHTbI ANA
BOCCTAHOB/IEHWNA YAANEHHbIX GaANN0B;

— T — ManKka Cc Takum aTpubyTom CcuMTaeTCcA PacnoNOXKEHHbIM Ha BeplMHe
Mepapxmnm Nanku c Uenbko MCNoab30BaHWA MeToda pacnpeaenerHns 61okos Opnosa;

— t — B KOHel, ¢aiina ¢ TakKMM aTpMbyTOM HEBO3MOMKHO MPUCOEAMHUTL APYrom
dann (tail-merging). Ha MOMEHT HanucaHus ext2 u ext3 He noadepsKmBanm tail-
merging (HE CYMTAA IKCMEPUMEHTAbHbIX NaTyen);

— E — YKas3blBaeT Ha Haanume owmnbok npu catum danna. HeBO3MOXKHO
YCTAHOBUTb/CHATb C MOMOLLbIO chattr, MOXHO /IMLb NPOCMOTPETb KOMAHAOM 1sattr;

— e — YKa3bIBaeT, YTo Paia MCcnonblyeT AONONAHEHMA ANA pa3melleHna BNOKOB Ha
AUCKe. HeBO3MOXHO YCTaHOBUTL/CHATL C MOMOLLBIO chattr, MOMHO /IMLIb MPOCMOTPETb
KOMaHAoM lsattr;

— I —YKa3bIBaEeT, YTO Nanka Oblna NPonMHAEKCMPOBaAHA NPU MCNONb30BAHUM htree.
HeBO3MOMKHO YCTAHOBUTb/CHATb C MOMOLLbID chattr, MOXHO /UlWb MNPOCMOTPETb
KOMaHAOM lsattr;

— H — YKa3blBaeT, 4To dakn xpaHUT cBou H6a0KK B eanHmuax ®C, a He B eanMHMLAX
CEKTOPOB, 3TO 0O3HayaeT, 4YTo dParn umeeT pasmep Honee 2TB (MAM KoOraa-To 3aHWMan).
HeBO3MOMKHO YCTAHOBUTb/CHATb C MOMOLLbID chattr, MOXHO /UlWb MNPOCMOTPETb
KOMaHAOW lsattr;

— X — YKa3bIBAET Ha Ha/IMYMe BO3MOXKHOCTM NOSYYUTb NPAMON HENOCPEACTBEHHbIM
[OCTyN K cxaTtomy dainy. HeBO3MOMKHO YCTaHOBUTL/CHATb C MOMOLLbID chattr, MOXHO
/ML NPOCMOTPETb KOMAHAO0M 1sattr;

— Z — YKasblBaeT, YTO CXaTblh ¢aln is dirty. Henbs3s yCTaHOBUTL/CHATbL C
MOMOLLbBIO chattr, MOXHO NLLb NPOCMOTPETb KOMAHAOM 1sattr.

MpocmoTp aTpmbyToB ocyllecTBadeTca ¢ nomoulpto MPBO l1saatr, a yCTaHOBKA
nnn moamduKauma ocyulectsnsetca ¢ nomoupto MPBO chattr. Mpn aTom aTpmbyTbl AnA
0OBbEeKTa COXPaHATCA B MeTaaHHbIX 06beKTa (i-node) PC EXT4.
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PacwmnpeHHble aTpnbyTbl ACL coaepaT cneaytoLlyto nHGopmaLmto:

— NpKW3HaK (MeTKa) TMNa 3Ha4YeHMa CNMCKa KOHTPOA A0CTyNa;

— yTOYHAOLULee 3HaYeHMe (YTOYHAET NpeablayLmnin NPU3HaK);

— Habop npaB, KOTOPbIM onpeaenaeT AMCKPELMOHHble npaBa Aas CcyDObekTa,
MCMNONb3yA CHaYyana NPM3HaK TMNa, a 3aTEM ero YyTOYHAOLLEE 3HAYEHME.,

CyLLeCTBYIOT CAeAytoLLMe NPU3HAKM:

— ACL_GROUP — onpefenseT BO3MOXHOCTb A0CTyna Ana cybbeKTa, y KOTOporo
MOEHTUPUKATOP TPYNMbl COBMNadaeT CO 3HAYeHWMEM, yKa3aHHbIM AAA TPYNMbl B CAMUCKe
KOHTPO/1A AOCTYNa 06beKTa B KAYECTBE YTOUYHAOLLEro 3HaYeHMs;

— ACL GROUP OBJ — onpejendeT BO3MOXHOCTb AOCTyna [Ana cybbekta, vy
KOToporo maeHtudumkaTop rpynnbl (Mam nobor n3 naeHTMPUKATOPOB rpynnbl cybObeKkTa)
COBMaJiaeT co 3HaYeHMeM naeHTUdGUKaTopa rpynnbl 06bEKT];

— ACL MASK — onpefenfaeT MaKcMMasbHO BO3MOXKHOe 3HayeHne BUToB Npas AnA
rpynnbl Uan rpynn;

— ACL_OTHER — onpegenseT npasa A0CTyna AaA CyObeKkToB, KOTOpble He MoryT
ObITb COOTHECEHbI C t0ObIM 3HaYEHNEM NAEHTUDMKATOPOB, YKa3aHHbIX B CMUCKE KOHTPONA
AocTyna;

— ACL USER-— OnpeZenAaeT npasa 414 cybbekTa, naeHTnduKaTop KOTOPOro yKasaH
KaK yTouHAtoLLee 3Ha4yeHMe Blaaebla 06beKTa;

— ACL USER OBJ — onpefensaeT npasa A0CTyna Ana obbeKkta, naeHTudmKaTop
KOTOPOro coBnafaeT Co 3Ha4YeHnem Bnagenbla obbekTa.

YToYHAOWee 3HayeHMe — 3TO 3HadyeHue, Tpebyemoe MpM3HAKOM ACL GROUP U
ACL USER. OHO MOXeT coaepaTb MAeHTUOUKATOP MNOAb30BaTENA WAM rpynnbl, ANA
KOTOpbIX OyAeT NPMHMMATLCA pelleHne O NpeaoCTaBAeHMM AOCTyna B COOTBETCTBMM C
bUTamm npas.

MpaBa AoCTyna AANA CMNWCKOB KOHTPOAS A0CTyna ACL — CYULEeCTBYKT Kak OuTbl
3HaYeHM NpaB, 03HaYyalWMX YTeHre (r), 3anucsb/yaaneHune (w) MAM BbINOAHEHWE/NOUCK
(x).

OTHOLWIEHMA, BO3HMKatOLWIME MNPU MPUHATUN pPEeLleHMA B MOMEHT CPaBHEHMS
6a308BbIX NpaB (6UTOBOM MaCKM) M pPaCLIMPEHHbIX MpPaB (CNMCKOB KOHTPOAS A0CTyna),
COCTOAT B CNEAYHOLWEM:

— CMWCOK KOHTPONA AO0CTyna ACL cYMTaeTcs o06s3aTenbHbIM MAWM MUHUMANbHO
HeobxoAMMbIM ANA TMNOB ACL USER OBJ, ACL GROUP OBJ M ACL OTHER;

— Tvnbl ACL GROUP MAM ACL USER CYMTAIOTCA PACLIMPEHHBIMW WU OLLEHWMBAOTCA
Npu HannM4um;

— MO YMONYaHMIO (€CN HE YKa3aHO MHOe) TUN ACL USER OBJ, ACL GROUP OBJ ¥
ACL_OTHER NPWMHMMAIOT 3HaYeHuna, coBnagatolime ¢ 6a3oBbiM 3HayeHnem BUTOBOM MacKM
BNaAeNbLa M rpynnbl 0OBbEKTa;

— €C/IM YKa3aHbl YyTOYHAKLWME 3HAYeHMA ANA TUNOB ACL GROUP M ACL_USER, KaK
MUHUMYM OZHO 3Ha4yeHWe Tuna ACL MASK AO/IKHO ObiTb YKa3aHo. MHaye Tvn ACL MASK
TaK)Ke cymTaeTca Heobsa3aTelbHbIM, M ero 3Ha4eHMe MOXKET ObITb He YKa3aHo.
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[poBepKa pacWMpPEHHbIX NpaB Npu onpeaeneHnn NonbiTKKM AocTyna cybbekTa K
0OBEKTY, Ha KOTOPOM YCTAaHOBAEHbl pacluMpeHHble aTpubyTtbl ACL, npoucxoauT no
cnenyoLwemy anroputmy:

1) EC/IN: naoeHTMdUKaTop cybbekTa A0CTyna coBMafaeT C MAEHTUPUKATOPOM
BNagenblia 0bbekTa AOCTYNa;

TOlJA: oueHMBatOTCA 3HAYEHMA 3aMPOLLUEHHbIX NMPaB, YCTAaHOBAEHHbIX B 0Obeme
ANA TMnNa ACL USER OBJ, W CyDOBEKT nosyyaeT AOCTyN K 0bbekTy B 0b6beme yKa3aHHbIX
npas.;

MHAYE: noctyn 610KnpyeTcs;

2) EC/IX: npeHTMdmMKaTOop cybbekTa A0CTyna coBnafaeT C /oObIM yKa3zaHHbIM
MOAEHTUOMKATOPOM BAade bl 06beKTa AOCTyNa, YMTOMAHYTbIM ANA TUNA ACL USER;

TOTAdA: oueHMBAKOTCA 3HAYEHMA 3aMNPOLLEHHbIX NpPaB, YCTaHOB/AEHHble B 0bbeme
CHa4ana 4nda Tvna ACL USER, a 3aTeM A8 Tuna ACL MASK, M CyObeKT nonyvaet 4OCTyn K
00beKTY B 0Obeme yYKazaHHbIX NPas;

UHAYE: noctyn 6n10KnpyeTcs;

3) EC/IN: ocHOBHOM MAM A06aBOYHbIN MAeHTUOMKATOP rPynnbl cybbeKkTa AocTyna
coBMaZaeT C /bObIM  yKa3zaHHbIM  MAEHTUPUKATOPOM rpynnbl  0b6bekTa A0CTyna,
YNOMAHYTbIM /14 TUNA CHayana ACL GROUP_OBJ, a 3aTeM ACL_GROUP;

TOlOA: oueHumBatoTCcA Npasa 4a4a npusHaka Tmna ACL_MASK,

N EC/IN: npaBa AOCTyna coaep»KaT 3anpoLlleHHble 3HavyeHMA Ana Ntoboro n3 TMnos
ACL GROUP_OBJ, ACL GROUP, ACL MASK;

TOTAA: nocTyn npeaocTaBaAeTcs;

MHAYE: noctyn 610KunpyeTca.

4.3.1.6. MexaHn3m pa3pelieHnin HabopoB BO3MOXKHOCTEN

OMUCAHWME: ana BbINONHEHWS MNPOBEPKM NpaB A0CTyna cybbekTbl A0CTyna
Pa3aensalT Ha ABe KaTeropuu: npueuaernpoBaHHblie (ID adpdekTMBHOro nonb3oBaTend
PaBeH HY/O, KaK Yy Cynepno/sib3oBaTtens), M HenpueuaernposaHHble (ID adpdeKkTnBHOrO
N0/Ib30BaTENA HE PABEH HY/IIO).

CMUCOK PA3PELUEHWW: BO3MOMKHOCTM, peannsosaHHble B coctase OC ABpopa, a
TaKXe onepauum nam nosefeHune, paspellaemble 4aHHbIMW BOSMOXHOCTAMM:

— CAP AUDIT CONTROL — TMO3BOJIAET BK/IOYaTb WAW BbIKAOYATb ayauT A4pa,
M3MeHATb GUAbTPYHOLLME NPaBUaa ayamTa, NOAyYaTb COCTOSHWE ayaMTa U GuUabTpyolime
npaBuna;

— CAP AUDIT WRITE — MO3BO/AET 3aMM1CbIBATb AAHHbIE B XKypHaa ayauTa A4pa;

— CAP BLOCK SUSPEND — MO3BOJIA€T MCMNO/b30BaTb BO3MOXHOCTM, CMOCOOHblIe
NPEMBOANTL K O/IOKMPOBAHMIO MPUOCTAHOBKU CUCTEMbI (epoll (7) EPOLLWAKEUP,
/proc/sys/wake lock);

— CAP_CHOWN — NO3BO/AET BbINO/NHATL NPON3BO/IbHbIE M3MEHEHNA GaNoBbIX UID
N GID;
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— CAP_DAC OVERRIDE — MO3BOJIA€T MPOMYyCKaTb NMPOBEPKM AOCTyna K danny Ha
YTeHMe, 3aNnCb M BbINOJIHEHNE;

— CAP DAC READ SEARCH — MO3BOJIAET MPONYCKaTb NPOBEPKM AOCTYNa K danny Ha
yTeHMe M [O0CTyna K Manke Ha YTeHWe W BbINOSHEHWE, BbI3bIBAaTb  PYHKLMIO
open by handle at();

— CAP FOWNER — NO3BO/IAET BbINOJHATb CeAytolme AeUCTBUA:

® MponyckaTb MPOBEPKM AO0CTyna Aaa onepauum, Kotopble 0b6bl4HO TpebyroT
cosnagenua UID ®C npouecca n UID danna (Hanpumep, chmod, utime), MCKAOYASA
onepalun, oxaaTbiBaemble CAP DAC OVERRIDE M CAP DAC READ SEARCH;

® YCTaHaB/AMBATb PaCLUMPEHHbIE aTPUDYTbI MPON3BObHbIX GaliNoB;

® yCTaHaBAMBATb CMMUCKM KOHTpona aocTyna (ACL) npom3BonbHbIX Gainnos;

® VIrHOPMPOBATb 3aKpPEnAAOLWMN OUT Npn yaaneHnm Gpamna;

e 33naBatb O_NOATIME ana npon3BonbHbIX $painnoB B open U fcntl;

— CAP FSETID — NO3BO/AET He O4MlaTb OUTbl pexuma set-user-ID U set-
group-1ID NpU M3MeHeHUN alna, a TaKKe YCTaHaBAMBaATb OUT set—-group-1ID Ha ¢ann, y
KoToporo GID He cosnagaetr c¢ 6utom OC wmam nbbiIMM  AonoaHUTENbHbIMKM  GID
BbI3bIBAOLLErO NpoLLecca;

— CAP IPC LOCK — no3sonAaeTt 6ﬂOKVIpOBaTb NamaTb (mlock (2), mlockall(2),
mmap (2), shmctl (2));

— CAP IPC OWNER — NO3BO/IAET HEe BbINONHATL MPOBEPKM AOCTYyNa ANA onepaLumm ¢
obbekTamm System V IPC;

— CAP KILL — MO3BO/AET He BbINOJHATL MPOBEPKWU MPU OTNPaBKE CUTHa/OB.
K [OaHHOM BO3MOXHOCTM OTHOCMUTCA MCMONb30BaHME ioctl(2) C onepaunen
KDSIGACCEPT;

— CAP_LEASE — N03BO/IAET YCTaHaBAMBATb apeHAy Ha MPOU3BO/bHble dalinbl;

— CAP_LINUX IMMUTABLE —  MO3BO/AeT  YyCTaHaB/AuBaTb  inode-¢pnaru
FS_APPEND FL W FS IMMUTABLE FL;
— CAP_MKNOD — TMO3BO/AeT C€O03[aBaTb CrneunanbHble ¢aiibl € NOMOLLbIO

mknod (2);
— CAP NET ADMIN — MNO3BO/IAET BbIMNO/HATL CIeAytoWue ceTeBble onepaumm:
® HacTpoWKa nHTepdenca;
e ynpasneHune IP M3, TpaHchAUMEN aapeCcOB M BEAEHNEM YYETA;
® M3MeHeHMe TabanLbl MapLIpyTU3aLnK;
e npuBA3Ka K Ntobomy azpecy A8 NPO3PaAYHOro NPOKCMPOBAHMA;
® Ha3HayeHue TMMNa CepBuCa;
® 04YMCTKa CTAaTUCTUKM ApanBepa;
® BK/IIOYEHWME peXMMa 3aXBaTa (promiscuous);
® BK/IIOYEHNE MHOrO0aAPECHbIX PACCbIIOK (multicasting);
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® UCMOJ/Ib30BaHME setsockopt (2) ANA BKAOYEHMA CAedyrouwmMX napameTpos
COKeTa: SO DEBUG, SO MARK, SO PRIORITY (4n1A mpuopuTeToB BHE aAmanasoHa 0-6),
SO _RCVBUFFORCE U SO_SNDBUFFORCE;

— CAP NET BIND SERVICE - no3sonseT NpPMBA3bIBaTb CoKeT K
NPUBUNETMPOBAHHBIM NOPTAM AOMeHa ceTn NHTepHeT (Homepa NnopToB MeHblile 1024);

— CAP NET RAW— NO3BOAET BbINONHATL CeAytowme AeNCTBUA:

® KCMNO/1b30BaTb COKETbl RAW U PACKET;

® MpMBA3bIBATLCA K IOBOMY agpecy 414 NPO3PaYHOro NPOKCUPOBAHMUS;

— CAP SETGID — NO3BO/AET BbIMNONHATL NPOU3BOIbHbIE AencTena ¢ GID npouecca
M CNUCKOM JdononHuTenbHbix GID, a TakXe nogdensiBate GID npu nepepade
BO3MOXHOCTEM COKeTa yepe3 AoMeHHble cokeTbl UNIX; 3anucbiBaTb oTobparkeHue |ID
rpynnbl B NO/1b30BaTe/IbCKOE NPOCTPAHCTBO MMEH;

— CAP_SETFCAP — NO3BONAET Ha3Ha4yaTb GainIoBble BOSMOXHOCTU, MPY STOM:

e ecan dannoBble BO3MOXHOCTM He MNOAAEPHKMBAKOTCA: MNPeaoCTaBAATbL U
OT3bIBaTb N1t0OY0 BO3MOXHOCTb B CMMCKE Pa3peLleHHbIX BO3MOMHOCTEN BbI3blBAOLLENO
nnn noboro Apyroro npouecca (4aHHoe CBOMCTBO CAP SETPCAP HeAOCTYMHO, eCAN AAPO
cobpaHo ¢ noaaepKKon GannoBbix BO3MOXKHOCTEN, T.K. CAP_ SETPCAP WMMEET NOJIHOCTbIO
APYIy0 CEMAHTUKY Y TaKUX aaep);

e ecnn  GannoBble BO3MOXMHOCTM NoAAeprKuBatoTca: a00aBnaTb  Ntobyto
BO3MOXHOCTb M3 OrpaHW4YMBatoLLero Habopa BbI3bIBAOLWEN HUTM B €€ HacneayeMbli
Habop; OT3bIBaTb BO3MOXKHOCTU M3 OrpaHMymBatoLlero Habopa (c nomoubto pretl (2) C
onepaumen PR_CAPBSET DROP); U3MeHATb Gnarn securebits;

— CAP_SETUID — NO3BOJIAET BbINONHATL NPON3BObHbIE AercTBua ¢ UID npouecca
(setuid(2), setreuid(2), setresuid(2), setfsuid(2)); nogaensiBatb UID npwu
nepefaye BO3MOXHOCTEM COKeTa uYepe3 AoMeHHble cokeTbl UNIX; 3anucbiBaTb
oTobparkeHune ID nonb3oBaTeNA B N0/1b30BaTE/IbCKOE MPOCTPAHCTBO MMEH;

— CAP_SYS_ ADMIN NO3BO/IAET BbINONHATL CAeAytoLLIne AeNCTBUA:

e pelwaTb 3a4ayM ynpaBAeHMA CUCTEMOW: quotactl(2), mount (2),
umount (2), swapon(2), swapoff(2), sethostname(2) W setdomainname (2);

® BbIMNONHATL MNPUBUAETMPOBAHHbIE OMepaumMm syslog(2) (4NA  AaHHbIX
onepauuii HeobxoAMMO UCNONBb30BaTb CAP SYSLOG);

® BbINOJHATb KOMaHAY VM86 REQUEST IRQ vm86(2);

® BbINONHATL oOMepaumMm IPC SET M IPC RMID Hah MPOU3BOJIbHbIMM
0b0beKTaMn System V IPC;

® epesanuncbiBaTb OrpaHnYeHna pecypca RLIMIT NPROC;

® BbLIMNONHATL OMNEepauMm Hag, pPacCWMPEHHbIMM aTpubyTamm trusted W
security;

® 1CNO/1b30BaTb lookup dcookie (2),;

® 1CMO/Ib30BaTb ioprio set (2) A8 Ha3HA4YeHMA KAACCOB M/IaHMPOBAHMA
BBOJA-BblBOAA IOPRIO CLASS RT M IOPRIO CLASS IDLE;
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e noaaensiBate PID npu nepedave BO3IMOXKHOCTEN COKETa Yepe3 AOMEHHble
cokeTbl UNIX;

® npesbiWaTtb /proc/sys/fs/file-max, CUCTEMHOE OrpaHUYEHWE Ha
KOZIMYECTBO OTKPbLITbIX Gali/ioB B CUCTEMHbIX BbI30Bax, OTKPbIBAOLWMX Galiibl (Hanpumep,
accept (2), execve(2), open(2), pipe(2));

e 3a3aencTBoBatb dnarm CLONE_*, cosgatouime HOBble MPOCTPAHCTBA MMEH C
NOMOLLbIO clone (2) W unshare (2) (4158 CO34aHMA NONb30BATENBCKUX MPOCTPAHCTB MMEH
He TpebyeTcs HUKAKUX MHbIX BO3MOXKHOCTEN);

® BbI3blBaTb perf event open(2),

® M0AYyYaTb AOCTYN K MHPOPMALMM O NPUBMUNETMPOBAHHOM CODLITUN perf;

® Bbi3blBaTb setns (2), TpebyercA CAP SYS ADMIN B MPOCTPAHCTBE WMeH
Ha3Ha4YeHus;

® BbI3bIBATb fanotify init (2);

® BbI3bIBATb bpf (2);

® BbINOMHATL ONepPaUnM KEYCTL CHOWN W KEYCTL SETPERM B keyctl(2);

® BbINOJIHATL ONepaLmio MADV HWPOISON Bmadvise (2);

e 3aaencrteoBaTtb TIOCSTI B ioctl(2) ANA BCTaBKM CMMBOJIOB BO BXOZHYHO
oyepeab TEPMUHANG, OTIMYHOTO OT YNPABAAOLWErO TEPMNUHANAG, BbI3bIBAIOLWETO;

® 33/1eMCTBOBATb YCTAPEBLUMIM CUCTEMHbIN BbI3OB nfsservctl (2) ;

® 33/71€MCTBOBATb YCTAPEBLUMNA CUCTEMHbIM BbI30B bdflush (2);

® BbLIMOJHATL PA3/INYHbIE NPUBUMAETMPOBAHHbIE OMNepauum ioctl (2) Hafg
6104HbIMK MY;

® BbINOJ/IHATbL PA3/INYHbIE NPUBUAETMPOBAHHbIE onepauun ioctl (2) Hag PC;

® BbINO/HATb aAMMHUCTPATUBHbIE ONepaLMn Haa Apaneepammn MY;

— CAP_SYS BOOT — NO3BOJIAET MCNO/Nb30BaThb reboot (2) U kexec load(2);
— CAP_SYS CHROOT — MO3BOJIAET MCMOJIb30BaTb chroot (2);

— CAP_SYS MODULE — MO3BOJIAET 3arpy*kaTb M BbIrPyXaTb MOAYNN AAP3;

— CAP_SYS NICE MNO3BOJIAET BbIMOJAHATb CAeAylolime AeNCTBUA:

® OBbIWATL 3HAYEHME YCTYNYMBOCTMU NpoLecca (nice (2), setpriority(2))
N U3MEHATb 3HaYeHMne YCTYNYMBOCTM Y MPON3BO/IbHbIX MPOLLECCOB;

® Ha3Ha4yaTb MNOUTUKN NAAHMPOBAHNA PeaNbHOro BPEMEHM ANA BbI3bIBAOLWETO
npouecca, a TaKXKe MOAUTMKM NAAHMPOBAHMA U MPUOPUTETbI ANA MNPOU3BONbHbBIX
npoueccos (sched setscheduler (2), sched setparam(2), shed setattr(2));

® BbINOJIHATL MPUBA3KY K 3N1EKTPOHHOW noanucu (3M) Ana NpPomr3BObHbIX
npoueccos (sched_setaffinity (2));

® Ha3HayaTb K/aacC MAaHMPOBAHWA BBOAA-BbIBOAA WM NPUOPUTET AN
MNPOW3BO/IbHBLIX MPOLECCOB (ioprio set (2));

® MPUMEHATb migrate pages(2) K MNPOM3BONbHbIM MNpoOLECcam A48 WX
nepemeLLeHna Ha NPOU3BOIbHbIE Y3/1bl;

® MPUMEHATb move pages (2) K MNPOMU3BOJIbHbIM NMpoLeccam,;
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MCﬂOﬂb3OBaTb¢ﬂaFMPOL_MF_MOVE_ALIJBmbind(2)l4move_pages(2);

— CAP_SYS PACCT — NO3BOIAET UCMONb30BaTb acct(2),
— CAP_SYS PTRACE — NO3BOJIAET BbINONHATL CeAytowmne AeNCTBUA:

TpaccMpoBaTb Nt0HOM NPOLLECC C MOMOLLBIO ptrace(2);
NPUMEHATb get robust list (2) K NPOW3BO/bHbLIM NMPOLECCAM;
nepemellatb AaHHble B/M3 NamMATU MPOM3BOJIBHOIO MPOLECCa C MOMOLLbIO

process vm readv (2) Wprocess vm writev(2),

M3y4aTb NPOLECCHI C NOMOLbBIO kcmp (2) ;

— CAP_SYS_RAWIO — no3BondAeT BbINONHATL CAeaytouime AeNCTBUA:

BbINO/IHATb ONepaLnmn BBOAA-BbIBOAA M3 NOPTOB (iopl (2) m ioperm(2));
paspelwaTb 4OCTYN K /proc/kcore;

3aaencTeoBaTb onepaunto FIBMAP B ioctl (2);

OTKpbIBaTb MY Ans A0CTyNa K cneumanbHbim permctpam x86 (MSR);
0B6HOBNATL /proc/sys/vm/mmap min addr;

C03/,aBaTb OTOOParKEHUA NAMATM NO aApecam, MeHblLE 3Ha4YeHNs, 3a4aHHOTO

B /proc/sys/vm/mmap min addr,

oTobpaxKaTb Gannbl B /proc/bus/pci;

OTKpbIBaTb /dev/mem u /dev/kmem;

BbIMNOJIHATbL Pa3/IMYHble KOMaHAbl MY SCST;

BbINONHATL onpeaeneHHble onepaunn ¢ MY hpsa (4) M cciss (4);
BbINMOJIHATb HEKOTOpPbIE CMeLManbHble onepauyum ¢ APYrMMm YCTPONCTBAMMK;

— CAP_SYS RESOURCE — NO3BONAET BbINOJIHATL C/iegyouimne ,EI,eVICTBl/IFIZ

MCNO/b30BaTb 3ape3epBMpPoOBaHHOE NPOoCTpaHCcTBO OC ext2;

COBEpPLLIATb BbI30BbI 1octl (2), yNpasBaAtoLLMe KypHAAMpoBaHem ext3;
NpPeBbILWAaTb OrPaHNYeHne ANCKOBOro NPOCTPaHCTBa;

YBE/IMYMBATb OrPaHUYEHMA MO pecypcam;

nepesanmcbiBaTb orpaHMyeHme pecypca RLIMIT NPROC;

NpeBbIaTb MaKCMMabHOE KOIMYECTBO KOHCO/IEM MPU BblAENEHNM KOHCONM;
NPeBbILWLATb MAaKCMMa/IbHOE KONMYECTBO PACKNAL0K;

ncnonb3osaTb bonee, yem 64 Ll NnpepbiBaHMA M3 YaCOB PEaIbHOTO BPEMEHMU;
Ha3HayaTb 3HaYeHWe msg gbytes oyepeamn coobuweHuir System V bBonblie

orpaHunyeHna /proc/sys/kernel/msgmnb;

NPeBbIWATb OrpaHn4eHne /proc/sys/fs/pipe-size-max NPU Ha3HaAYEHUN

BMECTMMOCTUM KaHa/1a C NOMOLWbHO KOMaHAbI F_SETPIPE_SZ y fcntl(2);

ncnonb3osatb F_SETPIPE _SZ anAa yBennyeHma BMeCTMMOCTWU KaHana 6onblue,

yem orpaHuyeHue, 3aaaBaemoe B /proc/sys/fs/pipe-max-size;

npesbIWaTb orpaHuyeHune /proc/sys/fs/mqueue/queues max npu

co3gaHum odepenenn coobuieHnin POSIX; 3apeictBoBaTh onepauuto PR_SET MM B

prctl (2);
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® yCTaHaBAMBaTb /proc/PID/oom score adj B 3HA4YEHUE MEHbLUEE, YEM
nocneaHee yCTaHOBAEHHOE 3HA4YeHWE NPOLECCOM C MOMOLLbIO CAP_SYS RESOURCE,;

— CAP_SYS TIME - nossonseT HacTpauBaTb CUCTEMHbIE Yachbl
(settimeofday(2), stime(2), adjtimex(2)) W Yacbl pPeEaNbHOrO BPEMEHMU
(annapaTHble);

— CAP SYS TTY CONFIG — MO3BONAE€T  WCNOAb30BaTb  vhangup(2) MU

3a/1eMCTBOBATb Pa3/IMyHble NMPUBUAETMPOBAHHbIE ONepaLmMmn ioctl (2) C BMPTYaSbHbIMM
TEPMUHANAMMU;
— CAP_SYSLOG — NO3BOJIAET BbINONHATb CAeAyloLLMe AENCTBUA:
® BbINOJIHATb NPUBUAETMPOBAHHbIE ONepaLnn syslog (2);
® NpocmMaTpuBaTb adpeca Aapa, oTobpaxkaemble B /proc M APYrUX
nHTepdercax, Koraa 3HayeHme /proc/sys/kernel/kptr restrict paBHO 1;

— CAP_WAKE ALARM — VYCTaHaB/AMBaTb TaliMepbl CLOCK REALTIME ALARM U
CLOCK BOOTTIME ALARM Npu NPOOYXAEHUN CUCTEMDI.

HABOPbl BO3MOMHOCTEW CYBBEKTA: Kaxias HWUTb wumeeT  Habopsbl
BO3MOXHOCTEN, coaepKalline Hob u/unmn bonee cneaytouMx BOSMOXKHOCTEN:

1) Pa3pelueHHble aencTBua (Permitted). Permitted — OrpaHMymMBatoWLMin Habop
30PEKTUBHBIX BO3MOXHOCTEM, KOTOPbIMMU HadenAaetca HWUTb. [JaHHbIM Habop Takxke
OrPaHNYMBAET CMMUCOK BO3MOXKHOCTEN, KOTOPblE MOTYT ObiTb A0OaBAEHbI B HacaeayeMblit
Habop 4117 HWUTK, He MMeIOWEeNn BO3MOMKHOCTEN CAP SETPCAP B CBOeM 3PPEKTUBHOM
Habope. Ecan HUTb cOpacbiBaeT BO3MOMKHOCTb B CBOEM pa3pellnTeibHOM Habope, oHa He
CMOXET MoyYnTb ee 06paTHO (eCM TONBKO HE BbINOJIHAETCA execve (2) ANA NPOrPaMMbl
C set-user-ID-root WAW MNPOrpamma, y KOTOPOM COOTBETCTBYHOLME BO3MOMKHOCTU

danna npeaocTaBAAOT 3Ty BO3MOXHOCTb);

2) Hacneayemble aeictBuaA (Inheritable). Inheritable — Habop Hac/neayeMbix
BO3MOHOCTENM, KOTOpble OCTatOTCA TaKOBbIMM MPW BbINOAHEHWM NtOOOM Nporpammbl m
COXPaHAIOTCA MpPM BbI30BE execve (2). Hacneayemble BO3MOXKHOCTM [00aBNAOTCA B
paspelnTeNbHbIM Habop, ecn BbINOMHAKWAACA NPOrpamMma MMeeT COOTBETCTBYOLIME
YCTaHOB/IEHHblEe OUTbI B halloBOM HacneayemMom Habope. Ecan BbINONHEHME NPOUCXOANT
He OT MMEeHM Cynepnosb30oBaTens, Hacneayemble BO3MOXKHOCTU He COXPaHAKTCA nocae
execve (2), noatomy MII, KoTOpbIM HeobXoAMMO BbINOMHATL BCMOMOraTesibHble
NPOrpPaMmMbl C MOBbILLEHHbIMX BO3MOXHOCTAMMKW, TPebyeTca MCNONb30BaTb HAPYMKHble
BO3MOMHOCTM (ambient capabilities),

3) 3ddeKkTmBHble pencTBumAa (Effective). Effective — [AaHHbIM  Habop
BO3MOHOCTEN MCMONb3YyeTCA AAPOM NPW BbIMOJHEHUN MPOBEPOK NPAB HUTMK.

C nomoulblo capset (2) HUTb MOXET M3MEHATb CBOM HabopPbl BO3IMOXKHOCTEMN.

®ann  (MPBO)  /proc/sys/kernel/cap last cap COLEPXMUT  YMC/IOBOE
3Ha4YeHMe camoi HO/bLION BO3MOMKHOCTM, NOAAEPKMBAEMOM paboTatolmm S4POM. ITO
MOX¥HO WMCNONb30BaTb AN onpeaeneHus Hambonbllero OuTa, KOTOPbIM MOXKeT ObiTb
yCTaHOB/IEH B Habope BO3MOXKHOCTEMN.

®ANNOBBLIE  HABOPbl  BO3MOMHOCTEW: B8 OCAspopa cBA3b Habopos

BO3MOMKHOCTEM C MCMOJIHAEMbIM (I)alZﬂON\ noanepPXMBAETCA C NOMOLWbIO setcap (8).
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Habopbl BO3MOXKHOCTEN dalina XpPaHATCA B pacCIMPeHHOM aTpubyTe, A8 3anucu B
KoTopbln TpebyeTcs Bo3moXKHOCTb CAP_SETFCAP. Habopbl $alifioBblX BO3MOXKHOCTEWN
BMecTe C HabopaMm BO3MOXKHOCTEM HUTU onpeAenstoT Habopbl BO3MOMKHOCTEN HUTU
noc/sie BbINONHEHNS execve (2) .

CyLwiecTtBytoT cneaytouime Gpamnnosbie Habopbl BOIMOXKHOCTEN:

— permitted (paHee Ha3blBaBWMINCA forced) — BO3MOXHOCTM aBTOMATUYECKM
pa3peLlatTca HATU HE3aBMCMMO OT ee yHaCc/1e40BaHHbIX BOSMOXHOCTEN;

— inheritable (paHee Ha3bIBaBLIMNCA allowed) — Habop obbeanHaeTca (AND) ¢
yHacnenoBaHHbIM  Habopom  HWTKW, 4YTOObI ONpeaennTb, KakuMe yHacnenoBaHHble
BO3MOXHOCTM DyAyT BKAOYEHbI B €€ pa3peLlnTebHbI Habop noc/e execve (2);

— effective — B [eWCTBUTENbHOCTM nNpeacTaBadaeT cobor He Habop, a
OAMHOYHbIN BUT. ECNn BUT BKIOYEH, TO NPU BbI30BE execve (2) BCE HOBblE pa3peLleHHble
BO3MOMHOCTM HUTK ByayT TakKe AobaBneHbl B 3QPEKTUBHbLIN HAbop. ECam BUT BbIKAKOYEH,
TO MNocne execve (2) HM OAHA W3 HOBbIX Pa3pPELWIEHHbIX BO3MOXHOCTEM He byaeT
nobasneHa B HOBbIN 3dPEKTMBHbBIN HAaboP.

BkntoyeHmne adpdeKTMBHOro GpainoBoro 6H1UTa nogpasymesaeT, 4Tto ntobas dannosas
pa3spelwnTenbHaa WAW  Hacnedyemas BO3MOMHOCTb, MO3BOMAIOWEAA HUTKM  MNOAYYUTb
COOTBETCTBYHOLLY Pa3peLlnTeibHy0 BO3MOXKHOCTb NPU execve (2), TAKKe NONYYMT ee B
addeKkTMBHOM Habope.

MosaToMy ecaM nNpu  Ha3HadYeHuM  BO3MOXKHOCTEM  danny (setcap(8),
cap set file(3), cap set fd(3)) yKa3aTb aQpPeKTUBHbLIN GNar Kak BKAOYEHHbIA ANA
N0B0OMN BO3MOKHOCTH, acba)eKTﬁBHblM dnar 4ONKEH TaKKe OblTb YKa3aH BKAOYEHHbIM A5
BCEX  OCTa/lbHbIX  BO3MOXHOCTEN, AN  KOTOPbIX  BK/AKOYEH  COOTBETCTBYHOLLMM
pPa3peLInTeNbHbIM MW HacheayeMblin pnaru.

MNpeobpasoBaHMe BO3MOXKHOCTEN NpU execve().

Mpn execve (2) @PBO BbIMMCAAIOT HOBblE BO3MOXHOCTM CcybbeKkTa A0CTyna
(npouecca) no cneaytouemy anropuTmy:

P' (ambient) = (npuBuinerupoBaHHEM odamy) ? 0 : P(ambient)

P' (permitted) = (P(inheritable) & F(inheritable)) |
(F(permitted) & cap bset) | P'(ambient)

P' (effective) = F(effective) ? P'(permitted) : P' (ambient)
P' (inheritable) = P(inheritable) [T. e., He usMeHdeTCH],
roe:

— P —3HayeHKWe Habopa BO3MOXKHOCTEM HUTK A0 execve (2);

— P' —3HayeHMe Habopa BO3MOXKHOCTEN NOCNe execve (2);

— F— $alnoBbl Habop BO3MOXKHOCTEN;

— cap_bset — 3Ha4yeHue orpaHmn4mBatoLLLero Habopa BO3MOXHOCTEN;

— NPUBUNEIMPOBAHHbLIN dan — dala, MMEWMN BO3IMOKHOCTU, UAN ANA HEro
yUGHOBﬂeH6MTset—user—ID NWIN set—-group-1D.
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BO3MOXHOCTW W BbIMNO/IHEHME MPOTPAMMbI CYMEPMOJ/Ib3OBATE/IEM: ana
NpeaocTaBAeHMA MONHOrO Habopa BO3MOMKHOCTEM Cynepnosib30BaTeNt0 B execve (2)
HeobXx0AMMO BbINOAHEHWNE CAEAYIOLINX NPABUL

— eC/In BbINOJIHAETCA MPOrpaMma C YCTaHOBAEHHbIM OUTOM set-user-ID-root
man ID  peanbHOro MO/b30BaTeNA MNpoLecca paBeH Hyaw (cynepnosnb3oBaTens),
NPeaocTaBAAOTCA NOAHble dainoBble M Hacneayemble Habopbl BO3MOXKHOCTEM (T.e.
pa3pelleHbl BCE BO3MOXKHOCTN);

— eC/I1 BbINONHAETCA NPOorpaMma C YCTaHOBNEHHbIM BUTOM set-user-ID-root,
3 deKTUBHbIN dannoBbI BUT paBeH eanHULE (YCTAHOBAEH).

Pe3ynbTaT  yKa3aHHbIX MNpasBua, 0ObeAMHEHHbIX C  nNpeobpa3oBaHUAMMK
BO3MOXHOCTEM, CNeAyOWMN: Koraa NPouecc BbINOMHAET execve (2) ANA NPOrPaMmbl C
OUTOM set-user-ID-root WAW Korda npouecc ¢ 3dpdekTMBHbIM UID HOAb BbINOAHAET
execve (2), OH MOJy4YaeT BCE BO3MOMHOCTM W3 pPaA3PELINTENbHOTO M 3PPEKTUBHOTO
HabopoB, 3a WCKAOYEHMEM TeX, KOTopble OTMEHEeHbl OrpaHuyMBatoWMMm Habopom
BO3MOXHOCTEN. DTO NPeaoCTaBAAET CEMAHTUKY, COBMNAAAOLLYIO C OBbIYHbIMKU CUCTEMAMM
UNIX.

OFPAHMYVBAIOLLIMA  HABOP BO3MOMHOCTEW: orpaHuumsatowmii - Habop
BO3MOMHOCTEM — 3TO MexaHM3mM 6e30MacHOCTW, KOTOPbIM MOXHO MCMONb30BaTb A4
OrpaHMYEeHMA BO3MOXKHOCTEM, AOCTYNHbIX NPU execve (2), CAeayoWMm 0b6pasom:

— NpU execve (2) OrpaHNMYMBatOWMIA Habop BO3IMOXKHOCTEN cKNaabiBaeTca (AND)
c ®anNoBbIM paspelnTenbHbiM HabopPOM BO3MOXKHOCTEM, W pPe3ynbTaT 3TOM onepauum
Ha3Ha4yaeTca paspelmnTenbHOMY Habopy BO3MOMKHOCTEM HUTKM. Takum  06pasom,
OrpaHNYMBatOLWLNIA HabOp BO3MOXMHOCTEM OrpaHWMYMBAET pPa3pelleHHble BO3MOXKHOCTH,
KOTOpble MOXeT NpeAoCTaBUTb MCMONHAEMbIN dalin;

— OrpaHuymBatoWMii Habop BO3MOXKHOCTEM NpeacTaBAdAeT cobOM nepeyeHs,
KOTOPbIM HUTb MOXKeT A06aBUTb B CBOM HacneayemMblil HAbop € MOMOLLBIO capset (2). ITO
0O3HayaeT, YTo, ec/iM BO3MOXHOCTb OTCYTCTBYET B OrpaHMumBatollem Habope, HUTb He
MOXeT [06aBUTb 3Ty BO3MOMKHOCTb B CBOM Hac/neayembln Habop, Aaxke ecanm OHa
NPUCYTCTBYET B pa3pelumTesibHOM Habope, cneaoBaTelbHO, HE MOXKET COXPaHUTb AaHHYO
BO3MOXHOCTb B Pa3peLLmTeNbHbI HAabop NpuK Bbi30BeE execve (2) ANA dalna, MMEOLWEro
BO3MOHOCTb B CBOEM Hacneayemom Habope.

OrpaHunymBatoWmMin Habop CKpbiBaeT GpanioBble pa3pelnTenbHble BO3MOMHOCTH,
HO He Hacnedyemble BO3MOXHOCTW. ECAM HUTb MMeeT B CBOEM Hac/ieayemom Habope
BO3MOHOCTb, KOTOpas OTCYTCTBYET B OrpaHMuMBatolLeEM Habope, HUTb MO-MpexHemy
obnagaeT 3TOM BO3MOMHOCTBIO B CBOEM pa3pelntensHom Habope npu BbINOSHEHUN
dalina, MmetoLLero BO3MOXKHOCTb B CBOEM HacieayeMom Habope.

ToNbKO NpoLect OANH MOXKET 3a4aBaTb BOSMOXHOCTM B OrpaHuymMBatoLLem Habope
BO3MOXHOCTEM, MOMWMMO  3TOr0  Cynepnonb3oBaTeNb  (ToYHee, NpPOrpamMmbl  C
BO3MOHOCTbIO CAP SYS MODULE) MOTyT LWL YAANATb BO3MOXHOCTU M3 Habopa.

OrpaHuumnBaloLWMi Habop Hacneayetcs npu fork(2) OT HUTM poauTena u
coxpaHaeTca Npu execve(2).
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HnTb MOXeT yaanaATb BO3MOMKHOCTM M3 CBOEro OrpaHuymBatollero Habopa ¢
MOMOLLBIO  BbI30BA prctl(2) C onepauMen PR CAPBSET DROP MNPU  HaANumu
BO3MOXHOCTM CAP SETPCAP.

[Mocne yaaneHna BO3MOMKHOCTM M3 OrpaHMYmMBarollero Habopa BOCCTAHOBUTL ee
HEBO3MOXHO. HWUTb  MOXeT onpeaennTb  HaaMyiMe  BO3MOXHOCTM B CBOEM
orpaHuymBatowem Habope C MOMOLWBK  BbiI30OBAa prctl(2) C  onepauuen
PR CAPBSET READ.

YnaneHne BO3MOXHOCTEN M3 OrpaHMYMBatOLLErO Habopa AOCTYMHO, TONbKO eCau
A4p0 cobpaHo c Noaaep*KKoM GarN0BbIX BO3MOXKHOCTEN.

[lna coxpaHeHMA MPUBBIYHOM CEMAHTMKM NpU nepexoae OT HyAs K HEeHyNeBbiM
nonb3oBatenbckmm ID OBO  ocywecTBAAOT  caedylowme  M3MeHeHuA  Habopos
BO3MOHOCTEN HUTU NPU UBMEHEHUMN Y HUTK peanbHOro, adGeKTUBHOro, coxpaHeHHoro 1D
M nonb3oBaTenbckoro ID OC (c nomoulpto setuid (2), setresuid(2) MW NOAOOHbLIX):

— eC/Nn paHee peanbHbi, 3IPPEKTUBHbBIN UAM COXPAHEHHbIN NONb30BaTENLCKMIA I1D
He OblN paBeH Hy/tO M B pe3ynbTate nameHeHua UID Bce 3t ID nonyuymnm HeHyneBoe
3Ha4YeHMe, TO BCe BO3MOXKHOCTW YyAANATCA M3 paspelmTenbHoro n 3GpPeKTUBHOro
HabopoB;

— ecnnm 3PPEeKTUBHLIN  NONb30BATENLCKMA ID  M3MeHAeTca C  HYy/eBOro  Ha
HeHy/ieBoe 3HavyeHne, TO BCE BO3MOXKHOCTM yAanATca U3 adpdeKkTnBHoro Habopa;

— ecnn 3GdEKTMBHbIN NONb30BaTENLCKMI ID M3MeHAETCA C HEHYNEBOro 3HavyeHuA
Ha O, To pa3pelwnTenbHbit Habop KonupyeTcs B aIPGEKTUBHbBIN Habop;

— ecan nonb3oBaTenbckmin ID ®C M3meHAeTCA C HY/NeBOro Ha HeHyneBoe
3HayeHWe, TOo M3 3bdeKkTMBHOro Habopa yAANATCA CAedytolime BO3MOMKHOCTM:
CAP CHOWN, CAP DAC OVERRIDE, CAP DAC READ SEARCH, CAP FOWNER, CAP FSETID,
CAP LINUX IMMUTABLE, CAP MAC OVERRIDE W CAP MKNOD. Ecnu nmonb3osatenbckuin ID
®C n3meHAeTCA C HEHYNEeBOro 3Ha4YeHuA Ha 0, To Ntobasa U3 BO3MOXKHOCTEM, BKAKOYEHHbIX B
paspeLlnTenbHbI Habop, BKAtoYaeTca B apPpeKTMBHOM Habope.

Ecam HUTb, y KOTOpon oanH namn 6onee nonb3osaTenbckmx 1D paBeH 0, cTpemuTcA
NpeaoTBpaTUTb  yAaseHWe paspellmTeNbHbiX  BO3MOXKHOCTEM npu  cbpoce  Bcex
N0/ab30BaTENbCKMNX |ID B HEHY/1IEBLIE 3HAYEHMSA, OHA MOXET UCMNO/Ib30BaTb BbI30B prctl (2)
C onepauuei PR _SET KEEPCAPS WM ¢narom 6e3onacHoOCTM SECBIT KEEP CAPS,
OMNMCaHHbIM Aanee.

HUTb mMoeT nmonyyaTb M M3MEeHATb CBOM Habopbl BO3MOMXKHOCTEM C MOMOLLbBHO
CMCTEMHbIX  BbI30OBOB capget (2) W capset(2). OgHako AnA  3TOM  Ueu
npeano4yTnTesibHee MCNo/b30BaTb cap get proc(3) W cap _set proc(3) W3 MNaKeTa
libcap.

Mpn n3MeHeHn HabopPOB HUTU NPUMEHAIOTCA CAeayoLLMe NPaBuNa:

— eCNN  BbI3bIBAIOWMIM HE UMMeeT BO3MOXHOCTM CAP SETPCAP, TO HOBbIM
Hacneagyemblt  Habop [Ao/KeH OblTb  NoAHAabopom  KOMOMHAUMKM - CyLLECTBYHOLWLENO
Hac/neyemMoro 1 paspeLwnTenbHoro Habopos;
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— HOBbIM Hacneayembln Habop [0MKeH ObiTb NoaHabopom KOMOMHaLMM
CYLLLECTBYHOLWENO HAacAeayeMOro M OrpaHMYnBatoLLEro HabopOoB;

— HOBbIN pa3peLlnTenbHblin Habop AoaXKeH OblTb NOAHAOOPOM CYLLECTBYIOLLENO
paspelwmnTenbHoro  Habopa  (T.e.  HEBO3MOXHO  nNpuobpecTn  paspelmnTenbHble
BO3MOHOCTM, KOTOPbIX HUTb HE MMEET);

— HOBbIM  3bdeKTMBHbIN  Habop  Ao/mkeH  6blTb  nNoaHabopom  HOBOroO
paspelmnTenbHoro Habopa.

®NTATW SECUREBITS: OPTAHU3AUMA NCKIKOYNTE/IBHO OKPYXKEHWA

B OCABpopa peanvsoBaH Habop ¢naroB securebits (448 KaXA0N HUTK),
KOTOPbIA MOXHO MCNONb30BaTb ANA OTKAOYEHMA cneuynanbHbiX AEMCTBUI BO3SMOXKHOCTEN
nns UID Honb (cynepnonb3oBatens). K aTum ¢dnaram oTHOCATCA:

— SECBIT KEEP CAPS — MO3BOJAET HWUTW, Yy KOTOpon oamH u Hbonee UID paseH
HY/H0, COXPaHWTb CBOM BO3MOXHOCTM NpwM M3meHeHMM Bcex ee UID Ha HeHynesble
3HayeHuAa. Ecnn dnar He ycTaHoBneH, nameHeHne UID npuBeaeT K yTpaTe HUTbIO BCEX
BO3MOKHOCTeN. [laHHbI dnar Bceraa cbpacbiBaeTca Npu execve (2) (M NpeaocTaBaseT Te
K€ BO3MOXHOCTM, YTO M CTapbIi BbI3OB prctl(2) c onepaumneit PR_SET KEEPCAPS);

— SECBIT NO SETUID FIXUP — He MNO3BOMAET A4pYy W3MEHUTb Habopb
BO3MOXKHOCTEM Npn nameHeHun apdektmsHoro UID n UID ®C ¢ HyneBoro Ha HeHyneBoe
3HaYeHue;

— SECBIT NOROOT — B C/ly4ae yCTaHOBKM AaHHOro ¢nara A4po He npeaocTaBnaeT
BO3MOHOCTM MPU UCMONHEHUM MPOrpaMMmbl, UMelowen OUT set-user-ID-root, WK
Koraa npouecc ¢ 3¢PeKTUBHbIM AN peanbHbiM UID, paBHbIM HY/LO, BbI3bIBAET execve (2) ]

— SECBIT NO CAP AMBIENT RAISE — 3anpeljaeT MOBbllUEHNE  HAPYXHbIX
BO3MOXHOCTeN NOCPeACTBOM prctl (2) C onepauuert PR_CAP AMBIENT RAISE.

Kaxkabll 13 nepedyncieHHbix Bbille 6a3oBbiX GaaroB MMeeT OAMH M3 CAeayroLmx
HUKe O0NONHUTENbHbIX GaroB HGA0KMPOBKM, YCTaHOBKA t060Oro M3 KOTOpPbIX ABAAETCA
HeobpaTMMON M 3anpeLlaeT AabHeENLLINE N3MEHEHMA COOTBETCTBYOLLLEro bazosoro dpnara.

®narn 6NOKNPOBKK:

— SECBIT KEEP CAPS LOCKED;

— SECBIT NO SETUID FIXUP LOCKED;

— SECBIT NOROOT LOCKED;

— SECBIT NO CAP AMBIENT RAISE.

®narn securebits MOXHO M3MEHATbL M NOAYy4YaTb C MOMOLLbIO Bbl30BA prctl (2) C
onepaumAmMn PR _SET SECUREBITS M PR GET SECUREBITS. [1n4 wu3ameHeHua ¢naros
TpebyeTcA BO3MOXKHOCTb CAP_ SETPCAP.

®dnarn securebits HacneayrTCA AOYEPHMMM Npoueccamu. Mpun execve (2) BCe
dnarn  coxpaHAKTCA, 33 WCKAKOYeHMem SECBIT KEEP CAPS, KOTOPbIM  BCersa
cbpacbiBaeTca.

MIT MOXeT MCnoNb30BaTb CAeAyLWMA BbI30B ANA COBCTBEHHOM OIOKMPOBKU U
NOMELLEHMA BCEX CBOMX MOTOMKOB B OKPY)KEHWE, rAe MMEeTCA TOIbKO MepBbli cnocob
nobaBneHns npaB — 3aMyck MNPOrpamMmbl CO CBA3AHHbIMM C Hel ¢dalnnoBbiMK
BO3MOXHOCTAMM:

prctl (PR_SET SECUREBITS,
SECBIT KEEP CAPS LOCKED |
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SECBIT NO SETUID FIXUP |

SECBIT NO SETUID FIXUP LOCKED |
SECBIT NOROOT |

SECBIT NOROOT LOCKED) ;

4.3.1.7. ®penmBopk Linux Security Modules

[JONONHUTENbHO ONA KAaCTOMM3aAUMKM U yTOYHEHMA npumeHAaemblx [P moxeT
MCNONb30BaTbCA PpenmBopK Linux Security Modules, KoTopbliin ABASIETCA YacTbio AApa W
MO3BONAET PEerncTpMpoBaTb Mpoueaypbl, KoTopble OyAyT BbIMOMHATLCA B C/Ay4ae
YyCMeLWHOoro 3aBeplleHma CTaHAapPTHOM Npoueaypbl NPOBEPKU AMCKPELMOHHOro A0CTyna
nepen nNpeaocTaBneHmem GakTMYeCcKoro AocTyna K 0b6bekTy

Mocpeactsom Linux Security Modules B aape OC ABpopa NOAKAOYEH MOAYb
6e30MacHOCTN diehard, KOTOPbIN He NMO3BOAET HEMPUBMIETMPOBAHHOMY MO/1b30BATEIO
npepBaTb BbIMOJHEHME MPOLLECCa, 3aMyLEHHOro OT ero Xe MmeHwW. 101b30BaTeNbCKmit
NPOLECC, He MMEKLWMI BbIAENEHHON rpynnbl 777, HEe MOXET NOocNaTb CUIHAA NPOLLECCY,
MMeloLEemMy Takyrto rpynmny, Aaxe ecau MpoLecChbl BbIMOAHAOTCA C oaMHaKoBbim EUID.
NckntovyeHnem ABNAKOTCA NPOLECChbl, MMeKWMe capability CAP KILL — Ha HUX He
PACNpPOCTPAHAIOTCA OTPAHUYEHNA, HAKNaAblBaeMble MOAY/IeM diehard

3arofoBoYHbIN  ¢aln  include/linux/security.h  COAEPKUT  OMNMCaHME
CTPYKTYpbl security ops, NpeAcTaBasAtolwen cobon CNMCOK 3apaHee onpeaeneHHbIX U
NOKYMeHTMpPOBaHHbIX callback-pyHKuUMM, KOTOpble AOCTYNHbI MoAyAto Be30nacHOCTM ANA
BbIMO/IHEHMA MPOBEPOK. 10 YyMOAYaHWIO AaHHble QYHKUMM B OCHOBHOM BO3BpallatoT O,
paspewan nobble aenctena. OAHAKO HEKOTOPbIE WMCMOAb3YHT MOAy/b H6e30nacHOCTM
POSIX. B paHHOM cTpykType cneumdunyecknin ana OC ABpopa MoAynb diehard
3aperncTpmpoBaH cneayroumm obpasom:

#ifdef CONFIG SECURITY DIEHARD

extern int diehard task kill(struct task struct *p, struct siginfo
*info,
int sig, u32 secid);

#else /* |CONFIG SECURITY DIEHARD */

static inline int diehard task kill(struct task struct *p,
struct siginfo *info, int sig, u32 secid)

{

return 0;

}

#endif /* !CONFIG SECURITY DIEHARD */

NcxoaHbIM TeKCT moayna diehard (Ppann security/diehard/diehard-1sm.c):

#define DIE HARD GROUP 777

static const int zero = 0, one = 1;
static int enabled = 0;
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int
diehard task kill (struct task struct *p, struct siginfo *info, int
sig,
u32 secid)
{
const struct cred *cred = current cred();
const struct cred *tcred = task cred(p);

if ('enabled)
return O;

i1f (ns _capable (tcred->user ns, CAP KILL))
return 0; /* Privileged process are not affected by us */

if (!gid eqg(cred->gid, DIE HARD GROUP) &&
'gid eqg(cred->egid, DIE HARD GROUP) &&
'!gid eg(cred->sgid, DIE HARD GROUP) &&
groups_search (tcred->group info, DIE HARD GROUP) &&
!'groups_search (cred->group info, DIE HARD GROUP))
return -EACCES;

return 0;

}
#ifndef CONFIG SECURITY DIEHARD STACKED
static struct security operations diehard ops = {
.name = "diehard",
.task kill = diehard task kill,
bi
#endif /* CONFIG SECURITY DIEHARD STACKED */

#ifdef CONFIG SYSCTL

struct ctl path diehard sysctl path[] = {
{ .procname = "kernel", 1},
{ .procname = "diehard", 1},
{1}
}i
static struct ctl table diehard sysctl table[] = {
{
.procname = "enabled",
.data = &enabled,
.maxlen = gsizeof (int),
.mode = 0644,
.proc_handler = proc_dointvec minmax,
.extral = (void *)é&zero,

.extra? = (void *)&one,

by
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#endif /* CONFIG_SYSCTL */

static  init int
diehard init (void)
{
#ifndef CONFIG SECURITY DIEHARD STACKED
1f (!security module enable (&diehard ops))
return 0;
#endif /* CONFIG SECURITY DIEHARD STACKED */

printk (KERN INFO "DieHard: starting.\n");

#ifndef CONFIG SECURITY DIEHARD STACKED

if (register security (&diehard ops))

panic ("DieHard: kernel registration failed.\n");
#endif /* CONFIG SECURITY DIEHARD STACKED */

#ifdef CONFIG SYSCTL

1f (!register sysctl paths(diehard sysctl path, diehard sysctl table))
panic ("DieHard: sysctl registration failed.\n");

#endif /* CONFIG SYSCTL */

return 0;

}

security initcall (diehard init);

MpmMepom  MCMOMb30BAHMA  OMWCAHHOTO  MEeXaHM3Ma  MOXKET  CAYXKUTb
HeobxoAMMOCTb obecneynTb HEBO3MOMXKHOCTb HENPUBUAETMPOBAHHOIO MNOAb30BaATENA
NpepBaTb BbINO/IHEHME aHTUBUPYCHOTO CPeACTBa.

4.3.2. PoneBasa moaenb ynpaBaeHns noanTukamm 6e3onacHocTu

BHUMAHWE! 3ameHeHMA HAcTpoeK B MyHKTe meHto «[1oanTUKM 6e30nacHoCTM»
NPUMEHAOTCA KO BCEM YHETHbIM 3aNMCAM POJIEN, CO34aHHbIM Ha MY.

[nsa onpeaeneHnMAa  BO3MOMHOCTEM  Y4YE€THOM  3anMcu  Noab3oBaTens  no
MCNONb30BaAHMIO PECYPCOB M PYHKLUMOHANbHbBIX BO3MOXKHOCTeNn OC ABpopa NpuMMeHaeTca
poneBas MoAeNb, Ha OOLIECMCTEMHOM YPOBHE MO3BOMANOLWIAA aAMMHUCTPATOPY 3a4aTb
OrpaHnYeHma Ha Mcnoab3oBaHMe PyHKLUMOHaNa OC nocpeACTBOM NOAUTMK 6e30MacHOCTMY.

MPUMEYAHME. HacTponKa ynpaBneHWA OOCTYNOM, a TaKXe M3MeHeHWe AaHHOW
HACTPOMKM AOCTYMHbI TONBKO agMUHUCTPaTOPY Anbo yepes MDM-cuctemy.

[ns nepexosa K HACTpPOMKamM MOAMTMK ©e30macHOCTM HeobXOAMMO BbIMOAHUTL
cnepyoume oeNCTBUA:

— OTKPbITb MEHI CUCTEMHbIX HACTPOEK KacaHMemM 3Hauyka @ Ha JKpaHe
npUNoXeHun (cm. PucyHok 1);




108
AAMT.10034-02 91 01

— KOCHYTbCA MYyHKTa MeHto «MoanTukM  6e30nacHoCTU» 63 B noapasaene
«be3onacHoCTb» B pe3ynbTaTte Yyero otobpasnTca OAHOMMEHHAA CTpaHMUa ynpaBaeHua
noNnTMKammn 6eszonacHocTn (PrucyHok 127).

Ha cTpaHuue «MoanTnkmn 6e3onacHoCcTU» AOCTYMNHbI CAeaytoline AencTBus:

— ObICTPbIN MOUCK MOAUTMKM 6e30MacHOCTM C MOMOLLbIO BBOAA NMepBbix OyKB ee
Ha3BaHMA B nose «onck»;

— BK/IIOYEHME U BbIK/OYEHME  BHelHero wuHTepderca MY  KacaHuem
nepekatoYaTeNna cnpasa OT BbIOPAHHOM NOAUTUKN,

NMPUMEYAHMUE. Mpn akTMBauMm nepekatovaTeNb HAYHET CBETUTbCA Ap4ve, Yem B
COCTOSSHUM MO YMONYAHUIO (HEAKTUBHOM);

— ONOKMPOBKA M Pa3b/IOKMPOBKA BO3MOMKHOCTM WMCMONAb30BaHMA MNPOrpaMmm u
M3MEHEeHMA HaCTPOoeK BHeLWHUX MHTepdeincoB MY KacaHMem COOTBETCTBYIOLLIEro 3Hayka
cneBa OT BbIOPAHHOM MOAMTMKM AMOO KacaHMemM MNOoAsA, B KOTOPOM pPacrosioKeHa
BbIOpaHHasA NOAUTUKA.

MPUMEYAHUE. 3Hauok & YKa3blBaeT Ha TO, 4YTO MNOAUTUKA pPa3biOKMpPOBaHa

(nocTynHa), 3Ha4oK (& YKa3blBaeT Ha TO, YTO NOIUTMKA 3abD10KMPOBaHaA (HeaOCTyNHa).

B cnydyae ecnn Kakas-nmbo M3 NoAUTUK 3abN0KMpOBaHa aaMUHUCTPATOPOM, MPU
NoMbITKE AO0CTyNa K COOTBETCTBYIOWEN GYHKUMM  UANM  KOMMOHEHTY, oTobpasutca
yBegomneHune (PucyHok 128).

I Monutuku 6esonacHoCTH I Bluetooth

2 nonuTUKamm 6esonacHocT

‘ OTKOYEHO NMpy NoMoLLM
Aurora Device Manager
Q Mouck

Bluetooth

[% Bluetooth

[5 Asmnapexvm &
& Bpaysep

& [onocoBble Bbi30BbI

& [o6asneHne akkayHTOB

& Kamepa

& MukpodoH

& MoHTupoBaHue USB-HakonuTenei

()

PucyHok 127 PucyHok 128

HanmeHoBaHMe M onuncaHMe ynpaBaaemMblX NOAUMTUK Be30MacHOCTM NpuBeaEeHO B
Tabnmue (Tabnanua 13).

BHUMAHME! CocTosiHne noANTMKM NO YMONYAHUIO OTANYAETCA B 3aBUCMMOCTU OT
Bepcum OC ABpopa.
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Tabnumua 13
Ne Ha3saHue NoAUTUKM OnucaHue NONUTUKMK ATpubyT 6e3onacHoOCTM MoauTuika n(5) yﬂpaBHEHl/lvﬂ
YMONYaHUIO NOJINTUKOM

1 Bluetooth Mcnonb3osaHue nHTepdeica Bluetooth® | BluetoothToggleEnabled 3ab0KknpoBaHa GUI

2 ABMapexmm icnonb3oBaHWe aBMaperKnma FlightModeToggleEnabled PasbnokunposaHa |GUI

3 Bpay3ep PaboTta nonb3oBaTens ¢ bpaysepom BrowserEnabled PasbnokmposaHa |GUI

4 [0N0COBbIE BbI3OBbI PaboTa c ronocoBbiMM BbI30BaAMM VoiceCallEnabled PasbnokmposaHa |GUI

5 [obasneHne akkayHToB | [lobaBneHme AaHHbIX y4eTHbIX 3anuceit | AccountCreationEnabled PasbnokunposaHa |GUI

6 Kamepa Mcnonb3oBaHMe Kamepbl CameraEnabled PasbnokmposaHa |GUI

7 MunKpopoH Mcnonb3oBaHMe MUKPOGDOHaA MicrophoneEnabled PasbnokmposaHa |GUI

8 MoHTnposaHne USB- MoHTrpoBaHue USB-HakonuTenemn USBMountEnabled PasbnokunposaHa |GUI
HaKkonuTenem

9 MoOHTUpOBaHME KapT MOHTMpPOBaHMeE KapT NaMATH SDMountEnabled PasbnokuposaHa |GUI
NamaTK

10 |HacTtpoiku SIM-KkapT YnpasneHune SIM-kapTamm SimSlotsSettingsEnabled PaszbnokunposaHa |GUI

11 |HacTtporkm WLAN Mcnonb3oBaHue cetn WLAN WlanToggleEnabled PasbnokmposaHa |GUI

12 |HacTtpoliku reonokauum | Mcnonb3oBaHue cny:Kb reonokaumm LocationSettingsEnabled PasbnokunposaHa |GUI

13 |HacTtpolku rnobanbHbix |HacTpolkmn rnobanbHbIX CEPBUCOB GlobalServiceSettingsEnabled PasbnokunposaHa |GUI
cepBumcoB

14 |HacTpolKa aatbl 1 MN3meHeHune HacTpoek BpemeHu 1 aaTbl | DateTimeSettingsEnabled PasbnokmposaHa |GUI

BpeMeHN

> COCTOsHME MOMUTUKM MO YMONHAHMIO 418 CepTudMUmpoBaHHoit Bepcumn OC Aspopa.
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Monutuka no

YnpasneHua

Ne HassaHne nonnTmkm OnucaHne NONTUKM ATpnbyT 6esonacHocTH < .
YMONYaHUIO NOJINTUKOM

15 |HacTpolkm mobunbHoM | HacTponkn mobuabHOM cetu MobileNetworkSettingsEnabled |Pa3bnokmnposaHa |GUI
cetu

16 |HacTpolku npoKcu HacTpolika npoKcun-cepsepa NetworkProxySettingsEnabled 3ab0KknpoBaHa GUI

17 |Obwuin goctyn K Mcnonb3oBaHue MY B KauecTse InternetSharingEnabled PasbnokmposaHa |GUI
NHTepHeTy H6ecnpoBOAHOM TOYKM A0CTYNa

18 |Mepenaya pannos Ha MK |MNepenada dpannos no npotokony MTP UsbMtpEnabled 3abnoKMpoBaHa GUI
(MTP)

19 |PepaktupoBaHue VPN- HacTpoiika/penakTnposaHme VPN- VpnConfigurationSettingsEnabled |Pa3bnokmposaHa |[GUI
coeAnNHEeHUN coeAnNHEeHUN

20 |CHbpoc K 3aBOACKMM BbinonHeHne cbpoca MY K 3aBoackum | DeviceResetEnabled PasbnokunposaHa |GUI
HaCTPOMKam HaCTPOMKam

21 |CHMMKM 3KpaHa Co3aaHne CHUMKOB 3KpaHa ScreenshotEnabled PasbnokunposaHa |GUI

22 |CoobueHuns OtnpasKka SMS SMSEnabled PasbnokmposaHa |GUI

23 |YnpasneHue NFC Mcnonb3osaHue NFC NfcToggleEnabled PasbnokunposaHa |GUI

24 |YnpasseHue cocTtoaHnem |YnpasneHue VPN-coegnuHeHUAMM VpnConnectionSettingsEnabled PasbnokunposaHa |GUI
VPN-coeamHeHMn

25 |YcTaHOBKa npuaoxkeHuin |YcrtaHoska MM ApplicationInstallationEnabled 3ab0KknpoBaHa GUI
13 $annoBoro
MeHeaKepa

26 |- Mcnonb3osaHue Android Debug Bridge |UsbAdbEnabled PasbnokunposaHa |policy.conf

27 |- HacTpolka mobunbHbIX Touek goctyna | MobileDataAccessPointSettingsEn | PazbnokuposaHa | policy.conf

abled
28 |- Pabota c obHoBneHMem OC OsUpdatesEnabled PasbnokunposaHa |policy.conf
29 |- [MpUHATME peLleHnit 0 3arpy3Ke SideLoadingSettingsEnabled PasbnokunposaHa |policy.conf
CTOPOHHMX MNaKeToB
30 |- AKTMBaUMA pexmma paspaboTumka DeveloperModeSettingsEnabled |PasbnokuposaHa |policy.conf
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MNonuntnka no YnpasneHua
Ne HassaHne nonnTmkm OnucaHne NONTUKM ATpnbyT 6esonacHocTH < .
YMOIYaHMIO NOJINTUKOM
31 Mcnonb3oBaHue pexkmnma USB Mass UsbMassStorageEnabled PasbnokunposaHa |policy.conf
Storage
32 PaboTa co CTaTUCTUKOM MHTEPHET- NetworkDataCounterSettingsEnab|Pa3zbnokmnposaHa |policy.conf
OAHHbIX led
33 PaboTa co CTaTUCTMKOM 3BOHKOB CallStatisticsSettingsEnabled PasbnokmposaHa |policy.conf
34 MN3meHeHne TMna TeXHONOorm CellularTechnologySettingsEnable | PazbnokuposaHa |policy.conf
MOOUNBbHOM Nepeaayn AaHHbIX d
35 Pexxnm paspaboTyumka UsbDeveloperModeEnabled PaszbnokunposaHa |policy.conf
36 Pexxnm ceTeBoro agantepa UsbHostEnabled PaszbnokunposaHa |policy.conf
37 Pexkum oTnaaku UsbDiagnosticModeEnabled PasbnokmposaHa |policy.conf




112
AOMTI.10034-02 91 01

4.4. OrpaHM4YeHne NporpaMmmHOM cpeab!

B OCABpopa oOrpaHuyeHMAa NporpammHOM  cpedbl  MOryT  334aBaTbCA
AAMUHNCTPATOPOM C MOMOLLHO:

— ynpaBaeHuna cny>kbamm nocpeacTBOM systemd, N0APOOHOE ONMCaHNE KOTOPOro
npueBeaeHo B NpuaoxeHuu (MpunoxkerHue 1);

— W3MEHEeHWA JIMMUTOB, OMWCaHMe KOTOPbIX MPUBEAEHO B MPUIOKEHUN
(Mpunoxenue 2).

B OC Aspopa npwu yctaHoBKe 10 BbINONHAIOTCA C/iedytolime NPpOBEepPKu:

— cofepaHna RPM-naketa Ha npeameT WCNONHAEMbIX CLLeHapueB B pasgene
postinstall,

— YCTaHOBKM nNporpamm 6e3 npumeHeHns BUTOB suid-bit M sgid-bit.

4.4.1. MexaHusm nognucn RPM-nakeTtos
4.4.1.1. Noanucb 1 nposepka noanmncn RPM-nakeTa

B OC ABpopa ncnonbsyetca mexaHnsm nognmcy RPM-naketos 1 nUx COAEPHKMUMOTO,
Npu 3TOM:

— 017 NAKEeTOB OTK/KOYEHbI M He ncnoablytotca GPG-noanucu;

— noanucb pa3paboTymka noanuncbiBaet RPM-naKkeT LenmKkom;

— NOAMNUCb UCTOYHMKA NoanuncbiBaeT 061acTb NoANnCK pa3paboTymKa.

Kaxkabin RPM-nakeT MmeeT Ha3BaHWe, COCTOALLLEE U3 CeAYIOLLNX YacTen:

— Ha3BaHMe NPOrpamMmsl;

— BEepCcuA NPorpamMmsl;

— apXUTEeKTypa, noa koTopyto cobpaH RPM-nakeT (armv7hl, i386, ppc 1 T. 4.).

CobpaHHbIM RPM-nakeT 06bl4HO MMeEeT cneayowmin popmaT Ha3BaHUSA:

<HasBaHUe>—-<BepcUua>-<pelin3>.<apxXUTeKTypa>.rpm

Hanpumep:

nano-0.98-2.1386.rpm

RPM-nakeT MoXKeT coaeprKaTb TONIbKO MCXOAHbIe KOAbl, NPy 3TOM MHPOopMaLMa 06
apPXUTEKTYype OTCYTCTBYET M 3aMEHAETCA Ha src.
Hanpumep:

libgnomeuimm2.0-2.0.0-3.src.rpm

BUbAMOTEKM pPacnpOCTPaHATCA B ABYX OTAE/bHbIX MaKeTax: MepBbii COAEPHKUT
cobpaHHbIN KoA, BTOPOM (0ObIMHO K HeMy A06aBNAOT —devel) COAEPHKMUT 3aroN0BOYHbIE
dannbl, a Takke pannbl, Tpebyemble ana pa3paboTKu.
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Heobxoammo, 4Tobbl BEpCUMM ABYX MAKETOB COBMadannW, B MPOTMBHOM C/yyae
6MbnAnoTekn moryt pabotaTb HEKOPPEeKTHO. [aKeTbl C paclMPEeHMEM noarch.rpm He
3aBMCAT OT KOHKPETHOW apxmTekTypbl MY 1 0OblYHO coaeprkaT rpaduKy, apxXMTEKTYPHO
He3aBMCUMMbIE CKPUNTbI, @ TaKXKe TEKCTbI, MCNOJIb3yeMble APYTMMM MPOTrPaMMamm.

RPM-nakeT obecneymBaer:

— NEerkocTb yaaneHus n obHosneHuns MO;

— nonynapHocTb — 4YacTo MO cobupaeTca umeHHO B RPM, HeobxoammocTb cOopKM
NPOrpammbl M3 UCXOAHbIX KOLOB OTCYTCTBYET;

— HEeWHTEePaKTMBHYIKD YCTAHOBKY — MNpPOLECC YyCTaHOBKM/0OHOBNEHMA/yAaneHs
JIErKO aBTOMATU3MpPYeTCH;

— MPOBEPKY LLeOCTHOCTM MAaKeTOB C MOMOLLbHO KOHTPOJIbHbIX CYMM M NOoANMUCEN;

— DeltaRPM — aHanor Habopa WM3MeHeHMW, N03BOAAKWMIA  ODOHOBUTH
ycTaHoBneHHoe 1O ¢ MMHUManbHOWM 3aTpaTon TpaduKa;

— BO3MOXXHOCTb aKKyMyALMM ONbITa COOPLUMKOB B spec-daline;

— OTHOCUTENbHYH KOMMAKTHOCTb Spec-Gal/ioB 3a CHET MCNO/b30BAHMA MAKPOCOB.

Cneundurka paboTtbl RPM-naketoB B coctaBe OCABpopa cBA3aHa C
nepepaboTaHHbIM mexaHn3mom KL (noapasaen 4.9).

NMPUMEYAHUE. B coctaBe OCABpopa A0OMNyCKaeTca YCTAaHOBKA  TOJIbKO
noAanuncaHHbix RPM-nakeTos.

Moannce RPM-nakeTa npoBepAeTcA B MOMEHT ero yctaHoBKW. [loanucm RPM-
naketTa popmupytoTcs ¢ nomoulbio anropmtma NOCT P 34.10-2012.

MoAnuUCb XpaHUTCA B CTaHAapTHOM ans bubnmnotekn OpenSSL dopmate CMS 1
COLAEPXUT cneayrolime AaHHble:

— Xel COoAepPXMMOro NakeTa UamM NoANMCK NpeablayLiero YPOBHA C MPMMEHEHMEM
OYHKLMM XeWnpoBaHMa U ANMHOM xew-Kkoaa 256 6ut no NOCT P 34.11-2012;

— ATy NOANMCAHUA NaAKeTa;

— NOANWCb  YKa3aHHbIX  Bbllle  MNoAenm C  NPUMEHEHMEM  aArOPUTMA
FOCT P 34.10-2012 v dyHKUMM xewmposaHmsa FOCT P 34.11-2012, aaviHa Bbixoaa 256 6uT;

— cepTUdPUMKaT cybbeKTa NnoAnncK nakeTa.

NMPUMEYAHMUE. 1na npoBepKM Nnoanmcm B npoLecce ycTaHoBKM RPM-nakeTa nmeet
3HaYeHMe CTPYKTypa M COCTaB cepTUdMKaTa Katova nposBepku M. CepTUdmMKaT AO/KEH
ObITb BblAAH KANEHTY (CyObeKTy) npeanpuaTmem-pa3paboTimKom.

Mpouecc NoayyYeHua cybbeKToOM cepTUPMKaTa COCTOUT U3 CIeAyHOLLIMX STAanoB.:

— reHepauma KAK4YeBOM Napbl, 3aLLUMLIEHHON NapoaeM.

NMPUMEYAHME. MoapobHoe onucaHue npuBeaeHo Ha Beb-camTe:
https://developer.auroraos.ru/doc/software_development/guides/package_signing#certifi
cate_issuance;

— CO34aHMe 3anpoca Ha cepTUPMKAT C YKasaHMem B 0bA3aTeNbHOM nopsaake
HaMMEHOBAHMA K/IMEHTA UIN NAPTHEP];

— OTNpaBKa 3anpoca Ha noayyeHue ceptuduKkata NpeanpuaTUo-pas3paboTumKky u
nosy4yeHune ceptTudmKaTta C NPUCBOEHHOM METKOM rpynnbl 6€30MNacHOCTY;



114
AAMT.10034-02 91 01

— noanucaHme RPM-nakeTa, Nony4yeHHOro cepTmdurKkaTa M 3alMLLEHHOrO KAto4a
noAnucu.

MeTKa rpynnbl 6€30MaCcHOCTU ABAAETCA CTPOKOM M MOXET OblTb MPOM3BOJIbHOM,
OAHaKo npeanpuAaTne-paspaboTumk OC ABpopa Npu Bblaavye cepTUdMKaTa MCNONb3yeT
onpeaeneHHbln  Habop meTok. O6paboTka NOANMCAHHOrO NakeTa 3aBUCUMT  OT
NPUCBOEHHOW CepTUPUKATY METKM rpynnbl 6€30NacHOCTHU.

[ns yctaHoBKM cTopoHHero MO Ha MY, dyHKUMOHMpPYOLLee NoA ynpaBAeHNEM
OC ABpopa, RPM-nakeT A0/KeH MMeTb noAnuMcb pa3paboTymKa, KOTOpasa ABAAETCA
0bA3aTeNbHON M MNO3BOAAET MAEHTMOMUMPOBATb aBTOPA MaKeTa, a TaKXe MCno/b3yeTca
ANA NOANUCK NaKeTa U UCNOHAEMbIX GalnnoB BHYTPM HEro.

MPUMEYAHME. be3 noanucu pa3paboTymka HEBO3MOXKHO YCTaHOBUTL MIT Ha MY.

Ons noanucnm MIT TpebytoTca KAoYeBas NOANMCAHHAA napa M cepTuduKkat
(Tabnuua 14).

Tabnuua 14
Nmsa ¢anna Nmsa dairna 3anpoca Nma danna
HasHauyeHue Anroputm 3aKpbITOro KNto4a| Ha ceptudukaTt no | ceptudumkaTa no
NO YMONYAHUIO YMO/IYAHUIO YMO/IHaHUIO
MNoanuce FTOCT P 34.10- |packages- packages-csr.pem| packages-
RPM-nakeTos | 2012 (256 6ut) | <&Y-Pem cert.pem

MPUMEYAHUE. TeHepauuio KAKOYEBbLIX Nap W 3anpocbl Ha cepTMdUKaTbI
HeobxoAMMO 3anyckaTb BHYTPM build-engine, nNoapobHOe onucaHMe O KOTOPOM
npuseaeHo Ha Beb-canTe: https://developer.auroraos.ru/doc/
software_development/guides/package_signingt#tkeyAndCertGegFromIDE.

Mpmep KoMaHabl ANA reHepaLmm KNtoYeBbIX Nap M 3anpocoB Ha cepTUPUKATHI:

customer—-gen-csrs \ —--common-name "developer company name" \ --
binaries-key binaries-key.pem \ --packages-key packages-key.pem

B npouecce BbINOAHEHWA KOMaHAbl ByayT 3anpoleHbl Napoan Anda wmudpoBaHMa
$annoB C 3aKPbITbIMK KAto4aMKW M B paboyen nanke ckpunta OyayT co3aaHbl Gannbl
3aMpoOCOB binaries-csr.pem W packages-csr.pem.

dannsl 3anpocos (He bannbl Knto4en) HeobxoAMMo nepenatb
npeaAnpuUATUIO-pPa3paboTUMKy M NOAYYUTb B3aMeH NoANMnCcaHHble Gaiabl cepTUPUKATOB.

MPUMEYAHMUE. Mpu npoBeaeHUU UHANBHOrO TECTUPOBAHMA CO34aHHbIX MI]
noTpebyeTtca cepTUPMKAT CTOPOHHEN OpraHmn3aumm Ha noannuce RPM-nakerTa.

CepTUdMKAT CTOPOHHEN OpraHM3aLnMmM HeEOHBXOAMMO AOMNONHUTENBHO 3aNPOCUTL Y
npeanpuaTna-paspaboTumka. Co3naBaTb AOMNOAHUTENbHbIE KAKOYM M 3aMNPOCbl  Ha
cepTudmkaTt He TpebyeTca. B pganbHelwemM WMMeHEM MO YMOAYaHWtio Ana  daina
cepTMdmMKaTa CTOPOHHEN OpraHmM3aLmMm ByaeT cuMTaTbCA packages—-client-cert.pem.

BeBnay OTCYTCTBMA MEXaHM3MOB 18 W3MEHEHMA MPUBA3KM B AajbHeulen
3KcnayaTaumm HeobXoaAMMO BbIMONHMUTbL OAHO M3 CAeayOLWMX AENCTBUIA:

— NOBTOPHO ycTaHoBUTL OC ABpopa Ha MY;
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— OCyLecTBMUTb cOpoc HacTpoek MY.

MPUMEYAHMUE. [na nposBepkm noanucu RPM-naketa m noanucu ¢dannos IMA
MCNONb3yeTCA eAMHbIN cepTMduKaT, T.e. ANA NOAMUCKM MNaKeTa M ero CoAepXMmoro
MCNOb3yeTCA OAHa NOAMMUCH.

MexaHunam 6e3onacHoctn IMA obecneymBaeT OTCYTCTBME BO3MOMKHOCTU 3amycKa
Ha MY pana HenoanucaHHbIX KMcnonHaemblx ¢annoB RPM-naketa, a Takxke Aana
ncnonHAaembix pannos RPM-nakeTa, NoANMCaHHOIO HEBEPHOM NOANNCHIO NMOO NOAMNMUCHIO,
KOTOpaA BEpHa, HO OT/IMYAETCA OT TEKYLLLEro KOPHEBOro cepTUdMKaTA.

BHUMAHWE! Mopaepkusatotca anroputmbl ana: IMA SHA256, RSA2048 u
FOCT 34.10 2012.

NMPUMEYAHME. Mpn OT3biIBE CKOMMPOMETUPOBAHHbIX KAOYEN MPOMCXOAMUT OT3biB
KAto4ya, a He cepTuduKaTa.

B uenax pasaeneHua 30Hbl M NoaaeprKaHuAa rNyouHbl MHTErpaumm CTOPOHHMUX
RPM-nakeToB MmetoTca A0OMNOAHUTENbHbIE NOArpynnbl Ana noanucen: Regular, Extended,
MDM, Antivirus, KoTopble pa3nnyatoTca Habopom nNpaBuA W paspelieHnin no
PacnoNoXeHnto u B3ammogenctemio damnos B OC, a TaKKe MCNONAb30BaHMEM
B3aMMOCBA3aHHbIX KOMMOHEHTOB.

MPUMEYAHME. [Ina KoppeKTHOM yCTaHOBKM M paboTbl Ha MY, GYHKLMOHMUPYHOLLEM
noa ynpasneHnem OC ABpopa, RPM-nakeT pAosKeH COOTBETCTBOBATb TpeboBaHUAM,
YKa3aHHbIM Ha Beb-canTe: https://developer.auroraos.ru/doc/
software_development/guidelines/rpm_requirements. OgHako 418 ynpoLleHusa npoLecca
y pa3paboTymKka ecTb BO3MOXKHOCTb OTK/OYeHMA Banuaaumm RPM-nakeToB, npu 3TOM
OCHOBHblE KPUTUYECKNE A1A CUCTEMbI MPOBEPKM OCTAHYTCA aKTUBHbBIMMU.

[ns rpynnbl 6e3onacHoCcTM TpebyeTca cneaytollee:

— o0bA3aTenbHaa noanuch pa3paboTynKka, MeTKa — developer;

— OMNuUMOHaNbHAA NOAMNMCb MCTOYHWKA, MeTKa — client. Mcnonb3lyetcAa Ans
peann3aumm AOBEPEHHbIX UCTOYHMKOB (nn. 4.4.1.3).

MoAnucK HakNaablBAOTCA CAeayoWMM 0b6pa3om:

1) Pa3paboTumk noanuceiBaeT RPM-nakeT, KOTOPbIN OH NMPOU3BEN;

2) RPM-nakeT onumnoHanbHO NOANMUCHIBAETCA NOANMUCHIO MCTOYHMKA (MapKkeTom MI
NN KNTNEHTOM).

Mpu 3TOM pa3paboTyMk noanucbiBaeT HenocpeacTBeHHO RPM-nakeT, a Kaxkabli
nocneayowmin cydbbekT NnoAnNnCcbIBaeT NpeaslayLlyto Noanuch (T.e. UICTOYHMK NOANUCHIBAET
noAnuchb paspaboTymKa), TakKMM 0Opa3oM OpraHM3oBaHa Mepapxma NoANncei, B KOTOPOWn
Ha Ka*kA0M M3 3TanoB NPOBEPKM MOXKHO BbIABMTb PACXOXKAEHNA.

KopHeBoi cepTudukat npeanpuatna-paspaboTimKka: O1a YCTaHOBKM [A0Bepus
MeXay cepTudMKaTamm U CUCTEMOM MNpeanaraeTca  MepapxmMyeckaa CBA3b  MeXay
cepTudMKaTamm, KOTOpble WCMOAb3YOTCA ANA  noanucu  nakeTos. [lpeanpuaTtue-
paspabotunk OC ABpopa NOCPeACTBOM YTUAWUTbI tk26sig reHepupyeT cepTuduUKart,
KOTOPbIA CYMTAeTCA KOpHeBbiM. [lanee npeanpuatMe-pas3paboTyMK, MCNONb3yA AaHHbIN
cepTUPMKaT, BblaaeT cepTUdMKaATbl CBOMM KAMEHTAM Ha OCHOBE MX 3ampoca - 3TO MOryT
6bITb KNOYM Pa3pabOoOTUMKa U UCTOYHMKA.
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Takmm o6pa3om, Bcerda BO3MOXKHO MNPOCAeAMTb CBA3b MEXAy LLenoyKom
CEPTUPMKATOB: €CAM BbIAAHHLIA KAMEHTAM CepTUPMKAT He BblAaH NpeanpUATUEM-
Pa3paboTYMKOM, OH CUYMTaeTCcA HedeNCTBMTE/NIbHbIM, COOTBETCTBEHHO, BCE MOMbITKM
ycTaHoBMTb RPM-nakeTbl, noAanuncaHHble cepTUdrKaTaMu, BblAaHHbIMK HEe NpeanpuaTMem-
pa3paboTynkom, byayT HeyaauHbIMM.

MyTb OO0 KOPHEBOro cepTtuduKaTa npeaonpenencH Ha NPOrPamMHOM YPOBHE:
/etc/rpm/rootcacert-omp.pemn.

CeptTuduKat npeanpuaTua-paspabotymKka: cpeam Bcex cepTUOUKATOB ANA Tpynmb
developer Hamnbonee BaXKHbIM ABNsAeTcA cepTuduKart, BblAaHHbIN
npeanpuaTnio-pa3paboTumky ana paspabotkm OC ABpopa. Takumm cepTudmrKaTamm
NOAMUCLIBAIOTCA BCE MNPOAYKTbl  NpeanpuatMa-pa3paboTynka M BCE  CUCTEMHbIE
RPM-nakeTbl.

MakeT, NOAMMUCAHHbIN AaHHbIM CepTUPUKATOM, He noABepraeTcs npoueccy
Ba/Maaumm (T.K. TakMe nakeTbl BCerga CuyMTaloTCA JAOBepeHHbiMKM). [na  oTanums
cepTuPMKaToB  maeHTMOMKATOp  NyOAMYHOro  KAwYa  JaHHOro  cepTuduKaTa
yCcTaHasnmeaeTca B ®C no Nyt /etc/rpm/system-developer-keyid M NpW YCTaHOBKe
KaX[0ro naketa NpoucxoamT NpoBepKa NMybAMYHOro KAto4Ya cepTuduKata npeanpuaTmns-
pa3paboTymnKa, KOTOPbIM NOAMMCAH NAKET C KAHYOM, PAcnoNoKeHHbIM B PC.

BHyTpeHHAA CTpyKTypa noanucein: noanucu darna IMA nHTerpupytoTcs B 610K
noaAnucK npeanpuatTna-paspabotynka, nognucb IMA nepeHocUTCA M3 3aroN0BKa NakeTa.
TonbKo NepsBaa noanuch (He Becb Gpalin) 3aBepsaeTcs BTOPOM NOANUCHIO.

O6wmin popmat noanncaHHoro RPM-nakeTa npmseseH Ha pucyHke (PucyHok 129).

RPM-naket MNognucaHo
PazpaBoTumrom
—

3aroNoBoOK

CogepHumoe ’

Mognucek 1
(PazpaboTumk)

CeefgHMA O NOANMCEHTE
MognucaHo

Ceprudurar KaneHToM

Mognuch IMA

Llenoyka poTaumm
{onu.)

Moanuce 1 {3aronosok)

Mognucet 2 (KnueHT)

CeefeHnA O NoanucaHTe

CepTudurar

Mognuco

Moanuce 2 (3aronoeok)

PucyHok 129
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Banngauna RPM-naketos: RPM-nakeTbl BaAMAMPYOTCA CUEHapMeM, Haxo4AaAWMMCA
B NpoekTe rpm-validator. lNpouecc BaAMaaumm Ha COOTBETCTBME MPOXOoAAT He Bce RPM-
NakeTbl, @ TONbKO HEe YAOBNETBOPANOLIME YCAOBMAM 0OE30MacCHOCTM, YKa3aHHbIM Ha
Beb-canTe: https://developer.auroraos.ru/doc/software_development/guidelines/
rom_requirements.

RPM-naKkeTbl, NOANNCAHHbIE KAOYOM NPeanpuAaTMA-pa3paboTymMKka, He NPOXoanaT
npouecc Banvaaumnm.

[Npn ycTaHOBKe Yepe3 1ibrpm RPM-nakeT npoxo4uT cheaytoume ctaanu:

— BHYTPEHHWE NPOBEPKY;

— Banmaauma nnarMHOM rpm-plugin-validation.

MnarmH rpm-plugin-validation, BbI3BaHHbIA nepen ycTaHoOBKOM RPM-nakeTa,
nocneaoBaTelbHO BbIMOAHAET CAeaytolLmMe AeNCTBUA:

— nNpoBepKa nognucen n ceptudmnkatos RPM-nakeTa;

— ecnn RPM-naket ABndeTca obHOBAEHMEM, TO MpPOBepseTcA, YTo cepTuduKaT
pa3paboTynka He u3mMeHuncs (T.e. He U3MeHMNca Am  paspaboTunk). MameHeHue
cepTuduKaTa NpeanpuaTMA-pa3paboTYMKa CYMTAETCA OLLIMOKOM YCTAHOBKMY;

— ecnn RPM-nakeT noanucaH He npeanpuaTnem-pas3paboTynkom, BbiMOAHAETCA
Ba/MAauUmMA NakeTa. HeycneuwHas Bannaauma c4MTaeTcs OWNMOKOM YCTaHOBKY;

— BCTaBKa cepTuduKkata B cucteMHbln IMA keyring. HeycnelwHbln npouecc
CYUMTaeTCA OWMBKOM YCTAHOBKM;

— BCTaBKa MWHpopmaumm o noanucax u ceptudumkatax RPM-naketa B B[]
rpmsign-external. HeycnewHbl Npouecc cynTaeTca OWnOBKOM YCTaHOBKM.

Mo 3aBeplieHnn ob6paboTkn RPM-naKeTa Kaxaoe AencTBme cosgaeTt coobuieHume
ayamTa B sdjd (cuctema ayauTa npeanpuatua-paspaboTymka (cm. nogpasgen 4.1) o6
ycnexe uam Heycnexe npu yctaHoBKke Uaun yaaneHnm RPM-nakera.

Mpn yctaHoBKke ntoboro RPM-nakeTa HeobxoAMMO y4MTbIBaTb Caedylollee, YTO
Kaxabli1 RPM-naKkeT go/MKeH MMeTb Kak MUHMMYM NOANUCH NpeanpuATUA-pa3paboTyiMKa
naketa.

[Onsa nposepkn noanncn RPM-nakeTa He06X0AMMO BbIMONHUTL KOMAHAY:

rpmsign-external verify —--root-cert ca.pem someapplication.rpm

[lna npocMmoTpa BaXKHbIX aTPMOYTOB NOANUCK (MMeHU CybbeKTa, MeTKM 1 ID Kntoya)
HeobX0AMMO BbIMOAHNUTb KOMaHAY:

rpmsign-external dump someapplication.rpm

4.4.1.2. MNoanuce MIT

Ona noanncm MIN HeobXxoAMMO BbIMOAHUTb KOMaHAY:

rpmsign-external sign --key packages-key.pem --cert packages-cert.pem
sampleapp.rpm

rne:
— sampleapp.rpm — NaKeT, cogepxawmm No;
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— packages-key.pem — 3aKPbITbIA KAOY NOAMNMCKU NAKETOB;

— packages-cert.pem— CEPTUPUKAT NOANMCK MNAKETOB.

BHUMAHWE! B npouecce noanucm OyayT 3anpolleHbl NaposbHbie ¢pasbl OT
$annoB. € 3aKPbITbIMKW KAKOYaMKM ana noanncn RPM-nakeTtos.

Ons n3onaumm MIT Mcnonb3yoTCcA NeCOYHMULbI, ONMCAaHME KOTOPbIX NPUBEAEHO B
noapasgene 4.5.

4.4.1.3. Ncnonb3oBaHMe A0BEPEHHbIX MCTOYHUKOB

B OC ABpopa MCNOb3yeTCA MEXaHW3M YNpaBAeHMA A0BEPEHHbBIMU MCTOYHUKAMK, C
MOMOLLbID KOTOPOro Ha MY MOXHO yCTaHaBAMBaTb TOMIbKO AoBepeHHble MI1, nmetouwme
noAnNMCb OAHOTO M3 UCTOYHUKOB, 406ABNAEHHbIX B CMMCOK JOBEPEHHDbIX.

MoANUCb NCTOYHMKA B CMIUCOK AOBEPEHHbIX MOXKET bbITb A0OaBNEHA:

— opuuManbHbIM MarazmHom MI1;

— aamMuHuctpaTopom [MM0O.

Mpwn paboTe ¢ MMM agMUHUCTPATOP NOAYYaAET CeytoLme BO3IMOXKHOCTH:

— YCTaHaB/INBaATb MIT, noAnucaHHble Pa3/NYHbIMM NCTOYHMKAMM,
[00aBNEHHbIMM B CMIUCOK A0BEpPeHHbIX (cm. nn. 2.3.2.1);

— 000aBNATb UCTOYHMKM B CMMCOK AOBEPEHHbIX ANA NOCAeAyUEn YCTaHOBKM
M (cm. nn. 2.3.2.2);

— ycTaHaBamnBaTb MI 6e3 noanncm McTovHmKa (cm. nn. 2.3.2.3).

Mpwn paboTe ¢ 4OBEPEHHBIMW UCTOYHMKAMM aAMMHNCTPATOP NOMyYaeT caeayrolime
BO3MOMXHOCTU:

— paspelaTtb U/MAK 3anpeLwaTtb YCTaHOBKY HenoanucaHHoro MMM (nn. 4.4.1.3.1);

— MPOCMATPMBATb CMMUCOK M BbIOMPATb AOBEPEHHbIE UCTOYHMKM (NN. 4.4.1.3.2);

— YAaNATb UCTOYHUK M3 CUCKa AoBepeHHbIx (nn. 4.4.1.3.3).

4.4.1.3.1. HacTpolKa yCcTaHOBKM HenoanncaHHoro Mr1

[ns pa3pelweHna yCcTaHOBKM HenoanucaHHoro MI1 HeobxoAMMO BbIMNOJHUTb
cneayrouime AencTemns:

— OTKPbITb MEHI CUCTEMHbIX HACTPOEK KacaHMem 3Hauka @ Ha JKpaHe
NPUNOXKEHUIM (CM. PUcyHOK 1);

— KOCHYTbCA MYyHKTa MeH «MCTOYHMKM MNPUIOKEHUN» & B noapasaene
«be3onacHoCTb»;

— Ha OTKpPbIBLIEMCA CTPaHMLE aKTMBMPOBATb NepekatovaTens «PaspewmnTb
YCTaHOBKY NPUAOXKEHNIM Be3 noanncK ncTodHmKa» (PrucyHok 130);

— NOATBEPAUTb AENCTBME BBOAOM TEKYLLEro naponas (cm. PUCYHOK 4).

NPUMEYAHUA:

v Mpu OeaktMBauumn nepexaodatens «PaspewnTts YCTaHOBKY MpUaoXKeHuin 6e3
noAnNMCKM UCTOYHMKa» OyayT yaaneHbl ycTaHOBAeHHble MIT 6e3 noanucKM WMCTOYHMKA
(PncyHok 131);

v MoapobHoe onucaHne ycTaHOBKM HenoAnucaHHbix MM npuseaeHo s nn. 2.3.2.3.


https://confluence.omprussia.ru/pages/viewpage.action?pageId=227059237
https://confluence.omprussia.ru/pages/viewpage.action?pageId=227059237
https://confluence.omprussia.ru/x/cqaIDQ
https://confluence.omprussia.ru/x/iKaIDQ
https://confluence.omprussia.ru/x/iKaIDQ
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I OTMeHUTL MopTeepauTb

YnanuTb yCTaHOBNEHHbIE
npunoxexus 6e3 nognucu
UCTOYHUKA?

B cnyyae noaTBepXxAeHUs AaHHOro AeNcTBuUs
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WebWildberries

‘d Colordots

CodeReader

.| ClubCode
@ CarBudget
OSM Scout

A Anbda OHnaitH

PucyHok 131

4.4.1.3.2. [lpocMOTp CNUCKA A0BEPEHHbIX MCTOYHMKOB

| ﬂOBepeHHble UCTOYHUKHU

MopTBepXAEHHDBIE UCTOYHMKM YCTAaHOBKMN
NPUAOXKEHUI

dev.rustore.ru
KeylD: d3b57e52...40a14b27

PucyHok 132

NMPUMEYAHUE. MoapobHoe onucaHune aobaBneHuA
MCTOYHMKA B CMWUCOK [OBEPEHHbIX NpuMBedeHO B
nn. 2.3.2.2.

[lna npocmoTpa CnmMcKa [0BEPEeHHbIX WCTOYHMKOB
HEeobX0AMMO KOCHYTbCA Mosa «/[JoBepeHHble MCTOYHUKMY
(cm. PucyHok 130), B pe3ynbTaTe 4ero oTobpasuTca

CTpaHML@ CO  CMUCKOM  [IOBEPEHHbIX  MCTOYHWUKOB
(PucyHoK 132).
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4.4.1.3.3. YnaneHue UCTOYHMKA U3 CMUCKA A0BEPEHHbIX

[Ons ynaneHnma WCTOYHWMKA W3 CMUCKa [AO0BEPEHHbIX HEOOXOAMMO BbIMOAHUTL
cneayrouime AencTBmnA:

— Ha cTpaHuue «JloBepeHHble  WUCTOYHWMKM»  (CM. PucyHOK 132)  OTKpbITb
KOHTEKCTHOE MEHI0 HEODXOAMMOrO MCTOYHMNKA;

— KOCHYTbCA NyHKTa «YaannTb» (PrucyHok 133);

— NOATBEPAUTb AEMNCTBME BBOAOM TEKYLLErO Napons (cm. PucyHok 4);

— Ha OTKpPbIBLWIENCA CTpaHWLE KOCHYTbCA KHOMKWM  «[loaTBepAuTb»  ANA
NOATBEPXKAEHNA onepaumm NMBo KHONKKM «OTMEHUTL» AN1A OTMeHbI (PrcyHok 134).

BHUMAHMUE! Mpu yaaneHnn MUCTOYHMKA M3 CNMCKA [OBEPEHHbIX OyaAyT Takxke
yaaneHbl MI, noanucaHHble AaHHbIM UCTOYHUKOM (PUcyHOK 134).

| JloBepeHHble UCTOYHUKN | OTMeHUTb MopTeepauTb |
MopTBEPXAEHHDIE MCTOHHWKM YCTaHOBKM YaanuTb UCTOYHUK dev.rustore.ru ns
IPHACKERIM Cru1cka 4OBEPEeHHbIX?
deV.l'UStOre.l'U YnaneHwe WCTOYHMUKa NpUBEAeT K yaaneHuo
KeylD: d3b57e52...40a14b27 BCEX MPUIOXEHUI, MOAMMUCAHHbIX AaHHbIM
KeyID: UCTOYHUKOM:
d3b5765265bf0ec890cfb13707c5b1768c09702
3cab26fb595¢cal170740a14b27 m RuStore
] Yomanutb
PucyHok 133 PucyHok 134

4.4.1.4. TpoBepKa noagnncy bMHapHbIX Ganios

B noanucn RPM-nakeTa xpaHUTCcsa cekuma ¢ noanucamu IMA ana kaxkaoro ¢panna,
cofieprkalllerocs B nakete. Bo Bpemsa yCTaHOBKM COAEPXKMMOro NakeTa Ha KaxkAabli dann
YCTAHaBAMBAETCA  PACWIMPEHHbIN  aTpUbyT  security.ima, Kyda nomellaeTca
COOTBETCTBYIOLWANA AaHHOMY dany noanmcs IMA.
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Mpn 3anycke BuHapHoro ¢anna npomcxoaAmT obs3aTesibHas MPOBEpPKa MOANMUCK
IMA ¢ nomouibto noacuctembl OC Linux IMA/EVM u cepTudumKaTa, nepemelleHHoro B
IMA keyring npwn yctaHoBke RPM-nakeTa. B cnydae HeycnewHoOW NpPoBepKM BGUHAPHbIN
dann He byaeT 3anyLleH.

[ns nposepkn noanmcn bBHapHbIX GannoB HEOBXO0AMMO BbIMONHUTL KOMaHAY:

rpm -q --gf ' [${FILENAMES}\n%{FILESIGNATURES}\n]' package.rpm | grep
-Al /usr/bin/ | tail -n 1 | cut -c 7-14

roe package.rpm — MMa dalna NoaNMCaHHOIO NakeTa.

PesynbTaToM paboTbl Nporpammsbl byaeT 4 6ainTa, Hanpumep: de39e183.

Takan e nocneaoBaTebHOCTb LMPP A0NKHA NPUCYTCTBOBATL B BbIBOAE KOMaHApbI
cat/proc/keys, €CAn cepTUPMKaT noanmcy BuHapHbix darnos Hbin AobaBaeH B Nanky
/etc/keys/ima.

MPUMEYAHME. Mpu nposepke noanucu MM moxeT noTpeboBaTbCcs nepesarpyska
MY.

4.4.2. PaboTa c cepTudmKaTamm
4.4.2.1. lobaBneHne KOPHEBOro cepPTUPMKATA YA0CTOBEPAIOLLErO LIEHTPA

KopHeBol ceptnudmkaT yaocTosepsatoulero ueHTpa (YLU) npeacrasnaet cobon damn,
coAepKalmin WnPpoBaHHYO cepBUCHYO MHPopMaumio 06 YL. Ha ocHoBe aaHHOro daiina
CTPOMTCA LEenoyka J[oBepus cepTuduKaTam. [lonyuyme  AoCTyn K WKMPPOBAHHOM
MHbOOPMaUMK, KpUNTONPOBaMAep NOATBEPXAAET MNOAJMHHOCTb AMYHOM Il Takum
obpasom, ntobaa IM, sBbinyuweHHaa YU, paboTaeT KOPPEKTHO TONbKO MNPW HaAMyum
KOpHeBOro cepTndmKaTa.

[Ona pobasneHns KopHeBoro ceptuédmkata YU B AoBepeHHble HeobxoaMMO
BbINO/IHUTbL CAeaytoline AeNCTBUA:

— noakntounTb MY K 3BM ¢ nomoulbto USB-kabens;

— BblOpaTb pexum «poToKoa nepeaadn gaHHbIx (MTP)»;

— cKonmnpoBaTb ¢ 9BM n nepeHectn Ha MY cepTtudumkat YLL;

— OTKpbITb MIT «Terminal» 1 BbINOAHUTL CAeaytoLLMe KOMaHOb!:

devel-su
cp <nyTeb k dainy> /etc/pki/ca-trust/source/anchors/
update-ca-trust

3arpy3nTb KopHeBoM cepTudukaT YL, Ha MY TaK¥Ke BO3MOMKHO C NMOMOLLbIO CETU
NHTepHeT, BbinonHWB B MI «Terminal» chneaytouime KOMaHabl:

devel-su

curl -o /etc/pki/ca-trust/source/anchors/root ca.crt "https:
//url ceprudukxara/root ca.crt"

update-ca-trust



https://confluence.omprussia.ru/pages/viewpage.action?pageId=60505051
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4.4.2.2. NpoBepkKa cepTUdMKaToB

[lna npoBepkn cepTudMUKaToB HEOOXOAMMO BbINOJHUTL CAeAyoWMe AeNCTBUS:
— 3arpy3nTb KOPHEBbIE CEPTUPMKATLI C MOMOLLLIO KOMAHA,:

curl -L https://developer.auroraos.ru/static/rootcacert-omp.pem -o
rootcacert-omp.pem

curl -L https://developer.auroraos.ru/static/ima-root-ca.x509.pem -o
ima-root-ca.x509.pem

— NPOBEPUTL CEPTUPUKAT NOANUCK BUHAPHBIX GaNI0B C MOMOLLLI KOMaHAbI:

echo "test" > testfile; openssl smime -sign \ -in testfile \ -
signer binaries-cert.pem \ -inkey binaries-key.pem \ -out
testfile.sig; openssl smime -verify \ -in testfile.sig \ -
signer binaries-cert.pem \ -CAfile ima-root.ca.x509.pem

- ﬂpOBepMTbCepTM¢MKaTﬂOﬂﬂMCMFBKETOBCHONKHMHOKOMaHAbH

echo "test" > testfile; openssl smime -sign \ -in testfile \ -
signer packages-cert.pem \ -inkey packages-key.pem \ -out
testfile.sig.gost; openssl smime -verify \ -in testfile.sig.gost \
-signer packages-cert.pem \ -CAfile rootcacart-omp.pem

— NPOBEPUTb CEPTUDUKAT CTOPOHHEN OPraHmn3aLMM C MOMOLLBIO KOMaHbI:

echo "test" > testfile-client; openssl smime -sign \ -in testfile-
client \ -signer packages-client-cert.pem \ -inkey packages-
key.pem \ -out testfile-client.sig.gost; openssl smime -verify \
-in testfile-client.sig.gost \ -signer packages-client-cert.pem \

-CAfile rootcacart-omp.pem

4.5. U3onauua npoueccos

4.5.1. N3onauma agpecHbIX NPOCTPAHCTB

PeweHne 3a4a4m M30MAUMM a4pPEeCHbIX MPOCTPAHCTB MPOLECCOB OCHOBAHO Ha
apxutekType Aapa OC ABpopa, KoTopoe obecneuymBaeT COOCTBEHHOE WM30/MPOBAHHOE
aApecHoe NPOCTPAHCTBO 414 KaXKA40ro npoLecca B cucteme.

Mcnonb3yembit MEXaHW3M M30ASLMM OCHOBAH Ha CTPAHMYHOM MEXaHM3Me 3aLLMTb
NaMATM, a TaKXKe MexaHM3Me TPaHCAAUMKM BMPTYaNbHOTrO ajapeca B  GU3MYECKUA,
noAAepPKMBAEMOM MOAYEM yrpaBaeHna NnamaTbio. O4HM 1 Te e BUPTyaabHble aapeca, €
KOTopbIMK paboTaeT npoueccop, NpeobpasytoTca B pasHble du3MYecKkMe aapeca ANA
Pa3HbIX aJpPecHbIX MPOCTPAHCTB. [MpM 3TOM NPOLECC He MOXKET HEeCaHKLMOHUPOBAHHbLIM
obpasom NoAy4YnTb  AOCTYnN K NPOCTPaAHCTBY  APYroro npouecca,  T.K.
HENPUBUNETMPOBAHHbIN MONb30BATENBCKMN MPOLECC AMLWEH BO3MOMKHOCTM paboTaTb C
b13MYecKon NaMATbIO HAaNPAMYIO.

MPUMEYAHUE. MexaHn3am pa3gensemon NamaTi NO3BOAAET MOAYYUTb AOCTYN K
OAHOMY M TOMY € VY4acTKy MamMATM U  HAXO4MTCA NOJA, KOHTPOAEeM MNOJINTUKMK
ONCKPELMOHHOro pa3rpaHnMyeHma npas 4oCTyna.
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AapecHoe MpPOCTPaHCTBO A4pa 3alMUIEHO OT MOJIb30BATENbCKMX MPOLLECCOB C
MCNONb30BAHMEM MEXAaHWM3Ma CTPaAHMYHOM 3awWmTbl. CTpaHWLbl NPOCTPAHCTBA fAApa
ABNAOTCA MPUBMAETMPOBAHHLIMM, M AOCTYN K HUM W3 HENPUBUIETMPOBAHHOIO KOAA
BbI3bIBAET UCKAKOUYEHME MPOLLECCopa, KOTopbiM obpabaTbiBaeTca aapom OC KOPPEKTHbIM
obpaszom.

EANHCTBEHHBIM  CAHKLMOHMPOBAHHbLIM cnocobom pgoctyna K aapy OC wu3
N0/1b30BATENIbCKON MNPOrPaMMbl  ABAAETCA MEXaHM3M CUCTEMHbIX BbI30BOB, KOTOPbIN
rapaHTMPyeT BO3MOXHOCTb BbIMNOJIHEHMA MO/b30BATE/NIEM TONbKO CaHKLUMOHMPOBAHHbIX
NEeNCcTBUM.

[lononHuTeNnbHble  MeXaHW3Mbl  M301AUMM  NpoueccoB  obecneymBatoTcA
NPUMEHSAEMbBIMU TEXHONOTMAMM KOHTEMHEPM3ALMM HE TONbKO APYr OT Apyra, HO U OT
BHELLHMX PECYPCOB, a TaKXKe BHELIHWX PecypcoB OT NPOLECCOB.

[MporpaMmHble CpeacTBa pPa3peLlatroT NpoLeccy Avllb OnpeaeneHHbI nepedyeHb
NEeNCTBUI, BbIMONHAEMbIX MO OTHOWEHMIO K APpYyrMm npoueccam n nepudepuimHbim
YCTPOMCTBaM, BKAOYAsA MOCTOAHHOE 3aNOMMHatoLLEe YCTPOMCTBO, KOTOPbIN onpeaenseTcs
NP yCTaHOBKE NakeTa, COAepKaLlero MCNoAHAEMbIN Gaiin.

NMPUMEYAHUE. MoapobHoe onucaHue NPUBUIETMPOBAHHbIX n
HenpMBMAETrMPOBAHHbIX MPOLLECCOB NPMBEAEHO B Noapa3aene 4.3.

4.5.2. N3onauma MIT ¢ ncnonb3oBaHnem NecovHuL,

B OCABpopa peannsosaHa wusonauma MI1 Cc MCNONb30BaHMEM MECOYHMUL,
OCHOBAHHbIX Ha cBOBOAHO pacnpocTpaHAsemom npoaykTe Firejail, KOTopbIM MCNonb3yeT
CTaHaapTHble ana OC Linux mexaHW3Mbl namespace W seccomp-bpf, MNO3BONAKOUIME
onpeaenATb CNUCOK AOCTYNHbIX 41A MIT CMCTEMHbIX BbI3OBOB.

Firejail npeactasnaer cobol NErkoBecHyd MNecovyHuuy W NOAXOAUT  ANS
Mcnosib3oBaHmMAa B MY, npm 3TOM BCe noJsib3oBaTesibCkne MIT 3anycKatoTca 4yepes
sailjail-obepTky Hap Firejail. [JlononHMTeNbHO ANA M30AAUMM MCNONb3YeTCs xdg-dbus-
proxy, QUALTPYOWMI Npokck ana D-Bus.

MexaHn3M seccomp-bpf 3anpellaeT HEKOTOPble CUCTEMHbIE BbI30BbI, HaNpumep:
mount/umount, ptrace, kexecW Ap.

Mo yMmON4aHMto B mount namespace A40CTyn K ®C orpaHn4mBaeTca A0:

— [OCTyMNa Ha YTeHWe W 3anucb K JaHHbIM KOHKpeTHOro MM ($XDG DATA HOME,
$XDG_CONFIG HOME, $XDG CACHE HOME);

— J0CTyna TO/NIbKO Ha YTeHWe K /usr/share/S$ApplicationName;

— [OCTyna TO/NbKO Ha YTeHMe K HEeKOTopbIM nankam UM danam B
/etc, /usr/share, /var/libWT.A.

[ocTyn K ®C moxKeT bbITb pacLUMPEH NPY 3aNpOCe COOTBETCTBYIOLLIMX Pa3peLleHW,
OMMUCaHHbIX C NOMOLLbtO Npasua Firejail, Hanpumep:

— pa3pelweHune «Pictures» npenocTaBaAeT AOCTYN Ha YTEHME M 3anMCb K Nankam
NONb30BaTeNA ~/Pictures, a TAKXKE K KILWWY NPEBLIO;



— paspelleHme

«RemovableMedia»
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CbEMHbIM

npeanocrtaBndetr  AO0CTyn K

HocUTenam (/media/SUSER/) U T.A4,.

B net namespace N0 yMO/N4YaHUO 4006aBAAETCA TONbKO loopback device.
PaboTta B necoyHnue no3BONAAET OonpeaennTb MI1 paspeweHna Ha AO0CTyn K
pecypcam, 0OYCNOBAEHHblE 3N1EMEHTaMK, OMUCAHWE KOTOPbIX MNpPMBEAEHO B Tabauue
(Tabnuua 15).

Tabnnua 15

Ne InemeHT OnucaHue

1 |Accounts MpocmoTp, MOAMOUKALMA N CUHXPOHU3AUMA YHETHbIX
3anucemn

2 |AccessSecuritylLog JocTyn K perncTpauMoOHHOMY KypHany

3 |Audio Bocnpov3seaeHue u 3anmcb ayamo, UsMeHeHue
KOHDUIypaumm

4 |Bluetooth MoakntoveHne n ncnonb3osaHue Bluetooth®-yctporicts

5 |Calendar MpocmoTp 1 moanduKauma cobbiTnii KaneHaapa

6 |Camera [ocTtyn K Kamepe, cbemKka GOTO 1 BUAEO

7 |Contacts MpocMoTp 1 MOANDUKALMA AAHHBIX KOHTAKTOB

8 |Devicelnfo M3BneveHne gaHHbIx 0 MY

9 |Documents Hoctyn K nanke «Documents»

10 |Downloads foctyn K nanke «Downloads»

11 |E-mail YTeHre n oTnpaBKa NMCeM U3 31EKTPOHHOM NOYTbI,
[OCTYN K BNOXEHUAM

12 |Internet MicnonbsoBaHue cetn ViHTepHeT

13 |Location lcnonb3oBaHMe reoioKaLmum

14 |LogSecurityEvents 3anuncb B PerMcTPauUyMOHHbIN KypHan

15 |MediaIndexing [octyn Kk nepeyHto ¢parnos Ha MY

16 |Messages HocTtyn K 4TeHnto 1 oTnpaske SMS

17 |Microphone 3anuncb ayAmo C MOMOLLBIO MUKPODOHa

18 |Music [octyn K nanke «Music», nnenanctam n o610xKKam

19 |NFC MoakntoveHne n ncnonb3osaHne NFC-ycTpoicTs

20 |Phone OcyllecTB/ieHMe BbI3OBOB HAMNPAMYO UK Yepe3
N0Nb30BaATENLCKNIM MHTEPdENC

21 |Pictures [octyn K nanke «Pictures»

22 |Printing [TpOCMOTP M NCNONB30BAHME AOCTYMHbIX MPUHTEPOB

23 |PublicDir [octyn K nanke «Pictures»

24 |PushNotifications YTeHue push-ysesoMaeHN

25 |RemovableMedia Vicnonb3oBaHWe KapT namaTtu n USB

26 |SecureStorage XpaHeHne WwndpoBaHHbIX Gainos

27 |ScreenCapture 3axBaT COAEPKMMOro 3KpaHa
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Ne dNemMeHT OnuncaHue

28 |UserDirs [octyn kK nankam «Documents», «Downloads», «Musicy,
«Pictures», «Public» n «Video»

29 |Videos foctyn k nanke «Videos»

30 |WebView [Ons ncnonb3osaHus Gecko WebView

[na Kaxkaoro MI, BbINONHAKOWErOCA B NECOYHULE, MOXKET ObiTb CO34aH NPOdUb,
onpeaenstoWmnii ero BOSMOXHOCTU M noseaeHue. Hanpumep, npodunb ans MMM «Moroga»
MOMET BbIrNAAETb CAeayoWwmm obpasom:

# Firetail > Firejail profile for /usr/bin/omp-weather

### security filters
caps.drop all
nonewprivs

seccomp

### network
protocol unix,

### environment
shell none

### baseline
include permission-baseline.inc

### application

private-bin omp-weather,

private-etc passwd, group, location,dconf, xdg, fonts, system-fips, selinux,
private-tmp

dbus-user.own ru.omprussia.weather

whitelist /usr/share/omp-weather

# Settings
include sessionbus-com.jolla.settings.inc

# Connman
include systembus-net.connman.inc

4.6. 3alWmTa NaMATH

4.6.1. O4mcTKa NamaTm

OunCTKa OnepaTMBHOM MaMATM OCHOBaHa Ha apxuTekType aapa OC Aspopa w
rapaHTUPYET, YTO OObIYHbIA HENPUBUAETMPOBAHHbIM MPOLECC HE MOXKET NONYYUTb AaHHbIE
Yy}KOro npoulecca, ecam 3To ABHO He paspewleHo [P/,
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CpeactBa B3aMMOAENCTBMA MeXAy MNpPOLEeCcCaMM KOHTPOAMPYIOTCA C MOMOLLbIO
MPA, n NpoLecc He MOXKET NOAYYNTb AOCTYN K HEOYMLLIEHHOM NAaMATKU (KaK onepaTUBHOM,
Tak W AWCKOBOW). AApPO BblAENAET KaXAOMy Mpoueccy BMPTyasbHOe aapecHoe
NPOCTPAHCTBO, KOTOPOE TPaHCAMPYyeTca B OU3MYEeCcKMe agpeca NaMAaATM C NOAAEPKKOM
PaHA4OMM3ALUMN.

[locTynHble  ANA  NONb30BaTe/NbCKOro  npouecca QyHKUMM  BblAeNeHUAa K
pacrnpeesieHna MamMATU OCYLLECTBAAIOT BbIMNOJIHEHME pPeXMma MHUUMANU3AUMN, TPpU
KOTOPOM MNpouncxoauT obHyneHne Aveek NamaTW. Takum obpas3om, A4pO0 M CMCTEMHAA
6mMbnnoTeka libc rapaHTUPYOT MOAYYEHME MPOLLECCOM TONbKO OYMLLEHHbIX CTPaHML,
namAaTn 6e3 ocTaTouHON MHPOPMALLMN.

OumncTKka NamATM Ha BHelwHUx HocuTensx (eMMC) ocHoBaHa Ha peanmsauum
MexaHM3Ma secdel, KOTOPbIA OYMWAET HA HOCUTene Heucnoabdyemble 6Ha0kM OC
HenocpeACTBEHHO MPM MX OCBODBOXAEHWMW C MOMOLLBIO Nepe3anncu MUX MaCcKMpytoLlen
noc/sef0BaTEeNbHOCTbLIO.

4.6.2. O4nCTKa NO/Ib30BATE/IbCKMX AAHHbIX

NMPUMEYAHME. HacTpolka cepBmca OYMCTKM NONb30BATENBCKMX AAHHbIX AOCTYMHA
TO/NIbKO aAIMMUHUCTPATOPY.

CepBMC NpedHasHavyeH ONA OYUCTKM MOAb30BATENbCKUX AaHHbIX MO PACMMCAHUIO
NNA BCEX YYETHbIX 3anMcer nonb3osaTenen. BbinoaHAA OUMCTKY NONb30BATENbCKMX NAMoOK,
CEPBMC YMeHbllaeT 0Obem yTeyYkM MNOAb30BaTeNbCKOM MHOOPMALMM B CAyvae
HEeCaHKLMOHMPOBAHHOIO AOCTYMa K Mankam.

OuMCTKa 3a4aHHbIX ManoK MPOM3BOAMUTCA C  Y4ETOM  BJIOKEHHbIX MarokK
(pekypcuBHO).

CpoK XxpaHeHMAa pannoB B Namnkax, BblAENEHHbIX C MOMOLLbIO KOHPUTYPALMOHHOTO
dalina, OTCUMTBLIBAETCA OT BPEMEHM NOCAeAHErO M3MeHeHuaA danna.

BHUMAHMWE! Monb3oBaTenbckmne Gpaiinbl, KOTOPbIE HE NOABEPIKEHLI UBMEHEHNAM B
npouecce 3aKCnayaTaumm, U KoTopble ciedyeT ob6e3onacuTb OT OYMCTKM, PEKOMEHOyeTCs
XPaHWTb B NaMKax, HEKOHTPOAMPYEMbIX CEPBUCOM.

Mpu pacyeTe CpOKa XPaHEHUA NONb30BaTENbCKUX GaNNI0B HEODXOAMMO YYMUTbIBATH
cnefytouime NoNoXKEHNA:

— CPOK pacCYMTbIBAaeTCA C MOMEHTa CO34aHMA Yy4YeTHOM 3anmcu M BHeCeHuA
nocneaHero USMeHeHun;

— BPEMEHHbIN MHTEPBA/l MPOBEPKM CEPBMCOB, COCTABAAOWMM OAMH Yac, BXOAMT
B CPOK XpaHeHus;

— He MOXEeT NPeBbIWaTb 3aJaHHblM CPOK XpaHeHua pannos (PrucyHok 136).

NPUMEYAHUA:

v/ MepeyeHb Manok 1A OYMCTKM MOMb30BATE/IbCKMX JaHHbIX ONpesenseTca npu
BHEAPEHMU U MOXKET BbITb MU3MEHEH C MOMOLLIO KOHOUTYPaLMOHHOIO Gaiina;

v/ BbI60p NanoK no yMoa4aHuio orpaHmuyeH cneayrowmmm nankamu:

— ${HOME}/Documents;
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— ${HOME}/Downloads;
— ${HOME} /Music;
— ${HOME}/Playlists;
— ${HOME}/Pictures;
— ${HOME}/Public;
— ${HOME} /Videos.
v Yy dAMUHUNCTPATOPaA OTCYTCTBYET BO3IMOXKHOCTb CaMOCTOATE/TbHO ,D,O6anIFITb
Nankn ana oO4nNCTKN C NOMOLBIO MOJ/Ib30BATE/IbCKOIO MHTepcbelan.
,D,J'IFI BKAKOYEHNA OYUNCTKN MOAb30BATE/NIBCKUX AdHHbIX
HeobX0AMMO BbINONHUTL CAeaytolme AeNCTBUA:
YCTaHOBMTE MaKCUMasbHbIit CPOK XpaHeHUs
¢aiino B 3apaHHbIX nankax: daiin Gyaet — OTKPbITb MEHKO CUCTEMHbLIX HACTPOEK KaCaHMem

Y,ElaﬂéH U3 nanku, ecnum oKaxeTcs ctaplie
YCTaHOB/IEHHOIo CpoKa.

I Manku

3Ha4Ka @ Ha DKpaHe NpuoXKeHun (cm. PucyHok 1);
L — KOCHYTbCA MNYHKTa MEHIo

Documents OtkntoyeHo

Q
«AoMuHMCTpUpoBaHue» &g noapasgene «Cuctema;

Downloads Orioveo — Ha OTKPbIBLWIENCA CTPaHMLLE KOCHYTbCA MYyHKTa

Music Orknioero MEH!0 «O4yncTKa N0/1b30BaATENbCKUX AAHHbIX»

T . (cm.  PucyHOK 73) ana oTOOparkeHma CTpaHuubl C
nanKkamu;

Playlists OTinioyeHo

— KOCHYTbCA nepekntoyaTens «He ypanate pannbl
.dst» (PucyHok 135).

NMPUMEYAHUE. KoHdurypaumoHHble bannbl
dopmata  .dst npegHasHayeHbl  ANA  HACTPOMKM
ctopoHHero VPN-peweHwua Vipnet;

Public OTtknioyeHo

Videos OTkntoyeHo

PucyHok 135

— KOCHYTbCSi MONA C MNanKkoW, y KOTOPOM HeobXoAMMO BKAYUTb OYUCTKY
(cm. PucyHok 135);

— Ha OTKPbIBLIEMCSA CTPaHWULLE KOCHYTbCA nepeKkntodatena «BKAOUYUTb OYMUCTKY»
(PucyHok 136).

NMPUMEYAHUE. [lha akTmBaumm nepekntodaTenia AOCTAaTOYHO KOCHYTbCA MOJIA, B
KOTOPOM OH PaCrno/IOXKeH: NepekatoYaTeNb HaYHeT CBETUTLCA APYE, YEM B COCTOAHMM MO
YMONYaHUIO (HEAKTUBHOM);

— 334aTb  CPOK  XpaHeHuMs  GalnoB  NO  pacnucaHuilo,  nepemellas
cooTBeTCTBYOLWMN cnanaep (PucyHok 136):

® BMPaABO 415 YBEAMYEHMA CPOKa (MaKcMManbHoe 3HavyeHne: 168 yacos);
® B/IEBO A/1 YMeHblleHUa (MMHUMaibHOe 3HavYeHume: 4 yaca).

NMPUMEYAHUA:

v’ LLlar usmeHeHMa cpoKa xpaHeHusa dainos — 4 vaca;

v/ 110 YMONYaHMIO CPOK XpaHeHuda dainos — 72 vyaca;



128
AOMTI.10034-02 91 01

— KOCHYTbCA KHOMKM «[loaTBEpAUTb» ANA NoATBepXAeHus onepaunm nmbo
KHOMKN «OTMeHUTb» Aaa oTMeHbl (PucyHok 136), B pe3ynbraTe Ha cTpaHuue «ankm»
byaeT USMeHeH CTaTyC Y BbiIbpaHHOM nanku (PnucyHok 137).

Ona  OTKAOYEHMA  OYMCTKM  MNOJIb30BATENbCKMX  AaHHbIX  HeobxoaMmo
NEeaKTUBMPOBATb NepekatoyaTeNb « BKAOUYNTL 04nCTKY» (PucyHok 136).

| OTMEeHUTb MoaTeepauTb | Manku
YcTaHOBUTE MaKCUMaJsibHbli CPOK XPaHeHUs
Documents ¢daiinos B 3agaHHbix nankax: ¢an byger
YAanEH 13 nanku, ecnv oKaxeTcs cTaplue
BKIIOUMT O4MCTKY YCTaHOBNIEHHOrO CPOKa.
72 yac %  Heypanatb daiinbl .dst
Cpok xpaHeHus dainnos Documents 72 yaca

Downloads OTtkntoyeHo
Music OTtknioyeHo
Pictures OTknioyeHo
Playlists OTknioyeHo
Public OTknioueHo

Videos OTtknioyeHo

PucyHok 136 PucyHok 137

4.6.3. [Nepe3anncb 0CTaTOYHON MHPOPMALLNM

B OC ABpopa peannsoBaHa O YHKUMA Nepe3anncn OCTaTOYHOM WHbOopMaLMK,
cpabaTbiBatoWan Kaxablh pa3 npu yaaneHum danna. lNpouecc nepesanncym NPoOUCXoanT
aBTOMATMYECKM W CKPbIT Aas8 Mnonb3oBaTenda. B cnyvyae HeobxoaMMOCTM OCYLLECTBUTb
NPUHYAMUTENbHYD  Mepe3anncb  CAyYaMHbIMKM  MAM  CleumanbHbiMKM  BUTOBbIMMK
nocnenoBaTeIbHOCTAMMU aAMUHUCTPATOP MMEET BO3SMOXKHOCTb CAMOCTOATE/IbHO 3aMyCTUTb
npoueaypy yaaneHma danna u/mam nankm.

[laHHaa npoueaypa NPUBOAUT K CHUMKEHWUIO MPOM3BOANTENBHOCTM, OCOHDEHHO Npu
yaaneHun 6onblwioro danna: yem ¢dann Oonblue, TEM CHUMKEHWE CYyLLeCTBEHHee W
3aMeTHee, T.K. Ha Nepunos rapaHTMPOBAHHOIO yAaneHMA BCe OCTa/lbHble onepaumm 3anmcu
Ha HocuTenb WHbOPMALMM NPMOCTAHABAMBAIOTCA M MNOMELWATCA B o4vepedb [0
3aBeplleHna yaaneHums.
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OC ABpopa ¢yHKUMOHMpPYET Ha MY, namATb KOTOpbIX COCTOMT W3 Habopa
(MHOXecTBa) AveeK. BBMAY KOHCTPYKTMBHbIX OocobeHHOCTer MY Kaxkaad sveika mmeet
60/blIOe M KOHEYHOE KOMYECTBO LMKIOB Mepe3anncu, T.e. MOCTOAHHbIE onepaumnmn no
YTeHMto M 3anucu c/Ha USB-HakonuTeNnb BAEKYT YBENMYEHME CcYeTyMKa obpalleHui
(KONMYeCTBO KOTOPbIX OrFpPaHMYEeHO Ha annapaTHOM YPOBHE) W, Kak cneacTsue,
MOCTENEHHOE CHUKEHME CPOKa CY»KObl HakonuTens.

HepaunoHanbHoe Mcnonb3oBaHMe MHOrokpaTtHon nepesanucu OC ABpopa BaeveT
CHUMXKEeHMe NPOn3BOAUTENIbHOCTU Ha BPEMA NPOBEAEHMNA Onepaumn yaaNeHUA U CHUXKEeHNe
CPOKa CNyXDObl HakonuTena AaHHbIX MY.

[lnAa MHOrOKpaTHOM Nepesanncu MCNONb3YEeTCA YTUAUTA KOMAaHAHOW CTPOKM wipe,
[0CTYN K KOTOPOW ocylecTBaseTca ¢ nomolubto MMM «Terminal» (cm. nogpasaen 2.3.2.2).

MoapobHoe onucaHue uHTepdeiica wipe NPUBEAEHO B MPUNOKEHUMU
(Mpunoxenue 3).

4.7. ObecneyeHne HageKHOro pyHKLMOHMPOBAHUA

4.7.1. HagexkHble MeTKM BpeMeH!

MeTKa BPpeMEHM CYMTAETCA HAAEKHOM MNP YCNOBUM HEBO3MOXKHOCTM BHECTU B HEE
M3MEHEHWA Nocae CO34aHNA, eCAM LLENOCTHOCTb JaHHOM METKM He Oblna HapyLleHa.

HaperkHble mMeTKM BpeMeHM obecneuymBatoTca apXMTeKTypol xpoHomeTpaxa OC,
KoTopasa npeactaBaseTr cobol Habop CTPYKTYP AaHHbIX U QYHKUMIK A4pa, MMELWMX
OTHOLIEHME K OTCIEXMBAHMNIO X043 BPEMEHM U BA3MPYHIOLLMXCA Ha:

— cYyeTYMmKe OTMeTOK BpemeHu (TSC);

— nporpammmpyemom Taimepe nHtepsanos (PIT);

— APIC-Tarimepe;

— BbICOKOTOYHOM Talmepe cobbiTnin (HPET).

HayanbHble 3HAYeHMA CUCTEMHbIX TaMMEpPOB 334at0TCA MO TaMMepy peanbHOoro
BpemeHn MY, a 6a30Bble MHTEPBa/Ibl BbIYUCAAKTCA NPU MHMLMANN3ALMN CUCTEMBI.

B KayecTBe  HW3KOYPOBHEBOro  MexaHW3ama  faapa, obecneymBatolLero
OYHKUMOHMPOBAHNE HAAEXHbIX METOK BPEMEHM, WCMONb3YeTcA chneumanbHbliM Habop
CTPYKTYP AaHHbiX Aapa (timespec xtime), OYHKUMM AApa do gettimeofday () W
HVN3KOYPOBHEBLIX CUCTEMHBbIX Bbl30BOB clock settime(), clock gettime(),
gettimeofday () U settimeofday ().

4.7.2. KBOTMpOBaHME NOCTOAHHOW MamATK

KBoTMpoBaHMe — 3TO pasfesieHne OorpaHnMYeHHOro AMCKOBOro npocrtpaHcTea MY
MEXAY YYEeTHbIMM 3anNMCAMKW MNOJIb30BaTeNEN, MO3BONAKOLLEE CO34aBaTb OAHOBPEMEHHO
HECKO/IbKO YYETHbIX 3anucer nosib3sosaTenen Ha MY (cm. noapasaen 1.2).
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B OCABpopa npeaycMoOTpeHa BO3MOXHOCTb BblAeneHMA KBOTbl — obbema
AMCKOBOrO MPOCTPAHCTBA A1 YY4ETHOM 3anMcK N0Nb30BaTENA MPK ee CO34aHMM, NP 3TOM
Yy YYE€THOM 3anuncK Noab30BaTeNA OTCYTCTBYET BO3MOMKHOCTb MPEeTeHA0BaTb Ha 60bLNIA
0bbem MOCTOAHHOM NAMATWU, a BblAENEHHOE en MPOCTPaHCTBO byaeT HeaOCTYyMHO ANA
APYIMX YYeTHbIX 3anNncein Nonb30BaTeNeN JaXKe B Cyvae eCiM OHO CBOHOAHO.

BHUMAHUE! O6bbem KBOTbI 334aeTca MpuM  CO34aHMM  YYETHOM  3amnucu
MNO/Ib30BaTENA N HE MOXKET OblTb M3MEHEH BMNOCNeACTBUMN.

[ns TOro, 4tTobbl 334aTb Y4ETHON 3aMMCK NOJIb30BATENA KBOTY Ha MCMNO/b30BaHMe
AMCKOBOr0 MPOCTPAHCTBa, HeOOXOAMMO Ha CTpaHUUEe CO34aHMA  YYEeTHOM  3anucu
no/sb30oBaTeNs  YCTaHOBUTb  KOAWYECTBO  Bblaensemblx emy [, nepemellasn
COOTBETCTBYIOLLMA CNanaep BNPaBO ANA YBEAMUYEHMA KBOTbI MO0 BNEBO A8 YMEHbLLEHMA
(cm. PucyHok 3).

OC ABpopa aBTOMATUYECKM BbIYMCAAET A0MNYyCTMMble Npeaenbl KBOTUMPOBAHMA
TaKMM 00pa3om, 4TOObI MOXKHO ObII0 CO34aTb A0 7 YYETHbIX 3aNUCEN NONb30BaTENEN, NPU
3TOM KBOTbI YCTaHaBAMBAIOTCA Caeayolmm 0b6pas3om:

— HWXKHAA rpaHMLLa KBOTbI 3a4aeTcA B 512 Mb;

— BEPXHAA rPaHMLa KBOTbl pacCYMTbIBaAETCA caeaytomnm obpasom: obumim obbem
NMCKOBOro npoctpaHcTea MY (AllSpace) 3a Bbl4ETOM 0ObEMA AMCKOBOrO MPOCTPAHCTBA
MY, 3aHATOro Co3AaHHbIMWN YY4ETHbIMM 3aNNCAMM (Q1).

NMPUMEYAHUE. B cnyyae ecam Ha MY HegoCTAaTOYHO MamATM ANA BblAeNeHWA
NO/NIb30BATENIO KBOTbI, MPEBbLIWAIOWIENA HUKHIOW TPaHULy (MUHUMANbHLIA pPa3mep),
nepemelleHune cnangepa byaet HegocTynHoO (cm. PUCYHOK 3).

[1ns BbIYMCNEHMA FPAHUL, KBOTbl MCMOb3YHOTCA CAeAytoLLnMe NePEMEHHbIE:

— AllSpace — 0b6wWMii 06bEM AMCKOBOro NpocTpaHcTBa MY;

— Nusr — KOJIMYECTBO YYETHbIX 3anmncen, co3gaHHbix Ha MY;

— Qi — obbem AMCKOBOro NpocTpaHcTBa MY, 3aHATbIM CO3AaHHBIMW YYETHbLIMM
3anncamm;

— UsrAvSpace = AllSpace — 2 GB — 2 [b Bblaenderca ANA y4eTHOM 3anmcu
aAMNHUCTPATOPA;

— MinQuota = 512 Mb. B cayyae ecan UsrAvSpace/6 < MinQuota, TO
3adaHNe KBOTbl HEBO3MOXHO,
— MaxQuota = UsrAvSpace - sum (Qi) — MaKCMMaJibHaa KBOTa, KOTOPYIO

MOXHO BbIAENNTb CO3AaBaeMon Ha MY y4yeTHOM 3anmcK Nob30BaTeNA: BCE AOCTYMNHOE
MNPOCTPAHCTBO 33 BbIYETOM CYMMbI YXKe BblAENEHHbIX KBOT.

NMPUMEYAHUE. MaKkcMmanbHble KBOTbI YYeTHbIX 3aMMcer Noab30BaTeNd 3a4at0TCA
aAMUHNCTPATOPOM B  KOHOUIypauMoOHHOM  ¢ailne /etc/security/limits.conf
(MpunoxkeHue 2). Takke [ONA ynpaBAeHWs annapaTHbIMM KBOTAaMW W3 Pa3INYHbIX

MoNb30BaATE/NTIbCKMX nporpamm MCMNONb3YHOTCA cheagyrowme CUCTEMHbIE Bbl30OBbI:
setrlimit (), getrlimit(), prlimit() m nice().
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4.8. dunbTpauma ceTeBoro NOToKa

4.8.1. Obuwan nHPpopmaums

®dunbTpauma ceteBblx noTokoB B OC ABpopa OCYLECTBAAETCA C MOMOLLbIO
BCTpoeHHOro B Aap0 OC dunbTpa CeTeBbIX NAKeTOB netfilter N MOHMUTOPA ObpalleHUN,
KOHTPO/IMPYIOLLLErO CETEBOM CTeK |Pv4.

AAMUHNCTPATOP NPU MOMOLLM YTUANUTbI iptables MOXET 33[aBaTb MOAYNO A4PA
netfilter npasBuna (MAM UENOYKU) GUAbTPALUMM B COOTBETCTBUM C aTpmbyTamm
OTNPaBUTENs U MNOAyYaTens CeTeBblX MAKETOB, a TaKXe aTpubyTamum nepenaBaemomn
MHPOPMaLmMn B |P-3aronoBKax NakeTos.

4.8.2. MexceTeBoe 3KpaHMpPOBaHMe

®dyHKuMM M3 B OC ABpopa peannsoBaHbl B CAyxbe connman, MCNOAb3YHOLLEN
MEXaHM3Mbl iptables A/1A Pa3rpaHMYeHMA CeTeBbLIX MOTOKOB AaHHbIX.

KOH¢MrypauMH MO YMOJIHaHUIO MOCTAaB/IAETCA B NaKeTe connman-configs-core,
CO6MpaeMON\M3HaKeTaomp—common—configurations

4.8.3. MNyTb K partnam KoHourypaumum M3

HoBble HAaCTPOWMKM iptables NOAAEPMKMBAKOTCA B connman, HaYMHaAA C BEPCUM
1.32+git41. HacTpoMKM, ONMCaHHbIe B HACTOALLEM AOKYMEHTE, XPAHATCA B CAeAyHLLMX
dannax:

— /etc/connman/firewall.conf - [1];

— /etc/connman/firewall.d/*firewall.conf - [2],
roe [1] — ocHOBHaa KoHourypaumsa, [2] — nanka ¢ darnamu, OKaHYMBAOLWIMMMUCA Ha
«firewall.conf» n pacnonokeHHbIMM B aNnpaBUTHOM MNOPSAKE.

4.8.3.1. MpaBuaa KoHPUrypaumm M3

BuHapHbIM nakeT «connman-configs-core» yctaHaBAMBaeT npasuia B CAeAyHOLWMX
dannax:
1) /etc/connman/firewall.conf:
— |Pv4:
epa3pellaeT yCTaHOBAEHHbIE M CBSA3aHHble MaKeTbl (-m conntrack --ctstate
RELATED, ESTABLISHED);
epa3pellaeT Bce BxoaAlwme nakeTbl Ana loopback-uHtepdeica (TpebyeTtca
connman A1 pa3peLlleHns JOMEHHbIX UMEH);
Mo ymonyaHuto ONOKMpyeT Becb BxoAAWMM Tpaduk (Tabnnua filter
INPUT-uenouka);
— |Pv6:
epa3pellaeT YCTAaHOB/IEHHbIE N CBA3AHHbIE MNaKeTbl (-m conntrack —-ctstate
RELATED, ESTABLISHED);
epa3pellaeT Bce BxoadAlwme nakeTbl Ana loopback-uHtepdeinca (TpebyeTtca
connman A/1A pa3pelleHns JOMeHHbIX MMeH ana IPv6-npoTokona);
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N0 YMOANYaHWO ONOKMpPYeT Becb BXoAAWMM TpaduKk (Tabnmua filter
INPUT-LenouKa).
NMPUMEYAHUE. B OC Aspopa IPv6-nogaepka B iptables He 3aABNEHQ;
2) /etc/connman/firewall.d/10-block-icmp-firewall.conf:
— |Pv4:
epaspewaer BxopAwme  ICMP-nakeTbl, OT/MYHble  OT  ping-NakeToB
(T.e. 61OKMPOBATL TONBLKO BXOAALLME PiNg-NaKeTbl);
epaspewaer wucxogduwme [ICMP-nakeTbl, OT/IMYHbIE OT 3XO-PiNg-MaKeToB
(T.e. 6IOKMPOBATb TONILKO UCXOAALLMIA IXO-OTBET);
— |Pvb:
epaspewaer BxopAwme  ICMP-nakeTbl, OT/AMYHblE  OT  pPing-NakeTos
(T.e. BNOKMPOBATb TONBKO BXOAALLME PiNg-NAKeTbl);
epaspewaer wucxodduime [ICMP-nakeTbl, OT/AMYHbIE OT 3XO-PiNg-NakeToBs
(T.e. 6BNOKMPOBATb TONILKO UCXOAALLMIA IXO-0OTBET);

3) /etc/connman/firewall.d/ll-allow-dccp-non-privileged-ports-
firewall.conf:

— ana |IPv4 n IPv6:
epa3pelaeT Bxoaawmin DCCP-Tpaduk Ha nopTtax 1024:65535;
4) /etc/connman/firewall.d/ll-allow-sctp-non-privileged-ports-
firewall.conf:
— ana |IPv4 n IPv6:
epa3pewaeT Bxoaawmin SCTP-Tpadumk Ha nopTtax 1024:65535;

5) /etc/connman/firewall.d/ll-allow-tcp-non-privileged-ports-
firewall.conf:

— ana |IPv4 n IPv6:
epas3pewaeT Bxoaawmin TCP-Tpadpunk Ha nopTax 1024:65535;
6) /etc/connman/firewall.d/ll-allow-udp-non-privileged-ports-
firewall.conf:
— ana |IPv4 n IPv6:
epa3pellaeT Bxoaawmin UDP-Tpaduk Ha nopTax 1024:65535;
epa3pewaeT Bxoaawmin UDP Lite-Tpaduk Ha nopTax 1024:65535;
7) /etc/connman/firewall.d/l12-allow-ipsec-firewall.conf:
— ana |IPv4 n IPv6:
epas3pellaeT Becb BxoaAwmMin IPSec Authentication Header (AH)-Tpaduk;
epa3pellaeTr Becb BxoaAwmm IPSec  Encapsulating Security Payload
(ESP)-Tpaduk;
8) /etc/connman/firewall.d/12-allow-ipv6-mobility-
firewall.conf:
— TONbKO Ana IPv6:
epa3pellaeT Becb BxoaAwmn IPve Mobility Header (MH)-Tpaduk.
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4.8.3.2. To4Ka aoctyna

KoHdUrypauma pexkmma «Tovka [A0CTyna» peann3oBaHa Kak AOMONHWUTENbHan
onumA. MNMpu BKAKOYEHHOM pPEXMME MPUMEHAIOTCA Te Ke MpPaBuaa MO YMOJAYAHUIO, YTO U
npn npueme Bcero Tpaduka. bonee crtporme npasmna dunbTpauum Tpadmka MoryT ObiThb
nob6aBneHbl C MOMOLLbIO MeHK HacTpoeK. C aTon uenbto B Ppanlabl KOHPUrypaumm
nobasneHa rpynna [tethering], aHanorMyHaa AMHAMMUYECKMM NpaBMAam ANA rpynn.

MPUMEYAHMUE. Mpasuna «Toyka AOCTyna» MPUMEHAIOTCA TONbKO ANA PeXmMma
nepenayn AaHHbix nocpeacrtsom cetn WLAN. [na USB-pexnma npasuaa no ymoa4yaHuio
NPUMEHSAOTCA HE3AaBMCMMO OT KOHOUIypaUmMm pexxmma « To4Ka 40CTyna.

Mpasuia pexnma «Tovka A0CTyna» A0MKHbI ObiTb LLENOCTHBIMW N 3aBEPLLIEHHbBIMMU.
Mpn Hanmumm xota 6bl oAHOro Habopa nNpaBua pexkmma «ToyKa A0CTyma» HWUKaKue
npaBuaa MO yMOAYaHMKO He byayT AobaBneHbl, T.K. OHM NepeonpeaenatoT
N0/b30BaTENbCKME NPaBUAA U Pa3peLLatoT BECb TPaduUK.

[MosToMy, Hanpumep, MOryT ObiTb BK/AKOYEHbI CAedylollMe BXOAslWMeE NpaBuAa,
paspewatowme TOoNbKO DHCP u DNS /etc/connman/firewall.d/42-tethering-
firewall.conf:

[tethering]

IPv4.INPUT.RULES = -p udp -m udp --dport 53 -j ACCEPT; -p tcp -m tcp -
-dport 53 -j ACCEPT; -p udp -m udp --dport 67 -j ACCEPT

IPv6.INPUT.RULES = -p udp -m udp --dport 53 -j ACCEPT; -p tcp -m tcp -
-dport 53 -j ACCEPT; -p udp -m udp --dport 67 -j ACCEPT

4.8.3.3. ®annbl KOHPUrypaLMm
4.8.3.3.1. ®opmaTt panna

Kaxaana rpynna onpeaenaetca ¢ MOMOLLbI KBaApaTHbIX CKOBOK — [], Hanpumep,
[General]. Kaxkabln KAOY PerncTpo3aBMCMM M HanMcaH NPOCTbIM TeKCTOM He3 Teros, 3a
HUM cneayeT CMMBOJ «PaBHO» (=). DTO 03HAYaeT, YTO BCE KAOYM [0 Havana cneaytollen
rpynnbl [] npuHaanexKaT aTon rpynne.

Hanpumep:

IPv4.INPUT.RULES = -p tcp -m tcp -j ACCEPT

KaXabl K04 MPaBM/I MOXKET CylLLeCTBOBaTb B OAHOM rpynne TO/NbKO OAMH pa3
(NnpoBepKy ocyuwecTBaseT aHanmsaTop ¢dannos kKatoden glib, obpabaTbiBaeTcs TONLKO
MepBbI K/toY).

Pasgenutens A1a NpasBul — TOYKa C 3anAaToM (;).

MpaBuaa MoryT HbITb BbIKAHOYEHbI MPU MOMOLLM CUMBOAA «#» B Hayane npasuna.

Hanpumep, BbIKNOYUTb NepBOe MNpPaBUAO --dport 23 M NPUMEHWUTb MPABUAO
-—-dport 24:

#-p udp -m udp --dport 23 -j ACCEPT; -p udp -m udp --dport 24 -j
ACCEPT
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4.8.3.3.2. [lopagok obpaboTku

MepBbim 3arpyrkaetcs bann OCHOBHOWM KOHOUIypaumm
(/etc/connman/firewall.conf), Aa/iee 3arpyatoTcA ocTanbHble Ganabl KOHGUIYPaLMK
M3 /etc/connman/firewall.d B andpaBUTHOM NOpPAAKe

Mopaaok 06paboTKM Npasun:

— KAt04M 13 GarioB 3arpyKatoTca B andaBUTHOM MOpsAAKe, NMOSTOMY MpaBuaa B
danne, Hanpumep, ¢ npedpukcom 00, byayT obpaboTaHbl M A0DaBEHLI NEPBLIMYU,

— npasuna u3 ¢anna OCHOBHOM KoHOUrypaumm ao06aBnaAoTCcA B iptables
nocneaHMMM U CYUTAROTCA OCHOBHbIMU;

— €C/In BRIIOYEHbI AMHAaMUYECKME MpaBW/la, TO OHN ,£I,O6aBJ'IFHOTCFI B Ha4a/10 B
iptables.

Hanpumep:
1)  ®dainbl KOHPUTYpPaUMM M NOPAAOK X 06PabOoTKM:
— MepBbl: OCHOBHOM ¢aln firewall.conf — coaepuT [General] (O6wme)
npasuna u yctaHasansaeT POLICY (MonaunTtuky);
— BTOpPOM: firewall.d/10-firewall.conf —coaepxunT WLAN-npasmna;
— TpeTui: firewall.d/20-firewall.conf — coaepxuTt [General] (Obwme)
npaBunna;
— yeTBepTbIN: firewall.d/30-firewall.conf — coaepxut [General] (Obwme)
n WLAN-npasuna;
2) Mpasuna M3 npu 3anycke connman:
— npumeHsaeTca MoANTUKA U3 NYHKTA OAMH;
— MopAagoK npumeHeHua [pasun:
e npasBuna n3 nyHkTa Tpu [General];
® MpaBWia U3 NyHKTa YeTbipe [Generall;
® npaBuaa U3 NyHKTa oauH [General];
3) Mpasuna M3 nocne BkntoveHns WLAN:
— npumeHsaeTca MoANTUKA U3 NYHKTA OAMH;
— MopAagoK npumMmeHeHuA [pasun:
e npasuna n3 nyHkTa asa [WLAN];
® npaBuaa U3 nNyHKTa vyetbipe [WLAN];
e npasuna n3 nNyHKTa Tpu [General];
e MpaBuaa U3 NyHKTa YyeTbipe [General];
® npasuaa U3 NyHKTa oauH [General].
Mpyn NCNONb30BAHMM HECKOIbKMX Pa3HbIX NPaBUA:
— npaBuna u3 pasgena [General] (Obwme). MocneaHee onpenenedne POLICY
(MonUTUKKM) NnepesanncbiBaeT NpeablayLine;
— MNpaBuKia U3 Kaxkaoro TMna rpynnbl 406aBAAKOTCA K CYLWECTBYHOLWMM NpaBuIam.
Mpn pobasneHnn nan yaaneHnm Gannos KOHGUrypaumm HeobXoamMmo BbIMOAHUTb
KOMaHAy:
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systemctl reload connman

— eC/IM YyCTaHOB/IEH HOBbIM NaKeT, 0CTaTOMHO BbIMONHUTL Nepe3arpysky;
— npaBuna M3 HoBOro ¢arna KoHbUrypaumm a00aBAAKOTCA BO BHYTPEHHME
CMMCKM MO NOPAAKY, OAHAKO:
® MNOpPAAOK B iptableS KOPPEKTUMPYeTCA AMHAMWYECKMMWU NpaBUAaMKU nocne
BOCCTaHOBNAEHUA coeamHenma (Hanpumep, WLAN);
® MOpPAAOK B iptables KoppeKktupyetca [General] (O6wmmmn) npasunamm
nocne nepesanycka connman: MNPUMEHAETCA TOAbKO MNPU HaAMYMM MPaBWUA, KOTOPble
NOMKHbI - ObITb  A06aBneHbl B ONpPeAeneHHyt MNO3MLMI0 Ha OCHOBE MOPAAKA,
onpeaensiemoro MeHem ¢danna.
Mpn M3meHeHUn cyllecTsytollero ¢armna KoOHPUrypaumm Heobxoammo BbINOAHUTb
KoMaHay:

systemctl restart connman

ObHapyKeHne Kn3mMeHeHMn B darnax KoHdurypauum 6yaeT peann3oBaHO B
cneayomx BePCUAX.

4.8.3.3.3. [pynnbl K KJtOUYN

Obuwume rpynnebl [General]:

— IPV4.INPUT.RULES = #Habop npasun B Tabamue filter, INPUT-uenoyka ans
npoTokona IPv4;

— IPv4.OUTPUT.RULES = #Habop npasun B Tabanue filter, OUTPUT-uenoyka
AnAa npoTtokona |Pv4;

— IPv4.FORWARD.RULES = #Habop npasun B Tabnumue filter, FORWARD-
Lenoyka a4na npotokona IPv4;

— IPv4.INPUT.POLICY = #MonunTrKa No ymonyaHuo ansa tabaumupl filter, INPUT-
ueno4yka (moxeT 6biTb ACCEPT nnn DROP);

— IPv4.OQUTPUT.POLICY = #lonutnka no ymonyaHuio aAna Tabauupl filter,
OUTPUT-ueno4vKka (moxeT 6biTe ACCEPT nan DROP);

— IPv4.FORWARD.POLICY = #[onnTnuka no ymonyaHuto ana Tabnuubl filter,
FORWARD-uenou4ka (moxeT 6biTe ACCEPT nan DROP);

— IPv6.INPUT.RULES = #Habop npasun B Tabamue filter, INPUT-uenoyka ans
npoTokona IPv6;

— IPv6.OUTPUT.RULES = #Habop npasun B Tabnnue filter, OUTPUT-uenoyKka
ANA npoTokona IPve;

— IPv6.FORWARD.RULES = #Habop npasun B Tabaumue filter, FORWARD-
Lenoyka ana npotokona IPve;

— IPv6.INPUT.POLICY = #Monntrka no ymondaHuto ana tabnnubl filter, INPUT-
Leno4yka ansa npotokona IPve (moxeTt 6biTo ACCEPT nnm DROP);

— IPv6.OUTPUT.POLICY = #lonutnka no ymonyaHuto Ana Tabauupl filter,
OUTPUT-ueno4ka ansa npotokona IPve (moxeT 6b6iTb ACCEPT mnmn DROP);
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— IPv6.FORWARD.POLICY = #[MonnTnka no ymonyaHuo ana Tabnuubl filter,
FORWARD-uLeno4Kka ana npotokona IPv6 (moxeT 6biTb ACCEPT man DROP).
[JHammn4eckme rpynnbl N0 TUNAm YCTPOMCTB:
— rpynna aKTUBMPYEeTCa nNpu Bbi30BEe CAYXObl connman AaHHbIM  TUMNOM
ycTpoictea (Hanpumep, WLAN-noakatoveHme);
— KaXablh TMn npasuna byaetr coaepxaTb B cebe uHTepdenc cepsuca
(Hanpumep, ana INPUT-npasun byaeT ycTaHOBAEH NapaMeTp -i <interface>);
— rpynna MOMeT COAepXaTb caeaytouime Ka4ym (Takue Ke, Kak B pasgene
«Obwme» [General]:
e |Pv4.INPUT.RULES =;
e |Pv4.OUTPUT.RULES =;
e |Pv4.FORWARD.RULES =;
e |Pv6.INPUT.RULES =;
e |Pv6.OUTPUT.RULES =;
e |Pv6.FORWARD.RULES =;
— npeaonpeaesieHHble rpynmnbi:
e [unknown] — He wucnonb3yeTca MM He NOAAEPHKMBAETCA, HO SABAAETCH
4aCTbO BHYTPEHHMX TUNOB YCTPOMCTB connman;
e [system];
ethernet];

bluetooth];
cellular];

e [tethering] — HacTponKn, NpuMmeHaemble ANA pexnma «Touka AoCcTyna».
MPUMEYAHUE. T[pu Hanmumm npobnem cC  pexrnmmom «Toyka AocTyna»

Heobxoammo A0b6aBuTb cneaytolme cTpoku B rpynny Obuwme [General]: Hanpumep, 95-
tether-override-firewall.conf:

[General]
IPv4.INPUT.RULES = -i tether -j ACCEPT
IPv6.INPUT.RULES = -i tether -j ACCEPT

4.8.3.3.4. dopmat npasun

BbinonHatoTcA cnepyrouime npaBsmna iptables-popmaTa
(https://www.frozentux.net/iptables-tutorial/iptables-tutorial.html):

— onuMKM NPOBEPATCA ANA KaxKA0ro NPoToKoAa U/MAK TUNa COOTBETCTBUS;

— 3HaYeHMA ONUMIM NPOBEPSIOTCSA Ha BENIMYMHY M TUM 3HAYEHUS;
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— eC/IM NPaBW/IO He CyLecTByeT B iptables, OHO UIHOPUPYETCA aHaAM3aTOPOM
npaBun,

— OTPULAHMA NOAAEPIKUBAIOTCA KaK B iptables.

MockonbKy B nepsBol Bepcum M NOAAEPHKUBAIOTCA HE BCE BO3MOMKHOCTU
nepekntoyaTenen (switches) ANa iptables, Nepekao4aTenn, KOTOpble connman He
MOMeT [006aBUTb, UTHOPUPYIOTCS iptables:

— moamduKaTopbl LUenoyek: -a, -D, -X, -F, -I, -P, -E, -R, -Z
(M X ANVMHHbIE SKBUBANEHTDI):

® HOBble WM CYLIECTBYIOLUIME LIEMNOYKM He U3MEHsoTCA npasuaamu. Bcee
npasBuna M3 NoAYMHAIOTCA NIOTMKE connman, B KOTOPOM NoA0bOHble mMoaMdUKATOPbI He
npeaycMOTPEHbI;

® B C/ly4yae BO3HMKHOBEHMA HEODXOAMMOCTU TaKMe MOAUPUKATOPbI MOryT
ObITb A06aBNEHbI B Aa/IbHENLIEM;

— YyKas3aTesn mecTta HasHaveHua gana DNAT: --to-destination, --from-
destination;
— nepekntoyateny ¢parmeHTMpoBaHuA: -£, --fragment;

— nepekatyaTenb Bepcumn IP-npotokona: --ipv4, -4, --ipv6, -6;

— MepeKkNtYaTenn CooTBETCTBMA (-m), KOTOPbIE HE NOAAEPKMBALOTCA:

e |Pv4; -m comment, -m state, -m iprange, -m recent, -m owner,
-m sctp, -m dccp, -m hashlimit, -m icmpv6/ipvé6-icmp,

e |[Pv6: -m comment, -m state, -m iprange, -m recent, -m owner,
-m ttl, -m sctp, -m dccp, -m mh, -m hashlimit, -m frag, -m icmp;

® BbilleyKas3aHHble nepeKkatoYaTenn BbI3blBa M cbon B iptables WM
HenpasBW/bHO onpeaenAann sepcuto IP-npoTokona.

Llenn M3 (-3 TARGET) COOTBETCTBYIOT LENsSM iptables no ymondaHumto: ACCEPT,
DROP, REJECT, LOG n QUEUE.

MpoTokonbl M3 (-p protocol) aHaNOrMM4YHbI MNPOTOKONAM iptables: tcp, udp,
udplite, icmp, icmpvé, ipvé6-icmp, esp, ah, sctp, mh (TonAbKO Ana IPv6) u
CneLunasbHOMY Klo4eBOMY C/1I0BY all.

Kaxaoe npasuno:

— NO/IKHO MMEeTb MWHUMYM OAHYy uenb (-j/--jump TARGET or -g/--goto
TARGET);

— MOET MMeTb OT Hy/1A 40 OAHOro COOTBETCTBMA MO NPOTOKOANY (-p/--protocol
protocol);

— ana SCTP-, DCCP- 1 MH-NpOTOKONOB MEexXaHM3M COOTBETCTBMA MPOTOKO/A He
MOXeT bbITb MCNOb30BaH, HANPUMeEp:

-p sctp -m sctp --dport 22 -j DROP (He OyneT paboTaThb, HO)
-p sctp --dport 22 -J DROP (6ymeT paboTaThb)

— MOXEeT MMeTb OT Hyna A0 AByX YyKasaTeneh cooTBeTcTBMA (-m/--match
match). Hanpumep, 4Tobbl paspewnTs Ana telnet oaHy NONbITKY COEAUHEHUA B CEKYHAY,
HeobX0AMMO YCTaHOBUTb:
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-p udp -m udp --dport 23 -m limit --limit 1/second --limit-burst 1 -j
ACCEPT

— MOXeT MMETb.
® OT HyAs A0 ABYX NepeKkatoyaTenein nopTos ¢ onumen obbiMHOro nopTa (oAHO
N TO M€ HaNpaBJieHNE HE MOXET WCNO/b30BaATbCA ,EI,Ba)-I-(,EI,bI). C MO,EI,I/ICI)VIKaTOpOM
NPOTOKO/1a
Oﬁn<protocol>):——destination—port, —-—-dport, --source-port, --sport;
® OT Hy/1IA A0 OAHOro nepeknkyartesia noptoB C MYJIbTUMOPTOM. BmecTe ¢
YKa3aTesiem COOTBETCTBMA -m multiport BO3MOXHO MCMNONb30BaTb: —--destination-

ports, —-—dports, —-—-source-ports, -—-sports, -—-port, —-—ports n
nepexkaryaTenu;

— MOXET MMETb OT HYy/A A0 ABYX yKa3aTenel5| mMmecCTa Ha3Ha4vYeHunA (O,EI,HO N TO XKe
HarnpaBieHne He MOXKET UCNO/Ab30BaATbLCA ,£I,Ba>+(,£l,bl). --source, --src, -—-S, -—-—
destination, --dst, -d,

— Kaxgoe npaBuao pasgena [General] moxeT uMmeTb OT Hyna A0 ABYX
nepekntoyatenen nHrepderica (04HO M TO e HanpaBAEHME He MOXKET MCMO/b30BaThbCH
ABamﬂbO. -—-in-interface, -1i, --out-interface, -o. [NepekntovaTenu
MHTepdenca UrHOPUPYIOTCA B AMHAMUYECKUX NpPaBMAax, npeaHasHayeHHbIX 418 TUMNOB
YCNYT (service types).

4.8.3.3.5. YcTpaHeHMe HenoiaaokK

Mpu pabote ¢ MM B cAyd4ae BO3HWKHOBEHMS npobaembl ceT/iptables (MI)
HeobX0AMMO BbINONHUTL Ceaytolne AenCcTBUA:

1) HactpouTb ©0a30Bbli  MOHUTOPUHI  pPaboTbl iptables AN  CAEAYOLINX
NPOTOKO/10B:

— IPv4:

watch -n 1 iptables -t filter -L -v -n

— |Pv6:

watch -n 1 ipé6tables -t filter -L -v -n

2) Ons BbIXO4a U3 MPOrpammbl HaxaTb codeTaHme Knasui «Ctri» n «Cy»;

3) MpoBepuTb BbIBOA M KOAM4ecTBO cbpouleHHbix naketoB B INPUT-uenoyke
(nonutnka DROP);

4) 3anyctntb MI 1 NpoBepUTb, KaKMe CYETYMKN YBENNYMBAIOT CBOE 3HAYEHME.

NMPUMEYAHUE. Ecnm ceTeBble nakeTbl cbpacbiBatoTcA, cyeTymk DROP byaer
yBENMYMBATL CBOE 3HauyeHue. CUYETYMKM MaKeToB JAN1A KakAoro npasuna byayt
YBE/IMYMBATLCA, €C/IN NAKETbl COOTBETCTBYIOT 3TOMY MPaBUAY;

5)Ecnn npobnema B pabote MI1 BO3HMKNA WM3-3a cHpacbiBaHMA MNaAKETOB.,
HeobXoAMMO BbINONHUTL CAeaytolme AeNCTBUS:

— ONA  BPEMEHHOro pelleHua (aencTByeT A0 nepesarpy3kuM  CUCTEMbI),
pa3peLlatollero Becb TPaduK No YMOAYAHUIO CAeAyHOLLMX MPOTOKOM0B:
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e 714 |Pv4 BbINONHUTL KOMaHAY:

iptables -t filter -P INPUT ACCEPT

e N4 |IPv6 BbINO/IHUTE KOMAHAY:

ip6tables -t filter -P INPUT ACCEPT

— AnA peleHns Ha NOCTOAHHOM ocHoBe co34aTb dann
/etc/connman/firewall.d/99-accept-all-firewall.conf, [J00aBUTb B Hero
cnegyrouwne CTporku:

[General]
IPv4.INPUT.POLICY
IPv6.INPUT.POLICY

ACCEPT
ACCEPT

— n nepesanyctntb MI1:

systemctl restart connman

Ecnu cuctema He 3arpyykaetcs, HEOBX0AMMO NEPENTU B PEXMM BOCCTaHOBNEHUA U
3anucatb B Gaia onumK, ykasaHHble Ha ware 4, 419 peleHns Ha NOCTOAHHOM OCHOBE.

4.9. KOHTpONb UEeNOCTHOCTH

Moacuctema KU OCABpopa CAYXWUT ONA MNPOBEPKM HEU3IMEHHOCTU cpefpl
BbIMO/IHEHMA, OMOBELWEHMA MONb30BaTeENA 00 W3MEHEHUM KPUTUUYECKM  BaXKHbIX
KOMMOHEHTOB, a TaKXe 3anpeLlaeT 3arpy3Ky M UCNoib30BaHME CUCTEMbI NPU HapyLLEHNMK
ee LeN0oCTHOCTH.

B OCABpopa KU peanvMsoBaH C MNOMOULbIO MNPOrPaMMHOIO KOMIMOHEHTA
integrityd, KOTOpPbIA NpeacTaBnAaeT cobol AeMOH ANA YyNpPaBAeHWSs W MPOBEPKMU
LEeNOCTHOCTN AaHHbIX. B oTAinume OoT ApyrMx MHCTPYMEHTOB integrityd mcnonbdyet I
(IMA 1 secureboot) Kak UCTOYHUK A0BEPUA.

NMPUMEYAHMUE. Kaxkapin yctaHaBamBaembit B OC ABpopa nakeT 10 Ao1KeH MMeTb
LMPPOBYHO MNOANUCH.

Integrityd OTBEYaeT 3a ynpaBaeHue M BepudMKaLMIO LLEeIOCTHOCTM OObEKTOB,
npu aTom noa 06bekTaMmn NoHMMatoTCsa 0bblvHble darnbl, ELF-dalnbl 1 pasaensl. OObeKTbl
MOTyT 0O BEeAMHATLCA B TPYMMbl, TAKXKE MOXKET ObITb YCTaHOBAEHA Mepapxma rpynm.

ABTOMaTM4eckM, 6e3 HeobXOAMMOCTM cheumanbHbIX JAENCTBMIA CO  CTOPOHbI
aamuHucTpatopa, OC ABpopa OoTCaexmBaeT caeaytollee:

— LLe/IOCTHOCTb YCTaHaBAMBaeMbIX NakeTos 10 dopmaTa .rpm;

— LLe/IOCTHOCTb 3arpy*KaeMblX BHEWHMX MOAY/1IeN YPOBHA AAPA;

— LEeNOCTHOCTb BCEX MCMOHAEMbIX GanI0B NPM NOMbITKE MX 3aMYCKa;
LeNOCTHOCTb pPa3aenos.
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BHUMAHWE! Tepen BbinonHeHnem KU, Tpebyetca 06paTnTb BHMMaHWE Ha
cneaywoulee:

— MpoBepKa LENOCTHOCTU YKa3aHHbIX $alioB MO YMOAYAHWUIO MNPOM3BOAMTCA
Kaxkablh pa3 npum 3arpyske OC ABpopa, a Take B 00:00 YacoB 0AMH pa3 B CYTKY;

— BpemAa 3arpy3km OC ABpopa yBe/IMYMBAETCA MPOMOPLMOHANbBHO KONMYEeCTBY
dannos, Tpebyembix A8 NPOBEPKM LENOCTHOCTH, T.e. Yem Donblle CnMcok GainioB Ha
NpoBepKy, TeM HoNblLe BPpEMEHM 3aHMMaeT NPOBepPKa LEeNOCTHOCTY;

— NpW NpoBepKe LEeSIOCTHOCTM BbINMOJIHAIOTCA MaTeMaTUyecKkme onepauum, 4YTo
NPUBOAMUT K MOBbIWEHUIO MCMOMb30BAHMA PECYpPCOB MNpOoLEeccopa, CnefoBaTeslbHO, K
YBE/IMYEHUIO pacxoa 3apAada akkymyaatopa MY.

[MpoBepKa UENOCTHOCTM KOHKpPeTHOro ¢anna MoXeT ObiTb OCyulecTB/ieHa
cneayrowmm obpasom:

integrityd -verify wmmsa damnna

B cnyyae HeobxoaumocTu BbiNONHUTL KL npoussonbHoro dainna, ELF-daiina,
pas3aenoB UAW rpynnbl pas3aenos cneayeTt UCNoNb30BaTh YTUAUTY integrityd, AOCTYNHYIO
B Ml «Terminal», koTopaa npumeHseT 31 Kak NCTOYHMK A0BEPUS.

NPUMEYAHUE. WHbopmauma o 3anycke/3aseplieHnn npoueaypbl KU un ee
pe3y/abTaTax 3aMMCbIBAETCA B CUCTEMHbIM KypHaa, NPOCMOTP KOTOPOro OCYLLECTBASAETCA C
nomoubio MM «KypHan».

B cnydyae ycnewHon npoBepku OyaeT BbIBEAEHO AMarHocTMyeckoe coobuleHue
BMAA:

verify mmsa damya: success
total verification: success

B C/ly4ae HeycnewHomn:

verify mma damnna: failed

NMPUMEHAHMUE. B pesynbrtate noJsy4eHMA  OT  CepBMCa integrityd
OTPULATENbHOrO CTaTyCa MPOBEPKM LLENIOCTHOCTM, KOTOPbIM CBWMAETENbCTBYET O
HapyLleHnn uenoctHocTn, aoctyn Kk OC ABpopa 610KMPYyeTCA KOMMNOHEHTOM securityd.
B aTom cnyyae Heobxoammo nepeaats MY agMUHUCTPATOPY A/1A MOBTOPHOM YCTAaHOBKM
OC Aspopa.
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5. PEKOMEHZAUWK NO YCTPAHEHNO BO3SMOMXHbIX OLUMBOK

Henctena

(Tabnunua 16).

No YCTPaHEHMIO

BO3MOMXHbIX OLWMOOK npmneedeHbl B Ta6nmu,e

Tabnnua 16
Ne Owmnbka MpU4MHa/pekoMeHaaumm No YCTPaHEHUIO
1 |HeBO3MOXHO [Ons nonyyeHuma obHosneHma OC ABpopa TpebyeTca A0CTyn K
BbIMOJIHUTL onpeaeneHHbIM pecypcam npeanpuaTna-paspaboTymKa.

obHOBNIEHMSA, T.K. HE
paboTaeT KHOMKa
«3arpy3mnTb»

TaKol A0CTyn NpeaoCTaBaAseTcs KAneHTam, 0dOpPMUBLLMM
TEXHUYECKYIO NOAAEPHKKY, BKAOUAIOLLYHO YCIYry 0OHOBMEHUS
OcC.

Bonee noapobHaa nHbopmaLma AOCTYNHA NO INEKTPOHHOM
noyte support@omp.ru

2 |He nony4vaetca [Mp¥ BO3HWUKHOBEHMN OLINOKK Npu ycTaHoBKe MI1, onncaHue
ycTaHoBUTb MI KoTopow npmuBeaeHo B Nn. 2.3.2.1, HeobxoanMmo obpaTnTbCA K
pa3paboTtunky Ml ana ero obHOBNAEHMA.
BHUMAHME! 3arpy3ka B ncKAOUMTENBHbBIX CTy4asX,
Hanpumep, B Cay4ae NPUMEHEHNA B MUIOTHbIX MPOEKTaX,
AOMycKaeTca AeakTuBaUma nepekatodatena « Bkaounts
Ba/MJaLmMo naketoB» (cm. PucyHok 98)
3 |Owwnbka cepTndmkata |OanH N3 OBEPEHHBIX CEPTUPUKATOB, BXOAALLMX B TPETbE
nokonexune OC, ycTapen, B pe3yabTaTe Yero bbina yTpayeHa
NOBEPEHHOCTb PECYPCOB, NOAMMCAHHBIX TAKMMMN
ceptTudmnKaTamm
4 |T1pn nonyvyeHmn Mpobnemsbl ¢ ceTeBbiMm goctynom MY k MMO. Ecamn npu
0OHOBNEHNI C CKaumBaHumM M1 nponcxoanT CETEBOM Pa3pbiB, TO
MNro «Aspopa UeHTp» |[nocneaytoume MIT CTaHOBATCA B o4epe/ib U UX YCTaHOBKA He
oTobparkaeTcs nponcxoamnT
yBeaomaeHune
«Appmanager is busy»
5 |OTtobparkaeTca YcTaHOBAEHHbIN Ha MY mdm-KaneHT (Hanpumep, KAMEeHT
yBeaoOMeHne MMNO) 3anpelaeT obHoOBMEHNUs Yepe3 MHTepderc MY
«YnpasneHue

obHoBneHmnem OC
3anpeLeHo»
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OwwubKa

MpuynHa/pekoMeHaaLUm No YCTPaHEHMIO

MY 3a610KMpPOBaHO,
TpebyeTca naponb

Heobxoammo obpatntbea K aammnHncTpatopy MY amnbo
onepaTopy MMNO ana cbpoca napona MY, NOAKNOYEHHOTO K
cetn VIHTepHer.

[Ona cbpoca napona agMmmHmUcTpatopa MY npm oTcyTCTBMM
noakntodeHma K MMNO Heobxoammo 0bpaTnTbCA B CepBUCHbIN
LleHTp ana nosTopHOM ycTaHoBKM OC ABpopa

HACTPOWKM AaTbl U
BPEMEHM

7 |Mpw yctaHoBke RPM  |HecoBmecTmocTb katoden B OC m Katoven, KOTOPbIMU
Ha MY BO3HMKaeT noanuncaHo M.

OlWnbKa Heobxoammo nepenoanuncate MIM anbo ncnonb3osatb OC c
KntoYamu, cooTseTcTByroWwmmm M1

8 |lMonb3oBaTenb 3abbin |HeobxoamMmo 0b6paTUTbCA K aAMUHUCTPATOPY ANA cbpoca
naponb MY naponsa MY

9 |AamunHucTpaTtop 3abbin Heobxoammo obpatutbea k onepatopy MNMO ana cbpoca
naposb MY napona MY, noAKNOYEHHOTO K ceTh HTepHeT.

[Ons cObpoca naponsa aammHucTpatopa MY npm oTcyTCTBUM
noakntoveHus K MNMO Heobxoammo obpatnTbca B CepBUCHbIM
LleHTp ana noBTopHOM ycTaHoBKK OC ABpopa

10| Nocne 3arpyskun YbeamsLumce, 4yto MY nmeeT gocTyn K ceTn MHTepHeT un 3apas,
obHoBneHnn Ml Ha akkymynatopa MY coctasnseT He meHee 50%, HeobXxoaANMO
MY oHo He OCYLECTBUTb NPUHYANTENIbHOE OOHOB/IEHWE, BbINONHNB
obHOBMNOCH cneayrouime AencTemna:

— OTKPbITb DKPaH NPUAOKEHMN, NpoBeaa No JomallHemy
SKPaHy CHWU3Y BBEPX;

— NepenTn B MyHKT MEHIO CUCTEMHbIX HAaCTPOEK
«O6HoBneHna OC ABpopa», Noc/sie Yyero BblbpaTb NMYHKT
«MpoBepuTb HanMyme oOHOBIEHNINY.

Ecav nocne BbINONHEHNA ONMUCaHHbIX AencTBuit MIT He Bbino
yCTaHoBAEeHO 60 06HOBNEHO, HEODXOAMMO NPOBECTM
aHa/IN3 CUCTEMHbIX coobLeHMI (cm. noapasaen 4.1)

11 |HeBO3MOXHO [aHHaa pyHKLUMA OTKIOYEHA C MOMOLLLbIO MOANTUKN
cobpocntb MY K 6e30nacHOCTM, HEODHXOAMMO OTKAOYUTL AAHHYIO MOIUTUKY B
3aBOCKMM MeHto besonacHocTh (cm. noapasaen 4.3)

HaCTPOMKam
12 |HepgocTynHbl JaHHaa pyHKLMA OTKIOYEHA C MOMOLLLbIO MOANUTUKN

6e30MacHOCTN, HEODXOAMMO OTKOUMTL AAHHYIO MOJUTUKY B
MeHto besonacHocTh (cm. nogpasaen 4.3)




B HacToAwem AOKYMeHTe MNPUHATHI

(Tabnunua 17).

143
AOMTI.10034-02 91 01

NMEPEYEHb TEPMWUHOB ¥ COKPALLEHUI

cneayrouwmne TepMMHbI U COKpalleHnA

Tabnnua 17
TepmuH/
P Pacwundposka
CoKpalleHue
AOMWUHUCTPATOP Monb3oBaTenb, 06n1aaatoWmMii NpaBamm Ha BbINOJIHEHME OnepaLni,

CBA3adHHbIX C aAMUHUCTPUPOBaAHNEM CUCTEMbI

bA

ba3a AaHHbIX

Bepcuma OC Aepopa

1)KopnopaTtmsHas Bepcus - ncnonHeHne OC Aspopa,
npeaHa3HavYeHHoe A5 OpraHM3aUmMmn A0BEPEHHbIX MOOUAbHbIX
pabouymx MecT, Ha KOTOPbIX He NponcxoanT obpaboTKa
MHPOPMaLMK, MOANEXKALEN 3aLLUNTE B COOTBETCTBMM C
3aKOHOAaTeNbCTBOM Pd;

2)CepTudnumpoBaHHada Bepcua - ucnosnHenne OC Aspopa,
npolleauiee cepTUPUKAUMOHHbIE UCMbITAHNA B CUCTEME
cepTMdMKaLMM HOPMATUBHbIX perynatopos PO (PCTIK Poccun,
®CB Poccum), umetolee COOTBETCTBYHOLLMIA KOMNAEKT
NPOrpamMmmHbIX JOKYMEHTOB U FOTOBbIE K CEPUMHOMY
NpPOM3BOACTBY. [peaHa3HayYeHbl 414 OpraHM3aLUmm OBEPEHHbIX
MOOUNbHbBIX Paboynx MecT, Ha KOTOPbIX NPoMCcXoanT 0b6paboTKa
MHDOPMaLIMK, MoANEXKALLEN 3aLLUMNTE B COOTBETCTBMM C
3aKoHoAaTenbcTBOM P®. MoryT ncnonb3osatbca B [MC, Ha
ob6bekTax KN 1 B nHbIX perynnpyembix MC

2DA [ByxdaKTOpHas ayTeHTUDMKALUMA

NAD NaoeHTUOUKaUMA 1 ayTeHTUPUKaUMA

nc NHbopmaLMoHHas cMcTema

NPBO NHTepdenc PyHKLMOHANbHbIX BO3MOXKHOCTEN Be30nacHOCTH

KeoTa Ob6bem AMCKOBOro NPOCTPaHCTBA, BblAENAEMOrO
aAMMHNCTPATOPOM A5 3aNMCKU AAHHbIX YY4ETHbBIX 3aMncem
no/ab3oBaTenemn

KL, KOHTPONb LEeNOCTHOCTH

MB/, Poccumn MWHNCTEPCTBO BHYTPEHHUX Aen Poccuimnckon Peaepaumm

MIT MobunbHOE NpUNoKeHmne

MY MobunbHoe yCTPOMCTBO

M3 MexceTeBoe 3KpaHMpPOBaHMe

OC OnepaunoHHadA cucTema
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MNepekntoyaTens dnemeHT nHTepderca OC ABpopa, NpeAcTaBAAOWMIA COOON
CBETALLYIOCA TOYKY, PACMONOXKEHHYIO B MNOAE, M NO3BONAIOLLNM
BbIOpPaTb OAHO M3 COCTOAHMI, YaLle BCETO BKAOYEHNE NN
BbIKAtoYeHMe. Mpun akTUBaLMK NepekatodaTensd ToYKa HaynHaeT
CBETUTbCA ApYE, YEM B HEAKTUBHOM COCTOAHNM

Monb3oBaTenb JInuo, ncnonb3ytolllee CUCTeMY A1A BbINOJHEHNS 3a/10XKEHHbIX B
Hen QyHKUMI

Mpeanpuatre- Ob6LecTBO C OrpaHMYeHHON OTBETCTBEHHOCTbIO « OTKpPbLITaA

pa3paboTumk MobunbHan nnatpopma» (OO0 «OTKpbITad MobunbHas

nnaTpopma)

Nno MporpammHoe obecneyeHne
rnro MpuknagHoe nporpaMmmHoe obecneyeHune «ABpopa LleHTp»
MnePA [NpaBnaa pasrpaHnUYeHmna AOCTyna

CmapT-KapTa

YCTpoMcTBO, NpeaHasHavyeHHoe Ana 6e30NacHOro M 3alMLEeHHOro
PIN-KOOM XpaHEHMA CEKPETHbIX M 3aKPbITbIX KpMNTOrpadmyYecKmx
KNto4en, cepTUOUKATOB OTKPbLITBIX KAOYEN U APYTUX
ayTeHTUOMKALUMOHHbIX AaHHbIX. CMapT-KapTbl obecneymsatoT
MHDOPMALIMOHHYHO Be30MaCHOCTb NONb30BaTENA, TAKKe
ncnonbayetca Ana AByxGaKTOPHOM ayTeHTUPUKALMM ero
Bnagenbua. ObbIYHO MCMOIb3YHOTCA COBMECTHO CO CYMTbIBATENIEM
CMapT-KapT

cyanc CepBuC ynpaBaeHMa 4OCTYNOM K MHPOPMALIMOHHbIM CUCTEMAM
MB/l Poccumn

Cynepnonb3oBaTenb |llonb3oBaTenb, 061aaatolWmMin NpaBaMmn Ha BbINOJHEHWE BCex be3
MCKAOYEHMA ONepaLmii B cucTteme (B cMCTeMe MMeET N0TUH
«root»)

TokeH AyTEHTUPUKALIMOHHbIE AaHHbIE, KOTOPbIE BblAAOTCS
N0/1b30BaTEN0 NOC/E YyCNEeLWHOM aBToOpM3aLmMn 1 ABNAKOTCA
KAOYOM A5 A0CTyNa K cayKbam

yu, YAocToBepAOLWMM LEHTP

®B0O ®YHKUMOHANbHbIE BO3MOXHOCTN H@30MaCHOCTH

®C dannosana cuctema

J2BM DNEeKTPOHHO-BbIYMCANTENNbHAA MALLMHA

Sl DNEeKTPOHHaA NoANnCb

ACL Access Control List — cnncoKk KoHTpons AocTyna

Bluetooth® CraHaapT 6becnpoBoaHOM CBSA3K, obecneymBatoLLnil odmeH

NAHHbIMM MeXKay YCTPONCTBAMM Ha OCHOBE Y/IbTPAKOPOTKMX
PaAMOBO/H
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DAC Discretionary Access Control — AncKkpeumoHHoe pasrpaHmnyeHmne
npas 4OCTyna

eMMC Embedded Multimedia Memory Card — BcTpoeHHasn
MYNbTUMEAMNHAA KapTa NaMATH

GID Group |IDentifier — naeHTUPUMKaTOP rpynnbi

GSM Global System for Mobile Communications — rnobanbHbin
CTaHAAPT UMPPOBON MODUIBHOM COTOBOM CBA3M C pa3aeNeHneM
KaHanos no BpemeHn (TDMA) n yactoTte (FDMA)

GUI Graphical User Interface - pa3HOBMAHOCTb NO/1b30BATENBCKOTO
NHTepdenca, B KOTOPOM 31eMEHTbI MHTepdenca (MeHto, KHOMKM,
3HAYKM, CMUCKM), NPeaCTaBAeHHbIe MOb30BATENIO Ha ANUCTI/IEE,
MCNONHEHbI B BUAE rpaduyeckmx n3obparkeHnin

HPET High Precision Event Timer - Tainmep cobbITUN BbICOKOM TOYHOCTM

ICCID Integrated Circuit Card Identifier — BCTpOeHHbIN MAeHTUOUKATOP
SIM-KapTbl

ICMP Internet Control Message Protocol — npoTokon mexceTeBblIx
YyNPaBAAOLWMX COOOLLEHN N

IMA Integrity Measurement Architecture — mexaHn3m NpPoOBEPKMK
noanucK BUHapHbIX Gannos

JSON JavaScript Object Notation — TekcToBbIn popmaT obmeHa
NAHHbIMM, OCHOBAHHbIM Ha JavaScript

MD5 Message Digest 5 — 128-6UTHbIM aNTOPUTM XELIMPOBAHNSA

MTP Media Transfer Protocol — ocHoBaHHbI Ha PTP annapaTtHo-
He3aBMCUMbI NPOTOKO/, pa3paboTaHHbI KomnaHuen Microsoft
AN NOAKNOYEHMA LMDPOBLIX M1IEEPOB K KOMMbIOTEPY

NFC Near field communication - TexHonorms 6ecnpoBoAHON Nepeaadn
AAHHbIX Manoro pagnyca AenCTBUA, KOTOpPasa AaeT BO3MOXHOCTb
obMeHa JaHHbIMM MeXKay YCTPOMCTBAMM, HAaXOAAWMMMCA Ha
pPaccToAHMM okono 10 caHTUMeTpPOB

PID Process IDentifier — naeHTMdMKaTOp Npouecca

PIN-kog, Personal Identification Number - nepcoHanbHbI KO, COCTOALLMMA
13 4 undp, npeaHasHavYeHHbIN AN NoaydYeHnsa goctyna K SIM-
KapTe M NpeAoTBpaLlatolni ee HeCaHKLMOHNMPOBAHHOE
MCNONb30BaHME

PUK-kop, Personal Unlock Key - gononHuTtenbHbI Ko, COCTOALWMA 13 8

undp M NpumeHaembit ana pasbaoknposku SIM-KapTbl nocne
Heyda4yHoro BBoAa 3Ha4vyeHua PIN-koaa 3 pasa noapas
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TepmuH/
CokpaueHue

PacwudpoBska

RPM

Red Hat Package Manager — meHeaxep naketos Red Hat
obo3HavaeT aBe cyuwHocTh: dopmaT naketos 1O (RPM-nakeT) u
nporpamma, Co3aHHaa a1a ynpaBieHUA STUMKN NMaKeTaMu.
[Mporpamma No3BoONAET YCTAaHABAMBATL, YAANATb U 06HOBAATL 10

RPM-naket

®arin popmata RPM, Nno3BonstoLIMiA YyCTaHABANBATDL, YAANATb U
06HOBNATL NPUNOKEHNE Ha MY

SDK

MpoayKT, NpeaHa3HaYeHHbIM A1A pa3paboTyMKOB, MO3BONAIOLLMM
pa3pabaTbiBaTb NPUNOKEHNA (FpadUUeCcKmne KOHCO/bHbIE, CEPBUCI
M T.4.), KOMNUAMPOBATb MX ANS 3a4aHHON BEPCUMM ONEPALLMOHHON
CMUCTEMbI 1 3aMyCKaTb MNOAYYUBLLUMNCA BMHAPHbBIM KOA B IMyAATOpeE

SIM

Subscriber Identification Module — moaynb naeHTUPUKaLMM
aboHeHTa

SSuU

SourceSafe ana Unix — ytnnuta, obecneymsatollas AocTyn U3
KOMaH/AHOW CTPOKM K IOKANbHbIM U YAANEHHbIM PENO3UTOPUAM
Source Safe/VSS uepes TCP

SSH

Secure SHell — ceTeBoOM NPOTOKON NPUKNAAHOTO YPOBHS,
NO3BONAKOWMI NPON3BOANTDL YaaNneHHoe ynpasieHne OC u
TyHHenupoBaHue TCP-coeanHeHUM (Hanpumep, ANA nepeaaym
dannos)

ulD

User Identifier — naeHTMdMKaTOp NONL30OBATENA

USB

Universal Serial Bus — yHMBepcanbHas nocieaoBaTe/ibHasn LWMHA

VPN

Virtual Private Network — B1pTyanbHaa 4YacTHas CETb,
0606LleHHOe Ha3BaHWe TEXHONOMMI, NO3BONAOLWMX obecnevynTs
OZIHO WUNM HECKO/IbKO CETEBbIX COEAMHEHWNM (TOTMYECKYIO CETb)
noBepx Apyromn cetn (Hanpumep, cetn NHTepHeT)

WLAN

Wireless Local Area Network — 6ecnpoBoaHaa N1oKanbHan ceTb
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NMPUNONEHUE 1

YnpasneHue cnyxxbamu ¢ nomolubto systemd

B OC ABpopa systemd MCNOJIb3yEeTCA B KayeCTBE CUCTEMbl MHULMAAM3ALUMKM MO
YMONYaHWIO, KoTopas pa3paboTaHa ¢ y4eTom 06paTHOM COBMECTMMOCTM CO CLEHAPUAMM
MHUUMANU3AUMK SysV U NpeanaraeT cnelyrolme BO3MOXKHOCTU:

— MapannenbHbl 3aMyCK CUCTEMHbIX CTY»KO BO BpeMA 3arpy3KM CUCTEMbI;

— aKTMBaLMA AeMOHOB No TpeboBaHMIo;

— noAadepKa CHMMKOB COCTOAHMA CUCTEMDI;

— JIOTMKA yNpaBaeHua cny>kbamm Ha OCHOBE 3aBUCMMOCTEN.

NMMA: systemd, init —cayxba mHnumanmsaumm OC ABpopa.

OB30P:

systemd [OPTIONS...]
init [OPTIONS...] {COMMAND}

OMMCAHME: systemd npeactaBndaeT coboM CUCTEMHBIN M CEPBUCHbBIA MEHeOXeP
ans OC ABpopa. lMpu BbINOJIHEHUM B KayecTBe nepBoro npouecca 3arpy3ku (PID-1) oH
BbICTYNaeT B POAN CUCTEMbl WMHMUMANMU3ALMKM, KOTOPasa 3anyckaeT W MNOoAAepKMBaET
CEepPBUCbI MONb30BATE/IbCKOTO MPOCTPAHCTBA. 1A COBMECTMMOCTM C SysV, €CNM systemd
BbI3bIBAETCA KaK init M PID KoToporo He paBeH 1, oH b6yaeT BbINOAHATbL telinit W
nepenasaTb BCe apryMeHTbl KOMaHAHOW CTPOKM Be3 M3MeHEHMIA. 3TO 03HAYaeT, YTo init
M telinit B OCHOBHOM 3KBMBAJIEHTHbI, EC/IN BbI3bIBAOTCA M3 HOPMAAbHOTO ceaHca. [lpu
3aMycke B KayeCcTBe CUCTEMHOW WHCTAHUMM systemd MHTepnpeTupyet  dain
KOHOUIypauum system. conf, B MPOTUBHOM C/ly4ae —user.conf.

onunmn:

— -h, --help—ne4yaTaeT KOPOTKMI TEKCT MOMOLLM M BbIXOAMT;

— -—-test — onpeaenseT NoCAeaA0BaTENbHOCTb 3aMyCKa, BbIBOAUT €€ U BbIXOAMNT.
[aHHaa onuma NonesHa TONbKO ANA OTNAAKM;

— ——-dump-configuration-items - BbIBOANT KpaTKuI, npu 3TOM
MCYEPNbIBAOWMIA CMNCOK 3M1EMEHTOB KOHOUIypauymm, MCNOAb3YEMbIX B HACTPOEYHbIX
dannax moaynen;

— --introspect= — W3BNAEKaeT JaHHble camoaHanmsa D-Bus umHTepdelica. B
OCHOBHOM 3TO MO/IE3HO BO BPEMA MHCTANNAUMM ANA NONYYEHWUSA AAHHbIX, NPUTOAHbIX AN
peno3utopua D-Bus mHTepdercos. MNpn HEOOXOAMMOCTM UMA MHTepdenca MoXKeT DbiTb
YKa3aHO ANA [AaHHbIX CamMoaHanm3a. Ecav oHO NponyleHo, AaHHble camoaHann3a
BbIBOAATCA ANA BCEX MHTEPDENCOB;

— -—-unit= — YyCTaHaBAMBAET MO YMOJYAHWUIO MOAYAb ANA aKTUBALMW NpU
3anycke. Ecam He yKazaHo, no ymondaHuto — default.target;
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— --system, --user — HaMNpPaBAAET CUIHaA systemd 3aMyCTUTb CUCTEMHYHO
MHCTaHUMIO (COOTBETCTBEHHO, NO/1b30BATENBLCKYIO MHCTAHLMIO), AaxKe ecan ID npouecca He
paBeH OAHOMY, T. €. systemd He BbINOAHAETCA (COOTBETCTBEHHO BbINOAHAETCA) B
KayecTBe npouecca MHUUManm3aummn. OBbIYHO HeobxoAMMOCTb 33[aBaTb 3TW OMNUMMU
OTCYTCTBYeT, T.K. systemd aBTOMATMYECKM OMNpeaenseT pexum CBOEro 3anycka.
CnepnoBaTtesibHO, 3TV BapMaHTbl Masio MOE3Hbl, KDOME C/Ty4as OTAAAKM.

BHUMAHME! 3arpy3ka n nogaeprkka NOAHOW CUCTEMbI C systemd, 3aMyL,EeHHON B
pexxmme --system npu PID, He paBHOM 1, He obecneymBaeTca. Ha NpakTuke 3afaHue
ONUMN ——system ABHO MMEET CMbIC/1 TO/IbKO B COYETAHNM C ONUMEN —test;

— -—-dump-core —JaMn Aapa Npu aBapMnHom oTkase. Onuma He uMeeT adpdeKTa
B C/ly4ae 3amnyckKa B NOJIb30BATE/IbCKON MHCTAHLUMNK;

— —-crash-shell — 3anyckaeT shell npu cboe. ONuma He nmeeT 3ddPeKTa B
C/ay4ae 3anycka B N0/1b30BaTENbCKON NHCTAHUMK;

— --confirm-spawn — 3anpalWwunBaeT NOATBEPKAEHME NPU PA3MHONKEHNM
npoueccos. Onuma He umeeT adpdeKTa B Cay4vae 3anycka B N0/1b30BATENBCKON NHCTAHUMM;

— -—-show-status= — 0TODpPaXKaET CKATYH CTATYCHYO MHDOPMALMIO O cepBMCaXx
npu 3arpyske. Onuua He wumeeT 3PpPeKTa MNpPU BbINOAHEHMM B MOJb30BATE/NbCKOM
MHCTaHUMK. TlpUHMMaeT OyneBbld apryMeHT, KOTOPbIA MOXET OblTb MNPONnyLleH, 4To
MHTEPNPETUPYETCA KaK true;

— --sysv-console= — onpegenser, 6yaer Au BbiBOoA SysV cKkpunTa
MHULUMANAN3AUMM HaNpaBAeH Ha KOHCOoNb. Onuma He umeeT saddeKkTa Npu BbINOAHEHUN B
NO/1b30BATENBbCKON MHCTAHUMWU. [pUHUMaEeT OyneBblit apryMeHT, KOTOPbIM MOMKET ObiTb
NPONYLLEH, YTO MHTEPNPETUPYETCA KaK true;

— --log-target= — 334aeT NPUEMHUK ANA COOOLEHNN O CODbITUAX. APrymeHT
[ONKeH OblTb OAHUM U3 cneayloumx: console, syslog, kmsg, syslog-or-kmsg,
null,

— --log-level= — 33[3a€T YPOBEHb XYPHA/INMPOBaHMA. B KauyecTBe aprymeHTa
NPUHUMAETCA YMCNOBOM YPOBEHb KYPHAZMPOBAHMA MM XOPOLIO M3BECTHbIE syslog (3)
CMMBOJ/INYECKNE MMEHa (B HUXKHEM pel'l/ICTpe): emerg, alert, crit, err, warning,
notice, info, debug;

— --log-color= — BblAENAET Ba)KHble XypPHa/bHble cO0bUIEHNA. [pUHUMaEeT
6yneBbI aQPryMEHT, KOTOPbIA MOXKET BbITb NPONYLLEH, YTO MHTEPNPETMPYETCA KaK true;

— --log-location= — BK/ItOYaeT pPACMNOJIOKEHMA B KOAE B XYPHa/ibHble
coobuleHns. 3To Hanbonee 3HaYMMO ANs Lenein oTnagku. MpuHMmaeT ByneBbln apryMeHT,
KOTOPbIM MOXEeT ObITb MPONYLLEH, YTO MHTEPNPETUPYETCA KaK true;

— -—-default-standard-output=, --default-standard-error= — 3a4d€eT
BbIBOA, MO YMOAYaAHMIO AN BbIBOA OWMOOK A1A BCEX CEPBMCOB M COKETOB, T. €. yNpasadeT
3HaYeHnem no yYyMON4YaHUK ANnA StandardOutput= W 444 StandardExecute.
BocnpmMHMMaeT OAHO W3 CcAeaylowMx 3HaAYeHWM: inherit, null, tty, syslog,
syslog+console, kmsg, kmsg+console. ECAM aprymeHT nponyweH, no yMOAYaHUIO
CYMNTaeTCA inherit.
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APXUTEKTYPA: systemd npeayCMaTpmMBaeT CUCTEMY 33aBUCUMOCTEN MeXay
Pa3HbIMM  31EMEHTAMW, Ha3biBAEMbIMM  «units»  (OHUTbI). HKOHWUTbI  MHKANCYAMPYHOT
0OBEKTbI, BaXKHble A1 3arpy3KM CUCTEMbI U NOAAEPHKKM.

BONbLWNHCTBO IOHUTOB HACTPOEHbI B palifax KOHPUTYpaLMK FOHUTOB, CUHTAKCKC U
6a30Bbli Habop oONuUMI KOTOPbIX OMMCAH B systemd.unit (5), OAHAKO HEKOTOPble
CO34a0TCA aBTOMATUYECKU M3 APYIrMX KOHOUIypauuit UanM AMHAMUYECKM M3 CUCTEMHbIX
CTPYKTYP.

FOHUTbI MOryT ObITb active (4To noApasymeBaeT started, bound, plugged
in, B 3aBMCMMOCTW OT TMMNa YCTPOMCTBA), WAM inactive (4YTO NoApasymeBaeT stopped,
unbound, unplugged...), @ TAK}Ke HaXOAMUTbCA B NpoLecce akTUBaLMK UK AeaKTMBaLUMK,
T.e. MeXay ABYMS  COCTOSHMAMM  (3TUM  COCTOAHMA  Ha3bIBAOTCA activating,
deactivating). TakKe BO3MOXHO cneuyanbHoe COCTOsIHNE failed, CXOXeEe C inactive
M BO3HMKalOWEe, KOrha CepBMC noTeprnes Heyaady Ha HekoTopom nytu (npouecc
BO3BPATM/l KO OWWOKM Ha BbixoAe, MoTepnen Kpax Wan Tarm-ayT onepauun). Mpwu
BO3HWUKHOBEHUN [JAHHOTO COCTOAHMA MNPUYMHA PErucTpUpyeTca B KypHane Aana
NaNbHEMNLWero NCNonb30BaHMA.

BHUMAHME! PaznnyHble Tunbl tOHWUTOB MOrYT MMETb pPAA  AOMNOJIHUTENbHbIX
NOACOCTOAHMMN, OTODpaXKaeMblx Ha 5 0600WEHHbIX COCTOAHUIA FOHUTOB.

JloCTynHbI cneayrowme TUMbl OHUTOB:

1) Service units, ynpaBastoulMe AeMOHaMM M MPOLECCaMM, M3 KOTOPbIX OHM
COCTOAT. 3@  AONONHWUTENbHOM  MHPOpMauumen  HeobxoaMmo  obpawlaTbcs K
systemd.service (5);

2) Socket units, WMHKancyaupytolwme nokanbHble IPC MaM ceTeBble COKeTbl B
cucTemMe, MNONE3Hbl MPU  aKTMBALMKM HA OCHOBE COKeTOB. 3a [AOMNOJHUTE/IbHOM
MHbOpMaLUMeNn O socket units HeobOXOAMMO 00OpaWATbCA K systemd.socket (5), 00
aKTMBALUMM Ha OCHOBE COKETOB M APYrMx Gopmax akTMBaLMM — K daemon (7);

3) Target units — MNOME3Hbl AAA TPYNNUPOBKU HOHUTOB WM obecnedyeHun
XOPOLUO M3BECTHbIX TOYEK CUMHXPOHM3ALMK B MpoLecce 3arpy3kn. 3a A0MNOJIHUTE/IbHOM
MHbOpPMaLMen HeobXoaANMMO 0DpaLLAThCA K systemd. target (5);

4)Device units — npeactanaloT MY sgpa B systemd WM MOryt ObiTb
MCMOb30BaHbl A5 BbINOJHEHUA aKTMBALUMM Ha OCHOBE YCTPOMCTB. 33 A0MNOJHUTEbHOM
MHbOpPMaLMen HeobXxoaAnMMO 0bpalLaThCA K systemd.device (5);

5)Mount units — ynpaBASAOT TOYKAMM MOHTMpPOBaHMA B PC. 33 AONONHUTENBHON
MHbopMaLmen HeobxoaAMMO 06pPaLLATLCA K systemd.mount (5)

6) Automount units — ob6ecne4ymMBatdOT BO3MOMKHOCTU aBTOMOHTUPOBAHWUSA AR
MOHTMpoBaHMA @OC no TpeboBaHMIO, a TaKXKe napaanenMsaumm 3arpysku. 3a
NOMNONHUTENbHOM MHPOPMaLME HeobxoaMmMo 06paLlaThCA K systemd. automount (5);

7) Snapshot units — MOryT ObITb MCNOAb30BaAHbI A1 BPEMEHHOIO COXpPaHeHus
COCTOSIHUM MHOECTBA IOHUTOB systemd, KOTOpblE NMO34HEEe MOryT ObiTb BOCCTAHOB/IEHbI
NPU aKTMBALUMM COXPAHEHHOro snapshot unit. 3a AONONAHUTENLHOM MHPOPMaLMeEN
HeobxoAMMO 0bpaLLaThCA K systemd. snapshot (5);
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8) Timer units — WCMNOAb3YKOTCA ANA 3anycKa aKTMBaALMKM APYrUX HOHUTOB,
OCHOBbIBAsACb Ha TaMMepax. 3a AONOAHUTENBHON MHPOPMaLMeENn HeobxoamMmo obpallaTbea
Ksystemd.timer (5),;

9) Swap units — CXO¥W C mount units, MHKaNCynMpytT pasaenst nam dannb
noakavykm namaTtn OC ABpopa, onmcaHme KOTOpbIX NPUBELAEHO B systemd. swap (5) ;

10) Path units — MOryT BbiTb MCNONBL30BaAHbI AN AaKTUBALMK APYrMX CEPBUCOB
npu M3MeHeHMn n moandukaumm obbvektoB PC. 3a AONONHUTENBHON MHPOPMALMEN
HeobxoAMMo 0bpallaThcA K systemd.path (5).

FOHUTBI MMEHYIOTCA TaK XKe, Kak MX KOHOUTrypaLUyMoHHble dalnbl. HEKOTOpPbIE IOHUTDI
MMEeOT COBCTBEHHYO 0CODEHHYIO CEMAHTUKY.

Systemd M3BECTHbl pPa3AMyHble BMAbl 3aBUCMMOCTEM, B T.4. 3aBMCUMOCTMU
TpeboBaHMA NONOKMTENbHbIE U OTpULATENbHbIE (HAaNPUMepP, Requires= U Conflicts=),
a TaK)Ke 3aBMCMMOCTM o4YepeaHOCTN (After= M Before=). 3aBUCUMOCTM OYepPeaHOCTU U
TpeboBaHMA OPTOroHasbHbl. Ecam  mexay ABYMS OHUTAMKU  CYLECTBYET TO/bKO
3aBMCUMOCTb TpeboBaHWA (Hanpumep, foo.service TpebyeT bar.service), HO He
3aBMCMMOCTb 04YepeaHOCTM (Hanpumep, nocne foo.service um bar.service), U o0ba
3TUX HOHMTA 3aMNPOLLEHbI Ha 3aMnycK, OHM ByayT 3anycKkaTbca NapannenbHo. Hannume obeunx
3aBMcMMocCTer TpeboBaHMA M O4epeiHOCTM MeXKay ABYMS HOHUTAMK ABASETCA 0OLMM
wabnoHom. Kpome TOro, OONbLWWHCTBO 3aBMCMMOCTEM HESABHO CO3[aeTca U
noAAepKNBaAETCA systemd.

TakKe  MMeeTcs  BO3MOMHOCTb  BPYYHYO  00bABNATb  AOMNOAHUTENbHbIE
3aBMCMMOCTW, OHAKO 3TO He ABAsSeTCcA 00653aTeNbHbIM.

MpuKknagHbie NPorpammbl U HOHUTLI (Yepe3 3aBUMCMMOCTM) MOryT noTpeboBaTb
M3MEHEHWNA COCTOAHMA IOHUTOB. B systemd 3T TpebOOBAHMA MHKAMNCY/IMPYHOTCA B jobs U
NOAMAEPKNBAOTCA B job-ouepean. Jobs MOryT YCMEWHO BbINONAHUTLCA WAM NOTEPNETb
Heyaady, UX BbIMONHEHME YynopaAao4YeHO B COOTBETCTBMM C 3aBMCUMOCTbIO O4YepeiHOCTM
IOHWMTOB, HA KOTOPYH OHM DbINN 3aNNaHUPOBAHbI.

Mpw 3arpy3ke systemd aKTUBMPYET IOHUT TUNA target default.target, paboTa
KOTOPOro 3aKAto4aeTcA B  aKTMBAUMKM  3arpy*aemblX CEpBMCOB W APYrMX HOHUTOB,
3arpy’Kaemblx C MOMOLLbO 3aBMcKMMocTel. OBbIMHO MMA AQHHOrO OHWTA NpeacTaBaAeT
cobon nCeBOOHMM: CCblIKA Ha graphical.target (418 NOAHOPYHKLUMOHANbHbIX
3arpy3ok B MNONb30BATeNbCKMIM  UHTepdelnc) uAM Ha multi-user.target (Ans
OrPaHMYEHHOM TONbKO KOHCO/IbIO 3arpy3kM Mpu MCNOAb30BaHWMM BO BCTPOEHHbIX WK
CepBepHbIX cpeaax am MM nogobHbIX; NTOAMHOMKECTBO graphical.target).

AOMMHUCTPATOP MMEEeT BO3MOMKHOCTb cAenaTb ero nceBgoHMMOM K ntobomy
NPYroMy IOHUTY TUNA target. 3a AONOAHUTENbHOM MHPOPMALMEN O IOHUTAX TUMNA target
HeobxoAnMMo 0bpallaThCa K systemd. special (7).



151
AAMT.10034-02 91 01

[Mpoueccobl-NOTOMKM systemd MNOMELWAOTCA B OTAE/ibHble TPynnbl ynpaBaeHUA
OC ABpoOpa C TaKUMM Ke MMEHAMM, KaK Yy HOHMUTOB, K KOTOPbIM OHM MNPUHAANEXAT, B
COOCTBEHHOM Wepapxmm systemd, KOTOPbIA WCNOAb3YET 3TO AN8 3PPEKTUBHOrO
OTC/NEeXMBaHMA NpoueccoB. MHPopmauma O rpynne ynpaBaeHua NoAAePKMBAETCA B A4pe
M AOCTynHa ¢ nomoulbto mepapxmumn ®C (noa /sys/fs/cgroup/systemd/) UAN B TaKMUX
MHCTPYMEHTAX, Kak ps (1) (ps xawf -eo pid,user,cgroup,args OCODEHHO No/se3Ha
ONA NONYYEHMA CNMCKA BCEX MPOLLECCOB M IOHUTOB systemd, KOTOPbIM OHM MPUHAANENKAT).

Systemd B OONbLION CTENEHM COBMECTUMA C CMCTEMOM SysV init: SysV init
CKPUNTbI NOAAEPHKMBAKOTCA M YNTAIOTCA KaK dalnbl KOHOUIypaLMM anbTepPHATUBHOIO (XOTA
M orpaHmyeHHoro) d¢opmata. ObecneymBaetcs SysV /dev/initctl wWHTepdenc,
AOCTYyNHa COBMECTMMAA peanmsauma pas/IMiyHbIX SysV KIMEHTCKUX MHCTPYMEHTOB, a TaKXKe
NOAAEPKMBAOTCA  pa3ninyHble  ycTosBlimeca  UNIX-OYHKUMOHANbHOCTK, Takue  Kak
/etc/fstab wau b utmp.

Systemd MMeET MMHMMANbHY CUCTEMY TPaH3aKUMA: B C/lydyae HeobXxoaAMMoCTm
3aNyCTUTb WAWM BbIKNKOUYUTb FOHUT systemd W BCE €ro 3aBUCMMOCTM ByayT AobasBaeHbl BO
BPEMEHHYIO TpaH3akuuto. [anee cnelyeT NpPOBepPKa Ha NpeameT TOro, ABAAETCA /U
TPaH3aKLUMA NOCNeA0BaTENbHOM (ABNAETCA M NOPSAA0K BCEX OHUTOB HE3ALMKAEHHbIM):

— €C/IN HeT, systemd NOCTAapaeTCca NCAPaBMTb 3TO M YOAAUT U3 TPaAH3aKUMK jobs,
He ABNAKLWMECA HEeODOXOAMMbIMM, YTO MOXKET NpPeaoTBPaTMTb 3alMKAMBAHME. Takxke
systemd MNbITaeTCA NOAABUTb B TPAH3aKLUMKU jobs, CNOCOOHblE OCTAHOBUTL 3aMyLLEHHbIN
CEPBUC M He ABAAOLLIMECA HEODXOAMMbIMUK. Kpome TOoro, NpoBepseTcs, ABAAIOTCA N jobs
M3 TPaH3aKUMM NPOTMBOPEYMBbLIMM jobs, KOTOPbIE yXKe HaxodAaTca odepean. Ecam aa,
TpaH3aKLUmMA, BEPOATHO, byaeT NnpepBaHa;

— eCAn A3, TPaH3aKumMA ABAAETCA NOCNea0BaTeNbHOM U ee BAMAHME CBEAEHO K
MWHMMYMY, OHa o0ObeaMHAETCA CO BCEMW YXKe oXuaatouwmmm o06paboTkM jobs M
nobasnseTca B odepeb BbIMOJAHEHMA. DTO O3HAYaeT, YTO A0 BbINOAHEHMA 3aTpeboBaHHOM
onepaumn systemd byaeT NpoBepPATb, YTO ONepaLma MMEET CMbIC/, UCNPABAATL ee, eCn
BO3MOXHO, U, €C/IM OHa AENCTBUTENbHO HE MOXKET paboTaTb, OTMEHMUT ee.

Systemd COAEPMMT BCTPOEHHYIO peanmn3aumio 3afay, KOTopble A0/KHbI OblTb
BbINOJIHEHbI KaK YacTb npouecca 3arpy3kn. Hanpumep, yCTaHaBAMBAET MMA XOCTa WM
KOHPUIYpPUpPYEeT NeTAeBoe YCTPOMCTBO CETU, HACTPaAMBAET U MOHTUPYET pa3nmyHblie ®C API,
TaKMe Kak /sys WU /proc.

[ns nonyvyeHns AONONHUTENbHOM MHDOPMALUMM O MOHATUAX U NOEAX, 3a10KEHHbIX
B systemd, Heobxoammo obpatlatbes K Original Design Document[2].

BHUMAHMWE! HekoTopble uHTepdelchl, npeaocTaBasemble systemd, cCoAepat
Interface Stability Promise[3].

NAMNKN MOBO:

Manku CUCTEMHbIX FOHUTOB

CUCTEMHbIN  aAMWUHUCTPATOP systemd YMTaeT KOHPUIypaLMIO HOHWUTOB K3
Pa3INYHbIX NanoK. MNaKeTbl, *Kenatolime yCTaHOBUTb Gainbl OHUTOB, AO/KHbI PAa3MECTUTb
MX B ManKy, BO3BPaALLaEMOMN KOMAHAOM:
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pkg-config systemd --variable=systemdsystemunitdir

Apyrnmm npoBepAeMbIMM nankamm ABNAKOTCA
/usr/local/lib/systemd/system M /usr/lib/systemd/system.

[Monb3oBaTeNbCKAs KOHPUrypaums Bcerga WMMeeT npUMopuTeT. pkg-config
systemd --variable=systemdsystemconfdir BO3BpallaeT MyTb K Manke CUCTEMHOM
KoHOUrypauumn. MakeTbl 4OMKHbI M3MEHATb COAEPKMMOE 3TUX NMAMNOK TONbKO C MOMOLLbIO
KOMaH4 enable MW disable MHCTPYMEHTA systemctl (1).

MNankn Nonb30BaTeNbCKUX IOHUTOB

MoaobHble NpaBuaa NPUMEHAIOTCA ANA NAaNOK NO/1b30BaTE/bCKMX FOHUTOB, OAHAKO
Haxo4MTb OHUTbI B A@HHOM Cayyae cneayeT no cneumdukaumm XDG Base Directory [4].
M1 AONXHbI TOMECTUTbL CBOW Gai/ibl OHWUTOB B MarnkKy, BO3BPaLEHHON KOMaHAO0M:

pkg-config systemd --variable=systemduserunitdir

FnobanbHas KOHPUrypaums BbINOAHEHA B Marnke, 0 KOTOPOW coobliaeT KOMaHAa
pkg-config systemd --variable=systemduserconfdir. KomaHAbl enable W
disable MHCTPYMEHTa systemctl (1) MorytT obpawlatbcs ¢ oboMmmn BMAAMM HOHUTOB:
rnobanbHbIMK (T. €. ANA BCEX MONb30BaTENEN) M YAaCTHbIMK (4149 O4HOro NoAb30BaTeNS),
paspellan/3anpeLuan ux.

Mankn ckpuntos SysV init

Mankm CKpUNTOB SysV init pacnonaralTca mMexay AucTpubytmBamu. Ecaum
systemd HE MOXET HaWTU POAHOM unit ¢ann ana Tpebyemoro cepsuca, oH byaer
OCYLWECTBAATL MOWCK CKPUNTA SysV init TOrMO € CamMoro MmeHu (C yaaneHHbIM
cyddurKcom . service).

Manka mexaHn3ma ccbinok SysV runlevel

feonokauma nankM MexaHM3Ma CCbIIOK SysV runlevel pPas/IMYHO MeXAay
ANCTPUOYTUBAMM. Systemd Y4MTbIBAET MEXAHM3M CCbIIOK, ONpeaenas, A0KEH M CepBUC
ObITb BKAIOYEH.

BHUMAHMWE! service unit €O BCTPOEHHbIM unit KOHPUIypaUMOHHbIM danaom
He MOXeT ObITb 3anyLLEH NP aKTUBM3ALUMM €r0 B MEXAHM3ME CCbINIOK SysV runlevel.

CUTHAJbI:

— SIGTERM — MOC/Ae MNOJYyYeHMA [OaHHOrO CUrHafa CUCTEMHbBI MeHeaxep
systemd CEpManmn3yeT ero COCTOAHME, Nepe3anyCKaeTca U AecepmannlyeT CoOXpaHeHHoe
COCTOAHME NOBTOPHO. B OCHOBHOM 3TO 3KBMBANEHTHO CAedytoleMy: systemctl daemon-
reexec,

— systemctl daemon-reexec — TM0O/Ib30BATENbCKUM MeHeaKep systemd
3aNyCTUT exit.target unit, KOrda NPUMMET JAaHHbIK CuUrHan. B OcCHOBHOM 3TO
3KBMBA/IEHTHO: systemct]l --user start exit.target;

— SIGINT — nocae NoAyYeHMA AaHHOMO CMrHaNa CUCTEMHBIM MeHeaKep systemd
3aMyCTUT KOHWUT ctrl-alt-del.target. B OCHOBHOM 3TO 3KBMBA/NEHTHO: systemctl
start ctl-alt-del.target;
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— systemctl start ctl-alt-del.target — MNO/b30BATENbCKUM MeHeaXKep
systemd NOCTYNUT C A@HHbIM CUTHA/IOM TEM e CNOCODBOM, YTO 1 C CUTHANIOM SIGTERN;

— SIGWINCH — nonyvus ﬂ,aHHbIVI CUTHan, CUCTEMHbIM meHegxep 3anyCtuT HOHUT
kbrequest.target. B OCHOBHOM 3TO 3KBMBANIEHTHO: systemctl start
kbrequest.target;

— systemctl start kbrequest.target — MOAb30BATENLCKMA MeEHeaXepP
systemd UTHOPMPYET AaHHbIA CUTHAN;

— SIGPWR — nonyvus ,£I,aHHbIl\/'I CUTHan, CUCTEMHbIN meHegxep 3anyCtuTt HOHUT
sigpwr.target. B OCHOBHOM 3TO 3KBMBA/IEHTHO: systemctl start sigpwr.target;

— SIGUSRI1 — nony4uvs LI,aHHbIlZ CUIrHan, CUCTEMHDbIN meHegxep 6y,£|,eT NblTAaTbCA
NpPUCOeaMHUTLCA K LWnHe D-Bus;

— SIGUSR2 —MNOAy4unB LI,aHHbIl\/Jl CUTHan, CUCTEMHbIM meHegxep uemMKom 3annuweT
B coobuleHMe O CODbITUAX CBOE COCTOAHME B 4YMTaemon opme. 3anmcaHHble AaHHble
OyayT TaKMe e, Kak BbIBOAMMbIE KOMAHAOM: systemctl dump;

— SIGHUP — MOJIHAA nepes3arpy3ka KoHburypaumm gemoHa. B OCHOBHOM 3TO
3KBUBA/IEHTHO: systemctl daemon-reload;

— SIGRTMIN+0 — BXOAUT B pPEXMM NO YMOJYAHUIO, 3aMyCKAET OHUT
default.target. B OCHOBHOM 3TO 3KBMBA/NIEHTHO: systemctl start default.target;
— SIGRTMIN+1 — BXOAUT B cnacaTeNbHbll pexnm, 3anyCKaet HHUT
rescue.target. B OCHOBHOM 3TO 3KBMBA/NIEHTHO: systemctl isolate rescue.target;
— SIGRTMIN+2 — BXOOANT B aBapl/IVIHbIVI pexXnm, 3alnycCKaeT FHOHUT

emergency.service. B OCHOBHOM 3TO 3KBMBA/IEHTHO: systemctl isolate
emergency. service,‘

— SIGRTMIN+3 — oOCTaHaBamMBaeT MY, 3anyckaeT OHUT halt.target. B
OCHOBHOM 3TO 3KBWMBA/IEHTHO: systemctl start halt.target,

— SIGRTMIN+4 — BblK/toYeHMe NuTaHnAa MY, 3anycK toHWUTa poweroff.target. B
OCHOBHOM 3TO 2KBMBA/IEHTHO systemctl start poweroff.target;

— SIGRTMIN+5 — nepesanyck MY, 3anycK tOHUTA reboot.target. B OCHOBHOM
3TO 3KBMBA/IEHTHO: systemctl start reboot.target,;

— SIGRTMIN+6 — nepesanyck MY Cc nomouwbld kexec, 3anycK HHWUTA
kexec.target. B OCHOBHOM 3TO 3KBMBA/NIEHTHO: systemctl start kexec.target;

— SIGRTMIN+13 —Hemea/aeHHaa ocTaHOBKa paboTbl MY;

— SIGRTMIN+14 — Hemed/leHHOe OTKAYeHue nuTaHmna MY;

— SIGRTMIN+15 — Hemed/ieHHaA nepesarpyska MY;

— SIGRTMIN+16 — Hemed/sieHHaA nepesarpyska MY ¢ kexec;

— SIGRTMIN+20 — AenaeT BO3MOMHbIM BbIBOA, CTaTyCHbIX COOOLIEHWI Ha
KOHCO/Ib, B T.4. BbI3BaHHYIO MNapaMeTpoOM systemd.show status=1 B KOMaHAHOW CTPOKe

AApa;



154
AAMT.10034-02 91 01

— SIGRTMIN+21 — OTMEHa BO3MOXHOCTM BbIBOAA CTATyCHbIX COOOLIEHMA Ha
KOHCO/Ib, B T.4. BbI3BAaHHYIO NapaMeTPOM systemd.show status=0 B KOMaHAHOW CTpOKe
aapa.

MEPEMEHHbIE CPEAbBI N OKPYXKEHME:

— S$SYSTEMD LOG LEVEL — systemd YMTaeT log level W3 3TOW MepemeHHOM
OKpY*KeHMA. [laHHaA HAaCTPOMKa MOXKET bbITb NepeonpeaeneHa ¢ NOMOLLbI ONuUMKU —-1log-
level=;

— S$SYSTEMD LOG TARGET — systemd 4MTaeT UENEeBOW XYPHaa W3 3TOM
nepemeHHON OKpy»KeHuaA. [laHHaa HacTpoMKa MOXKET ObITb NepeonpeaeneHa C NOMOLLbO
onumnm —--log-target=;

— S$SYSTEMD LOG COLOR — onpegendeT, byaeT M systemd BblAENATb LBETOM
Ba)KHble  COODOLIEHNA CUCTEMHOrO KypHana. J[laHHaA HaCTpoMKa MOXKeT ObITb
nepeonpeaeneHa Cc NOMOLLbI ONUMKN ——1log-colors=;

— S$SYSTEMD LOG LOCATION— onpeaendeT, byaeT m systemd BbIBOAUTb HOMEP
CTPOKM B MCXOAHOM KOAEe BMECTE C KYPHa/IbHbIMW COOBLLEHNAMM. ITO NOBEAEHNE MOXKET
6bITb NepeonpeaeneHo C NMOMOLLbIO ONUMN ——1og-location=;

— $XDG CONFIG HOME, $XDG_CONFIG DIRS, $XDG_DATA HOME,
$XDG_DATA DIRS — NONb30BATE/bCKMN MEHeLKep systemd UCNONb3YET 3T NepeMeHHble
B cooTtBetctBMM ¢ XDG Base Directory cneunduraumenn [4], 4ytobbl HaUTM ee
KOHPUIYypaumio;

— $SYSTEMD UNIT PATH-—3aJaeT, rae systemd vweT Gaiabl OHUTOB;

— SSYSTEMD SYSVINIT PATH-—33[a€T, rae systemd MWET CKPUNTbI SysV init;

— S$SYSTEMD SYSVRCND PATH — 33JaeT, rae systemd WLIET CKPUMNTbI CUCTEMbI
CCbINIOK runlevel SysV init;

— SLISTEN PID, SLISTEN FDS  —  YyCTaHaB/MBaeT systemd  A/A
KOHTPO/IMPYEMbIX MPOLIECCOB BO BPEMA aKTMBALIMKM Ha OCHOBe COKeToB. [loapobHee B
sd listen fds(3);

— SNOTIFY SOCKET — YCTaHaB/MBAET systemd A1A KOHTPOJMPYEMbIX NPOLLECCOB
C Lle/1blo YBEJOMNEHMA O CTaTyCe M 3aBepLueHmmn 3anycka. lMoapobHee B sd notify (3).

MAPAMETPbI KOHOUTYPALINW, MEPEAABAEMbBIE OT APA OC ABPOPA:

Echm systemd 3anyueH B CUCTEMHOM WHCTAHUMW, OH pa3bupaeT HECKONbKO
apryMeHTOB KOMaHAHOWM CTPOKM Aapa:

— systemd.unit= — nepeonpeaenaer HUT, KOTOPbIM aKTMBMpPYeTCA npu
3arpy3ke — MO YMOAYaHUIO default.target. ITO MOXeT OblTb MCNONb30BAHO ANS
BPEMEHHOM 3arpy3Kku B APYrom 3arpy304Hbl KOHUT, Kak, HaMpUMep, rescue.target WM
emergency.service. [loapobHee 00 3TUX IOHUTAX B systemd. special (7);

— systemd.dump core= — TMPUHUMaET 6yﬂeBbIl71 dPrymMeHT. Echm true, TO
systemd CO34a€T core dump, KOraa paboTaeT HEKOPPEKTHO. B NpoTMBHOM c/yvae core
dump He co3gaeTca. [10 yMOoa4YaHUIO true;

— systemd.crash shell= — npuHMMmaeT Oynesbln aprymeHT. Ecam true, TO
systemd MOpoOXAaeT shell, Korda pywutca. B npotmBHOmM cayvae shell He
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nopoxaaetca. 1o ymonyaHuto false M3 coobparkeHuit 6e30MacHOCTM, T.K. shell He
3alMLLEH NAPONbHOM ayTeEHTUUKALUMEN;

— systemd.crash chvt= — MNPUHUMAET aprymeHT uenoe 4ucno. Ecnm oHo
NONOXUTENbHOE, systemd aKTMBMPYET 3adaHHbI BUPTyaNbHbIM TepMWHaA, Koraa
pywwutca. Mo ymonyaHuto -1;

— systemd.confirm spawn= — MNPUHUMAET 6yﬂeBuﬁ aprymeHt. Ecim true,
3anpalwmnBaeTca NOATBEPKAEHME, KOrAa NOPOXKA4aeTcAa npouecc. [1o ymonyaHuio false;
— systemd.show status= — MNPUHUMaAET 6yneBbWﬁ aprymeHt. Ecam  true,

BbIBOAWT Ha KOHCOJIb B CXKAaTOM BUAE U3IMEHEHNA CTaTyCa CEpBMCOB B TeYEHWE 3alrpy3Kun.
[1o yMON4aHUIO true;

— systemd.sysv_console= — MNpUHUMaET bynesbl aprymeHTt. Ecam true,
BbIBOA, CKPUNTA SysV init OyAeT HanpaBAeH Ha KOHCOAb. 10 yMONYaHWIO true, HO,
ecnn quiet nepesaH Kak onums KOMaHAHOM CTPOKM A4pa, MO YMONYAHUIO false;

— ynpaBAaseT BbIBOAOM B cooblleHne 0 cobbiTnax C Tem e 3ddeKTom, 4To
OMMCaHHbIE BblLllE nepemeHHble OKPpyXeHnA: $SYSTEMD LOG TARGET,
$SYSTEMD LOG LEVEL, S$SYSTEMD LOG COLOR, $SYSTEMD LOG LOCATION:

systemd.log target=, systemd.log level=, systemd.log color=,
systemd.log location=

— systemd.default standard output=, systemd.default standard error=
— yNpaBAseT CTaHAapPTHbIM BblIBOAOM/BbIBOAOM OWWOKK A4 CEPBMCOB MO YMOAYAHUIO C
Tem e 3bdeKToM, YTO M aprymeHTbl KOMaHAHOM CTPOKMK, ONMUCaHHbIE Bbllle —-default-
standard-output= U --default-standard-error= COOTBETCTBEHHO.

COKETbI M KAHAJIbI:

— /run/systemd/notify — COKeT YyBeAOMJIEHWA COCTOAHUA AeMOHa. 3ITOT
COKeT AF_UNIX datagram MCMNONb3yeTca A1A peannsaLnm 10rMkn yBeaoMAeHNA 4eMOHa,
KOTOpOe OCYLLLEeCTBAAETCA NOCPeACTBOM sd_notify (3);

— /run/systemd/logger — WCNONb3YyeTCA BHYTPEHHE KHUTOM systemd-
logger.service, ONA systemd BBOAWUT MOHATME CUCTEMHbIX HOHUTOB. [laHHbIE FOHUTLI
npeacTaBneHbl  KOHPUIYPaUMOHHbIMKM  dainamK, pPaCMNONOXKEHHbIMWU B OAHOM  WAK
HECKOJIbKMX MarnkKax, onmMcaHme KoTopbix npuseaeHo B Tabauue (Tabamua 1.1), 1 B cxkaTom
BMAE aKKYMYAMPYIOT MHPOPMALMIO O CUCTEMHbIX CAy)Kbax, CAyLWaloWMX COKeTax,
COXPAHEHHbIX CHMMKaX COCTOAHMA CUCTEMbI, @ TaKXKe O APYrMx obbeKTaX, MMEeRLIMX
OTHOLLEHME K CUCTEME MHULMANN3ALLNN.

Tabnnua 1.1
MNanka OnucaHue
/usr/1ib/syst |®alinbl OHUTOB systemd, pacnpeseneHHble YCTaHOBAEHHbIMM
emd/system/ | gpM-naketamu
/run/systemd/ |daiinbl OHUTOB systemd, CO3A4aHHbIE B Npouecce paboTbl. JaHHas
system/ nanka MMeeT NPUOPUTET Haj, NanKkamm C YCTaHOBAEHHbIMM
CNYyKeObHbIMK pannamm tOHNUTOB
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MNanka OnucaHne
/etc/systemd/ |daiinbl IOHUTOB systemd, CO3aHHbIE KOMaHaoM
system/

systemctl enable, a TaKXKe ¢annbl tOHMTOB, A0b6aBneHHble ANA
pacwmpeHns cayxobl. [JaHHas nanka MmeeT NPpUopuTeT Haz Nankom ¢
bannamm tOHMTOB, CO34aHHbIMM B NpoLiecce paboTsbl

MONHbBIA CAUCOK AOCTYMHbIX TWUMOB OHUTOB systemd MpuBedeH B Tabauue
(Tabnnua 1.2).

Tabnunua 1.2
Twvn toHKTa PacwupeHue daina OnuncaHwne

Cnyba .service CuctemHan cnyxba

Lenb -target [pynna tOHWUTOB systemd

ABTOMaTMyecKkoe | -automount To4yKa aBTOMATMYECKOro MoHTMpoBaHma OC

MOHTMpPOBaHME

YCTPOMNCTBO .device daiin ycTponcTea, pacno3HaBaeMoro A4p0M

MoHTMpOBaHMe | -mount Toyka moHTMpoBaHMa GC

MyTb -path ®ann nnm nanka 8 ¢C

Obnactb . scope Mpouecc, Co34aHHbIN M3BHE

Cpes .slice [pynna nepapxmyecknm opraHM30BaHHbIX
IOHMTOB, YNPABAALLMX CUCTEMHbBIMM
npougeccamm

CHUMOK -snapshot CoxpaHeHHOe COCTOAHNE MeHeaKepa systemd

CokeT .socket CokeT gna obmeHa MHPopmaLmen mexay
npoLeccamm

MNoaKayka -sSwap YCTpoMCcTBO MM Gpain NoaAKaYKM

Talimep -timer Talimep systemd

MNepeonpeaeneHne napaMeTpoB systemd MO YMOJYAHUIO OCYLLECTBAAETCA C
NOMOLLbIO Paina system.conf.

KoHPUrypauma systemd N0 yMONYaHUIO ONpeaenseTca BO BPeEMA KOMAUAALMKN U
AOCTyMHa A1A NpocmoTpa B ¢palne /etc/systemd/system.conf. [1pn HeobxoaMmocTu
M3MEHUTb MapameTpbl MO YMOAYaHMIO M rnobanbHO nepeonpenennTb OTAeNbHble
3HAYEHUA OHNTOB systemd C/leAyeT, MCNONb3yA AaHHbIN Galin.

[lna nepeonpeneneHns 3HavyeHUa npeaena UCTEeYEeHUs BPEeMeEHWU OXUAaHMA, No
yMmon4yaHuto  pasHoro 90  ceKkyHaam, HeobxoAMMO  MCNO/Ab30BaTb  MapameTp
DefaultTimeoutStartSec, 414 KOTOPOro NoTpebyeTca yKa3aTb 3HAa4YEHNE B CEKYHAAX:

DefaultTimeoutStartSec=<rpebyemMmoe 3HadYeHUE>

OcHoBHble npeanaraemble BO3MOXHOCTH

B OC ABpopa cuctema systemd U service manager OCYLLECTBAAT aKTUBALMIO
Ha OCHOBE COKETOB — BO BPEMA 3arpy3kn systemd CO34Q€T CAYLIAKOLIME COKETbI ANA BCEX
CUCTEMHbIX CAYXKD, NOAAEPHMBAOWMX JaHHbIK TUM  aKTMBaALUMKU, W nepefaet ux
COOTBETCTBYIOWMM CyXKOam, Kak TONIbKO OHW HauYMHatOT paboTy. ITO NO3BONAET systemd
OCYLLECTBAATb NapannenbHbll 3anyCcK CAYKD 1 AenaeT BO3SMOMKHbIM nepesanyck Cayxobl
6e3 noTepu COODOLWEHMN, OTNPABAEHHbIX €/ B TO BPemsa, NoKa oHa bblnia HeaoCTynHa:
COOTBETCTBYHOLLNIM COKET OCTAaeTCA AOCTYMHbIM, M BCe COODLLIEHMA MOMELLAOTCA B 04epepb.
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[na akTMBaALMM Ha OCHOBE COKETOB systemd MCMNO/b3YET OHUTbI COKETOB:

— QKTMBALMA Ha OCHOBE LWWMHbI — CUCTEMHbIE CAYXKDObI, ncnonb3ytouwme D-Bus ans
obmeHa MHbOpMaUMen mexay NpoLeccaMim; MOXKHO 3anyCcTUTb NO TpeboBaHWIO, KakK
TONbKO KAneHTckoe MIT B nepBbln pa3 NnonpobyeT 06MeHATbLCA C HUMK MHPOopMaLmen. [na
aKTMBALMM Ha OCHOBE LLUMHbI systemd MCNONb3YET Ganabl Cayxobl D-Bus;

— aKTMBaUMA Ha ocHoBe MY — cucTemHble CayKObl, NOAAEPKMBAIOLLME AaKTUBALNIO
Ha OCHOBE VYCTPOWMCTB, MOXHO 3anycTUTb No TpeboBaHMIO MNPU  MNOAKAYEHUMU
onpeaeneHHoro tmna 0b6opyaoBaHNA UAKM ecnmn 3To 06opya0BaHNE CTAHOBUTCA AOCTYMNHO.
[nA aKTMBaLMM Ha OCHOBE YCTPOMCTB systemd NCMONb3YeT OHUTbI MY;

— aKTMBALUMA Ha OCHOBE MNyTem — CUCTEMHble CAy»Kbbl, noaaep:kuBatolyme
aKTMBALMIO Ha OCHOBE MyTEM; MOXKHO 3anyCcTUTb No TpeboBaHWMIO, KOraa onpeaeneHHbIn
dann MAnm nanka M3MeHAT cBOM cTaTyc. [nA aKkTMBaLUWMM Ha OCHOBE MNyTeM systemd
MCNONb3YET OHUTLI NYTH;

— CHUMKM COCTOAHMA CUCTEMbI — systemd MOXET BPEMEHHO COXPaHWUTb TeKyllee
COCTOSIHME BCEX HOHWMTOB UM NMOBTOPHO AaKTMBMPOBATb NPeablAyLlee COCTOSHUE CUCTEMbI
M3 AMHAMMYECKM CO3[JaHHOro CHMMKa. [NAa XpaHeHWA TeKyLLero COCTOAHUA CUCTEMbI
systemd MCMNONb3YET ANHAMUYECKN CO3AaHHbIE FOHUTbI CHUMKOB;

— ynpaBneHne TOYKaMM MOHTUPOBAHUSA W ABTOMOHTMPOBAHMA — systemd
HabAto4aeT M ynpaBaaeT TOYKaMM MOHTUPOBAHMA M aBTOMATUYECKOro MOHTUPOBaHMA. [na
TOYEK MOHTMPOBAHUA systemd WCMOAb3YET IOHUTbI TOYEK MOHTMPOBAHMA, @ ANA TOYeK
aBTOMOHTMPOBAHMA — tOHUTbI ABTOMOHTUPOBAHMUS;

— arpeccuBHas napannenmsauma — MUCNoJSb3ya aKTMBALMIO Ha OCHOBE COKETOB,
systemd MOXET 3anyCcKaTb CUCTEMHbIE CAYKDbl NapannenbHo, Kak TONbKO CAyllatouimne
COKETbI OKaXKyTCA Ha MecTe. B couyeTaHnM ¢ CUCTEMHbIMMK CAYXKDaMK, NOAAEPKMBAIOLLAMM
aKTMBaUMIO Mo TpeboBaHWIO, NapannenbHas akTMBALMA 3HAYMTENbHO COKPALLAET BPEMS,
HeobxoaAMMoe AN 3arpy3KM CUCTEMbI;

— TPAH3aKUMOHHAA /IOTMKA aKTMBAUMKU OHUTOB — nMepea  aKTMBaUMen unu
OTK/IIOYEHNEM OHUTA systemd PACCYMUTLIBAET €ro 3aBMCMMOCTM, CO33ET BPEMEHHYIO
TPaH3aKUMIO M MPOBEPSET ee LeNOCTHOCTb. Ecnm TpaH3akuma OyaeT HeuenocTHOM, To
nepes Tem, Kak BblaaTb coobueHue 06 ownbkre, systemd aBTOMaTWYECKM MblTaeTcs
CKOPPEKTUPOBATb TPAH3aKUMIO M YAANNTb U3 Hee 3aJayn, He MMEeoLMe KPUTUYECKOro
3HaYeHus;

— obpaTHas COBMECTMMOCTb C CUCTEMOM WHUUManmM3aumm SysV — systemd
noaAepKMBaeT cueHapumn MHuumanmsaumm SysV, 4to onmcaHo B 6a3oBon crneunduKaLmm
npoekTa Linux Standard Base. 3To obneryaeT nepexoa K CAyebHbIM IOHUTAM systemd.

N3meHeHnA cCoBMeCTUMOCTH

CuctemMbl systemd M service manager Pa3paboTaHbl TakMm obpa3om, 4TobbI
obecneynBaTb 6a30BYyt0 COBMECTMMOCTb C SysV M Upstart. Hanbonee 3HauymTenbHble
M3MEHEHNA B COBMECTMMOCTM oOTHocuTenbHo OCABpopa W paga  npeablayumx
AMcTpmnbyTmneos Linux:

— systemd MMeEET OrpaHWYEeHHYHD MNOAAEP!KKY  YPOBHEM  BbINOJIHEHMA,
NpPeaocTaBAAa HECKONbKO FOHMTOB LEN, KOTOPbIE MOXHO HAaNPSAMYHO CONOCTaBUTb C 3TUMM
YPOBHAMM BbINO/IHEHMA. OAHAKO CONOCTaBAEHNE BO3MOXKHO He 18 BCex Lenen systemd,
NO3TOMY M3 COODParKeHUM COBMECTUMOCTMN B COCTaB systemd BXOAMT KOMaHAa runlevel,
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KoTopaa MOXKeT BepHyTb N ans 0603HaYyeHMA HEeW3BECTHOro YPOBHS BbIMOAHeHMA. [0
BO3MOHOCTM pekomeHayeTcs n3beraTb MCNOb30BaHUA AAaHHON KOMaHAbI;

— YTUAMTa systemctl He NOAAEPKMBAET MNPOM3BOJbHbIE KOMaHAbl. B
NONONHEHWE K CTaHAAPTHbIM KOMaHAaM, TakKMM, KaK start, stop W status, aBTOPbI
CUEHapMeB WHMLUMANM3ALUMM SysV pPeann3oBann NoadepKKy Ana  nwboro ymcna
NPOM3BO/IbHLIX KOMaH/A, B KayecTBe AOMNOAHUTENbHOTO GyHKUMOHana. Hanpumep, B Red
Hat Enterprise Linux 6 cueHapuin init NS iptables MOXHO OblN0 BbINOAHATL BHYTPU
KOMaHAbl panic, YTO BK/IOYA/N0 pPEXMM panic M nepeHacTpamBano CUCTEMY Ha
Hemea/leHHbIM cHbpoC BCeEX BXOAAWMX M MCXOAAWMX MNAKeTOB. Huyero m3 3Toro He
NoAAEPKMBAETCA B systemd, U systemctl NPUHMMAET TO/IbKO KOMaH/bl, MEPEYNCNEHHbIE
B AOKYMEHTaLMN;

— YyTUANTA systemctl He obmeHMBaeTca MHPpopmaumen co cayxbamu, KoTopble
He OblAaM  3anylleHbl systemd. Koraa systemd 3amnyCcKaeT CUCTEMHYIO CAyKOy,
MAeHTMOUKATOP ee T[NaBHOro npolecca CoxpaHAeTca And  BO3MOMHOCTW  ero
OTCNEXMBAHMA. 3aTEM YTUANTA systemctl MCMONb3YET 3TOT UAEHTUPUKATOP A8 ONPOCa
M ynpasneHua cny»kbom. CooTBETCTBEHHO, €C/IM NONb30BATE/Nb 3aMyCKAET onpeaeeHHbIN
NEMOH HanpAMYK M3 KOMAHAHOM CTPOKM, systemctl HE B COCTOAHWM ONpPeaennTb ero
TeKyLWMIA CTaTyC MU OCTAHOBUTb €ro BbIMOJHEHUE;

— systemd OCTaHaB/MBAeT TOMbKO paboTatouwme cayxbbl. [locne MHUMUMALMM
nocneposaTenbHocT shutdown Red Hat Enterprise Linux 6 u 6onee paHHWE penmsbl
CMCTEMbI MCMO/1b30Ba/IMN CUMBOJIbHbIE CCbIJIKM, PACNONOXEHHblE B Manke /etc/rc0.d/,
NN OCTAHOBKM BCEX AOCTYMHbIX CUCTEMHbIX CNYKO BHE 3aBMCMMOCTW OT WX cTatyca. C
systemd BO BPEeMA BbINOJHEHMA MNOCNeA0BaTE/bHOCTM shutdown OCTAaHaBAMBAOTCA
TONbKO paboTatoLme cnyKobi;

— CUCTEMHble CNyKDbl HE MOryT YnmTaTb MHPOPMALUMIO M3 CTaHAAPTHOrO MOTOKA
input. Korga systemd 3anyckaeT cay»kby, CTaHAapPTHbIA BBOJ, CAYXKObl NOAKAOYaeTCA K
/dev/null Ansa npeaoTepalleHmns Ntoboro B3aMMoaeNCTBMA C NOb30BaTENEM;

— CUCTEMHble CAykbbl He HacneayloT KOHTEKCT (Takoil, Kak nepemeHHble
OKPY»KeHMA HOME W PATH) OT BbI3blBAlOLIEro MX NOMb30BaTENs UM ero ceaHca. Kaxaan
cny>kba paboTaeT B YNCTOM KOHTEKCTE BbINO/IHEHMSA;

— BO Bpemsa 3arpy3kuM CueHapusa WHUMUMANM3auMmM SysV  systemd YMTaeT
MHOOPMALMIO O 3aBMCMMOCTAX, 3aKOAMPOBAHHYIO B 3arosioBke Linux Standard Base, u
MHTEPNPETUPYET ee BO BPemMa npoLecca paboThl;

— [ONA NpeaoTBPaLLEHNS 3aBUCAHMA CUCTEMbI MO BUHE HEMPaBUAbHO paboTatoLlen
CNYXObl BCe onepauum C IHUTAaMK CAYKO nognaaatoT no AencTBMe AMMUTa UCTeYeHMUs
BPEMEHM OXWMAAHWA, PABHOrO 5 MWHyTam. ITO 3HAYEHMEe CTPOro HacCTPOEeHO ANA BCeX
CNyx0, co3aaBaemMbIxX CLLEHAPMAMM MHULMALMK, U HE MOXKET ObiTb M3meHeHo. OaHaKo Ana
yBEAMYEHNA npeaena WCTEYEHUA BPEMEHM OXWAAHMA Ha KaXAyt CAyKOy MOXKHO
MCNONb30BaTb UHAMBMAYANbHbIE KOHOUTYPALMOHHbIE Galiibl.

YnpaBneHue CUCTEMHbIMU CyKbamu

B Bepcmax OC Linux, B KOTOPbIX MPUMEHANINCb SysV init WAWM Upstart,
MCNONb3yeMble CLEHAPUM MHUUMANM3ALUMU XPaHWAMCL B Nanke /etc/rc.d/init.d/.
[aHHble cueHapun OblAM HanucaHbl Ha A3blke Bash M npenoctaBnanmn CUCTEMHbIM
aAMMWHNCTPATOPaM BO3MOXHOCTb YMNpPaBAEHUA COCTOAHWEM CAYyKO WMAM OeMOHOB B
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cucteme. B OC ABpopa 371 CLeHapuUn MHULMAAM3AUMN BblM 3aMEHEHbI Ha IOHUTbI CYXKO,
KOTOPble MMEIOT PaCLIMPEHNE .service M CAYXKAT ANSA TEX Ke Lenen, 4to M cueHapum
UHUUMANM3aumMn. [ns npocmoTpa, 3anycka, OCTaHOBKWM, Nepesanycka, BKAOYEHUs W
OTK/IIOYEHMA CUCTEMHBIX CNYKD MCNONb3yeTCa KOMaHaa systemctl.

KomaHabl service U chkconfig TaKXe AOCTYMHbl B CMCTEMeE W paboTatoT, Kak
OXMOAETCA, OJHAKO BK/KOYEHbl TONbKO M3 COOOPaXKeHWM COBMECTUMOCTU, U WX
MCNONb30BaHMA cneayeT nsberato.

®anbl KOHPUTYpaUMIM M3 NankM /etc/systemd/system/ WMetOT 6H0AbLINIA
NPUOPUTET, YEeM IOHUTbl M3 NankMm /usr/lib/systemd/system/. [lo3TOMY, ec/iu
KOHOUIYypauyMoHHble Galinibl coaepsKaT NapameTp, KOTOPbIM MOXHO yKa3aTb TONbKO OAMH
pa3, TakoM, Kak Description nan ExecStart, TO M3HaYaNbHOE 3HAYEHMEe 3TOro MapameTpa
byneT npegonpeaeneHo.

BHMMAHME! B BbiBOAE KOMaHAbl systemd-delta nepeonpefenieHHble HHUTbI
BCceraa nomedeHbl Kak [EXTENDED], paske ecam B LENOM HEKOTOPble MapameTpbl
daKTUYeCcKM nepeonpeaenstoTca.

OnpeaeneHne CAyxbbl MOMHO pPacCWMPUTb, YTO OMWUCHIBAETCA HA CTPaHULE
PYKOBOACTBA systemd.unit (5). Mcnonb3ya B KavectBe npumepa tftp.service,
HeobxoaMMOo CO34aTb HOBYIO NOAKNANKy tftp.service.d B nanke
/etc/systemd/system, @ 3aTeM B 3TOM noananke co3aatb ¢aln conf, PaCLIMPAOLLMIA
(M nepeonpeaensaoLWmin) NnapameTpbl CAyKObI.

KonmyecTBo OTKPbITbIX AECKPUNTOPOB dalnos orpaHmyeHo Yncanom 500.000:

# mkdir -p /etc/systemd/system/tftp.service.d/

# cat >/etc/systemd/system/tftp.service.d/filelimit.conf <<EOF
[Service]

LimitNOFILE=500000

EQOF

M3meHeHMAa MNPUMEHAIOTCA Mocae nepesarpy3ku  KoHbUrypauum AemoHa U
nepesanycka cay»bbi:

# systemctl daemon-reload
# systemctl restart tftp.service

KoMaHabl systemd-delta u systemctl status tftp.service MNOKa3bIBaOT,
4yTO onpeaeneHune cny»bwl 6biNo 406aBAEHO:

# systemd-delta --type=extended
[EXTENDED]

/usr/lib/systemd/system/tftp.service — /etc/systemd/system
/tftp.service.d/filelimit.conf
1 overridden configuration file found.
# systemctl status tftp.service
tftp.service - Tftp Server
Loaded: loaded (/usr/lib/systemd/system/tftp.service; indirect; wvendor
preset: disabled)
Drop-In: /etc/systemd/system/tftp.service.d

L—filelimit.conf
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BO3MOXHblE NMMUTbI ONUCAHbI B cneayrounx pasgenax CTpaHuubl pyKOBOACTBa
systemd.exec (5):

LimitCPU=, LimitFSIZE=, LimitDATA=, LimitSTACK=, LimitCORE=,
LimitRSS=,

LimitNOFILE=, LimitAS=, LimitNPROC=, LimitMEMLOCK=, LimitLOCKS=,
LimitSIGPENDING=, LimitMSGQUEUE=, LimitNICE=, LimitRTPRIO=,
LimitRTTIME=

These settings control various resource limits for executed
processes. See setrlimit(2) for details. Use the string infinity
to

configure no limit on a specific resource.

MPUYNHA: AMmuKTbl, yKasaHHble B dalnax /etc/security/limits.conf WAu
/etc/security/limits.d/*.conf, HacTpamsatotcA PAM B Havane  ceaHca
perncTpaLmm, 4To yKasaHo B caeaytoulemn 3anncn ¢anna /etc/pam.d/system-auth-ac:

session required pam limits.so

NMPUMEYAHUE. [emoHbl, 3anyckaemble systemd, HE WCNONAb3YIOT CeaHC
pernctpaumnm PAM, "MMUTbI KOTOPbIX MOXHO HAacTPamBaTb TO/bKO B Gaiie toHUTa CAyKObl.
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[MPUNTOKREHUE 2

N3meHeHne AMmuToB

OnucaHue nHTepdeliica nice

NMMA: nice — 3anycKkaeT nporpammy C 3aZaHMem npuopuTeTa.

OB30P: nice [[MAPAMETP] [KOMAHOA [APTYMEHT]...]

ONMWCAHWME: 3anyckaer KOMAH/LY c ykasaHnem npuopuTeTa ee BbINOJHEHMA. be3
yKka3aHma KOMAH/A BblAaeT TeKyLWMI NpUopuTeT paboTbl. ADJUST NO YMOYAHUIO paBeH
10. lnanasoH NpnopuTeToB pacnonoxeH oT -20 (Hamsbicwmin) 40 19 (HaMMeHbLN):

— -ADJUST - YyBe/Mn4MBaeT NpuopuTeT Ha ADJUST;

— -n, --adjustment=ADJUST —TO e, YTO N —ADJUST,

— --help —BblaaeT MHOOPMALMIO M 3aBepLIaeT paboTy;

— --version — BblJaeT MHPOPMALMIO O BEPCUM M 3aBepLlaeT paborTy.

OnuncaHue nHTepdeica renice

NMMA: renice — M3MeEHEHME NPUOPUTETA BbIMOJIHAIOLLMXCA MPOLLECCOB.

OB30P:
renice priority pid...
renice priority [-p pid... ] [-g pgid...] [-u username]

OMNCAHWNE: KOmaHZa renice WCNOJb3yeTCA A4 W3MEHEHUA NPUOPUTETOB
BbIMO/IHAIOLIMXCA MNPOLLeccoB. HoBoe 3HayeHMe npuopuTeTa 3a43€TCA  YMCNOBOW
KOHCTaHTOW priority, KOTOpaA MOXeT NPUHMMATb 3Ha4YeHnAa B AmanasoHe ot -20 go +20.
HenpuBunernposBaHHble NONb30BATE/IM MOTYT YCTAHOBMTb 3HAYEHME NPUOPUTETA TO/IbKO B
npegenax 0-20, B TO BpemA KaK Oa8 CUCTEMHOrO aAMMHWUCTPATOpa AOCTyNeH BeCb
AnanasoH. Hanbonee TUNMYHBIMKM 3HAYEHUAMW ABAAKOTCA cneaytolime: 19 — npouecco
BbIMOJIHAOTCA TONbKO B C/y4ae OTCYTCTBMUA Y npoueccopa cnewHon pabotbl; O — 6a308BbIM
NPUOPUTET PaBHOMPABHbIX MPOLECCOB, BbIMOAHAOWMXCA NOA4 YyNpaBAeHMEM AUCNeTYepa;
oTpuuUaTeNbHOE 3HavyeHue — ANA BbINOAHEHMA Hambonee cnewHbIXx U HesoTnaraTeNbHbIX
paboT.

OnucaHue nHTepdetica kill

MMA: kill — nocblNaeT CUrHan MpoLeccy WAW BbIBOAMUT CMMCOK AO0MYCTUMBbIX
CMTHANOB.

OB30P:

kill [-s CUT'HAJI | -CUT'HAJI] PID...
kill -1 [CUTHAJ]...
kill -t [CUTHAJI]...

OMWCAHWME: nocblnaeT curHaa npoueccy WAM BbIBOAUT CMUCOK  A0MYCTUMbIX
CUIHANOB..
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AprymeHTbl, 06a3aTenbHble ANA  NOAHbIX BAapPWAHTOB  OMNUMK, ABNAKOTCA
00A3aTeNbHbIMM TaKKe M ANA KPAaTKUX BAPUAHTOB:

— -s, --signal=CUTHAJI, -CUTHAJ—WUMA NN HOMEP MOCbIZIAEMOrO CUrHanNa;

— -1, --list — BbIBECTM WMEHaA CUIHaN0B WM BbIBECTM MMA CUTHaANa,
COOTBETCTBYHOLLLEE HOMEPY, M HAODOPOT;

— -t, --table— BbIBECTU MHDOPMALMIO O CUTHANAX B BUAE TabanLbl;

— ——help — BbIBECTM CNPABKY 1 3aBEPLLNTb PaboTy;

— —-version— BbIBECTM MHPOPMALMIO O BEPCUM M 3aBEPLLNTL paboTy.

CUTHAJT: moxeT yKasblBaTbCA B BUAE MMeHU (Hanpumep, «HUP») nam Homepa
(Hanpumep, «1»). Tak¥e B KaA4yeCcTBE CUrHana MOXKHO YKa3blBaTb KO/, BbixO4a, KOTOPbLIN
nporpamma Ao/XKHa COObWMTL CMCTEME MPU 3aBEPLLEHUN.

PID — yncnoBoinn maeHTMdmratop npouecca. Ecnm yumcno otpuuaTenbHoe, OHO
onpeaendaet rpynny npouecca.

OnucaHune nHTepdeiica /etc/security/limits.conf

NMA: dainn orpaHnM4eHna pecypcos.

®OPMAT: rpynna/nonb3osatenb IMMUT (BKECTKUN/MATKMIA) NnapamMeTp 3Ha4eHume.

ONMMCAHWE NAPAMETPOB:

— core —pa3mep core dannos (Kb);

— data — MaKCMMabHbIN pa3mep AaHHbIX (KB);

— fsize — MaKCMManbHbI pasmep dparnna (Kb);

— memlock — MaKcMManbHoe 3ab610KMPOBaHHOE aapecHoe NPocTpaHcTBO (KB);

— nofile— MaKCMMaNbHOE KONMYECTBO OTKPbITbIX GaNN0B;

— rss — MaKCMMa bHbIM pa3mep NamaTh ana pesmaeHTt-nporpamm (Kb);

— stack — MaKCMManbHbIM pa3amep cteka (Kb);

— cpu— MaKcMManbHoe npoueccopHoe Bpems (MIN);

— nproc — MaKCMMa/ibHOe KOMYeCTBO NPOLLECCOB;

— as —OrpaHu4yeHue agpecHoro npoctpaHcTea (Kb);

— maxlogins — MaKCMManbHOE YNCNO OAHOBPEMEHHbIX PETUCTPAUMI B CUCTEME;

— maxsyslogins — MaKCMMa/NbHOE KOJIMYECTBO YYETHbIX 3aMnUCEN;

— priority— NpMOPUTET 3aNyLLEHHbIX NPOLECCOB;

— locks — MaKCMMaNbHOE KONM4YecTBO Galinos, 6NOKMPYyEMbIX MONb30BaATENEM;

— sigpending — MaKCMMa/ibHOE KOAMYECTBO CWUIHA/IOB, KOTOPble MOXKHO
nepeaaTb NPoOUECCy;

— msgqueue — MaKCMMa/bHbIM pa3mep namatn ana ovepeam POSIX coobuieHmin
(bytes);

— nice — MaKCMMa/ibHbIN NPUOPUTET, KOTOPbIA MOXKHO BbICTaBUTb: [-20, 19];

— rtprio— MaKCMMaJIbHbIM MPUOPUTET BPEMEHM BbINMOJIHEHMA.



163
AAMT.10034-02 91 01

[MPUNTOKEHUE 3

OnucaHue nHTepdeitca wipe

NCMNO/Tb30OBAHWME: wipe [onuumn] dannbl.

onunm:

— —a — NpepbIBAET NPU OLLNDOKE;

— -b <buffer-size-1g2>— yCTaHaBAMBaET pa3Mmep MHAMBMAYyaNbHOro bydepa
BBO/a/BbIBOAA, YKa3aB ero norapnudm no ocHoBaHMO ABa. MoryT 6biTb BblaeneHbl A0
TpuAauaTh aTnx bydepos;

— —c —coBeplaeT chmod () Ha 3aWMLLEHHbIX OT 3anucu arnax;

— —-D—caeayeT CUMBOJIMYECKMM CCbIIKaM (KOHOAMKTYET € -r);

— —e — MCNOANb3yeT TOYHbIM pa3mep darna: He OKpyrasaeT pasmep danna anda
CTUPAHMA BO3MOXKHOTO MyCOpa, OCTatolLeroca Ha nocnegHem 610ke;

— —f — PopcUpyeT, T.e. He 3anpallmnBaeT NOATBEPKAEHNS;

— —F—He cTMpaeT umeHa Gpannos;

— —h — NOKa3bIBaET CNpPaBKy;

— -1 —nHOOPMATMBHbIN (BepOanbHbIN) PEXUM;

— -k — coxpaHseT ¢palnbl, T. €. nocae nepes3anncu Gannbl He yaanatoTCs;

— -1 <pmmua> — YCTaHaBAMBAET AAMHY CTMPaHWA Ha <mmmuy> 0anTOoB, rae
<mymHa> 3TO UEN0e YMCNO, 33 KOTOPbIM caeayeT K (Kilo:1024), M (Mega:K"2) WK
G (Giga:K"3);

— -M (l|r) — YyCTaHaBAMBAeT anropuTM PRNG ANA 3anofHeHMa O10KoB (M
nopAZKa NpoxoaoB.);

— 1 — 1cnonb3yeT Bbl30B OMOBANOTEKM random () ;

— a— UCMNOJIb3YET a/ITOPUTM LLIl/Id)pOBaHl/Iﬂ arcfour;

— -0 <caoBur>— YCTaHaB/AMBAET CABUT OYNCTKN Ha <coBur>, e <cosmur> MMEET
TOT e PopMaT, YTO U <amHa>;

— -P <mpoxomer> — YCTaHaB/AMBAET KOMYECTBO MPOXOA0B ANA OYMCTKM MMEHM
darna. Mo ymonyaHuto 3710 1;

— -Q <koymuecTBO> — YCTAHABAMBAET KO/IMYECTBO MNPOXOA0B ANA ObICTPOW

OYMNCTKM;

— -g — ObICTpas 04MCTKa, MeHee 6GesonacHas, Mo yMoYaHUo 4 CcayyarHbIX
npoxoaa;

— -r — peKkypcua Mo nankam, nepexod Mo CUMBOJMYECKMM  CCbIIKam
OCYLLEeCTBAATLCA He byaeT;

— -R — YCTaHaBAMBAET YCTPOMCTBO paHAOMM3aLUMM (MAM KOMaHAy CUAO0B

paHAOMM3AUUM -S c);
— -s—(r|c|p)— meToa paHAOMM3ALMN CULOB;
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— 1 — CYUTbIBAET C YCTPOMCTBA PaHAOMM3ALMM (HAZEKHO);

— ¢ — CYMUTbIBAET M3 BbIBOAA KOMaHAbl PaHAOMM3aLMN CUA0B;

— p—ucnonbayeT pid (), clock () U T.A. (Cambln cnabblin BapmaHT);

— -5 — TUXUI PEXNUM — NOAABAATb BECH BbIBOA,

— -T <momerTkm> — YCTAaHAB/AMBAET MAaKCMMaabHOE 4YMCAO MNOMbITOK ANA
cBOOOAHOrO NONCKa MMeHU Gainna; No ymondaHuo ato 10;

— —v—oTobparkaeT MHPOPMaLMIO O BEPCUU;

— -7 — He cTupaeT uma daina;

— -X <uycmo> — MPOMYCKAeT 4YMCNO NPOXoAoB (MONE3HO AN8 NPOAO/IKEHMA
onepauym OYNCTKK);

— -x <passl,pass2,...>—3a/aeT oyepeab NPoOxXoa0B..

PykoBoacTso no wipe

NMA: wipe — be3onacHoe cTMpaHme dpannos.

OB30P: wipe [onumm] pathl path2 ... pathn

OMNCAHWNE: wipe HECKONbKO pa3 nepesanucblBaeT CneusasbHble naTrepHbl Ha
yaanaemblii Gaitn, Ucnonb3ya Bbi30B fsync () W/MAKM O SYNC BUT ANA NPUHYAUTENBHOTO
[OCTyna K AWCKY. B HopmManbHOM pexnme mcnonbaytorca 34 obpasua (M3 KOTopbix 8
ABNAOTCA PAHAOMHbIMK). HopManbHbIM pexxum aenaet 35 npoxoaos (0-34). BbicTpbil
PEeXXMM MO3BONAET UCMONAb30BaTb TOMBKO 4 NMPOXoAa C PaHAOMHbIMM NaTTepHaMM, 4TO
HaMHOro meHee 6e3onacHo.

MypHanmpyemble ®PC, Takme Kak Ext3, Ext4 wmnum ReiserFS, wmcnonbsytotrca no
YMONYaHWIO. Ha HMX OTCYTCTBYKOT MNPOrpaMmbl yAaneHuA, KOTOpble MOryT HaAeKHOo
33a4MCTUTb GalNbl, MOCKONIbKY 4YyBCTBUTE/IbHblE JaHHble WU MeTadaHHble MOoryT ObiTb
3anmcaHbl B }KYPHas, K KOTOPOMY CAOMKHO MOYYNTb AOCTYN.

Ctupanume Ha NFC nnu Ha kypHannpyembix OC (ReiserFS n T.4.) He byaeT paboTaTs,
MO3TOMY PEKOMEH/YETCA BbI3blBaTb wipe HAaNpPAMYK Ha COOTBETCTBYHOWEee Hao4Hoe MY ¢
COOTBETCTBYHOLLMMM ONUMAMM.

BHUMAHMWE! BbinonHATb BbI30B wipe HaMpsAMYyt Ha COOTBeTCTBytOLlee HA04YHOE
MY ¢ COOTBETCTBYIOLIMMM OMUUAMM PEKOMEHAYETCA TONbKO B C/y4Yae KpalHen
HEeobX0ANMMOCTHU.

[anee cneayeT 3a4aTb NpaBW/bHble OMUMKM, B YACTHOCTM: HE pPeEKOMeHAyeTcA
CTMpPaTb LENblA eCTKMn AMCK (wipe -kD /dev/hda), T.K. 3TO YHMUYTOXMUT TNaBHYHO
3arpy304Hyto 3anuch. NpeanodtTmTenbHa O4YnCTKa Pa3aenos (wipe -kD /dev/hda2) npu
YC/IOBUM CO3AaHUNSA PE3ePBHbIX KOMUN BCEX AaHHbIX.

OnuUMM KOMAHIHOW CTPOKM:

— £ (PpopcnpoBaHHO; OTKNOYMTL 3aNPOC NOATBEPKAEHMA) — MO YMOSYAHMIO wipe
3anpallmMBaeT MNOATBEPKAEHME C yKa3zaHMEM KOJIMYECTBA PEryaapHbIX M CrneumanbHbiX
$alfoB M ManoK, YKasaHHbIX B KOMaHAHOM cTpoke. [lna noATBep:KAeHMA HeobXoaMmo
BBECTM «yes», ANA OTMEHbl — «noy». [peaycMOTpeHa BO3MOMKHOCTb OTK/IOUYMTL 3aMnpoc
NOATBEPKAEHWNA oNumen -f;
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— r (peKypcuBHO B noAnankax) — No3BOASET yAanTb BCE AepeBO Nanok. lNepexon
NO CUMBOJIMYECKMM CCbIZIKAM HE OCYLLECTBASAETCS;

— ¢ (chmod, ecnu HeobxoAMMm) — ecnn Ha Garn UAM NanKky ANA CTUPaHMA He
yCTaHOBAEHbI NpaBa 3anucu, byaet caenaH chmod ANA YCTAHOBKM pa3peLleHnin;

— i (MHGOPMaLMOHHBIM, BepbanbHbI PEXUM) — ANA BKAOYEHMA BbIBOJA OTYETOB B
CTaHAAPTHbIM BbIBOA, (stdout). [10 yMONYaHMIO BCE AaHHbIE 3aNMCbIBAOTCA B CTAaHAAPTHbIN
BbIBO/, OWMOOK (stderr);

— s (TMxuin  pexkmm) — noaaBnAlTCcA BCe COOOWEHMA, KPOMe 3anpocosB
NOATBEPHKAEHMA M COODLLEHNN OLINOOK;

— g (bbICTpOe CTUpaHME) — B CAyYae MCNOJb30BAHUA AAHHOM CTaauMn wipe Oyaet
Aenatb (N0 yMOA4YaHWIO) TONbKO 4 Npoxoaa, 3anmMcbiBaa CAydYalHble AaHHble, Ha KaxKabli
dann;

— Q <KO/JMYeCTBO-MPOXOAOB> — YCTAaHABAMBAET KOAMYECTBO MPOXOA0B [ANA
ObICTPOM OYMCTKKM, NO YMONYaHMto 4. laHHaA onums TpebyeT —-q;

— a (ocTaHOBMTL Mpu owWMbBKe) — Nporpamma BbIMAET C EXIT FAILURE Npwu
BO3HWKHOBEHUWN HePATaNbHOM OLINOKM;

— R (YCTQHOBWUTb YCTPOMCTBO reHepaumm Cay4arHbiX YUCEN WUAM KOMaHAOy CUMA0B
PaHAOMHbIX AaHHbIX) — @HHOM onumen, KoTopasa TpebyeT apryMmeHTa, BO3MOXKHO yKa3aTb
aNbTePHATMBY YCTPOMCTBY /dev/random WAM KOMaHAy, CTaHAAPTHbIA BbIBOA KOTOPOM
byAeT XxelWmnpoBaH C McnonbloBaHMem MD5-xewa. 3To pasnnyme MoXKeT ObiTb CAenaHo
onuuen -s;

— S (meToa, cnyyalHbIX CMAO0B) — AaHHAA OonuMsa NMPUHUMMAET OAHOCUMBOJIbHbIN
apryMeHT, Onpeaensowmin, Kak WCNoNb3yeTca YCTPOMCTBO PaHAOMM3aLMK/apryMeHT
CMAOB  paHAOMM3aUMM. YCTPOMCTBOM  pPaHAOMM3AUMM MO  YMOJYAHUIO  ABAAETCA
/dev/random. ErO MOXHO yCTaHOBMTb, MCMOb3YA OMNLMIO —-R.

O4HOCKMMBO/IbHBIMM aprymeHTaMmn MOryT ABNATbCA:

— r — ecnm Heobxoaumo, 4ToDbl apryMeHT MHTEepPNnpPeTMpoBancA Kak o0bblyHOe
dalinoBoe/cMMBONLHOE YCTPOMCTBO. byaeT paboTaTh € /dev/random, TaKKe OO/KEH
paboTtaTb ¢ FIFO 1 noaobHbIm;

— ¢ — ec/in HeobXxoAMMO, YTODbI apryMeHT BbIMOMHANACA KaK KOMaHAa. Bbisoa m3
KOMaHabl OyAeT XewupoBaH C MCNoab3oBaHWem anroputma MDS5 ana obecneyeHus
Tpebyemoro cnaa;

— p — ecan HeobxoaMmo, 4TOObl wipe MOAyYana cuAapl XewunpoBaHMEM
NepemeHHbIX OKPYKeHWs, TeKkyllen aatel n BpemeHu, |ID npoueccos M T.4. (aprymeHT
YCTPOWCTBA PaHAOMM3ALMM HE MCNONb3YETCA). ITO HaMMeHee Be3onacHo;
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— M (BblbpaTb aNropuTM reHepauum MNCEBAOCAYYAMHbIX 4YMCeEN) — BO BPeEmA
CYYaMHbIX MNPOXOAO0B wipe Nepe3anncbiBaeT Uenesble @aiabl MOTOKOM OMHAPHbIX
NAHHbIX, CO3AaHHbIX CAeAYOLWNMM aATOPUTMaMK NO BbIBOPY:

e 1 — OyaeT Mcnonb3oBaTb (B 3aBMCMMOCTM OT CWUCTEMbI MOJb30BaTENA)
nceBAopaHAOMHYO BMOAMOTEKY reHepaTopa random () MAKU rand (). CneayeT obpaTuTb
BHMMaHME, 4YTO Ha OONbWMHCTBE CUCTEM rand () NpeacTtaBnseT coboir NMHENHbIN
KOHIPY3HTHbIN reHepaTop, KOTOpbIM ABASETCA KpalHe cnabbim. Bbibop aenaetca BO
BPeMA KOMNUINPOBAHMA N onpeaenaeTca HAVE RANDOM;

e a2 — Oyaer wumcnonb3oBaTb NoToK wWwndppa Arcfour kak PRNG. Arcfour
coBmectTuM ¢ wndpom RC4A. 3TO 03HayaeT, 4To Npu TOM e Katode Arcfour AsndeTtca B
TOYHOCTM TAKUM e MOTOKOM, Kak RC4;

e r — OyaeT ncnonb3oBaTb cBeXMin anropntm RC6 kKak PRNG; RC6 oTnumpaeTca
128-OUTHbBIMM cMaaMK, 3aTeM HyneBol ON0K MHOrFoOKpaTHO 3alludpoBbIBAETCA ANA
Noy4YeHMA NCceBAoC/y4alHOro NOTOKa. 3TO AO/IKHO ObITb OTHOCUTENbHO 6e3onacHo. RC6
c 20 Kpyramu menneHHee, 4yem random(), onuua komnuamposaHua WEAK RC6
NO3BONAET MCNONb30BaTb 6onee ObicTpyto 4-Kpyrosyt Bepcuto RC6. [AnAa nonyveHus
BO3MOHOCTM MCNOAb30BaTb RC6 wipe AOMKEH OblTb CKOMMUAMPOBAH C YKa3aHHbIM
ENABLE RCK; B Makefile npuezeHbl NpeaynpexaeHna no NnaTeHTHbIM BONPOCaM.

Bo Bcex cnydaax PRNG pacnpocTpaHaeTca ¢ AaHHbIMKU, CODPaHHbIMK M3 YCTPOMCTBA
pPaHAOMM3AUMN:

— 1 <gpgmuua> — BBMAY BO3MOXHOIMO HaAMYMA HEKoTopblXx npobnem B
onpeaeneHun AencTBUTENbHOrO pasmepa O/I04HOrO0  YCTPOMCTBA (T.K. HEKOoTopble
YCTPOMNCTBA HE MMeT PUKCMPOBAHHOMO pasmepa, Hanpumep, AMCKETbl WMAKM KacCeTbl)
MOXKeT noTpeboBaTbCA yKa3aTb Pa3Mep YCTPOWMCTBA BPYYHYID. <AJIMHA> — 3TO €MKOCTb
MY, BblpaxkeHHaa B 4yucne 6alT. MOXHO ucnonb3oBatb K (KMA0) ANA  yKasaHWs
yMHOXeHua Ha 1024, M (mera) Ana BbiparkeHna yMmHoXKeHna Ha 1048576, G (rura) ans
yMHOXeHua Ha 1073741824 n b (6noK) ana ymHOXKeHuA Ha 512:

1024 = 2b = 1K;
20K33 = 20480+33 = 20513;
114M32K = 114*1024*1024+32*1024.

— <cpBur> — MNO03BONAET YyKas3aTb CABUI BHYTPWU CTMpaemoro damna uam
ycTponcTBa. CUHTAKCUC <cmeura> TAKOM XKe, KaK U A1a onumm -1;

— e — WCNONb3yeT TOYHbIA paszmep danna: He OKPYrNATb pasmep dakna And
CTMPaAHMA OCTaBLLIErocA Mycopa B nocneaHem H610Ke;

— 7 — He CTupaeT pa3mepbl GalioB NOBTOPHbIM YMEHbLLEHMEM BABOE $aliIOBOrO
pa3mepa. [JaHHble NOMNbITKX NPeANnPUHMMAIOTCA TONbKO Ha 0bbIYHbIX dalinax, T. e. onuma
becnonesHa MNpM WCNONb30BaHMW wipe ANA OYUCTKM BAOYHOrO MAW CneumanbHOro
YCTPOMCTBA;

— X <umcyo> — MNPOMNyCKaeT 3adaHHOe 4ucno npoxoaos. [lone3Ho ANnA
NPOAO/MIKEHMA OYMUCTKM C 3a[@HHOM TOYKWM, HANPUMeEpP, KOraa npu 04YMCTKe HOMbLIOTrO
IMCKa HeobxoaMMo NpepsaTb onepauuto. Micnonb3yeTcs ¢ -x;
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— x <passl>,.., <pass35> — VYKa3blBaeT MNOpAAOK npoxoaoB. Koraa wipe
npepbiBaeTcs, OHa OyaeT neyaTaTb TeKyllyt, BblOPaHHY CAyYalHbiM 0Opa3om,
nepmMyTauMio NopsaaKka Npoxoda M HOMepa Npoxoda B KavyeCTBe COOTBETCTBYHOLUMX
aprymeHToB -X U -X;

— F — He cTupaeT umeHa ¢pannos. OObIYHO wipe NbITAETCA CKPbITb MMEHa Ganaos,
NepemMmMeHoBbIBaA MX; 3TO HE TrapaHTUpyeT, 4YTo GU3MYECcKOe pPaCcnoNoXKeHME,
cofeprallee cTapble MMeHa ¢ainnos, byaeT nepesanuncaHo. [locne nepeMmeHOBaHMA
danna egMHCTBEHHbIM cnocobom ybeamnTbea, YTO UMA M3MEHEHO, ABNAETCA dMU3nYecKoe
OCYLLECTB/NIEHME BbI30BA sync (), KOTOPbIA BbiMbIBAaeT AMCKOBble Kawwmn OC, B TO Bpems
Kak O1a [06aBNeHWA WM 3anucy KIlWa MOXEeT WCNo/b30BaTbcA OWUT O SYNC AnA
CMHXPOHM3aUMM BBOAA/BbIBOAA ANA oAHOro ¢dainna. T.K. sync () MeA/IEHHbIN, BbI30B
sync () MOCAe KaXaoro nepeMMeHOBaHMA JeNaeT O4YMCTKY MMeH GalnoB TaKxkKe
MeANEeHHOM;

— k — coxpaHseT dpainbl: He yaanaeT Gannbl nocne ux nepesanucu. MonesHo npu
HEOOXOAMMOCTN CTEepeTb YCTPOWCTBO, COXPaHWB MPW 3TOM CheumansHbih  dann
yCTPOMCTBA. ITO NoApa3yMeBaeT —F;

— D — cnegyet CUMMBOIMYECKUMM CCbIJIKAM: MO YMONYAHUIO wipe HMKOrAa He
cneayetr CUMBONINMYECKMM ccbiikam. OaHaKo, ecnmn Obln yKa3aH -D, wipe COrNacuUTCA Ha
CTMpaHMe Uenen, Ha KOTOpble YKa3blBAOT CUMBOJSIMYECKME CCbIIKWM. HeBO3MOXKHO
OZIHOBPEMEHHO YyKa3aTb ONuUUK -D N —r (peKrypcua);

— v — NOKa3blBaeT MHPOPMALMIO O BEPCUM M BbIXOA,

— h — NOKa3bIBaET CMPaBKY.

®ANbl:  no YMOMYaHUIO  UCnofb3yeTca /dev/random B KadyecTse cuAa
(MCTOYHMKA) reHepaTopa NCeBAOCAYyYaMHbIX YMcen.

MEPEMEHHbIE OKPYXKEHWA

Ecnn yctaHoBNeHa WIPE SEEDPIPE, wipe OyAeT BbINOMHATb YKAa3aHHYO B HeW
KoMaHay (Mcrnonb3ya popen()), XeWWPOBaATb BbIBOL KOMaHAbI C aaropuTMoOm MD5
message-digest Ans nonyyeHma 128-6utHoro cuaa ana PRNG. Hanpumep, Ha cuctemax c
OTCYTCTBYIOLLEM YCTPONCTBOM /dev/random 3Ta NepemeHHasa A0/IKHa OblTb YCTAHOB/IEHA
B /etc/profile B CUEHapWi 000N0YKM, COAEPKALLMA Pa3/INYHbIE KOMAHAbI, TaKNEe KaK
ls, ps, who, last M T.A., KOTOPbI€ 3aMyCKAOTCA aCUHXPOHHO, YTOObI NOJIYYMTb BbIBOA,
HACKO/IbKO BO3MOXHO MeHee NpeacKasyeMblM.

Mpumepsbl 3anycka wipe

Cnepytollaa KOMaHAa PEKYPCMBHO (-r) YAAAUT BCe B Manke private, NpuM 3TOM
BK/IOYEHO MPUHYAMTENbHOE YAa/ZeHMe W OTKAYEH 3anpoc MOATBEPXKAEHUA (-f),
MOKasaH Nporpecc npouecca yaaneHusa (-i):

wipe -rfi private/*

Yoanute  Kaxablh - Gain M Kaxkayto  nanky  (onumAa -r) B nanke
/home/berke/plaintext/, a TaK}Ke CaMy Nanky /home/berke/plaintext/
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Ob6biyHble danabl byayT yaaneHsl B 34 npoxoaa, 1 nx paamep dyaeT ymeHblIaTbCA
BABOE C/y4aMHoe KoamyecTBO pa3. CneumanbHbix ¢annoB (CMMBOMbHbLIX M 610YHbBIX
ycTtponcTts, FIFO) He byaeT. Bce anemeHTbl nanku (bainbl, cneumanbHble Ganabl 1 Nanku)
byayt nepemmeHoBaHbl 10 pa3 M 3aTeM yaaneHbl. DNEMEHTbl C HenoAxoAsLMMM
paspelleHnammn 6yayT BbINOAHATL chmod () (onuma -c). Bce ykasaHHble onepaumn dyayt
nponcxoauTb 6e3 NOATBEPKAEHMA NONAb30BaTeNd (onNuma —f£):

wipe -rcf /home/berke/plaintext/

BnoyHoe ycTpoMCTBO /dev/hda3 COOTBETCTBYET 3 pasdesly MaBHOro AMCKa Ha
nepsuyHom IDE nHTepdeice, KoTopoe byaeT yaaneHo B 6bICTPOM pexnme (onumsa -q), T.e.
4 cny4arHbiMM NpoxoAamu. MHAEKCHbIe AeCKPUNTOPbl He ByayT NnepenmeHoBbIBaTLCA UK
yaanaTbea (onuus -k). Mepen 3anyckom Nporpamma NoTpedyeT BBECTU «yesy:

wipe -kg /dev/hda3

[MOCKONbKY wipe HMKOrAa He cneayeT Nno CUMBOJIbHBIM CCblIKAM, CN HET ABHOTO
yKasaHuA, nNpu HeobxoAMMOCTW YyAanuTb /dev/floppy, KOTOPbIA MOMET O0Ka3aTbCA
CMMBOJIbHOW CCbINKOM /dev/£d0ul440, noTpebyeTca yKasaTb onumio -D. Mepes 3anyckom
nporpaMmma notpebdyeT BBECTU «yesy:

wipe -kgD /dev/floppy

B AaHHOM cnyyae wipe PEKYPCMBHO (OonumA -r) YHWUUYTOMKMKT BCe B /var/log,
Kpome /var/log. [lporpamma He OyaeT MblTaTbCA BbIMOAHUTL chmod (). OHa byaeT
BepbHanbHOM (ONuMA —i) N He NOTpebyeT BBECTM «yes» B pe3y/bTaTe onuum —f:

wipe -rfi >wipe.log /var/log/*
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