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AHHOTALUWA

HacToAwWwmn AOKYMEHT ABASETCA PYKOBOACTBOM aaMMHMUCTpaTopa OnepaumoHHOM
cuctemsbl (OC) ABpopa penns 5.1.3.

HacToAwmin OOKYMEHT COAEPMKUT OMMCaHMe  AOCTYMHbIX aAMWHUCTPATOPY
OYHKLUMOHANbHbIX BO3MOXHOCTEN MOBUAbHOTO ycTporcTBa (MY), dYHKLNOHMPYOLWETO NOA,
ynpasneHvem OC Aspopa’.

AOMUHUCTPATOP MMeeT A0CTYN K QyHKUMAM M HacTpoikam OC ABpopa, ONMCaHHbIM
KaK B HAaCTOALLEM AOKYMEHTE, TaK M B JOKYMeHTe « PyKOBOACTBO N0O/1b30BATENAY.

NPUMEYAHUA:

v Mepen, Havanom paboTbl aAMUHUCTPATOPY HEOOXOAMMO O3HAKOMMUTLCA C
MNONOXKEHMAMM HACTOALLEro AOKYMEHTa, a TakXe C WHbopmaumen, npuBedeHHOW B
NOKYMeHTe «PyKOBO/ACTBO M0/1Ib30BaATENAY;

v BHewWwHnt Bua, uHTepdelica MY 2 moskeT oTnyaTbCa OT MNPUBEAEHHOro Ha
PUCYHKaX B HacToAWweM AoKymeHTe. CHUMKM 3KpaHa ABAAOTCA MPMMEPOM M NpeacTaBAeHbl
B AOKYMeHTe AnA 0bwero o3HakomMaeHna ¢ nHTepdericom MY.

1 Onucanmne pasnmuHbix cnocobos yctaHoBku OC ABpopa Ha MY npuBeOEHO B COOTBETCTBYIOLIMX [JOKYMEHTax
npeanpuAtTMA-paspaboTunKka, KOTOopble MNpeaHasHayeHbl A1A  WMCnonb3oBaHWA [Mpoussogutenamm MY u
aBTOPM30BaHHbIMM CePBUCHBIMM LLEHTPAaMM NPOM3BOANTENA.

2 MY, dyHKUMOHMpYIoLee nog ynpasneHem OC Aspopa.
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1. BBOZ B SKCIMNIYATALUNIO

OC ABpopa npeacTtaBnaeT cobom 3alMLLEHHYIO MOBUAbHYIO MHOro3aaa4vHyto OC
ANa MOBWUAbHbBIX MPUMEHEHWM MNoA annapaTHble nNaaTGopmbl Ha Hase NpouLeccopoB C
apxutektypon ARM 1 MMeeT pas3anyHble BEpCUMU WMCMOSIHEHWA, OMMCaAHME KOTOPbIX
npueeaeHo B Tabanue (Tabamua 17).

BHUMAHUE! OC ABpopa B cepTMOMUMPOBAHHON BEPCUMU
MCNONb30BaHa, HO He OrPaHNYMBATLCA, B CAEAYIOLLINX CUCTEMAX U OObeKTax:

— BTrOCYAapCTBEHHbIX MHOOPMALIMOHHbIX CUCTEMAX, HE COAEPXKALLMX MHOOPMaLMK,
COCTaBAAOWEN roCydapCTBEHHOM TaWHbl, A0 MNEepBOro  Kaacca  3alMLLEHHOCTU
BK/IIOYMTENILHO B COOTBETCTBUM C AOKYMEHTOM «TpeboBaHMA O 3alimnTe MHGOPMALMK, He
COCTaBAANOWEN  rOCYyAapCTBEHHYIO  TalHy, CcoAepkallenca B roCyAapCTBEHHbIX
MHOOPMALMOHHbIX CUCTEMAXY, YTBEPKAEHHbIM Npukazom PCTIK Poccum ot 11 peBpana
2013 1. Ne 17;

— B MHOOPMALMOHHbIX cucTemax (MC) nepcoHanbHbIX AaHHbIX A0 NEPBOro YPoBHA
3alWNLLEHHOCTU BK/IKOYUTE/IBHO B COOTBETCTBMU C AOKYMeHTOM «COCTaB M coaepKaHue
OPraHM3aLMOHHbBIX M TEXHMYECKMX Mep No obecneyeHnto 6€30MacHOCTM MepPCOHaNbHbIX
AAHHbIX Npn KX obpaboTke B MHPOPMALIMOHHbLIX CUCTEMAX MNEePCOHANbHbIX AaHHbIX»,
yTBEpPXAeHHbIM npunkazom PCTIK Poccum ot 18 dpespans 2013 r. No 21;

— B aBTOMATM3MPOBAHHbLIX  CUCTEMAx YMpaBAeHWA OO0 NepBOro  K/jaacca
3aWMUIEHHOCTM  BKIOYUTENIBHO B COOTBETCTBMM C  [AOKYMeHTOM «TpeboBaHuAa K
obecneyeHuto 3awWmUTbl MHGOPMALMM B aBTOMATM3MPOBAHHBIX CMUCTEMAX YMNpaBAeHUA
NPOW3BOACTBEHHbBIMW M TEXHOIOTMYECKMMM MPOLECCAMM Ha KPUTUYECKM BaXKHbIX 0O beKTaX,
NOTEHLUMANbHO OMNAcHbIX 0ObeKTaX, a TakKe 0b6bekTax, NPeAcTaBAAKLUMX NOBbIWEHHYHO
ONACHOCTb ANA M3HW M 300POBbA NOAEN UM ONA OKPYXKatoulen NpUpoaHOM cpeabl»,
yTBEepAeHHbIM npukasom GCTIK Poccmm ot 14 asrycta 2014 r. Ne 31;

— Ha 3HAYMMbIX OOBEKTAX KPUTUYECKON MHPOPMALMOHHON WMHPPACTPYKTYPbI A0
NepBOM KaTeropmm BKAOYUTENBHO B COOTBETCTBUM C AOKYMeHTOM «TpeboBaHMA Mo
obecneyeHnto 6e30MaCHOCTM 3HAYMMbIX OOBEKTOB KPUTMYECKON MHPOPMALIMOHHOM
MHbPaACTPYKTypbl Poccuinckon Geaepaupmmy», yrepKaeHHbIM npukazom ®CTIK Poccum ot
25 pnexkabpsa 2017 r. Ne 239,

3 moxeT 6bITb

3 OnucaHme BosMOXHbIx Bepcuit OC ABpopa npuseaeHo 8 Tabaunue (Tabauvua 17).
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1.1. OrpaHun4yeHUA No aKcnayaTaLuuu

AOMWHUCTPATOPY HeobxoAMMO cobatoaaTh CaeayroLlme Npasmuaa n orpaHnMYeHmaA no
aKkcnayataumm MY:

— He [onycKaTb YCTAHOBKY ntoboro nporpammHoro obecnedyeHua (M0),
NocTaB/iAemMoro B oTaMyHom oT RPM Buae (camoctoAaTenbHoe KonupoBaHue ¢alnios,
ycTtaHoBKa 10 13 apxmBoB, ycTaHoBKa 10 He B WwTaTHble Nanku n3 RPM-nakeTos u T.1.);

— UCKNOYMTL  noakatoveHne MY K HeooBepeHHbIM  TOYKam  A40CTyna
becnpoBoaHbix MHTepdencos (WLAN, Bluetooth®) n 6ecnposogHbim MY.

MPUMEYAHUE. T[lepeveHb [AO0BEpPEHHbIX TOYeK JAOCTyna JAo/KeH 6biTb
chOpMMpPOBaAH Ha MecTe aKcnyaTaumm onepatopom UC;

— UCKIOYUTL Nepeady KoHPUAEeHUNaNbHON pevyeBor U MHoM nHdopmaumm (SMS,
MMS) nocpeactsom MY no npoTtokony GSM;

— NpeaycmoTpeTb mepbl, obecneymBatolLme OTCYTCTBME KOMMbIOTEPHbBIX BUPYCOB
Ha CpeaCTBaxX BblYUCAUTENBHOM TEXHUKN, K KOTOPbIM NoakatovaeTca MY.

1.2. YyeTHble 3anucu ponem

B OC ABpopa peann3oBaH MHOroMoAb30BaTENbCKMA pPeXMM PaboTbl, KOTOPbIM
NO3BOSAET MCMNO/Ib30BaTb MY HECKONIbKMM YY4ETHBIM 3aMUCAM C Pa3/IMYHBIMU PONAMMU.

Po/b — COBOKYMHOCTb MpaB A0CTyrna, Ha OCHOBe KOTOPbIX oOnpeaenAeTcs
BO3MOXXHOCTb BbINMO/JHEHWA TOITO N MHOTO ,El,el\/'ICTBl/IFI B OC ABpopa.
YyeTHaAa 3anuchb poan  — XpaHAWAACA Ha MY COBOKYMHOCTb AaHHbIX O

nosnb3oBaTtene, HeobxoamMmas ANA ero ayTeHTUPUKALMN M NPeaoCTaBeHNs AOCTyNa K ero
JIMYHBIM AAHHbBIM M HAaCTPOMKaM.
MPUMEYAHUE. B 3aBmcMmocTn OT BbIBpaHHOM poan BO3MOXKHOCTM MY moryT
OT/IMYATbCA.
Ha MY moryT 6biTb CO3AaHbl OHOBPEMEHHO A0 7 YYETHbIX 3anunce:
— YYeTHaA 3anuncb C POSIbIO aAIMUHMCTPATOPa, KoTopaa oba1agaeT paclMpPEHHbIMMK
OYHKLUMOHANbHBIMMU BO3MOMXKHOCTAMM, NPU STOM:
e He MoxeT bbITb yaaneHa c MY,
e He obnagaeT NpaBamu Cynepnosib3oBaTens;
e Ntobble M3MEHEHMA HACTPOEK, BbINONHEHHbIE MOA4 Takoh ponbko, OyayT
NPVMEHVMbI KO BCEM YYETHbIM 3annucam MY;
— [0 6 y4eTHbIX 3aNMCen C POIb NONb30BaTE A, CO34aHME KOTOPbIX BbIMOAHAETCA
aAMUHNCTPATOPOM B CUCTEMHbIX HacTponkax MY (n. 1.2.1).
NMPUMEYAHMUE. Mo ymonyaHuio npu nepBom BKAOHEHWN MY 3arpy»aeTca B pexmme
aAMMHMCTPaTOopa.
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1.2.1. Co3paHne y4eTHOM 3anNncK NoNb30BaTENS

BHUMAHUE! [Mepen co3paHnmem y4yeTHOM 3anmMcK NONb30BATENS HEODXOAMMO
nNpeaBapuUTENbHO aKTUBMPOBATbL NepeKkatoYaTeNb «PaspelinTb HACTPOMKY KBOT» (PUCYHOK 2)
NA BO3MOMKHOCTM 334aHMA N HACTPOMKM KBOT (. 4.7.2).

MPUMEYAHUE. OyHKuUMIO «PaspellnTb HACTPOMKY KBOT» HEBO3MOMHO OTKAKOUNUTH
nocne akTMBaumn. [ns AeakTMBaUMW AaHHOM PYHKUMKM Heobxoammo cbpocute MY ao
3aBOACKMX HAacTpoek (noapasaen 2.2).

Ona co3maHnA HOBOM  y4eTHOM  3amMcu  MOJb30BaTeNA  aAMMHUCTPATOPY
Heobxo4MMO BbINONHUTbL CAeaytoLlme AeNCTBUA:

— OTKPbITb MEHK CUCTEMHbLIX HaACTPOEK KaCaHMeEM 3Ha4Ka @ Ha 3KpaHe

npunoxeHuin (PucyHok 1);
OO
— KOCHYTbCA NYHKTa MeHto «lonb3oBaTenm» = B nogpasaene «Cucrema;

— Ha cTpaHuue «llonb30BaTeNM» KOCHYTbCA MyHKTa «[06aBWTb Mosb3oBaTena»
(PrcyHoK 2);

16:12 p Y 96 | 16:13 P Y o6 |
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i l D D PaspelumnTb HacTpoKy KBOT
Monb3oBartenu 6yayT co3gaBaTthesi C

Daiinbi Kanenpapb Moura Myabika BO3MOXHOCTbIO HACTPOIKU KBOTbI.
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— Ha OTKPbIBLUIENCA CTPaHMULLE BBECTU UMS U JIOTUH
HOBOM YYeTHOM 3anmcKn nonb3osatens (PUcyHok 3);

— YCTAaHOBMUTb KBOTY Ha MCMNONb30BaHME AMCKOBOrO
NPOCTPAHCTBa, Nepemellas COOTBETCTBYIOLWMI cnainaep
BMNpPaBO A1A YBEAWYEeHUs KBOTbl AMbBO BNeBO AN

| OTmMeHUTb |

©)

= HoBblll nonb3osatens

Wmsa nonb3osatens

M 0oMKHO 6biTh YHWUKanbHbIM U MOXET coaepXaTb

o e i el ymeHbLueHua (PUcyHoK 3).
TR, AR e R RaLe i o APUMEYAHMS:
e e v' MUHUManbHble U MaKCMMasbHble 3HAYeHWs ANa
iy Sl dniieg 3a/1aHMA KBOTbI 3aBMCAT OT KOHCTPYKTMBHbIX OCOBEHHOCTEN
Slecikt ok e MY
7576 v MogpobHoe  onucaHWe O  KBOTUPOBAHUK
' i e NOCTOAHHOW NAaMATM NpuBeaeHo B N. 4.7.2;
— KOCHYTbCA KHOMKM «MoaTBEpAuTL»  ANA
e COXPaHEeHWA M3MeHEeHUN NMBO KHOMKM «OTMEeHWUTbY AnA
OTMEHbI onepaumm;
Crenepupoeats — NOATBEPAMUTb AENCTBME BBOAOM TEKYLLEro napons
(PucyHoK 4), B pe3ynbTaTe CO3[aHHan y4yeTHasa 3amnuch, a
PucyHok 3 TaK)Ke CTaTyCc ee ayTeHTUPMKaumm oTobpasmTca Ha

cTpaHuue «Monb3oBaTenn» (PucyHok 5).

| Monb3oBarenu

O6wue HacTporku @

[1ns 6bICTPOro NepeKknioYeHns Mexay
nonb3oBaTeNI MU HaXMUTe U
yaepXuBanTe KHOMKY NUTaHUs, 3aTeM
KOCHUTECH KHOMKM "CMeHUTb
nonbsosatens”

Beegute naponb

Bnapeneu ycTpoiicTea

PaspelunTb HaCTPOMKY KBOT

O Bvle«Bnageney ycTpoWcTBa
1 2 3 ©' AamuHucTpaTop
O Monbsosarens 1
Ewe He ayTeHTUdMUMpOBanca
4 5 6
O Monbzosarens 2
Ewe He ayTeHTUMUMpOBanca
7 8 9 O [Monb3osatens 3
@R FEue He ayTeHTUdUUMpPOBancs
Aa 0 + Lo6aButb nonb3osaTtens
OTMeHuTb
PuUcyHoK 4 PUCYHOK 5

BHUMAHUE! B cnyyae ecnm npu co3gaHum nonb3oBatento Oblna 3agaHa
MaKCMMa/ibHaA KBOTA (PUCYHOK 6), TO Ha CTpaHMLLEe CO34aHMA Nob3oBaTenen otobpasmnTca
MHPOPMALIMA O HEBO3MOMKHOCTU CO34aTb JOMOJIHUTE/IbHblE Y4YeTHble 3anucu Kn3-3a
OTCYTCTBMSA CBOOOAHOrO AMCKOBOro npoctpaHctsa MY (PUcyHOK 7).
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Monb3osarens 1 nonb3oBaTeNsMU HaXXMUTe U
Mms nonb3osatens yOepXuBaiiTe KHOMKY MUTaHWS, 3aTeM
User1 KOCHUTECH KHOMKM "CMeHUTb

nonb3osartens”
JloruH nonb3oBatens

PaspelmnTb HaCTPOWUKY KBOT

O BbieBnageneu yctpoicTsa
o' AAMWHUCTpaTOp
OpHOpasoBbIi Naposb © O Monbsosatens 1
[nuHa napons fonxHa 6biTb 5-12 cUMBONOB. Euwe He ayTeHTudUUMpoOBanca
He ocTanocb kBOTbI
CreHepupoBaTb
PucyHoK 6 PucyHok 7

Mpn paboTe C y4eTHbIMM 3aNMCAMW MNONb30BATENA AAMMHUCTPATOPY AOCTYMHbI
cneayowme gencrema (PucyHok 8, PucyHok 9):

— MEepeKtYeHME MeXay Y4ETHbIMM 3aNNUCAMM POSIEN.

MPUMEYAHUE. NMoapobHoe onucaHme npouecca NePeKNOYEHNS MeKAY YY4ETHbIMM
3anNMcAMM NpuBeEAEHO B JOKYMEHTe «PyKOBOACTBO MO/b30BaATENAY;

— ynpaBAeHne NCxoaaUmMMmn ronocoBbiMM BblzoBamm 1 SMS (n. 1.2.2);

— NnepeumeHoBaHKMe y4eTHoM 3anucu (n. 1.2.3);

— HacTpoWKa besonacHocTn (n. 4.2.2);

— y/AaneHue y4yeTHOM 3anumcu nonbsosatens (n. 1.2.4).
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PYKOBOACTBO aZAMMHUCTPATOPA | MNATOOPMA
‘ Monb3oBaTenu Monb3oBaTenu
O6uwue HacTporKu /E;J O6Lwme HacTponKku (\E)
O Bobl e« Bnageneuy ycrpoiictaa O Beble«Briageney yCTpoucTBa
O [Monbsosatens 1
e s e MepenmeHosaTb
MepeKniounTbCS Ha 3TOrO NOMb30BaTENS Hactpoiiku 6esonacHocTu
OTKNIOYUTH UCXOAALLME FONOCOBbIE BbI30BbI U SMS
MepenmeHoBaTb
HacTpoiiku 6e3onacHocTu
Ypanutb
PucyHoKk 8 PucyHokK 9

1.2.2. YnpaBieHne NCXoa4AaLWLMMM rON0COBLIMM BbI30BaMM U SMS

[Ona OTKNOYEHMA WUCXOAAWMX TONOCOBbIX BbiI3oBOB M SMS HeobxoaMmo B
KOHTEKCTHOM MEHIO YYEeTHOW 3aMMUCK MNOAb30BaTENA KOCHYTbCA MNYyHKTa «OTKAKOYMTb
MCXoAALLLME rON0COBbIE BbI30BbI M SMS» (cM. PUCYHOK 8).

[anee y y4eTHOW 3anNncK NoNb30BaTeNs 0TOOPA3UTCA NpeaynpexKaatolmii 3Ha4YOK

% (PncyHok 10) n Bo3morkHocTn nonb3oBatens 8 MI «TenepoH» n Ml «CoobuieHns»
OyayT orpaHUYeHsl.

[Ons  BKAOYEHUA WCXOAALIMX TOJIOCOBbLIX BbI30BOB M SMS aaMUMHUCTPATOPY
HEeobX0AMMO B KOHTEKCTHOM MEHI YYeTHOM 3anmMcK MO/b30BaTeNs KOCHYTbCA MYHKTa
«BKNOYUTL  UCXOAALLME TON0COBble BbI30Bbl M SMS» (PucyHok 11), nocne uyero

npeaynpexaatolmi  3Ha4yoK % nepectaHeT OTobOparkaTbCA Yy YYETHOM  3anucu
NONb30BaTENSA, M BO3MOXKHOCTM NoAb3oBaTensa B MIM «TenedpoH» n MIM «CoobuieHna» dbyayTt
BOCCTAQHOB/IEHbI.

MPUMEYAHUE. ToapobHoe onucaHme paboTbl YKaszaHHbIX MM, a Takxke
YBEAOMNEHWNM, BbIBOAMMbBIX Ha 3KpaH MY npu OTKAOYEHWM TONOCOBLIX BbI30BOB M SMS,
NPUBEAEHO B OKYMEHTe « PYKOBOACTBO NO/1b30BATENAY.

10
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PYKOBOACTBO aAMMHUCTPaATOpPa l N ATOOPMA
| Monb3oBaTtenu Monb3oBaTtenu
O6Lme HacTPOMNKK @ O6Lme HacTpPoKU @

J[lns 6bICTPOro NepeknioYeHns Mexay
nosb3oBaTeNsMu HaxXMuTe U
yOEepXuBanTe KHOMKY NUTaHus, 3aTeM
KOCHUTECH KHOMKM "CMeHUTb
nonb3osartens”

PaspelnTb HaCTPOMKY KBOT

Bbl « Bnageneu yctpoiicTtsa O Bble«Bnageney yctpoiictsa

O
©' AamuHucTpatop o
O Monbsosatensb 1 % O [Monbsosatens 1 %
Euwje He ayTeHTUdULMpOBancs MR Eue He ayTeHTUdULMPOBancs
O Monbzosarens 2
Ellie He ayTeHTUGMUMpOBANCH I'IepeKmquTbcu Ha 3TOro nonb3osarens
O Monb3osatens 3 BK/IIO4MTb UCXOASLLME FONOCOBbIE BbI30BbI M SMS

@R Eue He ayTeHTUdULMpPOBAnCS

MNepeumeHoBaTb
—|— [o6aBuTb nonb3osaTens £

HacTpoiikm 6e3onacHocTn

Ynanutb

PucyHok 10 PucyHok 11

1.2.3. [epenmeHOBaHMe y4eTHOM 3anncu

Nna nepemmeHoBaHMA yquHOVI 3anncu H€O6XO,£I,VIN\O BbIMOJIHNTL Ccaeayrowmne

NENCTBUA:
— OTKPbITb KOHTEKCTHOE MEHI0 Y4YeTHOM 3anucK, KOTopyt HeobxoaMmo

neperMmeHoBaTb;
— KOCHYTbCS NyHKTa «[lepenmeHoBaTb» (CM. PUCYyHOK 8, cM. PUcyHOK 9);

— BBECTM HOBOE MMA y4yeTHOM 3anucu (PrucyHok 12, PucyHok 13);
— KOCHYTbCA 3Ha4kKa ,£I,/'Iﬂ NOATBEPKAEHMA AENCTBUA, B pe3yabTaTe y4yeTHan

3anuch bygeT nepemmeHoBaHa.
MPUMEYAHMUE. Mpn nepenmeHOBaHMM YY4ETHOM 3aMNCK M3MEHAETCA TO/IbKO ee M4,

NNOTNH OCTaeTCA HEN3MEHHbIM.

11
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— "] OTKPbITASl
MOBW/IbHAS
l NNATOOPMA

| Monb3oBatenu

O6Lwme HacTporKu @

[1ng 6bICTPOro NepekItYEHNs MEXAY
nonb3oBaTeNI MU HaXMUTE 1
yAEPXUBaTE KHOMKY NUTaHUS, 3aTeM
KOCHUTECH KHOMKM "CMEHUTb
nonb3osarens”

PaspelnTb HaCTPOIKY KBOT

Bbl e VIBaH|

e O

AnMUHUCTPaTOP

O TMonb3osatenb 1
Ewle He ayTeHTudULMpPOBancs

e T o PR )

RU
muy
¢ bl B

] A u

K € HT T uwt 3 X
anponagxa
CMMUTUL 610K

, |

1123 -

PucyHok 12

Monb3oBaTenu

O6Lmre HacTPOHKK @

[na 6bicTPOro NepeknioYeHns Mexay
rnonb3oBaTens Mm HaXxXMUTe 1
YOEPXWUBaNTE KHOMKY NUTaHWA, 3aTeM
KOCHWMTECH KHOMKK "CMeHUTb
nonb3oBaTens"

Pa3peluTb HaCTpPOIKy KBOT

O Bbl« Bnapgeney yctpoicTea
° ApMuHMUCTpaTop

o . A

BBeneHb HEAOMYCTUMbIE CUMBONbI. VIMS
MOXET COAEPXaTb TONbKO GYKBbI, LIMGPbI 1
CNenyoLWmre CUMBObI: TOYKa, MUHYC, HIXHEe
noAYepKUBaHu1e 1 npoben.

RU

=¢
=
~

~

e HTr uwu 3 X

¢ bl

w
o)}

nponanxsa
MUTDbL 6 10 <

, |

123 -

PucyHok 14

MPUMEYAHUE. He pekomeHayeTcs

Monb3oBatenu

O6Lwme HacTporKu @

[1ng 6bICTPOro NepektoYEHNS MEXAY
nonb3oBaTeN MU HaXMUTE U
YAEPXUBaNTE KHOMKY NMUTaHUS, 3aTEM
KOCHUTECH KHOMKM "CMEeHUTb
nonb3osarens”

PaspelunTb HaCTPOWKY KBOT

O Bbl« Bnagenew ycTpoiicTtea

ApmMuHMCTpaTop

O nMertpl
Ewe He ayTeHTUdULUMpPOBancs

N MAamicamacam: D

RU

by K

bl B a

e H T wuw3 X

nponagx?3

> & ¢

9 4CMMUTDHL 6 10K

, |

1238 -

PucyHok 13

npmcBanmBaTb

Y4eTHbIM 3aMMCAM MMEHa, HaYMHarWMeca C TOYKKN UK

npobena.
oTObpa3mnTCs
(PcyHoK 14).

COoOTBETCTBYHOLWEE

B Chydae BBOAA HeAONYCTUMbIX CUMMBOJ10B

yBeJOM/TIEHNE
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1.2.4. YnaneHue y4eTHOM 3aN1UCU NONb30BaTENA

[na ypaneHua y4yeTHOW 3anucKM  MNONb30BaTeNs
HeobXoAMMO BbINONHUTL CAeayolme AeNCTBUS:
— OTKPbITb KOHTEKCTHOE MEHI0 YYeTHOM 3anucu,

OTMEHUTL MoaTeepauTb

Bbl BENCTBUTENBHO XOTUTE

yoanutb Nonb3oBaTtenb 1? KOTOPYHO HeO6XO,£I,l/I MO yAOannTb,

Mocne noaTBEPXAeHNs BCe AaHHbIe — KOCHYTbCA NMYHKTa «y,u,an NTb» (CN\. PVICVHOK 8),
nonbaosatens 6yayT yaaneHsl (Hanpumep, o

VHGTHIG SANHCH, KOHTSKYH, conOienies, — Ha OTKpbIBWENCA CTPpaHWMLUE KOCHYTbCA KHOMKH

DOKYMeHTbI, doTorpadumn u apyrve daiinbl).

«MoaTBepanTbY ANA NOATBEpPKAeHMA onepauum nmnbo
KHOMKM «OTMEHUTbY ANs OTMeHbI (PucyHok 15);

— noATBEPAWUTb  AENCTBME  BBOAOM  TEKYLIEro
napons (cm. PucyHok 4).

Mpn yaaneHnm y4eTHOM 3anmcu nonb3oBaTena byayT
TaKKe yaaneHsbl:

— [aHHble N0Nb30BaTENS;

— [JOMalLHAA nanka noab3osaTens (n. 4.2.3);

— NONb30BaTeNbCKOE XpaHUAKLLE Katodel (n. 1.4.5).

PucyHok 15

1.3. YcTaHOBKa BpeMeHu n AaTol

MPUMEYAHUE. OnumcaHme OCHOBHbIX LAroB MepPBOHAYaNbHOM HACTpoOnKkn MY
npuMBeleHO B JOKYMeHTe «PyKOBOACTBO MO/b30BaTeNA», MNpPM 3TOM YCTAHOBKA W
nocneaytoLlas HaCcTPoMKa AaTbl M BPEMEHM AOCTYMNHA TONbKO aAMUHUCTPATOPY.

BHUMAHMUE! VameHeHMs HacTpoeK B MyHKTE MeHI0 «Bpems 1 gata» NnpuMeHsoTcA
KO BCEM YYETHbIM 3aMnCAM POJier, CO34aHHbIM Ha MY.

13
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PYKOBOACTBO afMMHUCTPATOpPa | MO
T e [Ona ycTaHOBKM BpemeHu W aaTbl Heobxoammo
ybeamTbca, YTo BCE MONA 3aMONHEHbI KOPPEKTHO AMbo
Bbibepute gaTy U Bpems .
PR i i M3MEHUTb 3HA4YeHWA 3aMOJ/IHEHHbIX MNOAeM, BbINOAHUB
RpReRe. cneayrouime AencTBns:
Yacosou nosic Poccus, Mockea
— W3MEHMUTb 3HayeHWs napameTpoB «Yacosom
Oata 19 pekabps 2023
nosac», «aTta», «Bpems», KOCHYBLUMCb COOTBETCTBYOLLMX
Bpemsa 18:53 v
nonem;
e ke — BblbpaTb  GopmaT  BPEMEHM,  KOCHYBLUIMCb
COOTBETCTBYOLLErO Nepekntoyatens (PucyHok 16).
MPUMEYAHUE. [na aKtMBauum nepekntoyaTens
[0CTAaTOYHO KOCHYTbCA NOJIA, B KOTOPOM OH PACMO/IOMKEH:
nepeKkatoYaTeNb HA4YHET CBETUTHLCA APYE, YEM B COCTOAHUM
MO YMONYaHUIO (HEAKTUBHOM);
— KOCHYTbCA KHOMKK «[anee» Ans noATBEPHKAEHNS
AencTens 1nMbo KHOMKM «Hasag» Ana Bo3BpaTa Ha
npeabiayLyo CTPaHULLY.
PucyHok 16

[ns nocneaylowen HaCTPOMKM 4acoBOro Mosca, TEKYLWWMX AaTbl M BPEMEHM
HeobX0AMMO BbINONHUTbL Ceaytolne AeNCTBUA:

— OTKPbITb MEHI0 CUCTEMHbIX HACTPOEK KacaHMem 3Hauka @ Ha JKpaHe
NPUNOXKeHUM (cm. PUcyHoOK 1);

— KOCHYTbCA MyHKTa MeHl «Bpema un gata» & B noapasznene «Cucrtema», B
pe3ynbTaTe o0T06PaA3nUTCA OAHOMMEHHAA CTPaHMUA HACTPOMKM [AaTbl M BPEMEHM
(PucyHok 17);

— ONA aBTOMATMYeCKOoro 0bHOBMEHWSA [aTbl/BPEMEHM KOCHYTbCA MepekatoyaTens
«ABTOMaTU4YeCcKoe 0b6HOBNEHNE BpeMeHn» (PUcyHOK 18). 3HaYeHMA noieit 4acoBOro nosca,
AaTbl M BPEMEHW CTaHYT HeAOCTYMHbIMM ANA peAaKTUPOBaHMA. B AanbHenwem obHoBAEHME
naTbl/BpemeHun byaeT nponcxoanTb aBTOMATUYECKMN.

NMPUMEYAHUE. nAa ycTaHOBKM 4aCOBOro NofAca, BPEMEHU U AaTbl BPYYHYO OMNLUMA
aBTOMATMYeCKOro 0OHOBIEHWNS BPEMEHW A0NKHA ObITb BbIK/OYEHA.

14
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MOBWUJIbHASA
PyKOBOACTBO aAMUHUCTPATOPA | MNATOOPMA
| Bpems n pata Bpems n pata
#  ABTOMaTMyeckoe o6HOBNeHVE ABTOMaTHyeckoe o6HOBNEHME
BPEMEHMU BPEeMEHMU
Yacoeoit nosic Poccus, Mocksa YacoBoW nosic
Hata 23 aHuBaps 2024 [ata
Bpems 15:43 Bpewms
Wcnonb3oBaTb 24-4acoBoi Wcnonb3oBaTb 24-4yacoBoi
dpopmat BpemeHu $popmat BpemeHu
PucyHok 17 PucyHok 18

B cnyyae Heobxoa4MMOCTM 3a4aTb YaCOBOM NOAC, BPEMA M AATy BPYYHY TpebyeTca
BbIMONIHMUTb CAeAytolLne AeNCTBUA:

— ONA  YCTAHOBKM 4aCOBOro Mosica: KOCHYTbCcA nonsa «YacoBow noac»
(cm. PucyHok 17) n Ha OTKpbIBLWENCA CTpaHuLe BbibpaTb Heobxoammoe 3HayeHue. Ons
yCKOpeHMa npouecca BbibOpa MOXHO BOCMO/Ab30BaTbCA Nonem nomcka (PucyHok 19)
[anee BbIGpaTb GopmaT BPeMeHM, KOCHYBLIMCb nepekatoyatena «Mcnonb3oBaTb
24-yacoBol popmaT» (cm. PucyHoK 17) ans oTobparkeHns BpeMeHM B COOTBETCTBYHOLLEM
dopmaTe. Ecam AaHHbIM NYHKT He aKTUBMPOBAH, Bpems byaeT oTtobpaykaTbes B 12-4acoBom
dopmate € yToyHeHMeM A0 nonyaHs «AM» nam nocne nonyaHa «PMy»;

— ONA  YCTAHOBKM  AaTbl:  KOCHYyTbcA nona «[ata» (cm. PucyHok 17), Ha
OTKPbIBLUEMCA CTPAHULIE KOCHYTbCA TEeKyllen AaTbl U BblOpaTb M3 CNMCKa TEKYLWMA roa,
mecsu, 1 yncno (PucyHok 20). [lanee KOCHYTbCA KHOMKK «[MoATBEPAUTLY» ANA COXPAaHEHMUA
natbl MMbo KHoMKM «OTMEeHUTb» ANA OTMEHbl onepaumn. B cnydyae noaTBep:KAeHMA
BblOpaHHaA AaTa 0ToOPa3nTCA Ha CTPaHMLLE HACTPOMKM AaTbl M BPEMEHM, B C/Iy4ae OTMEHDI
[aTa OCTaHeTCA NpeXxHeun;

15
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PYKOBOACTBO afMMHUCTPATOpPa | MO
| YacoBoit nosic OTMEeHUTb MopTeepantb
Q Mouck 23 aHBaps 2024
GMT -11:00 MH BT cp yT nr c6 BC
AmepukaHckoe Camoa

GMT -11:00 Maro-Maro

BHewwHue manble octposa CLLA 8 9 0 N 12 13 14
GMT -11:00 Muayait
%5 16 17 18 19 20 21
Huya

GMT -11:00 Anodu
22 23 24 25 26 27 28

GMT -10:00

29 30 31 1 2 3 4

OcTtpoBa Kyka

GMT -10:00 Asapya 5 6 7 8 9 10 1"
RU

MUY KEHTIWW 3 X

®bl BANDPODNMNOXD?

29 4YCMWUT b b O

s - =

PucyHok 19 PucyHok 20

— ANA  YCTAaHOBKM BPEMEHWU: KOCHYTbCA MOAA
«Bpema» (cm. PucyHok 17), B pe3synbTate oTobpasmnTca
umdepbnaT, MeTKa BO BHYTPEHHEM Kpyre KOTOPOro
UrpaeT pPoO/ib YacoBOM CTPENKW, BO BHelWHem —
MWHYTHOM (PucyHok 21). [1ns yCTaHOBKM HEOBXOAMMOTo
15:44 3HaYeHMa cnedyeT NooyepeaHO KOCHYTbCA KaKaon M3
METOK 3Ha4Ka U1, nepeaBuras ee nNo UaM NPOTUB YaCOBOWM
CTPENIKN, YCTAHOBWUTb B MO3WMUMMKM, COOTBETCTBYHOLLEN
TEKYLLEMY BPEMEHMN;

— KOCHYTbCA  KHOMKM  «[lloATBepAuTb»  AnA
COXPaHEHMA YCTAaHOBAEHHOro BpeMeHM AMbO KHOMKM
«OTMEeHUTb» ANA  OTMeHbl onepaumn. B caydyae
noaTsep:kaeHua BbibpaHHOe Bpema oTobOpa3nTCca Ha
CTPaHMLE HAaCTPOMKK AaTbl M BPEMEHM, B C/ly4ae OTMEHbI
BPEMSA OCTaHETCA MNPEXHUM.

OTMeHUTb MopTeepantb

PucyHok 21

1.4. Hactpoika MY

AomunHucTpatopy MY A0CTYNHbI CaeaytoLme BO3MOXKHOCTU:
— uncnonb3oBaHue SIM-kapT (n. 1.4.1);

16
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— BblbOp perxknma USB-noakntouenmna (n. 1.4.2);

— HacTpoMKa BepxHero meHto (n. 1.4.3);

— HacTpoMka MM (n. 1.4.4);

N0/1b30BATE/NIbCKOE XpaHUANLLLE Katoden (n. 1.4.5);
— areHT nosb3osatena (n. 1.4.6).

1.4.1. icnonb3oBaHue SIM-KapT
1.4.1.1. NMpwBAsKa 1 oTBA3Ka SIM-KapT

BHUMAHMUE! AkTnBaums n aeaktnsaumna pyHkumm «Mpmsaska SIM-kapT» A40CTyNHa
TO/IbKO Mocae nepesarpyskn MYV.

B uenax peanuMsauum  KOHTPOAA [JOcCTyna M

nosbilleHna besonacHocT 8 OC ABpopa npeaycMoTpeHa

N ——— BO3MOMHOCTb  Ha3HauMTb  AoBepeHHble  SIM-KapTbl,
Sl L BbINOJIHWUB CAeaylolme AeUCTBUA:

MO6UNbHOW CBSA3M Ha YCTPOCTBE NpU

Han HenEhaxeaHRON SIM: KapTH — OTKPbITb MEHIKO CUCTEMHDbIX HACTPOEK KaCaHMEM

| MpuBsaska SIM-kapT K ycTponcTey

3Ha4kKa @ Ha DKpaHe NpuoXKeHn (cm. PucyHok 1);
— KOCHYTbCA NMyHKTa MeHto «[lpumBaska SIM-KapT K

yctponctey» & B noapasaene «besonacHoCTb»;

— Ha OTKPbIBLWEWCA CTPaHMUE  aKTMBMPOBATb
nepekntoyatens  «Brkatounmtb  npwmeAsky  SIM-kapT»
(P1CyHOK 22) 1 noATBEPAUTbL AEMCTBNE BBOAOM TEKYLLETO
napons (cm. PucyHok 4).

MPUMEYAHUE. [na BbINONHEHMA NPUBA3KM U
oTBA3KN  SIM-KapTbl Heobxoammo, 4ToObl  AaHHaA
SIM-kapTa ©Oblna BcTaBneHa B MY, a nepekntoyaTtenb
«BKHOUMTL NpUBA3KY SIM-KapT» akTMBUPOBaAH;

PUCyHOK 22

17



PyKOBOACTBO aAMUHNCTPATOPA

— "] OTKPbITASl
MOBWUJIbHAS
| NNATOOPMA

MpuBaska SIM-kapT K ycTponcTBy

BintounTb npuesasky SIM-kapt
BHumaHue! BknioyeHue gaHHou onummn
3a610KMpYeT UCTIONb30BaHUe
MOBMNBHO CBSA3U Ha YCTPOWCTBE NpU
Hanuyum HenpuesisaHHoi SIM-kapTbl

YctaHoBneHHble SIM-kapTbl

SIM1|[ROSTELEC(

ICCID:897012062

Mpuesasatb

Paspewwutb SIM-kapTy no macke

ICCID SIM-kapTbl

PaspewwuTb

Cnincok paspeluéHHbix SIM-kapT

©}

PucyHok 23

MpuBaska SIM-kapT K ycTponcTBy

BkniounTtb npuesasky SIM-kapt
BHumaHue! BknioyeHue gaHHou onummn
3a610KMpYeT UCTIONb30BaHUe
MOGUIBHOM CBS3W Ha YCTPOWCTBE Npu
Hanuyum HenpumessaHHoi SIM-kapTbl

YctaHoBneHHble SIM-kapTbl

SIM1|[ROSTELEC(

ICCID:897012062

OTBsi3aTh

Paspewwutb SIM-kapTy no macke

89701206269065692642

Paspewuntb

Cnucok paspeluéHHbix SIM-kapT

®

PucyHok 24

— Ha OTKpbIBWEWCA CTpaHuue B
«YcTaHoBneHHble  SIM-KapTbl»  KOCHYTbCA
«lMpwnBAsaTb» cnpaBa oOT Heobxoanmon
(PvcyHOK 23) ana npuBsa3kn  SIM-KapTbl K
pe3ynbraTe SIM-kapTabyaet npusazaHa K MY;

— B noapasaene «Paspewunts SIM-KapTy No macke»
BBecTU ICCID Tpebyemoi SIM-KapTbl M KOCHYTbCA KHOMKM
«PaspewnTb», ONA paspeweHna MCNosib3oBaHuA SIM-
KapT, He BCTaB/I€HHbIX B AaHHOe MY 1 He NpUBA3aHHbLIX K
Hemy (PucyHok 24).

MPUMEYAHUE. ICCID npeactaBnsetr  coboM
YHWUKaNbHbI CeEpUIMHbIM HOMep SIM-KapTbl 1 coaepnt 20
CMMBONOB. ECAM  Ko/in4ecTBO BBOAMMbBIX CMMBOJIOB
oTanyaetca ot 20, TO Ha 3KpaHe MY oTobpasutca
COOTBETCTBYlOLLEE yBegOMAeHME (PUCYHOK 25).

noapasaene

KHOMKM
SIM-KapTbl
MY, B

MpuesAska SIM-kapT K yCTpOACTBY

BknounTb npusasky SIM-kapt
BHumaHue! BknioveHre gaHHOM onuum
3a6noKupyeT UCnonb3osaHue
MO6UNbHOI CBA3W Ha YCTPORCTBE NpKU
Hanu4un HenpueasaHHol SIM-kapTbl

YcTtaHoneHHble SIM-kapTbl

SIMT[ROSTELEC(

ICCID:897012062 anBﬂaaTb

Paspewwmntb SIM-kapTy no mMacke

000

ICCID SIM-kapTbl
HekoppekTHbii BBoA. ICCID pgonxeH cogepxaTb He
Gonee 20 CMMBONOB - TONbKO LMGPLI U CUMBONLI '+,

PazpewuTb

Cnucok paspeluénHbix SIM-kapT 0]

PucyHok 25

Ona Toro, 4ytobbl 0TBA3aTb OT MY paHee npuWBA3aHHYD K Hemy SIM-kapTy,
HeobxoAMMO BbINONHWUTL CAedyolme AeNCTBUS:

— B noapasgene «YcraHoBnaeHHble SIM-KapTbl» KOCHYTbCA KHOMKWM «OTBA3aTb»
cnpasa oT Heobxoamnmown SIM-KkapTbl (cM. PUcyHoK 24);

18



PyKOBOACTBO aAMUHNCTPATOPA

— "] OTKPbITASl

MOBWU/IbHAA
l NNAT®OPMA

— Ha OTKPbIBLLEMNCS CTPaHWULLE KOCHYTbCA KHOMKK «OTBA3aTb» A1A NOATBEPHKAEHUA
onepaunmn 1Mb0o KHOMKM « OTMEHUTbY A8 OTMeHbI (PUCYHOK 26);

— B pe3ynbrate oTBA3KM SIM-KkapTbl oT MY o0T00pa3nTca COOTBETCTBYHOLLEE

yBegomneHne (PucyHok 27).

| OTMeHUTb OTBa3aTb |

[aHHasa SIM-kapTa 6ygeTt
OTBsI3aHa OT 3TOro
yCTpOUCTBA

Mocne ynanenusa SIM-kapta 6yger
3a6noxmposaHa Ha 0aHHOM yCTpOﬁCTBeA

Bbl yBEpeHbl, 4TO XxoTUTE yaanutb SIM-
kapTy 89701206269065692642 ?

PucyHOK 26

| [MpuBsaska SIM-kapT K YCTPOMCTB

! Cucrema

Mo6unbHas cBsi3b 3a6nokuposa
YctaHoBneHHble SIM-kapTbl He
NpUBSA3aHbl K JaHHOMY YCTPOWCTBY 1
He MoryT 6biTb MCMOJIb30BaHbI.

MepeiTu B HACTPOMKMK

YctaHoBneHHble SIM-kapTbl

SIM1|ROSTELECC
ICCID:8970120626

MpuBs3aTh

Paspewmutb SIM-kapTy no Macke

ICCID SIM-kapTbl

ICCID SIM-kapTbi
Paspewutb

Cnncok paspeluéHHbix SIM-kapT ®

PucyHok 27
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1.4.1.2. lpocmoTp 1 yaaneHue paspeleHHbix SIM-KkapT

| Cnncok paspeLuéHHbix SIM-kapT 2

89701206219003881203

89701206269065692642

PucyHok 28

Cnuncok paspeLlénHbix SIM-kapTt

89701206219003881203
Yoanutb

89701206269065692642

PucyHok 29

[na npocmoTpa CnmMcka paspeweHHbix SIM-kapT
HeobXxoAMMO KOCHYTbCcA nona «CnMCOK pa3pelleHHbIX
SIM-KapT» (cm. PucyHok 25), B pe3ynbTaTe 0TobpasmnTCs
CTPaHWLA CO CMUCKOM W KonmvectBom  SIM-KapT,
MCNONb30BaHKMeE KOTOPbIX pa3peLleHo Ha MY
(PncyHoK 28).

Ana yoanenua SIM-KapTbl U3 CNMCKa paspeLlleHHbIX
Heobxo4MMO BbINONHUTbL Ceaytolme AeNCTBUA:

— KOCHyTbcA M yaep»uneaTb ICCID Tpebyemorr SIM-
KapTbl;

— B KOHTEKCTHOM  MEHKD  KOCHYTbCA  MYyHKTa
«Ypanutb» (PucyHok 29);

— Ha OTKPbIBLWIENCA CTPaHMLUE KOCHYTbCA KHOMKM
«YnanuTb» ANA NOATBEPKAEHMA onepauum NMHBO KHOMKK
«OTMeHUTb» Ana oTMmeHbl (PucyHok 30).

OTMeHUTb Ynanutb

[aHHag SIM-kapTa 6yger
yaasneHa U3 Crnucka
paspeLUEHHbIX ANs 3TOro
yCTpPOWUCTBa

Mocne yoanenus SIM-kapta 6yget
3a6nokMpoBaHa Ha JaHHOM YCTPOUCTBE.

Bbl yBEpPEHDI, 4TO XOTUTE YoanuTh SIM-
kapTy 89701206219003881203 ?

PucyHok 30
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1.4.1.3. Hactponka PIN-koga ana SIM-kapTbl

3awmTa  ycTaHoB/ieHHOM Ha MY  SIM-KapTbl

| PIN-koa o
obecneynsaeTca ¢ nomoupto PIN-Koaa, KOTOPbI MOXKHO
SIM1| ROSTELECOM aKTUBMPOBATb/A€aKTUBMPOBATb OTAENbHO A4 KaXKA0M 13
3anpatumeatb PIN-kog SIM-Ka pT.
Wamenus PIN-kon MPUMEYAHUE. B 3aBMCMMOCTU OT KOHCTPYKTUBHbIX
ocobeHHocTen MY gonyckaeTca ycTaHOBKa 40 AByX SIM-
SIM2 | HeusBsecTHbI
KapT.

Het SIM-kapTbl B crnote

[Ona HacTponKkn PIN-Koga HEobXOoAMMO BbIMOAHUTD
cneaytowme aencrema (PucyHok 31):
— OTKPbITb MEHIK CUCTEMHbIX HAaCTPOEeK KaCaHWem

3HaYKa @ Ha DKpaHe npunoxkeHuni (cm. PucyHok 1);

[
— KOCHYTbCA MyHKTa MmeHi «PIN-kog» *** B

noapasaene «be3onacHoOCTb»;

— KOCHYTbCA nepekatovaTena «3anpawmneaTtb
PIN-koa» Tex SIM-KapT, KOTopble He0BX0AMMO 3aWMUTUTL
BBOAOM PIN-Koaa nnMbo CHATb 3aLMTY.

PucyHok 31

Mocne aktmBaumm PIN-KoZa oH ByaeT 3anpallmBaThCs NPU KaxKaom BKAoYEHUN MY
(PucyHok 32). B cnyyae TpexkpaTHoro BBoda HesepHoro PIN-koaa SIM-kapTa 6yaet
3ab10KMpoBaHa N ansa ee pa3biokMpoBKkM noTpebyetcs PUK-Koa, Ana BBOAA KOTOPOro
npepoctasnsetca 10 nonbiTok (PucyHoK 33).

MPUMEYAHUE. PUK-Kkoa npeanoctaBafeTca onepaTopom COTOBOM CBA3M.

Mocne BBOAa BepHoro PUK-Koaa oTobpasunTcs cTpaHmua ana nameHenua PIN-koaa
(cm. PucyHok 31), Ha KOTopoM HeOHXOAMMO BbINONHUTL CAeAyIoLLIMe AEeNCTBUA:

— KOCHYTbCA KHOMKKN «M3meHnTb PIN-Koa»;

— BHECTW COOTBETCTBYIOLLME M3MEHEHMA B pa3aesne SIM-KapTbl, KOTOpyto TpebyeTcs
3aWmTnTL BBOAOM PIN-KOAa.
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Beegute PIN-kog
SIM1| ROSTELECOM

PucyHoK 32 PucyHok 33

1.4.2. Bbibop pexumma USB-noakntoyeHma

Onsa Bbibopa pexnma USB-nogkntoyeHma HeobxoaMmo BbIMOAHUTL caeaytouine
AencTBus:

— OTKPbITb MEHK CMCTEMHbIX HACTPOEK KacaHWem 3Hauyka E°3 Ha JKpaHe
nPUNOXKeHUM (cm. PucyHoK 1);

— KOCHYTbCA NYHKTa MeHto « USB» "l’ B noapasaene «YnpaBaeHme cCOeaMHEHNAMMY;

— Ha OTKPbIBLUEMCA CTPaHWULLE KOCHYTbCA nona «Pexum USB mo ymonvaHutoo» u
BbIOpaTb HEOHXOAMMOE 3HaYEeHMEe M3 PacKpbiBatoLLeroca cnmcka (PucyHok 34).

NMPUMEYAHUA:

v’ B cnyyae Bbibopa nyHKTa «Bcerga cnpalwmsaTth» npu nogxaodeHnn MY k 3BM c
nomoubto USB-kabena Ha MY oTobpasmnTca okHO ¢ Bbibopom pexmma USB-noakntoueHmn
(PncyHoK 35);

v’ 3HaueHune «Obwumit JOCTYN K MHTEepHETY» oTobpakaeTca TONbKO NpU akTUsaumum
COOTBETCTBYHOLMX MepekntodaTeneir B NyHKTe MeHo «Ob0WmMn AocTyn K MHTepHeTy».
MoapobHoe onncaHne HacTPoOMKKM obulero AocTyna K MHTepHeTy NpuBeaeHO B IOKYMeEHTe
«PyKOBOACTBO NOJ/Ib30BATENAY;

v 3HayeHne «Pexkmm paspaboTumka» oTobpakaeTca TOAbKO MPU  aKTUBaL UK
COOTBETCTBYHOLLMX NEepeKItoYaTeNEN B MYHKTe MeHt0 «CpeaicTBa pa3paboTumKa» CUCTEMHbIX
HacTpoekK (noapa3aen 3.1).
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USB
| USB-kabenb nogkoyeH
BK1OYEH NPOTOKON Nepegaydu TepeKnio4nTLCS Ha OANH U3 cneaytoLUmMx
U A (MTP) PEXUMOB
mynbTumeaua (MTP)
£l >
¥ & & 4
O6Lwum Pexum  lpotokon  Tonbko
Pexuvm USB no ymonyaHnuio pocTynk  paspaboT nepepaun  sapsigka
Tonbko 3apspka WHTepHeT yuka MynbTUMe
y ava
Bcerpa cnpaluvBatb (MTP)
O6wwin poctyn kK MHTEpHETY

Pexwm paspaboTumka

Mpotokon nepepayn mynstumeaua (MTP)

Tonbko 3apsapka

ole

PucyHok 34 PucyHoK 35

1.4.3. HacTpoiiKka BEPXHErO MeHto

MPUMEYAHUE. MNMoapobHoe onuncaHMe HACTPOMKM BEPXHEro MeEHKO NpuBeaeHO B
LOKYMeHTe «PyKoBOACTBO MO/1b30BATENAY.

[na nobaBneHuns B BepxHee MeHto GYHKUMI, AOCTYMHbIX TONbKO aAMUHMUCTPATOPY,
HeobXoAMMO BbINOMHUTL CAeayolme AeNCTBUS:

— OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KacaHMemM 3Hauyka @ Ha JKpaHe
npunoxeHun (cm. PucyHok 1);

— KOCHYTbCA MyHKTa MeHto «BepxHee meHo» & B noapasaene «BHeWHW BUa v
OYHKUMNY;

— BblbpaTb HeobxoAMMble PYHKUMM KacaHMem nepekntodatenein (PucyHok 36), 8
pe3ynbTaTte AaHHble QYHKLMM 0TODPa3ATCA B BepxHEM MeHto (PrcyHok 37).
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| Apnbikun 1113 v 44T
OTu Spnbik1 NPefoCcTaBNKIoT ObICTPbINA
AO0CTYN K pasjitiHbiM (!)VHKLU/(HM n
HaCTpOMKaM CUCTEMBI 1 /I ° /I
OTKPbITb KanbKynsaTop 3 .
3anycTuTb cekyHaoMep CT) 2 nions, BTOPHUK
YcTaHOBUTL TalMep 8
— WLAN P Bluetooth
PI v owmp D Buikniovetio
YcTaHoBUTb ByannbHUK @ WLAN Blustooth
SIM1 ROSTELECC
Cpenartb cendm B B
3aI'IVICBTb Baneo Dﬂ SIM-kapTa ans BbI3OBOB Mob6unbHbIe AaHHbIe
S 2\ ) "
Coapatb 3aMeTKy 5 = ¢ = 7
He b Opt Touka gocTyna
OTKPbITb ANKTODOH |1 ] 1 -
© U a &
Cucrtema leonokauus VPN PaspaboTka MCTOMHUKY 11
: M
¢ Cpencteapaspaboruma {3 -
SpkocTb
BesonacHocTb
. e V4
MCcTOYHMKIN NpunoxeHni 63
HacTpoiiku Wamennts
PucyHok 36 PucyHok 37

1.4.4. Hactponkun M1

MPUMEYAHUE. AamuHUCTpaTOp MMeeT AOCTYN K AOMNOJHUTENIbHbIM HAaCTPOMKaMm
M1, onMCaHHbLIM KaK B HACTOALIEM [OKYMEHTe, Tak U B AOKyMeHTe «PyKOBOACTBO
NONb30BaTENAY.

Ona pononHUTenbHom HacTtponkn MIT HeobXxoAMMO BbINMOIHWUTL Caeaytouime
NencTens:

— OTKPbITb MEHK CUCTEMHbIX HACTPOEK KacaHMeMm 3HaykKa @ Ha DKpaHe
NPUNOXKEHUM (cMm. PUcyHOK 1);
— NepenTun BO BKAAAKY «[TPpUNOKEHUAY;
— KOCHYTbCA 3Ha4YKa cooTBeTcTBytoWero MM 1 3aaaTb Tpebyemble HaCTPOMKM.
[na  JONOAHUTENbHOM  HacTpolku MM «TenedpoH» HEOBXOAMMO  BbIMOJHUTD
cnepytouine AencTeumA:
— KOCHyTbcA nona «COpocuTb CYETYMKM BbI3OBOB» AN1A COpOCA CYETYMKA BbI3OBA
(PucyHoK 38);
— aKTMBMpPOBaTb NepektodaTenb «3anucb pasroBopa» A/a 3anuck pasroBopa BO
BPEMS aKTUBHOTO Bbi30Ba (P1cyHoK 39);
— KOCHYTbCA MNOANS «3anucaHHble BbIZOBbI» A8 NPOCMOTPa MHPOpPMaLMKM O
3anMCcaHHbIX BbI30BaX.
[1na BbINONHEHWUS AEMCTBMIA Haf, 3aNMCaHHbIMM BbI30BAaMM CAeayeT KOCHYTbCA NoA
C KO/INYECTBOM 3aMMCaHHbIX BbI3OBOB M Ha OTKPbLIBLLENCA CTPAHMLLE B KOHTEKCTHOM MEH!O
BbI30Ba KOCHYTbCA MYHKTa C He0bxoAMMbIM Aenctemem (PucyHok 40).
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MPUMEYAHUE. 3anucaHHble BbI30BbI MOXHO TakXe nocmoTpetb B  MIT
«ANKTODOH »;

Tened |C" C6poCcuTb CHETYMKM BbI3OBOB
enedoH

CoobLueHuns 6biCTporo oTeeta

CYETYMKM BbI3OBOB

AN CospaiiTe no 5 coobLuieHwii ans GbicTporo oTeeTa,
Vexopsiume ebisosbl: 0:00:00 KoTopble Bbl CMOXeTe oTnpaBnsTh nocne

Bxogsawwue Bbizoebl: 0:00:00 BBIKS 3ByKa NPH BXC Bbl30BeE.
Bce BbizoBbl: 0:00:00

f M3MeHUTb 6bICTpble OTBETbI
O C6poCUTb CHETYMKM BbIZOBOB
WcTopus Bbi30BOB

Coobuienuns 6bicTporo oTeeTa =
BhICprIM BbI3OB

Ona CcoBepleHus BbisoBa nOTpe6yeTcu
Cospaiite 1o 5 coobuieHuit ans GuicTporo oTseTa, KOCHYTbCS HEOBXOANMOrO KOHTAKTa B
KoTOpbie Bbl cMoxeTe OoTnpaenATb nocne
BbIK/IIOYEHMS 3BYKa NPV BXOASLLEM Bbl30BE.

UCTOPWU BbISOBOB

2 N3ameHuTb 6blCprIe OTBETbI 3anucb pasrosopa

3anucb pasrosopa
BO3MOXHOCTb BK/IIOYUTB 3anUCh pasroeopa
BO BpeMms akTUBHOIro Bbi3OBa.

WcTopus BbI30BOB

BbICTpbIii BbI3OB
[ns coseplueHus Bbi3oBa notpebyercs 3anucaHHble BbI30BbI
KOCHYTbCSi HEO6XOAMMOr0 KOHTaKTa B
UCTOPUM BbI3OBOB

2 Bbi3oBa

3anucb pasrosopa 3ab610KUPOBaHHbBIE BbI3OBbI

#  3anucb pasroBopa
BO3MOXHOCTb BKIOYUTD 3aNUCh pasrosopa

PucyHok 38 PucyHok 39

3a6n10KMPOBaHHbIE KOHTAKTbI

— KOCHYTbcA nona SIM1 | [MobunbHbIi onepaTop]
nmbo SIM?2 [MobunbHbIN onepaTop] ana
s &o0. | [OMNOMHUTENbHOM HAaCTPOMKM BbI30BOB Yepes SIM-KkapTy:
® KOCHYyTbcs nons «OxuaaHue Bbi3oBa» AR
OMOBELLEHNSA BO BPEMA BbI30Ba, O APYromM BXOAALLEM
BbI30BE;
® KOCHyTbCcsi nona «[lepeaspecaums BbI30BOB»
ONA  YCTAaHOBKM C/ly4aeB M HOMepa nepeaapecaumn
(PucyHok 41);
® KOCHYTbCS MoAA  «3anpeT BbI3OBOB» A4
YCTAHOBKM 3anpeTa Ha onpeaeneHHble BUZbl BbI30BOB
(PvcyHoK 42).

MPUMEYAHUE. Mpn ycTaHOBKe 3anpeTa Ha
onpeaeneHHble  Bbi3oBbl MY  3anpocuT  Naposb
B/laAenbla YCTPOMUCTBA ANA NOATBEPKAEHNA AENCTBUA;
YCTaHOBUTb HOMEP FO/I0COBOM MOYTbl, KacaHMem nona
«Homep ronocoBom NOYThbI»;

PucyHok 40 ® KOCHYTbCcA Mond «Homep ros0coBOM MOYTHIY
[NA yKa3aHMa Homepa roI0COBOM MOYTbI.

MosBoHUTL
OTKPBITb KAPTOYKY KOHTaKTa
Ypanutb

MNMopenutbea

Metp 18:20

25



PyKOBOACTBO aAMUHNCTPATOPA

— "] OTKPbITASl
MOBWUJIbHAS
_J NNATOOPMA

| MepeappecaLys BbI30BOB

# Bce ronocosble Bbi30Bbl

# Ecnw 3aHsTO
# Ecnu Het oTBeTa
# Ecnw BHe cetu

PucyHok 41

| CoobLueHus G

(®) SIM1|ROSTELECOM

SMS

+79043490008
Appec SMS-ueHTpa

#® OTy4eTbl 0 fOCTaBke
BanpalmeaTtb oTYeT 0 gocTaske SMS

OTob6paxaTb CYETYUK CUMBOIOB
OTob6paxatb KONIMYECTBO COOBLLEHNI, Ha
KoTopbie GyaeT pasbuT HabpaHHbI TEKCT, 1
KO/MIMYECTBO CUMBO/IOB B MOCNIEAHEM
coobLeHnmn

MMS

MakcumanbHbi pa3mep coobLieHus
CpepnHuit

Pasmep coobLeHuss MOXeT 6biTb OrpaHU4eH
0rnepaTopoM OTMPaBUTENS WK NONyyaTens

3anpawwmBaTb oT4eThl Het
Bbl MOXeTe 3anpallnBaTh OTHETbI O AOCTaBKE U
npoyteHun MMS

o YBegomnaTtb o npoYTeHUn
Ortnpasutens 6yaer ysenomneH o Tom, YTo

PucyHok 43

| 3anper BbizoBoB

#  Bce ucxoasiume Bbi30BbI

#  Mcxopswume MexayHapoaHble
BbI30BbI

#  Mcxopswme MexayHapoaHble
BbI30Bbl KDOME POAHOM CTpaHbI

#  Bce BxoasLue Bbi30BbI
# Bxopslue BbiI30Bbl B POyMUHre

Bbikntountb BCE

ﬂaponb 019 3anpeTa Bbi30OBOB

ﬁ M3MeHnTb Naponb

PucyHok 42

Ona pononHuTenbHOM HacTporkk M «CoobLueHua»
Heobxo4MMo BbIMO/HUTL cneayouwme nencTeua
(PucyHok 43):

— B noapasaene «SMS» npocmoTpeTb agpec SMS-
LeHTPa;

— QaKTMBMpPOBATb  nepekmodatesnb  «OT4eTbl O
[0CTaBKe» A/1A 3aMnpoca oT4yeTa 0 40CTaBke SMS.

MPUMEYAHUE. [Onsa akTMBaumm nepekatovaTens
NOCTAaTOYHO KOCHYTbCA MOAA, B KOTOPOM OH PACMOJIOXKEH:
nepekatoyaTelb HAYHET CBETUTLCA ApPYe, YEM B COCTOAHNM
NO YMONYaHUIO (HEaKTUBHOM).

1.4.5. Nonb30BaTENbCKOE XPAHU/TULLLE KHOYEN

MoNb30BaTENbCKOE XPAHUAULLE KAtOYen NpeaHa3HaYeHo A41a XPaHeHUA Kao4en u
cepTMdMKaTOB, NPM 3TOM OrpaHMYeHme A0CTyNa K XpaHUAKLLY obecneynBaeTcs WTaTHbIMMK
cpeacteammn OC Aspopa (pasaen 4).
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NMPUMEYAHWUE. Monb3oBaTeNnbCKOe XPaHUANULLE KAOYEN CO343eTCsA ANA KarKaow
YYETHOW 3anncK ponemn n HaxoamTcA B Nanke SHOME/ . softhsm.

Co3aaHKMe N0/Ib30BATENBCKOIO XPaHWAMLLA K/TKOYEeN OCYLLECTBAAETCA B C1eAyOLMX
Cy4anx:

— nepsoe BK/Ato4YeHne MY B pexmme aaAMUHNUCTPATOPa;

— CO34aHMe y4YeTHOM 3anmncK nonb3osatens (n 1.2.1) ¢ NOMOLLblO CepBMCa user-

managerd, [MNPWU 3TOM CKPUNT 1initialize-user-keystore.sh XpPaHUTCA B Nanke
create.d

1.4.6. AreHT nonb30BaTens

AreHT nonb3oBatens (User Agent) — wuaeHTMdumkatop 6pay3epa, KOTOPbIM
nepenaeTtca B 3aronoBke http-zanpoca K cepBepy, OTBET cepBepa MOXET 3aBWUCETb OT
NAHHOrO NAEHTUPUKATOPA, U MOXKET ObITb 3aaH:

1) Mo ymonuyaHuo B MHTepdeice, onnmcaHMe KOTOPOro npueBeaeHO B AOKYMEHTe
«PyKOBOACTBO NO/b30BATENAY;

2) C nomouibto panna ua-update.json, KOTOPbIN:

— MMeeT nond hostname W useragent u  NYTb /home/defaultuser
/.local/share/org.sailfishos/browser/.mozilla/ua-update.json;

— onpeaenseT areHT N0ab30BaTeNA ANA OTAE/IbHbIX CalTOB.

MPUMEYAHMUE. Mpn nameHeHnmn ¢anna ua-update.json BPYHHYH HeEObBXoaMMO
nepesanyctutbe MI1 «bpay3sep».

O6HOBNEHME MOXKET MPOUCXOAUTb CeayroLMMIM cnocobamm:

— C MOMOLLbIO 3HA4YeHMA NO YMOJYaHMIO, Koraa oOTcyTcTByeT aln  ua-
update.json. leHepauns dalna ocyllecTsnserca U3 /usr/share/sailfish-
browser/data/ua-update.json.in;

— C nomollbto Beb-caiTa, Koraa ¢parn ua-update.json OBHOBAAETCA Yepe3 CeTb
NHTepHeT. T[lonyyeHne danna  ocywectsasetca nocpeactBom  http-zanpoca B
M1 «bpay3ep» Ha onpeaeneHHbI agpec B ceTn MIHTepHeT.

NMPUMEYAHMUE. Mpn nepsom 3anycke MI1 «bpay3ep» 3anpoc K cetn NHTepHeT He
ocyuiecTsasfeTca, a daln ua-update.json reHepPMPYETCA MO YMOAYAHMIO.

1.5. HacTpoika ceTeBbiXx BO3MOXKHOCTEN

1.5.1. HacTponKa npuHTepa

BHUMAHMUE! MoapobHan nHpopmauma o nevyatn GpaiioB NpuBeaeHa B JOKYMEHTE
«PyKOBO/ACTBO NO/Ib30BATENAY.
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Y Bac elle HeT NPUHTEPOB

[o6aBuTb NpUHTEP

| MpuHTEpDI +

PucyHok 44

O

| [o6asuUTb NpUHTEP

HaiipeHHble ycTpoiicTea

HP Color Laser 150

PucyHok 45

B OCABpopa npeaycMoTpeHa  BO3MOXKHOCTb
[obaBneHnA  npuHTEepa, Aaa  3Toro  HeobxoAMmo
BbIMOIHUTb C/leaytolme AeNCTBUA:

— OTKPbITb MEHI0 CUCTEMHbIX HACTPOEK KaCaHuem

3HaYKa @ Ha DKpaHe NPUNOKEHNI;

— KOCHYTbCAA MYHKTa MeHt0 «[lpuHTepbI» S
noapasaene «YnpasneHue coegMHEeHUAMMNY;
— NOAKMOUYNTL  NMpUHTEP K MY  oaAHMM 13
cneayolmx cnocobos:
e Cc nomoulbto USB-Kabena uvepes nepexoaHuK
USB-OTG.
MPUMEYAHUME. C nomouwpbto USB-kabens MOXKHO
NOAKNOYNUTb TONbKO NpuHTEP Woosim L450 (MIG KB4);
e no cetn WLAN (paboTta no ctaHgapTty Mopria);
— Ha  OTKPbIBLWENCA OAHOMMEHHOM  CTpaHuLe
KOCHYTbCA KHOMKM «[106aBUTb NpUHTEP» MO0 B NpaBom

BEpPXHEM Yr/ay KOCHYTbCA 3HayKa + (PucyHok 44), B
pe3ynbTaTte 6yaeT BbIMOAHEH MOUCK YCTPOMCTB;

— Ha OTKPbIBLUENCA CTPaHMLLE BbIOPaTb YCTPOMCTBO,
KoTopoe Heobxoammo Aob6aBuTb (PucyHok 45);

— B NMPABOM BEPXHEM YI/ly KOCHYTbCS 3HAYKa S ans
obHoBNEHMA MHOOPMALMM O HAMAEHHbIX YCTPONCTBAX;

— BBECTW MMsA NPUHTEPA B NOJIe BBOAA M KOCHYTbCA
KHOMKM  «JlobaBuTb» (PucyHoK 46), B pesynbraTe
npuHTEp oTobpa3ntca Ha cTpaHuue «[lpUHTepbI»
(PucyHok 47).
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| OTMeHUTb Ho6aeutb MpuHTEpPDI ®
[o6aBuTb NpuHTEP Mo npuHTepbI
HP Color Laser 150 HP Color Laser 150
WMs npuHTepa
PucyHok 46 PucyHok 47

[nsa nepenMmeHOBaHMA NpuHTepa HeobxoaMmo
BbINMONHUTb CieaytoLime AeNCTBUS;
OnpuATeRe — Ha CTpaHuLue «[TpnHTEpPDLI» BbIOpaThb
clFER B R HEeobX0AMMbI NPUHTEP, KOCHYBLUUCH €ro;

— Ha OTKpPbIBLUENCA CTPaHMLE BBECTM HOBOE MMA
npuHTepa (PucyHok 48);

HP Color Laser 150

Gb

— KOCHYTbCSi  3HauYKa AN NOATBEPHKAEHUS
NEeNCTBUSA, B pe3yabTaTe NpuHTep byaeT nepemmeHoBaH.

[na ynaneHua npuHTEpa M3 CNMCcKa HeobXoaMmo
BbIMONIHUTb CAeaytolme AeNCTBUA:

—Ha cTpaHuue  «[pUHTepPbI»  KOCHYTbCA M
d the you i to of . YAEPKMBATb Ha3BaHWE NPUHTEPA, KOTOPbLIN HEOBXOAMMO
gwe rityluionp YOANNTb;
a|s|d|fjgh]j|k|l — B KOHTEKCTHOM  MEHI0  KOCHYTbCA  MyHKTa
@) z x|c|v | binim s «Ypanutb» (PucyHoKk 49) nubo OTKPbITb NPUHTEP U B
i . 1 MPpaBOM  BEPXHEeM YI1y  KOCHYTbCA  3HauyKa I}
(PucyHok 48);

PucyHok 48
— Ha OTKPbIBLIENCA CTPaHMLLE KOCHYTbCA KHOMKM «YAannTb» ANA NOATBEPHKAEHUS
onepaunm AMbo KHomkn « OTMEeHUTb» A1A OTMeHbl onepauumn (PucyHok 50).
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PYKOBOACTBO afMMHUCTPATOpPa | N ATOOPMA
MpuHTEpPDI @ l OTMeHUTb Ynanutb
Mo npuTepe! Yoanutb NnpuHTep?
HP Color Laser 150 Bbl 4eMCTBUTENBHO XOTH fe yaanuTb
npuHTep HP Color Laser 1507

Ypanutb

PucyHok 49 PucyHok 50

1.5.2. cnonb3oBaHue VPN-coegmHeHMA

VPN — 3aWuuleHHada ceTb, NpefoCTaBAAloWaA BO3MOMXKHOCTb YCTaHABAMBATL
3aWndpoBaHHOE coeaMmHEHME C yAaneHHbIMM cepBepammn Beb-calMToB B ceTn MHTepHeT.
[Mpy NOAKNOYEHUN K YOANEHHOMY CepBepy No/ib30BaTeNb noJsyvaeT IP-aapec B pernoHe,
roe pacnosiaraeTca AaHHbIN cepBep.

B oTanume oT npoKcu-cepsepa, VPN BHavane BbINOJIHAET MOAKIOYEHME K CeTw,
KoTopasa 3aTem obecneymnmBaeT coeAMHEHME C TpeDyeMbIM CEPBEPOM HAMPAMYHO, MPU STOM
WndpoBaHMe [AaHHbIX MO3BOAAET 3aWMTUTL MAPOAM WM UHYIO KOHPUAEHUMANbHYIO
MHPOPMaLMIO OT yrpo3 6e3onacHoOCTy.
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PYKOBOACTBO afMMHUCTPATOpPa _J MO
BHUMAHUE! [na oTobparkeHna noaaeprKmBaembix
| LNo6asutb VPN @
VPN-nnarMHoB B MNyHKTe MmeHto «VPN» noapasaena
«YnpaBneHue coelMHEHUAMM» HeobxoaMMo
[0MNOJIHUTE/IbHO YCTAaHOBUTL CTOPOHHMeE VPN-peleHus, He
ABnAroLLmMeca BctpoeHHbIMM B OC ABpopa.
B cnyvae otcytctBuA  noanepxkunsaembix  VPN-
VPN-nposaiiaepbl He NAarnMHOB Ha 3KkpaHe MY oTobpasnTCcA COOTBETCTBYHOLLEE
yCTaHOB/IEHbI. yBegomneHue (PucyHok 51).
PucyHok 51

1.5.3. 3apaHune URL-agpeca

NMPUMEYAHUA:

v MoppobHoe onucaHne HacTpolkn cetm WLAN npuBeseHo B OOKYMeEHTe
«PyKOBOACTBO MO/1b30BaTENAY;

v 3aganne URL-agpeca a4 cepsepa MpoBepku ceth MHTepHeT, a Takke NTP-
cepBepa, byaeT NPMMEHEHO KO BCEM YYETHbBIM 3aMMCAM, CO3aaHHbIM Ha MY.

Nna 3apaHma URL-agpeca ana cepsBepa NpoBepKM HeobxoauMMO BbIMOAHUTL
cneayolme AencTBmA:

— OTKPbITb MEHKD CUCTEMHbIX HACTPOEK KaCaHWem 3Ha4Ka @ Ha DJKpaHe
NPUNOXKEHUIM (CM. PUcyHOK 1);

— KOCHYTbCA NyHKTa MeH  «WLAN» T B nogpasgene «YnpasaeHue
COeAUHEHUAMMUY;

— KOCHYTbCA nona «PacwmpeHHble HacTponKm» (PUcyHoK 52);

— Ha OTKpbIBLIENCA CTpaHMLLE 3amno/HUTb Heobxoaumble MoAa B noapasgene
«URL-agpeca cnysbbl» A1a NPOBEpPKN A0CTyNa K ceTh MHTepHeT (PucyHok 53).
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| WLAN PaclumpeHHble HacTponku

R570E

PaclunpeHHble HacTpoku @ Wms ycTpoiicTea
Wms yeTpoiicTea, oTobpaxaemoe y apyrux

YCTPOWCTS B IOKaNbHOWM CeTH

WLAN
Ino6anbHbiii Npokcu-cepeep

9)

# WLAN
# [no6anbHblil NPoKCU-cepeep %
WcnonbayeTcs ans Bcex coeauHeHui
(WLAN, Mo6unbHbIX 1 Ap.) 1
nepeonpeaenseTr uHausMayanbHbie
HaCTPOWKM.

KoHdurypaums npokcu-cepsepos
HeT npokcu-cepeepos

URL-agpeca cnyx6bl

http://ipv4.omprussia.ru/return_204

Crartyc URL-appeca IPv4

MpunoxeHuns MoryT ucnonssosars atotr URL-agpec,
4TOGbI NPOBEPUTD, OTKPLIT U ANS YCTPOHCTBa
pocTtyn k cet UHTepHeT. Ecnu He 3anonHeHo,
c6pacbiBaeTCa B 3HAYEHME MO YMONYaHUIO

Hanpumep, 0.pool.ntp.org,1.pool.ntp.org

no6anbHble NTP-cepeepb!
Cnucok nonxeH 6biTb OTCOPTUPOBAH B Nopsiake
NpPeAnoNTEHUs U pa3fieneH 3ansaTbiMu

PrCyHOK 52 PucyHok 53

1.5.4. PaclumpeHHble HaCTPOMKM reonoKaLmnm

MPUMEYAHMUE. MoapobHOe onmcaHMe HaCTPOMKM

| leonokauus
reonoKaumu npueeLeHO B AOKYMeHTe «PyKOBOACTBO

leonokauus No/b30BaTENAY.
Paapeum‘rb NPUNoOXeHUsSM onpegensaTb o
Bawy reonokaumio. 97 yHKMs Ona HacTponKkm mctodHmkoB A-GNSS Heobxoammo
nOTpe6ﬂﬂeT HEeKOTopOoe KOSIM4YeCcTBO o
3apARa aKKYMYnATOPa. BbINOMIHUTb C/leaytolmMe AeNCTBUA:

TouHocTs — OTKPbITb MEHK CUCTEMHbIX HAaCTPOEK KacaHuem
leonoKaLus BLICOKO/A TOYHOCTH 3Ha4Ka E’: Ha DKpaHe NpunoxKeHni (cm. PucyHok 1);

Wcnonb3yeT ceTeBble CepBUCH ANs

okt Mk bwhiaicn e — KOCHYTbCA MNyHKTa MeHto «[eosoKaums» © &
§ Tonsxo yCTooHOTEO noapasaene «YnpasaeHue COeANHEHNAMMY;
ey e — aKTMBMPOBATb nepektodaTens «eonoKaLuua»

Kakve-nn6o paHHble.

(PucyHok 54) ana paspeweHma MM, ycTaHOBAEHHbIM Ha

I A gheprochopeXcHA MY, pacno3HasaTb Ha KapTe reonokaumm MY;

Mcnonb3yeT ToNbKo CeTeBble CEpPBUCHI
Ans onpepeneHus reonokauun. GNSS He

ucrionbayetcsi. MoXeT B3UMaTLCS naTa, — aKTMBNPOBATb nepekxk/itovyaTesb «FeonoaKu,vm
npwv 3TOM PEeXWM 3KOHOMWUT 3apsag o
aKKyMynsTopa. BbICOKOU TOYHOCTU» AnA noBbllWEeHWA TOYHOCTU
onpeaeneHnAa reocaokaunn € MCNoJsib30BaHNEM CeTeBbIX
PaclumpeHHble HacTpoku @ CepPBUCOB;
PucyHok 54

— KOCHYTbCA KHOMKM «PacliMpeHHble HAaCTPOMKM» ANA Nepexoaa K paclmpeHHbIM
HaCTPOMKam reoiokaumuy;
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MOBWUJIbHAS
| NNATOOPMA

PaclumpeHHble HacTpoiku

A-GNSS

# A-GNSS
ONTUMU3UPYET BblYUCIEHIUE reosioKaLum No
CNyTHUKOBO HaBurauum (Tpebyet
noaknioyeHuns K MHTepHeTty)

WcTouHukn A-GNSS

[1ns HaCTPONKU UCTOYHUKOB

OumncTka kawwein A-GNSS

LBS

# LBS
OnpenensieT MECTOMNONOXEHUE B OTCYTCTBUM
CMYTHWUKOBOTO CUrHana C UCNo/b30BaHNEM
WHBIX UCTOYHUKOB MHPOPMALIUY,
o6pabaTbiBaeMOI Ha BHELIHWUX cepBepax
(TpebyeT nopknioyeHune K UHTepHeTy)

WcToyHukmn LBS

PucyHoK 55
| OTMeHuUTb MoaTBepaunTb
Ouckneimep

Ha aTom ycTpoiicTee MoryT 6biTb 3a4€MCTBOBaHbI
accuctupyowme (A-F'HCC) cepBuchl reonokaumm.
Bbibupas "lMoareepauTs" Bl BKNloYaeTe
BbI6paHHbIit A-THCC cepBuc 1 cornaliaetech Ha
nepepavy cneayioLmx AaHHbIX Bbi6paHHOMY A-
FHCC cepaucy:

+ Mo6unbHbBINA KOA CTPaHbl

« Kog Mo6unbHoit cetu

« peHTudumkaTop coThl B cETU

« TeKyLLMi1 YaCTOTHbIN ANanasoH

« Homep ckpambnvpytoleit nocneaoBaTensHOCTH

PucyHok 56

— Ha OTKPbIBLIENCA CTPaHMLE aKTMBMPOBATb
nepekntyaTesb «A-GNSS» ana ONTUMM3aLUN
BblYMCIEHMA FEe0N0KaUMM MO CMYTHMKOBOW HaBMraumm
(PucyHok 55);

— B noapaszaene «VICTOYHWKM A-GNSS»
aKTMBMpPOBaTb nepekatodatens «SUPL Open Service
(Google LLC)» (PrcyHOK 55) 1 Ha OTKpbIBLLENCA CTPpaHMLE
KOCHYTbCA KHOMKK «lloatBepauTb» ANA NOATBEPKAEHMUA
onepaunm AMbo KHOMKM «OTMEHUTb» ANA OTMEHbI
(PucyHok 56);

— KOCHYTbCA KHOMKM «O4ymcTka Kawen A-GNSS»
OS5 OYNCTKM BPEeMEHHbIX Kawen (PucyHok 55);

— KOCHYTbCA KHOMKM «LBS» pona onpeneneHwAa
MECTOMONOMXKEHNA B OCTYTCTBMM CMYTHUKOBOIO CUrHama u
Ha  OTKPbIBWIEMCA  CTPAHWULE  KOCHYTbCA  KHOMKM
«MoaTBepaAnTb» ANA NOATBEPXKAEHMA onepaumm nmbo
KHOMKN « OTMEHUTb» AN1A OTMEHbI;

— B nogpasgene «MctouyHuK LBS» akTmMBMpoOBaTb
nepekntoyatens  «f/lokatop APl AHpoekc  KapTt»
(PcyHOK 55) 1 Ha OTKpbIBLUENCA CTPAaHMULE YKa3aTb KoY
N NepUoaNYHOCTb 3anpocoB Ha cepsep (PrcyHok 57).

| HacTpoiikn
QAPI

Knioy

1

MeprognyHoCTb
BBepauTe 3HayYeHWe NepUOANYHOCTY 3anpoca Ha
cepsep B cekyHaax ot 100 600

Kak nonyuutb knoy?

PuUcyHOK 57
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| MOBWJIbHASRA

NNAT®OPMA

2. BbI[TOJIHEHWNE MPOTPAMMDbI

2.1. HacTtpoiika obHoBneHuin OC ABpopa

ObHosneHne OC ABpopa OCYLLECTBAAETCA aAMWHUCTPATOPOM /MO0 I0Ka/bHO
BPYYHYIO, MO0 yAaNEHHO C MCMNONb30BaHWEM [PUKNaAHOrO NPOrpaMMHOro obecnedyeHus
«Apopa LlenTp» (MMO).

MPUMEYAHUE. [na nonyyeHma wuHdopmaumm no obHosneHuto OC ABpopa C
ncnonsbsosaHnem MMO cneagyeT 06paTUTLCA K COOTBETCTBYIOLEN AOKYMeHTauum Ha MMOo,
pa3melleHHOM Ha Beb-canTe: https://auroraos.ru/documentation/.

| OTMeHUTD

‘V'Mﬂ nonb3oBaTena

Maponb

OomeH

English (predictive input)
qwer
a sdf gh j

1123

T

t y u i

EN

o p

k |

Nz X c Vv b nm <

.

PucyHok 58

Ona HacTponkn obHoBneHmn OC Heobxoanmmo
BbIMONHUTbL Cieaytolme AeNCTBUSA:
— OTKPbITb MEHK CUCTEMHbIX HACTPOEK KacaHuem

3Ha4Ka @ Ha JKpaHe NPUNoKeHnn (cMm. PucyHok 1);
— KOCHYTbCA NYyHKTa meH «ObHoBneHMAa ABpopa

oc» 4 & noapasaene «Cuctema», B pe3ysbTaTe
0T06pPa3mnTCA CTpaHMLA C HACTPOMKaMM OBHOBNEHMNS;

— KOCHYTbCH nepekntoyaTens
3almLLeHHble obHoBneHMA» (PucyHoK 59);

BHUMAHMUE! [na nonyyeHns MMeHU Nonb3oBaTeNs
M napona Heobxoaumo 06pPaTUTbCA Ha 3INEKTPOHHYIO
noYTy: support@omp.ru.

— Ha OTKpbIBLIENCA CTpaHULE 3ano/HWUTb MOAS
(PcyHOK 58) ans perncrpaumm 4oCTyna K peno3nTopusm;

— KOCHYTbCA KHOMKM «Bxoa» 4719 BbINO/IHEH WS BXOAa
B0 KHOMKM « OTMEHUTLY ANA OTMEHbI onepaLmm.

«BKAOYNTB

PaHee ycTaHoBeHHYyto Bepcuto OC ABpopa MOXKHO 0OHOBUTL 10 TEKYLLEN NOKANbHO
yepes rpapuyeckmnin HTepdenc, BbINOAHMB caeaytolimne AenCcTBUA:

— Ha CTpaHuLEe C HAaCTPOMKamM ODHOBNEHMA KOCHYTbCA 3HAYKa G NNs NPOBEPKM
NOCTYNHbIX OOHOBNEHWI, B pe3ynbTate oTobpasuTca yBegomaeHune: «HeT A0CTYMnHbIX
0OHOBNEHMNY, a TaK}Ke AaTa U Bpema nocaegHen nposepku (PrucyHok 59) nnbo goctynHoe
obHoBneHume (PucyHok 60);
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I OGHorrneHita OC ABpops O6HoBneHns OC Aspopa

MocnepHsis nonbiTka O6HOBNEHUS

3aBepLinnacb HeygavHo
CepBep 06HOBNEHWI HeAoCTyNeH

™\ [NpoBepuTb Hannyme 06HOBNEHUI
=~ MocnepHss nposepka: 11 uons 2024 8
11:06

Tekywias Bepcus
5.1.1.45 (Metponaenosck-Kamuarckuit)

@ PesepBHoe KonupoBaHue
O6HOBNEHME CUCTEMbI He 3aTparuBaeT
daiinbl, ogHaKo pekoMeHayeTca
nep1oauyecky coaaBaTh pesepsHbIe
Konuu

#  3arpyxaTb OGHOBNEHUS TONbKO

epes WLAN 1™\ poBepuTb Hannune o6HOBNEHUI
& SarpyxaTb O6HOBNEHUS B N TocneaHss nposepka: 18 sHBaps 2024 B 12:4
poyMuHre %‘ Texyluas Bepcus
: e 5.0.0.28 (MeTponasnosck-KamyaTtckuit)
#  BkIounTb 3alUMLWEHHbIE
OGHoB/eHus o @ PesepBHoe KonupoBaHue
Texywii nomen 'sales O6HoBNEHWe CUCTEMbI He 3aTparvsaeT
dainbl, ogHaKo pekoMmeHayeTcs
nepuoaguyecku cosgaeaTtb pesepeHbie Konuu
3arpyxaTtb 06HOBNEHUs
Tonbko yepes WLAN
PucyHok 59 PucyHok 60

— NPWU  HAAMYUU  AOCTYNHOTO OOHOBMIEHMA KOCHYTbCA KHOMKM «[loapobHee»
(cm. PucyHOK 60) M Ha OTKPbIBLWIENCA CTPaHMLUE O03HAaKOMUTbCA C NoApoHHOWN
nHdopmaumer o6 obHosneHUn (PucyHok 61);

— KOCHYTbCSl KHOMKM «3arpy3ntb — [Paamep obHoBneHua]» (cm. PucyHok 60) ana
ero 3arpysku. B cnyyae HeobxoaAMMOCTW 3arpy3ky OOHOBAEHWMS MOMHO OTMEHMUTb
KacaHnem KHoMKM « OTMeHUTb 3arpysky» (PMcyHOK 62);

— Nocne ycnewHoW 3arpy3km OOHOBAEHMA KOCHYTbCA KHOMKKM «YCTaHOBUTL

obHoBneHMe» (PucyHok 63);
— Ha OTKPbLIBLUENCA CTPaHWLE KOCHYTbCA KHOMKM «YCTaHOBUTb» (PucyHoK 64),
nocne yero MY aBTomaTuuyeckn byaeT nepesarpyskeHo, NMH0 KHOMKM «OTMEHUTbY ANA

OTMEHbI onepauum.
MPUMEYAHUE. B 3aBMCMMOCTM OT KOHCTPYKTUBHbIX 0ocobeHHocTen MY nocne

YyCTaHOBKM 0OHOBNEHMA BO3MOXKHA ABOMHAn nepesarpy3ka MY.
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MogpobHee O6HoBneHus OC Aspopa

Aspopa 5.0.0.60

O6HOoBNEHWUE COAEPXMUT U3MEHEHMS, C
KOTOPbIMU MOXHO O3HaKOMUTbCA B Release
notes no ccoinke https://auroraos.ru/

Te as Bepcusa
documentation e P

5.0.0.28 (MeTponasBnoBck-KamyaTckui)

PesepBHoe konuposaHue
O6HoBNEHMe CUCTEMDI He 3aTparusaer
daiinbl, 0oiHaKo pekoMeHayeTcs
nepvoanYecku co3aaBaTh pe3epBHbie Konuu

4
D)

3arpyxaTb 06HOBNeHus
Tonbko yepea WLAN

PucyHok 61 PucyHoK 62

O6HoBnerust OC Aspopa OTMeHUTb YcTaHoBUTb

YcTpoiicTBo 6yaeT
nepesarpy>xeHo
YctaHoBka 06HOBNEHUM 3alMeT
HEKOTOpOe BpeMs, B Te4eH1e KOTOPOoro
Bbl He cMOXeTe Nnosib3oBaThCs

YCTPOMCTBOM. YCTaHOBUTb
o6HoBNEHUA?

MpoBepuTb Hann4ymMe 06HOBNEHWIA
MocnepnHsis nposepka: 18 sHeapa 2024 8 12:4.

Tekywias Bepcus
5.0.0.28 (MeTponaenosck-KamyaTckuin)

Pe3epBHoe konupoBaHue
O6HOBNEHNUE CUCTEMDI HE 3aTparuveaeT
daiinbl, ogHaKo pekomeHayeTca
nepuoauyecku cospasaTb pesepsHble Konuu

@+ O

3arpyxaTb 06HOBNEHUS
TOonbko Yyepe3s WLAN

PucyHok 63 PucyHok 64

Ha cTpaHuue «O6HoBneHWe OC» afMUHUCTPATOPY TaKKe AO0CTYMHbI caeayoume
nencrteuns (cm. PucyHok 59):

— NPOCMOTPETb MHPOPMaLMIO O TekyLeln Bepcnmn OC 4“;
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— BbINO/HUTL pe3epBHOE KonupoBaHMe nepes obHoBneHnem OC, KOCHYBLUIMCb

3HauKa O,

MPUMEYAHMUE. NoapobHoe onncaHme o co3aaHMM pe3epBHOM KoMK NPMBEAEHO B
AOKYMeHTe «PyKOBOACTBO NO/Nb30BATENAY;

— aKTMBMPOBaATb MO0 AeaKTMBMPOBATb NepekatodaTenb «3arpy*kaTb 0OHOBAEHNA
TonbKko Yyepe3 WLAN» ana 3arpy3km obHoBAeHMUA ¢ nomollbto ceT WLAN;

— aKTMBMPOBaTb B0 A€aKTMBMPOBATL MepeKItoYaTeNb «3arpyKaTb O6HOBNEHMA B
POYMUHIe» ANA 3arpy3Kkn 0OHOBAEHUA B POYMUHTE,

2.2. Cbpoc HacTpoek MY

MPUMEYAHUE. Cbpoc HacTpoek MY — npouecc yaaneHusa BCEX AaHHbIX, Nocae
KoToporo MY Bo3BpallaeTcsa K 3aBOACKOMY COCTOAHUIO, T.€. K Bepcumn OC, yCTaHOBAEHHOM
npounssogmtenem MY.

[Ons cbpoca HacTpoek MY [0 3aBOACKOrO COCTOSIHUS HEOOXOAMMO BbIMOAHUTb
cneayrouime AencTBmna:

— OTKPbITb MEHI0 CUCTEMHbIX HACTPOEK KacaHMem 3HauKa @ Ha DJKpaHe
npUNoXeHunn (cm. PrucyHok 1);

— KOCHYTbCA MNYHKTa MeHl «CObpocuTb  YCTPOMCTBO» X g noapasaene
«MHPopmaLna»;

— Ha OTKPbIBLUEMCA CTPaHMLE KOCHYTbCA KHOMKM «COpPOCUTL YCTPOMCTBO»
(PncyHoK 65);

— KOCHYTbCA KHOMKK «[MoATBEPAMTL» ANA NOATBEPKAEHNA onepaLmmn NMbo KHOMKK
«OTMEHUTbL» ANA OTMeHbI (PUcyHOK 66);

— npu HeobxoAMMOCTH KOCHYTbCA nepekntoyatena «ABTOMATUYECKM
nepesarpysnTb YCTPONCTBO Nocsie copoca» Ana nocaeaytollen nepesarpysku MY;

— Npu HeobXoAMMOCTM KOCHYTbCA MepekatodaTens «YaanuTb BCe AaHHbIe» ANSA
yOaneHua AaHHbIX.

MPUMEYAHUE. T[Mocne nepesarpy3kn MY npousonaetr cbpoc HaCcTpoek [0
3aBO/CKOrO COCTOSIHMA C MOCAeAyHOLMM 3aMyCKOM MacTepa NepBOHAYa/IbHOM HACTPOMKM,
noapobHoe onucaHne paboTbl C KOTOPbIM MNPMBEAEHO B [AOKyMeHTe «PyKoBOACTBO
Nno/ib30BaTeNs».
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C6poc NpuBeaET K yaaneHuio Bcex AaHHbIX C

YCTPOWMCTBA U ero BO3BPALLEHUIO K Bbl ﬂ,ei"lCTBMTeﬂ bHO XOTUTE

3aBOLCKOMY COCTOSIHUIO. 3710 03Havaer - 2

NoTepIo BCeX AaHHbIX, .ClO6aB}19HHbIX Ha CGPOCMTb VCTPOMCTBO i

YCTPOWCTBO, BKNOYasi 06HOBNEHUS,
NPUIOXEHWS, YHEeTHble 3anucH, KOHTaKTbl,
1306paxeHus 1 UHyI0 MHGOPMaLUIO.

Mocne noaTeepXxaeHus Bce faHHblie C Bawero
ycTpoiicTea 6yayT yaaneHsl, U nporpaMmmHoe

obecr 6ypeT BO3Bp K My

COCTOSIHUIO. TO O3HAYAET, 4TO BCE AaHHbIE,
Cospalite pesepBHyIo KONuio KoTopbie Bbl fo6aBunu Ha yCTponcTso, 6yayT
nonb3oBaTeNbCKMUX AaHHbIX Nepen copocom noTepsHbl (Hanp., 0GHOBNEHWS, NPUNOXEHMS,
ycTpoiicTea. YYETHbIE 3aNMUCK, KOHTaKTbI, doTorpadum u apyrue

dainbl). CospaiiTe pe3epBHYIO KONUIO $aitnos Ha
KapTy namsaTu (pekomeHayeTcs).

C6pocUTb YCTPOMCTBO
Mpu yaaneHnu faHHbIX yCTPOMCTBO BbIK/TIOYUTCS
aBTOMAaTMYeCKH, CrieflyloLas 3arpyaka MoxeT
3aHATb 60MblUe BPEMEHM, YeM OBbIYHO.

Mepep c6pocom ycTponcTBa HE06X0AMMO BBECTH
napons.

#  ABTOMaTUYeCKU NepesarpysvTb
yCTpOMCTBO nocne cépoca.

# YpanuTb BCe AaHHble.
an aKTuBauuuv napamMmeTpa BCe faHHble Ha
ycTpoiicTee GyayT nepesanucatbi. 3To
MOXEeT 3aHATb 6onee nonyyaca B
3aBUCMMOCTH OT 06bema XpaHunuuwa.
O6bI4HO cOPOC K 3aBOACKUM HacTPOMKaM
3aHUMaeT OKoNo 5 MUHYT, U HEKOTOpbIe
[aHHble BNOCNeACTBUN BCE Xe MOryT 6biTb

PucyHoK 65 PucyHok 66

2.3. YcTaHoOBKa cTopoHHero 10

AOAMWHUCTPATOP WMMeeT BO3MOXHOCTb YCTaHaBAMBaTb Ha MY CTOpOHHME
Nporpammel, He ABaAtoLMeca BCTpoeHHbIMK B OC ABpopa.

CTOpoHHME  pa3paboTyMKM  MOryT  MCMNOAb30BaTb  OpMUMANbHbLIM  Habop
MHCTPYMeHTOB pa3paboTkn MO ana OC ABpopa, noapobHoe onucaHMe KOTOPOro
npueBeaeHo Ha Beb-canTte: https://developer.auroraos.ru/.

Mpu yCTaHOBKE CTOPOHHMX MIT agmMuHUCTpaTopy Heobxoammo ybeamTbca B
BbIMO/IHEHMWN CNeAYHOLWMX YCIOBUIA:

— MaKeT NPOrpaMm yCTaHaBAMBAETCA WTATHbIM 0O6Pa30M;

— Heobxoaumble UcnosiHaemble Galabl NPOrPaMMbl 3aMyCKaAOTCS;

— WTaTHOe nMoBeAEeHWE U BbINOJNHEHME MNPOrPaMMbl COXPAHAETCA W nocie
nepe3sarpyskn OC Aspopa.

YCTaHOBKa WM ynpas/ieHne  CTOPOHHMM [0 MOXKeT  OCyLLeCTBAATbCA
aAMMUHNCTPATOPOM CeayroLMMmn cnocobamm:

— JIOKA/ZIbHO C MOMOLLbHO:

e QR-kogma(n. 2.3.1);
o MM «dannbi» (N. 2.3.2);
— YAaNeHHo:
® MpUHYAUTENIbHAA YCTaHOBKA MI1 C MOMOLbIO NONUTUKM;
e ycTaHoBKa MI1 ¢ nomoulbto MMM10.
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MPUMEYAHUE. MoapobHoe onmcaHme no umcnonb3osaHuto (MO npuBeaeHO B
COOTBETCTBYHLLEN OOKYMeHTaLMu, PaCNOJIOKEHHOM Ha Beb-canTe:
https://auroraos.ru/documentation/.

2.3.1. YcTaHoBKa ¢ nomoubto QR-Koaa

[lns ycTaHoBKM cTopoHHero MO ¢ nomoulbio QR-Koaa
HEeobX0ANMMO BbIMOAHUTL CAeaytoLMe AeNCTBUA:
— OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KacaHMeM

I YcTtaHoBKka npunoxexuin yepes QR

3Ha4kKa @ Ha JKpaHe NPUAoKeHUn (cMm. PucyHok 1);

ra

— KOCHYTbCA NYHKTa MeHto «YcTaHoBUTb No QR» 9
B nogpasaene «Cuctema;

— Ha OTKPbIBLUENCA CTPaHMLE HEOBXOANMMO HAaBECTH
Kamepy MY Ha QR-koa (PucyHoK 67), B pe3ynbTaTe
3anycTUTCA NpoLecc ycTaHoBKM (PucyHOK 68);

— [O0XOATbCA 3aBeplUeHNA NpoLLecca YCTaHOBKMN A0
oTOOparkeHns Ha 3KpaHe MY  COOTBETCTBYHOLLENO
yBegomneHns (PrucyHok 69).

PucyHoK 67
YcTaHoBKa npunoxenuii yepes QR YcTaHoBka npunoxeHuin yepes QR
®e
[ ] YcTaHoBKa 3aBeplueHa
'.
YcTaHoBka...
PucyHoK 68 PncyHok 69
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B cnyyae ckaHMpoBaHMA HeKoppeKkTHoro QR-Koaa Ha
3KpaHe MY oTobpa3nTca COOTBETCTBYOLLEE YBEAOMIEHME
(PucyHok 70).

YcTaHoBka npunoxeHui yepes QR

Owwnbka 3arpyaku

PucyHok 70

2.3.2. YcTaHoBKa ¢ nomoubio MIT «Pannbi»

B OC ABpopa npeaycmoTpeHa BO3MOXHOCTb YCTaHOBKM cTopoHHero 10, KoTopasn
OCYLLECTBASAETCA NOCPeACTBOM YCTaHOBYHOrO ¢pana B popmate .rpm.
[na yctaHoBKkn MIT Heob6xoAMMO BbINOMHUTL CAeayolme AenNCcTBUS:

— OTKPbITb MI «®ainbl», KOCHYBLIUCH 3HAYKa Ha DKpaHe MNPUIOKEHWNN
(cm. PucyHok 1);

— BblOpaTb HeobxoauMbi dann B dopmaTe .rpm KacaHMem COOTBETCTBYHOLLEN
CTPOKM.

MPUMEYAHUE. YcTaHoBOYHbIM Gain cneayeT npeaBapmuTeibHO CKONMPOBaTbh Ha MY
B nanky «Downloads» ¢ nomoubto USB-Kabend, BbibpaB pexunm «[1poTOKON nepenayn
mynstumeama (MTP)» (cm. PucyHok 35);
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ru.auroraos.mageEditor

Full featured image editor for Aurora OS

Bepcus 0.6

+

YcTaHoBUTb

PucyHok 71

— B OTKPbIBWIEMCA OKHE  KOCHYTbCA  KHOMKM
«YcTaHOoBUTLY» (PrcyHOK 71).

B 3aBMCMMOCTM OT MOAMUCU UCTOYHMKa (nn. 4.4.1.3)
aAMMHUCTPATOPY MOTYT ObITb AOCTYMHbI:

— MPOCMOTP YBEAOMIEHUSA O PE3Y/IbTaTaxX YCTaHOBKM
noanucaHHoro MM (nn. 2.3.2.1);

— BO3MOXHOCTb [00aBNEHNA UCTOYHMKA B CMMUCOK
[oBepeHHbIx (nn. 2.3.2.2);

— BO3MOXHOCTb YCTAaHOBKM HenoanucaHHoro MII
(nn. 2.3.2.3).

2.3.2.1. YcTtaHoBKa noanmcaHHoro Mrl

B pe3ynbTaTe ycTaHOBKM noanuncaHHoro Ml otobpasuTca:
— COOTBeTCTBYtOULIEE yBeaomMNeHMe (PrucyHok 72, PucyHOK 73) Ha akpaHe MY;
— 3HaYoK yCTaHOBAEHHOro MI1 Ha SKpaHe NPUIOKEHNN.

v YcTaHOBKa 3aBeplueHa

ru.auroraos.ImageEditor

OTCOpPTUPOBAHO NO AaTe M3MEHeHUs!

PepakTop u306...eHuiA_v0.6.rpm
14 Mas 2024 16:38 01 MB

®

CarBudget_v0.21.rpm
14 mas 2024 15:37 0,3MB

OSM Scout_v2.33.rpm
14 mas 2024 15:37 2,4 MB

® ® ®

Clubcode_v0.5.rpm
14 mas 2024 15:37 0,1 MB

CodeReader_v1.0.45.rpm
14 mas 2024 15:37 0,4MB

®

ColorDots_v0.4.0.rpm
14 man 2024 15:37 66,0 KB

@®

ruvk.RuStore-1..armv7hl (2).rpm
14 Masi 2024 16:37 0,4 MB

®

WebWildberries_v0.1.rpm
14 mas 2024 15:37 35,3KB

@

PUCYyHOK 72

! Mpo6nema c yctaHoekoii: Failed to ins

ru.auroraos./mageEditor

OTCcopTUPOBaHO MO flaTe U3MEHEHUs

Anbda OHnaiH..wsqlk7dh.rpm
14 Mas 2024 16:14 30,6 KB

PepakTop 1306...eHui_v0.6.rpom
14 mas 2024 15:38 0,1MB

CarBudget_v0.21.rpm
14 mas 2024 15:37 0,3MB

® &

OSM Scout_v2.33.rpm
14 man 2024 15:37 2,4MB

®

Clubcode_v0.5.rpm
14 masi 2024 15:37 0,1MB

®

CodeReader_v1.0.45.rpm
14 mas 2024 15:37 0,4 MB

®

ColorDots_v0.4.0.rpm
14 Mast 2024 15:37 66,0 KB

®

ruvk.RuStore-1...armv7hl (2).rpm
14 Mas 2024 15:37 0,4 MB

@

PucyHok 73
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2.3.2.2. YctaHoBka M1 n nobaBneHne NCTOYHMKA B CMMCOK A0BEPEHHbIX

Bbl yBEpeHbl, 4TO XOTUTE f,06aBUTH
cepTuduKaT AaHHOIO UCTOYHUKA B
CMUCOK [OBEPEHHbIX?

Mpu pobaeneHuun ceptudukata
dev.rustore.ru B CiMcok AOBEPEHHbIX
VUCTOYHWUKOB BCE MPUNOXEHNS,
noAnMcaHHble AaHHBIM UCTOYHUKOM,
6ynyT ycTaHaBnueaTbes 6e3
[LOMONHUTENbHOro 3anpoca Ha
NOATBEPXAEHUE YCTaHOBKU.

KeyID:
d3b57e525bf0ec890cfb13707c5b1768c097023
cab26fb595ca1170740a14b27

X OTMeHUTb \/ [o6asutb

PucyHok 74

Mepen, YCTaHOBKOM MT HeobxoaMMo
npeagaputensHo  A06aBWUTb  WMCTOYHMK B CMMCOK
NOBEPEHHbIX, KOCHYBWWCb KHOMKM «/1obaBuUTb» B
OTKpbiBWeEMcA  OKkHe  (PucyHOK 74)  nnMbo  KHOMKMK

«OTMEHWUTb» N4 BO3BpPaTa K CMMCKY YCTAaHOBOYHbIX
dannos.

Mocne  pnobaBneHWs  MCTOYHMKA B CMMCOK
[I0BEPEHHbIX OH 0TOOPA3UTCA Ha CTpaHuLUe «1oBepeHHbIX
MCTOYHUMKM»  (Nn.4.4.1.3.2), npu  HeobxoaAMMOCTH
MCTOYHUK MOXKHO YO3anuUTb W3 CNUCKa [A0BEPEeHHbIX
(nn.4.4.1.3.3).

2.3.2.3. YcTaHOBKa HenoanmncaHHoro Mrl

YcTaHoBKa NpunoXeHus
HEeBO3MOXHa.

YcTaHoBKa NpunoxeHuii 6e3 nognucu
WUCTOYHMKa 3anpelleHa. Ans
paspelLleHus YCTaHOBKM Heo6X0AMMO
aKTUBUPOBaTb COOTBETCTBYIOLLMIA
nepeksoyaTenb B NyHKTE MEHIO
"MICTOYHMKM NPUNOXKEHUIA" CUCTEMHBIX
HacTpoex.

MepeiiTv B HacTpoitku

Xopouwo

PucyHoK 75

BHUMAHMWE! Mepen ycTaHOBKOM HENoAMMCaHHOMO
MM  HeobxoguMmo npeaBapuTeNbHO  aKTMBMPOBATb
nepekntovaTens «Pa3pewnTb YCTAHOBKY MPUIOKEHNMN
6e3 noanucu nctovHmnka» (nn. 4.4.1.3.1).

[naycTaHoBKM HenoanucaHHoro Ml Heobxoammo B
OTKPbIBLUEMCA OKHE KOCHYTbCA KHOMKKW «[lepentn B

Hactpoikm» (PucyHOK 75) nnbO  KOCHYTbCS  KHOMKM
«Xopowo» Ans BO3BPaTa K CMUCKY YCTaHOBOYHbIX
dannos.

B pe3synbTate YyCTaHOBKWM HenoanucaHHoro MII
oTObpasmnTCs:

— COOTBeTCTBylOLLEE yBeaOMNeHMe
(cM. PucyHoK 72, PucyHOK 73) Ha akpaHe MY;

— 3HA4YOK ycTaHoBneHHoro MIl  Ha
NPUAOKEHWUN.

JKpaHe
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2.4. TOHKaA HaCTpPoOMKa

BHUMAHUE! AopmunHumctpaTopy Heobxoammo ncnonb3osaTe MIM «Terminal» Tonbko
NNA OCYLLECTBNAEHMA AENCTBMIA MO TOHKOW HAcTporKke MY B COOTBETCTBMU C HACTOALLMM
NoKymeHTOM. Mcnonb3oBaHne MM «Terminal» ana apyrmx uenen 3AMPELLAETCA.

TOHKaA HaCTpoMKa npeaHa3HayeHa AN8 BbINOAHEHWA CEPBMCHbLIX Onepauui,
HeAdOCTyNHbIX M3 rpaduyeckoro uHTepderca (Hanpumep, HACTPOMKa NpaB AO0CTyna,
McnpasaeHne KOHPUrypaumoHHbIX Gannos 1 T.4.).

MM «Terminal» ABNAeTCA NHCTPYMEHTOM NPEeAOCTaBNEHUA A0CTYNa K KOMaHAHOM
CTPOKeE, rae MMetoTCcA caeaytolime BO3MOXHOCTMU:

— BbIBO/, NOTOKA AAHHbIX, @ TaK¥Ke AMArHOCTUYECKUX M OTNAZ04YHbIX COODLLEHN B
TEKCTOBOM BUAE;

— BbINOJIHEHNE CEePBUCHbLIX ALNCTBUI N DBosiee TOHKOM HacTporkm MY (B T.u. ¢
MCNONb30BaHMEM MPaB CynepnoanbL30BaTens).

MPUMEYAHUE. Mo ymonuyaHuo MI «Terminal» He
oTobpaXkaeTcs Ha IKpaHe NPUNOKEHWUM (cM. PUcyHOK 1).

Ona poctyna kK MI «Terminal» Heobxoanmo
BbINO/IHUTL CAeaytolme AenCTBUA:

— OTKPbITb MEHK CUCTEMHbIX HACTPOEK KacaHWem

| AOMUHUCTPUPOBaHUE

- BkniounTtb TepMuHan

3apaTtb naponb cynepnonb3oBaTens

3Ha4yKa @ Ha DKpaHe NPUIoXKeHN (CM. PucyHok 1);
— KOCHyTbCA MNyHKTa

CreHepupoBaTb CoxpaHuTb

MEHHK
OumMCcTKa NONb30BATENbCKNX AAHHbIX
\/Ka)KMTe, Kakue nankuv nonb3osarens 6yﬂyT

nepuoanYeckn ouMLLaTLCS, U 3adanTe
WUHTEepBan O4UCTKU

Cnuncok paspeLuéHHbIX MPUTOXEHUM
BbibepuTe NnpunoxeHus, Kotopbie 6yayT
AOCTYNHbI BCEM MOJib30OBaTENAM

ABTO3arycK NPUNoXeHUn

BbibepuTe, kakvme NpUNoXeHUs [OMKHbI
3anyckaTbCs aBTOMaTUHECKM NPU KaXaoM
BXO/ie M0b30BaTeNs B CUCTEMY

Pa3spelueHus npunoxeHui
TMpUHATL paspeLleHns MPUIOKeHUs ANs BCeX
nonb3osaTteniel, akTUBHBIX B AaHHbI MOMEHT

PUCcyHOK 76

«AOAMUHUCTPUPOBAHMEN & B noapasnene «Cnucrema;

— Ha  OTKPpbIBWIENCA  CTpaHWLE  aKTMBMPOBATb
nepekntoyaTenb «BKAOYNTL TepMmuHan» (PucyHoK 76) ana
oTobpaxeHna Ml Ha dKpaHe NPUNOKEHUN;

43



— 1 OBKPbITAFI
PyKoBOACTBO aAMMHUCTPATOPA | F.‘nﬁ%‘gé’#ﬁﬂ

— KOCHYTbCA MNONA BBOAA W BBECTU XE1aeMblit
naposib b0 KHoMkM «CreHepmpoBaTb» A5 NOAYYEHUS
Napons, CreHepuMpoBaHHOrO  C/Ay4YalHbIM  0Opasom,
KOTOpPbIM B AanbHelwem OyaeT MCnosb3oBaTbcA AR

| AOMWHUCTPUPOBaHKE

BkntounTb TEpMUHAnN

s @
[T o e e—p— noay4vyeHmaAa npas Cyrnepnoab3oBaTeNA.
MPUMEYAHUE. HeobxoamMMO 3aNOMHUTL 3a4aHHbIN
CreHepupoBaTb CoxpaHnTb
napo/ib;

e e — KOCHYTbCA KHOMKM «CoxpaHWTb» (PUcyHOK 77), B
S ¢ inaly

. : esynbtate MI «Terminal» oTobpasnTcaA Ha IKpaHe
CrMCOK paspell&HHbIX MPUIOXEHNIA NPUNOKEHN i (CN\ . Pu CYHOK 1 ) .
BribepuTe NpUNOXeHUs, KOTopble ByayT
e MPUMEYAHUE. MIN «Terminal» B [OCTYMHO TO/IbKO
ABTO3anycK NPUNOXEHUA

N aAMUHUCTPATOPY.

gwer tyuiop

asdfgh j kI

A zZ X ¢ Vb nm

PucyHok 77

2.4.1. Hactponka nHtepdenca Ml «Terminal»

Ona pabotel ¢ MM «Terminal» ero Heob6xoAMMO 3anyCTWUTb, NPOBEAA MO IKPaHy

CHM3Y BBEPX M Ha DKPaHe NPUNOKEHNI KOCHYBLLMCb 3HAYKa (cm. PucyHok 1).

Mpu nepsom 3anycke MI1 «Terminal» HEOBXOAMMO 03HAKOMUTBLCA C MHPOPMaLMEN
N KOCHYTbCA KHOMKK « OK» (PrcyHOK 78).

B wuHTepdence MIT «Terminal» HeobxoAMMO KOCHYTbCA 3HAYKa ana
OTODOpPArKeHMA MEHIO C HacTpoMKkamum uHTepdelnca, B KOTOPOM AOCTYMHbI caeaytoLlimne
BO3MOXHOCTHK (PrcyHok 79):

— KOMMpOBaHMe MM BCTaBKa GParMeHTOB TEKCTa;

— nouck URL-ccbINnok;

— CO34aHMe HOBOTO OKHa;

— BbIOOP A3blKa MHTEPdECa;

— npocmoTp nHPopmaumm o MI «Terminal»;

— YBEAMYEHME N YMEHbLIEHME pa3mepa WPNPTa;

— BbI6Op OpMEHTALMM OKHa;

— BbIOOpP AENCTBUA NPU KaCaHWM 3KPaHa;

— BbIOOp cnocoba oTobparkeHms KnaBmaTypsbl;

— YCTaQHOBKa BPEMEHM 3a4EePKKN KNaBMaTypbl.

NMPUMEYAHUE. BbinonHeHWe AaHHbIX AENCTBUIM OCYLLECTBAAETCA MOCPEACTBOM
KaCaHMA COOTBETCTBYHOLLMX KHOMOK.
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Fingerterm 1.5.0

AsTop: Heikki Halstila <

@ainsl koHGWrypaumm Ans HACTPOWKKU NapameTpos
HaxoAaTCA No aapecy:
Jhome/defaultuser/.config/FingerTerm/

WexonHein kog:

Ha3ssaHue Tekyliero okHa:
Paamep Tekyliero TepMuHana:
Ha6op cumBonos:

PucyHok 78

06HapysKeHHbie URL-
CCBINKK
Pa3mep wpugra

Monoxexne okHa

AuarHocTuiecknii
pexuM

Mpoxg
Mecru |
TexcTa

Nosenerue
KNaBMaTYpbI
Be3asux
fas CKpLITE
Ha MNepemect
3a7HMIA ute
nnau

Hoeoe okHo

Packnanka
KnasuaTyphl

Wudopmaums

3anepxKka
KnasuaTypbi
4000 ms

2.4.2. llonyyeHune npaB cynepnoanb3oBaTena

[defaultuser@R570E ~]$ devel-su

Password:

PucyHok 80

PucyHok 79
MpaBsa cynepnosib3oBaTena npenocTaBNAoT
aAMUHUCTPATOpPY BO3MOXHOCTb paboTaTb B

NPUBMNETMPOBAHHOM pPEXMME W  BbIMONHATL Jtobble
onepaumm B8 OC ABpopa.

Ons nonyyeHma npas cynepnonb3oBaTena
HeobxoaAnMMo OTKpbITb  MI1 «Terminal» ©  BbINONHUTL
cneaytolme aencrama (PucyHok 80):

— MPOBECTM MO 3KPaHy CHM3Y BBEPX M Ha IKpaHe
MPUIOXEHNA KOCHYTLCA 3HAYKa B (cm. PucyHok 1);

— B MI1 BbINONHUTL KOMaHAY: devel-su;

— YKas3aTb 3aaHHbIKM paHee Napo/b, B pesyabTaTe
OyaeT BbINONHEH NEPEeXxXo, B PEXMM Cyrnepnosib3oBaTens.
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2.5. NoapepKKa pexxnma paboTbl KMOCKa

2.5.1. CnuncoK pa3pelueHHbix M1

Nna Bbibopa MM, KoTopble ByayT AOCTYMHbI NOA KOHKPETHOM YYeTHOM 3anucbto,
HeobxoAMMO BbIMOAHUTb CAeaytoLLMe AENCTBUA:

— OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KacaHMeM 3Ha4kKa @ Ha JKpaHe
NPUNOXKEHUIM (CM. PucyHOK 1);

— KOCHYTbCSl MYHKTa MEHIO « AAMUHNCTPUPOBAHNE Y & B nogpasaene «Cucrema;

— Ha OTKPbIBLIENCA CTPaHMLE KOCHYTbCA MNyHKTa «CNMCOK pa3peLleHHblX
NpUAoXeHnn» (cM. PUCyHOK 76) anAa oTobparKeHMa CnmMcKa C YYeTHbIMM 3aMMCamMU U
cTaTycamm 6enoro cnmcka.

NMPUMEYAHMUE. Mo ymonyaHunto 6enbiit CNMCOK BbIKIOYEH;

— KOCHYTbCSl MYHKTa C He0HXxoAMMON y4eTHOM 3anmcbeto (PucyHok 81);

— Ha CTpaHuue «[MmA y4yeTHOM 3anuUcK]» aKTUBMPOBATb MNepeKItYaTeNb
«BKkNOUNTL Henblin cnmucok» (PucyHok 82) ans otobparkeHuna cnncka MIT;

I Cnuncok pa3peLUéHHbIX MPUIOXEHUI | Monb3oBarensb 1
PaspelueHHbIx npunoxexui: 0

Bnapgeneu ycTpoiicTea
Benbiii cnivcok: BeiknioyueH # Bkntountb 6enbiii cnucok
Yepes 6enbili CNIUCOK MOXHO HACTPOUTL
repeyeHb paspeLueHHbIX ANs NosbsosaTens

Monb3osatens 1 2}
npuUnoxeHun

Benbiii cnucok: Beiknioven

Monbsosatens 2
Benbiit cnucok: Beiknioyen

Monb3osatens 3
Benbiii cnucok: BeiknioveH

PucyHok 81 PncyHok 82

— B OTKpbiBWemca cnucke MIT BbibpaTb Heobxoaumbie MIT  KacaHuem
COOTBETCTBYHOLIMX Nepekatoyatenen nmbo BbibpaTb Bce MIT KacaHMEM KHOMKM
«Paspewntb Bce» (PucyHOK 83), B pe3ynbTaTe o0TOOPA3UTCA COOTBETCTBYOLLEE
yBegomnenme (PucyHok 84) u Ha cTpaHuue «[Mma y4eTHOM 3anucu]» ctatyc Henoro
CMMUCKa Yy Y4YeTHOW 3anucu uameHuTcs Ha «[KonmyectBo paspeweHHbix MIM]» ¢
oTODOparkeHnem 3Ha4KoB paspetueHHbIXx M (PucyHok 86).
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| Monb3oBatens 1 Monb3oBatens 1
PaspelueHHbIX NPUNoXeHwi: 4 PaspelueHHbix npunoxenui: 20
BkniounTe 6ensiit cnvcok BkniounTb 6enbiit cnmcok
Yepes 6enblii CNIMCOK MOXHO HAaCTPOUTL Yepes Genbiii CIMCOK MOXHO HaCTPOUTbL
nepeYyeHb paspeleHHbIX gng nons3oearens nepeyeHb paspelleHHbIX AN nonb3osartens
MPUAOXKEHWIA NPUNOXEHUI
PaspewwnTb Bce 3anpeTuTh Bce PaspeluuTtb BCE 3anpeTuTb BCe
TenedoH TenedoH
CoobleHna CoobueHus
N P N
Bpaysep # Bpaysep

@ Kamepa # @ Kamepa
B KoHTakThl & E] KoHTakTbl
B lanepes # lanepes

HacTtpoiiku Hactpoiiku

D Momolub # D Momowp

Bce npunoxeHus paspelueHbl

D daiinbl : D Daniiol
PucyHok 83 PucyHok 84
[Ona 3anpeta Ha mcnonb3oBaHne MIT ons y4yeTHOM

[Monb3oBaTens 1 o

PaspelueHHbIX NpunoxeHuit: 4 3annmcum HEO6XO,£I,VIMO Ha CTpaHMU‘e «[MMH yquHOM
BniosmTh Genbifi cricoKk 3ar|mcv1]» KOCHYTbCA KHOMKU <<3al'lpeTl/ITb BCe», B
e L pe3ynbTaTe 0Tobpa3nTCAa COOTBETCTBYIOLLEE YBEAOMIEHNE
NPUNOXEHWIA

(PncyHoK 85).

PaspelunTb Bce 3anpeTuTsb BCce

TenedpoH

Coobuexus
Bpaysep #
@ Kamepa #*
B KoHTakThb! #
[anepes #

HacTtpoitku

D Momoup #

Bce NpunoxeHuns sanpeLueHbi

D Davisioi #®
PucyHok 85

2.5.2. KonnposaHue nonnTmnkm pabotbl ¢ MI1

MPUMEYAHUE. OyHKUMA KONMPOBaHMA NOANTUKM paboTbl ¢ MIT TakKe A0CTynHa
ANs aBTOMaTh4eckoro 3anycka Mr (n. 2.5.3).
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na Toro, 4yTOObI CKonmmpoBaTb NOANTURY O,ﬂ,HOl\/'l yquHoM 3aNnUC1 U NPUMEHUTDL €€ K
APYITMM YHETHbBIM 3alUCAM, H€O6XO,EI,MN\O BbINOJZIHNTbL Caeayroumne ,E,EVICTBVIFII

— Ha cTpaHuue «CnMcoK paspelleHHbIX MPUAONKEHMN» KOCHYTbCA 3HA4YKa In
(PucyHok 86), B pe3ynbTaTe MNoOAMTMKA OyaeT ckonmMpoBaHa W oTobpasuTcs
cooTBeTCcTBYylOLLEE yBegoMaeHme (PucyHok 87);

| Cnucok pa3peLUéHHbIX MPUNOXEHUN | Cnucok pa3peLléHHbIX NPUIOXEHWUI
Bnapeney ycTpoitcTBa Bnapeney ycTpoicTea &
Benbiit cnucok: Beiknioven Benbiii cnucok: Beiknoyen
Monb3osatens 1 % Monb3osaTens 1 %
Benbli1 cnincok: 9 npunoXeHuin Benbiii cnucok: 9 npunoxxexHmi
S0 2000 S0EEE 0000
Monb3oBaTenb 2 Monb3osaTtenn 2 &
Benbiit cnucok: Beiknouex Benbii cnucok: Beiknouex
Monb3osaTtens 3 Monb3oeaTtens 3 &
Benbiit cnucok: BoiknoveH Benbiii cnucok: BuiknoueH
MonuTuka ckonuposaHa
vV X
MpuMeHuTb OTMeHUTb
PncyHok 86 PucyHok 87

— BblOpaTb HeobxoAMMble y4YeTHble 3amMCXM  KacaHMemM COOTBETCTBYHOLLMX
nepekntoyatenei (PucyHok 88);

— KOCHYTbCA KHOMKW «[MpumeHnTb» (PUCYHOK 88) AN NPUMEHEHUS MNOANTUKM
MMBO  KHOMKM  «OTMEHUTb» ANA OTMeHbl onepauumu, B pesynbTaTe 0T0HPA3NTCA
cooTBeTCcTBYlOWEE yBeaomaeHMe (PucyHoK 89), M y y4veTHbIX 3anucen cTtaTyc benoro
CNMCKa M3MeHUTCA Ha «[KonnyecTBo pa3pelleHHbix MIM]» (PucyHok 89).
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| Cnuncok pa3peLUéHHbIX MPUTOXEHWUI CnnCoK paspeLUéHHbIX NMPUIOXEHUN

Bnaneneu ycunoﬁcma @ Bnaneneu ycunoﬁcraa
Benbiii cnicok: BeikioueH Benbiii cnvcok: BeikoyeH
Monb3osaTtens 1 Eﬁ Monb3osaTtens 1
Benbiit cnMcok: 4 NPUAOXEeHUs Benbiii cnncok: 4 NPUIoKeHUs
[@]o)] @]o]
Monb3osatens 2 Monb3osaTtensb 2
Benbiii cnucok: BeiknoveH Benbiii cnucok: 4 NPUAOXKEHUs

ae
Monb3oBatens 3 &
Benbiii cnivcok: BeikioueH MonbaosaTtens 3

Benbiii cnucok: 4 NpUnoXeHus

@]

Monutuka npumMeHeHa
Vv X
MpumeHuTL OTMeHUTb
PncyHok 88 PncyHok 89

2.5.3. ABTOMaTtumyeckmin 3anyck Mr1

[Ona BKAOYEHMA aBTOMATU4YecKoro 3anycka MI1 npu KaxXgaom BKAtoYeHun MY
HeobxoAMMO BbIMONHWUTL Caeaytolme AeNCTBUA:

— OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KacaHMem 3Hauka @3 Ha JKpaHe
NPUNOXKEHUIM (CM. PUcyHOK 1);

— KOCHYTbCS MYHKTA MEHI0 «AAMUHNCTPUPOBAHNE & B noapasaene «Cucrema;

— Ha OTKPbIBWEWNCA CTPaHWLE KOCHYTbCA MyHKTa MeHt0  «ABTO3anycK
NPUNOXKeHU» (CM. PUCYHOK 76) AnA oTobparKeHWMa CnMcKka C YYeTHbIMM 3ammUCamMU U
CTaTyCOM aBTOMATUYECKOro 3anycka MIT.

MPUMEYAHMUE. Mo ymonyaHnto aBToMaTnUYeCcKni 3anyck M1 BbIKIOYEH;

— KOCHYTbCSl MYHKTa C HEOHXOAMMOMN y4eTHOM 3anuncbto (PucyHok 90);

— Ha CTpaHuue «[MmA y4yeTHOM 3anMcK]» aKTUMBMPOBATb MNepekatYaTesb
«BKntounTb aBTO3anyck» (PucyHok 91) ana otobparkeHma cnmucka MIT;
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| ABTO3anycK NpUNoXeHUi Monb3osarens 1
Mpunoxexuin B asTosanycke: 0
Bnapgeneuy ycTpoicTea
AsTosanyck: Beiknioyen #  BkniouuTh aBTo3anyck
Mpunoxerus GyayT aBTomaTuyeckn
Monb3osatens 1 3anycKaTbCs NPW 3arpyake onepauuoHHON
AsTosanyck: Beiknovex Uiich e
Monbaosatens 2
AsTosanyck: Beiknioyex
Monb3osatens 3
AsTosanyck: BeiknioyeH
PucyHok 90 PucyHok 91

— B OTKpbIBLIEMCA  CNUCcKe BbibpaTb  Heobxoammbie M1 KacaHuem
COOTBETCTBYIOLMX Nepekntoyatenen (PucyHok 92), B pe3ynbTaTe Ha cTpaHuue «[Mma
YYETHOM 3anmMcu]» cTaTyC aBTOMaTMyeckoro 3anycka MIT nameHuTca Ha «ABTO3anycK
[Konnuyectso MI]» c oTobpaxkeHMem 3Ha4YKoB AaHHbIX MIT (PrucyHok 93).

[ns BbIKNOYEHMA aBTOMATUYeCKOro 3anycka MI HeobxoaAMMO AeaKTMBMPOBATb
nepekntoyaTenb «BKAOUMTL aBTO3anyck» (PrucyHok 92).

| Monb3osatens 1 | ABTO3anycK NpuIoXeHuin
MpunoxeHwuit B asTosanycke: 4
Bnapgeneu yctpoictsa
BknounTb aBTO3anyck AsTo3anyck: BeiknoueH
MpunoxeHus 6yayT aBTOMaTUHECKU
3anyckaTbCs NPy 3arpyske onepaLuoHHoM Monb3oBaTtens 1 lﬁ
cucreml AsTO3anycK: 4 NPUNOKEHUS
mfl Ofi s e
TenedoH
Monb3osatens 2
G CoobueHus # ABTo3anyck: BelknioueH

~ Monb3oBatens 3
\‘\ Bpaysep * ABTO3aNyCK: BbiK/MIOYEH

(@) Kamepa

(=] Kowrakrsi *
Fanepes %
(3 Hacrpoiiku

(] romouww s
() oaitne

D Kanenpapb #*

PncyHok 92 PncyHok 93
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2.5.4. octyn K MI1

Bpaysep TpebyeT cnegyioLime
paspeLleHus Ha foCTyn

Be6-copepxumoe
BocnpoussegeHue 1 3anuch ayamo
leonokauus
WHTepHeT
Kamepa
Meguadaiinel
Manku nonb3oBarens
Mevatb
CbEMHbIE HOCUTENN

OTMeHUTb MopTeBepanTb

PucyHok 94

Mpu nepBoM 3anycke HekoTopbix MI1 oTobparkaeTcs
OKHO C nepeyHem Tpebyembix paspelleHunit Ha A0CTyn K
[AaHHbIM NO/Mb30BaTeNA, XpaHALmMxcs Ha MY (PucyHok 94).

Ona npuHATUA paspelieHnit MM ana BCex aKTUBHbIX
YYETHbIX 3anmcert HeobxoAMMO BbINOAHUTL Caeaytollme
NENCTBUA:

— OTKPbITb MEHIO CMCTEMHbIX HACTPOEK KacaHuem

3Ha4Ka @ Ha JKpaHe NpuaoxKeHu (cm. PucyHok 1);
— KOCHYTbCA MyHKTa MeHI0

«AOMUHUCTPUPOBAHME & B noapa3saene «Cucreman;

— Ha OTKpPbIBWENCA CTPaHMUE KOCHYTbCA MyHKTa
«Pa3pelwieHns npunoxkeHni» (cm. PucyHok 76) ana
oTobpaxkeHna cnucka MIT;

— KOCHYTbCA NoAns ¢ Heobxoanmbim M1 co cTaTycom
«He npuHaTo» (PucyHok 95);

— KOCHYTbCS KHOMKK «[loATBEPAUTH» ANA NOATBEP)KAEHWUS onepauum nmnbo
KHOMNKM «OTMEHUTb» AN oTMeHbl (PrUcyHOK 96), B pe3ynbTaTe paspelleHna aaHHoro MI
OyayT NPUHATBI Y BCEX aKTUBHbIX YYETHbIX 3aMMCEN U CTAaTyC M3MEHUTCA Ha «TTpUHATOY.

MpunoxeHus

Bbi6epuTe NpunoXeHue, paspeLueHus
KOTOPOro 6yAyT NPUHATHI AN BCEX
nonb3oBaTeneil yCTPOMCTBA, aKTUBHbIX B
[AaHHbIA MOMEHT. B 3TOM cnyyae npunoxexve
6yaeT oTMe4eHo Kak «IpuHsTO».
MpuUnoxeHus, paspeLLeHus KOTOPbIX MPUHSATbI
He [Nl BCEX aKTUBHbBIX B AlaHHbIA MOMEHT
nonb3oBareneu, 6yayT oTMeyeHbl kak «He
NPUHATOR.

MpuHATb BCe paspelueHuns
MpocmoTtp PDF He npuHat
XKypHan He npuHat
Moropa He npuHat
Yacbl He npuHsT
Coobwenus NpuHaTo
Bpaysep He npunsat
®aiinbl He npunaT

3ameTku He npuHsT

PucyHoK 95

OTMeHUTb MoateepanTb |

MpocmoTtp PDF

HacTtoawwum peirctemem Bl npuHumaete
paspeLLeHus BbIBpaHHOro NPUIOXeHUs Ana
BCEX NOsb30BaTeNei YyCTPOINCTBA, aKTUBHDBIX B
OaHHbIA MOMEHT. OTMEHUTb USMEHEHUs
MOXHO 6yAeT, ToNbKo yaanus BbibpaHHoe
npunoxeHue. XoTute NpoaonxXuTs?

PncyHok 96
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Ons npuHATMA paspelweHmin Bcex MIT HeobxoAMMO BbIMOAHUTL Caeaytolime
NENCTBUA:

— Ha CcTpaHuue «lpUaIoXKeHUA» KOCHYTbCA KHOMKKU «[1pUHATL BCE pa3speleHna»
(cm. PucyHok 95);

— KOCHYTbCS KHOMKK «[loaTBepAnTb» AAs8 NOATBEPXKAEHMA onepaumm nmbo
KHOMKM « OTMEHUTb» ANa oTMeHbl (PucyHok 97), B pe3synbTaTe paspelueHunsa scex Ml byayT
NPUHATLI U CTATYC M3MEHUTCA Ha «pnHATO» (PucyHoK 98).

| OTMEHUTL MopTeepauTb | | MpunoxeHus

Bbi6epuTe npunoxeHuve, paspeLieHus
Bce NpPUIoXKeHUus KOTOPOro 6yAyT NPUHATHI AN1S BCEX

ronb3oBaTesneil yCTpoiMCTBa, aKTUBHbIX B
Bl cobupaetech NpeaocTaBnTb BCem [faHHbI MOMEHT. B aTOM criyyae npunoxexue
aKTUBHbIM MO/Ib30BATENAM YCTPOMCTBA 6yaeT OTMeYeHO KaK «IPUHSTO».
PaspelLleHN# IR BCoX YCTAHOBIIEHHEIX MpuUnoxeHus, pa3peLLeHnus KOTOPbIX MPUHATbI
npuUnoxeHui. B 6yayuiem bl He cMoxeTe He /15 BCeX aKTUBHbIX B laHHbIA MOMEHT
0TO3BaTh paspelleHns, KpoMe Kak nyTem nonb3oBareneu, 6yayT oTMeyeHbl kak «He
yAaneHus NpUnoxeHuit. Bol yBepeHbl, 4To NPUHATO.
XOTUTE NPOLJONXKUTL?

MpuHATbL BCe paspelueHuns

Mpocmotp PDF [MpuHsaTo
XypHan lNpuHsaTo
Moropa lMpuHaTo

Yacbl lMNpuHsTo
CoobuweHus MNpuHaTo
Bpaysep lNpuHsto
®aitnbl MpunaTo

3ameTku MpuHsaTo

PucyHok 97 PucyHok 98
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3. CPEOCTBA PASPABOTHURA

BHUMAHUE! 3anpeuwaerca akTMBauma pexkMma pa3padbotinka Ha MY,
byHKUMOHMpYoWwem noAa ynpasneHnem OC ABpopa B CepTUPMLMPOBAHHOM BepcUM U
npeaHa3Ha4YeHHOM Aaa WCNonb3oBaHMA B MC, aTTecToBaHHbIX N0 TpeboBaHMAM
obecneyeHna 6e30MacHOCTM B COOTBETCTBMM C 3aKOHOAATE/NIbCTBOM  Poccuiickon
denepaumm.

Pexxmm paspaboTymka NpeaocTaBAAeT aAMMHUCTPATOPY AOCTYN K pacliMpeHHOMyY
OYHKLUMOHANY HACTPOEK.

BHUMAHUE! Pexmm paspaboTymka HEBO3MOMHO OTKAKOYMTb MOCAE aKTMBALUMW.
[na [eaktMBauMM pexkmma paspaboTumka Heobxoammo cbpocnte MY [0 3aBOACKMX
HaCcTpoeK (cm. noapasaen 2.2).

3.1. AKTMBaUMA pexrma pa3paboTtumka

MPUMEYAHMUE. Mepen akTnBaLmMen pexxnma pa3paboTtynka Heobxoammo ybeamtbea
B HaM4mMm Ha MY oocTyna K ceTn VIHTepHer.

[na aktMBaumm pexunma paspabotymka HeobxoAMMO BbIMOAHUTL Chaeaytouime
NENCTBUA:

— OTKPbITb MEHIO CUCTEMHbBIX HACTPOEK KaCaHMeM 3Hauka @ Ha JKpaHe
NPUNOXKeHUM (cM. PucyHoK 1);

— KOCHYTbCS MNyHKTa MeHl «CpeacTtBa pa3paboTymka» & B noapasaene
«Cnctema»;

— KOCHYTbCS nepekntodaTens «Pexmnm paspabotymka» (PucyHok 99);

— Ha OTKPbIBLUENCA CTPAHMLE O3HAKOMWUTbLCA C «YCNOBMAMMU Pa3paboTymKa» U
KOCHYTbCA  KHOMKWM  «[loaTBepanTb»  ANA  NOATBEPXKAEHWA  AKTUBALMKM  PEXMMA
pa3paboTumka IMHO KHOMKN « OTMEHUTbY» A8 OTMeHbl onepaunm (PucyHok 100);

— NOATBEPAUTbL AENCTBME BBOAOM TEKYLLErO Napos (CM. PUCYHOK 4).
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| CpepncTBa paspaboTymnka | OTMeHUTb MoaTBepauTb
&  Pexum paspaboTuuka Ycnosusi paspaboTtyumka
[na akTuBauum pexumMa paspaboTumka
Heo6X0AMMO NOAKNIoYEHHE K CEeTH O6paTuTe BHUMaHME: B pexvume
pa3paboTymka AOCTYMNHbI KOMMOHEHTbI, NPK
HenpaBu/ibHOM UCMOb30BaHUU KOTOPBIX
MOXET 6bITb OKOHYaTENbHO noBpexaeHo
Balue ycTpoicTBO U/unu ero cogepxmnmoe.
BknioyeHne pexuma paspaborymka MOXeT
NPUBECTM K aHHYNMpoBaHuio Bawen
rapaHTuu.
”DMHﬂTMe AaHHbIX YCHOBVIVI npepocraenseT
BO3MOXHOCTb UCMOJ/Ib30BaHUSA peXunma
paspaboTyuka.
PucyHok 99 PucyHok 100

3.2. CpepncTBa paspaboTtymka

NMPUMEYAHUE. SSH-naponb McnoJib3yeTcA ana nosiydeHuA npas
Cyrnepno/sib3oBaTenA.

[Ona paboTbl co cpeacTtBamm pa3paboTymka HeoHXoAMMO BbIMOAHUTL CaeaytoLme
NencTBns:

— aKTMBMPOBATb peXkMMm pa3paboTymKa (cm. noapasgen 3.1);

— paspewmnTb Bxod no SSH-naposto, KOCHYBLIMCH nepekatodaTtensa «YaaneHHoe
coeanHeHne» (PucyHok 101) u noatBepaMB AeNCTBME BBOAOM TeEKYLEro mnaposns
(cm. PucyHok 4);

— 334aTb MO0 CreHepupoBaTb Mapo/b, KOCHYBWWCb Nons «CreHepnpoBaTby,
nocne 4Yero KOCHyTbcA KHOMKM «CoxpaHuTb» (PucyHok 102) n noaTBepAUTb AencTBUE
BBOZIOM TeKyLlero napons (cm. PUcyHoK 4).

MPUMEYAHUE. Mone yctaHoBKM Napons ana SSH n aoctyna oTobparkaeTcs TONbKO
nocne akTMBaLUum nepekntodaTena «YaaneHHoe coeguHeHme;
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| CpepacTBa paspaboTynka CpepcTBa paspaboTunka
CeTeBble noaknyeHns CeteBble noaknyeHusa
# YpanéHHoe coefuHeHNe YnanéHHoe coeguHeHue

PaspelunTb Bxoa Yyepes SSH ¢ umeHem PaspewuTb Bxoa Yyepe3 SSH ¢ umeHem
nonbsosarens 'defaultuser’ nonbsosarens 'defaultuser'

LN ]
WHCTpyMeHTbI
Maponb

OTo6paxeHune 4acToTbl KanpoB

eHepH| b Cox Tb
OTKNIOYeHO CreHepupoBari OXpaHU
—~— 10.185.68.169
#  CoxpaHsTb OTN1aA04Hble CUMBOSIbI = o
B [OMALLHIOIO Nanky
BknounTh BanuMaaumio nakeTos ll" 192.168.2.15

IP-agpec USB
Mepesarpysutsb B fastboot
WNHCTpYyMEHTbI
YctaHoeka MO
OT06paxeHune YacToTbl KaapoB

: OTkNtO04EHO
#  Pa3spelunTb TUXYIO YCTaHOBKY

BxniounTb TUXYIO yCTaHOBKY nakeTos u3 SDK 2
# COXpaHSITb OTNnago4Hble CUMBO/bI
B AOMaLUHIOKO nanky

BkniounTb Banmaaumio nakeTos

Mepesarpysuts B fastboot

PucyHok 101 PucyHok 102

— HACTPOUTb OTODpParKeHME YacTOTbl KaApPOoB, 3anyLeHHbIX M1, KOCHYBLIMCHL NoAA
«OTOBpaxKeHMe 4acToTbl KagpoB» B noapasgene «MHCTPYMEHTbI», M Ha OTKPbIBLUENCA
CTPaHULUE KOCHYTbCA NyHKTa «[pocToe» nnbo «MoapobHoe» NnbO KOCHYTbCA MoA
«OTKNOYEHO» A/1A OTKAOUYEHUA ANarHOCTMKKM (PrucyHok 103);

— KOCHYTbCA COOTBETCTBYHOLWMX NepeKkatovaTenen B nogpasgene «MHCTpYMeEHTbI»
NN5 BbINONHEHWUA cneayowmx aenctemnii (cm. PucyHok 101):

® pa3pelnTb AMbOo 3aNpPeTUTb COXPaHEHME OTNAA0UYHbIX CUMBO/I0OB B JOMALLIHE M
nanke;
® BKAOYMTb MO0 OTKNOUYMTL BaIMAALMIO NAKETOB.

NMPUMEYAHUE. [Ona nposepkn RPM-naketoB MI1 umcnonb3yercs BanvaaTop,
NPOBEPAIOLMIA  YCTAHOBOYHbIE MaKeTbl Ha NpeaMeT COOTBETCTBMA TpeboBaHMAM,
yKasaHHbIM Ha Beb-canTe: https://developer.auroraos.ru/doc/software_development/
guidelines/rpm_requirements. BanngaTtop 3anyckaeTca aBTOMATMYECKM MPU YCTaHOBKe
RPM-nakeToB, npu atom RPM-nakeTbl, He npouweawune Bannmaaumio, He MoryT ObiTb
ycTaHoB/ieHbl Ha MY, dyHKUMOHUPYLoWem noa ynpasneHmem OC ABpopa;

— nepesarpy3nts MY ans nepexoga B pexum fastboot, KOCHyBLIMCb KHOMKM
«Mepe3arpysntb B fastboot» (cm. PucyHok 101) 1 Ha OTKPbIBLIENCSA CTPAHULE KOCHYTHCA
KHOMKK «[loaATBEPAUTL» ANA NOATBEPXKAEHNA onepaunm AMbo KHOMKN « OTMEHUTbY AS
oTMeHbl (PucyHok 104);

— paspewnTb NMbo 3anpeTnTb TUXYH YCTaHOBKY nakeToB mM3 SDK, KOCHYBLUUCH
nepekntovaTena «PaspelwnTb TUXYK YCTaHOBKY» B noApasgene «YcrtaHoBka [10»
(cm. PucyHok 101) n noaTBepAnTb AeUCTBME BBOAOM TEKYLLEro napona (cm. PucyHok 4).
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MOBWUJ/IbHAA
NNAT®OPMA

OTobpaxeHue 4acToTbl KaapoB

OTKnoYeHo

MpocToe

Mopopo6Hoe

MpocToit - ToNbKo KOMMNO3UTOP
Moppo6Hbiii - TONKO KOMNO3UTOP
MpocToit - ToNbKO NPUNOXeHUs

Moapo6HbIi - TONBKO NPUIOXKEHUS

I OTMEHUTD MoaTBepantb |

PucyHok 103

Mepesarpy3nTb yCTPOUCTBO
B pexum fastboot?

YcTpoiicTBo 6yneT HemenIeHHO nepesarpy>XeHo.
3T0 03HAYaET, YTO BCE OTKPbITbIE CEaHChl U
BpeMeHHble faHHble 6yayT NoTepsHbl.

PucyHok 104
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4. MEXAHU3MbI BE3OMNMACHOCTW

PeannszoBaHHble B OC ABpopa o¢yHKUMM 6e30MacHOCTM MOMHO HacTPOUTb C
MOMOLLLbIO COOTBETCTBYOWMX MHTEPDENCOB, ONMCaHNE KOTOPbIX NPUBEAEHO B HACTOALLEM
pasaene.

4.1. Perncrpauma cobbitnin 6esonacHoctu (ayauT)

4.1.1. CnuctemHoe ypHanmpoBaHue
4.1.1.1. Obuwana nHdopmauma

CHCTEMHOE KYPHaIMPOBaHWE — CEPBUC ANA PETUCTPALMM M XPaHEHNA MHOOPMALMN
O BaKHbIX MPOrPaMMHbIX M annapaTHbIX COObITUAX, @ TaKKe MX AaNbHEMLEero aHaan3a B
C/y4ae HEKOPPEKTHON PaboTbl CUCTEMBI.

OC ABpopa OCYLLECTBAAET PEFUCTPALMIO N XPaHEHME cneaytolen MHGopMaLnu:

— COODOUWEHMN N3 CUCTEMHOTO }KypHana (journald) n agpa (kernel log);

— COODUEHMN, BbIBOAMMbIX NpOLLECCaMM CNYXKO Ha CTaHAAPTHbIE MOTOKM BbIBOAA
(stdout);

— OWMOOK (stderr).

MonyyeHHaa MHPOPMALMA MHAOEKCMPYETCA M XPAHUTCA B CUMCTEMHOM KYpHase,
KOTOPbIN HAaX0AMTCSA BO BPEMEHHOW NaMnKe M Noc/e nepesarpyskm He COXpaHAeTCA.

4.1.1.2. CoxpaHeHue coObITUIN CUCTEMBI B MOCTOAHHYIO NamaTb MY

[ns coxpaHeHWsa coDbITUN CUCTEMbI BO BHYTPEHHIOK MOCTOSHHYHO NamatTb MY
HeobX0AMMO BbINONHUTbL Ceaytolne AenCTBUA:
— OTKPbITb MMM «Terminal» 1 BbINOAHUTb KOMaHAY:

vi /etc/systemd/journald.conf

— YCTAaHOBWUTb MNapameTpbl B c/iefytollme 3HaYeHNs:

Storage=persistent
SystemMaxUse=500M
RuntimeMaxUse=1M

— nepesarpy3nTtb MY Ana coxpaHeHWA M3MEHEHNA.

[Ona  BbIrpy3kM  dana  KypHana  HeobXoAMMO  BbINOAHWTL  KOMaHAy:
journalctl -a > J.log, Npu 3TOM noTpebyeTcs co3aatb ¢ain nora, KOTopbln byaeT
MMeTb Ha3BaHMe: j.log W coAepXaTb Bce cobbiTMa (-a = all). Ha3BaHue npwu
HeobX0AMMOCTU MOXKHO N3MEHUTD.
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4.1.2. Cepswuc sdjd
4.1.2.1. Obwan nHPpopmaLms

[ns HageXHoro XxpaHeHMA Habopa coobLEHMNN, OTHOCALLMXCA K CUCTEME 3aLUMUTHI
MHGOPMaLUMN, UCNONb3YETCA CepBUC No cbopy M pernctpaumm cobbituin BesonacHoCTH
sdjd. CepBWUC COXpaHAeT OTAeNbHble coobuieHna B ¢ann /var/log/sdjd-v2.log,
KOTOPbIA MNpPK 3ano/HEHUWM A0 MakcMmanbHoro pasmepa (50 MbB) nepesanucbiBaeT
npeablayume coobueHna HOBbIMMU.

[Ons  onpeneneHua cobbiTUA  perncTpaumm CcepBMcoM sdjd  WMCNOJb3yeTca
KOHOUIYPaUMOHHbIN  dan  /etc/omp/sdjd.conf, B  KOTOPOM C  MNOMOLLbIO
pPeaaKkTMPOBaHMA MOXHO 3a4aTb HeaKTyabHbIM CObbITMAM cTaTyC false.

B OC ABpopa C UCNONb30BaHMEM CepBMCa sdjd PETMCTPUPYIOTCA U AONTOBPEMEHHO
XpaHATCA cneaytolme Tunbl CobbITUIM 6e30NacHOCTH:

— pe3ynbTaT NOMbITKM BXO4a B CUCTEMY;

— ONIOKMPOBaAHME MHTEPAKTUBHOIO CeaHca Kak Mo 3anpocy NoaAb30BaTeNa, Tak 1 no
NCTEeYEHUN YCTAHOBNAEHHOMO NepMoaa HEaKTMBHOCTM NO/Ib30BATENS;

— ONOKMpOBaHME AO0CTyNa MNOCAe YCTAHOBAEHHOrO KOAMYEecTBa HeyCnelwHbIX
NOMbITOK BBOAA ayTEHTUOUKALMOHHOM MHPOopmaumn (nn. 4.2.2.1.3);

— WCTeYeHMe CpOoKa AeNCTBMA NAPONs;

— CMeHa napons;

— 3anyckK npoueaypbl 1 pe3ynbTaT KOHTPOAsA LenoctHocTK (KL);

— MONy4YeHMe OTPULLATENBHOIO pe3yabTaTa NPOBEPKNY;

— aBTOMaTU4yeckan 6aokMpoBKka MY;

— pe3ynbTaT NOoMbITKM YCTAHOBKW, yAaneHuns nnm obHosneHmns RPM-nakeTos;

— MNOAKNOYEHME N OTKIOYEHME BHELIHMX HOCUTEeNel MHGopMaLLmu;

— nepenosiHeHme XypHana cobbiThin 6e3onacHoCTY;

— BK/IHOYEHME, Nepe3arpyska v BblikatovYeHne MY;

— pobasneHne NpaBua CeTeBOro PUabTPa;

— 3aMyck, 3aBeplueHme N M3MeHeHne KoOHGUrypaumm cay>bol ayamTa;

— M3MEHEHME CUCTEMHOIO BPEMEHMW;

— HelTaTHOe 3aBeplUeHNE CUCTEMbI;

— MOMNbITKM AOCTyNa K ¢alnam, HaxoAALMMCA B NPOLLECCe PermcTpaumm;

— cboi B mexaHn3me n3onaumm NnpoLLeccos;

— owKnbKn Banmaaumm RPM-nakeTos;

— CO3[4aHue, NepeKktYeHmre 1 yaaneHme y4eTHOM 3anmcun Noib3oBaTend;

— MHMUMANN3aUMA 1N pe3ynbTaT NpoxoxaeHnsa 20A,

MPUMEYAHUE. Haumnas c penmsa OC Aspopa 4.1.0 update 1, He Oyaet
PErncTPUpPOBaTLCA COOLITME MPMBA3KM TOKEHOB K YYETHOW 3anucu (MHMUMANM3aLmA)
(ID=47);

— CoObITUA aHTMBMPYCA;

— cobbITna [loBepeHHOM cpeabl UCNONAHEHMA ABpopa (Npu Hannuumm);
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— 3anyck MI «KypHany»;
— 0bHapyXeHne HapyLeHMA LenoCTHOCTU CTOPOHHNX Gannos;
M3MEHEHMe NapObHOM M NOb30BATENbCKON NOAUTUK;

— BKJ/IIOYEHUE PEXMMA Pa3pPaboTUMKa;

— BKJ/IHOYEHME U BbIK/OYEHWNE YAQNEHHOIO A0CTYNa;

— paspelleHmre 1 3anpeT goctyna K MMM «Terminal».

NMPUMEYAHUE. T[MonHbin cnncok cobbiTin  6e30MacHOCTM, PErncTpupyemblx
cepBMcom sdjd B OC Aspopa, A0CTyneH Ha BebO-canTe:
https://developer.auroraos.ru/doc/software_development/reference/sdjd/events.

Kaxaoe cobbiTe coaepKnt cneayroLlyto MHGopmaLmto:

— YHUKaNbHbIN MAEHTUPMKATOP CODbITUA;

— TUN cobbITUs;

— Bpems permcrTpaumnm cobbitms;

— YPOBEHb BAa*KHOCTK COObLIEHMA;

— ONUMOHANbHbIM TEKCT coobLleHnsa (MM NycTaa CTPoKa);

— PID npouecca-otnpasutens;

— PID poauTensckoro npouecca Ana npouecca-oTnpasmTens;

— UID npouecca-otnpasuTens;

— Effective UID npouecca-otnpasuTtens;

— Saved UID npouecca-oTnpaButens;

— File system UID npougecca-oTnpasutens;

— Real GID npougcca-oTnpasutens;

— Effective GID npouecca-oTnpaBuTens;

— Saved GID npouecca-oTnpaBuTens;

— File system GID npougecca-oTnpasutens;

— Supplementary groups npolecca-oTnpaBuTens;

— 2pPEeKTUBHbIE NPUBUIETNM NPOLECCA-OTNPABUTENS;

— MOAHbIN NYyTb K UCNoAHAEMOMY daliny NpoLecca-oTNpPaBUTeNs;

— KOHTeKCT 6e30MnacHOCTM MNpoLecca-oTnpaBMTens (Tekywaa pofib MAM MeTKa
SELinux);

— TEeKCToBOe npeaAcTaBaeHne naeHTndmnKaTopa cobbiTna ana yaobcrTea oTAaakM.

AOMMHUCTPATOP MOXKET onpeaennTb CnmMcok obbektoB PC, nonbITKM AoCTyna K
KOTOpbIM OyayT pernctpmpoBaTthcA B daline /usr/share/security-audit/security-
audit-rules.conf, A00aBMB NPaBWIO ayamuTa N8 Habatogaemoro obbekTa OTAENbHOM
CTPOKOM B  dann  /usr/share/security-audit/security-audit-rules.conf.
MonbITKM gocTyna K obbektam PC, HaxoAALWMMCA B ManKke /home M ero noanankax, He
pPEerncTpmpytoTcA.

Bce peructpupyembie cobbiTns 6e30macHOCTM OToDOparkatoTcA C  YKa3aHWeMm
BPEMEHM WU LBETOBOM WHAMKAUMEN B KypHane cobbiTUiM, NPOCMOTP KOTOPOro
ocyulectsaaeTca ¢ nomoubo MM «KypHan».
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MPUMEYAHUE. Monb3oBaTeNb MMEET BO3MOXHOCTb COXPaHUTb KypHan CobbITUMA
6e30MNacHOCTM CUCTEMbI BO BHYTPEHHIOK NOCTOAHHYO NamaTb MY B LUIMPPOBAHHOM BMAE.

4.1.2.2. NMpocmoTp cooblleHnin ayamTta

[ns npocmoTpa coobuleHnin ayamTa U A40CTyna K HUM HeobXoAMMO MCNONb30BaTb
cneayoume MHCTPYMEHTbI:

— Mporpammsl journalctl U dmesg, MMetOLME MHTEPDENC KOMAHAHOM CTPOKMK;

— YTUAUTY sdjd-dump, MNO3BOAAKLLYO MPOCMOTPEeTb cobbiTMA He3onacHoCTM B
M «Terminal»;

— MMM «XKypHan» (/usr/bin/log-viewer), B rpapnuyeckom nHTepderce KOTOPOro
oTobparkatoTCA 3aMmMcK 0 COBbITUAX, COXPAHAEMbIX CEPBMCOM sdijd.

MPUMEYAHUE. B MM «XKypHan» oTtobparkatotca cobbitnsa ayauTa (PucyHok 105).
MNoppobHoe onucaHnme pabotel MIT  npuBeaeHo B AOKYMeHTe  «PykoBoACTBO
No/ab30BaTENAY.

Mpn 3TOM aAMUHUCTPATOPY AOCTYMNEH NPOCMOTP COODLLEHNIM ayanTa BCEX YYETHbIX
3anucel, cosgaHHbix Ha MY (PucyHok 106).

MpocMoTp XypHana Q 2 : DunbTpbl ]

a
127 3anuceir HailaeHo, 127 nokasaHo

CeropnHs Bbi6paHHbIi Nonb3oBaTesb:
Bce nonb3oBaTtenu

O 1. YenewHas ayTeHTudMKaums
02/07/2024 12:49:16 GMT +03

Bce nonbsosarenu

(O 2. YpanéHHbIit BOCTYN BKMIOYEH defaultuser

Remote login enabled
02/07/2024 12:49:16 GMT +03 Monb3oBatens 1

() 3. YnanéHHbIit fOCTYN BbIKIOYEH
Remote login disabled
02/07/2024 12:49:02 GMT +03

Monb3osatens 2

Monb3osaTens 3

O 4. YenewHas ayTeHTUdmMKaums
02/07/2024 12:40:44 GMT +03

@ 5. Owwubka 06paboTku nNaketa
harbour-colordots
02/07/2024 12:40:37 GMT +03 CoeauvHeHue:

O 6. YcnewwHas ayTeHTUdMKaLMS
02/07/2024 12:40:15 GMT +03

O 7. YpaneH naket
ru.vk.RuStore
02/07/2024 12:38:55 GMT +03

PucyHok 105 PucyHok 106

4.1.3. Cepsuc reports

CepBuC reports reHepMpyeT eanHbIN CUCTEMHBIM OTYET B BMAE apxmBa C Galnamm
KOHOUIrypauum mn noramm paboT passinyHbix KomnoHeHToB OC ABpopa, KOTOPbIM MOMKeT
ObITb 3aWMPPOBAH.

4.1.3.1. OnnucaHne CMCTeEMHOTIO OTYyeTa

CUCTeMHbI OTYeT MMeeT caeayowmin opmat: tar.bz.
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MMa  cUCTEMHOro oT4yeTa MMeeT CAeAylolyd MacKy: reports-YYYYMMDD-
HHMMSS . tar.bz.

MPUMEYAHUE. MMoapobHoe onucaHne npoueaypbl GOPMUMPOBaAHMA OTYeTa
NpPUBEAEHO B OKYMEHTe « PYKOBOACTBO NO/1b30BATENNAY.

OnuncaHue Tekyulero Habopa moaynen npuseneHo B Tabanue (Tabaumua 1).

Tabnnua 1
Moaynb OnucaHune
agnss NHbopmauma o A-GNSS
available-packages |Cnucok AOCTYMHbIX M YCTaHOBAEHHbIX MaKeToB
battery NHbopmauma 0b akkymynaTope
bluetooth MHudbopmaumn o Bluetooth®
cellular MHdopmaumna SIM-KkapTax
certificates NHbopmauma 0b yCTaHOBNEHHbIX B CUCTEMY CEPTUPMKATAX
(ima, kernel, rpm DB)
disks MHpopmaLma 0 AUCKaX U 3aHATOM/CBODOOAHOM MPOCTPAHCTBE
dmesg CuctemHble coobuleHms aapa
emm NHbopmauma o nanke /etc/emm
info O6Lwan nHdopmauma o MY:
— KOHTPO/IbHaA CYMMa 3arpy304HOro pasaena;
— nHbopmauua o6 AIDE;
— CMNWCOK AONONHUTENbHbIX QYHKLUMIA;
— nHdopmauma o penmse OC;
— nHdopmauma o HW pennse OC;
— Bepcua aapa
integrityd KoHoburypaumoHHble dannbl cepsmca integrityd
internet NHPopmaLuma 06 aKTMBHOM MHTEPHET-COEANHEHUN
logcat CuctemHble coobuieHns
memory NHDOopMaLma 0 NamATK
mount-points TekyLine TOYKM MOHTUPOBAHMA
policy MHPopmauma o nanke /etc/policy
process-list TeKyLMin CNMCOK NpoLEeccoB
push-daemon MiHbopMauuma o nankax /etc/xdg/push-daemon U
/var/lib/push-daemon
rpms CnMCOK YCTaHOB/IEHHbIX MAaKeTOB
screen NHbopmauma ob akpaHe MY
sdjd CobbITna 6esonacHoOCTH
SsSu NHbopmauma o peno3nTopuax
system-journal-Json |CyctemHbIl »ypHan 8 popmaTte JSON
system-journal-10g |CycTeMHbIi 3KypHa B TEKCTOBOM BUAE
system KpaTkaa MHpopmauma o cucteme:
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Moaynb OnucaHune

— PEXUM SKOHOMMUWN aKKYMYIATOPA;
— NoAKAtYeHune K cetn NHTepHeT;
— CTaTyC NOAKNOYEHNA;

— aKTmBHOCTb ceT WLAN

systemboot NHPOpMaLMA O CUCTEMHOW 3arpy3Ke
systemctl CnunCcoK cepBmcoB
systemupdate Jlor obHOBNEHMA

4.1.3.2. TeHepayma CUCTEMHOTO OTYEeTa
4.1.3.2.1 l'eHepaumsa CMCTEMHOrO oT4eTa ¢ nomoulbto MMM «Terminal»

CUCTEMHBbIN OTYET MOXKHO creHepmpoBaTb B MIM «Terminal» c nomoLbto cneayoLmx
KOMaHJ.
— reHepauna CUCTEMHOIO OTYeTa C COXPaHeHMEM B Manke /var/reports:

generate-reports.sh true

— reHepauma CUCTEMHOro oT4YyeTa C COXPaHEeHMeM BO BPEMEHHOM nanke
/run/reports, KOTopas byaeT ouunlleHa nocae nepesarpyskn MY:

generate-reports.sh false

— reHepauma 3aWndpPoBaHHOTO CUCTEMHOMO OTYETA B YKa3aHHOM narnke:

generate-encrypted-reports.sh /home/defaultuser/Documents/

MPUMEYAHUE. Mpu HeycnewHon reHepaumm 3anMdpoBaHHOro oTyeTa byaet
co34aH 0ObIYHbI CUCTEMHbIN OTYET.

4.1.3.2.2. [eHepauma cMCTEMHOrO OT4yeTa C nomMmoLLbto MIT «KypHan»

CUCTEMHbIN OTYET MOXKHO creHepupoBaTb B MI «KypHan». [MoapobHoe onncaHue
reHepaumm CUCTEMHOro oT4yeTa C nomoubto MI1 «XKypHan» npuBeseHO B AOKYMeHTe
«PyKOBOACTBO MNONb30BATENAN.

4.1.3.2.3 3awmndppoBaHHbIN CUCTEMHbIN OTYET

LndppoBaHne CUCTEMHOrO OTY4ETa MPOUCXOAMT TONbKO C YCTAHOBAEHHbIM Ha MY
KANEHTCKMM cepTUPMKATOM. pn OTCYTCTBMU AAHHOIO cepTUdMKaTa, BHE 3aBMCUMOCTM OT
Bepcum OC ABpopa, CUCTEMHDIM OTYEeT He byaeT 3andposaH.

B OC ABpopa ncnonbayetcs 6io4Hoe wndpposaHne GOST 28147-89.

LInppoBaHHbLIN OTYET MMEET CAeayoLMA OpMaT: tar.bz.cms.

Mma wndpoBaHHOrO OTYETa MMEET CAeAyollyt0 MACKy: reports-YYYYMMDD-
HHMMSS.tar.bz.cms.
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[JononHutenbHo dpopmunpyetca Gpann ¢ MHPopmaLumnen o cepTudmkate, Nyb6ANYHbIN
KMtOY KOTOPOTO Hbl/1 MCNONB30BaH ANA WndpoBaHMA oT4yeTa. OH co3aaeTca pAaOM U MMeeT
dopmar .txt: reports-YYYYMMDD-HHMMSS.tar.bz.txt. Bpema co3gaHua B Ha3BaHUK Y
3TMX GanN0B NAEHTUYHOE.

Mpumep ¢parina c MHPopmaLnen:

cat reports-20220329-104949.tar.bz2.txt

BbIBO,EI, KOMaHAbl:

Subject: OMP Test

Group: developer

Subgroup: regular

Key ID:
7003efe7156bd53a2e88c2cb3c0d43e9786760¢c53721933dd5052fdaf443dbfb

OTyeT MOXHO paclmdpoBaTb COOTBETCTBYHOLMM KAHOYOM M CepTMOMKATOM C
nomoubto OpenSSL. Kntoy pacwmdposBkn onpeaensetca B none «Key ID» danna dpopmaTa
.txt, PacnoNOXKEHHOro C apxMBOM. Takxe noTpebyeTca MOAKIOYUTL FOCTOBbLIN ABUMKOK?,
NONONHUTENbHO YCTaHABNMBAEMbI B CUCTEMY:

openssl cms -decrypt -in /home/defaultuser/Documents/reports-20220228-
173753 .tar.bz2.cms -recip system-developer-cert.crt -inkey system-
developer-key.pem —-inform DER > reports-20220228-173753.tar.bz?2

4.2. UpeHTnduKauma n ayTeHTMPMKaums

4.2.1. OcHoBHble npasuna MAD

B OC ABpopa peannsoBaHa noacuctema naeHTMdMKkaumm n ayteHtnomkaumnm (MAD®),
npeAHa3HavyeHHan ana obecnevyeHna 0AHO3HAYHOM M HEMPOTUBOPEYNBOWA:

— maeHTUdUKaumm obbektos goctyna OC Aspopa ($pannos 1 nanok);

— naeHtTnoduKaumm cybbvektos aoctyna OC ABpopa (CMCTEMHbLIX NPOLUECCOB,
NPOLLECCOB B MPOCTPAHCTBE AZPa, a TaKXe MPOLLEeCcCoB MAW NMPOrpaMm, 3anyLlleHHbIX OT
MMEHW NONb30BaTeNEeN);

— naeHTMOMKauMM y4eTHbIX 3anmcer nonb3osatener OC ABpopa (C  posbto
aAMWHNCTPATOPA 1 C PONIbIO NONb30BaTENA);

— ayTeHTudUKaumm nonblosatene OC ABpopa (MHorodpakTopHasa ayTeHTUDUKaLMSA
C MCMO/Ib30BaHNEM TaKMX GAKTOPOB, KaK: Maposb, cMapT-KapTa, CYAWC, oTne4yaTok naibla).

Ons pabotel ¢ OCABpopa agMWHMUCTPATOPY NPUCBAMBAOTCA Caeaytoline
MOEHTUPUKATOPDI:

— cuMBOJIbHbLINM: defaultuser;

— ymncnoson: 100000.

4 Peanusauma KpUNToanroputmos poccuiickoro FOCT gna OpenSSL.
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N3meHeHme HacTpoeK H6e3onacHoCTH oCyLLecTBaAeTcA nocpeacTBOm
KOPPEKTMPOBKN KOHOUIYPALIMOHHbIX GaaoB M BbIMONHEHMA COOTBETCTBYHOLMX KOMAHA, B
TepmnHane. Ml MCNONHAKOTCA B M30/IMPOBAHHOM KOHTEMHEPE, peann3yeMoM CpeaCcTBamm
firejail/sailjail. C nomowbio seccomp-bpf MOMKHO 3aMpeTnTb HEKOoTOopble
CMCTEMHbIE BbI30Bbl, HANPMUMEpP: mount /umount, ptrace, kexec U AP.

Ona ycunenua sawmtol MY npm nepBoM BKAKOYEHUM PEKOMEHYETCA YCTaHOBUTb U
Nepmoamyeckm M3MeHATb MNapoab, KOTOpbIM  ByaeT xpaHutbca B LUKS-cnore,
COOTBETCTBYHOLEM NAEHTUPUKATOPY NONL30BATENS.

MPUMEYAHUE. LLindposaHMe pa3aena NPpoOMCXoAMUT aBTOMATMYECKM, NPKU 3TOM BO
BpemA nepBoro 3anycka MY no ymondaHuio wmucnonbdyetca naponb 00000, KoTopbln
BNOCNEACTBMM MOXKET OblTb MU3MEHEH.

B uenax npenoTBpalleHMA  HECAHKUMOHMPOBAHHOrO  AocTtyna K MY,
PYHKUMOHMpYtoLemy nog ynpasneHmnem OC Aspopa, naponb (cm. nn. 4.2.2) Tpebyetca ans
NOATBEPXKAEHMA BbIMOAHEHWNA CIeAYOLWNX AEUCTBUNA:

— CO34aHMA YYETHbIX 3aNnCcemn ponen;

— HACTPOWMKM NapObHOM NONUTUKMY;

— 33[1aHNA OrPaHMYEHNIN BXOAa B CUCTEMY;

— BKJ/IHOYEHMA M HACTPOMKN 2DA;

— 33[aHMA OAHOPA30BOro Napons;

— M3MEHEHUs HacTPoeK BNOKMPOBKMY;

— pa3spelleHna yCTaHOBKKM cTopoHHero [10;

— YCTaHOBKM SSH-napons;

— aKTMBALMM M HAaCTPOMKM pexrmMma pa3paboTumka;

— MPOCMOTPA AaHHbIX YY4ETHbIX 3aNMNCEN;

— cbpoca HacTpoek MY;

— YCTaHOBKM Napo/iA Cynepnoib3oBaTensd;

— MPOCMOTPA Napo/en, COXPaHEHHbIX Ha MY.

MPUMEYAHMUE. NoapobHoe onncaHme o 3aaHUN Napoas NPMBEAEHO B JOKYMEHTE
«PyKOBOACTBO MO/Ib30BaTENAY.

ApxnTtekTypHo MA®D OC ABpopa COCTOUT M3 cepBMCa ayTeHTMOMKAUMM authd C
BO3MOHOCTbIO MOAKNOYEHNSA MOAYNEN, Peanmnsyolmx pasanyHble cnocobbl MpoBepKM
NOA/IMHHOCTK, a TakKe BnbanoTek, obecneymBatoLLMX OTPMCOBKY MPUIrAALLEHMA HA BXOA U
peann3yloLnxX B3aMMoAeNCcTBMe C APYrMMM MPOrPaMMHbIMU MOAYyAAMM rpaduyecKkoro
MHTepdenca, TakKMMKW KaK YCTPOMCTBO BBOZA (3KpaHHaAa KnasuaTypa), rpaduyeckoe
OKpY)KeHMe lipstick M cnyba ayamTta sdjd.

Habop moaynen, obecneunsatowmx cnocod MA® nonbloBatenen u peannsaumio
dYHKLUMIM Be3onacHoCTH:

— lockout (nn.4.2.1.2);

— loginrestriction (nn. 4.2.1.3);

— password (nn. 4.2.1.4);

— smartcard (nn. 4.2.1.5);
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— sudis (nn. 4.2.1.6);

— reset (Nn. 4.2.1.7).

Moaynn npeactasnatoT cobon danabl dopmaTta .so, PACMNONOKEHHble B Manke
/usr/lib/authd/. [pn Kaxkxgom 3anycke MY cepBuC authd CKaHMPYET Nanky. HacTponkm
cepBuca authd pacnosioxeHbl B Galne /etc/authd/authd.conf, rae:

— plugin-dir — nanka c MoayNAMu;

— admin-mandatory-factors — cnocobbl MA®, obs3aTenbHble AN YYETHOM
3anNncK aAMUHUCTPATOPa;

— admin-immutable-factors—cnocobbl MAD yyeTHOM 3anmcm agMMHKUCTPATOPA,
HeAOCTyNHble ANA BKAKOUYEHMA AN BbIKOYEHMA;

— admin-default-factors — cnocobbl WAD agna  yy4eTHOM  3anucu
aAMUHUCTPATOPa MNO  yMoAn4YaHutio  (byayT  BbiOpaHbl  aBTOMATUYECKM,  €Cau
CKOHPUTYPUPOBAHHbIN CMUCOK GaKTOPOB MycCT);

— user-mandatory-factors — cnocobbl WMA®, obszaTenbHble AN YYETHOM
3anMcu NoNb3oBaTens;

— user-immutable-factors — cnocobbl MA® y4yeTHOW 3anMcM MNONAb30OBaATENS,
HeAOCTyNHble ANA BKAKOYEHMA AN BbIKOYEHMA;

— user-default-factors —cnocobbl MAD anda yyeTHoM 3anmcm noab3oBaTens no
ymon4yaHuto (6yayT BbiOpaHbl aBTOMATUYECKM, €CAM  CKOHPUIYPMPOBAHHbLIA CMMCOK
daKkTopOB NycT).

MNpeaycmoTpeHa BO3MOXHOCTb HACTpouUTb Habop cnocoboB NAD ans Kawaon
y4yeTHOM 3anucu NoNb30BaTeNs. Habopsl XpaHATCcA B banne BMAA
var/lib/authd/users/<uid>.conf, rae UID — unAeHTUPMKATOP YYETHON 3anmucu
N0/b30BaTENA B CUCTEME.

4.2.1.1. OnucaHue aMarHOCTUYEeCKMX oWmnbOoK

B MI «XypHan» dopmunpytoTcs yTouyHAloWwMe coobueHns o6 M3MeHeHUsX
MnapameTpOB CUCTEMbI CAeaytoLMM 06pa3om:

1) [Ona nonb3oBaTenbCckmx napameTpos: Plugin: %1, setUserOption: %2=%3,
UID=%4;

2)  [Ona cuctemHbix napameTpoB: Plugin: %1, setOption: %2=%3.
roe:

— «%1»- HaMMeHOBaHWE MOAY/IA, Y KOTOPOro MEHAETCA NapameTp;

— «%2»- napameTp MoayNaA, KOTopbI Obl N3MEHEH;

— «%3»- HOBOE 3Ha4YeHMe NapameTpa;

— «%4»- UID nonb3oBaTens, 418 KOTOPOro MeHAETCA NnapameTp.
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Cnuncok Mop,yneﬁ, Y KOTOPbIX MEHAKTCA MapaMeTpbl, a TaKX¥Xe WnX ofnmcaHue

npueeaeHo B Tabanue (Tabaumua 2).

Tabnnua 2

Mogaynb (%1)

OnucaHue

lockout

bnoknposka MY

loginrestriction

PacnucaHue Bxoaa y‘-IETHOVI 3aMnNCKM noJsib3oBaTeNA

password MNaposb
reset Cbpoc MY
smartcard CmapT-KapTa
sudis

CYANC (CepBuc ynpaBaeHns 4OCTYNOM K
MHPOPMALMOHHbBIM CUCTEMAM)

ChMCOK M3MEHEeHHbIX MapamMeTpoB, a TakKike MX OofMnmcCaHune npmBeaeHoO B Ta6nmue

(Tabnunua 3).
Tabnnua 3

MapameTpbl mogyns (%2, %3)

OnucaHue

Mogynb loginrestriction

ttl

[encTBre y4eTHOM 3anmcu

login-schedule-days

[HW BXO4a B cUCTEMY

login-schedule-time

Bpems Bxoaa B cucTemy

login-locked

BNOKMPOBKA y4ETHOM 3aMMCK NoAb30BaTENA

login-temporarily-locked

BpemeHHan 6HN0KMPOBKa TEKYLLEN YHETHOM 3aNnCK

temporary-lock-timeout

Tarm-ayT 6NOKMPOBKM

Mopaynb password

new-length

OnvHa napons

max-age

Cpok AencrTsms napona

max-attempts

KonmnyectBo NonbITOK BBOAA napond

new-strength

CNOXHOCTb Ma ponA

history-check

NcTopua napona

expiration-notification

YBegomneHne 06 ncTedeHnn napona

NMPUMEYAHUE. JlormpoBaHme MCNosb3yeTcA TOMbKO A4 loginrestriction M

password.

B Chydae ycnewHoro Bxoaa B CUCTeEMY JIOrMpyeTcAa TOJIbKO COO6LLL€HVI€ «YCnewHbln

BXO/, B CMCTEMY» BE3 YTOYHEHMA.

B cnydae HeycnewHoro Bxofa B CUCTEMY flornpyetca coobuleHne «HeycnelHbli
BXOZ, B CUCTEMY», @ TaKXe A0NOAHUTeNbHaa MHbopmauma ob owmnbre, KoTopaa nmeet

cneayrouwmn BUA:
Plugin: %1, error: %2.
roe:

— «%1» —HanmeHOBaHMeE MOoaynAa, K KOTOPOMY OTHOCUTCA OLIJI/I6I-(a,'
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— «%2» — Koz, OLMOKN.

Cnucok moaynen npuseeH B Tabamue (cm. Tabanua 2), cnncok owmnbok, KoTopble
oTobpaxkatTca And MoAynen B Cayd4ae HeycnewHoro BXO4a B CUCTEMY, a TaKKe WX
onucaHue npmueeaeHo B Tabanue (Tabnunua 4).

Tabnuua 4

OwwubKa (%2)

OnucaHue

Moaynb lockout

Recoverablelockout

MY BpeMeHHO 3ab/10KMPOBAHO

PermanentLockout

MY 3ab10KnMpoBaHO

Moaynb loginrestriction

TtlBadSyntax HeBepHbI CMHTaKCKUC

TtlExpired CpOK AencTBmA y4eTHOM 3anmncK NoNb30oBaTeNA UCTEK

DayUnknown HeBo3moXHO onpeaennTb

DayLocked Y4yeTHan 3anmcb N0Ab30BaTeNA 3aDN0KMPOBAHA NO AHAM
Heaenu

TimeBadRange HeBepHbIN CMHTAKCMC BPEMEHHOIO AMana3oHa

TimeBadSyntax HeBepHbIN CMHTAKCMC BPEMEHHOIO AMana3oHa

TimeLocked Y4yeTHadA 3anmcb Noab30BaTeNA 3ab6/10KMPOBaHa N0 BpeMEHM
CYyTOK

UserLocked Y4yeTHadA 3anmcb Noab3oBaTenda 3abn1oKnpoBaHa

UserTempLocked Y4yeTHadA 3anmcb N0b30BaTENA BPEMEHHO 3ab/10KMpOBaHa

Moaynb password
InvalidResponse HeKoppeKTHbIN 3anpoc
PasswordFailed

HeBepHbI Napo/ib

PasswordUpdateFaile
d

He ynanocb 06HOBUTL Naponb

PasswordsDontMatch

[Nlaponun He coBnagatoT

UserLockedMaxAttemp | YyeTHaa 3anucb No/sb3oBaTeNA 3a6/10KMPOBaHa: OCTUTHYTO
ts MaKCMMaIbHOE KOIMYECTBO MOMbITOK

NotSupported He3awndppoBaHHOE YyCTPOMCTBO He NoAAEPKMBAETCA
BadNewPassword

HeKkoppeKTHbIN HOBbIN Napob

PasswordMatchPrevio
us

[MoNb30BaTENb HE MOYKET M3MEHUTL NAaPO/b. HOBbINM Napo/ib
[OJ/IKeH OT/INYaTbCA OT NpeablayLlero

PasswordNotSet Monb3oBaTeNb HE MOXKET pa3baokMposaTb MY. HeobxoamMmo
06paTUTLCA K aAMUHUCTPATOPY 418 YCTaHOBKM O4HOPa30BOro
napons

Mopgynb smartcard

PinFailed HekoppeKTHbil PIN-Koz,

CannotSmartCard CmapT-KapTa He HalaeHa

TooManyAttempts CAMLWKOM MHOTO NOMbITOK
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OwwnbKa (%2)

OnucaHue

ConnectionError CmapT-KapTa OTK/lo4eHa
BadCert HeKkoppeKTHbI cepTUdmKaT
ValidationFailed Bafll/l,ﬂ,aLl,l/lﬂ He npom.ﬂ‘eHa

Moaynb sudis
BadPassword HeBepHbI Napo/ib
EncryptedPartitionl | 33indpposaHHbIi pasaen 3aba0KMpoBaH
ocked
CannotStartClient

He ynaetca 3anyctuTb KaneHT Sudis

CannotConnectClient

He ynaeTtca noakntoumTbea K kaneHTy Sudis

CannotCommunicateCl
ient

He ynaeTcs cBA3aTbca C KameHTom Sudis

UserLocked Y4yeTHan 3anucb NoAb3oBaTeNs 3ab10KMPOBaHa

TooManyAttempts CNNLIKOM MHOTO NOMbITOK

TooManyAttemptsWith | Cayukom MHOTO NOMBITOK, AaHHbIE yAaNEeHbl

outDeleted

NoUsbDevice Owwnbka ayTeHTUdPUKaumm. Het USB-ycTpoiicTea

ConnectionError OwnbKa NoAKAUEHMS

AuthFailed OwmnbKa ayTeHTUdOMKaLUn

BadDefaultCert HesepHbIi cepTudmKaT

UserCannotUnlock Monb3oBaTenb He MoxeT pa3bnoknposaTb MY. Heobxoanmo
06pPaTUTLCA K aAMUHUCTPATOPY ANS YCTAaHOBKM OZHOPA30BOro
napons

ErrAuthType HeBepHbIt TN BXOAa

4.2.1.2. Mopaynsb lockout

Moaynb lockout nNpeaHasHayeH Ana nposepki MY Ha npeameT 610KMPOBKMY.

OnucaHune HacTpoek MOy NS, XpaHALWMXcA B danne
/var/lib/authd/methods/lockout/current.conf, npvseaneHo B Tabnumue
(Tabnunua 5).

Tabnnua 5

. 3Ha4yeHue no
CsBoMCTBO OnucaHue
YMONYaHUIO
lockout-mode 0 Pexknum 610KnpoBKkM MY:

-~ (0) NoLockout —He 3aDN10KMPOBAHO;

- (1) RecoverableLockout —BpeMeHHanA
ONOKMPOBKA, CHMMaeTcs yepes 15 MUHYT anbo
agMUHUCTPaTopom MY;

~ (2) PermanentLockout — NOCTOSHHAA BNOKMPOBKa;
- (3)
BpeMeHHasn 6/I0KMPOBKA, CHMMAETCA
agMUHUCTpaTopom MY

RecoverablelockoutWithoutTimer —
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. 3HayeHue no
CsouctBo OnucaHue
YMO/YaHUIO
lockout-timeout|15 munyTt CpOK BpeMeHHOM 6/10KMPOBKM
lockout- - Hayano BpemeHHo 610KMPOBKHK
timestamp

4.2.1.3. Moaynb loginrestriction

Moaynb loginrestriction npeAHasHayeH 414 TMPOBEPKM BO3MOMKHOCTU
ayTeHTUPUKALIMM NOMb30BATENSA B CUCTEME B AaHHbIA MOMEHT.

OnucaHue HaCTpoeK MoaynA, XpaHALLMXCSA B daitne
/var/lib/authd/methods/loginrestriction/<uid>.conf, NpuBeaeHO B Tabauue
(Tabnunua 6).

Tabnnua 6

o 3HayeHue no

CsBoMCTBO OnucaHue
YMONYaHUIO
tel Tekylwan gata + |CpoK OeicTend y4eTHOM 3anmcu
2 roaa
login-schedule- Mo, Tu,We, Th, F| pacnncaHune Bxo4a B CUCTEMY MO AHAM Heaenu
days r,Sa,Su
login-schedule- 00:00-00:00 PacnucaHue Bxo4a B CUCTEMY MO BPEMEHMU CYTOK
time
login-locked false BNIOKMPOBKaA y4EeTHOM 3anuncK NoabL30BaTeNs
login-temporarily=|Q munyT BpemeHHaa HN1OKMPOBKA Yy4E€THOMN 3aNncK
locked
nosib3oBaTens

temporary-lock- 15 MUHYT CpOoK AencTBnsa 6J10KMPOBKM
timeout

MNpumep:

login-locked=false

login-schedule-days="Mo, Tu,We, Th, Fr, Sa, Su"

login-schedule-time=00:00-00:00 login-temporarily-locked=0

temporary-lock-timeout=900

ttl=2025.02.06

4.2.1.4. Mopaynb password

Moaynb password NpeaHasHaveH Ans ayTeHTUdUKaLMM No Naposto.
OnucaHue rnobanbHbIX HACTPOEK MOoAYAA (18 BCeX Mob3oBaTesnen), XpaHaLWwmxca
B ¢panne /var/lib/authd/methods/password/current.conf, NpuBeaeHO B Tabauue

(Tabnunua 7).
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Tabnuua 7
3HayYeHuMe No YMONYaHUIo
CBOMCTBO KopnopatueHasa | CeptndunumnpoBaHHan OnucaHwue
BepcuUA BepcuA
new-length 5 CMMBOJIOB 7 CUMBOJIOB AnviHa napons
new-length- 5 cMmBO/10B / CMMBOJ10B MUHUMaNbHaA AAMHa NaposiA

lower-1limit

new-length-
upper—-limit

12 cumBonOB

MaKcmmanbHaa AanHa napona

max-age 0 30 gHem CpoK AencTems napona
(O — 6e3 orpaHuyeHuin)
max-age-lower- pes 30 aHewm MWHMMaNbHbINA CPOK
Timit orpaHuyeHmni AeNCTBMA Napoa
max-age-upper-|180 aHel MaKcrManbHbIN CPOK
limit [encTsmA Napons
max-attempts |[Q 4 KonnuyecTtBo nonbITOK BBOAA
napons
max-attempts- | pes 4 MWHMManbHOEe KOJIMYeCTBO
Tower-limit orpaHudeHmni NOMbITOK BBOAA NapoA
max-attempts- 116 10 MaKCMManbHOE KOMYEeCTBO
upper-limit MOMbITOK BBOZAA Napons
new-strength |Q 3 HazexXHoCTb Napons:
- 0—TOoNbKO UNDPBLI;
- 1 —undpbl n BYKBLI;
- 2—undpbl, byKkBbI B
HUKHEM N BEPXHEM
perucrTpax;
- 3 —undpbl 1 OYKBLI B
HUKHEM N BEPXHEM
PerncTpax, a Takxe
CNeLcUMBOb
new-strength- |Q 3 MMWHUManbHas HaaeKHOCTb
lower-limit napons
new-strength- |3 MaKchMMmanbHaa HaaeKHOCTb
upper-limit napons
history-check |Q 1 ictopua napons — KOANMYecTBo

npeablayumx naposnen, c
KOTOPbIMW CPaBHMBAETCS
Tekywmn naposb (0 — He
NPOBEPATb UCTOPUIO NAPONEN)

70




— 1 OBKPbITAFI
PyKoBOACTBO aAMMHUCTPATOPA | F.“ni%"gé’ﬁ'ﬁﬂ

3Ha4vyeHne No YMONYaAHMUIO
CBoMCTBO KopnopatusHasa | CeptudmunposaHHan OnucaHue
BepcuA BepcuA

NMPUMEYAHWE. HosbiM
Napo/ib AOMKEH OTANYATLCS

OT NpeablayLmx

historyjcl}eck— 0 1 MWHMMaNbHOE 3HaYeHne
lower-limit MCTOPMM NapoNa
historYTCT}eCk‘ 10 10 MaKcrMaibHOE 3HaYeHne
upper-limit MCTOPWM Napona
expiration- 5 AHewn YBegomneHune ob ncrteyeHum
notification CPOKa AeMcTBMA Napons
generated- password [onyyeHune

password

CreHep1pOBaAHHOIO NapoA
generation 0 2 Cnocobbl 3a4aHMsA Napons:

— O — TONbKO BPYYHYIO;

- 1 —3apaHune Bpy4Hyto 1nbo
reHepauma;

— 2 —TOJIbKO reHepaumnAa

HacTpoMKu y4eTHbIX 3anmnceit Noab3oBaTeNna MMetoT Hosiee BbICOKMIA NPUOPUTET Ha,
rnobanbHbIMK HaCTpoMKamm n XPaHATCA B danne
/var/lib/authd/methods/password/<uid>.conf.

OnucaHMe HaCTPOeK YYeTHbIX 3anuMcert MNoNb3oBaTeNs ANA MOAYNA password
npuseaeHo B Tabanue (Tabaumua 8).

Tabnuua 8
. 3HayeHue no
CsoMCTBO OnucaHune
YMONYAHUIO
attempts OTcyTcTBYeT KosinyecTtBo NONbITOK BBOJA HEBEPHOIO Napona
length OTcyTcTBYET [JnvHa Tekyuiero napons
strength OTcyTcTByeT HazgeXHOCTb TeKyLero naposs
explration- OTcyTCcTBYET Bpems nocneaHen cMeHbl Napons
notification-last-
sent
history OTcyTcTBYET cTopuma naponen
change-next-time |false CMeHa napons Npu cneayoLlen
ayTeHTUPMKALMMN NONb30BATENA B CUCTEME

4.2.1.5. Moaynb smartcard

Moaynb smartcard npeAHa3HayeH ANA ayTeHTUOMKALMKM C UCMOb30BaHUEM
CMapT-KapTbl.
OnuncaHue moayna npusegeHo B Tabanue (Tabamua 9).
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Tabnunua 9
CBOMCTBO | 3HAYeHMe NO YMOHaHUIO OnucaHune
attached TriState { YKasbiBaeT, NOAKAOYEHA /I CMApT-KapTa B
g;ézig.ng, NAHHbIN MOMEHT. 3Ha4YeHne AaHHOro CBOMCTBA
True, He coxpaHaeTca B8 OC

}s

HacTpolkm  y4eTHbIX  3anumcen Nnonb30BaTeNA XpaHATCA B  danne
/var/lib/authd/methods/smartcard/<uid>.conf.

OnuncaHMe HacTPOEeK No/ib3oBaTenen AN MoAyNa smartcard NPMBEAEHO B Tabanue
(Tabnunua 10).

Tabnunua 10
o 3HayeHue no
Csouncteo OnucaHune
YMONYaHUIO
pubkeyIsWritten false YKasbIBaeT, 3anumcaH An Ny6AnYHbINA KoY A1d
[JaHHOTO MOJIb30BaTeN
pubkey - My6AnYHan YacTb KtoYa, KOTOPLIM MOAMMCaH
cepTUdUKAT NONb30BaTENA, COXPAHEHHDbIN B
3aLWMLLLEHHOM 061aCT CMapT-KapTbl

4.2.1.6. Mopaynb sudis

Moaynb sudis npeaHasHayYeH Ana ayTeHTUDMKAUMKM B CUCTEME YMNpaBAEHUA
A0CTYyNOM K AaHHbIM MB/L Poccuum.
OnucaHmMe  rnobanbHbIX  HACTPOEK  MOAYAA,  XPaHALLMXCA B  danne

/usr/share/ru.at consulting.sudis client/policy.conf, npuseaeHo B Tabnuue
(Tabnunua 11).

Tabnuua 11
. 3HayeHue no
CsoucTBO OnucaHune
YMOIYAHUIO
certs OTcyTcTBYeT CnMCOK AOCTYNHbIX CEPTUPUKATOB OT K/IMEHTA
cyanc
max-attempts 10 KonnM4ecTBo HEBEPHbIX NMOMbITOK BBOAA, NPU
3aMycKe KAMeHTa 3Ha4YeHne bepeTca ns ¢aina
/usr/share/ru.at consulting.sudis cli
ent/policy.conf

4.2.1.7. Moaynsb reset

Mopaynb reset npeAHasHaveH aas copoca HacTpoek MY [0 3aBOACKOrO COCTOAHMS.
OnucanHue rnobanbHbIX HacTpoekK MoAYNA, XPaHALLMXCA B

danne /var/lib/authd/methods/reset/current.conf, MNpuUBeAeHO B Tabauue
(Tabnunua 12).
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Tabnuua 12
o 3HayeHue no
CsouctBo OnucaHue
YMOIHaHUIO
reset-options reboot, wipe | rephoot — aBTOMaTMYECKM nepesarpysnTb MY

nocne copoca K 3aBOACKMM HAaCTPOMKaM;
— wipe —yAannTb BCe JaHHble ¢ MY

4.2.2. MHorodakTopHas ayTeHTMdMKauma

BHUMAHMUE! MNepen HacTpomMKkon MHOropaKTOPHOM ayTeEHTUPMKALMMN HEODXOAMMO
MY, c ycTaHOBNeHHOM KopnopatmBHon Bepcheinr OC ABpopa, COpOCUTb A0 3aBOACKMX
HACTPOEK.

MHorodakTopHas ayTeHTMOUKaUMA — NPOLLECC NOATBEPKAEHNA NOAJINHHOCTM NPaB
YYETHbIX 3aN1Cen Poaein C MOMOLLbIO MPUMEHEHMA HECKONbKMX pPa3inyatolmxcsa GakTopos.

Ona ayteHTndukaumm B OC ABpopa npwu pasbnokmpoBke MY moryT ObiTb
MCNONb30BaHbl caeaytolmMe cnocobbl, obecneymBatolme NOANMHHBINA AOCTYN K XPaHUMbIM
Ha MY No/1b30BaTENbCKMM AaHHbIM:

— naponb (nn. 4.2.2.1);

— CMapT-KkapTa (nn. 4.2.2.2);

— CyancC (nn. 4.2.2.3);

— OTneyYyaToK Nanbua.

NMPUMEYAHUE. MoapobHoe onuncaHme aobasneHMA OoTnevaTka Nanbla NpuBeaeHO
B 4OKYMeHTe «PyKOBOACTBO NO/Nb30BATENAY.

[na Bblbopa meToAa ayTeHTUPUKALMM HeobxoAMMO BbIMONHUTL Chaeaytolime
NEencTBus:

— OTKPbITb MEeHK CUCTEMHbLIX HACTPOEK KaCaHMem 3Ha4Ka @ Ha 3HpaHe

NPUNOXKeHUM (cMm. PucyHOK 1);
o
— KOCHYTbCA NYHKTa MeHo «[losib3oBaTtenm» = noapasaene «Cnuctema;

— B KOHTEKCTHOM MEHIO KOCHYTbCA MyHKTa «HacTpolkm 6e3onacHOCTU»
(cm. PucyHoOK 8, cm. PucyHOK 9), B pe3ynbTate 0ToOpasuTca cTpaHuua «[Mms yyeTHoM
3anuncu]» (PucyHok 107, PucyHok 108);
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| MonbsoBatens 1 Bnagenew yctpowcTea
Cnyx6a ayTeHTUdMKaLum @ Cnyx6a ayTeHTUdUKaLMmn @
Bbibop MeTof0B ayTeHTUMKaALUMN Bbibop MeTof0B ayTeHTUdUKaLUn
OrpaHuyeHue Bxofa B CUCTEMY @ OpHOopas0BbIi Naponb @
YcTaHOBUTb CPOK AeMCTBUSA YYETHOM 3anucy, HacTpoiikvu ogHOpa3oBoro napons
orpaHu4yeHue Bxoga no gH Hegenu u
BpPeMeHMU CYTOK.
OpHopa3oBbIi Naposb @
HacTpoiikv ogHopa3oBoro napons
PucyHok 107 PucyHok 108

— KOCHYTbCH NyHKTa «Cny»ba ayTeHTUPUMKALLUM» (cm. PucyHok 107,
cM. PucyHok 108);
— Ha OTKPbIBLWENCA CTpaHWULE HeobXoAMMO BbINOAHWTb OAHO M3 CAeAyHLLMX
NencTBumn:
® aKTMBMPOBATb NepekatoyaTenb «EAMHBIA CIMCOK daKTopoB» W BblIOpaThb
eauHbIA MeToAd ayTeEHTUPUKALMKN, KOCHYBLUMCb COOTBETCTBYIOLLErO NepekatovaTend, Ana
BbINMO/IHEHMA BCEX AeNCTBUI B cucTeme (PucyHok 109);
® 1€aKTMBMPOBATb MNepekatodaTend «EAMHBIA CNMCOK GaKTopoB» M BbibpaTb
MeToAbl ayTEHTMOUKALMKM, KOCHYBLUMCb COOTBETCBYIOWIMX MNepeKkatovaTenen, npu
BKAtOYEHUM MY M NOATBEPXKAEHMA HACTPOEK, a TaKkKe npu pasbnokumposke MY
(PucyHok 110);
— KOCHYTbCSl KHOMKM « COXPaHUTb» ANA COXPAHEHUA U3MEHEHU;
— NoATBepAMUTb AeNCTBME BBOAOM TeKylLero napons (cm. PucyHok 4).
BHMMAHUE! [na wcnonb3oBaHMA meToda ayTeHTUduKaumm «CmapT-KapTa»
HeobxoAMMO NPeaBapUTEIbHO HAaCTPOUTb CMapPT-KapTy (nn. 4.2.2.2.3).
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EnuHbiil cnucok pakTopos
Bce pevicTeus 6yayT UCNoNb30BaTh OAHU U
Te Xe MeToAbl ayTeHTUdUKaLK

Maponb

| HacTpoiku cnyx6bl ayTeHTUdGUKaLLl

Bbibepute MeToabl ayTeHTUGMKaLUN

PucyHok 109

HacTpoliku cnyx6bl ayTeHTUdUKaL,

%  EpuMHbIA cNUcok $pakTopoB
Bce geiicTeua 6yayT UCNonb3oBaTh OAHNU U
Te Xe MeToabl a\/TeHTVI¢MKaLlIAIA

BbibepuTe MeToabl ayTeHTUdUKaumm

Maponb

Maponb
OTnevaTok nanbua

CmapT-kapTa

CoxpaHuTb

PucyHok 110

4.2.2.1. AyTeEHTUPMKALMA C NOMOLLbIO NAPONS

BHUMAHMUE! Mpun npeBbllLeHWM KONMYECTBA NOMNbITOK BBOAA HEBEPHOro napons MY
aBTOMaTMYeCKn byaeT 3abnoKMpoBaHO. Bpema 6A0KMpPOBKM ABASETCA GUKCMPOBAHHbLIM M
cocTtasndeT 15 muHyT. lepesarpy3ka MY A0 UCTedeHMA YKa3aHHOro BpeMeHu NpuBeaeT K
MOBTOPHOMY 3aMyCKy oTcyeTa 15 MUHYT.

LLndppoBaHue gaHHbIX
nonb3oBaTens, noxany{ACTa,
nopoxaurte

PucyHok 111

Mpu nepBom BKAOYEHUM MY HeobxoAMMO BBECTU

napob, KOTOPbIM bynet 3anpalimnBaThCA n
MCNO/1b30BaTbCA ANA:
— wndpoBaHMa NaHHbIX nosb3oBaTens

(PucyHok 111);

— pasbnoknpoBkn MY (PucyHok 112, PucyHok 113).

NMPUMEYAHMUE. LndposBaHme pasgena C
AOMALHMMM  nankamu  nonb3osatenen  (n.4.2.3)
NPOMCXOAMNT B CAEAYIOLLMX C/TyYanX:

— MpW NepBom BKAOYEHUN MY;

— nocne cbpoca HacTpoek MY [0 3aBOACKOro
cocTosaHma (noapasaen 2.2).
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BeeguTe HOBbIM Naponb MosTOopUTE NAaponb
[nvHa napons fomkHa 6biTb 5-12 cMMBONOB. Bnapeney yctpoiicTea
1 2 S 1 2 3
4 5 6 4 5 6
v/ 8 9 7 8 9
Aa (0] Aa 0
OTMEeHUTb OTMEeHUTb
PucyHok 112 PucyHok 113

4.2.2.1.1. HacTtponka bnokmposkm MY

NMPUMEYAHUA:
v 3MeHeHMA HacTPOeK B NYyHKTE MeHIO «BlIOKMPOBKa YCTPOMCTBA» MPUMEHAIOTCA
KO BCEM YYETHbIM 3aNnCAM POaein, Co3aaHHbIM Ha MY;
v’ Cnyyau, mpu KOTOPbIX MOXET BbITb 3aMpPOLLEH Naposib, OnuncaHbl 8 n. 4.2.1.
Ona HacTpohkm 6a0KMpoBkM MY Heobxoammo
BbIMO/IHUTb CAeayrowme AeNCTBUA:

BnokupoBka ycTpoicTea

ABTOMaTU4eckan 6nokuposka

lo¥ BbIKTIOYEHNM SKpaHa — OTKPbITb MEHIO CUCTEMHbIX HAaCTPOEK KaCaHMeM
#  OTo6paxaTb yBeAoMAeHMs, KOrAa 3Ha4yKa @ Ha DKpaHe NpunoxKeHni (cm. PucyHok 1);
YCTPOWCTBO 3a610KMPOBAHO
. — KOCHYTbCA MNyHKTa MEHI0 «bnoknposKa
[
ycTponctea» [ B noapasaene «besonacHocTb» B
Kamsoxwre Rapons pe3ynbTaTe 0OTOOPA3nTCA OAHOMMEHHAs CTPaHMUa C
T 0 HacTpolKkamm 6nokmnpoBkn MY (PucyHok 114);

— KOCHYTbCA nons «ABTOMaTMyeckas 610KMPOBKa»
M Ha OTKpPbIBLIENCSA CTpaHuLe BblbpaTb Bpems A0
HacTpoiikin cMapT-KapTsi ® aBToOMatuyeckon  610kmpoBkn MY  (PucyHok 115,
33600 MaKLO IONHATS HECTDOKY CuapT- PucyHok 116), KOCHYBLUUCb COOTBETCTBYIOLWIMX MONEN U
i noATBEPAMB AENCTBME BBOAOM TEKylLero napos
(cm. PucyHok 4);

— KOCHYTbCA nepekatovartens «OTobparkaTb
yBeAOMNEHMA, Koraa YCTPONCTBO 3abDN0KMPOBaAHOY» ANSA
PucyHok 114 oTObpaXKeHUs yBeAOMAEHMI Ha DKpaHe BIOKMPOBKMU.

30ecb MOXHO BbINONHATL HACTPOWKY
OTNeyaTKoB nanbues
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BHUMAHWUE! VYBepomneHma 6OyayT NpUXOAWTb Ha  BbIKAKOYEHHbIM  3KpaH
3abnokumposaHHoro MY.

BHUMAHWE! BapuaHTbl 3HayYeHMin B none «ABTOMaTM4yecKaa 610KMPOBKa»
OT/INYAOTCA B 3aBUCUMMOCTK 0T Bepckm OC ABpopa (PucyHok 115, PucyHok 116).

NMPUMEYAHUE. SKkpaH MY noracHeT B C/ayyae eCaM YCTaHOB/IEHHOe BpemA
aBTOMaTMYeCKON BNIOKMPOBKM ByAeT NPeBbILLATb BPEMSA CAALLETO pexnma, Ho MY npu aTom
He byaeT 3abn10oKkMpoBaHo. Ana ganbHenwen paboTbl HEODXOAMMO BKAOYMTL 3KpaH MY un
NpoAoIKNTb paboTy 6e3 BBOAA Mapons.

I AsTomaTunyeckas 610kupoBka ABTOMaTuM4eckas 6110kMpoBKa
HeakTusHa Mpy BLIKNIIOYEHUM 3KpaHa
Mpwu BbIKNIOYEHUM 2KpaHa 15 cekyHn
15 cekyHA, 30 cekyHA
30 cekyHa 1 MUHYTa
1 MuHyTa 2 MUHYTbI
2 MUHYTbI 5 MUHYT
5 MuHyT 10 MUHYT
10 MUHYT
PucyHok 115 PucyHok 116

4.2.2.1.2. 3agaHve oAHOPA30BOro NaposA

MPUMEYAHUE. MoapobHoe onmcaHme 0 BXOAE B YHETHYH 3aMMCb NOAb30BATENA C
MOMOLLbIO OLHOPA30BOro Napoad NpUBeaeHO B LOKYMeEHTe « PyKOBOACTBO NONb30BaTENAY.

O4HOPa30BbIN Napoab TpebyeTca ANA BbINOJHEHUSA BXOAA B CUCTEMY MPW MEPBOM
BKAtOYeHMM MY noa, HOBOM y4E€THOW 3aMMnChIO.
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| OpnHopa3oBbI Naposib

cccee
Maponb

[nuHa napons ponxHa 6biTb 5-12 cumsonos.

CreHepupoBaTb

YcTaHoBUTH

©

PucyHok 117

3a4aTb 0OAHOPA30BbIN MAPO/ib BO3MOXHO ABYMA
cnocobamu:

1) MepBbl cnocob: nNpu Co3A4aHNUM YYETHOM 3anuncK
NONb30BaTENA KOCHYTbCA KHOMKWU «CreHepupoBaTb» A4
reHepaumy napond AMbo YCTaHOBUTb Kypcop B Mofe
«O4HOpPa30oBbIN NAPOab» M 334aTb NAPOab (CM. PUCYHOK 3);

2) Btopow cnocob:

—Ha CTpaHuue «[Nma yYETHOM
(cm.  PucyHok 107, cm. PucyHok 108)
KOCHYTbCA NyHKTa « O4HOPA30BbI NapO/b»;

— Ha OTKPbIBLIEMNCA CTPaHMLE KOCHYTbCA KHOMKM
«CreHepupoBaTb» (PucyHoK 117) ans reHepaumm naponsa
NMBO yCTaHOBUTbL Kypcop B nosie «OAHOPa30BbIN NapOob»
M 3a4aTb NApONb;

— KOCHYTbCA 3HauYka & ana oTobpaskeHWa Napons;

— KOCHYTbCA KHOMKW «YCTaHOBUTbY (PucyHok 117) u
noATBEPAMTL  AENCTBME BBOAOM  TeKyllero naponA
(cm. PucyHok 4).

3anucu]»
Heobxoanmo

4.2.2.1.3. HacTpoMKa NapoabHOM NOAUTUKN

| O61wme HacTPOUKU

HacTtpoiiku napons

HacTpoliku nonuTuku naponei

PucyHok 118

MPUMEYAHUE. V3meHeHMs HaACTpOeK MNapoOsbHOM
NOANTUKM BYayT NPUMEHEHbI KO BCEM YYETHbIM 3aMUCAM,
CO34aHHbIM Ha MY.

[na nepexosa K HAaCTPOMKaM NapObHOM NONUTUKM
HeobXoAMMO BbINONHUTL CeaytoLlne AeNCTBUA:

— OTKPbITb MEHIO CMCTEMHbIX HACTPOEK KacaHMeMm

3Ha4Ka @ Ha DKpaHe NpUNoXKeHni (cm. PucyHok 1);

— KOCHYTbCA MYyHKTa MeHt0 «[llonb3oBaTenm» Sy
noapasgene «Cuctema», B pesynbtate oToOpasuTcs
OAHOMMEHHan CTpaHMUa C NpeacTaBAeHHbIM CMUCKOM
nonb3oBaTenen, co3gaHHbix Ha MY (cm. PUcyHOK 5);

— KOCHYTbCA nons «Obuwme HACTPOMKMN»
(cm. PucyHok 5), B pesynbTaTe oTobpasnTca
OZlHOMMEHHas cTpaHuua (PucyHok 118).
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[na HaCTPOMKM NApPOAbHOM NOAUTUKM HEODXOAMMO KOCHYTbCA MYyHKTa « HAacTponKu
napons» (cm. PucyHok 118) M Ha OTKpbIBLIEACS CTPaHuUe 3adaTb Heobxoammble
napameTpbl 415 Napona:

I GER

— C/IOXHOCTb;

— KO/IMYeCTBO NMOMbITOK BBOA3;

— OTAMYMe OT NpeablayLinx Naponem;

— CPOK AencTBus;

— yBeZJoMeHMe 06 NCTEYEHNM CPOKA AEMCTBUA.

[na  HaCTpPOMKM ANWMHBI  Napons HeobxoaMmo

YCTaHOBUTb KONMYECTBO CMMBOJIOB, Mepemellas cnanaep
b «MuHUManbHaa oanHa naponsa» (PucyHok 120) snpaso
ONA  YBENMYEHMA KOAMYecTBa BXOAAWMX B MNaposb
cMmBOnOoB AMbBO BNEBO ANA YMEHbLUEHMA KOMYECTBa
CMMBO/IOB, M MOATBEPAMTL AENCTBME BBOAOM TEKYLLETO
napons (cm. PucyHok 4).

MPUMEYAHUE. TlMpeaycmoTpeHa  BO3MOXKHOCTb
YCTaHOBUTb AJIMHY Napond oT 5 40 12 cMMBO/I0OB.
BHUMAHUE! 3HayeHME MWUHUMANbHOW  ANWNHBI
He ogRarieno naponAa oTAM4YaeTca B 3aBUCMMOCTM oT Bepcun OC ABpopa
(cm. PucyHok 119, PucyHok 120).

HacTpoitku napons

5 cumBonoB

MuHuManbHas ANvHa napons
CnoxHocTb n apons
MpocTas (Tonbko undpbl)

#  CnoxHas

KonuyecTeo nonbiTok
bes npoBepku
HepocTtynHocTb NnoBTOpa Npef. naponei

UcTekaet yepes He orpaHuyeH
\/Ka)Kwre, Korga uctekaert Cpok IZLEFICTBMQ napons

3a 5 gHent

Yeegomnsatb 06 uCTeHeHUU napons

PucyHok 119
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[ns 3agaHnA CNOXHOCTM MNapons HeobxoaMmo B
| Hacrpoiikw napons nogpasgene «CnoxHOCTb Napoaa» akTMBMPOBATb OAMH
UTUKY napone? 13 cnepyrowmx nepekatodatenen (PucyHok 120):

— «MpocTaa (tTonbko umbpbl)», rae naponb byaet

Hactpoiite

T OHUREICE R COCTOATb TO/IbKO M3 UMPP;
NUNMHATIER S SIS eoil — «CnoXkHaa», rae naposib AO/KEeH CoOAepPXKaTb KaK
MUHUMYM  undpy, OyKBYy, 3arnaBHyto  OykBy U
MpocTas (Tonbko undpbl) CI‘IeLl,l/IaanbllZ CUMBOJI.

MPUMEYAHUE. B cnyyae BblObOpa 3HaAYEHMUA
«CnoxHaa» HeobxogMmo  NoATBEepAMTb  AENCTBME
BBOJOM TeKyllero naponsa (cm. PucyHok 4).

[lna yCTaHOBKM KONMYECTBa MOMbITOK BBOAA MNapos
HeobxoamMmo B noapasgene  «JononHUTENbHble
HaCTPOMKM»  MnepemecTuTb  cnangep  «Koam4yectso

# CnoxHas

10
KonnuecTso nonbiTok
1

HepocTtynHocTb noBTOpa nNpeq. naponei

Wctekaer yepes 180 el MOMbITOK» BNPABO A1A YBEAMYEHNA KONMYECTBA NMOMbITOK
YkaxuTe, KOrAa HCTeKaeT CpoK AeHCTBUS Napons J'Il/I6O BJIEBO ANA YMEHbLIEHU.
Sane BHUMAHWE! MwuHMmanbHOE U MaKCMManbHOe
FBRRCHIBIE oM e RtI A PRI 3HayeHuMe cnanaepa «KoanmyecTBo NOMbITOK» 3aBUCUT OT
PucyHok 120 Bepcun OC Aspopa (PucyHok 120, PucyHok 121).

[1ns yCTaHOBKM KOIMYECTBa NpeablayLUmMX Napoaen, OT KOTOPbIX A01KEH OTANYATHCA
HOBbIN Napo/ib, He0bXxoAMMO B noapasaene «JonoNHUTENbHbIE HACTPONKM» NepemMecTuTb
cnamgep «HenocTynHOCTb NOBTOPaA NpeA. Naposen» BNpaBo A1A YBeANYEeHMA KOMYeCcTBa
naponen nmbo BNEBO AN YMeHbLueHMA (cm. PucyHok 120).

[ns 3apaHnA Ccpoka AEeMCTBMA MNapond HeobXoAMMO BbIMOAHUTL Caeaytoline
NencTBns:

— B noapasaene «JlonoNHUTeNbHble HACTPOMKM» KOCHYTbCA nonsa «WcTekaet
yepes» (PucyHok 121);

— Ha OTKpPbIBLUENCA CTPaHMLE BblOpaTb 04HO U3 3Ha4YeHuM (PucyHok 122);

— NoATBepAMUTb AeNCTBME BBOAOM TeKylero napons (cm. PucyHok 4).

BHMUMAHUE! Mo TtpeboBaHuam 6esonacHocTn WC, B KOTOPbIX NAaHUpyeTca
Mcnonb3oBaHWe MY, CpoK AencTBMA Napona AoMKeH bblTb yCTaHOBAEH B 3HaveHMe «180
oHen».

80



PyKOBOACTBO aAMUHNCTPATOPA

— "] OTKPbITASl
MOBWUJIbHAS
_J NNATOOPMA

| HacTpoiiku napons

HacTpoiite nonutuky naponeu, koropas
6yneT npMMeHeHa Ko BCeM Monb3osaTensm

7 cumBoONoOB

MwuHuManbHas anvHa napons
CnoxHocTb napons

MpocTas (Tonbko umMdpsl)

#  CnoxHas
,[lormnm( Te/ibHble HAaCTPOUKHU

HepocTtynHocTb nosTopa npeq. naponei

WUctekaet yepes 180 aHeit
YKkaxuTe, Koraa ucTekaet CpokK AeicTBus napons

3a 5 gHeit

YBepomnsTb 06 ucTeYeHUn napons

PucyHok 121

HacTtpoiiku napons

HacTtpoiite nonuTuky naponei, kotopas
6yaeT npMMeHeHa Ko BCeM Mosib30BaTeNnsam

5 cumBonos

MuHuManbHas gavHa napons

CnoxHocTtb napons

MpocTas (Tonbko undpsl)

# CnoxHas

[ononHUTENnbHbIE HaCTPOMKK
He orpaHuyeHo

KonuyecTteo nonbiTok

Bes npoBepku
He.U.OCTyﬂHOCTb noBTOpa npeg. naponeﬁ
WUcTtekaet yepe3 He orpannyeH
‘/Ka)Kwre, Korga uctekaeTt Cpok IZLEVICTBMR napons

3a 10 gHen

YBepomnaTtb 06 ucteveHnv napons

PucyHok 123

UcTekaeT yepes

He orpaHuyeH
30 gHen

60 aHen

90 gHen

120 gHein

150 gHen

180 aHen

PucyHok 122

[ns 3anaHnA BpemeHun yBeaomMneHns ob ncreyeHmm
CpOKa [AenctBms napona HeobxoauMMo  BbIMOMHUTD
cnepyrouime oencTBumA:

— B noapasgene «JononHUTENbHblE HACTPOMKN»
nepemectuTb cnanaep «YBegomMnaTb 006 uUCTeYeHUM
napons» (PucyHok 123) BnNpaBo A0S  yBeINYEHUSA
KonnyectBa JAHen nMbo BAEBO ANA  YMEHbLUIEHMA
KONmM4yecTBa AHeW, 3a KOTOpOoe MN0/Ab30BaTeNb HavyHeT
no/siy4yaTb yBeAOMAEHUA 00 UCTEYEHUN CPOKA AeNCcTBMA
napons;

— noATBepAMTb AeNCTBME BBOAOM  TeEKYLLEro
napons (cm. PucyHok 4).
MPUMEYAHUE. T[lpeaycmoTpeHa  BO3MOXHOCTb

YCTaHOBWUTb 3Ha4yeHme oT O (HuKkoraa) go 10 aHen.
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4.2.2.2. AyTEHTUPMKALMA C MOMOLLbIO CMAPT-KapTbl

B OC ABpopa Ana ayTeHTUPUKaALUMKM MOryT OblTb MCMONb30BaAHbI CMapT-KapTbl
cnenyrouwmx tmnos: USB n NFC, a umeHHoO:

— «PytokeH» Bepcum 4 (3UM PKI) — nporpammHO-anmnapaTHbIn KOMMAEKC
ayTEHTUPUKAUMM U XpaHeHUAa nHdopmaummn (ceptndmnkat PCTIK Poccum Ne3753);

— JaCarta — cpeacTBO ayTeHTUPMKALMM M HE30MACHOTrO XpaHEHUA MHPOPMaLLMK
nonb3osaTenen (ceptndunkat PCTIK Poccunm Ne3449),

BHUMAHUE! Mcnonb3oBaHme ana ayteHTudukaumm B OC ABpopa CMapT-KapT,
OT/IMYHbIX OT YKa3aHHbIX, He NpeaycmaTpmsaeTca!

4.2.2.2.1. Obwme npaBmaa HACTPOMKN N MCNOb30BAHNA CMAPT-KapT

HeobxoanMmo  yumTbiBaTb C/AeadylollMe OCHOBHbIE MpaBMaa  HACTPOMKKM U
MCNONb30BaAHMA CMaPT-KapT:

— 3KCNAyaTauMlo CMapT-KapTbl caedyeT OCYLWEeCTBAATb COrlacHO TpeboBaHMAM,
YKa3aHHbIM B COOTBETCTBYHOLLEN AOKYMEHTALMM Ha HEE;

— ana obecnevyeHma nogknoveHna K MY 1 nocneaytollen HACTPOMKM CMapPT-KapTbl
TpebyeTca MCNonb3oBaTb cneunanm3mpoBaHHbiM USB OTG-nepexoAHWK, KOTOPbIA He
BXOAMT B KOMMNEKT NOoCTaBkn MY;

— NONUTUKA  He30MacHOCTM  MOMKEeT  3anpewatb NPUMEHEeHWe  BHEeLIHUX
USB-ycTpoicTB, Oas 3TOro HeobxoAMMO AOMONHUTENbHO MNPOBEPWUTL YCTAaHOBAEHHOE
orpaHuyeHune aerncraytollen 8 OC ABpopa nonntukm besonacHoctu (n. 4.3.2);

— npu paboTe co cmapT-KapTon noTpedyeTca AONOAHUTENbHLIM Mapoab ANA
[OCTyna B 3aliMlieHHyt0 061acTb NamATM CMapT-KapTbl, B KOTOPYH MNPOM3BOAMTCA
Ha3Ha4YeHMe N CoxpaHeHne ayTEHTUOUKAUMOHHOM MHOOPMaLMM NONb30BaTENS;

— ayTeHTUOMKaLUMA C NOMOLLBK CMAPT-KapTbl AOCTYMHA ANA BCEX YYETHbIX 3aMnncen
ponen (cm. n. 1.2.1), co3gaHHbIX Ha MY.

MPUMEYAHUE. AyTeHTUDMKALMA C MOMOLLBbIO CMapT-KapTbl BbIMOAHAETCA TONbKO
NpY NEPBOM BKAHOYEHMMN YHETHOWN 3aMUCHK.

4.2.2.2.2. [llpeasaputesibHaa NOArOTOBKA CMapT-KapThbl

Ona paboTbl CO CMapPT-KAapTOM HEobXOAMMO BbIMONHUTL NpPeaBapUTENbHYHO
HAaCTPOMKY, KOTOpPas MOMET ObiTb BbINOJHEHA C WMCNONAb30BAHMEM 3N1EKTPOHHO-
BbIYMC/IUTENBHOM MalMHbI (IBM) ¢ OC Linux, Ha KOTOpPOWN NpeaBapuUTENbHO A0MKEH OblThb
YCTQHOB/IEH MaKeT opensc.

MPUMEYAHUE. CMmapT-KapTbl AOMKHBI UMETb POopMaT PKCS#15.

B cnyyae ecnn cmapT-KapTa MMeeT Apyron ¢opmaT, ANA ee NepenHMLMaNn3aLmm B
dopmaTt PKCS#15 Ha IBM HeobxoaMMO BbINONHUTL CAeaytoLinMe KOMaHAbI:

pkcsl5-init --erase-card -p rutoken ecp

pkcsl5-init --create-pkcsl5 --so-pin "87654321" --so-puk ""
pkcslb5-init --store-pin --label "User PIN" --auth-id 02 --pin "12345678"
--puk "" --so-pin "87654321" --finalize
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BHUMAHMUE! Mocne nepenHnumnmanmsaumm cMapT-KapTbl BCE AaHHble C Hee byayT

yAaneHsl.

4.2.2.2.3. HacTpoMKa cMapT-KapTbl

MPUMEYAHUE. MoapobHoe onucaHme HACTPOMKM CMapT-KapTbl NpuBeAeHO B
AOKyMeHTe «PyKOBOZCTBO MO/b30BaTENAY.

4.2.2.3. AyteHTndmKauma c nomoubto CYJNC

MB[ Poccuu

CepBuc ynpasnieHus A0CTYNOM

Bxoa N0 31eKTPOHHOM NoAnucK

BeeauTe nuH-koa
Het poctynHuix cepripukaron

Bxopn no naponio

OKCTPEHHbIV BbI30B

PucyHok 124

AyTeHTudmKaums ¢ nomoubto CYNC:

— nNpefHasHayeHa  AnAa  UAeHTUduKauum  u
ayTeHTMdUKaummn nonblosatenen NCOA MB/ Poccuu;

— [OCTynHa Ha MY TOAbKO Mpuv  Haanymu
yCTaHoOB/MIeHHOTo KnmneHTa CYNC n goctyna K cepsepy
CYANC yepes ceTb VIHTepHeT.

B CYAMC nonb3oBaTenb  MOMET  MPOUTH
ayTEHTUDMKALMIO C NOMOLLb NPeaoCTaBNeHMA OAHON
N3 cneayolen KOMbMHaUMKM JaHHbIX:

— JIOTUH M NApONb;

— cepTudmkat un PIN-kop (PucyHok 124).

Co3pgaHue NO/Ib30BaATENbCKMNX
ayTeHTUOMKALMOHHbIX AAHHbIX BbINOJHAETCA B CUCTEME
NCOL MB/L Poccuun n CUHXPOHU3IMPYETCA C KIMEHTOM
CYONC Ha MY.
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4.2.2.4. HacTpomMKa orpaHn4yeHni BXxoaa B CUCTEMY

[ns HaCTPOMKM OrpaHUYEeHUI BXoda B CUCTEMY ANA
y4YeTHOM 3anncK Noab3oBaTens HeobxXxoaAMMO BbIMOAHNUTb

OrpaHuyeHue Bxofa B cUcTemMy

Hactpoiiku 6e3onacHocTu nonb3oeatens u Y .
O['[l{jI:M%EHMH BXO4a B CUCTEMY Cj-l eﬂyl‘o LLl‘Me ﬂ‘e MCTB Vlﬂ *
[eiicTeue y4éTHoM 3anmcy nonbsosartens — KOCHYTbCA MYyHKTAa «O rPaHn4yeHne BXO0Aa4d B
22 sHBapsa 2026
BuGepuTe aary, nocne Koropoiionssosarens He cuctemy» (cm. PucyHok 107), B pe3synbTaTe oTobpasmnTca
CMOXEeT BOUTU B CUCTEMY

OlHOMMEeHHas cTpaHuua (PucyHok 125);
[Hu BXxoaa B cuctemMy o o
MH, BT, Cp, 4T, NT, €6, BC — KOCHYTBCA nNOAA «,ﬂ,eMCTBMG yq4eTHOWM 3anncu
Bbi6epuTe AHU Heilenu, B TeYEHWe KOTOPbIX o
FlolEeO8STall CliaRETROTH B CHCTEMY) nonb3oBaTesia» M Ha OTKPbIBWEWCA CTpaHWULE Bbl 6 paTb
Bpews Bx0za B cucTemy naty (cm. PucyHok 20), nocne KOoTopor noab3oBaTesb He

Bbl6epMTE BpemMs BXoAa nonb3oBaTtenis B CUCTeMY

CMOKET BOUTU B YY4ETHYHO 3aMNUCh;

— KOCHyTbCcA nons «[HW BXo4a B CUCTEMY» M Ha
3aGnokuposars nonb3osatens OTKPbIBLIENCA CTpaHULE BbIOpaTh AHWU HeAeNu, B TeYeHne
KOTOPbIX MONb30BaTENb CMOXET BOWTM B CUCTEMY
(PucyHok 126);

— [eaKTMBMPOBATb Nepekatoyatens «Becb AeHbY, B
pe3ynbtaTe 0TOOpPa3ATCA NonA  BBOAA  AManasoHa
BPEMEHM, B TEYEeHMEe KOTOPOro Mno/b30BaTe/lb CMOXET
BOUTU B cucTemy (PucyHok 127).

Becb geHb

PucyHok 125

NMPUMEYAHUE. [na akTmBaumm nepekntodaTena AOCTAaTOYHO KOCHYTbCA MOAA, B
KOTOPOM OH PacCno/IOXKeH: NepekatovaTelb HauyHeT CBETUTbCA ApYe, YeM B COCTOAHUK MO
YMONYaHUIO (HEaKTUBHOM);

— KOCHYTbCSi COOTBETCTBYHLIMX MOSEN ANA YCTAaHOBKM WHTEpPBana BPEMEHMU
(cm. PrucyHoK 21), B Te4EHME KOTOPOro NO/1b30BaTENb CMOXKET BONTU B CUCTEMY.

[ns  ONOKMPOBKM MNONb30BATENA HEOOXOAMMO KOCHYTbCA nepekatoyaTena
«3abno0KMpPOBaTb NOAb30BATENSAY» M MOATBEPAUTL AEMCTBME BBOAOM TEKYLLEro napons
(cm. PucyHoK 4).
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| OTMEeHUTb MoaTBepanTb I OrpaHuyeHue Bxoaa B CUCTEMY
HacTtpoliku 6e30nacHOCTM Nosib3oBaTens u
Bbl6paTb AHM onﬂa B orpaHu4yeHuns Bxoga B CUCTeMy
cucremy [eicTBre y4ETHOM 3anNUCK NONIb3oBaTENS

22 aHBapsa 2026

MNMoHeaenbHUK BbibepuTe aaty, nocne KOTOpOW Nosb3oBaTenb He
CMOXET BOMTU B cucremy

BTopHHK [Hu Bxoaa B cuctemy
MH, BT, Cp, 4T, NT, c6, BC

Cpe.qa BbibepuTe AHU Hefienu, B Te4eHne KOTOPbIX
MoNb30BaTe/lb CMOXET BOMTH B cucremy

YeTBepr
Bpems Bxopa B cuctemy
Bblﬁepme Bpems Bxoaa nonb3oBartens B CUCTEMy

MatHuua
# BecbpeHb

Cy66o0Ta C 10:00 Lo 22:00

BockpeceHbe
#  3abnokupoBaTb Nonb3oBaTens

PucyHok 126 PucyHok 127

4.2.3. lndposaHme pasaena ¢ AOMaAWHUMK Nankamm

LLinppoBaHne pasgena ¢ AOMALIHUMKW Nankamu — 3TO Npoleaypa, Npu KOTOpoW
BBEAEHHbI MapO/b CpaBHMBaeTCA C naposbHoM ¢pas3on cnota LUKS-pasgena,
COOTBETCTBYHOLLENO MAEHTUDUKATOPY NONb30BATENA.

B OC ABpopa pa3aen ¢ AOMaLIHUMKM NankaMu WndpyeTca C MOMOLLbIO aAropuUTMa
aes-xts-plain64 512-6MTHbIM MACTEP-KAOYOM, A1A XPAaHEHMA KOTOPOro MCNo/b3yeTca
LUKS-3aronoBoK, coCToALWMI N3 caeayoumx 8 C10TOB:

— O[MH CNOT UCMONb3YETCA YY4ETHOM 3aNUCbI0 aAMMHNCTPATOPA;

— WeCTb CNOTOB AOCTYMHbI CO34aBaeMbIM YHETHbIM 3aNMCAM NO/Ib30BaTENSA;

— OAMH CNOT pe3epBupyeTca 418 CMeHbl Maponen.

NoeHTMOUKATOP  y4eTHOM  3alMMcK  MNo/b30BaTens  onpeaenseTr  Homep
MCMNONb3YEMOro CNOTa, MNPXM 3TOM B KaXAOM M3 C/AOTOB XPaHUTCA MaCTep-K/touY,
WMPPOBAHHbIM NaposeM COOTBETCTBYHOLLEN YYETHOM 3amnMcKh NoJib30BaTeNA C MOMOLLbIO
anNropuTma PBKDFE. KONnM4ecTBO UTEpaLmMii anropmtma noaburpaeTca Takmm obpa3om, YTobbl
NpoBepKa 0AHOM KOMOMHALMM BbINOAHANACE NPUOAMU3UTENBHO OAHY CEKYHAY.

BHUMAHMWE! Mpn obHoBneHmnn OC o sBepcuun 5.0 1 BbiLlE:

— MPW BKAOYEHHOM LWINPPOBAHNM: BEpPCUA 1uks OCTaHETCA Luks 1;

— NPW  BbIK/NOYEHHOM WIMGPOBAHNM: MONb30BATENbCKME JaHHble OCTaHyTCA
He3alwmndpPOBaHHbLIMM.
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PYKOBOACTBO afMMHUCTPATOpPa _J MO
BbinonHeHWe cneayowmx AencTemin TpebyeT BBOAA
| Wagposanme KOppeKTHoro  napona M3 cnoTa  LUKS-3aronoska,
S W T UE COOTBETCTBYHOLLErO NAEHTUOUKATOPY BbIOPAHHOM YYETHOM
oSy it o T e e 3aMMCK NO/NIb30BATENA:
il i — pa3bnoKMpPOBKA AOMallHEN NanKuM Npu 3arpyske
Monb3osaTenbckue AaHHble My,'
I i — pas3bnokmposka Ul Lipstick.
raz Ona oTtobpaxeHna cTpaHuubl  «lndposaHme»
Fasuap 90,215 (PucyHok 128) HeobxoAMMO BbIMOAHUTL  claeaytollme
nencTeunAa:

— OTKPbITb MEHK CUCTEMHbIX HACTPOEK KaCaHWem
3Ha4Ka @ Ha JKpaHe NpuaoxKeHunin (cm. PrucyHok 1);

— KOCHYTbCS MYyHKTa MeHo «llndpposaHue» B
noapasaene «be3onacHoCTbY.

PucyHok 128

4.3. YnpasneHue 40OCTYNOM

B OC ABpopa peasin30BaHbl Caedyowme MexaH3Mbl YIpaBaAeHUA AOCTYMOM:

— NMCKPeUMoHHoe pa3rpaHmyeHne npas pgoctyna (DAC), ocHoBaHHOe Ha
cneayowmx cywHoctax (n. 4.3.1):

e OUTax paspelleHunis;

e cnuckax KoHTpona aoctyna (POSIX ACL) 1 paclumpeHHbIx aTprbyTax cTaHaapTa
POSIX le;

® BO3MOXHOCTAX U/MAN NepeyHAX BO3MOKHOCTEN — capabilities;

— poneBoe pasrpaHuvyeHne A0CTyna, npeaycMmaTtpuBatollee akTMBaLMIO NMOJUTUK
6e30MacHOCTK, KOTOpble MpedHasHayeHbl Ana ynpasaeHna oyHkumamm OC ABpopa
(n.4.3.2).

MPUMEYAHUE. VYnpaBneHne nonMTMKamm ©6e30MacHOCTM AOCTYNMHO TObKO
aAMUHMCTPATOoPY.

4.3.1. IncKkpeumoHHasa moae b ynpasaeHna 4OCTYNOM
4.3.1.1. Obuwaa nHdopmauma

Mpu pasrpaHuyeHmMn goctyna K obbektam OC OC ABpopa peanusyer
NNCKPELMOHHYIO MOZeNb pasrpaHMyeHns paoctyna. [aHHaa moaenb npeanonaraet
yrnpas/ieHme A0CTynom cybObeKToB K 0OBbeKTam Ha OCHOBE MaTpuLbl AocTyna. Kaxkapii
06bekT OC (dain, nanka) MMmeeT NPUBA3AHHOIO K Hemy cybbekTa (nonv3osatens OC),
Ha3blBaeMoro Bnagenbuem. VMimeHHo Bnageney, (AMbo agMMHUCTPATOP) yCTaHaBAMBaEeT
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npaBa A0CTyna K 06beKTy. MNpaBa A0CTyna onpeaenatoT Habop AeNCTBUIM, KOTOpPble CyObeKT
MOMET COBepLUaTb C 0ObEKTOM.

NMPUMEYAHUE. lMoacuctema pasrpaHUyeHWa A0CTyna AEWUCTBYET TONbKO AN
dannoB M NanoK, XPaHALWMXCA Ha BHYTPEHHEM HaKonuTene YCTpoMcTBa. HacTpolka
pa3rpaHMyeHma A0CTyna JAO/KHA OCYLLEeCTBAATbCA B COOTBETCTBMM C MOJOXKEHMAMMU
NOKYMeHTa «PyKOBOACTBO MO YCTAHOBKE M HACTPOMKEY.

B OC npaBa A40CTyna pa3aenAtoTcA Ha:

— MnpaBa BladeNbla 06beKTa;

— npaBa rpynnbl, BAagetowen ob6beKkTom;

— MnpaBa A/1A OCTa/IbHbIX CyDOBEKTOB.

Habop aerncTemin, NOTEHUMANbHO pa3pelleHHbIX CybbeKTy:

— YTeHMue;

— 3aMnuch;

— WCNO/IHEHME.

MpaBa BblpaxkatoTcA AeBATMOMTOBOM MNOCNEA0BATENbHOCTbIO, PAa3bUTOM Ha TpU
PaBHble rpynnbl, oNnpeaenatolme Npasa BAaAENbLA, TPYNNbl M OCTa/IbHbIX COOTBETCTBEHHO.
Crapwnin 6ut onpeaenseTr HaAnMyme npaBa YTEHWA, CPeaHU — 3anucu, MAaAWumn —
ncnonHeHus. K npumepy, npasa 740 — 111 100 000 6yayT 03Ha4aTb, YTO Y BNade/blia ecTb
NpaBa Ha YTeHWe, 3aMnCb U UCMOTHEHWE, Y TPYNMbl — TONbKO NPaBa Ha YTEHME, Y OCTaNbHbIX
nNpaBa OTCYTCTBYHOT.

NMPUMEYAHUE. YnpasneHne maTpuuein A0CTyna OCYLWECTBAAETCA KOHCO/bHbIMM
KOMaHAaMU: chown, chgrp M chmod, A0CTyNHbIMK Yepe3 MIT «Terminal».

KomaHapbl MO3BONAIOT BbIMONHATL CAeAytoline AeNCTBUA:

— chown NO3BONAET M3MEHWUTb Baadenbua darna (chown wumsa nonbzoBaTEJNSA
MMH_®aﬁﬂaﬁ

— chgrp NO3BONIAET U3MEHUTL rpynny daina (chgrp mva rpynne mMa_daiina);

— chmod NO3BONIAET M3MEHUTb NpPaBa A0CTyna K Ganny:

e chmod 642 1.txt -npasaHa damn 1.txt yctaHaBamBatoTcA paBHbimm 110 100
010, T.e. y BnaaenbLa npasa Ha YTEHWE M 3aMNUCb, Y TPYMNMbl Ha YTEHWE, Y BCEX OCTA/IbHbIX
TONbKO Ha 3anuChb;

e chmod u+x, g-w, o-r 1l.txt - B AaHHOM C/yyae Bfadenbly AobasnseTca
NpPaBO Ha MCMONHEHWE, Y TPYNMbl OTOMpPAETCA NpaBa 3aMMCHK, a Y BCEX OCTaIbHbIX OTOMpaeTcA
npaBo u4TteHusa. [na nonydeHue noapobHon uHPopmauum cnepyeT obpaTUTbCa K
CNPaBOYHbIM PYKOBOACTBAM MO NEPEYMCAEHHBIM KOMAHAAM.

MOANTUKY ANCKPEUMOHHOIO pasrpaHUYeHMa npaB AOCTyna peKkomeHayeTcA
NPUMEHATb NPU HEeobXOANMMOCTHN:

— pa3peLnTb UK 3aNPeTUTb A0CTYN YYETHOM 3anMcK Nonb3osaTena K 06bekTy ®C
(MM, dann MY, cny»kba 1 1. 1.);

— OfpaHMuYUTbL  ANA  KaKoro-nmbo  npouecca  BO3MOMKHOCTM  BbIMOAHATH
onpeaeneHHble 4enCTBUA.
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MPUMEYAHUE. HacTtponKka NOAWTUKM AUCKPELMOHHOrO pasrpaHMyeHma npas
noctyna aencreyet TobKo B PC EXT4, KoTopas ncnonbdyetca 8 OC ABpopa Mo yMOAYAHMUIO.
CTaHaapTHbIN Habop npaB B BMAe OMUTOBOM Mackm nogaepxumsaetca OC ABpopa Ans
cnyKebHbix C: tmpfs, sysfs, procfs.

MpuHUMN paboTbl NOAUTUKM AMCKPELMOHHOro pasrpaHuyeHmMa npas A0CTyna
npeacTaBAeH Ha pucyHKe (PucyHok 129).

MoHuTop obpalieHni

Bce cMCTEeMHbIE BbI30BbI MTPOXOAAT YEPE3 MOHUTOP 06PaLLeHKWIA
AN5 npoBepkl Ge3onacHoCTy

Odfl'l pouecc Nonb3oBaTens

[lpocTpaHcTRO
no/fb3oBaTtena

MoHuTop oBpalleHKui

[NpocTpaHcTBO
agpa

Hapo OC

PucyHok 129

[ncKpeumoHHoe pasrpaHMyeHne nNpasB A0CTyna OCYLLEeCTBAAETCA KaXKAbli pa3 npu
nonbiTKe obpalleHna cybbekta K 00bekTy, npu 3Tom o0be CyuwHOCTM coaepKaT
COOTBETCTBYIOWME aTPMOYTbl HE30MaCHOCTX, NPUHAANENKALLUME AMCKPELMOHHOM MOAENN.
Apnpo OC ABpopa npoBepaeT ypoBeHb A0CTyna, 6asnpyowmincs Ha AaHHbIX aTpubyTOB C
OJZIHOM CTOPOHbI M NpaBMiax pasrpaHudeHms goctyna (MPA) ¢ Apyron CTOPOHbI.

[IncKkpeumoHHoe pasrpaHuyeHme npas AOCTyna MNo3BOAsSET BAafesbly 0bObeKTa
onpeaenaTb, KTo 061aaaeT NOTHOMOYMAMM OCYLLECTBAATL AOCTYN K OOBEKTY.

CybbeKktamm B peanmsaumm AMCKPELMOHHOro pasrpaHnYeHma npaB A0CTyna
BbICTyNnatoT 06bluHble npouecchl OC ABpopa, KoTopble npeacTaBieHbl MPOrpaMmHON
CTPYKTYpOW AApa task struct.

Bce HMMKeMMeEHOBaAHHbIE CYLWHOCTW, TaKMe KaK obOblyHble dalnbl, dannbl MY
(Kak O10YHblE, TaK M CMMBO/bHbIE), Manku, ¢aiabl COKeToB (MalnoB) C TOYKU 3peHUs
AMCKPELUMOHHOro pasrpaHiyeHma npas agoctyna aapa OC ABpopa ABAAKTCA 06beKkTamm
[0CTyna, ChefloBaTeIbHO, TaK}Ke NonaaatoT noa, AeNCTBME NONUTUK PasrpaHUYeHmns.

ATpnbyTbl CyObEKTOB [0CTyMa MCMNOMb3YOTCA [ANA OCYWECTBAEHUA pPeLleHuit
NONIUTUKN AMCKPELIMOHHOIO pa3rpaHMyYeHmna npas A40CTyna. B KayecTse AaHHbIX aTpnbyToB
ana cybbekToB AOCTyNa (NpoLeccoB) 06A3aTeNbHO NPUMEHATCA caeaytoume:

— 30 EKTUBHbBIN MAEHTUPUKATOP (YMCno) Bhagensla npouecca (PID);
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— 30dEKTUBHbIN MAEHTUDMKATOP (YMcno) rpynnel npouecca (GID);

— METKa BO3MOMKHOCTWN UM BO3SMOXKHOCTb (capability) cTaHgapTa POSIX.1e;

— UYNEeHCTBO npouecca B JAOMONHUTENbHbIX (HE OCHOBHbIX) rpynnax (npwu
HEeobX0ANMMOCTH).

YKa3zaHHble aTpmbyTbl CybbeKTa A0CTyNa XpaHATCA B MPOrpamMmMHON CTPYKType A4pa
task structc M OLUEHMBAIOTCA CUCTEMHbBIMW BbI3OBAMMU.

ATpnbyTbl 0OBEKTOB AOCTYMNa TaK¥Ke MCNONb3YOTCA AN OCYLLECTBAEHMA peLleHui
NONINTUKN AMCKPELIMOHHOIO pasrpaHnyeHnsa npas A0CTyna. B KayecTse AaHHbIX aTpubyToB
obbeKTa A0CTyNna NPpMMEeHATCA caeayoume:

— BNageney 06bekTa;

— BNlageneuy, rpynnbl 06beKTa;

— 6uTbl NpaB AOCTYNa;

— [OMNONHUTENbHbIE aTPUOYTbl CMMCKOB KOHTPOAA A0CTyna B COOTBETCTBMU CO
ctaHaaptom POSIX.1e ACLs.

ATpnbyTbl 06BEKTOB A0CTYMa COXpaHATCA U yymTbiBatoTcs agpom OC ABpopa, a
TAKKe XPaHATCA B MHAEKCHbIX Adeckpuntopax &PC, pasmelleHHOM Ha AMCKOBOM
npocTpaHcTee MY.

MpaBuia AMCKPELMOHHOrO pa3rpaHMYeHma NpaB A4OCTyNna onpeaenatoT:

— KaKMM 0DOpa3oM KOHKPETHbIM npouecc (CybbeKkT) MOMKET OCYLLEeCTBAATb MOMbITKY
NoNydyeHns [octyna K OObeKTy, OCHOBbIBAACb Ha YKa3aHHbIX Bbllle aTpubyTax
6e30nacHoOCTU;

— KakuMm 06pasom M Npu Kakmx ycnosuax aTpmbyTbl 6e3onacHocTU cybbekTa U
0H6BbeKTa NPUHMMAOT HOBbIE 3HAYEHMS.

4.3.1.2. Obuiee onmcaHme npmBuneruit

MpuBmunerva nporpammbl HasmMpyeTcs Ha CAeaylolmMxX 3HavyeHuAax aTpubyTos
npouecca:

— aTpubyT apdpekTnsHoro UID (PID);

— aTpubyT apdeKkTUBHOM rpynnbl npouecca (GID);

— Habop (cnMCcoK) YyneHcTBa AOMNOAHMUTENbHbLIX FPYNN npouecca (Npu Hanu4mm),
KoTopble cybbeKT AocTyna (npouecc) umeeT B toboe Bpema KU3HEHHOTO LMKAA.

Jllobon  npouecc ¢ 3GPEKTUBHbIM  UAEHTUPMKATOPOM  HONMb  CYUTAETCA
NpuBMAErMpOBaHHbIM 1M 06/1a4aeT  BO3MOMKHOCTbIO  He  MPUMEHATb  MOJIUTUKY
AMCKPEUMOHHOTO pasrpaHnyeHna npas goctyna B OC Aspopa.

Y4yeTHana 3anucb Cynepnonb3oBaTena accouumpoBaHa c uaeHTudurkatopom O.
OaHako TexHMyeckn aapo OC ABpopa onpeaenseT yyeTHble 3anmMcu nosb3oBaTenein no
YMCNOBbLIM MAEHTUPUKATOPAM, CNeA0BaTE/IbHO, TEXHWYECKM BO3MOMKHO MMETb YYETHYHO
3anucb nosib3oBatens c uaeHtudmukatopom 0O, ob6NafaOWEro MMEHEM, OT/IMYHbIM OT
cynepnosab3oBaTens.
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Kpome Toro, aapo OC ABpopa MMeeT COOTBETCTBYHOLLUMI MEXAHM3M OLUEHKM Npas,
basupyowmncs Ha TpeboBaHMAX OTKpbIToro craHaapta POSIX1.e ACL ana cnuckos
KOHTPOMA [0CTyNa W BO3MOXHOCTEM (capabilities), KOTOpbIM TaKke M03BOAAET
npeoaoneBaTb OrpaHUYEHUs MOJIUTUKU AMCKPELMOHHOrO pasrpaHnYyeHma npas A0CTyna
Ansa cybbekTa c aTpnbyTom apPeKkTMBHOro naeHTudmnKaTopa 0.

[MoCcKoNbKY ANA BbINOAHEHMA NPOBEPKM MPaB AOCTyNa NPOLLECChl Pa3aenatoT Ha ABe
KaTeropmn: npusmnernposaHHble (ID apdpeKkTMBHOro nonb3oBaTens paseH 0, KaK vy
cynepnonb3oBaTensa) u HenpueunermposaHHble (ID addeKTMBHOro Noab30BaTENS HE PaBEH
0), ANA NPUBUNETMPOBAHHbIX MPOLLECCOB BbIMONHAOTCA HE BCe NPOBEPKM NPaB B A4pe, a AN1A
HENPUBMNETMPOBAHHbIX MPOLLECCOB  BbIMOMHAETCA MOJHAsA MNpPOBepKa Ha OCHOBe
BO3MOXHOCTeM npouecca (obbiuHO addekTnsHoro UID, adbdektmsHoro GID m cnmcka
NOMNONHUTENbHbIX Tpynn).

B Aape OCABpopa BCe MpPUBUAEINN, CBA3AHHbIE C CYMNepno/sb30BaTE/NEM,
pasaeneHbl Ha HECKONbKO YacTel, Ha3bliBaeMblX BO3MOMHOCTAMM (capabilities),
KOTOpPblEe MOYKHO pa3peLlaTb 1 3anpeLlaTb He3aBMCMMO APYT OT ApYra. BO3MOXKHOCTM TaKKe
ABNAOTCA aTPMOYTOM HUTMU.

Hanpumep, ecan Kakon-nmbo npolecc NbiTaeTcs co3aaTtb cneumanbHbi dann MY,
MCNONb3YA ANA 3TOr0 CMCTEMHBINA BbI30B mknod (), A4p0 OC ABpopa NOMMMO MPOBEPKM
NMCKPELMOHHbIX NPaB BbINONHAET ceaytolmMe A0NONHUTEbHblE NPOBEPKMU:

— PaBHO /M HY/O 3HavyeHne 3dEKTMBHOro MAEHTUPMKATOPa NpoLecca (cybbekTa
nocTyna);

— pa3pelleHo AKX npoleccy co34aBaTb crneumanbHble dalabl ¢ NMOMOLLbO
COBEpLIEHMA COOTBETCTBYHOLLETO CUCTEMHOIO BbI30Ba.

OC ABpopa obecneumBaeT A4 NOJUTUKU AUCKPELIMOHHOIO pasrpaHnMYyeHma npas
[0CTyNa NpUMEHEeHMe CeayroLLIMX CBOMCTB:

— NPUHYAUTENbHaA peanu3auma noaydyeHma cybbektamm (npoueccamm) AocTyna K
00beKTaM TO/IbKO B PpamMKax NoAHOMOYMM, onpeaenaembix MP/A;

— Ha/nyme cnocobHOCTU onpeaensTb (HazHayaTb) MOAUTMKY AOCTYyNa TONbKO ANA
CyOBEKTOB, MMEIOLLMX Ha 3TO NpaBa, Kak onpeaeneHo NOANTUKON MONHOMOYNI ANA HUX;

— OTCyTCTBME NODObIX OrpaHMyeHnin ans cybvekTta, umetrowero naeHtmdukatop O.

ATpnbyTbl  AMCKPELMOHHOro  pasrpaHMyeHMs npaB [A0oCTyna CBA3bIBAOTCA
HenocpeaCcTBEHHO C 0OBEKTOM AOCTYNa B MOMEHT ero co3aaHunsa. [lencrsme aTux atpnbyTos
pacnpocTpaHAeTCs Ha 0ObEKT A0 ero yHUUYTOXeHMA Nnbo A0 Tex nop, Noka aTpmbyTbl He
OyayT U3MEHEHDI.

ATpubYTbl CYLLEeCTBYOT M AeNcTBYIOT Ans Ntoboro Tvna ob6bekTa, XpaHATCA B
MeTaaHHbIX GalnnoB U peanm3oBaHbl B BUAE CAEAYIOLULMX CYLLIHOCTEMN:

— OuTbl pa3pelweHnii (basosble aTpPUOYThHI);

— CNUCKKM KoHTpona goctyna (ACL 1 pacliMpeHHble aTpubyThl);

— BO3MOXHOCTU (capabilities).
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CybbeKT, MAeHTUPMKATOP KOTOPOro coBMadaeT C MAEHTUDMKATOPOM Bnadenbla
00BbEKTA, MOXKET U3MEHATb aTpMbYTbl 0ObEKTa, BK/IOYana 6a30Bble U pacliMpeHHble BUTbI
npaB (3a UCKNtoYeHMEM cnydaes, Koraa @C HaxoaAnTCA B PEXMME KTONbKO ANA YTEHUAR).

NMPUMEYAHUA:

v BO3MOXHOCTb M3MEHATb BNagenbla 0bbekTa AOCTyNHa TONbKO
Cynepnosab3oBaTento;

v BO3MOHOCTb M3MEHATb rpynny o6beKTa 4OCTYNHa TONLKO 419 BAaAenblLa v A1
No/ab30BaTENS C NAEHTUOUKATOPOM HOMb (Cynepnonb30BaTeNb).

B cnyyae HeobxoaAMMOCTM NPUCBOUTL (M3MEHUTL) HOBbIN MAEHTUDMKATOP rpynnbl
Ans obbekTa, OH AO/KEH COBNAAATb C TEKYLWMM 3Ha4YEHMEM OCHOBHOM rpynnbl cybbekTa
AN ABNATLCA 3HAYEHNEM TPYMMbl, Y1EHOM KOTOPOM ABNAETCA CYObEKT.

Cynepnonb3oBaTenb yYMNOJHOMOYEH oOnpeaenaTtb Abyto rpynny ans obbekTa,
M3MEHATb BNadenbla W Nbble OUTbI NpaB, BKAKOYAA pPacClIMPEeHHble aTpubyTbl WU
BO3MOXHOCTMW.

CTaHaapTHbIM Habop nNpaB A0CTyna peann3oBaH B BMAe OUTOBOM MacCKu Mpas,
Ha/faraembIX Ha Kaxkabl MAEHTUOUUMPOBAHHBINM 0OBbEKT. JaHHbIM CTaHAAPTU3NPOBAHHbIN
NOAXO0A W CTaHAAPTHbIM mMexaHu3m, peanmndyembin OC ABpopa, onpeaeneHbl B TEKYLLEM
cneundmraumm UNIX.03.

NMPUMEYAHUE. NHamBMAayanbHble 6UTbI NPaB UCMONL3YIOTCA AN YKa3aHMA NpaBa
Ha yYTeHue (r uam deTbipe), 3anucb (W WUAM ABa) UAWU BbINOSHEHWE (X MAM OAUH). OHM
OnNpeaenatnTcs OTAEeNbHO AN Bnagenbla ob6bekTa, rpynnbl, K KOTOPOM MNPUHAANEKUT
0OBEKT, M BCEX OCTaNbHbIX, T.€. CyObEKTOB, MAEHTUOUKATOPbLI KOTOPbLIX HE COBMNAAAOT HU C
NAEHTMOUKATOPOM BNAAENbLA, HM C TEKYLIMM MAEHTUPNUKATOPOM rpynnbl 06beKTa.

4.3.1.3. MO ¢ NOBbIWEHHBIM YPOBHEM MPUBMAETUI

Mporpammbl, GYHKLUMOHUPYLOLLME B CUCTEME W MCMNOb3YIOLIME MOBbILEHHbIN
YPOBEHb NPUBUAETMNA, MOTYT BbITb pa3aeneHbl Ha creaytolime TUMbI:

— MPOrpamMmmbl  WAWM  CUCTEMHbIE  CAYXKObl,  3anNylWEHHble  CUCTEMHbIM
MHULMANN3ATOPOM MM A4PO0M. Hanpumep, NporpaMmsbl systemd MAN crond;

— MNPOrpamMmbl, 3anyLLEHHbIE OT MMEHW CyNepnob30BaTeNA C Le/ibto BbINOJHEHMA
OYHKUMMA  aAMUHUCTPUPOBAHMA UAKM obcnyKmMBaHMA. Hanpumep, 3anyck MNporpammbl
iptables 404 ynpasaeHna M3;

— NPOrpamMmbl,  MMeLUMe  YCTAHOBAEHHbIN  3PPEKTUBHbIN  OUT  CMEHDI
naeHTUPUKaTopa (setuid), ecnm OGUT yKasbiBaeT Ha NPUHAANEKHOCTb NMOAL30BATENO C
naeHTndmnratTopom O.

BHUMAHMUE:

v CneposaTenbHo, Bce MO, KoTopoe pabotaeT B cucTeme, TpebyeT Hanuuus
MNOBbILIEHHbIX MPUBUAETMA W  COAEPHKUT WAM peanmnsyeTr Te WUAM WUHble  OYHKUMMK
6€30MacHOCTX, MOXHO OTHECTU K PYHKLUMOHA/IbHbIM BO3MOXKHOCTAM be3onacHocth (PBO)
nmbo MOBO OC Aspopa;
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v’ OctansHoe MO, paboTatollee B CUCTEME C MOBbILLEHHBIMU NPUBUAETUAMK MO0
6e3 HaM4Ma TaKOBbIX, MPX 3TOM HE peanunsylollee HUKAKMX PYHKUMIA He30nacHOCTH,
asnaetca He ®BO nam MPBO, a HenpueuaermposaHHbim [10.

B KoppeKkTHO obcnyxmBaemon cucteme nwoboe HenpusuaermposaHHoe [10
HaxoamnTca noa aencrenem ®bO OC ABpopa M He MMeeT BO3MOXKHOCTM BbINTU U3-MOA ero
nenctema. MNpu 3Tom NpeanonaraeTca, 4To Ntoboe HenpusmunernposaHHoe MO He ABnseTCA
[OBEPEHHbIM.

MpueunermpoaHHoe [0, KoTtopoe He coaeput PBO (Hanpumep, BHELLHWE
MOAYNN YPOBHA A4pa, peanusyrolme onpeaeneHHble QyHKUMM, K NPUMeEPY NOAAEPMKKY
cneumanm3nMpoBaHHOro 0bopyaoBaHMA), AO/MKHO ObiTb HAAEKHO M30/MPOBAHO OT
Mcnonb3oBaHma ¢ nomoupbto 60 OC ABpopa An1A nNpeaoTBpalleHna AO0CTyna K HEMY B
0bxoa TpebyeMbIX MOTHOMOYUN.

4.3.1.4. CTaHAapTHble OUTbI NpaB AOCTyNa

B OC ABpopa peanm3oBaHbl Tpu Habopa no Tpu OWTa, KOTOpble onpeaensatoT
NONNTUKY A0CTYNa K 0OBbEKTY AN5 TPEX KaTeropuin nonb3oBaTenen (cybbeKkToB):

— MNo/b30BaTe/lb-BNadenel, obbekTa;

— MNONb30BaTeNM, BXOAALLME B TPpynny, K KOTOPOM NPUHAANEKUT OOBEKT;

— BCe OCTa/IbHble NoNb30BaTeM (He BXoAAWME B YKa3aHHOE MHOXECTBO).

Tpu 6uTa B Kaxkaom Habope onpeaensaoT npaBa AOCTyna A4A Kaxkaoro
No/Ib30BaTENsA, COCTOALLErO B OAHOM M3 YKAa3aHHbIX BbilLE KaTErOPUn, MPU 3TOM:

— OAMH BUT OTBOAMTCA ANA YTEHUA (r UK YETbIPE), KOTOPOE PacCMaTPMUBAETCA KaK
NOTOK AaHHbIX OT 0bbeKkTa (baina, nankm) K cybbekTy (Npouecc, Noib30BaTeNb);

— OAMH OWT oTBOAMTCA ANA 3anuUcKM WAM yaanenua (w WMAM [Ba), KOoTopoe
paccMaTPMBAETCA KaK MOTOK AaHHbIX OT cybbekTa (npouecc, nNonb3oBaTesb) K 06beKTy
(dain, nanka);

— OAMH BUT OTBOAMTCA ANA UCNOSIHEHUSA (x UM OAMH), KOTOPOE PacCMaTPMBAETCS
Kak MpoLecC 3arpy3knM B OMepaTMBHYID MamMATb TeKCTa MNporpammbl U ciefioBaHue
MHCTPYKUMAM  OYHKUMIA NMPOrpammbl, MO3TOMY KaxKablh CyObeKkT nosaydaeT [ocTyn K
Karkaomy 0b6bekTy, 6asnpysacb Ha KOMOUHALMK 3TUX OUTOB.

Hanpumep:

— rwx — ONpefenseT npaBa Ha COBeplUeHWe BCex onepauui (4teHue, 3anmcb u
BbINO/IHEHME);

— r-x —onpeaenaeT NpaBa TO/bKO Ha YTEHWE U BbINOIHEHME;

— r—onpeaenseT NPaBo TOJIbKO Ha YTEHUE;

— ---—onpeaenaeT oTcyTCTBME Nt0OLIX NPaB A4OCTyNa.

Mpn nonbiTKe AocTyna cybbekTa K 06beKTy pelleHne 0 NpeaocTaBAeHUn A0CTyNa
AW OTKase B AocTyne 6a3mpyeTca Ha caeayroLlWem airopuTMe:

— ABNAETCA NN MAEHTUOUKATOP MNonb3oBaTena (cybbeKkra) paBHbIM Hynto. Ecam
ABNAETCA, NPUHMMAETCS PeLleHne O rapaHTMPOBaHWM N0OOro A40CTyNa Ha YTeHue/3anuc,
UrHopupya OuTbl npaB. JlocTyn Ha BbIMNOJIHEHWE TaKKe rapaHTUpyeTca ANa 3TOoro
naeHTUPUKaTopa cybbekta, ecnm BUT UCNONHEHMA CTOUT XOTA Obl ANA KaKOro-Hubyab
cybbeKTa. [JanbHenwmne npoBepKM NPOn3BOANTLCA He DyayT;
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— ecinm  mnaeHTMGMKATOp CcybbekTa AOCTyna CcoBMagaeT € YyKa3aHHbIM
noeHTMPMKaATopom Bnadenbua o0b6bekTa, a OuTbl paspeleHuit YyCTaHOBAEHbI B
onpeaeneHHble 3HaYeHUA, pelleHne o A0CTyne WaM OTKase B A0CTyne OyaeT nMpUHATO B
COOTBETCTBMM CO 3HAYeHNAMM BUTOB. [JanbHenwme NpoBeEPKM NPON3BOAMTLCA He ByayT;

— ecan naeHTMOUKaTop OA4HOM 13 rpynn cybbekTa AocTyna (NepBUYHON AN Ntobo
Apyron) coBnagaer ¢ WMAEHTUMPUKATOPOM Trpynnbl OObEKTA A0CTyna, a OuTbl npas
(paspelweHnin) AnA rpynnbl YCTaHOBAEHbI B Kakoe-1Mbo 3HaveHne, pelleHne o A40CTyne Uan
OTKase B AocTyne byaeT NPUHATO B COOTBETCTBMM CO 3HaYeHUAMM BuTOB. [danbHenwme
NPOBEPKM NPOM3BOANTLCA He ByayT;

— ecnn naeHTnduMKaTop cybbekTa AocTyna MnMbo naeHTMdumKkaTop ntbdom 13 rpynn,
B KOTOPOW COCTOUT CyOBEKT A0CTyNa, He COBMAZaeT CO 3Ha4YeHnAMM aTpmbyToB BRagenbLa
M rpynnbl ans o6beKTa A0CTyNa, OLLEHNBAOTCA 3HaYeHMA BUTOB NpaB 41a 06bekTa COrnacHo
KaTeropmMm WHbIX Nonb3oBaTenen. Ecam 6GUTOBaAA Macka NpaB ANA KaTeropuMm MHbIX
No/b30BaTeNIen YyCTaHOBAEHA B Kakoe-1Mbo 3HauYeHWe, pelleHne o AoCTyne NpUHMMaeTCA
COrN1aCHO YCTAHOBAEHHbIM B HEM 3HAYeHMAM U CcyDbeKTy NpeaocTaBaseTcA AOoCTyn K
0ODBEKTY.

NMPUMEYAHUE. Ecnm HMKaKoe M3 OMUCAHHbIX YC/IOBUIM HE BbIMOJHEHO U
naeHTndmKaTop cybbekTa AocTyna He paseH 0, NonbITKa A0CTyna BAOKMpyeTca.

4.3.1.5. PaclwimpeHHble aTpubyTbl U CIUCKK KOHTPOAA AOCTYNa

OC ABpopa noaaepKMBAET PaACLIMPEHHbIN MexaHW3M (aTpubyTbl) 0ObEKTOB, a
TaK¥Ke CMUCKN KOHTPOAS A0CTyMNa B COOTBETCTBMMU C TpeboBaHuAmM cTaHaapTa POSIX ans ©C
EXT4. [aHHbIA MexaHW3M MNO3BONAET CUCTEME NpeaocTaBnATb Hambonee TOHKO
CTPYKTYPUPYEMBIN AO0CTYN CYOBEKTOB K OOBEKTAM.

K nepeyHto paclimpeHHbIX aTpnbyToB OTHOCATCA CaeaytoLlme:

— A - (no atime updates) Bpems MOAydYeHMA AOCTyna K danny He byaet
0bHOBNATLCA, YTO 61ArONPUATHO NOBAMUAET Ha NPon3BOANTENbHOCTE PC B CyYae CAMLIKOM
4acTbIX obpaleHnn K panny;

—a - (append only) B ¢ala MOXHO TO/NbKO [A0MNWUCbIBATb, HO Heb3A
yAanatTb/nepemMmeHoBbiBaTh (ya0bHO Ans coobuweHut o cobbitmax). Ecam  atpubyt
YCTQHOB/IEH Ha Manke, TO HaxoAAllMeca B Hem dalnbl HeNb3A YAaNATb, MOXHO TONbKO
C03/4aBaTb HOBblE M MOANDULIMPOBATL CYLLECTBYHOLLME;

— ¢ - (compressed) AP0 NPOM3BOANT NPO3PAYHOE CKATUE MHPOPMaLMM dainna
Ha AMCKe, @ NpY A0CTyne BO3BPALLAOTCA HECKaTble AaHHbIE;

— D - (synchronous directory updates) nNpuv MOANPUKALMW MAMKK
M3MEHEHMNA CUHXPOHHO 3aMMCbIBAOTCA Ha ANCK;

— d - (no dump) MFHOPMPOBATb MPWU CO3AAHMM PE3EPBHOM KOMUKU NPOrPaMMONM
dump;

— i - (immutable) 6WT, 3anpewatowmin nodble M3MmeHeHns darnna (yaanatb,

nepeMmeHoBbIBaTb M MoaAMdUUMpPOBaTh). Ecnm aTpmbyT ycTaHOBAEH Ha nanky, To
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HaxoaAllmecsa B Hel danabl MOXKHO MoAMULMPOBATL, MPWU 3TOM yAaNATb MAM CO34aBaTb
HoBble $an/ibl HEBO3MOXKHO;

—3j - (data Jjournalling) ecam PC CMOHTMpOBaAHaA C MapameTpamu
data=ordered WAMN data=writeback, AaHHble palina Cc 3TUM aTPMOYTOM COXpPaHAOTCA
CHayana B »KypHan ®C, n nuwb 3atem B dann. ATpubyT ycTaHaBNMBAETCA M CHMMAETCA
TONbKO CyMnepnonb3oBaTe/leM U He AeNCTBYeT NpW MOHTUPOBAHUKM C MapameTpom
data=journal (T.K. B 3TOM C/ly4ae AaHHbIE TaKKe COXPAHAIOTCA CHaYana B KypHan M
aTpMOyT He MMEeeT CMbICNa);

— s - (secure deletion) NonHoe yaaneHue danna (Mecto Ha AMCKe, rae oH
HaxoAMACA, 3aNONHAETCA HYNASMM);
— S - (synchronous updates) MpPAMas 3anNncb Ha AUCK He3 K3WMpPOBaHMA

(obHOBNEHME B daline NPOUCXOAMT Ha AMCKE CUHXPOHHO ¢ MI1, M3MEHAIWMM AaHHbIN
dann);

— u - (undeletable) NpuyaaneHun darna c TaKMM aTpUOBYTOM €ro coaepKmMmoe
COXPaHAETCA, YTO NO3BONAET YCNELWHO UCNONb30BaTb NHCTPYMEHTbLI A8 BOCCTAHOBAEHMA
yaaneHHblx Gannos;

— T —nanka c TakKUM aTpUBYTOM CYUTAETCA PACMONOKEHHbBIM Ha BEPLUMHE NEepapXmnm
Nanku c LLebio MCMNo/b30BaHMA MeToAa pacnpeaeneHmns 6aokos OpnoB.a;

— t — B KoHeL danna c TakKum aTpMbyTOM HEBO3IMOXKHO NPUCOEANHUTL APYron Gamn
(tail-merging). Ha MOMEHT HanucaHus ext2 n ext3 He NoaaepPXMBaan tail-merging
(He cynTas aKCNepUMEeHTa IbHbIX NaTyen);

— E — YKas3blBaeT Ha Hanauume owmnmbok npu catum danna. HeBO3MOXKHO
YCTAaHOBUTb/CHATb C MOMOLLbIO chattr, MOXHO LWL NPOCMOTPETb KOMAHAOM 1sattr;

— e — YKa3bIBaeT, YTo Pain MCcnonb3lyeT AONONAHEHMA AN pa3MmelleHna BNOKOB Ha
AUCKe. HEeBO3MOXHO YCTaHOBUTL/CHATL C MOMOLLBIO chattr, MOMHO /IMLIb NPOCMOTPETb
KOMaHAoM 1sattr;

— I —YKa3blBaEeT, YTO Nanka bblna NponMHAEKCMPOBaHa NPU MCNONb30BAHUM htree.
HeBO3MOMKHO YCTAHOBUTb/CHATb C MOMOLLbID chattr, MOXHO /UlWb MNPOCMOTPETb
KOMaHAOM lsattr;

— H — yKa3blBaeT, 4To Galn xpaHUT cBon 610KkM B eamHunuax ®C, a He B eANHMLIAX
CEKTOPOB, 3TO 0O3HayaeT, 4YTo dparn umeeT pasmep Honee 2TB (MAM KoOraa-To 3aHWMan).
HeBO3MOKHO YCTAHOBUTb/CHATb C MOMOLLbID chattr, MOXHO /Wlb MNPOCMOTPETb
KOMaHAOM lsattr;

— X — yKa3blBaeT Ha Ha/M4mMe BO3MOXKHOCTM MOYYMTb NPAMOMN HENOCPEACTBEHHbIN
[OCTyN K cxaTtomy dainy. HeBO3MOMKHO YCTaHOBUTL/CHATb C MOMOLLbID chattr, MOXHO
MW NPOCMOTPETb KOMaHAOMN 1sattr;

— Z — YKasblBaeT, YTo CXkaTblh ¢ann is dirty. Henbss ycTaHOBUTL/CHATb C
MOMOLLbIO chattr, MOXHO NMLb NPOCMOTPETb KOMAHAOM 1lsattr.

MpocmoTp aTpnbyToBs ocyulecTBaseTca ¢ nomoulbio MPBO 1saatr, a yCTaHOBKA UM
MoandUKauma ocywecTBaaetca ¢ nomoulbto MOBO chattr. Mpu aTom aTpubyTbl ANs
0OBbEeKTa COXPaHATCA B MeTaaHHbIX 06beKTa (i-node) PC EXT4.
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PacwupeHHble aTpmnbyTbl ACL coaepkaT cneaytoulyto MHGOpMaUmto:

— NpKW3HaK (MeTKa) TMNa 3Ha4YeHMa CNMCKa KOHTPOSA A0CTyNa;

— yTOYHAOLULee 3HaYeHMe (YTOYHAET NpeablayLmMin NPU3HaK);

— Habop npaB, KOTOPbIM onpeaenseT AMCKPELMOHHble NpaBa Ana cybbekTa,
MCMNONb3yA CHaYyana NPM3HaK TMNa, @ 3aTEM ero YyTOYHAOLLEE 3HAYEHME,

CyLLeCcTBYIOT CeAytoLLmMe NPU3HAKM:

— ACL_GROUP — onpefenaeT BO3MOXHOCTb A0CTyna AnA CybbeKkTa, y KOToporo
MOEHTUPUKATOP TPYNMbl COBMNadaeT CO 3HAYEeHWMEM, yKa3zaHHbIM ANA TPYMNMbl B CNWUCKe
KOHTPO/1A A0CTYNa 06beKTa B KAYECTBE YTOUYHAOLLEro 3HaYeHMs;

— ACL_GROUP_OBJ — onpezenaeT BO3MOXKHOCTb A0CTyNa AN1a cybbekTa, y KOTOpOoro
naeHTUPUKaTop rpynnbl (Mam ntobon n3 naeHTMOMKaTopPOoB rpynnbl cybbekTa) coBnaaaeT co
3HaYeHMeM MAeHTUPUKATOpPa rpynnbl 0O BHEKT];

— ACL MASK — ONpeAenseT MakCMMaabHO BO3MOXKHOe 3HayeHne 6UTOB Npas AnA
rpynnbl Uan rpynn;

— ACL_OTHER—oONpeAendeT npaBa 40CTyna AnA CyObeKToB, KOTOPble He MOTYT ObITb
COOTHeCeHbl C Nt0ObIM 3HaYeHMeM WAEHTUDMKATOPOB, YKa3aHHbIX B CMWUCKE KOHTPOAA
AocTyna;

— ACL_USER— onpegenseT npasa Ana cybbekTa, naeHTMOUKATOp KOTOPOro yKasaH
KaK yTouHAtoLLee 3Ha4YeHMe Baaenbla 06beKkTa;

— ACL USER OBJ — onpefenseT npaBa AoCTyna AnAa obbeKkTa, uaeHTudukaTop
KOTOPOro coBMnafaeT Co 3Ha4YeHnem Bnagenbla obbekTa.

YTouHAOWEe 3HAYeHWe — 3TO 3HayeHue, Tpebyemoe MNpPU3HAKOM ACL GROUP W
ACL USER. OHO MOXeT coAep)KaTb WMAeHTUOMKATOpP NONb30BaTeNa WAW rpynnbl, A0A
KOTOpbIX OyAeT NPMHMMATLCA pelleHne O NpeaoCTaBAeHMM A0CTyna B COOTBETCTBUM C
buTamm npas.

MpaBa AoCTyna AANA CMMCKOB KOHTPOAS A0CTyna ACL — CYULEeCTBYKOT Kak OuTbI
3HaYeHM NpaB, 03HaYyalWMX YTeHure (r), 3anuceb/yaaneHune (w) MAM BbINOAHEHWE/NOUCK
(x).

OTHOLIEeHMA, BO3HMUKAtOLLME NPU NMPUHATUM PELIEHNI B MOMEHT CpaBHEHMA Ba30BbIX
npaB (BMTOBOM MacCKuM) M paclUMpPEeHHbIX NpaB (CMMCKOB KOHTPOAS A0CTyrna), COCTOAT B
cnenyroLLem:

— CMWCOK KOHTPONA A0CTyna ACL cyuTaeTcs 06s3aTeNlbHbIM MAN MUHUMASbHO
HeobxoAMMbIM ANA TMNOB ACL USER _OBJ, ACL GROUP OBJ M ACL_ OTHER;

— TUNbI ACL GROUP MAM ACL_USER CHMUTAIOTCA PACLUMPEHHBIMW M OLLEHMBAOTCA NpU
CENVCIZIZH

— MO YMOMYaHMIO (€CIM He YKa3aHO MHOe) TUN ACL USER OBJ, ACL GROUP_OBJ U
ACL_ OTHER NPUHMMAIOT 3HaYeHwud, coBnazatolime ¢ 6a3oBbiM 3HayeHnem BUTOBON MaCKM
BNaAeNbLa M rpynnbl 00BbEKTa;

— €C/IM YKa3aHbl YTOYHAKOLWME 3HAYEHNA ANA TMNOB ACL GROUP M ACL_USER, KaK
MUHUMYM OAHO 3HayeHue Tuna ACL MASK AO/MKHO ObITb yKa3aHo. MHave Tvn ACL MASK
TaK)Ke cymTaeTca Heobsa3aTelbHbIM, M ero 3Ha4yeHue MoXKeT ObITb He YKa3aHo.
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[MpoBepKa pacCWMpPEHHbIX NPaB NpW onpeaeneHnn NonbiTKM A0CTyna cybbeKkTa K
0OBbEKTY, Ha KOTOPOM YCTAaHOBAEHbl pacluMpeHHble aTpubyTtbl ACL, npoucxoauT no
caenytollemy afropuTmMy:

1) EC/IX: npoeHTMdMKaTOop cybbeKkTa A0CTyna COBMafaeT C WAEHTUPUKATOPOM
BNagenblia 0bbekTa AOCTYNa;

TOrA: oueHMBaOTCA 3HAYEHMA 3aNPOLLEHHbIX NPaB, YCTAHOB/NEHHbIX B 0ObeMe AN
TMNa ACL_USER OBJ, 1 CyDbeKT NosyyaeT AOCTYyN K 06bekTy B 06beMe yKa3aHHbIX NPas;

NHAYE: nocTtyn 6n0KknpyeTcs;

2) ECNIN: npeHTudmMKaTop cybbeKTa A0CTyna coBnafaeT C obbiM yKa3aHHbIM
naeHTMdMKaTopom Bnagenbla obbekTa 40CTyNa, YNTOMAHYTLIM ANA TUNa ACL USER;

TOlOA: oueHMBatOTCA 3HAYEHMA 3aMpPOLUEHHbIX MpPaB, YCTaHOBAEHHble B 0bbeme
CHayana 4na TMna ACL USER, a 3aTem 418 TMna ACL MASK, 1 cybbeKT noayyaeT AOCTynN K
00BbEKTY B 0ObeMe yKa3aHHbIX NPas;

MHAYE: nocTtyn brokumpyeTcs;

3) ECJZIN: ocHoBHOM nan ao6aBoYHbIM MAEHTUGUKATOP rpynnbl cybbekTa A0CTyna
coBMaZaeT C bbIM  yKa3aHHbIM  MAEHTUPUKATOPOM rpynnbl  0bbekTa A0CTyNa,
yNOMAHYTbIM 418 TUNa CHaYana ACL GROUP OBJ, a 3aTem ACL_GROUP;

TOlQA: oueHmBatoTCcA Npasa 414 npu3Haka tmna ACL_MASK,

N ECJZIN: npaBa AoCTyna coaeprKaT 3anpoLleHHble 3Ha4YeHMA Ana Ntboro 13 TMnos
ACL GROUP_OBJ, ACL GROUP, ACL MASK;

TOTAA: npoctyn npefoCcTaBnAeTcs;

MHAYE: noctyn 6n0oKknpyeTcs.

4.3.1.6. MexaHn3Mm pa3pelleHnit HabopoB BO3MOXKHOCTEN

OMMCAHWE: pns BbINOJIHEHMA MNPOBEPKM NpaB A0CTyna cybbeKkTbl A0cTyna
Pa3fenslT Ha ABe KaTeropuu: npusuaernpoBaHHblie (ID apdeKTMBHOro nonb3oBaTens
PaBeH HY/O, KaK y Cynepnosb3oBaTtensa), M HenpueuaernposaHHble (ID adpdekTnBHOrO
N0/Ib30BaTENA HE PABEH HY/IHO).

CMUCOK PA3PELUEHWW: BO3MOMKHOCTM, peannsosaHHble B coctase OC ABpopa, a
TaKXKe onepauyn nam nosegeHue, paspellaemble 4aHHbIMU BO3MOXXHOCTAMM:

— CAP AUDIT CONTROL — MO3BO/NAET BK/AOYATb WM BbIKAOYATb ayauT A4pa,
M3MeHATb UAbTPYIOLWME NPaBMAa ayamTa, Noy4aTb COCTOSHWE ayanTa U GUALTPYOLLNE
NpaBuaa;

— CAP AUDIT WRITE — MO3BO/AET 3aMM1CbIBaTb AAHHbIE B XKypHaa ayauTa A4pa;

— CAP BLOCK SUSPEND — MO03BO/AET MCMNO/Ab30BaTb BO3MOXHOCTM, CMOCOOHbIe
NpuBOANTL K ONIOKMPOBAHMIO MPUOCTAHOBKU CUCTEMbI (epoll (7) EPOLLWAKEUP,
/proc/sys/wake lock);

— CAP_CHOWN — N0O3BO/AET BbIMONHATb NPOM3BOAbHbIE M3MEHEHMA Gan0BbIX UID U
GID;

— CAP_DAC OVERRIDE — MO3BO/IAET MPOMYyCKaTb NPOBEPKM AOCTyna K danny Ha
YTeHMe, 3aMnCb U BbINOJIHEHWE;
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— CAP_DAC READ SEARCH — MO3BO/AET MPOMNyCKaTb NPOBEPKM AOCTYNa K Ganay Ha
yTeHMe W [A0CTyna K Manke Ha YTeHWe W BbINOSHEHWE, BbI3bIBATb  PYHKLMIO
open by handle at();

— CAP_FOWNER — NO3BOJIAET BbINONHATb CAeAyloLLIMe AENCTBUA:

® MponyckaTb NMPOBEPKM AO0CTyna AAs onepauunin, Kotopble 0bblMHO TpebytoT
cosnagenua UID ®C npouecca n UID danna (Hanpumep, chmod, utime), MCKAOYASA
onepauuu, oxeaTbiBaemble CAP DAC OVERRIDE M CAP_DAC READ SEARCH;

® YCTaHaBAMBATb PACLUMPEHHbIE aTPUOYTbl NPON3BONAbHbLIX GanN0B;

® YCTaHaBAMBATb CMUCKKN KOHTpoAA aocTyna (ACL) npon3BoabHbIX GaiiNos;

® VIFHOPMPOBATb 3aKpPenAAOLWMN OUT Npn yaaneHnm Gpamna;

e 33aaBatb O _NOATIME gns npon3BonbHbIX $alioB B open M fentl;

— CAP_FSETID — MO3BOJAET HE O4MLaTb OUTbl pexmma set-user-ID U set-
group-1ID NPN M3meHeHnn dalina, a TakKe YCTaHaBAMBATb OUT set-group-ID Ha dann, y
KoToporo GID He coBnagaetr ¢ 6utom OC umam nobbiMM  AONOAHUTENBHBIMKU  GID
BbI3bIBAOLLLEr0 NPOLLECCa;

— CAP_IPC LOCK — no3sonfet 610KMpoBaTe NamATb (mlock (2), mlockall (2),
mmap (2) , shmctl (2) ),‘

— CAP IPC_ OWNER — NO3BO/AET He BbINONAHATbL MPOBEPKM AOCTYyNa AN1A ONepaLnn ¢
obbekTamm System V IPC;

— CAP_KILL — MO3BOJIAET He BbIMONAHATb MPOBEPKM MpW OTNPaBKE CUrHA/OB.
K J@aHHOM BO3MOX¥HOCTM OTHOCKTCS MCNO/Ib30BaHME ioctl (2) C onepaumen KDSIGACCEPT;

— CAP LEASE — NO3BOJIAET YCTAaHAB/AMBATbL apeHay Ha NPOMn3BO/bHble Gansbl;

— CAP_LINUX IMMUTABLE  — No3BONAET  yCTaHaB/AMBaTb inode-dnaru
FS APPEND FLWFS IMMUTABLE FL;

— CAP_MKNOD — NO3BONAET CO33aBaTb CreupnanbHble Ganbl C NOMOLLbIO mknod (2) ;

— CAP_NET ADMIN — NO3BOJAET BbINONHATL CNeAytolme ceTeBble onepaLum:

® HacTpoWKa nHTepdeinca;

e ynpasneHune IP M3, TpaHchAauMen aapecoB M BeAEHNEM YYETa;

® 3MeHeHMe TabanLbl MapLIpyTU3aLNK;

® MpMBA3Ka K Nt0BOMY aZpecy ANA NPO3PaYHOro NPOKCUPOBAHMSA;

® Ha3HayeHMe TUNa CepBUCa;

® OYUCTKA CTAaTUCTUKM ApanBepa;

® BK/IOYEHME PEXMMA 3axBaTa (promiscuous);

® BK/HOYEHME MHOroaApPEeCHbIX PACCbINOK (multicasting) ;

® ICMONb30BaHNE setsockopt (2) ANA BKAOYEHWUS CAeaylOLIMX NapameTpoB
COKeTa: SO DEBUG, SO MARK, SO PRIORITY (414 mpuopuTeToB BHe AmanasoHa 0-6),
SO RCVBUFFORCE M SO SNDBUFFORCE;

— CAP_NET BIND SERVICE — nosgonaeT NpWMBA3bIBATb cCoKeT K
NPUBUNETMPOBAHHbBIM NOPTAM AOMeHa ceTn NHTepHeT (Homepa nopToB MeHblie 1024);
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— CAP NET RAW— NO3BO/AET BbINONHATL CeAytowme AeNCTBUA:

® KCMNO/1b30BaTb COKETbl RAW U PACKET;

® NpMBA3bIBATLCA K IOOOMY agpecy 414 NPO3PaYHOro NPOKCUPOBAHMUS;

— CAP SETGID — MO3BOJIAET BbINOHATL MPOM3BOJIbHblE AencTenA ¢ GID npouecca
M CMMCKOM A0NOHUTENbHbIX GID, a Takxke noaaensiBate GID npy nepeaaye BO3MOXKHOCTEM
COKeTa 4Yepe3 aomeHHble cokeTbl UNIX; 3anucbiBaTb oTobparkeHue |ID rpynnbl B
N0/1b30BaTe/IbCKOE NPOCTPAHCTBO MMEH;

— CAP_SETFCAP — N0O3BONAET Ha3Ha4aTb GaiioBble BOSMOXHOCTH, MPY 3TOM:

e ecan dannoBble BO3MOXKHOCTM HE MNOAAEPHKMBAKOTCA: NPeAoCTaBAATbL U
OT3bIBaTb Nt0OYI0 BO3MOXHOCTb B CMIMCKE Pa3peLleHHbIX BO3MOXHOCTEN BbI3bIBAOLLETO UM
ntoboro apyroro npouecca (AaHHOe CBOWCTBO CAP SETPCAP HeAOCTYMHO, eciu Aapo
cobpaHo ¢ noaaepKKom GanaoBbiX BOSMOXKHOCTEN, T.K. CAP_SETPCAP MMeET NOJHOCTbLIO
APYIy0 CEMAHTUKY Y TaKUX aaep);

e ecnn  GannoBble BO3MOXMHOCTM NOAAEpXKMBatOTCA: A00aBnATbL  Ntobyto
BO3MOXHOCTb M3 OrpaHU4YMBatoLLLEro Habopa Bbi3bIBAOLLEN HUTK B €e Hacaeayembliii Habop;
OT3blBaTb BO3MOXHOCTM W3 OrpaHMYMBatollero Habopa (C nomouwpld prctl(2) C
onepaumuen PR CAPBSET DROP); U3MeHATb Garn securebits;

— CAP SETUID — NO3BOJIAET BbIMOJIHATL NPOM3BOIbHbIE AencTBuA ¢ UID npouecca
(setuid(2), setreuid(2), setresuid(2), setfsuid(2)); nogaensiBate UID npu
nepegade BO3MOMKHOCTEM COKeTa u4epe3 jgomeHHble cokeTbl UNIX; 3anucbiBaTb
oTobpakeHue ID nonb3oBaTens B N01b30BaTENbCKOE MPOCTPAHCTBO MMEH;

— CAP SYS ADMIN NO3BOJIAET BbIMNONHATL CNeytoLline AenCTBUA:

e pelaTb 3a4ayM ynpaBAeHMA CUCTEMOWM: quotactl(2), mount (2),
umount (2), swapon(2), swapoff(2), sethostname(2) W setdomainname (2),

® BbIMNONHATL MNPUBUAEIMPOBAHHbIE OMepaumMm syslog(2) (4NA  AaHHbIX
onepaumit Heobxo4MMO MCNONBL30BaTb CAP_ SYSLOG);

® BbINOJHATb KOMaHAY VM86 REQUEST IRQ vm86(2);

® BbINO/IHATb ONepaLyMm IPC_SET M IPC_RMID HaZ NPOW3BO/bHbIMM OObEKTaMu
System V IPC,

® epesanuncbiBaTb OrpaHnYeHna pecypca RLIMIT NPROC;

® BbINOJIHATb ONepaLMnN Had PaCLUMPEHHbIMM aTPUOYTaMN trusted M security;

® MNCMNONb30BaATb lookup dcookie (2),

® 1CMO/Ib30BaTb ioprio set (2) A8 Ha3Ha4eHMA KAACCOB MIaHMPOBAHMA
BBOJA-BblBOAA IOPRIO CLASS RT M IOPRIO CLASS IDLE;

e noagaenviBatb PID npu nepenave BO3MOXKHOCTEM COKeTa 4yepe3 AOMEHHbIe
cokeTbl UNIX;

® NnpesBbiWatb /proc/sys/fs/file-max, CUCTEMHOE OrpaHWYeHWEe Ha
KOZIMYECTBO OTKPbITbIX Gal/ioB B CUCTEMHbIX BbI30BaX, OTKPbIBAOWMX Gaibl (Hanpumep,
accept (2), execve(2), open(2), pipe(2));
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e 3a3aencTBoBatb dnarm CLONE_*, cosgatouime HOBble MPOCTPAHCTBA MMEH C
NOMOLLbIO clone (2) U unshare (2) (418 CO34aHMA NONb30BATENBCKUX MPOCTPAHCTB MMEH
He TpebyeTcs HUKAKMX MHbIX BO3MOXKHOCTEN);

® BbI3blBaTb perf event open(2),

® M0AYyYaTb AOCTYN K MHPOPMALMM O NPUBMUNETMPOBAHHOM CODLITUN perf;

® Bbi3blBaTb setns (2), TpebyercA CAP SYS ADMIN B MPOCTPAHCTBE WMeH
Ha3HAYeHMA;

® BbI3bIBATb fanotify init (2);

® BbI3bIBATb bpf (2);

® BbINOMHATL ONepauumn KEYCTL CHOWN W KEYCTL SETPERM B keyctl(2);

® BbLINONHATL ONepaLmio MADV. HWPOISON B madvise (2);

e 3aaencrteoBaTtb TIOCSTI B ioctl(2) An8 BCTaBKM CMMBOJIOB BO BXOZHYHO
oyepenb TeEPMKMHaNA, OTIMYHOMO OT YNPaBAAOLWErO TEPMUHANA, BbI3bIBAOLWLETO;

® 33/1eMCTBOBATb YCTAPEBLUMIM CUCTEMHbIN BbI3OB nfsservctl (2) ;

® 3371eMCTBOBATb YCTAPEBLUMA CUCTEMHbIM BbI30B bdflush (2);

® BbINO/HATL Pa3/IMYHble MNPUBUIETMPOBAHHbIE OMepaunn ioctl (2) Hag
6104HbIMK MY;

® BbLINOJ/IHATbL PA3/INYHbIE NPUBUIETMPOBAHHbIE Onepauun ioctl (2) Hag PC;

® BbINONHATb aAMMHUCTPATUBHbIE ONepaLMn Haa Apaneepammn MY;

— CAP_SYS BOOT — NO3BONAET UCMOJ/Ib30BaTb reboot (2) U kexec load(2),
— CAP_ SYS CHROOT — MO3BOJIAET UCMOJIb30BaTb chroot (2);

— CAP_SYS MODULE — MO3BOJIAET 3arpy*kaTb M BbIrPyXaTb MOAYNN AAP3;

— CAP_SYS NICE MO3BOJIAET BbIMOJAHATb CAeAytolime AeNCTBUA:

® OBbILIATL 3HAYEHME YCTYNUYMBOCTM NpoLecca (nice (2), setpriority(2))Mu
M3MEHATb 3HAYEHME YCTYNYMBOCTM Y MPOM3BOJIbHbIX MPOLECCOB;

® Ha3HayaTb MNOJUTUKN NAAHMPOBAHNA PeasbHOro BPEMEHM ANA Bbl3bIBAOLWLETO
npouecca, a TakXKe NOANTUKM NTaHNPOBAHMA U NPUOPUTETLI ANA MPOM3BO/IbHbIX MPOLLECCOB
(sched setscheduler (2), sched setparam(2), shed setattr(2));

® BbINOJIHATb MPUBA3KY K 3N1EKTPOHHOW noanucu (3M) Ana NpPomn3BO/bHbIX
npoueccos (sched setaffinity(2));

® Ha3HayaTb KJAacC NAAaHMPOBAHMA BBOAA-BbIBOAA W NpuopuTeT  A1A
NPOWM3BO/bHbIX NPOLLECCOB (ioprio set (2));

® MPUMEHATb migrate pages(2) K MPOM3BONbHbIM NpoOLECcCam OaA8 WX
nepemeLlLeHnA Ha NPOU3BO/IbHbIE Y3/1bl;

® MPUMEHATb move pages (2) K MNPOM3BO/IbHbIM NPOLECCAM;

® 11CNONb30BaTb Gnar MPOL_MF MOVE ALL Bmbind (2) Mmove pages (2);

— CAP_SYS PACCT — MO3BO/NAET UCMO/Ib30BaTb acct(2);
— CAP_SYS PTRACE — MN0O3BOJIAET BbIMNONHATL C/ieAytowmne AeNCTBUA:
® TpaccMpoBaTb OOON NPOLLECC C MOMOLLbIO ptrace(2);
® MPUMEHATb get robust list (2) K NPOW3BOJIbHbIM NPOLLECCam;
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e nepemellaTb AaHHble B/M3 NMamMsATU MPOM3BOJILHOIO MPOLECCa C MOMOLLbIO
process vm readv (2) Mprocess vm writev(2),
® 13y4yaTb NPOLECChI C NMOMOLLbBIO kemp (2) ;
— CAP_SYS_RAWIO — no3BondAeT BbINONHATL CAeaytouime AeNCTBUA:
® BbINOJIHATL ONepaLyMm BBOAA-BbIBOAA M3 NOPTOB (iopl (2) m ioperm(2));
® paspelwaTb 40CTYN K /proc/kcore;
® 337encTBOBaTb onepaunto FIBMAP B ioctl (2);
® OTKpbIBaTb MY And AocTyna K cneumanbHbim pernctpam x86 (MSR);
e 06OHOBNATb /proc/sys/vm/mmap min addr;
® C03/4aBaTb OTOOpaXKeHWA NaMATK NO aZpecam, MeHbLIEe 3HaYeHMA, 3a4aHHOro
B /proc/sys/vm/mmap min addr;
e oTODOpaxKaTb Gannbl B /proc/bus/pci;
® OTKpPbIBaTb /dev/mem u /dev/kmem,
® BbLINOJJIHATL Pa3/INYHbIe KOMaHAbl MY SCST;
® BbINOJIHATL OonpeAeneHHble onepaunn ¢ MY hpsa (4) U cciss (4);
® BbINO/HATL HEKOTOPbIE CNeLMaNbHble onepaLunm ¢ APYyrmmmn yCTPOMCTBAMMU;
— CAP SYS RESOURCE — MO3BOJIAET BbIMNONHATL CNefytoline AeNCTBUA:
® KCMO/1b30BaTb 3ape3epBnpoBaHHOe NpocTpaHcTBO OC ext2;
® COoBepllaTb BbI30BbI ioctl (2), YNpaBaAOLWMeE KypHaIMpoBaHMeM ext3;
® MpeBbIlWaTb OrpaHNYeHmne AMCKOBOro NPOCTPAHCTBA;
® yBe/INYMBATb OFPAHUYEHMA MO Pecypcam;
® nepes3anncbiBaTb OrpaHnYeHne pecypca RLIMIT NPROC;
® MpeBbllaTb MAaKCMMalbHOE KONMYECTBO KOHCONEN NPU BblAENEHUMN KOHCONM;
® [peBblWaTb MaKCMMaIbHOE KOIMYECTBO PACKIA40K;
® 11CN0Nb30BaTb bonee, yem 64 I npepbiBaHUA M3 YACOB PEaIbHOrO BPEMEHM;
® Ha3HayaTb 3HayeHue msg gbytes oyepean coobueHuin System V 6onblie
orpaHunyeHna /proc/sys/kernel/msgmnb;
® [peBbIlWaTb OrpaHNYeHne /proc/sys/fs/pipe-size-max MNP Ha3zHaAYEHUN
BMECTUMOCTM KaHasa C MOMOLLbIO KOMaHAdbl F SETPIPE Sz y fcntl(2);
e ycnonb3oBatb F SETPIPE_SZ ans yBennyeHns BMECTMMOCTM KaHana bonblie,
yem orpaHuyeHue, 3agaBaemoe B /proc/sys/fs/pipe-max-size;
® MpesBblwaTb orpaHunyeHune /proc/sys/fs/mqueue/queues max npu
co3gaHum odepenent coobuieHnin POSIX; 3apeictBoBaTh onepauuto PR_SET MM B
prctl (2);
® yCTaHaBAMBaTb /proc/PID/oom score adj B 3HAa4YeHMe MeHbluee, 4em
nocnegHee yCTaHOBNEHHOE 3Ha4YeHne NPoLLeCCOM C MOMOLLLbIO CAP SYS RESOURCE;
— CAP_SYS TIME— NO3BO/AET HAaCTPamMBaTb CUCTEMHbIE Yachl (settimeofday (2),
stime (2), adjtimex (2)) W 4Yacbl peanbHOro BpemeHu (annapaTtHble);
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— CAP_SYS TTY CONFIG — TMO3BO/IA€T  MCMO/Ab30BaTb  vhangup (2) 7
334€eMCTBOBaTb Pa3/INYHblE NMPUBUIETMPOBAHHbIE ONepauUMn ioctl (2) C BUPTYabHbIMM
TEPMUHANAMU;

— CAP_SYSLOG — NO3BOJIAET BbINONHATL CAeAyloLLMe AeNCTBUA:

® BbINOJIHATb NPUBUAETMPOBAHHbIE ONepPaLnn syslog (2);
e npocmatpmMBaTb agpeca Aapa, oTobparkaemble B /proc W APYIUX
HTepdencax, Koraa 3HayeHne /proc/sys/kernel/kptr restrict paBHO 1;

— CAP_WAKE ALARM — VYCTaHaBAMBaTb TanWMepbl CLOCK REALTIME ALARM MU
CLOCK BOOTTIME ALARM Npu NpobyXAeHUN CUCTEMBI.

HABOPbl BO3MOMHOCTEW CYBBEKTA: Kawzasa HWUTb umeeT Habopbl
BO3MOMHOCTEM, cogepsKalline HoMb U/ nunam bonee cneayrolmx BOSMOMKHOCTEMN:

1) Pa3pelueHHble aenctBus (Permitted). Permitted — orpaHuMymBatoWmMin Habop
3QPEKTMBHbBIX BO3MOMHOCTEN, KOTOPbIMM Hadensetca HuTb. [aHHbIM Habop Takxke
OrpaHMYMBAET CMMUCOK BO3MOXKHOCTEM, KOTOPbIE MOTYT ObiTb A406aBAEHbI B HAaCAeAyeMbIi
Habop ON1A HWUTK, He MMelOLWEeN BO3MOXHOCTE CAP SETPCAP B CBOEM 3QdEKTMBHOM
Habope. Ecan H1MTb cOpacbiBaeT BO3SMOMKHOCTb B CBOEM paspelunTenbHomM Habope, oHa He
CMOMKET MOoJIly4nTb ee 06paTHO (ECM TONBKO HE BbIMOJIHAETCA execve (2) A4 NPOrPaMmMbl
C set-user-ID-root WMAW MPOrPamma,y KOTOpPOM COOTBETCTBYHOLLME BO3MOXKHOCTM Gainna
NpPeaoCTaBAAT 3TY BO3MOMKHOCTb);

2) Hacneayembie genctBua (Inheritable). Inheritable — Habop Hac/neayembix
BO3MOMHOCTEM, KOTOPble OCTAlOTCA TAaKOBbIMW MPW BbINOAHEHMWU NOOOM NPOrpamMmbl n
COXPaHAOTCA MPU BbI3OBE execve (2). Hacnemyemble BO3MOMXKHOCTM A00aBNAKOTCA B
pa3pelnTenbHblil Habop, ecnn BbINONHAOWANACA NPOrpaMma MMeeT COOTBETCTBYOLIME
YCTaHOB/EHHble OUTbI B hann0BOM HacneayeMom Habope. Ecam BbINOAHEHME NPONUCXOANT
He OT MMEeHM Cyneprnonb3oBaTend, HacielyemMble BO3MOMKHOCTU HEe COXPaHSTCA nocne
execve (2), noatomy MI1, KOTOpbIM HeoBXOAMMO BbIMOMHATL BCMNOMOTraTe/bHble
NPOrPamMmbl C MOBbLIWEHHbIMKA BO3MOXHOCTAMKW, TPEOyeTcs MCNoaAb30BaTb HapPYXKHbIe
BO3MOMHOCTM (ambient capabilities),

3) d9bdekTnBHbIE aencTBMA (Effective). Effective — [AaHHbIM  Habop
BO3MOXHOCTEM MCMO/b3yeTCa AA4POM NPU BbINMOJIHEHNM NPOBEPOK MPaB HATU.

C NOMOLLbIO capset (2) HUTb MOXKET M3MEHATb CBOM HabOOPbI BO3MOXKHOCTEN.

®ann (MPBO) /proc/sys/kernel/cap last cap COAEPKUTYMUCNOBOE 3HAYEHME
camon 60nblON BO3MOMKHOCTH, nog,p,epmmsa_erv\oﬁ _pa60Ta+0Lu,wv\ A0POM. ITO MOXKHO
MCNONb30BaTb A/1A onpeaeneHns Hambonblero OMUTa, KOTOPbIN MOXET bbITb YCTAHOBNEH B
Habope BO3MOXKHOCTEMN.

®AMNOBBIE  HABOPbl  BO3MOXHOCTEW: B8 OCABpopa cBA3b Habopos
BO3MOMHOCTEN C MCnonHAeMbIM GalMaoM NOAAEPXKMBAETCA C MOMOLLbIO setcap (8).
Habopbl BO3MOXKHOCTEN daitna XpaHATCA B pacliMpeHHOM aTpmnbyTe, ANA 3aNnCK B KOTOPbIN
TpebyeTca Bo3MoOXKHOCTb CAP_SETFCAP. Habopbl ¢$ainnoBbix BO3MOMKHOCTEN BMECTE C
Habopamn BO3MOXHOCTEM HUTM oONpeaenstoT Habopbl BO3MOMKHOCTEM HWUTU NoOcCAe
BbIMONHEHUNA execve (2) .
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CyuwecTsytoT cneaytouime ¢pannoBble HAOOPbI BOSMOXKHOCTEN:

— permitted (paHee Ha3blBaBLWMIACA forced) — BO3MOXHOCTM aBTOMATUYECKM
Pa3peLatoTca HUTU HE3ABMCMMO OT ee YHaCcNeA0BaHHbIX BO3MOXKHOCTEN;

— inheritable (paHee Ha3bIBaBLIMNCA allowed) — Habop obbeanHaeTca (AND) ¢
yHacnenoBaHHbIM  HaboOpOM  HWUTKW, YTOObI ONpPeaennTb, Kakme yHacnedoBaHHble
BO3MOXHOCTM OyAyT BKAOYEHbI B €€ pa3peLlnTebHblii Habop nocne execve (2);

— effective — B AeNCTBUTENBHOCTM NPeACTaBAAET cObOM He Habop, a OAMHOYHbIN
6UT. ECnn BUT BKNKOYEH, TO MPU BbI30BE execve (2) BCE HOBbIE pa3peLleHHble BO3MOXKHOCTH
HUTKM ByayT Takxke AobaBneHbl B 3pPeKTUBHbLIM Habop. Ecam BUT BbIKAKOYEH, TO Nocne
execve (2) HM OZIHA M3 HOBbIX Pa3peLLlEeHHbIX BOIMOXKHOCTeM He byaeT obaBneHa B HOBbIM
3 dEKTMBHbIN Habop.

BkntoyeHmne adpdeKTmBHOro Gpainosoro bH1UTa nogpasymeBaeT, YTo Atobaa Ppannosas
pa3pelwnTenbHas WAM  Hacneayemaa BO3MOMKHOCTb, MO3BOAAKOWAA HUTU  MNOAYYUTb
COOTBETCTBYHIOLLYIO Pa3peLllnTeNnbHY0 BO3MOXHOCTb NMPU execve (2), TaKKe NOAYYNT ee B
addeKkTMBHOM Habope.

MosaToMy ecaM nNpu  Ha3HadYeHWM  BO3MOXKHOCTEM  danny (setcap(8),
cap set file(3), cap set fd(3)) yKa3aTb abPeKTUBHbIN daar Kak BKAOYEHHbIN ANA
N0O0N BO3MOXKHOCTU, 3PPEKTMBHbIN Gaar A0/KEH TakKe ObliTb YKa3aH BKAOYEHHbIM ANA
BCEX  OCTa/lbHbIX  BO3MOXHOCTEN, AN  KOTOPbIX  BK/AKOYEH  COOTBETCTBYHOLLMM
paspeLlnTenbHbI TMbO Hacneayembl dnaru.

NpeobpasosaHne BO3MOXKHOCTEN NpU execve().

Mpn execve (2) PBO BbLIMUCAAIOT HOBble BO3MOMKHOCTM CybbeKkTa [A0CTyna
(npougecca) no cneayroeMy anroOpPUTMY:

P' (ambient) = (npuBuinerupoBaHHEM odamny) 2 0 : P(ambient)

P' (permitted) = (P(inheritable) & F(inheritable)) |
(F(permitted) & cap bset) | P' (ambient)

P' (effective) = F(effective) ? P'(permitted) : P' (ambient)
P' (inheritable) = P(inheritable) [T. e., He usMeHdeTCH],
roe:

— P —3HayeHKWe Habopa BO3MOXKHOCTEM HUTK A0 execve (2);

— P' —3HayeHMe Habopa BO3MOXKHOCTEN Noc/e execve (2);

— F— pannosbit Habop BO3MOXKHOCTEWN;

— cap_bset — 3HayeHue orpaHmn4mBatoLLLero Habopa BO3MOXHOCTEN;

— NPUBUNETMPOBAHHbLIN darn — dainn, UMeLWMIt BO3MOKHOCTK, AMBO ANs Hero
yUGHOBﬂeH6MTset—user—ID NWIN set—-group-1D.

BO3MOXHOCTU M BbINO/JIHEHME MPOITPAMMbI CYMEPMOJ/Ib3OBATE/IEM: ans
npeaocTaBneHMA MNOAHOro Habopa BO3MOXKHOCTEM Cyneprnonb30BaTeENO B execve (2)
HeobXx0AMMO BbINOAHEHWNE CAEAYIOLINX NPABUIL

— eC/Nn BbINOJIHAETCA MPOrpaMma C YCTaHOBAEHHbIM OUTOM set-user-ID-root
mnn ID  peanbHOro MNO/Ab30BaTeNA MNpoLecca pPaBeH Hyaw (cynepnonb3oBaTenb),
NPeaoCTaBAATCA MOAHble (alnoBble U Hacnedyemble Habopbl BO3MOXHOCTEN (T.e.
paspeLleHbl BCe BO3MOXKHOCTH);
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— €eC/I1 BbINONHAETCA NPOrpaMma C YCTaHOB/IEHHbIM BUTOM set-user-ID-root,
addeKTUBHbBIN PaltnoBbIi OUT paBeH eanHMLLE (YCTAHOBAEH).

Pe3ynbTaT  yKasaHHbIX  MpaBwua, 0ObeAMHEHHbIX C  NpPeobpasoBaHUAMM
BO3MOKHOCTEN, CNeaytolmin: Koraa NpoLecc BbINOAHAET execve (2) ANA NPOrPamMMmbl C
OUTOM set-user-ID-root WAW Koraa npouecc ¢ addekTnBHbIM UID HONb BbINONHAET
execve (2), OH MONy4YaeT BCe BO3MOXHOCTM M3 paspewnTensHoro n 3GGeKTUBHOIO
HabopoB, 3a WCKAOYEHMEM TeX, KOTOpble OTMEHEHbl OrpaHuyMBatoWMM Habopom
BO3MOKHOCTEN. ITO NPeaoCTaBAseT CEMAHTMKY, COBNAAAOLLYIO C OObIYHBIMM CUCTEMAMM
UNIX.

OFPAHMYMBAIOLLMA  HABOP BO3MOMHOCTEW: orpaHuumsatowmii - Habop
BO3MOXHOCTEM — 3TO MexaHu3m 6e30MacHOCTWU, KOTOPbIA MOXHO MCMNOAb30BaTb ANA
OrpaHNYeHMA BO3MOXKHOCTEN, AOCTYMHbIX MPU execve (2), Caeaytowmm obpasom:

— NpU execve (2) OrpaHMYMBaIOLLINM HabOp BO3MOXKHOCTEN cknaapisaetca (AND) ¢
dannoBbIM paspelnTenbHbiM Habopom BO3MOMKHOCTEM, M pe3ynbTaT 3TOM onepauum
Ha3Ha4yaeTca paspelnTenbHOMY Habopy BO3MOMKHOCTEM HUTU. Takum 06pasom,
OrpaHnYmMBatOWMii Habop BO3MOMKHOCTEN OrpaHWYMBAET pa3pelleHHble BO3MOMKHOCTH,
KOTOpble MOXET NPeaoCTaBUTb MCNONHAEMbIN daln;

— OrpaHuymBaloWMii Habop BO3MOXKHOCTEM NpeacTaBadeT cobol nepeyeHs,
KOTOPbIN HUTb MOXKeT A00aBWTb B CBOM HacaeayemMblin HAOop C MOMOLLbIO capset (2). 3TO
03Ha4aeT, YTo, eC/IM BO3IMOXKHOCTb OTCYTCTBYET B OrpaHn4YmBatoLLemM Habope, HUTb He MOXKET
n06aBNTb 3Ty BO3MOXKHOCTb B CBOM Hacnedyembli Habop, AaxKe ecnim oHa NPUCYTCTBYET B
paspelmnTenbHOM Habope, cneaoBaTelbHO, HE MOMKET COXPaHUTb AaHHYIO BO3MOMHOCTb B
pa3pelnTenbHbln HAbop NpPM BbI30BE execve (2) ANA Galia, MMEOLEro BO3MOXKHOCTb B
CBOEM Hacneayemom Habope.

OrpaHunynBatoLLMin Habop CKpbiBaeT GpaliioBble pa3peLlnTe/bHbIE BOSMOXKHOCTM, HO
He Hacnelyemble BO3MOMHOCTW. ECAM HUTb MMeeT B CBOeM HacneayeMom Habope
BO3MOKHOCTb, KOTOpas OTCYTCTBYET B OrpaHMumMBalolLeEM Habope, HUTb MNO-NpexHemy
obnagaet 3TOM BO3MOMHOCTHIO B CBOEM pa3pelumMTenbHOM Habope npu BbIMOAHEHWMU
dalina, MmeroLLero BO3MOXHOCTb B CBOEM HacieayeMom Habope.

TonbKo Npouecc OAMH MOXET 3a4aBaTb BOSMOXKHOCTM B OrpaHnyYmMBatolLem Habope
BO3MOKHOCTEM, MOMMMO 3TOrO Cynepnosib3oBaTte b (TOYHee, NPOrpaMmbl C BO3MOMKHOCTbIO
CAP_SYS MODULE) MOTYT AMLWb YAANATb BOSMOXHOCTH M3 Habopa.

OrpaHuumnBaloLWMM Habop Hacneayetcs npu fork(2) OT HUTM poauTena u
coxpaHAaeTca Npu execve(2).

HUTb MOeT yAanaTb BO3MOMHOCTM M3 CBOEro OorpaHu4ymBatoulero Habopa c
MOMOLLbIO BbI30Ba prctl (2) conepaumen PR_CAPBSET DROP MPW HANMYMM BO3MOXKHOCTU
CAP SETPCAP.

Mocne yaaneHua BO3MOMKHOCTM M3 OrpaHMymMBatollero Habopa BOCCTAHOBUTL ee
HEBO3MOHO. HUTb MOXKeT onpeaeinTb Haanyme BO3IMOXHOCTM B CBOEM OrPaHNYMBAIOLLEM
Habope c NOMOLLbIO BbI30Ba prctl (2) € onepauyein PR CAPBSET READ.
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YnaneHvne BO3MOMKHOCTEN M3 OrpaHUYMBatoLLero Habopa AOCTYMNHO, TONbKO €Cau
A0p0 cobpaHo ¢ noaaep*KKoM GannoBbIX BO3IMOKHOCTEMN.

[ns coxpaHeHMA MPUBBLIYHOM CEMAHTMKMU MPU Nepexoae OT HYyAs K HEHYNEBbIM
nonb3oBatenbckmum ID ®BO  ocywecTBAAOT  caedylowme  M3MeHeHuA  Habopos
BO3MOKHOCTEN HUTK NPU U3MEHEHUWN Y HUTU peanbHOro, addeKTMBHOro, coxpaHeHHoro 1D
M nonb3oBaTenbckoro ID ®C (c nomoulbto setuid (2), setresuid(2) MAW NOAOOHbLIX):

— eC/Nn paHee peanbHbi, 3IPPEKTUBHbBIN UAM COXPAHEHHbIN NONb30BaTENLCKMIA I1D
He Obln paBeH Hyno M B pesynbtate nameHeHma UID Bce 3T ID nonyynnm HeHynesoe
3Ha4YeHMe, TO BCe BO3MOXHOCTW yAaNAwTCA M3 paspelmtensHoro n 3dpdeKTUBHOro
HabopoB;

— ecnn 30 EeKTUBHbIM NOb30BaTENbCKMUM |D M3MEHAETCA C HY1€BOTO Ha HEHYEBOE
3Ha4YeHue, TO BCE BO3MOMXKHOCTW yaansatoTca n3 appekTnsHoro Habopa;

— ecnn 30PEKTUBHbBIN NONb30BATENbCKUM ID M3MEHAETCA C HEHYNEBOrO 3HaYeHun
Ha O, To pa3pelnTenbHbit Habop KonupyeTcs B 3IPPEKTUBHbLIN Habop;

— ecnu nonb3osatenbekuii ID ®C nameHAeTca ¢ Hy/1eBOro Ha HEHy/1eBOE 3HaYeH e,
TO K13 3bdeKkTMBHOro Habopa yAanAwTca Ccaedylowme BO3MOXMKHOCTU: CAP CHOWN,
CAP DAC OVERRIDE, CAP_DAC READ SEARCH, CAP_FOWNER, CAP_FSETID,
CAP LINUX IMMUTABLE, CAP_ MAC OVERRIDE M CAP MKNOD. Ecnu nonb3osatensckui ID
®C n3meHAeTcAa ¢ HeHyNeBOro 3HayeHua Ha 0, To Ntobas 13 BO3MOXKHOCTEN, BKAKOYEHHbIX B
pa3pelwnTenbHbln Habop, BKAtoYaeTca B adpdeKTMBHOM Habope.

Ecnm HUTL, Yy KOTOpPOM oaAnH nnmn bonee nonb3osaTtensckux ID paBeH O, cTpemmnTCs
npeaoTBpPaTUTL  yAaneHWe  paspellmTeNbHbIX  BO3MOXKHOCTEM npu  cbpoce  Bcex
No/sib3oBaTenbCKMx |ID B HEHyEBbIE 3HAYEHMA, OHA MOMKET MCMNONb30BaTh BbI3OB prcetl (2)
C onepauvei PR SET KEEPCAPS wau ¢narom 6e30MacHOCTM SECBIT KEEP CAPS,
OMMCaHHbIM aanee.

HUTb MOeT nosyyaTb M M3MEeHATb CBOM Habopbl BO3MOMKHOCTEM C MOMOLLbIO
CMCTEMHbIX BbI30OBOB capget (2) U capset (2). OAHaKO ANA 3TOM Lenn npeanovtTuTenbHee
MCMO/Ib30BaTb cap get proc(3) U cap set proc(3) M3 NaKeTa libcap.

Mpn n3ameHeHMn HabopoB HNUTKM NPUMEHSAIOTCA CAedyrolme NpaBmaa:

— eC/I BbI3bIBAOWMA HE WMeeT BO3MOXHOCTM CAP SETPCAP, TO HOBbIM
Hacneayembin Habop Ao/KeH OblTb nogHabopom KOMOWHALMKM  CYLLECTBYHOLWEro
HacaeayemMoro 1 paspeLlnTenbHoro Habopos;

— HOBbIM Hacneayembln Habop [omKeH 6ObiITb noaHabopom  KOMOMHaALMM
CYLLLECTBYHOLWErO HAacAeAyeMOro 1 orpaHnymBatoLLLero Habopos;

— HOBbIN pa3pelinTenbHbli Habop AonXeH OblTb NOAHAOOPOM CYLLECTBYIOLLETO
paspelwmnTenbHoro  Habopa  (T.e.  HEBO3MOXHO  nNpuobpecTn  paspelinTesbHble
BO3MOHOCTM, KOTOPbIX HATb HE UMEET);

— HOBbIM  3dPeKTUBHbIM  Habop  Ao/keH  ObiTb  nogHabopom  HOBOTO
paspelinTenbHOro Habopa.
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®NTATW SECUREBITS: OPTAHU3ALUMA NCKIKOYNTE/IBHO OKPYXKEHNA

B OC ABpopa peanm3oBaH Habop ¢naroB securebits (414 KaXA0M HUTK), KOTOPbIN
MOHO MCMO/1b30BaTb A/1A OTKAOYEHMA CNELMaNbHbIX AENCTBUIM BO3MOXKHOCTen ana UID
HO/b (Cynepnonb3osaTesib). K aTum paaram oTHOCATCA:

— SECBIT KEEP CAPS — MO3BO/AET HUTW, Y KOoTOpon oauH u H6onee UID paseH
HY0, COXPaHUTb CBOM BO3MOMXKHOCTWN NPM M3MeHeH M Bcex ee UID Ha HeHyneBble 3HaYeHuMA.
Ecnm dnar He ycTaHOBANEH, n3MeHeHKWe UID npmuBeaeT K yTpaTe HUTbHO BCEX BO3MOXKHOCTEN.
[aHHbln  dnar Bceraa cbHpacbiBaeTcd NpU  execve (2) (M NpeaocTaBAfeT Te XKe
BO3MOHOCTM, YTO M CTApbIi BbI3OB prctl(2) C onepaunen PR SET KEEPCAPS);

— SECBIT NO SETUID FIXUP — He TMO3BOMAET AAPYy W3MeHUTb Habopb
BO3MOXKHOCTEM Npu nameHeHnn appektnsHoro UID n UID ®C ¢ HyneBoro Ha HeHyneBoe
3HaYeHue;

— SECBIT NOROOT — B C/y4Yae YCTaHOBKM AaHHOro ¢sara A4PO He npeaocTasnaeTt
BO3MOHOCTM MPU WCMONHEHUM MPOrpaMmMmbl, UMerowen BUT set-user-ID-root, WK
Koraa npouecc ¢ 3¢PeKTUBHbIM AN peanbHbiM UID, paBHbIM HY/HO, BbI3bIBAET execve (2);

— SECBIT NO CAP AMBIENT RAISE — 3anpellaeT MOBbllUEHWE  HaPYKHbIX
BO3MOXHOCTEN NOCPEeACTBOM prctl (2) C onepaunen PR CAP AMBIENT RAISE.

Kaxkabih M3 nepeymcneHHblx Bbille 6a30Bbix $aaroB MMeeT OAMH U3 CAedyoLInX
HUXE AONONHUTENbHbIX GaaroB H6N0KMPOBKKM, YCTAaHOBKA Nt06Oro M3 KOTOPbIX ABAAETCA
HeobpaTMMOW 1 3anpellaeT Aa/ibHeNLLINEe UBMEHEHMNSA COOTBETCTBYOLWLEro 6asoBoro paara.

®narn 61OKNPOBKU:

— SECBIT KEEP CAPS LOCKED;

— SECBIT NO SETUID FIXUP LOCKED;

— SECBIT NOROOT LOCKED;

— SECBIT NO CAP AMBIENT RAISE.

®narn securebits MOXHO M3MEHATb M NOAYy4YaTb C MOMOLLbIO Bbl30BA prctl (2) C
onepaumAmn PR SET SECUREBITS W PR GET SECUREBITS. [1n4 u3meHeHua ¢naros
TpebyeTcA BO3MOXKHOCTb CAP_ SETPCAP.

®narn securebits HacneayrTCA AOYEPHMMM Npoueccamu. Mpun execve (2) BCe
dnarn  COXpaHAKTCA, 33 WCKNIOYeHMem SECBIT KEEP CAPS, KOTOPbIM  BCerja
cbpacbiBaeTcs.

MIT MOXKeT MCNoNb30BaTb CAeAYIOLWMIM BbI30B A1 COOCTBEHHOM O/IOKMPOBKM U
MOMeLLIEHMA BCEX CBOMX MOTOMKOB B OKPY)EHWe, rae MMeeTca TONbKO MepBbli cnocob
nobasneHns npaB — 3anyck MNPOrpaMmbl CO CBA3AHHbIMM C  Hel dainoBbIMM
BO3MOXHOCTAMM:

prctl (PR_SET SECUREBITS,
SECBIT KEEP CAPS LOCKED |
SECBIT NO SETUID FIXUP |

SECBIT NO_ SETUID FIXUP LOCKED |
SECBIT NOROOT |

SECBIT NOROOT LOCKED) ;

4.3.1.7. ®penmBopk Linux Security Modules

OoNONHNTENIBHO AN1A KAaCTOMM3aUMKM M YyTOYHeHMA npumeHaembix [P moxeT
ncnonb3osaTbca dpenmBopK Linux Security Modules, KOTopbI ABAAETCA YacTblo A4Pa U
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N0O3BOAET PErMCTPMPOBATb NPOLLEAYPbI, KOTOPbIe BYAyT BbINONHATLCA B Cy4ae yCNeLwHoro
3aBEpLUEHNA CTaHOAPTHOM Npoueaypbl MNPOBEPKM AMCKPEUMOHHOro A0CTyna nepea
npeaocTaBneHnem GaKTUYeCKoro 4oCTyna K 06beKTy

Mocpeactsom Linux Security Modules B aape OC ABpopa NOAKAOYEH MOAYb
6e30nacHOCTM diehard, KOTOPbIM He NO3BONAET HENPUBUAETMPOBAHHOMY NO/1b30BATENO
nNpepBaTb BbIMOJHEHME MPOLECCa, 3aMNyLEHHOro OT ero e MmeHu. [10b30BaTeNbCKMit
NPOLLEeCC, HE MMEILWMIM BblAeNeHHOW rpynnbl 777, HE MOXET MOCNaTbh CUTHANA NpoLeccy,
MMEIOLLEMY TaKyk rpynny, Aaxe ecim Mpouecchbl BbIMOJHAKTCA C oAMHaKkoBbiMm EUID.
NckntodyeHnem ABNAKOTCA NPOLECChl, MMeWwMe capability CAP KILL — Ha HUX He
PACNpPOCTPAHAIOTCA OrPaHUYEHNA, HaKNaablBaeMble moayem diehard

3arofIoBoYHbIN  dann  include/linux/security.h  COAEPXKUT  OMNMUCaAHME
CTPYKTYpbl security ops, NpeAcTaBaAlowWer cobon CnmMcok 3apaHee onpeaeneHHbIX U
NOKYMeHTMpPOBaHHbIX callback-pyHKUMIM, KOTOpble AOCTYNHbI MoAyAto Be30nacHOCTM ANA
BbIMO/IHEHMA NPOBEPOK. [10 YyMONYaHMIO AaHHble QYHKLUMM B OCHOBHOM BO3BpalaoT O,
pa3pewan ntobble aencrtema. OAHAKO HEKOTOPble MCMOAb3YHOT MoAay/lb 6e30MacHOCTH
POSIX. B paHHOM cTpykType cneumdudecknin ana OC ABpopa MoAynb diehard
3aperncTpupoBaH cneayowmm obpasom:

#ifdef CONFIG SECURITY DIEHARD

extern int diehard task kill(struct task struct *p, struct siginfo
*info,
int sig, u32 secid);

#else /* !CONFIG_SECURITY DIEHARD */

static inline int diehard task kill(struct task struct *p,
struct siginfo *info, int sig, u32 secid)

{

return 0;

#endif /* !CONFIG_SECURITY DIEHARD */

McxoaHbI TeKCT Moayna diehard (palin security/diehard/diehard-1sm.c):

#define DIE HARD GROUP 777

static const int zero = 0, one = 1;
static int enabled = 0;

int
diehard task kill (struct task struct *p, struct siginfo *info, int
sig,

u32 secid)

const struct cred *cred = current cred();
const struct cred *tcred = task cred(p);
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if ('enabled)
return O;

if (ns _capable(tcred->user ns, CAP KILL))
return 0; /* Privileged process are not affected by us */

if (!gid eqg(cred->gid, DIE HARD GROUP) &&
'gid eg(cred->egid, DIE HARD GROUP) &&
'gid eg(cred->sgid, DIE HARD GROUP) &&
groups_search (tcred->group info, DIE HARD GROUP) &&
!groups_search (cred->group info, DIE HARD GROUP))
return -EACCES;

return 0;

}

#ifndef CONFIG SECURITY DIEHARD STACKED

static struct security operations diehard ops = {
.name = "diehard",
.task kill = diehard task kill,

i

#endif /* CONFIG SECURITY DIEHARD STACKED */

#ifdef CONFIG SYSCTL

struct ctl path diehard sysctl path[] = {
{ .procname = "kernel", 1},
{ .procname = "diehard", 1},
{1}
}i
static struct ctl table diehard sysctl table[] = {
{
.procname = "enabled",
.data = &enabled,
.maxlen = sizeof (int),
.mode = (0644,
.proc_handler = proc_dointvec minmax,
.extral = (void *) &zero,
.extra? = (void *)&one,

by
{1}

#endif /* CONFIG_SYSCTL */

static _ init int
diehard init (void)
{
#ifndef CONFIG SECURITY DIEHARD STACKED
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1f (!security module enable (&diehard ops))
return O;
#endif /* CONFIG SECURITY DIEHARD STACKED */

printk (KERN INFO "DieHard: starting.\n");

#ifndef CONFIG SECURITY DIEHARD STACKED

if (register security (&diehard ops))

panic ("DieHard: kernel registration failed.\n");
#endif /* CONFIG SECURITY DIEHARD STACKED */

#ifdef CONFIG SYSCTL

1f (!register sysctl paths(diehard sysctl path, diehard sysctl table))
panic ("DieHard: sysctl registration failed.\n");

#endif /* CONFIG SYSCTL */

return 0;

}

security initcall (diehard init);

NMprmepom MCMo1b30BaHNA OMMCaHHOTIOo mMexaHn3mMa MOXET CNYyXNTb
HEO6XO,£I,I/IN\OCTb obecneynTb HEBO3MOMKHOCTb HEMNPUMBUNETMPOBAHHOIO MONb30BaTENA
npepsaTb BbIMOJIHEHNE aHTUBWUPYCHOTO CpeacCTBa.

4.3.2. Ponesasa moaenb ynpaBaeHusa NoAMTUKamMM 6e30nacHOCTH

BHUMAHMUE! N3meHeHMA HacTpoek B NyHKTe meHt «[MonnTtnkm 6esonacHoCcTm»
NPUMEHAIOTCA KO BCEM YYETHbIM 3aNMCAM POael, Co34aHHbIM Ha MY.

Ona onpeaeneHnMAa  BO3MOXHOCTEM  y4e€THOM  3anucu  Noab3oBaTens  no
MCNO/Nb30BaHWIO pecypcoB N QYHKUMOHANAbHbIX BO3MOXHOCTen OC ABpopa nNpumeHaeTca
poneBas MoAeNb, Ha OOLLECMCTEMHOM YPOBHE MO3BOMAIOWAA aAMUMHUCTPATOPY 3a4aTb
OrpaHMYeHuna Ha Mcnonb3oBaHne GyHKUMoHana OC nocpeacTBOM NOANTUK BE30MacHOCTM.

MPUMEYAHUE. HacTpolKa ynpaBaeHWa AOCTYNOM, a TaKKe M3MEeHeHWe AaHHOM
HACTPOMKM AOCTYMNHbI TONILKO aAMUHMCTPaTOPy b0 Yepe3s MDM-cuctemy.

[lna nepexofa K HacTpoMKam MNOAMTUK He30MacHOCTM HeobXOoAMMO BbIMOAHWUTb
cneayrouime AencTemns:

— OTKPbITb MEHIO CMCTEMHbIX HACTPOEK KacaHMemM 3HauKa @ Ha DJKpaHe
NPUNoXKeHUn (cm. PucyHok 1);

— KOCHYTbCA MYHKTa MeHo «[loanuTuKM 6e30nacHOCTU» 63 B nogpasgene
«besonacHocTb» B pe3ysibTaTe 0TOOPa3nUTCA OAHOMMEHHAs CTPaHWLA ynpaBaeHun
noanTUKamm 6esonacHocTn (PucyHok 130).

Ha cTpaHuue «MoanTnkmnm 6e3onacHoCcTU» AOCTYMNHbI CAeaytoline AencTBus:

— ObICTPbIA MOUCK NOAUTUKM 6E30MacHOCTM C MOMOLLbIO BBOJA MEpBbIX DYKB ee
Ha3BaHMA B noJsie «[onck»;

— BK/IOYEHME UM BbIKJOYEHWEe  BHeWHero uHTepdenca MY  KacaHuem
nepekatoYaTena cnpasa oOT BbIOPAHHOM NOAUTUKN,
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NMPUMEYAHUE. lpn aKTMBaUMM MepekntoyaTelb HAaYHET CBETUTLCA ApYe, Yem B
COCTOSSHUM MO YMONYAHUIO (HEAKTUBHOM);

— ONIOKMPOBKA M pPa3bIOKMPOBKA BO3MOXKHOCTM MCMO/b30BAaHWA MNPOrpaMm U
M3MEHEHMA HACTPOEK BHELWHMX MHTepdencos MY KacaHMem COOTBETCTBYHOLLErO 3HA4Ka
cnesa OT BbIOpaHHOM NOANTUKM NMDO KacaHMeM NOA, B KOTOPOM Pacno/ioXKeHa BbibpaHHan
NO/INTUKA.

NMPUMEYAHUE. 3Ha4vok (5 YKa3blBaeT Ha TO, YTO MOAUTMKA pPa3bNOKMpPOBaHa

(mocTynHa), 3Ha4oK () YKa3blBaeT Ha TO, YTO MNOJIMTUKA 3aDN0KMPOBaAHa (HeaoCTynHa).

B cnydae ecnn Kakaa-nmMbo M3 NOAMTUK 3ab10KMPOBaHA aAMUHUCTPATOPOM, MpPK
NOMbITKE AO0CTyNna K COOTBETCTBYOLWEN OYHKUMU WAM  KOMMOHEHTY, OTobpasuTca
yBegomneHne (PucyHok 131).

| Monutukn 6esonacHoCTH | Bluetooth

OTknioYeHo npu noMoLun

Aurora Device Manager
Q Mounck

Bluetooth /
ﬁ Bluetooth v
& Asuapexvm "
l% Bpaysep

[5 lonocoBble Bbi30BbI
[ﬁ Ho6aBneHune akkayHTOB
[% Kamepa

[E] MukpodoH

[% MoHTupoBaHue USB-HakonuTenei

a)

PucyHok 130 PucyHok 131

HavmeHoBaHMe M onncaHMe ynpaBaaemMbiX NOAMTUK Be30MacHOCTM NpuBeaeHO B
Tabavue (Tabnamua 13).

BHUMAHMUE! CocToAHME MOANTMKM NO YMONYAHMUIO OTAIMYAETCA B 3aBUCMMOCTUN OT
Bepcum OC Aspopa.
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Tabnunua 13
Ne Ha3ssaHue NoAUTUKU OnucaHue NoNUTUKK ATpunbyT 6€30MacHOCTH MloauTuka ”‘3 ynpaBHEHVLH
YMONYQAHUIO NOUTUKOWN
1 Bluetooth Mcnonb3osaHune nHTepdeinca Bluetooth® | BluetoothToggleEnabled 3abnoKkMpoBaHa GUI
2 ABMapexRmm icnonb3oBaHWe aBMUapernma FlightModeToggleEnabled PasbnokunposaHa |GUI
3 Bpay3ep PaboTta nonb3oBaTens c bpaysepom BrowserEnabled Pa3bnokmpoBaHa |GUI
4 FoNoCoBble BbI30OBbI PaboTa c ronocoBbiMM BbI30BaMM VoiceCallEnabled PasbnokumposaHa |GUI
5 [obasneHne akkayHToB | [lobaBneHme AaHHbIX y4eTHbIX 3anuncei | AccountCreationEnabled PasbnokunposaHa |GUI
6 Kamepa Mcnonb3oBaHMe Kamepbl CameraEnabled Pa3bnokmpoBaHa |GUI
7 MunKpopoH Mcnonb3oBaHMe MUKPODOHaA MicrophoneEnabled Pa3bnokmpoBaHa |GUI
8 MoHTunposaHune USB- MoHTmpoBaHue USB-HakonuTenemn USBMountEnabled PasbnokumposaHa |GUI
HakonuTenemn
9 MOHTMpOBaHMe KapT MOHTMpPOBaHMeE KapT NaMATH SDMountEnabled PasbnokunposaHa |GUI
namsTu
10 |HacTtpoiku SIM-kapT YnpasneHune SIM-KapTamu SimSlotsSettingsEnabled Pa3bnokmpoBaHa |GUI
11 |HacTtpoikmn WLAN Mcnonb3oBaHue cetn WLAN WlanToggleEnabled PazbnokmposaHa |GUI
12 |HacTpolku reonokaumm | Mcnonb3oBaHue cny»Kb reonokaumm LocationSettingsEnabled PasbnokunposaHa |GUI
13 |HacTpolku rnobanbHbiXx |HacTpolkmn rnobanbHbIX CEPBUCOB GlobalServiceSettingsEnabled PasbnokunposaHa |GUI
cepsuncos
14 |HacTpoWKa aatbl 1 MN3meHeHune HacTpoek BpemeHu 1 aaTbl | DateTimeSettingsEnabled Pa3bnokmposaHa |GUI
BpEMEHM

> COCTOSIHME MOMIMTUKM MO YMONHAHMIO AN15 cepTudmLmpoBaHHoit Bepcumn OC Aspopa.
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MNonntuka no YnpasneHus
No HassaHue nonnTukm OnucaHue NoNUTUKK ATpunbyT 6e3onacHocTm 5 .
YMONYAHUIO NOJINTUKON
15 |HacTpolikn mobunbHon  |HacTponkn mobuabHOM cetu MobileNetworkSettingsEnabled |Pa3bnokuposaHa |GUI
cetu
16 |HacTponkM npoKcu HacTpoiKka npokcu-cepsepa NetworkProxySettingsEnabled 3abnoknpoBaHa GUI
17 |O06bwmin goctyn K Mcnonb3oBaHue MY B KauecTse InternetSharingEnabled Pa3bnokmpoBaHa |GUI
NHTepHeTy H6ecnpoBOAHOM TOYKM A0CTYNa
18 |Mepenaya danos Ha MK |Mepenaya dannos no npotokony MTP | UsbMtpEnabled 3abnoKkMpoBaHa GUI
(MTP)
19 |PepaktmposaHume VPN- HacTpoiika/penakTnposaHme VPN- VpnConfigurationSettingsEnabled |Pa3zbnokuposaHa |GUI
coeiNHEHNM coeanHeHWNI
20 |[Cbpoc K 3aBOACKMM BbinonHeHne cbpoca MY Kk 3aBoackum | DeviceResetEnabled PasbnokunposaHa |GUI
HACTPOMKam HaCTPOMKam
21 | CHMMKM 3KpaHa Co3aaHMe CHMMKOB 3KpaHa ScreenshotEnabled Pa3bnokmpoBaHa |GUI
22 | CoobuieHuns Otnpaska SMS SMSEnabled Pa3bnokmposaHa |GUI
23 |YnpasneHue NFC Mcnonb3osaHue NFC NfcToggleEnabled PasbnokunposaHa |GUI
24 | YnpasseHue coctoaHnem |YnpasneHne VPN-coegnuHeEHUAMM VpnConnectionSettingsEnabled PasbnokunposaHa |GUI
VPN-coeamHeHuMin
25 |YcTaHoBKa npunoxeHunin |YctaHoska MI1 ApplicationInstallationEnabled 3abnoknpoBaHa GUI
13 darnoBoro
MeHeaKepa
26 |- HacTpoinka mobunbHbix Todyek goctyna | MobileDataAccessPointSettingsEn | Pa3zbnokmnposaHa | policy.conf
abled
27 |- Pabota c obHoBneHMem OC OsUpdatesEnabled PasbnoknposaHa |policy.conf
28 |- [MpUHATME peLleHnit O 3arpy3ke SideLoadingSettingsEnabled PasbnokunposaHa |policy.conf
CTOPOHHMX MaKeToB
29 |- AKTMBaUMA pexmma paspaboTymka DeveloperModeSettingsEnabled |PasbnokmposaHa |policy.conf
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MNonntuka no YnpasneHus
No HassaHue nonnTukm OnucaHue NoNUTUKK ATpunbyT 6e3onacHocTm 5 .
YMONYAHUIO NOJINTUKON
30 PaboTa co CTaTUCTUKOM MHTEPHET- NetworkDataCounterSettingsEnab|Pa3zbnokunposaHa |policy.conf
[AHHbIX led
31 PaboTa co CTaTUCTMKOM 3BOHKOB CallStatisticsSettingsEnabled Pa3bnokmpoBaHa |policy.conf
32 MN3meHeHne TMna TeXHONOornm CellularTechnologySettingsEnable | PazbnokunposaHa |policy.conf
MODOUNBbHOM Nepeaayn AaHHbIX d
33 Pexxunm paspaboTyumka UsbDeveloperModeEnabled PasbnokunposaHa |policy.conf
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4.4, OrpaHnyYeHue NporpaMMHoOMN cpeapl

B OCABpopa oOrpaHMyeHMAa NporpammHOM  cpedbl  MOryT  33a4aBaTbCA
ALAMUHNCTPATOPOM C MOMOLLbIO:

— ynpaBaeHuna cny>kbamm nocpeacTBOM systemd, NOAPOOHOE ONMCaHNE KOTOPOro
npuseaeHo B NpunoxeHuu (MpunoxkerHue 1);

— U3MEHEeHUA JIMMUTOB, OMWCaHMe KOTOPbIX MPUBELEHO B MPUIOKEHUN
(Mpunnoxerue 2).

B OC Aspopa npwu yctaHoBKe 10 BbINONHAIOTCA C/iedytolime NPOBEepPKu:

— cofepaHna RPM-naketa Ha npeameT WCNONHAEMbIX CLleHapueB B pasjene
postinstall,

— YCTaHOBKM nNporpamm 6e3 npumeHeHns BUTOB suid-bit M sgid-bit.

4.4.1. MexaHu3sm nognucn RPM-nakeTtos
4.4.1.1. Noanucb 1 nposepka noanmncn RPM-nakeTa

B OC ABpopa ncnonbsyetca mexaHnsm nognmcy RPM-naketos 1 nUx COAEPHKMMOTO,
Npu 3TOM:

— 017 NAKEeTOB OTK/KOYEHbI M He ucnonblytotca GPG-noanucu;

— noAnuch paspaboTynka noanmncbiBaeT RPM-naKeT LeMKom;

— MOAMMCb UCTOYHMKA NoANMCbIBaeT 061acTb NOANUCKH pa3paboTymka.

Kaxkabin RPM-nakeT nmeeT Ha3BaHMe, COCTOALLLEE M3 CAeAYIOLLNX YacTen:

— Ha3BaHMe NPOrpamMmsl;

— BEepCcuA NPorpamMmsl;

— apXUTeKTypa, nos KoTopyto cobpaH RPM-nakeT (armv7hl, i386, ppc n T. 4.).

CobpaHHbIn RPM-nakeT 06bl4HO MMeET cneayowmin popmaT Ha3BaHUSA:

<HaszBaHUMe>-<pepcua>-<penms>.<apXuTeKTypa>.rpm

Hanpumep:

nano-0.98-2.1386.rpm

RPM-nakeT MOXeT coaepKaTb TO/IbKO MCXOAHble KOAbl, MPX 3TOM MHbOpMaLMa 06
APXUTEKTYPE OTCYTCTBYET M 3aMEHALTCA Ha src.
Hanpumep:

libgnomeuimm2.0-2.0.0-3.src.rpm

BUbAMOTEKM pPacnpOCTPaHAKTCA B ABYX OTAE/bHbIX MaKeTax: MepBbli COAEPKUT
CcobpaHHbIN KoA, BTOPOM (0ObIMHO K HeMy A06aBAAOT —devel) COAEPHKMUT 3aroN0BOYHbIE
dannbl, a Takke pannbl, Tpebyemble ana pa3paboTKu.
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Heobxoammo, 4Tobbl BepcuMM ABYX MaKeTOB COBMAAanM, B MPOTMBHOM Ciyyae
6MbNAnoTeKM MoryT paboTaTb HEKOPPEKTHO. [MaKeTbl C paclMPEeHMEM noarch.rpm He
3aBMCAT OT KOHKPETHOM apxXMTekTypbl MY M 0OblYHO coaepKaT rpaduKy, apxXmMTEKTYPHO
He3aBMCHMMbIE CKPUNTbI, @ TaKXKe TEKCTbI, MCNOJIb3yeEMbIE APYTMMM MPOTrPaMMamMm.

RPM-nakeT obecneymBaer:

— NEerkocTb yaaneHus n obHosneHuns MO;

— nonynapHocTb — YacTo MO cobupaetca nmeHHo B RPM, HeobxoammocTb cOopKm
NPOrpammbl M3 MCXOAHbIX KOLOB OTCYTCTBYET;

— HEeWHTEePaKTUBHYID YCTAHOBKY — MNPOLECC YCTaHOBKM/0OHOBMEHMA/yAaNEHUS
JIErKO aBTOMATU3NPYETCH;

— MPOBEPKY LLeNIOCTHOCTM MNAaKETOB C MOMOLLbI KOHTPObHbIX CYMM M NOANUCEN;

— DeltaRPM — aHanor Habopa WM3MeHeHM, N03BONAKOWMIA  ODOHOBMUTL
yctaHoBneHHoe 10 ¢ MMHMMaNbHOM 3aTpaTon TpaduKa;

— BO3MOHOCTb aKKyMyALMKM ONnbiTa COOPLIMKOB B spec-panne;

— OTHOCUTENbHYH KOMMAKTHOCTb Spec-pal/ioB 3a CHET MCNO/b30BAHMA MAKPOCOB.

Cneundurka paboTtbl RPM-naketoB B coctaBe OCABpopa cBA3aHa C
nepepaboTaHHbIM mexaHn3mom KL (noapasanen 4.9).

NMPUMEYAHMUE. B coctase OC ABpopa A0MNyCcKaeTcA yCTaHOBKA TO/IbKO NOAMMCAHHbIX
RPM-nakeToB.

Moannce RPM-naKeTa npoBepAaeTcAa B MOMEHT ero ycTaHoBKMU. [loanncn RPM-nakeTa
dopmunpytoTcs ¢ nomoulbto anropntma NOCT P 34.10-2012.

MoAnuUCcb XpaHUTCA B CTaHAapTHOM ans bubnmnotekn OpenSSL dopmate CMS 1
COLAEPXUT cneaytouime AaHHble:

— Xel COoAepPXMMOro NakeTa Ui NoANUCKU NpeablayLUlero YPoBHA C MPUMEHEHMEM
OYHKLMM XeWnpoBaHUa U ANMHOM xew-Kkoaa 256 6ut no FOCT P 34.11-2012;

— ATy NOANMCAHUA NaKeTa;

— MOAMNWCb  YKa3aHHbIX  Bbllle  MNOoAeM C  NPUMEHEHMEM  ANArTOPUTMA
FOCT P 34.10-2012 v dyHKUMM xewmposaHusa FOCT P 34.11-2012, aaviHa Bbixoaa 256 6uT;

— cepTmodmKaT cybbeKkTa NnoanmncK nakeTa.

NMPUMEYAHUE. [1na nposepKn noanmcu B npouecce yctaHoBKM RPM-nakeTa nmeet
3HaYeHKe CTPYKTypa M CoCTaB cepTudmKaTa kKatova nposepkn M. CepTudurKaT A0NKEH ObITb
BblAaH KNMEHTY (CyObeKTy) npeanpuatnem-pa3paboTymKom.

Mpouecc NoayyYyeHua cybbekTom cepTUdMKaTa COCTOUT U3 CIeAyHOLMX STanoB.:

— reHepauma KAK4YeBOM Napbl, 3aLLUMLIEHHON NapoaeM.

NPUMEYAHUE. MNoapobHoe onuncaHume npueeaeHo Ha Beb-camTe:
https://developer.auroraos.ru/doc/software_development/guides/package_signing#certifi
cate_issuance;

— CO3/JaHMe 3anpoca Ha cepTUPMKAT C YKasaHuem B o0bA3aTeNbHOM nopsaake
HaMMEHOBAHMA K/IMEHTA UIN NAPTHEP];

— OTNpaBKa 3anpoca Ha noayyeHue ceptuduKkata NpeanpuaTUo-pas3paboTumKky u
nosy4yeHune ceptTudmKaTta C NPUCBOEHHOM METKOM rpynnbl 6e30MNacHOCTY;
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— noanucaHmne RPM-nakeTa, Nony4yeHHOro cepTmdurKkaTa M 3alMLLEHHOrO KAt04Ya
noAnmcHu.

MeTKa rpynnbl 6€30MacHOCTU SBASIETCA CTPOKOM M MOMKET ObITb MPOM3BOJIbHOMN,
OAHaKo npeanpuAaTne-paspaboTumk OC ABpopa Npu Bblaavye cepTUPMKaTa MCNONb3yeT
onpeaeneHHbln Habop meToK. OH6paboTKa NOANMCAHHOIO NakeTa 3aBUCUT OT MPMUCBOEHHOM
cepTUPUKaTy METKM rpynnbl 6e30nacHoCTU.

[ns ycTaHOBKW cTOpoHHero MO Ha MY, dyHKUMOHMpPYOLLee Mo YNpaBAeHNEM
OC Aspopa, RPM-nakeT [0/KeH MMeTb noAnucb pa3paboTymKa, KOTOpasa ABAAETCA
06A3aTeNIbHON 1 NO3BOAAET NAEHTUOULMPOBATL aBTOPA NAKETa, a TaKXKe MCNONb3yeTcA ANA
noANMCK NaKeTa U UCNOAHAEMbIX GaltIOB BHYTPU HEro.

MPUMEYAHUE. be3 noanmncun pa3paboTynmka HEBO3MOXKHO ycTaHOBUTL MIT Ha MY.

Ons noanucn MI TpebytoTca KAoYeBas NOAMMCAHHAA napa W cepTuduKkat
(Tabnuua 14).

Tabnuua 14
Nma darna Nma danna 3anpoca| WUmsa panna
HasHaueHne ANropuTM | 3aKpbITOrO KAOYa| Ha cepTUdMKAT No | cepTnudurkaTa no
MO YMONYaHUIO YMONYAHWIO YMONYaHMIO
Noanuch FTOCT P 34.10- |packages- packages- packages-
RPM-nakeTos | 2012 (256 6ur) | <Y -Pem cst.pen cert.pem

MPUMEYAHUE. TeHepaumio KAOYEBbLIX Map W 3anpocbl Ha CcepTUUKATbI
HeobxoAMMO 3amnyckaTb BHYTPU build-engine, noapobHOe onucaHMe O KOTOPOM
npuseaeHo Ha Beb-canTe: https://developer.auroraos.ru/doc/
software_development/guides/package_signing#tkeyAndCertGegFromIDE.

MprMmep KOMaHApb! A4 reHepaummn KAKYeBbIX Map M 3aNpoCcoB Ha cepTMdUKaTbI:

customer—-gen-csrs \ —--common-name "developer company name" \ --
binaries-key binaries-key.pem \ --packages-key packages-key.pem

B npouecce BbINOAHEHWA KOMaHAbl ByayT 3anpolleHbl Napoan Anda wmudpoBaHMa
dalnoB C 3aKpbITbIMKM KAo4amm M B paboyeit nanke ckpunta byayT cosgaHbl danbl
3aMpoCoOB binaries-csr.pem W packages-csr.pem.

dannsl 3anpocos (He bannbl Knto4en) HeobxoAMMo nepenatb
npeanpuUATUIO-pa3pPaboTUMKy M NOAYYUTb B3aMeH NoANMCaHHble Galiibl cepTUPUKATOB.

MPUMEYAHUE. Mpu npoBeaeHUU GUHANBHOIO TECTUPOBAHWMA co3aaHHbIX MI]
notpebyeTca cepTUdMKAT CTOPOHHEN opraHmM3aumm Ha nognucb RPM-nakeTa.

CepTUdMKAT CTOPOHHEN OpraHM3aLnM HEODXOANMMO AONOAHUTENBHO 3aNPOCUTL Y
npeanpuaTna-paspaboTumka. Co3naBaTb AOMNOAHUTENbHbIE KAKOYM M 3aMNPOCbl  Ha
cepTudmKaT He TpebyeTcsa. B aanbHelwem nmeHemM No yMonyaHuto Ana darina ceptuodmkaTta
CTOPOHHEN OpraHn3aumm byaeT ciMTaTbCA packages—-client-cert.pem.

Bemay OTCYTCTBMA MEXaHM3MOB A48 W3MEHEHWA MNPUBA3KM B Aa/ibHenwen
3KcnayaTaumm HeobXoaAMMO BbIMOAHUTb OAHO M3 CAeAyOLLNX AENCTBUN:

— NOBTOPHO ycTaHoBUTL OC ABpopa Ha MY;
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— ocyLecTBuTb cOpoc HacTpoek MY.

MPUMEYAHUE. [Ons nposBepkm nognucm RPM-naketa u noanucu darnnos IMA
MCNONb3YeTCA eAMHbIn cepTudUKaT, T.e. ANS NOANUCKM NAKeTa M ero COAEPKUMOro
MCNONb3yeTCA OAHa NOAMMUCH.

MexaHun3m besonacHocTn IMA obecneymBaeT OTCYTCTBME BO3SMOMXKHOCTW 3aMyCKa Ha
MY ans HenoAnNMCaHHbIX UCNoAHAEMbIX GarinoB RPM-nakeTa, a TakkKe Ana MCNOAHAEMbIX
dannos RPM-nakeTa, noanmcaHHOro HeBEPHOM MNOANUCHID NMBO NOAMNMCbIO, KOTopas
BEPHA, HO OT/INYAETCA OT TEKYLLLEro KOPHEBOro cepTUdPMKaTa.

BHUMAHUE! [Mopneprkmnsatotca anroputmbl ana: IMA SHA256, RSA2048 wu
FOCT 34.10 2012.

NMPUMEYAHUE. Mpun oT3bIBE CKOMNPOMETMPOBAHHbBIX KAOYEN MPOUCXOANT OT3bIB
KAto4ya, a He cepTuduKaTa.

B uenAx pasaeneHua 30Hbl M NoaAeprKaHuA rNybuHbl MHTEerpaumm CTOPOHHMX
RPM-nakeToB MMetoTCa AOMNONHUTENbHbIE NoArpynnbl Ans noanuceit: Regular, Extended,
MDM, Antivirus, KoTopble pas3nn4yatoTca Habopom npaBua U paspelleHnt no
PAacNoNOXeHUo K1  B3ammopgenctemio ¢annos B OC, a TakKe MCNOAb30BaHMEM
B3aMMOCBA3aHHbIX KOMMOHEHTOB.

NMPUMEYAHUE. Jna KOPPEeKTHOM yCTaHOBKM 1 paboTbl Ha MY, GYHKLMOHUPYIOLLEM
noa ynpasneHmem OC ABpopa, RPM-nakeT pAonkeH COOTBETCTBOBATb TpeboBaHUAM,
YKa3aHHbIM Ha Beb-cauTe: https://developer.auroraos.ru/doc/
software_development/guidelines/rpm_requirements. OgHaKo 415 ynpoLleHMa npoLecca
y pa3paboTymKka ecTb BO3MOXKHOCTb OTK/IOYeHMA Banuaaumm RPM-nakeToB, npu 3TOM
OCHOBHbIE KPUTUYECKME AN CUCTEMbI MPOBEPKM OCTAHYTCA aKTUBHbIMMU.

[na rpynnbl 6e3onacHocTm TpebyeTcs cneaytollee:

— o0bA3aTenbHaa noanMch pa3paboTynKka, MeTKa — developer;

— ONUMOHANbHAA MOAMUCb WMCTOYHWKA, MeTKa — client. Vicnonb3yetca ANA
peann3aummn AOBEePeHHbIX UCTOYHMKOB (nn. 4.4.1.3).

MoAanucK HakNaabliBatOTCA CAeayoLmMm 0bpas3om:

1) Pa3paboTumk noanucbiBaeT RPM-naKeT, KOTOPbIN OH NPOM3BEN;

2) RPM-nakeT onumnoHaAbHO NOANMUCHIBAETCA NOAMMUCHIO UCTOYHMKA (MapkeTom MI
NN KNTNEHTOM).

Mpn 3TomM pa3paboTymk noanucbiBaeT HenocpeacTBeHHO RPM-nakeT, a KaxAabli
nocneayoLmin cybbekT NoanmncbiBaeT NpeablayLlyto NoAnuUch (T.e. UCTOYHMK NoAnucbiBaeT
noAnncb paspaboTymKa), TakKum 0bpa3om OpraHM3oBaHa Mepapxma NOANMCEN, B KOTOPOM
Ha KaXk40M M3 3TanoB NPOBEPKM MOXHO BbIABUTb PACXOXKAEHNA.

KopHeBoit cepTudmkaT npeanpuaTMa-paspaboTymka: An8 YCTaHOBKM [O0BepwuA
MeXay cepTuduKaTamm UK CUCTEMOM nNpeasaraeTcs Mepapxmyeckasa CBA3b Mexay
cepTudMKaTamm, KOTOpble WCMOAb3YyOTCA ANA noanucu  nakeTtos. [lpeanpuaTtune-
pa3pabotunk OC ABpopa NOCPEACTBOM YTUAWUTbI tk26sig reHepupyeT cepTudukar,
KOTOPbIA CYMTaeTca KOpHeBbiM. [danee npeanpuatMe-pas3paboTyMK, MCNOAb3yA AaHHbIN
cepTUPUMKaT, BblAaeT cepTUOUKATbI CBOMM KIMEHTAM Ha OCHOBE MX 3aMPOCa - 3TO MOTyT bbITb
KAtOYM pa3paboTymKa U UCTOUYHMKA.
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Takmm 06pa3om, Bcerda BO3MOXKHO MNPOCAeAMTb CBA3b MEXAYy LLenoyKkon
CcepTMOUKATOB: €CU BblAAHHbIN KAMEHTAaM CepTUOUKAT He BblAaH NpeanpuaATUEM-
pPa3paboTyMKOM, OH CYMTAeTCA HeaeNCTBMTENIbHbIM, COOTBETCTBEHHO, BCE MOMbITKM
yCcTaHoBUTb RPM-naKeTbl, NnoAnncaHHble cepTUdMKaTaMu, BblAAHHBIMUW HE NpeanpUATUEM-
paspaboTynkom, byayT HeyAauYHbIMMN.

MyTb 4O KOpHeBoro ceptudumkaTa npegonpeneneH Ha MNPOrPaMMHOM YPOBHE:
/etc/rpm/rootcacert—omp.pem.

CepTuduKaT npegnpuatua-paspaboTtumKka: cpeam Bcex cepTMdMKaToB ANs rpynmbl
developer Hanbonee BaXKHbIM ABnaeTcA cepTudumKar, BblAAHHbIN
npeanpuAaTUIo-pa3paboTunky anda paspabotkm OC ABpopa. TakMmu cepTUdMKaTamm
MNOAMNMCBIBAOTCA BCE MPOAYKTbl  NpeanpuATUA-pa3paboTinmka M BCE  CUCTEMHbIE
RPM-nakeTsbl.

MakeT, NOAMMCAHHbIN AaHHBIM CepTUPMKATOM, He noABepraeTca npoueccy
BaAMAauMm (T.K. TaKMe nNakeTbl BCErAa CUYMTAOTCA AO0BEPEeHHbIMK). [na  oTanyma
cepTMdMKaTOB MAEHTMOMKATOP NYBAMYHOIO KAKOYa AaHHOMO cepTUdMKaTa yCTaHaBIMBaETCA
B ®C no Nyt /etc/rpm/system-developer-keyid U NPU YCTAaHOBKE KaXKAOro naketa
npoucxoauT npoBepKa NybAMYHOro KAwda cepTuduMKaTa npeanpuaTUA-paspadboTymKa,
KOTOPbIM NOAMNMCAH NAKET C KOYOM, pacnonoxKeHHbiMm B OC.

BHyTpeHHAA CTpyKTypa nognucen: noanucu damna IMA mHTerpmpytotca B 610K
noAnucK NnpeanpuaTna-paspadboTymKka, noanmcb IMA nepeHocMTCA M3 3aro/s10BKa NakeTa.
TonbKo nepsasA Noanuch (He Becb Gaiin) 3aBepAeTCs BTOPOM NOAMMCH!O.

O6wmnin popmat noanncaHHoro RPM-nakeTa npmseseH Ha pucyHke (PucyHok 132).

RPM-naket MNognucaHo
PazpaboTumrom
—

3aronoeokK

CofepHUMoe ’

Moanuck 1
(PazpaboTumk)

CeefeHMA 0 NOANMCEHTE
MoanucaHo

Ceptudukar KnneHToM

Mognuce IMA

Lleno4yka poTaumm
{onu.)

Monnuck 1 (3aronoeok)

MNognucet 2 (KnueHT)

CeefleHUA O NOANUCAHTE

CepTuduraT

Moanucb

Moanuce 2 (3aronoeok)

PucyHok 132
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Bannpauna RPM-naketos: RPM-nakeTbl BaAMANPYHOTCA CUeHapueM, HaxoAAUMMCA
B NpoekTe rpm-validator. lNpouecc BaAMaaumm Ha COOTBETCTBME MPOX0oAAT He Bce RPM-
NakeTbl, @ TONbKO HEe YAOBAETBOPANOLIME YCAOBMAM 0OE30MacHOCTM, YKa3aHHbIM Ha
Beb-canTe: https://developer.auroraos.ru/doc/software_development/guidelines/
rom_requirements.

RPM-naKkeTbl, NOANMCAHHbIE KAOYOM NPeanpuATUA-pa3paboTiMKa, He NpPoXoaaT
npouecc Banvaaumnm.

[Mpw ycTaHOBKe Yepe3 1ibrpm RPM-naKeT npoxoauT cneayroume ctagmm:

— BHYTPEHHWE NPOBEPKY;

— Bannmaauma nnarMHOM rpm-plugin-validation.

MnarmH rpm-plugin-validation, BbI3BaHHbIA nepen ycTaHoBKOM RPM-nakeTa,
nocnenoBaTelbHO BbIMOAHAET CAeaytoLLmMe AeNCTBUA:

— MpoBepKa noanucein n ceptudmnrkatos RPM-nakera;

— ecnn RPM-naket ABndetca obHOBAEHMEM, TO MpPOBepseTcA, 4To cepTuduKaT
pa3paboTynka He u3meHuncs (T.e. He U3MeHMNca nAu  pa3paboTumk). MameHeHue
cepTuduKaTa NpeanpuaTMA-pa3padboTYMKa CYMTAETCA OLLIMOKOM YCTAHOBKMY;

— ecan RPM-nakeT noanucaH He npeanpuaTMem-pa3paboTynMKoM, BbIMOAHAETCS
Ba/MAauUmMA nakeTa. HeycneuwHas Bannaauma c4MTaeTcs OWMOKOM YCTaHOBKY;

— BCTaBKa cepTudumkata B cuctemHbin IMA keyring. HeycnewHbin npougecc
CYMTaeTCcA OoWnbKOM YCTaHOBKM;

— BCTaBKa MWHPOpMauum o noanucax u ceptudumkatax RPM-naketa B B/
rpmsign-external. HeycnewHbln NPOLLECC CYNTAETCA OLMOKOM YCTAaHOBKM.

Mo 3aBeplieHnm obpaboTkn RPM-naKeTa Kaxaoe AencTBme cosgaeT coobuieHume
ayamTa B sdjd (cuctema ayauTa npeanpuatua-paspaboTymka (cm. nogpasgen 4.1) o6
ycnexe nmbo Heycnexe Npu ycTaHOBKe UAn yaaneHnn RPM-nakeTa.

Mpu ycTaHoBKe ntoboro RPM-nakeTta HeobxoaMMO y4MTbIBATb Caeaytollee, 4yTo
Kaxabli1 RPM-naKkeT Ao/mKeH MMeTb Kak MUHMMYM NOANUCH NpeanpuaTUA-pa3paboTyimKa
naketa.

[Ona nposepkn noanncn RPM-nakeTa He06X0AMMO BbIMONHUTL KOMAHAY:

rpmsign-external verify --root-cert ca.pem someapplication.rpm

[lna npocMmoTpa BaKHbIX aTpMbYTOB NOANUCK (MMEHM cybbeKTa, MeTKM 1 |D Ktoya)
HeobX0AMMO BbIMOAHNUTb KOMaHAY:

rpmsign-external dump someapplication.rpm

4.4.1.2. MNoanuce MIT

Ona noanncm MIN HeobXxoANMMO BbIMOAHUTb KOMaHAY:

rpmsign-external sign --key packages-key.pem --cert packages-cert.pem
sampleapp.rpm

roe:
— sampleapp.rpm — NaKeT, cogepxawmm No;
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— packages-key.pem — 3aKPbITbIA KAOY NOAMNMCKU NAKETOB;

— packages-cert.pem— CepTl/ld)l/IKaT noAanmcum NakeTos..

BHUMAHMUE! B npouecce noanucm byayT 3anpolleHbl NaposbHble ¢ppa3bl oT pannos
C 3aKpbITbIMK KNtodamm ana nognmck RPM-nakeTos.

Ona nsonaumm MIT Mcnonb3yroTcA NecoYHULUbl, ONMMCaHMe KOTOPbIX NPWBELEHO B
noapasgene 4.5.

4.4.1.3. Micnonb3oBaHMe A0BEPEHHbBIX MCTOYHUKOB

B OC ABpOpa MCNoNb3yeTca MexaH13m ynpasaeHna 4OBEPEHHbIMM UCTOYHMKAMMU, C
MOMOLLBID KOTOPOro Ha MY MOXHO YyCTaHaB/MBATb TOJIbKO AoBepeHHble M1, nmetrowme
noAnNMCb OAHOTO U3 UCTOYHUKOB, 40OABNAEHHbIX B CMIMCOK JOBEPEHHDbIX.

MoANUCb NCTOYHMKA B CMIMCOK AOBEPEHHbBIX MOXKET bbITb A0OaBNEHA:

— opuuManbHbIM MarazmHom MI1;

— agmuHuctpatopom MM10.

Mpwn paboTe ¢ MMM agMUHUCTPATOP NOAYYaAET C/ieytoLme BO3SMOKHOCTH:

— yCTaHaBAnBaTb MI1, noagnncaHHble Pas3IMYHbIMU UCTOYHWUKAMKM, 40DaBAEHHbBIMM
B CMMCOK J0BEPeHHbIX (cm. nn. 2.3.2.1);

— 000aBNATb UCTOYHMKM B CMIMCOK AOBEPEHHbIX A5 NOoc/ieaytoLen ycTaHoBKu M1
(cm. nn. 2.3.2.2);

— ycTaHaBamnBaTb MI 6e3 noanuncy ncTtodHmnKka (cm. nn. 2.3.2.3).

Mpwn paboTe ¢ 4OBEPEHHBIMW UCTOYHMKAMM aAMUHNUCTPATOP NOMYyYaeT caeayrolime
BO3MOXHOCTH:

— paspelaTtb U/MAK 3anpeLwaTtb YCTaHOBKY HenoanucaHHoro MMM (nn. 4.4.1.3.1);

— MPOCMATPMBATL CMMUCOK M BbIOMPaATb A0BEPEHHbIE UCTOYHUKM (nn. 4.4.1.3.2);

— yAanAaTb UCTOYHMK M3 CNUCKa AoBepeHHbIX (nn. 4.4.1.3.3).

4.4.1.3.1. HacTpolKa yCcTaHOBKM HenoanncaHHoro Mr1

[na paspelweHns YyCTaHOBKM HenoanucaHHoro MIT HeobxoAMMO BbINOAHUTL
cnepytouine AencTema:

— OTKPbITb MEHI0 CMCTEMHbIX HACTPOEK KacaHMeM 3HauyKa @ Ha JKpaHe
NPUNOXKEHUIM (CM. PUcyHOK 1);

— KOCHYTbCA MNYHKT@ MeHI «MCTOYHUKM MPUNOKEHUIN» & B noapasgene
«be3onacHoCTb»;

— Ha OTKpPbIBLIEMCA CTPaHMLE aKTMBMPOBATb MepekatovaTens «PaspewmnTb
YCTaHOBKY NPUNOXKEHNIM Be3 noanncK NCToYHMKa» (PrucyHok 133);

— NOATBEPAUTb AENCTBME BBOAOM TEKYLLEro napoas (cm. PUcyHOK 4).

NMPUMEYHAHUA:

v Mpu OeaktMBauMmn nepexaodatens «PaspewnTts YCTaHOBKY MpUaoXKeHuin 6e3
NoAMUCK MCTOYHMKa» byayT yaaneHbl ycTaHOBAeHHble M1 6e3 noanMcM MCTOYHMKA
(PucyHok 134);

v MoapobHoe onucaHne ycTaHOBKM HenoAnucaHHbix MM npuseneHo s nn. 2.3.2.3.
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MOBWJIbHASRA
PyI-(OBO,EI,CTBO AdAMNHUNCTPATOpPA l NJAT®OPMA
| MCTOYHUKM NpUNoXeHUi OTMeHUTb MoaTeepauTb
# PaspewwuTb Ycranosxy YpanuTb YyCTaHOBNEHHbIE
npunoxeruii 6es noanucu npunoxeHus 6es noagnucu
CTON ke MCTOYHMKa?

NPUNOXEHUIA

JloBepeHHbIe UCTOYHUKU

BknioyeHue qaHHOW HaCTPOKU NpUBEAET K
BO3MOXHOCTM YCTaHOBKU HeLOBEPEHHBIX

®

PucyHok 133

B cnyyae noaTBEpXAEHUS AAHHOIO AeicTBuUS
6yayT yaaneHsl cneayowme NpunoXeHus:

PepakTop nsobpaxeHuit
WebWildberries
J Colordots

| CodeReader

(1) ClubCode
@ CarBudget
OSM Scout

A Anbda OHnaitH

PucyHok 134

4.4.1.3.2. [lpocMOTp CNMCKA A0BEPEHHbIX MCTOYHMKOB

| ﬂOBEDEHHbIe UCTOYHUKHN

MPUNOXEHUI

dev.rustore.ru
KeyID: d3b57e52...40a14b27

MoaTBepXAEHHbDIE NCTOYHUKM YCTaHOBKMU

PucyHok 135

MPUMEYAHUE. NMoapobHoe onmcaHne nobasneHns
MCTOYHWMKA B CMUCOK [JOBEPEHHbIX MPUBEAEHO B
nn. 2.3.2.2.

[Jna npocmoTpa Cnucka A0BEPEHHbIX MCTOYHMKOB
HEeobXxo4MMO KOCHYTbCA Nons «JoBepeHHbIe NCTOYHUKMUY
(cm. PucyHok 133), B pe3ynbtate oTobpasnTca cTpaHnLa
CO CMUCKOM A0BEPEHHbIX MCTOYHMKOB (PrcyHok 135).
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4.4.1.3.3. YpaneHue UCTOYHMKA U3 CMNCKA 4OBEPEHHbIX

[Ons ynaneHna WCTOYHWMKA W3 CMMUCKa [AO0BEPEHHbIX HEOOXOAMMO BbIMOAHUTb
cneayrouime AencTBuA:

— Ha CcTpaHuue «JloBepeHHble  UCTOYHMKM»  (cM. PucyHOK 135)  OTKpbLITb
KOHTEKCTHOE MEeHH HEODXOAMMOTO UCTOYHMKA;

— KOCHYTbCA NyHKTa «YaanuTb» (PrucyHok 136);

— NOATBEPAUTb AENCTBME BBOAOM TEKyLLEro napons (cm. PUcyHoK 4);

— Ha OTKPbIBLWIENCA CTPaHMLE KOCHYTbCA KHOMKM  «[loaTBepauTb»  ANA
NOATBEPXKAEHNA onepaumm NMBo KHONKKM « OTMEHUTb» AN1A OTMeHbI (PrucyHok 137).

BHUMAHWE! Mpu yaaneHnn MCTOYHMKA M3 CNMCKA AOBEPEHHbIX DyAyT TaKxKe
yaaneHbl MTI1, noanmcaHHble AaHHbIM UCTOYHUKOM (PucyHoK 137).

| JloBepeHHble UCTOYHUKU | OTMeHUTb MopTeepanTb |
lMoaTBEPXAEHHDIE UCTOYHUKMU YCTaHOBKM YnanuTtb UCTOYHUK dev.rustore.ru ua
NpHACKoBIH CrucKa AOBEPEHHbIX?
dev.rustore.ru YnaneHue UCToYHMKa NPUBEAET K yAaneHuo
KeylD: d3b57e52...40a14b27 BCEX NPUOXEHUM, NOANUCaHHbIX AaHHbIM
KeyID: UCTOYHUKOM:
d3b57e525bf0ec890cfb13707c5b1768c09702
3cab26fb595ca1170740a14b27 m RuStore
@ Ynanutb
PucyHok 136 PucyHok 137

4.4.1.4. NpoBepKa noanucy bnHapHbIX parnaos

B noanucn RPM-nakeTa xpaHuTCcs cekuma ¢ noanucamm IMA ana kaxkgoro ¢painna,
coepalleroca B nakete. Bo Bpems yCTaHOBKM COAEPHKMMOro MakeTa Ha Kaxkablin ¢ann
YCTaHaB/NIMBAETCA  pacClWIMpPEeHHbln  aTpMbyT  security.ima, Kyda MNOMeLLlaeTcs
COOTBETCTBYIOLWANA AaHHOMY dany noanmcs IMA.

121



=~ OTKPbITAS

PyKoBOACTBO aAMUHMCTPATOPA l NRATSOPMA

Mpw 3anycke BuHapHoro dpanna nponcxoant obasaTenbHaa Nnposepka noanmcy IMA
c nomouibto noacuctembl OC Linux IMA/EVM 1 cepTuduKata, nepemelgHHOro B
IMA keyring npu yctaHoBke RPM-nakeTa. B cayvae HeycnewHom NpoBepKkn bruHapHbIn dann
He ByaeT 3anyLleH.

[na nposepku noanucn BUHapHbIX GarNoB HEOBXOAMMO BbIMONHUTD KOMAHAY:

rpom -q —--gf ' [%{FILENAMES}\n%{FILESIGNATURES}\n]' package.rpm | grep
-Al /usr/bin/ | tail -n 1 | cut -c 7-14

roe package.rpm — MMa dalna NoANMCaHHOIO NakeTa.

Pe3synbTaToM paboTbl Nporpammsbl byaeT 4 6ainTa, Hanpumep: de39e183.

Takad »ke nocnenoBaTeIbHOCTb UMDP A0MKHA NPUCYTCTBOBATL B BbIBOAE KOMaHAbI
cat/proc/keys, €CAn cepTUPMKaAT noanmcy BuHapHbix Gannos Hbin AobaBneH B Nanky
/etc/keys/ima.

MPUMEYAHMUE. Mpun nposepke noanuck Ml moxkeT noTpeboBaThCA NepesarpysKa
MY.

4.4.2. PaboTta c cepTudumKkaTamm
4.4.2.1. lobaBneHne KOPHEBOro CeEPTUPMKATA YA0CTOBEPAIOLLErO LIEHTPA

KopHeBol ceptnudmkaT yaoctosepsatouwlero ueHTpa (YLU) npeacrasnaet cobor daimn,
coAepKalmin WnPpoBaHHYO cepBUCHYO MHPopMaumio 06 YL. Ha ocHoBe aaHHOro daiina
CTPOMTCA LEenoyka J[oBepus cepTuduKaTam. [lonyyme  AocTyn K WwWndpoBaHHON
MHbOPMALMK, KPUNTONPOBaAMAEpP NOATBEPHAAET MNOAJMHHOCTb AMYHOM Il Takum
obpasom, nwbas 3, sbinyweHHaa YL, paboTaeT KOPPEKTHO TOMbKO MNPU HaANYmUK
KOpHEeBOro ceptuduKaTa.

[Ona pobasneHns KopHeBoro ceptuédmkaTa YL B A0BepeHHble HeobxoaMMOo
BbIMO/IHMTb CAeaytoline AeNCTBUA:

— noakntountb MY K 9BM ¢ nomoulbto USB-kabens;

— BbIOpaTb pexxunm «lpoTokon nepeagavm aaHHbIX (MTP)»;

— cKonunpoBaTb ¢ 9BM n nepeHectn Ha MY ceptudukat YL;

— OTKpbITb MIT «Terminal» 1 BbINOAHUTL CAeaytoLLMe KOMaHOb!:

devel-su
cp <nyTb k dainy> /etc/pki/ca-trust/source/anchors/
update-ca-trust

3arpy3nTb KopHeBoM cepTudukaT YU, Ha MY TakKe BO3MOMKHO C MOMOLLbIO CETM
NHTepHeT, BbinonHnB B MIM «Terminal» cneaytouime KOMaHAabl:

devel-su

curl -o /etc/pki/ca-trust/source/anchors/root ca.crt "https:
//url ceprtudukara/root ca.crt"

update-ca-trust
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4.4.2.2. NpoBepKa cepTUdMKaToB

[ns npoBepKn cepTUdMKaTOB HEODXOAMMO BbINOSHUTL CAeaytolme AeACTBUA:
— 3arpy3uTb KOPHEBbIe CePTUOMKATbI C MOMOLLLbIO KOMaHA,:

curl -L https://developer.auroraos.ru/static/rootcacert-omp.pem -0
rootcacert-omp.pem

curl -L https://developer.auroraos.ru/static/ima-root-ca.x509.pem -o
ima-root-ca.x509.pem

— NpPOBEPUTbL CePTUDMKAT NOANUCK BUHAPHbLIX GanI0B C NMOMOLLLIO KOMaHAOb!:

echo "test" > testfile; openssl smime -sign \ -in testfile \ -
signer binaries-cert.pem \ -inkey binaries-key.pem \ -out
testfile.sig; openssl smime -verify \ -in testfile.sig \ -
signer binaries-cert.pem \ -CAfile ima-root.ca.x509.pem

- ﬂpOBepMTbCepTM¢MKaTHOAHMCMﬂaKeTOBCFHNWOHwK)KOMaHﬂbH

echo "test" > testfile; openssl smime -sign \ -in testfile \ -
signer packages-cert.pem \ -inkey packages-key.pem \ -out
testfile.sig.gost; openssl smime -verify \ -in testfile.sig.gost \
-signer packages-cert.pem \ -CAfile rootcacart-omp.pem

— NPOBEPUTb CEPTUDMKAT CTOPOHHEM OPraHn3aLMM C MOMOLLBKO KOMaHARbI:

echo "test" > testfile-client; openssl smime -sign \ -in testfile-
client \ -signer packages-client-cert.pem \ -inkey packages-
key.pem \ -out testfile-client.sig.gost; openssl smime -verify \
-in testfile-client.sig.gost \ -signer packages-client-cert.pem \

-CAfile rootcacart-omp.pem

4.5. U3onauma npoueccos

4.5.1. N3onauma agpecHbIX NPOCTPAHCTB

PeweHne 3aa4a4m M30MAUMM a4PEeCHbIX MPOCTPAHCTB MNPOLECCOB OCHOBAHO Ha
apxutekType Aapa OC ABpopa, KoTopoe obecneuymBaeT CODOCTBEHHOE WM30/MPOBAHHOE
afpecHoe NPOCTPAHCTBO A/1A KaXKA40ro npoLecca B cucteme.

Mcnonb3yembit MeXaHW3M M30AALMM OCHOBAH Ha CTPAHMYHOM MEXaHM3Me 3aLLMTbl
NaMATM, a TaKXKe MexaHM3Me TPaHCAAUMKM BUPTYanbHOTrO ajapeca B  GU3MYECKUA,
noAAepKMBAEMOM MOAYAEM yrpaBaeHna NnamaTbto. O4HM 1 Te e BUPTyaabHble aapeca, C
KOoTopbIMW paboTaeT npoueccop, NpeobpasytoTca B pasHble dM3MyecKkme aapeca ANA
Pa3HbIX a4pPecHbIX MPOCTPAHCTB. [pn 3TOM Npouecc He MOXKeT HeCAHKLMOHWUPOBAHHbLIM
06pa3om Noay4mTb AOCTYN K MPOCTPAHCTBY APYroro npouecca, T.K. HENPUBUAETMPOBAHHbIN
NO/1b30BATENbCKUI MPOLUECC AMWEH BO3MOMKHOCTM paboTaTb C GU3MYECKOM MNaMATbIO
HaNPAMYHO.

MPUMEYAHUE. MexaHn3sm pasgensaemon namAaTM No3BOAAET MOAYYMTb AOCTYN K
OAHOMY M TOMY € VY4yacTKy MamMATM U  HAXO4MTCA NOJL, KOHTPOJAEeM MNOJINTUKMK
OVNCKPELMOHHOro pa3rpaHnMyeHma npas 4oCcTyna.
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AApecHoe NPOCTPaHCTBO AApa 3allMUEeHO OT MN0/b30BaTe/IbCKMX MPOLLECCOB C
MCMNONb30BAHMEM MEXAaHWM3Ma CTPaAHMYHOM 3awmTbl. CTpaHWLbl NPOCTPAHCTBA AApa
ABNAOTCA MPUBMAETMPOBAHHLIMMK, M AOCTYN K HUM W3 HEMNPUBUAETMPOBAHHOIO KOAA
BbI3bIBAET UCKAKOUYEHME MPOLLECcCcopa, KOTopbIM obpabaTbiBaeTca aapom OC KOPPEKTHbIM
obpaszom.

EANHCTBEHHBIM  CAHKLMOHMPOBAHHbLIM cnocobom pgoctyna K aapy OC wu3
N0/b30BATENIbCKOM MNPOTrPaMMbl  ABAAETCA MEXaHM3M CUCTEMHbIX BbI30BOB, KOTOPbIN
rapaHTMPyeT BO3MOXHOCTb BbIMOSIHEHMA MO/b30BATE/NIEM TONbKO CaHKLMOHMPOBAHHbIX
NEencTBUN.

[lononHUTeNbHbIE  MEXaHW3Mbl  M30/1AUMM  NpoLeccoB  obecnevymBatoTcA
NPUMEHSAEMBIMU TEXHONOTMAMM KOHTEMHEPM3ALMM HE TONbKO APYr OT Apyra, HO U OT
BHELLHMX PECYPCOB, a TaKXKe BHELIHWX PeCcypCcoB OT NPOLECCOB.

MporpaMmMHble CpeaCcTBa pa3peLlatoT NPOoLeccy AMlb OnpeaeneHHbl nepeyeHb
[ENCTBUI, BbIMONHAEMbIX MO OTHOWEHMIO K APYyrMm npoueccam u nepupepuinHbim
YCTPOMCTBaM, BKAOYAsA NMOCTOAHHOE 3aMOMMHatoLLLEE YCTPONCTBO, KOTOPbIM onpeaenaeTca
NP yCTaHOBKE NaKeTa, CoOAepKaLlero MCNoAHAEMbIN Gaiin.

NMPUMEYAHUE. MoapobHoe onucaHue NPUBUIETUPOBAHHbIX "
HenpMBUAETrMPOBAHHbIX MPOLLECCOB NPMBEAEHO B noapasaene 4.3.

4.5.2. N3onauma MIT c ncnonb3oBaHnem NecovHuL,

B OCABpopa peanmsoBaHa Wu3onauma MI1 C MCNONb30BaHUMEM MECOYHML,
OCHOBAHHbIX Ha cBOBOAHO pacnpocTpaHaemom npoaykTe Firejail, KOTopbIM MCNonb3yeT
cTaHaapTHble ana OC Linux MexaHM3Mbl namespace W seccomp-bpf, MO3BOAAKOUIME
onpeaenAaTb CMUCOK AOCTYNHbIX A1A MIT CMCTEMHbIX BbI3OBOB.

Firejail npeactaBnaer cobol NErkoBecHyd MNecovyHuuy W NOoAXOAUT  ANS
MCNoNb3oBaHMA B MY, npum 3TOM BCe nonb3oBaTesibCKkMe MI1 3anyckatoTca 4epes
sailjail-obepTky Hap Firejail. JlononHuUTenbHO ANA M30AAUMM MCNONb3yeTcs xdg-dbus-
proxy, QUALTPYOWMI NpokeK ana D-Bus.

MeXaHM3M seccomp-bpf 3anpelLaeT HEKOTOPble CUCTEMHbIE BbI30BbI, HANPUMEP:
mount/umount, ptrace, kexecW Ap.

10 yMONYaHUIO B mount namespace AOCTYM K ®C OrpaHnN4YmMBaeTCA A0:

— [0CTyna Ha YTeHWe W 3anucb K JaHHbIM KOHKpeTHoro M1 ($XDG DATA HOME,
$XDG_CONFIG HOME, $XDG CACHE HOME);

— [0CTyna TO/IbKO Ha YTeHMe K /usr/share/$ApplicationName;

— [OCTyna TO/MbKO Ha YTeHMe K HEeKOTopbIM Mankam UM danam B
/etc, /usr/share, /var/libWT.A.

[ocTyn K ®C moxKeT bbITb pacLUMPeH NPKM 3aNpOCce COOTBETCTBYIOLLMX Pa3peELLEHW,
OMMUCaHHbIX C NOMOLLbtO NpasuAa Firejail, Hanpumep:

— pa3spelweHne «Pictures» npefocTaBNAeT AOCTYMN HAa YTEHME WM 3aMNUCb K Mankam
NONb30BaTeNA ~/Pictures, a TAKXKE K KILWWY NPEBLIO;
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— paspelueHne «RemovableMedia» npeaoctaBagaeT 4OCTYN K CbeMHbIM HOCUTENAM

(/media/S$USER/) U T.A.

B net namespace NoO ymon4aHuio 406aBASETCA TONbKO loopback device.
PaboTta B necoyHnue no3BONAAET OonpeaennTb MI1 paspeweHna Ha AO0CTyn K
pecypcam, o6ycnoaneHHue SN1EMEHTaMU, ONMMCaHME KOTOPbLIX MNpmBedeHO B Ta6nmue

(Tabnuua 15).
Tabnnua 15

Ne dnemeHT

OnucaHue

1 Accounts

[MpocmoTp, MoAMPUKALMA N CUHXPOHM3ALUMA YHETHbIX
3anucemn

2 AccessSecuritylLog

JoCTyn K perncTpauymoHHOMY KypHany

Audio

BocnpounsseaeHue 1 3anmcb ayamo, U3MeHeHne
KOHPUrypaumm

Bluetooth

MoakntoyeHne n ncnonb3osaHue Bluetooth®-yctpoiicts

Calendar

MpocMmoTp 1 moanduKkaumns cobbiTiM KaneHaapsa

[locTyn K Kamepe, cbemKa ¢OTO M BUAEO

Contacts

MpocMOoTp M MoANDUKALMA AaHHbIX KOHTAKTOB

DeviceInfo

N3BneyeHmne gaHHbIX 0 MY

Documents

4
5
6 Camera
7/
8
9

Hoctyn K nanke «Documents»

10 |Downloads

[ocTyn K nanke «Downloads»

11 |E-mail

qTEHMeL40TﬂpaBKaﬂMCGN\M33ﬂeKTpOHHOMﬂOqTH,
AOCTYN K BIOXKEHUAM

12 |Internet

Ncnonb3oBaHue ceTn MIHTepHeT

13 |Location

Ncnonb3oBaHWe reosiokaumm

14 |LogSecurityEvents

3anunch B PErMCTPALMOHHbIN KypHan

15 |MedialIndexing

JocTtyn K nepeyHto pannos Ha MY

16 |Messages

JocTyn K 4yTeHunto 1 oTnpaske SMS

17 |Microphone

3anuch ayamo C NOMOLLbI MUKPOdOHa

18 [Music [ocTyn K nanke «Musicy», nnennmctam n 0610KKam
19 |NFC MoakntoveHune n ncnonb3osaHne NFC-ycTpoicTs
20 |Phone OcyllecTB/ieHMe BbI3OBOB HAMNPAMYIO UK Yepe3

N0Nb30BaATENLCKNIM MHTEPdENC

21 |Pictures

[octyn K nanke «Pictures»

22 |Printing

[MpOCMOTP 1 UCNOb30BaHME AOCTYMNHbIX MPUHTEPOB

23 PublicDir

[ocTtyn K nanke «Pictures»

24 |PushNotifications

YTeHune push-yBeaomneHum

25 |RemovableMedia

Ncnonb3oBaHWe KapT namaTth n USB

26 |SecureStorage

XpaHeHne WnPpoBaHHbIX Gpannos

27 |ScreenCapture

3aXBaTcerpHumworoaKpaHa
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28 |UserDirs [ocTtyn kK nankam «Documents», «Downloads», «Music»,
«Pictures», «Public» n «Video»
29 |Videos JocTyn K nanke «Videos»
30 |WebView Nna ncnons3osaHus Gecko WebView

[ns kaxkgoro MI1, BbINONHSAOWErocA B NECOYHMLE, MOXKET ObiTb CO3AaH NPOPUAD,
onpeaenaArWmn ero BOIMOXKHOCTU M noBeaeHue. Hanpumep, npodunb ans MM «Moroga»
MOXKET BbITNAAETb CeAYOLWMM 0Dpa3om:

# Firetail > Firejail profile for /usr/bin/omp-weather

### security filters
caps.drop all
nonewprivs

seccomp

### network
protocol unix,

### environment
shell none

##4# baseline
include permission-baseline.inc

### application

private-bin omp-weather,

private-etc passwd, group, location,dconf, xdg, fonts, system-fips, selinux,
private-tmp

dbus-user.own ru.omprussia.weather

whitelist /usr/share/omp-weather

# Settings
include sessionbus-com.jolla.settings.inc

# Connman
include systembus-net.connman.inc

4.6. 3aWwmTa NaMATH

4.6.1. O4mcTKa NamaTm

OumcTKa OMnepaTMBHOM MNAaMATM OCHOBaHa Ha apxuTekType aapa OC ABpopa M
rapaHTUPYET, YTO OObIYHbIA HENPUBUAETMPOBAHHbIM MPOLECC HE MOXKET NONYYUTb AaHHbIE
YyXKOro npougecca, ecam 3To ABHO He paspelleHo [P/,
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CpeacTBa B3aMMOAENCTBMA MeX Ay NPOoLEeccaMmi KOHTPOIMPYOTCA € nomolLbto MNP/,
M MPOLECC HE MOXKET NONAYYNTb AOCTYMN K HEOUYMLLEHHON NAaMATK (KaK OonepaTMBHON, TaK U
ANCKOBOW). AApO BblAENAET KaKAOoMy MpoLeccy BMPTya/lbHOE afpecHOoe MPOCTPAHCTBO,
KOTOpOe TpaHCAMpyeTca B PU3NYEeCKMe agpeca NamsaTi C NOAAEPHKKOM PpaHAOMMU3aLMN.

[locTynHble  ANs  NONb30BaTeNbCKOro npouecca GYHKUMM  BblAENEHUA U
pacnpefeneHna NamaTK OCYLECTBAAOT BbINOJHEHME peXMMa WHULUMANU3aLMM, Npu
KOTOPOM MNPOMCXOAMT ODHyNeHne Aaveek namaTn. Takum obpas3om, A4pO0 U CUCTEMHASA
6nubnnoTeka libc rapaHTUPYOT MNOAyYeHME MNPOLLECCOM TObKO OYMLLEHHBIX CTPaHML,
namaTn 6e3 ocTaTouHON MHPOPMALLMN.

O4yMCTKa NamATM Ha BHeWwHMx HocuTenax (eMMC) ocHoBaHa Ha peanmsauum
MexaHM3Ma secdel, KOTOPbIA OYMWAET HA HOCUTene Heucnoabldyemble 6Ha0KkM OC
HenocpeACTBEHHO MPU MX OCBODOXKAEHMM C MOMOLLbIO MEepe3anmcy MX MaCKMpytoLLLen
nocneaoBaTeIbHOCTbHO.

4.6.2. O4nCTKa NO/Ib30BATE/IbCKMX AAHHbIX

MPUMEYAHUE. HacTpolika cepBmca O4YNCTKM NOJTb30BATENbCKUX AaHHbIX AOCTYMHA
TONbKO aAMUHUCTPATOPY.

CepBuC nNpedHa3HayeH Aa8 OYUCTKM MONb30BATENbCKMX AAHHbIX MO PacnMCaHMUIO
NNA BCEX YYETHbIX 3anuMcer nosib3osBaTenien. BbinoAHAA 0YMCTKY NONb30BATENbCKMX NAMOK,
CEPBUC yMeHbllaeT o0b6bem yTeYKM MONb30BATENBCKOM MHOOPMALMM B  CAy4vae
HeCaHKLMOHMPOBAHHOIO AOCTYMNa K NanKkam.

OumMcTKa 3a4aHHbIX NanoK MNPOM3BOAMTCA C  YYETOM  B/IOXEHHbIX MNanok
(pekypcuBHO).

CpoK XpaHeHMAa pannoB B Namnkax, BblAENEHHbIX C MOMOLLbIO KOHPUTYPALMOHHOTO
dainna, oTCYMUTbIBAETCA OT BPEMEHM NOCNEAHEr0 M3MEHeHMA Ppanna.

BHUMAHMUE! Monb3oBaTensbckme ¢palinbl, KOTOPblE HE MNOABEPHKEHbI UBMEHEHMAM B
npouecce 3aKCnayaTaumm, M KoTopble ciedyeT obe3onacuTb OT OYMCTKM, PeKOMeHayeTcs
XPaHUTb B NanKax, HEKOHTPOMPYEMbIX CEPBNCOM.

Mpu pacyeTe CpOKa XpaHEeHUA NONb30BaTENbCKUX GaNN0B HEODXOAMMO YYMUTbIBATH
cneayoume NONOKEHUS:

— CPOK pacCcyMTbIBAaeTCA C MOMEHTa CO34aHMA Yy4YeTHOM 3anmMcu M BHeCeHMA
nocneaHero USMeHeHui;

— BPEMEHHbI MHTepBan NPOBEPKM CEPBMCOB, COCTABAAOLLNIM OAMH Yac, BXOAMT B
CPOK XpaHeHMs;

— He MOXEeT NPeBbIWaTb 3aJaHHblM CPOK XpaHeHua pannos (PrucyHok 139).

MPUMEYAHUA:

v/ MepeyeHb Manok 1A OYMCTKM MOMb30BATE/IbCKMX JaHHbIX ONpesenseTca npu
BHEAPEHUM U MOMKET ObITb MU3MEHEH C MOMOLLbIO KOHUTYPALIMOHHOTO Gpainna;

v/ BbI6Op NamnoK no yMos4YaHMIo OrpaHmUYeH CneayoWwmmmn nankamu:

— ${HOME}/Documents;

— ${HOME}/Downloads;
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— ${HOME} /Music;

— ${HOME}/Playlists;

— ${HOME}/Pictures;

— ${HOME}/Public;

— ${HOME} /Videos.

v'Y agMuHKUCTpaTopa
nankun anaa O4NCTKM C NOMOLWbHO

| Manku

YcTaHOBUTE MaKCUMasbHbI CPOK XpaHEHUs
¢dainos B 3agaHHbIX nankax: epaitn Gyget
YAaNEéH U3 nanku, ecnv okaxeTcs cTaplue
YCTaHOB/IEHHOrO CPOKa.

# HeypnanaTtb ¢aitnbl .dst
Documents OtknioyeHo
Downloads OtknioveHo
Music OTtknioueHo
Pictures OTknioyeHo
Playlists OTknioyeHo
Public OTtknioueHo

Videos OTtktoyeHo

PncyHok 138

— KOCHYTbCSi MoAnsa ¢C
(cm. PucyHok 138);

OTCYTCTBYET BO3MOMKHOCTb CamMoCToATeNbHO A06aBAATb
NONb30BaTENLCKOro MHTepdeca.

[ns BKNKOYEHMA OYMCTKM NONb30BATENbCKMX AAHHbIX
HeobXxo4MMO BbINOAHUTbL Cieaytolme AeNCTBUS:

— OTKPbITb MEHK CUCTEMHbIX HACTPOEK KacaHWem

3Ha4kKa @ Ha DKpaHe NpuaoxKeHun (cm. PucyHok 1);
— KOCHYTbCA MyHKTa MEH!0

«AAMUHUCTPUPOBAHMEY &g nogpasgene «Cucreman;

— Ha OTKPbIBLIEMNCA CTPaHMLLE KOCHYTbCA MYHKTa
MeHto «O4YncTKa NO/1b30BaTENbCKMX NaHHbIX»
(cm. PUcyHOK 76) ana oTobparkeHnsa CTPaHWLbl C Mankamm;

— KOCHYTbCA nepekntoyaTena «He yaanatb dannbl
.dst» (PrcyHok 138).

NMPUMEYAHMUE. KoHdurypaumnmoHHbsle dannbl
dopmaTta  .dst npegHasHayeHbl A8 HACTPOMKMK
ctopoHHero VPN-peweHua Vipnet;

Nankom, y KOTOpPOM HeobXOAMMO BKAOUYMTb OYMCTKY

— Ha OTKPbIBLIENCA CTPaHMLLE KOCHYTbCA nepekatovaTena «BKAOYUTb OYMCTKY»

(PucyHok 139).

MPUMEYAHUE. Ona akTMBaumMm nepekntovaTens AOCTaTOMHO KOCHYTbCS MOAA, B
KOTOPOM OH PaCMONOXKeH: NepekatovaTe/lb Ha4YHeT CBETUTLCA ApYe, YeM B COCTOAHWUMK MO

YMONYaHUIO (HEAKTUBHOM);

— 33/[aTb CPOK XpaHeHMa palnNoB NO pacnmcaHunto, Nnepemellas COOTBETCTBYOLLMA

cnangep (PucyHok 139):

® BMPaBO A/15 yBEAMYEHUA CPOKa (MaKCMManbHoe 3HaYeHne: 168 yacos);
® B/1E€BO A/18 YMEHblUEeHMA (MUHUMaNbHOEe 3HaYeHue: 4 Yaca).

NMPUMEHAHUA:

v’ lar nsmeHeHuMa cpoKa xpaHeHusa dalnos — 4 vaca;
v/ 10 YMOMYaHMIO CPOK XpaHeHusa dpainos — 72 vyaca;
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— KOCHYTbCA KHOMKM «[loaTBepAMTb» ANA MNOATBEPKAEeHWA onepaunm nmbo
KHOMKN «OTMeHUTb» Aaa oTMeHbl (PucyHok 139), B pe3ynbraTte Ha cTpaHuue «ankm»
OyaeT 3MeHeH CTaTyC y BbibpaHHOM nanku (PrucyHok 140).

Ona  OTKAOYEHWMA  OYMCTKM  MONb30BATENbCKMX  AAHHbIX  HeobXxoAnmo
[EeaKTUBMPOBATb NepekatoyaTeb « BKAtounTb ouncTtry» (PucyHok 139).

| OTMEeHUTb MoaTeepauTb | Manku

YcTaHOBUTE MakCUMasbHbIA CPOK XpaHeHus
Documents ¢alinos B 3agaHHbIX Nankax: ¢aiin 6yper
yAanéH 13 narnku, ecnu okaxeTcs cTaplue

YCTaHOBNEHHOro Cpoka.
BKAOYUTL OYUCTKY

72 yaca # Heypansatb daiinbl .dst
Cpok xpauenmacbaﬁnoa ‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘ Documents 72 yaca
Downloads OTtknto4yeHo
Music OTtknioyeHo
Pictures OTknioyeHo
Playlists OTtknioyeHo

Public OTknioueHo

Videos OTtknioyeHo

PucyHok 139 PucyHok 140

4.6.3. [Nepe3anncb 0CTaTOYHON MHPOPMALUM

B OC ABpopa peannsoBaHa O yHKUMA Nepe3anncn OCTaTOYHOM WHbOopMaLMK,
cpabaTbiBatoLaa Kaxablh pa3 npu yaaneHun danna. lNpouecc nepesanncu NpomcxoamT
aBTOMATMYECKM W CKPbIT AN Nosb3oBaTena. B cayvyae HeobxoaMMOCTM OCYLLECTBUTb
NPUHYOUTENBHYIO — Nepe3anncb  CAyYalHbIMKM - MAW  cneuyanbHbiMM  BUTOBbIMMK
NocnefoBaTeIbHOCTAMMU aMUHUCTPATOP MMEET BO3MOXHOCTb CAMOCTOATEIbHO 3aMyCTUTb
npoueaypy yaaneHma danna u/mam nankm.

[laHHaa npoueaypa NPUBOAUT K CHUKEHWUIO MPOMU3BOANTENBHOCTM, OCODBEHHO Npu
yaaneHumn 6onblioro ¢parna: yem gpann bonblie, TEM CHUKEHWNE CYLLECTBEHHEE N 3aMETHEE,
T.K. Ha Nepuoa rapaHTMPOBAHHOIO YyAaneHWsA BCe OCTajlbHble Onepaunn 3anucKm Ha
HoCcUTeNb MHDOPMALIMN MPMOCTAHABAMBAIOTCA M NMOMELLAIOTCA B oYepesb A0 3aBeplleHuna
yaaNeHus.
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OC ABpopa OyHKUMOHMPYET Ha MY, namaATb KOTOPbIX CcOCTOMT M3 Habopa
(MHOecTBa) sYeeKk. BBuAy KOHCTPYKTMBHbIX ocobeHHocTer MY Kaxaaa ayeinka umeet
60NblIOe M KOHEYHOE KONMYECTBO LMKAOB Mepes3anuncu, T.e. MOCTOAHHbIE onepaumm no
YTEHWUO W 3anmncu c/Ha USB-HakonuTenb BAEKYT YBEAWYEHMEe cuyeTynka obpalleHuni
(KO/IMYEeCTBO KOTOPbIX OrPaHMYEHO Ha annapaTHOM YPOBHE) U1, KaK CNeACcTBUE, NOCTENEHHOE
CHUMEHWE CPOKa CNy*Kbbl HakonuTens.

HepaumoHanbHOE MCNOAb30BaHMe MHOTOKpaTHoW nepe3sanucmn OC ABpopa BaeyeT
CHUXEHME NPON3BOAMTENIBHOCTM HA BpeMA NPOBEeAEHMA Onepaunm yaaneHmna n CHUKeHue
CPOKa CNyXbbl HAKONUTENA AaHHbIX MY.

[1ns MHOrOKpaTHOW Nepe3anmncm MCNONb3yeTcA YTUANTA KOMAHAHOM CTPOKM wipe,
NOCTYN K KOTOPOM ocyLlecTsnaaeTca ¢ nomoupto MMM «Terminal» (cm. nogpasaen 2.3.2.2).

MoapobHoe onucaHne uHTepdeiica wipe NPUBEAEHO B MPUNOKEHUMU
(Mpunnoxerue 3).

4.7. ObecnevyeHne HaAeXHOro GYHKLMOHUPOBAHUA

4.7.1. HagexkHble MeTKM BpeMeHu

MeTKa BPpeMEHM CYMTAETCA HAAEKHOM MNP YCNOBUM HEBO3MOXKHOCTM BHECTU B HEE
M3MEHEHWA Nocne CO34aHNA, eCAM LLENOCTHOCTb JaHHOM METKMN He Bblna HapyLleHa.

HaperkHble meTKM BpeMeHn obecneymBatoTCcA apxXMTeKTypol xpoHomeTpaxa OC,
KoTopasa npeactaBnseTr cobol Habop CTPYKTYP AaHHbIX M QYHKUMIK Aapa, MMELMX
OTHOLLIEHME K OTCIEXMBAHMNIO X043 BPeMeEHM 1 6A3MpPyHOLMXCA Ha:

— CcYeTyMKe OTMeTOK BpemeHu (TSC);

— nporpammmpyemom Taimepe nHtepsanos (PIT);

— APIC-Tarimepe;

— BbICOKOTOYHOM Talmepe cobbiTnin (HPET).

HayanbHble 3HAYEeHMA CUCTEMHbIX TaMMeEpPOB 3a4at0TCA MO TalMMepy peanbHOoro
BpemeHn MY, a 6a30Bble MHTEPBA/Ibl BbIYUCAAKTCA NPU MHMLMANN3ALMN CUCTEMBI.

B KayecTBe  HW3KOYPOBHEBOrOo  MexXaHW3ama  fAapa, obecneymBatolLero
OYHKUMOHNPOBAHME HAAEKHbIX METOK BPEMEHW, MCMNOJb3yeTca chneunanbHbln Habop
CTPYKTYP JaHHbIX AApa (timespec xtime), QyHKUMM Aapa do gettimeofday () W
HU3KOYPOBHEBbLIX  CMCTEMHbIX  BbI30OBOB clock settime(), clock gettime(),
gettimeofday () U settimeofday ().

4.7.2. KBOTMpPOBaHME NOCTOAHHOM NamMATH

KBoTnpoBaHMe — 3TO pasfesieHne OorpaHnMYeHHOro AMCKOBOro npocrtpaHcTea MY
MEXAY YYEeTHbIMM 3anNMCAMKW MNOJIb30BaTeNEN, MO3BONAKOLLIEE CO34aBaTb OAHOBPEMEHHO
HECKO/IbKO YYETHbIX 3anucer nosib3sosaTenen Ha MY (cm. noapasaen 1.2).
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B OC ABpopa npeaycmoTpeHa BO3MOMHOCTb BblAeNEHMA KBOTbl — o0bbema
NMCKOBOro NPOCTPAHCTBa A4 YY4ETHOM 3aNMCK NONb30BaATENA MPU ee CO3aaHUK, MPU STOM
Y YYETHOW 3anMcKh NoAb30BaTENS OTCYTCTBYET BO3MOMKHOCTb MPETeHA0BaTb Ha HONbLINMA
0bbem MOCTOAHHOM NAaMATW, a BblAENEHHOE en MPOCTPaHCTBO byaeT HeaOCTYyMHO ANA
APYIMX YY4eTHbIX 3aNncein NoNb30oBaTeNeN AaXKe B Cyvae eCiM OHO CBOHOAHO.

BHUMAHMUE! O6bem KBOTbI 334a€TCA NPU CO3AaHMM YYETHOM 3aNMCK NOIb30BaTENA
N He MOXKeT OblTb MU3MEHEH BNOCAEACTBUN.

[ns TOro, 4ToObl 334aTb YYETHON 3aNUCK NMONb30BATENA KBOTY Ha MCMO/b30BaHMNE
AMCKOBOr0 MNPOCTPAHCTBa, HEOOXOAMMO Ha CTpaHUUEe CO34aHMA  YY4EeTHOM  3anucu
no/nb30oBaTeNs  YCTaHOBUTb  KOAWYECTBO  Bblaensemblx emy [, nepemellasn
COOTBETCTBYIOLLMA CNanaep BNPaBO ANA YBENMYEHMA KBOTbI IMOO BAEBO AN YMEHbLIEHMS
(cm. PucyHok 3).

OC ABpOpa aBTOMATHUYECKM BbIHUCAAET AONYCTUMbIE NMpeae/ibl KBOTUPOBAHMA TAaKMM
0bpa3om, 4ToObl MOXKHO Obl/I0 CO3AaTb A0 7 YYETHbIX 3anNMCcen NOAb30BaTENEN, MPU STOM
KBOTbI YCTaHaB/IMBAOTCA CaeayoLmm obpasom:

— HWXKHAA TpaHMLLa KBOTbI 3a4aeTcA B 512 Mb;

— BEPXHAA rPaHMLa KBOTbl PacCYMTbIBAETCA caeaytowmnm obpasom: obuwmim obbem
NMCKOBOro npoctpaHcTea MY (AllSpace) 3a BblMETOM 0ObEMA AMCKOBOrO MPOCTPAHCTBA
MY, 3aHATOro CO34aHHbIMWN YY4ETHbIMM 3anncamm (Q1).

NMPUMEYAHUE. B cnyvae ecam Ha MY HeaoCTaTOMHO MNaMATM AN1IA BblAeneHUA
NO/Ib30BATENIO KBOTbI, MPEBbLIWAIOWENA HUNKHIOWO TPaHMUy (MUHUMANbHBLIA pasmep),
nepemelleHune cnangepa byaet HegocTynHo (cm. PUCYHOK 3).

[1ns BbIYMCNEHMA FPAHUL, KBOTbl MCMOJb3YHOTCA CAeaytoLine NepeMEHHbIE:

— AllSpace — 0bWMIM 06bEM ANCKOBOrO NpocTpaHcTea MY;

— Nusr — KOZIMYECTBO YY4ETHbIX 3anNncei, Co3aaHHbIX Ha MY,

— Qi — obbem AMCKOBOro nMpocTpaHcTBa MY, 3aHATbIM CO34aHHbIMKU YYETHBIMM
3anncamm;

— UsrAvSpace = AllSpace - 2 GB — 2 ['b Bblgensetca Ana y4eTHOM 3anmcu
aAMWHUCTPATOPA;

— MinQuota = 512 Mb. B cnyyae ecnn UsrAvSpace/6 < MinQuota, TO 3aJaHue
KBOTbl HEBO3MOXHO;

— MaxQuota = UsrAvSpace - sum (Qi) — MaKCMMa/JibHadA KBOTa, KOTOPYIO
MOXHO BblAeNNTb CO34aBaeMon Ha MY y4yeTHOM 3anmcK NOAb30BaTeNA: BCe AOCTYMNHOe
NPOCTPAHCTBO 33 BbIYETOM CYMMbI YXKe BblAENEHHbIX KBOT.

NMPUMEYAHUE. MaKcnmanbHblie KBOTbI yYETHbIX 3anmMcein Noib30BaTe A 3a4at0TCA
aAMUHUCTPATOPOM B  KOHOMUrypauMoHHOM ¢ainne /etc/security/limits.conf
(MpunoxkeHue 2). Takke [ONA ynpaBAeHWs annapaTHbIMM KBOTAaMW W3 Pa3INYHbIX

MOJZ1Ib30BAaTE/IbCKUX nporpamm MCMNONb3YHOTCA cheayrowmne CHCTEMHDbIE Bbl30BbI.
setrlimit (), getrlimit(), prlimit() m nice().
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4.8. dunbTpaumA ceTeBOro NOTOKa

4.8.1. Obuwan nHPpopmaums

®dunbTpauma ceteBblx noTokoB B OC ABpopa OCYLECTBAAETCA C MOMOLLbIO
BCTpoeHHOro B Aap0o OC dunbTpa CeTeBbIX NAKeTOB netfilter N MOHMUTOPA ObpalleHMN,
KOHTPO/INPYIOLLLErO CeTeBOM CTek IPv4.

AAMUHNCTPATOP NPM MOMOLLM YTUAUTbI iptables MOMET 33aBaTb MOAYN0 A4PA
netfilter npasuna (MAM UENOYKM) GUABTPALMM B COOTBETCTBUM C aTpubyTamm
OTNPaBUTENSA W MONy4YaTena CeTeBbIX MAKETOB, a TaKKe aTpubyTamu nepenaBaemMomn
MHPopMaLmMn B |P-3aronoBKax NakeTos.

4.8.2. MexceTeBoe 3KpaHMpOBaHMe

®dyHKUMM M3 B OC ABpopa peannsoBaHbl B CAyXbe connman, MCNOAb3YHOLLEN
MeXaHW3Mbl iptables A4 pa3rpaHNYeHMNA CETEBbIX MOTOKOB AaHHbIX.

KoHburypauma no ymon4aHMo NOCTaBAAETCA B NakeTe connman-configs-core,
CO6MpaeMON\M3HaKeTaomp—common—configurations

4.8.3. NyTb K partnam KoHourypaumum M3

HoBble HAaCTPOWMKM iptables NOAAEPKMBAKOTCA B connman, HaYMHaAA C BEPCUM
1.32+git41. HacTpoMKM, ONMCaHHbIE B HACTOALLEM AOKYMEHTE, XPaHATCA B CAedytolmx
dannax:

— /etc/connman/firewall.conf - [1];
— /etc/connman/firewall.d/*firewall.conf - [2],
roe [1] — ocHOBHaa KoHourypaumsa, [2] — nanka ¢ darnamu, OKaHYMBAOLIMMMUCA Ha

«firewall.conf» n pacnonokeHHbIMM B anhaBUTHOM MNOPSAAKE.
4.8.3.1. MpaBuaa KoHPUrypaumm M3

BuHapHbIA nakeT «connman-configs-core» yctaHaBAMBaeT Npasuia B CAeAyoLWMX
dannax:
1) /etc/connman/firewall.conf:
— |Pv4:
epa3pellaeT yCTaHOBAEHHbIE N CBA3aHHble NaKkeTbl (-m conntrack --ctstate
RELATED, ESTABLISHED);
epa3pellaeT Bce BxoAAulMe nakeTbl Ana loopback-uHtepdeitca (TpebyeTtca
connman A1 Pa3peLlleHns JOMEHHbIX UMEH);
oMo YyMONYaHuo OIOKMpyeT Becb BxoAAWMA Tpaduk (Tabnmua filter
INPUT-uenouka);
— |Pv6:
epa3pellaeT YCTAaHOB/EHHbIE M CBA3AHHbIE MaKeTbl (-m conntrack —-ctstate
RELATED, ESTABLISHED);
epa3pellaeT Bce BxoAAumMe nakeTbl aAna loopback-uHtepdeinca (TpebyeTtca
connman A/19 pa3pelleHns JoOMeHHbIX MMeH ana IPv6-npoTtokona);
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N0 YMOAN4YaHWO ONOKMpPYeT Becb BXoAAWMNA TpaduK (Tabnmua filter
INPUT-LenouKa).
NMPUMEYAHUE. B OC ABpopa IPvb-noaaepKka B iptables He 3aABAEHA;
2) /etc/connman/firewall.d/10-block-icmp-firewall.conf:
— |Pv4:
epaspewaer BxogAwme ICMP-nakeTbl, OTAMYHbIE OT  ping-nakeToBs
(T.e. 61OKMPOBATL TONBLKO BXOAALLME PiNg-NAKeTbI);
epaspewaer wucxogAauime [ICMP-nakeTbl, OT/IMYHbIE OT 3XO-PiNg-MaKeToB
(T.e. BNOKMPOBATb TONBKO NCXOAALLMA IXO-OTBET);
— |Pv6:
epaspewaer  BxogAawme  ICMP-nakeTbl, OT/AMYHbIE  OT  pPiNg-NMakeTos
(T.e. BNOKMPOBATb TONLKO BXOAALLME PiNg-NAKeTbI);
epaspewaetr wucxogAume |ICMP-nakeTbl, OT/AMYHbIE OT 3XO-pPiNg-NakeToBs
(T.e. 6BNOKMPOBATb TONILKO UCXOAALLMA IXO-0OTBET);

3) /etc/connman/firewall.d/ll-allow-dccp-non-privileged-ports-
firewall.conf:

— ana IPv4 n IPv6:
epa3pewaetT Bxoaalwmnin DCCP-TpadumKk Ha nopTax 1024:65535;
4) /etc/connman/firewall.d/ll-allow-sctp-non-privileged-ports-
firewall.conf:
— ana IPv4 n IPve:
epa3pewaetT Bxoadawmn SCTP-Tpadumk Ha nopTtax 1024:65535;

5) /etc/connman/firewall.d/ll-allow-tcp-non-privileged-ports-
firewall.conf:

— ana IPv4 n IPv6:
epa3pellaeT Bxoaawmn TCP-Tpadumk Ha nopTtax 1024:65535;
6) /etc/connman/firewall.d/ll-allow-udp-non-privileged-ports-
firewall.conf:
— ana |IPvd n IPv6:
epa3pellaeT Bxoaawmin UDP-Tpaduk Ha nopTax 1024:65535;
epa3pewaeT Bxoaawmin UDP Lite-Tpadumk Ha nopTax 1024:65535;
7) /etc/connman/firewall.d/l12-allow-ipsec-firewall.conf:
— ana IPv4 n IPv6:
epa3pellaeT Becb BxoaAwwmMn IPSec Authentication Header (AH)-Tpaduk;
epa3pellaetr Becb BxoaAuwmnh IPSec Encapsulating Security Payload
(ESP)-Tpaduk;
8) /etc/connman/firewall.d/12-allow-ipv6-mobility-
firewall.conf:
— TONbKO Ana IPv6:
epa3pellaeT Becb BxoaAawmn IPve Mobility Header (MH)-Tpaduk.
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4.8.3.2. To4Ka gocTtyna

KoHdurypauma pexkmma «Tovka [A0CTyna» peann3oBaHa Kak AOMONHWUTENbHan
onuuAa. Mpu BKAOYEHHOM peXMMe MPUMEHSAOTCA Te XKe NpaBuaa Mo YMOAYAHMUIO, YTO M NpuU
npneme Bcero Tpaduka. bonee ctporne npasuna GuabTpaumm TpaduKa MmoryT ObiTb
n06aBneHbl C NMOMOLLbIO MeH HacTpoeK. C 3Ton Lienbto B panabl KOHUrypaumm gobasneHa
rpynna [tethering], aHanorMyHaa AMHaMMUYECKMM NpaBMIamM aas rpynn.

MPUMEYAHUE. Mpasmna «Toyka AOCTyNa» MNPUMEHAKOTCA TO/IbKO ANA PEXMMA
nepenayn gaHHbix nocpeacrtsom cetrt WLAN. [na USB-pexnma npasuaa no ymoa4yaHuio
NPUMEHSAOTCA HE3AaBMCMMO OT KOHOUIypaUuMm pexxmma « To4Ka 40CTyna.

Mpasuia pexmnma «Tovka A0CTyna» A0MKHbI ObiTb LLENOCTHBIMW N 3aBEPLLIEHHbBIMMU.
Mpn Hannumm xoTa bbl og4HOro Habopa NpPaBUA pexmma «TouKka AOCTyNa» HMKaKMe NpaBmIa
NO yMOAN4YaHuio He byayT aobaBneHbl, T.K. OHM MepeonpeaensAtT MNOAb30BaTe/NbCKMe
NpaBuaa 1 paspeLlatoT BeCb TpaduK.

[MosToMy, Hanpumep, MOryT ObiTb BK/AKOYEHbI CAeadylollMe BXxOoAslWMe NpaBuAa,
paspewatowme TOoNbKO DHCP 1 DNS /etc/connman/firewall.d/42-tethering-
firewall.conf:

[tethering]

IPv4.INPUT.RULES = -p udp -m udp --dport 53 -7 ACCEPT; -p tcp -m tcp -
—-dport 53 -3 ACCEPT; -p udp -m udp --dport 67 -j ACCEPT

IPv6.INPUT.RULES = -p udp -m udp --dport 53 -7 ACCEPT; -p tcp -m tcp -
—-dport 53 -3 ACCEPT; -p udp -m udp --dport 67 -j ACCEPT

4.8.3.3. ®annbl KOHPUrypaLMm
4.8.3.3.1. ®opmaTt panna

Kaxaana rpynna onpeaenaetca ¢ MOMOLLbI KBaZApaTHbIX CKOBOK — [], Hanpumep,
[General]. Kaxabli1 KN4 perMcTpo3aBMCM M HanNMCcaH NPOCTbIM TEKCTOM 6e3 Teros, 3a HUM
cnenyeT CUMBOA «pPaBHOY» (=). DTO 03HAYaET, YTO BCE KAOYM 10 Hayana cheayowen rpynnbl
[] npuHaanexkat aTom rpynne.

Hanpumep:

IPv4.INPUT.RULES = -p tcp -m tcp -j ACCEPT

Kasapih KoY NpaBMi MOMKET CyLLeCcTBOBATb B OJHOW rpynne TONbKO OAMH pas
(NnpoBepKy ocyuwecTBaseT aHanmsaTop dannos katoden glib, obpabaTbiBaeTcs TONLKO
NepBbli KAtoY).

Pasgenutens A1a NpasBul — TOYKa C 3anaToM (;).

MpaBuaa MoryT HbITb BbIKAHOYEHbI MPX MOMOLLM CUMBOA «#» B Hayane npasuna.

Hanpumep, BbIKAOUYMTb NepBoe NpaBua0 --dport 23 W NPUMEHWUTb NPaBUIO
-—dport 24:

#-p udp -m udp --dport 23 -j ACCEPT; -p udp -m udp --dport 24 -j
ACCEPT
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4.8.3.3.2. Tlopanok obpaboTku

MepBbim 3arpyrKaetcs bann OCHOBHOWM KoH®UIypaumm
(/etc/connman/firewall.conf), Aa/iee 3arpyatoTcA ocTanbHble Ganbl KOHPUIYpaLMM
M3 /etc/connman/firewall.d B anpaBUTHOM NOpPAAKe

Mopagok 06paboTkmM Npasun:

— KAt04M 13 GarioB 3arpyKatoTca B andaBUTHOM MOpsAAKe, MOSTOMY MpaBuaa B
danne, Hanpumep, ¢ npedpukcom 00, byayT obpaboTaHbl N A0DaBEHLI NEPBLIMYU,

— npasuna u3 ¢anlna OCHOBHOM KoHOUrypaumm pao06aBnAoTCcA B iptables
nocneaHMMM U CYMTAKOTCA OCHOBHbIMMU;

— €C/IM BRIIOYEHblI AMHAMWUYECKME MNMpaBula, TO OHU ,£I,O6aBJ'IFHOTCFI B Ha4a/0 B
iptables.

Hanpumep:
1)  ®dainbl KOHPUTYpPaUMM M NOPAAOK X 06PabOTKM:
— MepBbli: OCHOBHOMW dann firewall.conf — comepxkut [General] (Obwme)

npasuna u yctaHasamnsaet POLICY (MoaunTtuky);
— BTOpOM: firewall.d/10-firewall.conf —coaepxnt WLAN-npasuna;
— TpeTui: firewall.d/20-firewall.conf — comaepxuT [General] (O6uwme)
npaBuna;
— yeTBepTbIN: firewall.d/30-firewall.conf — comeput [General] (Obwme)
n WLAN-npasuna;
2) Mpasuna M3 npu 3anycke connman:
— npumeHsaeTca MoANTUKA U3 NYHKTA OAMH;
— NopAaoK NnpumeHeHus Mpasun:
e npasBuna n3 nyHkTa Tpu [General];
e MpaBuaa U3 NyHKTa YyeTbipe [General];
e npaBuaa U3 NyHKTa oauH [General];
3) Mpasuna M3 nocne BkatoveHns WLAN:
— npumeHsaeTca MoANTUKA U3 MYHKTA OAMH;
— MopAagoK npumMmeHeHuA [pasun:
e npasuaa n3 nyHkTa asa [WLAN];
® npaBuaa n3 nyHKTa vyeTtbipe [WLAN];
e npasuna n3 nyHKTa Tpu [General];
® MpaBWia U3 NyHKTa YeTbipe [Generall;
® npasuaa M3 NyHKTa oauH [General].
Mpyn NCNONb30BAHMM HECKOIbKMX Pa3HbIX NPaBUA:
— npasuna u3 pasgena [General] (Obuwme). NMocnegHee onpeaeneHne POLICY
(MonUTUKKM) NepesanncbiBaeT NpeablayLine;
— MNpaBuKia U3 Kaxkaoro TMna rpynnbl 406aBAAKOTCA K CYLWECTBYHOLLMM NpaBmIam.
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Mpu nobasneHnn nnbo yaaneHnm Gamnnos KOHPUrypauum HeobxoaAMMO BbIMOAHUTD
KoMaHay:

systemctl reload connman

— €C/IM YCTaHOBJ/IEH HOBbIM NAKeT, A0CTaTOYHO BbINOJIHNUTL NEpe3arpysKy;
— MnpaBwWaa U3 HoBoro darna KoHPUrypaumm A06aBAAOTCA BO BHYTPEHHUE CMINCKN
Nno NopAaKy, 04HaKo:
® MOpAAOK B iptableS KOPPEKTUPYETCA AMHAMWYECKMMM NpaBMaamm nocne
BOCCTaHOBAEHMA coeamHeHma (Hanpumep, WLAN);
® MNopafoK B iptables KoppeKtupyeTcs [General] (O6wmmn) npasunamm
nocne nepesanycka connman: MPUMEHAETCA TObKO MNPU HaAWMYUM MPaBUA, KOTOpble
[OMKHbl  ObITb  A00aBAEHbl B ONPeAesieHHY MO3MUMI0 Ha OCHOBE MopsKa,
onpeaensemoro nmeHem danna.
Mpn M3meHeHUM cyuecTsytowlero ¢anna KoHPUrypaumm Heobxoammo BbINOAHUTb
KoMaHay:

systemctl restart connman

ObHapy:KeHne WM3MeHeHUn B ¢arnax KoHourypaumm OyaeT peann3oBaHO B
cnenyroLmnx Bepcusx.

4.8.3.3.3. [pynnbl K KJtOUYN

Ob6wme rpynnel [General]:

— IPv4.INPUT.RULES = #Habop npasun B Tabamue filter, INPUT-uenoyka ana
npotokona |Pv4;

— IPv4.OUTPUT.RULES = #Habop npaBun B Tabnunue filter, OUTPUT-uenoyka
ANAa npoTokona IPv4;

— IPv4.FORWARD.RULES = #Habop npasun B Tabnaumue filter, FORWARD-
LenovKka anAa npoTtokona IPv4;

— IPV4.INPUT.POLICY = #lMonnTnka no ymonyaHuo ans tabnamupl filter, INPUT-
buenodka (moxet 6biTb ACCEPT nnm DROP);

— IPv4.OUTPUT.POLICY = #[Monntnka No ymonyaHuto Ana Tabauupl filter,
OUTPUT-ueno4ka (moxeT 6biTb ACCEPT nnn DROP);

— IPv4.FORWARD.POLICY = #[Monntnka no ymonyaHuio ana tabnauubl filter,
FORWARD-ueno4ka (moxeT 6biTb ACCEPT nam DROP);

— IPv6.INPUT.RULES = #Habop npasun B Tabamue filter, INPUT-uenoyka ans
npoTokona IPv6;

— IPv6.OUTPUT.RULES = #Habop npasun B Tabnunue filter, OUTPUT-ueno4ka
ANA npoTokona IPv6;

— IPv6.FORWARD.RULES = #Habop npasun B Tabnumue filter, FORWARD-
Lenoyka aAna npotokona IPve;

— IPv6.INPUT.POLICY = #[MonnTmka no ymondaHuto ans 1abnnubl filter, INPUT-
Leno4yka ansa npotokona IPve (moxeT 6biTo ACCEPT nnn DROP);
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— IPv6.OUTPUT.POLICY = #lonutnka no ymonyaHutio aAnAa Tabauupl filter,
OUTPUT-ueno4yka ana npotokona IPv6 (moxeT 6biTb ACCEPT nnn DROP);
— IPv6.FORWARD.POLICY = #[onnTnuka no ymondaHuto ana Tabnauubl filter,
FORWARD-ueno4ka ana npotokona IPv6 (moxeT 6biTb ACCEPT mnnn DROP).
JnHaMmnyeckme rpynnbl N0 TMNAM YCTPOMNCTB:
— rpynna akTMBMPYETCA NPM BbI30BE CAYKObl connman AaHHbIM TUNOM YCTPOMCTBA
(Hanpumep, WLAN-noaktoyeHme);
— KaXabl TMN npaBuaa byaeT coaepKaTb B cebe nHTepderic cepsmca (Hanpumep,
ana INPUT-npaBua byaeT ycTaHOBAEH MapaMeTp -1 <interface>);
— rpynna MOMeT COAepXaTb caeaytolme Ka4dm (Takue Ke, Kak B pasgene
«Oblwmne» [General]:
e |Pv4.INPUT.RULES =;
e |Pv4.OUTPUT.RULES =;
e |Pv4.FORWARD.RULES =;
e |PV6.INPUT.RULES =;
e |Pv6.OUTPUT.RULES =;
e |Pv6.FORWARD.RULES =;
— npegonpeaeneHHble rpynnbi:
e [unknown] — He MCNoNb3yeTCcs MU He NOAAEPHKMBAETCA, HO ABNAETCA YaCTblO
BHYTPEHHMX TUNOB YCTPOMCTB connman;
e [system];
ethernet];

e [tethering] — HacTponKn, NpuMmeHaemble ANA pexnma «Touka AoCcTyna».
MPUMEYAHUE. T[lpu Hanmumm npobnem c  pexummom «Toyka AaocTyna»

Heobxoammo nobaBuTb cneaytoulme cTpoku B rpynny Obuwme [General]: Hanpumep, 95-
tether-override-firewall.conf:

[General]
IPv4.INPUT.RULES = -i tether -j ACCEPT
IPv6.INPUT.RULES = -i tether -j ACCEPT

4.8.3.3.4. dopmat npasun

BbinosHAOTCA cnepytoume npasuna iptables-popmaTa
(https://www.frozentux.net/iptables-tutorial/iptables-tutorial.html):

— ONnuUMM NPOBEPAIOTCA AJ1A KaXXA0ro NnpoTOKO1a l/I/l/I}'Il/I TWUMNa COOTBETCTBUA,
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— 3HAYeHMA ONUUI NPOBEPAIOTCA Ha BEANYMHY N TUM 3HAYEHUS;

— eC/I1 NPaBM/IO He CyllecTByeT B iptables, OHO UFHOPMPYETCA aHaAM3aTOPOM
npasun,

— OTPUUAHMA NOAAEPKMBAOTCA KaK B iptables.

[MockoNbKy B MepBoi Bepcun M3 noaaepMBatoTCA He BCE BO3MOXKHOCTM
nepekntoyaTenen (switches) Aa1a iptables, NepekatovaTeny, KoOTopble connman He
MOMeT 1006aBUTb, UITHOPUPYIOTCA iptables:

— MmoamdukaTopbl uenoyek: -a, -b, -X, -F, -I, -P, -E, -R, -Z
(M UX ANVHHbIE 9KBMBANEHTHI):

® HOBble WM CYLIECTBYIOUIME LIEMNOYKM He W3MeHATCcA npasBuaamu. Bcee
npasuna M3 NoAYMHAKOTCA NOTMKE connman, B KOTOPOM NoA0bOHble moandUKaTopbl He
npeaycMOTPEHbI;

® B C/ly4ae BO3HUKHOBEHMA HEODXOAMMOCTM TakKme MOANPUKATOPbI MOTYT ObIThb
nobasneHbl B AasbHENLLEM;

— YKasaTenn mecTa HasHaveHuAa ana DNAT: --to-destination, --from-
destination;

— nepekntoyatenn pparmeHTMpoBaHua: -£, --fragment;

— Mepekntyatens Bepcun |IP-npotokona: --ipv4d, -4, --ipvé, -6;

— nepekatYaTeNn COOTBETCTBUSA (-m), KOTOPbIE HE NOAAEPKMBAIOTCA:

e |[Pv4: -m comment, -m state, -m iprange, -m recent, -m owner, -
m sctp, -m dccp, -m hashlimit, -m icmpv6/ipvé-icmp;

e |Pv6: -m comment, -m state, -m iprange, -m recent, -m owner, -
m ttl, -m sctp, -m dccp, -m mh, -m hashlimit, -m frag, -m icmp,

® BbllleyKasaHHble MnepekntoYaTenn BbI3biBaiM cbonm B iptables WM
HenpaswW/bHO onpeaenann sepcuto IP-npoTokona.

Llenn M3 (-§ TARGET) COOTBETCTBYIOT LENAM iptables no ymondyaHuto: ACCEPT,
DROP, REJECT, LOG n QUEUE.

MpoTokonbl M3 (-p protocol) aHANOTMMYHbI MPOTOKO/IAM iptables: tcp, udp,
udplite, icmp, icmpv6, ipvé6-icmp, esp, ah, sctp, mh (ToNbko Ans IPv6) u
cneuyanbHOMy KNO4eBOMY C/I0BY all.

Kaxkaoe npasuio:

— NO/IKHO MMETb MMUHMMYM OAHY Uenb (-j/--jump TARGET or -g/--goto
TARGET);

— MOMET UMeTb OT Hy/1A 10 OAHOro COOTBETCTBMA MO NPOTOKOANY (-p/--protocol
protocol);

— ana SCTP-, DCCP- 1 MH-NpOTOKON0OB MEXaHM3M COOTBETCTBMA MPOTOKO/IAa He
MOMEeT ObITb MCNO/Nb30BaH, HaNpUMep:

-p sctp -m sctp --dport 22 -j DROP (He OymeT paboTarTh, HO)
-p sctp --dport 22 -J DROP (6ymeT paboTaThb)
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— MOXET MMEeTb OT Hy/IA A0 ABYX YKa3aTenel cooTBeTcTBmaA (-m/--match match).
Hanpumep, 4tobbl paspewnTb Ans telnet ogHy NOMbITKY COEAMHEHUS B CEKYHAY,
HeobXx0AMMO YCTaHOBUTb:

-p udp -m udp --dport 23 -m limit --limit 1/second --limit-burst 1 -j
ACCEPT

— MOXeT MMETb:
® OT HyAs A0 ABYX NepeKkatoyaTenein nopTos ¢ onumen obbiMHOro nopTa (oAHO
N TO XKe HaMnpaBaeHne He MOXeT MCNOJ/1Ib30BaATbCA ,£I,Ba)+(,£l,bl). C N\O,LI,I/I(I)I/IKaTOpON\ MPOTOKONa
Cﬁn<protocol>):——destination—port, —-—-dport, --source-port, -—--sport;
® OT Hy/A A0 OAHOro nepek/t4vaTenda NOpPTOB C MyaAbTMNOPTOM. BmecTte ¢
YKa3aTesnem COOTBETCTBMA -m multiport BO3MOXHO MCMNONb30BaTb: —-destination-
ports, —-dports, -—source-ports, —--sports, —--port, —--ports W NEPEKJOYHATENN;

— MOXET UMeTb OT HyNA A0 ABYX yKa3laTenen mecta HasHayeHus (O4HO M TO e
HanpaBaeHme He MOXET WNCMOJ/1Ib30BaTbCA ,E,BB)-K,EI,bI). —-—-source, --src, -s, -—
destination, --dst, -d,

— Ka)kaoe npasuno pasgena [General] MoXKeT MMeTb OT Hyna A0 ABYX
nepekatoyatenen nHtepdenca (04HO M TO Ke HanpaB/IeHNEe He MOMKET UCMO/b30BaTbCA
NBaXabl). -—in-interface, -i, --out-interface, -o.[lepekntoyatenm nHtepdeiica
NTHOPUNPYKOTCA B ANHaAMUNHYECKUX NMPaBWMax, NpeaHa3Ha4YeHHbIX 414 TUNOB YyCAyr (service

types).
4.8.3.3.5. YcTpaHeHMe HenoaaokK

Mpu pabote ¢ MM B cAyd4ae BO3HWKHOBEHMSA npobaembl ceTh/iptables (M3)
HeobXxoAMMO BbIMOAHUTb CAeaAytoLLMe AENCTBUA:

1) HacTpouTb 6a30Bblii  MOHWTOPWUHI pPaboTbl iptables ANA  CAeaytoWMX
MNPOTOKO0B:

— IPv4:

watch -n 1 iptables -t filter -L -v -n

— |Pvb:

watch -n 1 ipé6tables -t filter -L -v -n

2) Ona BbIXO4a U3 MPOrpPammMbl HaxKaTb codeTaHme Knasuil «Ctri» n «Cy»;

3) MpoBepuTb BbIBOA M KOAM4ecTBO cbpouleHHbix naketoB B INPUT-uenouyke
(nonntnka DROP);

4) 3anyctntb MI 1 NpoBepUTb, KaKMe CYETYMKN YBENNYMBAIOT CBOE 3HAYEHME.

MPUMEYAHUE. Ecnm ceTteBble nakeTbl cbpacbiBatoTca, cyetynk DROP byaet
yBENMUYMBATL CBOE 3HaudeHue. CUYETYMKM MaKeTOoB [ANA Ka)kAoro npasuna oyayT
YBEJIMYMBATLCA, €C/IN NaKeTbl COOTBETCTBYIOT 3TOMY NPABUAY;

5)Ecnn npobnema B pabote MI1 BO3HMKNA M3-3a cHpacbiBaHMA MNaAKEeTOoB.,
HeobXx0AMMO BbINONHUTL CAeaytoLme AENCTBUS:
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— ONA  BPEMEHHOro pelleHnsa (aencTsyeT A0 Nepesarpy3km  CUCTEMbI),
pa3peLlatolero Becb TPaduUK Mo YMONAYAHUIO CAeAYHOLLMX MPOTOKON0B:
e 14 |Pv4 BbINONIHNTL KOMAHAY:

iptables -t filter -P INPUT ACCEPT

e /1A |[Pv6 BbIMONIHUTE KOMAHAY:

ipétables -t filter -P INPUT ACCEPT

— anAa pelleHmn Ha NOCTOAHHOMN OCHOBe cO034aTb bann
/etc/connman/firewall.d/99-accept-all-firewall.conf, [J00aBUTb B Hero
cneaytouime CTPOKM:

[General]
IPv4.INPUT.POLICY
IPv6.INPUT.POLICY

ACCEPT
ACCEPT

— nnepesanyctmntb MI1:

systemctl restart connman

Ecnn cuctema He 3alrpy>KaeTca, HeO6XO,£I,l/IMO nepeMTM B peXXnm BOCCTAHOBAEHNA U
3anncaTb B d)aﬁﬂ OnuuMK, yKasaHHble Ha ware 4, AN1a peleHna Ha NOCTOAHHOM OCHOBE.

4.9. KOHTPO/b LLeNOCTHOCTH

MNoacuctema KLU, OCABpopa CAYyXWUT ONA MNPOBEPKM HEU3IMEHHOCTW cpespl
BbIMO/IHEHMA, OMNOBELWEHMA MO0Nb30BaTENA 00 W3MEHEHUM KPUTUUYECKM  BaXKHbIX
KOMMOHEHTOB, a TaK)Ke 3anpeLlaeT 3arpy3Ky M UCNob30BaHME CUCTEMbI NPU HapYLLEHUN ee
LLeTOCTHOCTM!.

B OCABpopa KU peanvMsoBaH C NOMOULbIO MNPOrPaMMHOIO KOMIMOHEHTA
integrityd, KOTOpbIM npeacTaBnsaer cobon AeMOH ANA ynpaBAeHWAs M MNPOBEpPKM
LLe/TIOCTHOCTWU AaHHbIX. B oTAnYmMe OT ApyrMx MHCTPYMEHTOB integrityd wcnonbyet Il
(IMA 1 secureboot) Kak UCTOYHWK A0BEPUS.

NMPUMEYAHUE. Kaxkabin yctaHaBamBaembih B8 OC ABpopa nakeT N0 gonxkeH MMeTb
LMPPOBYHO NOANUCH.

Integrityd OTBeYaeT 3a ynpaBieHWe n BepMPUKALMIO LLENOCTHOCTM ODOBEKTOB,
NP1 3TOM No, 06 bEKTAaMMN NOHMMAIOTCS 0ObIYHbIe dainnbl, ELF-dannbl n pasaensl. O6beKTbI
MOTyT 0O beANHATLCA B FPYNIMbl, TAKXKE MOXKET ObITb YCTaHOBEHA NepapXma rpynn.

ABTOMaTU4ecKkM, 6e3 HeobXoAMMOCTM chneumanbHbiX [AeUCTBUM CO  CTOPOHDI
aaMmmHucTpaTopa, OC ABpopa OTCAEKMBAET Ceaytollee:

— UEeNOCTHOCTb yCTaHaBAMBaeMbix naketos MO dopmata .rpm;

— UENOCTHOCTb 3arpysKaemMbix BHELLIHUX MOy Nen YPOBHSA 84Pa;

— UEeNOCTHOCTb BCEX MCMONHAEMbIX Gana0oB NPM NOMbITKE MX 3aMYyCKa;

— LEeNOCTHOCTb Pa3aenos.
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BHUMAHUE! [Mepen BsbinonHeHnem KL Tpebyetca o6paTuTb BHUMaHME Ha
cneaywoulee:

— MpPOBEpPKa UENOCTHOCTM YKa3aHHbIX $anaoB MO YMOAYAHWIO MNPOM3BOAMTCA
Kaxkablh pa3 npum 3arpyske OC ABpopa, a Takxke B 00:00 yacos 0AMH pa3 B CYTKY;

— BpemAa 3arpy3kn OC ABpopa yBeAMYMBAETCA MNPOMNOPLMOHANBHO KOAMUYECTBY
dannos, Tpebyembix 08 NPOBEPKM LENOCTHOCTH, T.e. Yem Donblle CnMcok $GairioB Ha
NpoBepKy, TemM 6o/blle BpeEMEHM 3aHMMAET NPOBEPKA LEeNOCTHOCTY;

— NpPW NPOBEPKE UE/NIOCTHOCTU BbINOJHAKTCA MaTeMaTU4ecKkue onepaunm, 4YTo
NPUBOAMT K MOBbIWEHUIO WCMNOJMb30BAaHUA PECYypcoB Mnpoueccopa, C/lefoBaTeslbHO, K
YBEJIMYEHUIO pacxoaa 3apAada akkymynatopa MY.

[MpoBepKa UENOCTHOCTM KOHKpPeTHOoro ¢anna MoxeT ObiTb OCyulecTB/ieHa
cneayrowmm obpasom:

integrityd -verify wmmsa darna

B cnyyae HeobxoammocTn BbinoaHUTb KL npowussonbHoro dainna, ELF-¢aina,
pa3fenos UAW rpynnbl pasaenos cieyeT UCNOoNb30BaTb YTUANTY integrityd, AOCTYNHYHO
B Ml «Terminal», koTopasa npumeHaAeT 3l Kak UCTOYHWUK AO0BEPUA.

NPUMEYAHUE. WHdopmauma o 3anycke/3aseplieHnn npoueaypbl KU u ee
pe3ynbTaTax 3anMCbliBAeTCA B CUCTEMHbIN KYPHaa, MPOCMOTP KOTOPOro OCYLLECTBAAETCA C
nomoubio MM «KypHan».

B cnyyae ycnewHol npoBepku byaeT BbiBeAEHO AMArHOCTMYeckoe coobuieHune
BMAA:

verify mmsa damnna: success
total verification: success

B C/ly4ae HeycnewHomn:

verify mma ¢amna: failed

NMPUMEYAHUE. B pe3ynbTaTte NOAyYeHMA  OT CepBMCA integrityd
OTPMLATENbHOrO CTaTyCa MPOBEPKM LLEIOCTHOCTM, KOTOPbIM CBMAETENbCTBYET O
HapyLlweHun uenoctHocth, aoctyn kK OC ABpopa 6/10KMpPyeTCss KOMNOHEHTOM securityd.
B aTom cnydyae Heobxoammo nepeaats MY agMUHUCTPATOPY ANA NOBTOPHOM YCTAHOBKM
OC Aspopa.
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5. PEKOMEHOALWW NO YCTPAHEHNIO BO3MOXHbIX OLUMBOK

[lencTBns  NO  YCTPAHEHWIO BO3MOMHbIX OWMOOK npuBedeHbl B Tabauue
(Tabnunua 16).

Tabnunua 16
Neo OwnbkKa MpuynHa/pekomeHaunm No ycTpaHeHuIo
1 |HeBO3MOXHO [Ons nonyyenma obHosneHma OC ABpopa TpebyeTca AoCTyn K
BbIMO/HUTb onpeaeneHHbIM pecypcam npeanpuaTna-paspaboTymKa.
obHOBNEHMSA, T.K. He | TakoM AOCTyN NPeaoCcTaBNAETCA KAMEHTaM, 0GOPMMBLLNM
paboTaeT KHOMKa TEXHMYECKYHO NOAAEPHKKY, BKIOYAIOLLYHO yCayry 06bHOBAEHMA
«3arpy3mnTb» OC.
Bonee noapobHaa nHbopmauma AOCTyNHA NO INEKTPOHHOM
no4yTe support@omp.ru
2 |He nony4vaetca [Mp¥ BO3HWUKHOBEHMN OLINOKK Npu ycTaHoBKe MI1, onncaHue
ycTaHoBUTb MI KoTopow npmuseaeHo B Nn. 2.3.2.1, Heobxoanmo obpaTnTbCa K

pa3paboTtumnky MI1 ana ero obHOBNEHMA.

BHUMAHMWE! 3arpy3ka B nckatoumTenbHbIX Cayyvasx,
Hanpumep, B Cay4ae NPUMEHEHMNA B MAIOTHbIX MPOEKTAX,
NOMNYyCKaeTca AeaKTnBaLMA nepekntodaTens « BKaumTb
Ba/nZaumo naketos» (cm. PucyHok 101)

3 |Owwubka ceptnudmkata |OAMH N3 OBEPEHHDBIX CEPTUOUKATOB, BXOAALIMX B TPETbE
nokonerune OC, ycTapen, B pe3yabTaTe Yero Hblsia yTpayeHa
NOBEPEHHOCTb PECYPCOB, NOAMMCAHHBIX TAKMMM

ceptTudmnKaTamm

4 |T1pn nonyvyeHmu Mpobnemsbl ¢ ceTeBbiMm goctynom MY k MMO. Ecam npu
0OHOBNEHNI C CKaumBaHMM M1 nponcxoanT CeTeEBOM pa3pbiB, TO
Mro «Aspopa UeHTp» |nocneaytouwme MIT CTaHOBATCA B o4epesb U X YCTaHOBKA He
oTobparkaeTcs nponcxoamnT
yBeaomaeHune
«Appmanager is busy»

5 |OTtobparkaeTca YcTaHOBAEHHbIN Ha MY mdm-KaneHT (Hanpumep, KAMEeHT
yBeaoOMAeHmne MMNO) 3anpellaeT obHOBNEHNUs Yepe3 MHTepderc MY
«YnpasneHue
obHoBneHnem OC
3anpeLweHo»

6 |MY 3abnokmpoBaHo, |Heobxoammo obpaTtnTbCca K aamuHmucTpatopy MY nnbo
TpebyeTcs naponb onepatopy MMO ana cbpoca napona MY, NOAKNOYEHHOTO K

cetn MIHTepHerT.
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NNAT®OPMA

Ha MY BO3HMKaeT
owmnbKa

Neo OwnbkKa MpuynHa/pekomeHaunm No ycTpaHeHuIo
[Ona cbpoca napona agMuHucTpatopa MY npm oTCyTCTBUM
nogkntoyeHma K MNMNO Heobxoanmo 0bpaTnTbca B CepBUCHbIN
LleHTp Ana noBTopHOM ycTaHoBKKM OC ABpopa

7 |Mpw yctaHoBke RPM  |HecoBmecTmocTb katouer B OC mn Katoven, KOTopbiMU

nognucaHo M.
Heobxoanmo nepenoanucatb MIM anbo ncnonbsosatb OC ¢
KNt0O4amu, COOTBETCTBYOWMMN MT]

HACTPOMKKM AaTbl U
BPEMEHM

8 |[lMNonb3osaTesnb 3abbin |Heobxoanumo obpaTnTbCca K agMuHUCcTpaTopy And cbpoca
naponb MY napona MY

9 |AamuHuctpaTop 3abbin Heobxoammo obpaTtntbca K onepatopy MMNO ana cbpoca
naponb MY napona MY, noAK/ItOYEHHOro K ceTn MHTepHerT.

[Ons cbpoca naponsa aammHucTpatopa MY npm oTcyTCTBUM
noakntoyeHus K MNO Heobxoanmo 0bpaTntbca B CEpBUCHbIN
LleHTp ana noBTOopHOM ycTaHoBKK OC ABpopa

10| Mocne 3arpyskun Yb6eamsLimnce, 4To MY nMmeeT A0CTyn K ceTn MHTepHET 1 3apsj,
obHoBneHnn Ml Ha akkymynatopa MY coctasnseT He meHee 50%, HeobXxoaANMO
MY 0OHO He OCYLECTBUTb NPUHYANTEIbHOE OOHOB/IEHWE, BbIMNONHNB
obHOBUNOCH cneayrouime AencTemna:

— OTKpPbITb DKPaH NPUAOKEHWI, NpoBeaA No JomawHemy
S3KpaHy CHW13Y BBEPX;

— NepenTn B MyHKT MEHIO CUCTEMHbIX HAaCTPOEK
«ObHoBneHna OC ABpopa», nocne Yyero BbIbpaTb MYHKT
«MpoBepnTb HanMyme oOHOBNEHNINY.

Ecnan nocne BbINOAHEHWA ONMCaHHbIX AeicTBMin MIT He Bbino
yCTaHoBAEHO 60 06HOBNEHO, HEODXOAMMO NPOBECTM
aHa/In3 CUCTEMHbIX coobLeHui (cm. nogpasaen 4.1)

11 |HeBO3MOXHO [aHHaa pyHKLUMA OTKIOYEHA C MOMOLLLIO MOANUTUKN
cbpocutb MY K 6e30nacHOCTN, HEOHXOAMMO OTKAUYUTL AAHHYHO MOJUTUKY B
3aBOACKMM MeHto besonacHocTh (cm. noapasaen 4.3)

HaCTpOMKam
12 |HegocTynHbl [aHHaa pyHKUMA OTKIOYEHA C MOMOLLLIO MOANUTUKN

6e30nacHOCTU, HEOHXOAMMO OTKAUYUTL AAHHYIO NMOJIUTUKY B
MeHto besonacHocTh (cm. noapasaen 4.3)
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NMEPEYEHb TEPMWUHOB /1 COKPALLEEHN

B HacToAWEM AOKYMEHTE TMNPUHATbI CaedytollmMe TePMUHbI U COKpaLleHun
(Tabnunua 17).

Tabnuua 17
TepmuH/
CokpauieHune

AaMUHUCTPaTOpP Monb3oBaTenb, 06nagatoWmMii NpaBamm Ha BbINOAHEHWE ONepaLLmii,
CBA3aHHbIX C aAMWUHUCTPUPOBAHNEM CUCTEMBI
=y} basa gaHHbIX
Bepcua OC Aspopa |1)KopnopatusHasa Bepcusa - ucnonHerne OC ABpopa,
npeaHa3Ha4YeHHoe A5 OpraHM3aUmMmn A0BEPEHHbIX MODUAbHbIX
Paboymx MecT, Ha KOTOPbIX He NpoucxoauT obpaboTKa
MHGOPMaLMK, NoANEKaLLEN 3aWMTE B COOTBETCTBUM C
3aKOHOZaTeNbCTBOM Pd;
2)CepTudnumpoBaHHasa Bepcua - ucnonHenne OC Aspopa,
npoulealiee cepTUPUKAUMOHHbIE UCMbITAHNA B CUCTEME
cepTUPUKaLMmM HOPpMaTMBHbIX perynstopos PO (OCTIK Poccun,
®CB Poccum), umetoliee COOTBETCTBYHOLLMIA KOMNAEKT
NPOrpammHbIX JOKYMEHTOB U FOTOBbIE K CEPUMHOMY MPON3BOACTBY.
MpeaHa3HavyeHbl ANA OpraHn3aumm 40BEPEHHbIX MODMAbHbIX
Paboymx MecT, Ha KOTOPbIX NpPoUCXoaAnT 0bpaboTKka MHGopPMaL MK,
noAsexallen 3aumre B COOTBETCTBMM C 3aKOHOAATENbCTBOM PO.
MoryT ncnons3oBatbca B [MC, Ha 06bekTax KM 1 B MHbIX
perynnpyembix NC

PacwurdposKa

2DA [ByxdaKTOpHan ayTeHTUPMKaLUMA

NAD NaoeHTUOUKaUMA 1 ayTeHTUPUKaUMA

nCc NHbopmaLMOoHHas cMcTema

NOBO NHTepdenc PyHKLMOHANbHbIX BO3MOXKHOCTEN Be30nacHOCTH

KBoTa Ob6bem AMCKOBOro NPOCTPaHCTBA, BblAENAEMOro
aAMUHNCTPATOPOM A5 3aNMCKU AAHHbIX YY4ETHbBIX 3aMncem
noab3oBaTenemn

KL, KOHTPONb LEeNOCTHOCTH

MB/, Poccun MWHNCTEPCTBO BHYTPEHHMUX Aen Poccuimnckom Peaepaumm

MIT MobunbHOE NpUNoKeHmne

MY MobunbHOE YyCTPONCTBO

M3 Me)ceTeBoe 3KpaHMpPOBaHMe

OC OnepaunoHHadA cucTeMa
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MNepekntoyaTens dnemeHT nHTepderca OC ABpopa, NpeAcTaBAAOWMIA CODOR

CBETALLYHOCA TOYKY, PaCNOOXKEHHYIO B Mnoae, n I'IO3BO/'IF|I-OLLI,I/IDI
Bbl6paTb O4HO 13 COCTOHHVIM, Yyalle BCero Bra4eHme mnin
BbIK/THOMEHWE. |_|pl/l dKTUBaUNK NeperkIroYaTe/IA TOYKa Ha4YUHAET
CBETUTBLCA ApYHE, HEM B HEAKTMBHOM COCTOAHNN

Monb3oBaTenb JInuo, ncnonbsyroulee CUCTEMY A1A BbINONHEHWUA 3a/10KEHHbIX B
Hen QyHKUMI

Mpeanpuatne- ObwwecTBo C OrpaHMYeHHON OTBETCTBEHHOCTbIO « OTKpPbITaA

pa3paboTumk MobunbHan nnatpopma» (OO0 «OTKpbITad MobunbHas
nnaTpopma)

Nno MporpammHoe obecneyeHne

rnro MpuknagHoe nporpaMmHoe obecneveHme «Apopa LleHTp»

MNP/, [paBuia pasrpaHUYeHna 40CTyna

CmapT-KapTa

YCTponcTBO, NpeaHa3HavyeHHoe Ana 6e30nacHOoro 1 3alMLLEHHOTO
PIN-KOAOM XpaHEHMA CEKPETHbIX M 3aKPbITbIX KPUNTOrPapuUecKmx
KNtouen, cepTUOUKATOB OTKPbLITBIX KAOYEN U APYTUX
ayTeHTUOMKALUMOHHbIX AaHHbIX. CMapT-KapTbl obecneymsatoT
MHOOPMALIMOHHYO 6Ee30NaCHOCTb MONb30BATENA, TAKKE
ncnonbayetca Ana AByxXGaKTOPHOM ayTeHTUPUKALMM ero
Bnagenbua. ObbIYHO MCMOb3YHOTCA COBMECTHO CO CYMTbIBATENIEM
CMapT-KapT

cyanc CepBuC ynpaBieHUs A40CTYNOM K MHPOPMALMOHHbIM CUCTEMAM
MB/l Poccumn

Cynepnonb3oBaTten |[lonb3oBaTtesb, 0bnaaatowmi npaBamm Ha BbiNosIHEHME BCex He3

b MCKAOYEHMA ONepaLmii B cMcTeme (B CMCTEME MMEET IOTUH «root»)

TokeH AyTeHTUOWKALMOHHbIE AaHHbIE, KOTOPbIE BblAAKOTCA NOb30BATE/NHO
nocsae ycnewHom aBTopmM3aLmm 1M ABAAKOTCA KAKYOM 418 A0CTyna K
cnykbam

YU YAoCToBEPAKOLWMM LEHTP

®B0O ®PyHKUMOHaNbHbIe BO3MOXHOCTM 6e3onacHOCTH

dC dannosasa cuctema

J2BM DNEeKTPOHHO-BbIYMCANTENNbHAA MALLUMHA

Sl DNEeKTPOHHaA NoAnuncb

ACL Access Control List — cnncoKk KoHTpoas AocTyna

Bluetooth® CtaHaapT becnpoBoAHOM cBA3M, obecneynsatoLmii obmeH
AAHHBIMK MeXAy YCTPOMCTBAMM HAa OCHOBE Y1bTPAKOPOTKMX
PagVOBOIH

DAC Discretionary Access Control — ANCKpeLMoHHOe pasrpaHmnyeHmne

npas AoCTyna
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CoKpallete acWMPpoBKa
eMMC Embedded Multimedia Memory Card — BcTpoeHHas

Myn bTVIMe,EI,Ml\/JIHaFI KapTa NamMAaTu

GID Group IDentifier — naeHTUdGMKATOP rpynnbl

GSM Global System for Mobile Communications — rnobanbHbln CTaHAAPT
LuMdpoBOM MOBMIBLHON COTOBOM CBA3M C Pa3ae/ieHNEM KaHaN0B Mo
BpemeHun (TDMA) n yactote (FDMA)

GUI Graphical User Interface - pa3HOBWAHOCTb NO/1b30BATENBCKOTO
NHTepdeinca, B KOTOPOM 31EMEHTbI MHTepdenca (MeHO, KHOMKK,
3HAYKM, CMUCKM), NpeaCTaBAeHHble MOAb30BaTEO Ha ANUCTIIEE.,
NCMONIHEHbI B BUAE rpaduyeckmnx n3obparkeHuni

HPET High Precision Event Timer - Talmep cobbITMN BbICOKOM TOYHOCTM

ICCID Integrated Circuit Card Identifier — BCTpoeHHbIN naeHTUPUKaATOP
SIM-KapTbl

ICMP Internet Control Message Protocol — npoTokon mexceTeBbix
yNpPaBAAOLMX COOOLLEHN N

IMA Integrity Measurement Architecture — mexaH13m NPOBEPKM
noanucK BUHapHbIX Gannos

JSON JavaScript Object Notation — TeKkcToBbIN popmaT obmeHa
NAHHbIMM, OCHOBAHHbIM Ha JavaScript

MD5 Message Digest 5 — 128-6UTHbIN aNrOPUTM XeLIMPOBaHMA

MTP Media Transfer Protocol — ocHoBaHHbI Ha PTP annapaTtHo-
HEe3aBUCKMMbIM NPOTOKO/, pa3paboTaHHbIM KomnaHuen Microsoft
AN NOAKNOYEHMA LMDPOBLIX M1IEEPOB K KOMMbIOTEPY

NFC Near field communication - TexHonorma 6ecnpoBoAHOM Nepeaaym
AAHHbIX Manoro pagnyca AenCTBUA, KOTOpPasa AaeT BO3MOXHOCTb
obmeHa AaHHbIMW MeXKay YCTPONCTBAMM, HAXOAALWMMMCA Ha
PacCcToAHMM 0Kono 10 caHTUMeTpPoB

PID Process |IDentifier — naeHTMdMKaTOp Npouecca

PIN-kopa Personal Identification Number - nepcoHanbHbI KOA, COCTOALLMIA
n3 4 undp, NpeaHa3HaYeHHbIM ANa NoayYeHna aoctyna K SIM-
KapTe M NpeaoTBpaLlatoLni ee HeCAaHKLMOHNMPOBAHHOE
MCNONb30BaHME

PUK-kogp, Personal Unlock Key - nononHuTenbHbIM Koa, cocToAlmni 13 8 undp
N NPUMeEHseMbI ans pa3bnokMpoBKK SIM-KapTbl nocae
Heyaa4YHOro BBoaa 3HavyeHumsa PIN-koaa 3 pasa noapag,

RPM Red Hat Package Manager — meHeaxep naketos Red Hat

ob03HayvaeT aBe cywHocTn: dopmaT naketos MO (RPM-nakeT) u
Nporpamma, Co3aaHHasa ANAa yrnpaBieHMA STUMKW NaKeTaMu.
Mporpamma no3BoaAeT YCTaHaBAMBATb, YAaNATb U 06HOBAATL 10O
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CokpauieHune
RPM-nakeTt ®ann popmata RPM, no3BonatowmMi yCTaHaBANBATb, YAANATb U

06HOBNATL NPUNOKEHNE Ha MY

SDK

MpoAayKT, NpeAHa3Ha4YeHHbIM A58 Pa3paboTYMKOB, MO3BONSIOLMMI
pa3pabaTbiBaTb NPUNOKEHNSA (FpaduUecKkmne KOHCOJbHbIE, CEPBUCHI
M T.4.), KOMNUAMPOBATL UX A1A 3aaHHON BEPCUMN ONEepPaLLMOHHOM
CMCTEMbI M 3aMyCKaTb NONYYMBLUMINCA BUHAPHBIM KO, B IMyNATOpE

SIM

Subscriber Identification Module — moaynb naeHTUPUKaUmm
aboHeHTa

SSU

SourceSafe ana Unix — ytnnuta, obecneymsatollas AocTyn U3
KOMaH/AHOW CTPOKM K IOKANbHbIM U YAANEHHBIM PENO3UTOPUAM
Source Safe/VSS uepes TCP

SSH

Secure SHell — ceTeBoOM NPOTOKON NPUKNAAHOTO YPOBHS,
NO3BONAKOWMI NPON3BOANTDL YaaneHHoe ynpasaeHne OC u
TyHHennpoBaHue TCP-coeanHeHWM (Hanpumep, ANA nepeaaym
dannos)

ulD

User Identifier — naeHTMdMKaTOp NONL30OBATENA

USB

Universal Serial Bus — yHMBepcanbHas nocieaoBaTe/ibHasn LWMHA

VPN

Virtual Private Network — B1pTyanbHaa YacTHas CETb,
0606LeHHOe Ha3zBaHWe TeEXHONOMMI, NO3BONAOLWMX obecnevynTb
OZIHO MM HECKO/IbKO CETEBbIX COEAMHEHWNI (TOTMYECKYIO CETb)
noBepx Apyromn cetn (Hanpumep, cetn NHTepHeT)

WLAN

Wireless Local Area Network — 6ecnpoBoaHaa N1oKanbHan ceTb
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[MPUTOKEHUE 1

YnpasneHue cnykb6amm ¢ nomoubto systemd

B OC ABpopa systemd WMCMNOMb3YeTCA B KayecTBE CUCTEMbl MHULMAAM3ALMUM NO
YMOJIYaHWNIO, KOTopaa pa3spaboTaHa C yyeTom 0BpaTHOM COBMECTMMOCTM CO CLEHapUAMM
MHUUMANU3AUMK SysV U NpeanaraeT cnefytolme BO3MOXKHOCTU:

— MapanfenbHbl 3aNyCK CUCTEMHbIX CY»KO BO BPEMA 3arpy3KM CUCTEMbI;

— aKTMBaLMA AeMOHOB No TpeboBaHMIo;

— noAadepKa CHMMKOB COCTOAHMA CUCTEMDI;

— NOrMKa ynpaBaeHuna cny>kbamm Ha ocHOBe 3aBUCMMOCTEN.

NMMA: systemd, init —cayxba mHnumanmsaumm OC ABpopa.

OB30P:

systemd [OPTIONS...]
init [OPTIONS...] {COMMAND}

OMNCAHWE: systemd npeacTaBaaet coboi CUCTEMHbBINA U CEPBUCHbIN MeHeaKep
ans OC ABpopa. lNMpu BbINOJIHEHUM B KayecTBe nepBoro npouecca 3arpy3ku (PID-1) oH
BbICTYMAET B PO/IM CUCTEMbBI MHULIMANN3ALMN, KOTOPAA 3aNyCKaeT U NoAAEPKMBAET CePBUCHI
MO/1b30BaTE/IbLCKOrO NPOCTPAHCTBA. [1/1A COBMECTMMOCTHU C SysV, €C/IN systemd Bbl3bIBAETCA
Kak init u PID KoToporo He paBeH 1, oH OyAeT BbINOAHATbL telinit M NepeaaBaTh BCe
apryMeHTbl KOMaHAHOM CTPOKM 6e3 M3MeHeHWMI. ITO O3HaYaeT, YTo init M telinit B
OCHOBHOM 3KBMBANEHTHbI, €C/IM BbI3blBAOTCA M3 HOPMAJIbHOrO ceaHca. [1pn 3anycke B
KayecTBe CUCTEMHOW WHCTAaHUMM systemd WHTepnpeTnpyeT ann  KOHPUrypaumm
system.conf, B NPOTUBHOM C/lydae —user.cont

Onunmn:

— -h, --help—neyaTaeT KOPOTKNIM TEKCT MOMOLLM M BbIXOAMT;

— —-—test — onpeaensaeT Noc/se[0BaTe/ibHOCTb 3aMyCcKa, BbIBOAUT €e U BbIXOAMT.
[aHHaa onuma NosesHa TO/IbKO A1A OTNALKM;

— ——dump-configuration-items — BbIBOANT KPaTKui, npu 3TOM
MCYEPNbIBAOWMIA CAMCOK 31EMEHTOB KOHOUIypauumm, MCNOAb3YEMbIX B HACTPOEYHbIX
dannax moaynen;

— ——introspect= — W3B/NEKAeT [AaHHble camoaHanui3a D-Bus wuHTepdelca. B
OCHOBHOM 3TO NMOJIE3HO BO BPEMA MHCTANNAUMU ONA NONYHEHUA OAHHbIX, NPUTOAHbIX ANA
peno3utopua D-Bus mHTepdercos. MNpn HEOOXOAMMOCTM UMA MHTepdenca MoXKeT DbiTb
YKa3aHO AnA [AaHHbIX CaMoOaHanm3a. Ecanm oHO nponyuweHo, AaHHble CaMOaHanAM3a
BbIBOAATCA ANA BCEX MHTEPDENCOB;

— ——unit=— yCTaHaBAMBAET MO YMOAYAHNIO MOAYNb ANA aKTUBALMM NPU 3anycKe.
Ecnn He yKa3aHo, no ymondaHuto — default.target;
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— —-system, --user — HaMpaBAAeT CUrHanA systemd 3aMyCTUTb CUCTEMHYIO
MHCTaHUMIO (COOTBETCTBEHHO, MOb30BATE/IbCKYHO MHCTAHUMIO), AaxKe ecan ID npouecca He
PaBEH OAHOMY, T. €. systemd He BbINOAHAETCA (COOTBETCTBEHHO BbINMOHAETCA) B KAYECTBE
npouecca nHnumanmsaummn. ObblMHO HEODBXOAMMOCTb 33/1aBaTb 3TU OMNUMM OTCYTCTBYET, T.K.
systemd aBTOMATMYECKM oOnpenenseT pexkMm cBoero 3anycka. CneagosaTenbHO, 3TH
BapMaHTbl Mano Noae3Hbl, KPOME C/y4an OTNAAKM.

BHUMAHMUE! 3arpy3sKka n nogaeprkka NOAHOM CUCTEMbI C systemd, 3aNyLEHHOM B
pexume --system npu PID, He paBHOM 1, He obecneymBaeTcs. Ha npakTuke 3adaHue
OnuUMK ——system ABHO MMEET CMbIC/ TO/IbKO B COYETAHMM C ONUMEN —test;

— ——dump-core —AaMn A4pa NPM aBapMMHOM oTKa3ze. Onuma He UMeeT apdeKTa B
C/ly4ae 3amycka B NONb30BaTENbCKOM MHCTAHLNW;

— ——crash-shell — 3anyckaeT shell npu cboe. Onuma He mmeeT adpdeKTa B
C/ly4Yae 3anycka B NONb30BaTENIbCKOM MHCTAHLNNK;

— ——confirm-spawn — 3anpaluBaeT MNOATBEPKAEHUE TMNPU PA3MHOMKEHUM
npoueccos. Onuus He MmeeT abdeKTa B C/lydae 3amycKka B No/b30BaATENbCKOM MHCTAHLMK;
— -—show-status= — OTODpaXKaeT CXKaTyto CTaTyCHYO MHPOPMALIMIO O cepBumcax

npu 3arpyske. Onuya He umeeT adpdeKTa NPU BbINOAHEHNM B NONb30BATENBCKOM NMHCTAHLNN.
MpUHUMaET ByNeBbIN apPryMeHT, KOTOPbIN MOXKET ObITb NPONYLLEH, YTO MHTEPNPETMPYETCA
KaK true,

— --sysv-console= — onpegenser, byaer Aum BbIBOoA SysV ckpunTa
MHUUMANM3AUMMN HanpaBAeH Ha KoHconb. Onuma He nmeeT adpdeKkTa Npu BbINOAHEHUM B
NONb30BATENBCKOM WMHCTAHUWMK. [TpUHUMaeT OyneBbii apryMeHT, KOTOPbIA MOXKET ObiTb
NPONYLLEH, YTO MHTEPNPETUPYETCA KaK true;

— —--log-target= — 33Ja€T NPUEMHUK ANA COODOLIEHMN O CODLITUAX. APrymeHT
[ONXKeH ObITb OAHUM U3 cneaytowmx: console, syslog, kmsg, syslog-or-kmsg,
null;

— —--log-level= — 334aeT YPOBEHb XYPHAAMPOBaHWA. B KayecTBe aprymeHTa
NPUHMUMAETCA YMCNOBOM YPOBEHb KYPHAMPOBAHMA UM XOPOLIO M3BECTHble syslog (3)
CMMBOﬂquCKmelmweHa(BlﬂmmHeN\penﬂﬁpe):emerg, alert, crit, err, warning,

notice, info, debug;

— —--log-color= — BbIAENAET Ba)KHble YpPHa/bHble coobuleHua. [puHUMaeT
6yneBbI aQPryMEeHT, KOTOPbIA MOXKET BbITb NPONYLLEH, YTO MHTEPNPETMPYETCA KaK true;
— —--log-location= — BK/AOYAET PACMONOXKEHMA B KOAE B XKYPHa/ibHble

coobuleHua. 3To Hambonee 3HaYNMMO ANA Lenen oTnaaku. NMpuHUMaeT ByneBbln aprymeHT,
KOTOPbIN MOXKET BbITb NPONYLLEH, YTO MHTEPNPETUPYETCA KaK true;

— —-default-standard-output=, —-—-default-standard-error= — 3a4ae€eT
BbIBOA, MO YMOJIHaHUIO MTN BbIBO/, ownboK ANA BCeX CepBMCOB M COKETOB, T. €. ynpasadeT
3Ha4YeHnem no YMONYaHWKO AnAa  StandardOutput= W A4A4 StandardExecute.
BocnpuHMmaeT OoAHO W3 CAeAyLWMX 3HAYeHWMW: inherit, null, tty, syslog,
syslog+console, kmsg, kmsg+console. ECIM aprymeHT nponyweH, no yMmOa4aHUIo
CYNTAETCA inherit.
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APXUTEKTYPA: systemd npeaycMaTpuBaeT CUCTEMY 3aBUCMMOCTEN MeXKay
Pa3HbIMM 31EMEHTAMM, HA3bIBAEMbIMM «UNitS» (LOHWTbLI). FOHWUTbI MHKANCYANPYIOT OO BEKTDI,
Ba*KHble /1A 3arpy3KM CUCTEMbI U NOAAEPHKKM.

BONbLMHCTBO FOHUTOB HACTPOEHbI B Ppannax KOHPUrypaumm OHUTOB, CUMHTAKCUC U
6a30Bbll Habop ONUWUIM KOTOPbLIX OMUCAH B systemd.unit (5), OAHAKO HEKOTOPble
CO34a0TCA aBTOMATUYECKN M3 APYIrMX KOHOUIypauui UanM AMHAMUYECKM M3 CUCTEMHbIX
CTPYKTYP.

FOHUTBI MOTYT BbITb active (4TO NOAPa3ymeBaeT started, bound, plugged in,
B 3aBMCMMOCTM OT TMMa YCTPOMCTBA), UAN inactive (4TO MNoApasymeBaeT stopped,
unbound, unplugged...), @ TAK}Ke HAXOAMTLCA B NMPOLLECCE aKTMBALMM NN AEaKTUBALMMN,
T.e. MeXay ABYMS  COCTOSHMAMM  (3TM  COCTOAHMA  Ha3bIBAKOTCA activating,
deactivating). TakKe BO3MOXHO cneuyanbHOe COCTOsIHNE failed, CXOXeEe C inactive
M BO3HMKaloLLEee, Koraa cepBmMc NoTepnen Heyaady Ha HEKOTOPOM NyTu (NpoLecc BO3BpaTUA
KOJ, OWMOKM Ha BbIXoAe, MOTepnen Kpax MamM Talm-ayT onepaumn). MNpmu BO3HUKHOBEHUN
[AHHOrO  COCTOAHWUA NPUYMHA PErncTpupyeTcs B KypHane Ana  AajbHenwero
MCNONb30BaAHMA.

BHUMAHUE! PaznnyHble Tunbl HOHUTOB MOTYT MMETb PAA  AONOJIHUTENbHbIX
NOACOCTOAHMMN, OTODparkaeMblx Ha 5 0600LLEHHbIX COCTOAHWI IOHUTOB.

[oCTynHbI cneayouime TUMbl KOHUTOB:

1) Service units, ynpasaawowme AemMOHaMM U NPOLLECCaMM, M3 KOTOPbLIX OHM
COCTOAT. 3@  AONONMHWUTENbHOM  MHPOpMauumen  Heobxoammo  obpalwatbcs K
systemd.service (5);

2) Socket units, MHKancyaupytolime nokanbHble IPC nam ceTeBble COKeTbl B
cucTeme, None3Hbl NPY akTUBaLMM Ha OCHOBE COKETOB. 33 A0NONHUTENbHON MHGOPMaLMEN
0 socket units HeobxoaMMO 0b6pallaThCA K systemd.socket (5), 006 aKTMBaUMM Ha
OCHOBE COKETOB M ApYrMx Gopmax akTMBaLMM — K daemon (7);

3) Target units — NOAE3HbI A/1A FPYNNUPOBKU FOHUTOB UM 0bBecneyeHns XopoLo
M3BECTHbIX TOYEK CUMHXPOHM3ALUMKM B MpoLecce 3arpy3kn. 3a AONOJHUTENbHOM
MHbOpPMaLMen HeobXxoaAnMMO 0bpalLaThCA K systemd. target (5);

4)Device units — npeacTtaasioT MY aapa B systemd M MOryT ObITb
MCNONb30BaHbl ANA BbINOJHEHMA aKTUBALMKM HA OCHOBE YCTPOWMCTB. 33 AOMNOJIHUTENBHOM
MHbOpPMaLMent HeobXxoaAnMMO 0bpalLaThCA K systemd.device (5);

5)Mount units — ynpaBAAlOT TOYKAMM MOHTMpPOBaHMA B PC. 33 AONONHUTENBHOM
MHbopMaLment HeobxoaAMMo 06paLLATLCA K systemd.mount (5)

6) Automount units — obecneymBatOT BO3MOMKHOCTU aBTOMOHTMPOBAHMA ANA
MOHTMpPOBaHMA ®C no TpeboBaHWIO, a TaKKe napannenns3aumm 3arpysku. 3a
LOMONHUTENbHON MHGOPMaLMeENn HEOBXOAMMO 00PaLLATLCA K systemd.automount (5);

7) Snapshot units — MOryT ObITb MCNONb30BaAHbI A5 BPEMEHHOIO COXpPaHeHMn
COCTOAHUM MHOXEeCTBa OHUTOB systemd, KOTOpPble NO3AHEe MOryT 6biTb BOCCTAHOB/EHDI
NPW aKTMBALUMW COXPAHEHHOro snapshot unit. 3@ A0ONOAHUTENBHOM MHPOPMaLMEN
HeobxoAnMMo 0bpallaThca K systemd. snapshot (5);
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8) Timer wunits — MCNOAL3YIOTCA ANA 3anycka aKTUBAUMW APYrMX HOHUTOB,
OCHOBbIBAsACb Ha TaMMepax. 3a AONOAHUTENbHON MHPOPMaLMeENn HeobxoamMmo obpallaTbea
Ksystemd.timer (5);

9) Swap units — CXOXM C mount units, MHKANCyNMUPYIOT pasaensl uan eannsi
noakavykm namatn OC ABpopa, onmcaHme KOTOpbIX NPUBELAEHO B systemd. swap (5) ;

10) Path units — MOryT ObiTb MCNONb30BAHbI ANA aKTUBALIMWN APYIMX CEPBMUCOB
npu M3MEeHeHMn 1 moandurkaumm obbvekToB PC. 3a AONONHUTENBHON MHPOPMALMEN
HeobxoAMMo 0bpallaThca K systemd.path (5).

FOHUTbI UMEHYIOTCA TaK e, Kak UX KOHDUIypaLMOHHbIe Galinibl. HeKoTopble tOHUTHI
MMEeOT COBCTBEHHYIO OCODEHHYIO CEMAHTUKY.

Systemd MW3BECTHbl pPa3AMyHble BMAbl 3aBUCMMOCTEM, B T.4. 3aBMCUMOCTMU
TpeboBaHMA NONOKMUTENbHbIE N OTPULLATENbHbIE (HANPMMEP, Requires= W Conflicts=), a
TaK)Ke 3aBUCMMOCTM o4yepeaHOCTU (After= U Before=). 3aBUCMMOCTM O4YepeaHOCTU U
TpeboBaHMA OPTOrOHabHbI. ECn Mexay ABYMSA OHUTaMM CYLLLECTBYET TO/IbKO 3aBUCMMOCTb
TpeboBaHMA (Hanpumep, foo.service TpedyeT bar.service), HO He 3aBMCUMMOCTb
oyepeaHOCTM (Hanpumep, nocne foo.service m bar.service), n 0ba 3TUX LOHUTA
3anpolleHbl Ha 3anyck, OHWM OyayT 3anyckaTbcAa napannenbHo. Hanuume obeunx
3aBMcMMoOCTelr TpeboBaHMA M O4YepeiHOCTM MeXKay ABYMS HOHUTAMK ABAsSeTCA 0OLMM
wabnoHom. Kpome TOro, OONbLWWHCTBO 3aBMCMMOCTEM HESABHO CO3[aeTca U
noAAepPKNBAETCA systemd.

TaKXe MMeeTca BO3MOXKHOCTb BPYUYHYO 06bsABASATL AONONHUTENbHbIE 3aBMCUMOCTH,
OZlIHAKO 3TO He ABNsAeTcA 06a3aTeNbHbIM.

MpuKknagHble NPorpammbl U HOHUTLI (Yepe3 3aBUMCMMOCTM) MOryT noTpeboBaTb
M3MEHEHWNA COCTOAHMA IOHUTOB. B systemd 3TW TpebOOBaHMA MHKAMNCYAMPYIOTCA B jobs U
NoAAEepKMBAtOTCA B job-ouepeaun. Jobs MOryT YyCMEeWHO BbIMOAHUTLCA WAW MOTEPNneTb
Heyda4yy, UX BbIMONHEHME YNOPAAOYEHO B COOTBETCTBMM C 3aBMCMMOCTbIO OYepeaHOCTM
IOHWMTOB, Ha KOTOPYH OHM ObINN 3aNNaHUPOBAHDI.

Mpw 3arpy3ke systemd aKTUBUPYET HOHUT TMNA target default.target, paboTa
KOTOPOro 3aK/ilo4aeTcA B  aKTMBAUMM  3arpy*KaemblX CEepBMCOB M APYrUX HOHUTOB,
3arpy’Kaemblx C MOMOLLbO 3aBMcKMMocTel. OBbIMHO MMA AQHHOrO OHWTA NpeacTaBaAeT
cobon NCeBAOHMM: CCbI/IKA Ha graphical.target (419 NONHOPYHKLUMOHANbHbIX 3arpy30K
B NMO/1b30BaTE/IbCKNIM MHTEPDENC) MMM HAMulti-user.target (419 OrPaHNYEHHOM TONbKO
KOHCO/IbIO 3arpy3Kkmn NpmM MCNONb30BAHMM BO BCTPOEHHbIX MK CEPBEPHbIX CPpeaax Uam nMm
NoA0OHbIX; NOAMHOMECTBO graphical.target).

AOMMHUCTPATOP MMEEeT BO3MOXKHOCTb cAenaTb ero MNCceBAoHMMOM K ntobomy
APYromy tOHUTY TMNa target. 33 AONOAHUTENbHOM MHDOPMALIMEN O KOHUTAX TMNA target
HeobxoAnMMo 0bpallaThCA K systemd. special (7).
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[MpoLecCbl-NTOTOMKN systemd MNOMELLAOTCA B OTAE/bHblE TPyNnbl YNpaBaAeHWNA
OC ABpopa C TaKMMU Ke MMEHaAMM, KaK Yy HOHWTOB, K KOTOPbIM OHW MpUHAANEXaT, B
CODOCTBEHHOM MepapxmMm systemd, KOTOPbIK  MCNOAb3yeT 3TO AnAa 3QPEKTUBHOTO
OoTCNeXMBaHMA npoleccos. MHGopmauma o rpynne ynpaBaeHns NoAAEPXKMBAETCA B AApPeE U
[OCTyNHa ¢ nomoullbto nepapxim OC (noa /sys/fs/cgroup/systemd/) UAN B TaKuX
MHCTPYMEHTAX, KaK ps (1) (ps xawf -eo pid,user,cgroup,args OCODEHHO Nose3Ha
ONA NONYYEHMA CNUCKA BCEX MPOLLECCOB N IOHUTOB systemd, KOTOPbIM OHW NPUHAANENXKAT).

Systemd B DONbLION CTENEHN COBMECTMMA C CUCTEMOM SysV init: SysV init
CKPUNTbI NOAAEPHKMBAKOTCA M YNTAIOTCA KaK dalnbl KOHOUIypaLMm anbTePHATUBHOIO (XOTA
M orpaHnyeHHoro) dopmata. ObecneymsaeTca SysV /dev/initctl WMHTepdenc, A4OCTynHa
COBMECTMMAn peanm3aumsa pPasInYHbiX SysV  KAMEHTCKMX WMHCTPYMEHTOB, a TaKkKe
NOAAEPKMBAOTCA  pa3ninyHble  ycTosBlimMeca  UNIX-OYHKUMOHANbHOCTK, Takue  Kak
/etc/fstab uan b utmp.

Systemd MMEET MUHMMaNbHYI CUCTEMY TPaH3aKUMA: B Cyvyae HeobxoaMmMoCTM
3aNyCTUTb MO0 BbIKAHOUYNTL FOHUT systemd M BCE ero 3aBMCMMOCTM byayT AobasneHbl BO
BPEMEHHYIO TpaH3akuuto. [Janee cneayeT NpoBepKa Ha npeameT TOro, ABAAETCA M
TPaH3aKLUMA NOCNeA0BaTENbHOM (ABNAETCA I NOPSAA0K BCEX OHWMTOB HE3ALMKAEHHbIM):

— eC/M HeT, systemd NOCTAapPaeTCA UCMNPABUTb 3TO W YAANUT M3 TPaH3aKLMM jobs,
He ABNAKLWMECA HEeODOXOAMMbIMM, YTO MOXKET NpPeaoTBPaTMUTb 3aLMKAMBAHME. Takke
systemd MblTaeTCA NOAABWUTb B TPAH3aKUMM jobs, CNOCODOHbIE OCTAHOBUTbL 3aMyLLEHHbIN
CEPBUC M He ABAAOLLIMECA HEODXOAMMbIMUK. Kpome TOoro, NpoBepseTcs, ABAAIOTCA N jobs
M3 TPaH3aKUMW MNPOTMBOPEYMBbLIMM jobs, KOTOPbIE yXKe HaxoAAaTca odepean. Ecam aa,
TpaH3aKLUmMA, BEPOATHO, byaeT NnpepBaHa;

— eCAn A3, TPaH3akumMA ABNAEeTCA NOCNefoBaTeNbHOM U ee BAMAHME CBEAEHO K
MWHMMYMY, OHa o0ObeaMHAETCA CO BCEMW YXKe oXuaatowmmm o06paboTkM jobs M
nobasnseTca B odepeb BbIMOJAHEHMA. DTO O3HAYaeT, YTO A0 BbINOAHEHMA 3aTpeboBaHHOM
onepaumn systemd byaeT NpoBepPATb, YTO ONepaLmMa MMEET CMbIC/, UCNPABAATb ee, eC/N
BO3MOXHO, U, €C/IM OHa AeNCTBUTENbHO HE MOXKET paboTaTb, OTMEHMUT ee.

Systemd COAEPKWT BCTPOEHHYK peanm3almio 3a4a4d, KOTopble AO0MKHbl ObliTb
BbIMO/IHEHbl KaK 4aCTb MpoLecca 3arpysku. Hanpumep, ycTaHaBAMBaeT MMA XOCTa WU
KOHOUIYpMpPYyeT NeTaeBoe YCTPOMCTBO CETM, HACTPaMBAET M MOHTUpPYET pasanyHble OC AP,
TaKMe Kak /sys WU /proc.

[ns nonyvyeHns AONOAHUTENbHOM MHDOPMAUMM O MOHATUAX U NAEAX, 3a10KEHHbIX
B systemd, Heobxoammo obpatlatbes K Original Design Document[2].

BHUMAHUE! HekoTopble nHTepdelchbl, npeaoctaBnsemblie systemd, coaepat
Interface Stability Promise[3].

MAMKN NDBO:

ManKu CUCTEMHBIX IOHUTOB

CUCTEMHbIN  aAMWUHUCTPATOP systemd YMTaeT KOHPUIypaLMIO HOHWUTOB K3
Pa3INYHbIX NanoK. MNaKeTbl, }Kenatolime yCTaHOBUTb Gainbl FOHUTOB, AO/KHbI PAa3MECTUTb
MX B NankKy, BO3BpaLlLaeMon KOMaHAOM:
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pkg-config systemd --variable=systemdsystemunitdir

Apyrnmn nposBepAaemMbIMM Nankamm ABAAKOTCA /usr/local/lib/systemd/system
M /usr/lib/systemd/system.

[Monb3oBaTeNbCKAs KOHPUrypaums Bcerga WMMeeT npUMopuTeT. pkg-config
systemd --variable=systemdsystemconfdir BO3BPALLAET MYyTb K MNanKe CUCTEMHOM
KoHOUrypauyumn. MakeTbl AONKHbI M3MEHATb COAEPKMMOE 3TUX NMAMNOK TONbKO C MOMOLLbIO
KOMaH4 enable MW disable MHCTPYMEHTA systemctl (1).

MNanku nonb3oBaTe/IbCKMUX IOHUTOB

MoaobHble NpaBuaa NPUMEHAIOTCA ANA NAaNOK NO/1b30BaTE/NbCKMX OHUTOB, OAHAKO
HaXxo0AWMTb tOHUTLI B A@HHOM C/y4dae cneayeT no cneundukaumm XDG Base Directory [4]. MT
NOMKHbI MOMECTUTb CBOM GaliNbl OHUTOB B NamnkKy, BO3BPALLEHHOM KOMaHA0M:

pkg-config systemd --variable=systemduserunitdir

FnobanbHas KOHPUrypaums BbINOAHEHA B Marnke, 0 KOTOPOW coobliaeT KoMaHAa
pkg-config systemd --variable=systemduserconfdir.KOMaHAbl enable Mdisable
MHCTPYMEHTA systemctl (1) MOryT 0bpalaTbca c 060MMMN BUAAMM FOHUTOB: rN0OaNbHbIMMK
(T.e. pns BCex nonb3oBaTenem) W  YacTHbIMM  (ANA  OAHOro  Mnonb3oBaTens),
paspellan/3anpeLuan ux.

Manku ckpuntos SysV init

[Manknm CKpMNTOB SysV init pacnonaratTca mexay auctpubytnsamu. Ecnm
systemd HE MOXET HaWTU POAHOM unit ¢ann ana Tpebyemoro cepsuca, oH byaer
OCYLWECTBAATbL MOWUCK CKPUNTA SysV  init TOro € CaMoro MMeHu (C yaaneHHbIM
cyddurKcom . service).

Manka mexaHn3ma ccbinok SysV runlevel

feonokauma NankMm MexaHM3Ma CCbIIOK SysV  runlevel  Pa3/IMYHO MeEXKay
ANCTPUOYTUBAMU. Systemd YYUTbIBAET MEXAHM3M CCbIZIOK, ONPeaenss, AO/KEH 1 CEPBUC
ObITb BKAOYEH.

BHUMAHMUE! service unit CO BCTPOEHHbIM unit KOHQUIypaLUMOHHbIM hanaom
He MOXeT ObITb 3anyLLEH NP aKTUBM3ALUMM €r0 B MEXAHM3ME CCbINIOK SysV runlevel.

CUTHAJbI:

— SIGTERM — NOC/Ie NOAYYEHNA AAHHOTO CUIHA/A CUCTEMHbIN MeHeaXKep systemd
cepuanmnsyeT ero COCTOAHME, Nepe3anyckaeTca 1 AecepmnannlyeT COXPaHeEHHOE COCTOAHME
MOBTOPHO. B OCHOBHOM 3TO 3KBMBANEHTHO C/eAylolWeMy: systemct]l daemon-reexec;

— systemctl daemon-reexec —MNO/b30BATE/IbCKMA MEHEAKEP systemd 3aNyCTUT
exit.target unit, KOrga nNpumeT AaHHbl CUMrHaA. B OCHOBHOM 3TO 3KBMBA/NEHTHO:
systemctl --user start exit.target;

— SIGINT — nocae NoAy4YeHMA AaHHOrO CUMrHana CUCTEMHbIM MeHeaKep systemd
3aMyCTUT IOHUT ctrl-alt-del.target. B OCHOBHOM 3TO 3KBMBAJIEHTHO: systemctl
start ctl-alt-del.target;

— systemctl start ctl-alt-del.target — MO/Jb30BATENbCKMN MeHeOXep
systemd NOCTYNUT C A@HHbIM CUTHA/IOM TEM e CNOCODBOM, YTO 1 C CUTHANIOM SIGTERY;
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— SIGWINCH — noay4ms LI,aHHbIlZ CUrHan, CUCTEMHDbIN meHegxep 3anyCctnt HOHUT
kbrequest.target. B OCHOBHOM 3TO 3KBWBAJIEHTHO: systemctl start
kbrequest.target;

— systemctl start kbrequest.target — MO/Ab30BATENbCKUIA MEHeOKep
systemd UTHOPUPYET AaHHbIA CUTHA;

— SIGPWR — noayyus Ll,aHHbIlz CUTHan, CUCTEMHbIN meHegxep 3anyCctut HHUT
sigpwr.target. B OCHOBHOM 3TO 3KBMBA/IEHTHO: systemctl start sigpwr.target;

— SIGUSR1 — MoOAy4uB LI,aHHbIVI CUrHan, CUCTEMHDbIN meHeaxep 6y,£|,eT MNblTaTbCA
NPUCOEAUNHUTBCA K LWnHe D-Bus;

— SIGUSR2 —MNONY4YunB ﬂ,aHHbIM CUTrHan, CUCTEMHbIM meHegxep uesiMKoOM 3arfnnmueT B
COO6LLI,eHl/Ie 0 cobbITUAX CBOE COCTOAHME B YNTAaEMOM cbop/v\e. 3anncaHHble JdaHHble 6y,£l,yT
TaKMe XKe, KaK BbIBOAMMbIE KOMaHAON: systemctl dump;

— SIGHUP — MNOJIHaA nepes3arpy3ka KoHpurypaumm aemoHa. B ocHOBHOM 3TO
9KBWMBANIEHTHO: systemctl daemon-reload,

— SIGRTMIN+O0 — BXOAUT B pPEXMM NO YMONYAHUIO, 3aMYyCKaeT HHUT
default.target. B OCHOBHOM 3TO 3KBMBA/NIEHTHO: systemctl start default.target;

— SIGRTMIN+1 —BXOAUT B CNacaTen bHbIM pPeXnm, 3anyCKaeT KHNUT rescue. target.
B OCHOBHOM 3T0O 3KBMBAJIEHTHO: systemctl isolate rescue.target;

— SIGRTMIN+2 —  BXOAMUT B  aBAPWMHbLIA  PEXUM,  3aMNyCKaeT  HOHUT
emergency.service. B OCHOBHOM 3TO 3KBMBA/IEHTHO: systemctl isolate
emergency.service,

— SIGRTMIN+3 — OCTaHaBAmnBaeT MY, 3anycKaeT IOHUT halt.target. B OCHOBHOM
3TO 3KBMBANEHTHO: systemctl start halt.target;

— SIGRTMIN+4 — BblKAtOYeHWe nuTaHma MY, 3anycK lOHUTA poweroff.target. B
OCHOBHOM 3TO 3KBWMBA/IEHTHO systemctl start poweroff.target,

— SIGRTMIN+5 —nepesanyck MY, 3anycK loHUTa reboot . target. B OCHOBHOM 3TO
3KBUBAJIEHTHO: systemctl start reboot.target;

— SIGRTMIN+6 — nepe3anyck MY ¢ NMOMOLWbI kexec, 3aNyCK HOHWTA
kexec.target. B OCHOBHOM 3TO 3KBMBA/IEHTHO: systemctl start kexec.target;

— SIGRTMIN+13 — Hemea/leHHas OCTaHOBKa paboTbl MY;

— SIGRTMIN+14 — HemMeaNeHHOoe OTKAYeHne nuTaHna MY,

— SIGRTMIN+15 —Hemed/leHHaa nepesarpyska MY;

— SIGRTMIN+16 — Hemea/ieHHaa nepesarpyska MY ¢ kexec;

— SIGRTMIN+20 — AenaeT BO3MOXHbIM BbIBO/, CTAaTYCHbIX COOOLLEHNI HA KOHCOb,
B T.4. BbI3BAHHYIO MNAapPaMETPOM systemd.show status=1 B KOMaHAHOW CTPOKe AApa;

— SIGRTMIN+21 — OTME€Ha BO3MOXHOCTW BblBOAa CTaTYyCHbIX COO6LLI,€HMIZ Ha
KOHCO/1b, B T.4. BbI3BaHHYIO NAaPaMeTPOM systemd.show status=0 B I-(ON\aH,LI,HOl\/JI CTpOKe

aapa.
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MEPEMEHHbIE CPEABI N OKPYXKEHME:

— $SYSTEMD LOG LEVEL — systemd 4YMTaeT log level W3 3TOM NepemeHHOW
OKpyKeHuA. [laHHas HacTpoMKa MoXKeT bbiTb MepeonpeaeneHa ¢ MOMOLLbO onNuumM —-1og-
level=;

— $SYSTEMD LOG TARGET — systemd YMTaeT LUENEBOW >KypHaa U3 3TOM
nepemMeHHON oKpyKeHWA. [laHHas HacTpolMKa MOXKeT BbiTb NepeonpedeneHa ¢ MOMOLLbO
onumnm —--log-targets=;

— $SYSTEMD LOG COLOR — onpegendaeTt, byaet M systemd BblAeNATb LBETOM
Ba)KHble  COODOLIEHNA CUCTEMHOrO KypHana. J[laHHaA HacTpoMKa MOXeT ObITb
nepeonpeaeneHa c NOMOLWb ONUMKN —-log-color=;

— $SYSTEMD LOG LOCATION — onpezenseT, byaeT M systemd BbIBOAUTbL HOMEP
CTPOKM B MCXOAHOM KOAEe BMECTE C *KYPHa/bHbIMW COODLLIEHNAMM. ITO NOBEAEHNE MOXKET
6bITb NepeonpeaeneHo C NMOMOLLbIO ONUMN ——1log-location=;

— $XDG CONFIG HOME, $XDG_CONFIG DIRS, $XDG_DATA HOME,
$XDG_DATA DIRS — NO/b30BATENbCKMIN MeHeaKep systemd MCNONb3YET 3T NepeMeHHble
B cooTBeTcTBMM ¢ XDG Base Directory cneunduraumein [4], 4Tobbl HANTU ee KOHPUTypPaLMIO;

— $SYSTEMD UNIT PATH-— 33aJaeT, rae systemd MeT Ganabl OHUTOB;

— SSYSTEMD SYSVINIT PATH-—334aeT, rae systemd MLWET CKPUNTbl SysV init;

— $SYSTEMD SYSVRCND PATH — 33jaeT, r4e systemd MLET CKPUNTbI CUCTEMDI
CCbINOK runlevel SysV init,

— SLISTEN PID, S$LISTEN FDS — YCTaHaB/AMBAET systemd 419 KOHTPOAMPYEMbIX
MPOLLECCOB BO BPEMA aKTMBALMM HA OCHOBE COKeTOB. [oapobHee B sd_ listen fds (3);

— SNOTIFY SOCKET — YCTaHaB/AMBAET systemd ANA KOHTPOMPYEMbIX NPOLECCOB C
LLeNblo YBELOMIEHWNA O CTaTyCe 1 3aBepLUeHnn 3anycka. lMNoapobHee B sd notify (3).

MAPAMETPbI KOHOUTYPALIMW, MEPEAABAEMbBIE OT AAPA OC ABPOPA:

Echm systemd 3anyueH B CUCTEMHOM WHCTAHUMW, OH pa3bupaeT HECKONbKO
apryMeHTOB KOMaHAHOWM CTPOKM Aapa:

— systemd.unit= —nepeonpeaenaeT toHUT, KOTOPbIN aKTMBMPYETCA NPU 3arpy3Kke
— N0 YMONYaHUIO default.target. 3TO MOXeT OblTb MCNONL30BAHO A/ BPEMEHHOM
3arpy3kM B JAPYror 3arpy3ouvHblii  HOHWUT, Kak, Hanpumep, rescue.target UM
emergency.service. [loapobHee 06 3TUX IOHUTAX B systemd. special (7);

— systemd.dump core= —MNPUHUMAET OyneBbit apryMmeHT. ECam true, TO systemd
co34aeT core dump, KOrAa paboTaeT HEKOPPEKTHO. B NPOTMBHOM CayYae core dump He
cosgaetca. [1o ymonyaHuto true;

— systemd.crash _shell= — npuHMmaeT Oynesblin aprymeHT. Ecanm true, TO
systemd NOpoOXAaeT shell, Korga pywutca. B nNpoTMBHOM cayvae shell He
nopoxaaetca. 1o ymonyaHuto false M3 COoobpaxKeHMM HBe3omnacHOCTU, T.K. shell He
3alMLLEH NAPObHOM ayTeHTUDUKaUMEN;

— systemd.crash chvt= — NPUHMMaET aprymeHT Lenoe u4ucno. Ecam oHo
NONOXUTENbHOE, systemd aKTUMBMPYET 3a4aHHbIN BUPTYasibHbIA TEPMMHAA, Koraa
pywmnTca. o ymonyaHuio -1;
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— systemd.confirm spawn= — MpuUHUMaeT OyneBbli aprymeHT. Ecam true,
3anpallmMBaeTcA NOATBEPXKAEHNE, KOTAa NOPOXAaeTCA npouecc. 1o ymonyaHuio false;

— systemd.show status= —NpPUHMMaET 6yﬂeBbIl>'I aprymeHT. Ecam true, BbIBOAUT
Ha KOHCOJ/Ib B CXaTOM BUAE WM3IMEHEHMA CTaTyCa CEPBUCOB B Te4dYeHWE 3arpy3ku. o
YMONYAHUIO true;

— systemd.sysv _console= — NPUHMMaET 6yﬂeBbIl71 aprymeHT. Ecim true, BbIBOA,
CKpnNTa SysV init 6y,£l,eT Hanpas/jeéH Ha KOHCO/1b. o YMO/IHaHUIO true, HO, €C/IN quiet
nepedaH Kak onunA I-(OIV\aH,D,HOIZ CTPOKM AA4pa, NO YMONYaHUKO false;

— yNpaBAaeT BbIBOAOM B coo0bLleHWE O cODbITUAX C TEM Ke 3QPEKTOM, YTO U
OMMCaHHblIE Bbllle nepemeHHble OKPYyXeHNA: $SYSTEMD_LOG_TARGET,
$SYSTEMD LOG LEVEL, S$SYSTEMD LOG COLOR, S$SYSTEMD LOG LOCATION:

systemd.log target=, systemd.log level=, systemd.log color=,
systemd.log location=

—systemd.default standard output=,systemd.default standard error=
— ynpasadeTtr CTaHAapPTHbIM BbIBO,EI,OM/BbIBO,D,ON\ OWNOKM Ana cepBnCoB MO YyMOIMaHUIO C
TeM e 3QDeKTOM, YTO M apryMeHTbl KOMaHAHOM CTPOKM, ONMUCaHHble Bblille —-default-
standard-output= U --default-standard-error= COOTBETCTBEHHO.

COKETbI 1 KAHA/bI:

— /run/systemd/notify — COKeT yBeAOMNEHMA COCTOAHMA AEMOHA. DTOT COKeT
AF UNIX datagram WCNONb3yeTCA ANA peann3aunmn NOornkn yseaomneHunAa OemoOHa,
KOTOpOe OCYLLLEeCTBNAETCA NOCPEACTBOM sd_notify (3);

— /run/systemd/logger — WCNOAb3YETCA BHYTPEHHE HHUTOM systemd-
logger.service, ANA systemd BBOAWUT MNOHATME CUCTEMHbIX HOHUTOB. ,ﬂ,aHHbIe FOHUTbI
npeacrasjaeHbl KOHd)l/II'ypaLI,I/IOHHbIN\I/I cbaﬁma/v\m, pacnonoxeHHbiMmn B OAHOM  UIN
HECKO/IbKMX Mankax, onnMcaHme KoTopblx NnpueeaeHo B Tabamue (Tabamua 1.1), 1 B cxkaTom
BMAE aAKKYMYAMPYIOT MHPOPMALMIO O CUCTEMHbIX CAY»KOax, CAyLWaloWmx COKeTax,
COXPaHEHHbIX CHMMKaX COCTOAHUNA CUCTEMDLI, a TaKXe O APYyrunx O6'beKTaX, MMeLoLLNX
OTHOLWEeHNE K cncreme mMHnumnann3aunin.

Tabnnua 1.1

MNanka OnucaHue
/usr/1ib/syst |daiinbl IOHUTOB systemd, pacnpeaeneHHble YCTaHOBAEHHbIMU
emd/systen/ | ppM-nakeTamm
/run/systemd/ |daiinbl IOHUTOB systemd, CO3AaHHbIe B NpoLiecce paboTbl. JaHHas
system/ nanka MMeeT NPUOPUTET Ha, Nankamm C YCTaHOBEHHbIMM
CNY¥KeOHbIMK Gannamm tOHNUTOB
/etc/systemd/ |daiinbl IOHUTOB systemd, CO3JaHHbIe KOMaHA0m
system/ systemctl enable, a Takxe ¢alnbl OHUTOB, A0bOaBNEHHble ANA
pacLUMPEHnn CAYyXDbl. JaHHaA nanka MMeeT NPUOPUTET Ha, NanKkown C
dainamm IOHUTOB, CO3AaHHbIMKM B NpoLiecce paboTbl
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MONHbBIA CAUCOK AOCTYMHbIX TUMOB HHUTOB systemd NpuBedeH B Tabauue
(Tabnunua 1.2).

Tabnnua 1.2
Tvn loHUTa PacwwupeHue davina OnucaHve

Cnyxba .service CuctemHas cny»xba

Uenb -target [pynna tOHNUTOB systemd

ABTOMaTU4eckoe | -automount To4Ka aBTOMATMYECKOro MoHTMpoBaHma ®C

MOHTMPOBaHME

YCcTponcTBo .device ®ann ycTponcTBa, PAacno3HAaBaEMOro A4pom

MoHTMpOBaHWe | -mount Toyka moHTMpoBaHma OC

MyThb -path ®ann nnv nanka 8 PC

Obnactb - Scope Mpouecc, Co34aHHbIN M3BHE

Cpes .slice [pynna nepapxmyeckmn opraHnM3oBaHHbIX
tOHMTOB, YNPaBAALLMX CUCTEMHbBIMM
npoLueccamm

CHMMOK -snapshot CoxpaHeHHOe COCTOoAHNE MeHeaKepa
systemd

Coket -socket CokeT ana obmeHa MHPopmaLmen mexay
npoueccamm

MNoaKayka -Swap YCTpOMNCTBO MM hain NOAKAYKM

Taimep -timer Talmep systemd

MNepeonpeaeneHne nNapaMeTpoB systemd MO YMOAYAHMIO OCYLLECTBAAETCA C
NOMOLLbtO Paina system.conf.

KoHPUrypauma systemd N0 yMONYaHUIO ONpeaenseTca BO BPeEMA KOMAUAALMN U
[OCTyMHa ANAa NpocmoTpa B dalne /etc/systemd/system.conf. [1pn HeobxoaMmocTm
M3MEHUTb MapameTpbl MO YMOYaHMIO M rnobanbHO NepeonpeaenTb OTAebHble 3HAYEH WA
IOHWMTOB systemd CNeayeT, MCNOb3yA AaHHbI dain.

[lna nepeonpeaeneHns 3Ha4YeHWA Npeaena UCTEYEHMA BPEMEHWM OXKMAAHMA, MO
yMOAn4aHuto  paBHoro 90  ceKyHaam, HeobxoAMMO  MCNOAb30BaTb  MapameTp
DefaultTimeoutStartSec, A8 KOTOPOro noTpebyeTca yKa3aTb 3HaYEHME B CEKYHAAX:

DefaultTimeoutStartSec=<TpebyeMmoe 3HauyeHMne>

OcHoBHble npeasaraemble BO3MOXKHOCTH

B OC ABpopa cuctema systemd M service manager OCYLLECTB/AIOT aKTMBALMIO Ha
OCHOBE COKETOB — BO BPEMsA 3arpy3kM systemd CO343€T CAYLIAKOLIME COKETbl ANA BCEX
CUCTEMHbIX CAYXKO, NOAAEPKMBAOWMX AAHHbIA  TUN  aKTUMBALUMKW, W nepedaeTr uX
COOTBETCTBYIOLMM CNyHKOaMm, Kak TONbKO OHM Ha4ymHatoT paboTy. ITO NO3BONAET systemd
OCYLLECTBAATb NapannenbHbl 3anycKk CAyKO 1 AenaeT BO3MOXHbIM Nepe3anyck Cay»Kobl
6e3 noTepu COOOLEHMN, OTNPAB/EHHbLIX €/ B TO BPemsa, NoKa OHa bblna HeaoCTynHa:
COOTBETCTBYIOLLNI COKET OCTaeTCs AOCTYMHbIM, M BCE COODLLIEHMA MOMELLAITCA B o4epepb.

[na akTMBaALMM HA OCHOBE COKETOB systemd MCMOAb3YET OHUTbI COKETOB:

— aKTMBALUMA HA OCHOBE LWWHbI — CUCTEMHbIE CNYKDObl, ncnonb3ytowme D-Bus ans
obmeHa MHpopMaLMen mexay NPoLeccaMmn; MOXHO 3aMyCTUTb N0 TPebOoBaHMIO, KaK TO/IbKO
KaneHTckoe MM B nepBbiM pa3 nonpobyetr obMeHATbCA C HUMKM UHbopmaumein. Ana
aKTMBALMMN Ha OCHOBE LLMHbI systemd UCNONb3YET danabl cnyKbbl D-Bus;
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— aKTMBaLUMA Ha ocHoBe MY — cuCTEMHble CNy»KDObl, NOAAEPKMBAIOLLME aKTUBALMIO
Ha OCHOBE VYCTPOMCTB;, MOXHO 3anycTUTb NO TpeboBaHMIO MNpPW  MNOAKAYEHUMU
onpeaeneHHoro Tmna 06opyaoBaHNA UAKM ecam 3To 0bopyaoBaHNE CTAHOBUTCA AOCTYMHO.
[ns akTMBALMM Ha OCHOBE YCTPOMCTB systemd MCNOb3yeT OHUTbI MY;

— aKTMBALUMA Ha OCHOBE MNyTelm — CUCTEMHble CAyKbbl, noaaepxmBatoLime
aKTMBALUMIO Ha OCHOBE MyTeN; MOXHO 3anyCTUTb Mo TpeboBaHMIO, KOrda onpeaeneHHbIn
dann manm nanka M3MEHAT CBOM cTaTyc. [lnA aKTMBaUMM Ha OCHOBE MNyTel systemd
MCMNONb3YET FOHUTBI NYTK;

— CHMMKM COCTOAHMA CUCTEMbI — systemd MOXeT BPEMEHHO COXPaHUTb TeKkyllee
COCTOAHME BCEX FOHMTOB MM NOBTOPHO aKTMBMPOBATbL Npeablayllee COCTOAHME CUCTEMbI U3
AMHAMMUYECKM CO30aHHOM0o CHMMKA. [NA XpaHeHMA TeKYLLEro COCTOAHMA CUCTEMbI systemd
MCNONb3YeT AMHAMMYECKM CO3[4aHHbIE FOHUTbI CHYUMKOB;

— ynpaB/ieHne TOYKaMMU MOHTMPOBAHMA WM  aABTOMOHTMPOBAHMA — systemd
Habnto4aeT M ynpaBaseT TOYKamMM MOHTMPOBAHMA N aBTOMATUYECKOrO MOHTUPOBaHMA. [na
TOYEK MOHTMPOBAHUA systemd WMCMNONAb3YET HOHUTbl TOYEK MOHTMPOBAHMA, a ANA TOYEK
aBTOMOHTMPOBAHMA — IOHUTbl aBTOMOHTMPOBAHUA;

— arpeccmMBHan napanfenmnsauma — MCNoAb3yA aKTMBALMIO HAa OCHOBE COKETOB,
systemd MOXET 3amycKaTb CMCTEMHble CAYXKObl MapannenbHo, Kak TOMbKO CAyllatoLine
COKETbI OKaXKyTCA Ha MecTe. B couyeTaHnmM C CUCTEMHbIMM CAYXDaMK, NOAAEPKMBAOLLNMM
aKTMBaUMO No TpeboBaHWIO, NapannenbHas akTMBALMA 3HAYMTENbHO COKPALLAET Bpems,
HeobxoaMmoe ANs 3arpy3Kn CUCTEMbI;

— TPaH3aKUMOHHAA /0TMKA aKTMBALMM OHUTOB — Meped  akTUBaUMEN UM
OTK/IIOYEHNEM OHUTA systemd PACCYMUTLIBAET €ro 3aBUCMMOCTM, CO34AET BPEMEHHYIO
TPaH3aKLMIO M NpoBeEPSAET ee LLeNOCTHOCTb. ECan TpaH3aKuma byaeT HeLLeNOCTHOM, TO Nepea
TeM, KaK BblgaTb coobueHne 06 ownbke, systemd aBTOMATMYECKM MblTaeTcA
CKOPPEKTUPOBATb TPAH3AKUMIO U YOA/NTb U3 Hee 33a[adu, He MMetolme KPUTUYECKOro
3HaYeHus;

— obpaTHas COBMECTMMOCTb C CUCTEMOM MHWUManmM3aumm SysV — systemd
NOAAEPKMBAET CLEHapUM nHMUManm3aumm SysV, 4to onmcaHo B Hasosor cneundurKkaumm
npoekTa Linux Standard Base. 3To obneryaeT nepexoa K CAyebHbIM IOHUTAM systemd.

N3meHeHUA coBMeCTUMOCTHU

Cuctembl systemd M service manager pa3paboTaHbl TakMm obpaszom, 4TobbI
obecneymBaTb 6a30Byt0 COBMECTMMOCTb C SysV W Upstart. Hanmbonee 3HaumTeNbHblE
M3MEHEHNA B COBMECTUMOCTM OTHocuTesibHO OCABpopa W pdAaa  npedblayLmx
ANCTpmnbyTMBOB Linux:

— systemd WMMeEeT  OrpaHMYeHHyt0  NOAAEPXKKY  YPOBHEW  BbIMNOJIHEHWS,
NpesoCTaBNAAA HECKObKO FOHMUTOB Le/M, KOTOPblE MOXHO HaNpPAMY CONOCTaBUTb C 3TUMM
YPOBHAMM BbINOAHEHMA. OQHAKO CONOCTaB/AEHME BO3MOXHO He A4 BCeX Lenemn systemd,
NO3TOMY M3 COOBpaXKEHMN COBMECTMMOCTM B COCTaB systemd BXOAUT KOMaHAa runlevel,
KoTopaa MOXeT BepHyTb N Ans 0603HaYyeHMA HEeM3BECTHOro YPOBHS BbIMOAHeHMA. [0
BO3MOHOCTM pekomeHayeTcs n3beraTb MCNOb30BaHUA AAaHHON KOMaHAbI;
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— YTUAUTA systemctl HE NOAAEPHKMBAET NPOM3BO/bHbIE KOMaHAbI. B fononHeHme
K CTaHOAPTHbIM KOMaHZaM, TaKMM, Kak start, stop MW status, aBTOPbl CLEHapMeB
MHULMANN3ALUNM SysV Pean3oBani NnoaaepKky 4na nto6oro Ymcaa Npon3BoabHbIX KOMaHA
B KayecTBe A0NOAHUTENbHOro QyHKUMoOHana. Hanpumep, B8 Red Hat Enterprise Linux 6
CUEeHapuh init ANA iptables MOXHO 6Obl10 BbINONHATL BHYTPM KOMaHAbl panic, YTO
BK/IIOYA/NI0 PEXMM panic M MNepeHacTpamBano CUCTEMY Ha HemMedNeHHbIn cOpoc Bcex
BXOAALMX M UCXOAALIMX NAKETOB. HMYero M3 3TOro He NoAAEpPKMBAETCA B systemd, W
systemctl NPUHUMAET TONIbKO KOMaHAbl, NepeYnCcaeHHble B AOKYMEHTALUN;

— YTUAUTA systemctl HE OOMeHMBAETCA MHPOPMALMEN CO CAyKOaMM, KOTOPble He
OblNK 3anyLleHbl systemd. Koraa systemd 3anycKaeT CUCTEMHYIO CAYXKOY, AEHTUDUKATOP
ee rNaBHOro NpoLecca CoOXpaHAeTCA A58 BOSMOXHOCTM €ro OTCAEXMBAHMA. 3aTeM yTUANTA
systemctl WCNONb3yeT 3TOT MAEHTUDMKATOP ANA Onpoca M YynpaBAeHWA CAyKOoW.
COOTBETCTBEHHO, €C/IM MONb30BaTeb 3aMyCKaeT onpeaeneHHbI AeMOH Hanpsamyl w3
KOMaHAHOW CTPOKW, systemctl HE B COCTOAHMM OMPeaennTb ero TeKyLmn ctatyc anmbo
OCTAaHOBUTb €r0 BbIMONHEHME;

— systemd OCTaHaBAMBAET TO/bKO paboTatoume cayxbol. [locne mMHUMUMALMM
nocnegoBatenbHOCTM shutdown Red Hat Enterprise Linux 6 u 6onee paHHWE pennsbl
CMCTEMbI MCNOb30BaAIM CUMBO/IbHbIE CCbIZIKM, PACMOIOXKEHHbIE B ManKke /etc/rc0.d/, ANA
OCTaHOBKM BCEX AOCTYMHbIX CUCTEMHbIX CNYKO BHE 3aBMCUMOCTM OT UX cTaTyca. C systemd
BO BpEeMA BbIMOJHEHWA NOC/NeA0BATE/IbHOCTM shutdown OCTAHABAMBAKOTCA TOJ/IbKO
paboTatoume cnyxobl;

— CMCTEMHbIE CAYXDbl He MOryT YmTaTb MHOOPMALMIO M3 CTAaHAAPTHOrO MOTOKA
input. Koraa systemd 3anyckaeTt cayxby, CTaHAAPTHbLIN BBOA, CAY»KObl NOAKNOYaETCa K
/dev/null Ana npeaoTepalleHns Ntoboro B3aMMoaeNCTBMA C NOIb30BaTENEM;

— CUCTEMHbIe CNYKObl HE HACNeAytOT KOHTEKCT (TAKOM, KaK NepeMeHHbIe OKPYKeHUA
HOME M PATH) OT BbI3bIBatOLLErO UX MO/Ib30BATENA MM ero ceaHca. Kaxkaasa cny>kba paboTtaet
B YMCTOM KOHTEKCTE BbIMO/HEHMA;

— BO BpemA 3arpysku cueHapua WHWUMANM3auMm SysV  systemd YuTaeT
MHGOPMALMIO O 3aBMCUMOCTSX, 3aKOAMPOBAHHYIO B 3aronoBke Linux Standard Base, u
MHTEpPNPeTUPYET ee BO BPemA npoLiecca paboThl;

— ANA NpeaoTBpalleHNA 3aBMCaHNA CUCTEMbI MO BUHE HEMpPaBMAbHO paboTatoLlen
CNy»Kbbl BCe onepaumm C toHUTamu cayxKb noanagatoT Nos AeNCTBME NMMUTA UCTEeYEeHMA
BPEMEHM OXWMAAHWMA, PABHOrO 5 MWHyTam. ITO 3HAYEHMEe CTPOro HaCTPOeHO ANA BCeX
CNy»*b, co34aBaeMbIX CLEHAPUAMM MHULMALMK, U HE MOXKET BbiTb M3MeHeHo. OaHaKo ana
yBENMYEHMA Npefena WCTEeYEHUs BPEMEHM OXWAAHWA Ha KaXKAayr CAyKO0y MOXHO
MCNONb30BaTb MHAMBWUAYANbHbIE KOHPUIYPALMOHHbIE Gainbl.

Ynpas/sieHUe CUCTEMHbIMU CAyKbamu

B Bepcmax OC Linux, B KOTOpPbIX MPUMEHANUCL SysV init WAM Upstart,
MCNONb3yeMble CLEHAPUM MHUUMANM3ALUMU XPAaHWAMCL B Nanke /etc/rc.d/init.d/.
[aHHble cueHapun OblAM HanuUcaHbl Ha A3blke Bash W npenoctaBnanmM CUCTEMHbIM
aAMNHUCTPATOPaM BO3MOXHOCTb YNPaBAeHMA COCTOAHNEM CAYXKD MM AEMOHOB B CUCTEME.
B OC ABpopa 3Tu CLEHApPUN MHULMANN3ALMN BblIM 3aMEHEHbI Ha IOHUTBI CAYXKO, KOTOpble
MMET pacliMpeHne .service W CAYKAT ANA Tex Xe Uener, 4to u cueHapuu
MHUUMaNM3aummn. [nAa NpocmoTpa, 3amnycka, OCTaHOBKW, Mepe3anycka, BKAKOYEHMA W
OTKHOUYEHMA CUCTEMHbIX CTYXKO MCNONb3YeTCA KOMaHAa systemctl.
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KomaHapbl service U chkconfig TaKXe AOCTYMHbl B CMCTeMe M paboTatoT, KaK
OXMOAETCA, OJAHAKO BK/OYEHbI TONbKO M3 COODpPaKeHWM COBMECTUMOCTU, WU UX
MCNONb30BaHMA cneayeT nberato.

®annbl KOHOUrypaumi m3 nankum /etc/systemd/system/ MMetoT 60nbLINMI
NPUOPUTET, YEeM KHUTbI M3 Nanku /usr/lib/systemd/system/. [lo3TOMY, eciu
KOHOUIYypauyMoHHble Galiibl coaepsKaT NapameTp, KOTOPbIM MOXHO yKa3aTb TONbKO OAMH
pa3, TakoW, Kak Description nnam ExecStart, TO n3Ha4yabHOE 3HA4YeHMEe 3TOro NapameTpa
byaeT npegonpeaeneHo.

BHUMAHUE! B BbiBOAE KOMaHAbl systemd-delta NepeonpeeneHHble HHUTDI
Bcerga nomeyeHbl Kak [EXTENDED], parke ecnm B LENOM HEKOTOpble napameTpbl
daKTUYeCKM nepeonpeaenstoTcs.

OnpeaeneHne CyxObl MOMHO PaCWMPUTb, YTO OMWUCHLIBAETCA Ha CTPaHULE
PYKOBOACTBA systemd.unit (5). Wcnosb3ya B KayecTBe nNpumepa tftp.service,
HeobxoaMmMo co34aTb HOBYO noAKnanky tftp.service.d B nanke
/etc/systemd/system, @ 3aTeM B 3TOM noananke co3aatb Galn conf, paclIMPAOLLMIA
(M nepeonpeaenaoLWmMin) NnapameTpbl CAy*KObI.

KonnyectBo OTKPbITbIX AECKPMNTOPOB $annos orpaHnydeHo Yncaom 500.000:

# mkdir -p /etc/systemd/system/tftp.service.d/

# cat >/etc/systemd/system/tftp.service.d/filelimit.conf <<EOF
[Service]

LimitNOFILE=500000

EOF

M3MeHeHMA NPUMMEHAIOTCA Nocae nepesarpy3km KoHdurypaumum JAemoHa U
nepesanycka Cay»Kobl:

# systemctl daemon-reload
# systemctl restart tftp.service

KomaHapbl systemd-delta m systemctl status tftp.service MOKa3bIBAOT,
4yTO onpeaeneHme caybbl 6bIN10 A0DABNEHO:

# systemd-delta --type=extended
[EXTENDED]

/usr/lib/systemd/system/tftp.service — /etc/systemd/system
/tftp.service.d/filelimit.conf
1 overridden configuration file found.
# systemctl status tftp.service
tftp.service - Tftp Server
Loaded: loaded (/usr/lib/systemd/system/tftp.service; indirect; wvendor
preset: disabled)
Drop-In: /etc/systemd/system/tftp.service.d

L—filelimit.conf
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BO3MOKHble NMMUTBI ONKCaHbl B cneayrounx pasgenax CTpaHuubl pyKOBOACTBa

systemd.exec (5):

LimitCPU=, LimitFSIZE=, LimitDATA=, LimitSTACK=, LimitCORE=,
LimitRSS=,

LimitNOFILE=, LimitAS=, LimitNPROC=, LimitMEMLOCK=, LimitLOCKS=,
LimitSIGPENDING=, LimitMSGQUEUE=, LimitNICE=, LimitRTPRIO=,
LimitRTTIME=

These settings control various resource limits for executed
processes. See setrlimit(2) for details. Use the string infinity
to

configure no limit on a specific resource.

MPUYMHA: nMKUTbI, yKa3aHHble B dainax /etc/security/limits.conf WK
/etc/security/limits.d/*.conf, HacTpamsatoTcA PAM B Hayasne  ceaHca
perncTpaLmm, 4To yKasaHo B caeaytoulern 3anncn ¢anna /etc/pam.d/system-auth-ac:

session required pam limits.so

NMPUMEYAHUE. [emoHbl, 3anyckaemble systemd, He WCNONb3YHOT CeaHC
perncTpaunm PAM, "MMUTbI KOTOPbIX MOXHO HAaCTPamBaTb TO/bKO B Gane toHUTa CayKbbl.
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NMPUTOREHUE 2

N3meHeHne "MMnToB

OnucaHue nHTepdelica nice

NMMA: nice —3anycKaeT nporpammy ¢ 3aZaHnem npmopuTeTa.

OB30P: nice [[MAPAMETP] [KOMAHAOA [APTYMEHT]...]

ONMNCAHWNE: 3anyckaeT KOMAH/LY ¢ yKasaHnem npuopuTteTa ee BbliNnoJiHeHUA. bes
yKka3aHma KOMAH/ZA BbigaeT TeKyLWmMi npnoputeT paboTbl. ADJUST NO YMOYAHUIO pPaBeH
10. lnana3oH npnopuTeToB pacnonoxeH oT -20 (Hamsbicwmin) 40 19 (HaMMeHbLN):

— -ADJUST — YBE/INYUBAET NPUOPUTET HAa ADJUST;

—-n, --adjustment=ADJUST —TO €, YTO U —ADJUST,;

— ——help —BblaaeT MHGOPMALMIO M 3aBepLLaEeT PaboTy;

— —--version —BblgaeT MHGOPMALMIO O BEPCUM 1 3aBepLIaeT paboTy.

OnucaHune nHTepdenca renice

NMMA: renice — U3MEHEHWE NPUOPUTETA BbIMOTHAKOLWMXCA MPOLLECCOB.

OB30P:
renice priority pid...
renice priority [-p pid... ] [-g pgid...] [-u username]

ONMVCAHWE: KomaHOa renice WCNOAb3yeTCA AN1A W3MEHEHUA TNPUOPUTETOB
BbIMO/IHAIOLIMXCA MNPOLLeccoB. HoBoe 3HayeHMe npuopuTeTa 3a43e€TCA  YMCNOBOM
KOHCTaHTOW priority, KOToOpaa MOXeT NPUHMMAaTb 3Ha4YeHnAa B AmanasoHe oT -20 o +20.
HenpusunernpoBaHHble No1b30BaTENIM MOTYT YCTAHOBUTL 3HAYEHME NPUOPUTETA TONIbKO B
npeanenax 0-20, B TO BpemMA KaK A4 CUCTEMHOrNO aAMWHWUCTPaATopa [AOCTYyMeH BecCb
Ananas3oH. Hanbonee TUMUYHBIMM 3HAYEHMAMKW ABAAKOTCA caeaytowme: 19 — npoueccol
BbIMO/IHAOTCA TONILKO B C/ly4ae OTCYTCTBMA Yy Npoueccopa cnelwHomn pabotbl; O — 6a30BbIn
NPUOPUTET PABHOMPABHbIX MPOLLECCOB, BbIMOJHAKOWMXCA NOAL YNpaBaieHUeM AMcneTyepa;
oTpuuUaTeNbHOE 3HayeHue — ANA BbINOAHEHMA Hambonee cnewHbIXx U HesoTnaraTeNbHbIX
pabor.

OnucaHue nHtepdeiica kill

NMMA: kill — nocblnaeT CUrHaa npoLeccy Man BbIBOAUT CNUCOK A0OMYCTUMBbIX
CUIHANOB..

OB30P:

kill [-s CUT'HAJI | -CUT'HAJI] PID...
kill -1 [CUTHAJI]...
kill -t [CUTHAJI]...

OMWCAHWME: nocblnaeT curHaa npoueccy WAM BbIBOAUT CMUCOK A0MYCTUMbIX
CUIHANOB.
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AprymeHTbl, o0bA3aTenbHble ANA  MNOAHbIX BApPWMAHTOB  OMNUMK, ABNAKTCA
00A3aTeNbHbIMM TaKKe M ANA KPAaTKMX BAPUAHTOB:

— -s, --signal=CUTHAJI, -CHUTHAJ— MMA WA HOMEP NOCbINAEMOTO CUTHANG;

— -1, --list — BbIBECTM WMEHaA CUIHaAJIOB WM BbIBECTM WMA CWUTHaNa,
COOTBETCTBYHOLLEE HOMEPY, N HA0DOPOT;

— -t, —--table— BblBECTM MHPOPMALMIO O CUrHAMAX B BUAE TabanLpbl;

— ——help — BbIBECTM CNPABKY M 3aBePLUNTbL PaboTy;

— ——version — BbIBECTM MHPOPMALMIO O BEPCUM M 3aBEPLLUNTL PaboTy.

CUITHAJT: moxkeT yKasblBaTbCA B BUAE MMeHM (Hanpumep, «HUP») nam Homepa
(Hanpumep, «1»). Takke B KA4yeCcTBE CUrHasa MOMKHO YKa3blBaTb KO BbIXxOAa, KOTOPbIN
nporpamma A0XKHa COODLWMTL CMCTEME NPK 3aBEPLUEHWMN.

PID — yncnoBoinn maeHTMdumratop npouecca. Ecam yucno otpuuaTenbHoe, OHO
onpeaendaeT rpynny npouecca.

OnucaHue nHtepdeiica /etc/security/limits.conf

NMA: dalnn orpaHMYEHMA Pecypcos.

®OPMAT: rpynna/nonb3osatenb IMMUT (BKECTKUN/MATKMIA) NnapamMeTp 3HaveHme.

ONMMCAHWE NAPAMETPOB:

— core —pa3mep core ¢annos (Kb);

— data — MaKCMManbHbIM pasmep AaHHbIX (KB);

— fsize — MaKCMMabHbIM pasmep dparina (Kb);

— memlock — MaKCMMabHOe 3ab10KMPOBaHHOE aapecHoe NpocTpaHcTeo (KB);

— nofile — MaKCMMa/IbHOE KONMYECTBO OTKPbLITbIX GalioB;

— rss — MaKCUMabHbIKM pasMmep NamaTh Ana pesnaeHT-nporpamm (Kb);

— stack — MaKCMMaNbHbIN paamep cTeka (Kb);

— cpu — MaKkcMmanbHoe npoueccopHoe Bpemsa (MIN);

— nproc — MaKCMMa/ibHOEe KOJIMYEeCTBO NPOLECCOB;

— as — OrpaHWYyeHMe aapecHoro npoctpaHcTea (Kb);

— maxlogins — MaKCMMabHOE YNCA0 OAHOBPEMEHHbIX PETUCTPALNI B CUCTEME;

— maxsyslogins — MaKCMMaJIbHOE KO/IMYECTBO YYETHbIX 3aNMCeN;

— priority— NPUOPUTET 3aNyLLEHHbLIX NPOLLECCOB;

— locks — MaKCMMaibHOE KONM4YecTBO Galinos, 6NOKMPYyEMbIX MONb30BATENEM;

— sigpending — MaKCMMa/ibHOE KOIMYECTBO CMIHA/N0B, KOTOPblE MOXKHO NepeaaTb
npoLeccy;

— msgqueue — MaKCMMa/bHbIN pa3mep namsatu ana ovepeam POSIX coobuieHmin
(bytes);

— nice — MaKCMMaNbHbIM MPUOPUTET, KOTOPbIM MOXHO BbiCTaBuTb: [-20, 19];

— rtprio— MaKCMMa/bHbIA NMPUOPUTET BPEMEHM BbINOTHEHWA.
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MPUTOXREHUE 3

OnucaHne nHTepdeica wipe

NCMNO/Tb30OBAHWME: wipe [onuumn] dannbl.

onunmn:

— —a — NpepbIBAET NpU OLWMNOKE;

— -b <buffer-size-1g2> — yCTaHaBAMBAET pa3Mep UHAMBUAYaNbHOrO bydepa
BBO/a/BbIBOAA, YKa3aB ero norapnudm no ocHoBaHMo ABa. MoryT 6biTb BblaeneHbl A0
TpnAUaTK aTUX ByPpepos;

— —c —coBepllaeT chmod () Ha 3aWMLLEHHbIX OT 3anuncKn Garnax;

— —-D—caeayeT CUMBOJIMYECKMM CCbIIKam (KOHOAUKTYET € -r);

— —e — MCNOANb3yeT TOYHbIN pa3mep daiina: He OoKpyraseT pasmep dalna Ans
CTUPaHMA BO3MOXHOIO Mycopa, OCTatoLeroca Ha nocneaHem 610Ke;

— —-f — dopcupyeT, T.e. He 3aNpalnBaeT NoATBEPKAEHMUSA,

— —F —He cTUpaeT umeHa Gpannos;

— —h — NOKa3bIBAET CNpaBKy;

— -1 —nHGOPMaATMBHbIN (BepOanbHbIN) PEKUM;

— -k — coxpaHseT ¢annbl, T. €. nocae nepesannucu Garnbl He yaaNATCS;

— -1 <pymHa> — YCTAHABAMBAET A/MHY CTUPAHMA Ha <mmmuy> 0anToB, rae
<myuHa> 3TO LEe/I0e YNCNO, 33 KOTOPbIM cneayeT K (Kilo:1024), M (Mega:K"2) WU
G (Giga:K"3);

— -M (1|r) —YyCTaHaBAMBAET a/IfOPUTM PRNG A/1A 3aNoNHeHMA 610KoB (M nopaaka
NpPOXoA0B);

— 1 —1Cnonb3yeT BbI30B OUONNOTEKM random () ;

— a— UCMNOJIb3YET aJITOPNTM LLIVI(I)pOBaHl/Iﬂ arcfour;

— -0 <cmemrT> — YCTAaHAB/NMBAET CABUM OYMUCTKM HA <coBuT>, A€ <casur> UMEeT
TOT e PopMaT, YTO U <amHa>;

— -P <npoxome> — YCTaHaB/AMBAET KOIMYECTBO MPOXOAOB ANA OUYMCTKU UMEHM
danna. Mo ymonyaHuto ato 1;

— -Q <kxojmuecTBO> — YCTAHAB/IMBAET KO/NMYECTBO MPOXOA0B A1A ObICTPOW

OYUCTKM;

— —-q — ObICTpas 04YMUCTKa, MeHee Oe3omnacHaa, MO YMOAYaHUIO 4 CAy4amlHbIX
npoxoaa;

— -r — peKypcua no nankam, nepexoa MO CUMBOJMYECKMM  CCbIIKaM
OCYLLEeCTBNATLCA He byaeT;

— -R — VYCTaHaB/AMBAeT YCTPOMCTBO paHAOMM3AUMM (MAWM KOMaHAOy CuMA0B

paHAOMM3ALUM -S c);
— -S—(r|cl|p)— meToa paHAOMM3ALMN CUAOB;
— 1 — CYUTbIBAET C YCTPOMUCTBA PaHAOMMN3ALUMU (HAZEKHO);
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— Cc — CYMTbIBAET M3 BbIBOAA KOMaHAbl paHAOMM3aUMM CUOO0B;

— p—ucnonbayeT pid (), clock () U T.A4. (Cambln cnabblin BapuaHT);

— -5 — TUXMI PEXMM — NOAABNATb BECb BbIBOA,;

— -T <nomuTkyu> — YCTAHaB/IMBAaeT MAKCMMa/ZlbHOE YMCAO TMOMbITOK ANA
cBOHOOAHOro NoMcKa MMeHu ¢arna; No ymondyaHmto 3to 10;

— —v—oTobparkaeT MHPOPMaLMIO O BEPCUM;

— -7 — He cTupaeT uma Gpanna;

— -X <umcyo> — MNPOMNYCKAeT YMCNO MPOXOA0B (MONE3HO ANA NPOAO/IKEHMA
onepaLmnm 04YNCTKN);

— -x <passl,pass2,...>—334aeT o4yepeab NPOX0oA0B.

PykoBogcTeo no wipe

NMA: wipe — be3onacHoe cTupaHue pannos.

OB30P: wipe [omumu] pathl path2 ... pathn

OMNCAHWNE: wipe HECKONbKO pa3 nepesanucblBaeT CneusasbHble NaTTepHbl Ha
yAansemblin Gaitn, Mcnonb3ys BbI30B fsync () U/MAM O SYNC OBUT 414 NPUHYAUTENBHOMO
nocTyna K AMcky. B HopmanbHOM pexkmme mcnonbsytotca 34 obpasua (M3 KoTopbix 8
ABNAOTCA PAHAOMHbIMK). HopManbHbIM pexxum aenaet 35 npoxonos (0-34). BbicTpbil
PeXMM MO3BOJIAET MCMNO/1b30BaTb TOJIbKO 4 Npoxofda C PaHAOMHbIMW MNATTEPHAMM, YTO
HaMHOro meHee H6e3onacHo.

ypHanmpyemble PC, Takme Kak Ext3, Ext4 wmnum ReiserFS, mcnonb3ytotca no
YMONYaHMIO. Ha HWMX OTCYTCTBYIOT MNPOrpammbl yAasieHWA, KOTOpble MOTyT HaAeXHOo
33a4MCTUTL Ganbl, MOCKONbKY 4YyBCTBUTE/IbHblE [aHHble W MeTadaHHble MOryT ObiTb
3anKMCaHbl B XKyPHaJ, K KOTOPOMY C/IOXHO MOAYYUTb LOCTYN.

Ctupanume Ha NFC nnu Ha »kypHanupyembix OC (ReiserFS n T.4.) He byaeT paboTaT,
NO3TOMY PEKOMEHAYETCA BbI3blBATb wipe HAMPAMYK Ha COOTBETCTBYOLLee BaoyHoe MY ¢
COOTBETCTBYIOLWMMM ONUMAMMU.

BHUMAHME! BbinonHATL BbI30B wipe Hanpsamyto Ha cooTBeTCTBytoLlee 6104Hoe MY
C COOTBETCTBYWLWMMM  ONUMAMW  PEKOMEHAYyeTCA TONbKO B  C/Ay4ae  KpanHeu
HEeobxoAMMOCTMW.

[anee cneayeTt 3a4aTb MNPaBWbHble OMUMKM, B YAaCTHOCTM: HE pPeEKoMeHAOyeTCH
CTUpPaTb LEeNblA XeCTKMMn AUCK (wipe -kD /dev/hda), T.K. 3TO YHWUYTOXWUT TFNABHYHO
3arpy3oyHyto 3anuce. MNpeanoyTntenbHa OYUCTKA Pa3aenos (wipe -kD /dev/hda2) npu
YCNOBMW CO34aHMA pe3epBHbIX KOMMN BCEX AAHHbIX.

onun KOMAHIHOWM CTPOKM:

— £ (bopcHMpOBaAHHO; OTKAOUYMTL 3aNPOC NOATBEPHKAEHMA) — MO YMONYAHUIO wipe
3anpawnBaeT NOATBEPXAEHME C yKa3aHMEeM KOJMYeCTBa PeryaapHbIX U CrheuuanbHbIX
dalNoB M ManoK, YKa3aHHbIX B KOMaHAHOM cTpoke. [Ana noATBep:KAeHMA HeobXxoaMmo
BBECTW «yes», ANA OTMeHbl — «no». [lpeayCMOTpeHa BO3MOMKHOCTb OTK/IIOYUTb 3aMpocC
NOATBEPXKAEHMA onNuMen —£;

— r (peKkypcMBHO B Noanarnkax) — NO3BOAAET YAaAUTb BCe AepeBO nanok. [Mepexos
MO CMMBOJIMYECKMUM CCbIZIKAM HE OCYLLECTBAAETCA;
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— ¢ (chmod, ecnu HeobxoAMM) — ecnu Ha Garn UAKM NanKky ANA CTUPaHUA He
YCTAHOB/EHbI NpaBa 3anucK, byaeT caenaH chmod ANA YCTaHOBKU Pa3peLleHni;

— i (MHOOPMALMOHHbIN, BepbanbHbIN PEXMM) — AN BKAKOYEHMA BbIBOAA OTYETOB B
CTaHAaPTHbIM BbIBOA, (stdout). [0 yMONYaHWUIO BCe AaHHbIE 3aMMCbIBAtOTCA B CTAHAAPTHbIN
BbIBO/J, OWMOOK (stderr);

— s (VXM pexum) — nNoAaBNAKOTCA BCe COODOLIEHWS, KPOMe 3anpocos
NOATBEPKAEHMA N COODLLEHWI OWINOOK;

— g (bbICTpOE CTUPAHME) — B Cly4ae MCNO/1b30BAaHNA AAHHOW CTaaMK wipe OyaeT
nenatb (N0 yMONYaHWUIO) TONbKO 4 Npoxoaa, 3anMcbiBaa CAyyYalHble AaHHble, Ha KaxKabil
dann;

— Q <KO/IMYECTBO-NPOXOA0B> — YCTaHaB/IMBAET KOIMYECTBO NPOXOA0B AN ObICTPON
OYUCTKKM, NO yMmon4aHuio 4. [laHHaa onuma TpebyeT -g;

— a (ocTaHoBWUTL Mpu OWKBKe) — nNporpamma BbIMAeT C EXIT FAILURE Npwu
BO3HWMKHOBEHUWN HedaTaNbHON OLINOKMY;

— R (YCTAHOBWUTb YCTPOMCTBO reHepauuu CaydarHbIX YMCen WUanM KoOMaHay CuAo0B
PAaHAOMHbIX AaHHbIX) — AAHHOW onNuMel, KoTopasa TpebyeT aprymeHTa, BO3MOXKHO YKa3aTb
aNbTePHATMBY YCTPOMCTBY /dev/random WAM KOMaHAY, CTaHAAPTHbIMA BbiBOA KOTOPOM
byaeT xelWnpoBaH C McnonbloBaHMem MD5-xewa. 3To pas3nmyme MoXKeT ObiTb caenaHo
onuuemn -s;

— S (MeToa, cAy4amHbIX CMAOB) — AaHHAA onumMs NPUHMMAET OAHOCMMBO/bHbIM
apryMeHT, onpeaenstolnin, Kak MCNob3yeTcs YCTPONCTBO paHA0OMMU3aLMM/apryMeHT C1a0B
paHAOMM3aLUMN. YCTPOMCTBOM PaHAOMM3ALMM NO YMONYAHWUIO ABNAETCA /dev/random. Ero
MOMHO YCTaHOBMUTb, MCNONb3YS ONUMIO —-R.

OAHOCKMMBOJIbHBIMM aprymeHTaMmn MOryT ABNATbCA:

— r — eCcAn HeobXxoAMMO, YTOObl apPryMeHT WMHTEPNPEeTMPOBAACA Kak 0bbl4HOE
dannoBoe/cMMBO/IbHOE YCTPOMCTBO. byaeT paboTaTh C /dev/random, TaKXKe AO/IXKEH
paboTaTb ¢ FIFO 1 nogobHbIM;

— ¢ — ec/In HeobXoAMMO, YTODbI apryMeHT BbIMOMHANCA Kak KOMaHaa. BeiBoa, 3
KOMaHAbl OyaeT xewupoBaH C MCNOAb30BaHMeM anroputma MD5 ana obecnevyeHums
Tpebyemoro cnaa;

— p — ecan HeobxoAMMO, 4YTODObl wipe MNOAyYana CUAbl XeWMPOBaAHMEM
NepemeHHbIX OKPYXKeHWA, TeKylen aaTbl n BpemeHu, |ID npoueccos u T.4. (aprymeHT
YCTPOMCTBA PaHAOMM3ALMM HE MCMONb3YeTCA). ITO HaMMeHee Be30nacHo;
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— M (BblOpaTb anropuTm reHepauum nNceBAOCAYYaAMHbIX 4YMCeN) — BO Bpems
CYYaMHbIX MNPOXOA0B wipe Nepe3anncbiBaeT Uenesble @aiabl MOTOKOM OMHAPHbIX
NAHHbIX, CO3[4aHHbIX CAeAYOLWNMM aATOPUTMaMK NO BbIBOPY:

e 1 — OyaeT Mcnonb3oBaTb (B 3aBMCMMOCTM OT CWUCTEMbI MOJIb30BaTENA)
nceBAoOpaHAOMHY0 BMbAMOTEKY reHepaTopa random () MAWM rand (). Cneayet obpaTuTb
BHMMaHME, 4YTO Ha OONbWMHCTBE CUCTEM rand () NpeacTtaBnseT coboir NMHENHbIN
KOHIPY3HTHbIN reHepaTop, KOTOPbIN ABNAETCA KpanHe cnabbim. Boibop AenaeTcs BO Bpemsa
KOMMUANMPOBAHWA 1 onpeaenaeTca HAVE RANDOVM;

e o —0Oyaet ncnonbzoBaTtb NOToK Wmndpa Arcfour kak PRNG. Arcfour coBmecTnm
c wndpom RC4. 3T0 03HAYAET, YTO NPM TOM e Katove Arcfour ABNAETCA B TOYHOCTM TaKMM
e NOTOKOM, Kak RC4;

e r — OyaeT ncnonb3oBaTb cBeXMin anropntm RC6 kKak PRNG; RC6 oTnmpaeTca
128-OUTHbBIMKM CcMaaMKM, 3aTeM HyneBoM ON0K MHOrFOKpaTHO 3aliMPpoBbIBAETCA A5
NOy4YeHMA NCceBA0CNy4alHOro NOTOKa. 3TO AO/IKHO ObITb OTHOCUTENbHO Be3onacHo. RC6
c 20 Kpyramu measieHHee, YemM random (), onuna komnunmposaHma WEAK _RC6 nossonaer
MCNosb3oBaTb Bonee bbicTpyto 4-kpyrosyto Bepcmto RC6. [Ina nonyvyeHna BO3IMOKHOCTM
ncnonb3oBatb RC6 wipe A0/MKEH ObITb CKOMMUAMPOBAH C YKa3aHHbIM ENABLE RCK; B
Makefile NpuBeAeHbl NpeaynpexXaeHna No NaTeHTHbIM BONPOCaM.

Bo Bcex cnydaax PRNG pacnpocTpaHaeTca ¢ AaHHbIMKU, COOPaHHbIMK M3 YCTPOMCTBA
pPaHAOMM3AUMN:

— 1 <ammua>— BBWAY BO3MOXHOMO Ha/IM4MA HEKOTOPbIX Npobiem B onpeaeneHnm
NencTBUTENBHOrO paamepa 6104YHOro YCTPOMCTBA (T.K. HEKOTOPbIE YCTPONCTBA HE MMEOT
GUKCMPOBAHHOIO pa3mepa, Hanpumep, AMCKETbl MAM KacceTbl) MOXKeT noTpeboBaTbeA
yKa3aTb pasamep yCTPOMCTBa BPYYHYH. <A/IMHA> — 3TO eMKOCTb MY, BblpaKeHHasa B umcne
6anT. MoxHO ncnonb3osaTb K (KMA0) Ans ykaszaHus ymHoxKeHuAa Ha 1024, M (mera) ana

BblParKeHMAa yMHOKeHus Ha 1048576, G (rura) ans ymHoxKeHua Ha 1073741824 n b (61ok)
AN1A YMHOXeHUA Ha 512:

1024 = 2b = 1K;
20K33 = 20480+33 = 20513;
114M32K = 114*1024*1024+32*1024.

— <cpBur> — T[O03BOAAET VYKa3aTb CABUI BHYTPM CTMpaemoro ¢arna uam
ycTponcTBa. CUHTAKCUC <cmBura> TAKOW e, Kak 1 Ana onumm -1;

— e — MCMNo/b3yeT TOYHbIM pasdmep danna: He OKPYrAATb pa3mep danna and
CTMPaAHMA OCTaBLLIErocA mycopa B nocieaHem 610ke;

— 7 — He CTUpaeT pa3mepbl GaisioB NOBTOPHbLIM YMeEHbLUEHMEM BABOE $aintIoBOro
pa3mepa. [laHHble NOMNbITKX NPeAnPUHMMAIOTCA TONbKO Ha 0bbIYHbIX dalinax, T. e. onuma
becnonesHa nNpu MCNONb30BAaHUM wipe ANA OYMUCTKM OAOYHOTO MAM CrneumanbHOro
YCTPOWNCTBA;

— X <umcyo> ~— T[MPOMNyCKaeT 3afaHHOoe u4ucno npoxodos. [lonesHo Aana
NPOAO/IKEHMA OYMCTKM C 3a[aHHOM TOYKM, HaNpUMep, KOoraa npu o4ymctke 60bLoro
NNCKa HeobxoanMMo npepBaTb onepaumto. Mcnonb3yerca ¢ -x;
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— x <passl>,.., <pass35> — yKa3blBaeT MNopAgoK npoxoaoB. Koroa wipe
npepbiBaeTcs, OHa OyAeT neyaTaTb TEKylLyto, BblOpaHHYKO CAyd4alHbIM 0bHpasom,
nepmMyTauMio MNopsaaKa Npoxoda M HOMepa NpOoxoda B KavyeCTBe COOTBETCTBYHOLUMX
aprymeHToB -X U -X;

— F — He cTupaeT umeHa ¢pannos. OBbIYHO wipe MbITAETCA CKPbITb MMEHa Ppainios,
nepenmmMeHOBbIBaA MX; 3TO HeE FapaHTUPYET, YTO PU3MYECKOe PACMONOKEHME, COAepKallee
CTapble uMeHa ¢annos, byaeT nepesanucaHo. [locne nepemmeHoBaHMA danna
eANHCTBEHHbIM cnocobom ybeamnTbcAa, 4YTO WMMS M3MEHEHO, ABNAeTcs duanyeckoe
OCYLLECTB/NIEHME BbI30Ba sync (), KOTOPbIA BbIMbIBAeT ANCKOBbIE Kawmn OC, B TO Bpems
Kak ana [obaBneHMA WM 3anMcK Kalla MOMET WCNoNb30oBaThcA OWUT O SYNC AnA
CMHXPOHM3aLMK BBOAA/BbIBOAR ANS OAHOTO daina. T.K. sync () MeANeHHbIM, Bbi30B
sync () MNOCNe KaAoro nepemMmMeHOBaHMA AenaeT O4YUCTKY MMeH (anoB TaKxkKe
MeaNEeHHOM;

— k — coxpaHseT ¢dannbl: He yaanaeT Ganabl nocne nx nepesanmcu. lonesHo npu
HEOOXOAMMOCTN CTEpeTb YCTPOWCTBO, COXPaHWB MPW 3TOM CheumansHbih  dann
yCTpoKcTBa. 3TO NoApa3yMeBaeT —F;

— D — c/feayeT CMMBO/IMYECKMM CCbIZIKAM: MO YMOJIYaHUIO wipe HWUKOrga He
cneayet CMMBOAMYECKUM CCbinKkam. OaHaKo, ecam Obin yKasaH -D, wipe COrMNacuTCA Ha
CTUpaHWe Uenen, Ha KOTOpble YKa3blBAalOT CUMBOJMYECKME CCbINKWM. HEBO3MOXKHO
OZIHOBPEMEHHO YyKa3aTb ONuUUK -D N —r (peKrypcua);

— v — MNOKa3blBaeT MHPOPMALMIO O BEPCUM W BbIXOA;

— h — NoKa3blBaeT CNPaBKY.

®ANBI: no YMONYaHWNIO McnonbayeTca /dev/random B KavyecTse cuaa (MCTOYHMKA)
reHepaTopa NCeBA0Cy4YalHbIX YMcen.

MEPEMEHHbIE OKPYXEHWA

Ecnn yctaHoBNeHa WIPE SEEDPIPE, wipe OyAeT BbINOMHATb YKAa3aHHYO B HeW
KOMaHay (Mcnonb3ya popen()), XeWWPOBaTb BbIBOA, KOMaHAbl C aArOpUTMOM MD5
message-digest Aas nonyyenua 128-6utHoro cuaa ana PRNG. Hanpumep, Ha cuctemax c
OTCYTCTBYIOLLEM YCTPONCTBOM /dev/random 3Ta NepemMeHHan A0/KHa OblTb YCTAHOB/NEHA
B /etc/profile B CLeHapuit 060N0YKM, COAEPKALUMIA Pa3/IMYHbIE KOMAHAbI, TaKMe Kak
ls, ps, who, last WT.A., KOTOPble 3aMyCKaOTCA aCUHXPOHHO, YTOObI MNOYYMTb BbIBOA,
HACKO/IbKO BO3MOXHO MeHee NpeacKkasyeMblMm.

MNprmepsl 3anycka wipe

Cneaytoulad KOMaHAa PEKYPCUBHO (-r) YAA/AUT BCe B ManKe private, Npu 3TOM
BK/TIO4EHO NPUHYAMUTENbHOE YAaNeHME N OTK/IOYEH 3anpoC NOATBEPKAEHMA (—f), MOKa3aH
nporpecc npoLecca yaaneHma (-i):

wipe -rfi private/*

Yoanute  Kaxabln - dain M Kaxkayto  nanky  (onumAa -r) B nanke
/home/berke/plaintext/, a TakKXe cCaMy Nanky /home/berke/plaintext/

168




— 1 OBKPbITAFI
PyKoBOACTBO aAMMHUCTPATOPA | F.‘nﬁ%‘gé’#ﬁﬂ

ObblyHble Gannbl byayT yaaneHsl B 34 npoxoaa, v UX pa3mep byaeT yMmeHbLaTbCA
BABOE C/ly4alMHOe KoamyectBOo pa3. CneumanbHbiX $annoB (CMMBOAbHbLIX W ONOYHbBIX
ycTtponcTts, FIFO) He byaeT. Bce anemeHTbl nanku (dbainbl, cneumanbHble Ganabl 1 Nanku)
byayt nepemmeHoBaHbl 10 pa3 M 3aTteM yaaneHbl. DNEMeHTbl C HEenoAXOAALMMM
paspelleHnammn byayT BbINOAHATL chmod () (onuma —c). Bce ykasaHHble onepaumn 6yoyt
npouncxoanTb 6e3 NoATBePKAEHMA NONb30BaTeNA (oNuMa —£):

wipe -rcf /home/berke/plaintext/

BnoyHoe ycTpolcTBO /dev/hda3 COOTBETCTBYET 3 pasaesly rMaBHOro AMCKa Ha
nepsuyHom IDE nHTepdeice, KoTopoe byaeT yaaneHo B HbICTPOM pexume (onuma -q), T.€.
4 cny4arHbiMM NpoxoAaamu. MHAEKCHble AeCcKpUnTopbl He ByayT NnepenmeHoBbIBaTLCA UK
yaanaTbea (onuus -k). Mepea 3anyckom Nporpamma noTpedbyeT BBECTU «yesy:

wipe -kg /dev/hda3

[MOCKONIbKY wipe HMKOTAA HE CaeayeT Mo CUMBO/IbHbIM CCbIIKAM, €C/TIU HET SSIBHOTO
yKasaHua, Npu HeobxoAMMOCTU YyAanuTb /dev/floppy, KOTOPbIA MOMET OKa3aTbCH
CMMBOJIbHOW CCbINKOM /dev/£d0ul440, noTpebyeTca yKasaTb onumio -D. Mepes 3anyckom
nporpamma notTpebyeT BBECTU Kyesy:

wipe -kgD /dev/floppy

B JaHHOM cnyyae wipe PEKYPCUBHO (ONUMA —r) YHUYTOXKUT BCE B /var/log, KpOme
/var/log. [lporpamma He ByaeT MbiTaTbCA BbINOAHUTL chmod (). OHa byaeT BepbanbHOM
(onuma -i) n He noTpebyeT BBECTU «yes» B pe3y/ibTaTe onumum —£:

wipe -rfi >wipe.log /var/log/*
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