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AHHOTALNA

HacToAwmn AOKYMeHT ABAAETCA PYKOBOACTBOM aAMMHMCTpaTopa OnepauyioHHOM
cuctemsbl (OC) ABpopa AAMTI.10034-02 penns 5.1.4 (Bepcua 5.1.4.25).

HacToAwmn  OOKYMEHT COAEPMKMT OMNMCaHMe  AOCTYMHbIX  aAMMHUCTPATOPY
OYHKLUMOHANbHbIX BO3MOXHOCTEN MOBUAbHOTO ycTpoicTBa (MY), GYHKLMOHMPYHOLWErO Noa,
ynpasneHvem OC Aspopa’.

AAMUHUCTPATOP MMeeT A0CTYN K GYHKUMAM 1 HacTporkam OC ABpopa, ONMCaHHbIM
Kak B HaACTOALWEM [AOKYMeHTe, TaK W B [OKymeHTe «PyKOBOACTBO MNOJib30BaTENA»
AIMTI.10034-02 90 01.

MPUMEYAHUA:

v Mepen, Havanom paboTbl AAMUHUCTPATOPY HEOOXOAMMO O3HAKOMMUTLCA C
NONIOKEHMAMM HACTOALLErO [AOKYMEHTa, a TakXe C MHPopmaumen, npuBedeHHOM B
NOKyMeHTe «PykoBoACTBO nosib3oBaTena» AAMI.10034-02 90 01;

v BHeWwHun sua uHTepdeinca MY 2 MOKET OTAMYaTbCA OT MNPUBEAEHHOro Ha
PUCYHKaX B HAcToALLEM AOKYMeHTe. CHUMKM 3KpaHa ABASOTCA NPUMEPOM M NPEACTaBAEHbI
B JOKYMeHTe Ans obuiero o3HakoMaeHua ¢ nHtepdpencom MY.

L Onucanmne pasnmuHbix cnocobos yctaHoskn OC ABpopa Ha MY npuBefeHO B COOTBETCTBYIOLIMX [OOKYMEHTax
npeanpuAtTMA-paspaboTumKka, KOTOopble MNpeAHasHayeHbl ANA  WMCnonb3oBaHWA [Mpoussogutenamm MY u
aBTOPW30BaHHbIMKW CePBUCHbLIMU LEHTPAMW NPOU3BOAUTENA.

2 MY, dyHKUMOHMPYIoLWee nog ynpasneHnem OC ABpopa.
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1. BBOA, B 3KCITYATALUIO

OC ABpopa npeactaBnaeT cobom 3alULLEHHYIO MOBUAbHYIO MHOro3aaa4vHyto OC
ANA MOBWMAbHbBIX MPUMEHEHWM MNoA annapaTHble nNaaTGopmbl Ha Hase NpouLeccopoB C
apxutektypon ARM U1 mmeeT pasanyHble BEPCUW MCMNOJIHEHMA, OMMCAHME KOTOPbIX
npueeaeHo B Tabanue (Tabamua 17).

BHUMAHUE! OC ABpopa B cepTMOUUMPOBAHHON BEPCUMN
MCNONb30BaHa, HO He OrPaHNYMBATLCA, B CAEAYIOLINX CUCTEMAX U OBbeKTax:

— BrOCYAapCTBEHHbIX MHOOPMALIMOHHbIX CUCTEMAX, HE COAEPXKALLMX MHOOPMaLMK,
COCTaBAANOWEN  rOCYyAapCTBEHHOW  TaWHbl, A0 NEepPBOro  KaacCa  3aWMLLEHHOCTU
BK/IIOYMTENILHO B COOTBETCTBUM C AOKYMEHTOM «TpeboBaHWA O 3alimnTe MHGOPMALMK, He
COCTaBAAOLWEN  TOCYyAapCTBEHHYIO  TalHy, COAep)Kalenca B rocyaapCTBEHHbIX
MHOOPMALMOHHbIX CUCTEMAXY», YTBEPKAEHHbIM Npukazom PCTIK Poccum ot 11 peBpana
2013 1. Ne 17;

— B MHOOPMALMOHHbIX cucTemax (MC) nepcoHanbHbIX AaHHbIX A0 NEPBOro YPoBHA
3alWNLLEHHOCTU BK/IKOYUTE/IBHO B COOTBETCTBMU C AOKYMeHTOM «COoCTaB M coaepKaHue
OPraHM3aUMOHHbIX U TeEXHMYECKMX Mep no obecneyeHmto 6e30MacHOCTM NepcoHanbHbIX
AAHHbIX Npu KX obpaboTke B MHPOPMALIMOHHbLIX CUCTEMAX MNEePCOHANbHbIX AaHHbIX»,
yTBEpPXAeHHbIM npunkazom PCTIK Poccum ot 18 dpespans 2013 r. No 21;

— B aBTOMATM3MPOBAHHbLIX  CUCTEMAx YMpaBAeHWA OO0 NepBOro  Kjaacca
3aWMLUIEHHOCTM  BKIOYUTE/IbHO B COOTBETCTBMM C  [AOKYMeHTOM «TpeboBaHuAa K
obecneyeHnto 3alWnTbl MHOOPMALIMM B aABTOMATM3MPOBAHHbLIX CUCTEMAX YMNpaBAeHMA
NPON3BOACTBEHHbBIMWU M TEXHOIOTMYECKMMM MPOLECCAMM Ha KPUTUYECKM BaXKHbIX 0O beKTaX,
NOTEHLUMANbHO OMAcHbIX 0ObeKTax, a Takke 0b6beKTax, NPeAcTaBAAKLUMX MOBbIWEHHYHO
ONACHOCTb ANA M3HW M 300POBbA NOAEN UM ONA OKPYXKatoulenm NpUpoaHOM cpeabl»,
yTBEepAeHHbIM npukasom GCTIK Poccum ot 14 asrycta 2014 r. Ne 31;

— Ha 3HAYMMbIX ODOBEKTAX KPUTUYECKON MHPOPMALMOHHON WMHPPACTPYKTYPbI A0
NepBOM KaTeropmm BKAOYUTENBHO B COOTBETCTBUM C AOKYMeHTOM «TpeboBaHMA Mo
obecneyeHnto 6e30MaCHOCTM 3HAYMMbIX ODOBEKTOB KPUTMYECKON MHPOPMALIMOHHOM
MHbPaACTPYKTypbl Poccuinckon Geaepaupmmy», yrepKaeHHbIM npukazom ®CTIK Poccum ot
25 pnexkabpsa 2017 r. Ne 239,

3 MoxeT OblTb

> OnucaHKe Bo3MoXHbIx Bepcuit OC Aspopa npuseeHo B Tabauue (Tabauua 17).
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1.1. OrpaHnyeHuna No aKcnayaTaumm

AOMWHUCTPATOPY HeobxoaMMO cobatoaaTh CaeayroLlme Nnpasuaa n orpaHnYeHmaA no
aKkcnayataumm MY:

— He [onycKaTb YCTAHOBKY ntoboro nporpammHoro obecnedyeHua (M0),
nocTaBaAemoro B otaMyHom oT RPM Buae (camoctoATenbHoe KomnumpoBaHue ¢alnios,
ycTtaHoBKa 10 13 apxmBoB, ycTaHoBKa 10 He B WwTaTHble Nankm n3 RPM-nakeTos u T.1.);

— UCKIOYUTL  noAkatoveHne MY K HeoOBepeHHbIM  TOYKaM  A0CTyna
becnpoBoaHbix MHTepdencos (WLAN, Bluetooth®) n 6ecnposogHbim MY.

MPUMEYAHUE. T[lepeyeHb [AO0OBEepeHHbIX TOYeK [A0CTyna A0/KeH bbiTb
chOpMMpPOBaAH Ha MecTe aKcnyaTaumm onepatopom UC;

— WCKNOYUTbL Nepeaady KoHOMAeHLUMANbHOM peyeBOin U MHOM nHbopmaumm (SMS,
MMS) nocpeactsom MY no npoTtokony GSM;

— NpeaycmoTpeTb Mepbl, obecneynBatolime OTCYTCTBME KOMMbIOTEPHbIX BUPYCOB
Ha CpeAcTBaXx BblYMCIUTENIbHOM TEXHUKM, K KOTOPbIM NoAKAtoYaeTca MY.

1.2. Y4yeTHble 3anmcm ponen

B OC ABpopa peann3oBaH MHOroOMOAb30BaTENLCKMA pPeXMM PaboTbl, KOTOPbIM
NO3BOSAET MCMNO/Ib30BaTb MY HECKONIbKMM YY4ETHbBIM 3aMUCAM C Pa3/IMYHBIMK PONAMM.

Ponb — COBOKYMHOCTb MNMpaB AOCTyrna, HA OCHOBE KOTOPbIX OMNpeaesAeTcA
BO3MOXHOCTb BbINMO/JHEHWA TOITO N MHOTO ,EI,GVICTBMFI B OC ABpopa.
YyeTHaAa 3anucb poan — 3TO XPaHAWAACA Ha4 MY COBOKYMHOCTb [AdHHbIX O

nosab3oBaTtene, HeobxoamMmas ANA ero ayTeHTUPUKALMN M NPeaoCTaBNeHNs AOCTyNa K ero
JIMYHBIM AAHHbBIM M HAaCTPOMKaM.
MPUMEYAHUE. B 3aBMcMMOCTM OT BbIOPAHHOM POAM BO3MOXKHOCTM MY moryT
OT/IMYATbCA.
Ha MY moryT 6bITb CO3aHbl OAHOBPEMEHHO A0 7 YY4ETHbIX 3anucen:
— YYeTHaA 3anuncb C POSIbIO aAIMUHMCTPATOPA, KoTopaa oba1agaeT paclMpPEHHbIMMK
OYHKUMOHANbHBIMM BO3SMOMXHOCTAMM, MPU STOM:
e He MoXeT bbITb yaaneHa c MY,
e He obnagaeT NpaBamu Cynepnosib3oBaTens;
e NtoOble M3MEHEHUs HACTPOEK, BbIMOJHEHHbIE MOA TaKoM ponbto, byayT
NPUMEHMMbI KO BCEM YYeTHbIM 3anucam MY;
— [0 6 y4eTHbIX 3anmcein C pO/ibo MONb30BaTeNA, CO3A4aHNE KOTOPbIX BbIMOAHAETCA
aAMUHNCTPATOPOM B CUCTEMHbIX HacTponkax MY (n. 1.2.1).
NMPUMEYAHMUE. Mo ymonyaHuio npu nepBom BK/ItOYeHUM MY 3arpy>KaeTca B pexmme
aAMUHMCTpaTOopa.



5
AOMT.10034-02 9101

1.2.1. Co3aaHune y4eTHOM 3anmcK No1b30BaTeNS

BHUMAHMWE! Mepen co3gaHMem yyeTHOM 3anmMcu MoNb30oBaTeNs Heobxoaumo
npeaBapuUTENbHO aKTUBMPOBATbL NepeKkatoYaTe b «PaszpelnTb HaCTPOMKY KBOT» (PUCYHOK 2)
NNA BO3MOMKHOCTM 334aHMA N HACTPOMKM KBOT (. 4.7.2).

MPUMEYAHUE. ®yHKumMO «PaspelimTb HAaCTPOMKY KBOT» HEBO3MOXHO OTKAKOUMUTH
nocne akTMBaumn. [1ns AeakTMBaUMW AaHHOM QYHKUMKM Heobxoammo cbpocute MY ao
3aBO/ACKMX HAacTpoek (noapasaen 2.2).

[na co3paHMs  HOBOM  YYeTHOM  3alMcKM  MNOAb30BaTeNA  aAMMHMCTPaTopy
Heobxo4MMO BbINONHUTbL CAeaytoLlme AeNCTBUA:

— OTKPbITb MEHIKD CUCTEMHbLIX HaACTpPOEK KaCaHMeEM 3Ha4Ka @ Ha 9KpaHe

npunoxeHuin (PucyHok 1);
(o]
— KOCHYTbCA MYHKTa MeHto «[ToNb3oBaTeNn» & B noapasaene «Cuctema;

— Ha cTpaHuue «losb3oBaTenM» KOCHYTbCA MyHKTa «/1o6aBWTb Mosb3oBaTena»
(PrcyHoK 2);

16:12 PEd o6 | 16:13 PIEd o6 |
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— Ha OTKprBLIJeVICﬂ CTpaHunue BBeCtn MMA 1N NOTNH
| OTmMeHUTb | o o
HOBOM Y4eTHOM 3anmcKn nonb3osatens (PUcyHoK 3);
O Hopkilh — YCTAaHOBWUTb KBOTY Ha MCNOJ/Ib30BaHMe ANCKOBOIo
= OBbIU NOJib30BaTe b o .
NPOCTPaHCTBa, Mnepemellad COOTBETCTBYHOWNKN Chanaep
v‘:'”“ﬂ”f“:*}a:e““mx — BMPaBO ANA YBE/MYEHUSA KBOTbl /MbO BNeBO ANA
il i Bl yMeHbLleHUA (PUcyHoK 3).
TOMKa, MUHYC, HUXHee noaYepKuBaHue u npoben
NPUMEHAHUA:
n
e e v' MUHMManbHble U MaKCMManbHble 3HaYeHWs Ans
iy ibmrindoedniieg 3a/1aHMA KBOTbI 3aBMCAT OT KOHCTPYKTMBHbIX OCODEHHOCTEN
CUMBO/IbI: TOYKE U MUHYC
MY;
7576 v |_|O,£I,pO6HOG onmcaHne 0] KBOTMPOBaHWMA
e ora NOCTOAHHOW NAaMATK NpuBeaeHo B N. 4.7.2;
— KOCHYTbCA KHOMKN «|_|O,£I,TBep,£I,l/ITb» anAa
OpHopa3zoBbii Naposb © o
e Hab oo Ak Bar e s ion COXpaHeHNA U3IMEHEHUWN N MO0 KHOMKM «OTMEHUTb» anA
OTMeHbI onepaunmn,
CretepuposaTb — noatTsepanTb ,£I,el>'ICTBM€ BBOAOM TeKyLLero naponA
(PVICyHOK 4), B pe3ynbrtate CO34aHHaA y4eTHaA 3aMfunchb, a
PucyHok 3 TaKXe CcTaTyc ee ayTeHTMdUKaumMm oTobpasnTca Ha
cTpaHuue «Monb3oBaTenn» (PucyHok 5).
| Monbaosarenn
O6wue HacTporku @
B [lna 6bICTPOro NepeknioYeHus Mexay
EECAICIARRAE nonb3oBaTesIaMU HaXXMuTe U
Bnageney ycTpoicTea yOepXuBaiiTe KHOMKY NUTaHWs, 3aTem
KOCHUTECH KHOMKM "CMeHUTb
nonb3osatens"
PazpelumnTs HaCTPONKY KBOT
O BvbleBnageney yCTpoWcTBa
1 2 3 ©' AnmuHucTpaTop
O [Monb3osatens 1
4 5 6 Ewe He ayTeHTUdMUMpOBanca
O Monbzosarens 2
Ewe He ayTeHTUdMUMpOBancs
7 8 9 O Monbzosatens 3
@R Euwe He ayTeHTUdUUMpPOBancs
Aa 0 \ —I— [o6asuTb nonb3osaTens
OTMEHUTDb
PuUcyHoK 4 PUCYHOK 5

BHAMAHWE! B cnyyae ecam npu co3gaHuMm nosnb3oBaTento 6Obina 3a4aHa
MaKCMMa/ibHaA KBOTA (PUCYHOK 6), TO Ha CTpaHMLLEe CO34aHMA Nob3oBaTenen otobpasmnTcea
MHPOPMALIMA O HEBO3MOMKHOCTU CO34aTb JOMOJIHUTE/IbHblE Y4YeTHble 3anucu Kn3-3a
OTCYTCTBMSA CBOOOAHOrO AMCKOBOro npoctpaHctea MY (PUcyHOK 7).
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| OTMEHUTb MoaTBepanTb | | Monb3oBatenu
O HoBbili nonb3oBaTenb O6Lme HacTporku @
!
[ns 6bICTPOro NepeknioYeHns Mexay
Monb3osarens 1 MoNb30BaTENSIMMU HAXMUTE U
Wms nonb3osatens YAEpXUBaNTe KHOMKY NUTaHWUs, 3aTemM
User1 KOCHUTECH KHOMKM "CMeHUTb

nonb3osartens”
JloruH nonb3oBatens

PaspelnTb HaCTPOMKY KBOT

45,2Tb

He ocTaértcsa KBOT AN HOBbIX NONb3oBaTenei
Bbl « Bnageneu yctpoiicTtsa

- e}

AnMUHUCTpaTOp
OpHOpasoBbIi Naposb © O Monbsosarens 1
[nvHa napons gonxHa 6biTb 5-12 cumeonos. Ewe He ayTeHTUdMUMpOBanca
He ocTanocb KBOTbI
CreHepupoBaTb
PucyHOK 6 PucyHok 7

Mpn paboTe C y4eTHbIMM 3aNMCAMW MONb30BATENA AAMMHUCTPATOPY AOCTYMHbI
cneayowme gencrema (PucyHok 8, PucyHok 9):

— MEepeKNtYEHME MeXAY YYETHbIMM 3aNUCAMM PONEN.

MPUMEYAHME. MNMoapobHoe onrcaHmne NpoLecca NepekItoYeHma MexXay Y4eTHbIMK
3annMcaAmMM NpuBeaeHoO B JOKYyMeHTe «PykoBoAcCTBO nosb3oBatena» AAMI.10034-02 90 01;

— ynpaBAeHne NcxoaaumMmMmn ronocoBbiMM BblzoBamm 1 SMS (n. 1.2.2);

— nepeMmMeHoBaHKue y4eTHoM 3anucu (n. 1.2.3);

— HacTpoWka besonacHocTn (n. 4.2.2);

— yAaneHue y4yeTHOM 3anmcu nonbsosatens (n. 1.2.4).
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Monb3oBaTtenu | Monb3oBaTenu

~
(v)
NS

O6Lwme HacTponku

7

O6uwue HacTpPorKU (G

(v

neL ycTpoucTea O Bbl«Bnapeneu yctpoiictea

() Dble 18 >
o

O [Monbsosatensb 1
R MepenmeHoBaTb

MepeknounTbCs Ha 3TOro Nonb3oBaTens HacTpoiiku 6esonacHocTi

1
OTKAIYUTL UCXOASLUME FONOCOBbIE BbI30BbI M SMS
MepenmeHoBaTb

HacTpoitku 6e3onacHocTn

Ypanutb

PucyHok 8 PncyHoK 9

1.2.2. YnpaBieHne NcXoa4AaWMMM ro10COBbIMM BbI30BaMM U SMS

[na  OTKAOYEeHMA UCXOAALLMX TFOM0COBbLIX BbiI30BOB M SMS HeobxoaMmo B
KOHTEKCTHOM MEHI0 Y4YeTHOW 3amnmMch MoJb30BaTeNss KOCHYTbCA MNYyHKTa «OTKAOUYMTD

McxoasaLLmMe roNocoBble Bbi3oBbl M SMS» (cm. PucyHok 8).
[anee y y4eTHOW 3anNncK NoNb30BaTeNs 0Tobpa3nTCA NpeaynpexKaatolmii 3Ha4Y0K

% (PncyHok 10) n Bo3morkHocTM nonb3oBaTtens 8 Ml «TenedpoH» n MM «CooblieHns»
OyAyT orpaHUYeHbl.

Ona  BKAOYEHMA MCXOAALWMX TOJIOCOBbIX BbI3OBOB WM SMS agMUHUCTpATOpPyY
HeoOXOAMMO B KOHTEKCTHOM MEHIKO YYETHOM 3amMcCK MO/b30BaTeNs KOCHYTbCA MYHKTa
«BKNOYUTL  UCXOAALLME TON0COBble BbI30Bbl M SMS» (PucyHok 11), nocne uyero

npeaynpexaatolmm  3Ha4YoK % nepectaHeT oTobparkaTbCA Yy YYETHOW  3anucu
NONb30BaTENSA, N BO3MOXKHOCTM Nonb3oBaTensa B MIM «TenedpoH» n MIM «CoobuieHna» dbyayTt
BOCCTAQHOB/IEHbI.

MPUMEYAHUE. [loapobHoe onucaHne paboTbl YKasaHHbix MM, a Takxke
YBEAOMNEHWNM, BbIBOAMMbBIX Ha 3KpaH MY npu OTKAOYEHWM TONOCOBbLIX BbI30BOB M SMS,
npmeeaeHo B AOKYMeHTe «PyKoBOACTBO nob3osatena» AAMI.10034-02 90 01.
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Monb3oBaTenu | Nonbsosatenn

O6Lme HacTPOMNKK @ O6Lme HacTPOMKK @

[lna 6bICTPOro NepeknoyYeHns Mexay
Nnonb30BaTENAMMU HAXMUTE U
YyOEPXUBaNTE KHOMKY NUTaHWs, 3aTeM
KOCHUTECH KHOMKM "CMeHUTb
nonb3osartens”

PaspelunTb HaCTPOKY KBOT

Bbl « Bnageneu yctpoicTtsa O Bbl+Bnageneuy ycTpoiictsa

O
©' AamuHucTpatop o
O Monbsosatensb 1 % O MMonbsosatensb 1 %
Euwe He ayTeHTUdMUMpPOBancs @R Eue He ayTeHTUULUMpPOBAnCS
O Monbzosarens 2
I'IepeKnlonrbcu Ha 3TOro nonb3osarens
Eule He ayTeHTUdMUMpOBanca
O Monb3osatens 3 BK/IOYMTb UCXOASILUME FONOCOBbIE BbI3OBbI U SMS
@R FEule He ayTeHTUOMLMpPOBancs
MNepeumeHoBaTb

—|— [o6asuTtb nonbsosarens
HacTpoiitkm 6e3onacHocTn

Ypanutb

PucyHok 10 PucyHok 11

1.2.3. [lepenmeHoBaHMe y4eTHOM 3anncu

Nna nepemmeHoBaHMA yquHOVI 3anncu H€O6XO,£I,I/IMO BbIMOJIHNTL Ccaeayrowmne

NEeNCTBUA:
— OTKPbITb KOHTEKCTHOE MEHI0 Y4YeTHOM 3anucu, KoTopyto Heobxoammo

neperMmeHoBaTb;
— KOCHYTbCS NMyHKTa «[epenmeHoBaTb» (CM. PUCYHOK 8, cM. PUCYHOK 9);

— BBECTM HOBOE MMA y4yeTHOM 3anucu (PucyHok 12, PucyHok 13);
— KOCHYTbCA 3Ha4kKa ,£I,/'Iﬂ NOATBEPKAEHMA AENCTBUA, B pe3yabTaTe yyeTHan

3anucb byaeT nepenmmeHoBaHa.
NMPUMEYAHMUE. MNpu nepemmeHOBaHWM YY4ETHOM 3aMNCKU U3MEHSETCA TONIbKO €€ UMA,

NNOTNH OCTaeTCA HEN3MEHHbIM.
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Monb3oBaTenu | Monb3oBaTenu
O6Lwme HacTporKu @ O6Lwme HacTporKu @
[1ns 6bICTPOro NepekItoYeHNs MEXAY [1ns 6bICTPOro NepeksItoYeHNs MEXAY
nosb30BaTENAMMU HAXMUTE U nosb30BaTENAMMU HAXMUTE U
yAEPXUBaTE KHOMKY NMUTaHUS, 3aTeM YAEPXUBaTE KHOMKY NUTaHUS, 3aTeM
KOCHUTECH KHOMKK "CMEHUTb KOCHUTECH KHOMKK "CMEHUTb
nonb3osarens” nonb3osarens”
PaspelunTb HaCTPOWKY KBOT PaspelunTb HaCTPOWKY KBOT
O Bbl-l/lBaH| O Bbl« Bnagenew ycTpoiicTea
° AgMUHUCTPaTOpP < ApmMuHMCTpaTop
O Monbsosatens 1 O I'IeTp|
Ewe He ayTeHTUdMUMpPOBancs Ewie He ayTeHTUdUUMpPOBancs
~ Mam aamasam: 0 ~ Manm camasam: 0
RU RU
ALyl K el HE L s ALyl K el HE L s
bl Banponasgx?a bl BanponasmgxX?a
A9 4YCMMUT®HB 6 10K A9 4YCMMUTHLHB 6 10K

PucyHok 12 PucyHok 13

Monbsosatent NMPUMEYAHUE. He pexkomeHayeTca npucBaMBaTb
e @ Y4eTHbIM 3aMnMCAM MMEHa, HaYMHaKWMeca C TOYKN UK
i GLicTROr S nEE R e e M po6ena. B Chydae BBOAA HeAONYCTUMbIX CUMMBOJ10B
B i OTO6pa3l/ITCFI COoOTBETCTBYHOLWEE yBeJOMJTIEHNE
yAepXueamte KHOMNKY NMTaHWe, 3aTemM

KOCHUTECh KHOMKM "CMEeHUTb ( Pun CYHOK 14)

nonbsoBatens" ’

Pa3pelwuTb HacTPOIKyY KBOT

O Bbl « Bnagenew, ycTpoiictea
]

AfMUHWCTPaTOp

o . AN

BBeefieHbl He[LONYCTHMbIE CUMBONBI. MMs
MOXET COAEPXaTb TONBKO BYKBbI, LUdPbI
CNenyioLLUe CMMBONbI: TOYKA, MUHYC, HIXHEe
nopYepKuBaHue U npoben

RU

=¢
=
~

~

e HTruwu3 X

w
o))

¢ bl

A9 Y CcMMWUTSL b B IO <

nponanxa

PucyHok 14



13
AOMTI.10034-02 91 01

1.2.4. YnaneHue y4eTHOM 3aN1CU NOb30BaATENA

[na ypaneHua y4yeTHOW 3anucKM  MNONb30BaTens
HeobXoAMMO BbINONHUTL CAeayolme AeNCTBUS:
— OTKPbITb KOHTEKCTHOE MEHI0 YYeTHOM 3anucu,

OTMeHUTL MoaTeepauTtb

Bbl AENCTBUTENbHO XOTUTE

yoanutb Monb3osaTens 1? KOTOPYIO HEOBXOAMMO YAANNTD;

Mocne noaTeepXaeHNs BCe AaHHble — KOCHYTbCA NMYHKTA «yp,an NTb» (CM. PMCVHOK 8),
nonb3osatens 6yayT yaaneHbl (Hanpumep, o

VASTHHS SATHCH, KOHTRKTR), oo Gllioviss, — Ha OTKpbIBWENCA CTPpaHWMLUE KOCHYTbCA KHOMKH

DOKyMeHTbI, poTorpaduu u gpyrue dainbi).

«MoateBepauTb» ANA MNOATBEPNKAEHMA onepauum nmnbo
KHOMKM «OTMEHUTb» ANs OTMeHbI (PucyHok 15);

— NOATBEPAWTL  AENCTBME  BBOAOM  TEKYLLErO
napons (cm. PUcyHok 4).

Mpn yaaneHnn y4eTHOM 3anmcu nonb3oBaTena byayT
TaKKe yaaneHsbl:

— [aHHble Noab30BaTeNs;

— [JOMalLHAA nanka nonb3osaTens (n. 4.2.3);

— NO0Nb30BaTeNbCKOE XpaHUAKLLe Katodel (n. 1.4.5).

PucyHok 15

1.3. YcTaHOBKa BpeMeHU 1 AaThbl

NMPUMEYAHUE. OnucaHme OCHOBHbIX LWArOB MNepBOHAYaNbHOM HACTpoMkn MY
npmeeaeHo B AOKYMeHTe «PyKoBoACTBO nosb3osatena» AAMI.10034-02 90 01, npu atom
YCTQHOBKa M NOC/eAytoLLaA HAaCTPOMKa AaTbl M BPEMEHM AOCTYMNHA TONbKO aiMMHNCTPATORY.

BHUMAHMUE! ViameHeHMA HacTpoeK B MyHKTE MeHI0 «Bpema 1 aaTa» NpMMeEHA0TCA
KO BCEM YYETHbIM 3aM1CAM POJien, CO34aHHbIM Ha MY.
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[ns yCTaHOBKM BpPemeHu u aaTbl HeobxoaMmo
ybeamTbca, YTo BCE MONA 3aMO/HEHbI KOPPEKTHO Nnbo
P e M3MEHUTb 3HAYeHMA 3aMNOJIHEHHbIX MNOAeW, BbINOJHWUB

i cneayrouime AencTBns:

Yacosou nosic Poccus, Mockea

| Hasap Hanee |

BbibepuTe aaty v Bpems

— M3MEHUTb 3Ha4YeHWs napameTpoB «4acosoM

noscy, «Jlata», «Bpemsa», KOCHYBLUMCb COOTBETCTBYIOLLLNX
nonem;

Ll — BblbpaTb  GopmaT  BPEMEHM,  KOCHYBLUMCb
COOTBETCTBYOLLEro Nepekntoyatens (PucyHok 16).

MNMPUMEYAHUE. [lna aKkTMBauum nepekntoyaTens
[0CTAaTOYHO KOCHYTbCA NOJIA, B KOTOPOM OH PACMO/IOMKEH:
nepekntoYaTeNb HAYHET CBETUTLCS APYE, YEM B COCTOAHMM
MO YMONYaHUIO (HEAKTUBHOM);

— KOCHYTbCA KHOMKK «[anee» Ans noATBEPHKAEHNSA
AencTBns NnMbo KHOMKM «Hasag» Ana Bo3BpaTa Ha

npeablayLLyo CTPaHMULLY.

Nata 19 pekabps 2023

Bpemsa 18:53

PucyHok 16

[ns nocneaywowen HaCTPOMKM 4YacoBOro Mosca, TEeKYLWMX AaTbl U BPEMEHM
HeobX0AMMO BbINONHUTbL Ceaytolne AeNCTBUA:

— OTKPbITb MEHK CUCTEMHbIX HACTPOEK KacaHMem 3HauKa @ Ha DJKpaHe
NPUNOXKeHUM (cm. PUcyHOK 1);

— KOCHYTbCA MYHKTA MeHl «Bpema n gata» & B noapasaene «Cucrtema», B
pe3ynbTaTe o0T06PaA3nUTCA OAHOMMEHHAA CTPaHMUA HACTPOMKM [AaTbl M BPEMEHM
(PucyHok 17);

— A7 aBTOMATMYeCKOro 0bHOBEHUS [aTbl/BPEMEHM KOCHYTbCA MepekatodaTens
«ABTOMaTU4YeCKoe 06HOBNEHNE BpeMeHn» (PrUcyHOK 18). 3HaYeHMA noieit 4acoBOro nosca,
NaTbl M BPEMEHW CTaHYT HeAOCTYMHbIMM ANA peAaKTUPOBaHMA. B AanbHenwem obHoBAEHME
faTbl/BpemeHun byaeT nponcxoanTb aBTOMATUYECKMN.

MPUMEYAHME. [1ns ycTaHOBKM YaCOBOro MOACa, BPEMEHM M AATbl BPYYHYO ONuma
aBTOMATMYeCKOro 0OHOBIEHWNS BPEMEHW A0NKHA ObITb BbIK/OYEHA.
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Bpems n pata | Bpems n pata

#  ABTOMaTMyeckoe o6HOBNeHVE ABTOMaTHyeckoe o6HOBNEHME
BpeMeHu BpeMeHu

Yacosoii nosc Poccus, Mocksa Yacosoi nosc

Hata 23 auBaps 2024 [ata

Bpems 15:43 Bpems
Wcnonb3oBaTb 24-4yacoBoi Wcnonb3oBaTb 24-4yacoBoi
¢popmat BpemMeHu ¢popmat BpemMeHu

PucyHok 17 PucyHok 18

B cnyyae HeoHx04MMOCTHM 3a4aTb YaCOBOM NOAC, BPEMS M AATY BPY4YHYHO TpebyeTcs
BbIMO/IHWUTb CAeAytoLLne AeNCTBUA:

— ONA  YCTAHOBKM 4aCOBOro MofAca: KOCHYTbCA Mona «YacoBon MOACY
(cm. PucyHOK 17) M Ha OTKpbIBLUENCA CTpaHMLUe BbibpaTb Heobxoammoe 3HadeHue. s
yCKOpeHMa npouecca BbibOpa MOXHO BOCMO/Ab30BaTbCA Nonem nomcka (PucyHok 19)
Nanee BblbpaTb GOpMaT BPEMEHM, KOCHYBLIMCb MepekatovaTena «Mcnonb3oBaTb
24-yacoBol popmaT» (cm. PucyHoK 17) ans oTobparkeHns BPpeMeHM B COOTBETCTBYHOLLEM
dopmaTe. ECnm AaHHbIM NYHKT HE aKTUBMPOBaAH, Bpema byaeT oTobparkaTbca B 12-4acOBOM
dopmaTe C yToYHEeHUEM A0 NonyaAHA «AM» namn nocne nonyaHs « PMy»;

— ONA  YCTAHOBKM  AaTbl: KOCHYyTbcAa nona «[ata» (cm. PucyHok 17), Ha
OTKPbIBLUEMCA CTPaHMLLE KOCHYTbCA TeKyllen AaTbl M BblbpaTb M3 CAMCKA TEKYLIMI roa,
MecaL 1 ymcno (PucyHok 20). anee KOCHYTbCA KHOMKK «[loATBEPANTL» ANA COXPaHEHMS
natbl AMbo KHoMKM «OTMEHUTbY» ANA OTMeEHbl onepauumn. B cnyyae noatTBepaeHuA
BblOpaHHaA Aata oTobpa3nTCA Ha CTPaAHMULE HACTPOMKM AaTbl U BDEMEHMN, B C/ly4ae OTMEHbI
[aTa OCTaHeTCA NpexHewn;
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| OTMeHUTb MopTeepantb

23 sHBaps 2024

nH BT cp 9T nr cb BC

5 16 17 18 19 20 21
22 23 24 25 26 27 28

29 30 3 1 2 3 4

PucyHok 20

— ANA  YCTAaHOBKM BPEMEHW: KOCHYTbCA NOASA
«Bpema» (cm. PucyHok 17), B pe3synbrate oTobpasmntca
undbepbnat, meTka BO BHYTPEHHEM Kpyre KOTOPOro
MUrpaeT pPoO/ib 4YacoBOM CTPENKW, BO BHelHem —
MWHYTHOM (PucyHok 21). [1ns yCTaHOBKM HEOBXOAMMOTO
3HaYeHMA cneayeT NooyepeaHO KOCHYTbCA KaXKaoW U3
METOK 3Ha4Ka U1, nepeaBuras ee nNo UaM NPOTUB YaCOBOM
CTPEeNKKW, YCTaHOBUTb B MO3WULMKU, COOTBETCTBYIOLLEN
TEKYLLEMY BPEMEHMN;

— KOCHYTbCA  KHOMKM  «[lloaTBepAuTbY  AnA
COXPaHEHMA YCTAaHOBAEHHOrO BpPeMeHM AMbO KHOMKM
«OTMEeHUTb» AnAa  OTMeHbl onepauun. B ciaydae
noaTsep:kaeHua BbibpaHHOe Bpema oTobOpa3nTCca Ha
CTPaHMLE HAaCTPOMKN AaTbl M BPEMEHM, B C/ly4ae OTMEHbI
BPEMSA OCTAaHETCA NPEXHUM.

AomunHucTpatopy MY A0CTYNHbI CaeaytoLme BO3MOXKHOCTY:
— uncnonb3oBaHue SIM-kapT (n. 1.4.1);
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— Bblbop pexnma USB-noakntouerHuns (n. 1.4.2);

— HaCcTpoMKa BepxHero meHto (n. 1.4.3);

— HacTpoMka MM (n. 1.4.4);

— MOJ1Ib30BaTENbCKOE XpaHUAMLLEe Katoden (n. 1.4.5);
— areHT nonb3osaTena (n. 1.4.6).

1.4.1. icnonb3oBaHue SIM-KapT
1.4.1.1. NMpwAsKa 1 oTBA3Ka SIM-KapT

BHUMAHMWUE! AkTnBaums n aeaktmauma GyHKUMK «lMpmusaska SIM-KapT» A0oCTynHa
TO/IbKO NMocne nepesarpyskn MYV.

B uenax peanvsauMu  KOHTPoONA AoCTyna U

nosbllweHna 6esonacHocTn B OC ABpopa npeaycMoTpeHa

R ———— BO3MOMHOCTb  Ha3HauMTb A0BepeHHble  SIM-KapTbl,
e BbIMNOJIHMB CneaytoLme AercTBnsA:

MOBGUNbHOM CBS3N Ha YCTPOCTBE NPy

s iengraResjsioH S/ -sapr — OTKPbITb MEHIO CMCTEMHbIX HACTPOEK KaCaHWeM

| Mpues3ka SIM-kapT K ycTpoincTay

3HaYKa @ Ha DKpaHe npunoxkeHuni (cm. PucyHok 1);
— KOCHYTbCA NMyHKTa MeHto «[lpmBaska SIM-KapT K

yctponctey» & B nogpasaene «besonacHoCTb»;

— Ha OTKpPbIBLIEMCA CTPaHWLE aKTMBMPOBATb
nepekntoyatens  «Brkatounmtb  npwmeAsky  SIM-kapT»
(P1CyHOK 22) 1 noATBEPAMTbL AEMCTBNE BBOAOM TEKYLLETO
napons (cm. PucyHok 4).

MPUMEYAHUE. [Ons BbINOAHEHMA MNPMBA3KM U
oTBA3KM  SIM-KapTbl HeobxoauMmo, 4TOoObl AaHHaA
SIM-kapTa ©Oblna BcTaBneHa B MY, a nepekntoyaTtenb
«BKHOUMTL NpUBA3KY SIM-KapT» akTMBUPOBaAH;

PUCyHOK 22



MpuBaska SIM-kapT K yCTpOUCTBY

Bkniountb npueasky SIM-kapt
BHumaHue! BknioyeHue gaHHou onumm
3a610KMpYeT UCTIONb30BaHUe
MOBMNBHOI CBSA3U Ha YCTPOWCTBE NpU
Hanuyum HenpuesisaHHoi SIM-kapTbl

YctaHoBneHHble SIM-kapTbl

SIM1|[ROSTELEC(

ICCID:897012062¢€ anBﬂaaTh

Paspewwutb SIM-kapTy no macke

ICCID SIM-kapTbl

PaspewmTs

Cnucok paspeluéHHbix SIM-kapT

®

PucyHok 23

MpuBaska SIM-kapT K yCTpOUCTBY

Bkniountb npueasky SIM-kapt
BHumaHue! BknioyeHue gaHHou onumm
3a610KMpYeT UCTIONb30BaHUe
MOBMNBHOI CBSA3U Ha YCTPOWCTBE NpU
Hanuyum HenpuesisaHHoi SIM-kapTbl

YctaHoBneHHble SIM-kapTbl

SIM1|[ROSTELEC(

ICCID:897012062¢€ Oresisatb

Paspewwutb SIM-kapTy no macke

89701206269065692642

Paspewntb

Cnucok paspeluéHHbix SIM-kapT

®

PucyHok 24
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— Ha OTKpbIBWEWCA CTpaHuue B noApasaene
«YcTaHoBneHHble  SIM-KapTbl»  KOCHYTbCA  KHOMKM
«lMpuBA3aTb» cnpaBa oOT Heobxogumon SIM-KapTbl
(PucyHOK 23) ana npuBsa3kn  SIM-kapTbl K MY, B
pe3ynbTaTe SIM-kapTabyaet npmessaHa kK MY;

— B noapasnene «Paspewunts SIM-KapTy NO macke»
BBecTu ICCID Tpebyemoit SIM-KapTbl M KOCHYTbCSA KHOMKM
«PaspewnTb», ONA paspeweHna MCNosib3oBaHuA SIM-
KapT, He BCTaB/NEHHbIX B AaHHOe MY 1 He NpMBA3aHHbIX K
Hemy (PucyHok 24).

MPUMEYAHUE. ICCID  npeactasnaer  coboM
YHUKaNbHbIM cepuinHbI Homep SIM-KapTbl U coaepKut 20
cMmBOSIOB. EC/iM  KONMYeCTBO BBOAMMbBIX CMMBOJIOB
oTamyaetca ot 20, TO Ha 3KpaHe MY oTobpasutca
COOTBETCTBYIOLLEE yBegOMAEHME (PUCYHOK 25).

Mpuesaska SIM-kapT K ycTpoMUCTBY

BkniounTe npuesasky SIM-kapt
BHumaHKe! BknioyeHwe gaHHOM onumm
3aGnoKMpyeT MCnonb3osaHue
MoBKUNLHOW CBA3W Ha YCTPOACTBE NpKU
Hanu4um HenpuesaaHHo SIM-kapTbl

YcraHoBneHHble SIM-kapTbl

SIMT[ROSTELEC(

ICCID:897012062 anBﬂSaTb

Paspewwntb SIM-kapTy no macke

000

ICCID SIM-kapTbl
HekoppekTHblit BBOA. ICCID gomkeH copepXaTb He
Gonee 20 CMMBOMNOB - TOMBLKO LUPLI M cUMBONLI ™',

PaspewuTb

Cnucok paspeluéHHbix SIM-kapT 0]

PucyHok 25

Ona TOro, 4ytobbl 0TBA3aTb OT MY paHee npuWBA3aHHYD K Hemy SIM-kapTy,
HeobXoAMMO BbINONHUTL CAeaytolme AeNCTBUS:
— B nozpasgenie «YcraHoB/sieHHble SIM-KapTbl» KOCHYTbCA KHOMKWM «OTBA3aTb»
cnpasa oT Heobxoamnmown SIM-KkapTbl (cM. PUcyHok 24);
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— Ha OTKPbIBLLEMNCS CTPaHULLE KOCHYTbCA KHOMKK «OTBA3aTb» A1A NOATBEPHKAEHUA
onepaunmn 1Mb0o KHOMNKM « OTMEHUTbY A8 OTMeHbI (PUCYHOK 26);

— B pe3ynbrate oTBA3KM SIM-KapTbl oT MY o0T00pa3nTca COOTBETCTBYHOLLEE
yBegomneHune (PucyHok 27).

| OTMeHUTb OTBa3aTb | | Mpueazka SIM-kapT K YCTPOUCTB!

! Cucrema

[aHHaga SIM-kapTa 6ygeTt Mo6unbHas cBsi3b 3a6/10KMpOBa

oTBA3aHa OT 3TOoro YctaHoBneHHble SIM-kapTbl He

. NpuBs3aHbl K AAHHOMY YCTPOWCTBY U
yCTpoUucTBa He MOryT 6biTb UCMONb30BaHbI.

Mocne ynanenusa SIM-kapta 6yget
3abnokMpoBaHa Ha [aHHOM YCTPOCTBeE.
Bbl yBepeHbl, 4TO xoTUTe yaanuts SIM-
kapTy 89701206269065692642 ?

MepeiTH B HaCTPOMKM

YcraHoBneHHble SIM-kapTbl

SIM1|ROSTELECC
ICCID:8970120626

MpuessaTb

Paspewwts SIM-kapTy no Macke

ICCID SIM-kapTbl

ICCID SIM-kapTbi
Paspewwntb

Cnucok paspeléHnHbix SIM-kapT ®

PucyHoK 26 PucyHok 27
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1.4.1.2. [lpocMmoTp 1 yaaneHue paspelleHHblx SIM-kapT

| Cnuncok paspeLuéHHbix SIM-kapT 2

89701206219003881203

89701206269065692642

PucyHok 28

Cnvcok pa3peLuéHHbix SIM-kapT

89701206219003881203
Yoanutb

89701206269065692642

PucyHok 29

[na npocmoTpa CnnMcka paspeweHHbix SIM-kapT
HeobXxoAMMO KOCHYTbcA nona «CnMCOK pa3pelleHHbIX
SIM-KapT» (cm. PucyHok 25), B pe3ynbTaTe oTobpasmnTcs

CTpaHMUa@ CO CNMCKOM W KonmdectBom  SIM-kapr,
MCMO/Mb30BaHME  KOTOPbIX  paspeweHo Ha MY
(PncyHoK 28).

Ona yaanenna SIM-KapTbl U3 CNMCKa paspelleHHbIX
Heobxo4MMO BbINONHUTbL Cleaytolme AeNCTBUA:

— KOCHyTbcA n yaepxueaTb ICCID Tpebyemon SIM-
KapTbl;

— B KOHTEKCTHOM
«Ypanutb» (PucyHok 29);

— Ha OTKPbIBLLIEMNCA CTPaHMLLE KOCHYTbCA KHOMKMK
«YnanuTb» ANA NOATBEPKAEHMA onepauum NMHBO KHOMKM
«OTMeHUTb» Ana oTMmeHbl (PucyHok 30).

MeHIO KOCHYTbCA MYyHKTa

OTMeHUTb Ynanutb

[aHHag SIM-kapTa 6yger
yoasneHa 3 crnucka
paspeLlEHHbIX ANs 3TOro
yCTpPOWMCTBa

Mocne yaanenus SIM-kapta 6yget
3abnokMpoBaHa Ha JaHHOM YCTPOUCTBE.

Bbl yBEpPEHDI, 4TO XOTUTE YoanuTh SIM-
kapTty 89701206219003881203 ?

PucyHok 30
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1.4.1.3. Hactpomka PIN-koga ana SIM-kapTbl

3awmTa  ycTaHoB/ieHHOM Ha MY  SIM-KapTbl

| PIN-kon o
obecneunsaeTca ¢ nomoupto PIN-Koaa, KOTOPbI MOXKHO
SIM1| ROSTELECOM aKTUBMPOBATb/A€aKTUBMPOBATb OTAEAbHO A4 KaXKA0M 13
3anpauwmeatb PIN-koa SIM-Ka pT.
Wamenns PIN-kon MPUMEYAHME. B 3aBUCMMOCTN OT KOHCTPYKTUBHbIX
ocobeHHocTen MY gonyckaeTca ycTaHOBKa 40 AByX SIM-
SIM2 | HenasecTHbIi
KapT.

Het SIM-kapTbl B crnoTe

Ona HacTponkn PIN-Koga HEobXoAMMO BbIMONAHUTD
cneaytowme aencrtema (PucyHok 31):
— OTKPbITb MEHIK CUCTEMHbIX HAaCTPOeK KaCaHWem

3Ha4Ka @ Ha DKpaHe NpuoXKeHn (cm. PucyHok 1);

N\
*%%

— KOCHYTbCA NyHKTa MeH «PIN-kog» = B
noapasaene «be3onacHoOCTbY;

— KOCHYTbCA nepekatovaTena «3anpawmneaTtb
PIN-koa» Tex SIM-KapT, KOTopble He0b6X0AMMO 3aWMUTUTL
BBOAOM PIN-Koaa nnMbo CHATb 3aLMTY.

PucyHok 31

Mocne aktuBaumm PIN-kKoZa oH ByaeT 3anpallmBaThCs NPU KaxKaomM BRAoYEeHUN MY
(PucyHok 32). B cnyyae TpexkpaTHoro BBoga HesepHoro PIN-kogaa SIM-kapTa 6yaet
3ab10KMpoBaHa N ansa ee pa3biokmMpoBKkM noTpebyetcs PUK-Koa, AnAa BBOAA KOTOPOro
npepoctasnsetca 10 nonbiTok (PucyHoK 33).

NMPUMEYAHUE. PUK-koa npeaocTaBaseTcA onepaTopoOM COTOBOM CBA3M.

Mocne BBOAa BepHoro PUK-Koaa oTobpasunTcs cTpaHmua ana nameHenua PIN-koaa
(cm. PucyHok 31), Ha KOTopoi HeobX0AMMO BbINONHUTL CAeAyIoLLIMe AEeNCTBUA:

— KOCHYTbCA KHOMKKN «M3meHnTb PIN-Koa»;

— BHECTW COOTBETCTBYIOLLME M3MEHEHMA B pa3aesne SIM-KapTbl, KOTOpyto TpebyeTcs
3aWwmTnTL BBOAOM PIN-KOAa.
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Beepgute PIN-kog
SIM1 | ROSTELECOM

PucyHoOK 32 PucyHok 33

1.4.2. Bbibop pexumma USB-noakntoyeHma

Ons Bblbopa pexnma USB-nogkntodeHma HeobxoauMmo BbIMOAHUTL caeaytouine
AencTBns:

— OTKPbITb MEHIK CUCTEMHbIX HACTPOEK KacaHWem 3HauyKa @ Ha JKpaHe
NPUNOXKeHUM (cm. PUcyHoK 1);

— KOCHYTbCA NYHKTa MeHto « USB» ‘I" B noapasaene «YnpasneHne CoeAMHEHUAMNY;

— Ha OTKPbIBLUEMCA CTPaHWULLE KOCHYTbCA nona «Pexum USB no ymonyaHuto» u
BbIOpaTb HEOHXOAMMOE 3HaYEeHME M3 PaCKpbIBatoLLeroca cnmcka (PucyHok 34).

NMPUMEYAHUA:

v’ B cnyyae Bbibopa nNyHKTa «Bcerga cnpalwmsaTthy Npu noAkaodeHnn MY kK 3BM c
nomoulbto USB-kabena Ha MY oTtobpa3unTtca okHO ¢ Bbibopom perknma USB-noakntoueHms
(PncyHoK 35);

v’ 3HaueHune «Obwumit JOCTyn K MHTEepHEeTY» oTobpakaeTca TONbKO NpU akTUsaumum
COOTBETCTBYHOLMX MNepekntodaTeneit B NyHKTe MeHto «Ob6WMn AocTyn K MHTepHeTy».
MoapobHoe onncaHme HacTPOMKKM obulero AocTyna K MHTepHeTy NpuBeaeHO B IOKYMEHTe
«PykoBoacteo nosb3zoBatena» AAMI.10034-02 90 01;

v 3HayeHune «Pexkmm paspaboTumka» oToBparkaeTca TONbKO MNPU  aKTUMBaLMK
COOTBETCTBYIOLLMX NEepekatoYaTenei B NnyHKTe meHto «CpeacTBa pa3paboTynmKka» CUCTEMHbIX
HacTpoeK (noapa3aen 3.1).
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USB
USB-ka6enb nogkoyeH

BK/TI04EH NPOTOKON Nepeaaym MepeknoYUTbCS Ha OAUH 13 CreayloLmx

eX1MOB
myneTumegua (MTP) P

¥ 8 G 4

O6Lwmi Pexum MpoTtokon  Tonbko
Pexuvm USB no ymonyaHuio focTynk  paspaboT nepepsayM  3apsigka
Tonbko 3apsapgka WHTepHeT yuka MySbTUME
y ava
Bcerpa cnpaluveaTh (MTP)

O6wwit pocTyn kK MHTepHeTY
Pexwum pa3paboTtunka
Mpotokon nepepayn mynstumeaua (MTP)

Tonbko 3apsaka

ole

PucyHok 34 PucyHoK 35

1.4.3. HacTpoiiKka BEPXHErO MeHto

MPUMEYAHMUE. MoapobHoe onmcaHMe HACTPOMKM BEPXHErO MEHK MpWBEAEHO B
AOKyMeHTe «PyKkoBoACTBO nosb3osaTena» AAMI.10034-02 90 01.

[Onsa nobaBneHns B BepxHee MeHt0 QYHKLMIA, AOCTYMHbIX TO/bKO aAMUHUCTPATORY,
HeobxoAMMO BbINOAHUTL CAeaytoLme AENCTBUA:

— OTKPbITb MEHK CUCTEMHbIX HaCTPOEeK KacaHMeM 3HadKa @ Ha JKpaHe
npunoxeHui (cm. PucyHok 1);

— KOCHYTbCA MyHKTa MeHI0 «BepxHee meHo» S B nogpasaene «BHeWwHun Bua 1

OYHKUMNY;
— BblOpaTb HeobxoAMMble PYHKUMU KacaHMem nepekatodatenei (PucyHok 36), 8
pesynbTaTe AaHHble PYHKLMM 0TOOPA3ATCS B BEpXHEM MeHto (PucyHoK 37).
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Apnbiku 11:13 v 44T
OTH apnblkv NPeoCcTaBNatoT BbICTPbIN
A0CTYN K pasjiniHbiM (!)VHK\J!/.’WM n
HacTpoMKamMm CUCTEMBI. °
[9]
OTKPbITb KanbKynsaTop 3 o
A=k
3anycTuTb CeKyHOOMeEp (@) 2 vions, BTOPHHK
YcTaHOBUTL TalMep Z
— WLAN *)> Bluetooth
e < omp D Buikniouero
YcTaHoBUTb 6yannbHUK @ WLAN Blietooth
SIM1 ROSTELECC
Cpenatb cenpu D Q @ RC
SIM-kapTa Ans BbI30BOB Mob6unbHbIe AaHHbIe
3anucaTb BUAEO x
P 3\ ) "
=)
Cospatb 3aMeTKy & ¢ = f
Asunapexum He 6ecriokoutb OpueHTauus Touka goctyna
OTKPbITb AVKTOGOH 1 | [ -
© U & 5
Cuctema leonokauus VPN Paapabotka McTouHuky 1
M
. CpeACTBa paapa60TqMKa 8 -
fipkocTb
BesonacHocTb
McTouHMKM NprnoxeHuin 63 s
Hacrpoitku WamenuTs
PucyHok 36 PucyHoK 37

1.4.4. Hactponkun M1

NMPUMEYAHUE. AoMnHUCTpaTOp MMeeT AOCTYN K AOMNOAHUTENbHbIM HaCTPOMKam
M1, onMCaHHbIM KaK B HACTOALWEM [AOKYMeHTe, Tak M B [A0KYMeHTe «PykoBOACTBO
nonbzosatena» AAMI.10034-02 90 01.

Ona  nononHUTenbHom HacTtponkn MIT HeobXxoAMMO BbINMOJIHWUTL Caeaytouime
NencTens:

— OTKPbITb MEHK CUCTEMHbIX HACTPOEK KacaHMeMm 3HaukKa @ Ha DKpaHe
NPUNOXKEeHUM (cm. PUcyHOK 1);
— NepenTun BO BKAAAKY «[TPpUNOKEHUA;
— KOCHYTbCA 3Ha4YKa cooTBeTcTBytOWEero Ml 1 3aaaTb TpebyemMble HaCTPOMKM.
[na  QONOAHUTENbHOM  HacTpolkm MM «TenepoH» HeobXoAMMO  BbIMOAHUTb
cneayrouime AencTemns:
— KOCHyTbcA nona «COpocuTb CYETYMKM BbI3OBOB» A8 COpOCA CYETYMKA BbI3OBA
(PucyHok 38);
— aKTMBMPOBATb MepeKkatoyaTeNb «3anucb pasroBopa» As 3anucy pasroBopa BO
BPEMS aKTUBHOTO Bbi30Ba (P1cyHoK 39);
— KOCHYTbCA MOAA «3anucaHHble BbI3OBLI» A5 NPOCMOTPa WMHPOPMaLUM O
3anMCcaHHbIX BbI30BaXx.
[1na BbINONHEHWNA AEMCTBMIA HAf 3aNMCaHHbIMM BbI30BAaMM CNeyeT KOCHYTbCA Nons
C KOJINYECTBOM 3aMMCaHHbIX BbI30OBOB M Ha OTKPbLIBLLENCA CTPAHMLLE B KOHTEKCTHOM MEH!O
BbI30Ba KOCHYTbCA MyHKTa C He0bxoaMMbIM Aenctemem (PucyHok 40).
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MPUMEYAHUE. 3anucaHHble BbI30Bbl MOXHO TaKXe nocmoTpeTs B MIT
«ANKTODOH »;

Tened |C’ C6poCUTb CHETUMKM BbI3OBOB
enedoH

CoobLueHus 6bicTporo oTeeTa

CYETYMKM BbI3OBOB

SOON: CospaiiTe no 5 coobLieHwii ans GbicTporo oTeeTa,
Vcxopsiume ebisoBbl: 0:00:00 KoTopble Bbl CMoXeTe oTnpaBnsTh nocne

on.qslu.me Bbi3oBbl: 0:00:00 BbIK/TIO4EHWA 3BYKa NPU BXOASLLEM Bbi30BE.

B :0:00:00
= z M3MeHUTb 6bICTpble OTBETbI

O C6pocuTb CHETYMKM BbI3OBOB
V‘CTOpMﬁ Bbl30BOB

CoobuieHus 6bicTporo oTeeTa -
BbiCTPbIN BbI3OB

[ins coBeplueHuns Bbi3oBa noTpebyetcs
Cospaitte fo 5 coobuieHuit ans GbicTporo oTeeTa, KOCHYTbCS HEOBXOANMOrO KOHTAKTa B
KoTOpble Bbl cMoxeTe 0oTnpasnaTb nocne
BbIK/IIOYEHMS 3BYKa NPV BXOASLLEM BbI30BE.

UCTOPWU BbISOBOB

2 NameHuTb 6bICprIe OTBETbI 3anuch pasroeopa

3anucob pasrosopa
BO3MOXHOCTb BK/IIOYUTB 3anUCh pasroBopa
BO BpeMs akTUBHOIO Bbi3OBa.

WcTopus Bbi30BOB

BbICTpPbIN BbI3OB
[ns coseplueHus Bbi3oBa notpebyercs 3anucaHHble Bbi30BbI
KOCHYTbCSi HEOGXOIMMOr0 KOHTaKTa B
UCTOPUM BbI3OBOB

2 Bbi3oBa

3anuck pasrosopa 3a610KMPOBaHHbIE BbI3OBbI

%  3anucb pasrosopa
BO3MOXHOCTb BKIOYUTb 3aNUCh pasrosopa

PucyHok 38 PucyHok 39

386ﬂ0KMpOBaHHbIe KOHTaKTbl

— KOCHyTbcA nona SIM1 | [MobunbHbI onepaTop]
nmbo Sim?2 [MobunbHbIN onepaTop] ana
L 400 | AOMONHUTENBHOM HACTPOMKM BbI30BOB Yepes SIM-KapTy:
® KOCHyTbcs nona «OxuaaHue BbI30Ba» ANA
ONOBELLEHNA BO BPEMA BbI30Ba, O APYrom BXOAALLEM
BbI3OBE;
® KOCHyTbCcsi nons «[lepeagpecauns BbI30OBOBY»
ONA  YCTQHOBKM C/ly4aeB M HOMepa nepeagpecaumnm
(PucyHok 41);
® KOCHYTbCS MoAA  «3anpeT BbI3OBOB» A4
YCTQHOBKM 3anpeTa Ha onpeaeneHHble BMAbl BbI30BOB
(PvcyHoK 42).

NMPUMEYAHUE. Tlpun yctaHoBKe 3anpeTta Ha
onpeaeneHHble  BblI30BbI MY  3anpocuT  naposib
B/JlaAeNbla YCTPOMUCTBA ANA NOATBEPKAEHNA AENCTBUA;
YCTQHOBUTb HOMEP r0/I0COBOM MOYTbI, KacaHMem Mons
«Homep ronocoBom NOYThbI»;

PucyHok 40 ® KOCHYTbCA nona «Homep ronocoBOM NOYTbI»
ON5 YKa3aHMA HOMepa ro10COBOM MOYTh!

MosBoHUTB
OTKpbITb KAPTOYKY KOHTaKTa
Ypanuto

MNopgenuTtbca

Metp 18:20




MepeappecaLys BbI30BOB

# Bce ronocosble Bbi30Bbl

# Ecnw 3aHsaTO

# Ecnw HeT oTBeTa

# Ecnw BHe cetu

PucyHok 41

@ SIM1| ROSTELECOM

SMS
+79043490008

I CoobLueHus G

Appec SMS-ueHTpa

# OTy4eThbl 0 fOCTaBKe
3Banpawmeatb oT4eT 0 goctaske SMS

OTobpaxaTb CHETYMK CUMBOSIOB
OTobpaxatb KONMYECTBO COOBLLEHNI, Ha
KoTopble 6yaeT pasbut HabpaHHbI TEKCT, U
KONINYECTBO CUMBOJIOB B MOC/IEAHEM
coobuieHnmn

MMS

MakcuManbHbIi pa3amep coobLueHns
CpegHuit

Pasmep coobLeHnsi MOXET 6biTb OrpaHUYeH
onepaTopoM OTMPaBUTENs UK NonyyaTens

3anpawmuBaTtb oT4eTbl Het
Bbl MOxeTe 3anpawmBaTth OTHETbl O AOCTaBke U
npoyTteHun MMS

#  YBepoMnsTb 0 NpoYTEHUU

PucyHok 43

OrnpaeuTtens 6yaer yBenoMeH O TOM, YTO
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| 3anper BbizoBoB

#  Bce ucxopswme Bbi30BbI

#  Mcxopswme MexayHapogHble
BbI30BbI

#  Vcxopsime MexayHapogHble
BbI30Bbl KDOME POAHOIA CTPaHbI

#  Bce BXOASILUME BbI30BbI
%  BxopsiLMe BbI30BbI B POYMUHre
BbiknounTb BCE

ﬂaponb AOnNsa 3anpeTa BbiI30OBOB

é MameHnTb Naponb

PucyHok 42
Ons pononHutensHon Hactponkm MI «CoobuleHna»
HeobxoAMMO BbIMO/HUTL cneaywouwme  AencTBumA
(PucyHok 43):

— B noapasaene «SMS» npocmoTpeTb agpec SMS-
LEHTPa;

— aKTMBMpOBaATb  nepekatoyvatens  «OT4yeTbl O
[0CTaBKe» A/1A 3aMnpoca oT4yeTa 0 40CTaBke SMS.

MPUMEYAHUE. [Ons aKkTMBauum nepekatovaTens
[0CTAaTOYHO KOCHYTbCA NO/A, B KOTOPOM OH PACMONOMXKEH:
nepektovaTeb HAYHET CBETUTLCA ApYE, YEM B COCTOAHMM
NO YMONYaHUIO (HEaKTUBHOM);

1.4.5. Nonb30BaTENBbCKOE XPAHWU/TULLLE KHOYEN

[MoNb30BaTENBCKOE XPAHUANLLE KtoYel NpeHa3HAYeHOo ANA XPaHEHUS Kao4eln 1

cepTMdMKaTOB, NPM 3TOM OrpaHUYeHme A0CTyNa K XpaHWAKMLLY obecneynBaeTcs WTaTHbIMK
cpeacteammn OC Aspopa (pasaen 4).
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MPUMEYAHUE. Monb3oBaTeNbCKOE XPaHUINLLE KIOYEN CO3A4aEeTCA ANA KarKAOoW
YYETHOWM 3anncK posen N HaxoaAMTCA B Nanke SHOME/ . softhsm.

Co3aaHMe N0/Ib30BATENBCKOTO XPaHWAMLLA K/TKOYEeN OCYLLLECTBAAETCA B C1eAyOLMX
CAyYasx:

— nepBoe BKAOYeHMe MY B pexmme aMUHNCTPATOPA;

— CO34aHMe y4eTHOM 3anmncK nonb3osatens (n 1.2.1) ¢ NoOMoLblO CepBMCa user-

managerd, TMNPW 3TOM CKPWMNT 1initialize-user-keystore.sh XPaHWUTCA B Manke
create.d

1.4.6. AreHT nonb30BaTens

AreHT nonb3zosaTena (User Agent) — 3To maeHTUdPMKaTOp Opaysepa, KOTOPbIN
nepenaeTca B 3aronoBke http-zanpoca K cepBepy, OTBET cepBepa MOXET 3aBUCETb OT
NAaHHOIo MAeHTUPKMKaATOPa, M MOXKET ObiTb 3a4aH:

1) Mo ymonuyaHuo B MHTepdeince, onnmcaHMe KOTOPOro nNpuBeaeHO B AOKYMEHTe
«PykoBoacTtso nonb3osatena» AAMI.10034-02 90 01;

2) C nomouibto panna ua-update.json, KOTOPbIN:

— MMeeT nona hostname W useragent m  NYyTb /home/defaultuser
/.local/share/org.sailfishos/browser/.mozilla/ua-update.json;

— onpeaenseT areHT NoNb30BaTeNa ANA OTAE/IbHbIX CalTOB.

MPUMEYAHMUE. Mpn nameHeHnn dana ua-update.json BPYYHYH HEOOXoAMMO
nepesanyctntbe MI1 «bpay3sep».

O6HOBNEHME MOXKET MPOUCXOAUTL CIeAYIOLMMM cCnocobamm:

— C MOMOLLbIO 3HAYeHMA MO YMOAYaHWUIO, Korga oTcyTcTByeT dann  ua-
update.json. [eHepauma anna oOcylecTBadeTca W3 /usr/share/sailfish-
browser/data/ua-update.json.in;

— C nomoulbto Beb-calTa, Koraa ¢ann ua-update.json OOHOBAAETCA Yepes CeTb
NHTepHeT. T[lonyyeHne danna ocywectsasetca nocpeactBom  http-zanpoca B
M1 «bpay3ep» Ha onpeaeneHHbI agpec B ceTn MIHTepHeT.

NMPUMEYAHME. Mpn nepsom 3anycke MI «bpay3ep» 3anpoc K cetu NHTepHeT He
ocyuiecTsasfeTca, a daln ua-update.json reHepPMPYETCA MO YMOAYAHMIO.

1.5. HacTpoitka ceTeBbIX BOSMOXHOCTEN

1.5.1. HacTponKa npuHTepa

BHUMAHMWE! MoapobHan nHdopmauma o neyatn ¢palnnoB NpuBeaeHa B JOKYMEHTE
«PykoBoacTBO nosibzosaTena» AAMI.10034-02 90 01.



MpuHTEpDI

Y Bac ele HeT NPUHTEpPOB

[o6aBuTb NpuUHTEP

PucyHok 44

| Ao6asuTs npuHTep

HaiineHHble ycTpoiicTea

HP Color Laser 150

®)

PucyHok 45
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B OCABpopa npeaycMoOTpeHa  BO3MOXKHOCTb
nobaBneHna  npuHTEepa, Aaa  3Toro  HeobxoAMmo
BbIMOIHWTb C/leaytolme AeNCTBUA:

— OTKPbITb MEHI0 CUCTEMHbIX HACTPOEK KaCaHuem

3HaYKa @ Ha DKpaHe NPUNOKEHNI;

— KOCHYTbCA MNYHKTa MeHI0 «l1puHTepbI» = g
noapasaene «YnpasseHue coeanHEeHNAMNY;
— NOAKMOUYNTL  NMPUHTEP K MY  oaAHMM  u”3
cnepyrowmx cnocobos:
e c nomouwpbto USB-kabena yepes nepexogHuK
USB-OTG.

MPUMWNYAHUE. C nomoubto USB-kabena mosKHO
NOAKNOYNUTb TONbKO NpuHTEP Woosim L450 (MIG KB4);
e no cetn WLAN (paboTta no ctaHgapty Mopria);
— Ha  OTKpbIBWENCA OAHOMMEHHOM  CTpaHuue
KOCHYTbCA KHOMKM «[106aBUTb NpnHTEP» MO0 B NpaBom

BEpPXHEM Yr/ay KOCHYTbCA 3Ha4Ka + (PucyHok 44), B
pe3ynbTaTe byaeT BbIMOAHEH MOUCK YCTPOWNCTB;

— Ha OTKPbIBLUENCA CTPaHMLLE BbIOPaTb YCTPOMCTBO,
KoTopoe Heobxoammo A06asuTb (PucyHok 45);

— B NPABOM BEPXHEM YT/ly KOCHYTbCA 3HaYKa G nns
obHoBNEHMA MHOOPMALMM O HAAEHHbIX YCTPONCTBAX;

— BBECTW MMA NPUHTEPA B NO/1e BBOAA M KOCHYTbCA
KHOMKM  «JlobaButb» (PucyHoK 46), B pesynbraTe
npuHTEp oTobpa3ntca Ha cTpaHuue «[lpUHTepbI»
(PucyHok 47).
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| ormenuTs [o6asuTb | MpukTepsi ®
[o6aeutb NpuHTEP Mowu npukTepo!
HP Color Laser 150 HP Color Laser 150
i tnerne
PucyHok 46 PucyHok 47
[lna  nepeMMeHOBaHMA NpuHTEPA HEobXoAMMO
i z BbINOMHWUTB CeaytoLLMe AeNCTBUA;
O npuntepe — Ha CTpaHuLUe «MpuHTEPLI» BbIOpaTb
HP Color Laser 150 HeobX0AMMbI NPUHTEP, KOCHYBLUWCH €ro;
— Ha OTKpPbIBLLENCA CTpaHMLEe BBECTM HOBOE MMA
npuHTepa (PncyHok 48);
— KOCHYTbCA  3HauyKa AN NOoATBEPHKAEHMSA
NEeNCTBUSA, B pe3yabTaTe NpuHTep byaeT nepemmeHoBaH.
[na ynaneHua npuHTEpa M3 CNMCcKa HeobXoaMmo
BbIMONIHUTb CAeaytolme AeNCTBUA:
—Ha cTpaHunue  «[pUHTEpPbI»  KOCHYTbCA M
d the you i to of . YAEPKMBATb Ha3BaHWE NPUHTEPA, KOTOPbLIN HEOBXOAMMO
g wirelr iy R Ul o ' VAANUTb;
a|s|d|fg|h|]]|k]! — B KOHTEKCTHOM  MEHI0  KOCHYTbCA  MyHKTa
) z x|c|v|binm§gs «Ypanutb» (PucyHoKk 49) nnbo OTKPbITb MPUHTEP U B
. Y > MPpaBOM  BEPXHEeM YI1y  KOCHYTbCA  3HauyKa I}

(PucyHok 48);
PucyHok 48

— Ha OTKPbIBLIENCA CTPAHMLLE KOCHYTbCA KHOMKM «YAanuTb» ANA NOATBEPXKAEHMA
onepaunm AMbo KHomkn « OTMEHUTbY A8 OTMeHbI onepaunmn (PucyHok 50).
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MpuHTEpPDI ® | OTMeHUTb Ynanutb
Mo npuHTepe! Yoanutb NpuHTep?
HP Color Laser 150 Bbl 4eNCTBUTENbHO XOTUTE YAANUTb
npuxTtep HP Color Laser 1507
Ynanutb
PucyHok 49 PucyHok 50

1.5.2. icnonb3oBaHue VPN-coegmHeHNA

VPN — 37O 3aWMULEHHAA ceTb, NpeAoCTaBAAOLAA BO3MOXHOCTb YCTaHABAMBATL
3aWndpoBaHHOE coeaMHEHME C yaaneHHbIMKM cepBepammn Beb-canMToB B ceTn MHTepHeT.
[Mpy NOAKNOYEHUN K YOANEHHOMY CepBepy No/ib30BaTeNb noJsyvaeT IP-aapec B pernoHe,
roe pacnonaraeTca AaHHbIN cepBep.

B oTanume oT npoKcu-cepsepa, VPN BHavane BbINOJIHAET MOAKIKOYEHME K CeTw,
KoTopas 3aTem obecneymBaeT coeMHeHNe c TpebyembiM CEPBEPOM HAMPAMYHO, MPK 3TOM
WndpoBaHMe [AaHHbIX MO3BOAAET 3aWMTUTL MAPOAM WM UHYIO KOHPUAEHUMANbHYIO
MHPOPMaLMIO OT yrpo3 6e3onacHoOCTy.
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BHUMAHMUE! [1na oTobparkeHns noanepHmBaemblx
| [No6asutb VPN
VPN-nnarnHos B nyHKTE mMeH «VPN» U noapasaena
«Ynpas/ieHue coelMHEHUAMM» HeobxoaMmMo
[0MNO/IHUTE/IbHO YCTAaHOBUTL CTOPOHHMeE VPN-peleHus, He
ABnAaroLLmeca BctpoeHHbIMM B OC ABpopa.
B cnyvae otcytctBuA  noandepxkunsaembix  VPN-
VPN-nposaiiaepbl He NNarMHOB Ha 3KkpaHe MY oTobpasmnTca COOTBETCTBYHOLLEE
yCTaHOB/IEHbI. yBegomneHue (PrucyHok 51).
PucyHok 51

1.5.3. 3apanune URL-agpeca

NPUMEYAHUA:

v MoppobHoe onucaHne HacTpolkn cetm WLAN npuBeseHo B OOKYMEHTe
«PykoBoacTeo nonb3osatens» AAMI.10034-02 90 01;

v 3apganne URL-agpeca a4 cepsepa MpoBepku ceth MHTepHeT, a Takke NTP-
cepsepa, byaeT NPUMeEHEHO KO BCEM Y4ETHbIM 3aMMNCAM, CO34aHHbIM Ha MY.

IOna 3apaHma URL-agpeca ana cepsBepa NpoBepKM HeobXxoAMMO BbIMOAHUTb
cneayolme AencTBmA:

— OTKPbITb MEHI0 CUCTEMHbIX HACTPOEK KacaHMeM 3HauyKa @ Ha JKpaHe
NPUNOXKEHUIM (CM. PUcyHOK 1);

— KOCHYTbCA nNyHKTa MeHto  «WLAN» T B nogpasgene «YnpasneHue
COeAUHEHUNAMMUY;

— KOCHYTbCA nona «PacwmpeHHble HacTPonKm» (PUcyHoK 52);

— Ha OTKPbIBWENCA CTpaHWLE 3anoaHMTb Heobxoaumble MOAA B NoApasaene
«URL-agpeca cnysbbl» A1a NPOBEPKN A0CTyNa K ceTh MHTepHeT (PucyHok 53).



WLAN

PaclunpeHHble HacTpoku @
WLAN

#  WLAN =

PrUCyHOK 52
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PaclumpeHHble HacTPOKK

R570E

Wms ycTpoiicTsa
Wms yeTpoiicTea, oTobpaxaeMoe y Apyrux
YCTPOWCTB B NOKaNbHOM CETH

no6anbHblit Nnpokcu-cepeep

#  [nobanbHblil NpOKCU-cepBep ?)g
Wcnonbayetca ans Bcex coenuHeHnin
(WLAN, Mo6unbHbIX 1 Ap.) 1
nepeonpeaenseT uHaAuBMayanbHbie
HaCTPOWKM.

KoH$urypauus npokcu-cepsepos
HeTt npokcu-cepsepos

URL-appeca cnyx6bl

http://ipv4.omprussia.ru/return_204

Cratyc URL-appeca IPv4

MpunoxeHuns MoryT ucnonssosars atot URL-agpec,
4TO6bI NPOBEPUTH, OTKPBIT I ANA YCTPOCTBA
pocTyn k ceti UHTepHeT. Ecnu He 3anonHeHo,
c6pacbiBaeTCs B 3HAYEHME MO YMONYaHUIO

Hanpumep, 0.pool.ntp.org,1.pool.ntp.org

no6anbHbie NTP-cepBepbi
Cnucok ponxeH 6biTb OTCOPTUPOBaH B Nopsake
npeanoYyTeHus U pasaeneH 3ansaTbiMu

PucyHok 53

1.5.4. PaclumpeHHble HAaCTPOMKM reooKaLmnm

| leonokauus

leonokauus

Pa3pelunTb NPUIoXeHUsIM ONpeaensiTb
Bawy reonokaumio. 3Ta pyHKUMS
noTpe6nseT HeKOTOPoe KONUYECTBO
3apspa akkymynatopa.

ToyHOCTb

leonokaLms BbICOKOW TOYHOCTH
Mcnonbayet ceTesble cepBuchl Ans
MNOBbILIEHUS TOYHOCTH ONpeaeseHns
reonokaumn. MoxeT B3uMaTbCs nnata.

%  Tonbko yCTPOMCTBO
Wcnonbayet GNSS ons onpepenexus
reosnokaLmu. AToT pexuM He UCnonbayet
Kakue-nu6o faHHble.

#  PexuM aHeprocbepexeHus
Mcnonb3yeT TonbKo CeTeBble CEpPBUCHI
Ans onpenenexvs reonokaunn. GNSS He
ucnonbayetcs. MoXeT BauMaTbCs nnata,
NPy 3TOM PeXUM 9KOHOMUT 3apsif,
aKkKyMynsTopa.

PaclumpeHHble HaCTPOMKHU @

PucyHok 54

MPUMEYAHMUE. MoapobHoe onucaHWe HACTPOMKM
reosoKkauny npuBeAeHO B AO0KyMeHTe «PyKOBOACTBO
nonbzosatena» AAMI.10034-02 90 01.

Ona HacTponkm mctoyHmkoB A-GNSS Heobxoammo
BbINONHUTbL Ceaytolme A4eNCTBUA:

— OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KacaHMem

3Ha4Ka E’: Ha DKpaHe NpunoxKeHni (cm. PucyHok 1);

— KOCHYTbCA MyHKTa MeHI0 «leonokauma» © B
noapasaene «YnpassieHne CoeaAnHEHNAMMY;

— aKTMBMPOBATb NepekatoyaTens «leonokauma»
(PucyHok 54) ana paspeweHma MM, ycTaHOBAEHHbIM Ha
MY, pacno3HaBaTb Ha KapTe reonokauum MY;

— aKTMBMPOBATb MepekatoyaTens  «leonoakuma
BbICOKOM  TOYHOCTM»  ANA  MNOBbIWEHWA  TOYHOCTU
onpeneneHna reoiokauym € UCNOJIb30OBAHMEM CETEBbIX
CepBUCOB;

— KOCHYTbCA KHOMKKM «PacluMpeHHble HAaCTPOMKN» ANA nepexoa K pacliMpeHHbIM

HaCTpOVIKaI\/\ reonokaunmn,



PaclumpeHHble HacTpoiKu

A-GNSS

# A-GNSS
ONTUMU3UPYET BblYMCNIEHWUE FrEeONOKaLIMM MO
CNYTHUKOBOI HaBurauuu (Tpebyet
noaknioyeHus K MHTepHeTy)

WcTouHukn A-GNSS

[ns HACTPONKU UCTOYHMKOB BKo4MTE A-GNSS

SUPL Open Service (Google LLC)
Ouncrka kawweit A-GNSS

LBS

# LBS
OnpenensieT MECTOMNONOXEHMUE B OTCYTCTBUM
CMYTHWUKOBOTO CUrHana C UCNo/b30BaHUEM
WHbIX UCTOYHUKOB MHPOPMaLWK,
o6pabaTbiBaeMOii Ha BHELLHWUX cepBepax
(TpebyeT nopknioyeHune K UHTepHeTy)

McTouHukmn LBS

PucyHoK 55
I OTMeHuUTb MopTBepauTb
Oucknelimep

Ha aTom ycTpoicTee MoryT 6biTb 3aAeCTBOBaHbI
accuctupyouwme (A-F'HCC) cepsUCbI reonokaLmm.
Bbibupas "MoaTeepauTs" Bl BKNlOYaeTe
BbIGpaHHbIi A-THCC cepBsyc 1 cornawaertech Ha
nepepavy cneayiowmx AaHHbIX BbiGpaHHOMY A-
FHCC cepsucy:

* Mo6ubHbBIN KOA CTPaHbl

« Kog MobunbHoi cetu

« ineHTudukaTop coThl B CETU

« TeKyLUMi1 YaCTOTHbI AnanasoH

« Homep ckpam6nupytolueit nocneaosaTensHOCTH

PucyHok 56
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— Ha OTKPbIBLIENCA CTPaHMLE aKTMBMPOBATb
nepekntyaTesb «A-GNSS» ana ONTUMM3aLNU
BbIYMCNEHMA FE0NOKALUMN NO CNYTHMKOBOM HaBMraLumm
(PucyHok 55);

— B noapaszaene «VICTOYHUKM A-GNSS»
aKTMBMpPOBaATL nepekatodatens «SUPL Open Service
(Google LLC)» (PrcyHOK 55) 1 Ha OTKpbIBLUEMCA CTpaHuULe
KOCHYTbCA KHOMKK «lloatBepauTb» ANA NOATBEPKAEHMA
onepauum nmnbo KHonku «OTMEHUTbY AN OTMEHbI
(PucyHok 56);

— KOCHYTbCA KHOMKKU «O4yncTKa Kawen A-GNSS»
OS5 OYUCTKM BPEeMEHHbIX Kawen (PucyHok 55);

— KOCHYTbCA KHOMKM «LBS» nna onpeneneHunA
MECTOMONOMXKEHNA B OCTYTCTBMM CMYTHUKOBOIO CUrHama u
Ha  OTKPbIBWIEMCA  CTPAHWULE  KOCHYTbCA  KHOMKM
«MoaTBepaAnTb» ANA NOATBEPXKAEHMA onepaumm nmbo
KHOMKN « OTMEHUTb» A/1A OTMEHbI;

— B nogpasgene «MNCcTouyHMK LBS» akTMBMpOBaTb
nepekntoyatens  «f/lokatop APl AHpgekc  KapTt»
(PMCyHOK 55) 1 Ha OTKpbIBLIENCA CTPaHMULE YKa3aTb K/toY
N NepUoaNYHOCTb 3anNpocoB Ha cepsep (PrcyHok 57).

| Hacrpoiiku
QAPI

Kntou

1

[NepvognyHOCTb
BeeguTe 3HaueHWe NepUoaNYHOCTY 3anpoca Ha
cepeep B cekyHaax ot 140 600

Kak nony4utb knoy?

PucyHok 57
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2. BbINO/IHEHNE NMPOIPAMMBDI

2.1. Hactpoiika obHosneHuit OC ABpopa

ObHosneHmne OC ABpopa OCYLLECTBAAETCA aAMUHUCTPATOPOM /MO0 I0Ka/bHO
BPYYHYIO, MO0 yAANEHHO C UCMOb30BaHMEM [TPUKNAAHOMO NPOrpPaMMHOro obecneyeHus
«Apopa LlenTp» (MMO).

MPUMEYAHUE. Ona nonyyeHma uHPopmaumm no obHosneHmto OC ABpopa C
ncnonsbsosaHnem MMO cneagyeT 06paTUTLCA K COOTBETCTBYIOLEN AOKYMeHTauum Ha MMOo,
pa3melleHHOM Ha Beb-canTe: https://auroraos.ru/documentation/.

| OTMeHUTbL

‘MMQ nonb3oBaTena

Maponb

NomeH

English (predictive input)
qgwer tyu.i
asdf ghj

123

r

EN

o p

k |

Nz X cVvbnm

.

|

PucyHok 58

[Ins  HacTponkn obHoBneHut OC HeobxoaAMMO
BbIMO/IHUTb CAeayolWme AenNCTBUS:
— OTKPbITb MEHIO CUCTEMHBIX HACTPOEK KacaHMeM

3Ha4yKa @ Ha DKpaHe NPUAOKEHNM (cM. PUcyHOK 1);
— KOCHYTbCA MyHKTa MeHlo «Ob6HOBNEHWs ABpopa

OC» 4 B noapasgene «Cuctema», B pesy/braTe
0T06pPa3mnTCA CTpaHMLA C HACTPOMKaMM OBOHOBNEHMNS;

— KOCHYTbCH nepekntoyaTens «BKkNtOUMTL
3almLLeHHble obHoBneHMA» (PucyHok 59);

BHUMAHMUE! Ins nonyyeHns umeHm Noib3oBaTena u
napona HeobxoAMMO 0BPATUTLCA Ha INEKTPOHHYIO MOYTY:
support@omp.ru.

— Ha OTKPbIBWEWNCA CTpaHMLUe 3anoNHUTb NOAA
(PvcyHOK 58) ans perncrpaumnm 4oCcTyna K peno3nTopusam;

— KOCHYTbCA KHOMKM «Bxoa» ANs BbINONIHEHWUA BXOAa
B0 KHOMKM « OTMEHUTLY ANA OTMEHbI onepaLmm.

PaHee ycTaHoBAeHHY0 Bepchto OC ABpopa MOXKHO 0OHOBUTb A0 TEKYLLEN IOKANbHO
yepes rpadumyeckmit nHTepdenc, BbINONHWUB caeaytoLine AeNCTBUA:

— Ha CTpaHuLe C HAaCTPOMKamm 0BHOBNEHMA KOCHYTbCA 3HaYKa G ANA NPOBEPKM
NOCTYMNHbIX OOHOBNEHWUI, B pe3ynbTate oTobpasuTca yBegomaeHune: «HeT A0CTYMnHbIX
0OHOBNEHMNY, a TaKKe AaTa U Bpema nocaegHen nposepku (PrucyHok 59) nnbo goctynHoe
obHoBneHume (PucyHok 60);


mailto:support@omp.ru.
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O6HoBneHus OC Aspopa | O6HosneHust OC Apopa

MocnepHsis nomnbiTka O6HOBNEHUS

3aBepLlinnacb HeygavHo
Cepeep 06HOBNEHWI HeOCTYNeH

™\ [poBepuTb Hann4yme o6HOBNEHUIA
\~ Mocneptsis nposepka: 11 uions 2024 8
11:06

TekyLias Bepcus
5.1.1.45 (MeTtponasnoBck-KamMyaTckuit)

@ PesepBHoe KonupoBaHue
O6HOBNEHME CUCTEMbl He 3aTparuBaeT
daiinbl, 0AHAKO PEKOMEHAyeTCs
Nep1oaUYecKu Co3AaBaTh pe3epBHbIe
Konuu

#  3arpyxaTb 06HOBMIEHUS TO/bKO

Hepes WLAN 1™\ poBepuTb Hannune o6HOBNEHUI
> n 21 4 812:4
& 3aI'DY)KaTb O6HOBNEHUS B locnepHss nposepka: 18 sHeaps 2024 B 12
poyMuHre @‘ Tekyluaa Bepcus
s 5 5.0.0.28 (MeTponasnosck-KamyaTckuit)
#  BKIOYATD 3aUULEHHbIE
OGHoBneHua @ PesepeHoe konuposaHue
TEKymMM Rome 'sales O6HOBNEHWE CUCTEMDI HE 3aTparusaeTt
daiinbl, ogHako pekomeHayeTcs
nepuoanYecKn co3faBaTh pe3epsHbie Konuu
3arpyxaTtb 06HOBNEHUS
Tonbko yepea WLAN
PucyHok 59 PucyHok 60

— NPW HanMYMM A[OCTYNHOrO OOHOBAEHMA KOCHYTbCA KHOMKW «[loapobHeex
(cm. PucyHoK 60) ¥ Ha OTKpbIBLWIENCA CTPaHMLUE O3HAKOMWUTbBCA C MNOAPOBHOWM
nHdopmaumern o6 obHosneHUn (PucyHok 61);

— KOCHYTbCSl KHOMKK «3arpysnTb — [Pasmep obHoBaeHUsA]» (cm. PucyHok 60) ana
ero 3arpysku. B cnyyae HeobXoAMMOCTM 3arpy3ky OOHOBAEHMA MOMKHO OTMEHUTb
KacaHnem KHoMnkM « OTMeHUTb 3arpysky» (PMcyHOK 62);

— nocne ycnewHoMm 3arpy3km OOHOBNEHMS KOCHYTbCA KHOMKM «YCTaHOBUTb

obHoBneHMe» (PucyHok 63);
— Ha OTKPbLIBLUENCA CTPaHWLE KOCHYTbCA KHOMKM «YCTaHOBUTb» (PucyHoK 64),
nocne yero MY aBTomaTuyeckm byaeT nepesarpykeHo, AMH60 KHoMKKM «OTMEHUTbY ANA

OTMEHbI onepaLui.
MPUMEYAHME. B 3aBMCMMOCTM OT KOHCTPYKTMBHbIX ocobeHHocTerr MY nocne

YyCTaHOBKM 0OHOBNEHMA BO3MOXKHA ABOMHAn nepesarpy3ka MY.
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MogpobHee I O6HoBneHus OC Aspopa

ABPOPA

Aspopa 5.0.0.60

O6HOBNEHNE COAEPXUT U3MEHEHUS, C
KOTOPbIMU MOXHO 03HaKOMUTbCA B Release
notes no ccobinke https://auroraos.ru/

: Tel as Bepcus
documentation KyLL P

5.0.0.28 (MNerponasnoBck-KamyaTckuii)

PesepeHoe konupoBaHue
O6HoBNEHMe CUCTEMbI He 3aTparmeaer
daiinbl, oiHaKo pekomMeHayeTcs
nepvoanYecku Co3aaBaTh pesepBHbie Konuu

4
D)

3arpyxatb 06HOBNEHUs
Tonbko Yepea WLAN

PucyHok 61 PucyHoK 62

O6HoBnerust OC Aepopa | OTMeHUTb YcraHoBUTb

YctpoiicTBo 6ynet
nepesarpyxeHo

YcTtaHoBKka 06HOBNEHWI 3alMeT
HEKOTOpOe Bpems, B TE4EHUEe KOTOPOro
Bbl He CMOXeTe Monb3oBaThCs
YCTPOMCTBOM. YCTaHOBUTb
o6HoBnexHus?

MpoBepuTb Hann4ymMe o6HOBNEHWIA
MocnepnHsis nposepka: 18 sHeapa 2024 s 12:4-

Tekywas Bepcus
5.0.0.28 (Merponaenosck-KamyaTckui)

Pe3epBHoe konupoBaHue
OG6HOBNEHNUE CUCTEMDI HE 3aTparuveaer
daiinbl, 04HaKO peKoMeHayeTcs
nepuoauyecku cospasaTb pesepBHble Konuu

@+ O

3arpyxaTb 06HOBNEHUS
Tonbko Yyepe3 WLAN

PucyHok 63 PucyHok 64

Ha cTpaHuue «O6HoBneHWe OC» afMUHUCTPATOPY TaKKe AO0CTYMHbI caeayouime
nencrteuns (cm. PucyHok 59):

— MPOCMOTPETb MHPOPMaLMIO O Tekylen sepcun OC /%;
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— BbINO/HUTL pe3epBHOE KonupoBaHMe nepes obHoBneHnem OC, KOCHYBLUIMCb

3HauKa O

MPUMEYAHME. MNoapobHoe onmncaHme o co3gaHnmn pe3epBHON KONUK NPMBEAEHO B
AOKyMeHTe «PykoBoACTBO nosib3oBaTena» AAMI.10034-02 90 01;

— aKTMBMPOBATb MO0 AE€aKTMBMPOBATb NepekatodaTent «3arpy*kaTb 0OHOBNEHNSA
TonbKko Yyepe3 WLAN» ana 3arpy3km obHoBAeHWUA ¢ nomollbto ceT WLAN;

— aKTMBMPOBATb MO0 AEAKTUBMPOBATbL NEPEKAtOYATENb «3arpyKaTb 0OHOBNEHNA B
POYMUHIe» ANA 3arpy3Kn 0OHOBNEHUA B POYMUHTE,

2.2. Cbpoc HacTpoek MY

MPUMEYAHMUE. C6bpoc HacTpoek MY — 3To npouecc yaaneHnsa BCex AaHHbIX, nocne
KoToporo MY Bo3BpallaeTcsa K 3aBOACKOMY COCTOAHUIO, T.€. K Bepcumn OC, yCTaHOBAEHHOM
npounssogutenem MY.

[ns cbpoca HacTpoek MY [0 3aBOACKOrO COCTOAHWA HEOOXOAMMO BbINMOAHUTb
cneayrouime AencTBmna:

— OTKPbITb MEHI CUCTEMHbIX HACTPOEK KacaHMemM 3HauyKa @ Ha JKpaHe
npunoxeHun (cm. PrucyHok 1);

— KOCHYTbCA MNYHKTa MeHlo «CObpocuTb  YCTPOMCTBO» X g noapasaene
«MHPopmaLna;

— Ha OTKPbIBLUEMCA CTPaHMLE KOCHYTbCA KHOMKM «COPOCUTL YCTPOMCTBO»
(PrncyHoK 65);

— KOCHYTbCA KHOMKMK «[loaTBEPANTL» AN NOATBEPKAEHMA ONepaLmMm NTMOO KHOMKM
«OTMEHUTbL» ANA OTMeHbI (PUcyHOK 66);

— npw HeobxoAMMOCTH KOCHYTbCA nepekio4aTens «ABTOMATUYECKM
nepesarpy3nTb YCTPONCTBO Noc/sie copoca» Ana nocaeaytollen nepesarpy3km MY;

— Npu HeobXoAMMOCTM KOCHYTbCA MepekatodaTens «YaanuTb BCe AaHHbIE» ANA
yAaneHua AaHHbIX.

MPUMEYAHUE. [Mocne nepesarpy3kn MY npousonaetr cbHpoc HacTpoek [0
3aBO/ACKOro COCTOAHMA C NOCAeAYOLMM 3anyCKOM MacTepa NepBOHa4YaiIbHOM HACTPOMKM,
noapobHoe onucaHve pPaboTbl C KOTOPbIM MNPMBEAEHO B [AOKYMeHTe «PyKOBOACTBO
nonb3osatena» AAMI.10034-02 90 O1.
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C6pocutb | OTMeHUTb MopTBepaunTb
C6poc npuBeaET K yaaneHuio Bcex AaHHbIX C

YCTPOWCTBA ¥ ero BO3BPaLLeHMIO K Bbi ﬂeﬁCTBMTeﬂbHO XOoTUuTe
3aBOLCKOMY COCTOSIHUIO. 3710 03Havaer - 2

NoTepIo BCeX AaHHbIX, ,ﬂO5aBJ19HHbIX Ha C6pocuTb YCTPOMCTBO i

YCTPOWCTBO, BK/NloYasi oO6HOBNEeHMS,
NPUOXEHUS, YHETHBIE 3aMUCH, KOHTaKTbI,
1306paxeHus 1 UHYIO MHPOpMaLIMIO.

Mocne noaTeepXxaeHus Bce faHHblie C sawero
YCTpoiicTBa 6yAYT yAaneHsbl, U nporpaMmHoe
obecneyexue GYHST BO3BpaLLeHO K 3aBOACKOMY
COCTOSHMIO. BTO 03HAYAET, YTO BCE AaHHbIE,

CospaiiTe pesepeHyio KONuio KoTopbie Bbl fo6aBunm Ha yCTponcTso, 6yayT
nonb3oBaTeNbCKMUX AaHHbIX Nepen copocom noTepsiHbl (Hanp., 0GHOBNEHWS, NPUNOXEHNUS,
yCTpOWMCTBa. YHETHbIE 3anuncK, KOHTaKTbl, poTorpadum n apyrve

dainbl). CospaiiTe pe3epBHYIO KONUIO $ainos Ha
KapTy namaTu (pekomeHayeTcs).

C6poCUTb YCTPOMCTBO
IMpu yaaneHnu faHHbIX yCTPOMCTBO BbIK/TIOYUTCS
aBTOMAaTMYeCKH, CrieflyloLas 3arpyaka MoxeT
3aHATb 60/blLe BPEMEHM, YeM OBbIYHO.

Mepep c6pocom ycTpoitcTea Heo6xoaUMO BBECTH
napons.

#  ABTOMaTM4eCKu nepesarpysvTb
yCTPOWCTBO nocne cépoca.

# YpanuTb BCe AaHHble.
an aKkTMBauuu napameTpa BCe faHHble Ha
ycTpoiicTee 6yayT nepesanucatbl. 910
MOXEeT 3aHATb 6onee nonyyaca B
3aBMCUMOCTH OT obbvema XpaHunuuwa.
O6bI4HO cHPOC K 3aBOACKMM HacTPOMKaM
3aHUMAET OKONIO 5 MUHYT, U HEKOTOpble
[aHHble BNOCNeACTBUM BCe Xe MOryT 6biTb

PucyHoK 65 PucyHoK 66

2.3. YcTaHOBKa cTopoHHero 10

AOAMWHUCTPATOP WMeeT BO3MOXHOCTb YCTaHaBAMBaTb Ha MY CTOpPOHHMe
Nporpammel, He ABaAtoLMeca BCTpoeHHbIMK B OC ABpopa.

CTOpoHHME  pa3paboTyMKkM  MOryT  MCMNOAb30BaTb  OPMUMANbHbLIA  Habop
MHCTPYMEHTOB pa3paboTkn MO ana OC ABpopa, noapobHoe onucaHMe KOTOPOro
npuseaeHo Ha Beb-canTe: https://developer.auroraos.ru/.

Mpu yCTaHOBKE CTOPOHHMX MIT agmMuHUCTpaTopy Heobxoammo ybeamTbca B
BbIMO/IHEHMW CNeAyOLWMX YCIOBUIA:

— MaKeT NPOrpaMm yCTaHaBAMBAETCA WTATHbIM 0O6Pa30M;

— Heobxoaumble UcnosiHaemble Galabl NPOrPaMMbl 3aMyCKaAOTCS;

— WTaTHOe noBeAeHMEe W BbINONHEHME MNPOrPaMMbl COXPaHAETCA W nocae
nepe3sarpyskn OC Aspopa.

YCTaHOBKa W ynpasJieHne  CTOPOHHMM [0  MmOXKeT  OCyLecCTB/IATLCA
aAMWUHUCTPATOPOM CleayroLMmm cnocobamm:

— JIOKA/ZIbHO C MOMOLLbHO:

e QR-kogma(n. 2.3.1);
e MI «Pannbi» (n. 2.3.2);
— YAaNeHHo:
® MpUHYAUTENIbHAA YCTaHOBKA MIT C MOMOLLBIO MONUTUKK;
e ycTaHoBKa MI1 ¢ nomoubto MM10.
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MPUMEYAHMUE. MoapobHoe onucaHne no wmcnonbzoBaHuio MO npuBeaeHo B
COOTBETCTBYHOLLEN OOKYMEeHTauum, PACNOIOXKEHHOM Ha Beb-calTe:
https://auroraos.ru/documentation/.

2.3.1. YcTaHoBKa ¢ nomouwbto QR-Koaa

[lns ycTaHOBKM cTopoHHero MO ¢ nomoulbio QR-Koaa
HEeobX0ANMMO BbIMOAHUTL CAeaytoLne AeNCTBUA:
— OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KacaHMem

| YcTaHoBKa npunoxeHun yepes QR

3Ha4yKa @ Ha JKpaHe NPUAOKEHNI (CM. PUcyHOK 1);

— KOCHYTbCA MyHKTa MeHI0 «YCTaHOBUTbL No QR» —9
B noapasaene «Cucremay;

— Ha OTKPbIBLIENCA CTPaHMLEe HeObXOANMMO HaBeCTH
Kamepy MY Ha QR-koa (PucyHoK 67), B pe3ynbTaTe
3anycTUTCA NpoLecc ycTaHoBKM (PucyHOK 68);

— [AOXAaTbCA 3aBeplleHMA npouecca YCTaHOBKM A0
oTOOparKeHMs Ha 3KpaHe MY  COOTBETCTBYHOLLENO
yBegomneHus (PrucyHok 69).

PucyHoK 67
YcTaHoBka npunoxenuii yepes QR YcTaHoBka npunoxeHuin yepes QR
®e
[ ] YcTaHoBKa 3aBepLueHa
=l

YcTaHoBKa...

PucyHoK 68 PncyHok 69
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B cnyyae ckaHMpoBaHMA HeKoppeKkTHoro QR-Koaa Ha
aKpaHe MY oTobpa3nTca COOTBETCTBYHOLLEE YBEAOMIEHME
(PucyHok 70).

YcTaHoBKa npunoxeHuii yepes QR

Owwnbka 3arpyaku

PucyHok 70

2.3.2. YcTaHoBKa ¢ nomoubto MIMT «Dannbi»

B OC ABpopa npeayCMOTpeHa BO3MOXHOCTb YCTAaHOBKM CTOpOHHero [10, KoTopas
OCYLLLEeCTBAAETCA NOCPeACTBOM YCTaHOBYHOro ¢aina B popmate .rpm.
[na yctaHoBKkn MIT Heob6xo4MMO BbIMONHUTL CAeayowme AeNCTBUS:

— OTKpbITb MM «®alnbl», KOCHYBLIMCb 3HAYKa Lt Ha IDKpaHe NPUIOKEHUI
(cm. PucyHok 1);

— BblOpaTb Heobxoaumbii dann B dopmaTe .rpm KacaHMem COOTBETCTBYHOLLEN
CTPOKM.

MPUMEYAHME. YcTaHOBOUHbIN dalin cneayeT npeaBapuTebHO CKONMPOBaTb Ha MY
B nanky «Downloads» ¢ nomoubto USB-Kabend, BbibpaB pexunm «[1poToOKoN nepenayn
MmynsTumeama (MTP)» (cm. PucyHok 35);



ru.auroraos.lmageEditor

Full featured image editor for Aurora OS

Bepcus 0.6

+

YcTaHoBUTb

PucyHok 71
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— B OTKPbIBLWIEMCA OKHE  KOCHYTbCA  KHOMKM
«YcTaHoBUTLY» (PUcyHOK 71).

B 3aBMCMMOCTW OT NOAMMUCKU UCTOYHMKaA (nn. 4.4.1.3)
aAMUHUCTPATOPY MOTYT BbITb AOCTYMHbI:

— MPOCMOTP yBEAOM/IEHMA O pe3y/ibTaTax YCTaHOBKM
noanucaHHoro MM (nn. 2.3.2.1);

— BO3MOMHOCTb A06aBNeHMA MCTOYHWKA B CMMUCOK
[oBepeHHbIx (nn. 2.3.2.2);

— BO3MOXHOCTb YCTAaHOBKM HenoanucaHHoro MII
(nn. 2.3.2.3).

2.3.2.1. YcTtaHoBKa noanmcaHHoro Mrl

B pe3ynbTaTe ycTaHOBKM noanuncaHHoro M otobpasuTca:
— COOTBeTCTBYtOULEE yBeaomneHMe (PucyHok 72, PucyHoK 73) Ha akpaHe MY;
— 3HaYoK ycTaHOoBAEeHHOro MI1 Ha dKpaHe NPUIOKEHN.

v YcraHOBKa 3aBeplueHa

ru.auroraos.ImageEditor

OTCOPTUPOBEHO MO [iaTe U3MEHEHHUS!

Pepaktop u306...eHuid_v0.6.rpm
14 masi 2024 16:38 0,1 MB

CarBudget_v0.21.rpm
14 masi 2024 16:37 0,3MB

® @&

OSM Scout_v2.33.rpm
14 mas 2024 15:37 2,4MB

Clubcode_v0.5.rpm
14 mas 2024 16:37 01 MB

®

CodeReader_v1.0.45.rpm
14 man 2024 15:37 0,4 MB

®

ColorDots_v0.4.0.rpm
14 man 2024 15:37 66,0 KB

®

ruvk.RuStore-1...armv7hl (2).rpm
14 masi 2024 16:37 0,4 MB

®

WebWildberries_v0.1.rom
14 man 2024 15:37 353K

®

PUCyHOK 72

! Mpo6nema c yctaHoekoii: Failed to ins

ru.auroraos./mageEditor

OTCOPTMPOBAHO Mo faTe U3MEHEHUS

Anbda OHnaiH..wsqlk7dh.rpm
14 masi 2024 16:14 30,6 KB

@®

Pepaktop n306...eHni_v0.6.rpm
14 mast 2024 15:38 0,1MB

CarBudget_v0.21.rpm
14 mas 2024 15:37 0,3MB

® ® &

OSM Scout_v2.33.rpm
14 mas 2024 16:37 2,4 MB

Clubcode_v0.5.rpm
14 man 2024 15:37 0,1MB

®

CodeReader_v1.0.45.rpm
14 mas 2024 15:37 0,4 MB

@

ColorDots_v0.4.0.rpm
14 masi 2024 15:37 66,0 KB

®

ruvk.RuStore-1...armv7hl (2).rpm
14 masi 2024 15:37 0,4 MB

@®

PucyHoK 73


https://confluence.omprussia.ru/x/sw9EDQ
https://confluence.omprussia.ru/x/sw9EDQ
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2.3.2.2. YctaHoBka M1 n nobaBneHne NCTOYHMKA B CMMCOK A0BEPEHHbIX

Bbl yBepeHbl, 4To XoTUTE f,06aBUTHL
cepTudUKaT AaHHOIO UCTOYHUKE B
CMUCOK OOBEPEHHDBIX?

Mpu pobasneHun ceptudukarta
dev.rustore.ru B CiMcok AOBEPEHHbIX
MCTOYHWUKOB BCE NPUIOXEHNS,
noanucaHHble AaHHbIM UCTOYHMKOM,
6ynyT ycTaHaBnusaTbes 6e3
[[OMONHNUTENbHOro 3anpoca Ha
NoATBEPXAEHWNE YCTaHOBKM.

KeyID:
d3b57e525bf0ec890cfb13707c5b1768c097023
cab26fb595cal170740a14b27

X OTMmeHuUTb \/ [Ho6asutb

PucyHok 74

Mepen, YCTaHOBKOM MT HeobxoaMMo
npeaBaputensHo  A06aBWUTb  WMCTOYHMK B CMMCOK
NOBEPEHHbIX, KOCHYBWWCb KHOMKM «JlobaBuTb» B
OTKpbiBWeEMCcA  OKHe  (PucyHOK 74)  nnMbo  KHOMKMK

«OTMEHWUTb» N4 BO3BpPaTa K CMMCKY YCTAaHOBOYHbIX
dannos.

Mocne  nobaBNeHMs  MCTOYHMKA B CMMCOK
[10BEPEHHbIX OH 0TOOPA3UTCA Ha CTpaHuue «loBepeHHbIX
MCTOYHMKM»  (Nn.4.4.1.3.2), npu  HeobxoaAMMOCTH
MCTOYHUK MOXKHO YO3anUTb W3 CNUCKa [A0BEPEeHHbIX
(nn.4.4.1.3.3).

2.3.2.3. YcTaHOBKa HenoanmcaHHoro Mrl

YcTaHoBKa NpunoXeHus
HEBO3MOXHa.

YcTaHoBKa npunoxexui 6e3 nognucu
WUCTOYHMKa 3anpeLueHa. Ans
paspelLLeHns YCTaHOBKU Heo6XoauMo
aKTUBMPOBATb COOTBETCTBYIOLLIA
nepeksYaTenb B NyHKTE MEHIO
"MICTOYHMKM NPUNOXKEHUI" CUCTEMHBIX
HacTpoek.

MepeitTv B HacTpoiku

Xopouwo

PucyHoK 75

BHMMAHME! lMepea ycTaHOBKOM HenoAanmMcaHHOro
MM  HeobxoguMmo nNpeaBapuTeNbHO  aKTMBMPOBATb
nepekatoyaTent «PaspewmnTb YCTAHOBKY MNPUAOKEHUN
6e3 noanucu nctovHmnka» (nn. 4.4.1.3.1).

[ns ycTtaHoBKM HenoanucaHHoro MM Heobxoamnmo B
OTKPbIBLUEMCA OKHE KOCHYTbCA KHOMKKW «[lepentn B

Hactpoikm» (PucyHOK 75) nnbO  KOCHYTbCS  KHOMKM
«Xopowo» AnAa BO3BpaTa K CAWUCKY YCTaHOBOYHbIX
dannos.

B pe3ysibTaTe YyCTaHOBKM HenoAnucaHHoro MIT
oTObpasmnTCs:

— CcooTBeTCTBylOLLEE yBeAOMIEHME
(cM. PucyHok 72, PucyHOK 73) Ha akpaHe MY;

— 3HaA4YoK ycTaHoBneHHoro MIT Ha JKpaHe
NPUAOKEHWUN.


https://confluence.omprussia.ru/x/iKaIDQ
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2.4. ToHKafA HacTpoMKa

BHUMAHMWUE! AomnHumctpaTtopy Heobxoammo mcnonb3oBatb MIT «Terminal» TonbKo
NNA OCYLECTBNAEHMA AENCTBMIA MO TOHKOW HAcTporke MY B COOTBETCTBMM C HACTOALLMM
NOoKyMeHTOM. Micnonb3oBaHne MI «Terminal» ana apyrmx uenen 3AMPELLAETCA.

TOHKaA HaCTpoMKa npeaHa3HayeHa ANA BbINOJHEHWA CEPBMCHbLIX Onepauui,
HeAdOCTyNMHbIX M3 rpaduyeckoro uHTepdernca (Hanpumep, HACTPOMKa NpaB AO0CTyna,
ncnpasaeHme KOHPUrypaumoHHbIx Gannos mn T.4.)

MM «Terminal» ABNAeTCA NHCTPYMEHTOM NpPeaoCTaBieHMA A0CTyNa K KOMaHAHOM
CTPOKeE, rae MMetoTCcA caeaytolime BO3MOXHOCTMU:

— BbIBO/, NOTOKA AAHHbIX, @ TaKXKe AMArHOCTUYECKUX M OTNaZ04HbIX COObLEHNN B
TEKCTOBOM BUAE;

— BbINO/IHEHWE CEPBUCHbLIX AENCTBUIA N BoNee TOHKOM HacTpolkm MY (B T.u. ¢
MCNONb30BaHMEM NPaB CynepnonbL30BaTens).

MPUMEYAHUE. Mo ymonuyaHmo MM «Terminal» He
oTobpaXkaeTcs Ha IKpaHe NPUNOKEHWUM (CM. PUCyHOK 1).
P Ona poctyna k MM «Terminal» Heobxoammo
BbINO/IHNTL CAeaytolme AenCTBUA:

— OTKPbITb MEHK CMCTEMHbIX HACTPOEK KacaHWem

| AOMUHUCTPUPOBaHUE

3apaTtb naponb cynepnonb3oBaTens

3Ha4Ka @ Ha JKpaHe NpuaoxKeHun (cm. PucyHok 1);
— KOCHYTbCA MYyHKTa

CreHepupoBaTb CoxpaHuTb

MEeHHK
OuncTka Nonb3oBaTENbCKUX AaHHbIX
YkaxuTe, kakue nanku nonbsosarens éyayr

nepuoanNYeckn OMULLATbLCS, U 3adanTe
WUHTEpBan O4YUCTKU

Cnuncok paspeLLéHHbIX MPUIoXEHUN
BbibepuTe NpunoxeHus, Kotopbie 6yayT
AOCTYMHbl BCEM NoJsib3oBaTensamMm

ABTO3anycK NPUIOXEHUI

Bblﬁepwre, Kakune npunoxXxeHus OOKHbI
3anyckKaTbCsa aBTOMaTU4YECKU NPU KaXXaom
BXoAe nonb3oBaTena B CUCTEMY

Pa3speLueHus npunoxXxeHui
MpUHATL paspeLueHns NPUIOKEHUs AN1S BCeX
nonb3oBaTenei, akTUBHbIX B AaHHbI MOMEHT

PUCcyHOK 76

«ALAMUHUCTPUPOBAHMEN & B noapasaene «Cucrema;

— Ha  OTKPpbIBWEMWCA  CTpaHWLE  aKTMBMPOBATb
nepekntoyaTenb «BKAOYNTL TepMmuHan» (PucyHoK 76) ana
oTobpaxeHna Ml Ha dKpaHe NPUNOKEHUN;
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— KOCHYTbCA MNOANA BBOAA W BBECTU XE1aeMblit
napo/sib b0 KHOMKKM «CreHepmpoBaTb» A8 NOAYYEeHUS
Napons, CreHepupoBaHHOIO  C/Ay4YalHbIM  0Opasom,
KOTOpPbIM B AanbHelwem OyaeT MCnonb3oBaTbcA AR

| AOMWHUCTPUPOBaHKE

BkntounTb TEpMUHAnN

s @
PR L S NOy4YeHMA NpaB Cynepnoab3oBaTens.

NMPUMEYAHUE. Heobxoammo 3anOMHUTbL 3a[aHHbIM

CreHepupoBaThb CoxpaHuUTb
naponb;
T e — KOCHYTbCA KHOMKWU «CoxpaHuTb» (PucyHok 77), B
it o pesynbtate MM «Terminal» oTobpasuntca Ha JKpaHe
Cr1COK paspell&HHbIX NMPUIOXEHNIA NPUNOKEHN i (CN\ . Pu CYHOK 1 ) .
BblGepuTe NpUNoXeHWs, KoTopbie ByayT
i e NMPUMEYAHUE. MI «Terminal» B AOCTYMNMHO TONbKO
ABTOaaI"IVCK FIDMI'IO)KEHVIﬁ
N aAMUHNCTPATOPY.

gwer tyuiop

asdfgh j kI

A~ zZ X ¢ Vb nm <

PucyHoK 77

2.4.1. Hactponka nHtepdenca Ml «Terminal»

Ona pabotel ¢ MM «Terminal» ero HeobxoAMMO 3anyCTWUTb, NPOBEAA MO IKPaHy

CHM3Y BBEPX M HAa DKPaHe NPUNOKEHNI KOCHYBLLMCb 3HAYKa B (cm. PucyHok 1).

Mpu nepsom 3anycke MI1 «Terminal» HEOBXOAMMO 03HAKOMUTLCA C MHPOPMaLMEN
N KOCHYTbCA KHOMKK « OK» (PrcyHOK 78).

B wuHTepdence MIT «Terminal» HeobxoAMMO KOCHYTbCA 3HAYKa ana
OTODOParKeHMA MEHIO C HacTpoMKkamm uHTepdelnca, B KOTOPOM AOCTYMHbI caeaytolimne
BO3MOXHOCTHK (PrcyHok 79):

— KOMMpOBaHMe MM BCTaBKa GParMeHTOB TEKCTa;

— nouck URL-ccblnok;

— CO34aHMe HOBOTO OKHa;

— BbIOOP A3blKa MHTEpPdECa;

— npocmoTp nHdopmaumm o Ml «Terminal»;

— YBEAMYEHME N YMEHbLIEHME pa3mepa WPNPTa;

— Bbl6Op OpMEeHTaLMM OKHa;

— Bbl6Op AENCTBMA NPU KaCaHWM 3KPaHa;

— BbIOOp cnocoba oTobparkeHms KnaBmaTypsbl;

— YCTAHOBKA BPEMEHW 3aAEPKKN KNaBUATYpbI.

NMPUMEYAHUE. BbinonHeHMe AaHHbIX AEMCTBMA OCYLLECTBASETCA MNOCPEeACTBOM
KaCaHMA COOTBETCTBYHOLLMX KHOMOK.



Fingerterm 1.5.0

Astop: Heikki Holstila < >

Dainbi koHpWrypaLmK 4nNa HACTPOVKK NapameTpos
HaxoAsTCA No afpecy:
/home/defaultuser/.config/FingerTerm/

WexopHein ko

HaseaHwe Tekyliero ckHa:
Paamep Tekyluero TepMiHana:
HaBop cumBonos:

PucyHok 78
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O6HapysKeHHbie URL-
CChINKWA
Pasmep wpugra

Monoxenne okHa

AuarHocTueckuii
pexim

Noseneue
KNaBhaTypel

Beansux
Hoe

CrpuiTs

Ha MNepemect
3aAHMI wTh
nnaH

Hoeoe okHo

Packnanka
KnaBuaTypbl

Wudopmauns

3anepxKa
KnaBMaTypbl
4000 ms

2.4.2. llonyyeHme npaB cynepnoanb3oBaTena

[defaultuser@R570E ~]$ devel-su
Password:

51

q w
a s

4 z

ctrl alt

PucyHok 80

PucyHok 79
MpaBa cynepnosib3oBaTend npeaocTaBNAlOT
aAMUHUCTPATOpPY BO3MOXHOCTb paboTaTtb B

NPUBMNETMPOBAHHOM pPEXMME W  BbIMONHATL Jtobble
onepaumm B8 OC ABpopa.

ana nonyyYeHums npas cynepnosib3oBaTend
HeobxoAMMo OTKpbITb MM «Terminal» ©“  BbINOAHUTL
cneaytolme aencrama (PucyHok 80):

— MNPOBECTM MO 3KPAHy CHU3Y BBEPX WM Ha IKpaHe
MNPUNOXEHWNA KOCHYTLCA 3HAYKa Q (cm. PucyHok 1);

— B MI1 BbINONHUTL KOMaHAY: devel-su;

— YKas3aTb 3a4aHHbIM paHee Napo/b, B pe3yabTaTte
OyaeT BbINONHEH NEPEXo, B PEXMM Cyrnepnosib3oBaTens.
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2.5. MoapepxKka pexxnma paboTbl KMOCKa

2.5.1. CnuncoK pa3pelueHHbix M1

[na Bbibopa MI1, KoTopble ByAyT AOCTYMNHbI NOA, KOHKPETHON YYEeTHOM 3anuchbio,
HeobXxoAMMO BbINOMHUTL CAeaytolme AeNCTBUA:

— OTKPbITb MEHK CUCTEMHbIX HACTPOEK KacaHMeM 3HauKa @ Ha DKpaHe
NPUNOXKEHUIM (cM. PucyHOK 1);

— KOCHYTbCS MYHKTa MEHI0 « AIMUHUCTPUPOBAHMEY & B noapasaene «Cucrtema;

— Ha OTKPbIBLIENCA CTPaHMLE KOCHYTbCA NyHKTa «CNMCOK pa3pelleHHbIX
NpUAoXKeHU» (cM. PUCyHOK 76) AnAa oTobparKeHWa CnmMcKa C YYeTHbIMM 3aMUCaAMU U
cTaTycamum 6enoro cnmcka.

NMPUMEYAHWUE. Mo ymonyaHmto 6enbiin CNUCOK BbIKNOYEH;

— KOCHYTbCSl MYHKTa C He0HXx0AMMOWN y4eTHOM 3anmcbeto (PucyHok 81);

— Ha CTpaHuue «[MmAa y4yeTHOM 3anucu]» aKTUBMPOBATb MNepeKItYaTe b
«BKkNOUNTL Henblin cnmucok» (PucyHok 82) ans otobparkeHuna cnucka MIT;

| Cnuncok pa3peLUéHHbIX MPUIOXEHUI | Monb3osarens 1
PaspelueHHbix npunoxexunid: 0
Bnageneu ycTpoiicTea
Benblit cnucok: BoiknioueH #  Bknio4nTb 6enbiii cnncok
Yepes 6enbiii CNIUCOK MOXHO HACTPOUTL

nonbaoBaTenb 1 nepeYeHb paspelueHHbIX ANa nonbsoearens
Benblii cncok: Beikioyer HPUNOXOHMA
Monb3osatens 2
Benbiii cnucok: BeiknoyeH
Monb3osatens 3
Benbiii cnucok: BeiknoueH

PucyHok 81 PrcyHok 82

— B OTKpbiBWemca cnucke MIT BbibpaTb Heobxoaumbie MIT  KacaHuem
COOTBETCTBYIOWMX nepekatodaTenen nmbo BbibpaTb Bce MIT KacaHMEM KHOMKM
«Paspewntb Bce» (PucyHOK 83), B pe3ynbTaTe o0TOOPA3UTCA COOTBETCTBYOLLEE
ysegomneHne (PucyHok 84) n Ha cTpaHuue «[Mma yd4eTHOM 3anucu]» cTaTyc Henoro
CMUCKa Y YYeTHOM 3anucu wusmMeHuTca Ha «[KoamuyecTBo paspeweHHbix MM]» ¢
oTODOparkeHnem 3Ha4KoB paspelueHHbIXx M (PucyHok 86).



Monbsoeatens 1
PaspelueHHbIX NpUNoXeHWiA: 4

BiniounTb 6enblid cnncok
Yepes 6enblid CTMCOK MOXHO HacTPOUTL
nepevyeHb paspelleHHbIX ANA nonb3osarTens

NpUNOXeHNI
PaszpewmnTs Bce 3anpetwTb BCe
TenedoH
CoobLieHuns
Bpaysep #

@ Kamepa #

B KoHTakThl E

B lanepes #
HacTpoiku

D MomoLyb #

D Daitnsl E

PucyHok 83

Monbsosatens 1
PaspelueHHbIX Npunoxexuii: 4

Bkniountsb 6enbiii cnmcok
Yepes 6enblii CMMCOK MOXHO HACTPOUTH
nepeYyeHb paspelleHHbIX Ans nonb3osarens

NPUNOXEHWIA
PaspewmnTb Bce 3anpeTuTts Bce
TenedpoH
CoobueHus
Bpaysep #

@ Kamepa &
Q KoHTakThb! #
8 lanepes #

HacTtpoitku

D Momoup #

Bce npunoxeHuns sanpeLueHbl

D Dansiol #

PucyHok 85
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| Monb3osatens 1
PaspelueHHbix npunoxenui: 20

BkiioumnTh 6enbiit cnncok

Yepes 6enblit CNIMCOK MOXHO HaCTPOUTb
nepeyeHb paspelleHHbIX Ans Nonb3osaTens
NPUNOXEHUI

Pazpewunts Bce 3anpeTuTb BCce

TenedoH

CoobueHus
Bpaysep
@ Kamepa
@ KoHTakThl
8 [anepes

Hactpoiiku

D Momouwp

Bce npunoxeHusi paspetueHsl

D Danisiol
PucyHok 84

[Ona 3anpeta Ha ucnonb3oBaHne MIT ons yy4yeTHOM
3anMcn  HeobxoAMMO Ha CcTpaHuue «[Mma  y4eTHoM
3anNMCU]»  KOCHYTbCA  KHOMKWM  «3anpeTuTb BCe», B
pe3ynbTaTe 0TOOPa3nUTCA COOTBETCTBYIOLLEE YBEAOMIEHME
(PncyHoK 85).

2.5.2. KonnposaHue nonnTmnkm pabotbl ¢ MI1

MPUMEYAHUE. OyHKUMA KONMpPOBaHMA NOANTUKM paboTbl ¢ MIT TakKe AOCTynHa

ANs aBTOMaTh4eckoro 3anycka Mr (n. 2.5.3).
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— Ha cTpaHuue «CnuMcoK paspelleHHbIX MPUAOKEHWUIM» KOCHYTbCA 3HaYKa ©
(PucyHok 86), B pe3ynbTaTe MNoOAMTMKA OyaeT ckonMpoBaHa W oTobpasuTcs
cooTBeTCcTBYylOLLEE yBegoMaeHme (PrucyHok 87);

| Cnuncok pa3peLuéHHbIX MPUNOXeHUn | Cnuncok paspeLLéHHbIX MPUIOXEHUM
Bnapeney yctpoitcTea Bnapenew ycTpoiicTBa &
Benbiii cnucok: BeiknioyeH Benbiii cnucok: Beiknioven
Monb3osaTtens 1 [j—l_-] Monb3osaTens 1 %
Benbiit cnucok: 9 npunoxexuni Benbiii cnucok: 9 npunoXeHui
S0E6BE 2000 S0O6E 0000
Monb3osatens 2 Monb3osatens 2 &
Benbiii cnucok: BeiknoyeH Benslit cnucok: BeiknioueH
Monb3osaTtens 3 Monb3osaTtenb 3 i
Benbiii cnucok: BoikmoueH Benbiii cnucok: Bolkiouen
Monutnka ckonuposaHa
MpuMeHnTL OTMEHUTb
PncyHok 86 PucyHok 87

— BblOpaTb HeobxoAMMble y4eTHble 3amMCKM  KacaHMemM COOTBETCTBYHOLLMX
nepekntoyatenei (PucyHok 88);

— KOCHYTbCA KHOMKW «[MpumeHnTb» (PUCYHOK 88) AN NPUMEHEHUS MNOAUTUKM
MMbBO  KHOMKM  «OTMEHUTb» ANA OTMeHbl onepauumu, B pesyabTaTe 0T0HPA3NTCA
cooTBeTCcTBYlOWEE yBeaomaeHMe (PucyHoK 89), M y y4eTHbIX 3anmucein cTaTyc 6enoro
CNMCKa M3MeHUTCA Ha «[KonnyecTBo paspelleHHbix MIM]» (PucyHok 89).
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CnncoK paspeLUéHHbIX NPUIOXEHUI | CnnCoK paspeLUEHHbIX NPUIOXEHUN
Bnapeneun ycunoﬁcraa & Bnapeneuy ycunoﬁc*raa
Benbiii cnivcok: BeikniovueH Benblii cnucok: Beikniovex
Monbsosatens 1 @ Monb3sosatens 1
Benbiit cnMcok: 4 NPUAOXKEeHUs Benbiii cnucok: 4 NpUIoXeHus
(@] o] @] c]
Monb3oBaTtens 2 Monb3osaTensb 2
Benbii cnucok: BeikoveH Benblii cnucok: 4 NPUAOXKEHUS

@lc]
Monbsosatens 3 i
Benbiii cnivcok: Beikouen Monb3osaTenb 3

Benbiii cnucok: 4 npunoXxeHus

@lo]

MonuTuka npumMeHeHa
MpumeHnuTb OTMeHUTL
PncyHok 88 PncyHok 89

2.5.3. ABTOmaTtumyeckmin 3anyck Mr1

Ona BKAOYEHMA aBTOMATM4YecKoro 3anycka MI1 npu KaxXaom BKAtoYeHun MY
HeobxoAMMO BbIMONHUTL CAeaytolme AeNCTBUA:

— OTKPbITb MEHK CUCTEMHbIX HACTPOEeK KacaHMem 3HayKa @ Ha DJKpaHe
NPUNOXKEHUIM (CM. PUcyHOK 1);

— KOCHYTbCSl MYHKTa MEHIO «AAMUHNUCTPMPOBAHNE Y & B noApasaene «Cucreman;

— Ha OTKPbIBLWIENCA CTPaHWLE KOCHYTbCA MyHKTa MeHt  «ABTO3anycK
NPUNOXKeHU» (cM. PUCYHOK 76) AnAa oTobparKeHWMa ChnMcKa C YYeTHbIMM 3aMMnCaMU U
CTaTyCOM aBTOMATUYECKOro 3anycka MIT.

NMPUMEYAHMUE. Mo ymonyaHMto aBTOMaTUYeCKMA 3anyck MI BbIKAOYEH;

— KOCHYTbCS MYHKTa C He0HXxoAMMOWN y4eTHOM 3anucbkto (PucyHok 90);

— Ha CTpaHuue «[MmA y4yeTHOM 3anMcK]» aKTUMBMPOBATb MNepekatYaTesb
«BKntounTb aBTO3anyck» (PucyHok 91) ana otobparkeHma cnmucka MIT;
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ABTO3anycK NpUAoXKeHU | Monb3osarens 1

Mpunoxexuii B asTosanycke: 0
Bnapeneu ycTpoiicTBa
AsTo3anyck: Boikniouen £ Bxknounts aBTosanyck

Mpunoxerus 6yayT aBToMaTuiecku

Monb3oBaTtens 1 3anyckaTbCA Npu 3arpyske onepauroHHoM
AsTo3anyck: BeiknioueH cucrembl
Monb3oBaTens 2

AsTosanyck: BeiknioueH

Monbsosatens 3
AgTo3anyck: BeiknioueH

PucyHok 90 PucyHok 91

— B OTKpbIBLIEMCA  CNMUCKe  BbibpaTb  Heobxoammbie M1 KacaHWem
COOTBETCTBYHOLMX Nepekntodatenen (PucyHok 92), B pedynbTaTte Ha cTpaHuue «[Mma
yY4eTHOM 3anmmMcu]» CTaTyC aBTOMATMYecKoro 3anycka MI mameHUTCA Ha «ABTO3anycK
[Konnuyectso MIM]» c oTobpaxkeHnem 3Ha4ykoB gaHHbIXx MIT (PrucyHok 93).

[na BbIKAOYEHUA aBTOMaTMYecKoro 3anycka MI HeobxoaMMo AeaKTMBMPOBATHL
nepekntoyaTenb «BKAOUMTL aBTO3anyck» (PrucyHok 92).

| [Monb3osatens 1 | ABTO3arycK NpUIoXeHuin
lMpunoxeHuii B aBTo3anycke: 4
Bnapgeneu yctpoictsa
BxntounTb aBTO3aMycK AsTo3anyck: BeiknoveH
Mpunoxerns 6yayT aBToMaTU4ECKU
3anycKaTbCsi NPY 3arpyske OnepaunoHHOM Monb3oBaTtenb 1 %
CHCTOMbI ABTO3anycK: 4 NPUNOXKEHUs
oBpBa0O
TenedoH
Monb3oeatens 2
G CoobLeHus # ABTO3anyck: BeiknioveH

< : Monb3osatens 3
Epayaep ® AsTo3anyck: BelknioueH

(@) Kamepa

(=) Konraksi %
Fanepes #
(23 Hacrpoiiku

() romouws #
() oaitns

D Kanenpapb #

PncyHok 92 PucyHok 93



2.5.4. [loctyn K M1

Bpaysep TpebyeT cnegyiowme
paspelueHus Ha foCTyn

Be6-copepxumoe
BocnpousseaeHue 1 3anuch ayauo
leonokauus
WHTepHeT
Kamepa
Mepuadaiinbl
Manku nonb3oearens
Mevatb
CbéMHble HocuTenu

OTMeHUTb MoaTeBepanTb

PucyHok 94
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Mpu nepBomM 3anycke HekoTopbix Ml oTobparkaeTcs
OKHO C nepeyHem Tpebyembix paspelleHunit Ha A0CTyn K
[aHHbIM No/sb30BaTeNA, XpaHAaLmxcs Ha MY (PucyHok 94).

Ona npuHATUA paspelwieHnit MM ana BCeX aKTUBHBbIX
YYETHbIX 3anmcert HeobxoAMMO BbINOAHUTL Caeaykollme
AENCTBUA:

— OTKPbITb MEHIO CMCTEMHbIX HACTPOEK KacaHuem

3Ha4Ka @ Ha DKpaHe NpunoxeHni (cm. PucyHok 1);
— KOCHYTbCA MYHKTa MEHO

«AOMUHUCTPUPOBAHME» &P B noapa3saene «Cucreman;

— Ha OTKpPbIBWENCA CTPaHMUE KOCHYTbCA MyHKTa
«Pa3pelwieHns npunoxkeHn» (cm. PucyHok 76) ana
oTobpaxkeHuna cnucka MIT;

— KOCHYTbCA NOAA ¢ Heobxoammbim M1 co cTaTycom
«He npuHaTo» (PucyHok 95);

— KOCHYTbCSi KHOMKKM «[loATBepauTb» O0A MNOATBEPsKAEHUS onepaunmnm nmbo
KHOMKM «OTMEHUTbY» AN oTMeHb! (PUcyHOK 96), B pe3ynbTate paspelieHma gaHHoro MM
ByayT NPUHATBI Y BCEX aKTUBHbIX YYETHbIX 3aNnCEN U CTAaTyC U3MEHUTCA Ha «T1pUHATOY.

MpunoxeHus

BbiGepuTe npunoxexue, paspeLueHuns
KOTOPOro 6yAyT NPUHATbI AN BCEX
nonb3oBaTeneil yCTPOICTBA, aKTUBHbIX B
[AaHHbI MOMEHT. B 3TOM cny4ae npunoxexue
6yaeT oTMeYeHo Kak «IpUHSTO».
MpunoxeHus, paspeLueHuns KOTOPbIX MPUHATBI
He N5 BCEX aKTUBHbIX B AlaHHbIA MOMEHT
nonb3oarenei, 6yayT oTMeyeHbl kak «He
NPUHATOR.

MpuHATb BCe paspeLueHns
MpocMoTtp PDF He npuHat
XKypHan He npuHat
Moropga He npuHaT
Yacbl He npuHsT
Coobuwenus MNpuHaTo
Bpaysep He npunsat
Qaitnbl He npuHar

3ameTkun He npuHaTt

PucyHoK 95

OTMEHUTb MopTBepaunTb |

MpocmoTtp PDF

HacTtoawwum peitctemem Bbl npuHumaete
paspelueHus BbIGpaHHOro NPUIOXeHWs Ans
BCEX MoJib3oBaTesieil yCTPoMNCTBa, aKTUBHbIX B
AaHHbI MOMEHT. OTMEHUTb U3MEHEHMUS
MOXHO 6yaeT, ToNbKo yaanus BbibpaHHoe
npunoxexue. XotTute NpoaoIXuTL?

PncyHok 96
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Ana npuHATMA paspeweHnit Bcex MIT HeobxoAMMO BbIMONHUTL Chaeaytolime
NENCTBUA:

— Ha cTpaHuue «l1puaoXKeHMA» KOCHYTbCA KHOMKK «[1pUHATbL BCE paspelleHnAa»
(cm. PucyHok 95);

— KOCHYTbCA KHOMKM «[loaTBEepAMTb» ANA MNOATBEPKAEHMA onepaumm amnbo
KHOMKM « OTMEHUTb» ANa oTMeHbl (PucyHok 97), B pe3synbTaTe paspelueHunsa scex Ml byayT
NPUHATLI U CTATYC M3MEHUTCA Ha «[puHATO» (PucyHOK 98).

l OTMeHUTb MopTeepauTb | | MpunoxeHus

BbiGepuTe npunoxeHue, paspelueHuns
Bce NpUIoXeHUus KOTOPOro 6yAyT NPUHATHI AN1S BCEX

nonb3oBaTeneil yCTPOCTBa, aKTUBHbIX B
Bbl cobupaeTech NpefocTaBnTh BCem [aHHbI MOMEHT. B aTOM cnyyae npunoxeHue
aKTUBHbIM NONb3OBATENSM YCTPOWCTBA 6yaeT oTMeUeHO Kak «TPUHSTO».
M E T BC X Y CIAHORICH B MpunoxeHus, paspeLleHns KOTOPbIX MPUHATbI
npunoxeHuii. B 6yayLiem Bbl He cMoxeTe He NS BCEX aKTUBHbIX B faHHblii MOMEHT
0TO3BaTh PaspelleHns, KpoMe Kak nyTem nonb3oBarenei, 6yayT oTMeyeHbl kak «He
yAaneHus NpUNoXeHuii. Bbl yBepeHsl, 4To NPUHSTO.
XOTUTE NPOAONXUTL?

MpuHATbL BCe paspelueHuns

Mpocmotp PDF [MpuHsaTto
XypHan [MpuHato
Moropa lMpuHaTo

Yacbl lMpuHsTo
CoobuweHus MNpuHaTo
Bpaysep lNpuHsto
®aitnbl MpuHaTo

3ameTku lMpuHsTo

PucyHok 97 PucyHok 98
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3. CPEACTBA PA3SPABOTHUKA

BHUMAHWE! 3anpeuwaetrca aktmBauma pexuma paspabotymka Ha MY,
byHKUMOHMpPYoWwem noAa ynpasneHnem OC ABpopa B CepTUPMLMPOBAHHOM BepcUM U
npeAHa3Ha4YeHHOM Aa8 WMcnonb3oBaHMA B WMC, aTTecToBaHHbIX MO TpeboBaHMAM
obecneyeHna 6e30MacHOCTM B COOTBETCTBMM C 3aKOHOAATE/NbCTBOM  Poccuiickon
denepaumm.

Pexxmm paspaboTumka NpeaocTaBAAeT aAMUHUCTPATOPY AOCTYN K pacliMpeHHOMY
bYHKLUMOHANY HACTPOEK.

BHUMAHMWE! Pexxnm pa3zpaboTymka HEBO3MOXKHO OTKAKOUYNTL NOC/E akTMBaLUmMmM. [Ana
AeaKTMBaUMM peXmnma paspaboTymka Heobxoammo cobpocuTb MY 40 3aBOACKMX HACTPOEK
(cm. noapasgen 2.2).

3.1. AKTMBaLMA pexnma pa3paboTtumka

MPUMEYAHME. Mepea akTnBaumen pexmma paspaboTymka Heobxoammo ybeamtbea
B HaM4mMm Ha MY ooCTyna K ceTn VIHTepHer.

[ns aKTMBaUMM pernma pa3paboTynka HeobXxoAMMO BbINONHUTL CAeaytoline
NencTBms:

— OTKPbITb MEHI0 CUCTEMHbIX HACTPOEeK KaCaHMemM 3HaykKa @ Ha 3JKpaHe
NPUNOXKeHNM (cM. PucyHOK 1);

— KOCHYTbCSi NyHKTa MeHto «CpeactBa pa3paboTymkar & B noapasaene
«Cnuctema»;

— KOCHYTbCS nepekntodaTens «Pexmnm paspabotymka» (PucyHok 99);

— Ha OTKPbIBLIENCA CTPAHMLE O3HAKOMWUTbLCA C «YCNOBMAMM pa3paboTymKa» M
KOCHYTbCA  KHOMKKM  «[loaTBepauTb» ANA  NOATBEPXKAEHWA  AKTUBALMM  PEXMMA
pa3paboTumka IMHO KHOMKN « OTMEHUTbY» A8 OTMeHbl onepaunm (PucyHok 100);

— NOATBEPAUTbL AENCTBME BBOAOM TEKYLLEro Napons (CM. PUCYHOK 4).
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Cpepnctea paspaboTyunka | OTMeHuTb MoaTeepauTb
#  PexuM paspaboTunka Ycnosus p83p860T‘-IMKa
[na akTMBaLUM pexuma paspaboTunka
Heo6XoAMMO NOAKNIoYEHHe K CEeTH O6paTuTe BHUMaHWe: B pexume
pa3paboTymKa 4OCTYMHbI KOMMOHEHTbI, MpY
Henpasw/ibHOM UCMOJIb30BaHUN KOTOPbIX
MOXeT 6biTb OKOHYaTENbHO noBpexaeHo
Balue ycTpoicTBO U/unu ero cogepxmnmoe.
BknioyeHue pexuma paspaborynka MoXeT
NPUBECTM K aHHYNIMpoBaHuio Bawen
rapaHTuu.
rlpVIHﬂTVIe AaHHbIX YCHOBVIFI npepocrtaenseT
BO3MOXHOCTb UCMOJ/Ib30BaHUA peXuma
paspaboTyuka.
PucyHok 99 PucyHok 100

3.2. Cpeacrea paspaboTtumka

NMPUMEYAHUE. SSH-naponb MCnoJib3yeTcA ana noJsiy4eHunn npas
cynepnonb3oBaTens.

[Ona paboTbl co cpeacTtBamm paspaboTymka HeoHXoAMMO BbIMOAHUTL Caeaytollme
NencTens:

— aKTMBMPOBATb peXkMMm pa3paboTymKa (cm. noapasgen 3.1);

— paspewnTb Bxo4, nNo SSH-naponto, KOCHYBWMWCb Nepekatovatend «YaaneHHoe
coeanHeHune» (PucyHok 101) u noatBepamMB AeNCTBME BBOAOM TEKYLEro mnapons
(cm. PucyHok 4);

— 334aTb MO0 CreHepupoBaTb Mapo/b, KOCHYBWWCb Nons «CreHepnpoBaTby,
nocne 4Yero KOCHYTbCA KHOMKWM «CoxpaHuTb» (PucyHok 102) n noaTBepAUTb AencTBUE
BBOZIOM TeKyLlero napons (cm. PUcyHoK 4).

MPUMEYAHME. Mone yctaHoBKM napons ans SSH n aoctyna otobparkaeTcs TONbKO
nocne akTUBaLMKM nepekntodatens «YaaneHHoe coegnHeHne»;



CpepcTBa paspaboTymka

CeTeBble NOAKI0YEHUS

# YpanéHHoe coequHeHne
Paspeluntb Bxoa yepes SSH ¢ umeHem
nonbsosarens 'defaultuser’
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| CpepncTea paspaboTymka

CeTeBble NOAKOYEHUS

YnanéHHoe coeguHeHue
PaspewunTs Bxod Yepe3 SSH ¢ umeHeM
nonbaosarens 'defaultuser'

LN
WNHCTpyMeHTbI
Maponb
OTo6paxeHune 4acToTbl KaapoB

Baihiouess CreHepupoBaTb CoxpaHuTtb

10185.68.169
= 10.185.68.169

*® COXpaHﬂTb OoTnago4Hble CUMBO/bI
B AOMAaLUHIOK Nnanky

BknounTh Banuaaumio nakeTos ll’ 192.168.2.15

IP-appec USB
Mepesarpy3auTsb B fastboot
WNHCTpYMEHTbI

YctaHoeka MO
OT06paxeHune YacToTbl KaapoB

. OTkNtO4EHO
#  Pa3spelmnTb TUXYIO YCTaHOBKY

BkniounTb TUXYIO yCTaHOBKY nakeTos u3 SDK
COXpaHﬁTb OTNnago4Hble CUMBOSbI
B AOMaLUHIOKO nanky

BkniounTb BanmMaaumio NakeTos

MepesarpyauTs B fastboot

PucyHok 101 PucyHok 102

— HACTPOUTb OTODpParKeHME YacTOTbl KaApPOoB, 3anyLleHHbIX M1, KOCHYBLIMCHL NoOAA
«OTObpaxKeHMe 4acToTbl KagpoB» B noapasgene «MHCTPYMEHTbI», M Ha OTKPbIBLUENCA
CTPaHWULE KOCHYTbCA NyHKTa «[llpoctoe» nmbo «lMNoapobHoe» nnbo KOCHYTbCA MOASA
«OTKNOYEHO» A1 OTKAOUYEHUA AMarHocTukmM (PucyHok 103);

— KOCHYTbCSl COOTBETCTBYHOLLMX NepeKatovaTenen B nogpasaene « MHCTPYMeHTbI»
NNs BbINONHEHWUA cneayowmx aenctemnii (cm. PucyHok 101):

® pa3pewnTb AMbO 3aNpPeTUTb COXpaHeHME OTIAZA04YHbIX CUMBO/IOB B J0MALLHEN
nanke;
® BKIOYMTb MO0 OTKNOYMTL BaIMAALMIO NAKETOB.

NMPUMEYHAHUE. [na nposepkn RPM-naketos MI1 umcnonb3yetca BanmaaTop,
NPOBEPAOLINMA  YCTAHOBOYHblE TNaKeTbl Ha MNpeaMeT COOTBETCTBMA TpeboBaHUAM,
yKasaHHbIM Ha Beb-canTe: https://developer.auroraos.ru/doc/software_development/
guidelines/rpm_requirements. BanngaTtop 3anyckaeTca aBTOMATMYECKM MPU YCTaHOBKe
RPM-nakeToB, npu atom RPM-nakeTbl, He npouweawune Bannmaaumio, He MoryT ObiTb
ycTaHoB/ieHbl Ha MY, dyHKUMOHMPYLowem noa ynpasneHmem OC ABpopa;

— nepesarpy3nts MY ans nepexoga B pexum fastboot, KOCHyBLIMCb KHOMKM
«Mepe3arpysntb B fastboot» (cm. PucyHok 101) 1 Ha OTKPbIBLIENCSA CTPAHULE KOCHYTHCA
KHOMKK «[oaTBEpAMTb» AR NOATBEPKAEHMA onepaummn NMbo KHOMKKM «OTMEHUTb» ANA
oTMeHbl (PucyHok 104);

— paspewnTb NMbo 3anpeTnTb TUXYH YCTaHOBKY nakeToB mM3 SDK, KOCHYBLUUCH
nepekntovaTena «PaspelwnTb TUXYK YCTaHOBKY» B noApasgene «YcrtaHoBka [10»
(cm. PucyHok 101) n noaTBEpANTL AENCTBME BBOAOM TEKyLLEero napona (cm. PucyHok 4).



0T06pa)KeHMe 4acToTbl KagpoB

OTknoyeHo

MpocToe

Moppo6Hoe

MpocToit - ToNbKo KOMMNO3UTOP
Moapo6HbIi - TONBKO KOMMNO3UTOP
MpocTOoi - TONBKO NPUOXKEHUS

Moapo6HbIi - TONBKO NPUNOXKEHUS

PucyHok 103

56
AOMT.10034-02 91 01

| OTMEeHUTb MopTeepanTb

Mepesarpya3nTb yCTPOUCTBO
B pexum fastboot?

YcTpoiicTBo 6yneT HemeneHHO nepesarpy>XeHo.

310 0O3HavaerT, 4YTO BCe OTKPbiTbie CeaHCbl U
BpeMeHHble faHHble 6yayT noTepsiHbl.

PucyHok 104
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4. MEXAHU3MbI BE3OIMNACHOCTH

PeannsoBaHHble B OC ABpopa o¢yHKUMM 6e30MacHOCTM MOMHO HACcTPOUTb C
MOMOLLLbIO COOTBETCTBYIOLWMX MHTEPDENCOB, ONMCaHNe KOTOPbIX NPUBEAEHO B HACTOALLEM
pasaene.

4.1. Peructpaumsa cobbitnin 6esonacHocT (ayamT)

4.1.1. CnctemHoe }KypHanmpoBaHue
4.1.1.1. Obuwan nHPopmaLms

CUCTEMHOE YPHaNMPOBaHME — CEPBUC ANA PErMCTPALNMN U XPaHEHUA MHPOPMaLMM
O BaKHbIX MPOrPaMMHbIX M annapaTHbIX CODLITUAX, a TaKKe MX Aa/bHellero aHaan3a B
C/ly4ae HEeKOPPEKTHOM paboTbl CUCTEMBI.

OC ABpoOpa OCYyLLECTBASET PErucTpaLmMio U XpaHeHne cneaytoLlein nHbopmaunn:

— COODOWEHMN N3 CUCTEMHOTO KypHana (journald) n agpa (kernel log);

— COObOLWEHMN, BbIBOAMMbBIX NPOLLECCAaMM CNYXKO Ha CTaHAapTHble MOTOKM BbIBOAA
(stdout);

— OWMOOK (stderr).

MonydyeHHana MHOOPMALMSA MHOEKCUMPYETCA M XPAHUTCA B CUCTEMHOM XKypHaine,
KOTOPbIM HAX04MTCA BO BPEMEHHOM Narnke 1 nocsie nepesarpysku He coxpaHsaeTcs.

4.1.1.2. CoxpaHeHue coObITUIN CUCTEMbI B MOCTOAHHYIO NamaTb MY

[ns coxpaHeHWs CODbITUN CUCTEMbI BO BHYTPEHHIOK MOCTOSHHYHO NamatTe MY
HeobX0AMMO BbINONHUTbL Ceaytolne AenCTBUA:
— OTKpbITb MTI «Terminal» 1 BbINONHUTbL KOMaHAY:

vi /etc/systemd/journald.conf

— YCTaHOBWTb NapameTpbl B Chedyrouimne 3Ha4eHnA:

Storage=persistent
SystemMaxUse=500M
RuntimeMaxUse=1M

— nepesarpy3nTtb MY Ana coxpaHeHWA M3MEHEHNA.

Ona  BbIrpy3knm  darna  KypHana  HeobXOAMMO  BbIMOJIHUTL  KOMaHAY:
journalctl -a > 7.log, Npu 3TOM noTpebyeTcs co3aatb ¢dailn nora, KOTopbln byaeT
MMeTb Ha3BaHMe: j.log W CoAepXaTb Bce cobbiTMa (-a = all). Ha3BaHue npwu
HeobXoAMMOCTU MOXKHO N3MEHMUTD.
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4.1.2. Cepsuc sdjd
4.1.2.1. Obwan nHPpopmaums

[ns HageXHoro XxpaHeHMA Habopa CcoobLLEHMNN, OTHOCALLMXCA K CUCTEME 3aLUMUTHI
MHGOPMaLUMMN, UCNONb3YETCA CepBUC No cbopy M pernctpaumm cobbituin besonacHoCTH
sdjd. CepBWUC COXpaHAeT OTAeNbHble coobuieHna B ¢ann /var/log/sdjd-v2.log,
KOTOPbIA MNpPK 3anoHEHMWM A0 MakcMmanbHoro pasmepa (50 MbB) nepesanucbiBaeT
npeablayume coobLeHna HOBbIMM.

[Ona onpeaeneHma cobbiTUM pernmcTpauum CcepBMcoMm sdjd WMCNONb3yeTca
KOHOUIYpPaUMOHHbIN  dann  /etc/omp/sdjd.conf, B  KOTOPOM C  MNOMOLLbIO
pPeaaKkTMPOBAHMA MOXHO 3a4aTb HeaKTyabHbIM CObbITMAM cTaTyC false.

B OC ABpopa C MCno/ib30BaHNEM CepBMCa sdjd PErnCTPUPYIOTCA M AONTOBPEMEHHO
XpaHATCA cneaytolme Tunbl CobbITUIN 6e30NacHOCTH:

— pe3ynbTaT NOMbITKM BXO4a B CUCTEMY;

— BNIOKMpPOBaAHME MHTEPAKTMBHOIO CeaHCa Kak Mo 3anpocy N0ab30BaTeNA, Tak 1 No
MCTEeYEHUN YCTAHOBNAEHHOMO NepMoaa HeEaKTMBHOCTM NONb30BaTENS;

— ONOKMpOBaHME A0OCTyMa MOC/Ae YCTaHOBAEHHOro KOJIMYecTBa HeycnelHblX
NOMbITOK BBOAA ayTEHTUOUKALMOHHOM MHPOopmaumn (nn. 4.2.2.1.3);

— WCTeYeHMe CpoKa AeNCTBMA NAPONs;

— CMeHa napons;

— 3anyckK npoueaypbl U pe3ynbTaT KOHTPOAsA LenoctHocTk (KL);

— MOJyYeHMe OTpULLATENBHOIO pe3yabTaTa NPOBEPKY;

— aBTOMaTU4yeckan BaokmMpoBka MY;

— pe3ynbTaT NoMbITKM YCTAaHOBKM, yAaneHmna nnm obHosneHna RPM-nakeTos;

— MOAKNOYEHNE N OTKIOYEHNE BHELIHUX HOCUTENEN MHOPMALMN;

— nepenosHeHme XypHana cobbiThin 6e3onacHoCTY;

— BK/tOYEHME, Nepe3arpysKka v BbikatouYeHne MY;

— pobasneHne NpaBua CeTeBOro PuUabTPa;

— 3aMyck, 3aBeplueHme U M3MeHeHne KOHGUrypaumm cay>bol ayamTa;

— W3MEHEHMEe CUCTEMHOIO BPEMEHM;

— HelwTaTHOe 3aBepLUEHNE CUCTEMbI;

— MOMbITKM AOCTYNa K ¢palnam, Haxo4ALMMCA B NpoLecce permcTpaLmm;

— cHbol B MexaHM3Me M30N5LMN NPOLLECCOB;

— owKnbKn Banmaaumm RPM-nakeTos;

— CO3[4aHue, NepeKNOYEHME M yaaNeHME YYETHOM 3aNnCK NOb30BaATENS;

— MHWLUMANN3aUMA 1N pe3ynbTaT NpoxoxaeHnsa 20A,

MPUMEYAHMUE. HaumHaa c penusa OCAspopa 4.1.0 update 1, He Obyaer
PErncTPUPOBaTLCA COOLITME MPMBA3KM TOKEHOB K YYETHOW 3anucu (MHMUMANM3aLma)
(ID=47);

— CoObITUA aHTMBMPYCA;
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cobbiTna JoBepeHHOM cpeabl MCnoNHeHMA ABpopa (Npu Hannumnm);

3anyck MI1 «RypHan»;

obHapyKeHne HapyLEeHUs LeNOCTHOCTM CTOPOHHMX Gpalinos;

M3MEHEHME NapPObHOM M NONb30BATENbCKON MONUTUK,;
BK/IIOYEHME PEKMMA Pa3paboTumKa;

BK/IIOYEHME U BbIKAOYEHME yaaNeHHOro A0CTyna;
paspelleHne un 3anpet goctyna Kk MM «Terminal».

MPUMEYAHMUE. [MonHbIM cnmcok cobbiTin  6e30MacHOCTM,  PerncTpmpyemblx

CepBMcom

sdjd B OC Aspopa, A0CTyneH

Ha Beb-canTe:

https://developer.auroraos.ru/doc/software_development/reference/sdjd/events.
Kaskgoe cobbiTe CoAepsKMUT creayoLyto MHGOpMaLMIo:

SELinux);

YHUKaNbHbIM naeHTUdUKATOP CobbITUA,

TUN cobbITUSA;

BPEMA perncrpaummn cobbitus;

YPOBEHb Ba*KHOCTWN COODLLEHWS;

OMUMOHANbHbIM TEKCT cOObLLEHNA (MM NyCTaa CTPOKa);
PID npouecca-oTnpasnTens;

PID poanTenbCcKOro npouecca 414 npouecca-oTnpasnTens;
UID npouecca-oTnpaBuTens;

Effective UID npouecca-oTnpasutens;

Saved UID npouecca-oTnpaBuTens;

File system UID npouecca-oTnpaBuTens;

Real GID npouecca-oTnpasutens;

Effective GID npouecca-oTnpaBuTens;

Saved GID npouecca-oTnpaBuTens;

File system GID npouecca-oTnpaBuTens;
Supplementary groups npolecca-oTnpaBuTens;

3¢ deKTMBHbIE MPUBUAETMM NPOLLECCA-OTNPABUTENSA,

MNOJIHbIM NYTb K McnonHaemomy dakany npouecca-oTnpaBuTens;
KOHTEKCT 6e30MacHOCTM npouecca-oTnpaBuTens (Tekywaa posb WUAM MeTKa

— TeKCTOBOE npe/cTaBneHme naeHTMdmnKaTopa cobbiTna ana yaobcTea oTAaakm.

AZMUHUCTPATOP MOMET onpeaennTb CUCcoK obbektoB PC, nMonbiTKM A0CTyna K
KOTOpbIM DyayT PerncTpmpoBaTbca B danne /usr/share/security-audit/security-
audit-rules.conf, 00aBMB NPaBWIO ayamuTa ANs8 Habatogaemoro obbekTa OTAENbHOM

CTPOKOM

B dann /usr/share/security-audit/security-audit-rules.conf.

MonbITKKM AocTyna K obbektam PC, HaxoAAWMMCA B nanke /home M ero noanankax, He
PerncTpUpytoTCs.
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Bce peructpupyembie cobbitna 6e3omacHOCTM OTODOparkatoTCA C  YKa3aHWeMm
BPEMEHM W LBETOBOM WMHAMKAUMEN B KypHane cobbITMA, NPOCMOTP KOTOPOro
ocylecTsaseTca ¢ nomoubio MIT «KypHan».

MPUMEYAHMUE. Monb3oBaTenb MMeET BO3MOXHOCTb COXPaHWUTb KypHaa CobbITUM
6e30NacHOCTM CMCTEMbI BO BHYTPEHHIOK NOCTOAHHY NamATb MY B LUIMPPOBAHHOM BMAE.

4.1.2.2. NMpocmoTp cooblleHnin ayamTta

[lna npocmoTpa cooblleHnn ayamTa M A0CTyna K HUM HeobXoAMMO MCMOAb30BaTb
cneayoume MHCTPYMEHTbI:

— MpOrpammbl journalctl M dmesg, MMerOWMe MHTEPDENC KOMAaHAHOM CTPOKMK;

— YTUANTY sdjd-dump, MO3BOAAKOULYO MNPOCMOTPETb CobbITMA He3onacHOCTM B
MM «Terminal»;

— MM «*ypHan» (/usr/bin/log-viewer), B rpapuyeckom nHTepdence KOTOPoOro
oTObpaXKatTCA 3anMcK 0 cobbITMAX, COXPaHAEMbIX CEPBUCOM sdjd.

MPUMEYAHME. B MM «*KypHan» oTobpaxkatorca cobbitma ayamTa (PucyHok 105).
MNoapobHoe onucaHme paboTbl Ml NnpmBeaeHO B AOKYMeEHTe « PyKOBOACTBO MO/1b30BaTENAY
AMTI.10034-02 90 01.

[Mpn 3TOM aAMUHUCTPATOPY AOCTYMNEH NPOCMOTP COODLLEHNIM ayanTa BCEX YYETHbIX
3anucen, cosgaHHbix Ha MY (PucyHok 106).

&

MpocMoTp XypHana Q 2 : DunbTpbl

a
127 3anucei HanaeHo, 127 nokasaHo

Bbi6paHHbIi nonb3oBaTenb:

CeropgHs
Bce nonb3oBaTtenu

(O 1. YcnewHas ayTeHTUpUKaUMS

02/07/2024 12:49:16 GMT +03

(O 2. YnanéHHblit 4OCTYN BKIOYEH
Remote login enabled
02/07/2024 12:49:16 GMT +03

(O 3. YnanéHHbii fOCTYN BbIKNIOYEH
Remote login disabled
02/07/2024 12:49:02 GMT +03

(U 4. YcnewHas ayTeHTUdMKaLms
02/07/2024 12:40:44 GMT +03

@ 5. Owubka 06paboTku naketa
harbour-colordots
02/07/2024 12:40:37 GMT +03

O 6. YcnewHas ayTeHTUdMKaLmS
02/07/2024 12:40:15 GMT +03
O 7. YnaneH naket
ru.vk.RuStore
02/07/2024 12:38:55 GMT +03

PucyHok 105

Bce nonb3osarenu

defaultuser

Monb3osatens 1

Monb3oBaTens 2

Monb3oBaTens 3

PucyHok 106
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4.1.3. CepBuc reports

CepBWuc reports reHepupyeT eanHbIN CUCTEMHbIM OTYET B BUAE apxmBa C Gparnamm
KoHOUrypauum n noramm paboT pasnnyHbix KomnoHeHToB OC ABpopa, KOTOPbIA MOMXKET
ObITb 3aWMPPOBAH.

4.1.3.1. OnncaHme cMCTeMHOTr0o oT4yeTa

CUCTEMHbIN OTYET MMEET CaeayoLWnin opmaT: tar.bz.

MmAa cucTemMHOro ot4yeTa MMeeT CAeaylolwy MacKy: reports-YYYYMMDD-
HHMMSS.tar.bz.

MPUMEYAHUE. TogpobHoe onucaHne npoueaypbl GOPMMPOBAHMA OTYeTa
npmeeaeHo B AOKYMeHTe «PyKoBOACTBO nosb3osaTtena» AAMI.10034-02 90 01.

OnuncaHue TeKkyllero Habopa moaynei npuseaeHo B Tabanue (Tabaumua 1).

Tabnnua 1
Moaynb OnucaHue
agnss NHpopmauma o A-GNSS
available-packages |Cnucok AOCTYMHbIX U YCTAHOBAEHHbIX MAKETOB
battery NHPopmauma 06 akkymynaTope
bluetooth MHdpopmauma o Bluetooth®
cellular MHpopmauma SIM-KapTax
certificates NHbopMaLma 06 yCTaHOBNEHHbIX B CUCTEMY CEPTUPMKATAX
(ima, kernel, rpm DB)
disks MHpopmaLma 0 AMCKaX U 3aHATOM/CBOOOAHOM MPOCTPAHCTBE
dmesg CucTemHble coobuieHns aapa
emm MHDOpMaLmMA 0 nanke /etc/emm
info O6wan nHdopmauua o MVY:
— KOHTPO/IbHas CyMMa 3arpy304HOro pasaena;
— nHdopmauma o6 AIDE;
— CMNWCOK AONONHUTENBbHbIX QYHKLUMIA;
— nHdopmauma o penmse 0OC;
— mHdopmauma o HW pennse OC;
— Bepcus aapa
integrityd KoHpUrypaumoHHble ¢palnbl cepBmca integrityd
internet NHbopMaLma 06 aKTMBHOM MHTEPHET-COEANHEHUN
logcat CuctemHble cooblleHums
memory NHPopmaLmsa 0 NaMATH
mount-points Tekylle TOYKM MOHTMPOBAHMA
policy MHPopmauma o nanke /etc/policy
process-1list TeKyLWMi CNMCOK NPOoL,EccoB
push-daemon NHPopmaLma 0 NnanKkax /etc/xdg/push-daemon 1
/var/lib/push-daemon
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Moaynb OnucaHune
rpms CNUMCOK YCTaHOB/IEHHbIX MAKETOB
screen NHbopmauma ob skpaHe MY
sdjd CobbITna 6eszonacHOCTH
Ssu NHDOopMaLma 0 peno3nTopmax

system-journal-json |CyuctemHbli XypHan B popmate JSON

system-journal-10g |CycTeMHbIN XypHaN B TEKCTOBOM BUAE

system KpaTkas MHpopmaLma O cMCTEME:

— PEeXMM 3KOHOMMM aKKYMYIATOPA;
— MOAK/IKOYEHME K CETU VIHTEepHET;
— CTaTyC NOAKNOYEHUA;

— aKTnBHOCTb ceTn WLAN

systemboot NHPOopMaLMA O CUCTEMHOW 3arpy3Ke
systemctl Cnucok cepBmncos
systemupdate Jlor obHoBNEHMS

4.1.3.2. [eHepayma cMCTEMHOro oT4eTa
4.1.3.2.1 l'eHepauma CMCTEMHOTO OT4eTa ¢ nomoulbto MMM «Terminal»

CUCTEMHbIN OTYET MOXKHO creHepmnpoBaTb B MI «Terminal» c nomolLbio cneayoLmx
KOMaHA,
— reHepauna CUCTEMHOrO OT4eTa C COXPaHeHMEeM B Nanke /var/reports:

generate-reports.sh true

— reHepauma CUCTEMHOrO OT4YyeTa C COXPaHEHMEM BO BPEMEHHOW nanke
/run/reports, KOTOpas OyaeT ouyulleHa nocae nepesarpy3kn MY:

generate-reports.sh false

— reHepauma 3aWnPPOBAHHOrO CUCTEMHOIO OTYETA B YKa3aHHOM nanke:

generate-encrypted-reports.sh /home/defaultuser/Documents/

MPUMEYAHUE. Mpu HeycnewHon reHepaumm 3awmdpoBaHHOro otyeta bdyaet
CO3/71aH ODObIYHbIN CUCTEMHbIN OTYET.

4.1.3.2.2. [eHepauma cMCTEMHOrO OT4yeTa C nomMmoLLbto MIT «KypHan»

CUCTEMHbIN OTYET MOXKHO creHepupoBaTb B MI «KypHan». [MoapobHoe onncaHue
reHepaumm CUCTEMHOro oTt4yeTa C nomouwbto Ml «KypHan» npmBeaeHO B AOKYMEHTe
«PykosoacTso nonb3osatena» AAMI.10034-02 90 01.

4.1.3.2.3 3awmndpoBaHHbINA CUCTEMHbIN OTYET

LIndppoBaHne CUCTEMHOrO OT4EeTa MPOUCXOAUT TONIBKO C YCTAHOBAEHHbIM Ha MY
KANEHTCKMM cepTUPMKATOM. pn OTCYTCTBMU AAHHOTO cepTUdMKaTa, BHE 3aBMCUMOCTM OT
Bepcum OC ABpopa, CUCTEMHbIM OTYET He byaeT 3andposaH.
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B OC ABpopa mncnonbayetcsa 61o4Hoe wndpposaHne GOST 28147-89.
LInppoBaHHbLIN OTYET MMEET CAeayoLWMA OPMaAT: tar.bz.cms.

MmAa WwindpoBaHHOTO OT4YeTa MMeeT CaeayltoLllytd MacCKy: reports-YYYYMMDD-
HHMMSS.tar.bz.cms.

[ononHutenbHo popmunpyetcsa dann ¢ nHbopmaumen o cepTudurKkaTe, Nyb6ANYHbIN
KNtOY KOTOPOro Obl/1 MCNONBL30BaH AN WndpoBaHMa oTyeTa. OH co3aaeTca paaom U umeeT
bopmaT .txt: reports-YYYYMMDD-HHMMSS.tar.bz.txt. Bpema co3aaHma B Ha3BaHUN Y
3TUX GanN0B NAEHTUYHOE.

Mpumep dana c nHdopmaume:

cat reports-20220329-104949.tar.bz2.txt

BbiBOA KOMaHAbI:

Subject: OMP Test

Group: developer

Subgroup: regular

Key ID:
7003efe7156bd53a2e88c2cb3c0d43e9786760¢c53721933dd5052fdaf443dbfb

OT4yeT MOXHO pacwmdpoBaTb COOTBETCTBYIOLIMM KAKOYOM U CePTUPMKATOM C
nomoulbto OpenSSL. Kntou pacwmndpoBrm onpeaenaetca B none «Key ID» ¢panna popmaTa
.txt, pacnoNoOKEHHOro C apxmMBOM. TaKKe noTpebyeTca MOAKIYUTL TOCTOBbIN ABUKOK®,
AONONHUTENbHO YCTaHABMBAEMbIN B CUCTEMY:

openssl cms -decrypt —-in /home/defaultuser/Documents/reports-20220228-
173753 .tar.bz2.cms -recip system-developer-cert.crt -inkey system-
developer-key.pem —-inform DER > reports-20220228-173753.tar.bz?2

4.2. UpeHTnduKauma n aytTeHTMmKauma

4.2.1. OcHoBHble npasuia MAD

B OC ABpopa peannsoBaHa noacuctema naeHTMduKkaumm n ayteHtnomkaumnm (MA®),
npeAHa3HavyeHHan ans obecneyeHma 0gHO3HAYHOM M HENPOTUBOPEYMBOIA:

— maeHTUdMKaumm obbektos goctyna OC Aspopa ($pannos 1 nanok);

— naeHtTnoduKaumm cybvektos aoctyna OC ABpopa (CMCTEMHbIX NPOLECCOB,
NPOLLECCOB B MPOCTPAHCTBE A4pPa, @ TaKXKe MNPOLEecCOoB WM NPOrpamm, 3anylleHHbIX OT
MMEHM NOoNb30BaTeNeN);

— naeHTMOMKauMmM y4eTHbIX 3anmcen nonb3osatener OC ABpopa (C  posibto
aAMUHNCTPATOPA 1 C PONIbIO NONb30BATENA);

— ayTeHTudMKaumm nonblosatene OC ABpopa (MHorodpakTopHasa ayTeHTUDUKALMSA
C MCMNOb30BaHNEM TaKMX GAKTOPOB, KaK: Napob, cMapT-KapTa, CYAWC, oTneyaTok nanbLa).

4 Peannsauma KpMNToanroputmos poccuickoro FOCT ana OpenSSL.
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Ons  pabotbl ¢ OCABpopa agMWHUCTPATOPY NPUCBAMBAOTCA Caeaytoline
NAeHTUOUKATOPbI:

— cMMmBOANbHbIN: defaultuser;

— ymncnoson: 100000.

N3meHeHne HaCTpoOeK H6e3onacHoCTH ocyllecTBaseTcA nocpeacTBOM
KOPPEKTUPOBKN KOHOUIYPALIMOHHBIX GaiNoB M BbIMONHEHMA COOTBETCTBYHOLLMX KOMaHA, B
TepMuHane. Ml MCNONHAKOTCA B M30/IMPOBAHHOM KOHTEMHEPE, peain3yeMom CpeacTBamm
firejail/sailjail. C nomowbio seccomp-bpf MOMKHO 3aMpeTnTb HEKOoTOopble
CUCTEeMHbIEe BbI30BbI, HANPUMEP: mount /umount, ptrace, kexec U Ap.

Ona ycunenua sawmtel MY npmu nepBomM BKAKOYEHUU PEKOMEHAYETCA YCTAaHOBUTb U
NepMoamnMyeckn M3MeHATb MNapoab, KOTOopbiM  bByaeT xpaHutbca B LUKS-cnore,
COOTBETCTBYHOLWEM MAEHTMOMKATOPY NONb30BATENS.

MPUMEYAHME. LLndpoBaHuMe pasaena NPOUCXOAUT aBTOMATMUYECKM, MPU 3TOM BO
BpemAa nepBoro 3anycka MY no ymondaHutio mucnonbdyetca naponb 00000, KoTopbln
BNOC/NEACTBMM MOXKET OblTb MU3MEHEH.

B uenax npegotBpalleHMA  HEeCaHKUMOHWMPOBAHHOroO  Aoctyna K MY,
dYHKUMOHMpYtoLemy noa ynpasneHnem OC Aspopa, naponb (cm. nn. 4.2.2) Tpebyetca ans
NOATBEPXKAEHMA BbIMOAHEHWNA CIeAYOLWNX AEUCTBUA:

— CO34aHWA YYETHbIX 3aNnCern ponen;

— HACTPOMKM NapPONbHOM NONUTUKMY;

— 33[1aHKNA OrPaHMYEHNIN BXOAA B CUCTEMY;

— BKJ/IHOYEHMA M HAaCTPOMKN 2DA;

— 3a4aHMA O4HOPA30BOro Napos;

— WN3MEHEeHMA HacTpoeK 60KMPOBKMY;

— paspelleHna yCTaHOBKKM cTopoHHero [10;

— YCTaHOBKM SSH-napons;

— aKTMBALMM M HAaCTPOMKM pexrmMma pa3paboTumka;

— MPOCMOTPA AAHHbIX Y4ETHbIX 3aNuncen;

— cbpoca HacTpoek MY;

— YCTAHOBKM MapoaAa Cyrnepnosib3oBaTesis;

— MPOCMOTPA Napo/en, COXpPaHEHHbIX Ha MY.

MPUMEYAHME. MNoapobHoe onmncaHme o 3a4aHnM Napoaa NpUBeAeHO B JOKYMEHTE
«PykoBoacTBo nonb3osatensa» AAMI.10034-02 90 0O1.

ApxutekTypHo MAD OC ABpopa COCTOUT U3 cepBMCa ayTeHTUdMKaUMM authd C
BO3MOXHOCTbO MOAKAOYEHMA MOAYNEN, PEaNU3YILWMX Pa3andHble CNocobbl MPOBEPKM
NOA/IMHHOCTMK, a TaKXke bubnamoTtek, obecneymBatoLLMX OTPUCOBKY NPUTNALLIEHMA Ha BXOA U
pPeanu3yoLlLnX B3aMMOAENCTBME C APYIMMM MPOrPaMMHbIMM MOAYAAMM rPadUyeckoro
MHTepdenca, TakMMKW KaK YCTPOMCTBO BBOZA (3KpaHHaA KnasuaTypa), rpaduyeckoe
OKpyKeHMe lipstick M cayxba ayamTa sdid.
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Habop mopaynen, obecneymBatowmx cnocodb MA® nonb3oBaTenen m peanmsaumio
dyHKUMIM Be3sonacHOCTH:

— lockout (nn.4.2.1.2);

— loginrestriction (nn. 4.2.1.3);

— password (nn. 4.2.1.4);

— smartcard (nn. 4.2.1.5);

— sudis (nn. 4.2.1.6);

— reset (Nn. 4.2.1.7).

Moaynn npeactasnatoT cobon danabl dopmaTta .so, PACMNONOKEHHble B Manke
/usr/lib/authd/. [pn Kaxxgom 3anycke MY cepBuC authd CKaHMPYET Nanky. HacTponkm
cepBuca authd pacnosioxeHbl B Galne /etc/authd/authd.conf, rae:

— plugin-dir — nanka c MoaynaAMu;

— admin-mandatory-factors — cnocobbl MA®, obazaTtenbHble ANA YYETHOM
3aNncK aAMUHUCTPATOPa;

— admin-immutable-factors—cnocobbl MAD yyeTHOM 3anmcm agMMHKUCTPATOPA,
HeAOCTyMHble ANA BKAOYEHMA UK BbIK/OYEHMSA;

— admin-default-factors — cnocobbl WAD ana  yyeTHOM  3anmcK
aAMUHUCTPATOPa MO  yMoAn4YaHutio  (byayT  BbiOpaHbl  aBTOMATUMYECKM,  €Cau
CKOHOUIYPUPOBAHHbIN CMMCOK GaKTOPOB MyCT);

— user-mandatory-factors — cnocobbl WMA®, obszaTenbHble AN YYETHOM
3anMcK NoNb3oBaTeNs;

— user-immutable-factors — cnocobbl MA® y4yeTHOW 3anMcM MNONAb30OBaATENS,
HeAOCTYMNHble ANA BKAOYEHNSA UM BbIKAHOYEHUSA;

— user-default-factors —cnocobbl MAD anda yyeTHoOM 3anmcm Noab3oBaTens no
ymosiYaHutio (byayT BbiOpaHbl aBTOMATMYECKM, €eC/IM CKOHOUIYPUPOBAHHbIM  CMMCOK
$aKkTopOoB MycT).

MpeaycmoTpeHa BO3MOXHOCTb HACTpouTb Habop cnocobos VAP ans Kaxkaon
y4YeTHOM 3anmcu noNb30oBaTeNs. Habopbl XpaHATCA B darne BMAA
var/lib/authd/users/<uid>.conf, rae UID — wuaeHTMOMKATOP Yy4YeTHOM 3anucu
N0/b30BaTENA B CUCTEME.

4.2.1.1. OnucaHme AMarHoCTUYeCKMX oLLNOOoK

B MI «XypHan» ¢dopmupyroTca yTOYHAOWME coobueHmna 06 M3MeHeHMsX
NapaMeTpOB CMCTEMbI CeayoWmMm 0b6pasom:

1) [Ona nonb3oBaTenbCckMx napameTpos: Plugin: %1, setUserOption: %2=%3,
UID=%4;

2)  [Ona cuctemHbix napameTpoB: Plugin: %1, setOption: %2=%3.
roe:

— «%1» - HaMeHOBaHMe MOAY A, Y KOTOPOro MeHAETCA NapameTp;

— «%2» - napameTp MoAayna, KOTopbI Bbl M3MEHEH;

— «%3»- HOBOE 3Ha4YeHMe NapameTpa;
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— «%4»- UID nonb3oBaTtens, 414 KOTOPOro MeHAETCA napameTp.

CnNUCOK Moaynen, y KOTOPbIX MEHSIOTCA MapameTpbl, a TaK¥e MX onucaHue
npueeaeHo B Tabanue (Tabaumua 2).

Tabnunua 2

Moaynb (%1) OnucaHue
lockout Brokuposka MY
loginrestriction PacnvcaHue BxoAa Y4ETHOM 3anncy N0Ab30BaTENA
password [Naponb
reset Cbpoc MY
smartcard CmapT-KapTa
sudis CYANC (Cepsuc ynpasieHUs 40CTYNOM K

MHPOPMALMOHHbBIM CUCTEMAM)

CNUCOK M3MEHEHHbIX MapaMeTpoB, a TaKKe WX onucaHue npuseaeHo B Tabauue
(Tabnunua 3).

Tabnnua 3
MapameTtpbl moayna (%2, %3) OnucaHue

Mopaynb loginrestriction
ttl [encTene yyeTHOM 3anmcu
login-schedule-days [1H1 BXOAa B cUCTEMY
login-schedule-time Bpems BXo4a B cucTemy
login-locked BAOKMPOBKa y4eTHOM 3anmcK N0NAb30BaTENA
login-temporarily-locked BpemeHHan 610KMpPOBKa TEKYLLEN YYETHOM 3anmcK
temporary-lock-timeout Tarm-ayT 6NOKMPOBKM

Mopaynb password

new-length OnvHa napons
max-age CpoK AencTsms napons
max-attempts KonmyecTBo NonbITOK BBOAA Napons
new-strength CNOXHOCTb NaponA
history-check NcTopua naponsa
expiration-notification YBegomneHne ob ncteyeHnmn napona

NMPUMEYAHUE. JlormpoBaHMe MCNOAb3yeTCA TONbKO ANA loginrestriction W
password.

B cayyae ycnewHoro BXxoaa B CUCTEMY NOTMPYETCA TONbKO CoobLLeHMe «YCneLHbln
BXOJ, B CMCTEMY» He3 YyTOYHEHMUS.

B cnyyae HeycnewHoro Bxoda B CUCTEMY NornpyeTca coobuleHme «HeycnewHbln
BXOZ, B CUCTEMY», @ TaKXe AO0NOAHUTeNbHaa MHbopmauma ob owmnbke, KoTopaa nmeet
cneayroumn BUA:

Plugin: %1, error: %2.
roe:
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— «%1» — HaMMeHOoBaHWe MOAYNA, K KOTOPOMY OTHOCKTCS OLLIMOKa;

— «%2» — KoA, oWKnOKM.

Cnucok moaynen npuseeH B Tabamue (cm. Tabanua 2), cnncok owmnbok, KoTopble
oTobpaxkatTca And Modynen B Cayd4ae HeyCnewHoro BXO4a B CUCTEMY, a TaKKe WX
onucaHue npmueeaeHo B Tabanue (Tabanua 4).

Tabnuua 4

Ownbka (%2)

OnucaHue

Mopaynb lockout

RecoverablelLockout

MY BpeMeHHO 3ab/10KMPOBAHO

PermanentLockout MY 3ab610KMpoBaHO
Mopaynb loginrestriction
TtlBadSyntax HeBepHbIN CMHTaKCKUC
TtlExpired CpOK AencTBmA y4eTHOM 3anmncK NoNb30BaTeNA UCTEK
DayUnknown HeBO3MOXXHO onpeaennTb
DayLocked Y4yeTHan 3anmcb N0Ab30BaTeNA 3aDN0KMPOBAHA NO AHAM
Heaenu
TimeBadRange HeBepHbIN CMHTAKCMC BPEMEHHOIO AMana3oHa
TimeBadSyntax HeBepHbIM CMHTAKCKMC BPEMEHHOTO AMana3oHa
TimeLocked Y4yeTHan 3anmcb N0Ab30BaTENA 3aD/IOKMPOBAHA NO BPEMEHM
CYTOK
UserLocked YyeTHadA 3anmcb Noab3oBaTensa 3aba0KMpoBaHa
UserTempLocked Y4yeTHan 3anmcb N0Ab30BaTENA BpeMeEHHO 3ab10KMpOBaHa
Mopaynb password
InvalidResponse HeKkoppeKTHbI 3anpoc
PasswordFailed HeBepHbI Napo/ib
CP;asSworclUpclélteF<’ﬂtile He ynanocb 06HOBUTL Naposib

PasswordsDontMatch

[Nlaponun He coBnagatoT

UserLockedMaxAttemp
ts

YyeTHasa 3anmcb NoAb30BaTeNA 3a6/10KMPOBaHA: AOCTUTHYTO
MaKCMManbHOE KONMYECTBO MOMbITOK

NotSupported

He3awwndpoBaHHOe yCTPOMCTBO HE NOAAEPKMBAETCS

BadNewPassword

HeKkoppeKTHbI HOBbIN Napob

PasswordMatchPrevio
us

lNonb30BaTE/lb HE MOXKET M3MEHWUTb MapPOab. HOBbIM Napob
[O/IKeH OT/INYaTbCA OT NpeablayLiero

PasswordNotSet Monb3oBaTeNb HE MOXET pa3biioknposaTb MY. Heobxoanmo
06paTUTHCA K aMUHUCTPATOPY A1A YCTaHOBKM O4HOPa30BOro
napons

Mopaynb smartcard

PinFailed HexkoppeKTHbI PIN-KkoA,

CannotSmartCard

CmapT-KapTa He HanaeHa
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Ownbka (%2)

OnucaHue

TooManyAttempts C/IMWWKOM MHOTO MOMbITOK
ConnectionError CMmapT-KapTa OTK/IOYEH]
BadCert HeKkoppeKTHbIN cepTudUMKaT
ValidationFailed Bannaaums He npoﬁ.ﬂ‘eHa

Mogaynb sudis
BadPassword HeBepHbIM Napo/ib
EncryptedPartitionl | 3gwmdpposaHHbIit pasaen 3ab10KMposaH
ocked
CannotStartClient

He yaaeTcs 3anyctutb kameHT Sudis

CannotConnectClient

He yaaeTcs noaKN0UYMTLCA K KAmMeHTy Sudis

CannotCommunicateCl
ient

He ynaeTca cBszaTbCs ¢ KaneHTom Sudis

UserLocked Y4yeTHadA 3anmcb Noab3oBaTenda 3abn1oKnpoBaHa

TooManyAttempts CAVWKOM MHOTO NOMbITOK

TooManyAttemptsWith | Capwkom MHOTO NOMBITOK, AaHHbIE YAaNEHbI

outDeleted

NoUsbDevice Owwnbka ayTeHTUdPMKaumm. Het USB-ycTpoiicTea

ConnectionError OwmnbKa NoaKNOHEHNA

AuthFailed OwmnbKa ayTeHTUDUKALMM

BadDefaultCert HeBepHbIn cepTndUKaT

UserCannotUnlock [Monb3oBaTenb He MOXKeT pa3bnokmposatb MY. Heobxoanmo
06pPaTUTLCA K aAMUHUCTPATOPY ANA YCTAaHOBKM OHOPA30BOro
napons

ErrAuthType HeBepHbI TN BXO4a

4.2.1.2. Mopaynb lockout

Moaynb lockout NpeaHa3HavyeH Aas nposepkn MY Ha npeameT BNOKNMPOBKM.

OnucaHune HaCTpoeK MOAYANA, XPaHALLMXCA B danne
/var/lib/authd/methods/lockout/current.conf, npmueegeHo B Tabnmue
(Tabnunua 5).

Tabnuua 5

. 3HayeHue no
Csounctso OnucaHune

YMOJIYaHUIO

lockout-mode 0

Pexkxnum 610KMpoBKK MY:

-~ (0) NoLockout —He 3aDN10KMPOBAHO;

— (1) RecoverablelLockout —BpPeEMEHHAA
610KMpPOBKa, CHMMaeTcs Yepes 15 MUHYT anbo
aAMUHUCTPaTopom MY;

~ (2) PermanentLockout — NOCTOSHHAA BNOKMPOBKa;
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3HayeHue no

CBoOMCTBO OnucaHue
YMOJYaHUIO

- (3) RecoverablelockoutWithoutTimer —
BpeMeHHan 60KMPOBKA, CHUMAETCA
aamuHucTpatopom MY

lockout-timeout|15 munyT CpoK BpeMeHHOM 610KMPOBKM

lockout- - Havyano BpemeHHOn 610KMPOBKM

timestamp

4.2.1.3. Moaynb loginrestriction

Moaynb loginrestriction npeAHa3HayeH A1A TMNPOBEPKM BO3MOMKHOCTU
ayTeHTMdMKaLUMM NOb30BATENA B CUCTEME B AaHHbIA MOMEHT.
HaCcTpoeK MOy NS, XpaHALWMXCA B danne
/var/lib/authd/methods/loginrestriction/<uid>.conf, NpuBeAeHO B Tabauue

OnwucaHune

(Tabnunua 6).
Tabnnua 6
. 3Ha4yeHue no
CsouncTtso OnucaHue
YMOJ/IYaHUIO
ttl

2 roaa

Tekyuwasn aata + | CpoK AeNCTBMA Yy4ETHOM 3anmncK

login-schedule-

Mo, Tu, We, Th, F'| PacnuncaHme Bxoaa B CUCTEMY MO AHAM Heaenu

days r,Sa, Su

login-schedule- 00:00-00:00 PacnucaHme Bxoaa B CMCTEMY MO BPEMEHM CYTOK
time

login-locked false

BJ'IOI-(I/IpOBKa yquHOVJI 3alnncKn NoAb30BaTeENA

login-temporarily—{Q muHyT

locked

BpemeHHaa BN1OKMPOBKA Y4€THOM 3aNncK
nosib3oBaTens

temporary-lock-
timeout

15 MUHYT

Cpok AencTema 610KMPOBKM

Mpumep:

login-locked=false

login-schedule-days="Mo, Tu,We, Th, Fr, Sa, Su"

login-schedule-time=00:00-00:00 login-temporarily-locked=0

temporary-lock-timeout=900

ttl1l=2025.02.06

4.2.1.4. Mopaynb password

Moaynb password NpeaHasHayYeH AN ayTeHTUDUKALMM MO Napoto.
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OnucaHue rnobanbHbIX HACTPOEK MoAyAA (4015 BCEX MONb30BaTeNEN), XPAHALLMXCA
B ¢aiine /var/lib/authd/methods/password/current.conf, NPUBEAEHO B Tabauue
(Tabnnua 7).

Tabnuua 7
3Ha4yeHue No YMOIYaHUIO
Csouncrtso KopnopatueHaa | CeptudunumposaHHasn OnwucaHue
BepcmA BepcmA
new-length 5 cmumBosi0B 7/ CMMBOJ10B NnvHa napona
new-length- 5 cMmBO/I0B 7 CMMBOJI0OB MUHUMaNbHaA AAMHa NaposiA
lower-limit
new-length- 12 cumBonos MaKcrmanbHaa AIMHa Napons
upper—limit
max-age 0 30 aHeM CpoK aencrsma napona
(0O — 6e3 orpaHu4yeHuin)
max-age-lower-|ges 30 aHen MWHUMaNbHbIN CPOK
limit orpaHuyeHni [eicTBMA Napons
max-age-upper-|180 AHell MaKcrManbHbIN CPOK
limit neicTena napons
max-attempts |(Q 4 KonmnyectBo NonbITOK BBOAA
napons
max-attempts- |Fes 4 MUHUMaNbHOE KONNYECTBO
lower-limit orpaHudeHmni NOMbITOK BBOAA NapoA
max-attempts- 116 10 MaKcMManbHOE KOIMYeCTBO
upper-limit MOMbITOK BBOZAA Napos
new-strength |Q 3 HaaeXHoCTb Napona:
0 — TONbKO UMbpbI;
1 —umndpbl 1 OYKBbI;
2 — umdpsbl, OYKBbI B
HUKHEM U BEPXHEM
perncrpax;
3 — umdpbl M OYKBbI B
HUKHEM U BEPXHEM
pPerncTpax, a Takxe
CNeLCcUMBObI
new-strength- |Q 3 MWHUMaNbHaA HAAEKHOCTb
lower-limit napons
new-strength- |3 MaKcmmaibHaA HaJeXHOCTb
upper—-limit napons
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3Ha4yeHue No YMOYaHMIO

Csouncrtso KopnopatueHaa | CeptudunumposaHHan OnwucaHue
BepcuA Bepcun

history-check |Q 1 VicTopma napona — Konm4ecTso
npeablayLuimnx naposen, ¢
KOTOPbIMM CPaBHMBAETCA
TekyLWmin naponb (0 — He
NPOBEPATb CTOPUIO Naponei)
NMPUMEYAHUE. HoBbin naposb
OO/KEH OTINMYaTbCA OT
npeablayLmx

historyjcbeck— 0 1 MWHMMaNbHOE 3Ha4YeHne

lower-limit MCTOPWM Napona

historyTCbeCk— 10 10 MaKcnmanbHOEe 3HaYeHue

upper-limit MCTOPWM Napona

expiration- 5 aHeMn YBegomneHune ob ncteyeHmnm

notification CPOKa AeMcTBMA Naponsa

generated- password [MonyyeHune

password CreHepupOBaHHOIO MNapoa

generation 0 2 Cnocobbl 3a4aHnA Napons:

— O — TONBbKO BPYYHYIO;

- 1—3aaaHue Bpy4Hyto ambo
reHepaums;

— 2 —TOJIbKO reHepaumna

HacTpoMKu y4eTHbIX 3anmnceit Noab3oBaTena MMetoT 6osiee BbICOKMIA NPUOPUTET Ha,

rnobanbHbIMU

HaCTpoMKamm

7 XpaHATCA B dbarne

/var/lib/authd/methods/password/<uid>.conf.
OnucaHMe HaCTPOeK YYeTHbIX 3anuMcert MNoNb3oBaTens AnA MOAYyNA password
npuseaeHo B Tabanue (Tabaumua 8).

Tabnuua 8
. 3Ha4vyeHue no
CsoucTBO OnucaHue
YMONYAHUIO
attempts OTcyTCcTBYET KosnnyecTBO NOMbITOK BBOAA HEBEPHOIO Napona
length OTcyTcTByeT [ANnHa Tekyuero napona
strength OTcyTtcTByeT HazgeXHOCTb TeKyLlero naposs
expiration- OTcyTCcTBYET Bpems nocneaHen cMeHbl Napons
notification-last-
sent
history OTcyTcTBYET Mictopuma naponen
change-next-time |false CMeHa naposa npu caeaytollen
ayTeHTUPMKALMMN NONb30BATENA B CUCTEME
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4.2.1.5. Moaynb smartcard

Moaynb smartcard npeaHasHayeH A48 ayTeHTUOMKALMM C UCMO/b30BaHUEM
CMapT-KapTbl.

OnucaHme moayns npueeneHo B Tabanue (Tabamua 9).

Tabnunua 9
CBoMCTBO | 3HaYeHMEe N0 YMONYaHUIO OnucaHune
attached TriState {

YKa3blBaeT, NOAK/IOYEHA /N CMAPT-KapTa B

ggézi’ing [aHHbI MOMEHT. 3Ha4YeHne JaHHOro CBOMCTBA
r
True, He coxpaHsneTca B OC

};

HacTpolkm  y4eTHbIX  3anucen nonb30BaTeNA XpaHATCA B  danne
/var/lib/authd/methods/smartcard/<uid>.conf.

OnucaHMe HacTPOEK No/ib3oBaTenen AN MoAyna smartcard NPUMBEAEHO B Tabanue
(Tabnunua 10).

Tabnunua 10

. 3HayeHue no
Csouncrteso OnucaHue

YMOJIMaHUIO
pubkeyIsWritten false

YKasblBaeT, 3anmcaH M NyH6ANYHbIN KAoY Ans
[l@aHHOrO N0/1Ib30BaTeNs

My6AMYHasA YacTb Kako4a, KOTOPbIM NOANMCAH
cepTUPMKAT NONb30BATENA, COXPAHEHHbIN B
3alMLLEHHON 061aCTM CMaApPT-KapTbl

pubkey

4.2.1.6. Mopaynb sudis

Moaynb sudis npeaHasHayeH ANa ayTeHTUPUKALMM B CUCTEME YNPaBAEHUS
A0CTYyNOM K AaHHbIM MB/L Poccuu.
OnuncaHne  rnobanbHbiX  HACTPOEK  MOAYAA,  XPaHALLMXCS B  ¢anne

/usr/share/ru.at consulting.sudis client/policy.conf, npuseaeHo B Tabnuue
(Tabnunua 11).

Tabnuua 11
. 3Ha4YeHue no
CsouncTBO OnucaHue
YMO/IYAHUIO
certs OTcyTcTBYeT CnMCoK AOCTYNHbIX CEPTUPUKATOB OT K/IMEHTA
cyanc
max-attempts 10 Ko/sinyecTBo HeBepHbIX NMOMbITOK BBOAA, NP
3aMycKe KAMeHTa 3Ha4YeHne bepeTca ns daina
/usr/share/ru.at consulting.sudis cli
ent/policy.conf
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4.2.1.7. Moaynsb reset

Mogaynb reset NpeaHasHaveH aaa cbpoca HacTpoek MY [0 3aBOACKOTO COCTOAHMA,

OnucaHue rnobanbHbIX HacTpoek MOy N4, XpaHALLMXCA B
danne /var/lib/authd/methods/reset/current.conf, npuBeAeHO B Tabauue
(Tabnunua 12).

Tabnnua 12
. 3HayeHue no
CsouncTBO OnucaHue
YMOJIYaHNIO
reset-options reboot, wipe |  repoot — aBTOMATUYECKM Nepesarpy3unts MY

nocne cbpoca K 3aBOACKMM HACTPOMKaM;
~ wipe —YyAa/InNTb BCe AaHHble ¢ MY

4.2.2. MHorodaKkTopHaa ayTeHTUPMKauma

BHUMAHMWE! Mepen HacTpoOMKOM MHOrOGaKTOPHOM ayTEHTUDUKALMN HEODXOAMMO
MY, c ycTaHOBNeHHOM KopnopatmBHon Bepcheinr OC ABpopa, COpOCUTb A0 3aBOACKMX
HaCTpOeK.

MHorodakTopHas ayTeHTMOUKAUMA — NPOLLECC NOATBEPKAEHNA NOAANHHOCTU NpPaB
YYETHbIX 3aN1Cei Poaein C MOMOLLbIO MPUMEHEHMA HECKONbKMX Pa3inyatolmnxcsa GakTopos.

Ons  ayteHTudukaumm B OC ABpopa npu pasdbnoknposke MY moryT ObiTb
MCNONb30BaHbl caeaytolmMe cnocobbl, obecneymBatolme NOANMHHBINA AOCTYN K XPaHUMbIM
Ha MY nosb30BaTE/NIbCKMM AAaHHbIM:

— naposnb (nn. 4.2.2.1);

— CMmapT-KkapTa (nn. 4.2.2.2);

— CYANC (nn. 4.2.2.3);

— OTneYyaToK nanbLa.

NPUMEYAHMUE. MNoapobHoe onuncaHue aobaBneHMA oTnedyaTka Naabla NpueeaeHoO
B AOKYMeHTe «PykoBoacTBo nosb3osatena» AAMI.10034-02 90 01.

[na Bbibopa meToda ayTeHTUPUKAUMM HeobXxoAMMO BbIMOMHUTL Chaeaytollme
NencTBns:

— OTKPbITb MEHK CUCTEMHbIX HACTPOeK KaCaHmem 3Ha4Ka @ Ha SKpaHe

NPUNOXKeHUM (cMm. PucyHOK 1);
o]
— KOCHYTbCA NyHKTa MeHIo «onb3oBaTenn» & B noapasgene «Cuctemar;

— B KOHTEKCTHOM MEHK KOCHYTbCA MNyHKTa «HacTpolkm 6He30nacHOCTM»
(cm. PucyHOK 8, cm. PucyHOK 9), B pe3ynbTaTe 0ToOpasuTca cTpaHuua «[Mms yyeTHoM
3anuncu]» (PucyHok 107, PucyHok 108);
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Monb3oBatens 1 | Bnapgenew yctpoicTea
Cnyx6a ayTeHTUdUKaLmm @ Cnyx6a ayTeHTUdGUKaLMn @
Bbibop MeTof0B ayTeHTUMKALUM Bbibop MeTo0B ayTeHTUdUKaLum
OrpaHuyeHue Bxofa B CUCTEMY @ OpHopas0BbIi Naponb @
YCTaHOBUTb CPOK AECTBUS YHETHOM 3anucH, HacTtpoliiku ogHOpa3oBoro napons
orpaHuyYeHue BXoaa Mo AHIO Hefenu u
BPEMEHM CyTOK.
OpHopa3oBbii Naponb @
HacTtpoiiku ogHopa3oBoro napons

PucyHok 107 PucyHok 108

— KOCHYTbCH NyHKTa «Cny»ba ayTeHTUPUKALUM» (cm. PucyHok 107,
cM. PucyHok 108);
— Ha OTKPbIBWENCA CTpaHWLEe HeobXoAMMO BbINOAHWTb OAHO W3 CAeAYHLLMX
NencTBumn:
® aKTMBMPOBATb MNepekatoYaTenb «EAMHBLIM CNMCOK GaKTOPOB» M BbIOPaThb
eauHbIA MeToAd ayTeEHTUPUKALMN, KOCHYBLUMCb COOTBETCTBYIOLLErO NepekatovaTend, Ana
BbINMO/IHEHMA BCEX AeNCTBUI B cucTeme (PucyHok 109);
® 1€aKTMBMPOBATb MNepekatodaTend «EAMHbIA CNMCOK GaKTopoB» M BbibpaTb
MeTOoAbl ayTEHTUOUKALMKM, KOCHYBLUMCb COOTBETCBYIOUWIMX MNepeKkatovaTenen, npu
BKAOYEHMM MY M NOATBEPXKAEHMA HACTPOEK, a TakXe npu pas3baokmpoBke MY
(PucyHok 110);
— KOCHYTbCSl KHOMKN « COXPaHUTb» ANA COXPAaHEHNA U3MEHEHUN,
— noATBepAMTb AENCTBME BBOAOM TEKYLLEro naponsa (cm. PUCYHOK 4).
BHAMAHUE! [na wcnonb3oBaHMA MeToda ayTeHTUPUKaumm «CmapT-KapTa»
HeobxoAMMO NPeaBapPUTEIbHO HAaCTPOUTb CMapPT-KapTy (nn. 4.2.2.2.3).
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HacTpoiku cnyx6bl ayTeHTUdUKaLll | HacTpoliku cnyx6bl ayTeHTUdUKaL,
EnvHbIn cnucok dakTopos #  EOuHbIN cnncok dakTopos
Bce pevicTeus 6yayT UCNONb30BaTh OAHU U Bce geiicTeuna 6yayT UCNONb30BaTh OAHU U
Te Xe MeToabl ayTeHTMd)IAKaL\MM Te Xe MeToabl ayTeHTmwaaumw
Bbibepute MeToabl ayTeHTUOMKALUN BbibepuTe MeToabl ayTeHTUdUKaumum
Maponb
Maponb
CoxpaHutb
Maponb

OTneyaTtok nanbua

CmapT-kapTa

CoxpaHuTb

PucyHok 109 PucyHok 110

4.2.2.1. AyTeEHTUPMKALMA C NOMOLLbIO NAPONS

BHUMAHWE! Mpun npeBbllLeHM KoNnMYecTBa NOMNbITOK BBOAA HEBEPHOTo napona MY
aBTOMaTM4eCKn byaeT 3abnoKMpoBaHO. Bpema 6A0KMpPOBKM ABASETCA GUKCMPOBAHHbLIM M
cocTtasndeT 15 muHyT. lepesarpy3ka MY A0 UCTedeHMA YKa3aHHOro BpeMeHu NpuBeaeT K
MOBTOPHOMY 3aMyCKy oTcyeTa 15 MUHYT.

Mpu nepBom BKAOYEHUM MY HeobxoaMMo BBECTU

napob, KOTOpPbIM byaet 3anpallmBaThCs 7
MCMN0/1b30BaTbCA ANS:
*% — WndpoBaHUs [aHHbIX no/sib3oBaTens
P (PucyHok 111);
URIKERENER R ) — pasbnoknpoBkn MY (PucyHok 112, PucyHok 113).

NMPUMEYAHMUE. LLinppoBaHune pasgena C
AOMALHMMM  nankamu  nonb3osatenen  (n.4.2.3)
NPOUCXOANT B CIeAYIOLLMX CAYYaAX:

— MpW NepBom BKAOYEHUN MY;

— nocne cbpoca HacTpoek MY [0 3aBOACKOro
cocTosaHma (noapasaen 2.2).

PucyHok 111



BeeguTe HOBbIM Naponb

[nvHa napons gonxHa 6biTb 5-12 cumeonos.

1 2 3
4 5 6
7 8 9
Aa 0

OTMEeHUTb

PucyHok 112

4.2.2.1.1.
NMPUMEYAHUA:
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MosTOPUTE Naponb

Bnapeneuy ycTpoicTea

1 2 3
4 5 6
7 8 9
Aa 0

OTMEeHUTb

PucyHok 113

HacTponKka 610KnposkmM MY

v 3MeHeHMA HaCTPoeK B NYyHKTE MeHI0 «BIOKMPOBKa YCTPOMCTBA» NMPUMEHAIOTCA
KO BCEM YYETHbIM 3aNUCAM Poaen, co3gaHHbIM Ha MY;
v’ Cnyyan, mpu KOTOPbIX MOXET BbITb 3aMpOLLEH Naposb, onuncaHbl 8 n. 4.2.1.

BnokupoBka ycTpoiicTBa

AsTOMaTHYeckasn 610KMpoBKa
Mpw BbIKNIOYEHUW 3KpaHa

k OTOGPH)KaTb YBefoMneHus, korga

yCTpoiicTBO 3a6N0KMPOBaHO

Maponb

M3MeHWUTb Naponb

HacTpoiiku oTnevaTkoB @

3necb MOXHO BbINONHUTL HACTPOWKY
0TrneYyaTkoB nanbues

HacTpoiiku cMapT-KapTbl @

30ech MOXHO BbINOMHUTL HACTPOMKY CMapT-
KapThl

PucyHok 114

[Ons  HacTpolknM 6nokmpoBkn MY Heobxoammo
BbINONHUTbL CAeaytoline AeNCTBUA:
— OTKPbITb MEHK CUCTEMHbIX HAaCTPOEK KacaHuem

3Ha4kKa @ Ha DKpaHe NpunoxeHni (cm. PucyHok 1);

— KOCHYTbCA  MNyHKTa  MeH  «BlOKMpOBKa
M
ycTpoictBa» [ B noapasgene «besonacHOCTb» B

pe3ynbTaTe 0TOOPA3NTCA OAHOMMEHHAA CTpaHMUa C
HacTpolKkamm 6nokmnpoBkn MY (PucyHok 114);

— KOCHYTbCA nons «ABTOMaTMyeckas 610KMPOBKa»
M Ha OTKpPbIBLIENCSA CTpaHuLe BblbpaTb Bpems A0
aBToOMatmnyeckon  6a0kmpoBkn MY  (PucyHok 115,
PucyHok 116), KOCHYBLUUCb COOTBETCTBYIOLIMX MNONEN U

noATBEpAMB AENCTBME BBOAOM TEKYLLEro Mnapons
(cm. PucyHok 4);
— KOCHYTbCA nepekatoYaTens «OTO0bpaxkaTh

yBEAOM/IEHUA, KOTAa YCTPOUCTBO 3aDNOKMPOBAHO» AR
oTobpaXKeHns yBeJOMIEHMI Ha DKpaHe BNOKUPOBKMY.
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BHUMAHUE! VYeBepomneHus 6yayT nNpuxoauTb HA  BbIK/JOYEHHbIM  3KpaH
3abnokumposaHHoro MY.

BHUMAHWME! BapuaHTbl 3HayeHWin B none «ABTOMaTuyeckada 6/10KMPOBKa»
OT/INYAtOTCA B 3aBUCUMOCTK 0T Bepckm OC ABpopa (PucyHok 115, PucyHok 116).

MPUMEYAHUE. SkpaH MY noracHeT B C/ay4ae eC/iM YCTaHOBJIEHHOE Bpems
aBTOMATMYeCKON BNIOKMPOBKM ByAeT NPeBbILLATb BPEMSA CAALLETO pexnma, Ho MY npu aTom
He byaeT 3abn1oKkMpoBaHo. Ana ganbHenwen paboTbl HEODXOAMMO BKAOYMTL 3KpaH MY 1
NPOAOMKNUTb paboTy 6e3 BBOAA Napons.

l AsTomatieckas 6n10kipoeka AsTOoMaTH4eckas 6/10KMpoBKa
HeakTuHa Mpy BLIKNIOYEHUM IKPaHa
Mpu BLIKNIOYEHUM 3KpaHa 15 cekyHn
15 cekyHA, 30 cekyHA
30 cekyHA 1 MUHYTa
1muHyTa 2 MUHYTBI
2 MUHYTbI 5 MUHYT
5 MuHyT 10 MUHYT
10 MUHYT
PucyHok 115 PucyHok 116

4.2.2.1.2. 3agaHve oAHOPA30BOro NaposA

MPUMEYAHMUE. MoapobHoe onuncaHme 0 BXOAE B YYETHYHO 3aMMCb NO/b30BaTENS C
MOMOLLbIO O4HOPA30BOrO NAPOaA NPUBEAEHO B AOKYMEHTE « PyKOBOACTBO MO/Ib30BATENAY»
AIMT.10034-02 90 01.

O4HOPa30BbIN Napoab TpebyeTca AN BbINOJHEHUSA BXOAA B CUCTEMY MPW MEPBOM
BKAtOYeHMM MY noa, HOBOM y4€THOW 3aNMnChIO.



OpHopa3oBbI Naposib

cccee
Maponb

[nuHa napons gomxHa 6biTb 5-12 cumBonos.

CreHepupoBaTb

YcTaHoBUTb

©

PucyHok 117
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334aTb OAHOPA30BbIM MAPO/ib BO3MOXHO [ABYMA
cnocobamu:

1) MepBbl cnocob: nNpu CO34aHNUM YY4ETHOM 3anuncK
NONb30BaTENA KOCHYTbCA KHOMKWU «CreHepnpoBaTb» A4
reHepaumy napond AMbo YCTaHOBUTb Kypcop B Moje
«O4HOpPa30BbIN NAPOab» M 334aTb NAPOab (CM. PUCYHOK 3);

2) Btopow cnocob:

—Ha CTpaHuue «[Ums y4yeTHoM
(cm.  PucyHok 107, cm.  PucyHok 108)
KOCHYTbCA NyHKTa « O4HOPA30BbIN NAPO/b»;

— Ha OTKPbIBLIEMNCA CTPAHMLLE KOCHYTbCA KHOMKM
«CreHepupoBaTb» (PucyHoKk 117) ans reHepaumm napons
NMBO YyCTaHOBUTbL Kypcop B nosie «O4HOPa30BbIN NapOoby»
M 3a4aTb NApONb;

— KOCHYTbCA 3HauYka & ana oTobpaskeHUa Napons;

— KOCHYTbCA KHOMKN «YCcTaHOoBUTLY (PucyHok 117) u
noATBEPAMTL  AEWUCTBME BBOAOM  TeKylWlero naposA
(cm. PucyHok 4).

3anucu]»
Heobxoanmo

4.2.2.1.3. HacTpoMKa NapoabHOM NOAUTUKN

| O61me HacTPOMUKH

Hactpoiiku napons

HacTpoliku nonuTuku naponei

PucyHok 118

MPUMEYAHUE. M3meHeHMs HaAcTpoeK MnaposbHOM
NOANTUKM ByayT NPUMEHEHbI KO BCEM YYETHbIM 3aMMCAM,
Cco34aHHbIM Ha MY.

[na nepexosa K HAaCTPOMKaAM NapoOabHOM NONUTUKM
HeobXoAMMO BbINONHUTL Ceaytolne AeNCTBUA:

— OTKPbITb MEHIO CMCTEMHbIX HACTPOEK KacaHMeMm

3Ha4Ka @ Ha DKpaHe nNpuaoxKeHun (cm. PucyHok 1);
(o]

— KOCHYTbCA MyHKTa MeHl «Monb3oBaTenm» &g
noapasgene «Cuctema», B pesynbtate oTobpasmTcs
OJHOMMEHHan CTpaHULa C NPeAcTaBAeHHbIM CMUCKOM
nonb3oBaTenen, co3gaHHbix Ha MY (cm. PUcyHOK 5);

— KOCHYTbCA nons «ObLwmne HACTPOMNKMN»
(cm. PucyHoK 5), B pesynbTaTe oTobpasnTca
OZlHOMMEHHas cTpaHuua (PucyHok 118).



79
AOMTI.10034-02 91 01

[ns HAaCTPOMKM NapONbHOM NONUTUKM HEODXOAMMO KOCHYTBLCA NYHKTa «HaCTPOMKM
napons» (cm. PucyHok 118) M Ha OTKpPbIBLIENCA CTPaHuUe 3adaTb Heobxoammble
napameTpbl 414 Napona:

— OJIVHa;
— C/I0XHOCT®b;

— KOJIN4eCTBO NONbITOK BBOAA,
— OT/In4mMe OT npedblayLnx naponel?l;

— CPOK AencTBuA;

— yBeZJoMeHMe 06 NCTEYEHNM CPOKA AEMNCTBUA.

HacTpoitku napons

HacTpoiite nonuTuky naponei, kotopas
6yneT npUMeHeHa Ko BCeM Nnosb3oBaTensm

5 cumBonoB

MuHuManbHas ANvHa napons

CnoxHocTb napons

MpocTas (Tonbko undpsl)

# CnoxHas

[lononHuTenbHble HaCTPOMKU
He orpaHuyeHo
A m—————
Bes npoeepku
HefocTynHocTs nosTopa npen, napone
UcTekaeT yepe3 He orpaHunyeH
YKa)KMTe, Korga uctekaert Cpok ﬂ,eﬁCTBMﬂ napons

3a 5 gHein

YBSAOMnﬂTb 06 ucteueHum napons

PucyHok 119

[na  HaCTpPOMKM  ANWHBbI  nNapons HeobxoaMmo
YCTQHOBWUTb KOJIMYECTBO CMMBO/IOB, MepemeLl,an caanaep
«MuHumanbHaa anuvHa napons» (PucyHok 120) BnpaBo
ONA  YBEAMYEHMA KONMYeCcTBa BXOAAWMX B MapO/b
cMMBONOB AMbBO BNEBO ANA YMEHbLUEHMA KOMYECTBa
CMMBO/IOB, U MOATBEPAMTL AENCTBME BBOAOM TEKYLLETO
napons (cm. PucyHok 4).

MPUMEYAHUE. T[peaycmoTpeHa  BO3MOMKHOCTb
YCTaHOBUTb AJIMHY Napona oT 5 40 12 cMMBO/IOB.
BHUMAHUE! 3HayeHne MMHMMANBHOW  ANWHBI

napondA oT/IM4yaeTca B 3aBMcMMOCTM oT Bepcmm OC ABpopa
(cm. PucyHok 119, PucyHok 120).
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[na 3a4aHMA CNOXHOCTM Napons HeobxoaAMmo B
iESTROAR FAPEd nogpasgene «CNoxHOCTb Napoaa» akTMBMPOBATb OAMH
13 cnepyrowmx nepekatodatenen (PucyHok 120):

— «MpocTaa (Tonbko umbpbl)», rae naponb dbyaet

HacTpoiite nonuTHKy naposnein, KoTop
6yaeT npuMeHeHa KO BCEM MNoNb30oBaTeNnsam

IR o ——— COCTOATb TONbKO U3 LNP;
AVEKHER B AR — «CnoxHas», rae naposib AO/KEH COAEPKaTb KaK
MUHUMYM  unbpy, OyKBYy, 3arnaBHyto  OykBy U
MpocTas (Tonbko undpbl) CI‘IeLl,l/IaanbllZ CHMMBO.

MNMPUMEYAHUE. B cnydyae BbibOpa 3Ha4eHUA
«CnoxHad» HeobxoaMmMo  MNoATBepAMTb  AENCTBME
BBOJOM TeKyllero naponsa (cm. PucyHok 4).

[lns yCTaHOBKWM KOAMYeCTBa MOMbITOK BBOAA NapOAA
HeobxoamMmo B noapasgene  «JononHUTeNbHble
HaCTPOMKM»  MepemecTUTb  cnangep  «KoamvecTtso

# CnoxHasa

10
KonnyecTtso nonbiTok
1

HepocTtynHocTb NoBTOpa Npea. naponei

Uerexaer sepes 180 el MOMbITOK» BMNPABO ANA YBENNYEHUA KOIMYECTBA MOMbITOK
YKaxuTe, Koraa UCTeKaeT Cpok AeiCTBus napons fll/|6O B/IEBO ,ﬂ,flﬂ yMeHbLLIeHMﬂ.
s BHUMAHUE! MuHumanbHoe U MaKcKMManbHOeE
A R 3HaveHune cnangepa «KonmyecTBo NOMbITOK» 3aBUCKUT OT
PucyHok 120 Bepcun OC Aspopa (PucyHok 120, PucyHok 121).

[lna ycTaHOBKM KOAMYECTBa NpeablAyLLMX Napoaei, OT KOTOPbIX AOKEH OTAMYATHCA
HOBbIN NMapo/ib, HeobxoAMMO B noapasaene «JonoNHUTENbHbIE HACTPONKM» NepemecTnTb
cnamgep «HenocTynHOCTb NOBTOPaA NpeA. Naposein» BNpaBo A1A YBeANYEeHMA KOMYeCcTBa
naponen nmbo BNeBO AN YMeHblueHmA (cm. PucyHok 120).

[lna 3apaHnsa cpoKka JAeNCTBUA Napons HeobXoAMMO BbIMOAHUTL Chaeaytoulme
NencTens:

— B noapasaene «[JoNONHUTENbHbIE HACTPOMKM» KOCHYTbCA nond «McTekaeT
yepes» (PucyHok 121);

— Ha OTKpPbIBLUENCA CTPaHMLE BbIOpaTb 04HO U3 3Ha4YeHuM (PucyHok 122);

— nNoATBepAMTb ALNCTBME BBOAOM TEKYLLEro naposa (Cm. PUCYHOK 4).

BHUMAHUE! TMo TtpeboBaHuam 6e3zonacHoctn MC, B KOTOPbIX MAaHMpyeTca
Mcnonb3oBaHWe MY, CpoK AencTBMA Napona AoMKeH bblTb yCTaHOBAEH B 3HaveHMe «180
oHen».



HacTpoiiku napons

HacTpoiite nonutuky naponeu, kotopas
6yneT npMMeHeHa KO BCeM Mo/nb3osaTensm

7 cumBoONOB

MwuHuManbHas anvHa napons

CnoxHocTb napons

MpocTas (Tonbko umMppsl)

#  CnoxHas

[ononHutenbHble HacT [)OMKM

HepocTtynHocTb nosTopa npeq. naponei

WUctekaet yepes 180 aHeit
YkaxuTe, Koraa UCTeKaeT CpoK AeCTBUS napons

3a 5 gHen

YsenomnaTb 06 UCTeYeHUU napons

PucyHok 121

HacTtpoiiku napons

HacTpoiite nonuTuky naponei, kotopas
6yneT npuMeHeHa KO BCeM Nnosib3oBaTensamMm

5 cumBonoB

MwuHuManbHas gnvHa napons
CnoxHocTtb napons

MpocTas (Tonbko undpsl)
#  CnoxHas

[ononHUTENnbHbIE HACTPOMKK

KonuyecTteo nonbiTok

Bes npoBepku

HepocTynHocTb NoBTOpa npep. naponei
WUcTtekaeT yepes He orpaHnyeH
YKa)KMTe, Korga uctekaert Cpok ﬂeﬁCTBMﬂ napons

3a 10 gHen

YEeﬂoMﬂﬂTb 06 ucteyeHum naponsa

PucyHok 123
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| UcTekaeT yepes

He orpaHuyeH
30 gHen

60 gHen

90 gHen

120 gHew

150 gHen

180 aHen

PucyHok 122

[lna 3apaHnA BpeMeHu yBeaoMAeHNsA 06 NCTeYeH M
CpOKa [Aenctems napona HeobxoauMMo  BbIMOMHUTD
cnepyrouime oencTBumA:

— B noapasgene «JononHUTENbHblE HACTPOMKN»
nepemectuTb cnamgep «YeBegoMnatb 06 uUCTeYeHUM
napons» (PucyHok 123) BnNpaBo A0S  yBeJIUYEHUS
KonnyectBa JAHen nMbo BAEBO ANA  YMEHbLUIEHMA
KONMYecTBa AHeW, 3a KOTOPOe MNO0NAb30BaTeNb HayHEeT
nosiy4yaTb yBeAOMAEHUA 00 UCTEYEHUN CPOKA AeNCcTBMA
napons;

— noATBepAMTb  AEeWCTBME BBOAOM  TEKYLLErO
napons (cm. PucyHok 4).
MPUMEYAHUE. TpeaycmoTpeHa  BO3MOXKHOCTb

YCTaHOBWUTb 3Ha4yeHme oT O (Hukoraa) go 10 aHen.
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4.2.2.2. AyTeHTUOMKaUMA C MOMOLLbIO CMapPT-KapTbl

B OC ABpopa Ans ayTeHTMOMKAUMM MOryT OblTb MCMOAb30BaHbl CMapPT-KapTbl
cnenyrouwmx tmnos: USB n NFC, a umeHHoO:

— «PytokeH» Bepcum 4 (UM PKI) — nporpammHO-annapaTHbIn KOMMAEKC
ayTeHTUOMKaUMM M XpaHeHna nHpopmaumm (ceptndmrat PCTIK Poccunm Ne3753);

— JaCarta — cpeacTBo ayTeHTMOMKaUMM 1 Be30MacHOro xpaHeHMAa MHPopMaLmm
nonb3osaTenen (ceptnudukat PCTIK Poccum Ne3449),

BHUMAHWE! WNcnonb3osaHme ana ayteHTudukaumm B OC ABpopa CMapT-KapT,
OT/IMYHbIX OT YKa3aHHbIX, He NpeaycmaTpmsaeTca!

4.2.2.2.1. Obwme npaBmaa HACTPOMKN N UCMNOb30BAHNA CMAPT-KapT

HeobxoauMmo  yu4uTbiBaTb C/edytollMe OCHOBHble MpaBuaa  HACTPOMKM M
MCNONb30BaHMA CMapPT-KapT:

— 3KCNAyaTaumlo CMapT-KapTbl caedyeT OCYyLWeCTBAATb COrnacHo TpeboBaHMAM,
YKa3aHHbIM B COOTBETCTBYHOLLEN JOKYMEHTALMM HA HEE;

— ana obecnevyeHma nogkntoveHna K MY 1 nocneayollein HaCTPOMKM CMapPT-KapTbl
TpebyeTca MCcNonb3oBaTb cneumanm3mpoBaHHbiM USB OTG-nepexogHWK, KOTOPbIA He
BXOAMT B KOMMNAEKT NOCTaBkn MY;

— NoNUTUKA  He30MacHOCTM  MOXKEeT  3anpewatb MNPUMEHEHME  BHELLHWUX
USB-ycTpoicTs, Oas 3TOro HeobxoAMMO AOMONHUTENbHO MNPOBEPUTbL YCTAaHOBAEHHOE
orpaHudyeHune agernctaytowen 8 OC ABpopa nonntnkm besonacHoctu (n. 4.3.2);

— npu paboTe co cmapT-KapTon noTpedyeTca AONOAHUTENbHLIM Mapoab ANA
[0CTyNa B 3alliMUieHHYt0 006/1acTb MamMATM CMapT-KapTbl, B KOTOPYK MNpPOM3BOAMTCA
Ha3Ha4YeHWe N CoXpaHeHNe ayTEHTUPUKALMOHHOM MHPOPMaALIMK NONb30BaTENSA,;

— ayTeHTMOMKALMA C MOMOLLbIO CMapT-KapTbl A4OCTYMHA A4 BCEX YY4ETHbIX 3anmcen
ponen (cm. n. 1.2.1), co3gaHHbIX Ha MY.

MPUMEYAHUE. AyTeHTUPMKALMA C MOMOLLbID CMAPT-KapTbl BbIMONHAETCA TONbKO
NpY NEePBOM BKAHOYEHMMN YHETHOWN 3aMUCHK.

4.2.2.2.2. [llpeasaputesibHaa NOAroTOBKA CMapT-KapThbl

Ona paboTbl CO CMapPT-KApTOM HEOoObXOAMMO BbIMONHUTL NpPeaBapUTENbHYIO
HAaCTPOMKY, KOTOopas MOXeT OblTb BbIMOJHEHA C MCMNO/b30BAHMEM 31EKTPOHHO-
BbIYMCIUTENBHOM MalMHbI (IBM) ¢ OC Linux, Ha KOTOPOWN NpeaBapuUTENbHO A0MKEH OblThb
YCTaHOB/IEH NAKET opensc.

MPUMEYAHME. CmapT-KapTbl A0KHbI UMeTb GOPMaAT PKCS#15.

B cnyyae ecnn cmapT-KapTa uMeeT Apyron popmaT, ANA ee nepenHuumanmsaumm B
dbopmaTt PKCS#15 Ha OBM HeobxoaMMo BbINOSHUTL CAeaytolme KOMaHAbI:

pkcsl5-init --erase-card -p rutoken ecp
pkcslb5-init --create-pkcsl5 --so-pin "87654321" --so-puk ""
pkcsl5-init --store-pin --label "User PIN" --auth-id 02 --pin "12345678"

--puk "" --so-pin "87654321" --finalize
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BHUMAHMWUE! Mocne nepenHuumanm3almm cMapT-KapTbl BCe AaHHble C Hee byayT
yOaneHsol.

4.2.2.2.3. HacTpoMKa cMapT-KapTbl

MPUMEYAHUE. MoapobHoe onmcaHme HACTPOMKM CMapT-KapTbl NPMBEAEHO B
NOKymeHTe «PyKkoBoAaCTBO nosib3oBaTena» AAMI.10034-02 90 01.

4.2.2.3. AyteHTndmKauma c nomouwbto CYJNC

AyTeHTudMKaums ¢ nomoubto CYANC:

— nNpefHasHayeHa  ANnAa  UAeHTUduKauum U
ayTeHTMdUKaummn nonslosatenen NCOA MB/ Poccuu;

— [OCTyNHa Ha MY TOAbKO Mpuv  HaanMymu
yCTaHOB/eHHOTo KaneHTa CYNC » goctyna K cepsepy
CYONC yepes ceTb NHTepHeT.
Bronno e e B CYOWUC nonb3oBaTenb  MOXKET — NPONTY
ayTEHTUDMKALMIO C NOMOLLb NPeaoCTaBAeHMA OAHON
13 cneayollen KOMbMHaUMM AaHHbIX:

— JIOTWUH 1 NapOib;

— cepTudmkat un PIN-kop (PucyHok 124).
Bonnoepono CosgaHue N0/1b30BaATENbCKUX
ayTeHTUOMKALMOHHBIX AAHHbIX BbIMONHAETCA B CUCTEME
NCOL MB/L Poccuun n CUHXPOHU3IUPYETCA C KIMEHTOM
CYANC Ha MY.

BeeauTte nuH-koa

Het pocTynHpix ceprupukaron

N ‘-_‘:r" ”(’

OKCTPEeHHbIV BbI30B

PucyHok 124
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4.2.2.4. HacTpoWnKa orpaHn4YeHmn Bxoda B CUCTEMY

[lnA HaCTPOMKM OrpaHMYEHUn BXOJa B CUCTEMY A4
YYETHOW 3anmncK nosib3oBaTens HeobXoAMMO BbIMOJHUTL

OrpaHquHMe BXO4a B CUCTEMY

HacTtpoitku 6e3onacHoCTH Nonb3oBaTens 1 ' .
orpaHu4yeHus Bxona B CUCTeMy Cj-l eluiyl-o LLl‘VIe lﬂ|e MCTB Mﬂ *
[encTane y48THOI 3anucy nonb3osaTens — KOC HyTbCFI I'IyH KTa « O I'pa HndyeHme BXO4a B
22 aHBapsa 2026
BGepuTe RaTy, noce KoTopoli nons3osaTens He cuctemy» (cm. PucyHok 107), B pe3ynbTaTe oTobpasmTca
CMOXET BOUTU B CUCTEMY

OAHOMMeHHas cTpaHuua (PucyHok 125);
[lHu BXOQa B cucteMy o o
MM, BT, Cp, 4T, 1T, C6, BC — KOCHYTbCA nona «[encrene y4yeTHOW 3anucu
BbibepuTe AHU Heaenu, B Te4eHMe KOTOpbIX o
FonL308aTes OMOXCT B0HTH B CHCTeMY NONb30BaTeNA» M HA OTKPbIBLWENCA CTpaHMLE BbiOpaTb
Bpewms Bxofia B cUCTeMy naty (cm. PucyHok 20), nocne KOTopon Nonb3oBaTeNb He

Bbléepme BpemMs Bxoaa nonb3osartens B CUCTeMY

CMOXET BONTM B YYETHYHO 3aMunChb;

— KOCHyTbCA nond «[HW BXOoAa B CUCTEMY» M Ha
3a6nokuposars nons3osatens OTKPbIBLUENCA CTPaHMLE BbIDPaTb AHM HeAeNn, B TeYeHue
KOTOPbIX MONb30BaTENb CMOXET BOWTM B CUCTEMY
(PucyHok 126);

— [eaKTMBMPOBATb Nepekatoyatens «Becb AeHb», B
pe3ynbtaTe o0T0bOpPa3ATCA NonA  BBOAA  AManasoHa
BPEMEHM, B TeYEeHMEe KOTOPOro no/b30BaTe/lb CMOXKET
BOMTM B cuctemy (PucyHok 127).

Becb geHb

PucyHok 125

NMPUMEYAHUE. Ona aKTMBaumm nepekatodaTend AOCTAaTOYHO KOCHYTbCA MO/A, B
KOTOPOM OH Pacno/IOXeH: NepekatovaTelb HauyHeT CBETUTLCA ApYe, YEM B COCTOAHUM MO
YMONYaHUIO (HEAKTUBHOM);

— KOCHYTbCSi COOTBETCTBYIOLIMX MNONEN ANA YCTAHOBKM WHTEpPBaNa BPEMEHU
(cm. PrucyHoK 21), B Te4eHME KOTOPOro N0/1b30BaTENb CMOXKET BONTU B CUCTEMY.

Ons  ONOKMPOBKM MNONb30BATENA HEOOXOAMMO KOCHYTbCS MNepeKkntodaTens
«3abnoKMpoBaTb MOAb30BATENA» WU NOATBEPAUTL AENCTBME BBOAOM TEKYLLEro napons
(cm. PucyHoK 4).
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| OTMeHUTb MoaTBepanTb | | OrpaHuyeHue Bxoga B CUCTEMY
HacTtpoiiku 6e3onacHocTH nonb3oeatens 1
Bbl6paTb AHM onna B orpaHu4yeHus Bxoga B CUCTeMy
cucremy [eicTBre YY4ETHOM 3anNUCK NOSIb3OBATENS
22 anBaps 2026
MoHepenbHUK Bbi6epuTe aaty, nocne KOTOPOW Nosb3oBaTenb He
CMOXET BOMTU B cucremy
BTopHuk
[Hu Bxoaa B cuctemy
MH, BT, Cp, 4T, NT, ¢6, BC
Cpena BbibepuTe AHU Hefienu, B Te4eHUe KOTOPbIX
nonb3oBaTeslb CMOXET BOITU B cucrtemy
YeTBepr
Bpems Bxoga B cuctemy
Bbléepme Bpems BxoAa nonb3oeaTens B CUCTeMy
MatHuua
# Becb peHb
Cy660Tta
¥ C 10:00 o 22:00
BockpeceHbe
#  3abnokupoBsaTb Nonb3oBaTens
PucyHok 126 PucyHok 127

4.2.3. lndpoBaHue pasgena c AOMALLHUMM NanKkamm

LLinppoBaHne pasgena Cc AOMALIHUMKW Mankamu — 3TO Npoleaypa, Npu KOTOpoW
BBEAEHHbI MNaposb CpaBHMBAETCA C naponbHon ¢pa3on cnota LUKS-pasgena,
COOTBETCTBYHOLLErO MAEHTUDMKATOPY NOIb30BATENA.

B OC ABpopa pa3aen ¢ AOMaLIHUMM NankaMu WndpyeTca C MOMOLLbIO aAropuUTMa
aes-xts-plain64 512-OMTHbIM MacCTep-KAKOYOM, ANA XPAaHEHMA KOTOPOro MCMO/b3yeTca
LUKS-3aronoBoK, coOCToAWMI N3 caeayoumx 8 C10TOB:

— OAMH CNOT MCNONb3YETCA YH4ETHOM 3aMNCb0 aAMMHNCTPATOPA;

— WeCTb CNOTOB AOCTYMHbI CO34aBaeMbIM YY4ETHbIM 3aMMCAM NOb30BaATENA;

— OAMH CNOT pe3epBupyeTca 418 CMeHbl Maponen.

NoeHTMOUKATOP  y4eTHOM  3alMMcK  MNo/b30oBaTena  onpeaenseTr  Homep
MCMNONb3yeMOro C/A0Ta, MNPM 3TOM B KaXAOM W3 C/NOTOB XPAHUTCA MaCTep-K/oY,
WMPPOBAHHbIM NaposeM COOTBETCTBYHOLLEN yYETHOM 3amnMMCKh MOJIb30BaTeNA C MOMOLLbIO
aNropuTMa PBKDFE. KONMYeCcTBO UTepaLmMii anropntMma noadbumpaerca Takum obpasom, 4Tobbl
NpoBepKa 0AHOM KOMOMHALMM BbINOAHANACE NPUOAMU3UTENBHO OAHY CEKYHAY.

BHumaHume! Mpu o6HoBneHnn OC oo Bepcum 5.0 u Bbilwe:

— MPW BKAOYEHHOM LWINPPOBAHNM: BEpPCUA 1uks OCTaHETCA Luks 1;

— NPU  BbIKNOYEHHOM  LIMPPOBAHUM: MONb30BATENLCKME [AaHHbIE OCTAHYTCH
He3alwmndpPOBaHHbLIMM.
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BbinonHeHWe cneayowmx AencTBmin TpebyeT BBOAA

| Wugposanue KOppeKTHoro napona w3 cnota  LUKS-3aronoska,
SR COOTBETCTBYIOLLErO MAEHTUDUKATOPY BbIBPaHHOM YYETHO
RonyauTh K M AoCTyN. MpesoCTaBnerve 3anucK nonbsosaTena:
i — pa3biIoKMPOBKa [OOMalUHEN Nanku Npu 3arpyske
MonbsosaTenbckue AaHHble My,'
ploe — pa3bnokmposka Ul Lipstick.
o [na  oTobpaeHua cTpaHuubl  «ludposaHne»
TAMED. 35,21 (PucyHok 128) HeobxoAMMO BbIMOAHUTL  claeaytolime
nencTeunA:

— OTKPbITb MEHK CUCTEMHbIX HACTPOEK KacaHWem
3Ha4yKa @ Ha DKpaHe NPUAOXKEHNI (CM. PUcyHOK 1);

— KOCHYTbCS MyHKTa MeHto «llndpposaHue» B
noapasaene «bes3onacHoOCTbY.

PucyHok 128

4.3. YnpaBneHue A0CTyrnom

B OC ABpopa peasin30BaHbl Cedyouwme MexaH3Mbl YIpaBAeHUA AOCTYNOM:

— AMCKPeUMOoHHOe pasrpaHmyeHne npas pgoctyna (DAC), ocHoBaHHOe Ha
cneayowmx cywHoctax (n. 4.3.1):

e OuTax paspeleHuni;

e cnuckax KoHTpona aoctyna (POSIX ACL) 1 paclumpeHHbIx aTprbyTax cTaHaapTa
POSIX 1e;

® BO3MOXHOCTAX U/UNN NepeyHAX BO3MOXKHOCTEN — capabilities;

— poneBoe pasrpaHuvyeHne A0CTyna, npeaycMmaTpuBatollee akTMBaALMIO NMOJUTUK
6e30MacHOCTK, KOTOpble MpedHasHayeHbl Ana ynpasaeHna oyHkumamm OC ABpopa
(n.4.3.2).

MPUMEYAHUE. VYnpasneHne nonutukamm 6e30MaCHOCTM AOCTYNHO TONbKO
aAMUHUCTPATOPY.

4.3.1. InckpeumoHHasa moae b ynpasaeHna 4OCTYNOM
4.3.1.1. Obuwaa nHdopmauma

Mpu pasrpaHuyeHnn goctyna K obbektam OC OC ABpopa peanmsyer
NNCKPELMOHHYIO MOZeNb pasrpaHMyeHns paoctyna. [aHHaa moaenb npeanonaraet
ynpaB/ieHmne A0CTyNoOM CyObeKTOB K 0OBbEeKTamM Ha OCHOBE MaTpuLbl A0CTyna. Kaxkapbii
06bekT OC (dain, nanka) MMmeeT NPUBA3AHHOIO K Hemy cybbekTa (nonv3oBatens OC),
Ha3blBAaeMOro Bnagenbuem. VMimeHHo Bnaaeney, (nMbo agMMHUCTPATOP) YyCTaHaBAMBaET
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npaBa A0CTyNa K 06beKTy. MNpaBa A40CTyna onpeaensatoT Habop AeNCTBMIA, KOTOPble CyDbeKT
MOMET COBepLUaTb C 0ObEKTOM.

NMPUMEYAHUE. TMoacuctema pasrpaHUYeHWa AO0CTyna [AencTByeT TOAbKO AAf
dannoB M NanoK, XPaHAWMXCA Ha BHYTPEHHEM HaKonuTene YCTpoWcTBa. HacTpolka
pa3rpaHMyeHma A0CTyna JAO/KHA OCYLLEeCTBAATbCA B COOTBETCTBMM C MONOKEHMAMMU
AOKYyMeHTa «PyKOBOACTBO MO YCTaHOBKe M HacTpomke» AAMI.10034-02 93 01.

B OC npaBa 40CTyna pa3aenAtoTca Ha:

— MnpaBa BadeNbla 06beKTa;

— MpaBa rpynnbl, BAaaetowen o6 bekTom;

— MnpaBa A/1A OCTa/IbHbIX CyDOBbEKTOB.

Habop aencremin, NOTEHUMANbHO pa3pelleHHbIX CybbeKTy:

— YTeHMue;

— 3aMuco;

— WCMONHEeHMe.

MpaBa BblparkatoTCcA AeBATMOMTOBOM MNOCNEA0BATENbHOCTbIO, PAa3bUTOM Ha Tpu
paBHble rpynnbl, onpeaenatolme nNpasa BAadenbla, rpynnbl M OCTa/IbHbIX COOTBETCTBEHHO.
CTapwuin 6ut onpeaenseTr HanAuyMe npaBa YTeHWA, CPeAHW — 3anucK, MAagWwuin —
ncnonHeHus. K npumepy, npasa 740 — 111 100 000 6yayT 03Ha4aTb, YTO y BAade/blia ecTb
NpaBa Ha YTeHWe, 3aMnUCb U UCMOTHEHWE, Y TPYNMbl — TONbKO MPaBa Ha YTEHME, Y OCTaNbHbIX
npaBa OTCYTCTBYHOT.

NMPUMEYAHUE. YnpasneHne maTpuuen A0CTyna OCYLLECTBAAETCA KOHCO/bHbIMM
KOMaHAaMW: chown, chgrp U chmod, A0CTYyNHbIMM Yepe3 MIT «Terminal».

KomaHapbl MO3BONAIOT BbINONHATL CAeAytoline AeNCTBUA:

— chown NO3BO/MAET M3MEHWUTb BNagenbula ¢anna (chown wuma nomszoBaTesns
MMH_®aﬁﬂaﬁ

— chgrp NO3BONIAET U3MEHUTL rpynny daina (chgrp mva rpynne mMa daiina);

— chmod N0O3BOSET M3MEHUTb NPaBa AOCTYNa K dany:

e chmod 642 1.txt -npasaHa damn 1.txt yctaHaBamBatoTcA paBHbimm 110 100
010, T.e. y BnaaenbLa npasa Ha YTEHWE M 3aMNUCb, Y TPYMNMbl Ha YTEHWE, Y BCEX OCTA/IbHbIX
TONbKO Ha 3anuChb;

e chmod u+x, g-w, o-r 1l.txt - B AaHHOM C/yyae Bfadenbly AobasnseTca
NPaBO Ha MCMOHEHME, Y TPYNMbl OTOMpPAETCA NpaBa 3anncK, ay BCeX OCTa/IbHbIX 0TOMpaeTcA
npaBo u4TteHus. [na nonydeHue noApobHOM MHPopmMaumm cneagyer obpaTtuTbCcs K
CNPaBOYHbIM PYKOBOACTBAM MO NEPEYMNCNEHHBIM KOMAHAAM.

MOANTUKY ANCKPEUMOHHOIO pasrpaHUYyeHMa npaB AOCTyna peKkomeHayeTcA
NPUMEHATb NPU HEeobXOANMMOCTH:

— pa3peLnTb UK 3aNPEeTUTb AO0CTYN YY4ETHOM 3anmMcK Nonb3osaTenda K 06bekTy ®C
(MM, dann MY, cny»kba 1 1. 1.);

— OfpaHMuYUTbL  ANA  KaKoro-nmbo  npouecca  BO3MOMKHOCTM  BbIMOAHATH
onpeaeneHHble 4enCTBUA.
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MPUMEYAHMUE. HacTpoka NOAMTUKM OMCKPEUMOHHOIO pPasrpaHMYeHna npas
noctyna aencreyet TobKo B PC EXT4, KoTopas ncnonbdyetca 8 OC ABpopa Mo yMOAYaHMUIO.
CTaHAapTHbIM Habop npas B BMAe OUTOBOM Macku nopaepxusaetca OC ABpopa AA
cnyKebHbix C: tmpfs, sysfs, procfs.

MpuHUMN paboTbl NOANMTUKM AMCKPELMOHHOro pasrpaHuyeHmMa npas A0CTyna
npeacTaBAeH Ha pucyHKe (PucyHok 129).

MoHuTop obpalieHni

Bce cMCTeMHbIe BbI30Bbl MTPOXOAAT YEpe3 MOHUTOP 06paLLeHIRA
AN5 npoBepkl GeaonacHoCTy

Odfl'l pouecc Nonb3oBaTens

[lpocTpaHcTRO
no/fb3oBaTtena

MoHuTop oBpalleHKni

[NpocTpaHcTBO
agpa

Hopo OC

PucyHok 129

[IncKpeuymoHHoe pasrpaHMyeHne nNpaB A0CTyNa OCYLLEeCTBAAETCA KaXKAbli pa3 npu
nonbiTke obpalleHna cybbekta K 00bekTy, npu 3Tom o0be CyuwHOCTM coaepKaT
COOTBETCTBYHOLWME aTPUOYTbl HE30MaCHOCTM, NPUHAANENKALLME AMCKPELMOHHOM MOAENN.
Apnpo OC ABpopa npoBepaeT ypoBeHb A0CTyna, 6asnpyowmMincs Ha AaHHbIX aTpMbyTOB C
OJZIHOM CTOPOHbI M NpaBMiax pasrpaHuyeHms goctyna (MPA) ¢ Apyron CTOPOHbI.

[INCcKpeumoHHoe pasrpaHnyeHne npas AOCTyna MO3BOASET BAaAesbLy 0ObeKTa
onpeaenaTb, KTo 061aaaeT NOTHOMOYMAMM OCYLLECTBAATL AOCTYN K OOBEKTY.

CybbeKktamm B peanmsaumm AMCKPELMOHHOro pasrpaHnYyeHma npaB AOCTyna
BbICTyNnatoT 0b6blyHble npouecchl OC ABpopa, KoTopble npeacTaBiAeHbl MPOrpaMmHON
CTPYKTYpOW AApa task struct.

Bce HMMKeMMeEHOBaAHHbIE CYLWHOCTW, TaKMe KaK obOblyHble dalnbl, dannbl MY
(Kak O10YHblE, TaK M CMMBO/bHbIE), Manku, ¢aiabl COKeToB (MalnoB) C TOYKU 3peHUs
NUCKPELMOHHOro pasrpaHideHma npas agoctyna aapa OC ABpopa sABAAKTCA 06beKTamm
[0CTyna, ChefloBaTeIbHO, TaK}Ke NonaaatoT nog AencTBMe NONAUTUK pasrpaHuYeHmns.

ATpnbyTbl CyObEKTOB [0CTyMa MCMNOMb3YOTCA [ANA OCYWECTBAEHUA pPeLleHuit
NONINTUKN AMCKPELIMOHHOIO pasrpaHnyYeHmna npas AoCTyna. B kayecTse AaHHbIX aTpnbyToB
ana cybbekToB A0CTyNa (NpoLeccoB) 06A3aTelbHO NPUMEHAIOTCA CaeaytoLLme:

— 30dEKTUBHbBIN MAEHTUPUKATOP (YMCno) Bnagensla npouecca (PID);
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— 30dEKTUBHbBIN MAEHTUDMKATOP (YMcno) rpynnel npouecca (GID);

— MEeTKa BO3MOMKHOCTWN MM BO3SMOXHOCTb (capability) cTaHaapTa POSIX.1e;

— UYNEHCTBO npouecca B AOMONHUTENbHbIX (HE OCHOBHbIX) rpynnax (npwu
HeobxoaMMOoCTH).

YKa3zaHHble aTpmbyTbl cybbeKTa A0CTyNa XpaHATCA B MPOrpamMmMHON CTPYKType A4pa
task structc M OLUEHMBAIOTCA CUCTEMHbIMW BbI3OBaMMU.

ATpnbyTbl 06BEKTOB AOCTYyNa TaKXKe MCNONb3YOTCA ANA OCYLLECTBAEHNA PeLleHn
NONTUKM AMCKPELMOHHOIO pasrpaHUYeHma nNpas A40CTyna. B KayecTBe AaHHbIX aTpnbyToB
0ObeKTa AOCTyNa NPUMEHSAOTCA caeayroLLme:

— BNageney 06bekTa;

— BAagenew, rpynnol 06bekKTa;

— 6uTbl NpaB AOCTYNa;

— [ONONHUTENbHbIE aTPUOYTbl CMMCKOB KOHTPOAA A0CTyna B COOTBETCTBMU CO
ctaHaaptom POSIX.1e ACLs.

ATpnbyTbl 06bEKTOB A0CTYNa COXPaHATCA M yuynTbiBatoTca aapom OC Aspopa, a
TaKXe XpaHATCA B MHAEKCHbIX Aeckpuntopax PC, pa3melleHHOM Ha AMCKOBOM
npocTpaHcTee MY.

MpaBuia AMCKPELMOHHOrO pas3rpaHMYeHma NpaB A4OCTyNna onpeaenatoT:

— KaKMM 0DOpa3oM KOHKPETHbIM npouecc (CybbeKT) MOMKeT OCYLLLeCTBAATb MOMbITKY
No/sly4eHMs [O0CTyna K ODODBEKTy, OCHOBbIBAACb Ha YKa3aHHbIX Bbllle aTpubyTax
6e30nacHOCTU;

— Kakum 06pasom M Npu KaKkux yCcnoBusax aTpmbyTbl HesonacHocTM cybbeKkTa wu
0bbeKTa NPUHUMAKOT HOBbIE 3HAYEHMUS.

4.3.1.2. Obuiee onmcaHme npmBmuneruit

MpuBunerna nporpammbl OasmpyeTca Ha cieayrolwmx 3HavyeHusx aTpubyTos
npouecca:

— aTpubyT apdpekTnsHoro UID (PID);

— aTpmbyT apdeKkTUBHOM rpynnsl npouecca (GID);

— Habop (cnMCcoK) YyneHcTBa AOMNOAHUTENbLHbLIX TPYMNN Npouecca (Npu Hann4mm),
KoTopble cy6beKT AocTyna (npouecc) uMmeeT B 1t060e Bpems }U3HEHHOTO LIMKAA.

Jllobo  npouecc Cc  3PPEKTUBHbIM  UAEHTUPUMKATOPOM  HOMb  CYMTAETCA
NpuBMAErMpoBaHHbIM 1M 06/1a4aeT  BO3MOMKHOCTbIO  He  MPUMEHATb  MOJIUTUKY
AMCKPEUMOHHOTO pasrpaHnyeHna npas goctyna B OC Aspopa.

YyeTHana 3anucb Cynepnosab3oBaTend accouumpoBaHa c umaeHTudurkatopom O.
OaHako TexHMyeckn aapo OC ABpopa onpeaenseT yyeTHble 3anmMcu nosb3oBaTenein no
YMCNOBLIM MAEHTUPUKATOPAM, CNeA0BaTe/IbHO, TEXHUYECKM BO3MOMKHO MMETb YYETHYIO
3anucb nosib3oBatens c uaeHtudmukatopom O, obnafatoOWEro MMEHEeMm, OT/IMYHbIM OT
cynepnosaib3oBaTens.
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Kpome Toro, agpo OC ABpopa MmeeT COOTBETCTBYHOLLMIM MEXAaHM3M OLIEHKM MPaB,
basupyowmncs Ha TpeboBaHMAX OTKpbIToro craHaapta POSIX1.e ACL ana cnuckos
KOHTPONA [0CTyNa W BO3MOXHOCTEM (capabilities), KOTOpbIM TaKke M03BOAAET
NpeoaoneBaTb OrpPaHNYEHNA MOAUTUMKN AUCKPELMOHHOIO pa3rpaHMyeHma npas A0CTyna
Ansa cybbekTa c aTpnbyTom apPekTMBHOro naeHTudmnKaTopa 0.

[MocKoNbKyY ANA BbINOAHEHMA NPOBEPKM MPaB AOCTyNa NPOLLECChl Pa3AenatoT Ha ABe
KaTeropmn: npusmunernposaHHble (ID appeKkTMBHOro nonb3oBaTens paBeH 0, KaK vy
cynepnosab3oBaTens) n HenpusmnermpoBaHHbie (ID addekTMBHOrO NonbL30BaTENA HE paBeH
0), 4NA NPUBUNETMPOBAHHbIX MPOLLECCOB BbIMONHAKOTCA HE BCe NPOBEPKM NPaB B A4pe, a ANA
HeNpPWBUNETMPOBAHHbIX MPOLLECCOB  BbIMOAHAETCA MNOAHAA MNPOBEPKA Ha OCHOBe
BO3MOXHOCTelM npouecca (obbiuHO addekTnBHoro UID, addektmsHoro GID m cnmcka
NOMNONHUTENbHbIX Fpynn).

B aape OCABpopa BCe MNPMBMAEIUKW, CBA3AHHblE C CyNepnosb30BaTeENEM,
pasfeneHbl Ha HECKONbKO YacTel, Ha3biBaeMblX BO3MOMHOCTAMM (capabilities),
KOTOPble MOYHO pa3peLlaTb 1 3anpeLlaTb HE3aBMCMMO APYT OT ApYyra. BO3MOXHOCTM TaKxke
ABNAOTCA aTPMOYTOM HUTMU.

Hanpumep, ecamn Kakon-nmbo npolecc NbiTaeTcs co3aaTtb cneumanbHbi dann MY,
MCNONb3YA ANA 3TOr0 CMCTEMHBINA BbI30B mknod (), A4p0 OC ABpopa NOMMMO MPOBEPKM
NMNCKPELMOHHbIX NPaB BbIMOMHAET Ceaytolime A0NONHNUTENbHbIE MPOBEPKMU:

— PaBHO /M HY/tO 3HavyeHne 3dEKTMBHOro MAEHTUDMKATOPa NpoLecca (cybbekTa
nocTyna);

— paspelleHo M npolueccy co34aBaTb chneumanbHble dalibl € NOMOLLBHO
COBepLUEHMA COOTBETCTBYHLLENO CUCTEMHOIO BbI30OBa.

OC ABpopa obecneumsaeT A1A NOAMUTUKU ANCKPELIMOHHOIO pasrpaHnMYyeHma npas
[0CTyNa NpUMEHEeHMe CeayroLLIMX CBOMCTB:

— NPUHYAMTENbHAA peann3auma noayvyeHma cybbektamm (npoueccamm) AocTyna K
0ObeKTaM TO/IbKO B PpamMKax NOAHOMOYMIN, onpeaenaembix MNP/,

— Ha/nyme cnocobHOCTU onpeaensTb (Ha3zHayaTb) MOAUTMKY AOCTYyNa TONbKO ANA
CyOBEKTOB, MMEIOLLMX Ha 3TO MPaBa, Kak onpeaeneHo NoANTUKON MOAHOMOYMI ANA HUX;

— OTCcyTCTBME NODObIX OrpaHMyeHnin ans cybvekTta, umetrowero naeHtmdukatop O.

ATpnbyTbl  AMCKPELMOHHOro  pasrpaHMyYeHMa npaB A0CTyna  CBA3bIBAKOTCA
HenocpeACcTBEHHO C 06bEKTOM A40CTYyNa B MOMEHT ero co3aaHua. [lectene aTnx atpmubyTtos
pacnpocTpaHAeTCs Ha 0ObEKT A0 €ro yHUUYTOXeHMA Nnbo A0 Tex nop, Noka aTpmbyTbl He
6yayT M3MEHEHbI.

ATpubYTbl CYLLEeCTBYIOT W AeNcTBYIOT Ans Ntoboro Tvna ob6bekTa, XpaHATCA B
MeTaAaHHbIX GalNoB MU peann3oBaHbl B BUAE CAeAYOLLMX CYLLHOCTEMN:

— OuTbl pa3pelweHnit (basosble aTpPUOYTHI);

— cnunckm KoHTpons goctyna (ACL 1 pacwmnpeHHble aTpubyTbl);

— BO3MOXHOCTU (capabilities).
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CybbeKT, MAEHTUPMKATOP KOTOPOro COoBMaZaeT C MAEHTUHMKATOPOM BRadebLa
00BbEKTA, MOXKET U3MEHATb aTpMbYTbl 0ObEKTA, BK/IOYana 6a30Bble U pacliMpeHHble BUTbI
npaB (3a UCKNtoYeHMEM cnydaes, Koraa @C HaxoANTCA B PEXMME KTONbKO ANA YTEHUAR).

NMPUMEYAHUA:

v BO3MOXHOCTb M3MEHATb BNagenbla obbeKkTa  AOCTyMHa  TO/bKO
Cynepnosib3oBaTento;

v BO3MOHOCTb M3MEHATb rpynny o6beKTa 4OCTYNHa TONLKO 419 BAaAeNblUa v A1
No/b30BaTeNs C MAEHTUGUKATOPOM HO/b (Cynepnonb30oBaTeb).

B cnyyae HeobxoaAMMOCTM NPUCBOUTL (M3MEHUTL) HOBbIN MAEHTUDMKATOP rpynmnbl
Ans obbekTa, OH AO/KEH COBNAAATb C TEKYLWMM 3Ha4YEHMEM OCHOBHOM rpynnbl cybbekTa
AN ABNATLCA 3HAYEHNEM TPYMMbl, Y1EHOM KOTOPOM ABNAETCA CYObEKT.

Cynepnonb3oBaTenb YMNOJIHOMOYEH ONpeaenaTb Nbdyo rpynny ana obbekTa,
M3MEHATb BNafdenbla W Nwobble OUTbI Npas, BKAOYAA pPaCWIMPEHHbIe aTPUOYTbl W©
BO3MOXHOCTMW.

CTaHAapTHbIM Habop nNpaB A0CTyna peann3oBaH B BMAe OUTOBOM MaCKu Mpas,
Ha/faraembIX Ha Kaxkabl MAEHTUOUUMPOBAHHbINM 00BbEKT. JaHHbIM CTaHAAPTU3NPOBAHHbIN
NOAXO0A W CTAaHAAPTHbIM mMexaHu3m, peanmndyembin OC ABpopa, onpeaeneHbl B TEKYLLEM
cneundmraumm UNIX.03.

NMPUMEYAHUE. NHamBMAayanbHble OUTbI NPaB MCNONb3YHOTCA A5 YKa3aHWA NpaBa Ha
yTeHme (r uaM 4YeTbipe), 3anucb (W MAW ABa) MAM BbINOAHEHME (X WUAKM oamH). OHM
ONpeaenatnTcs OTAEeNbHO ANs BAagenbla ob6bekTa, rpynnbl, K KOTOPOM MNPUHAANEKUT
0OBEKT, 1 BCEX OCTa/IbHbIX, T.€. CYObEKTOB, NAEHTUPUKATOPLI KOTOPLIX HE COBMAAAOT HU C
NAEHTMOUKATOPOM BNAAENbLA, HM C TEKYLIMM MAEHTUPNUKATOPOM rpynnbl 06beKTa.

4.3.1.3. 10O ¢ NOBbIWEHHbIM YPOBHEM MPUBMAETUIN

Mporpammsbl, YHKUMOHMPYHOLWME B CUCTEME W MCMNONb3YHOLIME MOBbILIEHHbIN
YPOBEHb NPUBUAETNIA, MOTYT BbiTb pa3aeneHbl Ha creaytolime TUMbI:

— NPOrpammbl  MAM  CUCTEMHbIE  CAYKObl,  3anylleHHble  CMCTEMHbIM
MHULMANN3ATOPOM MM A4POM. Hanpumep, NporpaMmsbl systemd MAN crond;

— MNPOrpamMmbl, 3anyLLEHHbIE OT MMEHW CyNepnob30BaTeNA C Le/ibto BbINOJHEHMA
OYHKUMN  aAMUHUCTPUPOBAHMA UAKM obcnyKmMBaHuWA. Hanpumep, 3anyck MNporpammbl
iptables 4214 ynpasaeHna M3;

— NPOrpamMmbl,  MMeLUMe  YCTAHOBNEHHbIN  3PPEKTUMBHbIN  OUT  CMEHbI
naeHTUPUKaTopa (setuid), ecnm BUT yKasbiBaeT Ha NPUHAANEKHOCTb NMOAb30BATENO C
naeHTndmnratTopom O.

BHUMAHMWE:

v CneposaTenbHo, Bce MO, KoTopoe pabotaeT B cucTeme, TpebyeT Hanuuus
MNOBbIWEHHbIX MNPUBUAETUA U  COAEPKUT WAM peannsyer Te WAW UHble YHKLUMM
6e30MacHOCTN, MOXKHO OTHECTM K OYHKUMOHANbHbIM BO3MOXKHOCTAM He3zonacHocTn (PBO)
nmbo MOBO OC Aspopa;
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v OctanbHoe MO, paboTatoliee B CUCTEME C MOBbIWEHHbIMU MPUBUAETUAMM MO0
6e3 HaAnM4ymMAa TaKOBbIX, MPU 3TOM He peanunsytollee HUKaKMX QYHKUMIA Be3omacHOCTH,
asnaetca He ®BO nam UDBO, a HenpueuaermposaHHbim [10.

B KoppeKTHO obcaymBaemon cucteme ntoboe HenpusuaernposaHHoe [10
HaxoauTca noa aencrtenem ®BO OC ABpopa M HE MMeeT BO3MOXHOCTM BbIMTU M3-N04 ero
aenctena. Npu aTom NpeanonaraeTca, 4To ntoboe HenpmsmaermposaHHoe MO He ABAAeTCA
[0BEPEHHbIM.

MpusunernposaHHoe [10, KoTopoe He coaepuT PBO (Hanpumep, BHellHMe
MOAYAW YPOBHA A4pa, peanusylolme onpeaeneHHble GyHKUUKW, K NPUMepy NOAAEPKKY
cneumanm3mpoBaHHOro obopyaoBaHMA), AOMKHO OblTb HAAEeXHO WM30/AMPOBAHO OT
MCNoNb3oBaHMA ¢ nomoulbto 60 OC ABpopa 414 NpeaoTBpalleHna A0CTyna K HeEMY B
0bxoa TpebyemMbix NOAHOMOUMIN.

4.3.1.4. CtaHpapTHble BUTbI NpaB A4OCTYNa

B OC ABpopa peann3oBaHbl Tpu Habopa no Tpu OWTa, KOTOpble onpeaensawoT
NONTUKY A0CTYNa K 00BbEKTY A5 TPEX KaTeropuin noab3oBaTtenen (cybbekTos):

— nonb3oBaTe b-BNagenel, obbekTa;

— MO/b30BaTENIN, BXOAALLME B FPYNMY, K KOTOPON NPUHAANEKUT OO BEKT;

— BCE OCTa/ibHble NONb30BaTeNM (He BXoAAWME B yKa3aHHOE MHOMECTBO).

Tpu 6uTa B Kaxkaom Habope onpeaenalT npaBa AOCTyna A0A  Kakaoro
N0/Nb30BaTENS, COCTOALWENO B OAHOM M3 YKa3aHHbIX Bblllie KAaTEropuii, Npm 3TOM:

— OAMH BUT OTBOAMUTCA ANS YTEHUA (r UM YETbIPE), KOTOPOE PAaCCMATPMBAETCA KakK
MNOTOK AaHHbIX OT 06bekTa (baina, nanku) K cybbekTy (Npouecc, No/b3oBaTe Nb);

— OAMH OWT oTBOAMTCA ANA 3anNucKM UAM yaaneHua (w WAM ABa), KoTopoe
paccMaTpMBaETCA KaK MOTOK AaHHbIX OT cybbekTa (Mpouecc, Nonb3oBaTesb) K 06beKTy
(baln, nanka);

— OAMH BUT OTBOAUTCA ANA UCNONHEHUSA (x MM OAMH), KOTOPOE paccmaTpMBaeTca
KaK MpOLLEeCcC 3arpyskM B OMeEpaTMBHYID MaMATb TeKCTa MNPOrpammbl WM CcnefoBaHue
MHCTPYKUMAM  QYHKUMIA NPOrpammbl, MO3TOMY KaxKAbl CyOBbEKT noaydyaeT A0CTyn K
Karkaomy ob6bekTy, 6asnpysacb Ha KOMOUHALMK 3TUX OUTOB.

Hanpumep:

— rwx — ONpefenseT npaBa Ha COBeplUeHWe BCex onepauui (4teHue, 3anmcb u
BbINOJIHEHME);

— r-x —onpeaensaeT NpaBa TO/IbKO Ha YTEHWE U BbINMOHEHME;

— r—onpeaenseT NPaBo TO/IbKO Ha YTEHWUE;

— ---—onpeaenseT oTcyTCTBME Nt0OLIX NPaB AOCTYNa.

Mpn nonbiTKe AocTyna cybbekTa K 0O6beKTY pelleHne O NpeaocTaBNeHnn A0CTyna
AW OTKa3e B AoCTyne 6a3npyeTca Ha CaeayroLWem aifopUTMe:

— ABNAETCA M MAEHTUOUKATOP Nonb3oBaTena (cybbeKkta) paBHbIM Hyn. Ecam
ABNAETCA, MPUHMMAETCS PeLleHne O rapaHTMPOBaHWM N0OOro A40CTyNa Ha YTeHue/3anucs,
UrHopupya OuTbl npas. [locTyn Ha BbIMNOMIHEHWE TaKXKe rapaHTUpyeTca ANnA 3TOoro
naeHTndumKaTopa cybvekta, ecam OUT MUCNONIHEHMA CTOUT XOTA Obl ANA KaKOro-Hmbyab
cybbeKTa. JanbHenwmne npoBepKM NPOn3BOANTLCA He DyayT;
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— ecnm  unaeHTMGMKATop CcybbekTa AOCTyna  CcoBMagaeT C  YyKa3aHHbIM
noeHTMPUKaTopom Bnagenbua o06bekTa, a ObuTbl paspeleHnin yYCTaHOBAEHbl B
onpeaeneHHble 3HaYeHWA, pelleHne o AOCTyne MAM OTKase B A0CTyne OyaeT NPMHATO B
COOTBETCTBMM CO 3HaYeHNAMM BUTOB. [lanbHenwme NpoBePKM NPON3BOAMTLCA He ByayT;

— ecan naeHTMOUKaTop OA4HOM 13 rpynn cybbekTa AocTyna (NepBUYHON AN Ntobo
Apyron) coBnagaer ¢ WMAEHTUOUKATOPOM Trpynnbl OObEKTa A0CTyna, a OuTbl npas
(paspeleHnin) Ana rpynnbl YCTaHOBAEHbI B Kakoe-n1Mbo 3HaveHue, pelleHne o A40CTyne Uan
OTKase B AocTyne byaeT NPUHATO B COOTBETCTBMM CO 3HaYeHUAMM BuTOoB. [danbHenwme
NPOBEPKM NPOM3BOANTLCA He ByayT;

— ecnn naeHTnduUKaTop cybbekTa AocTyna Mmbo naeHTMduKkaTop ntbdom 13 rpynn,
B KOTOPOWM COCTOUT CyOBEKT A0CTyNa, He COBMAZaeT CO 3Ha4YeHnAMM aTpmbyToB BRagenbLa
M rpynnbl ans o6beKTa A0CTyNa, OLEHMBAOTCA 3HaYeHUs BUTOB NpaB A1a 06beKTa COrnacHo
KaTeropmMm WHbIX nNonb3oBatenen. Ecam 6MTOBaAA Macka NpaB ANA KAaTEropuMm MHbIX
No/ib30BaTenen YCTaHOB/EHA B KaKoe-n1Mb0o 3Ha4YeHue, pelleHne 0 A0CTyne NPUHUMaETCA
COrN1aCHO YCTAHOB/AEHHbIM B HEM 3HAYeHWMAM M CyOBEKTy NpeaocTaBaAeTca A0CTyn K
0OBbEKTY.

MPUMEYAHUE. Ecnm HWKaKoe W3 OMNMCaHHbIX YCNOBMIA He BbINOAHEHO W
naeHTuduKaTop cybbekTa AocTyna He paseH 0, nonbITKa AocTyna 610KMpyeTca.

4.3.1.5. PaclwimpeHHble aTpubyTbl U CIUCKK KOHTPOAA AOCTYNa

OC ABpopa noaaepKMBAET PaACLIMPEHHbIN MeXaHM3M (aTpubyTbl) 0ObEKTOB, a
TaKMKe CMUCKN KOHTPOAA A0CTyMNa B COOTBETCTBUM C TpeboBaHMAMM cTaHAapTa POSIX ana ©C
EXT4. [aHHbIA MexaHW3M MNO3BONAET CUCTeMe NpeaocTaBnATb Hambosee TOHKO
CTPYKTYPUPYEMBIN AO0CTYN CYOBEKTOB K 0OBEKTAM.

K nepeyHto paclimpeHHbIX aTprbyToB OTHOCATCA caeayouime:

— A - (no atime updates) BpeMs MoAydYeHMsa AocTyna K danny He byaet
0BOHOBAATLCSA, YTO BNArONPUATHO MNOBANSAET Ha NPOM3BOAUTENBHOCTL PC B CyYae CAULLKOM
4acTbIX obpaleHnn K panny;

—a - (append only) B ®aln MOMHO TOJIbKO AOMNWUCbIBATb, HO HENb3S
yAanatb/nepeMmeHoBbiBaTh (yaobHO Ans coobuweHun o cobbitmax). Ecam  atpubyt
YCTAHOBNEH Ha Mamnke, TO HaxoAAallMeca B HeEM balbl HENb3s YAANATb, MOHO TONbKO
C03/1aBaTb HOBbIE N MOANPULIMPOBATL CYLLECTBYIOLLME;

— ¢ - (compressed) AP0 NPOU3BOAUT NPO3PAYHOE CKaTUE MHPOoPMaLMM dainna
Ha AMCKe, @ NpY A0CTyne BO3BPALLAOTCA HECKaTble AaHHbIE;

— D - (synchronous directory updates) nNpyv MOANPUKALMW MAMKK
M3MEHEHWNA CUHXPOHHO 3aMMCbIBAOTCA Ha ANCK;

— d - (no dump) MFHOPMPOBATb MNPWU CO3AAHMM PE3EPBHOM KOMUKU NPOrPaMMONM
dump;

— i - (immutable) 6WT, 3anpewatowmin nobble M3MmeHeHns darnna (yaanatb,

nepeMmeHoBbIBaTb M MoaMdUUMpPOBaTh). Ecnm aTpmbyT ycTaHOBAEH Ha nanky, To
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HaxoasaWwmMeca B Hell paabl MOXHO MOAUPULIMPOBATL, NPU 3TOM yAaNATb MAM CO34aBaTb
HoBble $an/ibl HEBO3MOXKHO;

—3j - (data Jjournalling) ecam OC CMOHTMpPOBAHa C MapameTpamm
data=ordered WAMN data=writeback, AaHHble palina Cc 3TUM aTPMOYTOM COXpPaHAOTCA
CHa4yana B »KypHan ®C, n nnwb 3aTem B darn. ATpnbyT ycTaHaBAMBAETCA M CHUMAETCA
TONbKO CyMnepnonb3oBaTeleM U He AeNCTBYeT NpW MOHTUPOBAHWUKM C MapameTpom
data=journal (T.K. B 3TOM C/ly4ae AaHHbIE TaKKe COXPAHAITCA CHaYana B KypHaa M
aTpMOyT He MMeeT CMbICNa);

— s - (secure deletion) nonHoe yganeHue danna (Mecto Ha AUCKe, rae OH
HaxoAMACA, 3aNONHAETCA HYNASMM);
— S - (synchronous updates) NpAMas 3anucb Ha AUCK 6e3 K3LWMPOBAHMSA

(obHOBNEHME B daine NPoUCXoauT Ha AUCKE CUHXPOHHO ¢ MM, M3MEeHAWMM AaHHbIN
daiin);

— u - (undeletable) NpuyaaneHun darna c TaKMM aTpUOYTOM €ro coaepKmMmoe
COXPaHAETCA, YTO NO3BONAET YCNELWHO UCNOAb30BaTb MHCTPYMEHTbLI A8 BOCCTAHOBAEHMA
yaaneHHblx Gannos;

— T —nanka c TakKMM aTpUBYTOM CYUTAETCA PACMONOXKEHHbBIM Ha BEPLUMHE NepapXmnm
Nanku c LLeNbio MCMNo/b30BaHMA MeToAa pacnpeaeneHmns 6aokos Opno.a;

— t — B KOHeL, danna c TakKMM aTpMbYTOM HEBO3MOXKHO NPUCOEANHUTL APYron Gamn
(tail-merging). Ha MOMEHT HanucaHus ext2 n ext3 He NoaaepPXMBaan tail-merging
(He cynTas aKCNepUMEHTa IbHbIX NaTyen);

— E — YKas3blBaeT Ha Haanume owmnbok npu catum danna. HeBO3MOXKHO
YCTAaHOBUTb/CHATb C MOMOLLbIO chattr, MOXHO LWL NPOCMOTPETb KOMAHAOM 1sattr;

— e — YKa3bIBaeT, YTo Gan MCcnonblyeT AONONAHEHMA ANA pa3melleHns BAOKOB Ha
AUCKe. HeBO3MOXHO YCTaHOBUTL/CHATL C MOMOLLBIO chattr, MOMHO /IMLIb MPOCMOTPETb
KOMaHAoM lsattr;

— I —YKa3bIBaEeT, YTO Nanka Oblna NPonMHAEKCMPOBaAHA NPU MCNONb30BAHUM htree.
HeBO3MOMKHO YCTAHOBUTb/CHATb C MOMOLLbID chattr, MOXHO /UlWb MNPOCMOTPETb
KOMaHAOM lsattr;

— H — YKa3blBaeT, 4To dakn xpaHUT cBou H6a0KK B eanHmuax ®C, a He B eanMHMLAX
CEKTOPOB, 3TO 0O3HayaeT, 4YTo dParn umeeT pasmep Honee 2TB (MAM KoOraa-To 3aHWMan).
HeBO3MOMKHO YCTAHOBUTb/CHATb C MOMOLLbID chattr, MOXHO /UlWb MNPOCMOTPETb
KOMaHAOW lsattr;

— X — YKa3bIBAET Ha Ha/IMYMe BO3MOXKHOCTM NOSYYUTb NPAMON HENOCPEACTBEHHbIM
[OCTyN K cxaTtomy dainy. HeBO3MOMKHO YCTaHOBUTL/CHATb C MOMOLLbID chattr, MOXHO
/ML NPOCMOTPETb KOMAHAO0M 1sattr;

— Z — YKasblBaeT, YTo CXkaTblh ¢ann is dirty. Henbss ycTaHOBUTL/CHATb C
MOMOLLbIO chattr, MOXHO NMLWb NPOCMOTPETb KOMAHAOM 1sattr.

MpocmoTp aTpnbyToBs ocyulecTBaseTca ¢ nomoulbio MPBO 1saatr, a yCTaHOBKA UM
MoandUKauma ocywecTsnaetcas ¢ nomoulbto MOBO chattr. Mpu aTom aTpubyTbl ANS
0OBbEeKTa COXPaHATCA B MeTaaHHbIX 06beKTa (i-node) PC EXT4.
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PacwmnpeHHble aTpnbyTbl ACL coaepaT cneaytoLlyto nHGopmaLmto:

— NpKW3HaK (MeTKa) TMNa 3Ha4YeHMa CNMCKa KOHTPOA A0CTyNa;

— yTOYHAOLULee 3HaYeHMe (YTOYHAET NpeablayLmnin NPU3HaK);

— Habop npaB, KOTOPbIM onpeaendaeT AMCKPELMOHHble npaBa Ana cybbekTa,
MCMOb3ys CHayala MPU3HaK TMMNa, a 3aTeM ero YyTOYHAOLLEe 3HAYEeHMe.

CyLWecTBYIOT CaeaytoLmMe NPU3HaKK:

— ACL_GROUP — onpegenaeT BO3MOXHOCTb A0CTyna AnA CybbeKTa, y KOToporo
MOEHTUPUKATOP TPYNMbl COBMNadaeT CO 3HAYEeHWMEM, yKa3zaHHbIM ANA TPYMNMbl B CNWUCKe
KOHTPOAA A0CTyNna 06beKTa B Ka4eCTBE YTOYHSIOLLErO 3HAYEHMS;

— ACL_GROUP_OBJ - onpezenseT BO3MOXHOCTb AOCTyNa ANA CybbekTa, y KOTOpOro
naeHTUPUKaTop rpynnbl (Mam ntobon n3 naeHTMdMKaTopoB rpynnbl cybbekTa) coBnaaaeT co
3HaYeHMeM MAeHTUPUKATOPa rpynnbl 0O BHEKT];

— ACL_MASK — onpefenseT MakCMMasbHO BO3MOXHOe 3HaveHne BUTOB nNpas AnA
rpynnbl Uan rpynn;

— ACL_OTHER—oONpeAendeT npaBa 40CTyna A CyObeKToB, KOTOPble He MOTyT ObITb
COOTHeCeHbl C Nt0ObIM 3HaYeHMEeM WAEHTUDMKATOPOB, YKa3aHHbIX B CMMUCKE KOHTPOAA
AocTyna;

— ACL_USER-— onpejensaeTt npasa Ana cybbeKkTa, naeHTMOMKATOP KOTOPOro yKa3aH
KaK yTouHAtoLLee 3Ha4yeHMe Blaaebla 06beKTa;

— ACL USER _OBJ — onpefendeT npasa AOCTyna ana obbeKkTta, naeHTuduKaTop
KOTOPOro coBnafaeT Co 3Ha4YeHnem Bnagenbla obbekTa.

YToyHAOWee 3HayeHMe — 3TO 3HadyeHue, Tpebyemoe MpPM3HAKOM ACL_ GROUP U
ACL USER. OHO MOXeT cofepaTb MAeHTUOUKATOP MNOAb30BaTENA WAM Tpynnbl, ANA
KOTOpbIX OyAeT NPMHMMATLCA pelleHne O NpeaoCTaBAeHMM AOCTyna B COOTBETCTBMM C
bUTamm npas.

MpaBa AoCTyna ANs CMNWCKOB KOHTPOAS A0CTyna ACL — CYULECTBYKT Kak OuTbl
3HaYeHM NpaB, 03HaYyalWMX YTeHre (r), 3anucb/yaanerHune (w) MAM BbINOAHEHWE/NOUCK
(x).

OTHOLIEeHMA, BO3HMUKAtOLLME NPU NPUHATUM PeLIEHNI B MOMEHT CpaBHEHMA Ba30BbIX
npaB (OBMTOBOM MaCKWM) M paclIMPEeHHbIX NpaB (CMMCKOB KOHTPOAS AO0CTyna), COCTOAT B
cnenytoLLem:

— CMWCOK KOHTPONA AO0CTyna ACL cYuMTaeTcs o06s3aTenbHbIM WMAN MUHMMANbHO
HeobxoAMMbIM ANA TMNOB ACL USER OBJ, ACL GROUP OBJ M ACL OTHER;

— TWNbl ACL GROUP AW ACL USER CYUTAIOTCA PACLUMPEHHBIMM U OLLEHMBAOTCA NPpU
CENVCIZIZH

— MO YMOMYaHMIO (€CIM He YKa3aHO MHOe) TUN ACL USER OBJ, ACL GROUP_OBJ U
ACL OTHER NPUHWMMAIOT 3HaYeHud, coBnazatoLime ¢ 6a3oBbiM 3HaveHem BUTOBOM MacKM
BNaAeNbLa M rpynnbl 0OBbEKTa;

— €C/IM YKa3aHbl YTOYHAKOLWME 3HAYEHNA ANA TMNOB ACL GROUP M ACL_USER, KaK
MUHUMYM OAHO 3Ha4yeHWe Tuna ACL MASK AO/KHO ObiTb yKaszaHo. MHave TN ACL MASK
TaK)Ke cymTaeTca Heobsa3aTelbHbIM, M ero 3Ha4yeHue MoXKeT ObITb He YKa3aHo.
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[poBepKa pacWMpPEHHbIX NpaB Npu onpeaeneHnn NonbiTKKM AocTyna cybbekTa K
0OBEKTY, Ha KOTOPOM YCTAaHOBAEHbl pacluMpeHHble aTpubyTtbl ACL, npoucxoauT no
cnenyoLwemy anroputmy:

1) EC/IN: naoeHTMdUKaTop cybbekTa A0CTyna coBnafaeT C MAEHTUDMKATOPOM
BNagenblia 0bbekTa AOCTYNa;

TOlJA: oLueHMBAKOTCA 3HAYEHMA 3aNPOLLEHHbIX NPaB, YCTAHOBNEHHbIX B 0ObemMe AN
TMNa ACL_USER OBJ, 1 CyDbeKT NosyyaeT AOCTYyN K 06beKTy B 06beMe yKa3aHHbIX NPas;

MHAYE: noctyn 610KnpyeTcs;

2) EC/IX: mpeHTMdmMKaTOop cybbekTa A0CTyna coBnafaeT C NtobbIM yKa3zaHHbIM
naeHTMdMKaTopom Bnagenbla obbekTa 40CTYyNa, YNTOMAHYTbIM ANA TUNa ACL USER;

TOTAA: oueHMBaOTCA 3HAYeHMA 3aMNpPOLLEHHbIX MpaB, YCTaHOBAEHHble B 0bbeme
CHayana Ana Tuna ACL USER, a 3aTemM ANA TMNa ACL MASK, 1 cyObeKT noayyaeT AOCTyn K
00beKTY B 0Obeme YKa3zaHHbIX NPas;

UHAYE: noctyn 6n10KnpyeTcs;

3) EC/IX: ocHoBHOM MAM A06aBOYHbLIN MAEHTUMKATOP rpynnbl cybbekTa A0CTyna
CoBMaZaeT C /NbbIM  yKazaHHbIM  MAEHTUPUKATOPOM rpynnbl  obbekTa A0CTyna,
YNOMAHYTbIM ANA TUMa CHayana ACL GROUP OBJ, a 3aTemM ACL GROUP;

TOlOA: oueHumBatoTCcA Npasa 4a4a npusHaka Tmna ACL_MASK,

N ECJIU: npaBa A40CTyNa COAepKaT 3aNpoLLeHHble 3Ha4YeHnA Ana ntboro ns TMNos
ACL GROUP_OBJ, ACL GROUP, ACL MASK;

TOTAA: nocTyn npeaocTaBaAeTcs;

NHAYE: goctyn 6aoKkmpyeTca.

4.3.1.6. MexaHun3m pa3pelleHnin HabopoB BO3MOXKHOCTEN

OMNMMCAHWE: pns BbINOMIHEHMA NPOBEPKM NpaB A0CTyna cybbeKTbl A0cTyna
Pa3aensalT Ha ABe KaTeropuu: npueuaernpoBaHHblie (ID adpdeKkTMBHOro nonb3oBaTend
PaBeH HY/O, KaK y Cynepnonb3oBaTtensa), M HenpueuaernposaHHble (ID adpdekTnBHOrO
N0/Ib30BaTENA HE PABEH HY/IHO).

CMUCOK PA3PELUEHWW: BO3MOMKHOCTM, peannsosaHHble B coctase OC ABpopa, a
TaKXKe onepauyn nam nosegeHue, paspellaemble 4aHHbIMU BO3MOXXHOCTAMM:

— CAP AUDIT CONTROL — MO3BO/NAET BK/AOYATb WM BbIKAOYATb ayauT A4pa,
M3MeHATb QUAbTPYIOLWME NpaBMAa ayamTa, Noay4yaTb COCTOAHWE ayamTa U GUAbTpyroWme
NpaBuaa;

— CAP_AUDIT WRITE — NO3BO/IAET 3aMM1CbIBATb AAHHbIE B XKypHai ayamTa A4pa;

— CAP BLOCK SUSPEND — MO03BO/AET MCMNO/Ab30BaTb BO3MOXHOCTM, CMOCOOHbIe
npuBOANTL K ONIOKMPOBAHMIO MPUOCTAHOBKU CUCTEMbI (epoll (7) EPOLLWAKEUP,
/proc/sys/wake lock);

— CAP_CHOWN — MNO3BO/AET BbIMONHATbL NPOM3BObHbIE M3MEHEHMA GanNoBbIX UID U
GID;

— CAP_DAC OVERRIDE — MO3BO/AE€T MPOMyCKaTb NMPOBEPKM AOCTyna K dainny Ha
YTeHMe, 3aMnCb M BbINOJIHEHWE;
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— CAP_DAC READ SEARCH — MO3BO/AET MPOMNyCKaTb NPOBEPKM AOCTYNa K Ganay Ha
yTeHMe W [A0CTyna K Manke Ha YTeHWe W BbINOSHEHWE, BbI3bIBATb  PYHKLMIO
open_by_handle_at();

— CAP FOWNER — NO3BONAET BbINONHATb CeAytolLMe AeNCTBUA:

® MponyckaTb NMPOBEPKM AO0CTyna Ans onepauuin, Kotopble 0bblMHO TpebytoT
cosnagenua UID ®C npouecca n UID danna (Hanpumep, chmod, utime), MCKAOYASA
onepawmn, oxeaTbiBaeMble CAP_ DAC OVERRIDE M CAP DAC READ SEARCH;

® YCTaHaB/AMBATb PacClUMpPEHHble aTPMOYTbl NPON3BObHbIX Gan0B;

® YCTaHaBAMBATb CMUCKKN KOHTpOoAA aocTyna (ACL) npon3BoabHbIX GaiiNos;

® NrHOPMPOBATb 3aKpenaALWMIA OUT Npu yaaneHnn Ganna;

e 33aaBatb O _NOATIME gns npon3BonbHbIX $alioB B open M fentl;

— CAP_FSETID — MO3BOJAET HE O4MWaTb OUTbl pexmma set-user-ID U set-
group-1ID NPU M3MeHeHnn dalina, a TakKe YCTaHaBAMBaATb OUT set-group-ID Ha dann, y
KoToporo GID He coBnagaet ¢ 6utom OC umam nobbiMK  AONOAHUTENBHBIMKU  GID
BbI3bIBAOLLErO NPOLLECCa;

— CAP_IPC LOCK — no3sonfset 610KMpoBaTe NamATb (mlock (2), mlockall (2),
mmap (2) , shmctl (2) ),‘

— CAP IPC OWNER — NO3BO/AET He BbINONAHATbL MPOBEPKM AOCTYyNa AN1A ONepaLnn ¢
obbekTamun System V IPC;

— CAP KILL — MO3BONAET HE BbINOJHATL MPOBEPKM MPWU OTNPaBKE CUTHasOB.
K AaHHOW BO3MOHOCTM OTHOCUTCA MCMOb30BaHMeE ioctl (2) Cc onepauyen KDSIGACCEPT;

— CAP_LEASE — N03BOJIAET YCTaHaB/ANBATL apeHy Ha MPOU3BO/bHble darbl;

— CAP_LINUX IMMUTABLE —  T[O3BO/JAe€T  YyCTaHaBAMBaTb  inode-¢pnaru
FS APPEND FLWFS IMMUTABLE FL;

— CAP_MKNOD — MO3BONAET CO343aBaTb CrieupanbHble Garbl C NOMOLLbIO mknod (2) ;

— CAP NET ADMIN — M0O3BOJIAET BbIMNO/HATL C/leflyloLne ceTeBble onepauum:

® HAcTpoWKa nHTepdeinca;

e ynpasneHune IP M3, TpaHchAUMEN aapeCcoB M BEAEHNEM YYETA;

® 3MeHeHMe TabanLbl MapLIpyTU3aLNK;

® npuBA3Ka K Atobomy azpecy A8 NPO3PAYHOro NPOKCMPOBAHMA;

® Ha3HayeHMe TuMNa CepBuCa;

® OYUCTKA CTAaTUCTUKM ApanBepa;

® BK/IIOYEHWME peXMMa 3aXBaTa (promiscuous);

® BK/IOYEHNE MHOrO0aApPECHbIX PACCbIIOK (multicasting);

® 1ICN0/b30BaHME setsockopt (2) ANA BKIKYEHMA CAeayroWMX NapamMeTposB
COKeTa: SO DEBUG, SO MARK, SO PRIORITY (414 mpuopuTeToB BHe AmanasoHa 0-6),
SO_RCVBUFFORCE M SO_SNDBUFFORCE;

— CAP NET BIND SERVICE - nossondaet NPWBA3bIBATb CoKeT K
NPUBUNETMPOBAHHbBIM MOPTaM AOMeHa ceTn NHTepHeT (Homepa nopToB MeHble 1024);

— CAP NET RAW— NO3BO/AET BbINONHATL CeAytowme AeNCTBUA:
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® WCMO/1b30BaTb COKETbl RAW U PACKET;

® MpPMBA3bIBATLCA K IODOMY agpecy 414 NPO3Pa4YHOro NPOKCUPOBAHUS;

— CAP SETGID — NO3BOJIAET BbINOJHATL NPOM3BO/IbHblE AencTBuA ¢ GID npouecca
M CMMCKOM A0NOHUTENbHbIX GID, a Takxke noaaensiBate GID npy nepeaaye BO3MOXKHOCTEM
COKeTa 4Yepe3 aomeHHble cokeTbl UNIX; 3anucbiBaTb oTobparkeHue |ID rpynnbl B
N0/1b30BaTE/IbCKOE NPOCTPAHCTBO MMEH;

— CAP SETFCAP — NO3BONAET Ha3HayaTb GpanioBble BO3MOXKHOCTU, NPU 3TOM:

e ecnn dannoBble BO3MOMHOCTM He MOAAEPKMBAIOTCA: NPeaoCTaBNATb U
OT3bIBaTb Nt0OYI0 BO3MOXHOCTb B CMIMCKE Pa3peLleHHbIX BO3MOXHOCTEN BbI3bIBAOLLETO UM
ntoboro apyroro npouecca (AaHHOe CBOWCTBO CAP SETPCAP HeAOCTYMHO, €civ A4po
cobpaHo ¢ noaaepKom GanaoBbiX BOSMOXKHOCTEN, T.K. CAP_SETPCAP MMeEET NOJHOCTLIO
APYIYI0 CEMAHTUKY Y Takux aaep);

e ecnn  dalioBble  BO3MOMKHOCTM  NOAJEPMKMBAIOTCA: A00aBNATbL  Nt0byto
BO3MOHOCTb M3 OrpaHU4YMBatoLLErO HAabOPa BbI3bIBAOLLEN HATK B €€ HacaeayeMblil Habop;
OT3bIBaTb BO3MOHOCTU M3 OrpaHuumBatowlero Habopa (c nomouwplo prctl(2) C
onepaumen PR_CAPBSET DROP); U3MeHATb Gnarn securebits;

— CAP SETUID — NO3BOJIAET BbIMNOJIHATL NPOM3BO/IbHbIE AencTena ¢ UID npouecca
(setuid(2), setreuid(2), setresuid(2), setfsuid(2)); nogaensiBatb UID npu
nepegade BO3MOMKHOCTEM COKeTa u4epe3 jgomeHHble cokeTbl UNIX; 3anucbiBaTb
oTobparkeHune |D nonb3oBaTeNA B MONb30BATENBCKOE MPOCTPAHCTBO MMEH;

— CAP SYS ADMIN NO3BO/IAET BbIMONAHATL CNeAytoLLine AeNCTBUA:

e pewaTtb 33a4a4YM yNpaB/eHWA CUCTEMOM: quotactl(2), mount (2),
umount (2), swapon(2), swapoff(2), sethostname(2) W setdomainname (2),

® BbINMOJIHATL MNPUBUIETMPOBAHHbIE onepaumMnm syslog(2) (448  [AaHHbIX
onepaumit Heobxo4MMO MCNONBL30BaTb CAP_ SYSLOG);

® BbINO/IHATL KOMaHAY VM86 REQUEST IRQ vm86(2);

® BbINOJIHATL ONepaLMm IPC_SET M IPC RMID HaZ NPOU3BO/bHbIMM OObeKTaMu
System V IPC,

® epesanuncbliBaTb OrpaHNYeHna pecypca RLIMIT NPROC;

® BbINOJIHATb ONepaLMn Had PacMPEHHbIMM aTPUOYTaMN trusted U security;

® MCNO/1b30BaTb lookup dcookie (2);

® 1CNOJIb30BaTb ioprio set(2) [ANA HA3HAYe€HUA KNACCOB MJIAHNPOBAHMA
BBOJA-BblBOAA IOPRIO CLASS RT M IOPRIO CLASS IDLE;

e noaaenviBaTb PID npu nepegave BO3MOXMHOCTEM COKeTa 4yepe3 AOMEHHble
cokeTbl UNIX;

® MpeBbllaTb /proc/sys/fs/file-max, CUCTEMHOE OlpPaHUYEHWE Ha
KOZIMYECTBO OTKPbLITbIX Gali/ioB B CUCTEMHbIX BbI30Bax, OTKPbIBAOLWIMX Galinbl (Hanpumep,
accept (2), execve(2), open(2), pipe(2));
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e 3a3aencTBoBatbh dnarm CLONE_*, cosgatouime HOBble MPOCTPAHCTBA MMEH C
NOMOLLbIO clone (2) U unshare (2) (418 CO34aHMA NONb30BATENBCKUX MPOCTPAHCTB MMEH
He TpebyeTcs HMKAKMX MHbIX BO3MOXKHOCTEN);

® BbI3blBaTb perf event open(2),

® M0AYyYaTb AOCTYN K MHPOPMALMM O NPUBMUNETMPOBAHHOM CODLITUN perf;

® BbI3bIBATb setns(2), TpebyeTcA CAP SYS ADMIN B MPOCTPAHCTBE WMeEH
Ha3HaYeHUA;

® BbI3bIBATb fanotify init (2);

® BbI3bIBATb bpf (2);

® BbINOMHATL ONepaunn KEYCTL CHOWN W KEYCTL SETPERM B keyctl(2);

® BbINOJIHATL ONepaLmio MADV HWPOISON Bmadvise (2);

e 3aaencrteoBaTtb TIOCSTI B ioctl(2) ANA BCTaBKM CMMBOJIOB BO BXOZHYHO
ovyepelb TEPMUHANG, OT/IMYHOTO OT YNPaBAAIOLWErO TEPMMHA/IA, Bbi3blBAOLLLETO;

® 33/1eMCTBOBATb YCTAPEBLUMIM CUCTEMHbIN BbI3OB nfsservctl (2) ;

® 3371eMCTBOBATb YCTAPEBLUMA CUCTEMHbIM BbI30B bdflush (2);

® BbLINO/IHATL PA3/IMYHbIE NPUBUAETMPOBAHHbIE ONepauum ioctl (2) Haf
6104HbIMK MY;

® BbINO/HATbL PA3/IMYHbIE NPUBUAETMPOBAHHbIE ONepaumn ioctl (2) Hag OC;

® BbINO/HATb aAMMHUCTPATUBHbIE ONepaLMn Haa Apaneepammn MY;

— CAP_SYS BOOT — MO3BOJIAET MCMNONb30BaTb reboot (2) U kexec load(2);
— CAP_SYS CHROOT — MO3BOJIAET UCMOJIb30BaTb chroot (2);

— CAP_SYS MODULE — MO3BOJIAET 3arpy*kaTb M BbIrPyXaTb MOAYNN AAP3;

— CAP SYS NICE MO3BOJIAET BbINOJHATb CAefytolime eNCTBUA:

® OBbILIATL 3HAYEHME YCTYNUYMBOCTM NpoLecca (nice (2), setpriority(2))Mu
M3MEHATb 3HAYEHMe YCTYNYMBOCTM Y MPOMU3BO/IbHbIX MPOLECCOB;

® Ha3HayaTb MNOJIUTUKN NAAHMPOBAHNA PeasbHOro BPEMEHM ANA Bbl3blBAOLWETO
NpoLLecca, a TakKe NONNTUKN NNAHNPOBAHNA U NPUOPUTETLI 418 NPOMU3BO/IbHbBIX MPOLLECCOB
(sched setscheduler (2), sched setparam(2), shed setattr(2));

® BbINONHATb MPMBA3KY K 31EKTPOHHOM noanucy (M) Ana nNpom3BOAbHbIX
npoueccos (sched setaffinity(2));

® Ha3HayaTb KJAacC NAaHMPOBAHMA BBOAA-BbIBOAA W NpuopuTeT  A1A
NPOWM3BO/bHbIX NPOLLECCOB (ioprio set (2));

® MPUMEHATb migrate pages(2) K MNPOM3BO/bHbIM NpoOLEccam Oaa WX
nepemeLlLeHnA Ha NPOU3BO/IbHbIE Y3/1bl;

® MPUMEHATb move pages (2) K MNPOU3BO/IbHbIM NPOLECCAM;

® LCMOJ1Ib30BaTb cbnar MPOL MF MOVE ALLBmbind(2) Mmove pages (2),

— CAP_SYS PACCT — MO3BO/NAET UCMO/Ib30BaTb acct(2);
— CAP_SYS PTRACE — N03BOJIAET BbINO/NHATL CeAytowmne AeNCTBUA:
® TpaccmMpoBaTb NHOOON NPOLLECC C MOMOLLBIO ptrace(2);
® MPUMEHATb get robust list (2) K NMPOW3BOJIbHbIM NPOLLECCam;
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e nepemellatb AaHHble B/M3 MamMsATX MPOM3BOJIbLHOIO MPOLECCa C MOMOLLbO
process vm readv (2) Mprocess vm writev(2),
® 13y4yaTb NPOLLECChl C NOMOLUbIO kemp (2) ;
— CAP_SYS_RAWIO — no3BoAndAeT BbINONAHATbL CAeaytolime AenCTBUA:
® BbINOJIHATH ONepaLyMm BBOAA-BbIBOAA M3 NOPTOB (iopl (2) m ioperm(2));
® paspelwaTb 40CTYN K /proc/kcore,;
e 33aencTBoBaTb onepaunto FIBMAP B ioctl (2);
e OTKpbIBaTb MY And A0oCTyna K cneumanbHbim pernctpam x86 (MSR);
e 0OHOBNATL /proc/sys/vm/mmap min addr;
® C034aBaTb OTOOpParKeHMA NaMATM NO agpecam, MeHblle 3Ha4YeHNA, 334aHHOTO
B /proc/sys/vm/mmap min addr;
e oTObOpakaTb pannbl B /proc/bus/pci;
® OTKpPbIBAaTb /dev/mem u /dev/kmem,
® BbIMNOJIHATbL Pa3/IMYHble KOMaHAbl MY SCST;
® BbLINOJIHATL oNpeaeneHHble onepaunn ¢ MY hpsa (4) U cciss (4);
® BbINOJIHATb HEKOTOPbIE CNeLUManbHble onepaLmnm ¢ ApYrMMmn yCTPOMCTBAMM;
— CAP SYS RESOURCE — MO3BO/IAET BbIMONAHATL CNejytoline AeNCTBUA:
® MCMO/1b30BaTb 3ape3epBnpoBaHHOe NpocTpaHcTBo OC ext2;
® COBepLaTh BbI30BbI ioctl (2), yNpaBaatoWMe KypHaanpoBaHmem ext3;
® [peBbIWATb OrPaHNYeHmne AMCKOBOro NPOCTPAHCTBA;
® yBe/INYMBATb OFPAHUYEHMA MO Pecypcam;
® epesanuncbliBaTb OrpaHnyeHne pecypca RLIMIT NPROC;
® MpeBbllaTb MAaKCMMaIbHOE KOMYECTBO KOHCOEN NPU BblAENEHUN KOHCONN;
® peBbIlaTb MAaKCMMa/IbHOE KONMYECTBO PACKNAA0K;
® 1ICNoNb30BaTh bosee, Yem 64 L npepbIBaHNA M3 YAaCOB PeaNbHOIO BPEMEHMU;
® Ha3HayaTb 3HayeHve msg gbytes oyepean coobueHuit System V 6onblie
orpaHunyeHna /proc/sys/kernel/msgmnb;
® [peBbIWaTb OrpaHNYeHne /proc/sys/fs/pipe-size-max NPU Ha3HAYEHUU
BMECTMMOCTM KaHa/ia C MOMOLLbIO KOMaHAbl F SETPIPE SZ y fcntl (2);
e ycnonb3oBatb F SETPIPE_SZ ans yBennyeHms BMECTMMOCTM KaHana bonblue,
Yyem orpaHun4yeHue, 3alaBaeMoe B /proc/sys/fs/pipe-max-size;
® MpesBblwaTb OorpaHunyeHmne /proc/sys/fs/mqueue/queues max npu
co3gaHun odepegen coobuieHmnin POSIX; 3apenctsoBaTb onepaunto PR _SET MM B
prctl (2);
® yCTaHaB/IMBATb /proc/PID/oom score adj B 3HAYEHME MeHblUee, 4Yem
nocnefiHee yCTaHOBIEHHOE 3HaYeHWe NPoL,EeCcCOM C MOMOLLbIO CAP SYS RESOURCE;
— CAP_SYS_ TIME — N03BO/MAET HAaCTpamBaTb CUCTEMHbIE Yachl (settimeofday (2),
stime (2), adjtimex (2)) W 4Yacbl peanbHOro BpemeHu (annapaTtHble);
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— CAP_SYS TTY CONFIG — TMO3BO/IA€T  MCMO/Ab30BaTb  vhangup (2) 7
33€eMCTBOBaTb Pa3/INYHbIE NMPUBUIETMPOBAHHbIE ONepauUMn ioctl (2) C BUPTYabHbIMM
TepMUHaANamm;

— CAP_ SYSLOG — NO3BONAET BbINONHATb CeAytolLmMe AeNCTBUA:

® BbINOJIHATb NPUBUAETMPOBAHHbIE ONepaLnn syslog (2);
® nMpocmaTpmMBaTb aJpeca Aapa, oTobparkaemble B /proc W APYIKX
HTepdercax, Koraa 3HayeHne /proc/sys/kernel/kptr restrict paBHO 1;

— CAP WAKE ALARM — VYCTaHaB/AMBaTb Talmepbl CLOCK REALTIME ALARM U
CLOCK BOOTTIME ALARM Npu NpoByXAEeHUN CUCTEMBI.

HABOPbl BO3MOMHOCTEW CYBBEKTA: KkawZasa HWTb umeeT Habopbl
BO3MOMHOCTEM, cogepsKalline HoMb U/ unm bonee cneayrolnmx BOSMOXKHOCTEMN:

1) Pa3pelueHHble aencTBus (Permitted). Permitted — orpaHuMymBatoWmMin Habop
30dEKTUBHBIX BO3MOXHOCTEM, KOTOPbIMMU Hadenaetca HWUTb. [aHHbIA Habop TakxkKe
OrpaHMYMBAET CMMUCOK BO3MOXKHOCTEIM, KOTOPbIE MOrYT ObiTb A406aBAEHbI B HAaCAeAyeMbI
Habop ANA HWUTK, HE MMelOLWeN BO3MOXKHOCTEN CAP SETPCAP B CBOeM 3QdeKTUBHOM
Habope. Ecan HUTL cOpacbiBaeT BO3MOXKHOCTb B CBOEM pa3pelunTebHOM Habope, OHa He
CMOMKET MOoJIly4YnTb ee 06paTHO (ECM TONBKO HE BbIMOJIHAETCA execve (2) A4 NPOrPaMMbl
C set-user-ID-root WMAW MPOrPamma,y KOTOPOM COOTBETCTBYHOLLME BO3MOXKHOCTM Paiina
NpPeaoCTaBAAT 3TY BO3MOMXKHOCTb);

2) Hacneayemble aeictBuA (Inheritable). Inheritable — Habop HacneayemMbix
BO3MOXHOCTEM, KOTOPble OCTAlOTCA TAaKOBbIMW MPW BbINOAHEHMKU NOOOM NPOrpammbl n
COXPaHAOTCA MPU BbI3OBE execve (2). Hacnemyemble BO3MOMXKHOCTM A00aBNAKOTCA B
pa3pelnTeNibHbl Habop, ecnn BbINONHAOWANACA NPOrpaMmma MMEeeT COOTBETCTBYHOLIME
YCTaHOB/EHHble OUTbI B hanN0BOM HacneayeMom Habope. Ecam BbINOAHEHME NPONUCXOANT
He OT MMEeHM Cyneprnonb3oBaTeNd, Hac/ielyeMble BO3MOMKHOCTU HE COXPaHATCA nocae
execve (2), noatomy MI, KOTOpbIM HeOBXOAMMO BbINOAHATL BCMOMOraTe/bHble
NPOrpammbl C MOBbIWEHHbIMU BO3MOXKHOCTAMM, TpebyeTcAa WMCMNONb30BaTb HAPY*KHblE
BO3MOMHOCTM (ambient capabilities),

3) 9ddeKkTmBHble genctBuma (Effective). Effective — [AaHHbIM  Habop
BO3MOMKHOCTEM MCMNOJIb3YeTCA AAPOM NPU BbIMOJHEHMN NPOBEPOK NPaB HUTH.

C NOMOLLBIO capset (2) HUTb MOXKET M3MEHATb CBOM HADOPbI BO3MOXKHOCTEN.

®ann (MPBO) /proc/sys/kernel/cap last cap COAEPKWUT YUCNOBOE 3HAYEHME
Camoit BO/bLION BO3MOKHOCTM, MOAAEPIKMBAEMON PaBOTAOWMM SAAPOM. ITO MONKHO
MCNONb30BaTb A/1A onpeaeneHns Hambonblero OMUTa, KOTOPbIN MOXET bbITb YCTAHOBNEH B
Habope BO3MOXKHOCTEN.

®AMIOBLIE  HABOPbl  BO3MOMHOCTEM: B8 OCABpopa cBasb Habopos
BO3MOXHOCTEM C MUCNOAHAEeMbIM GalIoM NOAAEPKMBAETCA C MNOMOLLbIO setcap (8).
Habopbl BO3MOXKHOCTEN daina XPaHATCA B PpaClUMPEHHOM aTpubyTe, ANA 3anNnch B KOTOPbIN
TpebyeTtcs Bo3moxKHOCTb CAP_SETFCAP. Habopbl ¢alinoBbix BO3MOXKHOCTENM BMECTe C
HabopamM BO3MOMKHOCTEM HUTKM onpeaenatoT Habopbl BO3MOMHOCTEM HUTU MNocCae
BbIMO/IHEHUA execve (2) .
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CyuiecTBytoT cieaytouime dannosble HADOPbI BO3MOXKHOCTEN:

— permitted (paHee Ha3blBaBWMINCA forced) — BO3MOXHOCTM aBTOMATUYECKM
pa3peLlatTca HATU HE3aBMCMMO OT ee yHac/1e10BaHHbIX BO3MOXHOCTEN;

— inheritable (paHee Ha3biBaBWMNCA allowed) — Habop obbeamHaeTca (AND) c
yHacnenoBaHHbIM  HaboOpoOM  HUTKW, 4YTOObI ONpPeaennTb, Kakue yHacnedoBaHHble
BO3MOXHOCTM OyAyT BKAOYEHbI B €€ pa3peLlnTebHblii Habop nocne execve (2);

— effective —B AeNCTBUTENBHOCTM NPeACTaBAAET cOOOM He Habop, a OAMHOYHbIN
6UT. ECAn BUT BKNKOYEH, TO MPU BbI30BE execve (2) BCE HOBbIE pPa3peLleHHble BO3MOXKHOCTH
HUTKM ByayT Takke gobasneHbl B 3QdeKTUBHbIM Habop. Ecam OGUT BbIKAOYEH, TO Noc/ae
execve (2) HM OZIHA M3 HOBbIX Pa3peLLleHHbIX BO3MOXKHOCTeM He byaeT obaBneHa B HOBbIM
3 dEKTMBHbIN Habop.

BkntoyeHmne adpdeKTmBHOro Gpainosoro b1UTa nogpasymeBaeT, YTo Atobaa Ppannosas
pa3pelwnTenbHas WAM  Hacneayemaa BO3MOMHOCTb, MO3BOAAKOWAA HUTU  MNOAYYNUTb
COOTBETCTBYHOLLY Pa3peLlnTelbHYt0 BO3MOMXKHOCTb NPU execve (2), TAKKe NONYYMT ee B
addeKkTMBHOM Habope.

[MoaToMy ecanM npu  Ha3HaYeHWM BO3MOXKHOCTEM  dalny  (setcap (8),
cap set file(3), cap set fd(3)) yKa3aTb abPeKTUBHbIN dnar Kak BKAOYEHHbIN ANA
N0O0N BO3IMOXKHOCTU, 3PPEKTMBHbIN Gaar A0/KEH TakKe OblTb YKa3aH BKAOYEHHbIM ANA
BCEX  OCTa/lbHbIX  BO3MOXHOCTENW, AN  KOTOPbIX  BK/AKOYEH  COOTBETCTBYHOLLMM
paspeLnTenbHbI TMbOo Hacneayembln dnaru.

MNpeobpasoBaHMe BO3MOXHOCTEN NpU execve().

Mpn execve (2) @PBO BbLIMMCAAIOT HOBblE BO3MOXHOCTM CybbeKkTa AocTyna
(npougecca) no cneayroEeMy anroOpPUTMY:

P' (ambient) = (npuBuinerupoBaHHbEM odamy) ? 0 : P(ambient)

P' (permitted) = (P(inheritable) & F(inheritable)) |
(F(permitted) & cap bset) | P' (ambient)

P' (effective) = F(effective) ? P'(permitted) : P' (ambient)
P' (inheritable) = P(inheritable) [T. e., He usMeHdeTCH],
roe:

— P —3HayeHMe Habopa BO3MOXKHOCTEM HUTK A0 execve (2);

— P' —3HayeHMe Habopa BO3MOXKHOCTEN Noc/e execve (2);

— F— dalnoBbli HAOOP BO3MOXKHOCTEN;

— cap_bset — 3HayeHue orpaHmn4mBatoLLLero Habopa BO3MOXHOCTEN;

— NPUBUNETMPOBAHHbLIA Pan — Gann, MMEOLNIM BO3MOXKHOCTM, MO0 ANA Hero
yUGHOBﬂeH6MTset—user—ID NWIN set—-group-1D.

BO3IMOXHOCTU M BbINO/JIHEHME MPOTPAMMbI CYMEPMOJ/Ib3OBATE/IEM: ans
npeaocTaBneHMA MNOAHOro Habopa BO3MOXKHOCTEM Cyneprnonb30BaTENO B execve (2)
HeobXoAMMO BbINONIHEHWE CAEAYOWMX NPABUN:

— eC/Nn BbINOJIHAETCA MPOrpaMma C YCTaHOBAEHHbIM OUTOM set-user-ID-root
mnn ID  peanbHOro MNoO/Ab30BaTeNA MNpoLLecca pPaBeH Hyaw (cynepnonb3oBaTenb),
NPeaoCTaBAATCA MOHble (alnoBble U Hacnedyemble Habopbl BO3MOXHOCTEN (T.e.
paspeLleHbl BCe BO3MOXKHOCTH);
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— €eC/I1 BbINONHAETCA NPOrpaMma C YCTaHOBEHHbIM BUTOM set-user-ID-root,
addeKTUBHbIN PaltnoBbIi OUT paBeH eanHMLE (YCTaHOBAEH).

Pe3ynbTaT  yKa3aHHbIX  Npasua, 0ObeaMHEHHbIX C  Npeobpa3oBaHMAMMK
BO3MOXHOCTEM, CAedyoWMN: Koraa Npouecc BbINOAHAET execve (2) ANA NPOrPaMmbl C
OUTOM set-user-ID-root WAW KOraa npouecc ¢ appekTnBHbIM UID HOAb BbIMOAHAET
execve (2), OH MONy4YaeT BCe BO3MOXHOCTW M3 pPa3pewnTenbHoro M 3GpPeKTUBHOro
HabopoB, 3a WCKAOYEHMEM TeX, KOTOpble OTMEHEHbl OrpaHuyMBatoWMM Habopom
BO3MOXHOCTEN. OTO NpeaoCTaBAAET CEMAHTUKY, COBNAAAtOLLYHO C OBbIYHbIMM CUCTEMAMM
UNIX.

OMPAHMYMBAIOLMI  HABOP BO3MOMHOCTEN: orpaHuumBaowmii  Habop
BO3MOXHOCTEM — 3TO MexaHM3mM 6e30MacHOCTW, KOTOPbIM MOXHO MCMOAb30BaTb ANA
OrpaHNYeHMA BO3MOXKHOCTEN, AOCTYMHbIX MPU execve (2), Caeaytowmm obpasom:

— NpU execve (2) OrpaHMYMBaOLLIMM HabOp BO3MOXKHOCTEN cknapisaetca (AND) ¢
dannoBbIM paspelinTenbHbiM Habopom BO3MOMKHOCTEM, M pe3ynbTaT 3TOM onepauum
Ha3Ha4yaeTca paspelnTeNbHOMYy Habopy BO3MOMKHOCTEM HUTU. Takum 06pasom,
OrpaHnYmMBatOWMii Habop BO3MOMKHOCTEN OrpaHWYMBAET pa3pelleHHble BO3MOMKHOCTH,
KOTOpble MOXET NPeaoCTaBUTb MCNONHAEMbIN daln;

— OrpaHmymBaoWMn Habop BO3MOXMKHOCTEM NpPeacTaBnseT CcoboM nepeyeHs,
KOTOPbIN HUTb MOXeT A00aBUTb B CBOM HacaeayemMblit HAbop C NMOMOLLbIO capset (2). ITO
03Ha4aeT, YTo, eC/IM BO3IMOXKHOCTb OTCYTCTBYET B OrpaHn4YmBatoLLemM Habope, HUTb He MOXKeT
N06aBUTb 3TY BO3MOXHOCTb B CBOW Hacneayembln Habop, Aaxe ecn OHa NPUCYTCTBYET B
pa3pelwnTenbHOM Habope, cneaoBaTeNbHO, HE MOMKET COXPaHUTb AaHHYIO BO3MOMXHOCTb B
pa3pelnTenbHbln HAbop NPM BbI30BE execve (2) A1A Galia, MMEOLEro BO3MOXKHOCTb B
CBOEM Hacneayemom Habope.

OrpaHunynBatoLLMin Habop CKpbiBaeT GpaliioBble pa3peLlnTe/ibHbIE BOSMOXKHOCTM, HO
He Hacneayemble BO3MOMHOCTW. EcanM HWUTb MMeeT B CBOeM Hacaeayemom Habope
BO3MOXHOCTb, KOTOpas OTCYTCTBYeT B OrpaHMYMBatOWEM Habope, HUTb MO-MPEXHEMY
obnagaeT 3TOM BO3MOXKHOCTbIO B CBOEM pa3pelnTensHom Habope npu BbIMOJHEHUM
dalina, MMeroLLero BO3MOXHOCTb B CBOEM HacieayeMom Habope.

TonbKo Npouecc 0AMH MOXET 3a4aBaTb BOSMOXKHOCTM B OrpaHn4YmMBatoLLem Habope
BO3MOKHOCTEM, MOMMMO 3TOrO Cynepnosib3oBaTte b (TOYHee, NPOrpaMmbl C BO3MOMKHOCTbIO
CAP_SYS MODULE) MOTYT AMLWb YAANATb BOSMOXHOCTH M3 Habopa.

OrpaHuymMBatoWLM Habop Hacneayetca npu fork(2) OT HUTM poauTena u
coxpaHaeTca Npu execve(2).

HnTb MOXeT yAanATb BO3MOMKHOCTM M3 CBOEro OrpaHuymBatollero Habopa ¢
MOMOLLbIO BbI30Ba prctl (2) Conepaumen PR_CAPBSET DROP MPW HANMYMM BO3MOXKHOCTU
CAP SETPCAP.

Mocne yaaneHna BO3MOMXKHOCTM M3 OrpaHMYmMBatollero Habopa BOCCTaHOBUTL ee
HEBO3MOXHO. HUTb MOXKeT onpeaenTb Ha/inyme BO3IMOXKHOCTM B CBOEM OFPaHNYNBALOLLEM
Habope c NOMOLLbIO BbI30Ba prctl (2) € onepauyein PR CAPBSET READ.
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YnaneHne BO3MOXHOCTEN M3 OrpaHU4YMBatoLLErO Habopa AOCTYMNHO, TONbKO €Cau
A0p0 cobpaHo ¢ noaaep*KKoM GannoBbIX BOIMOMKHOCTEMN.

[ns coxpaHeHMA MPUBBLIYHOM CEMAHTMKMU MPU Nepexoae OT HYAs K HEHYNEBbIM
nonb3oBatenbckmm ID ®BO  ocywecTBAAOT  caedylowme  M3MeHeHuAa  Habopos
BO3MOKHOCTEN HUTK NPU U3MEHEHUWN Y HUTU peanbHOro, addPeKTMBHOro, coxpaHeHHoro 1D
M nonb3oBaTenbckoro ID ®C (c nomoubto setuid (2), setresuid(2) MAW NOAOOHbLIX):

— eCNun paHee peanbHbi, 3GGEKTUBHBIA MU COXPAHEHHbIN NONb30BATENLCKMIA |D
He Obln paBeH Hyn M B pesynbTate nameHeHma UID Bce 3T ID nonyynnm HeHynesoe
3Ha4YeHMe, TO BCe BO3MOXHOCTM yAANAwTCA M3 paspelmntensHoro u adpdeKkTMBHOro
Habopos;

— ecnn 30EeKTUBHbIM NOb30BaTENbCKMUIM |D M3MEHAETCA C HY1€BOTO HA HEHYEBOE
3Ha4yeHMe, TO BCE BO3MOMKHOCTM yAANATCA U3 3PpPeKTMBHOIro Habopa;

— ecnn 30PEKTUBHbBIN NONb30BATENbCKUM ID M3MEHAETCA C HEHYNEBOrO 3HaYeHuA
Ha O, TO pa3pelLnTenbHbI Habop KonmpyeTca B 3dEeKTMBHbIN Habop;

— ecan nonb3osaTenbckuii ID ®C n3meHAeTCA ¢ HYIEBOTO Ha HEHY1EBOE 3HAYEHME,
TO u3 3bdeKkTMBHOro Habopa yAanawTca caedylowme BO3IMOXMKHOCTU: CAP_ CHOWN,
CAP DAC OVERRIDE, CAP_DAC READ SEARCH, CAP FOWNER, CAP FSETID,
CAP LINUX IMMUTABLE, CAP MAC OVERRIDE M CAP MKNOD. Ecnu nonb3osatenbckuin ID
®C n3meHAeTcAa C HeHyYNeBOro 3HayeHua Ha 0, To Ntobas U3 BO3MOXKHOCTEN, BKAKOYEHHbIX B
pa3pelwnTenbHbln Habop, BKAtoYaeTca B adpdeKTMBHOM Habope.

Ecnm HUTL, Yy KOTOPOM oaAnH Mnmn bonee nonb3osaTtensckux ID paBeH O, cTpemmnTCs
npeaoTBpPaTUTbL  yAaneHWe paspellmTeNbHbIX  BO3MOXKHOCTEM npu  cbpoce  Bcex
Nno/nb3oBaTenbCKkmx |ID B HEHyEBbIE 3HAYEHMA, OHA MOXET MCMNOb30BaTb BbI30OB prctl (2)
C onepauvein PR SET KEEPCAPS wau ¢narom 6e30MacHOCTM SECBIT KEEP CAPS,
OMMCaHHbIM aanee.

HUTb MOeT nonyyaTb M M3MEHATb CBOM Habopbl BO3MOMKHOCTEM C MOMOLLbLHO
CUCTEMHbIX BbI30BOB capget (2) U capset (2). OAHAKO ANA 3TOM Lenn npeanovtTuTensHee
MCNONb30BaTb cap get proc(3) Wcap set proc(3) U3 MNaKeTa libcap.

Mpn n3ameHeHnn HabopoB HUTK NPUMEHSIOTCA CAeaytoLliMe NpaBmaa:

— eC/I BbI3bIBAOWMA HE WMeeT BO3MOXHOCTM CAP SETPCAP, TO HOBbIM
Hacneayembin Habop Ao/mKeH OblTb nogHabopom KOMOWHALMKM  CYLLECTBYHOLWEro
HacaeaQyemoro v paspeLlnTenbHoro Habopos;

— HOBbI Hacneayembln Habop [omKeH ObiTb NnoaHabopom  KOMOMHaLMM
CYLLLECTBYIOLWErO HAacAeQyeMOoro 1 orpaHMynBatoLLero Habopos;

— HOBbIN pa3pelinTenbHbli Habop AonXeH OblTb NOAHAOOPOM CYLLECTBYIOLLETO
paspewmnTenbHoro  Habopa  (T.e. HEBO3MOXHO  nNpuobpecTn  paspelmnTenbHble
BO3MOHOCTM, KOTOPbIX HATb HE UMEET);

— HOBbIM  3ddeKTMBHbIN  Habop  Ao/keH  ObiTb  NoaHabopom  HOBOrO
paspelinTenbHOro Habopa.
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®JIAT SECUREBITS: OPTAHM3ALNA NCKIKOYNTE/TBHO OKPYXKEHNA

B OC ABpopa peanm3oBaH Habop ¢pnaroB securebits (414 KaXA0M HUTK), KOTOPbLIN
MOHO MCMO/1b30BaTb A/1A OTKAOYEHMA CNELMaNbHbIX AENCTBUIM BO3MOXKHOCTen ana UID
HoAb (cynepnonb3oBaTesb). K aTum dpnaram oTHoCATCA:

— SECBIT KEEP CAPS — MO3BO/AET HWUTW, Y KOoTOpon oauH u b6onee UID paseH
HYJ/1t0, COXPaHWTb CBOM BO3MOXHOCTW NPM M3meHeHun Bcex ee UID Ha HeHyneBble 3HaYEeHMA.
Ecnn dnar He ycTaHOBANEH, n3MeHeHKWe UID npmuBeaeT K yTpaTe HUTbHO BCEX BO3MOXKHOCTEN.
[aHHbIn  dnar Bceraa cbHpacbiBaeTcd NpU  execve (2) (M NpeaocTaBAfeT Te XKe
BO3MOHOCTM, YTO M CTapbIi BbI3OB prctl(2) C onepaunen PR SET KEEPCAPS);

— SECBIT NO SETUID FIXUP — He MO3BO/JAET AApPYy W3MeHUTb Habopb
BO3MOXKHOCTEM Npu nameHeHnn appektnsHoro UID n UID ®C c HyneBoro Ha HeHyneBoe
3Ha4YeHMe;

— SECBIT NOROOT — B C/y4Yae YCTaHOBKM AaHHOro ¢sara A4PO He npeaocTasnaeTt
BO3MOXHOCTM MPW WCMNONHEHWM MPOrpaMMmbl, Mmerolen BUT set-user-ID-root, WK
Koraa npouecc ¢ 3¢GeKTUBHbIM AN peanbHbim UID, paBHbIM HY/HO, BbI3bIBAET execve (2);

— SECBIT NO CAP AMBIENT RAISE — 3anpellaeT MOBblWEHNE  HAPYXKHbIX
BO3MOXHOCTEN NOCPeACTBOM prctl (2) C onepaumen PR_CAP AMBIENT RAISE.

Kaxkabih M3 nepeymcneHHblx Bbille 6a30Bbix $aaroB MMeeT OAMH U3 CAedyoLInX
HUXE AONONHUTENbHbIX GaaroB 610KMPOBKKM, YCTAaHOBKA Nt0OOro M3 KOTOPbIX ABAAETCA
HeobpaTMMOW 1 3anpellaeT Aa/ibHeNLLINE U3MEHEHMSA COOTBETCTBYOLLEro 6asosoro paara.

®narn 6N1OKNPOBKU:

— SECBIT KEEP CAPS LOCKED;

— SECBIT NO SETUID FIXUP LOCKED;

— SECBIT NOROOT LOCKED;

— SECBIT NO CAP AMBIENT RAISE.

®narn securebits MOXHO M3MEHATb M NOAYy4YaTb C MOMOLbIO Bbl30BA prctl (2) C
onepaumAmMmn PR_SET SECUREBITS W PR GET SECUREBITS. [1n4 wu3meHeHna ¢naros
TpebyeTcA BO3MOXKHOCTb CAP_ SETPCAP.

®narn securebits HacneaytOTCA AOYEPHUMM npoueccamu. INpn execve (2) BCe
dnarn  CoXpaHAKTCA, 33 WCKNIOYEeHMem SECBIT KEEP CAPS, KOTOPbIM  BCerja
cbpacbiBaeTcs.

MIT MOXeT MCNoNb30BaTb CAeAyOLWMA BbI3OB ANA CODCTBEHHOM OAOKMPOBKM M
MOMeLLIEHMA BCEX CBOMX MOTOMKOB B OKPYXEHWe, rae MMeeTca TONbKO MepBbli cnocob
nobasneHns npaB — 3anyck MNPOrpaMmbl CO CBA3AHHbIMM C  Hel dainoBbIMM
BO3MOXHOCTAMM:

prctl (PR_SET SECUREBITS,
SECBIT KEEP CAPS LOCKED |
SECBIT NO SETUID FIXUP |

SECBIT NO SETUID FIXUP LOCKED |
SECBIT_ NOROOT |

SECBIT NOROOT LOCKED) ;
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4.3.1.7. DpenmBopk Linux Security Modules

[JONONHUTENbHO ANA KAaCTOMM3aUMKM WU YTOYHEeHUA npumeHaembix [P moxeT
MCNONb30BaTbCA PpenmBopK Linux Security Modules, KoTopblin ABASIETCA YacTbio AApa W
N0O3BOIAET PErMCTPMPOBATb NPOLLEAYPbI, KOTOPbIe BYAYT BbINONHATLCA B Cy4ae yCNeLwHoro
3aBepleHna CTaHAaApPTHOM npoueaypbl MPOBEPKU AMCKPELMOHHOro A0CTyna nepesq
npeaocTaBneHnem GaKTUYeCKoro 4oCTyna K 06beKTy

Mocpeactsom Linux Security Modules B aape OC ABpopa MNOAKAOYEH MOAYNb
6e30nacHOCTM diehard, KOTOPbIM He NO3BONAET HENPUBUAETMPOBAHHOMY NO/1b30BATENIO
npepBaTb BbIMOJHEHME MPOLLECCa, 3aMyLLEHHOro OT ero e MmeHu. onb30BaTeNbCKMiA
NPOLECC, He MMeKLWMIM BblAENEHHOW rpynnbl 777, HEe MOXET NocnaTb CUIHAA NPOLLeCCy,
MMEIOLLEMY TaKyk rpynny, Aaxe ecim Mpouecchbl BbIMOMHAKTCA C oAMHaKkosbiMm EUID.
ckntovyeHnem ABNAKOTCA NPOLECChbl, MMeKWMe capability CAP KILL — Ha HUX He
PaCcNpPOCTPAHAIOTCA OrPaHUYEHNA, HaKNadblBaeMble moaynem diehard

3aronoBoYHbIN - dann  include/linux/security.h  COAEPXMT  OMNMCaHME
CTPYKTYpbl security ops, NPeAcCTaBaAloWen coboi CIMCOK 3apaHee onpeaeneHHbIX U
NOKYMEHTMpPOBaHHbIX callback-dyHKuUMIA, KOTOpble AOCTYNHbI MOoAyAt0 HEe30NacHOCTK ANS
BbIMO/IHEHMA NPOBEPOK. [10 yMONYaHMIO AaHHble QYHKLMM B OCHOBHOM BO3BpallatoT O,
pa3pewan ntobble aencrtemA. OAHAKO HEKOTOPble MCMOAb3YKT mMoAay/b 6e30nacHOCTM
POSIX. B paHHOM cTpykType cneumdunyecknin ana OC ABpopa Moaynb diehard
3aperncTpupoBaH cneayowmm obpasom:

#ifdef CONFIG SECURITY DIEHARD

extern int diehard task kill (struct task struct *p, struct siginfo
*info,
int sig, u32 secid);

#else /* !CONFIG_SECURITY DIEHARD */

static inline int diehard task kill(struct task struct *p,
struct siginfo *info, int sig, u32 secid)

{

return 0;

}

#endif /* !CONFIG_SECURITY DIEHARD */

McxoaHbIn TeKCT Moayna diehard (paln security/diehard/diehard-1sm.c):

#define DIE HARD GROUP 777

static const int zero = 0, one = 1;
static int enabled = 0;

int
diehard task kill (struct task struct *p, struct siginfo *info, int
sig,

u32 secid)
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const struct cred *cred = current cred();
const struct cred *tcred =  task cred(p);

if ('enabled)
return O0;

if (ns _capable(tcred->user ns, CAP KILL))
return 0; /* Privileged process are not affected by us */

if (!gid eqg(cred->gid, DIE HARD GROUP) &&
'gid eg(cred->egid, DIE HARD GROUP) &&
!gid eqg(cred->sgid, DIE HARD GROUP) &&
groups_search (tcred->group info, DIE HARD GROUP) &&
!'groups_search (cred->group info, DIE HARD GROUP))
return -EACCES;

return 0;

}
#ifndef CONFIG SECURITY DIEHARD STACKED
static struct security operations diehard ops = {
.name = "diehard",
.task kill = diehard task kill,
bi
#endif /* CONFIG SECURITY DIEHARD STACKED */

#ifdef CONFIG SYSCTL

struct ctl path diehard sysctl path[] = {
{ .procname = "kernel", 1},
{ .procname = "diehard", 1},
{ }
}i
static struct ctl table diehard sysctl table[] = {
{
.procname = "enabled",
.data = &enabled,
.maxlen = gizeof (int),
.mode = 0644,
.proc_handler = proc_dointvec minmax,
.extral = (void *) &zero,
.extra? = (void *) &one,

#endif /* CONFIG_SYSCTL */
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static  init int
diehard init (void)
{
#ifndef CONFIG SECURITY DIEHARD STACKED
1f (!security module enable (&diehard ops))
return 0;
#endif /* CONFIG SECURITY DIEHARD STACKED */

printk (KERN INFO "DieHard: starting.\n");

#ifndef CONFIG SECURITY DIEHARD STACKED

if (register security (&diehard ops))

panic ("DieHard: kernel registration failed.\n");
#endif /* CONFIG_SECURITY DIEHARD STACKED */

#ifdef CONFIG SYSCTL

if (!register sysctl paths(diehard sysctl path, diehard sysctl table))
panic ("DieHard: sysctl registration failed.\n");

#endif /* CONFIG SYSCTL */

return O;

}

security initcall (diehard init);

ﬂpl/ll\/\epOI\/\ MCNo/1b30BaHMA OMMCAHHOTO MexaHMn3ma MOXKET CNYXUTb
HEO6XO,EI,I/IN\OCTb obecneynTb HEBO3MOXKHOCTb HEMNPUMBUNETMPOBAHHOIO MONb30BaTENA
npepsaTb BbINOJ/IHEHNE aHTUBWUPYCHOTO CpeacCTBa.

4.3.2. PoneBasa moaenb ynpaBaeHns noanTukamm 6e3onacHocTu

BHUMAHWE! N3meHeHMA HacTpoek B MyHKTe MeHt «[lonnTMKnM 6esonacHoCcTM»
NPUMEHAOTCA KO BCEM YHETHbIM 3aNMCAM POJIEN, CO34aHHbIM Ha MY.

[na onpeaeneHnMAa  BO3MOXHOCTEM  y4e€THOM  3anucu  Noab3oBaTens  no
MCNONb30BAHMIO PECYPCOB M PYHKLUMOHANbHbBIX BO3MOXKHOCTeNn OC ABpopa NpuMMeHaeTca
poneBas MoAeNb, Ha OOLIECMCTEMHOM YPOBHE MO3BOAANOWIAA aAMUMHUCTPATOPY 3a4aTb
OrpaHMYeHuna Ha Mcnonb3oBaHne GyHKUMoHana OC nocpeacTBOM NOANTUK BE30MacHOCTM.

NMPUMEYAHMUE. HacTpoinKka ynpaBieHMA AOCTYNOM, @ TaKXKe M3MEHeHMe AaHHOM
HACTPOMKM AOCTYMNHbI TONIBKO aAMUHUCTPaTOpPy Nnbo Yepe3s MDM-cuctemy.

[ns nepexofsa K HACTpPOMKamM MOAMTMK ©e30macHOCTM HeobXOAMMO BbIMOAHUTb
cnepyouime oeNCTBUA:

— OTKPbITb MEHI0 CUCTEMHbIX HACTPOEK KacaHMemM 3HauKa @ Ha DJKpaHe
npUNoXeHun (cm. PucyHok 1);

— KOCHYTbCA MyHKTa MeHto «[MonnuTuKM 6He30nacHoCTM» 63 B nojapasgene
«be3onacHoCTb» B pe3ynbTate o0TOOpasuTcA OAHOMMEHHas CTpaHuua YynpaBieHus
noAnTUKamm 6esonacHocTn (PucyHok 130).

Ha cTpaHuue «MonmMtnkmn 6e3onacHoCTM» AOCTYMNHbI Ceaylolne AeNcTBus:
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— ObICTPbIN MOUCK MOAUTMKM 6e30MacHOCTM C MOMOLLbIO BBOAA NepBbix OyKB ee
Ha3BaHWA B noae «[TonCK»;

— BK/IHOMEHME M BbIKJOYEHWE  BHeEWHero WHTepdenca MY  KacaHuem
nepekatoYaTena cnpasa OT BbIOPaHHOM NOAUTUKM,

NMPUMEYAHMUE. Mpn akTMBauum nepektovaTenb HAYHET CBETUTbCA Ap4ve, Yem B
COCTOSSHUM MO YMONYAHUIO (HEAKTUBHOM);

— ONIOKMPOBKA M Pa3bIOKMPOBKA BO3MOMHOCTM WMCMNO/Ib30BaHMA MNPOrpaMm U
M3MEHEHMA HACTPOEK BHELWHMX nHTepderncos MY KacaHMem COOTBETCTBYHOLLErO 3HA4Ka
cneBa oT BblIbpaHHOM NOANTUKM MO0 KaCaHMeM NOA, B KOTOPOM PacnosioxeHa BblbpaHHan
NONUTHKKA.

NMPUMEYAHUE. 3Hadok & YKa3blBaeT Ha TO, 4YTO MOAMTMKA pPa3boKMpOBaHa

(nocTynHa), 3Ha4oK () YKa3blBaeT Ha TO, YTO NOSIUTMKA 3ab610KMPOBaHa (Hea0CTynHa).

B cnydyae ecnm Kakaa-nMbo M3 NoAUTUK 3ab10KMpoBaHa aAMWHUCTPATOPOM, Mpw
NoNbITKE A0CTyNa K COOTBETCTBYHOLIEN QYHKUMM  WUAM  KOMMOHEHTy, oTobpasunTca
yBegomneHne (PucyHok 131).

| Monutukn 6esonacHoCTH | Bluetooth

803 i cUCTeMbI OTKIOYEHO Npy NOMOLLM
Aurora Device Manager
Q Mownck
Bluetooth
[5 Bluetooth
[% ABunapexumm e
E] Bpaysep

E) lonocosbie BbI3OBbI
& [o6aBneHune akkayHTOB
&] Kamepa

E] MukpodoH

E] MoHTupoBaHue USB-HakonuTtenemn

o)

PucyHok 130 PucyHok 131

HanmeHoBaHMe M onuncaHMe ynpaBaaemMbiXx NOAUMTUK BEe30MacHOCTM NpuBeaeHO B
Tabnmue (Tabnanua 13).

BHUMAHMUE! CocTosiHne noAnMTMKM NO YMONYAHUIO OTANYAETCA B 3aBUCMMOCTUN OT
Bepcum OC Aspopa.
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BPpeMEHMN

Tabnumua 13
Ne HasBaHue NnoAnTUKK OnucaHue NONUTUKMK ATpubyT 6e3onacHocTH Mlonumka n(5) yﬂpaBHEHl/lvﬂ
YMOJIHAHUIO NOJINTUKOM

1 Bluetooth Mcnonb3osaHue nHTepdeinca Bluetooth® | BluetoothToggleEnabled 3abnokMpoBaHa GUI

2 ABMapexRmm icnonb3oBaHWe aBMaperKMma FlightModeToggleEnabled PasbnokunposaHa |GUI

3 Bpay3ep PaboTta nonb3oBaTens ¢ bpaysepom BrowserEnabled Pa3bnokmpoBaHa |GUI

4 [0N10COBbIE BbI3OBbI PaboTa c ronocoBbiMM BbI30BaAMM VoiceCallEnabled Pa3bnokmposaHa |GUI

5 [obasneHne akkayHToB | [lobaBneHme AaHHbIX y4eTHbIX 3anunceir | AccountCreationEnabled PasbnokunposaHa |GUI

6 Kamepa Mcnonb3oBaHMe Kamepbl CameraEnabled Pa3bnokmposaHa |GUI

7 MunKpopoH Mcnonb3oBaHMe MUKPODOHaA MicrophoneEnabled Pa3bnokmposaHa |GUI

8 MoHTunposaHune USB- MoHTrpoBaHue USB-HakonuTenemn USBMountEnabled PasbnokmposaHa |GUI
HakonuTenemn

9 MoOHTMpOBaHMe KapT MOHTMpPOBaHMeE KapT NaMATH SDMountEnabled PasbnokunposaHa |GUI
namsTu

10 |HacTtpolikn SIM-KkapT YnpasneHune SIM-kapTamm SimSlotsSettingsEnabled PasbnokmposaHa |GUI

11 |HacTtpoikmn WLAN Mcnonb3oBaHue cetn WLAN WlanToggleEnabled Pa3bnokmposaHa |GUI

12 |HacTpolku reonokaumm | Mcnonb3oBaHue cny»Kb reonokaumm LocationSettingsEnabled PasbnokunposaHa |GUI

13 |HacTpolku rnobanbHbix |HacTpolkmn rnobanbHbIX CEPBUCOB GlobalServiceSettingsEnabled PasbnokunposaHa |GUI
cepsuncos

14 |HacTpoWKa aatbl 1 MN3meHeHune HacTpoek BpemeHu 1 aaTbl | DateTimeSettingsEnabled Pa3bnokmposaHa |GUI

> COCTOsHME MOMUTUKM MO YMONHAHMIO 418 CepTudMUmpoBaHHoit Bepcumn OC Aspopa.
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MonutnKa no

YnpasneHua

Ne HazBaHMe nosnTmkm OnucaHne NONTUKM ATpnbyTt 6e3onacHocTH 5 .
YMOJIHAHUIO NOJINTUKOM

15 |HacTpolikn mobunbHon  |HacTponkn mobuabHOM cetu MobileNetworkSettingsEnabled |Pa3bnokunposaHa |GUI
cetu

16 |HacTpolku npoKcu HacTpolika npoKcu-cepsepa NetworkProxySettingsEnabled 3abnokMpoBaHa GUI

17 |O06wmin goctyn K Mcnonb3oBaHue MY B KauecTse InternetSharingEnabled Pa3bnokmpoBaHa |GUI
NHTepHeTy H6ecnpoBOAHOM TOYKM A0CTYNa

18 |Mepenava dpannos Ha MK |MNepenada dpannos no npotokony MTP UsbMtpEnabled 3abnoknpoBaHa GUI
(MTP)

19 |PepaktmposaHume VPN- HacTpoiika/penakTnposaHme VPN- VpnConfigurationSettingskEnabled |Pa3zbnokmposaHa |GUI
coenHEeHNI coeAnNHeHUNn

20 |[Cbpoc K 3aBOACKMM BbinonHeHne cbpoca MY Kk 3aBoackum | DeviceResetEnabled PasbnokunposaHa |GUI
HACTPOMKam HaCTPOMKam

21 | CHMMKM 3KpaHa Co3paHne CHMMKOB 3KpaHa ScreenshotEnabled PasbnokunposaHa |GUI

22 | CoobuieHuns OtnpasKka SMS SMSEnabled Pa3bnokmpoBaHa |GUI

23 |YnpasneHue NFC Mcnonb3osaHue NFC NfcToggleEnabled PasbnokunposaHa |GUI

24 | YnpasseHune coctoaHnem |YnpasneHue VPN-coeguHeEHUAMM VpnConnectionSettingsEnabled PasbnokunposaHa |GUI
VPN-coeamHeHuMin

25 |YcTaHOBKa NpunoxeHu |YcrtaHoska M ApplicationInstallationEnabled 3abn0KMpoBaHa GUI
13 darnoBoro
MeHeaKepa

26 |- HacTpolka mobunbHbIX Touek goctyna | MobileDataAccessPointSettingsEn | PazbnokumposaHa | policy.conf

abled
27 |- Pabota c obHoBneHMem OC OsUpdatesEnabled PasbnoknposaHa |policy.conf
28 |- MpUHATME peLLeHnin 0 3arpyske SidelLoadingSettingsEnabled PasbnokunposaHa |policy.conf
CTOPOHHMX MaKeToB
29 |- AKTMBaUMA pexmma paspaboTumka DeveloperModeSettingsEnabled |PasbnokmposaHa |policy.conf
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MNonutnka no YnpasneHua
Ne HazBaHMe nosnTmkm OnucaHne NONTUKM ATpnbyTt 6e3onacHocTH 5 .
YMOJIHAHUIO NOJINTUKOM
30 PaboTa cO CTaTUCTUKOM MHTEPHET- NetworkDataCounterSettingsEnab|Pa3zbnokunposaHa |policy.conf
OAHHbIX led
31 PaboTa co CTaTUCTUKOM 3BOHKOB CallStatisticsSettingsEnabled PasbnoknposaHa |policy.conf
32 MN3meHeHne TMna TeXHONOornm CellularTechnologySettingsEnable | PazbnokunposaHa |policy.conf
MOOUNBbHOM Nepeaayn AaHHbIX d
33 Pexknm pa3paboTymka UsbDeveloperModeEnabled Pa3bnokmpoBaHa |policy.conf
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4.4. OrpaHM4YeHne NporpaMmmHOM cpeab!

B OCABpopa oOrpaHuyeHMAa NporpammHOM  cpedbl  MOryT  334aBaTbCA
AAMUHNCTPATOPOM C MOMOLLHO:

— ynpaBaeHuna cny>kbamm nocpeacTBOM systemd, NOAPOOHOE ONMCaHNE KOTOPOro
npueBeaeHo B NpuaoxeHuu (MpunoxkerHue 1);

— W3MEHEeHWA JIMMUTOB, OMWCaHMe KOTOPbIX MPUBEAEHO B MPUIOKEHUN
(Mpunoxenue 2).

B OC Aspopa npwu yctaHoBKe 10 BbINONHAOTCA C/iefytolie NPOBEepPKM:

— cofepaHna RPM-naketa Ha npeameT WCNONHAEMbIX CLLeHapueB B pasgene
postinstall,

— YCTaHOBKM nporpamm 6e3 npumeHeHns BUTOB suid-bit M sgid-bit.

4.4.1. MexaHusm nognucn RPM-nakeTtos
4.4.1.1. Noanucb 1 nposepka noanmncn RPM-nakeTa

B OC ABpopa ncnonbsyetca mexaHnsm nognmcy RPM-naketos 1 nUx COAEPHKMUMOTO,
Npu 3TOM:

— 017 NAKEeTOB OTK/KOYEHbI M He ncnoablytotca GPG-noanucu;

— noanucb pa3paboTymka noanuncbiBaet RPM-naKkeT LenmKkom;

— NOAMNUCb UCTOYHMKA NoanuncbiBaeT 061acTb NoANnCK pa3paboTymKa.

Kaxkabim RPM-nakeT nmeeT Ha3BaHWe, COCTOALLLEE U3 CAeAYIOLLINX YacTeln:

— Ha3BaHMe NPOrpamMmsl;

— BEepCcuA NPorpamMmsl;

— apXUTeKTypa, noa koTopyto cobpaH RPM-nakeT (armv7hl, i386, ppc 1 T. 4.).

CobpaHHbIM RPM-nakeT 06bl4HO MMeEeT cneayowmin popmaT Ha3BaHUSA:

<HasBaHUe>—-<BepcUua>-<pelin3>.<apxXUTeKTypa>.rpm

Hanpumep:

nano-0.98-2.1386.rpm

RPM-nakeT MoXKeT coaeprKaTb TONIbKO MCXOAHbIe KOAbl, NPy 3TOM MHPOopMaLMa 06
apPXUTEKTYype OTCYTCTBYET M 3aMEHAETCA Ha src.
Hanpumep:

libgnomeuimm2.0-2.0.0-3.src.rpm

BUbAMOTEKM pPacnpOCTPaHATCA B ABYX OTAE/bHbIX MaKeTax: MepBbii COAEPHKUT
cobpaHHbIN KoA, BTOPOM (0ObIMHO K HeMy A06aBAAOT —devel) COAEPHKMUT 3aroN0BOYHbIE
dannbl, a Takke pannbl, Tpebyemble ana pa3paboTKu.
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Heobxoammo, 4Tobbl BEpCUMM ABYX MaKeETOB COBMAAanuW, B MPOTUMBHOM C/yyae
6MbNAnoTeEKM MOryT paboTaTb HEKOPPEKTHO. [1aKkeTbl C pacClIMPEHMEM noarch.rpm He
3aBMCAT OT KOHKPETHOM apxXMTekTypbl MY M 0OblYHO coaepKaT rpaduKy, apxXmMTEKTYPHO
He3aBMCHMMbIE CKPUNTBI, @ TaKXKE TEKCTbI, MCNOJIb3yEMbIE APYTMMM MPOTrPaMMamMm.

RPM-nakeT obecneymBaer:

— NEerkocTb yaaneHus n obHosneHuns MO;

— nonynapHocTb — 4acTo O cobupaeTca MmeHHO B RPM, HeobxoanmocTb c6opKM
NPOrpammbl M3 MCXOAHbIX KOAOB OTCYTCTBYET;

— HEeWHTEePaKTMBHYIKD YCTAHOBKY — MNpPOLECC YyCTaHOBKM/0OHOBNEHMA/yAaneHs
JIErKO aBTOMATU3NPYETCH;

— MPOBEPKY LLeOCTHOCTM MAaKeTOB C MOMOLLbHO KOHTPOJIbHbIX CYMM M NOoANMUCEN;

— DeltaRPM — aHanor Habopa W3MeHeHM, N03BONAKOWMMA  ODHOBMUTL
ycTaHoBneHHoe 1O ¢ MMHUManbHOWM 3aTpaTon TpaduKa;

— BO3MOXXHOCTb aKKyMyALMM ONbITa COOPLUMKOB B spec-daline;

— OTHOCUTENbHYH KOMMAKTHOCTb Spec-Gal/ioB 3a CHET MCNO/b30BAHMA MAKPOCOB.

Cneundurka paboTtbl RPM-naketoB B coctaBe OCABpopa cBA3aHa C
nepepaboTaHHbIM mexaHn3mom KL (noapasaen 4.9).

NMPUMEYAHMUE. B coctaBe OC ABpopa A0MNYyCKaeTCcA YCTaHOBKA TO/IbKO NOAMMCAHHbIX
RPM-nakeTos.

Moannce RPM-naKeTa npoBepAeTcAa B MOMEHT ero ycTaHoBKU. [loanncn RPM-nakeTa
dopmunpytoTcs ¢ nomoubto anropnutma NOCT P 34.10-2012.

MoAnuUCb XpaHUTCA B CTaHAapTHOM ans bubnmnotekn OpenSSL dopmate CMS 1
COLAEPKUT cneayrolime AaHHbIE:

— Xel COoAepPXMMOro NakeTa Ui NoANUCKU NpeablayLiero YpoBHA C MPMMEHEHMEM
OYHKLMM XeWnpoBaHMa U ANMHOM xew-Kkoaa 256 6ut no NOCT P 34.11-2012;

— ATy NOANMCAHUA NaAKeTa;

— NOANWCb  YKa3aHHbIX  Bbllle  MNoAenm C  NPUMEHEHMEM  aArOPUTMA
FOCT P 34.10-2012 v dyHKUMM xewmposaHusa FOCT P 34.11-2012, aaviHa Bbixoaa 256 6uT;

— cepTUdPUMKaT cybbeKTa NnoAnncK nakeTa.

NMPUMEYAHMUE. 1na npoBepKM Nnoanmcm B npoLecce ycTaHoBKM RPM-nakeTa nmeet
3HaYeHKe CTPYKTypa M CoCTaB cepTudmKaTa Katova nposepkn M. CepTudUKaT A0NKEH ObITb
BblAaH KNMEHTY (CyObeKTy) npeanpuatnem-pa3paboTymKom.

Mpouecc NonyyYyeHua cybbeKToM cepTUPMKaTa COCTOUT U3 CIeAyHOLMX STAanoB.:

— reHepauma KAK4YeBOM Napbl, 3aLLUMLIEHHON NapoaeM.

NMPUMEYAHME. MoapobHoe onucaHue npuBeaeHo Ha Beb-camTe:
https://developer.auroraos.ru/doc/software_development/guides/package_signing#certifi
cate_issuance;

— CO34aHMe 3anpoca Ha cepTUPMKAT C YKasaHMem B 0bA3aTeNbHOM nopsaake
HaMMEHOBAHMA K/IMEHTA UIN NAPTHEP];

— OTNpaBKa 3anpoca Ha noayyeHue ceptuduKkata NpeanpuaTUo-pas3paboTumKky u
nosy4yeHune ceptTudmKaTta C NPUCBOEHHOM METKOM rpynnbl 6€30MNacHOCTY;
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— noanucaHme RPM-nakeTa, Nony4yeHHOro cepTmdurKkaTa M 3alMLLEHHOrO KAto4a
noAnucu.

MeTKa rpynnbl 6€30MaCcHOCTU ABAAETCA CTPOKOM M MOXET OblTb MPOM3BOJIbHOM,
OAHaKo npeanpuAaTne-paspaboTumk OC ABpopa Npu Bblaavye cepTUdMKaTa MCNONb3yeT
onpeaeneHHbln Habop meToK. OH6paboTKa NOANMCAHHOIO NakeTa 3aBUCUT OT MPUCBOEHHOM
cepTUPUKaTy METKM rpynnbl 6e30nacHoCTM.

[ns yctaHoBKKW cTopoHHero MO Ha MY, dyHKUMOHMpPYOLLee NoAa ynpaBAeHWEM
OC ABpopa, RPM-nakeT A0/KeH MMeTb noAnuMcb pa3paboTymKa, KOTOpasa ABAAETCA
06A3aTeNIbHON 1 NO3BOAAET NAEHTUOULMPOBATL aBTOPA NAKETa, a TaKXKe MCNONb3yeTcA ANA
NoANMCK NAaKeTa U UCNONHAEMbIX GaliIoB BHYTPU HETO.

MPUMEYAHME. be3 noanucu pa3paboTymka HEBO3MOXKHO YCTaHOBUTL MIT Ha MY.

Ons noanucnm MIT TpebytoTca KAoYeBas NOANMCAHHAA napa M cepTuduKkat
(Tabnuua 14).

Tabnuua 14
Nmsa ¢anna Nma danna 3anpoca| Wma danna
HasHaueHne ANropuMTM | 3aKpbITOro KNtoYa| Ha cepTUdmKat no | ceptndumkara no
MO YMO/HaHUIO YMONYAHMIO YMOJIHaHUIO
Moanuce FOCT P 34.10- |packages- packages- packages-
RPM-nakeTos | 2012 (256 6ut)| XY -Pem csr.pem cert.pem

MPUMEYAHUE. TeHepauuio KAKOYEBbLIX Nap W 3anpocbl Ha cepTMdUKaTbI
HeobxoAMMO 3anyckaTb BHYTPM build-engine, nNoapobHOe onucaHMe O KOTOPOM
npuseaeHo Ha Beb-canTe: https://developer.auroraos.ru/doc/
software_development/guides/package_signingt#tkeyAndCertGegFromIDE.

Mprmep KoMaHAbl ANA reHepaLmm KNoYeBbIX Nap M 3anpocoB Ha cepTUPUKATLI:

customer—-gen-csrs \ —--common-name "developer company name" \ --
binaries-key binaries-key.pem \ --packages-key packages-key.pem

B npouecce BbINOAHEHWA KOMaHAbl ByayT 3anpoleHbl Napoan Anda wmudpoBaHMa
$annoB C 3aKPbITbIMK KAto4aMKW M B paboyent nanke ckpunta OyayT co3aaHbl Gannbl
3aMpoOCOB binaries-csr.pem W packages-csr.pem.

dannsl 3anpocos (He bannbl Knto4en) HeobxoAMMo nepenatb
npeanpuUATUIO-pa3pPaboTUMKy M NOAYYUTb B3aMeH NoANMCaHHble Galiibl cepTUPUKATOB.

MPUMEYAHMUE. Mpu npoBeaeHUU UHANBHOrO TECTUPOBAHMA CO34aHHbIX MI]
noTpebyeTca cepTUdMKAT CTOPOHHEN OpraHmM3aumm Ha noannucb RPM-nakeTa.

CepTUdMKAT CTOPOHHEN OpraHM3aLnM HEODXOANMMO AONOAHUTENBHO 3aNPOCUTL Y
npeanpuaTna-paspaboTumka. Co3naBaTb AOMNOAHUTENbHbIE KAKOYM M 3aMNPOCbl  Ha
cepTudmKaT He TpebyeTcsa. B aanbHelwem nmeHemM No yMonyaHuto Ana darna ceptuodmkaTta
CTOPOHHEN OpraHn3aumm byaeT ciMTaTbCA packages—-client-cert.pem.

BeBnay OTCYTCTBMA MEXaHM3MOB A48 W3MEHEHMA MPUBA3KM B AajbHeuLen
3KcnayaTaumm HeobXoaAMMO BbIMOAHUTb OAHO M3 CAeAyOLLNX AENCTBUN:

— NOBTOPHO ycTaHoBUTL OC ABpopa Ha MY;
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— OCyLecTBMUTb cOpoc HacTpoek MY.

MPUMEYAHMUE. [na nposBepkm noanucu RPM-naketa m noanucu ¢dannos IMA
MCNONb3yeTCA eAMHbln cepTuduKaT, T.e. ANA NOAMMCKM NaKeTa M ero COAEPHKMMOro
MCNONb3yeTCcA OZHa NOAMMUCH.

MexaHun3m be3zonacHocTn IMA obecneynBaeT OTCYTCTBME BO3MOMKHOCTM 3aMyCKa Ha
MY ans HenoAnNMCaHHbIX UCNOAHAEMbIX dainoB RPM-nakeTa, a TakkKe ANA MCNOAHAEMbIX
dannos RPM-nakeTa, noanmcaHHOro HeBEPHOM MNOANUCbID NMBO NOAMNMCbIO, KOTopas
BEPHA, HO OT/INYAETCA OT TEKYLLLEro KOPHEBOro cepTUdPMKaTa.

BHUMAHWE! Mopaepkusatotca anroputmbl ana: IMA SHA256, RSA2048 u
FOCT 34.10 2012.

NMPUMEYAHUE. Mpn oT3biBE CKOMMPOMETUPOBAHHbIX KAOYEeN MPOMCXOAMT OT3bIB
KAto4ya, a He cepTuduKaTa.

B uenax pasaeneHua 30Hbl M NoaaeprKaHuAa rNyouHbl MHTErpaumm CTOPOHHMUX
RPM-nakeToB MmetoTca A0OMNOAHUTENbHbIE NOArpynnbl Ana noanucen: Regular, Extended,
MDM, Antivirus, KoTopble pa3inyatoTca Habopom nNpaBuA WU paspelleHnin no
PacnoNoXeHnto u B3ammogencteuio ¢annos B OC, a TakKe MCNONAb30BaHMEM
B3aMMOCBA3aHHbIX KOMMOHEHTOB.

MPUMEYAHME. [Ina KoppeKTHOM yCTaHOBKM M paboTbl Ha MY, GYHKLMOHMUPYHOLLEM
noa ynpasneHnem OC ABpopa, RPM-nakeT pAosKeH COOTBETCTBOBATb TPebOBaHUAM,
YKa3aHHbIM Ha Beb-canTe: https://developer.auroraos.ru/doc/
software_development/guidelines/rpm_requirements. OgHako 418 ynpoLleHusa npoLecca
y pa3paboTymKka ecTb BO3MOXKHOCTb OTK/OYeHMA Banuaaumm RPM-nakeToB, npu 3TOM
OCHOBHblE KPUTUYECKNE A/1A CUCTEMbI MPOBEPKM OCTAHYTCA aKTUBHbIMM.

[na rpynnbl 6e3onacHocTn TpebyeTca cneaytolLee:

— o0bA3aTenbHaa noanuch pa3paboTynKka, MeTKa — developer;

— OMNuUMOHaNbHAA MNOAMMCb MCTOYHWKA, MeTKa — client. Mcnonb3lyetca AnA
peanM3aumm AOBEPEHHbIX UCTOYHMKOB (nn. 4.4.1.3).

MoAanucK HakNaabliBatOTCA CAeayoLmMm 0bpas3om:

1) Pa3paboTumk noanuceiBaeT RPM-naKeT, KOTOPbIN OH NPOM3BEN;

2) RPM-nakeT onumnoHanbHO NOANMUCHIBAETCA NOANMMUCHIO MCTOYHMKA (MapKkeTom MI
NN KNTNEHTOM).

Mpu 3TOM pa3paboTyMk noanucbiBaeT HenocpeacTBeHHO RPM-nakeT, a Kaxkabii
nocneayowmin cydbbekT NnoAnNnCcbIBaeT NpeaslayLlyto Noanuch (T.e. UICTOYHMK NOANUCHIBAET
noAnuchb paspaboTynKka), TakKMMm 0Bpa3omM OpraHM3oBaHa Mepapxma NoAnucen, B KOTOPOW
Ha Ka*kAO0M M3 3TanoB NPOBEPKM MOXKHO BbIABMTb PACXOXKAEHWA.

KopHeBoi cepTudumkat npeanpuatusa-paspaboTumKa: 415 YCTaHOBKM AOBEPUA MEXKAY
cepTUPMKaTaMmM M CUCTEMOM NpeanaraeTca nepapxmyeckas CBA3b Mexay cepTuduKaTamu,
KOTOpble MCMNOAb3YTCA ANs8 noanuck nakeTos. lNpeanpusatue-paspabotynk OC ABpopa
NOCPeACTBOM YTUNUTLI tk26sig reHepupyeT cepTUPMKAT, KOTOPbIN CYMTAETCA KOPHEBBIM.
[anee npeanpuaTne-paspaboTUmK, NCNONb3YSA AaHHbIN CEPTUDUKAT, BblAAET CEPTUPUKATDI
CBOMM K/AMEHTAaM Ha OCHOBE WX 3ampoca - 3TO MOryT ObiTb KAOYM pa3paboTymka U
MCTOYHMKA.
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Takmm o06pasom, Bcerda BO3MOMHO MNPOCAeAMTb CBA3b MeXay LEenoYKoM
CEPTUPMKATOB: €CAM BbIAAHHLIA KAMEHTAM CepTUPMKAT He BblAaH NpeanpUATUEM-
Pa3paboTYMKOM, OH CUYMTAeTCA HeaAeMCTBUTE/IbHbIM, COOTBETCTBEHHO, BCE MOMbITKK
yCTaHOBUTb RPM-nakeTbl, NoANMCaHHble cepTUdMKATaMM, BblAaHHBIMW HE NpeanpuATUEM-
pa3paboTynkom, byayT HeyaauHbIMMN.

MyTb 4O KOpHeBoOro ceptudumkaTa npegonpeneneH Ha MNPOrPaMMHOM YPOBHE:
/etc/rpm/rootcacert-omp.pemn.

CepTuduKat npeanpuaTUa-paspaboTymKka: cpeam Bcex cepTMMKATOB ANA Tpynnb
developer Hanbonee Ba*KHbIM ABNAETCA cepTUdUKaT, BblAaHHbIN
npeanpuAaTUIo-pa3paboTunky and paspabotkm OC ABpopa. TakMmu cepTUdMKaTamm
NOAMNMCBIBAOTCA BCE MPOAYKTbl  NpeanpuATUA-pa3paboTinmka M BCE  CUCTEMHbIE
RPM-nakeTbl.

[MaKkeT, MNOAMWUCAHHbLIA [AaHHbIM CepTMOMKATOM, He noaBepraeTca npoLeccy
Ba/Maaumm (T.K. TakMe naKkeTbl BCerga CYMTAlOTCA [0BepeHHbIMM). [na  oTanuma
cepTMdMKaTOB MAEHTUOUKATOP NYBAMYHOIO KAKOYa AaHHOMO cepTMdMKaTa yCTaHaBIMBaAETCA
B ®C no Nyt /etc/rpm/system-developer-keyid M NPU YCTAaHOBKE KaXKAOro naketa
nponcxoaMT npoBepKa NybaAMYHOro Katoda cepTuduKatTa npeanpuaTUsa-paspaboTymKa,
KOTOPbIM NOAMNMCAH NAKET C KAYOM, pacnonoxeHHbim B PC.

BHyTpeHHAA CTPYKTypa noanucen: noanucu danna IMA nHTerpupytotca B 610K
noAnucK npeanpuaTna-paspadboTyirKa, noanmcb IMA nepeHoCUMTCA M3 3aros0BKa NakeTa
TonbKo nepsasA Noanuch (He Becb Gaiin) 3aBepAeTCs BTOPOM NOAMMCH!O.

O6wmin popmat noanncaHHoro RPM-nakeTa npmseseH Ha pucyHke (PucyHok 132).

RPM-naket MNognucaHo
PazpaBoTumrom
—

3aroNoBoOK

CogepHumoe ’

Mognucek 1
(PazpaboTumk)

CeefgHMA O NOANMCEHTE
MognucaHo

Ceprudurar KaneHToM

Mognuch IMA

Llenoyka poTaumm
{onu.)

Moanuce 1 {3aronosok)

Mognucet 2 (KnueHT)

CeefeHnA O NoanucaHTe

CepTudurar

Mognuco

Moanuce 2 (3aronoeok)

PucyHok 132
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Banngauna RPM-naketos: RPM-nakeTbl BaAMAMPYIOTCA CUEHapMeM, Haxo4AWMMCA
B NpoekTe rpm-validator. lNpouecc BaAMaaumm Ha COOTBETCTBME MPOXOoAAT He Bce RPM-
MaKkeTbl, @ TO/NbKO He YyAOBAETBOPANOUME YCNOBMAM ©OE30MaCHOCTM, YKa3aHHbIM Ha
Beb-canTe: https://developer.auroraos.ru/doc/software_development/guidelines/
rom_requirements.

RPM-naKkeTbl, NOANUCAHHbIE KAOYOM NPeanpuATUA-pa3paboTiMKa, He NpPoXoaaT
npoLecc Banvaaumm.

[Npn ycTaHOBKe Yepe3 1ibrpm RPM-nakeT npoxo4uT cheaytoume ctaanu:

— BHYTPEHHWE NPOBEPKY;

— Banmaauma nnarMHOM rpm-plugin-validation.

MnarmH rpm-plugin-validation, BbI3BaHHbIA nepen ycTaHoOBKOM RPM-nakeTa,
nocneaoBaTeIbHO BbIMOAHAET CAeaytolLmMe AeNCTBUA:

— nNpoBepKa nognucen n ceptudmnkatos RPM-nakeTa;

— ecnn RPM-naket ABndeTca obHOBAEHMEM, TO MPOBEPAETCA, YTO cepTudmKaT
pa3paboTynka He u3meHuncs (T.e. He U3MeHMNca Au  pa3paboTumk). MameHeHue
cepTuduKaTa NpeanpuaTMaA-pa3paboTYMKa CYMTAETCA OLLIMOKOM YCTAHOBKMY;

— ecnn RPM-nakeT noanucaH He npeanpuaTnem-pas3paboTynkom, BbiMOAHAETCA
Ba/MJaumMA nakeTa. HeycneuwHasa Baanaauma c4MTaeTcs OWMOKOM YCTaHOBKY;

— BCTaBKa cepTuduKkata B cucteMHbln IMA keyring. HeycnelwHbln npouecc
CYMTaeTCcA OWMbKOM YCTaHOBKM;

— BCTaBKa MWHpopmaumm o noanucax u ceptudukatax RPM-naketa B B[]
rpmsign-external. HeycnewHbl NpoLecc cyMTaeTca OWNOKOM YCTaHOBKM.

Mo 3aBeplieHnn ob6paboTkn RPM-naKeTa Kaxaoe AencTBme cosgaeTt coobuieHume
ayamTa B sdjd (cuctema ayauTta npeanpuatmua-paspaboTymka (cm. nogpasgen 4.1) o6
ycnexe nmbo Heycnexe Npu yCTaHOBKe Uan yaaneHnn RPM-nakeTa.

Mpn yctaHoBKke ntoboro RPM-nakeTa HeobxoAMMO y4MTbIBaTb CAedylollee, YTo
Kaxabli1 RPM-naKkeT AoMKeH MMeTb Kak MUHMMYM NOANUCH NpeanpuaTUA-pa3paboTyimKa
naketa.

[Onsa nposepkn noanncn RPM-nakeTa He06X0AMMO BbIMONHUTL KOMAHAY:

rpmsign-external verify —--root-cert ca.pem someapplication.rpm

[lna npocMmoTpa BaXKHbIX aTpMBYTOB NOANUCK (MMEHM cybbeKTa, MeTKM 1 ID Kntoya)
HeobX0AMMO BbIMOAHNUTb KOMaHAY:

rpmsign-external dump someapplication.rpm

4.4.1.2. MNoanuce MIT

Ona noanncm MIN HeobxoANMMO BbIMOAHUTL KOMaHAY:

rpmsign-external sign --key packages-key.pem --cert packages-cert.pem
sampleapp.rpm

rne:
— sampleapp.rpm — NaKeT, cogepxawmm No;
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— packages-key.pem — 3aKPbITbIA KAOY NOAMNMCKU NAKETOB;

— packages-cert.pem— CEPTUPUKAT NOANMCK MNAKETOB.

BHUMAHMWE! B npouecce nognucu byayT 3anpoLleHbl Napo/bHble ppasbl OT Gpainos
C 3aKpbITbIMK KNto4amm ana nognumcy RPM-nakeTos.

Ana nionaumm MM MCNONb3YOTCA NEeCOYHMLbI, ONMCaHMEe KOTOPbIX NPMBEAEHO B
noapasgene 4.5.

4.4.1.3. Ncnonb3oBaHMe A0BEPEHHbIX MCTOYHUKOB

B OC ABpopa MCNoib3yeTcA MexaHW3M yrnpaBaeHnsa A0BEePEHHbIMMU MCTOYHMKAMK, C
MOMOLLbID KOTOPOro Ha MY MOXHO yCTaHaBAMBaTb TOMIbKO AoBepeHHble MI1, nmetouwme
noANMCb OAHOTO U3 UCTOYHUKOB, 40OABNEHHbIX B CNUCOK JOBEPEHHbIX.

MoAnnCb MCTOYHMKA B CMUCOK A0BEPEHHbBIX MOXKET bbiTb A0OaBAEHa:

— opuuManbHbIM MarazmHom MI1;

— aamMuHuctpaTopom [MM0O.

Mpn paboTe ¢ Ml agMUHUCTPATOP NOAYYAET CaeaytoLinMe BOSMOXKHOCTMU:

— ycTaHaBAnBaTb MI1, nognncaHHble PasIMYHbIMU UCTOYHUKAMK, A06aBAEHHbIMM
B CMMCOK J0BEpPeHHbIX (cm. nn. 2.3.2.1);

— 000aBAATb MCTOYHMKM B CMUCOK AOBEPEHHbIX A5 NOC/AeAyroLLen ycTaHOBKM M
(cm. nn. 2.3.2.2);

— ycTaHaBamnBaTb MI 6e3 noanncK ncTovHmKa (cm. nn. 2.3.2.3).

Mpwn paboTe ¢ 4OBEPEHHBIMW UCTOYHMKAMM aAMUHNCTPATOP NOyYaeT caeayrolime
BO3MOMXHOCTU:

— paspelaTtb U/MAK 3anpeLwaTtb YCTaHOBKY HenoanucaHHoro MMM (nn. 4.4.1.3.1);

— MPOCMATPMBATb CMMUCOK M BbIOMPATb AOBEPEHHbIE UCTOYHMKM (NN. 4.4.1.3.2);

— YAaNATb UCTOYHUK M3 CMUCKA AoBepeHHbIx (nn. 4.4.1.3.3).

4.4.1.3.1. HacTpolKa yCcTaHOBKM HenoanncaHHoro Mr1

[ns pa3pelweHna yCcTaHOBKM HenoanucaHHoro MI1 HeobxoAMMO BbIMNOJHUTb
cneayrouime AencTemns:

— OTKPbITb MEHI0 CUCTEMHbIX HACTPOEK KacaHMeM 3HauyKa @ Ha JKpaHe
NPUNOXKEHUIM (CM. PUcyHOK 1);

— KOCHYTbCA MYHKT@ MeHK «MCTOYHUKM MNPUAOKEHUIN» & B noapasgene
«be3onacHoCTb»;

— Ha OTKpPbIBLIEMCA CTPaHMLE aKTMBMPOBATb MepekatovaTens «PaspewmnTb
YCTaHOBKY NPUNOXKEHNIM Be3 noanncK MCToYHMKa» (PrucyHok 133);

— NOATBEPAUTb AENCTBME BBOAOM TEKYLLEro naponas (cm. PUCyHOK 4).

NPUMEYAHUA:

v Mpu OeaktMBauumn nepexaodatens «PaspewnTts YCTaHOBKY MpUaoXKeHuin 6e3
NoAMMCK MCTOYHMKa» byayT yaaneHbl ycTaHoOBAeHHble MM 6e3 noagnMcM MCTOYHMKA
(PncyHok 134);

v MoapobHoe onucaHne ycTaHOBKM HenoAnucaHHbix MM npuseneHo s nn. 2.3.2.3.


https://confluence.omprussia.ru/pages/viewpage.action?pageId=227059237
https://confluence.omprussia.ru/pages/viewpage.action?pageId=227059237
https://confluence.omprussia.ru/x/cqaIDQ
https://confluence.omprussia.ru/x/iKaIDQ
https://confluence.omprussia.ru/x/iKaIDQ

CTOMHUKM NPUIOXEHUI

#  PaspelunTb yCTaHOBKY
npunoxexui 6e3 nognucu
MCTOYHUKA

NPUNOXEHWUIA

J[loBepeHHbIe UCTOYHUKK

BknioyeHue gaHHoW HaCTPOMKU NpUBeAET K
BO3MOXHOCTM YCTaHOBKU HE[IOBEPEHHbIX

®

PucyHok 133
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I OTMeHUTL MopTeepauTb

YnanuTtb yCTaHOBNEHHbIE
npunoxeHus 6e3 nognucu
WUCTOYHUKA?

B cnyyae noaTeEepXAEHUA AaHHOTO AenCTBUS
6yayT yaaneHsl cneayoLme NpunoXeHus:

g PepakTop nsobpaxeHuin
WebWildberries
d Colordots

CodeReader

ClubCode
@ CarBudget
0OSM Scout

A Anbda OHnaiH

PucyHok 134

4.4.1.3.2. [lpocMOTp CNUCKA A0BEPEHHbIX MCTOYHMKOB

| ﬂOBEPEHH blé NICTOYHUKHN

MoaTBepXAEHHDIE UCTOYHMKM YCTAHOBKM

NPUAOXEHUI

dev.rustore.ru
KeylD: d3b57e52...40a14b27

PucyHok 135

MPUMEYAHUE. MoapobHoe onncaHmne nobaBneHus

MCTOYHWMKA B CMNMCOK [JOBEPEHHbIX NpMBeAeHO B
nn. 2.3.2.2.

[lna npocmoTpa CNucKa A0BEepPeHHbIX MCTOYHUKOB
HEeobX0AMMO KOCHYTHCS NOAs «JOBEepPEeHHbIE MCTOYHUKM»
(cm. PucyHok 133), B pe3y/sibTaTe 0TOOpPa3mnTCa CTpaHuLa

CO CMMUCKOM A0BEPEHHbIX MCTOYHMKOB (PrcyHok 135).
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4.4.1.3.3. YnaneHue UCTOYHMKA 13 CMUCKA J0BEPEHHbIX

[Ons ynaneHnma WCTOYHWMKA W3 CMUCKa [AO0BEPEHHbIX HEOOXOAMMO BbIMOAHUTL
cneayrouime AencTBmnA:

— Ha cTpaHuue «JloBepeHHble  WUCTOYHWMKM»  (cm. PucyHoK 135)  OTKpbITb
KOHTEKCTHOE MEHI0 HEODXOAMMOrO MCTOYHMNKA;

— KOCHYTbCA NyHKTa «YaanuTb» (PrucyHok 136);

— NOATBEPAUTb AEMNCTBME BBOAOM TEKYLLErO Napons (cm. PucyHok 4);

— Ha OTKPbIBLWENCA CTpaHWMLE KOCHYTbCA KHOMKWM  «[loaTBepaAnTb»  ANA
NOATBEPXKAEHNA onepaumm NMBo KHONKKM «OTMEHUTL» ANA OTMeHbI (PrucyHok 137).

BHUMAHMUE! Mpu yaaneHnn MCTOYHWKA M3 CNMCKA O0BEPEHHbIX byayT TaKxkKe
yaaneHbl MTI, noanucaHHble AaHHbIM UCTOYHUKOM (PucyHoK 137).

| JloBepeHHble UCTOYHUKKN | OTMeHUTb MopTeepanTb |
MopTBEPXAEHHDIE MCTOHHWKM YCTaHOBKM YnanuTtb UCTOMHUK dev.rustore.ru ua
lelalalr Cinlald Cruncka foBepeHHbIX?
dev.rustore.ru YaaneHue UCTo4HVKa NPUBEAET K yAaneHuo
KeylD: d3b57e52...40a14b27 BCEX MPUMOXEHUI, MOAMUCAHHbIX AaHHbIM
Kele: MUCTOYHUKOM:
d3b57e526bf0ec890¢cfb13707cEb1768c09702
3cab26b595ca1170740a14b27 m RuStore
1] Yoanutb
PucyHok 136 PucyHok 137

4.4.1.4. TpoBepKa noagnncy bMHapHbIX Ganios

B noanucn RPM-nakeTa xpaHuTcs cekuma ¢ noanucamm IMA ana kaxkgoro ¢painna,
cofieprkalllerocs B nakete. Bo Bpemsa yCTaHOBKM COAEPXKMMOro NakeTa Ha KaxkAabli dann
YCTAHaBAMBAETCA  PACWIMPEHHbIM  aTpUbyT  security.ima, Kyda  nomelwlaeTca
COOTBETCTBYIOLWANA AaHHOMY dany noanmcs IMA.
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Mpw 3anycke bBuHapHoro danna nponcxoamT obasaTenbHaa npoepka noanmcu IMA
c nomouibto noacuctembl OC Linux IMA/EVM 1 cepTuduKata, nepemeleHHOro B
IMA keyring npu yctaHoBke RPM-nakeTa. B cayvae HeycnewHom NpoBepKkn bMHapHbIn dann
He ByaeT 3anyLeH.

[ns nposepkn nognmucn brHapHbIX Gannos He0b6X0AMMO BbINOAHNTL KOMaHAY:

rpm -q --gf ' [${FILENAMES}\n%{FILESIGNATURES}\n]' package.rpm | grep
-Al /usr/bin/ | tail -n 1 | cut -c 7-14

roe package.rpm — MMa dalna NoaNMCaHHOIO NakeTa.

PesynbTaToM paboTbl Nporpammsbl byaeT 4 6ainTa, Hanpumep: de39e183.

Takan e nocneaoBaTebHOCTb LMPP A0NKHA NPUCYTCTBOBATL B BbIBOAE KOMaHApbI
cat/proc/keys, €CAn cepTUPMKaT noanmcy BuHapHbix darnos Hbin AobaBaeH B Nanky
/etc/keys/ima.

MPUMEYAHME. Mpu nposepke noanucu MM moxeT noTpeboBaTbCcs nepesarpyska
MY.

4.4.2. PaboTa c cepTMdmrKaTamm
4.4.2.1. lobaBneHne KOPHEBOro cepPTUPMKATA YA0CTOBEPAIOLLErO LIEHTPA

KopHeBol ceptnudmkaT yaoctosepsatouwlero ueHTpa (YLU) npeacrasnaet cobon dann,
coAepKalmin WnPpoBaHHYO cepBUCHYO MHPopMaumio 06 YL. Ha ocHoBe aaHHOro daiina
CTPOMTCA LEenoyka J[oBepus cepTuduKkaTam. [lonyuyme AocTyn K WwWndpoBaHHON
MHbOOPMaUMK, KpUNTONPOBaMAep NOATBEPXAAET MNOAJMHHOCTb AMYHOM Il Takum
obpasom, ntobaa IM, sBbinyuweHHaa YU, paboTaeT KOPPEKTHO TONbKO MPW HaAMyum
KOpHeBOro cepTndmKaTa.

[Ona pobasneHns KopHeBoro ceptuédmkata YU B AoBepeHHble HeobxoaMMO
BbIMO/IHUTb CAeaytoline AeNCTBUA:

— noakntounTb MY K 3BM ¢ nomoulbto USB-kabens;

— BblOpaTb pexum «poToKoa nepeaadn agaHHbIX (MTP)»;

— cKonunpoBaTb ¢ 9BM n nepeHectn Ha MY ceptudukat YL;

— OTKpbITb MIT «Terminal» 1 BbINOAHUTL CAeaytoLLMe KOMaHOb!:

devel-su
cp <nyTeb k dainy> /etc/pki/ca-trust/source/anchors/
update-ca-trust

3arpy3nTb KopHeBoM cepTudukaT YU, Ha MY TakKe BO3MOMKHO C MOMOLLbIO CeTM
NHTepHeT, BbinonHWB B MI «Terminal» chneaytouime KOMaHabl:

devel-su

curl -o /etc/pki/ca-trust/source/anchors/root ca.crt "https:
//url ceprtudukara/root ca.crt"

update-ca-trust



https://confluence.omprussia.ru/pages/viewpage.action?pageId=60505051
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4.4.2.2. NpoBepkKa cepTUdMKaToB

[lna npoBepKM CEPTUPUKATOB HEODXOAMMO BbINONHUTL CAeaytoWme AeNCTBUA:
— 3arpy3unTb KOPHEBbIE CEPTUDMKATLI C MOMOLLIbIO KOMaHA,:

curl -L https://developer.auroraos.ru/static/rootcacert-omp.pem -o
rootcacert-omp.pem

curl -L https://developer.auroraos.ru/static/ima-root-ca.x509.pem -o
ima-root-ca.x509.pem

— NPOBEPUTL CEPTUDUKAT NOANUCKU BUHAPHBIX GanI0B C MOMOLLLI KOMaHAbI:

echo "test" > testfile; openssl smime -sign \ -in testfile \ -
signer binaries-cert.pem \ -inkey binaries-key.pem \ -out
testfile.sig; openssl smime -verify \ -in testfile.sig \ -
signer binaries-cert.pem \ -CAfile ima-root.ca.x509.pem

- ﬂpOBepMTbCepTM¢MKaTﬂOﬂﬂMCMFBKETOBCHONKHMHOKOMaHAbH

echo "test" > testfile; openssl smime -sign \ -in testfile \ -
signer packages-cert.pem \ -inkey packages-key.pem \ -out
testfile.sig.gost; openssl smime -verify \ -in testfile.sig.gost \
-signer packages-cert.pem \ -CAfile rootcacart-omp.pem

— NPOBEPUTb CEPTUDUKAT CTOPOHHEN OPraHmn3aLMmM C MOMOLLBIO KOMaHIbI:

echo "test" > testfile-client; openssl smime -sign \ -in testfile-
client \ -signer packages-client-cert.pem \ -inkey packages-
key.pem \ -out testfile-client.sig.gost; openssl smime -verify \
-in testfile-client.sig.gost \ -signer packages-client-cert.pem \

-CAfile rootcacart-omp.pem

4.5. U3onauua npoueccos

4.5.1. N3onauma agpecHbIX NPOCTPAHCTB

PeweHne 3a4a4m M30MAUMM a4pPEeCHbIX MPOCTPAHCTB MPOLECCOB OCHOBAHO Ha
apxutekType Aapa OC ABpopa, KoTopoe obecneuymBaeT COOCTBEHHOE WM30/AMPOBAHHOE
aApecHoe NPOCTPAHCTBO 414 KaXKA40ro npoLecca B CUCTEME.

Mcnonb3yembit MeXaHW3M M30AALMM OCHOBAH Ha CTPAHMYHOM MEeXaHM3Me 3aLLMUTb
NaMATM, a TaKXKe MexaHM3Me TPaHCAAUMKM BMPTYaNbHOTrO ajapeca B  GU3MYECKUA,
noAAepKMBAEMOM MOAYAEM yNpaBaeHna NamaTbto. O4HM M Te e BUPTyabHble aZpeca, C
KOTopbIMK paboTaeT npoueccop, NpeobpasytoTca B pasHble du3MyecKkMe aapeca ANA
Pa3HbIX a4pPecHbIX MPOCTPAHCTB. [pn 3TOM Npouecc He MOXKeT HeCAHKLMOHWMPOBAHHbLIM
06pa3om NoAy4YnTb AOCTYN K MPOCTPAHCTBY APYroro NpoLecca, T.K. HENPUBUIETMPOBAHHbIM
NO/1b30BaTENbCKUI MPOLECC AMLWEH BO3MOMHOCTM paboTaTb C PU3MYECKOM MNaMATbIO
HanpPAMYHO.

MPUMEYAHUE. MexaHn3m pa3genaemon namaTm no3BOAAET MOAYYUTb AOCTyN K
OAHOMY M TOMY € VY4acTKy MamMATM U  HAXO4MTCA NOJA, KOHTPOAEeM MNOJINTUKMK
OVNCKPELMOHHOro pa3rpaHnMyeHma npas 4oCTyna.
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AapecHoe MpPOCTPaHCTBO A4pa 3alMUIeHO OT MOJIb30BaTENbCKMX MPOLLECCOB C
MCNONb30BAHMEM MEXAaHWM3Ma CTPaAHMYHOM 3awWmTbl. CTpaHWLbl NPOCTPAHCTBA fAApa
ABNAOTCA MPUBUAETMPOBAHHLIMM, M AOCTYN K HUM W3 HEMNPUBUAETMPOBAHHOIO KOAA
BbI3bIBAET UCKAKOUYEHME MPOLLECCopa, KOTopbiM obpabaTbiBaeTca aapom OC KOPPEKTHbIM
obpaszom.

EANHCTBEHHBIM  CAHKLMOHMPOBAHHbLIM cnocobom pgoctyna K aapy OC wm3
N0/1b30BATENIbCKOM MPOTrPaMMbl  ABNAETCA MEXaHM3M CUCTEMHbIX BbI30BOB, KOTOPbIN
rapaHTMPyeT BO3MOXHOCTb BbIMNOJIHEHMA MO/b30BATE/NIEM TONbKO CaHKLUMOHMPOBAHHbIX
NEeNCcTBUM.

[lononHUTENbHbIE  MEXaHW3Mbl  M30/1AUMM  MNpouLeccoB  obecneymBatoTcA
NPUMEHSAEMbBIMU TEXHONOTMAMM KOHTEMHEPM3ALMM HE TONbKO APYr OT Apyra, HO U OT
BHELLHMX PECYPCOB, a TaKXKe BHELIHWX PECYpPCOB OT NPOLECCOB.

[MporpaMmHbie cpeacTBa pPaspellatoT NPOoLEeccy NMilb OnpeaesieHHbIn nepeyvyeHb
[ENCTBUI, BbIMONHAEMbIX MO OTHOWEHMIO K APYyrMm npoueccam m nepupepuinHbim
YCTPOMCTBaM, BKAOYAsA NMOCTOAHHOE 3aMOMMHatoLLEe YCTPONCTBO, KOTOPbIM onpeaenaeTca
NP yCTaHOBKEe NakeTa, COAEeP KalLLero MCNoAHAEMbIN Gann.

NMPUMEYAHUE. MoapobHoe onucaHue NPUBUIETMPOBAHHbIX n
HenpWBUAETrMPOBAHHbIX MPOLLECCOB NPMBEAEHO B noapa3aene 4.3.

4.5.2. N3onauma MIT ¢ ncnonb3oBaHnem NecovHuL,

B OCABpopa peannsosaHa wusonauma MI1 Cc MCNONb30BaHMEM MECOYHMUL,
OCHOBAHHbIX Ha cBOBOAHO pacnpocTpaHAsemom npoaykTe Firejail, KOTopbIM MCNonb3yeT
cTaHaapTHble and OC Linux MexaHM3Mbl namespace W seccomp-bpf, MO3BONAKOUIME
onpeaenATb CNUCOK AOCTYNHbIX 41A MIT CMCTEMHbIX BbI3OBOB.

Firejail npeactasnaer cobol NErkoBecHyd MNecovyHuuy W NOAXOAUT  ANS
Mcnosib3oBaHmMAa B MY, npm 3TOM BCe noJsib3oBaTesibCkne MIT 3anycKatoTca 4yepes
sailjail-obepTky Hap Firejail. JlononHMTeNbHO ANA M30AAUMM MCNONb3yeTCs xdg-dbus-
proxy, QUALTPYOWMI Npokck ana D-Bus.

MexaHn3M seccomp-bpf 3anpellaeT HEKOTOPble CUCTEMHbIE BbI30BbI, HaNpumep:
mount/umount, ptrace, kexecW Ap.

Mo ymON4aHMto B mount namespace A40CTyn K ®C orpaHn4mBaeTca 40:

— [OCTyMNa Ha YTeHWe W 3anucb K JaHHbIM KOHKpeTHOro MM ($XDG DATA HOME,
$XDG_CONFIG HOME, $XDG CACHE HOME);

— J0CTyna TO/NIbKO Ha YTeHWe K /usr/share/S$ApplicationName;

— [OCTyna TO/NbKO Ha YTeHMe K HEeKOTopbIM nankam UM danam B
/etc, /usr/share, /var/libWT.A.

[ocTyn K ®C moxKeT bbITb pacLUMPEH NPY 3aNpOCe COOTBETCTBYIOLLIMX Pa3peLleHW,
OMMUCaAHHbIX C NOMOLLbtO NpasuAa Firejail, Hanpumep:

— pa3pelweHune «Pictures» npenocTaBaAeT AOCTYN Ha YTEHME M 3anMCb K Nankam
NONb30BaTeNA ~/Pictures, a TAKXKE K KILWWY NPEBLIO;
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— pa3spelueHne «RemovableMedia» npeaocTaBnaeT 40CTYN K CbEMHbIM HOCUTENAM
(/media/S$USER/) U T.A.
B net namespace N0 yMO/N4YaHUO 4006aBAAETCA TONbKO loopback device.
PaboTta B necoyHnue no3BONAAET OonpeaennTb MI1 paspeweHna Ha AO0CTyn K
pecypcam, 0OYCNOBAEHHblIE 3N1EMEHTaMKM, OMUCAHWE KOTOPbIX NpuBeAeHO B Tabauue
(Tabnuua 15).

Tabnnua 15

Ne InemeHT OnucaHue

1 |Accounts MpocmoTp, MoAMOUKALMA N CUHXPOHU3AUMA YHETHbBIX
3anucemn

2 |AccessSecurityLog JocTyn K perncTpauMoOHHOMY KypHany

3 |Audio BocnpousseseHune 1 3anmcb ayamo, M3meHeHume
KOHDUIypaumm

4 |Bluetooth MoakntoyeHne n ncnonb3osaHme Bluetooth®-yctporicts

5 |Calendar MpocmoTp 1 moamdbuKauma cobbITUA KaneHaaps

6 Camera JocTyn K Kamepe, cbeMKka GOTO M BUAEOD

7 |Contacts MpocMoTp 1 MOANDUKALMA AAHHBIX KOHTAKTOB

8 |Devicelnfo M3BneveHne gaHHbIx 0 MY

9 |Documents HocTyn K nanke «Documents»

10 |Downloads foctyn K nanke «Downloads»

11 |E-mail YTeHune 1 oTNpaBKa NUCEM U3 I1EKTPOHHOWN NOYTHI,
AOCTYN K BNOXKEHUAM

12 |Internet MicnonbsoBaHue cetn ViHTepHeT

13 |Location lcnonb3oBaHMe reooKaLmum

14 |LogSecurityEvents 3anuncb B PerMcTPauUMOHHbIN KypHan

15 |MediaIndexing [octyn K nepeyHto ¢parnos Ha MY

16 |Messages HocTtyn K 4TeHnto 1 oTnpaske SMS

17 |Microphone 3annch ayamo C MOMOLLbI MUKPOdOHa

18 |Music JocTtyn K nanke «Music», naennmctam n o610KKam

19 |NFC MoakntoveHune n ncnonb3osaHne NFC-ycTpoicTs

20 |Phone OcyllecTB/ieHMe BbI3OBOB HAMNPAMYIO UK Yepe3
NONb30BaATENLCKNIM MHTEPdENC

21 |Pictures [octyn K nanke «Pictures»

22 |Printing [TpOCMOTP M NCNONB30BAHWE AOCTYMHbIX MPUHTEPOB

23 |PublicDir [octyn K nanke «Pictures»

24 |PushNotifications YTeHue push-ysesomMaeHui

25 |RemovableMedia Vicnonb3oBaHWe KapT namaTtu 1 USB

26 |SecureStorage XpaHeHne WwndpoBaHHbIX Gainos

27 |ScreenCapture 3axBaT COAEPHMMOro sKkpaHa
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Ne dNemMeHT OnuncaHue

28 |UserDirs [octyn kK nankam «Documents», «Downloads», «Musicy,
«Pictures», «Public» n «Video»

29 |Videos foctyn k nanke «Videos»

30 |WebView [Ons ncnonb3osaHus Gecko WebView

[na Kaxkaoro MI, BbINONHAKOWErOCA B NECOYHULE, MOXKET ObiTb CO34aH NPOdUb,
onpeaenstoWmnii ero BOSMOXHOCTU M noseaeHne. Hanpumep, npodunb ana MMM «Moroga»
MOMET BbIrNAAETb CAeayoWwmMmM 0b6pasom:

# Firetail > Firejail profile for /usr/bin/omp-weather

### security filters
caps.drop all
nonewprivs

seccomp

### network
protocol unix,

### environment
shell none

### baseline
include permission-baseline.inc

### application

private-bin omp-weather,

private-etc passwd, group, location,dconf, xdg, fonts, system-fips, selinux,
private-tmp

dbus-user.own ru.omprussia.weather

whitelist /usr/share/omp-weather

# Settings
include sessionbus-com.jolla.settings.inc

# Connman
include systembus-net.connman.inc

4.6. 3alWmTa NaMATH

4.6.1. O4mcTKa NamaTm

OunCTKa OnepaTMBHOM MaMATM OCHOBaHa Ha apxuTekType aapa OC Aspopa w
rapaHTUPYET, YTO OObIYHbIA HENPUBUAETMPOBAHHbIM MPOLECC HE MOXKET NONYYUTb AaHHbIE
Yy}KOro npoulecca, ecam 3To ABHO He paspewleHo [P/,
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CpeAacTBa B3aMMOAENCTBMA MEXKAY NPOLLECCAMM KOHTPOAMPYOTCA ¢ nomollbto NP/,
M MPOLECC HE MOXKET NOAYYNTb AOCTYMN K HEOUYMLLEHHON NAaMATK (KaK OnepaTMBHON, TaK U
ANCKOBOW). AApPO BblAENAET KaxAOMy MpoLeccy BMPTya/lbHOE afpecHOe MPOCTPAHCTBO,
KOTOpOe TpaHCAMpyeTca B PU3NYeCcKme agpeca NamaTn C NOAAEPHKKOM PpaHA0MMU3aLMN.

[locTynHble  ANs  NONb30BaTeNbCKOro npouecca GYHKUMM  BblAENEHUA U
pacnpefeneHna NamaTK OCYLECTBAAOT BbINOJHEHME peXMMa WHULUMANU3ALMM, NPU
KOTOPOM MNPOMCXOAMT ODHyNeHne aveek namaTtn. Takum obpas3om, S4pO0 M CUCTEMHaASA
6nbnmoTeka libc rapaHTUPYOT MOAYYEHME MPOLLECCOM TONbKO OYMLLEHHbIX CTPaHMUL,
namaTn 6e3 ocTaTouHON MHPOPMALLMN.

O4yMCTKa NamATM Ha BHewHMx HocuTenax (eMMC) ocHoBaHa Ha peanmsauum
MexaHM3Ma secdel, KOTOPbIA OYMWAET HA HOCUTene Heucnoabldyemble 6Ha0KkM OC
HenocpeACcTBEHHO MPU MX OCBODOXKAEHMM C MOMOLLBIO Mepe3anncn MX MaCKUpYloLLei
nocneaoBaTeIbHOCTbHO.

4.6.2. O4nCTKa NO/Ib30BATE/IbCKMX AAHHbIX

NMPUMEYAHMUE. HacTpolika cepBMca OYMCTKM NONb30BATENBCKMX AAHHbIX AOCTYMHA
TO/IbKO aAMUHUCTPATOPY.

CepBMC nNpeaHasHa4YeH A8 OYMCTKM MOb30BATENbCKUX AAHHbIX MO PACMMUCAHMIO
NNA BCEX YYETHbIX 3anuMcer nosib3osBaTenien. BbinoaHAA 04MCTKY NONb30BATENbCKMX NAMoK,
CEPBUC yMeHbllaeT 0b6bem yTeYKM MONb30BATENBCKOM MHOOPMALMKM B  CAy4vae
HEeCaHKLUMOHMPOBAHHOIO AOCTYNa K Mankam.

OuyMcTKa 3a4aHHbIX ManoK MPOM3BOAMUTCA C  YYEeTOM  BJIOKEHHbIX ManoK
(pekypcuBHO).

CpoK XpaHeHMAa pannoB B Namnkax, BblAENEHHbIX C MOMOLLbIO KOHPUIYPALMOHHOTO
dainna, oTCYMUTbIBAETCA OT BPEMEHM NOCNEAHEr0 M3MEHEHMA Ppainna.

BHUMAHMWE! Monb3oBaTenbckmne Gpaiinbl, KOTOPbIE HE NOABEPIKEHLI UBMEHEHNAM B
npouecce aKCnayaTaumm, U KoTopble ciedyeT ob6e3onacuTb OT OYMCTKM, PEKOMEHOyeTCs
XPaHUTb B MNamnKkax, HEKOHTPOIMPYEMbIX CEPBNCOM.

Mpu pacyeTe CpOKa XpaHEeHUA NONb30BaATENbCKUX GaNN0B HEODXOAMMO YYMUTbIBATb
cneayoume NONOKEHUS:

— CPOK pacCYMTbIBAaeTCA C MOMEHTa CO34aHMA Yy4YeTHOM 3anmMcu M BHeCeHuA
nocneaHero USMeHeHui;

— BPEMEHHbI MHTepBan NPOBEPKM CEPBMCOB, COCTABAAOLLNIM OAMH Yac, BXOAMT B
CPOK XpaHeHMs;

— He MOXEeT NPeBbIWaTb 3aJaHHblM CPOK XpaHeHua pannos (PrucyHok 139).

MPUMEYAHUA:

v/ MepeyeHb Manok 1A OYMCTKM MOMb30BATE/IbCKMX JaHHbIX ONpesenseTca npu
BHEAPEHUM U MOMKET ObITb MU3MEHEH C MOMOLLbIO KOHUTYPALIMOHHOTO Gpainna;

v/ BbI60p NanoK no yMoa4aHuIo orpaHmuyeH Cneayrowmmm nankamu:

— ${HOME}/Documents;

— ${HOME}/Downloads;



— ${HOME} /Music;
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— S{HOME}/Playlists;

— ${HOME}/Pictures;
— ${HOME} /Public;
— ${HOME} /Videos.

vy dAMUHUNCTPATOPaA OTCYTCTBYET BO3IMOXKHOCTb CaMOCTOATE/TIbHO ,D,O6aB/'IFITb
nankm ana O4YNCTKN C NOMOLBbIO MOJ/Ib30BATE/IBCKOTO MHTep(I)eP'ICB.

| Manku

YCTaHOBUTE MaKCUMasbHbIN CPOK XpaHeHus
daiinos B 3apaHHbIX Nankax: ain byget
YAanéH 13 nanku, ecnv okaxeTcs cTaplue
YCTaHOBJ/IEHHOIO CPOKa.

# Heypanatb paiinbl .dst
Documents OtknioueHo
Downloads OTtknioyeHo
Music OTknoueHo
Pictures OTknioyeHo
Playlists OTtknioueHo
Public OtknioueHo

Videos OTtknto4eHo

PncyHok 138

— KOCHYTbCA MOAsA
(cm. PucyHok 138);

— Ha OTKpbIBLUENMCS
(PucyHok 139).

[ONa BKAKOYEHMA OYMCTKU NOJIb30BATENbCKUX AAHHbIX
Heobxo4MMO BbINOAHUTL Cieaytolme AeNCTBUS:
— OTKPbITb MEHK CUCTEMHbIX HACTPOEK KacaHMem

3HA4YKa @ Ha JKpaHe NpuaoxKeHui (cm. PucyHok 1);
— KOCHYTbCA MyHKTa MEHH0

«AOMUHUCTPUPOBAHME N @%B noapasaene «Cucreman;

— Ha OTKpPbIBLIENCSA CTPAHUUE KOCHYTbCA MyHKTa
MEH!0 «O4ymMcTKa NO/1b30BaTENIbCKNX NAHHbIX»
(cm. PucyHOK 76) ana oTobpaxkeHua CTpaHuLUbl C Nankamu,

— KOCHYTbCA nepekatoyatena «He yaanate Gpannbl
.dst» (PrcyHok 138).

NMPUMEYHAHMUE. KoHburypaumoHHble dannbl
dopmata  .dst npegHasHayeHbl  ANA  HACTPOMKM
ctopoHHero VPN-peweHusa Vipnet;

C MankoM, y KOTOPOM HEeobXOAMMO BKIOUYUTb OYUCTKY

CTPaHMLLE KOCHYTbCA MNepekatovaTens «BKAOUYMTb OYUCTKY»

NMPUMEYAHUE. [lna akTmBauum nepekntodaTena AOCTAaTOYHO KOCHYTbCA MOAA, B
KOTOPOM OH PacCno/IOXeH: NepekatovaTeb HayHeT CBETUTLCA ApYe, YEM B COCTOAHUM MO

YMONYaHUIO (HEAKTUBHOM);

— 334aTb CPOK XpaHeHuns GpalioB Mo pacnmncaHmIo, Nnepemelllas CooTBETCTBYHOLW UM

cnangep (PucyHok 139):

® BMPaBO A/15 yBEAMYEHUA CPOKa (MaKCMManbHoe 3HaYeHne: 168 yacos);
® B/1€BO A/15 YMeHblUeHUA (MMHUManbHOe 3HaYeHue: 4 Yaca).

NMPUMEYHAHUA:

v’ lLlar u3meHeHMs cpoka xpaHeHus dainnos — 4 vaca;
v/ 10 YMOMYaHMIO CPOK XpaHeHusa dpainos — 72 vyaca;
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— KOCHYTbCA KHOMKM «[loaTBepAMTb» ANA MNOATBEPKAEeHWA onepaunm nmbo
KHOMKN «OTMeHUTb» Aaa oTMeHbl (PucyHok 139), B pe3ynbraTte Ha cTpaHuue «lankm»
byaeT USMeHeH CTaTyC y BbibpaHHOM nanku (PrucyHok 140).

[Ona  OTKAOYEHMA  OYMCTKM  MONb30BATENbCKMX  AaHHbIX  Heobxoammo
NEeaKTUBMPOBATb NepekatoyaTeNb « BKAoUnTb o4ncTry» (PucyHok 139).

| OTMeHUTb MopaTeepaunTb l Manku
YcTaHoBUTE MakCUMasbHbI CPOK XpaHeHUs
Documents daitnos B 3agaHHbIx nankax: paiin bygert
yAanéH 13 narnku, ecnum okaxeTcs cTaplue
BKIIOUUTb OUNCTKY YCTaHOB/IEHHOrO CPOKa.
72 yaca %  Heypanatb daiinbl .dst
Cpok xpaHeHus dainos Documents 72 yaca

Downloads OtkntoyeHo
Music OTtknioyeHo
Pictures OTtknio4yeHo
Playlists OTtknioyeHo
Public OTtknioyeHo

Videos OTknioveHo

PucyHok 139 PucyHok 140

4.6.3. [Nepe3anncb 0CTaTOYHON MHPOPMALUM

B OC ABpopa peannsoBaHa O YHKUMA Nepe3anncn OCTaTOYHOM WHbOopMaLMK,
cpabaTbiBatoWan Kaxablh pa3 npu yaaneHum danna. lNpouecc nepesanncym NPoOUCXoanT
aBTOMATMYECKM W CKPbIT AN Nosb3oBaTena. B cayvyae HeobxoaMMOCTM OCyLLECTBUTb
NPUHYAMUTENbHYID — Mepe3anncb  CAyY4aMHbIMKM  MAM  CleumanbHbiMKM  BUTOBbIMMK
nocnenoBaTeIbHOCTAMMU aAMUHUCTPATOP MMEET BO3SMOXKHOCTb CAMOCTOATE/IbHO 3aMyCTUTb
npoueaypy yaaneHma danna u/mam nankm.

[laHHaa npoueaypa NPUBOAUT K CHUMKEHWUIO MPOMU3BOANTENBHOCTM, OCODBEHHO Npu
yaaneHun 6onbluoro ¢parna: yem epann bonblie, TEM CHUKEHME CYLLECTBEHHEE N 3aMETHEE,
T.K. Ha Nepuoa rapaHTMPOBAHHOIO YyAaNEeHWA BCE OCTajbHble OnepauuMn 3anucu Ha
HoCcUTeNb MHOPMALIMN MPMUOCTAHABAMBAIOTCA M NMOMELLAIOTCA B oYepesb A0 3aBeplleHuna
yOaneHuns.
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OC ABpopa ¢yHKUMOHMpPYET Ha MY, namATb KOTOpbIX COCTOMT W3 Habopa
(MHOXecTBa) AveeK. BBMAY KOHCTPYKTMBHbIX O0cobeHHocTe MY Kaxkaad adeika numeet
60/blIOe M KOHEYHOE KOMYECTBO LMKIOB Mepe3anncu, T.e. MOCTOAHHbIE onepaumnmn no
YTeHMto M 3anucK ¢/Ha USB-HakonuTeNb BAEKYT yBENMYEHME cYeTyMKa obpalleHui
(KONMYECTBO KOTOPbIX OFPAHNYEHO Ha annapaTHOM YPOBHE) 1, KaK CNeACcTBMe, NoCTeNeHHoe
CHUWXXEHMe CpoKa CNyKbbl HaKoNUTeN .

HepaunoHanbHoe ncnonb3oBaHMe MHOrokpaTtHon nepesanuck OC ABpopa BaeveT
CHUMXKEeHMe NPOn3BOAMTENIbHOCTU Ha BPEMA NPOBEAEHMA Onepaunmn yaaNneHna U CHUKeHne
CPOKa CNyXObl HakonuTena AaHHbIX MY.

[lnAa MHOrOKpaTHOM Nepesanncu MCNONb3YEeTCA YTUAUTA KOMAaHAHOW CTPOKM wipe,
[0CTYN K KOTOPOW ocylecTBaseTca ¢ nomolubto MMM «Terminal» (cm. nogpasaen 2.3.2.2).

MoapobHoe onucaHne uHTepdeiica wipe NPUBEAEHO B MPUNOKEHUMU
(Mpunoxenue 3).

4.7. ObecneyeHne HageKHOro pyHKLMOHMPOBAHUA

4.7.1. HagexkHble MeTKM BpeMeH!

MeTKa BPpeMEHM CYMTAETCA HAAEKHOM MNP YCNOBUM HEBO3MOXKHOCTM BHECTU B HEE
M3MEHEHMA Nocae CO34aHNA, eCAM LLENOCTHOCTb JaHHOM METKM He Bblna HapyLleHa.

HaperkHble meTKM BpeMeHM obecneymBatoTcA apxXMTeKTypoln xpoHomeTpaxa OC,
KoTopasa npeactaBaseTr cobol Habop CTPYKTYP AaHHbIX U QYHKUMIK A4pa, MMELWMX
OTHOLIEHME K OTCIEXMBAHMNIO X043 BPEMEHM U BA3MPYHIOLLMXCA Ha:

— cYyeTYMmKe OTMeTOK BpemeHu (TSC);

— nporpammmpyemom Taimepe nHtepsanos (PIT);

— APIC-Tarimepe;

— BbICOKOTOYHOM Talmepe cobbiTnin (HPET).

HayanbHble 3HAYeHMA CUCTEMHbIX TaMMeEpPOB 334at0TCA MO TaMMepy peanbHOoro
BpemeHn MY, a 6a30Bble MHTEPBa/Ibl BbIYUCAAKTCA NPU MHMLMANN3ALMN CUCTEMBI.

B KayecTBe  HW3KOYpPOBHEBOrO  MexaHW3ama  saapa,  obecnevymBatoulero
OYHKUMOHMpPOBAHNE HAAEXHbIX METOK BPEMEHM, WCMONb3YeTcA chneumanbHbliiM Habop
CTPYKTYP JaHHbIX AApa (timespec xtime), QyHKUMM Aapa do gettimeofday () W
HVN3KOYPOBHEBLIX CUCTEMHDbIX Bbl30OBOB clock settime(), clock gettime(),
gettimeofday () U settimeofday ().

4.7.2. KBOTMpOBaHME NOCTOAHHOW MamATK

KBoTMpoBaHMe — 3TO pasfesieHne OorpaHnMYeHHOro AMCKOBOro npocrtpaHcTea MY
MEXAY YYEeTHbIMM 3anNMCAMKW MNOJIb30BaTeNEN, MO3BONAKOLLEE CO34aBaTb OAHOBPEMEHHO
HECKO/IbKO YYETHbIX 3anucer nosib3sosaTenen Ha MY (cm. noapasaen 1.2).
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B OCABpopa npeaycMoOTpeHa BO3MOXHOCTb BblAeneHMA KBOTbl — obbema
[MCKOBOrO NPOCTPAHCTBA A/1A Y4ETHOW 3anMcKn NoaAb30BaTeNs Npu ee co34aHum, Npu 3TOM
Y YYETHOW 3anMMcKu NOoAb30BaTENs OTCYTCTBYET BO3MOMKHOCTb MPETeHA0BaTb Ha HONbLINMA
0bbem MOCTOAHHOM NAaMATW, a BblAENEHHOE en NPOCTPAHCTBO OyaeT HeaoCTynHO ANA
APYIMX YYeTHbIX 3anNncein Nonb30BaTeNeN JaXKe B Cyvae eCiM OHO CBOHOAHO.

BHUMAHMWE! O6bem KBOTbI 334a€TCA NPM CO34aHNUM YYETHOM 3anNnCK NOb30BaTENA
N He MOXKeT OblTb MU3MEHEH BNOCAEACTBUN.

[ns TOro, 4tTobbl 334aTb Y4ETHON 3aMNMCK NONb30BATENA KBOTY Ha MCMO/Nb30BaHMNE
AMCKOBOr0 MPOCTPAHCTBa, HeOOXOAMMO Ha CTpaHUUEe CO34aHMA  YYEeTHOM  3anucu
no/sb30BaTeNs  YCTaHOBWUTb  KOAMYECTBO  Bblaensemblx emy b, nepemewias
COOTBETCTBYIOLLMA CNanaep BNPaBO ANA YBEAMUYEHMA KBOTbI MO0 BNEBO A8 YMEHbLLEHMA
(cm. PucyHok 3).

OC ABpOpa aBTOMATMYECKM BbIYMCAAET AONYCTMMblE NPeaebl KBOTUPOBAHWUA TaKMM
0bpa3om, 4ToObl MOXKHO Obl/I0 CO3AaTb A0 7 YYETHbIX 3anNMCeN NONb30BaATENEN, NPU STOM
KBOTbI YCTaHaB/IMBAOTCA Caeayolmm obpasom:

— HWXKHAA rpaHMLLa KBOTbI 3a4aeTcA B 512 Mb;

— BEPXHAA rPaHMLa KBOTbl pacCYMTbIBAeTCA caeaytomnm obpasom: obumim obbem
NMCKOBOro npoctpaHcTea MY (AllSpace) 3a Bbl4ETOM 0ObEMA AMCKOBOrO MPOCTPAHCTBA
MY, 3aHATOro Co34aHHbIMWN YY4ETHbIMM 3aNNCAMM (Q1).

NMPUMEYAHUE. B cnyyae ecam Ha MY HegoCTAaTOYHO MamATM ANA BblAeNeHWA
NO/Nb30BATENO KBOTbI, MPEBbLIWAIOWEN HUKHIOW TpaHMLy (MMHUMaNbHbLIA pasmep),
nepemelleHune cnangepa byaet HegocTynHo (cm. PUCYHOK 3).

[1ns BbIYMCAEHMA FPAHUL, KBOTbl MCMOJb3YHOTCA CAeayoLIMe NepeMEHHbIE:

— AllSpace — 0b6wWMii 06bEM AMCKOBOro NpocTpaHcTBa MY;

— Nusr — KOJIMYECTBO YYETHbIX 3anmncen, co3gaHHbix Ha MY;

— Qi — obbem AMCKOBOro MpocTpaHcTBa MY, 3aHATbIM CO34aHHbIMKU YYETHBIMM
3anncamm;

— UsrAvSpace = AllSpace - 2 GB — 2 ['b Bbigensetca Ana y4eTHOM 3anmcu
aAMNHUCTPATOPA;

— MinQuota = 512 Mb. B cnyyae ecnin UsrAvSpace/6 < MinQuota, TO 3aJaHue
KBOTbl HEBO3MOXHO;

— MaxQuota = UsrAvSpace - sum (Qi) — MaKCMMa/JibHadA KBOTa, KOTOPYIO
MOXHO BbIAENNTb CO3AaBaeMon Ha MY y4yeTHOM 3anmcK Nob30BaTeNA: BCE AOCTYMNHOE
MNPOCTPAHCTBO 33 BbIYETOM CYMMbI YXKe BblAENEHHbIX KBOT.

NMPUMEYAHUE. MaKkcMmanbHble KBOTbI YYeTHbIX 3aMMcer Noab30BaTeNd 3a4at0TCA
aAMUHUCTPATOPOM B  KOHOMUrypauMoHHOM ¢ainne /etc/security/limits.conf
(MpunoxkeHue 2). Takke [ONA ynpaBAeHWs annapaTHbIMM KBOTAaMW W3 Pa3INYHbIX

MoNb30BaATE/NTIbCKMX nporpamm MCMNONb3YHOTCA cheagyrowme CUCTEMHbIE Bbl30OBbI:
setrlimit (), getrlimit(), prlimit() m nice().
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4.8. dunbTpauma ceTeBoro NOTOKa

4.8.1. Obuwan nHPpopmaums

®dunbTpauma ceteBblx noTokoB B OC ABpopa OCYLECTBAAETCA C MOMOLLbIO
BCTpoeHHOro B Aap0 OC dunbTpa CeTeBbIX NAKeTOB netfilter N MOHMUTOPA ObpalleHUN,
KOHTPO/IMPYIOLLLErO CETEBOM CTeK |Pv4.

AAMUHNCTPATOP NPM MOMOLLM YTUAUTbI iptables MOMET 33aBaTb MOAYNO AAPA
netfilter npasuna (MAM UENOYKM) GUABTPALMM B COOTBETCTBUM C aTpubyTamm
OTNPaBUTENs U MNOAyYaTens CeTeBblX MAKETOB, a TaKXe aTpubyTamum nepenaBaemomn
MHPOPMaLmMn B |P-3aronoBKax NakeTos.

4.8.2. MexceTeBoe 3KpaHMpPOBaHMe

®dyHKuMM M3 B OC ABpopa peannsoBaHbl B CAyXbe connman, MCNOAb3YHOLLEN
MEXaHM3Mbl iptables A/1A Pa3rpaHMYeHMA CeTeBbLIX MOTOKOB AaHHbIX.

KOH¢MrypauMH MO YMOJIHaHUIO MOCTAaB/IAETCA B NaKeTe connman-configs-core,
CO6MpaeMON\M3HaKeTaomp—common—configurations

4.8.3. NyTb K partnam KoHourypaumm M3

HoBble HACTPOWMKM iptables NOAAEPMKMBAKOTCA B connman, HaYMHaAA C BEPCUM
1.32+git41. HacTpoMKM, ONMCaHHbIE B HACTOALLEM AOKYMEHTE, XPaHATCA B CAedytolmx
dannax:

— /etc/connman/firewall.conf - [1];

— /etc/connman/firewall.d/*firewall.conf - [2],
roe [1] — ocHOBHaa KoHourypaumsa, [2] — nanka ¢ darnamu, OKaHYMBAOLWIMMMUCA Ha
«firewall.conf» n pacnonokeHHbIMM B aNnpaBUTHOM MNOPSAKE.

4.8.3.1. MpaBuaa KoHPUrypaumm M3

BuHapHbIM nakeT «connman-configs-core» yctaHaBAMBaeT npasuia B CAeAyOLLMX
dannax:
1) /etc/connman/firewall.conf:
— |Pv4:
epa3pellaeT yCTaHOBAEHHbIE M CBA3AHHbIe MaKeTbl (-m conntrack --ctstate
RELATED, ESTABLISHED);
epa3pelaeT Bce BxoAAumMe nakeTbl aAna loopback-uHtepdeica (Tpebyertca
connman A1 Pa3peLlleHns JOMEHHbIX UMEH);
Mo YymonyaHuto ONOKMpYeT Becb BxoAAWMA Tpaduk (Tabnmua filter
INPUT-uenouka);
— |Pv6:
epa3pellaeT YCTAaHOB/EHHbIE M CBA3AHHbIE MaKeTbl (-m conntrack —-ctstate
RELATED, ESTABLISHED);
epa3pellaeT Bce BxoAAumMe nakeTbl aAna loopback-uHtepdeinca (TpebyeTtca
connman A/1A pa3pelleHns JOMeHHbIX MMeH ana IPv6-npoTokona);
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®N0 YMOANYaHUO ONOKMpPYeT Becb BXoAAWMNA TpaduK (Tabnmua filter
INPUT-LenouKa).
NMPUMEYAHUE. B OC Aspopa IPv6-nogaepka B iptables He 3aABNEHQ;
2) /etc/connman/firewall.d/10-block-icmp-firewall.conf:
— |Pv4:
epa3pewaer Bxogawme |ICMP-nakeTbl, OT/IMYHblE OT  ping-nakeTos
(T.e. 6IOKMPOBATL TONBLKO BXOAALLME PiNg-NAKeTbI);
epaspewaer wucxogauime [ICMP-nakeTbl, OT/MYHbIE OT 3XO-PiNg-MaKeTOoB
(T.e. 6IOKMPOBATb TONILKO UCXOAALLMIA IXO-OTBET);
— |Pvb:
epaspewaetr BxogAwme  ICMP-nakeTbl, OTAMYHbIE  OT  PIiNg-MaKeToB
(T.e. BNOKMPOBATH TONBKO BXOAALLME PiNg-NaKeTbl);
epaspewaer wucxogdume |ICMP-nakeTbl, OT/AMYHbIE OT 3XO-PiNg-NakeToBs
(T.e. 6BNOKMPOBATb TONILKO UCXOAALLMIA IXO-0OTBET);

3) /etc/connman/firewall.d/ll-allow-dccp-non-privileged-ports-
firewall.conf:

— ana |IPv4 n IPv6:
epa3pelaeT Bxoaawmm DCCP-Tpaduk Ha nopTtax 1024:65535;
4) /etc/connman/firewall.d/ll-allow-sctp-non-privileged-ports-
firewall.conf:
— ana |IPv4 n IPv6:
epa3pewaeT Bxoadawmin SCTP-Tpadumk Ha nopTtax 1024:65535;

5) /etc/connman/firewall.d/ll-allow-tcp-non-privileged-ports-
firewall.conf:

— ana |IPv4 n IPv6:
epa3pewaeT BxoaAawmi TCP-TpadurKk Ha nopTax 1024:65535;
6) /etc/connman/firewall.d/ll-allow-udp-non-privileged-ports-
firewall.conf:
— ana |IPv4 n IPv6:
epa3pellaeT Bxoaawmin UDP-Tpaduk Ha nopTax 1024:65535;
epa3pewaeT Bxoaawmin UDP Lite-Tpadumk Ha nopTax 1024:65535;
7) /etc/connman/firewall.d/l12-allow-ipsec-firewall.conf:
— ana |IPv4 n IPv6:
epas3pellaeT Becb BxoaAwmMn IPSec Authentication Header (AH)-Tpaduk;
epa3pellaeTr Becb BxoaAuwmni IPSec Encapsulating Security Payload
(ESP)-Tpaduk;
8) /etc/connman/firewall.d/12-allow-ipv6-mobility-
firewall.conf:
— TONbKO Ana IPv6:
epa3pellaeT Becb BxoaAawmn IPve Mobility Header (MH)-Tpaduk.
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4.8.3.2. To4Ka aoctyna

KoHdUrypauma pexkmma «Tovka [A0CTyna» peann3oBaHa Kak AOMONHWUTENbHan
onums. MNpu BKAKOYEHHOM PEXKUME MPUMEHAIOTCA TE Ke NPaBmMaa N0 YMONYAHMIO, YTO MU NPK
npneme Bcero Tpaduka. bonee ctporne npasuna GuabTpauum TpadmKa MoryT ObiTb
n06aBneHbl C MOMOLLbIO MeH0 HacTpoeK. C aTon Lienbto B panabl KOHUrypaumm gobasneHa
rpynna [tethering], aHanorMyHaa AMHaMUYECKMM NpaBMIamM aas rpynn.

MPUMEYAHME. Mpasuna «Toyka AOCTyna» MNPUMEHAKOTCA TONbKO ANA PEXMMA
nepenayn AaHHbix nocpeactsom cetrt WLAN. [na USB-pexnma npasuaa no ymoa4yaHuio
NPUMEHSAOTCA HE3AaBMCMMO OT KOHOUIypaUmMm pexxmma « To4Ka 40CTyna.

Mpasuaa pexmnma «Tovka A0CTyna» A0MKHbI ObiTb LLENOCTHBIMW N 3aBEPLLIEHHbBIMM.
Mpn Hannumm xoTa bbl oa4HOro Habopa NpPaBUA pexmMma «TouKka AOCTyNa» HMKaKMe NpaBmaa
NO yMOAN4YaHuio He byayT aobaBneHbl, T.K. OHM MepeonpeaensatoT MNoAb30BaTe/NbCKME
NpaBWAa 1 pa3peLlatoT BeCb TpadumK.

[MosToMy, Hanpumep, MOryT ObiTb BK/AKOYEHbI CAedylollMe BXOAslWMeE NpaBuAa,
paspewatowme TOoNbKO DHCP 1 DNS /etc/connman/firewall.d/42-tethering-
firewall.conf:

[tethering]

IPv4.INPUT.RULES = -p udp -m udp --dport 53 -j ACCEPT; -p tcp -m tcp -
-dport 53 -j ACCEPT; -p udp -m udp --dport 67 -j ACCEPT

IPv6.INPUT.RULES = -p udp -m udp --dport 53 -j ACCEPT; -p tcp -m tcp -
-dport 53 -j ACCEPT; -p udp -m udp --dport 67 -j ACCEPT

4.8.3.3. ®annbl KOHPUrypaLMm
4.8.3.3.1. ®opmaTt panna

Kaxaasa rpynna onpeaenaetca ¢ MOMOLbK KBaZApaTHbIX CKOOOK — [], Hanpumep,
[General]. Kaxkapblin KNOY perncTpo3aBUCUM M HanMCcaH NPOCTbIM TEKCTOM 6e3 Teros, 3a HUM
cnenyeT CUMBOA «PaBHOY» (=). DTO 03HAYaET, YTO BCE KAOYM 10 Hayana cneayowen rpynnbl
[] npuHaanexat aTom rpynne.

Hanpumep:

IPv4.INPUT.RULES = -p tcp -m tcp -j ACCEPT

KaXabl K04 MPaBM/I MOXKET CylLLeCTBOBaTb B OAHOM rpynne TO/NbKO OAMH pa3
(npoBepKy ocyllecTBAAeT aHanmsaTop darnos katouen glib, obpabaTbiBaeTcA TONbKO
MepBbI K/toY).

Pasgenutens A1a NpasBul — TOYKa C 3anAaToM (;).

MpaBuaa MoryT HbITb BbIKAHOYEHbI MPU MOMOLLM CUMBOAA «#» B Hayane npasuna.

Hanpumep, BbIKAOYUTL NepBOe MpPaBWMAO —-dport 23 W NPUMEHUTb NPaBUIO
-—-dport 24:

#-p udp -m udp --dport 23 -j ACCEPT; -p udp -m udp --dport 24 -j
ACCEPT
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4.8.3.3.2. [lopagok obpaboTku

MepBbim 3arpyrkaetcs bann OCHOBHOM KoH®UIypaumm
(/etc/connman/firewall.conf), Aa/iee 3arpyatoTcA ocTanbHble Ganbl KOHPUTYpaLMM
M3 /etc/connman/firewall.d B andpaBUTHOM NOpPAAKe

Mopaaok 06paboTKM Npasun:

— KAt04M 13 GarioB 3arpyxatoTca B anpaBMTHOM NOpAAKe, MO3TOMY Mpasuia B
danne, Hanpumep, ¢ npedpukcom 00, byayT obpaboTaHbl M A0DaBEHLI NEPBLIMYU,

— npasuna u3 ¢anna OCHOBHOM KoHOUrypaumm ao06aBnaAoTCcA B iptables
nocneaHMMM U CYMTAKOTCA OCHOBHbIMMU;

— €C/In BRIIIOYEHblI AMHAMUYECKKME MNMpaBuia, TO OHU ,£I,O6anIFHOTCFI B Ha4an0o B
iptables.

Hanpumep:
1)  ®dainbl KOHPUTYpPaUMM M NOPAAOK X 06PabOoTKM:
— MepBbl: OCHOBHOW dain firewall.conf — comepxuT [General] (O6wme)

npasuna u yctaHasamnsaet POLICY (MonaunTtuky);
— BTOpPOM: firewall.d/10-firewall.conf —coaepxnt WLAN-npasuna;
— TpeTui: firewall.d/20-firewall.conf — comaepxuT [General] (O6uwme)
npaBuna;
— yeTBepPTbIN: firewall.d/30-firewall.conf — comeput [General] (Obwme)
n WLAN-npasuna;
2) Mpasuna M3 npu 3anycke connman:
— npumeHsaeTca MoANTUKA U3 NYHKTA OAMH;
— MopAagoK npumeHeHua [pasun:
e npasBuna n3 nyHkTa Tpu [General];
® MpaBWia U3 NyHKTa YeTbipe [Generall;
e npaBuaa U3 NyHKTa oauH [General];
3) Mpasuna M3 nocne BkntoveHns WLAN:
— npumeHsaeTca MoANTUKA U3 NYHKTA OAMH;
— MopAagoK npumMmeHeHuA [pasun:
e npasuna n3 nyHkta asa [WLAN];
® npaBuaa n3 nyHKTa vyeTtbipe [WLAN];
e npasuna n3 nyHKTa Tpu [General];
e MpaBuaa U3 NyHKTa YyeTbipe [General];
® npasuaa M3 NyHKTa oauH [General].
Mpyn NCNONb30BAHMM HECKOIbKMX Pa3HbIX NPaBUA:
— npasuna u3 pasgena [General] (Obuwme). NMocnegHee onpeaeneHne POLICY
(MonUTUKKM) NnepesanncbiBaeT NpeablayLine;
— MNpaBuKia U3 KaXK4oro TMna rpynnbl 406aBAAKOTCA K CYLLECTBYOLWMM NpaBmuaam.
Mpn gobasneHnn AMbO yaaneHnm Gamnos KOHPUTrypaLmm HeOBXOAMMO BbINOAHUTb
KOMaHAy:
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systemctl reload connman

— ©C/IM YCTaHOB/IEH HOBbIM MaKeT, 4OCTaTOYHO BbINOIHNUTL NEpe3arpysKy;
— MpaBuaa U3 HoBoro ¢akna KoHPUrypaumm 4obaBNAOTCA BO BHYTPEHHNE CMINCKM
no NopAAKy, OAHAKO:
® MOpPALOK B iptableS KOPPEKTMPYeTCA AMHAMWYECKMMM NpaBMIamMm nocae
BOCCTaHOBNAEHUA coeamHenma (Hanpumep, WLAN);
® MOpPAAOK B iptables KoppeKktupyetca [General] (O6wmmmn) npasunamm
nocne nepesanycka connman: MNPUMEHAETCA TOAbKO MNPU HaAMYMM MPaBWUA, KOTOPble
NOMKHbl  ObITb  A0DaBAeHbl B ONpedenieHHY MNO3MUMIO Ha OCHOBE MOPAAKa,
onpeaensiemoro MeHem ¢danna.
Mpn n3meHeHUn cyulecTsyrowero ¢arna KoHUrypaumm HeobxoaMmo BbIMOAHUTb
KoMaHay:

systemctl restart connman

ObHapyKeHne Kn3mMeHeHMn B darnax KoHdurypauum 6yaeT peann3oBaHO B
cneayomx BePCUAX.

4.8.3.3.3. [pynnbl K KJtOUYN

Obuwume rpynnobl [General]:

— IPV4.INPUT.RULES = #Habop npasun B Tabamue filter, INPUT-uenoyka ans
npoTokona IPv4;

— IPv4.OUTPUT.RULES = #Habop npasun B Tabanue filter, OUTPUT-uenoyka
AnAa npoTtokona |Pv4;

— IPv4.FORWARD.RULES = #Habop npasun B Tabnumue filter, FORWARD-
Lenoyka a4na npotokona IPv4;

— IPv4.INPUT.POLICY = #MonunTrKa no ymonyaHuto ana tabnamubl filter, INPUT-
ueno4yka (moxeT 6biTb ACCEPT nnn DROP);

— IPv4.OQUTPUT.POLICY = #lonntnuka no ymonyaHuo ans Tabauupl filter,
OUTPUT-ueno4vKka (moxeT 6biTe ACCEPT nan DROP);

— IPv4.FORWARD.POLICY = #[onnTnuka no ymonyaHuto ana Tabnuubl filter,
FORWARD-uenou4ka (moxeT 6biTe ACCEPT nnn DROP);

— IPv6.INPUT.RULES = #Habop npasun B Tabamue filter, INPUT-uenoyka ans
npoTokona IPv6;

— IPv6.OUTPUT.RULES = #Habop npasun B Tabnnue filter, OUTPUT-uenoyKka
ANA npoTokona IPve;

— IPv6.FORWARD.RULES = #Habop npasun B Tabauue filter, FORWARD-
Lenoyka ana npotokona IPve;

— IPv6.INPUT.POLICY = #Monntrka no ymondaHuto ana tabnnubl filter, INPUT-
Leno4yka ansa npotokona IPve (moxeTt 6biTo ACCEPT nnm DROP);

— IPv6.OUTPUT.POLICY = #lonutnka no ymonyaHuto Ana Tabauupl filter,
OUTPUT-ueno4ka ans npotokona IPve (moxeT 6biTb ACCEPT nnan DROP);
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— IPv6.FORWARD.POLICY = #[Monntnka no ymonyaHuto ana Ttabauubl filter,
FORWARD-uLeno4Kka ana npotokona IPv6 (moxeT 6biTb ACCEPT man DROP).
OnHammnyeckme rpynnbl 0O TMNAM YCTPOMNCTB:
— Tpynna akTMBMPYETCA NPM BbI30BE CNYXKObl connman AaHHbIM TUMIOM YCTPOMCTBA
(Hanpumep, WLAN-noakntoueHme);
— KaXabl TMN npaBuaa byaeT coaepKaTb B cebe nHTepderic cepsmca (Hanpumep,
ana INPUT-npasun byaeT ycTaHOBAEH NapaMeTp —-i <interface>);
— rpynna MOMEeT codep:KaTb CAeytoline KAwum (Takme Ke, Kak B pasgene
«Obwme» [General]:
e |Pv4.INPUT.RULES =;
e |Pv4.OUTPUT.RULES =;
e |Pv4.FORWARD.RULES =;
e |Pv6.INPUT.RULES =;
e |Pv6.OUTPUT.RULES =;
e |Pv6.FORWARD.RULES =;
— npeaonpeaeneHHble rpynnobi:
e [unknown] — He ncnonb3lyeTcsa MM He NOAAEPHKMBAETCA, HO ABNAETCA YaCTbtO
BHYTPEHHMX TUMOB YCTPOMCTB connman;
e [system];
ethernet];

[
[
[bluetooth];
e [cellular];
[
[
[
[

e [tethering] — HacTponKn, NpuMmeHaemble ANA pexnma «Touka AoCcTyna».
MPUMEYAHWE. Mpn Hanmnumm npobaem ¢ pexkmmom «Touka AocTyna» HeobxoaMmo

nobasuTb cneaytouwpme cTpokn B rpynny Obuime [General]: Hanpumep, 95-tether-
override-firewall.conf:

[General]
IPv4.INPUT.RULES = -i tether -j ACCEPT
IPv6.INPUT.RULES = -i tether -j ACCEPT

4.8.3.3.4. dopmat npasun

BbinonHatoTcA cnepyrouime npaBsmna iptables-popmaTa
(https://www.frozentux.net/iptables-tutorial/iptables-tutorial.html):

— onuMKM NPOBEPATCA ANA KaxKA0ro NPoToKoAa U/MAK TUNa COOTBETCTBUS;

— 3HaYeHMA ONUMIM NPOBEPSIOTCSA Ha BENIMYMHY M TUM 3HAYEHUS;
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— eC/IM NPaBW/IO He CyLecTByeT B iptables, OHO UIHOPUPYETCA aHaAM3aTOPOM
npaBun,

— OTPULAHMA NOAAEPIKUBAIOTCA KaK B iptables.

MockonbKy B nepsBol Bepcum M NOAAEPHKUBAIOTCA HE BCE BO3MOMKHOCTU
nepekntoyaTenen (switches) ANa iptables, Nepekao4aTenn, KOTOpble connman He
MOMeT [006aBUTb, UTHOPUPYIOTCS iptables:

— moamduKaTopbl Lenoyek: -, -D, -X, -F, -I, -P, -E, -R, -Z
(M X ANVMHHbIE SKBUBANEHTDI):

® HOBble WM CYLIECTBYIOLUIME LIEMNOYKM He U3MEHsoTCA npasuaamu. Bcee
npasuna M3 NoAYMHAIOTCA NOTMKE connman, B KOTOPOW NOA0OHbIE MOAUPUKATOPbLI HE
npeaycMOTPEHbI;

® B C/ly4ae BO3HUKHOBEHMA HEODXOAMMOCTUN TakMe MoaMdUKaTOPbl MOTYT ObITb
nobasneHbl B AanbHENLLEM;

— YyKas3aTesn mecTta HasHadeHua gna DNAT: --to-destination, --from-
destination;
— nepekntoyateny ¢parmeHTMpoBaHuA: -£, --fragment;

— nepekatyaTesib Bepcumn IP-npoTtokona: --ipv4, -4, --ipv6, -6;

— MepeKkNtYaTenn CooTBETCTBMA (-m), KOTOPbIE HE NOAAEPKMBALOTCA:

e |Pv4: -m comment, -m state, -m iprange, -m recent, -m owner, -
m sctp, -m dccp, -m hashlimit, -m icmpv6/ipvé-icmp;

e |[Pv6: -m comment, -m state, -m iprange, -m recent, -m owner, -
m ttl, -m sctp, -m dccp, -m mh, -m hashlimit, -m frag, -m icmp,

® BbilleyKas3aHHble MnepeKkatoYaTenn BbI3biBaanM cboM B iptables  WUAM
HenpaBW/bHO onpeaensann sepcuto IP-npoTokona.

Llenn M3 (-j TARGET) COOTBETCTBYIOT LeNsM iptables No ymondanHuto: ACCEPT,
DROP, REJECT, LOG n QUEUE.

MpoTokonbl M3 (-p protocol) aHaANOTMM4YHbI MPOTOKO/IAM iptables: tcp, udp,
udplite, icmp, icmpv6, ipv6-icmp, esp, ah, sctp, mh (ToAbKO Ana IPv6) u
crneuyasbHOMY KAKO4EBOMY CNOBY all.

Kaxaoe npasuno:

— NO/IKHO UMETb MUHMMYM OAHY Uenb (-j/--jump TARGET or -g/--goto
TARGET);

— MOXET UMeTb OT HYy/1A 40 OAHOro COOTBETCTBMA NO NPOTOKOY (-p/--protocol
protocol);

— ana SCTP-, DCCP- 1 MH-NpOTOKONOB MEexXaHM3M COOTBETCTBMA MPOTOKO/A He
MOXEeT OblTb MCMONb30BAH, HaNPUMep:

-p sctp -m sctp --dport 22 -j DROP (He OyneT paboTaThb, HO)
-p sctp --dport 22 -J DROP (6ymeT paboTaThb)

— MOMET UMeTb OT HyAA A0 ABYX yKa3aTenel cooTBeTcTBUA (-m/--match match).
Hanpumep, 4Tobbl paspewunTb ans telnet ogHy NOMbITKY COEAMHEHUS B CEKYHAY,
HeobXoAMMO YCTaHOBUTD:
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-p udp -m udp --dport 23 -m limit --limit 1/second --limit-burst 1 -j
ACCEPT

— MOXeT UMETb:
® OT HyAs A0 ABYX NepeKkatoyaTenein nopTos ¢ onumen obbiMHOro nopTa (oAHO
M TO e HanpaB/JeHMEe HE MOXKET MCNONb30BaTbCA ABaXAbl). C MOANDUKATOPOM NPOTOKONA
Oﬁn<protocol>):——destination—port, —-—-dport, --source-port, --sport;
® OT HynA [0 OAHOrO Mepek/t4vatena nopToB C My/bTUNOPTOM. BmecTe c
yKa3aTenem COOTBETCTBMA -m multiport BO3MOXHO MCMNO/Nb30BaTb: —-destination-
ports, ——-dports, —-—-source-ports, —--sports, —--port, —--ports W MNEPEKNOYATENN,

— MOXET MMETb OT HyNA A0 ABYX YKa3aTenen mecta HasHayeHus (O4HO M TO e
HanpaBAeHWE He MOXEeT WCMOoNb30BaTbCA ABaXKAbl). --source, --src, -s, —-
destination, --dst, -d,

— Ka)kaoe npasuno pasgena [General] MoXKeT MMeTb OT Hyna A0  ABYX
nepekntoyateneit nHtepdeinca (0AHO M TO Ke HanpaBleHNE HE MOMKET MCMOb30BaATLCA
NBaXabl). -—in-interface, -i, --out-interface, -o.[lepekntoyatenm nHtepdeiica
UTHOPUPYIOTCSA B AMHAMUYECKMX NPaBUAAX, NPeaHa3HaYeHHbIX 4158 TUNOB YCAYr (service
types).

4.8.3.3.5. YcTpaHeHMe HenoiaaokK

Mpu pabote ¢ MMl B cAyd4ae BO3HWKHOBEHMSA Npobaembl ceTh/iptables (M3)
HeobXoAMMO BbINOMHUTL CAeayoWme AeNCTBUS:

1) HactponTb 6a30Bbll  MOHUTOPUHI pPaboTbl iptables AN  CAEAYIOLINX
NPOTOKO/0B:

— |Pv4:

watch -n 1 iptables -t filter -L -v -n

— |Pvb:

watch -n 1 ipé6tables -t filter -L -v -n

2) AnAa BbIxo4a M3 NpPOrpamMbl HaxKaTb codeTaHme Knasuw «Ctri» n «C»;

3) MpoBepuTb BbIBOA M KOAM4ecTBO cbpouleHHbix naketoB B INPUT-uenouyke
(nonntmnka DROP);

4) 3anyctutb MI 1 NpoBEpPUTb, KaKMe CHETYNKM YBENINYMBAIOT CBOE 3HAUYEHMe.

NMPUMEYAHUE. Ecnm ceTeBble nakeTbl cbpacbiBatoTcA, cyeTymk DROP byaer
yBENMYMBATL CBOE 3HayeHue. CYEeTYMKM NaKeToB [A1A Kaxaoro npasuna Oyayt
YBE/IMYMBATLCA, €C/IN NAKETbI COOTBETCTBYIOT 3TOMY MNPaBUAY;

5)Ecnm npobnema B pabote MI1 BO3HMKAA M3-3a cHpacbiBaHMA MaKEeTOB.,
HeobXxo4MMO BbINONHUTL CieaytoLme AENCTBUS:

— ONA  BPEMEHHOro pelleHua (AencTByeT A0 NepesarpyskyM  cUCTeEMbI),
pa3pellatolero Becb TpadmK No yMOAYaHUIO CieytoLmMX NPOTOKO0B:

e 1A IPv4 BbINONHUTL KOMaHAY:
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iptables -t filter -P INPUT ACCEPT

e /1A |[Pv6 BbIMONIHUTE KOMaHAY:

ipétables -t filter -P INPUT ACCEPT

— anAa pelleHmn Ha NOCTOAHHOMN OCHOBe cO03/4aTb bann
/etc/connman/firewall.d/99-accept-all-firewall.conf, [A00aBUTb B Hero
cneaytouime CTPOKM:

[General]
IPv4.INPUT.POLICY
IPv6.INPUT.POLICY

ACCEPT
ACCEPT

— nnepesanyctnts MI1:

systemctl restart connman

Ecnn cuctema He 3arpyrkaetca, H€O6XO,£I,VIN\O nepeﬁTM B peXXnm BOCCTAaHOBAEHNA U
3anncaTb B c|>a17m OnuuMn, yKasaHHble Ha ware 4, ANa peleHna Ha NOCTOAHHOM OCHOBE.

4.9. KOHTpONb UEeNOCTHOCTH

MNoacuctema KLU, OCABpopa CAYXWUT ONA NPOBEPKM HEU3IMEHHOCTW cpespl
BbIMO/IHEHMA, OMOBELWEHMA MONb30BaTeENA 00 W3MEHEHUM KPUTUMUYECKM  BaXKHbIX
KOMMOHEHTOB, a TaKe 3anpeLaeT 3arpy3Ky 1 MCNONb30BaHNE CUCTEMbI NPU HAPYLLEHUN ee
LLe/IOCTHOCTW.

B OCABpopa KLU, peanvMsoBaH C NOMOUWbIOD MNPOrPAaMMHOIO KOMMOHEHTA
integrityd, KOTOpbIM npeacTaBnsaer cobon AeMOH ANA ynpaBAeHWA M MNPOBEpPKM
LeNOCTHOCTN AaHHbIX. B oTAinume oT ApyrMx MHCTPYMEHTOB integrityd wcnonb3yet I
(IMA 1 secureboot) Kak UCTOYHWK A0BEPUS.

NMPUMEYAHMUE. Kaxkapin yctaHaBnamBaembit B OC ABpopa nakeT 10O aAonkeH MMeTb
LUMPPOBYIO MOAMMCD.

Integrityd OTBeYaeT 3a ynpaBieHne n BepMUKALMIO LLENOCTHOCTM ODOBEKTOB,
npu aTom noa 06bekTaMmnm NoHMMatoTCa 0bblvHble darnbl, ELF-dalnbl n pasaensl. OObeKTbl
MOTYyT 0ObeAMHATLCA B FPYNMbI, TAKXKE MOXKET ObITb YCTAHOBAEHA MepapXxma rpynm.

ABTOMaTMyeckM, 6e3 HeobXoAMMOCTM chneumanbHblX [AeUCTBUA CO  CTOPOHDI
aamuHucTpaTopa, OC ABpopa OTC/IEXMBAET Caedytollee:

— LLe/IOCTHOCTb YCTaHaBAMBaeMbIx Naketos 10 dopmaTa .rpm;

— LLe/IOCTHOCTb 3arpy*Kaemblix BHELWIHUX MOAY/IEN YPOBHA AAPa;

— UEeNOCTHOCTb BCEX MCMONHAEMbIX GanaoB NPM NOMbITKE MX 3aMyCKa;

— LLe/I0CTHOCTb Pa3/enos.




141
AAMT.10034-02 91 01

BHUMAHWE! Tepen BbinonHeHnem KU, Tpebyetca 06paTnTb BHMMaHWE Ha
cneaywoulee:

— MpoBepKa LENOCTHOCTU YKa3aHHbIX $alioB MO YMOAYAHWUIO MNPOM3BOAMTCA
Kaxkablh pa3 npum 3arpyske OC ABpopa, a Takxke B 00:00 yacos 0AMH pa3 B CYTKY;

— BpemAa 3arpy3kn OC ABpopa yBe/MYMBAETCA MPOMOPLMOHANBHO KOIMYEeCTBY
dannos, Tpebyembix A8 NPOBEPKM LENOCTHOCTH, T.e. Yem Donblle CnMcok GainioB Ha
NpoBepKy, TeM HO/blE BPEMEHM 3aHMMAET NPOBEPKA LLeNIOCTHOCTH;

— NpK NpoBepKe LEeSIOCTHOCTM BbIMONHAKTCA MaTemaTuyeckme onepaunmn, 4To
NPUBOAMUT K MOBbIWEHUIO MCMOMb30BAHMA PECYpPCOB MNpOoLEeccopa, CnefoBaTeslbHO, K
YBEJIMYEHUIO pacxoaa 3apAada akkymynatopa MY.

[MpoBepKa UENOCTHOCTM KOHKpPeTHOro ¢anna MoXeT ObiTb OCyulecTB/ieHa
cneayrowmm obpasom:

integrityd -verify wmmsa damnna

B cnyyae HeobxoammocTn BbinoaHUTb KL npowussonbHoro dainna, ELF-¢aina,
pa3fenos UAW rpynnbl pasaenos cieyeT UCNOoNb30BaTb YTUANTY integrityd, AOCTYNHYHO
B Ml «Terminal», koTopaa npumeHseT 31 Kak NCTOYHMK A0BEPUS.

NPUMEYAHUE. WHbopmauma o 3anycke/3aseplieHnn npoueaypbl KU un ee
pe3ynbTaTax 3aMMCbIBAETCA B CUCTEMHbIN KypHaa, NPOCMOTP KOTOPOro OCYLLECTBAAETCA C
nomoubio MM «KypHan».

B cnyyae ycnewHol npoBepku byaeT BbiBeAEHO AMArHOCTMYecKkoe coobuieHune
BMAA:

verify mmsa damya: success
total verification: success

B C/ly4ae HeycnewHomn:

verify mma damnna: failed

NMPUMEHAHMUE. B pesynbrtate nNoJy4eHMA  OT  CcepBMCa integrityd
OTPMLATENbHOrO CTaTyCa MPOBEPKM LLESIOCTHOCTM, KOTOPbIM CBMAETENbCTBYET O
HapyLeHnn uenoctHoctn, aoctyn Kk OC ABpopa 610KMpyeTcs KOMNOHEHTOM securityd.
B aTom cnydyae Heobxoammo nepeaats MY agMUHUCTPATOPY ANA NOBTOPHOM YCTAHOBKM
OC Aspopa.
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5. PEKOMEHZAUWK NO YCTPAHEHNO BO3SMOMXHbIX OLUMBOK

Henctena

(Tabnunua 16).

No YCTPaHEHMIO

BO3MOMXHbIX OLWMOOK npmneedeHbl B Ta6nmu,e

obHOBNEHMSA, T.K. HE
paboTaeT KHOMKa
«3arpy3mnTb»

Tabnnua 16
Ne Owmnbka Mpr4MHa/pekoMeHaauMm No YCTPaHEHUIO
1 |HeBO3MOXHO [Ons nonyyeHua obHosneHma OC ABpopa TpebyeTca AoCTyn K
BbIMOJIHUTL onpeaeneHHbIM pecypcam npeanpuaTna-paspaboTymKa.

TaKol A0CTyn NpeaoCcTaBaAseTcs KAneHTam, odOpPMUBLLMM
TEXHMYECKYIO NOAAEPMKKY, BKAOYAKOLLYIO YCAyry 06HOBAEHMA
OcC.

Bonee noapobHaa nHbopmaLma 4OCTyNHA NO INEKTPOHHOM
noyte support@omp.ru

TpebyeTcs naponb

2 |He nony4vaetca [Mp¥ BO3HWUKHOBEHMW OLINOKK Npu ycTaHoBKe MI1, onncaHue
ycTaHoBUTb MI KoTopow npmuseaeHo B nn. 2.3.2.1, Heobxoanmo obpaTnTbCa K

pa3paboTtunky Ml ana ero obHoOBAEHMA.
BHUMAHME! 3arpy3ka B MCKAKOUMTENBHbBIX CIy4asX,
Hanpumep, B Cay4ae NPUMEHEHMNA B MUIOTHbIX MPOEKTAX,
AOMycKaeTca AeaKTuBaLmMa nepekatodatena « Bkaounts
Ba/nZaumo naketos» (cm. PucyHok 101)

3 |Owwubka ceptnudmkata |OAMH 13 OBEPEHHDBIX CEPTUPUKATOB, BXOAALLMX B TPETbE
nokonexune OC, ycTapen, B pe3yabTaTe Yero bbina yTpayeHa
NOBEPEHHOCTb PECYPCOB, NOAMMCAHHBIX TAKMMMN
ceptTudmnKaTamm

4 |T1pn nonyvyeHmu Mpobnemsl ¢ ceTeBbiMm gocTtynom MY k MMO. Ecamn npu
0OHOBNEHNI C CKaumBaHMmM MI1 nponcxoanT CeTEBOM pa3pbiB, TO
MNro «Aspopa UeHTp» |[nocneaytoume MIT CTAaHOBATCA B o4epe/ib U UX YCTaHOBKA He
oTobparkaeTcs npouCcxoamnT
yBeaomaeHune
«Appmanager is busy»

5 |OTtobparkaeTca YcTaHOBAEHHbIN Ha MY mdm-KaneHT (Hanpumep, KAMEeHT
yBeaoOMAeHmne MMNO) 3anpellaeT obHOBNEHNUs Yepe3 MHTepderc MY
«YnpasneHue
obHoBneHnem OC
3anpeLweHo»

6 |MY 3abnokmpoBaHo, |Heobxoammo obpatmuTbeca K aamuHmucTpaTopy MY nmbo

onepatopy MNMO ana cbpoca napona MY, NOAKNOYEHHOTO K
cetu MIHTepHerT.
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Ha MY BO3HMKaeT
owmnbKa

Ne OwwunbkKa MpuynHa/pekoMeHaaLUm No YCTPaHEHMIO
[Ona cbpoca napona agMmHmUcTpatopa MY npm oTcyTCTBMM
noakntoydeHma K MNMNO Heobxoanmo 0bpaTnTbca B CEpBUCHbIM
LleHTp Ana noBTopHOM ycTaHoBKKM OC ABpopa

7 |Mpw yctaHoBke RPM  |HecoBmecTmocTb katouer B OC mn Kato4en, KOTopbiMM

nognucaHo Mrl.
Heobxoammo nepenoanuncate MIM anbo ncnonsb3osats OC C
KAt0O4amu, COOTBETCTBYOWMMN MT]

HaCTpOVIKVI AaTbl N
BpeEMEHMN

8 |lMonb3oBaTenb 3abbin |Heobxoammo 0bpaTnTbCA K agMMHUCTPATOPY ANA cbpoca
naponb MY napona MY

9 |AamuHuctpaTop 3abbin Heobxoammo obpaTnthbea K onepatopy MMNO ana cbpoca
naponb MY napona MY, noAKNOYEHHOro K ceTn MHTepHeT.

[ns cbpoca naponsa aammHucTpatopa MY npu oTCyTCTBUM
noakntoyeHus K MMNO Heobxoanmo 0bpaTntbca B CepBUCHbIN
LleHTp ana noBTopHOM ycTaHoBKK OC ABpopa

10| ocne 3arpysku Yb6eamsLinck, 4To MY nmeeT AOCTyN K ceTu VIHTepHEeT 1 3apas
obHoBneHnn Ml Ha akkymynatopa MY coctasnseT He meHee 50%, HeobXxoaANMO
MY oHO He OCYLWECTBUTb NPUHYANTENbHOE OOHOBAEHME, BbIMNONHNB
obHOBMNOCH cneayrouime AencTemna:

— OTKPbITb DKPaH NPUIOKEHWI, NpoBeaA No JomawHemy
SKpaHy CHWU3Y BBEPX;

— NepenTn B MyHKT MEHIO CUCTEMHbIX HAaCTPOEK
«ObHoBneHna OC ABpopa», nocne Yyero BbIbpaTb MYHKT
«MpoBepunTb Hann4yme 06HOBNEHNNY.

Ecnan nocne BbINOAHEHWA ONMCaAHHbIX AeicTBMin MIT He Hbino
yCTaHoBAEHO B0 06HOBNEHO, HEODXOAMMO NPOBECTM
aHa/In3 CUCTEMHbIX coobLleHui (cm. nogpasaen 4.1)

11 |HeBO3MOXHO [aHHaa pyHKLUMA OTKIOYEHA C MOMOLLLLIO MOANTUKN
cbpocutb MY K 6e30nacHOCTN, HEOHXOAMMO OTKAUYUTL AAHHYHO MOJNTUKY B
3aBOACKMM MeHto besonacHocTh (cm. noapasaen 4.3)

HaCTPOMKam
12 |HegocTynHbl [aHHaa pyHKLUMA OTKIOYEHA C MOMOLLLLIO MOANTUKN

6e30nacHOCTU, HEOHXOAMMO OTKAUYUTL AAHHYIO MOJUTUKY B
MeHto besonacHocTh (cm. noapasaen 4.3)
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NMEPEYEHb TEPMWUHOB ¥ COKPALLEHUI

B HacToAwem [AOKYMeHTe TMPUHATbI caeadyrouie TepMUHbl M COKpalleHMA

(Tabnunua 17).

Tabnnua 17
TepmuH/
P Pacwundposka
CoKpalleHue
AOMUHUCTPATOP Monb3oBaTenb, 061aatoWMi NpaBaMm Ha BbIMOJIHEHME OMepauuii,

CBA3adHHbIX C aAMUHUCTPUPOBaAHNEM CUCTEMbI

bA

basa AaHHbIX

Bepcuma OC Aepopa

1)KopnopaTtmsHas Bepcus - ncnonHeHne OC Aspopa,
npeaHa3HavYeHHoe A5 OpraHM3aUmMmn A0BEPEHHbIX MODUAbHbIX
pabouymx MecT, Ha KOTOPbIX He NponcxoanT obpaboTKa
MHPOPMaLMK, MOANEXKALLEN 3aLLUNTE B COOTBETCTBMM C
3aKOHOAaTeNbCTBOM Pd;

2)CepTudnumpoBaHHada Bepcua - ucnosnHenne OC Aspopa,
npoulealiee cepTMPUKAUMOHHbIE UCMbITAHNA B CUCTEME
cepTMdMKaLMM HOPMaTMBHbIX perynatopos PO (PCTIK Poccun,
®CB Poccum), umetoliee COOTBETCTBYHOLLMIA KOMNAEKT
NPOrPaMMHbIX JOKYMEHTOB M FOTOBbIE K CEPUMHOMY NPOM3BOACTBY.
MpeaHa3HavyeHbl ANA OpraHn3aumm 40BEPEHHbIX MODMAbHbBIX
Paboymx MecT, Ha KOTOPbIX NPOUCXoAMT 0bpaboTKka MHGopMaL MK,
noAsexallen 3aumre B COOTBETCTBMM C 3aKOHOAATENbCTBOM PO.
MoryT ncnons3oatbca B [MC, Ha 06bekTax KM 1 B MHbIX
perynnpyembix NC

2DA [ByxdaKTOpHan ayTeHTUDUKALMA

NAD NaoeHTUOUKaUMA U ayTeHTUPUKaUMA

nCc NHbopmaLMoHHas cMcTema

NOBO NHTepdenc PyHKLMOHANbHbIX BO3MOXKHOCTEN Be30nacHOCTH

KeoTa Ob6bem AMCKOBOro NPOCTPaHCTBA, BblAENAEMOro
aAMMHNCTPATOPOM A5 3aNMCKU AAHHbIX YY4ETHbBIX 3aMncem
noab3oBaTenemn

KL, KOHTPONb LEeNOCTHOCTH

MB/, Poccumn MWHNCTEPCTBO BHYTPEHHMUX Aen Poccuimnckom Peaepaumm

MIT MobunbHOE NpUNoKeHmne

MY MobunbHoe yCTPOMCTBO

M3 MexceTeBoe 3KpaHMpPOBaHMe

OC OnepaunoHHadA cucTeMa
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Colep?sg:l/ “e Pacwundposka

MepekntoyaTens dnemeHT nHTepderca OC ABpopa, NpeAcTaBAAOWMIA CODOR
CBETALLYOCA TOYKY, PAaCNO/IOKEHHYIO B MNOJE, M MO3BOAAOLLMIA
BbIOpPaTb OAHO M3 COCTOAHMIA, YaLle BCETO BKAOYEHNE NN
BbIKtOYEHME. [pK aKTUBALIMKW NEPEKNOYATENA TOYKA HAYMHaEeT
CBETUTLCA ApPYE, YEM B HEAKTUBHOM COCTOAHMM

Monb3oBaTenb JInuo, ncnonbayrollee CUCTEMY ANA BbINONHEHNA 33/10KEHHbIX B
Hen QyHKUMI

MNpeanpusaTtue- Ob61LEecTBO C OrpaHNYEHHON OTBETCTBEHHOCTbIO « OTKPbITAs

pa3paboTumk MobunbHan nnatpopma» (OO0 «OTKpbITad MobunbHas
nnaTpopma)

Nno MporpammHoe obecneyeHne

rnro MpuknagHoe nporpaMmHoe obecneveHme «Apopa LleHTp»

MNrPA [NpaBunaa pasrpaHnUYeHmna AOCTyna

CmapT-KapTa

YCTpoMcTBO, NpeaHasHavyeHHoe Ana 6e30NacHOro M 3alMLEeHHOro
PIN-KOZOM XpaHEHMA CEKPETHbIX M 3aKPbITbIX KPMNTOrpadmyYecKmx
KNtouen, cepTUOUKATOB OTKPbLITBIX KAOYEN U APYTUX
ayTeHTUOMKALUMOHHbIX AaHHbIX. CMapT-KapTbl obecneynsatoT
MHDOPMALIMOHHYIO Be30NacHOCTb NONb30BaTENA, TAKKE
ncnonbayetca Ana AByxGaKTOPHOM ayTeHTUPUKALMM ero
Bnagenbua. ObbIYHO MCMOb3YHOTCA COBMECTHO CO CYMTbIBATENIEM
CMapT-KapT

cyanc CepBuC ynpaBaeHMa 4OCTYNOM K MHPOPMALIMOHHbIM CUCTEMAM
MB/l Poccumn

Cynepnonb3oBaTen |[lonb3oBatens, 061a4atoWmMin npaBaMm Ha BbINMoHEHMe Bcex 6e3

b MCKOYEHMA ONepaLmii B CUCTEME (B CUCTEME MMEET JIOTUH «root»)

ToKeH AyTEHTUPUKALIMOHHbIE AaHHbIE, KOTOPbIE BblAAOTCA NO/Ib30BATENIO
nocne ycnewHom aBTopmM3aLmm 1 ABAAKOTCA KAKYOM 418 A0CTyna K
cnyxbam

YU YAoCcToBepPAKOLWMNM LEHTP

®BO ®YHKUMOHANbHbIE BO3MOXHOCTN H@30MacCHOCTH

dC dannosasa cuctema

J2BM DNEeKTPOHHO-BbIYMCANTENNbHAA MALLUMHA

Sl DNEeKTPOHHaA NoAnuncb

ACL Access Control List — cnncoKk KoHTpons AocTyna

Bluetooth® CraHaapT 6becnpoBoaHOM CBA3K, obecneymBatoLnii obmeH
AAHHBIMK MeXAy YCTPOMCTBAMM HAa OCHOBE Y1bTPAKOPOTKMX
PagVOBOIH

DAC Discretionary Access Control — ANCKpeumMoHHoe pasrpaHmyeHmne

npas AoCTyna
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Colep?sg:l/ “e Pacwundposka

eMMC Embedded Multimedia Memory Card — BcTpoeHHas
MYAbTUMEAMNHAA KapTa NaMATH

GID Group IDentifier — naeHTUdMKATOP rpynnbl

GSM Global System for Mobile Communications — rnobanbHbln CTaHAAPT
LuMdpoBOM MOBMIBHON COTOBOM CBA3M C Pa3ae/IeHNEM KaHaN0B Mo
BpemeHu (TDMA) n yactote (FDMA)

GUI Graphical User Interface - pa3HOBMAHOCTb NO/1b30BATENBCKOTO
NHTepdeinca, B KOTOPOM 31EMEHTbI MHTepdenca (MeHO, KHOMKK,
3HAYKM, CMUCKM), NPeaCcTaBAeHHbIe NONb30BATENIO Ha ANUCTI/IEE.,
NCMONIHEHbI B BUAE rpaduyeckmnx n3obparkeHuni

HPET High Precision Event Timer - Talmep cobbITMA BbICOKON TOYHOCTM

ICCID Integrated Circuit Card Identifier — BCTpoeHHbIN naeHTUPUKaATOP
SIM-KapTbl

ICMP Internet Control Message Protocol — npoTokon mexceTeBbix
yMNpPaBAALUMX COOOLLEHN

IMA Integrity Measurement Architecture — mexaH13m NPOBEPKM
noanucyn GBUHapHbIX Gannos

JSON JavaScript Object Notation — TeKkcToBbINM popmaT obmeHa
AAHHbIMM, OCHOBAHHbIM Ha JavaScript

MD5 Message Digest 5 — 128-6UTHbIN anrOPUTM XeLIMPOBaHMA

MTP Media Transfer Protocol — ocHoBaHHbI Ha PTP annapaTtHo-
HEe3aBUCKMMbIM NPOTOKO/, pa3paboTaHHbIM KomnaHuen Microsoft
ANA NOAKNOYEHNA UMDPOBbIX MIEEPOB K KOMMbOTEPY

NFC Near field communication - TexHonorma 6ecnpoBoAHOM Nepeaaym
[AHHbIX Manoro pagnyca AemCcTBNA, KOTOpPas JaeT BO3MOXHOCTb
obmeHa AaHHbIMW MeXKay YCTPONCTBAMM, HAXOAALWMMMCA Ha
PaccToAHMM oKono 10 caHTMMeTpoB

PID Process |IDentifier — naeHTMdMKaTOp Npouecca

PIN-kop, Personal Identification Number - nepcoHanbHbIn KO, COCTOALLNM
n3 4 undp, NpeaHa3HaYeHHbIM ANa NoayYeHna aoctyna K SIM-
KapTe 1 NpeaoTBpaLlatoLni ee HeECAaHKLMOHMPOBAHHOE
MCNONb30BaHME

PUK-kogp, Personal Unlock Key - nononHuTenbHbIM Koa, cocToAlmni 13 8 undp
N NPUMeHseMbI ans pa3bnokMpoBKK SIM-KapTbl nocae
Heyaa4YHOro BBoaa 3HavyeHumsa PIN-koaa 3 pasa noapag,

RPM Red Hat Package Manager — meHeaxep naketos Red Hat

ob03HayvaeT aBe cywHocTn: dopmaT naketos MO (RPM-nakeT) u
nporpamma, Co3aaHHas Aada yrnpaBieHWA STUMKW NaKeTaMu.
Mporpamma no3BoaAeT YCTaHaBAMBATb, YAaNATb M 06HOBAATL 10O
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TepmuH/

CoKpalLeHue Pacwndposka

RPM-nakeTt ®ann popmata RPM, no3BonatowMi YyCTaHAaBANBATb, YAANATb U
0OHOBNATbL NPUAOKEHME Ha MY

SDK [MpoayKT, NpeAHa3HaYeHHbIM A1A pa3paboTyMKOB, MO3BOAIOLLNM
pa3pabaTbiBaTb NPUNOKEHNA (FPadUUecKmne KOHCO/bHbIE, CEPBUCI
M T.4.), KOMNUAMPOBATL MX ANA 33[aHHOMN BEPCUMN ONepPaLLMOHHOM
CMCTEeMbI M 3aMyCKaTb NONYYMBLUNICA BUHAPHbBIM KOA, B SMyAATOpe

SIM Subscriber Identification Module — moaynb naeHTUdUKaLMM
aboHeHTa

SSU SourceSafe ana Unix — yTnnmTta, obecneymsatollasa A4OCTyn M3
KOMaH/AHOW CTPOKM K TOKANbHbIM U YAANEHHbIM PENO3UTOPUAM
Source Safe/VSS uepes TCP

SSH Secure SHell — ceTeBOM NPOTOKON NPUKNAAHOTO YPOBHS,
NO3BONAKOWMIA NPON3BOANTDL YaaneHHoe ynpasieHne OC u
TyHHennpoBaHue TCP-coeanHeHWM (Hanpumep, ANA nepeaaym

dannos)
uiD User Identifier — naeHTMdMKaTOp NONL30OBATENA
USB Universal Serial Bus — yHMBepcanbHas nocieaoBaTe/ibHasn LWMHA
VPN Virtual Private Network — BMpTyanbHaa YacTHas CETb,

0606LleHHOe Ha3zBaHWe TeEXHONOMMI, NO3BONAOLWMX obecneYynTb
OZIHO MM HECKO/IbKO CETEBbIX COEAMHEHWNI (TOTMYECKYIO CETb)
noBepx Apyromn cetn (Hanpumep, cetn NHTepHeT)

WLAN Wireless Local Area Network — 6ecnpoBoaHaa N1oKanbHan ceTb
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NMPUNOKREHUE 1

YnpasneHue cnyxxbamu ¢ nomolubto systemd

B OC ABpopa systemd WMCMNOMb3YeTCA B KayecTBE CUCTEMbl MHULMAAM3ALUMUM NO
YMONYaHWIO, KoTopas pa3spaboTaHa ¢ yyeTom o0bpaTHOM COBMECTMMOCTM CO CLEHapUAMM
MHUUMANU3AUMK SysV U NpeanaraeT cnefytoume BO3MOXKHOCTU:

— MapannenbHbI 3aMyCK CUCTEMHBIX C/TyY»KO BO BpemA 3arpy3Kn CUCTEMbI;

— aKTMBaLMA AeMOHOB No TpeboBaHMIo;

— noAadepKa CHMMKOB COCTOAHMA CUCTEMDI;

— JIOTWKA yNpaBaeHuaA cny>kbamm Ha OCHOBE 3aBUCUMMOCTEN.

NMMA: systemd, init —cayxba mHnumanmsaumm OC ABpopa.

OB30P:

systemd [OPTIONS...]
init [OPTIONS...] {COMMAND}

OMMCAHME: systemd npeactaBadaeT cobom CUCTEMHbBIA M CEPBMUCHbBIN MEHeaXeEP
ans OC ABpopa. lMpu BbINOJIHEHUM B KayecTBe nepBoro npouecca 3arpy3ku (PID-1) oH
BbICTYMAET B PO/IM CUCTEMbBI MHULIMANN3ALMN, KOTOPAA 3anyCcKaeT U NoAAePKMBAET CEePBUCHI
MO/1b30BaTE/ILCKOrO NPOCTPAHCTBA. [1/1A COBMECTMMOCTHU C SysV, €C/IN systemd Bbl3bIBAETCA
Kak init M PID KoToporo He paBeH 1, oH OyAeT BbINOAHATbL telinit M NepeaaBaTbh BCe
apryMeHTbl KOMaHAHOM CTPOKM 6e3 M3MeHeHWI. ITO O3HaYaeT, YTo init M telinit B
OCHOBHOM 3KBMBANEHTHbI, €CM BbI3blBAOTCA M3 HOPMAJIbHOrO ceaHca. [1pu 3anycke B
KayeCcTBE CUCTEMHOM WHCTAHUMW systemd WHTepnpeTupyeT dann  KoHourypaumm
system.conf, B NPOTUBHOM C/ly4ae —user.conft

onunn:

— -h, --help—neyaTaeT KOPOTKNIM TEKCT MOMOLLM M BbIXOAMT;

— ——test — onpeaenseT NocaeaoBaTe/IbHOCTb 3aMyCcKa, BbIBOAUT €e U BbIXOAMT.
[aHHaa onuma NosesHa TO/IbKO A1A OT/ALKMK;

— ——dump-configuration-items - BbIBOAUT KpaTKunM, npu 3TOM
MCYEPNbIBAOWMIA CMMCOK 31EMEHTOB KOHOUIypaumm, MCNOAb3YEMbIX B HACTPOEYHbIX
dannax moaynen;

— ——introspect= — W3B/NEKAeT [AaHHble camoaHanu3a D-Bus wuHTepdelca. B
OCHOBHOM 3TO NMOJIE3HO BO BPEMA MHCTANAAUMM ANA NONYHEHNA AaHHbIX, NPUTOAHbIX ANA
peno3utopua D-Bus mHTepdercos. MNMpn HEOOXOAMMOCTM UMA MHTepdenca MOXKeT DbiTb
YKa3aHO ANA [AaHHbIX CamMoOaHanm3a. Ecanm oHO nponyuweHo, AaHHble CaMOaHanAM3a
BbIBOAATCA ANA BCEX MHTEPDENCOB;

— ——unit=— YCTAHABAMBAET MO YMOAYAHUIO MOAYNb ANA aKTUBALLMM NPU 3anycKe.
Ecnn He yKa3aHo, no ymondaHuto — default.target;
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— --system, --user — HaAMpPaBAAeT CUTHanA systemd 3aMyCTUTb CMCTEMHYIO
MHCTaHUMIO (COOTBETCTBEHHO, MONb30BATE/IbCKYHO MHCTAHUMIO), AaxKe ecan ID npouecca He
paBeH OAHOMY, T. €. systemd He BbINOAHAETCA (COOTBETCTBEHHO BbINOIHAETCA) B KayecTse
npouecca nHnumManmsaummn. ObblMHO HEODBXOAMMOCTb 33/1aBaTb 3TU OMLUMM OTCYTCTBYET, T.K.
systemd aBTOMATMYECKM oOMpeaendeT pexkuMm cBoero 3anycka. CnegosaTenbHO, 3TU
BapMaHTbl Mano Noae3Hbl, KPOMEe C/y4an OTAAAKM.

BHUMAHME! 3arpy3ka n nogaeprkka NOAHOW CUCTEMbI C systemd, 3aMyLleHHON B
pexume --system npu PID, He paBHOM 1, He obecneymBaeTcs. Ha npakTuke 3adaHune
OnuMM —-system ABHO MMEET CMbIC/1 TO/IbKO B COYETAHMM C ONUMEN —test;

— ——dump-core —AaMn A4pa NPM aBapMMHOM oTKa3ze. Onuma He UMmeeT apdeKTa B
C/ly4ae 3amycka B NONb30BaTENIbCKOM MHCTAHLNW;

— ——crash-shell — 3anyckaeT shell npu cboe. Onuma He mmeeT adpdeKTa B
C/ly4dae 3anycka B NONb30BaTENIbCKOM MHCTAHLNNK,

— ——confirm-spawn — 3anpaluBaeT MNOATBEPNKAEHUE TMNPU PA3MHOMKEHUM
npoueccos. Onuus He MmeeT abdeKTa B Clydae 3amycKka B No/Ib30BATENbCKOM MHCTAHLMK;
— -—show-status= — OTODpaXaeT CXKaTyto CTaTyCHYO MHPOPMaLIMIO O cepBumcax

npu 3arpyske. Onuya He umeeT adpdeKTa NPU BbINOAHEHNM B NONb30BATENBCKOM NMHCTAHLUN.
MpUHUMaET ByNeBbIN apryMeHT, KOTOPbIN MOXET ObITb NPONYLLEH, YTO MHTEPNPETUPYETCA
KaK true,

— —--sysv-console= — onpegenser, 6yaer au BbiBoA, SysV CKpunTa
MHUUMANM3AUMMN HanpaBaeH Ha KoHcoNb. Onuma He nmeeT adpdeKkTa Npu BbINOAHEHUM B
NO/1b30BATENBLCKON MHCTAHUMK. [TpuHMMaeT OyneBbl apryMeHT, KOTOPbIM MOMKET ObITb
NponyLLeH, YTO MHTePNPETUPYETCA KakK true;

— --log-target= — 334aeT NPUEMHUK AN COOOWEHMA O COObITUAX. APrymeHT
[ONXKeH ObITb 0OAHUM U3 cneaylolwmx: console, syslog, kmsg, syslog-or-kmsg,
null,

— —-log-level= — 3343€T YPOBEHb YPHaNMPOBaHMA. B KayecTBe aprymeHTa
NPUHUMAETCA YMCNOBOM YPOBEHb KYPHAZMPOBAHMA MM XOPOLIO M3BECTHbIE syslog (3)
CMMBOﬂquCKmelmweHa(BlﬂmmHeN\penﬂﬁpe):emerg, alert, crit, err, warning,

notice, info, debug;

— —-log-color= — BbIAENAET Ba)KHble YypPHa/bHble coobuieHua. [puHUMaeT
6yneBbI aQPryMEHT, KOTOPbIA MOXKET BbITb NPONYLLEH, YTO MHTEPNPETMPYETCA KaK true;
— —--log-location= — BK/OYAET PACMONOXKEHMA B KOAE B XKYPHa/ibHble

coobuieHua. 3To Hambonee 3HaAYNMMO ANA Uenen otTnaaku. MpuHmumaeTt OyneBblt apryMeHT,
KOTOPbIN MOXKET BbITb NPONYLLEH, YTO MHTEPNPETUPYETCA KaK true;

— —-—-default-standard-output=, —-—-default-standard-error= — 3342€T
BbIBOA4, MO YMOJ4aHNIO NI BbIBOA, owmnboK A9 BCeX CEPBNCOB N COKETOB, T. €. yNnpasBadeT
3HayeHnem no YyMON4YaHUK ANnA StandardOutput= W 444 StandardExecute.
BocnpuHMMaeT OoAHO W3 caeaytolwmx 3Ha4yeHuM: inherit, null, tty, syslog,
syslog+console, kmsg, kmsg+console. ECIM aprymeHT nponyLweH, no yMmOa4aHuIo
CYMTaEeTCA inherit.
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APXUTEKTYPA: systemd npeayCMaTpmMBaeT CUCTEMY 33aBUCUMOCTEN MeXay
Pa3HbIMM 31EMEHTAMM, HA3bIBAEMbIMM «UNitS» (LOHWTbI). KOHWUTBI MHKANCYANPYIOT OO BEKTDI,
Ba*KHble A/1A 3arpy3KM CUCTEMbI U NOAAEPHKKM.

BONbLMHCTBO FOHUTOB HACTPOEHbI B Ppannax KOHPUrypaumm OHUTOB, CUMHTAKCUC U
6a30Bbll Habop ONUWUIM KOTOPbLIX OMWCAH B systemd.unit (5), OAHAKO HEKOTOPble
CO34a0TCA aBTOMATUYECKU M3 APYIrMX KOHOUIypauuit UanM AMHAMUYECKM M3 CUCTEMHbIX
CTPYKTYP.

FOHUTBI MOTYT DbITb active (4To noapasymeBaeT started, bound, plugged in,
B 3aBMCMMOCTM OT TMMa YCTPOMCTBA), UAN inactive (4TO MNoApasymeBaeT stopped,
unbound, unplugged...), @ TAK}Ke HAXOAMTLCA B NMPOLLECCE aKTMBALMM NN AEaKTUBALMMN,
T.e. MeXay ABYMS  COCTOSHMAMM  (3TUM  COCTOAHMA  Ha3bIBAOTCA activating,
deactivating). TakKe BO3MOXHO cneuyanbHoe COCTOsIHNE failed, CXOXeEe C inactive
M BO3HMKaloLLEee, Korga cCepBmuc notepnen Heyaady Ha HEKOTOPOoM NyTu (Npouecc BO3BpaTuA
KOJ, OWMOKM Ha BbIXoAe, MOTepnen Kpax Mam Talim-ayT onepaumn). NMpu BO3HUKHOBEHUN
[AHHOrO COCTOAHWUA NPUYMHA  PErncTpupyeTcs B KypHane Ana  AajbHenwero
MCNONb30BaAHMA.

BHUMAHME! PaznnyHble Tunbl tOHWUTOB MOrYT MMETb PAA  AONOJIHUTENbHbIX
NOACOCTOAHMMN, OTODparkaeMblx Ha 5 0600LLEHHbIX COCTOAHWIA IOHUTOB.

[oCTynHbI cneayouime TUMbl OHUTOB:

1) Service units, ynpasaawwme AeMOHaMM U NPOLLECCAaMM, M3 KOTOPbIX OHM
COCTOAT. 3@  AONONHWUTENbHOM  MHPOpMauumen  HeobxoaMmo  obpawlaTtbcs K
systemd.service (5);

2) Socket units, WMHKancyaupylowme nokanbHble IPC MaM ceTeBble COKETbl B
cucTeme, None3Hbl NPY akTUBaLMM Ha OCHOBE COKETOB. 33 AONONHUTENbHON MHGOPMaLMEN
0 socket units HeobxoauMmo obpallaThCs K systemd.socket (5), 00 aKTMBALMM Ha
OCHOBE COKETOB M ApYrMx Gopmax akTMBaLMM — K daemon (7);

3) Target units — NOAE3HbI A/1A FPYNNUPOBKU FOHUTOB UM 0becnevYeHmns XopoLo
M3BECTHbIX TOYEK CUMHXPOHM3ALUMKM B MpoLecce 3arpy3kn. 3a AONOJHUTENbHOM
MHbOpPMaLMen HeobXoaANMMO 0DpaLLAThCA K systemd. target (5);

4)Device units — npeacTtaasioT MY aapa B systemd M MOryT ObITb
MCNONb30BaHbl ANA BbINOJHEHMA aKTUBALMKM HA OCHOBE YCTPOWCTB. 33 AOMNOJIHUTENbHOM
MHbOpPMaLMen HeobXxoaAnMMO 0bpalLaThCA K systemd.device (5);

5)Mount units — ynpaBAAlOT TOYKAMM MOHTMpPOBaHMA B PC. 33 AONONHUTENBHOM
MHbopmaLmen HeobxoaAMMo 06paLLATbLCA K systemd.mount (5)

6) Automount units — obecne4ymBatoT BO3IMOMKHOCTM aBTOMOHTMPOBAHUA A/
MOHTMPOBaHMA ®C no TpeboBaHWIO, a TaKKe napannenns3aumm 3arpysku. 3a
NOMNONHUTENbHOM MHPOPMaLME HeobxoaMmMo 06paLlaThCA K systemd. automount (5);

7) Snapshot units — MOryT BbITb MCNONb30BaAHbI A5 BPEMEHHOIO COXPaHeHMn
COCTOAHUIM MHOMKECTBA OHUTOB systemd, KOTOpPble NO34HEE MOryT ObiTb BOCCTAHOB/EHbI
NPU aKTMBALUMW COXPAHEHHOro snapshot unit. 3@ A0ONOAHUTENBHOM MHPOPMaLMEN
HeobxoAMMO 0OpaLLaThCA K systemd. snapshot (5);
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8) Timer wunits — MCNOAL3YIOTCA ANA 3anycKa aKTUBAUMW APYrMX HOHUTOB,
OCHOBbIBAsACb Ha TaMMepax. 3a AONOAHUTENBHON MHPOPMaLMeENn HeobxoamMmo obpallaTbea
Ksystemd.timer (5),;

9) Swap units — CXOXM C mount units, MHKANCyAMpPYT pa3aenbl uan eamnbl
noakavykm namatn OC ABpopa, onmcaHme KOTOpbIX NPUBELAEHO B systemd. swap (5) ;

10) Path units — MOryT ObITb MCNOAb30BaAHbI AN1A AaKTUBALIMK APYIUX CEPBUCOB
npu M3MeHeHMn 1 moandukaumm obbvekToB PC. 3a AONONHUTENBHOM MHPOPMALMEN
HeobxoAMMo 0bpallaThcA K systemd.path (5).

FOHUTBI MMEHYIOTCA TaK XKe, KaK MX KOHPUTrypaLUnoHHble dainbl. HeKOTopble OHUTI
MMEeOT COBCTBEHHYIO OCODEHHYIO CEMAHTUKY.

Systemd M3BECTHbl pPa3AMyHble BMAbl 3aBUCMMOCTEM, B T.4. 3aBMCUMOCTMU
TpeboBaHMA NONOKMUTENbHbIE N OTPULATE bHbIE (HANPUMEP, Requires= W Conflicts=), a
TaK)Ke 3aBUCMMOCTM o4yepeaHOCTU (After= U Before=). 3aBUCMMOCTM O4YepeaHOCTU U
TpeboBaHMA OPTOroHaAbHbI. ECAM mexay ABYMS OHUTAaMM CYLLLECTBYET TO/IbKO 3aBMCUMOCTb
TpeboBaHMA (Hanpumep, foo.service TpedyeT bar.service), HO He 3aBMCUMMOCTb
oyepeaHOCTM (Hanpumep, nocne foo.service wu bar.service), U 06a 3TUX LOHUTA
3anpolleHbl Ha 3anyck, OHWM OyayT 3anyckaTbCA napannenbHo. Hanuume obeunx
3aBMcMMocCTer TpeboBaHMA M O4epeiHOCTM MeXKay ABYMS HOHUTAMK ABASETCA 0OLMM
wabnoHom. Kpome TOro, OONbLWWHCTBO 3aBMCMMOCTEM HESABHO CO3[aeTca U
noAAepP!KNBAETCA systemd.

TakKe nmeeTca BO3IMOXKHOCTb BPYYHYO 06bABAATb AONONHUTENbHbIE 3aBUCUMOCTM,
OZlHAKO 3TO He ABNseTcA 06a3aTeNbHbIM.

MpuKknagHbie NPorpammbl U HOHUTLI (Yepe3 3aBUMCMMOCTM) MOryT noTpeboBaTb
M3MEHEHWNA COCTOAHMA IOHUTOB. B systemd 3TW TpebOOBAHMA MHKAMNCYAMPYIOTCA B jobs U
NoAAEPKMBAtOTCA B job-ouepeaun. Jobs MOryT YCNEeWHO BbIMOAHUTLCA WAW MOTEPNneTb
Heyaady, UX BbIMONHEHME YynopaAao4YeHO B COOTBETCTBMM C 3aBMCUMOCTbIO O4YepeiHOCTM
IOHWMTOB, HA KOTOPYH OHM DbINN 3aNNaHUPOBAHbI.

Mpw 3arpy3Kke systemd aKTUBUPYET HOHUT TMNA target default.target, paboTa
KOTOPOro 3aKAto4aeTcA B  aKTMBAUMKM  3arpy*aemblX CEpBMCOB W APYrMX HOHUTOB,
3arpy’Kaemblx C MOMOLLbO 3aBMcKMMocTel. OBbIMHO MMA AQHHOrO OHWTA NpeacTaBaAeT
cobon NCeBAOHMM: CCbI/IKA Ha graphical.target (419 NONHOPYHKLUMOHANbHbIX 3arpy30K
B NMO/1b30BaTE/IbCKNI MHTEPDENC) MMM HAMulti-user.target (41A OrPaHNYEHHOM TONbKO
KOHCO/IbIO 3arpy3KkM NpmM MCNONb30BAHMM BO BCTPOEHHbIX MAKN CEPBEPHbIX Cpeaax Uam 1Mm
NoAo0OHbIX; NOAMHOMECTBO graphical.target).

AOMWHUCTPATOP MMEEeT BO3MOXKHOCTb cAenaTb ero MNCceBAoHMMOM K Ntobomy
APYromy tOHUTY TMNa target. 33 AONOAHUTENbHOM MHDOPMALIMEN O KOHUTAX TMNA target
HeobxoAnMMo 0bpallaThCa K systemd. special (7).
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Mpoueccbl-NOTOMKM systemd MOMELLAOTCA B OTAE/bHbIE TPYNMbl YApPaB/JeHWUS
OC ABpopa C TaKMMU Ke MMEHaAMM, KaK Yy HOHWTOB, K KOTOPbIM OHW MpUHAANEeXaT, B
CODOCTBEHHOM MepapxMm systemd, KOTOPbIK  MCNOAb3yeT 3TO AnA 3QPEKTUBHOTO
oTCNeXMBaHMA npoleccos. MHGopmauma o rpynne ynpaBaeHns NoaAePXKMBaAETCA B AApe U
NOCTynHa ¢ nomoulbto nepapxim OC (noa /sys/fs/cgroup/systemd/) UAN B TaKuX
MHCTPYMEHTAX, KaK ps (1) (ps xawf -eo pid,user,cgroup,args OCODEHHO NosesHa
ONA NONYYEHMA CNMCKA BCEX MPOLIECCOB M IOHUTOB systemd, KOTOPbIM OHM NPUHAANENKAT).

Systemd B OONbWON CTENEHN COBMECTMMA C CUCTEMOM SysV init: SysV init
CKPUNTbI NOAAEPHKMBAKOTCA M YNTAIOTCA KaK dalnbl KOHOUIypaLMM anbTePHATUBHOIO (XOTA
M orpaHnyeHHoro) dopmata. ObecneymsaeTca SysV /dev/initctl WMHTepdenc, AOCTynHa
COBMECTMMAA peann3aumsa  pPas/InyHbiX SysV  KIUMEHTCKUX WHCTPYMEHTOB, a TaKxe
NOAAEPKMBAOTCA  pa3ninyHble  ycTosslumneca  UNIX-OYHKUMOHANbHOCTK, Takue  Kak
/etc/fstab wau b utmp.

Systemd MMEET MUHMMaNbHYI CUCTEMY TPaH3aKUMN: B Cyvyae HeobxoammMoCTM
3anyCTUTb MO0 BbIKAKOUYNTL FOHUT systemd M BCE ero 3aBMCMMOCTM byayT AobasneHbl BO
BPEMEHHYIO TpaH3akumto. [lanee cneayeTr nNpoBepKa Ha NpeamMeT Toro, ABAAETCA /n
TPaH3aKLUMA NOCNeA0BaTENbHOM (ABNAETCA N NOPSAA0K BCEX OHMTOB HE3ALMKAEHHbIM):

— eC/M HeT, systemd NOCTAPaeTCA UCNPABUTb 3TO W YAANUT M3 TPaH3aKLUMM jobs,
He ABNAKLWMECA HEeODOXOAMMbIMM, YTO MOXKET NpPeaoTBPaTMTb 3alMKAMBAHME. Takxke
systemd MNbITaeTCA NOAABUTb B TPAH3aKLUMKU jobs, CNOCOOHblE OCTAHOBUTL 3aMyLLEHHbIN
CEPBUC M He ABAAOLLIMECA HEODXOAMMbIMUK. Kpome TOoro, NpoBepseTcs, ABAAIOTCA N jobs
M3 TPaH3aKUMM NPOTMBOPEUMBLIMM jobs, KOTOPblE YXKe HaxoaATcAa odepean. Ecam aa,
TpaH3aKUmMA, BepoATHO, byaeT NnpepBaHa;

— eCAn A3, TPaH3aKkuUmMA ABAAETCA NOCNea0BaTENbHOM U ee BAMAHME CBEAEHO K
MWHMMYMY, OHa o0ObeaMHAETCA CO BCEMW YXKe oXuaatouwmmm o06paboTkM jobs M
nobasnseTca B odepeb BbIMOJAHEHMA. DTO O3HAYaeT, YTO A0 BbINOAHEHMA 3aTpeboBaHHOM
onepaumn systemd byaeT NpoBepATb, YTO ONepaLma MMEET CMbIC/, MCNPABAATb ee, eCan
BO3MOXHO, U, €C/IM OHa AeNCTBUTENbHO HE MOXKET paboTaTb, OTMEHMUT ee.

Systemd COAEPMMT BCTPOEHHYIO peanmn3aumio 3afay, KOTopble A0/KHbI OblTb
BbIMO/IHEHbl KaK 4aCTb Mpolecca 3arpys3ku. Hanpumep, ycTaHaBAMBAET MMA XOCTa WMAM
KOHPUIYpPUpPYEeT NeTAeBoe YCTPOMCTBO CETU, HACTPaAMBAET U MOHTUPYET pa3nmyHblie ®C API,
TaKMe Kak /sys WU /proc.

[ns nonyvyeHnsa AONONHUTENbHOM MHDOPMAUMM O NMOHATUAX U NOEAX, 3a10KEHHbIX
B systemd, Heobxoammo obpatlatbes K Original Design Document[2].

BHUMAHMUE! HekoTopble uHTepdelchl, npeaocTaBasemble systemd, cCoAepat
Interface Stability Promise[3].

MAMKN NDBO:

Mankn cMCTEMHbIX IOHUTOB

CUCTEMHbIN  aAMWUHUCTPATOP systemd YMTaeT KOHPUIypaLMIO HOHWUTOB K3
Pa3INYHbIX NanoK. MNaKeTbl, *Kenatolme yCTaHOBUTb Gaibl FOHUTOB, AOJIKHbI PA3MECTUTb
MX B ManKy, BO3BPaALLaEMOMN KOMAHAOM:
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pkg-config systemd --variable=systemdsystemunitdir

Apyrnmn nposBepAaeMbIMU Nankamm ABNAKOTCA /usr/local/lib/systemd/system
M /usr/lib/systemd/system.

[Monb3oBaTeNbCKAs KOHPUrypaums Bcerga WMMeeT npUMopuTeT. pkg-config
systemd --variable=systemdsystemconfdir BO3BPALLAET MyTb K MNanKe CUCTEMHOM
KoHOUrypauumn. MakeTbl 4ONKHbI M3MEHATb COAEPKMMOE 3TUX NMAMNOK TONbKO C MOMOLLbIO
KOMaH4 enable MW disable MHCTPYMEHTA systemctl (1).

MNankn Nonb30BaTeNbCKUX IOHUTOB

MoaobHble NpaBuaa NPUMEHAIOTCA ANA NAaNOK NO/1b30BaTE/NbCKMX OHUTOB, OAHAKO
Haxo4MTb OHUTbI B IAHHOM Cay4ae cneayeT no cneundurkaumm XDG Base Directory [4]. MT1
NOMKHbI MOMECTUTbL CBOM GaliNbl OHUTOB B NamnkKy, BO3BPALLEHHOM KOMaHA0M:

pkg-config systemd --variable=systemduserunitdir

FnobanbHas KOHPUrypaums BbINOAHEHA B Marnke, 0 KOTOPOW coobliaeT KOMaHAa
pkg-config systemd --variable=systemduserconfdir.KOMaHablenablendisable
MHCTPYMEHTA systemctl (1) MOryT 0bpalaTbca c 060MMMN BUAAMM FOHUTOB: rN0OaNbHbIMMK
(T.e. pns BCex nonb3oBaTenem) UM  4YacTHbIMKM  (ANA oAHOro  nonb3oBaTens),
paspellan/3anpeLuan ux.

Mankn ckpuntos SysV init

[Manknm CKpPMNTOB SysV init pacnonaratTcs mexay auctpubyTtusamu. Ecnm
systemd HE MOXET HaWTU POAHOM unit ¢ann ana Tpebyemoro cepsuca, oH byaer
OCYLWECTBAATbL MOWUCK CKPUNTA SysV  init TOrO € CaMoro MMeHu (C yaaneHHbIM
cyddurKcom . service).

Manka mexaHn3ma ccbinok SysV runlevel

feonokauma MankMm MexaHM3Ma CCbIIOK SysV  runlevel  Pa3/IMYHO MeXAy
ANCTPUOYTUBAMM. Systemd Y4MTbIBAET MEXAHM3M CCbIIOK, ONpeaenas, A0KEH M CepBUC
ObITb BKAIOYEH.

BHUMAHMWE! service unit CO BCTPOEHHbIM unit KOHQUIrypaLMOHHbIM danaom
He MOXeT ObITb 3anyLLEH NP aKTUBM3ALUMM €r0 B MEXAHM3ME CCbINIOK SysV runlevel.

CUTHAJbI:

— SIGTERM — NOC/Ie NOAYy4YEHNA AAHHOMO CUrHA/la CUCTEMHbBIN MeHeaXep systemd
cepuanmsyeT ero CoOCToAHMe, nepesanyCcKkaeTca U AecepmnanmnlyeT COXpaHeHHoe COCToAHME
MOBTOPHO. B OCHOBHOM 3TO 3KBMBANEHTHO C/eAylolWeMy: systemct]l daemon-reexec;

— systemctl daemon-reexec —MNO/b30BATE/IbCKMA MEHEAKEP systemd 3aNyCTUT
exit.target unit, KOrga nNpumeT AaHHblA CUrHaA. B OCHOBHOM 3TO 3KBMBANEHTHO:
systemctl --user start exit.target;

— SIGINT — NOC/ie NOJy4YeHMA AAHHOMO CMIHaNAa CUCTEMHbIM MeHeaXKep systemd
3aNYyCTUT IOHUT ctrl-alt-del.target. B OCHOBHOM 3TO 3KBWBAJIEHTHO: systemctl
start ctl-alt-del.target;

— systemctl start ctl-alt-del.target — MO/Jb30BATENbCKMN MeHeOXep
systemd NOCTYNUT C A@HHbIM CUTHA/IOM TEM e CNOCODBOM, YTO 1 C CUTHANIOM SIGTERN;
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— SIGWINCH — noay4us LI,aHHbIlZ CUrHan, CUCTEMHDbIN meHegxep 3anyCctnt HOHUT
kbrequest.target. B OCHOBHOM 3TO 3KBWBAJIEHTHO: systemctl start
kbrequest.target;

— systemctl start kbrequest.target — MO/Ab30BATENbCKUIA MEHeaKep
systemd UTHOPUPYET AaHHbIA CUTHA;

— SIGPWR — noayyus ﬂ,aHHbIVI CUrHan, CUCTEMHDbIN meHegxep 3anyCctut HHUT
sigpwr.target. B OCHOBHOM 3TO 3KBMBA/IEHTHO: systemctl start sigpwr.target;

— SIGUSR1 — nony4wvs ,£I,aHHbIl>'I CUTHan, CUCTEMHbIM meHeagxep 6y,£|,eT NbITaTbCA
NPUCOeAMHUTBCA K LWnHe D-Bus;

— SIGUSRZ2 —MNONYy4unB LI,aHHbIVI C1rHan, CUCTEMHDbIN meHegxep Ue/IMKOM 3annuieT B
COO6LLI,€HM€ 0 cobbITUAX CBOE COCTOAHME B YNTAaEMOM cbop/\/\e. 3anncaHHble JaHHble 6y,£l,yT
TaKMe e, KaK BbIBOAMMbIE KOMaHAON: systemctl dump;

— SIGHUP — NOJIHaA nepes3arpy3ka KoHpurypaumm aemoHa. B ocHOBHOM 3TO
9KBMBA/IEHTHO: systemctl daemon-reload,

— SIGRTMIN+O0 — BXOAUT B pPEXMM NO YMONYAHUIO, 3aMYyCKaeT HOHUT
default.target. B OCHOBHOM 3TO 3KBMBA/NIEHTHO: systemctl start default.target;

— SIGRTMIN+1 —BXOAUT B CNacaTen bHbIM pPeXnm, 3anyCKaeT KHNUT rescue. target.
B OCHOBHOM 3T0O 3KBMBAJIEHTHO: systemctl isolate rescue.target;

— SIGRTMIN+2 —  BXOAMUT B  aBAPWMHbLIA  PEXUM,  3aMyCKaeT  HOHUT
emergency.service. B OCHOBHOM 3TO 3KBMBA/IEHTHO: systemctl isolate
emergency.service,

— SIGRTMIN+3 — OCTaHaB/MBaeT My, 3aNyCKaeT IOHUT halt.target. B ocHOBHOM
3TO 3KBMBANEHTHO: systemctl start halt.target;

— SIGRTMIN+4 — BblKAOYEeHMEe nNuTaHMAa MY, 3anycK OHWUTa poweroff.target. B
OCHOBHOM 3TO 3KBWMBA/IEHTHO systemctl start poweroff.target,

— SIGRTMIN+5 —nepesanyck MY, 3anycK tOHUTa reboot.target. B OCHOBHOM 3TO
3KBUBA/IEHTHO: systemctl start reboot.target;

— SIGRTMIN+6 — nepe3anyck MY C Nomowbio kexec, 3aMyCK HOHUTA
kexec.target. B OCHOBHOM 3TO 3KBMBA/IEHTHO: systemctl start kexec.target;

— SIGRTMIN+13 — Hemea/ieHHaA OCTaHOBKaA pa6OTbI My,'

— SIGRTMIN+14 — HemMeaNeHHOoe OTKAYeHne nuTaHna MY,

— SIGRTMIN+15 —Hemed/leHHaa nepesarpyska MY;

— SIGRTMIN+16 — HemenJ/ieHHan nepesarpyska MY ¢ kexec;

— SIGRTMIN+20 — AenaeT BO3MOXHbIM BbIBO/, CTAaTYCHbIX COOOLLEHNI HA KOHCOb,
B T.4. BbI3BAHHYIO MapaMeTpPOM systemd.show status=1 B KON\aH,LI,HOﬁ CTPpOKe A4pa,

— SIGRTMIN+21 — OTME€Ha BO3MOXHOCTW BblBOAa CTaTYCHbIX COO6LLI,eHMl\/J1 Ha
KOHCO/Ib, B T.4. BbI3BaHHYIO NapamMeTpOM systemd.show status=0 B KOMaHAHOW CTpOKe

aapa.
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MEPEMEHHbIE CPEAbLI M OKPYXXEHWE:

— $SYSTEMD LOG LEVEL — systemd 4YMTaeT log level W3 3TOM NepemeHHOW
OKpY*KeHMA. [laHHaA HAaCTPOMKa MOXKeT bbITb NepeonpeaeneHa ¢ NOMOLLbI ONUMKU ——1og-
level=;

— $SYSTEMD LOG TARGET — systemd YMTaeT LUENEBOW >KypHaa U3 3TOM
nepeMeHHON OKpyKeHnA. [laHHas HacTpolMKa MOXKeT BbiTb NepeonpeaeneHa ¢ MOMOLLbO
onuMn —--log-targets=;

— $SYSTEMD LOG COLOR — onpegendet, byaet M systemd BblAeNATb LBETOM
BaKHble COOBLLEHMA CMCTEMHOrO ypHana. [laHHaa HaACTpoMKa MoxeT ObiTb
nepeonpeaeneHa c NOMOLWb ONUMnN —-log-color=;

— $SYSTEMD LOG LOCATION — onpegenseT, byaeT M systemd BbIBOAUTb HOMEP
CTPOKM B MCXOAHOM KOAe BMECTE C KYPHa/ibHbIMW COObLLIEHNAMM. ITO NOBEAEHNE MOXKET
6bITb NepeonpeaeneHo C NOMOLLbIO ONUMN ——1log-location=;

— $XDG CONFIG HOME, $XDG CONFIG DIRS, $XDG DATA HOME,
$XDG_DATA DIRS — NO/b30BATENbCKMIN MeHeaKep systemd MCNONb3YET 3TV NepeMeHHble
B cooTBeTcTBMM C XDG Base Directory cneumduraument [4], 4Tobbl HaNTK ee KOHOUIYpPaLMIO;

— $SYSTEMD UNIT PATH-— 33aJaeT, rae systemd MuleT Ganabl OHUTOB;

— SSYSTEMD SYSVINIT PATH-—3a4aeT, rae systemd MLWET CKPUNTbl SysV init;

— $SYSTEMD SYSVRCND PATH — 33JaeT, rae systemd WUWET CKPUMTbl CUCTEMBI
CCbINOK runlevel SysV init,

— SLISTEN PID, S$LISTEN FDS — YCTaHaB/MBAET systemd /14 KOHTPOAUPYEMbIX
MPOLLECCOB BO BPEMA aKTMBALMM HA OCHOBE COKeTOB. [oapobHee B sd_ listen fds(3);

— SNOTIFY SOCKET — YCTaHaB/IMBAET systemd A8 KOHTPOMPYEMbIX NPOLECCOB C
LLeNblo YBELOMIEHWNA O CTaTyCe 1 3aBepLUeHnn 3anycka. MNoapobHee B sd notify (3).

MAPAMETPbI KOHOUTYPALIMW, MEPEAABAEMBIE OT ALPA OC ABPOPA:

Echn systemd 3anyueH B CUCTEMHOM WHCTAHUMW, OH pa3bupaeT HECKONbKO
apryMeHTOB KOMaHHOWM CTPOKM Aapa:

— systemd.unit= —nepeonpeaenaeT lOHUT, KOTOPbIN aKTMBMPYETCA NPU 3arpy3sKke
— MO YyMONYaHWtO default.target. ITO MOXeT ObITb MCNOAL30BAHO ANA BPEMEHHOM
3arpy3kM B JAPYror 3arpy3ouHblii  HOHWUT, Kak, HanNpumep, rescue.target WM
emergency.service. [loagpobHee 06 3TUX IOHUTAX B systemd. special (7);

— systemd.dump core= —MNPUHUMAET OyneBbit apryMmeHT. ECam true, TO systemd
co34aeT core dump, KOrAa paboTaeT HEKOPPEKTHO. B NPOTMBHOM CayYae core dump He
cosgaetca. [1o ymonyaHuto true;

— systemd.crash shell= — npuHMmaeT Oynesbin aprymeHT. Ecan true, TO
systemd NOpoOXAaeT shell, Korga pywutca. B nNpoTMBHOM cayvae shell He
nopoxaaetca. 1o ymonyaHuto false M3 COoobpaxKeHMM HBe3omnacHOCTU, T.K. shell He
3alUNLLEH NAPO/IbHOW ayTEHTUPUKALMEN;

— systemd.crash chvt= — NPUHMMaET aprymeHT Lenoe u4ucno. Ecam oHo
NONOXUTENbHOE, systemd aKTMBMPYET 3a4aHHbIM BMPTYasibHbIM TEPMMHaA, Koraa
pywmnTca. o ymonyaHuio -1;
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— systemd.confirm spawn= — MpuUHUMaeT OyneBbli aprymeHT. Ecam true,
3anpalnBaeTca NOATBEPXKAEHME, KOrda NOPOXKAAETCA npouecc. 1o ymonyaHuto false;

—-systemd.show_status=-—ﬂpMHMM8€T6yﬂeBHﬁENNVMGHT.ECﬂMtrue,BHBOAMT
Ha KOHCO/Ib B CXAaTOM BMAE M3MEHEHWs CTaTyca CEepBMCOB B TeuyeHue 3arpy3ku. [lo
YMONYaHUIO true;

—-systemd.sysv_console=-—ﬂpMHmmaeT6yﬂ88HﬁEﬂﬁyMeHT.ECﬂM true, BbIBOA
CKpuNTa SysV init OyaeT Hanpas/ieH Ha KOHCO/b. [10 YyMONYaHWUIO true, HO, €CAM quiet
nepeAaH Kak onuma KOMaHAHOW CTPOKM AApa, NO YMOAYaHUIO false;

— yNpaBnaeT BbIBOAOM B CO0bLIEHWE O CODLITUAX C TEM Ke 3PPEKTOM, YTO M
OMUCaHHbIE BbllLE nepemMeHHble OKPYXKEHUA: $SYSTEMD LOG TARGET,
$SYSTEMD LOG LEVEL, S$SYSTEMD LOG COLOR, S$SYSTEMD LOG LOCATION:

systemd.log target=, systemd.log level=, systemd.log color=,
systemd.log location=

—systemd.default standard output=,systemd.default standard error=
'-yﬂpaBﬂﬂeTCTaHAapTHHN\BHBOAOM/BHBOAOM OMM6KM,&HHC€DBMCOBrK)yMOﬂanMD C
Tem e 3QDeKTOM, YTO M apryMeHTbl KOMaHAHOM CTPOKM, ONMUCaHHble Bbille —-default-
standard-output= U --default-standard-error= COOTBETCTBEHHO.

COKETbI 1 KAHA/bI:

— /run/systemd/notify — COKeT yBeAOMNEHMA COCTOAHMA AEMOHA. DTOT COKeT
AF UNIX datagram WCNONb3yeTCA ANA peanns3aunmn Nornkn yseaomneHnAa OemOHa,
KOTOpOE OCYLLLEeCTBAAETCA NOCPEACTBOM sd_notify (3);

— /run/systemd/logger — WCNOAb3YyeTCA BHYTPEHHE HHUTOM systemd-
logger.service, ANA systemd BBOAWUT MNOHATME CUCTEMHbIX HOHUTOB. ﬂaHHHe FOHUTbI
npeacrasaeHbl KOH¢MprauMOHHHNW1 ¢aﬁﬂaMM, pacnoaoxeHHbiMnn B O4AHOM WU
HECKOJIbKMX MarnkKax, onnMcaHme KoTopbix npuseaeHo B Tabamue (Tabamua 1.1), 1 B cxkaTom
BMAE aAKKYMYAMPYIOT MHPOPMALMIO O CUCTEMHbIX CAy»KDax, CAyWaloWmx COKeTax,
COXPaHEHHbIX CHMMKaX COCTOAHUNA CUCTEMDLI, a TaKXe O APpYyrunx o6beKTax,meemnumx
OTHOLWEeHNE K Cncteme MHnuUmnann3aumnin.

Tabnnua 1.1

[Manka OnucaHue
/usr/lib/syst |®ainbl OHUTOB systemd, pacnpefeneHHble YCTaHOBAEHHbIMM
emd/system/ | ppM-nakeTamm
/run/systemd/ |daiinbl lOHUTOB systemd, CO34aHHbIE B Npouecce paboTbl. [JaHHas
system/ nanka MMeeT NPUOPUTET HaZ, NanKaMm C YCTaHOBAEHHbIMM
CNY¥KeOHbIMK pannamm tOHNUTOB
/etc/systemd/ |damnbl IOHUTOB systemd, CO3/aHHble KOMaHAaoM
system/ systemctl enable, a TaKke ¢alifibl OHUTOB, A06aBNEHHblE A/14
paclmpeHns cayskbbl. [JaHHaa nanka MMeeT MpUopUTET Ha, NanKkom ¢
dalilamu IOHUTOB, CO34aHHbIMK B NpoLecce paboTbl
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Tabnnua 1.2
Tun 1oHUTa PacwupeHue ¢aina OnucaHue

Cnyba .service CuctemHasn cnyxba

Uenb -target [pynna tOHNUTOB systemd

ABTOMaTMyecKkoe | -automount To4Ka aBTOMATMYECKOro MoHTMpoBaHma ®C

MOHTMPOBaHME

YCcTponcTBo .device dann ycTponcTBa, PAacno3HaBaEMOro A4pom

MoHTMpoBaHne | -mount Toyka MmoHTMpoBaHuA OC

MyTb -path ®ann nam nanka 8 dC

Obnactb . scope Mpouecc, Co34aHHbIN N3BHE

Cpes .slice [pynna nepapxmyeckn opraHnM3oBaHHbIX
tOHMTOB, YNPaBAALLMX CUCTEMHbBIMM
npougeccamm

CHUMOK -snapshot CoxpaHeHHOe COCTOoAHME MeHeaKepa
systemd

CokeTt -socket CokeT ana obmeHa MHPopmaLmen mexay
npougeccamm

MNoaKayka -Swap YCTpoMCcTBO MM Gpan NoAKaYKM

Talimep -timer Talimep systemd

MNepeonpeseneHne napameTpoB systemd MO YMOAYAHUIO OCYLLECTBAAETCA C
NoOMoOLLbO Paina system.conf.

KoHpUrypaumsa systemd N0 YyMONYAHUIO ONPEAeNseTca BO BPEeMA KOMMUAALUN W
NOCTYyMHa ANa NpPocMoTpa B paine /etc/systemd/system.conf. [1pn HeobxoaAMMOCTH
M3MEHUTb NapameTpbl MO YMOIYaHMIO M r106a1bHO NepeonpeaenTb OTAE/bHbIe 3HaYeH S
IOHUTOB systemd CleayeT, UCMO/b3ya AaHHbIN dan.

[na nepeonpeaeneHns 3HadeHUs npeaena UCTeYEHUs BPEMEHW OXMAaHuA, Mo
YMOANYaHuio  paBHoro 90  ceKyHaam, HeobxoAMMO  MCNOAb30BaTb  MapameTp
DefaultTimeoutStartSec, A8 KOTOPOro NnoTpebyeTca yKa3aTb 3Ha4YeHNe B CEKYHAAX:

DefaultTimeoutStartSec=<TpebyeMmoe 3HauyeHMHe>

OcHoBHble npeasnaraemble BO3MOXHOCTH

B OC ABpopa cucTeMa systemd U service manager OCYLWECTBAAKOT aKTUBALUMIO HA
OCHOBE COKETOB — BO BpPeMmA 3arpyskmM systemd CO34Q€T CAyLIAKOLIME COKETbl ANA BCEX
CUCTEMHbIX CAYXKD, NOAAEPHMBAOWMX JaHHbIA TWUMN  aKTMBaAUMKU, W nepefaet ux
COOTBETCTBYIOLWMM CNyKbOam, Kak TOZIbKO OHW HadyMHatOT paboTy. ITO NO3BONAET systemd
OCYLLECTBAATb NapannenbHbl 3anycK CAYXKO M AenaeT BO3MOMKHbIM Nepe3anyck Cay»Kobl
6e3 notepu COOOLLEHUM, OTNPaB/IEHHbIX el B TO BPEeMs, NMOKa OHa DObla HeAOoCTYMHa:
COOTBETCTBYIOLLNIM COKET OCTAaeTCs AOCTYMHbIM, M BCE COODLLIEHMA MOMELLAITCA B o4epepb.

[Nna akTMBaLMM HA OCHOBE COKETOB systemd MCMOMAb3YET OHUTbI COKETOB:

— aKTMBAUMA Ha OCHOBE LWWHbI — CUCTEMHbIE CAYKDObl, ncnosbayowme D-Bus ans
obmeHa MHPOopMaLMeEn Mexay NPoLeccamm; MOXKHO 3amnyCTUTb No TpeboBaHMIO, KaK TO/IbKO
KnneHTckoe MM B nepBbl pa3 nonpobyet obMeHATbCA C HUMKM MHbopmaumein. [na
aKTMBALMMN Ha OCHOBE LLMHbI systemd UCNONb3YET danabl cnyKbbl D-Bus;
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— aKTMBaLMA Ha ocHoBe MY — cucTeMHble CyXbObl, NOAAEPKMBAIOLIME AKTUBALMIO
Ha OCHOBE YCTPOWMCTB, MOMHO 3anyCcTUTb No TpeboBaHMIO NpPU  NOAKNOYEHUM
onpeaeneHHoro Tmna obopyaoBaHMa Uam ecam ato obopyaoBaHMe CTaHOBUTCA AOCTYMHO.
[lna akTMBaLMM Ha OCHOBE YCTPOMCTB systemd UCMNOAb3YET OHUTbI MY;

— aKTMBALUMA Ha OCHOBE TMNyTelM — CUCTEMHblE CAYKObl, noaaepKuBatoLLMe
aKTMBALUMIO Ha OCHOBE MyTeN; MOXKHO 3anyCTUTb Mo TpeboBaHMIO, KOraa onpeaeneHHbIn
dann manm nanka M3MEHAT CBOM cTaTyc. [lnA aKTMBaUMM Ha OCHOBE NyTel systemd
MCNONb3YET OHUTbI NYTH;

— CHUMKWM COCTOAHMA CUCTEMbI — systemd MOMKET BPEMEHHO COXPaHWUTb TeKyllee
COCTOAHME BCEX IOHWUTOB MM NOBTOPHO aKTMBMPOBATb NpeblayLlee COCTOAHNE CUCTEMbI U3
NMHAMMYECKN CO34aHHOI0 CHUMKA. [ANsA XpaHEeHUs TEKYLLEro COCTOAHUA CUCTEMbI systemd
MCNONb3yeT AMHAMUYECKM CO3AaHHbIE FOHUTbI CHUMKOB;

— yNpaBAeHne TOYKAMWU MOHTMPOBAHMA W aABTOMOHTMPOBAHWMA — systemd
Habnto4aeT M ynpaBaseT TOYKamMM MOHTMPOBAHMA N aBTOMATUYECKOrO MOHTUPOBaHMA. [na
TOYEeK MOHTMPOBAHMA systemd MCMONb3YET HOHWUTbI TOYEK MOHTUPOBAHMA, @ AN TOYeK
aBTOMOHTMPOBAHMA — OHUTbl aBTOMOHTUPOBAHMUS;

— arpeccuBHaa napannenmsauma — MCNOAb3yAa aKTMBALMIO Ha OCHOBE COKETOB,
systemd MOXET 3aMyCKaTb CUCTEMHblE CAyXDbl MapannenbHoO, Kak TOMbKO CAyllatouime
COKETbl OKaXKyTcA Ha MecTe. B coyeTaHWM ¢ cUCTEMHbIMKM CNYyKOamMK, NOAAEPKMBAOLLMMM
aKTMBaLMO No TpeboBaHWIO, MapannenbHana akTMBALUMA 3HAYMTENIbHO COKPaLLaeT Bpems,
HeobxoaMMmoe ANA 3arpy3KM CUCTEMbI;

— TPaH3aKUMOHHAA /IOTMKA aKTMBALMM IOHWUTOB — nMepea  aKTMBaumen Wuan
OTKNOYEHMEM IOHUTA systemd PACCYMTbIBAET €ro 3aBUMCMMOCTM, CO343eT BPEMEHHYHO
TPaH3aKLMI0 M NPOBEPSAET ee LLeNOCTHOCTb. Ecar TpaH3aKuma byaeT HeLenoCTHOM, To nepes
TeEM, KaK BblgaTb coobueHne 06 ownbke, systemd aBTOMATMYECKM MbITaeTCcA
CKOPPEKTMPOBaTb TPaH3aKLUMIO U yOAAUTb M3 Hee 33JayvM, He MMetoWme KPUTUYECKOro
3HaYeHus;

— obpaTHas COBMECTMMOCTb C CUCTEMOM MHWUManmM3aumm SysV — systemd
NoAAEPKMBAET CLEHapUM nHMUManm3aumm SysV, 4to onmcaHo B Hasosor cneundurKkaumm
npoekTa Linux Standard Base. 3710 ob61eryaeT nepexoa K cayxebHbIM OHUTAM systemd.

N3meHeHUA cOBMECTUMOCTH

Cuctembl systemd M service manager pa3paboTaHbl TakMm obpaszom, 4TobbI
obecneymBaTb 6a30Byt0 COBMECTMMOCTb C SysV W Upstart. Hanmbonee 3HaumTeNbHblE
M3IMEHEeHMA B COBMECTMMOCTM oTHocuTenbHo OCABpopa M pada npeablayLlimx
ANCTpmnbyTMBOB Linux:

— systemd WMMEET  OrpaHMYEHHYyld  MNOAAEPKKY  YPOBHEN  BbIMNOJHEHKS,
NpeaoCTaBAAa HECKONbKO FOHMUTOB LIEM, KOTOPbIE MOXHO HaMPAMYH CONOCTAaBUTb C 3TUMM
YPOBHAMM BbINONHEHMA. O4HAKO CONOCTaB/ieHME BO3MOXKHO He A1A BCeX Lienen systemd,
NO3TOMY M3 COOBpParKEHMN COBMECTMMOCTM B COCTaB systemd BXOAUT KOMaHAa runlevel,
KoTopas MokeT BepHyTb N 414 0603HauYeHWs HEeM3BEeCTHOro YPOBHA BbiNoAHeHMA. [1o
BO3MOKHOCTM pekoMmeHayeTca nsberaTb MCNONb30BaAHMA AaHHON KOMaHIbI;
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— YTUAUTA systemctl HE NOAAEPHKMBAET NPOM3BO/bHbIE KOMaHAbI. B fononHeHme
K CTaHOAPTHbIM KOMaHZaM, TaKMM, Kak start, stop MW status, aBTOPbl CLEHaApPMEB
MHUUMANN3AUMN SysV peann3oBani NoAAep KKy 415 Nt0O0ro Yncaa npomn3Bo/ibHbIX KOMaHA,
B KayecTBe A0NOAHUTENbHOro ¢yHKUMoHana. Hanpumep, B8 Red Hat Enterprise Linux 6
CUEeHapui init ANA iptables MOXHO OblNO BbINONHATL BHYTPM KOMaHAbl panic, YTO
BK/IIOYANIO PEXMM panic M MNepeHacTpamBano CUCTEMY Ha HemMedNeHHbIn cOpoc Bcex
BXOAALMX M UCXOAALIMX NAKeTOB. HMYero M3 3Toro He NOAAEPHKMBAETCA B systemd, W
systemctl NPMHMMAET TO/IbKO KOMaH/bl, NEPEYNC/IEHHbIE B IOKYMEHTALNM;

— YTUANTA systemctl HE oOMeHnBaeTca MHGoOPMaLMen Co Cny>Kbamn, KOTopble He
OblNM 3anyWweHbl systemd. Koraa systemd 3anycKaeT CUCTEMHYIO CAYKOY, NAEHTUPUKATOP
ee r/1aBHoro NpoLecca coxpaHaeTcs A/19 BO3IMOXKHOCTM ero oTCAeXMBaHWA. 3aTem yTuamTa
systemctl WCNONb3YeT 3TOT WAEHTUPUKATOP AAA Onpoca W YnpaBAEHMA CAyKOOW.
COOTBETCTBEHHO, €C/IM NOAb30BaTe b 3aMnycKaeT OnpeaeseHHbIn AeMOH Hanpamyto un3
KOMaH/AHOW CTPOKM, systemctl HE B COCTOAHMW ONpPeaennTb ero TeKyLluni ctatyc ambo
OCTAHOBWUTb €ro BbINOJIHEHNE;

— systemd OCTaHaBAMBAET TONbKO paboTatowme cayxbbl. [locne MHUUMALUK
nocnenosaTenbHOCTM shutdown Red Hat Enterprise Linux 6 u 6onee paHHUWE penmsbl
CMCTEMbI MCMO/1Ib30Ba/IM CUMBOJIbHbIE CCbIIKM, PACMOIOKEHHbIE B Manke /etc/rc0.d/, ANA
OCTAHOBKMW BCEX AOCTYMHbIX CUCTEMHbIX CNYKO BHE 3aBMCUMOCTM OT MX cTaTyca. C systemd
BO BpemMs BbINOJHEHMA MNOCAeA0BaTeNbHOCTM shutdown OCTAHaBAMBAKOTCA TOJIbKO
paboTatoume cnyKbbi;

— CUCTEMHbIE CNYXObl HEe MOryT 4YmTaTb MHPOPMALMIO M3 CTAaHAAPTHOrO MNOTOKA
input. Korga systemd 3anyckaeT cay»kby, cTaHAaPTHbIA BBOA, CAYXKObl NoAKAO4aeTca K
/dev/null Ana npeaoTspalleHma ntoboro B3anMoaemncTBMA C N0Nb30BaTENEM;

— CUCTEMHbIe CNYyXObl He HacNeaytoT KOHTEKCT (TaKoM, Kak NepemMeHHbIe OKPYHKEeHUs
HOME M PATH) OT BbI3bIBaOLLLETO X NO/Ib30BATENA UM €r0 ceaHca. Kaxxaan cny»kba paboTtaet
B YNCTOM KOHTEKCTE BbINO/IHEHUSA;

— BO BPEeMA 3arpysky cueHapua WHUUMaNM3auum SysV  systemd YMTaeT
NMHGOPMaLMIO O 3aBUCUMOCTAX, 3aKOAMPOBAHHYIO B 3arosioBke Linux Standard Base, wu
MHTEPNPETUPYET ee BO BPemMs npoLecca paboTbl;

— ANA NpeaoTBpalleHnsa 3aBMCaHMA CUCTEMbI MO BUHE HenpaBWIbHO paboTatoLleh
CNY»KObl BCe onepaumm C tOHUTaMM CAYKO noanaaatoT noa AencTBue NMMUTa UCTEYEeHUs
BPEMEHU OXMAAHWA, PABHOrO 5 MWHyTam. ITO 3HAYeHWe CTPOro HaACTPOEeHO ANA BCEX
CNYKO, co34aBaeMbIX CLEHAPUAMN MHMUMALMK, U HE MOXKET ObiTb nameHeHo. OaHaKo ana
yBEAMYEHNA npeaena WUCTeYEeHUA BPEMEHM OMUAAHMA Ha KAyt CAy»Kby MOXKHO
MCNONb30BaTb UHANBUAYANbHbIE KOHOUTYPALMOHHbIE dalifibl.

YnpaBneHue CUCTEMHbIMU CyKbamu

B Bepcmax OC Linux, B KOTOpPbIX MPUMEHANUCL SysV init WAM Upstart,
MCNONb3YyeMble CLEHAPUM MHUUMANMBALUNM XPAaHWAMUCL B Nanke /etc/rc.d/init.d/.
[aHHble cueHapun OblaM HanucaHbl Ha fA3blke Bash M nNpesocTaBnAnM CUCTEMHbIM
aAMMHUCTPATOPAM BO3MOXKHOCTb YNPaBAEHNA COCTOAHUEM CAYHKO NAM AEMOHOB B CUCTEME.
B OC ABpopa 3T cueHapuu H1UUManmn3aumm 6bi1m 3aMeHeHbl Ha KOHUTbI CNyKDO, KOTopble
MMEIT pacCliMpeHne .service W CAYXKAT ANA TeX Ke Uenen, 4y1to u cueHapum
MHMUMaANM3aumm. [na NpoCcMoTpa, 3amnycka, OCTAHOBKM, Mepe3anycka, BKAOYEHMA WU
OTKHOUYEHMA CUCTEMHbIX C/TY»KO MCMONb3YeTCA KOMaHaa systemctl.
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KomaHabl service U chkconfig TaKXe AOCTYMHbl B CMCTEME W paboTatoT, Kak
OXMOAETCA, OAHAKO BK/OYEHbl TONbKO M3 COODpPaKeHWM COBMECTUMOCTU, WU UX
MCNONb30BaHMA cneayeT nberato.

®annbl KOHOUrypaumi m3 nankum /etc/systemd/system/ UMMetOT 60nbLINMI
NPUOPUTET, YEeM KHUTbI M3 Nanku /usr/lib/systemd/system/. [lo3TOMY, eciu
KOHOUIYypauyMoHHble Galinibl coaepsKaT MapameTp, KOTOPbIM MOXHO yKa3aTb TO/IbKO OAMH
pas, TakoM, Kak Description nnam ExecStart, TO n3Ha4yaNbHOE 3HAYeHME 3TOro NapameTpa
byneT npeaonpeaeneHo.

BHUMAHWE! B BbiBOAE KOMaHAbl systemd-delta nepeonpefeneHHble HOHUTDI
Bcerga nomeyeHbl Kak [EXTENDED], parke ecam B LENOM HEKOTOPble MapamMeTpbl
daKTUYeCKM nepeonpeaenstoTca

OnpeaeneHne CAyxObl MOMHO PaCWIMPUTb, YTO OMWUCHLIBAETCA Ha CTPaHULE
PYKOBOACTBA systemd.unit (5). Mcnonb3ya B KavecTtBe npumepa tftp.service,
HeobxoaMmMo co34aTb HOBYIO noAKnanky tftp.service.d B nanke
/etc/systemd/system, @ 3aTeM B 3TOM noananke co34atb ¢aln conf, paclIMPAOLLMIA
(M nepeonpeaenaoLWmMin) NapameTpbl CAy*KObI.

KonnyectBo OTKPbITbIX AECKPMNTOPOB $annos orpaHnyeHo Yncaom 500.000:

# mkdir -p /etc/systemd/system/tftp.service.d/

# cat >/etc/systemd/system/tftp.service.d/filelimit.conf <<EOF
[Service]

LimitNOFILE=500000

EOF

M3meHeHMA NPUMEHAIOTCA Mocae nepesarpy3kM  KoHOUrypauum OemoHa M
nepesanycka Ccay»Kobl:

# systemctl daemon-reload
# systemctl restart tftp.service

KomaHabl systemd-delta m systemctl status tftp.service MOKa3bIBAOT,
4yTO onpeaeneHune cnybwl 6bin10 J0OaBNEHO:

# systemd-delta --type=extended
[EXTENDED]

/usr/lib/systemd/system/tftp.service - /etc/systemd/system
/tftp.service.d/filelimit.conf
1 overridden configuration file found.
# systemctl status tftp.service
tftp.service - Tftp Server
Loaded: loaded (/usr/lib/systemd/system/tftp.service; indirect; wvendor
preset: disabled)
Drop-In: /etc/systemd/system/tftp.service.d

l—filelimit.conf
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BO3MOXHbIE TUMUTbI ONUCaHbI B cneayrounx pasgenax CTpaHuubl PyKOBOACTBa
systemd.exec (5):

LimitCPU=, LimitFSIZE=, LimitDATA=, LimitSTACK=, LimitCORE=,
LimitRSS=,

LimitNOFILE=, LimitAS=, LimitNPROC=, LimitMEMLOCK=, LimitLOCKS=,
LimitSIGPENDING=, LimitMSGQUEUE=, LimitNICE=, LimitRTPRIO=,
LimitRTTIME=

These settings control various resource limits for executed

processes. See setrlimit(2) for details. Use the string infinity
to

configure no limit on a specific resource.

MPUYNHA: AMMKTbI, yKasaHHble B ¢annax /etc/security/limits.conf WK
/etc/security/limits.d/*.conf, HacTpamsatoTcA PAM B Hayasne  ceaHca
perncTpaLmm, YTo yKasaHo B creaytollern 3annucn ¢anna /etc/pam.d/system-auth-ac:

session required pam limits.so

MPUMEYAHUE. [demoHbl, 3anyckaemble systemd, HE WCMNOAb3YKT CeaHC
perncTpaumnm PAM, "MMUTbI KOTOPbIX MOXHO HAacTPamBaTb TO/bKO B Gaiae toHUTa CAyKbObl.
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[MPUNTOKREHUE 2

N3meHeHne AMmuToB

OnucaHue nHTepdeliica nice

NMMA: nice — 3anycKkaeT nporpammy C 3aZaHMem npuopuTeTa.

OB30P: nice [[MAPAMETP] [KOMAHOA [APTYMEHT]...]

ONMWCAHWME: 3anyckaeT KOMAH/LY c ykasaHnem npuopuTeTa ee BbINOJHEHMA. be3
yKka3aHma KOMAH/A BbiAaeT TeKyLWM NpUopmuTeT paboTbl. ADJUST NO YMOYAHUIO paBeH
10. lnanasoH NpnopuTeToB pacnonoxeH oT -20 (Hamsbicwmin) 40 19 (HaUMeHbLN):

— —-ADJUST — yBe/IMYMBAET NPUOPUTET HA ADJUST;

—-n, —--adjustment=ADJUST —TO e, YTO M —ADJUST,

— ——help —BblaaeT MHGOPMALMIO M 3aBepLLaEeT pPaboTy;

— ——version — BblAaeT MHPOPMALMIO O BEPCUM L 3aBepLLIAET paboTy.

OnuncaHue nHTepdeica renice

NMMA: renice — M3MEHEHME NPUOPUTETA BbIMOJIHAIOLLMXCA MPOLLECCOB.

OB30P:
renice priority pid...
renice priority [-p pid... ] [-g pgid...] [-u username]

OMNCAHWNE: KOmaHZa renice WCNOJb3yeTCA A4 W3MEHEHUA NPUOPUTETOB
BbIMO/IHAIOLIMXCA MNPOLLEeccCoB. HoOBoe 3HayeHMe npuopuTeTa 3a43€TCA  YMCNOBOW
KOHCTAHTOM priority, KOTOpas MOXeT MPUHMMATb 3HavyeHuA B AmanasoHe oT -20 go +20.
HenpunBumnervposBaHHble NO/Ib30BATE/IM MOTYT YCTAaHOBUTb 3HAYEHME NPUOPUTETA TO/IbKO B
npegenax 0-20, B TO BpemA KaK Oa8 CUCTEMHOrO aAMMHWUCTPATOpa AOCTyNeH BeCb
AnanasoH. Hanbonee TUNUYHBIMKM 3HAYEHUAMM ABAAKOTCA cneaytolime: 19 — npouecco
BbIMOJIHAOTCA TONIbKO B C/y4ae OTCYTCTBMA Y NMpoLeccopa cnewHon paboTbl; O — 6a308bIM
NPUOPUTET PaBHOMPaBHbIX MPOLECCOB, BbIMOAHAOWMXCA NOA4 YNpaBAeHMEM AUCNeTYepa;
oTpuuUaTeNbHOE 3HayeHue — ANA BbINOAHEHWA Hambonee cnewHbIXx 1 HesoTnaraTeNbHbIX
paboT.

OnucaHue nHTepdetica kill

MMA: kill — nocblNaeT CUrHan MpoLeccy WAW BbIBOAUT CMMCOK AOMYCTUMBbIX
CMTHANOB.

OB30P:

kill [-s CUT'HAJI | -CHUT'HAJI] PID...
kill -1 [CUTHAJ]...
kill -t [CUTHAJI]...

OMWCAHWME: nocblnaeT curHaa npoueccy WAM BbIBOAUT CMUCOK  A0MYCTUMbIX
CUIHANOB..




163
AAMT.10034-02 91 01

AprymeHTbl, 06A3aTenbHble ANA  NOAHbIX BAapPWMAHTOB  OMUMK, ABAAKOTCA
00A3aTeNbHbIMM TaKKe M ANA KPAaTKUX BAPUAHTOB:

— -s, -—--signal=CUTHAJI, -CUT'HAJI— WMA WM HOMEP NOCbISIAEMOTrO CUTHaNa;

— -1, --list — BbIBECTM WMEHa CWUIHANOB WAM BbIBECTM WMA CUrHaNa,
COOTBETCTBYHOLLLEE HOMEPY, M HAODOPOT;

— -t, --table— BbIBECTM MHPOPMALMIO O CUrHANAX B BUAE TabAMLbI;

— ——help — BbIBECTM CNPABKY M 3aBePLUINTbL PaboTy;

— ——version — BbIBECTM MHPOPMALMIO O BEPCUM M 3aBEPLLUNTL PaboTy.

CUTHAJT: moxeT yKasblBaTbCA B BUAE MMeHM (Hanpumep, «HUP») nam Homepa
(Hanpumep, «1»). Tak¥e B KA4yeCTBE CUrHaNa MOMKHO YKa3blBaTb KO, BbIXxOAa, KOTOPbIN
nNporpamma AoAXKHa COODLWMTL CMCTEME NPK 3aBEPLUEHWMN.

PID — yncnoBoin maeHTndurkaTop npouecca. Ecnm ymcno oTpuuaTenbHoe, OHO
onpeaendaet rpynny npouecca.

OnucaHune nHTepdeiica /etc/security/limits.conf

NMA: dainn orpaHnM4eHna pecypcos.

®OPMAT: rpynna/nonb3osaTtenb IMMUT (BKECTKUN/MATKMIA) NnapamMeTp 3HaveHme.

ONMMCAHWE NAPAMETPOB:

— core —pa3mep core ¢annos (Kb);

— data — MaKCMManbHbIM pa3mep AaHHbIX (KB);

— fsize — MaKCMMabHbIM pasmep dparna (Kb);

— memlock — MaKCMMasibHOE 3ab/10KMpPOBaHHOE aapecHoe npocTpaHcTeo (KB);

— nofile — MaKCMMabHOE KONIMYECTBO OTKPbITbIX GaNN0B;

— rss — MaKCUMabHbIM pasMmep NamaTh Ana pesnaeHT-nporpamm (Kb);

— stack — MaKCMMaNbHbIN paamep cTeka (Kb);

— cpu — MaKkcMmanbHoe npougeccopHoe Bpema (MIN);

— nproc — MaKCMMa/ibHOE KOJIMYEeCTBO NPOLECCOB;

— as — OrpaHW4eHue aapecHoro npoctpaHcTea (Kb);

— maxlogins — MaKCMMabHOE YNCA0 OAHOBPEMEHHbIX PETUCTPALNI B CUCTEME;

— maxsyslogins — MaKCMMa/IbHOE KOIMYECTBO YYETHbIX 3aMMCeN;

— priority— NPUOPUTET 3aNyLLEHHbIX NPOLLECCOB;

— locks — MaKCMMabHOE KONM4YecTBO Galinos, 6NOKMPYyEMbIX MONb30BATENEM;

— sigpending — MaKCMMa/ibHOE KOIMYECTBO CMIHAN0B, KOTOPblE MOXKHO NepeaaTb
npoLeccy;

— msgqueue — MaKCMMa/bHbIN pa3mep namsatu ana ovepeam POSIX coobuieHmin
(bytes);

— nice — MaKCMMabHbIM MPUOPUTET, KOTOPbIM MOXHO BbiCTaBuTb: [-20, 19];

— rtprio — MaKCMMaAbHbIN NPUOPUTET BPEMEHMW BbIMOJAHEHMNA.
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[MPUNTOKEHUE 3

OnucaHue nHTepdeitca wipe

NCMNO/Tb30OBAHWME: wipe [onuumn] dannbl.

onunm:

— —a — NpepbIBaET NpU OLWMNOKE;

— -b <buffer-size-1g2> — yCTaHaBAMBAET pa3Mep UHAMBUAYaNbHOro bydepa
BBO/a/BbIBOAA, YKa3aB ero norapnudm no ocHoBaHMO ABa. MoryT 6biTb BblaeneHbl A0
TpuAauaTh aTnx bydepos;

— —c —coBepuwaeT chmod () Ha 3alMLLEHHbIX OT 3anncK dannax;

— -D— caeayeT CUMBOJIMYECKMM CCbIIKaM (KOHOAMKTYET € -r);

— —e — MCNOANb3yeT TOYHbIA pa3mep daina: He OKpyraseT pasmep dalna Ans
CTMPaHMA BO3MOXHOIO Mycopa, OCTatoLeroca Ha nocneaHem 610Ke;

— —f — popcupyerT, T.e. He 3anpalinBaeT NOATBEPKAEHNSA;

— —F—He cTUpaeT umeHa Gpannos;

— —h — NOKa3bIBAET CNpPaBKy;

— -1 —nHGOPMATMBHbIN (BepOanbHbIN) PEXKUM;

— -k — coxpaHseT ¢annbl, T. €. nocae nepesanncu Garnbl He yaanATCs;

— -1 <pmmHa> — YCTAHABAMBAET A/MHY CTUPAHMA Ha <mmmuy> 0alToB, rae
<myuua> 3TO LEe/I0e YACNO, 33 KOTOPbIM cnedyeT K (Kilo:1024), M (Mega:K"2) WU
G (Giga:K"3),;

— -M (1|r) —YyCTaHaBAMBAET a/IfOPUTM PRNG A/1A 3aNonHeHMA 610KoB (M nopaaka
NpPoOXoA0B);

— 1 —1cnonb3yeT Bbl30B OMHAMOTEKM random () ;

— a— UCMNOJIb3YET a/JITOPNTM LLIVI(I)pOBaHl/Iﬂ arcfour;

— —o <cmBur> — YCTaHaB/IMBAET CABUI OYUCTKN Ha <coBur>, rge <cosmur> MMeEET
TOT e PopMaT, YTO U <asmHa>;

— -P <mpoxome> — YCTaHaB/MBAET KOJMYECTBO MPOXOAOB A1A OYMCTKU UMEHM
darna. Mo ymonyaHuto 3710 1;

— -Q <xoJmyecTBO> — YCTAHABAMBAET KOAMYECTBO MPOXOA0B AnA ObiCTpOWn

OYMNCTKM;

— -gq — ObICTpas o4MCTKa, MeHee 0Oe3onacHas, Mo YMOAYaHWO 4 Cay4arHbIX
npoxoaa;

— -r — peKkypcuMAa Mo nankam, nepexod Mo CUMBOJMYECKMM  CCbIIKam
OCYLLEeCTBAATLCA He byaeT;

— -R — YCTaHaBAMBAET YCTPOMCTBO paHAOMM3aUMM (MAM KOMaHAy CUAO0B

paHAOMM3AUUM -S c);
— -s—(r|c|p)— meToa paHAOMM3ALMN CULOB;
— r — CYUMTbIBAET C YCTPOWCTBA PaHAOMM3ALLMMN (HAAEKHO);
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— Cc — CYMTbIBAET M3 BbIBOAA KOMaHAbl paHAOMM3aUMM CUOO0B;

— p—uncnonb3yeT pid (), clock () U T.A4. (Cambln cnabblil BapmaHT);

— -5 — TUXMI PEXNUM — NOAABNATb BECb BbIBOA,;

— -T <nomwmTkm> — YCTAaHAB/IMBAET MAKCMMaAJIbHOE YUC/IO MOMNbITOK ANA
cBOHOAHOIO NOMCKa MMeHU dainna; no ymondaHumto 3to 10;

— —v—oTobparkaeT MHPOPMaLMIO O BEPCUM;

— —Z— He CTUpaeT uma eanna;

— -X <umcyo> — MPOMyCKaeT YMCNO MPOXOAO0B (MoNe3HO ANA MPOAO/IKEeHMUA
onepaLmm 04YNCTKN);

— -x <passl,pass2,...>—334aeT o4yepeab NPOX0oA0B.

PykoBoAacTBo no wipe

NMA: wipe — be3onacHoe cTupaHume pannos.

OB30P: wipe [omumu] pathl path2 ... pathn

OMNCAHWNE: wipe HECKONbKO pa3 nepesanucblBaeT CneunasbHble NnaTrepHbl Ha
yAansemblin Gaitn, Mcnonb3ys BbI30B fsync () U/MAM O SYNC BUT 414 NPUHYAUTENBHOMO
A0CTyna K AWCKy. B HopmanbHOM pexkmme mcnonbsytotca 34 obpasua (M3 KoTopbix 8
ABNAOTCA PAHAOMHbIMK). HopManbHbIM pexxum aenaet 35 npoxoaos (0-34). BbicTpbii
pPeXnm Mno3BONAET MCMONb30BaTb TONLKO 4 Mpoxoda C PaHAOMHbIMW MaTTepHaMu, YTO
HaMHOro meHee H6e3onacHo.

ypHanmpyemble ®PC, Takme Kak Ext3, Ext4 wmnum ReiserFS, mcnonbsytotca no
YMO/IYaHMIO. Ha HMX OTCYTCTBYIOT NPOrpammbl YAANEHMA, KOTOPble MOTMYT HaAeXHOo
33a4MCTUTL Ganbl, MOCKONbKY 4YYyBCTBUTE/IbHblE [aHHble W MeTadaHHble MOryT ObiTb
3anMCaHbl B XKYPHaJ, K KOTOPOMY C/IOXHO MOAYYUTb LOCTY.

Ctupanue Ha NFC nnu Ha »kypHanupyembix OC (ReiserFS n T.4.) He byaeT paboTaT,
NO3TOMY PEKOMEHAYETCA BbI3blBATb wipe HAMPAMYK Ha COOTBETCTBYOLLee BaoyHoe MY ¢
COOTBETCTBYIOLMMM ONUMAMMU.

BHUMAHMWE! BbinonHATL BbI30B wipe HAaNpPAMYHO Ha COOTBETCTBYoLLee 6104HOe MY
C COOTBETCTBYWLWMMM  ONUMAMW  PEKOMEHAYEeTCA TONbKO B  C/Ayv4ae  KpanHeMn
HEeobxoAMMOCTMW.

[anee cneayeT 3a4aTb MNPaBW/bHble OMNUMKM, B YAaCTHOCTM: He peKkomeHAayeTcA
CTUpPaTb LEeNblA XeCTKMn AuCK (wipe -kD /dev/hda), T.K. 3TO YHWUYTOXWUT TFNABHYHO
3arpy3oyHyto 3anuce. MpeanoyTntenbHa OYUCTKA Pa3aenos (wipe -kD /dev/hda2) npu
YCNOBMWN CO3AaHMA Pe3epPBHbIX KOMMN BCEX AAHHbIX.

onun KOMAHIHOWM CTPOKM:

— £ (bopcHMpOBaAHHO; OTKAOUYMTL 3aNPOC NOATBEPKAEHMA) — MO YMONYAHUIO wipe
3anpawnBaeT NOATBEPXAEHME C yKa3aHMEeM KOJMYeCTBa PeryaapHbIX U CrheuuanbHbIX
dalNoB M ManoK, YKa3aHHbIX B KOMaHAHOM cTpoke. [lna noATBep:KAeHMA HeobXxoaMmo
BBECTW «yes», ANA OTMeHbl — «no». [lpeayCMOTpeHa BO3MOXKHOCTb OTK/IIOYUTb 3anpocC
NOATBEPXKAEHMA onNuMen —£;

— r (pekypcrBHO B Noanankax) — NO3BOAAET yAaAMTb BCe AepeBO Nanok. [epexoa
MO CMMBOJIMYECKMUM CCbIZIKAM HE OCYLLECTBAAETCA;
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— ¢ (chmod, ecnu HeobxoAMM) — ecnn Ha Garn UAM NanKky ANA CTUPaHMA He
YyCTaHOB/EHbI NpaBa 3anucK, byaeTt caenaH chmod ANA YCTaHOBKU Pa3peLleHni;

— i (MHOOPMALMOHHbIN, BepbanbHbIN PeXMM) — AN BKAKOYEHMA BbIBOAA OTYETOB B
CTaHAAPTHbIM BbIBOA, (stdout). [0 yMONYaHWUIO BCe AaHHbIE 3aMMCbiBAtOTCA B CTAHAAPTHbIN
BbIBO/J, OWMOOK (stderr);

— s (VXM pexum) — nNoAaBNAKOTCA BCe COODOLIEHMS, KPOMe 3anpocos
NOATBEPKAEHMA N COODLLEHWI OWINOOK;

— g (bbICTpOe cTMpaHMe) — B CAy4ae MCMNONb30BaHWA AAHHON CTaann wipe 6yaet
nenatb (N0 yMONYaHWUIO) TONbKO 4 Npoxoaa, 3anMcbiBaa CNyyYalHble AaHHble, Ha KaxKabil
dann;

— Q <KOJINYECTBO-NPOX0A0B> — YCTaHAB/IMBAET KOIMYECTBO NPOXOA0B AN ObICTPOWN
OYUCTKKM, NO yMoN4aHuio 4. [laHHaa onuma TpebyeT -g;

— a (ocTaHoBWUTL Mpu OWKOKe) — nNporpamma BbIMAET C EXIT FAILURE Npwu
BO3HWMKHOBEHUWN HedaTaIbHON OLINOKMY;

— R (YCTAHOBWUTb YCTPOMCTBO reHepauuu CaydarHbIX YMCEeN WA KOMaHAy CUMA0B
PAaHAOMHbIX AaHHbIX) — AAHHOW onNuMel, KoTopasa TpebyeT aprymeHTa, BO3MOXKHO YKa3aTb
aNbTePHATMBY YCTPOMCTBY /dev/random WAM KOMaHAY, CTaHAAPTHbIMA BbiBOA KOTOPOM
byaeT xelWnpoBaH C McnonbloBaHMem MD5-xewa. 3To pa3nmyme MoXKeT ObiTb CAenaHo
onuunen -s;

— S (meToa, cnyyalHbIX CMAO0B) — AaHHAA OnNuMsa NMPUHMMAET OAHOCUMBOJIbHbIN
apryMeHT, onpeaenstolini, Kak MCNob3yeTcs YCTPONCTBO PaHAOMMU3aLMM/apryMeHT C1a0B
paHAOMM3aLUMN. YCTPOMCTBOM PaHAOMM3aALMMU NO YMONYAHWNIO ABNAETCSA /dev/random. Ero
MOMHO YCTaHOBMUTb, NCNOb3YSA ONUMIO -R.

OAHOCKMMBO/IbHBIMM aprymeHTaMmn MOryT ABNATbCA:

— r — ecnm Heobxoaumo, 4ToDbl apryMeHT MHTEepPNnpPeTMpoBancAa Kak obblyHOe
dalrinoBoe/cMMBONbHOE YCTPOMCTBO. byaeT paboTaTh C /dev/random, TaKKe A0/KEH
paboTaTb ¢ FIFO 1 nogobHbIM;

— ¢ — ec/in HeobXoAMMO, YTODbI apPryMeHT BbIMOMHANACA Kak KOMaHaa. BeiBoa, 3
KOMaHAbl OyaeT XewupoBaH C MCNOAb30BaHMeM anroputma MD5 ana obecnevyeHums
Tpebyemoro cmaa;

— p — ecan HeobxoAMMO, 4YTODObl wipe MNOAyYana CUAbl XeWMPOBaAHMEM
NepemeHHbIX OKPYKeHWs, TeKyllen aaTtel n BpemeHu, |ID npoueccos M T.4. (aprymeHT
YCTPOWCTBA PaHAOMM3ALMM HE MCNONb3YeTCA). ITO HaMMeHee Be30nacHo;
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— M (BblbpaTb aNropuTM reHepauum MNCEBAOCAYYAMHbIX 4YMCeEN) — BO BPeEmA
CY4aMHbIX MNPOXOAO0B wipe Nepe3anncbiBaeT Uenesble @aiabl MOTOKOM OUMHAPHbIX
NAHHbIX, CO3[4aHHbIX CAeAYOWMMM aATOPUTMaMM Mo BbIbopy:

e 1 — OyaeT Mcnonb3oBaTb (B 3aBMCMMOCTM OT CWUCTEMbI MOJb30BaTENA)
nceBAopaHAOMHYO BMOAMOTEKY reHepaTopa random () MAKU rand (). CneayeT obpaTuTb
BHMMaHME, 4YTO Ha OONbWMHCTBE CUCTEM rand () NpeacTtaBnseT coboir NMHENHbIN
KOHIPY3HTHbIN reHepaTop, KOTOPbIN ABNAETCA KpanHe cnabbim. Boibop AenaeTcs BO Bpemsa
KOMMUAMPOBAHMA N oNpeaenaeTca HAVE RANDOVN;

e o —0OyaeT ncnonb3oBaTb NOTOK WKdpa Arcfour kKak PRNG. Arcfour coBmectm
c wndpom RC4. 3T0 03HAYAET, YTO NPU TOM e Katode Arcfour ABNAETCA B TOYHOCTM TaKMM
e NOTOKOM, Kak RC4;

e r — OyaeT ncnonb3oBaTb cBeXMin anropntm RC6 kKak PRNG; RC6 oTnumpaeTca
128-OUTHbBIMM CcMaaMKM, 3aTEM HyneBoM ON0K MHOrFOKpaTHO 3aliMPpoBbIBAETCA A5
Noy4YeHMA NCceBAoC/y4alHOro NOTOKa. 3TO AO/IKHO ObITb OTHOCUTENbHO 6e3onacHo. RC6
c 20 Kpyramu measieHHee, YemM random (), onuna komnunmposaHma WEAK _RC6 nossonaer
Mcnonb3oBaTb Honee bbicTpyto 4-Kpyrosyto Bepcuto RC6. [Ana nonyvyeHma BO3IMOMKHOCTM
ncnonb3oBatb RC6 wipe A0/MKEH ObITb CKOMMUAMPOBAH C YKa3aHHbIM ENABLE RCK; B
Makefile NpuBeAeHbl NpeaynpexaeHna No NaTeHTHbIM BONPOCAM.

Bo Bcex cnydaax PRNG pacnpocTpaHaeTca ¢ AaHHbIMKU, COOPaHHbIMK M3 YCTPOMCTBA
PaHOOMM3ALUMN:

— 1 <ammua>— BBWAY BO3MOXHOMO Ha/IM4MA HEKOTOPbIX Npobiem B onpeaeneHmnm
NencTBUTENBHOrO paamepa 610YHOro YCTPOMCTBA (T.K. HEKOTOPbIE YCTPONCTBA HE MMEOT
GUKCMPOBAHHOIO pa3mepa, Hanpumep, AMCKETbl MAM KacceTbl) MOXKeT noTpeboBaTbeA
yKa3aTb pasmep yCTPOMCTBA BPYUHYHO. <AJIMHA> — 3TO eMKOCTb MY, BblpaKeHHadA B ymcae
6anT. MoxHO ncnonb3osaTb K (KMA0) Ans ykaszaHus ymHoxKeHuAa Ha 1024, M (mera) ans
BblPa*KeHMAa yMHOKeHus Ha 1048576, G (rura) ans ymHoxKeHua Ha 1073741824 n b (6nok)
AN1A YMHOXeHUA Ha 512:

1024 = 2b = 1K;
20K33 = 20480+33 = 20513;
114M32K = 114*1024*1024+32*1024.

— <cpBur> — T[O03BOAAET VYKa3aTb CABUI BHYTPM CTMpaemoro ¢anna uam
ycTponcTBa. CUHTAKCUC <cmeura> TAKOM XKe, KaK U A1a onumm -1;

— e — MCMNo/b3yeT TOYHbIN pasdmep danna: He OKPYrAATb pa3mep danna And
CTMPaAHMA OCTaBLLIErocA Mycopa B nocieaHem 610ke;

— 7 — He CTUpaeT paamepbl GaltioB NOBTOPHbLIM YMeEHbLUEHMEM BABOE (aitIoBOro
pa3mepa. [JaHHble NOMNbITKX NPeANnPUHMMAIOTCA TONbKO Ha 0bbIYHbIX dalinax, T. e. onuma
becnonesHa nNpuv WCNOAb30BAaHMW wipe ANA OYMUCTKM 6A0YHOrO WAM CneumnanbHOro
YCTPOMCTBA;

— X <umcyo> — TMPOMYCKaeT 3aaHHOe 4YuCcAo npoxoaos. [lones3Ho ANnA
NPOAO/MIKEHMA OYMUCTKM C 3a[@HHOM TOYKWM, HANPUMeEpP, KOraa npu 04YMCTKe HOMbLIOTrO
IMCKa HeobxoaMMo NpepsaTb onepauuto. Micnonb3yeTcs ¢ -x;
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— x <passl>,.., <pass35> — VyKa3blBaeT MNopAgoK npoxoaoB. Koraa wipe
npepbiBaeTcs, OHa OyAeT neyaTaTb TEKylLyto, BblOPaHHYKO Cayd4alHbIM 0bHpasom,
nepmMyTauMio NopsaaKka Npoxoda M HOMepa Npoxoda B KavyeCTBe COOTBETCTBYHOLUMX
aprymeHToB -X U -X;

— F — He cTupaeT umeHa ¢parnos. OBbIYHO wipe MbITAETCA CKPbITb MMEHa Ppainnos,
NepenmmeHOBbIBAA UX; 3TO HE TapaHTUPYET, YTO PU3MUYECKOE PACMONOKEHME, COAEPKaLlLee
CTapble WMeHa darnnos, byaeT nepesanucaHo. [locne nepeMmeHoBaHMA danna
eANHCTBEHHbIM cnocobom ybeamnTbcAa, 4YTO WMS M3MEHEHO, ABNAeTcs dusnyeckoe
OCYLLECTB/NIEHME BbI30Ba sync (), KOTOPbIA BbIMbIBAET ANCKOBbIE K3Wwn PC, B TO Bpemsa
Kak Ana [obaBneHWA M 3anucu KalWwa MOXeT MCNoab30BaTbcA OWUT O SYNC AanA
CMHXPOHM3aUMM BBOAA/BbIBOAA ANA OoAHOro darna. T.K. sync () MeANIeHHbIN, Bbi30OB
sync () MNOCNe KaXAoro nepemMmeHOBaHMA AenaeT OYUCTKY MMeH (aiaoB TaKxkKe
MeANEeHHOM;

— k — coxpaHseT dalnbl: He yaanaet Gpanabl nocne nx nepesanmcu. lonesHo npu
HEOOXOAMMOCTN CTEepeTb YCTPOWCTBO, COXPaHWB MPW 3TOM CheumansHbih  dann
yCTPOMCTBA. ITO NoApa3yMeBaeT —F;

— D — cneayeT CMMBOJIMYECKMM CCbIIKAM: MO YMOJIYAHUIO wipe HUKOrAa He
cnesyet CUMBOMYECKUM CCbikam. OHaKo, ecam Obin yKasaH -D, wipe COrlacuTCA Ha
CTMpaHMe Uenen, Ha KOTOpble YKa3blBAOT CUMBOJSIMYECKME CCbIIKWM. HeBO3MOXKHO
OZIHOBPEMEHHO YyKa3aTb ONuUUK -D N —r (peKrypcua);

— v — NOKa3blBaeT MHPOPMALMIO O BEPCUM M BbIXOA,

— h — NOKa3bIBaET CNPaABKY.

®ANJIbl: no ymonyaHuio ncnonbayeTca /dev/random B KayecTse cnaa (MCTOUHMKA)
reHepaTopa NceBAoC/y4alHbIX YMCEe.

MEPEMEHHbIE OKPYXEHWA

Ecnn yctaHoBNeHa WIPE SEEDPIPE, wipe OyAeT BbINOMHATb YKAa3aHHYO B HeW
KOMaHay (Mcnosb3ya popen()), XeWWPOBaTb BbIBOA, KOMaHAbl C anrOpUTMOM MD5
message-digest Aas nonyyeHma 128-6utHoro cuaa ana PRNG. Hanpumep, Ha cuctemax c
OTCYTCTBYIOLLEM YCTPONCTBOM /dev/random 3Ta NepemMeHHaa A0/KHa ObiTb YCTAHOB/NEHA
B /etc/profile B cUeHapuit 060/I04KN, COAEPKALLNIM Pa3/INYHbIE KOMAHAbI, TaKMe Kak
ls, ps, who, last WT.A., KOTOPble 3aMyCKaOTCA aCMHXPOHHO, YTOObI MNOMYYUTb BbIBOA,
HACKO/IbKO BO3MOXHO MeHee NpeacKasyeMblM.

Mpumepsbl 3anycka wipe

Cnepytollaa KOMaHAa PEeKYPCUMBHO (-r) YAAAUT BCe B Manke private, NPM 3TOM
BK/IIOYEHO NPUHYANTENIbHOE YAANEHNE N OTKIOYEH 3aMpoC NOATBEPKAEHNA (-£), MOKa3aH
nporpecc npouecca yaaneHns (-i):

wipe -rfi private/*

Yoanute  Kaxabln - dain M Kaxkayto  nanky  (onumAa -r) B nanke
/home/berke/plaintext/, a TaK}Ke CaMy Nanky /home/berke/plaintext/
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Ob6biyHble danabl byayT yaaneHsl B 34 npoxoaa, U nx paamep byaeT yMeHbLIaTbCA
BABOE C/ly4alMHOe KoamyectBOo pa3. CneumanbHbiX $annoB (CMMBOAbHLIX W ONOYHbBIX
ycTtponcTts, FIFO) He byaeT. Bce anemeHTbl nanku (bainnbl, cneumanbHble Ganabl 1 Nanku)
byayt nepemmeHoBaHbl 10 pa3 M 3aTtemM yaaneHbl. DNEMeHTbl C HEenoAXOAALMMM
paspelleHnammn byayT BbINOAHATL chmod () (onuma —c). Bce ykasaHHble onepaumn 6yoyt
npouncxoanTb 6e3 NoATBepPKAEHMA NONb30BaTeNdA (onuma —£):

wipe -rcf /home/berke/plaintext/

BnoyHoe ycTpolcTBO /dev/hda3 COOTBETCTBYEeT 3 pasaesly rMaBHOro AMCKa Ha
nepsuyHom IDE nHTepdeice, KoTopoe byaeT yaaneHo B HbICTPOM pexume (onuma -q), T.e.
4 cny4arHbiMM NpoxoAamu. MHAEKCHbIe AeCKPUNTOPbl He ByayT NnepenmeHoBbIBaTLCA UK
yaanaTbea (onuus -k). Mepen 3anyckom Nporpamma noTpedbyeT BBECTU «yesy:

wipe -kg /dev/hda3

[MOCKONbKY wipe HMKOrAa He cneayeT Nno CUMBOJIbHBIM CCblIKAM, CN HET ABHOTO
yKaszaHuA, nNpu HeobxoAMMOCTW yAanuTb /dev/floppy, KOTOPbIA MOMET O0Ka3aTbCA
CMMBOJIbHOW CCbINKOM /dev/£d0ul440, noTpebyeTca yKkasaTb onumto -D. Mepesa 3anyckom
nporpaMmma notpedyeT BBECTU «yesy:

wipe -kgD /dev/floppy

B naHHOM cnyyae wipe PEKYPCUBHO (ONUMA —r) YHUYTOXKUT BCE B /var/log, KpOme
/var/log. [porpamma He ByaeT nbiTaTbCA BbINOAHUTb chmod (). OHa byaeT BepbanbHOM
(onuma -i) n He NoTpebyeT BBECTM «yes» B pesy/bTaTe onumm —£:

wipe -rfi >wipe.log /var/log/*
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