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AHHOTALNA

HacToAwmn AOKYMEHT ABNAETCA PYKOBOACTBOM aAMMHMUCTPaTopa OnepaumoHHOM
cuctemsbl (OC) ABpopa AAMT.10034-02 penns 5.1.5 (Bepcma 5.1.5.125).

HacTtoAawmmn OOKYMEHT COAEPXMT OnMcCaHWe AOCTYMHbIX AAMWUHUCTPATOPY
OYHKLUMOHA/TbHbIX BO3MOXKHOCTEN MOBUABHOTO ycTpoincTea (MY), GYHKLMOHMpPYOLLETO Nof,
ynpasnermem OC Aspopa’.

AAMWUHUCTPATOP MMEET A0CTYN K PYHKLUMAM M HacTponkam OC ABpopa, ONMCaHHbIM
Kak B HaACTOAWEM [OOKyMeHTe, TaK W B AOKyYMeHTe «PyKOBOACTBO MOJib30BATENAN
AIMT.10034-02 90 01.

NMPUMEYAHUA:

v Mepen, Havanom paboTbl AAMUHUCTPATOPY HEOBXOAMMO O3HAKOMUTLCA C
NONOXEHUAMMN HACTOALWEro AOKYMEHTa, a Tak¥e C MHPopmauumen, npuBeseHHOM B
NOKyMeHTe «PykoBoACTBO Nosib3oBaTtena» AAMI.10034-02 90 01;

v  BHewHUn Bua uHTepdeica MY 2 MOXKET OT/iMuYaTbCA OT MPUBEAEHHOrO Ha
PUCYHKax B HacToAweM JoKymeHTe. CHUMMKM 3KpaHa > ABAAIOTCA MPUMEPOM U
npeAcTaBaeHbl B JOKYMeHTe Aas 0bLiero o3HakoMmaeHmsa ¢ nHtepdencom MY.

L Onuncanune pasnmuHbix cnocobos yctaHosku OC Aspopa Ha MY npuBeAeHO B COOTBETCTBYIOLMX [OKYMEHTax
npeanpuATMA-paspaboTinKka, KOTOpble NpedHa3HavyeHbl ANs  Mcnonb3oBaHua [poussoauTtenamm MY
aBTOPM30BaHHbIMN CEPBUCHBIMK LIEHTPaMM NPON3BOAMTENA.

2 MY, dyHKUMOHMPpYIoLee nog ynpasaermem OC Aspopa.

3 CHMMKM 3KpaHa NpUBEHAEHbI NPEenMYLLECTBEHHO co cMapTdoHa Fplus R570E v naaHweTa Aquarius NS220RE.
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1. BBOA, B 3KCINYATALUIO

OC ABpopa npeacTaBnseT cobon 3amieHHY0 MobuabHY0 MHorosagadHyto OC
AN MODUAbHbBIX NMPUMEHEHMI MoA anmnapaTHble naatdopmbl Ha Ha3e MNpPoLeccopoB C
apxutektyponr ARM 1 MMeeT pa3nnyHble BEPCUMU WUCMOSIHEHWA, OMUCAHME KOTOPbIX
npueeaeHo B Tabanue (Tabaumua 18).

BHUMAHUE! OC Aspopa B cepTMOUUMPOBAHHON BEPCUN
MCNONb30BaHa, HO He OrPaHMYMBATBLCA, B CAEAYOLWMX CUCTEMAX M 0O beKTax:

— BrOCYAapCTBEHHbIX NHOOPMALIMOHHbIX CUCTEMAX, HE COAEPKALUMX MHDOPMAUMK,
COCTaBAANOULEN FOCYyAapCTBEHHOM  TaMHbl, A0 MNEepBOro  Kaacca  3alMLLEHHOCTM
BK/IIOYMTENIBHO B COOTBETCTBUM C AOKYMEHTOM «TpeboBaHMA O 3almTe MHGOPMaLUKM, HE
COCTaBMAKOWEN  FOCYAapPCTBEHHYIO  TaMHy, COAEpMallenca B rocyAapCTBEHHbIX
MHOOPMALMOHHBIX CUCTEMAX», YTBEPKAEHHbIM Npukazom PCTIK Poccmum ot 11 pespana
2013 r. Ne 17;

— B MHPOPMAUMOHHbIX cucTeMax (MC) nepcoHanbHbIX AaHHbIX 40 NEpPBOro YPOBHS
3aUMLULEHHOCTU BKAOYUTENBHO B COOTBETCTBMU C AOKyMeHTOM «COCTaB M codepraHue
OPraHM3aUMOHHbIX U TEXHMYECKMX Mep no obecneyeHuto H&30MNacHOCTM MEePCOHaNbHbIX
AAHHbIX Mpu KX 0bpaboTke B MHOOPMALUMOHHbLIX CUCTEMAX MEPCOHANbHbIX AaHHbIXY,
yTBEpPXAeHHbIM npukazom PCTIK Poccum ot 18 dpespans 2013 r. No 21;

— B aBTOMATM3MPOBAHHbIX CUCTEMax yMNpaBAeHWA A0 MNepBOro  Kjacca
3alWMUIEHHOCTM  BK/IOYUTENIBHO B COOTBETCTBMM C  AOKYMeHTOM «TpeboBaHMA K
obecneyeHnto 3alWmTbl MHOOPMALMM B aABTOMATM3MPOBAHHbLIX CUCTEMAX YNpaBaeHUA
NPOW3BOACTBEHHbIMU N TEXHOTOTMYECKMMM NMPOLLECCAMM Ha KPUTUYECKM BaXKHbIX 0D BEKTAX,
NOTEHLUMANbHO OMacHbIX 0ObeKTaX, a TakKe 0b6bekTax, NPeacTaBAAIOLMX MOBbILEHHYHO
OMACHOCTb ANA YM3HW M 340PO0BbA /HOAEN M ONA OKPYXKatoleh NpuMpoaHON cpeabl»,
yTBEepAeHHbIM npukazom GCTIK Poccum ot 14 asrycta 2014 r. Ne 31;

— Ha 3HaYMMbIX O0DOBEKTAX KPUTUYECKOM MHPOPMALMOHHON MHOPACTPYKTYPbl A0
NepBOM KaTeropmm BKAOYUTENBHO B COOTBETCTBUM C AOKYMeHTOM «TpeboBaHMA no
obecneyeHnto 6He30MaCHOCTM 3HAYMMbIX OOBEKTOB KpUTUYECKOM WHOOPMALMOHHOM
MHOpPaACTPyKTypbl Poccuinckon Gepepaumnm», yreepaeHHbIMm nprukazom PCTIK Poccun ot
25 pekabpa 2017 r. Ne 239.

4 MoxeT OblTb

* OnucaHune BoamoxHbIx Bepcuit OC Aspopa npuseneHo B Tabanue (Tabavua 188).
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1.1. OrpaHn4yeHnA No sKcnayaTauuu

AOMWHUCTPATOPY HeobxoAMMOo cobatoaaTh CaeaytoLlme NpaBuaa M orpaHNYeHna no
aKkcnayataumm MY:

— He [onycKkaTb YCTaHOBKY /ntboro nporpammHoro obecnedyenua (M0),
nocTaBiAemoro B otamMyHom oT RPM Buae (camoctoATensHoe KonmpoBaHwe ¢alnos,
ycTtaHoBKa 10 13 apx1BoB, ycTaHoBKa 10 He B WwTaTHble Nanku 13 RPM-nakeTos u T.M.);

— UCKIOYUTL  NoAkAtoveHne MY K He[OBepeHHbIM  TOYKam  A0CTyna
becnpoBoaHbix MHTepdencos (WLAN, Bluetooth®) n 6ecnposogHbim MY.

MPUMEYAHUE. T[lepeyeHb [AO0OBEpPEHHbIX TOYeK A0CTyna AO0/KeH  OblTb
chopMMpPOBaH Ha MecTe aKcnyaTauum onepatopom NC;

— WCKNOYUTbL Nepeaady KoHOMaeHUMANbHOM peyeBoin U MHOM MHbopmaumm (SMS,
MMS) nocpeactsom MY no npotokony GSM;

— NpeaycmoTpeTb Mepbl, obecneynBatoLLme OTCYTCTBME KOMMbKOTEPHbLIX BMPYCOB
Ha CpeacTBaX BbIYMCAUTENbHOM TEXHMKM, K KOTOPbIM NoAKAto4aeTca MY.

1.2. Y4yeTHble 3anmcu ponen

B OC ABpopa peann3oBaH MHOIOMNOAb30BATENLCKMIA pPeXMM PaboTbl, KOTOPbLIN
NO3BONSAET UCMO/b30BaTb MY HECKONIbKMM YY4ETHBIM 3aMUCAM C PA3/IMYHbIMU PONSMMN.

Ponb — COBOKYMHOCTb nMpaB [AOCTyrna, Ha OCHOBE KOTOPbIX OnpeaenAaeTcAa
BO3MOXHOCTb BbIMO/IHEHWNA TOTO MU MHOTO ,EI,eVICTBI/IFI B OC ABpopa.
YyeTHaAa 3anuchb poan — XpPaHALWaACA Ha MY COBOKYMHOCTb [AdaHHbIX O

no/sb3oBaTene, HeobxoaMmas ANs ero ayTeHTMOUKaUMM M NPeaoCTaBAEHMA AOCTyNa K ero
JIMYHBIM AAHHbBIM M HAaCTPOMKAM.
MPUMEYAHUE. B 3aBucMmocTM OT BbIOPAHHOM POAM BO3MOMKHOCTM MY moryT
OT/INYATbCA.
Ha MY moryT 6bITb CO34aHbl OAHOBPEMEHHO A0 7 YYETHbIX 3aN1CEN:
— YYeTHaA 3anuncb C POSIbIO aIMMHUCTPATOPA, KOTOpaa 0b1aaaeT pacluMpPeEHHbIMM
OYHKLUMOHANbHBIMM BO3MOXKHOCTAMM, MPU 3TOM:
® He MoxeT bbITb yaaneHa ¢ MY;
e He obnagaet NpaBamuM Cynepnosib3oBaTens;
e Ntobble M3MEHEHWMSA HACTPOEK, BbIMOJMIHEHHbIE MOJ TaKOW ponbto, byayT
NPVMEHMMbI KO BCEM YHeTHbIM 3anucam MY;
— [0 6 y4eTHbIX 3anmcen C PONbto N01b30BaTeENA, CO34aHME KOTOPbIX BbINOIHAETCA
aAMUHNCTPATOPOM B CUCTEMHbIX HacTporkax MY (n. 1.2.1).
NMPUMEYAHMUE. Mo ymonyaHuio npu nepBom BKAOYEHUM MY 3arpyKaeTca B pexmme
aAMUHMCTPaTOopa.
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1.2.1. Co3aaHune y4eTHOM 3anmchK NoAb30BaTENS

BHUMAHMWE!

v [lepes  co3gaHMem  y4eTHOW  3anucu  MoJib3oBaTend  HeobxoAumo
npeaBapuTeIbHO aKTMBUPOBATL Nepek/toYaTe/b «Pa3pelnTs HaCTPOMKY KBOT» (PUCyHOK 2)
017 BO3MOYHOCTM 3a@HMNA U HAaCTPOMKM KBOT (n. 4.7.2);

v' Tlpu CyLLECTBYIOWMX YYETHbIX 3anmcax noab3osatend GyHKUMA «PaspewmnTb
HaCTPOMKy KBOT» 3ab/10KMpoOBaHa.

[na cosgaHMAa  HOBOW  y4eTHOM  3anMcK  MOAb30BaTeNA  aAMMHUCTPATOPY
HeobX0AMMO BbIMONHUTL CAeaAytoLLMe AeNCTBUA:

— OTKPbITb MEHIO0 CUCTEMHbLIX HaCTpPOeEK KaCaHmem 3Ha4ka @ Ha 3HpaHe

npunoxeHuin (PucyHok 1);

— KOCHYTbCA NMYyHKTa MeHto «[o/ib3oBaTenmn» &g nogpasgene «Cuctemar;

— Ha cTpaHuue «[oNb30BaTeNM» KOCHYTbCA MyHKTa «[J00aBMTb NOAb30BaTENA»
(PucyHoK 2);

| Nonsaosarenn
.‘ G i @ OBwme HaCTPOHKY @
Teregon  Coofumwws  Bpaysep Caverd
) 0 6
an
Kosthar Turwgen Hecrpodhen Messczage
D D g PaspewmnTs HaCTPORKY KBOT
Nosusosarans SyayT COINABATROS C
Twow Karmgaps Morern Mymescy SOISTRHOCT 8el) HESTROWEH KDOTH
Q T D (O Bui«Bnageney ycTpoicTea
o O AlwHncTDeTOR

Jameton
-t DoGaputs nons3osaTens

PucyHok 1 PUCYyHOK 2



8
AIAMI.10034-02 91 01

— Ha OTI'(prBLLIeVICFI CTpaHMue BBECTN MMA N NOTUH

| OTMeHnTs | o o
HOBOW Y4€THOW 3alNMCKN MNOJZIb30BaTENA (PMCYHOK 3),
O . — YCTAQHOBUTb KBOTY Ha MCMNOJ/Ib30BaHMeE AMNCKOBOTO

il HoBkiu nonsacearens v v
MPOCTPaHCTBA, Mnepemellad COOTBETCTBYOWMKM Chanaep

¥IMa Nonb3oeaTani BMNpaBo Asd4 yBe/imd4eHna KBOTbI /'|V|6O B/1eBO AJ1A

s OnuD Durme yoKanastent. LWHOR we Honon

00 e W arion C An Sl yMeHbLleHua (PUcyHok 3).

TOMKE OyEBM, NG i CHRIYOUID CHMBOIM

TONED, MANYE, HIKHOE NOANORKHBIMAD W Ppobon n P M M EL,IAH Mﬂ .

Norw nonssosaTens v MUWHVMMaNbHbIE U MaKCMMabHble 3HaAYeHUuA anA

: 3a4aHNA KBOTbl 3@aBNCAT OT KOHCTPYKTUBHDbIX ocobeHHocTewM
MY;

v MogpobHoe  onucaHMe O  KBOTUPOBAHMM

- NOCTOAHHOM NamATU NpvBeaeHo B M. 4.7.2;

— KOCHYTbCA KHOMKM «MNoaTsepanTb» ans
= ® COXPaHEHUA U3MEeHEeHUN B0 KHOMKN «OTMEeHUTbY Ana
Lnuwa napons gomxos Gers 5-12 cmvnanon OTMeHb| Oﬂepa LLMM"

— noATBEPAUTb AeNCTBME BBOAOM TEKYLLEro Napos
Crenepnposars

(PucyHoK 4), B pesynbTate co3gaHHaA y4eTHada 3anuchb, a
PucyHok 3 TaKXe CcTatyc ee ayTeHTMdUKauMm oTobpasnTca Ha
cTpaHuue «Monb3oBaTenn» (PucyHok 5).

| Nonvsosarenn

O6ume HaCTPORKKM NS CO3ARH! @

b [ SHETPOra NepeKNICHEHHa MEXY
y NOABIOBITENSAMN HIXMUTE K
Brapeney ycrpoictaa VAEPXMBANRTE KHONKY MWTSHUN, 3aTEM
KOCHNTECS KHONKN “CMeHnT
nonsaopaTeny”

1 2 3 O Bui«Bnaneney ycrpoicrsa
° AP HICTRETED YEIPORCTES

4 5 6 O ?om';aoaarenﬂﬂ %
O Tlonbsoearens22

7 8 9 A

Aa 0 -t NoGasuts NoNb3OBATENR

OTMmeRuTS
PucyHok 4 PUCYHOK 5

BHUMAHUE! B cnyyae ecam npu co3gaHuMmM nosb3oBaTento Oblna 3adaHa
MaKCMMa/ibHaA KBOTa (PUCYHOK 6), TO Ha CTpaHMLLe CO34aHMA Nosib3oBaTenen otobpasnTca
MHPOPMALIMA O HEBO3MOMKHOCTM CO34aTb [AOMO/HUTE/NbHbIE Y4YeTHble 3anMcu MK3-3a
OTCYTCTBMSA CBOOOAHOrO ANCKOBOro npoctpaHcTea MY (PuUcyHOK 7).



| OTmeHnT MNoprsepauTs |

O Hoesiit nonsaosatens
==

Nomvaosarens 1
Wma nonsaosaTens
User1

TNotwn nons3osarTens

45276

He OCTRETCH XBOT AN NOSHX DONLIOBETENeR

OANOPA2086 NaPONt @

Llrwawa napons gomess Oume 5412 cwasanon

Crenepuposats

PucyHoOK 6

Mpn paboTe C y4eTHbIMM 3anNUCAMKU MONb30BATENA AAMWHUCTPATOPY AOCTYMHbI
cneaytouwme nencrama (PucyHok 8, PucyHok 9):
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[ Yo}

jo

| Nonssosarenn

O6uwne HaCTPORKK [UNs CO3AaH!

8w « Bnaneney ycrpoicrsa
AL HRCTRRTOD YEIPORCTES
Monesoearens111

He ART0DHI0EaM
Monvaoearens22

o DETOOWICRAN

Mons3cearens33

He aoropaacaan

He ocTanock XBoTH

®

[na GHCTPOra NePEKICNEHHA MEXaY
NOABAOBITENAMN HEXEMHUTE U
YAEPXUBFATE KHONKY NHTSHUN, 3aTEM
KOCHMTECH KHONKH “CMeNuTy
nonsaopateny”

PUCyHOK 7/

— NepekMtoYeHne MeXxay YY4eTHbIMM 3aNUCaAMM PONen.

MPUMEYAHMUE. MoapobHoe onncaHme npougecca NePeKNtOUYEHNA MEXKIY YYETHbIMM
3anNncAMK NpuBeaeHo B AOKYyMeHTe «PykoBoAcTBO nosib3oBatena» AAMI.10034-02 90 01;
— ynpaBaeHne NCxo4sWwmMmmn ronocoBbiMm BbizoBamm U SMS (n. 1.2.2);

— nepeumeHoBaHKue y4eTHoM 3anucu (n. 1.2.3);
— HacTpoWka besonacHocTn (. 4.2.2);
— yAaneHue y4yeTHOM 3anumcu nonb3osatens (n. 1.2.4).
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Nonssosarenn MonssosaTenm

) Bol e Brananel yorpoiicraa
O MNMonbaosarensl?

=
MNepeumvenosars
MepexmoNHTLCA Ha 3TOMO NOMBIOBATENSA
HacTpoixw besonacHocTi
OrencrenTs ue T u5MS
MNepeumeHosaTs
HacTpoixi 6030nacH0CTH
Ynanute
PucyHok 8 PnUcyHOK 9

1.2.2. YnpaBieHne Ucxoaalymm ronoCoBbIMM Bbi30BaMM 1 SMS

[ns  OTKAOYEHUS WUCXOAALLIMX TOJIOCOBbIX BbI30BOB M SMS HeobxoaMmo B
KOHTEKCTHOM MEHIO YYEeTHOM 3anmcu MNOJIb30BaTeNA KOCHYTbCA MyHKTa «OTKAOYMTD
NCcxodALLLME rO10COBbIE BbI30BbI M SMS» (cm. PUCYHOK 8).

[anee y y4yeTHOM 3anMCKM MNOMb30BaTeNA OTODPA3NTCA NpeaynpexaatoLmi

3HaYoK % (PucyHoKk 10) »n Bo3MOXHOCTM nonb3oBaTens B MI «TenepoH» u  MII
«CoobueHna» byayT orpaHUYeHsbl.

[Ona  BKAOYEHWA UCXOAALWIMX TO/IOCOBbLIX BbI30BOB M SMS agamuHuUCTpaTopy
HeobOXOAMMO B KOHTEKCTHOM MEHH YYETHOM 3aMMCKU MOJIb30BATENA KOCHYTbCA MYyHKTa
«BKAOUMTL  UCxoAdAWME TON0oCOoBble BbI30Bbl M SMS»  (PucyHok 11), nocne uyero

npeaynpexaatowmnm  3Ha4OoK % nepectaHeT oTobpaxKaTbCA Yy YYETHOM  3anucu
NoNb30BaTeNSA, M BO3MOXKHOCTK Nonb3osaTens B Ml «TenepoH» n Ml «CoobuieHuna» dbyayTt
BOCCTAHOB/IEHbI.

MPUMEYAHUE. T[MoagpobHoe onucaHme paboTbl YyKasaHHbix MI, a Takxke
yBEAOM/IEHWNI, BbIBOAMMbIX Ha 3KpaH MY npu OTKAOYEHUM TONOCOBLIX BbI30BOB M SMS,
npuBeaeHO B AOKYMeHTe «PykoBoACTBO nonb3osatena» AAMI.10034-02 90 01.
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| Nons3osatenn NonLIaBaTRMMN

OOUIME HECTDOWKM (U ColE:
O6Wme HECTPORKK UM COIRAH @

[na SCTPOro NepexmioNeMns Maxay
NONLIOBATRNSIMMN HAXMMUTE W
YOAORXUBAATE KHONKY NHTEHUS, JaTOM
KOCHMTECH KHONKK “CueHnTy
nonssogaTens”

4]

O Bwu s Bnageney ycTpodcraa
° ABMHHMCTHAT0R YETRONRCTSS O MNonsaocsarensi R
%
O nMMonesosarens1ll %
He asTopmsosan
NepexmounThcs Ha 3T0ro NOMB30BATENS
O MNons3osarens22
He 487 0pa e BxmosuTy RUE T WSMS
-|—- OoSaeuTe nons3osaTens MNepenmeHcsaTs
Hactpoixu Ge3onacHocTi
Yaanure
PucyHok 10 PucyHok 11

1.2.3. NepenmeHoBaHMe y4eTHOM 3anncu

[ns neperMMeHOBaHMA YYETHOM 3anucu HeobXxoAMMO BbIMOJMHUTL Caeaytolime
NEenCcTBUA:

— OTKPbITb KOHTEKCTHOE MEHI0 Y4YeTHOM 3anmMcu, KOTopyto Heobxoaumo
neperMmeHoBaTb;

— KOCHYTbCA NyHKTa «[lepenmeHoBaTb» (CM. PUCyHOK 8, cM. PUcyHOK 9);

— BBECTW HOBOE MMA y4eTHOM 3anuncu (PrucyHok 12, PucyHok 13);

— KOCHYTbCA 3HauKa nmbo  cBoboAHOro MNPOCTPAHCTBA 3KpaHa AnA
NOATBEPKAEHWNA AENCTBMA, B pe3yabTaTe y4eTHaA 3anumcb byaeT nepeMmeHoBaHa.

MPUMEYAHMUE. Mpn nepermeHOBaHNM yYETHOM 3aNNCK M3MEHAETCA TONIbKO €€ MMA,
NNOTUMH OCTaeTCA HEU3MEHHbIM.



O6uwme HBCTPORKK AN COARBHH @

[lna BRCTPOro NepexnioNenns Mexay
NONBIOBITENSMMN HAXMUTE U
YREPXKEARTE KHOMKY NHTSHUR, 3aTeM
KOCHMTECH KHOMKM “CMERUTH
nonssosarens”

PEapewmTe HICTROWKY KBOT

O B Vaan|

Q MNonvsosarensill %

MUy KeHT T wius3xX
dbtBanponnmapxa:a

A g 4YyCcMMNTODHL OO

H23 - .

PucyHok 12

| Mons3csaren

Obime HacTPohKn @

[na GMCTPOrD NEpeKnoYeHnR Mexay
NONSIVBATANAMM HAXMATE N
VACPXKUBAATE KHOMKY NWTANNS, SATEM
KOCHWTECH XHOMKMW *CMerHnT:
nansaosareni”

PaapewnTs HECTPOIKY KECT

O  Bol« Braneney ycrpoicTaa
ASVmncTDaToD
o . O

Bponeres HEZOTYCTIVGE Cmzonu. Mus
MONET COQEEIKET O Bkt WD W
CISIVOULAE CraBOS I TOSLE, MANYT Mthnie

PRALMRPE MR RS 4 HpoDan

RU
M4y KeHTruwus3 X
B anponagxs

“ AN CMUT b DL KK

- .

PucyHok 14
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| Nonssosarenn

O6ume HACTRORKK [nR CO3RaHM L @

[ina GHCTPOTO NEPEKMCNERNE MBXAY
NONBIOBATRARMN HIKMUTE 1
YAEPRUIAATE KHOTIKY NUTIHKUA, 38TEM
KOCHMTECE KHONKW “CMeHnTy
NONLIOBETENR"

Pagpewwms HACTPONKY KROT

O Bui» Bnapnenel ycrpoicraa
AANKCTIATOR YETRORG TR

n
Q f_cr.p %

MUY KeHTIWwws3 X

AN M mamamn s A

dbiBanponpgxa

AgYCMUNTDL OB I

M23 - | ,

PucyHok 13

NMPUMEYAHUE. He peKomeHayeTCA nNpPUCBaMBaTb
YYETHbIM 3aMUCAM MMEHA, HaYMHalWMECA C TOYKU MM
npobena. B cnyyae BBOAA HEAOMYCTMMbIX CMMBOJIOB
oTObpa3mnTCs COOTBETCTBylOLLEE yBegOM/IEHNE
(PcyHoK 14).
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1.2.4. YnaneHue y4eTHOM 3aNnCK N0Ib30BaTENSA

Ons  ypaneHus y4eTHOM 3anMMcM  NOAb30BaTENS
| Ormenms MoarsepanTs | HeobXx0AMMO BbINONHUTbL CAeayoLine AeNCTBMA:

— OTKPbITb KOHTEKCTHOE MEHK Y4YeTHOM 3anucw,
KoTopyto HeobXoAMMO yAaNUTb;

— KOCHYTbCA NYHKTa «YaanuTb» (CM. PucyHok 8);

— Ha OTKPbIBLIENCA CTPaHMUE KOCHYTbCA KHOMKM
«MoateBepanTb» ANA NOATBEPXKAEHMA onepaumm nmbo
KHOMKM «OTMEHUTb» ANA OTMeHbI (PucyHok 15);

— MNOATBEPAUTb  AEeNCTBME  BBOAOM  TeKyllero
napons (cm. PuUcyHok 4).

Mpu yaaneHun y4eTHOM 3anNnMcu nonb3osaTensa byayt
TaKKe yaaneHbl:

— [aHHble NoNb30BaTeNs;

— JOMallHAA nanKka noab3osatena (n. 4.2.3);

— No/ab30BaTe/IbCKOE XpaHuAuLe Katoden (n. 1.4.5).

Bbl AENCTBUTENBHO XOTUTE
yaanute NMonbsosatens22?

Mocne NOATREPXIEHIH DOR ZLaMMb
noMmosaTenn GyAYT yAANEMH

PucyHok 15

1.3. YcTaHOBKa BpeMeHM 1 Aathl

NMPUMEYAHUE. OnucaHMe OCHOBHbIX LWAroB MNepBOHAYa/IbHOM HACTPOMKM MY
npmeeaeHo B AOKYMeHTe «PyKoBoAcCTBO nosib3osatena» AAMI.10034-02 90 01, npu atom
YyCTaHOBKa M NOCaeayoL,ana HaCTPOMKA AaTbl M BpEMEHM AOCTYNHA TONIbKO aAMUHUCTPATOPY.

BHUMAHMUE! ViameHeHMA HacTpoek B MyHKTE MeHt0 «Bpema n gaTa» NpMMEHAIOTCA
KO BCEM YYETHbIM 3aMM1CAM POaen, co3a4aHHbIM Ha MY.
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[ns yCTaHOBKWM BPEMEHM M AaTbl HEOHXOAMMO
ybeamTbca, YTo BCe NOJA 3aMO/HEHbl KOPPEKTHO AMbo
SRS M3MEHUTb 3HA4YeHWA 3aMOJIHEHHbIX MOAeN, BbINOJAHMB

o cneayrouime AencTemna:

Yacosown nosc Poccun, Mocrsa

| Hasan Lieru:ul[

BuiGepure nary v spems

— M3MEHUTb 3HayeHWs napameTpoB «4YacoBoM
noscy, «Jlata», «Bpems», KOCHYBLUMCb COOTBETCTBYOLLINX
nonem;

Aara 19 pexabpa 2023
Bpemn 18:53

Wicnonbsosars 24-4acoson

el — BblbpaTb  dopmaT  BPEMEHM,  KOCHYBLUUCH
COOTBETCTBYOLLErO Nepekatoyatens (PucyHok 16).

MNMPUMEYAHUE. [lna aKkTMBauUMM nepekntoyaTens
[OCTAaTOYHO KOCHYTbCA NOJIA, B KOTOPOM OH PACMOOMKEH:
nepekntoYaTeNb HAYHET CBETUTLCA APYE, YEM B COCTOAHMM
NO YMONYaHUIO (HEAKTUBHOM);

— KOCHYTbCA KHOMKW «[Janee» Ans noATBEPHKAEHNS
fencrtems NnMbo KHOMKM «Hasag» Ana Bo3BpaTa Ha

npeablayLLyo CTPaHWLLY.

PucyHok 16
[Ona nocneaylollen HACTPOMKM YaCOBOro MoAca, TEKyWMX JaTbl U BPEMEHM
HeobX0AMMO BbIMONHUTL C/ieaytoLLne AeNCTBUA:

— OTKPbITb MEHI CUCTEMHbIX HACTPOEK KacaHMem 3HayKa @ Ha JKpaHe
NPUNOXKEHUIM (CM. PUcyHOK 1);

— KOCHYTbCA MyHKTa MeHto «Bpema u pata» &3 g nogpasgene «Cucrema», B
pe3ynbTaTe 0TO6pPa3MTCA OAHOMMEHHAA CTPaHMLUA HACTPOMKM AaTbl MU BPEMEHM
(PucyHok 17);

— A1 aBTOMaTMYeCcKoro 0HbHOBNEHUS AaTbl/BPEMEHN KOCHYTbCA NepekatodaTens
«ABTOMaTU4YeCKOoe 0ObHOBEHME BpeMeHM» (PucyHOK 18). 3HaYeHWA noaen 4acoBOro nosca,
NaTbl M BPEMEHMW CTaHYT HeAOCTYMHbIMW A4 peAaKTMPOBaHMA. B AanbHenwem obHoBNEHME
naTbl/BpemeHun byaeT NponcxoamnTb aBTOMaTUUYECKN.

MPUMEYAHMUE. [1ns yCcTaHOBKM 4aCOBOro NoAca, BPEMEHW M AaTbl BPYYHYH ONLMA
aBTOMaTM4YeCKOro 0OHOBEHMA BPEMEHM A0KHa ObiTb BbIK/OYEHA.
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I Bpewms v pate I Bpewms v pate

& AsToMatuyeckoe oGHoBnaHne AsToMaTHecKoe o6HoBNaHNE
BpEeMenK BpEeMenM

Yacosoit noac Pocone, Mocksa

LOara 23 anumaps 2024

Bpems 1543
Wcnonesosare 24-vacosoi Wcnone3osars 24-vacoeok
popmar Bpemenn popmar Bpesmenn

PucyHok 17 PucyHok 18

B cnyyae Heobxo4MMOCTM 3a4aTh YaCOBOM NOAC, BPEMSA 1 AATY BPYYHYIO TpebyeTca
BbIMO/IHUTb CAeaytoLLne AeNCTBUA:

— ANA  YCTAHOBKM 4aCOBOro MOACa: KOCHYTbCA nNona  «4acoBOW MOAC»
(cm. PucyHOK 17) 1 Ha OTKpbIBLUENCA CTPaHMLUe BbibpaTb Heobxoammoe 3HadyeHue. s
yCKOpeHMa npouecca BbibOpa MOMKHO BOCMO/Nb30BaTbCA nonem noucka (PucyHok 19).
Nanee BbibpaTb ¢GoOpmaT BPEMEHM, KOCHYBLWIMCbL Mepekatoyatens «Vcnonb3oBaTb
24-yacoBol popmaT» (cm. PucyHoK 17) ans oTobparkeHns BpeMeHN B COOTBETCTBYIOLLEM
dopmaTe. ECam AaHHbIM NYHKT He aKTUBUPOBAH, Bpema byaeT oTobparkaTbesa B 12-4acoBom
dopmaTe C yToYHeHneM 40 NoayaHAa «AM» nan nocne nonyaHs « PMy»;

— ONA  YCTAHOBKM  [AaTbl: KOCHyTbcA nons «Jata» (cm. PucyHok 17), Ha
OTKPbIBLUEMCA CTPaHMLLE KOCHYTbCS TeKyllel AaTbl M Bbl6paTb M3 CAMCKA TEKYLWIMN rog,
mecaL 1 ymcno (PucyHok 20). lanee KOCHYTbCA KHOMKK «[oATBEPANTb» ANA COXPaHEHUS
natbl AMbo KHoMKM «OTMEHUTb» ANA OTMEHbI onepaumu. B caydyae noATBep:KAEHMSA
BblOpaHHaA AaTa 0TOOPaA3nTCA Ha CTPaHMLLE HACTPOMKM AaTbl M BPEMEHM, B C/Iy4ae OTMEHbI
[aTa OCTAaHeTCA NpexHewn;



| Yacosoi nosc

GMT -1100

Amapuxanckoe Camoa
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Brewrme manwe octposa CLUA
GMT <1100 Muaya@d

Huys
GMT 1100 Anodn
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GMT <10:00 Asapya
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PucyHok 19

OTMeHNTL

15:44

Noarsepanre

PucyHok 21
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| OTmeHnTS MogrsepamTs

8 wonga 2025

30 1 2 3 4 5 6

21 22 23 24 25 26 27

28 29 30 AN 1 2 3
) 5 6 7 8 a 10
PucyHok 20
— ANA  YCTAaHOBKM BPEMEHW: KOCHYTbCA MNOA

«Bpema» (cm. PucyHok 17), B pe3synbTaTe oToHpasmnTca
umdpepbnat, mMeTka BO BHYTPEHHEM Kpyre KOTOpOro
UrpaeT pPoO/ib YacoOBOM CTPEKW, BO BHellHEeM —
MWHYTHOM (PucyHok 21). [1ns yCTaHOBKM HEOBXOAMMOTo
3HaYeHMA cneayeT NooYepeaHO KOCHYTbCA KaXKaoW M3
METOK 3Ha4yKa 1, nepeasuraa ee No UaM NPOTMUB YaCOBOW
CTPeNKKW, YCTaHOBUTb B MO3ULMKU, COOTBETCTBYIOLLEN
TEKYLLEMY BpEMEHMU;

— KOCHYTbCA  KHOMKM  «[loaTBepauTb»  ANA
COXpPaHEeHMA YCTAaHOBAEHHOrO BPeMeHU AMbOo KHOMKM
«OTMEeHUTb»  ANA  OTMEeHbl onepauun. B caydae
noaTBep:KaeHua BblbpaHHOe BpemA 0TobpasuTcAa Ha
CTPaHMLE HAaCTPOMKN AaTbl M BPEMEHU, B C/Iy4ae OTMEHDI
BPEMS OCTAaHETCA NPEXHMM.
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1.4. Hactpoika MY

AamuHuctpatopy MY AOCTYMHbI Chefyrowmne BO3MOKHOCTH:
— umcnonb3oBaHue SIM-kapT (n. 1.4.1);

— Bblbop perxknma USB-noakntoderHns (n. 1.4.2);

— HaCTpOliKa BepxHero meHto (M. 1.4.3);

— HacTporka MM (n. 1.4.4);

— MOJIb30BaTe/IbCKOe XpaHuamLle katoden (n. 1.4.5);

— areHT nonb3osaTena (n. 1.4.6).

1.4.1. icnonb3oBaHue SIM-KkapT
1.4.1.1. NpmBA3ka 1 oTBA3Ka SIM-KapT

BHUMAHMUE! AKkTmnBauma n aeaktnsauma GyHKUmm «lMpneaska SIM-kapT» AOCTynNHa
TO/IbKO nocne nepesarpyskn MY.

B uenax peanusaumm  KOHTPOAA  AoCTyna MU

nosbilleHna besonacHoctv B OC ABpopa npeaycMoTpeHa

B B noi ot BO3MOXHOCTb ~ Ha3Ha4uTb JoBepeHHble  SIM-KapTbl,
emm s aTeS BbINO/IHMB CAeaytolme AenCTBUA:

MOOIWRHOA CHIIM 1 YOTPORCTOE NPW

e worpremmol S — OTKPbITb MEHI0 CMCTEMHbIX HACTPOEK KacaHWem

I Mpuenzka SIM-kapT K YCTpoACTRY

3Ha4Ka @ Ha DKpaHe NpuaoKeHn (cm. PucyHok 1);
— KOCHYTbCA NMyHKTa MmeHto «[lpmBaska SIM-KapT K

ycTponctey» = B nogpasaene «besonacHocTb»;

— Ha OTKpPbIBLIEMCA CTpaHWLE aKTMBMPOBATb
nepekntyatenb  «Brkaounmtb  npmBAsKy  SIM-KkapT»
(PrcyHoK 22) 1 noaTBepauTb AENCTBME BBOAOM TEKYLLETO
napona (cm. PucyHok 4).

NPUMEYHAHNA:
v' [1na BbINOJHEHUA NPUBA3SKM U OTBA3KKU SIM-
KapTbl HeobxoaMmo, 4TOObI [aHHaA

SIM-kapTa ©Oblna BcTaBneHa B MY, a nepeknto4yaTesb
«BKAtOUNTL NpUBA3KY SIM-KapT» akTUBMPOBAH;

v' Tpyn  aKkTMBauuMM nepekatoyatens «BrNOYNUTD
npuBA3Ky SIM-KapT» 0TOOpPasnTCa 3HAYOK ONOKMPOBKM

PucyHOK 22

MODOUIBHOM CBA3M @ B CTPOKE COCTOAHMSA BEPXHEM YacTK
9KpaHa MY w©n  cooTBeTCTBYKOLlIEe  yBeAOM/IeHMe
(PycyHOK 23).
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Bxmouuts npueraxy SIM-kapr
Bttt ine ! FeIm0n i 1ine [iniesoit 0D
T
voSunisait cetan ma yorpolicTee npw
AN He DN BEIaON SIM - xao e

Yerawoanameie SIM-capTu

Mpuaszath

PaspawnTe SIM-KaaTY NO Macke

ICCID SIM-xapTa

Cnwcox paspewdmkinx SIM-kapr

| 1 Mobwnesian canas 3a0N0XNPOBEHE

(O]

PucyHok 23

| Mpuen3xa SIM-xapT K yCTPORCTBY

BrniounTe npuesaxy SIM-kapT
B ! Bmorasene 5 h OGN
33EN0KHPYTT HCNONEIDBIMMG
MOSHMTEHDH CRESH ME YTTRORCTDE NEW
NAMMM ENDHRAIAIOA SIM xapTu

Yerasonnseie SIM-xapTs

Oves3ars

Paspecsnrs SIM-£3pTy NO macke

89701206269065692642

Paspownrs

Cnucok paspewdxssix SIM-xapT

@

PucyHok 24
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— Ha OTKpbIBLIENMCA
«YCTaHOB/IEHHbIE

CTpaHuue B noApasnene
SIM-KapTbl»  KOCHYTbCA  KHOMKM
«lMpunBa3aTb» cnpaBa oOT Heobxoamumon SIM-KapTbl
(PucyHOK 23) ana npmsaskn  SIM-kapTbl kK MY, B
pe3ynbTaTe SIM-kapTa byaeT npusasaHa K MY;

— B noapasaene «Paspewunts SIM-KapTy No macke»
BBecTu ICCID Tpebyemoit SIM-KapTbl M KOCHYTbCA KHOMKM
«PaspewnTb», oA paspeweHna Mcnosb3osaHua SIM-
KapT, He BCTaBNIEHHbIX B AaHHOe MY 1 He NpUBA3aHHbIX K
Hemy (PucyHok 24).

NMPUMEYAHUE. ICCID  npeactasnaer  cobol
YHUKaNbHbIM cepuintHbii Homep SIM-KapTbl 1 coaepKunt 20
CMMBOJIOB. EC/iM  KO/M4eCcTBO BBOAMMbBIX CMMBOJIOB
oTamyaetca ot 20, TO Ha 3KpaHe MY oTobpasutca
COOTBeTCTBYlOLLEE yBegoMAeHME (PUCYHOK 25).

Mpuenska SIM-kapT K ycTpoAcTay

Brmounte npueraky SIM-xapT
Brimmamine! Boncasime naveait ongan
306NCKHDYET MONONDICEIAD
MOGIWRRHOA CHIIM 1 YOTPORCTOE NPk
AN MONEMRRIANNCHA SIM - KapTw

Yerancenamssie SIM-kapTs

MNpuesaats

Paspawmrs SIM-kapTY NO MaCKe

000

1ICCID S -nagrtw
Hexoppesrih npog 1ICCID gonses cogepxnte e
Ganoe 20 CHMBONDN ~ TONEKD UMD W CHMDBONL ™~

Cnucok paspewssneix SIM-xapr @

PncyHOK 25

[ns Toro, 4ytobbl 0TBA3aTb OT MY paHee npuBA3aHHYyD K Hemy SIM-KapTy,
HeobxoAMMO BbIMONHUTL Caeaytolwme AeNCTBUS:
— B noapaszenie «YcraHoBJsieHHble SIM-KapTbl» KOCHYTbCA KHOMKWM «OTBA3aTbH»
cnpasa oT Heobxoammon SIM-KkapTbl (cM. PUcyHok 24);
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— Ha OTKPbIBLIENCA CTPAHMULE KOCHYTbCA KHOMKKN «OTBA3aTb» A1 NOATBEPKAEHMA
onepauum 1Mbo KHONKM « OTMEHUTBL» ANA OTMeHbI (PUCYHOK 26);

— B pe3ynbrate 0TBA3KM SIM-KapTbl oT MY 0T0OpasnTca COOTBETCTBYylOLLEe
yBegomneHune (PucyHok 27).

| OTmennTs Qransate | | lMpussaixa SIM-xap

Haxuas SIM-xapra Gyaer MoBwnnHan cer3s 32610KMPORS
Yoramonnorime SHM-kepTss e
MPHERIaMLE K SAIIDMY YCTPORCTRY M
YCTPOWMCTBA #e MoryT Saimn MCNeAS30saMN.

OTaR3aHa OT 37010

Mepoittv 8 MaCTROWKM

Yevarounermme SIM-capTie

PRapeumty SIM-£30TY N0 MaCks

1ICCID SIM-xapTea

Paspewnt

Crncok paspewénHex SIM-xapr @

PucyHoK 26 PucyHok 27

1.4.1.2. [lpocmoTp 1 yaaneHue paspelleHHbix SIM-kapT

Ona npocmoTpa ChNMUcKa paspeleHHblx SIM-kapT
HEeobXoAMMO KOCHYTbCA nons «CrnMCOK pa3pelleHHbIX
89701206219003881203 SIM-KapT» (cm. PucyHok 25), B pe3ynbTaTe oTobHpasmnTCs
i CTpaHWua CO CnNUCKOM U KosndecTsom  SIM-Kapr,
MCNOb30BaHMe KOTOPbIX paspeLleHo Ha MY
(PncyHoK 28).

Ona yoaneHna SIM-KapTbl U3 CMMCKA paspelleHHbIX
HeobXoAMMO BbIMONHUTL Caeaytolye AeNCTBUA:

— KoCHYTbcA 1 yaepumBaTtb ICCID Tpebyemont SIM-
KapTbl;

— B KOHTEKCTHOM  MEHIO  KOCHYTbCA  MYHKTA
«Ypanutb» (PUcyHoK 29);

— Ha OTKPbIBLIENCA CTPaHULLE KOCHYTbCA KHOMKM
«YnanuTb» ANA NOATBEPKAEHMA onepaumm NMHBO KHOMKK
«OTMeHUTbL» ANA oTMeHbl (PucyHok 30).

| Cnucox paapetwénHeix SIM-kapt 2

PucyHok 28



NUCONK paspelsiunx SIM-kapr

89701206219003881203

Yaanute

PucyHok 29

20
AIAMI.10034-02 91 01

| OTMEHUTD Yaanure |

Hannan SIM-xaprta 6yner

3HE M3 CnNucka
BLUEHHDBIX AR 3TOIO

VCTPOWCTBRA

PucyHok 30

1.4.1.3. Hactpomka PIN-koga ana SIM-kapTbl

| PIN-xoR

SIM1 | ROSTELECOM
3anpawwears PIN-xog

Wameniurs PIN-xon

SIM2 | HenaseoTHmi

IM-=a0Te 8

PucyHok 31

3awuTa  ycraHoBAeHHOM Ha MY  SIM-KapTbl
obecneumsaeTca ¢ nomoubto PIN-Koaa, KOTOPbIA MOXKHO
aKTMBMPOBATb/AEaKTUBMPOBATb OTAE/IbHO A5 KasK 40N 13
SIM-KapT.

NMPUMEYAHUE. B 3aBUCMMOCTU OT KOHCTPYKTUBHbIX
ocobeHHocTen MY gonyckaeTcsa ycTaHoBKa A0 ABYX SIM-
KapT.

Ona HacTponkn PIN-Koga HEobXOoAMMO BbIMOAHUTD
cneaytouwme gencrema (PucyHok 31):

— OTKPbITb MEHIO CUCTEMHbIX HAaCTPOEK KaCaHuem

3Ha4Ka @ Ha DKpaHe NpunoxKeHni (cm. PucyHok 1);
™

— KOCHYTbCA NyHKTa MeHt «PIN-kog» *** B
noapasaene «be3onacHoOCTbY;
— KOCHYTbCA nepekatovaTens «3anpawmnBaTb

PIN-koa» Tex SIM-KapT, KOTopble HEOOXOAMMO 3aLUTUTD
BBOAOM PIN-KoZa MO0 CHATL 3aLLUTY.



21
AOMT.10034-02 91 01

Mocne aktmBaumm PIN-KoZa oH OyaeT 3anpallmBaTbCa NPM Kaxaom BKAOYeHUU MY
(PucyHok 32). B cnyyae TpexkpaTHoro BBoga HeBepHoro PIN-koga SIM-kapta byaer
3abnoKkMpoBaHa M Ana ee pa3bnokMpoBku noTpedyetca PUK-koa, Ana BBOAA KOTOPOro
npepoctasnsetcs 10 nonbiTok (PucyHokK 33).

NPUMEYAHMUE. PUK-Koa npenoctaBaseTca onepaTopom COTOBOM CBA3M.

Mocne BBOAa BepHoro PUK-Koaa oTobpasunTcs cTpaHmua ans nameHenuna PIN-koaa
(cm. PucyHok 31), Ha KoTopoi Heo6Xo0AMMO BbIMONHUTL CAeaytoLLMe AeNCTBUA:

— KOCHYTbCA KHOMKM «3meHnTb PIN-KoA»;

— BHECTW COOTBETCTBYIOLLME M3MEHEHMA B pa3aene SIM-KapTbl, KOTopyto TpebyeTca
3aWmTnTL BBOAOM PIN-KOAa.

Baegure PIN-xog
SIM1 | ROSTELECOM

1 2 3
4 5 6
7 8 9
X 0
PucyHok 32 PucyHok 33

1.4.2. Bbibop pexnma USB-noaxkntoyeHmns

Ons Bblbopa pexxnma USB-nogkatoveHmna HeobxoAMmOo BbIMOAHUTL caeaytouimne
nNencTens:

— OTKPbITb MEHK CUCTEMHbIX HACTPOEK KaCaHMeM 3HauKa ) 1a JKpaHe
npUNoXeHun (cm. PucyHok 1);
— KOCHYTbCA NYyHKTa MeHto «USB» 'l" B noAapassaene «YrnpasaeHue CoeAnHeHNAMM»;

— Ha OTKPbIBLUENCA CTPaHMLE KOCHYTbCsA nond «Pexmm USB no ymondaHuio» w
BbI6paTb HEOHXOAMMOE 3HaYEeHME M3 pacKpbliBatoLLLerocsa cnmcka (PucyHok 34).
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NMPUMEYAHWA:

v’ B ciiyuae Bbibopa nyHKTa «Bcerga cnpalimsaTb» Npu noaxatodeHun MY Kk 3BM ¢
nomotbto USB-kabena Ha MY oTobpasnTca okHO ¢ BbiIbopom pexunma USB-noakntoueHma
(PncyHok 35);

v 3HayeHne «PeskMm paspaboTumka» OTOBparkaeTca TONbKO MNPU  aKTUBaL UK
COOTBETCTBYIOLMX NepekatodaTenei B nyHKTe MmeHto «CpeacTBa pa3paboTumKa» CUCTEMHbIX
HacTpoeK (noapasaen 3.1).

USB-xabens nogxkmoNes

TepEKMONMTLCR Ha OMH W3 CREaYIOLIMX
PEXAMOn

Paxnm USB no ymonyammio
Beerpa cnpawwsath - 5
8 @ 4%
Beerna cnpawmnesats Pexim Mporexon Toneso
paapaboruma nepana-m WPRAXE
Paxum paspaboTKa e

(MTP)

MNporoken nepenavm MynsTumenys (MTP)

Tomsko sapaaxa

M@0

PucyHok 34 PucyHok 35

1.4.3. HacTpoliKka BEpXHEro MeHo

MPUMEYAHMUE. MoapobHoe onmcaHMe HACTPOMKM BEPXHErO0 MEHK MPUBEAEHO B
NOKyMeHTe «PyKoBoACTBO nosib3oBaTena» AAMI.10034-02 90 01.

[na nobaBneHuns B BepxHee MeHto GYHKUMM, AOCTYMHbIX TO/IbKO aAMUHUCTPATOPY,
HeobxoAMMO BbINONHWUTL CAeayrolme AeNCTBUA:

— OTKPbITb MEHIO0 CUCTEMHbIX HACTPOEK KacaHMem 3Ha4yka @ Ha JKpaHe
NPUNOXKEHUM (cm. PucyHok 1);

— KOCHYTbCA MYyHKTa MeHto «BepxHee meHto» B B noapasgene «BHewWHW sma 1
OYHKLUMMY;

— BblbpaTb HeobxoanMble YHKLMM KacaHuem nepekntovatenen (PucyHok 36), B
pe3ynbTaTe AaHHble GYHKLUMKM 0TOBPa3ATCA B BEpXHEM MeHo (PucyHok 37).
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I Fpnsicn 11113 Varm
-
OTkpaITs KaneKynaTop .
3anycTuTs CexyHaoMep é 2 WIONA, BTOPHUK
Yeranomumr: "
o s
o v G S
Ycranoenth Gyamnbuux @ WLAN Bustown
ARRMCETE Sine0 DQ SV eRpTE A0 Sdoesa Mo Liwiwo
<N\ -
S,
Co3naT 3aMeTKy B = ¢ = "
Asvipesen  He Secromsrs Opmevtalen  Tows goctyne
OTKPSITE ANKTOHON |I||l o 8 @
Cuorama P e Prxwbiona Momanc
m
SpencTy
BEAONACHOCTY
% VICTONHMKA NPUNOXKEHWUA 6‘? @ 2
Haarpodien Voo
PucyHok 36 PucyHoK 37

1.4.4. Hactponkun M1

NMPUMEYAHUE. AoMmnHUCTpaTop MMeeT AOCTYN K AOMNOJAHMTEbHbIM HACTPOMKamM
M1, onMCaHHbIM KaK B HACTOAWEM [AOKYMEHTe, Tak M B AOKymeHTe «PyKOBOACTBO
nonb3osatena» AAMI.10034-02 90 01.

Ona  pononHUTeNnbHoM HacTpokm MIT HeobxoaMMO BbIMOAHUTL Caedytolime
NencTBus:

— OTKPbITb MEHK CUCTEMHbIX HACTPOEK KacaHWem 3Hauka @ Ha DKpaHe
NPUNOXKEHUIM (cM. PucyHOK 1);

— NepenTn BO BKAAAKY «TpUNOKEHUA»;

— KOCHYTbCA 3Ha4Ka, cooTBeTcTBYytoLLero Ml n 3aaatb Tpebyemble HAaCTPOMKM.

[na  [ononHWUTeNbHOM HacTpolkm MM «TenepoH» HeobxoAMMO  BbIMOAHUTD
cneayrouime AencTsBns:

— KOCHYTbCA nons «COPOCUTb CYETUYMKM BbIZOBOBY ANA COpOCa CYETYMKA BbI30OBA
(PucyHok 38);

— aKTMBMPOBATb NepekatoYaTeNb «3anmMcb PasroBopa» Aas 3anucu pasrosopa BO
BPEMS aKTUBHOTO Bbi30Ba (PncyHoK 39);

— KOCHYTbCA MNOANS «3anMcaHHble BbI3OBbI» 418 MNPOCMOTpa WMHbOpmaLuM o
3anMCcaHHbIX BbI30BaAX.

[lna BbINONHEHWA AENCTBMIA Haj, 3aNMCaHHbIMK BbI30BaMM CAeAyeT KOCHYTbCA NoAA
C KOJINYECTBOM 3aMMCaHHbIX BbI3OBOB M Ha OTKPbIBLUENCA CTPAHMULE B KOHTEKCTHOM MEH!O
BbI30Ba KOCHYTbCA MyHKTa C HeobxoanuMbIM aenctenem (PucyHok 40).
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MPUMEYAHUE. 3anucaHHble BbI30Bbl MOXHO TaKXe nocMmoTpeTb B MII
«ANKTODOH»;

I TenedoH | (® C6pocuts CHETHNKM B8I20B08

Coofiuenmn GucTPOro oreers

CuETYMEM THR0008

Wexommume amaosu: 0:00:00 cmh.s:n s s noCNe "

Bxoasuwme ssisosn: 0:00:00 Bric YR8 PO
Bee swaoss: 0:00:00

é HamenuTs BoicTphie OTEeTE
O CEpoCcHTL CHETYMKM BLIZ0B0S
Weropun ssiscsoe

Coolulanns SuCTROrD aTeaTa

BricTpeii Bpaon

[Lra copapliovia sacea noTpelyercs
CoanaiTe 50 5 coobuiewni AR BUCTROND OTRATE, NOCMY TRCE WROSXOAMMOID KOMTAKTA ¥
KOTODWS Bt CMOMETE OTNRMAITS NCCAS NETORMM BROOSON

BRUURCHEHNE SHYES MW BXOARILEM 83008,

Z MamenmnTs BHCTPSIE OTBETH

Januce pasrosops

3anucs pasrosopa
1 » =
Hcropus sisonon BOIMOKNCCTE BIUONMTE JANNCH PANOECOS
PO GDEMA QETHRHOID Bu00d
BoiCTpbi Bbi300
s '_CRC(I..)A““H Ru208s noTpelyercs MKCMHNG BLI30aN
NOCHYTHRCA MOOEXOILAMOTD KOMTIKTA § 2 Bhizone
WETOPMM Sy 0RO
3anmcs pasrasopa J35N0KMPORIMMBI0 BI0BN

¢ 3anuce pasrosopa

HOANONMOCTS BXAONHTE JANWOS DANDRODA MHOKMWBBHNME KOHTaxKTHl
PucyHok 38 PucyHok 39
— KOCHyTbcA nonda SIM1 | [MobunbHbIM onepaTop]
T . nmbo SIM2 [MobunbHbIN onepaTop] ana
S90 | nONONHUTENbHOM HAaCTPOMKM BbI30BOB Yepe3 SIM-KapTy:
Mossarmrs ® KOCHYyTbcs nons «OxuaaHue Bbi3oBa» A4
OTKPHITH KaPTOUKY KOKTaKTa OMOBELLEHNA BO BPEMS Bbl30Ba, O APYrom BXOAALEM
O BbI30BE;
[ J
- KOCHYTbCcA nona «[llepeaapecauma Bbi30BOBY»

ONA  YCTAHOBKM C/ly4aeB M HOMepa nepeajgpecaumu
(PucyHok 41);

® KOCHYTbCA NOAs «3anpeT BbI30OBOB»  A/1A
YCTAaHOBKM 3amnpeTa Ha onpeaesieHHble BWAbl BblI30OBOB
(PcyHoK 42).

NMPUMEYAHUE. Tpwm ycTaHOBKe 3anpeTa Ha
onpeaeneHHble  BblI30Bbl MY  3anpocuT  naposib
B/lae/bla yCTPONCTBA A/1A NOATBEPKAEHMA AENCTBUA;

® YCTQHOBMTb  HOMEpP  TFON0COBOM  MOYThI,
KacaHuem nona «Homep ronocoBom NoOYTbI»;
PucyHok 40 ® KOCHYTbCA Mona «Homep ronocoBOM MOYTHI»
ONA YKa3aHMA HOMepa ro10COBOM MOYTbI.




| Mepeanpecaums 8biI30808

% Bce ronocoswie Bbi3aossl

% Ecnwu3ansto

% EcnuHeT oTBETE

* EcnwueHe ceti

PucyHok 41

(3) SIM1| ROSTELECOM

SmMs

478043490008
Anpec SMS-uaHTpa

+  Orvers o gocraske

JaNpauiveaTs THET 0 gocTime SMS

OTobpaxars CHETYMK CHMBONOR
O1o0paaTk KONHYICTRE COOGuumiti, me
ROTODME Oyt PAslint waBoarsmi THECT, ¥
ADTSASCTID CMMPONDN B NCCHEGHEW
cooBurerem

MMS

Maxcumansksiin pasmep coobuienus
Cpennui

Pasuep Cooutming MowaT SaiTe Orpasvvem
ONEPRATOROM OTTIDGM MTRITR WA NOUTYSETRNR

3anpawwuears oTveTH Her
Bl MoeTE 32NDAUMBATS OTHETS © SOCTRENE M
nponTene MMS

* Yeenomnsare © NpoYTeMmm
Ornpann Tes SyNeT YRRICMIEM O TOM, 10

I Coobuwierun G

PucyHok 43
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| 3anper seiaosos

*  Bce ucxopsiyme Bnisosbl

*  Wcxopswme MexayHapoaHsie
BH30BbLI

% Micxopsume MexayHapoaHsie
BH30BbI KPOME DOAHON CTPAHbI

*  Bce exopsuime Bbjaoss

¥  Bxopswme Bsi308bi B POYMUHIE
B

Mapons ANR 3aNPeTs BLi30B0B

& Wsmernts napons

PucyHok 42

Ons pononHuTensHon HacTtpokm MI «CoobuleHna»
Heobxo4MMOo BbIMO/IHNTb cneaytoume  AeUCTBMA
(PucyHok 43):

— B noapasaene «SMS» npocmoTpeTb agpec SMS-
LeHTpa;

— aKTMBMpPOBATb  nepekmoyatenb  «OT4yeTbl O
[0CTaBKe» A/1A 3aMnpoca oT4yeTa 0 A0CTaBke SMS.

NMPUMEYAHUE. [na akTMBauuMm nepekatoyatena
[,0CTAaTOYHO KOCHYTbCA MO, B KOTOPOM OH PACMOJIOKEH:
nepeKkatyaTeNb HaYHET CBETUTLCA ApPYE, YEM B COCTOSHUM
N0 YMONYAHWUIO (HEAKTUBHOM).



| 06 yerpoiicTse

Aspopa 5.1
(povaacmnTens

Fplus

Hassarass npaiyeTy

RE70E

ME
353358860686174
353358860686182

Capwinsdt wowep

RDOORS70EPFO035309

C6ooca

5.1.5.105 (Merponasnoscxk-
Kamyarexmi)

Lonanumrines=e B0IMONMOCTH

Aurora-TEE 1.1.9-1.1.16.omp,

docviewer 0,2.2-1116.0mp

ALANTMMA ‘ )

Extra content 0.8.0-1.1.30.omp,

PucyHok 44
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Y agMmuHuctpatopa MY ecTb BO3MOXHOCTb 3anyCTUTb
ytunnty CSD Tool, ans atoro:
— OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KaCaHMem

3HA4YKa @ Ha JKpaHe NPUNOKEHUN;

— KOCHyTbCA nNyHKTa «06 ycTponcTee» @ &
noapasaene «MHbopmaumsa»;

— KOCHYTbcA nona «Cbopka» 5 pa3 (PucyHok 44), B
pe3ynbTaTe 3anyctmtca ytuamta CSD Tool.

NMPUMEYAHUE. OnuncaHme pabotbl ¢ ytnuamtom CSD
Tool npuBeaeHO B COOTBETCTBYHLWMX AOKYMEHTAX
npeanpuATUA-pa3paboTyMKa, KOTOpble MNpedHa3HayeHbl
ana MCNO/b30BaHMA npon3BOANTENAMM MY  u
aBTOPM30BaAHHbIMM CepBUCHbIMMU LeHTpaMm
npousBoauTeNs.

1.4.5. NMonb3oBaTeNbCKOE XPAHUAMULLE KAtOYEN

[Monb30BaTENLCKOE XPAHUANLLE KAOYEN NpeaHa3HaYeHo AN XPaHEeHMA KAloYen n
cepTMdMKaATOB, NPU 3TOM OrpaHUYeHne AOCTyNa K XpaHMANLLY obecnevynBaeTcs WTaTHbIMM
cpeacteamn OC Aspopa (pasaen 4).

NMPUMEYAHUE. MNMonb30BaTeENBCKOE XPAHUAULLE KAKOYEN CO34QeTCA ANA KaxKaown
YYETHOM 3anncK posiei M HaXoAMUTCA B Nanke SHOME/ . softhsm.

Co3aaHMe NoNb30BaTENbCKOrO XPaHUANLLA KAKOYEN OCYLLECTBNAETCA B CAey oL mMX

Cayyanx:

— nepBoe BKAOYeHMe MY B pexnme agMUHUCTPATOPA;
— COo34aHue y4yeTHOM 3anmMcK nonb3osaTena (N 1.2.1) ¢ nomoublo cepBMCa user-
managerd, TMNPW 3TOM CKPUNT 1initialize-user-keystore.sh XPaHUTCA B Manke

create.d

1.4.6. AreHT nonb30BaTensn

AreHT nosb3oBaTenA

(User Agent) — wuaeHTuduKaTop 6Opaysepa, KOTOPbIN

nepenaeTcs B 3aro/soBKke http-zanpoca K cepBepy, OTBET cepBepa MOXET 3aBMCETb OT
[AHHOro NAeHTUdMKATOPa, U MOXKET ObITb 3aJaH:

1) Mo ymonuyaHuio B MHTEpderice, onnucaHne KOTOPOro NpmMBEAEHO B AOKYMEHTE
«PykoBoacTteo nonb3osatena» AAMI.10034-02 90 01;

2) C nomolbto panna ua-update. json, KOTOPbIN:

— MmMmeeT T1onA

hostname W useragent u NYyTb /home/defaultuser

/.local/share/org.sailfishos/browser/.mozilla/ua-update.json;
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— onpeaenaeT areHT N0/ab30BaTeNA ANA OTAE/IbHbIX CalTOB.

MPUMEYAHWE. Mpu nameHeHnn daina ua-update.json BPYYHYO HEOBXOAMMO
nepesanyctute MI1 «bpay3sep».

O6HOBNEHME MOXKET NPOMCXOANTb CAEeAYOLLMMIN CNoCcobamu:

— C MOMOLLBbIO 3HA4YeHMA MO YMOMYAHWIO, Korga oTcyTcTByeT dann ua-
update.json. leHepaums darna ocylecTBnAeTca M3 /usr/share/sailfish-

browser/data/ua-update.json.in;

— C nomolbto Beb-caiTa, Koraa ¢arn ua-update.json OBHOBAAETCA Yepes CeTb
MHTepHeT. [lonyyeHne daina  ocylwecTBaseTca  nocpeactsom  http-zanpoca B
M1 «bpay3ep» Ha onpeaeneHHbI agpec B ceTh MHTepHeT.

NMPUMEYAHUE. Mpn nepsom 3anycke MI «bpay3ep» 3anpoc K cet NHTepHeT He
ocyliecTBasfeTca, a daln ua-update.json FEHEPUPYETCA MO YMOAYAHMIO.

1.5. HacTpoWKa ceTeBbiXx BO3MOMKHOCTEN

1.5.1. HacTponKa npuHTEpa

BHUMAHMUE! MoapobHaa nHdopmauma o nedyatn ¢panios NnpmBeaeHa B JOKYMEHTE
«PykoBoacteso nonb3osatens» AAMI.10034-02 90 01.

B OCABpopa npeaycMoOTpeHa  BO3MOXKHOCTb
nobaBneHna  npuHTEepa, AnA  3Toro  HeobxoAumo
BbINMONHUTb CleaytoLine AeNCTBUA:

— OTKPbITb MEHK CUCTEMHbIX HAaCTPOEK KacaHMem

| Npunreps: +

3Ha4yKa @ Ha JKpaHe NPUNOKEHNN;

— KOCHYTBCA MyHKTa MmeHio «[puHTepbl» '@

nogpasgene «YnpasaeHme cCoOegMHEHNAMMY;

— MOAKMYUTL  nNpuHTEp K MY ogHum  u3
cneayroumx cnocobos:
HobasuTs npwHTep e C nomoubto USB-kabens 4yepes nepexoaHUK
USB-OTG.

NMPUMEYAHUE. C nomouwpbto USB-Kabens MOXHO
NOAKNOYUTb TONbKO NpuHTEP Woosim L450 (MIG KB4);

e o cetn WLAN (pabota no ctaHaapty Mopria);

— Ha OTKpbIBWENCA OAHOMMEHHOW  CTpaHuLe

KOCHYTbCA KHOMKM «/l06aBUTb NpMHTEP» MO0 B NpaBoOm

PucyHOK 45 BEPXHEM YI/ly KOCHYTbCA 3HA4Ka + (PucyHok 45), B
pe3ynbTaTe byaeT BbIMONHEH MNOUCK YCTPOWCTB;



s
| RoGasurs npunTep @
Hatgmimse yorpoborss

HP Color Laser 160

PucyHok 46

| OrmonmuTs AoBannrs

Hobasute npuHTep
P Color Laser 160

M npvirens

PucyHok 47
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— Ha OTKpbIBLLENCA CTpaHuLe BbiIOpaTb YCTPOMCTBO,
KoTopoe Heobxoanmo A06asuTb (PrcyHoK 46);

— B MPaBOM BEPXHEM YI/ly KOCHYTbCA 3HAYKa i
ons  obHoBneHuA  MHPoOpMALMM O  HAWAEHHbIX
YCTPOWCTBAX;

— BBECTM MMA NPUHTEpPa B NOJe BBOAA M KOCHYTbCA
KHOMKM «Jo6aBuTb» (PUCyHOK 47), B pe3ynbTate NpuUHTEP
0oTOobpasmnTCca Ha cTpaHmue «MpuHTepbl» (PrUcyHOK 48).

MNpunreps ®

Mowu rpmsireps

HP Color Laser 160

PucyHok 48
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PucyHok 49
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[na nepeMMeHOBaHMA MNpUHTEpa Heobxoaumo
BbIMO/IHUTb CAeaylowme AeNCTBUA:
— Ha CTpaHuue «MpUHTEpPbI» BbI6paThb

HEeobXoANMMbIN NPUHTEP, KOCHYBLLMCH Ero;
— Ha OTKPbIBLLENCA CTPaHMLIE BBECTU HOBOE WMSA
npuHTepa (PucyHok 49);

— KOCHYTbCA 3HaukKa ANA  NOATBEPKAEHUSA
NEeNCTBMA, B pe3ynbtate NpuHTEp ByaeT neperMmeHOoBaH.

[ns ynaneHua npuHTEpa M3 CNMCKa Heobxoaumo
BbIMO/HUTbL CeayoLlne AeNCTBUS:

— Ha cTpaHuue  «[lpuMHTEpPbI»  KOCHYTbCA U
yaepKMBaTb Ha3BaHMeE NPUHTEPA, KOTOPbLIN HEODXOAMMO
YAANNTb;

— B KOHTEKCTHOM  MEHI0 KOCHYTbCS  MYHKTa

«Ypannte» (PucyHok 50) nnmbo OTKpbITb MPUHTEP U B
NPaBOM  BEPXHEM  Yry  KOCHyTbca  3Hauka [
(PucyHoK 49);

— Ha OTKPbIBLLENCA CTPAHULE KOCHYTbCA KHOMKM «YAannTb» ANA NOoATBEPKAEHNS
onepaunmn 1Mbo KHOMKM « OTMEHUTLY ANA OTMEHbl onepauum (PrucyHok 51).

| Npunrepm

Mo rpwrreps

HP Color Laser 150

Yoanure

PucyHok 50

| OrMonuTh Yaanwrs

Yaanurs npuuTep?

PucyHoK 51
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1.5.2. cnonb3oBaHue VPN-coegmHeHMA

VPN — 3alulieHHaa ceTb, NpeaoCcTaBAloWas BO3MOMHOCTb YCTaHAaBAMBATb
3aWwmndpoBaHHOEe CcoeAnMHEHMNE C yAaNneHHbIMK cepBepammn Beb-calnToB B ceTn NHTepHeT.
Mpn NOAKNIOYEHUN K yAaNEeHHOMY CepBepy NoAb30oBaTeNb nosyyaeT IP-aapec B pernoxe,
rAe pacnosiaraeTca AaHHbIN cepBep.

B oTnnume oT npokcu-cepsepa, VPN BHayane BbINONHAET MOAKNOYEHUE K CETH,
KoTopana 3aTem obecneynBaeT coeMHEHME C TPEDYEMbIM CEPBEPOM HAMPAMYIO, MPU STOM
WNdpoBaHME [AaHHbIX MO3BOAAET 3alUMTUTb MAPOAM U WHYKD KOHOMAEHUMANbHYHO
MHGOPMaLMIO OT yrpo3 He30nacHOCTM.

BHUMAHUE! Ona otobpaxkeHus noaaeprKnBaembix

| RoGasurs VPN E
VPN-nnarnHos B nyHKTe meHo «VPN» noapasaena

«YnpassieHue COeaMHEHNAMM» HeobxoaMmMo
AOMOJIHNTE/IbHO YCTaHOBUTL CTOPOHHMe VPN-peleHuna, He
ABnAaroLLmeca sctpoeHHbIMM B OC ABpopa.

B cayyae oTcytctBMA  nogdepxkmBaembix  VPN-
NNarMHOB Ha 3KpaHe MY oTobpasmnTcA CooTBETCTBYOLLEE
et ysegomieHune (PucyHok 52).

PucyHok 52

1.5.3. 3apanne URL-aapeca

MPUMEYAHUA:

v MoppobHoe onucaHne HacTpolkn cetn WLAN npuseseHo B AOKYMeHTe
«PykoBoacTeo nonb3osatensa» AAMI.10034-02 90 01;

v 3apganne URL-agpeca O1d cepsepa MpoBepku cetn MHTepHeT, a Takke NTP-
cepBepa, byaeT NPMMEHEHO KO BCEM YYETHbIM 3aNUCAM, CO34aHHbIM Ha MY.

Ona 3agaHma URL-agpeca anAa cepBepa NPOBEPKU HeobXxoAMMO BbIMOAHUTD
cneayolme AencTBmA:

— OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KacaHMem 3HauykKa & na JKpaHe
npunoxeHnn (cm. PUcyHok 1);

— KOCHyTbCA nyHKTa MeHio «WLAN» % B nogpasgene «YnpasaeHue
COEAUHEHNAMMY;

— KOCHYTbCA Nons «PaclWwmnpeHHble HacTPOMKM» (PUcyHOK 53);
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— Ha OTKPbIBLWENCA CTpaHWLE 3anoNHUTb Heobxoammble NOAA B noapasgene
«URL-agpeca cny:bbl» Ana NpoBepKn AocTyna K ceth MHTepHeT (PucyHok 54).

| WLAN Paciumpennbie HacTpOoRKK

R570E

Wme yarpoicTea
Wi yOTPOGRCTRE, 0TOS DSOS ¥ ADYTHX
YOTRGACTE 8 NOKANMON COTH

©

Paciumpesibe HaCTPOHKH

WLAN MoGanwmwi npoxcw-copaep

*  nobanukmil NPOXCH-Cepaep 3):
VICHOMRIYNTES LU0 SCRX SOMIMsmm i
(WLAN, MoSumsmmx M 20.) #
NEPDEOTDELENRET Ml NOALYE M
HACTROREH

WLAN

Nopxmoyesne yepes QR

KoH@urypaums npokcH-cepepon

Oobasute cets HeT npoxcwu-cepeepos

. URL-appeca caywfin
Mowck ceted

® © © 9

http://fipv4.omprussia.rufreturn_204

Craryc URL-appeca IPv4

NMpwnoxoiet woryT monanssoasts aror URL-axpec
VTRON NDOBODUTE, OTKLMT /i ANK yCTRCACTRS
RocTyn k o Mirapiar, ECAK vl 3UnoOnmens
CORACHRARTEN B ARsirtg MO YNOTSAMO

Hanpuwmep, 0.pool.ntp.org,l.pool.ntp.org

MoGanerwe NTP-capeaps
Crivcox goroes GuTe OTCORTHEOMK § NODANKS

IERANOYTIAE B DRRLRNRN SR T MM

PucyHok 53 PucyHok 54

1.5.4. PaclumpeHHble HaCTPOMKM reonoKaLmm

NMPUMEYAHUE. OnucaHne HACTPOMKKM reonoKaumm

I leonoxauus
npMBeAEHO B AOKYMeEHTe «PyKOBOACTBO MO/1b30BATE/NIAY»

leanoxayms AMTI.10034-02 90 01.
PazpeinTs NpUNCKINIEM ONPeABNRTS o o
Bay reonoeaumo. 7a Sy [ONnAa HACTPOWKM reosIoKaUMM  BbICOKOM TOYHOCTHU
NOTPLOMRET HEKATOPOS KONKMACTRO o
30RAB BXYMYNATO0S HEeobX0AMMO BbINOMHUTL CAeaytolme AeNCTBUSA

TossocTs — OTKPbITb MEHI CUCTEMHbIX HACTPOEK KacaHMem
TeONOKALMA BHICOKOH TONHOCTH 3Ha4kKa @ Ha DKpaHe NpunoXKeHun (cm. PucyHok 1);
Vicnonsayer coreatse copsmcs! ans
nuegm.v.-lrm TONHOCTH QNDELR S — KOCHyTbCﬂ rlyH KTa MeHH « reOﬂOKa L||l/|ﬂ» @ B

reonoxaigs, MoxeT B3WMaTyCs NNara

noapasaene «YI'lpaBﬂeHl/le coeanMHeEHNAMM,
¥ Tonexo ycTponcTeo

Wcnomkayer GNSS wis onpenenesis — aKTMBMPOBATb  Nepekato4vatenb  «leonokaumar»

TRONOEALMM, ITOT DENMM Wl HCNONLIYeT

Kise-T50 s (PucyHoK 55) ana paspeweHuns MM, yCTaHOBAEHHbIM Ha
*  Pexum sneprocbepexenus MY, pacno3HaBaTb Ha KapTe reosnokaumm MY;

Menonsayer Tonbe ) 3 AC

amarpssensa ecnoxaom, GNSS — aKTMBMPOBaTb  Mepek/ouaTens  «leonoakums
PN PR v BbICOKOW  TOYHOCTM»  AAA  TMOBbIWEHUA  TOYHOCTU
onpefeneHna reosokaumm ¢ UCMoAb30BaHUEM CETEBbIX

PaclumMpeHHbie HacTPORKK @ CepBUCOSs,
— KOCHYTbCA KHOMKM «PacliMpeHHble HacTPOMKM»
PucyHok 55 [N nepexona K paclMpeHHbIM HaCTPOMKaM reooKaLumm

(PncyHoK 55);



PaclmpenHbie HaCTPOHKH

GNSS

CNYTHMIOBBI Hasurauus %

Yoo rwsagaaT TOMMICTE CNPEASASMAR

FeCAOCHLMA M FTOR WECTHOCTM

(YRAMWMEANT Pacxal aeese
DECYWYIRIDRS )

SUPL Open Service {Google LLC)

Ouncrra kawwei A-GNSS

peerane K Aoty

(rpadiyer noass

PucyHok 56

l OTmennTs MontsepanTs

MNpepynpexaperve

Ha 3ToM YCTROACTRE MOTYT BtiTe S2Q0ACTRCARNM
uec ot (LBS). Bu
NMograepamre” B sknmovsere sulipsrses LES-
CHDBHE W COFNMUABTECH HE NEDAEY CRERYOWNX
Naksaix stpassomy LBS-capancy:

» MoGuwmiit mof CTPaks

» Kog Mobnnsion ceTw

« Onucomme cans (cot) o cetw

« MOsHTHONKSTOD COTa B CATH

* YPOSEHD CMIHANS COTOROR CHTH, MINSDEHIA §
MRCTONOROMEMH MY

« Kag MecTononaxenns

« Oxpymmouime YoM pocTyna WLAN

* MAC-af1pec

 [P-A0pac MY, Haana-e-uiil MOGun-am
CORPATOPOM

« Bpenes 06HOBNEMNE CKPYRIINNOT0 COTTORMKA

PrUcyHOK 57
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— Ha OTKpbIBLIENCA CTpaHuue KOCHYTbCA
nepekntodatena «CnyTHMKoBas Hasurauma» (PucyHok 56)
ONA YBENMYEHMA TOYHOCTU onpeaeneHma reonokaumm Ha
OTKPbITOM MECTHOCTY;

— aKTMBMPOBATb nepekmoyatens «A-GNSS»  ana
YBENIMYEHMA TOYHOCTM ONpeaeneHns reofoKaumMm B
ropoAckux ycnosuax (PucyHok 56).

BHUMAHUE! TpebyeTrcs yCTaHOBUTb WHTEPHET-

coeauHeHMe, BbIMOAHMB HACTPOMKY MODOMABHON CeTu
n/vnn cetn WLAN.

MPUMEYAHUE. TexHonorma «A-GNSS» ontummsnpyet
BblYMC/NIEHNE TE0NOKALUMM MO CNYTHMKOBOW HaBUrauUmm,
ncnonb3ya npotokon SUPL — 3aWMLIEHHbIM MPOTOKON
onpeaeneHns MecTtonoIoKeHNA N0Nb30BaTeNEN;

— HacTpouTb UCTOYHMKKM A-GNSS, ana atoro:

® KOCHYyTbCA nepekntovatena «SUPL Open Service
(Google LLC)» (PucyHoK 56);

® B OTKPbIBLUEMCS  OKHE  03HAaKOMMUTbCA C
npeactaBneHHoONn WMHOOPMALMEN U  KOCHYTbCA KHOMKMK
«MoaTBepaAnTb» ANA MNOATBEPXKAEHWA onepaumm nmnbo
KHOMKN « OTMEHUTL» ANA OTMeHbI (PrucyHOK 57);

— KOCHYTbCA nepekatodaTena «LBS» ana ysenmyeHums
TOYHOCTM reonoKkaunm 6e3 MCnoNb30BaHUA CMYTHMKOBbLIX
cmcTem Hasuraumm (cm. PucyHok 56);

— B OTKPbIBLIEMCA  OKHE  O3HAKOMWTbCA  C
npeacTaBAeHHOM WMHPOPMaLMEN U KOCHYTbCA KHOMKM
«MoaTBepanTbY AN NoATBEpPXAeHWs onepaumm nnbo
KHOMKN « OTMEHUTb» ANA OTMeHbI (PucyHoK 57).

BHUMAHUE! TpebyeTrcs yCTaHOBUTb WHTEPHET-
coeAuHeHMe, BbIMOAHMB HACTPOMKY MODOUNBHON CeTu
n/mnn cetm WLAN.

NMPUMEYAHUE. TexHonorma «LBS» mcnonb3yetr API-
cepsuc — AHAeKc.JTokaTop;

— HaCTPOWUTb NCTOYHMKOB LBS, ana storo:

® KOCHYTbCSl KHOMKM ® (PrcyHoK 58);

® 3aMNoAHUTL nona «Knwu» u «MNeprnoamnmyHOCTb»
(PcyHoOK 59).
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MPUMEYAHUE. na nonydeHma cnpaBoYHOM MHOOPMALMK O KAtove ANs NaKeTa
«JlokaTtop API» KOCHYTbCA rM’MNEPCCbIIKM CO 3HaKOM Bonpoca (PucyHok 59);

l PacWwmpeHHbie HaCTPOMKH | Hacrpoitkm
A-GNSS QAPI
A-GNSS
Orrvmin 3Dy0T Insncdmng reanacane no Km

CINYTHARDSON Fsir ol |Tpebyer
NOGZCOYIHER « MicTapsaTy)

1

MepuopudnocTs
UH&HJY: INTUEHAR NEDHOSANDCTA JaNpOoca na

VicTossenot A-GNSS

SUPL Open Service (Google LLC) ERERID W SRRy NS OY:] 20 00

OuscTia Kawedn A-GNSS ‘il Kax nonyuuTs kmoy?

Nokatop AP| Anaexc Kapr @

PucyHok 58 PucyHok 59
[na  HacTpOMKM  pexkmMma  sHeprocbeperkeHun
| PO pam ey e HEeobXOAMMO  BbINOMHUTL  chaedylolMe  AeNCTBUA:
= (cm. PucyHok 55):
- — KOCHYTbCA KHOMKM «PacluMpeHHble HaCTPONKM»
eamasrdoniosneii g (cm. PucyHok 55);
COpUBeTMAHOR  Remins CopRADA — KOCHYTbCA Nepekntoyatena «LBS» ana ysennyenuma

[ Y Do st & VHTepanty)

TOYHOCTW TreonoKaumm 6e3 MCNoNb30BaAHMA CMYTHUKOBbIX
cmctem Hasuraumm (PucyHok 60).
Noxatop AP| SuaexcKepr (3 BHUMAHUE! TpebyeTca yCTaHOBUTb WMHTEPHET-
coeAuHeHMe, BbIMOAHMB HACTPOMKY MODOMABHOM CeTu
n/vnn cetn WLAN.

— HaCTPOWUTb NCTOYHMKOB LBS, ana storo:

ACTOMMxw LBS

® KOCHYTbCA KHOMKM ©, (PncyHok 60);
® 3aMONHUTL Nonda «Knw4y» n «llepnognyHOCTb»
(cm. PucyHok 59).

NMPUMEYAHUE. [OnAa  nonydeHuMAa  CNPaBOYHOM
nHbopmaumMm o Kawde ana naketa «Jlokatop API»
PucyHok 60 KOCHYTbCA rMNepCCbINKK co 3HaKOM BOMpoOCa
(cm. PucyHok 59).
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2. BbINO/JIHEHWE NMPOIPAMMBDI

AomuHucTpatopy MY A0CTYyMNHbI CAeayoume BO3SMOKHOCTU:

HacTpolka obHoBneHnn OC Aspopa (noapasaen 2.1);
cbpoc HacTpoek MY (noapasaen 2.2);

YyCTaHOBKa 1 yaaneHune ctopoHHero MO (noapasaen 2.3);
TOHKaA HacTpoWnKa (noapasaen 2.4);

noafaepKKa paboTbl pexmMma KMocKa (noapasaen 2.5).

2.1. Hactpoika obHoBneHui OC Aspopa

ObHoBneHne OC ABpopa OCYLLECTBAAETCA aAMMHUCTPATOPOM NI0KA/IbHO BPYYHY!IO,
nmbo yaaneHHo € Mcnonb3oBaHMem [MpuKnagHoOro nporpammHoro obecneveHmns «Aspopa

LenTp» (MNO).

MPUMEYAHUE. Ona nonyvyeHma uHPopmaumm no obHosneHuto OC ABpopa C
ncnonbzosaHmem MMO cneayet 06paTUTbCA K COOTBETCTBYIOLWEN AOKYMeHTauum Ha M0,
pa3melleHHOM Ha Beb-canTe: https://auroraos.ru/documentation/.

I OTMEHNTL

Napons

Ooman

English {predictive input)
qwertyu

a8 sua fogih

23 ,

EN

o p
k|

N2 © Vb N Mmoo

.

I

PucyHok 61

Ona HacTponkn obHoBneHMn OC HeobxoaMmo
BbIMONHUTb CAeayowme AeNCTBUA:
— OTKPbITb MEHIK CUCTEMHbIX HACTPOEK KacaHMem

3Ha4kKa @ Ha DKpaHe nNpuaoxeHun (cm. PucyHok 1);
— KOCHYTbCA MyHKTa meHlo «ObHoBneHus ABpopa

OC» 4 B noapasgene «Cuctema», B pesynbrate
0TOOPA3nNTCA CTPAHMLA C HAaCTPONKaMmM 0BHOBNEHNS;

— KOCHYTbCA nepekntoYaTens «BKNOUYUTL
3almiLeHHble obHoBAeHMA» (PUCYHOK 62);

BHUMAHMUE! ina nonyyeHma MmeHm Nonb30BaTeNA U
napona HeobxoAMMO 0OPaATUTLCA Ha INEKTPOHHYIO NMOYTY:
support@omp.ru.

— Ha OTKpbIBLIENCA CTpPaHMLE 3ano/HUTb MNOAA
(PcyHOK 61) ana perncTpaumnm AoCTyna K Peno3mTopuam;

— KOCHYTbCA KHOMKM «Bxoa» ANA BbINONHEHMA BXOAa
MO0 KHOMKM « OTMEHUTL» A1 OTMEHbI OnepaLmm.

PaHee ycTaHoBNeHHY Bepcunto OC ABpopa MOXKHO 0OHOBUTbL 10 TEKYLLEN NOKA/IbHO
yepes rpapuyeckmin nHTepdenc, BbINOAHMB Caeaytollme AencTBuA:

— Ha CTPaHWLE C HacTPOMKaMmM OBHOBAEHUS KOCHYTbCA 3Ha4kKa S 1A NMPOBEPKM
[OCTYNHbIX OOHOBNEHUI, B pe3ynbTaTe oTobOpasuTca yBeaosieHue: «HeT A0CTynHbIX
0OHOB/MIEHWNY, @ TaKXKe AaTa U Bpema nocaeaHen nposepku (PucyHok 62) ninbo goctynHoe
obHoBneHue (PucyHOK 63);


mailto:support@omp.ru.
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O6xoanenvs OC Aspopa | OBHoBNeNIs OC Aspopa

HeT pocTynHbix obHocaNeHNA

™, TMpogepuTs Hanuywe oBHOBNEHMA
) Jocnagsss npoospra 9 woes 20265
w25

& Texyuian sepewn @

ARDPOPA

0y Pesepexoe xonupoeaHne
D6eOsnomma CHTTEMI Ml JATRETHROT
PN, OEMEKD PECOMENTETCH

COUNABITL DoleOmiane

NEOROEH IBTEM
e

3arpyxaTs 06HOANEHUA TONBKO

vepes WLAN
wy Mposeputs HanKuHe 0BHORNOHHA
\ 2 e NALMAE DOOBRD TH nunupe 2024 » 124
+ BRIONUTD 3UMWLEHHbIE ‘ TOXYIISA DOPOWR
o6HoBNEHKA
Tecyuwsh goves ‘sakes (1) p.”p‘“oo KONUPOBAMMHE
poil
1w
Jarpyxarte oBHonneHua
Tonbko “epes WLAN
PucyHoK 62 PvcyHok 63

— NPU HanMYMM OOCTYNHOro OOHOBAEHMA KOCHYTbCA KHOMKWM «lloapobHeex
(cm. PcyHOK 63) ¥ Ha OTKpbIBWIENCA CTpaHWLe O03HAaKOMUTbLCA C  NoapobHOM
nHdopmaumernr o6 obHosneHUM (PUcyHoK 64);

— KOCHYTbCSl KHOMKMK «3arpy3nTb — [Pazmep obHoBaeHUs]» (cm. PucyHoK 63) ana
ero 3arpysku. B cnyyae HeobxoAMmOCTM 3arpy3ky OOHOBAEHMA MOXHO OTMEHWUTH
KacaHnem KHoMnKkM «OTMeHUTb 3arpy3ky» (PucyHoK 65);

— nocne ycnewHom 3arpy3kM OOHOBMEHWMA KOCHYTbCA KHOMKW «YCTAHOBWUTH
obHoBNeHME» (PUCYHOK 66);

— Ha OTKPbIBLIEMNCA CTPAHMLLE KOCHYTbCA KHOMKM «YCTaHOBUTb» (PWUCYyHOK 67),
nocne yero MY aBTomaTuMyecku byaeTt nepesarpyeHo, N1Mb6o KHOMKN « OTMEHUTbY ANs

OTMEHbI onepaLui.
MPUMEYAHUE. B 3aBMCMMOCTM OT KOHCTPYKTMBHbIX ocobeHHocTe MY nocne
YCTaHOBKM OOHOBNEHWNS BO3MOXKHA BOMHas nepesarpy3ka MV.
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| O6noanewnn OC Aspopa

Aepopa 5.0.0.60

OOHONMIOM COMMEMMT HAMEN B, C
NOTOPBIMM MOMHO OBMBKOMUTRCH 8§ Release
5 )

notes no oclmn hitps //euroraon.ru/ TeKyuian sepcwn

documaentation 80026 (Nerponannceck - KawssToeui)

(L, Peaeperoe xonuposanue

L O EORNIMHE CHETEMI e ANTDIAT AT
Gadinie, COMAKD DOROIARHYYETTH
ARMOLMVMECKN COMLARETY DOIOD Dttt KONMN

3arpyxarts 06HOBNEHHUR
Tonexo yepes WLAN
PucyHok 64 PucyHok 65
| O6noanenna OC Aspopa | OTmenuTs YeranosuTs |
Yerpoicreo Gyaer
nepesarpyxeHo
Yaranonka obnosneni saimer
MEKDTOPOR BREMA, B TEHEHME KATOPOTO
Bul & CMOXOTE NONLIOBATHCH
YOTPORCTEOM, YOTEHOBKTY
OBHOBNOHKAT
¥y Nposeputs Hannime oBHoRnannA
- Moonagmnn rposepas TH sinapn 2024017 4
‘ Texywan aepcun
(1, Pesepsros konuposanne
o DBRORNRE EAETRMM M8 JRTHA R
Gainu, i |\4¢|-uuu.-wavlrn
DAOWOLWECEN COVIARETE DODODO NN RDIMWN
3arpyxary oOBHOBNEMWI
Tonuko vepes WLAN
PucyHoK 66 PucyHoKk 67

Ha cTpaHuue «O6HoBneHne OC» aAMUHUCTPATOPY TaK¥Ke AOCTYMHbl caeaytolime
nencTeuns (cm. PUcyHOK 62):
— NpPoCcMoTpeTb MHGOPMaUMio O TekyLLen Bepcun OC ‘&;



37
AIAMI.10034-02 91 01

— BbINO/IHUTb pPe3epBHOe KOMMpoBaHMe neped obHoBneHMem OC, KOCHYBLUMCH
3HauKka O,

NPUMEYAHUE. MNMoapobHoOe onmcaHne o co34aHMN pe3epBHON KONUK NPUBEAEHO B
NOKyMeHTe «PykoBoACTBO Nosib3oBaTtena» AAMI.10034-02 90 01;

— aKTMBMpPOBaTb MO0 AeaKTMBMPOBATb NepekatodaTe b «3arpy*aTb 06HOBAEHMA
Tonbko Yepe3 WLAN» ana 3arpyskm obHoBaeHMs ¢ nomoulbto cetn WLAN;

— aKTMBMPOBATb MO0 AEeaKTUBMPOBATL NepeKIoYaTeNb «3arpy*kaTb 0OHOBEHUA
B POYMUHIe» AN 3arpy3kn 06HOBAEHUA B POYMUHTE.

2.2. Cbpoc HacTpoek MY

NMPUMEYAHUE. Cbpoc HacTpoek MY — npouecc yaaneHua BCex AaHHbIX, nocae
KoToporo MY BO3BpalllaeTcA K 3aBOACKOMY COCTOAHMUIO, T.e. K Bepcum OC, yCTaHOBNEHHOM
npoussogutenem MY.

[na cbpoca HacTpoek MY [0 3aBOACKOrO COCTOAHMA HeobXoAMMO BbIMOAHWUTb
cneayrouime AencTBns:

— OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KacaHMem 3HauyKa @ Ha JKpaHe
npUNoxeHun (cm. PucyHok 1);

— KOCHYTbCA MyHKTa MeHlo «COpoCcUTb  yCTpoMcTBO» X B  noapaszene
«MHDopMaLma»;

— Ha OTKpPbIBLUEMCA CTPaHMLE KOCHYTbCA KHOMKM «COpPOCUTb YCTPOMCTBOY
(PncyHoK 68);

— KOCHYTbCA KHOMKM «[loaTBEPANTLY» ANA NOATBEPKAEHMA onepaLmmn TMHBO KHOMKK
«OTMEeHUTb» ANA OTMeHbI (PrcyHoK 69);

— npu HeobxoAnMMoCTH KOCHYTbCA nepekato4aTena «ABTOMATUYECKM
nepesarpy3nTb YCTPOMCTBO Nocae cbpoca» ansa nocneaytowen nepesarpyskm My;

— Npu HeobXoAMMOCTM KOCHYTbCA MNepekatovaTena «YaanuTb BCE AaHHble» ANA
yOaNeHna AaHHbIX.

MPUMEYAHUE. TMMocne nepesarpy3kn MY npousonaetr cbHpoc HacTpoek [0
3aBO/ICKOro COCTOAHMA C NOCAEAYOLIMM 3aMyCKOM MacTepa NepBoHa4YabHOM HAaCTPOMKMY,
noapobHoe onucaHve pPaboTbl C KOTOPbIM MNPUBEAEHO B AOKyMeHTe «PyKoBOoACTBO
none3osatena» AAMI.10034-02 90 O1.
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' ChpocuTs | OTMeEHNT: MogreepauTes |
COPOC NPMBEAET X YILANGHWIO BCEX JAHHWX ©
YETROACTE M A BOASDIGINNIO K Boi ASUCTBUTENIbHO XOTHUTEe
AARCACKONY COCTORMMD, ITO OMFSROT 4 ”
NOTOPIO BCAX AMMMX, LOBANNTH WX HA C6p°CHTb YCTPOUCTBO?

YETPORCTRO, DKMOSER 06HORNIIN,
MIPHATREHAS, YYETHES SANHCK, KOWTAKT 4
HACEDAMOMHR M IO WHYOPMALMK

TROCAE POSTROCOZENAN KOS JNIME © S0unID
yorpodcras OyayT yanneese, W NpOrpaMMIog
OSacTiewmre ST BOIRORULEHD K AT KONy

COCTOMMN0, T10 QINGINT, %10 B8 Jiwaaull,
Coanaéite PeaepoMy© KONMK KOYDRwe B OOOMTH HE YOTPORCTEO, OyayT
NOMLICSATANLEKME Sanmux Napan ':6:0COU POTEDRNW (SN, CEOUNS=AT, NDWSTR SIS,
ycrpaficrea RTHME BITHER, OMTAKT W, DUTOr PaGNN M QYT

dailnu). COARMATE REICHAMYO KNG $4inus 1

KIOTY NAMETH (Dexowesayerca)

CHpocuHTs YCTPORCTIO
0 VARG JLEM I YETRORC TR0 BMYA0MTCE
QUTOMETHURCKN, CATYIOULEER SOTDY IS WOwmeT
seer T GOman spemsn i, Hev 0S40
Meputs COPOCOM EYRORCTIE HOODRLUMND SRS TH
napone
ASTOMATHYECKH NEPEIArPYInTL
YCTRORCTRO noche cHpoca
"
PucyHok 68 PucyHok 69

2.3. YcTaHOBKa M yganeHue ctopoHHero N0

AOMMHUCTPATOP WMeeT BO3MOXHOCTb YCTaHaBAMBaTb Ha MY CTOpOHHMe
Nporpammebl, He ABnAtOLLMecA BCTpoeHHbIMK B OC ABpopa.

CTOpOHHME  pa3paboTymMKM  MOryT  MCMNONb30BaTb  OdUUMANbHbLIA  Habop
MHCTPYMeHTOB pa3paboTtkm MO ans OC ABpopa, noapobHoe onucaHue KOTopOoro
npusBeaeHo Ha Beb-canTe: https://developer.auroraos.ru/.

Mpu ycTaHOBKE CTOPOHHMX MI1 agamuHUCTpaTopy Heobxoammo ybeauTbca B
BbIMO/IHEHMW CNeAyHOLWMX YCAOBUIA:

— MaKeT NPOrpaMm yCTaHaBAMBAETCA LWTAaTHbIM 06pa3om;

— HeobxoAumble ncnonHsemble darabl NPOrpammbl 3aMyCcKatoTCs;

— WTaTHOe noBedeHWe W BbINOJHEHME MPOrpaMmbl COXpPaHAeTCA U nocne
nepe3sarpyskn OC Aspopa.

YCTaHOBKa M ynpasJieHMe  CTOPOHHMM  [1O  MOXeT  OCyLLeCTBATLCA
aAMWHUCTPATOPOM CeayroLMmMmM cnocobamm:

— JIOKaJIbHO C MOMOLLBIO:

e QR-koga(n. 2.3.1);
e MM «Pannbl» (n. 2.3.2);
— YAaNeHHo:
® MPUHYAUTENIbHAA YCTaHOBKA MIT C MOMOLLBIO NOJINTUKMK;
e yctaHoBKa MI1 c nomouwbto MM10.

[Npouecc yaaneHuna ycraHoBieHHOro Ha MY ctopoHHero MI1, He ABAArOLWLErocA

BCTpoeHHbIM B OC ABpopa, onuncaH B n. 2.3.3.
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MPUMEYAHUE. MoapobHoe onucaHmMe no mcnonb3osBaHuio MO npueeaeHo B
COOTBETCTBYHOLLEN AOKYMeHTaLmu, PaCno/IOKEHHOM Ha Beb-caiTe:
https://auroraos.ru/documentation/.

2.3.1. YcTaHoBKa ¢ nomoubto QR-Koaa

| YeTanoeka npunaxanui vepes QR

PucyHok 70

YETamonan npenoxansi wopes QR

Yeramonsa

PucyHok 71

OnayctaHoBKkM ctopoHHero 0 ¢ nomouwbto QR-Koaa
HeoBOX0AMMO BbINONHUTL CAeaytolmMe AENCTBUA:
— OTKPbITb MEHK CUCTEMHbIX HACTPOEeK KacaHuem

3Ha4yKa @ Ha DKpaHe NPUAoKeHUn (cm. PucyHok 1);

— KOCHYTbCA MYHKTa MEHI0 «YCTaHOBUTb No QR» E}J
B noapasgene «Cucrteman;

— Ha OTKPbIBLUENCA CTPaHMLE HEODXOAMMO HAaBECTH
Kamepy MY Ha QR-koa (PucyHok 70), B pesynbraTe
3anycTUTCA NPoLEecC YyCTaHOBKN (PucyHoK 71);

— [0OXOATbCA 3aBeplUeHNA NpoLLecca YCTaHOBKN A0
oTobpaxeHna Ha 3KpaHe MY  COOTBETCTBYHOLLErO
yBegomieHuns (PucyHok 72).

YarTanonen npenoxessi wepes QR

YCTaH0BRE 3a88pWLEHE

PucyHok 72
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B cnyyae ckaHMpoBaHMA HeKoppeKTHoro QR-Koaa Ha
sKpaHe MY oTobpa3nTcA COOTBETCTBYHOLWEE YBEAOMIEHNE
(PucyHok 73).

I YoTanosxa npunoxesHywit vepea QR

Owmnbxa sarpysku

PucyHok 73

2.3.2. YcTaHoBKa ¢ nomoubto MIM «Dannbi»

B OC ABpopa npeaycMoTpeHa BO3MOXHOCTb YCTaHOBKW CTOpoHHero 10, KoTopas
OCYLLLeCTBAAETCA NOCPeACTBOM YCTaHOBOYHOTO dalina B popmate . rpm.
[na yctaHoBKkM MIT Heob6x0AMMO BbINOHUTL CAeaytoLine AeNCTBUA:

— OTKPbITb MM «®alnbl», KOCHYBLIMCb 3Hayka L Ha IKpaHe NPUAOKEHUN
(cm. PucyHok 1);

— BblbpaTb HeobxoaMmbl aiin B dopmaTe .rpm KacaHMEM COOTBETCTBYHOLLEN
CTPOKM.

MPUMEYAHMUE. YcTaHOBOUHbIN dalin cneayeT npeaBapuTeNbHO CKonMpoBaTb Ha MY
B nanky «Downloads» ¢ nomouwibto USB-kabensa, BbibpaB pexunm «lpoToKon nepesaymu
mynsTumeana (MTP)» (cm. PucyHok 35);



ru.auroraos.imageEditor
Full featurad image aditor for Aurora OS
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+

Yeranoants

PucyHok 74
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— B OTKpbIBLUEMCA KHOMKM
«YcTaHOBUTLY (PUCyHOK 74).

B 3aBUCMMOCTM OT NOAMNNUCK UCTOUYHMKAE (nn. 4.4.1.3)
aAMMUHNCTPATOPY MOrYT ObITb AOCTYMHbI:

— MNPOCMOTP  YBEAOMJIEHMA O
yCTaHOBKM noanuncaHHoro MM (nn. 2.3.2.1);

— BO3MOHOCTb A00aBNEHMA UCTOYHMKA B CMUCOK
[OoBepeHHbIx (nn. 2.3.2.2);

— BO3MOXHOCTb YCTAaHOBKM HenoanucaHHoro MIrI

(nn. 2.3.2.3).

OKHe  KOCHYTbCA

pesy/bTaTax

2.3.2.1. YcTtaHoBKa noanmcaHHoro MI1

B pe3ynbTaTe ycTaHOBKM nognucaHHoro Ml otobpasntcs:
— cooTBeTCTBYtOllee yBeaomneHue (PucyHok 75, PucyHok 76) Ha akpaHe MY;
— 3Ha4YoK ycTaHoBAeHHOro M1 Ha SKpaHe NPUNOKEHMN.

v VeTawosxa 3apepuiena

. auroracs. magetanor

Orcoprvp ) naTe ]

@ Pepaxrop n206..exui_v0.6.rpm

14 van 2024 1538 0IME
@ CarBudget_v0.21.rpm

14 vk 2024 1637 0,3MB
@ OSM Scout_v2.33.rpm

14 wan 2024 16:37 24AMB
@ Clubcode_v0.5.rpm

14w 2024 1537 0AMB
@ CodeReader_v1.0.45.rpm

14 wan 2024 1637 0.4ME
@ ColorDots_v0.4.0.rpm

14 win 2024 15:37 66,0 KB
@ ruvk.RuStore-1..armv7hl (2).rpm

14 wan 2024 1537 DAaAME
@ WebWildberries_v0.1.rpm

14 wan 2024 1537 353%6

PucyHoK 75

! Npobnema c ycrawoaxoi: Failed to ine

NLANOra0s. Imagetditor

ColorDots_v0,4,0,rpm
4 man 2024 7537 [ KAl e )

@ Anvda Onnaits...wsqlk7dh.rpm
44 wnn 2024 9614 06 KB

@ Pegaxrop w306, exnit_v0.8.rpm

4 wan 2024 15:38 a)Me
@ CarBudget_v0.21.rpm

34 uan 3024 537 03MS
@ OSM Scout_v2.33.rpm

34 waw 2024 16:37 2408
@ Clubcode_v0.5.rpm

4 man 20241537 oINS
@ CodeReader v1.0.45.rpm

14 man 20247837 o4 ME

ruvk.RuStore-1,.armw7hl (2).rpm
34 was 2024 W37 oA NS

PucyHoK 76
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2.3.2.2. YctaHoBKa MI1 n no6aBneHne NCTOYHMUKA B CMMCOK AOBEPEHHbIX

Bul ysepeHsl, 410 XO0THTE [oBaBuTY
CEPTUOMXET ASHHOIO MCTONHMKS B
CNWCOK AOBEPEHHBIN?

TMpw poGasnexHny cepTwdnkata
dev.rustore.ru B CNMCOK AOBAPEHMbIX
HCTOUHMKORN BCE NPHACKEHUA,
NOANUCEHHSIE AAHHEM HCTOUYHNKOM,
BynyT ycraHasnmeaTsca 6e3
A0NONHATENBHOMO 3anNpoca Ha
NOATOEPXKAOHKE YCTIMOBKM,

KaylDr
G35 ME250100c BRI IT0TCSLITESC0PI023
CabZ0M585ca 117074014027

X OTmesuTe V' HoSasure

PucyHoK 77

Mepen, YCTaHOBKOM M HeobxoaMmo
npeaBaputensHo  A06aBWUTb  WMCTOYHMK B CMMCOK
NOBEPEHHbIX, KOCHYBLWWCb KHOMKM «JlobaBuTb» B
OTKpbiBWEMcA  OkHe  (PucyHOK 77) nmbo  KHOMKWK
«OTMEeHUTb» ONA BO3BpPaTa K CAWUCKY YCTaHOBOYHbIX
dannos.

Mocne  gobaBneHMA  MCTOYHMKA B CMMCOK
NOBEPEHHbIX OH 0TOBpPa3nTCA Ha CTpaHuue «JoBepeHHbIX
MCTOYHMKM»  (Nn.4.4.1.3.2), npu  HeobxoaMmOCTH
MCTOYHMK MOHO YAAAUTb M3 CAMCKA [AOBEPEHHbIX
(nn.4.4.1.3.3).

2.3.2.3. YcTaHOBKa HenoanucaHHoro MIT

Yeraqoska npunoxeHns
HEBOAMOXHE.

YctaHoexa npunoxenni Bea nognvck
NCTOUMMKE 3anpowena, [
PEIPELUEHNR YCTAHOBKY HEOBXOAMMO
SKTHBNPOBETE COOTBETCTEYIOW M
NEPSKMOMATEND B MTYHKTE MEH0
*NCTONMMKM NPUNOKEMMA" CHCTEMHBIX
HACTPORK,

Mepeitn 8 HacTpoikn

PucyHoK 78

BHUMAHWE! Mepean ycTaHOBKOW HENoAnMCaHHOro
MM  HeobxoauMmo npeaBapuUTeNbHO  aKTMBMPOBATb
nepekntoYaTens «Pa3pewnTb YCTAHOBKY MPUIOKEHNN
6e3 noanucu nctovHmka» (nn. 4.4.1.3.1).

[ns ycTtaHoBKM HenoanucaHHoro Ml HeobxoamMmo B
OTKPbIBLWUEMCA OKHE KOCHYTbCA KHOMKWM «[lepentn B
Hactpoikum» (PucyHOK 78) nnbBO  KOCHYTbCA KHOMKM
«Xopowo» AnAa BO3BpaTa K CMMCKY YCTAaHOBOYHbIX
dannos.

B pe3ysibTaTe YyCTaHOBKM HenoAnucaHHoro MIT
oTObpa3nTCs:

— COOTBETCTBYylOLLEE yBeaoM/IeHne
(cm. PucyHok 75, PucyHOK 76) Ha akpaHe MY;

— 3HA4YOK yCTaHoBAeHHOro MI1 Ha 3JKpaHe
NPUAOKEHWNI.


https://confluence.omprussia.ru/x/iKaIDQ
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2.3.3. YnaneHue ctopoHHero Ml

Nna ynaneHus paHee ycTaHOBAEHHOro Ha MY cTopoHHero MI HeobxoaMMo
BbINOJIHUTb CAeaytolme AeNCTBUA:
— OTKPbITb DKPaH NPUIOKEHWNM, NpoBeaa No JlomallHeMy 3KpaHy CHMU3Y BBEPX;

— KOCHYTbCA W yaep*mMBaTb 3HAa4oK MIT g0 noABAeHMA 3HAYKa ® (PucyHok 79);

— KOCHYTbCA 3Ha4Ka ®
MPUMEYAHUE. B npouecce yaaneHma otobpasmtca TalMep OTMEHbl AenCTBuA,
KaCcaHWe KOTOpOro No3BoAET OCTAaHOBWUTb NpoLecc yaaneHuns (PucyHok 80).

S00@

Tansgow  Coofugws  Bpaywep

0000

Kasrensagm Nesra Hocyvanng Tetrranal

006 @ e

Npoovotp PO Kanuopsrop  Kosrmers

8081

Xypean Myawen
Lmerogon HacTpodos

.ﬁ) 5

Fnee Fnen0

PncyHok 79 PucyHok 80

2.4. TOHKasA HacCTpOMKa

BHUMAHUE! AamumHucTpaTopy Heobxoammo ncnonb3osaTb MIT «Terminal» TonbKo
AN OCYLLLECTBNEHUA AENCTBUIM MO TOHKOM HacTporke MY B COOTBETCTBMU C HACTOALLMM
nokymeHTom. Ncnonb3osaHmne MM «Terminal» ana apyrux uenen 3AMPELLIAETCA.

TOHKaA HaCTpoMKa npeaHa3HavyeHa A8 BbINOAHEHWA CEPBUCHbLIX Onepauum,
HeAOCTYNHbIX M3 rpaduyeckoro mHTepdeica (Hanpumep, HACTPOMKa npas AO0CTyna,
ncnpasaeHne KOHPUrypaLuMoHHbIX Ganios 1 T.4,)

MM «Terminal» ABNAeTCA MHCTPYMEHTOM NPeaoCTaBAEHMA AOCTyNa K KOMaHAHOM
CTPOKe, r4e UMetoTCA Ceaytolime BO3SMOXHOCTH:

— BbIBOA, NOTOKA AaHHbIX, @ TaKKe AMArHOCTUYECKUX M OTNAA0UYHbIX COODLIEHN B
TEKCTOBOM BUAE;
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— BbINO/HEHWE CEPBUCHbIX AENCTBUIM M Bonee TOHKOW HAcTporkin MY (B T.u. C

| AQMUHHCTPUPOBEHWE

¥ BXOMWTS TEPMUHEN

3a08TH NARPONL CYNSPNONLIOBATENN

Crenepuponars XPaHmTs

O4UCTKE NONBIOBATENBCKNX BaNHMbIX
YEaxnTe, xacme nanky nonsaosarons SyayT
NEPUOAMHBCKH OWILSTLON, W 3anaHTE
MHTopaAn OuWNCTEN

CnUCcoK paspelusHbIX NPUAOKEHWA
BuibeprTe NEOnNOXEHUA, KOTORe ByayT
ROCTY MM BCEM NOMIONATRRSM

ABTO3aNYCK NPUNOXEHWA

Boibepure, Kae NDWNIOREs U 2000
FATYTEITHRCS ARTOMATHSECKMW NEM K3 XO0M
SX0AE NONLIDBATENN B CHCTEM Y

Paspewenus nprnoxesmin
MNPMHATE PAIPIIISHMA NPUNCKEHHA LTS BCaX

NONLICBATENSR, SKTHEHEX 8 .'..b)r'n:ﬂ“ MOMET

PucyHok 81

| ANMHHWCTPUPOBAHKE

BrniowmnTs TepMieHan

en @

Crenepuponats Coxpannrs

ONMCTXE NONBAOBATAABCKMX SAHMBIX

YKammTo, Kaxne nanky nonsaosatens Syayr
NEPHOIMYECKN CHIMLATECH, W 33R3NTE
UNTEDOAN DMMCTEH

Cnvcox paspelséHHEIX NPUIOKEHWHA
Bulepure npuaoxesnd, xoTepeie OvayT
AOCTYI BOEM NOMUIONATRNAW

ABTOZANYCK NDUAOKEHNIR
EN

q wie r it ywiu I oip
2 sads g gkl
N ZEX & Vb N M CE

n23

PncyHok 82

NCMNOJZIb30BaHMEM MPaB cynepnonbsoBaTenH).

NMPUMEYAHUE. Mo ymonyaHuto MI «Terminal» He
oTobparkaeTca Ha DKpaHe NPUNOKEHNN (CM. PucyHoK 1).

Ona poctyna K MIT «Terminal» Heobxoanmo
BbINO/HUTL CAeaytolme AenCTBUA:

— OTKPbITb MEHK CUCTEMHbIX HACTPOEK KacaHWem

3Ha4yKa @ Ha DKpaHe NPUIoKeHUn (cm. PucyHok 1);

— KOCHYTbCA MYyHKTAa MEHIO

«AOMUHUCTPUPOBAHNEN & B noapasgene «Cucreman;

— Ha  OTKPbIBLWIEMCA  CTPaHMUE  aKTMBMPOBATb
nepekatoyaTenb « BKAoYMTb TepMmmHan» (PucyHok 81) ans
oTobpaxeHna Ml Ha dKpaHe NPUNOKEHUN;

— KOCHYTbCA MONA BBOAA W BBECTM XKenaeMblit
naposib AMbo KHonku «CreHepupoBaTb» ANA NOAyYeHUn
NaponA, CreHepMpoBaHHOIO  CAyYalHbIM  0Opasom,
KOTOpbIA B AanbHerwem 6OyaeT MCNoNb30BaTbCA ANA
No/sly4eHmA Npas Cynepnoab30BaTens.

NMPUMEYAHUE. Heobxoammo 3anOMHUTL 334aHHbIN
naposib;

— KOCHYTbCA KHOMKK «CoxpaHUTb» (PrcyHok 82);

— NOATBEPAMTb AENCTBME BBOAOM TEKYLLETO MAapOas
(cm.  PucyHok 4), B  pesynbtate  MI «Terminal»
0TOOpPa3nTCA Ha IKpaHe NPUIoKeHU (cm. PucyHok 1).

NMPUMEYAHUE. MM «Terminal» BAOCTVI‘IHO TOJIbKO
aAMUHUCTPATOPY.
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2.4.1. Hactponka nHtepdeinca Ml «Terminal»

[na pabotbl ¢ MMM «Terminal» ero HeobxoAMMO 3anyCcTUTb, NMPOBeAA MO 3KPaAHY

CHM3Y BBEPX, M HA IKPaHE NPUNOKEHNIA KOCHYTHCS 3HAYKa (cm. PucyHok 1).

Mpn nepsom 3anycke MM «Terminal» Heo6xoAMMO 03HAKOMUTLCA C MHGOPMaU e
M KOCHYTbCA KHONKK « OK» (PrcyHok 83).

B wuHTepdence MI «Terminal» HeobxoAMMO KOCHYTbCA 3HAYKa ONA
OTODpaKeHMA MEHIO C HACTpPOMKamum MHTepdelca, B KOTOPOM AOCTYMHbl Caeaytouine
BO3MOXHOCTM (PncyHok 84):

— KOMMpOBaHME UM BCTaBKa GParMeHTOB TEKCTa;

— nouck URL-ccbinok;

— CO3/JaHKe HOBOro OKHa;

— BbIOOP A3blKa MHTepPdeica;

— npocmoTp nHPopmauum o MIM «Terminal»;

— YBE/MYEHME U YMEHbLIEHME pa3mepa WpndTa;

— BbIOOpP OpUEHTALMM OKHa;

— BbIOOP AENCTBMA NPU KAaCaHUKM 3KPaHa;

— BbIbOp cnocoba oTobparkeHMa KNaBMaTypbl;

— YCTAHOBKA BPEMEHW 3a4ePKKN KNaBMaTypbl.

NMPUMEYAHUE. BbinonHeHMe AaHHbIX AENCTBMIA OCYLECTBAAETCA NOoCpeacTBOM
KaCaHMA COOTBETCTBYHOLLMX KHOMOK.

Fingerterm 1.5.0

Anropr Heikki Holti «

Pucyrok 83 PucyHok 84
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2.4.2. llonyyeHme npaB cynepnosib3oBaTena

MpaBsa Cyrnepnosib3oBaTend NpenoCTaBAAT
aAMUHUCTPATOPY BO3MOMHOCTb paboTaTtb B
NPUBUNETMPOBAHHOM pPEXMME W  BbINOAHATL Ntobble
onepauun 8 OC ABpopa.

ana NnoayyYeHun npas cynepno/sib3oBaTtend
HeobxoAMMO OTKpbITb  MIT «Terminal» ©“  BbINOAHUTL
cneayowme aencrema (PucyHok 85):

— MPOBECTM MO 3KPaHy CHW3Y BBEPX M Ha IKpaHe
NPUIOXKEHMN KOCHYTBHCA 3HAYKa B (cm. PucyHok 1);

— B MI1 BbINONHUTE KOMaHAY: devel-su;

— YKasaTb 3a4aHHbIN paHee naposb
cynepnosb3oBaTena, B pe3ynbTaTe OyaeT BbINOAHEH
nepexos B pexum Cynepnosib3oBaTens.

PncyHok 85

2.5. NoppepxKa pexnma paboTbl KMOCKa

2.5.1. CnuncoK pa3pelueHHbix MT1

[ns Bbibopa MI, KoTopble ByayT AOCTYMNHbI NOA, KOHKPETHOM YYETHOM 3amnmchio,
HeobXxoAMMO BbINONHUTL C/ieaytolme AeNCTBUS:

— OTKPbITb MEHI0 CUCTEMHbIX HACTPOEK KacaHWMem 3Hauka @ Ha JKpaHe
NPUNOXKEHUIM (cM. PucyHOK 1);

— KOCHYTbCS MYHKTa MEHI0 « ADMUHUCTPUPOBAHMEY & B noapasaene «Cuctema;

— Ha OTKPbIBLIENCA CTPaHULE KOCHYTbCA TNyHKTa «CnMCcOoK paspelleHHbIX
npunoxeHnm» (cm. PucyHok 81) ana oTobOpaxKeHWs CnMcKa C YYEeTHbIMU 3anUCAMKU U
cTaTycamu 6eoro cnumcka.

MPUMEYAHWE. Mo ymonyaHuto 6enbliii CNMCOK BbIK/OYEH;

— KOCHYTbCS MYHKTa C HEOHXOAMMON y4eTHOM 3anncbto (PucyHoK 86);

— Ha cTpaHuue «[MmAa y4eTHOM 3anucu]» aKTMBMPOBATb MNepekatYaTeNb
«BKNOYNTL Benbln cnucok» (PucyHok 87) ans otobparkeHuna cnnucka MI;
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| Cnuook paapelusstbix NpUnoxesnn

| MNonbaosarens 1

FIIDOUEIMBIN NONAR I O

*  Bxmovwte Genwii cnncox
HeDas DU/l CIMCOK MOKHD HACTDHOMTL
NEDOMEs DATEEWBHNME LN NDNAIDRATONN
TIPMSOMD MM

PucyHok 86

— B OTKpbIBWEMCH
COOTBETCTBYOLWNX Nepekatodatenen ambo
«Pa3pewunts BCe» (PucyHok 88),
yBegomsieHve (PucyHok 89) m Ha cTpaHuue «[Mma yyeTHoM 3anmcu]» cratyc benoro
CMUCKA Y YYeTHOM 3anucm WU3IMEHUTCA Ha

BbIOpaTb

PucyHok 87

«[KonnyectBo paspelueHHbix MIM]»

oTODOparkeHnem 3Ha4KoB paspeweHHbix MI (PucyHok 91).

| Monsavearens 1

FRIDSULB N NDMNO KGR :

Bxmounte Genwii cnucok

Sepas Bantll CIINCoR MOXND NOCTRONTS
PEDEYEHL PAAPRLIGHNEX AMTA NCARI00ATERNA
PROCKEHAR

Paspewnrs nce anperury pen

cobuimo

Bpaysep .
(@) xamepa .
(2] Kowraxrs .
(5 ranepen .
[ nomouss .
) vaitnu .
PrcyHok 88

| Monbaosarens

PAIPOLIN N N

1

Qi 2¢

Bxmovymte Geni cnucox

H00as DUl CIMMCOK MO RICTRONTY
NEPOUEHS DATPALUIBHNLY DN NONLIORITEN
TIRMA0HD MM

Paspowmwry soe mm
Toned
Bpaysep
@ Kamepa

E] KoHrakTe

B Fanepes

D Momouls
Boe rprnoxrio po e were

D Dowuion

PncyHok 89

Heobxoaumble MI
BbibpaTb Bce MI
pesysibTate oTOOpasmUTCA

KaCaHMEM
KaCaHMEM
COOTBETCTBYHOLLEE
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[Ona 3anpeta Ha mcnonb3osBaHne MIT ans yy4yeTHOM
l Mons3osaTens 1 o
PR Rt 3anncK  HeobxoaMmo Ha cTpaHuue «[ma  yyeTHOM
Bemouits Gensi crwook 3aMMCK]»  KOCHYTbCA KHOMKM  «3anpeTuTb BCe», B
I e . pe3ynbTaTe 0TOOPA3nUTCA COOTBETCTBYHOLLLEE YBEAOMIEHNE
NpwsCond it
(PncyHok 90).
Paspowmrs sce JANOTHTE HOL
Sspevsep %
(@) xamepa .
@Koumm
Dl’anepen
Dl’lououua
Boe npunoxeess 3anpeweny
() e
PncyHok 90

2.5.2. KonnpoBaHue noanTtnkmn pabdotsl ¢ Mr1

MPUMEYAHUE. OyHKUMA KONUMPOBAHMA NOAUTUKM paboTbl ¢ MIT TakKe A0CTynHa
NNs aBTOMaTh4eckoro 3anycka MI (n. 2.5.3).

[ns TOro, 4ToObl CKONMPOBATL NOJIUTUKY OAHOM YYETHOM 3aMMUCKU U MPUMEHUTD €€ K
APYTMM YYETHbIM 3anncam, HeobXoaAMMO BbINONHUTL CAeaytoLLMe AeNCTBUA:

— Ha cTpaHuue «Cnmncok paspelleHHbIX MNPUAOKEHUIM» KOCHYTbCA 3HAYKa ©
(PucyHok 91), B pesynbTaTe MNoOAMTMKA OyaeT CKonMpoBaHa W oTobpasumTca
cooTBeTcTBylOLLEe yBegomieHne (PucyHoK 92);



I CNWCcoK paIapeilenHbX NPUAoKeHHR

Brapeney ycrpodcTea
Bt Sheoon Buemoses

Monvaosarens 1 T]
Banuil cnwcoc B ppusomesni

800088 50a0

Moneaosarens 2
Hanuwi crmooe Basmoses

MNonbaocsarens 3
Banuii cnucor Baiamoses

PucyHok 91
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| Cnucok pa3peLlEHHIX NPUAOKEHHRA

Bnaneney ycrpoicTea °
Banwit oo Buemoses

Manbacaarese 1 E]
Semel crpue B paasmewed

[0 00as

Monsacsarens 2 »

Hanuit crmoor Burmoses

MNonbacearens 3 -
Banui cnucor Baasoses

Flpvmisiry OTmesuTy

PncyHok 92

— BblODATb HeobXoAMMble y4eTHble 3amMCKM  KacaHMemM COOTBETCTBYHOLLMX
nepekntoyaTenen (PucyHok 93);

— KOCHVTbCA KHOMKWM «[MommeHuTb» (PucvHOK 93) AnA NDUMEHEHMA MNOAUTUKM
Mmbo  KHOMKM  «OTMEHMTb» A8 OTMEHbl onepaumu, B De3vabTate oTobpasnuTca
cooTBeTCcTBVIOWEE vBeaomaeHMe (PUCVHOK 94), M v v4yeTHbIX 3anucein cTaTyc 6enoro
CMUCKa M3MeHUTCA Ha «[KonmyecTBo paspeweHHbix MIM]» (PucyHok 94).

| CNKCoK pa3palEHHLIX NPUNoKEHMR

I CnKCcoK pa3pailEHHLX NPUAoKEHMR

Bnapeney ycunoicraa . Bnapeney ycunoicrea
Bl crmeon Banmoses Bl crimoon Bamoses
Monbaocsarens 1 Ej Monvaosarens 1
Semall Cteloe 4 EpRADRSTHE BaNMit CHNCOC 4 DPWDONENNA
apaeo [Llalcle)
Monsaosarens 2 Monsaosarens 2
Bonuit cromcor Bumosss Boanuil Comcor 4 praoeNe
sapen
MNonvaosarens 3 -
Barmul cmcor Banmoses MNons3osatens 3
Benuil crincos & mprnomesns %

S080

Nomrka cpmuenens
v Pl
MpumesnTs OTmesnTy
PncyHok 93 PucyHok 94
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2.5.3. ABTOMaTtmyeckmin 3anyck MIT

[na BKAOYEHUA aBTOMATMYECKOro 3amycka MI npu KaxKaom BKAOYeHuM MY
HeobXoAMMO BbINOMHUTL CAeaytolne AeNCTBUA:

— OTKPbITb MEHK CWUCTEMHbIX HACTPOEK KacaHMeM 3HauyKa @ Ha DKpaHe
NPUNOXKEHUIM (CM. PucyHoK 1);

— KOCHYTbCA NMYHKTa MEHIO «KAAMUHUCTPUPOBAHMEN & B noapasgene «Cuctema;

— Ha OTKPbIBLWIENCA CTPaHWULE KOCHYTbCA MNyHKTa MeHK  «ABTO3anycK
npunoXeHn» (cm. PucyHok 81) anAa otobparkeHuAa CnMcKa C yYEeTHbIMKU 3aNUCAMKU U
CTaTyCOM aBTOMATUYECKOro 3anycka MIT.

NMPUMEYAHWUE. Mo ymonyaHMto aBTOMaTM4YeCKMin 3anyck MIT BbIkNtOYEH;

— KOCHYTbCS NMYHKTa C HEOHXOAMMON y4eTHOM 3anncbto (PucyHok 95);

— Ha CcTpaHuue «[MmAa yd4eTHOM 3anucu]» aKTMBMPOBATL MNEpPeKNYaTeNb
«BKNOYNTL aBTO3anycK» (PucyHok 96) ana otobpakeHma cnmcka MI;

| ABTO3aNYCK NPUNCKEHWA l MNonsaosatens |
Bnapeneu ycrpoicrea
Astaianycs Buanoven * Brnounrs antosanycx
Npasnowesse GyayT MeTOMATHECES
Moneacearens 1 JNTYCRATHCH NEW 207 DYING GOERSUMOMHDR

Anroasnycx: Batemoven GHOToMM

Monsaosarens 2
Aatoaanyox: Betmoven

MNonpsosarens 3
Aatossnyos: Beemoven

PncyHok 95 PucyHoK 96

— B OTKpbIBLIEMCA  CNMcKe  BblbpaTb  Heobxoaumble  MIT  KacaHuem
COOTBETCTBYOLWMX nepekatovatenen (PucyHok 97), B pesynbTaTe Ha cTpaHuue «[Mma
YYETHOM 3anmMcu]» CcTaTyC aBTOMaTM4YecKoro 3anycka MI M3ameHUTcA Ha «ABTO3amycK
[Konnyectso MIM]» c oTobpaxkeHnem 3Ha4ykoB AaHHbIX MIT (PucyHok 98).

[ns BbIKAOYEHMA aBTOMATU4YeCcKoro 3anycka MI HeobxoaMmMO [eaKTUBMPOBATb
nepekatoyaTesnb «BKAOUYMTL aBTO3anyck» (PucyHok 97).



| Mons3osarens 1

MNpunoeesmit 1 sorosanyces. 4

BxmounTe asTosanyck
Npscomsnn GYITYT BRTOMATHMSCIAN
SANYOCATECA POW JATTIYIND ONEDIGNTHWON
CHMTTEV

TenedoH

) coobuesma .
Bpaysep .
(@) Kameps

(@ Kowrmer .
[ ranepen :
(S Hacrpoixu

(] nomouse .
™) vainu

D Kanonaspe N

PucyHok 97
2.5.4. Joctyn Kk MI

D

Bpayaep TpebyeT cneayloume
paspeLlenns Ha aocTyn

BeG-copepxumoe
BocnpounzseneHue v 3anncs ayamo
leonoxaums
Wutepuer
Kamepa
Mepnadannes
Mankn nonszosarens
Nevars
CrémHbie HOCHTENM

OtmesnTs MoareepauTy

PncyHok 99
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| ABTO33NYCK NPUNOXKEHHA

Bnapeney yeTpoicTea
AToasTyck: Beecnoven

Nonvaosatens 1 EE]
ATCanTycy: 4 nPAncwENME

oo

Nonsaosarens 2
Anroaoryck: Becaien

Monssosarens 3
AnTosscrycx: Buecmovon

PucyHok 98

Mpn nepBom 3anycke HekoTopbix MI1 oTobparkaeTcs
OKHO C nepeyHem Tpebyemblx paspeleHnin Ha AOCTyn K
NaHHbIM NoNb30BaTeNa, XxpaHawmxcs Ha MY (PucyHok 99).

Ona npuHATUA paspelieHnin MMM gns Bcex akTUBHbIX
YYETHbIX 3anucer HeobxoAMMO BbIMOAHUTL Caeayrolime
NencTens:

— OTKPbITb MEHIK CUCTEMHbIX HACTPOEK KaCcaHMem

3Ha4Ka @ Ha DKpaHe NPUNoXKeHn (cm. PucyHok 1);

— KOCHYTbCA MYyHKTAa MEHIO

«AOMUHUCTPUPOBAHMEN & B noapa3sgene «Cucrteman;

— Ha OTKpPbIBLIEMNCA CTPaHMLUE KOCHYTbCA MYyHKTa
«Pa3pelwieHns npunoxkeHnin» (cm. PucyHok 81) ana
oTobparkeHuns cnucka MI;

— KOCHYTbCA NoJAA ¢ Heobxoammbim M1 co cTaTycom
«He npuHAaTo» (PucyHok 100);

— KOCHYTbCA KHOMKK «[lloaTBepaAnTby ANA MOATBEPKAEeHWA onepaumm nmbo

KHOMKM «OTMeHUTb» Ana oTmeHsbl (PucyHok 101), B pe3synbTaTe paspelleHns gaHHoro MM
ByayT NPUHATLI Y BCEX aKTUBHbIX YYETHbIX 3aMMUCeNM U CTaTyC M3MEHUTCA Ha «[TpUHATOY.
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| Npwnoxersn | OTmenmms Mogreepanrs |
BN&'O“VI npws , Paap
KOTOPOro GyayY NPMHITE LW SCex ﬂpocuorp PDF
NONLICRATENON YOTPOACTRR, AKTMEHLX O
LAHHBIR MOMEHT. B STOM CAYMESE NOMACKEHWE Hacrosuwm gedcranem Bai npuwusaete
Gynor oTMeMeno Kax allpumsTon, PEIPELEHNN BAODSHMOTO NPUBOMEHMA INE
MPMNOXEHME, PESDOLUEHMA KOTODMX NPMHAT BCex NONE3oRRTEEH YCTRORCTES, DKTHOHLX B
WE Z171R BORX SKTHEMAY 8 IR MoMeNT AN MOMEHT. OTMERMTL RIMEHINMR
NONLICBATENER, BYZIYT OTMENEHS! Kibk «He MOXHO Gyaey, TONEXO yARINS swbpanroe
NPHMETOR NPMNEXAEHNE. XOTHTE NPOAGIXMTE?

TMPMMATD BCO PASPOWOHNS

Npocmorp PDF He npusar
XypHan He npunar
Moroaa He npunat

Yacm He npumst
Coobuenua MNpusato
Bpaysep He npuuar
@aiinel He npusat

3aMeTkKn He npunst

PucyHok 100 PucyHok 101

Ona npuHATMA paspeweHnin scex MIT HeobxoAMMO BbIMOAHMTL Caeaytolme
AencTBns:

— Ha cTpaHunue «lTpuioKeHnAa» KOCHYTbCA KHOMKKN «[puHATL BCe paspelleHuna»
(cm. PucyHok 100);

— KOCHYTbCS KHOMKW «[loaTBepAUTb» ANA NOATBEPXAeHus onepauum nmbo
KHOMKM «OTMeHUTb» ans oTMmeHbl (PucyHok 102), B pe3ynbTaTe paspelleHuna scex MI
ByayT NPUHATBI 1 CTaTyC M3MeHUTCA Ha «IMpuHaTo» (PucyHok 103).
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| OrmenmTs MoarsepauTs | | Npunoxertn
Bce npunoxeHus ROTOPATo ByAYY NPIHITE LW SCex
NONLICRATENGN YOTPOACTHR, AKTMEHLX

Bt cobupaetecs npenocTasuTs 0CeM LOHHBIE MOMEHT. B STOM CYMEE NOMACKEHNE
BETHBHSM NONBSVSETENIM YCTPORCTES Bynot oTMeMeNO Kax allpusEToe,
PRIDSUAEHUA QNG BCEX YOTUHOANEH HE MPUNOXKEHHE, PESDOLLEHHA KOTODIX NPNHATH
prEnoxeHi. B Gynyuiom si He cMoxeTe WE 2R BOBX SKTWEMMX § QEMHEIR MOMENT

& PAIP A, XPOME KDK TTyTEr NONbICBATENER, BYZYT OTMENEHS! Kibe «Ha
YOANOHIR NPUNCHB IR, Bu yBepea, STO APUHRTON,
XOTHYE HPOACHNITS?

Npocmorp PDF MNpunaro
XypHan (Mpuisto

Moropa Mpumsito
Yace MpunsTo
Coobuenun lMNpuwaro
Bpaysep MMpussto
@alne MNpuxaro

3amerkn MNpuuaro

PucyHok 102 PucyHok 103
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3. CPEACTBA PA3SPABOTHUKA

BHUMAHUE! 3anpeuwaetrca akTMBauma pexuma pas3pabotymka Ha MY,
byHKUMoHMpytoulem noa ynpasneHnem OC ABpopa B CepPTUPULIMPOBAHHOM BepcUM U
npeAHa3Ha4YeHHOM [A1Aa Wcnonb3oBaHMA B MC, aTTecToBaHHbIXx MO0 TpeboBaHMAM
obecneyeHma 6e30MacHOCTM B COOTBETCTBMM C  3aKOHOAATENbCTBOM  PoccuiicKon
denepauymu.

Pexxnm paspaboTynka nNpenocTaBadeT aAMUHUCTPATOPY AOCTYN K pacliMpeHHOMyY
bYHKUMOHANY HaCTPOEK.

BHUMAHMUE! Pexxnm pa3zpaboTyrka HEBO3MOXKHO OTKAOYMUTb NOCAE akTUBaLUMK. s
AeakTMBaUMM permma paspaboTtumka Heobxoammo cbpocntb MY 40 3aBOACKMX HACTPOEK
(cm. noapasgen 2.2).

3.1. AKTMBaUMA pexnma paspaboTtumka

MPUMEYAHMUE. Mepen akTMBauymern pexmnma paspabotynka Heobxoammo ybeamnTbes
B HaM4mm Ha MY aoctyna K cetn MIHTepHer.

[ns akTMBaUMM perknma pas3paboTymka HeobXoAMMO BbINOAHUTL CAeaytoLine
NencTBus:

— OTKPbITb MEHI CUCTEMHbIX HACTPOEK KacaHMem 3HauKa @ Ha DKpaHe
NPUNOXKeHUIM (cM. PucyHoK 1);

]

— KOCHYTbCS MNyHKTa MeHio «CpeacTBa paspabotumka» Y B noapasgene

«Cnctema;

— KOCHYTbCS nepekatoyatensa «Pexxum paspabotumka» (PucyHok 104);

— Ha OTKPbIBLWIENCA CTPaHWULE O3HAKOMWUTbCA C «YCNOBMAMW pa3paboTymKa» K
KOCHYTbCA KHOMKK  «lloaTBepAnTb» ANA NOATBEPKAEHMA  AKTMBALMM  PEXMMA
pa3paboTymka IMHO KHOMKN « OTMEHUTb» 419 OTMeHbl onepauumn (PucyHok 105);

— B C/lydae NPUHATMA YCAOBUM NOATBEPAMTL AENCTBME BBOAOM TEKYLLEro Napoa
(cm. PucyHok 4).
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Cpeacres paspaborywxa | OTmeHuTs Moareepaurs

& Pexum paspaboTmKa Ycnosusa paapaborumnka
L1090 e TrRAUMK DEAOA RIEMGOTWWR
HOOGXAMWMO NOLXMO4BHNE € COTH OSpaTMTO BHUMINHD; B POXHME

PEIPA0OTUMES NOCTYNIHE! KOMNOHENTH, NPKW

HENDARMEHOM MONONEIOBANWM KOTOPMX

MOXET OaiTe OXONYBTENLHD NOSDAKIEHD

Balwe yocrpofotno w/unmk ero copepxnmoe

Bamouesine pesomal PasposoT MKl Mot
NPMBACTH X BHNYNMPOEaene Bawed
rapantnm

rlp.mu'v-_‘ ASHsX YENOSHA NPOSOCTAENREY
ROSMORHOCTR MCNOALICRAHNE PEXUMA
paapatorinke

PucyHok 104 PucyHok 105

3.2. Cpencrea pa3paboTyumKa

CpeactBa pa3pabotumka OC — cneumanm3mpoBaHHble MHCTPYMEHTbI, Pecypchbl M
NPOrpammHble KOMMOHEHTbI, npeaocTasndembole OC 4148 co34aHna, OTAaLKN, TECTUPOBAHMUA
n onTuMmm3aumm MM, a Takke ana paboTbl ¢ BHYTPEHHUMU MexaHn3mamm camor OC. OHum
npeaHa3sHa4vyeHbl ANA YNPOLLLEHNA B3auMoaeNCcTBMA pa3paboTimKoB ¢ PYHKUMOHANIbHOCTbIO
CMCTEMbI, YNpaBNeHMA ee pecypcamm u obecneyeHWs COBMECTMMOCTM MPOrPaMMHOrO
obecneyeHms.

NMPUMEYAHUE. SSH-naposib ncnosb3yeTca ana noJsiy4eHmA npas
Cynepnosib3oBaTend.

[Onsa paboTbl co cpeacTBammn pa3paboTymka HEOOXOAMMO BbINONHUTL Caeaytolme
NEencTBus:

— aKTMBMPOBATb peXkMm pa3paboTymKa (cm. nogpasaen 3.1);

— paspewmnTb Bxod no SSH-naposto, KOCHYBLIMCL nepekatovaTtena «YnaneHHoe
coeanHeHmne» (PucyHok 106) M noaTBepanMB [AENCTBME BBOAOM TEKYLIEro naponsd
(cm. PucyHok 4);

— 334aTb NMbO creHepmpoBaTb MapoO/b, KOCHYBLWKCL Nona «CreHepmpoBaTby,
nocae Yero KOCHyTbCA KHoMKM «CoxpaHutb» (PucyHok 107) n noaTtBepAUTb AencTBue
BBOZIOM TEKyLLEero napons (cm. PUcyHok 4).

MPUMEYAHMUE. Mone yctaHoBKKM napona ana SSH n goctyna otobparkaeTca ToNbKO
nocne akTMBaLMK nepektodatens «YaaneHHoe coegnHeHmne» (PucyHok 107);
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I CpeacTsa paapaboTunks

CoTesuie NOQXMOSE IR

%  Ypan@sHoe coenuHenne
Paspeunte avog wepes SSH C e
nonesosatens ‘defaultuser’

WnCToy e

Orobpaxenwe YacToTh Kanpoe
Ornmoveno

% COoxpamiTh OTNAR0MHSI0 CUMBONHI B
AOMBLURIIO NBNKY

BrmouuTE BANMABLMIC NAKETOR

¥ He BexmoNaTE IXDAN DO BPEMR

Orobpaxate Kacamuma

MNepesarpysurs a fastboot

Yerawosea [0

*  Paapewmrs THXYIO YCTaHOBKY

BosounTs Moo yoTamosky naxeroa wa SOK

CoTousio NORKMTOWEHR

Ynanéwunoe coannHenue
PaspauinTs Bang wopes S5H C waaav

nosssasaTen ‘dofoultiaser’

Srssssnnn @

Maponk ANA ADCTYNSE K CYNEONONE20RaTH

Croueprposarts Coxpammre

—_ t
—
<

"l’ 192.168.215

IP-agpec USE

VinCTRyMes T

Orobpaxenwe 4acToTh Kanpos

Qrnioveno

% CoxpamaTb OTNagoNMBIE CUMBOND B
AOMALIIOIO NANKY

BKNIONUTE BANKASUAIO NAKETOR

" He BuxMoNaTh 3XPan B0 BpeMR
3dpAQKH
MOOQOTHIOAGAT L BUENOMEN NG JXDONA, LOrAA
MO YETRORCTSO

PucyHok 106

PucyHok 107

— HACTPOUTb OTODpPaXKeHMe YacToTbl KaapoB, 3anyLueHHbIX MI1, KOCHYBLIXCL NOASA
«OTOBpaxKeHMe 4acToTbl KaapoB» B noapasaene «MHCTPYMEHTbI», U Ha OTKPbIBLUENCA
CTPaHULE KOCHYTbCA NyHKTa «[llpocToe» nmnbo «lMoapobHoe» NMbO KOCHYTbCA MOAS
«OTKNOYEHO» AN1A OTKAOUYEHMA ANArHOCTUKN (PrcyHok 108);

— KOCHYTbCA COOTBETCTBYHOLLIMX NepeKkatodaTenen B nogpasagene «MHCTpyMeHTbI»
NN5 BbINONHEHUS cneayrowmx aenctsni (cm. PucyHok 106):

® pa3pewnTb AMbO 3aNpeTUTb COXPaHEHME OTNAA0UYHbIX CUMBO/IOB B JOMALLHEN
nanke;
® BKAOYMTb MO0 OTKAOYUTL BaAMAALMIO NMAKETOB,

NMPUMEYAHUE. [Ona nposepkn RPM-naketos MI1 uncnosb3yetca Ba/naaTop,
NPOBEPSAOLINMA  YCTAHOBOYHbIE MNaKeTbl Ha MNpPeaMeT COOTBETCTBMA TpeboBaHMAM,
yKasaHHbIM Ha Beb-canTe: https://developer.auroraos.ru/doc/software_development/
guidelines/rpm_requirements. Bannaatop 3anyckaeTca aBTOMATUMYECKU MPWU yCTaHOBKe
RPM-nakeToB, npu atom RPM-nakeTbl, He npouwegwne Baanaaumio, He MoryT ObiTb
ycTaHoB/eHbl Ha MY, pyHKUMOHMpPYLowem noa ynpasneHnem OC ABpopa;

— nepesarpysnte MY ana nepexoga B pexum fastboot, KOCHYBLIMCb KHOMKM
«Mepe3arpy3nTb B fastboot» (cm. PucyHok 106), 1 Ha OTKPbIBLIENCA CTPaHULE KOCHYTbCS
KHOMKK «[MoaTBEpAUTb» ANA NOATBEPNKAEHNA onepaunm NMHBO KHOMKM «OTMEHUTb» ANA
oTMeHbl (PucyHok 109);

— paspewnTb NMbOo 3anpeTnTb TUXYI0 YCTaHOBKY MakeToB M3 SDK, KOCHYBLUMCb
nepekntovaTena «PaspelwnTb TUXYH YCTaHOBKY» B noApasgene «YcrtaHoBka [10»
(cm. PucyHok 106) n noaTBEPANTL AEUCTBME BBOAOM TEKYLLEro napons (cm. PucyHok 4).
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| OTobpaxeHue YacToTh Kaapon | OTmMeHUTL MoaTsepauTh |
Orxmaueno MepesarpysnTs yCTPOKCTBO
RposTos 8 pexum fastboot?
VETPORGTEO ByIuet MAUBL/RHHD NEDESH DYyRBRO
Nogpobroe 90 , WTO 8ce o7 »

a Gyayr P

MpocTo# - TONEXO XOMNOZMTOP
MNoapobisiil - TONLKO KOMNOIMTOR
MPOCTOH - TONBXO NPUNOXKEHNE

MoapobHbIA ~ TONMLKO NPUAOKEHKA

PucyHok 108 PucyHok 109



58
AIAMI.10034-02 91 01

4. MEXAHU3MbI BE3OIMNACHOCTH

PeannsoBaHHble B OC ABpopa o¢yHKUMM 6e30MacHOCTM MOXHO HacTPOUTb C
MOMOLLLbIO COOTBETCTBYIOLWMX MHTEPDENCOB, ONMUCaHNE KOTOPbIX MPUBEAEHO B HACTOALLEM
pasaene.

4.1. Peructpaums cobbitnin 6esonacHocTh (ayamT)

4.1.1. CnuctemHoe }XypHanmpoBaHue
4.1.1.1. Obwan MHPopmaLms

CUCTEMHOE KYPHa/IMPOBaHWE — CEPBUC A8 PETUCTPALMU U XPaHEHUA MHGOPMALLNK
O BaKHbIX MPOrPaMMHbIX M annapaTHbIX CODLITUAX, a TaKKe UX JasbHellero aHaamsa B
C/ly4ae HeKOPPEKTHOM paboTbl CUCTEMBI.

OC ABpopa OCYLLECTBAAET PErnCTPaLMIO N XPaHeHWe caeayowen nHdopmaLnm:

— COODOUWEHUN N3 CUCTEMHOrO KypHana (journald) n agpa (kernel log);

— COOOLWEHM, BbIBOAMMbIX NPOLLECCAaMK CAYXKO Ha CTaHAapTHbIEe NOTOKM BbIBOAA
(stdout);

— OWMOOK (stderr).

MonyyeHHaa MHGOPMALMA MHAEKCUPYETCS U XPAHUTCA B CUCTEMHOM KypHase,
KOTOPbIM HAXOAMTCA BO BPEMEHHOW Manke 1 Nocae nepesarpyskn He coxpaHseTcs.

4.1.1.2. CoxpaHeHue cobbITUIN CUCTEMbI B MOCTOSHHYIO NamAaTe MY

[ns coxpaHeHWs coDObITUN CUCTEMbI BO BHYTPEHHIOK MOCTOAHHYO Namatb MY
HeobX0AMMO BbIMONHUTbL Cieaytolime AencTBUA:
— OTKPbITb MIT «Terminal» 1 BbINOSIHUTL KOMaHAY:

vi /etc/systemd/journald.conf

— YCTaHOBWTb NapameTpbl B Caedyroume 3Ha4eHnA:

Storage=persistent
SystemMaxUse=500M
RuntimeMaxUse=1M

— nepesarpy3snTb MY Ana coxpaHeHMa U3MEHEHNA.
[na BbIrpy3ku darna »KypHana HeobxoAMMO BbINOAHUTL KOMaHAY:

journalctl -a > j.log

npw aTom noTpebyeTca co3aatb Gann nora, KOTOPbIK ByaeT MMeTb Ha3BaHMeE: j . log
M copepaTb Bce cobbITMA (-a = all). HazBaHWe Npu HEOOXOAMMOCTM MOXKHO M3MEHMUTD.
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4.1.2. Cepswuc sdjd
4.1.2.1. Obwan MHpopmaLms

[ns HageXHoro XxpaHeHMA Habopa coObLLEHNN, OTHOCALLMXCA K CUCTEME 3aLUMUTHI
MHGOPMaLMMN, UCNONb3YETCA CepBMUC MO cbopy M perncrpaumm cobbiTuin 6esonacHoCTH
sdjd. CepBWUC COXpaHAeT OTAeNbHble coobuleHns B ¢aln /var/log/sdjd-v2.log,
KOTOPbIX MNpPK 3ano/HEHMW A0 MaKcuMMmanbHoro pasmepa (50 MB) nepesanucbiBaeT
npeablayue coobleHmA HOBbIMM.

[Onsa onpeaeneHua cobbiTUM  perncTpaumm CcepBMcom sdijd WMCNONb3yeTca
KOHOUIYpPaUMOHHbIM  dann  /etc/omp/sdjd.conf, B  KOTOPOM C  MOMOLbLO
pPenakTMPOBaHMA MOXHO 3a4aTb HeaKTyabHbIM cCObbITMAM cTaTyC false.

B OC ABpopa C MCMNo/Ib30BaHNEM CepBMCa sdjd PErnCTPMPYOTCA U AONTOBPEMEHHO
XpaHATCA cneaytoume Tunbl cobbITUIM Be3onacHoCTU:

— pe3ynbTaT NOMbITKM BXO4a B CUCTEMY;

— BNIOKMpPOBaAHME MHTEPAKTMBHOIO CeaHCa Kak Mo 3anpocy Noab30BaTeNA, Tak 1 No
MCTEYEHNN YCTaHOBAEHHOMO Nepmnoaa HeEaKTUBHOCTM NOb30BATENS;

— ONOKMpOBaHME [A0CTyMa MOC/Ae YCTAaHOB/JIEHHOrNO KOAMYECTBA HeyCrnelwHbIX
MOMbITOK BBOAA ayTEHTUIUKALUMOHHON MHPopMmaumn (nn. 4.2.2.1.3);

— MCTeYeHMe CpOoKa AeNCTBMA Napons;

— CMeHa Nnapons;

— 3anycK npoueaypbl M pe3ynbTaT KOHTPOAA uenoctHocth (KL);

— MONyYeHMe oTpULATENBHOTO pe3ynbTaTa NPOBEPKU;

— aBTOMaTU4yeckan Baokmposka MY;

— pe3yabTaT NoMbITKM YCTAHOBKM, yaaneHma nam obHosneHma RPM-nakeTos;

— MOAKNOYEHNE N OTKAKOYEHME BHELWHMX HOCUTENEN MHPOPMaLMN;

— nepenosiHeHMe KypHana cobbiTnin besonacHoCTy;

— BK/tOYEHMeE, Nepe3arpyska u BbikatovYeHne MY;

— pobasnieHue npaBua ceTeBoro PUNbTPA;

— 3aMyck, 3aBeplleHne N n3MeHeHne KoHOUrypaumm cayKobl ayamnTa;

— M3MEHEHMEe CUCTEMHOTO BPEMEHM;

— HelTaTHOe 3aBepLUEHNE CUCTEMDI;

— MOMbITKM AOCTYNa K dalnam, HaxoAALMMCSA B NPOLLECCE PerncTpaumu,

— cbol B mexaHM3mMe M3014UMnN NPOLLECCOB;

— owKnbKM Banmaaumm RPM-nakeTos;

— CO3[aHue, NepeKNOYEHME M yaaNEHME YYETHOM 3aNMCK NONb30BATENS;

— MHMLUMANN3aumMAa 1 pesynbTaT npoxoxaeHnsa 20A.

NMPUMEYAHUE. HaumHaa c penmsa OC Aspopa 4.1.0 update 1, He Oyaet
PErncTPMPOBATLCA COOLITUE MPMBA3KM TOKEHOB K YYETHOW 3anucu (MHUUManusauma)
(ID=47),

— CoObITUA aHTUBMPYCA;
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cobbiTna JoBepeHHOM cpeabl UCnoNHeHMA ABpopa (Npu Hannumun);

3anyck MI1 «XypHan»;

0bHapyKeHne HapyLeHUs LeN0CTHOCTM CTOPOHHUX dainnos;

M3MEHEeHMe NapObHOM M NOb30BATE/IbCKON NONUTUK;
BK/IOYEHME peXMMA Pa3paboTunKa;

BK/OYEHME M BbIK/OYEHME YAANEHHOrO A40CTYNa;
paspeleHne 1 3anpet goctyna Kk MMM «Terminal».

MPUMEYAHUE. [MMonHbIM cnncok cobbitmini 6e30MacHOCTU,  PerucTpupyembix

CepBMCOM

sdjd B OC Aspopa, AOCTyneH

Ha Beb-camnTe:

https://developer.auroraos.ru/doc/software_development/reference/sdjd/events.
Kaskgoe cobbiTre CoAepsKUT cneaytoLlyto nHGopmMmaLmio:

SELinux);

YHUKaNbHbIM MaeHTUdUKATOP COObITUA;

TN cobbITUS;

Bpems pernctpaumm cobbitms;

YPOBEHb Ba*KHOCTM COODLLIEHNS;

OMUMOHANbHbIN TEKCT cOODLEHMA (MM NyCcTaa CTPOKA);
PID npouecca-oTnpasuTens;

PID poanTenbCKOro npouecca 4s4a npouecca-oTnpasuTens;
UID npouecca-oTnpaBuTens;

Effective UID npouecca-oTnpasutens;

Saved UID npouecca-oTnpaBuTens;

File system UID npouecca-oTnpaBuTens;

Real GID npouecca-oTnpaBuTens,

Effective GID npouecca-oTnpaBuTens;

Saved GID npouecca-oTnpaBuTens;

File system GID npouecca-oTnpasutens;
Supplementary groups npouecca-oTnpaBuTens;
addeKTMBHbIE NPUBMAETMIN NPOLLECCA-OTNPaBUTENS;

MNOJIHbIM NYTb K MCNOAHAEeMOMY $aiay npoLecca-oTnpaBuTens;
KOHTEKCT 6e30MacHOCTM npolecca-oTnpaBuTens (Tekywaa poab WM MeTKa

— TeKCTOoBOEe npejcTaBneHne naeHTMdmnKaTopa cobbITUs aAns yaobcTBa OTNaAKN.

AIMUHUCTPATOP MOMET OnpeaennTb CnUcok obbektoB PC, NONbITKM A0CTyna K
KOTOpbIM DyayT perucTpmpoBaTbcsa B Gpalne /usr/share/security-audit/security-
audit-rules.conf, A00aBMB NPaBMIO ayamuTa A8 HabatogaeMoro obbekTa OTAENbHOM

CTPOKOM

B dann /usr/share/security-audit/security-audit-rules.conf.

MonbITKM AoCTyna K obbektam OC, HaxodALWMMCA B Manke /home M ero noanankax, He
PErncTpPUpPYyoTCS.
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Bce peructpupyembie cobbiTna 6e3onacHOCTM 0OTobpaxKaloTca € yKaszaHMEM
BPEMEHM W LUBETOBOM WHAMKALUMEN B IKypHane coObITMA, NPOCMOTP KOTOPOro
ocyulecTsaseTca ¢ nomouwbto MM «KypHan».

MPUMEYAHMUE. Monb3oBaTenb MMeeT BO3MOXHOCTb COXPaHUTb XKypHaa CcOobbITUI
6e30MNacHOCTN CUCTEMbI BO BHYTPEHHIOK NOCTOAHHYKO NamaTb MY B WwWndpoBaHHOM BUAE.

4.1.2.2. NMpocmoTp coobuleHn ayamTa

[ns npocmoTpa coobuleHnin ayamTa U A0CTyna K HUM HeobXoaAMMO MCNO/1b30BaTh
cneayoume MHCTPYMEHTDI:

— NPOrpamMmbl journalctl U dmesg, MMetOWME MHTEPPENC KOMAHAHOM CTPOKM;

— YTUAUTY sdjd-dump, NO3BOAAKOLLYIO NMPOCMOTPETb CObbITMA He3omacHoCTM B
MM «Terminal»;

— MM «XypHan» (/usr/bin/log-viewer), B rpapuyeckom nHTepdpemnce KOTOPoOro
oTODpaXKatTCA 3anmcK 0 CobbITUAX, COXPaHAEMbIX CEPBUCOM sdjd.

MPUMEYAHUE. B MI «*KypHan» oTobpaxkatotca cobbitva ayamta (PucyHok 110).
MNoapobHoe onucaHume pabotbl M NnprBeaeHO B AOKYMeHTe « PYKOBOACTBO NO/Mb30BATENAY
AMTI.10034-02 90 01.

Mpn 3TOM aAMUHUCTPATOPY AOCTYNEH NPOCMOTP COODLLEHNIM ayanTa BCEX YYETHbIX
3anucen, co3aaHHbix Ha MY. [Jna aToro HeobxoAMMO BbINONHUTL CAeaytoume AeNCTBUA:

— OTKPbITb BCM/IbIBAIOLLEE MEHIO;

— KOCHYTbCA NYHKTa «PUNbTPbIY;

— KOCHYTbCA nonAa «BblbpaHHbIM NoNboBaTeNb» W BblbpaTb MNOJb30BaTENA
(PucyHok 111).

b

MNpocmorp xypHana (),

BuiGpanHuiil nons3osarent:

Ceroamsn
Bce nonvaosateny

1. YenewnHan syTeHTHOMcaUMs Boe no P
OZ/07/2024 12:4516 GMT +03 e
2. YABNSmiEIR SOCTYN BRAMEN defaultuser
Remote login enabled
02/07/2024 1248116 GMT 403 Nonsacsearens 1
3. YRanénHsiin AOCTYN BuIKNONEH MNonssosarens 2
Remote login disabled
020772024 12.49:02 GMT +03
MNonsaosarens 3

A, Yenewsman syTenTndHKaumni

Q0772024 1240 44 CMT «03

® 5. Ownbks o6paborki naxera
harbour-colordots

02/077202412.80:37 GMT +03

6. Yenewsan ayTeHTnduxaumi

02/0772024 124015 GMT <03

7. Yoanes naxer
LV RuStore

CNA024 123855 GMT «03

PucyHok 110 PucyHok 111
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AAMUHUCTPATOPY AOCTYNeH 3KCMNOPT CUCTEMHOrO

MpocMoTp XypHana 2
Q otyeTa. [11a 3TOro HeobXxoAMMO BbIMOJAHUTL Caeaytolme

SKCNOPTHPOBATE CUCTEMHEN OTHET ,£|,e ﬁ cTBUSA:
Ce rcnopT s baiin — OTKpPbITb BCM/IbIBAOLLEE MEHIO;
O6noswTs — KOCHYTbCA MyHKTa «3IKCNOPTUPOBATb CUCTEMHbIN
SR oTyeT» (PncyHok 112);
b e — Ha OTKPbIBWENCA CTpaHuue BblOpaTb Namky, B
A KOTOPYt0 HeEOBX0AMMO IKCNOPTUPOBATL OTHET;
ool — KOCHYTbCS KHOMKM «IKcnopT» (PncyHok 113);
T — [0XAaTbCA MNpouecca 3aBeplleHWs  3KCrnopTa
5. Pexum Nepessim MynstHMegns (PMCVHOK 114)
(MTP) smoylin

MTP_MODE_ON
22/0V/2024 184057 GMT +03

6. Yenewmnii sxogq 8 cucTemy

22/01/2024 154955 GMT +03

~4

Paxum napenasun MynsTHMenns
(MTP) saikmonen
MTP_MODE_OFF

22J01/2024 T1B5:Z3 GMT 403

PucyHok 112

| Hasan xcnopr | MpocMoTp XypHana

Downinads

HET 8/10XEHHbIX NENoK

1%

MNporasogurcn Scnopr...

PucyHok 113 PucyHok 114

4.1.3. Cepsuc reports

CepBUC reports reHepupyeT eaAnHbIN CUCTEMHBIM OTYET B BUAE apxMBa C dpainamm
KOHUrypauum 1 noramm paboT pasnmuHbix KomnoHeHToB OC ABpopa, KOTOPbIA MOMKET
ObITb 3aLLMPPOBaAH.
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4.1.3.1. OnncaHme CUCTEMHOTIO OTYeTa

CUCTEMHbIN OTYET UMEET cneayowmin GopmaT: tar.bz.

MMa CMCTEMHOro OT4yeTa WMEeeT CAeayloLllyto MacKy: reports-YYYYMMDD-
HHMMSS.tar.bz.

MPUMEYAHUE. ToppobHoe onucaHne npoueaypbl GOPMMPOBAHUA OTYeTa
npmeefeHo B AOKyMeHTe «PyKoBoACTBO nosb3osaTena» AAMI.10034-02 90 01.

OnuncaHue Tekyllero Habopa moaynern npuseaeHo B Tabamue (Tabanua 1).

Tabnuua 1
Mogaynb OnucaHue
agnss MHPopmauma o A-GNSS
available-packages |CnucoK AOCTYMHbIX M YCTaHOBIEHHbIX MaKeToB
battery NHbopmauma ob akkymynaTope
bluetooth MHpopmauma o Bluetooth®
cellular MHPopmauma SIM-kapTax
certificates MHpopmaLuma 06 yCTaHOBNEHHbIX B CUCTEMY CepTUGUKATAX
(ima, kernel, rpm DB)
disks NHPopMaLMa 0 ANCKaX M 3aHATOM/CBODBOAHOM NPOCTPaAHCTBE
dmesg CucTeMHble coobuleHma sapa
emm NMHbopmauma o nanke /etc/emm
info O6wwasa nHdopmauma o MY:
— KOHTPO/IbHaA CYMMa 3arpy304HOro pasaena;
— MHPopmauma ob AIDE;
— CMNWCOK AOMNONHUTENbHbIX QYHKLNI;
— MHPopmauma o penmse OC;
— MHPopmauma o HW pennse OC;
— Bepcua aapa
integrityd KoHpUrypaumoHHble ¢ainnbl cepsmca integrityd
internet NHDopMaLma 06 aKTMBHOM MHTEPHET-COeANHEHMN
logcat CuctemMHble cooblleHums
memory NHbopmauma o namaTtu
mount-points Tekylie TOYKM MOHTUPOBAHMA
policy NHdopmauma o nanke /etc/policy
process-list TeKyLWMM CNMCOK NPOoLECcCcoB
push-daemon MHDOpMaLma o0 nankax /etc/xdg/push-daemon U
/var/lib/push-daemon
rpms CnU1COK YCTaHOBNEHHbIX MAaKeTOB
screen NHbopMaLuma 06 akpaHe MY
sdjd CobbITa 6e3onacHoCTH
ssu NHdopMaLmMa O peno3nTopmax
system-journal-json |CyuctemHbli )ypHan B popmate JSON
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Moaynb OnucaHue
system-journal-10g |CuCTEMHBbIN KypPHaN B TEKCTOBOM BUAE
system KpaTkaa nHPopmaLmsa O CMCTEME:

— PEXUM SKOHOMMUK aKKYMYIATOPA;
— noaKkntyeHune K cetn NHTepHer;
— CTaTyC NOAKNKYEHNSA;

— aKTMBHOCTbL ceT WLAN

systemboot IHGOpMaumA O CUCTEMHOW 3arpyske
systemctl CnunCcoK cepBmncos
systemupdate Jlor obHoBNEHMUS

4.1.3.2. [eHepauma CUCTEMHOIO OTYyeTa
4.1.3.2.1 l'eHepauma cMCTEMHOro oT4eTa ¢ nomoulbio MIM «Terminal»

CUCTEMHBIN OTYET MOXKHO creHepupoBaTb B M «Terminal» c nomoLLbio cneayoLmx
KOMaHA.
— reHepaumna CUCTEMHOTO OTYeTa C COXPaHEHMEM B Nanke /var/reports:

generate-reports.sh true

— reHepauma CUCTEMHOrO oOT4YeTa C COXPaHEHMEeM BO BPEMEHHOM nanke
/run/reports, KOTOpas byaeT ounlLeHa nocae nepesarpy3kn MY:

generate-reports.sh false

— reHepaumna 3aLLII/1(|)pOBaHHOI'O CMCTEMHOTIO OT4HEeTa B yKa3aHHOVI nanke:

generate-encrypted-reports.sh /home/defaultuser/Documents/

MPUMEYAHUE. lMpun HeycnewHoM reHepaumm 3awmdpoBaHHOro otvyeta byaer
co34aH 0ObIYHbI CUCTEMHbIN OTYET.

4.1.3.2.2. [eHepauma cMCTEMHOro otyeTa ¢ nomoubto MIT «KypHan»

CUCTEMHbI OTYET MOXKHO creHepunpoBaTb B MIT «KypHan». MogpobHoe onncaHme
reHepaunm CUCTEMHOro oTyeTa ¢ nomoulbto MIT «XKypHan» npuBeseHO B AOKYMEHTE
«PykoBoacTso nonb3osatena» AAMI.10034-02 90 01.

4.1.3.2.3 3aWmnPpoBaHHbIN CUCTEMHbIN OTYeET

LUndpoBaHMe CMCTEMHOrO OT4eTa MPOMUCXOAMT TONbKO C YCTAaHOBAEHHbIM Ha MY
KAMEHTCKUM cepTuduMKaTom. Mpun OTCYTCTBUM AAHHOMO cepTUdmKaTta, BHE 3aBUCMMOCTM OT
Bepcum OC ABpopa, CUCTEMHbIN OTYeT He byaeT 3alndPpoBaH.

B OC ABpopa mncnonbayetca 6ao4Hoe wndpposaHne GOST 28147-89.

LLIndpoBaHHbLIA OTYET MMeEeT cneaytolmini dopmaT: tar.bz.cms.

NMma WwndpoBaHHOrO oT4YeTa MMEEeT CAedytoLlyt MACKY: reports-YYYYMMDD-
HHMMSS.tar.bz.cms.
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[ononHutenbHo popmunpyetcsa dann ¢ nHbopmaumen o cepTudurKkaTe, NyGANYHbIN
K04 KOTOPOro Hbl MCNOABb30BaH ANA WNPpoBaHMA oTyeTa. OH co3aaeTca paaoM U MMeeT
dopmart .txt: reports-YYYYMMDD-HHMMSS.tar.bz.txt. Bpema co3naHua B Ha3BaHUK Y
3TUX GarN0B NAEHTUYHOE.

Mpumep ¢parina c MHPopMmaLMe:

cat reports-20220329-104949.tar.bz2.txt

BHBQ&KOMaHAbH

Subject: OMP Test

Group: developer

Subgroup: regular

Key ID:
7003efe7156bd53a2e88c2cb3c0d43e9786760¢c53721933dd5052fdaf443dbtb

OTyeT MOXHO paclmdpoBaTb COOTBETCTBYHOLUMM K/AHOYOM M CcepTMdMKATOM C
nomoulbto OpenSSL. Kntou pacwmndposkm onpeaensaetca B none «Key ID» ¢panna popmaTa
.txt, pacnoNoXKEHHOro ¢ apxMBOM. Takke noTpebyeTca MOAKIOYUTL FOCTOBbIN ABUMKOK?,
NONONHUTENbHO YCTaHABMBAEMbI B CUCTEMY:

openssl cms -decrypt —-in /home/defaultuser/Documents/reports-20220228-
173753.tar.bz2.cms -recip system-developer-cert.crt -inkey system-
developer-key.pem -inform DER > reports-20220228-173753.tar.bz?2

4.2. UpeHTMOMKaLMA N ayTeHTUPUKaUMS

4.2.1. OcHoBHble npasuna NAD

B OC ABpopa peannsoBaHa noacucTema MaeHTUdUKaumm n ayteHTndukaumm (MAD),
npeaHa3HavyeHHaa ana obecnevyeHnsa og4HO3HAYHOM M HENPOTMBOPEYMBON:

— maeHTUdKMKaummn obbektos goctyna OC Aspopa (dpannos 1 nanok);

— naeHtTnoduKaumm cybbektoB goctyna OC ABpopa (CMCTEMHbIX MPOLLECCOB,
NPOLLECCOB B MPOCTPAHCTBE AZPa, a TaKXKe MPOLLeCCOB MM NPOrpamm, 3anyLlleHHbIX OT
MMEHW NONb30BaTeNeN);

— naeHTMOMKauMmM y4yeTHbIX 3anucern nonb3oBaTenerr OC ABpopa (C  ponbto
aAMMUHNCTPATOPA 1 C POIbIO MNO/Ib30BaTENA);

— ayTeHTudMKaumm nonblosatenen OC Aspopa (MHorodpakTopHaa ayTeHTUdUKaLMA
C MCMO/Ib30BaHNEM TaKMX GaKTOPOB, KaK: Maposb, cMapT-KapTa, CYAWC, oTne4yaTok naabla).

Ona pabotel ¢ OCABpopa aaAMMHUCTPATOPY MNPMCBAMBAlOTCA Ccaeayrouime
NOEHTUPUKATOPDI:

— CMMBOJIbHbLIN: defaultuser;

— yucnoson: 100000.

°> Peanin3auma KpUNToanroputmos poccuitckoro FOCT ana OpenSSL.
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N3meHeHme HaCTpoeK H6e3onacHOCTK ocylLecTBndaeTca nocpeacTsoOm
KOPPEKTUPOBKN KOHOUIYPALMOHHbBIX GaliioB M BbINOJIHEHNA COOTBETCTBYIOLIMX KOMAHA B
TepMuHane. Ml MCNONHAOTCA B M30IMPOBAaHHOM KOHTEMHEPE, peann3yemom cpeacTBamm
firejail/sailjail. C nomowbto seccomp-bpf MOMKHO 3anpeTnTb HEeKOoTopble
CUCTEeMHbIEe BbI30Bbl, HANPUMEP: mount /umount, ptrace, kexec U ApP.

Ona yemnenua 3awmtsel MY npy nepBOM BKAKOYEHUN PEKOMEHAYETCA YCTAHOBUTb U
NepUoOANYECKN M3MEHATb Mapoab, KOTOpbIM  OyaeT xpaHutbca B LUKS-cnore,
COOTBETCTBYHOLLEM NAEHTUOUKATOPY NONb30BATENS.

MPUMEYAHMUE. LLndpoBaHmMe pasaena NPOUCXOAUT aBTOMATMUYECKM, MPU 3TOM BO
BpemA nepBOro 3anycka MY no ymondaHutio wmcnosblyetca naponb 00000, KoTopbIn
BNOC/NEACTBMM MOXKET ObITb MUSMEHEH.

B uenax npegotBpalleHMA  HECaHKUMOHMPOBAHHOroO  agoctyna K MY,
dYHKUMOHMpYtoLemy noa ynpasneHmem OC Aspopa, naponb (cm. nn. 4.2.2) TpebyeTtca ans
NOATBEPXKAEHMA BbIMONHEHUA CeAYOLWNX AENCTBUN:

— CO34aHMA YYETHbIX 3anncen ponen,

— HACTPOWMKM NAaPOAbHOM NONUTUKMY;

— 33[1aHWNA OrPaAHMYEHNN BXOAA B CUCTEMY;

— BKJ/IHOYEHMA U HAaCTPOMKn 2DA;

— 33[aHMA OAHOPA30BOro NapoNs;

— M3MEHEeHMA HacTpoeK B10KMPOBKY;

— pa3spelleHna YCTaHOBKM CToOpoHHero [10;

— YCTaHOBKM SSH-napons;

— aKTMBALMM M HACTPOMKM peXrmMma pa3paboTumka;

— MPOCMOTPA AAHHbIX YY4ETHbIX 3anuncen;

— cbpoca HacTpoek MY;

— YCTaHOBKM Mapo/a Cynepnonb30BaTend;

— MPOCMOTPA Napo/ien, COXpPaHeHHbIX Ha MY.

MPUMEYAHMUE. MoapobHoOe onmncaHne o 3a4aHnK Napona NPUBEAEHO B JOKYMEHTE
«PykoBoacTeBo nonb3osatens» AAMI.10034-02 90 01.

ApxnTtekTypHo MAD OC ABpopa COCTOUT U3 cepBMCa ayTeEHTMOMKAUMM authd C
BO3MOHOCTbIO MOAKNOYEHNA MOAYEN, Peanm3yolmMx pasanyHble cnocobbl NPOBEPKM
NOA/IMHHOCTK, a TakKe brnbanoTtek, obecnevmBatoLLMx OTPUCOBKY NPUIAALLEHNA Ha BXOA, U
pPeanu3yoLLnX B3aMMOAENCTBME C APYTMMM NPOrPAMMHbLIMM MOAYAAMKW rpaduyeckoro
nHTepdenca, TakMMM KaK YCTPOMCTBO BBOAA (3KpaHHas KnaBmaTypa), rpaduyeckoe
OKpY)KeHMe lipstick u cnyba ayamTa sdjd.

Habop mopaynei, obecnedmsatowmx cnocob MAD nonb3osBaTenen m peannsaumto
GYHKUMIA 6e30nacHOCTH:

— lockout (nn.4.2.1.2);

— loginrestriction (nn.4.2.1.4),

— password (nn. 4.2.1.5);

— smartcard (nn. 4.2.1.6);
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— sudis (nn. 4.2.1.7);

— reset (nn. 4.2.1.8).

Moaynn npeactasnatoT cobon danabl dopmaTta .so, PACMOSIOKEHHble B Manke
/usr/lib/authd/. Mpu Kaxaom 3anycke MY cepBuC authd CKaHMpPyeT nanky. HacTponkm
cepBMCca authd pacnonoxeHbl B daine /etc/authd/authd.conf, rae:

— plugin-dir — nanka c MoAyNaMu;

— admin-mandatory-factors — cnocobbl MA®, obs3zaTenbHble AN8 YYETHOM
3anNncK aAMUHUCTPATOPa;

— admin-immutable-factors—cnocobbl MAD yyeTHOM 3aNMcn aAMUHMUCTPATOPA,
HeAOCTYMHble ANA BKIOYEHUA MM BbIKAHOYEHUSA;

— admin-default-factors — cnocobbl WA® ana  yyeTHOM  3anucu
aAMUHUCTPATOPa NO  yMoA4YaHuto  (byayT  BblbpaHbl  aBTOMATUYECKM,  ecau
CKOHPUTYPUPOBAHHBIM CMUCOK GaKTOPOB MYCT);

— user-mandatory-factors — cnocobbl WMA®, obAsaTenbHble ANA y4eTHOW
3anMcK NoNb30BaTeNs;

— user-immutable-factors — cnocobbl MA® y4yeTHOW 3anmMcM MNOAb30BaTENS,
HeAOCTyMHble ANA BKAOYEHMA AN BbIKNHOYEHWA;

— user-default-factors —cnocobbl MAD anda yyeTHoOM 3anmcK Noab3oBaTens no
ymonyaHuio (byayT BbiOpaHbl aBTOMATMYECKM, €CAM  CKOHOUIYPMPOBAHHbIMA  CMMCOK
dbakTOpOB MycT).

MNpeaycMmoTpeHa BO3MOXHOCTb HacTpouTb Habop cnocobos NAD ana Kaxkaon
y4eTHOM 3anmcum no/ab3oBaTenA. Habopbl XpaHATcA B darne BMAA
var/lib/authd/users/<uid>.conf, rae UID — uAeHTUPMKATOP YYETHOM 3anucu
N0/b30BaTENSA B CUCTEME.

4.2.1.1. OnucaHue AMarHoCTUYECKMX OLNMOOK

CnNUCOK Moaynen, y KOTOPbIX MEHAIOTCA MapameTpbl, a TaK¥e MX onucaHume
npuseaeHo B Tabanue (Tabaunua 2).

Tabnnua 2

Moaynb (%1) OnwucaHue
lockout Bnaoknposka MY
loginrestriction PacnucaHume Bxoda y4eTHOM 3anNMcK Nob3oBaTeNA
password [Naposb
reset Cbpoc MY
smartcard CmapT-KapTa
sudis CYANC (Cepsuc ynpasieHns A40OCTYNOM K

NHOOPMALMOHHbBIM CUCTEMAM)

B MM «XypHan» popmupytoTcs yTodHAlowmMe coobuleHna o6 M3MeHeHMAX
NapaMeTpOB CMCTEMbI Creayrowmm obpasom:
N1 NONb30BaTENbCKMX NapameTpoB: Plugin: %1, setUserOption: %2=%3, UID=%4;
NA CUCTEMHbIX NapameTpoB: Plugin: %1, setOption: %2=%3.
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roe:
— «%1» - HaMeHOBaHKMe MOy NA, Y KOTOPOro MeHAeTCA NapameTp;
— «%2» - napamMeTp MoAayNA, KOTOPbIN BblT U3MEHEH;
— «%3» - HOBOE 3HaYeHMe NapameTpa;
— «%4» - UID nonb3osatena, 418 KOTOPOro MEHAETCA NapameTp.

CnUCOK M3MEHEHHbIX MapamMeTpoB, a TaKKe WX onucaHue npueBeaeHo B Tabauue
(Tabnunua 3).

Tabnuua 3
MapameTtpbl moayna (%2, %3) OnucaHue

Mopaynb loginrestriction
ttl [ecTene y4eTHOM 3anmcu
login-schedule-days [lH1 BXOAa B cucTEMY
login-schedule-time Bpems BXoz4a B cucTEMy
login-locked BAOKMPOBKa y4eTHOM 3anncK Nob30BaTeNs
login-temporarily-locked BpemeHHas 6/10KMPOBKa TEKYLLEN Y4ETHOMN 3anncK
temporary-lock-timeout Tarm-ayT 61OKNMPOBKM

Mopaynb password
new-length OnvnHa napons
max-age CpoK AencTsms napona
max-attempts KonmnyecTtBo NOMbITOK BBOAA Napo/iA
new-strength CNOXXHOCTb Napons
history-check McTopuna napons
expiration-notification YBesoMNeHVe 06 UCTEUEHNM CPOKA AeNCTBUA
napons

NMPUMEYAHUE. JlormpoBaHMe MCNOAb3yeTCA TOAbKO AN loginrestriction W
password.

B cnyyae ycnelwHoro Bxoaa B CUCTEMY JIOTUPYETCA TONbKO COODLLEHNE «YCNELLHbIN
BXOJ, B CUCTEMY» He3 yTOYHEHUA.

B cnyyae HeycnewHoro Bxoda B CMCTemy normpyetca cooblieHne «HeycnewHbln
BXO/, B CUCTEMY», @ TaKX¥e A0NoAHUTenbHas MHbopmauma ob owmnbke, KoTopaa MmeeT
cneayrowmn BUA:

roe:
— «%1» — HauMeHoBaHMe MOAYNA, K KOTOPOMY OTHOCKTCA OLIMOKa;
— «%2» — Kof, OLNOKMN.
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Cnucok moaynen npuseaeH B Tabamue (cm. Tabaunua 2), cnncok owmnbok, KoTopble
oTobpaxalTca ANa MoAy/aen B CAyvyae HeycnewHoro BxoZa B CUCTEMY, a TaKkKe UX
onucaHue npmeeaeHo B Tabaumue (Tabaunua 4).

Tabnunua 4

OwnbKa (%2)

OnwucaHue

Mogaynb lockout

Recoverablelockout

MY BpemeHHO 3ab10KMPOBaHO

PermanentLockout MY 3a6/10KMpPOBAHO
Mopaynb loginrestriction
TtlBadSyntax HeBepHbIN CMHTaKCKUC
TtlExpired CpOK AencTBmA y4eTHOM 3anmncK NoNb30BaTeNA UCTEK
DayUnknown HeBO3MOXHO onpeaennTb
DayLocked YyeTHadA 3anmcb Noab3oBaTens 3aba0KMpoBaHa No AHAM
Heaenn
TimeBadRange HeBepHbI CMHTaKCMC BPEMEHHOTO AMana3oHa
TimeBadSyntax HeBepHbIN CMHTAKCUC BPEMEHHOTO AMana3oHa
TimeLocked YyeTHada 3anmcb Noab3oBaTens 3ab10KMPOBaHa N0 BPEMEHM
CYTOK
UserLocked YyeTHas 3anmce Nosib3oBaTtena 3ab10KMpoBaHa
UserTempLocked YyeTHadA 3anmcb N0/b30BaTENS BPEMEHHO 3a0/10KMPOBaHa
Mopaynb password
InvalidResponse HeKoppeKTHbIN 3anpoc
PasswordFailed HeBepHbIM Napo/ib
CP;asSwordUpohﬂteFatile He ynanock 06HOBUTL Naponb

PasswordsDontMatch

[Nlaponun He coBnagatoT

UserLockedMaxAttemp | YyeTHas 3anuncb Nosb30BaTena 3a610KMPoBaHa: 4OCTUIHYTO
ts MaKCMMaibHOE KONMYECTBO MOMbITOK

NotSupported He3awmndppoBaHHOE YCTPOMCTBO HE NOAAEPKMBAETCA
BadNewPassword

HeKoppeKTHbIN HOBbIM MapO/ib

PasswordMatchPrevio
us

[lonb3oBaTe/ib HE MOXKET U3MEHUTL napo/sib. HoBbil naposib
AOJ1XKEH OT/IMYaTbCA OT nNpeablAywero

PasswordNotSet Monb3oBaTeNb HEe MOXKET pa3biokmposaTb MY. Heobxoanmo
06paTUTLCA K aAMUHUCTPATOPY ANA YCTAHOBKM OHOPA30BOro
napons

Mogynb smartcard

PinFailed HekoppekTHbin PIN-KoZ

CannotSmartCard CmapT-KapTa He HalaeHa

TooManyAttempts C/IMLWKOM MHOTO NonbITOK

ConnectionError

CMapT-KapTa OTKItoYeHa
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Ownbka (%2) OnucaHune
BadCert HeKoppeKTHbIN cepTndunKaTt
ValidationFailed Banugauma He npoiaeHa

Mogaynb sudis
BadPassword HeBsepHbI Naposib

EncryptedPartitionl | 33umdposaHHbIii pa3aen 3a610KMpoBaH
ocked

CannotStartClient He yaaetca 3anyctuTb KaneHT Sudis

CannotConnectClient | He ynaeTca NOAKMOUMTLCA K KAMeHTY Sudis

CannotCommunicateCl | He ynaertca cBa3aThea ¢ KaveHTom Sudis

ient
UserLocked YyeTHasa 3anumcb Nnosb3osaTesna 3ab10KknupoBaHa
TooManyAttempts CNMLKOM MHOTO MOMbITOK

TooManyAttemptsWith | ChyuwKom MHOro NOMbITOK, AaHHbIE YaaneHbl
outDeleted

NoUsbDevice OwnbKa ayteHTUPMKaumm. Het USB-ycTpoicTea

ConnectionError OwmnbKa NoaKAOHEeHNA

AuthFailed OwmnbKa ayTeHTUGMKaLMK

BadDefaultCert HeBepHbI cepTuduKat

UserCannotUnlock Monb3oBaTenb He MOXeT pa3bnoknposatb MY. Heobxoammo
06paTUTbCA K aAMMHUCTPATOPY ANA YCTAaHOBKM OAHOPA30BOro
napons

ErrAuthType HeBepHbIM TN BXxoAa

4.2.1.2. Mopaynsb fingerprint

Moaynb fingerprint npeaHasHadeH ANA ayTeHTUGUKALMM Moab3oBaTena o
OoTne4yaTry najabla.

OnucaHue HaCTPOeK MOAYAA, XPaHALLMUXCA B dainne
/var/lib/authd/methods/fingerprint/<uid>.conf, npvseaneHo B Tabnuue
(Tabnunua 5).

Tabnnua 5
. 3Ha4vyeHue no
Csounctso OnwucaHue
YMOANYaHUIO
Attempts 0 Ko/sinyecTtBo HeyaauyHbIX MOMbITOK
Unrecognized 5 KoanmyecTtBO BO3MOXHbIX MOMbITOK A0 HeyAa4yHOW
MNOMbITKM

ids fingerprintl |Mmsa
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4.2.1.3. Mopaynsb lockout

Moaynb lockout npeaHa3HavyeH Ans npoepkn MY Ha npeameT BN1OKNMPOBKMU.

OnucaHue HaCTpoeK MoaynA, XPaHALLMXCS B danne
/var/lib/authd/methods/lockout/current.conf, npueeaneHo B Tabnuue
(Tabnunua 6).

Tabnuua 6

o 3Ha4yeHue no
Csouncrso OnucaHue
YMONIYaHUIO
lockout-mode 0 Pexkum 610KMPoBKN MY:

-~ (0) NoLockout — He 3aDN10KMPOBAHO;

— (1) RecoverableLockout —BpeEMeHHaA
ONOKMpPOBKA, CHMMaeTca yepes 15 MUHYT nbo
agMunHucTpatopom MY;

~ (2) PermanentLockout —NOCTOAHHAA 6/10KMPOBKa;
— (3) RecoverablelLockoutWithoutTimer —
BpemMeHHas 6/TOKMPOBKA, CHUMAETCS
agMUHUCTpatopom MY

lockout-timeout| 15 myuHyT Cpok BpemMeHHOM 610KMPOBKM
lockout- - Hayano BpemeHHOM 610KMPOBKM
timestamp

4.2.1.4. Mopaynb loginrestriction

Moaynb loginrestriction nMpeAHasHayeH A1A MNPOBEPKM BO3MOMXKHOCTU
a\/TeHTVICI)l/II-(aLI,VIl/I NnoNb30BaTe/ 1A B CUCTeEME B ,EI,aHHbIVI MOMEHT.
OnuncaHue HacTpoeK MoaynAa, XPaHALLMXCS B danne

/var/lib/authd/methods/loginrestriction/<uid>.conf, NpuBeaeHO B Tabauue
(Tabnnua 7).

Tabnuua 7
. 3Ha4YeHue no
CBoM1CTBO Onwucanue
YMO/IYaHUIO
tel Tekywasn gata + |CpoK AeNCTBMA Y4EeTHOM 3anmncK
2 roaa
login-schedule- Mo, Tu, We, Th, F'| PacnucaHme BXxo4a B CUCTEMY MO AHAM HeAenu
days r,Sa,Su
login-schedule- 00:00-00:00 PacnucaHume Bxo4a B CUCTEMY MO BPEMEHMU CYTOK
time
login-locked false BNOKMPOBKA Y4ETHOM 3anMcK Noab3oBaTens
login-temporarily=|0 muHyT BpemeHHaa 6BNOKMPOBKA Y4ETHOM 3anmcu
locked nonb3osaTens
temporary-lock- 15 MUHYT Cpok aenctema 610KMPOBKM
timeout
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login-locked=false

login-schedule-days="Mo, Tu,We, Th, Fr, Sa, Su"

login-schedule-time=00:00-00:00 login-temporarily-locked=0

temporary-lock-timeout=900

ttl1l=2025.02.06

4.2.1.5. Mopaynb password

Moaynb password NpeAaHasHayYeH Ans ayTeHTUGUKaLMM NONb30BaTENA MO NAPOIHO.
OnucaHue rnobanbHbIX HACTPOEK MOAYNA (O1A BCEX NONb30BATENEN), XPAHALLMXCS
B ¢aline /var/lib/authd/methods/password/current.conf, NpUBeAeHO B Tabnuue

(Tabnnua 8).
Tabnunua 8
3Ha4YeHue No YMOMHYAHUIO
CsouncTtBo KopnopatmeHasa | CeptudmnumpoBaHHan OnuncaHwne
BepcuA BEpCUA
new-length 5 cumBosioB 7/ CMMBOJIOB NnvHa napona
new-length- 5 cumBosioB 7 CUMBO/10B MUHUMaNbHaA 4AMHA NaposiA
lower-limit
new-length- 12 cumBoNOB MaKcmmanbHaAa AamHa naposis
upper—-limit
max-age 0 30 gHewn CpoK aencrsma napona
(0O — 6e3 orpaHunyeHmi)
mgxfage—lower— Ees 30 aHew MWHUMaNbHbIN CPOK
Timit OrpaHuYeHn [ecTBUA Napons
max-age-upper=|180 aHell MaKCMManbHbIN CPOK
limit AEeNCTBMA Napona
max-attempts | 4 KonmyectBo nonbITOK BBOAA
napons

max-attempts- |pe3 4 MWHMMabHOE KONNYECTBO
tower—limit orpaHuyeHmni NOMbITOK BBOAA NapoA
max—attémpts— 16 10 MaKcnmaibHOEe KONM4YeCcTBO
upper-limit MOMbITOK BBOZAA Napos
new-strength |Q 3 HaaeXHoCTb Napona:

- 0—TONbKO UMPBI;
- 1 —undpbl n ByKBbLI;
— 2 —umndpbl, OYKBbI B
HUKHEM N BEPXHEM
perucrTpax;
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3HaYeHue No YMOIYAHUIO
CsouncTtBo KopnopatueHasa | CeptudunLmMpoBaHHan OnucaHue
BepcuA Bepcun

— 3 —undpbl 1 OyKBbLI B
HUXHEM U BEPXHEM
PErncTpax, a Takxe

CrneucrmBObI
new-strength- |Q 3 MuHMManbHaa HageXXHOCTb
lower-limit napons
new-strength- |3 MaKcrmanibHana HaaexHOCTb
upper-limit napons
history-check |Q 1 NcTopua napona — KOIM4YecTBo

npeablayLuinx Nnapoaen, ¢
KOTOPbIMW CpaBHMBAETCA
Tekywmi naposnb (0 — He
NPOBEPATb UCTOPUIO Maponei)
MPUMEYAHUE. HoBbin naposb
[O/IKEH OT/INYATBLCA OT

npeablayLmx
historyjck}eck— 0 1 MWHMMaNbHOE 3Ha4YeHne
lower-limit MCTOPUM Napona
historyjcheck— 10 10 MaKcnmanbHOe 3Ha4YeHue
upper-limit MCTOPMM NaponA
expiration- 5 aHeMn YBegomneHune ob ncrteyeHmnm
notification CPOKa elCcTBMA Napons
generated- password MonyyeHue

password

creHepnpoBaHHOIO NapoiA

generation 0 2 Cnocobbl 3a4aHnA Napons:

— O — TONbKO BPYYHYIO;

- 1—3aaaHue Bpy4Hyto 1nbo
reHepaums;

— 2 —TONbKO reHepauma

HacTpolKn y4eTHbIX 3anmncer nonb3oBaTena MUMetoT 6onee BbICOKUIA MPUOPUTET Hag,
rnobanbHbIMK HAaCTPOMKamm 7 XpaHATCS B banne
/var/lib/authd/methods/password/<uid>.conf.

OnncaHne HacTpoeK YYeTHbIX 3anucer nonb3oBaTend ANd MoAyNA password
npuseaeHo B Tabanue (Tabaunua 9).
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Tabnunua 9
. 3HayeHue no
CsouncTBO OnucaHue
YMO/IYaHUIO
attempts OTcyTtcTByeT Ko/inyecTBO NOMbITOK BBOAA HEBEPHOTO MapoA
length OTcyTcTBYET [NviHa TeKyLlero napons
strength OTcyTcTBYET HafeXXHOCTb TeKyLLero napos
expiration- OTcyTcTBYET Bpemsa nocnegHen cmeHbl napona
notification-last-
sent
history OTcyTcTBYET Victopua naponen
change-next-time |false CMeHa naponsa Npu cneaytoLlen
ayTeHTMdMKaLUMmM NONb30BaTENA B CMCTEME

4.2.1.6. Mopaynb smartcard

Mopaynb smartcard npeaHasHayeH Ana ayTeHTMdMKauMM nonb3oBaTens C
MCMO/b30BAHMEM CMaPT-KapThbl.
OnuncaHne moayna npuseaeHo B Tabnuue (Tabaumua 10).

Tabnumua 10

o 3Ha4yeHue no
Csomnctao OnucaHue
YMO/TMaHUIO

attached|TriState ({ YKa3bIBaeT, NOAKNOYEHA /1M CMaPT-KapTa B AaHHbIH

Fal o
a Se'. MOMEHT. 3HauYeHune AJaHHOIo CBONCTBA HE COXPaHAETCA B
Updating, oC

True,

}s

HacTpolMKM  y4YeTHbIX  3anmMcel  no/sb3oBaTens  xpaHatca B daine
/var/lib/authd/methods/smartcard/<uid>.conf.

OnucaHune HacTpoeK Nosib3osaTenen 418 MoAyNA smartcard NPMBEAEHO B TabmLe
(Tabnnua 11).

Tabnuua 11

o 3Ha4eHue no
CBoicCTBO Onucanue
YMONHaHUIO
pubkeyIsWritten| false YKa3blBaeT, 3an1caH N1 NyBanYHbIN KAoY AN5 AaHHOTO
NoNb30BaTENSA

pubkey - [Myb6AMYHaA YacTb KAKOYa, KOTOPbIM NOANMCaH
cepTUPUKaT Nob30BaTENA, COXPAHEHHbIN B

3auuuueHHoMo6nacn4cmapr«apTu

4.2.1.7. Mopaynb sudis

Moaynb sudis NpeaHasHayeH ANA ayTeHTMOUKaUMM MNONb30BaTENA B CUCTEME
yrnpasaeHnAa 40CTynom K agaHHbIM MB/1 Poccun.



75
AIAMI.10034-02 91 01

OnucaHue  rnobanbHbIX  HACTPOEK  MoAy/Ad,  XpaHawmxca B dalne

/usr/share/ru.at consulting.sudis client/policy.conf, npuseaeHo B Tabnuue
(Tabnunua 12).

Tabnuua 12
. 3HayeHue no
CsouncTBO OnucaHue
YMOANYaHUIO
certs OtcytcTtByeT | CnMCOK AOCTYNHbIX CepTUDMKATOB OT KaneHTa CYANC
max-attempts |10 Ko/sinyecTtBo HeBepHbIX NOMbITOK BBOAA, NPW 3aMycKe
KAMeHTa 3HavyeHne bepeTca 13 dpakna
/usr/share/ru.at consulting.sudis client/pol
icy.conf

4.2.1.8. Moaynb reset

Moaynb reset NpeaHa3HadyeH a8 copoca HacTpoek MY 10 3aBOACKOro COCTOAHMS.

OnuncaHue rnobanbHbIX HaCTpoekK MOZYNA, XpaHALLMXCA B
danne /var/lib/authd/methods/reset/current.conf, nNpuMBedeHO B Tabauue
(Tabnunua 13).

Tabnuua 13
. 3Ha4yeHue no
CBOMCTBO OnwucaHue
YMO/IHaHMIO
reset-options reboot, wipe |  repoot —aBTOMaTU4YeCKM nepesarpysnTb MY

nocne cbpoca K 3aBOACKUM HACTPOMKaM;
- wipe — yAanuTb BCe AaHHble ¢ MY

4.2.2. MHorodaKktopHaa ayTeHTUPMKaL M

BHUMAHMUE! Mepen HacTpOMKON MHOrOPaKTOPHON ayTeHTUPUKALIMM HEODXOAMMO
MY, c ycTtaHoBneHHoW Bepchent OC ABpopa, cOpocuTb A0 3aBOACKMX HACTPOEK.

MHorodakTopHas ayTeHTMOUKaUMA — NPOLLECC NOATBEPKAEHNA NOAAMHHOCTU NPaB
YYETHbIX 3aMM1CeN PONE C MOMOLLbIO MPUMEHEHMA HECKOIbKMX Pa3nyatoLLmxca GakTopos.

Ons  ayteHTudukaumm B OC ABpopa npu pasbaoknposke MY moryt 6bITb
MCNONb30BaHbI CaeaytoLLmMe cnocobbl, obecneynsatolme NOANMHHbBIA AOCTYN K XPaHMMbIM
Ha MY No/1b30BaTENbCKUM AAHHbBIM:

— naposb (nn. 4.2.2.1);

— cMmapT-KapTa (nn. 4.2.2.2);

— CYANC (nn. 4.2.2.3);

— OTNeYyaToK nanbua.

NMPUMEYAHUE. MoapobHoe onuncaHne nobasneHnA oTnevyaTka naablia NpmMBeaeHo
B AOKYyMeHTe «PykoBoacTBO nosib3osatenda» AAMI.10034-02 90 01.




76
AIAMI.10034-02 91 01

[Ons Bbibopa meToda ayTeHTUOMKALMM HeoDXOAMMO BbINOAHUTL CAeaytolme
NencTems:

— OTKPbITb MEHK CUCTEMHbIX HACTPOEeK KacaHMem 3Hauka @ Ha JKpaHe
NPUNOXKEHUIM (cM. PUcyHOK 1);

— KOCHYTbCA MYHKTA MeHI0 «[lonb3oBaTein» & B noapasaene «Cucrema;

— B KOHTEKCTHOM MEHK KOCHYTbCA MNyHKTa «HacTpolkm 6He30nacHOCTM»
(cm. PucyHok 8, cm. PucyHOK 9), B pe3ynbtate oTobpasuTcs cTpaHuua «[Mms yyeTHoOM
3anuncu]» (PucyHok 115, PucyHok 116);

I Nonssosarens 1 l Bnapeney ycTpoikcTea
Cryx6a ayrenrnduxauymm @ Criyx6a ayrenrnduxaumm @
BaiBOP METORGE BYTEHTHD MMM BaiBOpP METOLOS BYTEHTH MMM
Orpanwyenus BXoaa B cHeTemy @ OpmMopascasii napons @
YETumnoon T CPOK JeRcToNs YETHOR DaMMeH, HacT1poiss OUMOPAIODOr D Mapans
OrDEr N SO0 1O LMK He0eis o
e CYTOK
Opmopa3soesii Napons @
HagTPORKH OQMOPAI0BOI0 NApANs
PucyHok 115 PucyHok 116

— KOCHYTbCA MNyHKTa «Cny»ba ayTEHTUPUKALUM» (cm. PucyHok 115,
CM. PucyHok 116);
— Ha OTKPbIBLWIENCA CTpaHMUe HeobxoAMMO BbIMOAHWTb OAHO W3 CAeayHoLLNX
NencTBumn:
® aKTMBMPOBATb NepekatoyaTens «EAMHBLIA CNUCOK (GaKTOpoB» M BblIOpPaThb
eMHbIA MeToAd ayTeHTUGUKAUMM, KOCHYBLLUMCb COOTBETCTBYIOLWLEro NepeKkatoyatens, ann
BbIMO/IHEHMA BCEX AeNCTBUIM B cucteme (PucyHok 117);
® 1€aKTMBMPOBATb MNepekntoyaTensd «EAWHbLIA cnMCOK $aKTOPOB» M BbIOPATH
MeToAbl ayTEHTUOUKALMKM, KOCHYBLUIMCb COOTBETCBYHOLWMX MNEpPeKAtoYaTenemn, npu
BKAOUEHUM MY 1 NOATBEPXKAEHMA HACTPOEK, a TaKxKe npu pasbnokmposke MY
(PucyHok 118);
— KOCHYTbCS KHOMKM « COXPaHUTb» ANA COXPAHEHUA U3MEHEHU;
— noATBEepAMUTb AENCTBME BBOAOM TEKYLWEro Napona (CM. PUCYHOK 4).
BHUMAHUE! [na wcnonb3oBaHMA MeToda ayTeHTUdMKaumm «CmapT-KapTa»
HeobXxoAMMO NPeaBapUTENIbHO HACTPOUTbL CMapPT-KapTy (nn. 4.2.2.2.3).
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HacTpoxyn cnyxbsl syTerTHdUKau I HacTpoixu cnyxGet ayTendTHOMKaL

EQmssii cnmeox akTopos & EAMHsii cnucox daxropos

o Jniet e ity

DNNH - Bom peicrmen Gyay » INETh QU N

AU METOAM SYTUMT NI YO X0 NETORM dyTesHT
Bubepure metoan ayrenrmdukalimm BoiGepuTe MeToflul Yy TeHTHONKILMKN

Napone

Napone

MNapons
OTneqaTox nansua

Cmapr-xapra

Coxpanure

PucyHok 117 PucyHok 118

4.2.2.1. AyTEHTUPMKALMA C MOMOLLbIO NAPONS

BHUMAHMUE! Mpun npeBbllLeHM KOAMYECTBa NOMbITOK BBOAA HEBEPHOTO napona MY
aBTOMaTU4eckn byaet 3ab0KMpPoBaHO. Bpemsa 610KMPOBKU ABAAETCA UKCMPOBAHHBIM U
cocTtasndaeT 15 muHyT. epesarpy3ka MY 40 MCTe4YeHMA YKa3aHHOro BpeMeHM npmeeseT K
MOBTOPHOMY 3aMycKy oTcyeTa 15 MUHYT.

Mpu nepBom BKkAOYEHMN MY HeobxoAMMO BBECTU

napob, KOTOPbIM byaet 3anpalumBaTbCA 7
MCMNO/1b30BaTbCA ANA:
— WwndpoBaHMA NaHHbIX nosb3oBaTens

(PncyHok 119);

— pasbnokuposkn MY (PucyHok 120, PucyHok 121).

NPUMEYAHMUE. lLndposaHue pa3gena C
NOMALLHMMM nankamm no/sib3oBaTenemn (n. 4.2.3)
NPOUCXOANT B CIeAYIOLWMX CYyYanX:

— MpW NepBoMm BKAOYEHUN MY;

— nocne cbpoca HacTtpoek MY g0 3aBoacKoro
cocTtoaHua (noapasaen 2.2).

PucyHok 119



Orsia napons gonxxs Guts 5-12 cuesonon

1 2 3
4 5 6
7 8 9
Aa 0

Ormemuts

PucyHok 120

4.2.2.1.1.
NMPUMEYAHUA:
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Brageney ycrpoicraa
1 2 3
4 5 6
7 8 9
Aa 0
Ormenmnts

PucyHok 121

HacTpoika 6nokmpoBkm MY

v 3MeHeHMa HaCcTpoeK B NMYyHKTe MeHt0 «BNOKMPOBKa YCTPOMCTBa» NPUMEHAIOTCA
KO BCEM YYETHbIM 3aMMCAM pOaen, co3aaHHbIM Ha MY;
v Cniyuau, Npu KOTOPbIX MOXET BbiTb 3aMnpoLLeH Napo/b, onuncaHbl 8 n. 4.2.1.

Bnoxuposka yerpoliicrea

Apromarnueckan Gnoxuposxa
Mpw BuKmoNeHNK IKpasa

*  OrofSpaxare yBefOMNEHNA, KOraa

YCTPORCTBO 336N0KMPOBaNO
Napons
WamesnTs napans
Hacrpoixy oTnevaTkon @
3;1(.'Ch MOBMD BNOTTIMNTY b-ZICYpDFl Y
OTNESATYOR NANWILeEE
HacTpoixu cmapT-kapTs ())

JASCE MOKHO BUNONHATE HECTPORCY CMBpT-
waprs

PucyHok 122

Ona HacTpohkm 6Ha0KMpoBKM MY Heobxoammo
BbIMNO/IHUTb CAeaylolWme AenCTBUSA:
— OTKPbITb MEHIO CMCTEMHbIX HACTPOEK KacaHuem

3Ha4Ka @ Ha DKpaHe NPUNoXKeHU (cm. PucyHok 1);

— KOCHYTbCA MNyHKTA MEHHO «bIOKMpOBKa
i
ycTponctea» [ B noapasgene «besonacHocTb» B

pe3ynbTate 0TOOPaA3UTCA OAHOMMEHHAsA CTpaHMLa C
HacTpoMKamum 610KkMpoBkM MY (PucyHok 122);

— KOCHYTbCA Nosa «ABTOMaTU4YecKana 6/10KMPOBKa»
M Ha OTKPbIBLIENCA CTpaHuLUe BblbpaTb Bpema [0
aBTOMatmMyeckon  6a0kmpoBkn MY  (PucyHok 123,
PucyHoK 124), KOCHYBLUUCb COOTBETCTBYIOLINX MOJIEN U

noATBEPAMB AeNCTBME BBOAOM TEKyWero napons
(cm. PucyHok 4);
— KOCHYTbCA nepekoyaTens «OTObpaxatb

yBeAOMNEHMA, Koraa yCTponcTBo 3ab610KMPOBaHO» ANA
oTobpaxKeHnsa yBeAOMNEHUN Ha DKpaHe BNOKMPOBKN.



79
AIAMI.10034-02 91 01

BHUMAHWE!

v YBegomnenus 6yayT NpUXoAmMTb Ha BbIK/HOYEHHbIA 3KpaH 3abN0KMPOBAHHOIO
MY;

v/ BapuMaHTbl 3Ha4YeHut B nose «ABTOMatMyeckasa BGNOKMPOBKa» OTINYAIOTCA B
3aBmcnumocTn ot Bepcumn OC Aspopa (PucyHok 123, PucyHok 124).

MPUMEYAHUE. SkpaH MY noracHeT B C/ay4ae €CAM YCTaHOBAEHHOEe BpemA
aBTOMaTMYeCKON BNOKMPOBKM DyAeT NpeBbIlLaTb BPEMA CALLErO peXxmnma, Ho MY npu sTom
He byaeT 3abnoKnpoBaHo. na ganbHenwen paboTbl HEOHXOAMMO BKAKOUYMTL 3KpPaH MY un
NPOAONKMTL paboTy Be3 BBOAa Napons.

| ABTOMaTHNECKER BNoKMposKa

AnToMaTMvocKan BNOKMponKs

Heaktvoua (P8 BUKMICMEMUK IXDANS

Mp# BHIKMO“EHAN axpana

16 cexynn
15 cexynn 30 cexya
30 cexynn 1 MunyTa
1 MiHyTa 2 MMHYTM
2 MHHYTHI B MIHYT
S MukyT 10 Munyt
10 MuHyT

PucyHok 123

PucyHok 124
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4.2.2.1.2. 3agaHve o4HOPA30BOro NaposiA

OAaHOpa30BbIN Napob TpebyeTca ANa BbINOAHEHWUS BXOAA B CUCTEMY NPU NEPBOM

BKAtOYeHMM MY noa HOBOM Y4ETHOM 3aMMUChIO.
334aTb OAHOPA30BbIM MapOJb BO3MOMHO ABYMA

| OpHopasoasit napons CI'IOCO6aMl/IZ

@ 1)MepBbln cnocob: Npu Co34aHMM YY4ETHOM 3anucu

it e o S 5.2 Svhain N0/b30BATENS KOCHYTbCA KHOMKW «CreHepupoBaTb» AN
R oaeTs reHepaunm napona AmMbo YCTaHOBUTb Kypcop B nose

«O4HOPa30BbIN NAaPOAb» M 3a4aTb NAPO/b (CM. PUCYHOK 3);
2)BTopoi cnocob:

— Ha cTpaHuue  «[Mma  y4yeTHOM  3anucul»
(cm.  PucyHok 115, cm. PucyHok 116) Heobxoammo
KOCHYTbCA NyHKTa « O4HOPa30BbIN NapONby;

— Ha OTKPbIBLIENCSA CTPaHWULE KOCHYTbCA KHOMKMU
«CreHepupoBaTb» (PucyHok 125) ans reHepaumm napons
nmbo ycTaHOBUTL Kypcop B nose «OAHOPa3oBbIf Napoiby
M 3a4aTb Napob;

— KOCHYTbCA 3Hauka @ a1 0TOBPaKEHNA NapONA;

— KOCHYTbCA KHOMKM «YCcTaHOBUTLY (PUCYHOK 125) U
noATBEePANTb AeNCcTBMe BBOAOM TEKyLero mnapons
(cm. PucyHok 4).

YeraHoauts

PucyHok 125

MPUMEYAHMUE. MoapobHoe onuncaHme o BXOAE B YYETHYIO 3aNMCb NOJIb30BaTENA C
MOMOLLbIO O4HOPA30BOrO NAPONA NPUBEAEHO B LOKYMEHTe « PyKOBOACTBO MO/Ib30BATENAY»
AIMT.10034-02 90 01.

4.2.2.1.3. HacTpoKrKa NapoabHOM NOAUTUKN

HacTpolika naponbHOM MOAUTUKM — 3TO COBOKYMHOCTb MPaBUA U TEXHUYECKMX
NapamMeTpoB, PEerynpyrolmx co3zaHue, UCMoAb30BaHMe W OOHOBAEHMEe naponen Ans
YUYETHbIX 3anucen B cnucteme. Heobxogmma ana obecnevyeHma 6€30NacHOCTM, LEAOCTHOCTHU
M JOCTYNHOCTN cucTemMbl. OnpepenseT TpeboBaHUA K CAOKHOCTU, AJMHE, PEeryiapHOCTM
CMEeHbI Naponen, a TakKe MexaHU3Mbl 3alUTbl OT HECAaHKLUMOHWMPOBAHHOIO A0CTYNa.
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MPUMEYAHUE. M3meHeHMA HACTpoeK NapOosbHOM

| OGume nacTposw NOAUTUKM BYAYT NPUMEHEHbI KO BCEM YYETHbIM 3aMmCam,
CO34aHHbIM Ha MY.
HacTpodku napons ® [Ona nepexoZa K HAaCTPOMKAM NapOabHOM NONUTUKK
HACTRORGM AamTiN Rapcnel Heobxo4MMO BbINONHUTL Cieaytolme AeNCTBUA:

— OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KaCaHWem
3Ha4Ka @ Ha JKpaHe NpuaoKeHnn (cm. PucyHok 1);

— KOCHYTbCA MyHKTa MeHto «[llosb3oBaTenm» L
noapasgene «Cuctema», B pesynbTaTe oTOobpasmTcs
OJHOMMEHHas CTPaHuLUa C npeacTaBAeHHbIM CMUCKOM
nonb3oBaTenen, co3gaHHbix Ha MY (cm. PucyHoK 5);

— KOCHYTbCA nons «Obume HaCTPOMKMN»
(cm. PucyHOK 5), B pesynbTaTe oTobpasnTca
OZHOMMEHHas cTpaHuua (PucyHoK 126).

PucyHok 126

[N HAaCTPOMKM NAaPONbHOM NOAUTUKM HEODXOAMMO KOCHYTHCA NYHKTa «HaCTPOMKM
napons» (cm. PucyHOK 126) M Ha OTKpbIBLIENCA CTpaHuLe 3adaTb HeobxoAumble
napameTpbl 414 Napona:

— OJINH3;

— C/IOXKHOCTb;

— KOJIMYECTBO MNOMbITOK BBOAQ;

— OT/INYMe OT NpeablayLinx Nnaponeu;

— CPOK AenNCTBUA;
yBegomneHmne o6 ncTte4eHnn cpoka AenCcTBumA.



| Hactpoixu napons

5 cumBonos

MummansHas 2NMHE Napona

MpocTas (Tonvko undper)

CnoxHas

He orpanunyero
KommecTno nomsTox
bes nposepku
MEJOCTYNNOCTE NOSTORA Npe

Wcrexaer vepea He orpanmaen

3a 5 pHed

YoegomnnTs 06 RCTevesih napans

YRARMTY, KOT LU HCTEKRET CROK ORST RN PADONN

PucyHok 127

| HacTpoikn napons

7 cumeonos

MM MANSHAN U NADONN

MpocTtaa (Tonexo uwdpsl)

Cnoxuan

ROAsvecTO N ThiTOx
HEADCTYNMOO TS NORTORE NPOZL, NApOs

WUerexaor yepea 180 anen

WARMTE X

3a 5 guein

Yoenom & WCTeHaHAW NAPOM

o h

PucyHok 128
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[ns  HaAcTpPOMKM  ANWMHBI  Napons  HeobxoaAMmo
YCTQHOBWUTb KO/IMYECTBO CMMBOJI0B, Nepemellaa cnamnaep
«MuHumanbHaa anuvHa naponsa» (PucyHok 128) BnpaBo
ONA  YBEAMYEHUA KOMIMYeCTBa BXOAAWMX B MNApOJib
cMMBONIOB AMbBO BNEBO ANA YMEHbLUEHMA KOMYEeCTBa
CMMBO/IOB, W MOATBEPANTb AEUCTBME BBOAOM TEKYLLETO
napona (cm. PucyHok 4).

NMPUMEYAHUE. TpeaycmoTpeHa  BO3MOXKHOCTb
YCTaHOBUTb A/IMHY Napona oT 5 40 12 cMMBOOB.
BHUMAHUE! 3HayeHne MMHMMANBHOM  ANWHbI

napo/sia OTAnYaeTca B 3aBMcMMOCTH OT Bepcunun OC Aspopa
(cm. PucyHok 127, PucyHok 128).

[ns 3a4aHnA CNOXHOCTM Mnapons HeobxoAMmo B
noapasaene «CNOKHOCTb Mapoas» akTMBMPOBATb OAMH
13 cnepyrowmx nepekntodatenen (PucyHok 128):

— «[MpocTaa (Tonbko uMdpbl)», rae naponb dbyaet
COCTOSATb TONbKO M3 UMP;

— «CnoXkHaaA», rae naposb AOKEH CoAepKaTb Kak

MUHUMYM  undpy, OyKBY, 3arnaBHyt0 OykBy U
crneunanbHbli CUMBON.

NMPUMEYAHUE. B cnyvae BbibOpa 3HaveHUs
«CnoxHaa»  HeobxoAMMO  NOATBEPAUTb  AencTBue

BBOJOM Tekylllero napona (cm. PucyHok 4).

[na yCTaHOBKM KOAMYeCTBa NOMbITOK BBOAA Mapona
HeobxoamMmo B nogpasaene  «[ONONHUTENbHblE
HaCTPOMKM»  MepemecTUTb  cnangep  «KoamvecTtso
MOMbITOKY» BMPaBO A/1A YBEANYEHUS KOIMYECTBA MOMbITOK
nmbo BNEBO ANA YMEHbLLEHMUA.

BHUMAHUE! MunHumanbHoe UM MaKCHMManbHOE
3HaYeHue cnangepa «KoamM4ecTBo NOMbITOK» 3aBUCUT OT
Bepcun OC ABpopa (PucyHok 128, PucyHok 129).

[1nA yCTaHOBKM KONMYECTBa NpeablayLimX Mapoaen, OT KOTOPbIX A0/IKEH OTAMYATbCA
HOBbIN Naposb, HeobxoaMmo B noapasaene «JonoNHUTENbHbIE HACTPOMKM» NepPemMecTUTb
cnangep «HegoCTynHOCTb MOBTOPa NMpea. Napoaen» BNpaBo A1A yBEANYEHMA KONMYECTBA
naponen nmbo BNeBo AN YyMeHblueHua (cm. PucyHok 128).
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[ns 3apaHna CcpoKa AEeNCTBMA Napons HeobXOAMMO BbIMOAHUTL CAeaytoline
NencTems:

— B noapasaene «loNoONHUTENbHbIE HACTPOMKM» KOCHYTbCA nons «WMcrtekaet
yepes» (PucyHok 129);

— Ha OTKpPbIBLLENCA CTPAHMLE BbIOpaTb 04HO M3 3Ha4YeHun (PucyHok 130);

— nNoATBEpPAMTb AENCTBME BBOAOM TEKYLLErO Napons (Cm. PUCYHOK 4).

BHUMAHUE! Mo TpeboBaHmam 6e3zonacHocT MC, B KOTOPbIX MNAaHMUPYeETCs
MCNoNb30BaHMe MY, CPOK AeNCTBMA Napons A0MKeH ObITb YCTaHOBAEH B 3HavyeHWe «180
AHEn».

I HacTpoikm napons WcTekaer vepes

He orpasmyen

30 nuei
7 cumBeonos

MiervMansHan LANKE NePons 60 oHen

90 gHe#
MpocTan (Tonexo uwdps) 120 pHedt
& Choxnan 150 aved
180 anen

4

KOmsiecTRo Do Tox
HeA0CTYIHOCTS NORTORE NPeZL. Napones

Werexaer vepea 180 puedn

Yeaxure, sOrlla sCTecdeT CRO0K ARNCTRMA NapoNE

3a 5 gHen

Yoeposmnsts 00 METEYSM NEpOnt

PucyHok 129 PucyHok 130




I HacTpoiku napons

5 cumBonos

MusmansHas 2NMHE Napons

MpocTas (Tonvko undper)

CnoxHas

He orpanunyero
KommecTno nomsTox

bes nposepku

HELOCTYNNROCTE NOSTORAE NP, NApONe.

Wcrexaer yepea He orpanmsen
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[ns 3a0aHuA BpemMeHu yBeaomieHns 06 nctedeHmnm
CPOKa AENCTBMA Mapond HeobxoAMMO  BbINMOJHWUTb
cneayrouime AencTBmnA:

— B noapasgene «JononHUTENbHblE HACTPOMKN»
nepemecTuTb cnamaep «YBeaomnsaTb 06 wMcCTeyeHUn
napons» (PucyHok 131) BnpaBo AN yBe/JUYEHUS
Konunyectsa AHel nmbo BAEBO ANA  YMEHbLUEHMA
KONM4YecTBa AHen, 3a KOTOPOe MNO0/b30BaTeNb HayHeT
noay4yaTb yBeaOMAEeHUA 06 NCTeYEHUM CPOKa AEeNCTBMA
napons;

— NoATBEPAMTb  AEeNCTBME BBOAOM  TEKYLIErO
napons (cm. PucyHok 4).

NMPUMEYAHUE. TpeaycmoTpeHa  BO3MOXKHOCTb
YCTaHOBWUTb 3Ha4YeHme oT O (Hukoraa) go 10 aHen.

YRERMTE, KO U MO TEKRET CROK NARSTIIE PaDONN

3a 10 gHen

YoegoMmnaTs 06 wCTevesih napans

PucyHok 131

4.2.2.2. AyTeHTUPMKAUMA C NOMOLLbIO CMAPT-KapTbl

B OC Aspopa And ayTeHTUOUMKaUuMM MOryT ObiTb MCMNO/b30BaHbl CMapPT-KapTbl
cnenyrouwmx tmnos: USB 1 NFC, a umeHHo:

— «PytokeH» Bepcum 4 (3UM PKI) — nporpammHo-annapaTHbIi KOMMAEKC
ayTeHTUPUKaALUUM U XpaHeHUAa nHbopmaumnm (ceptudurkat ®CTIK Poccum Ne3753);

— JaCarta — cpeacTBo ayTeHTUOUKALUM M BE30MacHOro xpaHeHna MHGoPMaLMK
nonb3osatenen (ceptndmnrkat PCTIK Poccmn Ne3449),

BHUMAHMUE! Vicnonb3oBaHue ana ayteHtudukaumm B OC ABpopa CMapT-KapT,
OT/INYHbBIX OT YKa3aHHbIX, HE NpeayCMaTpMBaeTCA.

4.2.2.2.1. Obuwme npasBmaa HACTPOMKM M UCNOJIb3OBAHMA CMAPT-KapT

HeobxoayMmo  yu4mTbiBaTb CAedylollMe OCHOBHble MpaBuia  HACTPOMKM WU
MCMONb30BAHUA CMAPT-KapT:

— 3KCN/yaTaUMIo CMapT-KapTbl CAedyeT OCYLEeCTBAATb COrlacHO TpeboBaHMAM,
YKa3aHHbIM B COOTBETCTBYHOLLEN AOKYMEHTALMM Ha HEE;

— ana obecnevyeHunAa nogkatodeHna Kk MY 1 nocneaytolLen HaCTPOMKM CMapT-KapTbl
TpebyeTca Mcnonb3oBaTb cneumann3mpoBaHHbim USB OTG-nepexoaHMK, KOTOPbIA He
BXOAMT B KOMNIEKT NOoCcTaBkn MY;

— NONUTMKA  He30MacHOCTM  MOMKEeT  3anpewatb NPUMEHEHWE  BHELLHMUX
USB-ycTponcts, a4nAa 3Toro HeobxoauMmo AONONHMTENbHO MNPOBEPUTb YCTAaHOBJ/IEHHOE
orpaHunyeHune aerncraytollenn 8 OC ABpopa nonntukm 6esonacHoctn (n. 4.3.2);
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— npu paboTe CO CMapT-KapTol noTpebyeTca AOMOAHUTENbHbIM Mapoib AAA
[0CTyNa B 3allMuleHHyto 06/1aCTb MaMATM CMapT-KapTbl, B KOTOPYK MNPOM3BOAMTCA
Ha3Ha4yeHWe U coxpaHeHune ayTeHTUOUKALUMOHHOM MHGOPMaLLMKM NONb30BaTENS,

— ayTeHTUOMKALMA C NOMOLLIO CMApPT-KapTbl AOCTYMNHA A/1A BCEX YY4ETHbIX 3anmcen
ponen (cm. n. 1.2.1), co3gaHHbIx Ha MY.

MPUMEYAHUE. AyTeHTUPMKALMA C MOMOLLBID CMAPT-KapTbl BbIMOAHAETCA TONbKO
NPW NepBOM BKAOYEHUN YHETHOM 3aNnCK.

4.2.2.2.2. [lpeasaputenbHaa NoOAroToBKa CMapT-KapTbl

Onsa paboTbl CO CMapT-KapToM HeobXoAMMO BbIMOAHUTL MNpPeaBaAPUTENbHYHO
HAaCTPOMKY, KOTOpas MOET ObiTb BbINOAHEHA C MCNO/Nb30BAHMEM  3/IEKTPOHHO-
BbIYMCIUTENBHOM MalLMHbI (9BM) ¢ OC Linux, Ha KOTOpOWN NpeaBapuUTeNbHO A0MKEH ObIThb
YCTaHOBJIEH MNAKET opensc.

MPUMEYAHUE. CmapT-KapTbl A0MKHbI UMETb GOPMAT PKCS#15.

B cnyvae ecam cmapT-KapTa MMeeT Apyron dopmaT, A5 ee nepenHnUmManmsaumm B
dopmaTt PKCS#15 Ha IBM HeobxoaMMO BbINOAHUTL C/ieytoLme KOMaHAbI:

pkcsl5-init --erase-card -p rutoken ecp

pkcsl5-init --create-pkcsl5 --so-pin "87654321" --so-puk ""
pkcslb5-init --store-pin --label "User PIN" --auth-id 02 --pin "12345678"
--puk "" --so-pin "87654321" --finalize

BHUMAHMUE! Mocne nepenHMumanm3aLmm CMapT-KapTbl BCe AaHHble ¢ Hee byayT
yOaneHsl.

4.2.2.2.3. HacTpoMKa cMapT-KapTbl

NMPUMEYAHUE. MNMoapobHoe onmMcaHWe HACTPOMKM CMapT-KapTbl NPUBEAEHO B
NOoKymeHTe «PykoBoAaCTBO nosib3osaTena» AAMI.10034-02 90 01.
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4.2.2.3. AyteHTndmKauma c nomouwbto CYANC

PucyHok 132

AyTeHTUdMKauma c nomoubto CYANC:

— npeAHasHayeHa  ANA  MAeHTUPUKauumM U
ayTeHTMdUKaumm nonblosatenen NCOA MB/ Poccuu;

— [OCTynHa Ha MY TOAbKO nMpu  Haanyum
yCTaHOBAeHHOro knneHta CYANC v poctyna K cepsepy
CYONC yepes ceTb NHTepHeT.

B CYAMC nonb3oBaTenb  MOMET  MPONTH
ayTEHTUDMKALMIO C MOMOLLbIO NPeaoCcTaB/ieHna O4HOM
13 cneaytollen KOMOUHALMN AAHHbIX:

— JIOTWH 1 NApOib;

— cepTudmkat u PIN-kop (PucyHok 132).

Co3gaHue NONb30BaTE/IbCKUNX
ayTeHTUOMKAUMOHHbIX AAHHbIX BbINOJHAETCA B CUCTEME
NCOL MB/L Poccmun n CUHXPOHU3IMPYETCA C KIMEHTOM
CYONC Ha MY.

4.2.2.4. HacTpOWnKa OrpaHU4YeHmin BXo4a B CUCTEMY

OrpaHvseHmue BXoaa 8 CUCTEMY

HacTnann

JehcTamne yudTHoR 3anUcH nons3osaTens
22 ampaps 2026

Beopure IATY, NOCHE KOTOPOR DANLIOEITEN il
CMONT RORTW B S ToMy

[Hv Bxona & cucTemy

N, BT, CP, 4T, N1, 6, BC

BuSopnre [ wegenu, & TEMENee KOTORNK
NOMEJOBITENL CMOKOT BOHTA B SHOTEMY

Bpewms sxoga B cucTemy

BaDepaiTe SDOMN BXOLN NOMRSSRETANA § CRCTEMY

Becs nevs

¢ 3a6n0oxvpoBarTs NONLIOBATENS

PucyHok 133

[na HacTPOMKM OrpaHUYeHUin BXoaa B CUCTEMY ANA
Yy4EeTHOM 3anmncK nonb3oBaTena HeobxoAMMO BbINMOAHUTD
cnepytouie aencTema:

— KOCHyTbCA nyHKTa «OrpaHuyeHne Bxoda B
cuctemy» (cm. PucyHok 115), B pe3ynbtate oTobpasunTca
OJlHOMMEHHas cTpaHmua (PucyHok 133);

— KOCHYTbCcA nona «JleictBme y4yeTHOM 3anucu
No/Nb30BaTENA» M Ha OTKPbIBLUIENCA CTpaHuUe BblbpaTb
Aaty (cm. PucyHok 20), nociie KOTOpol Nonb30BaTe b He
CMOET BOMTM B Y4ETHYHO 3aMMCh;

— KOCHYTbCA nonsa «[HW BXoAa B CUCTEMY» W Ha
OTKPbIBLUENCA CTPaHuLUe BbiIbpaTb AHU HeAEenu, B TeYeHume
KOTOPbIX MOJIb30BaTe/lb CMOMET BOWTM B CUCTEMY
(PucyHok 134);

— [OeaKTUBMPOBATb NepekatovaTenb «Becb AeHbY, B
pe3ynbTaTe OTOOpaA3ATCA MNOAS  BBOAA  AMaNasoHa
BPEMEHM, B TeYeHWe KOTOPOro Mo/b30BaTe/lb CMOMKET
BOUTK B cucTemy (PucyHok 135).
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NMPUMENAHUE. [1na aKTMBaUMM NepekatodaTens AOCTAaTOYHO KOCHYTbCA MOJA, B
KOTOPOM OH PACMOJIOXKEH: NepekatoYaTe /b HAYHET CBETUTLCA APYE, YEM B COCTOAHMM MO
YMONYaHUIO (HEAKTUBHOM);

— KOCHYTbCSi COOTBETCTBYIOLWIMX MONEN AN YCTAaHOBKM WHTepBasa BPEMEHMU
(cm. PucyHOK 21), B TeYEHME KOTOPOro NO/b30BaTElb CMOXKET BOMTU B CUCTEMY.

[na 610KMPOBKM MONb30BaTENA HEODBXOAMMO KOCHYTbCA NepekatyaTens
«3abn0KMpoBaTb MO/b30BATENA» WM MOATBEPANTL AEMCTBME BBOAOM TEKYLLEro napond
(cm. PucyHoK 4).

I OTMEeHHTL NogreepanTs | I OrpaHvseHmue BXoaa 8 CUCTEMY
BuibpaTh AHM BXOAa B
cncremy JoAcTane yNETHOR 33NMCH NONb3oBaTENS
22 ampapsa 2026
Noxepenbimx Befopure ATy, NOCHE KOTOPOR DANLIOEITEN Wi
CMONT RORTW B S ToMy
Bropimx [Hv Bxona 8 cucTemy
N, BT, CP, 4T, N1, 6, BC
Cpena BuSuprre I Megeni, & TEMENe KOTORK
NOMEJOBITENL CMOKOT BOHTA B SHOTEMY
Yeree
i Bpewms sxona s cuctemy
BaDepaiTe SDOMN BXOLN NOMSSRETANA § CRETOMY
Marmn
u,s * Becs nexs
Cyetors C 10:00 fo 22:00
Bocxpecenve
* 306n0KNpoBaTs NONLIOBATENH
PucyHok 134 PucyHok 135

4.2.3. lndposaHmMe pasaena ¢ AOMAWHUMK Nankamm

LUndppoBaHne pasgena ¢ AOMAWIHMMMKM MNankamu — npoueaypa, npu KOTopoM
BBEAEHHbI MNaponb CpaBHMBAeTCA C naponbHoOM ¢pas3on cnota LUKS-pasgena,
COOTBETCTBYHOLLErO MAEHTUPUMKATOPY NONb30BATENS.

B OC ABpopa pa3gen ¢ AOMALIHMMM Nankamu WwudpyeTcs ¢ NOMOLLbIO aAropuTma
aes-xts-plain64 512-OMTHbIM MACTEP-KAOYOM, ANA XPAaHEHWUS KOTOPOro MCMOJb3yeTcs
LUKS-3aronoBoK, COCTOALIMI U3 CAeaytolmx 8 CN10TOB:

— OAMH CNOT NCMOb3YETCA YYETHOM 3aNNCbiO aAMMHUCTPATOPA;

— LWeCTb C0TOB AOCTYMHbI CO34aBaeMbIM YYETHbIM 3aMNMCAM MOb30BATENSA;

— OAMH CNOT pe3epBupyeTcs ANa CMeHbl Maponen.
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NoeHTMOUMKATOP  y4eTHOM  3ammMcM  MO/b30BaTens  onpeaenser  Homep
MCMOMb3yEMOr0 C/I0Ta, MPU 3TOM B Ka)XOAOM W3 C/AOTOB XPAHWUTCA MacCTep-K/tou,
WNPPOBAHHbIN MaponemM COOTBETCTBYIOLLEN YYETHOM 3aMMCKM MOb30BaTENA C MOMOLLbLIO
anNropuTmMa PBKDE. KONMYecTBO UTepaLnii anropntma noaburpaeTtca Takum obpa3om, 4Tobbl
NnpoBepKa 0AHOM KOMBUHALUMM BbINMOAHANACL NPUDANINTENBHO OAHY CEKYHAY.

BHUMAHMWE! Mpn obHoBneHMn OC go sepchm 5.0 1 Bblwe:

— MNPW BKIOYEHHOM WNPPOBAHMM: BEpCMA 1uks OCTAHeTCA Luks 1;

— NPW  BbIKNKOYEHHOM WIMGPOBAHUN: MNONb30BATENbCKME JaHHble OCTaHyTCA
He3alwndpPOBaHHbIMM.

BbinosiHeEHME creayowmx AenNcTBuin TpebyeT BBOAA

tlhopcanine KOpPEeKTHoOro napona u3  cnota  LUKS-3aronoska,
sy seelon NS COOTBETCTBYIOLWLEro NAEHTUPUKATOPY BbIBPaHHOW YYeTHOM
comptis KU FACT, TR 3aMMcK NoNb3oBaTenA:
oo M RS e el — pa3b/IoKMpPOBKa [OOMallHel Manky npu 3arpyske

Brmoreio

— pas3bnokmposka Ul Lipstick.

Ona otobpaxeHna cTpaHuubl  «lindposaHume»
(PucyHok 136) HeobxoAMMO BbINOAHWUTL  Caeaytouime
nencTeuna:

— OTKPbITb MEHK CUCTEMHbIX HACTPOEK KacaHWem

LUXS

48316

3Ha4kKa @ Ha DKpaHe NpUNoXKeHun (cm. PUcyHok 1);

— KOCHYTbCA MyHKTa MeHto «LUndpoBaHme» B
noapasaene «besonacHoOCTbY.

PucyHok 136

4.3. YnpaBneHue A0CTyNnom

B OC ABpopa peann3oBaHbl Caeaytoline MexaHM3mMbl YpaBaeHUsa AOCTYNOM:
— OWCKPeUMoHHoe pa3rpaHuyeHne npas gocTtyna (DAC), ocHoBaHHOe Ha
cneayowmx cywHoctax (n. 4.3.1):
e OuTax paspeleHuni;

e cnuckax KoHTpona goctyna (POSIX ACL) 1 paclumMpeHHbIx aTpnbyTax cTaHaapTa
POSIX le;

® BO3MOXHOCTAX U/UN NEPEYHsX BO3MOXHOCTEN — capabilities;

— pONieBOe pasrpaHuYeHne A0CTyna, NpeaycMaTpMBatoLlee aKTMBALMIO MOAUTUK
6e30nacHOCTK, KOTOpble MnpeaHasHayeHbl Ana ynpasaeHua oyHKumamu OC Aspopa
(n.4.3.2).

NMPUMEYAHUE. VYnpasneHne nonutMkamm 6e30MaCHOCTM  AOCTYMHO TObKO
aAMUHUCTPATOPY.
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4.3.1. InckpeunoHHada moaenb ynpasaeHa A0CTYNMOM
4.3.1.1. Obwan MHPpopmaLms

Mpn pasrpaHuyeHun aoctyna K obbektam OC OC Aspopa peanusyet
OAVNCKPELMOHHYD MOAeNb pasrpaHmyeHmna  aoctyna. [aHHaa moaenb npeanonaraer
ynpaBaeHne AOCTyNnom CybbeKTOB K 0ObEKTaM Ha OCHOBe MaTpuubl AOCTyna. Kaxabin
0b6bekT OC (dbain, nanka) MMeeT NpmMBA3AHHOrO K Hemy cybbekTa (nonbzosaTena OC),
Ha3blBaeMOro Bnagenbuem. VimeHHO Bnageney (AMbBO agMMHUCTPATOP) yCTaHaBAMBaET
npaBa A0CTyna K 06bekKTy. [paBa A0CTyna onpeaensatoT Habop AENCTBMA, KOTOPble CyObeKT
MOeT COBepLUaTb C 0ObEKTOM.

MPUMEYAHUE. TMoacmctema pasrpaHMyeHna A0CTyna AencTByeT TONbKO ANA
$annoB M Nanok, XpaHALWMXCA Ha BHYTPEHHEM HaKonuTene ycTponcTBa. HacTpoika
pasrpaHnMYeHmnsa A0CTyna [AO0J/KHA OCYLWEeCTBAATbCA B COOTBETCTBUM C MONOXKEHMAMM
NOKYMeHTa «PyKOBOACTBO MO yCTaHOBKe M HacTponke» AAMTI.10034-02 93 01.

B OC npaBa 40CTyna pa3aenatTca Ha:

— MpaBa BNajeNbla 0ObeKTa;

— npaBa rpynnbl, Bnagetrowen obbekTom;

— MpaBa A1 OCTaNbHbIX CYDBEKTOB.

Habop aencrsnit, NOTEHUMANbHO Pa3peLlleHHbIX CYyObeKTy:

— YTeHue,;

— 3anuce;

— WCNOJIHEHME.

MpaBa BblpaxatoTca AeBATMOMTOBOM MNOCAeA0BaTE/IbHOCTbIO, Pa3bUToN Ha Tpwu
paBHble TPynnbl, onpeaenatoluLme npasa BagenblLa, rpynmbl M OCTaibHbIX COOTBETCTBEHHO.
Crapwuit 6uT onpegenseT Hanuvyime npaBa YTEHWUA, CPeaHWM — 3anucu, MAaaWwumn —
ncnonHenus. K npumepy, npasa 740 — 111 100 000 byayT o3Ha4aTb, YTO Y BNafeNbla ecTb
NpaBa Ha YTeHMe, 3aNNUCb U UCNOJTHEHME, Y TPYNMbl — TO/IbKO MPaBa Ha YTEHWE, Y OCTabHbIX
NpaBa OTCYTCTBYOT.

NMPUMEYAHUE. YnpaBneHne maTpuuen A0CTyna OCYLIECTBAAETCA KOHCO/bHbIMM
KOMaHAaMU: chown, chgrp M chmod, A0CTyNHbIMM Yepe3 MIT «Terminal».

KomaHabl MO3BOAAKOT BbINONHATL CAeaytoume AenCTBUA:

— chown NO3BONAET M3MEHWUTb BAadenbla danna (chown wumsa nonbzoBaTENS
MMH_Qaﬁﬂax

— chgrp NO3BOJAET UBMEHUTL rpynny cba nna (chgrp VIMS  TPYIIIE MMH_@)aIZHa);

— chmod NO3BONAET MU3MEHUTb NPaBa AOCTyNa K danny:

e chmod 642 1.txt -npasaHa damn 1.txt yctaHaBansatoTcsa pasHbimm 110 100
010, T.e. y Bnagenblia NpaBa Ha YTEHWE M 3aMUCb, Y TPYNMbl HA YTEHME, Y BCEX OCTa/IbHbIX
TOJIbKO Ha 3anmce;
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— chmod u+x, g-w, o-r 1l.txt - B A3aHHOM C/ay4vae Bnadenbly Aobasnserca
MNPaBO Ha MCMOIHEHWE, Y TPYNMbl OTOMPAETCA NpaBa 3aMMCHK, @ Y BCEX OCTaIbHbIX OTOMpPaeTCA
npaBo u4TeHusa. [na nonyvyeHue noApobHOM MHPopmaunm cnedyeT obpaTUTbca K
CNPaBOYHbIM PYKOBOACTBAM MO NEPEYNCNIEHHBIM KOMaHAaM.

MPUMEYAHUE. HacTtpomka NOAMTUKKM OMCKPEUMOHHOIO pPasrpaHnMYeHna npas
noctyna aencreyet TonbKo B PC EXT4, KoTopas ncnonbdyetca 8 OC ABpopa N0 yMOAYAHMUIO.
CTaHAapTHbIM Habop npaB B BMAe OWMTOBOM Macku nogaepskmsaetca OC Aspopa A4/A
cnyKebHbix OC: tmpfs, sysfs, procfs.

MpuHUMN paboTbl MNOAUTUKM OMCKPELMOHHOrO pasrpaHMyeHnAa npasB Ao0CTyna
npeacTaBaeH Ha pucyHKe (PucyHok 137).

MoHuTop obpaleHnit

Bce cucTemuble abi308bi NPOXOAAT Yepes MoHWTop obpaleHmi
Ans nposepkn He3onacHocTu

&Ilpc:uecc nonb3cearens

MpOCTP3HCTBC
nonb3oBarens

MoHuTop 0bpaweHuit

NpoCTPaHCTa
Aapa

Aapo OC

PucyHok 137

[NCKpeLMOoHHOe pasrpaHnyeHme npas A40CTyna OCYLLEeCTBAAETCA Kaxabli pa3 npu
nonbiTke obpalleHns cybbekTa K 0ObeKkTy, npu 3Tom 0be CyWHOCTM coaeprKaT
COOTBETCTBYIOLME aTpMbYTbl He30MacHOCTM, NpUHaANeKaWme ANCKPELMOHHON MOAENN.
Apnpo OC ABpopa nNpoBepAeT YpoBeHb A0CTyNa, 6a3mpyoWmninca Ha AaHHbIX aTpMbyToB C
OJZIHOM CTOPOHbI 1 NpaBKIax pasrpaHundenma goctyna (MP/L) ¢ Apyro CTOPOHbI.

[NCKpeUMOoHHOe pasrpaHnyeHne npas A0CTyna MNO3BOMAET BAaAenbly 0OBbeKTa
onpeaenaTb, KTo 061a4aeT NONHOMOYUAMM OCYLECTBAATL A0CTYN K OObEKTY.

CybbekTamm B peannsaumm AUCKPELMOHHOro pasrpaHuMyeHma npas  A0CTyna
BbICTyNatoT 0b6blyHble npoueccbl OC ABpopa, KoTopble NpeacTaB/iieHbl MporpammHON
CTPYKTYpOW AApa task struct.

Bce HWUKEMMEHOBAHHbIE CYLLHOCTU, TaKuMe Kak obbluHble dalnbl, dannsl MY
(Kak BN0OYHbIE, TaK M CMMBO/bHbIE), NankK, Gaiabl COKETOB (MNaMnoB) C TOYKU 3PEHUS
NNCKPELMOHHOTO pa3rpaHuyeHna npas goctyna aapa OC ABpopa ABNAOTCA 0ObeKTamm
[0CTyNna, CNeJ0oBaTe/IbHO, TaK¥e NonaaatoT noj, AeMCcTBUe NONIUTUK pa3rpaHuyeHms.
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ATpnbyTbl CyOBbEKTOB A0CTyNa WCMNOMb3YKTCA ANA OCYLIECTBNAEHUA pPEeLIEHWU
NONIMTUKM AMCKPELMOHHOIO pa3rpaHMyeHma npas A0CTyna. B KayecTse AaHHbIX aTpmbyTOB
nns cybbekToB AocTyna (Npoueccos) 06A3aTeNbHO NPUMEHAIOTCA CaeaytoLLmMe:

— 30 dEKTUBHbIN MAEHTUPMKATOP (Yncno) Bragensla npouecca (PID);

— 30dEKTUBHbIN MAEHTUPKMKATOP (Yncno) rpynnel npouecca (GID);

— MEeTKa BO3MOMHOCTU AN BO3MOXHOCTb (capability) cTaHaapTa POSIX.1e;

— Y/IeHCTBO MpoLecca B JOMNOJHUTENbHbIX (HEe OCHOBHbIX) rpynnax (npu
HEeobX0ANMMOCTH).

YKa3zaHHble aTpmbyTbl cybbeKTa A0CTyNa XPaHATCA B MPOrpamMMHON CTPYKTYpe Aapa
task structc ¥ OLEHMBAOTCA CUCTEMHbIMW BbI3OBaAMMU.

ATpnOyYTbl 0O6BEKTOB A0CTYNa TaKKe UCNONb3YITCA A58 OCYLLEeCTBIEHUA peLleHnin
NONINTUKM AMCKPELMOHHOIO pasrpaHmnyenma npas A4ocTyna. B kayecTBe gaHHbIX aTpnbyTos
0ObeKTa AOCTyNa NPUMEHSIOTCA caeayoume:

— Bnagenel 0b6bekTa;

— B/lageneL, rpynnsl 06bekKTa;

— 6uTbl NpaB AOCTYNa;

— [JONONHUTENbHbIE aTPUOYTbl CMNUCKOB KOHTPOASA A0CTyna B COOTBETCTBMM CO
ctaHaaptom POSIX.1e ACLs.

ATpnbyTbl 06BEKTOB AOCTYMa COXPAHATCA M ydynTbiBatoTca agpom OC ABpopa, a
TaKXKe XpaHATCA B  MHAEKCHbIX Adeckpuntopax @®C, pasmelleHHOM Ha AMCKOBOM
npocTpaHcTee MY.

MpaBuia AUCKPELMOHHOIO pa3rpaHMYeHns Npas A0CTyNa onpeaenatoT:

— KaKMM 0D6pa3oM KOHKPETHbIN npouecc (CyObeKT) MOXKET OCYLECTBAATb NMOMbITKY
MNO/ly4eHUs [J0CTyna K OObBbeKTy, OCHOBbIBAaACb Ha YKa3aHHbIX Bbille aTpubyTax
6e30nacHOCTU;

— KakMm 0Opasom M Mpu Kakux ycnoBMmsax aTpubyTbl BesonacHocTn cybbeKkTa u
00BbEKTa MPUHMMAIOT HOBbIE 3HAYEHMUA.,

4.3.1.2. Obuiee onmcaHme NpuUBMUAErNIA

MpuBunerva nporpammbl 0HasmMpyeTcs Ha CAeaylolnx 3HavyeHuAax aTpubyTos
npouecca:

— aTpubyT apdpekTnsHoro UID (PID);

— aTpubyT apPeKkTUBHOM rpynnbl npouecca (GID);

— Habop (cnMCcoK) uYneHcTBa AOMOAHUTENbHbLIX FPYNM npouecca (Mpu Haamdium),
KoTopble cy6beKT A4oCTyNa (MpoLuecc) umeeT B 11060e BPEMA KUIHEHHOTO LMKAA.

Jllobo  npouecc ¢ 3OPEKTUBHLIM  MAEHTUPMKATOPOM  HOMb  CYMUTAETCA
NPUBMAETMPOBAHHbIM 1M 00/1a4aeT  BO3MOMHOCTbIO  HE  MNPUMEHATb  MOAUTUKY
AMCKPEUMOHHOTo pasrpaHmnyeHna npas goctyna B OC Aspopa.

YyeTHaa 3anucb cynepnoab3oBaTensd accoummpoBaHa ¢ uaeHTMoumkaTopom O.
OaHako TexHuyeckn aapo OC ABpopa onpeaenseT y4yeTHble 3anucu Mnosib3oBaTesneit no
YMCNOBLIM MAEHTUPUKATOPAM, CNeA0BaTENbHO, TEXHUYECKM BO3MOMKHO MMETb YYETHYIO
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3aMMcb nosb3oBatena ¢ uaeHtuomkatopom 0, obnagatoulero MMeHem, OTAMYHBIM OT
cynepnosib3oBaTens.

Kpome Toro, agpo OC ABpopa MMeeT COOTBETCTBYHOLLMIM MEXAaHM3M OLIEHKM MPasB,
basnpyrowmnca Ha TpeboBaHMAX OTKpbITOro crtaHgapta POSIX1l.e ACL pgns cnuckos
KOHTPONA [A0CTyNa W BO3MOMKHOCTEM (capabilities), KOTOpbIM TaK¥e no3sonset
Npeoao/ieBaTb OrPaHNUYEHUA NOAUTUKU AUCKPELIMOHHOMO pa3rpaHMYeHns npas A0CTyna
nns cybbekTa c aTpndytTom addekTMBHOro naeHTndmkaTtopa 0.

[MOCKOMbKY AN1A BbIMOJHEHMA NPOBEPKM NPaB AOCTyNa NPOUECChl Pa3aenatoT Ha ABe
KaTeropun: npusunernposaHHble (ID addekTMBHOro nonv3osaTena paseH 0, KaKk vy
cynepnosb3oBaTens) n HenpusmnermpoBaHHsblie (ID addekTMBHOro Nnonb30BaTeENA He paBeH
0), Ana NPUBUNETMPOBAHHbIX MPOLLECCOB BbINMOMHAKTCA HE BCE NPOBEPKM NPaB B AAPe, a ANA
HEeMpPUBMNETMPOBAHHbIX MPOLECCOB  BbIMOAHAETCA MNOAHAA MNPOBEPKA Ha OCHOBE
BO3MOXHoCTelM npouecca (obbivHO apdpexkTnsHoro UID, apdektmsHoro GID M cnmcKa
NONONHUTENbHbIX Fpynmn).

B aape OCABpopa BCe nNpPMBMAEIMKW, CBA3AHHblE C Cynepno/b30BaTe/eEM,
pa3aeneHbl Ha HECKO/IbKO 4acTei, Ha3blBaeMbIX BO3MOXHOCTAMW (capabilities),
KOTOpble MOYHO pa3pellaTb M 3anpellaTb HE3aBMCMMO APYT OT Apyra. BO3MOXKHOCTM TaKKe
ABNAKOTCA aTPMOYTOM HUTK.

Hanpumep, ecam Kakon-nmbo npouecc NbiTaeTca co3aaTb cneumansHbii dann MY,
MCNONb3ys ANA 3TOTO CUCTEMHbIN BbI30B mknod (), AApo OC ABpopa NOMMMO NMPOBEPKMK
ANCKPELMOHHbIX MpaB BbINONHAET ceaytolime A0NONHUTEIbHble MPOBEPKMU:

— PaBHO /X HY/O 3HaYeHMe 3dEeKTUBHOIo MAeHTUOMKATOpPa NpoLecca (cybbeKTa
[0CTYna);

— pa3peleHo /M npoueccy co34aBaTb CheuuanbHble ¢alabl C MOMOLLbIO
COBEpLIEHMA COOTBETCTBYHOLLETO CMCTEMHOIO BbI30Ba.

OC ABpopa obecneymBaeT ANA NOAUTUKM AMCKPELMOHHOIO pasrpaHMYeHns npas
[0CTyna NPUMEHEHME CAeayHoLLMX CBOMCTB:

— NPUHYAUTENbHAA peann3aums noaydeHuna cybbektamm (npoueccamm) Aoctyna K
0H6BbEeKTaM TONIbKO B paMKax NosIHOMOouYMI, onpeaensembix MPA;

— Ha/inyme cnocobHOCTU onpeaenaTb (Ha3zHayYaTb) NOAUTMKY AOCTYyNa TONbKO ANA
Cy6beKTOB, MMEIOLLMX HA 3TO NPaBa, Kak onpeaeneHo NoOAUTUKOM MONHOMOYMA ANA HUX;

— oTcyTCcTBME NMObObIX OrpaHMyeHnn ana cybvekTta, umetowero naeHtTudmnkatop O.

ATpnbyTbl  AMCKPELUMOHHOro  pas3rpaHWMYyeHMa npasB  AOCTyna  CBA3bIBAKOTCA
HenocpeACTBEHHO C 06 bEKTOM A0CTYyNa B MOMEHT ero co3aaHuma. [lencreme sTux atpnbyTos
PAcNpPoOCTpaHAETCA Ha OOBEKT A0 ero YHUYTOXKeHMA AMbo A0 Tex nop, noka aTpmbyTbl He
O6yayT N3MEHEHbI.

ATpnbyTbl CyLLECTBYOT W AEUCTBYIOT ANA Ntoboro Tvna 06bekTa, XPaHATCA B
MeTaaHHbIX GalnN0B M peann3oBaHbl B BUAE CAeAyOLWMX CYLLHOCTEN:

— OuTbl pa3pelleHnit (basosble aTpPUOYThLI);

— CNUCKKM KoHTpona goctyna (ACL 1 paclimMpeHHble aTpubyTsi);

— BO3MOHOCTU (capabilities).
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CybbeKT, MAEHTUPUKATOP KOTOPOro COBMaAaeT C MAEHTUPUKATOPOM BAaAeNbLd
00BbEKTA, MOXKET M3MEHATb aTpMbyTbl 0ObEKTA, BK/IOYana 6a30Bble U paclIMpPeEHHblIe BUTbI
npaB (3a UCKAtoYeHneM cnyyaes, Koraa PC HaxoAMTCA B PEXRMME KTONbKO ANA YTEHUAR).

NMPUMEYAHUA:

v BO3MOMHOCTb M3MEHATb BNadenbla 0bbeKTa AOCTyMnHa TONbKO
Cynepnosb30BaTeNtO;

v/ BO3MOHOCTb M3MEHATb rPpynmny 06beKkTa A4OCTYyMNHa TOALKO A5 BAaAebla v 44
No/ib30BaTeNa ¢ AEHTUGUKATOPOM HOMb (Cynepnonb3oBaTensb).

B cnyyae HeobXxoaAMMOCTM NPUCBOUTL (M3MEHUTL) HOBbIN MAEHTUPUKATOP TPYMMbI
nnsa obbeKTa, OH AO/KEH COBMNAAaTb C TEKYLIMM 3HAYEHMEM OCHOBHOW rpynnbl cybbekTa
NN ABNATLCA 3HAYEHWEM TPYNMbl, Y1EHOM KOTOPOMN ABNAETCA CYyDBEKT.

Cynepnonb3oBaTenb YMNOJHOMOYEH oOnpeaenatb Atobyto rpynny Ana obbekTa,
M3MEHATb BJafenbla W nobble OGUTbl NpaB, BKAKYAA pPaACWIMPEHHblE aTPMOYTblI WU
BO3MOXHOCTM.

CTaHaapTHbIM Habop npaB AOCTyna peasin3oBaH B BMAe OUMTOBOM MACKW Mpas,
Ha/araembIxX Ha Kaxkaplh MAeHTUOUUMPOBAHHbBIN 0O6beKT. [JaHHbIN CTaHA4APTU3MPOBAHHbIM
NOAXO0A W CTaHAAPTHbIM mMexaHu3Mm, peannsyembin OC ABpopa, onpeaeneHbl B TEKYLLEN
cneunduraumm UNIX.03.

NPUMEYAHUE. NHamBmAayanbHble BUTbl NpaB MCNOAb3YHOTCA A1A YKa3aHWA NpaBa Ha
yTeHme (r uaM 4YeTbipe), 3anucb (W WMAW ABA) WMAM BbINOAHEHME (X WUAM oaMH). OHU
onpeaenarTcs OTAeNbHO AN BAadenbla 0ObekTa, rpynnbl, K KOTOPOM NPUHAANENKUT
0OBEKT, M BCEX OCTaNbHbIX, T.€. CYObEKTOB, MAEHTUOUKATOPbLI KOTOPbIX HE COBMAAAIOT HU C
NAEHTMOUKATOPOM BNAZAENbLA, HA C TEKYLLMM MAEHTUOUKATOPOM rpynnbl 06beKTa.

4.3.1.3. MO ¢ NoBbIWEHHbIM YPOBHEM MPUBUAETUIA

Mporpammsbl, YHKLUMOHMUPYIOLIME B CUCTEME W UCMOMb3YOULME MOBbILLEHHbIN
YPOBEHb NPUBUAETMIA, MOTYT BbITb pPa3aeneHbl Ha caeayrowme TUnbl:

— NpOrpammbl  MAM  CUCTEMHbIE  CAYKObl,  3anylleHHble  CUCTEMHbIM
MHULMANN3ATOPOM MM AAPOM. Hanpumep, NporpaMmsbl systemd MAN crond;

— MNPOrpamMmbl, 3anyLLeHHble OT MMEHW CyNnepnoib30BaTeNa C Le/1blo BbINOAHEH WA
OYHKUMN  aAMUHUCTPUPOBAHMA WAM 0BCay»KMBaHMA. Hanpumep, 3anyck MNporpammbl
iptables 4214 ynpasaeHna M3;

— NPOrpaMmbl,  MMELMe  YCTAHOBNEHHbIM  3QPEKTUBHbLIM  OUT  CMEHbI
naeHTUdMKaTopa (setuid), ecnm OUT yKasbiBaeT Ha MPUHAANENKHOCTb MONb30BATENIO C
naeHTndmnKaTopom O.

BHUMAHMUE:

v CneposatenbHo, Bce MO, KoTopoe pabotaeT B cucteme, TpebyeT Hannyus
MNOBbILIEHHbIX MPUBUAETUA WU  COAEPXKUT WAN PeanmsyeT Te WAM UHble QYHKLMM
6e30MacHOCTN, MOXKHO OTHECTU K GYHKLMOHANbHbIM BO3MOXKHOCTAM 6e3onacHocth (PBO)
nmbo NPBO OC Aspopa;
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v OctanbHoe MO, paboTatollee B CMCTEME C MOBbIWEHHbIMM MPUBUAETUAMM ANBO
6e3 Ha/M4Ma TaKOBbIX, MPU 3TOM HE peanusylollee HUKaKUX GyHKUMIM 6e30macHoCTH,
asnaetca He B0 nan NOBO, a HenpuBunernposaHHbIM 0.

B KoppeKkTHO obcayKmBaemon cucteme atoboe HenpusunermposaHHoe [10
HaxoauTca noa aencrtenem 60 OC ABpopa M HEe MMeeT BO3MOXKHOCTM BbIMTM M3-NOA ero
nencrema. MNpu aTom NpeanonaraeTca, 4To Ntoboe HenpusunernposaHHoe MO He saBaseTcA
NOBEPEHHbIM.

MpusunernposaHHoe [0, KoTopoe He coaepxnT ®BO (Hanpumep, BHelHME
MOZY/NN YPOBHA AApa, peanusyloline onpeaeneHHble GyHKUMKU, K NpUMepy NOAAEPKKY
cneumanm3mpoBaHHOro 0OopyaoBaHMA), AOMKHO OblTb HAAEKHO W30AMPOBAHO OT
Mcnonb3oBaHMa ¢ nomoubto PbO OC ABpopa ANA NpeaoTBpalleHMsa AO0CTyna K HeMy B
0bxoa Tpebyembix NOSHOMOYNIA.

4.3.1.4. CtaHaapTHble BUTbl NpaB A0CTyNa

B OC ABpopa peanmsoBaHbl Tpu Habopa no Tpu OuTa, KOTOpble onpeaenAtT
NONINMTUKY JOCTYNa K 0OBEKTY A8 TPeX KaTeropuii nosibsosaTesien (cyobeKkTos):

— Nonb3oBaTe/b-BNagenel, obbekTa;

— MO/1Ib30BaTe/NN, BXOAALLME B FPYMMY, K KOTOPON NPUHAANEKMUT OO BEKT;

— BCe OCTasibHble NONb30BaTeM (He BXOoAALWME B YKa3aHHOE MHOXECTBO).

Tpu 6uTa B Kaaom Habope onpeaensloT npaBa A0CTyna ANA  Kaxkaoro
N0/1b30BaTENSA, COCTOALLENO B O4HOM M3 YKa3aHHbIX BbiLLE KAaTEropuin, Npu 3TOM:

— OAMH BUT OTBOAMUTCA ANS YTEHMA (r UKW YETbIpe), KOTOPOE PAacCMaTPMBAETCA KaK
MOTOK AaHHbIX OT 06beKTa (baina, nankm) K cydbbekTy (npoLecc, Noib30BaTe/lb);

— OAMH OWT oTBOAMTCA ANA 3anNUCKM UAM yaaneHua (w wmAmM ABa), KoTopoe
paccMaTpMBAETCA KaK MOTOK AaHHbIX OT cybbekTa (mpouecc, nosb3oBaTesb) K 0OBbEKTY
(bann, nanka);

— OAMH BUT OTBOAMUTCA AN UCNONHEHUA (x UM OAMH), KOTOPOE PaccMaTpMBaeTCA
KaK MpOLLecC 3arpyskm B OMepaTMBHYKO NamATb TeKCTa MNpPorpammbl M CaeaoBaHMe
MHCTPYKUMAM  YHKUMI NPOrpammbl, MO3TOMY KaxKAbl CyObeKT nosydaeT AocTyn K
Karkaomy 0b6bekTy, 6a3npyacb Ha KOMOMHAUMKM 3TUX OUTOB.

Hanpumep:

— rwx — ONpeaenseT npaBa Ha COBeplLUeHWe BCex onepaumi (YteHue, 3anmchb U
BbINO/IHEHME);

— r-x —OnpeaensaeT NpaBa TO/NbKO Ha YTEHME N BbINOJHEHWUE;

— r—onpeaenseT NPaBo TO/IbKO Ha YTEHUE;

— ---—onpeaenaeT oTCyTCTBME NM0ObLIX NPaB AOCTyNa.

Mpn nonbiTKe AocTyna cybbekTa K 0O6beKTY pelleHmne 0 NpeaocTaBAeHMM A0CTyna
MNK OTKa3e B A0CTyne 6a3npyeTca Ha CaeayroLlem aifopUTMe:

— ABAAETCA N naeHTUOUKATOpP Mnob3oBaTens (cybbekta) paBHbIM Hyato. Ecan
ABNAETCA, NMPUHUMAETCS peLleHne 0 rapaHTMPOBaHUM N0OOro AOCTyNa Ha YTeHue/3anmch,
UrHopupya OuTbl nNpaB. [lOCTyn Ha BbINOAHEHME TaKKe rapaHTUpyeTca Aaa 3Toro
naeHTndmKkaTopa cybveKkta, ecam OUT MCNOAHEHMA CTOMT XOTA Obl ANA Kakoro-Hmbyab
cybbeKTa. JanbHenwmne npoBepKkM NPON3BOANTLCA He DyayT;
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— ecnn  unaeHTUOMKATOp  cybbekTa  AOCTyna  COBMaAaeT C  yKa3zaHHbIM
MOeHTUPUKATOPOM BAadenbLa 0bbekTa, a OuTbl paspelweHnin yCcTaHOBAEHbl B
onpeaeneHHble 3Ha4YeHUA, pelleHne o A0CTyne UaM oTKasle B A0CTyne byaeT NpUHATO B
COOTBETCTBMMU CO 3HAYEHUAMM BUTOB. JanbHenllme NPOBEPKM NPOM3BOANTLCA He By ayT;

— ecan naeHTMdMKaTop OA4HOM 13 rpynn cybbekTa AocTyna (NepsruyHON am ntoboin
Apyron) cosBnagaeT Cc MAEHTMOUKATOPOM rpynnbl obbeKkTa AocTyna, a buTbl npas
(paspeleHnin) Ana rpynnbl YCTaHOBAEHbI B Kakoe-n11Mbo 3HaYeHne, pelleHmne o AoCTyne num
OTKasze B A0CTyne OyaeT NPUHATO B COOTBETCTBMM CO 3HAYeHUAMM OUTOB. [danbHenwme
NPOBEpPKM NPOM3BOANTLCA He DyayT,;

— ecnn naeHTndurKaTop cybbekTa AocTyna Anbo naeHtTudmnkaTop Ntobo 13 rpynn,
B KOTOPOW COCTOUT CyOBEKT AOCTyNa, He COBMAZaeT CO 3Ha4YeHnaMM aTpmbyToB BRage bl
M rpynnbl A8 06bekTa A4OCTYNa, OLEHMBAOTCA 3HAaYeHMA OUTOB NpaB A1a 06beKTa COrnacHo
KaTeropmm WHbIX MNONb3oBaTenel. Ecnn OMTOBaAA Macka npaB [A1a KaTeropumm WHbIX
No/ib30BaTesIeil YCTaHOB/EHA B KaKoe-n1Mb0o 3HaYeHune, pelleHne 0 A0CTyne NPMHUMaETCH
COrN1aCHO YCTAHOBNEHHbIM B HElM 3Ha4yeHMAM W cyDbeKTy npeaocTaBaAeTca AO0CTyn K
00OBbEKTY.

NMPUMEYAHUE. Ecnm HUMKaKkoe W3 OMUCAHHbIX YCAOBUM HE BbINOJHEHO U
naeHTndmKaTop cybbekTa AocTyna He paseH 0, MonbITKa A0CTyna 6BA0KMpyeTca.

4.3.1.5. PacwmnpeHHble aTpubyTbl M CANCKM KOHTPOAA AO0CTyMna

OC ABpopa noaaepKMBaeT paclIMPEHHbIN MexaHu3m (aTpubyTbl) 0OBEKTOB, a
TaKe CNUCKM KOHTPOAS A0CTYNa B COOTBETCTBUM C TpeboBaHnAMM ctaHaapTa POSIX ara ®C
EXT4. [aHHbIA MexaHW3M MNO3BONAET CUCTEME NpPeaocTaBaATb Hanmbonee TOHKO
CTPYKTYPUPYEMBIN AOCTYN CYOBEKTOB K 0OBEKTAM.

K nepeyHto paclimpeHHbIx aTpmbyToB OTHOCATCA Caeaytolme:

— A - (no atime updates) Bpems Noay4YeHWs AocTyna K danny He bynet
0OHOBNATLCA, YTO 61ArONPUATHO NOBANAET Ha NPOM3BOANTENBHOCTL PC B C/lyYae CANLLIKOM
4acTbIX 0bpaleHnn K panny;

—a - (append only) B ®ala MOXHO TOAbKO AOMNWUCLIBATb, HO HE/b3A
yAanate/nepeMmeHoBbiBaTh  (ya406HO Ans coobuweHuin o cobbitmax). Ecam  atpubyt
YCTQHOB/IEH Ha ManKe, TO HaxoAdAwmecA B HeM dai/bl HENb3A YAANATb, MOXHO TO/bKO
C03/4aBaTb HOBblE M MOANDULIMPOBATL CYLLECTBYHOLLME;

— ¢ - (compressed) AP0 NPOM3BOAMT NPO3PaAYHOE CKaTne MHbopmaLummn daina
Ha AMCKe, @ NpM A0CTyNe BO3BPALLAtOTCA HECKaTble JaHHbIE;

— D - (synchronous directory wupdates) nNpuv MOANUDUKALMM MAMKK
M3MEHEHWNA CUHXPOHHO 3aMMCbIBAOTCA HA AMCK;

— d - (no dump) MFHOPMPOBATb NPWM CO3AaHUM PE3EPBHON KOMMM NPOrPaMMON
dump;
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— i - (immutable) OWT, 3anpewatowmin Nodble nameHeHna danna (yaanato,
NepenMmMeHoBbIBaTb M MOAMPUUMPOBATL). Ecnm aTtpmbyT ycTaHOBAEH Ha nanky, TO
HaxoZAaumeca B Hel Gpaabl MOXKHO MOANPULUMPOBATDL, MPU STOM YAANATb MM CO34aBaThb
HOBble $alibl HEBO3MOKHO;

— 3 - (data journalling) ecan ®C CMOHTMpPOBaAHaA C MNapamMeTpamm
data=ordered WAM data=writeback, AaHHble daiia ¢ 3TUM aTPMOYTOM COXpPaHAKOTCA
CHa4yana B »ypHan ®C, n nnwb 3atem B dann. ATpubYT yCcTaHABAMBALTCA U CHMMAETCA
TONIbKO CYMnepnonb3oBaTeeM M He [AeNCTBYeT MNpPpW MOHTMPOBAHMW C MNapaMeTpom
data=journal (T.K. B 3TOM C/y4ae AaHHbIe TaKKe COXPaHAIOTCA CHa4yana B XKYPHaa u
aTpMOyYT He MMeeT CMbICN1a);

— s - (secure deletion) NOAHOE yadaneHue danna (MecTo Ha AUCKe, rae OH
Haxo4MACA, 3aN0HAETCA HYNAMM);
— S - (synchronous updates) NpAMasa 3anMcb Ha AUCK 6e3 K3WMpoBaHMA

(obHOBNEHME B dainne NPoUCXoAMT Ha AUCKE CUHXPOHHO ¢ M1, M3MEHAIOWMM AaHHbIN
daiin);

— u - (undeletable) NpuyaaneHnn ¢anna c TakKMM aTpnbyTOM ero coaepmMmoe
COXPaHAETCA, YTO MO3BOJAET YCNEWHO MCNOAb30BaTb MHCTPYMEHTbI 417 BOCCTAaHOBAEHMA
yaaneHHbIx ¢annos;

— T —nanka c TakUM aTpnBYTOM CYMTAETCA PACMONOKEHHbBIM Ha BEPLUMHE NepapXmm
NanKku C Le/bio MCNO/Ib30BaHMA MeToaa pacnpeaeneHma 6aokos OpaoBsa;

— t — B KoHeL, daina c Takum aTpmbyToOM HEBO3MOMXKHO NPUCOEANHUTL APYron dann
(tail-merging). Ha MOMEHT HanucaHus ext2 n ext3 He NOAAEPHKMBANN tail-merging
(He cuMTana akcnepMMeHTanbHbIX NaTyYel);

— E — VKasblBaeT Ha Hanmyme owunboK npm cxkatum danna. HeBO3MOXKHO
YCTaHOBUTb/CHATL C MOMOLLIO chattr, MOXHO INWb MPOCMOTPETb KOMAHAOM 1sattr;

— e — YKa3bIBaeT, YTo Ppali MCnonb3yeT AONOAHEHNA AR pa3sMelleHns 610KOB Ha
AMCKe. HeBO3MOXKHO YCTAaHOBUTL/CHATL C MOMOLLBIO chattr, MOXHO /MLb NPOCMOTPETb
KOMaHAOW lsattr;

— I — YKa3blBaET, YTO Nanka bblaa NPONHAEKCMPOBAHa NPUM NCMNONb30BAHMN htree.
HeBO3MOKHO YCTAHOBWUTL/CHATb C MOMOLWBID chattr, MOXKHO /Wb MNPOCMOTPETb
KOMaHAoM lsattr;

— H — yKa3bIBaeT, 4To daln xpaHUT ceomn 610KM B eanHmuax ®C, a He B eAMHMLAX
CEKTOPOB, 3TO O3Ha4yaeT, YTo dann mmeeT pasmep bonee 2TB (MM Koraa-To 3aHUMan).
HeBO3MOMKHO YCTAHOBWUTL/CHATb C MOMOLIBID chattr, MOXKHO /MWb MNPOCMOTPETb
KOMaHAoM 1sattr;

— X — YKa3bIBAET Ha Ha/IMYMe BO3MOXKHOCTM MOSYYUTb NPAMOMN HENOCPEACTBEHHbIM
[OCTyN K CxaTtomy dainy. HeBO3MOMKHO YCTaHOBUTL/CHATbL C MOMOLBIO chattr, MOXHO
/LW NPOCMOTPETb KOMaHAOM 1sattr;

— Z — YKasblBaeT, YTo CXKaTblM ¢dann is dirty. Henb3s yCcTaHOBUTL/CHATL C
MOMOLLbIO chattr, MOXHO NMLb NPOCMOTPETb KOMAHAOM 1sattr.
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MpocmoTp aTpmnbyTos ocyllecTBadeTca ¢ nomollbto MPBO 1saatr, a yCTaHOBKA MK
MoanduKauma ocywecTeaseTcs ¢ nomoupbto MPBO chattr. Mpu 3Tom atpmbyTbl Ana
0O0bEKTa COXPaHAOTCA B MeTaAaHHbIX 06bekTa (i-node) ®C EXT4.

PaclwmpeHHble aTpnbyTbl ACL cogepkaT cneaytoulyto MHGopmaumio:

— NpKW3HakK (MeTKa) TMNa 3Ha4YeHMA CNMcKa KOHTPOAS A0CTYNa;

— YTOYHSAOLLEEe 3HaYeHMe (YTOUYHAET NpeablayLumii NPU3HaK);

— Habop npaB, KOTOPbIM onpeaendeT AMCKPEUMOHHble MpaBa Ana CybbekTa,
MCNONb3YyA CHa4yaNa NPU3HaK TUNa, a 3aTeM ero yTOYHAKLLEE 3HAYEHME.

CyLecTByHOT cneaytouime npnu3Haku:

— ACL_GROUP — onpefenfaeT BO3MOMXHOCTb AOCTyna An1a cybbekTa, y KOTOpOro
MAeHTMOUKATOP rPynnbl COBMAZAaeT CO 3HAYEHMEM, YKasaHHbIM AN Tpynnbl B CNUCKe
KOHTPOAA A0CTyNa 06beKTa B Ka4eCTBE YTOYHAIOLLErO 3HAYEHMSA;

— ACL_GROUP_OBJ — onpefenseT BO3MOXHOCTb A0CTyNa ANA CybbekTa, y KOTOpOro
naeHTMdUKaTop rpynnol (Man Ntobo N3 MAEHTUPUKATOPOB rpynnbl CybbeKTa) coBNaaaeT co
3HaYeHMem naeHTMPUKaTopa rpynnbl 0OBLEKTA;

— ACL_MASK — OonpefenseT MakCMMasbHO BO3MOXHOe 3HaveHne B1tos npas ana
rpynnbl AW rpynmn;

— ACL_OTHER—oOMpeAenaeT npasa 4OCTyna AnAa CybbeKToB, KOTOpble He MOTYT ObITb
COOTHEeCeHbl C MtobbiM 3HaYeHneM WAEHTUOUKATOPOB, YKa3aHHbIX B CMMUCKE KOHTPO/A
[oCTyna;

— ACL_USER-— onpegenaet npasa Ana cybbekTa, aeHTUGUKATOP KOTOPOro yKasaH
KaK YTOYHSAOLLLee 3HaYeHMe BNaaeNbla 0ObeKTa;

— ACL_USER OBJ — onpefenseT npaBa A0oCTyna Ana 0bbekTa, naeHTUuduKaTop
KOTOPOro COBMaAaeT Co 3HAYEHMEM BaAeblia 0ObeKTa.

YTouHAloWee 3HayeHMe — 3HayeHue, Tpebyemoe MpPM3HAKOM ACL GROUP U
ACL USER. OHO MOXeT coZepKaTb WMAEHTUOMKATOp Moab30BaTeNa WAW rpynnbl, ANA
KOTOpbIX OyAeT NPpMHMMATbCA pelleHne O NpPeaoCTaBeHWM A0CTyna B COOTBETCTBMU C
H6uTammn nNpas.

MpaBa AoCTyna ANA CNMCKOB KOHTPOAS A0CTyna ACL — CYLECTBYIOT Kak OWUTb
3HaYeHM NpaB, 03HAYaLWIMX YTeHWe (r), 3anuce/yaanexHue (w) UAK BbINOAHEHME/MOUCK
(x).

OTHOLIEHMA, BO3HMUKAtOLLME NPU NPUHATUM PELIEHNI B MOMEHT CpaBHeHMA Ha30oBbIX
npaB (BMTOBOM MacCKM) M paCLIMPEHHbIX NpPaB (CMUCKOB KOHTPOJA A0CTyMna), COCTOAT B
cneayouem:

— CMMCOK KOHTPOANA A0CTyna ACL cymTaeTcA 06A3aTeNbHbIM WAM MMUHMUMANbHO
HeobxoAMMbIM A4/14 TUNOB ACL USER OBJ, ACL GROUP OBJ W ACL OTHER;

— TUNbI ACL GROUP MM ACL USER CYMTAIOTCA PACLUIMPEHHBIMM M OLLEHMBAIOTCA MPU
HaIN4Ynm;

— MO YMOJIYaHMIO (eC/M He YKa3aHo MHOe) TUN ACL USER OBJ, ACL GROUP OBJ U
ACL_OTHER MPUHMMALIOT 3Ha4YeHuA, coBnaatolime ¢ 6a3oBbim 3HayeHnem BUTOBOM MacKu
BNadenbLa M rpynnbl 0ObEKTA;
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— €eC/IX YKa3aHbl YTOYHAKOLWME 3HAYeHNA O/14 TUMOB ACL GROUP M ACL USER, Kak
MUHVMMYM OAHO 3HayeHue TMna ACL MASK AO/MKHO ObiTb yKa3aHo. MHave Tvn ACL MASK
TaKXKe cumTaeTca HeobA3aTelbHbIM, M €ero 3Ha4YeHne MOXKET BblTb He YKa3aHo.

[MpoBepKa pacCWMpPEeHHbIX NpaB NpuW onpeaeneHnn NonbliTKKM A0CTyna cybbekTa K
0ODBEKTY, Ha KOTOPOM YCTAHOB/IEHbl pacliMpeHHble aTpmbyTbl ACL, npoucxoamT no
cnefytolemy anropuTmy:

1) ECJIN: naoeHtndukatop cybbeKTa A0CTyna cosBnafaeT ¢ MAeHTUOUKATOPOM
BNagenblia 0bbeKTa A0CTYNa;

TOrJA: oueHMBAtOTCA 3HAYEHMA 3aNPOLLEHHbIX MPaB, YCTAHOB/IEHHbIX B 06beMe ANA
TMNa ACL USER OBJ, 1 CyDbeKT NosyyaeT AOCTyN K 06bekTy B 06bemMe yKa3aHHbIX Npas;

NHAYE: noctyn 610KMpyeTcs;

2) ECJIN: npaeHTMdmKaTop cybbekTa AOoCTyna coBMaZaeT C /oObIM yKa3aHHbIM
naeHTMdrKaTopom Bnagenbla obbekTa 40CTyNa, YNTOMAHYTbIM ANA TUMNa ACL USER;

TOTJA: oueHMBatOTCA 3HAYEHMA 3aMNPOLLEHHbIX MPaB, YCTAaHOBAEHHblE B 0bbeme
CHayana Ana TMna ACL USER, a 3aTem ANA TMNa ACL MASK, U cybbeKT noayyaeT AOCTyn K
00BbeKTY B 06bemMe yKa3aHHbIX Npas;

MHAYE: noctyn 610oKnpyeTcs;

3) EC/IX: ocHOBHOMN MAM A06aBOYHbLIN MAEHTMDMKATOP rPyNMnbl cybbekTa A0CTyNa
coBMagaeTr C ObIM  YKaszaHHbIM  MAEHTUOUKATOPOM rpynnbl  0ObEKTa A0CTyna,
YNOMAHYTbIM ANA TUNA CHayana ACL GROUP_ OBJ, a 3aTeM ACL GROUP;

TOlJA: oueHmBatoTCca Npasa 4aa NpusHaka Tmna ACL_MASK,

N EC/IU: npaBa A0CTyNa coAep KaT 3anpoLleHHble 3Ha4YeHns ana Ntoboro 13 TMnos
ACL GROUP OBJ, ACL GROUP, ACL MASK;

TOTOA: pocTtyn npefoCTaBAAETCA;

MHAYE: noctyn 6aoKkmnpyeTcs.

4.3.1.6. MexaHun3m pa3pelieHnin HabopoB BO3MOXKHOCTEN

OMMUCAHWE: pns BbINONHEHMA NPOBEPKM MpaB A0OCTyna cybbekTbl A0cCTyna
Pa3nensloT Ha ABe KaTeropuu: npusunermpoBaHHble (ID apdeKTMBHOro nonb3oBaTens
PaBeH HY/O, KaKk y cynepnonb3oBaTend), n HenpusmaermposaHHblie (ID adpdeKkTnBHOroO
NO/Ib30BaTENA HE PAaBEH HY/HO).

CMUCOK PA3PELLUEHWMI: BO3MOMKHOCTH, peann3oBaHHble B coctase OC Aspopa, a
TaKXKe onepauyn nam nosegeHune, paspellaemble 4aHHbIMU BOSMOXXHOCTAMM:

— CAP AUDIT CONTROL — MO3BOJIAET BK/OYaTb WM BbIKAOYATb ayaAuT A4pa,
M3MeHATb GUAbTPYLOWMe NpaBKaa ayamTa, NoAyyYaTb COCTOAHME ayaMTa U GUAbTPYyOLLME
npasuia;

— CAP_AUDIT WRITE — NO3BOJIAET 3aMMNCbIBATb AAHHbIE B KYPHaN ayanTa A4pa;

— CAP_BLOCK SUSPEND — MO3BOJAET MCMNO/Ib30BaTb BO3MOMHOCTM, CMNOCOBHbIE
npMBOANTL K O/IOKMPOBAHMIO MPMOCTAHOBKM CUCTEMbI  (epoll (7) EPOLLWAKEUP,
/proc/sys/wake lock);
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— CAP_CHOWN — MNO3BO/AET BbIMONHATb MPOM3BO/IbHbIE M3MEHEHWA GaioBbIX UID U
GID;

— CAP DAC OVERRIDE — MO3BOAAET NPOMyCKaTb MPOBEPKM A0CTyna K ¢anny Ha
YyTeHMe, 3aNnCb M BbIMONHEHWE;

— CAP_DAC READ SEARCH — NO3BO/AET NPOMNYCKaTb NPOBEPKM AOCTyNa K Gany Ha
yTeHMe M [A0CTyna K MNanke Ha YTEHWMEe WU BbINOJHEHME, BbI3bIBATb  QYHKLMIO
open_by_handle_at(),‘

— CAP FOWNER — NO3BONAET BbINOMHATb CAeAytolme AeUCTBUA:

® MponyckaTb NPOBEPKWM A0CTyna ANA onepaumit, Kotopble 0bblMHO TpebytoT
cosnagenuna UID ®C npouecca n UID danna (Hanpumep, chmod, utime), MCKAOYASA
onepauuu, oxeaTblBaeMble CAP DAC OVERRIDE M CAP_DAC READ SEARCH;

® YCTaHaB/AMBATb PacClIMpPEHHbIe aTPUOYTbl NMPOU3BONbHbLIX GaNN0B;

® yCTaHaBAMBATb CMMCKM KOHTPonA aoctyna (ACL) npon3BoabHbIX Gainnos;

® VIrHOPMPOBATb 3aKpenaarWmMn BUT Npn yaaneHun danna;

e 33naBatb O_NOATIME ana npon3BonbHbIX $anaos B open U fcntl;

— CAP_FSETID — MO3BO/JAET HE O4YMLLAaTb OUTbl pexmma set-user-ID U set-
group-1ID NpN M3meHeHUn daiina, a TakKe yCTaHaBAMBaTb OUT set-group-ID Ha dann, y
KoToporo GID He coBnagaetr ¢ 6utom OC wmam nobbiMKM  gononHUTeNbHbIMKM  GID
BbI3bIBAOLLLErO NPOLLECCa;

— CAP_IPC LOCK — no3sonfset 610KkMpoBaTtb NamATb (mlock (2), mlockall (2),
mmap (2) , shmctl (2) ),‘

— CAP_IPC OWNER — MO3BOJIAET He BbINOJHATb MPOBEPKM AOCTYyNa A4 ONepaLui ¢
obbekTamum System V IPC;

— CAP KILL — MNO3BONAET He BbINOJHATL MPOBEPKM MNPW OTMNPaBKe CUITHANOB.
K AaHHOM BO3MOMHOCTM OTHOCUTCA MCMO/b30BaHME ioctl (2) C onepaumen KDSIGACCEPT;

— CAP_LEASE — N0O3BO/IAET YCTaHAB/ANBATL apeHy Ha MPOU3BO/bHble dalbl;

— CAP_LINUX IMMUTABLE —  TMO3BO/JAeT  YyCTaHaB/AuBaTb  inode-¢pnaru
FS APPEND FLWFS IMMUTABLE FL;

— CAP_MKNOD — N0O3BO/AET CO3aBaTb CneumanbHble Gaiibl C NOMOLLbIO mknod (2) ;

— CAP_NET ADMIN — NO3BO/AET BbINONHATL C/efytoLne ceTeBble onepaLmm:

® HacTpoWKa nHTepdeinca;

e ynpasneHune IP M3, TpaHcaAUMEN aApeCcoB M BEAEHNEM YYETa;
® M3MeHeHMe TabanLbl MapLLpyTM3aLmu;

® MNpurBA3Ka K Nt06oMy agpecy A1 NPO3PAYHOrO MPOKCUMPOBAHMSA;
® Ha3HayeHMe TUNa CepBUCa;

® OYMCTKA CTAaTUCTUKM ApanBepa;

® BK/IIOYEHME PEXKMMA 3aXBaTa (promiscuous);

® BK/IHOYEHME MHOroaApPEecHbIX PAaCCbIIOK (multicasting) ;
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® UCMO/Ib30BaHME setsockopt (2) AN1A BKAKYEHUA CAelyrolwmnxX napameTpos
COKeTa: SO DEBUG, SO MARK, SO PRIORITY (4NA MNpMOpUTETOB BHe AmanasoHa 0-6),
SO _RCVBUFFORCE U SO_SNDBUFFORCE;

— CAP NET BIND SERVICE - no3sosiAeT NPWBA3bIBATb COKeT K
NPUBUNETMPOBAHHbLIM NOPTAM AOMeHa ceTn NHTepHeT (Homepa nopToB MeHblle 1024);

— CAP NET RAW— NO3BO/AET BbINONHATL CeAytoWwme AeNCTBUA:

® KCMNO/1b30BaTb COKeTbl RAW U PACKET;

® MpKBA3bIBATLCA K 0OOMY agpecy A1A NPO3PavyHOro NPOKCMPOBaAHMA;

— CAP SETGID — MO3BOJIAET BbINO/NHATL NPOU3BO/IbHbIE AeincTeua ¢ GID npouecca
M CMUCKOM A0NoIHUTeNbHbIX GID, a Takxke noaaensisath GID npu nepeaaye BO3MOXKHOCTEMN
COKeTa 4epe3 pgomeHHble cokeTbl UNIX; 3anucbiBaTb oTobpaxkeHwe |D rpynnbl B
N0/1b30BaTe/IbCKOE NPOCTPAHCTBO MMEH;

— CAP_SETFCAP — N03BONAET Ha3Ha4aTb GainioBble BO3MOXHOCTH, MPU 3TOM:

e ecan dannoBble BO3MOXHOCTM He MNOAAEPHKMBAKOTCA: MNPeaoCTaBAATb WU
OT3bIBaTb 1t0OYH0 BO3MOXKHOCTb B CMMCKE pa3peLleHHbIX BO3MOXKHOCTEN Bbl3bIBAOLLETO UM
ntoboro gpyroro npouecca (AaHHOe CBOWMCTBO CAP SETPCAP HeAOCTYMHO, eciv A4po
cobpaHo C NoAAepKKOM GanNOBbIX BOSMOXHOCTEN, T.K. CAP_SETPCAP MMeeT NOJHOCTbIO
NPYIY0 CEMAHTUKY Y TakKUX Aaep);

e ecnn  GannoBble BO3MOXHOCTM NoadeprkumBatoTca: a06aBnaTe  N0byto
BO3MOXHOCTb M3 OrpaHM4mMBatoLLLEro Habopa Bbi3bIBAOLLEN HUTK B €€ HacedyeMblii Habop;
OT3bIBaTb BO3MOXHOCTM M3 OrpaHuymBatowlero Habopa (C NOMOLWbLID prctl(2) C
onepaumen PR_CAPBSET DROP); U3MeHATb Garn securebits;

— CAP SETUID — NO3BOJIAET BbIMNONHATL NPOU3BO/IbHblE Aeinctena ¢ UID npouecca
(setuid(2), setreuid(2), setresuid(2), setfsuid(2)); nogaensiBatb UID npu
nepefaye BO3MOXHOCTEM COKeTa 4Yepe3 [AoMeHHble cokeTol UNIX; 3anucbiBaThb
oTobparkeHue ID nonb3oBaTeNA B M0/1b30BATE/IbCKOE NMPOCTPAHCTBO MMEH;

— CAP_SYS ADMIN NO3BO/IAET BbINONHATL CAefytoLne AeiCTBUA:

® pewaTtb 3a4a4YM  yNpaBAEeHWMA CUCTEMOM: quotactl(2), mount(2),
umount (2), swapon(2), swapoff(2), sethostname(2) W setdomainname (2);

® BbIMNONHATb MNPUBUAETMPOBAHHbIE oOMNepaumMm syslog(2) (ANA  AaHHbIX
onepauuii HeobXxoAMMO MCNONBb30BaTb CAP SYSLOG);

® BbINOJHATb KOMaHAY VM86 REQUEST IRQ vm86(2);

® BbLINO/IHATbL ONepaunn IPC_SET M IPC RMID Haj NPOU3BOAbHbIMM OObEKTaMK
System V IPC,

® repesanuncbliBaTb OrpaHNYeHna pecypca RLIMIT NPROC;

® BbINOJIHATb ONepaLMn Had PaclUMPEHHbIMM aTPUOYTaMn trusted M security;

® MNCMNONb30BaATb lookup dcookie (2),;

® 1CMO/Ib30BaTb ioprio set(2) [A71A HA3HAYe€HMA KIACCOB MNAAHMPOBAHMUA
BBOJA-BblBOAA IOPRIO CLASS RT M IOPRIO CLASS IDLE;
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e noaaensiBatb PID npu nepeaave BO3MOXKHOCTEM COKETa 4epe3 AOMEHHble
cokeTbl UNIX;

® npesbiWaTtb /proc/sys/fs/file-max, CUCTEMHOE OrpaHUYEeHWEe Ha
KOZIMYECTBO OTKPbLITbIX GaliioB B CUCTEMHbIX BbI30Bax, OTKpbIBatOWMX $alnbl (Hanpumep,
accept (2), execve(2), open(2), pipe(2));

e 33aencTBoBatb dnarm CLONE_*, cosgatouime HOBble MPOCTPAHCTBA MMEH C
MOMOLLbIO clone (2) W unshare (2) (4158 CO34aHMA NONb30BATENBCKUX NMPOCTPAHCTB MMEH
He TpebyeTcs HUKAKMX MHbIX BO3MOXKHOCTEN);

® BbI3blBaTb perf event open(2),

® M0AyYaTb AOCTYN K MHPOPMALMM O NPMBUNETMPOBAHHOM CODLITUM perf;

® Bbi3blBaTb setns (2), TpebyeTcA CAP SYS ADMIN B MPOCTPAHCTBE MMEH
Ha3Ha4YeHus;

® BbI3bIBATb fanotify init (2);

® BbI3bIBATb bpf (2);

® BbINO/IHATL ONepauumn KEYCTL CHOWN W KEYCTL SETPERM B keyctl(2);

® BbINOJIHATL ONepaumio MADV HWPOISON Bmadvise (2);

e 3aaencrtBoBaTtb TIOCSTI B ioctl(2) AN BCTaBKM CMMBOJIOB BO BXOZHYH
oyepeab TEPMMUHANA, OT/IMYHOTO OT YNPaBAAOLLErO TEPMMUHANA, BbI3bIBAOLLETO;

® 33/1eMCTBOBATb YCTAPEBLUMIM CUCTEMHbIN BbI3OB nfsservetl (2) ;

® 33/71€eMCTBOBATb YCTAPEBLUMIA CUCTEMHbIM BbI30B bdflush (2);

® BbLIMOJHATL PA3/INYHbIE MNPUBUIEIMPOBAHHbIE oOMepaunm ioctl (2) Hafg
6104HbIMK MY;

® BbINOIHATbL PA3/INYHbIE NPUBMAETMPOBAHHbIE Onepaunm ioctl (2) Hag PC;

® BbINO/HATb aAMMHUCTPATUBHbIE ONepaLnmn Haa ApaneBepamu MY;

— CAP_SYS BOOT — NO3BOJIAET MCMNONb30BaTb reboot (2) U kexec load(2);
— CAP_SYS CHROOT — MO3BOJIAET MCMNO/Ib30BaTb chroot (2);

— CAP_SYS MODULE — MO3BOJIAET 3arpy>atb W BbIrPyXaTb MOAYAN ALPA;

— CAP SYS NICE NO3BOJIAET BbINOJHATb CAefytolne eUCTBUA:

® OBbILIATL 3HAYEHME YCTYNUYMBOCTM NpoLiecca (nice (2), setpriority(2))Mu
M3MEHATb 3HAYEHME YCTYNYMBOCTM Y NPOMU3BO/IbHbIX MPOLLECCOB;

® Ha3Ha4yaTb MNOMUTUKMU NAAHMPOBAHUA PEAIbHOTO BPEMEHW A5 BbI3bIBAOLLETO
NPOLECCa, a TaK¥Ke NONTUKM NAHNPOBAHMA N NPUOPUTETLI ANA MPOMU3BO/IbHbIX MPOLIECCOB
(sched_setscheduler(Z), sched setparam(2), shed_setattr(Z)ﬁ

® BbINOJIHATb MPUBA3KY K 3MEKTPOHHOM noanuck (3M) Ana nNpom3BOAbHbIX
ﬂpOMECCOB(sched_setaffinity(Z)ﬁ

® Ha3HayaTb K/AacC MAaHMPOBaHWA BBOAA-BbIBOAA M NMPUOPUTET AN
MNPOW3BO/IbHbLIX MPOLECCOB (ioprio set (2));

® MPUMEHATb migrate pages(2) K MNPOU3BONbHLIM MpoOLECcCam OAA WX
nepemeLleHnA Ha NPON3BOJIbHbIE Y3/ibl;

® MPUMEHATb move pages (2) K NPOU3BOIbHbIM NMPOLLEeCCam;
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MCﬂOﬂb3OBaTb¢ﬂaFMPOL_MF_MOVE_ALIJ3mbind(2)l4move_pages(2);

— CAP_SYS PACCT — NO3BO/IAET UCMO/b30BaATh acct(2);
— CAP_SYS PTRACE — M03BO/IAET BbINONHATb Cledytoline 1eNCcTBUA:

TPaCcCMpoBaThb 1t0OOM MPOLLECC C MOMOLBIO ptrace(2);
NPUMEHATb get robust list (2) K NPOU3BO/IbHbLIM NPOLECCAM;
nepemelwaTts AaHHble B/M3 NamATM NMPOM3BOJbHOMO MNpoLecca C NOMOLLbIO

process vm readv (2) Wprocess vm writev(2),

M3y4aTb NPOLECCHI C NOMOLbIO kcmp (2) ;

— CAP_SYS_RAWIO — no3BoAnfAeT BbINOAHATb CAeaytowme 4eNCTBUA:

BbINO/IHATb ONepaLn BBOAA-BbIBOAA M3 MOPTOB (iopl (2) m ioperm(2));
paspelaTb 4OCTYN K /proc/kcore;

3aaencTeoBaTb onepaunto FIBMAP B ioctl (2);

OTKpbIBaTb MY Ans AocTyna K cneuyanbHbiM pernctpam x86 (MSR);
0b6HOBNATL /proc/sys/vm/mmap min_ addr;

C03/aBaTb OTOOParKEHMA NAMATM NO aapecam, MeHblle 3Ha4YeHNs, 3aaHHOTO

B /proc/sys/vm/mmap min addr;

oTobpaKaTb Gannbl B /proc/bus/pci;

OTKpbIBaTb /dev/mem u /dev/kmem;

BbIMNOJIHATL Pa3IMYHble KOMaHabl MY SCST;

BbINO/IHATL onpeaeneHHble onepaunm ¢ MY hpsa (4) M cciss (4);
BbINMOJIHATb HEKOTOpPbIE CMeLManbHbie onepaunm ¢ ApYrmMm yCTPOMCTBAMM;

— CAP_SYS RESOURCE — NO3BOJIAET BbINOJ/IHATL Cedytolimne ,EI,GVICTBMFIZ

MCNOb30BaTb 3ape3epBMPOBaHHOE NPOCTPaHCTBO PC ext2;

COBEpLUATb BbI3OBbI 1octl (2), yNpaBaAtoLLMe KypHaAMpoBaHnem ext3;
NpPeBbILAaTb OrpPaHNYeHne ANCKOBOro NPOCTPaHCTBa;

YBE/IMYMBATL OrPaHMUYEHMA MO pPecypcam;

nepesanuncbiBaTb OrpaHMyeHme pecypca RLIMIT NPROC;

NPeBbIWAaTb MAaKCMMabHOE KOIMYECTBO KOHCO1EM NPU BblAENEHNM KOHCONU;
NPEeBbILWATb MAaKCMMa/ibHOE KONIMYEeCTBO PACKNAAO0K;

Mcnonb3oBaTb bosee, yem 64 Ll NnpepbiBaHNA M3 YaCOB PeasibHOro BPEMEHW;
Ha3HayaTb 3HayYeHWe msg gbytes oyepeamn coobuweHuit System V 6onblue

orpaHunyeHna /proc/sys/kernel/msgmnb;

NPEBbIWATb OrpaHnYeHne /proc/sys/fs/pipe-size-max NPU Ha3HaAYEHUN

BMEeCTUMOCTU KaHa/1la C NMOMOLbKO KOMaHdbl F_SETPIPE_SZ y fcntl(2);

ncnonb3osatb F_SETPIPE _SZ anA yBennyeHma BMECTMMOCTU KaHana bonbluie,

yem orpaHumyeHue, 3ajaBaemoe B /proc/sys/fs/pipe-max-size;

npesbIWaTb orpaHuyeHue /proc/sys/fs/mqueue/queues max npu

co3gaHum odepepen coobuieHmin POSIX; 3apencTsoBaTb onepaunto PR _SET MM B

prctl (2);
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® yCTaHaBAMBATb /proc/PID/oom score adj B 3Ha4YeHWEe MeHblUee, Yem
nocnefHee yCTaHOB/IEHHOE 3HaYeHMe NPOLLEeCCOM C MOMOLLBIO CAP SYS RESOURCE;

— CAP_SYS_ TIME — N03BO/AET HaCTpamBaTb CUCTEMHbIE Yacbl (settimeofday (2),
stime (2), adjtimex (2)) W Yacbl peanbHOro BpeMeHu (annapaTtHble);

— CAP_SYS TTY CONFIG — TMO3BOJIA€T  MCMO/Ab30BaTb  vhangup (2) 7
3a1eMCTBOBATb Pa3/INyYHble NPUBUAETMPOBAHHbIE ONepauum ioctl (2) C BUPTYalbHbIMM
TepMUHANAMU;

— CAP_SYSLOG — N0O3BO/IAET BbIMONHATb CAeAytolimne NeNCTBUA:

® BbINO/IHATb NPUBUNETMPOBAHHbIE ONepPaLUN syslog (2);
e nMpocmatpuMBaTb adpeca Aapa, oTobparkaemble B /proc W APYIUX
HTepdencax, Koraa 3Ha4eHne /proc/sys/kernel/kptr restrict paBHO 1;

— CAP_WAKE ALARM — VYCTaHaB/AMBaTb TaliMepbl CLOCK REALTIME ALARM MU
CLOCK_BOOTTIME ALARM Npu NpobyXAeHWUn CUCTEMbI.

HABOPbl BO3MOHOCTEW CYBEBEKTA: Kaxgad HUTb umeeT  Habopbl
BO3MOHOCTEM, coAepsKalliye HOMb U/ uan bonee cneayolmx BOSMOXKHOCTEN:

1) Pa3pelleHHble aencTBMA (Permitted). Permitted — OrpaHn4mMBatoLLMii Habop
30DEKTMBHbIX BO3MOXHOCTEM, KOTOPbIMM HadenAaetca HUTb. [aHHbIM Habop Takxke
OrpaHMYMBAET CNMUCOK BO3MOXKHOCTEM, KOTOPbIE MOTYT ObiTb 406aBNEHbI B HAacAeaAyeMbIi
Habop ON1A HWUTK, He MMeloLLeN BO3MOXHOCTe CAP SETPCAP B CBOEM 3QPeKTMBHOM
Habope. Ecan HUTL cOpacbiBaeT BO3IMOXKHOCTb B CBOEM pPa3pelinTenbHoOM Habope, oHa He
CMOMKET MOoJIlyYnTb ee 0OpaTHO (eC/IM TONIbKO He BbIMOIHAETCA execve (2) A4 NPOrPaMmbl
C set-user-ID-root WM NPOrPamma,y KOTOPOM COOTBETCTBYOLLME BOZMOKHOCTK dalinia
NpPeaoCTaBAAOT 3TY BO3MOMKHOCTb);

2) Hacneayemsbie genctBusa (Inheritable). Inheritable — Habop Hacneayemblx
BO3MOXHOCTEM, KOTOPble OCTATCA TAaKOBbIMW MPWU BbIMOAHEHUM N060N NpPOorpammbl U
COXPaHATCA MPU BbI3OBE execve (2). Hacnegyemble BO3MOMKHOCTW [A00aBAAOTCA B
pa3pelnTeNibHblin Habop, ecnn BbIMOAHAOWANACA NPOrpaMma MMeeT COOTBETCTBYOLINE
YCTaHOB/IEHHblEe BUTbI B $pain10BOM HacneayeMom Habope. Ecam BbINOSIHEHWE NPOUCXOAUT
He OT MMEHM Cynepnoab30oBaTens, Hacaedyemble BO3MOXHOCTM He COXPaHATCA nocse
execve (2), nostomy MII, KOTOpPbIM HEOHBXOAMMO BbIMOJHATL BCMOMOraTe/bHbIE
NPOrPamMmbl C MOBbLIWEHHbIMWA BO3MOXHOCTAMU, TPebyeTcs WCMO/Ib30BaTb HAPYMKHble
BO3MOXHOCTU (ambient capabilities);

3) 9bdekTnBHbIE aencTBMA (Effective). Effective — [aHHbIM  Habop
BO3MOXHOCTEM MCMO/b3yeTca AAPOM MPU BbINMOJHEHUM NMPOBEPOK NPaB HUTK.

C NOMOLLBIO capset (2) HUTb MOXKET M3MEHATb CBOM HAabDOPbI BOIMOMKHOCTEMN.

®ann (MPBO) /proc/sys/kernel/cap last cap COAEPMKUTUYMCNOBOE 3HAYEHME
camoi 60nblON BO3MOMKHOCTH, noAp,epmmsaEN\oﬁ _pa60Ta+ou_uAN\ AAPOM. ITO MOXKHO
MCNONb30BaTb A/1A onpeaeneHns Hambonbllero 6HMTa, KOTOPbIN MOXKET ObITb YCTAHOBNEH B
Habope BO3MOXKHOCTEN.

®AMNOBBIE  HABOPbl  BO3MOMHOCTEW: B8 OC ABpopa cBA3b Habopos
BO3MOXHOCTEM C WUCNOAHAEMbIM GalaoM NoAAep*KMBAETCA C MOMOLWbID setcap (8).
Habopbl BO3MOMKHOCTEN dainna XpaHATCA B pacluMpeHHOM aTpubyTe, A5 3anMcK B KOTOPbIM
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TpebyeTca Bo3MoOXHOCTb CAP_SETFCAP. Habopbl $ainoBbix BO3MOXKHOCTEM BMECTe C
Habopamn BO3MOXKHOCTEM HUTM oOnNpeaenatoT Habopbl BO3MOXKHOCTEM HUTKM Nocne
BbIMO/IHEHMA execve (2) .

CyLwiecTtytoT cneaytouime Gpannosbie Habopbl BOIMOXKHOCTEN:

— permitted (paHee Ha3blBaBLIMACA forced) — BO3MOMHOCTM aBTOMATMYECKM
Pa3peLatTca HUTU HE3ABMCMMO OT ee YHaCcNe40BaHHbIX BO3MOXHOCTEN;

— inheritable (paHee Ha3bIBaBLIMNCA allowed) — Habop obbeanHaeTca (AND) ¢
yHacnenoBaHHbIM - Habopom  HWUTKW, 4YTOObI ONpeaennTb, KakMe yHac/le[oBaHHbIe
BO3MOKHOCTM DyyT BK/IOYEHbI B €€ pa3peLllnTenbHbIi Habop nocne execve (2);

— effective — B AENCTBUTENIbHOCTM NpeacTaBaseT cobol He Habop, a OANHOUYHbIN
O6UT. Ecnm BUT BKAKOYEH, TO NPU BbI3OBE execve (2) BCE HOBbIE Pa3peLLEeHHbIE BO3MOKHOCTH
HUTK ByayT Takxke nobasneHbl B 3pPeKTUBHbLIN Habop. Ecnm BUT BbIKAKOYEH, TO nocse
execve (2) HM OZlHA M3 HOBbIX Pa3peLLEeHHbIX BO3MOXKHOCTeM He byaeT AobasieHa B HOBbIN
3 deKTMBHbIN Habop.

BkntoyeHmne adpdeKTmBHOro Gpamnnosoro b6uTa nogpasymesaeT, 4to ntobaa dpannosas
paspelmnTenbHaa WAW  Hacnedayemas BO3MOMHOCTb, MO3BOAANOWAA HUTKM  MOAYYUTb
COOTBETCTBYIOLLYIO Pa3peLllnTenbHyt0 BO3MOMXKHOCTb NPU execve (2), TaKXKe NOAYyYUT ee B
addeKkTMBHOM Habope.

MosaToMy ecaM nNpu  Ha3HayeHWu  BO3MOXKHOCTeM  dalny (setcap(8),
cap set file(3), cap set fd(3)) yKa3aTb apPeKTUBHbIN Gaar Kak BKAOYEHHbIM ANA
N060M BO3MOKHOCTH, 3GDEKTHBHBIN Gaar LOMKEH TakKe BbiTb YKa3aH BKAOYEHHBIM A
BCEX  OCTa/lbHbIX  BO3MOMHOCTEM, A4  KOTOPbIX  BK/AKOYEH  COOTBETCTBYHOLLMM
pa3pelnTenibHbln NTMHBO Hacneayemblin aaru.

NpeobpasoBaHMe BO3IMOXKHOCTEN NpU execve().

Mpn execve (2) @PBO BbIMMCAAOT HOBblE BO3MOXKHOCTM CybbekTa [A0CTyna
(npouecca) no creayouemy anropuTmy:

P' (ambient) = (npuBuinerupoBaHHEM dami) ? 0 : P(ambient)

P' (permitted) = (P(inheritable) & F(inheritable)) |
(F(permitted) & cap bset) | P'(ambient)

P' (effective) = F(effective) ? P'(permitted) : P' (ambient)
P' (inheritable) = P(inheritable) [T. e., He muaMeHdeTCcHd],
roe:

— P —3Ha4yeHWe Habopa BO3MOXKHOCTEN HUTWN A0 execve (2);

— P' —3HayeHMe Habopa BO3MOXKHOCTEM NOC/Ee execve (2);

— F— pannosbit HA6OP BO3MOXKHOCTEN;

— cap_bset — 3Ha4yeHue orpaHmymBatoLLLero Habopa BO3MOXKHOCTEN;

— NPUBUIETMPOBAHHbLIA Gain — Gann, MMEoLW MM BO3MOXKHOCTM, MO0 ANa Hero
YCTaHOB/IEH OUT set-user-ID WAWN set-group-1ID.
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BO3MOXHOCTW W BbIMNO/THEHWE MPOrPAMMbI CYMEPMO/Ib3OBATE/IEM: ans
npeaocTaBneHMA MNoaHoro Habopa BO3MOMHOCTEM Cynepnonb30BaTENO B execve (2)
HeobXx0AMMO BbINOAHEHWNE CAEAYIOLINX NPABU:

— eC/I1 BbINOJIHAETCA MPOrpamMma C YCTaHOBJEHHbIM BUTOM set-user-ID-root
mnn ID  peanbHOro nNo/Ab30BaATENs MpPoOLECCa pPaBeH HyAo (cynepnonb3oBaTensb),
NPeaocTaBNATCA NOAHble dannoBble W Hacneayemble Habopbl BO3MOXKHOCTEN (T.e.
pa3peLleHbl BCE BO3MOXKHOCTH);

— eC/I1 BbINOMHAETCA NPOorpaMmma C YCTaHOBNEHHbIM BUTOM set-user-ID-root,
3 PEeKTUBHbIN GannoBbI OUT paBeH eanHuLe (YCTaHOBAEH).

Pe3ynbTaT  yKa3aHHbIX  NpaBui, 0DObEAMHEHHbIX € NpPeobpasoBaHUAMM
BO3MOXHOCTENM, CAeAyOWMA: Koraa NPoUecc BbINOMHAET execve (2) ANA NPOrPaMMbl C
OUTOM set-user-ID-root WMAM Koraa npouecc ¢ 3dpdekTnBHbiIM UID HOMb BbINOAHAET
execve (2), OH MONy4YaeT BCe BO3MOXHOCTM M3 paspewntensHoro n 3ddeKTUBHOro
HabopoOB, 33 WCKAOYEHMEM TeX, KOTOpble OTMEHEeHbl OrpaHMYMBalOLIMM Habopom
BO3MOXHOCTEN. DTO NPeaoCTaBAAET CEMAHTUKY, COBMNAAAtoLLyt0 C ODObIYHbIMU CUCTEMAMM
UNIX.

OMPAHVUYMBAIOLLMMA  HABOP BO3MOMHOCTEW: orpaHuumsatowmin - Habop
BO3MOXHOCTEM — MexaHM3M 6e30MacHOCTM, KOTOPbIM MOMXHO MCNOAb30BaTb A
OrpaHMYeHMA BO3MOXHOCTEN, AOCTYMHbIX NPU execve (2), CAeayOWMM 06pa3om:

— NpU execve (2) OrpaHMYMBaOLLMN HabOP BO3MOXKHOCTeM cknaapiBaetca (AND) ¢
$annoBbIM paspelnTenbHbiM Habopom BO3MOXKHOCTEN, M pPe3yabTaT 3TOM onepaumm
Ha3Ha4YyaeTca paspelnTenbHoMy Habopy BO3MOMHOCTEM HUTU. Takum obpasom,
OrpaHu4YmMBalOWMN Habop BO3MOXKHOCTEM OrpaHWUYMBaET paspelleHHble BO3MOXKHOCTY,
KOTOpble MOXeT NpeAoCTaBUTb MCNOAHAEMbIA Gain;

— OrpaHMyMBalOWMN Habop BO3MOXKHOCTEM npeacTaBnseT cobon nepedyeHs,
KOTOPbIM HUTb MOXKeT A00aBUTb B CBOM HacaeayemMbln HAbop C MOMOLLBIO capset (2). ITO
03HayYaeT, YTo, eC/IM BO3MOXKHOCTb OTCYTCTBYET B OrPaHUYMBalOLWEM HAabOpe, HUTb HE MOXKET
n06aBNTb 3Ty BO3MOMKHOCTb B CBOM HacneayemMbli Habop, Jaske ec/iv OHa NPUCYTCTBYET B
paspelmnTeNbHOM Habope, cnegoBaTe/IbHO, HE MOXKET COXPaHUTb AaHHYH BO3MOMXKHOCTb B
pa3pelnTenbHbIM Habop Npu BbI30BE execve (2) ANA Galia, MMEKLLEro BO3SMOXKHOCTb B
cBOEeM HacneayeMom Habope.

OrpaHuunBatoLLLMin HAOOP CKpbIBaeT GalNoBble pa3peLlnTenbHble BO3MOXHOCTH, HO
He Hacneayemble BO3MOMHOCTM. EcaM HUTb MMeeT B CBOeM HacieayeMom Habope
BO3MOHOCTb, KOTOpas OTCYTCTBYeT B OrpaHW4YMBatolleM Habope, HUTb MO-NpexHemy
obnagaeT 3TOM BO3MOXKHOCTbIO B CBOEM paspelinTesbHOM Habope npu BbIMNOSHEHUN
dalina, MmetoLLero BO3MOXKHOCTbL B CBOEM HacieayeMom Habope.

ToNbKO NpOLEeCcC OAMH MOXKET 3a4aBaTb BO3MOXHOCTW B OrpaHnyMBatoem Habope
BO3MOKHOCTEM, MOMMMO 3TOrO Cynepnoab30BaTe b (TOYHee, NPOrpamMmbl C BOIMOXKHOCTbIO
CAP SYS MODULE) MOTYT NLWb YA3NATb BOSMOXHOCTM M3 Habopa.

OrpaHuumnBaoLWMiM Habop Hacneayetcs npu fork(2) OT HUTM poauTena u
coxpaHaeTca Npu execve(2).
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HnTb MOMeT yaanaATb BO3MOMKHOCTM M3 CBOEro OrpaHuymBatollero Habopa ¢
MOMOLLbIO BbI30Ba prctl (2) conepaumen PR_CAPBSET DROP MPW HANYMM BO3MOXKHOCTH
CAP SETPCAP.

[Mocne yaaneHuUa BO3MOMXKHOCTW M3 OrpaHUYMBaroLLero Habopa BOCCTAaHOBUTL ee
HEBO3MOXHO. HUTb MOXKeT onpeaennTb Hain4me BO3MOXKHOCTM B CBOEM OrPaHNYMBAIOLLEM
Habope C NOMOLLbIO BbI30BA prctl (2) € onepauven PR CAPBSET READ.

YnaneHne BO3MOXHOCTEN M3 OrpaHU4YMBatoLLErO Habopa AOCTYNHO, TONbKO €Cu
A4p0 cobpaHo c NoaAep*KKoM GanN0BbIX BO3MOXKHOCTEN.

[na coxpaHeHMA MPUBbLIYHOM CEMAHTUKM MPU Nepexode OT HYyNA K HeHy/NeBbIM
nonb3oBatenbCkmm ID ®BO  ocywecTBaAlOT  caeaylolime  M3MeHeHuA  Habopos
BO3MOHOCTEN HUTU NPU UBMEHEHWUWN Y HUTK peanbHOro, 3dGeKTMBHOro, coxpaHeHHoro 1D
n nonb3oBaTenbckoro ID OC (c nomoulbto setuid (2), setresuid(2) MAM NOAOCOHbLIX):

— eC/Nn paHee peanbHbi, 3IPPEKTUBHbLIN UAM COXPAHEHHbIN NONb30BaTENLCKMIA |ID
He Obln paBeH HyAO W B pe3ynbTaTe mameHeHua UID Bce 3Tn ID nonyymnm HeHynesoe
3Ha4yeHWe, TO BCE BO3MOXHOCTU YAANAKTCA M3 PaspelmnTensHoro n 3pPeKTUBHOro
HabopoB;

— ecNn 3PPEKTMBHbLIN NONb30BATENLCKUI |ID M3MEHAETCA C HYN1EBOrO Ha HEHY/1IEBOE
3HayeHMe, TO BCe BO3MOMKHOCTM yAaNsatoTca U3 apPeKTMBHOro Habopa;

— ecnn 3dEeKTMBHbIM NONb30BaATENbCKMIA |ID M3MEHAETCA C HEHY/IEBOTO 3HAYEeHMUA
Ha 0, TO pa3peLmnTenbHbI Habop KonupyeTcs B aGpPeKTUBHBIN HAabOP;

— ecnn nonb3osatenbcknit ID PC n3meHAeTCA C HYIEBOTO Ha HEHY/IEBOE 3HAYEHME,
TO ©3 30PeKkTMBHOro Habopa yAanAwTCcA Cheaylolime BO3MOMHOCTW: CAP CHOWN,
CAP DAC OVERRIDE, CAP DAC READ SEARCH, CAP FOWNER, CAP FSETID,
CAP LINUX IMMUTABLE, CAP MAC OVERRIDE M CAP MKNOD. Ecavm nonb3osatenbckui ID
®C n3meHAeTCA C HeHyNeBOro 3HaveHuA Ha 0, To 1toHan M3 BO3MOKHOCTEM, BKAOYEHHbIX B
paspeLlnTenbHbIM Habop, BKAOYaeTca B adpPpeKTMBHOM Habope.

Ecnm HUTL, Yy KOTOpOM oanH unmn Bonee nonb3oBaTenbckmx ID paBeH O, cTpemmnTcs
npeaoTBpaTUTb  yAaneHWe  paspellnTesibHbiX  BO3MOXHOCTEM nNpu  cbpoce  BCex
N0/Ab30BaTENbCKMX |ID B HEHY/1IEBbIE 3HAYEHMA, OHA MOXET MCNO/1b30BaTb BbI3OB prctl (2)
C onepauuei PR _SET KEEPCAPS Wau ¢narom 6e3onacHocT SECBIT KEEP CAPS,
ONMCaHHbIM Aanee.

HnTb MOXeT noayvaTb M M3MEHATb CBOM Habopbl BO3MOMKHOCTEM C MOMOLLBHO
CMCTEMHbIX BbI30OBOB capget (2) W capset (2). OAQHaKO 414 3TOM Lenn npeanovtutenbHee
MCMNONb30BaTb cap get proc(3) Wcap set proc(3) U3 MNaKeTa libcap.

Mpn n3meHeHMn HabopoB HUTU NPUMEHSIOTCA Cneaytollme npasma:

— €C/NN  BbI3bIBAIOWMIM HE MMeeT BO3MOXHOCTM CAP SETPCAP, TO HOBbIM
Hacneayembin Habop Ao/mKeH OblTb NoAHAOOPOM  KOMOMHAUMW  CYLLLECTBYHOLLENO
Hac/neayemoro 1 paspewnTenibHoro Habopos;

— HOBbIM Hacneayembln Habop [0/KeH ObiTb nogHabopom KoMbBUHaLMK
CYLLECTBYHOLLETO HAaC/1eAyeMOTrO M OrpaHMYMBatoLLEro Habopos;
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— HOBbIN pa3pelnTenbHbii Habop A0MKeEH ObITb NOAHAOOPOM CyLLECTBYHOLLETO
pa3pewmnTenbHoro  Habopa (T.e. HEBO3MOMXHO  MPUODPecTM  paspelinTesibHble
BO3MOHOCTM, KOTOPbIX HUTb HE MMEET);

— HOBbIM  3pPEKTUBHbIN  Habop  gomkeH ObiTb  NoAHabopomM  HOBOTO
pa3pelwnTenbHoro Habopa.

®NNATU SECUREBITS: OPTAHU3ALMA NCKIKOYNTE/IBHO OKPYXKEHNA

B OC ABpopa peanm3oBaH Habop ¢naroB securebits (414 KaXKA0M HATK), KOTOPbIN
MOHO MCMO/b30BaTb A/1A OTKAOYEHMA CNeLnanbHbIX AENCTBUIM BO3MOXKHOCTen ana UID
Ho/b (cynepnonb3oBaTenb). K aTum dnaram oTHOCATCA:

— SECBIT KEEP CAPS — MO3BOJIAET HWUTK, Y KOTOpon oauH n 6onee UID paseH
HY/1t0, COXPaHUTb CBOM BO3MOXKHOCTM NpU n3meHeHnun Bcex ee UID Ha HEHyNEBblE 3HAYEHMA.
Ecnm dnar He ycTaHoBANEH, nameHeHne UID npmuBeaeT K yTpaTe HNUTbHO BCEX BO3MOMXKHOCTEN.
[aHHbln  dnar Bceraa cbpacbiBaeTca MNpU  execve (2) (M NpeaocTaBnseT Te Ke
BO3MOHOCTM, YTO M CTapbIi BbI3OB prct1(2) c onepaunen PR_SET KEEPCAPS);

— SECBIT NO SETUID FIXUP — He MO3BOAAET AAPY W3MeHWTb Habopb
BO3MOXKHOCTEM Npu nameHeHnmn apdpektnaHoro UID n UID ®C ¢ HyneBOro Ha HeHyneBoe
3HaYeHue;

— SECBIT NOROOT — B C/y4Yae YCTaHOBKM AaHHOro ¢nara AApo He npeaocTaBaseT
BO3MOXHOCTM MPU WMCMONHEHUM MPOrPaMMbl, MMelLen BUT set-user-ID-root, WK
Koraa npouecc ¢ 3ddeKTUBHbIM MAK peanbHbiM UID, paBHbIM HY/HO, BbI3blBAET execve (2);

— SECBIT NO CAP AMBIENT RAISE — 3anpel,aeT MOBbIWEHWE HAPYKHbIX
BO3MOXHOCTEN NOCPEeACTBOM prctl (2) C onepaunen PR CAP AMBIENT RAISE

Kaxkabih M3 nepedymciieHHblX Bbille 6a30Bbix GaroB MMeeT OAMH U3 CAedyoLLINX
HUKe O0NONAHUTENbHbIX GNaroB 6/10KMPOBKM, YCTaHOBKA Nt0OOro M3 KOTOPbIX ABAAETCA
HeobpaTMMOM 1 3anpellaeT Aa/ibHeNLMe U3MEHEHMNS COOTBETCTBYOLLEro ba3oBoro ¢aara.

®narn 610KNPOBKU:

— SECBIT KEEP CAPS LOCKED;

— SECBIT NO SETUID FIXUP LOCKED;

— SECBIT NOROOT LOCKED;

— SECBIT NO CAP AMBIENT RAISE.

®narn securebits MOXHO M3MEHATb M NOAy4aTb C MOMOLLbIO BbI30Ba prctl (2) C
onepaumAmMn PR SET SECUREBITS W PR GET SECUREBITS. [n4 u3meHeHua ¢naros
TpebyeTcA BOSMOXKHOCTb CAP_ SETPCAP.

®dnarn securebits HacneaytOTCA AOYEPHUMM npoueccamu. MNpn execve (2) BCe
bnarn  coxpaHATCA, 33 WUCKAKOYeHMem SECBIT KEEP CAPS, KOTOpbIM  Bcerga
cbpacbiBaeTcA.

MIT MoOXeT MCnoNb30BaTb CAeAyHUWMA BbI30B ANA COOCTBEHHOM OIOKMPOBKU U
NOMELLEHMA BCEX CBOMX MOTOMKOB B OKPYXKEHWE, rAe MMeeTca TONbKO NepBblt cnocob
nobaBneHns npaB — 3anyck MNPOrpaMmbl CO  CBA3aHHbIMKM C  Hel darioBbIMM
BO3MOXHOCTAMM:

prctl (PR_SET SECUREBITS,
SECBIT KEEP CAPS LOCKED |
SECBIT NO SETUID FIXUP |
SECBIT NO SETUID FIXUP LOCKED |
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SECBIT NOROOT |
SECBIT NOROOT LOCKED) ;

4.3.1.7. ®penmBopk Linux Security Modules

[1ONONHNTENIBHO A/1A KaCTOMM3aUMKM M YyTOYHEHMA npumeHaembix [1P[ moxkeTt
MCcnonb3oBaTbhca GpenmmBopK Linux Security Modules, KOTopbI ABAAETCA YacTblo A4pa U
NO3BO/IAET PEMMCTPUPOBATL NPOLLEAYPbI, KOTOPbIE BYAYT BbINONHATLCA B C/1ly4ae YCNeLWwHOro
3aBeplleHna CTaHAaAPTHOM npoueaypbl MPOBEPKU AMCKPELMOHHOrO AoCTyna nepeq
npeaocTaBneHMeM GaKTMYECKOro A0CTYNa K 0O BEKTY.

Mocpeactsom Linux Security Modules B aape OC ABpopa NOAKIOYEH MOAY/b
6e30nacHOCTN diehard, KOTOPbIM HE NO3BONAET HENPUBUAETMPOBAHHOMY MOJIb30BATESO
NpepBaTb BbIMO/HEHWE MPOLLECCa, 3aNyWEeHHOro OT ero e MMeHU. [101b30BaTe/IbCKUMN
NPoOLEecc, He UMEKLWNI BblAENEHHON Tpynnbl 777, HE MOXET Noc/iaTb CUIHaM NpoLeccy,
MMelLEeMy Takyto Tpynmny, Aae ec/n Npouecchbl BbINOJHAKTCA C oauMHakosbim EUID.
VICKNntoueHnem ABNAIOTCA MNPOLLECChl, MMetWwme capability CAP KILL — Ha HUX He
PACNPOCTPaAHAIOTCA OrpaHMYEHMA, HaKNadblBaeMble MOayNem diehard.

3aro/IoBoYHbIN ~ dann  include/linux/security.h  COAEPXUT  OMNMUCaHME
CTPYKTYpbl security ops, NPeAcTaBaAloLWwelr cobon CnMcoK 3apaHee onpeaeneHHbIX U
NOKYMEHTMpPOBaHHbIX callback-pyHKUMIM, KOTOpble AOCTYNHbI MoAynto He30nacHOCTK ANA
BbIMO/IHEHMA NPOBEPOK. 10 YyMONYaHUIO AaHHble QYHKLUMWM B OCHOBHOM BO3BpallatoT O,
pa3pewaa nobble aenctena. OAHAKO HEKOTOPble WMCMOb3yOT MoAyAb He30MacHOCTM
POSIX. B paHHOM cTpykType cneundumyeckmn ana OC ABpopa MoAynb diehard
3apermcTprpoBaH caeayrowmm obpasom:

#ifdef CONFIG SECURITY DIEHARD

extern int diehard task kill(struct task struct *p, struct siginfo
*info,
int sig, u32 secid);

#else /* |CONFIG SECURITY DIEHARD */

static inline int diehard task kill(struct task struct *p,
struct siginfo *info, int sig, u32 secid)

{

return O;

}

#endif /* !CONFIG SECURITY DIEHARD */

McxoaHbln TeKCT moaynsa diehard (paln security/diehard/diehard-1sm.c):

#define DIE HARD GROUP 777

static const int zero = 0, one = 1;
static int enabled = 0;
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int
diehard task kill (struct task struct *p, struct siginfo *info, int
sig,

u32 secid)

const struct cred *cred = current cred();
const struct cred *tcred =  task cred(p):;

if ('enabled)
return O0;

1f (ns_capable (tcred->user ns, CAP KILL))
return 0; /* Privileged process are not affected by us */

if (!gid eg(cred->gid, DIE HARD GROUP) &&
'gid eg(cred->egid, DIE HARD GROUP) &&
'gid eqg(cred->sgid, DIE HARD GROUP) &&
groups_search (tcred->group info, DIE HARD GROUP) &&
!groups_search (cred->group info, DIE HARD GROUP))
return -EACCES;

return 0;

}
#ifndef CONFIG SECURITY DIEHARD STACKED
static struct security operations diehard ops = {
.name = "diehard",
.task kill = diehard task kill,
bi
#endif /* CONFIG_SECURITY DIEHARD STACKED */

#ifdef CONFIG SYSCTL

struct ctl path diehard sysctl path[] = {
{ .procname = "kernel", 1},
{ .procname = "diehard", 1},
{1}
}i
static struct ctl table diehard sysctl table[] = {
{
.procname = "enabled",
.data = &enabled,
.maxlen = gizeof (int),
.mode = 0644,
.proc_handler = proc_dointvec minmax,
.extral = (void *)é&zero,

.extra?

by

(void *) &one,
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#endif /* CONFIG_SYSCTL */

static  init int
diehard init (void)
{
#ifndef CONFIG SECURITY DIEHARD STACKED
1f (!security module enable (&diehard ops))
return 0;
#endif /* CONFIG SECURITY DIEHARD STACKED */

printk (KERN INFO "DieHard: starting.\n");

#ifndef CONFIG SECURITY DIEHARD STACKED

if (register security(&diehard ops))

panic ("DieHard: kernel registration failed.\n");
#endif /* CONFIG_SECURITY DIEHARD STACKED */

#ifdef CONFIG SYSCTL

if (!register sysctl paths(diehard sysctl path, diehard sysctl table))
panic ("DieHard: sysctl registration failed.\n");

#endif /* CONFIG SYSCTL */

return 0;

}

security initcall (diehard init);

Mpmepom  MCMONb30BAHMA  OMWUCAHHOTO  MEXaHM3Ma  MOXKET  CAYXKWUTb
HeobxoAMMOCTb obecrneynTb HEeBO3MOMKHOCTb HEemnpPUBUAETMPOBAHHOMO M0/b30BaTeNs
NpepBaTb BbINMO/HEHME aHTUBUPYCHOTO CPeACTBa.

4.3.2. PoneBaa mozenb ynpaBaeHUs NoanTMKamm 6e3onacHocTm

BHUMAHUE! VIameHeHMA HacTpoeK B MyHKTe MeHto «[lonnTuMKM HGe3onacHOoCTM»
NPUMEHAOTCA KO BCEM YYETHbIM 3aMMCAM pOaen, Co3aaHHbIM Ha MY.

[Ons onpeaeneHna  BO3MOXHOCTEM  Y4YeTHOM  3anMMCKM  MNOAb30BaTeNd Mo
MCNONb30BAHMIO PECYPCOB M PYHKLUMOHANbHbBIX BO3MOXKHOCTen OC ABpopa NpumeHaeTca
poneBas MoAeNb, Ha OOLLECMCTEMHOM YPOBHE MO3BOAANOWLAA aAMMHUCTPATOPY 3a4aTb
OrpaHnYeHmsa Ha Mcnosb3oBaHMe PyHKLUMOoHana OC nocpeaCTBOM MNONUTMK H&30MaCHOCTU.

MPUMEYAHUE. HacTponKka ynpaBneHWsa AOCTYNOM, a TaKXe WM3MeHeHMe AaHHOM
HACTPOMKM AOCTYMHbI TONIBKO agMUHUCTPATOPY Anbo yepe3s MDM-cuctemy.

[ns nepexofa K HacTpPoOMKamM MOAMTMK Be3omacHOCTM HeobXOAMMO BbIMOAHUTL
cneayolme AencTBmA:

— OTKPbITb MEHIO CMCTEMHbIX HACTPOEeK KacaHMem 3Hauyka @ Ha DJKpaHe
NPUNOXKEHUN (cm. PucyHok 1);
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— KOCHYTbCA MYHKTa MeHt0 «loAnTUKKM ©e30nacHOCTMY G2 g noapasaene
«be3onacHoCTb» B pe3ynbTaTe OTOOPasUTCA OAHOMMEHHAA CTPaHWUa YnpaBAeHKs
noAnTUKamm 6esonacHocTn (PucyHok 138).

Ha cTpaHuue «MoanTtmkmn 6es3onacHoCTM» A0CTYMHbI cieaytolime AencTBumA:

— ObICTPLIA NOUCK NOMUTUKKM HE30MaCHOCTM C MOMOLLbIO BBOAA NEpPBbIX OYKB ee
Ha3BaHMA B nose «[onck»;

— BK/IlOYEHME U BbIK/OYEHME  BHelHero WHTepdeica MY  KacaHuem
nepekntoYaTeNa cnpasa OT BbIDPAHHON NOAUTUKMN.

NMPUMEYAHUE. Mpu akTMBaUMM MepekatoyaTeNb HAYHET CBETUTLCA ApYEe, YEM B
COCTOSIHUM MO YMONYAHMIO (HEAKTUBHOM);

— H6N0OKMPOBKA M Pa3b/IOKMPOBKA BO3MOMKHOCTM WMCMNO/b30BAHMA MPOrpamm U
M3IMEHEeHMA HACTPOeK BHELIHUX MHTepdeincoB MY KacaHMem COOTBETCTBYIOLLEro 3HAYKa
cnesa OT BbIOpaHHOM NONNTUKM NMOO KacaHMeM NONA, B KOTOPOM Pacno/ioxKeHa BbibpaHHan
NOSINTUKA.

NPUMEYAHUA:

[
v/ 3HayoK [ yKasblBaeT Ha TO, YTO MOAUTUKA Pa3baoKMpoBaHa (40CTyNHa), 3Ha4OK
[l
(31 yKa3blBaeT Ha TO, YTO NOAMTMKA 3ab10KMpPOBaHa (HeaoCTyNnHa);

v Mpu 610oknposke MIM: «Bbpaysep», «Kamepa», «CoobuweHunsa», «TenedoH»
cooTBeTCcTBeHHble MI1 nponaaatoT ¢ SKpaHa NPUAOKEHUN.

B cnyyae ecnn Kakaa-nmbo M3 NoAMTUK 3abA0KMpPOBAHA aAMMHUCTPATOPOM, Mpw
NOMNbITKE AO0CTyNa K COOTBETCTBYIOWEN OYHKUMU  UMAM  KOMMNOHEHTY, OTobpasnutca
yBegomeHune (PucyHok 139).

l MNonuTuky Be3onacHocTH l Bluetooth

? OTKNOYEHO NPY MOMOLM
Aurora Device Manager
Q MNowex

&; Bluetooth

& ABnapexim "
E} Bpayaep

& lonocoewe Buizoes

~

&) Lobasnerwe axxaynron

&J Kamepa

CoMm

(5] Muxpodos

o)
[_%] Mowruposanue USB-saxonmrenos

[

PucyHok 138 PucyHok 139
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HanmeHoBaHMe M onuncaHMe ynpasBademblX NOANTUK He30NacHOCTM NPUBEAEHO B
Tabnmue (Tabnuua 14).

BHUMAHMUE! CocTtosiHne noAnTUKM NO YMOAYAHMIO OT/IMYAETCA B 3aBMCUMMOCTM OT
Bepcum OC ABpopa.
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BpeEMEHHN

Tabnvua 14
Ne HasBaHMe nosnTmkm OnucaHne NONTUKM ATpnbyTt 6esonacHocTH onuTnka ”2 ynpaBneHM.,ﬂ
YMOJIHQHMIO NOJINTUKOM

1 Bluetooth Mcnonb3oBaHue nHTepdeinca Bluetooth® | BluetoothToggleEnabled 3abnoknpoBaHa GUI

2 ABMAPEKMM cnonb3oBaHMe aBUapeEKMMA FlightModeToggleEnabled Pa3bnokmposaHa |GUI

3 Bpaysep PaboTa nonb3oBaTens ¢ bpaysepom BrowserEnabled PasbnokunposaHa |GUI

4 [0N10COBbIE BbI3OBbI PaboTa c ronocoBbiMM BbI30BAMM VoiceCallEnabled Pa3bnokmposaHa |GUI

5 [JobaBneHune akkayHToB |[lobaBneHne AaHHbIX y4eTHbIX 3anmceinnt | AccountCreationEnabled Pa3bnokmpoBaHa |GUI

6 Kamepa Ncnonb3oBaHWe Kamepbl CameraEnabled PasbnokunposaHa |GUI

7 MuKpodoH icnonb3oBaHne MnKkpodoHa MicrophoneEnabled PasbnokumposaHa |GUI

8 MoHTnpoBaHme USB- MoHTupoBaHme USB-Hakonutenem USBMountEnabled Pa3bnokmposaHa |GUI
HakonuTenemn

9 MoHTMpOBaHME KapT MOHTMpPOBaHME KAapT NAMATH SDMountEnabled Pa3bnokmpoBaHa |GUI
namaTn

10 |HacTtpoiku SIM-kapT YnpasneHue SIM-KapTamu SimSlotsSettingsEnabled PasbnoknposaHa |GUI

11 |HacTtpoinkmn WLAN Mcnonb3zoBaHue cetnt WLAN WlanToggleEnabled PasbnokmposaHa |GUI

12 |HacTpoiku reonokaumm | Mcnonb3oBaHue cay»Kb reonokaumm LocationSettingsEnabled Pa3bnokmpoBaHa |GUI

13 |HacTpolku rnobanbHbiXx |HacTpolkun rnobanbHbIX CEPBMCOB GlobalServiceSettingsEnabled PasbnoknposaHa |GUI
cepsucoB

14 |HacTpoWKa AaTtbl 1 M3meHeHne HacTpoek BpemeHu 1 aaTbl | DateTimeSettingsEnabled PasbnoknposaHa |GUI

® CocToAHME NOAUTUKM MO YMONYAHMIO A1 cepTudmLmposaHHon sepcum OC Aspopa.




114

AAMT.10034-02 91 01

MNonuTtnka no YnpasneHua
Ne HasBaHue NoNnTUKK OnucaHue NONUTUKMK ATpubyT 6e3onacHocTH 6 o
YMOJIHaHUIO NOJ/INTUKOM
15 |HacTpoikm mobunbHoM | HacTponkm mobunbHOM ceTn MobileNetworkSettingsEnabled |Pa3bnokuposaHa |GUI
cetu
16 |HacTpoMku npoKcu HacTpolika npoKcu-cepsepa NetworkProxySettingsEnabled 3abnokMpoBaHa GUI
17 |O6wmi gocTyn K Mcnonb3osaHne MY B KayecTBe InternetSharingEnabled PasbnokunposaHa |GUI
NHTepHeTy 6ecnpoBOAHON TOYKM AOCTYNa
18 |Mepenaya danos Ha MK |Mepenaya dannos no npotokony MTP | UsbMtpEnabled 3abnoKkMpoBaHa GUI
(MTP)
19 |PepaktnpoBaHue VPN- HacTpoiika/pepaktnposaHme VPN- VpnConfigurationSettingsEnabled | PazbnokuposaHa |GUI
coeuHEeHnI coeAnHeHUNn
20 | Cbpoc K 3aBOACKMM BbinonHeHne cbpoca MY K 3aBoackum | DeviceResetEnabled Pa3bnokmpoBaHa |GUI
HaCTpOMKam HaCTpOMKam
21 | CHMMKM 3KpaHa Co3naHMe CHMMKOB 3KpaHa ScreenshotEnabled Pa3bnokmposaHa |GUI
22 |CoobueHun Otnpaska SMS SMSEnabled PasbnokunposaHa |GUI
23 | YnpasneHune NFC Ncnonb3oBaHue NFC NfcToggleEnabled PazbnokmpoBaHa |GUI
24 | YnpaBneHune coctoaHnem |YnpasneHune VPN-coegnHeHMAMM VpnConnectionSettingsEnabled Pa3bnokmpoBaHa |GUI
VPN-coeamHeHmin
25 |YcTaHOBKa NpunoxeHu |YcrtaHoska MM ApplicationInstallationEnabled 3abn0KMpoBaHa GUI
13 pannoBoro
MeHeaKepa
26 | 2dkcnopT Bo3MOX¥HOCTb 3KCNOpPTa UserReportExportEnabled 3abnoknpoBaHa GUI
N0/Ib30BaTENbCKMX N0JIb30BaTE/IbCKMX OTYETOB
0OTYeTOB
27 |- HacTpolika mobunbHbIX ToYek goctyna | MobileDataAccessPointSettingsEn | PazbnokumposaHa | policy.conf
abled
28 |- Bo3morkHocTb 06bHoBneHMa OC ABpopa |OsUpdatesEnabled PasbnokunposaHa |policy.conf
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MNonuTtnka no YnpasneHua
Ne HasBaHue NoNnTUKK OnucaHue NONUTUKMK ATpubyT 6e3onacHocTH 6 o
YMOJIHaHUIO NOJINTUKOM
29 BO3MOKHOCTb YCTaHOBKM SideLoadingSettingsEnabled PasbnokuposaHa |policy.conf
HenoAnncaHHbIX (HeaoBepPEeHHbIX)
nporpamm
30 AKTMBaUMA pexiMma pa3paboTumka DeveloperModeSettingsEnabled |Pa3bnokuposaHa |policy.conf
31 PaboTa co CTaTUCTMKOM MHTEPHET- NetworkDataCounterSettingsEnab|PazbnokuposaHa |policy.conf
JaHHbIX led
32 PaboTa co CTaTUCTUKOM 3BOHKOB CallStatisticsSettingsEnabled PasbnoknposaHa |policy.conf
33 M3meHeHMne TMna TeEXHONOornn CellularTechnologySettingsEnable | PazbnokunposaHa |policy.conf
MODBUNBbHOM NepeaaYm AaHHbIX d
34 Bo3MoKHOCTb Mcnonb3oBaHMa pexmma | UsbDeveloperModeEnabled Pa3bnokmpoBaHa |policy.conf

pa3paboTumka no USB
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4.4, OrpaHnyeHue NPOrpaMMHoON cpeabl

B OCABpopa oOrpaHuM4yeHMa MNPOrpaMMHOM  Cpeabl  MOryT  3a4aBaTbCH
AAMUHUCTPATOPOM C MOMOLLIO M3MEHEHUA IMMUTOB, ONUCAHME KOTOPbLIX NPUBELEHO B
npunoxeHuun (Mpunoxenne 1).

B OC Apopa npwu yctaHoBKe 10 BbINONHAIOTCA Ceayolmne NPOBEPKU:

— cofepaHna RPM-naketa Ha npeameT MUCMNONHAEMbIX CLEHapueB B pasgene
postinstall;

— YCTaHOBKM Nporpamm 6e3 npumeHeHns BUTOB suid-bit U sgid-bit.

4.4.1. MexaHu3sm nognucn RPM-nakeTtos
4.4.1.1. Noanucb 1 nposepka noanmcn RPM-nakeTa

B OC ABpopa ncnosb3yeTtca mexaHnsm noanmcy RPM-nakeToB U UX COAEPKMMOTO,
Npu 3TOM:

— [1A NAKeTOB OTK/IHOYEHbI M He ucnonb3ytTca GPG-noanucu;

— noanucb pa3paboTumka noanuncbiBaeT RPM-naKkeT uenmkom;

— NOANMCb MCTOYHMKA NOANMCbIBAaeT 061acTb NoANMCK pa3paboTymKa.

Kaxkabim RPM-nakeT MmeeT Ha3BaHMe, COCTOALLEE M3 C/IeAyHOLLMX YacTen:

— Ha3BaHMe NPOrpammsl;

— BepCKHA NPOrpammbl;

— apPXUTEeKTypa, nof KoTopyto cobpaH RPM-nakeT (armv7hl, i386, ppc 1 T. 4.).

CobpaHHbIn RPM-nakeT 0b6bl4HO MMeeT creayowmin GopmaT Ha3BaHUA:

<HasBaHUe>—-<BepcUua>-<pelm3>.<apxXUTeKTypa>.rpm

Hanpumep:

nano-0.98-2.1386.rpm

RPM-nakeT MOXeT coaepKaTb TO/IbKO MCXOAHbIe KOAbl, NP1 3TOM MHPOopMaLma 0b
ApPXUTEKTYype OTCYTCTBYET M 3aMEeHAETCA Ha src.
Hanpumep:

libgnomeuimm2.0-2.0.0-3.src.rpm

BubamnoTekn pacnpocTpaHaoTCa B ABYX OTAE/bHbIX MaKeTax: NepBbli COAEPMKUT
cobpaHHbIN KoA, BTOPOM (0ObIYHO K HeMy A00aBNA0T —devel) COAEPMKUT 3ar00OBOYHbIE
dannbl, a Takke dalnbl, Tpebyemble ANa Pa3paboTKu.

Heobxoanmmo, 4Tobbl BepcuM ABYX MAKETOB COBMaAasiv, B MPOTUBHOM C/ay4ae
6MbNAnoTekn moryT paboTtaTb HEKOPPEKTHO. [MaKeTbl C paclWMPEHWEM noarch.rpm He
3aBMCAT OT KOHKPETHOM apxuTekTypbl MY 1 0b0bl4HO coaeprKaT rpadumKky, apXMTEKTYPHO
HEe3aBUCKMMble CKPUMTbI, @ TAKXKe TEKCTbI, NCNO/b3yeMble APYrMMM NPOrpaMMamu.

RPM-nakeT obecneymBaert:

— JNIerKOCTb yaaneHuns n obHosneHus MO;
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— nonynaapHocTb —YacTo MO cobupaetca nmeHHo B RPM, HeobxoammocTb cOopKm
NPOrpammbl M3 MCXOAHbIX KOA0B OTCYTCTBYET;

— HEeWHTEePaKTMBHYIO YCTAHOBKY — MPOLECC YCTaHOBKW/OBHOBAEHUS/yaAaneHums
Nerko aBTomMaTm3mpyeTcs;

— MPOBEPKY LLEeSIOCTHOCTM NAKETOB C MOMOLLLbEO KOHTPObHbIX CYMM M NOANNCEN;

— DeltaRPM — aHajior Habopa M3MEHEHMW, MO3BOAAKOWMMA  OOHOBUTL
ycTaHoBneHHoe O ¢ MMHUMaNbHOM 3aTpaTon TpaduKa;

— BO3MOXXHOCTb aKKyMyAALUMM OMNbITa COOPLUMKOB B spec-daline;

— OTHOCUTENbHYH KOMMAKTHOCTb spec-pal/ioB 3a CHET MCMNONb30BAHMA MAKPOCOB.

Cneunduka pabotel RPM-nmaketoB B coctaBe OCABpopa cCBA3aHa C
nepepaboTaHHbIM mexaHn3mom KL (noapasaen 4.9).

NMPUMEYAHMUE. B coctaBe OC ABpopa A0MYyCKaeTCa YCTAaHOBKA TO/IbKO NOAMMCAHHbIX
RPM-nakeTosB.

Moannce RPM-naKeTa npoBepAeTcA B MOMEHT ero ycTaHoBKU. [Toanncn RPM-nakeTa
dopmupytoTca c nomolbto anropmtma FOCT P 34.10-2012.

MoAnuCb XpaHWUTCA B CTaHAapTHOM ana 6ubnmotekn OpenSSL dopmaTte CMS u
COAEPKUT Cneaytolime AaHHbIE:

— Xell CoAepPXMMOro nakeTa MM NoANNCK NpeaplayLLEero ypoBHA C NPUMEHEHNEM
OYHKLNM XeLWMpoBaHMA U ANNMHOM Xel-Kkoaa 256 6ut no FOCT P 34.11-2012;

— [aTy NoANUCaHWA NakeTa;

— MOAMNWCb  YKa3aHHbIX  Bbllle NOAeln C  MNPUMEHEHMEM  aNropuTma
FOCT P 34.10-2012 vt dpyHKUMM xewmnposaHma TOCT P 34.11-2012, aaviHa Bbixoaa 256 6uT;

— cepTnodmMKaT cybbeKkTa noanncK nakeTa.

NMPUMEYAHUE. 1na npoBepKkM Nnoanmcm B NpoLecce ycTaHoBKM RPM-nakeTa nmeet
3HaYeHMe CTPYKTYpa 1 COCTaB cepTudmKaTa Katoda nposepkn 3. CepTuduKaT A40KeH ObiTb
BblAaH KNMEHTY (CyObeKTy) npeanpuatmem-pa3paboTymKom.

Mpouecc nonyyeHna cybbekTom cepTnduKaTa COCTOUT U3 CAeayoLLIMX 3TAanoB:

— reHepauma KA4YeBOM Napbl, 3aLLMLLEHHON NapoaeM.

NMPUMEYAHUE. MoapobHoe onucaHue npmeeaeHo Ha Beb-calTe:
https://developer.auroraos.ru/doc/5.1.5/sdk/app_development/packaging/package_signi
ng;

— CO3/JaHMe 3anpoca Ha cepTUdPMKAT C YyKasaHnem B 0bOA3aTeNbHOM Mopsake
HAaMMEHOBAHMA KAMEHTA UM NapTHEepPa;

— OTNpaBKa 3anpoca Ha noayyeHue ceptTudmKata NpeanpuaTUO-pa3paboTumKy M
nony4yeHune ceptTudmKaTta C NPUCBOEHHOM METKOW rpynnbl 6e30NacHOCTY;

— noanucaHne RPM-nakeTa, nony4yeHHOro cepTmduKata M 3alMLLEHHOrO Kato4a
noanucu.
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MeTKa rpynnbl 6€30MacHOCTK ABNAETCA CTPOKON M MOXKET OblTb MPOM3BObHOWM,
OAlHAaKo npeanpuAaTne-paspaboTunk OC ABpopa Npu Bblaavye cepTUPMKaTa MCNONb3yeT
onpeaeneHHbIn Habop meTok. ObpaboTKa NOANMCAHHOIO NakeTa 3aBUCUT OT NPUCBOEHHOM
cepTUPUKaATy METKM rpynnbl 6e3onacHoCcTu.

[ns yctaHoBKM cTOpoHHero MO Ha MY, GYHKUMOHWPYIOLWEro noa ynpaBaeHnem
OC Aspopa, RPM-nakeT A0/KeH MMeTb noAnucb pa3paboTumka, KOTopas ABAAeTCcA
06A3aTeNbHON M NO3BOAAET MAEHTUOULMPOBATL aBTOPA NAKeTa, a TaKXKe MCNOb3yeTca ANA
noANMCK NaKeTa U MCNONHAEMbIX GalIOB BHYTPWU HETO.

MPUMEYAHMUE. be3 noanucu pa3paboTymka HEBO3MOXKHO YCTaHOBUTb MIT Ha MY.

Ons noanucnm MIT TpebytoTca KAoYeBas noAMMCaHHaA napa W cepTudukat
(Tabnunua 15).

Tabnuua 15
Nmsa paina Nmsa ¢anina 3anpoca| Wma danna
HasHauyeHne ANropuTM | 3aKpbITOrO KAto4a| Ha cepTuduMKaT No | cepTUdmKaTta no
MO YMOHaHUIO YMONYAHUIO YMO/IMaHUIO
Moanuck FOCT P 34.10- |packages- packages- packages-
RPM-nakeTos |2012 (256 6uT)| <&Y-pem CST.pem cert.pem

MPUMEYAHUE. TeHepaumio KAOYEBbIX Nap M 3anpocbl Ha cepTUdMKaTb
HeobxoAMMO 3amnyCcKkaTb BHYTPW build-engine, nogpobHOe OMNMCaHME O KOTOPOM
npuseaeHo Ha Beb-canTe: https://developer.auroraos.ru/doc/
software_development/guides/package_signingttkeyAndCertGegFromIDE.

Mprmep KOMaHApb! ANA reHepaLnn KAYEBbIX Map 1 3anNpocoB Ha CePTUDMKATBI:

customer—-gen-csrs \ —--common-name "developer company name" \ --
binaries-key binaries-key.pem \ --packages-key packages-key.pem

B npouecce BbiNONHEHWA KOMaHAbl ByayT 3anpolleHbl Napoan Ana wudpoBaHMA
dalNoB C 3aKPbITbIMM KAlo4amu M B pabodeit manke ckpunTa OyayT co3gaHbl dainbl
3aMNpoCoOB binaries-csr.pem W packages-csr.pem.

dannsbl 3anpocos (He bannsbl KAtoyen) HeobxoAMMo nepenatb
npeaAnpUATUIO-Pa3paboTUMKY M NOAYYUTb B3aMeH NoanncaHHble Gaiabl cepTUGUKATOB.

MPUMEYAHUE. Mpn npoBeaeHUM GUHANBHOMO TECTMPOBAHMA co3A4aHHbIX MIT
notpebyeTca cepTUPMKAT CTOPOHHEN OpraHM3aLmMm Ha noanucb RPM-nakeTa.

CepTUdMKAT CTOPOHHEN OpraHM3aLUnMM HeOHBXOAMMO AOMNONHUTENBHO 3aNPOCUTL Y
npeanpuaTna-paspaboTymka. Co3aasBaTb AOMONHUTENbHbIE KAKOYM WM 3aNpPOChbl  Ha
cepTudmMKaT He TpebyeTca. B aanbHewem UMeHeEM Mo yMoYaHuo ans dainna cepTudmnkata
CTOPOHHEN OpraHun3aunm byaeT cYnTaTbCA packages—-client-cert.pem.

Bemay OTCYTCTBMA MEXaHM3MOB A/1A M3MEHEHWA NPUBA3KM B AajbHeNLen
3KcnayaTaumm HeobXoAMMO BbIMOAHUTL OAHO U3 CAeAYOLLNX AENCTBUIA:

— NOBTOPHO ycTaHoBMTb OC ABpopa Ha MY;

— OCyLecTBMTb cbpoc HacTpoek MY.
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NMPUMEYAHUE. Ona nposepkn noanuck RPM-naketa n noanucu damnnos IMA
MCNONb3yeTCA eAuHbIA cepTuduMKaT, T.e. ANA NOAMUCKM NaKeTa M ero COAEPKMMOro
MCNONb3yeTCA O4Ha NOAMMUCH.

MexaHun3m be3zonacHocTn IMA obecneynBaeT OTCYTCTBME BO3MOXKHOCTM 3aMyCKa Ha
MY ans HenoAnNMCaHHbIX UCNoAHAeMbIX GarnoB RPM-nakeTa, a TakKe A1A UCNOAHAEMbIX
dannoB RPM-nakeTa, nNoanMCaHHOro HEBEPHOW noAnMcbtd NMBO MNOAMNUCHID, KOTOpas
BEPHA, HO OT/INYAETCA OT TEKYLLEro KOPHEBOro cepTudmKaTa.

BHUMAHUE! [Mopaeprkmnsatotca anroputmbl  ana: IMA SHA256, RSA2048 wu
FOCT 34.10 2012.

NMPUMEYAHUE. Mpn 0T3biIBE CKOMMPOMETMPOBAHHbIX KAKOYEN MPOUCXOAMT OT3bIB
KNto4a, a He cepTuduKaTa.

B uenax pasgeneHua 30Hbl M MoAAep)KaHUA NyOUHbI UMHTErpaumm CTOPOHHMUX
RPM-nakeToB MmetoTca A0OMNONHUTENbHbIE NOArpynnbl Ana noanucen: Regular, Extended,
MDM, Antivirus, KoTopble pa3nnyatotcad Habopom npasBua M paspeleHnin no
PAcnoNoXKeHnto 1 B3aumogenctemio ¢amnos B OC, a TaK¥Ke WCNoNb30BaHMEM
B3aMMOCBA3aHHbIX KOMMOHEHTOB.

NMPUMEYAHUE. [1ns KOppPEeKTHON YyCTaHOBKM U paboTbl Ha MY, GYHKUMOHMPYIOLLEM
noa ynpasneHnem OC ABpopa, RPM-nakeT [onKeH COOTBETCTBOBATb TpeboBaHMAM,
YKa3aHHbIM Ha Beb-caure: https://developer.auroraos.ru/doc/
software_development/guidelines/rpm_requirements. OgHaKo 41a ynpoLleHus npolecca
y pa3paboTymKka eCcTb BO3MOXKHOCTb OTK/OYEeHMA Banuaaumm RPM-nakeTos, npu 3Tom
OCHOBHblE KPUTMYECKNE AJ1A CUCTEMbI MPOBEPKM OCTAHYTCA aKTUBHBIMM.

[na rpynnbl 6e3onacHocTy TpebyeTca cneaytollee:

— obAa3aTenbHaa noanuch pa3paboTynKka, meTka — developer;

— OMNuUMOHaNbHAA NOAMWCb WCTOYHMKA, MeTKa — client. Micnonb3lyetca AanA
peann3aumm AOBEPEHHbIX UCTOYHMKOB (Nn. 4.4.1.3).

MoAanucy HakNaablBatOTCA ceayolmm obpas3om:

1) Pa3paboTumk noanuceiBaeT RPM-nakeT, KOTOPbIN OH NMPOU3BEN;

2) RPM-nakeT onumnoHaAbHO NOAMMUCLIBAETCA NOAMMUCHIO MCTOYHMKA (MapkeTom MI
NN KNTNEHTOM).

Mpu 3TOM pa3paboTynMk noanucbiBaeT HenocpeacTBeHHO RPM-nakeT, a Kaxkabli
nocneaytolmin cybbekT NoANMCbIBaET NpeablAyLLyto NoANUCH (T.e. MCTOYHUK NOANMCbIBAET
noAnucb paspaboTymKa), TakMm 0H6pPa3oM OpraHnM3oBaHa Mepapxma NOAMMUCEN, B KOTOPOM
Ha KaXkA0M M3 3TanoB NPOBEPKN MOXHO BbIABUTb PACXOXKAEHMA.

KopHeBoit cepTudmkat npeanpuatUsa-paspaboTimKa: 415 YCTaHOBKM A0BEPUA MEXKIY
cepTudMKaTaMmM U CUCTEMON NpeanaraeTca nepapxmyeckan cBA3b Mexay cepTudmnrkaTamu,
KOTOpble MCMOoNb3ytTCa Ans noanuck naketos. Mpeanpuatne-paspabdotynk OC ABpopa
NOCPeACTBOM YTUNUTLI tk26sig reHepmpyeT cepTUPUKAT, KOTOPbIN CYMTAETCA KOPHEBBIM.
[anee npeanpuaTne-paspaboTUmK, NCNONb3YS AAHHbIN CEPTUPUMKAT, BblAAET CEPTUDUKATDI
CBOMM K/AMEHTAaM Ha OCHOBE WX 3amnpoca - 3TO MOryT ObiTb KAOYM pa3paboTymka u
MCTOYHMKA.
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Takmm o06pas3om, Bcerga BO3MOXKHO MPOCAeAMTb CBA3b MeXAy LEemno4vKomn
CeEPTUPMKATOB: €CAM BblAAHHbLIA KAMEHTAM CepTUPUKAT He BblaaH NpeanpuATUEM-
Pa3paboTYMKOM, OH CUYMTAETCA HEeAeMCTBUTE/IbHbIM, COOTBETCTBEHHO, BCE MOMbITKK
yCTaHOBUTb RPM-nakeTbl, NoANNCaHHble cCepTUPMKATAMM, BblAAHHBIMK HE NpeanpUATMEM-
pa3paboTumkom, byayT HeyaauHbIMM.

[MyTb OO0 KOpPHEBOro ceptuduKaTa npeaonpeneneH Ha MNPOrPamMHOM YPOBHE:
/etc/rpm/rootcacert-omp.pem.

CeptuduKat npeanpuatTUa-paspabotumKka: cpeam Bcex CepTUPUKATOB ANA TPynMb
developer Hanbonee BaYKHbIM ABNAeTCA cepTUdUKaT, BblAaHHbIN
npeanpuaTnio-paspabotunky ana paspabotkm OC ABpopa. Takumm cepTudmKaTamu
NOAMMCLIBAOTCA BCE MNPOAYKTbl  NpeanpuAtTMA-pas3paboTinka U BCE  CUCTEMHbIE
RPM-nakeTbl.

[MaKkeT, NOAMUCAHHbLIA [AaHHbIM CepTUdMKATOM, He noaBepraeTca npoLeccy
BaAnaaumMm (T.K. TakMe nNaKeTbl BCerga CyYMTaloTCA A0BepeHHbIMK). [na  oTamums
cepTMOUKATOB NAEHTUDMKATOP NYDAMYHOrO KNtoYa AaHHOro cepTudUKaTa yCTaHaBIMBAETCS
B ®C no Nyt /etc/rpm/system-developer-keyid M NPU YCTAHOBKE Ka*KAOro MakeTa
NpoucxoamMT npoBepKka NybANMYHOro Katoda ceptudumkata npeanpuatma-paspaboTynKa,
KOTOPbIM NOAMNMCAH NAKeT C KAOYOM, pacnonoxKeHHbim B OC.

BHYTpeHHAA CTpyKTypa nognucei: noanucu dainna IMA mHTerpmpytotca B 610K
noAnucK npeanpuaTua-paspaboTynKka, noanncb IMA nepeHoCHUTCA M3 3aroN0BKa NakeTa.
TonbKo nepsasa noanuch (He Becb Gali) 3aBepseTcs BTOPON NOAMUCHIO.

Obwmin popmat noanmncaHHoro RPM-nakeTa npueeaeH Ha pucyHke (PucyHok 140).

RPM-narer Mognncado
Pa3apafomimkom
-—

Jaronoson

Cogepsmmmos

Nognucs 1
(Paspadorymu)

CeeannR 0 NognucauTe EEPRS
Neannucawuo

Ceptudunar ‘ KnuexTom

-
Moanucs IMA | |
Lenouka poTaumm

|Dﬂl.l..|

MNMognucs 1 (33ronoeok)

Moanucek 2 {(KanesT)

CeefennA O NDANKCEHTE

Ceptudmuar
MNoanuce

| Moagnuce 2 (3aronosok)

PucyHok 140
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Bannpgaupa RPM-nakeTtoB: RPM-nakeTbl BaAMAMPYHOTCA CLUEHapMem, HaxoaAWMMCA
B NpoeKkTe rpm-validator. Mpouecc BannaaumMm Ha COOTBETCTBME NMPOXOAAT He Bce RPM-
NaKeTbl, @ TONbKO He YyAoBAeTBOpANLIME yCnoBMAM 6e30MaCHOCTW, YKa3aHHbIM Ha
Beb-canTe: https://developer.auroraos.ru/doc/software_development/guidelines/
rom_requirements.

RPM-naKeTbl, NOANMCAHHbIE KAOYOM NpeanpuaATUA-paspaboTyMKa, He npoxoaATt
npoLecc Banmaaumm.

[Npn ycTaHOBKe Yepes 1ibrpm RPM-nakeT npoxoauT chneaytoume Ctaanu:

— BHYTPEHHME NPOBEPKY;

— Banamaauma naarMHOM rpm-plugin-validation.

MnarmH rpm-plugin-validation, BbI3BaHHbIA nepepn ycTaHoBKoW RPM-nakeTa,
nocneaoBaTeIbHO BbIMOAHAET Ceaytolimne AeNCTBUA:

— NpoBepKa noanucen n ceptudmnratos RPM-nakeTa;

— ecnn RPM-nakeT sBnaetca obHOBNEHMEM, TO NPOBEPAETCA, 4TO cepTudumkat
pa3paboTunka He wu3MeHuNcA (T.e. He U3MeHuACcas u  pa3paboTumk). KameHeHume
cepTUdMKaTa NpeanpusaTMa-pa3paboTynKka CYMTaeTCa OLMDOKON YCTAaHOBKM;

— ecan RPM-nakeT noanucaH He npeanpuaTMEM-pPa3paboTyMKOM, BbINOAHSAETCS
Ba/MAauUmMA NnakeTa. HeycnewHas Banmaauma c4MTaeTcsa OWMOKON yCTaHOBKY;

— BCTaBKa cepTtudukata B cuctemHbin IMA  keyring. HeycnelwHbin npouecc
CYMUTAETCA OLIMOKOM YCTAHOBKM;

— BCTaBKa MWHPOpMaumm o noanmucax u ceptudmkatax RPM-naketa B B/
rpmsign-external. HeycnewHbln NPOLECC CHUTAETCA OWMOKOM YCTAHOBKMN.

Mo 3aBepweHnn obpaboTkm RPM-nakeTa Kaxkaoe aencrteme co3faeT cooblieHune
ayamTta B sdjd (cucTtema ayauta npeanpusatua-paspadotymka (cm. noapasgen 4.1) ob
ycnexe nnbo Heycnexe Npu yCTaHOBKe U yaaneHnn RPM-nakeTa.

Mpu ycTaHoBKe ntoboro RPM-nakeTa HeobxoAMMO y4UTbIBATb cCaedytollee, 4To
Kaxaplh RPM-nakeT A0/KEH MMETb Kak MUHMMYM MOoANUCb Npeanpuatua-paspaboTymka
nakeTa.

[ns nposepkn nognmucn RPM-nakeTa He0HXOAMMO BbINOAHUTL KOMaHAY:

rpmsign-external verify --root-cert ca.pem someapplication.rpm

[ns NpocMoTpa BaKHbIX aTPUOYTOB NoAnucK (MMeHu cybbekTa, MeTkun 1 1D Kitoya)
HeobX0AMMO BbIMOAHUTL KOMaHAY:

rpmsign-external dump someapplication.rpm

4.4.1.2. MNoannce MI

Ona noanncy MMM HeoOX0AMMO BbIMOAHUTL KOMAHAY:

rpmsign-external sign --key packages-key.pem --cert packages-cert.pem
sampleapp.rpem

roe:
— sampleapp.rpm — NakKeT, cogepxawmm MO;
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— packages-key.pem — 3aKPbITbI KAHOY NOAMNMCKU NAKETOB;

— packages-cert.pem— CepTl/Id)l/IKaT noanmcum NakeTos.

BHMMAHMUE! B npouecce noanuncu byayT 3anpoLleHbl NapoabHblie Gpa3bl OT dannos
C 3aKPbITbIMK KAto4amMm ana nognucn RPM-nakeTos.

Ona vzonaumm MIT MCnonb3yroTCA NeCOYHULbl, ONMMCaHMe KOTOPbIX NpUBEAEHO B
noapasaene 4.5.

4.4.1.3. Ncnonb3oBaHWe A0BEPEHHbIX NCTOYHMKOB

B OC ABpopa MCNOMb3yeTCca MexaHW3M yrnpasBaeHnA 4OBEPEHHbBIMU UCTOYHUKAMMU, C
MOMOLLBKD KOTOPOro Ha MY MOXHO yCTaHaBAMBATb TO/ILKO AoBepeHHble MI1, nmetoume
noANMCb OAHOMO M3 NCTOYHWMKOB, A0OABNEHHbIX B CMMCOK J0BEPEHHbIX.

MoANUCb NCTOYHMKA B CMIMCOK AOBEPEHHbBIX MOXeT ObiTb A06aBNeHa:

— oduumManbHbIM MmarasnHom MI1;

— agmuHuctpatopom [M10.

Mpu paboTe ¢ Ml agMUHUCTPATOP NOAYYaET Caeaytolime BO3MOXKHOCTHU:

— yCTaHaBAmMBaTb MI1, nognMcaHHble Pa3/IMYHbIMM UCTOYHMKAMKN, 40OABNEHHBIMMK
B CMMCOK J0BEePeHHbIX (cm. nn. 2.3.2.1);

— 000aBNATb UCTOYHMKM B CMIMCOK AOBEPEHHbIX A8 nocaeaytolen yctaHoBkmM M
(cm. nn. 2.3.2.2);

— ycTaHaBamnBaTb MI 6e3 noanncK nctodHmka (cm. nn. 2.3.2.3).

Mpwn paboTte ¢ 4OBEPEHHBIMU UCTOYHUKAMW aAMUHUCTPATOP MOJyYaeT caeayouine
BO3MOXHOCTU:

— paspelaTb U/ MK 3anpew,aTtb YCTaHOBKY HenoanucaHHoro MM (nn. 4.4.1.3.1);

— MPOCMATPMBATb CMMCOK M BbIOMpPaTb A0BEPEHHbIE NCTOYHUKK (nn. 4.4.1.3.2);

— yAanATb UCTOYHMK M3 CNUCKA AoBepeHHbIx (nn. 4.4.1.3.3).

4.4.1.3.1. HacTpoMKa yCTaHOBKM HenoanncaHHoro MIT

[Ona paspeweHma ycTaHOBKM HenoanucaHHoro MIT HeobxoAMMO BbINOJHUTL
cneayolmne AencTemA:

— OTKPbITb MEHK CUCTEMHbIX HACTPOEK KaCaHWMeM 3Ha4Ka @ Ha DKpaHe
NPUNOXKEHUIM (cM. PucyHOK 1);

— KOCHYTbCA MYHKTAa MeHI0 «/CTOYHMKM MPUIONKEHUN» & B nozpasaene
«besonacHoOCTb;

— Ha OTKPbIBLWIENCA CTPaHMUE aKTMBMPOBATb MepekavaTens «PaspelwnTb
YCTAHOBKY NMPUIOKEHUM 6e3 noanncK nctouHmnka» (PucyHok 141);

— NOATBEPAUTb AENCTBME BBOAOM TEKYLLETO NAapons (CM. PUCYHOK 4).

NMPUMEYAHUA:

v Mpu AeaKkTMBaumMy nepekatoyaTens «PaspelmnTb YCTaHOBKY MPUIOKeHUn 6e3
NoAMMCKU MCTOYHMKa» OyayT yaaneHbl ycTaHoBAeHHble MIT 6e3 noanucu WCTOYHMKA
(PucyHok 142);

v MoapobHoe onucaHmne yCTaHOBKK HenoanucaHHbix MIM npuseaeHo 8 nn. 2.3.2.3.
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https://confluence.omprussia.ru/pages/viewpage.action?pageId=227059237
https://confluence.omprussia.ru/x/cqaIDQ
https://confluence.omprussia.ru/x/iKaIDQ
https://confluence.omprussia.ru/x/iKaIDQ

| MCTOYHUKW NPUAOKEHHA

% Paspewnts yeranonxy
npunoxesin 6e3 noanueK
NCTOMHMKE
Bxnovesme aanod racTpeis npweentT «
SOOI HOCTH YTTIHORK M HRSOMODON X
TIDADOMDM

JloBepeHHLIE MCTOMHMKKW @

PucyHok 141
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| OTmerwTs MoaraepanTs

YaanuTte yCTasoBNeHHbie
npunoxesns 6ea nognucn
ACTONHUKE?

B cnyan nogToope e QAMHOIO QeRCTEMR
GYAYT YOSNSHS CNENYIOUME NDW0XEHIN.

(3 Pensxrop waotpaxesii
WebWildberries

) Colordots

[ codereader

[ clubcode

@ CarBudget

@ osMscout

A" Anbda Ounain

PucyHok 142

4.4.1.3.2. [lpoCcMOTp CNMUCKa 4OBEPEHHbIX UCTOYHUKOB

| Rosepennbie ucTosHmKK

TOATEEPXASHHBIE WCTOMHMKM YETAHOBKW
NPANCKEMAR

dev.rustore.ru
Kayll: 305052 40014027

PucyHok 143

MPUMEYAHMUE. MNoapobHoe onncaHne aobaBneHus
MCTOYHMKA B CMUCOK [O0BEPEHHbIX MNpPUBEAEHO B
nn. 2.3.2.2.

[lna npocmoTpa Cnmucka A0BEPEHHbIX MCTOYHMKOB
HEeobX0AMMO KOCHYTbCA NoAA «[]oBEpPEeHHbIE NCTOYHUKNY
(cm. PucyHok 141), B pe3ynbtate 0TobpasnTca cTpaHuLa
CO CMMUCKOM [0BEPEHHbIX MCTOYHMKOB (PucyHoK 143).
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4.4.1.3.3. YnaneHune UCTOYHWKA U3 CMNCKA 4OBEPEHHbIX

[nsa ynaneHna WCTOYHWMKA W3 CMNMCKa [O0BEPEHHbIX HEOBXOAMMO BbIMOAHUTL
cneayrouime AencTBns:

— Ha cTpaHuue «JloBepeHHble  UCTOYHWMKM»  (CM. PucyHoK 143)  OTKpbITb
KOHTEKCTHOE MEHIO HEODXOAMMOTO MCTOUYHMKA;

— KOCHYTbCA NyHKTa «YaanuTtb» (PucyHok 144);

— NOATBEPAUTbL AENCTBME BBOAOM TEKYLLErO Napons (cm. PucyHok 4);

— Ha OTKPbIBLIEMCA CTPaHMLE KOCHYTbCA KHOMKM  «[loaTBepauTb»  ANA
noATBEPXAeHUA onepaummn TMb60o KHONKKM « OTMEHUTLY» AN OTMEHbI (PucyHOK 145).

BHUMAHWE! TMpwn yoaneHnn WUCTOYHWMKA M3 CNMCKA A0BEPEHHbIX OyayT TaKwxke
yaaneHbl M1, noanncaHHble AaHHbIM UCTOYHUKOM (PucyHoK 145).

| Rosepennbie ncrouHmkm | orvenums MoareepawTs |
TOATEEPRABHHBIE NCTOMHMKM YETAHOBEM Yaanurb ucroqHuk dev.rustore.ru ua
diri e, cnucka aoseperHLx?
dev.rustore.ru YOANGHME HCTOLMMGE DEHUBDRRT K YAMINO
Kayl d305M52. . 40014027 BEEX HEANCOSHIA, NOIAINCAHHEE ASHHBIM
K'y|0 MCTOMMKOM.
d3057e52600ec890c1 370 70501 768209702
3cab261b59S5cal1 70740814027 0 RuStore
I Yaanare
PucyHok 144 PucyHok 145

4.4.1.4. Nposepka noanncn buHapHbIX Gannos

B noanucn RPM-nakeTa xpaHuTCa cekuma ¢ noanucamm IMA ans Kaxaoro danna,
coZepKalleroca B nakete. Bo Bpemsa yCTaHOBKM COAEPKMMOro NMakeTa Ha Kaxablil dain
YCTQHaBAMBAETCA  PaCWIMPEHHbIM  aTpMbyT  security.ima, KyZJa NOMeLL@eTCA
COOTBETCTBYIOLWLAA AaHHOMY dainy noanuncs IMA.

Mpu 3anycke buHapHoro darna npomncxoanT obs3aTenbHan npoepka nognmcn IMA
c nomoulbto noacuctembl OC Linux IMA/EVM 1 cepTudmkaTa, NepemelleHHOro B
IMA keyring npu yctaHoBke RPM-nakeTa. B cnyyae HeycnewHom npoBepKkm BUHapHbIA Gann
He byaeT 3anyLleH.
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[Ona nposepkn noanncm bBuHapHbIX panioB HEOOXOAMMO BbIMOAHUTbL KOMAHAY:

rpom -q --gf ' [%{FILENAMES}\n%{FILESIGNATURES}\n]' package.rpm | grep
-Al /usr/bin/ | tail -n 1 | cut -c 7-14

roe package.rpm — nmMma Garaa NoANMCaHHOrO NakeTa.

Pe3ynbtatom paboTbl nporpammsl byaeT 4 6anTa, Hanpumep: de39e183.

Takan e nocneaoBaTeNbHOCTb LMPP A0NKHA NPUCYTCTBOBATL B BbIBOAE KOMaHAPbI
cat/proc/keys, €CAM cepTUPMKAT noanncu BUHapHbIX Garinos Obin AobaBneH B Nanky
/etc/keys/ima.

MPUMEYAHMUE. Mpun nposepke noanunck MI moxeT noTpeboBaTbCA Nepesarpyska
MY.

4.4.2. PaboTta c cepTudmrKkaTamm
4.4.2.1. JobaBneHne KOPHEBOTO cepTUPUKATA YA0CTOBEPAIOLLErO LEHTPA

KopHeBol cepTnudmkaT yaoctosepstoLllero ueHtpa (YLU) npeacrasnset cobon painn,
coaepalini WndpoBaHHYO cepBMCHYO MHPopmaumto ob YL, Ha ocHoBe aaHHoro ¢arna
CTPOMTCA LEenoyka JoBepua cepTuduratam. [loaydme AocTyn K WNPPOBAHHOM
MHbOPMaLUMK, KpUNTONPOBaMAep MoATBEPXAaeT MNOANMHHOCTL AuYHOM 3. Takum
obpasom, ntobaa 3, sbinyweHHas YU, paboTaeT KOPPEKTHO TOAbKO MpPU HaaMymm
KOpHEeBOro ceptudmKara.

Ona pobaBneHus KopHeBoro ceptudmKkata YL B poBepeHHble Heobxoammo
BbIMOIHUTb CAeayroWwme AeNCTBUA:

— noakntounTs MY K 9BM ¢ nomousto USB-Kabens;

— BblOpaTb pexum «poToKko nepesadm aaHHbix (MTP)»;

— ckonupoBaTtb ¢ IBM n nepeHectn Ha MY ceptudumKkaTt YL,

— OTKpbITb MM «Terminal» 1 BbINONHUTL CAeaytolme KOMaHAbI:

devel-su
cp <nyTe K oainy> /etc/pki/ca-trust/source/anchors/
update-ca-trust

3arpy3nTb KopHeBoM cepTuduKkaT YL, Ha MY TaKk¥e BO3MOXKHO C MOMOLLbIO CEeTH
NHTepHeT, BbinonHnB B Ml «Terminal» cneaytoume KoMaHab!:

devel-su

curl -o /etc/pki/ca-trust/source/anchors/root ca.crt "https:
//url ceprtuduxara/root ca.crt"

update-ca-trust



https://confluence.omprussia.ru/pages/viewpage.action?pageId=60505051
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4.4.2.2. NpoBepKa cepTUdMKaToB

[lna npoBepKM cepTUPUKATOB HEOBXOAMMO BbIMONHUTL CAedytoLine AeNCTBUA:
— 3arpy3nTb KOPHEBbIE CEPTUPMKATLI C MOMOLLLIO KOMaHA:

curl -L https://developer.auroraos.ru/static/rootcacert-omp.pem -0
rootcacert-omp.pem

curl -L https://developer.auroraos.ru/static/ima-root-ca.x509.pem -o
ima-root-ca.x509.pem

— NpPOBEPUTbL CeEPTUDMKAT NoANMUCK BUHAPHBLIX Akt IoB C MOMOLLbIO KOMAHABbI:

echo "test" > testfile; openssl smime -sign \ -in testfile \ -
signer binaries-cert.pem \ -inkey binaries-key.pem \ -out
testfile.sig; openssl smime -verify \ -in testfile.sig \ -
signer binaries-cert.pem \ -CAfile ima-root.ca.x509.pem

— NPOBEPUTb CeEPTUOUKAT NOAMNMCK NAKETOB C MOMOLLI KOMaHAbI:

echo "test" > testfile; openssl smime -sign \ -in testfile \ -
signer packages-cert.pem \ -inkey packages-key.pem \ -out
testfile.sig.gost; openssl smime -verify \ -in testfile.sig.gost \
-signer packages-cert.pem \ -CAfile rootcacart-omp.pem

— NPOBEPUTb CEPTUDMKAT CTOPOHHEM OPraHM3aLLMM C MOMOLLLbIO KOMAHAbI:

echo "test" > testfile-client; openssl smime -sign \ -in testfile-
client \ -signer packages-client-cert.pem \ -inkey packages-
key.pem \ -out testfile-client.sig.gost; openssl smime -verify \
-in testfile-client.sig.gost \ -signer packages-client-cert.pem \

-CAfile rootcacart-omp.pem

4.5. U3onauma npoLieccos

4.5.1. N30nauma agpecHbIX NPOCTPAHCTB

PeweHne 3agaynm M301AUMKM afpPECcHbIX MPOCTPAHCTB MPOLLECCOB OCHOBAHO Ha
apxutektype Aaapa OC ABpopa, KoTopoe obecneuymBaeT COBCTBEHHOE WM30/AMPOBAHHOE
afpecHoe NPOCTPAHCTBO A/1A KaXKA0ro NpoLLecca B CMCTEME.

Mcnonb3yembit MEXaHU3M M30ASLMM OCHOBAH Ha CTPAHMYHOM MEXaHM3Me 3aLMUTbl
NaMATU, a TaKXKe MEeXaHW3Me TPaHCAAUMM BUPTYaNbHOTO adpeca B QU3NYECKUI,
noAAepKMBAEMOM MOAyAEM yNpaBaeHMA NamATbio. OQHM M Te e BUPTyaibHble adpeca, C
KOTopbiMM paboTaeT npoueccop, npeobpasyroTca B pasHble Gu3nyeckme agpeca AnAa
Pa3HbIX aApecHbIX NPOCTPAHCTB. pM 3TOM MPOLLECC HE MOXET HECAaHKLUMOHWUPOBAHHbIM
0bpa3om Noay4YnTb AOCTYN K MPOCTPAHCTBY APYroro npouecca, T.K. HeMPUBUIErMPOBAHHbIM
NO/Ib30BaTE/NbCKMIA MPOLECC /IMWEH BO3MOMXKHOCTM pPaboTaTb C PUINMYECKON MNaMATbLIO
HanpAMYy1O.

NMPUMEYAHUE. MexaHn3m pasaenaemon namAaTi MO3BOAAET MOJYyYMUTb AOCTYN K
OLHOMY M TOMY € VY4aCcTKy MamMaTM M HaxoAMTCA Mo KOHTPOAEM MOAUTUKMK
ANCKPELMOHHOIO pasrpaHnMYeHnsa npas AocTyna.
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AnpecHoe NPOCTPAHCTBO fA4pa 3allMlUieHO OT MO/b30BaTE/NbCKMX MPOLECCOB C
MCNONb30BAHMEM MEeXaHW3Ma CTPaHWMYHOM 3awmTbl. CTpaHMUbl MPOCTPAHCTBA SA4Pa
ABNAKOTCA MNPUBUNAETMPOBAHHBIMK, M [AOCTYM K HUMM M3 HENPUBUAETMPOBAHHOIO Koja
BbI3blBAaET WUCK/OYEHME MpoLeccopa, KOTopblh obpabaTtbiBaetca agpom OC KOPPeKTHbIM
obpasom.

EAMHCTBEHHBLIM  CaHKLUMOHMpPOBaAHHbIM crnocobom goctyna K aapy OC  wu3
N0/Ib30BaTE/IbCKOM MPOrpamMbl  ABNAETCA MEXaHW3M CUCTEMHbIX BbI30BOB, KOTOPbIN
rapaHTMPyeT BO3MOXHOCTb BbIMNO/IHEHWA MOJIb30BATENIEM TONbKO CAHKLMOHWMPOBAHHbIX
NencTBui.

[OoNONHUTENbHbIE  MEXaHW3Mbl  M30/1AUMM  NPOLLECCOB  obecnevymBatoTcs
NPUMEHAEMbIMM TEXHOIOTUAMWU KOHTEeMHepM3aumm He TONbKO Apyr OT Apyra, HO M OT
BHELLHWUX PECYPCOB, a TaK¥e BHELLIHUX PeCypCcoB OT MNPOLLeCcCOoB.

MporpaMmMHble CpeacTBa pa3pellatroT Npoueccy AMlb OnpeaeneHHbln nepeyeHb
NEeNCTBMIA, BbINOJAHAEMbIX MO OTHOLWEHWIO K APYrMM npoueccam M nepudpepuitHbim
YCTPOMCTBAM, BK/IOYAA NOCTOAHHOE 3aNOMMHatoLLEe YCTPOMCTBO, KOTOPbIN onpeaensaeTca
NPW YCTAaHOBKE NaKeTa, COAEPKALLEro MCNoNHAEMbIN dann.

NPUMEYAHMUE. MoapobHoe onucaHue NPUBMNETMPOBAHHbIX n
HenpuBMAErMpOoBaHHbIX MPOLLECCOB NpMBeAEHO B Nnoapasaene 4.3.

4.5.2. N3onauma MI1 ¢ ncnonb3oBaHMeM NeCOYHUL,

B OCABpopa peannsoBaHa wu3onauma MI1 Cc MCNONb30BaHMEM MECOYHMUL,
OCHOBAaHHbIX Ha CBOOOAHO pacnpocTpaHasemom npoaykTe Firejail, KoTopbIn Mcnonb3lyeT
cTaHaapTHble aAna OC Linux MexaHM3Mbl namespace W seccomp-bpf, MNO3BONANOLIME
onpeaenAaTb CMMCOK AOCTYMHbIX A1A MIT CMCTEMHbIX BbI30OBOB.

Firejail npencrtaBnaer coboM NErkoBeCHYd MecoyHuuy W noaxoAuT  ANs
Mcnonb3osBaHua B MY, npm 3TOM BCe noJsib3oBaTesbckme MIT 3anycKkatoTca 4vepes
sailjail-obepTky Hapa Firejail. JlononHuUTeNbHO ANA M30AAUMKM MCNOAb3YeTCA xdg-dbus-
proxy, QUAbTPYOWMIM Npokck ana D-Bus.

MeXaHM3M seccomp-bpf 3anpelLaeT HEKOTOPbIE CUCTEMHbIE BbI30Bbl, HANPMMEP:
mount/umount, ptrace, kexec W Ap.

[10 yMONYaHUIO B mount namespace AOCTYN K dC OrpaHn4ymBaeTCAa A0:

— [OCTYNa Ha YTeHMe M 3anucb K AaHHbIM KOHKpeTHoro MM ($XDG DATA HOME,
$XDG_CONFIG HOME, $XDG CACHE HOME);

— [0CTyna TO/IbKO Ha YTeHune K /usr/share/$ApplicationName;

— [0OCTyna TONbKO Ha YTEeHMEe K HeKoTopbiIM Nankam W  dalnam B
/etc, /usr/share, /var/libWT.A.

[ocTyn kK ®C moxkeT bbITb paclimMpeH NPY 3anpoce COOTBETCTBYHOLLMX Pa3peLleHni,
OMMUCaHHbIX C NoOMoLLbto NpasuA Firejail, Hanpumep:

— pa3peweHne «Pictures» npeaocTaBaAeT AOCTYN HA YTEHME M 3aMMCb K ManKkam
NO/1b30BaTeNA ~/Pictures, a TAKXKeE K K3LWY MPeBblo;
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— paspeleHne «RemovableMedia» npegoctaBnaeT 4OCTYN K CbeMHbIM HOCUTENAM

(/media/$USER/) U T.A.

B net namespace NoO ymon4aHuto 406aBNSETCA TONbKO loopback device.
Pabota B necoyHuue no3BonseT onpeaenntb MM paspelweHna Ha AOCTyn K
pecypcam, 0OYyCNOBNEHHblE 31EMEHTAMK, OMMCAHWE KOTOPbIX MNpuBeaeHO B Tabauue

(Tabnunua 16).
Tabnuua 16

Neo InemeHT

OnucaHwe

1 Accounts

[MPOCMOTP, MOANDUKALMA N CUHXPOHM3ALMA YYETHbIX
3anucen

AccessSecurityLog

[ocTyn K perncTpaumoHHOMY KypHany

w [N

Audio

Bocnpov3seaeHuve v 3anmcb ayamno, U3MeHeHue
KOHDUIypaumm

Bluetooth

MoakntoueHne n ncnonblosaHme Bluetooth®-ycTpoicts

Calendar

[MpocMoTp 1 MmoandurKaums cobblTUIM KaneHaaps

Camera

[locTyn K Kamepe, cbemMKa $OoTo 1 BUAEO

[MpocmoTp 1 moandUKALMA AaHHbIX KOHTAKTOB

DeviceInfo

N3BnevyeHmne aaHHbIX 0 MY

4
5
6
7 Contacts
8
9

Documents

Joctyn K nanke «Documents»

10 |Downloads

[octyn kK nanke «Downloads»

11 |E-mail

YTeHune 1 oTNpaBKa NMCEM M3 INEKTPOHHOM NOYTI,
NOCTYN K BAOXKEHNAM

12 |Internet

Ncnonb3oBaHWe ceTn MHTepHeT

13 |Location

cnonb3oBaHMe reoiokaumm

14 |LogSecurityEvents

3anuncb B PErmcTPaLLMOHHbIN XKypHan

15 |MedialIndexing

[ocTyn K nepeyHto parnos Ha MY

16 |Messages

JocTyn K 4yTeHunto 1 oTnpaske SMS

17 |Microphone

3anuncb ayamo ¢ NoOMOLLbI MUKPODOHa

18 |Music [ocTyn K nanke «Musicy», naennmctam n 0610KKam
19 |NEC MoakntoueHne n ncnonb3oaHmne NFC-ycTponcTs
20 |Phone OcyllecTB/ieHME BbI3OBOB HANPAMYIO UK Yepe3

NONb30BaATENLCKMI MHTEPDEIC

21 |Pictures

[ocTyn K nanke «Pictures»

22 |Printing

HpOCN\OTp N NCNOMb30BaAHNME AOCTYMHbLIX MPUHTEPOB

23 |PublicDir

JocTyn K nanke «Pictures»

24 |PushNotifications

YteHune push-yBegomneHuni

25 |RemovableMedia

Ncnonb3oBaHWe KapT namAaTty n USB

26 |SecureStorage

XpaHeHue WndpoBaHHbIX dannos

27 |ScreenCapture

3axBaT COAEPKMMOro 3KpaHa
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Neo dNemMeHT OnucaHue

28 |UserDirs [ocTtyn K nankam «Documents», «Downloads», « Musicy,
«Pictures», «Public» n «Video»

29 |Videos JocTyn Kk nanke «Videos»

30 |WebView [Ons ncnonb3osaHunsa Gecko WebView

[na kaxpgoro MI, BbITONHAIOLWErocA B NecCoYHmLe, MOXeT BbITb co3gaH npodunb,
onpeaenaroWmMin ero BOIMOXHOCTN M nosedeHune. Hanpumep, npodunb ana Ml «Moroga»
MOXKET BbIrNAAETb CAeaytolmnm obpasom:

# Firetail > Firejail profile for /usr/bin/omp-weather

### security filters
caps.drop all
nonewprivs

seccomp

### network
protocol unix,

### environment
shell none

##4# baseline
include permission-baseline.inc

### application

private-bin omp-weather,

private-etc passwd, group, location,dconf, xdg, fonts, system-fips, selinux,
private-tmp

dbus-user.own ru.omprussia.weather

whitelist /usr/share/omp-weather

# Settings
include sessionbus-com.jolla.settings.inc

# Connman
include systembus-net.connman.inc

4.6. 3alumTa NAaMATH

4.6.1. O4yncTKa mamaTU

OumncTKa OnepaTMBHOM NaMATM OCHOBaHa Ha apxuTekType Aapa OC ABpopa W
rapaHTUPYET, YTO OObIYHbIA HENPMBUIETMPOBAHHbIM MPOLLECC HE MOXKET NOYYUTb AaHHblE
YYXKOro npoLecca, ecam 3To ABHO He paspelueHo MNP/,
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CpeacTsa B3aMMOAENCTBMA MEXAY NPOoLEecCcaMm KOHTPOAMPYHOTCA ¢ nomoLbto MNP/,
M MPOLECC HE MOXKET NOAYYNTb AOCTYN K HEOUYMLLEHHON NaMATK (KaK onepaTMBHOM, TaK U
[MNCKOBOM). AApO BblAENAET KarKAOoMYy MPOLLeCCy BMPTYaslbHOE afpecHOe MPOCTPAHCTBO,
KOTOpOe TpaHCAMPYeTCA B PU3MYECKME aapeca NAaMATU C NOAAEPKKOM PaHAOMM3ALUN.

[ocTynHble ANA  MNOAb30BATENbCKOrO npouecca QyHKUMM  BblAENEHUA U
pacnpegesieHmna MnamATKM OCYLWECTB/AT BbIMNO/JHEHNE PEeXMMa MHUUMANU3ALUMKN, NPpU
KOTOPOM MPOUCXOANT OOHyNeHue Aveek NamAaTu. Takmm obpasom, A4pPO M CUCTEMHaA
6ubnmoTteka libc rapaHTUMPYHOT MNOJYyYEHWE MNPOLECCOM TONbKO OYMLLEHHbIX CTPaHWMLL,
namATn 6e3 0CTaTo4YHOM MHOPMaLMN.

OumncTKa NamATM Ha BHeWHMX HocuTenax (eMMC) ocHoBaHa Ha peanusauum
MeXaHM3Ma secdel, KOTOPbIA OYMLIAET Ha HocUTene Heucnonblyemble 610kM DOC
HenocpeaCcTBEHHO MPU MX OCBODOKAEHWM C MOMOLLBID MEepe3anncm MUX MACKMPYHOLLLEN
nocnefoBaTe/IbHOCTbHO.

4.6.2. O4nCTKa NO/Ib30BATE/IbCKMX AAHHbIX

NMPUMEYAHUE. HacTpolika cepBmca OYMCTKM MOAb30BATENBCKMX AaHHbIX AOCTYMHA
TO/IbKO aAMWHUCTPATOPY.

CepBMC NpedHasHayeH ONA OYMUCTKM MOMb30BATENbCKMX AaHHbIX MO PACMMCAHUIO
ONA BCEX YYETHbIX 3aNMCeln Noab3oBaTenen. BbimoaHAS OYNCTKY NO/Ib30BATE/IbCKMX MAMOK,
CEPBMC YMeHbLIaeT O0ObeM yTEYKM M0/1b30BATENLCKON WMHPOPMALUMKM B  Cayvae
HEeCaHKLMOHMPOBAHHOIO AOCTYMNA K NMarnkam.

OuMCTKa 3a4aHHbIX MaMoOK MNPOM3BOAMTCA C  YYETOM  BJIOXKEHHbIX Mamnok
(pekypcuBHO).

CpOK XxpaHeHus GainoB B Namnkax, BblAeNEHHbIX C MOMOLLbIO KOHOMIYPaALMOHHOTO
dalina, OTCUMTLIBAETCA OT BPEMEHM NOC/NeAHEro U3MeHeHUs dalina.

BHUMAHMUE! Monb3zoBaTenbckmne Gpaiinbl, KOTOPbIE HE NOABEPIKEHBI UBMEHEHWNSAM B
npoluecce aKcnayaTaumMmn, U KoTopble cneayeT 06e30nacnTb OT OYUCTKU, PEKOMEHAYETCS
XPaHWTb B Mankax, HEKOHTPOMPYEMbIX CEPBMCOM.

Mpn pacyeTe CpoKa XpaHeHMsA Noab30BaTeNbCKMX dainoB HEOOXOAMMO Y4MTbIBATbL
cnefyroume NoNoXKeHNA:

— CPOK pPacCYMTbIBAETCA C MOMEHTa CO34aHMA YYEeTHOW 3amnucu M BHECEHMUS
nocneaHero MU3MeHeHun;

— BPEMEHHbI MHTepBan NPOBEPKM CEPBUCOB, COCTABAAKOWMIA OAMNH Hac, BXOAUT B
CPOK XpaHeHMsA;

— He MOXKEeT NPeBbIlaTb 3a4aHHbIN CPOK XpaHeHua darnnos (PucyHok 147).

NMPUMEYAHUA:

v/ MepeyeHb Nanok A8 OYMUCTKM MOJb30BATEIbCKMX JaHHbIX Onpenenserca npu
BHEAPEHMU U MOXKET BbITb M3MEHEH C MOMOLLbIO KOHOUIYpPaLUMOHHOTO dalina;

v/ BbI60p NanoK no yMoa4aHuIo OrpaHmyeH caeayoWwmmm nankamm:

— ${HOME}/Documents;

— ${HOME}/Downloads;



— ${HOME} /Music;
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— S{HOME}/Playlists;

— S{HOME}/Pictures;
— ${HOME}/Public;
— ${HOME} /Videos.
v'Y agMmuHucTpaTtopa

OTCYTCTBYET BO3MOXKHOCTb CaMOCTOATE/IbHO ,£I,O6aBﬂFITb

nankm ana O4NCTKM C NOMOLLBHO MOJZ1Ib30BATE/ILCKOIO MHTepcbel?lca.

I Mankw

YETEBHORHTE MAKCHMANLMIRE CDOK XPaMeMns
DARNOR § SEL8HMEX NanEax: Sann Oyaey
VARNEH #3 NIGNAN, 8CNM OXINRTCH CTapwe
YCTBHOSNEHHOID CPOKA

¢ Heynansts paine dst
Documents Ovkmoveno
Downloads Orxmoueno
Music OTemoueno
Pictures Orxmoveno
Playlists Orxmovero
Public Omxmonero

Videos OrxmoseHo

PucyHok 146

— KOCHYTbCA noAas c
(cm. PucyHok 146);

[Ns BKAOYEHMA OYUCTKU NONb30BATENbCKMX AaHHbIX
HeobXx0AMMO BbINONHUTbL CAeayoLline AeNCTBUA:
— OTKPbITb MEHK CUCTEMHbIX HACTPOEK KacaHWem

3HA4YKa @ Ha JKpaHe NpuaoxKeHui (cm. PucyHok 1);
— KOCHYTbCA MyHKTa MEeHI0

«AOMUHUCTPUpPOBAHMEN @%B noapasaene «Cucrema;

— Ha OTKpPbIBLIEMNCA CTPaHMLUE KOCHYTbCA MYyHKTa
MEH!0 «O4mMCTKa N0/1b30BaTENIbCKMX NAHHbIX»
(cm. PucyHok 81) ans oTobparkeHms CTpaHuLbl C Nankamm,

— KOCHYTbCA nepekntoyvatena «He yaanats ¢ainnbl
.dst» (PucyHok 146).

NMPUMEYAHMUE. KoHburypaumoHHble bannbl
dopmaTta  .dst npegHasHayeHbl  AN8  HACTPOMKM
ctopoHHero VPN-peweHua Vipnet;

nanKkom, Yy KOTOpoM HeobxoAuMmMo BKAOYUTb OYMCTKY

— Ha OTI-(prBLLIeVICFI CTpaHMue KOCHYTbCA Nepeka4vaTesia «BKAHOYNTD OYUNCTRY»

(PucyHok 147).

NMPUMEYAHUE. Ona akTMBauMK nepekaovaTtens A0CTaTOYHO KOCHYTbCA MOAA, B
KOTOPOM OH PACMOIOXKeH: NepeK/tovaTeNlb HAaYHET CBETUTLCA ApYE, YEM B COCTOAHUM MO

YMONYaHUIO (HEAKTUBHOM);

— 331aTb CPOK XpaHeHua GalinoB No pacnmcaHunio, nepemellas CooTBETCTBYOLLMI

cnangep (PucyHok 147):

® BMPaBO A/18 YBEAMYEHMA CPOKa (MaKCMManbHoe 3HaYeHne: 168 yacos);
® B/1IEBO A/18 YMEHbLUEeHMA (MMHUManbHoe 3HavyeHume: 4 yaca).

NMPUMEYAHUA:

v’ LLar usmeHeHuMa cpoka xpaHeHusa daiios — 4 vaca;
v/ 10 YMONIYaHMIO CPOK XpaHeHusa Gpainnos — 72 vyaca;
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— KOCHYTbCS KHOMKW «[loaTBepAuTb» ANA NOATBEPXAeHMs onepauum nmbo
KHOMKM «OTMeHUTb» AN oTMeHbl (PucyHok 147), B pesynbtate Ha cTpaHuue «llanku»
OyaeT MU3MeEHeH cTaTyC Y BbibpaHHOM nanku (PnucyHok 148).

Ons  OTKAOYEHMA  OYMCTKM  MONb30BATENLCKMX  [AaHHbIX  HeobxoaMmo
NEeaKTUBMPOBATb NepekatoYaTe b « BKAOYMTL O4UCTRY» (PucyHok 147).

I OTMeHNTH Noaresepanre I Manxw
YETaHORMTE MAKCHMANSHMA CROK XPAaRIHUE
Documents GBRN0E & SANAHHIX NaNKax: Sain Gyser
YAATEM V3 Nansm, 0CNE OKEXOTCRE CTapaue
BKAIONHTS OMHCTKY YETEHOANEHHOIO CPOK
72 yaca *  Heypanste daitnm .dst

Cpox xparammn aRnos Documents 72 waca

Downloads Orxniouveno

Music Oremoyeno

Pictures Orxmoneno

Playlists Orxniouveno

Public Orxmoveno

Videos Ovkmoueno

PucyHok 147 PucyHok 148

4.6.3. Nepe3anncbk 0CTaToO4YHOM MHPOPMaLLNM

B OC Aspopa peanu3oBaHa OYHKUMA nepes3anncy OCTaTOYHOW WMHGOpMaLMK,
cpabaTbiBaloLLas KaxAablh pa3 npu yaaneHun danna. Mpouecc nepesanncu npoucxoant
aBTOMATMYECKU W CKPbIT AN nosib3oBaTens. B ciaydyae HeobXoAMMOCTM OCYLLECTBUTb
NPUHYOMTENbHYIO — Nepe3anucb  CAYYalHbIMKM - UAKM  CReuManbHbiMKM  BUTOBbIMM
NocnenoBaTeIbHOCTAMM aIMUHUCTPATOP MMEET BO3MOMKHOCTb CAMOCTONATE/IbHO 3aMyCTUTb
npoueaypy yaaneHua danna u/vnm nanku.

[aHHaa npoueaypa NPUBOANUT K CHUKEHNIO NPOU3BOAMUTENBHOCTU, OCOBEHHO MpK
yaaneHun 6onbluoro danna: yem dann 60/blle, TEM CHUMKEHNE CYLLECTBEHHEE N 3aMETHEE,
T.K. Ha nepuvoa rapaHTMPOBAHHOIO YAaneHMA BCE OCTa/ibHble onepaumm 3anmncu Ha
HOCUTENIb MHPOPMALMM NPUOCTAHABAMBAKOTCA U NMOMELLAIOTCA B 04epeb A0 3aBepLUeHns
yaaneHus.
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OC ABpopa OyHKUMOHMpPYET Ha MY, namsaTb KOTOPbIX COCTOUT M3 Habopa
(MHOXecTBa) AveeK. BBMAY KOHCTPYKTMBHbIX OocobeHHOocTe MY Kaxkaaa sdeika mmeet
6onblloe M KOHEYHOE KOMYECTBO LMKAOB Nepes3anuncu, T.e. NOCTOAHHble onepauym no
YTEHWUIO M 3anucu c/Ha USB-HakonuTenb BAEKYT YBEAMYEHMEe cuYeTdynKa obpalleHuni
(KONMYECTBO KOTOPbIX OrPAaHMYEHO Ha anNnapaTHOM YPOBHE) W, Kak CNeaCcTBME, MOCTENEHHOE
CHUMEHME CPOKa CNYy»Kbbl HakonuTens.

HepaumoHanbHOE MCNONb30BaHME MHOroKpaTHon nepesanunck OC ABpopa BneyeT
CHUXXEeHMe NPOM3BOAMTE/IbHOCTM Ha BpeMA NPOBEeAEHMA Onepaunm yaaneHna n CHUKeHne
CPOKa CNy»bbl HaKoNUTeNa AaHHbIX MY.

[na MHOrOKpaTHOM mepe3anncy MCMoib3yeTca YTUAMTA KOMAHAHOW CTPOKU wipe,
[OCTYMN K KOTOPOM ocyllecTsaseTca ¢ nomoulsto MM «Terminal» (cm. nogpasgen 2.4).

MoapobHoe onucaHme uHTepdenca wipe NPUMBEAEHO B MPUIOKEHUMU
(Mpunnoxerue 2).

4.7. ObecneyeHne HaaeKHoOro GyHKLMOHNPOBAHMS

4.7.1. HagexkHble MeTKM BpeMEHMU

MeTKa BpemMeHM CYUTaeTCs HaZeKHOM Npu YCAOBUM HEBO3MOXKHOCTU BHECTUN B Hee
M3MEHEeHMA Nocae co34aHnA, eCaum LeNoCTHOCTb AaHHOM MEeTKM He Bblna HapylueHa.

HagexHble METKM BpeMeHW obecnedymBatoTcs apxXMTEeKTypol xpoHomeTpaxa OC,
KoTopaa npeacTaBnseT cobon Habop CTPYKTYP AaHHbIX M GYHKUMK s4pa, MMELMX
OTHOLLEHME K OTCAEKMBAHMIO X043 BPEMEHM 1 BA3MpPYOLLMXCA Ha:

— cYyeTYmKe oTMeToK BpemeHu (TSC);

— nporpammmpyemom Tarmepe nHtepsanos (PIT);

— APIC-Tarmepe;

— BbICOKOTOYHOM Tanmepe cobbiTmin (HPET).

HavanbHble 3Ha4YeHMA CUCTEMHbIX TalMepoB 3a4atoTCA MO Tamepy pPeasibHoro
BpemeHn MY, a 6a30Bble MHTEPBA/Ibl BbIYMCAAOTCA NPU MHNLMANN3ALMN CUCTEMDI.

B KayecTBe  HW3KOYPOBHEBOrO  MexaHM3amMa  aapa,  obecneymBalolEero
bYHKUMOHMPOBAHME HAAEMXKHbIX METOK BPEMEHMW, MCMONb3yeTcA chnelmanbHblii Habop
CTPYKTYpP AaHHbIX A4pa (timespec xtime), QyHKUMI AApa do gettimeofday () U
HWU3KOYPOBHEBbLIX  CMCTEMHbIX  BbI3OBOB clock settime(), clock gettime(),
gettimeofday () MW settimeofday().

4.7.2. KBOTMpOBaHME NOCTOAHHOW MNaMATH

KBOoTMpOBaHMe — pasgeneHne orpaHMYeHHoOro AMCKOBOro npocTpaHctBa MY
MeXay Y4eTHbIMM 3anucAMM MoJSb30BaTesNel, No3BodAolee C034aBaTbh OAHOBPEMEHHO
HECKOJIbKO YYETHbIX 3anuncer nosb3osatene Ha MY (cm. nogpasgen 1.2).
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B OC ABpopa npeaycmMoTpeHa BO3MOMHOCTb BblAENEHMA KBOTbl — o0bbema
AMCKOBOrO NPOCTPAHCTBA ANA YYETHOM 3anNMcK NOJIb30BaTENA NPU ee CO3A4aHMM, NPK 3TOM
Yy Y4ETHOW 3anmMcu No/ab30BaTeNs OTCYTCTBYET BO3MOMKHOCTb MpPeTeHa0BaTb Ha 60/bLINM
0bbeM MOCTOSSHHOM NaMATWU, a BblAENEHHOE el MPOCTPaAHCTBO OyaeT HeaoCTynHO ANA
NPYIMX YYETHbIX 3aMMCeN NONb30BATENEN AaXKe B C/lyYae ecam oHO cBoboAHO.

BHUMAHUE! O6bem KBOTbI 3a4a€TCs NPU CO34aHNM YY4ETHOM 3aNMCK NONb30BaATENS
M He MOXeT OblTb MU3MEHEH BMOCNEACTBUM.

[ns TOro, 4ToObI 334aTb Y4ETHOW 3aMUCK NONb30BATENA KBOTY HA MCMO/b30BaHME
NMNCKOBOr0 MPOCTPAHCTBA, HEODXOAMMO Ha CTpaHMUE CO3[4aHWMA  YYETHOM  3anmucu
No/b30BaTeNdA  YCTAaHOBWTb  KOJIMYECTBO  Bblaensembix emy [b, nepemeulasn
COOTBETCTBYHOLLNIM CNaaep BNPaBo ANA yBENNYEHMA KBOTbl MO0 BNEBO A1 YMEHbLIEHMA
(cm. PucyHok 3).

OC ABpOpa aBTOMATUYECKM BblYMCAAET AOMNYCTUMbIE Npedebl KBOTUPOBAHMA TaKUM
obpa3om, YToHbl MOXKHO ObINO cO3AaTb A0 7 YYETHbIX 3aNMCeN NONb30BaTENEN, NMPU STOM
KBOTbI YCTaHaB/MBAOTCA caeaytowmm obpa3om:

— HWXKHAA rpaHMLLA KBOTbI 3aaaeTtca B 512 Mb;

— BEPXHAA rPaHMLa KBOTbl PACCYMTbIBAETCA CAeayoWwmMm obpa3om: obwmii obbem
AMCKoBOro npocTtpaHctea MY (AllSpace) 3a BblMETOM 0ObEMA AMCKOBOrO MPOCTPAHCTBA
MY, 3aHATOro CO34aHHbIMM YY4ETHbIMM 3anNncamm (Qi).

NMPUMEYAHUE. B cnyyae ecnrm Ha MY HeAoOCTaTOYHO MaMATM ANA BblAe/EeHUS
NO/NIb30BATEN0 KBOTbI, MPEBbIAIOWIEN HUMKHIOW TpaHuLy (MUHUMaNbHbIM pa3mep),
nepemelleHune cnanaepa byaet HeaoCTyNHO (cM. PucyHoK 3).

[na BblYMCNEHMA TPAHUL, KBOTbI MCNOJIb3YIOTCA Chedytolme nepemeHHble:

— AllSpace — 0buwMit 06bEM AMCKOBOrO NPOCTpaHcTBa MY;

— Nusr — KOZIMYECTBO YYETHbIX 3anncen, co3gaHHbIx Ha MY;

— Qi — obbem AMCKOBOro npocTpaHcTBa MY, 3aHATbIN CO34aHHbIMU YYETHbIMM
3aMNUCAMU;

— UsrAvSpace = AllSpace - 2 GB — 2 b Bblaenserca ansa y4yeTHOM 3anmcu
aAMMHNCTPATOPa;

— MinQuota = 512 Mb. Bcnyyae ecqim UsrAvSpace/6 < MinQuota, TO 3adaHue
KBOTbl HEBO3MOHO;

— MaxQuota = UsrAvSpace - sum (Qi) — MaKCMMa/ibHaA KBOTa, KOTOPYIO
MOXHO BblAENNTb CO34aBaeMoM Ha MY y4yeTHOM 3anmmMcK MOb30BaATENA: BCE AOCTYNHOE
MNPOCTPAHCTBO 33 BbIYETOM CYMMbI y¥Ke BblAeNIeHHbIX KBOT.

NMPUMEYAHUE. MaKkcmanbHble KBOTbl YYETHbIX 3aMNMCEN MONb30BaTENA 334at0TCH
aAMUHUCTPATOPOM B  KOHPUIypauMoOHHOM  ¢dalne /etc/security/limits.conf
(MpunoxkeHue ). Takke ANA ynpaBAeHMA annapaTHbIMM  KBOTAaMW U3 PA3/INYHbIX

MOJZ1Ib30BATEJ/IbCKUNX nporpamm NCMONb3YyHOTCA cneayroumne CnCTEMHbIE Bbl30BbI:
setrlimit (), getrlimit(), prlimit() m nice().
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4.7.3. TpuHyaAnTEIbHOE 3aBeplleHne ceaHca Nosib3oBaTe s

[na Toro, 4ytobbl ceaHc nonbsosatens OC ABpopa NPUHYAUTENLHO 3aBepLUasca no
ncre4eHmm YCTaHOBIEHHOIO BpemeHn e€ero HeaKTMBHOCTH, HeO6XO,£I,l/IIV\O npoaenatb
cnemylolme onepaumn:

— €034aTb cepBuC-PaliN /etc/systemd/system/ session-timeout.service
CnefyioLLero CoaepsKMMoro:

[Unit]

Description=Session Logout Service
After=authd.service

[Service]

Type=simple

RuntimeDirectory=session-logout

ExecStart=/bin/sh /usr/libexec/session-timeout/session-timeout.sh
Restart=always

RestartSec=1

[Install]
WantedBy=graphical.target

— CO34aTb AMPEKTOPUIO /usr/libexec/session-timeout/,
— CO34aTb CKpUNT /usr/libexec/session-timeout/session-timeout.sh
CNeAyoWero CoAepKMMOro:
#!/bin/sh
session_ timeout=1200
timestamp file="/run/session-logout/last-input-activity.log"

run_ timestamp updater ()

{

libinput debug-events | awk -v "f=Stimestamp file"
'{t=strftime ("%s"); print(t) > f; close(f); }' &

}

reset timestamp updater ()
{
echo "Resetting timestamp"
kill %1
rm -vf "Stimestamp file"
date '+%s' > "Stimestamp file"
run_timestamp updater

set devlock state()
{
gdbus call --system --dest ru.omp.AuthService \
--object-path "/ru/omp/AuthService/Devlock" \
--method ru.omp.AuthService.Devlock.SetState "S$S1"
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reset timestamp updater

while true; do

read timestamp < "Stimestamp file"

now=S$ (date '+%s')

diff=$(( Snow - Stimestamp ))

echo "timestamp Stimestamp, diff Sdiff"

if [[ $(( $Snow - Stimestamp )) -1t $Ssession timeout ]]; then
sleep 1

elif mountpoint /home; then
#set devlock state 1
source /etc/environment
echo "Stopping user session for $LAST LOGIN UID"
systemctl stop user@$LAST LOGIN UID
source /var/lib/environment/compositor/droid-hal-device.conf
export QT QPA PLATFORM
export EGL PLATFORM
/usr/libexec/unlock-ui S$LIPSTICK OPTIONS
reset timestamp updater
source /etc/environment
systemctl start user@SLAST LOGIN UID

else
reset timestamp updater
sleep 1

fi

done

— MPUCBOUTb MEPEMEHHOW session timeout HY)HOE 3HaYeHWe B CEKyHAaX, KaK
nepuosa, HeaKTMBHOCTM MNONb30BaTeNd, MO WCTEYEeHMM KOTOPOro ero ceaHc Oyaet
NPUHYAUTENbHO 3aBEpPLLUEH, K NPUMEDPY:

session timeout=600 gnma 10 MuHYyT.

— ONA aBTOMaTUHECKOITo CKpUMNTa AO6aBMTb CCbINIKY Ha cepsmc—¢aﬁn B Tapret
graphical.target:

In -sv ../session-timeout.service
/etc/systemd/system/graphical.target.wants/

— nepe3arpysnts MY.
4.8. dunbTpauma ceTeBoro NOTOKa

4.8.1. Obwana nHdopmauma

®dunbTpauma cetesblx notokoB B OC ABpopa OCYyLWECTBAAETCA C MNOMOLbIO
BCTpoeHHOoro B Aapo OC dunbTpa CeTeBbIX MAKETOB netfilter M MOHMTOpPA ObpalleHMi,
KOHTPOIMPYHOLLLErO CETEBOM CTeK IPV4.
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AOMUHUCTPATOP NPU NMOMOLLM YTUANUTLI iptables MOXET 3a4aBaTb MOAYO AAPA
netfilter npasuna (MAM UENOYKKM) OUABLTPALMM B COOTBETCTBMM C aTpubyTammu
OTNpaBuTeNs M NOAyYaTeNsa CEeTeBbIX MAKeTOB, a TaKXKe aTpubyTamm nepesaBaemoi
nHbopmaLmm B IP-3arosloBKax NakeTos.

4.8.2. MexceTeBoe 3KpaHMpPOBaHMe

®dyHKUMM M3 B OC ABpopa peanm3oBaHbl B CAyxbe connman, MCMNOAb3YIOLLEN
MeXaHW3Mbl iptables ANA pa3rpaHNYeHNA CETEBbIX MOTOKOB AAHHbIX.

KOH¢MrypauMﬂ MO YMO/IHaHUIO MOCTAB/AETCA B MNaKeTe connman-configs-core,
cobnpaemom 13 NakeTa omp-common-configurations.

4.8.3. TlyTb K pannam KoHPurypaumm M3

HoBble HACTPOMKM iptables MNOAAEPKMBAKOTCA B connman, Ha4YMHAA C BEpPCUM
1.32+git41. HacTponKM, onNncCaHHble B HACTOALLEM [OKYMEHTE, XPAHATCA B C/leAYHOLLINX
dannax:

— /etc/connman/firewall.conf - [1];

— /etc/connman/firewall.d/*firewall.conf - [2],
roe [1] — ocHoBHaa KoHourypaums, [2] — nanka ¢ ¢annamu, OKaHYMBAOWMMUCA Ha
«firewall.conf» 1 pacnonoxeHHbIMM B a1PaBUTHOM NOPALKE.

4.8.3.1. NMpaBnna KoHPUrypaumm M3

BuHapHbIM nakeT «connman-configs-core» yctaHaBAMBaEeT Npasuaa B CaeayroLmx
dannax:
1) /etc/connman/firewall.conf:
— |Pv4:
® pa3pellaeT yCTaHOBAEHHbIe M CBA3aHHbIe NakeTbl (-m conntrack --ctstate
RELATED, ESTABLISHED);
e paspelwaeT Bce BxoadAlMe nakeTbl Ana loopback-nHtepdeica (TpebyeTtcs
connman A4 pa3peLlieHnsa A0MeHHbIX UMeH);
® N0 ymon4aHuto 610KMpyeT Becb BXOAAWMM TpaduKk (Tabnmua filter
INPUT-Leno4Ka);
— |Pv6:
® pa3pellaeT YyCTAaHOB/IEHHbIE M CBA3aHHbIE NaKeTbl (-m conntrack —-ctstate
RELATED, ESTABLISHED);
e paspelwaeT Bce BxoadAlMe nakeTbl Ana loopback-nHtepdeica (Tpebyetcs
connman A4 pa3pellieHns 4oOMeHHbIX MMeH ans IPve-npoTokona);
® N0 ymon4aHuto 6N0KMpyeT Becb BXoAAlWMK Tpaduk (Tabnmua filter
INPUT-Leno4Ka).
NPUMEYHAHMUE. B OC Aspopa IPv6-noaaepka B iptables He 3aABNEHQ;

2) /etc/connman/firewall.d/10-block-icmp-firewall.conf:

— |Pv4:
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e pa3spewaet BxogAwme ICMP-naKkeTbl, OT/AMYHbIE OT  Ping-NnakeTos
(T.e. 6IOKMPOBATL TONBLKO BXOAALLME PiNg-NAKeTbl);

e paspewaet wucxogdauwme [CMP-nakeTbl, OTAWYHbIE OT 3XO-PiNg-MAKeTOB
(T.e. BNOKNMPOBATb TONBKO UCXOAALLMIA IXO-OTBET);

— |Pv6:

e paspewaet BxogAwme ICMP-naKeTbl, OT/IMYHbIE OT  ping-nNnakeTos
(T.e. BNOKNPOBATb TONbKO BXOAALLNE PING-MAKETbI);

e paspewaet wucxogdauwme [CMP-nakeTbl, OTAWYHbIE OT 3XO-PiNg-MAKETOB
(T.e. 61OKMPOBATL TONBKO UCXOAALLMIA IXO-OTBET);

3) /etc/connman/firewall.d/ll-allow-dccp-non-privileged-ports-
firewall.conf:

— ana IPv4 n IPvée:
e pa3spelwaetT Bxoaawmin DCCP-Tpaduk Ha nopTax 1024:65535;
4) /etc/connman/firewall.d/ll-allow-sctp-non-privileged-ports-
firewall.conf:
— ana |IPvd n IPv6:
e paspewaet Bxoaawmin SCTP-Tpadumk Ha nopTax 1024:65535;

5) /etc/connman/firewall.d/ll-allow-tcp-non-privileged-ports-
firewall.conf:

— ana |IPv4 n IPv6:
e paspewaetT Bxoaawmin TCP-TpadunKk Ha nopTax 1024:65535;
6) /etc/connman/firewall.d/ll-allow-udp-non-privileged-ports-
firewall.conf:
— ana |IPv4 n IPv6:
e pa3spelwaeT Bxoaawmin UDP-Tpaduk Ha nopTtax 1024:65535;
e pa3spelwaeT Bxoaawmn UDP Lite-Tpaduk Ha nopTtax 1024:65535;
7) /etc/connman/firewall.d/l12-allow-ipsec-firewall.conf:
— ana |IPv4 n IPv6:
e paspellaeT Becb Bxoaawmin IPSec Authentication Header (AH)-Tpaduk;
e paspewaeT Becb Bxoaswmin |IPSec Encapsulating Security Payload
(ESP)-Tpaduk;
8) /etc/connman/firewall.d/l2-allow-ipv6-mobility-
firewall.conf:
— TOoNbKO ana |Pv6:
e pa3pellaeT Becb BxogAwmi IPvé Mobility Header (MH)-Tpaduk.



139
AIAMI.10034-02 91 01

4.8.3.2. To4ka goctyna

KoHpurypauma pexkmma «Todyka A0CTyna» peann3oBaHa Kak [A0MNONHUTENbHaA
onuuAa. Mpun BKAKOYEHHOM peXxnme NPUMEHAIOTCA TE e NpaBMaa NO YMOJTYaHUIO, YTO U NpU
npuneme Bcero Tpaduka. bonee ctporne npasBuna GubTpauum TpaduKa MoryT ObiTb
no06aBneHbl C MOMOLLLbIO MeH0 HacTpoeK. C3Tol uenbto B Ganabl KOHPUrypaumm gobasneHa
rpynna [tethering], aHanorMyHaa AMHaMMUYECKMM NpPaBUaaM NS rpynm.

NMPUMEYAHUE. MpaBuna «To4vyka A0CTyna» MPUMEHAIOTCA TOJIbKO ANA PeXmma
nepenayn gaHHbix nocpeacrtsom cetm WLAN. [na USB-pexnma npasmaa no ymoadaHuto
NPUMEHAIOTCA HEe3aBMCMMO OT KOHQUIYpaLMn pexkmma «Toyka AocTyna.

MpaBunaa pexxmnma «Tovka A40CTyna» AO/XKHbI ObiTb LENOCTHbIMM M 3aBEPLLIEHHBIMM.
Mpn HaAMYMM XoTA Bbl 0AHOro Habopa Npasma pexmnma «Tovka A4OCTyna» HUKaKMe NpaBmMIa
NO YyMOAYaHMO He byayT aobasneHbl, T.K. OHWM NepeonpeaenAtT MNo/b30BaTeNbCKUE
NpaBuaa 1 paspeLlatoT BeCb TpaduK.

MoaTomy, Hanpumep, mMoryT ObiTb BKAKOYEHbl CAeaytolive BXxoAAllMe MpaBuaa,
paspewatowme ToNbKO DHCP u DNS /etc/connman/firewall.d/42-tethering-
firewall.conf:

[tethering]

IPv4.INPUT.RULES = -p udp -m udp --dport 53 -j ACCEPT; -p tcp -m tcp -
—-dport 53 -3 ACCEPT; -p udp -m udp --dport 67 -j ACCEPT

IPv6.INPUT.RULES = -p udp -m udp --dport 53 -j ACCEPT; -p tcp -m tcp -
—-dport 53 -3 ACCEPT; -p udp -m udp --dport 67 -j ACCEPT

4.8.3.3. ®annbl KOHPUTrypaumm
4.8.3.3.1. ®opmart panna

Kaxkgas rpynna onpeaensercs ¢ NOMOLLbIO KBaApaTHbIX CKODBOK — [], Hanpumep,
[General]. Kaxablil KN4 perncTpo3aBMCMM M HanmcaH NPOCTbIM TEKCTOM 6e3 Teros, 3a HUM
cnefyeT CUMBOA «PaBHOY» (=). ITO 03HAYAET, YTO BCE KAOYM 10 HaYana CAeayroLen rpynnbl
[] npuHaanexkaT aToM rpynne.

Hanpumep:

IPv4.INPUT.RULES = -p tcp -m tcp -j ACCEPT

KaXabl KAtOY MpPaBMA MOMKET CylLecTBOBaTb B OZIHOM rpymnmne TOAbKO OoAMH pas
(NnpoBepKy ocylecTBnseT aHanmi3aTop ¢annos Katoden glib, obpabaTbiBaeTca TONbKO
MepBbIi KtoY).

Pasgenntens Ana npasua — TOYKa C 3aNAToM (;).

MpaBunaa MoryT HbITb BbIKAHOYEHbI MPWY MOMOLLM CUMBONA «#» B Hayane npasuna.

Hanpumep, BbIKNOUMTL NepBOE NPaBUMAO --dport 23 W NPUMEHUTb MPaBUIO
-—dport 24:

#-p udp -m udp --dport 23 -j ACCEPT; -p udp -m udp --dport 24 -j
ACCEPT
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4.8.3.3.2. Topanok o6bpaboTku

MNepBbIMm 3arpyrkaeTcs dann OCHOBHOM KoHpUrypaumm
(/etc/connman/firewall.conf), AaNee 3arpyatTca oCTasbHble Gainbl KoHOUrypaumm
M3 /etc/connman/firewall.d B aNQaBUTHOM NOPAAKeE.

Mopaaok 0bpaboTkm npasua:

— KN4 13 Gannos 3arpyatotca B afipaBMTHOM NOpPAAKe, NO3TOMY NpaBuaa B
danne, Hanpumep, c npedpurkcom 00, byayT obpaboTaHbl U 40OaBAEHbBI NEPBbLIMM;

— npasuaa u3 dalia OCHOBHOW KOHQUrypaumm pao6aBnsaoTcA B iptables
nocAeaHVMM U CYUTAROTCA OCHOBHbIMMU;

— €eC/in BKJ/IIOYEHbI AMHaAMWNYEeCKME MpaBula, TO OHU ,£I,O6aB/'IFHOTCﬂ B Ha4a/s10 B
iptables.

Hanpumep:
1)  @annbl KoHOUIypaUMmM U NOPALOK MX 0OPabOTKM:
— NepBbi: oCHOBHOW daln firewall.conf — coaepxuT [General] (Obume)

npasuna u yctaHasamsaeT POLICY (MonanTuky);
— BTOpOM: firewall.d/10-firewall.conf —coaepxuT WLAN-npaBumna;
— TpeTuin: firewall.d/20-firewall.conf — cogepxut [General] (Obwme)
npaBmna;
— YyeTBepPTbIN: firewall.d/30-firewall.conf — coaeput [General] (O6wme)
n WLAN-npasuna;
2) MpaBuna M3 npu 3anycke connman:
— nNpuMmeHsaeTca MNoanTMKa U3 NyHKTa OAMH;
— NOPAAOK NpUMeHeHus Mpasun:
e npaBuna n3 nNyHKTa Tpu [General];
® MpaBuaa U3 NyHKTa YeTbipe [General];
® npaBuna n3 NyHKkTa oanH [General];
3) Mpasuna M3 nocne BkatoveHuns WLAN:
— nNpuMeHsaeTca MNoAnTMKa U3 NyHKTa OAMNH;
— NOPAAOK NpUMeHeHus Mpasun:
e npasuaa u3 nyHkKta asa [WLAN];
e npasuaa U3 nNyHkTa YyeTbipe [WLAN];
e npasuna n3 nNyHKTa Tpu [General];
® npaBuaa M3 NyHKTa YeTbipe [General];
e npaBuaa U3 NyHKTa oamnH [General].
[Mpn NCNONBb30BAHMN HECKO/IbKMX Pa3HbIX NPaBU:
— npaBuna n3 pasgena [General] (Obwume). NMocneaHee onpeaeneHne POLICY
(MonnTMKKM) NepesanncbiBaeT Npeablayuime;
— MpaBWaa M3 KaXXA0ro Tmna rpynnbl 406aBAAOTCA K CYLLECTBYHOLLMM MPaBUIaM.
Mpu nobasneHnn nnbo yaaneHnm ¢amnos KOHOUrypaLmm HeobxoaMMO BbINOIHUTL
KOMaHAy:
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systemctl reload connman

— eC/I1 YCTAaHOB/IEH HOBbIM NaKeT, 0CTAaTOYHO BbIMOAHUTbL Nepe3arpysky;
— MnpaBuaa U3 HOBOro daina KoHPUrypaumm Ao6aBNATCA BO BHYTPEHHME CMUCKM
Mo NopAKy, 04HAKO:
® NOpPAAOK B iptableS KOPPEKTMpYyeTCs AMHAMUYECKMMU MpaBuaamm nocne
BOCCTaHOBAEHUs coeanHenma (Hanpumep, WLAN);
® MOpAAOK B iptables Koppektupyetca [General] (O6wwmmn) npaBuaamm
nocne nepesanycka connman: NPUMEHAETCA TONbKO MNPWU HaNWYMM MpPaBM/, KOTopble
NOMKHbI - OblTb  A00aBNeHbl B ONpeAeneHHYKD MNO3MUMIO Ha OCHOBE MOPAAK],
onpeaensemoro MMeHem danna.
Mpu M3MeHeHMM cyllecTByloLLero darna KoHdMrypaumm HeobxoAMMO BbIMOAHUTb
KOMaHAy:

systemctl restart connman

ObHapy)KeHMe Mu3MeHeHMn B dalnax KOoHPurypaumm OyaeT peasn3oBaHO B
CnefyroLnx BepCusx.

4.8.3.3.3. [pynnbl 1 KJO4YN

Ob6wme rpynnel [General]:

— IPv4.INPUT.RULES = #Habop npasun B Tabnuue filter, INPUT-uenoyka ana
npotokona IPv4;

— IPv4.OUTPUT.RULES = #Habop npasun B Tabnunue filter, OUTPUT-uenoyka
Ana npoTtokona IPv4;

— IPv4.FORWARD.RULES = #Habop npasun B Tabauue filter, FORWARD-
Lenovka anAa npoTtoKkona IPv4;

— IPV4.INPUT.POLICY = #[Monntmnka no ymonyaHuto ana tabauvupl filter, INPUT-
uenodka (moxet 6biTb ACCEPT nnm DROP);

— IPv4.OUTPUT.POLICY = #MonutTMka No yMONYaHMIO ANnAa Tabauubl filter,
OUTPUT-ueno4ka (moxeT 6biTb ACCEPT nam DROP);

— IPv4.FORWARD.POLICY = #lonntnka no ymonyaHutio ana Tabnamupl filter,
FORWARD-ueno4yka (moxeT 6biTb ACCEPT nam DROP);

— IPv6.INPUT.RULES = #Habop npasun B Tabnumue filter, INPUT-uenoyka ana
npoTokona IPv6;

— IPv6.OUTPUT.RULES = #Habop npasun B Tabaunue filter, OUTPUT-uenouyKa
ANnAa npoTokona IPv6;

— IPv6.FORWARD.RULES = #Habop npasun B Tabauue filter, FORWARD-
Lenoyka AnAa npotokosa IPve;

— IPv6.INPUT.POLICY = #[MonnTmKa No ymonyaHuio ans tabnuubl filter, INPUT-
Leno4yka ans npoTtokona IPve (mosxkeTt 6biTe ACCEPT nan DROP);
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— IPv6.OUTPUT.POLICY = #[MonuTMka No yMONYaHMtO AnAa Tabauubl filter,
OUTPUT-ueno4yka ans npoTtokona IPve (moxkeTt 6biTe ACCEPT nan DROP);
— IPv6.FORWARD.POLICY = #[onntnka no ymonyaHutio ana Tabnmupl filter,
FORWARD-uLeno4Kka ana npotokona IPv6 (moxeT 6b6iTb ACCEPT nam DROP).
[lMHammyeckune rpynnbl MO TMNam YCTPOMCTB:
— rpynna akTMBMPYEeTCA NPM BbI30Be CNY*KObl connman AaHHbIM TUNOM YCTPOMUCTBA
(Hanpumep, WLAN-noakntoueHne);
— KaXabl TMN Npasuna byaeT coaepkatb B cebe nHTepdeic cepsunca (Hanpmmep,
ana INPUT-npasun byaeT ycTaHOB/IEH NapaMeTp —-i <interface>);
— rpynna MOMEeT codepXKaTb CAeAytlollmne KUK (TakMe Ke, Kak B pasaene
«Obwme» [Generall:
e [Pv4.INPUT.RULES =;
e |Pv4.OUTPUT.RULES =;
e |Pv4.FORWARD.RULES =;
e |PV6.INPUT.RULES =;
e |Pv6.OUTPUT.RULES =;
e |Pv6.FORWARD.RULES =;
— npeponpeaeneHHble rpynnbl:
e [unknown] — He Mcnonb3yeTca UAKM He NOAAEPHKMBAETCA, HO ABNAETCA YaCTbiO
BHyTpeHHMXTMHOByCTpOﬁCTBconnman;
e [system];
ethernet];

e [tethering] — HacTpoWnKn, NpuMmeHaemMble ANA pexxnuma « ToYka AOCTyna».
MPUMEYAHWE. Mpu Hannumm npobaem ¢ pekmmom «Tovka A0oCTyna» Heobxoanmo

nobasuTh cneaytouwme cTpokn B rpynny Obwwme [General]: Hanpumep, 95-tether-
override-firewall.conf:

[General]
IPv4.INPUT.RULES = -i tether -j ACCEPT
IPv6.INPUT.RULES = -i tether -j ACCEPT

4.8.3.3.4. ®opmart npasun

BbinonHatoTca cnepyrouime npaBmna iptables-popmaTa
(https://www.frozentux.net/iptables-tutorial/iptables-tutorial.html):
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— OnuMKM NPOBEPAITCA A4 KaXKA0ro NPoToKoaa U/Mam Tuna COOTBETCTBUS;

— 3Ha4yeHMA onuuit NPOBEPAOTCA Ha BENUYMHY WU TUN 3HAYEHMUS,

— eC/M NPaBMIO HEe CYLEeCTBYeT B iptables, OHO UTHOPUPYETCA aHAM3aTOPOM
npasun;

— OTPULAHMA NOAJEPIKMBAIOTCA KaK B iptables.

MockonbKy B nepson Bepcun MD nNoadep)KMBAOTCA He BCE BO3MOMKHOCTU
nepekntoyaTenen (switches) ANA iptables, NepekAOYaTENM, KOTOPble connman He
MOXeT 106aBUTb, UTHOPUPYIOTCA iptables:

— moamduKaTopbl Lenoyek: -a, -D, -X, -F, -I, -P, -E, -R, -Z
(M X ANIMHHbIE SKBUBAMIEHTbI):

® HOBble WAM CYLWECTBYIOWME LEMNOYKM HE M3MEHATCA npasunamu. Bce
npasmna M3 NOAUYMHAOTCA NOTMKE connman, B KOTOPOM NoAobOHble moanduKaTopbl He
npeaycMoTpPEHbI;

® B C/ly4ae BO3HMKHOBEHMA HEODXOAMMOCTM Takme MoANPUKATOPbLI MOTyT BbIThb
nobaBneHbl B AanbHENLEM;

— YyKas3aTesn mecTa HasHaveHuAa ana DNAT: --to-destination, --from-
destination;
— nepekntovateny G¢parmeHTMpoBaHua: -£, --fragment;

— nepekat4daTens Bepcuun IP-npotokona: --ipv4d, -4, --ipv6, -6;

— MepeKkNtYaTenu CooTBEeTCTBMA (—-m), KOTOPblE HE NOAAEPHKMBAIOTCA:

e |Pv4: -m comment, -m state, -m iprange, -m recent, -m owner, -
m sctp, -m dccp, -m hashlimit, -m icmpv6/ipvé6-icmp;

e |[Pv6: -m comment, -m state, -m iprange, -m recent, -m owner, -
m ttl, -m sctp, -m dccp, -m mh, -m hashlimit, -m frag, -m icmp,

® BbilleyKa3aHHble MnepeKkatoYaTenn BbI3biBaM CcbOOM B iptables  WUAM
HenpaBW/bHO onpeaenanu sepcuto IP-npoTokona.

Llenn M3 (-§ TARGET) COOTBETCTBYIOT LUENsM iptables No ymondaHuto: ACCEPT,
DROP, REJECT, LOG n QUEUE.

MpoTokonbl M3 (-p protocol) aHaNOrMM4YHbI MPOTOKO/IAM iptables: tcp, udp,
udplite, icmp, icmpv6, ipvé6-icmp, esp, ah, sctp, mh (ToNbko Ans IPv6) wn
crneuyanbHOMY KAKOYEeBOMY CI0BY all.

Kaxaoe npasBmno:

— NO/IKHO UMETb MUHUMYM OAHY Uenb (-j/--jump TARGET or -g/--goto
TARGET);

— MOXET MMeTb OT HyAA A0 OA4HOr0 COOTBETCTBMA MO NPOTOKOAY (-p/--protocol
protocol);

— ana SCTP-, DCCP- 1 MH-NpOTOKO/I0B MexaHWU3M COOTBETCTBMA MPOTOKO/Ia He
MOXET OblTb MCMONb30BAH, HANPUMED:

-p sctp -m sctp --dport 22 -j DROP (He Oynetr paboTaThb, HO)
-p sctp --dport 22 -J DROP (6ymeTr padoTaThb)




144
ANMI.10034-02 91 01
— MOMET UMEeTb OT HYAA [0 ABYX YKasaTenelh cootBeTcTemA (-m/--match match).

Hanpumep, 4tobbl paspewntb aAna telnet oaHy NOMbITKY COEAMHEHWA B CEKyHAY,
HeobX0AMMO YCTaHOBUTb:

-p udp -m udp --dport 23 -m limit --limit 1/second --limit-burst 1 -j
ACCEPT

— MOXEeT UMETb:
® OT HyAs A0 ABYX Nepek/todyaTenen nopTos ¢ onumen obbiyHoro nopta (oAHO
N TO XKe HalpaBaeHNne He MOXKET NCMOJ1Ib30BATbCA ,EI,BB)K,EI,bI). C MO,EI,VICI)VIKaTOpON\ MNPOTOKO/14
bqn<protocol>):——destination—port, -—-dport, --source-port, --sport;
® OT HyNA A0 OAHOro nepekaryaTena MopToB C MyAbTMNOPTOM. BmecTe ¢
YKa3aTe/lemM COOTBETCTBMA -m multiport BO3MOXHO MCNONb30BaTb: —-destination-
ports, --dports, -—source-ports, —--sports, —--port, —--ports W NepeKkaoyaTenu,

— MOXEeT MMeTb OT Hy/1A A0 ABYX YKa3aTenen mecTa HasHadeHuAa (0QHO U TO Ke
HanpaBleHWE He MOXEeT WCMo/Ab30BaTbCA ABaXKAbl). --source, --src, -s, -—-
destination, --dst, -d,

— Kaxgoe npaBuno paszgena [General] moxeT MmeTb OT Hyas A0 ABYX
rlepeKmoaneﬂePl MHTep(IDEVICH (O,EI,HO N TO XKe HaNpaB/iEHNE HE MOXET MNCMNO/b30BATbLCA
NBaXAbl). -—in-interface, -i, --out-interface, -o.[lepekntoyatenm nHtepdeiica
MTHOPUPYIOTCA B ANHAMUYECKMX NpaBuaax, NpeaHasHayeHHbIX A8 TUNOB YCAYT (service
types).

4.8.3.3.5. YcTpaHeHune Henonagok

Mpn pabote ¢ MMM B cayd4ae BO3HMKHOBEHMA npobaembl cetn/iptables (M2I)
HeobX0AMMO BbIMONHUTL C/ieaytoLLne AeNCTBUA:

1) HactpouTb 6a30Bbll  MOHUTOPUHI pPaboTbl iptables  ANA  CAeAyHOLWMX
NPOTOKONOB:

— |Pv4:

watch -n 1 iptables -t filter -L -v -n

— |Pvb:

watch -n 1 ipé6tables -t filter -L -v -n

2) nAa BbIxo4a M3 NPOrpamMMbl HaXKaTb codeTaHme Knasuu «Ctri» n «Cy»;

3) MpoBepuUTb BbIBOA M KOAMYECTBO cOpollieHHbIx naketoB B INPUT-uenoyke
(nonnTtnka DROP);

4) 3anyctntb MI 1 NpoBepUTb, KaKMe CHETYMKM YBENNYMBALOT CBOE 3HAYEHME.

NMPUMEYAHUE. Ecnm ceTeBble nakeTbl cbpacbiBatoTcA, cyetymk DROP byaer
yBEAMYMBATb CBOe 3HayeHue. CYeTYMKM MNaKeToB ANA Kaxaoro npasuna byayt
YBE/IMYMBATLCA, €CIN NaKeTbl COOTBETCTBYIOT 3TOMY MPaBUAY;

5)Ecnm npobnema B pabote MI1 BO3HMKNAA WM3-3a cHpacbiBaHMA MAKETOB,
HeobxoAMMO BbIMONHUTL Caeaytolwme AeNCTBUSA:
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— ON8  BPEMEHHOro pelweHua (aencTsyeT A0 nepesarpy3kM  CUCTEMbI),

pa3pelatoLero Becb TpadumK Mo YMONYAHUIO CAeAyOLMX MPOTOKOI0B:
e 114 IPv4 BbINONHUTE KOMaHAY:

iptables -t filter -P INPUT ACCEPT

e N4 |IPv6 BbINO/NIHUTL KOMAHAY:

ipé6tables -t filter -P INPUT ACCEPT

— AnA peleHns Ha NOCTOAHHOM ocHoBe co34aTb damn
/etc/connman/firewall.d/99-accept-all-firewall.conf, [A00aBUTb B HEro
cnepytolime CTPOKK:

[General]
IPv4.INPUT.POLICY
IPv6.INPUT.POLICY

ACCEPT
ACCEPT

— nnepesanyctuts MIl:

systemctl restart connman

Ecnuv cuctema He 3arpyskaeTcs, HeE0bX0AMMO NEPENTU B PEXKMM BOCCTAHOBNEHMSA U
3anucaTh B Gaii onumK, yKasaHHble Ha ware 4, A5 pelweHns Ha NoCTOAHHOM OCHOBE.

4.9. KOHTPONb LUEeNI0CTHOCTH

Moacuctema KU, OC ABpopa CAYXWUT ONA MNPOBEPKM HEU3IMEHHOCTU cpelpl
BbIMO/IHEHMA, OMOBELLEHMA NOJSb30BaTeNA 00 M3MEHEHUM KPUTMYECKM  BarKHbIX
KOMMOHEHTOB, a TaKXe 3anpeLlaeT 3arpy3Ky 1 Cnoib30BaHWe CUCTEMbI MPU HAapYLUEHWK ee
LLe/1I0CTHOCTW.

B OCABpopa KLU, peannsoBaH C MNOMOLULbIO MPOrPamMMHOrO KOMMOHEHTA
integrityd, KOTOpbIA NpeacTaBndeTr cobor AeMOH ANs ynpaBAeHMA U MNPOBEPKM
LEeNOCTHOCTU AaHHbIX. B oTAnume oT Apyrnx MHCTPYMEHTOB integrityd wcnonb3yet Il
(IMA 1 secureboot) Kak UICTOYHUK A0BEPUA.

NMPUMEYAHUE. Kaxkapin yctaHaBamBaembit B8 OC ABpopa nakeT 1O A01KeH MMeTb
LMGPOBYHO MOAMUCH.

Integrityd OTBeYaeT 3a ynpasjieHne M BepuOUKaLMIO UENOCTHOCTN OOBEKTOB,
nNpu aTom nNoa, obbekTammn NoHUMatoTCs 0bbluHble pannbl, ELF-dalnbl 1 pasaensl. OObeKTI
MOTyT 06beAMHATLCA B rPYNMbl, TaKXKe MOXET bbITb YCTAHOBAEHA MepapXMa rpynn.

ABTOMaTMyeckn, 6e3 HeobxoAMMOCTM CheumanbHblX OENCTBMA CO  CTOPOHbI
aamuHucTpaTtopa, OC ABpopa OTC/IeXMBAET caeaytollee:

— LLe/IOCTHOCTb YCTaHaBAMBaeMbIx Naketos 10 dopmaTa . rpm;

— LLe/IOCTHOCTb 3arpy*KaemMblX BHELWHMX MOAYNEN YPOBHA AAPA;

— LEeNOCTHOCTb BCEX MCMOHAEMbIX GaliI0B NPU NOMbITKE MX 3aMyCKa;
LeNOCTHOCTb Pa3aenos.
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BHUMAHUE! T[epen BbinonHeHnem KL Tpebyetrca obpaTnuTb BHMMAHME Ha
cneaytoulee:

— MpPOBEpPKa UENOCTHOCTU YKa3aHHbIX $aiaoB MO YMOAYAHUIO MPOM3BOAMTCA
Kaxkablh pa3 npu 3arpyske OC ABpopa, a Takxe B 00:00 yacoB 0AMH pa3 B CYyTKM;

— Bpema 3arpyskm OC ABpopa yBeNMYMBAETCA MNPOMNOPUMOHANIBHO KONNYECTBY
dannos, Tpebyembix A4 NPOBEPKM LLENOCTHOCTK, T.e. yem Donblue CNUCOK GpannoB Ha
NpoBepKy, TeM 60NblUe BPEMEHM 3aHMMAET NPOBEPKA LEeN0CTHOCTH;

— NPW NPOBEPKE LLENOCTHOCTM BbINOAHAKTCA MaTemMaTMYecKMe onepauum, 4Tto
NPUBOANT K MOBbIWEHMIO MCMOAb30BaHMA PECYpPCOB MNpOLLeccopa, CaefoBaTenbHO, K
YBENMYEHMIO Pacxoa 3apaaa akkymynatopa MY.

[MpoBepKa LENOCTHOCTM KOHKPeTHoro ¢arna MmoxKeT ObiTb OCyllecTBAeHa
cneaytoumm obpasom:

integrityd -verify wmmsa danna

B cnyyae HeobxoammocTu BbiNoNHUTL KL npowussonbHoro ¢anna, ELF-dpainna,
pa3aenos WMaW rpynnbl pa3aenos cneayeT MCNONb30BaTb YTUAUTY integrityd, AOCTYNHYHO
B Ml «Terminal», koTopaa npumeHaeT 31 Kak UICTOYHUK A0OBEPUA.

NPUMEYAHUE. UHbopmauma o 3anycke/3asepweHun npoueaypbl KU un ee
pe3y/nbTaTax 3aMMCbIBAETCA B CUCTEMHbIN KypHaa, NPOCMOTP KOTOPOro OCYLLECTBAAETCA C
nomoubro MIT «KypHan».

B cnyyae ycnewHom npoBepKkn OyaeT BbiBEAEHO AMArHOCTMYECKOe coobllieHme
BMAaA:

verify mma ¢amna: success
total verification: success

B C/ly4ae HeyCneLwHon:

verify mma ¢amna: failed

NMPUMEYAHUE. B pesynbrate noOAy4yeHMA  OT cCepBMCA  integrityd
OTPMUATENbHOrO CTaTyCa MNPOBEPKM LENOCTHOCTM, KOTOPbIA CBUAETENbCTBYET O
HapyLeHnn uenoctHocth, aoctyn Kk OC ABpopa B10oKMpyeTca KOMNOHEHTOM securityd.
B aTom cnyyae Heobxoaumo nepeaatb MY aaAMUMHUCTPATOPY ANA NOBTOPHOM YCTAaHOBKM
OC Aspopa.

4.10. ononHuTenbHble MexaHM3Mbl 6e3o0nacHOCTU

KOHTpO/b LENOCTHOCTM COBMECTHO C M30AAUMEN aApeCHOro MNpOCTPaHCTBA M
nposepkon noanuck RPM-naketoB M OuHapHbiXx 0b6bekToB no3sonaer OC ABpopa
pPeann30BbIBaTb MEXaHM3Mbl 3aMKHYTOM MPOrpammHoON cpeabl. MexaHM3Mbl 3aMKHYTOM
nporpammuomn cpedbl B OC ABpopa AOCTYMHbI MO YMOIYaHWIO M MO3BONAOT:

— BbINONHATbL NpUKAaaHble npoueccbl OC n301nMpoBaHo, 63 BO3MOXKHOCTU BAMATH
Ha Apyrve NpoLecchl;

— M301MPOBATb AaHHblE MPUIOKEHWI APYT OT APYra;
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— BbIABNATb GaKTbl HECAHKLUMOHUPOBAHHON MOANDUKALMN MCMONHAEMbIX U UHbIX
dannos;

— OrpaHMYMBaTb BO3MOXHOCTM MPUKAAAHbLIX MPOLLECCOB MO OTHOWEHUI K
obbekTam OC rpaHULAMM «KNECOYHULBIY;

— YCTaHaBAMBaATb TO/IbKO MPUAOKEHNA C BaIMAHOM NOAMNMUCHIO;

— WUCKAOYaTb BbINOJHEHWE HEMOAMUCAHHbLIX WMAW MNOAMNMCAHHbLIX HeBaAMAHOM
noAnucblo BMHAPHbLIX GannoBs.

KOHTpOoAb LenocTHocTM 3arpy3dnkos u obpasos OC nossonder OC ABpopa
peann3oBaTb He30MNaCHY0 (A0BEPEHHYIO) 3arpy3Ky YCTPOMCTBA M UCKIOYATb TaKMe yrpo3bl
Kak noameHa OC, nepenpowyBKa W 3arpy3ka C BHELWHMX YCTPOMCTB. KoHTpo/b
LEenoCTHOCTM Da3mpyeTca Ha NpoBepke noanmuck oHpPa3oB 3arpy3yMKoB M MO3BOASAET
chopMMpPOBaATL LEMOYKY [0BEPUA, KOPEHb KOTOPOM HaAxoAMUTCA B annapaTHOM 4acTu
YCTPOMCTBA M HE MOXKET OblTb CKOMMNPOMETMPOBAH.

AOMUHUCTPATOP MOXET HANOXUTb AOMNO/HUTENIbHbIE OrpPaHMYEHMA B 4acTu
3aMKHYTOM MpPOrpammMHOM cpeabl, pa3pewmns ycTaHOBKY MI TONbKO M3 O0BEPEHHbIX
MCTOYHMKOB. ONMCcaHMe HAaCTPOMKM AOBEPEHHbLIX UCTOYHWUKOB NpneeaeHo B n. 4.4.1.3.
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5. PEKOMEHZOAUWU MO YCTPAHEHUIO BO3MOMXHbIX OLLNBOK

[encrena

(Tabnunua 17).

No yCTpaHeHuto

BO3MOMHbIX OLIMOOK npuBeadeHbl B Tabauue

obHOB/IEHUSA, T.K. HE
paboTaeT KHOMKa
«3arpysunTb»

Tabnuua 17
No Ownbka MpnynHa/pekoMeHaaLMM MO YCTPAHEHUIO
1 |HeBO3MOXHO Ona nonyyenma obHosneHmns OC ABpopa TpebyeTca AocTyn K
BbINO/IHUTb onpeaeneHHbIM pecypcam npeanpuaTna-paspaboTymKa.

TakoM AocTyn NpeaocTaBAsETCA KAMeHTam, 0GOpPMMBLLNM
TEXHUYECKYIO MNOAAEPKKY, BKAOUAIOLLYIO yCayry OBHOBNEHMA
OC.

Bonee noapobHas MHPOpPMaALMA AOCTYMHA MO 31EKTPOHHOM
noyTe support@omp.ru

TpebyeTca Naposb

2 |He nony4vaetca [Mpn BO3HMKHOBEHWUM OLLIMOKM Npu ycTaHoBKe MI, onucaHme
yCTaHoBUTb MT1 KoTopor npmueeaeHo B nn. 2.3.2.1, Heobxoammo 0bpaTnTbCA K

pa3paboTtumky M1 gna ero obHoBNEHMA.
BHUMAHME! 3arpy3ka B CKNOUYMTENBHbIX CyYasX,
Hanpumep, B Cay4ae NPUMEHEHNA B MUIOTHbIX MPOEKTaX,
[0MYyCKaeTCA AeaKTuBaLmMA NepekatodaTend « BKAunTb
Ba/IMAaLM0 NakeTos» (cM. PucyHok 106)

3 |Ownbka ceptndmnKkaTta |OAnH N3 AOBEPEHHbLIX CEPTUPMKATOB, BXOAALLMX B TPETbE
nokonenume OC, ycTtapen, B pe3yabtaTe Yyero Obina yTpayeHa
[0BEPEHHOCTb PECYPCOB, NOAMMUCAHHBIX TAKUMM
cepTUPMKaTamm

4 | MNpn nonyvyeHnmn Mpobnemsbi ¢ ceTeBbiM goctynom MY Kk MMO. Ecam npu
0OHOBNEHUI C cKauymBaHum MI1 nponcxoauT ceTeBOM Pas3pbiB, TO
MNro «Aspopa UeHTp» |nocneaytouime Ml CTaHOBATCA B o4epeab M UX YCTaHOBKA He
oTobparkaeTca nponcxoanT
yBeaomneHune
«Appmanager is busy»

5 |OTobparkaeTcs YcTaHOBAEHHbINM Ha MY mdm-KAneHT (Hanpumep, KAUeHT
yBeJom/ieHne MMNO) 3anpelaet 06HOBNEHNS Yepe3 HTepdenc MY
«YnpasneHue
obHoBneHnem OC
3anpeuweHo»

6 |MY 3abnokmpoBaHo, |Heobxoammo obpatmntbeca K aammuHmucTpaTopy MY nmbo

onepatopy MMO ana cbpoca napona MY, NOAKNOYEHHOTO K
cetn NHTepHer.
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Ne Owmnbka MprYMHa/pekoMeHaaLMN NO YCTPAHEHUIO
[Ona cbpoca napona agMmHmUcTpatopa MY npm oTcyTCTBMM
noakatodenHma K MMNO Heobxoanmo obpatnTbca B CepBUCHbIN
LleHTp Ana noBTopHOM ycTaHoBKK OC ABpopa

7/ |lpwn yctaHosBke RPM HecosmectumocTb katoyern B OC n KatoYven, KOTOpbIMM

Ha MY BO3HUKaeT
owmnbKa

noanuncaHo M.
Heobxoammo nepenoanucatb Ml anbo ncnonsvsosatb OC c
K/JIl0O4aMm, cooTBeTCTBYOWMMKN MI]

8 |lMonb3oBaTenb 3abbin |Heobxoammo 0b6paTUTbCA K aAMUHUCTPATOPY ANA cbpoca
naponb MY naponsa MY

9 |AamunHucTpaTtop 3abbin Heobxoammo obpatutbea k onepatopy MNMO ana cbpoca
naposab MY napona MY, nogKNtO4eHHOTo K ceTn NIHTepHeT.

Ona cbpoca napons agmmHucTpatopa MY npu oTCyTCTBMMA
noakntoveHms K MNMO Heobxoammo obpatuTbea B CEepBUCHbIN
LleHTp ana noBTopHOM ycTaHoBKK OC ABpopa

10 | Nocne 3arpysku YbeamsLumce, 4yto MY nmeet AocTyn K ceTn MHTepHeT 1 3apas,
obHoBneHnn Ml Ha  |akkymynaTopa MY cocTtaBnseT He meHee 50%, He0bxo0AMMO
MY oHO He OCYLECTBUTb NPUHYAUTENbHOE 0OHOBAEHME, BbINOTHUB
0H6HOBMNOCH cneayrouime AencTBusA:

— OTKPbITb DKPaH NPUNOKEHU, NpoBeas No JomaluHemy
3KpaHy CHWU3Yy BBEPX;

— NepenTmn B MyHKT MEHIO CUCTEMHbIX HAaCTPOeK
«O6HoBNeHna OC ABpopa», Nocae Yero BblopaTb NyHKT
«MpoBepunTb HaM4YMe 0bHOBAEHMINY.

Ecav nocne BbINONHEHUA onNUcaHHbIX aenctemin MM He 6bino
yCTaHOBNeHO NMbo 0OHOBNEHO, HEODXOAMMO NPOBECTH
aHaNM3 CUCTeMHbIX cooblieHnin (cm. noapasaen 4.1)

11 |HeBO3MOXHO [aHHan PyHKUMA OTKIOYEHA C MOMOLLBIO MOAUTUKM
cobpocntb MY K 6e30nacHOCTH, HEOHXOAMMO OTKAOUYUTL AAHHYIO MOIUTUKY B
3aBO/ICKMM MeHto besonacHocTu (cm. noapasaen 4.3)

HaCTpPOMKam
12 |HepocTynHbl [aHHan PyHKUMA OTKAOYEHA C MOMOLLIO NOAUTUKM

HACTPOWKM AaTbl U
BPEMEHM

6e30nacHOCTN, HEOHXOAMMO OTKAUYUTL AAHHYHO MOJANTUKY B
MeHto 6e3sonacHocTn (cm. noapasaen 4.3)
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NEPEYEHb TEPMWHOB U COKPALLIEHUI

B HacToAlWEeM [AOKYMEHTEe MPUHATbI Ccaeaylolwye TepMWHbl UM COKpalleHus
(Tabnunua 18).

Tabnuua 18
COZZZ&Z‘:{/MG Pacwndposka
2DA [ByxdaKTopHaa ayTeHTUPUKaLMA
AOMUHNCTPATOP Monb3oBaTenb, 061aatoWMii NpaBamm Ha BbINOAHEHWE
onepauyi, CBA3aHHbIX C aAMMUHNUCTPUPOBAHNEM CUCTEMDbI
b4 basa AaHHbIX

Bepcua OC ABpopa |1)KopnopaTuBHana Bepcua - ucnonHeHmne OC Aspopa,
npeaHa3Ha4YeHHoe A41A OpraHM3aLmMm oBepPeHHbIX MOBUAbHbIX
pPabounmx MecT, Ha KOTOPbIX He NPoMcxoanT 0H6paboTKa
MHGOPMaLMK, NOANENKALLEN 3aLLNTE B COOTBETCTBUM C
3aKOHOAATENLCTBOM P®;

2)CepTndnumpoBaHHas Bepcus - ncnonHeHune OC ABpopa,
npoleallee cepTMOUKALMOHHbBIE UCMbITAHWUA B CUCTEME
cepTUPUKaLMM HOPMATUBHbBIX perynatopos PO (PCTIK Poccuu,
®CB Poccun), umetolee COOTBETCTBYHOLLMIA KOMMIEKT
NPOrpamMMHbIX JOKYMEHTOB M FOTOBbIE K CEPUNHOMY
npon3BoACTBY. [peaHa3HavYeHbl N4 OpraHu3aLMm A0BEPEHHbIX
MODOUNBbHbBIX Pabounx MecT, Ha KOTOPbIX NPOMCXOANT 0O6pPaboTKa
MHbOPMaLMK, NOANENKALLEN 3aLUMTE B COOTBETCTBUM C
3aKoHodaTenbcTBOM P®. MoryT ncnonb3osatbea B [MC, Ha
obbekTax KM 1 B nHbIX peryampyembix NC

3MC 3aMKHYTaA nporpammHas cpea

NAD NaeHTndumKkauma n ayTeHTndmKauma

nc MHbopmaLmMOHHas cuctema

NPOBO NHTepdenc PyHKUMOHANbHBIX BO3MOKHOCTEN BE30NACHOCTH

KBoTa Ob6bem AMCKOBOro NPOCTPAHCTBA, BblAEAEMOro
aAMMHNCTPATOPOM A4 3aNMCKU AAHHbIX YY4ETHbIX 3anmncen
no/sb30oBaTenemn

KL, KOHTPO/b LEe/IOCTHOCTH

MB/, Poccun MWHUCTEPCTBO BHYTPEHHMX Aen Poccninckom Geaepaumm

MIT MobunbHoe npuaoxeHmne

MYy MobunbHoe yCcTpoMCTBO

M3 MexceTeBoe 3KpaHMpPOBaHMe

0oC OnepaunoHHasa cucTema
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Tepmuk/ Pacwudposka
CokpaleHue

2DA [ByxdaKTopHaa ayTeHTUPUKaLMA

[NepekntoyaTtenb SnemeHT nHTepdeinca OC ABpopa, NpeacTaBaaoLmit coboi
CBETALLYHCA TOYKY, PACNONOKEHHYIO B NOSE, N NO3BONAOLWLMIA
BbIOpPaTbh 0OAHO M3 COCTOAHMM, Yalle BCEro BKAOYEHNE NN
BblKAtOUeHMe. [Tpy aKTUBaLMM NepeKkatodaTeNnd To4Ka HauMHaeT
CBETUTbCA ApPYe, YHEM B HEAKTUBHOM COCTOAHWNM

MNonb3oBaTtesib JInuo, ncnonbaytollee CUCTEMy 414 BbINONHEHMA 3a/10XKEHHbIX B
Hen QyHKLNM

MNpeanpuaTtune- Ob6uLecTBo C OrpaHMYEHHON OTBETCTBEHHOCTbIO « OTKPbLITaA

pa3paboTunk MobunbHas naatpopma» (OO0 «OTKpbITad MobunbHasa
nnaThopma)

no MporpammHoe obecneyeHne

rnro MpuknagHoe nporpammHoe obecnevyeHune «Aspopa LleHTp»

MNP [NMpaBunna pasrpaHMyeHma 4oCcTyna

CmapT-KapTa

YcTponcTBO, NpeaHa3HavYeHHoe Ans 6e30nacHoro u
3awmuteHHoro PIN-KOAOM XpaHEeHMA CEKPETHbLIX M 3aKPbITbIX
KpUnTorpapuyeckmx Kaoden, cepTudrKaToB OTKPLITbIX KAOYEN U
APYIUX ayTEHTUOUKALMOHHbBIX AaHHbIX. CMapT-KapTbl
obecneynBatoT MHPOPMaALIMOHHYHO He30MaCHOCTb NOb30BaTeN],
TaK¥e MCnonb3yeTca ANa ABYXPAKTOPHOM ayTEHTUDMKALUMN ero
Bnagenbua. ObbIYHO NCMNONb3YHOTCA COBMECTHO CO CYMTbIBATENEM
CMapT-KapT

cyanc CepBUC ynpaBAeHns 40CTYNOM K MHPOPMALIMOHHbBIM CUCTEMAM
MB/L, Poccuum

Cynepnonb3oBaTtens |[onb3osatens, 06i1aaatowmii npaBamm Ha BbiNoHEHME BCex be3
MCKAtOYEHMA onepauuii B cucteme (B cMCTeEME MMEET N0TUH
«root»)

ToKeH AyTEHTUPMKALMOHHbIE AaHHblE, KOTOPbIE BblAAKOTCA
NOb30BaTENHO MOC/AE YCNELWHOM aBTOPM3aLLMM M ABNIAKOTCA
KAKOYOM A1A AO0CTyNa K cny»bam

Yl YA0CTOBEPAOLWMM LLEHTP

®BO DYHKLMOHANbHbIE BO3MOXHOCTN H&30MaCHOCTH

®C dannoBasa cuctema

J2BM DNEKTPOHHO-BbIYMCAUTENNbHAA MALLMHA

Sl DNEeKTPOHHAaA NoAnuncb

ACL Access Control List — cnncok KoHTpoAns AocTyna
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Tepmuk/ Pacwudposka
CokpaleHue

2DA [ByxdaKTopHaa ayTeHTUPUKaLMA

Bluetooth® CraHaapT becnpoBoaHOM CBA3K, 0becneymBatoLLmMin 0bMeH
NAHHbIMM MeXay YCTPOMCTBAaMM Ha OCHOBE Y/1bTPAaKOPOTKMX
PaaNOBONH

CSD Tool [narHoctnyeckasa nporpamma, BCcTpoeHHasa 8 OC ABpopa

DAC Discretionary Access Control — AMCKpeumoHHOe pasrpaHnyeHmne
npaB AOCTyna

eMMC Embedded Multimedia Memory Card — BcTpoeHHas
MYAbTUMEAMNHAA KapTa NamaTK

GID Group IDentifier — naeHTMdMKaTOP rpynnbl

GSM Global System for Mobile Communications — rnobanbHbii
CTaHAAPT UMPPOBOM MODBUILHON COTOBOM CBA3M C Pa3aeneHUemM
KaHanos no spemeHun (TDMA) n yactote (FDMA)

GUI Graphical User Interface - pa3HOBWAHOCTb N0O/1b30BATENBCKOTO
MHTepdenca, B KOTOPOM 3/1EMEHTbI MHTepderica (MeH, KHOMKK,
3HAYKM, CMUCKM), NpeaCcTaBAeHHble N0/b30BATENO Ha AUCNNee,
MCNONHEHbI B BUAE rpaduUecKknx n3obpakeHunm

HPET High Precision Event Timer - Taimep cobbITMIA BbICOKOM TOYHOCTM

ICCID Integrated Circuit Card Identifier — BCTpOEHHbIN MAeHTUOUKATOP
SIM-KapTbl

ICMP Internet Control Message Protocol — npoTokon mexceTeBblIx
yNpaBAAoLLMX COOOLLEHNI

IMA Integrity Measurement Architecture — mexaHn3m NpPoOBEpPKM
noanucu buHapHbIX Gannos

JSON JavaScript Object Notation — TekcToBbI popmaT obmeHa
NaHHbIMM, OCHOBaAHHbIM Ha JavaScript

MD5 Message Digest 5 — 128-6UTHbI aArTOPUTM XeLNPOBAHNS

MTP Media Transfer Protocol — ocHoBaHHbIN Ha PTP annapaTHoO-
He3aBMCUMbIN MPOTOKOA, pa3paboTaHHbIM KomnaHunen Microsoft
ANA NOAKNOYEHMA LMPPOBBIX N1IEEPOB K KOMMbKOTEPY

NFC Near field communication - TexHonorns 6ecnpoBoAHON Nepesadn
NaHHbIX MaNoro paauyca AenCTBMA, KOTOPas AaeT BO3MOXKHOCTb
obmeHa AaHHbIMW MEXAY YCTPOMCTBAMM, HAXOAALMMMCA Ha
PaccToAHMM o0Kkono 10 caHTUMeTPOB

PID Process |IDentifier — naeHTMdMKaTOp Npouecca
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TepmuH/
CokpaleHue

Pacwunéposka

20A

[ByxdaKTopHaa ayTeHTUPUKaLMA

PIN-kon

Personal Identification Number - nepcoHanbHbI KOA, COCTOALLMIA
n3 4 undp, NpeaHasHa4YeHHbIN ANA NoayYeHmns aoctyna K SIM-
KapTe 1 NpeaoTBPaLlaloWLni ee HeCaHKLUMOHUPOBAHHOE
MCNONb30BaHME

PUK-koz,

Personal Unlock Key - nononHuUTeNbHbIN KOA, COCTOALLMN N3 8
LMdp M NPUMEHSAEMbIN Ans pa3baokMpoBKK SIM-KapTbl nocne
Heyaa4YHoro BBoaa 3HadeHna PIN-koga 3 pasa noapas

RPM

Red Hat Package Manager — meHeaykep naketos Red Hat
obo3HayvaeT aAge cywHocTh: dopmaT nakeTtos 1O (RPM-nakeT) n
NPOrpaMmma, Co3gaHHaA ana ynpaBaeHna sSTUMMM NakeTamu.
Mporpamma no3BosAeT YyCTaHaBAMBATb, YAaNATb M 06HOBAATL [10

RPM-nakeTt

®ann popmata RPM, no3BonAtOLWMK YCTaHABAMBATDL, YAANATL U
0OHOBNATL NPUNOKEHME Ha MY

SDK

MpoAayKT, NpeAHa3HaYeHHbIN AN pa3paboTyMKOB, MO3BONAIOLLNIMA
pa3pabaTbiBaTb NPUIOKEHUS (FrPadUYeCKMe KOHCO/bHbIE,
CEepPBUCHI U T.4.), KOMNUANPOBATL UX ANA 3a[aHHOM BepCUmn
OnepaLMoHHOM CUCTEMbI M 3aMyCKaTb NOAYYMUBLUMIACA BUHAPHbIN
KoZ, B aMynaTope

SIM

Subscriber Identification Module — moaynb naeHTUdMKaUmm
aboHeHTa

SSuU

SourceSafe ana Unix — ytnnuta, obecneymsatollas AocTyn U3
KOMaH/AHOM CTPOKM K IOKA/IbHbIM U YAANEHHbIM PENO3UTOPUAM
Source Safe/VSS uepes TCP

SSH

Secure SHell — ceTeBoM NPOTOKON NPUKNAAHOIO YPOBHSA,
NO3BOAWMA NPON3BOANTL YAaneHHoe ynpasneHne OC un
TyHHennpoBaHune TCP-coeanHeHWI (Hanpumep, ANA nepeaaym
dannos)

ulD

User Identifier — naeHTdMKaTOp NONB30BATENA

USB

Universal Serial Bus — yHMBepcanbHas nocnenoBaTenbHan WMHA

VPN

Virtual Private Network — B1pTyanbHaa 4acTHas CeTb,
0606LIeHHOe Ha3BaHWe TEXHONOIMNI, N03BOIAOLLMX 0becnevynTb
O/ZIHO WM HECKOJIbKO CETEBbIX COeANHEHUMN (TOTUYECKYIO CeTb)
noBepx Apyron cetun (Hanpumep, cetn NMHTepHeT)

WLAN

Wireless Local Area Network — 6ecnpoBoaHaa n10KanbHan CeTb
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[MPUNOMEHME 1

N3meHeHne nummnTos

OnucaHune nHTepdemnca nice

NMMA: nice — 3anyckaeT nporpammy C 3aZaHemM npuopuTeTa.

OB30P: nice [[MAPAMETP] [KOMAHIOA [APTYMEHT]...]

OMWCAHWE: 3anyckaeT KOMAHZLY ¢ yKasaHnem npuoputeTa ee BbiNo/IHEHUA. be3
ykazaHma KOMAH/A BblaaeT TeKYLNIA NPUOPUTET PaboTbl. ADJUST NO YMONYAHMIO PaBEH
10. [lnanasoH NnpnopuTeToB pacnonoxeH ot -20 (Hamebicwmnin) 40 19 (HaMMeHbLLMNA):

— -ADJUST - YyBe/M4MBaeT NpuopuTeT Ha ADJUST;

— -n, —-—-adjustment=ADJUST — TO €, YTO N —ADJUST,

— --help —BblgaeT MHGOPMaLMIO M 3aBepLlaeT paboTy;

— --version —BblAaeT MHOOPMAUMIO O BEPCUM M 3aBepLllaeT paboTy.

OnucaHue nHTepdemca renice

NMMA: renice — M3MeEHEHMeE NPUOpPUTETA BbIMOHAOLLMXCA NPOLLECCOB.

OB30P:

renice priority pid...
renice priority [-p pid... ] [-g pgid...] [-u username]

OMWMCAHWE: KomaHOa renice WCMNOANb3YyeTCA ANA W3MEHEHMA TNPUOPUTETOB
BbIMO/IHAIOLIMXCA MNpoLeccoB. HoBoe 3HayeHWe npuopuTeTa 33aJaeTcA  YMCA0BOM
KOHCTaHTOM priority, KOTOpasa MOXeT NMPUHMUMATb 3Ha4YeHusa B Amanal3oHe oT -20 go +20.
HenpusunnernpoBaHHble NOJIb30BATE/IM MOTYT YCTAHOBUTb 3HAYEHME NPUOPUTETA TO/IbKO B
npeanenax 0-20, B TO BpemMA KaK A1A CUCTEMHOINO agMWUHWUCTPATOpa JAOCTYyNeH BeCb
Ananas3oH. Hanbonee TMNMYHLIMM 3HAYEHMAMKU ABNAIOTCA Cheaytowme: 19 — npoueccol
BbIMOIHAOTCA TO/ILKO B C/ly4ae OTCYTCTBMA y MpoLeccopa cnewHon paboTbl; O — 6a30BbIn
NPUOPUTET PABHOMPABHbIX MPOLECCOB, BbINOJHAKOWMXCA MOL YyNpaB/JeHeM AncneTyepa;
oTpULATENIbHOE 3HAYEHME — ANS BbINONHEHWUA Hambonee cnelwHblx U 6e3oTnaratenbHbIX
pabor.

OnucaHue nHTepdetica kill

MMA: kill — nocbliaeT CUrHan npoueccy WaM BbIBOAMUT CAMCOK AONYCTUMbIX
CUIHANOB.

OB30P:

kill [-s CHUTHAJI | -CHUT'HAJI] PID...
kill -1 [CHUTHAJI]...
kill -t [CHUTHAJI]...

OMWCAHWME: nocblnaeT curHan npoueccy WAM BbIBOAUT CMMCOK  AOMYCTUMbIX
CUIHANOB.
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AprymeHTbl, o0bA3aTenbHble ANA  MOMHbIX BapMaHTOB  OMNUMIKA,  ABAAIOTCA
00A3aTeNbHbIMM TaKXKe N ANA KPAaTKMX BAPMAHTOB:

— -s, --signal=CUTHAJI, -CUTHAJ—MMA UM HOMEP MOCLIIAEMOro CUTHaNa;

— -1, --list — BbIBECTM WMEHA CUIHANOB WU BbIBECTM WMMA CUIHaNG,
COOTBETCTBYHOLLEE HOMEPY, M HAODOPOT;

— -t, --table— BbIBECTU MHDOPMALMIO O CUTHANAX B BUAE Tabanupl;

— ——help — BbIBECTM CNPABKY M1 3aBEPLUMTL PaboTy;

— —-version — BbIBECTM MHPOPMALINIO O BEPCUM N 3aBEPLLNTL PaboTy.

CUTHA: moxeT yKasbiBaTbCsA B BMAE MMeHW (Hanpumep, «HUP») mam Homepa
(Hanpumep, «1»). TakKe B KayecTBe CMrHana MOXHO YKasblBaTb KO BbiX0Za, KOTOPLIM
nporpamma AoMKHa COODLNTL CUCTEME NP 3aBEPLIEHNMN.

PID — yucnoBol umaeHTUPMKaTOp npouecca. Ecam ymcno oTpuuaTensHoe, OHO
onpeaendaeT rpynny npouecca.

OnucaHue nHTepdeliica /etc/security/limits.conf

NMA: dainn orpaHnU4YeHna pecypcos.

®OPMAT: rpynna/nonb3oBaTesb IMMUT (JKECTKMI/MATKKIA) NapameTp 3Ha4YeHue.

ONMMCAHWE NAPAMETPOB:

— core—pa3mep core ¢dannos (Kb);

— data — MaKCMManbHbIM pasmep AaHHbIX (KB);

— fsize — MaKCcMMasbHbIN pa3mep dpanna (Kb);

— memlock — MaKCMManbHOe 3ab10KMPOBaHHOE aapecHoe NpocTpaHcTBo (KB);

— nofile— MaKCMMa/IbHOE KONMYECTBO OTKPbLITbIX GalIoB;

— rss — MaKCMMa/bHbIM pa3mep NamaTh ANna pesnaeHT-nporpamm (Kb);

— stack — MaKCMManbHbIM pa3mep cTeka (Kb);

— cpu— MaKcMmanbHoe npoueccopHoe Bpemsa (MIN);

— nproc — MaKCMMa/ibHOE KOZIMYEeCTBO MPOLLECCOB;

— as —OrpaHu4yeHue agpecHoro npoctpaHcTea (Kb);

— maxlogins — MaKCMMaNbHOE YNCN0 OAHOBPEMEHHbIX PETUCTPALMM B CUCTEME;

— maxsyslogins — MaKCMMa/ibHOE KOJIMYECTBO YYETHbIX 3anNmncen;

— priority—nNpuOpUTET 3anyLLEeHHbIX NPOLECCOoB;

— locks — MaKCMMa/iIbHOE KOAMYECTBO Gpainos, DNOKMPYEMbIX MOIb30BATENEM;

— sigpending — MaKCMMa/sbHOE KOJMYECTBO CUIHA/NOB, KOTOPbIE MOMHO
nepenaTb Npoueccy;

— msgqueue — MaKCMMa/bHbIM pa3mep namatn ana ovyepeam POSIX coobuieHmimn
(bytes);

— nice — MaKCMMa/bHbIA NPUOPUTET, KOTOPbIA MOXKHO BbICTaBuTb: [-20, 19];

— rtprio— MaKCMMaJibHbIM NPUOPUTET BPEMEHM BbINOSTHEHUA.
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[MPUNOMEHME 2

OnuncaHne nHTepdenca wipe

NCNOJIb3OBAHWE: wipe [onumn] dainnb.

onunu:

— —a —npepbiBaeT Npu owmnbKe;

— -b <buffer-size-1g2> — yCTaHaBAMBAET pPa3aMep MHAMBMAYaNbHOro bydpepa
BBO/a/BblBOA, YKa3aB ero aorapudm no ocHoBaHMIO ABa. MoryT ObiTb BblAeNeHbl A0
TpnauaTtn aTnx bydepos;

— —c —coBepuwaeT chmod () Ha 3alMLLEHHbIX OT 3anucK dannax;

— -D—c/leayeT CUMBOIMYECKUM CCbIJIKaM (KOHPAUKTYET C —r);

— —e — WCMNO/b3yeT TOYHbIM pa3mep danna: He OKpyradeT pasmep danna ans
CTUPAHWUA BO3MOMKHOIO Mycopa, OCTatolLeroca Ha nocneaHem 610Ke;

— —f — dopcupyerT, T.e. He 3anpallimnBaeT NOATBEPKAEHUSA;

— —F —He CTUupaeT uMeHa $annos;

— —h — NOKa3blBaeT CNpPaBKy;

— -1 —nHGOPMaATMBHbIN (BepbabHbIN) PEKUM;

— —k — coxpaHAeT dannbl, T. €. nocne nepesanmcu Gainbl He yaanatoTcs;

— -1 <mmmuEa> — YCTAHABAMBAET A/IMHY CTUMPAHWA Ha <mommuy> 0aNUTOB, rae
<mymHa> 3TO LEeN0e YNCN0, 32 KOTOPbIM c/ieayeT K (Kilo:1024), M (Mega:K 2) WK
G (Giga:K"3);

— -M (1|r) —YyCTaHaBAMBAET a/IfOPUTM PRNG 1A 3aNo/IHeHMA 6/10KOB (M NopAaKa
NpPoOXoA0B);

— 1 — 1CNoNb3yeT BbI30B OUBAMOTEKM random () ;

— a — UCMOJIb3YET aJITOPNTM LLIVICI)pOBaHl/IFI arcfour;

— -0 <cmemr> — YCTaHAB/IMBAET CABMUI OYUCTKM Ha <coBur>, A€ <cosur> UMeeT
TOT e $opMaT, YTo U <pimHa >,

— -P <npoxome> — YCTaHaBAMBAET KOMYECTBO NPOXOA0B AN OYUCTKM UMEHMU
danna. No ymonyaHuio aTo 1;

— -Q <kojmuecTBO> — YCTAHAB/AMBAET KOAMYECTBO MPOXOA0B ANA ObiCTPOM

OYUCTKM;

— —-g — ObICTpas 04YMCTKA, MeHee He3onacHaa, Mo yMOAYaHUO 4 Cay4YarHbIX
npoxoaa;

— -r — peKypcus no nankam, nepexod MO CUMBOIMYECKMM  CCblIIKaM
OCYLLECTBAATLCA He byaeT;

— -R — YCTaHaBAMBAeT YCTPOMCTBO paHAOMM3aLUMKM (MAM  KOMaHAy CUAOB

paHAOMM3AUMM -S c);
— -S—(r|cl|p)— meToa paHAOMM3aALNM CUAOB;
— 1 — CYUTbIBAET C YCTPOMCTBA PaHAOMU3aLUMM (HALEKHO);
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— c — CYMTbIBAET M3 BbIBOAA KOMaHAbl PaHAOMM3aLUMM CUA0B;

— p—ucnonbayet pid (), clock () UT.A. (Cambit cnabbit BapuaHT);

— -5 — TUXUI PEXNUM — NOAABNATb BECb BbIBOA,

— -T  <momelTkm> — YCTAHABAMBAET MAKCMMa/JbHOE YWMCAO MOMbITOK AAA
cB0OHOOAHOrO NONCKA MMeHU panna; No ymondanuto ato 10;

— —v—oTobparkaeT MHPOPMALMIO O BEPCUU;

— -7 — He CTUpaeT uma Gpanna;

— -X <umcyio> — MNPONYCKaeT YMCAO NPOXOA0B (NONe3Ho ANs NPOAOKEHUA
onepauynm 0YNCTKK);

— -x <passl,pass2,...>—334aeT oyepeab NPOXOa0B.

PykoBoacTeo no wipe

NMA: wipe — be3onacHoe cTMpaHme Gannos.

OB30P: wipe [onumm] pathl path2 ... pathn

ONMUCAHWME: wipe HECKONbKO pa3 nepesanuncbiBaeT ChneumnasibHble naTTepHbl Ha
yaanaembli Gaiia, UCnonb3ys BbI3OB fsync () U/MAM O SYNC BUT ANA NPUHYAUTENBHOIO
[OCTyna K AWCKY. B HopmanbHOM pexkmume umcnonb3ytotca 34 obpasua (M3 KoTopbix 8
ABNAOTCA PaHAOMHbIMK). HopmManbHbit pexkum genaet 35 npoxonos (0-34). BbicTpbii
PEXMM MO3BOMAET MCMNO/b30BaTb TONbKO 4 Mpoxoda C PaHAOMHbIMW MATTEPHAMM, YTO
HaMHOro meHee 6e3onacHo.

ypHanmpyemble ®C, Takme Kak Ext3, Ext4 wmam ReiserFS, umcnonb3ytotca no
YMONYaHWIO. Ha HUMX OTCYTCTBYIOT MPOrpaMmbl YyAaneHusa, KOTOpble MOryT HaAeKHOo
3a4MCTUTb Galnbl, MOCKOJIbKY 4YyBCTBUTE/IbHblE JAaHHble WU MeTadaHHble MOryT ObiTb
3anMcaHbl B *KYPHas, K KOTOPOMY C/IOXKHO NMOAYYUTb AOCTYI.

Ctnpanume Ha NFC nnu Ha kypHanupyembix OC (ReiserFS n T.4.) He byaeT paboTaTs,
NO3TOMY PEKOMEH/YETCA BbI3blBAaTb wipe HAaNpPAMYO Ha COOTBETCTBYOWEee HaouHoe MY ¢
COOTBETCTBYHOLWMMM ONLUMAMM.

BHUMAHMWE! BbinonHATL BbI30B wipe HANPAMYHO Ha COOTBETCTBYHOLLEe B1o4HOe MY
C COOTBETCTBYHOLWMMM  OMUMAMW  PEKOMEHAYeTcA TO/NbKO B  CAy4ae  KpalHen
HEeobX0AMMOCTH.

[anee cneayeT 3adaTb MNpPaBW/bHble OMUMKM, B YACTHOCTM: HE pPeKoMeHayeTcs
CTMPaTb LENbIA KeCcTKM Auck (wipe -kD /dev/hda), T.K. 3TO YHUYTOMXUT [NaBHYHO
3arpy3o4Hyto 3anunck. MNpeanoytuTenibHa OYMCTKA pa3aenos (wipe -kD /dev/hda2) npu
YC/IOBUM CO3AaHNA PE3EPBHbIX KOMUI BCEX AaHHbIX.

OnuMM KOMAHIHOW CTPOKM:

— £ (bopcMpoBaHHO; OTKAOYMTL 3aNPOC NOATBEPKAEHMA) — MO YMONYAHUIO wipe
3anpallmMBaeT MOATBEPKAEHME C yKa3zaHMeM KO/IMYecTBa PeryaspHbiX M crheLumanbHbIX
$alnoB M ManokK, yKasaHHbIX B KOMaHAHOM CTpoke. [Jns noATBep»KAeHWs Heobxoammo
BBECTU «yes», ANA OTMeHbl — «no». [peaycMoTpeHa BO3MOXKHOCTb OTK/IKOYUTb 3anpoc
NOATBEPKAEHWNS ONuUMen —f;
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— r (pekypcMBHO B Noanankax) — No3BOAAET yAaAMTb BCe AepeBO Nanok. [epexon
MO CMMBO/IMYECKMM CCbIZIKAM He OCYLLECTBAETCS;

— ¢ (chmod, ecnn Heobxoaum) — ecnn Ha Garn MAKM Nanky ANAa CTUpPaHuA He
YyCTaHOB/EHbI NpaBa 3anucK, byaeT caenaH chmod A1A YCTaHOBKU Pa3peLleHn;

— i (MHOOPMaALMOHHbIN, BeEpOaNbHbIN PEXMM) — ANA BKIOYEHMA BbIBOAA OTYETOB B
CTaHZAPTHbIM BbIBOA, (stdout). [0 yMOAYaHMIO BCe AaHHbIe 3anMCbIBAtOTCA B CTaHAAPTHbIN
BbIBOJ, OWMOOK (stderr);

— s (TMxnin  pexkmm) — noaaBnAlTCA BCe COOOWEHMA, KPOMe 3anpocos
NOATBEPKAEHMA N COODLLIEHNI OWNOOK;

— g (bbICTpOE CTUPAHME) — B C/ly4ae MCMNONb30BaAHWUA AAHHOW CTaaun wipe Oyaer
nenatb (N0 yMON4YaHWiO) TONbKO 4 NPOXoaa, 3anucbiBasa C/yyalHble AaHHbIe, Ha KaxKabli
dann;

— Q <KO/INYEeCTBO-MPOX0OA0B> — yCTaHAB/AMBAET KOJIMYECTBO NPOXOA0B AN ObICTPOM
OYUCTKK, N0 yMoNYaHuto 4. laHHasa onuua TpebyeT -g;

— a (ocTaHOBWUTL Mpu OWKbKe) — nNporpamma BbIMAET C EXIT FAILURE Npw
BO3HWMKHOBEHUW HedaTaNbHON OLNOKK;

— R (YCTAHOBWUTb YCTPOMCTBO reHepaummn Cay4arHbIX Ynmcen Mam KomaHay Cuaos
PAaHAOMHbIX AaHHbIX) — AAHHOW onuuen, KoTopas TpebyeT aprymeHTa, BO3MOXHO YKa3aTb
aNbTepPHATMBY YCTPOMUCTBY /dev/random WM KOMaHAY, CTaHAAPTHbIN BbIBOA, KOTOPOW
byneTt xewmnpoBaH € Mcnonb3oBaHnem MD5-xewa. 3TO pasnnyme MOXKeT ObiTb caenaHo
onuunen -s;

— S (MeTof, Cny4amHbIX CMAOB) — AaHHAA onuMs NPUHMMAET OAHOCUMBO/bHbIN
apryMeHT, onpeaenstolinii, Kak MCNOb3yeTca YCTPOMCTBO PaHA0OMM3aLUMN/apryMeHT CMA0B
paHAOMM3aUMK. YCTPOMCTBOM PaHAOMM3ALMM MO YMOAYaHWUIO ABNAETCA /dev/random. Ero
MOHO YCTaHOBMWTb, MCMOb3ys ONUMIO -R.

O4HOCKMMBO/IbHBIMW aprymeHTaMmn MOryT ABNATLCA:

— r — eCAn HeobXoAMMO, YTODblI apryMeHT MHTEepPnpPeTMpPOoBaaCa Kak obblyHOe
dannoBoe/CMMBO/IbHOE YCTPONCTBO. byaeT paboTaTh C /dev/random, TaKXKe AO/IXKEH
paboTaTb ¢ FIFO 1 noaobHbIMm;

— ¢ — ec/in HeobXoAMMO, YTODbI apryMeHT BbINOMHACSA KaK KOMaHAaa. Bbisoa 13
KOMaHAbl OyaeT XewupoBaH C MCNONAb30BaHMeM anroputma MD5 ana obecnedyeHun
Tpebyemoro cnaa;

— p — ecan HeobxoaMmo, 4TODObl wipe MOAyYana CUAbl XelWMPOBAHMEM
NepemMeHHbIX OKPYKEeHWs, TeKkylen aaTbl n BpemeHu, |ID npoueccoB M T.4. (aprymeHT
YCTPOMCTBA PaHAOMM3ALMM HE NCNONb3YeTCA). ITO HauMeHee He3onacHo;

— M (BblOpaTb aNropuTmM reHepaumu nceBAOCayYalHbIX 4ucen) — BO Bpems
CAy4YalHbIX MPOXOJOB wipe Mepe3anucbiBaeT LeseBble ¢alfibl NOTOKOM OWHAPHbIX
NaHHbIX, CO34aHHbIX CAeayOWMMM aNropnUTMamMm No BbIbopy:
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e 1 — OyaeT Mcnonb3oBaTb (B 3aBMCMMOCTM OT CWUCTEMbI MOJIb30BaTeNA)
nceBaopaHAOMHY0 6BMbAMoTeKy reHepaTopa random () MAW rand (). CheayeT obpatuTb
BHMMaHME, 4YTO Ha OONbWMHCTBE CUCTEM rand () NpeacTaBnaeT cobOon NUMHENHbIN
KOHIPY3HTHbIN reHepaTop, KOTOPbIM ABAAETCA KpanHe cnabbim. Boibop AenaeTca Bo Bpems
KOMNUANPOBAHMA 1 onpeaenaeTca HAVE RANDOM;

e a—6OyaeT ncnonb3oBaTb NOTOK WKdpa Arcfour kak PRNG. Arcfour coBmectnm
C wnppom RC4A. IT0 03HAYaAET, YTO NPU TOM e Katode Arcfour ABNAETCA B TOYHOCTU TaKUM
e NOTOKOM, Kak RC4;

e r — OyaeT Ncnonb3oBaTb ceexmin anroputm RC6 kKak PRNG; RC6 otnupaeTca
128-OUTHbBIMM CcMAaMK, 3aTeM HyneBoM O/I0K MHOrOKpaTHO 3alWMPpPOBbIBAETCA A5
NoAy4YeHnAa NCceBAoCAYy4aHOro NOToKa. ITO A0MKHO ObiTb OTHOCUTENBHO Be3onacHo. RC6
c 20 Kpyramu megJsieHHee, 4em random (), onumna komnunmposaHna WEAK RC6 nossosser
MCNosb3oBaTb Hosee bbicTpyto 4-Kpyrosyto Bepcmto RC6. [na nonyvyeHna BO3IMOMKHOCTU
ncnonb3oBatb RC6 wipe A0/MKEH ObITb CKOMNUAMPOBAH C YKa3aHHbIM ENABLE RCK; B

Makefile NpuBeAeHbl NpeaynpexaeHns no NaTeHTHbIM BONPOCAM.

Bo Bcex cnyvasx PRNG pacnpocTpaHaeTca ¢ AaHHbIMM, COOPaHHbIMM U3 YCTPOMCTBA
pPaHAOMM3aUMM:

— 1 <mnmza> — BBMAY BO3MOXKHOIO HaMUYMA HEKOTOPbLIX Npobaem B onpeaeneHum
[EeNCcTBUTENIbHOro pa3mepa 6/1I04HOro YCTPOMCTBA (T.K. HEKOTOPbIE YCTPOMCTBA HE UMEIDT
GUKCMPOBAHHOIO pa3mepa, Hanpumep, AMCKETbl MM KacceTbl) MOXeT noTpeboBaTbeA
YKa3aTb pa3amep YCTPOMCTBA BPYUYHYIO. <AJAMHA> —eMKOCTb MY, BbipaxKeHHas B Ynciae 6anT.
MoHO ncnonb3oBatb K (KnMno) ans ykasaHua ymHoxkenua Ha 1024, M (mera) ana
BbIPa*KeHMAa yMHOXeHus Ha 1048576, G (rura) ana ymHoxkeHuns Ha 1073741824 v b (6n0K)
AN1A YMHOXeHMA Ha 512:

1024 = 2b = 1K;
20K33 = 20480+33 = 20513;
114M32K = 114*1024*1024+32*1024.

— <cpBur> — [MO03BOAAET VYKa3aTb CABUI BHYTPM CTMpaemoro ¢anna uam
ycTpomncTBa. CMHTAKCUC <coeura> TAKOM XKe, Kak 1 Ana onumm —1;

— e — WCNo/b3yeT TOYHbIN pa3mep danna: He OKPYrAATb pasmep danna ans
CTUPaAHMA OCTaBLLErocA Mycopa B nocieaHem 610ke;

— 7 — He CcTupaeT pa3mepbl GalnNoB NOBTOPHbLIM YMeHbLLIEHWEM BABOE GaltIoBOro
pa3mepa. [aHHble NONbITKM NPeanpPUHMMAOTCA TONIbKO Ha 0ObIYHbIX dainax, T. e. onums
becnonesHa nNpW MCNONb30BAaHUM wipe AONA OYUCTKM OJ0YHOTO WMAM CHeumanbHOro
YCTPOWNCTBA;

— X <umcyo> — MNPOMNyCKaeT 3afaHHoe 4ucao npoxoaos. [lonesHo Ana
NPOAO/MKEHMA OYMCTKM C 3aA4aHHOM TOYKM, HANpMMep, Koraa npu o4ncTke 60ablioro
NMCKa HeobxoaMMo nNpepBaTb onepaumio. Micnonb3yeTca ¢ -x;

— x <passl>,..,<pass35> — VyKa3blBaeT MNOpAAOK NpoxoaoB. Koraa wipe
npepbiBaeTcs, OHa OyaeT neyataTb TeKyLllyto, BbIOPaAHHYK Ccayd4anHbiM 06pa3om,
nepmMyTaLUMio MNopAaKa Npoxoda M HOMEepa MnpoxoAa B KayecTBe COOTBETCTBYHLLMX
aprymeHTOoB -X U -X;
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— F — He cTupaeT umeHa dpannos. OObIYHO wipe MbITAETCA CKPLITb MMeHa Galinos,
NepenmmMeHOBbIBaA MUX; 3TO HE rapaHTUPYET, YTO PU3MUYECKOE PACTOOKEHME, COAEPKaLlee
CTapble uWMeHa ¢annos, bOyaeT nepes3anucaHo. [locne nepenmmeHoBaHua daiina
eANHCTBEHHbIM cnocobom ybeanTbca, 4YTO MMA UM3MEHEeHOo, ABANAeTcs dusnyeckoe
OCYLLECTBNIEHME BbI30Ba sync (), KOTOPbI BbIMbIBAET AMCKOBbIE K3l PC, B TO Bpems
Kak Ana [o0DaBneHWA M 3anMcu K3Wa MOXeT MCNoab30oBaTbCA OUT O SYNC AnA
CMHXPOHM3aLUMM BBOAA/BbIBOAA ANA OoAHOro danna. T.K. sync () MeAJIeHHbIN, Bbi30B
sync () MNOC/Ae KakAoro nepemmeHOBaHMA AefaeT O4YUCTKY MMeH GalnoB TaKkwKe
MeaNEeHHOM;

— k — coxpaHseT dainbl: He yaanaeT Gpaiabl nocne nx nepesanucu. NMonesHo npu
HeobxoaMMOCTM CTepeTb YCTPOMCTBO, COXPaHWMB MNpPM 3TOM CheunanbHbln  dann
yCTpoMncTBa. 3TO NoApa3ymMeBaeT —F;

— D — c/neayet CMMBOJIMYECKMM CCbIZIKAM: MO YMOMYAHWUIO wipe HMKOraa He
cnesyet CUMBOMYECKUM CCbiikam. OAHaKo, ecaun Obin yKasaH -D, wipe COrlacuTCA Ha
CTMpaHMe LUenen, Ha KOTOpble YKa3biBAalOT CMMBOMYECKME CCbIKM. HEBO3MOXKHO
O[IHOBPEMEHHO YyKa3aTb Onuun -D N —r (perypcua);

— v — MOKa3blBaeT MHPOPMALIMIO O BEPCUM U BbIXOA;

— h — MOKa3blBaeT CNpPaBKy.

DAl no ymonyaHuio ncnonbayetca /dev/random B KayecTse cnaa (MCTOUHMKA)
reHepaTopa NceBAoC/y4alHbIX YMCEe.

MEPEMEHHbBIE OKPYXEHWA

Ecan ycTaHoBNeHa WIPE SEEDPIPE, wipe OyZeT BbINOJHATb YKA3aHHYO B Hel
KOMaHay (Mcnonb3ya popen()), XeWWPOBaTb BbIBOA, KOMaHAbl C aAropMTMOM MD5
message-digest Ans nonyyenuma 128-6utHoro cnaa ana PRNG. Hanpumep, Ha cuctemax ¢
OTCYTCTBYIOLLEM YCTPONCTBOM /dev/random 3Ta NepemeHHasa A0/1XKHa ObiTb yCTaHOB/IEHA
B /etc/profile B CUEHapMin 0D0ONI0YKM, COAEPKALMIM PA3NNYHbIE KOMAHbI, TaKMe Kak
ls, ps, who, last WT.A., KOTOPble 3aMNyCKAOTCA aCUHXPOHHO, YTOObI NOYYUTb BbIBOA,
HACKOJIbKO BO3MOXHO MeHee npeckasyembliM.

Mpumepsbl 3anycka wipe

Cnepytollaa KOMaHAa PEeKYPCUMBHO (-r) YOAAUT BCe B Mamnke private, NpuM 3TOM
BK/IIOYEHO NPUHYANTENbHOE YAaNeHWNEe U OTK/KOYEH 3anpoC NOATBEPKAEHNA (-£), MOKa3aH
nporpecc npoLecca yaaneHns (-i):

wipe -rfi private/*

Yoanute  Kaxaplih - pain M Kaxkayro  nanky  (onums  -r) B nanke
/home/berke/plaintext/, a TaKXKe CaMy Nanky /home/berke/plaintext/

ObbluHble Gpannbl byayT yaaneHsl B 34 npoxoaa, U Ux paamep byaet ymeHbluaTbea
BABOE C/y4aMHOe Koam4yecTBO pa3. CneumanbHbix ¢Gannos (CMMBOAbHbLIX M B0YHbIX
ycTponcTts, FIFO) He byaeT. Bce anemeHTbl nanku (pannbl, cneuyansHblie Garnbl 1 Nanku)
byayt nepemmeHoBaHbl 10 pa3 M 3aTeM ydaneHbl. DNEMeHTbl C HenoAXOAALLMMM
paspelleHnamm byayT BbINOAHATb chmod () (onums -c). Bce yKasaHHble onepauum dyayT
npoucxoauTb 6e3 NoATBepP:KAeHMA Noab3oBaTens (onuma —£):
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wipe -rcf /home/berke/plaintext/

BnoyHoe ycTponcTBO /dev/hda3 COOTBETCTBYeT 3 pasdeny rnaBHOro AMCKa Ha
nepsmyHom IDE nHTepdeice, koTopoe bByaeT yaaneHo B 6bICTPOM pexnme (onums -q), T.e.
4 cny4aHbIMM Npoxoaamu. NHAEKCHble AeCKPUNTOPbLI He ByayT NepenmmeHOoBbIBAaTLCA UK
yaoanaTtbes (onuma -k). Mepen 3anyckom nporpamma notpedbyeT BBECTU Kyes»:

wipe -kgq /dev/hda3

[MOCKONbKY wipe HMKOrAa He caedyeT No CMMBOJIbHBIM CCbI/IKAM, €C/IN HET ABHOTO
yKasaHuAa, npu HeobxoAMMOCTM yAanuTb /dev/floppy, KOTOPbIA MOMET OKa3aTbCA
CMMBO/IbHOW CCbINKOM /dev/fd0ul440, noTpebyeTca yKasaTb onumto -D. MNepea 3anyckom
nporpamma noTpedyeT BBECTU Kyesy:

wipe -kgD /dev/floppy

B naHHOM c/lyyYae wipe PEKYPCUBHO (ONUMA —r) YHUUTOXKUT BCE B /var/log, KpOMe
/var/log. [porpamma He ByaeT NblTaTbCA BbINOAHUTbL chmod (). OHa byaeT BepbanbHOM
(onuma -i) n He NoTpebyeT BBECTU «yes» B pe3ybTaTe onuum —f:

wipe -rfi >wipe.log /var/log/*
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