"] OTKPbLITASA
MOBWJIbHAS
l NNATGOPMA

OnepaunoHHada cuctema Aspopa penmns 5.1.5

PYKOBOACTBO AADMUHNCTPATOPA

Bepcua 1.0
Jlnctos 160

2025



— 1 OBKPbITAFI
PYKOBOACTBO aAMWUHUCTPATOPaA l F.‘ni%‘gé’#ﬁﬂ

AHHOTALNA

HacToAalwmn AOKYMEHT ABASETCA PYKOBOACTBOM aAMMHMUCTpaTopa OnepauyoHHOM
cuctemsbl (OC) ABpopa penns 5.1.5.

HacToAalwmMin  OOKYMEHT COAEPXKMT OMUCaHMe  AOCTYMHbIX aAMWUHUCTPATOPY
OYHKLUMOHA/bHbIX BO3MOXHOCTEN MOBUABHOTO ycTpoincTea (MY), GyHKLMOHMPYOLLErO NoA,
ynpasnermem OC Aspopa’.

AAMWUHUCTPATOP MMEET A0CTYN K PYHKLUMAM M HacTpomkam OC ABpopa, ONMCaHHbIM
KaK B HACTOALLEM JOKYMEHTE, TaK M B IOKyMeHTe «PyKOBO/CTBO NO/b30BATENAY.

NPUMEYAHUA:

v Mepen, Havanom paboTbl AAMUHUCTPATOPY HEOBXOAMMO O3HAKOMUTLCA C
NONIOKEHMAMM HACTOALLEro [OKYMEHTa, a TakKe ¢ MHPopmaumen, npuBeaeHHON B
NOKyMeHTe «PyKOBO/CTBO MO/1b30BATENAY;

v BHewWwHunt Bua mHTepdeinica MY 2 MOXeT OTaMyaTbCA OT MNPUBEAEHHOro Ha
PUCYHKax B HacToAweM JoKymeHTe. CHUMKM 3KpaHa > ABNAIOTCA MPUMEPOM U
npeacTaBaeHbl AnA 06LWero 03HakoMAeHNA C MHTepdencom MY.

! Onucanne pasanyHbix cnocobos yctaHosku OC Aspopa Ha MY npuseneHO B COOTBETCTBYIOWMX AOKYMEHTaxX
npeanpuATMA-paspaboTinKka, KOTOpble NpedHa3HavyeHbl ANs  MCnonb3oBaHua [poussoauTtenamm MY
aBTOPM30BaHHbIMN CEPBUCHBIMM LLEHTPaMM NPON3BOAMTENA.

2 MY, dyHKUMOHMpYIoWee nog ynpasneHmem OC ABpopa.

3 CHMMKM 3KpaHa NpuBeaeHbl NPenMyLLecTBeHHO co cmapTdoHa Fplus R570E v naaHweta Aquarius NS220RE.
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1. BBOZ, B 3KCTMTYATALNIO

OC ABpopa npeacTaBnseT cobon 3alMLLEHHYID MOBUAbHYKD MHOrosagadyHyto OC
AN MODUABbHbBIX MPUMEHEHMI MoA annapaTHble naatdopmbl Ha Ha3e NpPoLEeccopoB C
apxutektypon ARM 1 MmeeT pasnnyHble BepcUM WCMONHEHMA, OMUCAHWE KOTOPbIX
npueeaeHo B Tabanue (Tabaumua 17).

BHUMAHUE! OC Aspopa B cepTMOUUMPOBAHHON BEPCUN
MCNONb30BaHa, HO He OrPaHMYMBATBLCA, B CAEAYIOLMX CUCTEMAX M OObeKTax:

— BrOCYAapCTBEHHbIX NHOOPMALIMOHHbIX CUCTEMAX, HE COAEPHKALMX MHOOPMALLMNK,
COCTaBAAOWEN TOCyAapCTBEHHOM TaWHbl, /A0 MNEepBOro  Kjaacca  3alMLLIEHHOCTM
BK/IIOYMTENIBHO B COOTBETCTBUM C AOKYMEHTOM «TpeboBaHMA O 3almTe MHGoOpMaLUKM, He
COCTaBAAKOWEN  TOCYOAPCTBEHHYIO  TaWHy, COAEpKallemca B rOCyAapCTBEHHbIX
MHOOPMALMOHHbIX CUCTEMAXY», YTBEPXKAEHHbIM NpuKkazom PCTIK Poccum ot 11 dpespana
2013 r. Ne 17;

— B MHPOPMaAUMOHHbIX cucTeMax (MC) nepcoHanbHbIX AaHHbIX 40 NEepBOro YPOBHS
3aUWMLULEHHOCTU BKAOYUTENBHO B COOTBETCTBMU C AOKyMeHTOM «COCTaB M coaepraHue
OPraHM3aLUMOHHbIX U TEXHMYECKMX Mep no obecneyeHMto 6e30MacHOCTU NEepPCOHabHbIX
[AHHbIX Mpn KX 0bpaboTke B MHOOPMALMOHHbLIX CUCTEMAX MEPCOHANbHbIX AaHHbIXY,
yTBEpPXAeHHbIM npukazom PCTIK Poccum ot 18 dpespans 2013 r. No 21;

— B aBTOMATM3MPOBAHHbIX CUCTEMaxX yMNpaBAeHWs [0 NepBOro  Kjacca
3alWMLUEHHOCTU  BKAOYUTENBHO B COOTBETCTBMM C  JOKyYMeHTOM «TpeboBaHuAa K
obecneyeHnto 3aWmUTbl MHOOPMALMM B aABTOMATM3MPOBAHHbLIX CUCTEMAX YMpaBAEHMA
NPOW3BOACTBEHHbIMU N TEXHOTOTMYECKMMM NPOLLECCAMM Ha KPUTUYECKM BaXKHbIX 0D BEKTAX,
NOTEHUMANbHO OMACHbIX 0ObEKTaX, a TakKe OObeKTaX, MPeAcTaBAAOWMX MOBbILIEHHYHO
OMACHOCTb AR YM3HW M 300POBbA /HOAEN M ONA OKPYXKatolWehn NpupoaHON cpelbl»,
yTBEepAeHHbIM npukazom GCTIK Poccum ot 14 asrycta 2014 r. Ne 31;

— Ha 3HaYMMbIX ODOBEKTAX KPUTUYECKON MHPOPMALMOHHON MHPPACTPYKTYPbl A0
NepBOM KaTeropmm BKAOYUTENBHO B COOTBETCTBMW C AOKYMEHTOM «TpeboBaHWsA No
obecneyeHnto 6e30MaACHOCTM  3HAYMMbIX OOBEKTOB KPUTUYECKOM WHPOPMALIMOHHOM
MHbpPacTPyKTypbl Poccuinckon Gepepaumnm», yreepaeHHbIM nprukazom PCTIK Poccun ot
25 pnekabpsa 2017 r. Ne 239,

4 MoxeT OblTb

* OnumcaHune BO3MOXHbIX Bepcuii OC Aspopa npuseaeHo B Tabauue (Tabavua 17).




— 1 OBKPbITAFI
PYKOBOACTBO aAMWUHUCTPATOPaA l F.‘ni%‘gé’#ﬁﬂ

1.1. OrpaHuyeHna No sKcnyaTauuu

AOMWHUCTPATOPY HeobxoaAnMMo cobatoaaTh CaeayroWme Npasaa n orpaHnNYeHmaA no
aKkcnayataumm MY:

— He [onycKaTb YCTaHOBKY /tboro nporpammHoro obecnedyenua (M0),
NnocTaB/iAemoro B oTamMyHom oT RPM Buae (camoctoAaTenbsHoe KonmpoBaHue ¢alnos,
ycTtaHoBKa 10 13 apxmBoB, ycTaHoBKa 0O He B WTaTHble nNanku n3 RPM-nakeTos v 1.0.);

— WCKMOYMTb  noakatodeHne MY K HedoBepeHHbIM  TOYKam  A0CTyna
becnpoBoaHbix MHTepdencos (WLAN, Bluetooth®) n 6ecnposogHbim MY.

MPUMEYAHUE. T[lepeyeHb [AO0BEpPEHHbIX TOYEK A0CTyna AO0/KeH  OblTb
chopMMpPOBaH Ha MecTe aKcnyaTaunm onepatopom UC;

— UCK/IOYUTL Nepeaady KoOHPUAeHUNaAbHOM pevyeBon U MHoM nHdopmaumm (SMS,
MMS) nocpeactsom MY no npotokony GSM;

— NpeaycmoTpeTb Mmepbl, obecneynBatoLLme OTCYTCTBME KOMMbIOTEPHbBIX BUPYCOB
Ha CpeacTBaX BblYNCAUTENbHOM TEXHUKM, K KOTOPbIM NoAKAto4YaeTca MY.

1.2. Y4yeTHble 3anmcu ponen

B OC ABpopa peann3oBaH MHOroNoAb30BaTENbCKMIA pPeXxuMm pPaboTbl, KOTOPbIN
NO3BONSAET UCMO/b30BaTb MY HECKONIbKMM YY4ETHBIM 3aMUCAM C PA3/IMYHbIMU PONSMMN.

Ponb — COBOKYMHOCTb MpaB [AOCTyna, Ha OCHOBE KOTOPbIX Onpeaensercs
BO3MOHOCTb BbIMOJHEHMA TOr0 UM MHoro aelcteus B OC ABpopa.
YyeTHas 3anuMcb poaM — xpaHAawaaca Ha MY COBOKYMHOCTb JAaHHbIX O

no/sb3oBaTene, HeobxoaMmas Ans ero ayTeHTMOUKaUMM U NPeaoCTaBAEHMA AOCTyNa K ero
JIMYHBIM AAHHbBIM M HAaCTPOMKAM.
NPUMEYAHUE. B 3aBMCMMOCTM OT BbIOpaAHHOM pPOAM BO3MOXKHOCTM MY moryT
OT/INYATbCA.
Ha MY moryT 6bITb CO34aHbl OAHOBPEMEHHO A0 7 YYETHbIX 3aNnCeit:
— YYeTHaA 3anuncb C POSIbIO aIMUHUCTPATOPa, KOTOpaa 0b1aaaeT pacluMpPeEHHbIMM
bYHKLMOHANbHBIMW BO3MOMXKHOCTAMM, NPU STOM:
® He MoXeT bbITb yaaneHa ¢ MY;
e He obnagaeT NpaBamum Cynepnosib3oBaTens;
e tobble M3MEHEHWA HACTPOeK, BbIMOJHEHHble MNoA TakoW ponbito, byayT
NPVMEHMMbI KO BCEM Yy4eTHbIM 3anucam MY;
— [0 6 y4eTHbIX 3aNMCen C PObIO NOb30BaTE/NA, CO34aHME KOTOPbIX BbIMOAHAETCH
aAMUHNCTPATOPOM B CUCTEMHbIX HacTporkax MY (n. 1.2.1).
NMPUMEYAHMUE. Mo ymonyaHuio npu nepsom BKIOYeHMM MY 3arpyrKaeTca B pexmme
aAMMHUNCTPaTOpPa.
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1.2.1. Co3aaHue y4eTHOM 3anmcK NoNb30BaTeNs

BHMMAHME!

v’ Tlepen co3gaHMem  y4eTHOM  3anucyM  NOMb30BaTeNs  HEOBXOAMMO
npeaBapuTeNbHO aKTUBUPOBATL NepeK/YaTe b «Pa3pellnTb HaCTPOMKY KBOT» (PUCYHOK 2)
I8 BO3MOMKHOCTM 334aHUA U HAaCTPOMKM KBOT (n. 4.7.2);

V' Tlpu CyLLECTBYIOLIMX YYETHbIX 3anmcax noab3osatens GyHKuUMs «PaspelwmnTb
HACTPOWMKY KBOT» 3ab6/10KMPOBaHa.

[na co3gaHMA  HOBOWM  y4eTHOM  3anMcK  MNOb30BATENA  aAMMUMHUCTPATOPY
HeobX0AMMO BbIMOAHUTL CAeaytoLLmMe AeNCTBUA:

— OTKPbITb MEHKD CUCTEMHbLIX HaACTpPOEK KaCaHMeM 3Ha4kKa @ Ha 3KpaHe

npunoxenuin (PucyHok 1);
OO
— KOCHYTbCA NYHKTa MeHto «osb3oBaTenm» = B nogpasaene «Cucrema;

— Ha cTpaHuue «lonb3oBaTeENM» KOCHYTbCA MyHKTa «[06aBMTb Noab3oBaTeNnA»
(PucyHoK 2);
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— Ha OTKPbIBLUENCA CTPaHULLe BBECTU MMS U JIOTUH
HOBOM YYETHOM 3anumcKn nonb3osaTens (PUcyHok 3);

— YCTaHOBMUTb KBOTY Ha MCMO/Mb30BaHME AMCKOBOrO
NPOCTPAHCTBA, Nepemellas COOTBETCTBYIOLWMI cnanaep
BNPaBO /4114 YBeAMYEHUA KBOTbl AMOO BNEBO [A1A

| OTMeHUTb |

e

HoBbii1 nonb3oBaTenb

Wmsa nonb3osatens

VM8t AOMKHO BbITb YHUKa/bHBIM U MOXET COAepXaTh

oo il ol ymeHbLueHua (PUcyHoK 3).
e e e e e e MPVMEYAHMA:
e v MUHMManbHble U MaKCUManbHble 3HaYeHWs AN
Y Gl oD TS RIS 3a/1aHMA KBOTbI 3aBMCAT OT KOHCTPYKTUBHbIX 0COBEHHOCTEN
Silesrkt ok ke e
7576 v MogpobHoe  onucaHWe O  KBOTUPOBAHUK
W keora NOCTOAHHOW NaMATK NpuBeaeHO B N. 4.7.2;
— KOCHYTbCHA KHOMKM  «[MoatsepauTb»  AAaA
il a L B COXPaHEeHMA M3MEHEHUN MBO KHOMKU «OTMEHUTb» AN
OTMEHbI onepaumm;
CrerepyposaTs — NOATBEPAMUTL AEUCTBME BBOAOM TEKYLLEro Napons
(PucyHok 4), B pesynbTate co3aaHHaA y4eTHada 3anuchb, a
PucyHoK 3 TaKXe CcTaTyC ee ayTeHTUOMKaumm oTobpasnTca Ha

cTpaHuue «Monbzosatenn» (PUcyHoK 5).

| Monb3oBartenu

O6Lme HacTporKku @

[ns 6bICTPOro NepeknioYeHns Mexay
nonb3oBaTeNAMU HAXMUTE U
yaepXuBanTe KHOMKY NUTaHUs, 3aTeM
KOCHUTECH KHOMKM "CMeHUTb
nonb3osatens”

Besepute naponb

Bnapeneu ycTpoiicTBa

PaspelunTb HaCTPOMKY KBOT

O Bvle«Bnageney yCTpoWcTBa
1 2 3 ©" AamuHucTpaTop
O Monbzosarens 1
Euwe He ayTeHTUdMUMpOBanca
4 5 6
O Monbzosarens 2
Ewle He ayTeHTUdMUMpPOBanca
7 8 9 O [Monbzosatens 3
@R FEue He ayTeHTUdUUMpPOBancs
Aa 0 + [Lo6asuTb nonbsosatens
OTMeHUTb
PUCyHOK 4 PUCYHOK 5

BHUMAHUE! B cnyyae ecam npu co3gaHum nonb3osaTento Oblna 3adaHa
MaKCMMa/ibHaA KBOTA (PUCYHOK 6), TO Ha CTpaHMLLEe CO34aHMA Nosib3oBaTene otobpasnTca
MHPOPMALIMA O HEBO3MOMKHOCTU CO34aTb [AOMOJIHUTE/bHbIE Y4YeTHble 3anncu K3-3a
OTCYTCTBMS CBOOOAHOrO AMCKOBOro npoctpaHcTtea MY (PUcyHOK 7).




— 1 OBKPbITAFI
MOBWUJIbHAA
PyKoBOACTBO aAMMHMCTPATOPA l NNATDOPMA
| OTMEeHUTb MoaTBepanTb | Monb3oBaTtenu
O HoBbili nonb3oBaTtenb O6Lme HacTpoMKu @
=
[ns 6bICTPOro NepeknioYeHns Mexay
Monb3osarens 1 nonb3oBaTeNs MU HaXXMUTe U
Wms nonb3osatens YAEpXUBanTe KHOMKY NUTaHUs, 3aTemM
User1 KOCHUTECH KHOMKM "CMeHUTb

nonb3osartens”
JloruH nonb3oBaTens

PaspelnTb HaCTPOMKY KBOT

He ocTaércsa KBOT AN HOBbIX NONb3oBaTenemn

O BbieBnageneu yctpoicTsa
o' AAmWHUCTpaTop
OpHOopasoBbIi Naposb © O Monbsosarens 1
[nuHa napons fonxHa 6biTb 5-12 cUMBOOB. Euwle He ayTeHTUdULMpOBancs
He octanocb kBOTbI
CreHepupoBaTb
PucyHoK 6 PucyHok 7

Mpn paboTe C y4eTHbIMM 3aMUCAMM MONb30BATENA AAMWMHUCTPATOPY AOCTYMHbI
cneayowme gencrema (PucyHok 8, PucyHok 9):

— MEepPEeKNYEHME MeXAY YYETHBIMWN 3aNNUCAMKN PONEN.

MPUMEYAHMUE. MoapobHoe onmncaHMe NpoLecca NepekNtoYeEHNA MeXAY YYETHbIMM
3anNMcAMM NpUBeAEHO B JOKYMeEHTe «PyKOBOACTBO MNO/b30BATENAY;

— ynpaBaeHne NCxXo4aWmMMmn ronocoBbiMm BbizoBamu 1 SMS (n. 1.2.2);

— nepeMmeHoBaHKe y4eTHoM 3anucu (n. 1.2.3);

— HacTpoWKa besonacHocTh (n. 4.2.2);

— y/AaneHue y4yeTHOM 3anucu nonb3osaTtens (n. 1.2.4).




— OBKPbITAFI
PYKOBOACTBO aMMHMUCTPaTOPa l MRl
‘ Monb3oBaTenu Monb3oBaTenu
O6wue HacTporKu /E;J O6Lwme HacTponKu Q/\A
C Bbl « Bnageney ycTpoucrea @) Bbl « Bnageneu, yc*rpoﬁcma
0 MR AgmunucTpartop

O [Monbsosatensb 1

= MepenmeHoBaTb

MepekniounNTbCS Ha 3TOrO MONb30oBaTeNs Hactpoiiku 6esonacHocTu
OTKNIOYUTH UCXOAALLME FONOCOBbIE BbI30BbI U SMS
MepenmeHoBaTb
HacTpoiiku 6e3onacHocTu

Ypanutb

PucyHok 8 PucyHok 9

1.2.2. YnpaBieHne Ncxoaalymm ronoCcoBbiMm Bbi3oBamm 1 SMS

[Ona  OTKNOYEHMA WUCXOAAWMX TONIOCOBbIX BblI30oBOB M SMS Heobxoammo B
KOHTEKCTHOM MEHI0 YYETHOM 3amnMMch MNO0Ab30BaTENA KOCHYTbCA MyHKTa «OTKAOYNTb
McxoaALLLMe roNocoBble BblI30Bbl M SMS» (cm. PUCyHOK 8).

[anee y y4eTHOM 3anncK NoAb30BaTeENA OTOOPA3UTCA NpeaynpPerKaAato LM 3HAYOK

% (PncyHok 10) n Bo3morkHocTM nonb3osaTena B Ml «TenedpoH» n Ml «CoobuieHma»
OyayT orpaHUYeHsbl.

[N  BKAOYEHUA WUCXOAALLIMX TO/IOCOBbLIX BbI30BOB M SMS aaMUHUCTpaTOpy
HEeobXOAMMO B KOHTEKCTHOM MEHIO YYEeTHOM 3amnmcu MoJb30BaTed KOCHYTbCSA MyHKTa
«BKAOYUTL  UCXOAALME TONOCOoBble BbI30Bbl M SMS»  (PucyHok 11), nocne uyero

npeaynpexaatoWmnin  3Ha4yoK % nepectaHeT oToOparkaTbCA Yy YYETHOM 3anucu
NoNb30BaTeNSA, M BO3MOXKHOCTM Nonb3osaTens B Ml «TenepoH» n Ml «CoobuieHna» dbyayTt
BOCCTAHOB/IEHbI.

MPUMEYAHUE. T[MoapobHoe onucaHue paboTbl YyKasaHHbix MI, a Takxke
YBEAOMNEHUM, BbIBOANUMbBIX Ha 3KpaH MY npu OTKAKOYEHWUM TONOCOBLIX BbI30BOB M SMS,
NpUBeAEHO B IOKYMeHTe «PYKOBOACTBO MO/1b30BaTENAY.

10
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PYKOBOACTBO aMMHMUCTPaTOPa l MRl
| Monb3oBaTtenu Monb3oBaTtenu
O6Lme HacTPOMNKK @ O6Lme HacTPOKU @

[lns 6bICTPOro NepeknioYeHns Mexay
nosib3oBaTeNsMU HaxXMuTe U
yOepXuBanTe KHOMKY NUTaHus, 3aTeM
KOCHUTECH KHOMKM "CMeHUTb
nonb3osartens”

PaspelnTb HaCTPOMKY KBOT

Bbl « Bnageneu yctpoiictsa O BbleBnapeney yctpoiictea

O C
©' AamuHucTpatop o
Monbsosatens 1 Monb3osatens 1
o % O %
Euwe He ayTeHTUdMUMpPOBancs MR Euie He ayTeHTUOUUMPOBaANCs
O Monbzosarens 2
Ellie Ho ayTeHTMbMUMPOBANCH I'IepeKmoquTbcu Ha 3TOro nonb3osarens
O Monb3osatens 3 BK/IIOYMTb UCXOASLLME FONOCOBbIE BbI30BbI M SMS

@R Euwe He ayTeHTUdULMpPOBAnCS

MNepeumeHoBaTb
—|— [o6aBuTb nonb3oBaTens £

HacTpoitku 6e3onacHocTn

Ypanutb

PucyHok 10 PucyHok 11

1.2.3. [epenmeHOBaHMe y4eTHOM 3anncu

[na nepemmeHOBaHWA YYETHOM 3anucKu HeobxoAMMO BbIMONHUTL Cleaytollme

NEencTBUsA:
— OTKPbITb KOHTEKCTHOE MEHI0 Y4YeTHOM 3anmcu, KOTOopyto Heobxoaumo

neperMmeHoBaTb;
— KOCHYTbCA NyHKTa «[lepenmeHoBaTb» (CM. PUCyHOK 8, cM. PUCyHOK 9);

— BBECTM HOBOE MMA y4yeTHOM 3anucu (PrucyHok 12, PucyHok 13);
— KOCHYTbCA 3Ha4kKa ,£I,J'IFI NOATBEPKAEHNA AENCTBUA, B pe3ynbTaTe y4YeTHas

3anuch bygeT nepenmmeHoBaHa.
MPUMEYAHMUE. Mpn nepermeHOBaHNM yHETHOM 3aNNCK MSMEHAETCA TONIbKO €€ MMA,

NNOTNH OCTaeTCA HEN3MEHHbIM.

11
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MOBWJIbHASA
PyKOBOACTBO aAMMHMUCTPATOPA l MNATOOPMA
| Monb3oBatenu Monb3oBatenu
O6Lwme HacTporKu @ O6Lwme HacTporku @
[ns 6bICTPOro NepeksitoYeHns Mexay [ns 6bICTPOro NepekstoYeHns Mexay
nosib30BaTeNAMU HAXMUTE U nosib30BaTeNAMU HAXMUTE U
yaepXxuBaiTe KHOMKY NUTaHus, 3aTeM yAepXuBaiTe KHOMKY NUTaHus, 3aTeM
KOCHUTECH KHOMKM "CMEeHUTb KOCHUTECH KHOMKK "CMEHUTb
nonb3osarens” nonb3osarens”
PaspelunTb HaCTPOWKY KBOT PaspelunTb HaCTPOWKY KBOT
(@] Bbl-l/IBaH| O Bbl« Bnagenew ycTpoitcTea
°© ApMUHUCTPaTop ° AnMUHMCTPaTop
O Monbsosatens 1 (@] I'IeTp|
Eule He ayTeHTudMLMpPOBancs Ewie He ayTeHTUOMLMpPOBancs
RU RU
AL YK e R s ALY K e R s
bl Banponamgx?a bl Banponasmgx?a
A9 4YCcCMMUTHLHB 6 10K A9 4YCMMUT®LHL 6 10K
28y - | , . 288 - | , .
PucyHok 12 PucyHok 13
MonbaosaTent NMPUMEYAHUE. He pekomeHayeTcA npucBanBaTb
06 " @ YYe€THbIM 3alMMCAM MMEHa, Ha4MHaWMeca C TOYKN UInN
LME HaCTPOMKK

[na 6bicTPOro NepeknioYeHmns Mexay
rnonb3oBaTeNns M1 HaXMUTE 1
YOEPXUBaNTE KHOMKY NUTaHWA, 3aTeM
KOCHWMTECH KHOMKK "CMeHUTb
nonb3oBaTens"

Pa3peluTb HaCTPOIKy KBOT

O Bbl« Bnageney yctponctea
]

ApMUHMCTPaTop

o . A

BBeneHb HEAOMYCTUMbIE CUMBONbIL. Ms
MOXET COAEPXaTh TONbKO GYKBbI, LIUGPbI 1
CNenyowWwre CUMBObI: TOYKa, MUHYC, HUXHEe
noAYepKUBaHu1e 1 npoben.

RU

=¢
=
~<

~

e HTruwu 3 X

¢ bl

w
o)}

nponanxa
MUTDbL B 10 <

, |

123 -

PucyHok 14

npobena.
oTObpa3mnTCs
(PncyHoK 14).

cooTBeTCcTBYtOWEE

B Chydae BBOAA HeAdOoNnyCTUMbIX CHUMBOJIOB

yBeJOM/TIEHNE
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— ~] OTKPbITAS
MOBWJIbHASR
l NNAT®OPMA

1.2.4. YnaneHue y4eTHOM 3anNncK Noib30oBaTend

OTMEHUTL MoaTeepautb

Bbl BENCTBUTENBHO XOTUTE
yoanutb Nonb3oBatenb 1?

Mocne noaTBepXAeHUs BCE AaHHbIe
nonb3osartens 6yayT yaaneHsl (Hanpumep,
YHETHbIE 3aN1CH, KOHTaKTbI, COOBLLEHMS,
DOKYMeHTbI, doTorpadumn u apyrve daiinbl).

PucyHokK 15

Ons  ypaneHus y4eTHOM 3anMMcM  NOAb30BaTENS
HeobXx0AMMO BbINONHUTbL CAeaytoline AeNCTBUA:

— OTKPbITb KOHTEKCTHOE MEHK Y4YeTHOM 3anucy,
KOTOpYyto He0BX0AMMO YAANUTb;

— KOCHYTbCA NYHKTa «YaanuTb» (CM. PucyHok 8);

— Ha OTKPbIBLIENCA CTPaHWUUE KOCHYTbCA KHOMKM
«MoatBepanTb» ANA NOATBEP)KAEHMA onepaunm nmbo
KHOMKM «OTMEHUTb» A1a OTMeHbl (PucyHok 15);

— MNOATBEPAUTb  AENCTBME  BBOAOM  TeKyllero
napons (cm. PucyHok 4).

Mpwn yaaneHun y4eTHOM 3anNnMcm nonb3osaTtensa oyayT
TaKKe yaaneHobl:

— [aHHble N0Nb30BaTENS;

— JOMallHAA nanKka noas3osatend (n. 4.2.3);

— NOoNb30BaTeNbCKOE XpaHuUANLLe Katoder (n. 1.4.5).

1.3. YcTaHOBKa BpeEMEHM 1 AaThl

NMPUMEYAHUE. OnucaHme OCHOBHbIX LWAroB MNepBOHAYa/IbHOM HACTPOMKM MY
npuMBeleHO B JOKYMeHTe «PyKOBOACTBO MO/b30BaTeNA», MNPM 3STOM YCTAHOBKA W

nocaeayroLaa HaCTPOMKa AaThbl

M BPEMEHM A0CTYyMNHa TONbKO aAMUHUCTPATOPY.

BHUMAHMUE! MameHeHMA HacTpoeK B MyHKTE MeHI0 «Bpema 1 aaTa» NpUMeHATCA
KO BCEM YYETHbIM 3aMM1CAM POaen, Co3aaHHbIM Ha MY.

13
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PYKOBOACTBO a/MUHMUCTPATOPA l MO An
T e [Ona ycTaHOBKM BpemMeHM U aatbl Heobxoammo
ybeamTbca, YTo BCe NOJMA 3aMNO/HEHbl KOPPEKTHO AMbOo
Bbibepute gaTy u Bpems .
PR e ., M3MEHUTb 3HAYEeHMs 3aMOJIHEHHbIX MONEN, BbINOJHUB
BpeMem cneayrouime AencTemna:
Yacosom nosic Poccus, Mockea
— W3MEHMUTb 3HayeHWs napameTpoB «Yacosom
Nata 19 pekabps 2023
nosac», «data», «Bpemsa», KOCHYBLUIMCb COOTBETCTBYHOLLNX
Bpemsa 18:53 o
nonem;
e e e — BblbpaTb  GopmaT  BPEMEHM,  KOCHYBLUMCb
COOTBETCTBYOLLErO Nepekatodatens (PrucyHok 16).

MNMPUMEYAHUE. [lna aKkTMBauUMM nepekntoyaTens
[0CTAaTOYHO KOCHYTbLCA NOJIA, B KOTOPOM OH PACMO/IOMKEH:
nepekatoYaTeNb HAYHET CBETUTHCA APYE, YEM B COCTOAHMMN
MO YMONYAHUIO (HEAKTUBHOM);

— KOCHYTbCA KHOMKK «[anee» Ans NOATBEPKAEHNA
fencrtems NnMbo KHOMKM «Hasag» Ana Bo3BpaTa Ha
npeablayLyo CTPaHNULLY.

PucyHok 16

[ns nocneaylowen HaCTPOMKM 4YacoBOro MOACa, TEKYLWMX AaTbl M BPEMEHM
HeobX0AMMO BbIMONHUTL C/ieaytoLLne AeNCTBUA:

— OTKPbITb MEHI0 CUCTEMHbIX HACTPOEK KacaHMeM 3Hauka @ Ha JKpaHe
NPUNOXKEHUIM (CM. PUcyHOK 1);

— KOCHYTbCSl MYyHKTa MeHt «Bpema n aata» & B noapasgene «Cucrtema», B
pesynbTaTe 0TO6pPa3nMTCA OAHOMMEHHAA CTPaHMLA HACTPOMKM AaTbl M BPEMEHMU
(PucyHok 17);

— ONA aBTOMATMYeCcKoro obHOBNEHWUS AaTbl/BPEMEHM KOCHYTbCA NepekntodaTens
«ABTOMaTUYeCKOoe 0OHOBEHME BpeMeHM» (PncyHOK 18). 3Ha4eHnsa noaen 4acoBoro nosca,
AaTbl M BDEMEHMW CTaHYT HeAOCTYMHbIMW AN1A peAaKTMPOBaHMA. B AanbHelwem obHoBNEHME
naTbl/BpemeHun byaeT NponcxoamnTb aBTOMATUYECKN.

NPUMEYAHUE. na ycTaHOBKM 4aCOBOro NMOAcCa, BPEMEHW W AATbl BPYYHYIO OMNLMA
aBTOMATMYECKOro 06HOBIEHMA BPEMEHM A0/1XKHA ObiTb BbIK/OYEHa.

14
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MOBWUIIbHASA
PyKoBOACTBO aAMMHMCTPATOPA l NNATDOPMA
| Bpems n pata Bpems n pata
3 AsTOMaTU4eckoe obHoBNeHne AsTOMaTU4eckoe obHoBNeHne
BpemMeHu BpemMeHu
Yacosoii nosc Poccus, Mockea Yacosow nosic
Hata 23 aHBaps 2024 [ata
Bpems 15:43 Bpems
Wcnonb3oBaTtb 24-4acoBoi Wcnonb3oBaTb 24-4yacoBoi
dpopmat BpemeHu ¢popmat BpemeHu
PucyHok 17 PucyHok 18

B cnyyae He0HX0AMMOCTM 334aTb YaCOBOM MOSAC, BPEMA U AAaTy BPYYHYIO TpebyeTca
BbIMO/IHUTb CAeAytoLLne AeNCTBUA:

— ONA  YCTAHOBKM 4aCOBOTO MOACA: KOCHYTbCA nona «YacoBom noAc»
(cm. PucyHOK 17) 1 Ha OTKpbIBLUENCA CTPaHMLe BblOpaTb Heobxoaumoe 3HaveHue. [na
yCKOpeHMa npouecca BbibOpa MOMKHO BOCMO/b30BaTbCA Nonem noucka (PucyHok 19).
[Nanee BblOpaTb GOpmaT BPEMEHM, KOCHYBLWIMCbL Nepekatoyatena «Mcnonb3oBaTb
24-yacoBol popmaT» (cm. PucyHoK 17) ans oTobparkeHns BpeMeHN B COOTBETCTBYIOLLEM
dopmaTe. Ecam AaHHbIN NYHKT He aKTUBMPOBAH, Bpema byaeT oTobparkaTbca B 12-4acoBom
dopmaTe c yTouyHeHnemM A0 nonyaHs «AM» namn nocne nonyaHa «PMy»;

— ONA  YCTAHOBKM  [AaTbl: KOCHyTbcA nons «Jata» (cm. PucyHok 17), Ha
OTKPbIBLUEMCA CTPaHMLLE KOCHYTbCS TeKyllel AaTbl M BblOpaTb M3 CAMCKA TEKYLIMN roq,
mecsu, 1 yncno (PucyHok 20). [lanee KOCHYTbCA KHOMKK «[oATBEpAMTLY ANA COXPaHEHMS
[atbl MnMbo KHOMKM «OTMEeHUTb» ANA OTMEHbl onepaumn. B cnydyae noaTBep:KAeHuA
BbIOpaHHaA AaTa 0TOOPA3UTCA Ha CTPAHMLLE HACTPOMKM AaTbl M BDEMEHM, B C/ly4a€ OTMEHbI
[aTa OCTAaHeTCA NpeXxHewn;

15
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PYKOBOACTBO a/MUHMUCTPATOPA l MO An
| YacoBoit nosic OTMEeHUTb MopTeepantb
Q IMouck 23 aHBaps 2024
GMT -11:00 MH BT cp yT nr c6 BC
AmepukaHckoe Camoa

GMT -11:00 Maro-Maro

BHewHue manblie octposa CLLA 8 9 0 N 12 13 14
GMT -11:00 Mupyaw
%5 16 17 18 19 20 21
Huya

GMT -11:00 Anodum
22 23 24 25 26 27 28

GMT -10:00

29 30 31 1 2 3 4

OcTpoBa Kyka

GMT -10:00 Asapya 5 6 7 8 9 10 1"
RU

MUY KEHTIWW3 X

® bl BANDPONMNQMOXD?

249 4YCMMUTb b IO <

s - =

PucyHok 19 PucyHok 20

— ANA  YCTAaHOBKM BPEMEHW: KOCHYTbCA MNoJA
«Bpema» (cm. PucyHok 17), B pe3synbTaTe oToHpasmTca
umdepbnaT, meTka BO BHYTPEHHEM Kpyre KOTOPOro
MrpaeT pPoONb YacoBOM CTPENKM, BO BHEWIHEM —
MWHYTHOM (PucyHok 21). [1ns yCTaHOBKM HEOBXOAMMOTO
15:44 3HaYeHna cnedyeT NooyepeaHO KOCHYTbCA KaKaoh 13
METOK 3Ha4Ka 1, nepeasunras ee no Mam NpoTUB YaCOBOM
CTPenKM, YCTaHOBUTb B MO3MUWMKM, COOTBETCTBYHOLLEM
TEKYLLEMY BPEMEHMU;

— KOCHYTbCA  KHOMKM  «[loaTBepanTb»  ANn
COXPaHEHMA YCTAaHOBJEHHOro BpeMeHM M0 KHOMKM
«OTMeHUTb»  Ona  OTMeHbl onepaumu. B caydae
noATBep:KAaeHua BblbpaHHOEe BpemA 0oTobpasuTcA Ha
CTPaHMLLE HACTPOMKM AaTbl M BPEMEHM, B C/Iy4ae OTMEHDI
BPEMA OCTAaHETCA NPEXHMM.

OTMeHUTb MopTeepantb

PucyHok 21

1.4. Hactpoitka MY

AnmmnHucTpatopy MY A0CTYNHbI CAeaytoule BOSMOXHOCTU:
— uncnonb3oBaHue SIM-kapT (n. 1.4.1);

16
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— Bblbop pexknma USB-noakntoderHns (n. 1.4.2);

— HacTpoMKa BepxHero meHto (n. 1.4.3);

— HacTporka MM (n. 1.4.4);

N0/1b30BATENbCKOE XPaHMUAULLLE Katoyeln (n. 1.4.5);
— areHT nosb3osatena (n. 1.4.6).

1.4.1. icnonb3oBaHue SIM-KkapT
1.4.1.1. NpweAsKa 1 otBA3Ka SIM-KkapT

BHUMAHMUE! AKkTmnBaums n aeaktnsauma GyHKUMmM «lMpmneaska SIM-kapT» AOCTynHa
TONbKO NOC/ae nepesarpyskmn MY.

B uenax peanmsaumm  KOHTPOANA  A0OCTyna U

nosblweHuns 6eszonacHocTn B OC ABpopa npeaycmMoTPeHa

% Buniowms npusssKy SIM-capr BO3MOXHOCTb  Ha3HauuUTb JoOBepeHHble  SIM-KapThl,
e BbINO/IHWB CAeAyloWmne AencTBuA:

MOGUNbHOM CBSA3N Ha YCTPOCTBE NpU

s — OTKPbITb MEHIO CMCTEMHbIX HAaCTPOEK KacaHWem

| MpuBsaska SIM-kapT K ycTponcTBy

3Ha4Ka @ Ha DKpaHe NpuaoKeHn (cm. PucyHok 1);
— KOCHYTbCA NyHKTa MeHto «[lpmeaska SIM-KapT K

yctponctey» & B noapasaene «besonacHoCTb»;

— Ha OTKpbIBLWIENCA CTPaHMUE aKTMBMPOBATb
nepekntoyatens  «Brkatountb  npmBAsKky  SIM-kapT»
(PrcyHok 22) 1 noaTBepauTb AENCTBME BBOAOM TEKYLLETO
napons (cm. PucyHok 4).

NMPUMEYAHUE. [Ona BbINOAHEHMA NPUBA3KM U
oTBA3KU  SIM-KapTbl HeobxoAMMo, 4YTOObl [AaHHas
SIM-kapTa ©Oblna BcTaBneHa B MY, a nepekntoyaTesb
«BKAtOUNTL NpUBA3KY SIM-KapT» akTUBMPOBAH;

PucyHOK 22
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Mpueaska SIM-kapT K ycTponcTBy

BrntounTb npuesasky SIM-kapt
BHumaHue! BknioyeHue gaHHou onummn
3a610KMpYeT UCTIONb30BaHUe
MOBMNBHOI CBSA3U Ha YCTPOWCTBE NpU
Hanuyum HenpumessaHHoi SIM-kapTb!

YctaHoBneHHble SIM-kapTbl

SIM1|[ROSTELEC(

ICCID:897012062

Mpuessatb

Paspewwutb SIM-kapTy no macke

ICCID SIM-kapTbl

PaspewwuTb

Cnncok paspeluéHHbix SIM-kapT

®

PucyHok 23

MpuBaska SIM-kapT K ycTponcTBy

BrntounTb npuesasky SIM-kapt
BHumaHue! BknioyeHue gaHHou onumm
3a610KMpYeT UCTIONb30BaHue
MOGUBHOM CBS3U Ha YCTPOWCTBE Npu
Hanuyum HenpumessaHHoi SIM-kapTb!

YctaHoBneHHble SIM-kapTbl

SIM1|[ROSTELEC(

ICCID:897012062

OTBsi3aTh

Paspewwutb SIM-kapTy no macke

89701206269065692642

Paspewutb

Cnucok paspeluéHHbix SIM-kapT

®

PucyHok 24

— Ha OTKPpbIBWEWNCA CTpaHuue B noapasgene
«YcTaHoBMeHHble  SIM-KapTbl»  KOCHYTbCA  KHOMKM
«MpwnBAsaTb» cnpaBa oOT Heobxoanumon SIM-KapTbl
(PucyHOK 23) ana npusasku  SIM-kapTbl K MY, B
pe3ynbTaTe SIM-KapTa byaeTt npusazaHa K MY;

— B noapasaene «Paspewunts SIM-KapTy No macke»
BBecTM ICCID Tpebyemoit SIM-KapTbl M KOCHYTbCA KHOMKMK
«PaspewnTb», ONA paspeweHna Mcnosb3oBaHua SIM-
KapT, He BCTAaBNEHHbIX B AaHHOEe MY 1 He NpUBA3AHHbIX K
Hemy (PucyHok 24).

NMPUMEYAHUE. ICCID npeacTtaBnseTr  cobo
YHUKaNbHbIV CEPUIMHBIM HOMep SIM-KapTbl 1 cogepuTt 20
cMmBOsIOB. ECim KOM4ecTBO  BBOAMMbBIX CMMBOJIOB
oTamyaetca ot 20, TO Ha 3KpaHe MY oTobpa3utca

COOTBETCTBYlOLLEEe yBegoMAeHMe (PUCYHOK 25).

MpuesAska SIM-kapT K yCTpOMUCTBY

BknounTb npusasky SIM-kapTt
BHumaHue! BknioveHwe gaHHOM onuum
3abnokupyeT Ucnonb3osaHue
MOBUNbHOI CBA3K Ha YCTPOACTBE NpU
Hanu4un HenpueaaaHHon SIM-kapTbl

YcTtaHoBneHHble SIM-kapTbl

SIM1[ROSTELEC(

ICCID:897012062 I'Ipuanaa'rb

Paspewwmnts SIM-kapTy no mMacke

000

ICCID SIM-kapTbl
HekoppekTHbliit BoA. ICCID pgonkeH copepXaTb He
Gonee 20 CUMBONOB - TONbKO LMGPLI U CUMBONLI '*',

PazpewuTb

Cnucok paspeluéHbix SIM-kapT ®

PucyHok 25

Ona Toro, 4ytobbl 0TBA3aTb OT MY paHee npumBsA3aHHYyO K Hemy SIM-kapTy,
HeobXxoAMMO BbINOAHUTL CAeaytoline AeNCTBMA:

— B noapasgene «YcraHoBNAeHHble SIM-KapTbl» KOCHYTbCA KHOMKWM «OTBA3aTb»
cnpasa oT Heobxoammon SIM-kapTbl (cMm. PucyHok 24);
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— Ha OTKPbIBLLENCA CTPAHMLIE KOCHYTbCA KHOMKKN «OTBA3aTb» AN NOATBEPKAEHMUA
onepaunmn 1Mbo KHOMKM « OTMEHUTbY ANA OTMeHbI (PUCYHOK 26);

— B pe3ynbrate oTBA3KM SIM-KapTbl OoT MY o0T0OpasnTCca COOTBETCTBYHOLLEE

yBegomieHune (PucyHok 27).

| OTMeHuUTb OTBa3aTb |

[aHHasa SIM-kapTa 6yget
OTBsI3aHa OT 3TOro
YyCTpPOUCTBA

Mocne ynanenusa SIM-kapta 6yget
3a6noxmposaHa Ha gaHHOM yCTpOﬁCTBeA

Bbl yBEpeHbl, 4TO XxoTUTE yaanutb SIM-
kapTy 89701206269065692642 ?

PucyHOK 26

| [MpuBsaska SIM-kapT K YCTPOUCTB

! Cucrema

Mo6unbHas cBs3b 3a6nokupoBa
YctaHoBneHHble SIM-kapTbl He
NpUBSA3aHbl K JaHHOMY YCTPOWCTBY U
He MoryT 6biTb MCMOJIb30BaHbI.

MepeiiTu B HAaCTPOIKK

YcraHoBneHHble SIM-kapTbl

SIM1|ROSTELECC
ICCID:8970120626

MpuBssaTb

Paspewwutb SIM-kapTy no Macke

ICCID SIM-kapTbl

ICCID SIM-kapTbt
PaspewuTb

Cnncok paspeluéHHbix SIM-kapT ®

PucyHok 27
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1.4.1.2. lpocmoTp 1 yaaneHue paspelleHHbix SIM-kapT

| Cnucok paspeLuéHHbix SIM-kapT 2

89701206219003881203

89701206269065692642

PucyHokK 28

Cnucok paspeLlénHbix SIM-kapTt

89701206219003881203
Yoanutb

89701206269065692642

PncyHok 29

[na npocmoTpa cnucka paspeweHHbix SIM-kapT
HeobxoAMMO KOCHYTbCA nona «CnMcoK paspelleHHbIX
SIM-KapT» (cm. PucyHok 25), B pe3ynbTaTe oTobpasmnTcs
CTPaHWLA CO CMUCKOM W  KoamyectBom  SIM-KapT,
MCMONb30BaHME  KOTOPbIX  pa3peleHo  Ha My
(PrcyHoK 28).

Ona yoanenna SIM-KapTbl U3 CMMCKA paspelleHHbIX
HeobxoAMMO BbINOAHUTL CAeaytoline AeNCTBMA:

— KOCHyTbcA 1 yaep»uneatb ICCID Tpebyemoir SIM-
KapTbl;

— B KOHTEKCTHOM  MEHK  KOCHYTbCA  MyHKTa
«Ynanntb» (PUcyHoOK 29);

— Ha OTKPbIBLWIENCA CTPaHULLE KOCHYTbCA KHOMKM
«YOanuTb» ANA NOATBEPKAEHUA onepaumm MO KHOMKM
«OTMeHUTb» ANA oTMeHb! (PrucyHok 30).

OTMEeHUTb Ynanutb

[aHHag SIM-kapTa 6yger
yaaneHa U3 crnucka
paBpeLUéHHbIX ansg atoro
yCTpOWMCTBa

Mocne yaanenus SIM-kapta 6yget
3abnokuMpoBaHa Ha JaHHOM YCTPOMCTBE.

Bbl yBEepeHbl, 4To xoTuTe yganutb SIM-
kapTy 89701206219003881203 ?

PucyHok 30
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1.4.1.3. Hactponka PIN-koga ana SIM-kapTbl

3awmTa  yctaHoBieHHOM Ha MY  SIM-KapTbl

| PIN-koa o
obecneynsaeTca ¢ nomoulpto PIN-Koaa, KOTOPbI MOXKHO
SIM1| ROSTELECOM aKTMBMpOBaTb/ﬂ,eaKTMBVIpOBaTb OoTAENbHO OANA I-(aH-(,LI,Ol\/'I n3
3anpatumsatb PIN-kop SIM-Ka pT.
Wamenns PIN-kon MPUMEYAHUE. B 3aBUCMMOCTN OT KOHCTPYKTUBHBbIX
ocobeHHocTen MY gonyckaeTca ycTaHOBKa A0 ABYX SIM-
SIM2 | HenasecTHbIl
KapT.

Het SIM-kapTbl B cnote

Ona HacTponkn PIN-Koga HEobXoAMMO BbIMOAHUTD
cneaytowme gencrtema (PucyHok 31):
— OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KacaHMem

3HaYKa @ Ha DKpaHe NpunoxeHni (cm. PucyHok 1);

(B
— KOCHYTbCA MyHKTa MmeHio «PIN-kog» *** B

noapasaene «be3onacHoOCTb»;

— KOCHYTbCA nepekntovaTena «3anpawmnBaTtb
PIN-koa» Tex SIM-KapT, KOTOpble HEOOXOAMMO 3aLMUTUTb
BBOAOM PIN-Koaa nnMbO CHATb 3aLMTY.

PucyHok 31

Mocne aktuBaumm PIN-KoZa oH OyaeT 3anpallmBaTbCa NPK Kaxaom BKAtOYeHU MY
(PucyHok 32). B cnyvae TpexkpaTHoro BBoaa HeBepHoro PIN-koza SIM-kapTta byaet
3abnokMpoBaHa 1 Ans ee pas3bnokMpoBKM noTpedyetca PUK-Koa, Ana BBOAA KOTOPOro
npegoctasnsetcs 10 nonbiTok (PucyHokK 33).

NMPUMEYAHUE. PUK-Koa npenocTtaBaseTca onepaTtopom COTOBOM CBA3M.

Mocne BBOAa BepHoro PUK-Koaa oTobpasunTcs cTpaHmua ans nameHenuna PIN-koaa
(cm. PucyHok 31), Ha KoTopoi He06XoAMMO BbIMONHUTL CAeAytoLMe AeNCTBUA:

— KOCHYTbCA KHOMKKN «M3meHnTb PIN-Koa»;

— BHECTM COOTBETCTBYIOLLME N3MEHEHMA B pa3aese SIM-KapTbl, KOTopyto TpebyeTca
3aWmTnTL BBOAOM PIN-KOAa.
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Beegute PIN-kog

SIM1| ROSTELECOM

PucyHoK 32 PucyHok 33

1.4.2. Bbibop pexumma USB-noakntoyeHma

Ons Bblbopa pexxkunma USB-nogkatodeHmna HeobxoAaMmo BbIMOAHUTL caeaytouine
AencTBns:

— OTKPbITb MEHI0 CUCTEMHbIX HACTPOEK KacaHMem 3Hauka @ Ha DJKpaHe
npunoxeHui (cm. PucyHok 1);

— KOCHYTbCA NYHKTa MeHto « USB» "l’ B noApasaene «YnpasaeHMe COeANHEHNAMMNY;

— Ha OTKPbIBLUEMNCA CTPAHWULE KOCHYTbCA nond «Pexum USB mo ymonyaHutoo» u
BbI6paTb HEOHXOAMMOE 3HaYEeHMEe M3 pacKpbliBatoLLLerocsa cnmcka (PucyHok 34).

NPUMEYAHUA:

v’ B ciyuae Bbibopa nyHKTa «Bceraa cnpalmsaTb» npu noaxaodeHmnmn MY k 3BM c¢
nomoubto USB-kabena Ha MY oTobpasntca okHO ¢ Bbibopom pexunma USB-noakntoueHma
(PrncyHoK 35);

v 3HayeHune «Pesxkmm paspaboTumka» OTOBpaskaeTca TOMbKO MPU  aKTUBaLMK
COOTBETCTBYHOLLMX NepekatoyaTenen B nyHkTe meHto «CpeacTtsa pa3paboTymka» CUCTEMHbIX
HacTpoeK (noapa3aen 3.1).
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| usB
USB-ka6enb nogknioyeH
Celvac He noakn4YeH I'IepeKmoqm'bcn Ha OAAVH U3 cneayoumx

pPexuMoB
Pexwum USB no ymonyaxuio

Bcerpa cnpawmBsatb M
i3 oy 8 © 4
-
Bcerpa cnpawwvBath Pexum MpoTokon Tonbko
paspabotyMka  nepegauu 3apsaka
Pexum paspaborumka MybThieana

(MTP)

MpoTtokon nepepayv mynstumegua (MTP)

Tonbko 3apsgka

®0

PucyHok 34 PucyHok 35

1.4.3. HacTponKa BEPXHETO MEHH

MPUMEYAHMUE. MoapobHoe onmcaHWe HACTPOMKM BEPXHErO MEHIO MPWBEAEHO B
[OKYMeHTe «PyKOBOACTBO MO/1b30BaATENAY.

[Onsa nobasneHuns B BepxHee MeHt0 QYHKLMI, AOCTYMHbIX TONbKO aAMUHUCTPATOPY,
HEeobX0AMMO BbIMONHUTL C/ieaytoLLne AeNCTBUA:

— OTKPbITb MEHI CUCTEMHbIX HaCTPOeK KacaHMem 3Hauyka @ Ha JKpaHe
NPUNOXKEHUM (cM. PucyHoK 1);

— KOCHYTbCA MYyHKTa MeHIo «BepxHee MeHto» & B noapasaene «BHewHWn Bua
OYHKUMNY;

— BblbpaTb HeobxoaMMble PYHKUMU KacaHMem nepekatodatenei (PucyHok 36), B
pe3ynbTate AaHHble GYHKLUMM 0TOOPa3ATCA B BepXHEM MeHto (PrcyHokK 37).

23



— "] OTKPbITASl
MOBWJIbHASA
PyKOBOACTBO aAMMHMUCTPATOPA l MNATOOPMA
| Apnbiku 11:13 v 44T
OTH 9pnblk1 NPeoCcTaBNAtoT GbiICTPbIN
A0CTYN K pas/itiHbiM (!)VHKLLMQM "
HacTpoMKam CUCTEMbI °
OTKPbITb KanbKynsaTop .
3anycTuTb cekyHaoMep CT) 2 nions, BTOPHUK
YcTaHOBUTL TalMep g
— WLAN P Bluetooth
PYR v owmp D Buiknioverio
YcTaHoBUTb ByAnNbHUK @ WLAN Bluetooth
SIM1 ROSTELECC
Cpenartb cendu B) B)
3aI'IMCBTb BInee Dﬂ SIM-kapTa ans BbI30BOB Mob6unbHbIe AaHHbIe
S 2\ ) "
CospaTb 3aMeTKy B 0 @© \Ex 7
He b Opt Touka gocTyna
OTKpbITb AVKTOPOH 1
PHITS AMKTOD I g 8 S
o U
Cucrtema leonokauus VPN Paapabotka McTouHMKy 11
. M
¢ Cpencrsapaspaborua {3 -
SpkocTb
BesonacHocTb
. e 2
MCTOYHMKM NpunoxeHui 63
HacTpoiiku Wamennts
PucyHok 36 PucyHok 37

1.4.4. Hactponkun M1

NMPUMEYAHUE. AaMmnHUCTPaTOp MMeeT AOCTYN K AOMNOJAHUTENbHbIM HACTPOMKaM
M1, onMCaHHbIM KaK B HACTOAWEM [AOKYMEHTe, TaKk M B AOKymeHTe «PyKOBOACTBO
NoNb30BaTENAY.

Ona  AononHUTEeNbHOM HacTpokm MIT HeobxoaMMO BbINOMHUTL Caeaytouime
NencTBms:

— OTKPbITb MEHK CUCTEMHbIX HACTPOEK KacaHMeM 3HauyKa @ Ha DKpaHe
NPUNOXKEHUIM (cM. PucyHOK 1);
— NepenTun BO BKAAAKY «[TpUNOKEHUA»;
— KOCHYTbCA 3Ha4YKa cooTBeTcTBytoLero MMM 1 3aaaTb Tpebyemble HaCTPONKM.
Ons  gononHuTenbHoM HacTporkn MM «TenedpoH» HEeobXoAMMO  BbIMOAHUTL
cnepytouine AencTemA:
— KOCHyTbcA nosa «COpocUTb CYETYMKM BbI3OBOB» A5 cOHpoOca CYeTYMKa BbI30OBA
(PucyHoK 38);
— aKTMBMpPOBaTb NepekItodaTenb «3anncb pasroBopa» A8 3anucu pasroBopa BO
BPEMS aKTUBHOTO Bbi30Ba (PncyHoK 39);
— KOCHYTbCA MOAS «3anucaHHble BbI3OBbI» AAA NPOCMOTPa MHbOpPMaLMM O
3anMCcaHHbIX BbI30BaAX.
[1na BbINONHEHWS AENCTBMIA Haj, 3aNMCaHHbIMW BbI30BAaMM CelyeT KOCHYTbCA Nos
C KOJINYECTBOM 3aMMCaHHbIX BbI3OBOB M Ha OTKPbIBLUENCS CTPAHMLE B KOHTEKCTHOM MEHHO
BbI30Ba KOCHYTbCA MyHKTa C HeobxoanuMbIM aenctenem (PucyHok 40).
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NMPUMEYAHUE. 3anmcaHHble BbI30BbI MOXHO Takxe nocmoTtpeTb 8 MII
«ANKTODOH »;

Tened |C‘ C6poCUTb CHETUMKM BbI3OBOB
enedpoH

Coob6LueHuns 6bicTporo oTeeTa

CYETYMKM BbI3OBOB

AAN: CospaiiTe no 5 coobLuieHwit ans GbicTporo oTeeTa,
Vcxopsiume ebisoBbl: 0:00:00 KoTopble Bbl cMOXeTe oTnpaBnaTh nocne

Bxopswue Bbizosbl: 0:00:00 BbIKS 3BYKa NpY BXC Bbi30BeE.
Bce BbizoBbl: 0:00:00

f M3MeHUTb 6bICTpble OTBETbI
O C6poCUTb CHETYMKN BbISOBOB
WcTopus Bbi3oBoB

Coobuienns 6bicTporo oTBeTa <
BbicTpbIl BbI3OB

Ona CoBepleHus BbisoBa norpe6yeTcu
Cospaitte 1o 5 coobuieHuit ans GuicTporo oTeeTa, KOCHYTBCS HEOBXOANMOrO KOHTAKTa B
KoTopble Bbl cMoxeTe oTnpaenaTh nocne MCTOPUM BbIZOBOB

BbIK/IIOYEHMS 3BYKa NP BXOASLLEM Bbl30BE.

2 M3MmeHuTb 6bICprIe OTBETbI 3anucb pasrosopa

3anucb pasrosopa
BO3MOXHOCTb BK/IIOYUTB 3anuCh pasroeopa
BO BpeMs akTUBHOIO Bbi30OBa.

WcTopus BbI30BOB

BbICTpbIii BbI3OB
[ns coseplueHus Bbi3oBa notpebyetcs 3anucaHHble BbI30BbI
KOCHYTbCSi HEO6XOAMMOr0 KOHTaKTa B
UCTOPUM BbI3OBOB

2 Bbi3oBa

3anucb pasrosopa 3a610KMPOBaAHHbBIE BbI3OBbI

#  3anucb pasrosBopa
BO3MOXHOCTb BK/IOYUTD 3aNUCh pasrosopa

3a6n10KMPOBaHHbIE KOHTAKTbI

10

PucyHok 38 PucyHok 39

— KOCHYTbCA nona SIM1 | [MobunbHbIM onepaTtop]
nmbo SIM?2 [MobunbHbIN onepaTop] ana
s &o0. | [ONONHUTENBHOW HAaCTPOMKM BbI3OBOB Yepes SIM-KkapTy:
® KOCHyTbcs nons «OxuaaHue BbI3oBa» A4
OMOBELLEHNA BO BPEMA Bbl30Ba, O APYrom BXOAALLEM
BbI30BE;
® KOCHyTbcs nonsa «lMepeagpecauma Bbi3OBOBY
ONA YCTAaHOBKM C/ly4aeB WM HOMepa nepeagpecaummu
(PucyHoK 41);
® KOCHYTbCSA MosAa  «3anpeT BbI3OBOB»  A/1A
YCTAHOBKM 3anpeTa Ha onpeaeneHHble BWZbl BbI30BOB
(PcyHoOK 42).

NMPUMEYAHUE. Tlpn ycTaHOBKe 3anpeTa Ha
onpeaeneHHble  BbI30Bbl MY  3anpocuT  Naposb
BNaAenbla yCTPOMCTBA A5 NOATBEPKAEHMA AeNCTBUSA;

® YCTQHOBWUTb  HOMeEpP  TOA0COBOM  MOYTHI,
KacaHuem nons «Homep ronocoBomn NoYThbI»;
PucyHok 40 ® KOCHYTbCA MonAa «Homep ronocoBOi MOYTHI»
[NA yKa3aHMA Homepa ro10COBOM MOYTbI.

MosBoHuTL
OTKPbITb KAPTOYKY KOHTaKTa
Ypanutb

MNMopenutbea

Metp 18:20
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I I'Iepeap.pecaqu Bbl30OBOB

# Bce ronocosble Bbi30Bbl

# Ecnw 3aHsTO
# Ecnu Het oTBeTa
# Ecnw BHe cetu

PucyHok 41

| CoobLueHus

(>) SIM1|ROSTELECOM

SMS

+79043490008
Appec SMS-ueHTpa

#® OTy4eThl 0 fOCTaBke
3BanpalmeaTtb oTYET 0 gocTaske SMS

OTo6paxaTb CYETYMK CUMBO/IOB
OTobpaxarb KONIMYECTBO COOBLEHNN, Ha
KoTopbie GyaeT pasbuT HabpaHHbI TEKCT, N
KOMMYECTBO CUMBO/IOB B MOCNIEAHEM
coobLeHnmn

MMS

MakcumanbHbi pa3mep coobLieHus
CpepnHuit

Pasmep coobLeHUs MOXeT 6biTb OrpaHU4eH
0rnepaTopoM OTMPaBUTENS WK NONyyaTens

3anpawmBaTb oT4eTbl Het
Bbl MOXeTe 3anpallnBaTh OTHETbI O AOCTaBKE U
npoyteHun MMS

#  YBepoMnsTb O MPOYTEHUMU

Ortnpasutens 6yaer ysenoMneH o TOM, YTO

PncyHok 43

| 3anper BbizosoB

#  Bce ucxopswme Bbi30BbI

#  Vcxopsime MexayHapoaHble
BbI30BbI

#  Mcxopsiwme MexayHapoaHble
BbI30Bbl KDOME POAHOI CTpaHbI

#  Bce BxoasLiMe Bbl30BbI
#  Bxopsliue BbI30Bbl B POYMUHIe
BblkntounTb BCE

ﬂaponb 019 3anpeTa Bbi30OBOB

é M3MeHnTb naponb

PucyHok 42
Ona npononHuTenbHOM HacTporkn MI «CoobLieHuna»
Heobxo4MMOo BbIMONHUTL  Cleayloune  AencTBuA
(PucyHok 43):

— B noapasaene «SMS» npocmoTpeTb agpec SMS-
LEHTPA;

— aKTMBMpPOBaATb  nepekayvatesnb  «OT4eTbl O
[0CTaBKe» A/1A 3anpoca oT4yeTa 0 40CTaBke SMS.

NMPUMEYAHUE. [na akTMBauMM NepekntyaTens
[0CTAaTOYHO KOCHYTbCA MO/A, B KOTOPOM OH PACMO/IOKEH:
nepek/tovaTeNb Ha4YHET CBETUTLCA ApYe, YEM B COCTOAHNM
NO YMONYAHWUIO (HEAKTUBHOM).
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Y agMuHUcTpaTtopa MY ecTb BO3MOXKHOCTb 3aMyCTUTb
Loz yTuauty CSD Tool, ana storo:
Agpopa 51 (x32) — OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KaCaHMeMm
Mpowssonurens 3Ha4kKa @ Ha DKpaHe NPUIOKEHNN;
Fplus o @
oiliniie — KOCHYTbCA nNyHKTa «06 ycTponcTee» B
R670E noapasaene «MHbopmaumsa»;
IMEI _ « »
o R, o KoCcHyTbcA nons «Cbopka» 5 pa3 (PucyHok 44), B
353358860687321 pe3ynbTaTe 3anyctmutca ytuamta CSD Tool.
Cepuiibi Homep MPUMEYAHUE. OnucaHue pabotbl ¢ ytuamton CSD
RDOOR570EPF0035366
. Tool npuBeaeHO B COOTBETCTBYHOLWMX [AOKYMEHTAX
opka
5.1.5.60 (MeTponaenosck- ® I_Ipe,[l,l’lpVIﬂTVlﬂ-pa3pa6OTL‘ll/ll'(a, KOTOpble npeaHasHavyeHbl
KamyaTckuit)
ana MCNO/b30BaHMA npoun3BoOANTENAMM MY  u
ﬂOﬂOnHMYeanble BO3MOXHOCTH
Aurora-TEE 1.1.9-1.1.14.omp, dBTOPU30BaHHbIMA CepBVICHbIN\VI LUEHTPaMMU
Extra content 0.8.0-1.1.27.omp,
docviewer 0.2.2-1.1.14.omp npom3sBoanTenA.
MO nponasoauTens
ApanTauus ycTponcTea
PucyHok 44

1.4.5. NMonb3oBaTeNbCKOE XPAHUAMLLE KNOYEN

[Monb30BaTENBCKOE XPAHUANLLE KAOYEN NpeaHa3HaYeHOo AN XPaHEeHMA KAtoYeln n
cepTUPUKATOB, MPM STOM OFpaHMYEHMe A0CTyNa K XpaHuAuLLy obecneymBaeTca WTATHbIMM
cpeacteamn OC Aspopa (pasaen 4).

NMPUMEYAHUE. Monb30BaTeENbCKOE XPAHWUAULLE KAKOYEN CO34QeTCA ANA KaxKaowu
YYETHOW 3aMUCKU PONEN N HAXOAMTCA B Nanke SHOME/ .softhsm.

Co3aaHMe NoNb30BaTENbCKOrO XPaHMANLLA KAKOYEN OCYLWECTBAAETCA B CAEA YOLLNX
cayvanax:

— nepBoe BKAOYeHMe MY B pexnme agMUHUCTPATOPA;

— CO3JaHue y4yeTHOM 3anmcK nonb3osaTena (N 1.2.1) c nomoubtlo cepBMca user-

managerd, [MPW 3TOM CKPUNT 1initialize-user-keystore.sh XPaHWUTCA B Narke
create.d

1.4.6. AreHT nonb30BaTens

AreHT nonb3osaTens (User Agent) — 310 maeHTUdUKaTop bpaysepa, KOTOPbIn
nepenaeTcs B 3aronoBke http-3anpoca K cepsepy, OTBET cepBepa MOMET 3aBUCETb OT
[AHHOTO NAEHTUOUKATOPA, U MOXKET ObiTb 3a4aH:

1) Mo ymon4yaHuio B MHTEpdENice, ONUCaHNE KOTOPOro MPMBEAEHO B AOKYMEHTE
« PyKOBO,ﬂ,CTBO NnoJ/ib30BaTeNnA»,

2) C nomolbto panna ua-update. json, KOTOPbIN:

— MMeeT nona hostname W useragent um  NYyTb /home/defaultuser
/.local/share/org.sailfishos/browser/.mozilla/ua-update.json;

— onpegendet areHT nosib3oBatend anAa otae/ibHbIX CanToB.
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MPUMEYAHWUE. Mpn n3meHeHnn danna ua-update.json BPYyYHYD HEOBXOAMMO
nepesanyctntb MI1 «bpaysep».

O6HOBNEHME MOMXKET NPOMCXOANTbL CAEAYIOLLMMIN cCnocobamu:

— C TMOMOLLbI 3HAYeHMA MO YMOJYaHWIO, Koraa oTcyTcTByeT dann  ua-
update.json. [eHepauua @anna OCYyLWECTBAAETCA W3 /usr/share/sailfish-
browser/data/ua-update.json.in;

— C nomoulbto Beb-calTa, Koraa ¢ann ua-update.json OOHOBAAETCA Yepes CeTb
NHTepHeT. [lonyyeHne daina ocyulecteaserca nocpeactsom  http-sanpoca B
M «bpay3ep» Ha onpeaeneHHbIM agpec B ceTn NHTepHeT.

NMPUMEYAHUE. Mpn nepsom 3anycke MI «bpay3ep» 3anpoc K cetn NHTepHeT He
ocyuwlecTsaseTcs, a dann ua-update.json reHEPUPYETCA NO YMOAYAHMIO.

1.5. HacTpoitka ceTeBbIX BO3MOXHOCTEM

1.5.1. HacTponKa npuHTEpa

BHUMAHMUE! MoapobHaa nHpopmauma o neyatn Gpannos NpuBeeHa B JOKYMEHTE
«PyKOBOACTBO MNONb30BATENAY.

B OCABpopa npeaycMoTpeHa  BO3MOXHOCTb
nobasneHns  nNpuHTepa, ANAa  3TOro  HeobxoAMMO
BbINOMIHUTb C/leAytoLLme AeNCTBUA:

— OTKPbITb MEHID CUMCTEMHbIX HAaCTPOEK KacaHuem

| MpuHTEpDI =+

3HayKa @ Ha JKpaHe NPUIOKEHUN;
Y Bac eLle HeT NpUHTEepoB — KOCHYTbCA TMyHKTa MeHto «[IpuHTepbI» =
nogpasaene «YnpasaeHne CoOegMHEHNAMMY;

— MOAKMYUTL  nNpuHTEep K MY ogHum  u3
cneaytoumx cnocobos:
[lo6asuTs npuHTep e Cc nomouibto USB-kabena 4vepes nepexoaHMK
USB-OTG.

NMPUMEYAHUE. C nomouwpbto USB-kabens MoOXKHO
NOAKNOYUTb TONbKO NpuHTEP Woosim L450 (MIG KB4);

e o cetn WLAN (pabota no ctaHaapty Mopria);

— Ha OTKPbIBWIENCA OAHOMMEHHOM  CTPaHMLUE

KOCHYTbCA KHOMKKN «[106aBMTb NPUHTEP» MO0 B NPaBOM

B

PucyHoK 45 BEPXHEM YI/ly KOCHYTbCA 3HA4Ka + (PucyHok 45), B
pe3ynbTaTe byaeT BbIMONHEH MOUCK YCTPOWCTB;
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— Ha OTKPbIBLUENCA CTPaHMLLE BbIDpPaTb YCTPONCTBO,
| Ao6asuTs npuHTep =
KoTopoe Heobxoanmo A06aBuTb (PrcyHoK 46);
peHHble yCTPoiCcTB ey
PRESSEE e — B MPaBOM BEPXHEM VYr/ly KOCHYTbCA 3Ha4yka =
bl it ANA  ODHOBAEHMA  MHPOPMaLMUM O  HaWAEHHbIX
YyCTPOMCTBAX;
— BBECTM MMA NPUHTEpPA B NOJE BBOAA U KOCHYTbCA
KHOMKK «[106aBuUTb» (PrcyHOK 47), B pe3yabTaTe NpuHTep
0TObpa3mnTCca Ha cTpaHuLe «MpuHTepPbI» (PUCYHOK 48).
PucyHok 46
| OTMeHUTb Ho6asutb MpuHTEpPDI ®
Lo6aeutb NpuHTEP Mo npukTepb!
HP Color Laser 150 HP Color Laser 150
WMs npuHTepa
PucyHok 47 PucyHok 48
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,D,}'IFI nepenmeHoBaHMA MPUHTEPA H€O6XO,£I,I/IN\O
HP Color Laser 150 ] o
BbINO/THNTL cheayrouwmne 4encTtenA
O npuHTepe — Ha CTpaHMue ((HpMHTepr» Bbl6paTb

HP Color Laser 150

d the you i to of
gwer tyu

asdf gh j

1123

o p
k|

@l 7 | X |c|Vv bln|im B

.

PucyHok 49

HEeobXoAMMbIN NPUHTEP, KOCHYBLLMCH Ero;
— Ha OTKPbIBLIENCA CTPaHMLLEe BBECTM HOBOE WMA
npuHTepa (PucyHok 49);

— KOCHYTbCA 3HaukKa ANA  NOATBEPKAEHMSA
NencTBUsA, B pesynbTate NpuHTep byaeT nepemmeHoBaH.

[na ynaneHua npuHTEpa M3 Cnucka Heobxoaumo
BbIMO/IHUTb CAeayoWme AenNCTBUS:

— Ha cTpaHuue  «[lpUHTEPbI»  KOCHYTbCA U
yAepKMBaTb HAa3BaHMeE NPUHTEPA, KOTOPbLIN HEODXOAMMO
YAANNTb;

— B KOHTEKCTHOM MEHK  KOCHYTbCA  MyHKTa
«Ypanntb» (PucyHoK 50) nnbo OTKpbITb MPUHTEP M B
NPaBOM  BEpPXHEM  YrAy  KOCHYTbCA  3HauyKa I}
(PucyHoK 49);

—  Ha OTKPbIBLUENCA CTPAHMNLLE KOCHYTbCA KHOMKW «YA3aNUTb» ANSA NOATBEPHKAEHMA
onepauum Mbo KHoMKKM « OTMEHUTLY A/19 OTMEHbI onepaunm (PucyHok 51).

| MpunTeps!

Mowu npuHTEpSLI

HP Color Laser 150

Ynanutb

®

PucyHok 50

l OTMeHUTb Ynanutb

Yoanutb NnpuHTep?

Bbl 4eCTBUTENIbHO XOTUTE YAaNUTb
npuHTep HP Color Laser 1507

PucyHoK 51

30



— 1 OBKPbITAFI
PYKOBOACTBO aAMWUHUCTPATOPaA l F.‘ni%‘gé’#ﬁﬂ

1.5.2. icnonb3oBaHne VPN-coegmMHeHMUA

VPN — 37O 3alMlLieHHas ceTb, NPeaoCcTaBaAaloWans BO3MOXHOCTb YCTaHABAMBATb
3aWmndpoBaHHOE CoeAMHEHMNE C YaaneHHbIMK cepBepammn Beb-canToB B ceTn NHTepHeT.
Mpn NOAKNIOYEHUN K yAaNEHHOMY CepBepy NoAb30BaTeNb nosyyaeT IP-aapec B pernoxe,
rAe pacnosiaraeTcs AaHHbIN cepBep.

B oTnnume oT npokcu-cepsepa, VPN BHayane BbINONHAET MOAKAOYEHUE K CETH,
KoTopas 3aTem obecrneymnBaeT coeamHeHne ¢ TpebyeMbiM CEPBEPOM HaMpPAMYLO, MPU 3TOM
WndpoBaHMe AaHHbIX MO3BOMAET 3aWUTUTL MAPOAM U UHYIO KOHOUAEHLMANbHYIO
MHGOPMaLMIO OT yrpo3 He30nacHOCTMK.

BHUMAHUE! Ona otobpakeHuUs noaaeprKnmBaemblx
| [No6asutb VPN @
VPN-nnarmHoB B nyHKTe meHto «VPN» noapasaena
«YnpassieHue COeaMHEHNAMM» HeobxoaMMo
AOMOJIHNTE/IbHO YCTaHOBUTL CTOPOHHMe VPN-peleHuna, He
ABnAroLLmMeca BctpoeHHbiMM B OC ABpopa.
B cayyae oTcytctBMA nogdepxkmBaembix  VPN-
VPN-nposaiigepsbl He NNarMHOB Ha 3KkpaHe MY oTobpasnTca COOTBETCTBYOLLEE
yCTaHOBNEHbI. ysegomneHune (PucyHok 52).
PucyHok 52

1.5.3. 3apanmne URL-aapeca

MPUMEYAHUA:

v MoppobHoe onucaHne HacTpoikn cetn WLAN npuseseHo B  AOKYMeHTe
«PyKoBOACTBO MNONb30BATENAY;

v 3apganne URL-agpeca a4 cepsepa MpoBepku cetn MHTepHeT, a Takke NTP-
cepBepa, byaeT NPMMEHEHO KO BCEM YYETHbIM 3aMMUCAM, CO34aHHbIM Ha MY.

Ona 3apaHua URL-agpeca ans cepsepa MNpoBEepKM HeobXxoAMMO BbIMOAHUTb
cneayowme AencTBms:

— OTKPbITb MEHK CUCTEMHbIX HACTPOEK KacaHMem 3HauKa @ Ha DKpaHe
npunoxeHnn (cm. PUcyHok 1);

— KOCHYTbCA nNyHKTa MeH  «WLAN» S B nogpasgene «YnpasneHue
COeAMHEHNAMMY;
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— KOCHYTbCA Nona «PaclimpeHHble HacTpoMKM» (PrucyHok 53);
— Ha OTKPbIBLWENCA CTpaHWLE 3anoNHUTb Heobxoammble NOAA B noapasgene
«URL-agpeca cnybbl» Ana npoBepKn Aoctyna K cetu MIHTepHeT (PucyHok 54).

PaclumpeHHble HacTPOoKK

| WLAN
R570E
. Wwms ycTpoiicTa
PaclumpeHHble HaCTporKu @ WMs ycTpoiicTea, oTo6paxaemoe y Apyrux
YCTPOWCTB B NIOKanbHOMK CeTH
WLAN Ino6anbHbiii Npokcu-cepeep
WLAN = #  no6anbHbli NPOKCH-cepBe| x
> i p pBeep
Mcnonhayercn ANs BCex COeﬂMHeHMﬁ
(WLAN, Mo6unbHbIX 1 Ap.) 1
nOJJKﬂIO‘-IeHMe qepes QR @ nepeonpeaenseT uHAMBMAayanbHble
HaCTPOWKM.
KoH¢urypaumus npokcu-cepeepos
[No6asutb ceTb @ HeT npokcu-cepsepos
< URL-agpeca cnyx6bl
Mouck cetent @

http://ipv4.omprussia.ru/return_204

Cratyc URL-appeca IPv4

Mpunoxexus moryT ucnonssosarb atoT URL-appec,
4TO6bI NPOBEPUTD, OTKPBIT /K AN YCTPOUCTBA
AOCTYynNn K cetn MHYEDHQT. Ecnu He 3anonHeHo,
c6pacmeae1’cn B 3Ha4YeHue No yMONYaHuio

Hanpumep, 0.pool.ntp.org,1.pool.ntp.org

Ino6anbHble NTP-cepeepbl
Cnucok ponxeH 6biTb OTCOPTUPOBaH B Nopsiake
npeanoYyTeHus U pasaeneH 3ansaTbiMi

PucyHok 53 PucyHok 54

1.5.4. PaclumMpeHHble HAaCTPOWMKM reonoKaumm

NMPUMEYAHUE. OnucaHne HACTPOMKM reonokaumm

| [eonokauus
npuBeAEeHO B IOKYMeHTe «PYKOBO/CTBO NO/b30BaTENAY.
leonokauvs [lnAa  HaCTPOMKM reonoKaumm BbICOKOM TOYHOCTM
PaSpeU.IVITb NPUNOXeHUaM onpenensitb o
Bauwy reonokauuio. 37a dyHKLA HeobXx0AMMO BbINOAHUTL CAeaytolmMe AeNCTBUSA:
n0Tpe6nneT HEKOTOpOe KO/InYeCcTBo
SeaEsiEan e — OTKPbITb MEHK CUCTEMHbIX HACTPOEK KacaHMeM
e oo 3Ha4kKa @ Ha DKpaHe NpuaoXeHun (cm. PucyHok 1);

[eonokaums BbICOKOW TOYHOCTU
WcnonbayeT ceTeBble cepsuUChl ANs

— KOCHYTbCA MNYHKTa MEHIKO «['eonoKkauma» @ B

N s Rl noapaszaene «ynpasneHue CoeanHeHUAMMY;

B Tornrs TemocTes — aKTMBMPOBATb MNepekayYaTenb  «leonoKauma»
it i (PUCYHOK 55) ana paspelenna M, yCTaHOBAEHHbIM Ha
Kakve-nubo AaHHble.

MY, pacno3HaBaTb Ha KapTe reonokaumm MY;

# P 6
mce:if::yirfoafoc;ffbff:pﬁﬂc.,. — aKTMBMPOBATb  Mepekntoyatenb  «leonoakumsa
Ans onpeaenexus reonokaumm. GNSS He v
G A BbICOKOW  TOYHOCTM»  ANA  MOBbIWEHUA  TOYHOCTU
NpuY 3TOM PeXuM 3KOHOMWUT 3apag
o onpeaeneHna reosiokaumm C MCNONb30BAaHUEM CETEBbIX

CEPBUCOB;
PaclumpeHHble HaCcTPOKK @ o
— KOCHYTbCA KHOMKK «PacwmpeHHble HaCTPOMKN»
N8 nepexoaa K paclMpeHHbIM HacTPOMKaMm reonoKaumm
PucyHok 55 A pexoha K p P P H

(PncyHoK 55);
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| PacwumpenHbie HacTpoiikm

GNSS

CI'IYTHIAKOBaﬂ HaBurauus
YBenu4MBaeT TOYHOCTb OnpeaeneHus
reonokauum Ha OTKDbITOﬁ MECTHOCTH
(ysBenuumBaeT pacxop sapsga
aKKymynsTopa)

A-GNSS

# A-GNSS
ONTUMU3UPYET BbIYUCNIEHWE reonoKaLv No
CNYTHWKOBOW HaBurauum (Tpebyet
noaknioyeHns k UHTepHeTy)

McTouHukn A-GNSS

LBS

LBS

OnpepensieT MecTonoNoXeHUe B OTCYTCTBUN
CMYTHUKOBOrO CUrHasna C UCMo/b30BaHNEM
MHbIX UICTOYHUKOB MHPOPMaLIUK,
obpabaTbiBaeMoii Ha BHELLHWUX cepBepax
(TpebyeT nopknioyeHune K MHTepHeTy)

PucyHok 56

| OTMEeHUTb MopTeepauTh

MpepynpexneHue

Ha atoM ycTpoiicTe MoryT 6biTb 3aaeCTBOBaHbI
MecToonp cep 1 (LBS). Boibupas
"MoaTBepanTs" Bbl BKMlOYaeTe Bbib6paHHbIi LBS-
CepBUIC U CornaliaeTech Ha nepeaavy creaywmx
[aHHbIX Bbi6paHHoMy LBS-cepaucy:

« Mo6unbHbIi KO CTPaHbI

« Kog MobunbHoi cetn

« Onucanue coTbl (CoT) B ceTn

« \peHTudmKaTop CoThbl B CETH

« YpoBeHb CUrHasna CoToBOM CETU, UBMEPEHHbIN B
MecTononoxexuu MY

« Ko MecTononoxexus

« Okpyxaiowume Toukun goctyna WLAN

+« MAC-appec

« IP-apgpec MY, HaaHa4YeHHbIt MOBUbHBIM
onepaTopom

« Bpems 06HOBNEHMS OKPYXKaIOLLLEro COCTOSIHUS

PUCyHOK 57

— Ha OTKpbIBLIENCA CTpaHuue KOCHYTbCH
nepekntodatena «CnyTHMKoOBas Hasurauma» (PucyHok 56)
OJ1A YBENIMYEHMA TOYHOCTU OnpesesieHnAa reoiokaumm Ha
OTKPbITOM MECTHOCTU;

— aKTMBMPOBATb nepekmoyatens «A-GNSS» ana
YBENIMYEHMA TOYHOCTM ONpeaeneHns reofoKaumMm B
ropoackmx ycnosmax (PucyHok 56).

BHUMAHUE! TpebyeTtcs yCTaHOBUTb WHTEPHET-

coeMHeHMEe, BbINONHMB HACTPOMKY MOOMIbHON CeTn
n/vnn cetn WLAN.

MPUMEYAHUE. TexHonorms «A-GNSS» ontummnsmnpyet
BblYMCNEHNE T[E0N0KAUMM MO CNYTHUKOBOM HaBMrauum,
ncnonbdya npotokon SUPL — 3aWMLIEHHbIM MPOTOKON
onpeaeneHns MecTonoI0KeHNA NoNb30BaTeENEN;

— HacTpouTb UCTOYHMKKN A-GNSS, ana atoro:

® KOCHYTbcA nepekntovatena «SUPL Open Service
(Google LLC)» (PucyHoK 56);

® B OTKPbIBLIEMCA OKHE  O3HAKOMMUTbCA C
npeacTtaBneHHON WMHOOPMALMEN U  KOCHYTbCA KHOMKMK
«MoaTBepanTby AN NoATBEPXAeHWs onepaumm nmnbo
KHOMKN « OTMEHUTL» ANA OTMeHbI (PrucyHOK 57);

— KOCHYTbCA nepektodaTena «LBS» ana ysenmyeHums
TOYHOCTM reonoKkaunm 6e3 MCnoNb30BaHUA CMYTHMKOBbLIX
cucTem Hasuraumm (cm. PucyHok 56);

— B OTKPbIBLIEMCA  OKHE  O3HAKOMWTbCA  C
npeacTaBAeHHOM WHGOPMAUMEN U KOCHYTbCA KHOMKMK
«MoaTBepaAnTb» ANA MNOATBEPXKAEHWMA onepaumm nmnbo
KHOMKN « OTMEHUTb» ANA oTMeHbl (PucyHoK 57).

BHUMAHUE! TpebyeTrcs yCTaHOBUTb WHTEPHET-
coeiMHeHMe, BbINONHMB HACTPOMKY MODOUIbHON CeTu
n/vnn cet WLAN.

NMPUMEYAHUE. TexHonormsa «LBS» umcnonb3yet API-
cepsuc — AHaeKc.J/loKaTop;

— HaCTPOWUTb NCTOYHMKOB LBS, ana storo:

® KOCHYTbCSl KHOMKM ® (PrcyHoK 58);
® 3aMo/IHUTL nona «Knwu» un «llepnogmU4HOCTL»
(PcyHoK 59).
NMPUMEYAHUE. [OnAa  nonydeHuAa  CNPaBOYHOM
nHbopmaumMmnm o Kawde ana naketa «Jlokatop API»
KOCHYTbCS TMNEPCCbIIKM CO 3HaKOM Bonpoca (PucyHok 59);
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| PacwmpenHbie HacTpoiiku

(yBenuumBaeT pacxop 3apsaa
aKKymynsTopa)

A-GNSS

A-GNSS

ONTUMKU3MPYET BbIYUCIIEHME FreOOKaLIMM MO
CNYTHWKOBOW HaBurauum (Tpebyer
nopkoyeHus K MIHTepHeTy)

McTouHukn A-GNSS

[lns HacTpoiku MCTOYHUKOB BKloynTe A-GNSS

SUPL Open Service (Google LLC)

LBS

LBS

OnpepensieT MECTOMNONOXEHWUE B OTCYTCTBUM
CMyTHUKOBOrO CUrHana ¢ UCMosnb3oBaHUeM
WHbIX UCTOYHUKOB MHOPMaLnK,
obpabatbiBaeMoit Ha BHELLHUX cepBepax
(TpebyeT nopknioyeHue kK MHTepHeTy)

WcToyHukmn LBS

AKU U

INokatop API iHpekc Kapt @

PucyHok 58

PacLumpeHHble HacTpoWKM

LBS

LBS

OnpepnenseT MeCTOMNONOXEHUE B OTCYTCTBUN
CMYTHWKOBOrO CUrHana ¢ UCMonb3oBaHUem
MHBIX UICTOYHUKOB MHPOPMaLIY,
o6pabaTbiBaeMoii Ha BHELHUX CepBepax
(TpebyeT nogkntoyeHue K HTepHeTy)

WcTouHukm LBS

[lns HaCTPOIKKU UCTOYHMKOB BKloyuTe LBS

JNokaTop API AHpekc KapT @

PucyHok 60

| HacTpoiiku
QAPI

Kntoy

1

MepuognyHoCTbL
BBeauTe 3HauYeHWe NeproUYHOCTM 3anpoca Ha
cepsep B cekyHaax ot 140 600

Kak nony4utb knoy?

PncyHok 59
[Ona  HacTpOMKM  permma  aHeprocbeperkeHus
HeobXxoAMMO  BbIMOMHUTL  C/AedylolMe  AeNCTBUA:

(cm. PucyHok 55):

— KOCHYTbCA KHOMKWM «PacwmMpeHHble HaCTPOMKM»
(cm. PucyHok 55);

— KOCHYTbCA nepektodaTena «LBS» ana ysenmyeHms
TOYHOCTM reonoKkaunm 6e3 MCcnoib30BaHUA CMYTHMKOBbLIX
cuctem Hasuraumm (PucyHok 60).

BHUMAHUE! TpebyeTrca yCTaHOBUTb WHTEPHET-
coeaMHeEHWE, BbIMOMHMB HACTPOMKY MOOUABHON CeTu
n/vnn cetn WLAN;

— HaCTpPOWUTb NCTOYHMKOB LBS, ana storo:

® KOCHYTbCSl KHOMKM ® (PncyHok 60);
® 33aM0/HUTL nona «Kawu» n «lleprnognyHOCTbY
(cm. PucyHok 59).

MPUMEYAHUE. [na  nonyvyeHmsa  CNpaBOYHOM
nHbopmaumm o Kade anAa naketa «Jlokatop API»
KOCHYTbCA rMNepccbIIKM CO  3HaKom BOMpoca
(cm. PucyHok 59).

34



— 1 OBKPbITAFI
PYKOBOACTBO aAMWUHUCTPATOPaA l P.‘ni%"gé’mﬂ

2. BbINONHEHWE MPOITPAMMDBI

2.1. Hactpoiika obHoeneHuit OC ABpopa

ObHoBneHne OC ABpopa OCYLLECTBASAETCA aAMUHUCTPATOPOM WAWU YAANEHHO C
Mcnonb3loBaHWem MpuKNaaHOro NnporpammHoro obecneveHus «Aspopa LleHTp» (MMNO).
MPUMEYAHUE. Ona nonyvyeHma uHPopmaumm no obHoeneHuto OC ABpopa C
ncnonbzosaHmem MNMO cneayeT 06paTUTbCA K COOTBETCTBYHOLWEN AOKYMeHTaumm Ha M0,
pa3melleHHON Ha Beb-canTe: https://auroraos.ru/documentation/.
Ona Hactponkn obHoBneHMn OC HeobxoaMmo
BbINONHUTb CeaytoLine AeNCTBUA:
— OTKPbITb MEHK CUCTEMHbIX HACTPOEK KacaHWem

| OTMeHUTb |

‘V'Mﬂ nonb3oBaTens

3Ha4kKa @ Ha DKpaHe NpuaoxeHun (cm. PucyHok 1);
Mapone @ — KOCHYTbCA MNyHKTa MeHto «ObHoBeHMA ABpopa

OC» 4- B noapasgene «Cuctema», B pesy/braTe
0TOOPa3nNTCA CTPaHMLA C HAaCTPOMKaMuM 0BHOBNEHNS;

— KOCHYTbCH nepekntovaTend «BKNOUYUTL
3almileHHble obHoBAeHMA» (PUCYHOK 62);

BHUMAHMUE! 1ns nonyyeHns MMeHn Noib30BaTeNA U
napona HeobxoAMMO 0DPaATUTLCA Ha INEKTPOHHYIO NMOYTY:

HomeH

English (predictive input) EN support@omp.ru.
gwertyuiop — Ha OTKprBLLIel\/ﬁCFI CTpaHMUe 3aNnoJIHUTL 1MOJ1A
asdfghijk.|I (PcyHOK 61) Ana peructpauumn 4ocTyna K peno3uTopusam;
B .l clvibinlmE — KOCHYTbCA KHOMKM «BXxoa» 414 BbINOAHEHNS BXOAA
23 _ AMB0O KHONKM «OTMEHUTLY A8 OTMEHbI OnepaLmu.
PucyHok 61

PaHee ycTaHoBeHHYt0 Bepchtio OC ABpopa MOXKHO 0OHOBUTbL 10 TEKYLLEN NOKANbHO
yepes rpapuyeckmin HTepdenc, BbINOAHMB Caeaytollme AencTBuA:

— Ha CTpaHuUEe C HAaCTPOMKamMM OBHOBAEHMA KOCHYTbCA 3HAYKa G ANs NPOBEPKM
[OCTYMNHbIX OOHOBAEHWUI, B pe3ynbTaTe oTobpasnTcA yBeaoMaeHWe: «HeT AOoCTymnHbIX
0OHOBNEHMINY, @ TaKXKe AaTa M Bpema nocieaHen nposepku (PrucyHok 62) nnbo goctynHoe
obHoBneHue (PucyHoOK 63);
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| O6HoeneHus OC Aspopa O6HosneHmst OC Apopa

MocnepHss nomnbiTka 06HOBEHUS

3aBepLinnacb HeygavyHo
CepBep 06HOBNEHUI HeQoCTyNeH

™\  [poBepuTb Hannyme o6HOBNEHWUIA
= MocnepHss nposepka: 11 uons 2024 8
11:06

Tekywias Bepcus
5.1.1.45 (Metponaenosck-Kamuarckuit)

@ PesepBHoe konupoBaHue
OG6HOBNEHME CUCTEMbI He 3aTparuBaeT
daiinbl, 0oQHaKo pekoMeHayeTca
Nep1oauYeckn Co3aaBaTh pe3epBHbie
Konuu

#  3arpyxaTb OGHOBNEHUS TONbKO

epes WLAN 1™\ [poBepuTb Hannune o6HOBNEHUI
& SarpyxaTb O06HOBNEHUS B 7 MocnenHss npoeepka: 18 sHeaps 2024 8 12:4
poyMuHre %‘ Texyluas Bepcus
: S 5.0.0.28 (MeTponasnosck-KamyaTtckuit)
#  BKIIOYUTD 3aLUMLLEHHbIE
OGHoB/eHus o @ PesepBHoe KonupoBsaHue
Texywii nomery sales O6HoBNEHWe CUCTEMbI He 3aTparvuBaeT
dainbl, ogHaKo pekoMmeHayeTcs
nepuoaguyecku cospaeaThb pesepeHbie Konuu
3arpyxaTtb 06HOBNEHUs
Tonbko Yyepea WLAN
PucyHoK 62 PucyHok 63

— NPU  HAAMYUWU  AOCTYNMHOrO OOHOBAEHWUSA KOCHYTbCA KHOMKKM «[loapobHee»
(cm. PUCYHOK 63) M Ha OTKPbIBLWIENCS CTPaHMLE O03HAaKOMWUTbCA C  NOAPOOHOM
nHdopmaumerr o6 obHosneHUM (PucyHoK 64);

— KOCHYTbCSl KHOMKMK «3arpy3nTb — [Pazmep obHoBaeHUs]» (cm. PucyHoK 63) ana
ero 3arpysku. B cnyyae HeobxoaMmocCTM 3arpy3ky OOHOBAEHMA MOXHO OTMEHWUTb
KacaHnem KHOoMKM «OTMeHUTb 3arpysky» (PuUcyHOK 65);

— nocne ycnewHom 3arpy3km OOHOBAEHMA KOCHYTbCA KHOMKKM «YCTaHOBUTL

obHoBneHMe» (PUcyHOK 66);
— Ha OTKPbLIBLUENCA CTPaHWULE KOCHYTbCA KHOMKM «YCTaHOBWUTbY» (PucyHoK 67),
nocne yero MY aBTomaTuyeckm byaeT nepesarpy’keHo, 6o KHOMKM «OTMEeHUTb» anA

OTMEHbI onepauym.
MPUMEYAHUE. B 3aBMCMMOCTU OT KOHCTPYKTMBHbIX ocobeHHocTer MY nocne

YyCTaHOBKM 0OHOBNEHMA BO3MOXKHA ABOMHAn nepesarpyska MY.
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MogpobHee O6HoBneHus OC Aspopa

Aspopa 5.0.0.60

OG6HOBNEHNE COAEPXUT U3MEHEHUS, C
KOTOPbIMU MOXHO O3HAaKOMUTbLCSH B Release
notes no ccoinke https://auroraos.ru/

Te as Bepcus
documentation Byl P

5.0.0.28 (MeTponasnoBck-KamyaTckui)

PesepBHoe konuposaHue
O6HoBNEHME CUCTEMDI He 3aTparusaer
daiinbl, oHaKo pekoMeHayeTcs
nepvoauYecku co3aaBaTh pesepBHbie Konuu

4
D)

3arpyxaTb 06HOBNEHus
Tonbko yepea WLAN

PucyHok 64 PucyHoK 65

O6HoBnerust OC Aspopa OTMeHUTb YcTaHoBUTb

YcTpoiicTBo 6yaeT
nepesarpy>xeHo
YctaHoBka 06HOBNEHUI 3alMeT
HeKOoTopoe BpemMs4, B Te4eHUe KOTOporo
Bbl He cMoXeTe nonb3oBaTbcs

YCTPOMICTBOM. YCTaHOBUTb
obHoBNEHUa?

MpoBepuTb Hann4ymMe 06HOBNEHWIA
MocnepnHsis nposepka: 18 sHeapa 2024 8 12:4.

Tekyuwias Bepcus
5.0.0.28 (MeTponaenosck-KamyaTckui)

@+ O

Pe3epBHoe konupoBaHue
O6HOBNEHNE CUCTEMDI HE 3aTparuveaer
daiinbl, 0HaKO peKoMeHayeTcs
nepuoauyecku cospasaTb pesepBHble KOnuu

3arpyxaTb 06HOBNEHUS
TOonbko Yyepe3s WLAN

PucyHoK 66 PucyHoKk 67

Ha cTpaHuue «O6HoBneHne OC» aMMHUCTPATOPY TaK¥Ke AOCTYMHbl caeaytolime
nencTeuns (cm. PUcyHOK 62):

— nNpocMmoTpeTb MHGopMaL Mo 0 Tekyuen Bepcnm OC /@‘;
— BbINONHUTbL pe3epBHOe KonupoBaHue nepen obHosneHnem OC, KOCHYBLUMCH

3Ha4Ka @
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NPUMEYAHUE. MoapobHoe onmcaHme o co3aaHMM pe3epBHOM KONWUKM NPUBEAEHO B
[OKYMeHTe « PyKOBOACTBO M0O/1b30BaATENAY;

— aKTMBMpPOBaTb MO0 AeaKTMBMPOBATL NepPeKNtoYaTeNb «3arpy*KaTb 06HOBAEHMSA
TonbKo Yyepez WLAN» ana 3arpyskm obHosaeHms ¢ nomoulbto cetnt WLAN;

— aKTMBMPOBATb MO0 AEeaKTMBMPOBATb MEpPeK/oYaTeNb «3arpy*KaTb 0OHOBEHMA
B POYMMHIe» ANA 3arpy3kn obHOBAEHMA B POYMUMHTE.

2.2. Cbpoc HacTpoek MY

MPUMEYAHMUE. Cbpoc HacTpoek MY — 3To npouecc yaaneHns BCex AaHHbIX, Nocae
KoToporo MY BO3BpalllaeTCA K 3aBOACKOMY COCTOAHMUIO, T.e. K Bepcum OC, yCTaHOBNEHHOM
npounssogutenem MY.

Ona cbpoca HacTpoek MY A0 3aBOACKOro COCTOAHMA HEOHXOAMMO BbIMOJIHUTL
cneayrouime AencTens:

— OTKPbITb MEHI0 CUCTEMHbIX HACTPOEK KacaHMem 3HauKa @ Ha DJKpaHe
npUNoXeHun (cm. PrucyHok 1);

— KOCHYTbCA MNyHKTa MeHto «CObpocUTb  YCTPOMCTBOY» X g noapasaene
«MHDopMaLma»;

— Ha OTKPbIBLWIENCA CTPaHULE KOCHYTbCA KHOMKM «COpPOCUTL YCTPOWCTBO®
(PncyHoK 68);

— KOCHYTbCA KHOMKK «[MoATBepAnTbY» A4 NOATBEPKAEHWUA onepaumm 1MbO KHOMKM
«OTMEeHUTb» ANA OTMeHbI (PrcyHoK 69);

— npwu HeobxoAMMOCTH KOCHYTbCA nepekatoyaTens «ABTOMATUYECKM
nepesarpysuntb YCTPOMCTBO Noc/e cobpoca» ANna nocaeaytollei nepesarpyskm MY;

— Npy HeObXOAMMOCTM KOCHYTbCA Mepekntovatena «YaanuTb BCe AaHHble» ANA
yOANeHna AaHHbIX.

MPUMEYAHUE. Tocne nepesarpy3kn MY npousomaetr cbpoCc HaCTpoek [0
3aBO/ICKOrO COCTOSIHMA C NOC/AeAyHoLIMM 3aMyCKOM MacTepa NepBOHaYa bHOM HAaCTPOMKMY,
noapobHoe onucaHne paboTbl C KOTOPbIM MNpPMBEAEHO B AOKYMeHTe «PyKoBOACTBO
No/Nb30BaTeNA».
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| C6pocutb I OTMeHUTb MoaTeepauTtb |

C6poc npuBeaET K yaaneHuio Bcex AaHHbIX C

YCTPOWCTBA ¥ ero BO3BPaLLeHMIO K Bbi ﬂ.eFICTBVITEHbHO XOoTuUuTe

3aBOLCKOMY COCTOSIHUIO. 3710 03Havaer - 2

NoTepIo BCeX AaHHbIX, ﬂOGaBﬂeHHbIX Ha C6POCMTb YCTPOMCTBO i

YCTPOWCTBO, BKNloYasi o6HOBNEeHUS,
NPUIOXEHWS, YHEeTHblIe 3anucu, KOHTaKTbl,
1306paxeHus 1 UHYI0 MHGOPMaLUIO.

Mocne noaTeepXxaeHus Bce faHHblie C Bawero
yCTpoiicTBa 6yAyT yAaneHb, U NporpammHoe
obecnevyeHue 6yp.e7 BO3BpalLeHO K 3aBOACKOMY
COCTOSIHUIO. DTO 0O3Ha4aerT, YTo BCe AaHHble,

Co3paiiTe pe3epBHYIO KOMUIO KoTopble Bbl fo6aBunu Ha ycTponcTso, 6yayT
Nonb3oBaTeNbCKUX AaHHbIX Nepes c6pocoM noTepsiHbl (Hanp., 06HOBNEHNS, NPUMOXEHUS,
ycTpoiicTea. YUETHbIe 3an1cH, KOHTaKTbI, poTorpadum 1 Apyrie

daiinbl). CospaiiTe pe3epBHYIO KONUIO $ainos Ha
KapTy namsTi (pekomeHayeTes).

C6pocUTb YyCTPOCTBO
Mpy yaaneHnu AaHHbIX yCTPOMCTBO BbIK/IOYUTCS
aBTOMAaTMYeCKH, CrieflyloLas 3arpyaka MoxeT
3aHATb 60/blLe BPEMEHM, YeM OBbIYHO.

Mepep c6pocom ycTpoicTBa HE06XOAMMO BBECTU
naponb.

#  ABTOMaTWU4YECKM NnepesarpysvTb
yCTPOWCTBO nocne cépoca.

# YpanuTb BCe AaHHble.
an akTusauuu napamMeTpa BCe AaHHbie Ha
ycTpoiicTee 6yayT nepesanucanbl. 310
MOXEeT 3aHATb 6onee nonyyaca B
3aBUCMMOCTM OT 06bemMa XpaHunuuwa.
O6bI4HO CEPOC K 3aBOACKUM HAaCTPOMKaM
3aHUMaeT OKONO 5 MUHYT, U HeKoTopbie
[aHHble BNOCNEACTBMM BCE e MOTyT 6biTh

PucyHok 68 PucyHok 69

2.3. YcTtaHoBKa ctopoHHero 10

AOMMHUCTPATOP WMMeeT BO3MOXHOCTb YCTaHaB/iIMBaTb Ha MY CTOpOHHMe
NpOrpammebl, He ABAAtOLLMeCA BCTpoeHHbIMmK B OC ABpopa.

CTOpOHHME  pa3paboTymMKM  MOryT  MCMNONb30BaTb  OodUUMANbHLIA  Habop
MHCTPYMeHTOB pa3paboTtkm MO ans OC ABpopa, noapobHoe onucaHue KOTOopOoro
npuseaeHo Ha Beb-canTte: https://developer.auroraos.ru/.

Mpu ycTaHOBKE CTOPOHHMX MI1 agamuHUCTpaTopy Heobxoaumo ybeauTbca B
BbIMO/IHEHMW CNeAyHOLWMX YCAOBUIA:

— MaKeT NPOrpaMm yCTaHaBAMBAETCA LWTAaTHbIM 06pa3om;

— HeobXxoaMMble UCNONHAEMbIE Galibl MPOrPaMMbl 3aMyCKatoTCs;

— WTaTHOe noBefeHWe W BbINOJIHEHME MPOrpaMmbl COXpPaHAETCA U nocne
nepe3sarpyskn OC Aspopa.

YCTaHOBKa M ynpasJieHMe  CTOPOHHMM  [1O  MOXeT  OCyLLeCTBATLCA
aAMWHUCTPATOPOM CreayroWmmm cnocobamm:

— JIOKaJIbHO C MOMOLLBIO:

e QR-kopma(n. 2.3.1);
o MM «dannbi» (. 2.3.2);
— YAa/IeHHO:
® MPpUHYyaUTEIbHaA yCTaHOBKA MIT C NOMOLLBIO NOJIMTUKMY;
e ycTaHoBKa MI1 c nomoulbto MMM10.
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MPUMEYAHUE. MoapobHoe onmcaHme no umcnonb3oBaHuto MMNO npuBeaeHO B
COOTBETCTBYHOLLEN NOKYMeHTauuu, PaCNOIOKEHHOM Ha Beb-canTe:
https://auroraos.ru/documentation/.

2.3.1. YcTaHoBKa ¢ nomolbto QR-KoAaa

Ona yctaHoBKkM cTtopoHHero M0 ¢ nomouwbto QR-koaa
HeoOX0AMMO BbINONHUTL CAeaytolme AeNCTBUA:
— OTKPbITb MEHK CUCTEMHbIX HACTPOEK KaCaHMem

| YcTaHoBKa npunoxeHuin yepes QR

3Ha4kKa @ Ha JKpaHe NpuaoxKeHu (cm. PucyHok 1);

— KOCHYTbCA MYHKTa MeHto «YcTaHoBMTb No QR» £
B noAapasgene «Cucrtema;

— Ha OTKpbIBLUENCA CTPaHMLEe HEOBXOAMMO HABECTH
Kamepy MY Ha QR-koa (PucyHok 70), B pe3synbtaTe
3anyCcTUTCA NPoLEecC YyCTaHOBKN (PucyHoK 71);

— A0XAATbCA 3aBePLUEHNA NpOoLLecca YCTaHOBKM A0
oTobpaxeHna Ha 3KpaHe MY  COOTBETCTBYHOLLErO
yBegomieHns (PrucyHok 72).

PucyHok 70
YcTaHoBKa npunoxeHuin yepes QR YcTaHoBKa npunoxeHuni Yepes QR
®e
® YcTaHOBKa 3aBeplueHa
®
[}
YcTaHoBka...
PucyHok 71 PucyHoK 72
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B cnyyae ckaHMpoBaHMA HekoppeKkTHoro QR-Koaa Ha
aKpaHe MY oTobpa3nTca COOTBETCTBYHOLLEE YBEAOMNIEHNE
(PucyHok 73).

YcTaHoBka npunoxexuii yepes QR

Owmunbka 3arpyskmu

PucyHok 73

2.3.2. YcTaHoBKa ¢ nomollbio MIT «Dannbi»

B OC ABpopa npeaycMoTpeHa BO3MOXHOCTb YCTAaHOBKW CTOpoHHero 10, KoTopas
OCYLLECTBASAETCA NOCPeACTBOM YCTAaHOBYHOro Gpanna B popmaTte .rpm.
[na yctaHoBkn MIT Heob6xo0AMMO BbINOMHUTL CAeAytoLIMe AeNCTBUA:

— OTKPbITb MM «®ainbl», KOCHYBLUMCH 3HAYKa Ha DKpaHe MNPUIOKEHUN
(cm. PucyHok 1);

— BblbpaTb HeobxoaMmbI daiin B GopmaTte .rpm KacaHMEM COOTBETCTBYHOLLEWN
CTPOKM.

MPUMEYAHMUE. YcTaHOBOUHbIN dalin cneayeT npeaBapuTenbHO CKonMpoBaTb Ha MY
B nanky «Downloads» ¢ nomoupto USB-Kabend, Bbibpas pexunm «l1poToKon nepeaaymn
myastumeama (MTP)» (cm. PucyHok 35);
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ru.auroraos.ImageEditor

Full featured image editor for Aurora OS

Bepcus 0.6

_|_

YcTaHoBUTb

PucyHok 74

— B OTKPbIBLIEMCS  OKHe KHOMKM
«YcTaHOBUTbLY (PUCyHOK 74).

B 3aBMCMMOCTM OT NOANNCK UCTOYHMKA (Nn. 4.4.1.3)
aAMUHUCTPATOPY MOTYT BbITb AOCTYMHbI:

— MNPOCMOTP  YyBEAOMIEHMA O
yCTaHOBKM noanuncaHHoro MMM (nn. 2.3.2.1);

— BO3MOXHOCTb A06aBNeHMA UCTOYHMKA B CMMUCOK
[oBepeHHbIx (nn. 2.3.2.2);

— BO3MOXHOCTb YCTAaHOBKM HenoanucaHHoro MIrI

(nn. 2.3.2.3).

KOCHYTbCS

pesybTaTax

2.3.2.1. YcTtaHoBKa noanmcaHHoro MI1

B pe3ynbTaTe ycTaHOBKM nognucaHHoro Ml otobpasnTcs:
— cooTBeTcTBYtollee yBeaomneHme (PucyHok 75, PucyHok 76) Ha akpaHe MY;
— 3Ha4YoK ycTaHoBAeHHOro M1 Ha SKpaHe NPUNOKEHUN.

v YcTaHOBKa 3aBeplueHa

ru.auroraos.ImageEditor

OTCOPTUPOBAHO MO faTe M3MEHeHMs!

PepakTop 1306...eHuiA_v0.6.rpm
14 Mas 2024 16:38 01 MB

®

CarBudget_v0.21.rpm
14 mas 2024 15:37 0,3MB

OSM Scout_v2.33.rpm
14 mas 2024 15:37 2,4 MB

® ® ®

Clubcode_v0.5.rpm
14 mas 2024 15:37 0,1 MB

CodeReader_v1.0.45.rpm
14 mas 2024 15:37 0,4 MB

®

ColorDots_v0.4.0.rpm
14 man 2024 15:37 66,0 KB

®

ruvk.RuStore-1..armv7hl (2).rpm
14 Masi 2024 16:37 0,4 MB

®

WebWildberries_v0.1.rpm
14 mas 2024 15:37 35,3KB

@&

PucyHoK 75

! MNpo6nema c yctaHoekoii: Failed to ins

ru.auroraos.ImageEditor

OTCcopTUpOBaHO Mo AaTe U3MeHeHWs

Anbda OHnaiH...wsqlk7dh.rpm
14 Mas 2024 16:14 30,6 KB

PepakTop 1306...eHuii_v0.6.rpm
14 man 2024 15:38 0,1 MB

® ®

CarBudget_v0.21.rpm
14 mas 2024 15:37 0,3MB

OSM Scout_v2.33.rpm
14 man 2024 15:37 2,4MB

®

Clubcode_v0.5.rpm
14 man 2024 15:37 0,1MB

®

CodeReader_v1.0.45.rpm
14 man 2024 15:37 0,4 MB

@®

ColorDots_v0.4.0.rpm
14 Mas 2024 15:37 66,0 KB

®

ruvk.RuStore-1...armv7hl (2).rpm
14 masi 2024 15:37 0,4 MB

@®

PucyHoK 76
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2.3.2.2. YctaHoBka M1 n nobaBneHne NCTOYHMKA B CMMCOK A0BEPEHHbIX

Bbl YBEpPEHbI, 4TO XOTUTE po6aBuTh
CepTM¢MKaT AaHHOro UCTO4YHUKa B
CrnncokK ﬂOBepeHHbIX?

Mpu pobasneHnun ceptudukara
dev.rustore.ru B CiMcok AOBEPEHHbIX
WUCTOYHWUKOB BCE NMPUMOXEHWS,
noAnMcaHHble AaHHBIM UCTOYHUKOM,
6ynyT ycTaHaBnueaTbes 6e3
[LOMONHUTENbHOro 3anpoca Ha
NOATBEPXAEHUE YCTAaHOBKU.

KeyID:
d3b57e525bf0ec890cfb13707c5b1768c097023
cab26fb595ca1170740a14b27

X OTMeHUTb \/ [Oo6asutb

PUcyHoOK /77

Mepen, YCTaHOBKOM M HeobxoaMmo
npeaBaputensHo  A06aBWUTb  WMCTOYHMK B CMMCOK
NOBEPEHHbIX, KOCHYBLWWCb KHOMKM «JlobaBuTb» B
OTKpbIBWEMCA  OKHe  (PucyHOK 77) nnMbo  KHOMKMK

«OTMEHWUTb» ANA BO3BpaTa K CMWMCKY YCTAHOBOYHbIX
dannos.

Mocne  pnobaBneHWA  UCTOYHMKA B CMMCOK
[I0BEPEHHbIX OH 0TODOPA3MTCA Ha cTpaHuMLe «JJoBepeHHbIX
MCTOYHMKM»  (Nn.4.4.1.3.2), npu  HeobxoaMmoCTH
MCTOYHMK MOMKHO yAaNUTb M3 CMMCKA [0BEPEHHbIX
(nn.4.4.1.3.3).

2.3.2.3. YcTaHOBKa HenoanmMcaHHoro Mr1

YctaHoBka NPpUNOXeHnsa
HEBO3MOXHa.

YcTaHoBKa NpunoxeHuii 6e3 nognucu
WCTOYHWMKa 3anpelueHa. ns
paspelLleHus YCTaHOBKM Heo6X0aAMMO
aKTUBMPOBATb COOTBETCTBYIOLLMUIA
nepeksioyaTesb B MyHKTE MEHIO

“an

"MICTOYHMKM NPUNOXEHUIN" CUCTEMHBIX
HacTpoexk.

MepeiiTv B HacTpoiku

Xopouwo

PucyHoK 78

BHUMAHWE! Mepean ycTaHOBKOW HeNoAnMCaHHOro
MM  HeobxoauMmo npeaBapuTeNbHO  aKTMBMPOBATb
nepekntovaTens «Pa3pewnTb YCTAHOBKY MPUIOKEHNN
6e3 noanucu nctovHmka» (nn. 4.4.1.3.1).

[na ycTaHOBKKM HenoanucaHHoro Ml Heobxoammo B
OTKPbIBLWIEMCA OKHE KOCHYTbCA KHOMKWM «[llepentn B

Hactpoikum» (PucyHOK 78) nnMbBO  KOCHYTbCA  KHOMKM
«Xopowo» AnAa BO3BpaTa K CMMCKY YCTAaHOBOYHbIX
dannos.

B pe3synbTate yCTaHOBKM HenognucaHHoro MII
oTObpa3mnTCs:

— COOTBETCTByKOLLEE yBeLoOMIeHne
(cm. PucyHok 75, PUcyHOK 76) Ha akpaHe MY;

— 3HA4YOK ycTaHoBneHHOro MIl  Ha
NPUAOKEHWNI.

JKpaHe
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2.4. TOHKaA HacTpOMKa

BHUMAHMUE! AopmnHumctpaTtopy Heobxoammo mncnonb3oBatb MI «Terminal» TonbKo
NNA OCYLLECTBNEHMA AEUCTBMIA NO TOHKOM HacTpoinke MY B COOTBETCTBMM C HACTOALLMM
NoKymeHToM. Micnonb3oBaHne MM «Terminal» ana apyrux uenen 3AMPELLAETCA.

TOHKaA HaCTpoMKa npedHa3HavyeHa A1 BbINOAHEHWUA CEPBUCHbLIX oOnepauui,
HeAdOCTyNHbIX M3 rpaduyeckoro uHTepdeinca (Hanpumep, HACTPOMKa npaB A0CTyna,
McnpasaeHne KOHPUIypaunmoHHbIX Gananos 1 1.4.).

MM «Terminal» ABNAeTCA MHCTPYMEHTOM NPeaoCTaBAEHMA AOCTYyNa K KOMaHAHOM
CTPOKE, rae MMetoTCA caeaytolme BOSMOXKHOCTH:

— BbIBO/, MOTOKA AAHHbIX, @ TaK¥Ke ANMArHOCTUYECKUX M OTNaZ04YHbIX COODLEHN B
TEKCTOBOM BUAE;

— BbINOJIHEHWE CEePBUCHbIX AENCTBUM M Bonee TOHKOW HacTporku MY (B T.u. C
MCNONb30BaHNEM MPaB Cynepnoab3oBaTensa).

NMPUMEYAHUE. Mo ymonyaHuto MI «Terminal» He
oTobpaXkaeTcs Ha IKpaHe NPUNOKEHNM (CM. PUcyHOK 1).

Ona poctyna K MM «Terminal» Heobxoanmmo
BbINO/NHUTb CAeaylolime AeNCTBUA:

— OTKPbITb MEHI CUCTEMHbIX HACTPOEK KacaHWem

| AOMUHUCTPUPOBaHUE

- BkniounTtb TepMuHan

3apaTtb naponb cynepnonb3oBaTens

3Ha4kKa @ Ha DKpaHe NpUNoXKeHun (cm. PucyHok 1);
— KOCHYTbCA MNyHKTa

CreHepupoBaTb CoxpaHuTb

MEHHK
OuunCTKa NONb30BATENbCKUX AaHHbIX
yKa)KMTe, Kakue nanku nosnb3osartens 6yﬂyT

nepuoanNyYeckn ouULLaTbCS, U 3apanTe
UHTEpBan O4YUCTKU

Cnuncok pa3peLuéHHbIX MPUTOXEHUM
BbibepuTe npunoxeHus, kotopble 6yayT
AOCTYMHbI BCEM MOJib30OBaTENAM

ABTO3anyck NPUNoXeHUn

BbibepuTe, Kakue NpunoXeHus AOMKHbI
3anyckaTbCs aBTOMaTUHECKM NPY KaXaoM
BXO/ie M0/b30BaTeNs B CUCTEMY

Pa3spelueHus npunoxeHui
TMpUHATL paspeLleHns NPUIoKeHUs ANs BCeX
nonb3osaTenen, akTUBHBIX B AaHHbI MOMEHT

PncyHok 79

«AOMUHUCTPUPOBAHMEN & B noapasgene «Cucreman;

— Ha  OTKPbIBLWIEMCA  CTpaHMUE  aKTMBMPOBATb
nepekntoyaTenb «BKAOYMUTL TepMUHan» (PucyHok 79) ana
oTobpaxeHna Ml Ha dKpaHe NPUNOKEHWUI;
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— KOCHYTbCA MONA BBOAA M BBECTU KENAEMbIN
naponb AMbo KHonku «CreHepupoBaTb» ANA NOAYYeHUA
napons, CreHepmpoBaHHOIO  CAyYalHbIM  0bOpasom,
KOTOpbIA B JAanbHenwem OyaeT MCNoNb30BaTbCA ANA

| AOMWHUCTPUPOBaHKE

BkntounTb TEPMUHAnN

s @
S Nosy4YeHMA NpaB Cynepnosib3oBaTend.
MPUMEYAHME. HeobxoamMmo 3anOMHUTb 3aaHHbIN
CreHepupoBaTb CoxpaHnTb
napo/ib;

T e — KOCHYTbCA KHOMKM «CoxpaHntb» (PucyHok 80);
NEPUOONYECKIM OMMLLATBLCA, U 3afaiiTe o
WiTepBan oueTKN — MOATBEPAMTb AENCTBME BBOAOM TEKYLLErO Naponsd
Cn1COK paspewIHHLIX NpHROXeHwj (cm.  PucyHok 4), B  pesynbTate  MI1 «Terminal»
BbiGepuTe NpUnoxeHus, KoTopble 6yayT o
AOCTYTIHbA BOSM F10MIb30BaTeNAM 0TOOpPa3nTCA Ha IKpaHe NPUNoKeHn (cm. PucyHok 1).
ABTO3anycK NDUNOXEHWIA . B

EN MPUMEYAHUE. MI «Terminal» AOCTYMHO TO/IbKO
alwlelrltlylulilo]p aAMUHUCTPATOPY.

asdfgh j k|

Az X ¢ Vb nm

PucyHok 80

2.4.1. Hactponka nHtepdenca Ml «Terminal»

Ona pabotbl ¢ MM «Terminal» ero HeobxoAMMO 3amnycTUTb, NPOBEAA MO 3KPaAHY

CHM3Y BBEPX, M Ha IKPaHE NPUIOKEHNIM KOCHYTbCS 3HAYKa (cm. PucyHok 1).

Mpu nepsom 3anycke MI1 «Terminal» HEOBXOAMMO O3HAKOMUTBLCA C MHPOPMaLMEN
N KOCHYTbCA KHOMKK « OK» (PrcyHoK 81).

B wuHTepdeince MIT «Terminal» HeobXxoAMMO KOCHYTbCA 3HAYKa ONA
OTODpPaKeHMA MEHIO C HACTpPOMKamm MHTepdelca, B KOTOPOM [AOCTYMHbl Caeaytoline
BO3MOXHOCTM (PrcyHoK 82):

— KOMMpoOBaHMe UM BCTaBKa GParMeHTOB TEKCTa;

— nouck URL-ccbinok;

— CO34aHMe HOBOTrO OKHa;

— BbIOOP A3blKa MHTEpPdENCa;

— npocmoTp nHPopmaumm o MM «Terminal»;

— YBE/MYEHME M YMEHbLIEHME pa3mepa WpndTa;

— Bbl6Op OpMEeHTaLMM OKHa;

— BbIOOpP AENCTBMA NPU KAaCaHUM SKPaHa;

— BbIOOp cnocoba oTobparkeHua KnaBmaTypsbl;

— YCTaQHOBKa BPEMEHM 3a4EPKKM KNaBMaTYpbl.

NMPUMEYAHUE. BbinonHeHMe AaHHbIX AEMCTBMIA OCYLLEeCTBAAETCA MNOCPeACTBOM
KaCaHMA COOTBETCTBYHOLMX KHOMOK.
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O6HapyKeHHble URL-
Pasmiep wpudTa
Eﬁ:;;;menlme DKHEP
Fingerterm 1.5.0 [AmarHocTudeckuii
AeTop: Heikki Holstila < > pERN,
@ainsl koHGWrypaumm Ana HACTPOWKKM NapamMeTpos
HAXORATCA NO agpecy: Moseaerne
/home/defaultuser/.config/FingerTerm/ KnaBnaTypsl
WexoaHein kog: Bemz"m CrpbiTe
: Ha ; Nepemect
HaseaHwme Tekyuwero okHa: Jnﬂan i
Paamep Tekyluero TepMuHana:
HaBop cumBoncs: Hoeoe okHO
Packnanka
KNaBuaTyphbl
Wudopmauma
3anepxKa
KNaBuaTypbl
4000 ms
PucyHok 81 PucyHok 82
2.4.2. TlonyyeHune npas cynepnosib3oBaTena
édefaulguser@%?% ~1s devel-su |_|pa Ba cynepnosib3oBaTenAd npeaocCTaBaAroT
assword:
dAMUHNCTPATOPY BO3MOXXHOCTb pa6OTaTb B

NPUBUNETMPOBAHHOM PEXMME U  BbINOAHATL tobble
onepaumm 8 OC ABpopa.

ana noayyYeHmn npas cynepnosib3oBaTena
HeobxoaAnMMo OTKpbITb  MI «Terminal» ©  BbINONHUTL
cneayouime nenctama (PucyHok 83):

— MPOBECTM MO 3KPaHy CHM3Y BBEPX M Ha DKpaHe

NPUNOXKEHMIA KOCHYTbCA 3HAYKA (cm. PucyHok 1);

— B MI1 BbINONHUTb KOMaHAY: devel-su;

— YKasaTb 3a4aHHbIN paHee naposb
cynepnonb3oBaTens, B pe3ynbtate OyAeT BbINOAHEH
nepexoz B peXXmm cynepnosib3oBaTena.

PucyHok 83
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2.5. NoppeprKKa pexxnma paboTbl KMOCKa

2.5.1. CnuncoK pa3spelteHHbix M1

Nna Bbibopa MM, KoTopble ByayT AOCTYMHbI NOA, KOHKPETHOM YYEeTHOM 3anuchblo,
HeobXxoAMMO BbINOAHUTL CAeaytoLLMe AENCTBUA:

— OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KacaHMeM 3HauyKa @ Ha JKpaHe
NPUNOXKEHUIM (CM. PrcyHoK 1);

— KOCHYTbCSl MyHKTa MEHI0 « AIMUHUCTPUPOBAHNE Y & B noapasaene «Cuctema;

— Ha OTKPbIBLIENCA CTPaHMLE KOCHYTbCA MNyHKTa «CnMCOK pa3pelleHHbIX
npunoXKeHnm» (cm. PucyHoK 79) ana oToOpaxKeHWs CNMCKa C YYETHbIMKU 3aNUCAMKU U
cTaTycamm 6enoro cnmcka.

NMPUMEYAHUE. Mo ymonyaHuto 6enblin CMUCOK BbIKAHOYEH;

— KOCHYTbCS NMYHKTa C HEOHXOAMMOM y4eTHOM 3anncbto (PucyHok 84);

— Ha CcTpaHuue «[MmA y4yeTHOM 3anucu]» aKTMBMPOBATbL MNEpPeKatYaTeNb
«BKkMOUNTL Benblin cnmucok» (PucyHok 85) ans otobparkeHuna cnncka MIT;

I Cnuncok pa3peLUéHHbIX MPUNOXEHUI | Monb3osartens 1
PaspelueHHbix npunoxeHui: 0
Bnapgeneu ycTpoiicTea
Benblit cnvcok: BbikioueH #  BkniounTb 6enblit cnncok
Yepes 6enbili CNIUCOK MOXHO HACTPOUTL

nonbsoaaTenb 1 nepeyeHb paspelleHHbIX ANa nonb3osarTens
Benbiii cnucok: Beikniovyen HPHIORBGUN
Monbsosatens 2
Benbiit cnucok: BeiknoveH
Monb3osatens 3
Benbiii cnucok: BeiknioveH

PucyHok 84 PrcyHoK 85

— B OTKpbiBWemca cnucke MIT BbibpaTb Heobxoaumble MI1  KacaHuem
COOTBETCTBYHOLIMX Mepekntoyatenen nmbo BbibpaTb Bce MIT KacaHMEM KHOMKM
«Paspewntb BCce» (PucyHoK 86), B pesynbTaTe o0T06pPa3nUTCA COOTBETCTBYIOLLEE
yBegomneHme (PucyHok 87) u Ha cTpaHuue «[Mma yyeTHOM 3anucu]» ctaTyc benoro
CMUCKA Y Y4YeTHOM 3anmcnm wmn3meHuTca Ha «[KonmyectBo pa3pelleHHbix MI]» ¢
oTOOparkeHnem 3Ha4KoB paspeweHHbix MI (PucyHok 89).
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| Monb3sosatens 1 Monb3oBatens 1
PaspelueHHbIX NPUNoXeHuia: 4 PaspelueHHbix npunoxenuit: 20
BkniounTb Gensiit cnvcok BkniounTtb 6enbiit cnmcok
Yepes 6enblii CNIMCOK MOXHO HaCTPOUTL Yepes Genbiii CIMCOK MOXHO HAaCTPOUTb
nepeYyeHb paspelleHHbIX Ans nons3osarens nepeyeHb paspeLlleHHbIX AN nonbaosartens
MPUAOKEHWIA NPUNOXEHUI
PaspewwuTb Bce 3anpeTtuTh BCe PaspeluuTs BCE 3anpeTuTb BCe
TenedoH TenedoH
CoobeHna CoobueHuns
N e N
Bpayaep # Bpaysep

@ Kamepa # @ Kamepa
B KoHTakThl & E] KoHTakTbl
D lanepes # lanepes

HacTtpoliku HacTpoiiku

D Momolub # D Momowp

Bce npunoxeHus paspeiueHbl

D daiinsl o D Daniiol
PucyHok 86 PucyHok 87
Ona 3anpeta Ha mcnonb3oBaHne MI ans y4yeTHOM

Monb3soBatens 1 o

PaspelueHHbIX Npunoxexuit: 4 3anncum HEO6XO,D,VIIV\O Ha CTpaHMU‘e «[MMH yl‘leTHOM
B HTE AU e 3aNUCK]»  KOCHYTbCA  KHOMKW  «3anpeTuTb BCe», B
ey dL pe3ynbTate 0Tobpa3nTCA COOTBETCTBYIOLWEE YBEAOMAEHNE
NPUNOXEHWIA

(PncyHok 88).
PaspelunTb Bce 3anpeTuTs BCe

TenedpoH
CoobueHus

Bpaysep #

@ Kamepa #*
B KoHTakTb! #
[anepes #

HacTpoiiku

D Momoup #

Bce npunoxeHuns sanpeLueHbi

D Davisioi &
PucyHok 88

2.5.2. KonnposaHue noantmkmn paboTtbl ¢ Mr1

MPUMEYAHUE. dyHKUMA KonMpoBaHMA NOAUTUKM paboTbl ¢ MIT TakKe AOCTYMNHa
[N5 aBTOMaTH4eckoro 3anycka MI1 (n. 2.5.3).
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[ina Toro, 4yToHHI CKONMPOBATH MONUTUKY OAHON YYETHOM 3aMUCK U MPUMEHUTb ee K
APYTMM YYETHBIM 3aNUCAM, HEOBXOAMMO BbIMOHUTL CAeAytoLMe AeNCTBUA:

— Ha cTpaHuue «CnucoK paspelleHHbIX MPUAOKEHUIA» KOCHYTbCA 3Ha4yKa In
(PucyHok 89), B pesynbTaTe noAMTMKA OyaeT CcKonuMpoBaHa M 0oTobpasuTca
cooTBeTcTBYyHOLLEE yBeaomeHne (PucyHok 90);

| Cnucok pa3peLUéHHbIX MPUIOXEHUI | Cnucok pa3peLléHHbIX NPUIOXEHUI
Bnapeney ycTpoicTea Bnapeney yctpoicTsa &
Benbiii cnucok: Beiknioyex Benbiii cnucok: Boikniouex
Monb3osatens 1 EE] Monb3osaTens 1 %
Benblit cnincok: 9 npUnoXeHuin Benblii cnucok: 9 npunoxexHui
SOEEE 000 S0E6BE 0006
Monb3oBaTenb 2 Monb3sosaTtenn 2 &
Benbiit cnucok: BeiknoueH Benbiii cnucok: BeiknoueH
Monb3osaTtens 3 Monb3osaTtenb 3 &
Benbiit cnucok: BoiknoueH Benbiii cnucok: BuiknoueH
Monutuka CKonupoBaHa
MpuMeHuTL OTMEHUTb
PncyHok 89 PucyHok 90

— BblOpaTb HeobXoAMMble y4yeTHble 3aMMCcK  KacaHMEM  COOTBETCTBYHOLLMX
nepekntoyatenen (PucyHok 91);

— KOCHYTbCA KHOMKWU «[MpumeHnTb» (PucyHok 91) Ans npuMeHeHus NOAUTUKM
nmbo  KHOMKM  «OTMEeHWUTb»  ANA OTMEHbl omnepaunu, B pes3yabTate oTobpasnTca
cooTBeTCTBYlOWEE yBeaomaeHMe (PucyHOK 92), M y y4eTHbIX 3anucein cTaTyc 6enoro
CNMCKa U3MeHUTCA Ha «[KonnyecTBo paspelleHHbix MIM]» (PucyHok 92).
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| Cnuncok pa3peLUéHHbIX MPUTIOXEHWUI CnnCoK paspeLUEHHbIX NMPUIOXEHUI

Bnapenen ycunoﬁcma & Bnaneneu ycunoﬁcraa
Benbiii cnicok: BeikioueH b Benbiii cnvcok: BeikoyueH
Monb3sosatens 1 r_ﬁ Monb3sosatens 1
Benbiit cnMcok: 4 NPUAOXKEeHUs Benbiii cnucok: 4 NpUIoXeHus
[@]o)] @] o]
Monb3osatens 2 Monb3osaTensb 2
Benbiii cnucok: BoiknoveH Benbiii cnucok: 4 NPUAOKEHUS

ae
MonbsoBatens 3 &
Benbiii cnivcok: BeikoueH MonbaosaTtens 3

Benbiii cnucok: 4 npunoXxeHus

(@]

Monutuka npuMeHeHa
Vv X
MpumeHuTbL OTMeHUTb
PucyHok 91 PncyHok 92

2.5.3. ABTOMaTtmyeckmin 3anyck MIT

[OnAa BKAOYEHMA aBTOMATMYECKOro 3anycka MIT npu Kaxaom BKAtoYeHUM MY
HeobxoAMMO BbIMONHWUTL Caeaytole AeNCTBUA:

— OTKPbITb MEHI CUCTEMHbIX HACTPOEK KacaHMeM 3HayKa @ Ha DJKpaHe
NPUNOXKEHUIM (CM. PuUcyHOK 1);

— KOCHYTbCS NMYHKTa MEHI0 «KAAMUHUCTPUPOBAHUE Y & B noapasgene «Cucrema;

— Ha OTKPbIBWEWCA CTpaHWULUE KOCHYTbCA MNyHKTa MeHK  «ABTO3anycK
NPUNOXKeHNI» (CM. PUcyHOK 79) anAa oTobparkeHuAa CnucKa C YYeTHbIMKU 3aNUCAMKU U
CTaTyCOM aBTOMATMYECKOro 3anycka Mr1.

MPUMEYAHUE. Mo ymonyaHMto aBTOMaTM4YeCcKkMin 3anyck MIT BbIKItOYEH;

— KOCHYTbCS NYHKTa C HEOHXOAMMOW y4eTHOM 3annceto (PucyHok 93);

— Ha CcTpaHuue «[MmA y4yeTHOM 3anucu]» aKTMBMPOBATb MNEpeKkatvaTeNb
«BKNo4nTL aBTO3anyck» (PucyHok 94) ana otobparkeHma cnmcka MI;
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| ABTO3anycK NpUIoXKeHU Monb3osarens 1
lMpunoxexuii B asToszanycke: 0
Bnapeneu ycTpoicTsa
AsTo3anyck: BeiknioyeH % BkniounTb aBTO3anyck
Mpunoxerus GyayT aBToMaTUiecku
Monb3oBaTtens 1 3anycKaTbCA Npu 3arpyske onepauoHHoM!

AgTo3anyck: BeiknioueH cUcTeMbl

MonbsosaTens 2
AgsTosanyck: BeiknioueH

Monbsosatens 3
AsTosanyck: BeiknoueH

PncyHok 93 PucyHok 94

— B OTKpbIBLIEMCA  CNMcKe  BblbpaTb  Heobxogumble  MIT  KacaHuem
COOTBETCTBYHOLLMX NepeKkntovatenen (PucyHok 95), B pe3ynbTaTe Ha cTpaHuue «[Mma
YYETHOM 3anucu]» cTaTyC aBTOMaTM4YecKkoro 3anycka MI nameHUTCA Ha «ABTO3anycK
[Konnuectso MI]» c oTobpakeHMemM 3Ha4YKoB AaHHbIX M1 (PucyHok 96).

[na BbIKAOYEHUA aBTOMATMYecKoro 3anycka MIT HeobxoaMmo AeaKkTMBMPOBATb
nepekntoyaTesnb «BKAOUYMTL aBTO3anyck» (PucyHok 95).

| [Monb3osatens 1 | ABTO3anycK NpUIoXeHun
lMpunoxeHuii B aBTo3anycke: 4
Bnapgeneu yctpoictsa
BkniounTb aBTO3anyck AgTosanyck: BeiknioueH
MpunoxeHuns 6yayT aBTOMaTU4ECKU
3anycKaTbCs NPY 3arpyske ornepaLyvoHHOM Monb3oBaTens 1 Iﬁ
CHCTOMbI ABTO3aMycK: 4 NPUNOXKEHUs
oBeBaOo
TenedoH
Monb3oeatens 2
G CoobLeHus # ABTO3anycK: BeiknioyeH

< : Monbsosatens 3
Bpaysep * ABTO3aNyCK: BbIK/MIOYEH

(@) Kamepa

(=) Komraksi #
[ ranepes 8
(33 Hacrpoiiku

() romouww
() vaitnw

D Kanenpgapb #

PncyHok 95 PucyHok 96
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2.5.4. Joctyn K MI

Bpaysaep TpebyeT cnegyioLime
paspeLueHus Ha foCTyn

Be6-copepxumoe
BocnpoussegeHue 1 3anuch ayamo
leonokauus
WHTepHeT
Kamepa
Mepuadaiinsl
Manku nonb3oearens
Mevatb
CbéMHble HocuTenu

OTMeHUTb MopTBepanTb

PucyHok 97

Mpu nepBom 3anycke HekoTopbix Ml oTobparkaeTca
OKHO C nepeyHem Tpebyemblx paspelleHnit Ha A0CTyn K
[aHHbIM NO/b30BaTeNA, XpaHAawmxca Ha MY (PucyHok 97).

Ona npuHATUA paspelieHnin MM gna BCex aKTUBHbIX
YYETHbIX 3anucert HeobxoAMMO BbIMOAHUTL Caeayrolme
NENCTBUA:

— OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KaCaHMem

3Ha4Ka @ Ha DKpaHe NPUAoXKeHnn (cm. PucyHok 1);
— KOCHYTbCA MyHKTa MeHI0

«AOMUHUCTPUPOBAHMEN & B noapasgene «Cucrteman;

— Ha OTKpPbIBWIENCA CTPaHMLUE KOCHYTbCA MYyHKTA
«Pa3pelwieHns npunoxkeHnin» (cm. PucyHok 79) ana
oTobpaxeHna cnucka MIT;

— KOCHYTbCA NoAs ¢ Heobxoanmbim MI1 co cTaTycom
«He npuHaTo» (PucyHok 98);

— KOCHYTbCS KHOMKK «[loATBEPAUTL» ANA NOATBEPKAEHUSA onepauumn nmnbo
KHOMKM «OTMEHUTb» Ana oTMeHbl (PrucyHOK 99), B pe3yabTaTe pa3pellenuna aaHHoro M
OyayT NPMHATBI Y BCEX aKTUBHbIX YYETHbIX 3aMNUCEM M CTATYC M3MEHMUTCA Ha «[TPUHATO».

MpunoxeHus

Bbi6epuTe NpunoXeHue, paspeLueHus
KOTOPOro 6yAyT NPUHATHI AN BCEX
nonb3oBaTeneil yCTPOMCTBA, aKTUBHbIX B
[AaHHbIA MOMEHT. B 3TOM cnyyae npunoxexve
6yaeT oTMe4eHo Kak «IpuHsTO».
MpuUnoxeHus, paspeLLeHus KOTOPbIX MPUHSATbI
He [N BCEX aKTUBHbIX B laHHbIA MOMEHT
nonb3oBareneu, 6yayT oTMeyeHbl kak «He
NPUHATO».

MpuHATb BCe paspelueHuns
MpocmoTtp PDF He npuHat
XKypHan He npuHat
Moropa He npuHat
Yacbl He npuHsaT
Coobuwenus NpuHaTo
Bpaysep He npunsat
®aiinbl He npunaT

3ameTku He npuHsT

PncyHok 98

OTMeHUTb MoateepanTb |

MpocmoTtp PDF

Hacroswwm peiicteuem Bol npuHumaeTe
paspeLueHus BbiIGpaHHOro NPUIOXeHUs Ana
BCEX MOsb30BaTeNeil yCTPOINCTBA, aKTUBHDBIX B
AaHHbIA MOMEHT. OTMEHUTb U3MEHEHUs
MOXHO 6yAeT, ToNbKo yaanus BbibpaHHoe
npunoxexune. XoTute NpoaoIxXuTs?

PncyHok 99
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Onsa npuHATMA paspelleHnin Bcex MIT HeobxoAMMO BbIMOAHUTL Caeaytolime
NENCTBUA:

— Ha CcTpaHuue «TpUaoXKeHUA» KOCHYTbCA KHOMKK «TTPUHATL BCe paspelueHuna»
(cm. PucyHok 98);

— KOCHYTbCA KHOMKK «[loaTBEpAUTb» ANA NOATBEPXKAEHMA onepaumum nmbo
KHOMKM «OTMeHUTb» ans oTmeHbl (PucyHok 100), B pe3ynbTaTe paspelueHuna scex MI
OyayT NPUHATLI U CTaTyC M3MeHUTCA Ha «[MpunHAaTo» (PrcyHok 101).

| OTMeHuTb MoaTeepauThb | | Mpunoxexus

Bbi6epuTe npunoxeHue, paspeLeHus
Bce NpUIoOXKeHUus KOTOPOro 6yAyT NPUHATHI AN1S BCEX

nonb3oBaTenei yCTPOMCTBA, aKTUBHbIX B
Bbl cobupaetech NpeaocTaBnTb BCem [AaHHbI MOMeEHT. B aTOM cnyyae npunoxexue
aKTUBHbIM NONb30BaTENAM YCTPOUCTBA 6yneT oTMeueHo kak «ITpUHSTO.
paspeu.leHm: ANA BCEX yCTaHOBNEHHbIX MpunoxeHus, paspeLleHns KOTOpbIX NPUHATLI
npuUnoxeHui. B 6yayuiem bl He cMoxeTe He /15 BCeX aKTUBHbIX B laHHbIA MOMEHT
0TO3BaTh PaspeLleHns, KpoMe Kak nyTem nonb3oBareneu, 6yayT oTMeyeHbl kak «He
yAaneHus NpUNoXeHuit. Bol yBepeHbl, 4To NPUHATO.
XOTUTE NPOAONXKNUTL?

MpuHATbL BCe paspelueHuns

Mpocmotp PDF lMpuHsTo
XypHan lMpuHsato
Moropa lMpuHaTo

Yacbl lMNpuHsTo
CoobuweHus MNpuHaTo
Bpaysep lNpuHsto
®aitnbl MpuHaTo

3ameTku lMpuHsTo

PucyHok 100 PucyHok 101
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3. CPEOCTBA PA3SPABOTHMNKA

BHUMAHUE! 3anpeuwaetrca aktmBauma pexuma paspaboTtumka Ha MY,
byHKUMOHMpYtoWwem noa ynpasneHnem OC ABpopa B CepTUOUMUMPOBAHHOM BepcUM U
npeaHa3Ha4YeHHOM AnAa  WUCNonb3oBaHMA B MC, aTTecToBaHHbIX MO TpeboBaHMAM
obecneyeHma 6e30MacHOCTM B COOTBETCTBMM C 3aKOHOAATENbCTBOM PoccuiicKom
denepaumu.

Pexxum pa3paboTumka NpeaoctaBAAeT aAMUHUCTPATOPY AOCTYN K pacliMpeHHoOMY
bYHKLUMOHANY HAaCTPOEK.

BHUMAHMUE! Pexxnm pa3paboTynmKka HEBO3IMOXKHO OTKAKOUMTL NOCAE akTUBaLMmM. s
[eakTMBaUMM pexrmma paspaboTumka Heobxoammo cobpocnTb MY A0 3aBOACKMX HACTPOEK
(cm. noapaspen 2.2).

3.1. AKTMBaUMA pexnma paspaboTtumka

MPUMEYAHMUE. Mepen akTnBaumeln pexmnma pa3paboTyinka Heobxoanmo ybeanTbea
B HaM4mm Ha MY aoctyna K cetn MIHTepHer.

[ns akTMBaUMM perkMma pa3paboTynka HeobXxoAMMO BbINOAHUTL CAeaylolne
NEencTBUA:

— OTKPbITb MEHI0 CUCTEMHbIX HACTPOEK KacaHMem 3HayKa @ Ha JKpaHe
NPUNOXKEHUIM (CM. PrUcyHOK 1);

— KOCHYTbCS MNyHKTa MeHl «CpeacTtsa pas3paboTymka» & B noapasaene
«Cnctema;

— KOCHYTbCS nepekntodaTens «Pexmnm paspabotymka» (PucyHok 102);

— Ha OTKPbIBLIENCA CTPaHMLLE O3HAKOMUTBLCA C «YCN0BMAMMK pa3paboTymka» u
KOCHYTbCA  KHOMKW  «[lloaTBepAnTb»  ANA  NOATBEPKAEHMSA  aKTUBAUMKM  PEXMMA
pa3paboTymka MO0 KHOMKN « OTMEHUTLY A5 OTMEHbI onepaumn (PucyHok 103);

— B C/lydae NPUHATMA YCAOBUM NOATBEPAMTb AENCTBME BBOAOM TEKYLLErO Napona
(cm. PucyHok 4).
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| Cpepctea paspaboTymnka I OTMeHuTb MopTeepauTtb
#  PexuM paspaboTuunka Ycnosus pa3p860T‘-IMKa
[na akTuBauum pexuma paapaéo‘r'-wlxa
Heo6X0AMMO NOAKIOYEHHE K CEeTH O6paTuTe BHUMaHUe: B pexvume
paspaboTymka AOCTYMHbI KOMMOHEHTbI, MpU
HenpaeBuU/1bHOM UCMNONb30BaHUU KOTOPbIX
MOXET 6bITb OKOHYaTENbHO noespexaneHo
Balue ycTpoicTBO U/Unum ero cogepxmnmoe.
BknioyeHue pexuma paspaboryvka MoOXeT
NPUBECTM K aHHYNMpoBaHuio Bawen
rapaHTuu.
MpuHsATHE AaHHbIX VCHOBVIVI npenocTaenseT
BO3MOXHOCTb UCMOJ/Ib30BaHNA peXuma
paspaboTuuka.
PucyHok 102 PucyHok 103

3.2. Cpeacrea pa3paboTtymka

NMPUMEYAHME. SSH-naponb ncnosib3yeTcA anA noJsiydeHuA npas
Ccyrnepnosb3oBaTend.

[Ona paboTbl co cpeacTBamm pa3paboTymka HeoHXoaMMO BbIMONAHUTL CaeaytoLlme
NencTBms:

— aKTMBMPOBATb pexkmMm paspaboTymka (cm. noapasgen 3.1);

— pa3pewmnTb Bxod no SSH-naposto, KOCHYBLIMCL nepekatovaTtena «YananeHHoe
coeamHeHmne» (PucyHok 104) n noaTtsBepauMB AENCTBME BBOAOM TEKYLLEro napons
(cm. PucyHok 4);

— 334aTb MO0 creHepmpoBaTb Mapo/b, KOCHYBLWIMCL Nona «CreHepmpoBaTby,
nocne Yero KOCHyTbCA KHOMKM «CoxpaHuTb» (PucyHok 105) n noaTtBepAUTb AencTBUE
BBOZIOM TEKyLLero napons (cm. PUcyHok 4).

MPUMEYAHMUE. Mone ycTaHOBKM Napona ana SSH n aoctyna otobparkaeTca TONbKO
nocne akTMBaLUMmM nepekntodaTena «YaaneHHoe coeguHeHme;
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I CpepncTsa paspaboTtuvka
CeTteBble nogknoyeHus

CeTteBble nogksntoyeHus =
YpanéHHoe coefuHeHne

z i PaspeluTb Bxoa Yepe3 SSH ¢ umeHem
# YpanéHHoe coeguHeHue nonb3osatens 'defaultuser’

PaspewuTb Bxoa Yepes SSH ¢ umeHem
nons3osatens 'defaultuser' escccccce ©

ﬂaponb ANa [ocTyna K cyneprnonb3oBaTesit
VHCTpYMeHTbI
CreHepupoBaTb CoxpaHuTb
OTobpaxeHue 4acToTbl KaApPOB
OTKNIOYEHO — 192168.3.49
#  CoxpaHsaTb OTNaA04HbIE CUMBOJbI B

AOMaLLHIOK nanky LI’ 192.168.2.15

BknioynTb BaNMaaLmIo NakeTos IP-appec USB

#  He BbIK/IlOMATb 3KPaH BO BpeMs MHCTpyMmeHTbI

3apsakn
n OTob6paxeHue 4acToTbl KaapoB
penoTepawlath BbiKlOYEeHWe aKpaHa, korga

MOAKNIOYEHO 3aPSTHOE YCTPOIHCTBO OTKnoYeHO

#  OtobpaxaTb kacaHus #  CoxpaHsiTb OT/Iaf04HbIE CUMBO/bI B
[OMaLLHIOK Nanky

llessarpymn e fstbost BkniounTb Banmaaumio naketos

YcraHoeka MO .
FAeS - He Bblknto4aTb 3KpaH BO BpemMsa

3apsgku
#  PaspelunTb TUXYIO YCTaHOBKY MpenoTepaluaTh BbIKNIOYEHWE 3KpaHa, Koraa
BKIOYMTb TUXYIO yCTaHOBKY nakeTos U3 SDK noaKsioYeHo 3apsAHOe YCTPOMCTBO

PucyHok 104 PucyHok 105

— HACTPOUTb OTODpPaXKeHMe YacToTbl KafpoB, 3anyLueHHbIX MI1, KOCHYBLINCb NOASA
«OTOBpaxKeHMe 4acToTbl KaapoB» B noAapasaene «MHCTPYMEHTbI», M Ha OTKPbIBLUENCA
CTPaHMLEe KOCHYTbCA NyHKTa «[lpocToe» nmnbo «lMoapobHoe» nMbO KOCHYTbCA Mons
«OTKNOYEHO» AN1A OTKAOUYEHMA ANArHOCTUKN (PrcyHoK 106);

— KOCHYTbCA COOTBETCTBYHOLWMX NepekaovaTenen B nogpasaene « MHCTPyMeHTbI»
NN5 BbINONHEHUS cneayrowmx aenctsni (cm. PucyHok 104):

® pa3pewnTb AMbo 3aNpPeTUTb COXPaHEHNE OTNAA0UYHbIX CUMBO/IOB B IOMALLHEM
nanke;
® BKAOYMTb MO0 OTKAOUYUTbL BaAMAALMIO NAKETOB.

NMPUMEYAHUE. [Ona nposepkn RPM-naketos MI1 wncnosnb3yeTtca Bannaatop,
NPOBEPAIOWMIA YCTAHOBOYHbIE MaAKeTbl Ha MNpeamMeT COOTBETCTBMA TpeboBaHMAM,
yKasaHHbIM Ha Beb-canTe: https://developer.auroraos.ru/doc/software_development/
guidelines/rpm_requirements. Bannaatop 3anyckaeTca aBTOMaTUYECKM MpM YCTaHOBKE
RPM-nakeToB, npu 3tom RPM-nakeTbl, He npouwealine BanMaaumto, He MoryT ObiTb
ycTaHoBeHbl Ha MY, pyHKUMOHMpPYLowem noa ynpasneHnem OC ABpopa;

— nepesarpyante MY ana nepexoga B pexum fastboot, KOCHyBLIMCb KHOMKM
«Mepe3arpy3nTb B fastboot» (cm. PucyHok 104), 1 Ha OTKPbIBLIENCA CTPaHULE KOCHYTbCS
KHOMKK «[loaATBEPAUTL» ANA NOATBEPNKAEHNA onepaunm NMHBO KHoMKKM «OTMEHUTb» ANA
oTMeHbl (PucyHok 107);

— paspewnTb NMbOo 3anpeTnTb TUXYI0 YCTaHOBKY MakeToB M3 SDK, KOCHYBLUMCH
nepekntovaTena «PaspelwnTb TUXYH YCTaHOBKY» B noApasgene «YcrtaHoBka [10»
(cm. PucyHok 104) n noatTBepAnTb AeUCTBME BBOAOM TEKYLLEro napons (cm. PucyHok 4).
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_J

MOBWUJ/IbHAA
MNAT®OPMA

OTob6paxeHue 4acToTbl KaapoB

OTKknoYeHo

MpocToe

Moppo6Hoe

MpocToit - ToNbKo KOMMNO3UTOP
Moppo6Hbiii - TONLKO KOMNO3UTOP
MpocToit - ToNbKO NPUNOXEHUs

Moapo6HbIi - TONBKO NPUNOXKEHUS

I OTMEHUTD MoaTeepantb |

PucyHok 106

Mepesarpy3nTb yCTPOUCTBO
B pexum fastboot?

YcTpoiicTBo 6yaeT HeMeAneHHO nepesarpyXeHo.
3T0 03HAYAET, YTO BCE OTKPbITHIE CEaHChl U
BpeMeHHble faHHbie 6yayT NoTepsiHbl.

PucyHok 107
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4. MEXAHU3MbI BE3OTMNACHOCTH

PeannsoBaHHble B OC ABpopa o¢yHKUMM 6e30MacHOCTM MOXHO HacTPOUTb C
MOMOLLLbIO COOTBETCTBYIOLWMX MHTEPDENCOB, ONMCaHNE KOTOPbIX NPUBEAEHO B HACTOALLEM
pasaene.

4.1. Peructpaums cobbiTnin 6esonacHocTH (ayauT)

4.1.1. CnuctemHoe }XypHanmpoBaHue
4.1.1.1. Obwan MHPopmaLms

CUCTEMHOE KYPHaMPOBaHWE — CEPBMC ANA PETUCTPAUMM M XPaHEHNA MHOOPMALMN
O BaXKHbIX MPOrPamMMHbIX M annapaTHbIX CODbITUAX, @ TaKKe WX Aa/ibHeMLWero aHaamM3a B
C/y4ae HEKOPPEKTHOM PaboTbl CUCTEMBI.

OC ABpopa OCyLLECTBAAET PErUCTPALMIO N XPaHEHWE cneaytowen nHGopMaLnn:

— COOBWEHUN N3 CUCTEMHOTO XKypHana (journald) n agapa (kernel log);

— coOobUWEeHM, BbIBOAMMbIX MPOLLECCAaMM CAYXKO Ha CTaHAapTHbIe NOTOKM BbIBOAA
(stdout);

— OoWWnbOoK (stderr).

MonyyeHHaa MHPOPMALMA MHAEKCMPYETCA M XPAHUTCA B CUCTEMHOM KYpHase,
KOTOPbIN HAaX0AMTCsA BO BPEMEHHOM Nanke 1 Nocae nepesarpysky He CoxpaHAeTCs.

4.1.1.2. CoxpaHeHMe cobbITUIN CUCTEMbBI B MOCTOAHHYIO NamATb MY

[na coxpaHeHuna COObITU CUCTEMbI BO BHYTPEHHIOIO MOCTOAHHYK NamaTb MY
HeobX0AMMO BbIMONHUTL C/ieaytoLLne AeNCTBUA:
— OTKpbITb MIT «Terminal» 1 BbINONHUTL KOMaHAY:

vi /etc/systemd/journald.conf

— YCTAaHOBWUTb MapameTpbl B c/ieaytoLme 3HaYeHns:

Storage=persistent
SystemMaxUse=500M
RuntimeMaxUse=1M

— nepesarpy3nTtb MY ana coxpaHeHUsa U3MeHEeH .
[na BbIrpy3kn daina KypHana HeobxoaMMO BbINOAHUTb KOMaHAY:

journalctl -a > j.log

npv 3ToM noTpebyeTca co3aaTb daln nora, KoTopbl byaeT UMeTb Ha3BaHKWe: j . 1og
M coaepKaTb BCe COObITMA (-a = all). HazBaHMe nNpm HEOOXOAMMOCTN MOXKHO M3MEHUT.
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4.1.2. Cepswuc sdjd
4.1.2.1. Obwan MHPopmaLms

[ns HageXHoro XxpaHeHMA Habopa coobUEHMN, OTHOCALLMXCA K CUCTEME 3aLUUTI
MHGOPMaLMMN, UCNONb3YETCA CcepBUC No cbopy M pernmcrpaumm cobbiTuin 6esonacHoCTH
sdjd. CepBWUC COXpaHAeT OTAeNbHble coobuleHnsa B ¢aln /var/log/sdjd-v2.log,
KOTOPbIA MNpK 3anoNHEeHMW A0 MaKcuMmanbHoro pasmepa (50 MB) nepesanucbiBaeT
npeablaywme coobLeHmna HOBbIMM.

[Ons onpeneneHua cobbiTUIA  perncTpaumm cepBMcom sdjd WMCNONb3YeTcs
KOHOUIYpPaUMOHHbIM  dann  /etc/omp/sdjd.conf, B  KOTOPOM C  MOMOLbLO
pPeaaKkTMPOBaHMA MOXHO 3a4aTb HeaKTyabHbIM cCObbITMAM cTaTyC false.

B OC ABpopa c MCMno/Ib30BaHNEM CepBMCa sdjd PErnCTPMPYIOTCA U AONTOBPEMEHHO
XpaHATCA cneaytoume Tmnbl cobbITNIM Be3onacHoCTu:

— pe3ynbTaT NOMbITKM BXO4a B CUCTEMY;

— BONI0KMPOBaAHME MHTEPAKTUBHOIO CeaHca Kak Mo 3anpocy Noab30BaTe A, Tak 1 no
MCTEeYEeHUN YCTAHOBNEHHOTIO NepmMoaa HeakTMBHOCTM NOb30BaTeNS,;

— ONOKMpOBaHME A0CTyNa MNOCAe YCTAaHOBJIEHHOrO KOAMYECTBa HeyCnellHbIX
MOMbITOK BBOAA ayTEHTUOUKALUMOHHON MHPopMmaumn (nn. 4.2.2.1.3);

— MCTeYeHMe CpoKa AeNCTBUA Napons;

— CMeHa napons;

— 3anycKk npoueaypb! U pe3ynbTaT KOHTPOAS LenocTHocTu (KLL);

— NOJIlyYeHMe OTpULATENbHOTO pe3ybTaTa NPOBEPKK;

— aBTOMaTu4yeckaa 6aokMpoBka MY;

— pe3ynbTaT NOoMbITKM YCTAHOBKMU, yaaneHua nnm obHosneHmna RPM-nakeTos;

— MNOAKAOYEHMNE U OTKOYEHME BHELWHMX HOCUTEeNnen nHdopmaumm;

— nepenosiHeHue KypHana cobbiTnin besonacHoCTy;

— BK/IlOYEHME, Nepe3arpyska un BblkatoveHne MY;

— pobasnieHue npaBua ceTeBoro PUNbTPA;

— 3aMyck, 3aBeplleHne N n3MeHeHne KoHOUrypaumm cayKobl ayamnTa;

— M3MEHEHME CUCTEMHOIO BPEMEHM;

— HelTaTHOe 3aBepLUIEHNE CUCTEMDI;

— MOMNbITKM AOCTyNa K dainam, HaxoAALMMCA B NMPOLLeCCe perncTpaumm;

— cboll B MexaHM3mMe M30158LUMM NPOLLECCOB;

— owKnbKkn Banmaaumm RPM-nakeTos;

— CO3[4aHue, NepekatyYeHme 1 yaaneHme y4eTHOM 3anmcu Noab3oBaTens;

— MHMUMANN3aumMA U pesynbTaT npoxoxaeHnsa 20A.

NMPUMEYAHUE. HaumHaa c penmsa OC ABpopa 4.1.0 update 1, He Oyaet
PErncTPMpPOBATLCA COOLITUE MPUBA3KM TOKEHOB K YYETHOW 3anucu (MHUUManusauma)
(ID=47),

— c0obbITMA aHTUBMNPYCA;

— cobbITna [loBepeHHOM cpeabl MCNONHEHWA ABpopa (Npu Hann4dmm);
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— 3anyck MI1 «KypHan»;
— 0bHapyXeHMne HapyLeHWA LenoCTHOCTU CTOPOHHNX Gannos;
M3MEHEHMe NapPObHOM M NOb30BATENbCKON NOAUTUK;

— BKJ/IIOYEHME PEXMMA Pa3pPabOoTUNKa;

— BKJ/IOYEHME U BbIK/OYEHME YAQNEHHOrO A0CTYN3;

— paspelleHmne 1 3anpeT goctyna K Ml «Terminal».

NMPUMEYAHUE. T[MonHbiM cnucok cobbiTuii  6e30MacHOCTN,  PEerncTpupyemblx
cepBMcom sdjd B OC Aspopa, [OCTyneH Ha Beb-canTe:
https://developer.auroraos.ru/doc/software_development/reference/sdjd/events.

Kaxaoe cobbiTe coaepKnT caeayroLLyto MHPopMaLmio:

— YHUKaNbHbIN MAEHTUPMKATOP CODbITUA;

— TUN cobbITUSA;

— BPEeMmA pernctpaumm cobbitus;

— YPOBEHb BAa*KHOCTN COODLLEHMA;

— ONUMOHAaNbHbIM TEKCT coobLeHnsa (MK NycTaa CTPoKa);

— PID npouecca-otnpasutens;

— PID poauTensckoro npouecca Ana npouecca-oTnpasuTens;

— UID npouecca-otnpasuTens;

— Effective UID npouecca-otnpaBuTens;

— Saved UID npouecca-oTnpasutens;

— File system UID npougecca-oTnpasutens;

— Real GID npougecca-oTnpasutens;

— Effective GID npouecca-oTnpaBuTens;

— Saved GID npouecca-oTnpaBuTeNns;

— File system GID npouecca-oTnpasutens;

— Supplementary groups npouecca-oTnpaBuTens;

— apPEeKTUBHbIE NPUBUAETNM NPOLECCA-OTNPABUTENS;

— MOHbIN NyTb K UCNOAHAEMOMY dainy NpoLLecca-oTNpPaBmUTeNs;

— KOHTeKCT 6e30MnacHOCTM MNpoLecca-oTnpaBMTens (Tekylaa poib UKW MeTKa
SELinux);

— TEeKCTOoBOe npeaAcTaBneHne naeHtTudmkatTopa cobbiTma ana yaobcTBa OTNaAKM.

AAMUHUCTPATOP MOXET onpeaenntb cnmcok obbvektoB PC, NMONbITKM AOCTyna K
KOTOpbIM OyayT pernctpuposathca B paline /usr/share/security-audit/security-
audit-rules.conf, 406aBMB NPaBMAO ayanTa ANa Habagaemoro obbekTa oTAe/IbHOM
CTPOKOM B  danln  /usr/share/security-audit/security-audit-rules.conf.
MonbITKM gocTyna K obbekTam PC, HaxoAAWMMCA B Manke /home M ero noanankax, He
pPerncTpmupytoTcA.

Bce peructpupyemble cobbiTnAa ©6e3omacHOCTM OTODpaXKaloTcA C  yKasaHMem
BPEMEHM WU LBETOBOWN MWHAMKAUMEN B KypHane cobbITM, NPOCMOTP KOTOPOro
ocyulectsaaeTca ¢ nomoulbto MIT «KypHan».
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MPUMEYAHMUE. Monb3oBaTenb MMeeT BO3MOXHOCTb COXPaHUTb KypHan CcobbITui
6e30MacHOCTM CUCTEMbI BO BHYTPEHHIOIO NOCTOAHHYIO NamaTb MY B windpoBaHHOM BUAE.

4.1.2.2. NMpocmoTp coobuleHn ayamTa

[ns npocmoTpa coobuleHnn ayamTa M A40CTyna K HUM HeobxoaAMMO MCNO/1b30BaThb
cneayoume MHCTPYMEHTDI:

— Mporpammsl journalctl U dmesg, MMetOLME MHTEPDENC KOMAHAHOM CTPOKM;

— YTUAUTY sdjd-dump, NO3BOAAKLLYIO NMPOCMOTPETb cobbiTMA He3onacHOCTM B
MM «Terminal»;

— MM «XKypHan» (/usr/bin/log-viewer), B rpapuyeckom nHTepdpeince KoToporo
oTobparkatoTca 3anNmncK 0 CoObbITUAX, COXPAHAEMbIX CEPBMCOM sdijd.

MPUMEYAHUE. B MM «*KypHan» oTobpaxkatotca cobbitma ayamnta (PucyHok 108).
MNoppobHoe onucaHne paboTtbl MIT npuBeaeHO B AOKyMeHTe  «PyKoBOACTBO
No/b30BaTENAY.

Mpn 3TOM aAMUHUCTPATOPY AOCTYNEH NPOCMOTP COODLLEHNIM ayanTa BCEX YYETHbIX
3anucen, cosgaHHbIx Ha MY. s aToro Heo6xoAMMO BbIMONHUTL CAeaytowme AeNCTBUSA:

— OTKPbITb BCM/IbIBAIOLLEE MEHIO;

— KOCHYTbCA NYHKTa «PUNLTPLIY;

— KOCHYTbCA nons  «BblbpaHHbIM MNoAboBaTeNb» UM BbiOpPaTb MO/b30BATENSA
(PncyHok 109).

Gb

MpocMoTp XypHana Q S DOunbTpbl

a
127 3anucein HanaeHo, 127 nokasaHo

CeropnHs Bbi6paHHbIii nonb3oBaTenb:
Bce nonb3oBatenu

O 1. YenewHas ayTeHTUdMKaUms
02/07/2024 12:49:16 GMT +03

Bce nonb3osarenu

(O 2. YnaanéHHblit 4OCTYN BKAIOYEH defaultuser

Remote login enabled
02/07/2024 12:49:16 GMT +03 Monb3osatens 1

O 3. YnanéHHblit BOCTYN BbIKIOYEH
Remote login disabled
02/07/2024 12:49:02 GMT +03

Monb3osatens 2

Monb3osatens 3

O 4. YenewHas ayTeHTUMKaLms
02/07/2024 12:40:44 GMT +03

® 5. Owubka 06paboTkm nNakeTa
harbour-colordots
02/07/2024 12:40:37 GMT +03

O 6. YcnelwHas ayTeHTUdMKaLms
02/07/2024 12:40:15 GMT +03

O 7. YoaneH naket
ru.vk.RuStore

02/07/2024 12:38:55 GMT +03

PucyHok 108 PucyHok 109
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AOMUHUCTPATOPY [AOCTYMEH 3KCMOPT CUCTEMHOTO

MpocMoTp XypHana 2
Q oT4yeTa. [1na 3TOro HeobXoAMMO BbINMOAHUTL C/eaytoLmne

32 DKCMOPTUPOBaTh CUCTEMHbI OTHET ,E,eVICTBl/IFII
o 3KenopT B daiin — OTKPbITb BCM/bIBAOLLEE MEHIO;
< O6HoBuT — KOCHYTbCSl MYHKTa «DKCMOPTMPOBATb CUCTEMHbIN
Burere oTtyeT» (PncyHok 110);
Ty — Ha OTKPbIBLIEMCS CTpaHuUe BbibpaTb Nanky, B
O e KOTOPY0 HEOBXOAMMO IKCMOPTUPOBATL OTUET;
220024 155152 GUT 03 — KOCHYTbCA KHOMKM «IKcnopT» (PucyHok 111);
i 106 — [OOATbCA Mpolecca 3aBeplleHua  3KCnopTa

(PycyHoK 112).

(O 5. PexuMm nepepauu MynsTuMeaua
(MTP) BkniouéH
MTP_MODE_ON
22/01/2024 18:49:57 GMT +03

(O 6. YcnelwHbiit Bxog B cucTeMy
22/01/2024 18:49:55 GMT +03

(O 7. Pexxvm nepenayu MynsTUMeana
(MTP) BbikniO4eH
MTP_MODE_OFF
22/01/2024 17:55:23 GMT +03

PucyHok 110

| Hasap Skcnopt | MpocMoTp XypHana

Downloads

HeT BnoXeHHbIX narok

1%

lMpoussoauTCs 3KCMNOPT...

PucyHok 111 PucyHok 112

4.1.3. Cepsuc reports

CepBUC reports reHepmnpyeT einHbIM CUCTEMHbIN OTYET B BME apXxMBa C daiiamm
KOHUIypauum 1M noramm paboT pasnmuHbix KomnoHeHToB OC ABpopa, KOTOPbIA MOMKET
6bITb 3aWINPPOBAH.
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4.1.3.1. OnncaHme CMCTEMHOTIO OTYyeTa

CUCTEMHbIN OTYET UMEEeT caeayolnin dopmart: tar.bz.

MMAa  cUCTEeMHOro oOT4yeTa WMMeeT CAedylollyld MacKy: reports-YYYYMMDD-
HHMMSS.tar.bz.

MPUMEYAHUE. ToapobHoe onucaHne npoueaypbl GOPMMPOBAHMA OTYeTa
npuBeaeHo B JOKyMeHTe «PyKOBOACTBO NOb30BATENAY.

OnuncaHue Tekyllero Habopa moaynern npmseaeHo B Tabamue (Tabanua 1).

Tabnnua 1
Mogaynb OnucaHue
agnss NHbopmauma o A-GNSS
available-packages |CnucoK AOCTYMHbIX M YCTaHOBEHHbIX MAaKeTOB
battery NHdopmauma 06 akkymynaTope
bluetooth MHpopmauma o Bluetooth®
cellular MHPopmauma SIM-kapTax
certificates NHPOopMaLma 06 yCTaHOBIEHHbIX B CUCTEMY CepTUPMKATaX
(ima, kernel, rpm DB)
disks NHPopMaLmMa 0 ANCKaX M 3aHATOM/CBODBOAHOM NPOCTPaHCTBE
dmesg CucTeMHble coobuleHma sapa
emm NHbopmauma o nanke /etc/emm
info O6wan nHdopmauma o MVY:
— KOHTPO/IbHaA CYMMa 3arpy304HOro pasaena;
— nHdopmauma o6 AIDE;
— CMNWCOK AOMNONHUTENbHbIX QYHKLNI;
— MHPopmauma o penmse OC;
— nHdopmauma o HW penmnze OC;
— Bepcua aapa
integrityd KoHpUrypaumoHHble dainbl cepsmca integrityd
internet NHbopMaLma 06 aKkTMBHOM MHTEPHET-COeANHEHMMN
logcat CuctemMHble cooblleHums
memory NHPopmaLma 0 NaMATH
mount-points Tekylie TOYKM MOHTUPOBAHMA
policy NHbopmauma o nanke /etc/policy
process-list TeKyLWMM CNMCOK NPOoLECccoB
push-daemon MHbopMaLuma 0 nankax /etc/xdg/push-daemon U
/var/lib/push-daemon
rpms CNUCOK YCTaHOB/EHHbIX MaKeToB
screen NHbopmauma ob akpaHe MY
sdjd CobbITa 6e3onacHoCTH
ssu NHdopMauma 0 peno3nTopmax
system-journal-json |CyuctemHbli )ypHan B popmate JSON
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Moaynb OnucaHue

system-journal-10g |CuCTEMHBbIN KypPHa B TEKCTOBOM BUAE

system KpaTkaa nHPopmaLma O CUCTEME:

— PEXMM 3KOHOMWU aKKYMYNATOPA;
— MOAK/tOYEHMe K ceTun VIHTepHeT;
— CTaTyC NOAKNOYEHUA;

— aKkTmeBHoOCTb ceTn WLAN

systemboot IHGOpMaumA O CUCTEMHOW 3arpyske
systemctl CnurCoK cepBMCOB
systemupdate Jlor obHOBNEHMUS

4.1.3.2. [eHepayma CUCTEMHOIO OTYyeTa
4.1.3.2.1 l'eHepauma cMCTEMHOro oT4eTa ¢ nomoulbio MIM «Terminal»

CMCTEMHbIN OTYET MOXKHO creHepmnpoBaTb B MIM «Terminal» c nomoLbto cneayoLmnx
KOMaHA.
— reHepauna CUCTeEMHOIO OT4eTa C COXpPaHEHMEM B Nanke /var/reports:

generate-reports.sh true

— reHepauma CUCTEMHOrO oOT4YeTa C COXPaHEHMEM BO BPEMEHHOM nanke
/run/reports, KOTOpas byaeT ounlLeHa nNocae nepesarpyskn MY:

generate-reports.sh false

— reHepauma 3aWnppPoBaHHOrO CUCTEMHOIO OTYETa B YKa3aHHOM nanke:

generate-encrypted-reports.sh /home/defaultuser/Documents/

MPUMEYAHWUE. Mpun HeycnewHoM reHepaumm 3awmMdpoBaHHOro otyeta byaer
CO3/71aH ODObIYHbIN CUCTEMHbIN OTYET.

4.1.3.2.2. [eHepauma CUCTEMHOro oTtyeTa ¢ nomoulbio MIT «*KypHan»

CUCTEMHbI OTYET MOXKHO creHepunpoBaTb B MIM «KypHan». MoapobHoe onncaHme
reHepaumm CUCTEMHOro oTtdyeTa ¢ nomoulbto Ml «KypHan» npuBeaeHO B AOKYMEHTE
«PyKOBOACTBO NO/Ib30BaTE/IAN.

4.1.3.2.3 3awmndpoBaHHbIM CUCTEMHbLIN OTYET

LUndpoBaHMe CUCTEMHOrO OT4eTa MPOMUCXOAMT TONbKO C YCTAHOBAEHHbIM Ha MY
KNMEHTCKUM cepTudUMKaTom. pKn OTCYTCTBUM AaHHOMO cepTudmKaTta, BHE 3aBUCMMOCTM OT
Bepcum OC ABpopa, CUCTEMHbIN OTYeT He byaeT 3alndPpoBaH.

B OC ABpopa mncnonbayetca 61o4Hoe WwndpposaHne GOST 28147-89.

LLIndpoBaHHbLIA OT4ET MMeEeT cneaytolmin opmart: tar.bz.cms.

NMMa WwWndpoBaHHOrO oT4YeTa MMEEeT CAeAytoLllytd MACKY: reports-YYYYMMDD-
HHMMSS.tar.bz.cms.
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[JononHutenbHo dpopmunpyetca Gpann ¢ MHPopmaLmen o cepTudmkate, NybANYHbLIN
K04 KOTOPOro Hbl/1 MCNOABb30BaH ANA WNPpoBaHMA oTyeTa. OH co3aaeTca pAaoM U nmeeT
dopmart .txt: reports-YYYYMMDD-HHMMSS.tar.bz.txt. Bpema co3gaHua B Ha3BaHUK Y
3TUX GanN0B NAEHTUYHOE.

Mpumep ¢parina c MHPopMmaLMen:

cat reports-20220329-104949.tar.bz2.txt

BblBO4 KOMaHAbI:

Subject: OMP Test

Group: developer

Subgroup: regular

Key ID:
7003efe7156bd53a2e88c2cb3c0d43e9786760c53721933dd5052fdaf443dbtb

OTyeT MOXHO paclwmdpoBaTb COOTBETCTBYHOLUMM KAHOYOM U CcepTMOMKATOM C
nomotbto OpenSSL. Kntoy pacwimndposkn onpeaensetcs B none «Key ID» danna dopmara
.txt, pacnoNoXKeHHOro ¢ apxmMBoM. Takke noTpebyeTca MOAK/IYUTL FOCTOBbLIN ABUMKOK>,
NONONHUTENbHO YCTaHABAMBAEMbI B CUCTEMY:

openssl cms -decrypt —-in /home/defaultuser/Documents/reports-20220228-
173753.tar.bz2.cms -recip system-developer-cert.crt -inkey system-
developer-key.pem -inform DER > reports-20220228-173753.tar.bz?2

4.2. UpeHTndMKaumMA 1 ayTeHTUPUKaUmS

4.2.1. OcHoBHble npasuia MAD

B OC ABpopa peannsoBaHa noacucTema MaeHTUdUKaumm n ayteHTndukaumm (MAD),
npeaHa3HavyeHHada Ana obecneyeHna 0gHO3HAYHOM M HEMPOTMBOPEUYNBOW:

— maeHTUdMKaummn obbektos goctyna OC Aspopa (pannos 1 nanok);

— naeHtnoduKkaumm cybvektoB agoctyna OC ABpopa (CMCTEMHbIX MPOLECCOB,
NPOLLECCOB B MPOCTPAHCTBE A4pPaA, @ TaKKe MPOLLEeCCOB WMAM NPOrpamm, 3anyLleHHbIX OT
MMEHW NoNb30BaTeNen);

— naeHTMOMKauMm y4yeTHbIX 3anucern nonb3oBaTenerr OC ABpopa (C ponbto
aAMMUHNCTPATOpPA 1 C PONbIO NONb30BaTENA);

— ayTeHTUdMKaumm nonblosatenen OC ABpopa (MHorodpakTopHasa ayTeHTUDUKaLMS
C MCMO/Ib30BaHNEM TaKMX GaKTOPOB, KaK: Maposb, cMapT-KapTa, CYAWC, oTne4yaTok naabLa).

Ona pabotel ¢ OCABpopa aaAMMHUCTPATOPY MNPMCBAMBAOTCA Caeayrouime
NOEHTUPUKATOPDI:

— cMMBOJIbHbLIN: defaultuser;

— ymncnoson: 100000.

°> Peanin3aumsa KpUNTOanroputmos poccuitckoro FOCT ana OpenSSL.
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N3meHeHne HaCTpoek H6e3onacHoOCTK OCyLLLeCcTBAAeTCA nocpeacTsOm
KOPPEKTUPOBKN KOHOUTYPALMOHHbBIX GaliioB M BbINOJIHEHNA COOTBETCTBYIOLIMX KOMAHA B
TepMmuHane. Ml MCNONHAKOTCA B M30/IMPOBAaHHOM KOHTEMHEPE, peanm3yemMom CpeacTBamm
firejail/sailjail. C NOMOLWbIO seccomp-bpf MOXKHO 3aMnpeTnTb HEKOTOpPbIe
CUCTEeMHbIE BbI30BbIl, HANPUMEP: mount /umount, ptrace, kexec U ApP.

Ona ycmnenua 3awmtsel MY npy nepBOM BKAKOYEHUN PEKOMEHAYETCA YCTAHOBUTb U
NepUOANYECKN  M3MEHATb Mapoib, KOTOpbIM  OyaeT xpaHutbca B LUKS-cnore,
COOTBETCTBYHOLLEM NAEHTUOUKATOPY NONb30BATENS.

MPUMEYAHMUE. LLindpoBaHme pasaena NPOUCXOAUT aBTOMATMUYECKM, MPU STOM BO
BpemMA MnepBOro 3anycka MY no ymondaHuio wmcnosnbayetca naponb 00000, KoTopbIn
BNOC/NEACTBMM MOXKET ObITb MUSMEHEH.

B uenax npegotBpalleHMA  HECaHKUMOHMPOBAHHOTO  Aoctyna K MY,
PYHKUMOHMPYtoLemy noa ynpasneHmem OC Aspopa, naponb (cm. nn. 4.2.2) TpebyeTtca ans
NOATBEPXKAEHMA BbIMONHEHUA CeAYOLWNX AENCTBUN:

— CO34aHMA YYETHbIX 3anncen ponen;

— HACTPOWMKWM NAaPONbHOM MOAUTUKN;

— 33[1aHWNA OrPaAHMYEHNIN BXOAA B CUCTEMY;

— BKJIIOYEHMA N HACTPOMKM 2PA;

— 33[aHMA OAHOPA30BOro NapoNs;

— M3MEeHEeHMA HacTpoeKk B10KMPOBKY;

— paspelleHns yCTaHOBKKM cTopoHHero [M0;

— YCTaHOBKM SSH-napons;

— aKTMBALMM M HAaCTPOMKM perrmMma pa3paboTymka;

— MPOCMOTPA AaHHbIX YY4ETHbIX 3aNncen;

— cbpoca HacTpoek MY;

— YCTaHOBKM Mapo/IA Cynepnosib3oBaTend;

— MPOCMOTPA Napo/ien, COXPaHeHHbIX Ha MY.

MPUMEYAHMUE. MNoapobHoOe onncaHne o 3a4aHnK Napona NPUBEAEHO B JOKYMEHTE
«PyKOBOACTBO MO/1b30BaTENAY.

ApxntekTypHo MAD OC ABpopa COCTOUT U3 cepBMUCA ayTeHTUOMKAUMM authd C
BO3MOXHOCTbIO MOAKAOYEHMA MOAYNEN, Peann3yolmx pasnnyHble cnocobbl NPOBEPKM
NOA/IMHHOCTM, a TaKxe brnbanoTek, obecneymBatoLLMX OTPUCOBKY NPUTAALLEHMA Ha BXOA, U
pPeann3yoLINX B3aMMOAENCTBME C APYTMMM MPOrpPaMMHbIMW MOAYAAMM rpaduyecKkoro
MHTepdenca, TakMMW Kak YCTPOMCTBO BBOAA (3KpaHHaA KnaBumaTtypa), rpadpuueckoe
OKpY)KeHMe lipstick u cnyba ayamTa sdjd.

Habop mopaynei, obecnedmsatowmx cnocob MAD nonb3osaTenen m peannlaumto
GYHKUMIA 6e30nacHOCTH:

— lockout (nn.4.2.1.2);

— loginrestriction (nn. 4.2.1.3);

— password (nn. 4.2.1.4),

— smartcard (nn. 4.2.1.5);
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— sudis (nn. 4.2.1.6);

— reset (nNn. 4.2.1.7).

Moaynn npeactaBnatoT cobon dannbl popmaTta .so, PACMNONONKEHHbIE B Manke
/usr/lib/authd/. Mpu Kaxaom 3anycke MY cepBuC authd CKaHMpPyeT nanky. HacTponkm
cepBMCa authd pacnonoxeHbl B daine /etc/authd/authd.conf, rae:

— plugin-dir — nanka c MOAYNAMMN;

— admin-mandatory-factors — cnocobbl WAD, obAsaTenbHble ANA Yy4eTHOW
3aMMcKM aAMUHKUCTPATOPa;

— admin-immutable-factors—cnocobbl MAD yyeTHOM 3anNMcKn aAMUHMUCTPATOPA,
HeAOCTyMHble ANA BKAOYEHWA AN BbIKNHOYEHNS;

— admin-default-factors — cnocobbl WAD ana  y4yeTHOM  3anmcu
aAMUHUCTPATOPaA MO  yMonyaHuto  (byayT  BbliOpaHbl  aBTOMATMYECKM,  eCcnu
CKOHPUIYPUPOBAHHBIM CMUCOK GaKTOPOB MyCT);

— user-mandatory-factors — cnocobbl MA®, obszaTesibHble AN YyYETHOM
3anMcK Nosb3oBaTens;

— user-immutable-factors — cnocobbl MA® y4yeTHOW 3anMcM MNOAb30BaATENS,
HeAOCTyMHble ANA BKAOYEHWA AN BbIKNHOUYEHNS;

— user-default-factors —cnocobbl MAD anda yyeTHOM 3anmcK Nnoab3oBaTens no
ymonyaHuio (byayT BbiOpaHbl aBTOMATMYECKM, €CAM  CKOHOUIYPMPOBAHHbIMA  CMMCOK
daKTopOoB MycT).

MNpeaycMmoTpeHa BO3MOMHOCTb HacTpouTb Habop cnocobos NAD ana Kaxkaon
y4yeTHOMn 3anucu Noab30BaTeNs. Habopbl XpaHATCA B danne BMAA
var/lib/authd/users/<uid>.conf, rae UID — uAeHTUOMKATOP YYETHOM 3anucu
No/ab30BaTeNA B CUCTEME.

4.2.1.1. OnucaHue AMarHoCTUYEeCKMX OLNOOK

B MI «XypHan» dopmunpytoTcs yTouHAlowmMe coobuleHmna o6 M3MeHeHMAX
NapameTpOB CUCTEMbI CAeaytoLLMM 0Dpa3om:
1) [na nonb3oBaTenbckMx nNapameTpoB: Plugin: %1, setUserOption: %2=%3,

UID=%4;
2)  [Ona cuctemHbix napameTpoB: Plugin: %1, setOption: %2=%3.
roe:
— «%1» - HaMeHOBaHMe MOAYNA, Y KOTOPOro MeHAETCA NapameTp;
— «%2» - napameTp MoAayNA, KOTOPbIA Bbl M3MEHEH;
— «%3» - HOBOE 3HaYeHMe napameTpa;
— «%4» - UID nonb3oBatena, 418 KOTOPOro MEHAETCA NapameTp.

67



PyKoBOACTBO aAMMHKUCTPATOPA

— ~] OTKPbITAS
MOBWJIbHASR
l NNAT®OPMA

Cnucok moaynemn, y KOTOPbIX MEHSITCA MapameTpbl, a TaKXKe WX onucaHue

npueeaeHo B Tabanue (Tabaumua 2).

Tabnnua 2

Moaynb (%1)

OnwucaHue

lockout

bnoknposka MY

loginrestriction

PacnucaHue Bxoaa y‘-IeTHOVI 3armcu rnoJib3oBaTenA

password MNaponb
reset Cbpoc MY
smartcard CmapT-KapTa
sudis

CYANC (Cepsuc ynpaBneHma aOCTYNOM K
MHPOPMALLMOHHbBIM CMCTEMAM)

CNUCOK M3MEHEHHbIX MapameTpoB, a TaKKe WX onucaHue npueBeaeHo B Tabauue

(Tabnunua 3).
Tabnnua 3

MapameTpbl moayna (%2, %3)

OnwucaHue

Mogaynb loginrestriction

ttl

[encTeme y4yeTHOM 3anmcu

login-schedule-days

[HW BXO4a B CUCTEMY

login-schedule-time

Bpema Bxoga B cmctemy

login-locked

BHOKMpOBKa y‘-IETHOl\/II 3annCM NOAb30BaTENA

login-temporarily-locked

BpemeHHas 6/10KMPOBKa TEKYLLEN Y4ETHOMN 3anncK

temporary-lock-timeout

Tarm-ayT 61OKNMPOBKM

Mogaynb password

new-length

OnvHa napons

max-age

CpoK AencTsms napona

max-attempts

KonmnyectBo NonbITOK BBOAA napond

new-strength

CNIOXKHOCTb Na pPoA

history-check

NcTopwma napona

expiration-notification

YBefomneHne 06 NCTe4eHnn napona

NMPUMEYAHUE. /lormpoBaHue MCNONb3yeTCA TONbKO ANA loginrestriction W

password.

B cnydyae ycnewHoro BXoAa B CUCTEMY NIOTMPYETCA TONbKO CoobLLeHMe «YCneLHbll

BXO/, B CUCTEMY» DE3 YTOYHEHMUSA.

B cnydae HeycnewHoro BxoZa B CUCTEMY JIOTMPYETCs cooblieHne «HeycnewHbii
BXOZ, B CUCTEMY», a TaKKe AO0MOAHMTeNbHaA MHPopMauma o6 ownbKke, KoTopaa nmeet

cneayrowmn BUA:
Plugin: %1, error: %?2.
roe:

— «%1» — HanmeHOBaHMe MoaynAa, K KOTOPOMY OTHOCUTCA OLLII/I6I-(a,'
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— «%2» — KoZ, OWNOKN.

Cnucok moaynen npuseaeH B Tabaumue (cm. Tabanua 2), cnncok owmnbok, KoTopblie
oTobpaXKalTcA ANa Moaynen B C/Aydyae HeycrnewHoro BXoZa B CUCTEMY, a TaKkKe WUX
onucaHue npmeeaeHo B Tabaumue (Tabaunua 4).

Tabnunua 4

Ownbka (%2)

OnwucaHue

Mopaynb lockout

RecoverablelLockout

MY BpeMeHHO 3ab/10KMPOBAHO

PermanentLockout MY 3a6710KMPOBaHO
Mopaynb loginrestriction
TtlBadSyntax HeBepHbI CMHTaKCKC
TtlExpired CpOK AeNCcTBMA Y4EeTHOM 3aNncKn Nosb3oBaTens NCTek
DayUnknown HeBO3MOXHO onpeaennTb
DayLocked Y4yeTHan 3anmcb N0Ab30BaTeNA 3aDN0KMPOBAHA NO AHAM
Heaenu
TimeBadRange HeBepHbIM CMHTAKCMC BPDEMEHHOIO AMana3oHa
TimeBadSyntax HeBepHbIM CMHTAKCMC BPEMEHHOIO AMana3oHa
TimeLocked Y4yeTHan 3anmcb NoAb30BaTeNA 3abD10KMPOBaHa MO BPEMEHM
CYyTOK
UserLocked YyeTHas 3anumcb NoAb30BaTeNA 3ab610KMpOBaHa
UserTempLocked Y4yeTHadA 3an1cb Noab30BaTeId BpeMeHHO 3ab10KMpOBaHa
Mopaynb password
InvalidResponse HekoppeKTHbIM 3anpoc
PasswordFailed HeBepHbI Naposb
gasswordUpdateFaile He yaanock 06HOBUTb Napob

PasswordsDontMatch

[Naponun He coBnagatoT

UserLockedMaxAttemp
ts

Y4yeTHasa 3anumcb Nosb3osaTed 3a6/10KMpoBaHa: AOCTUTHYTO
MaKCMMaNbHOE KONMYECTBO MOMbITOK

NotSupported

HesawwndposaHHOe yCTPOMCTBO HEe NOAAEPKMBAETCS

BadNewPassword

HeKkoppeKTHbI HOBbI Napob

PasswordMatchPrevio
us

[Monb30BaTE/b HE MOXKET U3MEHUTL NAapPOab. HOBbIM Mapo/b
[O/IKeH OTINYaTbCA OT NpeblayLlero

PasswordNotSet [Monb3oBaTeNb HE MOXKET pa3biokmposaTb MY. Heobxoanmmo
06paTUTbCA K aAMUHUCTPATOPY ANA YCTAHOBKM OHOPA30BOro
napons

Mogaynb smartcard

PinFailed HekoppekTHbin PIN-koA,

CannotSmartCard CmapT-KapTa He HanaeHa

TooManyAttempts C/IMLWLIKOM MHOTO NonbITOK
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Ownbka (%2)

OnuncaHue

ConnectionError CmapT-KapTa OTK/to4YeHa
BadCert HeKkoppeKTHbI cepTudurKkaT
ValidationFailed Bafll/],ﬂ,aLl,l/]ﬂ He ﬂpoﬁﬂ‘eHa

Mopaynb sudis
BadPassword HeBepHbI Naposb
EncryptedPartitionl | 33umdposaHHbIii pa3aen 3a610KMpoBaH
ocked
CannotStartClient

He ynaetca 3anyctuTb KaneHT Sudis

CannotConnectClient

He ynoaeTca noaKntounMTbCa K KAneHTy Sudis

CannotCommunicateCl
ient

He ynaeTcs cBA3aTbCA C KAMeHTOM Sudis

UserLocked Y4yeTHan 3anmcb NoAb30BaTeNA 3ab610KMpPOBaHa

TooManyAttempts C/IMLLIKOM MHOTO NMOMbITOK

TooManyAttemptsWith | CruwKom MHOTO NOMbLITOK, J@HHbIE y/aa/eHbl

outDeleted

NoUsbDevice Owwnbka ayTeHTUdMKaumm. Het USB-ycTpoiicTea

ConnectionError OwwnbKa NoaKAYEeHNA

AuthFailed OwmnbKa ayTeHTUPUKALMM

BadDefaultCert HeBepHbIt cepTudmKat

UserCannotUnlock Monb3oBaTenb He MOXeT pa3bioknposatb MY. Heobxoammo
006paTUTLCA K aAMUHUCTPATOPY A5 YCTaHOBKM OHOPA30BOro
naponn

ErrAuthType HeBepHbI TN BXxoAa

4.2.1.2. Mopaynsb lockout

Moaynb lockout nNpeaHasHayeH Ans NnpoBepkn MY Ha npeameT 610KMPOBKM.

Onuncanue HacTpoeK MOAY A, XpaHALmMXcA B danne
/var/lib/authd/methods/lockout/current.conf, npuseaneHo B Tabnnue
(Tabnunua 5).

Tabnnua 5

. 3Ha4yeHue no
CsoucTteo OnucaHue

YMONYaHUIO

lockout-mode 0

Pexkxnum 610KnMpoBKN MY:

-~ (0) NoLockout —He 3aDN10KMPOBAHO;

- (1) RecoverableLockout —BpeEMeHHaA
ONOKMpPOBKA, CHMMaeTca yepes 15 MUHYT nbo
aaMUHUCTpPaTopom MY;

- (2)PermanentLockout-—HOCTOHHHaH6ﬂOKMpOBK&
- (3)
BpeMeHHasn B/IOKMPOBKA, CHUMAETCS
agMuUHucTpatopom MY

RecoverablelockoutWithoutTimer —
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lockout-timeout|15 mpHyT CpoK BpeMeHHOM 610KMPOBKM
lockout- - Havyano BpemeHHOM 610KMPOBKM
timestamp

4.2.1.3. Mopaynb loginrestriction

Mopaynb loginrestriction npeAHa3HayeH A18 NPOBEPKM BO3MOMKHOCTU
ayTeHTUOUKALMM NONb30BATENSA B CUCTEME B AAHHbIA MOMEHT.

OnucaHue HacTpoek mMmoayns, XpaHALLMXCA B danne
/var/lib/authd/methods/loginrestriction/<uid>.conf, NpuBeAeHO B Tabauue
(Tabnunua 6).

Tabnnua 6

. 3Ha4yeHue no
CBOMCTBO OnwucaHue
YMO/IMaHUIO
tel Tekywasa gata + | CpoK AeNCTBUA yHETHOM 3anucK
2 roaa
login-schedule- Mo, Tu,We, Th, F'| PacnuncaHme Bxoaa B CUCTEMY MO AHAM Heaenn
days r,Sa, Su
login-schedule- 00:00-00:00 PacnucaHue Bxo4a B CUCTEMY MO BPEMEHMU CYTOK
time
login-locked false BNOKMpPOBKaA y4ETHOM 3anncK NoNb30BaTeENA
login-temporarily={Q muHyT BpemeHHaa 6BAOKMPOBKa YY4ETHOM 3anmcu
Locked nonb3oBaTens
temporary-lock- 15 MuHyT Cpok aencTema BNOKMPOBKM
timeout
MNMpnmep:

login-locked=false

login-schedule-days="Mo, Tu,We, Th, Fr, Sa, Su"

login-schedule-time=00:00-00:00 login-temporarily-locked=0

temporary-lock-timeout=900

ttl=2025.02.06

4.2.1.4. Mopaynb password

Mogaynb password NpeAHasHaveH a1s8 ayTeHTUdMKaLUM No nNaposto.
OnucaHue rnobanbHbIX HACTPOEK MOAYAA (419 BCEX NOb30BaTesel), XpaHALLMXCA
B ¢anne /var/lib/authd/methods/password/current.conf, NpuBeaeHoO B Tabanue

(Tabnunua 7).
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Tabnuua 7
3HayeHne No yMONYaHUto
CsomcTBO KopnopaTtusHaa | CepTuduumpoBaHHan OnucaHue
BEpCUA Bepcua
new-length 5 CMUMBOOB 7 CUMBOOB OnvHa napona
new-length- 5 cMmBONOB 7 CMMBOIOB MWHMMaNbHas AMHA Napona

lower-limit

new-length-
upper-limit

12 cumBoONOB

MaKcmmanbHaA AamHa Nnaposs

max-age 0 30 aHewn CpoK AencTems napona
(0O — 6e3 orpaHunyeHmi)
max-age-lower-)\pes 30 oHewm MWHMMaNbHbIM CPOK
Timit OrpaHuYeHu [ecTBUA Napons
max-age-upper-|180 nHeil MaKcrManbHbIN CPOK
limit [encTeuA Nnapons
max-attempts |(Q 4 KosmyectBo NonbITOK BBOAA
naponn
max—attgmpts— bes 4 MuHMMaNbHOE KOIMYECTBO
tower—limit orpaHuyeHuni NOMbITOK BBOAA NapoAA
max-attempts- |16 10 MaKcnmanbHOE KONMYeCcTBO
upper-limit MOMbITOK BBOZAA Napos
new-strength |Q 3 HaperkHoCcTb napona:
- 0—TONbKO UMPBI;
- 1 —undpbl n ByKBbLI;
- 2—undpbl, OYKBbI B
HUXKHEM U BEPXHEM
perucrpax;
- 3 —undpbl 1 OYKBLI B
HUXKHEM N BEPXHEM
PEerncTpax, a Takxe
CNeucMmBObI
new-strength- |Q 3 MUHUMaNbHan HaJEeKHOCTb
lower-limit napons
new-strength- |3 MaKcMManbHaa HadeKHOCTb
upper—-limit napons
history-check |Q 1 NcTopura naposia — KoAn4ecTso

npeablayumx naponen, c
KOTOPbIMW CpaBHMBAETCA
Tekywmin naposb (0 — He
NPOBEPATb UCTOPUIO NAPONEN)
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3Ha4yeHue No YMONYAHUIO

Csounctso KopnopatueHasa | CeptudunLmMpoBaHHan OnucaHue
BepcuA BepcumA
MPUMEYAHMUE. HoBbin naponb
OOJ/IKEH OT/INYATLCA OT
npeablayLumx
historyTCbeck— 0 1 MuHMManbHOE 3Ha4YeHne
lower-limit MCTOPUM Napona
historyTCbeCk— 10 10 MaKcrmasibHOe 3HavYeHune
upper-limit MCTOPWM Napona
expiration- 5 aHeMn YBegomneHune ob ncteyeHmnu
notification CPOKa eMCcTBMA Napons
generated- password Honyqume
password CreHepMpoOBaHHOIo NapoA
generation 0 2 Cnocobbl 3a4aHMA Napona:

— O — TONbKO BPYYHYIO;

- 1 —3apaHune Bpy4Hyto nbo
reHepauma;

— 2 —TOJIbKO reHepaumAa

HacTpolKun y4eTHbIX 3anmncer nonb3oBaTena MMetoT 6onee BbICOKMIM MPUOPUTET Haf,

rnobanbHbIMMU

HAaCTPOMKamm

7 XpaHATCS B danne

/var/lib/authd/methods/password/<uid>.conf.
OnuncaHme HacTPOEeK YYEeTHbIX 3anucer nonb3oBaTens ANa MOAyNA password
npuseaeHo B Tabanue (Tabaumua 8).

Tabnunua 8
" 3HayeHwue no
CBoUcTBO OnucaHune
YMO/IMaHUIO
attempts OTcyTcTBYET KosnnyecTBO NOMbITOK BBOAA HEBEPHOIO MNapona
length OTcyTcTBYET [JNviHa TeKyLlero napons
strength OTcyTcTBYET HafeHOoCTb TekyLero naposa
expiration- OTcyTcTBYET Bpema nocneaHem cMeHbl Napona
notification-last-
sent
history OTcyTcTBYET cTopuna naponen
change-next-time |false CMeHa naposia npu cheaytoein
ayTeHTUOMKALMM NONb30BaTENA B CUCTEME

4.2.1.5. Moaynb smartcard

Moaynb smartcard

CMapT-KapTbl.

npegHasHa4eH AnA ayTeHTl/lC])VIKaLI,I/II/I C MCNOJZib30BaHNEM

OnuncaHue moayna npuseaeHo B Tabanue (Tabamua 9).
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Tabnuua 9
CBOMCTBO | 3Ha4YeHMe NO YMOJIHAHUIO OnucaHue
attached TriState {

YKa3bIBaeT, NOAKIHOHYEHA NN CMapT-KapTa B

g;ézi’ing [aHHbIN MOMEHT. 3HayeHWe JaHHOro CBOMCTBA
14
True, He coxpaHaeTca B ®C

};

HacTpolMkm  y4eTHbIX  3anucen NoNb30BaTENS XpaHATCA B  danne
/var/lib/authd/methods/smartcard/<uid>.conf.

OnucaHMe HacTPOEeK NoJib3oBaTeen A58 MOAYNA smartcard NPUBEAEHO B Tabanue
(Tabnunua 10).

Tabnunua 10
. 3Ha4yeHue no
CBoucTtso OnucaHune
YMOJI4aHUIO
pubkeyIsWritten false YKasblBaeT, 3anucaH Au NyO6AnYHbIN KoY Aan
[aHHOro NoJsib3oBaTensa
pubkey - My6anYHan 4acTb KAt0Ya, KOTOPbIM NOANNCAH
cepTUPMKAT NONb30BATENA, COXPAHEHHbIN B
3almMLULEHHON 061aCTM CMaPT-KapTbl

4.2.1.6. Mopaynb sudis

Moaynb sudis npeaHasHayeH ANAa ayTeHTUPUKauMM B CUCTEME YMpaBAeHMA
A0CTYyNOM K AaHHbiMm MB/ Poccun.
OnuncaHne  rnobanbHbiX  HACTPOEK  MOAYAsA,  XpaHALLMXCA B  ¢aline

/usr/share/ru.at consulting.sudis client/policy.conf, npuseaeHo B Tabaunue
(Tabnunua 11).

Tabnuua 11
. 3Ha4YeHue no
CBoM1CTBO Onwucanue
YMO/IYaHUIO
certs OTcyTcTByeT CnMCOK AOCTYNHbIX CEPTUPMKATOB OT KAMEHTA
cyanc
max-attempts 10 Ko/sinyecTtBo HeBepHbIX NOMbITOK BBOAA, NP
3aMycKe KAMeHTa 3Ha4YeHune bepeTtca ns daina
/usr/share/ru.at consulting.sudis cli
ent/policy.conf

4.2.1.7. Moaynb reset

Moaynb reset npeaHasHaveH aas copoca HacTpoek MY [0 3aBOACKOrO COCTOAHMS.
Onucanue rnobanbHbIX HacTpoekK Moy NS, XPaHALLMXCA B

banne /var/lib/authd/methods/reset/current.conf, NpuBeAeHO B Tabauue
(Tabnunua 12).
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Tabnuua 12
" 3Ha4vyeHue no
CsoucCTBO OnuncaHune
YMOIYaHUIO
reset-options reboot, wipe | repoot — aBTOMAaTUYECKM nepesarpy3mnts MY

nocne copoca K 3aBOACKMM HAaCTPONKaM;
— wipe — yAannTb BCe AaHHble ¢ MY

4.2.2. MHoropakTopHana ayTeHTUdMKaumA

BHUMAHMUE! Mepen HacTpOMKON MHOrOPaKTOpPHOW ayTeEHTUPUKALMM HEODXOAMMO
MY, c ycTaHOBNeHHOM KopnopatusHon Bepcueinr OC ABpopa, cOpOCUTb A0 3aBOACKMX
HaCTPOEK.

MHorodakTopHas ayTeHTMOUKaUMA — NPOLLECC NOATBEPKAEHNA NOAAMHHOCTU NPaB
YYETHbIX 3aN1Cer Poaen C NOMOLLbIO MPUMEHEHMA HECKONbKNX Pa3nNYatoLLLMXCA GaKTOPOB.

Ona ayteHTudukaumm B OC ABpopa npwm pasdbnokmposke MY moryT ObiTb
MCNONb30BaHbI CaeaytoLmMe cnocobbl, obecneynsatolme NOANMHHbBIN AOCTYN K XPaHUMbIM
Ha MY nNo/ab30BaTE/IbCKMM AaHHbIM:

— naposnb (nn. 4.2.2.1);

— CMapT-KkapTa (nn. 4.2.2.2);

— CyauncC (nn. 4.2.2.3);

— OTneyYyaToK NanbLa.

NPUMEYAHUE. MoapobHoe onuncaHue nobasneHMAa oTnevyaTka nanbla NnpuBeaeHo
B JOKYMeHTe «PyKoBOACTBO NONb30BATENAY.

[na BbibOpa meToda ayTeHTUPUKALMM HeobxoAMMO BbIMONHUTL Caedylolme
NEenCcTBUSA:

— OTKPbITb MEeHK CUCTEMHbLIX HaACTpOoeK KaCaHMEM 3Ha4Ka @ Ha 3KpaHe

NPUNOXKEHUIM (CM. PucyHOK 1);
o]
— KOCHYTbCA NMYHKTa MeHto «[losib3oBaTenm» = noapasaene «Cuctemar;

— B KOHTEKCTHOM MEHIO KOCHYTbCA MyHKTa «HacTpoikmn 6e3onacHoOCTU»
(cm. PucyHoK 8, cm. PucyHOK 9), B pe3ynbtate oTobpasuTcs cTpaHuua «[Mms yyeTHoM
3anuncu]» (PucyHok 113, PucyHok 114);
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| Monb3oBatens 1 Bnapgenew yctpoicTea
Cnyx6a ayTeHTUdUKaLum @ Cnyx6a ayTeHTUdUKaLmn @
Bbibop MeTof0B ayTeHTUMKALUMN Bbibop MeTo0B ayTeHTUdUKaLum
OrpaHuyeHue Bxofa B CUCTEMY @ OpHopasoBbIi Naponb @
YcTaHOBUTb CPOK AeMCTBUSA YHETHOM 3anucy, HacTpoliikvu ogHOpa3oBoro napons
orpaHu4yeHue Bxoga no gHio Hegenu u
BPEMEHM CYTOK.
OpHopa3oBbIi Naposb @
HacTpoiikvu ogHopa3oBoro napons
PucyHok 113 PucyHok 114

— KOCHYTbCA NyHKTa «Cny»ba ayTEHTUPUKALUM» (cm. PucyHok 113,
cM. PucyHok 114);
— Ha OTKPbIBLWENCA CTpaHUUE HeobXxoAMMO BbIMOAHWUTb OAHO M3 CAeayHOLMX
NencTBumn:
® aKTMBMpPOBATb NepekatodaTend «EAMHBIA CcnMcoKk GaKTOpoB» M BbliOpaThb
eauHbI MeToa ayTEHTUPUKALMK, KOCHYBLUMCL COOTBETCTBYIOLLErO NepeKkatoyaTens, ann
BbIMO/IHEHMA BCEX AeNCTBUIM B cucteme (PucyHok 115);
® [1€aKTMBMPOBATb NepekntoyaTensd «EAWHbLIA cNMCOK GaKTopoB» M BblIOpaTb
MeToAbl ayTEHTUOMKALMKM, KOCHYBLUMCb COOTBETCBYIOWIMX MepeKkatovaTenen, npu
BKAtOYEHUM MY U NOATBEP)KAEHMA HACTPOEK, a TakxKe npu pas3dbnoknposke MY
(PucyHok 116);
— KOCHYTbCSl KHOMKM « COXPaHUTb» ANA COXPAHEHUA U3MEHEHU;
— NoATBepAuTb AEeNCTBME BBOAOM TEKyLLEro napons (cm. PucyHok 4).
BHUMAHUE! [na wncnonbsoBaHMA MeToAa ayTeHTUPUKaumm «CmapT-KapTa»
HeobxoAMMO NPeaBapUTENbHO HACTPOUTbL CMaPT-KapTy (nn. 4.2.2.2.3).
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EnuHbiil cnucok pakTopos
Bce pevicTeus 6yayT UCNonb3oBaTh OAHU U
Te Xe MeToAbI ayTeHTUdUKALIMK

Maponb

CoxpaHuTb

| HacTpoiku cnyx6bl ayTeHTUdUKaLll

Bbibepute MeTogbl ayTeHTUOUKaALUN

PucyHok 115

HacTpoiiku cnyx6bl ayTeHTUdMKaL)

%  EpuWHbIA cNUcok $pakTopoB
Bce geiicTeuna 6yayT UCNoNb3oBaTh OAHU U
Te Xe MeToAbl ayTeHTUpMKaLmn

BbibepuTe MeToabl ayTeHTUdUKaumum

Maponb

Maponb
OTnevaTok nanbua

CmapT-kapTa

CoxpaHuTb

PucyHok 116

4.2.2.1. AyTeEHTUPMKALMA C MOMOLLbIO NAPONS

BHUMAHMUE! Mpu npeBbllLeHNM KONMYECTBa NOMbITOK BBOAA HEBEPHOTO napona MY
aBTOMaTM4eckn byaeT 3abnoKMpoBaHo. Bpema 610KMPOBKKM sBAAETCA GUKCMPOBAHHBIM U
cocTtasndaeT 15 muHyT. lepesarpy3ka MY Ao UCTedeHMA yKa3aHHOro BpemMeHn npmuBeaeT K
MOBTOPHOMY 3anyCKy oTcyeTa 15 MUHYT.

LLndppoBaHue gaHHbIX
nonb3oBaTens, noxanyt}HCTa,
nopoxaurte

PucyHok 117

Mpu nepBom BKkAOYEHMN MY HeobxoAMMO BBECTU

naposb, KOTOpPbIN bynet 3anpallmBaThCS 7
MCNONb30BaTbCA ANA:
— wndpoBaHMa [aHHbIX nosib3oBaTtena

(PucyHok 117);

— pasbnokuposkn MY (PucyHok 118, PucyHok 119).

NPUMENYAHMUE. LLUndposBaHue pa3gena C
NOMALLHMMM nankamm no/sib3oBaTenemn (n. 4.2.3)
NPOUCXOANT B CNEAYHOWMX C/TyHaAX:

— MpW NepBom BKAOYEHUN MY;

— nocne cbpoca HacTtpoek MY g0 3aBoacKoro
cocTosHuna (noapasaen 2.2).
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Beegute HOBbIV Naponb MosTOpUTE NAaponb
[nwHa napons gonxHa 6biTb 5-12 cumeonos. Bnapeney yctpoiicTea
1 2 3 1 2 3
4 5 6 4 5 6
7 8 9 7i 8 9
Aa 0 Aa 0
OTMeHuTb OTMeHuTb
PucyHok 118 PucyHok 119

4.2.2.1.1. HacTtponka 6a10KkMpoBKKM MY

NPUMEYAHUA:
v 3MeHeHMa HacTpoeK B NMYyHKTE MeHI0 «BIOKMPOBKa YCTPOMCTBa» NPUMEHAIOTCA
KO BCEM YYETHbIM 3aMUCAM POIen, CO34aHHbIM Ha MY,
v’ Cnyyau, mpu KOTOPbIX MOXET BbITb 3anpoLLeH Napo/ib, onucaHsl B m. 4.2.1.
Ona HacTpolkm 6Ha0KMpoBkM MY Heobxoammo
BbIMO/IHMTbL CAeaytoline AeNCTBMA:

BnokupoBka ycTpoiicTBa

AsToMaTuYeckas 610kMpoBKka

P BBIKTIOYEHI SKpaKa — OTKPbITb MEHK CUCTEMHbIX HACTPOEK KacaHmem
%  Oto6paxaTs ysenomneHus, korna 3HaykKa @ Ha DKpaHe NpUAoXKeHn (cM. PucyHok 1);
YyCTpoicTBO 3a6N0KMPOBaHO
— KOCHYTbCA MyHKTA MEHO «bIOKMpOBKa
Maponb i
yctponctea» [ B noapaspene «besonacHocTb» B
el L s pe3ynbTaTe 0TOOPA3UTCA OAHOMMEHHAA CTpaHMUa C
T —— o HacTponKkamum 61okmnposkmn MY (PucyHok 120);

— KOCHYTbCA nons «ABTomaTnyeckana 610KMPOBKa»
M Ha OTKpPbIBLIENCA CTpaHuLUe BblbpaTb Bpems A0
HacTpoiikin cMapT-KapTbl ® aBTOMatmnyeckon  6a0kmpoBkn MY  (PucyHok 121,
3400 MaKHO SHmIONTS HBETPOKY CHPT- PucyHoK 122), KOCHYBLUUCb COOTBETCTBYIOLINX NOSEN U
’ noATBEPAMB AEWCTBME BBOAOM TeKyllero napos
(cm. PucyHok 4);

— KOCHYTbCA nepekato4atesns «OTObpaxatb
yBeAOMNEHMA, Koraa yCTpoOMCcTBO 3ab10KMPOBaAHO» ANA
PucyHok 120 oTObparKeHUs yBeAOMAEHUI Ha IKpaHe DNIOKMPOBKM.

3pech MOXHO BbIMONHWTb HACTPOMKY
0TrneYyaTKoB nanoues
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BHUMAHWE!

v YBegomnenus OyayT NPUXOAMTb Ha BbIK/IOYEHHbIN 3KpaH 3a610KMPOBAHHOIO
MY;

v/ BapuaHTbl 3Ha4YeHWt B nose «ABTOMATMYECKas ONIOKMPOBKa» OT/IMYAIOTCA B
3aBmcnumocTn ot Bepcumn OC Aspopa (PucyHok 121, PucyHok 122).

NMPUMEYAHUE. SKkpaH MY noracHeT B C/lydae €eC/AM YCTaHOB/NEHHOE BpPeMS
aBTOMaTU4eCcKoM 610KMPOBKN ByAeT NpeBbIlaTb BPEMSA CAALWENO peXmma, Ho MY npu aTom
He byaeT 3abnoKkmMpoBaHo. Ana AanbHenwen paboTbl HEOOXOAMMO BKIOUYNTL 3KpaH MY n
NPOAONKMTL paboTy Be3 BBOAa Napons.

| AsTomaTunyeckas 610kMpoBka ABTOMaTM4eckas 610KMpoBKa
HeakTusHa Mpwu BbIKNIOYEHUM 3KpaHa
Mpw BbIK/IIOYEHWUM 3KpaHa 15 cekyH
15 cekyHa 30 cekyHA,
30 cekyHp, 1 MUHYyTa
1 MuHyTa 2 MUHYTbI
2 MUHYTbI 5 MUHYT
5 MuHyT 10 MUHYT
10 MuHyT
PucyHok 121 PucyHok 122

4.2.2.1.2. 3agaHve o4HOPA30BOro naposiA

OAHOPa30BbI NAapoNb TpebyeTcs ANS BbIMOAHEHUS BXOAA B CUCTEMY NMPU NEPBOM
BKAtOYEHUM MY noa HOBOM y4eTHOM 3anuUChHo.
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| OpHopa3oBbIi Naposib

sssee
Maponb

[LnuHa napons gonxHa 6biTb 5-12 cumsonos.

CreHepupoBaTb

YcTaHoBUTH

©

PucyHok 123

3a4aTb 0AHOPA30BbIA MAapPOab BO3MOXHO [ABYMA
cnocobamu:

1.MepBbln cnocob: Npu Co3A4aHMM YYETHOM 3anmcu
N0/Ib30BaTeNA KOCHYTbCA KHOMKKM «CreHepmMpoBaTb» A1A
reHepaumMm napona AMbO YCTaHOBUTb Kypcop B noje
«O4HOPa30BbIN NAaPOAb» M 334aTb NAPO/b (CM. PUCYHOK 3);

2.BTopown cnocob:

— Ha CTpaHuue «[Ums yYeTHOM
(cm.  PucyHok 113, cm. PucyHok 114)
KOCHYTbCA NyHKTa «O4HOPA30BbIM NAaPOabY;

— Ha OTKPbIBWENCA CTPaHULE KOCHYTbCA KHOMKM
«CreHepupoBsaTtb» (PucyHok 123) anda reHepaumm napons
NmMbHOo yCTaHOBUTbL Kypcop B none «OaHOPa30BbIA Napoib»
M 3a4aTb Napob;

— KOCHYTbCA 3Ha4Ka © Ans oTobparkeHna napons;

— KOCHYTbCA KHOMKM «YcTaHOBUTLY (PUCYHOK 123) U
noATBEPAUTb AEeNCTBME BBOAOM TEKylWlero napons
(cm. PucyHok 4).

3anucu]»
Heobxoanmo

MPUMEYAHMUE. MoapobHoe onmncaHme 0 BXOAE B YYETHYO 3aNMCb NOJb30BaTENA C
MOMOLLbIO OZLHOPA30BOro Napona Np1eeaeHO B LOKYMEHTe « PYKOBOACTBO NO/b30BaTENAN.

4.2.2.1.3. HacTporKka napoabHOM NOAUTUKN

| O61wme HacTpPouKu

Hactpoiiku napons

HacTtpoliku nonutuku naponew

PucyHok 124

NMPUMEYAHUE. M3meHeHMA HACTpPoeK MNapO/bHOM
NOANTUKM ByayT NPUMEHEHbI KO BCEM YYETHbIM 3aMUCAM,
CO34aHHbIM Ha MY,

[Jna nepexoaa K HAaCTPOMKAM NMapObHOM NOIUTUKN
HeobX0AMMO BbINONHUTb CAeaytolyme AeNCTBUA:

— OTKPbITb MEHIO CMCTEMHbIX HACTPOEK KacCaHMem

3HayKa @ Ha DKpaHe npuaoKeHnn (cm. PucyHok 1);
O

— KOCHYTbCA MYHKTa MeHo «Mofb3oBaTenn» &g
nogpasgene «Cuctema», B pesynbtate oTobpasuTca
OAHOMMEHHAA CTPaHMLUA C NpeacTaBAeHHbIM CMMCKOM
nonb3oBaTenen, co3gaHHbix Ha MY (cm. PucyHoK 5);

— KOCHYTbCA nons «Obwme HACTPOMKM»
(cm. PucyHOK 5), B pesynbTaTe oTobpasnTca
OAHOMMEHHas cTpaHuua (PucyHok 124).
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[na HaCcTPOMKM NapObHOM NONNTUKM HEOHXOAMMO KOCHYTLCA NMYHKTa «HacTponKm
napons» (cm. PucyHok 124) M Ha OTKpbIBLIENCA CTpaHMLE 3adaTb HeobxoAMMble
napameTpbl AN5 Napona:

— ONWNHQ;

— CNOYHOCTb;

— KO/IMYeCTBO NOMbITOK BBOA3;

— OTAMYMe OT NpeablayLmx Nnaponemn;

— CPOK AencTBus;

— yBeZJoMNeHne 06 NCTeYeHUN CPpOKa AeNCTBUA.

[Ona HacTpoOMKM  AAMHbLI  napona Heobxoammo

YCTAHOBWUTb KO/IMYECTBO CMMBO/IOB, MEPEMELLAnA cnanaep
e I «MuHumanbHaa anvHa napons» (PucyHok 126) BnpaBo
AN YBE/IMYEHMA KONMYECTBA BXOAALIMX B Mapo/b
CMMBONIOB NMbBO BNEBO ANA YMEHbLUEHMA KOMYECTBa
CMMBO/IOB, N NOATBEPAMTL AENCTBME BBOAOM TEKYLIETO
napona (cm. PucyHok 4).

MPUMEYAHUE. T[IpeaycmoTpeHa  BO3MOMKHOCTb
YCTaHOBWUTb A/IMHY Naponda oT 5 40 12 cMmMBOOB.
BHUMAHUE! 3HayeHne MUHMMANBHOM  ANNHbI
He ofganmictio naponaa oTAnYaeTca B 3aBMcumocTn ot sepcum OC Aspopa
(cm. PucyHok 125, PucyHok 126).

HacTpoitku napons

5 cumBonoB

MuHuManbHas gavHa napons
CnoxHocTb napons
MpocTas (Tonbko undpbl)

# CnoxHas

KonuyecTteo nonbiTok
bes npoBepku
HepocTtynHocTb noBTOpa nNpep. naponew

UcTekaet yepes He orpaHuyeH
\/Ka)Kwre, Korga uctekaeTt Cpok IZLEFICTBMQ napons

3a 5 gHen

Yeegomnsatb 06 uCTe4eHUU napons

PucyHok 125
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[na 3adaHus CNOXHOCTM Maposid HeobxoAMmo B
noapasaene «CAOKHOCTb MapoaA» aKTUBMPOBATb OAMH

| HacTpoitku napons

et L W3 crepytolWmx nepekatoyateneit (PucyHok 126):
— «[MpocTaa (Tonbko uMdpbl)», rae naponb dbyaet
T CHREICE s B COCTOATb TO/IbKO M3 LUMGP;
MVhANER e AL S Ranadd — «CnoskHan», rae naposib JOJIKEH CoAeprKaTb KaK
MUHUMYM  UMdpy, OyKBY, 3arnaBHyid OYKBy ¥
MpocTas (Tonbko undpbl) crneunan bHbIM CUMBO.
B Crowia MPUMEYAHME. B cnyvae BbibOpa 3HaveHUA

«CnoxHad» HeobxoAMMO  MoATBEPAMTb  AeNcTBMe
BBOAOM Tekylllero naponsa (cm. PucyHok 4).

[lnA yCTaHOBKM KOAMYECTBA NOMbITOK BBOAA Mapons
HeobxoaMmo B nogpasgene  «[ononHUTEeNbHbIE
HAaCTPOMKM»  NepemMecTuUTb  cnangep  «KonmyecTtso

10
KonnuecTso nonbiTok
1

HepocTtynHocTb NoBTOpa Npea. naponei

e e LiED ek NOMbITOKY» BMPaBO A1A YBEANYEHUSA KONMYECTBA NOMbITOK
YKkaxuTe, KOrAa UCTeKaeT CpoK AeiCTBUA napons J'Il/I6O BJIEBO A7 YMEHbLLEHUA.
Sageit BHUMAHUE! MuHMManbHOe UM  MaKCMManbHOe
FBRRCMIBIE OSSRt AR 3HayeHMe cnamgepa «Konnm4yecTBo MOMNbITOK» 3aBUCUT OT
PucyHok 126 Bepcun OC Aspopa (PucyHok 126, PucyHok 127).

[lna ycTaHOBKM KOMMYECTBA NpeablayLmX Napoaen, oT KOTOPbIX A0/IKEH OTANYATLCA
HOBbIM Napo/ib, HEOBXOAMMO B noapasaene «JonoaHUTeNbHbIE HACTPONKM» NepemecTUTb
cnangep «HegocTynHOCTb NOBTOPA Nped. naposier» BNpaBo A1A YBEMYEHMA KOANYECTBa
naponen nmbo BNeBoO ANs YMeHblleHuaA (cMm. PucyHok 126).

[lna 3apgaHns cpoka AencTBMA Napons HeobXOAMMO BbINONHWUTb Caeaytollme
NencTBms:

— B noapasaene «[JononHUTeNbHble HACTPOMKM» KOCHYTbCA nona «McTekaer
yepes» (PucyHok 127);

— Ha OTKpPbIBLUENCA CTPaHMLE BblOpaTb 04HO U3 3Ha4YeHun (PucyHok 128);

— NoATBepAMUTb AEeNCTBME BBOAOM TEKyLLEro napons (cm. PucyHok 4).

BHUMAHUE! Mo TpeboBaHuam 6esonacHoctn WC, B KOTOPbIX MNAAHMPYeTCs
Mcnonb3oBaHne MY, CpOK AencTBMA Napona AoMKeH OblTb yCTaHOBEH B 3Ha4veHue «180
oHen».
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| HacTpoiiku napons

HacTpoiite nonutuky naponeu, koropas
6yneT npMMeHeHa Ko BCeM Monb3osaTensm

7 cumBoONoOB

MwuHuManbHas anvHa napons
CnoxHocTb napons

MpocTas (Tonbko umMppsl)

#  CnoxHas
,[lormnm( Te/ibHble HAaCTPOUKHU

HepocTtynHocTb nosTopa npeq. naponei

WUctekaet yepes 180 aHeit
YkaxuTe, Koraa ucTekaet CpoK AeiCTBus napons

3a 5 gHeit

YBepomnsTb 06 ucTeYeHun napons

PucyHok 127

HacTtpoiiku napons

Hactpoiite nonuTuky naponei, kotopas
6yﬂeT npuMeHeHa KO BCeM nosib3oBaTensam

5 cumBonos

MwuHuManbHas gnvHa napons

CnoxHocTtb napons

MpocTas (Tonbko undpsl)

#  CnoxHas

[ononHUTENbHbIE HACTPOMKK
He orpaHuyeHo

KonuyecTtso nonbiTok

Bes npoBepku
He.U.OCTyﬂHOCTb noBTOpa npeg. naponeﬁ
WUcTtekaet yepe3 He orpannyeH
‘/Ka)Kwre, Korga uctekaert Cpok IZLEVICTBMR napons

3a 10 gHen

YBenomnaTtb 06 ucteveHnv napons

PucyHok 129

UcTekaeT 4yepes

He orpaHuyeH
30 gHen

60 aHen

90 gHen

120 gHew

150 gHen

180 aHen

PucyHok 128

[1ns 3anaHnA BpemeHu yseaomaeHns o6 ncreyeHmnm
CpOKa [Aenctems napond HeobxoaMMo  BbIMOMHUTD
cneaytouine AencTemA:

— B nogpasgene «[ononHUTENbHblE HACTPOMKMN»
nepemecTuTb cnamaep «YseaomnsaTb 06 wmcCTevyeHUn
napons» (PucyHok 129) BnpaBo AN  yBeJUYEHUS
Konnyectsa AHe nmbo BNEBO AN YMEHbLUEHMA
KONmM4yecTBa AHeW, 3a KOTOpoe MNo0/1b30BaTeNb HayHeT
nosy4yaTb yBeAOMNEHMA 0O UCTEYEeHMN CPOKa AenCcTBMA
napons;

— noATBepAMTb  AENCTBME  BBOAOM  TeEKYLLEro
napons (cm. PucyHok 4).
NMPUMEYAHUE. T[IpeaycmoTpeHa  BO3MOMXKHOCTb

YCTaHOBWUTb 3Ha4YeHume oT O (Hukorpa) go 10 aHen.
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4.2.2.2. AyTEHTUPMKALMA C MOMOLLbIO CMapPT-KapTbl

B OC ABpopa Ana ayTeHTMOMKauMm MOryT ObiTb MCMO/b30BaHbl CMapT-KapTbl
cnenyrouwmx tmnos: USB 1 NFC, a umeHHo:

— «PytokeH» Bepcun 4 (3UM PKI) — nporpamMmHO-anmnapaTHbIi KOMMAEKC
ayTeHTUPUKALUMM U XpaHeHUAa nHdopmaumnm (ceptudukat PCTIK Poccum Ne3753);

— JaCarta — cpeacTBO ayTeHTUOMKaLUMKM M Be30onacHOro xpaHeHMA MHPopMaLMn
nonb3osaTenen (ceptndmnrkat PCTIK Poccmn Ne3449),

BHUMAHUE! Wcnonb3oBaHue ana ayteHTudmraumm B OC ABpopa CMapT-KapT,
OT/IMYHbBIX OT YKa3aHHbIX, HE NpeayCMaTpMBaeTCA.

4.2.2.2.1. Obwme npaBmaa HACTPOMKM N UCNOIb30BAHNA CMAPT-KapT

HeobxoayMmo  yu4mTbiBaTb CAedylollMe OCHOBHble MpaBuia  HACTPOMKM WU
MCNONb30BaAHMA CMAPT-KapT:

— 3KCNAyaTauMlo CMapT-KapTbl caedyeT OCYLWEecTBAATb COrfacHo TpeboBaHMAM,
YKa3aHHbIM B COOTBETCTBYHOLLEN AOKYMEHTALIMM HA HEE;

— pna obecnevyeHus nogkntodeHms K MY 1 nocneayowen HaCTPONKN CMapT-KapThbl
TpebyeTca Mcnonb3oBaTb cneumann3mpoBaHHbim USB OTG-nepexoaHUK, KOTOPbIA He
BXOAMT B KOMNIEKT NocTaskn MY;

— NONMUTUKA  HE30MacHOCTM  MOXKEeT  3anpewatb NPUMEeHeHWe  BHELIHUX
USB-ycTpoiicTB, Ans 3TOro HeobxoAMMO AO0MONHUTENbHO MPOBEPUTb YCTAHOB/AEHHOE
orpaHuyeHune aerncreytollenn 8 OC ABpopa nonntukm 6esonacHoctn (n. 4.3.2);

— npu paboTe co cmapT-KapTon noTpebyeTca AOMNONAHUTENbHLIM MAPOAb ANA
NOCTyNna B 3aliMLIeHHYt0 001acTb NamATM CMapPT-KapTbl, B KOTOPYH MNPOM3BOAMTCS
Ha3Ha4yeHMe N coxXxpaHeHMe ayTeHTUOUKALUMOHHOM MHGOPMaLMM NONb30BaTENSA,

— ayTeHTUOMKaLUMA C NOMOLLBKO CMAPT-KapTbl AOCTYMHA ANA BCEX YYETHbIX 3anncen
ponen (cm. n. 1.2.1), co3gaHHbix Ha MY.

MPUMEYAHUE. AyTeHTUDMKALMA C MOMOLLBIO CMAPT-KapTbl BbIMOAHAETCA TONbKO
NpY NEPBOM BKIHOYEHMWN YHETHOWN 3aMMUCH.

4.2.2.2.2. [lpeaBaputenbHaa NOAroTOBKA CMapT-KapTbl

Ona paboTbl CO CMapPT-KAapTOM HEobXOAMMO BbIMOAHUTL NpPeaBaPUTENbHYIO
HAaCTPOMKY, KOTOpas MOXET ObiTb BbINOAHEHA C MCNO/b30BAHMEM  3/IEKTPOHHO-
BbIYMC/IUTENBHOM MalMHbI (9BM) ¢ OC Linux, Ha KOTOpOW NpeaBapuUTENbHO A0/IKEH DbITb
YCTaHOBJ/1EH MNAKET opensc.

MPUMEYAHMUE. CmapT-KapTbl A0KHbI UMeTb GOpMaT PKCS#15.

B cnyyae ecnm cmapT-KapTa MMeeT Apyron dopmaT, Ans ee nepernHnUmManmsaumm B
dopmaT PKCS#15 Ha IBM HeobxoaMMo BbIMONHUTL CAeaytolme KOMaHabl:

pkcsl5-init --erase-card -p rutoken ecp

pkcslb5-init --create-pkcsl5 --so-pin "87654321" --so-puk ""
pkcslb5-init --store-pin --label "User PIN" --auth-id 02 --pin "12345678"
--puk "" --so-pin "87654321" --finalize
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BHUMAHUE! Mocne nepenHMumnanm3almm CMapT-KapTbl BCe AaHHble C Hee byayT

yAaneHsl.

4.2.2.2.3. HacTpoMKa cMapT-KapTbl

MPUMEYAHUE. MoapobHoe onmcaHme HaCTPOMKM CMapT-KapTbl NPMBEAEHO B
AOKyMeHTe «PyKOBOZCTBO NO/b30BaTENAY.

4.2.2.3. AyteHTndmKauma c nomouwbto CYNC

MBL Poccumn

CepBuc ynpasnieHus A0CTYNOM

Bxof Mo 31eKTPOHHOM NoAnmUcK

BeeauTte nuH-koa
Het pocTynHpix cepTupukaron

Bxopa no naponio

SKCTPEHHbIV BbI30B

PucyHok 130

AyTeHTudMKauma c nomoubto CYANC:

— npefHasHayeHa  AnA  WMAEHTUDUMKauumM U
ayTeHTMdUKaumm nonblosatenen NCOA MB/ Poccuu;

— [OCTynHa Ha MY TOAbKO nMpu  Haanyum
yCTaHOB/IeHHOTo KaneHTa CYANC mn goctyna K cepsepy
CYANC yepes ceTb NHTepHeT.

B CYAOMC nonb3oBaTenb  MOMET  MPOUTH
ayTEHTMPUKALMIO C MOMOLLbIO NPeaoCTaBAEHNA OAHOM
13 cneaytollen KOMOUHALMN AAHHBbIX:

— NIOTWH 1 NapONb;

— cepTudmkat u PIN-kop (PucyHok 130).

Co3paHue NONb30BaTENbCKUNX
ayTEHTUPUKALMOHHbBIX AAHHbIX BbIMOAHAETCA B CUCTEME
NCo4d MB/L Poccum m CUHXPOHU3IUPYETCA C KAMEHTOM
CYONC Ha MY.
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4.2.2.4. HacTpomrKa OrpaHmMyeHni Bxoaa B CUCTEMY

[lnA HACTPOMKM OrpaHMYEHUn BXOJa B CUCTEMY AR
YYETHOW 3anmncK nosib3oBaTens HeobXoAMMO BbIMOJHUTb

OrpaHuyeHmne Bxofa B cUCTEMY

Hactpoiiku 6e3onacHocT nonb3osarens u 1 .
Orp(’iHDVT‘-ieHW;( BXO4a B CUCTEMY Cj-l eﬂ‘yl-o l-Ll'VI e ﬂ‘e M CTB M ﬂ °
[eiicTene y4ETHOI 3an1cK Nonb3osaTens — KOC HyTbCﬂ I'IyH KTa « O rp aHnyeHmMe BXO[]‘a B
22 sHBapsa 2026
BriGepwTe AaTy, nocnie KOTOpoii nob3oBaTenh He cnucremy» (CN\ . Pn CYHOK 113 ), B pe3y/sibTaTte oTob Pa3nTCAa
CMOXEeT BOUTU B CUCTEMY

OAHOMMEHHas cTpaHmua (PucyHok 131);
[Hu BXxoaa B cucteMy o o
MH, BT, CP, 4T, NT, ¢6, BC — KOCHYTbCA NOoAA «,D,eVICTBl/]e y4yeTHOM 3alncu
BbibepuTe AHU Heflenu, B TEYEHWe KOTOPbIX o
rionb3oBaTells CMOXST BO/TH B CHCTeMY nosib3oBaTesIa» M Ha OTKPbIBWEWNCA CTPpaHWMLE Bbl 6 paTb
Bpems BX0ga B cUCTeMy Aaty (cm. PucyHok 20), nocne KOTOpOM NO/b30BaTelb He

Bbl6epMTE Bpems Bxoaa nonb3osartens B CUCTeMy

CMOET BOUTM B YY4ETHYHO 3aMnCh;

— KOCHYyTbCA nonsa «[HWM BXoda B CUCTEMY» W Ha
3a6nokvposarts nons3osatens OTKPbIBLUENCA CTPpaHMLE BbIOpaTb AHW Heaenn, B TedeHme
KOTOPbIX MOJIb30BaTe/lb CMOMET BOWTM B CUCTEMY
(PucyHok 132);

— [OeaKTMBMpPOBaATb NepekatovaTenb «Becb AeHbY, B
pe3ynbTaTe 0TOOpa3AaTcA nNons BBOAA /AManas3oHa
BPEMEHM, B TeYeHWe KOTOPOro Mo/sb30BaTe/lb CMOMXKET
BOMUTK B cucTemy (PucyHok 133).

Becb geHb

PucyHok 131

NMPUMEYHAHUE. [na aKTMBauum nepekntovaTena AOCTAaTOYHO KOCHYTbCA MOAA, B
KOTOPOM OH PacnoIOXKeH: NepekatovaTeib HauyHeT CBETUTLCA ApYe, YEM B COCTOAHUM MO
YMONYaHUIO (HEAKTUBHOM);

— KOCHYTbCSi COOTBETCTBYHKLIMX MOMEN ANA YCTAaHOBKM WHTEPBANa BPEMEHM
(cm. PucyHOK 21), B TeYEHME KOTOPOro No/b30BaTe/lb CMOXKET BOUTU B CUCTEMY.

Ons  ONOKMPOBKM MNONb30BATENS HEOOXOAMMO KOCHYTbCA Nepekatyatens
«3abnoKMpoBaTb NONb30BATENSA» WU NOATBEPAUTbH AENCTBME BBOAOM TEKYLIErO Mapons
(cm. PucyHoK 4).
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| OTMeHUTb MoaTBepanTb | OrpaHuyeHue Bxoga B CUCTEMY
HacTtpoiiku 6e3onacHocTH nonb3oeatens 1
Bb|6paTb AHM onna B orpaHu4yeHuns Bxoga B CUCTeMy
CUCTEMY [eiicTBME YYETHOI 3anucu nonb3oBaTens

22 aHBaps 2026

I'IOHeAeanMK BbibepuTe aaty, nocne KOTOPOW Nosb3oBaTenb He
CMOXET BOMTU B cucremy

BTopHuk [Hu Bxoaa B cuctemy
MH, BT, Cp, 4T, NT, ¢6, BC

Cpe.qa BbibepuTe AHU Hefienu, B Te4eHne KOTOPbIX
nonb3oBaTeslb CMOXET BOMTU B cucrtemy

YeTBepr
Bpems Bxofa B cucteMmy
Bbléepme Bpems BXxoaa nonb3oBartens B CUCTEMy

MatHuua
# BecbpeHb

Cy660Tta C 10:00 Oo 22:00

BockpeceHbe
#  3abnokupoBaTb nonb3oBaTens

PucyHok 132 PucyHok 133

4.2.3. lndpoBaHmMe pasagena ¢ AOMAWHUMK Nankamm

LLnppoBaHne pasgena c AOMALIHUMKW Nankamu — 3TO Npoleaypa, Npu KOTopoM
BBEAEHHbI MapO/b CpPaBHMBAETCA C MaponbHoM ¢pasoinn cnota LUKS-pasgena,
COOTBETCTBYHOLLENO MAEHTUDMKATOPY NONb30BATENS.

B OC ABpopa pa3aen ¢ AOMalIHMMK NankaMmn WndpyeTca C NOMOLLbI aAropmMTMa
aes-xts-plain64 512-OMTHbIM MaCTeP-KAOYOM, A5 XPaHEHMA KOTOPOro MCMNo/b3yeTca
LUKS-3aron0BoK, COCTOALIMIM U3 CAeayolmx 8 CN10TOB:

— OAMH CNOT UCMONb3YETCA YHETHOW 3aNNCbi0 aAMMHUCTPATOPA;

— LWeCTb CN0TOB AOCTYMNHbI CO34aBaeMbIM YYETHbIM 3aMMUCAM NOJIb30BaTENA;

— OAMH CNOT pe3epBupyeTca 418 CMeHbl Napoaen.

NoeHTMPMKATOP  y4eTHOM  3anMcM  NONb30oBaTens  onpeaenser  Homep
MCNONb3yEMOro CA0Ta, MNPV STOM B KaXZAOM M3 CAOTOB XPAHUTCA MaCTep-K/oY,
WMPOBAHHbIM NaposieM COOTBETCTBYIOLWLEN YY4ETHOM 3annMcKM NOAb30BaTENS C MOMOLLBIO
anropuTma PBKDFE. KOAMYecTBO UTepaLunit anropnutma noabupaeTtca Takum o6pa3om, 4Tobbl
NpoBepKa OAHOM KOMBUHALMM BbINOAHANACL NPUDAN3UTENBHO OAHY CEKYHAY.

BHUMAHWE! Mpu ob6HoBneHnn OC ao Bepcumn 5.0 1 Bbille:

— MPW BKAOYEHHOM LWIMPPOBAHUN: BEPCUA 1luks OCTAHETCA Luks 1;

— NPW  BbIK/NKOYEHHOM WIMDPOBAHUN: MONAb30BATE/IbCKME JaHHble OCTaHyTCA
He3alWwndpPOBaHHbIMM.
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BbinonHeHWe cneayowmx AencTBuin TpebyeT BBOAA
| LLindposaHue
KOppekTHoro  napona u3  cnota  LUKS-3aronoska,
Bawmwm nonb3oBaTtens HHbI Y, Y
S o T A S COOTBETCTBYHOLLErO NAEHTUOMKATOPY BbIDPAHHON YYETHOM
aBTOPU30OBaHHbIE NONb3oBaTE I MOTYT 3a I—I MCVI I—Ioj-l b3OBaTef|F| .
nonyuuTb K HUM goctyn. Mpegocrasnexuve *
sl — pa3bnoKMpPOBKA AOMAlLUHEN Manku npu 3arpyske
Monb3oBaTenbckue AaHHble My;
Uighcease EobRe — pas3bnokmposka Ul Lipstick.
Tvn I B¢
Ona otobpaxeHna cTpaHuubl  «lndpoBaHme»
Fasuap 90,216 (PucyHok 134) HeobxoAMMO BbINOAHUTL  caeaytouime
AencTema:

— OTKPbITb MEHIO CUCTEMHbIX HACTPOEeK KacaHWem
3Ha4kKa @ Ha JKpaHe nNpuaoxKeHuin (cm. PucyHok 1);

— KOCHYTbCS MNYHKTa MeHto «lndposaHune» B
noapasaene «besonacHoOCTbY.

PucyHok 134

4.3. YnpaBneHue A0CTynom

B OC ABpopa pea/sin3oBaHbl Cieaytoline MexaH13mbl ynpasaeHua 40CTYNOM:

— AMCKPeUMoHHoe pa3rpaHuyeHne npas pgoctyna (DAC), ocHoBaHHOe Ha
cneayowmx cywHoctax (n. 4.3.1):

e OUTax paspelleHmnis;

e cnuckax kKoHTpona goctyna (POSIX ACL) 1 paclimMpeHHbIx aTpnbyTax cTaHaapTa
POSIX le;

® BO3MOXXHOCTAX U/UAN NepPEeYHsaX BO3MOXKHOCTEN — capabilities;

— poneBoOe pasrpaHuvyeHne A0CTyna, npeycMaTpmBatolLlee akTUBALMIO MOJUTUK
6e30MacHOCTK, KOTOopble MnpeaHa3HayeHbl AnA ynpasaeHus oyHkumamm OC ABpopa
(n. 4.3.2).

MPUMEYAHUE. VYnpasneHne nonutMkamum 6e30MacHOCTM  AOCTYNHO TONbKO
aAMUHUCTPATOPY.

4.3.1. InckpeunoHHasa moae b YynpaBieHMa 40CTYNOM
4.3.1.1. Obuwaa nudopmauma

Mpu pasrpaHnyeHmMn poctyna K obbektam OC OC ABpopa peanmsyer
NNCKPELMOHHYIO MOAJeNb pasrpaHMyeHns paoctyna. [aHHasa modenb npeanonaraet
yrnpasfieHme A0CTyNnom CcyObeKTOB K 0ObeKTam Ha OCHOBE MaTpuLlbl AocTyna. Kaxkabii
06bekT OC (dainn, nanka) mMmeeT NpmBA3aHHOrO K Hemy cybbekTa (nonb3osatena OC),
Ha3blBAaeMOro Bnadenbuem. VimeHHO Bnageney (AMHBO agMMHUCTPATOP) yCTaHaBAMBAET
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nNpaBa A0CTyna K 06beKTy. [paBa AoCTyna onpeaensatoT Habop AENCTBMA, KOTOPble CYObeKT
MOET COBepLLUaTb C 0ObEKTOM.

NMPUMEYAHUE. TMoacuctema pasrpaHUyeHna A0CTyna [AencTBYyeT TOAbKO AAf
$anNoB 1 NanoK, XPaHALWMXCA Ha BHYTPEHHEM HaKoNUTeNe YCTPOMCTBA.

B OC npaBa A40CTyna pa3aendaAtoTca Ha:

— npaBa Biadenbla 06beKTa;

— npaBa rpynnbl, BAagetouen 0ObeKTOM;

— MpaBa 414 OCTaNbHbIX CYDBEKTOB.

Habop aencrsunit, NOTEHUMANbHO Pa3peLleHHbIX CYyObeKTy:

— YTeHue;

— 3aMuc;

— MCNO/IHEHME.

MpaBa BblpaxKaloTca AeBATUMOMTOBOM MNOCAEA0BATENbHOCTbIO, Pa3buToM Ha TpK
paBHble rpynnbl, onpeaenatowme npasa BaagenbLa, rpynmnbl M OCTasbHbIX COOTBETCTBEHHO.
Crapwnin 6ut onpeaenser HaAnMuyme npaBa YTEHWA, CPeaHW — 3anucu, MAaAWun —
ncnonHenus. K npumepy, npasa 740 — 111 100 000 6yayT 03Ha4aTb, YTO Y BAaJeNbla ecTb
NpaBa Ha YTEHME, 3aNnCb U UCNONHEHWE, Y TPYNNbl — TO/IbKO NpaBa Ha YTEHME, Y OCTa/IbHbIX
NpaBa OTCYTCTBYIOT.

NMPUMEYAHUE. YnpaBneHne maTpuuen A0CTyna OCYLLEeCTBAAETCA KOHCO/bHbIMM
KOMaHAaMU: chown, chgrp M chmod, A0CTYyNHbIMM Yepe3 MIT «Terminal».

KomaHapbl MO3BONAIOT BbIMONHATL CAeAytoline AeNCTBUA:

— chown MNO3BO/IAET U3IMEHUTb BAALENbLA ¢aﬁna (chown VMsA TIOJIb30BaTEN S
MMH_®aﬁﬂax

— chgrp NO3BONAET U3MEHUTL rpynny daina (chgrp mma rpynne muMa daiina);

— chmod N0O3BONSET M3MEHUTb NPaBa AOCTYNa K dany:

e chmod 642 1.txt -npasaHa damn 1.txt yctaHaBameBatoTca pasHbimm 110 100
010, T.e. y Bnagenbla nNpaBa Ha YTEHWE M 3aMUCb, Y FTPYNMbl HA YTEHME, Y BCEX OCTa/IbHbIX
TONbKO Ha 3anucChb;

e chmod u+x, g-w, o-r 1l.txt - B AaHHOM C/yyae Bnagenbly aobasnsaerca
NpPaBO Ha MCNOIHEHWE, Y TPYNMbl OTOMPAETCA NpPaBa 3aMmMcK, a Yy BCEX OCTa/IbHbIX OTOMpaeTcA
npaBo uyTeHuA. [na nonydeHne noapobHon wuHbopmaumm cneayetr obpaTuTbca K
CNPaBOYHbIM PYKOBOACTBAM MO NepeyYncieHHbIM KOMaHAaM.

MOANTUKY  AMCKPELMOHHOrO pasrpaHMyeHmMa npasB AOCTyna pPeEKOMeHAyeTcs
NPUMEHSATb NPKU HEODOXOAMMOCTH:

— pa3speLmnTb UK 3aNpeTUTb AOCTYN YY4EeTHOM 3anncm nonb3osatensa K 0bbekty ®C
(MM, dann MY, cnyxkba 1 1. 1.);

— OrpaHMuYUTL  ANA  KaKoro-nmbo  npouecca  BO3MOXHOCTM  BbIMOHATL
onpeaeneHHble AeNCTBUA.
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MPUMEYAHUE. HacTpoika NOAUTUKM OMCKPELMOHHOIO pasrpaHMYeHna npas
noctyna aencreyeT TobKo B PC EXT4, KoTopas ncnonbdyetca 8 OC ABpopa N0 YMOAYAHMUIO.
CTaHaapTHbIM Habop nNpaB B BMAe OMTOBOM Mackm noaaepxmeaetcs OC ABpopa Ans
cnyKebHbix OC: tmpfs, sysfs, procfs.

MpuHUMN paboTbl MOAUMTUKM AMCKPEUMOHHOrO pasrpaHMyeHnAa npas AoCTyna
npeacTaBneH Ha pucyHKe (PucyHok 135).

MoHuTop obpaleHni

Bce cMCTEeMHbIE BbI30Bbl MTPOXOAAT YEPE3 MOHUTOP 06paLLeHKUA
AN5 npoBepkl Ge3onacHoCTM

Odfl'l pouecc Nonb30BaTeNs

[lpocTpaHcTRO
no/fb3oBaTtena

MoHuTop oBpalleHKui

[NpocTpaHcTBO
agpa

Hopo OC

PucyHok 135

[lnckpelumoHHOe pasrpaHMyeHne Npas A0CTyna OCYLWECTBAAETCA KaxKablh pa3 npu
nonbiTKe obpauleHna cybbekTa K 0O0bekTy, npu 3TomM o0be CyWHOCTM CcoaepKaT
COOTBETCTBYHOWME aTPMOYTbl HE30MAaCHOCTKM, NPUHAANEKALLME ANCKPELMOHHOM MOAENN.
Anpo OC ABpopa npoBepseT YpOBEHb A0CTyNa, Da3npyOWMICA Ha AaHHbIX aTPUOYTOB C
OJZIHOM CTOPOHbI 1 NpaBKiIax pasrpaHundenma goctyna (MP/L) ¢ Apyro CTOPOHbI.

[lncKkpeumoHHoe pasrpaHuyeHme npas AOCTyna Mo3BOASET BAadesbly OObeKTa
onpeaenaTb, KTo 061a4aeT NOTHOMOYMAMM OCYLLECTBAATL AOCTYN K OOBEKTY.

CybbeKktamm B peanmsaumm OUCKPELMOHHOTO pasrpaHMyeHna npas  Ao0CTyna
BbICTynatoT 06bluHble npoueccbl OC ABpopa, KOTOpble MNpeacTaBaeHbl MPOrpammHOM
CTPYKTYpOW Afpa task struct.

Bce HUKEMMEHOBAHHbIE CYLLHOCTU, TaKMe Kak obbluHble dalnbl, dannsl MY
(Kak BNOYHbIE, TaK M CMMBO/bHbIE), NankK, Gainbl COKETOB (MNaMnoB) C TOYKN 3PEHUS
NMCKPELMOHHOro pasrpaHnyeHma npas goctyna Aagapa OC ABpopa ABAAOTCA 06beKkTamm
[0CTyNa, CheoBaTeIbHO, TaKXKe NonaaatoT nog AenCTBMe NONUTUK pasrpaHUYeHns.

ATpnbyTbl CyO6bEKTOB [0CTyna MCMNONAb3YIOTCA AN1A OCYLLeCTBAEHMA pelleHuM
NONINTUKN AMCKPELIMOHHOIO pasrpaHMyeHns nNpasB AOCTyNa. B KayecTBe AaHHbIX aTpnbyTOB
ana cybbekTos A0CTyNa (NpoLeccoB) 06A3aTeNbHO NPUMEHSAOTCA caeayrowme:

— 30 dEKTUBHbBIN MAEHTUPUKATOP (Yncno) Bnagensla npouecca (PID);
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— 30 dEKTMBHbIN MAEHTUPKMKATOP (Yncno) rpynnel npouecca (GID);

— MEeTKa BO3MOMKHOCTU UM BO3MOXKHOCTb (capability) cTaHgapTa POSIX.1e;

— UYNEHCTBO nNpouecca B AOMNOMAHUTENbHbIX (HEe OCHOBHbIX) rpynnax (npu
HEeobX0ANMMOCTH).

YKa3zaHHble aTpmbyTbl cybbeKTa A0CTyNa XPaHATCA B MPOrpamMMHON CTPYKTYpe Aapa
task structc ¥ OLEHMBAOTCA CUCTEMHbIMW BbI3OBaMMU.

ATpnbyTbl 06BEKTOB A0CTYyNa TaKKe MCNOb3YHOTCA ANA OCYLLECTBIEHMA pPeLleHN
NONTUKM AMCKPELMOHHOIO pa3rpaHmMyeHma nNpas A40CTyna. B kayecTBe AaHHbIX aTpnbyTOB
0bbeKTa AOCTyNa NPUMEHSATCA Caeayrolme:

— BNageney 06beKTa;

— BRagenew, rpynnbl 06bekTa;

— OuTbl NpaB AOCTYNa;

— [OMNONHUTENbHbIE aTPUOYTbl CMUCKOB KOHTPOASA A0CTyna B COOTBETCTBMM CO
ctaHaaptom POSIX.1e ACLs.

ATpnbyTbl 06bEKTOB A0OCTYMNa COXPaHATCA M yuYnTbiBatoTca aapom OC Aspopa, a
TaKXKe XpaHATCA B MHAEKCHbIX Aeckpuntopax @PC, pasmelleHHOM Ha AMCKOBOM
npocTtpaHcTee MY.

MpaBuia AUCKPELMOHHOIO pa3rpaHMYeHns Npas A0CTyna onpeaenatoT:

— KaKMM 0D6pa3oM KOHKPETHbIM npouecc (CyObeKT) MOXKEeT OCYLWECTBAATb MOMbITKY
no/sy4eHMsa [AocTyna K OObBbeKTy, OCHOBbIBAaACb Ha YKa3aHHbIX Bbllle aTpubyTax
6e30nacHoOCTU;

— KakMm 00pasom M Mpu KakMx ycnoBmax atpmbyTbl Be3onacHocTy cybbekTa U
0H6beKTa NPUHMMAOT HOBbIE 3HAYEHMA.

4.3.1.2. Obuiee onmcaHne NpuBMAErni

MpuBunerMa nporpammbl 0asvpyeTcs Ha Ccaeaylowmx 3HavyeHusx aTpubyTos
npouecca:

— aTpubyT apdpekTnsHoro UID (PID);

— aTpubyT apPeKkTUBHOM rpynnbl npouecca (GID);

— Habop (CnNMCOK) uYneHcTBa AOMNOAHUTENBHbLIX FPYNN npouecca (Npu Hanuuum),
KoTopble cybbeKT AocTyna (npouecc) MeeT B N1t060e BPEMA KNU3IHEHHOTO LMKAA.

Jllobon npouecc c  3GPEKTUBHbBIM  UAEHTUPUKATOPOM  HOMNb  CYMUTAETCH
NPUBUNETMPOBAHHbBIM M 00n134aeT  BO3MOMHOCTbIO  HE  MPUMEHATb  MOJAUTUKY
AMCKPEUMOHHOTo pasrpaHmnyeHna npas goctyna B OC Aspopa.

YyeTHaa 3anucb Cynepnonb3oBaTena accoummpoBaHa ¢ uaeHTudukatopom O.
OaHako TexHmyeckn aapo OC ABpopa onpeaenseT y4eTHble 3anucu nosib3oBaTenen no
YMCNOBLIM MAEHTUOMKATOPAM, C/Ne0BATE/IbHO, TEXHUYECKM BO3MOMKHO MMETb YYETHYHO
3anMcb MnoJsib3oBaTena ¢ maeHTMomMkatopom 0, obnagatollero MMeHem, OT/IMYHbIM OT
cynepnosib3oBaTens.
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Kpome Toro, agpo OC ABpopa MMeeT COOTBETCTBYHOLLMIM MEXaHM3M OLIEHKM MPas,
basupyrowmncs Ha TpeboBaHWAX OTKpbITOro craHaapta POSIX1.e ACL ana cnmckos
KOHTPONA [A0CTyNa W BO3MOMHOCTEM (capabilities), KOTOpbIM TaKke mMo3BonseTt
Npeoao/ieBaTb OrPaHNUYEHNA NOAUTUKU AMCKPELMOHHOMO Pas3rpaHMYeHnsa npas A0CTyna
ansa cybbekta c aTpmbytom adpPpeKkTnBHOro naeHTndmratopa O.

[MoCKONbKY ANA BbINOAHEHWA NPOBEPKM MNPaB AOCTyna NPOLEcChl pa3aenatoT Ha ABe
KaTeropmn: npusunernposBaHHblie (ID adpdexkTnBHOro nonbloBaTena paseH 0, Kak vy
cynepnosib3oBaTena) u HenpusmunernpoBaHHble (1D addeKTMBHOro NoNb30BaTENA HE PABEH
0), 4NA NPUBUNETMPOBAHHbIX MPOLLECCOB BbIMOJIHAKOTCA HE BCE MPOBEPKM MNPaB B A4pe, a AN1A
HEeNPMBUAETMPOBAHHbIX MPOLLECCOB  BbIMOJHAETCA MNO/HAA MNPOBEPKAa Ha OCHOBe
BO3MOXHOCTeM npouecca (obbivHO apdpexkTnsHoro UID, addektmsHoro GID m cnmcka
NONONHUTENbHbIX Tpynn).

B Aape OCABpopa BCe nNpuMBMUAEIMK, CBA3AHHbIE C CyNepno/sb30BaTeNeM,
pasaeneHbl Ha HECKO/IbKO 4acTei, Ha3blBaeMblX BO3MOXHOCTAMWU (capabilities),
KOTOPble MOYHO pa3peLlaTb 1 3anpellaTb HE3aBMCMMO APYT OT ApYyra. BO3MOXKHOCTH TaKKe
ABNAOTCA aTPMOYTOM HUTMW.

Hanpumep, ecam Kako-nmbo npouecc nbiTaeTca co3aaTb cneumansHblin dann MY,
MCNONb3YA AR 3TOr0 CUCTEMHbIM Bbl30B mknod (), A4p0 OC ABpopa NOMMMO MPOBEPKM
NNCKPELMOHHBIX NMPaB BbIMOMHAET Ceaytolime A0NONHUTENbHbIE MPOBEPKMN:

— PABHO /1M HY/O 3HaYeHMe 3dPEeKTUBHOIO MAeHTUGMKATOpa nNpoLecca (cybbeKTa
nocTyna);

— pa3peleHo /M npoueccy co34aBaTb CheuuanbHble ¢alabl C MOMOLLbIO
COBepLUEHMA COOTBETCTBYHOLLETO CUCTEMHOIO BbI30OBA.

OC ABpopa obecneymBaeT AnA NOAUTUKU AMNCKPELMOHHOIO pasrpaHMYeHnsa npas
A0CTyNna NPUMEHEHMe CaeayroLUmMX CBOMCTB:

— NPUHYAUTENbHAA peann3aums noaydeHma cybbektamum (npoueccamm) goctyna K
00beKTaM TONIbKO B PpamKax NoAHOMOYMI, onpeaenaembix MNP/,

— Ha/inyme cnocobHOCTU onpeaenaTb (Ha3zHayYaTb) NOAUTMKY A0CTYyNa TONbKO ANA
CyOBEKTOB, MMEIOLLMX Ha 3TO NpPaBa, KaK onpeaeneHo NoANTUKON MONHOMOUYUI ANA HUX;

— OTCcyTCTBME NODObIX OrpaHMyeHnn ana cybvekTta, umetowero naeHtTudmnkatop O.

ATpnbyTbl  AMCKPELMOHHOro  pasrpaHMyeHMa npaB A0CTyna CBA3bIBAOTCA
HenocpeACTBEHHO C 0O bEKTOM A0CTYNa B MOMEHT €ro co3aaHua. [lencrame aTnx atpnodyTos
pacnpocTpaHAeTcA Ha OO6bEeKT A0 ero YHUUTOXEeHMA NMbOo A0 Tex Nop, NOKa aTpmbyTbl He
6yayT M3IMEHEHbI.

ATpnbYTbl CYLLECTBYIOT W AENCTBYIOT Ans Nboro Tuna obbeKTa, XpaHATcA B
MeTaAaHHbIX GalnNoB MU peann3oBaHbl B BUAE CAeAYHOLLMX CYLLHOCTEMN:

— OuTbl pa3pelweHnit (baszosble aTpPUOYThLI);

— cnnckn koHTpona goctyna (ACL v paclinmpeHHble aTpubyThl);

— BO3MOYHOCTU (capabilities).
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CybbeKT, MAeHTUPUKATOP KOTOPOro coBnadaeT C MAEHTUPUKATOPOM BAaaeNblia
00BbEKTA, MOXKET M3MEHATb aTpMbyTbl 0ObEKTA, BKIOYana 6a30Bble U paclIMpPEHHbIe BUTBI
npa. (3a UCcKAtoYeHneM cnyyaes, Koraa PC HaxoANTCA B PEXMME KTONbKO ANA YTEHUAR).

NMPUMEYAHUA:

v BO3MOMHOCTb M3MEHATb BNadenbla obbekTa  AOCTynHa  TO/bKO
Cynepno/sib30BaTento;

v BO3MOXHOCTb M3MeHATb rpynny 06bekTa A40CTynHa TONbKO A4 BAadenbla 1 ans
No/Nb30BaTeNA C MAEHTUOUKATOPOM HOMb (Cynepnosib3oBaTeNb).

B cnyyae HeobxoaAMMOCTM NPUCBOUTL (M3MEHUTL) HOBbIN MAEHTUPUKATOP TPYMMbI
Ansa obbekTa, OH A0/MKEH COBMNAAaTb C TEKYLIMM 3HAYEHMEM OCHOBHOW rpynnbl cybbekTa
AN ABNATLCA 3HAYEHUEM TPYNMbl, Y1EHOM KOTOPOMN ABNAETCA CYyDBHEKT.

Cynepnonb3oBaTe/ib YNOAHOMOYEH oOnpeaenaTb Abyto rpynny Ana obbekTa,
M3IMEeHATb BAagenbla W nobble OUTbI MpaB, BKAYAA paclIMpeHHble aTpubyTbl K
BO3MOXHOCTMW.

CTaHaapTHbIM Habop npaB A0CTyna peasin3oBaH B BMAe OMTOBOM MACKW Mpas,
Ha/araembIxX Ha Kaxkaplh MAeHTUOUUMPOBAHHbIN 0O6beKT. [JaHHbIN CTaHAAPTU3MPOBAHHbIM
NOAX0A4 WM CTAaHAAPTHbIM MexaHu3Mm, peannsyembin OC ABpopa, onpeaeneHbl B TEKYLLEN
cneunduraumm UNIX.03.

NPUMEYAHUE. NHamBMAayanbHble BUTbI NPaB MCNOAb3YHOTCA A1A YKa3aHMA NpaBa Ha
yTeHme (r uam 4YeTbipe), 3anucb (W WUAW ABa) WMAM BbINOAHEHME (X uanM oauH). OHU
onpeaenatnTcA OTAENbHO ANA BAadenbUa 06beKTa, rpynnbl, K KOTOPOM MPUHAANEKNUT
0ODBEKT, 1 BCEX OCTA/bHbIX, T.e. CyDbeKToB, MAEHTUOMKATOPbI KOTOPbIX HE COBMAAAtOT HM C
NAEHTMOUKATOPOM BNAAENbLA, HN C TEKYLLMM NAEHTMOUKATOPOM rpynmnbl 0ObEKTA.

4.3.1.3. MO ¢ NoBbIWEHHbIM YPOBHEM MPUBUAETUIA

Mporpammbl, GYHKUMOHUPYHOLLME B CUCTEME W MCMNO/b3YIOLWIME MOBbILEHHbIN
YpOBEHb NPUBUAETMIA, MOTYT BbITb pPa3aeneHbl Ha caeayrowme TUnbl:

— MPOrpamMmmbl  WAWM  CUCTEMHbIE  CAYXKObl,  3anylleHHble  CUCTEMHbIM
MHULIMANN3ATOPOM MM AAPOM. Hanpumep, NporpaMmsbl systemd MAKU crond,;

— MNPOrpamMmbl, 3anyLLeHHble OT MMEHW CYynepnoab30BaTeNA C LeAblo BbINMOAHEHWS
OYHKUMMA  aAMUHUCTPUPOBAHMA WMAM 0BCAy»KMBaHMA. Hanpumep, 3anyck MNporpammbl
iptables A14 ynpasaeHua M3;

— NPOrpamMmbl,  MMELNe  YCTAaHOBNEHHbIM  3QPEKTUBHbLIM  OUT  CMEHbI
naeHTUPUKaTopa (setuid), ecnm OGUT yKasbiBaeT HA MPUHAANENKHOCTb MOAL30BATENIO C
naeHTndmnKaTopom O.

BHUMAHMUE:

v CneposatenbHo, Bce MO, KoTopoe pabotaeT B cucteme, TpebyeT Hannyus
MNOBbILIEHHbIX MPUBUAETUA WU  COAEPXKUT WAN PeanmsyeT Te WAM UHble QYHKLMM
6€30MacHOCTN, MOXHO OTHECTU K GPYHKLMOHAIbHbIM BO3MOXHOCTAM He3sonacHocTn (PBEO)
nmbo NMPBO OC Aspopa;
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v OctansHoe MO, paboTatollee B CUCTEME C MOBbILLEHHBIMMU NPUBUAETUAMU MO0
6e3 HaM4Ma TaKOBbIX, MPX 3TOM HE peanusyrollee HUKaKUX GyHKUMIM 6e30macHoCTH,
asnaetca He ®BO nan NOBO, a HenpusuaernposaHHbim 0.

B KoppeKkTHO obcayxumBaemon cucteme nwboe HenpusunernposaHHoe [10
HaxoauTca noa aencrenem 60 OC ABpopa M HE MMeeT BO3MOXKHOCTM BbIMTM M3-NOA ero
nencrema. MNpu aTom NpeanonaraeTca, 4To Ntoboe HenpusmunernposaHHoe MO He aBaseTcA
[0BEPEHHbIM.

MpusunernposaHHoe [10, KoTopoe He coaepuT PBO (Hanpumep, BHeLIHMWE
MOZYNN YPOBHA AApa, peanusyloline onpeaeneHHble GyHKUMKU, K NPUMepPY NOAAEPKKY
cneumanm3mpoBaHHoOro obopyaoBaHKA), [AO0/KHO OblTb HAAEXHO W30/1MPOBAHO OT
Mcnonb3oBaHMa ¢ nomoubto PbO OC ABpopa ANA NpeaoTBpalleHMa AO0CTyna K Hemy B
0bxoa Tpebyembix MOSHOMOYNIA.

4.3.1.4. CTaHOapTHble OUTbI NpaB AOCTyNa

B OC ABpopa peanmsoBaHbl Tpu Habopa no Tpu OuTa, KOTOpble onpeaenatoT
NONINMTUKY JOCTYNa K 0OBEKTY A8 TPEeX KaTeropuii nosibsosaTesiel (cyobeKkTos):

— nonb3oBaTeNb-BNagenel, oobekTa;

— MNOoAb30BaTeNM, BXOAALLME B FPYNMyY, K KOTOPON NPUHAANEKUT OO bEKT;

— BCE OCTas/IbHble NOAb30BaTeNM (He BXOoAALWME B YKa3aHHOE MHOXECTBO).

Tpu 6uTa B Kaaom Habope onpeaensloT npaBa A0CTyna ANA  Kaxkaoro
N0/Ib30BaTeNA, COCTOALWENO B OAHOM M3 yKa3aHHbIX Bbllle KaTeropuii, Npu sTom:

— OAMH BUT OTBOAMTCA ANS YTEHMA (r UM YETbIPE), KOTOPOE PacCMaTPUBAETCA KakK
MOTOK AaHHbIX OT 06beKTa (baina, nankm) K cydbbekTy (npoLecc, Noab30BaTe b);

— OAMH OWT oTBOAMTCA ANA 3anNUCKM WMAM yaaneHusa (w WMAM [Ba), KOTopoe
paccCMaTpMBAETCA KaK MOTOK AaHHbIX OT cybbekTa (nNpouecc, nonb3oBaTesb) K 06beKTy
(bann, nanka);

— OAMH BUT OTBOAMUTCA AN UCNONHEHUA (x UM OAMH), KOTOPOE pPaccMaTpMBaeTCa
KaK MpOLLeCcC 3arpyskm B OMEpaTMBHYKD NamATb TeKCTa MNpPorpammbl M CaeaoBaHMe
MHCTPYKUMAM  GYHKLUMIA NPOrpamMmbl, MOSTOMY KaKAblh CyObEKT noaydaeT AoCTyn K
Kaxaomy 0b6bekTy, 6a3npyacb Ha KOMBUHaUMM STUX BUTOB.

Hanpumep:

— rwx — ONpeaenseT NpaBa Ha COBepLIEHWEe BCeX onepaumin (4TeHue, 3anmchb M
BbINO/IHEHME);

— r-x —OnpeaensaeT NpaBa TONbKO Ha YTEHME N BbINOJHEHHUE;

— r—onpeaenseT NPaBo TO/IbKO Ha YTEHWUE;

— ---—onpeaenaeT oTCyTCTBME NM0ObLIX NPaB A0CTyNa.

Mpn nonbiTKe AocTyna cybbekTa K 0O6beKTy pelleHmne 0 NpeaocTaBAeHMM A0CTyna
MNK OTKa3e B A0CTyne 6a3npyeTca Ha CaeayroLlem aifopUTMe:

— ABAAETCA N naeHTMPUKATOp nosb3oBaTens (cybbekta) paBHbIM Hyato. Ecam
ABNAETCA, NPUHMMAETCS PeLleHne O rapaHTMPOBaHMM Nt0OOro A0CTyNa Ha YTeHue/3anucs,
UrHopupya OuTbl nNpaB. [OCTyn Ha BbINOAHEHME TaKKe rapaHTUpyeTca Aaa 3Toro
naeHTndmKaTopa cybveKkta, ecam OUT MUCNONHEHMA CTOUT XOTA Obl ANA Kakoro-Hmbyab
cybbekTa. JanbHenlwe NpoBepPKM NPOM3BOAMTLCA He By ayT;
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— ecnn  uaeHTUOUKATOp  cybbeKkTa  A0CTyna  COBMaJaeT C  YKa3aHHbIM
MOeHTUPUKATOPOM BAadenbla 0bbekTa, a OuTbl paspeweHnin ycTaHOBAEHbl B
onpeaeneHHble 3HAaYeHWA, pelleHne o A0CTyne MaM OTKase B A0CTyne byaeT NpUHATO B
COOTBETCTBMMU CO 3HAYEHUAMM BUTOB. JanbHenllme NPOBEPKM NPOM3BOANTLCA He By ayT;

— ecau naeHTMOUKaTop OA4HOM 13 rpynn cybbekTa AocTyna (NepsryHOMn nam ntoboin
Apyron) coBnagaeT Cc MAEHTMOUKATOPOM rpynnbl obbeKkTa AocTyna, a buTbl npas
(paspelweHnin) AnA rpynnbl YCTaHOBAEHbI B Kakoe-1Mbo 3HaveHWe, pelleHne o A0CTyne Uan
OTKasze B A0CTyne OyaeT NPUHATO B COOTBETCTBMM CO 3HayeHMAMM BuToB. [anbHenwme
NPOBEPKM NPOM3BOANTLCA He DyayT,;

— ecnn naeHTndurKaTop cybbekTa AocTyna Anbo naeHtTudmUKkaTop Ntobdo 13 rpynn,
B KOTOPOW COCTOUT CyOBEKT AOCTyNa, He COBMAZaeT CO 3HA4YeHUAMM aTpnbyTOB BaAe/bla
M rpynnbl ANs 0ObeKTa A4OCTYNa, OLEHNBAOTCA 3Ha4YeHNA BMTOB NpaB A1a 0O6beKTa COrnacHo
KaTeropmm WHbIX MNoNb3oBaTenel. Ecnm OMTOBAA Macka npaB [A1a KaTeropmm MHbIX
no/sib3oBaTesnie YCTaHOB/EHA B Kakoe-n1Mbo 3HaYeHune, pelleHne o0 A0CTyne NPpMHUMAETCS
COrNaCHO YCTAaHOBNEHHbIM B HEM 3Ha4YeHMAM UM CcyDObeKkTy npeaocTaBaseTcA AOCTyn K
0ODBEKTY.

NMPUMEYAHUE. Ecnm HUMKakoe M3 OMUCAHHbIX YCAOBUM HE BbINOJHEHO U
naeHTndmKaTop cybbekTa AocTyna He paseH 0, MonbITKa A0CTyna 6BA0KMpyeTca.

4.3.1.5. PacwmpeHHble aTpubyTbl M CANCKM KOHTPOAA A0CTYNa

OC ABpopa noaaepKMBaeT pPaclIMPEHHbIN MexaHu3m (aTpubyTbl) 06bEKTOB, a
TaK¥Ke CMUCKN KOHTPOAS AOCTyNa B COOTBETCTBMM C TpeboBaHuamM cTaHaapTa POSIX ans ©C
EXT4. [aHHbIA MexaHW3M MNO3BONAET CUCTEME NpPeaocTaBaATb Hanbonee TOHKO
CTPYKTYPUPYEMBIN AOCTYN CYDBHEKTOB K OOBEKTAM.

K nepeyHto paclimpeHHbIx aTpmbyToB OTHOCATCA Caeayrowme:

— A - (no atime updates) Bpemsa NoAy4YeHWs A0CTyna K ¢anny He byaet
0OHOBNATLCA, YTO 61ArONPUATHO NOBANAET Ha NPOM3BOANTENBbHOCTL PC B C/TyYae CANLLIKOM
4acTbIX 0bpaleHnn K panny;

—a - (append only) B ¢ala MOXHO TONbKO [AOMNWCbIBATb, HO HENb3A
yAanatb/nepeMmeHoBbiBath (yA0bHO Ans coobuweHuit o cobbitmax). Ecam  atpubyt
YCTQHOB/IEH Ha ManKe, TO HaxoAdAwMmecAa B HeM dai/bl HENb3A YAANATb, MOXHO TO/bKO
C03/4aBaTb HOBblE M MOANDULIMPOBATL CYLLECTBYHOLLME;

— ¢ - (compressed) AP0 NPOM3BOAMT NPO3PaAYHOE CKaTne MHbopmaummn daina
Ha AMCKe, a NpY A0CTyne BO3BPALLAOTCA HECKATble AaHHbIE;

— D - (synchronous directory wupdates) npu MOANUDUKALML MAMKK
M3MEHEHMNA CUHXPOHHO 3aMMCbIBAOTCA Ha AMUCK;

— d - (no dump) MFHOPMPOBATb NPWM CO3AaHUM PE3EPBHON KONMM NPOrPaMMON
dump;

— i - (immutable) 6WT, 3anpewatowmnin nodblie nameHeHuna danna (yaanatb,

nepeMmeHoBbIBaTb M mMoaMduUMpoBaTh). Ecnm atpubyT ycTaHOBAEH Ha nanky, TO
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HaxoZAaumeca B Hel Gpaabl MOXKHO MOANPULUMPOBATDL, MPU 3TOM YAANATb UM CO34aBaTb
HOBble PaliNibl HEBO3MOXKHO;

-3 - (data journalling) ecam PC CMOHTMpPOBaAHA C NapamMeTpamm
data=ordered WAM data=writeback, AaHHble parna c 3TUM aTPMOYTOM COXPaHAIOTCS
CHa4vana B KypHan ®C, n nnwb 3atem B Ppann. ATpnbyT yCTaHAaBAMBAETCA M CHMMAETCA
TONbKO CyMepnonb3oBaTeleEM M He AeNCTBYeT NpW MOHTMPOBAHMW C MNAapPaMeTpPoM
data=journal (T.K. B 3TOM C/y4ae AaHHble TaKKe COXPaAHAKOTCA CHa4vana B XKYpHan u
aTpMbyT He MMeeT CMbICNa);

— s - (secure deletion) NOAHOE yaaneHue danna (MecTo Ha AUCKe, rae oH
HaxXo4AWnnNCA, 3afoJIHAETCA Hy}'IFlMl/I),'
— S - (synchronous updates) NPAMas 3anNncb Ha AWCK DE3 K3LWMPOBaHMA

(obHOBNEHME B daline NPoncXxoauT Ha AMCKE CUHXPOHHO ¢ MI1, M3MeHAWMM AaHHbIN
dann);

— u - (undeletable) NpuyaaneHnn daina c TaKMM aTpnbYTOM ero coaepHmmoe
COXPaHAETCA, YTO NO3BONAET YCMNELWHO NUCMNONb30BaTb MHCTPYMEHTbLI A5 BOCCTaHOBAEHMUA
yaaneHHblx Gannos;

— T —nanka c TakKUM aTpMBYTOM CHUTAETCA PACNONOKEHHbBIM Ha BEPLUMHE MEPAPXNN
Nanku C Lesibio MCNOoJIb30BaHMA MeToAa pacnpeaeneHma 6aokos OpnoBsa;

— t — B KoHeL daina c TakKum aTpmbyToOM HEBO3MOXKHO NPUCOEANHUTL APYron Gamn
(tail-merging). Ha MOMEHT HanucaHus ext2 n ext3 He NoadepPXKMBaan tail-merging
(He cynTas aKcNepUMeHTa IbHbIX NaTyen);

— E — VYKa3blBaeT Ha HaauMyme OWwnboK npu cKatum danna. HeBO3IMOMKHO
YCTAaHOBUTb/CHATb C MOMOLLIO chattr, MOXHO LWL NPOCMOTPETb KOMAHAOM 1sattr;

— e — YKa3bIBaeT, YTo Gann McnonblyeT AONONAHEHMA ANA pa3MelleHmna 610KOB Ha
[UCKe. HeBO3MOXKHO YCTaHOBUTL/CHATL C MOMOLLBIO chattr, MOXHO /Mb NPOCMOTPETb
KOMaHAoM lsattr;

— I — YKa3blBaET, YTO Nanka bblaa NPONHAEKCMPOBAHa NPWN NCMNONb30BAHMN htree.
HeBO3MOMHO YCTAHOBUTL/CHATb C MOMOLIBIO chattr, MOMKHO /iMWb MPOCMOTPETb
KOMaHAOM lsattr;

— H — yKa3blBaeT, YTo dain xpaHUT cBon 610KkM B eamHunuax ®C, a He B eAMHMLAX
CEKTOPOB, 3TO O3HayaeT, 4YTo dain nmeeT pasmep bonee 2TB (MAM Koraa-To 3aHWMan).
HeBO3MOMKHO YCTAHOBUTb/CHATb C MOMOLIBI chattr, MOXKHO /MWb MNPOCMOTPETb
KOMaHAOWM lsattr;

— X — yKa3bIBaeT Ha Ha/In4Me BO3MOXKHOCTM NOAYYNTb NPAMOMN HENOCPEACTBEHHbIN
[OCTyN K cxKaTtomy dainy. HeBO3MOXKHO YCTaHOBUTL/CHATb C MOMOLBIO chattr, MOXHO
LW NPOCMOTPETb KOMAHAOM 1sattr;

— Z — YKasblBaeT, YTo CXKaTblh ¢ann is dirty. Henb3s ycTaHOBUTL/CHATL C
MOMOLLbIO chattr, MOXHO NMLb NPOCMOTPETb KOMAHAOM 1lsattr.

MpocmoTp aTpmnbyToB ocyllecTsaseTca ¢ nomouwbto NPBO 1saatr, a yCTaHOBKA UK
MoanduKauma ocywecTsasetcs ¢ nomoulbto MPBO chattr. Mpu aTom aTpubyTbl ANS
0OBbEeKTa COXPaHATCA B MeTaZlaHHbIX 06bekTa (i-node) PC EXT4.
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PacwupeHHble aTpmnbyTbl ACL coaep:aT creaytollyto MHGopMaumio:

— MNpU3HaK (MeTKa) TMna 3Ha4YeHnA CNUCKa KOHTPOAA A0CTYNa;

— yTOYHALLee 3HavyeHWe (YyToYHAEeT NpeablayLumii Npmu3HaK);

— Habop npaB, KOTOPbIM onpeaenAaeT AOMCKPEUMOHHble MpaBa Aaa cybbekTa,
MCMOb3ysA CHa4yaNa NPM3HaK TMMa, a 3aTEM ero yTo4YHAoLLEee 3Ha4YeHMe.

CyLLeCTBYIOT CeytoLLmMe NPU3HaKMK:

— ACL_GROUP — onpefenaeT BO3MOMXHOCTb A0CTyna Ana cybbekTa, y KOTOpOro
MOEHTUPUKATOP TPYNMbl COBMaAaeT CO 3HAYEHMEM, YKa3aHHbIM AAA TPYMNMbl B CNMUCKe
KOHTPONA A0CTyNa 06beKTa B Ka4eCTBE YTOYHAIOLLErO 3HAYEeHMSA,

— ACL_GROUP_OBJ— onpefenaeT BO3MOXKHOCTb A0CTyNa A1 cybbekTa, y KOTOpOoro
naeHTMOUKaTop rpynnbl (Man NtoboM N3 MAEHTUPUKATOPOB rPynnbl CybbeKTa) coBnaaaeT co
3HaYeHMeM naeHTUPUKaTopa rpynnbl 0O BHEKTA;

— ACL_MASK — onpefenfseT MakCMMasbHO BO3MOXHOe 3HavyeHne BUToB nNpas AnA
rpynnbl Uan rpynn;

— ACL OTHER-—oOMpeaenseT npasa fOCTyna Ana CybbeKToB, KOTOpble He MOTyT BbITb
COOTHEeCeHbl C NtobbIM 3HaAYeHMEeM WAEHTUPUKATOPOB, YKa3aHHbIX B CMUCKE KOHTPOAA
AocTyna;

— ACL_USER-— onpegenseT npasa Ana cybbekTa, naeHTMOUKaTop KOTOPOro yKasaH
KaK yTouHAoLLee 3HaYyeHme Bnaaenbla 0ObeKTa;

— ACL_USER OBJ — onpefenseT npaBa [oCTyna Ana 0bbekTa, naeHTUdMKaTop
KOTOPOro CoBMNaZlaeT Co 3Ha4YeHMEM BAaAebLa 0OBbEKTA.

YToyHAoWee 3HayeHMe — 3TO 3HayeHuWe, Tpebyemoe Npu3HAKOM ACL GROUP U
ACL USER. OHO MOXeT coZepKaTb WMAeHTMOMKATOp MOo/ab30BaTena Wau rpynnbl, 414
KOTOpbIX OyAeT NpUHMMATbCA pelleHne O NpeaoCTaBAeHUM A0CTyna B COOTBETCTBUMU C
H6uTammn nNpas.

MpaBa AOCTyna AAA CMMCKOB KOHTPOAA A0CTyNa ACL — CYLLECTBYKOT Kak OWUTbI
3HaYeHM NpaB, 03HAYaLWMX YTeHWe (r), 3anuce/yaaneHme (w) UAK BbINOAHEHME/MOUCK
(x).

OTHOLIEeHMA, BO3HMUKAtOLLME NPU NPUHATUM PELIEHNI B MOMEHT CpaBHeHMA Ba30BbIX
npaB (BMTOBOM MaCKM) M pPaCLIMPEHHbIX MpPaB (CMUCKOB KOHTPOJA A0CTYyNa), COCTOAT B
cneanytoLLeM:

— CMWCOK KOHTPOSA A0CTyna ACL cyumTaeTca 06a3aTeslbHbIM UAU MWHUMAIbHO
HeobxoaMMbIM ANA TMNOB ACL USER OBJ, ACL GROUP OBJ M ACL OTHER;

— TUNbI ACL_GROUP MAM ACL_USER CYMTAIOTCA PACLUMPEHHbBIMM M OLLEHMBAIOTCA MpU
CENZCIZIZH

— MO YMOMYaHMIO (€CIM He yKa3aHO MHOe) TN ACL USER OBJ, ACL GROUP_OBJ U
ACL OTHER NPUHWMMAIOT 3HaYeHma, coBnagatolime ¢ 6a3oBbiM 3HaYeHnem BUTOBOM MacKu
BNaeNbLa 1 rpynnbl 00BbEKTa;

— €C/IM YKa3aHbl YTOYHAOLLME 3HAYEeHUA 414 TUNOB ACL GROUP W ACL_USER, KaK
MUHUMYM OAHO 3HayeHue Tuna ACL MASK AO/MKHO ObITb yKa3aHo. MHave TMn ACL MASK
TaK)Ke cymTaeTca HeobaA3aTeNbHbIM, 1 €ro 3HaYeHNEe MOXKET ObiTb HE YKa3aHo.
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[MpoBepKa paclMpPEeHHbIX NpaB NpuW onpeaeneHMn NOnbITKM A0CTyna cybbekTa K
0ODBEKTY, Ha KOTOPOM YCTAHOB/IEHbl pacliMpeHHble aTpmbyTbl ACL, npoucxoamT no
cAefytoLLeMY aNrTOpPUTMY:

1) EC/IN: naeHTndumKaTop cybbekTa AocTyna coBnagaeT € MAEHTUOUKATOPOM
BNagenblia 0bbeKTa A0CTYNa;

TOlrdA: oueHMBaOTCA 3HAYEHMA 3aNPOLLEHHbIX MPaB, yCTAaHOBNEHHbIX B 06beme A4
TMNa ACL_USER OBJ, 1 CyDbeKT NoayvaeT AOCTyN K 06bekTy B 06beMe yKa3aHHbIX Npas.;

NHAYE: noctyn 610KMpyeTcs;

2) EC/IX: mnpeHTMdmKaTop cybbekTa A0CTyna coBMaZaeT C JoObiM yKa3aHHbIM
naeHTMdMKaTopom BnaaenbLa obbeKTa 4OCTyNa, YNOMAHYTbIM 1A TUNa ACL USER;

TOTdA: oueHMBAOTCA 3HAYeHMA 3aNPOLLEeHHbIX NpaB, YCTaHOB/AEHHble B 06beme
CHayana A4na TMna ACL USER, a 3aTem ANA TMNa ACL MASK, 1 cybbeKT noayyaeT AOCTyn K
00BbeKTY B 06bemMe yKa3aHHbIX Npas;

UHAYE: noctyn 6n10KnpyeTcs;

3) EC/IX: ocHOBHOMN MAM A06aBOYHbLIN MAEHTUDMKATOP rpynnbl cybbekTa A0CTyna
coBMaZaeTr C /obbIM  yKaszaHHbIM  MAEHTMOUKATOPOM rpynnbl  0OBbEKTa A0CTyna,
YyNOMAHYTbIM 418 TUNa CHa4Yana ACL GROUP OBJ, a 3aTeM ACL_GROUP;

TOlOA: oueHuBatoTCcA Npasa 4aa npu3Haka Tmna ACL_MASK,

N ECJIU: npaBa A0CTyNa CoAep KaT 3anpoLleHHble 3HavyeHuns ana ntoboro 13 TMnos
ACL_GROUP_OBJ, ACL GROUP, ACL MASK;

TOlrJA: pocTtyn npeaocTaBaseTca;

MHAYE: noctyn 6aokunpyeTcs.

4.3.1.6. MexaHun3m pa3pelieHnin HabopoB BO3MOXKHOCTEN

ONMMUCAHWE: pns BbINOAHEHMA MNPOBEPKM MNpaB A0CTyna cybbekTbl A0CTyna
Pa3aensloT Ha [ABe KaTeropuu: npusuaermpoBaHHblie (ID apdeKTMBHOro nonb3oBaTens
PaBeH HY/O, KaKk y cynepnonb3oBaTend), n HenpusmaermposaHHble (ID adpdeKkTnBHOro
NO/NIb30BaTENA HE PAaBEH HY/HO).

CMUCOK PA3PELUEHWMW: BO3MOMKHOCTM, peannsosaHHble B coctase OC ABpopa, a
TaKXKe onepauyun nam nosegeHue, paspellaemsle 4aHHbIMU BO3MOXKHOCTAMM:

— CAP AUDIT CONTROL — MO3BOAAET BK/IOYATb WM BbIKAOYATb ayauT AApa,
M3MeHATb GUAbTPYLOWME NpaBKaa ayamTa, NoAydYaTb COCTOAHME ayaMTa U UAbTPYyoLLME
npaBuia;

— CAP AUDIT WRITE — NO3BOJIAET 3aMM1CbIBATb AAHHbIE B XKYPHa/I ayAnuTa A4Pa;

— CAP BLOCK SUSPEND — MO3BOJIA€T MCMNO/b30BaTb BO3MOMHOCTM, CNOCOOHbIE
npuBOANTL K O/IOKMPOBAHMIO MPMOCTAHOBKM CUCTEMbI  (epoll (7) EPOLLWAKEUP,
/proc/sys/wake lock);

— CAP_CHOWN — NO3BO/IAET BbIMONHATb NPOM3BO/IbHbIE M3MEHEHWA GaiNoBbIX UID U
GID;

— CAP_DAC OVERRIDE — MO3BO/IA€T MPOMyCKaTb NPOBEPKM AOCTyna K danny Ha
YTeHMe, 3aNnCb M BbINOJIHEHWE;
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— CAP_DAC READ SEARCH — NO3BO/AET NPOMYCKaTb NPOBEPKM A0CTyNa K Gany Ha
yTeHMe W [A0CTyna K MNanke Ha YTEHMEe WU BbINOJHEHME, BbI3bIBATb  QYHKLMIO
open by handle at();

— CAP FOWNER — NO3BO/IAET BbINONHATb CeAytolme AeUCTBUA:

® MponyckaTb NMPOBEPKWU AO0CTyna ANa onepaumit, Kotopble 0bblMHO TpebytoT
cosnageHua UID ®C npouecca n UID danna (Hanpumep, chmod, utime), MCKAOYASA
onepawmn, oxBaTblBaemble CAP_ DAC OVERRIDE M CAP DAC READ SEARCH;

® YCTaHaB/AMBATb PaCLUMPEHHbIe aTPUDYTbl NPON3BObHbLIX GainNoB;

® \yCTaHaBAMBATb CMUCKM KOHTPoAA aocTyna (ACL) npon3BonbHbIX Gpainos;

® VIrHOPMPOBATb 3aKpenaaArWmMn BUT Npn yaaneHun danna;

e 33naBatb O_NOATIME ana npon3BonbHbIX $anaos B open U fcntl;

— CAP_FSETID — MO3BO/JAET HE O4YMLaTb OUTbl pexmnma set-user-ID U set-
group-1ID NpN M3meHeHnn daiina, a TakKe yCTaHaBAMBaTb OUT set-group-ID Ha dann, y
KoToporo GID He coBnagaetr ¢ 6utom OC wmam nobbiMKM  gononHUTeNbHbIMKM  GID
BbI3bIBAOLLErO NPOLLECCa;

— CAP IPC LOCK — MO3BO/IAET 6ﬂOHMpOBaTb NaMATb (mlock (2), mlockall(2),
mmap (2) , shmctl (2) ),‘

— CAP IPC OWNER — NO3BOJIAET He BbINOJHATb NPOBEPKM AOCTYNa A4 OnepaLmii C
obbekTamun System V IPC;

— CAP KILL — MO3BONAET HE BbINOJHATL MPOBEPKWU MPU OTMNPaBKe CUIHANOB.
K AaHHOM BO3MOXHOCTM OTHOCUTCA MCNONb30BaHMeE ioctl (2) C onepaumen KDSIGACCEPT;

— CAP_LEASE — N0O3BO/IAET YCTaHaBANBATL apeH/y Ha NMPOn3BO/bHble dalbl;

— CAP LINUX IMMUTABLE - nossondet YCTaHaBAMBATb inode-dnaru
FS APPEND FLWFS IMMUTABLE FL;

— CAP_MKNOD — NO3BO/AET CO343aBaTb CrieumanbHble Gaibl C NOMOLLbIO mknod (2) ;

— CAP NET ADMIN — M0O3BOJIAET BbIMNO/HATL C/lefyloLne ceTeBble onepaunmn:

® HacTpoWKa nHTepdeinca;

e ynpasneHune IP M3, TpaHchauMen aapecoB M BeAEHNEM YYETa;

® M3MeHeHMe TabanLbl MapLLpyTM3aLmu;

e MpMBA3Ka K Nt0BOMY aZpecy 414 NPO3PaYHOro NPOKCUPOBAHMS;

® Ha3HayeHMe TMMNa CepBuCa;

® O4YMCTKa CTAaTUCTUKM OpanBepa;

® BKJ/IOYEHME PEXMMA 3aXBaTa (promiscuous);

® BK/IIOYEHNE MHOr0aAPEeCHbIX PACCbIIOK (multicasting) ;

® 1ICNO/b30BaHNE setsockopt (2) ANA BKIKYEHMA CAeaylolyMX MNapamMeTpoB
COKeTa: SO DEBUG, SO MARK, SO PRIORITY (4NA MNpMOpPUTETOB BHe AmanasoHa 0-6),
SO_RCVBUFFORCE M SO_SNDBUFFORCE,;

— CAP NET BIND SERVICE - nossondaet NPWBA3bIBATb COKeT K
NPUBUNETMPOBAHHBIM NOPTAM AoMeHa ceTn NHTepHeT (Homepa nopToB MeHblle 1024);

— CAP NET RAW— NO3BOAAET BbINONHATL CAeAytolWwme AeNCTBUA:
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® UCMO/1b30BaTb COKETbl RAW U PACKET;

® MpPMBA3bIBATLCA K Nt0OOOMY aZpecy 415 NPO3Pa4YHOro NPOKCMPOBAHMA;

— CAP SETGID — NO3BOJIAET BbIMO/HATL NPOM3BO/IbHblE AencTemA ¢ GID npouecca
M CMUCKOM A0NoIHUTeNbHbIX GID, a Takke noaaensiBath GID npu nepeaaye BO3MOXKHOCTEMN
cokeTa u4epe3s gomeHHble cokeTbl UNIX; 3anucbiBaTb oTobpaxeHwe |ID rpynnbl B
N0/1b30BaTE/IbCKOE NPOCTPAHCTBO MMEH;

— CAP SETFCAP — NO3BONAET Ha3HayaTb GalnioBble BO3MOXHOCTU, MPU STOM:

e ecan dannoBble BO3MOXHOCTM He MNOAAEPHKMBAKOTCA: MNPeAoCTaBAATbL W
OT3bIBaTb 1t0OYI0 BO3MOXKHOCTb B CMMCKE Pa3peLleHHbIX BO3MOKHOCTEN BbI3bIBAOLLETO UK
ntoboro gpyroro npolecca (4aHHOe CBOWCTBO CAP SETPCAP HeAOCTYMHO, eciv A4po
cobpaHo ¢ noaaepKKkor GannoBbix BOSMOXKHOCTEN, T.K. CAP_SETPCAP MMeEeT NOJHOCTLIO
APYIYI0 CEMAHTUKY Y TakUX A4ep);

e ecin  alioBble BO3MOMKHOCTU  MoadepkmBatoTca: a06aBnsaTb  Ntobdyto
BO3MOHOCTb 13 OrpaHM4YMBatoLLErO HADOPa BbI3bIBAOLLEN HATK B €€ HacaeayeMblin Habop;
OT3bIBaTb BO3MOXHOCTU M3 OrpaHuYmMBatowero Habopa (C NOMOLWbBIO prctl(2) C
onepaumen PR_CAPBSET DROP); U3MeHATb Gnarn securebits;

— CAP SETUID — NO3BOJIAET BbINO/HATL NPOU3BOJIbHblE Aeinctema ¢ UID npouecca
(setuid(2), setreuid(2), setresuid(2), setfsuid(2)); nogaensiBatb UID npun
nepegade BO3MOXHOCTEM COKeTa u4epe3 JgomeHHble cokeTbl UNIX; 3anmcbiBaTb
oTobparkeHune ID nonb3oBaTeNa B N0b30BATENbCKOE NPOCTPAHCTBO UMEH;

— CAP SYS ADMIN NO3BOJIAET BbINOJHATL CNefytolime AeUCTBUA:

® pewaTtb 334a4YM yNpaB/ieHWA CUCTEMOM: quotactl(2), mount (2),
umount (2), swapon(2), swapoff(2), sethostname(2) W setdomainname (2);

® BbINO/IHATL MPUBUIETMPOBAHHbIE onepauun syslog(2) (ANA  AaHHbIX
onepaumit Heobxo4MMO MCNONBL30BaTb CAP SYSLOG);

® BbINO/JHATb KOMaHAY VM86 REQUEST IRQ vm86(2);

® BbINO/IHATL ONepauynm IPC_SET M IPC RMID HaZ NPOW3BOJIbHbIMU OObeKTaMu
System V IPC,

® repesanuncbliBaTb OrpaHnyYeHna pecypca RLIMIT NPROC;

® BbINO/IHATb ONepaLmMn Haa PacLIMPEHHbIMM aTPUOYTaMn trusted M security;

® MCNO/1b30BaTb lookup dcookie (2);

® /CNOJIb30BaTb ioprio set(2) [ANA HA3HAYEHMA KNACCOB MJIAHUPOBAHUA
BBOJA-BblBOAA IOPRIO CLASS RT WM IOPRIO CLASS IDLE;

e noaaensiBatb PID npu nepegayve BO3MOXKHOCTEM COKETa Yepe3 AOMEHHble
cokeTbl UNIX;

® MpeBblwaTb /proc/sys/fs/file-max, CUCTEMHOE OrpaHUYeHUe Ha
KOZIMYECTBO OTKPbLITbIX GalioB B CUCTEMHbIX BbI30BaxX, OTKpbIBatOWMX dalnbl (Hanpumep,
accept (2), execve(2), open(2), pipe(2));

e 33aencTBoBatb dnarm CLONE_*, cosgatowime HOBble MPOCTPAHCTBA MMEH C
NOMOLLbIO clone (2) U unshare (2) (4158 CO34aHMA NONb30BATENBCKUX MPOCTPAHCTB MMEH
He TpebyeTcs HUKAKMX MHbIX BO3MOXKHOCTEN);

100



— 1 OBKPbITAFI
PYKOBOACTBO aAMWUHUCTPATOPaA l P.‘ni%"é?é’mﬂ

® BbI3blBaTb perf event open(2),
® MOo/ly4aTb AOCTYN K MHPOPMALMM O MPUBUNETMPOBAHHOM CODbITUMN perf;
® Bbi3blBaTb setns (2), TpebyeTcA CAP SYS ADMIN B MPOCTPAHCTBE MMEH
Ha3Ha4YeHus;
® BbI3blBaTb fanotify init(2);
® BbI3bIBATb bpf (2);
® BbINOJIHATL ONepauum KEYCTL CHOWN W KEYCTL SETPERM B keyctl(2);
® BbINOIHATL OMepaLmio MADV HWPOISON Bmadvise (2);
e 3aaencrtBoBaTb TIOCSTI B ioctl(2) AN BCTaBKM CMMBOJIOB BO BXOZHYHO
oyepedb TEPMUHANG, OT/IMYHOTO OT YNPaBAAOLLErO TEPMNUHANG, BbI3bIBAIOLLETO;
® 33/71€MCTBOBATb YCTAPEBLUMIN CUCTEMHbIN BbI30B nfsservctl (2) ;
® 33/eMCTBOBATb YCTAPEBLUNIM CUCTEMHbIN BbI30B bdflush (2);
® BbLIMOJHATL PA3/IMYHbIE MNPUBUIErMPOBAHHbIE oOMNepaunmn ioctl (2) Hafg
6104HBIMK MY;
® BbINO/HATb Pa3/IMYHbIE NPUBMUAETMPOBAHHbIE Onepauun ioctl (2) Hag PC;
® BbINOHATL AAMUHUCTPATUBHbIE ONepaLnn Haja Apaneepammn MY;
— CAP_SYS BOOT — NO3BOIAET UCMOJ1b30BaTb reboot (2) U kexec load(2),
— CAP SYS CHROOT — MO3BOJIAET MCNO/Nb30BaTb chroot (2);
— CAP_SYS MODULE — MO3BOJIAET 3arpyXatb W BbIrPyKaTb MOAYAN AAP3;
— CAP SYS NICE MO3BOJIAET BbINONHATb CAeaytolme AeUCTBUA:
® MOBbIWATL 3HAYEHME YCTYNUYMBOCTM NpoLecca (nice (2), setpriority(2))Mu
M3MEHATb 3HAYEHME YCTYNYMBOCTM Y MPOM3BO/IbHbIX MPOLECCOB;
® Ha3HayaTb MNOJUTUKN NNAHNPOBAHUA PEaNbHOTO BPEMEHM A1A Bbi3bIBAOLLErO
NPOLLeCCa, a TakKe MNONNTUKN NNAHNPOBAHMUA U NPUOPUTETLI AN NPOMU3BONbHbIX MPOLECCOB
(sched setscheduler (2), sched setparam(2), shed setattr(2));
® BbINO/HATb MPUBA3KY K 3NEKTPOHHOM noanuck (3) AnAa Npom3BOAbHbIX
npoueccoB (sched setaffinity(2));
® Ha3HayaTb K/jacC NAaHWPOBaHMA BBOAA-BbIBOAA M NpuopuTeT  A1A
NPOWM3BONbHBIX MPOLLECCOB (ioprio set (2));
® MPUMEHATb migrate pages(2) K TMPOM3BOJIbHbIM MpouecCam AnAa WX
nepemeLLeHna Ha NPOM3BO/bHbIE Y3/bl;
® MpPUYMeHATb move pages (2) K NPOU3BONbHbLIM NPOLECCam;
® 11CNONb30BaTb Gar MPOL_MF MOVE ALL Bmbind (2) Mmove pages (2);
— CAP_SYS PACCT — NO3BOJIAET UCMO/1b30BaTb acct(2),
— CAP_SYS PTRACE — M0O3BOJIAET BbIMNONHATL CleyloLine AeNCTBUA:
® TpaccMpoBaTb OO0 NPOLLECC C MOMOLbI ptrace(2);
® MPUMEHATb get robust list (2) K MPOW3BOJIbHbIM MPOLLECCaM;
e Mepemellatb JaHHble B/M3 MaMATU MPOU3BONLHOIO MPOLLECca C MOMOLLbIO
process vm readv (2) Mprocess vm writev(2),

® 13y4aTb MPOLECCHI C MOMOLLbLIO kcmp (2) ;
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— CAP_SYS_RAWIO — no3BoAndAeT BbINOAHATb CAeaytolme AeNCTBUA:

® BbINOJIHATHL ONepaLyum BBOAA-BbIBOAA M3 NOPTOB (iopl (2) u ioperm(2));

® paspelwaTb AOCTYN K /proc/kcore;

e 33aencTBOBaTb onepaunto FIBMAP B ioctl (2);

e OTKpPbIBaTb MY Ans AocTyna K cneuyanbHbiM pernctpam x86 (MSR);

e 0OHOBNATb /proc/sys/vm/mmap min addr;

® C03/1aBaTb OTOOParKEHMA NAMATM NO aApecam, MeHbLLE 3HaYeHNs, 3a4aHHOTO
B /proc/sys/vm/mmap min addr;

e 0oTObOpaKaTb Gannbl B /proc/bus/pci;

® OTKpbIBATb /dev/mem u /dev/kmem,

® BbLINOJHATL Pa3/IMYHble KOMaHabl MY SCST;

® BbINOJIHATL onpeaeneHHble onepaumn ¢ MY hpsa (4) M cciss (4);

® BbINO/HATL HEKOTOPbIE CNeLMaibHble onepaunm ¢ Apyrmmmn yCTPOMCTBAMU;

— CAP SYS RESOURCE — MO3BOJIAET BbINOJHATL C/eytoline AelCTBUA:

® 1CMO0/b30BaTh 3ape3epBMPOBaAHHOE NPOCTPaHCTBO PC ext2;

® COBeplaTh BbI30BbI ioctl (2), yNpaBaAOWMeE KypHaIMpoBaHMeEM ext3;

® MpeBbllWaTb OrpaHNYeHmne AMCKOBOro NPOCTPAHCTBA;

® yBe/INYMBATb OFPAHMYEHMA MO Pecypcam;

® repesanncbliBaTb OrpaHnyeHne pecypca RLIMIT NPROC;

® MpeBbllaTb MaKCMMabHOE KOIMYECTBO KOHCO/1IEN NPU BblAE/IEHNM KOHCONN;

® [peBbIWAaTb MAaKCMMa/IbHOE KOJIMYECTBO PaCKNaL0K;

® 11CN0Nb30BaTb bonee, yem 64 'Ll npepbiBaHMA M3 4YAaCOB PeasbHOro BPEMEHMN;

® Ha3HayaTb 3HayeHMe msg gbytes oyepean coobuweHuit System V 6onblie
OrpaHnyeHuna /proc/sys/kernel/msgmnb;

® MpeBbillaTb OrpaHUYeHne /proc/sys/fs/pipe-size-max NPU Ha3HaAYEHUN
BMECTMMOCTM KaHa/ia C MOMOLLbIO KOMaHAbl F SETPIPE SZ y fcntl (2);

e ycnonb3osBaTb F_SETPIPE_SZ ans yBennyeHms BMECTMMOCTM KaHana bosblie,
Yyem orpaHu4yeHue, 3agaBaemoe B /proc/sys/fs/pipe-max-size;

® [peBblWaThb orpaHuveHune /proc/sys/fs/mqueue/queues max npu
co3gaHum odepepen coobuieHmn POSIX; 3apenctsoBaTb onepaunto PR _SET MM B
prctl (2),;

® yCTaHaBAMBATb /proc/PID/oom score adj B 3HA4YEHME MEHbLUEE, Yem
nocnegHee yCTaHOBAEHHOE 3Ha4YeHne NPoLEecCcoOM C MOMOLLbIO CAP SYS RESOURCE;

— CAP_SYS TIME —NO3BO/IAET HACTPamMBaTb CUCTEMHbIE Yackl (settimeofday (2),
stime (2), adjtimex (2)) W 4Yacbl peanbHOro BpemeHu (annapaTHble);

— CAP SYS TTY CONFIG — TMO03BOJIA€T  MCMO/b30BaTb  vhangup (2) n
334€eMCTBOBATb Pa3/IMyHble NPUBUIETMPOBAHHbIE ONepauum ioctl (2) C BUMPTYasbHbIMMK
TepMUHaNamu;

— CAP SYSLOG — NO3BONAET BbINONHATL CAefytolme AeUCTBUA:

® BbINOJ/IHATL NPUBUIETMPOBAHHbIE OMNepauUnmn syslog (2);
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® MpocMaTpuMBaTb aJpeca fA4pa, OTobparkaemble B /proc W APYrUX
nHTepdeincax, Koraa 3Ha4eHne /proc/sys/kernel/kptr restrict paBHO 1;

— CAP WAKE ALARM — VYCTaHaB/AMBaTb TaWmepbl CLOCK REALTIME ALARM U
CLOCK BOOTTIME ALARM Npu NPOOYXAEHUN CUCTEMDI.

HABOPbl  BO3MOMHOCTEW CYBBEKTA: Kagaa HUTb umeeT  Habopsbl
BO3MOXHOCTEN, coAepsKallme HOMb U/uan bonee crneayowmx BO3IMOKHOCTEN:

1) Pa3pelueHHble aenctema (Permitted). Permitted — OrpaHMYmnBatoWmMin Habop
3QPEKTMBHbBIX BO3MOXKHOCTEN, KOTOPbIMK Hadenaercs HUTb. [aHHbIM Habop TaKke
OrpaHMYMBAET CMMCOK BO3MOXKHOCTEM, KOTOPble MOryT ObiTb A406aBAEHbl B HacaedyeMblin
Habop ON1A HWUTK, He MMeOLLEN BO3MOXHOCTEM CAP SETPCAP B CBOeM 3QQEKTUBHOM
Habope. Ecan H1UTbL cOpacbiBaeT BO3MOXKHOCTb B CBOEM pa3pelinTenbHOM Habope, oHa He
CMOMET MOoJIyYnTb ee 0OPaTHO (ECIM TONbKO He BbIMONHAETCA execve (2) ANA NPOrPaMMbl
C set-user-ID-root WM MPOrPamma,y KOTOPOM COOTBETCTBYOLLME BOZMOXHOCTM dalina
NpPeaoCTaBASAOT 3Ty BOSMOXHOCTb);

2) Hacheayemble aencTBus (Inheritable). Inheritable — Habop Hacneayemblx
BO3MOXHOCTEM, KOTOPblE OCTAtOTCA TAaKOBbIMWU MPWU BbINOAHEHMW NtOOOM NPOrpaMmmbl U
COXPaHATCA MPU BbI3OBE execve (2). Hacneayemble BO3MOXKHOCTM A00aBnAOTCA B
pa3pelwnTenbHblin Habop, ecnn BbIMOMHAKOWAACA NPOrpaMmma MMeeT COOTBETCTBYHOLLME
YCTaHOB/IEHHbIE OUTbLI B hal/IoBOM HacneayeMom Habope. ECan BbINOIHEHME NPOUCXOANT
He OT MMEeHM Cyneprnonb30oBaTesiA, Hac/leayeMble BO3MOMKHOCTU HE COXPaHATCA nocne
execve (2), noatomy MII, KOTOpbIM HeOHBXOAMMO BbINONHATL BCMNOMOraTe/bHble
NPOrpammbl C MOBbIWEHHbIMW BO3MOXHOCTAMMK, TPebyeTcs WCMNO/b30BaTb HaAPYKHble
BO3MOMHOCTU (ambient capabilities);

3) 3ddeKkTmBHble penctBmAa (Effective). Effective — [AaHHbIM  Habop
BO3MOHOCTEM MCMNONb3YyeTCA AAPOM NPU BbINOJHEHUN MPOBEPOK NPaB HUTMK.

C NOMOLLBIO capset (2) HUTb MOXKET M3MEHATb CBOM HAabDOPbl BO3SMOMXKHOCTEMN.

®ann (MPBO) /proc/sys/kernel/cap last cap COAEPMKUTUYMC/IOBOE 3HAYEHME
caMon HONbLION BO3MOMKHOCTH, nop,p,epmmsa_e:v\oﬁ _pa60Ta+0LuMN\ A4POM. ITO MOXKHO
MCNONb30BaTb A1A onpeaeneHna Hambonbluero 6MuTa, KOTOPbIN MOXKET ObITb YCTAHOB/EH B
Habope BO3MOXKHOCTEN.

®GANNOBBLIE  HABOPblI  BO3MOMHOCTEW: B8 OC ABpopa cBA3b Habopos
BO3MOXHOCTEM C WUCNOAHAEMbIM GalaoM NOAAEPKMBAETCA C MOMOLLbIO setcap (8).
Habopbl BO3MOXKHOCTEM Gainna XpaHATCA B pacluMpeHHOM aTpubyTe, A5 3aNMCK B KOTOPbIM
TpebyeTca Bo3MOKHOCTb CAP_SETFCAP. Habopbl ¢$annoBbix BO3MOMKHOCTEM BMECTE C
Habopamn BO3MOXHOCTEM HUTM onpeaenatoT Habopbl BO3MOXKHOCTEM HUTKM Nocne
BbIMO/IHEHUNA execve (2) .

CywecTsytoT cneaytoume dpannosbie HAboOpPbl BOSMOKHOCTEN:

— permitted (paHee Ha3blBaBLIMIACA forced) — BO3MOMHOCTM aBTOMATUYECKM
pa3peLaroTca HUTU HE3aBMCMMO OT ee yHacAe40BaHHbIX BO3MOXHOCTEMN;

— inheritable (paHee Ha3bIBaBLIMNCA allowed) — Habop obbeanHaeTca (AND) ¢
yHacneaoBaHHbIM  Habopom HWUTKM, 4YTODObl ONpeaennTb, KaKkMe YyHac/neaoBaHHbIE
BO3MOXHOCTM OyAyT BK/IOYEHbBI B €€ Pa3peLLnTENbHbI Habop nocne execve (2);
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— effective — B AeNCTBUTENbHOCTM NpeacTaBaAeT coboi He Habop, a OAMHOYHbIN
O6UT. Ecnm BUT BKAKOYEH, TO NPU BbI3OBE execve (2) BCE HOBbIE Pa3peLLEeHHbIE BO3MOKHOCTH
HUTW ByayT TakKe aobasneHbl B 3bdeKTUBHLIN Habop. Ecnm BUT BbIKAOYEH, TO Nocae
execve (2) HM OZlHA M3 HOBbIX pPa3peLLeHHbIX BO3MOXHOCTeM He byaeT AobaBieHa B HOBbIN
3pPeKTMBHbIN Habop.

BkntoueHne apdpekTnBHOro pannooro bmta nogpasymesaeT, 4yTo ntobaa dpannosas
paspelmnTeNnbHaa WAW  Hacnedyemas BO3MOMHOCTb, MO3BOAANOWAA HUTM  MOAYYUTb
COOTBETCTBYHOLLYH pPa3peLllnTesibHy0 BO3MOXHOCTb NMPU execve (2), TaKKe NOAYy4uT ee B
apPeKkTMBHOM Habope.

MosToMy ecnM npu  Ha3HadyeHWu  BO3MOXKHOCTeM  dalny (setcap(8),
cap set file(3), cap set fd(3)) yKa3aTb 3QPeKTUBHbLIN daar Kak BKAOYEHHbIV 1A
Nto60M BO3MOXKHOCTU, 3PPEKTUBHBIN dar AOMKEH TakKe OblTb YKa3aH BKAOYEHHbIM ANA
BCEX  OCTa/IbHbIX  BO3MOXHOCTEM, A1  KOTOPbIX  BK/AOYEH  COOTBETCTBYHOLLMIM
paspellnTenbHbI MO0 Hacaeayemblin daaru.

MNpeobpa3oBaHMe BO3MOXHOCTEN NpU execve().

Mpn execve (2) DBO BbLIMUCAAIOT HOBble BO3MOMKHOCTM CybbekTa [A0CTyna
(npougecca) no cneayoWwemy aaropuTmy:

P' (ambient) = (mpuBuiaerupoBaHHEM OGami) 2 0 : P(ambient)

P' (permitted) = (P(inheritable) & F(inheritable)) |
(F(permitted) & cap bset) | P' (ambient)

P' (effective) = F(effective) ? P' (permitted) : P' (ambient)
P' (inheritable) = P(inheritable) [T. e., He muaMeHdeTCHd],
roe:

— P —3Ha4yeHWe Habopa BO3MOXKHOCTEN HUTKN A0 execve (2);

— P' —3HayeHMe Habopa BO3MOXKHOCTEM NOC/e execve (2);

— F— $alnoBblil HAOOP BO3MOMKHOCTEN;

— cap_bset — 3Ha4yeHue orpaHmymBatoLLLero Habopa BO3MOXHOCTEN;

— NPUBUIETMPOBAHHbLIA Gain — Gann, MMeoLW MM BO3MOXKHOCTM, NDO ANa Hero
WHGHOBHQ46MTset—user—ID WU set-group—-1ID

BO3MOXHOCTU M BbINOJHEHWME MPOIPAMMbI CYMEPMO/1b3OBATE/IEM: ans
NnpeaocTaBAeHMA MOAHOro Habopa BO3MOMKHOCTEM Cymnepnosib30BaTENO B execve (2)
HeobxoAMMO BbINOIHEHME CAeAyOLMX NPaBUA:

— eC/M BbINOMHAETCA NpPOrpamMmma C YCTaHOB/NEHHbIM BUTOM set-user-ID-root
mnn ID  peanbHOro No/Ab30BaTeNA MpOLLEcCca pPaBeH Hy/lo  (cynepnosib3oBaTtesb),
NpeaoCcTaBAAOTCA MNOAHble dalnoBble M Hacneayemble Habopbl BO3MOXKHOCTEM (T.e.
pa3peLlleHbl BCe BO3MOXHOCTH);

— €C/M BbINOAHAETCA NPOrpamma C YCTaHOBNEHHbIM DUTOM set-user-ID-root,
30 PEKTUBHbIN dhannoBbI OUT paBeH eanHMLE (YCTaHOBEH).

Pe3ynbTaT  yKa3aHHbIX NpaBu/a, 0bObeAuHEHHbIX C  Npeobpa3oBaHUAMMU
BO3MOKHOCTEN, Cleaytoulmii: Korga NpoLece BbIMOAHAET execve (2) ANA NPOrPaMmbl C
OUTOM set-user-ID-root MAW KOraa npouecc ¢ adpdekTnBHbIM UID HOMb BbINOAHAET
execve (2), OH MNOJy4aeT BCE BO3MOMHOCTU M3 pa3pelmnTenbHoOro nm s3dpPeKTUBHOro
HabopoOB, 33 WCKAYEHMEM TeX, KOTOpble OTMEHEHbl OrpaHMYMBalOLIMM Habopom
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BO3MOXHOCTEN. OTO NpeaoCTaBAAET CEMAHTUKY, COBNAAatoLLyt0 C OBbIYHbIMM CUCTEMAMM
UNIX.

OMPAHMYMBAIOLWMI  HABOP BO3MOMHOCTEM: orpaHuumBatowmii - Habop
BO3MOXHOCTEN — 3TO MexaHM3mM 0e30MacHOCTM, KOTOPbIA MOXHO WMCMNONb30BaTb A4
OrpaHMYeHMA BO3MOXHOCTEN, AOCTYMHbIX NPU execve (2), CAeaytowmm 0b6pa3om:

— NpU execve (2) OrpaHMYMBatOLLMN HabOP BO3MOXKHOCTeM cknaabiBaeTca (AND) ¢
dannoBbIM paspelnTenbHbIM HabopPoOM BO3MOMKHOCTEM, M pe3ynbTaT 3ToM onepaumu
Ha3Ha4yaeTcA paspelwnTenbHOMY Habopy BO3MOMHOCTEM HUTKU. Takmm obpasom,
OorpaHMyMBalOLWLMn Habop BO3MOXKHOCTEM OrpaHWYMBAET pPa3pelleHHble BO3MOXKHOCTY,
KOTOpble MOXEeT NPeaoCTaBUTb MCNONHAEMbIN daln;

— OrpaHMyMBalOWMN Habop BO3MOXKHOCTEM npeacTaBnseT cobOM nepedyeHs,
KOTOPbIN HUTb MOXEeT A00aBUTb B CBOM Hacaeayemblit HAbOP C MOMOLLIO capset (2). ITO
03HaYaeT, YTo, €C/IM BO3MOXKHOCTb OTCYTCTBYET B OrpaHMYmnBatoLLeM Habope, HUTb HE MOXKET
N06aBUTb 3TY BO3MOXHOCTb B CBOM Hacaeayembln Habop, Aaxe ecin OHa NPUCYTCTBYET B
paspelmnTenbHOM Habope, cnegoBaTe/IbHO, HE MOXKET COXPaHUTb AaHHY BO3MOMXKHOCTb B
pa3pelnTeibHbln Habop Npu BbI30BE execve (2) ANA Galiia, MMEOLWEro BO3MOXHOCTb B
CBOEM Hacneayemom Habope.

OrpaHuymBatoWmin Habop CKpbIBAeT Ppain0Bble Pa3peLlnTeNbHbIE BOSMOXHOCTHU, HO
He Hacneayemble BO3MOMHOCTU. EcAM HWUTb MMeeT B CBOEM Hac/neayemom Habope
BO3MOXHOCTb, KOTOpas OTCYTCTBYET B OrpaHW4mMBatollemM Habope, HUTb MO-MPEeKHeEMY
obnagaeT 3TOM BO3MOXKHOCTbIO B CBOEM pa3pelinTesbHOM Habope npu BbIMOJHEHWUM
danna, MMerLLero BO3MOXHOCTb B CBOEM Hac/eayeMoM Habope.

TONbKO NPOLLECC OAMH MOXKET 33Z1aBaTb BOSMOYXKHOCTWN B OrpaHMyMBatoLLLeM Habope
BO3MOKHOCTEM, MOMMMO 3TOrO Cynepnonb30BaTe b (TOYHee, NPOrpamMmbl C BOSMOXKHOCTbIO
CAP SYS MODULE) MOTYT Wb YA3aNATb BO3MOXHOCTM M3 Habopa.

OrpaHuymnBatoWLMin Habop Hacneayetcs npu fork(2) OT HUTM poauTena u
coxpaHaeTca Npu execve(2).

HnTb MOXeT yaanATb BO3MOMKHOCTM M3 CBOEro OrpaHMymMBatollero Habopa ¢
MOMOLLbIO BbI30Ba prctl (2) Conepaumen PR_CAPBSET DROP MPW HAMYMM BO3MOXKHOCTU
CAP SETPCAP.

Mocne yaaneHna BO3MOMKHOCTM M3 OrpaHMymMBatollero Habopa BOCCTAHOBUTL ee
HEBO3MOXHO. HUTb MOXKET onpeaenTb HainymMe BO3MOXKHOCTM B CBOEM OrPaHNYMBAIOLLEM
Habope C NOMOLLbIO BbI30Ba prctl (2) € onepaunen PR CAPBSET READ.

YnaneHne BO3MOXHOCTEN M3 OrpaHMYMBaroLLEro Habopa AOCTYNHO, TONbKO eCau
A4p0 cobpaHo ¢ noaaep*KKon GannoBbIX BOIMOKHOCTEMN.

[lna coxpaHeHMA MPUBbLIYHOM CEMAHTUKM MPU Nepexode OT HYIA K HeHy/NeBbIM
nonb3oBaTenbckum ID ®BO  ocywecTBaAOT  caeaytolime  M3MeHeHua  Habopos
BO3MOXHOCTEN HUTU NPU UBMEHEHUWN Y HUTK PeanbHOro, 3GGeKTUBHOro, coxpaHeHHoro 1D
M nonb3oBaTenbckoro |ID ®C (c nomoubio setuid (2), setresuid(2) UAW NOAOOHbLIX):

— eC/Nn paHee peanbHbi, 3IPPEKTUBHbLIN UAM COXPAHEHHbIN NONb30BaTENLCKMIA |ID
He Obln paBeH HyA W B pe3ynbTaTe mameHeHua UID Bce 3Tu ID nonyymnm HeHynesoe
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3Ha4yeHWe, TO BCE BO3MOXHOCTM YAANAKTCA M3 paspelmnTensHoro n 3PPeKTMBHOro
HaboposB;

— ecNn 3PPEKTMBHbLIN NONb30BaATENLCKMI |ID M3MEHAETCA C HYN1EBOrO Ha HEHY/1EBOE
3HaYeHMe, TO BCE BO3SMOMXKHOCTW yaAaNAaoTca n3 adPekTnsHoro Habopa;

— ecnun 3ddEeKTMBHbIM NONb30BATENLCKMI |ID M3MEHAETCA C HEHY/IEBOTO 3HAYEHMUA
Ha O, TO pa3peLmnTenbHbI Habop KonupyeTcs B aGpPeKTUBHBIN Habop;

— ecnun nonb3osatenbckhit ID PC n3meHAeTCA C HY/1EBOTO Ha HEHY/1EBOE 3HAYEHME,
TO Ku3 3ddeKkTMBHOro Habopa yAanAwTCA Ccneaylolime BO3MOXHOCTM: CAP CHOWN,
CAP_DAC OVERRIDE, CAP_DAC READ SEARCH, CAP_FOWNER, CAP_FSETID,
CAP LINUX IMMUTABLE, CAP MAC OVERRIDE M CAP MKNOD. Eciv nonb3osatenbckuii ID
®C n3meHAeTcAa ¢ HeHyNeBOro 3HayeHua Ha 0, To Ntobas M3 BO3MOXKHOCTEN, BKAOYEHHbIX B
paspeLlmnTenbHbIM Habop, BKAtoYaeTca B 3pPpekTMBHOM Habope.

Ecnm HUTL, Yy KOTOpOM oanH unmn bonee nonb3oBaTenbckmx ID paBeH O, cTpemmnTcs
NpeaoTBPaTUTb  YAaNeHWe  pa3pelunTesbHbiX  BO3MOXHOCTEM npu  cbpoce  Bcex
N0Nb30BaTENBLCKUX |ID B HEHY/1EBbLIE 3HAYEHMS, OHA MOXET UCMO/1b30BaTb BbI3OB prctl (2)
C onepauvei PR SET KEEPCAPS wau ¢narom 6e30MacHOCTM SECBIT KEEP CAPS,
ONMCaHHbIM Aanee.

HnTb MOXeT nosay4aTb M M3MEHATb CBOM Habopbl BO3MOXKHOCTEM C MOMOLLBHO
CMCTEMHbIX BbI30OBOB capget (2) W capset (2). OAHAKO 414 3TOM Len NpeanoYtTuTensHee
MCMNONb30BaTb cap get proc(3) W cap set proc(3) U3 MaKeTa libcap.

Mpn n3meHeHMn HabopoB HUTU NPUMEHSIOTCA CaeaytoLMe NPaBuUNa:

— eC/I BbI3bIBAOWMA HE WMeeT BO3MOXHOCTM CAP SETPCAP, TO HOBbIN
Hacneayembin Habop Ao/KeH OblTb NOoAHAOOPOM  KOMOMHALMW  CYLLECTBYHOLLErO
Hac/lelyeMoro 1 pa3peLlnTesibHoro Habopos;

— HOBbIM Hacneayembln Habop [oaxeH ObiTb nogHabopom KoMOUHaUMK
CYLLECTBYHOLLETO HAaCeAyEMOTrO M OrpaHMYMBatoLLErO HAbOPOB;

— HOBbIN pa3pelnTenbHblii Habop A0MKeH ObITb NOAHAOOPOM CYLLECTBYHOLLETO
pa3pewnTenbHoro  Habopa  (T.e. HEBO3MOMHO  MPUODPEecTM  paspellnTesibHble
BO3MOHOCTM, KOTOPbIX HUTb HE MMEET);

— HOBbIK  3dPEeKTUBHbIN  Habop  gomkeH  ObiTb  NoAHabopom  HOBOTO
paspelunTeibHOro Habopa.
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®NTATUW SECUREBITS: OPTAHU3ALMA NCKIHKOYNTE/TBHO OKPYXKEHNA

B OC ABpopa peann3oBaH Habop ¢naroB securebits (414 KaXKA0M HATK), KOTOPbIN
MOYHO MCMNONb30BaTb ANA OTKAOYEHUS CNeumanbHbIX AEMCTBUIM BO3MOXHOCTen ana UID
HO/b (Cynepnonb3oBaTesb). K aTum gpnaram oTHOCATCA:

— SECBIT KEEP CAPS — MO3BOJIAET HWUTK, Y KOTOpon oauH n 6onee UID paseH
HY/1H0, COXPaHWUTb CBOM BO3MOXKHOCTM Npu n3ameHeHnmn Bcex ee UID Ha HEHyeBble 3HaYeHMA.
Ecnm dnar He ycTaHoBANEH, nameHeHne UID npmuBeaeT K yTpaTe HNUTbHO BCEX BO3MOXKHOCTEN.
[aHHbln  dnar Bceraa cbHpacbiBaeTca MNpM  execve (2) (M NpeaocTaBNseT Te Ke
BO3MOHOCTM, YTO M CTApbIi BbI3OB prctl(2) C onepaunen PR _SET KEEPCAPS);

— SECBIT NO SETUID FIXUP — He MO3BOJAeT A4pYy W3MeHUTb Habopb
BO3MOXHOCTEM Npu nameHeHumn apdpektnaHoro UID n UID ®C c HyneBoro Ha HeHyneBoe
3HaYeHue;

— SECBIT NOROOT — B C/y4Yae YCTaHOBKM AaHHOro ¢nara AApo He npeaocTaBaseT
BO3MOHOCTM MPU WUCMONHEHUM MPOrPaMMbl, MMeKLWen BUT set-user-ID-root, WK
Koraa npouecc ¢ 3bdeKTUBHbIM MAK peanbHbiM UID, paBHbIM HY/HO, BbI3blBAET execve (2);

— SECBIT NO CAP AMBIENT RAISE — 3anpeljaeT MOBblleHME  HAPYMKHbIX
BO3MOHOCTEN NOCPEeACTBOM prctl (2) C onepaunen PR CAP AMBIENT RAISE.

Kaxkabih M3 nepedynciieHHblX Bblille 6a30Bbix GaroB MMeeT OAMH M3 CAedyHOLLIMX
HUXE A0MNONHUTENbHbIX GaroB 6/OKMPOBKKU, YCTAHOBKA NtOOOr0 M3 KOTOPbIX ABAAETCS
HeobpaTMMOW 1 3anpellaeT Aa/ibHelLne M3MeHEeHNs COOTBETCTBYOLLEro ba3oBoro ¢aara.

®narn 61OKNPOBKU:

— SECBIT KEEP CAPS LOCKED;

— SECBIT NO SETUID FIXUP LOCKED;

— SECBIT NOROOT LOCKED;

— SECBIT NO CAP AMBIENT RAISE.

®narn securebits MOXHO M3MEHATb M NOy4aTb C MOMOLLbLO BbI30BA prctl (2) C
onepaumAmMn PR SET SECUREBITS W PR GET SECUREBITS. [na u3meHeHua ¢naros
TpebyeTcA BO3MOXKHOCTb CAP_ SETPCAP.

®narn securebits HacneayrTCA AOYEPHMMM npoueccamn. Mpn execve (2) BCe
dnarn  coxpaHATCA, 33  WUCKAKOYeHMem SECBIT KEEP CAPS, KOTOpbIA  Bcerga
cbpacbiBaeTcA.

MIT MOXKeT MCnoNb30BaTb CAEAYHOULMA BbI3OB ANA CODOCTBEHHON ONOKMPOBKM M
NOMEeLLEHMA BCEX CBOMX MOTOMKOB B OKPYXKEHMWE, rAe MMeeTCA TONbKO MnepBbln cnocob
nobaBneHns npaB — 3anyck MNPOrpaMmbl CO CBA3aHHbIMKM C  Hel (arioBbIMM
BO3MOXHOCTAMM:

prctl (PR_SET SECUREBITS,
SECBIT KEEP CAPS LOCKED |
SECBIT NO SETUID FIXUP |

SECBIT NO SETUID FIXUP LOCKED |
SECBIT NOROOT |

SECBIT NOROOT LOCKED) ;

4.3.1.7. ®penmBopk Linux Security Modules

J1oNONHNTENIBHO A/1A KAaCTOMM3aUMKM M YTOYHEHMA npumeHaemMbix [1P[ moxkeTt
MCNonb3oBaTbca dpenmBopK Linux Security Modules, KOTopbI fABAAETCA YacTblo A4pa U
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NO3BOJIAET PErMCTPMPOBATb NPOLLEeAYPbI, KOTOPbIe BYyAyT BbINONHATLCA B C/1ly4ae YCNEeLWHOro
3aBeplleHnsa CTaHAaPTHOM npoueaypbl MNPOBEPKM AMCKPELIMOHHOrO AO0CTyna nepeq,
npeaocTaBaeHnem GaKkTMYecKoro A4oCTyna K 06beKTy.

Mocpeactsom Linux Security Modules B aape OC ABpopa NOAKIOYEH MOAY/b
6e30nacHOCTN diehard, KOTOPbIM He NO3BOASAET HENPUBUAETMPOBAHHOMY MOJIb30BATENIO
npepBaTb BbIMO/SHEHME MPOLECCA, 3aMyWeEeHHOro OT ero e MMeHW. onb30BaTeNbCKMNi
NPOLLECC, HE MMEILMIM BblAENEHHON rpynnbl 777, HE MOXET MocaaTb CUIHAA MPOLECCy,
MMEIoLLEMY TaKyko Tpynny, AaxKe eCcamM MPOouecChbl BbIMOMHAKTCA € oAuHakosbim EUID.
McknoyeHnem ABNAIOTCA MPOLECChl, MMellWmMe capability CAP KILL — Ha HUX He
PACNPOCTPaHAIOTCA OrpaHMYEHMA, HakNadblBaeMble Moaynem diehard.

3aro/IoBoYHbIN ~ dann  include/linux/security.h  COAEPXKUT  OMNMUCaHME
CTPYKTYpbl security ops, NPeAcTaBaAwoWer cobon CnmMcok 3apaHee OnpeaeneHHbIX U
NOKYMEHTMpPOBaHHbIX callback-pyHKUMIN, KOTOpble AOCTYNHbI Moayato He3onacHoCcTn ANA
BbIMO/IHEHMA NMPOBEPOK. 10 YyMONYaHUIO AaHHble YHKLUMWM B OCHOBHOM BO3BpallatoT O,
paspewas ntobdble aenctema. OQHAKO HEKOTOPbIE MCNOAb3YHOT MOAYAb 6e30MacHOCTU
POSIX. B paHHOM cTpykType cneundumyeckmn ana OC ABpopa Moaynb diehard
3apermcTpmpoBaH cneayrowmm obpasom:

#ifdef CONFIG SECURITY DIEHARD

extern int diehard task kill (struct task struct *p, struct siginfo
*info,
int sig, u32 secid);

#else /* !CONFIG_SECURITY DIEHARD */

static inline int diehard task kill(struct task struct *p,
struct siginfo *info, int sig, u32 secid)

{

return O;

}

#endif /* !CONFIG SECURITY DIEHARD */

McxoaHbln TeKCT moaynsa diehard (paln security/diehard/diehard-1sm.c):

#define DIE HARD GROUP 777

static const int zero = 0, one = 1;
static int enabled = 0;

int
diehard task kill (struct task struct *p, struct siginfo *info, int
sig,
u32 secid)
{
const struct cred *cred = current cred();
const struct cred *tcred =  task cred(p):;
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if ('enabled)
return O;

if (ns _capable(tcred->user ns, CAP KILL))
return 0; /* Privileged process are not affected by us */

if (!gid eqg(cred->gid, DIE HARD GROUP) &&
'gid eg(cred->egid, DIE HARD GROUP) &&
'gid eg(cred->sgid, DIE HARD GROUP) &&
groups_search (tcred->group info, DIE HARD GROUP) &&
!'groups_search (cred->group info, DIE HARD GROUP))
return -EACCES;

return 0;

}

#ifndef CONFIG SECURITY DIEHARD STACKED

static struct security operations diehard ops = {
.name = "diehard",
.task kill = diehard task kill,

}i

#endif /* CONFIG_SECURITY DIEHARD STACKED */

#ifdef CONFIG SYSCTL

struct ctl path diehard sysctl path[] = {
{ .procname = "kernel", 1},
{ .procname = "diehard", 1},
{1}
}i
static struct ctl table diehard sysctl table[] = {
{
.procname = "enabled",
.data = &enabled,
.maxlen = sizeof (int),
.mode = 0644,
.proc_handler = proc_dointvec minmax,
.extral = (void *)é&zero,
.extra? = (void *)&one,

by
{1

#endif /* CONFIG SYSCTL */

static  init int
diehard init (void)
{
#ifndef CONFIG SECURITY DIEHARD STACKED
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1f (!security module enable (&diehard ops))
return O;
#endif /* CONFIG SECURITY DIEHARD STACKED */

printk (KERN INFO "DieHard: starting.\n");

#ifndef CONFIG SECURITY DIEHARD STACKED

if (register security (&diehard ops))

panic ("DieHard: kernel registration failed.\n");
#endif /* CONFIG SECURITY DIEHARD STACKED */

#ifdef CONFIG SYSCTL

1f (!register sysctl paths(diehard sysctl path, diehard sysctl table))
panic ("DieHard: sysctl registration failed.\n");

#endif /* CONFIG SYSCTL */

return 0;

}

security initcall (diehard init);

MpMepom  UCMOMb30BAHWA  OMWCAHHOTO  MEexXaHM3Ma  MOXKEeT  CAYXUTb
HeobxoAMMOCTb obecrneynTb HEeBO3MOMKHOCTb HEemnpUBUAETMPOBAHHOMO M0/1b30BaTeNs
NpepBaTb BbINO/IHEHME aHTUBUPYCHOTO CPeACTBa.

4.3.2. PoneBas moaenb ynpaBaeHMa NoAUTUKaMM 6e30MacHOCTH

BHUMAHMUE! N3meHeHMA HAcTpoek B NyHKTe MeHto «[MonnTukKM 6e3onacHoCTU»
NPUMEHAOTCA KO BCEM YYETHbIM 3aMMCAM POaen, Co34aHHbIM Ha MY.

[Ona onpeaeneHna  BO3MOXHOCTEM  YYEeTHOM 3anMCKM  MOJSb30BaTeNnAa Mo
MCNONb30BaAHMIO PECYpPCcoB M PYyHKLUMOHANbHbBIX BO3MOXKHOCTen OC ABpopa NpumeHaeTca
ponesad moaenb, Ha 0B6WECMCTEMHOM YpPOBHE MO3BOAAKOWAA aAMMHUCTPATOPY 33a4aTb
OrpaHnYeHma Ha Mcnoab3oBaHMe PyHKLUMOHaNa OC nocpeaCTBOM MNONUTMK H&30MaCHOCTU.

MPUMEYAHUE. HacTtponKka ynpaBneHnsa AOCTYNOM, a TaKXe M3MeHeHMe OaHHOM
HACTPOMKM AOCTYMHbI TONBKO agMUHUCTPaTOPy Anbo yepe3s MDM-cuctemy.

[ns nepexosa K HAaCTPOMKamM MOAMTMK 6e30macHOCTM HeobXOAMMO BbIMOAHUTL
cneayolme AencTBmA:

— OTKPbITb MEHI0 CUCTEMHbIX HACTPOEK KacaHMem 3Hauyka @ Ha DJKpaHe
NPUNOXEHUN (cm. PucyHok 1);

— KOCHYTbCA MNYHKTa MeHi «[ToanTrukn 6e3onacHoCTU» &3 B noApasaene
«besonacHocTb» B pe3ynbTaTe 0TOOpPa3nMTCA OAHOMMEHHAA CTpaHMUa YNpaBAeHUA
noAnTUKamm 6esonacHocTn (PucyHoK 136).

Ha ctpaHuue «MoanTnkmn 6e3onacHoCcTU» A0CTYMNHbI caeaytoume AencTBuA:

— ObICTPbIA MOUCK NONUTMKM HE30NacHOCTM C MOMOLLBbIO BBOAA NepBbiXx OyKB ee
Ha3BaHMA B Noae «[ToOUCK»;

— BKJ/IIOYEHME U BblIKAOYEHME  BHelHero uHTepdpenca MY  KacaHuem
nepekntoYaTena cnpasa OT BbIDPaHHON NOAUTUKM.
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MPUMEYAHUE. Mpn akTMBaLUMM NepekntodaTeb HAYHET CBETUTLCA ApYe, Yem B
COCTOSIHUM MO YMONYAHMIO (HEAKTUBHOM);

— ONIOKMPOBKA M Pa3bNIOKMPOBKA BO3MOXKHOCTM WMCMNO/Ib30BAHMA MNPOrpaMm M
M3MEHEHMA HACTPOEK BHELHNX MHTepdencoB MY KacaHMeM COOTBETCTBYHOLLENO 3HAYKa
cnesa OT BbIOpaHHOM NOANTUKM NMDO KacaHMeEM NOAA, B KOTOPOM Pacno/ioxKeHa BbibpaHHan
NO/INTUKA.

MPUMEYAHUA:

)
v/ 3Ha4yoK [ yKasblBaeT Ha TO, YTO MOAUTUKA Pa3bNoKMpoBaHa (40CTyNHa), 3Ha40K

M

() yKasblBaeT Ha TO, YTO NOAUTUKA 3aDN0KMPOBaHaA (HeA0CTyNHa);

v Mpu 610okuposke MI: «Bbpaysep», «Kamepa», «CoobuweHunsa», «TenedoH»
cooTBeTcTBeHHble MI1 nponaaatoT ¢ SKpaHa NPUAOKEHUN.

B cnyyae ecnun Kakas-nmbo M3 NOAMTUK 3aBNOKMPOBaHA aAMMHUCTPATOPOM, NpPK
NOMNbITKE AOCTyNa K COOTBETCTBYIOWEN QYHKUMU  UMAM  KOMMOHEHTY, OTOOpasunTCs
yBegomneHue (PucyHok 137).

| Monutukm 6esonacHocTH | Bluetooth

OTKNoYeHo npu noMoLun

BO3 A C
Aurora Device Manager
Q Mowuck
Bluetooth
E] Bluetooth
& ABunapexvm @
[5 Bpaysep

E] lonocoBble Bbi30BbI
[5 [o6aBneHwve akkayHTOB
[5 Kamepa

[5 MwukpodoH

[5 MoHTupoBaHue USB-HakonuTenei

)

PucyHok 136 PucyHok 137

HavmeHoBaHMe M onncaHue ynpasBademblX NOAUTUK He30nacHOCTM NpUBEAEHO B
Tabauvue (Tabamua 13).

BHUMAHMUE! CocToAHME NOAUTUMKM NO YMOAYAHUIO OTANYAETCA B 3aBUMCUMOCTUN OT
Bepcum OC ABpopa.
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Tabnnua 13

MonunTtmnka no

YnpasneHua

BPEMEHMU

Ne HasBaHue NoNnTUKK OnucaHue NOAUTUKHK ATpunbyT 6e3onacHocTu 6 o
YMONYaHMIO NOJ/INTUKOM
1 Bluetooth Mcnonb3osaHune nHTepdeica Bluetooth® | BluetoothToggleEnabled 3abnoKknposaHa GUI
2 ABMapexRMm icnonb3oBaHWe aBMaperKnMma FlightModeToggleEnabled PasbnokunposaHa |GUI
3 Bpay3ep PaboTta nonb3oBaTens c bpaysepom BrowserEnabled Pa3bnokmpoBaHa |GUI
4 FoNocoBble BbI30OBbI PaboTa c ronocoBbiMM BbI30BaMM VoiceCallEnabled PasbnokmposaHa |GUI
5 [obasneHne akkayHToB | [lobaBneHme AaHHbIX y4eTHbIX 3anuceit | AccountCreationEnabled PasbnoknposaHa |GUI
6 Kamepa Mcnonb3oBaHMe Kamepbl CameraEnabled PazbnokmpoBaHa |GUI
7 MunKpopoH Mcnonb3oBaHMe MUKPODOHaA MicrophoneEnabled PazbnokmpoBaHa |GUI
8 MoHTunposaHmne USB- MoHTrpoBaHue USB-HakonuTenemn USBMountEnabled PasbnokmposaHa |GUI
HakonuTenemn
9 MoOHTMpOBaHMe KapT MOHTMpPOBaHMeE KapT NaMATH SDMountEnabled PasbnokunposaHa |GUI
namsTu
10 |HacTtpoiku SIM-kapT YnpasneHue SIM-KapTamu SimSlotsSettingsEnabled PazbnokmpoBaHa |GUI
11 |HacTtpoikmn WLAN Mcnonb3oBaHue cetn WLAN WlanToggleEnabled PazbnokmpoBaHa |GUI
12 |HacTpolku reonokaumm | Mcnonb3oBaHue cny»Kb reonokaumm LocationSettingsEnabled PasbnokmpoBaHa |GUI
13 |HacTpolku rnobanbHbiXx |HacTpolkmn rnobanbHbIX CEPBUCOB GlobalServiceSettingsEnabled PasbnoknposaHa |GUI
cepsuncos
14 |HacTpolika aaTbl 1 3meHeHMe HacTpoek BpemeHu 1 aaTbl | DateTimeSettingsEnabled PasbnoknposaHa |GUI

® CocTosHME NONUTMKM MO YMONYaHMIO A1 cepTuduLmposaHHoi Bepcum OC ABpopa.
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Monutnka no

YnpasneHua

No Ha3BaHMe nosnTukm OnucaHne NoAUTUKK ATpnbyT 6esonacHocTH p .
YMOJIHAHMIO NOJINTUKOM

15 |HacTpolikn mobunbHon | HacTponkin mobuabHOM cetu MobileNetworkSettingsEnabled |Pa3bnokuposaHa |GUI
cetu

16 |HacTpoikM npoKcu HacTpoiKka npokcu-cepsepa NetworkProxySettingsEnabled 3abn0KMpoBaHa GUI

17 |O6bwmin goctyn K Mcnonb3oBaHue MY B KauecTse InternetSharingEnabled Pa3bnokmpoBaHa |GUI
NHTepHeTy H6ecnpoBOAHOM TOYKM A0CTYNa

18 |Mepenaya danos Ha MK |Mepenaya dannos no npotokony MTP | UsbMtpEnabled 3abnoKnpoBaHa GUI
(MTP)

19 |PepaktmuposaHume VPN- HacTpoiika/penakTnposaHme VPN- VpnConfigurationSettingskEnabled |Pa3z6nokuposaHa |GUI
coeiNHEHNM coeanHeHWNI

20 |[Cbpoc K 3aBOACKMM BbinonHeHne cbpoca MY K 3aBoackum | DeviceResetEnabled PasbnoknposaHa |GUI
HACTpPOMKam HaCTPOMKam

21 | CHMMKM 3KpaHa Co3aaHMe CHMMKOB 3KpaHa ScreenshotEnabled PazbnokmpoBaHa |GUI

22 |CoobuieHunn Otnpaska SMS SMSEnabled PasbnoknposaHa |GUI

23 |YnpasneHue NFC Mcnonb3osaHue NFC NfcToggleEnabled PasbnoknposaHa |GUI

24 | YnpasseHue coctoaHnem |YnpasneHne VPN-coegnuHeEHNAMM VpnConnectionSettingsEnabled PasbnokmpoBaHa |GUI
VPN-coeamHeHumin

25 |YcTaHoBKa npunoxeHunin |YctaHoska MI1 ApplicationInstallationEnabled 3ab710KMpOBaHa GUI
13 dalnoBoro
MeHeaKepa

26 |3kcnopT BO3MOKHOCTb 3KCNOpPTa UserReportExportEnabled 3abnoknposaHa GUI
N0/Ib30BaTENbCKMX N0JIb30BaTE/IbCKMX OTYETOB
0OTYeTOB

27 |- HacTpolka mobunbHbIX Touek goctyna | MobileDataAccessPointSettingsEn | PazbnokumposaHa | policy.conf

abled
28 |- Bo3amorkHocTb obHoBneHMA OC Aspopa | OsUpdatesEnabled PasbnoknposaHa |policy.conf
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MNonntnka no YnpasneHua
No Ha3BaHMe nosnTukm OnucaHne NoAUTUKK ATpnbyT 6esonacHocTH p .
YMOJIHAHMIO NOJINTUKOM
29 BO3MOKHOCTb YCTaHOBKM SideLoadingSettingsEnabled PasbnokuposaHa |policy.conf
HenoANMCaHHbIX (HeAoBEPEHHbIX)
nporpamm
30 AKTUBALMA peXKMMa pa3paboTunKa DeveloperModeSettingsEnabled |PasbnokmposaHa |policy.conf
31 PaboTa co CTaTUCTUKOM MHTEPHET- NetworkDataCounterSettingsEnab|Pa3zbnokuposaHa |policy.conf
NAHHbIX led
32 PaboTa co CTaTUCTMKOM 3BOHKOB CallStatisticsSettingsEnabled PazbnokmpoBaHa |policy.conf
33 N3meHeHne TMna TeXHON0rm CellularTechnologySettingsEnable | PazbnoknposaHa |policy.conf
MODBUbHOM Nepeaaym AaHHbIX d
34 Bo3MOKHOCTb MCNonb3oBaHKUs pexuma | UsbDeveloperModeEnabled PasbnoknposaHa |policy.conf

pa3paboTymka no USB
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4.4, OrpaHnyeHue NPOrpaMMHoON cpeabl

B OCABpopa OrpaHuMyeHMAa MpPOrpammHOM  cpedbl  MOryT  334aBaTbCA
aAMUHNCTPATOPOM C MOMOLLBID M3MEHEHWUA IMMUTOB, ONUCaHWE KOTOPbIX MpUBEAEHO B
npunoxenun (MpunoxkerHne 1).

B OC Aspopa npwu yctaHoBke 10 BbINOAHAKOTCA Cieaytolme NPOBEPKU:

— coaepx*aHua RPM-nakeTa Ha npegMeT MCMNOJIHAEMbIX CLeHapueB B pasgene
postinstall,

— YCTaHOBKM nporpamm 6e3 npumeHeHnsa BUTOB suid-bit U sgid-bit.

4.4.1. MexaHusm nognucu RPM-nakeTtos
4.4.1.1. Noanucb 1 nposepKa noanmcn RPM-nakeTa

B OC ABpopa ncnonb3yetca mexaHnsm nognmucu RPM-nakeToB 1 UX COAEPKMMOTO,
npwn 3TOM:

— 714 NAKEeTOB OTK/IKOYEHbI M He ucnonb3yTca GPG-noanucu;

— noAnuch paspaboTymka noanmcbisaeT RPM-naKeT LennKom;

— NOANMCb UCTOYHMKA NOANMCbIBAaeT 061acTb NoANMnCcK pa3paboTymKa.

Kaxkabim RPM-nakeT MmeeT Ha3BaHMe, COCTosLLEE M3 CieAyHoLWLMX YacTen:

— Ha3BaHMe NPorpammsl;

— BepcuA NPOrpammsl;

— apPXUTEeKTypa, nof KoTopyto cobpaH RPM-nakeT (armv7hl, i386, ppcn T. 4.).

CobpaHHbIn RPM-nakeT 0bbl4HO MMeeT cneayowmin GopmaT Ha3BaHMA:

<HasBaHUe>—-<BepcUua>-<pemn3>.<apxXUTeKTypa>.rpm

Hanpumep:

nano-0.98-2.1386.rpm

RPM-nakeT MOXKeT coaep*aTb TONbKO NCXOAHbIe KOAbl, NPY 3TOM MHPOpMaLna 0b
apPXMUTEKType OTCYTCTBYET M 3aMeHAETCA Ha src.
Hanpumep:

libgnomeuimm2.0-2.0.0-3.src.rpm

BUbAMOTEKM PacnpOCTPaAHAIOTCA B ABYX OTAE/bHbIX MaKeTax: NepBbll COAEPHKUT
CobpaHHbIN Ko, BTOPOM (06bIYHO K HeMy A00aBAAlT -devel) COAEPHKUT 3aroN0BOYHbIE
dannbl, a Takke Gannbl, Toebyemble AN Pa3paboTKu.

Heobxoanmo, 4Tobbl BepcuM ABYX MAKeTOB COBMaZanuM, B MPOTMBHOM Cay4vae
6MbAMOTEKM MOTyT paboTaTb HEKOPPEeKTHO. [aKeTbl C pacliMpPeHMEM noarch.rpm He
3aBUCAT OT KOHKPETHOW apxuTekTypbl MY 1 0b6bl4HO coaeprKaT rpaduKy, apXMTEKTYPHO
HEe3aBMCUMble CKPUMTbI, @ TaK¥Ke TEKCTbI, UCNOb3yeMble APYTMMU NPOrpaMMamMMm.

RPM-nakeT obecneymBaer:

— NIerkocTb yaaneHuma n obHosnerHuns MoO;
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— nonynapHocTb — 4acTo MO cobupaetca umeHHo B RPM, HeobxoammocTb COOpKM
NPOrpPaMMbl U3 UCXOAHbIX KOAOB OTCYTCTBYET;

— HEeWHTEepPaKTUBHYIO YCTAaHOBKY — MpPOLECC YCTaHOBKM/0OHOBNEHMA/yAaNeHUs
JIerKO aBTOMATU3NPYETCA;

— MPOBEPKY LLeSIOCTHOCTM MAaKEeTOB C MOMOLLBK KOHTPObHbIX CYMM M NOAMNNCEN;

— DeltaRPM — aHajnor Habopa M3MEHEHMW, MO3BOAANOWMM  ODHOBUTL
ycTaHoBneHHoe 10 ¢ MMHKUMaNbHOM 3aTpaTon TpaduKa;

— BO3MOXXHOCTb aKKyMyAALUMM ONbiTa COOPLUMKOB B spec-daline;

— OTHOCUTENbHYIO KOMMAKTHOCTb Spec-GaiaoB 3a CHET MCMO/Ib30BAHMA MAaKPOCOB.

Cneumdunra pabotbl RPM-naketoB B coctaBe OCABpopa cBsAzaHa C
nepepaboTaHHbIM mexaHn3amom KL (noapasaen 4.9).

NPUMEYAHMUE. B coctaBe OC ABpopa A0NYCKAeTCa YCTaHOBKA TO/IbKO NOAMNMCAHHbIX
RPM-nakeToB.

MNoanucb RPM-nakeTa npoBepAeTca B MOMEHT ero yCcTaHoBKU. [oanucy RPM-nakeTa
dopmunpytoTcs ¢ nomoulbto anroputma NOCT P 34.10-2012.

MoAnucb XpaHWTCA B CTaHAAPTHOM Ansa bubnmotekm OpenSSL popmaTte CMS n
COAEPKMUT cneayrowme AaHHble:

— Xel CoAepKMMOro naketa uam Nnoanucu npeablaywero ypoBHA ¢ NpUMeHeHnem
OYHKLMM XeLWMPOBAHMA U ANMHON Xel-Koaa 256 6ut no FOCT P 34.11-2012;

— [AaTy NOANMCAHMA NaKeTa;

— NOAMNWCb  YKa3aHHbIX  Bbille NoAem C  NPUMEHEHMEM  aAropUTMa
FOCT P 34.10-2012 v dyHKUMK xewmpoBaHma FTOCT P 34.11-2012, anunHa Bbixoaa 256 6uT;

— cepTUdPMKaT cybbeKkTa NnoanncK nakeTa.

NPUMEYAHUE. [1ns npoBepKM noanmcu B npoLecce ycTaHoBKM RPM-nakeTa nmeet
3HaYeHMe CTPYKTypa M cocTaB cepTmdmKaTa Katova nposepkn . CepTudurKaT A0NKEH ObITb
BblAaH KAMEHTY (cybbeKTy) npeanpmuatTnem-pa3padoTynKom.

Mpougecc nonyyeHmns cybbekTom cepTudmKaTa COCTOUT M3 CAeaytoLLMX STanoB.:

— reHepauma KA4YeBOoM Napbl, 3aLMLLEHHOM NAPOIEM.

NPUMEYAHUE. MoapobHoe onmcaHue npuBeaeHo Ha Beb-canTe:
https://developer.auroraos.ru/doc/5.1.5/sdk/app_development/packaging/package_signi
ng,

— CO3[4aHWe 3anpoca Ha cepTMduMKaT C yKasaHMem B 00s3aTeNbHOM MopsaKe
HAaMMEHOBAHMA KIMEHTA N NAPTHEPa;

— OTNpaBKa 3anpoca Ha nosyvyeHne cepTuduKaTa NpeanpuaTUO-pa3paboTInKy ©
noslydyeHne cepTmdmnKaTta ¢ NPUCBOEHHON METKOM rpynnbl 6e3onacHoCTyY;

— noanucaHve RPM-nakeTa, noay4yeHHOro ceptndmkata M 3aWMUIEHHOro Kato4a
noAnuncwm.

MeTKa rpynnbl 6€30MacHOCTU ABAAETCA CTPOKOW M MOXET ObITb MPOM3BOJIbHOM,
oAHaKo npeanpuatne-paspabotunk OC ABpopa npu Bbligade cepTUdMKaTa MCNONb3yeT
onpeaeneHHbln Habop meTok. O6paboTKa NOANMCAHHOrO NakeTa 3aBMCUT OT MPUCBOEHHOM
cepTudUKaTy MeTKM rpynnbl 6e30nacHoOCTK.
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[ns yctaHoBKM cTOpoHHero MO Ha MY, OyHKUMOHMPYOWEro noa ynpaBaeHnem
OC Aspopa, RPM-nakeT [0/KeH MMeTb noAnucb pa3paboTymka, KOTopas ABAAeTcA
06A3aTeNbHON M NO3BONAET MAEHTMOUUMPOBATL aBTOPA MAKETA, a TAKKe MCNOAb3yeTca ANA
noANMCK NaKeTa M UCNONHAEMbIX GalIOB BHYTPWU HErO.

NPUMEYAHUE. Be3 nognucm pa3paboTynka HEBO3MOXKHO YCTaHOBUTbL M1 Ha MY.

Ons noanucn MI TpebytoTca KAtoYeBas noAnMMCaHHaa napa W ceptudukat
(Tabnunua 14).

Tabnnua 14
Nmsa daitna Wmsa ¢aina 3anpoca| Wma dainna
HasHaueHwue ANroputM | 3aKpbITOro KAto4a| Ha cepTudMKaT No | cepTUdumKaTta no
MO YMONYaHMUIO YMONYAHMIO YMOJTYQHMIO
MNoanuce FOCT P 34.10- | packages- packages- packages-
RPM-nakeTtoB |2012 (256 6uT) key.pem cst.pem cert.pem

NMPUMEYAHUE. TleHepaumio KNOYEBbIX Map W 3anNpocbl Ha CepTUPUKaTb
HeobxoAMMO 3anycKaTb BHYTPM build-engine, noapobHoe onuMcaHMe O KOTOPOM
npueeaeHo Ha Beb-caliTe: https://developer.auroraos.ru/doc/
software_development/guides/package_signingttkeyAndCertGegFromIDE.

MprMmep KOMaHAbl 418 reHepaLUmmn KA4YeBbIX Nap 1 3anpocoB Ha cepTUdUKaTbl:

customer—-gen-csrs \ —--common-name "developer company name" \ --
binaries-key binaries-key.pem \ --packages-key packages-key.pem

B npouecce BbINOAHEHWSA KOMaHAbl ByayT 3anpolleHbl Napoan AnA WNPpoBaHNS
$alNoB C 3aKPbITbIMM KAO4amM M B paboyeit manke ckpunTa OyayT co3gaHbl dainbl
3aMNpoCoB binaries-csr.pem W packages—-csr.pem.

®annbl 3anpocos (He bannsbl KNtouen) HEeobxoAnMMo nepenatb
npeanpuUATUIO-Pa3paboTyMKy M NONYYUTL B3aMeH NoanncaHHble Ganabl cepTUPMKaTos.

NMPUMEYAHUE. Mpu npoBeaeHUM OGUMHANBHOMO TECTMPOBAHMA Cco3d4aHHbIX MIT
notpebyeTca cepTUPMKAT CTOPOHHEN OpraHM3aLmMm Ha noanucb RPM-nakeTa.

CepTndmKaT CTOPOHHEN OpraHM3aumm HeobxoAMMO AOMONHUTENbHO 3aNpPOCUTb Y
npeanpuaTna-paspaboTumka. Co3aaBaTb AOMNOAHUTENbHbIE KAKOYM M 3aNpocbl  Ha
cepTuduKaT He TpebyeTca. B ganbHenwem MmeHem No YyMoa4aHuio ana panna ceptuduKaTta
CTOPOHHEM opraHm3aLnm byaeT cYnMTaThCA packages—-client-cert.pem.

Bemay OTCYyTCTBMA MEXaHM3MOB A1A M3MEHEHWA NPUBA3KU B Aa/bHENLEeN
3KcnayaTaumm HeobXxoAMMO BbIMOAHUTb OAHO M3 CAeAyOLWMX AENCTBUNA:

— NOBTOPHO ycTaHoBMTb OC ABpopa Ha MY;

— OCyLecTBMTb cbpoc HacTpoek MY.

MPUMEYAHUE. [na npoBepkn noanucu RPM-naketa m nognucu dannos IMA
MCNONb3yeTCA eauHbln cepTUdMKaT, T.e. ANA NOAMNMCKM NaKeTa M ero CoAEepKMMOro
MCNONb3YyeTCA 0AHa NOAMNMUCh.
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MexaHun3m 6esonacHocTi IMA obecneynBaeT OTCYTCTBME BO3MOXKHOCTM 3aMyCKa Ha
MY ans HenoAnNMCaHHbIX UCNoAHAeMbIX GarnoB RPM-nakeTa, a TakKe A1A UCNOAHAEMbIX
dannos RPM-nakeTa, noAnMcaHHOro HeBEPHOM MNOANUCHID NMBO NOANMCbIO, KOoTopas
BEPHA, HO OT/INYAETCA OT TEKYLLEro KOPHEBOro cepTudmKaTa.

BHUMAHUE! [Mopaeprkmusatotca anroputmbl  ana: IMA SHA256, RSA2048 wu
FOCT 34.10 2012.

NMPUMEYAHUE. Mpn 0T3bIBE CKOMMPOMETMPOBAHHbBIX K/KOYEN MPOMNCXOAMT OT3bIB
KAto4a, a He cepTuduKaTa.

B uenax pasaeneHua 30Hbl M NoaaepKaHua rybuHbl MHTErpaumm CTOPOHHMX
RPM-nakeToB MmetoTca A0ONONHUTENbHbIE NOArpynnbl Ana noanucen: Regular, Extended,
MDM, Antivirus, KoTopble pa3nnyatoTca Habopom nNpaBuA U paspelleHnin no
PacnoNoXeHnto u  B3aumogdenctemtio ¢anmnos B OC, a TaK¥Ke WCNoNb30BaHUEM
B3aMMOCBA3aHHbIX KOMMNOHEHTOB.

MPUMEYAHMUE. [1na KoppeKTHOM yCTaHOBKM M paboTbl Ha MY, YHKLMOHMUPYHOLLEM
noa ynpasneHmem OC ABpopa, RPM-nakeT p[onkeH COOTBETCTBOBATb TpeboBaHMAM,
YKa3aHHbIM Ha Beb-caure: https://developer.auroraos.ru/doc/
software_development/guidelines/rpm_requirements. OgHaKo A/1a ynpoLleHns npoLecca
y pa3paboTymKa ecTb BO3MOMKHOCTb OTKAtOYeHMA Banugaumm RPM-naketos, npu aTom
OCHOBHblEe KPUTUYECKMe A1A CUCTEMbI MPOBEPKM OCTAHYTCA aKTUBHLIMM.

[ns rpynnbl 6e3onacHoCcTM TpebyeTca cneaytollee:

— o0b6Aa3aTenbHaa noanuch pas3paboTynKka, MeTKa — developer;

— OMNUMOHANbHAA MOAMMUCb WMCTOYHWKA, MeTKa — client. Mcnonbsyerca A4nA
peann3aumm AOBEPEHHbIX MCTOYHMKOB (Nn. 4.4.1.3).

MoAanucy HakNaablBatOTCA ceayolmm obpas3om:

1) Pa3paboTumk noanucbiBaeT RPM-nakeT, KOTOPbIN OH NPOU3BEN;

2) RPM-nakeT onumnoHanbHO NOANMMUCLIBAETCA NOAMMUCHIO MCTOYHMKA (MapkeTom MI
NN KTUEHTOM).

Mpu 3TOM pa3paboTymk nognucbiBaeT HenocpeacTBeHHO RPM-nakeT, a KaxKkabli
nocneayowmMin cydbbekT NoANnCbIBAaeT NpeablayLLyto NoANNCh (T.e. UICTOYHUK NOAMNUCbIBAET
noAnuchb paspaboTymKa), Takum 0H6pPa3oM OpraHnM3oBaHa Mepapxmsa NoANMUCEN, B KOTOPOM
Ha KaXXZOM M3 3TanoB NPOBEPKM MOXKHO BbIABUTb PACXOXKAEHUA.

KopHeBoi1 cepTndmkat npeanpuatUsa-paspaboTinKa: 415 YCTaHOBKM 0BEPUA MEXKAY
cepTUPMKaTaMmM U CUCTEMOM NpeanaraeTca Mepapxmyeckan CBA3b Mexay cepTuduKaTamm,
KOTOpble MCMONb3ytTCa Ans noanuck naketos. MpeanpuaTtne-paspadotynk OC ABpopa
NOCPeACTBOM YTUNUTbI tk26sig reHepmpyeT cepTUPUKAT, KOTOPbIN CYMTAETCA KOPHEBBIM.
[anee npeanpuAaTne-pa3paboTumK, NCNONb3YS AaHHbIN CEPTUPUKAT, BblAAET CEPTUDMKATDI
CBOMM K/AMEHTAM Ha OCHOBE WX 3anpoca - 3TO MOryT ObITb KAO4M pa3paboTymka M
MCTOYHMKA.

Takmm o6pa3om, Bceraa BO3MOMKHO MNPOCAEAMTb CBA3b MEXAy LEenoYKoM
cepTMOMKATOB: €CNM  BblAAHHbIN KAMeHTam cepTudMKAT He BblAaH NpeanpuaTUEM-
pa3paboTyMKOM, OH CUYMTAeTCA HeaeNCTBUTENbHbIM, COOTBETCTBEHHO, BCE MOMbITKM
yCTaHOBUTb RPM-nakeTbl, NoANMCaHHble cepTUPMKATaMM, BblAAHHBIMKU HE NPEeANnPUATUEM-
paspaboTynkom, byayT HeyaauYHbIMM.
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[MyTb OO KOPHEBOro cepTuduKaTa npeaonpeneneH Ha MNPOrPamMHOM YPOBHE:
/etc/rpm/rootcacert—omp.pem.

CeptuduKat npeanpuatTUa-paspabotumKa: cpeam Bcex CepTMPUKATOB AAA TPynmbl
developer Hanbonee BaYKHbIM ABnAeTcA cepTUdUKaT, BblAaHHbIM
npeanpuaTnio-paspabotunky ana paspabotkm OC ABpopa. Takumm cepTudmKaTamu
NOAMMCLIBAIOTCA BCE NPOAYKTbl  NpeanpuatTMa-pa3paboTynka M BCE  CUCTEMHbIE
RPM-nakeTsbl.

[MaKkeT, NOAMUCAHHbLIA [AaHHbIM CepTUdMKATOM, He noABepraeTca npoLeccy
Ba/MAaumm (T.K. TakMe nakeTbl BCerga CYMTAOTCA JO0BepeHHbimM). [na  oTanyms
cepTUPMKaToB nAeHTMOMKATOP NYDAMYHOrO KAtoYa AaHHOTO cepTudmKaTa yCTaHaBAMBAETCA
B ®C no Nyt /etc/rpm/system-developer-keyid M NPU YCTAaHOBKE KaxKAOro nakeTa
NpPonCcxXoamMT npoBepKa NybAnMYHOro Katoda ceptudumKkata npeanpuatma-paspaboTymKa,
KOTOPbIM NOAMNMCAH NAKET C KAOYOM, pacnonoxKeHHbim B OC.

BHYTpeHHAA CTpyKTypa nognucen: noanucu ¢anna IMA uHTerpmpytotca B 610K
noAnucK nNpeanpuaTHa-paspadboTynKka, noanncb IMA nepeHoCHUTCA M3 3aro/I0BKa NakeTa.
TonbKo nepsasA Noanuch (He Becb Gpalin) 3aBepAeTca BTOPOM NOAMUCH!O.

Obwmin popmat noanmncaHHoro RPM-nakeTa npueeaeH Ha pucyHke (PucyHok 138).

RPM-naker MognucaHo
3 PazpaboTumrom
aroNoBOK —
CofepHumoe ’
Mognuce 1
(PazpaboTumk)
CBeeHWA O NOANWUCEHTE
2 . MognucaHo
CEDTHCbHHaT KnueHTom
Mognuce IMA
Llenoyka poTaumm
{onu.)

Moanuck 1 (3aronosok)

Moanuck 2 (KnueHT)

CeefleHHA O NOANUCaHTE

CepTuduKkar

Mognuce

MNoanuce 2 (3aronoeok)

PucyHok 138
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Bannpaupa RPM-nakeTtoB: RPM-nakeTbl BaAMAMPYHOTCA CLUEHapMem, HaxoaAWMMCA
B NpoekTe rpm-validator. Mpouecc BanMaaLMM Ha COOTBETCTBME NPOXOAAT He Bce RPM-
NakeTbl, @ TONbKO HEe YyA0BAETBOPALIME YCA0BMAM 6e30MaCHOCTWN, YKa3aHHbIM Ha
Beb-canTe: https://developer.auroraos.ru/doc/software_development/guidelines/
rom_requirements.

RPM-naKkeTbl, NOANMCAHHbIE KAOYOM NpeanpuATUA-pa3paboTiMKa, He npoxoaAaTt
npouecc Banmaaunm.

[Mpw ycTaHOBKe Yepe3 1ibrpm RPM-nakeT npoxoanT cneayroume ctagmm:

— BHYTPEHHMe NPOBEPKMY;

— Banmaauma naarMHOM rpm-plugin-validation.

MnarmH rpm-plugin-validation, BbI3BaHHbIA nepen ycTaHoBKOWM RPM-nakeTa,
nocnenoBaTelbHO BbIMOAHAET CAeAytoLLmMe AeACTBUA:

— NpoBepKa noanucen n ceptudmnrkatos RPM-nakera;

— ecnn RPM-naket AsnAetca obHOBAEHMEM, TO MpPoOBepAeTcA, 4To cepTuduKaT
pa3paboTynka He u3meHuncs (T.e. He U3MeHUNca Am  paspaboTymk). MameHeHue
cepTudmKaTa NpeanpuaTMa-pa3padboTyMKa CYMTAETCA OLLMOKOM YCTAHOBKY;

— ecan RPM-nakeT noanucaH He npeanpuaTMeM-pa3paboTyMKOM, BbINOAHSAETCS
Ba/MAauUmMA nakeTa. HeycnelwHas BanMaauma CYMTaeTca OLMOKON YCTAaHOBKM;

— BCTaBKa cepTudumkata B cuctemHbin IMA keyring. HeycnewHbin npougecc
CYMTAETCA OWMOKON YCTAHOBKM;

— BCTaBKa MHPopmaumm o noanmcax u ceptudmkatax RPM-naketa B b/
rpmsign-external. HeycnewHbl Npouecc cYnmTaeTcs oWnbKOM yCTaHOBKM.

Mo 3aBeplieHnn obpaboTkm RPM-naKeTa Kaxzaoe AencTeme cosgaeT coobulieHume
ayamTa B sdjd (cuctema ayauTa npeanpuatmua-paspaboTymka (cm. nogpasgen 4.1) o6
ycnexe nnbo Heycnexe Npu ycTaHoBKe Man yaaneHun RPM-nakeTa.

Mpu yctaHoBKe ntoboro RPM-nakeTta HeobxoAMMO y4MUTbIBATb Caedytollee, 4To
Kaxabl1 RPM-naKkeT AoMKeH MMeTb Kak MUHMMYM NOANMUCb NpeanpuATMA-pa3paboTynKka
nakeTa.

[Onsa nposepkn noanncn RPM-naketa He06X0AMMO BbIMONHUTbL KOMAHAY:

rpmsign-external verify —--root-cert ca.pem someapplication.rpm

[lna npocMmoTpa BakHbIX aTpMbyTOB NOANUCK (MMeHM cybbekTa, MeTKM 1 ID Kntoya)
HeobX0AMMO BbIMOAHNUTL KOMaHAY:

rpmsign-external dump someapplication.rpm

4.4.1.2. MNoanuce MIT

Ona noanncy MI HeOBX0AMMO BbIMOAHUTbL KOMAHAY:

rpmsign-external sign --key packages-key.pem --cert packages-cert.pem
sampleapp.rpm

roe:
— sampleapp.rpm— NaKeT, coaepxauinm MNo;
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— packages-key.pem — 3aKPbITbI KAOY NOAMNMCKU NAKETOB;

— packages-cert.pem— CepTVId)VIKaT noanmcum NakeTos.

BHUMAHMUE! B npouecce nognucu byayT 3anpolleHbl NapoabHble ppasbl OT palnios
C 3aKpbITbIMK KNto4amm ana nognmcu RPM-nakeTos.

Ona vsonaumm MIT MCnonb3yroTCA NecoYHULUbl, ONMMCaHME KOTOPbIX MPUBELEHO B
noapasgene 4.5.

4.4.1.3. Nlcnonb3oBaHMe A0BEPEHHbBIX MCTOYHUKOB

B OC ABpoOpa 1cnonb3yeTca MexaHW3M yrnpasieHna 4OBEPEHHbIMU UCTOYHUKAaMM, C
MOMOLLBKD KOTOPOro Ha MY MOXHO YyCTaHaBAMBATbL TONbKO AoBepeHHble MI1, nmetowme
noANMUCb OAHOIO U3 UCTOYHUKOB, A0OABNEHHbIX B CMUCOK JOBEPEHHbIX.

MoANUCb NCTOYHMKA B CMIMCOK AOBEPEHHbBIX MOXET ObiTb A06aBNEHa:

— opuuManbHbIM MarasmHom MIT;

— agmuHuctpatopom MM10.

Mpwn paboTe ¢ MMM agMUHUCTPATOP NOAYYAET CAEAYIOLLINE BO3MOXKHOCTMU:

— yCTaHaBAmnBaTb M1, nognMcaHHble Pa3/IMYHbIMM UCTOYHMKAMKN, 40OABNEHHBIMMK
B CMMCOK J0BEpPeHHbIX (cm. nn. 2.3.2.1);

— 000aBNATb UCTOYHMKM B CMIUCOK AOBEPEHHbIX A8 nocaeaytoulen yctaHoBkmM M
(cm. nn. 2.3.2.2);

— ycTaHaBamBaTb MI 6e3 noanncK nctodHmka (cm. nn. 2.3.2.3).

Mpwn paboTe ¢ AOBEPEHHBIMMU UCTOYHUKAMW aAMMHUCTPATOP MNOyYaeT caeayouimne
BO3MOHOCTU:

— paspeLaTb U/MAK 3anpeLaTtb YCTaHOBKY HenoanucaHHoro MMM (nn. 4.4.1.3.1);

— MPOCMATPMBATb CMMCOK M BbIOMpPATb A0BEPEHHbIE NCTOYHUKK (nn. 4.4.1.3.2);

— yAanATb UCTOYHUK M3 CMUCKA AoBepeHHbIx (nn. 4.4.1.3.3).

4.4.1.3.1. HacTpoMKa ycTaHOBKM HenognucaHHoro MIT

[na paspeleHns YyCTaHOBKM HenoanucaHHoro MIT HeobxoAMMO BbINOAHUTL
cnepyrouine AencTeuma:

— OTKPbITb MEHK CUCTEMHbIX HACTPOEK KacaHMem 3HayKa @ Ha JKpaHe
NPUNOXKEHUIM (CM. PUcyHOK 1);

— KOCHYTbCA MYHKT@ MeH «MCTOYHUKU MNPUNOHKEHUNY 5 s noapasaene
«be3sonacHoOCTb;

— Ha OTKpPbIBLWIENCA CTpaHMLE aKTMBMPOBATb NepeKkatyatens «PaspewnTb
YCTAHOBKY NPUAOKEHWUM He3 noanncK ncTouHmnka» (PucyHok 139);

— MOATBEPAUTb AENCTBME BBOAOM TEKYLLErOo Napons (CM. PUCYHOK 4).

NMPUMEYAHUA:

v Mpu AeakTvBauumn nepexatodatens «PaspewmnTb YCTaHOBKY MPUIOXKEHUN 6e3
noAnNnUcKM UCTOYHWMKa» OyayT yAaneHbl ycTaHoBAeHHble MIT 6e3 noanncKM MCTOYHMKA
(PucyHok 140);

v MoapobHoe onucaHne yCTaHOBKM HenoanucaHHbix MIM npuseaeHo 8 nn. 2.3.2.3.
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| WCTOMHUKM NPUSTOXEHUI

#  PaspelunTb yCTaHOBKY
npunoxexui 6e3 nognucu
MCTOYHMUKA

BO3MOXHOCTM YCTaHOBKW HEl0BEPEHHbI
NPUNOXEHUIA

JloBepeHHbIe UCTOYHUKM

BknioyeHue gaHHoW HaCTPOKU NpUBeAET K

X

®

PucyHok 139

OTMeHUTb MopTeepauTtb

YBanuTtb yCTaHOBNEHHbIE
npunoxeHus 6e3 nognucu
WUCTOYHUKA?

B cny4ae noaTBepxAeHUs AaHHOro AencTeus
6yayT yaaneHs! CneayioLme NpunoxeHus:

PepakTop nsobpaxeHuit
WebWildberries

J Colordots

CodeReader

j ClubCode

@ CarBudget

0SM Scout

A Anbda OHnaitH

PucyHok 140

4.4.1.3.2. [1poCMOTp CNMCKa A40BEPEHHbIX MCTOYHNKOB

| ﬂOBEPEHHbIe UCTOYHUKHN

MoaTeepX/AEHHbIE NCTOYHMKMN YCTaHOBKM
MPUIOXeHUI

dev.rustore.ru
KeylD: d3b57e52...40a14b27

PucyHok 141

MNMPUMEYAHUE. MoapobHoe onncaHmne nobaBneHua
MCTOYHWMKA B CMMCOK [OBEpPEeHHbIX MNpMBeAeHO B
nn. 2.3.2.2.

OnAa npocmoTpa ChMCKa [A0BEPEHHbIX MCTOYHMKOB
HEeobXoAMMO KOCHYTbCA Nonsa «JoBepeHHbIE NCTOYHUKMNY
(cm. PucyHok 139), B pe3ynbtate 0TOOpasnTca CTpaHuLa
CO CMUCKOM A0BEPEHHbIX MCTOYHMKOB (PrcyHok 141).
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4.4.1.3.3. YnaneHue UCTOYHWMKA U3 CMNCKA 4OBEPEHHbIX

[Ons ynaneHna WCTOYHWMKA W3 CMNMUCKa [A0BEPEHHbIX HEOOXOAMMO BbIMOAHUTL
cneayrouime AencTBus:

— Ha cTpaHuue «JloBepeHHble  UCTOYHWMKM»  (CM. PucyHok 141)  OTKpbITb
KOHTEKCTHOE MEHI HEOHXOANMMOTO NCTOYHMKA;

— KOCHYTbCA NYHKTa «YaanuTb» (PucyHok 142);

— NOATBEPAUTbL AENCTBME BBOAOM TEKYLLErO Napons (cm. PucyHok 4);

— Ha OTKPbIBLIEMCA CTPaHMLE KOCHYTbCA KHOMKM  «[loaTtBepauTb»  ANA
NOATBEPXKAEHNA onepaumm MMHBO KHOMKKM « OTMEHUTb» ANA OTMeHbI (PucyHok 143).

BHUMAHWME! Mpu yaaneHnn MUCTOYHWKA M3 CNKMCKA A0BEPEHHbIX OyayT TakxkKe
yaaneHbl MI1, noanucaHHble AaHHbIM UCTOYHUKOM (PucyHoK 143).

| [loBepeHHble NCTOYHUKHU | OTMEeHUTb MonTBepauTh |
MoaTBepXAEHHBIE MCTOYHMKY YCTaHOBKM Ypanutb UCTOYHUK dev.rustore.ru u3
Elalalr Cirlald Cru1cKa 4OBEPEHHbIX?
dev.rustore.ru YnaneHue UCTOYHMKa NPUBEAET K yAaNeHuo
KeylD: d3b57e52...40a14b27 BCEX MPUIOXEHUM, MOAMMUCAHHbIX AaHHbIM
Kele: UCTOYHUKOM:
d3b57e5265bf0ec890cfb13707c5b1768c09702
3cab26fb595¢cal170740a14b27 m RuStore
i Yaanuts
PucyHok 142 PucyHok 143

4.4.1.4. Nposepka noanncm bUHapHbIX panaos

B noanucmn RPM-nakeTa xpaHuTcs cekuma ¢ noanucamm IMA ansa kaxkgoro ¢anna,
cofepallerocs B nakete. Bo Bpema yCTaHOBKM COAEPKMMOrO nakeTa Ha Kaxkablh Gpann
YCTaHaBAMBAETCA  PACWIMPEHHbIM  aTpubyT  security.ima, Kyda  nNomeuwlaeTtca
COOTBETCTBYIOLWANA AaHHOMY darny noanmcs IMA.
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Mpu 3anycke buHapHoro ¢arna npomncxoanT obsa3aTenbHana npoepka nognmcn IMA
c nomoubto noacuctembl OC Linux IMA/EVM un cepTudukaTa, NepemelieHHoro B
IMA keyring npu yctaHoBKe RPM-nakeTa. B cnyvae HeycnelwHom NnpoBepKm BMHaPHbIA daiin
He byaeT 3anyLleH.

[na nposepkn noanncn brHapHbIX GanaoB HEOOXOAMMO BbIMOAHUTbL KOMaHAY:

rpm -q --gf ' [${FILENAMES}\n%{FILESIGNATURES}\n]' package.rpm | grep
-Al /usr/bin/ | tail -n 1 | cut -c 7-14

roe package.rpm — MMa daina NnoanMcaHHOro NakeTa.

PesynbTaToM paboTbl nporpammsbl byaeT 4 H6aiTa, Hanpumep: de39e183.

Takad »ke nocnenoBaTeNbHOCTb LMPP A0NKHA MPUCYTCTBOBATL B BbIBOAE KOMAHAb!
cat/proc/keys, €Can cepTUPMKaAT noanmcu BuHapHbix darnos 6bin gobaBaeH B Nanky
/etc/keys/ima.

MPUMEYAHMUE. Mpu nposepke noanucyu MM moxeT noTpeboBaTbca nepesarpyska
MY.

4.4.2. PaboTta c cepTudurkaTamm
4.4.2.1. lobaBneHne KOPHEBOro CePTUPMKATA YA0CTOBEPAIOLLETO LIEHTPA

KopHeBol ceptnudmkaT yaoctosepstollero ueHTpa (YLU) npeacrasnset cobon painn,
coaepKalmin WndpoBaHHyO cepBUcHYyto nHdopmaumto 06 YU, Ha ocHoBe gaHHoro ¢aina
CTPOMTCA Lenovka JoBepus cepTudmkatam. [lonydms agoctyn K wWKdpPOBaHHOM
MHPOPMALIMK, KPMNTONPOBAMAEp MNOATBEP)KAAET MNOAJAMHHOCTb AMYHOM Il Takmum
obpasom, nobasa IM, sbinyuweHHas YL, paboTaeT KOPPEKTHO TONAbKO MNPU HaUYUK
KOpHEeBOro ceptudmkara.

[Ona pobasneHns KopHeBoro ceptuomkata YL B AoBepeHHble Heobxoammo
BbIMO/IHUTL CNeaytoline AeNCTBMA:

— noakntountb MY K 3BM ¢ nomousto USB-kabens;

— BblbpaTb pexum «poToKkon nepesaym aaHHbIx (MTP)»;

— cKkonunpoBaTb ¢ 9BM n nepeHectn Ha MY ceptudukat YU,

— OTKPbITb M1 «Terminal» 1 BbINONHUTL CAeAyroLLMe KOMaHAbI:

devel-su
cp <nyTe kK oainy> /etc/pki/ca-trust/source/anchors/
update-ca-trust

3arpy3uTtb KopHeBoin cepTudumkat YL Ha MY Tak¥Ke BO3MOXKHO C MOMOLLbIO CeTH
NHTepHeT, BbinonHMB B MI1 «Terminal» chneaytouime KoMaHab!:

devel-su

curl -o /etc/pki/ca-trust/source/anchors/root ca.crt "https:
//url ceprtudukrara/root ca.crt"

update-ca-trust
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4.4.2.2. NpoBepKa cepTUdMKaToB

[lna npoBepKM cepTUPUKATOB HEOBXOAMMO BbIMOAHUTL CAedytoLine AeNCTBUA:
— 3arpy3nTb KOPHEBbIE CEPTUPMKATLI C MOMOLLLIO KOMaHA,:

curl -L https://developer.auroraos.ru/static/rootcacert-omp.pem -o
rootcacert-omp.pem

curl -L https://developer.auroraos.ru/static/ima-root-ca.x509.pem -o
ima-root-ca.x509.pem

— NpPOBEPUTbL CeEPTUDMKAT NoANMUCK BUHAPHBLIX GaiIoB C MOMOLLLIO KOMAHADbI:

echo "test" > testfile; openssl smime -sign \ -in testfile \ -
signer binaries-cert.pem \ -inkey binaries-key.pem \ -out
testfile.sig; openssl smime -verify \ -in testfile.sig \ -
signer binaries-cert.pem \ -CAfile ima-root.ca.x509.pem

— NPOBEPUTb CeEPTUOUKAT NOAMNMUCK NAKETOB C MOMOLLIO KOMaHAbI:

echo "test" > testfile; openssl smime -sign \ -in testfile \ -
signer packages-cert.pem \ -inkey packages-key.pem \ -out
testfile.sig.gost; openssl smime -verify \ -in testfile.sig.gost \
-signer packages-cert.pem \ -CAfile rootcacart-omp.pem

— NpPOBEPUTb CEPTUDMKAT CTOPOHHEN OPraHM3aLLMM C MOMOLLbIO KOMaHAbI:

echo "test" > testfile-client; openssl smime -sign \ -in testfile-
client \ -signer packages-client-cert.pem \ -inkey packages-
key.pem \ -out testfile-client.sig.gost; openssl smime -verify \
-in testfile-client.sig.gost \ -signer packages-client-cert.pem \

-CAfile rootcacart-omp.pem

4.5. N3onauma npoLeccos

4.5.1. N30nauma agpecHbIX NPOCTPAHCTB

PeweHne 3a4avm M30MAUMKM A4PECHbIX MPOCTPAHCTB MPOLLECCOB OCHOBAHO Ha
apxuTtekType Aapa OC ABpopa, KoTopoe obecneymBaeT cOBCTBEHHOE M30/IMPOBAHHOE
aApecHoe NPOCTPAHCTBO A1A KaXK40ro npouecca B CUCTEME.

Mcnonb3yembit MeXaHU3M M30AALMM OCHOBAH Ha CTPAHMYHOM MEexXaHM3Me 3alMUTbl
NaMATM, a TaKXe MeXaHM3Me TPaHCAAUMK BUPTYanbHOroO agpeca B  GU3INYECKUN,
noAAepKMBAEMOM MOAYNEM yrpaBaeHMa NamaTbto. OQHN 1 Te e BUPTya/bHble aapeca, C
KOTopbIMW paboTaeT npoueccop, npeobpasytoTca B pasHble du3Myecknme agpeca Ans
Pa3HbIX a4pPecHbIX MPOCTPAHCTB. [pK 3TOM MPOLLECC HE MOXET HEeCaHKUMOHMPOBAHHbLIM
0bpa3om Noay4YnTb AOCTYN K NPOCTPAHCTBY APYroro npouecca, T.K. HeNPUBUAETMPOBAHHbIN
NO/1b30BATENbCKUI MPOLECC AMLWIEH BO3MOMHOCTM paboTaTb C QU3NYECKOM MaAMATLIO
HaNPAMYIO.

MPUMEYAHUE. MexaHn3m pa3genaemon namAaTM no3BOAAET NOAYy4YUTb AOCTYyN K
OAHOMY W TOMY € VYYaCTKy namATM U  HaxXoAWTCA NoL KOHTPOJIEM MOJAUTUKM
OVNCKPELMOHHOro pa3rpaHnyeHna npas 4ocTyna.
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AApecHoe NPOCTPaAHCTBO AApa 3alMUIEHO OT MO/Ib30BATE/IbCKMX MPOLLECCOB C
MCNONb30BAHMEM MEXaHW3Ma CTPaHMYHOM 3aWwmTbl. CTpaHMUbl MNPOCTPAHCTBA AAPa
ABNAOTCA MPUBUAETMPOBAHHLIMKM, M AOCTYN K HMM M3 HENPUBUAETMPOBAHHOIO KoJa
BbI3bIBA€T UCKAKOUYEHME NpoLeccopa, KoTopbin obpabaTbiaetca Aapom OC KOPPEKTHbIM
obpazom.

EANHCTBEHHBLIM  CAHKLUMOHMPOBAHHLIM cnocobom poctyna K aapy OC wu3
N0/1b30BATENbCKON MNPOrpamMmbl  ABAAETCA MEXAaHU3M CUCTEMHbIX BbI30BOB, KOTOPbIM
rapaHTMPyeT BO3MOMXKHOCTb BbINMO/JIHEHWSA MONb30BATENEM TONbKO CAaHKLMOHMPOBAHHbIX
NEencTBU.

[1oNONHUTENbHbIE  MEXaHW3Mbl  M30/1AUMM  MNpoLLeccoB  obecnevymBatoTcs
NPUMEHSAEMbBIMU TEXHONOTMAMM KOHTEMHEPU3ALMM HEe TONbKO APYr OT Apyra, HO U OT
BHELLHMX PECYPCOB, a TaKXe BHELLIHWX PeCypCcoB OT MPOLLEeCCOoB.

MporpaMMHble CpeACcTBa pa3peLlatoT NpoLeccy AMlb onpeaeneHHbl nepeyeHb
NENCTBUI, BbIMOMHAEMbIX MO OTHOLWEHMIO K APYrMmM npoueccam u nepudpepuimnHbiM
YCTPOMCTBaM, BKAOYAsA NMOCTOSAHHOE 3anOoMMHatoLLEee YCTPOMCTBO, KOTOPbLIN onpeaenseTca
NP yCTaHOBKE NaKeTa, CoAepKallero MCnofHAeMbln dain.

NMPUMEYAHUE. MoapobHoe onucaHue NPUBUIETMPOBAHHbIX "
HenpMBUAETMPOBAHHbIX MPOLECCOB NPpUBEAEHO B Nnoapasaene 4.3.

4.5.2. N3onauma MI1 ¢ ncnonb3oBaHMEM NECOYHUL,

B OCABpopa peanusoBaHa Wu3onauma MI1 ¢ MCNonb3oBaHWMEM MECOYHML,
OCHOBaHHbIX Ha CBODOAHO pacnpocTpaHAaeMom npoayKTe Firejail, KoTopbI Mcnonb3yeT
cTaHaapTHble ana OC Linux MexaHM3Mbl namespace W seccomp-bpf, MO3BONANOLIME
onpeaenATb CNMCOK AOCTYMNHbIX 414 MIT cMCTeMHbIX BbISOBOB.

Firejail npeactaBnaer cobol NErkoBecHytd MNecovyHuuy W NoAXOAUT  ANs
ncnonb3oBaHmAa B MY, npu 3TOM BCe noJsib3oBatenbckme MIT 3anyckatoTca 4yepes
sailjail-obepTky Hapg Firejail. JlononHUTenbHO ANS M30AAUMKM MCNOAb3yeTcs xdg-dbus-
proxy, QUAbTPYOWMI Npokck ana D-Bus.

MexaHn3M seccomp-bpf 3anpellaeT HEKOTOPble CUCTEMHbIE BbI30BbI, HaNpumep:
mount/umount, ptrace, kexecW ap.

10 yMOMYaHUIO B mount namespace AOCTYMN K dC OrpaHn4ymBaeTCAa A0.

— [OCTyNna Ha YTeHMe M 3anuCb K AaHHbIM KOHKpeTHoro MM ($XDG DATA HOME,
$XDG_CONFIG HOME, $XDG CACHE HOME);

— [0CTyna TO/IbKO Ha YTeHune K /usr/share/$ApplicationName;

— [OCTyna TO/AbKO Ha YTeHMe K HEeKOTopbIM nankam w  daknam B
/etc, /usr/share, /var/libWT.A.

[ocTyn kK ®C moxKeT 6bITb paclUMpPeH NPU 3aNpOCe COOTBETCTBYIOLLMX Pa3peLleHN,
OMMUCaHHbIX C NOMOLLbto NpasuA Firejail, Hanpumep:

— paspelweHune «Pictures» npenocTaBaAeT AOCTYN Ha YTEHME M 3anMCb K Nankam
MONb30BaTeNA ~/Pictures, a TAKXKe K K3LWWY MPeBbIo;
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— pa3spelleHne «RemovableMedia» npenoctaBnaeT AOCTYN K CbEMHbIM HOCUTENSAM

(/media/S$USER/) U T.A.

B net namespace NoO ymon4aHuto 406aBNSETCA TONbKO loopback device.
PaboTta B neco4yHuue no3BosAeT onpeaenntb MI paspelleHna Ha A0CTyn K
pecypcam, 0OYCNOBNEHHbIE 3/1EMEHTAMM, OMUCAHWE KOTOPbIX MNpuBeaeHO B Tabauue

(Tabnuua 15).
Tabnnua 15

Ne dnemeHT

OnucaHue

1 Accounts

[MpocmoTp, MOAMPUKALMA U CUHXPOHM3ALMA YYETHbBIX
3anucew

2 AccessSecurityLog

JOoCTyn K perncTpaumoHHOMY KypHany

Audio

BocnpousseaeHue 1 3anmcb ayamo, U3MeHeHne
KOHpUrypaumm

Bluetooth

MoakntoyeHne n ncnonb3osaHme Bluetooth®-yctporicts

Calendar

[MpocMoTp 1 moandurKaums cobblTUIM KaneHaaps

Camera

[locTyn K Kamepe, cbemKka $oTo 1 BUAEO

MpocMoTp 1 moandUKaLMA JAaHHbIX KOHTAKTOB

DeviceInfo

N3BneyeHmne gaHHbIX 0 MY

Documents

4
5
6
7 Contacts
8
9

[ocTyn K nanke «Documents»

10 |Pownloads

[ocTyn K nanke «Downloads»

11 |E-mail

qTeHMGl4OTﬂpaBKa HMCeN\M33ﬂ8KTpOHHOﬁ MOYThbl,
AOCTYN K B/IOXKEHUAM

12 |Internet

Ncnonb3oBaHWe ceTn MIHTepHeT

13 |Location

Mcnonb3oBaHWe reosiokaumm

14 |LogSecurityEvents

3anncb B permcTpaLmMoHHbI XKypHan

15 [MediaIndexing

JocTtyn K nepeyHto pannos Ha MY

16 |Messages

JocTyn K 4yTeHuto 1 oTnpaske SMS

17 |Microphone

3anuch ayamo ¢ NOMOLLI0 MUKPOodOHa

18 |Music [ocTyn K nanke «Music», nnennmctam n 0b610KKam
19 |NFC MoaknouveHne n ncnons3osaHme NFC-ycTpoicTs
20 |Phone OcyllecTB/ieHMe BbI3OBOB HAMNPAMYIO UK Yepe3

N0/1b30BATENbCKUIM NHTEPDENC

21 |Pictures

[ocTyn K nanke «Pictures»

22 |Printing

[MPOCMOTP M MCMNO/b30BaHWE AOCTYMHbIX MPUHTEPOB

23 |PublicDir

[ocTyn K nanke «Pictures»

24 |PushNotifications

YTeHne push-yBeaomneHunm

25 |RemovableMedia

Ncnonb3oBaHWe KapT namaTty n USB

26 |SecureStorage

XpaHeHne WnPpoBaHHbIX hannos

27 |ScreenCapture

3axBaT CoOAEePHKNMMOTo 3KpaHa
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No dnemeHT Onuncanue
78 |UserDirs [ocTtyn K nankam «Documents», «Downloads», « Musicy,
«Pictures», «Public» n «Video»
29 |Videos NocTyn Kk nanke «Videos»
30 |WebView [Ons ncnonb3osaHus Gecko WebView

[na kaxxgoro MI, BbIMONHAIOLWLErocA B NecoyHumLe, MoxeT bbiTb co3aaH npodub,
onpeaenaArWmn ero BOIMOXKHOCTM 1 noseaeHne. Hanpumep, npodunb ans MM «MNoroga»
MOMEeT BbIrNAAeTb Ceayrowmm obpasom:

# Firetail > Firejail profile for /usr/bin/omp-weather

### security filters
caps.drop all
nonewprivs

seccomp

### network
protocol unix,

### environment
shell none

### baseline
include permission-baseline.inc

### application

private-bin omp-weather,

private-etc passwd, group, location,dconf, xdg, fonts, system-fips, selinux,
private-tmp

dbus-user.own ru.omprussia.weather

whitelist /usr/share/omp-weather

# Settings
include sessionbus-com.jolla.settings.inc

# Connman
include systembus-net.connman.inc

4.6. 3aWwnTa NaMATH

4.6.1. O4yncTKa MamaTm

OumncTKa OnepaTMBHOM NaMATM OCHOBaHa Ha apxuTekType Aapa OC ABpopa W
rapaHTUPYET, YTO OObIYHbIA HEMNPUBUAETMPOBAHHbIM MPOLECC HE MOXKET MNONYYMTb AaHHbIE
YyXKOro npougecca, ecam 3To ABHO He pa3speleHo P/.
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CpeacTBa B3aMMOAENCTBMA MEXKAY NPOLECCAaMMN KOHTPOAMPYOTCSA ¢ nomMolbto MNP/,
M MPOLECC HE MOXKET NOAYYNTb AOCTYN K HEOUYMLLEHHON NAaMATK (KaK onepaTMBHOM, TaK U
AMCKOBOW). AApO BblAENAET KaXKAOMY MpOLEeccy BMPTya/ibHOe aApeCcHOe MPOCTPAHCTBO,
KOTOpOe TpaHCcAnpyeTca B dUanYeckme agpeca NnaMaTu ¢ NOAAEPIKKON paHAOMM3aUMM.

[locTynHble A8 NONb30BATENbCKOro npouecca OyHKUMM  BblaeneHua u
pacnpefeneHna NamMaTK OCYLECTBAAT BbINONHEHME pEeXMMa WHMUMANU3ALNKM, NPU
KOTOPOM MPOMCXOAMT ODHy/eHWe Aaveek NamaTh. Takum obpasom, AAPO U CUCTEMHASA
6nubnnoTeka libc rapaHTUPYOT MNOAYYEHWE MPOLLECCOM TObKO OYMLLEHHBIX CTPaHML,
namaTn 6e3 oCcTaTouHON MHPOPMaLMK.

O4yMCTKa NamATM Ha BHewHMx HocuTenax (eMMC) ocHoBaHa Ha peanusaumm
MexaHM3Ma secdel, KOTOPbIA OYMLWAET HaA HOCuTene Heucnonbdyemble 6Ha0KkM OC
HenocpeaCTBEHHO MPU MX OCBODOXAEHMM C MOMOLLbID NEepesanncu Mx MacKMpytoLulen
nocneaoBaTeIbHOCTbHO.

4.6.2. O4nCTKa NO/Ib30BATE/IbCKMX AAHHbIX

NMPUMEYAHUE. HacTpolika cepBmca O4MCTKM NONb30BATENBCKMX AAHHbIX AOCTYMHA
TONbKO aAMUHUCTPATOPY.

CepBuC NpeaHa3HayeH A1 OYMCTKM MOAb30BaTE/IbCKMX A@HHbIX MO PaCMUCaAHUIO
[NA BCEX YYETHbIX 3anuncer nonb3osatenei. BoiNoNHAA OYMCTKY NONb30BATENBCKUX NAMOK,
CepPBUC yMeHbllaeT 0b6bemM YyTeYKM MN0Ab30BATENLCKOM MHPOpMaLMM B Caydae
HeCaHKLMOHMPOBAHHOIO AOCTYNa K NanKam.

OumncTKa 3a4aHHbIX MaAnNOK MpPOM3BOAMTCA C YYETOM  B/OXEHHbIX ManoK
(pekypcurBHO).

CpOK xpaHeHunsa ¢alnoB B Nankax, BblAeNEHHbIX C MOMOLLbIO KOHPUIYPALIMOHHOrO
dainna, oTCYMTbIBAETCA OT BPEMEHM NOCNAEAHErO M3MEHEHMA Ppanna.

BHUMAHMUE! Monb3oBaTenbckme dGarnbl, KOTOPble HE NOABEPKEHLI MUBMEHEHNAM B
npouecce aKCnayaTaummn, 1 KoTopble cneayeT ob6e3onacuTb OT OYMCTKM, PEKOMeHAyeTcA
XPaHMTb B ManKaX, HEKOHTPOIMPYEMbIX CEPBUCOM.

Mpu pacyeTe CPOKa XpPaHEHUs NOJIb30BaTENbCKMX PalnNoB HEODOXOAMMO YYMUTbIBATH
cneayouime NoNOKEHUA:

— CPOK paccyMTbiBaeTCA C MOMEHTA CO34aHMA YYEeTHOM 3anmMcu M BHECEeHMA
nocneaHero M3MeHeHMM;

— BPEMEHHbI MHTepPBaN NPOBEPKM CEPBUCOB, COCTABAAOLMA OAMNH Yac, BXOAUT B
CPOK XpaHeHMs;

— He MOXEeT NPeBbIWaTb 3aJaHHbIN CPOK XpaHeHua Gannos (PucyHok 145).

MPUMEYAHUA:

v/ MepeyeHb Manok A8 OYUCTKM MOJMb30BATEIbCKMX [JaHHbIX Onpesenderca npu
BHEAPEHUM U MOXKET DbITb M3MEHEH C MOMOLLbIO KOHPUTYpaLMOHHOTo $aina;

v/ BbI60p NamnoK no yMoa4aHuIo orpaHmyeH caeayoWwmmm nankamu:

— ${HOME}/Documents;

— ${HOME}/Downloads;

— ${HOME} /Music;
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— S{HOME}/Playlists;

— ${HOME}/Pictures;

— ${HOME}/Public;

— ${HOME} /Videos.

v'Y agMuHucTpaTopa
Nanku 419 OYNUCTKMU C MOMOLLLbIO

| Manku

YcTaHOBUTE MaKCUMasbHbI CPOK XPaHEHUs
¢daiinos B 3agaHHbix nankax: ¢pain 6yger
YAanéH U3 nanku, ecnv okaxeTcs cTaplue
YCTaHOB/IEHHOrO CPOKa.

# Heypanatb ¢ainbi .dst
Documents OtknioyeHo
Downloads OTknioyeHo
Music OTtknioyeHo
Pictures OTknioyeHo
Playlists OTkntoueHo
Public OTtknio4eHo

Videos OTtknto4eHo

PucyHok 144

OTCYTCTBYET BO3MOMHOCTb CaMOCTOATENbHO [A00aBAATb
NONb30BaTENLCKOro MHTepdeca.

[Ns BKAOYEHMA OYUCTKU NONb30BATENLCKMX AAHHbIX
HeobXx0AMMO BbINONHUTbL CAeaytoline AeNCTBUA:

— OTKPbITb MEHIO CMCTEMHbIX HACTPOEK KacaHWem

3Ha4Ka @ Ha DKpaHe NpuAoXKeHnn (cm. PucyHok 1);
— KOCHYTbCA MyHKTa MeHI0

«AOMUHUCTPUpPOBAHMEN @O:B noapasaene «Cucrema;

— Ha OTKpPbIBLWIENCA CTPaHMLLE KOCHYTbCA MyHKTa
MEH!0 «O4yncTKa N0/1b30BATE/NIbCKMX [AHHbIX»
(cm. PrcyHOK 79) ans oTobpaxkeHus CTpaHuLbl C nankamu;

— KOCHYTbCA nepekntoyatens «He ypanate dannbl
.dst» (PucyHok 144).

NMPUMEYAHUE. KoHdurypaumoHHbie bannbl
dopmata .dst  npegHasHayeHbl  ANA  HACTPOMKM
ctopoHHero VPN-peweHua Vipnet;

— KOCHYTbCA nMnona cC I'IBI'II-(OI?I, Yy KOTOpOVI HeO6XO,£I,I/1I\/\O BK/IKOYNTb OYUCTKY

(cm. PucyHok 144);

— Ha OTKPbIBLIENCA CTPaHMLE KOCHYTbCA NepekatodaTens «BKAOYUTb OYMCTKY»

(PucyHok 145).

NMPUMEYHAHUE. [na aKTMBauum nepekntodatena AOCTAaTOYHO KOCHYTbCA MOAA, B
KOTOPOM OH PacCnoIOXKeH: NepekatovaTeib HauyHeT CBETUTLCA ApYe, YEM B COCTOAHUM MO

YMONYaHUIO (HEAKTUBHOM);

— 3d44aTb CPOK XpaHeHWNA Cbal\/llﬂOB Nno pacnmncaHunto, nepemellan COOTBGTCTBVI-OLLLVIVI

cnangep (PucyHok 145):

® BMPABO A5 YBEAMYEHMA CPOKa (MaKcMManbHoe 3HavyeHne: 168 yacos);
® B/1EBO AJ/18 YMEHbLUEHUA (MMHUManbHOe 3HaYeHme: 4 yaca).

NMPUMEYAHUA:

v’ lLlar u3meHeHus cpoka xpaHeHus Ganaos — 4 vyaca;

v/ 10 YMONIYaHMIO CPOK XpaHeHusa Gpainnos — 72 vyaca;

— KOCHYTbCA KHOMKW «[loATBepAUTb» ANA NOATBEPXAeHus onepauum nmbo
KHOMKM «OTMeHUTb» Ana oTMeHbl (PucyHok 145), B pesynbtate Ha cTpaHuue «anku»
OyaeT U3MeHeH cTaTyc Y BbibpaHHOM nanku (PrucyHok 146).
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Ona  OTKAOYEHMA  OYUCTKM  MONb30BATENbCKMX  AdHHbIX  Heobxoammo
NEeaKTUBMPOBATb NepekatoYaTe b « BKAOYMTL O4UCTKY» (PucyHok 145).

| OTMeHUTb MopreepauTh | Manku
YcTaHOBUTE MakCUManbHbIA CPOK XpaHeHus

Documents daitnos B 3agaHHbIx nankax: dain 6yaet
ynal‘léH U3 nanku, ecnuv okaxxeTcs ctapLie

'CTaHOBJIEHHOI0 Cpoka.

BknounTb 04UCTKY ¥ P
72 yaca %  Heypanatb daitnbi .dst
Cpok xpaHeHus dainos Documents 72 4aca

Downloads OTtkntoyeHo
Music OTtknioyeHo
Pictures OTknioyeHo
Playlists OTknioyeHo
Public OTkntoueHo

Videos OTtknioyeHo

PucyHok 145 PucyHok 146

4.6.3. [Nepe3anncb 0CTaTOYHON MHPOPMALUM

B OC ABpopa peannsoBaHa O¢GYHKUMA nepes3annck OCTaTOYHOM MHPopMaLny,
cpabaTbiBaloLLaa Kaxablh pas npu yaaneHum danna. MNpouecc nepesanmcu NpoucxoamT
aBTOMATMYECKM M CKPbIT ANA nonb3oBaTena. B cayyae HeobXOAMMOCTM OCYLLECTBUTb
NPUHYAUTENbHYID  Mepe3anucb  CAyYalHbIMWM  MAW  cheumanbHbiIMKM  BUTOBbIMM
nocneaoBaTeIbHOCTAMM aAMUHUCTPATOP MMEET BO3MOXKHOCTb CAMOCTOATE/IbHO 3aMyCTUTb
npoueaypy yaaneHuns Ganna u/mam nanku.

[aHHas npoueaypa NPUBOAUT K CHUKEHUIO NMPOM3BOANTENBHOCTM, OCODEHHO NpPMU
yaaneHum 6onblioro dparna: yem dann 6oblie, TEM CHUNKEHME CYLLLECTBEHHEE N 3aMeTHeE,
T.K. Ha Nepuos rapaHTUPOBAHHOIO YAaNEHMA BCe OCTajbHble OnepauMm 3anucK Ha
HoCcUTeNb MHDOPMALIMM NPMOCTAHABAMBAIOTCA M MOMELLAKTCA B 04epenb A0 3aBepLIeHMA
yaaneHus.

OC ABpopa ¢yHKUMOHMpPYET Ha MY, namsaTb KOTOPbIX COCTOUT M3 Habopa
(MHOXecTBa) AveeK. BBMAY KOHCTPYKTUBHbIX ocobeHHocTel MY Kaxkaas Aavelrika mmeet
60/blIOe M KOHEYHOE KO/NMYECTBO UMKAOB nepes3anuncu, T.e. MOCTOSHHble onepaumm no
YTeHU0 W 3anucyn c/Ha USB-HakonuTenb BAEKYT YBEAWYEHWe cyeTyMKa obpalleHni
(KO/IMYECTBO KOTOPbIX OrPaHMYEHO Ha annapaTHOM YPOBHE) U1, KaK CeACTBUE, MOCTENEHHOe
CHUXEHME CPOKa CNy»KbObl HaKonuTens.
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HepaumoHanbHOE MCNONb30BaHME MHOroKpaTHon nepesanunck OC ABpopa BneyeT
CHUXEHWME NPON3BOANTE/IBHOCTM Ha BPeMA NPOBEAEHMA Onepaunmn yaaeHUA U CHUXKEHNe
CPOKa CNy»xbbl HaKoNUTeNa AaHHbIX MY.

[1ns MHOrOKpaTHOW Nepe3anmcmM MCNoNb3yeTCA YTUANTA KOMAHAHOW CTPOKM wipe,
[OCTYN K KOTOPOM ocyllecTsaaeTca ¢ nomoulsto MMM «Terminal» (cm. noagpasnen 2.4).

MoapobHoe onucaHne uHTepdelnca wipe NPUBEAEHO B MPUIOKEHUMU
(Mpunnoxerue 2).

4.7. ObecneyeHne HageXHoro pyHKUMOHMPOBAHWSA

4.7.1. HapexkHble MeTKM BpemeHu

MeTKa BpeMeHM CYMTAETCA HaZeXKHON NPK YCA0BUM HEBO3IMOKHOCTM BHECTU B Hee
M3MEHEHWA Nocae CO34aHns, eCIN UENOCTHOCTb AaHHON METKM He Dblna HapyLleHa.

HaperkHble mMeTKM BpeMeHn obecneymBaloTca apxXxmTekTypoit xpoHomeTpaxka OC,
KoTopaa npeacTaBnseT cobon Habop CTPYKTYP AaHHbIX M GYHKUWMIA s4pa, MMEOLMX
OTHOLLIEHME K OTCNEXMBAHMUIO XOAa BPEMEHM M Ba3MpyoLMXCA Ha:

— cYyeTymKke oTMeToK Bpemenn (TSC);

— nporpammmpyemom Tarmepe nHtepsanos (PIT);

— APIC-Tanmepe;

— BbICOKOTOYHOM Tanmepe cobbiTuin (HPET).

HayanbHble 3HAYEHWA CUCTEMHbIX TaMEpPOB 3a4at0TCA MO TaMMepy peasibHoro
BpemeHn MY, a 6a30Bble MHTEPBA/bI BbIYMCAAOTCA NPU MHULMANN3AUMMU CUCTEMDI.

B KayecTBe  HW3KOYPOBHEBOrO  MexaHM3mMa  Aapa, obecneymBaroWEero
OYHKUMOHMPOBAHME HAEXHbIX METOK BPEMEHM, WMCNOo/b3yeTca chneumanbHblin Habop
CTPYKTYP JaHHbIX AApa (timespec xtime), QYHKUMM Aapa do gettimeofday() W
HU3KOYPOBHEBbLIX  CMCTEMHbIX  BbI3OBOB  clock settime(), clock gettime(),
gettimeofday () MW settimeofday().

4.7.2. KBOTMpOBaHMeE NOCTOAHHOW NaMATH

KBOTMpOBaHME — 3TO pasfesieHne OrpaHMYeHHOro AMCKOBOro NpocTpaHcTea MY
MeXAy YYeTHbIMW 3anNMCAMM MNOJIb30BaTeNEN, NO3BOJAIOLLEE CO34aBaTb OAHOBPEMEHHO
HECKOJIbKO YYETHbIX 3anuncer nosbsosatener Ha MY (cm. nogpasaen 1.2).

B OC ABpopa npeaycmMoTpeHa BO3MOMKHOCTb BblAeNEeHUs KBOTbl — 0bObema
AMNCKOBOro NPOCTPAHCTBA ANA YYETHOM 3anMcKn NOJIb30BaTeIA NPU ee CO34aHMM, NPK 3TOM
Yy YY4ETHOW 3anMcyM NOo/b30BaTeNA OTCYTCTBYET BO3MOMKHOCTb NPeTeHA0BaTb Ha H60bLNI
0bbem MOCTOSAHHOM NaMATWU, a BblAENEHHOE el MPOCTPAHCTBO OyaeT HeAoCTynHO ANA
APYIMX YYeTHbIX 3aNMCe N0Nb30BaTENEN AaXKe B C/lyYae ecanm oHO CBOBoAHO.

BHUMAHMUE! O6bem KBOTbI 3a4a€TCs NPU CO34aHNM YYETHOM 3aNMCKU NONb30BaATENS
M He MOXeT BblTb MU3MEeHEH BNOCAeACTBUMN.

[na TOro, 4TobbLI 334aTb YYETHOM 3aMMCKU NONAb30BaATENA KBOTY Ha MCMNONb30BaHME
NMNCKOBOr0 MPOCTPAHCTBA, HEODXOAMMO Ha CTpaHMUE CO3[4aHWMA  YYETHOM 3anmucu
No/b30BaTeNA  YCTAaHOBWTb  KOJIMYECTBO  Bblaensemblx emy [b, nepemeulasn
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COOTBETCTBYHOLLMA CNanaep BNPaBO ANA YBENMYEHMA KBOTbI MO0 BNEBO A41A YMEHbLLEHMA
(cm. PucyHok 3).

OC ABpopa aBTOMATHUYECKM BbIYMCAAET AOMYCTUMbIE NPeaebl KBOTMPOBAHMA TAKUM
0bpazom, 4ToObl MOXKHO Obl/I0 CO3AaTb A0 7 YYETHbIX 3aNMCeN NONAb30BaTENEN, NPU STOM
KBOTbl YCTaHaB/MBAOTCA CaeayolmMm 0bpa3om:

— HWXHAA rpaHMLLA KBOTbI 3a4aeTcA B 512 Mb;

— BEPXHAA rPaHMLa KBOTbl PACCYMTbIBAETCA CAeayowmm obpasom: obuwmin obbem
NMCKOBOro npoctpaHcTea MY (AllSpace) 3a BblMETOM 0ObEMA AMCKOBOrO MPOCTPAHCTBA
MY, 3aHATOro Co34aHHbIMM YYETHbIMM 3anncAMM (Qi).

NMPUMEYAHUE. B cnyyae ecam Ha MY HeZOCTAaTOYHO MAaMATU ONA BblAeneHUs
NO/Ib30BATENIO KBOTbI, MPEBbLIWAOLWIEN HUKHIOW rpaHuLy (MUHUMaNbHbLIA pa3mep),
nepemelleHne cnamaepa dyaet HeaocTynHoO (cM. PUCYHOK 3).

[1ns BbIYMCNEHMA FPAHUL, KBOTbl MCMOb3YHOTCA CAeAytoLLMe NePEMEHHbIE:

— AllSpace — 0bWMIM 06bEM ANMCKOBOrO NpocTpaHcTea MY,

— Nusr — KOZIMYECTBO YYETHbIX 3aNncer, co3gaHHbIx Ha MY;

— Qi — obbem AMCKOBOro npocTpaHcTBa MY, 3aHATbIN CO34aHHbIMM YYETHbIMM
3anNncamm;

— UsrAvSpace = AllSpace — 2 GB — 2 b Bblaenaetca ans y4eTHOM 3anmcu
aAMNHUCTPATOPA;

— MinQuota = 512 Mb. B cnyyae ecnn UsrAvSpace/6 < MinQuota, TO 3aJaHue
KBOTbl HEBO3MOXHO;

— MaxQuota = UsrAvSpace - sum (Qi) — MaKCMMa/ibHaA KBOTa, KOTOPYIO
MOXHO BblAENNTb CO34aBaeMon Ha MY y4yeTHOM 3ammMcK NOJIb30BaTeNA: BCE AOCTYMHOe
NPOCTPAHCTBO 33 BbIYETOM CYMMbI Y¥Ke BblAe/EHHbIX KBOT.

NMPUMEYAHUE. MaKcMmanbHble KBOTbI YYETHbIX 3aMMCeN NOAb30BaTeNA 334at0TCA
aAMUHUCTPATOPOM B KOHPUIypaUMOHHOM  danne /etc/security/limits.conf
(MpunoxkeHue 1). Takke [A4NA ynpaBAeHWA annapaTHbIMM KBOTAaMW W3  PA3IMYHbIX
NO/Nb30BaTENbCKMX  MPOrPamMM  MCMOAb3YHOTCA  CAedytoline  CUCTEMHble  Bbl30Bbl:

setrlimit (), getrlimit(), prlimit() m nice().

4.7.3. TpuHyaAnTEeIbHOE 3aBeplleHne CeaHca NoJsib3oBaTend

[na Toro, 4Tobbl ceaHc nonb3osatena OC ABpopa NPUHYAMTENbHO 3aBepLUancs no
ncre4eHmMmm YCTaHOB/IEHHOIO BpemMeHUn ero HeakKTUBHOCTU, HEO6XO,£I,VIIV\O npoaeniatb
cnepytoline onepauunu:

— co34aTb cepBuc-paln /etc/systemd/system/ session-timeout.service
cneayrouwero coaepxKmnmoro:

[Unit]
Description=Session Logout Service
After=authd.service

[Service]
Type=simple
RuntimeDirectory=session-logout
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ExecStart=/bin/sh /usr/libexec/session-timeout/session-timeout.sh
Restart=always
RestartSec=1

[Install]
WantedBy=graphical.target

— CO34aTb AMPEKTOpUIO /usr/libexec/session-timeout/;
— CO34aTb CKpUNT /usr/libexec/session-timeout/session-timeout.sh
cneayrowero coaepnmoro:

#!/bin/sh
session timeout=1200
timestamp file="/run/session-logout/last-input-activity.log"

run_timestamp updater ()

{
libinput debug-events | awk -v "f=S$timestamp file"

'"{t=strftime ("%s"); print(t) > f; close(f); }' &

}

reset timestamp updater ()
{
echo "Resetting timestamp"
kill %1
rm -vf "Stimestamp file"
date '+%s' > "Stimestamp file"
run_timestamp updater

}

set devlock state()
{
gdbus call --system --dest ru.omp.AuthService \
--object-path "/ru/omp/AuthService/Devlock" \
--method ru.omp.AuthService.Devlock.SetState "S$1"
}

reset timestamp updater

while true; do

read timestamp < "Stimestamp file"

now=S$ (date '+%s')

diff=$(( Snow - S$timestamp ))

echo "timestamp Stimestamp, diff Sdiff"

if [[ $(( $now - Stimestamp )) -1t S$session timeout ]]; then
sleep 1

elif mountpoint /home; then
#set devlock state 1
source /etc/environment
echo "Stopping user session for S$LAST LOGIN UID"
systemctl stop user@$LAST LOGIN UID
source /var/lib/environment/compositor/droid-hal-device.conf
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export QT QPA PLATFORM
export EGL PLATFORM
/usr/libexec/unlock-ui S$LIPSTICK OPTIONS
reset timestamp updater
source /etc/environment
systemctl start user@SLAST LOGIN UID
else
reset timestamp updater
sleep 1
fi
done

— MPUCBOUTb NEPEMEHHOM session timeout HYXHOE 3HaYeHWe B CEeKyHAaX, KaK
nepuoa, HEeaKTMBHOCTM MOMb30BaTeNA, MO WCTEYEHMM KOTOPOro ero ceaHc byaet
NPUHYAUTENbHO 3aBEpPLUEH, K NPUMEpPY:

session timeout=600 gma 10 mmHyT.

— AN aBTOMATUYeCKoro cKkpunta A06aBUTb CCbINKY Ha cepBuc-pann B Taprer
graphical.target:

In -sv ../session-timeout.service
/etc/systemd/system/graphical.target.wants/

— nepesarpysnte MY.
4.8. dunbTpauma ceTeBoro NOTOKa

4.8.1. Obuwan nHpopmauma

®dunbTpauma cetesblix notokoB B OC ABpopa OCYLECTBAAETCA C MNOMOLbIO
BCTpoeHHOro B A4p0 OC dpuabTpa ceTeBbIX NAKETOB netfilter M MOHMTOPA ODpalLEeHU,
KOHTPOAMpPYHOLLEro ceTeBon cTek IPv4.

AOMUHUCTPATOP NPWY NMOMOLWM YTUANUTBI iptables MOXET 3a4aBaTb MOAY/IO A4PA
netfilter npasBuna (MAM UENOYKKM) GUABLTPALMM B COOTBETCTBMM C aTpMbyTamm
OTNPaBUTENA M MNOJy4yaTens CeTeBblX MAKETOB, a TaKKe aTpubyTamu nepesaBaemol
MHPOpMaLMm B IP-3aronoBKax NakeTos.

4.8.2. MexceTeBoe 3KpaHMpPOBaHMe

®dyHKUMM M3 B OC ABpopa peann3oBaHbl B CAyxbe connman, MCNO/b3YHOLLEN
MeXaHM3Mbl iptables A1 pa3rpaHNUYEHMA CETEBbIX MOTOKOB AaHHbIX.

KoHdurypauma no ymon4aHUo NOCTaBAAETCSA B NakeTe connman-configs-core,
cobnpaemom 13 nakeTa omp-common-configurations

4.8.3. MNyTb K darinam KoHdurypaumm M3

HoBble HaCTpOMKM iptables NOAAEPXKMBAKOTCA B connman, HaYMHAA C BEPCUM
1.32+4git41. HacTpoMKM, ONMCAHHbIE B HACTOALLEM AOKYMEHTE, XPaHATCA B CAeAytolmx
dannax:

— /etc/connman/firewall.conf - [1];

— /etc/connman/firewall.d/*firewall.conf - [2],
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roe [1] — ocHoBHaA KOHourypaumsa, [2] — nanka ¢ dannamu, OKaHYMBAOWMMUCA Ha
«firewall.conf» 1 pacnonoxeHHbIMM B a1PaBUTHOM NOPALKeE.

4.8.3.1. MpaBunaa KoHPUrypaumm M3

BuHapHbIM NakeT «connman-configs-core» yctaHaBAMBaeT Npasuia B CaeayroLmx
dannax:
1) /etc/connman/firewall.conf:
— |Pv4:
®pa3pellaeT YCTaHOBEHHbIE M CBA3AHHbIE NaKeTbl (-m conntrack --ctstate
RELATED, ESTABLISHED);
epaspelwaeT Bce BxoadAlMe nakeTbl Ana loopback-uHtepdeinca (Tpebyetcs
connman A4 pa3peLlieHnsa 40MeHHbIX UMeH);
N0 YyMOANYaHWO ONOKMpYyeT Becb BxoAAWwMM Tpaduk (Tabnuua filter
INPUT-uLenouka);
— |Pv6:
epa3pellaeT YCTAaHOB/NEHHbIE N CBA3aHHble NakeTbl (-m conntrack —-ctstate
RELATED, ESTABLISHED);
epaspelaeT Bce Bxoadlme nakeTbl ana loopback-uHtepdenca (Tpebyetcs
connman A4 pa3pellieHns JoOMeHHbIX MMeH ans IPve-npoTokona);
N0 YMOANYaHWIO ONOKMpYeT Becb BxoAAWwMM Tpaduk (Tabnuua filter
INPUT-uenouka).
NPUMEYHAHMUE. B OC Aspopa IPv6-noaaepka B iptables He 3aAB/EHQ;
2) /etc/connman/firewall.d/10-block-icmp-firewall.conf:
— IPv4:
epaspewaer BxogAuwme ICMP-nakeTbl, OT/AUYHbIE OT  Ping-nakeTos
(T.e. 6BNOKMPOBATL TO/IBKO BXOAALLME PiNg-NaKeTbl);
epaspewaer wucxogauwme |ICMP-nakeTbl, OT/MYHbIE OT 3XO-PiNg-MakeToB
(T.e. BNOKNMPOBATb TONIBKO UCXOAALLMIA IXO-OTBET);
— |Pv6:
epaspewaer BxogAuwme ICMP-nakeTbl, OTAMYHbIE OT  ping-MakeTos
(T.e. BNOKNMPOBATL TONIbKO BXOAsALLME PiNg-MAKETbI);
epaspewaer wucxoadauime |ICMP-nakeTbl, OT/AMYHbIE OT 3XO-pPiNg-NakeTos
(T.e. 6BNOKMPOBATb TONIBKO UCXOAALWMN IXO-OTBET);

3) /etc/connman/firewall.d/ll-allow-dccp-non-privileged-ports-
firewall.conf:

— ana IPv4 n |Pv6:
epa3zpelaeT Bxoaawmn DCCP-Tpadumk Ha nopTax 1024:65535;
4) /etc/connman/firewall.d/ll-allow-sctp-non-privileged-ports-
firewall.conf:
— ana IPvd n IPv6:
epa3pewaeT Bxoaawmin SCTP-Tpadumk Ha nopTtax 1024:65535;
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5) /etc/connman/firewall.d/ll-allow-tcp-non-privileged-ports-
firewall.conf:

— ana |IPv4 n IPv6:
epa3pewaeT Bxoaawmin TCP-Tpadunk Ha nopTax 1024:65535;
6) /etc/connman/firewall.d/ll-allow-udp-non-privileged-ports-
firewall.conf:
— ona |IPv4 n IPv6:
epaspelaeT Bxoaawmin UDP-TpadumK Ha nopTax 1024:65535;
epa3pellaeT Bxoaawmin UDP Lite-Tpadumk Ha nopTax 1024:65535;
7) /etc/connman/firewall.d/l2-allow-ipsec-firewall.conf:
— ana |IPv4 n IPv6:
epaspellaeT Becb BxoaAwmn IPSec Authentication Header (AH)-Tpaduk;
epa3pewaer Becb Bxoaswmi IPSec Encapsulating Security Payload
(ESP)-Tpaduk;
8) /etc/connman/firewall.d/l2-allow-ipv6-mobility-
firewall.conf:
— TONbKO Ana IPv6:
epas3pellaeT Becb Bxoaawmin IPv6 Mobility Header (MH)-Tpaduk.

4.8.3.2. To4ka goctyna

KoHourypauma pexnma «Touyka A0CTyna» peann3oBaHa Kak A0MNOAHUTENbHAs
onuuAa. Mpun BKAOYEHHOM peXxmme NPUMEHAIOTCA TE e Mpasuia No YMOJTHaHUIO, YTO U NpU
npueme Bcero Tpaduka. bonee ctporve npasuna GuAbTpaumm TpaduKka moryT ObiTb
[,06aBNeHbl C NOMOLLbIO MeHH0 HacTpoeK. CaTon Lenbto B Galabl KOHPUrypaumm gobasneHa
rpynna [tethering], aHanorMyHas AMHaMMUYECKUM NpaBuaam Aas rpynm.

NMPUMEYAHUE. lMpaBuna «Tovka AOCTyna» MPUMEHAKOTCA TONbKO ANA PEXMMA
nepenayn gaHHbix nocpeactsom cetm WLAN. [na USB-pexnma npasuia no ymoadaHuto
NPUMEHSAIOTCA HE3AaBMCMMO OT KOHQUIypaUMM pexmma « To4Ka 4oCTyna.

Mpasuna pexxnma «Tovka A0CTyna» A0MKHbI OblTb LLENOCTHLIMU M 33aBEPLLEHHbIMM.
Mpn HaAMYMM XoTA Bbl 0AHOro Habopa NPaBK pexnma «TouKa AOCTyna» HMKaKMe NpaBuia
NO YMOAN4YaHWto He byayT aobaBneHbl, T.K. OHM MNepeonpeaensAT MNoAb30BaTe/IbCKMe
npaBuaa 1 paspeLlatoT Becb TpaduK.

[MoaToMy, Hanpumep, MOryT ObiTb BKAKOYEHbI CAeAylollMe BXxOoAflMe NpPaBuAa,
paspewatowme TOoNAbKO DHCP u DNS /etc/connman/firewall.d/42-tethering-
firewall.conf:

[tethering]

IPv4.INPUT.RULES = -p udp -m udp --dport 53 -j ACCEPT; -p tcp -m tcp -
—-dport 53 -3 ACCEPT; -p udp -m udp --dport 67 -j ACCEPT

IPv6.INPUT.RULES = -p udp -m udp --dport 53 -j ACCEPT; -p tcp -m tcp -
—-dport 53 -3 ACCEPT; -p udp -m udp --dport 67 -j ACCEPT
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4.8.3.3. ®annbl KOHOUrypaumm
4.8.3.3.1. ®opmart painna

Kaxaaa rpynna onpenenaetca ¢ MOMOLLbIO KBaZpaTHbIX CKODOOK — [], Hampumep,
[General]. Kaxkapbin KNtoY perncTpo3aBnUCcMMm M HannucaH NPOCTbIM TEKCTOM Be3 Teros, 3a HUM
cnefyeT CMMBOA «PaBHOY» (=). ITO 03HAYaAET, YTO BCE KNOUYM [0 HaYana caeaytoLllen rpynmbl
[] NnpuHagnexKaT aTon rpynne.

Hanpumep:

IPv4.INPUT.RULES = -p tcp —-m tcp -j ACCEPT

Kaxkabl KAOY MPaBM/ MOMKET CyLLeCcTBOBaTb B OZHOM rpymnmne TO/NbKO OAMH pas
(NnpoBepKy ocylwecTBnseT aHanm3aTop ¢annos kawodel glib, obpabaTbiBaeTca TONbKO
NepBbI KtOY).

Pasgenutens A1A NpaBua — TOYKa C 3anaToM (;).

MpaBunna MoryT HbITb BbIKAHOYEHbI MPW MOMOLLM CUMMBONA «H#» B Havane npasuna.

Hanpumep, BbIKAOYUTL NepBoe MNpPaBUAO --dport 23 W NPUMEHUTb MPaBUIO
-—-dport 24:

#-p udp -m udp --dport 23 -j ACCEPT; -p udp -m udp --dport 24 -j
ACCEPT

4.8.3.3.2. [lMopaanok obpaboTkm

MNepBbIM 3arpyrkaeTcs dann OCHOBHOM KOHGUrypaumm
(/etc/connman/firewall.conf), Aa/iee 3arpyXatoTca oCTa/ibHble Gainbl KOHOUIypaUmm
M3 /etc/connman/firewall.d B andaBUTHOM NOPAAKE.

Mopagok 06paboTkM NpaBun:

— KAtouM 13 Garnos 3arpykatotca B andaBUTHOM NOpsAKe, MOSTOMY NpaBuaa B
danne, Hanpumep, ¢ npedpurkcom 00, byayT obpaboTaHbl N Ao0OaBAEHbI NEPBLIMU;

— npaBuna u3 danna OCHOBHOM KOHOUrypaumm [06aBnsaoTcA B iptables
nocneaHMMM U CYUTAOTCH OCHOBHbIMU;

— €C/In BKJIIOYEHbI AMHaAMWNYECKME MpaBula, TO OHU ,EI,O6aBIIFHOTCH B Ha4a/10 B
iptables.

Hanpumep:
1)  ®ainbl KoHUrypauum 1 NOPALOK NX 0OPabOTKM:
— MNepBbii: OoCHOBHOW ¢aln firewall.conf — coaepxuT [General] (Obuume)

npasuaa u yctaHasamsaeT POLICY (MoanTuky);

— BTOpPOM: firewall.d/10-firewall.conf —coaepxut WLAN-npaBuna;

— TpeTuin: firewall.d/20-firewall.conf — coaepxut [General] (Obuwme)
npaBuna;

— YyeTBepTbIN: firewall.d/30-firewall.conf — coaepxut [General] (O6uwue)
n WLAN-npasuna;

2) Mpasuna M3 npu 3anycke connman:

— npumeHsaeTcs MoANTUKA U3 NYHKTA OAWH;
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— NOPAAOK NpUMeHeHus Mpasun:
® npasuna M3 nNyHKTa Tpu [General];
® MpaBuaa M3 NyHKTa YeTbipe [General];
® npaBuaa U3 NyHKTa oanH [General];
3) Mpasuna M3 nocne BkntoveHns WLAN:
— npumeHsaeTca MoANTUKA U3 NYHKTA OAMUH;
— NOpPAAOK NpuMeHeHus Mpasun:
e npasBuna n3 nyHkta aga [WLAN];
® npasuaa U3 nyHkTa YyeTbipe [WLAN];
® npaBuaa n3 nNyHKTa Tpu [General];
e npaBuna U3 NyHKTa yeTbipe [Generall;
e npaBuaa U3 NyHKTa oamnH [General].
Mpn NCNONb30BAHMM HECKOIbKMX Pa3HbIX NPaBUA:
— npasuna n3 pasgena [General] (Obuwume). NMocnegHee onpeaeneHne POLICY
(MonnTUKKM) NnepesanncbiBaeT NpeablayLine;
— NpaBuWia U3 Kaxka0ro Tmna rpynnbl 406aBAAKOTCA K CYLLECTBYHOLWMM NpaBuIaMm.
MNpu pobaneHnn nnbo yaaneHnm ¢amnos KOHPUrypauum HeobXoAMMO BbIMONHUTb
KOMaHAy:

systemctl reload connman

— eC/IM YCTaHOB/IEH HOBbIM MAKET, OCTAaTOYHO BbINONHUTL Nepe3arpysky;
— npasuaa n3 HoBoro ¢aina KoHdUrypaumm 4o6aBNAKTCA BO BHYTPEHHME CMMCKM
No NopAaKy, 04HaKo:
® NOPsAAOK B iptableS KOPPEKTUMPYeTCas AMHAMMYECKMMW NpaBuMAaMu nocse
BOCCTaHOB/EHUs coeanHenma (Hanpumep, WLAN);
® MNopAsoOK B iptables KoppeKTupyeTca [General] (O6wmmn) npasunamm
nocne nepesanycka connman: NPUMEHAETCA TONbKO MPU HaNWYMM MPaBMA, KOTopble
NOMKHbI  ObITb  A06aBNeHbl B ONpeAeneHHyd MOo3MLUMIO Ha OCHOBE MOPALKa,
onpeaensemoro MeHem danna.
Mpy M3MeHeHUM cyllecTByloLLero darna KoHoMrypaumm HeobxoAnMMO BbIMOAHUTL
KOMaHAy:

systemctl restart connman

ObHapyxeHue un3MmeHeHMn B dalnax KoHourypauum OyaeT peanns3oBaHO B
cnenyroLnX BEPCUSAX.

4.8.3.3.3. [pynnbl 1 KIO4YM

Obuwume rpynnel [General]:

— IPv4.INPUT.RULES = #Habop npasun B Tabauue filter, INPUT-uenoyka ana
npoTokona IPv4;

— IPv4.OUTPUT.RULES = #Habop npasun B Tabnunue filter, OUTPUT-uenoyka
ANnA NpoTtokona |Pv4;
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— |IPv4.FORWARD.RULES = #Habop npasun B Tabauue filter, FORWARD-
Lenoyka 4nAa npotokosa IPv4;
— IPv4.INPUT.POLICY = #MoanTrKa no ymonyaHuto ana Tabnamupl filter, INPUT-
uenodka (moxet 6biTb ACCEPT nnm DROP);
— IPv4.OQUTPUT.POLICY = #[onutnka no ymondaHuio ana Tabaumubl filter,
OUTPUT-ueno4vKka (moxeT 6biTe ACCEPT nnn DROP);
— IPv4.FORWARD.POLICY = #[onnTnka no ymonyaHuto ana Tabnuupl filter,
FORWARD-ueno4yKa (moxkeT 6biTb ACCEPT nnmn DROP);
— IPv6.INPUT.RULES = #Habop npasun B Tabnuue filter, INPUT-uenoyka ans
npoTokona IPv6;
— IPv6.OUTPUT.RULES = #Habop npasun B Tabanue filter, OUTPUT-uenoyka
Ana npoTtokona IPv6;
— |IPv6.FORWARD.RULES = #Habop npasun B Tabaumue filter, FORWARD-
Lenoyka a4nAa npotokosa IPve;
— IPv6.INPUT.POLICY = #Monntnka no ymonyaHuto ana Tabnamubl filter, INPUT-
Leno4yka ansa npotokona IPve (moxkeTt 6biTe ACCEPT nnan DROP);
— IPv6.OUTPUT.POLICY = #lonntnka no ymonyaHuto aAna Tabauupl filter,
OUTPUT-ueno4yka ans npoTtokona IPve (moxet 6biTe ACCEPT nan DROP);
— IPv6.FORWARD.POLICY = #[MonnTnka no ymonyaHutio ana T1abnuupbl filter,
FORWARD-uUeno4Kka ana npotokona IPve (moxet 661Tb ACCEPT nam DROP).
[JHammnyeckme rpynnbl 0O TUNam YCTPOMCTB:
— rpynna akTMBMPYETCA NPM BbI30BE CAYKObl connman AaHHbIM TUMOM YCTPOMCTBA
(Hanpumep, WLAN-noak todyeHme);
— KaXabl TMN NpasBuna byaeT coaepatb B cebe MHTepdenc cepsuca (Hanpmumep,
ana INPUT-npasun 6yaeT ycTaHOB/IEH NapaMeTp —-i <interface>);
— Tpynmna MOMeT COAEepXaTb caedylolme Kaoum (Takme ke, Kak B pasgene
«Obwwne» [General]:
e |Pv4.INPUT.RULES =;
e |Pv4.OUTPUT.RULES =;
e |Pv4.FORWARD.RULES =;
e |PVv6.INPUT.RULES =;
e |Pv6.OUTPUT.RULES =;
e |Pv6.FORWARD.RULES =;
— npeaonpeaeneHHble rpynmbi:
e [unknown] — He Mcnonb3yeTca AN He NOAAEPKMBAETCA, HO ABNAETCA YaCTbto
BHYTPEHHMX TUNOB YCTPOMCTB connman;
e [system];
[ethernet];
o [wifi];
[bluetooth];
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e [tethering] — HacTpoWnKn, NpuMmeHAeMble ANA peXxMma « ToYKka AOCTyna».
MPUMEYAHWE. Mpwn Hannumm npobaem ¢ pexxmmom «Touka A4oCcTyna» Heobxoanmo

nobasuTb cneaytouwme cTpokn B rpynny Obuwme [General]: Hanpumep, 95-tether-
override-firewall.conf:

[General]
IPv4.INPUT.RULES = -i tether -j ACCEPT
IPv6.INPUT.RULES = -i tether —j ACCEPT

4.8.3.3.4. dopmat npasua

BbinonHstoTcA cneaytoline npaBuna iptables-dopmaTa
(https://www.frozentux.net/iptables-tutorial/iptables-tutorial.html):

— ONUMM NPOBEPAITCA ANA KaxkA0ro NpoToKoAa U/UAK TUNa COOTBETCTBUS;

— 3Ha4yeHuA onuuit NPOBEpPAOTCA Ha BEIMYMHY U TUMN 3HAYEHUS;

— eC/IM NPaBUIO He CYWEecTBYeT B iptables, OHO UTHOPUPYETCA aHAIM3aTOPOM
npaBun;

— OTPULLAHMA NOAJAEPIKMBAIOTCA KaK B iptables.

Mocko/bKy B nepBoi Bepcun M3 noaaepKuBatoTcA He BCE BO3MOMHOCTU
nepekntoyaTenen (switches) ANA iptables, NepekatOYaTeNM, KOTOPble connman He
MOMeT 1006aBUTb, UTHOPUPYIOTCA iptables:

— moamduKaTopbl Lenoyek: -a, -bD, -X, -F, -I, -P, -E, -R, -Z
(M X ANVMHHbIE SKBUBANEHTbI):

® HOBble WM CYWECTBYIOWME LEMOYKM HEe W3IMEHATCS npasBuiamu. Bce
npasmna M3 NOAYMHAKOTCA NOTMKE connman, B KOTOPOM NoA0bOHble moandUKaTopbl He
npeayCMOTPEHbI;

® B C/ly4ae BO3HUKHOBEHMA HEOOXOAMMOCTUN Takne moamdnuKaTopbl MOryT bbITb
nobaBneHbl B AanbHENWEM;

— YKasaTenn mecTta HasHadeHuAa ana DNAT: --to-destination, --from-
destination;

— nepekn4yateny pparmeHTMpoBaHusa: -£, --fragment;

— MepeknyaTtens Bepcun IP-npotokona: --ipv4, -4, --ipv6, -6;

— MNepeKkntYaTenu CooTBEeTCTBMA (—-m), KOTOPbIE HE NOAAEPHKMBAKOTCA:

e |[Pv4: -m comment, -m state, -m iprange, -m recent, -m owner, -
m sctp, -m dccp, -m hashlimit, -m icmpvé6/ipvé-icmp;
e |[Pv6: -m comment, -m state, -m iprange, -m recent, -m owner, -

m ttl, -m sctp, -m dccp, -m mh, -m hashlimit, -m frag, -m icmp,
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® BbilleyKa3aHHble MNepeKkntoYaTenn BbI3biBaIM CcOOM B iptables WM
HenpaBWAbHO onpeaensnn sepcuto IP-npoTokona.

Llenn M3 (- TARGET) COOTBETCTBYIOT LUENAM iptables No ymondaHuto: ACCEPT,
DROP, REJECT, LOG n QUEUE.

MpoToko/bl M3 (-p protocol) aHANOMMYHbI MPOTOKONAM iptables: tcp, udp,
udplite, icmp, icmpv6, ipv6-icmp, esp, ah, sctp, mh (ToNbko Ans IPv6) n
cneumanbHOMY KAtOYeBOMY C0BY all.

Kaxaoe npaBmno:

— [JO/KHO MMETb MUHMMYM OAHY Uenb (-j/--jump TARGET or -g/--goto
TARGET);

— MOXET MMeTb OT HY/A 40 O4HOr0 COOTBETCTBMA MO NMPOTOKOAY (-p/--protocol
protocol);

— ana SCTP-, DCCP- n MH-NpOTOKONOB MexXaHM3M COOTBETCTBMA MPOTOKO/A He
MOXKeT BbITb MCNO/Ib30BAH, HaNpPUMep:

-p sctp -m sctp --dport 22 -j DROP (He Oynmetr paboTaThb, HO)
-p sctp --dport 22 -j DROP (6ymeTr padboTaThb)

— MOXET MMEeTb OT HYAS [0 [BYX yKa3aTenen CooTBeTCTBUA (-m/--match match).
Hanpumep, 4tobbl paspewnts Ans telnet oaHy NOMbITKY COeAMHEHUA B CEKYHAY,
HeobX0AMMO YCTaHOBUTb:

-p udp -m udp --dport 23 -m limit --l1imit 1/second --limit-burst 1 -j
ACCEPT

— MOXEeT MMETb.
® OT HyANs A0 ABYX Nepek/toyaTenen NnopTos ¢ onumen obbiyHOro nopta (0AHO
N TO XKe HalMpaBaeHne He MOXKeT MCMNO/1b30BaATbCA ,EI,BaH(,EI,bI). C MO,EI,VId)l/IKaTOpON\ MPOTOKON4
(ﬂn<protocol>):——destination—port, --dport, --source-port, --sport;
® OT HYyNA A0 OAHOro neperkaryatena noptoB C MyJAbTUMNOPTOM. BmecTe ¢
YKa3aTesleM COOTBETCTBMA —-m multiport BO3MOXHO MCMO/Ib30BATb: ——-destination-
ports, --dports, -—source-ports, —--sports, —--port, —-ports W NEPEKJOYATENN;

— MOXEeT MMeTb OT Hy/IA A0 ABYX YKasaTesen mecTta HasHadeHua (04HO U TO Ke
HanpaB/leHNE He MOXEeT WCMo/Ab30BaTbCA ABaXKAabl). --source, --src, -s, -—-
destination, --dst, -d,

— Ka)kgoe npaBuno pasgena [General] MoXeT MMeTb OT Hyns [0 ABYX
nepekntoyatenen nHTepderica (0AHO M TO Ke HanpaBAEHNE HE MOXKET UCMOb30BaTbCH
NBa)Apbl). -—in-interface, -i, --out-interface, -o.[lepeknoyarenm nHtepdeiica
UTHOPUPYIOTCA B AMHAMUYECKUX NPaBUAaxX, NpeaHa3HaYeHHbIX A1A TUNOB YCAYT (service

types)
4.8.3.3.5. YcTpaHeHune Henonagok

Mpu pabote ¢ MM B c/lyyae BO3HWKHOBEHMSA npobaembl ceT/iptables (M3)
HEeoOX0AMMO BbIMONHUTL CAeAyoLLMe AeNCTBUA:
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1) HactpouTb 0a30Bbli  MOHUTOPUHI  pPaboTbl iptables  ANA  CAedylOLWMX
NPOTOKO/10B:
— |Pv4:

watch -n 1 iptables -t filter -L -v -n

— |Pv6:

watch -n 1 ipé6tables -t filter -L -v -n

2) Ona BbIXxO4a U3 NPOrpPamMbl HaxKaTb codeTaHme Knasuil «Ctri» n «Cy;

3) MpoBepuTb BbIBOA M KOAM4YEeCTBO cOpolleHHbIXx naketoB B INPUT-uenouyke
(nonnTtnka DROP);

4) 3anyctmutb MI 1 NpoBEpPUTb, KaKMe CYETYMKM YBENNYMBAIOT CBOE 3HAYEHME.

MPUMEYAHUE. Ecnn ceTeBble nakeTbl cbpackiBatoTca, cyeTynk DROP bynet
yBENMYMBATL CBOe 3HayeHue. CYeTYMKM MNaKeToB ANA Kaxaoro npasuna byayt
YBE/IMYMBATLCA, €C/IN NAKETbl COOTBETCTBYIOT 3TOMY MPaBuy;

5)Ecnnm npobnema B pabote MI1 BO3HMKAA WM3-3a cHpacbiBaHMA MAKETOB,
HeobX0AMMO BbINMOAHUTL CAeaytoLline AeNCTBMA:

— ANA  BPEMEHHOro pelleHua (aenctByeT A0 nepesarpyskm  CUCTEMBbI),
pa3peLlatoLlero Becb TpadmK N0 YMONYAHMIO CAedyoLMX NMPOTOKONO0B:

e 1A IPv4 BbINONIHUTL KOMAHAY:

iptables -t filter -P INPUT ACCEPT

e N1 |IPv6 BbINO/IHUTL KOMAHAY:

ip6tables -t filter -P INPUT ACCEPT

— ANA pewenrnAa Ha NOCTOAHHOM OCHOBe Co3AaTb ¢aﬁn
/etc/connman/firewall.d/99-accept-all-firewall.conf, [A06aBuTb B Hero
cneayoume CTPOKN:

[General]
IPv4.INPUT.POLICY
IPv6.INPUT.POLICY

ACCEPT
ACCEPT

— n nepesanyctntb MI1:

systemctl restart connman

Ecnm cuctema He 3arpy»aetcs, HeobX0AMMO NepenTn B PeXKMM BOCCTAHOBAEHUS U
3anucaTb B Gpaln onuymm, yKasaHHble Ha ware 4, AnA peleHmna Ha NOCTOAHHOM OCHOBE.

4.9. KOHTpPO/1b LEe/I0CTHOCTH

MNoacuctema KU, OC ABpopa CAYyXWUT ANA NPOBEPKM HEU3IMEHHOCTU Ccpeabl
BbIMO/IHEHMA, OMOBELLEHMA NONb30BaTENA 00O W3MEHEHUM KPUTUYECKM  BAXKHbIX
KOMMOHEHTOB, @ TaKXKe 3anpeLLaeT 3arpy3Ky U MCNo/1b30BaHME CUCTEMbI MPU HapyLLeHWN ee
LLe/NOCTHOCTMK.
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B OCABpopa KL peannsoBaH C MNOMOLLbIO MPOrPamMMHOr0O KOMMOHEHTa
integrityd, KOTOPbIA NpeacTaBnAeT cobo AeMOH ANA ynpaBieHUA W NPOBEPKM
LLeNIOCTHOCTU A@HHbIX. B oTAMYMe OT ApyrMx MHCTPYMEHTOB integrityd wcnonb3yet Il
(IMA 1 secureboot) Kak UICTOYHUK A0OBEPUA.

NMPUMEYAHUE. Kaxkapin yctaHaBnamBaembit B8 OC ABpopa nakeT 1O A0KEH MMETb
LUMbpoBYyO NOANMUCH.

Integrityd OTBEYaeT 3a ynpasieHne n BepudUKaLUMIO LENOCTHOCTM OOBEKTOB,
NP1 3TOM Noa, 06 bEKTAMM NOHMMAKOTCA 0ObIYHbIE Gannbl, ELF-bannbl n pasaensl. O6beKTbI
MOTyT 06beAMHATLCA B rPYNMbl, TaKXKe MOXKET bbITb YCTAHOBAEHA MepapXMA rpynn.

ABTOMaTMyeckn, 6e3 HeobXoAMMOCTM CheumanbHblX AeNCTBUM CO  CTOPOHDI
aamuHucTpaTtopa, OC ABpopa OTC/IeXXMBaEeT caeaytouee:

— LLe/IOCTHOCTb YCTaHaBAMBaEeMbIX Naketos 10 dopmaTa .rpm;

— LLe/IOCTHOCTb 3arpy*KaemMblX BHELWIHMX MOAYNEN YPOBHA AAPA;

— LLe/IOCTHOCTb BCEX UCMOJTHAEMbIX GaiIoB NPKM NOMbITKE MX 3aMyCKa;

— LLe/IOCTHOCTb Pa3aenos.

BHUMAHUE! Mepen BbinonHeHnem KL Tpebyetca obpaTuTb BHMMAHME Ha
cneaytoulee:

— MpPOBEpKa UENOCTHOCTU YKa3aHHbIX GaioB MO YMOAYAHUIO MPOM3BOAMTCS
Kaxkablh pa3 npu 3arpyske OC ABpopa, a Takxe B 00:00 yacoB 0AMH pa3 B CYyTKM;

— Bpemsa 3arpy3kn OC ABpopa yBe/IMYMBAETCA MPOMNOPLMOHANBHO KOAMYECTBY
dannos, Tpebyembix AN58 MPOBEPKM LLESIOCTHOCTU, T.e. yeM Hosblle cnMcoK ¢anaioB Ha
NpoBepKy, TeM HOblLE BPEMEHM 3aHMMAET NPOBEPKA LENOCTHOCTH;

— NPW NPOBEPKE LLeNOCTHOCTM BbIMONHAKTCA MaTemMaTM4ecKmMe onepauum, 4To
NPMBOAMT K MOBbIWEHMIO MCNOAb30BaHMA PECYpCoOB MNpoleccopa, CneaoBaTeNbHO, K
yBe/IMYEeHUIO pacxoda 3apaaa akkymynatopa MY.

[MpoBepKa LENOCTHOCTM KOHKpPEeTHoro arna MoxeT ObiTb  OCYLLeCTBAEHA
cnenytoumm obpasom:

integrityd -verify wmmsa odanna

B cnyyae HeobxoammocTu BbiNnoAHUTL KLU, npowssonbHoro ¢anna, ELF-dpainna,
pa3aenoBs WMaW rpynnbl pa3aenos cneayeT MCNONb30BaTb YTUAUTY integrityd, AOCTYNHYHO
B MI «Terminal», koTopaa npumeHaeT 3l Kak UICTOYHUK A0BEPUA.

NMPUMEYAHUE. WHPopmauma o 3anycke/3aBepuweHnn npoueaypbl KU n ee
pe3y/abTaTax 3aMMCbIBAETCA B CUCTEMHbIN KYpPHa/a, NPOCMOTP KOTOPOro OCYLLECTBAAETCA C
nomotbo MIT «KypHan».

B cnyyae ycnewHoW npoBepkM OyaeT BbIBEAEHO AMArHOCTMYECKOE COODLIEHME
BMAA:

verify mMsa oGamya: success
total verification: success

B C/ly4ae HeyCrnewHon:

verify mma ¢amna: failed
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NMPUMEYAHUE. B  pe3ynbtate nNoOJyvYeHMA OT CepBMCA  integrityd
OTPULATENbHOrO CTaTyCa MNPOBEPKM LIENOCTHOCTW, KOTOPbIM CBMAETENbCTBYET O
HapyLeHnn uenoctHocth, aoctyn Kk OC ABpopa B10oKMpyeTca KOMNOHEHTOM securityd.
B aTtom cnydae Heobxoammo nepeaatb MY aAMUHUCTPATOPY A1A MOBTOPHOM YCTaHOBKM
OC Aspopa.

4.10. 3amMKHyTaA NporpammHas cpea

N3onAauma agpecHoro npoctpaHctea M MM, cCOBMECTHO C NMPOBEPKOM NoAnucu
RPM-nakeToB M GMHApHbIX MAKETOB, a TaKXe KOHTPOJEeM LenocTHocTu nossonsetr OC
ABpopa peann3oBbiBaTb 3aMKHYTyt0 nporpammHuyto cpeay (3MC). 3MNC 8 OC Aspopa
AOCTYMHA NO YMOYaHMIO U NO3BONAET:

— BbINOAHATb NpMKAaaHble npouecchl OC n3onmposaHo, 6e3 BO3MOXHOCTM BANATb
Ha 4pyr1e npoueccol;

— BbIABNATb PAKTbl HECAHKLUMOHNUPOBAHHOM MOANDUKALUMMU UCNONHAEMbIX U UHbIX
dannos;

— OrpaHMuYMBaTL BO3MOXHOCTU MNPWUKAALHBLIX MPOLECCOB MO OTHOWEeHUo K
o6bekTam OC rpaHMLaMM «KMECOYHULbIY;

— YCTaHaB/IMBATb TO/IbKO MaKeTbl, NOAMNMCAHHbIN KAo4om pa3paboTumka OC mau
YNONHOMOYEHHOro pa3paboTymka npuknaaHoro MoO;

— MWCKt0YaTb BbIMONHEHME HENOAMUCAHHbIX WAM MNOAMNMCAHHbIX HEBAAMAHOM
noAnucblo BUHAPHbLIX Gannos.

ALMUHUCTPATOP MOXKET HaANOXUTb AOMNONHUTE/IbHbIE OrFpaHUYeHUA B 4acTu
3aMKHYTON MPOrpPaMMHOM cpeapbl, pa3pelmns ycTaHoBKY MIT TONbKO M3 O0BEPEHHbIX
MCTOYHMKOB. ONMCcaHMe HAaCTPOMKN AOBEPEHHbIX MCTOYHMKOB NpueeaeHo B n.n. 4.4.1.3.
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5. PEKOMEHZOAUWU MO YCTPAHEHUIO BO3MOMXHbIX OLLNBOK

[enctena

(Tabnunua 16).

Mo YCTPaHEHWto

BO3MOXHbIX OLWIMOOK npmneedeHbol B Ta6nmu,e

0bHOB/MIEHUS, T.K. HE
paboTaeT KHOMKa
«3arpy3mTb»

Tabnuua 16
No Ownbka MpnynHa/pekoMeHaaLMM MO YCTPAHEHUIO
1 |HeBO3MOXHO [Ons nonyyenua obHosneHma OC ABpopa TpebyeTca AoCTyn K
BbIMO/IHUTL onpeaeneHHbIM pecypcam npeanpuaTus-paspaboTymKa.

TakoM AocTyn NpeaocTaBAsETCA KAMeHTam, 0GOPMUBLLNM
TEXHUYECKYIO NOAAEPMKKY, BKAOYAIOLLYIO YCNyry OBHOBAEHMA
OC.

Bonee noapobHaa MHGopmauma A4OCTyNHA NO 3NEKTPOHHOMN
noyTe support@omp.ru

TpebyeTcs naposb

2 |He nony4vaetca MY BO3HNUKHOBEHMM OLLIMOKKM NpK ycTaHoBKe MI1, onncaHme
yCTaHOBUTb MI KoTopow npmueeaeHo B nn. 2.3.2.1, HeobxoanMmo obpaTnTbea K

pa3paboTtumky M1 gna ero obHoBNEHMA.
BHUMAHMWE! 3arpy3ka B nckAtoUYMTENBHbIX CYYasiX,
Hanpumep, B Cay4yae NpUMeHEHMA B MUIOTHBIX NPOEeKTaXx,
[OMyCKaeTCca AeaKTMBauma nepekatodatena « Bkaounts
Ba/IMAaLUM0 NakeTos» (cM. PucyHok 104)

3 |Owwnbka ceptndmkata |OaMH M3 OBEPEHHBIX CEPTUPUKATOB, BXOAALMX B TPETbE
nokonexune OC, ycTapen, B pesyabTaTe Yero bbina yTpayeHa
[OBEPEHHOCTb PECYPCOB, NOAMMCAHHBIX TAKMMM
ceptTudmnKaTamm

4 |T1pn nonyvyeHum Mpobnemsbl ¢ ceTeBbiM gocTynom MY k MMO. Ecan npu
0OHOBNEHNI C CKaumBaHuM MI1 nponcxoanT ceTeBOM paspbis, TO
MNro «Aspopa UeHTp» |nocneaytouwme Ml cTaHOBATCA B o4epenb M UX YCTaHOBKA He
oTobparkaeTcs npoucxoamnT
yBeaomaeHme
«Appmanager is busy»

5 |OTobparkaeTca YcTaHOBAEHHbIN Ha MY mdm-KAneHT (Hanpumep, KAUEeHT
yBeaoOMNeHmne MMNO) 3anpelwaeT obHoBNEHMA Yepe3 MHTepdenc MY
«YnpasneHue
obHoBneHnem OC
3anpeweHo»

6 |MY 3abnokmpoBaHo, |Heobxoammo obpatmntbeca K aammuHmucTpaTopy MY nmbo

onepatopy MMO ana cbpoca naponsa MY, NOAKNOYEHHOTO K
cetn MIHTepHer.
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Ha MY BO3HMKaeT
owmnbKa

No Ownbka MpuunHa/pekomeHaaL MK Mo YCTpaHEHUIO
[na cbpoca napona agMmHmUcTpaTtopa MY npm oTcyTCTBMMK
noakntoyeHua K MNMO Heobxoammo 0b6paTnTbca B CEPBUCHbIN
LleHTp Ana noBTopHOM ycTaHoBKK OC ABpopa

7 |Mpw yctaHoBke RPM  |HecoBmecTMmocTb Katodeit B OC m KItoYen, KOTOPbIMM

nognucaHo Mrl.
Heobxoammo nepenoanucatb MIM anbo ncnonsvsosatb OC c
KNto4amm, cooTBeTcTeyoWwmMmm MIT

HACTPOWKM AaTbl U
BPEMEHM

8 |[lMonb3osaTesnb 3abbin |HeobxoamMmo obpaTnTbCa K agMMHUCTPATOPY A5 cbpoca
naponb MY napona MY

9 |AamunHucTpaTtop 3abbin Heobxoammo obpatutbea k onepatopy MNMO ana cbpoca
naponb MY napona MY, noaKNtOYEHHOro K ceTn MHTepHer.

[ns cbpoca naponsa agmmHucTpaTopa MY npu oTcyTCTBMM
noakntoyeHms K MMNO Heobxoammo 0bpaTtntbcsa B CEpBUCHbIN
LleHTp ana noBTopHOM ycTaHoBKK OC ABpopa

10| ocne 3arpysku Y6eauslimnck, 4To MY nmeeT AOCTyN K ceTu VIHTepHeT 1 3apaj
obHoBneHnn MI1 Ha akkymynatopa MY coctasnseT He meHee 50%, HeobXx0aANMMO
MY oHO He OCYLWECTBUTb NPUHYANTENbHOE ODHOBAEHME, BbINOHUB
obHOBUNOCH cneayrouime AencTemns:

— OTKpPbITb DKPaH NPUAOKEHWI, NpoBeaA No JomalHemy
SKpaHy CHWU3Y BBEPX;

— NepenTn B MyHKT MEHIO CMCTEMHbIX HAaCTPOeK
«ObHoBneHna OC ABpopa», nocne Yyero BbIbpaTb NYHKT
«MpoBepnTb Hannyme oO6HOBNEHNIY.

Ecan nocne BbINOAHEHWNA ONUCAHHbIX AencTBmii MIT He 6bi10
yCTaHoBNAeHO NMHo 06HOBNEHO, HEODXOAMMO NPOBECTM
aHa/In3 CUCTEMHbIX coobLleHui (cm. nogpasaen 4.1)

11 |HeBO3MOXHO [aHHaa GyHKLUMA OTKIOYEHA C MOMOLLLbIO MOAUTUKN
cbpocnTtb MY K 6e30nacHOCTN, HeOBXOAMMO OTKIKOUYNTL AAHHYIO MONUTMKY B
3aBOACKMM MeHto besonacHocTu (cm. noapasaen 4.3)

HaCTpPOMKam
12 |HepocTynHbl JaHHaa GYHKLUMA OTKIOYEHA C MOMOLLLbIO MOAUTUKN

6e30nacHOCTN, HEOBXOAMMO OTKAUYUTL AAHHYIO NONUTUKY B
MeHIo 6e3onacHocTu (cm. noapasaen 4.3)
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NEPEYEHb TEPMWHOB U COKPALLIEHUI

B HacToAwem [OOKYMEeHTe TMPUHATHI

(Tabnunua 17).

cneaywoumne  TEPMUHBI N COKpalWeHUA

Tabnuua 17
COT:;?SJIV;:/ e Pacwudposka
2DA [ByxdaKTOpHas ayTeHTUDUKALMA
AAMUHUCTPATOP Monb3oBatens, 0biaaatoWmMii NpaBaMm Ha BbINOAHEHME
onepaumin, CBA3aHHbIX C aAMUHNUCTPUPOBAHMEM CUCTEMDbI
b/, ba3a gaHHbIX

Bepcuma OC Aepopa

1)KopnopaTtmsHas Bepcus - ncnonHeHmne OC ABpopa,
npeAHa3HavyeHHoe AR OpraHn3aLUmnmn OBEPEHHbIX MOOU/IbHbIX
Paboymx MecT, Ha KOTOPbIX He NpoucxoamnT obpaboTKa
MHPOPMaLMK, NOANEXKALLEN 3aLLUMTE B COOTBETCTBUM C
3aKOHO4ATENbCTBOM P®;

2)CepTndnumpoBaHHas Bepcus - ncnonHeHne OC ABpopa,
npolwealee cepTUPUKALMOHHbIE UCMbITAHMA B CUCTEME
cepTMdMKaLMmM HOPMATMBHbIX perynatopos PO (PCTIK Poccum,
®CB Poccun), umetolee COOTBETCTBYHOLLMIA KOMMIEKT
NPOrpammMHbIX ZOKYMEHTOB M FOTOBbIE K CEPUMHOMY
npom3BoACTBY. [peaHa3Ha4YeHbl A4NA OpPraHM3aLUMm A0BEPEHHbIX
MODBUMNbHBIX Paboymx MeCT, Ha KOTOPbIX NPOMCXOAMUT 0bpaboTKa
MHPOPMaLIMK, NOANEXKALLEN 3aLLMTE B COOTBETCTBUM C
3aKOHOAaTenbCcTBOM P®. MoryT ncnonb3osatbes B TMC, Ha
obbekTax KM 1 B nHbIX peryamnpyembix NC

3MC 3aMKHYTaA nporpaMmmHas cpea

NAD NaeHTUPUKaUMA 1 ayTeHTUOMKALMA

nC NHopMaLUMOHHaA cUCTeEMA

NOBO NHTepdenc PyHKLMOHANbHbIX BO3MOXKHOCTEN He30nacHOCTH

KBoTa Ob6bem AMCKOBOro NPOCTPAHCTBA, BblAe/IAEMOro
aAMMUHUCTPATOPOM A5 3aNUCK AaHHbIX YYETHbIX 3anmcen
Nonb30oBaTeNnen

KL, KOHTPOMb LEeNOCTHOCTH

MB/l Poccuum MWHUCTEPCTBO BHYTPEHHMX Aen Poccuickon Pegepaumm

MIT MobunabHoe NpuUIoKeHMe

MY MobunabHoe yCTPOMCTBO

M3 MexceTeBoe 3KpaHNMpPOBaHME

OC OnepaunoHHada cucTtema
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PYKOBOACTBO a/MUHMUCTPATOPA _J MO An
CoTKepZALTJ,Me:/ e Pacwunépoeka

2DA [ByxdaKTOpHas ayTeHTUDUKALMA

MNepekntoyaTens dnemeHT nHTepderca OC ABpopa, NpeacTaBAAOWMIA CODON
CBETALLYIOCA TOYKY, PACNONOXKEHHYIO B NMOJE, M MO3BONAIOLLMIA
BbI6paTb OAHO M3 COCTOAHMM, Yalle BCErO BKAOYEHME UM
BbIKtOYEHME. [MpK aKTUBALMW NePeKAOYATENA TOYKA HAYMHAET
CBETUTLCA ApPYE, YEM B HEAKTMBHOM COCTOAHMM

Monb3oBaTtenb Jlnuo, ncnonbaytollee CUCTEMY A1A BbINO/THEHNA 3a/10KEHHbIX B
Hel QYyHKUMI

MNpeanpusatue- Ob61ecTBO C OrpaHNYeHHOM OTBETCTBEHHOCTbIO «OTKpPbLITAn

pa3paboTymk MobunbHas naatpopma» (OO0 «OTKpbITad MoObUabHaA
nnaThopma)

Nno [MporpammHoe obecnevyeHne

rnro MpuknagHoe nporpammHoe obecneyeHmne «ABpopa LleHTp»

Mnea [lpaBnaa pasrpaHnUYeHmna AOCTyna

CmapT-KapTa

YCTpOMNCTBO, NpeAHa3HavyeHHoe Ans 6e30nacHoro 1
3awmueHHoro PIN-Ko40oM XpaHEeHMA CEKPETHbIX M 3aKPbITbIX
KpunTorpapuyeckmx Katoden, cepTudrKaToB OTKPLITbIX KAHOYeEN U
APYrnx ayTeHTUOMKALMOHHbIX AaHHbIX. CMapT-KapTbl
obecneynBatoT MHPOPMALIMOHHYO He30NacHOCTb NONb30BaTeNA,
TaKKe Mcnosbayetca Ana ABYXPaKTOPHOM ayTeHTUMKALMK ero
Bnagenbla. O6bIYHO MCMO/b3YIOTCA COBMECTHO CO CYMUTbIBATENEM
CMapT-KapT

cyamnc CepBuC ynpaBaeHMa A0CTYNOM K MHPOPMALIMOHHbIM CUCTEMAM
MB/l Poccumn

Cynepnonb3oBaTesnb |onb3oBaTenb, 061a4at0WMA NpaBaMM Ha BbINOIHEHWE BCcex He3
MCKAOYEHMA onepauuii B cucteme (B cMcTeme MMeeT N0TUH
«root»)

ToKkeH AyTEHTUPMKALMOHHbIE AaHHbIE, KOTOPbIE BbIAAKOTCA
N0/1b30BaTE/Nt0 NOCAE YCNEeLWHON aBTOPM3aLUMM U ABNAKOTCA
KAKOYOM A1A A0CTyNa K cnyxbam

vy, YA0CTOBEPAKOLNIA LEHTP

®BO ®OYHKLMOHANbHbIE BO3MOXHOCTN H@30MaCHOCTH

®C dannosada cuctema

J2BM DN1eKTPOHHO-BbIYUCANUTE/IbHAA MALLMHA

Sl DNeKTPOHHAaA NoANMnCh

ACL Access Control List — cnncok KoHTpoAas AocTyna

Bluetooth® CraHpapT becnpoBoAHOM cBA3M, 0becnevynsatoLLnit obmeH

NaHHBIMW MeXKay YCTPOMCTBAMM Ha OCHOBE YIbTPAKOPOTKMX
PaAMOBO/H
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CoTKepZALTJ,Me:/ e Pacwundposka

2DA [ByxdaKTOpHas ayTeHTUDUKALMA

CSD Tool AnarHocTnyeckasa nporpamma, BctpoeHHasa 8 OC Apopa

DAC Discretionary Access Control — AuCcKpeUnoHHOe pa3rpaHuyeHme
npaB 4OCTyna

eMMC Embedded Multimedia Memory Card — BcTpoeHHas
MYNbTUMEAMNHAA KapTa NamATK

GID Group IDentifier — naeHTMdMKaTOP rpynnbl

GSM Global System for Mobile Communications — rnobanbHblii
CTaHAAPT UMPPOBOM MODBUILHON COTOBOM CBA3M C Pa3aeNeHnemM
KaHanos no spemenun (TDMA) n yactote (FDMA)

GUI Graphical User Interface - pa3HOBWAHOCTb N0O/1b30BATENBCKOTO
UHTepdenca, B KOTOPOM 31EMEHTbI MHTepdeiica (MeHID, KHOMKK,
3HAYKM, CMUCKM), NpeaCcTaBNeHHbIe N0Nb30BaATENO Ha Anchee,
MCMONIHEHbI B BUAE rpaduyeckmx n3obparkeHunm

HPET High Precision Event Timer - Tailmep cobbITUIA BbICOKOM TOYHOCTM

ICCID Integrated Circuit Card Identifier — BCTpoeHHbIN MAeHTUPUKATOP
SIM-KapTbl

ICMP Internet Control Message Protocol — npoTokon mexkceTeBbix
yMNpPaBAALMX COODLLEHNI

IMA Integrity Measurement Architecture — mexaHM3mM NPoOBEPKMK
noanucy buHapHbIX Ganos

JSON JavaScript Object Notation — TeKkcToBbIM popmaT obmeHa
NaHHbIMM, OCHOBaHHbIM Ha JavaScript

MD5 Message Digest 5 — 128-6UTHbIN aNrOPUTM XeLIMPOBaHMA

MTP Media Transfer Protocol — ocHoBaHHbI Ha PTP annapaTHo-
He3aBMUCKMMbIM NPOTOKO/, pa3paboTaHHbIM KomnaHnen Microsoft
ANA NoAKNOYEHMA UMPPOBBIX N1IEEPOB K KOMMbIOTEPY

NFC Near field communication - TexHonorua 6ecnpoBoaHON Nepenaym
NaHHbIX Manoro paguyca AenCTBMUA, KOTOPas AaeT BO3MOXKHOCTb
obmeHa AaHHbIMW MeXay YCTPONCTBAMM, HAXOAALWMMMCA Ha
PaccToAHMM okono 10 caHTUMeTpPoB

PID Process |IDentifier — naeHTndmKaTOp npouecca

PIN-kop, Personal Identification Number - nepcoHanbHbIi KO, COCTOALLNM
n3 4 undp, NpeaHasHa4YeHHbIN ANa NnoayYyeHmns aoctyna K SIM-
KapTe 1 NpeaoTBPaLLAoLLINM ee HECAHKLUMOHUPOBAHHOE
MCNONb30BaHMe

PUK-kogp, Personal Unlock Key - gononHutenbHbIM Koa, cocToAwmMim n3 8

LMdp 1 NPUMEHSsEMbIN Ans pa3bNoKMpPoBKM SIM-KapTbl nocae
Heyaa4YHOoro BBoda 3HavyeHus PIN-koaa 3 pa3a noapa,
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Tepmun/
CoKpalueHmne

Pacwundposka

20A

[ByxdaKTOpHas ayTeHTUDUKALMA

RPM

Red Hat Package Manager — meHeaxep naketos Red Hat
obo3HayvaeT aBe cywHocTh: dopmaT nakeTtos 1O (RPM-nakeT) n
Nporpamma, co3aaHHas A1A ynpasaeHmna STUMIN NaKeTamMu.
[Mporpamma No3BONAET YCTaHABAMBATbL, YAaNATb M 06HOBAATL 10

RPM-naket

®ann popmata RPM, no3sonAtoLWMK yCTaHABAMBATbL, YAANATb U
0OHOBNATL NPUNOKEHNE Ha MY

SDK

MpoAyKT, NpeAHa3HaYeHHbIN ANA Pa3pabOoTYMKOB, MO3BONAIOLLLNIMA
pa3pabaTbiBaTb NPUAOKEHMA (rpaduyecKme KOHCONbHbIE,
CEepPBUCHI U T.4,.), KOMNUANPOBATb UX A4 3a4aHHOM BEpPCUM
onepauUnoHHOM CUCTEMbI M 3aNYyCKaTb NOAYYMBLUNICA DUMHAPHbIN
Koz B aMynsTope

SIM

Subscriber Identification Module — moaynb naeHTUPUKaLMM
aboHeHTa

SSuU

SourceSafe ana Unix — ytunmTta, obecneymsatollasa 4OCTyn m3
KOMaHAHOW CTPOKM K IOKaNbHbIM U YAANEHHbIM PEMNO3UTOPUAM
Source Safe/VSS uepes TCP

SSH

Secure SHell — ceTeBoM NPOTOKON NPUKNAAHOIO YPOBHSA,
No3BONAOWMIA NPOM3BOANTL YaaneHHoe ynpasaeHmne OC u
TyHHennmpoBaHue TCP-coeanHeHU (Hanpumep, ANA nepeaaym
dannos)

uiD

User Identifier — naeHTMdMKaTOp NONb30OBaATENA

USB

Universal Serial Bus — yHMBepcasibHas nocnenoBaTeNbHanA WMHA

VPN

Virtual Private Network — BMpTyanbHaa YacTHasA CeTb,
0606UeHHOEe Ha3BaHMe TEXHONOMMIA, NO3BOAAIOLLIMX 06ecnevmTb
OZHO M/ HECKO/IbKO CEeTEBbIX COeAMHEHMI (N1OTMYECKYHO CETb)
noBepx Apyror cetn (Hanpumep, cetn NHTepHeT)

WLAN

Wireless Local Area Network — 6ecnpoBoaHaa N10KanbHan ceTb
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[MPUNTOXEHME 1

N3meHeHUe numuTos

OnucaHue nHTepdelica nice

NMMA: nice —3anycKaeT nporpammy € 3aaHMem npuopuTeTa.

OB30P: nice [MAPAMETP] [KOMAHIOA [APTYMEHT]...]

OMNCAHWNE: 3anyckaeT KOMAH/LY ¢ ykasaHnem npuopuTeTa ee BbiNoaHeHUA. bes
yKka3aHua KOMAH/A BbiAaeT TeKyLMIM NpnopuTeT paboTbl. ADJUST NO YMOJIYAHUIO PaBeH
10. lnanasoH npmnopuTeToB pacnonoxkeH ot -20 (Hamebicwmnit) 40 19 (HaMMeHbLLKN):

— -ADJUST — yBe/M4YMBaET NPUOPUTET Ha ADJUST;

— -n, —-—adjustment=ADJUST — TO €, YTO N —ADJUST,

— --help —BblaaeT MHOOPMALMIO M 3aBepLLAET PaboTy;

— --version —BblAaeT MHOOPMAUMIO O BEPCUM M 3aBepLllaeT paboTy.

OnucaHue nHTepdeiica renice

NMMA: renice — M3MeHEHWE NPUOPUTETA BbINONHAKOLLMXCA MPOLLECCOB.

OB30P:

renice priority pid...
renice priority [-p pid... ] [-g pgid...] [-u username]

OMNCAHWNE: KOmaHZa renice WCNONb3yeTCA AN1A WM3MEHEHMA NPUOPUTETOB
BbIMO/IHAIOWMXCA nNpoueccoB. HoBoe 3HayeHWe npuopuTeTa 33a4aeTcA  YMCA0BOM
KOHCTaHTOM priority, KOTOpaA MOXeT NPUHMMATb 3Ha4YeHWA B AmanasoHe oT -20 go +20.
HenpusmnnernpoBaHHble NOb30BATE/IM MOTYT YCTaHOBUTb 3HAYEHME NPMOPUTETA TONBKO B
npegenax 0-20, B TO BpemMA KaK 414 CUCTEMHOIO agMUHWUCTPATopa JAOCTyneH BeCb
Ananas3oH. Hanbonee TMNMYHLIMM 3HAYEHMAMU ABNAIOTCA caeaytowme: 19 — npoueccol
BbIMOJIHAKOTCA TO/NILKO B C/ly4ae OTCYTCTBUA Y npoueccopa crnewHon paboTbl; O — 6a308BbIM
NPUOPUTET PABHOMPABHbIX MPOLLECCOB, BbIMOJHAOWMXCA NOA YNpPaBJeHMEM AMCMNeTYep];
oTpULATENIbHOE 3HAYEHME — ANS BbINONHEHWUA Hambonee cnelwHblx U 6e3oTnaratenbHbIX
paboT.

Onucanue nHtepdenca kill

MMA: kill — nocbl/laeT CUrHa/A MNpOoLeccy WAM BbIBOAMT CMMUCOK AO0MYCTUMbIX
CMIHaNOoB.

OB30P:

kill [-s CHUTHAJI | -CHUT'HAJI] PID...
kill -1 [CHUTHAJI]...
kill -t [CHUTHAJI]...

OMWCAHWME: nocblnaeT curHaa npoueccy WaM BbIBOAUT CMMCOK  AOMYCTUMbIX
CMIHaNO0B.
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AprymeHTbl, o0bA3aTenbHble ANA  MOMHbIX  BAapMaHTOB  OMNUMIKA,  ABAAIOTCA
00A3aTeNbHbIMM TaKXKe N ANA KPAaTKMX BAPUAHTOB:

— -s, --signal=CUTHAJI, -CUTHAJ—MMA UM HOMEP MOCLITIAEMOro CUTHaNa;

— -1, --list — BbIBECTM WMEHaA CUIHANOB WU BbIBECTM WMMA CUIHaNG,
COOTBETCTBYHOLLEE HOMEPY, N HA0OOpPOT;

— -t, --table— BbIBECTU MHDOPMALMIO O CUTHANAX B BUAE Tabanupl;

— ——help— BbIBECTM CNPABKY M1 3aBePLUNTbL paboTy;

— —-version — BbIBECTM MHPOPMALMIO O BEPCUM M 3aBEPLLUNTL PaboTy.

CUIHAJT: moxeT yKa3biBaTbCA B BMAe MMeHM (Hanpumep, «HUP») nam Homepa
(Hanpumep, «1»). Takke B KaYecTBe CUrHa/sa MOXHO YKa3blBaTb KOZ BbIXOJa, KOTOPbIM
Nporpamma A0MKHa COODLINTL CUCTEME NPW 3aBEPLIEHNMN.

PID — yncnoBon mnaeHTMdukatop npouecca. Ecam ymcno otpuuatenbHoe, OHO
onpeaendaeT rpynny npouecca.

OnucaHune nHTepdeiica /etc/security/limits.conf

NMA: dann orpaHMYeHna pecypcos.

®OPMAT: rpynna/nonb3oBaTesib IMMUT (SKECTKUI/MATKKI) NapameTp 3HaYeHue.

ONMMCAHWE NAPAMETPOB:

— core —pa3mep core dannos (Kb);

— data — MaKCMManbHbIM pa3mep AaHHbIX (KB);

— fsize — MaKCcMManbHbI pasmep danna (Kb);

— memlock — MaKCMManbHoOe 3ab10KMPOBaHHOE aapecHoe NpocTpaHcTBo (KB);

— nofile— MaKCMMaJIbHOE KOMYECTBO OTKPbLITbIX GalIoB;

— rss — MaKCMMabHbIM pasmep NamaTh Ana pesnaeHT-nporpamm (Kb);

— stack — MaKCMManbHbIM pasmep cTeka (Kb);

— cpu— MaKcMmanbHoe npoueccopHoe Bpema (MIN);

— nproc — MaKCMMa/ibHOE KOMYEeCTBO MPOLLECCOB;

— as —OrpaHuYyeHue agpecHoro npoctpaHcTea (Kb);

— maxlogins — MaKCMManbHOE YNCNO OAHOBPEMEHHbIX PETUCTPALNIM B CUCTEME;

— maxsyslogins — MaKCMMa/ibHOE KOJIMYECTBO YYETHbIX 3aNMCEN;

— priority— NPUOPUTET 3aNyLLEHHbIX NPOLECCOB;

— locks — MaKCMManbHOE KoNn4ecTBo Gpainnos, BNOKMPYyEMbIX NONb30BATENEM;

— sigpending — MaKCMMa/bHOE KOAMYECTBO CUIHANOB, KOTOPbIE MOMHO
nepeaaTb NPOLECCy;

— msgqueue — MAaKCMMa/bHbIM pa3mep namatn ana ovyepean POSIX coobuieHmin
(bytes);

— nice — MaKCMMa/bHbIA NPUOPUTET, KOTOPbIM MOXHO BbICTaBuTb: [-20, 19];

— rtprio— MaKCMMa/ibHbIM MPUOPUTET BPEMEHM BbINOSTHEHUA.
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[MPUNTOMEHUE 2

OnucaHue nHTepdeinca wipe

NCMNO/Tb30OBAHWME: wipe [onunun] pannbl.

onunmn:

— —a — NpepbIBAET NpU OLWNOKE;

— -b <buffer-size-1g2> — yCTaHaBAMBAET pa3amep UHAMBUAYaNbHOro bydepa
BBO/a/BbIBOAA, YKa3aB ero norapnudm no ocHoBaHMIO aABa. MoryT ObiTb BblAeNeHbl A0
TpnauaTtn aTnx bydepos;

— —c —coBepuwaeT chmod () Ha 3alMLLEHHbIX OT 3anuncK dannax;

— -D—c/ieayeT CUMBOIMYECKUM CCbIJTKam (KOHPAUKTYET C —r);

— —e — MCNONb3yeT TOYHbIM pa3mep dalna: He OKpyrnaeT pasmep dalna ans
CTUPaHMA BO3MOXHOIO Mycopa, OCTatoLeroca Ha nocneaHem 610Ke;

— —f — dopcupyerT, T.e. He 3anpallinBaeT NOATBEPKAEHUSA;

— —F—He cTupaeT umeHa Gpannos;

— —h — NOKa3bIBaET CNpPaBKy;

— -1 —nHGOPMATMBHbIN (BepbasbHbIN) PEXNM;

— -k — coxpaHseT ¢palnnbl, T. €. Nocne nepesannck Ganabl He yaAaNaTCs;

— -1 <pmymHa> — YCTAHABAMBAET A/IMHY CTUMPAHWA Ha <mmmuy> 0aNUTOB, rae
<mymHa> 3TO LEe/10e YNCN0, 32 KOTOPbIM cieayeT K (Kilo:1024), M (Mega:K"2) WK
G (Giga:K"3);

— -M (1|r) —YyCTaHaBAMBAET a/TOPUTM PRNG A/1A 3aNonHeHMa 610KoB (M nopaaka
NpPOX040B);

— 1 —u1cnonb3yeT BbI30B OMBANOTEKM random () ;

— a — UCMOJIb3YET aJITOPNTM LIJVICI)pOBaHl/Iﬂ arcfour;

— -0 <cmemur> — YCTaHAB/IMBAET CABMUI OYUCTKM Ha <coBur>, A€ <caosur> UMEeT
TOT e PopMaT, YTO U <amHa>;

— -P <npoxome> — YCTaHaBAMBAET KOMYECTBO NPOXOA0B ANA OYMUCTKM MMEHMU
darna. Mo ymonyaHuto aTo 1;

— -Q <kojmuecTBO> — YCTAHAB/AMBAET KOAMYECTBO MPOXOA0B ANA ObiCTPOM

OYUCTKM;

— —-g — ObICTpas 04MCTKa, MeHee He3onacHaa, Mo yMOA4YaHUO 4 Cay4YarHbIX
npoxoaa;

— -r — peKypcus No namnkam, nepexod MO CUMBOMYECKMM  CCblIIKaMm
OCYLLEeCTBNATLCA He ByaerT;

— -R — YCTaHaBAMBAeT YCTPOMCTBO paHAOMM3aLUMKM (MAM  KOMaHAy CUAOB

paHOAOMM3AUUM -S c);
— -S—(r|cl|p)— meToa paHAOMM3aLNM CUAOB,
— 1 — CYUTbIBAET C YCTPOMCTBA PaHAOMU3aLUMM (HALEKHO);
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— Cc — CYMTbIBAET M3 BbIBOAA KOMAHAbl paHAOMMU3aLMN CUAOB;

— p—ucnonbayeT pid (), clock () UT.A. (Cambit cnabbit BapuaHT);

— -5 — TUXMI PEXNUM — NOAABAATb BECb BbIBOA,;

— -T <nomumTkm> — YCTAaHAB/IMBAET MAKCMMA/IbHOE YWUCAO MNOMbITOK A4
cBOHOAHOro Nomcka MMeHu darna; No ymonyanuio ato 10;

— —v—oTobparkaeT MHPOPMaALMIO O BEPCUU;

— -7 — He cTupaeT uma ¢aina;

— -X <umcyo> — MPOMyCKaeT YMCAO MPOXOAOB (NONe3HO ANA NPOAOIKEHMA
onepaLlmnm 04YNCTKN);

— -x <passl,pass2,...>—33a4aeT o4epeb NPOxXoa0B.

PykoBoAcTBO No wipe

NMMA: wipe — be3onacHoe cTupaHue pannos.

OB30P: wipe [omumm] pathl path2 ... pathn

OMNCAHWNE: wipe HECKO/NbKO pa3 nepesanucbliBaeT CrneunanbHble NaTTepHbl Ha
yAansemblin Gaitn, ncnonb3ys BbI30B fsync () U/WMAKM O SYNC BUT ANA NPUHYAUTENbHOrO
[oCTyna K AWcKy. B HopmanbHOM pexkmme mcnonbaytotca 34 obpasua (M3 KoTopbix 8
ABNAOTCA PAHAOMHbIMK). HopManbHbin pexkum aenaet 35 npoxonos (0-34). BbicTpbii
PeXMM MO03BOJIAET MCMNONb30BaTb TONbKO 4 Mpoxoda C PaHAOMHbIMM NaTTEPHAMM, YTO
HaMHOro meHee H6e3onacHo.

KypHanumpyemble ®OC, Takme Kak Ext3, Ext4d wmam ReiserFS, umcnonb3ytotca no
YMONYaHMIO. Ha HMX OTCYTCTBYIOT MNPOrpamMmbl YAaNE€HWA, KOTOPble MOTyT HaAeXHOo
3a4MCTUTb Galinbl, MOCKOJIbKY 4YyBCTBUTE/bHblE [AaHHble W MeTadaHHble MOoryT ObiTb
3anKMCaHbl B XXypPHa/, K KOTOPOMY C/IOXKHO NOJIY4UTb AOCTYM.

Ctupanume Ha NFC mnu Ha »ypHanupyembix OC (ReiserFS n T.4.) He byaeT paboTaTs,
NO3TOMY PEKOMEHAYETCA BbI3bIBATb wipe HAMPAMYO Ha COOTBETCTBYtOLLee Hao4YHOEe MY ¢
COOTBETCTBYOLLMMM ONUMAMM.

BHUMAHMWE! BbinonHATL BbI30B wipe HAaNpPAMYIO Ha COOTBETCTBYOLLEee B1o4Hoe MY
C COOTBETCTBYWOWMMM  OMNUMAMM  PEKOMEHAYETCA TONbKO B  CAy4ae  KpalHewn
HEeobxoAMMOCTMW.

[anee cnepyet 3a4aTb MNpaBW/bHble OMNUMW, B YaCTHOCTU: HE PEKOMEHAyeTcA
CTMPaTb LUENbIA KeCTKUn AUCK (wipe -kD /dev/hda), T.K. 3TO YHWYTOXMUT rNaBHYIO
3arpy3o4Hyto 3anuch. MNpeanoyTutenbHa O4YMCTKa pa3aenos (wipe -kD /dev/hda2) npu
YCNOBMW CO34aHMA pe3epBHbIX KOMMA BCEX AAHHbIX.

onunn KOMAHIHOW CTPOKM:

— £ (PopcMpOBaHHO; OTKAOUYMTL 3aMPOC NOATBEPKAEHMA) — MO YMONYAHUIO wipe
3anpaWnBaeT MNOATBEPXKAEHME C YKAa3aHMEM KOAMYEeCTBa PeryaapHbIX M crheuyanbHbIX
dalnoB M ManokK, yKasaHHbIX B KOMaHAHOM cTpoke. Ons noATBep»KAeHWs Heobxoammo
BBECTU «yes», ANA OTMeHbl — «no». [lpeayCMoTpeHa BO3MOXKHOCTb OTK/IIOYUTb 3anpoc
NOATBEPXKAEHMA ONUMeEN —£;

— r (peKkypcMBHO B Noanankax) — No3BoAsEeT yAaAuTb BCe AepeBo nanok. [Mepexoa
MO CMMBOJIMYECKUM CCbIIKAM He OCYLLEeCTB/IAETCA;
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— ¢ (chmod, ecnnm Heobxoaum) — ecnn Ha dGarn UAKM Nanky AnAa CTUpaHMA He
YCTaHOB/EHbI NpPaBa 3anucK, byaeT caenaH chmod A1A YCTaHOBKU Pa3peLleHn;

— i (MHOOPMaALMOHHbIN, BeEpOaNbHbIN PEXMM) — ANA BKIOYEHMA BbIBOAA OTYETOB B
CTaHZAPTHbIM BbIBOA, (stdout). [0 yMOAYaHMIO BCe AaHHbIe 3aNMCbIBAtOTCA B CTAHAAPTHbIN
BbIBOJ, OWMOOK (stderr);

— s (VXM pexum) — NoAaBNAKOTCA BCe COODOLIEHMSA, KPOMe 3anpocos
NOATBEPKAEHMA N COODLLEHNI OWINOOK;

— g (bbICTpOE CTUPAHME) — B C/ly4ae MCNONb30BaHWUA AAHHOW CTagun wipe Oyaer
nenatb (N0 yMoN4YaHWIO) TONbKO 4 NpoXoaa, 3anucbiBasa C/yyalHble AaHHbIE, Ha KaxKabli
dann;

— Q <KO/INYEeCTBO-MPOXOA0B> — yCTaHABAMBAET KOIMYECTBO MNPOXOA0B A5 ObICTPON
OYUCTKK, N0 yMONYaHuto 4. laHHasa onuua TpebyeT -g;

— a (ocTaHoBWUTL Mpu OWKbKe) — nNporpamma BbIMAET C EXIT FAILURE Npw
BO3HWMKHOBEHUWN HedaTaNbHON OLWNOKK;

— R (YCTQHOBWUTb YCTPOMCTBO reHepaummn CayvarHbIX Ynmcen Mam KomaHay cuaos
PAaHAOMHbIX AaHHbIX) — AAHHOW onuuMeln, KoTopas TpebyeT apryMmeHTa, BO3MOXHO YKa3aTb
aNbTepPHATMBY YCTPOWMCTBY /dev/random WM KOMaHAY, CTaHAAPTHbIN BbIBOA, KOTOPOW
byaeT xewmnpoBaH C mcnonb3oBaHnem MD5-xewa. 3TO pa3nmyme MOXKeT ObiTb cAenaHo
onuunen -s;

— S (MeTof, Cny4amHbIX CMAOB) — AaHHAA onuuMs NPUHMMAET OAHOCUMBO/bHbIN
apryMeHT, onpeaenstolinii, Kak MCNoAb3yeTcsa YCTPOMCTBO PaHAOMMU3aLMM/apryMeHT C1a0B
paHAOMM3aUMK. YCTPOMCTBOM PaHAOMM3ALMMN MO YMOAYAHUIO ABNAETCA /dev/random. Ero
MOHO YCTaHOBUTb, MCNOb3Ys OMNUMIO -R.

OAHOCKMMBO/IbHBIMW apryMeHTaMmn MOTyT ABAATLCA:

— r — eCAn HeobXoAMMO, YTOOblI apryMeHT MHTEepPnpPeTMpPOoBaaCa Kak obblyHOe
dannoBoe/CMMBO/IbHOE YCTPONCTBO. byaeT paboTaTh C /dev/random, TaKXKe AO/IXKEH
paboTaTb ¢ FIFO 1 noaobHbIm;

— ¢ — ec/in HeobXoAMMO, YTODbI apryMeHT BbIMOHANCA Kak KOMaHZAa. Bbisoa 13
KOMaHAbl OyaeT XewupoBaH C MCNOAb30BaHMeM anroputma MD5 ana obecneyeHus
Tpebyemoro cnaa;

— p — ecan HeobxoaAMmoO, 4TODObl wipe MOAyYana CUAbl XelWMPOBaAHMEM
NepemMeHHbIX OKPYMKEeHWs, TeKkylen aaTbl n BpemeHu, |ID npoueccoB M T.4. (@aprymeHT
YCTPOMCTBA PaHAOMM3ALMN HE UCNONb3YeTCs). ITO HaumeHee 6e30MNacHo;

156



— 1 OBKPbITAFI
PYKOBOACTBO aAMWUHUCTPATOPaA l P.‘ni%"é?é’mﬂ

— M (BblOpaTb aNropuTmM reHepaumm nCeBAOCAyYaMHbIX 4YMcen) — BO Bpems
CYYaMHbIX MNPOXOAO0B wipe Mepe3anncbiBaeT Uenesble @aibl MOTOKOM OUMHAPHbIX
NAHHbIX, CO3[aHHbIX CAeAYOWMMM aATOPUTMaAMM MO BbIBOPY:

e 1 — OyaeT Mcnonb3oBaTb (B 3aBMCMMOCTM OT CUCTEMbI MOb30BaATENSA)
nceBaopaHAOMHYO 6BMbAMOTeKY reHepaTopa random () MAW rand (). CheayeT obpatuTb
BHMMaHME, 4YTO Ha OONbWMHCTBE CUCTEM rand () NpPeacTaBnaeT cobon NUMHENHbIN
KOHIPY3HTHbIN reHepaTop, KOTOPbLIN ABNAETCA KpanHe cnabbim. Boibop AenaeTcs BO Bpems
KOMMNWUIMPOBAHMA N ONpeaenaeTca HAVE RANDOVN;

e o —0Oyaet ncnonb3oBaTtb NoTok Wwrdpa Arcfour kak PRNG. Arcfour coeBmectnm
c wndpom RC4. 3T0 03HaAYaEeT, YTO NPK TOM e Katove Arcfour sBnseTca B TO4HOCTU TaKMM
e MOTOKOM, KaK RC4;

e r — OyaeT ncnonb3oBaTb cBeXxuin anropntm RC6 kKak PRNG; RC6 oTnupaeTca
128-OUTHbBIMKM CcMaaMK, 3aTeM HyneBon O/NI0K MHOroKpaTHO 3alMPpPOBbLIBAETCA A5
NoAy4YeHnA NCeBAO0CAYYaMHOro NOToKa. ITO A0MKHO ObiTb OTHOCUTENLHO Be3onacHo. RC6
c 20 Kpyramu measieHHee, 4em random (), onumna komnunmposaHmna WEAK RC6 nossondaer
MCNonb3oBaTb Hosee bbicTpyto 4-kKpyrosyto Bepcmto RC6. [na nonyvyeHnsa BO3IMOMKHOCTU
ncnonb3oBatb RC6 wipe A0/MKEH ObITb CKOMNUAMPOBAH C YKa3aHHbIM ENABLE RCK; B
Makefile NpuBeAeHbl NpeaynpexaeHnsa No NaTeHTHbIM BONPOCaM.

Bo Bcex cnydaax PRNG pacnpocTtpaHaeTca ¢ AaHHbIMKU, CODPaHHbIMK M3 YCTPOMCTBA
PaHOOMM3AUMM:

— 1 <ammua>— BBUAY BO3MOXHOMO Ha/IMYMA HEKOTOPbIX Npobiem B onpeaeneHmnm
NeNCTBUTENBHOrO padmepa B10YHOro YCTPOMCTBA (T.K. HEKOTOPbIE YCTPOMCTBA HE MMEIOT
GUKCMPOBAHHOIO pa3mepa, Hanpumep, AMCKEeTbl UM KacceTbl) MOXKeT noTpeboBaTbcA
yKa3aTb pa3mep yCTPOMCTBA BPYYHYHO. <AJIMHA> — 3TO eMKOCTb MY, BblparKeHHas B Yncne
6anT. MoxHO ncnonb3osaTb K (KMA0) Ans yKazaHusa ymHoxKeHuAa Ha 1024, M (mera) ana
BbIPa*KeHMAa yMHOXeHus Ha 1048576, G (rura) ana ymHoxkeHuns Ha 1073741824 v b (6n0K)
AN1A YMHOXeHMA Ha 512:

1024 = 2b = 1K;
20K33 = 20480+33 = 20513;
114M32K = 114*1024*1024+32*1024.

— <cpBur> — [MO03BOAAET VYKa3aTb CABUI BHYTPM CTMpaemoro ¢amna uam
ycTpomncTBa. CMHTAKCUC <cmeura> TAKOM XKe, Kak 1 Ana onumm —1;

— e — MCNo/b3yeT TOYHbIA pa3mep daina: He OKPYrAaTb pasmep danna ana
CTUPaHMA OCTaBLIErocA mycopa B nocnegHem 610ke;

— 7 — He cTupaeT pa3mepbl GalnnoB NOBTOPHbLIM YMeHbLLIEHWEM BABOE (aliIoBOro
pa3mepa. [laHHble NONbITKM NPeanpPUHMMAOTCA TONIbKO Ha 0ObIYHbIX dainax, T. e. onuus
becnonesHa nNpu WCMNONb30BAHMW wipe ANA OYUCTKM BA0YHOrO WAM CneumanbHOro
YCTPOWCTBA;

— X <umcyo> — TMNPOMNyCKaeT 3aZlaHHOe 4ucao npoxoaos. [lonesHo Aana
NPOAO/MIKEHMA OYMCTKM C 3aA4aHHOM TOYKM, HAMPMMep, Koraa npu o4ncTke 60ablioro
AMCKa HeobxoaMMmo npepBaTb onepaumio. Micnonb3yeTca ¢ -x;
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— x <passl>,.. <pass35> — YyKa3blBaeT MNOpAAOK npoxoaoB. Korga wipe
npepbiBaeTcs, OHa OyaeT neyataTb TeKyllyto, BbIOpPaHHYK Ccay4anHbiM 06pa3om,
nepmMyTauMio MNopadKka Npoxoda M HOMepa MNpOoxXoAa B KayecTBe COOTBETCTBYHLLMX
aprymeHTOB -X U -X;

— F — He cTupaeT umeHa ¢parnnos. OObIYHO wipe MbITAETCA CKPbITb MMeHa $alnos,
nepenmmMeHOBbIBaA MX; 3TO HE rapaHTUPYET, YTO PU3MYECKOE PACMOIOKEHME, CoAepKallee
CTapble uMMeHa dannos, OyaeT nepesanucaHo. [locne nepemmeHoBaHWA danna
eANHCTBEHHbIM cnocobom ybeanTbca, 4YTO MMA WM3MEHEeHO, ABANAeTcs ¢dusnyeckoe
OCYLLECTBNIEHME BbI30Ba sync (), KOTOPbIM BbIMbIBAET AMCKOBbIE K3l OC, B TO Bpems
Kak ana [nobaBneHMA M 3anMcK Kalla MOXET WCMNOo/b30BaTbCA OUT O SYNC A1A
CMHXPOHM3aLMU BBOAA/BbIBOAA AR OAHOTO daina. T.K. sync () MeANEeHHbIM, Bbi30B
sync () MNOCNe KaAoro nepemMmeHOBaHMA JAefiaeT O4YUCTKY MMeH (ainnoB Takxke
MeANEeHHOM;

— k — coxpaHseT dainbl: He yaanaeT Gpanabl nocne nx nepesanucu. MonesHo npu
HeOOXOAMMOCTN CTepeTb YCTPOWMCTBO, COXPaHWB MPW 3TOM CheumanbHbid  dainn
yCTpoMncTBa. 3TO NoApa3ymMeBaeT —F;

— D — Cc/leayeT CMMBOMYECKMM CCbIIKAM: MO YMONYAHWIO wipe HMKOr4a He
cneayet CUMBOAMYECKMM CCbinkam. OAHAKOo, ecan Obia yKasaH -D, wipe COrMNacuTCA Ha
CTUpaHWe LUeNen, Ha KOTopble YKa3blBAlOT CUMBOJIMYECKME CCbIAKKU. HEBO3MOXKHO
OZIHOBPEMEHHO YyKa3aTb ONuUMK -D N —r (perypcua);

— v — MOKa3blBaeT MHPOPMALLMIO O BEPCUM U BbIXOA;

— h — NOKa3blBaeT CNPaBKy.

®ANIbl: no ymonyaHuio ncnonbayeTcea /dev/random B KadecTse cnaa (MCTOYHMKA)
reHepaTopa NCeBAO0CAyYaNHbIX Ymcen.

MEPEMEHHbIE OKPYXEHWNA

Ecnn yctaHoBNeHa WIPE SEEDPIPE, wipe OyAeT BbINOMHATL YKa3aHHYO B Hel
KOMaHay (Mcnonb3ya popen()), XeWWPOBaTb BbIBOA, KOMaHAbl C aAropuTMOM MD5
message-digest Ans nonyyeHua 128-6utHoro cnaa ana PRNG. Hanpumep, Ha cuctemax ¢
OTCYTCTBYHOLLEM YCTPONCTBOM /dev/random 3Ta NepemMeHHan A0/KHa bbiTb yCTaHOB/AEHA
B /etc/profile B CLeHapuit 060MI0YKM, COAEPKALLMA PA3INYHbIE KOMAHAbI, TaKMe KaK
ls, ps, who, last WT.A., KOTOPble 3aMyCKAOTCA aCUHXPOHHO, YTOObI NOYYUTb BbIBO,
HACKO/IbKO BO3MOXHO MeHee NpeacKkasyemMbiM.

Mpumepsbl 3anycka wipe

Cnepytollaa KOMaHAa PEKYPCUMBHO (-r) YAANUT BCe B Mamnke private, NpuM 3TOM
BKOYEHO NPUHYAMTENbHOE YAANEHNE W OTKAOYEH 3aNpoC NOATBEPKAEHNA (-£), MOKa3aH
nporpecc npoLecca yaaneHns (-i):

wipe -rfi private/*

Yoanute  Kaxaplih - pain M Kaxkayro  nanky  (onums  -r) B nanke
/home/berke/plaintext/, a TaKXKe CaMy Nanky /home/berke/plaintext/
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ObbluHble Gpannbl byayT yaaneHsl B 34 npoxoaa, U Ux pasamep OyaeT YyMeHbLLATbCS
BABOE C/ly4aMHOe Koam4yecTBO pa3. CneumanbHbix ¢GannoB (CMMBOAbHbLIX M BA0YHbIX
ycTponcTs, FIFO) He byaeT. Bce anemeHTbl nanku (Gannsl, cneuyansHblie Garnbl U Nanku)
byayt nepemmeHoBaHbl 10 pa3s M 3aTeM yAaneHbl. DNEMeHTbl C HEenoAXOAALIMMM
paspelleHnammn ByayT BbINONHATL chmod () (onuma -c). Bce ykasaHHble onepaumn dyayt
nponcxoauTb 6e3 NoATBEPKAEHMA NOAb30BaTENA (ONUMA —f):

wipe -rcf /home/berke/plaintext/

BnoyHoe ycTponcTBO /dev/hda3 COOTBETCTBYET 3 pasdeny rnaBHOroO AMCKa Ha
nepsmyHom IDE nHTepdeice, kotopoe byaeT yaaneHo B ObICTPOM pexnme (onums -q), T.e.
4 cny4anHbIMM Npoxodamu. MIHOEKCHbIe AeCKPUNTOPbI He ByayT NepenmmMeHOoBbIBATLCA UK
yaanaTtbes (onuma -k). Mepen 3anyckom nporpamma notpedbyeT BBECTUN «yes»:

wipe -kg /dev/hda3

[MOCKONbKY wipe HMKOrAa He caedyeT No CMMBOJIbHBIM CCbI/IKAM, €C/IN HET ABHOTO
yKaszaHusa, npu HeobXxoAMMOCTM yaAanuTb /dev/floppy, KOTOPbIA MOXET OKa3aTbCH
CMMBOJIbHOW CCbINKOM /dev/£d0ul440, noTpebyeTca yKkasaTb onumio -D. Mepes 3anyckom
nporpaMmma notpebyeT BBECTU Kyesy:

wipe -kgD /dev/floppy

B JaHHOM c/yyYae wipe PEKYPCUBHO (ONUMA —r) YHUYTOXKKUT BCE B /var/log, KpOMme
/var/log. [porpamma He ByaeT nbiTaTbCA BbINOAHUTL chmod (). OHa byaeT BepbanbHOM
(onuma -i) n He NoTpebyeT BBECTU «yes» B pe3ybTaTe onuum —£:

wipe -rfi >wipe.log /var/log/*
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