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AHHOTAUWUA

HacToAwmn AOKYMEHT ABNAETCA PYKOBOACTBOM aAMMHMCTpaTopa OnepauyoHHOM
CUCTEMBI (0C) ABpopa penus 5.1.6.

HacTtoAawmmn OOKYMEHT COAEPXMT OnMcCaHWe AOCTYMHbIX AAMWUHUCTPATOPY
OYHKLMOHA/bHbBIX BO3MOXKHOCTEN MOBUAbHOro ycTponctea (MY), dyHKLMOHMPYOWErO NOA
ynpasnermem OC Aspopa’.

AZMWUHUCTPATOP MMEET AO0CTYN K PYHKLUMAM M HacTpokam OC ABpopa, ONMCaHHbIM
Kak B HaCToAWEeM [OOKYMeHTe, TaK M B [AOKYMeHTe «PyKOBOZACTBO MO/1b30BATENA»
AIMTI.10034-02 90 01.

NMPUMEYAHUA:

v MNepen Havyanom paboTbl aAMUHUCTPATOPY HEOBXOAMMO O3HAKOMMUTLCA C
NONOXEHNAMW HACTOALWLEro AOKYMEHTa, a TaKKe C uHPopMaumen, npuBeaeHHOM B
NOKyMeHTe «PykoBoACTBO Nosib3oBaTtena» AAMI.10034-02 90 01;

v/ BHewHut Bua uHTepdenica MY? MOKeT OT/MuaTbCA OT MPUBEAEHHOro Ha
PUCYHKaX B HacToALLEM AOKYMeHTe. CHUMKM SKpaHa® ABAAIOTCA MPUMEPOM U NPeLCTaBAeHbl
Ans obulero o3HakoMneHma ¢ nHTepdencom MY.

! Onucanune pasanyHbix cnocobos ycraHoskn OC Aspopa Ha MY NpuBeLEeHO B COOTBETCTBYIOWMX [OKYMEHTaX
npeanpuATMA-paspaboTinKka, KOTopble NpedHa3HavyeHbl ANs  MCnonb3oBaHua [poussoauTenamm MY
aBTOPU30BaHHbIMKN CEPBUCHBIMW LLEHTPaMK NPOU3BOAUTENA.

2 MY, dyHKUMOHMPpYIoLee nog ynpasaernem OC Aspopa.

> CHUMKM 3KpaHa NpuBeHAeHbl NPeMMyLLIECTBEHHO co cMapTdoHa Fplus R570E.
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1. BBO/ B 3KCMNYATALUUNIO

OC ABpopa npeacTaBnseT cobon 3amieHHY0 MobuabHY0 MHorosagadHyto OC
AN MODUABbHbBIX MPUMMEHEHMN NoJ annapaTHble naaTopmbl Ha Hase NpPoLEeccopoB C
apxutektypon ARM U MMeeT pasNnyHble BEpPCUM WCMONHEHUA, OMUCAHWE KOTOPbIX
npueeaeHo B Tabanue (Tabaumua 18).

BHUMAHUE! OC Aspopa B cepTMMUMPOBAHHOMN BepCUMU
MCNONb30BaHa, HO He OrPaHMYMBATBLCA, B CAEAYOLWMX CUCTEMAX M 0O beKTax:

— B IrOCYAapCTBEHHbIX MHPOPMALMOHHbIX CUCTEMAX, HE COAEPHKALLUMX MHOOPMALNK,
COCTaBAAKOWEN TOCYAAaPCTBEHHOM  TaWHbl, A0 NEepBOro  Kjaacca  3alMLLEHHOCTH
BK/IIOYMTENIBHO B COOTBETCTBUM C JOKYMEHTOM «TpeboBaHMA O 3almTe MHPoOpMaLUKM, He
COCTaBMIAOWEN  rOCYAapCTBEHHYID  TalHy, COAepXalenca B rocyAapCTBEHHbIX
MHOOPMALMOHHbIX CUCTEMAX», YTBEPKAEHHbIM nNpukazom PCTIK Poccmm ot 11 pespana
2013 r.Ne 17;

— B MHOOPMALMOHHbIX cnuctemax (MC) nepcoHanbHbIX AaHHbIX A0 NEPBOro YPOBHS
3aUMLULEHHOCTU BKAOYUTENBHO B COOTBETCTBMM C AOKyMeHTOM «COCTaB M coAeprKaHue
OPraHM3aLUMOHHbIX M TEXHMYECKMX Mep No obecneyeHuto H€30MNacCHOCTM MEPCOHaNbHbIX
NAHHbIX NMpu KX 0bpaboTke B MHPOPMAUMOHHbLIX CUCTEMAX MNEePCOHANbHbIX AaHHbIX»,
yTBEPKAEHHbIM NpnKazom OCTIK Poccum o1 18 pespana 2013 r. No 21;

— B aBTOMATM3MPOBAHHbIX CUCTEMAxX ynpasBAeHMA 40 MNepBOro  Knacca
3aUMLULEHHOCTU  BKAOYUTENBHO B COOTBETCTBMM C  AOKYMeHTOM «TpeboBaHMA K
obecneyeHnto 3alWnTbl MHOOPMALIMM B aABTOMATM3MPOBAHHbLIX CUCTEMAX YMNpaBaeHMUA
NPOWN3BOACTBEHHbLIMM U TEXHOOTMYECKMMM MPOLECCAMM HA KPUTUYECKM BaXKHbIX 0ObEKTaX,
NOTEHLMANbHO OMacHbIX 0OBbEKTax, a TaKkKe 0ObeKTax, NpeAcTaBAAWMX MOBbILEHHYHO
OMACHOCTb ANS M3HW M 340PO0BbA /HOAEN M AN OKPYXKatolehn NpUpoaHON Cpelbl»,
yTBEepKAeHHbIM npukazom PCTIK Poccum ot 14 asrycta 2014 r. Ne 31;

— Ha 3HAYMMbIX OBbEKTaX KPUTMYECKON MHOOPMALMOHHOM MHOPACTPYKTYPbl A0
NepBOi KaTeropuMm BKAOYMTENbHO B COOTBETCTBMM C JAOKYMeHTOM «TpeboBaHuA Mo
obecneyeHnto 6e30MaCHOCTM 3HAYMMbIX OOBEKTOB KpUTUYEcKoM WHOOPMALMOHHOM
MHGPACTPYKTYpbl Poccminckon ®epepaummny, yTeepaeHHbIM npnkazom ®CTIK Poccum ot
25 nekabps 2017 r. No 239.

4 MoxeT 6ObITb

1.1. OrpaHn4YeHma no sKkcnayatauum

AAMUHUCTPATOPY Heobxoanmmo cobatoaaTe Cheayrolime NpaBmaa M orpaHMYeHnaA no
aKkcnayataumm MY:

— He JonyckaTb YCTaHOBKY toboro nporpammHoro obecnedyenua (M0),
NocTaBaAsieMoro B OTAM4HOM OT RPM Bmae (camoctoATenbHoe KonumpoBaHue ¢ainnos,
ycTaHoBKa M0 13 apxmnBos, ycTaHoBKa 10 He B WTaTHble nanku n3 RPM-nakeToB v T.M.);

+0nuncaHne BO3MOXKHbIX Bepcnit OC ABpopa npmeeaeHo B Tabanue (Tabanua 188).
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— WCKNIOYNTb NoakatoveHmne MY K HeloBEPEHHbIM TOYKaM A0CTyna HecnpoBoAHbIX
nHtepdencos (WLAN, Bluetooth®) n 6ecnposoaHbim MY.

MPUMEYAHMUE. MNepeyeHb A0BEPEHHbIX TOYEK A0CTYNa A0KeH bbITb cChOpMUMPOBaAH
Ha MecTe 3KCn/yaTaumm onepatopom NC;

— WCKNOYNUTb Nepesavy KoOHOUAEHUMANbHON peYyeBo U MHON MHPopMmaumm (SMS,
MMS) nocpeactsom MY no npotokony GSM;

— NpeaycMoTpeTb Mepbl, obecneymBatolLmMe OTCYTCTBME KOMMbIOTEPHbIX BUMPYCOB
Ha CPeACTBaXxX BbIYMCANTENBHOM TEXHMKM, K KOTOPbIM NoAKAto4aeTca MY.

1.2. YyeTHble 3anucuK ponen

B OC ABpopa peanm3oBaH MHOroMno/ab30BaTENbCKUIM peXMM paboTbl, KOTOPbIM
NO3BONAET MCMO0Nb30BaTb MY HECKOJIbBKMM YHETHBIM 3aMUCAM C PA3/IMYHBIMU PONAMM.

Ponb — COBOKYyMHOCTb MpaB AOCTyna, Ha OCHOBE KOTOPbIX onpeaenaerca
BO3MOHOCTb BbINOJIHEHMA TOro UAM nHoro aencrema B8 OC ABpopa.
YyeTHaa 3anncb POM  — XpaHAWAAcA Ha MY COBOKYMHOCTb JaHHbIX O

nosb3oBaTene, HeobxoAMmas Ans ero ayTeHTMOUKaUMM U NPeaoCTaBAEHMA A0CTyNa K ero
JIMYHBIM AAHHbBIM M HAaCTPOMKAM.
MPUMEYAHUE. B 3aBmMcMMOCTM OT BbIOPaHHOM POAM BO3IMOXKHOCTM MY moryT
OT/IMYATbCA.
Ha MY moryT 6bITb CO34aHbl OAHOBPEMEHHO A0 7 YYETHbIX 3aNnCEN:
— Yy4eTHasA 3anuncb C POSIbIO aAMUHUCTPATOPA, KOTOopas 0b6naaaeT pacliMpeHHbIMM
OYHKLUMOHANbHBIMW BO3MOXHOCTAMM, MPUN ITOM:
eHEe MOXKeT ObITb yaaneHa ¢ MY;
eHe 06/1aaeT NpaBaMm Cynepnosb3oBaTens;
e/1t0Oble  M3MEHEHMA HACTPOEK, BbIMOJHEHHbIE MOA TaKoM ponbto, byayTt
NPUMEHMMbI KO BCEM YYETHbIM 3anmucam MY;
— [0 6 y4eTHbIX 3anuncen C PObio NO/Ib30BaTENA, CO34aHMe KOTOPbIX BbIMOMHAETCA
aAMNHUCTPATOPOM B CUCTEMHbIX HacTponkax MY (n. 1.2.1).
MPUMEYAHMUE. Mo ymonyaHmo npm NepBom BKAKOYEHMM MY 3arpy»KaeTcs B pexmme
aAMUHMCTPaTOopa.

1.2.1. Co3paHune y4eTHOM 3anmcK NoNb30BaTENS

BHUMAHUE!

v'Mepes  co3gaHMem  y4eTHOM  3anucu  MNosib3osaTend  HeobXo4MMO
npeaBapuTeNbHO  aKTMBMPOBATL  MepekatodaTenb «PaspewnTb  HACTPOMKY  KBOT»
(PUCYHOK 2) 419 BO3MOXKHOCTM 3a4aHMA U HAaCTPOMKM KBOT (n. 4.7.2);

v TlpU CYLEeCTBYIOWMX YYETHbIX 3anmcax nosb3osBatens GyHKUMAa «Paspelntb
HaCTPOWMKY KBOT» 3ab/10KMpOBaHa.
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Nna co3gaHMa  HOBOW  y4YeTHOW 3anMcM  NOAb30BaTeNA  aAMUHUCTPATOPY
HeobXoAMMO BbINOMHUTL CAeaytolne AeNCTBUA:

— OTKPbITb MEHIO CUCTEMHbLIX HaCTpPpOeK KaCaHmem 3Ha4ka @ Ha 3HpaHe

npunoxenni (PucyHok 1);

o
— KOCHYTbCA MYHKTa MeHto «Tonb3oBaTenn» & B noapasaene «Cuctema;

— Ha cTpaHuue «[onb30BaTeNM» KOCHYTbCA MyHKTa «[06aBMTb NMonb3oBaTena»
(PrcyHoK 2);

| Monb3oBaTtenu

@ oot ©

TenedoH Coobiyenms Bpaysep Kamepa

KoHTakTbl Fanepes Hactpoiikn Momous o] ITECE I MeH
D D D g Paspemmb HaCTpOﬁKy KBOT
Monb3oBarenu 6yayT cospasaThes ¢
Daiinbi Kanenpaps Moyta Myabika

BO3MOXHOCTbIO Hacvpoﬁm KBOTbI.

L

B0

opoH Mpocmotp PDF  [lokyMeHTbI 3ameTku

H 0

Yacul Kanbkynstop Moropa

o

o) Bbl « Bnagieneu yctpoicTea
9" AamuHucTpatop

=]
s
3

—~+ Lo6aswTs nonbsosatens

X
3
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g

P

Terminal

PucyHok 1 PUCYHOK 2



| OTMeHUTh
O HoBblili nonb3oBaTenb
i

Mms nonbaosaTens

WMs fonxHO 6biTb YHUKaNbHbIM, ANMHOM He 6onee
40 cMBONOB, HauYMHaTLCS C BYKBbI, cCOaepXaTb
TONMbKO 6YKBbI, LUGPbI M CReayioLIue CUMBObI:
TOYKa, MUHYC, HUXHee noaYepkuBaHue v npoben

JloruH nonb3osatens

JlorH npuMeHseTcs B CUCTEMHbIX Onepaumsx U He
npeaHasHayeH ans ayteHtuduxkaumu. Ero pamHa
MOXET cocTaenaTh A0 31 cuMBONa, AONYCKaIOTCA
TONbKO GYKBbI, LIUOPbI U 3HAKM «.» U «-».

OpHopa3oBblit Naposnb ©

[nuHa napons AonxHa 6biTb 5-12 cumeonos

CreHepupoBaTb

PUCYyHOK 3

BeepuTte naponb

Bnapeneu ycTpoiicTea
1 2 3
4 5 6
7 8 9
Aa 0
OTMeHUTb

PucyHokK 4
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— Ha OTKPbLIBLIENCA CTPaHMLE BBECTM MMS WU JIOTMH
HOBOW Y4eTHOM 3anncK nNosiblosatens (PucyHok 3).

— YCTaHOBUTb KBOTY Ha MCMNO/Ab30BaHWE AMCKOBOTO
NPOCTPAHCTBa, Nepemellasa COOTBETCTBYIOLWMA cnanaep
BNPaBO [A/14 YyBE/NMYEHMA KBOTbl /MO0 BNEBO ANA
ymeHbleHnsa (PUcyHok 3).

NPUMEYAHUA:

v MUHUMa/IbHbIE M MaKCMMa/ibHble 3HayeHusa AN
3a/1aHMA KBOTbI 3aBMCAT OT KOHCTPYKTUBHbIX 0COBEHHOCTEN
MY;

v MoapobHoe onumcaHue 0
NOCTOAHHOW NaMATK NpuBeaeHO B N. 4.7.2;

— KOCHYTbCA KHOMKM «[oATBEPANTLY A1A COXPAHEHMA
M3MEHeHUN Nnbo KHOMKM «OTMEHUTbY AN8 OTMEHbI
onepauuy;

— NOATBEPANTb AENCTBME BBOAOM TEKYLLEro napons
(PucyHOK 4), B pesynbTaTe co3gaHHas yd4eTHas 3anucb, a
TaKKe CcTaTyc ee ayTeHTMdMKauMM OTobpasmnTcA Ha
cTpaHuue «Monb3osatenm» (PUcyHoK 5).

KBOTUPOBAHUN

| Monb3oBatenu

O6Lme HacTPOMKK AN Co3daHHbL @

[ns 6bICTPOro NepexktoyeHns Mexay
nosib30BaTeNI MU HaXMUTE U
YOEPXMBANTE KHOMKY NUTaHUS, 3aTEM
KOCHUTECH KHOMKW “CMEHUTb
nonb3osatens”

PaspelmTb HacTpOiiKy KBOT

Bbl « Bnagenew ycTpoiictsa

e O

ALMUHUCTPATOP YCTPOWUCTBA

O Monb3osatensill

He aBTOpM3oBaH

O [Monb3oBaTenb22

He aBTopusoBaH

—I— [o6aBuTb Nnonb3oeatens

PUCYHOK 5
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BHUMAHUE! B cnyyae ecnm npu cos3gaHum nonb3oBaTento 6Obina 3adaHa
MaKCMMaibHaA KBOTA (PUCYHOK 6), TO Ha CTpaHMLLe CO34aHMA NOb3oBaTene 0TobpasnTca
MHPOPMALMA O HEBO3MOMKHOCTM CO34aTb [AOMO/HUTE/bHbIE Y4YeTHble 3amMcu MK3-3a
OTCYTCTBMS CBODOAHOrO AMCKOBOro npoctpaHcTea MY (PucyHoK 7).

| OTMeHUTb MoaTBepanTb | | Monb3oBaTenu
- Hosbiit nonb3soearens O6Lume HacTPOMKM AN CO3[aHHE @
Monb3sosaTens 1 [lna 6bICTPOro NepekntoYeHns Mexay
Nnonb3oBaTeNSAMU HAXMUTE U
Wms nonb3osatens &
Ussrl yAepXuBanTe KHOMKY NUTaHus, 3aTem
SO KOCHUTECH KHOMKM “CMEHUTb
JloruH nonbaosatens nonbaosatens”
45276 PaspewunTb HaCTPOMKY KBOT
He ocTaértcs KBOT A/151 HOBbIX MOMb3oBaTenen
O Bbl « Bnapeneu yctpoiicTea
OpHopa3oBbil Naposb © ©" AnmuHucTpaTop yeTpoiicTBa
[nuHa napons aonxHa 6biTb 5-12 cUMBONOB. O Monb3oeaTensb111 %
He aBTopusosaH
CreHepupoBaTh O Monb3osatenb22
He aBTopusoBaH
O [onb3osaTenb33
i)
He aBTopur3osaH
He ocTanocb KBOTbI
PucyHoK 6 PucyHok 7

Mpu paboTe C y4eTHbIMM 3aNUCAMWU NOJSIb30BATENA AAMUHUCTPATOPY AOCTYMHbI
cneaytowme nenctama (PucyHok 8, PucyHok 9):

— MepeKAtYeHME MeXKay YYETHbIMWN 3aNUCAMN POIEN.

MPUMEYAHMUE. MNMoapobHoe onuncaHme NpoLecca NePEKNOYEHMA MEXIY YYETHbIMM
3anNnMcAMK NpuBeaeHO B JOKYMeHTe «PykoBoACTBO nonb3osatena» AAMI.10034-02 90 01;

— ynpaBieHne NCXOAALLMMM FONOCOBbIMM Bbl3oBaMn 1 SMS (n. 1.2.2);

— nepeumeHoBaHMe yyeTHoM 3anucu (n. 1.2.3);

— HacTpoMKa besonacHocTH (n. 4.2.2);

— yAaneHue y4yeTHOM 3anmcu nons3osatens (n. 1.2.4).

Mpwn paboTe ¢ y4eTHOMN 3aNnUCbio aAMUHUCTPATOPA AOCTYMNHbI CAeayloLlLme AeNCTBUSA
(PrncyHoK 9):

— nepeumeHoBaHMe yyeTHoM 3anucu (n. 1.2.3);

— HacTpoMKa besonacHocTH (n. 4.2.2).



lMonb3oBaTenu

QO Bebl« Bnageney yctpoicTsa

o)

O T[onb3oBaTenslll

O T[onb3oBaTens22
[

I'Iepekmouwrbcu Ha 3TOro nosib3oBaTtens
OTKIOYUTb UCXOASILLME FONOCOBbIE BbI30BbI U SMS
[MNepevmeHoBaTb
HacTtpoitku 6e3onacHoOCTH

Ypanutb

PucyHok 8
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‘ Monb3oBatenu

O6wwme HacTpoiikK Ana co3aa @

O Bbl« Bnageney ycTpoicTea

AOMUHUCTPATOP YCTPOMCTBA

MepenmeHoBaTb

HacTtpoitku 6e3onacHocTH

PnUcyHOK 9

1.2.2. YnpaBieHne Ucxoaalymm ronoCoBbIMM Bbi30BaMM 1 SMS

| Monb3oBatenu

Ob6ume HacTpoku anga cosaat @

O Bebl « Bnapeney yctponcTsa

L)

O T[onb3osatenslll
-

%

aBTOpPU30BaH
I'lepexmowmbcsu Ha 3TOro nosb3oBartens
BkniounTh UCxoAsLLME ronocoBble Bbi3oBbl U SMS
MepenmeHoBaTb
HacTpoitku 6esonacHocTu

Ypanutb

PucyHok 10

[na oTKAYeHMA ncxoaAaumMX rosIoCOBbIX BbI3OBOB U
SMS HeobxoaAMMO B KOHTEKCTHOM MEHIO YYETHOM 3anmcu
N0/Ib30BaTENA KOCHYTbCA MYHKTa « OTKAOYNTL Mcxoadauime
ro210coBble BbI30Bbl M SMS» (cm. PucyHok 8).

[anee y y4eTHOM 3anmncK nonb3oBaTensd otobpasmTca
npeaynpexaatowmn - 3Ha4yok % (cm.  PucyHOK7) w
BO3MOXHOCTM nonb3oBatens B MI «TenepoH» n MI
«CoobueHna» byayT orpaHnUYeHsbl.

[na BKAOYEHMA MCXOLALLMX TOJIOCOBbLIX BbI3OBOB U
SMS aaMMHUCTPATOPY HEODBXOAMMO B KOHTEKCTHOM MEHHO
YYETHOM  3anMCWM  MNOJIb30BATeNIA  KOCHYTbCA  MyHKTa
«BKAOUYMTE UCXOoaAWME TON0COBble BbI3OBbl M SMS»

(PucyHok 10), nocne yero npeaynpeskaatoLinii 3Ha4ok %
nepectaHeT  oTobpaxaTbCA Yy  Y4YEeTHOM  3anucu
Nno/Ib30BaTeNA, W BO3MOXHOCTM nonb3osatend 8 MII
«TenedoH» n MMM «CoobuieHna» byayT BOCCTAHOB/EHbI.
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MPUMEYAHUE. MoppobHoe onucaHme paboTbl YKaszaHHbIXx MM, a Takxke
YBEAOMNEHUM, BbIBOAMMbBIX Ha 3KpaH MY npu OTKAKOYEHUM TONOCOBLIX BbI30BOB M SMS,
npmeefeHo B AOKyMeHTe «PyKoBoACTBO nosb3osaTena» AAMI.10034-02 90 01.

1.2.3. [epenmeHoOBaHMe y4eTHOM 3anncu

Ana nepemmeHoBaHMA yquHoM 3anncum H€O6XO,£I,MMO BbIMOJ/IHNTL Ccheayroumne

NENCTBUA:

— OTKPbITb  KOHTEKCTHOE MEHI0 Y4YeTHOW 3amMcu, KOTOpyr Heobxoammo
nepemmeHOBaTb;

— KOCHYTbCA NyHKTa «[lepenmeHoBaTb» (CM. PUCyHOK 8, cm. PucyHok 9);

— BBECTM HOBOE MMA y4eTHOM 3anuncu (PrucyHok 11, PucyHok 12);

— KOCHYTbCA 3HayKa nmMbo aKpaHa Hajd KnaBuaTypon ANA NoATBEp:KAEHWUS

[EencTena, B pesysibTaTe y4eTHasa 3anmcb byaeT nepemMmeHoBaHa.
NMPUMEYAHMUE. Mpn nepenmmeHOBaHMM YY4ETHOM 3aMNCK M3MEHAETCA TO/IbKO ee NMS,

JNOMMH OCTaeTCA HEM3MEHHDbIM.

| MonbsoBatenu | MonbsoBatenu
O61wme HaCcTPOWKM AN Co3aaHHb @

O61ume HacTPOHKM AIA COIAAHHS @ [ng 6bICTPOro NepexkYeHus Mexay
796 Monb30BaTENSMM HAXXKMUTE U

D e = YOEpXVBalTe KHOMKY NUTaHUs, 3aTeM
I'IOJ'Ib3OBan}J'IF|MV1 HaXxXmuTe 1 R T el [T e
YOEpXu1BaliTe KHOMKY NUTaHWs, 3aTeM =

P nonb3oBaTens

KOCHMTECH KHOMKK “CMEHUTD
nonbsosarens” Pa3pelnTb HaCTPOIAKY KBOT

PaspelwnTs HacTpoiiky KBOT

Bbl « Bnagenew ycTpoWcTBa

2O

AgMUHWCTPaTOp yCTPOHCTBA

O Boble VIBaH|

A ALMUHUCTPATOP YCTPOWCTBA O

MNeTp
%
O MonbaosaTens111 He agTopusoaH

% A et ameamens a0

MLy KeHT Twuws3 X MLy KeHTWLWSs3 X
bblBanponmxs GbBanpongmgxa
~ 9 4YyCcMMNTOL OB IO ~ 49 4YyCcMMUTH L O IOKX

123 - | . 123 - .

PucyHok 11 PucyHok 12




Monb3oBatenu

O6Lwme HacTPOMKM AN CO3[aHHb @

[lnga 6bICTPOro NepektoyeHns Mexay
nonb3oBaTeNsAMU HaXMUTE U
yAEpXuBanTe KHOMKY NUTaHusl, 3aTeM
KOCHUTECH KHOMKK “CMeHUTb
nonb3osartens”

PaspelmnTb HacTPOWKY KBOT

O Bbl« Bnageneu yctpoiictsa

° AOMUHUCTPATOP YCTPOWUCTBA

o | A

BeepneHbl HeponycTuMble cumeonbl. Ums
MOXET cofiepXaTb TONbKO 6yKsbl, UMdpbl 1
cneayoume CUMBONbI: TOYKa, MUHYC, HUXHee

noavepkueaHue u npoben

WL YARK Fe R E R R LSt
bl Banpongpxa?a
Mgy ciM U T blb6 loKE

| |

123 -

PucyHok 13
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MPUMEYAHUE. He pekomeHayeTca npucBamBaTb
YYETHBIM 3aMUCAM MMEHA, HaYMHAKOWMECA C TOYKU MM

1.2.4. YpaneHue y4eTHOM 3anNncK N01b30BaTeNS

| OTMeHUTL MopTBepanTb |

Bbl nencTBuTenbHO XoTuTe
yoanutb lNMonb3oBatenb22?

[Mocne nopTeepXaeHUs Bce AaHHble
nonb3oearens GYJJYT yAaneHbl

PucyHok 14

npobena. B cnyyae BBOAA HEAOMYCTMMbIX CMMBOJIOB
oTObpasmnTCs COOTBETCTBYIOLLEE yBeJoMAeHNe
(PncyHoK 13).

[Ons  yaaneHua y4eTHOW 3anmMcK  MOJib30BaTens

HeobXxo0AMMO BbINMONHUTL CAeayoline AeNCTBUA:

— OTKPbITb KOHTEKCTHOE MEHI0 Y4YeTHOM 3anucu,
KOTOPYO HEOBXOAMMO YAaNTb;

— KOCHYTbCA NyHKTa «YAanuTb» (cM. PUCyHOK 8);

— Ha OTKpPbIBLWIENCA CTpaHULE KOCHYTbCA KHOMKM
«MoaTeBepanTby AN MOATBEPXAEHWs onepauum nmbo
KHOMKN « OTMEHUTb» AN OTMeHbI (PucyHok 14);

— NoATBEPANTb AENCTBME BBOAOM TEKYLLEro napons
(cm. PucyHok 4).

Mpu yaaneHun y4eTHOM 3anmcK nosib3oBatena byayT
TaK¥Ke yaa/ieHsi:

— [laHHble NONb30BaTeNs;

— IOMaLLHAA nanka nonb3osatena (n. 4.2.3);

— MOJ1Ib30BaTENbCKOE XpaHuauLLe Katoden (n. 1.4.5).
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1.3. YcTaHOBKa BpemeHu 1 aatbl

MPUMEYAHUE. OnucaHme OCHOBHbIX LWArOB MNEPBOHAYabHOM HACTPOUKKM MY
npmeeeHo B AOKYMeHTe «PyKoBoAcCTBO nonb3osatena» AAMI.10034-02 90 01, npu atom
YCTQHOBKa M NOC/NeAyoLL,aa HaCTPOMKa AaTbl M BPEMEHM AOCTYMNHA TO/IbKO aAAMUHUCTPATOPY.

BHUMAHME! MameHeHMs HacTpoekK B NyHKTE MeHI0 «Bpema 1 gaTa» NpMMeEHAIOTCA
KO BCEM YYETHbIM 3aMUCAM POaeN, CO3A4aHHbIM Ha MY.

[Ons yCTaHOBKWM BPEMEHM UM AaTbl HEOHXOAMMO
ybeanTbcA, YTO BCe NOJAA 3aMO/IHEHbl KOPPEKTHO nmbo
B i o M3MEHUTb 3HAYeHMA 3aMONHEHHbIX MNOMEeN, BbINOJHUB

EpaMen cneayrouime AencTemna:
R — MU3MEHUTb 3HA4YeHMA napameTpoB «YacoBom
nodac», «lata», «Bpema», KOCHYBLUMCb COOTBETCTBYIOLLNX
nonem;
e e — BblbpaTb  dopmaT  BPEMEHM,  KOCHYBLUWUCb
COOTBETCTBYOLLEro nepekatodatens (PucyHok 15).

NMPUMEYAHUE. [na akTMBauum nepekntovaTend
AOCTAaTOYHO KOCHYTbCA NOJIA, B KOTOPOM OH PaCMO/IOXKEH:
nepeKkoYaTelb HAYHET CBETUTHCA APYE, YEM B COCTOAHMMN
MO YMONYaHUIO (HEAKTUBHOM);

— KOCHYTbCA KHOMKK «[anee» AnA NoATBEPKAEHUA
fencrtems nnMbo KHOMKM «Hasag» Ana Bo3BpaTa Ha

npeablayLLyo CTPaHuLYy.

I Haszag Llaneel

BbibepuTe gaty 1 Bpems

Hata 19 pnekabps 2023

Bpems 18:53

PucyHoK 15

[lna nocnenytoule HaCTPOMKM 4YaCOBOrO MOACa, TEKYLWMX AaTbl M BPEMEHM
HeobXoAMMO BbINONHUTL CAeayolme AeNCTBUS:

— OTKPbITb MEHI0 CUCTEMHbIX HACTPOEK KacaHMem 3Hauyka @ Ha DJKpaHe
NPUNOXKeHUn (cm. PucyHok 1);

— KOCHYTbCA MYyHKTa MeHl «Bpema n paTta» & B nogpasaene «Cuctema», B
pe3ynbTaTe OTOOPA3NTCA OAHOMMEHHAA CTPaHMUA HACTPOMKM AaTbl U BPEMEHMU
(PncyHoK 16);

— ONA aBTOMATMYeCcKoro 0bHOBNEHWUS AaTbl/BPEMEHN KOCHYTbCA NepekntodaTens
«ABTOMaTU4YeCcKoe 0bHOBNEHME BpeMeHn» (P1cyHOK 17). 3Ha4eHnsa noaen 4acoBoro nosca,
NaTbl M BDEMEHW CTaHYT HeAOCTYNHbIMW ANA peAaKkTMpoBaHmA. B nanbHenwem obHoBAEHME
naTbl/BpemeHun byaeT NponcXxoamnTb aBTOMATUYECKN.

NMPUMEYAHUE. nAa ycTaHOBKKM 4aCcOBOrO MOACa, BPEMEHM U AaTbl BPYYHYHO OMNUMA
aBTOMaTN4YeCKOro 0OHOBEHMA BPEMEHM A0/KHA ObiTb BbIK/OYEHA.
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Bpems n pata | Bpems n pata

#® ABTOMaTU4Yeckoe o6HoBNEHUE ABTOMaTU4Yeckoe o6HoBNEHNE
BpeMeHu BpeMeHu

Yacosoii nosc Poccus, Mocksa YacosoW nosic

[ata 23 aHBaps 2024 Nata

Bpemsa 15:43 Bpems
Wcnonb3oBaTb 24-4acoBoit Wcnonb3oBaTb 24-4yacoBoi
¢popmart BpemeHu ¢popmMat BpeMeHu

PucyHok 16 PucyHok 17

B cnyyae HeoHbxoAMMOCTM 3aaTb YaCOBOM NOAC, BpeMA M AaTy BPYYHYHO TpebyeTcA
BbIMO/IHUTL CAeaytoline AeNCTBUA:

— ONA  YCTQHOBKM 4acOBOro nofca: KOCHyTbCcA nona  «YacoBol  Mmoac»
(cm. PucyHoK 16) n Ha OTKpbIBLUENCA CTpaHULE BbibpaTb Heobxoammoe 3HadveHue. [na
YCKOpEeHMsA npouecca BbiIbopa MOXHO BOCM0/1b30BaTbCA NosieM noucka (PucyHok 18). anee
BblIbpaTb dopmMaT BpemeHM, KOCHYBLUMCb nepekatoyaTena «Vcnonb3oBaTb 24-4acoBow
dopmaT» (cM. PucyHok 16) ans oTobparkeHna BpeMeHM B COOTBETCTBYOLLEM dopmaTe. Ecam
NAHHbIA NYHKT He aKTMBMPOBAH, Bpema OyaeT oTobparkaTbca B 12-yacoBom dopmate ¢
YyTOYHEeHMeM A0 nonyaHa «AM» naum nocne nonyaHa «PM»;

— [N1A YCTAaHOBKM AaTbl: KOCHYTbCA Nons «[ata» (cm. PUCyHOK 16), Ha OTKpbIBLUENCS
CTPaHMLLE KOCHYTbCA TeKyllen AaTbl M BbIOpaTb M3 CMMCKA TEKYLIMN roa, Mecal, U YnCao
(PucyHoK 19). [lanee KOCHyTbCA KHOMKM «[lloATBEepAMTbY ANA COXpaHeHus aatbl Anbo
KHOMKN «OTMEHUTb» ANA OTMEHbl onepaumn. B cnydae noatTeepaeHUs BbibpaHHaA AaTa
0TODPA3NTCA HA CTPaAHMLE HAaCTPOMKM AaTbl U BPEMEHMW, B C/ly4ae OTMEHbI AaTa OCTaHeTCA
npexHen;
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PucyHok 18

OTMeHUTb

MopTeepauTb

15:44

PucyHok 20
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| OTMeHUTb MopTBEpPAUTH

8 nions 2025
BT cp 4T nT c6 BC

30 1 2 3 4 5 6

21 22 23 24 25 26 27

28 29 30 3 1 2 3

PucyHok 19

— ONA  YCTAHOBKM  BPEMEHW: KOCHYTbCA NoAA
«Bpema» (cm. PucyHok 16), B pe3synbTaTe oTobpa3mTCs
umudepdbnaT, MeTKa BO BHYTPEHHEM Kpyre KOTOPOro
NUrpaeT Poab YacOBOM CTPE/IKMN, BO BHELUHEM — MWUHYTHOM
(PycyHoK 20). N8 yCTaHOBKM HEODXOAMMOro 3HaYeHMs
cnefyeT NooYepeaHO KOCHYTbCA KaXK/A0M M3 METOK 3HaYKa
W, nepeasuraa ee Mo WAM NPOTMB YAaCOBOM CTPE/IKM,
YCTaHOBUTb B MO3ULMKU, COOTBETCTBYIOLLEN TeKyllemy
BPEMEHMU;

— KOCHYTbCA KHOMKM «MNoAaTBepaAnTbY ons
COXPaHEHMA YCTAHOB/IEHHOrO BPeMeHU MO0 KHOMKM
«OTMEeHUTb»  AN4  OTMeHbl onepaummn. B caydae
NoATBEPXKAEHMA BblOpaHHOe Bpems O0TobpasnTca Ha
CTpaHMLLe HAaCTPOMKM AaTbl U BPEMEHMU, B C/Iy4ae OTMEHbI
BPEMA OCTAHETCA NMPEXKHUM.
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1.4. Hactponka MY

AamuHuctpatopy MY AOCTYMHbI Chefyrowmne BO3MOKHOCTH:
— umcnonb3oBaHue SIM-kapT (n. 1.4.1);

— BblbOp perkmma USB-noakntouvenmna (n. 1.4.2);

— HaCcTpoMKa BepxHero meHto (n. 1.4.3);

— HacTporka MM (n. 1.4.4);

— MOJIb30BaTeNIbCKOE XpaHumLLe kKatoden (n. 1.4.5);

— areHT nonb3osaTena (n. 1.4.6).

1.4.1. icnonb3oBaHue SIM-KkapT
1.4.1.1. NpwmBA3Ka 1 otBA3Ka SIM-KapT

BHUMAHMUE! AkTnBaums n aeaktmsaumsa yHkummn «lMpueaska SIM-kapT» AOCTynHa
TO/IbKO nocne nepesarpyskn MY.

B uenax peanmsaumm KOHTpoNA JoOCTyna MU

nosbiWweHna besonacHocTn B OC ABpopa npesycmoTpeHa

% Biniowwrs npuesaKy SIM-kapr BO3MOMKHOCTb  Ha3HauuUTb  foBepeHHble  SIM-KapTbl,
e BbINO/IHWB CAeAyloWmne AeNCTBuA:

MOGUNbHOW CBSA3M Ha YCTPOCTBE NpU

oS e e e — OTKPbITb MEHIO CUCTEMHbIX HACTPOeK KacaHwem

| MpuBsa3ska SIM-kapT K ycTpoicTBy

3Ha4kKa @ Ha DKpaHe NpuaoXKeHun (cm. PucyHok 1);
— KOCHYTbCA NYHKTa MeHto «[lpmBAska SIM-KapT K

yctpounctey» & B noapasaene «besonacHoCTb»;

— Ha  OTKPbIBLWIENCA  CTPaHWLE  aKTMBMPOBATb
nepekntoyaTenb  «BKaouMTb  npmBA3KY  SIM-KapT»
(PncyHok 21) 1 noaTBepAuTb AENCTBUE BBOAOM TEKYLLETO
napona (cm. PucyHok 4).

NMPUMEYAHUA:
v' [1nA BbINONHEHMA NPUBA3KM 1 OTBA3KM SIM-KapTbl
HEeobxoAnmo, 4yTOObI [aHHas

SIM-kapTa ©Oblna BcTaBneHa B MY, a nepeknto4yaTesb
«BKAtOUNTL NpUBA3KY SIM-KapT» akTUBMPOBAH;

v Mp  aKTMBaUMM nepekatoyaTens  «BKIOYUTL
npueasky  SIM-Kkapt»  mobunbHaa  cBA3b  byaer
3a610KMpPOBaHA A0 NPUBA3KM CUM-KapTbl (PUCYHOK 22);

PucyHok 21



BkniounTtb npusasky SIM-kapT
BHumaHue! BknloueHne aaHHoOM onuumn
3a6/10KMPYET UCMONb30BaHKe
MOGUNbHOW CBA3W Ha YCTPOMCTBE Npu
Hanu4umu HenpuesaaHHow SIM-kapTbl

YctaHoeneHHbie SIM-kapTbl

SIM1|[ROSTELECC

ICCID:897012062¢ anBﬂaaTb

SIM2|ROSTELEC

ICCID:897012062¢

MpuBsi3aTh

PaspewwuTb SIM-kapTy no macke

ICCID SIM-kapTbl

PaspewnTb

Cnucok paspelénHbix SIM-kapT

| ! Mo6unbHas cBs3b 3a6nokMpoBaHa v/

6]

PUCyHOK 22

MpwuBsiaka SIM-kapT K yCTPOMCTBY

Bkniountb npuessky SIM-kapt
BHumaHue! BknioyeHue gaHHom onummu
3abnokupyeT Ucnonb3osaHue
MOGW/IbHOI CBA3W Ha YCTPOWCTBE Npy
Hanu4uu HenpuesaaHHol SIM-kapTbl

YctaHoBneHHble SIM-kapTbl

SIM1|ROSTELECC

ICCID:897012062¢

MpuBasatb

SIM2|ROSTELEC

ICCID:897012062¢ I'Ipuaaaarb

PaspewwmnTb SIM-kapTy no macke

89701206269065692642

Paspewutb

Cnucok paspeluénHbix SIM-kapT

(0]

PucyHok 23
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— Ha OTKPbIBLLENCH
«YCTaHOB/IEHHbIE

CTpaHuue B noapasaene
SIM-KapTbl»  KOCHYTbCA  KHOMKM
«lMpunBa3aTb» cnpaBa oOT Heobxoamumon SIM-KapTbl
(PucyHOK 22) ana npmsaskn  SIM-kapTel Kk MY, B
pe3ynbTaTe SIM-kapTa byaeT npusasaHa K MY;

— B nogpasaene «Paspewmntsb SIM-KapTy No macke»
BBecTu ICCID Tpebyemoit SIM-KapTbl M KOCHYTbCA KHOMKM
«Pa3pewnTb», ANA paspelleHna Mcnonb3oBaHmA SIM-
KapT, He BCTaB/IEHHbIX B AaHHOe MY 1 He NpMBA3aHHbIX K
Hemy (PucyHok 23).

NMPUMEYAHUE. ICCID npeactaBnsetr  cobol
YHUKaNbHbIM cCepPUNnHbIM HOMep SIM-KapTbl 1 coaepunt 20
cMmBONOB. EcCAmM KoNM4YecTBO BBOAMMbIX CMMBOJIOB
oTamyaetca ot 20, TO Ha 3KpaHe MY oTobpasutca
COOTBETCTBYlOLLEE yBegOMAeHME (PUCYHOK 24).

[Mpuesaska SIM-kapT K yCcTponcTBy

BkntounTb npuessky SIM-kapt
BHumaHue! BknoyeHne aaHHoOM onummn
3a610KMpYET UCTIONb30BaHKe
MOGUNbHOW CBA3K Ha YCTPOMCTBE NpU
Hanu4um HenpuesaaHHoi SIM-kapTbl

YctaHoBneHHble SIM-kapTbl

SIM1|ROSTELECC

ICCID:897012062¢ anBﬂSaTb

SIM2|ROSTELEC

ICCID:897012062¢

MpuBsasaTb

PaspewwnTb SIM-kapTy no macke

000

ICCID SIM-kapTbi
HekoppekTHbii BeoA. ICCID gonxeH cogepxartb He
6onee 20 CMMBONOB - TONBKO LMUOPbLI U CUMBONbI *',

PaspewuTb

Cnucok paspeluéHHbix SIM-kapTt 0]

PucyHok 24

[ns Toro, 4ytobbl 0TBA3aTb OT MY paHee npuBA3aHHYD K Hemy SIM-KapTy,
HeobxoAMMO BbIMONHUTL Caeaytolwme AeNCTBUS:



OTMEeHUTb OTBsA3aTh |

[aHHag SIM-kapTa 6yner
OTBsI3aHa OT 3TOro
YCTPOMCTBa

Mocne yananenua SIM-kapta 6yger
386,’10KMDOBEHE Ha JaHHOM \/CTDOI;ECTSE.

Bbl yBepeHbl, 4TO XoTUTe yganutb SIM-
kapTy 89701206269065692642 ?

PucyHoOK 25
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— B noapasnene «YcraHoB/seHHble SIM-KapTbi»
KOCHYTbCA KHOMKM «OTBSA3aTb» crnpaBa OT HEOHXOAMMOM
SIM-KapTbl (cm. PucyHOK 23);

— Ha OTKPbIBLIENCA CTPaHUUE KOCHYTbCA KHOMKM
«OTBA3aTbY 414 NOATBEPKAEHMA onepaLmnmnm NTMOO KHOMKM
«OTMeHUTb» ANA OTMeHbI (PrcyHok 25);

— B pesynbrate OTBA3KM  SIM-kapTbl oT MY
oTobpa3mnTCs COOTBETCTBYHOLLEE yBeaoMAeHNe
(cm. PucyHok 22).

1.4.1.2. [lpocMOTp 1 yaaneHue paspelleHHbix SIM-kapT

| Cnucok paspeLuéHHbix SIM-kapT 2

89701206219003881203

89701206269065692642

PUCyHOK 26

[Ona npocmoTpa Ccnucka paspeweHHblix SIM-kapT
HeobxoAMMO KOCHYTbCA nona «CrnMcoK paspelleHHbIX
SIM-KapT» (cm. PucyHok 24), B pe3sysbTaTe 0TobpasmnTCs
CTpaHMUa@ CO CNMCKOM WU  KosmdectBom  SIM-KapT,
MCNOJIb30BaHME  KOTOPbIX  pa3pelleHo  Ha My
(PrcyHoK 26).

Ana yoaneHna SIM-KapTbl U3 CMMCKA paspelleHHbIX
HeobXx0AMMO BbINOAHUTbL CAeaytoLine AeNCTBMA:

— KOCHYTbCA U yaepxumBaTb ICCID Tpebyemon SIM-
KapTbl;

— B  KOHTEKCTHOM  MEHI  KOCHYTbCA  MYyHKTa
«Ynanntb» (PUCyHOK 27);

— Ha OTKPbIBWEWNCA CTPAHULE KOCHYTbCA KHOMKM
«YnanuTb» ANA NOATBEPXKAEHMA onepauymm TMHBO KHOMKK
«OTMEeHUTbL» ANA OTMeHbI (PrcyHOK 28).



Cnucok paspeLlénHbix SIM-kapT 2

89701206219003881203

Ynanutb

89701206269065692642

PucyHok 27
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| OTMeHUTb Ynanutb

[aHHag SIM-kapTa 6yger
yoasneHa 3 crnucka
paspeLUEHHbIX ANs 3TOro
yCTpOWMCTBa

Mocne yaanenus SIM-kapta 6yget
3abnokMpoBaHa Ha JaHHOM YCTPOUCTEBE.

Bbl yBEpPEHDI, 4TO XOTUTE YoanuTh SIM-
kapTy 89701206219003881203 ?

PucyHok 28

1.4.1.3. Hactpomka PIN-koga ana SIM-kapTbl

| PIN-ko

SIM1| ROSTELECOM
3anpawusatb PIN-kog

WameHunTb PIN-KOQ

SIM2 | HenssecTHbIi

HeTt SIM-kapTbl B croTe

PucyHok 29

3awuTa  ycraHoBAeHHOM Ha MY  SIM-KapTbl
obecneumsaeTca ¢ nomoubto PIN-Koaa, KOTOPbIA MOXKHO
aKTMBMPOBATb/AEaKTUBMPOBATb OTAE/IbHO A5 KasK 40N 13
SIM-KapT.

NMPUMEYAHUE. B 3aBMCMMOCTN OT KOHCTPYKTUBHbIX
ocobeHHocTen MY gonyckaeTcsa ycTaHoBKa A0 ABYX SIM-
KapT.

Ona HacTponkn PIN-Koga HEobXOoAMMO BbIMOAHUTD
cneaytoume gencrema (PucyHok 29):

— OTKPbITb MEHI0 CUCTEMHbIX HACTPOEK KacaHuem

3Ha4kKa @ Ha DKpaHe NpuaoxeHun (cm. PucyHok 1);

()
— KOCHYTbCA NyHKTa MmeHo  «PIN-kog» *** B
noapasaene «be3onacHoCTbY;
— KOCHYTbCH nepekatoyaTena «3anpawmnsaTb

PIN-koa» Tex SIM-KapT, KoTopble He0HX0AMMO 3aLLNTUTD
BBOAOM PIN-Koaa nMbo CHATb 3aWmTy.
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Mocne aktmBaumm PIN-KoZa oH OyaeT 3anpallmBaTbCa NPM Kaxaom BKAOYeHUU MY
(PucyHok 30). B cnyyae TpexkpaTHoro BBoga HeBepHoro PIN-koga SIM-kapta byaet
3abnoKkMpoBaHa M Ana ee pa3bnokMpoBku noTpedyetcs PUK-koa, AnAa BBOAA KOTOPOro
npepoctasnsetcs 10 nonbiTok (PucyHok 31).

NMPUMEYAHUE. PUK-koAa npeaocTaBnaeTcs onepaTopom COTOBOW CBA3M.

Mocne BBOAa BepHoro PUK-Koaa oTobpasunTcs cTpaHmua ans nameHenuna PIN-koaa
(cm. PucyHok 29), Ha KoTopoi Heo6XoAMMO BbIMONHUTL CAeaytoLLMe AeNCTBUA:

— KOCHYTbCA KHOMKM «3meHnTb PIN-KoA»;

— BHECTM COOTBETCTBYIOLLME N3MEHEHMA B pa3aene SIM-KapTbl, KOTOpyto TpebyeTca
3aWmTnTL BBOAOM PIN-KOAa.

Beeaute PIN-kog
SIM1 | ROSTELECOM

PucyHok 30 PucyHok 31

1.4.2. Bbibop pexnma USB-noaxkntoyeHmns

Ona Bbibopa pexnma USB-noakntoveHma HeobxoAMMO BbIMOAHUTL Caeaytoline
nNencTens:

— OTKPbITb MEHKD CUCTEMHbIX HACTPOEK KacaHMem 3HaukKa @ Ha DJKpaHe
npUNoXeHun (cm. PucyHok 1);

— KOCHYTbCA NYHKTa meHto « USB» b4 B noapasaene «YrnpasiaeHune coeAnHEHNAMMNY;

— Ha OTKPbIBLUENCA CTPaHMLE KOCHYTbCsA nond «Pexmm USB no ymondaHuio» w
BbI6paTb HEOHXOAMMOE 3HaYEeHME M3 pacKpbliBatoLLLerocsa cnmcka (PucyHok 32).
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MPUMEYAHUA:

v’ B cnyyae Bbibopa NyHKTa «Bcerga cnpaliveath» npu noaxaodeHmn MY k 3BM ¢
nomotbto USB-kabena Ha MY oTobpasnTca okHO ¢ BbiIbopom pexunma USB-noakntoueHma
(PrncyHoK 33);

v 3HaueHne «Pexkum paspaboTymKka» oToBparkaeTcs TONLKO MNPV aKTUBaLMK
COOTBETCTBYHOLLMX NEPEKNtOYATENEN B NYHKTE MeH0 «CpeacTBa pa3paboTymKa» CUCTEMHbIX
HacTpoeK (noapasaen 3.1).

| usB
USB-kabenb nogknioyeH

C He noakn4yeH ﬂepekmowmbcs: Ha OVH U3 cnegyoumx
PeXnMoB

Pexwvm USB no ymonyaxuio

Bcerpa cnpawmusaTtb M D
& & &
Bcerpa cnpawmsatb Pexum Mpotokon Tonbko
paspabotyMka  nepegauu 3apsaka

MynsTUMeaua
(MTP)

Pexum paspaboTumka

MpoTtokon nepepayv mynstumegua (MTP)

Tonbko 3apspka

®0

PucyHoK 32 PucyHok 33

1.4.3. HacTpoliKka BEpXHEro MeHo

MPUMEYAHUE. MNMoapobHoe onmcaHMe HaCTPOMKM BEPXHETO MEHIO NPUBEAEHO B
NOKyMeHTe «PyKkoBoAcTBO nosib3oBaTena» AIAMI.10034-02 90 01.

[na nobaBneHunn B BepxHee MeHt0 GYHKUMM, AOCTYMHbIX TO/IbKO aAMUHUCTPATOPY,
HeobxoAMMO BbIMONHUTL CAeaytolwme AeNCTBUSA:

— OTKPbITb MEHI0 CUCTEMHbIX HACTPOEK KacaHMemM 3Hayka @ Ha JKpaHe
NPUNOXKEHUM (cm. PucyHok 1);

— KOCHYTbCA MyHKTa MeHto «BepxHee meHlo» S B noapasaene «BHeWwHW Bua u
OYHKLUMMY;

— BblbpaTb HeobxoaMMmble GYHKLUMM KacaHMem nepekntodatenen (PucyHok 34), B
pe3ynbTaTe AaHHble QYHKLUMM 0TOOPa3ATCA B BEPXHEM MeHto (PrcyHokK 35).
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Apnbiku 11:13 v 44T
37U ApNbIkM NPEROCTaBAKIOT ObICTPbINA
AOCTYN K PassinvyHbiM (S)VHK\JVMM "
HaCTpOhKaM CUCTEMDI L]
[9]
OTKPbITb KanbKynsaTop 3 .
228
3anycTuTb CeKyHAOMEp ©) 2 vionsi, BTOPHAUK
YcTaHOBUTL TalMep g
— WLAN 9) Bluetooth
o © omp D Buikniouero
YcTaHoBUTb ByannbHUK @ WLAN Bluetooth
SIM1 B ROSTELECC
Cpenatb cendu @ Q @ s
SIM-kapTa Ans BbI30OBOB Mo6unbHble aaHHble
3anucartb BUOEO (@
S =\ ) "
1% =)
Co3spaTb 3aMeTKy &) @ =4 f
He b Opt ums Touka gocTyna
OTKPbITb ANKTOHOH |1 | 1 -
© U G o2
Cucrtema leonokaums VPN PaspaboTka MCTONHMKM I1
M
. Cpe’D‘CTBa paapasOTqMKa 8 ‘
fipkocTb
BesonacHocTb
McTouHUKM NpunoxeHnii 63 L
Hactpoitku WamenuTs
PucyHok 34 PucyHok 35

1.4.4. Hactponkun M1

NMPUMEYHAHUE. AoMnHUCTPATOP MMEeeT AOCTYMn K AOMOAHUTENbHbIM HACTPOMKaM
M1, OonMCaHHbIM Kak B HacCToAWEM [AOKYMEHTe, TaK M B [AOKymeHTe «PyKkoBOACTBO
nonb3osatena» AAMI.10034-02 90 01.

Ona AononHUTeNnbHOM HacTpokm MIT HeobxoaMMO BbINOAHUTL Caedytolime
NencTBus:

— OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KacaHMemM 3HauyKa E’} Ha JKpaHe
NPUNOXKEHUN (cm. PucyHok 1);

— NepenTn BO BKAAAKY «[TPUNOKEHUAY;

— KOCHYTbCA 3Ha4YKa cooTBeTcTBytoLero MM 1 3aaaTb Tpebyemble HaCTPONKM.

[na  [ONONHUTENbHOM HacTpolku MM «TenepoH» HeobxoaMMO  BbIMOAHUTb
cnepyouime oencTBus:

— KOCHYTbCA nons «COHPOCUTb CYETYMKM BbI3OBOBY» ANA COpOCa CHETYMKA BbI30OBA
(PrcyHoK 36);

— aKTMBMPOBATb NMepekatovaTeb «3anmMcb PasroBopa» Aas 3anucu pasrosopa BO
BPEMS aKTUBHOTO Bbi30Ba (P1cyHok 37);

— KOCHYTbCA MONA «3anMcaHHble BbI3OBbLI» A1A MNPOCMOTPa MHPOPMaLUKM O
3anMCcaHHbIX BbI30BaAX.

[lna BbINONHEHWA AENCTBMIA Haj 3aNMCaHHbIMW BbI30BAMM CAeAyeT KOCHYTbCA NoNA
C KOJINYECTBOM 3aMMCAHHbIX BbI3OBOB M Ha OTKPbIBLUENCS CTPAHULE B KOHTEKCTHOM MEHHO
BbI30Ba KOCHYTbCA MyHKTa C He0bxoAnMMbIM aencTenem (PucyHok 38).

MPUMEYAHMUE. 3anncaHHble BbI30Bbl MOXHO Tak¥e nocmoTpeTb B MIM «ANKTOGOH»;



TenedoH

CY&ETYMKM BbI3OBOB

WUcxopsiwume Boisobl: 0:00:00
Bxogsuwue BbizoBbl: 0:00:00
Bce Bbi3oBbl: 0:00:00

O C6poCUTb CHETYMKM BbISOBOB

CoobuieHus 6bicTporo oTeeTa

Cospaitte o 5 coobeHuit ans 6bicTporo oTeeTa,
KoTopble Bbl CMOXeTe oTnpasnsTh nocne
BbIK/IIOYEHUS 3BYKa NPY BXOAALLEM BbI30BE.

’ Wamenus 6bICTPblE OTBETDI

WcTopus Bbi30BOB

BbICTpbIii BbI3OB

[ns cosepLueHus Bbi3oBa noTpebyertcs
KOCHYTbCSi HEO6XOAMMOr0 KOHTaKTa B
UCTOPUM BbI3OBOB

3anucb pasrosopa

#  3anucb pa3roBopa
BO3MOXHOCTb BKIOYUTH 3aNUCh pasrosopa

PucyHok 36

Metp 18:31
& 0:04

Mo3BoHUTL
OTKpPbITb KAPTOUKY KOHTaKTa
Ypanutb

MNopenuTtbca

Metp 18:20

PucyHok 38
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| (® C6pocuTb CHETYMKM BbISOBOB

CoobLeHus 6bicTporo oTeeTa

CospaiiTe no 5 coobLueHwit ans GbicTporo oTeeTa,
KOTOpble Bbl cMOXeTe OTNpaenATb nocne
BbIK/IIONEHMs 3ByKa NPY BXOASAILLEM BbI30BE.

f N3MeHUTb 6bICTpble OTBETHI

WcTopus Bbi3oBOB

BbICTPbIN BbI3OB

[ns coBeplieHus Bbi3oBa noTpebyetcs
KOCHYTbCH HeOsXOAMMOI’O KOHTaKTa B
MCTOPWM BbI3OBOB

3anucb pasroeopa

3anucb pasrosopa
BO3MOXHOCTb BK/IIOMUTb 3anuch pasroesopa
BO Bpems aKTUBHOIro Bbi3OBa.

3anucaHHblie BbI30Bbl
2 Bbi3oBa

3a610KUPOBaHHbBIE BbI3OBbI

3a610KMPOBaHHbIE KOHTaKTbI

PucyHok 37

— KoCcHyTbca nonsa SIM1 | [MobunbHbi onepaTop]
nmbo SIM2 [MobunbHbIN onepaTop] ana
[ONONHUTEIbHOW HACTPOMKKM BbI30BOB Yepes SIM-KapTy

® KOCHYTbCA nona «OsKuaaHue BbI30Ba» A/A
OMOBELLEHNA BO BPEMS Bbl30Ba, O APYromM BXOAALLEM
BbI30BE;

® KOCHYTbCA nona «lepeagpecaums BbI30OBOBY»
ONA YCTAaHOBKM C/ly4aeB W HOMepa nepeagpecaumu
(PucyHoK 39);

® KOCHYTbC MOMA  «3anpeT  BbI30BOB»
YCTAHOBKM 3anpeTa Ha onpeaeneHHble BUAb
(PucyHok 40).

MPUMEYAHUE. Tlpn ycTaHOBKe 3anpeTa Ha
onpeaeneHHble BbI30Bbl MY 3anpocuT Napoab BAaaenbla
YCTPOMCTBa NpM NOATBEPHKAEHUN AENCTBUS;

® YCTAHOBMTb HOMEP r0/I0COBOM MNOYTbI, KAacCaHMEM
nona «Homep ronocoBom NOYThIY;

® KOCHYTbCA Nosa «Homep ronocoBom NoYThI» A/A
YKa3aHWs HOMepa ros10CoBOM NOYTbI.

ans
BbI30OBOB



l'lepeap.pecauwﬂ BbI30OBOB

#  Bce ronocosble BbI30BbI

# Ecnw 3aHATO

# Ecnw HeT oTBeETa

# Ecnw BHe cetu

PucyHok 39

| CoobLueHus

(>) SIM1|ROSTELECOM

SMS

+79043490008
Appec SMS-ueHTpa

# OTy4eThbl 0 fOCTaBke
3Banpalwmeatb oT4eT 0 goctaske SMS

OTo6paxaTb CYETYMK CUMBOIIOB
OTobpaxatb KONIMYECTBO COOBLLEHNN, Ha
KoTopble 6yaeT pa3but HabpaHHbI TEKCT, U
KONINYECTBO CUMBOJIOB B MOC/IEAHEM
coobueHnmn

MMS

MakcuManbHbIi pa3amep coobLueHns
CpegHuit

Pasmep coobLeHUsi MOXET 6biTb OrpaHUYeH
onepaTopoM OTMPaBUTENs UK NonyyaTens

3anpawmueaTtb oT4eTbl Het
Bbl MOXeTe 3anpawmeaTth OTYETbl O AOCTaBke U
npoyTtesun MMS

#  YBepoOMNSTb O MPOYTEHUMU

Ornpaeutens 6yaeT yBeaoMEH O TOM, YTO

PucyHok 41
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| 3anper BbiI30BOB

# Bce ucxopswime Bbi30BbI

#  Vcxopsiume MexayHapogHble
BbI30BbI

#  Mcxopswume MexayHapogaHble
BbI30Bbl KDOME POAHOIA CTPaHbI

#  Bce BxoasLiue Bbi30BbI
#  Bxopsliue Bbi30Bbl B POYMUHIe
BblkntounTb BCE

ﬂaponb AOnNa 3anpeTa BbiI30OBOB

é MameHnTb Naponb

PucyHok 40
Ons pononHuTensHon Hactpokm MI «CoobuleHna»
HeobxoaMMOo BbIMO/IHUTD cneaywouwme  AencTBuA
(PucyHok 41):

— B noapasgene «SMS» npocmoTpeTb agpec SMS-
LEHTPa;

— aKTMBMpPOBATb  nepekatovatens  «OT4yeTbl O
[0CTaBKe» A/1A 3anpoca oT4yeTa O A0cTaBke SMS.

NMPUMEYAHUE. [Ona aKkTMBauum nepekavaTens
[0CTaTOYHO KOCHYTbCA MOJS, B KOTOPOM OH PACMOIOXKEH:
nepekatoyaTelb HAYHET CBETUTLCA ApYe, YEM B COCTOAHMMN
N0 YMONYaHUIO (HEAKTUBHOM).
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Y aamuHuctpatopa MY ectb BO3MOXHOCTb 3anyCTUTb
Ofyciponcine yTuamty CSD Tool, ansa aToro:
Aspopa 5.1 — OTKPbITb MEHK CUCTEMHbIX HACTPOEK KacaHnem
Mpowssonuens 3Ha4kKa @ Ha DKpaHe NPUNOKEHWNI;
Fplus
S — KOCHYTbCA NyHKTa «O6 ycTpomncTee» ® g
RG70E noapasaene «MHpopmaunay;
IMEI
it o — KOCHyTbcA nona «Cbopka» 5 pa3 (PucyHok 42), B
353358860686182 pe3ynbTaTe 3anyctutcs ytuamta CSD Tool.
Do NMPUMEYAHUE. Onuncanne pabotbl ¢ ytmuamtom CSD
RDOOR570EPF0035309
. Tool npuBeaeHO B COOTBETCTBYHOLWMX AOKYMEHTAX
5.1.5.105(ne)rponasnoecn<- © npeanpuaATMA-pa3paboTyMKka, KOTOopble NpeaHa3HaYeHbl
Kamyatckui
. ana MCMO/Ib30BaHMA npon3BoOANTENAMMN MY n
Aurora-TEE 1.1.9-11.16.0omp, aBTOPM30BAHHbLIMM CepBUCHbIMM LEeHTPamm
Extra content 0.8.0-1.1.30.omp,
docviewer 0.2.2-1.1.16.0mp npon3soanTend.
MO npoussoauTens
ApanTauus ycTpoiicTea
PucyHok 42

1.4.5. NMonb3oBaTeNbCKOE XPAHUAMULLE KAtOYEN

[MoNb30BaTENLCKOE XPAHUAMLLE KAKOYEN NpeaHa3HAYeHOo A1A XPaHEHUS KAoYen U
CeEPTUPMKATOB, MPM STOM OrpaHNYEHNE AOCTYNA K XPaHMAULLY obecneymBaeTca WTaTHbIMMK
cpeactsamum OC ABpopa (pa3aen 4).

NMPUMEYAHMUE. MNMonb3oBaTENbCKOE XPAHWUAMULLE KAKOYEN CO34QeTCA ANA KaKaoM
YYETHOM 3aNnCK Ponen n HaxoaAMTCA B Nanke SHOME/ . softhsm.

Co3aaHne No/sib30BaTeIbCKOro XPaHUAMLLA KAHOYEN OCYLLECTBAAETCA B CAEAYIOLLINX
CAy4Yanx:

— nepBoe BKAoYeHne MY B pexmme agMUHUCTPATopPa;

— CO3/[aHune y4yeTHOM 3anmncK nonb3osBaTena (N 1.2.1) ¢ nomoLllbio cepsuca user-
managerd, npun aTom ckpunT initialize-user-keystore.sh xpaHuTcs B nanke create.d

1.4.6. AreHT nonb30BaTeNs

AreHT nonb3osatens (User Agent) — wuaeHTMduKaTop Opaysepa, KOTOPbIN
nepenaeTcs B 3aro/soBKke http-zanpoca K cepBepy, OTBET cepBepa MOXET 3aBMCETb OT
NAHHOTO MAEHTUPUKATOPA, U MOXKET DbITb 33JaH:

1)Mo ymon4yaHuio B nHTEpdence, onncaHnme KOTOPOro NpuBeaeHO B AOKYMEHTE
«PykoBoacTeo nonb3osatensa» AAMI.10034-02 90 01;

2)C nomolubto paina ua-update.json, KOTOPbIN:

— umeeT nona  hostname u  useragent u nyte  /home/defaultuser
/.local/share/org.sailfishos/browser/.mozilla/ua-update.json;

— onpeaenaeT areHT Nnob3oBaTena A5 OTAE/1bHbIX CANTOB.
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MPUMEYAHUE. Mpu umameHeHun danna ua-update.json BpyYHYyO HeobXOAMMO
nepesanyctute MI1 «bpaysep».

O6HOB/IEHME MOXKET NPOUCXOANTb CAeAYOWMMM Cnocobamu:

— C MOMOLLbIO 3HAYEHMA MO YMONYaHMIO, Koraa oTcyTcTByeT dann ua-update.json.
FeHepauma dana ocyuiecTsaaeTtca us /usr/share/sailfish-browser/data/ua-update.json.in;

— € nomoulbto Beb-canTa, Koraa ¢ann ua-update.json obHoBNAETCA Yepes3 ceTb
MHTepHeT. [lonydyeHne daina  ocyulecTsaseTca nocpeactsom  http-zanpoca B
MI «bpay3ep» Ha onpeaeneHHbIn aapec B ceTu MIHTepHeT.

NMPUMEYAHMUE. Mpun nepsom 3anycke MI1 «bpay3ep» 3anpoc K cetn NHTepHeT He
ocyliectsaseTca, a paln ua-update.json reHepupyeTca No YMOAYaHMIO.

1.5. HacTpo#Ka ceTeBbiX BO3MOXKHOCTEMN

1.5.1. HacTponKa npuHTepa

BHUMAHMUE! MoapobHan nHbopmauma o neyatm GanaoB npuseaeHa B JOKYMEHTE
«PykoBoacteo nonb3osatens» AAMI.10034-02 90 01.

B OCABpopa npeaycMoTpeHa  BO3MOXKHOCTb
nobaBneHna  npuHTEpa, AnA  3Toro  HeobxoAumo
BbINMONHUTb CleaytoLine AeNCTBUSA:

— OTKPbITb MEHKO CUCTEMHbIX HACTPOEK KacaHuem

| MpuHTEpDI +

3Ha4yKa @ Ha JKpaHe NPUIOKEHUN;

Y Bac elle HeT NPUHTEPOB — KOCHYTbCA NYHKTa MeHto  «[1puHTEepbI» = g
noapasaene «YnpasaeHue COeANHEHNAMMY;

— NOAKNOUNTL NPUHTEP K MY 0gHMM K3 Cheayoumx
cnocobos:
[o6aswTb NpuHTep e c nomoubto USB-Kkabensa uepe3 nepexogHuK
USB-OTG.

NMPUMEYAHUE. C nomouwbto USB-kabens MoXHO
NOAKNOYNUTb TONIbKO NpuHTEP Woosim L450 (MIG KB4);

e no cet WLAN (paboTta no ctaHaapty Mopria);

— Ha  OTKPpbIBWEWCA OAHOMMEHHOW  CTpaHuue

KOCHYTbCA KHOMKKN «[106aBUTb NPUHTEP» MO0 B NPaBOM

PucyHoK 43 BEPXHEM YIy KOCHYTbCA 3HA4Ka + (PncyHok 43), B
pe3ynbTate byaeT BbINONHEH NOUCK YCTPOWMCTB;
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— Ha OTKPbIBLUENCS CTPaHMLLEe BbIOPaTb YCTPOMCTBO,
| [No6aBuTb NpUHTEP o
KoTopoe Heobxoanmo A0b6asuTb (PrcyHok 44);
EeHHbIe YCTPOiACTBa A
MRS pat — B NPaBOM BEPXHEM YI/ly KOCHYTbCA 3Ha4YKa > A
e 06HOBAEHMA MHOOPMALMM O HaAEHHbIX YCTPOMCTBAX;
— BBECTM MMSA NPUHTEpPa B Nosie BBOAA M KOCHYTbCA
KHOMKK «[106aBUTb» (PrcyHOK 45), B pesyabTaTte npuHTep
oTObpPasnTCs Ha cTpaHuLe «MpuHTEepbI» (PUCYHOK 46).
PucyHok 44
| OTMeHUTb [o6asutb MpuHTepSI ®
[o6aBuTb NpuHTEP MortbutTeok
HP Color Laser 150 HP Color Laser 150
WMs npuHTepa

PucyHok 45 PucyHok 46
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PucyHok 47

MpuHTEpPDI

Mow npuHTeEpbI

HP Color Laser 150

Ynanutb

PucyHok 48
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[na  nepeMMeHoOBaHMSA MNpuHTEpPa HeobxoAaumo
BbIMO/IHUTb CAeayoWme AenNCTBUS:
— Ha CTpaHuue «MpUHTEPbI» BbIOpaTh

HEeobXoANMMbIN NPUHTEP, KOCHYBLLMCH Ero;
— Ha OTKpPbIBLUENCA CTPaHMLE BBECTU HOBOE WMMA
npuHTepa (PucyHok 47);

— KOCHYTbCA 3HauyKa AN NoATBEPHKAEHMS
NEeNCTBMA, B pe3ynbtate NpuHTEp ByaeT neperMmeHOoBaH.

[Ons ynaneHusa npuHTEpa M3 CNMCKa Heobxoaumo
BbIMO/HUTbL CeayoLlne AeNCTBUS:

—Ha cTpaHuue  «[pUHTEpbI»  KOCHYTbCA U
yaepKMBaTb Ha3BaHMeE NPUHTEPA, KOTOPbLIN HEODXOAMMO
YAANNTb;

— B KOHTEKCTHOM  MEHIO  KOCHYTbCA  MyHKTa
«Ypanutb» (PucyHok 48) nnbo OTKPbITb MPUHTEP U B
NPaBOM  BEPXHEM  YrAy  KOCHYTbCA  3HauyKa I}
(PucyHoK 47);

— Ha OTKPbIBLWIENCA CTPaHULLE KOCHYTbCA KHOMKM
«YnanuTe» ANA NOATBEPKAEHMA onepaumm NMHBO KHOMKK
«OTMEHUTbL» ANA OTMEHbI onepaunmn (PrucyHok 49).

I OTMeHUTb Ynanutb
Ynanutb NnpuHTep?

Bbl D,Sl;\CTBHTeﬂbHO XOTUTE YOanuTb
npuHTep HP Color Laser 150?

PucyHok 49
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1.5.2. cnonb3oBaHue VPN-coegmHeHMA

VPN — 3awmuieHHaa ceTb, NpeaoCTaBAAalOWana BO3MOMXKHOCTb YCTaHABAMBATb
3aWNPpPOBaHHOE coeAMHEHME C yaaNeHHbIMM cepBepammn BeH-caiToB B ceTu VHTepHeT.
Mpn NOAKNIOYEHUN K yAaNEeHHOMY CepBepy NoAb30oBaTeNb nosyyaeT IP-aapec B pernoxe,
rAe pacnosiaraeTca AaHHbIN cepBep.

B oTnnume oT npokcu-cepsepa, VPN BHayane BbINOAHAET MOAKAOYEHUE K CETH,
KoTopas 3aTem obecrneymnBaeT coeamHeHne ¢ TpebyeMbiM CEPBEPOM HaMpPAMYLO, MPU 3TOM
WNdpoBaHME [AaHHbIX MO3BOAAET 3alUMTUTb MAPOAM U WHYKD KOHOMAEHUMANbHYHO
MHGOPMaLMIO OT yrpo3 He30nacHOCTM.

BHUMAHUE! [Ona oTobparkeHna noaaeprKmBaembix
| [No6asutb VPN @
VPN-nnarmHoB B nyHKTe meHto «VPN» noapasaena
«YnpassieHue COeaMHEHNAMM» HeobxoaMmMo
AOMOJIHNTE/IbHO YCTaHOBUTL CTOPOHHMe VPN-peleHuna, He
ABnAaroLLmeca sctpoeHHbIMM B OC ABpopa.
B cayyae oTcytctBMA  nogdepxkmBaembix  VPN-
VPN-nposaiiaepbl He NNarMHOB Ha 3KkpaHe MY oTobpasnTca COOTBETCTBYOLLEE
yCTaHOB/IEHbI. ysegomneHue (PucyHok 50).
PucyHok 50

1.5.3. 3apanne URL-aapeca

NPUMEYAHUA:

v NMoapobHoe onucaHne HacTpoku cetv WLAN npuBefeHO B AOKYMeHTe
«PykoBoacTeo nonb3osatensa» AAMI.10034-02 90 01;

v 3apaHune URL-agpeca ana cepsepa NpPoOBepKu cetu MHTepHeT, a Takke NTP-
cepBepa, byaeT NPMMEHEHO KO BCEM YYETHbIM 3aNUCAM, CO34aHHbIM Ha MY.

Ona 3apaHua URL-agpeca Ans cepsepa MNpPoOBEpPKM HeobXoAMMO BbIMOAHUTb
cneayowme AencTBms:

— OTKPbITb MEHI0 CUCTEMHbIX HACTPOEK KacaHMeM 3HayKa @ Ha JKpaHe
NPUNOXKEHUN (cMm. PucyHoK 1);

— KOCHYTbCA nNyHKTa MeH  «WLAN» T B nogpasgene «YnpasaeHue
COeAUHEHNAMMY;
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— KOCHYTbCA Nona «PacliMpeHHble HAaCTPOMKM» (PucyHOK 51);
— Ha OTKPbIBLLENCA CTPaHMLE 3an0IHNTb HeobxoanMble Nond B noapasaene « URL-
afpeca cny>Kbbi» Ana NpoBepKM AocTyna K cetn MHTepHeT (PucyHok 52).

I WLAN I PaCLIJVIpeHHbIe HaCTpoﬁKVI
R570E
. Mms ycTpoiicTea
PacmwpeHHme HaCTpoukun @ Wms yeTpoiicTea, oTobpaxaemoe y Apyrux
YCTPOWCTB B /IOKanbHOMK CeTH
WLAN Ino6anbHbiii Npokcu-cepeep
= -~
WLAN > # [nobanbHblil NpOKCU-cepBep
WcnonbayeTtcs ans Bcex CoeanHeHWi
(WLAN, Mo6unbHbIX 1 Ap.) 1
noﬂKnK)quMe ‘-Iepe3 QR @ nepeonpeaenseTr uHausMayanbHbie
HacCTPOWMKH.
KoHdurypaums npokcu-cepsepos
Do6asuTb ceTb @ HeT npokcu-cepsepos
o URL-agpeca cnyx6bl
Mowck ceTeit @
http://ipv4.omprussia.ru/return_204
Cratyc URL-appeca IPv4
Mpunoxexus MoryT ucnonb3osars atot URL-agpec,
4TO6bI NPOBEPUTD, OTKPBIT /K A1 YCTPOUCTBA
AOCTYyNn K cetun MHTEpHeT. Ecnu He 3anoNiHeHo,
c6pact>|sae1'cn B 3HaYeHue No yMOoN4aHuio
Hanpumep, 0.pool.ntp.org,1.pool.ntp.org
no6anbHble NTP-cepeepb!
Cnucok gonxeH 6biTb OTCOPTUPOBAH B Nopsiake
npeanoYyTeHus U pasaeneH 3ansaTbiMu
PucyHok 51 PucyHok 52

1.5.4. PaclumMpeHHble HAaCTPOMKM reonoKaumm

MPUMEYAHUE. OnucaHme HACTPOMKM TreonoKaumuM MNpMBEAEHO B AOKYMEHTE
«PykoBoacTBO nosibzosaTtena» AAMI.10034-02 90 01.

[lnAa  HaACTPOMKM reoNoKauMmM BbICOKOM TOYHOCTM HeobHXOAMMO  BbIMOAHWUTb
cnepyouime oencTBus:

— OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KacaHMemM 3HayKa @ Ha JKpaHe
NPUNOXKEHUN (cMm. PucyHok 1);

— KOCHYTbCA TMNYHKTa MeHlo «[eonokauua» © B noapasaene «YnpaBaeHue
COEAUHEHUAMMY;

— aKTMBMPOBATbL MNepekndatens «leonokaumsa» (PUcyHOK 53) ana paspeleHus
MT1, yctaHoBeHHbIM Ha MY, pacno3HaBaTb Ha KapTe reonokaumm MY;

— aKTMBMPOBATb MepeKkatovaTeNb «leonoakuma  BbICOKOM  TOYHOCTM»  ANA
NOBbILWEHMA TOYHOCTN onpeseneHna reoIoKaLMmM C UCNONb30BaHMEM CEeTEBbIX CEPBUCOB;

— KOCHYTbCA KHOMKW «PaclinpeHHble HaCTPOMKM» ANA Nepexoa K PacliMpPeHHbIM
HacTpoMKam reonokaumm (PucyHok 53);

— Ha OTKPbIBWENCA CTpaHMUE KOCHYTbCA nepekmtodatena «CnyTHMKOBaA
HaBurauma» (PucyHoK 54) Ons yBeNMYEHMA TOYHOCTM ONpeaeneHns reosoKaumm Ha
OTKPbITOM MECTHOCTY;



[eonokauus

leonokauus

PaspelwnTb NpunoxeHusM onpeaenstb
Bawy reonokaumio. 3ta pyHKUMS
noTpe6nseT HeKOTOPOoe KONUYECTBO
3apsfa akkymynstopa.

ToyHOCTb

leonokaLms BbICOKOW TOYHOCTH
Wcnonbayet ceTeble cepsuchl Ans
MOBbILIEHUS TOYHOCTH ONpeaeNeHns
reonokaumn. MoxeT B3uMaTbCs nnata.

#  Tonbko YCTpoﬁCTBO
Wcnonbayet GNSS ong onpepenexus
reosiokaumm. SToT peXuM He UCMOoNb3yeT
Kakne-nun6o paHHble.

#  PexuM aHeprocbepexeHus
Mcnonb3yeT TonbKo CeTeBble CEpPBUChI
Ans onpenenexvs reonokaunn. GNSS He
ucnonbayetcs. MOXeT BaMMaTbCs nnata,
NpU 3TOM PeXUM 9KOHOMUT 3apsif,
aKkKyMynsTopa.

PaclumpeHHble HaCTPOMKHU @

PucyHok 53

PacLumpeHHble HacTPoKu

GNSS

CﬂyTHMKOBaﬂ HaBurauusa %
YBEeNnu4MBaeT TOYHOCTb onpepeneHnsa
reonokauum Ha OTKprTOﬁ MECTHOCTH
(yBenuuuBaeT pacxop sapsiaa

aKKyMynsTopa)

A-GNSS

A-GNSS

OI'ITMMMGVIpyeT BblYUCNEeHWe reosiokaumm no
CNYTHWKOBOW HaBUrauum (Tpebyet
noaKnioyeHus K NHTepHeTy)

McToyHukn A-GNSS

L[ns HAaCTPOMKK MCTOYHUKOB BKNouUTe A-GNSS

SUPL Open Service (Google LLC)
OuncTka kawein A-GNSS
LBS

# LBS
Onpe,qensaeT MECTONONOXEeHWe B OTCYTCTBUM
CNYTHUKOBOro CUrHana ¢ UCnosb3oBaHuemM
VHbIX UCTOYHUKOB MHPOPMALMK,
o6pabaTbiBaeMOoi1 Ha BHELWHUX cepBepax
(TpebyeT noakntoyeHue K HTepHeTy)

PucyHok 54
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— aKTMBMpPOBaTb nepekadatens «A-GNSS»  ana
YBENIMYEHMA TOYHOCTM ONpeaeseHns reoNoKaumMm B
ropoAcKux ycnosuax (PrucyHok 54).

BHUMAHUE! TpebyeTrca yCTaHOBUTb WHTEPHET-

coeaMHeHWe, BbIMOJHMB HACTPOMKY MODOUABHON CeTu
n/vnn cetn WLAN.

MPUMEYAHUE. TexHonorna «A-GNSS» ontummnsnpyet
BblYMCNEHNE TE0NI0KaLUMM MO CNYTHMKOBOW HaBMUrauumm,
ncrnonb3ya npotokon SUPL — 3aWMUIEHHbIM MPOTOKOA
onpeaeneHna MecTonoIoXeHWA NoAb3oBaTeNnewn;

— HaCTpouTb NCTOYHUKM A-GNSS, ana sToro:
e®KOCHYTbCA nepekntodaTena «SUPL Open Service
(Google LLC)» (PucyHok 54);
®B  OTKPbIBLIEMCA  OKHE  O3HAaKOMMUTbCA  C
npeacTaBfeHHOM MHPOPMaLMEN M KOCHYTbCA KHOMKM
«MoaTBEpAMTLY ANA NOATBEPXAEHMA onepaunn nnbo
KHOMKM «OTMEHUTb» ANA OTMeHbl (PucyHok 55);
— KOCHYTbCA nepekatovatensa «LBS» ana ysennyeHma
TOYHOCTW TreonoKaumm 6e3 MCNoNb30BaAHMA CMYTHUKOBbIX
cmcTem Hasurauum (PucyHok 54);



| OTMeHUTb MoaTeepauTh

MpenynpexneHve

Ha aToM ycTpoiicTee MoryT 6biTb 3a4eACTBOBaHbI
mMecToonpegenstolume cepsucs (LBS). Boibupas
"MoaTeepanTs" Bbi BKlOYaeTe BbiGpaHHbii LBS-
CepBUC U CornallaeTech Ha nepeaaydy Crneayiowmx
[AaHHbIX BbIbpaHHOMy LBS-cepBucy:

« Mo6unbHbI kog CTpaHbl

« Ko Mo6unbHoi cetn

« Onucanue coTbl (coT) B ceTn

« ipeHTuduMKaTOp COThI B CETU

« YpoBeHb CUrHasa CoToBOM CETU, UBMEPEHHbIN B
mMecTononoxexun MY

« Kop MecTononoxexus

« Okpyxaiowme Toukun goctyna WLAN

« MAC-appec

« IP-appec MY, HasHa4YeHHbl1 MOGUNbHBIM
onepaTopom

« Bpems 06HOBNEHWS OKPYXAIOLLLEro COCTOSHMS

PucyHoOK 55

PaclumpeHHble HacTPoKu

A-GNSS

ONTUMU3NPYET BbIYMCIEHME reonoKaLmum no
CMYTHWKOBOW HaBurauum (Tpebyer
noaknioyeHus kK UHTepHeTy)

McTouHukn A-GNSS

[nsi HaCTPOKK UCTOYHUKOB BKNloYuTE A-GNSS

SUPL Open Service (Google LLC)
Ounctka kaweit A-GNSS

LBS

LBS

OnpepensieT MeCTONOMOXEHUE B OTCYTCTBUAM
CMYTHUKOBOrO CUrHana ¢ UCMosnb3oBaHuemM
MHbIX UICTOYHUKOB MHPOPMALIUK,
o6pabaTbiBaeMOi Ha BHELLHWUX cepBepax
(TpebyeT noaknioyeHue Kk MiHTepHeTy)

WcToyHukmn LBS

Nokatop API iHpekc Kapt @

PucyHok 56
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— B  OTKPbIBLIEMCA  OKHE  O3HAaKOMUTbCA  C
npeacTaBNeHHON WMHOOPMALMEN U  KOCHYTbCA KHOMKMK
«MoaTBepaAnTb» ANA MNOATBEPXKAEHMA onepaunn ambo
KHOMKN « OTMEHUTb» ANA OTMeHbI (PucyHOK 55).

BHUMAHUE! Tpebyetca yCTaHOBUTb WHTEPHET-
CoeIMHEHME, BbINOAHMB HACTPOMKY MOOUABHON CEeTU
n/vnn cetn WLAN.

MPUMEYAHUE. TexHonorma «LBS» mcnonbsyet API-
cepsuc — AHaekc.J/lokaTop;

— HACTPOUTb UCTOYHMKOB LBS, ana sToro:

®KOCHYTbCA KHOMKM ® (PucyHok 56);
®33aMN0/IHUTL Nona «Kawu» u «eprnoandYHOCTb?
(PucyHok 57).
NMPUMEYAHUE. [OnAa  noaydeHmA  CNpPaBOYHOW
nHdopmaumMm o Kave Ana naketa «Jlokatop API»
KOCHYTbCA T’MMNEepPCCbI/IKM CO 3HaKom Bonpoca (PucyHoK 57).

| HacTpoiiku
QAP

Knioy

1

MepuogunyHoCTb
BBeauTe 3HauYeHWe NeproAnyHOCTH 3anpoca Ha
cepsep B cekyHaax ot 140 600

Kak nony4utb knoy?

PucyHoK 57
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2. BbINO/NIHEHWE NPOITPAMMBI

AamuHucTpaTopy MY A0CTYNHbI CheaytoLline BO3MOXKHOCTU:
— HacTpolika obHoeneHmin OC ABpopa (noapasaen 2.1);

— cbpoc HacTpoek MY (noapasaen 2.2);

— YCTaHOBKa M yaaneHune ctopoHHero MO (nogpasaen 2.3);
— TOHKas HacTpoMKa (noapasaen 2.4);

— noaaeprkka paboTbl pexxmma Knocka (noapasaen 2.5);

2.1. Hactpoika obHoBneHnn OC Aspopa

ObHoBneHne OC ABpopa OCYLLECTBAAETCA aAMMHUCTPATOPOM NI0KA/IbHO BPYYHY!IO,
nmbo yaaneHHo € Mcnonb3oBaHMem [MpuKknaaHOro NnporpammHoro obecneveHmns «ABpopa
LenTp» (MNO).

MPUMEYAHUE. [na nonyvyeHma wuHdopmaumm no obHosneHuto OC ABpopa C
ncnonbzosaHmem MMO cneayet 06paTUTbCA K COOTBETCTBYIOLWEN AOKYMeHTauum Ha M0,
pa3melleHHOM Ha Beb-canTe: https://auroraos.ru/documentation/.

Ona HacTponkn obHoBneHMn OC HeobxoaMmo
BbINOMIHUTb C/leAytoLLmMe AeNCTBUA:
— OTKPbITb MEHKO CUCTEMHbIX HACTPOEK KacaHWem

| OTMeHUTD |

‘V'Mﬂ nonb3oBaTena

3Ha4kKa @ Ha JKpaHe NpuaoKeHnn (cm. PucyHok 1);
Mapone @ — KOCHYTbCA MNyHKTa MeHto «O6HoBneHns OC

ABpopa» 4 ¢ noapasgene «Cuctema», B pesynbrate
0TOOPA3nNTCA CTPAHMLA C HAaCTPONKaMmM 0BHOBNEHNS;

— KOCHYTbCA nepekntoyaTend «BKNOUYUTL
3almileHHble obHoBneHMA» (PUcyHOK 59);

BHUMAHMUE! ina nonyyeHna MMeHn nonb3osaTens
M napona HeobxoaMMO 00pPATUTLCA Ha 3NEKTPOHHYIO

OomeH

English (predictive input) EN no4yTy: support@omp.ru.
gwertyuiop — Ha OTKpbIBLWENCA CTpaHULe 3anoHUTb MOoS
asdfghijk | (PcyHOK 58) ans perncrTpaumnm AoCTyna K Peno3mTopusam;
B ;| xlclviplnlm BB — KOCHYTbCA KHOMKM «Bxo4» A5 BbIMOAHEHWUA BXOAa
3 _ MO0 KHOMKM « OTMEHUTL» A1 OTMEHbI OnepaLmm.
PucyHok 58

PaHee ycTaHoBneHHyto Bepcuto OC ABpopa MOX¥HO OOHOBUTbL [0 TeKyLlen,
BbINOJIHMB CaAeaytowme AeNCTBUA:

o N
— Ha CTPaHWULE C HAaCTPOMKamMM ODHOBMEHMA KOCHYTLCA 3HAYKa 2 ANs NPOBEPKM
[OCTYMNHbIX OBHOBAEHW, B pe3ynbTaTe 0TObpPasnTCa yBedoOMAEHWe: «HeT AoCTynHbIX


mailto:support@omp.ru.
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OOHOB/IEHWUMY», @ TaKXKe AaTa M Bpema nocneaHern nposepku (PucyHok 59) nnbo goctynHoe
obHosneHue (PrcyHok 60);

| O6Hosnexus OC Aspopa O6HosneHus OC Aspopa
HeT pocTynHbix 06HOBNEHWIA

™\ [poBepuTb Hannyne o6HOBNEHUI
MocnepHss nposepka: 9 nions 2025 B
10:25

%ﬁ TekyLias Bepcus

5.1.5.105 (MeTponasnosck-Kamyarckuit)

@ PesepBHoe konvMpoBaHue
O6HOBNEHME CUCTEMbI HE 3aTparuBaeT
daiinbl, 0AHaKO peKoMeHayeTes
nepvoanYecky Co3AaBaTh pe3epBHbIe
Konuu

3arpyxaTb 06HOBMIEHMUS TOMbKO

yepe3s WLAN
3arpyxatb 06HOBNEHIS B ™\ [lpoBepuTb Hanuyme o6HOBNEHUI
T MocnenHsas nposepka: 18 sHeaps 2024 g 12:4.
POYyMUHIre
; & /@ TekyLias sepcus
&
BrniounTs SaLLMLLCHRLIC 5.0.0.28 (MeTponasnoeck-KamyaTckuit)
06HOBNEHUS
Texyunit nomen 'sales’ @ PesepBHoe KonmpoBaHue
O6HOBNEHWE CUCTEMbI HE 3aTparuvsaer
daiinbl, oAHaKO peKoMeHayeTcs
nepuoguyecku cospaeaTtb pesepeHbie Konuu
3arpyxaTtb 06HOBNEHUs
Tonbko yepes WLAN
PucyHok 59 PucyHok 60

— NPU  HaAW4YMW  AOCTYNHOro OOHOBAEHMA KOCHYTbCA KHOMKWM «[lloapobHee»
(cm. PrcyHok 60) 1 Ha OTKpbIBLUENCA CTPAHULLE 03HAKOMUTBLCA C NoAPOOHOM MHPOPMaLMENn
06 06bHOBNEHUM (PrcyHOK 61);

— KOCHYTbCA KHOMKK «3arpy3unTb — [Paamep obHoBeHMA]» (cm. PucyHok 60) ans ero
3arpyskun. B cnydyae HeobxoAMMOCTM 3arpy3ky 0HOHOBAEHMA MOXKHO OTMEHUTb KacaHMEM
KHOMKM « OTMEHUTb 3arpy3ky» (PucyHok 62);

— nocne ycnewHom 3arpyskm OOHOBAEHMA KOCHYTbCA KHOMKM «YCTAHOBUTb
obHoBNEeHWE» (PUCYHOK 63);

— Ha OTKPbIBLUENCA CTPAHMLLE KOCHYTbCA KHOMKK «YCTaHOBUTbL» (P1cyHOK 64), nocne
yero MY aBTOMaTMYeCKMN DyaeT nepesarpyeHo, Moo KHoNKM «OTMEHUTb» AN OTMEHbI
onepauun.

MPUMEYAHUE. B 3aBMCMMOCTU OT KOHCTPYKTUBHbIX ocobeHHocTer MY nocne
YCTaHOBKM OOHOBNEHMA BO3MOXKHA ABOMHAA nepesarpyska MY.
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MoapobHee | O6HoBneHus OC Aspopa

4@

Aspopa 5.0.0.60

O6HOBNEHNE COAEPXUT U3MEHEHNS, C
KOTOPbIMU MOXHO O3HaKOMUTbCA B Release
notes no ccbinke https://auroraos.ru/

. Te as Bepcus
documentation Ky L P

5.0.0.28 (MeTponasnoBck-KamyaTcKui)

PeaepBHoe KonuposaHue
O6HOBNEHWE CUCTEMbI HE 3aTpar1saeT
daitnbl, ogHako pekoMeHayeTcs
nepuoauYeckU co3aaBaTh pesepBHbie Konuu

@ &

3arpyxaTb 06HOBNEeHuUs
Tonbko yepea WLAN

PucyHok 61 PncyHoK 62

O6HoBnerust OC Aepopa OTMeHUTb YcTaHoBUTb

YctpoiicTBo 6ynet
nepesarpy>xeHo
YctaHoBka 06HOBNEHUM 3alMeT
HEKOTOpOe BpeMs, B Te4eH1e KOTOPOro
Bbl He CMOXeTe Monb3oBaThbCs

YCTPOMCTBOM. YCTaHOBUTL
obHoBNEHUA?

MpoBepuTb Hann4ymMe 06HOBNEHWIA
MocnepnHsis nposepka: 18 sHeapa 2024 8 12:4.

TekyLas sepcus
5.0.0.28 (MeTponaenosck-KamyaTckui)

PesepBHoe konupoBaHue
OG6HOB/EHME CUCTEMBI He 3aTparusaeT
daiinbl, oAHaKO peKoMeHayeTes
nep1oAnYEecKu Co3AaBaTh Pe3epBHbIe KoMK

@+ O

3arpyxaTb 06HOBNEHUS
TOoNbKO Yepe3s WLAN

PucyHok 63 PucyHok 64

Ha cTpaHuue «O6HoBneHne OC» aAMUHUCTPATOPY TaK¥Ke AOCTYMHbl caeaytolime
nenctemns (cm. PucyHok 59):

— NPOCMOTPEeTb MHPOoPMaLMIo O Tekyllen Bepcun OC @‘;
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— BbINO/THNTb pe3epBHOE ROMUPOBaHME MNepes obHOBIEHNEM OC, KOCHYBLWWCb

3HauKa 9.

NMPUMEYAHUE. MoapobHoe onmcaHme o Co3aaHnM pe3epPBHOM KONUN NPUBEAEHO B
noKkymeHTe «PykoBoacTso nosb3osatena» AAMI.10034-02 90 01;

— aKTMBMPOBaTb NMOO AEaKTMBMPOBATL NepeKkatovaTeNlb «3arpyatb 06HOBAEHMA
Tonbko Yyepe3 WLAN» ana 3arpy3km obHoBaeHMs ¢ nomoulbio cetn WLAN;

— aKTMBMPOBaTb MO0 A€aKTMBMPOBATL MepekatoYaTe b «3arpyKaTb 0OOHOBAEHWA B
POYMUHIre» ANA 3arpy3kn 06HOBNEHMA B POYMMUHTE.

2.2. Cbpoc HacTpoek MY

NMPUMEYAHUE. Cbpoc HacTpoek MY — npouecc yaaneHmsa BCeX AaHHbIX, nocae
KoToporo MY Bo3BpalllaeTca K 3aBOACKOMY COCTOAHMUIO, T.e. K Bepchm OC, yCTaHOBNEHHOM
npounssogutenem MY.

[na cbpoca HacTpoek MY [0 3aBOACKOrO COCTOAHMA HeOobXoAMMO BbIMOAHWUTb
cneayrouime AencTBus:

— OTKPbITb MEHK CUCTEMHbIX HACTPOEK KaCaHMeM 3HauyKa @ Ha JKpaHe
NPUNOXKEHUM (cMm. PucyHok 1);

— KOCHYTbCA MNYHKTa MeHl «COpoCUTb  YCTPOMCTBOY X g noapasaene
«MHPopmaLmay;

— Ha OTKPbIBLUEMCA CTPaHMLE KOCHYTbCA KHOMKM «COpPOCUTb YCTPOMCTBOY
(PrcyHoK 65);

— KOCHYTbCA KHOMKM «[loaTBEPANTLY» ANA NOATBEPKAEHMA onepaLmmn TMHBO KHOMKK
«OTMEHUTb» ANA OTMeHbI (PrUcyHOK 66);

— npu HeobxoAnMMOoCTH KOCHYTbCA nepekatovaTena «ABTOMATUYECKM
nepesarpysnTb YCTPOMCTBO Nocae cbpoca» Ans nocneaytolen nepesarpyskm My;

— NpU HeobXoAMMOCTM KOCHYTbCA MNepekatovaTena «YaanuTb BCE AaHHble» ANA
yOaNeHnsa AaHHbIX.

MPUMEYAHUE. [Mocne nepesarpy3kn MY npousoingetr cbpoc HaCTpoek [0
3aBO/ACKOro COCTOAHMA C NOCAEAYOLMM 3anyCKOM MacTepa NepBoHa4YaibHON HACTPOMKM,
noapobHoe onucaHve paboTbl C KOTOPbIM NPUBEAEHO B AOKyMeHTe «PyKoBOoACTBO
nonb3osatena» AAMI.10034-02 90 O1.
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C6pocutb I OTMeHUTh MopTBepanTb
C6poc npuBeaéT K yaaneHuio Bcex AaHHbIX ¢ N

YCTPOICTBa 1 €ro BO3BPaLLEeHMIo K Bbi ﬂ.eﬁCTBMTeﬂbHO XOTUTE
3aBOACKOMY COCTOSAHMIO. 370 03HavaeT - 2

noTepIo BCeX AaHHbIX, ﬂOGaBHEHHbIX Ha CGPOCMTb yCTPOMCTBo i

YCTPOWCTBO, BKNloYasi o6HOBNEHUS,
NPUIOXEHWS, YHETHbIe 3anucH, KOHTaKTbl,
1306paxeHus 1 UHYI0 MHGOPMaLUIO.

Mocne noaTBepX/ASHUS BCe AaHHbIE C Balero
ycTpoiicTea GyAyT yaaneHsl, U NporpaMmHoe
obecneyeHue 6yaeT BO3BPALLEHO K 3aBOACKOMY
COCTOSIHUIO. DTO O3HAYAET, YTO BCE AaHHble,
CospaiiTe pe3epBHYIO KOMUIO KoTopble Bbl 406aBKAM Ha YCTPOIACTBO, ByAyT
nonb3oBaTeNbCKMUX AaHHbIX Nepea copocom noTepsiHbl (Hanp., 0GHOBAEHMUS, NPUMOXEHNUS,
yCTpOMCTBa. YHETHbIE 3an1CK, KOHTaKTbl, poTorpadum u apyrve
¢aiinbl). CozpaiiTe pesepsHyIo KOnuio $Haitnoe Ha
KapTy namsTu (pekomeHayeTes).

C6pocUTb YyCTPOCTBO
Mpy yaaneHnu AaHHbIX YCTPOMCTBO BbIKNIIOYUTCS
aBTOMaTU4eCKu, cneayiollas sarpyska Moxer
3aHATb 60/blLIe BPEMEHM, YeM O6bIYHO.

Mepepn c6pocoM ycTpoiicTea Heo6xoaMMO BBECTU
naponb.

#  ABTOMaTM4YeCKu nepesarpysvTb
yCTPOWCTBO nocne c6poca.

# YpanuTb BCe AaHHble.
anI akTusauuu napamMeTpa BCe AaHHble Ha
ycTpoiicTee 6yayT nepesanucaHbl. 310
MOXEeT 3aHaTb 6onee nonyyaca B
3aBUCUMOCTHK OT obbvema XpaHunuua.
O6bI4HO c6pOC K 3aBOACKMM HacTpoikam
3aHUMaeT OKONO 5 MUHYT, U HeKOTopbIe
[aHHble BNIOCNEACTBUM BCE e MOTyT 6biTh

PncyHoK 65 PncyHoOK 66

2.3. YcTaHOBKa U yaaneHune ctopoHHero N0

AOMMHUCTPATOP WMeeT BO3MOXHOCTb YCTaHaB/iIMBaTb Ha MY CTOpOHHMe
Nporpammebl, He ABnAtOLLMecA BCTpoeHHbIMK B OC ABpopa.

CTOpOHHME  pa3paboTymMKM  MOryT  MCMNONb30BaTb  OdUUMANbHbLIA  Habop
MHCTPYMeHTOB pa3paboTtkm MO ans OC ABpopa, noapobHoe onucaHue KOTopOoro
npusBeaeHo Ha Beb-canTe: https://developer.auroraos.ru/.

Mpu ycTaHOBKE CTOPOHHMX MI1 agamuHUCTpaTopy Heobxoammo ybeauTbca B
BbIMO/IHEHMW CNeAyHOLWMX YCAOBUIA:

— MaKeT Nporpamm yCTaHaBAMBAETCA WTAaTHbIM 06Pa30oMm;

— HeobxoauMmble ncnoaHaemble Galibl MPOrpaMMbl 3aMyCKatOTCSH;

— WTaTHOe TnMoOBeAeHMe U BbINOJHEHME TNPOrPaMMbl COXPAHAETCA W nocne
nepesarpy3kn OC Aspopa.

YCTaHOBKa W ynpasieHWe  CTOPOHHMM 10 MOXEeT  OCyLLeCTBAATLCA
aAMWHUCTPATOPOM CeayroLMmMmM cnocobamm:

— JIOKA/NIbHO C MOMOLbHO:

e QR-koaa (n. 2.3.1);
o M «Parnbi» (n. 2.3.2);
— yAaneHHo:
® NPUHYANTENbHAA YCTaHOBKA MIT C NOMOLLBIO MONUTUKK;
e ycTaHoBKa MI1 ¢ nomouwto M1M10.
MPUMEYAHUE. MoapobHoe onmcaHmMe no mcnonbzosaHuto MMO npuBeneHo B

COOTBETCTBYHOLLEMN AOKYMeHTaLuu, PACMONOKEHHOM Ha Beb-canTe:
https://auroraos.ru/documentation/.
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2.3.1. YcTtaHoBKa ¢ nomoulbto QR-koaa

| YcTaHoBKa npunoxenuii yepes QR

PucyHok 67

YcTaHoBKa npunoxeHuin yepes QR

YcTaHoBka...

PncyHoK 68

[na yctaHoBkM ctopoHHero 10 ¢ nomouwbto QR-koaa
HeobXoAMMO BbIMONHNUTL CAeaytolwme AeNCTBUA:
— OTKPbITb MEHK CUCTEMHbIX HACTPOEK KacaHmem

3HayKa @ Ha DKpaHe NPUIOKEHNI (CM. PUcyHoK 1);

— KOCHYTbCA MYyHKTa MeH0 «YCTaHOBUTb Mo QR» £ B
noapasgene «Cucremar;

— Ha OTKpbIBLIENCA CTpaHUUe HeobxoaMMO HaBecTU
Kamepy MY Ha QR-kog (PucyHok 67), B pesynbraTte
3aMnyCcTUTCA NpoLEecc YCTaHOBKM (P1cyHOK 68);

— [10’KAATbCA 3aBepLIeHUs MpoLecca YCTaHOBKU A0
oTobpakeHMA Ha 3KpaHe MY  COOTBETCTBYIOLLETO
yBegomneHuns (PnucyHok 69).

YcTaHoBKa npunoxenuii yepes QR

YcTaHoBKa 3aBeplueHa

PucyHok 69
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B cnyyae cKkaHMpoBaHMA HekoppekTHoro QR-koaa Ha
aKpaHe MY oTobpa3nTca COOTBETCTBYIOLLEE YBEAOMIEHME
(PncyHok 70).

YcTaHoBKa npunoxeHuii yepes QR

Owwubka 3arpysku

PucyHok 70

2.3.2. YcTaHoBKa ¢ nomoubto MIM «Dannbi»

B OC ABpopa npeaycMoTpeHa BO3MOXHOCTb YCTaHOBKW CTOpoHHero 10, KoTopas
OCYLLLeCTBAAETCA NOCPeACTBOM YCTaHOBOYHOTO dalina B dopmate .rpm.
[na yctaHoBkn MIT Heob6x0AMMO BbINONHUTL CAeaytoLine AeNCTBUA:

— OTKpbITb MM «®ainbl», KOCHYBLIMCb 3HAYyKa ) Ha DKpaHe NPUIONKEHMUI
(cm. PucyHok 1);

— BblOpaTb HeobxoaMMbIn dann B PopmaTe .rpm KacaHMem COOTBETCTBYIOLLEN
CTPOKM.

MPUMEYAHMUE. YcTaHOBOYHbIM dalin cneayeT NpeaBapmuTebHO CKONMPOBaTb Ha MY
B nanky «Downloads» c nomouwpto USB-Kabenda, BbibpaB pexunm «lpoToKon nepesaymu
mynsTumeana (MTP)» (cm. PucyHok 33);



ru.auroraos.lmageEditor

Full featured image editor for Aurora OS

Bepcus 0.6

_|_

YcTaHoBUTb

PucyHok 71
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— B  OTKPbIBWEMCA  OKHe KHOMKM
«YcTaHOBUTLY (PrcyHoK 71).

B 3aBUCMMOCTM OT NOAMNNUCK UCTOUYHMKAE (nn. 4.4.1.3)
aAMMUHNCTPATOPY MOrYT ObITb AOCTYMHbI:

— NPOCMOTP  yBeAOM/IEHNA 0
yCTaHOBKM noanuncaHHoro MM (nn. 2.3.2.1);

— BO3MOHOCTb A00aBNEHMA UCTOYHMKA B CMMUCOK
[OoBepeHHbIx (nn. 2.3.2.2);

— BO3MOXHOCTb YCTAaHOBKM HenoAnucaHHoro MII

(nn. 2.3.2.3).

KOCHYTbCA

pesy/abTaTax

2.3.2.1. YcTtaHoBKa noanmcaHHoro MI1

B pe3ynbTaTe ycTaHOBKM nognucaHHoro Ml otobpasntcs:
— cooTBeTcTBytoUlee yBegomneHme (PucyHok 72, PucyHok 73) Ha akpaHe MY;
— 3HA4O0K ycTaHoBAeHHOro Ml Ha SKpaHe NPUNOKEHN.

v YcTaHoBKa 3aBeplueHa

ru.auroraos.ImageEditor

OTCOpTUPOBAHO MO faTe U3MEeHeHUs!
PepakTop 1306...eHuiA_v0.6.rpm
14 Masi 2024 16:38 0,1 MB

CarBudget_v0.21.rpm
14 mas 2024 15:37 0,3MB

OSM Scout_v2.33.rpm
14 mas 2024 15:37 2,4 MB

®

Clubcode_v0.5.rpm
14 mas 2024 16:37 0,1 MB

®

CodeReader_v1.0.45.rpm
14 man 2024 15:37 0,4 MB

®

ColorDots_v0.4.0.rpm
14 man 2024 15:37 66,0 KB

®

ruvk.RuStore-1..armv7hl (2).rpm
14 mas 2024 15:37 0,4 MB

®

WebWildberries_v0.1.rpm
14 mas 2024 15:37 35,3KB6

@&

PUCYyHOK 72

! MNpo6nema c yctaHoekoii: Failed to ins

ru.auroraos.ImageEditor

OTCOopTUPOBAaHO MO aTe U3MeHeHWs!

Anbda OHnaiH...wsqlk7dh.rpm
14 Masi 2024 16:14 30,6 KB

®

PepakTop 1306...eHuit_v0.6.rpm
14 man 2024 15:38 0,1MB

CarBudget_v0.21.rpm
14 man 2024 15:37 0,3MB

OSM Scout_v2.33.rpm
14 mas 2024 15:37 2,4MB

® ® &

Clubcode_v0.5.rpm
14 man 2024 15:37 0,1MB

®

CodeReader_v1.0.45.rpm
14 man 2024 15:37 0,4MB

@

ColorDots_v0.4.0.rpm
14 masi 2024 15:37 66,0 KB

®

ruvk.RuStore-1...armv7hl (2).rpm
14 Masi 2024 15:37 0,4 MB

@®

PucyHoK 73


https://confluence.omprussia.ru/x/sw9EDQ
https://confluence.omprussia.ru/x/sw9EDQ
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2.3.2.2. YcTtaHoBka M1 n nobaBneHne NCTOYHMKA B CMMCOK A0BEPEHHbIX

Bbl YBEPEHDI, 4TO XOTUTE po6aBuTh
cepmchKaT AaHHOro UCTO4YHUKa B
CrncokK ﬂOBepeHHbIX?

Mpu pobasneHuun ceptudukarta
dev.rustore.ru B CiMcoK AOBEPEHHbIX
VCTOYHWUKOB BCE NPUNOXEHWUS,
noAnucaHHble AaHHbIM UCTOYHUKOM,
6ynyT ycTaHaBnueaTbes 6e3
[OMNONHUTENBHOrO 3anpoca Ha
noATBEPXAEHNE YCTaHOBKU.

KeyID:
d3b57e525bf0ec890cfb13707c5b1768c097023
cab26fb595cal170740a14b27

X OTMeHUTb \/ [Oo6asutb

PucyHok 74

Mepen, YCTaHOBKOM M HeobxoaMmo
npeaBaputensHo  A06aBWUTb  WMCTOYHMK B CMMCOK
NOBEPEHHbIX, KOCHYBLWCb KHOMKW «[Jo6aBuTb» B
OTKpbIBWEMCA  OKHe  (PucyHok 74)  nnbo  KHOMKM

«OTMEHWUTb» ANA BO3BpaTa K CMWMCKY YCTAHOBOYHbIX
dannos.

Mocne  an06aBneHMA  UCTOYHMKA B CMMCOK
[I0BEPEHHbIX OH 0TODPA3UTCA Ha cTpaHuULEe «[JoBEpeHHbIX
MCTOYHMKM»  (Nn.4.4.1.3.2), npu  HeobxoaMmOCTH
MCTOYHUK MOXKHO YA3anuUTb M3 CAUCKA [A0BEPEHHbIX
(nn.4.4.1.3.3).

2.3.2.3. YcTaHOBKa HenoanucaHHoro MIT

YcTaHoBka NPpUNOXeHnsa
HEBO3MOXHa.

YcTaHoBKa NpunoxeHuii 6e3 nognucu
WUCTOYHMKa 3anpeLlueHa. Ans
paspeLleHus yCTaHOBKU Heobxoanmo
aKTUBMPOBAaTb COOTBETCTBYIOLMIA
nepekstoyaTesib B NyHKTE MeHIo
"MICTOYHMKM NPUNOXKEHUIA" CUCTEMHBIX
HacTpoek.

MepeitTn B HacTpoiiku

Xopolio

PucyHok 75

BHUMAHMUE! Mepen ycTaHOBKOM HENoAMMCaHHOIO
MMM  HeobxoauMmo npeaBapuUTeNbHO  aKTMBMPOBATb
nepekatovaTent «PaspelnTb YCTAHOBKY MNPUIOKEHUN
6e3 noanucu nctovHmka» (nn. 4.4.1.3.1).

[ns ycTtaHoBKM HenoanucaHHoro MM Heobxoamnmo B
OTKPbIBLWUEMCA OKHE KOCHYTbCA KHOMKWM «[lepentn B

Hactpoikum» (PucyHOK 75) nnbo  KOCHYTbCA KHOMKM
«Xopowo» AnAa BO3BpaTa K CMMCKY YCTAaHOBOYHbIX
dannos.

B pe3ysibTaTe YyCTaHOBKM HenoAnucaHHoro MIT
oTObpa3nTCs:

— COOTBETCTBYHOLLEE yBeaomieHune
(cM. PucyHok 72, PucyHoK 73) Ha akpaHe MY;

— 3HA4YOK  ycCTaHoBneHHoro MIl  Ha
NPUIOXKEHWN.

JKpaHe


https://confluence.omprussia.ru/x/iKaIDQ

42
AOMI.10034-02 91 01

2.3.3. YnaneHue ctopoHHero Ml

[na ynaneHua paHee yCTaHOBAEHHOro Ha MY cTopoHHero MI Heobxoanmo
BbINONHUTb CAeaytoLLmMe AENCTBUA:
— OTKPbITb IKPaH NPUNOKEHUN, NpoBeaa No JoMallHEMY SKpaHy CHU3Y BBEPX;

— KOCHYTbCA M yaep*nBaTb 3Ha4oK MI1 g0 noABNEeHMA 3HAYKa ® (PucyHoOK 76);

— KOCHYTbCA 3Ha4kKa ®
MPUMEYAHUE. B npouecce yaaneHns oTobpasnTca TaMMep OTMEHbI AEeNCTBUS,
KacaHMe KOTOPOro no3BoAsAET OCTAaHOBUTL NpoLecc yaaneHma (PucyHok 77).

‘ KochuTech Ans oTMeHbI

S00@

TenedoH Coobuerus Bpaysep Kamepa

0000

Kanenpapb Mouta [LlokyMeHTbI Terminal

+= {eo
%) =

Momow  Mpocmotp PDF Kanbkynsatop — KoHTakTbl

B0B8Ee

XKypHan Daiinbl lanepes Myabika

000.

3ameTku AvKToPOH Moropa Hactpoiiku

()] ()]

Yacbl Anpexc AHpekc

P1cyHOK 76 PucyHok 77

2.4. TOHKaA HaCTpOMKa

BHUMAHMUE! AammHucTpaTopy Heobxoammo ncnonb3oaTtb MIM «Terminal» TonbKO
AN OCYLLLECTBNEHUA AENCTBUIM MO TOHKOM HacTporke MY B COOTBETCTBMU C HACTOALLMM
nokymeHTom. Ncnonb3osaHmne MM «Terminal» ana apyrux uenen 3AMPELLIAETCA.

TOHKaA HaCTpoMKa npeaHa3HavyeHa A8 BbINOAHEHWA CEPBUCHbLIX Onepauum,
HeAOCTYNHbIX M3 rpaduyeckoro uHTepdeica (Hanpumep, HACTPOMKa npas A0CTyna,
ncnpasaeHne KOHPUrypaLuMoHHbIX Ganios 1 T.4,)

MM «Terminal» ABNAeTCA MHCTPYMEHTOM NPeaoCTaBAEHMA AOCTyNa K KOMaHAHOM
CTPOKe, r4e UMetoTCA Ceaytolime BO3SMOXHOCTH:

— BbIBO/, MOTOKA AaHHbIX, @ TaKXKe AMArHOCTUYECKUX U OTNaA04YHbIX COOBLLEHMA B
TEKCTOBOM BMAE;
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— BbIMO/IHEHNE CEPBUCHbIX AEMCTBUN U DoNee TOHKOM HacTpolkiM MY (B T.u. C

| AOMUHUCTPUPOBaHUE

& BkniounTb TEpMUHan

3apaTtb naposb Cynepnonb3oBaTens

CreHepupoBaTb CoxpaHuTb

OumncTKa NoNb30BaTENBCKUX AAHHbBIX
YkaxuTe, kKakve nanku nonbaosarens 6yayT
nepuoanYeckn ounLaTbCs, U 3apanTe
WUHTEPBaN OYUCTKU

CnncoK paspeLLEHHbIX MPUNOXEHUI
BbibepuTe NnpunoxeHus, Kotopbie 6yayT
[OCTYMHbI BCEM MOMb30BaTeNSM

ABTO3arycK nNpuUnoXxeHuin

BbibepuTe, kakve NpunoXeHus AOMKHbI
3anyckaTbCs aBTOMaTUHECKMN NPU KaXaoM
BXoAe nonb3osaTenia B CUCTEMY

PaspelueHus npunoxexui
”pMHﬂTb paspeLueHns NpunoXxeHusa ansa scex
I'I()I'lk::3OBaTEI'Ie§IY aKTUBHbIX B AaHHin;I MOMEHT

PucyHok 78

AOMWHUCTPUPOBaHME

BkNtouMTb TEPMUHAnN

cee ©

Maponb cynepnonb3osatens

CreHepupoBaTb CoxpaHuTb

QOuMcTKa NOSb30BATENbCKUX JAaHHbIX
YkaxuTe, Kakue nanku nonbaosarens oyayTt
NepUogUYECK OYMLLATLCA, U 3afaiTe
WMHTEpBasn OYUCTKH

CnMcok paspeLuéHHbIX NPUNOXEHNH
BbiGepuTte NpunoxeHus, kotopbie 6yayT

AOCTYMNHbI BCEM MNonb3oBaTensam

ABTO3aMNYCK NDUNOXEHUH

EN
gwertyuiop
asdfghj kI

A zZ x ¢c Vb nm <

PncyHok 79

NCrnonb3oBaHMEM MPaB Cynepnon b3OBaTeﬂFI).

NMPUMEYAHUE. Mo ymonyaHmto MI1 «Terminal» He
oTobparkaeTca Ha dKpaHe NPUNOKEHNIN (cM. PucyHoK 1).

Ona  poctyna kK MM «Terminal» Heobxoammo
BbINMOJIHWTb C/leAytoLLmMe AeNCTBUA:

— OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KaCaHWeMm

3Ha4kKa @ Ha JKpaHe nNpuaoxKeHuin (cm. PucyHok 1);

— KOCHYTbCA MYyHKTa MEHIO

«ALMUHNCTPUPOBAHMNEY & B noapassaene «Cucremar;

— Ha  OTKPbIBLIEMCA  CTpaHWULE  aKTMBMPOBATb
nepekntoYaTenb «BKAOUYMTL TepmmHan» (PucyHok 78) ana
oTobparkeHna MI Ha IKpaHe NPUNOKEHUN;

— KOCHYTbCA N0AA BBOAA M BBECTU KENAeMbl Napob
Mbo KHonku «CreHepupoBaTb» A4 NOAYYEHUs Mapons,
CreHepMPOBAHHOIO C/y4aHbIM 06pa3om, KOTOpbIM B
nanbHenwem byaeT MCNONb30BaTbCA A41A NOAyYeHMA Npas
cyrnepno/sib3oBaTenA.

NMPUMEYAHUE. Heobxoammo 3anoMHWUTb 3aZaHHbIN
naponb;

— KOCHYTbCA KHOMKK «CoxpaHuTb» (PucyHOK 79);

— NOATBEPANTb AENCTBME BBOAOM TEKYLLEro naposd
(cm. PucyHok 4).

NMPUMEYAHUE. M1 «Terminal»,qoc:TynHo TOJIbKO
aAMUHUCTPATOPY.
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2.4.1. Hactponka nHtepdeinca Ml «Terminal»

[na pabotbl ¢ MMM «Terminal» ero HeobxoAMMO 3anycTUTb, NPOBeAA MO 3KPaAHY

CHM3Y BBEPX, M Ha IKpaHe NPUIOKEHNIN KOCHYTbCA 3HAYKa Q (cm. PucyHok 1).

Mpn nepsom 3anycke MMM «Terminal» HeobxoANMMO 03HAKOMUTLCA C MHbOPMaLMeN
M KOCHYTbCA KHONKK « OK» (PrcyHok 80).

B uHTepdeiice MM «Terminal» HeoBXOAMMO KOCHYTbCA 3Hayka — ANd
OoTOBpaXKEHMA MEHK C HaCTpoMKamm MHTepdelca, B KOTOPOM AOCTYyMHbl Caedyrowme
BO3MOXHOCTM (PncyHok 81):

— KOMMPOBaHWMeE NN BCTaBKa GParmeHTOB TEKCTa;

— noucK URL-cCbINoK,;

— YyBe/IMYEHMNE U YMeHblLeHMe padmepa WpndTa;

— BbIDOP OpPMEHTALMM OKHa;

— BbIDOpP AENCTBMA NPM KacaHWUM 3KPaHa;

— BbIbOp cnocoba oTobparkeHMA KNaBMaTypbl;

— CO3/[aHW1e HOBOro OKHa;

— BblOOP pacKNaaKM KnasmaTypbl;

— npocmoTp MHPopmaLumm o Ml «Terminal»;

— YCTaHOBKa BPEMEHMW 331E€PKKMN KNaBmaTypbl.

NMPUMEYAHUE. BbinonHeHWe AaHHbIX AENCTBUIM OCYLLECTBASETCA MNOCPeACcTBOM
KaCaHMA COOTBETCTBYHOLLMX KHOMOK.

06Hapy#eHHbie URL-
CCBINKK

Pasmiep wpudTa

Monoxexne okHa
e . -
Fingerterm 1.5.0

ApTop: Heikki Holstila < >

JuarHocTuiecknii
pexinm

@ainsl koHGUrypaumm Ana HaCTPOWKK NapameTpos

HaxoAsTCA No afpecy:
/home/defaultuser/.config/FingerTerm/

MexonHeii koa:

HassaHwe Tekylwero okHa:
Paamep Tekyluero TepMuHana:
HaBop cumBonos:

PucyHok 80

Nosenexue
KnaBmaTypsl

Beansux
Hoe

CrphiTh
Ha Nepemect

3aHuiA uTe
nnaH

Hoeoe okHo

Packnanka
KNaBuaTyphbl

Wudopmauma

3anepxka
KNaBMaTYpbI
4000 ms

PucyHok 81
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2.4.2. llonyyeHme npaB cynepnosib3oBaTena

[defaultuser@RS70E ~]$ devel-su I_Ipa Ba cynepnosib3oBatenAd npeaocCTaBaAOT

Password:

aAMUHUCTPATOPY BO3MOMHOCTb paboTaTb B
NPUBUNETMPOBAHHOM pPEXMME W  BbINOAHATL Ntobble
onepauun 8 OC ABpopa.

Ona noay4YeHun npas Cynepnosib3oBaTend
HeobxoAMMo OTKpbITb  MI «Terminal» ©“  BbINOAHUTL
cneayowme aenctema (PucyHok 82):

— MPOBECTN MO 3KPaHYy CHU3Y BBEPX M Ha DKpaHe

NPUNOMKEHMI KOCHYTbCA 3HAYKA (cm. PucyHok 1);

— B MI1 BbINONHUTL KOMaHAy: devel-su;

— YyKas3aTb 3a4aHHbIN paHee napo/b
cynepnosib3oBaTensa, B pe3yabTaTe OyaeT BbIMNOAHEH
nepexos B peXXmnm cynepnosibaoBaTens.

PncyHok 82

2.5. NoapepkKa pexrnma paboTbl KMOCKA

2.5.1. Cnuncok paspelteHHblix M1

Nna Bbibopa MM, KoTopble ByayT AOCTYMHbI NOA4, KOHKPETHOW YY4eTHOW 3anuchblo,
HeobXxoAMMO BbINOAHUTb CAeaytoLLMe AeNCTBUA:

— OTKPbITb MEHHK CUCTEMHbIX HACTPOEK KaCaHMeM 3HauyKa @ Ha JKpaHe
NPUNOXKEHUM (cMm. PucyHok 1);

— KOCHYTbCA NYHKTa MEHI0 «AAMUHUCTPUPOBAHNEY & B noapasgene «Cucrema;

— Ha OTKPbIBLUIEMCA CTPaHMLE KOCHYTbCA MyHKTa «CNMCOK pa3pelleHHbIX
NPUNOXKEHUI» (CM. PUCYHOK 78) Ans oToDpaXKeHWsa CnmcKka C YYeTHbIMU 3anucamm U
cTaTycamu 6enoro cnmcka.

NMPUMEYAHMUE. Mo ymonyaHuto 6enblil CNNCOK BbIKAKOYEH;

— KOCHYTbCA MYHKTa C HE0OX0AMMOWM yYeTHOM 3anuceto (PucyHoK 83);

— Ha cTpaHuLe «[Mma y4eTHOM 3anncK]» akTMBMPOBATb NepeK/todaTenb « BKAoUNTb
6enbit cnncok» (PucyHok 84) ana otobparkeHus cnucka MIT;
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Cnuncok paspeLUEHHbIX MPUNOXEHWUI | Monb3oBarens 1
PaspelueHHbIX npunoxenuia: 0
Bnageneu ycTpoiicTea
Benbiit cnucok: BoiknioueH #  BkniounTb 6enblit cnncok
Yepes 6eblii CMIMCOK MOXHO HAaCTPOUTD
Monb3osaTtensb 1 nepeyeHb paspeLleHHbIX A8 Nonb3osaTens
S . MPUIOXEHUA
Benbiii cnncok: BeikmovueH
Monb3osatens 2
Benbiii cnucok: BeikoyeH
Monb3osatens 3
Benblii cnincok: BeikioyeH
PucyHok 84
PucyHoOK 83 Y

— B OTKpbIBWIEMCA cnucke MIT  BbibpaTb Heobxoammbie MIT  KacaHuem
COOTBETCTBYHOLWMX NepekatoyaTene nnbo BbibpaTb Bce MI KacaHMeM KHOMKKM «PaspelnTb
Bce» (PucyHok 85), B pe3ynbTaTe o0TOOpa3nTCA COOTBETCTBYOLLEE YBEAOMIEHUE
(PrcyHoK 86) 1 Ha cTpaHuue «[Mma yyeTHOM 3anmcu]» cTaTyc 6enoro cnmcka y y4eTHoM
3aNMCK M3MeHUTCA Ha «[KonmyecTBo paspelleHHbix MIM]» ¢ oTtobparkeHnem 3Ha4YKoB
pa3peweHHbix M (PrucyHoK 88).



Monbsosatens 1
PaspelueHHbIX NpunoxeHuii: 4

BkniounTb 6enbiii cIMcok
Yepes 6enblii CNMcok MOXHO HACTPOWTL
nepeyeHb paspeLleHHbIX ANns nons3oearens

NPUNOXeHWA
PaspelunTs BCce 3anpeTuTb BCe
TenedoH
CoobLeHus
Bpaysep #

@ Kamepa @

@ KoHTaKThbl ®

B lanepes #
HacTtpoiiku

D Momolwb E

D Daiinb #

PucyHok 85

Monbsosatens 1
PaspelueHHbIX Npunoxexui: 4

BkniounTb 6esbiit CMMcok
Yepes 6enblit CIMCOK MOXHO HACTPOUTD
nepeYyeHb paspeLlleHHbIX AN nonb3osarens

NPUNOXEHWI
PaspewuTb Bce 3anpeTuTb BCce
TenedoH
CoobLeHus
Bpaysep #

@ Kamepa #
@ KoHTakTb! #
B [anepes #

HacTtpoitku

D Momoup #

Bce MPUIOXEeHUs 3anpeLyeHbl

D Dansior #

PucyHok 87
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I MonbsoBatens 1
PaspelueHHbIx npunoxexuii: 20

BkniounTtb 6enbiit cnmcok

Yepes 6enblii CIMCOK MOXHO HAaCTPOUTb
nepeyeHb paspelleHHbIX AN nonb3osartens
NPUNOXEHUI

PaspeluunTts BCE 3anpeTuTb BCce

TenedoH

CoobueHus
Bpaysep
@ Kamepa
E] KoHTakTbl
B lanepes

HacTpoiiku

D Momolub

Bce npunoxeHus paspeiueHbl

D Qawisiol
PucyHok 86

[Ona 3anpeta Ha mcnonb3osBaHne MI ans yy4eTHoOM
3anMcn  HeobxoAMMO Ha CcTpaHuue «[MmAa  y4eTHOM
3aNMCU]»  KOCHYTbCA  KHOMKWM  «3anpeTuTb BCeE», B
pe3ynbTaTe 0ToOPA3NTCA COOTBETCTBYIOLLEE YBEAOMAEHME
(PncyHok 87).
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2.5.2. KonupoBaHue nointnkm paboTtbl ¢ M

MPUMEYAHUE. OyHKLUMA KONMPOBAHMA NOAUTMKK paboTbl ¢ MIT TakXe A0CTynHa
NNs aBToOMaTh4eckoro 3anycka MI (n. 2.5.3).

[lna Toro, 4ToHbl CKONMPOBATL NONUTUKY OAHOM YYETHOM 3aNUCKU U NPUMEHUTL ee K
NPYTUM YYETHbIM 3aMMcAM, HEODBXOAMMO BbINOAHUTL CeaytolLmne AeNCTBUA:

— Ha cTpaHuue «CnucoK paspeLleHHbIX MPUIOKEHUN» KOCHYTbCA 3HA4YKa ©
(PucyHok 88), B pe3ynbTaTe MNoOAMTMKA OyaeT cKonupoBaHa M OTobpasuTca
cooTBeTcTBylolee yBegomneHmne (PrucyHok 89);

| CnncoK paspeLuéHHbIX NPUIOXEHUM | Cnncok pa3peLléHHbIX NPUIOXEHUN
Bnapeney yctpoiicTea Bnapeneu yctpoiicTea &
Benblii cnucok: Beiknioven Benbiii cnucok: Beikioyen
Monb3osaTtens 1 @ Monb3osaTens 1 ["‘_LL]
Benblit cnincok: 9 npunoXeHuin Benbiii cnucok: 9 npunoxexunin
S0 0000 S0EEE 0000
Monb3oBatens 2 Monb3oBaTtenn 2 &
Benbiit cnucok: Beiknouex Benbiii cnucok: Beiknouex
Monb3oBatenb 3 Monb3osaTtens 3 &
Benbiii cnucok: BeikoueH Benbiii cnucok: BeikmioueH
Monutuka CcKonupoBsaHa
vV X
MpuMeruTb OTMeHUTb
PncyHok 88 PncyHok 89

— BblOpaTb HeobXxoAMMble y4eTHble 3aMMCKM  KacaHMEeM  COOTBETCTBYHOLLMX
nepekntoyatenei (PucyHok 90);

— KOCHYTbCA KHOMKK «[TprmMeHnTb» (PncyHokK 90) Ans npuMeHeHns NoanTUKn nmbo
KHOMKM « OTMEHUTb» AN OTMEHbI OnepaLmm, B pesybTaTe 0To6pa3nTca COOTBETCTBYOLLEE
yBegomneHune (PucyHok 91), n y y4eTHbIX 3anuncei ctatyc 6enoro cnmcka M3mMeHuTca Ha
«[KonunyecTtBo paspewleHHbix MM]» (PucyHok 91).
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Cnucok paspeLUEHHbIX MPUTOXEHWU | CnnCoK paspeLUéHHbIX NPUIOXEHUI
Bnapgenew ycunoicTea i Bnapgenel, ycunoicTtea
Benblii cnucok: Beikniovex Benblii cnucok: Beikniover
Monb3soeatens 1 @ Monb3osaTtens 1
Benbiit cCnMcok: 4 NPUAOXEeHUs Benbiii cnncok: 4 NpUNoXeHUs
[@lo] @]o]
Monb3oBaTtens 2 Monb3oBaTens 2
Benbiii cnncok: BeikioyueH Benbiii cnucok: 4 NPUAOXKeHUs

ae
Monb3sosatens 3 &
Benbiii cnivcok: BeikmoueH Monb3osatens 3

Benbiii cnucok: 4 npunoXeHus

ae

MonuTuka npuMeHeHa
MpumennTb OTMeHUTbL
PncyHok 90 PucyHok 91

2.5.3. ABTOMaTtuyeckmi 3anyck Mrl

[OnAa BKAOYEHMA aBTOMATMYECKOro 3anycka MI1 npu Kaxaom BKAtoYeHUM MY
HeobxoAMMO BbIMOMHWUTL Caeaytolme AeNCTBUA:

— OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KacaHMemM 3Hayka @ Ha JKpaHe
NPUNOXKEHUM (cM. PucyHoK 1);

— KOCHYTbCA NYHKTA MEHIO «AAMUHUCTPUPOBAHUEY & B noapasaene «Cucrtema;

— Ha OTKPbLIBLUENCA CTPAHULE KOCHYTHCA NMYHKTA MEHI0 « ABTO3aMyCK MPUAOKEHUA»
(cm. PucyHOK 78) ans oTOOpasKeHWAa CMNMCKa C  YYETHbIMM  3aMUCAMM U CTaTyCOM
aBTOMaTM4eCcKoro 3anycka MIT.

MPUMEYAHMUE. Mo ymonyaHuto aBTOMaTUYECKNIM 3anyck MI1 BbIK/tOYEH;

— KOCHYTbCA NMYHKTa C HEOHBXOAMMOWM Y4eTHOM 3anmcbto (PucyHoK 92);

— Ha cTpaHuue «[Imsa y4eTHOM 3anncK]» akTMBMPOBATb NepeKkatovaTeNnb « BKAYNTb
aBTO3anyck» (PucyHoK 93) ans oTobpaxkeHua cnnucka Mrl;
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ABTO3anycK NpUAOXKeHU | Monb3osarens 1
Mpunoxexuii B asToszanycke: 0
Bnapeneu ycTpoicTBa
AsTosanyck: BeiknoueH %  Bknouutb aBTo3anyck
Mpunoxerxus 6yayT aBTomaTudeckn
Monb3osaTens 1 3anycKaTbCs NpU 3arpyske onepauuoHHoM

AgTo3anyck: Beikniouex cUcTembl

Monbsosatens 2
AsTosanyck: BeiknioueH

Monbsosatens 3
AsTosanyck: BeiknoueH

PucyHok 92 PucyHok 93

— B OTKPbIBLUEMCA CNUCKe BbIOpaTb Heobxoanmble MIT KacaHMeM COOTBETCTBYHOLLMX
nepekntoyaTenen (PucyHok 94), B pesynbTaTe Ha CTpaHuMLe «[Mma y4eTHOM 3anumcuK]» cTaTyc
aBToOMaTuyeckoro 3anycka MI um3meHnTca Ha «ABTO3anyck [Konmnuectso MI]» ¢
oTobparkeHnem 3Ha4YKoB AaHHbIX M (P1cyHOK 95).

[na BbIKAOYEHUA aBTOMATMYecKoro 3anycka MI HeobxoaMmo AeakTMBMPOBATb
nepekntoyaTeNb «BKAOUYMTL aBTO3anyck» (PucyHok 94).

| Monb3osaTtens 1 | ABTO3arycK NpuUnoXeHuin
lMpunoxeHuii B aBTo3anycke: 4
Bnapeney ycTpoicTea
BkniounTb aBTO3aMycK AgTo3anyck: BelkntoueH
MpunoxeHus 6yayT aBTOMaTUHECKU
3anycKaTbCs NPy 3arpyske onepaunoHHoM Monb3oBaTens 1 Iﬁ
cHucTembl ABTO3aMYycK: 4 NPUNOXKEHUS
ml s i
TenedoH
Monb3oeatens 2
G CoobLeHus # AsTo3anyck: BeikoueH

- Monb3osatens 3
Bpaysep ® ABTO3anycK: BeiknoueH

(@) Kamepa

B *
Fanepes #
(33 Hacrpoiiku

[ romouss #
() vaitne

D Kanenpapb #

PucyHok 94 PncyHok 95



2.5.4. loctyn K MT1

D

Bpaysep TpebyeT cneayouime
paspeLueHus Ha [oCTyn

Be6-cogepxumoe
BocnpoussegeHue 1 3anuch ayamo
leonokauus
WHTepHeT
Kamepa
Mepuadaiinsl
Manku nonb3oBarens
Mevatb
CbéMHble HocuTenu

OTMeHUTb MopTBepanTL

PncyHok 96

MpunoxeHus

Bbi6epuTe npunoxeHue, paspeLueHus
KOTOpPOro 6yayT NPUHATLI A1 BCEX
nonb3oBarTesneil yCTpoMCTBa, aKTUBHBIX B
[AaHHbIi MOMEHT. B 3TOM cnyyae npunoxeHve
6yaeT oTMeyeHo kak «MpuHATO».
MpunoxeHus, pa3peLleHns KOTOPbIX NMPUHATDI
He A1 BCEX aKTUBHbIX B AlaHHbI MOMEHT
nonb3oarenei, 6yayT oTMeyeHbl kak «He
NPUHATO».

MpuHATL BCe paspelueHus

MpocMoTtp PDF He npuHat
XKypHan He npuHat
Moroga He npuHar

Yacbl He npuHsT
Coobuenus lMpuHsaTo
Bpaysep He npuHst
®aiinbl He npunaTt

3ameTku He npuHat

PucyHok 97
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Mpu nepBom 3anycke HekoTopbix MI1 oTobparkaeTca
OKHO C nepeyHem Tpebyembix paspelleHunit Ha A0CTyn K
[aHHbIM NOb30BaTeNA, XpaHALmMxca Ha MY (PucyHok 96).

Ona npuHATUA paspewieHnin MMM gns Bcex akKTUBHbIX
YUYETHbIX 3anucert HeobxoAMMO BbIMOAHUTL CaeaykoLlme
NENCTBUA:

— OTKPbITb MEHIK CUCTEMHbIX HACTPOEK KacaHuem

3HaYKa E’: Ha JKpaHe nNpuaoxKeHuin (cm. PucyHok 1);

— KOCHYTbCA MYyHKTa MEHIO

«AOMUHUCTPUPOBAHNE & B noApasaene «Cucreman;

— Ha OTKPbIBWEWNCA CTPaHWLE KOCHYTbCA MYHKTa
«Pa3pelweHna npunoxeHun» (cm. PucyHok 78) ana
oTobparkeHma cnucka MI;

— KOCHYTbCA nona ¢ Heobxoanmbim MI co cTtaTycom
«He npuHaTto» (PucyHok 97);

— KOCHYTbCA KHOMKM «[loaTBepamTb» ONA
NOATBEPKAEHMA onepaummn 1Mb0O KHOMKN « OTMEHUTbY» ANA
OoTMeHbl (PrcyHoK 98), B pe3ynbTaTe paspellieHmna 4aHHOTo
M 6yayT NPUHATLI Y BCEX aKTMBHbIX YYETHbIX 3anucen u
CTaTyC U3MEHUTCA Ha «[1pUHATOX.

| OTMeHUTb MoaTeepauTb |

MpocmoTtp PDF

HacToswwum peitcteuem Bol npuHumMaeTe
paspeLueHus BbIGPaHHOro NPUIOXEeHUS Ana
BCEX Monb3oBaTesniel YCTPOMUCTBA, aKTUBHBIX B
OaHHbIA MOMEHT. OTMEHUTb U3SMEHeHUs
MOXHO 6yfeT, ToNbKo yaanus BbiGpaHHoe
npunoxexune. Xotute npoaonxuTs?

PncyHok 98
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[Ona npuHATMA paspeweHnit Bcex MIT HeobxoAMMO BbIMOAHWUTL Caedylouwme
NENCTBUA:

— Ha cTpaHuue «lpUAoXKEHMA» KOCHYTbCA KHOMKKM «[1pUHATH BCE paspelueHua»
(cm. PucyHok 97);

— KOCHYTbCA KHOMKM «[MoaTBepaMTb» ANA NOATBEPKAEHWNA onepauymm AMHBO KHOMKM
«OTMeHUTb» ANA oTMeHbI (PrucyHoK 99), B pe3ynbTaTe pa3pelueHns scex MMM byayT npuHATbI
M CTaTyC M3meHuTCca Ha «lMpuHaTo» (PucyHok 100).

| OTMeHuTb MoaTeepauThb | | Mpunoxexus

BbiGepuTe npunoxexue, paspelueHns
Bce NMpuUNoXxeHus KOTOPOro ByAyT NPUHATHI A5 BCEX

nonb3oBaTesneil yCTpoiMCTBa, aKTUBHbIX B
Bl cobupaetech NpeaocTaBmnTb BCeM [laHHbI MOMeHT. B aTOM cnyyae npunoxexue
aKTUBHbIM NO/b30OBATENSM YCTPOWCTBA 6yaeT oTMeUeHo Kak «IPUHATO».
PaspelleHN AfA Beex ycTaHoBIIeHHEIX MpuUnoxeHus, pa3peLLeHns KOTOPbIX MPUHATbI
npuUnoxeHui. B 6yayuiem bl He cMoxeTe He /15 BCeX aKTUBHbIX B flaHHbI MOMEHT
0TO3BaTh PaspeLueHmns, KpoMe Kak nyTem nonb3oarenei, 6yayT oTMeyeHbl kak «He
yAaneHus NpUNoXxeHuit. Bol yBepeHbl, 4To NPUHATOY.
XOTUTE NPOAONXKNUTL?

MpuHATL BCe paspelueHuns

Mpocmotp PDF TMpuHsTto
XKypHan lNpuHsaTo
Moropa lMpuHaTo

Yacbl lNpuHsaTo
Coobuenus MpuHaTo
Bpaysep [lMpuHsito
®aiinbl MpuHsaTo

3ameTtku [MpuHsTO

PucyHok 99 PucyHok 100
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3. CPEACTBA PASPABOTHUKA

BHUMAHUE! 3anpewaerca aktMBauma pexkMma paspabotynka Ha MY,
byHKUMoHMpytoulem noa ynpasneHnem OC ABpopa B CepPTUPULIMPOBAHHOM BepcUM U
npeaHa3Ha4YeHHOM Ana  Ucnonb3oBaHMa B WC, aTTecToBaHHbIX NO TpeboBaHMAM
obecneyeHma 6e30MacHOCTM B COOTBETCTBMM C 3aKOHOAATENbCTBOM Poccuickon
denepauymu.

Pexxnm paspaboTynka nNpenocTaBadeT aAMUHUCTPATOPY AOCTYN K pacliMpeHHOMyY
bYHKUMOHANY HaCTPOEK.

BHUMAHMUE! Pexkum pa3paboTynmka HEBO3MOXKHO OTKAHOUYMTb MOC/AE aKTUBALMMW.
[na [eaktMBauMM pexkmMma paspaboTumka Heobxoammo cbpocmte MY A0 3aBOACKMX
HacTpoeK (cm. noapasaen 2.2).

3.1. AKTKMBaUMA pexxmma paspaboTymka

MPUMEYAHMUE. MNepen akTnBaLmen pexmma paspabotynka Heobxoammo ybeamTbes
B HaM4mm Ha MY aoctyna K cetn MIHTepHer.

[ns akTMBaUMM perknma pas3paboTumka HeobxoAMMOo BbINOAHUTL CaeayloLlme
NencTBus:

— OTKPbITb MEHK CUCTEMHbIX HACTPOEK KacaHMem 3HayKa @ Ha JKpaHe
NPUNOXKEHUM (cM. PucyHok 1);

— KOCHYTbCA MNYHKTa MeHio «CpeacTBa pa3paboTymKka» ¢ g noapasaene
«Cuctema;

— KOCHYTbCA nepekntoyatena «Pexum paspabotynka» (PucyHok 101);

— Ha OTKPbIBLUENCA CTPaHMLE O3HAKOMUTLCA C «YCNOBMAMM Pa3paboTymKa» W
KOCHYTbCA KHOMKW «[oATBEpANTLY ANS NOATBEPIKAEHNA aKTUBALMM pexmMma pa3paboTymka
B0 KHOMKK « OTMEHUTL» A4 OTMEHbI onepaunm (PucyHok 102);

— B C/ly4yae NPUHATUA YCNOBMI NOATBEPANTb AENCTBME BBOAOM TEKYLLEro Napons
(cm. PucyHok 4).
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CpepncTBa paspaboTumnka | OTMeHUTb MoaTBepauTb
#  PexuM paspaboTuunka Ycnosus pa3p860T‘-IMKa
[ns akTUBaLMK pexuma paspaboTynka
HEOGXOAVIMO nogknioyeHwe K cetu OﬁpaTMTe BHUMaHUE: B pe)KV‘Me
pa3spaboTynka AOCTYMHbI KOMMOHEHTbI, MPU
Henpasu1bHOM UCMOJ/Ib30BaHMUU KOTOPbIX
MOXET 6bITb OKOHYaTENBHO noBpexXxaeHo
Balue ycTpoiCTBO U/Unu ero cogepxmnmoe.
BknioyeHne pexuma paspaborymka MoXeT
NPUBECTU K aHHYNIMpOBaHuio Balueit
rapaHTum.
anIHﬂTVIE AaHHbIX ycnosmﬁ npenocrtasnseT
BO3MOXHOCTb UCMOJIb30BaHNA peXuma
paspaboTunka.
PucyHok 101 PucyHok 102

3.2. CpencTBa pa3paboTymka

CpeactBa pa3pabotumka OC — cneumanm3mpoBaHHble MHCTPYMEHTbI, Pecypchbl M
NPOrpammHble KOMMOHEHTbI, npeaocTasndembole OC 4148 co34aHna, OTAaLKN, TECTUPOBAHMUA
n onTuMm3aumm MM, a Takke ans paboTbl ¢ BHYTPEHHUMM MexaHu3mamm camoin OC. OHu
npeaHa3sHa4vyeHbl ANA YNPOLLLEHNA B3auMoaeNCcTBMA pa3paboTimKoB ¢ PYHKUMOHANIbHOCTbIO
CMCTEMbI, YNpaBNeHMA ee pecypcamm u obecneyeHWs COBMECTMMOCTM MPOrPaMMHOrO
obecneyeHms.

NMPUMEYAHME. SSH-naponb MCNoJib3yeTcA AnA noJsiy4eHuA npas
Cynepnosib3oBaTend.

[Ona paboTbl co cpeacTBammn pa3paboTymka HEOOXOAMMO BbINOMHUTL Caeaytolme
NEencTBus:

— aKTUBMPOBATL PEXKMUM paspaboTumka (cm. nogpasaen 3.1);

— pa3pewnTb Bxod, No SSH-nNaponto, KOCHYBLIMCH Nepekatovatensa «YaaneHHoe
coeamHeHne» (PucyHok 103) M noaTBepAMB AENCTBME BBOAOM TEKyLEro napona
(cm. PucyHok 4);

— 3a4aTb MO0 CreHepupPoBaTh Napob, KOCHYBLLMCH NoaA «CreHepmnpoBaTb», NOC/E
Yero KOCHyTbCs KHOMKKU «CoxpaHuTb» (PucyHok 104) u noatBepauTh AeNCTBME BBOAOM
TekyLwero napons (cm. PUcyHok 4).

MPUMEYAHMUE. Mone yctaHoBKM Napona ana SSH n goctyna otobparkaeTca TONbKO
nocne akTUBaLMK nepekatodaTens «YaaneHHoe coeanHeHme» (PucyHok 104);
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CpepgcTBa paspaboTumnka I
CeTeBsble NoaKNtYeHns

CeTeBble NOAK/IOYEHUs =
YnanéHHoe coeguHeHune

PaspelwuTb Bxoa Yepe3 SSH ¢ umeHeM

#  YpanéHHoe coeavHeHue nonbsosarens 'defaultuser'
PaspewuTb BxoA Yepes SSH ¢ umeHem
nonbaosatens 'defaultuser’ sccccccce ©
Maponb ans gocTtyna K cynepnonb3oBaresit
VHCTPYMEHTHI
CreHepupoBaTb CoxpaHuTb

OTobpaxeHune 4acToTbl KaApPOB
OTKnoYeHo %\

192.168.3.49

#  CoxXpaHsaTb OTNaA04HbIE CUMBOJbI B
[OMALLHIOKO Nanky ll’ 192.168.2.15

BkniouMTb BanupaLmio naketTos IP-appec USB

#  He BblkNlOYaTb 9KpaH BO BpeMsi VHcTpymeHThl

3apsaaku
MpepoTspallaTh BbIKNIOYEHUE 3KpaHa, Koraa
noAKIOYEHO 3apsiaHOe YCTPONCTBO OTKNoYEHO

OTob6paxeHne 4acToTbl KaapoB

# OTOﬁpa)KaTb KacaHusa %  CoxpaHsiTb OT/1Iaf04HbIE CUMBO/bI B
AOMaLUHIOK Nnanky

licpsmiiyad B stoot BkntounTb BanuAaLMio NakeTos

Yo oBka I .
ISHOEK © - He Bblknto4aTb 3KpaH BO BpemMsa

3apsagku
%  PaspelunTb TUXYIO YCTaHOBKY MpepoTBpaLLaTh BbIKNIOYEHUE 3KPaHa, Koraa
BKIOYUTb TUXYIO YCTaHOBKY nakeTos U3 SDK MOAKIOYEHO 3apsiAHO. YCTPOHCTBO

PucyHok 103 PucyHok 104

— HACTPOWUTb OTODpPaXKEHMEe YacTOTbl KaapoB, 3anyLueHHbIX MIT, KOCHYBLIMCL NonA
«OTObOparkeHme 4actoTbl KaapoB» B noapasaene «MHCTPYMEHTbI», M Ha OTKPbIBLUENCH
CTPaHMLUe KOCHyTbCA NyHKTa «[lpocToe» nmnmbo «MogpobHoe» nMOBO KOCHYTbCA MoOAA
«OTKOYEHO» ANA OTKAYEeHMA AMarHocTukn (PucyHok 105);

— KOCHYTbCA COOTBETCTBYIOLWMX NepekatodaTenen B nogpasaene «VMHCTPYMEHTbI»
NNA BbINONHEHWUS cneaytolwmx aenctamin (cm. PucyHok 103):

epa3pellnTb NMOO 3aNPeTUTb COXPaHEHME OTNAA0UYHbIX CUMBOJIOB B JlOMALLHEN
nanke;
®BK/II0UYNTb IMOO OTKAOUYNTL BaINAALMIO MAKETOB.

NMPUMEYAHUE. [na nposepkn RPM-naketoB MI1 umcnonb3yeTca BaanmaaTop,
NPOBEPAOWMIA  YCTAaHOBOYHbIE MNaKeTbl Ha MNpPeaMeT COOTBETCTBMA TpeboBaHMAM,
YyKa3aHHbIM Ha Beb-canTe: https://developer.auroraos.ru/doc/software_development/
guidelines/rpm_requirements. BanuaaTop 3amnyckaeTcad aBTOMATMYECKWM MpPWU YyCTaHOBKE
RPM-nakeTtoB, npu atom RPM-nakeTbl, He npouwegline Bannaaumto, He MoryT ObiTb
yCcTaHoBAeHbl Ha MY, dyHKLMOHMpPYoWwem nog ynpasneHmnem OC ABpopa;

— nepesarpy3mte MY ana nepexoga B pexkmm fastboot, KOCHyBLIMCb KHOMKM
«Mepe3arpy3unTb B fastboot» (cm. PucyHok 103), 1 Ha OTKPbIBLIENCS CTPAHMLLE KOCHYTbCA
KHOMKW «[loaTBepAMTb» ANA NOATBEPXKAEHMA onepaunm NMbo KHOMKM « OTMEHUTb» O
oTMeHb! (PucyHok 106);

— pa3pelwunTb NMBO 3anpeTuTb TUXYID YCTaHOBKY nakeToB M3 SDK, KOCHYBLUMCb
nepekntoyatena «PaspelnTb TUXYHO VYCTAaHOBKY» B noapasgene «YcraHoska [10»
(cm. PucyHok 103) 1 noaTBepaAnTb AENCTBME BBOAOM TEKYLLErO Naponsa (Cm. PucyHoK 4).



OTO6pa)KeHMe 4acToTbl KagpoB

OTknoyeHo

MpocToe

Moppo6Hoe

MpocToit - ToNbKo KOMMO3UTOP
Moppo6Hbiii - TONBKO KOMMNO3UTOP
MpocToit - ToNbKO NPUNOXEHUs

Moppo6HbI - TONbKO NPUIOXKEHMUS

PucyHok 105
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| OTMEHUTD Moareepantb

Mepesarpy3anTb yCTPOMCTBO
B pexum fastboot?

YCTpoicTBO 6yAeT HeMe[UIEHHO NepesarpyXeHo.

310 0O3HavaerT, YTO BCe OTKPbiTbie CeaHCbl U
BpeMeHHble faHHble 6yayT noTepsiHbl.

PucyHok 106
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4. MEXAHU3MbI BE3OMNACHOCTU

PeannsoBaHHble B OC ABpopa o¢yHKUMM 6e30MacHOCTM MOXHO HacTPOUTb C
MOMOLLLbIO COOTBETCTBYIOLWMX MHTEPDENCOB, ONMUCaHNE KOTOPbIX MPUBEAEHO B HACTOALLEM
pasaene.

4.1. Perncrpauma cobbitnin 6esonacHoctu (ayauT)

4.1.1. CnuctemHoe }XypHanmpoBaHue
4.1.1.1. Obwan MHPopmaLms

CUCTEMHOE KYPHa/IMPOBaHWE — CEPBUC A8 PETUCTPALMU U XPaHEHUA MHGOPMALLNK
O Ba*KHbIX MPOrPamMMHbIX M annapaTHbIX CODbITUAX, @ TaKKe UX AaNbHENLIero aHaaMs3a B
C/y4ae HEKOPPEKTHOM PaboTbl CUCTEMBI.

OC ABpopa OCYLLECTBAAET PErnCTPaLMIO N XPaHeHWe caeayowen nHdopmaLnm:

— coobLeHn 13 cuctemHoro *KypHana (journald) n aapa (kernel log);

— CoO0bLLEeHNIM, BbIBOAMMbBIX NpoLeccamm Cay»b Ha cTaHZapTHble NOTOKM BbIBOAA
(stdout);

— owmnbok (stderr).

MonyyeHHaa MHPOPMALNSA MHOEKCUMPYETCA U XPAaHUTCA B CUCTEMHOM »KypHase,
KOTOPbIN HAX0AMTCs BO BPEMEHHOM Nanke 1 Nocae nepesarpysky He coxpaHaeTcs.

4.1.1.2. CoxpaHeHue cobbITUIN CUCTEMbI B MOCTOSHHYIO NamAaTe MY

[lna coxpaHeHuWAa COObITUIA CUCTEMbI BO BHYTPEHHIOK MOCTOAHHYKD MamATb MY
HEeobX0AMMO BbIMONHUTL C/ieaytoLne AeNCTBUA:
— OTKpPbITb MIT «Terminal» 1 BbINONHUTL KOMaHAY:

vi /etc/systemd/journald.conf

— YCTaHOBWTb NapamMeTpbl B Caedyroume 3Ha4eHnA:

Storage=persistent
SystemMaxUse=500M
RuntimeMaxUse=1M

— nepe3arpy3ntb MY Ana COXpaHEHUA N3MEHEHNI.
[na BbIrpy3ku darna »KypHana HeobxoAMMO BbINOAHUTL KOMaHAY:

journalctl -a > j.log

npu aTom notpebyeTcs co3aatb Gpain nora, KOTopblM ByaeT MMeTb HasBaHue: j.log W
coAeprKaTb BCe COObITUA (-a = all). HazBaHMe npu HEOHXOAMMOCTN MOKHO M3MEHUTD.
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4.1.2. Cepswuc sdjd
4.1.2.1. Obwan MHpopmaLms

[ns HageXHoro XxpaHeHMAa Habopa coobUEeHMN, OTHOCALWMXCA K CUCTEME 3aLUNUTHI
MHGOPMaLMM, MCNOSIb3YETCA CEPBMC NO COOPY 1 perncTpaumm cobbiTnin besonacHocTm sdjd.
CepBUC COXpaHAeT oTaesbHble coobuleHuns B dain /var/log/sdjd-v2.log, KoTopblit npwu
3aM0/IHEHUN A0 MaKcMmanbHoro pasmepa (50 MB) nepesanucbiBaeT npeaplaylime
COObLLEHMA HOBbIMM.

Ona onpeaeneHns cobbiTU  permctpaumm cepsucom sdjd  mcnonb3yeTtca
KOHPUTypauynoHHbI dain /etc/omp/sdjd.conf, B KOTOpom ¢ NOMOLLbIO pPeaakTMPOBaHMA
MOXHO 33/1aTb HEaKTya/ibHbIM COObITMAM cTaTyc false.

B OC ABpopa ¢ ncnosib3oBaHuem cepsuca sdjd permcTpmpytoTcs n 40AroBPEMEHHO
XpaHATCA cneaytoume Tunbl cobbITUIM Be3onacHoCTU:

— pe3yabTaT NOMbITKM BXOAa B CUCTEMY;

— B10KMPOBAHME MHTEPAKTMBHOIO CeaHca Kak Nno 3anpocy N0/b30BaTeNs, TaK M Mo
MCTeYEeHMM YCTaHOBIEHHOIO Nepmnoaa HeaKTMBHOCTM NO/1b30BaATENS;

— ONIOKMpOBaHME [A0CTyna MNOC/Ae YCTAaHOB/JEHHOrO KO/AMYeCTBa HeyCneLlHbIX
MOMbITOK BBOAA ayTEHTUPUKALMOHHOMN MHPOpMaumm (nn. 4.2.2.1.3);

— WCTeYeHMe CPpoKa AenCcTBMA Napons;

— CMeHa napons;

— 3anycK npoueaypbl U pesyabtaT KOHTPoA LenoctHocTy (KL);

— MNoy4yeHMe oTpULATENbHOTO pe3ybTaTa NPOBEPKM;

— aBToMaTu4yeckan 610KkMpoBKa MY;

— pe3ynbTaT NOoMbITKN YCTAHOBKM, yaaneHuns nam obHosneHmna RPM-nakeTos;

— MNOAK/OYEHME N OTKAOYEHME BHELIHNX HOCUTENEN MHDOPMALLMK;

— nepenoJiHeHMeE KypHaia cobbiTnin besonacHoCTy;

— BKJ/IOMEHMe, nepesarpyska un BolikatodeHne MY;

— nobaBneHme Npasua ceTeBOro PUAbTPA;

— 3aMyCK, 3aBeplUeHne N U3MeHeHMe KOHPUIypaumm cyKbbl ayamnTa;

— M3MEeHEeHMe CUCTEMHOIO BPEMEHMU;

— HelWTaTHOe 3aBepLUeHMe CUCTEMbI;

— MOMbITKM AOCTyNa K ainam, HaxoAAWMMCA B NpoLecce permcTpaumm;

— cbon B MexaHM3me M30ALMKN NPOLLECCOB;

— OWWBKM Bannaaumm RPM-nakeTos;

— CO3/[aHue, NepekatoveHne 1 yaganeHune y4eTHoM 3anncu Noib3osBaTens;

— MHWUMaANM3aUmMa n pesynbTaT NpoxoxaeHns 20A.

MPUMEYAHUE. HaumHaa c penmsa OC Aspopa 4.1.0 update 1, He npoucxoauT
perncTpmpauma cobbiTMA NPUBA3KN TOKEHOB K Y4eTHOW 3anucn (MHnumanmsauma) (ID=47);

— cobbITNA aHTUBUPYCa;

— cobbITnA [loBepeHHOM cpebl UCMOIHEHUA ABpopa (Npy Hann4mnn);
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— 3anyck MI «RypHan»;

— OOHapyKeHne HapyLLIeHMA LLeNOCTHOCTM CTOPOHHMX GaloB;

— WN3MeHeHMe NapobHOM N NONb30BATENBCKOM MONUTUK;

— BKJ/IIOYEHME perMMa pa3paboTunkKa;

— BKJ/IHOYEHME W BbIKNOYEHME YAANEHHOMO AOCTYNa;

— pa3peleHne 1 3anpet goctyna kK MMM «Terminal».

NMPUMEYAHUE. T[lonHbin cnncok cobbiTin  6e30MacHOCTM, PEerncTpupyemblx
CEPBUCOM sdjd B OC ABpopa, NOCTYNeH Ha Beb-calTe:
https://developer.auroraos.ru/doc/software_development/reference/sdjd/events.

Kaxkaoe cobbiTve CoOAepKUT cneaytoLLyto MHGopmaLmio:

— YHWUKaNbHbIA MAEHTUPUKATOP CODbLITUSA,;

— TUN cobbITUSA;

— BPEeMsA perncrpaummn cobbitms;

— YPOBEHb Ba*KHOCTM COODLLEHMSA;

— OMUMOHANbHbIM TEKCT COODLLLEHNA (MK NyCTaa CTPOKA);

— PID npouecca-otnpasuTens;

— PID poanTtenscKoro npouecca Ana npouecca-oTnpasuTens;

— UID npouecca-otnpasuTtens;

— Effective UID npougecca-oTnpaButens;

— Saved UID npouecca-oTnpaBuTens;

— File system UID npouecca-oTnpasuTens;

— Real GID npouecca-otnpaBuTens;

— Effective GID npouecca-oTnpasutens;

— Saved GID npouecca-otTnpaBuTens;

— File system GID npouecca-oTnpasuTens;

— Supplementary groups npouecca-oTnpaBuTens;

— 3bdeKTnBHbIE NPMBUAETMM NPOLECCA-OTNPABUTENS,;

— MOJIHbIA NYTb K UCNOAHAEMOMY dainay NpoLecca-oTnpaBnuTens;

— KOHTeKCT 6e30MacHOCTM MpoLecca-oTnpasuTena (Tekylaa poab WMAU MeTKa
SELinux);

— TEKCTOBOe NpeacTaBieHme naeHTMdrKaTopa cobbiTna Ana yaobcTea oTAaaKM.

AOMWHUCTPATOP MOXKET onpeaennTb Cnucok obbekToB PC, MonbITKM AOCTyNa K
KOTOpbIM OyayT peructpupoBathca B ¢anne /usr/share/security-audit/security-audit-
rules.conf, nob6aBnB NpaBuIO ayanTa AN HabAAaEMOro obbekTa OTAEeNbHON CTPOKOM B
dann /usr/share/security-audit/security-audit-rules.conf. MonbiTKM AOCTyNa K obHbEKTaM
®C, Haxogawmmes B nanke /home 1 ero nognankax, He PErmMcTPUPYHOTCA.

Bce peructpupyemble cobbiTna ©Ge3onacHOCTM 0OTODpaXKaloTcA C  yKasaHMeM
BPEMEHM W UBETOBOWM WHAMKAUMEN B KypHane cobbITMA, NPOCMOTP KOTOPOro
ocyulectsaaeTca ¢ nomoulbto MIT «KypHan».
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MPUMEYAHMUE. Monb3oBaTenb MMeET BO3IMOXKHOCTb COXPaHUTb KYpPHaN cobbITUM
6e30MacHOCTN CUCTEMbI BO BHYTPEHHIOK MOCTOAHHYIO NamaTe MY B WindpoBaHHOM BUAE.

4.1.2.2. NMpocmoTp coobuleHn ayamTa

[lna npocmoTpa coobleHnn ayamTa U A0CTyna K HUM HeobxoaMMo MCNoNb30BaTb
cnefytouime MHCTPYMEHTbI:

— nporpammsl journalctl n dmesg, nmetowme nHTepPPenc KOMaHAHON CTPOKM;

— ytmuanTy sdjd-dump, no3BoOAAOLYIO NPOCMOTPETb COObITMA HEe30MacHOCTM B
MIT «Terminal»;

— MM «XypHan» (/usr/bin/log-viewer), B rpadmyeckom MHTEpdence KOTOPOro
oTobparkatoTcA 3anNmncK 0 CobbITUAX, COXPaHAEMbIX cepBMcom sdjd.

MPUMEYAHUE. B MM «XKypHan» oTtobparkatoTcs cobbiTns ayamuTa (PucyHok 107).
MoapobHoe onuncaHme paboTtbl M NnprBeaeHO B AOKYMeHTe «PYKOBOACTBO NONb30BATENAY
AOMT.10034-02 90 01.

Mpn 3TOM aAMUHUCTPATOPY AOCTYMNEH NPOCMOTP COODLLEHNIM ayanTa BCEX YYETHbIX
3anucen, cosgaHHbix Ha MY. s aToro Heo6xoAMMO BbIMONHUTL CAeaytowme AeNCTBUS:

— OTKPbITb BCM/IbIBAOLLEE MEHIO;

— KOCHYTbCA NYHKTa «PUNLTPLIY;

— KOCHYTbCA nona «BblbpaHHbIA MNONb30BaTeNb» M BblOpaTb MNOAb30BaTENA
(PncyHok 108).

MpocMoTp XypHana Q 2 DOunbTpbl 0]

a
127 3anucei Hanaero, 127 nokasaHo

CeronHs Bbi6paHHbIi nonb3oBaTenb:
Bce nonbsosartenu

O 1. YcnewwHas ayTeHTUdMKaLMS
02/07/2024 12:49:16 GMT +03

Bce nonb3osarenu

O 2. YpanéHHblit [OCTYN BKIOYEH defaultuser

Remote login enabled
02/07/2024 12:49:16 GMT +03 Monb3oBatensb 1

(O 3. YpanéHHbii fOCTYN BbIKNIOYEH
Remote login disabled
02/07/2024 12:49:02 GMT +03

Monb3osaTens 2

Monb3osatens 3

O 4. YenewHas ayTeHTUdMKaLms
02/07/2024 12:40:44 GMT +03

® 5. Ownbka 06paboTku nakeTa
harbour-colordots
02/07/2024 12:40:37 GMT +03

)
oo
o

. YcnewHas ayTeHTuduKaums
02/07/2024 12:40:15 GMT +03

O 7. YnaneH naket

ruvk.RuStore

02/07/2024 12:38:55 GMT +03

PucyHok 107 PucyHok 108
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Mpocmotp xypHana Q 2

32 OKCMoOpTUPOBaTb CUCTEMHbIN OTYET
Ce Oxcriopts danin
0O O6HoBUTb

DunbTpbl

@) e

22/01/2024 18:52:32 GMT +03

() 3. YcneluHblii Bxog B cUCTEMY
22/01/2024 18:51:52 GMT +03

(O 4. 9kpaH 3a6n0kMpoBaH
22/01/2024 18:51:24 GMT +03

(O 5. PexuMm nepepfauu MynsTuMeaua
(MTP) BknouéH
MTP_MODE_ON
22/01/2024 18:49:57 GMT +03

(O 6. YcnewwHbiit BXoa B CUCTEMY
22/01/2024 18:49:55 GMT +03

O 7. Pexxum nepepauvn mynbtTumeana
(MTP) Bbikno4eH
MTP_MODE_OFF
22/01/2024 17:55:23 GMT +03

PucyHok 109

3kenopt I
Downloads

I Hasap

HeT BnoXeHHbIX narnok

PucyHok 110
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AOMWHUCTPATOPY AOCTyNeH 3KCMOPT CUCTEMHOTO
oTyeTa. [1na 3TO0r0 HeO0bHX0AMMO BbLIMOAHUTL CAeaytolime
[EeNCTBUA:

— OTKPbITb BCM/IbIBAIOLLEE MEHIO;

— KOCHYTbCA MYyHKTa «DKCMOPTUPOBATb CUCTEMHbIN
oTtyeT» (PncyHok 109);

— Ha OTKpbIBLIENCA CTpaHuUe BblbpaTb nanky, B
KOTOpYH HEOHXOAMMO 3KCNOPTMPOBATL OTYET;

— KOCHYTbCA KHOMKKM «3IKcnopT» (PncyHok 110);

— [0XKAATbCA  MPOLLeCcCa 3aBeplleHMs  3KCrnopTa
(PycyHok 111).

DDD

Mpocmotp xypHana ()

1%

PucyHok 111
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4.1.3. Cepsuc reports

CepBUC reports reHEPUPYET eANHbIA CUCTEMHbIN OTYET B BUAE apxMBa C danamm
KoHoUrypauum n noramm pabot pasnmyHbix KomnoHeHToB OC ABpopa, KOTOPbIA MOMKET
6bITb 3aWMPPOBAH.

4.1.3.1. OnnucaHme CMCTEMHOTO OT4YeTa

CUCTEMHbIN OTYET MMEET cneayowmin GopmaT: tar.bz.

MMA  CMCTEMHOrO OT4yeTa MMeeT CAeaylollyto MacKy:
HHMMSS.tar.bz.
NPUMEYAHUE.

reports-YYYYMMDD-

MoapobHoe onucaHmMe npoueaypbl GOPMMPOBAHMA OT4YETa

npmeeaeHo B AOKYMeHTe «PyKoBoACTBO nosb3osaTena» AAMI.10034-02 90 01.
OnuncaHue Tekyllero Habopa moaynern npuseaeHo B Tabamue (Tabanua 1).

Tabnunua 1
Moaynb OnucaHue
agnss NHdpopmauma o A-GNSS
available-packages CNUWCOK AOCTYMHbIX M YCTaHOB/IEHHbIX MAKETOB
battery NHopmauma 0b akkymynaTope
bluetooth NHdpopmauma o Bluetooth®
cellular NHbopmauma SIM-KapTax
certificates NHbopmauma 06 yCTaHOB/IEHHbIX B CUCTEMY CEPTUPMKATAX
(ima, kernel, rpm DB)
disks NHPopMaLMa 0 ANCKaX M 3aHATOM/CBODBOAHOM NPOCTPAHCTBE
dmesg CuctemHble coobuleHns aapa
emm MHDOpMaLmAa 0 Nanke /etc/emm
info Obuwan nHpopmaums o MVY:
— KOHTPO/IbHAA CyMMa 3arpy3o4Horo pasaena;
— nHbopmauma ob AIDE;
— CMUCOK AOMNOAHUTENbHbIX PYHKUMNA;
— nHpopmaums o pennse OC;
— nHpopmauma o HW penunze OC;
— Bepcua aapa
integrityd KoHoburypaumoHHble dannbl cepBmca integrityd
internet NHbopMaLma 06 aKTUBHOM MHTEPHET-COeANHEHMMN
logcat CuctemHble coobuleHma
memory NHPopmaLmMa 0 NaMATH
mount-points TekyLine TOYKM MOHTUPOBAHMA
policy MHbOopMaLma o nanke /etc/policy
process-list TeKyLMiM CNMCoK NpoLUeccoB
push-daemon NHPopmaLuma o nankax /etc/xdg/push-daemon u /var/lib/push-
daemon
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Moaynb OnucaHune
roms CnMCoK YyCTaHOB/IEHHbIX MAKETOB
screen NHpopmauma 0b akpaHe MY
sdjd CobbiTna 6e3onacHoCTH
ssu NHbopmauma o peno3nTopuax

system-journal-json

CuctemHbIn )KypHan B dopmate JSON

system-journal-log

CUCTeMHbIM KypHaa B TEKCTOBOM BU e

system

KpaTkaa nHpopmauma o cucteme:

— PEXMM SKOHOMMUM aKKYMYIATOPA;
— noakAto4eHne K cet MHTepHeT;
— CTaTyC NOAK/IIOYEHUSA;

— akTuBHOCTb ceT WLAN

systemboot NHPopMaLMa O CUCTEMHOM 3arpyske
systemctl CnunCcoK cepBmcoB
systemupdate Jlor obHoBNEHMSA

4.1.3.2. [eHepayma CMCTEMHOIO OTYeTa
4.1.3.2.1. leHepauma cCMCTEMHOro oT4eTa ¢ nomoLubto M «Terminal»

CUCTEMHbIN OTYET MOXKHO creHepmpoBaTb B MIM «Terminal» c nomoLbto cneaytoLmnx
KOMaHA,.
— reHepauma CUCTEMHOrO OTYEeTa C COXpaHeHMem B nanke /var/reports:

generate-reports.sh true

— reHepauma CUCTEMHOrO OT4eTa C COXpPaHeHMEeM BO BPEMEHHOW nanke
/run/reports, KoTopaa byaeT ounlleHa nocse nepesarpyskn MV:

generate-reports.sh false

— lreHepauna 38LIJI/IC|)pOBaHHOI'O CUCTEMHOTIO OTHETa B yKa3aHHOl\/’I nanke:

generate-encrypted-reports.sh /home/defaultuser/Documents/

MPUMEYAHUE. Mpwn HeycnewHoW reHepauum 3awndpoOBaHHOrO otyeta byaet
CO34aH 0ObIYHbIN CUCTEMHbIN OTYeT.

4.1.3.2.2. [eHepauma CUCTEMHOTO OT4YeTa € NnomMoLLbio MTT «KypHan»

CUCTEMHbIN OTY4ET MOXKHO creHepunpoBaTb B MIT «KypHan». MoapobHoe onuncaHune
reHepauuMm CUCTEMHOTO OT4yeTa C nomoulbto MIT «KypHan» npuBedeHO B AOKYMEHTE
«PykoBoacTeBo nonb3osatens» AAMI.10034-02 90 0O1.

4.1.3.2.3. 3awmndpoBaHHbIM CUCTEMHbIN OTYeET

LUndpoBaHMe CMCTEMHOrO OT4eTa NPOUCXOAMT TONbKO C YCTAaHOBAEHHbIM Ha MY
KNAMEHTCKUM cepTudUMKaTom. [pn OTCYTCTBUM AaHHOMO cepTudmKaTta, BHE 3aBUCMMOCTM OT
Bepcum OC ABpopa, CUCTEMHbI OTYEeT He byaeT 3almnPpoBaH.

B OC ABpopa ncnosnbayetca 61o4Hoe wnpposaHme NOCT 28147-89.
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LLInppoBaHHbLIN OTYET UMEET CeayoWmMn GopMaT: tar.bz.cms.

MmAa WwindpoBaHHOTO OT4YeTa MMeeT CAeAylollytd MacCKy: reports-YYYYMMDD-
HHMMSS.tar.bz.cms.

[ononHutenbHo popmunpyetcs dann ¢ nHbopmaumen o cepTudurKkate, nybaANYHbIN
K04 KOTOPOro Hbl/1 MCNOABb30BaH ANA WNPpoBaHMA oTyeTa. OH co3aaeTca pAaoM U nmeeT
dopmar .txt: reports-YYYYMMDD-HHMMSS.tar.bz.txt. Bpemsa co3gaHua B Ha3BaHUN Y
3TUX GarN0B NAEHTUYHOE.

Mpumep ¢parina c MHPopMmaLMen:

cat reports-20220329-104949.tar.bz2.txt

BbiBOA KOMaHAbI:

Subject: OMP Test

Group: developer

Subgroup: regular

Key ID:
7003efe7156bd53a2e88c2cb3c0d43e9786760c53721933dd5052fdaf443dbtb

OTyeT MOXHO paclmdpoBaTb COOTBETCTBYHOLUMM KAHOYOM M cepTMdMKATOM C
nomoubto OpenSSL. Kntou pacwndposkm onpeaenaetca B none «Key ID» dpanna popmata
.txt, pacnoNoXeHHOro ¢ apxmMBoMm. Takke noTpebyeTca MOAKIYUTL TOCTOBbIN ABUMKOK?>,
AONONHUTENIbHO YCTaHABIMBAEMbIN B CUCTEMY:

openssl cms -decrypt -in /home/defaultuser/Documents/reports-20220228-
173753.tar.bz2.cms -recip system-developer-cert.crt -inkey system-
developer-key.pem -inform DER > reports-20220228-173753.tar.bz?2

4.2. UpeHTdnKauma n ayTeHTndurKauma

4.2.1. OcHoBHble npasuia MAD

B OC ABpopa peannsoBaHa NoacucTema MaeHTUdUKaumm 1 ayteHTndurkaumm (MAD),
npeaHa3HavyeHHada ana obecneyeHna 04HO3HAYHOM M HEMPOTMBOPEUYNBON:

— maeHTUdKMKaummn obbektos goctyna OC Aspopa (pannos 1 nanok);

— naeHtTnoduKaumm cybvektoB agoctyna OC ABpopa (CMCTEMHbIX MPOLLECCOoB,
NPOLLECCOB B MPOCTPAHCTBE A4pPA, @ TaKKe MPOLLEeCCOB WMAM NPOrpamm, 3anyLleHHbIX OT
MMEHW NONb30BaTeNen);

— naeHTMOUKauMmM y4yeTHbIX 3anmnceirn nonb3oBaTenerr OC ABpopa (Cc  ponbto
aAMUHNCTPATOPA 1 C POSIbIO NOb30BaTENA);

— ayTeHTUdMKaumm nonsblosatenen OC Aspopa (MHorodpakTopHaa ayTeHTUDUKaLNSA
C MCNONb30BaHMEM TakMX PaKTOPOB, KaK: Naposib, cMapT-kapTa, CYANC, oTneyaToK nanbLa).

Ona pabotel ¢ OCABpopa aAMMHUCTPATOPY MNPMCBAMBAOTCA Caeayrouime
NOEHTUPUKATOPDI:

— CMMBOJIbHbLIN: defaultuser;

— ymcnoson: 100000.

°> Peann3auma KpUNToanropuTmos poccuitckoro FOCT ana OpenSSL.
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N3meHeHMe HaCcTpoek H6e3onacHoOCTK OCyLLLeCTBAAETCA nocpeacTsOm
KOPPEKTUPOBKN KOHOUIYPALMOHHbBIX GaliioB M BbINOJIHEHNA COOTBETCTBYIOLIMX KOMAH B
TepmunHane. Ml MCNONHAKOTCA B M30/IMPOBAHHOM KOHTEMHEpPE, peaan3dyemom CpeacTBamm
firejail/sailjail. C nomowbto seccomp-bpf MOMKHO 3anpeTnTb HEeKOoTopble
CUCTEMHbIE BbI30OBbI, HANPUMEpP: mount /umount, ptrace, kexec W AP.

Ona ycunenua sawmtol MY npu nepBom BKAKOYEHUU PEKOMEHAYETCA YCTAaHOBUTb U
NepUoOANYECKN M3MEHATb Mapoab, KOTOpbIM  OyaeT XxpaHutbca B LUKS-cnore,
COOTBETCTBYHOLLEM NAEHTUOUKATOPY NOIb30BaATENS.

NMPUMEYAHUE. LLindposBaHne pasaena NponmcxoamT aBTOMATMYECKM, NPM 3TOM BO
BpemAa nepBoro 3anycka MY no ymondaHuto wmcnonbayetca naponb 00000, KoTopbin
BMNOC/IEACTBMM MOXKET ObITb MUBMEHEH.

B uenax npenoTBpalleHMA  HEeCaHKUMOHMPOBAHHOrO  goctyna K MY,
PYHKUMOHMPYtoLemy noa ynpasneHmem OC Aspopa, naponb (cm. nn. 4.2.2) TpebyeTtca ans
NOATBEPKAEHMA BbINONHEHUA CeAYOLWNX AeNCTBUN:

— CO34aHWA YYeTHbIX 3anncen ponen;

— HACTPOWMKWM NAPONbHOM MNOAUTUKN;

— 334aHMA OrPaHNYEHMNN BXOAA B CUCTEMY;

— BKJ/IHOYEHMA U HAaCTPOMKn 2DA;

— 33[aHMA OAHOPA30BOro NapPoNs;

— M3MEHEeHMA HacTpoeK B10KMPOBKY;

— pa3pelleHna YCTaHOBKM CToOpoHHero [10;

— YCTaHOBKM SSH-napons;

— aKTMBALMW M HACTPOMKM peXxmMma pa3paboTyumKa;

— MPOCMOTPA AAHHbIX YY4ETHbIX 3anuncen;

— cbpoca HacTpoek MY;

— YCTaHOBKM Mapo/A Cynepnonb30BaTend;

— MPOCMOTPA Napo/ien, COXPaHeHHbIX Ha MY.

MPUMEYAHMUE. MNoapobHoe onncaHne o 3aaHMmM Napona NpPUBeAeHO B JOKYMEHTE
«PykoBoacTBo nosibzosaTtena» AAMI.10034-02 90 01.

ApxutekTypHo MAD OC ABpopa COCTOUT U3 cepBUCA ayTeHTUDMKAUMM authd C
BO3MOXHOCTbIO MOAKAOYEHNA MOAYNEN, PEaANU3YIoLLMX Pa3NnYHble Cnocobbl NPOBEPKM
NOA/IMHHOCTM, a TakxKe bubamoTek, obecneymnBatoLLnMx OTPUCOBKY NPUINALLEHNS Ha BXOA U
pPeaNMn3yLWNX B3aMMOAENCTBME C APYTMMU MPOTrPaMMHbIMM MOAYAAMKU TpadUyYecKoro
MHTepdenca, TakKMMW KaK YCTPOMCTBO BBOZA (3KpaHHaA KnasuaTypa), rpaduyeckoe
OKpY)KeHMe lipstick M cayba ayamTa sdjd.

Habop mopaynei, obecnedmsatowmx cnocob MAD nonb3osBaTenen m peannlaumto
GYHKLMI Be30nacHOCTU:

— lockout (nn. 4.2.1.2);

— loginrestriction (nn.4.2.1.4),

— password (nn. 4.2.1.5);



66
AOMI.10034-02 91 01

— smartcard (nn. 4.2.1.6);

— sudis (nn. 4.2.1.7);

— reset (nn. 4.2.1.8).

Moaynm npeactasnaoT coboit dpanbl popmaTta .so, PACMNOJIOKEHHbIE B Mamnke
/usr/lib/authd/. [pn Kaxkgom 3anycke MY cepBuC authd CKaHMpPYeT Nanky. HacTponKkn
cepBMCa authd pacnonoxeHbl B daine /etc/authd/authd.conf, rae:

— plugin-dir — nanka c MOAYIAMM;

— admin-mandatory-factors — cnocobbl NMA®D, obszaTenbHble ANA y4eTHOM
3anncmM aAMMHUCTPATOPA;

— admin-immutable-factors —  CNocobbl NAD  y4yeTHOM 3anmcu
aAMWHNCTPATOPa, HeAOCTYMHbIE A5 BKAOYEHMA UIN BbIKIHOYEHUS;
— admin-default-factors — cnocobbel WMA® ana  y4eTHOM  3anucu

agMUHUCTPATOpa NO  yMoAn4YaHuto  (byayT  BbiOpaHbl  aBTOMATMYECKM,  €CAM
CKOHPUTYPUPOBAHHbBIN CMMCOK GaKTOPOB MycCT);

— user-mandatory-factors — cnocobbl MA®D, obszaTenbHble AN8 y4ETHOM
3aMMcK Noab3oBaTens;

— user-immutable-factors — cnocobbl MA® yyeTHOM 3anMmMcK NoNb30BaTeNs,
HeAOCTyMHble ANA BKAOYEHWUS UM BbIKNOYEHUSA;

— user-default-factors — cnocobbl MAD® anda y4yeTHOM 3anmMcmM Noab3oBaTens
no ymonyaHuto (byayT BbiOpaHbl aBTOMATUYECKM, €CAM CKOHPUIYPUPOBAHHbBIN CNMCOK
daKTOpPOB NyCT).

MpeaycMmoTpeHa BO3MOXHOCTb HACTpouTb Habop cnocobos MAD ans Kaxkaown
y4yeTHOMn 3anucu Noab30BaTeNs. Habopbl XpaHATCA B danne BMAA
var/lib/authd/users/<uid>.conf, rae UID — uAeHTUPMKATOP YYETHOM 3anucu
No/Nb30BaTENA B CUCTEME.

4.2.1.1. OnucaHme AMarHOCTUYECKMX OLLMDOOK

Cnucok moaynemn, y KOTOPbIX MEHSIOTCA MapameTpbl, a TaKXe WX onucaHue
npuseaeHo B Tabanue (Tabauvua 2).

Tabnuua 2

Moaynb (%1) OnucaHue
lockout Bnroknposka MY
loginrestriction PacnucaHue Bxoaa y4eTHOM 3anmcK Nosib3oBaTensa
password I_lapOﬂb
reset Cbpoc MY
smartcard CmapT-KkapTa
sudis CyaMNC (Cepsuc ynpasneHma 4OCTYNOM K

MHOOPMALMOHHBIM CUCTEMAM)
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B MM «ypHan» dopmmpytoTca yTovHAoWMe coobuleHna o6 M3MeHeHMAX
MapaMeTpoB CUCTEMbI CAeaytowmm 0bpasom:

1) ina NoNb30BaTENbCKMX MapPamMeTpos:

UID=%4;

Plugin: %1, setUserOption: %2=%3,

2) ina cuctemHsbix napameTpos: Plugin: %1, setOption: %2=%3.

roe:

— «%1» - HaMeHOBaHWe MOAYNA, Y KOTOPOro MeHAETCA NapameTp;

— «%2» - NapaMeTp MoayNA, KOTOPbIN OblN U3MEHEH;

— «%3» - HOBOE 3HaYeHWe NapameTpa;

— «%4» - UID nonb3oBaTtens, 4158 KOTOPOro MeHAETCA NapameTp.

CNMCOK M3MEHEHHbIX MAapPaMeTPOB, a TaKXe UX ONMCaHWe NpuBeaeHO B Tabauue

(Tabnnua 3).
Tabnuua 3

MapameTpbl moayna (%2, %3)

Onucanue

Mogaynb loginrestriction

ttl

[encTBme y4eTHOM 3anmcu

login-schedule-days

[HV BXOo4a B cucTemy

login-schedule-time

Bpemsa Bxofa B cuctemy

login-locked

BNOKMpPOBKa y4eTHOM 3anncKn nosib3oBaTens

login-temporarily-locked

BpemeHHaa 610KMPOBKaA TEKYLLEN Y4ETHOM 3anncK

temporary-lock-timeout

Taim-ayT 6/10KMPOBKM

Moaynb password
new-length OnvHa napons
max-age CpOK 4encTBmMA Napons

max-attempts

HOHMQECT&DHOHbWOKBBOAaﬂapOﬂﬂ

new-strength

CNoXXHOCTb Napons

history-check

NcTopua napona

expiration-notification

YBesomaeHne 06 MCTeYEHUN CPOKa AeNCTBUA
naponsa

MPUMEYAHUE. JlormpoBaHme MCNONb3yeTCA TONbKO ANA loginrestriction W

password.

B cnydyae ycnewHoro BXoAa B CUCTEMY NIOTMPYETCA TONbKO CO0bLLeHMe «YCneLlHbll

BXOZ, B CUCTEMY» 6E3 YTOYHEHWA.

B cnydae HeycnewHoro BxoZa B CUCTEMY JIOTMPYETCs cooblieHne «HeycnewHbii
BXO/[, B CMUCTEMYY», @ TaK¥e A0NONHUTeNbHaa MHbopmauma ob owmnbKe, KOTOpaa mmeeT

cneayrouwmn BUA:
Plugin: %1, error: %?2.
roe:

— «%1» — HanmeHOBaHMe MoaynAa, K KOTOPOMY OTHOCUTCA OLLII/I6I-(a,'

— «%2» — KoZ, OWMNOKMN.
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Cnucok moaynen npuseaeH B Tabamue (cm. Tabaunua 2), cnncok owmnbok, KoTopble
oTobpaxalTca ANa MoAy/aen B CAyvyae HeycnewHoro BxoZa B CUCTEMY, a TaKkKe UX
onucaHue npmeeaeHo B Tabaumue (Tabaunua 4).

Tabnunua 4

Owwnbka (%2)

OnucaHue

Mopgynb lockout

Recoverablelockout

MY BpemeHHO 3a6/10KMpoBaHO

PermanentLockout

MY 3ab610KMpPOBaHO

Mopaynb loginrestriction

TtlBadSyntax HeBepHbIN CUHTaKCKC

TtlExpired CpOK AeMcTBMA Yy4eTHOM 3annck noab3oBaTensa UcTek

DayUnknown HeBO3MOXHO onpeaennTb

DayLocked YyeTHada 3anucb Nonb3oBaTens 3ab10KMpoBaHa No AHAM
Heaenu

TimeBadRange HeBepHbIN CMHTAKCUC BPEMEHHOTO AMana3oHa

TimeBadSyntax HeBepHbIN CMHTAKCUC BPEMEHHOTO AMana3oHa

TimeLocked YyeTHada 3anmcb Noab30oBaTeNs 3ab610KMPOBaHA NO BPEMEHM
CYTOK

UserLocked YyeTHas 3anucb Nonb3oBaTena 3ab/10KMpPoBaHa

UserTempLocked YyeTHada 3anu1cb N0Nb30BaTENA BPEMEHHO 3aD/10KMPOBAHA

Moaynb password
InvalidResponse HeKoppeKTHbIN 3anpoc
PasswordFailed

HeBepHbI Naponb

PasswordUpdateFaile
d

He yaanock 06HOBWTbL Naposib

PasswordsDontMatch

[laposin He coBnaaaroT

UserLockedMaxAttemp
ts

YyeTHadA 3anmcb NoOb30BaTeNA 3a6ﬂOKl/IpOBaHaZ AOCTUTHYTO
MaKCMMa/ibHOE KOZIMYECTBO MOMbITOK

NotSupported

HesawmndpoBaHHOE YCTPONCTBO HE MNOAAEPHKMBAETCA

BadNewPassword

HeKoppeKTHbIN HOBbIM MAapPO/b

PasswordMatchPrevio
us

[losib30BaTe/Ib HE MOXET U3MEHUTb naposib. HoBblIn naposab
AOJ1KeH OT/IM4aTbCA OT npeablaywero

PasswordNotSet Monb3oBaTe/ib He MOXeT pa3baoknposats MY. Heobxoanmo
06paTUTLCA K aAMUHUCTPATOPY 419 YCTAHOBKM OAHOPa30BOro
napons

Mopgynb smartcard

PinFailed HekoppeKTHbii PIN-Koz,

CannotSmartCard CmapT-KapTa He HallaeHa

TooManyAttempts CAMLWKOM MHOTO NOMbITOK

ConnectionError

CMapT-KapTa OTKAtoYeHa
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OwwnbKa (%2)

OnucaHue

BadCert HeKoppeKTHbIN cepTudUKaT
ValidationFailed BaﬂVl,ﬂ,aLl,Vlﬂ He npom.ﬂ‘eHa

Mopgynb sudis
BadPassword HeBepHbIli naposb
EncryptedPartitionl | 331indpposaHHbIi pa3gen 3ab10KMPOBaH
ocked
CannotStartClient

He ynaeTcs 3anyctutb KaneHT Sudis

CannotConnectClient

He yaaeTcs noaKNtounMTbCA K KNneHTy Sudis

CannotCommunicateCl
ient

He ynaeTca cBsa3aTbCA ¢ KaneHTom Sudis

UserLocked YyeTHas 3anucb Nonb3oBaTeNa 3ab/10KMPOBaHa

TooManyAttempts CAVNWKOM MHOTO MOMbITOK

TooManyAttemptsWith | Chrpuukom MHOrO MOMBLITOK, AaHHbIE YAANEHb!

outDeleted

NoUsbDevice OwnbKa ayteHTUdMKaumn. Het USB-ycTpoincTea

ConnectionError OwmnbKa NoAKAYEHMS

AuthFailed OwwnbKa ayTeHTUdMKaLumm

BadDefaultCert HesepHbIn cepTndukat

UserCannotUnlock Monb3oBaTenb He MoXKeT paszbaokmposaTb MY. Heobxoammo
00paTUTLCA K aAMUHUCTPATOPY A1A YCTaHOBKM 04HOPA30BOro
napons

ErrAuthType HeBepHbI TMN BXxOAa

4.2.1.2. Mopaynsb fingerprint

Moaynb fingerprint npeAHas’HayeH A8 ayTeHTUdUKaLMM NoAb3oBaTens Mo

OoTne4yaTry najabla.

OnucaHune HaCTpPOeK MOoAyNA, XPaHALLMXCA B banne
/var/lib/authd/methods/fingerprint/<uid>.conf, npvseaneHo B Tabnuue
(Tabnunua 5).

Tabnnua 5

. 3Ha4yeHue no
CsoucTtBo OnucaHue
YMOIYaHUIO
Attempts 0 KoNmMyecTBo HeyaauHbIX NMonbITOK
Unrecognized 5 KonmyectBo BO3MOXKHbIX MOMbITOK A0 HEYAa4YHOM
NONbITKK
ids fingerprintl ims
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4.2.1.3. Mopaynsb lockout

Moaynb lockout npeaHa3HavyeH Ans npoepkn MY Ha npeameT BN1OKNMPOBKMU.

OnucaHue HaCTpoOekK Moy A, XPaHALLMXCA B banne
/var/lib/authd/methods/lockout/current.conf, npueeaneHo B Tabnnue
(Tabnunua 6).

Tabnuua 6

o 3HayeHne no
Csoncrso OnucaHune
YMONYAHUIO
lockout-mode 0 Pexknm 610KMpoBKKM MY:
- (0) NoLockout — He 3abDN0KMPOBAHO;
- (1) Recoverablelockout —BpemMeHHanA
ONIOKMPOBKA, CHMMaeTcAa Yepe3 15 muHyT anbo
agMuUHUCTpatTopom MY;
— (2) PermanentLockout — MNOCTOAHHAA
HNOKMPOBKA;
- (3) RecoverablelLockoutWithoutTimer —
BpemeHHana 6IOKMPOBKA, CHMMAETCA
agMUHUCTpatTopom MY
lockout- 15 MmuHyT CpoK BpeMeHHOM 610KMPOBKM
timeout
lockout- - Hayano BpemeHHOM 6N1OKNMPOBKM
timestamp

4.2.1.4. Mopaynb loginrestriction

Moaynb loginrestriction npeAHa3HayeH ANA NPOBEPKM BO3MOMKHOCTM
ayTeHTUOMKALMM NONb30BATENA B CUCTEME B AAHHbI MOMEHT.
OnwcaHune HacTpoek MOy NS, XpaHALWMXcA B banne

/var/lib/authd/methods/loginrestriction/<uid>.conf, npuBeAeHO B Tabauue
(Tabnunua 7).

Tabnnua 7
. 3HayeHue no
CBOMCTBO OnucaHue
YMO/IYaHUIO
tel Terkywana gata | Cpok AeNCTBMA Y4ETHOM 3anmcu
+ 2 roaa
login-schedule- Mo,Tu,We,Th,F | PacnucaHue Bxoda B cUCTEMY MO AHAM HeAeNM
days r.Sa,Su
login-schedule- 00:00-00:00 PacnucaHue Bxo4a B CUCTEMY MO BPeMeHM
time
CYTOK
login-locked false BAOKMpPOBKa y4eTHOM 3anNncK NoNb30BaTENA
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" 3HayeHue no
CsouctBo OnucaHwue
YMOYaHUIO
login- 0 MUHYT BpemeHHana 610KMPOBKA y4eTHOM 3anncu
{1y
temporarily nonb3oBaTens
locked
temporary-lock- 15 MUHYT CpoK AeilcTBuA BNOKMPOBKM
timeout
[Mpumep:

login-locked=false

login-schedule-days="Mo, Tu,We, Th, Fr, Sa, Su"

login-schedule-time=00:00-00:00 login-temporarily-locked=0

temporary-lock-timeout=900

tt1=2025.02.06

4.2.1.5. Mopaynb password

Mopaynb password npeaHasHavyeH Ans ayTeHTMdMKaLMM NONb30BaTeNA MO NAPOHO.
OnucaHue rnobanbHbIX HACTPOEK MOAYANA (O1A BCEX NONb30BATENEN), XPAHALLMXCS
B ¢aline /var/lib/authd/methods/password/current.conf, NPUBEAEHO B Tabauue

(Tabnnua 8).
Tabnuua 8
3HayeHune No YMOTHAHUIO
CBoicTBO KopnopatmnHasa | CepTndunumpoBaHHan Onucanue
BepcusA Bepcun

new-length 5 cumBonoB 7 CUMBONOB OnnHa napons
new-length- 5 cumBOI0B 7 CUMBOJ10B MuHUManbHasa AIMHA
lower-limit napons

new-length- 12 cumBonos MaKcrmanbHada AanHa
upper—-limit napons

max-age 0 30 gHeMl Cpok aencrsma napons

(0 — 6e3 orpaHuyeHuin)
max-age- Bes 30 aHewn MWHUMaNbHbIM CPOK
lower-limit orpaHu4eHmi AeNCTBMA Naposis
max-age- 180 aHem MaKCMManbHbIN CPOK
upper-limit NencTBNA Napons
max-attempts | 4 Konnyectso NonbITOK BBOAA
napons

max-attempts- | pes 4 MWHMMANbHOE KONNYECTBO
Lower-limit OrpaHnUYeHuni NOMbITOK BBOAA NapOS
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3HayeHmne No YMONYaHUIO

CBoMcTBO KopnopatnsHasa | CepTndunumpoBaHHan OnucaHue
Bepcun BEpCHA
max-attempts- | 16 10 MaKcrManbHoe KOIMYecTBO
upper-limit NOMbITOK BBOAA Napo/if
new-strength | 3 HapnerHoCTb napons:
-0 —TONbKO UMPBI;
-1 —undpbl 1 BYKBLI;
~-2 —undpsbl, OYKBbLI B
HUXHEM M BEPXHEM
perncrpax;
-3 —undpbl 1 6yKkBbI B
HUXHEM M BEPXHEM
PErncTpax, a Takxe
CNeLcUMBObI
new-strength- | 3 MWHMMaNbHasA HAAEXHOCTb
lower-limit napons
new-strength- | 3 MaKcrMmanbHaa HaaeXHOCTb
upper-limit napons
history-check | 1 NcTopuma napona —
KONMYeCTBO NpeablayLimx
naponen, c KOTopbIMMK
CPaBHMBAETCA TEKYLLNM
naponb (0 — He NpoBepATb
MCTOPUIO Naponen)
MPUMEYAHMUE. Hosblii
Napo/ib AONKEH OTANYATLCA
OT NpeablayLwmx
history- 0 1 MWHMMaNbHOE 3HAYEeHMe
i?i‘it‘lower_ MCTOPMM Napona
history- 10 10 MakcrmanbHoe 3Ha4yeHune
i?iit‘ul}per_ MCTOPMM Napona
expérétioﬁl‘ 5 nHen YBegomneHune ob ncteyeHmn
notification CPOKa AelCTBUA napons
generated- password [NonyyeHune
password

creHepmMpoBaHHOro napond
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3HayeHmne No YMONYaHUIO
CBoMcTBO KopnopatnsHasa | CepTndunumpoBaHHan OnucaHue
Bepcua Bepcua
generation 0 2 Cnocobbl 3a4aHnA Napons:
— 0 — TONbKO BPY4HYIO;
-1 —3aaaHue BpYyYHYt0 1nMbo
reHepaumns;
-2 —TO/NIbKO reHepauma
HacTpolKn y4eTHbIX 3anncer Noab3oBaTeNa MMetoT 6onee BbICOKMIM MPUOPUTET Hag,
rnobanbHbIMK HAaCTPOMKamM 7 XpaHATCA B danne
/var/lib/authd/methods/password/<uid>.conf.
OnucaHMe HaCTPOEK Y4YeTHbIX 3amnucel MoAb30BaTeNAa AaA MOAyNA password
npuseaeHo B Tabanue (Tabaumua 9).

Tabnuua 9
o 3HayeHune no
CsouctBo OnucaHue
YMOJIHAHUIO
attempts OTcyTcreyer Konn4yecTBo NonbITOK BBOAA HEBEPHOIO
napona
length OTtcyTcTByeT [/nHa Tekyuiero napona
strength OtcyTcTeyet HafexHOoCTb TeKyLwero naposa
expiration- OTcyTcTByeT Bpema nocnegHen cMeHbl Napons
notification-
last-sent
history OTcyTcTBYyeT NcTopua naponen
change-next-time | false CmeHa Nnapons npu cneaytoLlei
ayTeHTUPMKALLMM NONBb30BATENA B CUCTEME

4.2.1.6. Mopaynb smartcard

Mopaynb smartcard npeaHasHadyeH ana ayTeHTMdMKauMM nonb3oBaTens C
MCMNO/Ib30BAaHMEM CMApPT-KapTbl.

OnuncaHne moayna npuseaeHo B Tabnuue (Tabaumua 10).

Tabnumua 10
. 3Ha4yeHue no
Csounctso OnucaHune
YMONYAHWIO
attached TriState { YKa3blBaeT, NOAK/AOYEHA 1N CMAPT-KapTa B
False . .
Updat'ing AaHHbIM MOMEHT. 3HaYeHMe AaHHOro CBOMCTBA
4
True, He coxpaHaeTca B PC
}i

HacTpOMKM  y4eTHbIX  3anucelt  MNonb3oBaTens  xpaHatca B daine
/var/lib/authd/methods/smartcard/<uid>.conft.
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OnucaHune HacTPOEK NoNb30BaTeNEN AN MOAYNA smartcard NPUMBeAeHO B Tabamue
(Tabnunua 11).

Tabnunua 11
o 3Ha4eHue no
Csoncrso OnucaHue
YMOJIHaHUIO
pubkeyIsWritten false YKasblBaeT, 3anucaH au NyO6AnYHbIN KoY Aan
[IaHHOTO MO/1b30BaTeNA
pubkey - My6anYHan YacTb KtoYa, KOTOPbIM MOAMUCaH
cepTndMKaT NoAb30BaTeNA, COXPAHEHHbIN B
3aLWMLLEHHON 061aCTU CMapPT-KapTbl

4.2.1.7. Mopaynb sudis

Moaynb sudis NpeaHasHayeH AnA ayTeHTMOUKauMM MNONb30BaTeNA B CUCTEME
yrnpasaeHnAa 4OCTynom K AaHHbIM MB/ Poccun.

OnucaHne  rnobanbHbIX  HACTPOEK  MoAy/ndA,  XpaHawmxca B daline

/usr/share/ru.at consulting.sudis client/policy.conf, npuBeaeHo B Tabaunue
(Tabnunua 12).

Tabnuua 12
. 3HayeHue no
CsouctBo OnucaHune
YMO/THAHNIO
certs OTtcyTcTBYeT CNMCOK AOCTYNHbIX CEPTUPMKATOB OT KAMEHTA
Ccyanc
max-attempts 10 Ko/iMyecTBo HEBEpPHbIX NOMbITOK BBOAA, NPU
3amnycKe KAMeHTa 3Ha4YeHne bepeTca ns ¢painna
/usr/share/ru.at consulting.sudis cl
ient/policy.conf

4.2.1.8. Moaynb reset

Mopaynb reset npeaHasHadveH Ana copoca HacTpoek MY [0 3aBOACKOr0 COCTOAHMS.
OnucaHue rnobanbHbIX HacTpoeK MoAy A, XpaHALLMXCA B

danne /var/lib/authd/methods/reset/current.conf, MNpuBeAeHO B Tabauue
(Tabnunua 13).

Tabnuua 13
. 3Ha4yeHue no
Csounctso OnucaHue
YMO/THAHUIO
reset-options reboot, wipe | rehoot — aBTOMATMYECKM NepesarpysunTb

MY nocne cbpoca K 3aBOACKMM HAaCTPONKaM;
- wipe — y4annTb BCe AaHHble ¢ MY
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4.2.2. MHoropakTopHaa ayTeHTUPMKaLuma

BHMMAHMUE! Mepes HacTponKkom MHOrodaKTOpPHOM ayTeHTUOUKaLMM HeOHXOAMMO
MY, ¢ ycTtaHoBeHHOM Bepcunein OC ABpopa, cOpocHTb A0 3aBOACKNX HACTPOEK.

MHorodakTopHas ayTeHTMOMKaUMA — NPOLLEeCC NOATBEPKAEHNA NOAANHHOCTU NPaB
YYEeTHbIX 3aN1Cein poaein C NOMOLLbIO MPUMEHEHMA HECKONBKNX Pa3nyatoLLMXCca GaKTOpPOB.

Ona ayteHTndukaumm B OC ABpopa npu pasbaokmposke MY moryT 6biTb
MCMONb30BaHbI cieaytouime cnocobbl, obecneymBatolme NOAAMHHbINA AOCTYM K XPaHUMbIM
Ha MY Noab30BaTeNbCKMM AaHHbIM:

— naponb (nn. 4.2.2.1);

— cMmapT-KapTa (nn. 4.2.2.2);

— CcyancC (nn. 4.2.2.3);

— OTMeyvyaToK nanbla.

NMPUMEYAHUE. MNoapobHoe onuncaHme aobasneHnsa oTnevaTka Naabla NpmMBeaeHo
B LOKyMeHTe «PyKoBOACTBO nosib3osaTtenda» AAMI.10034-02 90 01.

[na Bblbopa meToda ayTeHTUPUKALMM HeobxoAMMO BbIMONHUTL Caedyloume
NencTBms:

— OTKPbITb MEHKO CUCTEMHbLIX HaCTPOEK KaCaHMemM 3Ha4ka @ Ha 9KpaHe

NPUNOXKEHUM (cMm. PucyHok 1);
OO
— KOCHYTbCA NYHKTa MeHto «losb3oBaTenm» = B nogpasaene «Cucrema;

— B KOHTEKCTHOM MEHI0 MNO/b30BaTeNA  KOCHYTbCA MNyHKTa  «HacTpoMKku
6e3onacHOCTU» (CM. PucyHOK 8, cm. PucyHoK 9), B pe3yabTaTe oTobpasmnTca cTpaHmua «[Mma
yyeTHoM 3anucu]» (PucyHok 112, PucyHok 113);

| MonbsoBatens 1 | Bnapgenew yctpoicTea
Cnyx6a ayTeHTUdMKaLum @ Cnyx6a ayTeHTUdUKaummn @
Bbibop MeTofoB ayTeHTUdUKaALUK Bbibop MeTOf0B ayTeHTUdUKALIMN
OrpaHuyeHue Bxoaa B CUCTEMY @ OpHopasoBbIi Naponb @
YcTaHOBUTb CPOK AeMCTBUSA YYETHOM 3anucwy, HacTpoliikvu ogHOpa3oBoro napons
orpaHu4yeHue Bxoga no AgHo Hegenu u
BPEMEHM CYTOK.
OpHopa30BbIv Naposib @

HacTpoiiku ogHopa3oBoro napons

PucyHok 112 PucyHok 113
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— KOCHYTbCA MYyHKTa «Cny»xba ayTeHTUPUKaLMM» (cm. PucyHok 112,
cM. PucyHok 113);
— Ha OTKPbIBLWIENCA CTpaHMUe HeobxoAMMO BbIMOAHUTbL OAHO W3 CAedyoLINX
NEencTBU:
® aKTMBMPOBATb NepekatoyaTenb «EAMHbLIA CNUCOK GaKTopoB» M BbIOPaTb
eNHbIN MeToA ayTeHTUPUKALMM, KOCHYBLUMCb COOTBETCTBYHOLLErO NepekatoydaTens, ana
BbIMO/IHEHMA BCEX AencTBui B cucteme (PucyHok 114);
® [1€aKTMBMPOBATb NepekntoYaTens «EAMHbIA cNMcoK GaKTopoB» M BbIOPATb
MeToAbl ayTeHTUPUKALUMKM, KOCHYBLUMCb COOTBETCTBYIOWMX MNepeKkatodaTene, npu
BKAOYEHMM MY M NOATBEPXKAEHMA HACTPOeK, a TakxKe npu pasbnokmposke MY
(PucyHok 115);
— KOCHYTbCA KHOMKKU « COXPaHUTb» ANA COXPAaHEHNSA UBMEHEHUNA,
— NOATBEPAUTb AENCTBME BBOAOM TEKYLLEro Napons (Cm. PUCYHOK 4).
BHUMAHUE! [ns wcnonb3oBaHMA MeToaa ayTeHTudMKaumm «CmapT-KapTa»
HeobxoAMMO NPeaBapUTEIbHO HACTPOUTbL CMaPT-KapTy (nn. 4.2.2.2.3).

| HacTpoitku cnyx6bl ayTeHTUGUKaLL) l HacTtpoiiku cnyx6bl ayTeHTUdUKaL)

EfuHbI cnucok ¢pakTopos #  EnuHbIN cnncok dakTopos

Bce pevicTeus 6yayT UCMONb30BaTh OAHU U Bce pgeiicTeuna 6yayT UCNonb3oBaTh OAHNU U

Te Xe MeToabl ay'renmd)mxaumw Te Xe MeToab! ayrenmd)uxauuu

Bbibepute MeToabl ayTeHTUGMKaLUN BbibepuTe MeToabl ayTeHTUdUKaumm

[Mpu BKIIOYEHWM YCTPOMCTBA U
noaTesepXaeHnun HacTpoek:

Maponb

cyguc Maponb

cyguc
CoxpaHuTb

Mpu pa3bnokmpoeke ycTpoUcTBa

Maponb
OTnevaTok nanbua

# CMmapT-KapTa

CoxpaHuTb

PucyHok 114 PucyHok 115

4.2.2.1. AyTeHTUdMKaUMa C NOMOLLbIO Napoaa

BHUMAHME! Mpn npeBbieHMN KONMYECTBa NONbITOK BBOAA HEBEPHOro napoasa MY
aBTOMaTU4eCcKkM byaeT 3ab0KMpPoBaHO. Bpemsa 610KMPOBKU ABAAETCA GUKCMPOBAHHBIM U
coctansaeT 15 muHyT. Mepesarpy3ka MY 40 MCTeYEHMA YKa3aHHOIO BpeMeHM NpMBeaeT K
MOBTOPHOMY 3amnycKy oTcyeTa 15 MUHYT.
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Mpn nepsom BKAtOYeHUM MY HeobxoAMMO BBECTU

naponb,  KoTopbli  OydeT  3anpalwmeaTbCa U
MCMNONb30BaTLCA ANA:
% — wndposaHua NaHHbIX nosb3oBaTens
I (PucyHok 116);
B e — pa3bnoknposku MY (PucyHok 117, PucyHok 118).

NMPUMEYAHWKE. LLndposaHme pasgena C
AOMALLUHMMM  nankamu  nosb3osatenen  (n. 4.2.3)
NPOMCXOANT B CNEAYHOWMX C/TyHaAX:

— Npu Nepsom BKAOYEHUU MY;

— nocne cbpoca HacTpoek MY a0 3aBOACKOro
cocTosHua (noapasaen 2.2).

PucyHok 116

[nvHa napons gonxHa 6biTb 5-12 cMMBONOB. Bnapeney ycTpoicTea
1 2 3 1 2 S
4 5 6 4 5 6
7 8 9 7 8 9
Aa 0 Aa 0
OTMeHUTb OTMeHUTb
PucyHok 117 PncyHok 118

4.2.2.1.1.Hactpoika 610kmMpoBKM MY

NMPUMEYHAHUA:

v I3MeHeHMa HaCTPOeK B MyHKTEe MeHIo «Bbl0KMPOBKa YCTPOMCTBa» NPUMEHAIOTCA
KO BCEM YYETHbIM 3aMMCAM poaen, co3gaHHbIM Ha MY;

v’ Cayyau, Npu KOTOPbIX MOKET BbITb 3aMpoLLeH Naposb, onucaHsl 8 n. 4.2.1.
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[Ona  Hactpolkn 610KMpoBKM MY Heobxoaumo
BbINONIHUTL CAeaytoline AeNCTBUA:
— OTKPbITb MEHIK CUCTEMHbIX HACTPOEK KacaHuem

BnokupoBka ycTpoiicTBa

ABTOoMaTuyeckasa 6nokupoBka
Mpu BbIKAKOYEHUW KpaHa

% OToBpaxars yeenomneHms, Koraa 3Ha4kKa @ Ha JKpaHe nNpuaoxKeHuin (cm. PucyHok 1);
ycTpoiicTBo 3abnokMpoBaHo
— KOCHYTbCA MYHKTa MeHI0 «Bb/IOKMPOBKaA
Maponb A
yctponctea» [ B nopgpasgene «besonacHocTb» B
WamenuTs naponb pe3ynbTaTe OTOOPA3nUTCA OAHOMMEHHAA CTpaHuuUa C
) HacTponKkamm 6aoknposkn MY (PucyHok 119);
HacTpoiiki oTnevyaTkos @
T —— — KOCHYTbCA Nona «ABTOMaTmyeckasn BA10KMPOBKa» U
crensTroRTEEes Ha OTKpbIBLWIENCA CTpaHuUe BbibpaTb Bpems [0
HacTpoiiki cMapT-KapTbl @ aBTOMaTUYeCcKomn 6ﬂOKV|pOBKV| MY (PMCVHOK 120,
3AECH MOXHO BBINOIHUTS HACTPOFKY CMaPT- PucyHOK 121), KOCHYBLUMCb COOTBETCTBYIOLIMX MONEN W
KapTbl
NOATBEPAMB  LAEUCTBME BBOAOM TeKyllero napond
(cm. PucyHok 4);
— KOCHYTbCA nepekatoyaTens «OTObOparKaTb
yBeAOMNEHMA, KOrAda YCTPOMCTBO 3abD/NIOKMPOBAHO» ANA
PucyHoK 119 oTobparkeHWa yBe4OMAEHNN Ha DKpaHe BI0KMPOBKM.
BHUMAHMUE!

v YBegomaeHuna 6yayT nNpuUxXOAMTb Ha BbIK/IKOYEHHbIA 3KpaH 3ab/10KMPOBAHHOIO
MY;

v BapuaHTbl 3HayeHu B none «ABTOMaTM4ecKas ONOKMPOBKa» OT/NIMYAIOTCA B
3aBmcumocTn ot Bepcum OC Aspopa (PucyHok 120, PucyHok 121).

NMPUMEYAHUE. SkpaH MY noracHeT B C/Ay4ae eCAM YCTaHOB/JEHHOE BpPeMSs
aBTOMaTMYeCKoN BNOKMPOBKM DyAeT NpeBbIllaTb BPEMA CMALLErO peXxmnma, Ho MY npu aTom
He byaeT 3abn0KknpoBaHo. [na AanbHernwen paboTbl HEOOXOANMMO BKAOUYMTL 3KpaH MY 1
NPOAONKMTL PpaboTy Be3 BBOAa Napons.



ABTOMaTu4eckas 6/10KMpoBKa

HeaktueHa

Mpw BbIKIOYEHUM 3KpaHa
15 cekyHa

30 cekyHA

1 MuHyTa

2 MUHYTbI

5 MUHYT

10 MuHyT

PucyHok 120
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| ABTOMaTHyeckas 6710KMpoBKa

Mpw BbIKNIOYEHUM 3KpaHa
15 cekyHa

30 cekyHp,

1MuHyTa

2 MUHYTbI

5 MUHYT

10 MUHYT

PucyHok 121

4.2.2.1.2.3agaHne 0gHOPa30BOro Naposi

OAHOpPa30BbIN Napoab TpebyeTca A1A BbIMONHEHWUA BXOAA B CUCTEMY MPU NEPBOM
BKAtOYeHMM MY noa, HOBOM Y4ETHOM 3aMMUChIO.

| OpHopas0BbIi Naposb

LN
Maponb

[LnuHa napons ponxHa 6biTb 5-12 cumsonos.

CreHepupoBaTb

YcTaHoBUTB

©

PucyHok 122

3a4aTb OAHOPA30BbIM MapOAb BO3MOXHO ABYMA
cnocobamu:

1)MepBbl1 cnocob: NpM CO34aHUM YY4ETHOM 3anmncu
N0Nb30BaTENA KOCHYTbCA KHOMKKM «CreHepmpoBaTb» ANA
reHepaumm napona nmMbo YCTaHOBWUTb Kypcop B Mone
«O4HOpPa30BbIN NAaPOAb» M 3a4aTb NAPO/b (CM. PUCYHOK 3);

2)BTopoi cnocob:

—Ha  CTpaHuue  «[Mma  yyeTHOM
(cm.  PucyHok 112, cm. PucyHok 113)
KOCHYTbCA NyHKTa « OHOPA30BbIM NapPO/by;

— Ha OTKPbIBWENCA CTpaHULE KOCHYTbCA KHOMKM
«CreHepupoBaTb» (PucyHOK 122) ans reHepauum napona
b0 yCTaHOBUTL Kypcop B none «OaHOPa30BbIA Napoab»
M 3aZaTb NApPOb;

— KOCHYTbCA 3Hauyka & ans oTobpaskeHUa Napons;

— KOCHYTbCA KHOMKM «YCTaHOBUTbLY (PucyHOK 122) 1
noaATBEPAMTL  AENCTBME BBOAOM  TEKYLIEro MNapons
(cm. PucyHok 4).

3anumcu]»
HeobxoaAnMo
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MPUMEYAHMUE. MoapobHoe onuncaHme 0 BXOAE B YY4ETHYHO 3aMMUCb MNONb30BaTENA C
MOMOLLLbKO 04HOPA30BOr0O NAPOAA NPUBEAEHO B AOKYMEHTe « PYKOBOACTBO MO/1b30BATENAN

AAMI.10034-02 90 0O1.

4.2.2.1.3.HacTtporika napoabHOW NOANTUKM

Mapo/ibHble MOAUTUKM — 3TO COBOKYMHOCTb MPaBUA M TEXHUYECKMX NapameTpos,
PerypyroLLmMx co3aaHne, NCnosb3oBaHMe U 0OHOBEHME Napoiei ANs yYeTHbIX 3anucei
B cucTeme. [laHHble NOANTMK Heobxoammbl Ana obecrnedyeHuns 6e30nacHOCTH, LLeOCTHOCTH
M [OCTYNMHOCTM CUCTeMbl. HacTpOMKM MaponbHOM MOAUTUKM onpeaenatoT TpebosaHMa K
CNIOXHOCTW, [OJINHE, PEerynAapHOCTM CMEHbl Mapoaen, a TaKKe MexaHW3Mbl 3alMTbl OT
HEeCaHKUMOHWMPOBAHHOrO A0CTyNa.

| O61wme HacTpPoMKU

HacTpoliku nonutuku naponew

Hactpoiiku napons @

PucyHok 123

MPUMEYAHUE. V3meHeHMs HACTPOEK MNapOabHOM
NOANTUKM BYAYT NPUMEHEHbI KO BCEM YYETHbIM 3aMUCAM,
CO34aHHbIM Ha MY.

[na nepexosa K HAaCTPOMKAM MapObHOM NONUTUKM
HeobXoAMMO BbIMONHUTL CAeaytolne AenCTBUA:

— OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KacaHMeMm

3Ha4kKa @ Ha JKpaHe NpuaoKeHnn (cm. PucyHok 1);
OO
— KOCHYTbCA MyHKTa MeHo «[losb3oBaTenm» =" B

nogpasgene «Cuctema», B pesynbTate oTobOpasMTCA
OAHOMMEHHAs CTPaHMLA C MNPeACTaB/fIeHHbIM CMUCKOM
nonb3oBaTenen, cosgaHHbix Ha MY (cm. PucyHOK 5);

— KOCHYTbCH nons «Obuwpe HACTPONKM»
(cm. PucyHok 5), B pe3ynbTaTe oTobpasnTca
OJHOMMEHHas cTpaHuua (PucyHok 123).

[na HaCTPOMKM NAPOSAbHOM NOAUTUKM HEODXOAMMO KOCHYTbCA NYyHKTa «HAaCTpoMKn
naponsa» (cm. PucyHok 123) 1 Ha OTKpbIBLUENCA CTpaHMLEe 3a4aTb HeobXoAMMble NapaMeTpbl

AR Napons:
— ANVHa;
— C/IOMKHOCTb;

— KO/IMYeCTBO MOMbITOK BBOAA;
— OT/IMYME OT NpeablayLUmX naponen;

— CPOK AencTBus;

— yBeJoM/ieHMe 06 UcTeyeHnn CpoKa AenNCTBMA.



HacTpoitku napons

HacTpoiite nonuTuky naponei, kotopas
5\/1](:‘T npuMeHeHa KO BCeM Nnosib3oBaTensam

5 cumBonoB

MuHUManbHas gnvHa napons
CnoxHocTb napons
MpocrTas (Tonbko undpbi)

# CnoxHas

LononHuTenbHble HaCTPOKU
He orpaHuyeHo
" KorumiecTsa onermok.
Be3s nposepku
HefocTynHocTs nosTopa npen, napones
UcTtekaet yepes He orpaHuyeH
Wa)m're, Korga uctekaert Cpok p,eﬁcmm napons

3a 5 gHein

YBSAOMHRTb 06 ucteueHum napona

PucyHok 124

I HacTpoiiku napons

HacTpoiite nonuTrKy naponei, kotopas
GVAE"T NPUMeHeHa KO BCeM NoJib3oBaTeNnsam

7 cuMBONIOB

MwuHuManbHas anuHa napons
CnoxHocTb napons

MpocTas (Tonbko umudpsl)

#  CnoxHasa

10
Konuyecteo nonbiTok
1
He[:\OC'I;y;'IH(;)CT‘b n;a;:n;é n.pe,ci. n‘ap;me%

WUctekaet yepes 180 aHeit
Yxaxwre, KOrga uctekaert Cpok ,C\ef\CTHMﬂ napons

YeenomnsaTb 06 uctedeHuu napons

PucyHok 125
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[ns  HaCTpPOMKM  ANWMHBI  napons HeobxoaAMmo
YCTQHOBWUTb KO/IMYECTBO CMMBOJI0B, Nepemellaa cnamnaep
«MuHumanbHaa anuvHa naponsa» (PucyHok 125) BnpaBo
ONA  YBEAMYEHUA KOMIMYeCTBa BXOAAWMX B MNApOJib
cMMBONIOB AMbBO BNEBO ANA YMEHbLUEHMA KOMYEeCTBa
CMMBO/IOB, W MOATBEPANTb AEUCTBME BBOAOM TEKYLLETO
napona (cm. PucyHok 4).

NMPUMEYAHUE. TlpeaycmoTpeHa  BO3MOXKHOCTb
YCTaHOBWUTb A/IMHY Naponda oT 5 40 12 cMmMBOOB.
BHUMAHUE! 3HayeHME MUHUMANbLHOW  ANINHbI

napo/sia OTAnYaeTca B 3aBMcMMOCTH OT Bepcunun OC Aspopa
(cm. PucyHok 124, PucyHok 125).

[na 3agaHWs CNOXKHOCTM Mapons HeobxoAMmO B
noapasaene «CNOXHOCTb Mapons» aKTMBMPOBATb OAMH
13 cnepyrowmx nepekntodatenen (PucyHok 125):

— «[MpocTas (TonbKo UMdPbLI)», rae naponb byaeT
COCTOATb TONbKO 13 LUMNPP;

— «CnoxHada», rae napoib AO/MKEH COAEpP!KaTb Kak

MUHUMYM  undpy, OykBY, 3arnaBHyto  OyKBy U
cneumanbHbIi CUMBOS.

NMPUMEYAHUE. B cnyyae BbiODOpa 3HaAYeEHMUS
«CnoxHaa» HeobxoAMmMo  NOATBEPAUTb  AencTBue

BBOJOM TeKylllero napona (cm. PucyHok 4).

[na yCTaHOBKM KOAMYECTBA NOMbITOK BBOAA NapoA
HeobxoaMmo B nogpasgene  «[onNoaHUTENbHbIE
HAaCTPOMKM»  NepemMecTuUTb  cnangep  «KonmyecTtso
NOMbITOK» BMPAaBO A4 YBEAMYEHUA KONMYECTBA NOMbITOK
nmbo BNEBO ANA YMEHbLLEHMA.

BHUMAHUE! MuHMmanbHOEe ¥ MaKCMMaabHoe
3HayeHue cnangepa «Konnm4yecTBo NOMNbITOK» 3aBUCUT OT
Bepcun OC ABpopa (PucyHok 125, PucyHok 126).

[lna yCTaHOBKM KOIMYECTBA NpeblAyLLmMX Napoien, 0T KOTOPbIX A0/IKEH OTIMYATLCS
HOBbIN Napo/ib, HEOBXOAMMO B Noapasaene «JonoNHUTEebHbIE HACTPOUKNY NepemecTuTb
cnangep «HenocTynHOCTb NOBTOPaA Mpea. Naposiei» BNpaBo AN1a YBeANYEHUs KONMYecTBa
naposiert 1Mbo BNeBO A5 YMeHblueHua (cm. PucyHok 125).
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[ns 3apaHnA CpoKa AENCTBMA MNapons HeobXOAMMO BbIMOAHUTL CAeaytoline
NencTems:

— B noapasgene «[ononHUTENbHble HACTPOMKM» KOCHYTbCA nona «Mcrekaet
yepes» (PucyHok 126);

— Ha OTKPbIBLLENCA CTPaHMLUE BbIDpaTb 0AHO M3 3Ha4YeHn (PrucyHok 127);

— NOATBEPAUTbL AENCTBME BBOAOM TEKYLLErO Naponsn (CM. PUCYyHOK 4).

BHUMAHUE! Mo TpeboBaHmam 6e3zonacHoctm WC, B KOTOPbIX MNAaHUPYeETCS
MCNONb30BaHMe MY, CPOK AeNCTBMA Naponsa A0MKeH ObiTb YCTaHOBAEH B 3HavyeHWe «180
AHEn».

| HacTpoiiku napons McTekaet yepes

HacTpoitte nonuTUKy naponeu, kotopas

He orpaHuyeH
6yner npuMeHeHa Ko BCeM Mosib3osaTensam

30 gHen
7 cuMBONOB

MwuHuManbHas anuHa napons 60 gHen

CnoxHocTb naponsi 90 pHen
MpocTas (Tonbko undpbr) 120 aneii
#  CnoxHas 150 aneii
[ononHuTenbHble HaCTPOUKK 180 D,Heﬁ

4

KonuyecTBo nonbiTok
1
HeflocrynocTs noeTopa npen, naponei
WUctekaet yepes 180 aHeit
YKaxme, KOrga ucrekaert Cpok L\EﬁCTEMR napons

Ysenomnatb 06 ucteveHnu napons

PucyHok 126 PucyHok 127
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[ns 3a0aHnA BpeMeHM yBeaomieHns 06 nctedeHmnm
CPOKa AENCTBMA Mapond HeobxoAMMO  BbINMOJHWUTb
e o e AR cnepylolme 4encTeus:

— B noapasaene «[JonoNHUTENbHbIE HACTPOMKMY»
nepemectTuTb cnamgep «YBeaomnAaTb 060 UCTeYeHuu
napona» (PucyHok 128) BNpaBo AN  YBEAMYEHUSA
KonmyectBa AHen nmbo BNEBO ANA  YMEHbLIEHMS
Konnyectsa AHeM, 3a KOTOpoe Mo/b30BaTelb HAYHET
nonyyaTb yBeAoMIeHMA 06 MCTeYEeHUM CpoKa AeNCcTBUA
napons;

— NOATBEPANUTb AENCTBME BBOAOM TEKYLLETO NApos
(cm. PucyHok 4).

NMPUMEYAHUE. TlpeaycmoTpeHa  BO3MOXKHOCTb
YCTaHOBWUTb 3Ha4YeHme oT O (Hukorga) o 10 aHen.

HacTpoitku napons

5 cumBonoB

MwuHuManbHas gnavHa napons
Cn

10KHOCTb napons

MpocTas (Tonbko undpsl)

# CnoxHas

LononHuTenbHble HaCTPOKU
He orpaHuyeHo
" KorumiecTsa onermok.
Be3s nposepku
HefocTynHocTs nosTopa npen, napones
UcTtekaet yepes He orpaHuyeH
Wa)m're, Korga uctekaert Cpok p,eﬁcmm napons

3a 10 gHen

YBSAOMHRTb 06 ucteueHum naponsa

PucyHok 128

4.2.2.2. AyTeHTUPMKAUMA C NOMOLLbIO CMAPT-KapTbl

B OC Aspopa And ayTeHTUOUMKaUuMM MOryT ObiTb MCMNO/b30BaHbl CMapPT-KapTbl
cnenyrouwmx tmnos: USB 1 NFC, a umeHHo:

— «PyToKkeH» Bepcum 4 (3UM PKI) — nporpammHO-anmnapaTHbIM KOMMIEKC
ayTeHTMdMKaUUmM 1 xpaHeHua nidopmaumm (ceptndumkat PCTIK Poccmnm Ne3753);

— JaCarta — cpeacTBO ayTeHTMOMKaAUMM M Be30MNacHOro XpaHeHusa MHGopMaLmm
nonb3oBatenen (ceptnpumkat PCTIK Poccunm Ne3449).

BHUMAHMUE! Vcnonb3osaHue ana ayteHTudukaumm B OC ABpopa CMapT-KapT,
OT/IMYHbIX OT YKa3aHHbIX, HE NPeayCMaTPUBAETCA.

4.2.2.2.1.06wme npaBnaa HaCTPOMKN N MCNONb30BAHNA CMAPT-KapT

HeobxoayMmo  yu4mTbiBaTb CAedylollMe OCHOBHble MpaBuia  HACTPOMKM WU
MCMONb30BAHUA CMAPT-KapT:

— 3KCMN/yaTaumio CMapT-KapTbl CaedyeT OCYWeCTBAATb COrnacHo TpeboBaHMAM,
YKa3aHHbIM B COOTBETCTBYIOLLLEN JOKYMEHTALMMN HA Hee;

— ana obecnevyeHnsa nogxkatodeHna Kk MY n nocneaytollen HaCTPOMKN CMapT-KapTbl
TpebyeTcs MCNoAb30BaTb chneumannsnmpoBaHHblin USB OTG-nepexogHWK, KOTOPbIA He
BXOAMT B KOMMNEKT NocTaBkn MY;

— NONUTMKA  De30MacHOCTM  MOXeT  3anpewatb MNPUMEHEHWE  BHELIHWMX
USB-ycTpoicTB, AnAa 3Toro HeobxoAMMO AOMOAHUTENBHO MNPOBEPUTbL YCTAHOBIEHHOE
orpaHmyeHue aerncteytowen 8 OC ABpopa NoanTHKn besonacHocTtu (n. 4.3.2);
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— npu paboTe co cmapT-KapTon noTpebyeTca AOMOAHMTE/NbHbLIA Napob ANA
[0CTyna B 3aWMuUleHHyt0 0061acTb MamMATM CMapT-KapTbl, B KOTOPYD MNPOM3BOAMTCA
Ha3Ha4YeHWe 1 CoXpaHeHne ayTeHTUOMKALMOHHON MHOPMaLIMK NOb30BaTENS,

— ayTeHTUUKAUMA C MOMOLLbIO CMapPT-KapTbl AOCTYMNHA A5 BCEX YYETHbIX 3anmncen
ponein (cm. n. 1.2.1), co3aaHHbIX Ha MY.

MPUMEYAHUE. AyTeHTUdMKALMA C NMOMOLLBIO CMAPT-KapTbl BbIMOAHAETCA TO/bKO
NPV NepPBOM BKAOYEHMM YYETHOM 3anmchm.

4.2.2.2.2.[pensaputesibHasd No4rOTOBKA CMapT-KapTbl

Onsa paboTbl CO CMapT-KapToM HeobXoAMMO BbIMOAHUTL MNPeaABaAPUTENbHYHO
HAaCTPOMKY, KOTOpas MOET ObiTb BbINOAHEHA C MCNO/Nb30BAHMEM 3NEKTPOHHO-
BbIYMCIUTENBHOM MalLMHbI (9BM) ¢ OC Linux, Ha KOTOpOWN NpeaBapuUTeNbHO A0MKEH ObIThb
YCTaHOBJIEH MNAKET opensc.

NMPUMEYAHUE. CmapT-KapTbl A0/KHbI MMEeTb GOPMaT PKCS#15.

B cnyvae ecam cmapT-KapTa MMeeT Apyron dopmaT, A5 ee nepenHnUmManmsaumm B
dopmaTt PKCS#15 Ha 3BM HeobxoaAMMO BbINONHUTL CleaytoLinme KOMaHab!:

pkcsl5-init --erase-card -p rutoken ecp

pkcsl5-init --create-pkcsl5 --so-pin "87654321" --so-puk ""
pkcsl5-init --store-pin --label "User PIN" --auth-id 02 --pin
"12345678" --puk "" --so-pin "87654321" --finalize

BHUMAHMUE! Mocne nepenHnumannsaumm cMapT-KapTbl BCe AaHHble C Hee byayT
yOaneHsl.
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4.2.2.2.3.HacTponKka cMapT-KapThbl

MPUMEYAHUE. MoapobHoe onmMcaHWe HACTPOMKM CMApPT-KapTbl NpuBeAeHO B
AOoKymeHTe «PykoBoacTBO nosib3osaTena» AAMI.10034-02 90 O1.

4.2.2.3. AyteHTndumkauma c nomoubto CYANC

AyTeHTUdMKauma ¢ nomouwbto CYANC:

— npeaHa3HavyeHa ana naeHTUMKaLmm 7
ayTeHTMduMKaumm nonb3losatenen MCOA MB/ Poccuu;

; — AOCTYyNHa Ha MY TOAbKO NpU  HaAMymm
Msg"po'cw ) yCTaHoBAeHHOro KaneHTta CYAWMC mn poctyna K cepsepy
T CYANC yepes ceTb MHTepHeT.

B CYAMC nonb3oBaTenb  MOXET  MPOUTU
ayTEHTUPUKALMIO C MOMOLLbIO NPeaoCTaBAEHNA OAHOM
N3 cnepyoulen KombmnHaunm AaHHbIX:

— JIOTUH U Napo/ib;

— ceptnudumkaT n PIN-koz, (PrcyHok 129).

Bxarno napono Co3znaHue MO/1Ib30BaATEIbCKMX
ayTEHTUDUKALMOHHbBIX AAHHbIX BbIMOAHAETCA B CUCTEME
NCOL MB/L Poccmun n CUHXPOHU3IMPYETCA C KIMEHTOM
CYOANC Ha MY.

BxoZ No 371eKTPOHHOM NOANMUCH
Beeawte nuH-koA

Het pocTynkpix ceprinpukaron

‘-":::;""ll

SKCTPEHHbIN BbI30OB

PucyHok 129
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4.2.2.4. HacTpoWnKa OorpaHU4YeHnin BXO4a B CUCTEMY

[nAa HaCTPOMKM OrpaHWYeHuit BXxoda B cUCTeMy AOAA
YyYeTHOW 3anucu nosb3oBaTend HeobXOAMMO BbIMOMHUTL

OrpaHuyeHune Bxofa B cUCTEMY

HBCYDO%KM 6e30nacHOCTY Nonb3oBaTtens u

orpaHu4yeHus BXxoaa B CUCTEMY Cn eﬂ‘yl'o LLI‘Me ﬂ‘em CTBMH :

[eiAcTBME YYETHOMN 3anuncu nonb3oBaTens _

S v KOCHYTbCA MyHKTa «OrpaHmnYyeHmne BXxo4a B CUCTEMY»
il bR e (cm. PucyHok 112), B pesy/braTte oTOobpasmnTCs
HWBXOHaE clicTeny OAHOMMEHHas cTpaHmua (PrucyHok 130);

Sl S — KOCHYTbCA nona  «/[leicTene y4eTHOM 3anucy
nonb3oBaresib CMOXeT BOMTU B cucrtemy v

NoNb30BaTeNA» M Ha OTKPLIBLIENCA CTpaHuue BblbpaThb
Bpems Bxoga B CUCTEMY o
e i s e o ety naty (cm. PucyHok 19), nocne KOTopoit nonb3osaTenb He

Bech pens CMOXeT BOWTW B yHYETHYIO 3aNuChb;

— KOCHYTbCA nons «JHM BXxoda B CUCTEMY» M Ha
OTKPbIBLUENCA CTPaHMLE BbIOpaTb AHM HEAEeNW, B TeYeHue
KOTOPbIX MO/b30BaTe/Nlb CMOXET BOWTM B CUCTEMY
(PucyHok 131);

— [IeaKTMBMpPOBATb MepeKkntovaTenb «Becb AeHb», B
pe3ynbTaTe 0TOOPA3ATCA NONA BBOAA AMANA30Ha BPEMEHM,
B TeYyeHMe KOTOPOro Mo/b30BaTe/b CMOXET BOWTU B
PucyHok 130 cuctemy (PucyHok 132).

3abnokupoBaTb Nosb3oBaTens

NMPUMEYAHUE. [1na akTMBauMM NepekntoyaTend A0CTaTOMHO KOCHYTbCA MOAsA, B
KOTOPOM OH PacCrO/IOXKEH: NepeKkatoyaTe/lb HA4YHET CBETUTLCA ApYe, YemM B COCTOAHMUM MO
YMOJIYAHWNIO (HEAKTUBHOM);

— KOCHYTbCA COOTBETCTBYIOLWIMX MONEN ANA YCTAaHOBKM WHTEpBasa BPEMEHM
(cm. PucyHok 20), B Te4eHME KOTOPOro No/1b30BaTE/lb CMOMKET BOUTU B CUCTEMY.

Ons  ONOKMPOBKM NONb30BaTeNss HEOobXoAMMO KOCHYTbCA  MepekatyaTens
«3abN0KMPOBaATbL MOJIb30BATENA» M MOATBEPAMTbL AEUCTBME BBOAOM TEKYLLIEro napona
(cm. PucyHok 4).
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I OTMEeHUTb MoaTBepanTb | | OrpaHuyeHue Bxoaa B CUCTEMY
HECTDOVAKM 6e30nacHOCTU NoNb3oBaTeNsa U
Bb|6paTb nHM onna B orpaHu4yeHuns Bxoga B CUCTeMy
UCTem o e
CUCTEMY) [eiicTBre y4ETHOI 3anncu nonb3osaTens

22 aHBapsa 2026

nouenenbuux BbibepuTe aaty, nocne KOTOPOW Nosb3oBaTenb He
CMOXET BOMTU B cucremy

BTopHuk
[Hu Bxoaa B cuctemy
MH, BT, Cp, 4T, NT, ¢6, BC

CpeAa Bbi6GepuTe AHU HeleNu, B Te4EHNe KOTOPbIX
nonb3oBaTesib CMOXET BOMTHU B cucrtemy

YeTBepr
Bpems Bxofa B cucteMmy
Bbléepme BpeMs BXoAa nonb3oBaTens B CUCTEMY

MatHuua
# Becb peHb

Cy660Ta

¥ C 10:00 o 22:00

BockpeceHbe

#  3abnokupoBaTb Nonb3oBaTens
PucyHok 131 PucyHok 132

4.2.3. lindppoBaHme pasgena ¢ AOMaLLIHUMM Nankamm

LUndpoBaHne pasgena ¢ AOMAWIHMMMKM MNankamu — npoueaypa, npu KOTopoM
BBEAEHHbI MNaponb CpaBHMBAEeTCA C naponbHoOM ¢pas3on cnota LUKS-pa3gena,
COOTBETCTBYHOLLEINO MAEHTUDMKATOPY NONL30BATENS.

B OC ABpopa pa3aen ¢ AOMalIHMMK NankaMmn WndpyeTca C NOMOLLbI aAropmMTMa
aes-xts-plain64 512-OUTHbIM MacTep-KAOYOM, AN1A XPAaHEHMA KOTOPOro MCMNOAb3yeTcA
LUKS-3arono0BoK, COCTOALIMIM U3 CAeayolmx 8 C10TOB:

— OAMH CNOT NCMONb3YETCA YHETHOW 3aNNCbi0 aAMMHUCTPATOPA;

— LWeCTb CN0TOB AOCTYMNHbI CO34aBaeMbIM YYETHbIM 3aMMUCAM NOJIb30BaTENA;

— OAWMH CNOT pe3epBupyeTca A1A CMEeHbl Naponen.

NoeHTMPMKATOP  y4eTHOM  3anMcM  NONb30oBaTens  onpeaenser  Homep
MCNONb3yEMOro CA0Ta, MNPV 3STOM B KaXZAOM M3 CAOTOB XPAHUTCA MaCTep-K/oY,
WMPOBAHHbIM NaposieM COOTBETCTBYHOLLEN YY4ETHOM 3anMCKM NOAb30BaTENS C MOMOLLBHO
aNropuTMa PBKDFE. KONMYeCcTBO MTepalmii anropntMma noabumpaerca Takmum obpasom, 4Tobbl
NpoBepKa OAHOM KOMBUHALMM BbINOAHANACL NPUDBAN3UTENBHO OAHY CEKYHAY.

BHUMAHMUE! Mpun obHoBNeHnM OC ao Bepcum 5.0 v Bbiwe:

— NpW BKAOYEHHOM WndpoBaHmn: Bepcua luks octaHeTca Luks 1;

— NPW  BbIK/JOYEHHOM WIMGPOBAHUN: MNONAb30BaTE/IbCKME AaHHble OCTaHYTCA
He3alWwndpPOBaHHbIMM.
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BbinonHeHWe cneayoumx AencTsmii TpebyeT BBOAA

| Wagposanue KOppekTHoro napona M3 cnota  LUKS-3aronoska,
Baunromsosranicsieae COOTBETCTBYIOLLEMO MAEHTUDUKATOPY BbIBPAHHOM YYEeTHOIA
ot anR s ot ToARee A e 3aMmcK Nonb3oBaTeNA:
e — pa3bNoKMPOBKa AOMalIHEN nanKku npu 3arpyske
Monb3osaTenbckue AaHHble My,'

s — pasbnoknposka Ul Lipstick.

ilimieing [na  oTobpaskeHus  cTpaHuupl  «LUudposaHme»

Rasuap 40,16 (PucyHoK 133)  HeobxoAMMO  BbIMOMHUTL  Caedytoline
NENCTBUA:

— OTKPbITb MEHIO CUCTEMHbIX HACTPOeK KacaHWem
3Ha4kKa @ Ha JKpaHe nNpuaoxKeHuin (cm. PucyHok 1);

— KOCHYTbCA MNYHKTa MeHto «LndpoBaHme» B
noapasaene «besonacHoOCTbY.

PucyHok 133

4.3. YnpasneHue A0CTyNom

B OC ABpopa peasin30BaHbl Ciedytoume MexaH3mMbl yrpaBaeHUA OCTYNOM:

— NMCKPeUMoHHoe pa3rpaHuyeHne npaB goctyna (DAC), ocCHOBaHHOe Ha
cneayowmx cywHoctax (n. 4.3.1):

e OMTax paspeLleHunit;

e crivckax KoHTpona goctyna (POSIX ACL) 1 paclumpeHHbix aTpubyTax cTaHAapTa
POSIX 1e;

® BO3MOHOCTAX NU/UNU NEPEYHAX BO3MOKHOCTEN — capabilities;

— poneBoe pasrpaHuYyeHne A0CTyna, NpelycMaTpmBatolLlee akTUBALMIO MOSUTUK
6e30nacHOCTK, KOTOopble MnpeaHa3HayeHbl AnA ynpasaeHus oyHkumamm OC ABpopa
(n.4.3.2).

MPUMEYAHUE. VYnpaBneHne noanMTMKaMm 6HE30MacHOCTM AOCTYNHO TO/bKO
aAMUHUCTPATOPY.
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4.3.1. lInckpeunoHHaa moaenb ynpasaeHna A0CTYNOM
4.3.1.1. Obwan MHPpopmaLms

Mpn pasrpaHuyeHun aoctyna K obbektam OC OC Aspopa peanusyet
OAVCKPELMOHHYD MOAeNb pasrpaHmyeHmna  paoctyna. [aHHaa moaenb npeanonaraer
ynpaBaeHne AOCTyNnom CybbeKTOB K 0ObEKTaM Ha OCHOBe MaTpuubl AOCTyna. Kaxabin
06bekT OC (dbann, nanka) MMeeT NPUBA3AHHOIO K Hemy cybbekTa (nonv3osatens OC),
Ha3blBaeMOro Bnagenbuem. VimeHHO Bnageney (AMbBO agMMHUCTPATOP) yCTaHaBAMBaET
npaBa A0CTyna K 06bekKTy. [paBa A0CTyna onpeaensatoT Habop AENCTBMA, KOTOPble CyObeKT
MOeT COBepLUaTb C 0O bEKTOM.

NMPUMEYAHUE. lMoacuctema pasrpaHUyYyeHWs A0CTyna AEMCTBYET TONbKO AAS
$annoB M Nanok, XpPaHALWMXCA Ha BHYTPEHHEM HaKonuTene yCTPpoMcTBa. HacTpolika
pasrpaHnMYeHmnsa A0CTyna [AO0J/KHA OCYLWEeCTBAATbCA B COOTBETCTBUM C MONOXKEHMAMM
NOKYyMeHTa «PyKOBOACTBO MO yCTaHOBKE M HacTpomke» AAMTI.10034-02 93 01.

B OC npaBa 40CTyna pa3aenatTca Ha:

— npaBa Biadenbla 06beKTa;

— npaBa rpynnbl, BAagetouen o beKToM;

— MpaBa A1 OCTaNbHbIX CYDBEKTOB.

Habop aencrsnit, NOTEHUMANbHO Pa3peLlleHHbIX CYyObeKTy:

— YTeHue,;

— 3anuce;

— WCMNONHEHMeE,

MpaBa BblpaxatoTca AeBATUMOMTOBOM MNOCAEA0BATENbHOCTbIO, Pa3buTol Ha Tpwu
paBHble TPynnbl, onpeaenatoluLme npasa BagenblLa, rpynmbl M OCTaibHbIX COOTBETCTBEHHO.
Crapwuit 6uT onpegenseT Hanuvyime npaBa YTEHWUA, CPeaHWM — 3anucu, MAaaWwumn —
ncnonHenus. K npumepy, npasa 740 — 111 100 000 6yayT 03Ha4aTb, YTO Y BAaJeNbla ecTb
NpaBa Ha YTeHMe, 3aNnCb U UCNOSHEHWE, Y TPYNMbl — TO/IbKO NPaBa Ha YTeHMeE, Y OCTaIbHOTO
NpaBa OTCYTCTBYIOT.

NMPUMEYAHUE. YnpasneHne maTpuuen A0CTyna OCYLECTBAAETCA KOHCO/bHbIMM
KOMaHAaMU: chown, chgrp M chmod, A0CTyNHbIMM Yyepe3 MIT «Terminal».

KomaHabl MO3BOAAKOT BbINONHATL CAeaytoume AenCTBUA:

— chown MNO3BONAET U3IMEHUTb BNAAE/bLA cbaﬁma (chown VM II0JIb30BaTeId
MMH_Qaﬁnaﬁ

— chgrp NO3BONAET U3IMEHUTb rpynny danna (chgrp mma rpynne uma daina);

— chmod NO3BOASET UIMEHUTb NpPaBa A0CTyna K Gpanny:

e chmod 642 1.txt -npaBaHa dann 1.txt yctaHaBamBatoTcs pasHbimm 110 100
010, T.e. y Bhagenbla NpaBa Ha YTEHWE M 3aMNKUCb, Y TPYNMbl Ha YTEHME, Y BCEX OCTA/IbHbIX
TO/IbKO Ha 3anuCb;
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® chmod u+x, g-w, o-r 1l.txt - B /AaHHOM C/yyae BAadenbly AobaBaAeTcA
NpaBO Ha MCMOAHEHWe, y rpynnbl oTbuMpaeTcs MpaBa 3aMMCKW, a Yy BCEX OCTa/ibHbIX
oTOMpaeTca NpaBo YTeHus. A nonydeHmne nogpobHOM MHPopMaLmMm cneayet 0bpaTUTbCS
K CNPaBOYHbIM PYKOBOACTBAM MO NepeyncieHHbIM KOMaHAaM.

MPUMEYAHUE. HacTtponKka NOAMTUKM AUCKPELMOHHOMO pasrpaHMyeHna npas
noctyna aencreyet TobKo B PC EXT4, koTopana ncnonbayetca B OC ABpopa N0 YMOAYAHMUIO.
CTaHAapTHbIM Habop npaB B BMAe OWMTOBOM Macku nogaepskmsaetca OC Aspopa A4/A
cnyKebHbix OC: tmpfs, sysfs, procfs.

MpuHUMN paboTbl MNOAUTUKM OMCKPELMOHHOrO pasrpaHMyeHnAa npasB Ao0CTyna
npeacTaBneH Ha pucyHKe (PucyHok 134).

MoHuTop obpaleHni

Bce cMCTEeMHbIE BbI30Bbl MTPOXOAAT YEPe3 MOHUTOP 06paLLeHKA
ANA nposepki 6e30nacHoCTM

Odfl'l pouecc Nonb30BaTeNs

[lpocTpaHcTBO
no/fb3oBaTena

MoHuTop oBpalleHni

[NpocTpaHcTBO
agpa

Hopo OC

PucyHok 134

[lncKkpeluoHHOe pasrpaHMyeHne Npas A0CTyna OCYLECTBAAETCA KaxKablh pa3 npu
nonbiTKe obpauleHna cybbekTa K 0O0bekTy, npu 3Tom o0be CywHOCTM coaepKaT
cooTBeTCTBYOWME aTpMbYThl HE30MAaCHOCTN, NPUHAANEXaWMEe ANCKPELMOHHOM MOoAEeNW.
Apnpo OC ABpopa nNpoBepAeT ypoBeHb A0CTyna, 6a3npyolmMincs Ha AaHHbIX aTpMOYTOB C
OJZIHOM CTOPOHbI 1 NpaBuKiax pasrpaHundenma goctyna (MP) ¢ Apyro CTOPOHbI.

[NcKpeumoHHoe pasrpaHnyeHne npas AOCTyna MO3BOAAET BAadenblly 0ObekTa
onpeaenaTb, KTo 061a4aeT NOSHOMOYMAMM OCYLLECTBAATL AOCTYN K OOBEKTY.

CybbeKktamm B peanmsaumm OUCKPELMOHHOTO pasrpaHMyeHna npas Ao0CTyna
BbICTyNnatoT 0b6bluHble npouecchl OC ABpopa, KOTopble MpeacTaBaeHbl MPOrpammHOM
CTPYKTYpOW AApa task struct.

Bce HMMKEMMEHOBaHHble CYLIHOCTW, TakMe Kak obblyHble dannbl, dannbl MY
(Kak BN0OYHbIE, TaK M CMMBO/bHbIE), NankK, Gaiabl COKETOB (MNaMnoB) C TOYKU 3PEHUS
AMCKPELUMOHHOro pasrpaHnyeHma npas gocTtyna Aagapa OC ABpopa ABAAOTCA 06beKkTamm
[0CTyna, ChefoBaTeIbHO, TaKXKe NonaaatoT noa, AeNCTBME NONUTUK pasrpaHUUYeHns.
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ATpnbyTbl CyOBbEKTOB A0CTyNa WCMNOMb3YKTCA ANA OCYLIECTBNAEHUA pPEeLIEHWU
NONIMTUKM AMCKPELMOHHOIO pa3rpaHMyeHma npas A0CTyna. B KayecTse AaHHbIX aTpmbyTOB
nns cybbekToB AocTyna (Npoueccos) 06A3aTeNbHO NPUMEHSAIOTCA CeaytoLlme:

— 30 dEKTMBHbIN MAeHTUPUKaTOP (Yncno) Bnagensla npouecca (PID);

— 30 dEKTUBHbIN MAEHTUPUKATOP (YMcno) rpynnbl npouecca (GID);

— MEeTKa BO3MOKHOCTU UM BO3MOXHOCTb (capability) cTaHgapTa POSIX.1le;

— UYNEHCTBO nNpouecca B AOMNOMAHUTENbHbIX (HE OCHOBHbIX) rpynnax (npu
HEeobX0ANMMOCTH).

YKa3zaHHble aTpmbyTbl cybbeKTa A0CTyNa XPaHATCA B MPOrpamMMHON CTPYKTYpe Aapa
task structc ¥ OLEHMBAOTCA CUCTEMHbIMW BbI3OBaAMMU.

ATpnbyTbl 0OBEKTOB AOCTYNA TaKKe MCMO/b3YOTCA ANA OCYLLECTBAEHNS pelLleHn
NOSINTUKN AMCKPELIMOHHOIO pasrpaHMYeHns npasB AOCTyNa. B KayecTBe AaHHbIX aTpubyTOB
obbeKTa A0CTyNa NPUMEHSAIOTCA CaeaytoLine:

— BNlagenel obbekKTa;

— BNlageney, rpynnbl 06beKTa;

— OuTbl NpaB AOCTYNa;

— [JONONHUTENbHbIE aTPUOYTbl CMNUCKOB KOHTPOASA A0CTyna B COOTBETCTBMM CO
ctaHaaptom POSIX.1e ACLs.

ATpnbyTbl 06BLEKTOB [0CTYMNa COXPaHATCA U yunTbiBatoTca aapom OC ABpopa, a
TaKKe XPaHATCA B MHAEKCHbIX Adeckpuntopax @PC, pasmMelleHHOM Ha [AMCKOBOM
npocTpaHcTee MY.

MpaBuia AUCKPELMOHHOIO pa3rpaHMYeHns Npas A0CTyNa onpeaenatoT:

— KaKMM 0O6pa3som KOHKPETHbIN npoLecc (CybbeKT) MOXKET OCYLECTBAATb MOMbITKY
NoflydeHns aoctyna K OObekTy, OCHOBbIBAACb Ha YKal3aHHbIX Bbille aTpubyTax
6e30nacHOCTU;

— Kakmm obpa3om M Npu Kakmx ycnosumax aTpmbyTbl 6e30nacHOCTU cybbekTa ©
06beKTa NPUHMMAIOT HOBbIE 3HaYEeHUA.

4.3.1.2. Obuiee onmcaHme NpuUBMUAErNIA

MpuBunerva nporpaMmmbl 6a3MpyeTcs Ha CAedytloulmx 3HayeHusx aTpubyTtos
npouecca:

— aTpubyT apdpekTnsHoro UID (PID);

— aTpubyT adPeKkTnBHOM rpynnbl npouecca (GID);

— Habop (CnNMCOK) YneHCTBa AOMOAHMTENbHbIX FPynn npouecca (Npu Hanuymm),
KoTopble cy6beKT A4oCTyNa (MpoLuecc) umeeT B 11060e BPEMA KUIHEHHOTO LMKAA.

Jlobo  npouecc ¢ 3OPEKTUBHLIM  UAEHTUPUKATOPOM  HOMb  CYMUTAETCA
NPUBMAETMPOBAHHbIM 1M 00/1a4aeT  BO3MOMHOCTbIO  HE  MNPUMEHATb  MOAUTUKY
AMCKPEUMOHHOTo pasrpaHmnyeHna npas goctyna B OC Aspopa.



92
AOMI.10034-02 91 01

YyeTHaa 3anucb Cynepnosib3oBaTend accoumMmpoBaHa C uaeHTudbukatopom O.
OpHako TexHu4yeckn sapo OC ABpopa onpenenseT yyYeTHble 3anncu nosib3osaTenein no
YMCNOBbIM MAEHTMOMKATOPAM, CAeA0BaTENbHO, TEXHUYECKM BO3MOMKHO MMETb YYETHYIO
3anucb nosib3oBatens ¢ uaeHtudmkatopom 0, obnagaloWero MMeHem, OT/IMYHbIM OT
cynepnosib3oBaTens.

Kpome TOro, aapo OC ABpopa MMeeT COOTBETCTBYHOLIMIA MEXaHM3M OLEHKM Mpas,
basmpytowminca Ha TpeboBaHMAX OTKpbITOro craHaapTa POSIX1l.e ACL gna cnmckos
KOHTPONA [AO0CTyNa W BO3MOMKHOCTEM (capabilities), KOTOpbIM TaK¥e no3sonset
npeoaoseBaTb OrpaHWYEHMs MOUTUKMU OMNCKPELMOHHOrO pasrpaHMyYeHns npas A0CTyna
ansa cybbvekTa c aTpmbytom adpdpeKkTnBHOro naeHTndmratopa O.

[MOCKONbKY ANS BbINOJIHEHMA NPOBEPKM MPaB AOCTyNa NPOLECChl Pa3aenstoT Ha [ABe
KaTeropmn: npusunernposaHHbie (ID adpdekTMBHOro nonbloBaTena paseH 0, Kak vy
cynepnosib3oBaTens) n HenpusmnernposaHHble (ID apdeKTMBHOro Nnonb3oBaTesns He paBeH
0), 4NA NPUBUNETMPOBAHHbIX MPOLLECCOB BbIMNONHAOTCA HE BCE NPOBEPKM NPaB B AApe, a ANA
HEeNPUBMNETMPOBAHHbIX MPOLECCOB  BbIMOAHAETCA MNOAHAA MNPOBEpPKA Ha OCHOBE
BO3MOXHOCTEM npouecca (obblvHO apdekTnsHoro UID, addektmBHoro GID M cnumcka
[ONONHUTENbHbIX Fpynn).

B aape OCABpopa BCe nNpuMBUAEIMK, CBA3AHHbIE C Cyneprno/sib30BaTeNeM,
pasaeneHbl Ha HECKO/IbKO 4acTel, Ha3blBaeMbIX BO3MOXNKHOCTAMWU (capabilities),
KOTOPbIe MOYKHO pa3peLlaTb M 3anpeLlaTb HE3aBUCUMO APYr OT APYra. BO3MOXKHOCTU TaKKe
ABNAOTCA aTPUOYTOM HUTMU.

Hanpumep, ecam Kakon-nmbo npouecc nbiTaeTca co3aaTb cneumansHblin dann MY,
MCNONb3ys ANA 3TOTO CUCTEMHbIN BbI30B mknod (), aapo OC ABpopa NOMUMO MPOBEPKU
NMCKPELMOHHbIX MPaB BbINOAHAET c/ieaytollme A0NONHUTEIbHble MPOBEPKMU:

— PaBHO /1M HY/O 3HaYyeHMe 3ddeKTMBHOro naeHTUPMKaTopa npouecca (cybbekra
[0oCTYyna);

— pa3pelleHo M nNpoueccy Cco34aBaTb crneuuansHble daiabl C  NOMOLBIO
COBEpLIEHMA COOTBETCTBYHOLLETO CUCTEMHOIO BbI30Ba.

OC ABpopa obecneumBaeT ANA NOAUTUKM AMCKPELMOHHOIO pasrpaHMYeHns npas
[0CTyNa NpUMEHeHMe caeayroLmMX CBONCTB:

— NPUHYAUTENbHAA peann3aums noaydyeHma cybbektamm (npoueccamm) Aoctyna K
00beKTaM TONbKO B pamKax NoaHOMOYMI, onpeaensembix MP/;

— Ha/inyme cnocobHOCTN onpeaenaTb (Ha3zHayYaTb) NOAUTMKY AOCTYyNa TONbKO ANA
CyOBEKTOB, MMEILLMX Ha 3TO NpPaBa, Kak onpeaeneHo NONUTUKON NOSTHOMOYNI ANA HUX;

— OTCyTCTBME NMODObIX OrpaHMyeHnn ana cybvekta, umetowero naeHtudmnkatop O.

ATpnbYTbl  AMCKPELMOHHOro pasrpaHuMYyeHMs npaB  AOCTyna  CBA3bIBAKOTCH
HenocpeacTBEHHO C 06 bEKTOM A0CTyNa B MOMEHT ero co3aaHua. [lecteme aTux aTpnubyTos
pacnpocTpaHAeTca Ha OObeKT A0 ero yHMYTOXeHMA AMbo A0 Tex Nop, NoKa aTpubyTbl He
OyayT U3MEHEHDI.
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ATpnOyYTbl CyLIECTBYHOT W AEMUCTBYIOT ANA Ntoboro TMna o6bekTa, XPaHATCA B
MeTadaHHbIX GalifoB MU Peann3oBaHbl B BUAE CAeAYOLLMX CYLLHOCTEN:

— OuTbl pa3pelweHnii (baszosble aTpPUOYTHI);

— CnuMckuM KoHTpona aoctyna (ACL n paclwimpeHHble aTpubyThl);

— BO3MOHOCTU (capabilities).

CybbeKT, MAEHTUPUKATOP KOTOPOro COBMaAaeT C MAEHTUPUKATOPOM BAaAeNbLd
00beKTa, MOXKET M3MeHATb aTpPUbyTbl 0OBbEKTA, BKAOYAA Da30Bble M paclIMpPeHHblIe OUTHI
npaBs (3a ucktoYeHmnem cnyyaes, koraa PC HaxoAUTCA B peXMME KTOJIbKO AR YTEHUAY).

NMPUMEYAHUA:

v/ BO3MOMKHOCTb ~ M3MEHATb  B/afesbla obbeKkTa  AO0CTyMHA  TOJIbKO
Cynepnosib30BaTeNto;

v BO3MOKHOCTb M3MEHATL rpynny 06beKTa AOCTYMNHa TONbKO A1 BAaAenbla U Ans
No/1b30BaTENA C UAEHTMOUKATOPOM HO/b (Cyneprnonb30oBaTes).

B cnyvyae HeobxoAMMOCTM MPUCBOUTL (M3MEHWUTL) HOBbIM MAEHTUDUKATOP FPYNMbI
nns obbekTa, OH AO/KEH COBMNAAATh C TEKYLIMM 3HAYEHMEM OCHOBHOW rpynnbl cybbeKTa
NN ABNATLCA 3HAYEHWEM TPYMMbl, Y1EHOM KOTOPOWN ABNAETCA CYyDObEKT.

Cynepnonb3oBaTesib YNOAHOMOYEH onpeaenats A0byto rpynny Ana 0ObeKTa,
M3MEHATb BJafenbua W nobble OGUTbl NpaB, BKAKOYAA pPaACWMPEHHblE aTPMOYTbl WU
BO3MOXHOCTMU.

CTaHaapTHbIM Habop npaB A0CTyna peann3oBaH B BuAe OMTOBOM MaCKM Npas,
Ha/Naraemblx Ha Kaxablh MAEHTUPUUMPOBAHHbBIN 00beKT. [JaHHbIM CTaHAAPTU3NPOBAHHbLIN
NoAX0J W CTaHAAPTHbIM MexaHu3m, peannsyembir OC ABpopa, onpeaeneHbl B TEKYLLEN
cneundmraumm UNIX.03.

MPUMEYAHUE. ViHAMBMAYanbHble BUTbI NPaB MUCMNONb3YIOTCA A/1A YKa3aHWA NpaBa
Ha yYTeHWe (r uam YeTbipe), 3anuck (W MAKM ABa) UM BbINOAHEHUE (X uanm oauH). OHK
onpeaenatoTca OTAENbHO ANA BAadeNbuUa 0O6beKTa, rpynnbl, K KOTOPOM MNPUHAANEKNT
0OBEKT, M BCEX OCTA/bHbIX, T.€. CyObeKTOB, AEHTUGUKATOPbI KOTOPbLIX HE COBMAZAIOT HM C
NOEHTUPUKATOPOM BAAAENbLA, HU C TEKYLLMM MAEHTUOUMKATOPOM rpynnbl 06beKTa.

4.3.1.3. MO c noBbIWEHHbIM YPOBHEM MPUBUAETUIA

Mporpammbl, GYHKLUMOHUPYIOLIME B CUCTEME W MWCMONb3YOULME MOBbILLEHHbIN
YPOBEHb NPUBUAETNIA, MOTYT ObITb Pa3aeNeHbl Ha CAeaytoLLMe TUMbI:

— Mporpammel MAN  CUCTEMHblE  CAYXObl, 3anyweHHble  CUCTEMHbIM
MHUUMANN3ATOPOM UM A4POM. Hanpumep, NporpaMmsel systemd WAK crond;

— MPOrpamMmbl, 3anyLeHHble OT MMEHM Cynepnob30BaTeNdA C LUEe/bi BbINOJIHEHMA
OYHKUMA  aAMUHUCTPUPOBAHUA UM 0BCAyXKMBaHWA. Hanpumep, 3anyck MNporpammbl
iptables 4n4 ynpasaeHua M3;

— NPOrpammbl,  MMetolMe  YCTAHOBAEHHbIN  3PPEKTUBHBbIN ~ OUT  CMEHD
naeHTUPUKaTopa (setuid), ecnm OGUT yKasbiBaeT Ha MPUHAANENKHOCTb MOAb30BATENO C
naeHTndurkatopom 0.
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BHUMAHME:

v  CneposatensHo, Bce 10, Kotopoe pabotaer B cucteme, TpebyeT Haanyus
NOBbILIEHHbIX MPUBUAETMA WU  COAEPXKUT WUAN PEann3yeT Te WAM UHble GYHKLMM
6€e30MacHOCTN, MOYXKHO OTHECTU K QYHKLMOHA/IbHBbIM BO3MOXKHOCTAM Be3onacHocth (PBO)
nmbo MPBO OC Aspopa;

v OctanbHoe M0, paboTatollee B CUCTEME C MOBbILWLEHHbIMM NPUBUAETUAMMU TNOO
6e3 HanM4Ma TaKOBbIX, MPX 3TOM HEe peanusylollee HUKaKUX GyHKUMIM 6e30macHoCTH,
asnsetca He B0 man NOBO, a HenpuBunernposaHHbim 0.

B KoppeKkTHO obcnyxumBaemon cucteme nwboe HenpusunernposaHHoe [10
HaxoauTca noa aencrtenem 60 OC ABpopa M HE MMeeT BO3MOXKHOCTM BbIMTM M3-N0OA ero
nencrama. MNpu aTom NpeanonaraeTca, 4To Ntoboe HenpusmunernposaHHoe MO He aBnseTcA
NOBEPEHHbIM.

MpusunermpoaHHoe 0O, KoTtopoe He coaepxut PBO (Hanpumep, BHeWHME
MOZY/NN YPOBHA AApa, peanusylolime onpeaeneHHble GyHKUMKM, K NpUMepy NOAAEPKKY
cneumanm3npoBaHHOro obopyaoBaHUA), [A0/KHO OblTb HAAEXHO W30/1MPOBAHO OT
Mcnonb3oBaHma ¢ nomoubto ®bO OC ABpopa 4/1A NpefoTBpalLeHMA AOCTyNa K Hemy B
0bxoa Tpebyembix NMOSHOMOYNIA.

4.3.1.4. CtaHaapTHble bUTbl NpaB A0CTyNa

B OC ABpopa peanmsoBaHbl Tpu Habopa no Tpu OuTa, KOTOpble onpeaenatoT
NONIMTUKY I0CTYNa K OOBEKTY A8 TPeX KaTeropui nosib3osaTesnien (cyobeKkTos):

— Nonb3oBaTe b-BNagenel, oobekTa;

— NONb30BaTeNM, BXOAALLME B FPYNMy, K KOTOPON NPUHAANEKUT OObEKT;

— BCe OCTa/IbHble NOAb30BaTeM (He BXoAALWME B YKa3aHHOE MHOXECTBO).

Tpu 6uTa B KaaoM Habope onpeaenslT npaBa AOCTyna ANA  Kaxkaoro
N0/Ib30BaTENA, COCTOAWENO B OAHOM M3 yKa3aHHbIX Bbllle KaTeropuii, Npu sSTOM:

— OAMH BUT OTBOANTCA ANA YTEHUSA (r UK YeTbIpe), KOTOPOE pacCMaTpPMBaeTCA Kak
MOTOK AaHHbIX OT 06beKTa (baina, nankm) K cydbbekTy (npoLecc, Nob3oBaTelb);

— OAMH OWT oTBOAMTCA ANA 3anNUCKM UAM yaaneHua (w wAM OBa), KoTopoe
pacCMaTpPMBAETCA KaK MOTOK AaHHbIX OT cybbekTa (mpouecc, nosb3oBaTesb) K 0OBbEKTY
(bann, nanka);

— 0AMH BUT OTBOAMUTCA ANS UCNONHEHUA (x UKW OAMH), KOTOPOE PAaCcCMaTPMBAETCS
KaK MpOLLeCcC 3arpyskm B OMEpaTMBHYKD NamATb TeKCTa MNpPorpammbl M CaeaoBaHMe
MHCTPYKUMAM  GYHKUMIA NPOrpamMmbl, MOSTOMY KaxAblh CyObEKT noaydaeT AocTyn K
Karkaomy ob6bekTy, 6asnpysacb Ha KOMOUHALMN 3TUX OUTOB.

Hanpumep:

— rwx — ONpeaenseT NpaBa Ha COBepLIEHWE BCeX onepaumin (4TeHue, 3anmchb M
BbINOJIHEHME);

— r-x —OnpeaenseT NpaBa TO/NbKO Ha YTEHME U BbINOJHEHUE;

— r—onpeaenseT NPaBo TO/IbKO Ha YTEHWUE;

— --- —onpeaenaeT oTCcyTCTBME N0ObLIX NPaB AOCTyNa.
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Mpwn nonbITKe A0CTyna cybbeKkTa K 0ObeKTy pelleHne 0 NpeaocTaBeHnM A0CTyNa
AN OTKa3e B A0CTyne 6a3mpyeTca Ha Cneaytollem anropuTMme:

— ABNAETCA NM MAeHTMMKATOp nosnb3oBaTens (cybbekTa) paBHbIM Hyato. Ecaum
ABNAETCA, NPUHMMAETCA peLleHne O rapaHTMPOBaHUM N0OOro A0CTyNa Ha YTeHue/3anucs,
UrHopupysa OuTbl npas. [locTyn Ha BbIMOJHEHME TaKXKe rapaHTUMpyeTcs ANA 3Toro
naeHTMdMKaTopa cybbeKkTa, ecam BUT UCMONHEHMA CTOUT XOTA Obl ANA KaKoro-Hubyab
cybbekTa. [anbHenwmne NnpoBepKM NPomn3BoOANTLCA He ByayT,;

— ecan  umaeHTMdUMKaTop cybbekTa  AocTyna  coBmaZaeT € YKa3aHHbIM
MaeHTUPMKATOpPOM BRagenbla obbekTa, a OuTbl paspelleHnit YCTaHOBAEHblI B
onpeaeneHHble 3HaAYEHMWA, pelleHne o AOCTyne MAM OTKase B AoCTyne byaeT NPUHATO B
COOTBETCTBMMU CO 3HAYeHUAMM BUTOB. [anbHelwme NpoBeEPKM NPON3BOANTLCA He ByayT;

— ecan naeHTMOUKaTop OA4HOM 13 rpynn cybbekTa gocTyna (nepsmuyHomn nam ntobon
Apyron) coBrnagaeTr ¢ MAeHTMOUKATOPOM rpynnbl obbeKkTa JocTyna, a buTbl npas
(pa3pelleHnit) ana rpynmnbl YCTaHOBAEHbLI B Kakoe-1Mb0 3HaYeHMe, pelleHmne o 40CTyne uan
OTKase B AocTyne byaeT NPUHATO B COOTBETCTBMM CO 3HavyeHusmu 6utoB. JanbHenwme
NPOBEPKM NPOM3BOANTLCA He DyayT;

— ecnu naeHTndurKkaTop cybbekTa AocTyna Ambo naeHtTudmUKaTop Ntodon 13 rpynn,
B KOTOPOW COCTOUT CyDBEKT A0CTyNa, He COBMNAaAaeT CO 3HAa4YEHUAMM aTPUOYTOB BaAENbLA
M rpynnbl Ans o6beKTa A40CTyNna, OLLEHNBAOTCA 3HaYeHMA BUTOB NpaB A1 06beKTa cornacHo
KaTeropMm WHbIX nonb3oBaTenen. Ecnn 6GuToBas Macka npaB AN KATETOPUM MHbIX
No/b30BaTeNen YCTAaHOB/EHA B Kakoe-n1Mbo 3HauyeHne, peleHne o A0CTyne NpMHUMaeTCA
COTNACHO YCTAaHOBNEHHbIM B HeW 3HAYeHMAM W CyObekTy npeaocTaBnseTca AO0CTyn K
0OBEKTY.

NMPUMEYAHUE. Ecnm HMKaKoe W3 OMMCAHHbIX YC/IOBUM HE BbIMOJHEHO U
naeHTUPMKaTop cybbekTa 4oCTyna He paBeH O, MoNbITKa A40CTyna Ha0KMpyeTCs.

4.3.1.5. PacwmpeHHble aTprbyTbl U CNUCKN KOHTPOASA A0CTyNa

OC ABpopa noadep:KMBAeT PacCLIMPEHHbI MexaHu3am (aTpubyTbl) obbekToB, a
TaK¥Ke CMUCKN KOHTPOAS AOCTYNa B COOTBETCTBMM C TpeboBaHuamM cTaHaapTa POSIX ana ®C
EXT4. [JaHHbIA MexaHM3M MO3BONAAET CUCTEME MpeaocTaBNATb Hambonee TOHKO
CTPYKTYPUPYEMBIN AOCTYN CYOBEKTOB K OO BEKTAM.

K nepeyHto paclumMpeHHbIX aTPMOYTOB OTHOCATCA CaeaytoLine:

— A - (no atime updates) BpemAa MOAyYeHWA AOCTyNa K danny He byaeT
0bHOBNATLCA, YTO 61ArONPUATHO NOBANAET Ha Npoun3BoANTENbHOCTL PC B C/lyYae CANLIKOM
YacTbix 0bpaLleHuit K danny;

—a - (append only) B ®alal MOMHO TO/NbKO AOMWUCLIBATb, HO HE/b3A
yAanatb/nepemMmeHoBbiBaTb (yA0OHO Ans coobuweHuit o cobbitmax). Ecam  atpubyt
YCTAHOBNEH Ha MNanke, TO HaxoAAllMecA B HemM Galnbl HENb3A YAANATb, MOXHO TO/IbKO
C03/aBaTb HOBblIE N MOANDULIMPOBATL CYLLECTBYHOLLME;

— ¢ - (compressed) A4PO NPOM3BOAUT NPO3PAYHOE CxKaTMe MHPopMaLmm dalina
Ha AMCKe, a NpM AOCTyNne BO3BPALLLAOTCA HECKaTble AaHHble;
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— D - (synchronous directory updates) nNpu moaAMPUKALMMU NaANKK
M3MEHEHMA CUHXPOHHO 3aMMCbIBAOTCA Ha AMUCK,;

—d - (no dump) WMFHOPMPOBATbL NPU CO3AaHNM PE3EPBHOM KOMUN NPOrPaMMON
dump;

— i - (immutable) OWT, 3anpewatoWmin nodble M3ameHeHns danna (yoanaTb,

NepenMmMeHoBbIBaTb M MOAMPUUMPOBATL). Ecnm aTtpmbyT ycTaHOBAEH Ha nanky, TO
HaxoZAaumeca B Hel Gpainbl MOXKHO MOANPULMPOBATDL, MPU STOM YAANATb MM CO34aBaThb
HOBble Galbl HEBO3MOMKHO;

-3 - (data journalling) ecan PC CMOHTMpPOBAHA C MNapamMeTpamm
data=ordered WAM data=writeback, AaHHble daiia ¢ 3TUM aTPMOYTOM COXpaHAKOTCA
CHa4yana B ypHan ®C, n Anwb 3aTem B dann. ATpMOYT yCTaHaBAMBAETCA MU CHMMAETCA
TONbKO Cynepnonb30BaTeNeEM M He AeNCTBYeT MNpW MOHTMPOBAHMW C MNapaMeTpoMm
data=journal (T.K. B 3TOM C/y4yae AaHHble TaKKe COXPaHAKTCA CHa4yana B XKypHan w
aTpMOyYT He MMeeT CMbICNa);

— s - (secure deletion) NoaHoe yadaneHue danna (MecTo Ha AUCKe, rae OH
Haxo4MACA, 3aN0HAETCA HYNAMM);
— S - (synchronous updates) npAmMaAa 3anNnUCb Ha AUCK bes K3LWKMpOBaHMA

(obHOBNEHME B dailne NPoncxoaAmT Ha AMUCKE CUHXPOHHO ¢ MI1, M3MEHSIOWMM AaHHbIN
daiin);

— u - (undeletable) NpuyaaneHnn ¢anna c TakKMM aTpnbyTOM ero coaepRmMmoe
COXPaHAETCA, YTO NO3BONAET YCMNEeWHO NCNONb30BaTb MHCTPYMEHTbI 414 BOCCTAHOBAEHMA
yaaneHHblx Gannos;

— T—nanka Cc TakKMM aTPpUOYTOM CHUTAETCH PACNONOKEHHbBIM Ha BEPLUMHE NEPAPXUN
Nanku C Lebio MCNONb30BaHMA MeToaa pacnpeaeneHna 6aokos OpioBa;

— t — B KOHeL, paina c TakUM aTpMbyTOM HEBO3MOKHO MNPUCOANHUTL APYron dainn
(tail-merging). Ha MOMeHT HanucaHus ext2 n ext3 He NoAAEP!KMBANM tail-merging
(He cynTas aKcnepUMeHTabHbIX NaTYen);

— E — VKasblBaeT Ha Hanmyme owunboK npm cxkatum danna. HeBO3MOXKHO
YCTaHOBUTb/CHATb C MOMOLLbIO chattr, MOXHO MLWb NPOCMOTPETb KOMaHAOM 1sattr;

— e — YKa3bIBaeT, YTo palin UCnonb3lyeT AONOAHEHMA ANA pa3melleHna 610KOB Ha
Ancke. HeBO3MOMKHO YCTaHOBUTL/CHATL C MOMOLLbIO chattr, MOXKHO JNLLIb NPOCMOTPETb
KOMaHAOW lsattr;

— I —YKa3bIBaeT, YTO Nanka bblna NpoMHAEKCMPOBaAHA NP NCNOIb30BaHMKM htree.
HeBO3MOMHO YCTaHOBUTL/CHATbL C MOMOLLbIO chattr, MOMKHO /ML MNPOCMOTPETb
KOMaHAoM 1sattr;

— H — yKa3blBaeT, 4To $aln XpaHUT cBom 610KM B eanHmnuax ®C, a He B eAnMHMLAX
CEKTOPOB, 3TO O3Ha4yaeT, YTo dann mmeeT pasmep Honee 2TB (MAM Koraga-To 3aHUMan).
HeBO3MOMHO YCTaHOBUTL/CHATL C MOMOLLBIO chattr, MOMKHO /ML MNPOCMOTPETb
KOMaHAoM 1sattr;
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— X — YKa3blBAET Ha Ha/IMYME BO3ZMOKHOCTM NOAYYNTb MPAMON HENOCPEACTBEHHbIN
[OCTYyN K CxaTtomy dainy. HeBO3MOMKHO YCTAHOBUTL/CHATbL C MOMOLBIO chattr, MOXHO
Wb NPOCMOTPETb KOMAHAOM 1sattr;

— Z — YKasblBaeT, YTo cCXKaTblh ¢ann is dirty. Henb3s yCcTaHOBUTL/CHATL C
NOMOLLbIO chattr, MOXHO NMLIb NPOCMOTPETb KOMAaHAOM 1lsattr.

MpocmoTp aTpmnbyTos ocyllecTBadeTca ¢ nomollbto MPBO 1saatr, a yCTaHOBKA MK
MmoamnduKauma ocyuwectensetca ¢ nomouwpbto MOBO chattr. Mpu satom atpmbyTbl AaA
00BbEKTa COXPAHATCA B MeTaAaHHbIX 06bekTa (i-node) ®C EXT4.

PaclwmpeHHble aTpnbyTbl ACL coaepKaT cneayroLlyo MHGopMaumio:

— MNpU3HaK (MeTKa) TMna 3Ha4YeHnA CNUCKa KOHTPOAA A0CTYNa;

— yTOYHALLee 3HavyeHne (YyToYHAET npeablayLumii Npmu3HaK);

— Habop npaB, KOTOPbIM onpeaendeTr AMCKPELMOHHble MpaBa Ansa CybbekTa,
MCNONb3YyA CHa4yaNa NPU3HaK TUNa, a 3aTeM ero yTOYHAKLLEE 3HAYEHME.

CyLLeCTBYIOT CieytoLLMe NPU3HAKM:

— ACL_GROUP — onpefenaeT BO3MOXHOCTb AOCTyna Ana CybbekTa, y KOTOpOro
MAeHTMOUKATOP rPynnbl COBMAZAET CO 3HAYEHMEM, YKa3aHHbIM AAs TPynnbl B CNUCKe
KOHTPONA A0CTyNa 06beKTa B Ka4eCTBE YTOYHAIOLLErO 3HaYeHus;

— ACL_GROUP_OBJ— onpefenseT BO3MOXHOCTb A0CTyNa ANA CybbeKTa, y KOTOpOro
naeHTMUKaTop rpynnbl (Man NtboM N3 MAEHTUPUKATOPOB rPynnbl CybbeKTa) coBnaaaeT co
3HaYeHMem naeHTMPUKaTopa rpynnbl 0OBLEKTA;

— ACL_MASK — onpefenfseT MakCMMasbHO BO3MOXHOe 3HavyeHne BUTos nNpas Ana
rpynmnbl AW rpynmn;

— ACL_OTHER-—oOMpeAendeT npasa 4OCTyna AnAa CyObeKToB, KOTOPble HE MOTYT ObITb
COOTHEeCeHbl C MtobbiM 3HaYeHWEeM WAEHTUOUKATOPOB, YKa3aHHbIX B CMUCKE KOHTPOAA
A0CTyna;

— ACL_USER-— onpegjensaet npasa ANna cybbekTa, AeHTUOUKATOP KOTOPOro yKasaH
KaK YTOYHALLLEE 3HaYeHMe BNafeblia 0ObeKTa;

— ACL_USER OBJ — onpefenset npaBa A0CTyna 4na 0bbekTa, naeHTUdMKaTop
KOTOPOro CoBMaZlaeT Co 3Ha4YeHMEM BAa4ebLa 0OBbEKTA.

YTouHAloWee 3HayeHWe — 3HayeHue, Tpebyemoe MpPM3HAKOM ACL GROUP U
ACL USER. OHO MOXeT coZepKaTb WMAEHTMOMKATOp MOAb30BaTena WAu rpynnbl, 414
KOTOPbIX OyAeT NPMHUMMATbCA PeLlleHne O NpeaoCcTaBNeHUM A0CTyna B COOTBETCTBMU C
HuTamm nNpas.

MpaBa AoOCTyna ANA CMMCKOB KOHTPOAA A0CTyna ACL — CYWECTBYOT Kak OuUTbl
3HaYeHM NpaB, 03HAYaLWMX YTeHne (r), 3anucs/yaanexHme (w) UAK BbiNOAHEHME/MOUCK
(x).

OTHOLLEHMA, BO3HMKAIOLLME NPU NPUHATUN PELLEHWNI B MOMEHT CpaBHeHMs 6a30BbIX
npaB (BMTOBOM MacCKM) M paclIMPEHHbIX NpaB (CMUCKOB KOHTPOJA A0CTyMna), COCTOAT B
cneayouem:

— CMMCOK KOHTPOANA AO0CTyna ACL cymTaeTcAa 06s3aTeNbHbIM MAM MUHUMANbHO
HeobxoaAMMbIM ANA TUNOB ACL USER OBJ, ACL GROUP OBJ W ACL OTHER;
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— TUNbI ACL GROUP MM ACL USER CYMTAIOTCA PACLUIMPEHHbBIMM M OLLEHMBAIOTCA MPU
HaM4Ynm;

— MO YMOJIYaHMIO (eCNn He YKa3aHo MHOoe) TUN ACL USER OBJ, ACL GROUP OBJ U
ACL_OTHER MPMHMMALIOT 3Ha4YeHuA, coBnagatowme ¢ 6a3oBbim 3HaYeHnem BUTOBOM MaCKM
BAaAeNbLa M rpynnbl 0OBEKTa;

— eC/IM YKa3aHbl YTOYHAKOLWME 3HAYEHMA ANA TMNOB ACL GROUP M ACL USER, KakK
MUHUMYM OAHO 3Ha4yeHue TMna ACL MASK AO/KHO ObITb YKa3aHO. MHaye TMN ACL MASK
TaKXKe cumTaeTca HeobA3aTelbHbIM, M €ro 3Ha4YeHne MOXKET BblTb He YKa3aHo.

[MpoBepKa pacliMpeHHbIX NpaB Npu onpeaeneHnn NonbITKM A0CTyna cybbekta K
0ODBEKTY, Ha KOTOPOM YCTAHOB/IEHbl pacliMpeHHble aTpmbyTbl ACL, npoucxoauT no
cnenytoLLeMy anropuUTMy:

1) ECNIN: npoeHTudmkatop cybbekTa AoCTyna coBnagaeT ¢ MAeHTUOMKATOpOM
BNafenbla obbekTa A4OCTYNa;

TOlOA: oueHMBatOTCA 3HAYEH WA 3aNPOLLIEHHbIX NPaB, yCTaHOB/AEHHbIX B 06beme and
TMNa ACL_USER_OBJ, 1 CyDbeKT NosyyaeT AOCTYyN K 06bekTy B 06beMe yKa3aHHbIX Npas;

MHAYE: nocTtyn 6iokmpyeTcs;

2) ECNIN: naeHTMdUKaTop cybbekTa AOCTyna coBNaaaeT C Nt0ObIM yKa3aHHbIM
MOEHTUOMKATOPOM BraZenbla o6beKkTa AOCTYNa, YNTOMAHYTbIM ANA TUNa ACL USER;

TOlOA: oueHMBatOTCA 3HAYEHMA 3aNpPOLLIEHHbIX MPaB, YCTaHOBAEHHble B 06beme
CHayana Ana TMna ACL USER, a 3aTem ANA TMNa ACL MASK, 1 cybbeKT noayyaeT AOCTyn K
00beKTY B 0Obeme yKa3aHHbIX NPas;

MHAYE: nocTtyn 6iokumpyeTcs;

3) ECNTN: ocHoBHOM MAM A06aBOYHbBIN MAEHTUDMKATOP rpynnbl cybbekTa A0CTyNa
coBnagaeT c /t0ObIM  yKa3aHHbIM MAEHTUOMKATOPOM rpynnbl 06bekTa A0CTyna,
YNOMAHYTbIM 1A TUMNA CHa4Yana ACL GROUP OBJ, a 3aTem ACL_GROUP;

TOlQA: oueHmBatoTcAa npaBa 41a npm3Haka tmna ACL_MASK,

N ECJIN: npaBa AoCTyna coAepKaT 3anpoLleHHble 3Ha4YeHnsa ana Ntoboro 13 TMNoB.
ACL_GROUP_OBJ, ACL GROUP, ACL MASK;

TOrQA: goctyn npenocTaBaaeTca;

MHAYE: nocTtyn 61oKkmpyeTca.

4.3.1.6. MexaHun3m pa3pelieHnin HabopoB BO3MOXKHOCTEN

ONMUCAHUE: pnns BbINONHEHMA NPOBEPKM npaB AocTyna cybbekTbl A0CTyna
Pa3aensoT Ha ABe KaTeropuu: npusuaermpoBaHHblie (ID adpdekTMBHOro nonblosaTens
PaBeH HY/O, KaKk y cynepnonb3oBaTend), n HenpusmaermpoBaHHbie (ID adpdPeKTMBHOIO
No/Ib30BaTENA HE PaBEH HY/HO).

CNUCOK PA3PELLEHUI: Bo3MOXHOCTH, peann3oBaHHble B cocTae OC Aspopa, a
TaKXe onepaunn av noBeaeHMe, paspeLlaemble AaHHbIMW BO3MOXHOCTAMM:

— CAP AUDIT CONTROL — MO3BOJIAET BK/OYATb WM BbIKAOYATb ayauT A4pa,
M3MeHATb GUAbTPYLOWME NpaBKaa ayamTa, NoAyyYaTb COCTOAHME ayamTa U GUAbTPYOLLME
npaBuna;
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— CAP_AUDIT WRITE — NO3BOJIAET 3aNM1CbIBATb AaHHbIE B XXYPHAN ayauTa A4pa;

— CAP BLOCK SUSPEND — MO3BO/IA€T MCMNO/b30BaTb BO3MOMHOCTM, CNOCOOHbIE
NnPEMBOANTL K OJIOKMPOBAHUIO MPUOCTAHOBKM CUCTEMbI  (epoll (7) EPOLLWAKEUP,
/proc/sys/wake_lockﬁ

— CAP_CHOWN — MNO3BO/AET BbIMOAHATb MPOM3BO/IbHbIE M3MEHEHWA GaiIOBbIX UID U
GID;

— CAP DAC OVERRIDE — MO3BOAAET NMPOMyCKaTb MPOBEPKM A0CTyna K danny Ha
YTeHMe, 3aMnCb M BbIMONHEHWE;

— CAP_DAC READ SEARCH — NO3BO/AAET NPOMYCKaTb NPOBEPKM AOCTyNa K Gany Ha
yTeHMe M [A0CTyna K MNanke Ha YTEHWMEe WU BbINOJHEHME; BbI3bIBATb  QYHKLMIO
open_by_handle_atO;

— CAP_FOWNER — NMO3BO/IAET BbIMONAHATb CAeAylolime AeNCTBUA:

® NMponycKkaTb NMPOBEPKM A0CTyNa ANs8 onepaumin, KoTopble 0bblYHO TpebytoT
cosnageHuns UID ®C npouecca u UID dainna (Hanpumep, chmod, utime), MCKAKOYaA
onepauun, oxsaTbiBaemble CAP DAC OVERRIDE M CAP DAC READ SEARCH;

® YCTaHaB/MBATb PaCLUMPEHHble aTPUOYTbl MPON3BONbHbLIX GalioB;

® yCTaHaB/MBATb CNUCKM KOHTpoaa aoctyna (ACL) nponsBonbHbIX Galinos;

® ITHOPWPOBATbL 3aKpPenAAWMIA BUT Npn yaaneHun ¢anna;

e 33aaBaTb O_NOATIME ana npon3BoibHbIX $aiioB B open U fcntl;

— CAP_FSETID — MO3BO/JAET HE O4YMLLaTb OUTbl pexmma set-user-ID U set-
group-1ID NpN M3meHeHUn daiina, a TakKe yCTaHaBAMBaTb OUT set-group-ID Ha dann, y
KoToporo GID He coBnagaer ¢ 6utom OC nam nwobbimm  gononHutTenbHbiMu GID
BbI3bIBAOLLLErO NPOLLECCA;

— CAP_IPC LOCK — nossonset 6nokmposaTb namAats (mlock(2), mlockall(2),
mmap(2), shmctl(2));

— CAP_IPC OWNER — MO3BOJIAET He BbINOJHATL MPOBEPKM AOCTYNa A4/1A ONepaLui ¢
obbekTamun System V IPC;

— CAP_KILL — MO3BO/JIAET He BbIMOJHATb MPOBEPKM MpW OTNPaBKE CUrHANOB.
K J@aHHOM BO3MOXHOCTM OTHOCUTCS MCNONb30BaHMe ioctl (2) C onepaument KDSIGACCEPT;

— CAP_LEASE — N0O3BO/IAET YCTaHAB/MBATb apeHy Ha MPOU3BO/bHble dalbi;

— CAP_LINUX_IMMUTABLE - NO3BONIAET  YCTaHaB/IMBaATb inode-dnaru
FS_APPEND_FLwu FS_IMMUTABLE_FL;

— CAP_MKNOD — MO3BO/AET CO343aBaTb CreumanbHble Gaibl C NOMOLLbIO mknod (2) ;

— CAP NET ADMIN — N0O3BOJIAET BbINONHATL C/IelylOLLne ceTeBble Onepaunmn:

® HACTPOMKa UHTepdelica;

e ynpas/sieHne |IP M3, TpaHcaaumen aApecos U BeAEHNEM YyYeTa;
® y3MeHeHMe Tabanubl MapwpyTM3aLmnm;

® NpKnBA3Ka K NtoboMy agpecy ANA NPO3PaYHOro NPOKCUPOBAHMS;
® Ha3HaYeHMe TUNa CepBuca;

® OYUCTKA CTAaTUCTMKM ApalnBepa;
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® BK/IIOYEHME PEXMMA 3aXBaTa (promiscuous),

® BK/IIOYEHME MHOroaApeCcHbIX PAcCbiIOK (multicasting) ;

® ICMNOJIb30BaHNEe setsockopt (2) ANA BKAOYEHWUA C/eAyoWMX NapameTpoB
COKeTa: SO DEBUG, SO MARK, SO PRIORITY (4NnA MpuopuTETOB BHe AmanasoHa 0-6),
SO _RCVBUFFORCE M SO SNDBUFFORCE;

— CAP NET BIND SERVICE - nossondaet NPWBA3bIBATb COKeT K
NPUBUNETMPOBAHHbBIM NOPTAM AOMeHa ceTn NHTepHeT (Homepa nopToB meHblle 1024);

— CAP NET RAW— NO3BO/AET BbINONHATL CeAytoWwme AeNCTBUA:

® ICMNO/1b30BaTb COKETbI RAW N PACKET;

® NPMBA3bIBATHCA K NIOOOMY aapecy A1A NPO3PaYHOro NPOKCMPOBAHMUS;

— CAP SETGID — MO3BO/IAET BbINO/HATL NPOU3BO/IbHbIE AeincTeua ¢ GID npouecca
M CMMCKOM A0NoIHUTeNbHbIX GID, a TakKe nogaensiBatbh GID npu nepeaade BO3MOXKHOCTEN
coKeTa 4yepe3 gomeHHble cokeTbl UNIX; 3anucbiBaTb oToOpaxeHue [D rpynnbl B
NO/1b30BaTE/IbCKOE NPOCTPAHCTBO MMEH;

— CAP_SETFCAP — N03BONIAET Ha3Ha4aTb GainIoBble BO3MOXHOCTH, MPY 3TOM:

e ecit GaiNoBble BO3MOXHOCTM He MNOAAEPKMBAKOTCA: NPeaoCTaBaAATb U
OT3bIBaTb N1t0OOY0 BO3MOMKHOCTb B CMMCKE pa3pelleHHbIX BO3MOXHOCTEN Bbl3blBAOLLETO
nnu moboro gpyroro npouecca (gaHHoe ceoncteo CAP_SETPCAP HeaocCTynHO, ecav a4po
cobpaHo ¢ noaaep*KKkon ¢parmnoBbix Bo3MoXKHocTen, T.K. CAP_SETPCAP nmeeT NONHOCTbIO
NPYryto CEMaHTUKY Y TaKMX Aaep);

e ecnn daniNoBble BO3MOXKHOCTW  NoAAep)KMBatoTcA: A00aBNATb  Nt0bdYyIo
BO3MOXHOCTb M3 OrpaHW4YMBaOWEro Habopa BbI3bIBAOWEN HUTKU B €€ Hacaedyembli
Habop; OT3bIBaTb BO3MOXHOCTU M3 OrpaHuymBatowero Habopa (c nomouwbto prctl(2) c
onepaunein PR_CAPBSET _DROP); nameHatb pnarun securebits;

— CAP_SETUID — NO3BOJIAET BbINONHATL NPON3BObHbIE AencTena ¢ UID npouecca
(setuid(2), setreuid(2), setresuid(2), setfsuid(2)); nogaensviBatb UID npum
nepegavye BO3MOXHOCTEM COKeTa 4epe3 AomeHHble cokeTbl UNIX; 3anucbiBaTb
oTobpakeHue ID noab3oBaTeENS B MO/1Ib30BATENbCKOE NMPOCTPAHCTBO MMEH;

— CAP SYS ADMIN NO3BOJIAET BbINOJHATL CNefytolime AeUCTBUA:

e pelaTb 3a4a4M ynpasieHus cuctemon: quotactl(2), mount(2), umount(2),
swapon(2), swapoff(2), sethostname(2) n setdomainname(2);

® BbINO/IHATb NPUBMAErMPOBaAHHbIE onepaunm syslog(2) (ana AaHHbIX onepauuii
Heobxoammo ncnosbzosatb CAP_SYSLOG);

® BbINO/IHATL KOoMaHay VM86 REQUEST IRQ vm86(2);

® BbINONHATL onepaumn IPC_SET n IPC_RMID Haa npon3BOAbHbIMM 0ObeKTaMM
System V IPC;

® Nepe3anuncoliBaTb orpaHnyeHms pecypca RLIMIT _NPROC;

® BbIMNO/IHATb ONEepaLum Haj paclumMpeHHbIMK aTpubytamum trusted m security;

e ycnonb3oBaTh lookup dcookie(2);
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® ,ICNO/b30BaTh ioprio_set(2) AnA Ha3HaYeHWUs KNACCOB NAAHMPOBAHUA BBOAA-
BbiBoAa IOPRIO_CLASS _RT n IOPRIO_CLASS IDLE;

e noaaenviBatb PID npu nepegaye BO3IMOXNKHOCTEM COKeTa 4yepe3 AOMEHHble
cokeTbl UNIX;

® NpesBblWaTtb /proc/sys/fs/file-max, CUCTEMHOE OrpaHU4yeHne Ha
KONMYECTBO OTKPbITbIX GaiioB B CUCTEMHbIX BbI30BaX, OTKPbIBatOLWMX Galnbl (Hanpumep,
accept (2), execve(2), open(2), pipe(2));

® 33/ecTBOBaTb narn CLONE *, CO34aloliMe HOBble MPOCTPAHCTBA MMEH C
NOMOLLBIO clone (2) Munshare (2) (419 CO34aHMA NONb30BATENBCKUX MPOCTPAHCTB MMEH
He TpebyeTcs HUKAKMX MHbIX BO3IMOMXKHOCTEN);

® BbI3bIBATb perf event open(2),
® M0/y4aTb AOCTYN K MHGOPMaLMM O NPUBUNETMPOBAHHOM CObbITUM perf;

® BbI3bIBaTb setns (2), TpebyeTcA CAP SYS ADMIN B MNPOCTPAHCTBE WMMEH
Ha3HaYeHus;

® BbI3blBaTb fanotify init (2);
® BbI3bIBATb bpf (2);
® BbINOJHATb ONepaLum KEYCTL CHOWN M KEYCTL SETPERM B keyctl (2);
® BbIMO/IHATb ONepaLmio MADV HWPOISON B madvise (2);
® 33/1€eMCTBOBATb TIOCSTI B ioctl (2) [ANs BCTAaBKM CMMBOJ/IOB BO BXOZHYIHO
oyepeab TEPMMHANA, OTIMYHOrO OT YNPaBAAIOLWETO TEPMUHANG, BbI3bIBAIOLWLETO;
® 33/1€MCTBOBATb YCTAPEBLLUMIM CUCTEMHbIM BbI30B nfsservetl (2);
® 33/1eMCTBOBATH YCTAPEBLUNIA CUCTEMHbIN BbI30B bdflush (2);
® BbIMNO/IHATbL Pa3/IMYHble MNPUBUAETMPOBAHHbIE OMNepauun ioctl (2) HaA
6104HbIMU MY
® BbIMOMHATb Pa3/INYHbIE NPUBUAETMPOBAHHbIE onepaunmn ioctl (2) Haa PC;
® BbIMOMHATb AAMUHUCTPATMBHbIE ONepaLmn Haa Apansepamm MY;
— CAP_SYS BOOT — nosBonseT ncnosb3osaTb reboot(2) n kexec_load(2);
— CAP_SYS CHROOT — MO3BOJIAET MCNONb30BaTb chroot (2);
— CAP_SYS MODULE — MO3BOJIAET 3arpyaTb M BbIPYKaTb MOAYAN AAP3;
— CAP_SYS NICE MO3BOJIAET BbIMOAHATb CAeAylolimMe AeNCTBUA:
® NOBbIWATb 3Ha4YEHME YCTYNYMBOCTM NpoLecta (nice(2), setpriority(2))
M M3MEHATb 3HAYEHME YCTYNYMBOCTM Y MPOM3BOIbHbIX MPOLLECCOB;
® Ha3Ha4YaTb NOUTUKM NNAHMPOBAHNA PEaSIbHOIO BPEMEHM A4 Bbl3bIBAOLLETO
npouecca, a TaKXe MNOAUTUKM NAAaHMPOBAHMA W NPUMOPUTETbI ANA MNPOM3BOJIbHbLIX
npoueccos (sched setscheduler (2), sched setparam(2), shed setattr(2));
® BbINO/HATbL MPUBA3KY K 3NEKTPOHHOW noanucu (3M) Ana Npom3BObHbIX
npoueccos (sched setaffinity(2));
® Ha3HayaTb K/JAAacC MNAAHMPOBAHWA BBOAA-BbIBOAA W NPUOPUTET  ANA
NPOMN3BO/IbHbIX MPOLLECCOB (ioprio set (2));
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® MPUMEHATbL Mmigrate_pages(2) K NpPOM3BOJIbHbIM MNpoleccam Ana  uX
nepemeLleHns Ha NPOU3BO/bHbIE Y3/1bl;
® NPUMEHATb move_pages(2) K Npon3BONbHbIM MNPOLECCaMm;
e ycnonb3osaTb dpnar MPOL_MF_MOVE_ALL B mbind(2) n move_pages (2);
— CAP_SYS PACCT — NO3BOJIAET UCNO0/1b30BaTb acct(2),
— CAP_SYS PTRACE — NO3BO/IAET BbINONHATL CAeAytoLLne AeCTBUA:
e TpaccmpoBaTb Nt0H6OM Npougecc ¢ nomoulbto ptrace(2);
® NpMMeHATb get_robust_list(2) K NpoOM3BOIbHBLIM NPOLLECCAM;
® NepemellaTb JaHHble B/M3 MamMATM MPOM3BOJbLHONO MPOLLECCa C MOMOLLbIO
process_vm_readv(2) un process_vm_writev(2);
® 13y4yaTb NpoLecchl ¢ nomoLllbio kemp(2);
— CAP_SYS RAWIO — no3BoNSAET BbINOAHATb CAeaytowme AenCcTBUS:
® BbIMOJIHATL ONepauyMm BBOAa-BbiBoAa 13 nopTtoBs (iopl(2) nioperm(2));
e paspellaTtb A0CTyN K /proc/kcore;
® 334eMcTBOBaTL onepauuto FIBMAP B ioctl(2);
e OTKpbIBaTb MY A5 AoCTyna K cneumanbHbiM peructpam x86 (MSR);
e 06HOBNATL /proc/sys/vm/mmap_min_addr;
® c03/aBaTb OTOOPaAXKEHUA NAaMATX NO aZpecam, MeHblle 3Ha4YeHWs, 3a4aHHOTO
B /proc/sys/vm/mmap_min_addr;
e oTobparkaTb dpannbl B /proc/bus/pci;
® OTKpbIBaTL /dev/mem u /dev/kmem;
® BbIMNO/IHATb Pa3IMYHble KoMaHabl MY SCSI;
® BbIMOJIHATL onpeaenieHHble onepaummn ¢ MY hpsa(4) v cciss(4);
® BbINO/IHATb HEKOTOpPbIE CreuyManbHble onepaummn c Apyrmmm yCTPOMCTBaAMU;
— CAP_SYS RESOURCE — M0O3BOAAET BbIMNOJHATL CAeAytolme AeCTBUA:
® ICNONb30BaTh 3ape3epBMpPoBaHHOe npocTpaHcTBo PC ext2;
e coBepLaTb BbI30BbI i0Ctl(2), ynpasastouLme KypHanmpoBaHmem ext3;
® MPEeBbILLATb OrPaHNYeHne ANCKOBOIO NPOCTPAHCTBA;
® yBE/IMYMBATbL OrPaHMYEHMA NO pecypcam;
® MepesanuncolBaTb orpaHndeHmne pecypca RLIMIT _NPROC;
® MPEBbILLATb MAaKCMMaNbHOE KONMYECTBO KOHCOEN NPU BblAENEHWNM KOHCONK;
NpPeBbIlaTb MaKCMMaIbHOE KONMYECTBO PACKNA/O0K;
ncnonb3oBatb bonee, yem 64 'L, npepbiBaHWMA 13 YacOB pPeasibHOro BPEMEHMU;
® Ha3HayaTb 3HadyeHMe msg_gbytes ouvepeam coobuieHnin System V 6onblie
orpaHuyenuns /proc/sys/kernel/msgmnb;
e MpeBbllaTh orpaHmMdeHue /proc/sys/fs/pipe-size-max npu HasHaveHUU
BMECTMMOCTM KaHana ¢ nomoulbto KomaHabl F_SETPIPE _SZ vy fentl(2);
e ycnonb3oBaTb F_SETPIPE_SZ ansa yBennyeHma BMECTUMOCTM KaHana bonblue,
Yem orpaHuyeHune, 3agasaemoe B /proc/sys/fs/pipe-max-size;
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e MpesbilaTh orpaHuyeHne /proc/sys/fs/magueue/queues _max npu co3gaHum
ovepeaein coobuleHnin POSIX; 3agencTsoBaTb onepaumto PR_SET MM B prctl(2);

e ycTaHaBnMBaTb /proc/PID/oom_score adj B 3HayeHMe MeHbluee, Yem
nocneaHee yCTaHOB/AEHHOe 3HayYeHume npoueccom ¢ nomoutbo CAP_SYS RESOURCE;

— CAP_SYS TIME—NO3BO/AET HACTPamMBaTb CUCTEMHbIE Yacbl (settimeofday (2),
stime (2), adjtimex (2)) W 4acbl peanbHOro BpeMeHM (annapaTHble);

— CAP_SYS TTY CONFIG — TMO3BO/IA€T  MCMO/Ab30BaTb  vhangup (2) 7
33/1eMCTBOBATb Pa3/INYHble NPUBMUNETMPOBAHHbIE ONepauUmn ioctl (2) C BUPTYaSbHbIMM
TEPMUHANAMMU;

— CAP_SYSLOG — N0O3BOJIAET BbIMONHATb CAeAylolime NeNCTBUA:

® BbINO/HATb NPUBMUAETMPOBaAHHbIE onepaunn syslog(2);
® NpocMaTpmBaTb agpeca sapa, oTobpaskaembie B /proc U Apyrnx uHTepdeicax,
Koraa 3HadyeHue /proc/sys/kernel/kptr_restrict pasHo 1;

— CAP_WAKE_ALARM — vyctaHaBauBatb Tamepbl CLOCK REALTIME_ALARM n
CLOCK_BOOTTIME_ALARM npu npobyKaAeHNUM CUCTEMbI.

HABOPbl BO3MOMXHOCTEM CYBBEKTA: Kagad HWTb umeeT  Habopsbl
BO3MOXXHOCTEN, coAepKallime HOoMb U/ unn bonee cneaytowmx BO3IMOKHOCTEN:

1) Pa3spelleHHble aeicTBuaA (Permitted). Permitted — OrpaHu4mMBatoWmMin Habop
3QPEKTUBHBLIX BO3MOXKHOCTEN, KOTOPbIMW Hadensetrca HWUTb. [laHHbIM Habop Takxke
OrpaHMYMBaAET CMNCOK BO3MOXKHOCTEM, KOTOPble MOTyT ObITb A00aBAEHbI B HAaC/1ieAyeMbii
Habop A4NA HUTK, HEe MMelOLLEel BO3MOXHOCTEN CAP SETPCAP B CBOeM 3OPeKTUBHOM
Habope. Ecan HUTbL cOpacbiBaeT BOIMOXKHOCTb B CBOEM pa3pelintesibHOM Habope, oHa He
CMOMET NONY4YnTb ee 0OpPaTHO (EC/IM TONBKO He BbINONHAETCA execve (2) ANA NPOrpPaMMmbl
C set-user-ID-root WAM NPOrPamma, y KOTOPOM COOTBETCTBYHOLIME BO3MOMKHOCTM
danna NpeaocTaBAsOT 3TY BO3MOXKHOCTb);

2) Hacneanyemble aencTBma (Inheritable). Inheritable — HaboOp Hac/iedyeMbIX
BO3MOXHOCTEN, KOTOPbIE OCTAKOTCA TAaKOBbIMW MPWU BbIMOJHEHWM NtOBON NPOrpammbl m
COXPaAHATCA MpPU BbI30BE execve (2). Hacnemyemble BO3MOMKHOCTM A06aBasoTCA B
pa3pelmnTenbHbii Habop, ecnn BbIMONHAOWAACA NPOrpamma MMeeT COOTBETCTBYHLINE
YyCTaHOBNEHHble 6UTbI B dai1oBOM Hacneayemom Habope. Ecam BbiNnoIHEHME NPOUCXOANT
He OT MMEeHW Cynepnosb3oBaTeNd, HacieayemMble BOSMOXHOCTM He COXPaHATCA nocae
execve (2), noatomy MI, KoTOpbiIM HEOBXOAMMO BbINOAHATL BCMNOMOraTe/bHbIE
NPOrpammbl C MOBbILEHHbIMM BO3MOXHOCTAMK, TpebyeTcs WMCMNOAb30BaTb Hapy»KHble
BO3MOYHOCTU (ambient capabilities);

3) d9bdbeKkTnBHbIE AencTBus (Effective). Effective — [JaHHbIM  Habop
BO3MOXXHOCTEN MCNONb3YeTCA AAPOM NPU BbINOSTHEHWM MPOBEPOK NPAB HUTU.

C nomMoUpblo capset (2) HUTb MOXKET M3MEHATb CBOM HabOPbl BO3IMOXKHOCTEMN.

®ann (MPBEO) /proc/sys/kernel/cap last cap COAEPHMT YUCNOBOE 3HAYEHME
camol 60nblWOM BO3MOXKHOCTM, MOAJep:KMBaemon paboTarowmm SAPOM. ITO MOMKHO
MCNONb30BaTb A5 onpeaeneHna Hanbonblero 6GUTa, KOTOPbIN MOXKET BbiTb YCTaHOB/EH B
Habope BO3MOXHOCTEMN.
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®AMNOBLIE HABOPbl BO3MOMHOCTEW: B8 OCAspopa cBA3b Habopos
BO3MOHOCTEM C WUCNOAHAEMbIM GalaoM NOAAEPKMBAETCA C MOMOLLbD setcap (8).
Habopbl BO3MOXKHOCTEN dainna XpaHATCA B pacluMpeHHOM aTpubyTe, A5 3anMcK B KOTOPbIM
TpebyeTtca Bo3MOKHOCTb CAP_SETFCAP. Habopbl $annoBbix BO3MOXHOCTEM BMeECTe C
Habopamn BO3MOXKHOCTENM HUTM onpeaenatoT Habopbl BO3MOXKHOCTEM HUTKM Mocne
BbIMO/IHEHMA execve (2) .

CyuiecTBytoT cieaytolme dpananosble HAOOPbI BOSMOXKHOCTEN:

— permitted (paHee Ha3blBaBLIMACA forced) — BO3MOMHOCTM aBTOMATUYECKM
pa3peLlaTCa HATU HE3AaBMCUMMO OT ee yHac/1ie[loBaHHbIX BO3MOKHOCTEN;

— inheritable (paHee Ha3bIBaBLIMNCA allowed) — Habop obbeanHaetca (AND) ¢
yHacnenoBaHHbIM  Habopom  HWUTKU, 4TODbl ONpPeaennTb, KaKkMe YHac/ledoBaHHbIE
BO3MOXHOCTM ByAyT BK/IOYEHDBI B €€ pa3pelLnTenbHbIi Habop nocne execve (2);

— effective — B AEMNCTBUTENIbHOCTM NpeacTaBaseT cobol He Habop, a OANHOUYHbIN
6UT. Ecnm BUT BKAKOYEH, TO NPU BbI3OBE execve (2) BCE HOBbIE Pa3peLLeHHbIe BO3MOKHOCTH
HUTW ByayT TakKe aobasneHbl B 3GPeKTUBHLIN Habop. Ecnm BUT BbIKAOYEH, TO nocie
execve (2) HM OZlHA M3 HOBbIX Pa3peLLeHHbIX BO3MOXKHOCTeM He byaeT AobaBeHa B HOBbIN
3pPeKTMBHbIN HaboP.

BkntoueHne apdpekTMBHOro pannoBoro bmTa nogpasymeBaeT, 4To ntobaa gpannosan
pa3pelwnTenibHas WAM  Hacneayemasa BO3MOXHOCTb, MO3BOMAKOWAA HUTM  MNOAYYUTb
COOTBETCTBYHOLLYIO Pa3peLllnTe/ibHY0 BO3MOXKHOCTb NPU execve (2), TaKXKe NOAYYNUT ee B
apPpeKkTMBHOM Habope.

[MoaToMy ecanm npu  HasHaYeHWM  BO3MOXKHOCTeM  dainy (setcap (8),
cap_set file(3), cap set f£d(3)) yKa3aTb addeKT1BHbIN Gar Kak BKAKOYEHHbI ANA
Nto60M BO3MOXKHOCTU, 3PPEKTUBHBIA dar AOMKEH TakKe OblTb YKa3aH BKAOYEHHbIM ANA
BCEX  OCTa/IbHbIX  BO3MOXHOCTEM, AN  KOTOPbIX  BK/AOYEH  COOTBETCTBYHOLIMIM
paspeLnTenbHbIM "MbO Hacneayemblin dnaru.

Mpeobpa3oBaHMe BO3IMOXKHOCTEN NpK execve().

Mpn execve (2) PBO BbIMMCAAIOT HOBble BO3MOMKHOCTM CybbekTa [A0CTyna
(npouecca) no cneayoulemy anropuTmy:

P' (ambient) = (npuBuiermpoBaHuHem o¢ary) 2 0 : P(ambient)

P' (permitted) = (P(inheritable) & F(inheritable)) |

(F(permitted) & cap bset) | P' (ambient)

P' (effective) = F(effective) ? P' (permitted) : P' (ambient)

P' (inheritable) = P(inheritable) [T. e., He usMeHdeTCH],
rae:

— P —3HaveHKne Habopa BO3MOXKHOCTEM HUTK 10 execve (2);

— P' —3HayeHMe Habopa BO3MOXKHOCTEM NOC/e execve (2);

— F— pannosbit HAbop BO3MOXKHOCTEN;

— cap bset —3HayeHWe orpaHnyMBatoLLero Habopa BO3MOXKHOCTEN;

— NPUBUNETMPOBAHHbLIN aln — daina, MMELWM BO3MOXKHOCTL, MO0 AN Hero
y@TaHOBﬂeH6MTset—user—ID NWIN set—-group—-1ID
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BO3MOXHOCTU U BbINO/IHEHUE NMPOrPAMMbBI CYNEPMOJIb3OBATEJIEM: anA
nNpeaocTaBAeHMA MoaHOro Habopa BO3MOXHOCTEM Cynepnosb30BaTENtO B execve (2)
HeobXx0AMMO BbINONHEHWNE CNEAYIOLMX NPABU:

— eC/M BbINONHAETCA NpPOorpamma C YCTaHOB/NEHHbIM BUTOM set-user-ID-root
mnn ID  peanbHOro NoO/Ab30BaATENs MpoOLEcca pPaBeH HyA (cynepnonb3oBaTesnsb),
NPeaocTaBNATCA NOAHble dannoBble W Hacneayemble Habopbl BO3MOXKHOCTEN (T.e.
pa3peLleHbl BCE BO3MOXKHOCTH);

— eC/I1 BbINOMHAETCA NporpaMma C YCTaHOBAEHHbIM BUTOM set-user-ID-root,
3 PEeKTUBHbIN GannoBbI OUT paBeH eanHuLe (YCTaHOBAEH).

Pe3ynbTaT  yKa3aHHbIX  NpaBui, 0DObEAMHEHHbIX € NpPeobpasoBaHUAMM
BO3MOXHOCTENM, CAeAyOWMA: Koraa NPoUecc BbINOMHAET execve (2) ANA NPOrPaMmbl C
6UTOM set-user-ID-root WMAM Koraa npouecc ¢ 3¢pdekTnBHbIM UID HONb BbIMOAHAET
execve (2), OH MOJy4YaeT BCE BO3MOXHOCTM W3 pPa3PEeLINTENbHOTO U 3OEKTUBHOrO
HabopoOB, 33 WCKAOYEHMEM TeX, KOTOpble OTMEHEeHbl OrpaHMYMBalOLIMM Habopom
BO3MOXHOCTEN. ITO NpeaoCTaBAAET CEMAHTUKY, COBNAAAtoLLYt0 C OObIYHbIMM CUCTEMAMM
UNIX.

OrPAHMYMBAIOLLIMA  HABOP BO3MOMHOCTEN: orpaHuumsatowmii - Habop
BO3MOXHOCTEM — MexaHM3M 6e30MacHOCTM, KOTOPbIM MOMXHO MCNOAb30BaTb A
OrpaHMYeHMA BO3MOXHOCTEN, AOCTYMHbIX NPU execve (2), CAeAyOWMM 06pa3om:

— MNpU execve (2) OrpaHMYMBaOLLINK HaBOP BO3MOXKHOCTEM cknaapbiBaeTtcs (AND) ¢
$annoBbIM paspelnTenbHbiM Habopom BO3MOXKHOCTEN, M pPe3yabTaT 3TOM onepaumm
Ha3Ha4YyaeTca paspelnTenbHoMy Habopy BO3MOMHOCTEM HUTU. Takum obpasom,
OrpaHn4YMBalOWMIN Habop BO3MOXHOCTEN OrpaHMUYMBaET paspelleHHble BO3MOMKHOCTH,
KOTOpble MOXeT NPeAoCTaBMTb MCNOAHAEMbIA ainn;

— OrpaHmymBaoWMn Habop BO3MOXNKHOCTEM NpeacTaBnseT cobon nepeyeHs,
KOTOPbIM HUTb MOXKeT A00aBUTb B CBOM HacaealyemMbln HAbOop C MOMOLLBIO capset (2). ITO
03HaAYaeT, YTo, eC/IM BO3MOXKHOCTb OTCYTCTBYET B OrPaHUUYMBalOLLEM HAabope, HUTb HE MOXKET
n06aBNTb 3Ty BO3MOMKHOCTb B CBOM HacneayemMbli Habop, Jaske ec/iv OHa NPUCYTCTBYET B
paspelmnTeNbHOM Habope, cnegoBaTe/IbHO, HE MOXKET COXPaHUTb AaHHYH BO3MOMXKHOCTb B
pa3pelnTenbHbIM Habop NpM BbI30BE execve (2) ANA Galia, MMEKLLEro BO3SMOXKHOCTb B
CcBOEeM HacneayemMom Habope.

OrpaHuunBatoLLLMin HAOOP CKpbIBaeT GalNoBble pa3peLlnTenbHble BO3MOXHOCTH, HO
He Hacneayemble BO3MOMHOCTM. EcaM HUTb MMeeT B CBOeM HacieayeMom Habope
BO3MOHOCTb, KOTOpas OTCYTCTBYeT B OrpaHW4YMBatolleM Habope, HUTb MO-NpexHemy
obnagaeT 3TOM BO3MOXKHOCTbIO B CBOEM pa3pellnTesibHOM Habope npu BbINOJHEHUN
dalina, MmetoLLero BO3MOXKHOCTbL B CBOEM HacieayeMom Habope.

ToNbKO NpOLEeCcC OAMH MOXKET 3a4aBaTb BO3MOXHOCTW B OrpaHnyMBatoem Habope
BO3MOKHOCTEM, MOMMMO 3TOrO Cynepnoab30BaTe b (TOYHee, NPOrpamMmbl C BOIMOXKHOCTbIO
CAP SYS MODULE) MOTYT NLWb YA3NATb BO3MOXHOCTM M3 Habopa.

OrpaHuumnBaoLWMiM Habop Hacneayetcs npu fork(2) OT HUTM poauTena u
coxpaHaeTca Npu execve(2).
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HnTb MOMeT yaanaATb BO3MOMKHOCTM M3 CBOEro OrpaHuymBatollero Habopa ¢
MOMOLLbIO BbI30Ba prctl (2) conepaumen PR_CAPBSET DROP MPW HANMYMM BO3MOXKHOCTH
CAP SETPCAP.

[Mocne yaaneHuUa BO3MOMXKHOCTW M3 OrpaHUYMBaroLLero Habopa BOCCTAaHOBUTL ee
HEBO3MOXHO. HUTb MOXKeT onpeaennTb Hain4me BO3MOXKHOCTM B CBOEM OrPaHNYMBAIOLLEM
Habope C NOMOLLbIO BbI30BA prctl (2) € onepauven PR CAPBSET READ.

YnaneHne BO3MOXHOCTEN M3 OrpaHUYMBatOLLErO Habopa AOCTYMHO, TONbKO €Cau
A4p0 cobpaHo c NoaAep*KKoM GanN0BbIX BO3MOXKHOCTEN.

[ns coxpaHeHMA MPUBbLIYHOM CEMAHTUKM MPU Nepexode OT HYyIA K HeHy/leBbIM
nonb3oBatenbCkmm ID OBO  ocywecTBaAlT  caedyolme  U3MeEHeHMsa  Habopos
BO3MOHOCTEN HUTU NPU UBMEHEHUWN Y HUTK PeanbHoro, addeKTMBHOro, coxpaHeHHoro |D
n nonb3oBaTenbckoro ID OC (c NoMolLblo setuid (2), setresuid(2) MAKM NOAOCOHbLIX):

— eC/n paHee peanbHbi, 3PPEKTUBHbLIA UAM COXPAHEHHbI NOAb30BaTENLCKMIA |D
He Obln paBeH HyI U B pe3ynbTaTe nameHeHma UID Bce atm ID nonyymnm HeHynesoe
3Ha4yeHWe, TO BCE BO3MOXHOCTU YAANAKTCA M3 PaspelmnTensHoro n 3pPeKTUBHOro
HabopoB;

— ecnn 3PPeKTMBHbIN NONb30BaATENLCKNI ID M3MEHAETCA C HY/IEBOrO Ha HEHYEBOE
3HayeHMe, TO BCe BO3MOMKHOCTM yAaNsatoTca U3 apPeKTMBHOro Habopa;

— ecnn 3ddEeKTMBHbIM NONb30BaTENbCKMIA |ID M3MEHAETCA C HEHY/1IEBOTO 3HAYeHMA
Ha 0, TO pa3peLmnTenbHbI Habop KonupyeTcs B aGpPeKTUBHBIN HAabOP;

— ecnun nonb3osaTenbcknit ID ®C M3MeHAETCA C HYNEeBOrO Ha HEHY/1IEBOE 3HAYEHME,
TO ©3 30PeKkTMBHOro Habopa yAanAwTCcA Cheaylolime BO3MOMHOCTU: CAP CHOWN,
CAP DAC OVERRIDE, CAP DAC READ SEARCH, CAP FOWNER, CAP FSETID,
CAP LINUX IMMUTABLE, CAP_ MAC OVERRIDE M CAP MKNOD. Ecnu nonb3osatensckuin ID
®C n3meHAeTCA C HeHyNeBOro 3HaveHuA Ha 0, To 1toHan M3 BO3MOKHOCTEM, BKAOYEHHbIX B
paspeLnTebHbIM Habop, BKAtoYaeTca B 3pPpekTMBHOM Habope.

Ecnm HUTL, Yy KOTOpPOM oanH nnmn 6onee nonb3osatensckux |ID paBeH O, cTpemunTca
npeaoTBpaTUTb  yAaneHWe  paspellnTesibHbiX  BO3MOXHOCTEM nNpu  cbpoce  BCex
N0/ab30BaTENbCKMUX ID B HEHYNEBbIE 3HAYEHMA, OHA MOXET MCMNONb30BaTb BbI3OB prctl (2)
C onepaumei PR _SET KEEPCAPS WAu ¢narom 6e3onacHoCcT SECBIT KEEP CAPS,
ONMCaHHbIM Aanee.

HnTb MOXeT noayvaTb M M3MEHATb CBOM Habopbl BO3MOMKHOCTEM C MOMOLLBHO
CMCTEMHbIX BbI30OBOB capget (2) W capset (2). OAQHaKO 414 3TOM Lenn npeanovtuTenbHee
MCMNONb30BaTb cap get proc(3) Wcap set proc(3) U3 MaKeTa libcap.

Mpn n3meHeHMn HabopoB HUTU NPUMEHSIOTCA Cneaytollme npasma:

— eCNN  BbI3bIBAIOWMIM HE UMMeeT BO3MOMHOCTM CAP SETPCAP, TO HOBbIM
Hacneayembin Habop Ao/mKeH OblTb NoAHAOOPOM  KOMOMHAUMW  CYLLLECTBYHOLLENO
Hac/neyemoro 1 paspeLwnTeslbHoro Habopos;

— HOBbIN Hacneayembln Habop [oaxeH ObiTb nogHabopom KoMOUHaUMK
CYLLECTBYHOLLETO HAaC/1eAyeMOTrO M OrpaHMYMBatoLLEro Habopos;
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— HOBbIM pa3pelumnTenbHbii Habop AomKeH OblTb NOAHAOOPOM CyLLECTBYHOLLENO
paspewnTenbHoro  Habopa (T.e. HEBO3MOXHO  MpuMobpecTn  paspelnTesibHble
BO3MOHOCTM, KOTOPbIX HUTb HE MMEET);

— HOBbIN  3hdeKTMBHbIN  Habop  Ao/mKeH  OblTb  NoAHabopoM  HOBOrO
paspelmnTenbHOro Habopa.

®/1ArM SECUREBITS: OPTAHU3AUMA NCKNIOYUTE/IBHO OKPYXKEHUA

B OC ABpopa peanm3oBaH Habop $pnaroB securebits (414 KaXKA0M HATK), KOTOPbIN
MOMHO MCMO/1b30BaTb A8 OTKAOYEHWUA CheunanbHbIX AeNCTBUIM Bo3MOXHOCTen ana UID
Ho/b (cynepnonb3oBaTenb). K aTum dnaram oTHOCATCA:

— SECBIT KEEP CAPS — MO3BOJIA€T HUTK, y KOTOpOW oanH n bonee UID paseH
HY/1t0, COXPaHWUTb CBOM BO3MOXKHOCTM Npun n3ameHeHunu scex ee UID Ha HEHyNeBble 3HAYEHMS.
Ecnn dnar He ycTaHoBANEH, n3meHeHne UID npuBeaeT K yTpaTe HUTbHO BCEX BO3MOXKHOCTEN.
NaHHbir  dnar Bceraa cbpacbiBaeTcs Npu  execve (2) (M npemoctaBnser Te Ke
BO3MOHOCTM, YTO M CTapbIi BbI3OB prctl(2) C onepaunen PR _SET KEEPCAPS);

— SECBIT NO SETUID FIXUP — He NO3BOJAeT A4py W3MeHWTb Habopsl
BO3MOXKHOCTEM Npu nameHeHnn apdpektmaHoro UID n UID ®C ¢ HyneBOro Ha HeHyneBoe
3HaYeHue;

— SECBIT NOROOT — B C/y4Yae YCTaHOBKM AaHHOro ¢nara AApo He npeaocTaBaseT
BO3MOHOCTM MPU WUCMONHEHUN MPOrPaMMbl, MMeKLWen BUT set-user-ID-root, WK
Koraa npouecc ¢ 3ddeKTUBHbIM MAK peanbHbiM UID, paBHbIM HY/tO, BbI3bIBAET execve (2);

— SECBIT NO CAP AMBIENT RAISE — 3anpeljaeT MOBblleHNE  HAPYMKHbIX
BO3MOHOCTEWN NOCPEACTBOM prctl (2) C onepaunen PR CAP AMBIENT RAISE.

KaXablil 3 nepeyncieHHbix Bbile Ha30BbIX $aroB MMeeT OAMH U3 CAeayroLWmX
HUKe O0NONAHUTENbHbIX GNaroB 6/10KMPOBKM, YCTaHOBKA 1t0OOro M3 KOTOPbIX ABAAETCA
HeobpaTMMOM 1 3anpellaeT Aa/ibHeNLMe U3MEHEHMS COOTBETCTBYOLLEro 6a3oBoro ¢aara.

®narn 61OKNPOBKU:

— SECBIT_KEEP_CAPS_LOCKED;

— SECBIT_NO_SETUID_FIXUP_LOCKED;

— SECBIT_NOROOT_LOCKED;

— SECBIT_NO_CAP_AMBIENT_RAISE.

®narn securebits MOXHO M3MEHATbL M MNOYYaTb C MOMOLLbIO BbI30Ba prctl (2) C
onepaumAmMn PR _SET SECUREBITS W PR GET SECUREBITS. [nA u3meHeHua ¢naros
TpebyeTca BOSMOXKHOCTb CAP SETPCAP.

®narn securebits HacaeaytOTCA AOYEPHUMM npoueccamu. MNpu execve (2) BCe
dnarn  coxpaHAlTCA, 33 WCKAOYEeHMeM SECBIT KEEP CAPS, KOTOPbIM  BCersa
cbpacbiBaeTcA.

MIT MOXeT MCnoNb30BaTb CAeAYHLUMA BbI30B AN COOCTBEHHOM O/IOKMPOBKU U
NOMELLEHMA BCEX CBOMX MOTOMKOB B OKPYMKEHWE, IAe MMEETCA TONbKO MepBbli cnocob
nobaBneHns npaB — 3aNyck MNPOrpaMmbl CO CBA3aHHbIMKM C  Hel aroBbIMM
BO3MOXHOCTAMM:

‘prctl (PR_SET SECUREBITS,
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SECBIT KEEP CAPS LOCKED |
SECBIT NO SETUID FIXUP |

SECBIT NO_SETUID FIXUP LOCKED |
SECBIT NOROOT |

SECBIT NOROOT LOCKED) ;

4.3.1.7. ®penmBopk Linux Security Modules

[JONONHUTENBbHO ANA KAaCTOMM3aUMKM WM YTOYHEHMA npumeHAaembix [P moxkeT
MCNoNb30BaTbCcA GperMmBopK Linux Security Modules, KOTopbln ABAAETCA YacTblo A4pa U
MO3BONAET PEMMCTPMPOBATL NPOLEAYpPbl, KOTOpble ByAyT BbINONHATLCA B C/ly4ae yCNewHoro
3aBeplleHna CTaHAapTHOM npoueaypbl MNPOBEPKM AMCKPELMOHHOro A0CTyna nepes
npeaocTaBneHnem GaKkTMYeCcKoro AocTyna K 0ObeKTy.

Mocpeactsom Linux Security Modules 8 aape OC ABpopa NoAKAOYEH MOAY/b
6e30MacHOCTN diehard, KOTOPbIA He NMO3BOIAET HEMPUBMIETMPOBAHHOMY MO/1b30BATEIO
npepBaTb BbIMOJIHEHME MpoOLEecca, 3anyWeHHOro OT ero e MmeHu. MNonb3oBaTeNbCKMI
NPOLLeCC, HE MMEILMIM BblAENEeHHOW rpynnbl 777, HE MOXET MocnaTb CUrHaA MpoLeccy,
MMeloLEemMy Takyto Tpynmny, Aake ec/n Npouecchbl BbINOAHAKTCA C oaMHakosBbim EUID.
NckntovyeHnem ABNAKOTCA NPOLECChbl, MMerWwMe capability CAP KILL — Ha HUX He
PACNpPOCTPAHAKOTCA OrPAHMYEHNA, HaK1aAblBaeMble MoAy/ieM diehard.

3aro/fIoBoYHbIN ~ dann  include/linux/security.h  COAEPXUT  OMNMCaHME
CTPYKTYpbl security ops, NpeAcTaBaatowen cobon CIMCOK 3apaHee onpefeneHHbIX U
NOKYMEHTMpOBaHHbIX callback-dyHKuUMI, KoTOpble AOCTYNHbI MoAayAt0 He30nacHOCTK ANS
BbIMO/IHEHMA NPOBEPOK. 10 yMONYaHUIO AaHHble GYHKUMM B OCHOBHOM BO3BpaliatoT O,
pa3pewan nobble aenctena. OAHAKO HEKOTOPble WMCMOAb3YOT Moaynb 6e3onacHoCTH
POSIX. B paHHOM CTpyKType cneundmyeckmin ana OC ABpopa Moaynb diehard
3aperncTpmpoBaH caeayrolmm obpasom:

#ifdef CONFIG SECURITY DIEHARD

extern int diehard task kill(struct task struct *p, struct siginfo
*info,
int sig, u32 secid);

#else /* !CONFIG SECURITY DIEHARD */

static inline int diehard task kill (struct task struct *p,
struct siginfo *info, int sig, u32 secid)

{

return 0;

}

#endif /* !CONFIG SECURITY DIEHARD */

McxoaHblin TekeT moayna diehard (dain security/diehard/diehard-Ism.c):

#define DIE HARD GROUP 777
static const int zero = 0, one = 1;
static int enabled = 0;
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int
diehard task kill (struct task struct *p, struct siginfo *info, int
sig,

u32 secid)
{
const struct cred *cred = current cred();
const struct cred *tcred task cred(p);

if ('enabled)
return O0;

if (ns capable (tcred->user ns, CAP KILL))
return 0; /* Privileged process are not affected by us */

if (!gid eg(cred->gid, DIE HARD GROUP) &&
!gid eg(cred->egid, DIE HARD GROUP) &&
!gid eg(cred->sgid, DIE HARD GROUP) &&
groups_search (tcred->group info, DIE HARD GROUP) &&
!groups_search (cred->group info, DIE HARD GROUP))
return -EACCES;

return 0;

}
#ifndef CONFIG SECURITY DIEHARD STACKED
static struct security operations diehard ops = ({
.name = "diehard",
.task kill = diehard task kill,
i
#endif /* CONFIG_SECURITY DIEHARD STACKED */

#ifdef CONFIG SYSCTL

struct ctl path diehard sysctl path[] = {
{ .procname = "kernel", 1},

{ .procname = "diehard", 1},

{ }

i

static struct ctl table diehard sysctl table[] = {
{

.procname = "enabled",

.data = &enabled,

.maxlen = sizeof (int),

.mode = 00644,

.proc_handler proc_dointvec minmax,
.extral = (void *)é&zero,
.extra? = (void *)&one,

by
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#endif /* CONFIG_SYSCTL */

static  init int
diehard init (void)
{
#ifndef CONFIG SECURITY DIEHARD STACKED
if (!security module enable (&diehard ops))
return 0;
#endif /* CONFIG_ SECURITY DIEHARD STACKED */

printk (KERN INFO "DieHard: starting.\n");

#ifndef CONFIG SECURITY DIEHARD STACKED

if (register security(&diehard ops))

panic ("DieHard: kernel registration failed.\n");
#endif /* CONFIG SECURITY DIEHARD STACKED */

#ifdef CONFIG SYSCTL

if (!register sysctl paths(diehard sysctl path, diehard sysctl table))
panic ("DieHard: sysctl registration failed.\n");

#endif /* CONFIG_SYSCTL */

return 0;

}

security initcall (diehard init);

Mpmepom  MCMONb30BAHMA  OMWUCAHHOTO  MEXaHM3Ma  MOXKET  CAYXKWUTb
HeobxoAMMOCTb obecneynTb HEeBO3MOMKHOCTb HEMNPUBMAETMPOBAHHOMO MO/b30BaTENS
NpepBaTb BbINO/IHEHME aHTUBUPYCHOTO CPeACTBa.

4.3.2. PoneBaa mozenb ynpaBaeHuUs NoanTMKamm 6es3onacHoCcTm

BHUMAHMUE! M3ameHeHMA HacTpoek B MyHKTe meHto «[onnTuKM HGe3onacHoCTM»
NPUMEHAOTCA KO BCEM YYETHbIM 3aMMCAM POaen, Co34aHHbIM Ha MY.

Ona onpepeneHna  BO3MOXHOCTEM  YYeTHOWM  3alMCKM  NOJb30BaTenA Mo
MCNONb30BAHMIO PECYpPCcoB M PYyHKLUMOHANbHbBIX BO3MOXKHOCTen OC ABpopa npumeHaeTca
poneBas MoAeNb, Ha OOLLECMCTEMHOM YPOBHE MO3BOAANOLIAA aAMUMHUCTPATOPY 3a4aTb
OrpaHnYeHmsa Ha ncnoab3oBaHMe PyHKUMoHana OC nocpeaCTBOM NOAUTMK 6€30MNacHOCTM.

NMPUMEYAHUE. HacTtpolka ynpaBneHMA AOCTYNOM, a TaKKe M3MeHeHWe AaHHOM
HAaCTPOMKM AOCTYMNHbI TONbKO aAMMHUCTPaTOPy Anbo Yyepes MDM-cuctemy.

[ns nepexofga K HacTpPOMKaM MOAMTUK He3onacHOCTM HeobXoAMMO BbIMOAHUTb
cnepyouime oencTBums:

— OTKPbITb MEHI0 CUCTEMHbIX HACTPOEK KacaHMem 3Hauyka t:’ Ha DJKpaHe
NPUNOXKEHUN (cm. PucyHok 1);
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— KOCHYTbCA MYHKTa MeHt0 «loAUTUKM De30nacHOCTMY &3 B noapasaene
«besonacHoCTb» B pe3ysibTaTe O0ToOpPa3nTCas OAHOMMEHHaa CTpaHMLUa YynpaBaeHWs
noAnTUKamm 6esonacHocTn (PncyHok 135).

Ha cTpaHuue «MoanTtmkmn 6es3onacHoCTM» A0CTYMHbI cieaytolime AencTBumA:

— ObICTPbIA MOMCK NOAUTMKM BE30MacHOCTM C MOMOLLbIO BBOAA MepBbix OYKB ee
Ha3BaHMA B none «Moncky;

— BK/IIOYEHME W BbIK/OYEHME  BHEWHero WHTepdeinca MY  KacaHuem
nepekntoYaTena cnpasa OT BbIDPaHHOW NOAUTUKM.

MPUMEYAHUE. Mpn aKkTMBauMM MepekntoYaTeNb HAYHET CBETUTHLCA Ap4Ye, Yem B
COCTOSIHUM MO YMONYAHMIO (HEAKTUBHOM);

— O/IOKMPOBKA U pPa3bNOKMPOBKA BO3MOMKHOCTM WCMOJIb30BAHUA MNPOrpaMm U
M3MEHEHWNA HACTPOEK BHEeLWHUX MHTepdercoB MY KacaHMem COOTBETCTBYHOLLEro 3HaykKa
cnesa OT BbIOpaHHOM NONNTUKM NMOO KacaHMeM NONA, B KOTOPOM Pacno/ioxKeHa BbibpaHHan
NONTUKA.

NMPUMEYAHUA:

A
v/ 3Havok [0 yKasbiBaeT Ha TO, YTO NMOAUTUKA Pa3bNoKMPOBaHa (A0CTyMHa), 3HaYOK

M

[ yKa3bIiBAaeT Ha TO, YTO NOJIUTMKA 3ab610KMPOBaHa (He40CTyMNHa);

v Mpu 6nokuposke MIM: «Bpaysep», «Kamepa», «CoobuweHuna», «TenedoH»
cooTBeTCcTBeHHble MI1 nponaaatoT ¢ SKpaHa NPUAOKEHUN.

B cnyyae ecnn Kakaa-nmbo M3 NoAMTUK 3abA0KMpPOBAHA aAMMHUCTPATOPOM, Mpw
NOMNbITKE A0CTyNa K COOTBETCTBYIOWEN QYHKUMU  MAU  KOMMNOHEHTY, OTOOpa3smnTCs
yBegomseHne (PucyHok 136).
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MonuTtukm 6esonacHocTH I Bluetooth

YnpaeneHue nonutukamm 6esonacHocTy:
BK/IIOYEHWE/OTKIoYeHWe CyX6 v

BO3MOXHOCTEM ONepaLOHHOM CUCTEMBI OTKNIOYEHOo npu noMoLun
Aurora Device Manager
Q Mouck
Bluetooth %
5 Bluetooth
& Asuapexvm @
& Bpaysep

5 lonocoBbie BbI30BbI
I% [o6aBneHune akkayHTOB
E] Kamepa

E, MukpodoH

5 MoHTupoBaHue USB-Hakonutenei

Ia)

PucyHok 135 PucyHok 136
HavmeHoBaHMe M onucaHue ynpasagembix NOANTUK Be30nMacHOCTU NPUBeAEHO B
Tabnmue (Tabnnua 14).

BHUMAHMUE! CocTosiHME NOANTUKM NO YMOJTYAHUIO OTANYAETCA B 3aBUCMMOCTM OT
Bepcun OC Aspopa.
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BpeEMEHMN

natbl

Tabnuua 14
Ne | HasBaHWe NOAUTUKM OnucaHume NoOANUTUKHK ATpunbyT 6e3onacHocTn onutika n(z ynpaBHEHMf'
YMO/IYaHUIO NOJINTUKOWN
1 |Bluetooth Mcnonb3oBaHue MHTepdelica BluetoothToggleEnabled 3abnoknpoBaHa |GUI
Bluetooth®
2 |ABMaperum Mcnonb3oBaHWe aBMapeXmMma FlightModeToggleEnabled Pa3bnokmpoaHa |GUI
3 |bpaysep PaboTa nonb3osBaTensa c bpaysepom |BrowserEnabled PaszbnoknposaHa |GUI
4 |Fonocosble BbI30BbI PaboTa c ronocoBbIMKN BbI30BaAMM VoiceCallEnabled PaszbnokmposaHa |GUI
5 |[lobaBneHune akkayHTOB | [lo6aBneHMe AaHHbIX y4eTHbIX AccountCreationEnabled Pa3bnokmpoaHa |GUI
3anucen
6 |Kamepa Mcnonb3oBaHMe Kamepbl CameraEnabled Pa3bnokmpoaHa |GUI
7 |MuKpodoH Mcnonb3oBaHMe MUKPOPOHaA MicrophoneEnabled Pa3bnokmpoaHa |GUI
8 |MoHTnpoBaHme USB- MoHTupoBaHne USB-HakonuTtenen USBMountEnabled PazbnokmpoBaHa |GUI
HakonuTenemn
9 |MOHTUpPOBaHMeE KapT MOHTMpPOBaHWE KapT NamaATH SDMountEnabled PazbnokmnpoBaHa |GUI
namaTu
10 |Hactpolku SIM-KapT YnpasneHue SIM-KkapTamum SimSlotsSettingsEnabled PazbnokmnpoBaHa |GUI
11 |Hactponkn WLAN Mcnonb3osaHue cetn WLAN WlanToggleEnabled PaszbnokmpoBaHa |GUI
12 |HacTpolku reonokaumm | Micnonb3oBaHue cnykb reonokaumm | LocationSettingsEnabled PaszbnoknposaHa |GUI
13 |HacTpolkun rnobanbHbix | HacTpolku rnobanbHbiXx CepBMCOB GlobalServiceSettingsEnabled |PasbnokuposaHa |GUI
CepBuMCcoB
14 |HacTpolKka gatbl u MN3meHeHne HacTPOEeK BPEMEHN U DateTimeSettingsEnabled PasbnokmpoBaHa |GUI

® CocTosaHME NOAUTUKM MO YMONYAHMIO 414 cepTudmLmposaHHon sepcum OC Aspopa.
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Monntnka no | YnpasneHua
Ne | HasBaHWe NOAUTUKMK OnuncaHue NOANTUKK ATpnbyT 6e3onacHocTH 6 .
YMO/IYaHUIO NOJINTUKOWN
15 |HacTpoikmn mobuabHOM |HacTpoMKn MobumaibHON ceTn MobileNetworkSettingsEnabled | PazbnokunposaHa |GUI
cetu
16 |HacTpolkn npokcu HacTpolika npokcu-cepsepa NetworkProxySettingsEnabled |3abnokuposaHa |GUI
17 |O6bwmin goctyn K Ncnonb3osaHne MY B KayecTse InternetSharingEnabled PaszbnoknposaHa |GUI
NHTepHeTy H6ecnpoBOAHOM TOYKM AOCTYNa
18 |Mepepaya dpannos Ha |[Mepenaya dannos no npotokony MTP|UsbMtpEnabled 3abnokmpoBaHa |GUI
MK (MTP)
19 |PepaktuposaHue VPN- |HacTpolika/pegaktuposaHmne VPN- VpnConfigurationSettingsEnabl |PazbnokumposaHa |GUI
CoeaANHEHWNI coeanHEHMUN ed
20 |Cbpoc K 3aBOACKUM BbinonHeHune cbpoca MY k 3aBoackum| DeviceResetEnabled PaszbnoknposaHa |GUI
HaCTpPOMKam HaCTPOMKam
21 |CHMMKM 3KpaHa Co3gaHne CHMMKOB 3KpaHa ScreenshotEnabled PaszbnokmpoaHa |GUI
22 |CoobuieHuns OtnpaBKka SMS SMSEnabled PazbnokmpoBaHa |GUI
23 |YnpaBneHne NFC Ncnonb3osaHue NFC NfcToggleEnabled PazbnokmpoaHa |GUI
24 |YnpaBneHue YnpasnerHue VPN-coeanHeHUAMMU VpnConnectionSettingsEnabled | PazbnoknposaHa |GUI
coctoaHnem VPN-
coeAMHEeHWUI
25 |YcTaHoBKa npuaoxkeHuin|YctaHoska MIT ApplicationinstallationEnabled |3abnokuposaHa |GUI
13 GannoBoro
MeHeaKepa
26 |3kcnopT BO3MOKHOCTb 3KCNOpTa UserReportExportEnabled 3abnoknpoBaHa |GUI
N0/Ib30BATENbCKMX N0/1b30BATENIbCKMUX OTHETOB

OoT4eTOB
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Monntnka no | YnpasneHua
Ne | HasBaHWe NOAUTUKMK OnuncaHue NOANTUKK ATpnbyT 6e3onacHocTH 6 .
YMOJIHAHUIO NOJINTUKOWN
27 HacTpolika MoBUAbHbIX TOYEK MobileDataAccessPointSettings | PazbnokunposaHa |policy.conf
[0CTyna Enabled
28 Bo3mokHoCcTb 06HOBMEeHNs OC OsUpdatesEnabled PaszbnoknposaHa |policy.conf
ABpopa
29 BO3MOKHOCTb YCTaHOBKM SideLoadingSettingsEnabled PaszbnoknposaHa |policy.conf
HenoAnMcaHHbIX (HeJoBepPEeHHbIX)
nporpamm
30 AKTMBaALMA pexmma pa3paboTynKa DeveloperModeSettingsEnable |Pa3bnokmpoBaHa |policy.conf
d
31 PaboTa Cco CTaTUCTUKON NHTEPHET- NetworkDataCounterSettingsEn| Pa3bnokmnpoBaHa |policy.conf
JaHHbIX abled
32 PaboTa co CTaTUCTUKOMN 3BOHKOB CallStatisticsSettingsEnabled PasbnoknpoBaHa |policy.conf
33 N3meHeHne TMna TeXHON0TMN CellularTechnologySettingsEnab| PazbnokunposaHa |policy.conf
MOOUNBLHOM NepeaaYm AaHHbIX led
34 BO3MOKHOCTb MCMO/Ib30BaAHMA UsbDeveloperModeEnabled PaszbnoknposaHa |policy.conf

pexunma paspaboTtymka no USB
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4.4. OrpaHM4YeHne NPorpaMMHON cpeapl

B OCABpopa OrpaHuMyeHMA MpPOrpammMHOM  cpedbl  MOryT  334aBaTbCA
ALAMUHUCTPATOPOM C MOMOLLBIO U3MEHEHUA IMMUTOB, OMNUCAHME KOTOPbIX NMPUBELEHO B
npunoxenun (Mpunoxkenne 1).

B OC Aspopa npwu yctaHoBke 10 BbINOAHAOTCA C/ieaytoLMe NPOBEPKU:

— coaepx*aHua RPM-nakeTa Ha npegMeT MCMNOJIHAEMbIX CLeHapueB B pasgene
postinstall,

— YCTaHOBKM nNporpamm 6e3 npumeHeHnsa BUTOB suid-bit U sgid-bit.

4.4.1. MexaHn3m nognuncn RPM-nakeToB
4.4.1.1. Noanucb 1 nposepKa noanmncn RPM-nakeTa

B OC ABpopa mncnonb3yetca mexaHnsm nognmck RPM-nakeToB 1 UX COAEPKMMOTO,
npu 3TOM:

— [O1A NAKeTOB OTK/IOYEHbI M He ucnonb3ytTca GPG-noanucu;

— noAnucb paspaboTtymka noanmcoisaeT RPM-naKeT Lenmkom;

— NOANMCb MCTOYHMKA NOANMCbIBAaeT 061acTb NoANMCK pa3paboTymKa.

Kaxkabin RPM-nakeT MmeeT Ha3BaHMe, COCTOosALLEE M3 CieyoLMX YacTen:

— Ha3BaHMe NPOrpammsl;

— BEepCuA NPOrpammbl;

— apPXUTEeKTypa, nof KoTopyto cobpaH RPM-nakeT (armv7hl, i386, ppc n T. 4.).

CobpaHHbIn RPM-nakeT 06bl4HO MMeeT cneayowmin GopmaT Ha3BaHMUA:

<HasBaHMe>—-<Bepcua>-<pesmus>.<apxXUTEeKTypa>.rpm

Hanpumep:

nano-0.98-2.1386.rpm

RPM-nakeT MOXKeT coaep*aTb TONbKO NCXOAHbIe KOAbl, NPY 3TOM MHPOpMaLna 0b
apPXUTEKTYype OTCYTCTBYET M 3aMeHAETCA Ha src.
Hanpumep:

libgnomeuimm2.0-2.0.0-3.src.rpm

BnbANOTEKM PacnpOCTPaHAIOTCA B ABYX OTAE/bHbIX MaKeTax: MepBbld COAEPKMUT
cobpaHHbI Ko, BTOPOM (0ObIYHO K HeMy A00aBNAOT —devel) COAEPMKUT 3ar0N0BOYHbIE
dannbl, a Takxke danbl, Tpebyemble ANa Pa3paboTKu.

Heobxoanmo, 4Tobbl BepcuM ABYX MAKETOB COBMaZanuM, B MPOTMBHOM Cay4ae
6MbNAnOTEKM MOryT paboTaTb HEKOPPEKTHO. [MaKeTbl C pacWMPEHWEM noarch.rpm He
3aBMCAT OT KOHKPETHOM apxuTekTypbl MY M 0bObl4HO coaeprKaT rpaduKy, apxXMTEKTYPHO
He3aBMCUMble CKPUMTbI, @ TaKXKe TEKCTbI, MICNONb3yeMble APYTMMM NPOrpaMMamMm.

RPM-nakeT obecneymBaer:

— NIerkocTb yaaneHuma n obHosneHuna MNoO;

— nonynapHocTb — 4YacTo MO cobupaetca umeHHo B RPM, HeobxoammocTb COOpKM
NPOrpPaMmbl M3 MCXOAHbIX KOAOB OTCYTCTBYET;
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— HEeWHTEePaKTMBHYIO YCTAHOBKY — MPOLUECC YCTaHOBKW/OOHOBAEHMS/yaaneHuns
Nerko aBTomaTtum3mpyeTcs;

— MPOBEPKY LLEeSIOCTHOCTM NAKETOB C MOMOLLLbIO KOHTPObHbIX CYMM M NOANNCEN;

— DeltaRPM — QaHajfor Habopa W3MeHeHWli, MNOo3BOAAIOWMA  OOHOBUTH
ycTaHoBneHHoe O ¢ MMHUMaNbHOWM 3aTpaTomn TpaduKa;

— BO3MOHOCTb aKKyMYAALMK ONblTa COOPLUMKOB B spec-panne;

— OTHOCUTENbHYIO KOMMAKTHOCTb Spec-GaiioB 3a CHET MCMO/Ib30BAHMA MAaKPOCOB.

Cneunduka pabotel RPM-nmaketoB B coctaBe OCABpopa cCBA3aHa C
nepepaboTaHHbIM mexaHn3amom KL (noapasaen 4.9).

MPUMEYAHMUE. B coctaBe OC ABpopa A0MNYyCKaeTCA YCTAaHOBKA TO/IbKO MOAMMCAHHbIX
RPM-nakeTos.

lNMoannce RPM-naKeTa npoBepAeTcA B MOMEHT ero ycTaHoBKU. [Toanncn RPM-nakeTa
dopmumpytoTca c nomolbto anropmtma FOCT P 34.10-2012.

MoAnucb XpaHWUTCA B CTaHAapTHOM ana 6ubnmotekn OpenSSL dopmaTte CMS u
COLEPKUT Cneaytolne AaHHbIE:

— Xell COAEePKMMOro nakeTa Man NoANUCK NpeaplayLLero YpoBHA C NpMMeHeHeM
OYHKLMN XeLMPOBAHMA U ANMHON Xel-Koaa 256 6ut no FOCT P 34.11-2012;

— [aTy NoANMUCaHWUA NaKeTa;

— MOAMNWCb  YKa3aHHbIX  Bbllle NOAeln C  MNPUMEHEHMEM  aNropuTma
FOCT P 34.10-2012 v dyHKUMM xewmnposaHma TOCT P 34.11-2012, aaviHa Bbixoaa 256 6uT;

— cepTmodmMKaT cybbekTa noanmncK nakeTa.

NMPUMEYAHUE. [1ns npoBepKM NnoanmncK B npouecce ycTaHoBKKM RPM-nakeTa nmeet
3HaYeHMe CTPYKTYpa 1 COCTaB cepTudmKaTa Katoda nposepkn 3. CepTuduKaT A40NKeH ObiTb
BblAaH KNMEHTY (CyObeKTy) npeanpuatnem-pas3paboTymKom.

Mpougecc nonyyeHmns cybbekTom cepTUudmKaTa COCTOUT M3 CeayoLLMX STanoB.:

— reHepauma KA4YeBOM Napbl, 3aMLLEHHON NAPONEM.

MPUMEYAHME. MoapobHoe onucaHue npuBeaeHo Ha Beb-camTe:
https://developer.auroraos.ru/doc/5.1.5/sdk/app_development/packaging/package_signi
ng;

— CO3JaHMe 3anpoca Ha cepTUdPMKAT C YyKasaHWem B 0bOA3aTeNbHOM Mopsake
HAaMMEHOBAHMA KANEHTA UM MapTHEepPa;

— OTNpaBKa 3anpoca Ha noayyeHue ceptudmKata NpeanpuaTUo-pas3paboTumKky u
nosy4yeHune ceptTmdmKaTa C NPMCBOEHHOM METKOM rpynnbl 6e3onacHoCTy;

— noanucaHve RPM-nakeTa, noay4yeHHOro ceptnudmkata M 3aWMUIEHHOro Kato4a
noAnucu.

MeTKa rpynnbl 6€30MacHOCTU SABASAETCA CTPOKOW M MOMKET ObITb MPOM3BOJIbHOM,
OZlHAKO npeanpuaTne-paspadbotunk OC ABpopa Npu Bblgade cepTUPMKaTa MCNONb3YeT
onpeaeneHHbln Habop meToK. Ob6paboTKa NOANMCAHHOIO NakeTa 3aBUCUT OT MPUCBOEHHOM
cepTudMKaTy METKM rpynnbl 6e3onacHoCTy.
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[ns ycTtaHoBKM cTOpoHHero MO Ha MY, GYHKUMOHMPYIOLWEro noAd ynpaBaeHWeM
OC Aspopa, RPM-nakeT [0/KeH MMeTb noAnucb pa3paboTymka, KOTopas ABAAeTcA
06A3aTeNbHON 1 NO3BONAET MAEHTMOUUMPOBATL aBTOPA NMAKETA, a TAaKKe MCNOoAb3yeTca ANA
noANMCK NaKeTa M MCNOAHAEMbIX GalIOB BHYTPWU HErO.

MPUMEYAHUE. be3 noanuncu pa3paboTymka HEBO3MOXKHO ycTaHOBUTL MIT Ha MY.

Ons noanucn MIT TpebytoTca KAtoYeBas noAMMCaHHaA napa W ceptudukat
(Tabnunua 15).

Tabnnua 15
Nma danna Nma banna 3anpoca| Wmsa daiina
HasHauyeHue ANropuTM | 3aKpbITOro Katova | Ha ceptudukat no | ceptuduKata no
no ymoa4aHuto YMO/T4aHUIO YMON4aHHNIO
Noanuch FTOCT P 34.10- |packages- packages-csr.pem|packages-
RPM-nakeTos |2012 (256 6ur) |<SY-Pem cert.pem

MPUMEYAHUE. TeHepauuio KAOYEBbIX Map W 3anpocbl Ha cepTUdUKaTb
HeobxoAMMO 3amnyckaTb BHYTPU build-engine, noAgpobHOE ONMCaHMEe O KOTOPOM
npuseaeHo Ha Beb-canTe: https://developer.auroraos.ru/doc/
software_development/guides/package_signingttkeyAndCertGegFromIDE.

MpuMmep KOMaHAapb! ANA reHepaLnn KAo4YeBbIX Nap 1 3anpocoB Ha cepTUdUKaThbl:

customer—-gen-csrs \ —--common-name "developer company name" \ --
binaries-key binaries-key.pem \ --packages-key packages-key.pem

B npouecce BbINOAHEHWA KOMaHAbl ByayT 3anpolleHbl Napoan AnA WNPpoBaHNA
$alNoB C 3aKPbITbIMM KAo4amu M B pabodeit manke ckpunTa OyayT co3gaHbl dainbl
3aMpoCoB binaries-csr.pem W packages—-csr.pem.

dannbl 3anpocos (He bannsbl Katoyen) HeobxoAMMo nepenatb
npeanpuATUIO-Pa3paboTymKy M NONYYUTb B3aMeH NoanncaHHble Ganabl cepTUPMKaTos.

MPUMEYAHUE. Mpu npoBeaeHUM OUHANBHOTO TECTUPOBAHWMA CO3AaHHbIX MIT
notpebyeTca cepTUPMKAT CTOPOHHEN OpraHM3aLmMm Ha noanucb RPM-nakeTa.

CepTudmMKaT CTOPOHHEN OpraHM3aumm HeobxoAMMO AOMONHUTENbHO 3aNpPOCUTb Y
npeanpuaTna-paspaboTymka. Co3aaBaTb AOMONHUTENbHbIE KAKOYM M 3aMPOChbl  Ha
cepTuduKaT He TpebyeTca. B ganbHenwem MmeHem No YyMoa4aHuio ana panna ceptuduKaTa
CTOPOHHEW opraHM3aumm byaeT cuMTaTbCA packages—-client-cert.pem.

Bemay OTCYyTCTBMA MEXaHM3MOB A1A M3MEHEHWA NPUBA3KM B AajibHenLwen
3KcnayaTaumm HeobXoAMMO BbIMOAHUTL OAHO U3 CAeAyOWMX AENCTBUI:

— NOBTOPHO ycTaHoBMTb OC ABpopa Ha MY;

— OCyLecTBMTb cbpoc HacTpoek MY.

MPUMEYAHUE. [Ons nposepkn noanucu RPM-naketa u noanucu dannos IMA
MCNONb3yeTCA eauHbln cepTUdMKaT, T.e. OANA NOAMNMCKM NaKeTa M ero CoAepKMMOro
MCNONb3YyeTCA 0AHa NOAMNMUCh.
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MexaHun3m be3zonacHocTh IMA obecneynBaeT OTCYTCTBME BO3MOXKHOCTM 3amnyCKa Ha
MY ans HenoAnMCaHHbIX UCNoAHAeMbIX GarnoB RPM-nakeTa, a TakKe ANA UCNOAHAEMbIX
dannos RPM-nakeTa, noAmnmcaHHOro HeBEPHOM MNOANUCbID NMBO NOANMCbIO, KOoTopas
BEPHA, HO OT/INYAETCA OT TEKYLLEro KOPHEBOro cepTUdPMKaTa.

BHUMAHMUE! Moaaepxmsatotca anroputmsl ans IMA TOCT 34.10 2012.

MPUMEYAHUE. Mpun oT3bIBE CKOMMNPOMETMPOBAHHbBIX KAKOYEN MPOMCXOAMUT OT3bIB
KAto4ya, a He cepTuduKaTa.

B uenAx pasaeneHua 30Hbl M NOAAEPKaHMA TAYOUHbI MHTErpaumm CTOPOHHMX
RPM-nakeToB MmeoTcA A0OMNONHUTENbHbIE NOArpynnbl Ana noanucen: Regular, Extended,
MDM, Antivirus, KoTopble pa3nmyatoTcA Habopom nMpaBWa M paspelleHnin no
PAcnofoXKeHnto U1  B3aumoadenctentio ¢damnos B8 OC, a TaKKe WCNOob30BaHUEM
B3aMMOCBA3aHHbIX KOMNOHEHTOB.

NMPUMEYAHUE. Jna KOppEeKTHOM YCTaHOBKN M paboTbl Ha MY, PYHKUMOHMPYIOLLEM
noa ynpasneHnem OC ABpopa, RPM-nakeT [onxeH COOTBETCTBOBATb TpebOoBaHMAM,
YKa3aHHbIM Ha Beb-caure: https://developer.auroraos.ru/doc/
software_development/guidelines/rpm_requirements. OgHaKko 414 ynpoLleHns npolecca
y pa3paboTumMka eCcTb BO3MOXKHOCTb OTK/OYEeHMA Banuaaumm RPM-nakeTos, npu 3TOm
OCHOBHbIE KPUTMYECKME ANA CUCTEMbI MPOBEPKM OCTAHYTCA aKTUBHbIMMU.

[na rpynnbl 6be3onacHocTu TpebyeTca cneayoulee:

— o0bA3aTenbHaa NnoaAnMcb pa3paboTynKka, meTka — developer;

— OnuWoHanbHaa NOAMNUCb WMCTOYHWMKA, MeTKa — client. Mcnonb3yetcs Ans
peann3aumm AOBEPEHHbIX MCTOYHMKOB (Nn. 4.4.1.3).

MoAanucy HakNaablBatOTCA cneaytolmm obpas3om:

1) Pa3paboTumk noanucoiBaeT RPM-nakeT, KOTOPbIN OH NPOU3BEN;

2) RPM-nakeT onumnoHaAbHO NOAMMUCLIBAETCA NOAMUCHIO MCTOYHMKA (MapkeTom M
NN KTUEHTOM).

Mpn 3ToM pa3paboTymk noanucbiBaeT HenocpeacTBeHHO RPM-nakeT, a Kaxabli
nocneayowmin cydbbekT NoANnCbIBAeT NpeablayLLyto NOANNCH (T.e. UICTOYHUK NOAMNUCbIBAET
noAnuchb paspaboTynKka), TakKum 0H6pPa3oM OpraHM3oBaHa Mepapxmsa NoANMUCeNn, B KOTOPOM
Ha KaX[A0M M3 3TanoB NPOBEPKM MOXKHO BbIABUTb PACXOXKAEHNA.

KopHeBoi cepTudukaT npeanpuAtTua-paspaboTymka: Ans YCTaHOBKM [0Bepwus
MeXay cepTUdMKaTamm U CUCTEMOM nNpeanaraetca Mepapxmyeckas CBs3b MeXay
cepTUPMKaTamm, KOTOpble MCNOAL3YITCA AA8 NoAnucKM  naketos. [peanpuatue-
pa3pabotunk OC ABpopa NOCPEACTBOM YTUAUTbI tk26sig reHepupyeT cepTudumkar,
KOTOPbIA CYMTAEeTCA KOpHeBbiM. [lanee npeanpusaTue-pa3paboTymKk, MCNoNb3ya AaHHbIN
cepTUPUMKaT, BblAaeT CEPTUOMKATLI CBOMM KAMEHTAM Ha OCHOBE MX 3aMpPOcCa - 3TO MOTyT bbITb
KAtOYM pa3paboTymKa M MCTOYHMKA.

Takmm o06pasom, Bcerga BO3MOXHO MNPOCAeAMTb CBA3b MeXAy LenoYKom
CEPTUPMKATOB: €CAM BbIAAHHbLIA KAMEHTAM CepTUPMKAT He BblaaH NpeanpuATUEM-
pPa3paboTYMKOM, OH CUYMTAETCA HeaeNCTBUTENbHbIM, COOTBETCTBEHHO, BCE MOMbITKM
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yCTaHOBUTb RPM-nakeTbl, NoAnMcaHHble cepTUPMKATaMK, BblAAHHbIMKU HE NPeAnpPUATMEM-
pa3paboTymnkom, byayT HeyaauHbIMM.

MyTb 4O KOpHeBOro ceptuduMKaTa npeponpeneneH Ha MPOrPaMMHOM YPOBHE:
/etc/rpm/rootcacert-omp.pemn.

Ceptndukat npeanpuatna-paspaboTtumKka: cpeam Bcex cepTudMKaToB Ana rpynnb
developer Hamnbonee Ba*KHbIM ABNAeTCA cepTUdUKaT, BblAaHHbI
npeanpuaTnio-paspaboTunky ans paspabotkm OC ABpopa. Takumm cepTuduKaTamm
NOAMMCLIBAOTCA BCE MNPOAYKTbl  NpeanpuAtTMA-pa3paboTynka M BCE  CUCTEMHbIE
RPM-nakeTbl.

[MakeT, NOAMWUCAHHbLIA [AaHHbIM CepTUdMKATOM, He noaBepraeTca npoueccy
BaAnaaumMm (T.K. TakMe NaKeTbl BCerda CUYMTAlOTCA [A0BEPeHHbIMK). [na  oTamums
cepTudMKaToB MAEHTUOMKATOP NYyOAMYHOTO KAtOYa JAaHHOIO cepTUdMKaTa yCTaHaBAMBAETCA
B ®C no Nyt /etc/rpm/system-developer-keyid M NPU YCTAHOBKE Ka*KAOro MakeTa
NPOMUCXOANT MPOBEPKA MNyOAMYHOrO KAtoda cepTuduKaTa npeanpusatTma-pa3paboTymnka,
KOTOPbIM NOAMNMCAH NAKeT C KAOYOM, pacnonoxKeHHbim B OC.

BHyTpeHHAs CTpyKTypa noanucen: noanucu damna IMA unHTerpmpytotca B 610K
noaAnucK npeanpuatTMa-paspabotynka, noanncb IMA nepeHoCHTCs M3 3aro/I0BKa NaKeTa.
TonbKo nepsasa noanuch (He Becb Gali) 3aBepseTcs BTOPOM NOAMUCHIO.

O6wmnin popmat noanmncaHHoro RPM-nakeTa npmseaeH Ha pucyHke (PucyHok 137).

RPM-naker MNoanucaHo
3 PaspaboTumrom
aroNoBoOK —
ConepHumos ’
Mognuce 1
(PazpaboTumk)
CeefleHWA O MOAMUCEHTE
. 5 MNMoanucaHo
CepTuduKar Kanentom
Mognuce IMA
Llenoyka poTaLmm
(onu,)

Mognuck 1 (3aronoeok)

Mognucet 2 (KnueHT)

CeefieHWA O NoANMCcaHTe

Ceptudurar

[Moanuch

Moanuch 2 (3aronosok)

PucyHok 137
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Banmpauuna RPM-naketos: RPM-nakeTbl BanMamMpytoTcA cueHapmem, Haxoaawmmesa
B NpoekTe rpm-validator. Mpouecc BaAMAaLMM Ha COOTBETCTBME NPOXOAAT He Bce RPM-
MaKkeTbl, @ TO/NbKO He YyAoBAeTBOpAlOWME YyCA0BMAM ©OE30MacHOCTM, YKa3aHHbIM Ha
Beb-canTe: https://developer.auroraos.ru/doc/software_development/guidelines/
rpm_requirements.

RPM-naKkeTbl, NOANMCAHHbIE KAOYOM NpeanpuATUA-pa3paboTyMKa, He npoxoaAaTt
npoLecc Bannaaumu.

[Npn ycTaHOBKe Yepes 1ibrpm RPM-nakeT npoxoauT chneaytoume Ctaanu:

— BHYTPEHHME NPOBEPKMY;

— Ba/mnAauma nnarmHom rpm-plugin-validation.

MnarmH rpm-plugin-validation, BbI3BaHHbIA nepen ycTaHoBKOWM RPM-nakeTa,
nocnenoBaTelbHO BbIMOAHAET CAeaytoLLme AeACTBUA:

— MNpoBepKa noanucen n ceptudmnrkatos RPM-nakera;

— ecnn RPM-naket AsnAeTca obHOBAEHMEM, TO MpPOBepAeTcA, 4To cepTuduKaT
pa3paboTynka He u3ameHunca (T1.e. He WU3IMeHMACA AKX pa3padboTumk). M3meHeHume
cepTudmKaTa NpeanpuaTMa-pa3padboTyMKa CYUTAETCA OLLIMDOKOM YCTAHOBKMY;

— ecan RPM-nakeT noanucaH He npeanpuaTMEM-pPa3paboTyMKOM, BbINOAHSAETCS
Ba/MAaumMa nakeTa. HeycnelwHas BanMaauma CYMTaeTca OLMOKOM YCTAaHOBKM;

— BCTaBKa cepTtudukata B cuctemHbin IMA  keyring. HeycnelwHbin npouecc
CYMTAETCA OLIMOKON YCTAHOBKM;

— BCTaBKa MWHPOpmaumm o noanmcax u ceptudmkatax RPM-naketa B B/
rpmsign-external. HeycnelwHbl Npouecc cynTaeTcs oWnbOKOM yCTaHOBKM.

Mo 3aBeplueHnn ob6paboTkm RPM-naKkeTa Kaxzaoe AeicTBme co3gaeT coobuieHme
ayamTa B sdjd (cuctema ayauTa npeanpuatmua-paspaboTymka (cm. nogpasgen 4.1) o6
ycnexe nnbo Heycnexe Npu ycTaHoBKe Man yaaneHun RPM-nakeTa.

Mpn yctaHoBKke ntoboro RPM-nakeTa HeobxXxoAMMO y4MTbIBATb CAedylollee, YTO
Kaxabl1 RPM-naKkeT AoMKeH MMeTb Kak MUHMMYM NOANUCb NpeanpuATMA-pa3paboTynKa
naketa.

[Ona nposepkn noanncn RPM-naketa He06X0AMMO BbIMOAHUTbL KOMAHAY:

rpmsign-external verify —--root-cert ca.pem someapplication.rpm

[ns npocMoTpa BaykHbIX aTPUOYTOB NoAnucK (MMeHu cybbekTa, MeTkn 1 ID Katoya)
HeobX0AMMO BbIMOAHUTL KOMaHAY:

rpmsign-external dump someapplication.rpm

4.4.1.2. MNoannce MI

Ona noanncy MMM HeoBX0AMMO BbIMOAHUTL KOMAHAY:

rpmsign-external sign --key packages-key.pem --cert packages-cert.pem
sampleapp.rpm

roe:
— sampleapp.rpm— NaKeT, coaepxauinm MNo;
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— packages-key.pem — 3aKPbITbIA KAOY NOAMNMNCKU NAKETOB;

— packages-cert.pem— CepTl/Id)l/IKaT noanmcum NakeTos.

BHUMAHMUE! B npouecce noanuncm byayT 3anpolueHbl NapoabHble dppasbl oT paios
C 3aKpbITbIMK KNto4amm ana nognmcn RPM-nakeTos.

Ona nsonaumm Ml MCNONb3YIOTCA MEeCOYHMLUbI, ONUCaHME KOTOPbLIX MPUBELEHO B
noapasgene 4.5.

4.4.1.3. Ncnonb3oBaHWe A0BEPEHHbIX NCTOYHMKOB

B OC ABpoOpa 1cnonb3yeTca MexaHW3Mm yrnpasaeHnAa 4OBEPEHHbIMW UCTOYHUKaMM, C
MOMOLLBKD KOTOPOro Ha MY MOXHO yCTaHaB/AMBATbL TONbKO AoBepeHHble MI1, nmetowme
noAnNMCb OAHOIO U3 UCTOYHWUKOB, A0OABNEHHbIX B CMUCOK J0BEPEHHbIX.

MoANUCb NCTOYHMKA B CMIMCOK AOBEPEHHbBIX MOXeET ObiTb A06aBNEHa:

— opuumnanbHbim marasmHom MI;

— agMmuHuctpatopom M1M10.

Mpwn paboTe ¢ MMM agMUHUCTPATOP NOAYYAET CAEAYIOLINE BO3MOXHOCTMU:

— yCTaHasamBaTb M1, noanNMcaHHble Pa3NNYHbIMKU UCTOYHMKAMM, A0HaBAEHHbIMM
B CMMCOK A0BEepeHHbIX (cm. nn. 2.3.2.1);

— 006aBAATb UCTOYHWUKM B CMUCOK AOBEPEHHbIX ANA NOCAeAytoLEen ycTaHOBKN MI
(cm. nn. 2.3.2.2);

— ycTaHasauBaTtb MI 6e3 noannck UcTodHmKa (cm. nn. 2.3.2.3).

Mpwn paboTe ¢ 4OBEPEHHBIMWU NCTOYHUKAMW aAMMHUCTPATOP NOMyYaeT caeayolimne
BO3MOXHOCTU:

— paspewaTb U/Man 3anpeLlaTb YCTaHOBKY HenoanucaHHoro MMM (nn. 4.4.1.3.1);

— MPOCMaTPMBATL CMUCOK U BbIbMPaTb AOBEPEHHbIE UCTOUYHUKM (Nn. 4.4.1.3.2);

— YA3ANATb UCTOYHMK U3 CNUCKA AoBepeHHbIX (nn. 4.4.1.3.3).

4.4.1.3.1.HacTponKa ycTaHOBKM HenoannucaHHoro Mr1

[ns pa3pelweHna ycTaHOBKM HenognucaHHoro MIT HeobxoAMMO BbIMOAHUTL
cneayrouime AencTens:

— OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KacaHMem 3HauKa @ Ha DJKpaHe
NPUNOXKEHUN (cM. PucyHoK 1);

— KOCHYTbCA MYHKT@ MeHI «MCTOYHUKU MNPUNOHKEHUNY 5 s noapasaene
«besonacHoOCTb»;

— Ha OTKpPbIBLWIENCA CTpaHMLEe aKTMBMPOBATb MNepeKkatoyatens «PaspewnTb
YCTAHOBKY NPUAOKEHWUM He3 noanncK ncTouHmnka» (PucyHok 138);

— NOATBEPAUTb AENCTBME BBOAOM TEKYLLErO Napons (CM. PUCYHOK 4).

NMPUMEYAHUA:

v Mpun peakTMBauuMM nepekatoyatensd «Paspelnts YCTaHOBKY MpUIOXeHuin 6e3
noAnNnUcKM UCTOYHWMKa» OyayT yAaneHbl ycTaHoBAeHHble MIT 6e3 noanncKM MCTOYHMKA
(PncyHok 139);

v NMoapobHoe onuncaHme YyCTaHOBKM HenoAnmcaHHbix MM npuseaeHo 8 nn. 2.3.2.3.


https://confluence.omprussia.ru/pages/viewpage.action?pageId=227059237
https://confluence.omprussia.ru/x/cqaIDQ
https://confluence.omprussia.ru/x/iKaIDQ

MCTOYHMKM NpUNOXeHU

#  PaspelmTb YCTaHOBKY
npunoxexuit 6e3 nognucu
UCTOYHUKA
Bknio4eHve AaHHOW HaCTPOKM NPUBEAET K
BO3MOXHOCTY YCTaHOBKU HE0BEPEHHbIX
NPUNOXEHUIA

[loBepeHHble UCTOYHUKM @

PncyHok 138
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| OTMeHUTH MopTeepauTb

YOanuTb yCTaHOBNEHHbIE
npunoxexus 6e3 nognucu
UCTOYHMKA?

B cnyyae noaTBEpXAeHUs AaHHOro AeNCTBUS
6yAyT yaaneHsl cneayioume npunoXeHus:

PepakTop n3obpaxeHui
WebWildberries

J Colordots

CodeReader

ClubCode
@ CarBudget
OSM Scout

A’ Anbdpa OHnaitH

PucyHok 139

4.4.1.3.2.11pOCMOTP CNMCKa AOBEPEHHbIX MCTOYHMKOB

| [loBepeHHble UCTOYHUKMN

MoaTBepXAEHHbBIE UCTOYHMKM YCTAHOBKN
NPUAOXEHUI

dev.rustore.ru
KeylD: d3b57e52...40a14b27

PucyHok 140

NMPUMEYAHUE. NMoapobHoe onucaHne anobasieHns
MCTOYHWMKA B CMWCOK [JOBEPEHHbIX NPMBEAEHO B
nn. 2.3.2.2.

[Ona npocmoTpa Cnucka A0BEPeHHbIX WMCTOYHWKOB
HEeobX0AMMO KOCHYTbCA NoaA «[JoBepeHHble MCTOYHUKMY
(cm. PucyHok 138), B pe3ynbtate 0TOo6pa3nTca CTpaHuLa
CO CMUCKOM A0BEPEHHbIX MUCTOYHMKOB (PrcyHok 140).
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4.4.1.3.3.YnaneHne NCTOYHMKA U3 CNMUCKA A0BEPEHHbIX

[Ons ynaneHns WCTOYHUKA W3 CNMUCKA [A0BEPEHHbIX HEOOXOAMMO BbIMOAHUTL
cneayrouime AencTBns:

— Ha CTpaHuue «[loBepeHHble  UCTOYHMKMY»  (cm. PucyHoK 140)  OTKpbITb
KOHTEKCTHOE MEHID HEODXOANMMOTO NCTOYHMKA;

— KOCHYTbCA NyHKTa «YaanuTtb» (PrucyHok 141);

— NOATBEPAUTb AEMNCTBME BBOAOM TEKYLLETO Napons (CMm. PUcyHoK 4);

— Ha OTKPbIBLWIENCA CTPaHWLE KOCHYTbCA KHOMKM  «[loaTBepanTb»  AnA
noATBEPKAEHMA onepaunmn NMHBO KHOMKM «OTMEHUTLY ANa OTMeHbI (PrucyHok 142).

BHUMAHMUE! Mpu yaaneHMm WUCTOYHMKA M3 CNKMCKA O0BEPEHHbIX OyaAyT Takxke
yaaneHbl MMM, noanncaHHble AaHHbIM UCTOYHUKOM (PucyHok 142).

| JloBepeHHble UCTOYHUKU | OTMeHUTb MopTeepanTb |
lMoATBEPXAEHHDIE UCTOYHUKM YCTaHOBKM YnanuTtb UCTOYHUK dev.rustore.ru ua
lalalalen Cialald Cru1cKa 4OBEPEHHbIX?
dev.rustore.ru YnaneHue UCToYHMKa NPUBEAET K yAaNneHuo
KeylD: d3b57e52...40a14b27 BCEX NPUIOXEHUM, NOAMUCAHHbIX AaHHbIM
KeyID: UCTOYHUKOM:
d3b57e525bf0ec890cfb13707c5b1768¢09702
3cab26fb595cal170740a14b27 m RuStore
] Ymanutb
PucyHok 141 PucyHok 142

4.4.1.4. TMpoBepka nognncy bMHapHbIX GalioB

B noanucmn RPM-nakeTa xpaHuTcs cekuma ¢ noanucamm IMA ansa Kaxkgoro ¢anna,
coZleprKalllerocs B nakete. Bo Bpema yCTaHOBKM COAEPXMMOro NakeTa Ha KaxKablh dann
YyCTaHaBAMBAETCA  pPaCWMpPEeHHbIM  aTpubyT  security.ima, Kyda NOMeLlaeTcA
COOTBETCTBYIOWAn AaHHOMY dainy noanuck IMA.,
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Mpw 3anycke BuHapHoro danna npomcxoamt obsa3aTeNbHas NpoBepka noanucy IMA
c nomoubto noacuctembl OC Linux IMA/EVM un cepTudukaTa, NepemelieHHoro B
IMA keyring npu yctaHoBke RPM-nakeTa. B cnyyae HeycnewHom NpoBepKkm BUHaApPHbIA Gainn
He byaeT 3anyLleH.

[Ona nposepkn noanncy bBuHapHbIX panoB HEOOXOAMMO BbIMOAHUTbL KOMAHAY:

rpm -q —-gf ' [%${FILENAMES}\n%{FILESIGNATURES}\n]' package.rpm | grep
-Al /usr/bin/ | tail -n 1 | cut -c 7-14

roe package.rpm — nUmMa Gparaa NoANMCaHHOro NakeTa.

Pe3ynbtatom paboTbl nporpammsl byaet 4 6anTa, Hanpumep: de39e183.

Takad »ke nocnenoBaTeIbHOCTb LMPP A0NKHA MPUCYTCTBOBATL B BbIBOAE KOMAHAb!
cat/proc/keys, €Can cepTUPMKaAT noannucu BuHapHbIX Gannos bbin AobaBaeH B Nanky
/etc/keys/ima.

NMPUMEYAHMUE. Mpw nposepke noanncyu MM moxkeT noTpeboBaTbCA Nepe3arpyska
MY.

4.4.2. PaboTta c cepTudurkaTamm
4.4.2.1. JobaBneHne KOPHEBOro cepTUPUKaTa YA0CTOBEPSAIOLLETO LEHTPA

KopHeBol cepTndmKaT yaoctosepstollero ueHTpa (YLU) npeactasnaet cobon pain,
coaepalini WndpoBaHHYO cepBMCHYO MHPopmaumto ob YL, Ha ocHoBe aaHHoOro ¢arna
CTPOMTCA LEenoYyka JoBepua cepTudmratam. [loayumB  A0CTYyN K WMPPOBAHHOM
MHbOPMaALMK, KpUNTONPOBaMAep noATBepXAaeT MNOAJAMHHOCTb AMYHOM Il Takum
obpasom, ntobaa 3, sbinyweHHas YU, paboTaeT KOPPEKTHO TOAbKO MpPU HaaMymm
KopHeBoro ceptndmKkaTa.

Ona pobaBneHmns KopHeBoro ceptudmKkata YL B poBepeHHble Heobxoammo
BbIMNOJIHUTb CAeayoWme AencTBUS:

— noakntounts MY K 9BM ¢ nomoulsto USB-kabens;

— BblOpaTb pexum «poToKko nepesavdm aaHHbix (MTP)»;

— cKkonunpoBaTb ¢ 9BM n nepeHectn Ha MY ceptudukat YU,

— OTKpbITb MMM «Terminal» 1 BbINONHUTb CAeaytolme KOMaHAbI:

devel-su
cp <nyTe k Qainny> /etc/pki/ca-trust/source/anchors/
update-ca-trust

3arpy3nTb KopHeBoM cepTudukaT YL, Ha MY TaKk¥Ke BO3MOXKHO C NMOMOLLbIO CEeTH
NHTepHeT, BbinonHMB B MIT «Terminal» cneaytolime KomaHab!:

devel-su

curl -o /etc/pki/ca-trust/source/anchors/root ca.crt "https:
//url ceprtudukxara/root ca.crt"

update-ca-trust



https://confluence.omprussia.ru/pages/viewpage.action?pageId=60505051
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4.4.2.2. NpoBepkKa cepTUdMKaTos

[na npoBepKM cepTUPUKATOB HEODXOAMMO BbIMOAHUTL CAeaytolimMe AeNCTBUA:
— 3arpy3nTb KOPHEBbIE CEPTUPMKATLI C MOMOLLLIO KOMaHA:

curl -L https://developer.auroraos.ru/static/rootcacert-omp.pem -0
rootcacert-omp.pem

curl -L https://developer.auroraos.ru/static/ima-root-ca.x509.pem -o
ima-root-ca.x509.pem

— NPOBEPUTbL CEPTUPMKAT NOANUCK BDMHAPHBIX PaNNOB C MOMOLLbIO KOMaHAbI:

echo "test" > testfile; openssl smime -sign \ -in testfile \ -
signer binaries-cert.pem \ -inkey binaries-key.pem \ -out
testfile.sig; openssl smime -verify \ -in testfile.sig \ -
signer binaries-cert.pem \ -CAfile ima-root.ca.x509.pem

— NPOBEPUTb CeEPTUOUKAT NOAMNMUCK NAKETOB C MOMOLLIO KOMaHAbI:

echo "test" > testfile; openssl smime -sign \ -in testfile \ -
signer packages-cert.pem \ -inkey packages-key.pem \ -out
testfile.sig.gost; openssl smime -verify \ -in testfile.sig.gost \
-signer packages-cert.pem \ -CAfile rootcacart-omp.pem

— NPOBEPUTb CEPTUDUKAT CTOPOHHEN OPraHn3aLLMmM C MOMOLLbIO KOMaHbI:

echo "test" > testfile-client; openssl smime -sign \ -in testfile-
client \ -signer packages-client-cert.pem \ -inkey packages-
key.pem \ -out testfile-client.sig.gost; openssl smime -verify \
-in testfile-client.sig.gost \ -signer packages-client-cert.pem \

-CAfile rootcacart-omp.pem

4.5. N3onauma npoueccos

4.5.1. VI3onauma agpecHblx NPOCTPaHCTB

PeweHne 3agayn M301AUMW a[pPECHbIX MNPOCTPAHCTB MPOLLECCOB OCHOBAHO Ha
apxutektype aapa OC Aspopa, KoTopoe obecneumaeT COBCTBEHHOE M30/MPOBAHHOE
ajpecHoe NPOCTPAHCTBO A/1A KaXKA0ro NpoLLecca B CUCTEME.

Mcnonb3yembit MexaHM3M M30AALMM OCHOBAH Ha CTPAHMYHOM MEexXaHM3Me 3alUTbl
NAaMATU, a TaKXKe MEeXaHW3Me TPaHCAAUMM BUPTYaNbHOTO adpeca B (QU3NYECKUI,
noAAepKMBAEMOM MOAYyNEM yNpaBaeHMA NamATbto. O4HM 1 Te e BUPTyasibHble aapeca, C
KOTOpbIMM paboTaeT npoueccop, npeobpasytoTca B pasHble GU3MYeckMe aapeca ANd
Pa3HbIX aApPecHbIX NPOCTPAHCTB. pM 3TOM MPOLLECC HE MOXKET HeCaHKLUMOHWUPOBAHHbIM
0bpa3om Noay4YnTb AOCTYN K NPOCTPAHCTBY APYroro npouecca, T.K. HeNPUBUAETMPOBAHHbIN
NO/NIb30BaTENbCKMIA MPOLECC /IMWEH BO3MOMXKHOCTM pPaboTaTb C PU3MYECKOM NamATbiO
HanpAMYy1O.

NMPUMEYAHUE. MexaHn3m pasagensaemon namATi No3BOSAET MOAyYnTb AOCTyN K
OLHOMY M TOMY M€ VY4aCTKy namMaTM M HaxoAMTCA Mo KOHTPOAEM MOAUTUKMK
ANCKPELMOHHOrO pasrpaHn4eHmns npas 4ocTyna.
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AnpecHoe MpPOCTPaHCTBO fAApa 3alMuUIeHO OT MO/b30BaTE/NbCKMX MPOUECCOB C
MCNONb30BAHMEM MEXaHW3Ma CTPaHMYHOM 3aWwmTbl. CTpaHMUbl MNPOCTPAHCTBA AAPa
ABNAOTCA MPUBUAETMPOBAHHLIMK, M AOCTYN K HMM M3 HENPUBUAETMPOBAHHOINO KoJa
BbI3bIBAE€T MCKAOYEHME MpPOLLECcCcopa, KOTopblM obpabaTbiBaetca Aapom OC KOPPEKTHbIM
obpaszom.

EANHCTBEHHBLIM  CAHKLUMOHMPOBAHHLIM cnocobom poctyna K aapy OC wu3
MO/NIb30BATE/IbCKOM MPOrPamMbl  ABAAETCA MEXaHW3M CUCTEMHbIX BbI30BOB, KOTOpPbIN
rapaHTMPYyeT BO3MOMXHOCTb BbINO/JHEHWA MOAb30BaTENEM TONbKO CaHKLMOHMPOBAHHbIX
NEencTBUM.

[1oNnoNHUTENbHbIE  MEXaHW3Mbl  M30/1AUMM  MNpPOLLeccoB  obecnevymBatoTcs
NPUMEHSAEMBIMU TEXHONOTMAMM KOHTEMHEPU3ALMM HE TONbKO APYr OT Apyra, HO U OT
BHELLHMX PECYPCOB, a TaKXKe BHELLIHWX PeCypCcOB OT MPOLLEeCCOB.

[MporpaMmHble CpeacTBa pa3pellatoT NPOLLECCYy NMWb ONpeaeneHHbI NepeyeHb
NENCTBUI, BbIMOMIHAEMbIX MO OTHOWEHMIO K APYyrMmM npoueccam u nepudpepuimnHbiM
YCTPOMCTBaM, BKAOYAsA MOCTOSAHHOE 3anoMMHatloLLEee YCTPOMCTBO, KOTOPbLIN onpeaenseTca
NP yCTaHOBKE NaKeTa, CoOAep Kallero MCNoNHAEMbIN dann.

NMPUMEYAHMUE. MoapobHoe onucaHue NPUBUAETMPOBAHHbIX "
HenpWBUAETMPOBAHHbIX MPOLECCOB NpUBEAEHO B Nnoapasaene 4.3.

4.5.2. N3onauma MI1 ¢ ncnonb3oBaHMEM NECOYHUL,

B OCABpopa peannsoBaHa wu3onauma MI1 Cc MCNONb30BaHMEM MECOYHMUL,
OCHOBAHHbIX Ha cBOOOAHO pacnpocTpaHsemom npoaykTe Firejail, KoTopbln Mcnonb3yet
CcTaHaapTHble ana OC Linux mMexaHW3Mbl namespace W seccomp-bpf, MO3BONANOLIME
onpeaenATb CNMCOK AOCTYMNHbIX 414 MIT cMCTeMHbIX BbISOBOB.

Firejail npeactaBnaer cobolt NErkoBeCHYd NecoYHuuy W NoAXoAUT  ANA
MCNONb30BaHMA B MY, npu 3TOM BCce noab3oBaTenbCckue MIT 3anyckatoTca 4epes
sailjail-obepTky Hapg Firejail. JlonoaHuUTeNbHO AN M30AAUMKM MCNoNb3yeTcs xdg-dbus-
proxy, QUALTPYOWMI Npokck ana D-Bus.

MexaHn3M seccomp-bpf 3anpeLlaeT HEKOTOPble CUCTEMHbIE BbI30Bbl, HaMpUmep:
mount/umount, ptrace, kexecW ap.

Mo ymon4aHuto B mount namespace A40CTyn K ®C orpaHn4mnBaeTca 4o:

— [OCTyNna Ha YTeHMe M 3anucb K AaHHbIM KOHKpeTHoro MM ($XDG DATA HOME,
$XDG _CONFIG HOME, $XDG CACHE HOME);

— [0CTyna TO/IbKO Ha YTeHune K /usr/share/S$ApplicationName;

— [OCTyna TO/AbKO Ha YTeHMe K HEeKOTopbIM nankam w  daknam B
/etc, /usr/share, /var/libwuT.A.

[ocTyn kK ®C moxKeT 6bITb pacliMPeH NPY 3aNpPOCe COOTBETCTBYHOLLMX Pa3peLlEHN,
OMMUCaHHbIX C MOMOLLbIO NpaBuA Firejail, Hanpumep:

— pa3peuweHne «Pictures» npegocTtaBnaeT AOCTYN Ha YTEHWE M 3aNUCb K Mankam
NO/b30BaTeNA ~/Pictures, a TAKXKE K K3LWY NPeBblo;



— pa3spelueHne «RemovableMedia» npeaoctasnaeT AOCTYN K CbEMHbIM HOCUTENAM

(/media/S$USER/) U T.A.
B net namespace N0 yMo/4aHUO 400aBAAETCA TONbKO loopback device.

Pabota B necoyHuLe no3BonseT onpeaenuts MM paspeweHma Ha A0CTyn K
pecypcam, obycnoBneHHble 3/eMeHTamMM, OnucaHMe KOTOPbIX MpuBeAeHO B Tabauue

(Tabnunua 16).
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Tabnuua 16

Ne JIeMeHT OnucaHue

1 |Accounts MpocmoTp, MoaOUKALMA N CUHXPOHU3ALMA YYETHbIX
3anmcen

2 |AccessSecuritylog JlocTyn K perncTpaLyoHHOMY XKypHany

3 |Audio BocnpownsseaeHue 1 3anmcb ayamo, U3MeHeHne
KOHOUIrypaumm

4 |Bluetooth MoaKntoveHne 1 ncnonb3oBaHue Bluetooth®-ycTporicTs

5 |Calendar MpocmoTp 1 MoanduKaumsa cobbITUIN KaneHaaps

6 |Camera [locTyn K Kamepe, cbemka GOTO M BMAEO

7 |Contacts MpocmoTp 1 moaAndUKaLMA AaHHbIX KOHTAKTOB

8 |Devicelnfo M3BneuyeHne gaHHbIX 0 MY

9 |Documents NocTtyn k nanke «Documents»

10 |Downloads [ocTtyn k nanke «Downloads»

11 |E-mail YTeHne n oTnpaBKa NMCEM M3 STEKTPOHHOM NOYTHI,
[OCTYN K BNOXEHNAM

12 |Internet Micnonb3oBaHue cetn MHTepHeT

13 |Location lcnonb3oBaHMe reosiokaLmm

14 |LogSecurityEvents 3anmch B PErMcTPaLMOHHbIN KypPHanN

15 |Medialndexing Joctyn K nepeynto ¢pannos Ha MY

16 |Messages Joctyn K 4yTeHuto 1 otnpaske SMS

17 |Microphone 3anMcb ayamo C MOMOLLbI MUKPOdOHa

18 |Music [octyn k nanke «Music», naenamcTam 1 ob610xKKam

19 |NFC MNoakntoveHne n ncnonb3osaHne NFC-ycTponcTs

20 |Phone OcyllecTB/ieHMe BbI3OBOB HAMPAMYIO UK Yepes
NoNb30BaTENbCKNI MHTEpdENC

21 |Pictures JocTyn K nanke «Pictures»

22 |Printing MpOCMOTP M UCMOb30BaHNE JOCTYMHbIX MPUHTEPOB

23 |PublicDir JocTyn K nanke «Pictures»

24 |PushNotifications YreHne push-ysesomaeHn

25 |RemovableMedia Mcnonb3oBaHWe KapT namatu n USB

26 |SecuresStorage XpaHeHne WnPpoBaHHbIX hannos

27 |ScreenCapture 3axBaT COAEPHKMMOro 3KpaHa
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No dNeMeHT OnucaHune

28 |UserDirs [ocTtyn K nankam «Documentsy», «Downloads», «Musicy,
«Pictures», «Public» n «Video»

29 |Videos NocTyn K nanke «Videos»

30 |WebView Nna ncnonssosanuna Gecko WebView

[Ons kaxkgoro MI1, BbIMONHAOLLErOCA B NECOYHMLE, MOXKET OblTb CO34aH NPOdub,
onpeaenaArWmn ero BOIMOXKHOCTM 1 noseaeHme. Hanpumep, npodunb ana MM «lMoroaa»
MOMEeT BbIrNAAEeTb Ceayrowmm obpasom:

# Firetail > Firejail profile for /usr/bin/omp-weather

### security filters
caps.drop all
nonewprivs

seccomp

### network
protocol unix,

### environment
shell none

### baseline
include permission-baseline.inc

### application

private-bin omp-weather,

private-etc passwd,group, location,dconf,xdg, fonts, system-fips, selinux,
private-tmp

dbus-user.own ru.omprussia.weather

whitelist /usr/share/omp-weather

# Settings
include sessionbus-com.jolla.settings.inc

# Connman
include systembus-net.connman.inc

4.6. 3aWwmTa NamMATH

4.6.1. O4yncTKa MamaTm

OuncTKa OonepaTMBHOM MAMATM OCHOBAHa Ha apxuTekType aapa OC Aspopa w
rapaHTUPYET, YTO OObIYHbIA HEMNPUBUAETMPOBAHHbIM MPOLECC HE MOXKET MNONYYMTb AaHHbIE
YYXKOro npoLecca, ecam 3To ABHO He paspelueHo MNP/,

CpeAcTBa B3aMMOAENCTBMA MeXAY NpoLeccamm KOHTPOAMPYHOTCA ¢ nomoubto MNP/,
M NPOLLECC HE MOKET MOAYYUTb AOCTYMN K HEOYMLLEHHOM NaMATKU (KaK onepaTMBHOM, TaK K
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[MCKOBOM). AApO BblAeNAeT KaAOMy MpOLLeCcCy BMPTyasbHOE aApecHOe MPOCTPAHCTBO,
KOTOpOe TpaHCAMpyeTca B dU3NYecKMe agpeca NaMAT C NOAAEPKKON paHAOMM3aAUMN.

[locTynHble O1A  NONb30BaTeNbCKOrO  Mpouecca QyHKUMM  BblAeNeHMA U
pacnpefeneHna NamATM OCYWECTBAAKT BbINOJAHEHWE pPEXMMA WMHUUMANM3ALUNN, NPK
KOTOPOM MpPOMCXoamMT OBHyneHue Aveek NamsaTM. Takum obpasom, A4pPO M CUMCTeMHan
6ubamnoteka libc FapaHTUPYIOT MOAyYEeHWEe MPOLLECCOM TOJIbKO OYMLLEHHbIX CTPaHML,
namaTn 6e3 oCcTaTo4YHOM MHOPMaLMN.

O4mcTKa NamATM Ha BHeWwHWX HocuTenax (eMMC) ocHoBaHa Ha peanu3aunmu
MeXxaHM3Ma secdel, KOTOPbIA O4YUWAET Ha HoOcUTene Heucnonblyemble 6a0kn OC
HenocpeacTBEHHO MPW MX OCBODOXKAEHWM C MOMOLLBIO MEpPe3anmnucm MxX MaCKMpyroLLen
NOCNen0BaTENbHOCTLIO.

4.6.2. O4nCTKa NO/Ib30BATE/IbCKMX AAHHbIX

MPUMEYAHUE. HacTpolika cepBmca O4YNCTKM NOJIb30BATENbCKUX AaHHbIX AOCTYMHA
TO/IbKO aAMMHUCTPATOPY.

CepBMC NpedHasHavyeH ONA OYMUCTKM MOMb30BATENbCKMX AaHHbIX MO PACMMCAHUIO
[N BCEX YYETHbIX 3aMMCen Noab3oBaTenen. BoimnoaHAA OYNMCTKY NOIb30BATE/IbCKMX MAMOK,
CEPBMC YMeHbllaeT 0Obem yTeYKM MN0/Ab30BaATENbCKON WHDOPMALMM B Cay4vae
HEeCaHKLUMOHMPOBAHHOIO AOCTYNa K NanKkam.

OuMCTKa 3a4aHHbIX MaMoOK MNPOM3BOAMTCA C YYETOM  BJIOXKEHHbIX Mamnok
(pekypcmBHO).

CpoK xpaHeHuns ¢alnoB B Nankax, BblAENEHHbIX C MOMOLLbIO KOHPUIYPALIMOHHOIO
dalina, OTCUMTLIBAETCA OT BPEMEHM NOCNeAHEro U3MeHeHUs dalina.

BHUMAHMUE! Monb3oBaTenbckmne dGalibl, KOTOPble HE MOABEPKEHBI MUBMEHEHNAM B
npouecce aKcnayaTaumMmn, n KoTopble cneayeT 0b6e30nacnTb OT OYUCTKU, PEKOMEHAYETCS
XPaHWTb B Marnkax, HEKOHTPOIMPYEMbIX CEPBUCOM.

Mpn pacyeTe CpoKa XpaHeHMsA Noab30BaTeNbCKMX dainioB HEOOXOAMMO Y4MTbIBATbL
cnefyroume NoNoXKeHNA:

— CPOK pacCyMTbiBaeTCA C MOMEHTa CO34aHWA YYeTHOW 3anuMcu WU BHECeHuA
nocneaHero U3MeHeHuin;

— BPEMEHHbIN MHTEPBa/ NPOBEPKM CEPBMCOB, COCTABAAKOLMA OANH Yac, BXOAMT B
CPOK XpaHeHus;

— He MOXKeT NpeBbllaTb 3a1aHHbIN CPOK XpaHeHua dainos (PucyHok 144).

NMPUMEYAHUA:

v’ MNepeyeHb NanoKk A/18 OYUCTKM MOMb30BaATENbCKUX AaHHbIX ONpeaenseTcs npu
BHEAPEHMU U MOXKET BblTb M3MEHEH C MOMOLLbIO KOHOUIYpPaUMOHHOTO dGalina;

v/ BbiBOp ManoK no yMoAYaHUIo OrpaHuyeH Caeay oMM nankamm:

— S{HOME}/Documents;

— S{HOME}/Downloads;

— S{HOME}/Music;

— S{HOME}/Playlists;



131
AOMI.10034-02 91 01

— S{HOME}/Pictures;
— S{HOME}/Public;
— S{HOME}/Videos.
v’V agMMHUCTPaATOpa OTCYTCTBYET BO3MOMKHOCTb CaMOCTOATENbHO [06aBnaTb
nanku 418 OYUCTKM C MOMOLLIO NOb30BaTEIbCKOrO UHTEPdeica.
[11A BKAIOYEHMA OYMCTKM MOJb30BATENbCKMX AAHHbIX
HeoBbX0AMMO BbINOMHUTL CAeaytoWmne enCTBus:

I Manku

YCTaHOBUTE MaKCUMasbHbI CPOK XPaHEHUs

uilcaE sete A (oAT ST — OTKPbITb MEHIO CMCTEMHbIX HACTPOEK KacaHuem
R 3Ha4kKa @ Ha JKpaHe NPUNoKeHN (cm. PucyHok 1);

W Heyranime gainedat — KOCHYTbCA NyHKTa MeHI0
DOcUneNts GRS «AOMUHUCTPUPOBAHMNEY &g noapasgene «Cuctema;
Doynloads OTEnionGHa — Ha OTKPbIBLUEMCA CTPAHULLE KOCHYTHCA MYHKTa MEHIO
Music OTkrioueHo «OumCTKa NO/1b30BaATE/IbCKMX [AaHHbIX»
Bloturss DiniousHo (cm. PrcyHok 78) ana otobparkeHus CTpaHuLbl C Nankamu;

— KOCHYTbCA nepekatoyatena «He ypanate ¢annbl
.dst» (PucyHok 143).

NMPUMEYAHUE. KoHdurypaumoHHble dannbl dopmaTa
.dst npeaHa3HayeHbl ANA HACTPOMKM CcTOpoHHero VPN-
peweHuna Vipnet;

Playlists OTknto4yeHo
Public OTtknioyeHo

Videos OTtknoyeHo

PucyHok 143

— KOCHYTbCA MOAS C Nankoh, Yy KOTOPOM HeobXoAMMO BKAKOUYUTb OYMCTKY
(cm. PucyHok 143);

— Ha OTKPbIBLWIENCA CTpaHWULUE KOCHYTbCA MNepekatodaTens «BKAUYMTb OYMCTKY»
(PvcyHoK 144),

MPUMEYAHUE. [na akTmBauum nepekntoyvaTeNa AOCTAaTOYHO KOCHYTbCA MOAA, B
KOTOPOM OH PaCnoOXKeH: NepekatyaTelb Ha4YHET CBETUTLCA ApYe, YeM B COCTOAHMK MO
YMOJIYAHUIO (HEAKTUBHOM);

— 3a[aTb CPOK XpaHeHuA $GaiaoB No pacnmcaHuio, Nnepemelas COOTBETCTBY LM
cnanaep (PucyHok 144):
®BMPaBO A/1A YBE/IMYEHNA CPOKA (MaKCMMaibHOe 3HayeHme: 168 yacos);
®B/1EBO A/17 YMEHbLLEHMA (MMHUMANbHOE 3HaYeHMe: 4 Yaca).
NMPUMEYAHUA:
v’ lar usmeHeHuna cpoka xpaHeHua ¢painnos — 4 yaca;
v’ Mo yMONYaHMIO CPOK XpaHeHua Gaitnos — 72 Yyaca;
— KOCHYTbCA KHOMKK «[loaATBEPAUTL» ANA NOATBEPKAEHMA onepaumm MO0 KHOMKK
«OTMeHUTb» ANa OTMeHbl (PucyHok 144), B pe3ynbTaTe Ha cTpaHuue «[llanku» byaet
M3MEHEH CTaTyC Yy BblIbpaHHOM nanku (PrucyHok 145).
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[ONs OTKAOYEHMA OYMCTKM NOJIb30BATENbCKMX JaHHbIX HEOOXOAMMO AEeaKTMBMPOBATb
nepekntoYaTeb « BKAOUYNTL O4MUCTKY» (PrcyHOK 144).

| OTMeHUTb MoaTeepaunTb | Manku
B - YCTaHOBUTE MaKCUManbHbIi CPOK XpaHeHUs
Documents $aiinos B 3apaHHbIX Nankax: ¢paiin 6yget
yganéH U3 nanku, ecnv okaxeTca CTapLue
BKAIONMTH OYUCTKY YCTaHOB/IEHHOIO CPOKa.
72 yaca % Heypanatb daiinbl .dst
Cpok xpaHeHus daiino Documents 72 4aca

Downloads OTtkntoyeHo
Music OTtknioyeHo
Pictures OTtkntoyeHo
Playlists OTtknioyeHo
Public OTknioveHo

Videos OTtknioyeHo

PucyHok 144 PucyHok 145

4.6.3. [Nepe3anncb 0CTaTOYHON MHPOPMALUM

B OC Aspopa peannsoBaHa O YHKLMA Nepe3anmcn OCTaTOYHOM MHPOopMaLmK,
cpabaTbiBatoWan Kaxkaplh pa3 npu yaaneHum danna. MNpouecc nepesanmcn NpoucxoamnT
aBTOMAaTMYECKM M CKPbIT ANA nonb3osaTena. B caydyae HeobxoAMMOCTM OCYLLECTBUTL
NPUHYAUTENbHYID — Mepe3anucb  CAyYalHbIMWM  WMAW  cheuuanbHbiMKM  BUTOBbIMMU
Noc/sief0BaTE/IbHOCTAMU AAMUHUCTPATOP MMEET BO3MOXKHOCTb CaMOCTOATE/IbHO 3anyCTUTb
npoueaypy yaaneHua danna u/vnm nanku.

[laHHaa npoueaypa NPUBOAMT K CHUMKEHMIO NPOM3BOANTENBHOCTM, OCOOEHHO NpU
yaaneHum 6onblioro dparna: yem dann 6oblie, TEM CHUNKEHME CYLLLECTBEHHEE N 3aMeTHeE,
T.K. Ha Nepuos rapaHTUPOBAHHOIO YyAa/sieHUA BCe OCTajibHble onepauum 3anucum Ha
HOCMTENb MHDOPMALMM NPUOCTAHABAMBAKOTCA M NMOMELLAOTCA B O4Yepedb A0 3aBepPLIEHNS
yAaNeHuA.

OC ABpopa ¢yHKUMOHMpPYET Ha MY, namsaTb KOTOPbIX COCTOUT M3 Habopa
(MHOXecTBa) AveeK. BBMAY KOHCTPYKTUBHbIX ocobeHHocTer MY Kaxkaas Aavelrka mmeet
6onbloe M KOHEYHOE KOAMYECTBO LUMKAOB Nepes3anncu, T.e. NOCTOAHHble onepauym no
YTEHMIO W 3anucK c/Ha USB-HakonuTenb BAEKYT YyBe/NMYeHWe cYeTYMKa obpalleHui
(KO/IMYECTBO KOTOPbIX OrPaHMYEHO Ha anmnapaTHOM YPOBHE) 1, KaK CNeACTBUE, NOCTENEHHOE
CHUMEHWE CPOKa CNYKObl HakonuUTeNs.
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HepaumoHanbHOE MCNONb30BaHME MHOrOKpaTHOW nepesannck OC ABpopa BaeyeT
CHUXEHME NPON3BOAMTE/IBHOCTM Ha BPEMA NPOBEeAEHNA onepaumm YAAIEHMA U CHUKEHNE
CPOKa cny»xbbl HaKonNUTeNa AaHHbIX MY.

[na MHOTrOKpaTHOM nepe3anncy MCNoNb3yeTca YTUAMTA KOMAHAHOM CTPOKU wipe,
[OCTYN K KOTOPOM ocyllecTsaaeTca ¢ nomoulsto MIM «Terminal» (cm. noagpasgen 2.4).

MoapobHoe onucaHne uHTepdelnca wipe NPUMBEAEHO B MPUIOKEHUMU
(Mpunnoxerue 2).

4.7. ObecnevyeHue HaaeXHOro GyHKUMOHUPOBAHUA

4.7.1. HapexkHble MeTKM BpemMeHu

MeTKa BpemMeHM CYUTaeTCs HaZeKHOM Npu YyCAOBUM HEBO3MOXKHOCTU BHECTUN B Hee
M3MEHEHWA Nocne Co34aHns, eCIn UeNOCTHOCTb AaHHON METKM He Dblna HapyLleHa.

HaperkHble MeTKM BpeMeHn obecneymBatloTca apxmTekTypoin xpoHomeTpaxka OC,
KoTopasa npeactaBnseTr cobol Habop CTPYKTYpP AaHHbIX M GYHKUMKA A4pa, MMEOLLMX
OTHOLLEHWE K OTCNEKMBAHMIO X043 BPEMEHM 1 BA3MpPYIOLLMXCA Ha:

— CYeT4MKe oTmeToK BpemeHu (TSC);

— Mporpammupyemom Taimepe nutepsanos (PIT);

— APIC-Tanmepe;

— BbICOKOTOYHOM Taimepe cobbitnin (HPET).

HayanbHble 3HAaYEeHWA CUCTEMHbIX TaMepOB 3a4atoTcA MO TalMepy PeasibHOro
BpemeHu MY, a 6a30Bble MHTEPBA/bI BbIYMCAAOTCA NPU MHULMANN3AUMU CUCTEMDI.

B KayecTBe  HW3KOYPOBHEBOrO  MexaHM3mMa  aapa,  obecneymBatolEero
OYHKUMOHMpPOBAHNE HAAEKHbIX METOK BPEMEHW, MCMNOJb3yeTcsa crneumanbHbil Habop
CTPYKTYpP ZAaHHbIX A4pa (timespec xtime), QyHKUMI AApa do gettimeofday () U
HVU3KOYPOBHEBbLIX  CUCTEMHbIX  Bbl3OBOB clock settime(), clock gettime(),
gettimeofday () U settimeofday ().

4.7.2. KBOTMpOBaHME NOCTOAHHOW NaMATH

KBoTMpoBaHMe — pa3saeneHne OrpaHMYeHHOro AMCKOBOrO MpocTpaHcTBa MY
MeXAy YYeTHbIMW 3anMCAMM MOJIb30BaTENEN, NMO3BOMAKOLLEE CO34aBaTb OAHOBPEMEHHO
HECKO/IbKO YYETHbIX 3anuncer nonb3osatenen Ha MY (cm. noapasaen 1.2).

B OC ABpopa npeaycmMoTpeHa BO3MOMHOCTb BblAENEHMA KBOTbl — o0bbema
[MCKOBOrO NPOCTPAHCTBA A/1A Y4ETHOM 3anMCK NOb30BaTeNA NPU ee COo34aHnK, NPu 3TOM
Yy YYETHOWN 3aMMCKM NO/b30BaATENS OTCYTCTBYET BO3MOMKHOCTb MPETEHA0BaTb Ha 60bLINMA
0bbem MOCTOAHHOM NAaMATWU, a BblAENEHHOE eM MPOCTPaHCTBO byaeT HeaoCTynHO ANA
APYIMX YY4eTHbIX 3aNMcen Noab30oBaTeen AaXKe B C/lydae ecam oHO cBoboaHO.

BHUMAHME! O6bem KBOTbI 3a4a€TCA NPU CO3AaHMM YY4ETHOM 3aNNCK NONb30BATENS
N He MOXKeT OblTb U3MEHEH BMOCNEACTBUMN.

[ns TOro, 4ToObLI 334aTb YYETHOM 3aMMUCKU NONAb30BATENSA KBOTY Ha MCMONb30BaHME
AMCKOBOro MpPOCTPaAHCTBa, HEOBXOAMMO Ha CTpaHMUe CO34aHMA  YYeTHOM 3anmcu
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No/b30BaTeNdA  YCTaHOBWUTb  KOJIMYECTBO  Bblaensemblx emy [b, nepemeulasn
COOTBETCTBYHOLLMA CNanaep BNPaBO A5 YBEAMYEHMA KBOTbI MO0 BNIEBO AN1A YMEHbLUEHMA
(cm. PucyHok 3).

OC ABpopa aBTOMATUYECKM BbIYMCAAET AOMNYCTUMbIE NPeAebl KBOTUPOBAHMUA TaKUM
0bpa3om, 4ToObl MOXKHO ObINIO CO3AaTb A0 7 YYETHbIX 3aNMCe NOAb30BaTENEN, MPU STOM
KBOTbI YCTaHaB/MBAOTCA caeayowmMm obpa3om:

— HUXHAA rpaHMLA KBOTbI 3adaeTcA B 512 Mb;

— BEPXHAA rpaHuMLLa KBOTbl pacCcYMTbiBaEeTCA caeayrowmm obpasom: obwmni obbem
Amnckosoro npoctpaHcTea MY (AllSpace) 3a BblueToM 06bema AMCKOBOro npoctpaHcTea MY,
3aHATOrO CO34aHHbIMM YYeTHbIMM 3anncamm (Qi).

NMPUMEYAHUE. B cnyvae ecam Ha MY HeaoOCTaTOMHO MamMATM AN1A BblAeNEHUS
NO/Ib30BATEN0 KBOTbl, MPEBbIAIOWEN HUXKHIOW rpaHuLy (MWHUMaNbHbIM pa3mep),
nepemelleHune cnangepa dyaeTt HegoCTynHoO (cm. PUCYHOK 3).

[nAa BblYMCNEHMA TPAHML, KBOTbI MCNOJIb3YHOTCA CAeaytolme NnepemeHHble:

— AllSpace — 0b6WMIM 06bEM AMCKOBOro NpocTpaHcTBa MY;

— Nusr — KOZIMYECTBO YYETHbIX 3anncen, co3gaHHbIx Ha MY;

— Qi — obbem AMCKOBOro npocTpaHcTBa MY, 3aHATbIN CO34aHHbIMM YYETHbIMM
3anNncAMM;

— UsrAvSpace = AllSpace — 2 GB — 2 b Bblgensaetca Ana y4eTHOM 3anmcu
aAMMHNCTPATOPa;

— MinQuota = 512 Mb. B cnyyae ecnm UsrAvSpace/6 < MinQuota, TO 3aZaHue
KBOTbl HEBO3MOXHO;

— MaxQuota = UsrAvSpace - sum (Qi) — MaKCMMa/ibHAA KBOTa, KOTOPYIO
MOXHO BbIAENNTb CO34aBaeMoin Ha MY y4yeTHOM 3anmMcK NO/sb30BaTeNA: BCE AOCTYMHOe
NPOCTPAHCTBO 3a BbIYETOM CYMMbI Y}Ke BblAE/IEHHbIX KBOT.

NMPUMEYAHUE. MaKcrmanbHblie KBOTbl YYETHbIX 3anMcen No/b30BaTeNA 334at0TCA
aAMNUHUCTPATOPOM B  KOHPUIypaUMOHHOM  danne /etc/security/limits.conf
(Mpunoxenne 1). Tak¥Ke [1a YyNpaBAeHUs anmnapaTtHbIMKM KBOTaMM U3 Pas3/INYHbIX
NONb30BATENbCKMX  MPOrPaMM  MCMONb3YKOTCA  CAeaytlolime  CUCTEMHbIE  BbI3OBbI:

setrlimit (), getrlimit(), prlimit() m nice().

4.7.3. NpuHyAuTEeNbHOE 3aBeplleHMe ceaHca Nnoib3oBaTena

[nq Toro, 4Tobbl ceaHc nonbosatena OC ABpopa NPUHYAUTENbHO 3aBEPLUANCA MO
ncre4eHmMmm YCTaHOB/IEHHOIO BpemMeHMn ero HeakKTUBHOCTU, HeO6XO,£||V|IV\O npoaenatb
cnesyoLLMe onepaLum:

— €034aTb cepBuC-PaliN /etc/systemd/system/ session-timeout.service
CNefyIoLWero CoAepPKMMOro:

[Unit]
Description=Session Logout Service
After=authd.service

[Service]
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Type=simple

RuntimeDirectory=session-logout

ExecStart=/bin/sh /usr/libexec/session-timeout/session-timeout.sh
Restart=always

RestartSec=1

[Install]
WantedBy=graphical.target

— co3maTb anpektoputo /usr/libexec/session-timeout/;
— co3pgaTb ckpunT /usr/libexec/session-timeout/session-timeout.sh cneaytouwero
COAEPKMMOrO:

#!/bin/sh
session timeout=1200
timestamp file="/run/session-logout/last-input-activity.log"

run timestamp updater ()

{
libinput debug-events | awk -v "f=Stimestamp file"

'"{t=strftime ("%s"); print(t) > f; close(f); }' &

}

reset timestamp updater ()
{
echo "Resetting timestamp"
kill %1
rm -vi "Stimestamp file"
date '+%s' > "Stimestamp file"
run_timestamp updater

}

set devlock state()
{
gdbus call --system --dest ru.omp.AuthService \
--object-path "/ru/omp/AuthService/Devlock™ \
--method ru.omp.AuthService.Devlock.SetState "$1"
}

reset timestamp updater

while true; do

read timestamp < "Stimestamp file"

now=$ (date '"+%s')

diff=$(( Snow - Stimestamp ))

echo "timestamp S$timestamp, diff $diff"

if [[ $(( Snow - Stimestamp )) -1t $session timeout ]]; then
sleep 1

elif mountpoint /home; then
#set devlock state 1
source /etc/environment
echo "Stopping user session for S$LAST LOGIN UID"
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systemctl stop user@$LAST LOGIN UID
source /var/lib/environment/compositor/droid-hal-device.conf
export QT QPA PLATFORM
export EGL PLATFORM
/usr/libexec/unlock-ui SLIPSTICK OPTIONS
reset timestamp updater
source /etc/environment
systemctl start user@SLAST LOGIN UID

else
reset timestamp updater
sleep 1

fi

done

— MPUCBOUTb NEPEMEHHOW session timeout HYXHOE 3Ha4YeHWe B CEeKyHAaX, KaK
nepuoa, HEeaKTMBHOCTM MOMb30BaTeNA, MO WCTEYEHMM KOTOPOro ero ceaHc byaet
NPUHYAMTENBHO 3aBEPLUEH, K NPUMEpPY:

session timeout=600 nma 10 MuHyT.

— [N aBTOMATUYeCcKoro ckpunta A06aBUTb CCbINKY Ha cepBuc-panln B TapreT
graphical.target:

In -sv ../session-timeout.service
/etc/systemd/system/graphical.target.wants/

— nepesarpysnts MY.
4.8. dunbTpaumA ceTeBoro NOTOKa

4.8.1. Obuwan nHpopmauma

®dunbTpauma cetesblix notokoB B OC ABpopa OCYLECTBAAETCA C MNOMOLbIO
BCTpoeHHOro B A4p0 OC PpuabTpa ceTeBbIX NAKETOB netfilter M MOHMUTOPA ODpaLLEHMU,
KOHTPOAMPYIOLLEro ceTeBOM cTek IPv4.

AOMUHUCTPATOP NMPWU NOMOLWM YTUANUTBI iptables MOXET 3a4aBaTb MOAY/IO A4PA
netfilter npasBuna (MAM Ueno4vkn) ouNbTPaLUMM B COOTBETCTBUM C aTpubyTamu
OTNPaBUTENA M MNOJy4yaTens CeTeBblX MAKETOB, a TaKKe aTpubyTamu nepesaBaemol
MHPopMaLmm B IP-3aronoBKax NakeTos.

4.8.2. MexceTeBoe 3KpaHMpPOBaHMe

®dyHKUMM M3 B OC ABpopa peanin3oBaHbl B CAyxbe connman, MCNO/b3YHOLLEN
MeXaHU3Mbl iptables ANA pPa3rpaHNYEHUNA CETEBbLIX MOTOKOB AAaHHbIX.

HOH¢MprauMH Mo YMOJ/IHaHUIO MOCTAB/IAETCA B MNaKeTe connman-configs-core,
cobnpaemom 13 nakeTa omp-common-configurations.
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4.8.3. MNyTb K darinam KoHdurypaumm M

HoBble HACTPOMKM iptables MNOAAEP)KMBAKOTCA B connman, Ha4YMHAA C BEPCUM
1.32+git41. HacTpoMKM, ONMCaHHbIE B HACTOALLEM AOKYMEHTE, XPAHATCA B C/leAYHLLINX
dannax:

— /etc/connman/firewall.conf — [1];

— Jetc/connman/firewall.d/*firewall.conf — [2],
roe [1] — ocHoBHaA KOHourypaumsa, [2] — nanka ¢ ¢annamu, OKaHYMBAKOWMMUCA Ha
«firewall.conf» n pacnonoxkeHHbIMK B anPpaBUTHOM NOPAAKE.

4.8.3.1. MpaBuna KoHOUrypauum M3

BuHapHbIM nakeT «connman-configs-core» yctaHaBAMBaET Npasuaa B CAeayHoLmMX
dannax:
1)/etc/connman/firewall.conf:
— IPv4:
epa3pellaeT YCTAaHOB/NEHHbIE M CBA3AHHbIe MaKeTbl (-m conntrack --ctstate
RELATED, ESTABLISHED);
epa3spellaeT Bce BxogdAwmMe nakeTbl ana loopback-uHtepdenca (Tpebyetcs
connman A4 pa3peLlieHnsa 40MeHHbIX UMeH);
®N0 YMONYaHMO 6n0KMpYyeT Becb BxoAAwWwMK Tpaduk (Tabnnua filter
INPUT-uLenouka);
— |Pv6:
epaspellaeT yCTaHOBAEHHbIE M CBA3AHHbIE MaKeTbl (-m conntrack —-ctstate
RELATED, ESTABLISHED);
epa3spellaeT Bce BxogdAwMe nakeTbl ansa loopback-uHTtepdenca (Tpebyetcs
connman /19 pa3pellieHns JoOMeHHbIX MMeH ans IPve-npoTtokona);
®No YyMONYaHMtO 610KMpyeT Becb BxoAAwMK Tpaduk (Tabnnua filter
INPUT-uenouka).
MPUMEYAHMUE. B OC Aspopa IPv6-noaaep:ka B iptables He 3aABNeH3;
2)/etc/connman/firewall.d/10-block-icmp-firewall.conf:
— |Pv4:
epaspelwaer  BxogAawme ICMP-nakeTbl, OTAMYHbIE  OT  ping-NakeTos
(T.e. BNOKNMPOBATb TONbKO BXOAsALLME PINg-MAKETbI);
epaspelwaer wucxoaAawme ICMP-nakeTbl, OT/IMYHbIE OT 3XO-Ping-NakeTos
(T.e. 6BNOKMPOBATb TONIBKO UCXOAALWMN IXO-OTBET);
— IPvé:
epaspelwaer  BxoaAwme  ICMP-nakeTbl, OTAMYHble  OT  ping-nakeTos
(T.e. 6BNOKMPOBATb TO/ILKO BXOAALLME PiNg-NaKeTbl);
epaspelwaetr wucxoaAawme ICMP-nakeTbl, OT/AMYHbIE OT 3XO-PiNg-NaKkeToB
(T.e. 61OKMPOBATL TONBKO UCXOAALLMIA IXO-OTBET);
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3)/etc/connman/firewall.d/11-allow-dccp-non-privileged-ports-firewall.conf:
— ana IPv4d n IPv6:

epaspewaet BxoaAawmm DCCP-Tpadumk Ha nopTax 1024:65535;
4)/etc/connman/firewall.d/11-allow-sctp-non-privileged-ports-firewall.conf:
— ana IPv4d v IPv6:

epa3pewaet BxoaAawmm SCTP-Tpadmk Ha nopTtax 1024:65535;
5)/etc/connman/firewall.d/11-allow-tcp-non-privileged-ports-firewall.conf:
— ana IPv4d n IPv6:

epa3pewaeT Bxogawmnm TCP-Tpadpumk Ha noptax 1024:65535;
6)/etc/connman/firewall.d/11-allow-udp-non-privileged-ports-firewall.conf:
— ana IPv4d n IPvé:

epa3peluaet Bxoaawmmm UDP-Tpadumk Ha nopTax 1024:65535;

epa3pewaet Bxoaawmm UDP Lite-tpaduk Ha nopTtax 1024:65535;
7)/etc/connman/firewall.d/12-allow-ipsec-firewall.conf:
— ana IPv4 n IPvé:

epa3pellaeT Becb Bxoaawmm IPSec Authentication Header (AH)-Tpaduk;

epaspewaetr Becb Bxoaswmin IPSec Encapsulating Security Payload

(ESP)-Tpaduk;

8)/etc/connman/firewall.d/12-allow-ipv6-mobility-firewall.conf:
— TONbKO ANnA IPv6:

epa3pellaeT Becb Bxoaawmm IPv6 Mobility Header (MH)-Tpaduk.

4.8.3.2. To4ka goctyna

KoHdurypauma pexnma «Touyka A0CTyna» peann3oBaHa Kak A0MNOAHUTENbHAs
onuma. MNpu BKAKOYEHHOM PeXMME NPUMEHAIOTCA TE e NpaBmaa N0 YMOYaHWUIO, YTO 1 Npw
npueme Bcero Tpaduka. bonee crTporme npasuna euabTpauum Tpaduka Moryt ObiTb
n06aBNeHbl C NTOMOLLbIO MeHI0 HacTpoeK. C 3Tol Lenbto B panabl KOHUrypaumm aobasneHa
rpynna [tethering], aHanorMyHas AMHaMMUYECKUM NpaBuaam Aas rpynmn.

NMPUMEYAHMUE. MpaBuna «Touka AOCTyna» MPMMEHAIOTCA TOMIbKO AN1A PEXMMA
nepenayn gaHHbix nocpeactsom cetm WLAN. [na USB-pexnma npasuia no ymoadaHuto
NPUMEHSAIOTCA HE33aBMCMMO OT KOHQUIYpaUMM pexrmMma « To4Ka A0CTyna.

Mpasuna pexxnma «Tovka A0CTyna» A0MKHbl OblTb LENOCTHLIMU 1 3aBEPLLEHHbIMM.
Mpn HaAMYMM XOTA Bbl 0AHOro Habopa NPaBKA pexrnma «Touka AOCTyna» HMKaKMe NpaBuia
N0 yMOAYaHMiO He byayT aobaBneHbl, T.K. OHWM NepeonpeaenAtT MN0/b30BaTebCKUe
npaBuaa 1 paspeLlatoT Becb TpaduK.

[MoaToMy, Hanpumep, MOryT ObiTb BKAKOYEHbI CAeAylollMe BXOAflWME NpPaBuAa,
paspewatowme TOoNbKO DHCP u DNS /etc/connman/firewall.d/42-tethering-

firewall.conf:

[tethering]
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IPv4.INPUT.RULES = -p udp -m udp --dport 53 -j ACCEPT; -p tcp -m tcp -
—-dport 53 -3 ACCEPT; -p udp -m udp --dport 67 -j ACCEPT

IPv6.INPUT.RULES = -p udp -m udp --dport 53 -j ACCEPT; -p tcp -m tcp -
—-dport 53 -3 ACCEPT; -p udp -m udp --dport 67 -j ACCEPT

4.8.3.3. ®annbl KOHOUrypaumm
4.8.3.3.1.®opmaT daiina

Kaxaaa rpynna onpenenaetca ¢ MOMOLLbIO KBaZpaTHbIX CKOOOK — [], Hampumep,
[General]. Kaxablil KN4 permcTpo3aBUCMM M HanmmMcaH NPOCTbIM TEKCTOM 6e3 Teros, 3a HUM
cnefyeT CUMBOA «PaBHOY» (=). ITO 03HAYaET, YTO BCE KNOUYM [0 HaYana caeaytoLllen rpynmbl
[] npuHaanexkaT aToM rpynne.

Hanpumep:

IPv4.INPUT.RULES = -p tcp -m tcp -j ACCEPT

Kasapi Kato4 NpaBuMi MOMKET CyLLeCTBOBATb B OZIHOW rpynne TONbKO OAMH pas3
(NnpoBepKy ocylecTBnseT aHanm3aTop ¢annos kawodel glib, obpabaTbiBaeTca TONBKO
NepBbIN KtOY).

Pasgenutens A1a NpaBua — TOYKa C 3anaToM (;).

MpaBunaa MoryT HbITb BbIKAHOYEHbI MPY MOMOLLM CUMBONA «#» B Ha4yane npaBuna.

Hanpumep, BbIKAOYMTL NepBOoe NpaBuao --dport 23 U NPUMEHUTb NPABUIO
-—-dport 24:

#-p udp -m udp --dport 23 -j ACCEPT; -p udp -m udp --dport 24 -j
ACCEPT

4.8.3.3.2.Mopanok 0bpaboTku

MepBbim 3arpy»kaetcs dann OCHOBHOW KOHOUIypaumm
(/etc/connman/firewall.conf), Aa/iee 3arpyKatoTca OCTa/ibHble Gainbl KOHOUIypaLmm
M3 /etc/connman/firewall.d B andaBUTHOM NOPSIKeE.

Mopagok 06paboTkM NpaBun:

— KAtoun 13 dannoB 3arpyKatotca B aapaBUTHOM MopsaaKe, MO3TOMY MNpaBuaa B
danne, Hanpumep, ¢ npedpurkcom 00, byayT obpaboTaHbl N 406aBNAEHBI MEPBbLIMM;

— npasuna u3 danna OCHOBHOM KOHPUrypaumm paobasnawTcA B iptables
nocneAHNUMM U CYUTAIOTCA OCHOBHbIMM;

— eC/In BKJII0YEHbI AWHaMKn4yeCkune rMpasuia, TO OHU AO6aBﬂHKﬂCH B Ha4a/10 B
iptables.

Hanpumep:

1)®ainbl KOHPUTYPaLUM U MOPAA0K UX 0OPaboTKU:

— MNepBbli: OCHOBHOM daln firewall.conf — cogepxuT [General] (Obuwme)
npaBuna u yctaHasamaaeT POLICY (MonuTuky);

— BTOPOW: firewall.d/10-firewall.conf —coaepxnt WLAN-npasmna;

— Tpetun: firewall.d/20-firewall.conf — coaepxuT [General] (O6wme)
npaBuna;



140
AOMI.10034-02 91 01

— YeTBepTblN: firewall.d/30-firewall.conf —coaepxut [General] (Obume) n
WLAN-npasuna;
2)Mpasnna M3 npu 3anycke connman:
— npumeHsaeTca MoNnTUKa 13 NyHKTa OAMH;
— NOpPAAOK NpuMmeHeHuA MNpasBun:
eMpaBunaa M3 NyHKTa Tpu [General];
eMpaBunaIa M3 NyHKTa YeTbipe [General];
enpaBsmaa M3 NyHKTa oamH [Generall;
3)Mpasuna M3 nocne BrkntoyeHma WLAN:
— npumeHsaeTca MoNnTUKa 13 NyHKTa OAMH;
— NOpALOK NpuMmeHeHuA MNpasun:
enpaBuaa 13 nyHkTa Asa [WLAN];
eMpaBunaa M3 NyHKTa YeTbipe [WLAN];
enpaBuaa M3 NyHKTa Tpu [General];
erpaBmaa M3 NyHKTa YeTbipe [General];
eMpaBunaIa M3 NyHKTa oanH [General].
[Py NCNONb30BAHUM HECKOIbKMX Pa3HbIX NPaBUA:
— npasuna u3 pasgena [General] (O6bwme). MocneaHee onpepenerHne POLICY
(MonnTnKM) NepesanucbiBaeT NpeablayLimne;
— MnpaBWAa M3 Kaxkaoro TMna rpynmnbl 406aBAAKTCA K CYLLECTBYHOLWMM NPaBUaaM.
Mpu nobasneHnn nnbo yaaneHnm ¢amnos KOHOUIypaLmMm HeobXxoAMMO BbINOTHUTL
KOMaHAy:

systemctl reload connman

— eC/IM YCTaHOB/IEH HOBbIM NAKeT, A0CTaTOYHO BbINOAHUTb Nepe3arpysKy;
— npaBuWaa 13 HoBoro danaa KoOHPUrypaumm AoHaBAATCA BO BHYTPEHHME CMINCKM
no NopAaKy, o4HaKo:
eropanoK B iptables KoppeKTupyeTcs AMHAMUYECKMMM NpaBuMAamMu nocne
BOCCTaHOBEHUs coeanHenma (Hanpumep, WLAN);
enopsaaoK B iptables koppekTupyetca [General] (O6wmmm) npasunamm nocne
nepesanycka connman: NPUMEHAETCS TONbKO NPU HaNMYMKM NPaBuU/, KOTOPbIE AO0/MKHbI
ObiTb A00OaBNAEHbl B OMpPeAeneHHY MO3MLMI0 Ha OCHOBE MNopsAKa, Onpeaensiemoro
nmeHem darna.
Mpn n3meHeHUn cyulecTsytolero dana KOHPUrypauum HeobxoAMMo BbINONHNUTb
KOMaHAy:

systemctl restart connman

ObHapyxeHue un3MmeHeHMn B dalnax KoHourypauum OyaeT peanns3oBaHoO B
cneayroLnx BEPCUSX.
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4.8.3.3.3.[pynnbl U KaO4YM

Ob6uwme rpynnel [General]:

— IPv4.INPUT.RULES — Habop npaBun B Tabamue filter, INPUT-uenoyka ans
npoTokona IPv4;

— IPv4.OQUTPUT.RULES — Habop npasun B Tabamue filter, OUTPUT-Leno4Yka ans
npoTokosa IPv4;

— |IPv4.FORWARD.RULES — Habop npasun B Tabanue filter, FORWARD-Leno4Ka
ANA nNpoToKkona IPv4;

— IPV4.INPUT.POLICY — nonnTnka no ymonyaHuto ana tabnumubl filter, INPUT-
Lenoyka (moxeT 6biTe ACCEPT nnan DROP);

— IPv4.QUTPUT.POLICY — noanTuKa no YyMONYaHuto Ans Tabamupl filter,
OUTPUT-ueno4ka (moxet 6b6iTb ACCEPT mnm DROP);

— IPv4.FORWARD.POLICY — nonutuMKka no ymonyaHuto ana Tabnauubl filter,
FORWARD-uenou4Ka (moxeT 6biTb ACCEPT nnn DROP);

— IPv6.INPUT.RULES — Habop npaBun B Tabamue filter, INPUT-uenoyka ans
npoToKkona IPv6;

— IPv6.OUTPUT.RULES — Habop npasun B Tabnuue filter, OUTPUT-uenouka ans
npoToKkosa IPv6;

— IPv6.FORWARD.RULES — Habop npasun B Tabamue filter, FORWARD-uenoyka
ANA NpoToKona IPve;

— IPV6.INPUT.POLICY — noauTuKa no ymondaHuto ansa Tabnauupl filter, INPUT-
Lenoyka ana npotokona IPve (moxkeT 6biTo ACCEPT nnm DROP);

— IPv6.OUTPUT.POLICY — noautuka No ymonyaHuto ans Tabnuupl filter,
OUTPUT-ueno4yka ans npotokona IPv6 (moxet 6biTb ACCEPT nnn DROP);
— IPv6.FORWARD.POLICY — noauTuMKa no ymon4YaHuto ansa Tabnumubl filter,

FORWARD-ueno4Ka ansa npotokona IPv6 (moxeT 6biTe ACCEPT nan DROP).
[lnHammyeckune rpynnbl MO TMNAM YCTPOMCTB:
— rpynna akTMBMPYETCA NPU BbI30BE CAYKDObl connman AaHHbIM TMMNOM YCTPOMCTBA
(Hanpumep, WLAN-noakntoveHme);
— KakablM TMN npaBuna byaeT cogepatb B cebe nHTepdenc cepsmca (Hanpumep,
ans INPUT-npasun byaeT ycTaHOBAEH MapaMeTp —i <interface>);
— rpynna MOMeT codep)kaTb Caedyrolme KoUMW (TakMe Ke, Kak B pasaene
«Obwme» [General]:
o|Pv4 INPUT.RULES =;
o|Pv4.OUTPUT.RULES =;
o|Pv4.FORWARD.RULES =;
o|PV6.INPUT.RULES =;
¢|Pv6.OUTPUT.RULES =;
¢|Pv6.FORWARD.RULES =;
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— npegonpeaeneHHble rpynnbi:

e[unknown] — He MCNONb3YETCA UM HE NOAAEPHKMBAETCA, HO ABNAETCA YaCTbIO

BHYTPEHHMX TMMOB YCTPOMCTB connman;

o[system];

e[ethernet];

o[wifi];

e[bluetooth];

e[cellular];

°[gps];

e[vpn];

*[gadget];

*[p2p];

e[tethering] — HacTPOMKM, NpUMEHAEMble ANA pexnma «TouKa AOoCTynay.
MPUMEYAHMUE. Mpu Hanmumm npobaem ¢ pexxmmom « Touka AocTyna» Heobxoammo

nobaBuThb cneaytoume cTpokn B rpynny Ob6ume [General]: Hanpumep, 95-tether-
override-firewall.conf:

[General]
IPv4.INPUT.RULES = -i tether —j ACCEPT
IPv6.INPUT.RULES = -i tether -j ACCEPT

4.8.3.3.4.®opmat npasu

BbinonHAoTCA cneayroume npaBua iptables-¢popmara
(https://www.frozentux.net/iptables-tutorial/iptables-tutorial.html):

— ONUMM NPOBEPAIOTCA A5 KaXKA0ro NPOTOKO1a U/UAK TMMa COOTBETCTBUS;

— 3HAYeHUs ONUMI NPOBEPAIOTCA HA BE/IMUYNHY U TUM 3HAYEHUS;

— eC/I1 NpPaBM/IO He CYLWEecTBYeT B iptables, OHO UrHOPUPYETCS aHa/IM3aTOPOM
npaBu;

— OTPULAHMA NOALEPHMBAIOTCA KaK B iptables.

MockoNbKy B nepBoi Bepcun M3 noaaepKuBatoTcA He BCE BO3MOMHOCTM
nepekntoyaTenen (switches) ANA iptables, NepekatOYaTeNM, KOTOPble connman He
MOMeT 1006aBUTb, UITHOPUPYIOTCA iptables:

— mMoguduKaTopbl Uenoyek: -, -D, -X, -F, -I, -P, -E, -R, -Z
(M UX ANVHHbBIE SKBUBANEHTbI):

®HOBbIE UM CYLLECTBYIOLWME LENOYKM HE USMEHSIOTCA NpaBuaamm. Bce npasuna
M3 noA4YMHAOTCA /IOTMKE connman, B KOTOPOM noAobHble MoAMUKATOPbI He
npeayCMOTPEHbI;

®B C/ly4ae BO3HMKHOBEHUS HEOOXOAMMOCTM Takne MoaAnPUKaTopbl MOTyT ObITb
n006aBNEHbI B JaNbHENLLEM;

— YyKasatenm mecta HasHaveHma ana DNAT: --to-destination, --from-
destination,;

— nepekatoyateny pparMeHTUpoBaHus: -£, --fragment;
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— nepekntoyatesb Bepcuu IP-npoTokona: --ipv4, -4, --ipvé6, -6;
— MnepeKkIYaTen CoOoTBETCTBMA (—m), KOTOPble He NOAAEPHKMBAOTCA:
e|Pv4:-m comment, -m state, -miprange, -m recent, -m owner, -m sctp, -m dccp,
-m hashlimit, -m icmpv6/ipvé-icmp;
o|Pv6: -m comment, -m state, -m iprange, -m recent, -m owner, -m ttl, -m sctp,
-m dccp, -m mh, -m hashlimit, -m frag, -m icmp;
eBbIlLIeyYKa3aHHble NepeKkatoYaTeNnn BbiabiBaan cbou B iptables nnm HenpasuabHO
onpeaenanu sepcuto IP-npotokona.

Llean M3 (-§ TARGET) COOTBETCTBYIOT LUENAM iptables no ymondaHuto: ACCEPT,
DROP, REJECT, LOG v QUEUE.

MpoToko/bl M3 (-p protocol) aHANOMMYHbI MPOTOKONAAM iptables: tcp, udp,
udplite, icmp, icmpv6, ipv6-icmp, esp, ah, sctp, mh (ToAbKO Ansa IPv6) u
crneuyasbHOMY KAKOYEeBOMY C10BY all.

Kaxaoe npasBmno:

— [ONIHO UMETb MUHUMYM OAHY Uenb (-j/--jump TARGET or -g/--goto TARGET);

— MOXET UMeTb OT HyNA A0 OAHOrO0 COOTBETCTBMSA MO MPOTOKONY (-p/--protocol
protocol);

— ana SCTP-, DCCP- n MH-NpOTOKO/IOB MexaHW3M COOTBETCTBMA MPOTOKO/IA He
MOXeT bbITb MICNONb30BaH, HaNpUMep:

-p sctp -m sctp --dport 22 -3 DROP (He OyneT paboraThb, HO)
-p sctp --dport 22 -j DROP (6ymeTr paboTaThb)

— MOMET UMETb OT Hy/1A 0 ABYX yKasaTenen cooTBeTcTsna (-m/--match match).
Hanpumep, 4tobbl paspewunTb aAna telnet oaHy nNONbITKY COEAMHEHUS B CEKYHAY,
HEeobX0AMMO YCTaHOBUT:

-p udp -m udp --dport 23 -m limit --limit 1/second --limit-burst 1 -7j
ACCEPT

— MOXET MMETb:

®OT HY/IA A0 ABYX NepekaoYaTenei nopTos ¢ onumnen obbiyHOro nopta (04HO U
TO e HanpaBieHWe He MOXKET MCMNO0Nb30BaThCA ABaXAbl). C MoAMPUKATOPOM NPOTOKONA
(-m <protocol>): --destination-port, --dport, --source-port, --sport;

®0T HYy/NA [0 OAHOro NepekatYaTens MopToB C My/AbTUNOPTOM. BmecTe ¢
yKa3aTenem CoOOTBEeTCTBMA -m multiport BO3MOXHO MCNonb30BaTh: --destination-ports, --
dports, --source-ports, --sports, --port, --ports n nepekatoyaTenu;

— MOET MMeTb OT HyNA A0 ABYX yKasaTenel mecTa HasHayeHua (04HO M TO Ke

HanpaBAeHWe He MOMET MCMNOAb30BaTbCA JABaXAbl). --source, --src, -s, --
destination, --dst, -d,
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— Kaxaoe npaBuno pasgena [General] MoXeT uMMeTb OT Hyns A0 ABYX
nepekntoyaTenen nHTepdeinca (0AHO M TO e HanpaBlEHME HE MOMKET MCMNOJIb30BaTbCH
ABaXAabl). ——in-interface, -i, --out-interface, -o.[lepekntoyatenn nHTepdeinca
UTHOPUPYIOTCA B AMHAMUYECKUX NPaBuUaax, npeaHasHavyeHHbIX a8 TUNOB YCAyr (service
types).

4.8.3.3.5.YCcTpaHeHmne HenoiaaokK

Mpu pabote ¢ MM B cayd4ae BO3HWKHOBEHWUS NMpobaembl ceTn/iptables (M3)
HeobXoAMMO BbINONHUTL CAeayolWme AeNCTBUSA:

1)HacTpouTb 6a308BbI1 MOHUTOPUHT paboThbl iptables Ana cneayoWMX NPOTOKO/OB:

— |Pv4:

watch -n 1 iptables -t filter -L -v -n

— |Pv6:

watch -n 1 ipé6tables -t filter -L -v -n

2)Ans BbIXxOAa M3 NPOrPaMMbl HaXKaTb codeTaHmne Knasuil «Ctrl» n «Cx»;

3)[poBepUTbL BbIBOA, M KOAMYECTBO cbHpolleHHbIXx naketoB B INPUT-uenouyke
(monutnka DROP);

4)3anyctutb MIT 1 NPOBEPUTb, KaKMe CYETYMKN YBENNYMBAIOT CBOE 3HAYEHME.

NMPUMEYAHUE. Ecnm ceTteBble nakeTbl cOpacbiBatoTcsa, cyetynk DROP byaer
yBEAMYMBATL CBOe 3HayeHue. CYETYMKM MNaAKeToB A4 Kaxaoro npasuna  byayt
YBE/IMYMBATLCA, €CNIM NAKEeTbl COOTBETCTBYIOT 3TOMY NMPaBuay;

5)Ecnn npobnema B pabote MM BO3HMKNAG M3-3a cbOBpacbiBaHMA MAKeTOB,
Heobxo4MMO BbIMONHUTL CAeayolLnMe AenCTBUA:

— ONA  BPEMEHHOro  pelleHua (OencTByeT [0  MepesarpyskyM  CUCTEMbI),
paspeLllatoLLero Becb Tpaduk No yMoAYaHMIO caeaytowmx NpoTOKONO0B:

e 1A IPv4 BbINONHUTL KOMAHAY:

iptables -t filter -P INPUT ACCEPT

e 1A |Pv6 BbINONHUTL KOMaHAY:

ipbtables -t filter -P INPUT ACCEPT

— Ans pelleHns Ha NOCTOAHHOW OCHOBe Co34aTb dann
/etc/connman/firewall.d/99-accept-all-firewall.conf, [J006aBUTb B  Hero
cneayolme CTPOKM:

[General]
IPv4.INPUT.POLICY = ACCEPT
IPv6.INPUT.POLICY = ACCEPT

— unnepesanyctute MIT:

systemctl restart connman

Ecan cuctema He 3arpykaetca, HeoOXoAMMO NePenTN B PEKUM BOCCTAHOBIEHUS U
3anucatb B Gpain onumm, yKasaHHble Ha ware 5, a8 peleHnsa Ha NOCTOAHHON OCHOBE.
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4.9. KOHTPOANb LEeN0CTHOCTH

Moacuctema KL OC ABpopa CAyKuUT 418 MPOBEPKM HEM3MEHHOCTM cpenbl
BbIMO/IHEHMA, OMOBELWEHMA MN0/Ab30BaTeNss 00 M3MEHEHUM KPUTUYECKM  BaKHbIX
KOMMOHEHTOB, a TaKXKe 3anpeLaeT 3arpy3Ky 1 MCnob30BaHME CUCTEMbI MPU HapYLIEHWK ee
LeIOCTHOCTW.

B OCAspopa KL peanusoBaH C MNOMOLLBD MNPOrPaMMHOIO KOMMOHEHTA
integrityd, KOTOpbIM npeAacTaBaseT cobon AeMOH ANA ynpaBAeHWA M MNPOBEpPKM
LEeNOCTHOCTU AaHHbIX. B oTAanume oT ApYyrnx MHCTPYMEHTOB integrityd wcnonb3yet Il
(IMA 1 secureboot) Kak UICTOYHUK AOBEPUA.

NMPUMEYAHUE. Kaxkabin yctaHaBamBaembi B OC ABpopa naket MO A0NKeH MMETb
LUMPPOBYO MOAMNMCD.

Integrityd OTBeYaeT 3a ynpaBieHne n BepuPUKaLMIO LLeOCTHOCTM O0ObEKTOB,
npu aTom nNoa, obbekTaMmn NoHUMaOTCs 0bbluHble annbl, ELF-dannbl n pasaensl. OObeKTI
MOTyT 06beAMHATLCA B rPYNMbI, TaKXKe MOXET bbITb YCTAHOBAEHA MepapXMA rpynn.

ABTOMaTMyeckn, 6e3 HeobXoAMMOCTM CreumanbHbiX AeNCTBUMA CO  CTOPOHDI
aamuHucTpaTtopa, OC ABpopa OTC/IeXXMBaEeT caeaytouee:

— LIeNOCTHOCTb YCTaHaBAMBaeMblx NakeTos 10 dopmata .rpm;

— LLeNOCTHOCTb 3arpyaemblX BHELWHNX MOAY1eM YPOBHA AAPA;

— LEe/I0CTHOCTb BCEX MCMONHAEMbIX GaliNoB NPK NOMbITKE MX 3aMyCKa;

— LLe/I0OCTHOCTb pPa3aenos.

BHUMAHUE! [Mepen BbinonHeHnem KL Tpebyetca o6paTuTb BHUMaHME Ha
cneayroulee:

— MNPOBEpPKa LENOCTHOCTM YyKa3aHHbIX $al10B MO YMOAYAHMIO MNPOM3BOAMTCA
KaxkablM pa3 npum 3arpy3ske OC ABpopa, a Takxe B 00:00 4acoB 0AMH pa3 B CYTKM;

— Bpema 3arpy3km OC ABpopa yBe/M4YMBaeTCA MPOMNOPUMOHANBHO KOJIMYECTBY
dannoB, Tpebyemblx A1A MPOBEPKMU LLEIOCTHOCTH, T.e. Yem Dosblle CnMcoKk pannos Ha
npoBepKy, Tem 6onblle BpeMeHM 3aHMMAET NPOBEPKA LUENOCTHOCTY;

— MpW NPOBEpKe UEeNOCTHOCTU BbIMOMHAIOTCA MaTemaTU4ecKkme onepauum, 4To
NPMBOAMT K MOBbLIWEHNIO MCNO/b30BAaHMA PECYPCOB NpoLeccopa, CaeaoBaTeNbHO, K
YBEJIMYEHMIO pacxoda 3apAaaa akkymynatopa MY.

[MpoBepKa LENOCTHOCTM KOHKPEeTHOro danna MoKeT OblTb  OCyL,ecTBNeHA
cnenyrolmm obpasom:

integrityd -verify wmmvmsa odanmna

B cnydae HeobxoaumocTu BbinoNHUTL KL npownssonbHoro ¢ainna, ELF-daiina,
pa3fenos WMaW rpynnbl pa3genos cnegyeT UCNOb30BaTb YTUAUTY integrityd, AOCTYNHYHO
B Ml «Terminal», koTopaa npumeHaeT 31 Kak UICTOYHUK AOBEPUA.

NPUMEYAHUE. WHdopmauma o 3anycke/3aseplieHun npoueaypbl KL un ee
pe3ynbTaTax 3aMNMCbIBAETCA B CUCTEMHbIN KYpPHaa, NPOCMOTP KOTOPOro OCYLLECTBAAETCA C
nomoLbto MMM «XKypHany.
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B cnydyae ycrnewHoW nposBepku byaeT BbiBEAEHO AMarHOCTMYecKoe cooblieHue
BMAA:

verify mmsa odamma: success
total verification: success

B C/ly4ae HeyCrnewHOon:

verify wmmsa odammna: failed

NMPUMEYAHMUE. B pe3ynbTate Nnony4yeHnsa OT CepBuca integrityd OTPULATENBHOIO
CTaTyca NPOBEPKM LLeNOCTHOCTU, KOTOPbIN CBUMAETENbCTBYET O HAPYLIEHUN LEeNOCTHOCTY,
noctyn Kk OC ABpopa 6/10KknpyeTca KOMNOHEHTOM securityd. BaTom cnyvae Heobxoammo
nepenatb MY agMuHMCTpaToOpy 414 NOBTOPHOM ycTaHoBKM OC ABpopa.

4.10. [ononHuUTeNbHble MEXaHM3Mbl 6@30NacHOCTH

KOHTpPONb UEeNOCTHOCTM COBMECTHO C M30/1AUMEN aApPecHOro MNPOCTPaAHCTBA M
npoBepkoi noanucnm RPM-naketoB u OMHapHbIX 0O6bekToB no3sonser OC ABpopa
Peann30BbiBaTb MEXaHW3Mbl 3aMKHYTOM MPOrpaMMHON cpedbl. MexaHM3Mbl 3aMKHYTOWN
nporpammHon cpeapl B OC ABpopa AOCTYMHbI MO YMOJTYaHMIO U MO3BOIAKOT:

— BbIMNONHATL NpUKNaaHble npoueccbl OC M301MpoBaHO, He3 BO3IMOMXKHOCTU BIUATL
Ha ApyrMe Npoueccol;

— M301MPOBATb AaHHbIE NPUAOKEHMN APYT OT APYra;

— BbIABAATb PaKTbl HECAHKLUMOHNUPOBAHHOM MOAMDUKALMM NCMONHAEMbIX U MUHbIX
dannos;

— OrpPaHMYMBaATb BO3MOXHOCTM MPUKAALHbLIX MPOLLECCOB MO OTHOWEHUIO K
obbekTam OC rpaHMLUaMM «KNECOYHULbI»;

— YCTaHaBAMBATb TO/IbKO MPUAOKEHMA C BaIMAHOM NOAMUCHIO;

— WCKAtOYaTb BbIMOJIHEHME HENOAMMCAHHbIX WMAM MNOAMMCAHHbLIX HEeBaAMAHON
NoANMUCbI0 BUHAPHbLIX GannoB.

KOHTpONb LEeNnocTHoCTU 3arpy3umkoB n obpasoB OC nossonser OC Aspopa
peannsosaTb 6e3onacHyto (A0BepPeHHY) 3arpy3Ky YCTPOMCTBA M UCK/IOYATb Takne yrposbl
Kak noameHa OC, nepenpoLLIMBKa 1 3arpy3Ka C BHELIHWX yCTPOMUCTB. KOHTPOb UEeNOCTHOCTH
H6asnpyeTca Ha nNpoBepKe noanmcn obpasos 3arpy3vymMKOB M MO3BOSAAET CHOPMMPOBATH
LLeNoYKy A0BEPMA, KOPEHb KOTOPOM HAXOAMTCA B annapaTHOM YacTW YCTPOMCTBA U HE MOXKET
ObITb CKOMNPOMETUPOBAH.

AOMWHUCTPATOP MOET HaN0XMUTb [AOMNOJIHUTE/IbHbIE OFPaHUYEHMA B YacTu
3aMKHYTOM MPOrpaMMHON Ccpeapl, pa3pelmns ycTaHoBKY MIT TONbKO M3 A0BEPEHHbIX
MCTOYHMKOB. ONKMcaHMe HaCTPOMKM AOBEPEHHbBIX MCTOYHMKOB NpmuBeaeHo B n.n. 4.4.1.3.
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5. PEKOMEHOALUWW NO YCTPAHEHNIO BO3MOMXHbIX OLUWMBOK

[lefcTBns  NO  YCTPAHEHWIO BO3MOXHbIX OWKMOOK npuBedeHbl B Tabauue
(Tabnunua 17).

yCTaHoBUTb MIT

Tabnuua 17
Ne OwwnbKa MprynHa/pekomeHaaLmnm no ycTpaHeHuo
1 | HeBo3moXKHO [ns nonyyeHma obHosneHns OC ABpopa TpebyeTtca AoCTyn K
BbINOJIHUTL onpefenieHHbIM  pecypcam  npeanpuatmMa-paspaboTymKa.
0bHOBNEHMA, T.K. He | TakoM AOCTyn NpeaoCTaBAAeTCA KAMeHTam, OQOPMMBLLMM
paboTaeT KHOMKa | TEXHMYECKYHO NOAAEPKKY, BKAOYAKOLLYHO YCIyry 0OHOBAEHMA
«3arpy3suTb» OC.
Bonee noapobHas MHPOpPMaUMA AOCTYNHA NO INEKTPOHHOM
no4yrte support@omp.ru
2 | He nony4vaetca Mp¥ BO3HWMKHOBEHMN OLINOKK Npu ycTaHoBKe MI1, onncaHue

KoTopow npuseaeHo B Nn. 2.3.2.1, Heobxoanmo obpaTnTbea
K pa3pabotunky MI ana ero obHoOBAEHMA.

BHUMAHMUE! 3arpy3ka B nckatoumTeNbHBIX CAy4YanX,
HanpuMep, B Cly4ae NPUMEHEHMA B MUNOTHbIX MPOEKTaX,
[OMNYyCKaeTca AeakTMBaLMA nepekntodaTens « BKaoumTb
Ba/MAauUMio nakeTos» (cM. PucyHok 103)

TpebyeTca naposb

3 | Owwmnbka ceptnudmkata | OAMH N3 AOBEPEHHbBIX CEPTUOUKATOB, BXOAALLNX B TPETbE
nokoneHune OC, ycTapen, B pe3yabTaTe Yero bbisa yTpayeHa
[,0BEPEeHHOCTb PecypcoB, NOAMNMCAHHbIX TAaKMMM
cepTudmKaTamm

4 | [Tpn nonyyvyeHnm Mpobnembl ¢ ceTeBbiM goctynom MY k MMO. Ecan npwm
0BHOBNEHUI C CKaumBaHum  MIT npoucxoamT ceTeBOM  paspbiB, TO
Mro «Aspopa nocneaytouwme Ml cTaHOBATCA B o4epeab U UX YCTAaHOBKA He
LeHTp» npoucxoanT
oTobparkaeTcs
yBeaOMIeHne
«Appmanager is
busy»

5 | OTobparkaeTcs YcTaHOBAEHHbIM Ha MY mdm-KaneHT (Hanpumep, KAUeHT
yBeZoM/IeHne MMNO) 3anpellaetT obHOBNEHUs Yepe3 HTepdec MY
«YnpasseHue
obHoBneHnem OC
3anpeLeHo»

6 | MY 3abnokmpoBaHo, | Heobxoammo o06patuTbca K agmuHucTpatopy MY ambo

onepatopy MNMO ana cbpoca napona MY, NOAKNOYEHHOIO K
cetTn HTepHeT.
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Neo OwwnbKa NpuunHa/pekoMeHaaL MK No YCTPaHEHUIO
[ns cbpoca napona agMmHMcTpatopa MY npu oTCyTCTBUM
noakntodeHma K NMO Heobxoammo 0bpaTnTbea B CEpBUCHDIN
LleHTp Ana nosTopHOM ycTaHoBKK OC ABpopa

7 | Mpwn yctaHoBke RPM | HecoBmecTumocTb Katoderr B OC M KAtOYen, KOTOPbIMM

Ha MY BO3HMKaeT
owmnbKa

nognucaHo MIT.
Heobxoanmo nepenoanuncate MM nnbo mncnonszosats OC ¢
Kto4amm, cooTBeTCTBYOWMMK MIT

8 | Monb3oBaTenb 3abbin | Heobxoammo obpaTnuTbca K agMMHUCTPaATopy Ana cbpoca
naponb MY napona MYy
9 | AAMMHUCTPaTOpP Heobxoanmo obpatntbea K onepatopy MMNO ans cbpoca
3abbin napons MY napona MY, noaknto4eHHOro K cetn NHTepHeT.
[ns cObpoca napons agMmmHuctTpaTopa MY npu oTcyTCTBMMK
noaratodeHus K MNO Heobxoanmo 0bpaTnTbcs B CEPBUCHbIN
LeHTp ana nosTopHOM ycTaHoBKK OC ABpopa
10| Nocne 3arpyskun Ybeamsmnce, 4to MY nmeet AoCTyn K ceTn MIHTepHET U
obHoBNeHn MI Ha 3apAg akkymynatopa MY coctasnaet He meHee 50%,
MY OHO He Heobxo4MMO OCYLLECTBUTbL NPUHYAUTENbHOE OOHOBNEHME,
obHoBKMIOCH BbINO/IHMB CAeaytolme AeNCTBUA:
- OTKPbITb DKPaH NPUAOKEHNI, NPOBEeAA MO
[JomallHemy sKpaHy CHU3Y BBEPX;
— nepenTn B MyHKT MEHIO CUCTEMHbIX HAaCTpOeK
«ObHoBNeHMsa OC ABpopa», nocne Yyero BbiOpaTb NYHKT
«MpoBepnTb HaM4YMe 0BHOBAEHMIAY.
Ecnn nocne BbINOAHEHWA ONMCaHHbIX AeicTBMin MIT He Bbino
yCTaHoBAeHO NMHO 06HOBNEHO, HEODXOAMMO NPOBECTU
aHa/IM3 CUCTEMHbIX coobLLeHni (cm. noapasaen 4.1)
11| HeBO3MOXKHO [aHHaa GYyHKUMA OTKAOYEHA C MOMOLLbIO MONAUTUKM
cobpocnTtb MY K 6e30nacHOCTM, HEOHXOAMMO OTKAUYUTL AAHHYHO MOJUTUKY B
3aBOACKUM MeHto 6e3onacHocTK (cm. noapasaen 4.3)
HaCTpOMKam
12| HepgocTynHbl [aHHaa GYHKUMA OTKAOYEHA C MOMOLLbIO MOANTUKMK

HaCTpOl\/‘IKI/I AaTbl N
BpeEMEHMN

6e30nacHOCTX, HEOHXOAMMO OTKAUYUTL AAHHYHO MOJUTUKY B
MeHto 6e3onacHocTh (cm. noapasaen 4.3)
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NMEPEYEHb TEPMMHOB U COKPALLEEHUM

B HacToAWEeM [AOKYMEHTE MPUHATHI Ccaedylowye TEepMUHbl M COKpalleHus
(Tabnunua 18).

Tabnuua 18
Coli?::;:/ e PacwunéposKa
2DA [ByxdaKToOpHas ayTeHTUPMKaUMA
AOMUWHUCTPATOP Monb3oBaTenb, 0baaaatoWmMi NpaBamm Ha BbINOAHEHMWE
onepaumit, CBA3aHHbIX C aAMUHNUCTPUPOBAHNEM CUCTEMbI
b/, ba3za AaHHbIX

Bepcua OC Aspopa |1)KopnopaTuBHan Bepcua - ncnonHeHme OC Aspopa,
npeaHa3Ha4YeHHoe 418 OpraHM3aUmMmn oBePEHHbIX MOBUAbHbIX
Pabouymx MecT, Ha KOTOPbIX He NpoucxoamT obpaboTKa
MHGOPMaLMK, NOANENKALLEN 3aLLNTE B COOTBETCTBUM C
3aKOHO4AaTEeNbCTBOM P®;

2)CepTndnumpoBaHHas Bepcus - ucnonHeHne OC ABpopa,
npolwealee cepTMOUKALMOHHbBIE UCMbITAHWUA B CUCTEME
cepTudMKaLumMm HopMaTMBHbIX perynatopos PO (PCTIK Poccum,
®CB Poccun), umetolee COOTBETCTBYHOLWMIA KOMMIEKT
NPOrPaMMHbIX OKYMEHTOB M rOTOBbIE K CEPUIMHOMY
Npom3BoACTBY. [lpeaHa3HayYeHbl ANA OpraHM3auUmm A0BEPEHHbIX
MODBUNbHBIX Paboymnx MeCT, Ha KOTOPbIX MPOMCXoAMUT 0bpaboTKa
MHPOPMaLLMK, NOANEXKALLEN 3aLLMTE B COOTBETCTBUM C
3aKoHoaaTenbcTBoM P®. MoryT ncnonb3osatbes B [MC, Ha
obbekTax KM 1 B nHbIX peryamnpyembix NC

3MC 3aMKHyTaA NporpammHas cpeaa

NAD NoeHTudMKauma n ayTeHTudmnKaums

nc NHPopMaLMOHHaA cMcTeMa

NOBO NHTepdenc pyHKLNOHANbHbBIX BO3MOXHOCTEN Be3onacHOCTH

KeoTa Ob6bem AMCKOBOro NPOCTPAHCTBA, BblAENAEMOTO
aAMWHNCTPATOPOM ANA 3aMUCK AaHHbIX YY4ETHbIX 3anncen
Nonb30BaTeNen

KL, KOHTPO/1b LENOCTHOCTH

MB/L Poccum MWHNCTEPCTBO BHYTPEHHMUX Aen Poccminckomn Geaepaumm

M MobunbHoe npunoxeHmne

MY MobunbHoe yCTPOMCTBO

M3 MexceTeBoe 3KpaHMpPOBaHMeE

OC OnepaunoHHada cucTtema
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Tepmur/ PacwunéposKa
CokpalyeHune

MNepekntoyaTens dnemeHT nHTepderca OC ABpopa, NpeacTaBAAOLWMIA cCODOR
CBETALLYIOCA TOYKY, PACNONOKEHHYIO B NMOAE, M MO3BONAOLLMINA
Bbl6paTb OAHO M3 COCTOAHMM, Yalle BCErO BKAOYEHME UM
BbIK/ItOUEHMe. [1pn akTUBaLMM NepekatoYaTens ToYKa HauymHaeT
CBETUTbCA ApPYE, YEM B HEAKTUBHOM COCTOAHNM

Monb3oBaTenb JInuo, ncnonb3aytollee CUCTeMy ANA BbINOJNHEHWNSA 3a/I0XKEHHbIX B
Hen QyHKLNM

MNpeanpusatue- Ob61LecTBO C OrpaHNYeHHOM OTBETCTBEHHOCTbIO «OTKPbLITanA

pa3paboTunk MobunbHan naatpopma» (OO0 «OTKpbITad MobunbHas

nnaThopma)

no MporpammHoe obecneyeHne
rnro MpuKknagHoe nporpaMmHoe obecneyeHune «Aspopa LleHTp»
Mnea [NpaBuna pasrpaHnUyYeHmna AoCTyna

CmapT-KapTa

YCTponcTBO, NpeaHa3HavYeHHoe ana 6e3onacHoro u
3awmuieHHoro PIN-Ko4oM XpaHEeHWUs CEKPETHbLIX U 3aKPbITbIX
KpUNTOrpapuyeckmx Kaoden, cepTudrKaToB OTKPLITbIX KAOYEN U
APYIUX ayTEHTUOUKALUMOHHbBIX AaHHbIX. CMapT-KapTbl
obecneymnBatoT MHPOPMALIMOHHYO BEe30MacHOCTb NOb30BaTENA,
TaK¥e MCnonb3yeTca ANa ABYXPAKTOPHON ayTEHTUPUKALMM ero
Bnaaenbua. O6bIYHO MCMO/b3YIOTCA COBMECTHO CO CYMUTbIBATENEM
CMapT-KapT

cyanc CepBuC ynpaBaeHMa A0CTYNOM K MHPOPMALIMOHHbBIM CUCTEMAM
MB/ Poccumn

Cynepnonb3oBaTesnb |lonb3oBaTesb, 06134a0UMIA NPpaBaMK Ha BbINOIHEHWE BCex He3
MCKAtOYEHMA onepaunii B cucteme (B cMCTEME MMEET NI0TUH
«root»)

TokeH AyTEHTUPMKALIMOHHbIE AaHHbIE, KOTOPbIE BblAAOTCA
N0/1b30BaTENH0 NOCAE YCNELWHON aBTOPU3aLMM U ABNAIOTCA
KNKOYOM A1A A0CTYNa K ciy*Kbam

vy, Y0CTOBEPAOLWMA LLEHTP

®B0O DYHKLMOHAbHbIE BO3MOXHOCTM HE830MacHOCTH

®C dannosada cuctema

2BM DNEeKTPOHHO-BbIYMCAUTENIbHAA MALLUMHA

Sl DNeKTPOHHAaA NoAMNMUCb

ACL Access Control List — cnncok KoHTpoAs AocTyna

Bluetooth® CraHpapT becnpoBoaHOM cBA3M, obecneynsatoLLnit obmeH

JAHHBbIMUW MeX Ay YCTPOMCTBAMM Ha OCHOBE Y/IbTPAKOPOTKMX
PaAMOBOJH
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CoTKT)ZASJ,MeI:i/ e Pacwwndposka

CSD Tool narHoctnyeckasa nporpamma, BCcTpoeHHasa B OC ABpopa

DAC Discretionary Access Control — AMCKpeumnoHHoe pa3rpaHnyeHmne
npaB AOCTyna

eMMC Embedded Multimedia Memory Card — BcTpoeHHasn
MYAbTUMEAMNHAA KapTa NaMATH

GID Group IDentifier —naeHTUPUMKaTOP rpynnbl

GSM Global System for Mobile Communications — rnobanbHblii
CTaHAapT umMdpoBo MOOBUABHOM COTOBOW CBA3M C pa3aeNeHnem
KaHanos no spemenun (TDMA) n yactote (FDMA)

GUI Graphical User Interface - pa3HOBMAHOCTb NO/Ib30BATE/IbCKOTO
MHTepdenca, B KOTOPOM 3/1EMEHTbI MHTepdelica (MeHIO, KHOMKK,
3HAYKM, CMUCKM), NpeaCcTaBAeHHble NO/b30BATENO Ha ANUCMEeE,
MCMONHEHbI B BUAE rPadUYECKMX N300parkeHn

HPET High Precision Event Timer - Tamep cobbITMN BbICOKOM TOYHOCTHU

ICCID Integrated Circuit Card Identifier — BCTpOeHHbIN MAEHTUPUKATOP
SIM-KapTbl

ICMP Internet Control Message Protocol — npoTokon mexkceTeBbix
YyNPaBAAOLWMX COOOLLEHN N

IMA Integrity Measurement Architecture — mexaH13m NPOBEPKM
noanucn GBUHapHbIX Gainos

JSON JavaScript Object Notation — TeKkcToBbIM dpopmaT obmeHa
NaHHbIMM, OCHOBAHHbIM Ha JavaScript

MD5 Message Digest 5 — 128-6UTHbIN anrOpUTM XeLMpoBaHMA

MTP Media Transfer Protocol — ocHoBaHHbI Ha PTP annapaTtHo-
He3aBMCUMbIM NPOTOKO/, pa3paboTaHHbIN KomnaHunen Microsoft
ANA NOAKNHOYEHNA LMPPOBBIX NIEEPOB K KOMMbIOTEPY

NFC Near field communication - TexHonorma 6ecnpoBoAHOM Nepeaaymn
AAHHbIX Maioro paanyca A4enNCTBMA, KOTOPaA AaeT BOSMOXKHOCTb
obmeHa AaHHbIMW MEeXAY YCTPOMCTBAMM, HAXOAALLMMMCA Ha
PacCToAHMM O0KoNo 10 CaHTUMETpPOB

PID Process |IDentifier — naeHTMdMKaTOp Npouecca

PIN-kop, Personal Identification Number - nepcoHanbHbI KO, COCTOALLMMA
n3 4 undp, NpesHasHaYeHHbIN A1A NoayYyeHmns goctyna K SIM-
KapTe 1M NpeaoTBPaLLAOLWLINMA ee HECAHKLUMOHMPOBAHHOE
MCNONb30BaHMeE

PUK-kop, Personal Unlock Key - nononHuTenbHbI KoA, COCTOAWMN 13 8

UMbp M NpumeHAeMbI ana pa3baokmMposKKn SIM-KapTbl nocne
Heyaa4yHoro BBoAda 3HaydyeHuma PIN-koaa 3 pa3a noapa
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TepmuH/
CokpalyeHune

PacwunéposKa

RPM

Red Hat Package Manager — meHeaxep naketos Red Hat
obo3HayvaeT ase cywHocTh: dopmaT nakeTos MO (RPM-nakeT) n
NPOrpaMmma, Co3aaHHaA 414 ynpaBaeHna STUMM NakeTamMu.
Mporpamma no3BoAAET YCTaHaBAMBATb, YAaNATb M 06HOBAATL 10

RPM-naket

®ann popmata RPM, no3sonAtoLWMKA yCTaHABAMBATL, YAANATb U
0OHOBNATL NPUNOKEHMNE Ha MY

SDK

MpoAayKT, NpeAHa3HaYeHHbIN A58 pa3paboTYMKOB, MO3BONAIOLLNM
pa3pabaTbiBaTb MPUAOKEHMA (rpadUyecKe KOHCObHbIE,
CEPBUCHI M T.4.), KOMNUANPOBATb MX A4 331aHHOM BEPCUM
OnepaLnoHHOMN CUCTEMbI M 3aNYyCKaTb NOAYYMBLUNICA DMHAPHbIN
KoZ B aMynsaTope

SIM

Subscriber Identification Module — moaynb naeHTUPUKaLMK
aboHeHTa

SSuU

SourceSafe ana Unix — ytunmTta, obecneymsatollas AOCTyn m3
KOMaHAHOW CTPOKM K /IOKAZIbHbIM U YAA/IEHHbIM PEMO3UTOPUAM
Source Safe/VSS yepes TCP

SSH

Secure SHell — ceTeBOM NPOTOKON NPUKNAAHOTO YPOBHS,
N03BONAOWMIA NPOM3BOAMTL YaaneHHoe ynpasaeHmne OC u
TYHHennposaHue TCP-coegnHeHUM (Hanpumep, 18 nepenaym
dannos)

uiD

User Identifier — naeHTMdMKaTOp NONb30OBaATENA

USB

Universal Serial Bus — yHMBepcanbHas nocaeaoBaTeNbHan WMHA

VPN

Virtual Private Network — B1pTyanbHaa 4acTHas CeTb,
0606UeHHOEe Ha3BaHMe TEXHONOMMIA, NO3BOAAIOLLIMX 0BecneymTb
OZHO M/ HECKO/IbKO CEeTEBbIX COeAMHEHMI (1OrMYEeCKyo CeTb)
noBepx Apyron cetun (Hanpumep, cetn MHTepHeT)

WLAN

Wireless Local Area Network — 6ecnpoBoaHaa n1oKanbHan ceTb
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NMPUNOXEHUE 1

N3meHeHne NMMUTOB

OnucaHue nHTepdeliica nice

NMMA: nice — 3anyckaeT nporpammy C 3aZaHemM npuopuTeTa.

OB30P: nice [MAPAMETP] [KOMAHAA [APTYMEHT]...]

ONMWCAHWE: 3anyckaeT KOMAH/LY ¢ yKkaszaHnem npuoputeTa ee BbiNosHeHUA. be3
yKka3aHma KOMAH/ZA BbiAaeT TeKyLNI NpuopuTeT paboTbl. ADJUST NO YMOJIYAHMIO PaBeH
10. lnanasoH npunopuTeToB pacnonoxkeH ot -20 (Hamsbicwmnii) 40 19 (HaMMeHbLLKN):

— —-ADJUST — YyBe/IM4YnBaeT NPUOPUTET Ha ADJUST;

— -n, --adjustment=ADJUST — 70 ke, 4TOo n —ADJUST;

— --help —BblaaeT HGOPMaLMIO 1 3aBepLLAET PaboTy;

— —-version — BblAaeT MHPOPMALMIO O BEPCUM M 3aBEPLLIAET paboTy.

OnucaHune nHTepdenca renice

NMA: renice — M3MEHEHME NPUOPUTETA BbIMOTHAOLLMXCA NPOLLECCOB.

OB30P:

renice priority pid...
renice priority [-p pid... ] [-g pgid...] [-u username]

OMWCAHWE: KomaHOa renice WCNOANb3YyeTCA ANA W3MEHEHMA TNPUOPUTETOB
BbIMO/IHAIOWMXCA nNpoueccoB. HoBoe 3HavyeHWe npuopuTeTa 33a4aeTcA  YMCA0BOM
KOHCTAHTOM priority, KOTOpaa MOXKeT NPUHMUMATb 3HaYeHus B Amana3oHe oT -20 ao +20.
HenpueuaerMpoBaHHble NO/b30BaTE/IM MOTYT YCTaHOBUTb 3HAYEHWE NPUOPUTETA TOIbLKO B
npenenax 0-20, B TO BpemMA KaK A1A CUCTEMHOINO agMWUHWUCTPATOpa JOCTYyNeH BecCb
Ananas3oH. Hanbonee TMNMYHLIMM 3HAYEHMAMKU ABAAKOTCA cneaytoume: 19 — npoueccol
BbIMOIHAOTCA TO/ILKO B C/ly4ae OTCYTCTBMA y MpoLeccopa cnewHomn paboTbl; O — 6a30BbIn
NPUOPUTET PABHOMPABHbLIX MPOLLECCOB, BbIMOJHAIOWMXCA NOAL yNpaBieHeM AMcneTyepa;
oTpULATENIbHOE 3HAYEHME — ANS BbINONHEHWUA Hambonee cnelHbix U 6e3oTnaratenbHbIX
pabor.

OnucaHue nHTepdeiica kill

MMA: kill — nocbllaeT CUrHa/A NpPOoLeccy WaM BbIBOAUT CMMUCOK AOMYCTUMbIX
CUIHANOB.

OB30P:

kill [-s CUT'HAJI | -CHUT'HAJI] PID...
kill -1 [CUTHAJ]...
kill -t [CUTHAJ]...

OMWCAHWME: nocblnaeT curHaa npoueccy WaM BbIBOAUT CMMUCOK  AOMYCTUMbIX
CMIHaNOoB.

AprymeHTbl, o0bA3aTenbHble ANA  MNOMAHbIX BapMaHTOB  OMNUMK,  ABAAIOTCA
00A3aTENbHbIMM TaKXKe N ANA KPAaTKMX BAPMAHTOB:

— -s, --signal=CUTHAJI, -CUTHAJ—MMA UM HOMEP MOCLIIAEMOro CUTHaNg;
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— -1, --list — BbIBECTM MMEHA CWUTHANOB WAM BbIBECTU WMS CUTHaNa,
COOTBETCTBYHOLLEE HOMEPY, N HA0OOpPOT;

— -t, --table— BbIBECTU MHOOPMALMIO O CUTHANAX B BMAE TabauLbl;

— —-help — BbIBECTM CNPABKY M1 3aBEPLUMTL PaboTy;

— —-version — BbIBECTM MHOOPMALMIO O BEPCUM N 3aBEPLLNTL PaboTy.

CUTHA: moxeT yKasbiBaTbCsA B BMAE UMeHW (Hanpumep, «HUP») mam Homepa
(Hanpumep, «1»). Tak¥Ke B KayecTBe CMrHana MOMHO YKasblBaTb K04 BbiX0Za, KOTOPLIM
NporpaMmma A0/KHa COODLINTb CUCTEME NPU 3aBEPLLEHMMN.

PID — umcnoBol umaeHTUPUMKaATOp npouecca. Ecam ymcno oTpuuaTenbHoe, OHO
onpeaenaeT rpynny npouecca.

OnucaHwue nHTepdeiica /etc/security/limits.conf

NMA: dainn orpaHnU4YeHna pecypcos.

®OPMAT: rpynna/nonb3oBaTesib IMMUT (SKECTKUI/MATKNI) NapameTp 3HaYeHue.

OMMUCAHME NAPAMETPOB:

— core —pa3mep core dannos (Kb);

— data — MaKCMManbHbIM pazmep AaHHbIX (KB);

— fsize —MaKCMManbHbIM pasmep darna (Kb);

— memlock — MaKCMManbHOe 3ab10KMPOBaHHOE aapecHoe NpocTpaHcTBo (KB);

— nofile — MaKCMMa/IbHOE KONMYECTBO OTKPbLITbIX GaliNoB;

— rss — MaKCMMa/ibHbI pa3mep Namatn ana pesnaeHt-nporpamm (Kb);

— stack — MaKCcMManbHbIN pa3mep cTeka (Kb);

— cpu — MaKcMmanbHoe npoueccopHoe Bpemsa (MIN);

— nproc — MaKCMMa/IbHOE KO/IMYeCTBO NPOLLECCOB;

— as — OrpaHuyeHune aapecHoro npoctpaHcTea (Kb);

— maxlogins — MaKCMMabHOE YNCA0 OAHOBPEMEHHbIX PETMCTPALNI B CUCTEME;

— maxsyslogins — MaKCMManbHOE KOAMYECTBO YYETHbIX 3aMmcel;

— priority— NPUOPMUTET 3aNyLLEHHbIX MPOLLECCOB;

— locks — MaKCMMa/ibHOE KONMYECTBO Painnos, DNOKMPYEMbIX MOIb30BATENEM;

— sigpending —MaKCMMa/lbHOE KOMYECTBO CUTHAI0B, KOTOPblE MOXHO NepeaaTb
npoueccy;

— msgqueue — MaKCUMaNbHbIA pa3mep namsaty ans odepeam POSIX coobuieHumi
(bytes);

— nice — MaKCMMaAbHbIA NPUOPUTET, KOTOPLIM MOXKHO BbiCTaBMTb: [-20, 19];

— rtprio— MaKCMMaNbHbIA NPUOPUTET BPEMEHM BbINOAHEHMS.
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NMPUNOXEHUE 2

OnucaHne nHTepdeinca wipe

NCMNO/Tb30OBAHWME: wipe [onunun] pannbl.

onunu:

— —a — npepbIBaeT Npu OLWNOKE;

— -b <buffer-size-1g2> — yCTaHaBNMBAET pa3mep UHAMBMAYaNbHOrO HBydepa
BBO/1a/BblBO/A, YKa3aB ero norapudm no OoCHOBaHMIO ABa. MoryT ObiTb BblaeneHbl [0
TPUALATK 3TUX Oydepos;

— —c—coBeplaeT chmod () Ha 3alMLLEHHbIX OT 3anucKn dainax;

— -D—CcnefyeT CUMBOIMYECKUM CCbITKaM (KOHPAMKTYET € —-r);

— —e — WCNONb3yeT TOYHbIM pasmep dalna: He OKpyradeT pasmep danna Ans
CTMPaHMA BO3MOXKHOIO MyCOpa, OCTaloLWEroca Ha nocaeaHem 6/10Ke;

— —-f —dopcupyerT, T.e. He 3anpallmBaeT NOATBEPKAEHUSA,;

— —F —He CTMpaeT umeHa $ainos;

— —h — MOKa3blBaeT CMpPaBKy;

— —i—MHPOPMATMBHbIN (BEpPOaNbHbIN) PEKUM;

— —k — coxpaHaeT dalinbl, T. €. nocne nepesanncu Garabl He yaanaroTca;

— -1 <gmmua>-—YyCTaHaB/AMBaeT A/IMHY CTUPAHUNA HA <mimHy> 6al71TOB, roe <gimHa>
3TO Lenoe 4MCNo, 3a KOTOopblIM chedyeT K (Kilo:1024), M (Mega:K"2) WM
G (Giga:K"3);

— -M (1|r) —YyCTaHaBAMBAET aTOPUTM PRNG A5 3an0o/iHeHMA 610KOB (M nopAaKa
NPOX0/08);

— 1 — MCNONb3YET BbI30B OBUOBAMOTEKM random () ;

— a— MCNOJ1Ib3YEeT a/ITOPNTM LUVI(I)pOBaHl/IFI arcfour;

— -0 <coBur> — YCTAaHaBAMBAET CABUI OYUCTKM Ha <cmeur>, (A€ <cmemr> MMeeT
TOT e GopmarT, YTO U <mymHa >,

— -P <mpoxomer> — YCTAaHaB/NMBAET KONMYECTBO MPOXOA0B ANA OYUCTKU MMEHM
danna. Mo ymonyaHuto ato 1;

— -Q <xo;muecTBO> — YCTAaHaB/NIMBAET KO/MYECTBO MNPOXOAO0B ANA ObiCTpOM

OYMCTKM;

— —-g — ObICTpaa 0o4yMCTKa, MeHee 6e3onacHas, MO YMOAYaHWIO 4 Cay4airHbIX
npoxoaa;

— -r — peKypcuA Mo nankam, nepexoa MO CUMBOIMYECKMM  CCbIIKAM
OCYLLLeCTBAATLCA He byaeT;

— -R — YCTaQHaBAMBAEeT YCTPOMCTBO pPaHAOMM3ALMKM (MM KOMaHAy CcuaoB

paHAOMM3aUMK -S c);
— -S—(r|c|p)— MeToq paHAOMM3ALMN CUAOB;
— 1 — CYMTHIBAET C YCTPOMCTBA paHAOMM3aUMM (HageKHO);
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— ¢ — CYMTbIBAET 13 BbIBOAA KOMaHAbl paHAOMM3ALUNM CUAOB;

— p—ucnonb3yeT pid (), clock () U T.A4. (Camblit cnabblin BapuaHT);

— —s — TUXMIN PEXMM — NOAAB/IATL BECb BbIBOA;

— -T <momerTky> — YCTaHAB/IMBAET MAaKCMMa/IbHOE YMCA0 NONbITOK A5 CBOOOAHOTO
NONCKa MMeHW daiina; No ymondaHuto 3to 10;

— —v —oTobparkaeT MHGOoPMaLMIO O BEPCUM;

— —Z—He cTupaeT uma dainna;

— -X <upcyo> — MNPOMNYCKAaeT 4YMCNO NPOXOoA0B (NONe3Ho ANs NPOAO/IKEHMA
onepauum OYNCTKM);

— -x <passl,pass2,...>—334aeT odepeab NPOXoa0B.

PykoBoacTeo no wipe

NMA: wipe — be3onacHoe cTupaHue pannos.

OB30P: wipe [omumu] pathl path2 ... pathn

OMNCAHWNE: wipe HECKO/NbKO pa3 nepesanuncbliBaeT CrneunanbHble NaTTepHbl Ha
yAansemblin Gaiin, ncnonb3ys BbI30B fsync () U/WMAKM O SYNC BUT ANA NPUHYAUTENbHOrO
[OCTyna K AWCKY. B HopmanbHOM pexkmume umcnonb3ytotca 34 obpasua (M3 KoTopbix 8
ABNAOTCA PAHAOMHbIMKW). HopManbHbIn pexkum aenaet 35 npoxonos (0-34). BbicTpbii
PeXMM MO03BOJIAET MCMNONb30BaTb TONbKO 4 Mpoxoda C PaHAOMHbIMM NaTTEPHAMM, YTO
HaMHOro meHee H6e3onacHo.

ypHanmpyemble ®C, Takme Kak Ext3, Ext4 wmam ReiserFS, umcnonb3ytotca no
YMO/YaHMIO. Ha HMX OTCYTCTBYIOT MNPOrpaMmmbl yAaneHWa, KOTOpble MOryT HaAeXHOo
3a4MCTUTL Qalbl, MOCKONbKY YyBCTBUTE/bHbIE AaHHbIE W MeTaZaHHble MOryT ObiTb
3anKMCaHbl B XXypHa/, K KOTOPOMY C/IOXKHO NOJIY4UTb AOCTYM.

Ctupanume Ha NFC mnu Ha »ypHanupyembix OC (ReiserFS n T.4.) He byaeT paboTaTs,
NO3TOMY PEKOMEHAYETCA BbI3bIBATb wipe HAMPAMYO Ha COOTBETCTBYtOLLee Hao4YHOEe MY ¢
COOTBETCTBYOLLMMM ONUMAMM.

BHUMAHME! BbinonHATL BbI30B wipe HAaNpPsmMyto Ha COOTBETCTBYoLee 61o4Hoe MY
C COOTBETCTBYKOLWMMM  ONUMAMMU  PEKOMEHAYeTCA TONbKO B  C/Ayd4ae  KpalHew
HEeobxoAMMOCTMW.

[anee cnepyeTt 3adaTb MNpaBW/bHble OMNUMK, B YaCTHOCTU: HE PEKOMEHAyeTcA
CTMpPaTb LENbl KeCTKMin AUCK (wipe -kD /dev/hda), T.K. 3TO YHUYTOXMUT rNaBHYO
3arpy3oyHyto 3anuce. MNpeanoyTutenbHa O4YUCTKA pa3aenos (wipe -kD /dev/hda2) npu
YyCN0BWM CO34aHMNA PE3EPBHbIX KOMMIA BCEX AAHHbIX.

onunn KOMAHIHOW CTPOKM:

— £ (PopcMpOBaHHO; OTKAOUYMTL 3aNPOC NOATBEPKAEHMA) — MO YMONYAHUIO wipe
3anpaWnBaeT MNOATBEPXAEHME C YKAa3aHMEM KOJIMYECTBA PEryaAapHbIX M CneumanbHbIX
dalnoB M ManokK, yKasaHHbIX B KOMaHAHOM cTpoke. OAs noATBep»KAeHWs Heobxoammo
BBECTM «yes», ANA OTMeHbl — «no». [1peaycMoTpeHa BO3MOMHOCTb OTKAKOUYMTb 3ampoc
NOATBEPXKAEHMA ONuUMen —£;

— r (pekypcrBHO B Noanankax) — NO3BOAAET yAanMTb BCe AepeBO Nanok. [epexoa
MO CMMBOJIMYECKUM CCbIIKAM He OCYLLEeCTB/IAETCA;
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— ¢ (chmod, ecnnm Heobxoaum) — ecnm Ha Garn MAM Nanky ANA CTUpPaHMA He
YyCTaHOB/EHbI NpaBa 3anucK, byaeT caenaH chmod ANA YCTaHOBKU Pa3peLleHn;

— i (MHPOpPMaLMOHHbIM, BepbanbHbI PEXUM) — AN BKAOYEHMA BbIBOAA OTYETOB B
CTaHZAPTHbIM BbIBOA, (stdout). [0 yMONYaHMIO BCe AaHHbIe 3aNMMCbIBAtOTCA B CTAHAAPTHbIN
BbIBOJ, OWMOOK (stderr);

— s (VXM pexum) — NoAaBNAKOTCA BCe COODOLIEHMSA, KPOMe 3anpocos
NOATBEPKAEHMA N COODLIEHNI OWNOOK;

— g (bbICTpOe CcTMpaHKe) — B Cayvae MCNONb30BaHMA AAHHOW CTaauN wipe Oyaet
nenatb (N0 yMon4YaHWio) TONbKO 4 NPoOXoaa, 3anucbiBasa C/yyalHble AaHHbIe, Ha KaxKabli
dann;

— Q <KO/IMYECTBO-NPOX0OA0B> — YCTaHaBAMBAET KOIMYECTBO NPOXOA0B A15 ObICTPOM
OYUCTKK, NO yMoNYaHuto 4. laHHasa onuma TpebyeT -g;

— a (ocTaHOBWUTL Mpu OWKBKe) — nNporpamma BbIMAET C EXIT FAILURE Npw
BO3HWMKHOBEHUW HedaTaIbHON OLINOKY;

— R (YCTAHOBWUTb YCTPOMCTBO reHepaummn CayvarHbIX Ynmcen Mam KomaHay cuaos
PAaHAOMHbIX AaHHbIX) — AAHHOW onuyMen, KoTopas TpebyeT aprymeHTa, BO3MOXHO YKa3aTb
aNbTepPHATMBY YCTPOMUCTBY /dev/random WAM KOMaHAY, CTaHAAPTHbIN BbIBOA, KOTOPOW
byaeT xewmnpoBaH C mcnonb3oBaHnem MD5-xewa. ITO pa3nmyme MOXKeT ObiTb cAenaHo
onuunen -s;

— S (meTon, cnyyarHbIX CMAO0B) — AaHHAA ONUMSA NMPUHUMAET OAHOCMMBO/bHbIN
aprymeHT, onpeaenatoLLmii, Kak UCNo1b3yeTca YCTPOMCTBO PaHA0MM3aLMK/apryMeHT cnaos
paHAOMM3aUMN. YCTPOMCTBOM PaHA0MM3ALMM MO YMONYAHWUIO ABASETCA /dev/random. Ero
MOHO YCTaHOBMUTb, MCMOb3YyA ONUMIO —R.

OAHOCMMBO/IbHbIMM apPryMeHTaMM MOTYT ABNATHCA:

— r — ecn HeobxoAMMO, YTOObl aprymeHT WMHTepnpPeTMpoBancsa Kak obblyHOe
dalinoBoe/cMMBONbHOE YCTPOMCTBO. byaeT paboTaTb C /dev/random, TaKXKe AO/KEH
paboTatb ¢ FIFO 1 noaobHbIm;

— c — ec/n Heobxoammo, YTobbl apryMeHT BbINOAHANCA KaK KOMaHAa. BbiBoa w3
KOMaHAbl OyaeT XewwupoBaH C MCNOAb30oBaHWem anroputma MD5 ana obecneyeHus
Tpebyemoro cnaga;

— p — ecan HeobxoaMmo, 4YTObObl wipe MOAy4Yana CuApl XelwupoBaHMEM
NnepemMeHHbIX OKPYXEeHWsA, Tekyllen aatel u BpemeHu, ID npoueccoB u T.4. (aprymeHT
YCTPOMCTBA pPaHAOMM3aLMM HE MCNONb3YeTCs). ITO HammeHee 6e30MacHo;

— M (BbIOpaTb aNroOpUTM reHepaumm MNCceBAOC/yYalHbIX 4YMCcen) — BO Bpems
CNy4YalHbIX NPOXOA0B wipe Nepe3anmcbiBaeT LeseBble Galibl TOTOKOM OUMHAPHbBIX AaHHbIX,
CO3aHHbIX CAeayWMMMU aATOPUTMaMM Mo BbIGOPY:

o/ — Oynetr ucnonb3oBaTb (B 3aBMCMMOCTM OT CMCTEMbI MO/Sb30BaATENSA)
nceBaopaHAOMHY0 bubnmnoteky reHepatopa random() mam rand(). Cheayet obpaTnTb
BHMMaHMe, 4TO Ha OonblwuHcTBE cuctem rand() npeacrtaBnset coboirl NUHENHbLIR
KOHIPY3HTHbIN reHepaTop, KOTOPbIM ABAAeTCA KpanHe cnabbim. Boibop AenaeTcs BO Bpema
KomnuanposaHua n onpegensetrca HAVE_ RANDOM;
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ea — OyaeT ncnonb3osatb NOTOK Wndpa Arcfour kak PRNG. Arcfour coBmectnm
c wudpom RC4. 370 03HAYaET, YTO NPM TOM e Katove Arcfour sBnseTca B TOUHOCTU TaKMM
e NOTOKOM, Kak RC4;

eor — OyaeT Mcnonb3oBaTb ceexmin anroputm RC6 kak PRNG; RC6 oTnupaeTtcs
128-6MTHbIMK CUMOAMMK, 3aTemM HyneBon OI0K MHOIOKpPaTHO 3allMPpOoBbIBAETCA ANA
Noy4YeHMA NceBAoC/y4alHOro NOTOKa. 3TO AO/IKHO ObITb OTHOCUTENbHO Be3onacHo. RC6
¢ 20 Kpyramu megneHHee, yem random(), onuma komnunmposaHna WEAK _RC6 nossonsaet
Mcnonb3oBaTb Hosee bbicTpyto 4-Kpyrosyto Bepcmto RC6. [Ana nonyvyeHna BO3IMOMKHOCTM
ncnonb3oBatb RC6 wipe gonxeH ObiTb CKOMNUMAMPOBAH C yKka3zaHHbiM ENABLE RCK; B
Makefile npuBeaeHbl NnpeaynpexaeHma No NateHTHbIM BOMPOCaM.

Bo Bcex cnyvaax PRNG pacnpocTpaHAaeTca ¢ AaHHbIMKU, CODPaHHbIMK M3 YCTPOMCTBA
PaHAOMMU3AUMMN:

— | <ANMHA> — BBUAY BO3MOMKHOIO Ha/IMYMA HEKOTOPbLIX Npobaem B onpeaeneHunn
[eNCTBUTENbHOMO pasmepa 06/104HOro YCTPOMCTBA (T.K. HEKOTOPbIE YCTPOMCTBA HE UMELoT
OMKCMPOBAHHOIO pa3mepa, Hanpumep, AMCKETbl WUAM KacCeTbl) MOXKeT noTpeboBaTbCs
yKa3aTb pa3mep YCTPOMCTBA BPYYHYO. <A/IMHA> — eMKOCTb MY, BbipakeHHasa B uncae 6anT.
MoHO wncnonb3zoBaTb K (KMno) ana ykasaHua ymHoxeHus Ha 1024, M (mera) ans
BbIparkeHUs yMHoKeHus Ha 1048576, G (rura) ana ymHoxeHua Ha 1073741824 v b (6510k)
ANA YMHOXEHMA Ha 512:

1024 = 2b = 1K;
20K33 = 20480+33 = 20513;
114M32K = 114*1024*1024+32*1024.

— <cmeBur> — [MO3BONAET VYKas3aTb CABWI BHYTPM cTMpaemoro ¢ahna umau
ycTponcTBa. CUHTAKCUC <cmemra> TAKOM e, KaK U A1a onuum -1;

— e — WCNoNb3yeT TOYHbIN pa3mep danna: He OKpyrnATb pasmep dakna ana
CTUPaHMA OCTaBLUErocA mycopa B nocneaHem 6/10Ke;

— 7 — He cTupaeT pa3mepbl ¢ain10B NOBTOPHbIM YMeHbLLEHMEM BABOe $anN0BOroO
pa3mepa. [laHHble NONbITKM NPeanpPUHMMAOTCA TONIbKO Ha 0ObIYHbIX dainax, T. e. onums
becnonesHa NpW MCNONb30BAaHUM wipe AONR OYUCTKM OJ0YHOrO WMAM CHeumanbHOro
YCTPOMCTBA;

- X <upcmo> — TMPOMNyCKaeT 3aZaHHoe 4ucno npoxoaos. [lonesHo Aana
NPOAO/IKEHMA OYMCTKM C 3a[aHHOM TOYKM, HaNpMMep, Koraa npm o4ymcTke 60/blioro
ANCKa HeobxoaMMOo NpepBaTb onepaumto. MicnonbsyeTtca ¢ -x;

— x <passl>,.. <pass35> — YyKa3blBaeT MopsAoK npoxoaoB. Koraa wipe
npepbiBaeTcs, OHa OyaeT neyataTb TeKyLyto, BbIOPaAHHYK Ccay4anMHbiM 06pa3om,
nepmMyTauMio NopAdKa MNpoxoda M HOMepa MNpOoXoAa B KayecTBe COOTBETCTBYHLLMX
aprymeHTOB -X U -X;
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— F — He cTupaeT uMmeHa ¢parnnos. OBbIYHO wipe NbITAETCA CKPbITb MMEHA $ainnos,
NepenmmMeHOoBbIBaA MX; 3TO HE rapaHTUPYET, YTO PU3MYECKOE PACTOOKEHME, COAEPKaLlee
CTapble uMeHa ¢annos, OyaeT nepesanucaHo. [locne nepemmeHoBaHmA danna
eMHCTBEHHbIM crnocobom ybeamTbcA, 4YTO MMA UM3MEHeHo, ABnsaeTca dusnyeckoe
OCYLLECTB/NIEHME BbI30Ba sync (), KOTOPbIA BbIMbIBAET AMCKOBbIE K3l OC, B TO BpeMs
Kak Ana [0DaBneHWA M 3anMcu K3Wa MOXeT MCNoab3oBaTbCA OUT O SYNC AnA
CMHXPOHM3aLUMM BBOAA/BbIBOAA ANA oAHOro daina. T.K. sync () MeANEHHbIW, BbI30B
sync () MNOCNe KakAoro nepemMmMeHOBaHMA AeflaeT OYUCTKY MMeH (aniaoB TaKxkKe
MeaNEeHHOM;

— k — coxpaHaeT Gannbl: He yaanaeT dalibl nocne ux nepesanncu. NonesHo npu
HEOOXOAMMOCTN CTEepeTb YCTPOWMCTBO, COXPaHWB MPW 3TOM CheumanbHbid  dainn
yCTpoMCcTBa. OTO NoApa3ymMeBaeT —F;

— D — c/neayeT CMMBOIMYECKMM CCbIJIKAM: MO YMONYAHWUIO wipe HMKOrAa He
cneayet CUMBOAMYECKMM CCbinkam. OAHAKOo, ecan Obia yKasaH -D, wipe COracuTCA Ha
CTUpaHWe LUeNen, Ha KOTopble YKa3blBAlOT CUMBOJIMYECKME CCbIAKKU. HEBO3MOXKHO
OZIHOBPEMEHHO yKa3aTb ONuUMK -D N —r (perypcua);

— v — MOKa3blBaeT MHPOPMALMIO O BEPCUM U BbIXOA;

— h — NOKa3blBaeT CNPaBKY.

ANl no ymonuaHuio ncnonbayetca /dev/random B KayecTse cuaa (MCTOUHMKA)
reHepaTopa NCeBA0C/NYy4YanHbIX Ymcen.

MEPEMEHHbIE OKPYXEHWNA

Ecnn yctaHoBNeHa WIPE SEEDPIPE, wipe OyAeT BbINOMHATL YKa3aHHYO B Hel
KOMaHay (Mcnonb3ya popen()), XeWWPOBaTb BbIBOA, KOMaHAbl C aAropuTMOM MD5
message-digest Ana nonydyeHunsa 128-butHoro cuaa ans PRNG. Hanpumep, Ha cuctemax ¢
OTCYTCTBYHOLLEM YCTPONCTBOM /dev/random 3Ta NepemMeHHan A0/ KHa bbiTb yCTaHOB/EHA
B /etc/profile B CLeHapuit 0600YKM, COAEPKALLMN PA3ANYHbIE KOMAH/bI, TaKMe KaK
ls, ps, who, last WT.A., KOTOPble 3aMNyCKAOTCA aCUHXPOHHO, YTOObI NOYYUTb BbIBOA,
HACKO/IbKO BO3MOXHO MeHee NpeackasyemMbiM.

Mpumepbl 3anycKa wipe

Cnepytollaa KOMaHAa PEeKYPCUMBHO (-r) YAAAUT BCe B Mamnke private, NpuM 3TOM
BKOYEHO NPUHYAMTENbHOE YAANEHWNE U OTKIOYEH 3aNpoC NOATBEPKAEHUA (—£), MOKa3aH
nporpecc npoLecca yaaneHns (-i):

wipe -rfi private/*

Yoanutb  Kaxabih - pain M Kaxkayto  nanky  (onums -r) B nanke
/home/berke/plaintext/, a TaK}Ke CaMy Nanky /home/berke/plaintext/
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Ob6bliyHble danabl byayT yaaneHbl B 34 npoxoaa, U nUx pasmep byaeT ymeHbllaTbCA
BABOE C/ly4aMHOoe Koam4yecTBO pa3. CneumanbHbix ¢GannoB (CMMBOAbHbLIX M BA0YHbIX
yctponcTts, FIFO) He byaeT. Bce anemeHTbl nanku (Gannsl, cneuyansHblie Garnbl U Nankm)
byayt nepemmeHoBaHbl 10 pa3s M 3atem yaaneHbl. dNeMeHTbl C HenoAxXoAALLMMM
paspelleHammn ByayT BbINONHATL chmod () (onuma -c). Bce ykasaHHble onepaumn dyayT
nponcxoauTb 6e3 NoATBEPKAEHMA NOAb30BaTENA (ONUMA —f):

wipe -rcf /home/berke/plaintext/

BnoyHoe ycTponcTBO /dev/hda3 COOTBETCTBYET 3 pasdeny rnaBHOro AMCKa Ha
nepsmyHom IDE nHTepdeice, koTopoe ByaeT yaaneHo B 6bICTPOM pexmnme (onums -q), T.e.
4 cny4anmHbIMM NPOXoAamun. MIHOEKCHbIe AeCKPUNTOPbI He ByayT NnepermmMeHOoBbIBATLCA UK
yaanatbca (onuma k). Mepes 3anyckom nporpamma noTpebyeT BBECTU «yesy:

wipe -kg /dev/hda3

[MOCKONbKY wipe HMKOrAa He caedyeT No CMMBOJIbHBIM CCbI/IKAM, €C/IN HET ABHOTO
yKaszaHusa, npu HeobXxoAMMOCTM yAanuTb /dev/floppy, KOTOPbIA MOXET OKa3aTbCH
CMMBOJ/IbHOW CCbINKOM /dev/£d0ul440, noTpebyeTca yKkasaTb onumto -D. Mepes 3anyckom
nporpaMmma notpebyeT BBECTU Kyesy:

wipe -kgD /dev/floppy

B naHHOM c/lyyYae wipe PEKYPCUMBHO (ONUMA —r) YHUUTOXKUT BCE B /var/log, KpOMe
/var/log. [lporpamma He ByaeT NblTaTbCA BbINONHUTL chmod (). OHa byaeT BepbanbHOM
(onuma -i) n He NOTpebyeT BBECTU «yes» B pe3ybTaTe onuum —£:

wipe -rfi >wipe.log /var/log/*
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JIUCT PETUCTPALIUM USMEHEHNI

U3am.

NoeHTUdUKaTop
AOKYMeHTa
OCHOBaHWA

Homep 3aMeHeHHble Bcero
BepcUum JINCTBI JINcToB

[aTa




	1. Ввод в эксплуатацию
	1.1. Ограничения по эксплуатации
	1.2. Учетные записи ролей
	1.2.1. Создание учетной записи пользователя
	1.2.2. Управление исходящими голосовыми вызовами и SMS
	1.2.3. Переименование учетной записи
	1.2.4. Удаление учетной записи пользователя

	1.3. Установка времени и даты
	1.4. Настройка МУ
	1.4.1. Использование SIM-карт
	1.4.1.1. Привязка и отвязка SIM-карт
	1.4.1.2. Просмотр и удаление разрешенных SIM-карт
	1.4.1.3. Настройка PIN-кода для SIM-карты

	1.4.2. Выбор режима USB-подключения
	1.4.3. Настройка верхнего меню
	1.4.4. Настройки МП
	1.4.5. Пользовательское хранилище ключей
	1.4.6. Агент пользователя

	1.5. Настройка сетевых возможностей
	1.5.1. Настройка принтера
	1.5.2. Использование VPN-соединения
	1.5.3. Задание URL-адреса
	1.5.4. Расширенные настройки геолокации


	2. Выполнение программы
	2.1. Настройка обновлений ОС Аврора
	2.2. Сброс настроек МУ
	2.3. Установка и удаление стороннего ПО
	2.3.1. Установка с помощью QR-кода
	2.3.2. Установка с помощью МП «Файлы»
	2.3.2.1. Установка подписанного МП
	2.3.2.2. Установка МП и добавление источника в список доверенных
	2.3.2.3. Установка неподписанного МП

	2.3.3. Удаление стороннего МП

	2.4. Тонкая настройка
	2.4.1. Настройка интерфейса МП «Terminal»
	2.4.2. Получение прав суперпользователя

	2.5. Поддержка режима работы киоска
	2.5.1. Список разрешенных МП
	2.5.2. Копирование политики работы с МП
	2.5.3. Автоматический запуск МП
	2.5.4. Доступ к МП


	3. Средства разработчика
	3.1. Активация режима разработчика
	3.2. Средства разработчика

	4. Механизмы безопасности
	4.1. Регистрация событий безопасности (аудит)
	4.1.1. Системное журналирование
	4.1.1.1. Общая информация
	4.1.1.2. Сохранение событий системы в постоянную память МУ

	4.1.2. Сервис sdjd
	4.1.2.1. Общая информация
	4.1.2.2. Просмотр сообщений аудита

	4.1.3. Сервис reports
	4.1.3.1. Описание системного отчета
	4.1.3.2. Генерация системного отчета
	4.1.3.2.1. Генерация системного отчета с помощью МП «Terminal»
	4.1.3.2.2.  Генерация системного отчета с помощью МП «Журнал»
	4.1.3.2.3 . Зашифрованный системный отчет



	4.2. Идентификация и аутентификация
	4.2.1.  Основные правила ИАФ
	4.2.1.1. Описание диагностических ошибок
	4.2.1.2. Модуль fingerprint
	4.2.1.3. Модуль lockout
	4.2.1.4. Модуль loginrestriction
	4.2.1.5. Модуль password
	4.2.1.6. Модуль smartcard
	4.2.1.7. Модуль sudis
	4.2.1.8. Модуль reset

	4.2.2. Многофакторная аутентификация
	4.2.2.1. Аутентификация с помощью пароля
	4.2.2.1.1. Настройка блокировки МУ
	4.2.2.1.2. Задание одноразового пароля
	4.2.2.1.3. Настройка парольной политики

	4.2.2.2. Аутентификация с помощью смарт-карты
	4.2.2.2.1. Общие правила настройки и использования смарт-карт
	4.2.2.2.2. Предварительная подготовка смарт-карты
	4.2.2.2.3. Настройка смарт-карты

	4.2.2.3. Аутентификация с помощью СУДИС
	4.2.2.4. Настройка ограничений входа в систему

	4.2.3. Шифрование раздела с домашними папками

	4.3. Управление доступом
	4.3.1. Дискреционная модель управления доступом
	4.3.1.1. Общая информация
	4.3.1.2. Общее описание привилегий
	4.3.1.3. ПО с повышенным уровнем привилегий
	4.3.1.4. Стандартные биты прав доступа
	4.3.1.5. Расширенные атрибуты и списки контроля доступа
	4.3.1.6. Механизм разрешений наборов возможностей
	4.3.1.7. Фреймворк Linux Security Modules

	4.3.2. Ролевая модель управления политиками безопасности

	4.4. Ограничение программной среды
	4.4.1. Механизм подписи RPM-пакетов
	4.4.1.1. Подпись и проверка подписи RPM-пакета
	4.4.1.2. Подпись МП
	4.4.1.3. Использование доверенных источников
	4.4.1.3.1. Настройка установки неподписанного МП
	4.4.1.3.2. Просмотр списка доверенных источников
	4.4.1.3.3. Удаление источника из списка доверенных

	4.4.1.4. Проверка подписи бинарных файлов

	4.4.2. Работа с сертификатами
	4.4.2.1. Добавление корневого сертификата удостоверяющего центра
	4.4.2.2. Проверка сертификатов


	4.5. Изоляция процессов
	4.5.1. Изоляция адресных пространств
	4.5.2. Изоляция МП с использованием песочниц

	4.6. Защита памяти
	4.6.1. Очистка памяти
	4.6.2. Очистка пользовательских данных
	4.6.3. Перезапись остаточной информации

	4.7. Обеспечение надежного функционирования
	4.7.1. Надежные метки времени
	4.7.2. Квотирование постоянной памяти
	4.7.3. Принудительное завершение сеанса пользователя

	4.8. Фильтрация сетевого потока
	4.8.1. Общая информация
	4.8.2. Межсетевое экранирование
	4.8.3. Путь к файлам конфигурации МЭ
	4.8.3.1. Правила конфигурации МЭ
	4.8.3.2. Точка доступа
	4.8.3.3. Файлы конфигурации
	4.8.3.3.1. Формат файла
	4.8.3.3.2. Порядок обработки
	4.8.3.3.3. Группы и ключи
	4.8.3.3.4. Формат правил
	4.8.3.3.5. Устранение неполадок



	4.9. Контроль целостности
	4.10. Дополнительные механизмы безопасности

	5. Рекомендации по устранению возможных ошибок
	Перечень терминов и сокращений
	Приложение 1
	Приложение 2

