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AHHOTALMWA

HacToAwWwmn AOKYMEHT ABASETCA PYKOBOACTBOM aaMMHMUCTpaTopa OnepaumoHHOM
cuctembl (OC) Aspopa penns 5.1.6 update 11,

HacToAwmMin OOKYMEHT COAEPMKUT OMMCaHMe  AOCTYMHbIX aAMWHUCTPATOPY
OYHKLUMOHANbHbIX BO3MOXHOCTEN MOBUAbHOTO ycTporcTBa (MY), dYHKLNOHMPYOLWETO NOA,
ynpasneHvem OC Aspopa’.

AOMUHUCTPATOP MMeeT A0CTYN K QyHKUMAM M HacTpoikam OC ABpopa, ONMUCaHHbIM
KaK B HAaCTOALLEM AOKYMEHTE, TaK M B JOKYMeHTe «PyKOBOACTBO MN0O/b30BaTENAY.

NPUMEYAHUA:

v Mepen Havyanom paboTbl afMUHUCTPATOPY HEOBXOAMMO O03HaKOMMUTLCS C
MNONOXEHMAMM HACTOALLEro AOKYMEHTa, a TakXe C WHbopmauumen, npuBedeHHOW B
NOKYMeHTe «PyKOBO/ACTBO M0/1Ib30BaATENAY;

v/ BHewHuit Bua uHTepdeiica MY 3 moxeT oTanuatbca OT NPUBEAEHHOro Ha
PUCYHKaX B HacTOALLEM AOKyMeHTe. CHUMKM 3KpaHat aBAAI0TCA NPUMEPOM U NpeACcTaBNeHbl
ana obuiero o3HakomneHua ¢ nHTepdericom MY.

! Onncanmre pasanuHbix cnocobos yctaHosku OC ABpopa Ha MY npuseseHo B npuaoskeHun (MpunoskeHne 1) u
COOTBETCTBYHOLIMX [AOKYMEHTax npeanpuatTua-paspaboTymMKka, KOoTopble MnpefHasHayeHbl 418 WMCNOAb30BaHMA
MponssoauTenamm MY 1 asTopnsoBaHHbIMM CEPBUCHBIMW LEHTPAMM MPOU3BOANTENA.

2 OnucaHue pasanuHbix crnocobos ycraHosku OC ABpopa Ha MY npuBeaeHO B COOTBETCTBYIOLIMX OOKYMEHTax
npeanpuAtTMA-paspaboTumKka, KOTOopble MNpeAHasHayeHbl ANA  WMCnonb3oBaHWA [Mpoussogutenamm MY u
aBTOPM30BaHHbIMM CEPBUCHBIMW LLEHTPAaMK NPOM3BOANTENA.

3 MY, byHKUMOHMpYIoLee nog ynpasneHnem OC Aspopa.

* CHUMKM 3KpaHa NpMBEeAEHbI MPeUMYLLECTBEHHO co cmapTdoHa Fplus R570E.
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1. BBOZ, B 3KCTTYATALNIO

OC ABpopa npeacTtaBnaeT cobon 3alMLLEHHYIO MOBUAbHYIO MHOro3aaa4vHyto OC
ANA MOBWUAbHbBIX MPUMEHEHWIM Mo annapaTHble naathopmbl Ha Hase NpoLEeCccopoB C
apxutektypon ARM © MMeeT pas3anyHble BEPCUMU WMCMNOSIHEHWA, OMMCaAHME KOTOPbIX
npueeaeHo B Tabanue (Tabaumua 18).

BHUMAHUE! OC ABpopa B cepTMOUUMPOBAHHON BEPCUMN
MCNONb30BaHa, HO He OrPaHNYMBATLCA, B CAEAYIOLLINX CUCTEMAX U OObeKTax:

— B rOCYAapCTBEHHbIX MHPOPMALMOHHbBIX CUCTEMAX, HE COAEPHKALLMX MHPOPMaLMK,
COCTaBAANOWEN TOCYyAapCTBEHHOM  TaWHbl, A0 MNEepBOro  Kjaacca  3alMLLEHHOCTM
BK/IIOYMTENILHO B COOTBETCTBUM C AOKYMEHTOM «TpeboBaHWA O 3alimnTe MHGOPMALMK, He
COCTaBAANOWEN  TrOCYyAapCTBEHHYIO  TalHy, CcOAep’Kallenca B roCyAapCTBEHHbIX
MHOOPMALMOHHbIX CUCTEMAXY, YTBEPKAEHHbIM NpuKazom PCTIK Poccum ot 11 peBpans
2013 r.Ne 17;

— B MHPOPMALMOHHbIX cncTemax (MC) nepcoHanbHbIX AaHHbIX A0 NEPBOro YPOBHS
3aLLUMLLEHHOCTN BK/IKOYUTENBHO B COOTBETCTBMU C AOKYyMeHTOM «COCTaB M coaeprKaHue
OPraHM3aUMOHHbIX M TeEXHUYECKMX Mep no obecneyeHmto 6e30MaCcHOCTM MepPCOHasbHbIX
AAHHbIX Npu KX obpaboTke B MHPOPMALIMOHHbLIX CUCTEMAX MNEePCOHANbHbIX AaHHbIX»,
yTBEpPKAeHHbIM NprKkazom PCTIK Poccum oT 18 dpeBpana 2013 r. Ne 21;

— B aBTOMATM3MPOBAHHbLIX CUCTEMax yNpaBAeHWA A0 MNepBOro  Kiacca
3aUMLUEHHOCTU  BKAOYUTENIbHO B COOTBETCTBMM C  AOKyYMeHTOM «TpeboBaHua K
obecneyeHnto 3alWnTbl MHOOPMALMM B aABTOMATM3MPOBAHHbLIX CUCTEMAX YyMNpaBAeHMA
NPOW3BOACTBEHHbBIMW M TEXHOIOTMYECKMMM MPOLECCAMM Ha KPUTUYECKM BaXKHbIX 0O beKTaX,
NOTEHUMaNbHO OMacHbIX 0ObeKTax, a TakKe 0b6beKTax, NPeacTaBAAIOLWMX MOBbILLEHHYHO
ONACHOCTb ANA YM3HW M 300POBbA NOAEN UM ONA OKPYXKatowen NpuMpoaHOM cpeapl»,
yTBEepAeHHbIM npukazom PCTIK Poccum ot 14 asrycta 2014 r. Ne 31;

— Ha 3HAYMMbIX ODOBEKTAX KPUTUYECKOM MHPOPMALMOHHOM MHPPACTPYKTYPbl A0
NepBO KaTeropuMm BKAOYMTENBHO B COOTBETCTBMW C AOKyMeHTOM «TpeboBaHuWs Mo
obecneyeHnto 6e30MaCHOCTM 3HAYMMbIX ODOBEKTOB KPUTMYECKON MHPOPMALIMOHHOM
MHGPACTPYKTYpPbl Poccuinckom @epepaummn», yreepaeHHbIM npukaszom ®CTIK Poccum ot
25 nekabps 2017 r. No 239,

> MOMXeT OblTb

s OnmcaHne BOo3MOXKHbIX Bepckit OC ABpopa npmseneHo B Tabauue (Tabanua 18).
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1.1. OrpaHu4yeHua No aKkcnayaTauuu

BHUMAHUE! C uenbto npoBepKM AOCTYMHOCTU ANA YCTAHOBKM OOHOBAEHMM
6e3onacHoctn OC ABpopa HeobxoaMMO NpeaBapmuTeNbHO 03HAKOMMUTLCA C MHGOPMaUMen,
pasmelleHHOM Ha Beb-canTe npeanpuatus-usrotosutena (https://cve.omp.ru).

AAMUHUCTPATOPY HeobxoaMmo cobntoaaTh CAeayroLLme NpaBMaa M OrpaHNYeHMs No
sKkcnayataumm MY:

— He JonyckaTb YCTaHOBKYy Jatoboro nporpammHoro obecneveHma (M0),
NoCTaBAsieMoro B OT/IMYHOM OT RPM Buae (camocToAaTenbHoe KonmpoBaHue ¢alnos,
ycTaHoBKa M0 13 apxmnBoB, ycTaHoBKa 10O He B WTaTHble nankn n3 RPM-naketoB v T.M.);

— WCKAYNTb noakntoveHne MY K HeJ0BEPEHHbIM TOYKaM A0CTyna 6ecnpoBOAHbIX
nHtepopencos (WLAN, Bluetooth®) n 6ecnposoaHbim MY.

MPUMEYAHME. MepeyeHb A0BEPEHHbIX TOYEK AOCTYNA A0KEH OblTb CGOPMMPOBAH
Ha MecTe aKcnayaTaumm onepatopom NC;

— UCKNOYNTb Nepesady KOHPUAEeHUManbHON peyeBon U MHo nHdopmaumn (SMS,
MMS) nocpeactsom MY no npoTokony GSM;

— NpeaycMoTpeTb Mepbl, obecneymBatole OTCYTCTBME KOMMbIOTEPHbIX BMPYCOB
Ha CPeACTBaXxX BblYNMCANTENBHON TEXHMUKM, K KOTOPbIM NoAKAto4aeTca MY.

1.2. YyeTHble 3anucu ponen

B OC ABpopa peannM3oBaH MHOrono/ab30BaTENbCKUI pPeXMM paboTbl, KOTOPbIM
NO3BONAET MCN0Nb30BaTb MY HECKO/IbKMM YHETHbLIM 3aMMUCAM C PA3/IMYHBIMKW POSTAMM.

Ponb — COBOKYMHOCTb MpaB A4OCTyMa, Ha OCHOBE KOTOPbIX onpeaenAercs
BO3MOHOCTb BbINOJIHEHMA TOTO AWM nHoro aenctema B OC ABpopa.
YyeTHaA 3anncb poanm — XpaHAawasaca Ha MY COBOKYMHOCTb [aHHbIX O

nosnb3oBaTene, HeobxoaAMMman ANA ero ayTeHTUPUKaUMM 1 NpeaoCTaBAeHNA AOCTyNa K ero
JIMYHBIM AAHHbBIM M HAaCTPOMKaM.
MPUMEYAHUE. B 3asucMmocTM OT BbIBPaHHOM POAM BO3MOXKHOCTM MY moryT
OT/INYATLCA.
Ha MY moryT 6bITb CO34aHbl 04HOBPEMEHHO A0 7 YYETHbIX 3aNMCeN:
— y4YeTHadA 3anmncb C PONbI0 aIMMHUCTPATOPA, KoTopasa obnadaeT pacliMpeHHbIMM
OYHKLUMOHANbHBIMW BO3MOXHOCTAMM, MPU 3TOM:
eHEe MOXeET ObITb yaaneHa ¢ MY;
eHe 0bnagaeT NpaBaMm Cynepnonb3oBaTens;
e/itobble  M3MEHEHWMS HACTPOEK, BbIMOJHEHHbIe MNOA TaKOW poabk, OyayT
NMPUMEHMMbI KO BCEM YYETHbIM 3anmcam MY;
— [0 6 yYeTHbIX 3aM1Cen C PObio MOb30BaTE A, CO34aHME KOTOPbIX BbIMOAHAETCA
aAMUHUCTPATOPOM B CUCTEMHBbIX HacTporKkax MY (n. 1.2.1).
MPUMEYAHME. Mo ymonyaHuio Npm nepBom BKAOYEHUN MY 3arpy>KaeTca B pexmme
aAMUHUCTPaTOopA.
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1.2.1. Co3paHne y4eTHOM 3anNncK NoNb30BaTENS

BHUMAHWE!

v'Mepes  co3faHMeM  y4eTHOM  3anucu  Nosb3oBaTend  HeobxXxoAnmo
npeaBapuUTENbHO  aKTUBMPOBATb MNepekaYaTenb «PaspewnTb HACTPOMKY  KBOT»
(PUCYHOK 2) ANA BO3MOMKHOCTM 3a4aHUA U HACTPOMKM KBoT (n. 4.7.2);

v TpU CYLECTBYIOWMX YYETHbIX 3anucax Mnosb3osBatens GpyHKUMA «PaspelmnTb
HaCTPOWMKY KBOT» 3a6/10KMpOBaHa.

[lna co3gaHMa  HOBOM  Y4eTHOM  3anucyM  MNoAb30BaTeNa  aAMUHMUCTPATOPY
HeobXoAMMO BbINONHUTL CAeayoWme AeNCTBUS:

— OTKPbITb MEHIKD CUCTEMHbLIX HaACTpPOEK KaCaHMeEM 3Ha4Ka @ Ha 9KpaHe

npunoxeHunn (PucyHok 1);

— KOCHYTbCA NYHKTa MeHto «[o/ib3oBaTenmn» &g nogpasgene «Cuctemar;

— Ha cTpaHuue «llosb3oBaTenM» KOCHYTbCA MyHKTa «/1o6aBWTb Mosb3oBaTena»
(PrcyHoK 2);

| Nonsaosarenn

OBUMe HACTPOHKM @

SOISTRHOCT 8el) HESTROW I KDOT

O Bui«Bnageney ycrpoiicTsa

O AwHHCTDETOP

-t DoGapuTh nons3osaTens

Kavers
Messczae !
D D D g Paa”mm HacmiKv i
Nosusosarans SyayT COINABATHOS C
Mymeacsy
Jameron
Wypean

PucyHok 1 PUCYyHOK 2
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O

HoBblA NnonsIoearens
=]

VIMs nons3oearani

s BOnun Durme ywKanastent WMoR we Honon
40 cmsanog, nasnaTson ¢ Syxees, cogepEaT
YOS OyEim, UnODw # CHBITYIOUID CHABO M
TONED, MANYD, HIOIHOE NOANORKHBIMHD W npoGan

Norwx nonssosaTens

Nox

IPMMEHBETOR 8 CHCTEMNEX ONODRLMIX M e
F0 ZNA SYTONTHOMKEUMM. ETO wHe
MaseT Cocrannath 50 31 oiumona, JanyCaotes
TOMKD Gy E8ie, WGP ot SH3KM .0 M £-5

7576

OnHOPasceLy Napans @

Lnuwa napons aonxms Gers 5-12 cuunanon

Crexepnposars

PUCyHOK 3

Enageney yoTpoicrea

Aa 0

OrmesnTs

PucyHoK 4

— Ha OTKPbIBLUEMNCA CTpaHMLUE BBECTM MMA U NOTMH
HOBOW y4eTHOW 3anucK nonb3osaTens (PUcyHok 3);

— YCTaHOBUTb KBOTY Ha MCMNO/b30BaHWE AMCKOBOTO
NPOCTPAHCTBa, MNepemellas COOTBETCTBYHOWMIA Cnanaep
BNpPaBoO A4 YyBe/AMYeHMA KBOTbl Mbo BNeBO [A4AA
ymeHbleHns (PUcyHokK 3).

MPUMEYAHUA:

v MUHUMa/bHbIE M MaKCMMa/bHble 3Ha4YeHus A/a
3aaHNA KBOTbl 3aBUCAT OT KOHCTPYKTMBHbIX OCOBEHHOCTEN
MY;

v MoapobHoe onumcaHue o)
NOCTOAHHOW NamATK NpuBeaeHo B N. 4.7.2;

— KOCHYTbCA KHOMKM «[oATBEPANTL» AN COXPAHEHWA
M3MEHEHN NMbOo KHOMKM «OTMEHUTbY A1 OTMEHbI
onepauuu;

— NOATBEPANTb AENCTBME BBOAOM TeKyLLEro napons
(PucyHok 4), B pe3ynbTaTe co3[aHHas y4yeTHaA 3anuchb, a
TaKXe CTaTyc ee ayTeHTUdMKaumm oTobpasnTCca Ha
cTpaHuue «Monb3osatenm» (PUCyHoOK 5).

KBOTUPOBAHUMN

| Nonvsosarenn

O6ume HaCTPORKKM AR CO3ARH ! @

[na GHCTROra NepeKCHEHHa MExay
NOALIOBITENSAMN HEXMHUTE K
YAEPXUBFATE KHONKY NHTSHUN, 3aTEM
KOCHMTECH KHONKH “CMenuTn
nonsaoBaTeny”

8w « Bnaneney ycrpoicrsa

ADWHICTRRTED YEIPORCTSS

e 0O

O MNonesoearens1ll

He ANTOPHI0SaMN

O TlMonbsoearens22

H6 anTopWICEaN

-+ NoSasute nonssopaTens

PUCYyHOK 5
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BHUMAHUE! B cnyyae ecnm npm co3gaHuMmM nonb3oBaTento Oblna  3a4aHa
MaKCMMabHaA KBOTa (PUCYHOK 6), TO Ha CTpaHMLe Co34aHMA Noab3oBaTenen otobpasmnTca
MHPOPMALMA O HEBO3MOMXKHOCTM CO34aTb JAOMOJNHUTE/bHblE Y4YeTHble 3anucK K3-3a
OTCYTCTBMA CBOHOAHOrO ANCKOBOro npoctpaHcTea MY (PucyHok 7).

| OTmeHuTs Moprsepaute I | Mons3osarenw
O H " NONL3 T o
(== ORE NS IOBRTRNS O6une HaCTPORKK [T CO3AaHH @
MNonvaosaTens 1 LA GHCTROra NepeKCHEHHa My
NOABIOBITENAMN HIXMUTE W
Wma nonsaosaTenn %
U 1 YAEPXUIGUTE KHONKY NMATSHUS, 3aTEM
o) KOCHHTECH KHONKK “CMenuTy
Nocwn nanvaosarens NnoNboBaTENA"
45,276
He octadres koot ANR HonsX NONsJoBaTeNneH
O Bwi«Bnapeney ycrpoicrsa
OaMopaosbiik napans [®) O ADVHICTISTOP YETDORCTSS
Hrssia napans gonsosd Sury 512 cuusonca O Monsaoearens11l
%
e ARTORH S0eEM
Cresepuposars Q fMMonbsosarens22
8 2aTOOWICHaN
O MNonbaoearenv33
=
He aoropeacsan
He ocTanock XxBOTH
PrcyHoOK 6 PucyHok 7

Mpn paboTe C y4yeTHbIMM 3anUCAMM MONb30BATENA AAMUHUCTPATOPY AOCTYMHbI
cneayouwme gencrema (PucyHok 8, PucyHok 9):

— MNepeKkNtYeHne Mexay y4eTHbIMM 3annUCcAMM POae.

MPUMEYAHME. MNoapobHoe onncaHmne NpoLecca NepekItoYeHma MexXay Y4eTHbIMN
3anncAMM NPUBEAEHO B JOKYMEHTe «PYKOBO/CTBO MO/1b30BATENAY;

— ynpaBAeHWe NCXOAALMMM rON0COBbIMU BbizoBaMKM U SMS (n. 1.2.2);

— nepeumeHoBaHMe y4yeTHoM 3anucu (n. 1.2.3);

— HacTpoMKa besonacHocTu (n. 4.2.2);

— yAasieHune y4yeTHoM 3anucu nonsb3osatens (n. 1.2.4).

Mpn paboTe ¢ y4eTHOM 3aNMCbio aAMMHUCTPATOPA AOCTYMNHbI CAeaytoLine AeNCTBmA
(PncyHoK 9):

— nepeumeHoBaHue yyeTHoM 3anucu (n. 1.2.3);

— HacTpoMKa besonacHocTu (n. 4.2.2).
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O MNMonbaosarensl?
==

MepexmoNHTLCA Ha 3TOMO NOMBIOBATENA

QrencrenTs ue T u 5SS

MNepeumeHosaTs
Hactpoixi 6030nacH0CTH

Ynanute

PucyHok 8

MNonssosarenm

B « Bnananel ycrponcraa

A
-
MNepeumenosars

HacTpoixw besonacHocTi

PncyHOK 9

1.2.2. YnpaBneHne NcxoaAaWMmMmM ronoCoBbIMUM Bbi3oBaMm 1 SMS

O Nonpacsarensil
=]

NepexmounTbes Ha 3T0r0 NOML3OBATENS

BxmosuTy T T WSMS
NepenmeHcsaTs
Hactpolixy Ge3onacHocTi

Yonanure

PucyHok 10

Ona OTKAOYEeHUA NCXOAALLMX FTO0COBbIX BbI30OBOB U
SMS HeobxoaAMMO B KOHTEKCTHOM MEHIO YYETHOM 3anmcu
N0/Ib30BaTENA KOCHYTbCA MYHKTa « OTKAOYNTbL Mcxoadauime
ro210coBble BbI30Bbl M SMS» (cm. PucyHok 8).

[anee y y4eTHOWN 3anmcK Nonb3oBaTens otobpasmTca

npeaynpexaatowmn - 3Ha4YoK % (cm.  PucyHOK 7)
BO3MOXHOCTM nonb3osatend B MI «TenedoH» n MII
«CoobueHnsa» byayT orpaHnUYeHbl.

Ona BKAOYEHUA MCXOLALLMX TOSIOCOBbLIX BbI3OBOB U
SMS agMMHUCTPATOPY HEODBXOAMMO B KOHTEKCTHOM MEHHO
YYETHOM  3ammMcK  MONb30BATENA  KOCHYTbCA  MYHKTA
«BKAOYMTL  UCXOoAALLME TONOCOBbIE BbI3OBbI M SMS»

(PucyHok 10), nocne yero npeaynpeskaatoLlini 3Ha4ok %
nepectaHeT  oOTobpaxaTbCA Yy  Yy4eTHOM  3anucu
No/Ib30BaTeNA, W BO3MOXHOCTM no/sib3oBaTtenda B MII
«TenedoH» n MIM «CoobuieHna» byayT BOCCTAaHOBNEHDI.
MPUMEYAHUE. T[ogpobHoe onucaHne paboTbl
yKasaHHbIx MT1, a TakXe yBeAOM/IEHWN, BbIBOAMMbIX Ha
3KpaH MY npuv OTKAOYEHWM TONI0COBbLIX BbI3OBOB M SMS,
npuBeAeHO B JOKYMeEHTe « PyKOBOACTBO N0O/1Ib30BATENAY.

10
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1.2.3. lNepenmeHoBaHME y4€THOWN 3aNNCK

[na nepemmeHOBaHWMA Yy4YeTHOM 3anucu HeobxoAMMO BbIMOAHUTL Chaeaytouime
NENCTBUA:

— OTKPbITb KOHTEKCTHOE MEHIO Y4YeTHOM 3anmMcK, KOTOpyto Heobxoanmo
nepenMmeHoBaTb;

— KOCHYTbCA NyHKTa «[lepermeHoBaTb» (CM. PUCyHOK 8, cm. PucyHok 9);

— BBECTM HOBOE MMs y4eTHOM 3anmcn (PucyHok 11, PucyHok 12);

— KOCHYTbCA 3HaukKa b0 3KpaHa Haj KNaBMaTypon ANs NOATBEPKAEHMS
[EeNCTBNA, B pe3ybTaTe yyeTHasa 3anmncb byaeT nepemmeHoBaHa.

NMPUMEYAHMUE. Mpu nepemmeHOBaHMM YY4ETHOM 3aNNCKU U3SMEHSAETCA TONIbKO €€ M4,
NOTMH OCTaeTCA HEU3MEHHbIM.

| Monssosarenn | Nonssosarenn

O6Lme HACTROMKK [NR CO3RaH! @

O6ume HacTPORKK ANR COIRBH! @ JinA GHCTPOTO NEPEKMICNEHHE MEXAY
NONBIOBATEAAMMN HAKMUTE W
YASPXUSARTE KHOTIKY NUTSHUA, 3aTEM
KOCHMTECE KHONKW “CHeHnTy
nonsIoBaTENS"

[na GHCTPOro Nepexmouenis mexay
NONBIOBITENSMN HAXMUTE 1
YRAEPXKEAATE KHOMKY NHTSHURA, 3aTEM
KOCHMMTECH KHONKM “CueHuTs
nonssosarens” 2IPELUMTE HACTPONKY KROT

O Bu + Bnaneney ycrpoicraa
O BNUMBGHI ‘ AANRETDATOR YUTRORC TR
o N

QO Merp %
O Monvsosarensill

% -~ o P ——— L
MUy KeHT ruwus3x MUY KeHTIWwiw3 X
dblBanponagxa?a dotBanponmagxa
A g 4YycMUTDb OB IO A9 YCcCMUTDL OB IO
o3 - . H23 - .
PucyHok 11 PucyHok 12
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| Nonssosarenn

CEuwme HacTpoRKK Qi Co3aan- @

s GHISTPOrO NOPEKNICHNOMHR MOXIY
NONSIOBATENAMM HEXMUTE W
YASPRUSARTE KHOMKY NUTEHUA, 38TEM
KDCHMTECE KHONKK "CreHuTy
nonp3oBaTens”

O Bui«Bnaneney ycrpoiicrsa

° ASMHNKCTDATOR YCTROACTSS

o |

MUYy KeHTwiuw3x

<
-
@

anponagagx?>

“ 9 4YCMMUTHDBL B |0

|

s -

PucyHok 13

MPUMEYAHUE. He pekomeHayeTcA npucBamBaThb
YYEeTHbIM 3aMMCAM MMEHa, HaYMHaloWMeca C TOYKU UIn

1.2.4. YnaneHue y4eTHOM 3aN1UCU NONb30BaTENA

| OTMEHNTL MontsepaunTs I

Bbl AeACTBUTENBHO XOTUTE
yaanuTte NMonbsosarens22?

Mocne NaaTRePOEHNH DOR ZaMR
nomaoaaTenn GyayT yaaneHm

PucyHok 14

npobena. B cnyyae BBOA@ HEAOMYCTUMbIX CMMBOJIOB
oTObpasmnTCs COOTBETCTBYIOLLEE yBegoOMAEeHNe
(PncyHoK 13).

[Ona  yaaneHua y4eTHOM 3anmMcK  MNO0/b30BaTeNs

HeobXxo4MMO BbINOAHUTL C/ieaytolme AeNCTBUS:

— OTKPbITb KOHTEKCTHOE MEeHI0 Y4YeTHOM 3anucuy,
KOTOpYto HeobX0AMMO YAaNUTb;

— KOCHYTbCA NyHKTa «YAanmTb» (CM. PUCYHOK 8);

— Ha OTKPbIBWENCA CTpaHULE KOCHYTbCA KHOMKM
«MoaTeBepanTby AN NOATBEPXAeHWs onepauum nmbo
KHOMKN « OTMEHUTL» ANa OTMeHbI (PucyHok 14);

— NOATBEPANTb AENCTBME BBOAOM TeEKyLLIEro napons
(cm. PucyHok 4).

Mpu yoaneHun y4eTHOW 3anncK nonb3osartena oyayT
TaK)Ke yaaneHsi:

— [laHHble NONb30BaTeNA;

— JOMALLHAA nanka nonb3osatens (n. 4.2.3);

— MOJIb30BaTe/IbCKOE XpaHMauLLEe Katoden (n. 1.4.5).

12
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1.3. YcTaHOBKa BpeMeHUu 1 AaThbl

MPUMEYAHHUE. OnucaHMe OCHOBHbIX LWAroB MNepBOHAYa/ibHOM HACTPOMKM MY
npuBeLeHO B [JOKYMeHTe «PyKOBOACTBO MOJIb30BaTeNA», MNpU 3TOM YCTAaHOBKA W
nocneayoulas HacTPoMKa AaTbl M BPEMEHM A0CTYMNHA TONbKO aAMUHUCTPATOPY.

BHUMAHMWE! ViameHeHMA HacTpoeK B MyHKTE MeHIo «Bpema 1 aaTa» npumeHAtoTcA
KO BCEM YYETHbIM 3aMM1CAM POaen, Co3a4aHHbIM Ha MY.

oo Rl [ns yCTaHOBKM BPeMeHu U JaTbl Heobxoaumo
ybeamTbca, YTo BCE MONA 3aMNO/HEHbI KOPPEKTHO NMHO
Buibepure gary u spems o
B e M3MEHWUTb 3HAYeHMA 3aMOJIHEHHbIX MONAEN, BbIMNOIHMB
spRMeEm cneayrouime AencTBns:
Yaconon nosc Poccus, Mocxea o
— M3MEHUTb  3HayYeHMA napameTpoB «YacosBow
farta 19 nexabpr 2023
nodac», «[lata», «Bpemsa», KOCHYBLUIMCb COOTBETCTBYOLLMX
Bpewms 18:53 ﬂOﬂeﬁ;
MOMICRNTE 24-S800M0N — BblOpaTb  dopmaT  BpPEMEHMU KOCHYBLLWCb
$OPMET BpEaMeHn ’
COOTBETCTBYOLLEro Nepekntoyatens (PucyHok 15).

MPUMEYAHUE. [Ona aKkTMBauMM nepekatovaTena
[OCTAaTOYHO KOCHYTbLCA MONA, B KOTOPOM OH PaCrOOXeEH:
nepeKatYaTe/ib HaYHET CBETUTLCA APYE, YEM B COCTOAHMM
MO YMONYaHUIO (HEaKTUBHOM);

— KOCHYTbCA KHOMKK «[lanee» ANA NOATBEPXKAEHMA
pevictema AnMbo KHOMKM «Hasaa» Ana BO3BpaTa Ha
npeablayLlyto CTpaHMLYy.

PucyHok 15

[ns nocneaywowen HaCTPOMKM 4YacoOBOro Mosca, TEKYLWMX AaTbl M BPEMEHM
HeobX0AMMO BbINONHUTL Ceaytolne AenCcTBUA:

— OTKPbITb MEHK CUCTEMHbIX HACTPOEK KaCaHMeM 3HauyKa @ Ha OJKpaHe
nPUNoXeHun (cm. PucyHok 1);

— KOCHYTbCA MNYyHKTa MeHt «Bpema n pata» Rl noapasaene «Cuctema», B
pe3ynbTaTe 0TOOPA3UTCA OAHOMMEHHAA CTPaHMLUA HACTPOMKM AaTbl W BPEMEHMU
(PncyHoK 16);

— A7 aBTOMAaTMYeCKOro 0bHOBMEHUSA [aTbl/BPEMEHM KOCHYTbCA MepekatodaTens
«ABTOMaTUYeCKOe 0OHOBNEHME BpeMeHN» (PUCyHOK 17). 3Ha4eHMA Noaein 4acoBoro nosca,
NaTbl U BDEMEHMW CTAaHYT HEAOCTYMHbIMM ANA pefakTMpoBaHMA. B aanbHenwem obHoBNeHNE
naTbl/BpemeHun byaeT NponcxoamTb aBTOMATUYECKM.

NPUMEYAHUE. [1na yCcTaHOBKM 4acOBOro noAca, BpeMeHu M AaTbl BPYYHYHK OMNumA
aBTOMATM4YEeCKOro 0OHOBIEHWNS BPEMEHW A0NKHA ObITb BbIKOYEHA.

13
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I Bpemsa u pate I Bpems u pate
% Astomatuyeckoe oGHoBnaHne AsToMaTyeckoe o6HoBNaHNE
BpeMenm BpeMEenm
Yacosoit noac Pocous, Mocksa {
LOara 23 anunape 2024
Bpems 1543
Wcnones3oeats 24-4acosok Wcnones3oeats 24-4acoBok
bopmMaT Bpemenn topmar Bpemeni
PucyHok 16 PucyHok 17

B cnyyae HeobxoaMMOCTM 3a4aTb YaCOBOW NOAC, BPEMSA M ATy BPYUHYHO TpebyeTcs
BbINOJIHWTb C/leAytolmMe AeNCTBUA:

— ONA  YCTQHOBKM 4aCoOBOrO MofAca: KOCHYTbCcA noaa  «YacoBom  noAac»
(cM. PcyHOK 16) 1 Ha OTKpbIBWENCA CTpaHuLe BblibpaTb Heobxoammoe 3HadeHue. [na
YCKOpEeHMA npouecca BbiIbopa MOXHO BOCMN0/1b30BaTbCA NoJsiem noucka (PucyHok 18). lanee
BblIbpaTb PopmMaT BpemeHM, KOCHYBLUMCb MepeKkatodatena «lMcnonb3oBaTb 24-4acoBoW
dopmaT» (cM. PucyHok 16) ans oTobparkeHna BpeMeHM B COOTBETCTBYOLLEM dopmaTe. Ecam
[aHHbIMA MYHKT He aKTMBMPOBaH, BpemAa byaeT oTobparkaTbca B 12-4acoBom dopmate C
YTOYHEeHMeM A0 nonyaHa «AM» nnm nocne nonyaHa «PMy»;

— [17 YCTaHOBKM AaTbl: KOCHYTbCs nona «JaTta» (cm. PUcyHOK 16), Ha OTKpbIBLIENCS
CTPaHMLLE KOCHYTbCS TeKyllelh AaTbl M BbiOpaTb M3 CMMCKA TEKYLWMI rod, Mecal, U YMCio
(PucyHoK 19). [lanee KOCHYTbCA KHOMKM «[loATBEPAUTb» ANA COXpaHeHus Aatbl AmMbo
KHOMKN «OTMEHUTb» ANA OTMeHbl onepaumn. B cnydae noaTsepaeHns BbibpaHHaa aAaTta
0TODPA3NTCA Ha CTPaHMLE HAaCTPOMKM AaTbl M BDEMEHM, B C/ly4ae OTMEHbI AaTa OCTaHETCA
npexHen;

14
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| Hacosoi nose OTMeEHNTS Moarsepaurs |
K howcs 8 wona 2025
GMT -1100 :
Amapuxanckoe Camoa ;
GMT -11:00 Maro-Maro 30 1 2 3 4 5 6
préesmdus b isorsrdcai) 708 9 10 n 12 13
:jmam“hm 14 15 16 17 18 18 20
GMT-$0:00 21 22 23 24 25 26 27
Ocrposa Kyka 28 20 30 A 1 2 3
GMT -10:00 Asapya
- a 5 6 7 8 a 10
RU
MUY KEHTWWS3 X
@bl B ANDPONAOX3
228NN CMUT b B IO
n23 - . -
PucyHok 18 PucyHok 19
— ANA  YCTAHOBKWM BPEMEHM: KOCHYTbCA MoAs
b TOATRERRTE | (Bpema» (cM. PUCYHOK 16), B pesyabTaTe OTOBpa3MTCA
undepbnaT, meTka BO BHYTPEHHEM Kpyre KOTOpOro
UrpaeT Poab YaCoBOM CTPE/IKM, BO BHELLIHEM — MUHYTHOM
(PcyHoK 20). Jna ycTaHOBKU HEODOXOAMMOro 3HavyeHus
15:44 cnenyeT NnooyepeaHO KOCHYTbCA KaXKA0M M3 MEeTOK 3HaYKa
W, nepeasuraa ee MO WAM MNPOTMB YAaCOBOM CTPE/IKM,
YCTaHOBWTb B MO3MLMW, COOTBETCTBYIOLLEM TeKyLLEMY
BPEMEHMU;
— KOCHYTbCA KHOMKM «MNoATBepAnNTLY Ans
COXPaHEHWA YCTAaHOBNEHHOTO BpemMeHW MbO KHOMKM
«OTMeHUTb»  ANA  OTMeHbl onepaumn. B cayyae
noAaTBepaeHMa BblbpaHHOe Bpema oTobpas3uTca Ha
CTPaHMLLe HAaCTPOMKM AaTbl N BPEMEHM, B C/Iy4ae OTMEHbI
BPEMA OCTAHETCA NPEXKHUM.
PucyHok 20
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1.4. HacTtpoitka MY

AomuHucTpatopy MY AOCTYMNHbI Chefytolye BO3SMOXHOCTU:
— mcnonb3oBaHue SIM-kapT (n. 1.4.1);

— BblboOp pexxknma USB-noakntoderHns (n. 1.4.2);

— HaCcTpoMKa BepxHero meHto (n. 1.4.3);

— HacTporka MI1 (n. 1.4.4);

— NOoNb30BaTe/bCKOE XpaHuAuLLLe Katodel (n. 1.4.5);

— areHT nosb3osatena (n. 1.4.6).

1.4.1. icnonb3oBaHue SIM-KkapT
1.4.1.1. lpmBA3Ka 1 oTBA3Ka SIM-KapT

BHUMAHMWE! AKkTnBaums n aeaktnsauma ¢pyHKUMm «lMpuesaska SIM-kapT» A0CTynHa
TO/IbKO nocne nepesarpyskn MY.

B uenax peanusauMm  KOHTPOAA AOCTyna MU

nosblleHns 6ezonacHoctn B OC ABpopa nNpeaycMoTpeHa

B Buncnn sy DMt BO3MOHOCTb  Ha3Ha4MTb JoBepeHHble  SIM-KapTbl,
R BbINONIHMB CAeAytolme AeNCTBUA:

MOGITRHOA CHIIM 1 YOTPORCToE NP

el ot ateoh MR — OTKPbITb MEHIO CMCTEMHbIX HAaCTPOEK KacaHuem

I Mpuenzka SIM-kapT K YCTpoAcTay

3Ha4Ka @ Ha JKpaHe NPUNoKeHNn (cM. PucyHok 1);
— KOCHYTbCA NYHKTa mMeHto «llpmBAska SIM-KapT K

yctponctey» =B nogpasaene «besonacHoCTb»;

— Ha  OTKPpbIBWIENCA  CTpaHMLE  aKTMBMPOBATb
nepekntoyatens  «Brkaountb  npmBAsKy  SIM-KkapT»
(PrcyHok 21) n noaTBepAuTb AENCTBME BBOAOM TEKYLLETO
napons (cm. PucyHok 4).

NMPUMEYAHUA:
v' [1nA BbINONHEHMA NPUBA3KM U OTBA3KM SIM-KapTbl
HeobxoanMo, YTOObI NaHHanA

SIM-kapTa ©Oblna BcTaBneHa B MY, a nepekntoyaTenb
«BKAtoYNTL NprBA3KY SIM-KapT» akTUBMPOBAH;

v Mpn  aKTMBaUMM nepekatodaTens  «BKIUUTL
npueasky  SIM-kapT»  mobunbHaa  cBA3b  byaer
3a610KMpPOBaHa A0 NPUBA3KM CUM-KapTbl (PUCYHOK 22);

PucyHok 21
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— Ha OTKpbIBLWIENCA CTpaHWUe B noapasaene

| y par e
«YcTaHoBNeHHble  SIM-KapTbl»  KOCHYTbCA  KHOMKU
BrMoUMTS NpHERsKy SIM-xapT «MpuBA3aTb» cnpaBa oOT Heobxogumon SIM-KapTbl

Tranarime' Bemosariee myreai o
MANOEHPYET HENOMRIORAMNA
NOSANLMOI SBE 3 Ml YETRORLTIR NPM
HANM W RErDUREIONHCS SV - K20T

Yeraoanemwsie SIM-zapTh
TELECM X
Vs MNpuassary
Mpuassats
Paspawmn Ty SIM-K80TY N0 MECKe

ICCID SIM-xapTh

Cnncox paspeldsHbx SIM-xapT @

PUCYHOK 22

Mpuaszka SIM-xapT X yCTpoOUCTRY

Brmouuts npuesaky SIM-kapr
Bormmamse! Bumoueise npimoi onps
SABNOCHDYET HENGAKIOSEH
MOGHNMWIOI CRSIN ME YOTROROTRE Npe
nameis perpansaannee SRE-cene

Yeranosnenuue SIM-xapTy

MNpnaszarn

MNpuansath

Paspewnty SIM-kapTY N0 Macke

89701206269065692642

Paspewnrs

Cnwcok paapewdsnbx SIM-kapT @

PucyHoK 23

(PucyHOK 22) ana npwusaskn  SIM-kapTbl K MY, B
pe3ynbTaTe SIM-KapTa byaeTt npuBazaHa K MY;

— B noapaszene «Paspewntb SIM-kapTy No macke»
BBecTU ICCID Tpebyemoi SIM-KapTbl M KOCHYTbCA KHOMKM
«PaspewnTb», ONA paspeweHna MCNosib3oBaHuA SIM-
KapT, He BCTaBNEHHbIX B AaHHOe MY 1 He NpMBA3aHHbIX K
Hemy (PucyHok 23).

MPUMEYAHUE. ICCID  npeactasnaer  coboM
YHWUKaNbHbIV CepUIHbIM HOMep SIM-KapTbl 1 coaepKnt 20
CMMBONIOB. EC/inM  KONM4eCTBO BBOAMMbBIX CMMBOJIOB
oTamyaetca ot 20, TO Ha 3KpaHe MY oTobpasutca
COOTBETCTBYIOLLEE yBeAOMAEHME (PUCYHOK 24).

Mpuestaka SIM-kapT x yerponeTay

BrnowuTs npuessky SIM-xapt
Betmamins’ BemOuosine (DR O
2RONOCHDYRT UCNOMRIOTIINE
MOGHNEHON GRS HE YEYPRORCTRE NDW
WM WENDHREISHNOG SV - xapTie

Yerancanamsie SIM-xapTw
Mpussizats

eLEl np 0R33T

Paspewnts SIM-xapTY N0 Macye

ICC0 SM-capry
Hexoppescriesi noon. ICCID aonsew copepxars e
Ganne 20 CUmananis - T MOie 0 Crubany *

Cnwcox paapeweésHux SIM-xapT (O]

PucyHok 24

Ona TOro, 4ytobbl 0TBA3aTb OT MY paHee npuBA3aHHYO K Hemy SIM-kapTy,
HeobxoAMMO BbINONHWUTL CAedyolme AeNCTBUS:
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yTa byner

PucyHoOK 25

— B noapasaene «YcrtaHoBJieHHble SIM-KapTbl»
KOCHYTbCA KHOMKKM «OTBA3aTb» CNpaBa OT HEOOXOAMMOM
SIM-KapTbl (cm. PucyHoK 23);

— Ha OTKpPbIBLIENCA CTPaHMLE KOCHYTbCA KHOMKM
«OTBA3aTb» 414 NOATBEPKAEHMA onepaLmMmn NMOBO KHOMKM
«OTMeHUTbL» ANA OTMeHbI (PrcyHok 25);

— B pe3ynbrate o0TBA3KM SIM-kapTbl oT MY
oTobpa3mnTCs COOTBETCTBYHOLLEE yBeaOMNEeHNE
(cm. PucyHok 22).

1.4.1.2. [lpocmoTp 1 yaaneHue paspelleHHblx SIM-kapT

| Cnucok paspeiuéumsix SIM-kapt 2

89701206219003881203

89701206269065692642

PUCyHOK 26

[na npocmoTpa Cnucka paspeweHHblx SIM-kapT
HeobxoAMMO KOCHYTbcA nona «CnMCoK pa3pelleHHbIX
SIM-KapT» (cm. PucyHok 24), B pesysbTaTe 0ToOpasmTCs
CTpaHMUa@ CO CNMUCKOM W  KoamdectBom  SIM-Kapr,
MCNONb30BaHMe KOTOPbIX pa3peLleHo Ha MY
(PrcyHOK 26).

Ona yoaneHna SIM-KapTbl U3 CNMCKa paspelleHHbIX
HeobXoAMMO BbINONAHUTL CeaytoLlne AeNCTBUA:

— KOoCHyTbCA 1 yaepxuBatb ICCID Tpebyemon SIM-
KapTbl;

— B  KOHTEKCTHOM
«Ypanutb» (PUcyHOK 27);

— Ha OTKPbIBLWIENCA CTPAHWULE KOCHYTbCSA KHOMKM
«YOanutb» ANA NoATBEPKAEHMA onepauymm AMb0o KHOMKM
«OTMeHUTb» ANA oTMeHbl (PucyHoOK 28).

MEHHO KOCHYTbCA MYyHKTa
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NUCONK paspeldunsx SIM-kapt I OTMEHUTL Yaanure l
89701206219003881203 Daunan SIM-xaprta 6yaer
YaanuTs 1R ST
PucyHok 27 PucyHok 28

1.4.1.3. Hactponka PIN-koga ana SIM-kapTbl

| PIN-koR

SIM1 | ROSTELECOM
3anpawwsarts PIN-xog
Wameniurs PIN-xon

SIM2 | HenaseoTHmi

IM-=a0Tet 8

PucyHok 29

3awmTa  ycTaHoBieHHOM Ha MY  SIM-KapTbl
obecneynsaeTca ¢ nomoulbto PIN-Koaa, KOTOPbIA MOXKHO
aKTUBMPOBATb/A€aKTUBMPOBATb OTAENbHO 414 KaXKA0M 13
SIM-KapT.

MPUMEYAHMUE. B 3aBUCMMOCTN OT KOHCTPYKTUBHbIX
ocobeHHocTen MY gonyckaeTcs ycTaHOBKa A0 AByx SIM-
KapT.

Ona HacTponkn PIN-Koga Heobxoammo BbIMOAHWUTb
cneaytoumne aencrema (PucyHok 29):

— OTKPbITb MEHK CUCTEMHbIX HACTPOEK KacaHWeMm

3Ha4Ka @ Ha DKpaHe npunoxeHun (cm. PucyHok 1);
[

— KOCHYTbCA MyHKTa MeH  «PIN-kog» ™**£ B
noapasaene «besonacHOCTbY;
— KOCHYTbCA nepekatoyaTens «3anpalmeaTb

PIN-koa» Tex SIM-KapT, KoTopble HeE0HX0AMMO 3aLLUNTUTL
BBOAOM PIN-KOAa MO0 CHATL 3aLLMUTY.
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Mocne aktuBaumm PIN-KoZa oH OyAeT 3anpallmBaTbCa NPM Kaxaom BKAOYEeHUU MY
(PucyHok 30). B cnyyae TpexkpaTHoro BBoga HeBepHoro PIN-koga SIM-kapta Oyaet
3abnokmnpoBaHa M ana ee pa3baokMpoBKK noTpebyetca PUK-koa, ana BBoAa KOTOPOro
npepoctasnsetca 10 nonbiTok (PucyHok 31).

NPUMEYAHUE. PUK-Koa npeaocTaBaseTca onepaTopomM COTOBOM CBA3MK.

Mocne BBOAa BepHoro PUK-koaa oTobpasuntca ctpaHmua ana nameHenuma PIN-koaa
(cm. PrcyHOK 29), Ha KOTOPOWN HEOHXOAMMO BbINOAHUTL C/eaytollme AeNCTBUA:

— KOCHYTbCA KHOMKK «3meHnTb PIN-KO4»;

— BHECTM COOTBETCTBYHOLLINE M3MEHEHMA B pa3aene SIM-KapTbl, KOTOpyto TpebyeTca

3aWwmTnTb BBOAOM PIN-KOAA.

Baegure PIN-xog
SIM1 | ROSTELECOM

1 2 3
4 5 6
7 8 9
X 0
PncyHok 30 PucyHok 31

1.4.2. Bbibop pexnma USB-noaxkntoyeHms

[Ona Bblbopa pexxkmma USB-noakntoyeHma HeobxoAMMO BbIMONHWUTL Caeaytouime
nNencTBns:
— OTKPbITb MEHI0 CUCTEMHbIX HACTPOEK KacaHWem 3Hayka Ha JKpaHe
npunoxeHun (cm. PucyHok 1);

— KOCHYTbCA NYyHKTa MeHto « USB» 'l" B noAapasaene «YrnpasaeHue cCOeAUHEHUAMN»;

— Ha OTKPbIBLIENCA CTPaHMLE KOCHYTbCA nona «Pexxmm USB no ymonyaHuio» U
BbI6paTb HEOHXOAMMOE 3HaYEeHME M3 PAaCKPbIBatOLLEroca cnmucka (PucyHok 32).
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NMPUMEYAHUA:

v’ B cnyyae Bbibopa NyHKTa «Bceraa cnpalwveath» npu noaxaodeHmn MY k 3BM ¢
nomoulbto USB-kabena Ha MY oTobpa3mnTca okHO ¢ BbiIbopom pexmma USB-noakntoueHmn
(PrncyHoK 33);
v 3HaueHne «Pexkum paspaboTumKka» OTOBparkaeTca TONLKO NPWU  aKTMBaLMK
COOTBETCTBYIOLLMX NepekatoyaTeei B nyHkTe MeHto «Cpeactsa pa3paboTymKa» CUCTEMHBbIX
HacTpoek (noapasaen 3.1).

|

Paxnm USB no ymonyammio
Beorpa cnpawmsath

Paxum paspaboruiks
MNporoxken nepepasm MynsTuMenxa (MTP)

Tomsko sapaaxa

nPUNoXeHun (cm. PucyHok 1);

PucyHoK 32

1.4.3. HacTpoWKa BepXHEro MeHto

MPUMEYAHMUE. MoapobHoe onmncaHme
NOKYMeHTe «PyKOBOACTBO N0O/1b30BATENNAY.

USB-xabens nogxknoNes

TeperMoNMTLER Ha OMH M3 CHaayOLLLmnx

pexdMon
y B
8 G &
Pexum MNporeson Toneso
paapaboruma nNepanam WPRAXS
MYNETHMELMS

{MTP)

M@0

PucyHok 33

HACTPOMKM BEPXHEro MeHI MpuBEeAEHO B

Nna nobasneHua B BepxHee MeHto GYHKLMIA, AOCTYMHbIX TONbKO aAMMUHUCTPATOPY,
HeobXx0AMMO BbIMOAHUTb CAeaytoLLMe AENCTBUA:

— OTKPbITb MEHIKO CUCTEMHbLIX HaCTpPOeEK KaCaHMemM 3Ha4Ka @ Ha 3HpaHe

— KOCHYTbCA MYyHKTa MeHto «BepxHee meHto» E B noapasaene «BHewHW Bma
OYHKUMNY;
— BblbpaTb HeobxoauMble GYHKLMKU KacaHuem nepekntodatenen (PucyHok 34), B
pe3ynbTaTe AaHHble GYHKLUMN 0TObPa3ATca B BepxHEM MeHto (PucyHok 35).
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| Fpnsicy 11:13 V@

1118

SanwucaTts BUAEO

OTkpaiTs Kanexynarop
3anycTuTh CeKyHAOMED éj 2 WIONs, BTOPHAUK
YETaHosTh TaliMep 23 G )
S WLAN

. e
Ycranosnth Gyamnbuux @ WLAN Soetoon
Cpenars cendm @ 7 Stk ‘

SV eRpTe A0 00 MG Liwiso
xn
&

& & & @ -

Asvsipesn  He Secromsns Opmevtalen  Tows gocTyne

OTKPSITE ANKTODHON |I||l
XX

Cuorama Fecnoucaiim ] Prmtiones  Moroeancs

m

DRAONBCHOCTY

Coanare samerxy

% VICTONHMKA NPUNOKEHWA O J
Haorpoden Vet

PucyHok 34 PucyHok 35

1.4.4. Hactponkun M1

MPUMEYAHUE. AogMmnHUCTpaTop MMeeT AOCTYN K AOMNOAHUTENbHbIM HACTPOMKaM
M1, onMCaHHbIM KaK B HAaCTOALWEM JOKYMEHTe, Tak U B AOKYMeHTe «PyKOBOACTBO
NONb30BaTENAY.

Ona AononHUTenbHoM HacTponkn MIT HeobXxoAMMO BbINOMHUTL Caeaytouime
NencTens:

— OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KacaHMem 3HauyKa @ Ha JKpaHe
NPUNOXeHun (cm. PucyHok 1);

— NepenTn BO BKNAAKY «[1pnNoKeHUsa»;

— KOCHYTbCA 3Ha4yKa cooTBeTcTBytoLWero MM 1 3aaaTb Tpebyemble HaCTPONKM.

[na  [ononHUTeNnbHOM HacTpolku  MI1 «TenepoH» HeobxoAMMO BbIMOAHUTH
cnepytouine AencTeumA:

— KOCHYTbCA nons «COPOCUTb CYETUMKM BbISOBOBY» /1A COpOCa CYETYMKa BbI3OBA
(PrncyHoK 36);

— aKTMBMPOBATb NepekatovaTeNb «3anmMcb pa3roBopa» Aas 3anncu pasroBopa BO
BPEMS aKTMBHOTO BbI30Ba (P1cyHok 37);

— KOCHYTbCA MNOANS «3anMcaHHble BbI3OBLI» ANA8 NPocMoTpa WMHboOpmauuM o
3anMCcaHHbIX BbI30BaX.

[1na BbINONHEHWUA AEMCTBMIA HAf 3aNMCaHHbIMM BbI30BAaMM CNedyeT KOCHYTbCA Noas
C KO/IMYECTBOM 3aMMCaHHbIX BbI3OBOB M Ha OTKPbLIBLLENCA CTPAHMLLE B KOHTEKCTHOM MEHHO
BbI30Ba KOCHYTbCA MyHKTa C HEOOX0AMMbIM AencTBmem (PucyHok 38).

MPUMEYAHMUE. 3anmcaHHble BbI30Bbl MOXKHO Takke NocmMoTpeTb B MIT «ANKTOGOH»;

22




PyKOBOACTBO aAMUHNCTPATOPA

— ~] OTKPBITAR
MOBWNLHAR
MNNATGOPMA

I TenedoH

CHETYMEM T20008

Wexoamume amsosu: 0:00:00
Bxoasuwme sssosn: 0:00:00
Bee awaoas: 0:00:00

O COpoCHTL CHETHMKYM BLIS0B0S

Coolulevns OucTRoro aTeaTa

CoanaiTe 70 5 coobuierea AnA BLUCTROTO OTRATE,
MOTODWS Bt CAOMETE OTNRMAITS NCCAR
BMCHEHIE SHYES NHM BXOMILEM S088 .

2 MamMernnTs BHCTPSIE OTBETH

Wcropun neisonon

BoiCTpLG Bhi300
JAng COMDUEMMA R0 NOTPatyRTCS
ROCHYTHCR MOOGROILAMOID KOMTINTA §

WETORMM S 00N

3anuce paisrosopa

& 3anuce pasrosocpa

HOANOMOCTS BXMONHTS JANWCS DANORODA

PucyHok 36

Merp (3]

MNossornrs
OTKPLITH KAPTOUKY KOKTaKTA

Yaanute

PucyHok 38

| (® CHpocuTs CHETUNKM 88130508

Cooluierim GucTporo oreers

Coanaiire a0 5 coobuyenmi e BecTporo oTeeTa,
P Bu nocne
BRCTONBHIE SHYES DD SXOGILIM AI080.

Z HamenuTs GoicTphie oTeeTH

Wcropua ssaosoe

BricTpetit Beison

[Lra copapuiovis sacea noTpelyercs
NOCMYTROE WROSXOAMMOID KOMTRETA ¥
NCTODMM BROORON

Sannce PAArosops

3anucs pasrosopa
BOIMOKHOCT S BIUOMMT I AANHCE PANOE0DE
PO BDOMA SETHRHOID Ba00a

3anNUCaHHLIE BLI308S

2 Beisove

336N 0KMPORMMBIC BI0BN

336N0KMPOBAHHLIE KOHTAKT

PucyHok 37

— KOCHYTbCA nona SIM1 | [MobunbHbii onepaTop]
nmbo SIM2 [MobunbHbIN onepaTop] ana
[OMNONHNTEIbHON HACTPOMKM BbI30BOB Yepes SIM-KapTy:

® KOCHYyTbCA nona «OxuaaHue BbI30Ba» ANA
OMNoBeLleHNA BO BPEMs BbI30Ba, O APYroM BXOAALLEM
BbI30BE;

® KOCHYTbCA nonsa «lepeagpecaums BbI30OBOBY»
ONA  YCTAaHOBKM C/ly4aeB M HOMepa nepeaapecaumn
(PrcyHoK 39);

® KOCHYTbC MOAA  «3anpeT Bbi30BOB» AR
YCTaHOBKM 3anpeTa Ha onpeaeneHHble BWAbl Bbl30BOB
(PucyHok 40).

MPUMEYAHUE. Tpn ycTaHOBKe 3anpeTa Ha
onpeaeneHHble BbI30Bbl MY 3anpocuT Napoab BAaaenbLa
YCTPOMCTBA NpM NOATBEPKAEHUN AENCTBUSA;

® YCTAHOBMTb HOMEP r0/I0COBOM MOYTbI, KaCaHMEM
nona «Homep ronocoBom NOYThI»;

® KOCHYTbCA Noas « Homep ronocoBoM NoYTbI» A4
YKa3aHWsA HOMepa ro/10CoBOM NMOYTb.
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| MNepeanpecaums 8bi30808

% Bce ronocoswie Bbi3ossl

+
% Ecnw sanaTo

+
% EcnuHeT oTBETE

4
* EcnwueHecetw

+

PucyHok 39

I Coobuwierun

() SIM1|ROSTELECOM

SmMs

478043490008
Anpec SMS-uaHTpa

+  Orvers 0 gocraske

JaNpauiveaTs THET 0 gocTime SMS

Or1obpaxars CHETYMK CHMBONOR
Or1o0paaaT s KONHYECTRE COOGum i, ma
OTODME Oyaet Paslint saboaremi THcT, ¥
ADSWSCTID CMMPONON B NCCNEgHEW
cooburerm

MMS

Maxcumansksiin pasmep coobuienus
Cpennui

Pasuep Cooutming MowaT SaiTe Orpasvvem
DNURATORCM CTTIDMKTRITE WA NCUTYSETRITR

3anpawwuears oTveTH Her
Bl MOKeTE 32NPAUUMBATS OTHETEI O LOCTRENE M
nponTene MMS

* YBepomnate © NpoyTenum

Ornpann Tes SyNeT YRRICMIEM O TOM, 10

PucyHok 41

| 3anper seizosos

* Bce wcxopsiyne Bei3oBb|

¢ Micxopswme MexayHapoaHsie
BHI308bI

% Micxopsume MexayHapoaHsie
B30BbI KPOME DOAHON CTPAHbI

+  Bce xogsiime Bblaoss

¢ Bxopsume 85308kl B POYMUHIE

Mapons ANR 3aNPeTs 86i30B0B

& Wsmernts napons

PucyHok 40
Ona pononHuTenbHoM HacTporkn MI «CoobLueHua»
HeobxoAMMO BbIMO/IHATL  C/leadylolme  AeNCTBMA
(PucyHok 41):

— B noapasaene «SMS» npocmoTpeTb agpec SMS-
LeHTPa;

— aKTMBMPOBATb  nepekatoyvatens  «OT4yeTbl O
[0CTaBKe» A/1A 3anpoca oT4yeTa 0 A0CTaBke SMS.
MPUMEYAHUE. [1ns aKTMBauMM nepekatoyaTens

[OCTaTOYHO KOCHYTbCS MOASA, B KOTOPOM OH PaCMO/IOMKEH:
nepeKkntoyaTe/ib HaYHET CBETUTLCS ApYe, YeM B COCTOSIHUK
N0 YMONYaHUIO (HEaKTUBHOM).
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Y agMuHUcTpaTopa MY ecTb BOSMOXHOCTb 3aMnyCTUTb
| 06 yorpoficras ytuanty CSD Tool, ans sToro:
Aspopa 5.1 — OTKPbITb MEHI CUCTEMHbIX HACTPOEK KaCaHMem
powsogmens 3Ha4YKa @ Ha DKpaHe NPUNOXKEHUN;
Fplus
— KOCHYTbCA nyHKTa «O6  ycTpomcTee» @ 5
RS70E noapasaene «MHbopmaumay;
i
SRR ROSOAAR (A o — KOCHYTbcA nona «Cbopka» 5 pa3 (PucyHok 42), B
353358860686182 pe3ynbTaTe 3anyctutcs ytuamta CSD Tool.
Capwivad 4o MPUMEYAHUE. OnucaHme pabotbl ¢ ytuamton CSD
RDOORS70EPFO035309
Tool npuBeaeHO B  COOTBETCTBYIOWIMX  AOKYMEHTax
s-rswsme)vponaanoscx- @ npeanpuaTMA-pa3paboTumMKa, KOTOpble NpeaHa3HayeHb!
Kamyarexmin
ANS  MCNONb30BaHMA  npoussoauTensmm MY
Aurora-TEE 11.9-1116.0mp, aBTOPM30BAHHbIMM CepBUCHbIMU LeHTpamu
Extra content 0.8.0-1.1.30.omp,
docviewer 0,2.2-1116.0mp npon3sBoanTenNA.
PucyHok 42

1.4.5. NMonb3oBaTeNbCKOE XPAHUAULLE KNHOYEN

[MoNb30BaTENLCKOE XPAHUAMLLE KAOYEN NpeaHa3HaYeHOo AN1A XPaHEHWA KAoYen U
cepTUPMKATOB, MPU STOM OrpaHMYeHMe A0CTyNa K XpaHUANLLY obecneymBaeTca WTAaTHbIMMK
cpeactsamum OC ABpopa (pa3gen 4).

NMPUMEYAHUE. Monb3oBaTeNbCKOe XPaHWIULLE KAKOYEM CO34aeTca ANS KaxKaoM
YYETHOM 3aNnCK PONen U HaxoaMTCA B NanKke SHOME/ . softhsm.

Co3aaHne NoIb30BaTE/IbCKOr0 XPaHWAMLLLA KAKOUYEN OCYLLLECTBAAETCA B CAEAYOLLIMX
CAy4anax:

— nepBoe BKAYeHne MY B pexnme agMUHUCTPATOPA3;

— CO34aHMe y4yeTHOW 3anmck nonv3osaTensa (n 1.2.1) ¢ nomoullblo cepBuca user-
managerd, npu aTom ckpunT initialize-user-keystore.sh xpaHuTca B nanke create.d.

1.4.6. AreHT nonb30BaTens

AreHT nonb3osatens (User Agent) — wuaeHTMdMKaTop Opaysepa, KOTOPbIM
nepenaeTca B 3aro/ioBke http-3anpoca K cepsepy, OTBET CepBepa MOMKET 3aBUCETb OT
NAHHOTO NAEHTUOMKATOPA, N MOXKET ObITb 331aH:

1)lo ymonyaHuio B MHTepdelice, onncaHMe KOTOPOro NpMBEAEHO B AOKYMEHTE
«PyKOBOACTBO NO/b30BATENAY;

2)C nomolubto paina ua-update.json, KOTOPbIN:

— umeeT nona  hostname 1 useragent u nytb  /home/defaultuser
/.local/share/org.sailfishos/browser/.mozilla/ua-update.json;

— onpeaenaeT areHT N0Nb30BaTeNs ANA OTAE/IbHbIX CAalATOB.
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MPUMEYAHMUE. Mpu mameHeHnn ¢anna ua-update.json BPyYHYO HeobxoaMMo
nepesanyctute MI1 «bpay3ep».

O6HOBIEHME MOXKET MPOUCXOANTL CeAYOLUMMM CNOCODaMM:

— C MOMOLLbIO 3HAYEHMA NO YMONYAHMIO, KOrda OTcyTCcTBYeT dain ua-update.json.
FeHepauua danna ocyulectsnsetca us /usr/share/sailfish-browser/data/ua-update.json.in;

— C nomoulbto Beb-canTa, Koraa ¢ann ua-update.json obHoBAAETCA 4epe3 ceTb
MHTepHeT. [lonydeHue danna  ocyuwlectsaserca nocpeactsom  http-zanpoca B
MI «bpay3ep» Ha onpeaeneHHbIn aapec B ceTu MHTepHerT.

NPUMEYAHMUE. Mpn nepsom 3anycke MI «bpay3ep» 3anpoc K cetu NHTepHeT He
ocyuiectsaseTca, a arn ua-update.json reHepupyeTca No YMOAYaHMIO.

1.5. HacTpo#Ka ceTeBbiX BO3MOXHOCTEM

1.5.1. HacTponKa npuHTEpa

BHUMAHMUE! MoapobHas nHdopmauma o nevatn Gpanaios npuseaeHa B JOKYMEHTe
«PyKOBO/CTBO N0/Ib30BATENAY.

B OCABpopa npeaycMoOTpeHa  BO3MOXKHOCTb
nobaBneHna npuHTEpa, Ana  3Toro  Heobxoaumo
BbINMONHUTb CieaytoLime AeNCTBUA:

— OTKPbITb MEHK CUCTEMHbIX HACTPOEK KacaHMem

| Npunreps: +

3HayKa @ Ha JKpaHe NPUIOKEHUN;
e HeT NPUHTEPOS. — KOCHYTbCA MNYHKTa MeHt «[TpuHTepbI» =l
nogpasaene «YnpasneHnme cCOeAMHEHUAMMY;

— NOAKNYNTL NPUHTEP K MY 0AHMM U3 Creayroumx
Cnocobos:
HobasuTs npwHTep e ¢ nomoulbto USB-kabena 4yepe3 nepexogHUK
USB-OTG.

MPUMEYAHUE. C nomouwbto USB-Kkabens MOXHO
NOAKNOYNUTb TONbKO NpuHTEP Woosim L450 (MIG KB4);

e no cetn WLAN (paboTta no craHgapty Mopria);

— Ha  OTKPpbIBLWIENCA OAHOMMEHHOW  CTpaHuLUe

KOCHYTbCA KHOMKK «[106aBUTb NpUHTEP» AMBO B NPaBOM

B

PUCYHOK 43 BEPXHEM Iy KOCHYTbCA 3Hauka T (PucyHok 43), B
pe3ynbTaTte HyaeT BbINOAHEH MNOUCK YCTPOWCTB;
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— Ha OTKpbIBLIENCA CTpaHMLUe BbIbpaTh YCTPONCTBO,
LoBasure npuHTep o
l KoTopoe Heobxoanmo A06aBuTb (PrcyHok 44);
Hatgmimse yorpoborss ™y
gasneadiil — B MPABOM BEPXHEM YTy KOCHYTbCA 3HAYKa ~* Ans
usbanibaniaiond 06HOBNEHNA MHOOPMALMM O HaAEHHbBIX YCTPOMCTBAX;
— BBECTM MMS NPUHTEPA B NOJIE BBOAA M KOCHYTHCS
KHOMKK «[106aBUTb» (PrcyHOK 45), B pesyabTtate npuHTep
oT0bpasnTCcs Ha cTpaHuue «MpuHTepbI» (PUCYHOK 46).
PucyHok 44
| OTMONMTS HoBannrs | Mpunrepw ®
foGasute npuxTep TRONTIIOPM
HP Color Laser 1650 HP Color Laser 160
M npwirens
PucyHok 45 PucyHok 46
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[lna nepeMMeHOBaHMA NpuHTEPA HEobXoAMMO
W Color Lawer 10 e BbINONHUTL CAeAyIoLLMe AeiCTBUA:
O nowrepe — Ha CTpaHuue «MpuHTEpPbI» BbIOpaTh
HP Color Laser 160 HeobXOAMMbIN NPUHTEP, KOCHYBLLMUCH €ro;
— Ha OTKPbIBLUIENCSA CTpaHWLE BBECTU HOBOE WUMA
npuHTepa (PrucyHok 47);
— KOCHYTbCA 3Hau4Ka ANA  NOATBEpPXAeHMA
NencTBus, B pesynbTaTte NnpuHTep byaet nepenmeHOoBaH.
[ns ypnaneHus npuHTEpa M3 Cnucka Heobxoammo
BbIMONHUTbL CieaytoLlme AeNCTBUSA:
—Ha cTpaHuue  «[IpUHTEpbI»  KOCHYTbCA U
d the you | to of - yAEPKMBaATb Ha3BaHMeE NPUHTEPA, KOTOPbIN HeobxoaMMO
qgqwer tyuiop YOANUTD;
asdfghjk.I — B  KOHTEKCTHOM  MEHK  KOCHYTbCA  MyHKTa
Azxecvbnm« «Ypanutb» (PucyHok 48) nnbo OTKPbLITL MPUHTEP U B
He . 1 NPaBOM  BEPXHEM  Yr/ly  KOCHYTbCA  3Ha4yKa I}
(PucyHok 47);
PucyHok 47 o
— Ha OTKPbIBLLENCA CTPaHMLE KOCHYTbCA KHOMKM
«Y0anutb» ANA NnoATBEpKAeHMA onepauum AMbo KHOMKM
«OTMEHUTbL» ANA OTMEHbI onepauumn (PucyHok 49).
MpumTeps ® | Ormonmrs Yaanure
Mo rgwrTeps Yaanuts npunTep?
HP Color Laser 150 : :
Yoanure
PucyHok 48 PucyHok 49
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1.5.2. icnonb3oBaHne VPN-coegmMHeEHMUA

VPN — 3aWuueHHad ceTb, MNpefocTaBAAWas BO3MOXHOCTb YCTaHABAMBATb
3aWmndpoBaHHOE CoeANHEHUE C yaaneHHbIMK cepBepammn Beb-calMToB B ceTn NHTepHeT.
Mpn NOAKNHOYEHUN K YAANEHHOMY CepBePY NOAb30BaTeNb Nony4vaeT IP-aapec B pernone,
rae pacnonaraeTcs AaHHbIN cepBep.

B oTanume ot npokcu-cepsepa, VPN BHayane BbINOAHAET NOAKJAOYEHME K CETH,
KoTopasa 3aTem obecneynBaeT cCoeMHEHME C TPEDYEMbIM CEPBEPOM HANPAMYHO, MPU STOM
WndpoBaHME AaHHbIX MO3BOMAET 3aWMUTUTb NAPOAU M MHYHO KOHOUAEHUMANbHYIO
MHGOPMaLMIO OT yrpo3 6e30nNacHOCTH.

BHUMAHWE! Ona otobpaxkeHus noaaeprKmBaembixX

| RoGasurs VPN E
VPN-nnarnHos B nyHKTe mMeH «VPN» noapasaena

«YnpassieHue coeMHEHUAMM» HeobxoaMmMo
AOMOJIHNTEIbHO YCTaHOBUTL CTOPOHHMe VPN-peleHuna, He
ABnAroLLMeca BCcTpoeHHbIMM B OC ABpopa.

B cayyae oTtcytctBMA  nogdeprkmsaembix  VPN-
NNarMHOB Ha 3KpaHe MY oTobpasnTca COOTBETCTBYOLLEE
et ysegomneHue (PucyHok 50).

PucyHok 50

1.5.3. 3apaHume URL-agpeca

MPUMEYAHUA:

v NMoapobHoe onucanne Hactpokn cet WLAN npusBeseHo B OOKYMeHTe
«PykoBOACTBO NONb30OBaTENAY;

v 3apaHune URL-agpeca ans cepsepa NpoBepku ceTu VIHTepHeT, a Takwe NTP-
cepBepa, byaeT NPMMEHEHO KO BCEM YY4ETHbIM 3aMMCAM, CO34aHHbIM Ha MY.

Ona 3apaHua URL-agpeca Ans cepsepa MNpPoOBEpKM HeobXxoAMMO BbIMOAHUTb
cneayowme AencTems:

— OTKPbITb MEHI0 CUCTEMHbIX HACTPOEK KacaHMemM 3HauKa @ Ha DJKpaHe
nPUNoXeHun (cm. PucyHok 1);

— KOCHYTbCA MNyHKTa MeHto  «WLAN» T B nogpasgene «YnpasneHue
COeAUHEHNAMMY;
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— KOCHYTbCA NoAs «PaclinpeHHble HacTPOMKM» (PrcyHOK 51);
— Ha OTKPbIBLLENCA CTPaHMLE 3ano/HNUTb Heobxoaumble nona B nogpasaene « URL-
afpeca cny»bbi» Ans NpoBepKu Aoctyna K cetn MHTepHeT (PucyHoK 52).

I WLAN | PaciumMpentbie HacTPORKH
R570E
" Wme yarpodicTeas
Pacumpenuue HACcTPpOWKN @ Wt yOTPORCTRE, OTOSDSMAeMDE ¥ ADYTAX
YOTROWCTE B NOKANMON COTH
WLAN MoGanwmwi npoxcw-copaep
_— -
WLAN ’6? *  nobanuHmil NPOKCH-Copaep 3)’;
VCNOARIYNTES S0 SRk SOMIMsmn il
(WLAN, MOStmsmmX M 20.) #
ﬂonmmeﬁua ‘10993 OR @ NEPEOrPALLIRET Ml NDALYO N
HACTPONEA
Kon@urypauma npokcn-cepnepos
Oobasurs cems @ HeT npoxcu-cepeepos
~ URL-appeca caysfin
Mowck ceTed @
http://ipv4. omprussia.rufreturn_204
Craryc URL-appeca IPv4
Hanpuwmep, 0.pool.ntp.org,l.pool.ntp.org
MmobansHwe NTP-capeapu
Cw 4 OTh OTCORTHREOMK ¥ NODADKS
IIERENOMTHANE W RIS SO S
PucyHok 51 PucyHok 52

1.5.4. PaclumpeHHble HAaCTPOMKM reonoKaLmnm

MPUMEYAHUE. OnucaHmMe HACTPOMKM TreoNoKaumM nNpuBeAeHO B [AOKYMEHTe
«PyKOBO/CTBO M0/Ib30BATENAY.

[lnAa  HaACTPOMKM reoNoKaumMm BbICOKOM TOYHOCTM HEoBXOAMMO  BbIMOAHMWTb
cneayrouime AencTemns:

— OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KacaHMemM 3Ha4yKa @ Ha JKpaHe
NPUNOXKeHUn (cm. PucyHok 1);

— KOCHYTbCA MYHKTa MeHI «[eonokaumar» © B noapasaene «YnpasneHue
COeAUHEHUAMMUY;

— aKTMBMPOBaTb Mepekntoyatens «leonokauma» (PucyHok 53) ans paspelwleHuma
MT1, yctaHoBIeHHbIM Ha MY, pacno3HaBaTb Ha KapTe reonoKkaumm MY;

— aKTMBMPOBATb Nepekatoyatesb  «[eonoakumMa  BbICOKOM  TOYHOCTM»  ANA
NOBbIWEHMA TOYHOCTU onpeeneHna reoIoKaLLmnm C UCNONb30BAHMEM CeTeBbIX CEPBUCOB;

— KOCHYTbCA KHOMKK «PaclumpeHHble HAaCTPOMKN» ONA Nepexoaa K paCluMpeHHbIM
HaCcTpPOMKam reonokaumm (PucyHok 53);

— Ha OTKPbIBLIENCA CTPaHMLUE KOCHYTbCA nepekntoyatena «CnyTHUMKOBaAA
HaBurauma» (PucyHok 54) Ons yBeNMYEHWs TOYHOCTM ONpeaeneHns reosoKaumm Ha
OTKPbITON MECTHOCTMU;
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| [eonoxauua

leanokauua

PazpedinTs NpUNCKENIEN ONDEARNRRTE
Bauly reanckaumo. 31a $ynrms
NOTPLOMRET HEKOTOPOS KONKMACTRO
33PRAB BRXYMYNRTODS

TossocTs

[eQnOKaLMA BHCOKOW TONHOCTH
Vicnonsayer cetente copemcs ans
NOSEILLEHAA TONHOCTY ONDELE IS
reonoxaig, MoxeT a3WMaTvCs nnara

¥ Tonexo ycrpokcTso
Wcnonsayer GNSS ans onpeaenesins

TRONOEALMM, ITOT PEXMM R HCNONKIYeT

KaxMe- D0 Ausisie

*  Pexwwm sHeprocbepexeHns

B

Menonsayer Tonsk

AMR onpegens
WCNONLBYSTC

NPV STOM DO DOME

B MY TODS

PaclumperHbie HacTpoiKu @

PucyHok 53

| Pacwmpentbie HacTpodixu

GNSS

CryTHUKOBaR HABHraumMs @

YEEOUUNBIIET TOWOCT COPRanNaune

N OTRDMTOR MECTHOC T
[ysenmamoor pacxcg sepRas
srywymropa)

A-GNSS

PucyHok 54

MR
— aKTMBMpPOBaTb nepekatodatens «A-GNSS»  ana

YBEAMYEHNA TOYHOCTM OMpPeaeneHna reonokaumm B

ropoackux ycnosuax (PucyHok 54) n HacTpouTb cepBep:
BHUMAHUE! TpebyeTtca yCTaHOBUTb WHTEPHET-

coeiIMHEeHME, BbINOAHMB HACTPOMKY MOBWUABHON CeTH
n/vnn cetn WLAN.

MPUMEMYAHMUE. TexHonorma «A-GNSS» ontumumsnpyet
BblYMCNEHNE T[E0I0KaUMM MO CNYTHMKOBOW HaBMUrauumm,
ncnonb3ya npoTtokon SUPL — 3aWMLLIEHHbIM NPOTOKOA
onpeaeneHna MecTononoXeHMA Noab3oBaTenen;

®B OTKPbIBLUEMCA OKHE 3amnoJIHUTb Noaa «Aapec
cepBepa» 1 «lopT cepepa» (PnucyHok 55);

®KOCHYTbCA KHOMKW «PaclinpeHHble HaCTPOMKMY;

®aKTMBMPOBATL TPEOYyEMbIE NepeKatoYaTENMN.

MPUMEYAHME. [ina noakntoveHms Kk cepsepy Google
HeobxoAMMO 3a4aTb Caeaytolime NnapameTpbl:

1.«Appec cepsepa»: supl.google.com;

2.«MNopT cepsepax»: 7275;

3.BkatounTb «Mcnonb3osatb TLS noakatoueHme»;

4.BbikntounTb «Mcnonb3osatb SSL Pinning»;

5.BkntounTb «MackmpoBaTh peasbHbiin IMED».

| Noaxnouenne A-GNSS

Hactpoixo copoepa A-GNSS

Anpec cepeepa

Mopr cepeepa

Pacuupessisie KECTPORKK (~)

LononsTansieo
*  Wenonssosats TLS nogmovenne
% MHenonsaosars SSL Pinning

*  Macxkuposath peansmbii IME]

PucyHOK 55
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| OTmennTs

MNpeaynpexperue

Ha aToM YOTROASTRO MOTYT BeiTe S350ACTOCAANM
uec s (LBS). Bui
“Mogreepmre’ By skmossere sobiparsne LES-
CHDBNC W COTNMUBNTECS HE NEDAEMY CRERYOWNX
DAk stpansony LBS-capancy:

* MoGuumieit 0o CTPak

» Kog Mobnnsson cote

« Onucomme cans (cot) o cetn

« MOSHTHONKETOD COTS B CATH

+ YDOBOH CMIHANS COTORORA CATH, MINSDEHIH §
MECTONCHCWEHAN MY

* Kag MecTononaxenss

« Oxpymmouime YoM pocTyna WLAN

* MAC-af1pec

« IP-Ap9c MY, HaaHE4eHMMi MOCunam
COMDATCEOM

*» Bpens 06HOBNEIR CKPYXIINET0 COTTORMMRA

MoprsepauTe

PucyHok 56

| Pacwmpentbie wacTpoiim

CryTHHxoBas MaBHraumMs
Yooouumsaer TOWwi0CTs ONReRantnse
(OOTORMIM WE DTERITDN MECTHOCTH
(VRSN RAHT DACXOE SAPNIA

MY YUM
A-GNSS

*  A-GNSS
DO TvsssanDy e S inZriisand reonoealgs No
T THO008 HEmNIInn (Tpelyet

noEMTeHHE k. WyTapeeTy)

LBS

Onpanensat wec

Neoxkarop API Annexc Kapt @

PucyHok 57

— KOCHYTbCA nepekntovatena «LBS» ana ysenndeHma
TOYHOCTM reonoKauum 6e3 MCnoab30BaHMA CMYTHUKOBBIX
cmctem Hasurauum (PucyHok 54);

— B OTKPbIBWEMCA  OKHE  O3HAaKOMMUTbCA  C
npeacTaBNeHHON MHOOPMALMEN U  KOCHYTbCA KHOMKMK
«lMoaTBepaAnTbY AR NOATBEPXKAEHMA onepaunn nmbo
KHOMKN « OTMEHUTb» ANA OTMeHbI (PrcyHOK 56).

BHUMAHWE! TpebyeTrcs yCTaHOBUTb WHTEPHET-
coeIMHEHME, BbINOAHMB HACTPOMKY MOBWUABHON CeTH
n/vnn cetn WLAN.

MPUMEMAHUE. TexHonorma «LBS» wmcnonbsyet API-
cepsuc — AHOeKc.JlokaTop;

— HACTPOUTb UCTOYHUKM LBS, ana storo:

®KOCHYTbCA KHOMKM ® (PucyHok 57);
®3aMN0/IHUTL nona «Kawy» un «lepnoanyHOCTbY»
(PucyHok 58).
NMPUMEYAHUE. [dna  nonyyeHmMa  CNpPaBOYHOM
nHbopmaumMmnm o Kawde ana naketa «Jlokatop API»
KOCHYTbCA TMNEePCCbI/IKM CO 3HaKOM Bonpoca (PncyHoK 58).

| Hacrpoikm
QAP

Ko

1

MepuopuesocTs
Boafre anauss it NeDuogaunocTy 3anpoca na
cepasp B Cexynaax 0t 100 600

(7] Kax nonyswuTs kmou?

PucyHok 58
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2. BbINMONMHEHWNE MPOITPAMMDBI

AoMuHUcTpaTopy MY A0CTYNHbI CAeaytoLmMe BO3MOXKHOCTU:

HacTpolka obHoBneHun OC Aspopa (noapasaen 2.1);
cbpoc HacTpoek MY (noapasaen 2.2);

YyCTaHOBKa 1 yaaneHune ctopoHHero MO (noapasaen 2.3);
TOHKaA HacTponKa (noapasaen 2.4);

noaaepKka paboTbl pexkmMma Knocka (noapasaen 2.5);

2.1. Hactpoika obHosneHun OC Aspopa

O6HosneHne OC ABpopa OCyLLECTBAAETCA aAMUHUCTPATOPOM JIOKAZIbHO BPYYHY!HO,
NMbOo yaaneHHo ¢ Mcnosib3oBaHnem MpuKkIagHOro NporpammHoro obecnedyeHmna «ABpopa

LenTp» (MMNO).

MPUMEYAHUE. Ona nonyyeHma uHPopmaumm no obHosneHmto OC ABpopa C
ncnonbzoBaHmem MMO cneayeT 0b6paTUTbCA K COOTBETCTBYHOLLEN AOKYMEHTauUuMm Ha M0,
pa3melleHHOM Ha Beb-canTe: https://auroraos.ru/documentation/.

I OTMeHnTL

Napons

Ooman

English {predictive input)
qwertyu

asdfghj

23

EN

o p
k|

NN 2NN C Vb N mi

.

l

PucyHok 59

Ona HacTponknm obHoBneHnn OC Heobxoammo
BbIMONIHUTb CAeaytolme AeNCTBUA:
— OTKPbITb MEHK CUCTEMHbIX HACTPOEK KacaHWem

3Ha4Ka @ Ha JKpaHe NPUNoKeHNn (cM. PucyHok 1);

— KOCHYTbCA MNYyHKTa MeHt «O6HoBneHns OC

ABpopa» 4 g nogpasaene «Cucrtema», B pesyabraTe
0TOOPA3nNTCA CTPAHMLA C HAaCTPONKaMM OBHOBNEHNS;

— KOCHYTbCH nepekatoYaTens «BrAounTb
3almLLeHHble obHoBneHUs» (PucyHok 60).

BHUMAHMUE! ns nonyyeHns uMeHn Noib3oBaTena u
napona HeobxoAMMO 0DPaATUTLCA Ha INEKTPOHHYIO NMOYTY:
support@omp.ru;

— Ha OTKpPbIBWENCA CTpaHWLEe 3ano/IHMTb MoAA
(PrcyHok 59) anda perncrpaumm 40CTyna K peno3nTOpUAM;

— KOCHYTbCA KHOMKM «Bxoa» Ans BbINOAHEHWUS BXOAa
B0 KHOMKM «OTMEHUTbY 419 OTMEHbI onepauum.

PaHee ycTtaHoBneHHyto Bepcuio OC ABpopa MOXHO OOHOBUTb [0 TeKYLLEN,
BbINOJIHMB Caeayole AeNCTBUA:

— Ha CTpaHWULE C HacTpOMKamMm OOHOBNEHMA KOCHYTbCA 3Ha4Ka S 1A NPOBEPKM
[OCTYyMNHbIX OOHOBAEHW, B pe3ynbTaTe 0TobpasuTCcA yBeAOMAEHMe: «HeT AoCTynHbIX
0BOHOB/IEHUIY, @ TaKXKe JaTa U Bpema nocaeaHen nposepku (PucyHok 60) ambo goctynHoe
obHoBieHne (PucyHok 61);
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| O6rosnenws OC Aspopa O6nosnens OC Aspopa
HeT gocTynHbix obHoaNeHNHA

€™y TpogepuTs HanWme oBHOBNEHMA
2 nocnegsss nocospxa 9 woes 2026 5

W25

@ Texyuian sepewn

ARPOPA

0y Pesepasoe xonmpoeaHne
D6rOanosmE CHTTEMI Wi JOTRETHROT
POANM, OEMEKD PEXOMENTETCH

nepsogecd CTAOABITL poicpaiane

DOV

3arpyxaTs 06HOANEHUA TONBKO

wepes WLAN
wy Nponeputs HanKuHe 0BHORNOHHA
A Nocnagmns nposepen 18 mmupe 2024 » 12:4
+ BRIIONUT 3aUMLEHHbIE ‘ TOXYIISA BOPOWR
o6HoBNEHKA
Tecyuush goves sakes [ POIOMOO KONMPpOoObamMne
JONORAINNE CTTIIM 1 BET N fepan |
boit
el
Jarpyxate oBuonnenmus
Tonexo “epes WLAN
PucyHok 60 PucyHok 61

— NPW  HaAW4YMKM  OOCTYNHOrO OOHOBAEHWMA KOCHYTbCA KHOMKKW «[loapobHee»
(cm. PrcyHOK 61) 1 Ha OTKpbIBLUECA CTPaHMLE 03HAKOMMUTLCA C NOoAPOOHON MHGOPpMaUmei
06 06bHOBNEHUM (PUCYHOK 62);

— KOCHYTbCA KHOMKM «3arpy3ntb — [Paamep obHoBneHMA]» (cm. PrucyHoK 61) ans ero
3arpyskun. B cnyyae HeobxoAMMOCTW 3arpy3ky OOHOBAEHUS MOMKHO OTMEHWUTb KacaHWem
KHOMKM « OTMEHUTb 3arpy3ky» (PucyHok 63);

— Mnocne ycnewHom 3arpysknm OOHOBAEHMA KOCHYTbCA KHOMKW «YCTAaHOBWUTb
obHoBNEHNE» (PUCYHOK 64);

— Ha OTKpPbIBLUENCA CTPAHMLLE KOCHYTbCA KHOMKN «YCTaHOBUTbL» (P1cyHOK 65), nocne
yero MY aBTOMaTMYeCKn DyaeT nepesarpyKeHo, Mbo KHOMKM « OTMeHUTb» ANA OTMEHbI
onepauum.

MPUMEYAHUE. B 3aBMCMMOCTM OT KOHCTPYKTMBHbIX ocobeHHocTe MY nocne
YyCTaHOBKM OOHOBNEHMSA BO3MOXKHA ABOMHaA nepesarpyska MY.
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| Noppobree | O6noanewna OC Aspopa

Aspopa 5.0.0.60

OOHORNMIOM COMBOMMT HAMEHNBIN, C
NOTOPBIMM MONNHO OBMBKOMUTRCH 8§ Release
notes no ccwmn hitps //eurormon.ru/ Texyuian sepcun
documentation q

D024 (Nerponanncecy-KawssToeni)

(L, Pesepsroe xonupoaanue

N - ‘:.fp‘ill‘lll“vﬂ' CHETEMI M8 AETDAT AT
Gadinie, COHAKD DOKIMAEHYETCH
AREMOLMMECEN COMLARETY DOIOD Dttt KONMN

3arpyxarts 06HOBNEHHUR
Tonexo yepes WLAN

PUcyHOK 62 PucyHok 63

| O6noanenua OC Aspopa | ormenurs Yeranosms |

Yerpoicteo Gyaer
nepesarpyxeHo

Yaranonxa obnosneni saimer
MEKDTOPOR APEMA, B TEYEHNE KOTOPOTO
Bul Hé CMOXOTE NONLIOBATHCH
YOTPORCTEOM, YOTEHOBWTY
oBHOBNONKR?

¥ Mposeputs Hannime oBHoRnaMnA

- Noanagrmn rposepas TH snapn 20240 174
‘ Texywan aepcun
020 [Parp :

4N Poaopsion Konuponanne
ODROBN RN CALTRMM M8 JATEA Mt
Gai M, DI PEROMANYITER
NGO BCEN CONERARETE DODODO IR KDIWIN

Jarpyxarty oBHOBNEMMU
Tonuko vepes WLAN

PucyHok 64 PucyHoK 65
Ha ctpaHunue «O6HoBneHWe OC» aAMUHUCTPATOPY TaKKe AOCTYNHbI caeaytoline
nencteuns (cm. PucyHok 60):
— MPOCMOTPETb MHPOPMaLMIO O Tekylen sepcun OC ‘&;
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— BbINO/THNTL pe3epBHOE KOMMPOBaHWE TMepen 0bHOBNEHMEM OoC, KOCHYBLWMWCb

3Hay4Ka D,

MPUMEYAHME. MNoapobHoe onmncaHme o co3gaHMmn pe3epsHON KONUM NpMBeaEeHO B
AOKYMeHTe «PyKOBOACTBO NO/Nb30BATENAY;

— aKTMBMPOBaTb MO0 AEaKTMBMPOBATL NepekatodaTeNb «3arpy»atb 06HOBAEHMA
TonbKko Yyepe3 WLAN» ana 3arpy3km obHoBneHMs ¢ nomoulbto cet WLAN;

— aKTMBMPOBATb MO0 AEaKTUBMPOBATbL NEPEKAtOYATENb «3arpyKaTb 0OHOBNEHNSA B
POYMUHIe» ANA 3arpy3Kkn 0OHOBAEHUA B POYMUHTE,

2.2. Cbpoc HacTpoek MY

MPUMEYAHMUE. Cbpoc HacTpoek MY — npouecc yaaneHua BCEX AaHHbIX, nocae
KoToporo MY Bo3BpalllaeTCcs K 3aBOACKOMY COCTOSIHWUIO, T.e. K Bepcun OC, yCTaHOBAEHHOM
npounssogmtenem MY.

[ns cbpoca HacTpoek MY [0 3aBOACKOrO COCTOSHUSA HEOOXOAMMO BbIMOAHUTb
cneayrouime AencTBmna:

— OTKPbITb MEHIK CUCTEMHbIX HACTPOEK KacaHMemM 3Hauyka @ Ha JKpaHe
npunoXeHun (cm. PucyHok 1);

— KOCHYTbCA MNYHKTa MeHi0 «COpocuTb yCTPOMCTBO» X B noapasgene
«MHPopmaLna»;

— Ha OTKPbIBLWIENCA CTPaHWULE KOCHYTbCA KHOMKM «COPOCUTbL YCTPOMCTBOY
(PncyHoK 66);

— KOCHYTbCA KHOMKK «[MoATBEpAUTL» AN NOATBEPHKAEHUS onepaLmmn 1Mbo KHOMKK
«OTMEHUTbL» ANA OTMeHb! (PUcyHOK 67);

— npwu HeobxoAMMOCTH KOCHYTbCS nepekntoyartena «ABTOMATUYECKM
nepesarpysnTb YCTPOMCTBO Nocse cbpoca» Ana nocneaytollen nepesarpyskm MY;

— Npn HeobxoAMMOCTM KOCHYTbCA Mepekatodatena «YaanuTb BCe AaHHble» AnA
yOaneHua AaHHbIX.

MPUMEYAHUE. TMocne nepesarpy3kn MY npousomaetr cbHpoC HaCTpoek [0
3aBO/CKOrO COCTOSIHMA C MOCAeAyHOLMM 3aMyCKOM MacTepa NepBOHAYa/IbHOM HACTPOMKM,
noapobHoe onucaHne paboTbl C KOTOPbIM MNPMBEAEHO B [AOKYMeHTe «PyKoBOACTBO
Nno/ib30BaTeNs».
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| Cépocurs | Ormenurs Noareepauts |
COpoc mpupenliT X YAANSINI0 BCOX RaMuX C
YETPORCTAA M 070 ROIOILRIMIC K Bbl feHCTBUTENBHO XOTHUTE
FIBOOCKOMY COOTORMMO. IT0 O3HANIET G »
NOTEPI BEBX BArMMK, LOGEANEHHIN HE C6p0CHTb YCTPOUCTBO?

YETPORCTOO, UKINONEN OGHOSNSHMA,
NRANONCEHME, YNETHUHE JANMCH, KOHTAKTEI,
HAOEDINAMNE 1 IO HHSTPMELIMD

TOCHE NOFTRACOXALHNE BOO JAMe C BONOrD
YCTROACTDS CYayT yAANME, W NPOCDAMMNICS
ofouneeenue HYAOT S0TLDIULENC K SIA0ACKIMY
COCTORMMG. ITO CAHZAET, ¥TD DO® Ssmrae,

CO3naNTE PEILNeyI0 XONWo ropwe i noBannne we yoTpoicTeo, Syt
NONESORSTENELKMX AHHKE Nepan ChHPOcoOM AT eI (AP |, SOHORNE-TE, DTN
YCTpORCTSA YT JANRCH, KON YaRTM, SOTO Dbt W Iy TV
$ain) CORRUATE DEIOPAHYIC £ONMIO Failice e
ARPTY TMETH {PREOwisayoTeR
CBpocurs yCTpoRcTso

FIDK YRAREHMM SAHHLX YOTPOWITRO BMUDONATCH
SUTOMITHWECKN, CIIRIYIOULOR SErDYINS MOmET
3anaTh Commie npeuvanit, ves odwen

Nepen cOpoocom yoTRORCTRA HeobxoaMuNe ssecTw
RO0N

¥ ABTOMATUMECKM NEPEe3arpysnTs
yCTpORCTRO Nocne cbpoca.

. Yaanure Bce faHHme
T SR TRRALIN PADMNETOE ROE Al Ha
VETPORCTIN GyAYY NUpRakrmcand. 70

MORET 3annT O

@ NOMNaca u
DOYENA A DML
3202005 HACTRO

2 5 vyt

DAHHME SNCCNBLCTENE BOS X8 WoryT STy

PucyHok 66 PucyHok 67

2.3. YCcTaHOBKa M yaaneHume ctopoHHero 0

AOAMWHUCTPATOP WMMeeT BO3MOXHOCTb YCTaHaBAMBaTb Ha MY CTOpOHHME
Nporpammbl, He AadAoLMeca BCTpoeHHbIMM B OC ABpopa.

CTOpOHHME  pa3paboTyMKM  MOryT  WCNONb30BaTb  OPULMANbHBLIN  Habop
MHCTPYMeHTOB pa3paboTkm MO ana OC ABpopa, noapobHoe onucaHMe KOTOPOro
npueBeaeHo Ha Beb-canTte: https://developer.auroraos.ru/.

Mpu yCTaHOBKE CTOPOHHMX MIT agmuHUCTpaTopy Heobxoammo ybeamTbca B
BbIMO/IHEHMWN CNeAYHOLWMX YCIOBUIA:

— MaKeT NporpaMm yCTaHaB/IMBAETCA WTATHbIM 06pa3om;

— HeobxoAMmble ncnonHAemble Ganabl MPOrpaMmMbl 3anyCcKaroTCs;

— WTaTHOEe nMoBeAgeHME W BbINOJIHEHME TMPOrPaMMbl  COXPaHAETCA W nocne
nepesarpy3ku OC Aspopa.

YCTaHOBKa W ynpas/ieHne  CTOPOHHMM  [1O  MOXKeT  OCyLLeCTBAATLCA
aAMMUHNCTPATOPOM CaeayroLMMmM cnocobamu:

— JIOKA/ZIbHO C MOMOLLbIO:

e QR-kopga (n. 2.3.1);
o MMM «®amnbi» (n. 2.3.2);
— YOANEHHO:
® NPUHYANTENbHAA YCTaHOBKA MI1 C NOMOLLBIO MONUTUKK;
e ycTaHoBKa MI1 ¢ nomouibto MM10.
MPUMEYAHMUE. MoapobHoe onmcaHMe no ucnonb3osaHuto MO npueeaeHo B

COOTBETCTBYHOLLEMN OOKYMEHTaLMN, PACMNO/IOKEHHOM Ha Beb-canTe:
https://auroraos.ru/documentation/.
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2.3.1. YcTaHoBKa ¢ nomouibto QR-Koaa

I Ycraroaxa npunoxeHmin vepes QR

PncyHok 68

Yotanonxa npunoxesith yepeas QR

Yecranonxa

PucyHok 69

[na yctaHoBkM cTopoHHero 10 ¢ nomouwso QR-koaa
HeobXxo4MMO BbINOAHUTL Cieaytolme AeNCTBUS:
— OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KaCaHWem

3Ha4yKa @ Ha DKpaHe NPUIOXKEHNIN (CM. PUcyHOK 1);

— KOCHYTbCA NYHKTa MeH0 «YCcTaHOBUTb N0 QR» =~ B
noppasaene «Cuctema;

— Ha OTKPbIBLIENCA CTPaHWULE HeobXxoAMMO HaBecTM
Kamepy MY Ha QR-koa (PucyHOK 68), B pe3ynbTaTe
3anyCcTUTCA Npougecc YCTaHOBKM (PrcyHoK 69);

— IOXKAaTbCA 3aBeplUeHns npolecca yCTaHOBKM A0
oTobpa)keHMa Ha 3KpaHe MY  COOTBETCTBYIOLLETO
yBegomneHuns (PucyHok 70).

YeTaroaka npunoxesni vepea QR

YcTaHoBKa 3apepLLeHa

PucyHok 70
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B cnyyae cKkaHMpoBaHMA HekoppeKkTHoro QR-Koaa Ha
sKpaHe MY oTobpa3nTca COOTBETCTBYOLLEE YBEAOMIEHWE
(PucyHok 71).

I YoTaHosxa nprnoxesni vepea QR

Owmnbxa sarpysku

PucyHok 71

2.3.2. YcTaHoBKa ¢ nomoubto MIMT «Dannbi»

B OC ABpopa npeaycmMoTpeHa BO3MOXHOCTb YCTaHOBKM CTOpoHHero MO, KoTopas
OCyLLEeCTBAAETCA NOCPeACTBOM YCTaHOBOYHOro Gpalina B popmate .rpm.
Nna yctaHoBKKM MI HEOBXOAMMO BbINONHUTL CAedyloLine AeNCTBUA:

— OTKPbITb MM «®alnbl», KOCHYBLIMUCb 3HAYKa ' Ha IKpaHe NPUIONKEHUN
(cm. PucyHok 1);

— BblOpaTb Heobxoaumbit dann B dopmaTe .rpm KacaHMem COOTBETCTBYHOLLEN
CTPOKM.

MPUMEYAHME. YcTaHOBOUHbIN dalin cneayeT npeaBapuTebHO CKONMPOBaTb Ha MY
B nanky «Downloads» ¢ nomoulbto USB-Kabend, BbibpaB pexunm «[1poToKoN nepenayn
mynsTumeana (MTP)» (cm. PucyHok 33);
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ru.auroraos. imageEditor
Full featurad image aditor for Aurora OS
Bepoun 0.0

o

Yeranoante

PUCyHOK 72

— B OTKpbIBLIEMCA KHOMKM
«YcTaHOBUTLY» (PUCyHOK 72).

B 3aBMCMMOCTM OT NOANNCK UCTOYHMKA (nn. 4.4.1.3)
aIMMHUCTPATOPY MOTYT BbITb AOCTYMHbI:

— NPOCMOTP  YBEAOMAEHUA O
yCTaHOBKM noanuncaHHoro MM (nn. 2.3.2.1);

— BO3MOHOCTb A00aBAEHMA UCTOYHMKA B CMMUCOK
[oBepeHHbIx (nn. 2.3.2.2);

— BO3MOHOCTb YCTA@HOBKM HenoanucaHHoro MI

(nn. 2.3.2.3).

OKHe KOCHYTbCA

pesyabTaTax

2.3.2.1. YcTtaHoBKa noanmcaHHoro Mrl

B pe3ynbTaTe ycTaHOBKM nognumcaHHoro M1 otobpasnTtca:
— cooTBeTCTBYtOULee yBeaomneHune (PucyHok 73, PucyHoK 74) Ha akpaHe MY;
— 3HA4O0K ycTaHoBAeHHOro MI1 Ha SKpaHe NPUIOKEHUN.

v YeTanwosKka 3asepuiena

n.aurorace. magetator

QTCOPTUPOBAHO NG ASTE KIMHEHIA

@ Pepaxrop n306...exni_v0.6.rpm
14 van 2024 1538 0IME
@ CarBudget_v0.2L.rpm
14 wan 2024 1697 0,3M5
@ OSM Scout_v2.33.rpm
14 wan 20241537 24 M6
@ Clubcode _v0.5.rpm
14 war 2024 1647 01 ME
@ CodeReader_v1.0.45.rpm
14 wan 2024 1537 0.4 ME
@ ColorDots v0.4.0,rpm
14 wan 20241537 660 KB
@ ruvk.RuStore-1...armv7hl (2).rpm
14 war 2024 1637 0.4 ME
@ WebWildberries_v0.3.rpm
14 wan 2024 1637 153 KR
PucyHok 73

| NpoGnema ¢ ycranosxoh: Felled to ins
nLaurorace. imagebator
OTCOPTHPOBAHO NG AATE KIMAHEHNA

@ Aneda Onnain...weqlk7dh.rpm

14 Man 2024 1613 06 K6
@ Pepaxrop na3ob...exui_v0.6.rpm

14 wan 2024 1538 01 ME
@ CarBudget_v0.21.rpm

14 wan 2024 15:37 03ME
@ OSM Scout_v2.33.rpm

14 wan 2024 1647 24ME
@ Clubcode_v0.5.rpm

14 wan 2024 1537 0 ME
@ CodeReader v1.0.45. rpm

14 wan 2024 1637 0.4 M6
@ ColorDots_v0.4.0.rpm

14 van 2024 1637 86,0 K6
@ ruvk RuStore-1..armv7hl (2).rpm

4 wan 20241537 04ME

PucyHok 74
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2.3.2.2. YctaHoBka M1 n nobaBneHne NCTOYHMKA B CMMCOK A0BEPEHHbIX

Bl y2epeHsl, 410 XO0TUTE fo6aBnTy
cepr HQM'KBT ASHHOIO MCTONHMKA B
CNWCOX AOBEPEHHBIX?

Mpw poGasnexny cepTdnkata
dev.rustore.ru B CNMCoK NOBAPEHMbIX
MCTOUHMKON BCE NPHAOKEHUA,
NOANUCEHHSIE AAHHEM HCTOUYHNKOM,
GynyT ycranaanmeatscs 6e3
AOMONHATENLHOTO 3aMPOCca Ha
NOATOEDKAOHIKO YCTAMOBKM,

Kyl
G305 G 25010ec BRI IT0TCSITEE8c 07023
CabZOM505ca 117074014027

X OrmesuTs

PUCyHOK /5

Mepen, YCTaHOBKOM MT HeobxoaMMo
npeagaputensHo  A06aBWUTb  WMCTOYHMK B CMMCOK
NOBEPEHHbIX, KOCHYBLWIWCb KHOMKM «JlobaBuTb» B
OoTKpbiBWeEMcA  OKHe  (PucyHOK 75) nunbo  KHOMKMK
«OTMEeHUTb» ONA BO3BPaTa K CMWUCKY YCTAaHOBOYHbIX
dannos.

Mocne  pobaBneHMA  UCTOYHWMKA B CMMCOK

[10BEPEHHbIX OH 0TOOPA3UTCA Ha CTpaHuLUe «[loBepeHHbIX
MCTOYHUMKM»  (Nn.4.4.1.3.2), npu  HeobxoaAMMOCTH
MCTOYHUK MOXKHO YO3anuUTb W3 CNUCKa [A0BEPEeHHbIX
(nn.4.4.1.3.3).

2.3.2.3. YcTaHOBKa HenoanmMcaHHoro Mr1

YeTaHosKa NpunoxeHus
HEBOAMOXHE.

YcTanopxa npunoxeHwn Bea nognwcn
NCTOUMMKE 3anpowena, [
PEIPRIUEHNR YCTAHOBKY HEOBXOAMMO
SKTHBNPOBETE COOTBETCTEYIOW M
NEPSKMOMATEND B MTYHKTE MEH0
*NCTONMMKM NPUNOKENMA" CHCTEMHBIX
HACTPORK,

Mepentn 8 HacTpoikm

i

PucyHok 76

BHUMAHMWE! Mepepn, ycTaHOBKOWM HENoANMCaHHOro
MM  HeobxoguMmo npeaBapuTeNbHO  aKTMBMPOBATb
nepekatoyaTent «Pa3pelwmnTb YCTAHOBKY MNPUIOKEHUN
6e3 noanucu nctovHmnka» (nn. 4.4.1.3.1).

[na ycTaHOBKM HenoanucaHHoro Ml Heobxoammo B
OTKPbIBLWUEMCA OKHE KOCHYTbCA KHOMKKM «[lepenTn B

HacTtpoikm» (PUCyHOK 76) nnbBO  KOCHYTbCS  KHOMKM
«Xopowo» Ans BO3BPaTa K CMUCKY YCTaHOBOYHbIX
dannos.

B pe3synbTate YyCTaHOBKWM HenoanucaHHoro MII
oTObpasmnTCs:

— COOTBETCTBYHOLLEE yBeOMAeHne
(cm. PucyHok 73, PucyHoK 74) Ha akpaHe MY;

— 3HaYOK  ycTaHoBneHHoro MIT  Ha  3KpaHe
NPUIOXKEHUN,
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2.3.3. YoaneHune ctopoHHero M

[na yoaneHusa paHee yCTaHOBAEHHOro Ha MY cTopoHHero MI HeobxoauMmo
BbINO/IHUTL CAeAytoLLMe AENCTBUA:
— OTKPbITb IKPaAH NPUIOKEHMI, NpoBeasa No [lomallHeMY 3KPaHy CHU3Y BBEPX;

— KOCHYTbCA M yaep*KnBaTb 3Ha4oK Ml 40 noABNeHMA 3HAYKa ® (PucyHok 77);

— KOCHYTbCA 3HaAYKa ®
MPUMEYAHMUE. B npouecce yaaneHma otobpasmtcA TaMMep OTMEHbl AENCTBMA,
KacaHMe KOTOPOro no3BosSEeT OCTAaHOBUTb NpoLLecc yaaneHus (PucyHok 78).

00 @

Coofiyawn Epaysep

000

Karengian Mesra Hocyvaning Tutrranal

Npocasrp POF Kanwpowmop  Kosraerw

CJDE

Xypesan Todne nwpes Myawen

oo e

Lmwcrogon HacTpodos

.0 O

Aenenc e

PucyHok 77 PucyHok 78

2.4. ToOHKasA HacTpoWkKa

BHUMAHMUE! AopmunHuctpaTtopy Heobxoammo ncnons3osatb M «Terminal» Tonbko
AN OCYLLECTBAEHUSA AENCTBUIM MO TOHKOM HacTporke MY B COOTBETCTBMU C HACTOALLMM
NoKymeHTOM. Mcnonb3oBaHne MM «Terminal» ana apyrmx uenen 3AMPELLAETCA.

TOHKaA HaCTpoMKa npedHa3Ha4YeHa ANA BbINOJHEHWA CEPBUCHBLIX OMepaummn,
HeAOCTYNHbIX M3 rpaduyeckoro umHTepdeica (Hanpumep, HACTPOMKa Npas AO0CTyna,
McnpasaeHne KOHPUIypaunmoHHbIX Ganaos U T.4.).

MM «Terminal» ABNAeTCA MHCTPYMEHTOM NPeaoCTaBAEHMA A0CTyNa K KOMaHAHOM
CTPOKe, rae MMerTCA caeaytole BO3MOXKHOCTHU:

— BbIBO/, MOTOKA [Aa@HHbIX, @ TaKKe AMArHOCTUYECKUX M OT/IAaA04HbIX COODLLIEHM B
TEKCTOBOM BUAE;
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— BbIMOJ/IHEHME CEPBUCHbLIX AENCTBUIM 1 Bosee TOHKOM HacTpolkm MY (B T.u. C

| AQMUHHCTPUPOBEHWE

¥ BKNOHATE TEPMUHEN

3aparte NApONL CYNePNONLIOBATEN

OUHCTKE NONBIOBATENBCKNX BaHMbIX
Yraxwre, xacue nanku nonsaosatens Syayt
NEPUOLAMNECKH ONWLLETLON, W 3aR0HTE
MHTOPpaAn OWNCTEN

CnUCcoK paspelusHHbIX NPUAOKEHWHA
BuibeprTe NEOnNOXEHMA, KOTOREE ByayT
ROCTY MM BCEM NOMIONATRRSM

ABTO3aNYCK NPUNOXEHWA

Boibepure, Kane NDWNIOXEH U A0
FMTYTEITHRCS ARTOMATHSECKW NEM KaXO0M
SA0AS NONLIDBATENN B CHCTEMY

Paspewenus npunoxesmin
MNPMHATE PAIPAIISHMA NPUNCKEHHA LTS BCaX

NONBICBATENER, SKTHEHEX 8 .'..l».)rn:u“ MOMET

PucyHok 79

I ADMHHUCTPUPOBAHKE

BrnowmnTs TepMieHan

en @

Crenepuposats Coxpanrs

ONMCTXE NONBAOBATAABCKMX SAHMBIX
YxkamuTo, Kaxne nanku nonsaosatens Syayr
NEPHOIAMMECEMN CVIMLLATECA, M 3aBaNTe
UNTEDOAN DMMCTEH

Cnvcox paspelséHHEIX NPUIOKEHWHA
BulepuTe NPUNOXEHMN, KOTopee OyayT

AQCTYTIN BOEM NOMIOHATRNAW

ABTOZANYCK NDUAOKEHNIR
EN

q wie r it yiu I oip
a8 sids ot ogihe gkl
N ZEX ¢ Vi N M CE

23

.

PucyHok 80

NCrnoab3oBaHMEM MPaB Cyl'lepI'IOfIbBOBaTeJ'IFI).

MPUMEYAHUE. Mo ymonuaHuto MM «Terminal» He
oTobpaXkaeTcs Ha IKpaHe NPUNOKEHUM (CcM. PUCyHOK 1).

Ona poctyna K MM «Terminal» Heobxoammo
BbINMOJIHWTb C/leAytoLLmMe AeNCTBUA:

— OTKPbITb MEHK CUCTEMHbIX HACTPOEK KacaHWem

3Ha4yKa @ Ha DKpaHe NPUAOXKEHNI (CM. PUcyHOK 1);

— KOCHYTbCA MYyHKTa MEeHHIO

«ALMUHNCTPUPOBAHMEY & B noApasaene «Cnucrema;

—Ha  OTKpbIBWEWCA  CTPaHMLE  aKTMBMPOBATb
nepekntoYaTens «BKAOUYMTL TepmMMHan» (PucyHok 79) ana
oTobparkeHna MI Ha DKpaHe NPUAOKEHN;

— KOCHYTbCA N0A BBOAA M BBECTU KeJTAEMbI Napob
Mbo KHOMKK «CreHepupoBaTh» A4 NOAyYeHUss Napons,
CreHepupPoBaAHHOIO CAyYalHbiM 0Opasom, KOTOpbIM B
nanbHerwem byaeT MCNONb30BaTbCA A1A NOAyYeHMA Npas
cynepnonb3oBaTens.

NMPUMEYAHUE. Heobxoammo 3anOMHUTbL 3aZaHHbIN
naposb;

— KOCHYTbCA KHOMKKM «CoxpaHuTb» (PucyHok 80);

— NOATBEPANTb AENCTBME BBOAOM TEKYLLEro Napons
(cm. PucyHok 4).

NMPUMEYHAHUE. MM «TerminaI»Bp,OCTynHo TONIbKO
aAMUHUCTPaATOPY.
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2.4.1. Hactpoiika nHtepdeica MMM «Terminal»

[na pabotbl ¢ MMM «Terminal» ero HeobxoAMMO 3anycTUTb, NPOBeAA MO 3KPaAHY

CHM3Y BBEPX, M Ha IKPaHE NPUNOKEHNIM KOCHYTLCA 3HAYKA (cm. PucyHok 1).

Mpwn nepsom 3anycke M «Terminal» HeobXoAMMO 03HAKOMUTLCA C MHPOPMaLMEN
M KOCHYTbCA KHOMKK « OK» (PrcyHok 81).

B wuHTepdpence MIM «Terminal» HeobXxoAMMO KOCHYTbCS 3Ha4Ka ans
OTODpaXKeHMA MEHHK C HACTpOMKamm MHTepderca, B KOTOPOM AOCTYyMHblI caeaykouime
BO3MOXHOCTM (PncyHok 82):

— KOMWPOBaHWE UM BCTaBKa PParMeHTOB TEKCTA;

— nowcK URL-ccblNok,;

— YBe/NYEHMNE N YMEHbLLEHWNE pa3Mmepa WPNPTa;

— BbIOOP OpPMEHTALMM OKHa;

— BbIDOP AEMCTBMA NPU KaCaHUM 3KPaHa;

— BbIOOp cnocoba oTobpakeHUs KnaBmaTypbl;

— CO3/[aHMe HOBOro OKHa;

— BblBOP pacKkNaaKM KnaBmaTypbl;

— npocmoTp MHPopmaumm o MI «Terminal»;

— YCTAHOBKa BPEMEHMW 3a4EPKKM KNaBUATYPbI.

NMPUMEYAHUE. BbinonHeHMe AaHHbIX AEWUCTBMA OCYLLECTBASETCA MOCPEeACTBOM
KaCaHMA COOTBETCTBYHOLLMX KHOMOK.

Fingerterm 1.5.0

Anropr Heikki Holtil «

PvcyHok 81 PucyHok 82
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2.4.2. [lonyy4eHne npaB Cynepnoib3oBaTe i
[MpaBa Cynepnoib3oBaTena npenoCcTaBNAOT
aAMUHUCTPaTOPY BO3MOXHOCTb paboTaTtb B

NPUBMNETMPOBAHHOM PEXMME W  BbINONHATL Jtobble
onepaumm B OC ABpopa.

Ona noayyYyeHumn npas cynepnonb3oBaTens
Heobxoaumo OTKpbITb M1 «Terminal» 1 BbIMOAHWUTD
cneayolme aencrama (PucyHok 83):

— MPOBECTN MO 3KPaHy CHU3Y BBEpPX W Ha IKpaHe

MNPUNOXKEHUN KOCHYTLCA 3HAYKa B (cm. PucyHok 1);

— B8 MI1 BbINONHMTL KOMaHAy: devel-su;

— yKasaTb 3a/1aHHbIN paHee naposb
Cynepnonb3oBaTena, B pe3ynbTate OyaeT BbIMNOAHEH
Nnepexos, B peXXnm cynepnonb3oBaTens.

PucyHok 83

2.5. NoppepKKa pexnma paboTbl KMOCKa

2.5.1. CnuncoK pa3spelteHHbix M1

[na Bbibopa MM, KoTopble ByayT AOCTYMHbI MO KOHKPETHOM YYETHOM 3anuchbio,
HEeobX0AMMO BbIMOAHUTL CAeaytoLmMe AeNCTBUA:

— OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KacaHMemM 3HauKa @ Ha DJKpaHe
npunoxeHun (cm. PucyHok 1);

— KOCHYTbCA MYHKTa MEHIO «KAAMUHUCTPUPOBAHNEY & B nogpasaene «Cucrema;

— Ha OTKPbIBLUIEMCA CTPaHMLE KOCHYTbCA MNyHKTa «CnNMCOK paspeLleHHbIX
NPUNOXKEHUNY» (CM. PUCYHOK 79) ans oTOOpaKeHWs cnmMcka C YYeTHbIMKU 3anucaMn U
cTaTycamm 6esoro cnmcka.

MPUMEYAHMUE. Mo ymonyaHuto 6enbiii CNUCOK BbIK/OYEH;

— KOCHYTbCA MYHKTa C HEOOX0AMMOM y4eTHOM 3annceto (PUcyHoOK 84);

— Ha CcTpaHuLe «[Mma y4eTHOM 3anncu]» akTUBMPOBATb NEpPeKAtoYaTe b « BKIOUMTb
6enbit cnncok» (PucyHok 85) ana otobparkeHus cnmcka MIT;
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Bnageney yctpokcTtsa
Boaet Cramoe Bukmoven ¥ BrnouuTs Henset cnucox
Hepoa Sansdl CNRCOK MO MBOTROWTR

nomgourem 1 NEPSHEHD DAIPSLUBHHMY SN NOALICABTENR
Lemdl crsscoc Baikmoven npenmesHni
Nonssopatens 2
Bamd crmcoe. Bukmoven
Monszosarens 3
Berash comcor: Baumoven

PucyHok 84 PrCYHOK 85

— B OTKpbiBWemMcs cnucke MIT  BblbpaTb Heobxoammble MIT  KacaHuem
COOTBETCTBYHOLLMX NepeKatodaTene nnbo sbibpaTtb Bce MI KacaHMemM KHOMKK «Pa3pelwmnTb
Bce» (PucyHok 86), B pe3ynbTaTe o0T06pa3MTCA COOTBETCTBYHOLLIEE YBEAOM/EHME
(PrcyHOK 87) 1 Ha cTpaHuue «[ma yyeTHOM 3anmncu]» cTaTyc Benoro cnucka y y4eTHOWM
3aNMCK M3MeHMTCA Ha «[KonmuyecTBO paspelleHHbix MIM]» ¢ oTobparkeHnem 3HAYKOB
pa3peweHHbix M (PrucyHoK 89).
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| Monbaosatens 1
Prapowusiney npusoxesei &
BrmounTs Hensiit cnmcox
Hapoa Ganuit CHMCOL MOMHO HICTPONT.
PO N DARDALLIBMMIX ANR DOOKBOIRETEMM
PRRAGKH WA
Paspewnrs uce Janpetury nce
oW
[+ 6 14T N
Bpaysep .
(Jluuqu .
C]nmnnu .
Eaﬁmqns .
Cjnommu .
) oainm .
PncyHok 86
| Monssosatens 1
Paapewshiaex Tpuncaewedt: 4
Brmounts Gensiit cnucok
SHopea Garnt COMOOK MOXHO MOITROMTR
NRPEYEHE DRIDSRIOr QT8 NCORPOBATRNR
NPt
Paspowmrs pce SanpeTHTs pie
Tenudom
o0 OueMn
Bpaysep *
(]luuqn -
C]wwnnu .
Cgruqnn *
H
Cjnmnm» ®
Boe npunoxeess sanpeweny
D Qavvien »
PncyHok 88

MOBMNBHAR
MNATROPMA
| Nonssosarens 1
Paapews e npuncsesd: 20
Brmounts Gensiit cnucok
OO0 0250 COMCOR WORNO HOITROATR
DasEIn PRIP AHOe
Npwrcwnmit
Paspowwrs nce mm
Tenu®on
Coobuiamim
Bpaysep
(]’“Mﬂu
E]wmnanu
cgfmqnn
D Momouis
Bos npmnoxeiess paspewen
D Danien
PucyHok 87

[Ona 3anpeta Ha mcnonb3osBaHne MI ans yy4yeTHoOM
3anncn  HeobxoaMmo Ha cTpaHuue «[ma  yyeTHOM
3aMMCK]»  KOCHYTbCA KHOMKKM  «3anpeTuTb BCeE», B
pe3ynbTate 0To6pa3nTCcA COOTBETCTBYHOLLEE YBEAOMIEHNE
(PrncyHok 88).
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2.5.2. KonupoBaHue noanTtnkm pabotsl ¢ MIT

MPUMEYAHUE. OyHKLUMA KONMPOBaAHMA NOANTUKM paboTbl ¢ MIT TakKe A0CTynHa
NNs aBToMaThyeckoro 3anycka MI1 (n. 2.5.3).

[lna Toro, 4Tobbl CKONMPOBATb NOANTUKY OAHOM YY4ETHOM 3aNNUCK U MPUMEHNUTb €€ K
NPYTUM YYETHbIM 3aMMCcAM, HEODXOAMMO BbINONHUTL CAeaytoLLIne AeNCTBUA:

— Ha cTpaHuue «CnucoK paspelleHHbIX MPUIOXKEHUIM» KOCHYTbCA 3HayKa ©
(PucyHok 89), B pesynbTaTe NoOAMTMKA OyaeT  cKonupoBaHa M OTobpasmTcA
cooTBeTcTByloLWEee yBegomneHme (PucyHok 90);

| Crnvcok paspeluérHHbBX NPUNOXEHKA I Cnvicok paspeluéHHbIX NPUNOXEHKA
Bnapeney ycrpoicrea Bnapeney ycrpoiRcrea .
Bl comoor Baemioves Banned crmoor Baeaniowes
Nonvaosarens 1 MNonssosarens 1
Eensill comoox: 8 npmnosesiek @ Vel crmcoe B nparamesll T]
S008e 2000 S0E88 0Da0
MNonssosarens 2 MNonssosarens 2 a
Benwi crmooc Bescniowes Beni crmooc Bescniowes
MNonsaosarens 3 Monsaosarens 3 "
Banusl comoon: Basnoses Banuet comoon Baaunoses
ManuTira cxonwpossan
X
Ipatmes OTMeHuTY
PucyHok 89 PucyHok 90

— BblbpaTb HeobXoAMMble  y4YeTHble 3anMCKM  KaCcaHMEM  COOTBETCTBYHOLLMX
nepekntovatenen (PucyHok 91);

— KOCHYTbCA KHOMKM «[TpnuMeHnTb» (PncyHOK 91) Ans npuMeHeHUs NOANTUKM TnbHOo
KHOMKM « OTMEHUTb» AN OTMEHbI ONepaLmn, B pesyabTaTe 0TobpasnTCa COOTBETCTBYOLLEE
yBegomneHune (PUcyHOK 92), 1 y y4eTHbIX 3anucei ctatyc 6enoro cnmcka M3MeHUTCS Ha
«[KonunyecTtBo paspelleHHbix MI]» (PucyHok 92).
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I CnvcoK paspewesHsix NPUNOXEHUA | CnvcoK paspewesHsix NPUMNOXEHKA
Bnageney ycunoncTea s Bnageney ycunoicTea
B crmcoc Burmoven Eavaei Crmcoc Bakmoven
Manssosatens 1 i Nonszoparens 1
Uit omon Crme e & MpRAGRD :ﬁ Lemsdl crmcoc A npanomewas [t]
s0en Ljalole]
Nonssosarens 2 Nonssosarens 2
Lemai craecoxc Baimovan Lemst croscor 4 npmnomessn
oo
Monvsosatens 3 -
Bamnat crascor Bunmovyen Nons3sosatens 3
berd crmcox 4 npancsonsn
@jo]e]
NanwTwa npemesesa
Vv Pl
FMpymesmTs OTMmesnTy
PucyHok 91 PucyHok 92

2.5.3. ABTOMaTtmyeckmin 3anyck Mrl

[Ona BKAOYEHMA aBTOMATUM4YecKoro 3anycka MI1 npu KaxXaom BKAtoYeHun MY
HeobxoAMMO BbIMONHWUTL Caeaytolme AeNCTBUA:

— OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KacaHMemM 3HayKa @ Ha JKpaHe
NPUNOXKeHUn (cm. PucyHok 1);

— KOCHYTbCA MYHKTa MEHIO «KAAMUHUCTPUPOBAHNE Y & B noapasaene «Cucrema;

— Ha OTKPbIBLIEMCA CTPAHMLE KOCHYTbCA MYHKTA MEHI0 «ABTO3amnyCK NPUIOKEHNN»
(cm. PucyHOK 79) ans oTobpakeHWs CnMcKa C  y4Y4eTHbIMW  3aMMCAMW M CTaTyCOM
aBTOMATMYeCKOoro 3anycka Mr1.

NMPUMEYAHMUE. Mo ymonyaHmto aBTOMaTUYECKMA 3anycK M BbIK/OYEH;

— KOCHYTbCA MYHKTa C HE0OX0AMMOM y4eTHOM 3annceto (PucyHoK 93);

— Ha cTpaHuue «[Imsa y4eTHOM 3anmncK]» akTMBMPOBATb NepeKkatoYaTenb « BKAounTb
aBTO3anyck» (PucyHoK 94) ans otobpaxeHua cnnucka MrT;
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PykoBOACTBO aAMUHUCTPATOPA Mo
| ABTO32NYCK NPUNOKEHWIA MNonsacsarens 1
Bnaneney ycrpoicrea
Asroaanycs: Bumousn * Brnounrs antosanycx
Npanomssse GyIIyT MTOMATHMEOES
MNonsacearens 1 BCTYCRATHCR NPW 207 DYINS GNEPAEMON DR
Anvoasnycs: Baemoven CHCTSMM
Monbacsarens 2

Aatoaanyox: Besmoven

Mongsosarens 3
Aavosanyos: Bemmoven

PucyHok 93 PucyHok 94

— B OTKPbIBLUEMCS CMNCKE BbIOpaTb Heobxoanmble MIT KacaHMeMm COOTBETCTBYOLLMX
nepekntoyatenei (PucyHok 95), B pesynbtate Ha CTpaHuLe «[Mma y4eTHOM 3anmcn]» ctaTyc
aBTOMaTM4yeckoro 3anycka MI um3ameHuTcA Ha «ABTo3anyck [KonunyectBo MI]» ¢
oTobpakeHMem 3Ha4YKkoB AaHHbIX M1 (PncyHOK 96).

[na BbIKAOYEHWA aBTOMATMYecKoro 3anycka MI1 HeobxoaMMo AeaKTMBMPOBATbL
nepekntoyaTenb «BKAOUMTL aBTO3anyck» (PucyHok 95).

I Mens3osarens 1 | ABTO3ANYCK NPUNOKEHWA
MNpanoxesmi o soroaanycay. 4
Bnapeney yeTporcTes
BxmownTs asTosanyck AnroasTyck: Becnoven
Nprscoomsmnn GyIuyT BRTOMATHMECA
SAMYOKATACA PO JATTIFIED ONEDIGHTHION Nonsaosarens 1 E]
cucTEM ATCapTycy: 4 NPANCHENME
Toremon ol -Io e
Nonsaosarens 2
D Coobuesma ® AnroanTyck: Bwcmoven
MNonssosarens 3
Bpay’ep e AnToascTycy: Baatmovon
@ Kamepa
D Kowraxkrs .
lanepesn ®
@ Hacrpoiku
D Nomouws *
D Qannpi
D Kanengspe ®
PucyHok 95 PucyHok 96
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2.5.4. octyn K MI

D

Bpayaep TpebyeT cneayoume
paspeLlenns Ha aocTyn

BeG-copepxumoe
BocnpounsseneHue v 3anncs ayamo
leonoxaums
Wutepuer
Kamepa
Meanadannes
Manku nonszosarens
Nevars
Cuémubie HocuTENM

OTmesnTs

Moareepauty

PucyHok 97
| Mpunoxexus
Bl AT NpWr , Pa3p

KOYOPAro ByAyY NRMHNTE (LW SCéx
NONLICRATENON YOTPOACTHRR, AKTMEHLX 0
[AsHBIE MOMEHT. B STOM CAYNES NDMACKEHWE
Gynor oTMeMen0 Kax allpumsToN,
MPUNOXEHWE, PESDOLLEMMA KOTODMX NPNHATE
WE LR DORX SKTHEMMX § SEMMBIR MOMaNT
NONLICBATENEN, DYZLYT OTMENENS Kibe wHe
NPHMETO N

Npocmotp PDF He npusar
XKypuan He npmuar
Moroga He npwnat

Yacm He npumst
Coobuwenun MNpuwato
Bpaysep He npuuar
@aline He npusat

3amorkn He npunst

PncyHok 98

Mpu nepBom 3anycke HekoTopbix MI1 oTobparkaeTcs
OKHO C nepeyHem Tpebyembix paspelleHuit Ha A0CTyn K
[aHHbIM NOJsIb30BaTeNA, XpaHALmMmes Ha MY (PucyHok 97).

Ona npuHATUA paspewieHnin MM ana BCeX aKTUBHBbIX
YYETHbIX 3anmcert HeobXxoAMMO BbIMOAHUTL CAeaytoLlme
NENCTBUA:

— OTKPbITb MEHI CUCTEMHbIX HACTPOEK KacaHWem

3Ha4Ka @ Ha DKpaHe NpUNoXKeHun (cm. PUcyHok 1);

— KOCHYTbCA MyHKTa MeHIo

«AOMUHUCTPUPOBAHNE» & B nogpasaene «Cucremar;

— Ha OTKPbIBWEWNCA CTPaHULE KOCHYTbCA MYyHKTa
«Pa3pelweHna npunoxeHun» (cm. PucyHok 79) ansa
oTobparkeHuna cnucka MI;

— KOCHYTbCA nons ¢ Heobxoammbim MIT co cTtatycom
«He npuHaTo» (PucyHok 98);

— KOCHYTbCA KHOMKM «[loarsepanTb» ANA
NOATBEPKAEHMA onepaummn NMHBO KHOMKM « OTMEHUTbL» ANA
oTMeHbl (PrcyHok 99), B pe3ynbTaTe paspelleHns AaHHOro
M 6yayT NpUHATLI Y BCEX aKTUBHbIX YYETHbIX 3aMnceit u
CTaTyC U3MEHUTCA Ha «[TpUHATO».

| OTMeHuTS MogreepanTs |

Mpocmorp PDF

Hacrosuwm gedcranem Ba npmasaerte
paspewennn salp 0 np ans
BCEX NONE30RRTEVICH YCTROROTES, KTHOHLX B
AEEH MOMEHT. OTMEHRMTE HIMEHOMMR
MOXHO Gyey, TONEX0 yARNNS sbpanvoe
NPUNDXEHNE. XOTHTE NPOAGAXNTE?

PncyHok 99
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Ona npuHATMA paspeweHnt Bcex MIT HeobxoAMMO BbINOMHWUTL Caeaytoume
AEencTBnA:

— Ha cTpaHuue «l1pUNoXKEHUA» KOCHYTbCA KHOMKKU «[1pUHATH BCE pa3peLLeHua»
(cm. PucyHok 98);

— KOCHYTbCA KHOMKMK «[loaTBEpANTL» ANA NOATBEPHKAEHMA onepaLmm MO0 KHOMKM
«OTMeHUTb» ana oTmeHbl (PucyHok 100), B pesynbTaTe paspelleHua Bcex MIT byayt
MNPUHATLI U CTATYC M3MeHUTCA Ha «MpuHaTo» (PrucyHok 101).

| OrmenuTs Noarsepauts | | Npunoxermn

BoiBeprTe NpRnRRse, PAIpewRaHeE
Bce MPUNOXEHUR KOTOPAro GyayY NPMHITE Le SEex

NONBICEATENON YOTPORACTHR, AKTMRHILX 0
But coGMpagtecs npenocTasuTs 0CeM [AsHBIR MOMEHT. B STOM CYMEE NDMACKEHWE
BETHBHSIM NONESVSETENIM YCTPORCTES GyRoT OTMeMeNO Kax allpumETon,
PRADSUAEHAA LA BCEX YOTUHOANEN Wik MPUNOXEHUE, PESDOLUEHHA KOTODMX NPNHATH
npenookeri. B Gynyuwiom s He cMoxeTe ME 2R BOEX SKTIEMMY I SEsHBIR MOMeNT
OTOIBATE PRIPSUSEMMA, KDOME KK Iy TEM NONLICBATENER, BYAYT OTMENENS! Kbk «He
YOANDHIR NPANCHE MR, B yBepa, $70 NPHMETO %
XKOTHTE NPOAOANITH?

MPUMATD BCO PASPOWEHNS

Npocmorp PDF MNpunaro
Xypuan [Mpunsto
Moropa MNpuwsto

Yacm MpumsTo
Coobuwexmn lNpuwaro
Bpaysep lMpusaTo
@ans NpuHaro

3amerku MNpnHaro

PucyHok 100 PucyHok 101
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3. CPEACTBA PA3PABOTHMKA

BHUMAHWE! 3anpeuwaetrca aktmBauua pexmuma paspaboTymka Ha MY,
byHKUMOHMpYoWwem noAa ynpasneHnem OC ABpopa B CepTUPMULMPOBAHHOM BepPCUM U
npeaHa3Ha4YeHHOM Aaa WCNonb3oBaHMA B MC, aTTecToBaHHbIX N0 TpeboBaHMAM
obecneyeHna 6e30MacHOCTM B COOTBETCTBMM C 3aKOHOAATE/NIbCTBOM  Poccuiickon
denepaumm.

Pexxmm paspaboTymka NpenoctaBAdAeT aAMUHUCTPATOPY AOCTYN K pacliMpPeHHOMY
OYHKLUMOHANY HACTPOEK.

BHUMAHMWE! Pexknm pa3paboTymKa HEBO3MOXKHO OTKAOUYMUTL NOCAe akTuBaumm. Ana
AeaKTMBaLUMM peXmnma paspaboTtymka Heobxoammo cobpocuTb MY A0 3aBOACKMX HACTPOEK
(cm. noapaspen 2.2).

3.1. AKTMBaLMA pexnma pa3paboTtumka

MPUMEYAHME. Mepea akTnBaumen pexmma paspaboTymka Heobxoammo ybeamtbea
B HaM4mMm Ha MY oocTyna K ceTn VIHTepHer.

[na akTMBaumm pexmnma paspaboTymka HeobxoaMMOo BbINOAHUTL Chaeaytouime
NENCTBUA:

— OTKPbITb MEHI0 CUCTEMHbIX HACTPOEK KacaHMem 3HauyKa @ Ha JKpaHe
NPUNoXeHun (cm. PucyHok 1);

]

— KOCHYTbCA MyHKTa MeHlo «CpeactBa paspaboTtumka» Y B noagpasgene

«Cnuctema;

— KOCHYTbCA nepekntovatena «Pexxmm paspabotymka» (PucyHok 102);

— Ha OTKPbIBLIENCA CTPaHWLE O3HAaKOMWUTbCA C «YCNOBMAMM paspaboTymka» w
KOCHYTbCA KHOMKM «[1oATBEPAMTLY ANA NOATBEPKAEHMA aKTUBALLMK peXMMa pa3paboTynKa
B0 KHOMKK « OTMEHUTBL» A1 OTMeHbl onepauumn (PrucyHok 103);

— B C/lydae NMPUHATMA YCA0BUIM NOATBEPAUTb AENCTBME BBOAOM TEKYLLEro Napons
(cm. PucyHok 4).
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OTmeHuTe MogreepanTs

| Cpeacres paspaborynxa

¢ Paxum paspaborymka Ycnosusa paapaborumnka
L100 axTrRauMK PEXIMD RIRMGOTIR
HOOGXOAMWMO NOQXMO4BHNE € COTH OSpaTtMTo BHUMINWE: B POXHME
PEIPA0OTUMES NOCTYNIHEI KOMNOHENTH, NPKW
HENDARMABHOM HONONEICBAMWM KOTOPMK
MOXET CaiTe OKONYBTENLHD NOSDEKAEHO
Balue ycrpofoTno w/unmk ero copiepxnmoe

Bamouesine pesoman PasposoT MK Mot
NPMBSCTH X BHHYNMPOEatene Bawed
rapanTm

rlp.mu'r-_‘ ASiisX YENOSHA NPOSOCTARNREY
ROSMORHNOCTR MCNOALICRAHNE PaXUMA
paapatorinke

PucyHok 102 PucyHok 103

3.2. Cpeacrea pa3paboTtumka

CpeactBa paspabotymka OC — cneumanmsmpoBaHHble MHCTPYMEHTbI, PECYPCbl U
NPOrpaMMHbIe KOMNOHEeHTbI, Npegoctasndemole OC Ana co3aaHmA, OTNaAKM, TECTUPOBAHMA
M onTuMmm3aumm MM, a TakKke Ans paboTbl ¢ BHYTPEHHUMM MexaHn3mamm camoint OC. OHu
npeAHa3Ha4YeHbl AN5 YNPOLWEeHMUs B3aUMOAENCTBUA Pa3paboTynKOB C PYHKLIMOHAbHOCTbIO
CMCTEMbI, YNPaBAEHMA ee pecypcamu M obecneyeHMA COBMECTUMOCTM MPOrPaMMHOro
obecneyeHus.

NMPUMEYAHME. SSH-naponb MCNoJib3yeTcA ana nosly4eHuna npas
cynepno/sib3oBaTenA.

[Ona paboTbl co cpeacTBamm pa3paboTumka HEOOBXOAMMO BbIMONHUTL Caeaytolme
NEencTBus:

— aKTMBMPOBATb pPeXKMM paspaboTyumnka (cm. noapasaen 3.1);

— pa3pewnTb BxoA, no SSH-napont, KOCHYBLIMCH Mepekatovatensa «YaaneHHoe
coegnHenme» (PucyHok 104) wn noaTtBepauB  AeNCTBME BBOAOM TEKYLEro napons
(cm. PucyHok 4);

— 3a4aTb MO0 creHepMpoBaTb NApP0/b, KOCHYBLIMUCH Noas «CreHepupoBaTby», Noce
Yero KOCHyTbCs KHOMKKM «CoxpaHutb» (PucyHok 105) u noatBepauTb AeNCTBME BBOLOM
Tekywero napons (cm. PUcyHok 4).

MPUMEYAHME. Mone yctaHoBKM napons ans SSH n goctyna otobparkaeTcs TONbKO
nocne akTMBaLMKM nepekntodatens «YaaneHHoe coegnHeHmne» (PucyHok 105);

54



PyKOBOACTBO aAMUHNCTPATOPA

— ~] OTKPBITAR
MOBWNLHAR
MNNATGOPMA

I CpegcTaa paapaboTunks

CoTensip NOQXMISEHMR

% Ypan@sHoe coenuHenne
Paspeunts anog wepes SSH ¢ ey
nonesosarens ‘defoultuser’

WnCToy e

OrobpaxeHwe YacToTh Kanpoe
Qrmoveno

% COoxXpamiTh OTNAR0MHSIO CUMBONHI B
AOMBLURIIO NBNKY

BrmiouuTE BANMABLMIC NAKETOR

¥ He BexmoNaTE IXDAN BO BPEMR
3apARKY

NpopoTep:

Orobpaxate Kacamma

MNepesarpysurs a fastboot

Yerawoexa I'C

*  Paapewmrs THXYIO YCTaHOBKY
MCHHTS TMXYIO0 YETEMOS

LOWOMMTS TMX ey Maxoroa wa SOX

Cotousio NORKMTOWEHR

Ynanésunoe coaguHente
PRIpauinTs Ba0g o SSH C e
nomssoasaTenn 'Joloultiser’

Srssssnnn @

Maponk ANA ADCTYNSE K CYNEONONE20RaTH

Crouepnposats Coxpasmre

—_— t
—
<

"l’ 192.168.215

IP-agpec USE

VinCTRyMes T

Orobpaxenwe 4acToThl Kanpos

Qrnioveno

% CoxpaMrTb OTNagoNMBIE CUMBOND B
AOMALIOIO NANKY

BKNIONUTE BANKASUAIO NAKETOR

*  He BuKNIONaTD 3XPAH BO BPEMR
IAPARKM
MOOQOTHOMGAT S BULOMIN NG JXDONA, LOrAA
MO8 YOTPOWCT S

PucyHok 104

PucyHok 105

— HACTPOWUTb OTODpPaXKeHMe YacTOTbl KaapoB., 3anyLeHHbIX M1, KOCHYBLUUCbL NOASA
«OTObOparkeHMe 4YactoTbl KagpoB» B noapasdene «VHCTPYMEHTbI», U Ha OTKpPbIBLIEMCA
CTPaHMLE KOCHYTbCA MNyHKTa «[llpocToe» nnbo «MoapobHoe» NMBO KOCHYTbCS MNOAA
«OTKNOYEHO» A/1A OTKAOYEHUS ANarHoCcTUKKM (PucyHok 106);

— KOCHYTbCA COOTBETCTBYIOLLMX NepeKatodaTenein B noapasaene «MHCTPYMEHTbI»
NNA BbINONHEHWUA cheaytowmnx aenctemin (cm. PucyHok 104):

epaspelmnTb MMHO 3aNPeTUTb COXPAHEHNE OTNAA04YHbIX CUMBO/IOB B AOMALLHEN
nanke;
®BK/IIOYNTb MO0 OTKAKOUNTL BAaIMAALMIO NAKETOB.

NMPUMEYAHUE. [ns nposepkn RPM-maketoB MI1 uncnonb3yerca Banuaatop,
NpoBepsoWMIA  YCTAHOBOYHbIE MaKeTbl Ha NpeamMeT COOTBETCTBMA TpeboBaHMAM,
yKa3aHHbIM Ha Beb-canTe: https://developer.auroraos.ru/doc/software development/
guidelines/rpm_requirements. BannaaTop 3anyckaeTca aBTOMaTUYECKU MPU YCTaHOBKE
RPM-nakeTtoB, npu atom RPM-nakeTbl, He npouweawne BannMaaLuMio, He MOryT ObiTb
yCTaHoBAeHbl Ha MY, dyHKUMOHMPYoWwem noa ynpasneHnem OC ABpopa;

— nepesarpy3ntb MY ana nepexoga B pexum fastboot, KOCHyBLIMCb KHOMKK
«Mepe3arpy3unTb B fastboot» (cm. PucyHoK 104), n Ha OTKPbIBLWIENCS CTPaHMLE KOCHYTbCA
KHOMKKN «[loaTBepAuTb» ANA NOATBEPXKAEHMA onepaunm AMbo KHoMKM «OTMEeHUTbY ANA
oTMeHb! (PucyHok 107);

— paspewunTb NMBO 3anpeTuTb TUXYH YCTaHOBKY NakeToB M3 SDK, KOCHyBLIWCb
nepekntodaTena «PaspelwnTb TUXYKO YCTAaHOBKY» B noapasgene «YcraHoBka [10»
(cm. PucyHok 104) 1 noaTBepanTb AeNCTBME BBOAOM TEKYLEro napons (cm. PUCyHOK 4).
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| OtobpaxeHune YacTOTH Kaapon
Orxmoueno

MpocToe

MNogpobroe

MpocTo# - TONEXO XOMNOZNTOP
MNoapobisiil ~ TONLKO KOMNOIMTOR
MPOCTON = TONBXO NPMNOKEHNR

MoapobHbIR « TONMLKO NPUAOKEHA

PucyHok 106

| OTMeHUTY Moprsepaute l

MepesarpyanTb yCTPOMCTEO
8 pexwm fastboot?

YEIROoRCTE0 Byipet mausi s NEpess pyRBeG.

210 CAHEMRET, WTO SCE DTXPRITIE COAMON M
IDONCH e Sisiiuo GyayT NOTePEM

PucyHok 107
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4. MEXAHU3MbI BE3OTNACHOCTH

PeannsoBaHHble B OC ABpopa o¢yHKUMM 6e30NacHOCTM MOMHO HacTPOUTb C
MOMOLLLbIO COOTBETCTBYIOLWMX MHTEPDENCOB, ONMCaHNE KOTOPbIX NPUBEAEHO B HACTOALLEM
pasaene.

4.1. Peructpaumsa cobbitnin 6esonacHocT (ayamT)

4.1.1. CnuctemHoe ypHanmpoBaHue
4.1.1.1. Obwan nHPpopmaLms

CuCTEeMHOE KYpHaNMpoBaHMe — CEPBMC ANA PETUCTPALMMN U XPaHEHMA MHDOPMALMM
O BaKHbIX MPOrPaMMHbIX M annapaTHbIX CODLITUAX, @ TaK¥Ke MX AanbHeNlero aHaan3a B
Cny4ae HeKoppeKTHoM paboTbl CUCTEMBI.

OC ABpopa OCYLLECTBAAET PEFUCTPALMIO N XPaHEHME cneaytolen MHGopMaLnu:

— coobLeHn 13 cuctemHoro KypHana (journald) n agpa (kernel log);

— COODLIEHNI, BbIBOAMMBIX NPOLIECCaMmm CayKb Ha CTaHAAPTHble NOTOKM BbIBOAA
(stdout);

— owmnbok (stderr).

MonyyeHHaa MHOOPMALMA MHAEKCMPYETCA M XPAHWUTCA B CMCTEMHOM XypHane,
KOTOPbIM HaxoAMTCA BO BPEMEHHOM NanKke 1 nocse nepesarpysky He CoxpaHaeTcs.

4.1.1.2. CoxpaHeHue coObITUIN CUCTEMBI B MOCTOAHHYIO NamaTb MY

[ns coxpaHeHWsa COObITUN CUCTEMbI BO BHYTPEHHIOKD MOCTOAHHYHO NamsaTe MY
HeobX0AMMO BbINONHUTbL Ceaytolne AeNCTBUS:
— OTKpbITb MTIM «Terminal» 1 BbINONHUTbL KOMaHAY:

vi /etc/systemd/journald.conf

— YCTAaHOBWUTb MNapameTpbl B c/iefytollme 3HaYeHNs:

Storage=persistent
SystemMaxUse=500M
RuntimeMaxUse=1M

— nepesarpy3nTtb MY ana coxpaHeHusa M3MeHeH .
[na BbIrpy3kun daina »KypHana HeobxoAMMO BbINOAHWUTb KOMAHAY:

journalctl -a > j.log

npu aTom notpedbyeTcs co3aaTb Gpalin nora, KOTopbi ByaeT MMeTb Ha3BaHWe: j.log W
coaeprKaTb BCe cobbITMA (-a = all). HazBaHMe Npu HEOOBXOAMMOCTM MOXKHO U3MEHUTD.
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4.1.2. Cepswuc sdjd
4.1.2.1. Obwan nHPpopmaLms

[ns HageXHoro XxpaHeHMA Habopa coobLEHNN, OTHOCALLMXCA K CUCTEME 3aLUMUTH
MHGOPMaLMM, UCNOSIb3YETCA CEPBMC NO COOPY 1 perncTpaumm cobbiTnin 6esonacHocTm sdjd.
CepBUC coxpaHAeT oTaeNbHble coobuwerns B dann /var/log/sdjd-v2.log, KoTopblt npu
3aM0/IHEHUN [0 MaKCcuMmanbHoro pasmepa (50 MB) nepesanucbiBaeT npeaplayuime
COODOLWEeHMA HOBbIMU.

[Ons onpeaeneHna cobbiTMin  permctpaumm cepsucom sdjd  mMcnonb3yeTcs
KOHPUIrypaumoHHbI dain /etc/omp/sdjd.conf, B KOTOpOM C MOMOLLbIO PEeAaKTUPOBAHUS
MOXHO 334aTb HeaKTyabHbIM CObbITMAM cTaTyC false.

B OC ABpopa c ncnonb3oBaHnem cepsuca sdjd pernctpmpyrotca n 40AroBpeMeHHO
XpaHATCA cneaytolme Tunbl CobbITUIM 6e30NacHOCTH:

— pe3ynbTaT NONbITKM BXOAa B CUCTEMY;

— OIOKMPOBaAHME MHTEPAKTUBHOIO CeaHca Kak no 3anpocy N0/ab30BaTeNs, Tak 1 No
MCTEYEHWM YCTAHOBNIEHHOIO NEPMOaa HEAKTMBHOCTM NOJIb30BaTeNA;

— BNOKMpPOBaHME AOCTyna mMoc/ae YCTAaHOBMEHHOTO KOAMYECTBA HeyCnellHbIX
NOMNbITOK BBOAA ayTEHTUPUKALMOHHON MHbopmaumu (nn. 4.2.2.1.3);

— MCTeYeHMe CpoKa AeNCTBMA Napons;

— CMeHa Napons;

— 3anycK npoueaypbl U pe3ynbTaT KOHTPOAA UenocTHocTK (KL);

— MOJlyYeHMe oTpMLATENIbHOIO pe3yibTaTa NPOBEPKMY;

— aBToMaTuyeckan 610KkMpoBKa MY;

— pe3y/abTaT NOMbITKM YCTAaHOBKM, yAaneHns nam obHosneHns RPM-nakeTos;

— MOAKNOYEHME N OTKAKOUYEHNE BHELLHMX HOCUTENEM MHPOPMALMK;

— nepenosiHeHMe XKypHana cobbITMin HesonacHoCTY;

— BKJ/IIOYEHME, Nepes3arpyska 1 BoikatoveHne MY;

— pobaBneHune NpaBua CeTeBoro PUNbTPA;

— 3aMnycK, 3aBepLIeHne n naMeHeHne KoHOUrypaumm cny>bol ayamTa;

— WN3MEHEeHMe CUCTEMHOrO BPeMEHMU;

— HelWTaTHOoe 3aBepLUeHMEe CUCTEMbI;

— MONbITKM A0CTyNa K danam, HaxoAALMMCA B NPOLLECCE PErUCTPAUMN;

— cbol B MexaHM3Me 1301ALMM NPOLLECCOB;

— OWWBKM Bannaaumm RPM-nakeTos;

— CO3/[aHune, NepekNtoYeHne 1 yaaneHne y4eTHOM 3anncK Nosib3osBaTens;

— MHWUMANM3aUmMA 1N pe3ynbTaT NpoxoxaeHna 20A.

NMPUMEYAHMUE. HaumHaa c penmsa OC Aspopa 4.1.0 update 1, He npoucxoanT
perncTpmpauma cobbiTMA NPUBA3KN TOKEHOB K Y4eTHOM 3annck (MHuumnanmsaums) (ID=47);

— cobbITNA aHTMBMPYCA;

— cobbiTnA [loBepeHHOoM cpeabl ncnonHeHna ABpopa (Mpu HannYmnm);
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— 3anyck Ml «XypHan»;
OOHapy)KeHne HapyLeHMA LeNOCTHOCTM CTOPOHHMX GaliNos;
M3MEHEHWEe NapoIbHOM N NONb30BaATE/IbCKON NONUTUK;

— BKJ/ItOYEHME permnma pa3paboTunKa;

— BKJ/IHOYEHME W1 BbIKIKOYEHME YAANEHHOMO AOCTYNa;

— paspelueHune 1 3anpeT goctyna K MIM «Terminal».

NMPUMEYAHUE. T[MonHbiM cnucok cobbiTnuit  6e30MmacHOCTM,  PEerncTpUpyembix
CEPBMCOM sdjd B OC ABpopa, [OCTyneH Ha Beb-canTe:
https://developer.auroraos.ru/doc/software_development/reference/sdjd/events.

Kaxkaoe cobbiTve CoaepKnT cneayoulyto MHGOPMaLMI:

— YHUKaNbHbIA MAEHTUPMKATOP CODbITUA;

— Tnn cobbITUA;

— BPEeMA pPerncTpaumnm cobbitms;

— YPOBEHb Ba*KHOCTWN COODLLEHMA;

— OMUMOHANbHbIN TEKCT coobLeHMA (MK NycTan CTPOKa);

— PID npouecca-oTnpasuTens;

— PID poanTensbcKoro npouecca Aa4 npouecca-oTnpasuTena;

— UID npouecca-oTnpasuTens;

— Effective UID npouecca-otnpaButens;

— Saved UID npougecca-oTnpaBuTens;

— File system UID npouecca-otTnpaBuTens;

— Real GID npouecca-otnpasutens;

— Effective GID npouecca-otnpasutens;

— Saved GID npouecca-oTnpaBuTens;

— File system GID npouecca-oTnpasuTens;

— Supplementary groups npougecca-oTnpaBuUTeNs;

— 2QPEeKTMBHbIE MPUBUAETMN NPOLECCA-OTNPaBUTENS;

— MOAHbIM NYTb K UCMONHAEMOMY Pailay NpoLecca-oTnpaBUTens;

— KOHTeKCT 6e30MacHOCTM MpoLecca-oTnpasuTena (Tekywaa poab WAW MeTKa
SELinux);

— TEeKCTOBOe npeacTas/eHne naeHTUdmnKaTopa cobbiTa ANna yaobcTBa OTAaAKMN.

AOMMHUCTPATOP MOXET onpeaennTb cnmMcok obbektoB PC, nonbITKM AOCTyna K
KOTOpbIM OyayT pernctpupoBatbca B danne /usr/share/security-audit/security-audit-
rules.conf, no6aBnB NpaBWNO ayanTa Ans Habaogaemoro o6bekTa OTAENbHOM CTPOKOM B
danin /usr/share/security-audit/security-audit-rules.conf. MonbITKM AocTyna K obbekTam
®C, Haxogawmmes B nanke /home 1 ero nognankax, He PErmcTPUPYHOTCA.

Bce peructpupyembie cobbiTns 6e30macHOCTM OTODparKatoTCcA C  YKa3aHWem
BPEMEHM W LBETOBOM MHAMKAUMEN B KypHane cobOblTMl, NPOCMOTP KOTOPOro
ocyulectsadaeTca ¢ nomoubto MM «KypHan».
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MPUMEYAHME. Monb3oBaTenb MMeET BO3MOXHOCTb COXPaHWUTb KypHaa CobbITUMA
6e30MNacHOCTM CUCTEMbI BO BHYTPEHHIOK NMOCTOAHHYO NamsaTb MY B LUMPPOBAHHOM BMAE.

4.1.2.2. NMpocmoTp cooblleHnin ayamTta

[lna npocmoTpa coobleHNn ayamnTa M A0CTyNa K HUM HEODBXOAMMO MCNONb30BaTh
cnenytolme MHCTPYMEHTbI:

— nporpammel journalctl u dmesg, umetouime MHTepdENC KOMaHAHOM CTPOKK;

— yuanty sdjd-dump, no3BosAloLLyt0 NPOCMOTPeTb CcobbiTMA 6e30nacHoCTM B
M «Terminal»;

— MM «ypHan» (/usr/bin/log-viewer), B rpadpmyeckom unHTepderice KoOToporo
oTobparkatoTcA 3anmncKn o cobbITUAX, COXpaHAeMbIx cepBmcom sdjd.

MPUMEYAHUE. B MM «*KypHan» oTobpaxkatotca cobbitma ayamTa (PucyHok 108).
MNoppobHoe onucaHne pabotel MI  npuBeaeHo B A0OKYMeHTe  «PykoBoACTBO
NnoNb30BaTeNs».

Mpn 3TOM aAMUHUCTPATOPY AOCTYNEH NPOCMOTP COOBLLEHWI ayAnTa BCEX YYETHbIX
3anucem, cosgaHHbix Ha MY. [na aToro Heob6xoAMMO BbIMOAHUTL CAeaytolime AeNCTBUA:

— OTKPbITb BCM/1bIBAOLLEE MEHIO;

— KOCHYTbCA NYHKTa «PUNbTPLIY;

— KOCHYTbCA nond «BblbpaHHbIA MNONb30BaTeNb» M BblOpaTb MNOAb30BaTENA
(PrncyHok 109).

Mpocmorp xypHana () 2 DUnLTPH
Ceroamn BriGpanHuil nons3osarens:
Bce nonvaoeatenn
1. Yenewnan syTeHTHducaUmn Boe no i
0Z/07/2024 124516 GMT +03 Lo bl
2. Yasnmisii gocTyn amomes defaultuser
Ramote login enabled
02/07/2028 1248116 GMT +03 Nonsacearens 1
3. YRanéHHuil AoCTYN BuioveH MNonssosarens 2
Remaote login disabled
020712024 12.849:02 GMT +03
Nonbaosarens 3
4. Yenewsman ayTeHTudHKaum
02/07/2024 12:40:44 GMT +03
® 5 Ownbka obpadorku naxera
harbour-colordots
02/07/202412.20:37 GMT +03
6. Yenewsan ayreHTrducaum
02/07/2024 124016 GMT +03
7. Yoanes naxer
ruvk RuStors
072024 12.38:55 GMT +03
PucyHok 108 PucyHok 109
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A,EI,N\I/IHVICTpaTOpy AOCTyneH 3SKCNopT CUCTEMHOTO

MpocMoTp XypHana 2
Q otyeTa. [11a 3TOro HeobXoAMMO BbIMOAHUTL CAeayloLme

BKCNOPTHPOBATE CHCTEMHLIA OTHET ,EI,EI‘/J1CTBVIF|I
Ce KcnopT s daiin — OTKPbITb BCN/bIBAOLLEE MEH!O;
O6moswT — KOCHYTbCA MYHKTa «JKCNOPTMPOBATb CUCTEMHbIN
P oTtyeT» (PncyHok 110);
e — Ha OTKPbIBLUIENCS CTpaHuLe BbiIOpaTb Manky, B

KOTOPYH HEOHXOAMMO IKCNOPTMPOBATL OTYET;
— KOCHYTbCA KHOMKK «IKcnopT» (PncyHok 111);

i 3. Yonewwwi Bxon 8 cucTeMy
22/01/2024 18:51.82 GMT «03

4, Sxpas 3a0N0KHPOBEH

R RS — LOXOATbCA  Mpouecca 3aBeplleHMA  3KCMopTa
5. PexuM NEpessvmn MynsTrMesns ( PM CVHO K 1 12 ) .
(MTP) sxmoylin

MTP_MODE_ON
22/01/2024 18:40:57 GMT +03

6. Yenewsnih oxog 8 cucTemy

22/01/2024 154955 GMT +03

-4

Paxum nepenasu MynsTHMenmns
(MTP) saikmones
MTP_MODE_OFF

22)0/20248 T1B5 23 GMT 403

PucyHok 110

| Hasan (afcnom l MpocMoTp XypHana -
HEeT 80XEHHbIX NENOK
1%
MNponasogurcn SKcnopy...
PucyHok 111 PucyHok 112

4.1.3. Cepsuc reports

CepBUC reports reHePUPYET eAMHbIA CUCTEMHbIN OTYET B BMAE apxmBa C Gparnamm
KOHOUIypauyum 1 noramm paboT pasnmyHbix KomnoHeHToB OC ABpopa, KOTOPbIM MOXKET
ObITb 3aLMdPOBaAH.
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4.1.3.1. OnncaHme cMCTeMHOr0o oT4yeTa

CUCTEMHDbIN OTYET MMEET CaeayoLWnin opmaT: tar.bz.
MMa CcMCTEMHOro oOT4yeTa MMEEeT CAeaylollyld MacKy: reports-YYYYMMDD-

HHMMSS.tar.bz.

NMPUMEYAHUE.

MNoapobHoe onucaHuve npoueaypbl  GOpMMpPOBaHMA  OT4YeTa

npuBeAeHO B JOKYMeHTe «PyKOBOACTBO NO/b30BATENAY.
OnuncaHue TeKkyulero Habopa moaynei npueeaeHo B Tabanue (Tabaumua 1).

Tabnnua 1
Moaynb OnucaHue
agnss NHbopmauma o A-GNSS
available-packages CNWCOK AOCTYMHbIX M YCTAHOBNAEHHbIX NAKeTOB
battery NHPopmauma 06 akkymynaTope
bluetooth NHdpopmaums o Bluetooth®
cellular NHbopmauma SIM-KapTax

certificates

NHbopmauma 06 yCTaHOBIEHHbIX B CUCTEMY CEPTUPMKATAX

(ima, kernel, rpm DB)

disks NHPopMaLma 0 ANCKaxX M 3aHATOM/CBODOAHOM NPOCTPaHCTBE
dmesg CuctemHble coobuieHna aapa
emm NHbopmauma o nanke /etc/emm
info Obuwan nHpopmaums o MV:
— KOHTPO/IbHaA CyMMa 3arpy304HOro pasaena;
— nHpopmaums 06 AIDE;
— CMUCOK AONONHUTENbHbIX QYHKLNI;
— nHpopmauma o pennse OC;
— nHpopmaunsa o HW penumsze OC;
— Bepcua Aapa
integrityd KoHdurypaumoHHble pannbl cepsmca integrityd
internet NHbopMaLma 06 aKTMBHOM MHTEPHET-COEANHEHUN
logcat CuctemHble coobuleHmn
memory NHPopMaLmMa 0 NAaMATU
mount-points TekyLine TOYKM MOHTUPOBAHMA
policy NHbopmauma o nanke /etc/policy
process-list TeKyLMn CNMCOK NPoLLEeccos

push-daemon

MHPopmauma o nankax /etc/xdg/push-daemon u /var/lib/push-
daemon

roms CNUCOK YCTaHOB/EHHbIX MAKETOB
screen NHdopmauma 0b akpaHe MY
sdjd CobbiTna 6e3onacHocTH

ssu NHDOpMaLma 0 peno3nTopmax
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Moaynb OnucaHune

system-journal-json CucTeMHbIN )KypHan B dopmate JSON

system-journal-log CMCTEMHbIN }KYpHaa B TEKCTOBOM BUAE

system KpaTkasa MHpopmaLuma o cucteme:

— PEXMM SKOHOMMUM aKKYMYIATOPA;
— noAakatoveHune K cetn NHTepHeT;
— CTaTyC NOAKIOYEHMSA;

— aKTuBHOCTb ceT WLAN

systemboot NHbopmaLma O CUCTEMHOM 3arpy3ke
systemctl Crnuncok cepBmcoB
systemupdate Jlor obHOBNEHMA

4.1.3.2. [eHepauma CMCTEMHOro oT4eTa
4.1.3.2.1. TeHepauma cMCTEMHOro oT4yeTa ¢ nomolubto MM «Terminal»

CUCTEMHBIN OTYET MOXKHO creHepumpoBaTb B MM «Terminal» c nomoLbio cneayoLmx
KOMaHA;:
— reHepauma CUCTEMHOTO OTYeTa C COXpaHeHWeMm B nanke /var/reports:

generate-reports.sh true

— reHepaumMa CUCTEMHOrO OT4YeTa C COXPaHEeHWeM BO BPEMEHHOW nanke
/run/reports, KoTopana byaeT ounlieHa nocae nepesarpysku MY:

generate-reports.sh false

— lreHepaund 3aLIJl/IC|)pOBaHHOFO CUCTEMHOTIO OTHETa B yKa3aHHOl\/lI nanke:

generate-encrypted-reports.sh /home/defaultuser/Documents/

MPUMEYAHMUE. MMpn HeycnewHon reHepauum 3alMPPOBAHHOrO oTyeta byaer
CO34aH 0ObIYHbIN CUCTEMHbIM OTYET.

4.1.3.2.2. [eHepauma cMCTeEMHOrO OT4eTa € nomMmoLLbto MIT «RypHan»

CUCTEMHbIN OTYET MOXKHO creHepmnpoBaTb B MIT «KypHan». MoapobHoe onuncaHme
reHepauum CUCTEMHOIO oOT4yeTa C nomouwbto MIT «KypHan» npuBeleHO B AOKYMEHTE
«PyKOBOACTBO MO/b30BaTENAY.

4.1.3.2.3. 3aWMPPOBAHHbIN CUCTEMHbIN OTYET

LindppoBaHne CUCTEMHOIO OT4eTa MPOUCXOANT TONIbKO C YCTAHOBAEHHbIM Ha MY
KNMEHTCKUM cepTUdMKaTOM. pK OTCYTCTBUM AAHHOTO cepTUdMKaTa, BHE 3aBUCMMOCTM OT
Bepcum OC ABpopa, CUCTEMHbIM OTYEeT He byaeT 3alndpoBaH.

B OC ABpopa mncnonbayetca 6ao4Hoe wndpposaHune NOCT 28147-89.

LLInppoBaHHbLIN OTYET UMEET CAeayoLLMin OpMaT: tar.bz.cms.

Mma wndpoBaHHOrO OTYETa MMEET CAeAyollyt0 MACKy: reports-YYYYMMDD-
HHMMSS.tar.bz.cms.
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[JononHutenbHo dpopmunpyetca Gann ¢ MHPopmaumen o ceptTudukaTe, NyHBANYHbIN
KMtOY KOTOPOTO Hbl/1 MCNONB30BaH ANA WndpoBaHMA oT4yeTa. OH co3aaeTca pAaOM U MMeeT
dopmart .txt: reports-YYYYMMDD-HHMMSS.tar.bz.txt. Bpema co3gaHua B Ha3BaHUK Y
3TMX GanN0B NAEHTUYHOE.

Mpumep ¢parina c MHPopmaLnen:

cat reports-20220329-104949.tar.bz2.txt

BbIiBOA, KOMaH/bI:

Subject: OMP Test

Group: developer

Subgroup: regular

Key ID:
7003efe7156bd53a2e88c2cb3c0d43e9786760c53721933dd5052fdaf443dbfb

OTyeT MOXHO paclmdpoBaTb COOTBETCTBYHOLMM KAHOYOM M CepTMPMKATOM C
nomotbto OpenSSL. Kntoy pacwimndposkn onpeaensetcsa B none «Key ID» danna popmata
.txt, pacnoNOXKEHHOro C apxmMBOM. Takxe noTpebyerca MOAKAYUTb FOCTOBbIN ABUMKOK®,
NONONHUTENbHO YCTaHABMBAEMbI B CUCTEMY:

openssl cms -decrypt -in /home/defaultuser/Documents/reports-20220228-
173753.tar.bz2.cms -recip system-developer-cert.crt -inkey system-
developer-key.pem -inform DER > reports-20220228-173753.tar.bz?2

4.2. UpeHTnduKauma n ayteHTMrKauma

4.2.1. OcHoBHble npasuna MAD

B OC ABpopa peannsoBaHa noacucTema MaeHTUOUKaumm 1 ayteHTndukaumm (MAD),
npeAHa3Ha4yeHHan ana obecnevyeHna oAHO3HAYHOM M HENMPOTUBOPEYNBONA:

— maeHTnduMKaumm obbektos goctyna OC Aspopa ($pannos 1 nanok);

— naeHtTnoduKaumm cybbektos goctyna OC ABpopa (CMCTEMHbIX MPOLECCOB,
NPOLLECCOB B MPOCTPAHCTBE AZPa, @ TaKXe MPOLECCOoB MAW NPOrpaMm, 3anylleHHbIX OT
MMEHW NONb30BaTeNEeN);

— MOEHTUOUKAUMKM  yYeTHbIX 3anucer nonb3osatener OC ABpopa (C  posbto
aAMUHNCTPATOPA 1 C PONIbIO NONb30BaTENA);

— ayTeHTUdMKaumm nonb3osaTenent OC Aspopa (MHorodakTopHasa ayTeHTUOMKaLMA
C MCMO/Ib30BaHNEM TaKMX GAKTOPOB, KaK: Napob, cMapT-KapTa, CYAWC, oTneyaTok naabLa).

Onsa  pabotbl ¢ OCABpopa agMWHUCTPATOPY NPUCBAMBAOTCA Caeaytoline
MOEHTUPUKATOPDI:

— cumBoNbHbIN: defaultuser;

— yucnoson: 100000.

® Peanusauma KpMNTOaAropUTMOB poccuickoro FTOCT ans OpenSSL.
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N3meHeHWe HaCTpoekK H6e3onacHoCTH ocyulecTsaseTca nocpeacTBOm
KOPPEKTUPOBKN KOHOUIYPALIMOHHBIX GaliNoB M BbIMOJHEHMA COOTBETCTBYHOLMX KOMAHA, B
TepmunHane. Ml MCNOMHAKOTCA B M30/IMPOBAHHOM KOHTEMHEPE, Peann3yeMOM CPeaCTBaMM
firejail/sailjail. C nomowbio seccomp-bpf MOMKHO 3aMpeTnTb HEKOTOopble
CUCTEMHbIE BbI30OBbl, HANPMUMEpP: mount /umount, ptrace, kexec U AP.

Ona ycunenua sawmtel MY npmn nepBom BKAKOYEHUN PEKOMEHAYETCA YCTAHOBUTD U
NepUoaNYEecKM M3MEHATb Mapoab, KOTOpbIM  OyaeT xpaHuTbca B LUKS-cnore,
COOTBETCTBYHOLLEM UAEHTUPUKATOPY NONL30BATENS.

NMPUMEYAHMUE. LLindpoBaHMe pa3aena NPoMCXoAMT aBTOMATUYECKM, NPU 3TOM BO
BpemAa nepBoro 3anycka MY no ymondaHuto wmucnonbdyetca naponb 00000, KoTopbin
BMNOC/NIEACTBMU MOXKET OblTb NU3MEHEH.

B uenax npeaoTBpalleHMA  HECAHKUMOHMPOBAHHOro  Aoctyna K MY,
dYHKUMOHMpYtoLemy noa ynpasneHnem OC Aspopa, naponb (cm. nn. 4.2.2) Tpebyetca ans
NOATBEPHKAEHMA BbINONHEHWUA CIeAYOLLNX AEUCTBUA:

— CO34aHWNA YYETHbIX 3aNncemn ponen;

— HACTPOWMKM NapObHOM NONUTUKMY;

— 334aHWA OrPaHNYEHNN BXOAa B CUCTEMY;

— BKJ/IHOYEHMA M HACTPOMKN 2DA;

— 33aHWA OZLHOPA30BOro NapPos;

— M3MEHEHUs HAacTPoeK BNOKMPOBKMY;

— paspelleHna yCTaHOBKKM cTopoHHero [10;

— yCTaHOBKM SSH-napons;

— aKTMBALMM M HAaCTPOMKM pexrmMma pa3paboTumka;

— MPOCMOTPA AaHHbIX YY4ETHbIX 3aNMNCEN;

— cbpoca HacTpoek MY;

— YCTaHOBKM Napo/iA Cynepnoib3oBaTens;

— NPOCMOTPA Naponemn, CoxpaHeHHbIX Ha MY.

MPUMEYAHME. MNoapobHoe onmncaHme o 3a4aHNK Napoa NPUBEAEHO B JOKYMEHTE
«PyKOBOZCTBO NOJIb30BATENAN.

ApxutekTypHo MA®D OC ABpopa COCTOUT U3 cepBMCa ayTeHTUdMKAUMM authd C
BO3MOXHOCTbO MOAKAOYEHMA MOAYNEN, PEaNn3yoLMX Pa3anNYHble CNocobbl MPOBEPKMU
NOA/IMHHOCTM, a TakKke bubamnoTek, obecneynBatoLMx OTPUCOBKY NPUTAALLIEHNA HA BXOA, W
pPeanu3yoLLnX B3aMMOAENCTBME C APYTMMM MPOrPaMMHbIMKM MOAYAAMM rpadUyeckoro
MHTepdenca, TaKMMW KaK YCTPOMCTBO BBOAA (3KpaHHaAa KnaBuaTypa), rpaduyeckoe
OKpyKeHMe lipstick M cnyxba ayamTa sdid.

Habop mopaynein, obecneymBatowmx cnocod MA® nonb3oBaTenen u peanmsaumio
dYHKLUMIM Be3onacHoCTH:

— lockout (nn. 4.2.1.2);

— loginrestriction (nn. 4.2.1.4);

— password (nn. 4.2.1.5);
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— smartcard (nn. 4.2.1.6);

— sudis (nn. 4.2.1.7);

— reset (Nn. 4.2.1.8).

Moaynu npeacrtaBnatoT cobon pannbl dopmaTta .so, PACNONONKEHHbIE B Manke
/usr/lib/authd/. [pn Kaxkgom 3anycke MY cepBuC authd CKaHMPYET Nanky. HacTponKku
cepBMCca authd pacnonoxeHbl B aine /etc/authd/authd.conf, rae:

— plugin-dir —nanka c moaynamMu;

— admin-mandatory-factors — cnocobbl MA®D, obazaTenbHble ANA y4eTHOW
3anMcuM aAMUHUCTPATOPA;

— admin-immutable-factors —  cnocobbl  MA®  yyeTHOM  3anucu
aAMWHUCTPATOPA, HEAOCTYMHbIE ANA BKAOYEHNA MW BbIKIHOYEHNS;
— admin-default-factors — cnocobel WMAD ans  yyeTHOM  3anumcu

agMUHUCTPATOpa NO  yMon4YaHutio  (byayT  BblOpaHbl  aBTOMATUMYECKW,  eCcau
CKOHOUIYPMPOBAHHbBIM CMUCOK GaKTOPOB NyCT);

— user-mandatory-factors — cnocobbl MA®D, obaszaTenbHble A8 YYETHOW
3anmncK Nonb3oBaTens;

— user-immutable-factors — cnocobbl MAD y4yeTHOM 3amMmMcK MONb30OBATENS,
HeAOCTYMNHblE ANA BKAKOYEHNA MW BbIKNOYEHWSA;

— user-default-factors — cnocobbl MAD ana y4eTHOM 3aNMCK NONb30OBaTENSA
no ymon4yaHuto (byayT BbiOpaHbl aBTOMATUYECKM, €CAM CKOHPUTYPUPOBAHHbBIM CMUCOK
daKTOpPOB NyCT).

MpeaycMmoTpeHa BO3MOXHOCTb HACTpPoMTb Habop cnocobos MAD ana Kaxkaon
y4yeTHOM 3anmcu Nonb30BaTeNS. Habopbl XpaHATCS B danne BMAA
var/lib/authd/users/<uid>.conf, rae UID — wuaeHTMOMKATOP Yy4YeTHOM 3anucu
No/Nb30BaTENA B CUCTEME.

4.2.1.1. OnucaHme AMarHoCTUYeCKMX oLLnbOoK

Cnucok moaynemn, y KOTOPbIX MEHSIOTCA MNapameTpbl, a TaKXe WX onucaHue
npuseaeHo B Tabanue (Tabaumua 2).

Tabnunua 2

Moaynb (%1) Onucanue
lockout Bnroknposka MY
loginrestriction PacnucaHue Bxo4a y4eTHOM 3anumcK Noib3oBaTens
password [Maponb
reset Cbpoc MY
smartcard CmapT-KkapTa
sudis CYANC (CepBuc ynpaBaeHns A0CTyNoM K

MHOOPMALIMOHHBIM CUCTEMAM)

B MM «XypHan» GopmMMpytoTCa YTOYHAKOLWME COOOLEeHMs 06 M3MeHeHUAx
NapamMeTPOB CUCTEMbI CeAYIOLLMM 0O6Pa3OM:
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1) Ana nonb3oBaTenbckkx napameTpoB: Plugin: %1, setUserOption: %2=%3,

UID=%4;

2) Ons cucteMHbix NnapameTpoB: Plugin: %1, setOption: %2=%3.

roe:

— «%1» - HaMMeHOoBaHWe MOYNA, Y KOTOPOro MeHseTca NapameTp;

— «%2» - NapamMeTp MOy, KOTOPbIN Obla U3MEHEH;

— «%3» - HOBOE 3Ha4YeHMe NapameTpa;

— «%4» - UID nonb3oBaTtens, A4 KOTOPOro MeHAeTca napameTp.

CnMCOK M3MEHEHHbIX NMapameTpoB, a TaKKe UX onucaHue npueeaeHo B Tabauue

(Tabnunua 3).
Tabnuua 3

MapameTtpbl moayna (%2, %3)

OnucaHue

Mogynb loginrestriction

ttl

[encTBre y4eTHOM 3anmcu

login-schedule-days

[Hn BXO4a B cUCTEMY

login-schedule-time

Bpemsa Bxoaa B cuctemy

login-locked

BNOKMPOBKA y4ETHOM 3aMMCK NONb30BaATENS

login-temporarily-locked

BpemeHHaa HNOKMpPOBKa TEKYLLEN Y4ETHOM 3anmncu

temporary-lock-timeout

Tanm-ayT 610KMPOBKMU

Mopaynb password

new—-length

OnvHa napona

max-age

CpoK AencTBmna napons

max-attempts

Konn4yectso NonbITOK BBOAA napond

new-strength

CNoXHOCTb naposaAa

history-check

NcTopua napons

expiration-notification

YBepomneHune ob UCTeYeHnn CpoKa AencTems
napons

NMPUMEYAHUE. JlormpoBaHMe MCNONb3YeTCA TONbKO ANA loginrestriction W

password.

B cnyyae ycnewHoro Bxoaa B CUCTEMY IOTMPYETCA TONIbKO CO0bLIeHNe «YCnellHbli

BXOJ, B CMCTEeMY» He3 yTOYHEHUS.

B cnyyae HeycnewHoro BxoZa B CUCTEMY NOrMpyeTcs cooblieHne «HeycneuHbii
BXOZ, B CMCTEMY», @ TaKXe [A0MNo/HuUTeNbHas MHbopmauma ob owmnbke, KoTopas MmeeT

cneayowmn BuAa;
Plugin: %1, error: %2.
roe:

— «%1» — HanmeHOBaHMeE Moayna, K KOTOpomy OTHOCUTCA oum6+<a;

— «%2» — KoJ, OLLMOKN,
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Cnucok moaynen npuseseH B Tabanue (cm. Tabaunua 2), CNMcok oWnboK, KoTopble
oTobpaxkatoTca ANA MoAynen B Cayd4ae HeyCnewHoro BXO4a B CUCTEMY, @ TaKKe WX
onucaHue npmueeaeHo B Tabanue (Tabaunua 4).

Tabnuua 4

OwmbKa (%2)

OnucaHue

Mogaynb lockout

Recoverablelockout

MY BpeMeHHO 3ab/10KMPOBAHO

PermanentLockout MY 3ab10KMpPOBAHO
Mogynb loginrestriction
TtlBadSyntax HeBepHbIN CMHTaKCKUC
TtlExpired CpOK AenCcTBMA y4eTHOM 3anMcK N01b30BaTeNS UCTEK
DayUnknown HeBo3mMOXXHO onpeaennTtb
DayLocked Y4yeTHanA 3anmcb NOAb30BaTeNA 3abD10KMPOBaHa MO AHAM
Heaenm
TimeBadRange HeBepHbIlM CMHTAKCMC BPEMEHHOIO AMana3oHa
TimeBadSyntax HeBepHbIN CMHTAKCUC BPEMEHHOTO AMana30oHa
TimeLocked Y4yeTHanA 3anmcb NOAb30BaTENA 3aDN0KMPOBAHA NO BpeEMEHM
CYTOK
UserLocked YyeTHadA 3anmcb Noab3oBaTeNs 3ab10KMpoBaHa
UserTempLocked Y4yeTHanA 3anmcb NOAb30BaTENA BpEMEHHO 3ab10KMpOBaHa
Mopaynb password
InvalidResponse HeKkoppeKTHbIM 3anpoc
PasswordFailed HeBepHbI Naposb
gasswordUpdateFaile He yaanocb 06HOBWTL Naponb

PasswordsDontMatch

[laponun He coBnagatoT

UserLockedMaxAttemp
ts

Y4yeTHas 3anucb Nnosib3osaTena 3ab/10KMpoBaHa: AOCTUTHYTO
MaKCMMasibHOE KOIMYECTBO MOMbITOK

NotSupported

HesawmndpoBaHHOE YyCTPOMCTBO HE NOAAEPIKMBAETCS

BadNewPassword

HeKkoppeKTHbI HOBbI Napob

PasswordMatchPrevio
us

[MoNb30BaTENb HE MOYKET M3MEHWUTb NapPo/ib. HOBbINM Naposb
[OJ/IKeH OTIMYaTbCA OT NpeblayLero

PasswordNotSet Monb3oBaTenb He MoXKeT paszbnokmposaTb MY. Heobxoammo
06paTUTbCA K aAMUHUCTPATOPY A4 YCTAHOBKM 04HOPA30BOro
naponn

Moaynb smartcard

PinFailed HekoppekTHbIn PIN-KoA,

CannotSmartCard CmapT-KapTa He HalgeHa

TooManyAttempts CAVLWKOM MHOTO NOMbITOK

ConnectionkError

CMapT-KapTa OTK/toYeHa
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OwmbKa (%2)

OnucaHue

BadCert HeKoppeKTHbIN cepTudmKaT
ValidationFailed Bannaauns He npof/’]'ﬂ‘eHa

Mogaynb sudis
BadPassword HeBepHbIi Naponb
EncryptedPartitionl | 33wmdppoBaHHbIi passen 3ab6a0KMpoBaH
ocked
CannotStartClient

He ynaeTcs 3anyctutb KanmeHT Sudis

CannotConnectClient

He yaaeTcsa noaKNtouMTbCA K KAneHTy Sudis

CannotCommunicateCl
ient

He yaaeTca cBsa3aTbCs ¢ KaveHTom Sudis

UserLocked YyeTHas 3anumcb Nosb3oBaTena 3ab10KMpoBaHa

TooManyAttempts CNMWKOM MHOTO MOMbITOK

TooManyAttemptsWith | CnyuKom MHOrO NOMbITOK, AaHHbIE YaaNeHbl

outDeleted

NoUsbDevice OwmnbKa ayteHTUPMKaumn. Het USB-ycTpoincTea

ConnectionError OwWwmnbKa NOAKNOYEHNA

AuthFailed OwnbkKa ayTeHTUPUKALMM

BadDefaultCert HeBepHbIN cepTudmkaT

UserCannotUnlock [Monb3oBaTENb HE MOXKET pa3biokmpoBaTb MY. Heobxoammo
00paTUTLCA K aAMUHUCTPATOPY A1A YCTaHOBKM 0AHOPA30BOro
napons

ErrAuthType HeBepHbIM TN BXxoAa

4.2.1.2. Mopaynb fingerprint

Moaynb fingerprint npeAHas’HadyeH A8 ayTeHTUdGUKALUMKM MNoAb30oBaTeNnsd Mo

OTnedyaTry nasjibla.

OnucaHune HacTpoek MOy NS, XpaHALWMXcA B banne
/var/lib/authd/methods/fingerprint/<uid>.conf, npmseageHo B Tabnunue
(Tabnnua 5).

Tabnnua 5

o 3Ha4yeHue no
CsouncTso Onwucanue
YMONYAHUIO
Attempts 0 KonmyecTBo Heyda4uHbIX MNOMbITOK
Unrecognized 5 KonmyectBo BO3MOXKHbIX MOMbITOK 40 HEYAa4YHOM
NONbITKN
ids fingerprintl ms
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4.2.1.3. Mopaynb lockout

Moaynb lockout NpeAHa3HayeH ans nposepkn MY Ha npeameTt HAOKMPOBKM.

OnucaHune

/var/lib/authd/methods/lockout/current.conf,

(Tabnunua 6).

HaCTpPOEK

MOAYnNA, XPaHAWNXCA B

npmneegeHo B

banne
Tabnuue

Tabnuvua 6
. 3Ha4yeHue no
CsouncTBOo OnucaHue
YMONYaHUIO
lockout-mode 0 Pexxnm 610KMpoBKK MY:
- (0) NoLockout — He 3abN10KMPOBAHO;
- (1) Recoverablelockout —BpeMeHHaA
HNOKMpPOBKA, CHUMaeTCA Yyepe3 15 MUHYT nnbo
agMunHucTpatopom MY;
- (2) PermanentLockout — MNOCTOAHHAA
HNOKMPOBKA;
- (3) RecoverablelLockoutWithoutTimer —
BpemeHHan 6/I0KMPOBKa, CHMMaeTCA
agMUHUCTpaTopom MY
lockout- 15 MmuHyT Cpok BpeMeHHOM B10KMPOBKM
timeout
lockout- - Hayano BpemeHHOM 610KMPOBKM
timestamp

4.2.1.4. Mopaynb loginrestriction

Moaynb loginrestriction npeAHa3HayeH A4 TMNPOBEPKU BO3MOMKHOCTU
ayTeHTMdMKaLUMM NOIb30BaATENA B CUCTEME B AAHHbBIA MOMEHT.

OnucaHune HaCTpoeK MOAYANA, XPaHALLMXCA B danne
/var/lib/authd/methods/loginrestriction/<uid>.conf, NpuBeAeHO B Tabauue
(Tabnnua 7).

Tabnnua 7

. 3Ha4YeHue no

CsouncTBO OnucaHue
YMO/IYaHUIO
tel Tekywasn gata | CpoK AencTBua y4eTHOM 3anmncu
+ 2 roaa

login-schedule- Mo,Tu,We,Th,F | PacnucaHne Bxoaa B CMCTEMY MO AHAM HEAEeNN
days r,Sa,Su
login-schedule- 00:00-00:00 PacnucaHue BxoZa B CUCTEMY MO BPEMEHM
time CYTOK
login-locked false BNOKMPOBKaA y4ETHOM 3anNMCK NOJIb30BaTENA
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o 3HayeHue no
Csouctso OnucaHue
YMONYAHUIO
login- . O MUHYT BpemeHHana BNOKMPOBKa y4eTHOM 3anuncu
temporarily- nonb3oBaTens
locked
temporary-lock- 15 MuHyT Cpok aencrsms 61OKMPOBKM
timeout
MNpumep:

login-locked=false
login-schedule-days="Mo, Tu,We, Th, Fr, Sa, Su"
login-schedule-time=00:00-00:00 login-temporarily-locked=0
temporary-lock-timeout=900

ttl1l=2025.02.06

4.2.1.5. Mopaynb password

Mopaynb password npeaHasHavyeH Ans ayTeHTMOMKaALMM NONb30BaTENA MO NAPOIO.

OnucaHme rnobanbHbIX HACTPOEK MoAayAs (A1a BCeX Noab30BaTenen), XpaHaALWMXCs
B paiine /var/lib/authd/methods/password/current.conf, NPUBEAEHO B Tabauue
(Tabnunua 8).

Tabnuua 8
3HayeHue No YMONYaHUIO
CBoncTBO KopnopatusHaa | CepTuduumpoBaHHas Onuncanune
BEepcuA BEpCUA
new-length 5 cumBo0B 7 CMMBOJ10B OnvHa napona
new-length- 5 cumBos10B 7 CMUMBOJ10B MWHMUMaNbHaA ANMHA
lower-limit napons
new-length- 12 cmmBoIOB MaKcmMmabHaa aamnHa
upper-limit napons
max-age 0 30 gHeMn Cpok aencTems napons
(0 — 6e3 orpaHuyeHnin)
max-age- be3s 30 aHen MWHUMaNbHbIN CPOK
lower-limit orpaHuyeHmi AEeNCTBMA NapoNs
max-age- 180 aHem MaKCMMabHbIN CPOK
upper-limit [ecTBMA Naponsa
max—-attempts 0 4 KonnyecTtBo nNonbITOK BBOAA
napona
max-attempts-— | pe3 4 MWHMUMaNbHOE KONYECTBO
lower-limit orpaHuyeHuii NOMbITOK BBOAA Napons
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3Ha4yeHue No YMOJIHAHMUIO
Csoucrso KopnopatusHaa | CepTuduumposaHHas Onwucanue
BEpCUA BEpCHA

max-attempts- | 16 10 MaKcmMmaibHOEe KONMYeCcTBO

upper-limit NOMbITOK BBOAA MNapona

new-strength | 3 HazgeXHOoCTb Naposa:
-0 —TONbKO UMDPBI;
~1—undpbl 1 BYKBLI;
—-2 —undpsbl, BYKBbI B
HUXHEM M BEPXHEM
permcTpax;
~-3 —undpbl n 6yKkBbI B
HUXHEM M BEPXHEM
PEerncTpax, a Takxe
CNeucnMmMBObI

new—strgngth— 0 3 MWHMMaNbHaA Ha4eXXHOCTb

lower-limit napons

new-strength- | 3 MaKcMManbHaa HaJeKHOCTb

upper-limit napons

history-check | 1 NcTopuma napona —
KONIMYeCTBO NpeablayLmx
naponem, c KoTopbIMK
CpaBHMBAETCA TEKYLMI
naponb (0 — He NpoBepATb
MCTOPUIO Naponen)
MPUMEYAHUE. HoBsbin
Napoib AONXKEH OTANYATHCA
OT NpeablayLmx

history- 0 1 MuHMUManbHOEe 3Ha4YeHne

‘i?;it‘lower‘ MCTOPUM Napons

history- 10 10 MakcrmanbHoe 3HavyeHune

‘i?;it‘upper‘ MCTOPUM Napons

expiration- 5 Hel YBegomneHune o6 ncTeyeHmnm

notification CPOKa [1eMcTBMA Napons

generated- password MonyyeHune

password

CreHepupoBaHHOro Naposa
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3Ha4yeHue No YMOJIHAHMUIO
Csoucrso KopnopatusHaa | CepTuduumposaHHas Onwucanue
BepcuA Bepcua
generation 0 2 Cnocobbl 3a4aHNA Napons:

~ 0 — TONbKO BPYYHYIO;

-1 —3aaaHune BpyYHYyto 1nmbo
reHepaums;

— 2 — TONbKO reHepauma

HaCTpOﬁKVI YYETHbIX 3anucen Nonb30BaTeNss UMEOT Boee BbICOKMIA NMPUOPUTET Ha/,

rnobanbHbIMU HaCTpoMKamm

n XPaHATCA B banne

/var/lib/authd/methods/password/<uid>.conf.
OnuncaHune HaCTPOEK YYETHbIX 3anMcenm nonb3oBaTens Ana mMmoayna password

npuseaeHo B Tabanue (Tabaumua 9).

Tabnunua 9
o 3HayeHue no
CBoUcTBO OnucaHue
YMOJIYaHUIO
attempts OTcytcTByeT Ro/in4ecTBO NOMbITOK BBOAA HEBEPHOTO
napona
length OTcyTcTByeT [NviHa TeKyLero napons
strength OTcyTcTayet HafexHOoCTb TekyL,ero naposa
expiration- OTcyTcTByeT Bpema nocneaHen cMeHbl Mapons
notification-
last-sent
history OtcyTcTBYET WNcTopma naponen
change-next-time | false CMeHa napoa npu cheayowen
ayTeHTUOMKALMM NONb30BATENA B CUCTEME

4.2.1.6. Moaynb smartcard

Moaynb smartcard
NCMO/1Ib30BaHNMEM CMapPT-KapTbl.

npeAHasHavyeH Ana ayTeHTMdMKauMM nosb3oBaTens c

OnuncaHne moayna npuseaeHo B Tabanue (Tabaumua 10).

Tabnuua 10
" 3HauyeHue no
Csowcteo Onwncanune
yMOYaHMIO
attached ) TriState { YKa3blBaeT, NOAK/IOYEH] /M CMApT-KapTa B
IFJ;(liZi’ing, AaHHbI MOMEHT. 3Ha4eH1e AaHHOro CBOMCTBA
True, He coxpaHseTca B OC
¥
HacTpolkm  ydeTHbIx  3anwceit  no/ib3osaTesns  xpaHatca B daiine

/var/lib/authd/methods/smartcard/<uid>.conft.
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OnucaHune HacTpOeK Nob3oBaTeNeln A1 MOAYNA smartcard NPUBEAEHO B Tabamue
(Tabnunua 11).

Tabnnua 11
o 3HayeHue no
CsowcTso OnuncaHue
YMOJIYaHUIO
pubkeyIsWritten false YKa3bIBaeT, 3aMncaH M NyHBANYHBIA KNtoY ANS
[IaHHOrO No/ib30BaTeNs
pubkey - MybanYHasA 4acTb Kato4a, KOTOPbIM NOANUCaH
cepTUPUKAT NONb30BaTENA, COXPAHEHHbIN B
3alMLLIEHHON 061aCTV CMapT-KapTbl

4.2.1.7. Mopaynb sudis

Moaynb sudis NpeaHasHayeH ANA ayTeHTMOUMKaUMM MNONb30BaTeNA B CUCTEME
ynpasaeHnAa 4oCTynom K gaHHbIMm MB/ Poccun.

OnucaHne  rnobanbHbIX  HACTPOEK  MoAayAns,  XpaHawmxca B danne

/usr/share/ru.at consulting.sudis client/policy.conf, npuseaeHo B Tabauue
(Tabnunua 12).

Tabnuua 12
. 3HayeHue no
CsouncTBO OnucaHue
YMONHYaHUIO
certs OTtcyTcTBYyeT CnMCoK AOCTYMHbIX CEPTUPMKATOB OT KANEHTA
Cyanc
max-attempts 10 KonnyecTBo HEBEPHbIX NOMNbITOK BBOAA, MPW
3aMycKe KiMeHTa 3Ha4YeHne bepetca ns daina
/usr/share/ru.at consulting.sudis cl
ient/policy.conf

4.2.1.8. Moaynb reset

Moaynb reset NpeaHa3HadyeH ana copoca HacTpoek MY 10 3aBOACKOro COCTOAHMS.
OnucaHue rnobanbHbIX HaCTpoeK MOLYNA, XPaHALLMXCA B

danne /var/lib/authd/methods/reset/current.conf, nNpuMBedeHO B Tabauue
(Tabnunua 13).

Tabnunua 13
o 3Ha4yeHue no
CsouncTBO OnucaHue
YMOIHAHUIO
reset-options reboot, wipe | rehoot — aBTOMATUMYeECKM nepesarpysuTb

MY nocne cbpoca K 3aBOACKMM HAaCTPOMKaMm;
- wipe — yOannTb BCe AaHHble ¢ MY
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4.2.2. MHorodakTopHas ayTeHTMdMKauma

BHUMAHMWE! Mepen HacTpoKo MHOroGaKTOPHON ayTeHTUPUKALMN HEODXOANMMO
MY, ¢ yctaHoBneHHOM Bepcunein OC ABpopa, cObpocuTb A0 3aBOACKMX HAaCTPOEK.

MHorodakTopHas ayTeHTMOUKaUMA — NPOLLECC NOATBEPKAEHNA NOAJINHHOCTM NpPaB
YyYeTHbIX 3aN1Cein Poaein C NOMOLLbIO MPUMEHEHMA HECKONbKMX Pa3/inyatoLmnxcsa GakTopos.

Ons  ayteHTudukaumm B OC ABpopa npu pasbnokupoBke MY moryt ObiTb
MCNONb30BaHbl caeaytoLlmMe cnocobbl, obecneymBatolme NOANMHHBINA AOCTYN K XPaHUMbIM
Ha MY No/a1b30BaTE/IbCKMM AaHHbIM:

— naponb (nn. 4.2.2.1);

— cMmapT-KapTa (nn. 4.2.2.2);

— CyOnC (nn. 4.2.2.3);

— OTMeyvyaToK nasbla.

NPUMEYAHMUE. MNoapobHoe onuncaHue aobaBneHMA oTneYyaTKka Naabla NpuBeaeHO
B LOKYMeHTe «PyKOBOACTBO MO/1b30BaATENAY.

[Ons BbibOopa meToda ayTeHTUOUKAUMM HeoOBXOAMMO BbIMOMHUTL CAeaytoline
NencTBms:

— OTKPbITb MEHI0 CUCTEMHbIX HACTPOEK KacaHMem 3HauyKa @ Ha JKpaHe
NPUNoXeHun (cm. PucyHok 1);

— KOCHYTbCA NYHKTa MeHto «[onb3oBaTenmn» &g noapasaene «Cnuctema;

— B KOHTEKCTHOM MEHI NO0/b30BaTeNs  KOCHYTbCA MyHKTa  «HacTpoMkn
6e3onacHocTn» (cm. PucyHOK 8, cm. PucyHOK 9), B pe3ynbTaTe 0TobpasnTca cTpaHuua «[Mma

yyeTHoM 3anucu]» (PucyHok 113, PucyHok 114);

| MonssosaTens 1 I Bnapeney yctpoicTea

Cnyx6a ayresTnduxaimm @ Cnyx6a ayresTndukaumm @
Boibop MaTOROR ayTRHTUEREALIMN BoiSop MaTOROR SYTRHTUGREALIMN
OrpaHwyeHme Bxoaa 8 CHeTemy @ OaHopasoski napony @
YCTanoowTs CPOK QORCTHHA YNETHOR 2a0MeH HacTpohy ogiopasoecro napons
OFPERMHEHME BX008 NO Q0 Hensams
BPOMBMM CYTOX
OnMopasost napont @
HACTPORKM OANOPAIORO0 NApOiN

PucyHok 113 PucyHok 114
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— KOCHYTbCA NyHKTa «Cny»xba ayTeHTMdUKauMm» (cm. PucyHok 113,
cM. PucyHok 114);
— Ha OTKpbIBWENCA CTpaHuue HeobxoAMMO BbIMOAHWUTL OAHO W3 CAeAYHOLUMX
NEencTBui:
® aKTMBMPOBATb NepekatoYaTenb «EAMHbLIA CNMCOK GaKTOpoB» M BbIOPaATb
eNHbIN MeTOoZ ayTEHTUPUKALIMM, KOCHYBLUMCb COOTBETCTBYHOLLErO NepeKkntovaTens, Ans
BbINO/IHEHMA BCEX AeNCTBMI B cucTeme (PucyHok 115);
® [eaKTMBMPOBATb MepekatoyaTenb «EAMHbIA CNUCOK GakTopoB» M BbIOPATb
MeToAbl ayTeEHTMOUKALMKM, KOCHYBLUMCb COOTBETCTBYHOLWIMX MepekatodaTenei, npu
BKAOYEHUM MY U NoOATBEPKAEHMA HACTPOEK, a TakKe npu pas3bnoknposke MY
(PucyHok 116);
— KOCHYTbCA KHOMKN « COXPaHUTbL» A/19 COXPAaHEHUA U3SMEHEHN;
— NOATBEPAUTb AENCTBME BBOAOM TEKYLLETO Napons (CM. PUCyHOK 4).
BHUMAHUE! [na wcnonb3oBaHMA MeToAa ayTeHTUPUKaumm «CmapT-KapTa»
HeobxoAMMO NPeaBapUTEe/IbHO HAaCTPOUTb CMapPT-KapTy (nn. 4.2.2.2.3).

| HacTpoiku cnyxGw ayTeHTHOHKaLL

EnmHeit cnmcox dakTopos
Boe geRcTonm GyyT HCHOMAONETE QLM 1
TE XD MOTOMIN Sy TN TN KN

| HacTpoiky cryxBbl ayTeHTHdMKaly

¢ Epumui cnncok GaxTopos
Bew pefcran SynyT wonomaonaTs OmMme w
T M0 METOLN Jy TENTIWEaLINN

Bubepure MeTOAbL aYTENTHRUKALWK BoiGepure MeToabl ayTenTHOUKauum

MNapons

Napone

Napone
OTnevarok nansua

Cmapr-xkaprta

Coxpawnrs

PucyHok 115 PucyHok 116

4.2.2.1. AyTEHTUPMKALMA C MOMOLLbIO Napoa

BHUMAHMWE! Mpn npeBbIleHNN KONMYECTBA NOMbITOK BBOAA HEBEPHOro napons My
aBTOMaTU4ecKkM byaeTt 3abN10KMPOBAHO. Bpemsa BAOKMPOBKK ABNAETCA GUKCUPOBAHHbLIM U
coctaBnseT 15 muHyT. Mepesarpy3ka MY A0 UCTEYEHUA YKa3aHHOro BpeMeHn NpmeBeaeT K
NOBTOPHOMY 3aMnyCKy oTtcyeTa 15 MUHyT.
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Mpy nepsom BKAOYEHUM MY HeobxoaMmo BBECTU

napoib, KOTOpPbI bynet 3anpalmnBaThes 7
MCMNOb30BaTbCA ANA:
— WwndpoBaHmn NaHHbIX nonb3oBaTens

(PucyHok 117);

— pa3bnoknposkn MY (PucyHok 118, PucyHok 119).

NMPUMEYAHMUE. LLinppoBaHue pasgena C
NOMALLIHMMM nankamm no/sib3oBaTenemn (n. 4.2.3)
NPOMCXOAMNT B CAeAYOLLMX CyYanX:

— Npu Nepsom BKAOYEHUU MY;

— nocne cbpoca HacTpoek MY [0 3aBOACKOroO
cocTosHua (noapasaen 2.2).

PucyHok 117

Onvea naponns gonxsa Gure 5-12 cnmeanca Bnapeney ycrponcToa

1 2 3 1 2 3
4 5 6 4 5 6
7 8 g 7 8 g
Aa 0 Aa 0
OrmennTs OrmennTs
PucyHok 118 PucyHok 119

4.2.2.1.1.Hactpoiika 6nokmnposkn MY

NPUMEYAHUA:

v I3MeHeHMs HaCTPOeK B MYHKTE MeHI0 «B/IOKMPOBKa YCTPOMCTBA» NMPUMEHAIOTCA
KO BCEM YYETHbIM 3aMnCAM POSier, co3aaHHbIM Ha MY;

v Cnyyau, Npu KOTOPbIX MOMKET BbITb 3aMpoLleH naposb, onucaHbl B n. 4.2.1.
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Ona HacTponkn 6a0KMpoBkM MY Heobxoammo
BbINONHUTbL CAeaytoLlne AeNCTBUSA:

Bnoxuposka yerpoicTea

AsTOMaTUYECKAR GnoxMposKa

R BaoAeL bt — OTKPbITb MEHKO CUCTEMHbIX HACTPOEK KaCaHWem
*  OroSpaxars yseaomnenus, koraa 3Ha4YKa @ Ha JKpaHe NpuaoxKeHunin (cm. PucyHok 1);
YCTPOWCTBO 3a6N0KMPOBaHO
— KOCHYTbCA MyHKTa MEHIO «bnoknpoBska
Napons .
yctponctea» [ B nogpasgene «besonacHocTb» B
ianadid i pe3ynbTaTe 0TOOPa3nTCA OAHOMMEHHAA CTpaHuua C
2 HacTponKkamm 6aoknposkn MY (PucyHok 120);
HacTpohkn ornesaTkon @
e e — KOCHYTbCA NonA «ABTOMAaTMYeCKasa BAOKMPOBKa» U
Ha OTKpbIBLIEMCA CTpaHuuUe BbibpaTb Bpema A0
HacTpofikn CMapT-KapTsi ® aBToMaTuyeckol  H6aokupoBkM MY  (PucyHok 121,
PrcyHoK 122), KOCHYBLWWCb COOTBETCTBYHOLWMX MOAEN W
rapT
NoATBEPAMB  AENCTBME BBOAOM TeKyllero naposs
(cm. PucyHok 4);
— KOCHYTbCA nepekaovaTens «OTObpaxaTtb
yBEeAOM/IEHNSA, KOrAa YCTPOMCTBO 3ab/10KMPOBaHO» ANA
PucyHoK 120 oTobparkeHnsa yBe4OMAEHNN Ha IKpaHe HI0KMPOBKM.
BHUMAHWE!

v YBegomnenua 6yayT nNpuxoamTb Ha BbIKAOYEHHbIM 3KpaH 3ab/10KMPOBAHHOIO
MY;

v/ BapuaHTbl 3HauyeHuin B none «ABTOMaTMYeCKasa OJI0KMPOBKa» OT/IMYAIOTCA B
3aBmcumocTn ot Bepcumn OC Aspopa (PucyHok 121, PucyHok 122).

MPUMEYAHUE. SKkpaH MY noracHeT B CAyyae, €CAM YCTAHOB/JEHHOE Bpems
aBTOMaTMYeCKoN BNIOKMPOBKM ByAeT NPeBbILLATb BPEMS CAALLETO pexima, Ho MY npu aTom
He byaeT 3abn0oKkMpoBaHo. [na AanbHelwen paboTbl HEOOXOAMMO BKAOUMTL 3KPaH MY 1
NPOAONXKMTL PaboTy Be3 BBOAA NapoA.
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MOBWNLHAR
MNNATGOPMA

ABTOMATHNECKER BNOKMPOBKS

Heaktvoua

I":pa BhMMOEHWN IXPDaNa
15 cexynn

30 cexynn

1 MiHyTa

2 MAHYTH

5 MumyT

10 MuHyT

PucyHok 121

ApToMaTHvoCKan BNOKMPONKS

FIPM BUKNICNEHNK SKDANS
15 coxynn

30 coxynn

1 MuwyTa

2 MKy T

5 Munyr

10 MumyT

PucyHok 122

4.2.2.1.2.3agaHne 04HOPa30BOro NaposA

O4HOPa30BbIN Napoab TpebyeTca ANA BbIMONHEHUSA BXO4A B CUCTEMY MPW MEPBOM
BKAtOYeHMM MY noa, HOBOM Y4ETHOW 3aMMNChIO.

| OpHopasoastit napons

Magons
L nonn Aceaddis Guire 5-12 Cinonon

Creunepuposars

YeraHoauTs

(O]

PucyHok 123

3a4aTb OAHOPA30BbIA MAPO/ib BO3MOXKHO ABYMA
cnocobamu:

1)MepBbl cnocob: nNpu Cco34aHUM Y4ETHOM 3anmcu
NONb30BaTeNA KOCHYTbCA KHOMKWM «CreHepupoBaTb» A4
reHepauum napona nMboO yCTaHOBUTb Kypcop B nose
«O4HOPa30BbIN NAaPOaAb» U 3a4aTb Naposib (CM. PUCYHOK 3);

2)BTopoi cnocob:

—Ha  cTpaHuue  «[ma  y4yeTHOM
(cm.  PucyHok 113, cm. PucyHok 114)
KOCHYTbCA NyHKTa «OZAHOPA30BbIN NAapPO/by;

— Ha OTKPbIBLUIENCA CTPaHMLLE KOCHYTbCA KHOMKMK
«CreHepupoBaTb» (PucyHOK 123) ans reHepaumm naponsa
NMb0 yCTaHOBUTL Kypcop B none «OAHOPa30BbIM MNApPO/iby
M 3a4aTb NApPOb;

— KOCHYTbCA 3HaYKa & nna oTobpakeHUa Napons;

— KOCHYTbCA KHOMKKM «YCTaHOBUTbY (PucyHok 123) u
NoATBEPANTL AENCTBME BBOAOM TEKyLero napons
(cm. PucyHok 4).

3anucu]»
HEeobxoAnMMOo
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MOBMNIbHAR
NAATOOPMA

MPUMEYAHMUE. MoapobHoe onuncaHme 0 BXOAE B YYETHYHO 3aMMCb NO/b30BaTENS C
MOMOLLLbIO OHOPA30BOro NapoaA NpMBeAeHO B AOKYMEHTe «PYKOBOACTBO MNO/1b30BATENAY.

4.2.2.1.3.HacTponKka napoabHON NOANTUKM

MaponbHble MOAUTUKM — COBOKYMHOCTb MPaBUA U TEXHUMYECKUX MapamMeTpos,
PErynpyoLLmMX co3gaHne, NCnoab3oBaHMe U 0OHOBAEHWE Napoieln A5 YYETHbIX 3anncen
B cucteme. [laHHble NOAUTUK HeobXxoaMMbl ANa obecneyeHna 6e30nacHOCTU, LLeIOCTHOCTH
M [OCTYNMHOCTM CUCTEMbI. HAaCcTPOMKM MaposbHOM NOAUTMKKU onpeaenaT TpebosaHMa K
CNIOXHOCTW, [OJ/IUHE, PEeryaapHOCTM CMeHbl Maposiei, a TaK¥Ke MexaHM3Mbl 3aliuTbl OT
HeCaHKLMOHMPOBAHHOMO A0CTyNa.

| O6wwe HacTpoiku

HACTROREM NOANTEN NapoNeR

Hacrpo#iku napona @

PucyHok 124

MPUMEYAHUE. V3meHeHMs HacTpoeK MnaposbHOM
NONNTUKM BYyayT NPUMEHEHbBI KO BCEM YYETHbIM 3aMUCAM,
CO34aHHbIM Ha MY.

[na nepexoZia K HACTPOMKAM MapO/bHOM NOJNTUKMA
Heobxoa4MMO BbINOSHUTL Cleayrolme AeNCTBUA:

— OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KacaHMeMm

3Ha4Ka @ Ha JKpaHe NPUNoKeHNn (cM. PucyHok 1);

— KOCHYTbCA MYHKTa MEHHO «[lonb3oBartenm» Ig?' B

nogpasgene «Cuctema», B pesynbTate oTobpasmTCcA
OAHOMMEHHas CTpaHuLa C NpeacTaBAeHHbIM CMMCKOM
nonb3oBaTenen, cosgaHHbix Ha MY (cm. PucyHoK 5);

— KOCHYTbCA nonn «Obuwpe HACTPOMKMN»
(cm. PucyHok 5), B pe3ynbTaTe oTObpa3mnTCS
OZlHOMMEHHas cTpaHuua (PucyHok 124).

[na HAaCTPOMKM NAPONbHOM NOIUTUKM HEOOXOAMMO KOCHYTHCA NYHKTa «HaCTpOKM
naponsa» (cm. PucyHok 124) 1 Ha OTKpbIBLUENCA CTPpaHMLE 3a4aTb HeobXxoAMMble NapameTpbl

NNs Napons:
— O/INHA;
— CJIOMKHOCTb;

— KO/1M4ecCTBO MNOMbITOK BBOAa,
— OTAn4dme oT nNpeablayLmnx naponeﬁ;

— CPOK AencTBus;

— yBeJoMeHne 06 UcTeyeHnn Cpoka AenCcTBuS.
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[na  HaCcTpPOMKM  ANWHBbI  Napons HeobxoaMmo
YCTQHOBWUTb KOJIMYECTBO CMMBO/IOB, MepemeLl,an clanaep
«MWHUManbHaa oanHa napona» (PucyHok 126) Bnpaso
AN yBENMYEHMA KOAM4YeCTBa BXOAALIMX B Napob
cMmBON0B AMbBO BNEBO ANA YMEHbLUEHMA KOMYeCTBa
CMMBO/IOB, U MNOATBEPAMTL AENCTBME BBOAOM TEKYLLETO
napons (cm. PucyHok 4).

MPUMEYAHUE. T[peaycmoTpeHa  BO3MOXKHOCTb
YCTaHOBWUTb ANMHY Napoas oT 5 40 12 cMmBONOB.

BHUMAHUE! 3HayeHne MMHMMANBHOM  ANWHBI
napoaAa OTIMYaAETCA B 3aBMCMMOCTM OT Bepcmnm OC ABpopa
(cm. PucyHok 125, PucyHok 126).

| Hactpoixu napons

5 cumBonos

MumMansHas 2NMHE Napona

MpocTtas (Tonvko undper)

CnoxHas

He orpanunyero
KonmmecTno nomsTox
bes nposepku
MeJOCTYNNOCTE NOSTORA Npean. Napanes

Wcrexaer vepea He orpanmen

YRARMTY, KOT LU HCTEXRET CROK AORST NN PADONN

3a 5 pren

YoegomnnTs 06 RCTevesh napans

PucyHok 125

[lna 3a4aHMA CNOMKHOCTM Napona HeobxoaAMmo B
noapasaene «CNoOXHOCTb NaposA» aKTMBMPOBATb OAMH
13 cnepyrowmx nepekntodatenen (PucyHok 126):

— «[MpocTas (Tonbko umdpbl)», rae naponb dyaet
COCTOATb TONbKO U3 LNPP;

— «CnoxHaa», rae naponb AOMKEH coAep:KaTb Kak
MUHUMYM  undpy, OyKBY, 3arnaBHyto  OykBy #
cneumanbHbIi CMMBOA.

MPUMEYAHUE. B cnyyae BbibOpa 3HAYEHMUS
«CnoxHaa»  HeobxoAMMO  NOATBEPAUTb  AencTBMEe
BBOZOM TeKyLlero napoasa (cm. PucyHok 4).

[lnAa yCTaHOBKM KONMYEeCTBa MOMbITOK BBOAA Mapos
HeobxoaMmo B nogpasgene  «[onoaHUTeNbHble
HaCTPOMKM»  MNepemMecTuTb  cnangep  «Koanmyectso

| HacTpoikn napons

7 cumponos

MM MANSHEN [NHO NADONN

Mpocran (ronesxo uwdpsl)

Cnoxuan

10

KOMsvecTio nons 1o

1

HEADCTYMMOO TS NORTOPE NP, Naponeh

WUerexaor yepea 180 aned
Ywasire; il wesyasat opex mRCTOM Rapoms MOMbITOK» BMNPaBO A/1A YBEAMYEHNA KOIMYECTBA NOMbITOK
3a 5 weid nnmbo BNEBO AN YMEHbLUEHWA.
YBBROMNSTY 06 WCTe Y NBPONY BHUMAHUE! MwuHumanbHoe U MaKCKMManbHOE
PucyHoK 126 3HaveHue cnamgepa «Koanm4ecTBo MOMbITOK» 3aBUCUT OT

Bepcun OC ABpopa (PucyHok 126, PucyHok 127).
[1nA yCTaHOBKM KONMYeCTBa NpeablayLinX Mapoaen, OT KOTOPbIX AO/IKEH OTAMYATLCA
HOBbI Napo/b, He0bxoAMMO B Noapasaene «JonoNHUTENbHbIE HACTPOMKMY NEePEMECTUTb
cnangep «HenocTynHOCTb MOBTOPa NpeA. Naponen» BNPaBo ANA YBEAMYEHMA KONNYECTBA
naponen nmbo BNeBO AN YMeHblueHMA (cm. PucyHok 126).
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[lna 3apgaHnAa cpoKka JAeNCTBMA Mapons HeobXxoAMMO BbIMOAHUTL Caeaytoulme
NENCTBUA:

— B noapasgene «JononHUTENbHbIE HACTPOMKM» KOCHYTbCA nons «Mcrekaet
yepes» (PucyHok 127);

— Ha OTKpbIBLLENCA CTpaHMLe BbIOpaTb 04HO 13 3HaYeHu (PrucyHok 128);

— NOATBEPAUTL AENCTBME BBOAOM TEKYLLEro Napons (cm. PUCYHOK 4).

BHUMAHUE! Mo TpeboBaHmam 6e3zonacHocTn MC, B KOTOPbIX MNAaHUPYeTCS
ncnonb3oBaHe MY, CpoK AencTBus napona AoaKeH 6biTb yCTaHOBNEH B 3HaveHMe « 180
oHen».

I HacTpoikm napons I WcTekser vepes
a He orpasmyen
30 nuei
7 cumBonog
MitrmMansHan SANKES Nepons 60 aned
90 gHe#
MpocTan (Tonexo uwdpsr) 120 pHed
& Choxnan 150 aHen
180 nHen
4
KOs ieCTno Do rox
1
Henoc \",’V'-H‘Ili ™ '|Dl”h[nl npea. naponey
Werexaer vepea 180 e
Yeasure, sOrlia aCTecaeT CROK ARNUTRMA NapoNE
3a 5 gHen
Yoesosmnats 00 WETeYemid NBPOnK
PucyHok 127 PucyHok 128
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[ns 3anaHuA BpemeHu yBeaomneHns ob ncreyeHmm
CPOKa [AEeNCTBMA Napona HeobxoaMMO  BbINOJHUTb
cneayrouime AencTBusA:

— B noapasgene «[JonofHUTENIbHblE HACTPOMKMY»
nepemecTuTb cnangep «Ysegomnatb 06 wUCTeYeHUU
napona» (PucyHok 129) BnNpaBO [A1a  yBeAMYeHuA
KonmyectBa JAHen nmbo BNEBO AN YMEHbLUEHMA
KOnnM4yecTBa AHEW, 3a KOTOpPOe M0/b30BaTe/lb HayHeT
noay4aTb yBeAOMAEHMA 06 UCTeYeHUM CPOKa AeNCTBMA
napons;

— NOATBEPANTb AENCTBME BBOAOM TEKYLLErO Napons
(cm. PucyHok 4).

MNMPUMEYAHUE. T[pesycmoTpeHa  BO3MOMXKHOCTb
YCTaHOBWUTb 3Ha4yeHme oT O (HuKkoraa) go 10 aHen.

I HacTpoiku napons

5 cumBonos

MumMansHas 2NMHE Napona

MpocTtas (Tonvko undper)

CnoxHas

He orpanunyero
KonmmecTno nomsTox
bes nposepku
MEAOCTYNNOCTE NOSTORA Npan. Napones

Wcrexaer vepea He orpanmen

YRARMTY, KOT LU HCTEXRET CROK AORST NN PADONN

3a 10 gHen

YoenomnnTs 08 neTevesvih napann

PucyHok 129

4.2.2.2. AyTeHTUPMKAUMA C MOMOLLbIO CMAPT-KapTbl

B OC Aspopa AnA ayTeHTUPMKaumMm MoryT ObiTb MCMOAb30BaHbl CMapT-KapTbl
cnenyrouwmx tmnos: USB n NFC, a umeHHoO:

— «PyTtokeH» Bepcum 4 (3UM PKI) — nporpammHo-annapaTHbIM KOMMAEKC
ayTeHTMdUKaUUmM 1 xpaHeHuna nHdopmaumm (ceptudumrat PCTIK Poccum Ne3753);

— JaCarta — cpeanctBo ayTeHTUPUKaALMM KM HBE30NacHOro XpaHeHus MHGopMaLMK
nonb3oBatenei (ceptnomkat CTIK Poccnm Ne3449).

BHUMAHMWUE! Vicnonb3osaHue ana ayteHTudukaumm B OC ABpopa CMapT-KapT,
OT/IMYHbBIX OT YKa3aHHbIX, HE NpeayCMaTpMBaeTCA.

4.2.2.2.1.06wwme npaBnaa HaCTPOMKM U MCNONb30BAHNA CMAPT-KapT

HeobxoaMmo  yuMTbiBaTb C/AeadylollMe OCHOBHbIE MpPaBMaa  HACTPOWKKM U
MCNO/Ib30BAHMA CMAPT-KapT:

— 3KCMAyaTaUMIO CMapT-KapTbl CAedyeT OCYLLeCTBAATb COrNacHO TpeboBaHMAM,
YKa3aHHbIM B COOTBETCTBYHOLLEN AOKYMEHTALMM HA HEE;

— ana obecnevyeHns noaxkntodeHma Kk MY 1 nocneaytollen HaCTPOMKM CMapT-KapTbl
TpebyeTca Mcnonb3oBaTb cneumannsmpoBaHHbiM USB OTG-nepexogHWK, KOTOPbIA He
BXOZWT B KOMMMJIEKT NOCTaBKM MY;

— NONUTMKA  0e30MacHOCTM  MOXEeT  3anpellaTtb  NPUMEHEHME  BHELUHMX
USB-ycTpoincTs, ana 3Toro HeobxoAMMO [AOMNONHWUTENbHO MNPOBEPUTL YCTAaHOBAEHHOE
orpaHmyeHune aerncteytowein B8 OC ABpopa NoanTMKmM besonacHoctu (n. 4.3.2);
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— npu paboTe co CmapT-KapTon noTpebyeTca AOMNOAHMTENbHbIM Napoab ANA
[OCTyna B 3allMileHHyto 061acTb NamsaTM CMapT-KapTbl, B KOTOPYH MNPOM3BOAMTCS
Ha3Ha4YeHne N CoxpaHeHne ayTeHTUOMKALUMOHHOM MHPOPMALIMN NONb30BATENS;

— ayTeHTMOMKAUMA C MOMOLLbIO CMapT-KapTbl AOCTYMNHA A7 BCEX YYETHbIX 3anmncen
ponein (cm. n. 1.2.1), co3aaHHbIX Ha MY.

MPUMEYAHMUE. AyTeHTUdMKALMA C MOMOLLbO CMapPT-KapTbl BbIMOAHAETCA TO/bKO
NpW NEPBOM BK/THOYEHNM YH4ETHOM 3aMMUCMK.

4.2.2.2.2.pepsaputesibHaa NoAroToOBKa CMapT-KapTbl

Onsa paboTbl CO CMapT-KapToM HeobxoAMMO BbINOAHUTbL MNpeaBapUTENbHYIO
HAaCTPOMKYy, KOTOpaA MOXeT OblTb BbIMOJHEHA C WCMNOAb30BAHWEM 3N1EKTPOHHO-
BbIYMCNIUTENBHOM MallMHbI (3BM) ¢ OC Linux, Ha KOTOpPOWN NpeaBapUTENbHO A0MKEH ObIThb
YCTaHOBNEH MaKeT opensc.

MPUMEYAHMUE. CmapT-KapTbl A0MKHbI UMEeTb GOpMaT PKCS#15.

B cnyyae ecnm cmapT-KapTa MMeeT Apyron ¢opmaT, ANA ee NepenHMLmnanm3aumm B
dopmaTt PKCS#15 Ha IBM HeobxoaMMO BbINONHUTL CAeayoLMe KOMaHAbI:

pkcsl5-init --erase-card -p rutoken ecp

pkcsl5-init --create-pkcsl5 --so-pin "87654321" --so-puk ""
pkcslb5-init --store-pin --label "User PIN" --auth-id 02 --pin
"12345678" --puk "" --so-pin "87654321" --finalize

BHUMAHMWE! Mocne nepenHunumanm3aumm cCMapT-KapTbl BCE AaHHble ¢ Hee byayT
yAaneHobl.
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4.2.2.2.3.HacTtpolika cmapT-KapTbl

NMPUMEYAHUE. MoapobHoe onmMcaHWe HACTPOMKM CMapT-KapTbl MPMBEAEHO B
LOKyMeHTe «PyKOBOACTBO NO/b30BATENAY.

4.2.2.3. AyteHTndmkauma c nomoubto CYANC

AyTeHTnUdMKauma c nomoubto CYANC:

— npegHa3HayvyeHa ana NAeHTUOUKALUMM 7
ayTeHTMduMKaumm nonbzosatenen NCOO MB/, Poccum;

— AOCTYyNHa Ha MY TOMbKO NpU  HanmMymm
yCTaHoBAeHHOro KaneHta CYAWMC un aoctyna K cepsepy
CYANC yepes ceTb NHTepHET.

B CYAMC nonb3oBaTenb  MOXeET  MPOUTU
ayTEHTUPMKALMIO C NOMOLLbID NPeaoCcTaBNeHMA OAHON
N3 cnepyolen KombnHaumm gaHHbIX:

— JIOTWMH M Napob;

— ceptndukat n PIN-koa, (PrucyHok 130).

CosgaHue N0/1b30BATENbCKMX
ayTEHTUDUKALMOHHbBIX AaHHbIX BbINOJIHAETCA B CUCTEME
NCoAd MBI Poccum n CUHXPOHU3IUPYETCA C KAMEHTOM
CYANC Ha MY.

PucyHok 130
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4.2.2.4. HacTpomMKa orpaHn4yeHni BXxoaa B CUCTEMY

[N HaCTPOMKM OrpaHUYeHMin Bxoda B CUCTEMY ANS
YYETHOM 3aMnucK NoJsib3oBaTens HeobXoAMMO BbIMOAHUTb
oy cneayome AencTems:

FURITIE T SN SRS I — KOCHYTbCA NYHKTa «OrpaHMyeHmne BXo4a B CUCTEMY»

OrpaHvseHmue BXoaa 8 CUCTEMY

22 ampsapa 2026
weraipir i oo singed o (cm.  PucyHok 113), B  pesynbTate  oTOHpa3nTCA
R SR S ORI O4HOMMEHHaA cTpaHuua (PucyHok 131);

R Al B e vens — KOCHYTbCA nona «J[lenctBnme y4yeTHOM 3anmcu

T mm— Nonb30BaTeNAs» W Ha OTKPbIBLIENCA CTpaHWLe BbibpaTh

A S s R naty (cm. PucyHoK 19), nocne KOTOpOi Mosb3osaTeNb He
Boce news CMOMKET BOMTM B y4ETHYIO 3aMnucCh;

— KOCHYTbCA nona «[HWM BXO4a B CUCTEMY» W Ha
OTKPbIBLUENCA CTpaHuLe BbiI6paTh AHW Hedenu, B TeyeHune
KOTOPbIX MO/Ib30BaTe/lb CMOXET BOWTM B CUCTEMY
(PucyHok 132);

— NeaKTMBMPOBATb NepekatodaTens «Becb AeHb», B
pe3ynbTaTe 0ToHpPa3ATCA NOAs BBOAA AMaNa3oHa BPEMEHM,
B TeYeHWe KOTOPOro nosb30BaTeb CMOMXET BOWTU B
PucyHok 131 cuctemy (PucyHok 133).

¢ 3a6n0oxvpoBaTs NONLIOBATENS

NMPUMEYAHUE. [na aktmBauum nepekatodatena AOCTAaTOYHO KOCHYTbCA MNOAA, B
KOTOPOM OH PacnoO/IOXKeH: NepekatodaTelb HAYHET CBETUTLCA ApYe, YeM B COCTOAHMMU MO
YMOJIYAHWNIO (HEAKTUBHOM);

— KOCHYTbCA COOTBETCTBYIOWIMX MNONEM ANA YCTAaHOBKM WHTEpBaNa BPEMEHMU
(cm. PucyHok 20), B Te4eHME KOTOPOro N0/1b30BaTENb CMOXKET BOMTU B CUCTEMY.

Ons  ONOKUPOBKM MNONb30BaTeNs HEOOXOAMMO  KOCHYTbCS  MepekatodaTens
«3abN0KMPOBATbL MNOb30BATENA» M NOATBEPANTL AEMCTBME BBOAOM TEKYLLETO Napoaa (cm.
PucyHok 4).

86



" | OTKPbITAR
P MOBMNBHAR
YKOBOZCTBO aMMHMCTPATOPA MNATOOPMA
I OTMeHHTL Nogreepanrs | I OrpaHvseHmue BXoaa 8 CUCTEMY
BuibpaTh AHM BXOAa B
cncremy JeAcTane yNETHOR 33NUCH NONb30BaTENS
22 aupaps 2026
Noxeaenbiux Beflopure JATY, NOCHE KOTOPOR DANLIOEITI Wi
CMONT ROATW B CnsTomy
Bropimx [Hv BExona 8 cueTemy
N, BT, Cp, 4T, N1, 6, BC
Cpeua BubSeprro [ vegeny, & TeMEee KOTOPNK
NOMEIOBITENS CMONOT BOHTA B SHOTEMY
Yereepr
Bpems sxona B cucTemy
BaDepaiTe SDOMN BXOLN NOMSIRETANA § CRCTOMY
Marwaus
* Bece nexs
Cydtora C 10:00 fo 22:00
Bockpecense
* 306n0KnpoBaTs NONLIOBATENH
PucyHok 132 PucyHok 133

4.2.3. lndposaHme pasaena ¢ AOMAWHUMK Nankamm

LLUnppoBaHne pasgena C AOMAWIHMMKU Nankamu — npoueaypa, Npuv KOTOpOW
BBEAEHHbI MapO/b CpaBHMBaeTCA C naposbHoM ¢pas3on cnota LUKS-pasgena,
COOTBETCTBYHOLLENO MAEHTUDUKATOPY NONb30BATENA.

B OC ABpopa pa3aen ¢ AOMallHUMK NankaMn WndpyeTca ¢ NOMOLLbI aAropmTMa
aes-xts-plain64 512-6MTHbIM MACTEP-KAOYOM, A1A XPAaHEHMA KOTOPOro MCNo/b3yeTca
LUKS-3aronoBoK, coCToALWMI N3 caeayoumx 8 C10TOB:

— OAMH CNOT MCNONb3YETCA YY4ETHOM 3aMUCbI0 aAMMHNCTPATOPA;

— LWeCTb CN0TOB AOCTYMHbI CO34aBaeMbIM YHYETHbIM 3aMNMCAM NO/Ib30BaTENS;

— OAMH CNOT pe3epBupyeTca 418 CMeHbl Maponen.

NaoeHTMOUKATOP  y4eTHOM  3alMmMcM  Mo/b30BaTens  onpeaenseTr  HOMep
MCMNONb3YEMOro CNOTa, MNPWM 3TOM B KaXAOM M3 C/A0TOB XPAHWUTCA MaCTep-K/oY,
WMPPOBAHHbIA NapoaeM COOTBETCTBYHOLLEN YYETHOM 3amnmMcKh NOJIb30BaTeNA C NMOMOLLbIO
anNropuTma PBKDFE. KONnM4ecTBO UTEpaLmMii anropmtma noaburpaeTca Takmm obpa3om, YTobbl
NpoBepKa 0AHOM KOMOMHALMM BbINOAHANACE NPUDAN3UTENBHO OAHY CEKYHAY.

BHUMAHMUE! Mpu o6HoBNeHnn OC oo Bepcum 5.0 v BbiLLe:

— NPW BKAOYEHHOM LWnPpoBaHun: Bepcua luks octaneTca Luks 1;

— NPU  BbIKNOYEHHOM  WMGPOBAHUM: MNONb30BATENbCKME JaHHbIE OCTAHYTCH
He3alwmndpPOBaHHbLIMM.
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BbinonHeHWe cneaytowmx AencTsmin TpebyeT BBOAA

| iepomises KOppekTHoro napona w3 cnota  LUKS-3aronoska,
o COOTBETCTBYHOLLErO NAEHTUOUKATOPY BbIOPAHHOM YYETHOM
e RS 3anncK Nob3oBaTena:
BT/ tonacasTem CCYMCTIANETEA 10 — pa3b/0KMPOBKa [JOMaLUHEeN Nanku npu 3arpyske
FIomsoaeTaREIN AR MY;
ccueno — pasbnokmnposka Ul Lipstick.
:M Ona  oTobparkeHma  cTpaHuubl  «llndppoBaHune»
ozl (PucyHoK 134)  HeobxoAMMO  BbINONHUTL  CaeaytoLine
NencTems:

— OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KacaHmem
3Ha4yKa @ Ha DKpaHe NPUAOXKEHNI (CM. PUcyHOK 1);

— KOCHYTbCA MyHKTa MeHto «lndpposaHume» B
noapasaene «besonacHoCTb».

PucyHok 134

4.3. YnpaBaeHue A0CTyrnom

B OC ABpopa peasin30BaHbl Cedyowme MexaH3Mbl YIpaBaAeHUA AOCTYMOM:

— AMCKPEeUMOHHOe pa3rpaHuyeHne npas pgoctyna (DAC), ocHoBaHHOe Ha
cneayowmx cywHoctax (n. 4.3.1):

e OuUTax paspeleHuni;

e crnimckax KoHTpona goctyna (POSIX ACL) 1 paclumpeHHbIx aTpubyTax cTaHaapTa
POSIX 1e;

® BO3MOHOCTAX /MM NEPEUYHSAX BO3MOKHOCTEM — capabilities;

— poneBoe pasrpaHu4yeHne A0CTyna, npelycMaTpuBatolLlee akTUBALMIO MOJIUTUK
6e30MacHOCTK, KOTOpble MNpeAHa3HayeHbl AnAa ynpasaeHna oyHkumamm OC ABpopa
(n.4.3.2).

MPUMEYAHUE. VYnpasneHne nonutukamm 6e30NaCHOCTM AOCTYMNHO TONbKO
aAMUHMCTPATOoPY.

88



— ~] OTKPBITAR

PyKOBO,ﬂ,CTBO AdAMNHUNCTPATOpPA Hﬁi‘t"gﬂbgﬁi

4.3.1. AInckpeunoHHasa moaenb ynpaBaeHua 40CTYNOM
4.3.1.1. Obuwan nHPpopmaums

Mpn pasrpaHuyeHnm aoctyna kK obbektam PC OC Aspopa peanmsyer
OMNCKPELUMOHHYO MOAeNb pa3rpaHMyeHma goctyna. [laHHaa Mmoaenb npeanonaraet
ynpaBaeHue AOCTynom CybbeKTOB K 0ObeKTaM Ha OCHOBE MaTpMUbl A0CTyna. Kaxabin
0b6bekT OC (dbain, nanka) MMeeT NPMBA3AHHOIO K Hemy cybbekTa (nonb3osatens OC),
Ha3blBaeMoro Bnagenbuem. MimeHHo Bnageney, (MMbo agMMHMCTPATOP) YyCTaHaBAMBAET
npaBa A0CTyNa K 06beKTy. MNpaBa A40CTyna onpeaensatoT Habop AeNCTBMIA, KOTOPble CyDbeKT
MOeT COBepLUaTb C OO bEKTOM.

MPUMEYAHUE. TMoacuctema pasrpaHMyeHMA A0CTyna [AeNCTBYeT TOAbKO ANA
$annoB 1 NanoK, XpaHALLMXCA Ha BHYTPEHHEM HAaKOMUTENE YCTPONCTBA.

B OC npaBa A40CTyna pa3aenAtoTca Ha:

— npaBa BMadenblia 06bekTa;

— npaBa rpynnbl, BAagetouen obbeKTOM;

— npaBa A/1A OCTa/ibHbIX CyDOBbEKTOB.

Habop aencTsnii, NnoTeHUMaNbHO pa3peLleHHbIX CyObeKTy:

— YTeHMue;

— 3aMuco;

— WCNO/NHEHME.

MpaBa BblpaxkatoTcA AeBATMOMTOBOM MNOCNEA0BATENbHOCTbIO, PAa3bUTOM Ha Tpu
PaBHble rpynnbl, oNnpeaenatolle Npasa BAaAeNbLA, TPYNNbl M OCTa/IbHbIX COOTBETCTBEHHO.
Crapwnin 6ut onpeaenseTr HaauMyme npaBa YTeHMA, CPeaHM — 3anucu, MAaAWun —
ncnonHeHus. K npumepy, npasa 740 — 111 100 000 6yayT 03Ha4aTb, YTO Y BAadeblia ecTb
NpaBa Ha YTeHMe, 3anmCb U UCMONHEHME, Y TPYNMbl — TONIbKO NPaBa Ha YTEHME, Y OCTa/IbHOTO
npaBa OTCYTCTBYHOT.

MPUMEYAHUE. YnpasneHne maTpuuein A0CTyna OCYLIECTBAAETCA KOHCO/bHbIMM
KOMaHAaMW: chown, chgrp M chmod, A0CTYyNHbIMM Yepe3 MIT «Terminal».

KomaHabl MO3BONAIOT BbIMONHATL CAeAytoline AeNCTBUA:

— chown MNO3BOMAET USMEHUTb BNaAENbLaA d)aﬁma (chown VM II0JIb30BaTeIA
MMH_®aﬁnax

— chgrp NO3BONAET U3MEHUTb rpynny danna (chgrp mma rpynne uma_ daiina);

— chmod NO3BONSET U3MEHWUTb NPaBa A0CTyNa K Ganny:

e chmod 642 1.txt -npaBaHa dann 1.txt ycTaHaBamBatoTCA paBHbiMm 110 100
010, T.e. y Bnaaenbla npasa Ha YTEHWE M 3aMUCb, Y TPYNMbl HA YTEHWE, Y BCEX OCTa/IbHbIX
TO/IbKO Ha 3anucChb;

e chmod u+x, g-w, o-r l.txt -B AaHHOM C/ly4yae Bnagenbly aobasnaerca
NpaBO Ha MCNOAHEHWE, Yy Tpynnbl OTOMpPaETCs NpPaBO 3aMMCM, a Yy BCEX OCTa/IbHbIX
oTOMpaeTca NpaBo YTeHus. na nonydyeHne noapobHon MHGopmMmaLmMm cneagyeT 0b6paTnTbEA
K CNPaBOYHbIM PYKOBOACTBAM MO NepevmncaeHHbIM KOMaHOaM.

89



— ~] OTKPBITAR

PyI-(OBO,EI,CTBO AdAMNHUNCTPATOpPA Hﬁi?ggyﬂi

MPUMEYAHUE. HacTpoika ROAMTUKM OMCKPELMOHHOIO pasrpaHMYeHna npas
noctyna aencreyet TonbKo B PC EXT4, koTopaa ncnonbdyetca B OC ABpopa Mo yMOAYaHMUIo.
CTaHaapTHbIM Habop npaB B BMAe OUTOBOM Mackm nogaepxumsaetca OC ABpopa AAs
cnyKebHbix C: tmpfs, sysfs, procfs.

MpuHUMN paboTbl MOAUTUKM AMCKPELMOHHOrO pa3rpaHMyeHnAa npas Ao0CTyna
npeacTaBaeH Ha pucyHKe (PucyHok 135).

MoHuTop obpaleHnit

Bce cucTemuble 8bi308b: NPOXOAAT Yepes MoHUTop cbpalteHui
Ans nposepkn He3onacHocTu

Qﬁllpouecc nonb3cearens

MpOCTP3HCTBC
nonb3osarens

MoHuTop 0bpaueHnit

MNpoCcTPaHCTao
Aapa

Aapo OC

PucyHok 135

[NCKpeUMoHHOe pasrpaHuyeHme npasB A40CTyna OCYLECTBAAETCA KaxKabl pa3 npu
nonbiTKe obpalleHns cybbekTa K 0OBeKTy, npu 3Tom 0be CyWwHOCTM Ccoaep:KaT
COOTBETCTBYIOLME aTPpUDYTbl 6€30NaCHOCTU, NpUHaANeXallMe AUCKPELMOHHON MOoAENN.
Apnpo OC ABpopa nNpoBepsAaeT ypoBeHb A0CTyna, 6a3npyowmMinca Ha AaHHbIX aTpMbOYTOB C
OJZIHOM CTOPOHbI M NpaBMiax pasrpaHuyeHms goctyna (MPA) ¢ Apyrom CTOPOHbI.

[INCKpeUMOHHOEe pasrpaHuYeHne npas AOCTyna MO3BOAAET BAade/blly OObekTa
onpenenaTb, KTo 061aaaeT NOHOMOYNAMM OCYLLECTBAATL AOCTYMN K OO BEKTY.

CybbekTamm B peanusaumm AUCKPELMOHHOTO pasrpaHuYyeHus npas AoCTyna
BbiCTynatoT 0b6blyHble npoueccbl OC ABpopa, KoTopble MnpeacTaBieHbl MPOrpammHON
CTPYKTYpOW AApa task struct.

Bce HUKEMMEHOBAHHbIE CYLIHOCTW, TakKMe KaKk oOblyHble dannbl, danabl MY
(Kak O10YHblE, TaK M CMMBO/bHbIE), NankK, danabl COKeTOB (NalMnoB) C TOYKM 3peHuA
ANCKPELMOHHOro pasrpaHmyeHma npas goctyna agpa OC ABpopa ABNAKTCA 0ObEKTamu
[0CTyna, CNefoBaTe/IbHO, TaKKe nonaaatoT noa, AeMCTBUEe NONNTUK PasrPaHnNYeHns.

ATpnbyTbl CcyOBEKTOB [0CTyna MCNOAb3YTCA AN OCYLWECTBAEHMA pelleHu
NONNTUKM AMCKPELMOHHOIO pasrpaHnyeHma npas A0CTyna. B kayecTBe AaHHbIX aTpubyTOB
nns cybbekToB AocTyna (npoueccos) 06A3aTebHO NPUMEHSIOTCA Caeaytolme:

— 30 dEKTUBHbIN MAEHTUPMKATOP (YMCNo) BRagensLa npouecca (PID);
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— 30EKTUBHbBIN MAEHTUPUKATOP (YMcno) rpynnel npouecca (GID);

— METKa BO3MOMKHOCTWN MM BO3SMOXHOCTb (capability) cTaHaapTa POSIX.1e;

— UYNEHCTBO npouecca B AOMONHUTENbHbIX (HE OCHOBHbIX) rpynnax (npwu
HEeobXo0ANMMOCTH).

YKasaHHble aTpubyTbl CybbeKTa AOCTyNa XPaHATCA B MPOrpaMMHON CTPYKType Aapa
task structc M OLUEHMBAIOTCA CUCTEMHbIMW BbI3OBaMMU.

ATpnbyTbl 0OBEKTOB AOCTYMNa TaK¥Ke MCNONb3YOTCA AN OCYLLECTBAEHMA peLleHui
NONINTUKN AMCKPELIMOHHOIO pasrpaHnyeHmnsa npas A0CTyna. B kayecTse AaHHbIX aTpubyToB
0b6beKTa A0CTyNa NPMMEHSAIOTCA Caeayrowme:

— BNageney 06bekTa;

— BAagenew, rpynnsl 06bekTa;

— 6uTbl NpaB AOCTYNa;

— [OMNONHUTENbHbIE aTPUOYTbl CMMCKOB KOHTPOAA A0CTyna B COOTBETCTBMU CO
ctaHaaptom POSIX.1e ACLs.

ATpnbyTbl 06BEKTOB A0CTYMa COXpaHATCA U yuuTbiBatoTca aapom OC ABpopa, a
TAKKe XPaHATCA B MHAEKCHbIX Adeckpuntopax &PC, pasmelleHHOM Ha AMCKOBOM
npocTpaHcTee MY.

MpaBunia AMCKPELMOHHOIO pasrpaHMyYeHna NpaB AOCTyNa onpeaenstoT:

— KaKMM 0DOpa3oM KOHKPETHbIM Npouecc (CyObeKT) MOMKET OCYLLECTBAATL MOMNbITKY
NoNydyeHns [octyna K OObeKTy, OCHOBbIBAACb Ha YKa3aHHbIX Bbllle aTpubyTax
6e30nacHoOCTU;

— KakMm 0Opa3om M Npu KaKMX YCNoBMAX aTpubyTbl HEe30MacHOCTM cyObeKkTa M
0H6BbeKTa NPUHMMAOT HOBbIE 3HAYEHMS.

4.3.1.2. Obuiee onmcaHme npmBuneruit

MpuBunerva nporpammbl HasuMpyeTcs Ha CAeaytlolmMx 3HavyeHuAax aTpubyTos
npouecca:

— aTpubyT adpdpekTnsHoro UID (PID);

— aTpubyT apdeKkTUBHOM rpynnsl npouecca (GID);

— Habop (CnMCcoK) YneHcTBa AOMNOJAHMUTENbHbLIX TPYNM npouecca (Npu Haan4mm),
KoTopble cybbeKT AocTyna (npouecc) umeeT B toboe Bpema KU3HEHHOTO LMKAA.

Jllobon npouecc ¢ 3GPEKTUBHbBIM  UAEHTUPUKATOPOM  HONb  CYUTAETCH
NpuBMAErMpOBaHHbIM 1M 06/1a4aeT  BO3MOMKHOCTbIO  He  MPUMEHATb  MOJIUTUKY
AMCKPEUMOHHOTO pasrpaHnyeHna npas goctyna B OC Aspopa.

Y4yeTHana 3anucb Cynepnonb3oBaTena accouumpoBaHa c uaeHTudurkatopom O.
OaHako TexHmyeckn aapo OC ABpopa onpeaenseT yyeTHble 3anmMcu Nosb3oBaTenein no
YMCNOBbLIM MAEHTUPUKATOPAM, CNeA0BaTE/IbHO, TEXHWYECKM BO3MOMKHO MMETb YYETHYHO
3anucb nosib3oBatens c uaeHtudmukatopom 0O, ob6NafaOWEro MMEHEM, OT/IMYHbIM OT
cynepnosab3oBaTens.
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Kpome Toro, aapo OC ABpopa MMeeT COOTBETCTBYHOLLMA MEXaHM3M OLEHKM NPaB,
basupyowmncas Ha TpeboBaHMAX OTKpbIToro craHaapTta POSIX1l.e ACL ana cnmckos
KOHTPONA [A0CTyna W BO3MOMHOCTEM (capabilities), KOTOPbIN TaKXKe MNO3BOASET
NpeoaoneBaTb OrpaHNYEHNA MOAUTUMKN AUCKPELMOHHOIO pasrpaHMyeHna npas AOCTyna
Ansa cybbekTa c aTpnbyTom apPeKkTMBHOro naeHTudmnKaTopa 0.

[MocKoNbKY ANA BbINOAHEHMA NPOBEPKM MPaB AOCTyNa NPOLLECChl Pa3AenatoT Ha ABe
KaTeropmn: npusmnernposaHHble (ID adpdeKkTMBHOro nonb3osaTens paseH 0, KaKk vy
cynepnonb3oBaTensa) n HenpueuaermposaHHble (ID adpdeKTMBHOro Nob30BaTENS HE PaBEH
0), ANA NPUBUNETMPOBAHHbIX MPOLLECCOB BbIMONHAOTCA HE BCe NPOBEPKM NPaB B A4pe, a AN1A
HeNpPMBUNETMPOBAHHbIX MPOLLECCOB  BbIMOJHAETCA MNOAHAA MNPOBEPKA Ha OCHOBe
BO3MOXKHOCTeM npouecca (obbivHO apdekTnBHoro UID, adpdexkTnsHoro GID mu cnucka
NOMNONHUTENbHbIX Fpynn).

B Aape OCABpopa BCe MpMBUAEIMKN, CBA3AHHbIE C CyMNeprno/b30BaTE/NEM,
pasaeneHbl Ha HECKONbKO YacTel, Ha3bliBaeMblX BO3MOMHOCTAMM (capabilities),
KOTOPble MOYHO pa3peLlaTb 1 3anpeLlaTb HE3aBMCMMO APYr OT ApYra. BO3MOXKHOCTM TaKKe
ABNAOTCA aTPMOYTOM HUTM.

Hanpumep, ecan Kakon-nmbo npolecc NbiTaeTcs co3aaTtb cneumanbHbi dann MY,
MCNONb3YA ANA 3TOr0 CMCTEMHBINA BbI30B mknod (), A4p0 OC ABpopa NOMMMO MPOBEPKM
OMNCKPELMOHHBbIX NPaB BbIMONHAET Ceaytolime A0NONHNUTENbHbIE MPOBEPKMU:

— PaBHO /1M HY/O 3HaYeHMe apPeKTMBHOro naeHTUdMKaTopa npouecca (cybbekTa
nocTyna);

— pa3pelleHo M npoleccy co3dasaTb crneumanbHble dalibl € MOMOLLbO
COBepLLUEHMA COOTBETCTBYHLLENO CUCTEMHOIO BbI30OBa.

OC ABpopa obecneymBaeT Aaa NOAUTUKN AMCKPELIMOHHOrO pasrpaHMyeHma npas
[0CTyNa NpUMEHEeHMe CaeayroLLIMX CBOMCTB:

— NPUHYAMTENbHAA peanm3auma noayvyeHma cybbektamm (npoueccamm) AocTyna K
00beKTaM TO/IbKO B pamMKax NOAHOMOYMIN, onpeaenaembix MNP/,

— Ha/Nnyme cnocobHOCTU onpeaensTb (HazHayaTb) NOAUTUKY AOCTYNa TONbKO A4
CyOBEKTOB, MMEILLMX Ha 3TO NPaBa, Kak onpeaeneHo NoAUTUKON MONHOMOUYMI ANA HUX;

— OTCyTCTBME Nt0DObIX OrPaHNYeHMIn Ana cybbekTa, umetollero naeHtTuomkatop O.

ATpnbyTbl  AUCKPELMOHHOro pasrpaHWYyeHMs npaB AO0CTyna  CBA3bIBAMOTCH
HenocpeaCcTBEHHO C 0OBEKTOM AOCTYNa B MOMEHT ero co3aaHunsa. [lencrasme aTux atpnbyTos
pPacnpocTpaHAeTCsA Ha 0OBbEKT A0 €ro YHUUYTOXKEHMA NMbO A0 Tex Nop, noka aTpmbyTbl He
6yayT M3MEHEHbI.

ATpubYTbl CYLLEeCTBYOT M AeNcTBYIOT Ans Ntoboro Tvna ob6bekTa, XpaHATCA B
MeTaAaHHbIX GalNoB MU peann3oBaHbl B BUAE CAeAYOLLMX CYLLHOCTEMN:

— OuTbl pa3pelweHunit (basosbie aTpPUOYTHI);

— Ccnunckm KoHTpons goctyna (ACL 1 pacwmnpeHHble aTpubyTbl);

— BO3MOXHOCTU (capabilities).
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CybbeKT, MAeHTUPMKATOP KOTOPOro coBMadaeT C MAEHTUDMKATOPOM Bnadenbla
00BbEKTA, MOXKET U3MEHATb aTpMbYTbl 0ObEKTa, BK/IOYana 6a30Bble U pacliMpeHHble BUTbI
npaB (3a UCKNtoYeHWEM cnydaes, Koraa @C HaxoAMTCA B PEXMME «TONIbKO ANA YTEHUA»).

NMPUMEYAHUA:

v BO3MOXHOCTb M3MEHATb BNagenbla obbeKTa AOCTyNHa  TOJIbKO
Cynepnosab3oBaTento;

v/ BO3MOMKHOCTb M3MEHATL rpynny o6beKTa A0CTyNHa TONIbKO A4 BAaAeNbLa v A
No/ab30BaTENS C MAEHTUGUKATOPOM HOMb (Cynepnonb3oBaTeb).

B cnyyae HeobxoaAMMOCTM NPUCBOUTL (M3MEHUTL) HOBbIN MAEHTUDMKATOP rpynnbl
Ans obbekTa, OH AO/KEH COBNAAATb C TEKYLWMM 3Ha4YEHMEM OCHOBHOM rpynnbl cybbekTa
AN ABNATLCA 3HAYEHNEM TPYMMbl, Y1EHOM KOTOPOM ABNAETCA CYObEKT.

Cynepnonb3oBaTenb YNOJHOMOYEH ONpeaenaTb Abyto rpynny Ana 0ObekKTa,
M3MEHATb BNadenbla W Nbble OUTbI NpaB, BKAKOYAA pPacClIMPEeHHble aTpubyTbl WU
BO3MOXHOCTMW.

CTaHaapTHbIM Habop nNpaB A0CTyna peann3oBaH B BMAe OUTOBOM MacCKu Mpas,
Ha/araembIX Ha Kaxkabl MAEHTUOUUMPOBAHHbIM 0OBbEKT. JaHHbIM CTaHAAPTU3NPOBAHHbIN
NOAX0A W CTAaHAAPTHbIM mMexaHn3am, peanmndyembin OC ABpopa, onpeaeneHbl B TEKYLLEM
cneundmraumm UNIX.03.

MPUMEYAHMUE. HamBmAayanbHble BUTbI NpaB MCNONb3YOTCA 414 YKa3aHWA Npasa Ha
yTeHme (r uamM 4deTbipe), 3anucb (W WMAW ABa) WMAM BbINOAHEHME (X uan oauH). OHM
OnNpeaenatTcs OTAeNbHO AN BAagenbla obbekTa, rpynnbl, K KOTOPOM MNPUHAANEKMUT
0OBEKT, M BCEX OCTaNbHbIX, T.€. CyObEKTOB, MAEHTUOUKATOPbLI KOTOPbLIX HE COBMNAAAOT HU C
NAEHTMOUKATOPOM BNAAENbLA, HM C TEKYLIMM MAEHTUPNUKATOPOM rpynnbl 06beKTa.

4.3.1.3. MO ¢ NOBbIWEHHBIM YPOBHEM MPUBMAETUI

Mporpammbl, GYHKLUMOHUPYLOLLME B CUCTEME W MCMNOb3YIOLIME MOBbILEHHbIN
YPOBEHb NPUBUAETMNA, MOTYT BbiTb pa3aeneHbl Ha creaytoulme TUnbl:

— NPOrpammbl  MAM  CUCTEMHbIE  CAYKObl,  3anylleHHble  CMCTEMHbIM
MHULMANN3AaTOPOM MM A4P0M. Hanpumep, NporpaMmsbl systemd AN crond;

— MPOrpammbl, 3anNyLLEHHbIE OT MMEHM CyNnepnoib3oBaTeNA C LUe/bk BbIMNOJHEHWS
OYHKUMIA  aAMUHUCTPUPOBAHMA MAKM 0bBCcayKMBaHWA. Hanpumep, 3anyck MNporpammbl
iptables 404 ynpasaeHna M3;

— NPOrpamMmbl,  MMeLUMe  YCTAHOBAEHHbIN  3PPEKTUBHbIN  OUT  CMEHDI
naeHTUPUKaTopa (setuid), ecnm 6GUT yKasbiBaeT Ha NPUHAANEKHOCTb MOMb30BATENIO C
naeHTndmnratTopom O.
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BHUMAHMWE:

v CneposatensHo, sce 10, Kotopoe paboTaerT B cucTeme, TpebyeT Hannyua
MOBbIWEHHbIX MNPUBUAETMIA U  COAEPXKUT WAM peannsyeT Te WKW UHble QYHKUMM
6e30nacHOCTN, MOXKHO OTHECTM K OYHKLMOHANbHbIM BO3MOXKHOCTAM Be3onacHocTn (PBO)
nmbo NPBO OC Aspopa;

v OctanbHoe M0, paboTatoliee B CUCTEME C MOBbILLEHHBIMWU MPUBUAETUAMM MO0
6e3 HaAnM4ymMa TaKOBbIX, MPU 3TOM He peanunsyrlollee HUKaKMX QYHKUMIA Be3omacHOCTH,
asnaetca He ®BO nam UPBO, a HenpmeunermposaHHbim [10.

B KoppeKkTHO obcnymBaemon cucteme ntoboe HenpueunermposaHHoe [10
HaxoauTca noa aencrtesnem ®B0 OC ABpopa M HE MMeEET BO3MOXHOCTM BbIMTK M3-N04 ero
aenctena. Npu aTom NpeanonaraeTca, 4To Atoboe HenpusuaermposaHHoe MO He ABAAeTCA
[0BEPEHHbIM.

MpueunermposaHHoe [0, KoTopoe He coaepXut PBO (Hanpumep, BHELLIHWE
MOAYNWN YPOBHA AApa, peanusyrolime onpeaeneHHble GyHKUMKW, K NPUMEPY NOAAEPMKKY
cneumanm3anpoBaHHoOro obopyaoBaHMA), AO0MKHO OblTb HAAEXHO M30/1MPOBAHO OT
ncnonb3oBaHma ¢ nomouwbito PO OC ABpopa ANA NpeaoTBpalleHna A0CTyna K HemMy B
0bxoa TpebyemMbix NOAHOMOYMINA.

4.3.1.4. CtaHpapTHbIe BUTbI NpaB A4OCTYNa

B OC ABpopa peanm3oBaHbl Tpu Habopa no Tpu OWUTa, KOTOopble onpeaenstoT
NONNTUKY A0CTyNa K 00BbEKTY A5 TPex KaTeropuit nosb3osaTtenen (CyobeKkToBs):

— MNo/b30BaTelb-BAadenel, obbekTa;

— NONb30BaTeNM, BXOAALLME B TPYNMy, K KOTOPOM NPUHAANENKNT OO BEKT;

— BCe OCTa/lbHble NONb30BaTeM (He BXoAALWME B YKa3aHHOE MHOXECTBO).

Tpu 6uTa B Kaxkaom Habope onpeaenAlT npaBa A0CTyna ANA  KaxK4oro
NONb30BaTeNsA, COCTOALLErO B OHOM M3 yKa3aHHbIX Bbllle KAaTErOPUIA, MPU 3TOM:

— 0AMH BUT OTBOAMTCA ANA YTEHMA (r UK YeTblpe), KOTOPOE PAaCCMATPUBAETCA KaK
MNOTOK AaHHbIX OT 06bekTa (baina, nankm) K cydobekTy (npoLecc, Nob3oBaTe lb);

— OAMH OWT oTBOAMTCA ANA 3anNUcKM UAM yaaneHua (w WMAM [Ba), KOTopoe
paccMaTpMBaETCA KaK MOTOK AaHHbIX OT cybbekTa (Mpouecc, nosb3oBaTenb) K 0ObeKTy
(baln, nanka);

— OAMH BUT OTBOAMUTCA AN UCNONHEHUSA (x UM OAMH), KOTOPOE paccmaTpuBaeTca
KaK MpOLLEeCcC 3arpysksM B OMeEpaTMBHYID MNaMATb TeKCTa MNPOrpammbl WM CcnefoBaHue
MHCTPYKUMAM  QYHKLUMA MPOrpaMmbl, MOSTOMY KaXKAblii CcyObeKkT noayvaetr A0CTyn K
KaXkaoMy 0OBbeKTy, 6a3npyacb Ha KOMOUHALMM 3TUX OBUTOB.

Hanpumep:

— rwx — ONpefenseT npaBa Ha COBepLUeHWe BCex onepauui (4teHue, 3anmcb u
BbINO/IHEHME);

— r-x —onpeaensaeT NpaBa TO/IbKO Ha YTEHWE U BbINMOIHEHME;

— r—onpeaenseT NPaBo TOJIbKO Ha YTEHUE;

— ---—onpeaenaeT oTCcyTCTBME Nt0OLIX NPaB A4OCTyNa.
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Mpn nonbiTKe AocTyna cybbekTa K 0ObeKTY pelleHne 0 NpeaocTaBNeHUN AOCTYNa
MAK OTKa3e B AoCTyne 6a3npyeTca Ha CaeayroWem aifopuTMe:

— ABAAETCA NM MAEHTUPUMKATOP MNoab3oBaTend (cybbeKkTa) paBHbIM Hyato. Ecau
ABNAETCA, NPUHMMAETCS pelLleHne O rapaHTMpPOBaHMM Nt0OOro A0CTyna Ha YTeHme/3anmch,
UrHopupya ©OuTbl npaB. JlocTyn Ha BbIMNOJIHEHWE TaKXKe rapaHTUpyeTca ANa 3TOoro
naeHTMdMKaTopa cybbeKTa, ecnm OUT UCMONHEHMA CTOUT XOoTA Obl ANA KaKoro-Hubyab
cybbeKTa. JanbHenwme NpoBEPKM NPOM3BOAMTLCA He By ayT;

— ecnn naeHTUOUKATOpP  cybbeKkTa  A0CTyna  CcoBMagaeT C  yKasaHHbIM
MaeHTUPUKATOPOM Bnadenbua o06bekTa, a OuTbl paspelleHuit YCTaHOBAEHbI B
onpefeneHHble 3HaYeHMA, pelleHne o AOCTyne UAM OTKase B A0CTyne OyaeT NPUHATO B
COOTBETCTBMM CO 3HaYeHUAMM 6UTOB. [lanbHellme NPpoBEPKM NPON3BOANTLCA HE DYaYT;

— ecam naeHTMOUKaTop OA4HOM 13 rpynn cybbekTa AocTyna (NepBUYHON NN Ntobo
Apyron) coBnafgaer ¢ WAEHTUOUKATOPOM Trpynnbl OObEKTa A0cTyna, a OuTbl npas
(paspeleHnin) Ana rpynnbl YCTaHOBAEHbI B Kakoe-n1Mbo 3HayeHume, pelleHne o A4oCTyne Uan
OTKa3ze B A0CTyne OyaeT MPUHATO B COOTBETCTBMM CO 3HAYeHWAMM OMTOB. JanbHenwwme
NpOoBEepKM NPOM3BOANTLCA He ByayT,;

— ecnn naeHTMdmnKaTop cybbekTa AocTyna nMbo naeHTndumratTop ntobom 13 rpynmn,
B KOTOPOW COCTOUT CYOBEKT A0CTyNa, He COBNAaZaeT Co 3HAYeHUsAMM aTpmMbyTOB BRaaebLa
M rpynnbl s o6bekTa 40CTyNa, OUEHMBAKOTCA 3HaYeHMA BUTOB NpaB A1A 0ObeKTa COrNacHo
KaTeropmMm WHbIX Nonb3oBatenein. Ecam OGMTOBAA Macka nNpaB ANA KAaTEropum MHbIX
no/sib3oBaTenen YCTaHOB/EHA B KaKoe-nMbo 3HaYeHune, pelleHne o A0CTyne NPMHUMaEeTCS
COrNIaCHO YCTAaHOBNEHHbIM B HEM 3Ha4YeHMAM U CyObeKTy npeaocTaBaAseTca AO0CTyn K
00BbEKTY.

NMPUMEYAHUE. Echm HUMKaKoe W3 OMUCAHHbIX YCAOBMM HE BbIMOJHEHO U
naeHTUPMKaTop cybbekTa A0CTyna He paBeH O, NonbITKa A40CTyna 610KMpyeTcs.

4.3.1.5. PacwmpeHHble aTprbyTbl M CNUCKU KOHTPOASA A0CTyNa

OC ABpopa NoAAepKMBaeT PaCLIMPEHHbIM MexaHu3M (aTpubyTbl) 0O6bEKTOB, a
TaKe CNUCKM KOHTPOAS A0CTYNa B COOTBETCTBUM C TpeboBaHmAMK cTaHaapTa POSIX ans ©C
EXT4. [daHHbIA MexaHM3M MO3BONAET CUCTEME NpeaocTaBnAaTb Hambonee TOHKO
CTPYKTYpPUpPYEMbIN AOCTYN CYObEKTOB K 0O BbEKTAM.

K nepeyHto paclimnpeHHbIX aTpnbyTOB OTHOCATCA CaeaytoLime:

— A - (no atime updates) Bpems MOAydYeHMA AOCTyna K danny He byaet
0OHOBAATLCA, YTO BNArONPUATHO MNOBAUSAET Ha NPOM3BOAMTENBHOCTL PC B C/1yYae CAULLKOM
YacTbix 0bpaLleHuit K dhanny;

—a - (append only) B ®aln MOMHO TO/IbKO AOMNWCbIBATb, HO HENb3A
yAanatb/nepemmeHoBbiBaTb (yA0O6HO Ans coobuweHut o cobbitmax). Ecam  atpubyt
YCTAHOBNEH Ha Nanke, TO HaxoaAllMecA B HeEM danabl HENb3S YAANATb, MOXHO TO/IbKO
C03/4aBaTb HOBbIE N MOANPULIMPOBATL CYLLECTBYHOLLME;

— ¢ — (compressed) AP0 NPOM3BOAUT NPO3PaAYHOE CKaThe nHdopmaumm dainna
Ha AMCKe, @ NPX A0CTyNe BO3BPALLAOTCA HECYKATbIE AaHHbIE;
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— D - (synchronous directory updates) nNpuv MOAMPUKALMM NAMKK
M3MEHEHWNA CUHXPOHHO 3aMMCbIBAOTCA Ha ANCK;

— d - (no dump) UFHOPMPOBATbL MNPWU CO3AAHMUM PE3EPBHOM KOMUKU NPOrPaMMONM
dump;

— i - (immutable) OWT, 3anpewatowmin Ntodbble nameHeHna danna (yaanatb,
NepenMMeHoBbIBaTb M MOAUPULMPOBATL). Ecnm aTpmbyT ycTaHOBAEH Ha nanky, TO
HaxoaAllmeca B Hel danabl MOXKHO MoAMULMPOBATL, MPWU 3TOM yAaNATb MAM CO34aBaTb
HOBble Paliibl HEBO3MOXHO;

—j - (data Jjournalling) ecam OC CMOHTMPOBAHa C NapameTpammu
data=ordered WAM data=writeback, AaHHble dainaa C 3TUM aTpMbByTOM COXpaHAOTCA
CHa4yana B »kypHan ®C, n nnwb 3aTem B darn. ATpnbyT ycTaHaBAMBAETCA M CHUMAETCA
TONbKO Cynepnosb3oBaTenemM W He AencTByeT NpM MOHTUPOBAHMM C MapaMeTpPoOM
data=journal (T.K. B 3TOM C/ly4ae AaHHble TaK¥Ke COXPAHAKTCA CHayana B KypHan u
aTpMbyT He MMEeEeT CMbICNa);

— s - (secure deletion) MNosHOe yaaneHue ¢ana (Mecto Ha AUCKe, rae OH
HaxXoAMNCA, 3aNONHACTCA HYAAMMN);
— S - (synchronous updates) NpsAmas 3anucb Ha AMCK Oe3 KaWwmnpoBaHMA

(obHOBNEHME B daine NPoMCXoauT Ha AMCKE CUMHXPOHHO ¢ M1, M3MEeHAWMM AaHHbIN
daiin);

— u - (undeletable) NpuyaaneHun ¢arna c TaKMM aTpnBYTOM ero coaepKmmoe
COXPaHAETCA, YTO MO3BONAET YyCNEeWHO MUCNOAb30BaTb MHCTPYMEHTbI A1 BOCCTAHOB/IEHNA
yaaneHHbix Gainnos;

— T —anka c TakKMM aTpUBYTOM CYUTAETCA PACMONOKEHHbBIM Ha BEPLUMHE NepapXmnm
Nanku C Lesbio MCNONb30BaHWA MeToaa pacnpeaeneHna 6aokos OpnoBsa;

— t — B KoHeL, danna c TakKum aTpnbyTOM HEBO3IMOXKHO NPUCOEANHUTL APYron Gamn
(tail-merging). Ha MOMeHT HanucaHus ext2 n ext3 He NOAAEPHKMBANN tail-merging
(He cunTas aKcnepUMeHTa IbHbIX NaTyen);

— E — VKas3blBaeT Ha Hanmume ownbOK npu cxatnum ¢darmna. HeBO3MOKHO
YCTaHOBUTb/CHATb C MOMOLLbIO chattr, MOXHO UL MPOCMOTPETb KOMAHAOM 1sattr;

— e — YKa3bIBaeT, YTo paiin MCnonb3lyeT AONONAHEHMA ANA pa3melleHns BA0KOB Ha
Ancke. HeBO3MOMKHO YCTaHOBUTL/CHATL C MOMOLLbIO chattr, MOMXHO NNLLb NPOCMOTPETb
KOMaHAOM lsattr;

— I — YKa3blBaEeT, YTO Nanka bblna NPoONHAEKCMPOBAHA NPU MCMOIb30BAHUN htree.
HeBO3MOMHO YCTAaHOBUTL/CHATL C MOMOLLBIO chattr, MOXHO /MUWb MNPOCMOTPETH
KOMaHAoM 1sattr;

— H — YKa3blBaeT, 4To daln xpaHUT cBou Ha0KM B eanHuuax ®C, a He B eanMHMLAX
CEKTOPOB, 3TO O3Ha4yaeT, YTo daln umeeT pasmep bonee 2TB (MamM Korga-To 3aHUMAanN).
HeBO3MOMHO YCTAaHOBUTL/CHATL C MOMOLLBIO chattr, MOXHO /MUWb MNPOCMOTPETH
KOMaHAoM 1sattr;
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— X — yKa3blBaeT Ha Ha/M4Me BO3MOXKHOCTM NOYYUTb NPAMOMN HENOCPEACTBEHHbIM
[JOCTYyN K Cxatomy daiiny. HeBO3MOMKHO YCTaHOBUTL/CHATb C MOMOLLbIO chattr, MOXHO
JINLLb NPOCMOTPETb KOMaHAOM 1sattr;

— Z — YyKasblBaeT, YTo cCXkaTblh dann is dirty. Henbss ycTaHOBWUTL/CHATb C
MOMOLLbI chattr, MOXHO JINLLb MPOCMOTPETb KOMAHAOM 1sattr.

MpocmoTp aTpmnbyToB ocyLlecTsaaeTca ¢ nomollbto MPBO 1saatr, a yCTaHOBKA UK
MoandPUKauma ocylwecTBafetca ¢ nomoulbto MPBO chattr. Mpu aTom aTpmubyTbl ANS
0OBbEKTA COXPAHATCA B MeTaAaHHbIX 06beKTa (i-node) ®C EXT4.

PacwmnpeHHble aTpnbyTbl ACL cogepkaT cneaytoulyo MHGopmaumo:

— MNpU3HaK (MeTKa) TMNa 3HaYeHMA CNMCKA KOHTPOA A0CTYNa;

— YTOYHSAOLLEEe 3HaYeHMe (YTOUYHAET NpeablayLumii NPU3HaK);

— Habop npaB, KOTOpbIM onpeaenaeT AUCKPELMOHHble npaBa Aaa CyObekTa,
MCNOb3YyA CHaYaa NPU3HaK TUNA, a 3aTEM ero YTOYHAKLWEee 3Ha4YeHue.

CyLecTByHOT caeaytouime Npu3HaKu:

— ACL_GROUP — onpepjenaeT BO3MOXHOCTb A0CTyna AnA CybbeKkTa, y KOTOporo
MaeHTMOUKATOP rPynnbl COBMAAAET CO 3HAYEHMEM, YKa3aHHbIM ANA FPynnbl B CMMCKe
KOHTPOANA A0CTyna 06beKTa B Ka4eCTBe YTOYHAIOLLErO 3HaYEHUS;

— ACL_GROUP_OBJ— onpefenaeT BO3MOXKHOCTb AOCTyNa ANA CybbekTa, y KOTOpOro
naeHTMdUKaTop rpynnbl (Man Ntobo N3 MAEHTUHUKATOPOB rpynnbl CybbEKTa) COBMNaAaeT co
3HaYeHMeM MAeHTUPUKATOPaA rpynnbl 0O BHEKTA;

— ACL MASK — onpeZenseT MaKCMManbHO BO3MOXHOe 3HayeHne BUTOB Npas AnA
rpynnbl MAnW rpynn;

— ACL_OTHER-—oONpeAendeT npaga 4oCTyna AnAa CyObeKToB, KOTOPble HE MOTYT ObITb
COOTHEeCeHbl C NtobbiM 3HaYeHWEeM WAEHTUOUKATOPOB, YKa3aHHbIX B CMMCKE KOHTPOAA
[0CTyNa;

— ACL_USER— onpegensaeTt npasa Ana cybbekTa, aeHTMOUKATOP KOTOPOro yKasaH
KaK yTouYHAtoLLee 3Ha4YeHMe Baaeblia 0O6beKTa;

— ACL_USER OBJ — onpefenset npasa AocTyna ana obbekTa, naeHTUdukaTop
KOTOPOro COBMaAaeT Co 3HAYeHMEM Bnaaeblia 0ObeKTa.

YTouHAOWee 3HayeHMe — 3HayeHue, Tpebyemoe MpPM3HAKOM ACL GROUP U
ACL USER. OHO MOXeT coAepKaTb WMAeHTUOMKATOpP NONb30BaTeNa WAW rpynnbl, ANA
KOTOpbIX OyAeT NPMHUMATbCA pPelleHne O NpeaocCTaBNeHWM AOCTyna B COOTBETCTBUM C
buTamm npas.

MpaBa Ao0CTyna AN1A CMMCKOB KOHTPOAA AO0CTyna ACL — CYLECTBYIOT Kak OuTbI
3HaYeHM NpaB, 03HaYyalWMX YTeHure (r), 3anucb/yaaneHune (w) MAM BbINOAHEHWE/NOUCK
(x).

OTHOLEHMA, BO3HMKAOLLME NPU NPUHATUN PELLEHNI B MOMEHT CPaBHEHMA Ba30BbIX
npaB (OBMTOBOM MacCKW) M pacliMpPEeHHbIX NpaB (CMMCKOB KOHTPOAS AO0CTyna), COCTOAT B
cnefyrouem:

— CMWCOK KOHTPONA AO0CTyna ACL CYMTaeTcs 06s3aTeslbHbIM WA MUHUMANbHO
HeobXxoAMMbIM ANA TUNOB ACL USER OBJ, ACL GROUP OBJ W ACL OTHER;
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— TWUMbl ACL GROUP WM ACL USER CYMTAIOTCA PACLUMPEHHbLIMM Y OLLEHMBAIOTCA NP
HaANYnK;

— MO YMOJIYAHMIO (€C/IM He YKa3aHO MHOe) TMN ACL USER OBJ, ACL GROUP OBJ U
ACL_OTHER MPMHMMALIOT 3Ha4YeHuA, coBnagatolime ¢ 6a3oBbiM 3HavyeHnem BUTOBOM MACKM
BAaAeNbLa M rpynnbl 0OBbEKTa;

— €C/IX YKa3aHbl YTOYHAOWME 3HAYeHNA A4 TUNOB ACL GROUP M ACL USER, Kak
MUHUMYM OAHO 3HA4YeHMe TMNa ACL MASK A0/KHO ObITb YKa3aHO. MHaye TMn ACL MASK
TaKXe cymTaeTca HeobA3aTeNbHbIM, N ero 3Ha4YeHne MOXKET ObITb He YKa3aHo.

[MpoBepKa pacCWMpPEHHbIX NpPaB NpW onpeaeneHnn NonbiTKM A0CTyna cybbeKkTa K
0OBbEKTY, Ha KOTOPOM YCTaHOBAEHbl pacliMpeHHble aTpnbyTtbl ACL, npoucxoguT no
cnefyroluemy anropuTmy:

1) EC/IU: naeHTndumKaTop cybbekTa AocTyna coBnagaeT C MAEHTUGUKATOPOM
BNaAeNblla 06bekTa A0CTYNa;

TOlJA: oueHMBAtOTCA 3HAYEHMA 3aNPOLLEHHbIX MPaB, YCTAHOBAEHHbIX B 06beme AN
TMNa ACL_USER OBJ, 1 CyDbeKT NosyyaeT AOCTYyN K 06bekTy B 06beMe yKa3aHHbIX NPas;

NHAYE: ngoctyn 610KMpyeTcs;

2) ECJIN: npeHTudMKaTOp cybbeKTa AoCTyna coBnafaeT C NtoObIM yKa3aHHbIM
MOEHTUOUKATOPOM BnaZenblLa obbeKkTa AOCTYNa, YNTOMAHYTbIM A4 TUNA ACL USER;

TOTAdA: oueHMBAOTCA 3HAYeHMA 3aMNpPOLLEeHHbIX MNpaB, YCTAaHOBAEHHble B 0bbeme
CHayana Ana Tuna ACL USER, a 3aTem ANA TMNa ACL MASK, 1 cybbeKT noayyaeT AOCTyn K
00BbEKTY B 0ObeMe yKa3aHHbIX NPas;

MHAYE: noctyn 6n10KnpyeTcs;

3) ECJZIN: ocHOBHOM MAM A06aBOYHbBIN MASHTUDUMKATOP rPpynnbl cybbeKkTa AocTyna
coBnagaeT Cc /0bbIM  YyKa3aHHbIM MAEHTMOMKATOPOM rpynnbl obObeKkTa [A0CTyna,
YNOMAHYTbHIM ANA TUMa CHavyana ACL GROUP_OBJ, a 3aTeM ACL_GROUP;

TOTJA: oueHmBatoTCA NpaBa Aada npusHaka Tmna ACL_MASK,

N ECJIU: npaBa A0CTyNa COAEp*KaT 3aNpoLLEeHHble 3Ha4YeHnA Ana ntboro ns TMNos
ACL GROUP OBJ, ACL GROUP, ACL MASK;

TOTOA: nocTyn NnpeaoCTaBAAETCA;

MHAYE: noctyn 6aokunpyeTcs.

4.3.1.6. MexaHun3m pa3pelieHnin HabopoB BO3MOXKHOCTEN

OMUCAHUE: pans BbINOAHEHMA MNPOBEPKM NpaB A0CTyna cybbekTbl A0CTyna
pa3fenslT Ha ABe KaTeropuu: npusunervposaHHbie (ID addeKTMBHOro nonb3oBaTens
PaBeH HY/O, KaK y Cynepnosib3oBaTtens), M HenpusuaernposaHHble (ID adpdekTnBHOrO
NO/NIb30BaATENA HE PABEH HY/IO).

CNUCOK PA3PELLEHUIA: Bo3mOMKHOCTM, peann3osaHHble B coctase OC ABpopa, a
TaKXe onepauum nam nosefeHne, paspelaembie 4aHHbIMN BOSMOXHOCTAMM:

— CAP AUDIT CONTROL — MO3BOJIAET BK/IOYATb WM BbIKNOYATL ayauT A4pa,
M3MeHATb UAbTPYLOLWME NpaBMAa ayamTa, Nosy4aTb COCTOSHUE ayanTa U GUALTPYOLLNE
npaBuna;
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— CAP AUDIT WRITE — NO3BOJIAET 3aNMUCbIBATb JaHHbIE B KypHa ayaAnTa A4pa;

— CAP_BLOCK SUSPEND — MO3BOMAET MCMNO/Ib30BaTb BO3MOXHOCTM, CMOCOBHbIE
npuBOANTL K OIOKMPOBAHMIO MPUOCTAHOBKU CUCTEMbI (epoll (7) EPOLLWAKEUP,
/proc/sys/wake_lockﬁ

— CAP_CHOWN — MO3BO/IAET BbIMONHATb NPOM3BObHbIE M3MEHEHMA Gan0BbIX UID U
GID;

— CAP DAC OVERRIDE — MO3BOMAET MPOMNyCKaTb NPOBEPKM AOCTyNna K danny Ha
YyTeHMe, 3aNnCb M BbINOJHEHME;

— CAP_DAC READ SEARCH — MNO3BOAAET MPOMNyCKaTb NPOBEPKM AOCTYNa K Ganay Ha
yTeHMe W [A0CTyna K MNanke Ha 4YTeHWEe W BbINONHEHWE, BbI3bIBATb  PYHKLMIO
open_by_handle_atO;

— CAP FOWNER — NO3BONAET BbINONHATb CAeAytolLmMe AeNCTBUA:

® NponycKkaTb MNPOBEPKMU AO0CTyna ANs onepauuin, KoTopble 0bbl4HO TpebytoT
coBnaaeHuns UID ®C npouecca n UID danna (Hanpumep, chmod, utime), MCKAKOYAnA
onepaumuu, oxBaTblBaemble CAP DAC OVERRIDE M CAP DAC READ SEARCH;

® YCTaHaBAMBATb PaCLIMPEHHbIe aTPpnbyTbl NPON3BO/IbHbLIX GalNN0B;

® YCTaHaBAMBATb CMMCKM KOHTpOA aocTyna (ACL) npon3Bo/ibHbIX Gainnos;

® ITHOPMPOBATb 3aKPENAAOLWNIA OUT Npn yaaneHnu danna;

e 33aaBaTb O_NOATIME ana npon3sonbHbix $alnoB B open M fcntl;

— CAP_FSETID — MO3BOJAET HE O4MWaTb OUTbl pexmma set-user-ID U set-
group-1ID NPU M3MeHeHUK dalina, a TaKkKe YCTaHaBAMBaATb OUT set-group-ID Ha ¢ann, y
KoToporo GID He coBnagaetr ¢ 6utom OC umam nobbiMKM  gononHUTeNbHbIMK  GID
BbI3bIBAOLLLErO NPOLLECCa;

— CAP_IPC LOCK — nossonsetr 6nokmposaTb namatb (mlock(2), mlockall(2),
mmap(2), shmctl(2));

— CAP_IPC OWNER — MO3BO/AET He BbINOMHATL MPOBEPKM AOCTYNA 414 ONepaLni ¢
obbekTamun System V IPC;

— CAP_KILL — MO3BOJIAET He BbINOAHATb MPOBEPKWM NPW OTMpPaBKe CWUIHANOB.
K A@aHHOM BO3MOXHOCTM OTHOCMTCA MCNO/Ib30BaHMe ioctl (2) C onepaumen KDSIGACCEPT;

— CAP_LEASE — N03BOJIAET YCTaHaB/AMBATb apeHy Ha MPOU3BO/bHble dalbl;

— CAP_LINUX_IMMUTABLE —  no3Bonsetr  ycTaHaBauMBaTb  inode-dnaru
FS_APPEND_FLwu FS_IMMUTABLE_FL;

— CAP_MKNOD — MO3BONAET CO343aBaTb CrielpanbHble Garbl C NOMOLLbIO mknod (2) ;

— CAP_NET ADMIN — NO3BO/AET BbINOMHATL CAeAytolme ceTeBble OnepaLmm:

® HACTPOWKa UHTepdelica;

e ynpasneHue |IP M3, TpaHCchAuMen aapecoB 1 BeAEHNEM YYETa;
® M3MeHeHMe TabanLbl MapLpyTM3aLUmnm;

® NpmBA3Ka K Ntobomy agpecy ANA NPO3PaAYHOro NPOKCUMPOBAHMA;
® Ha3Ha4YeHMe T1na CepBuca;

® OYNCTKA CTAaTUCTUKKM ApalBepa;
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® BK/IIOYEHUNE PEXKMMA 3aXBaTa (promiscuous);

® BK/IIOYEHME MHOroaApecHbIX PACCbINIOK (multicasting) ;

® ICNO/Ib30BaHNE setsockopt (2) ONA BKAKOYEHWA CledytouMx NapameTpos
COKeTa: SO DEBUG, SO MARK, SO PRIORITY (4NnA NpuopuTeTOB BHe AmanasoHa 0-6),
SO _RCVBUFFORCE M SO SNDBUFFORCE;

— CAP NET BIND SERVICE — no3sondAeT NPWBA3bIBATb CcoKkeT K
NPUBUNEITMPOBAHHbBIM NOPTAM AOoMeHa ceTn NHTepHeT (Homepa nopToB MmeHblle 1024);

— CAP NET RAW— NO3BONAET BbINONHATL CAeAytoWwme AeNCTBUA:

® 1ICM0/1b30BaTb COKETbl RAW U PACKET;

® NpPMBA3bIBATHCA K NOOOMY aapecy Aas NPO3PavyHOro NPOKCMPOBAHUS;

— CAP SETGID — NO3BOJIAET BbINONHATL NPOM3BObHbIE AencTBuA ¢ GID npouecca
M CMMCKOM A0NOHUTENbHbIX GID, a Takke noaaensiBaTe GID npy nepeaaye BO3MOXKHOCTEM
COKeTa 4Yepe3 JomeHHble cokeTbl UNIX; 3anucbiBaTb oTobparkeHwe |ID rpynnbl B
NO/1b30BaTE/IbCKOE NPOCTPAHCTBO MMEH;

— CAP SETFCAP — NO3BONAET Ha3HayaTb GalioBble BO3MOXKHOCTU, NPU 3TOM:

e ecin panoBble BO3MOMKHOCTM HE NOAAEPHKMBAKOTCA: NPEeAoCTaBAATbL WU
OT3bIBaTb /1t0OY0 BO3MOMKHOCTb B CMMCKE pa3pelleHHbIX BO3IMOXHOCTEN Bbl3blBaOLLENO
nnu ntoboro gpyroro npouecca (gaHHoe ceonctso CAP_SETPCAP HenocTynHo, ecan 84p0
cobpaHo ¢ noaaep»kkon GpammnoBbix Bo3amoxkHocTen, T.K. CAP_SETPCAP nmeeT NnoNHOCTbIO
NPYTyI0 CEMAHTUKY Y TaKMX A4ep);

e ecnin  dalinoBble BO3MOXHOCTM noadepxuBatoTcA: a06aBnsaTb  A0byto
BO3MOXHOCTb M3 OrpaHuymBatollero Habopa BbI3blBalOWEN HUTKM B ee Hacnedyembli
Habop; OT3bIBaTb BO3MOXHOCTU M3 OrpaHuMymMBatowero Habopa (c nmomouwbio prectl(2) c
onepaune PR_CAPBSET _DROP); nameHatb pnaru securebits;

— CAP SETUID — NO3BOJIAET BbINOJHATL MPOM3BO/IbHbIE AencTeua ¢ UID npouecca
(setuid(2), setreuid(2), setresuid(2), setfsuid(2)); nogaenviBatb UID npu
nepesade BO3MOMKHOCTEM COKeTa 4epe3 AomeHHble cokeTbl UNIX; 3anucbiBaTb
oTobpakeHue ID nonb3oBaTens B N01b30BaTENbCKOE MPOCTPAHCTBO MMEH;

— CAP SYS ADMIN NO3BOJIAET BbIMNONHATL CNeytoLine AeNCTBUA:

e pellaTb 3a4a4yM ynpasieHns cuctemon: quotactl(2), mount(2), umount(2),
swapon(2), swapoff(2), sethostname(2) n setdomainname(2);

® BbIMOJ/IHATb NPUBUIETMPOBaAHHbIE onepaLnm syslog(2) (4158 AaHHbIX onepaumi
Heobxoammo ncnonbzoBatb CAP_SYSLOG);

® BbINONHATb KOMaHay VM86 REQUEST IRQ vm86(2);

® BbINONHATL onepauun IPC_SET n IPC_RMID Hag npon3BOAbHbIMM 06beKTaMM
System V IPC;

® MepesanuncolBaTb orpaHnyeHma pecypca RLIMIT _NPROC;

® BbINOJIHATb ONepaLyMn Haj pacliMpeHHbIMK aTpubyTamu trusted m security;

e ycrnonb3oBaTh lookup dcookie(2);
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® ,ACNONb30BaTh ioprio_set(2) AnA Ha3HaYeHUs KNaccoB NAaHMPOBAHMA BBOJA-
BbiBoaa IOPRIO_CLASS RT n IOPRIO_CLASS IDLE;
e noagenviBath PID npu nepegavye BO3IMOXKHOCTEM COKETa 4yepes3 AOMEHHble
cokeTbl UNIX;
® NpesBbiWaTb /proc/sys/fs/file-max, CUCTEMHOE OFpPaHUYEeHUe Ha
KONMYECTBO OTKPbITbIX PaI0B B CUCTEMHbIX BbI30BaX, OTKPbIBAtOWMX Gaiabl (Hanpumep,
accept (2), execve(2), open(2), pipe(2) ),‘
® 33/1eMCTBOBaTb dnarv CLONE *, cO3Aalowme HOBble MPOCTPAHCTBA MMEH C
NOMOLLBIO clone (2) Munshare (2) (418 CO34aHMA NONb30BATENBCKUX NPOCTPAHCTB MMEH
He TpebyeTcs HUKAKMX MHBbIX BO3MOMXKHOCTEN);
® BbI3blBaTb perf event open(2),
® M0/ly4aTb AOCTYN K MHGOPMALMM O NPUBUAETMPOBAHHOM CObbITUM perf;
® Bbi3blBaTb setns (2), TpebyeTcA CAP SYS ADMIN B MNPOCTPAHCTBE MMEH
Ha3HaYeHus;
® BbI3bIBATb fanotify init(2);
® BbI3bIBaTb bpf (2);
® BbINOJHATb ONepauun KEYCTL CHOWN M KEYCTL SETPERM B keyctl (2);
® BbIMNO/HATb OMNepaLnio MADV HWPOISON B madvise (2);
® 33/1eMCTBOBATb TIOCSTI B ioctl (2) ANA BCTaBKM CMMBOSIOB BO BXOAHYHO
oyepeab TEPMUHANA, OTIMYHOTO OT YNPABAAOLErO TEPMMHANA, Bbi3bIBAOLLETO;
® 33/71eMCTBOBATH YCTAPEBLINIM CUCTEMHbIN BbI30B nfsservctl (2);
® 33/1€MCTBOBATb YCTAPEBLUINM CUCTEMHbIM BbI30B bdflush (2);
® BbIMO/IHATb Pa3/INYyHble MPUBUIETMPOBAHHbIE OMepaunMm ioctl (2) Hafg
6/104HbIMKU MY;
® BbINO/IHATb Pa3/IMYHbIe NPUBUAETMPOBAHHbIE onepaunmn ioctl (2) Hag PC;
® BbIMNO/HATb aAMUHUCTPATMBHbIE ONepaLmnn Haj ApanBepammn MY;
— CAP_SYS BOOT — NM0O3BOJIAET NCMONb30BaTb reboot (2) M kexec load(2);
— CAP SYS CHROOT — MO3BOJIAET MCMNONb30BaTb chroot (2);
— CAP_SYS MODULE — MO3BOJIAET 3arpy>aTb M BbIrPYXXaTb MOAY/IN AAP3;
— CAP_SYS NICE MNO3BOJIAET BbIMOJAHATb CAeAytolime AeNCTBUA:
® MOBbIWATb 3HAYEHME YCTYNYMBOCTM NpoLecca (nice (2), setpriority(2))
N M3MEHATb 3HAaYeHMe YCTYNYMBOCTI Y MPOM3BOIbHbIX MPOLIECCOB;
® Ha3Ha4YaTb NOAUTUKMU NAAHNPOBAHNA PEASTbHOTO BPEMEHM A4 BbI3bIBAOLLENO
npouecca, a TaKXe MOAUTMKM NAAHMPOBAHMA M MPUOPUTETbI ANA MNPOM3BOJbHbIX
npoueccos (sched setscheduler (2), sched setparam(2), shed setattr(2));
® BbIMO/IHATb MPMBA3KY K 3/IEKTPOHHOM noanuck (3M) Ana npom3BObHbIX
npoueccos (sched_setaffinity (2));
® Ha3HayaTb KjaacCc MNAaHMPOBAHWMA BBOAA-BbIBOAA WM NPUMOPUTET  AAA
MNPOM3BO/IbHbIX NPOLECCOB (ioprio set (2));
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® NPUMeHATb migrate_pages(2) K MNPOM3BOJIbHbIM MNpoueccam Ana  ux
nepemMeLleHns Ha NPON3BO/IbHbIE Y3/bl;
® MPUMEHATb Move_pages(2) K NpOn3BOIbHbIM NpOLLEeccam;
e ycnonb3osaTb pnar MPOL_MF_MOVE_ALL B mbind(2) n move_pages (2);
— CAP_SYS PACCT — NO3BOIAET UCMONb30BaTb acct(2),
— CAP_SYS PTRACE — N03BO/IAET BbINONHATL CeAytoLLe AeNCTBUA:
® TpaccupoBaTb toHOM NpoLecc ¢ nomollbto ptrace(2);
® NpMMeHATb get_robust_list(2) K Npon3BOAbHBIM NpoLEeccam;
e NepemellaTb AaHHble B/M3 NamsATU MPOM3BOSLHONO MPOLECCa C MOMOLLbHO
process_vm_readv(2) un process_vm_writev(2);
® 13y4yaTb NPOLLECChl ¢ Momollbio kemp(2);
— CAP_SYS_RAWIO — no3BondAeT BbINONHATb CAeaytouime AeNCTBUA:
® BbIMO/IHATL ONepaLmn BBoAa-BbiBoAa 13 noptos (iopl(2) nioperm(2));
e paspewaTb goctyn K /proc/kcore;
® 334eMcTBOBATL onepauuto FIBMAP B ioctl(2);
® OTKpbIBaTb MY Ans AocTyna K cneumanbHbiM pernctpam x86 (MSR);
e 06HOBNATL /proc/sys/vm/mmap_min_addr;
® CO3/aBaTb OTOOPAXKEHNA NAMATM NO agpecam, MeHbLIE 3HAYEeHMSA, 3a1aHHOrO
B /proc/sys/vm/mmap_min_addr;
e oTobpaxkaTb painbl B /proc/bus/pci;
e OTKpbIBaTL /dev/mem u /dev/kmem;
® BbIMNOJIHATb Pa3nnyHble KoMmaHabl MY SCSI;
® BbIMOJ/IHATb onpeaenieHHble onepaumn ¢ MY hpsa(4) v cciss(4);
® BbINO/IHATb HEKOTOPbIE CNelyManbHble onepaunmn ¢ ApYrmMmn yCTPONCTBAMU;
— CAP_SYS RESOURCE — MO3BO/IAET BbINONHATbL CieAytolime AeNCTBUA:
® ICNONb30BaTb 3ape3epBMpoBaHHOE NpocTpaHcTBo PC ext2;
coBepllaTb BbI30BbI i0Ctl(2), ynpasaatowme KypHainpoBaHmem ext3;
® MPEeBbILLATb OrPaHNYEHNE AMCKOBOrO NPOCTPAHCTBA;
® yBE/IMYMBATb OrPaHMYEHMA MO pecypcam;
® repesanuncolBaTb orpaHnyeHme pecypca RLIMIT _NPROC;
® MPEeBbILLATb MAaKCMMaNbHOE KOIMYECTBO KOHCO/1EN NPU BblAENEHWNM KOHCONW;
® MPEBbILLATb MAaKCMMaNbHOE KOIMYECTBO PACKNAA0K,;
® 1CN0/1b30BaTb bonee, yem 64 Ll npepbiBaHNA M3 4aCOB PeasIbHOro BPEMEHM;
® Ha3HayaTb 3HadyeHMe msg_gbytes odepean coobueHnit System V 6onblie
orpaHuyenuns /proc/sys/kernel/msgmnb;
® NpesbIlaTh oOrpaHuyeHune /proc/sys/fs/pipe-size-max npu HasHavyeHMM
BMECTMMOCTM KaHa/la C moMoLblo KomaHabl F_SETPIPE_SZy fentl(2);
e ycnonb3osaTb F_SETPIPE_SZ ana yBennyeHma BMECTMMOCTM KaHana bonblue,
Yyem orpaHuyeHune, 3agasaemoe B /proc/sys/fs/pipe-max-size;
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e MpeBbIlaTh orpaHuyeHne /proc/sys/fs/mgueue/queues_max npu cosgaHum
ovepeaen coobuleHnin POSIX; 3ageincTesoBatb onepaumto PR_SET_MM B prctl(2);

e ycTaHaBAMBaTb /proc/PID/oom_score_adj B 3HayeHMe MeHbluee, Yem
nocneaHee yCTaHOBNAEHHOEe 3HaYyeHue npoueccom ¢ nomoulbio CAP_SYS RESOURCE;

— CAP_SYS TIME —NO3BO/AET HACTPamnBaTb CUCTEMHbIE Yachl (settimeofday (2),
stime (2), adjtimex(2)) W 4acbl peanbHOro BpemeHu (annapaTtHblie);

— CAP_SYS TTY CONFIG — TMO3BO/IA€T  MCNO/Ab30BaTb  vhangup (2) 7
3a/1eMCTBOBATb Pa3/IMYHble NPUBUAEIMPOBAHHbIE Onepaummn ioctl (2) C BUPTYaSbHbIMM
TEPMUHANAMU;

— CAP_SYSLOG — NO3BOJIAET BbINONHATb CAeAyloLLIMe AeNCTBUA:

® BbINONHATb NPUBUAErMPOBaHHbIE onepauum syslog(2);
® NpoCMaTpMBaTh aJpeca s4pa, oTobpakaemble B /proc n Apyrux nHtepdencax,
Korga 3HaveHue /proc/sys/kernel/kptr_restrict pasHo 1;

— CAP_WAKE_ALARM - ycTtaHaBanBaTb Tanmepbl CLOCK REALTIME_ALARM wu
CLOCK_BOOTTIME_ALARM npu npobyxaeHnn CUCTEMBI.

HABOPbl BO3MOMHOCTEW CYBbBEKTA: kaaad HUTb UMeeT  Habopbl
BO3MOHOCTEN, coaepKallime HoMb n/mnv bonee cneayolimx BOSMOKHOCTEN:

1) Pa3spelleHHble aencTBuA (Permitted). Permitted — OrpaHuU4mMBatoWLmMin Habop
3QPEKTUBHBLIX BO3MOMKHOCTEN, KOTOPbIMM HagenaeTca HUTb. [aHHbIM Habop TaKxke
OrpaHMYMBaAET CMMUCOK BO3MOXKHOCTEM, KOTOPble MOTyT BbITb A06aBNEHbI B HAC/EAYyEMbIN
Habop ANA HUTW, HE MMelOLWEen BO3MOXKHOCTEN CAP SETPCAP B CBOeM 3PPeKTMBHOM
Habope. Ecan HUTb cOpacbiBaeT BOSMOXKHOCTb B CBOEM pa3pellnTeibHOM Habope, OHa He
CMOMET N0y4MTb ee 0OpaTHO (€CM TONbKO He BbINOHAETCA execve (2) ANA NPOrpPaMMmbl
C set-user-ID-root WAW MNPOrpPamma, y KOTOPOM COOTBETCTBYHOLIME BO3MOMKHOCTU
danna NpesocTaBAsOT 3TY BO3SMOMKHOCTb);

2) Hacneanyemble aenctema (Inheritable). Inheritable — Habop HacneayeMbIX
BO3MOXHOCTEN, KOTOPble OCTAOTCA TAKOBbIMM MPK BbINOAHEHMW NtOOOM NPOrpammbl M
COXPAHATCA MpPU Bbl30BE execve (2). Hacneayemble BO3MOMKHOCTM A0DaBnATCA B
pa3pelnTenbHbii Habop, ecnn BbINOAHALWANACA NPOrpaMma MMeeT COOTBETCTBYHOLIME
YCTaHOBNEHHble 6UTbI B daiI0BOM Hac/ieayeMom Habope. Ecam BbiInoAHEHWE NPONCXOANT
He OT MMEHW Cynepnosib3oBaTesNA, HacneayeMble BO3SMOMXKHOCTU He COXpaHATCA nocae
execve (2), noatomy MI, KoTopbiMm HeobXxoAMMO BbIMNONHATL BCMOMOraTe/bHble
NPOrpammbl C MOBbILEHHbIMM BO3MOMHOCTAMMK, TpebyeTcs MCMNO/b30BaTb HAPYMKHbIE
BO3MOYHOCTM (ambient capabilities);

3) 9bdbeKkTnBHbIE AencTBUSA (Effective). Effective — JaHHbIA Habop
BO3MOXXHOCTEN MCNONb3YeTCA AAPOM NPM BbIMOJHEHNUM NMPOBEPOK NPAB HUTMK.

C nomoulpblo capset (2) HUTb MOXET M3MEHATb CBOM HabOopPbl BO3IMOXKHOCTEMN.

®ann (MPBEO) /proc/sys/kernel/cap last cap COAEPXKWT HYMUCAOBOE 3HAYEHME
camol 60NblWOM BO3MOMKHOCTM, NOAJEPKMBAEeMOn paboTatowmMm AAPOM. ITO MOXKHO
MCNOb30BaTb A5 onpeaeneHna Hanbonbluero 6uTa, KOTOPbIM MOXKET ObITb YCTAHOBNEH B
Habope BO3MOXHOCTEMN.
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®AMNOBLIE HABOPbl BO3MOXHOCTEWM: B8 OCABpopa CBA3b Habopos
BO3MOHOCTEM C WUCNOMHAEMbIM GalNIoOM NOAAEPKMBAETCA C MOMOLLbIO setcap (8).
Habopbl BO3MOXKHOCTEN daina XpaHATCA B PaCLUMPEHHOM aTpmnbyTe, ANA 3aNnCK B KOTOPbIN
TpebyeTtca Bo3moxkHoCTb CAP_SETFCAP. Habopbl ¢alnoBbix BO3MOMKHOCTEM BMeECTeE C
HabopaMmn BO3MOMKHOCTEM HUTW onpeaenatoT Habopbl BO3MOXHOCTEM HWUTKM MNocae
BbINO/IHEHMA execve (2) .

CyuwecTsytoT cneaytolime ¢dannoBble HAOOPbI BOSMOMXKHOCTEN:

— permitted (paHee Ha3blBaBWMINCA forced) — BO3MOXHOCTM aBTOMATUYECKM
pa3peLlatoTca HATU HE3aBMCMMO OT ee yHac/1eJ0BaHHbIX BO3SMOXHOCTEN;

— inheritable (paHee Ha3biBaBLIMNCA allowed) — Habop obbeanHaeTca (AND) ¢
yHacnenoBaHHbIM  Habopom  HWUTKW, YTODblI ONpPeaennTb, Kakume yHacneaoBaHHble
BO3MOXHOCTM OyAyT BK/OYEHbI B €€ pa3peLlnTenbHblii Habop nocne execve (2);

— effective — B AeNCTBUTENBHOCTM NPeACTaBAAET cOOOM He Habop, @ OAMHOYHbIM
6UT. ECAn BUT BKNKOYEH, TO MPU BbI30BE execve (2) BCE HOBbIE pa3pelleHHble BO3MOXKHOCTH
HUTW ByayT Takke pobasneHbl B 3ddEKTUBHbIM Habop. Ecan OUT BbIKAOYEH, TO Nocne
execve (2) HM OZlHA N3 HOBbIX Pa3peLleHHbIX BOIMOXKHOCTEN He byaeT fobaBneHa B HOBbIM
3pPeKTMBHbIN HabOP.

BkatoueHne apdpeKkTnBHOro dpannosoro bmuta nogpasymesaeT, 4yTo Ntobaa dpannosas
pa3pelwnTenbHas WAM  Hacneayemaa BO3MOMHOCTb, MO3BOAAKOWAA HUTU  MNOAYYNUTb
COOTBETCTBYHOLLYIO Pa3peLllnTeNnbHY0 BO3MOXKHOCTb MPU execve (2), TaKKe NOAYYNT ee B
addeKkTMBHOM Habope.

[MoaToMy ecanM npu  HasHaYeHWUM BO3MOXKHOCTEM  dalny  (setcap (8),
cap_set file(3), cap set f£d(3)) yKa3aTb 3dDeKTUBHbIN GAar Kak BKAKOYEHHbIV ANA
Nto60M BO3MOXKHOCTK, 3PPEKTUBHBIN diar AONKEH TaKKe OblTb YKa3aH BKAOYEHHbIM A5
BCEX  OCTa/lbHbIX  BO3MOXHOCTEW, ANA  KOTOPbIX  BK/AKOYEH  COOTBETCTBYIOLLMIA
paspelumnTenbHbIn MO0 Hacaeayemblin daaru.

Mpeobpa3oBaHMe BO3IMOXKHOCTEN NpU execve().

Mpn execve (2) @PBO BbIMMCAAIOT HOBblE BO3MOXHOCTM CcybbeKkTa A0CTyna
(npouecca) no cneayoulemy aaropuTmy:

P' (ambient) = (npuBujermpoBaHHeM OGamnyn) ? 0 : P(ambient)

P' (permitted) = (P(inheritable) & F(inheritable)) |

(F(permitted) & cap bset) | P'(ambient)

P' (effective) = F(effective) ? P' (permitted) : P' (ambient)

P' (inheritable) = P(inheritable) [T. e., He usMeHdgeTCH],
rae:

— P — 3HayeHMe Habopa BO3MOXKHOCTEM HUTU A0 execve (2);

— P' —3HayeHMe Habopa BO3MOXKHOCTENM Noc/e execve (2);

— F— $alnoBbl HaOOp BO3MOXKHOCTEN;

— cap_bset — 3Ha4yeHue orpaHmn4mBatoLLLero Habopa BO3MOXHOCTEN;

— NPUBUAETMPOBAHHbLIN darn — dainn, UMELWMIM BO3MOKHOCTK, MO0 ANs Hero
yUGHOBﬂeH6MTset—user—ID NN set—-group-1D.

104




— ~] OTKPBITAR

PyKOBO,ﬂ,CTBO AdAMNHUNCTPATOpPA HRE?#S#&E

BO3MOXHOCTU W BbINONHEHWUE MNPOMPAMMDbI CYMNEPMNO/Ib3OBATE/IEM: ana
NpeaocTaBneHMA MNOAHOro Habopa BO3MOXKHOCTEM Cyneprnonb30BaTeNO B execve (2)
HeobXx0AMMO BbINOAHEHWNE CAEAYIOLINX NPABUL

— eC/I1 BbINOJIHAETCA MPOrpaMma C YCTaHOBAEHHbIM OUTOM set-user-ID-root
mnn ID  peanbHOro noONb30BaTeNs MNpoLecca paBeH HyAo (cynepnosib3oBaTtesb),
NpeaocTaBAAOTCA NOAHble dainoBble M Hacneayemble Habopbl BO3MOXKHOCTEM (T.e.
pa3pelleHbl BCE BO3MOXKHOCTN);

— eC/I1 BbINONHAETCA NPOrpamMmma C yCTaHOB/IEHHbIM BUTOM set-user-ID-root,
addeKTUBHbIN hannoBbI BUT paBeH eanHULE (YCTAHOBAEH).

Pe3ynbTaT  yKa3aHHbIX  MNpaBua, 0ObEAMHEHHbIX C  Npeobpa3oBaHUAMM
BO3MOXHOCTEM, CNeAyOWMN: Koraa NPouecc BbINOMHAET execve (2) ANA NPOrPaMmbl C
OUTOM set-user-ID-root WMAM Koraa npouecc ¢ apdpekTnBHbiM UID HONb BbINOAHAET
execve (2), OH MOMy4YaeT BCE BO3MOXHOCTM M3 paspewnTensHoro U 3ddeKTUBHOro
HabopoB, 3a WCKAOYEHMEM TeX, KOTopble OTMEHEeHbl OorpaHuyMBaloWMM Habopom
BO3MOXHOCTEN. DTO NPeaoCTaBAsET CEMAHTUKY, COBMAAatoLLYy0 C 0ObIYHBIMW CUCTEMAMM
UNIX.

OrPAHUYUBAIOLLMA HABOP BO3MOMHOCTEW: orpanuumsatowmii  Habop
BO3MOMKHOCTEM — MexaHM3M 6e30MacHOCTW, KOTOPbIA MOKHO WCMNOAb30BaTb ANA
OrpaHNYeHMA BO3MOXKHOCTEN, AOCTYMNHbIX NPU execve (2), CAeaytoWmm obpasom:

— NpU execve (2) OrpaHMYMBatOLLINIM HabOp BO3MOXKHOCTeN cknaapiBaetca (AND) ¢
dannoBbIM paspelnTenbHbiIM HabopoM BO3MOXKHOCTEM, M pe3ynbTaT 3TOM onepaumn
Ha3Ha4yaeTca paspelnTenbHOMY Habopy BO3MOMKHOCTEM HUTU. Takum 0b6pasom,
OrpaHNYMBaOLWLNIA HabOpP BO3MOXHOCTEM OrpaHWMYMBAET pa3pelleHHble BO3MOMXKHOCTH,
KOTOpble MOXeT NpeAoCTaBUTb MCMONHAEMbIN Galin;

— OorpaHuymBaoWMii Habop BO3MOXKHOCTEM NpeacTaBAdAeT cobOM nepeyeHs,
KOTOPbIM HUTb MOXKeT A00aBUTb B CBOM HacaeayemMblil HAbop C MOMOLLBIO capset (2). ITO
03HayYaeT, YTo, eC/IM BO3MOXKHOCTb OTCYTCTBYET B OrpaHn4YmMBatoLLemM Habope, HUTb He MOXKET
N06aBUTb 3TY BO3MOXHOCTb B CBOW Hacneayembln Habop, Aaxe ecam OHa NPUCYTCTBYET B
paspelmnTenbHOM Habope, cneaoBaTeNlbHO, HE MOMET COXPaHUTb AaHHYIO BO3MOXHOCTb B
paspelmnTenbHbIi Habop Npu Bbi30BE execve (2) ANA dana, MMEKLLEro BO3MOXHOCTb B
cBOEeM Hacneagyemom Habope.

OrpaHunymBatoWmMin Habop CKpbIBaeT Ppai0Bble Pa3peLllnTeNbHbIE BOSMOXHOCTH, HO
He Hacnelyemble BO3MOMHOCTM. ECAM HUTb MMeeT B CBOemM HacneayeMom Habope
BO3MOHOCTb, KOTOpas OTCYTCTBYET B OrpaHMYMBatoLLEM Habope, HUTb MO-MpexHemMy
obnagaeT 3TOM BO3MOXNHOCTbIO B CBOEM pa3pelnTenbHom Habope npu BbIMOJHEHWUM
dalina, MmeroLLero BO3MOXKHOCTb B CBOEM HacieayeMom Habope.

TONbKO NpOLEect OAMH MOXKET 3a4aBaTb BO3IMOXKHOCTU B OrpaHn4mMBatoLLem Habope
BO3MOKHOCTEM, MOMMMO 3TOro Cynepno/ib3oBaTte b (ToOYHee, NPOrpaMmbl C BO3MOMKHOCTbIO
CAP SYS MODULE) MOTYT MLWb YAaNATb BO3MOXKHOCTM M3 Habopa.

OrpaHuumnBatoWMin Habop HacneayetrcA npu fork(2) OT HUTU POAUTENA U
COXpaHAeTCA NpU execve (2) .

105



— ~] OTKPBITAR

PyKOBO,ﬂ,CTBO AdAMNHUNCTPATOpPA HRE?#S#&E

HnTb MOXeT yaanATb BO3MOMKHOCTM M3 CBOEro OrpaHuymBatollero Habopa ¢
MOMOLLbIO BbI30Ba prctl (2) conepaumen PR_CAPBSET DROP MPW HANNYMM BO3MOXKHOCTU
CAP SETPCAP.

Mocne yaaneHna BO3MOXHOCTM M3 OrpaHMymBarollero Habopa BOCCTAHOBUTL ee
HEeBO3MOXHO. HUTb MOXKeT onpeaenTb Ha/In4me BO3MOXKHOCTM B CBOEM OFPaHNYNBAOLLEM
Habope C NOMOLLbIO BbI30Ba prctl (2) € onepauyein PR CAPBSET READ.

YnaneHne BO3MOXHOCTEN M3 OrpaHU4YmMBatollero Habopa AOCTYNHO, TONbKO ec/un
A0p0 cobpaHo ¢ noaaep*KKoM GannoBbIX BO3IMOKHOCTEMN.

[lna coxpaHeHMA MPMBbLIYHOM CEMAHTMKM NPU Nepexoae OT HyAs K HEHyNeBbIM
nonb3oBatensCkmm ID OBO  ocywecTBaAT  cheaytolime  M3MeHeHuA  Habopos
BO3MOHOCTEN HUTU NPU UBMEHEHWUWN Y HUTK peanbHOro, 3dGeKTMBHOro, coxpaHeHHoro ID
M nonb3oBaTenbckoro ID OC (c nomoulpto setuid (2), setresuid(2) MW NOAOOHbLIX):

— eC/n paHee peanbHbi, 3GGEKTUBHBINA MU COXPAHEHHbIN NONb30BATENLCKNI ID
He Obln paBeH HyN M B pe3dynbTate MameHeHua UID Bce 3t ID nony4ymnm HeHynesoe
3Ha4yeHWe, TO BCE BO3MOMHOCTWU YyAANAKTCA M3 Pa3pelmTensHoro n 3dpdeKTUBHOro
Habopos;

— ecnn 3ddEeKTMBHbIN N0Nb30BaTENLCKNM ID n3MeHAeTcA ¢ HyN1eBOro Ha HEHyeBOe
3HayeHMe, TO BCE BO3MOMKHOCTM yAANATCA U3 aPpPeKTMBHOro Habopa;

— ecnn 3pPEKTUBHbBIM NONb30BaTENbCKUM ID M3MEHAETCA C HEHYNEBOrO 3HaYeHMn
Ha O, TO pa3peLLnTenbHbI Habop KonupyeTca B ahdEeKTMBHbIN Habop;

— ecauv nonb3osaTenbekuit ID ®C n3meHAeTCa ¢ HY1EBOTO Ha HEHY/1EBOE 3HAYEHME,
TOo K13 3bdeKkTMBHOro Habopa yAanAwTca Ccaedylowme BO3IMOXMKHOCTU: CAP_ CHOWN,
CAP DAC OVERRIDE, CAP DAC READ SEARCH, CAP FOWNER, CAP FSETID,
CAP LINUX IMMUTABLE, CAP MAC OVERRIDE M CAP MKNOD. Ecivm nonb3osatenbckuii ID
®C n3meHaeTCA ¢ HeHyNeBOro 3HavyeHmaA Ha 0, To 1toban M3 BO3MOXKHOCTEN, BKAOYEHHbIX B
paspeLlnTenbHbI Habop, BKAtoYaeTca B apPpeKTMBHOM Habope.

Ecnm HUTL, Yy KOTOPOM oanH nnm bonee nonb3oBaTenbckunx ID paseH O, cTpemmnTCs
NpeaoTBPaTUTb  YAaNeHWe  paspellnTenbHbiX  BO3MOXHOCTEM npm  cbpoce  Bcex
No/Nb30BaTeNbCKMX ID B HEHYNEBble 3HAYEHWA, OHA MOXKET MCMNONb30BaTb BbI30B prctl (2)
C onepauvei PR SET KEEPCAPS wau ¢narom 6e30MacHOCTM SECBIT KEEP CAPS,
ONMCaHHbIM Aanee.

HnTb MOXeT nonyvaTb M M3MEHATb CBOM Habopbl BO3IMOMKHOCTEM C MOMOLLbO
CMCTEMHbIX BbI30BOB capget (2) W capset (2). OAHAKO ANA 3TOM Lenn npeanovTnTensHee
MCMNONb30BaTb cap get proc(3) Wcap set proc(3) U3 MaKeTa libcap.

Mpn n3meHeHMn HabopoB HUTU MPUMEHAIOTCA CAeaytoLLMe NPaBUAa:

— €CNM  BbI3bIBAIOWMIA HE MMeeT BO3MOXHOCTM CAP SETPCAP, TO HOBbIM
Hacneayembin Habop Ao/KeH OblTb nogHabopom KOMOWHALMM  CYLLECTBYHOLWEro
Hac/neayemMoro 1 paspewnTenbHoro Habopos;

— HOBbIM Hacneayembln Habop [omKeH ObiTb noaHabopom  KOMOMHaLMM
CYLLECTBYHOLLETO HAaC/1eAyEMOTrO M OrpaHMymMBatoLLLEro Habopos;

106



— ~] OTKPBITAR

PyKOBO,ﬂ,CTBO AdAMNHUNCTPATOpPA HRE?#S#&E

— HOBbIN pa3peLlmnTenbHblin Habop AoXKeH ObiTb NOAHAOOPOM CYLLECTBYIOLLETO
pa3spewnTenbHoro  Habopa  (T.e. HEBO3MOXHO  nNpuobpecTn  paspelmnTesnbHble
BO3MOHOCTM, KOTOPbIX HUTb HE UMEET);

— HOBbIM  3QPeKTUBHbIM  Habop  Ao/mkeH ObiITb  nogHabopom  HOBOTO
paspelmnTenbHoro Habopa.

®J1ATN SECUREBITS: OPTAHU3AUMA UCKITHOYUTE/IBHO OKPYXEHUA

B OC ABpopa peanm3oBaH Habop ¢naroB securebits (414 KaXA0M HUTK), KOTOPbIN
MOXHO MCMNO1b30BaTb ANA OTKAOYEHWUA CheumanbHbIX AeUCTBUIM Bo3MoxKHocTen ans UID
HoAb (cynepnonb3oBaTesib). K aTum dnaram oTHOCATCA:

— SECBIT KEEP CAPS — MO3BONAET HUTK, y KOTOpOoW oanH n bonee UID paseH
HY/1t0, COXPaHWUTb CBOM BO3MOXKHOCTWN NpK M3MmeHeHn K Bcex ee UID Ha HeHy1eBble 3HaYeH W .
Ecnn dnar He ycTaHoBAEH, n3meHeHne UID npuBeaeT K yTpaTe HUTbO BCEX BO3MOXKHOCTEN.
NaHHbin  dnar Bcerma cbpacbiBaeTca Npu execve (2) (M npenoctaBaseT Te ke
BO3MOHOCTM, YTO M CTApbIi BbI3OB prct1(2) c onepaunen PR_SET KEEPCAPS);

— SECBIT NO SETUID FIXUP — He MO03BOAAET A4pYy W3MeHWUTb Habopsl
BO3MOXKHOCTEM Npu nameHeHnm appektnsHoro UID n UID ®C ¢ HyneBOro Ha HeHyeBoe
3HaYeHue;

— SECBIT NOROOT — B C/ly4ae yCTaHOBKM AaHHOro ¢nara A4po He npefocTaBaset
BO3MOMHOCTM MPU WCMOAHEHUM MPOrpaMmbl, UMetolen BUT set-user-ID-root, WAK
Korga npouecc ¢ 3pGeKTUBHbIM AN peanbHbiM UID, paBHbIM HY/tO, BbI3bIBAET execve (2);

— SECBIT NO CAP AMBIENT RAISE — 3anpel,aer MOBbIWEHWE HAPYXKHbIX
BO3MOXHOCTEN NOCPeACTBOM prctl (2) C onepaunen PR CAP AMBIENT RAISE.

KaXabli1 13 nepeyncieHHbix Bbile Ha30BbiX GaroB MMeeT oAMH M3 Caedyrowmx
HUKe O0MNONAHUTENbHbIX GaroB 6/0KMPOBKM, YCTaHOBKa Nt0OOro M3 KOTOPbIX ABAAETCA
HeobpaTMMOM 1 3anpelaeT Aa/ibHeNLLNE N3MEHEHNSA COOTBETCTBYOLWEro 6a3oBoro gaara.

®narn 6N1OKNPOBKN:

— SECBIT_KEEP_CAPS_LOCKED;

— SECBIT_NO_SETUID_FIXUP_LOCKED;

— SECBIT_NOROOT_LOCKED;

— SECBIT_NO_CAP_AMBIENT_RAISE.

®narn securebits MOXHO M3MEHATb M MNOJIy4aTb C MOMOLLbIO BbI30Ba prctl (2) C
onepaumAmMn PR SET SECUREBITS W PR GET SECUREBITS. [1n4 wu3meHeHwa ¢naros
TpebyeTcA BO3MOXHOCTb CAP_ SETPCAP.

®narn securebits HacaeaytOTCA AOYEPHMMM npoueccamu. lNpn execve (2) BCe
dnarn  coxpaHAKTCA, 33 WCKAIOYEeHMeM SECBIT KEEP CAPS, KOTOPbIM  BCersa
cbpacbiBaeTcs.

MIT MOXeT MCNoNb30BaTb CAeAytolMA BbI3OB ANA CODCTBEHHOM OAOKMPOBKU M
NOMELLEHMA BCEX CBOMX MOTOMKOB B OKPY)KEHWE, rAe MMEeeTCA TONbKO MepBbli cnocob
nobaBneHMs npaB — 3anyck MNpOrpamMmbl  CO  CBA3AHHbIMM C  Her bannoBbIMM
BO3MOXHOCTAMM:

prctl (PR_SET SECUREBITS,
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SECBIT KEEP CAPS LOCKED |
SECBIT NO SETUID FIXUP |

SECBIT NO_SETUID FIXUP LOCKED |
SECBIT NOROOT |

SECBIT NOROOT LOCKED) ;

4.3.1.7. ®penmBopk Linux Security Modules

[1ONONHUTENBHO ANA KAaCTOMM3aUMM M YTOYHEHMA nNpumeHsemblix [P moxeT
Mcnonb3oBaTbca GpenmBopK Linux Security Modules, KoTopbI ABAAETCA YacTblo AAPa U
N0O3BOIAET PErMCTPMPOBATb NPOLLEAYPbI, KOTOPble BYAYT BbINONHATLCA B Cy4ae yCNeLwHoro
3aBeplleHna CTaHAapTHOM npoueaypbl MPOBEPKU AMCKPELMOHHOrO A0CTyna neped
npeaocTaBaeHnem GaKTUYeCcKoro 4oCTyna K 06bekTy

Mocpeactsom Linux Security Modules B aape OC ABpopa MNOAKAOYEH MOAYb
6e30nacHOCTM diehard, KOTOPbIA He NO3BONAET HENPUBUAETMPOBAHHOMY NO/1b30BATENIO
npepBaTb BbIMOJHEHME MPOLLECCa, 3aMyLLEHHOrO OT ero e MmeHW. [onb30BaTeNbCKMiA
npoLuecc, He MMetLWMIA BblAENEHHON Tpynnbl 777, HE MOXeT NOCNaTb CUIHAA MpoLeccy,
MMEIoLLEMY TaKyk rpynny, Aaxe eciM MPouecchbl BbIMOAHAKOTCA C oaMHakoBbim EUID.
ckntoyeHnem ABNAIOTCA MPOLECChl, MMelolWme capability CAP KILL — Ha HWUX He
PACNPOCTPaAHATCA OrpaHMYeHMA, HakNaablBaemble MoAyAeM diehard

3arofIoBoYHbIN  daln  include/linux/security.h  COAEPXKUT  OMNMUCaHME
CTPYKTYpbl security ops, NPeAcTaBaAloWeln cobon CnmMcok 3apaHee onpeaeneHHbIX U
NOKYMEHTMpPOBaHHbIX callback-dyHKuUMA, KOTOpble AOCTYNHbI MOoAyAt0 He30nacHOCTK ANS
BbIMO/IHEHMA NPOBEPOK. [10 YyMONYaHMIO AaHHble QYHKLMM B OCHOBHOM BO3BpallatoT O,
paspelwas ntbdble aenctema. OQHAKO HEKOTOPble MCMOMb3YKOT MOAyAb 6e3onacHocTu
POSIX. B paHHOM cTpykType cneundumdyecknin ana OC ABpopa MoAynb diehard
3aperncTpupoBaH caeayowmm obpasom:

#ifdef CONFIG SECURITY DIEHARD

extern int diehard task kill(struct task struct *p, struct siginfo
*info,
int sig, u32 secid);

#else /* !CONFIG SECURITY DIEHARD */

static inline int diehard task kill (struct task struct *p,
struct siginfo *info, int sig, u32 secid)

{

return 0;

}

#endif /* !CONFIG SECURITY DIEHARD */

McxoaHbln TekeT moayna diehard (dain security/diehard/diehard-Ism.c):

#define DIE HARD GROUP 777
static const int zero = 0, one = 1;
static int enabled = 0;
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int
diehard task kill (struct task struct *p, struct siginfo *info, int
sig,

u32 secid)

{
const struct cred *cred = current cred();
const struct cred *tcred = task cred(p):;

if ('enabled)
return O;

if (ns capable (tcred->user ns, CAP KILL))
return 0; /* Privileged process are not affected by us */

if (!gid eg(cred->gid, DIE HARD GROUP) &&
!gid eg(cred->egid, DIE HARD GROUP) &&
!gid eg(cred->sgid, DIE HARD GROUP) &&
groups_search (tcred->group info, DIE HARD GROUP) &&
!groups_search (cred->group info, DIE HARD GROUP))
return -EACCES;

return 0;

}
#ifndef CONFIG SECURITY DIEHARD STACKED
static struct security operations diehard ops = {
.name = "diehard",
.task kill = diehard task kill,
i
#endif /* CONFIG_SECURITY DIEHARD STACKED */

#ifdef CONFIG SYSCTL

struct ctl path diehard sysctl path[] = {
{ .procname = "kernel", 1},

{ .procname = "diehard", 1},

{ 1}

i

static struct ctl table diehard sysctl table[] = {
{

.procname = "enabled",

.data = &enabled,

.maxlen = sizeof (int),

.mode = 0644,

.proc_handler = proc_dointvec minmax,
.extral = (void *) &zero,

.extra? = (void *) &one,

by
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#endif /* CONFIG_SYSCTL */

static  init int
diehard init (void)
{
#ifndef CONFI G _SECURITY DIEHARD STACKED
if (!security module enable (&diehard ops))
return 0;
#endif /* CONFIG_SECURITY DIEHARD STACKED */

printk (KERN INFO "DieHard: starting.\n");

#ifndef CONFI G SECURITY DIEHARD STACKED

if (register security(&diehard ops))

panic ("DieHard: kernel registration failed.\n");
#endif /* CONFIG SECURITY DIEHARD STACKED */

#ifdef CONFIG SYSCTL

if (!register sysctl paths(diehard sysctl path, diehard sysctl table))
panic ("DieHard: sysctl registration failed.\n");

#endif /* CONFIG SYSCTL */

return 0;

}

security initcall (diehard init);

HpVIIV\EpON\ MCMo1b30BaHNA OMMCaHHOTIOo mMmexaHn3Ma MOXET CNYXNTb
HeO6XO,£I,VIN\OCTb obecneymtb HEeBO3MOMHOCTb HenpmBMIErMpoBaHHOIo nMnoJb30BaTeN1A
npepsaTb BbINOJ/IHEHNE aHTUBWUPYCHOTO CpeacCTBa.

4.3.2. PoneBas moaenb ynpaBaeHMUs NoaMTuKamm 6e3onacHoCTH

BHUMAHMWE! N3meHeHMA HaAcTpoek B MyHKTE MeHo «[1ofnTuKknu 6e3onacHoCTU»
NPUMEHAIOTCA KO BCEM YYETHbIM 3anMCAM POael, CoO34aHHbIM Ha MY.

[nsa onpeaeneHnAa  BO3MOMHOCTEM  Y4Y4e€THOM  3anMcu  Noab3oBaTens  no
MCNO/Nb30BaHNIO pecypcoB M QYHKUMOHANAbHbIX BO3MOxXHOCTen OC ABpopa npumeHseTca
ponesad moaenb, Ha 06LECMCTEMHOM YPOBHE MO3BOAAKOWAA aAMUHUCTPATOPY 3a4aTb
OrpaHMYeHuMa Ha Mcnonb3oBaHne GpyHKUMoHana OC nocpeacTBOM NOANTUK BE30MacHOCTM.

NMPUMEYAHMUE. HactpoinKa ynpaBieHnA AOCTYNOM, a TaKXKe M3MEHEeHMe AaHHOM
HACTPOMKM AOCTYMHbI TONBKO agMUHUCTPaTOPY Anbo yepes MDM-cuctemy.

[lna nepexofa K HacCTpoMKam MOAMTUK He30MacHOCTM HeobXOAMMO BbIMOAHUTb
cneayolme AencTBmA:

— OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KacaHMem 3Hauyka @ Ha JKpaHe
NPUNoXKeHun (cm. PucyHok 1);
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— KOCHYTbCA MNYHKTa MeHl «[ToanTukn 6e3onacHoCTM» G2 B noapasaene
«besonacHocTb» B pe3ynbTaTe 0TOOPaA3MTCA OAHOMMEHHAA CTPaHWLA ynpaBAeHMA
noAnTUKamm 6esonacHocTn (PncyHoK 136).

Ha ctpaHuue «lMoanTnkmn 6e3onacHOCTM» A0CTYMHbI CAeaytoLlmne AenCcTBUA:

— ObICTPLIA NOUCK NOMUTUMKM HE30MacHOCTM C MOMOLLbIO BBOAA MepBbiXx OYKB ee
Ha3BaHMA B none «oncky;

— BKJ/IHOMEHME M BbIKJKOYEHWE  BHEWHero WHTepdenca MY  KacaHuem
nepekatoYaTena cnpasa OT BbIOPaHHOM NOAUTUKM.

NMPUMEYAHMUE. Mpn akTMBauum nepektovaTeNb HAYHET CBETUTbCA Ap4ve, Yem B
COCTOSSHUM MO YMONYAHUIO (HEAKTUBHOM);

— ONIOKMPOBKA M Pa3bIOKMPOBKA BO3MOXKHOCTM MCMONb30BAHMA MNPOrpPaMm U
M3MEHEHMA HACTPOEK BHELWHMX MHTepderncos MY KacaHMeM COOTBETCTBYIOLLErO 3HAYKA
cnesa OT BbIOpaHHOM NOANTUKM NMOO KacaHMeEM NOAA, B KOTOPOM Pacno/ioXKeHa BbibpaHHan
NONUTHKKA.

NMPUMEYAHUA:

™
v/ 3HayoK [ yKasbiBaeT Ha TO, YTO NMOAUTUKA Pa3bNoOKMPOBaHa (AOCTYMHA), 3HAYOK
(i}
(5] yKa3blBaeT Ha TO, YTO NONTUKA 3aDI0KMPOBaHa (HeAOCTyMNHa);

v Mpu 6nokuposke MIM: «Bpaysep», «Kamepa», «CoobuweHna», «TenedoH»
cooTBeTcTBeHHble MI1 nponaaatoT ¢ KpaHa NPUAOKEHNN.

B cnyyae ecnm Kakas-nmbo M3 NONUTUK 3abNOKMpOBaHa aAMMHUCTPATOPOM, NpPK
NOMNbITKE AO0CTyNa K COOTBETCTBYHOLWEN OYHKUMM  MAWM  KOMMNOHEHTY, oTobpa3uTca
yBegomneHune (PucyHok 137).
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PucyHok 136 PucyHok 137

HanmeHoBaHME M onMcaHMe ynpasasemblx NOAUTUK 6e30MacHOCTU NPUBeAEeHO B
Tabauvue (Tabnnua 14).

BHUMAHME! CocTosiHne noANTUKM NO YMOAYAHUIO OTIMYAETCA B 3aBUCMMOCTU OT
Bepcun OC Aspopa.
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Tabnnua 14
Ne | HassaHWe NOAUTUKMU Onu1caHne NoUTUKM AtpubyT 6e3onacHocTn ouTyika n? ynpaBneHM,ﬂ
YMONYAHUIO NOJINTUKOM
1 |Bluetooth Mcnonb3oBaHMe MHTepdelica BluetoothToggleEnabled 3abnoknpoBaHa |GUI
Bluetooth®

2 |ABMaperunm Mcnonb3oBaHMe aBMapeXmMma FlightModeToggleEnabled Pa3bnokmpoBaHa |GUI

3 |bpaysep PaboTta nonb3oBatena c bpayzepom |BrowserEnabled Pa3bnokmnpoBaHa |GUI

4 |Tonocosble BbI30BbI PaboTa c ronocoBbIMM BbI30BAMM VoiceCallEnabled PasbnokmpoBaHa |GUI

5 |[dobaBneHune akkayHTOB | Job6aBneHMe AaHHbIX YYETHbIX AccountCreationEnabled PaszbnoknpoaHa |GUI

3anucen

6 |Kamepa Mcnonb3oBaHMe Kamepbl CameraEnabled PaszbnoknpoaHa |GUI

7 |MuKpodoH Mcnonb3oBaHMe MUKPOPOHaA MicrophoneEnabled PazbnokmnpoaHa |GUI

8 |MoHTnpoBaHume USB- MoHTupoBaHne USB-Hakonutenen USBMountEnabled Pa3bnokmnposaHa |GUI
HaKonuTenemn

9 |MOHTUpPOBaAHME KapT MOHTMpPOBaHME KapT NamAaTn SDMountEnabled Pa3bnokmnposaHa |GUI
namaTu

10 |Hactpotku SIM-KapT YnpasneHue SIM-kapTamu SimSlotsSettingsEnabled Pa3bnokmnposaHa |GUI

11 |Hactpokn WLAN Ncnonb3osaHue cetn WLAN WlanToggleEnabled Pa3bnokmnposaHa |GUI

12 |HacTpolkun reonokauum | Micnonb3oBaHue cnyxb reonokaumm | LocationSettingsEnabled PaszbnoknposaHa |GUI

13 |HacTpoikun rnobanbHbIxX | HacTpolkn rnobanbHbIX cCepBMCOB GlobalServiceSettingsEnabled |PaszbnokumposaHa |GUI
CepBuMcoB

14 |HacTpoWKa aatbl u MN3meHeHne HaCcTPOEK BPEMEHMN U DateTimeSettingsEnabled PazbnokmposaHa |GUI

BpeEMEHMN

natbl

7 CoCTOsHME MOMUTUKM MO YMONYaHMIO 418 cepTudmLmpoBaHHoi Bepcum OC Aspopa.
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PYKOBOACTBO aZiMMHUCTPATOpPA MAATOOPMA
Ne | Ha3BaHwWe NOAUTUKM OnucaHne NOAUTUKM AtpnbyT 6esonacHocTH oanTmka n<7) ynpaBneHM,ﬂ
YMONYAHUIO NOJINTUKOM

15 |HacTpolkmn mobuabHON |HacTpolKkn MobumabHOM ceTu MobileNetworkSettingsEnabled | Paz6nokunposaHa |GUI
cetu

16 |HacTpolkn npoKkcu HacTpolika npokcu-cepsepa NetworkProxySettingsEnabled |3abnokuposaHa |GUI

17 |Obwmin poctyn K Mcnonb3loBaHme MY B KavecTse InternetSharingEnabled PaszbnoknpoaHa |GUI
NHTepHeTy HecnpoBOAHOM TOYKK AOCTYNA

18 |Mepepnaya dpannos Ha |[Mepenaya dannos no npotokony MTP|UsbMtpEnabled 3abnokmpoBaHa |GUI
MK (MTP)

19 |PepaktuposaHue VPN- |HacTpolika/peaaktupoBaHme VPN- VpnConfigurationSettingsEnabl | PazbnoknposaHa |GUI
coeuHeHun CoegMHEeHUN ed

20 |Cbpoc K 3aBOACKUM BbinonHeHume cbpoca MY k 3aBoackim| DeviceResetEnabled PaszbnoknposaHa |GUI
HaCTpPOMKam HaCTPOMKaMm

21 |CHMMKM 3KpaHa Co3gaHne CHMMKOB 3KpaHa ScreenshotEnabled PaszbnoknposaHa |GUI

22 |CoobuieHus OtnpaBka SMS SMSEnabled Pa3bnokmnposaHa |GUI

23 |YnpaBneHne NFC Ncnonb3osaHune NFC NfcToggleEnabled Pa3bnokmnposaHa |GUI

24 |YnpasneHue YnpasneHune VPN-coeguHeEHNAMM VpnConnectionSettingsEnabled | PazbnokumposaHa |GUI
coctoaHnem VPN-
coeAMHEeHUI

25 |YcTaHoBKa npuaoxeHmin|YctaHoska MIT ApplicationinstallationEnabled |3abnokuposaHa |GUI
13 GannoBoro
MeHeaKepa

26 |3kcnopT BO3MOKHOCTb 3KCNopTa UserReportExportEnabled 3abnoknpoBaHa |GUI
N0/1b30BATENIbCKMX N0/1b30BaATENbCKUX OTHETOB
0OTYeTOoB
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MOBUJIBHARA
PYKOBOACTBO aZiMMHUCTPATOpPA MAATOOPMA
MonntMka no | YnpasneHua
Ne | HasBaHue NOAUTUKM OnucaHWe NOUTUKU ATpunbyT 6e30nacHoCTM ; .
YMONYAHUIO NOJINTUKOM
27 HacTpolika MoBUAbHbIX TOYEK MobileDataAccessPointSettings | PazbnokunposaHa |policy.conf
[0CTyNa Enabled
28 Bo3mokHoCTb 06HOoBNEeHNA OC OsUpdatesEnabled PaszbnoknposaHa |policy.conf
ABpopa
29 BO3MOKHOCTb YCTAHOBKM SideLoadingSettingsEnabled PaszbnoknposaHa |policy.conf
HenoAnncaHHbIX (HeaoBepPeHHbIX)
nporpamm
30 AKTMBaALMA pexmMmMa pa3paboTymKka DeveloperModeSettingsEnable |Pa3bnokmnpoaHa |policy.conf
d
31 PaboTa Cco CTaTUCTUKON MHTEPHET- NetworkDataCounterSettingsEn|Pa3bnokmnpoBaHa |policy.conf
JaHHbIX abled
32 PaboTa Cco CTaTUCTUKON 3BOHKOB CallStatisticsSettingsEnabled PasbnoknpoBaHa |policy.conf
33 MN3meHeHMe Tuna TEXHONOTMMK CellularTechnologySettingsEnab| PazbnoknposaHa |policy.conf
MOOUNBLHOM NepeaaYm AaHHbIX led
34 BO3MOKHOCTb MCMONb30BaAHMSA UsbDeveloperModeEnabled PaszbnoknposaHa |policy.conf

pexunma paspaboTtymka no USB

115




— ~] OTKPBITAR

PyKOBO,EI,CTBO AdAMNHUNCTPATOpPA Hﬁi‘lll"gﬂbglﬁi

4.4. OrpaHuyeHue NpPorpamMHoOMn cpeab!

B OCABpoOpa oOrpaHuMyeHMA  NPOrpaMMHON  cpedbl  MOMyT  33a[aBaTbCA
aLMUHNCTPATOPOM C NMOMOLLbHD U3MEHEHUA IMMUTOB, ONUCAHME KOTOPbLIX NPUBEAEHO B
npunoxeHuun (MpunoxeHune 2MpunoxeHue ).

B OC Aspopa npu yctaHoBKe 10 BbINOMHAKOTCA Cheytolie NPOBEPKU:

— cofepaHna RPM-naketa Ha npeameT MCNONHAEMbIX CLLeHapueB B pasgene
postinstall;

— YCTaHOBKM nNporpamm 6e3 npuMeHeHns BUTOB suid-bit M sgid-bit.

4.4.1. MexaHu3sm nognucmn RPM-nakeTtos
4.4.1.1. Noanucb 1 nposepka noanmncn RPM-nakeTa

B OC ABpopa ncnonb3yetca mexaHnam noanmcn RPM-nakeToB 1 UX COAEPKMMOTO,
Npu 3TOM:

— [1A NAKEeTOB OTK/OYEHbI M He ncnonb3ytotca GPG-noanucu;

— noanucb pa3paboTumka noanuncbiBaeT RPM-naKkeT uenmkom;

— NOANMCb UCTOYHMKA NoanuncbiBaeT 061acTb NoANUCK pa3paboTymKa.

Kaxkabin RPM-nakeT nmeeT Ha3BaHWe, COCTOALLLEE M3 CAeAYIOLLMX YacTewn:

— Ha3BaHMe NPOrpaMmbl;

— BepCUA Nporpammel;

— apXUTeKTypa, noa koTopyto cobpaH RPM-nakeT (armv7hl, i386, ppc 1 1. 4.).

CobpaHHbIn RPM-nakeT 0b6bl4HO MMeeT cneaytowmii opmaT Ha3BaHUA:

<HasBaHMe>—-<Bepcua>-<pesmns>.<apxXUTEeKTypa>.rpm

Hanpumep:

nano-0.98-2.1386.rpm

RPM-nakeT MOXeT coaepKaTb TO/IbKO MCXOAHble KOAbl, MPX 3TOM MHbOpMaLma 06
APXUTEKTYpe OTCYTCTBYET M 3aMEHAETCA Ha src.
Hanpumep:

libgnomeuimm2.0-2.0.0-3.src.rpm

BUbAMOTEKM pPacnNpOCTPaHAOTCA B ABYX OTAE/bHbIX MAKeTax: NMepBbld COAEPHKNUT
cobpaHHbIN KoA, BTOpPOM (06bIMHO K HeMy N06aBAAOT -devel) COAEPHKMT 3aroN0BOYHbIE
dannbl, a Takke pannbl, Tpebyemble ana pa3paboTKu.

Heobxoanmo, 4Tobbl BepcuM ABYX MAKeTOB COBMaAanM, B MPOTMBHOM Clyyae
6MbanoTekn moryt pabotaTb HEKOPPeKTHO. [laKeTbl C paclMpeHMemM noarch.rpm He
3aBMCAT OT KOHKPETHOM apxuTeKTypbl MY 1 00blMHO coaepKaT rpaduKky, apXMTEKTYPHO
He3aBMUCMMblE CKPUNMTbI, @ TAK¥Ke TEKCTbI, MCMOb3yeMble APYTMMM NPOrPaMMamMu.

RPM-nakeT obecneymBaer:

— JIerkocTb yaaneHumsa n obHosneHuns MNo;
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— nonynapHocTb — YacTo MO cobupaeTca nmeHHo B RPM, HeobxoammocTb cOopKm
NPOrpPaMMbl U3 UCXOAHbIX KOAOB OTCYTCTBYET;

— HEeWHTEePaKTUBHYID YCTAHOBKY — MNPOLECC YCTaHOBKM/0OHOBNEHMA/YAaNEHUS
JIErKO aBTOMATU3MPYETCA;

— MPOBEPKY LLEeNIOCTHOCTM MAKETOB C MOMOLLBK KOHTPOIbHbIX CYMM M MOANUCEN;

— DeltaRPM — aHajnor Habopa WM3MEHeHMn, NOo3BONAKWMIA  ODOHOBUTb
ycTaHoBneHHoe 10 ¢ MMHMMaNbHOM 3aTpaTon TpaduKa;

— BO3MOMXHOCTb aKKYMYAAUMM ONbiTa COOPLLMKOB B spec-danne;

— OTHOCUTENbHYIO KOMMAKTHOCTb Spec-GaiaoB 3a CHET MCMO/1b30BAHMA MAKPOCOB.

Cneunduka pabotbl RPM-nmaketoB B coctaBe OCABpopa cCBA3aHa C
nepepaboTaHHbIM mexaHu3mom KL (noapasaen 4.9).

NMPUMEYAHMUE. B coctaBe OC ABpopa A0oNyCKaeTCs YCTaHOBKA TO/IbKO NOAMMCAHHbIX
RPM-nakeToB.

Noanncb RPM-nakeTa npoBepAeTcA B MOMEHT ero ycTaHoBKM. [oanmncn RPM-nakeTa
dopmunpytoTcs ¢ nomoulbto anropntma NOCT P 34.10-2012.

MoAnucb XpaHUTCA B CTaHAApTHOM Ana 6ubnmnotekn OpenSSL dopmate CMS u
COAEPKMUT cneayrouime AaHHble:

— Xel COAepKMMOro naketa Mam noanucK npeablaywero ypoBHA ¢ NpMMeHeHnem
OYHKLMM XeLWMPOBaAHMA U ANIMHON Xel-Koaa 256 6ut no FOCT P 34.11-2012;

— [AaTy NOANMCAHMA NaKeTa;

— NOAMWCb  YKa3aHHbIX  Bbille  MNoAen C  NPUMEHEHWMEM  aNroOpUTMa
FOCT P 34.10-2012 v ¢yHKUMM xewmpoBaHma FTOCT P 34.11-2012, aavHa Bbixoaa 256 6uT;

— cepTmodmKaT cybbeKkTa NnoanmncK nakeTa.

MPUMEYAHUE. na npoBepKM noanmcK B npoLecce ycTaHOBKM RPM-nakeTa nmeet
3HaYeHKe CTPYKTYpa M CoCTaB cepTudmKaTa kKatova nposepkn M. CepTudmKaT 40NKEH ObITb
BblAaH KAMEHTY (cybbeKTy) npeanpusatTmem-pa3paboTynKkom.

Mpougecc nonyyYeHns cybbekTom cepTudmKaTa COCTOUT M3 CAeayoLLMX 3TAanOoB:

— reHepauma KJ4YeBOM Napbl, 3aLLMLLEHHON NaPONEM.

NMPUMEYAHUE. MoapobHoe onucaHue npueeaeHo Ha Beb-camTe:
https://developer.auroraos.ru/doc/5.1.5/sdk/app_development/packaging/package_signi
ng,

— CO3[4aHMe 3anpoca Ha cepTMdUKAT C yKasaHnmem B 0DA3aTeNbHOM nopAaKe
HaMMEHOBAHMA KIMEHTA N NAPTHEP];

— OTNpaBKa 3amnpoca Ha noayvyeHue cepTudurKaTa NpeanpuaTUIo-pa3padboTimKy M
nonyyYyeHne cepTMdMKaTa C NPUCBOEHHOM METKOM rpynmnbl 6€30MacHOCTY;

— noanucaHme RPM-nakeTa, nosy4eHHOro ceptuduKkaTa U 3alMLLEHHOrO KAto4Ya
NoANNCH.

MeTKa rpynnbl 6€30MacHOCTM ABAAETCA CTPOKOM M MOXKET OblTb MPOM3BONbHOM,
oAHaKo npeanpuatMe-paspabotynk OC ABpopa Npu Bblgaye cepTudMKaTa MCNONb3yeT
onpeaeneHHbln Habop metok. ObpaboTKa NOANMCAHHOrO NakeTa 3aBUCUT OT MPUCBOEHHOM
cepTuduKaTy MeTKK rpynnbl 6e3onacHocTy.
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[ns yctaHoBKM cTopoHHero MO Ha MY, dyHKUMOHMPYIOLWEro noa, ynpaBaeHNem
OC Aspopa, RPM-nakeT [0/KeH MMeTb noAnucb pa3paboTymka, KOTOopas SBASETCS
06A3aTeNbHON M NO3BONAET NAEHTUPULMPOBATL aBTOPA NAKeTa, a TaKKe MCNOoAb3yeTca A1A
NoANMCK NaKeTa M MCNOAHAEMbIX GalIOB BHYTPU HErO.

NMPUMEYAHMUE. be3 noanucn pa3paboTynka HEBO3MOXKHO YCTaHOBUTL MIT Ha MY.

Ons noanucn MM TpebyroTca KAoYeBas NOAMNMCAHHAA napa M cepTudmKaT
(Tabnuua 15).

Tabnnua 15
Umsa dpainna Wmsa daitna 3anpoca| Wma daina
HasHayeHue ANrOpUTM | 3aKPLITOrO KNtoYa | Ha cepTUPMKAT No | cepTuduMKata no
Nno YMO14aHUIO YMOYaHUIO YMOJ1HaHUIO
Noanuce FTOCT P 34.10- |packages- packages—-csr.pem|packages-
RPM-nakeTos [2012 (256 6ur) | <Y -Pem cert.pem

NMPUMEYAHUE. TleHepaumio KAOYEBbLIX Map W 3anNpocbl Ha CepTUPUKaTb
HeobxoAMMO 3amnyckaTb BHYTPU build-engine, nogpobHOe onMcaHMe O KOTOPOM
npuBeaeHO Ha Beb-cauTe: https://developer.auroraos.ru/doc/
software_development/guides/package_signing#tkeyAndCertGegFromIDE.

MprMep KOMaHAb! ANA reHepaLUmmn KA4YeBbiX Nap 1 3anpocoB Ha cepTUdMKaTbI:

customer—-gen-csrs \ —--common-name "developer company name" \ --
binaries-key binaries-key.pem \ --packages-key packages-key.pem

B npouecce BbINOAHEHWA KOMaHAbl ByayT 3anpolleHbl Napoan Ana WNhpoBaHMUS
dalNoB C 3aKpbITbIMM KAto4amu M B paboyeit nanke ckpunta byayT cosgaHbl danbl
3aMpocCoB binaries-csr.pem W packages—-csr.pem.

®annbl 3anpocos (He bannbl Kntoyen) HEeobxoAnMMOo nepenatb
npeanpuATNIO-pa3paboTymKy M NOAYYNTb B3aMeH NoAnncaHHble Ganibl cepTUdUKaTOB.

MPUMEYAHUE. Mpu npoBeaeHUM OGUHANBHOIO TECTUPOBAHMA CO3A4aHHbIX MI]
notpebyeTca cepTUPMKAT CTOPOHHEN opraHmM3aumm Ha nognucb RPM-nakeTa.

CepTnduMKaT CTOPOHHEN OpraHM3aumm HeobxoaMMo AOMNONHUTENBHO 3aMNPOCUTL Y
npeanpuaTna-paspaboTumka. Co3aaBaTb AOMNOAHUTENbHbIE KAKYM M 3anNpocbl  Ha
cepTuduKaT He TpebyeTcsa. B ganbHenwem MMeHeM No yMoA4aHuto ana ¢arna ceptudurkata
CTOPOHHEN opraHm3aumm byaeT cYMTaTbCA packages—-client-cert.pem.

BBuay OTCYTCTBMA MEXaHM3MOB [A/1A MW3MEHEHWs MNPUBA3KM B [Aa/ibHeNLeNn
3KcnayaTaumm HeobXxoAMMO BbINOAHMUTL OAHO M3 CAeayoLnX AeNCTBUN:

— NOBTOPHO ycTaHoBUTL OC ABpopa Ha MY;

— OCYyLecTBUTb cOpoc HacTpoek MY.

MPUMEYAHMUE. [na nposepkn noanmucu RPM-naketa m nognucu dannos IMA
MCNONb3yeTCA eauHbI cepTUdMKaT, T.e. ANA MNOAMMUCU MNaKeTa M ero COAEP!KMMOro
MCNONb3YyeTcA 0AHa NOAMNMUChH.
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MexaHun3m besonacHocTn IMA obecneymBaeT OTCYTCTBME BO3SMOMXKHOCTM 3aMyCKa Ha
MY ans HenoAnNMCaHHbIX UCNoAHAEMbIX GarnoB RPM-nakeTa, a TakkKe Ana MCNONHAEMbIX
dannos RPM-nakeTa, noanncaHHOro HeBEPHOM MNOANUCbID NMBO NOAMNMCbIO, KOTopas
BEPHA, HO OT/INYAETCA OT TEKYLLLEro KOPHEBOTO cepTUPMKaTA.

BHUMAHWE! Moanepmeatotca anropntmbl ans IMA TOCT 34.10 2012.

NMPUMEYAHMUE. Mpn oT3biIBE CKOMMPOMETUPOBAHHbIX KAOYEN MPOMCXOAMT OT3bIB
KAto4a, a He cepTuduKaTa.

B uenax pasaeneHua 30Hbl M NoaaeprKaHuAa rNyouHbl MHTErpaumm CTOPOHHMX
RPM-nakeToB MmetoTca AOMONHUTENbHbIE NOArPYNNbl Ana noanucen: Regular, Extended,
MDM, Antivirus, KoTopble pa3nnyatoTcAa Habopom nNpaBuA WM paspeleHnin no
PAcnoNoXeHnto u B3ammogdenctemio ¢annos B OC, a TaKKe MCNONAb30BaHMEM
B3aMMOCBA3aHHbIX KOMMOHEHTOB.

MPUMEYAHME. [ina KoppeKTHOM yCTaHOBKMU M paboTbl Ha MY, GYHKLMOHUPYIOLLEM
noa ynpasneHnem OC ABpopa, RPM-nakeT [AonxeH COOTBETCTBOBATb TpeboBaHUAM,
YKa3aHHbIM Ha Beb-canTe: https://developer.auroraos.ru/doc/
software_development/guidelines/rpm_requirements. OgHaKo 41a ynpoLleHus npolecca
y pa3paboTymKka ecTb BO3MOXKHOCTb OTK/AOYeHMA Banuaaumm RPM-nakeToB, npu 3TOM
OCHOBHble KPpUTUYECKMe /1A CUCTEMbI MPOBEPKM OCTAHYTCA aKTUBHbLIMM.

[ns rpynnbl 6e3onacHoCTM TpebyeTca cneaytollee:

— obAa3aTenbHaa noanuch pa3paboTynKka, MeTKa — developer;

— OMUWOHANbHAA MOAMMUCb WCTOYHWKA, MeTKa — client. Wcnonb3yetca ANA
peann3aumm AOBEPeHHbIX UCTOYHMKOB (nn. 4.4.1.3).

MoAanucK HakNaabiBatoTCA CAeAytoLmMM 06pa3om:

1) Pa3paboTumk noanucbiBaeT RPM-nakeT, KOTOPbIN OH NPOU3BEN,

2) RPM-nakeT onumnoHanbHO NOAMNUCLIBAETCA MNOAMUCHIO MCTOYHMKA (MapkeTom M
NN KTUEHTOM).

Mpn aTOM pa3paboTymMKk NoAnmncbiBaeT HenocpeacTBeHHO RPM-naKkeT, a KaxKabli
nocneayowmin cydbbekT NoANnCbIBaeT NpeablAyLLyto NoAnmch (T.e. MICTOYHMK NOANUCLIBAET
noanucek paspaboTymKka), TakKMM 0H6pPa3oM OpraHM3oBaHa Mepapxma NoAnucen, B KOTOPOK
Ha KaXXZOM M3 3TanoB NPOBEPKN MOXKHO BbIABUTb PACXOXKAEHMA.

KopHeBoit cepTndmKaT npegnpuaTUa-pa3paboTimKa: 414 YCTaHOBKM JIOBEPUA MEXAY
cepTUPMKaTaMmM 1 CUCTEMOM NpeanaraeTca nepapxmyeckas CBA3b MeXay cepTudukaTamu,
KOTopble MCMONb3yKTCA ANa noAnuck naketoB. [peanpusatne-paspabotunk OC ABpopa
NOCPeACTBOM YTUNUTLI tk26sig reHepupyeT cepTUPUKAT, KOTOPbIN CYMTAETCA KOPHEBDIM.
[anee npeanpuaTne-paspaboTUmK, NCNONb3YSA AAaHHbIN CEPTUDUKAT, BblAAET CEPTUPUKATDI
CBOMM K/AMEHTAaM Ha OCHOBE WX 3amnpoca - 3TO MOryT ObiTb KAO4YM pa3paboTymka u
MCTOYHMKA.

Takmm o6pasom, Bcerga BO3MOXHO MNPOCAeAMTb CBA3b MeXay LEenoYKom
CEPTUPMKATOB: €CAM BbIAAHHbIA KAMEHTAM CepTUOUKAT He BblAaH NpeanpuaTUEM-
Pa3paboTYMKOM, OH CUYMTAETCA HeaAeMCTBUTE/IbHbIM, COOTBETCTBEHHO, BCE MOMbITKK
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yCTaHOBUTb RPM-nakeTbl, NoANMCaHHble cepTUPMKATaMM, BblAaHHBIMW HE NpeanpuaTMem-
pa3paboTynkom, byayT HeyaauHbIMM.

MyTb 4O KOpHeBOro ceptudukata npeaonpeseneH Ha MPOrpammMHOM YPOBHE:
/etc/rpm/rootcacert-omp.pem.

CepTuduKat npeanpuaTa-paspaboTymKa: cpeam Bcex cepTMUKATOB ANA Tpynnbl
developer Hambonee BaXKHbIM ABNAeTCA cepTUPUKaT, BblAAHHbIN
npeanpuaTnio-pa3paboTumky ana paspabotkm OC ABpopa. Takumm cepTuduKaTamm
NOAMUCLIBAIOTCA BCE MNPOAYKTbl  NpeanpuatMa-pa3paboTynka M BCE  CUCTEMHbIE
RPM-nakeTbl.

[MakeT, MNOAMWUCAHHbLIA AaHHbIM CepPTUOMKATOM, He noABepraeTca MnpoLeccy
BaAMAaumMm (T.K. TakMe nNaKeTbl BCErda CyYMTaloTCA A0BepeHHbiMK). [na  oTanyma
cepTMdMKaToB MAeHTUMKATOP NYBANYHOrO KAtoda AaHHOMo cepTudmMKaTa yCTaHaBIMBaAETCA
B ®C no Nyt /etc/rpm/system-developer-keyid U NPU YCTAaHOBKE KaXKAOro naketa
nponcxoaMT npoBepKa NybAnMYHOro Kawouva ceptuduKata npeanpuAaTua-paspaboTymKa,
KOTOPbIM NOAMNMCAH MNaKeT C KAOYOM, pacnonoxeHHbim B PC.

BHyTpeHHAA CTPyKTypa noanucen: noanucu danna IMA nHTerpupytotca B 610K
noanucK npeanpuatTna-paspabotynka, nognucb IMA nepeHoOCUTCA M3 3aro0BKa NakeTa.
TonbKo nepsasa Noanuck (He Becb daiin) 3aBepaeTcs BTOPOM NOANUCH!IO.

O6wmin popmat noanmncaHHoro RPM-nakeTa npmseseH Ha pucyHke (PucyHok 138).

RPM-naxeTt MNoanucanoe

Pazpabomymyom

J2ronoeox

Copepsumos

Noanuce 1
(PazpaboTumk)

CeefleHMA 0 NoAnNUcaHTe

MoanMcano

Ceprudmuar HAWeHTOM

Dt

1

Mogmmce IMA
Lienousa poraumm
{onu.)

Nognucs 1 (3aronceok)

Nognuce 2 (KauexT)

CBeAEHNA O NDANKCAHTE

Ceprudunuar

Noanuce

Moanucs 2 (2aronosax)

PucyHok 138
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Bannpgaupa RPM-nakeTtos: RPM-nakeTbl BaAMAMPYHOTCA CLUEHApMem, HaXxoaAALLMMCA
B NpoekTe rpm-validator. MNpouecc BanMaaumm Ha COOTBETCTBME NPOXOAAT He Bce RPM-
NakeTbl, @ TONbKO HE YyAOBAETBOPANOLIME YCNOBMAM 6OE30MaCHOCTKM, YKa3aHHbIM Ha
Beb-canTe: https://developer.auroraos.ru/doc/software_development/guidelines/
rom_requirements.

RPM-naKkeTbl, NOANMCAHHbIE KAOYOM MNPeanpusaTMA-pa3paboTiMKa, HEe NpPoxXoaaT
npouecc Banvaaumnm.

[Mpw ycTaHOBKe Yepe3 1ibrpm RPM-naKeT npoxoauT cneayroume ctagmm:

— BHYTPEHHWE NPOBEPKY;

— Banuzauma nnarmHom rpm-plugin-validation.

MnarmH rpm-plugin-validation, BbI3BaHHbIA nepen ycTaHoBKOM RPM-nakeTa,
nocnenoBaTeIbHO BbIMOAHAET CAeaytoLlLme AeACTBUA:

— NpoBepKa nognucen n ceptudmnkatos RPM-nakeTa;

— ecnn RPM-naket ABndeTca obHOBAEHMEM, TO MPOBepseTcA, Y4To cepTuduKaT
pa3paboTynka He u3mMeHuncs (T.e. He U3MeHMNca nm  paspaboTumk). M3meHeHwue
cepTudmKaTa NpeanpuaTMa-pa3padboTyMKa CYMTAETCA OLLMDOKOM YCTAaHOBKY;

— ecnm RPM-nakeT noanucaH He npeanpuaTnem-paspaboTynkom, BbiMOAHAETCA
Ba/MAauUmMA NakeTa. HeycneuwHas Bannaauma c4MTaeTcs OWMOKOM YCTaHOBKY;

— BCTaBKa cepTudmuKkata B cucteMHbln IMA keyring. HeycnelwHbln npouecc
CYUMTaeTCA OWMBKOM YCTAHOBKM;

— BCTaBKa MWHPopmaumm o noanucax u ceptudukatax RPM-naketa B B[]
rpmsign-external. HeycnewHbln NPOLLECC CYUTAETCA OLLIMOKOM YCTaHOBKM.

Mo 3aBeplieHnm obpaboTkn RPM-naKeTa Kaxaoe AencTBme cosgaeT coobuieHume
ayamTa B sdjd (cuctema ayauTa npeanpuatua-paspaboTymka (cm. nogpasgen 4.1) ob
ycnexe nmbo Heycnexe Npu ycTaHOBKe Unn yaaneHnn RPM-nakeTa.

Mpu ycTaHoBKe ntoboro RPM-nakeTta HeobxoaMMO y4MTbIBATbL Caeaytollee, 4To
Kaxabli1 RPM-naKkeT Ao/mKeH MMeTb Kak MUHMMYM NOANUCH NpeanpuATUA-pa3paboTyimKa
naketa.

[Ona nposepkn noanncn RPM-nakeTa He06X0AMMO BbIMONHUTL KOMAHAY:

rpmsign-external verify —--root-cert ca.pem someapplication.rpm

[lns npocMoTpa BaxKHbIX aTpMbyTOoB noanucK (MmeHn cybbekta, meTku 1 1D Katoua)
HeobXxoAMMO BbINOAHUTb KOMaHAY:

rpmsign-external dump someapplication.rpm

4.4.1.2. MNoannce MIT

Ona noanncyn MIN HeobXoANMMO BbINOAHUTL KOMaHAY:

rpmsign-external sign --key packages-key.pem --cert packages-cert.pem
sampleapp.rpm

roe:
— sampleapp.rpm — NaKeT, coaepxawwmn Mo;
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— packages-key.pem— 3al-(prTbIl7| KN4 NoANMCU NaKeTOB,

— packages-cert.pem— CEPTUPUKAT NOANMCK NAKETOB.

BHUMAHWE! B npouecce nognmcu 6yayT 3anpoLleHbl NapobHble dppa3bl OT Gpainios
C 3aKpbITbIMK KNtodamm ana nognmck RPM-nakeTos.

Ana vzonaumm MI MCNONB3YHOTCA «NEeCOYHMULLBI», ONMCAHNE KOTOPbLIX NPpUBEAEHO B
noapasgene 4.5.

4.4.1.3. Micnonb3oBaHMe A0BEPEHHbBIX MCTOYHUKOB

B OC ABpopa MCNnoib3yeTcAa MexaHW3M yrnpaBaeHnsa A0BePEHHbIMMU MCTOYHMKAMK, C
MOMOLLbID KOTOPOro Ha MY MOXHO yCTaHaBAMBaTb TOMIbKO AoBepeHHble MI1, nmetoume
noANMCb OAHOTO U3 UCTOYHUKOB, 4OOABNAEHHbIX B CMUCOK JOBEPEHHbIX.

MoANUCb NCTOYHMKA B CMIMCOK AOBEPEHHbBIX MOXKET bbITb A0OaBNEHA:

— oduumanbHbIM MarasnHom MIT;

— aamuHucTpaTtopom [M10.

Mpwn paboTe ¢ MMM agMUHUCTPATOP NOAYYaAET CeytoLme BO3IMOKHOCTH:

— ycTaHasamBaTb M1, noanncaHHble Pa3IMYHbIMW UCTOYHUKAMUK, AODABNEHHBIMM
B CMMCOK A0BepeHHbIX (cm. nn. 2.3.2.1);

— 0006aBNAATb UCTOYHMKM B CMMCOK AOBEPEHHbIX ANA NOCAeAyoLLEeN yCTaHOBKN MI
(cm. nn. 2.3.2.2);

— ycTaHasamBaTb MI 6e3 noanncK UCTodHKKa (cm. nn. 2.3.2.3).

Mpwn paboTe ¢ 4OBEPEHHBIMW UCTOYHMKAMM aAMUHNUCTPATOP NOMYyYaeT caeayrolime
BO3MOMXHOCTU:

— paspewaTb U/uan 3anpeLlaTb YCTaHOBKY HenoanucaHHoro MMM (nn. 4.4.1.3.1);

— NMPOCMATPMUBATb CMUCOK U BbIOMpPaTb AOBEPEHHbIE UCTOYHUKM (NN. 4.4.1.3.2);

— YA3aNnATb UCTOYHUK N3 CNMCKA AoBepeHHbIx (nn. 4.4.1.3.3).

4.4.1.3.1.HacTponKa ycTaHOBKM HenoanmcaHHoro Mrl

[na paspelweHns YyCTaHOBKM HenoanucaHHoro MIT HeobxoAMMo BbINMOAHUTb
cnepytouine AencTema:

— OTKPbITb MEHI0 CUCTEMHbIX HACTPOEK KacaHMem 3Hauka @ Ha DJKpaHe
NPUNOXeHun (cm. PucyHok 1);

— KOCHYTbCA MNYHKT@ MeHI «MCTOYHUKM MNPUAOKEHUNY» & s noapasaene
«be3onacHoCTb»;

— Ha OTKpPbIBLIEMCA CTPaHMLE aKTMBMPOBATb MepekatovaTens «PaspewmnTsb
YCTaHOBKY NPUIOXKEHNIM Be3 noanncK NCToYHMKa» (PrucyHok 139);

— MOATBEPANTb AENCTBME BBOAOM TEKYLLEro napons (cm. PUCYHOK 4).

NPUMEYAHUA:

v Mpun peakTMBauuu nepeknoyaTensd «PaspelnTb YCTaHOBKY MPUAOKeHU 6e3
noAnNnMcKM UCTOYHMKa» ByayT yaaneHbl ycTaHoBAeHHble MIT 6e3 noanucKM MCTOYHMKA
(PucyHok 140);

v NMoapobHoe onuncaHme YyCTaHOBKM HenoAnucaHHbix MM npuseaeHo 8 nn. 2.3.2.3.
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| WCTONHUKN NPUNOKEHMA

*  PaspewwTs ycranosxy
npunoxesi 6ea noanucu

NCTOMHMKE

Bxniovesme aanwod rac TG NpweenT «
SOTMCIKHOCTH YTTHORKM HRSOMODEN X
TIDADCNO M

JloBepeHHLIe KCTOMHUKK @

PucyHok 139

| OTMEHWTL NograepanTs

Yoanute yCTaMoBNEHHbIE
npunoxesuns 6e3 noganucu
WCTONHUKE?

B cayan NOgToRpeARHAR GAMHOIO ABRCTEMA
OYAYT YABNSHE CNENYIOUME MDWI0RSHIN.

(33 Pensxrop waoctpaxesmit
WebWildberries

) Colordots

[ codereader

[ cubcode

@ CarBudget

@ osMscout

A" Anbda Onnaie

PucyHok 140

4.4.1.3.2.11pOCMOTP CNMCKa AOBEPEHHbIX NCTOYHMKOB

| Rosepennbie neTouHmky

FloAaTEEPXASHHBIE WCTOMHMKM YETAHOBKW
NPMNCKIVAR

dev.rustore.ru
Koyl 305052 40014027

PucyHok 141

NMPUMEYAHUE. MoapobHoe onucaHne aobasneHmn
MCTOYHWMKA B CMNMCOK [JOBEPEHHbIX NpuBeAeHO B
nn. 2.3.2.2.

Jna npocMoTpa CnMCKa [AO0BEPEHHbIX MCTOYHMKOB
HEeobXoAMMO KOCHYTbCA NonA «JoBEepEeHHbIE NCTOYHMUKMY
(cm. PucyHok 139), B pe3ynbtate oTobpasnTca cTpaHnLa
CO CMUCKOM A0BEPEHHbIX UCTOYHMKOB (PrcyHok 141).
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4.4.1.3.3.YnaneHne NCTOYHMKA 13 CNMCKA AOBEPEHHbIX

[Ons ynaneHna WCTOYHWMKA W3 CMUCKa [AO0BEPEHHbIX HEOOXOAMMO BbIMOAHUTL
cneayrouime AencTBuA:

— Ha CcTpaHuue «[loBepeHHble  UCTOYHMKM»  (CM. PucyHoK 141)  OTKpbITb
KOHTEKCTHOE MEHI0 HEODXOAMMOrO MCTOUYHMKA;

— KOCHYTbCA NyHKTa «Yaanutb» (PrucyHok 142);

— NOATBEPAUTb AENCTBME BBOAOM TEKYLLEro Napons (cm. PUcyHoK 4);

— Ha OTKPbIBLIEMCA CTPaHMLE KOCHYTbCA KHOMKM  «[loaTBepamnTb»  ANA
NoATBEPKAEHMA onepaLnm NMB0 KHOMKKM «OTMEHUTbY» AN OTMeHbI (PrucyHok 143).

BHUMAHMWUE! Mpu ynaneHMm WMCTOYHWMKA M3 CMNMCKA [A0BEPEHHbIX OyayT Takxke
yaaneHsl MM, noanncaHHble AaHHbIM UCTOYHUKOM (PrcyHok 143).

l L oBEpeHHbIE HCTONHWKK I OTMEHNTY MoprsepanTs |
MoaTEEPXABHHbIE NCTOUHMKM YETRHOBKW Yaanurb ncToMMUK dev.rustore.ru ua
ey crucxa poseperHsx?
dev.rustore.ru YOAANSHAE HCTOMGHG DRWBAAET K YAANHNG
Koyl 430552 40014027 BCEX NPMACEHNA, NONTMCIHHMX I8HH M

K"'D' MCTONMMEOM:
4305 7e525010ec890c 37070501 768009702
3cab261b5SS5can1 70740814027 a RuStore
I Yaanure
PucyHok 142 PucyHok 143

4.4.1.4. TNpoBepKa noagnncy buHapHbIX Ganios

B noanucn RPM-nakeTa xpaHuTCcsa cekuma ¢ noanucamu IMA ana kaxkaoro ¢panna,
coepalleroca B nakete. Bo Bpems yCTaHOBKM COAEPHKMMOro MakeTa Ha Kaxkablin ¢ann
YCTaHaB/NIMBAETCA  pacClWIMpPEeHHbln  aTpMbyT  security.ima, Kyda MNOMeLLlaeTcs
COOTBETCTBYIOLWAA AaHHOMY painy noanucs IMA.
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Mpw 3anycke BuHapHoro danna nponcxoant obasaTenbHaa Nnposepka noanmcy IMA
c nomouibto noacuctembl OC Linux IMA/EVM 1 cepTudukaTa, NepemelleHHoro B
IMA keyring npu yctaHoBke RPM-nakeTa. B cayvae HeycnewHom NpoBepKkn bruHapHbIn dann
He ByaeT 3anyLleH.

[na nposepku noanucn BUHapHbIX GaroB HEOBXOAMMO BbIMONHUTL KOMAHAY:

rpm -g —--gf '[${FILENAMES}\n%{FILESIGNATURES}\n]' package.rpm | grep
-Al /usr/bin/ | tail -n 1 | cut -c 7-14

roe package.rpm — MMa dalna NoaNMCaHHOIO NakeTa.

Pe3ynbtaTtom paboTbl nporpammel byaet 4 6alTa, Hanpumep: de39e183.

Takan e nocneaoBaTebHOCTb LMPP A0NKHA NPUCYTCTBOBATbL B BbIBOAE KOMaHApbI
cat/proc/keys, €CAM CcePTUPMKAT noanmncu BUHapHbIX Gainos Obin AobaBaeH B Nanky
/etc/keys/ima.

MPUMEYAHMUE. Mpun nposepke noanuncu MI moxeT noTpeboBaTbCcsa nepesarpyska
MY.

4.4.2. PaboTa c cepTudmrKaTamm
4.4.2.1. JobaBneHne KOPHEBOTO CepPTUPUKATA YA0CTOBEPAIOLLErO LEHTPA

KopHeBol cepTndmKaT yaoctosepstollero ueHTpa (YLU) npeactasnaet cobon dpain,
coaepKalini WndpoBaHHY cepBUCcHyto nHpopmaumto 06 YL. Ha ocHoBe gaHHoro ¢panna
CTpOUTCA LUeno4Yka [aoBepua cepTudmkatam. [lonyums goctyn K WKMbpPOBAHHOMN
MHPOPMALIMKN, KPUNTONPOBaMAep NOATBEP)KAAET MNOAAMHHOCTL AnyHOM 3. Takum
obpasom, nwbaa 3If, BbinyuieHHaa YL, paboTaeT KOPPEKTHO TOAbKO MpPW HaAMYUK
KOpHeBOro ceptndmKaTa.

Ona pobaBneHus KopHeBoro ceptudukata YU, B aoBepeHHble Heobxoammo
BbIMNO/IHUTb CAeAyoWme AencTBUS:

— noakntountb MY K 3BM ¢ nomoulbto USB-Kabens;

— BblbpaTb pexum «lpoToKkon nepeasadn aaHHbIX (MTP)»;

— cKkonupoBaTtb ¢ IBM 1 nepeHectn Ha MY ceptudumkaTt YL,

— OTKpbITb MM «Terminal» 1 BbINOAHUTL CeaytoLLMe KOMaHAb!:

devel-su
cp <nyTbe k Qanny> /etc/pki/ca-trust/source/anchors/
update-ca-trust

3arpy3nTb KopHeBoM cepTudumkaT YL, Ha MY TaKkKe BO3MOMKHO C NMOMOLLbIO CETU
NHTepHeT, BbinonHMB B Ml «Terminal» cneaytouiye KOomaHAabl:

devel-su

curl -o /etc/pki/ca-trust/source/anchors/root ca.crt "https:
//url ceprudukxara/root ca.crt"

update-ca-trust

4.4.2.2. NpoBepKa cepTUPMKaToB

[lna npoBepkn cepTUGUKaTOB HEOOXOAMMO BbINONHUTL CAeayoWme AeNCTBUS:
— 3arpy3nTb KOPHEBbIe CePTUDMKATbI C MOMOLLbIO KOMaHA,:
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curl -L https://developer.auroraos.ru/static/rootcacert-omp.pem -o
rootcacert-omp.pem

curl -L https://developer.auroraos.ru/static/ima-root-ca.x509.pem -o
ima-root-ca.x509.pem

— NPOBEPUTL CEPTUPUKAT NOANUCK BUHAPHBIX GanI0B C MOMOLLLI KOMaHAbI:

echo "test" > testfile; openssl smime -sign \ -in testfile \ -
signer binaries-cert.pem \ -inkey binaries-key.pem \ -out
testfile.sig; openssl smime -verify \ -in testfile.sig \ -
signer binaries-cert.pem \ -CAfile ima-root.ca.x509.pem

- ﬂpOBepMTbcepTM¢MKaTHOAHMCMFBKGTOBCHONKHMMOKOMaHAbH

echo "test" > testfile; openssl smime -sign \ -in testfile \ -
signer packages-cert.pem \ -inkey packages-key.pem \ -out
testfile.sig.gost; openssl smime -verify \ -in testfile.sig.gost \
-signer packages-cert.pem \ -CAfile rootcacart-omp.pem

— NPOBEPUTb CEPTUPUKAT CTOPOHHEN OPraHM3aLyMmM C MOMOLLBIO KOMaHAbI:

echo "test" > testfile-client; openssl smime -sign \ -in testfile-
client \ -signer packages-client-cert.pem \ -inkey packages-
key.pem \ -out testfile-client.sig.gost; openssl smime -verify \
-in testfile-client.sig.gost \ -signer packages-client-cert.pem \

-CAfile rootcacart-omp.pem

4.5. N3onauma npoueccos

4.5.1. 130n4uma agpecHbIX NPOCTPAHCTB

PeweHne 3a4a4m M30MAUMM a4pPEeCHbIX MPOCTPAHCTB MPOLECCOB OCHOBAHO Ha
apxutektype aapa OC ABpopa, KoTopoe obecneuymBaeT COBCTBEHHOE M30/MPOBAHHOE
aApecHoe NPOCTPAHCTBO 414 KaxKA0ro NpoLecca B cCUCTEME.

Mcnonb3yembit MeXaHW3M M30AALMM OCHOBAH Ha CTPAHMYHOM MEXaHM3Me 3alLMTbl
MaMATW, a TaKXKe MeXaHW3Me TpaHCAAUMM BUPTYaNbHOro agpeca B PUINYECKUI,
noAAepKMBAEMOM MOAYAEM yrpaBaeHna NnamaTbio. O4HM 1 Te e BUPTyaabHble aapeca, C
KoTopbiMM paboTaeT npoueccop, npeobpasytoTca B pasHble GU3MYecKkMe aapeca ANA
Pa3HbIX a4pPecHbIX MPOCTPAHCTB. [pM 3TOM NpoLEecc He MOXKeT HEeCaHKLMOHUPOBAHHbLIM
06pa3om Noay4mTb AOCTYN K MPOCTPAHCTBY APYroro npouecca, T.K. HENPUBUAETMPOBAHHbIN
NO/NIb30BATENbCKMIA MPOLECC NUWEH BO3MOXHOCTM paboTaTb C M3MYECKOM NamATbio
HaNPAMYHO.

MPUMEYAHUE. MexaHn3am pa3gensemor NamaTi No3BOASET MOAYYUTb AOCTYN K
OAHOMY M TOMY € VY4yacTKy MamMATM W  HAXO4MTCA MOJA, KOHTPOAEeM MNOJINTUKMK
AVNCKPELMOHHOrO pasrpaHnMyeHma npas AOCTyna.

AZpecHOe NPOCTPAHCTBO A4pPa 3alWMUEHO OT MO/1b30BaTENIbCKMX MPOLECCOB C
MCMONb30BAaHMEM MeXaHM3Ma CTPaHM4YHOM 3awmTbl. CTpaHWMLUbl MNPOCTPaAHCTBA A4pa
ABNAKOTCA NMPUBUAETMPOBAHHBIMKW, M AOCTYN K HUM M3 HENpMBUAErMPOBAHHOIO KoAa
BbI3bIBAET WCKAOYEHME MpoLleccopa, KoTopblh obpabaTtbiBaetca sapom OC KOpPPEKTHbIM
obpasom.
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EAMHCTBEHHBIM  CaHKLUMOHMPOBAHHbIM cnocobom pgoctyna K Aaapy OC wu3
N0/b30BATENIbCKOM MNPOTrPaMMbl  ABAAETCA MEXaHM3M CUCTEMHbIX BbI30BOB, KOTOPbIN
rapaHTMPyeT BO3MOXHOCTb BbIMOSIHEHMA MO/b30BATE/NIEM TONbKO CaHKLMOHMPOBAHHbIX
NEencTBUM.

[lononHUTeNbHblE  MEXaHW3Mbl  M30/1AUMM  NpouLeccoB  obecneymBatoTcA
NPUMEHAEMbBIMU TEXHONOTMAMM KOHTEMHEPM3ALMM HE TONbKO APYr OT Apyra, HO U OT
BHELUHWX PECYPCOB, a TaKKe BHELLIHUX PECYPCOB OT NPOLIECCOB.

MporpaMmMHble CpeaCcTBa pa3peLlatoT MpoLeccy Avlb OonpeaeseHHbli nepeyeHb
NEeNCTBMIA, BbINOAHAEMbIX MO OTHOLWEHMIO K APYrMM npoueccam n nepudepuinHbiM
YCTPOMCTBaM, BKAOYAsA MOCTOAHHOE 3aNOMMHatoLLEe YCTPOMCTBO, KOTOPbINM onpeaenseTcs
NPW yCTaHOBKE NaKeTa, COAEPKALLEro MCNOAHAEMbIN Galin.

NMPUMEYAHME. MoapobHoe onucaHue NPUBUIETMPOBAHHbIX n
HenpuBMAErMpPOBaHHbIX MPOLLECCOB NpUBeAeHO B noapa3aene 4.3.

4.5.2. sonauma Ml ¢ Mcnonb3oBaHMEM «MEeCOYHML»

B OCABpopa peanumsoBaHa w3onauma MIl C MCNONb30OBAHMEM «MECOYHULY,
OCHOBAHHbIX Ha cBOBOAHO pacnpocTpaHAemMom npoaykTe Firejail, KOTOpbIM MCNoNb3yeT
CcTaHaapTHble ana OC Linux MexaHM3Mbl namespace W seccomp-bpf, MN0O3BOAAKOUIME
onpeaenAaTb CMUCOK AOCTYNHbIX A1A MIT CMCTEMHbIX BbI3OBOB.

Firejail npepactaBnaer cobOOM NErkOBECHYK «MNECOYHMLY» M  NOAXOAWUT  ANS
MCnonb3oBaHMAa B MY, npum 3TOM BCe noab3oBaTesbCKMe MI1 3anyckatoTca 4epes
sailjail-obepTky Hag Firejail. JononHuMTenbHO ANA M30AAUMM MCMONb3yeTCA xdg-dbus-
proxy, PUABTPYIOLWMIA NpoKken ans D-Bus.

MeXaHM3M seccomp-bpf 3anpelLaeT HeEKOTOPble CUCTEMHbIE BbI30BbI, HANPUMEP:
mount/umount, ptrace, kexecW Ap.

10 yMONYaHUIO B mount namespace AOCTYMN K ®C OrpaHnN4YmMBaEeTCA A0:

— [OCTyna Ha YTeHWe M 3anncb K AaHHbIM KOHKpeTHoro MI1 ($XDG DATA HOME,
$XDG_CONFIG HOME, $XDG CACHE HOME);

— [0CTyna TO/NIbKO Ha YTeHWe K /usr/share/S$ApplicationName;

— [0CTyna TONbKO Ha YTeHMe K HeKOoTopbIM nankam u  ¢ahnam B
/etc, /usr/share, /var/libwuT.A.

[ocTyn K ®C moxKeT bbITb paclUMpPeH NPKY 3anpoce COOTBETCTBYIOLLMX Pa3peLleHN,
OMMUCaHHbIX C NOMOLLbtO NpasuA Firejail, Hanpumep:

— paspeweHune «Pictures» npenocTasaaeT AOCTYMN HA YTEHME M 3aMnMCb K Mankam
NONb30BaTeNA ~/Pictures, @ TAKXKE K K3LWY NPeBbIo;

— pa3pelweHne «RemovableMedia» npegocTaBaaeT A4OCTYN K CbEMHbIM HOCUTENAM
(/media/S$SUSER/) U T.A,

B net namespace N0 yMO/YaHMIO 400aBAAETCA TONbKO loopback device.

PaboTa B «necoyHuLe» MNo3BosAeT onpeaenntb MI paspelweHmMa Ha AOCTyn K
pecypcam, 00yCnoBNEHHble 3/1eMEHTaMW, OMMCaHWe KOTOPbIX MpuBeAeHO B Tabauue
(Tabnunua 16).
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Ne dnemeHT Onwucaxwne

1 |Accounts MpocMOoTp, MOAMPUKALIMA N CUHXPOHMU3ALMA YHETHbIX
3anuncen

2 |AccessSecuritylog [locTyn K perncTpauoHHOMY KypHany

3 |Audio BocnpounsseneHune 1 3anuncb ayamo, M3meHeHume
KOHPUrypaumm

4 |Bluetooth MoaknoyeHne n ncnonssosaHune Bluetooth®-ycrtpoicts

5 |Calendar MpocmoTp 1 moandurKaLma cObbITUIA KaneHaapa

6 |Camera [ocTyn K Kamepe, cbeMKa $OTO 1 BUAEO

7 |Contacts [MpocmoTp 1 moAMdUKaALMA AAHHbBIX KOHTAKTOB

8 |Devicelnfo Vi3BneveHne gaHHbIx 0 MY

9 |Documents Hoctyn K nanke «Documents»

10 |Pownloads [octyn k nanke «Downloads»

11 |E-mail YTeHune 1 0TNpaBKa NMCEM U3 3NEKTPOHHOM NOYTHI,
[OCTYN K BNOXEHMAM

12 |Internet Vicnonb3oBaHue ceTn VIHTepHeT

13 |Location Mcnonb3oBaHWe reonokaumm

14 |LogSecurityEvents 3anncb B PErMCTPALMOHHbIN XKYPHan

15 |MedialIndexing JocTyn K nepeyHto ¢painnos Ha MY

16 |Messages [ocTyn K YTeHnto 1 oTnpaske SMS

17 |Microphone 3anncb ayamo C MOMOLLBI MUKPODOHa

18 [Music Joctyn K nanke «Music», naennmctam n ob610xKKam

19 [NFC MNoakntoyeHne n ncnonb3osaHne NFC-ycTponcTs

20 |Phone OcyllecTB/ieEHME BbI3OBOB HANPAMYIO UK Yepe3
NONb30BaATENLCKMIN NHTEPDENC

21 |Pictures HocTyn K nanke «Pictures»

22 |Printing [MpOCMOTP M NCNO/Ib30BaHWeE AOCTYMHbIX MPUHTEPOB

23 |PublicDir floctyn Kk nanke «Pictures»

24 |PushNotifications YTeHune push-yBefomneHni

25 |RemovableMedia Ncnonb3oBaHue kKapT namatn n USB

26 |SecureStorage XpaHeHve wndpoBaHHbIX Gannos

27 |ScreenCapture 3axBaT COAEPHMMOro 3KpaHa

78 |UserDirs [ocTtyn kK nankam «Documents», «Downloads», «Music»,
«Picturesy», «Public» 1 «Video»

29 |Videos foctyn k nanke «Videos»

30 |WebView [ns ncnonbsosaHus Gecko WebView

[ns Kaxaoro MM, BbINONHAOLWEroca B «MeCOYHMULE», MOXKET OblTb CO34aH NPOdU/b,
onpeaenarwWmin ero BOIMOXKHOCTM K noBeaeHue. Hanpumep, npodunb ans MM «Moroga»
MOMET BbIrNAAETb Ceayroumm obpasom:
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# Firetail > Firejail profile for /usr/bin/omp-weather

### security filters
caps.drop all
nonewprivs

seccomp

### network
protocol unix,

### environment
shell none

### baseline
include permission-baseline.inc

### application

private-bin omp-weather,

private-etc passwd, group, location,dconf, xdg, fonts, system-fips, selinux,
private-tmp

dbus-user.own ru.omprussia.weather

whitelist /usr/share/omp-weather

# Settings
include sessionbus-com.jolla.settings.inc

# Connman
include systembus-net.connman.inc

4.6. 3aWwmTa NamATH

4.6.1. OuncTKa NamaTu

OumncTKa OnepaTMBHOM MNAMATM OCHOBaHa Ha apxuTekType agapa OC ABpopa WM
rapaHTUPYET, YTO OObIYHbIA HENPUBUIETMPOBAHHbIM MPOLECC HE MOXKET NONYYUTb AaHHbIE
YyXKOro npougecca, ecam 3To ABHO He paspeleHo [P/,

CpeAcTBa B3aMMOAENCTBMA MeEXAY NPOLLECCaMN KOHTPOAMPYIOTCA C NoOMOLLLbo [P/,
M NPOLLECC HE MOMKET NMOAYYUTb AOCTYN K HEOYULLEHHOM NamATK (Kak onepaTMBHOM, TaK M
AMCKOBOW). AApO BblAENAET KaAOoMy MpoLeccy BMPTyaNbHOE afpecHOe MPOCTPAHCTBO,
KOTOpOe TpaHCAMpPYeTCA B PU3MYecKMe aapeca NaMaTh C NOAAEPHKKOM PaHA0MMU3aLNN.

[locTynHble ANA  MNOAb30BATENbCKOrO  npouecca QYHKUMM  BblAENEHUA U
pacnpenesieHna MNamATKM OCYLLECTBJIAKOT BbIMNO/HEHME PEXWMMA WHUUMANIN3ALUK, NPU
KOTOPOM MNPOMCXOAUT ODOHyNeHMe Aveek NaMAaTW. Takmm oB6pas3om, A4p0 U CUCTEMHASA
6mbnnoTeka libc rapaHTUPYHOT MNOAYYEHME MPOLLECCOM TONbKO OYMLLEHHbIX CTPaHML,
namaTn 6e3 ocTaTouHON MHPOPMALMN.
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O4ynCTKa NamaTM Ha BHeWHMX HocuTenax (eMMC) ocHoBaHa Ha peanmsauum
MexaHM3Ma secdel, KOTOPbIM O4YULLAET Ha HOCUTesne Heucnoab3yemblie 610kn OC
HEeNnocpeacTBEHHO MPU UX OCBODOOMKAEHMM C MOMOLLbIO NEpe3anncy UX MaCKUpYoLLEen
Nnocne0BaTeIbHOCTbHO.

4.6.2. O4MCTKA NONb30BATE/IbCKMX AAHHbIX

NMPUMEYAHME. HacTpolka cepBmca O4MCTKM NONb30BATENBCKMX AAHHbIX AOCTYMHA
TO/IbKO aAMUHUCTPATOPY.

CepBMC NpeaHa3Ha4YeH ANA OYUCTKM MOAb30BATENbCKMX AAHHbIX MO PAaCAMCAHMIO
ANA BCEX YYETHbIX 3anuMcer nonb3osaTenen. BbiNnoaHAA OYMCTKY NO1b30BATENbCKMX MAMOK,
CEPBUC yMeHbllaeT 0b6bem yTeYKM MNOSb30BATENbCKOM WMHOOPMALMKM B  C/ay4vae
HEeCaHKLUMOHMPOBAHHOIO AOCTyMa K Mankam.

OuMcTKa 3a4aHHbIX ManoK MPOM3BOAMUTCA C YYETOM  BJIOKEHHbIX ManoK
(pekypcuBHO).

CpOK XxpaHeHnA GalnoB B Nankax, BblAeNeHHbIX C MOMOLLbI KOHPUIYPALMOHHOTO
dainna, OTCYMTLIBAETCA OT BPEMEHM NOCNEAHETO M3IMEHEHMA Ppanna.

BHUMAHMWE! Monb3oBaTenbckmne Gpaiinbl, KOTOPbIE HE NOABEPIKEHBI MBMEHEHNAM B
npouecce aKcnayaTaumm, n KoTopble caeayet obe3onacuTb OT OYUCTKM, PEKOMEHAYETCA
XPaHWTb B ManKaX, HEKOHTPOIMPYEMbIX CEPBUCOM.

Mpwn pacyeTe CpoKa XpaHEHMA NONb30BaTENbCKNX Gal0OB HEODXOAMMO YUMUTbIBATH
cneayoulme NONOKEHUS:

— CPOK pPacCyMTbiBaeTCA C MOMEHTa CO34aHMA YYEeTHOW 3annMcu U BHECEeHMA
nocneaHero MU3MeHeHuw;

— BPEMEHHbIN MHTEPBaN NPOBEPKM CEPBUCOB, COCTABAAOLWMA OAMH YaC, BXOAUT B
CPOK XpaHeHus;

— HEe MOXKeT NpeBblLlaTb 334aHHbIN CPOK XpaHeHMAa ¢painos (PrucyHok 145).

MPUMEYAHUA:

v/ MNepeyeHb NanoKk A8 OYUCTKM MOJb30BATENbCKUX AaHHbIX ONPeaenseTcs npu
BHEAPEHUM U MOMKET DbITb MU3MEHEH C MOMOLLbIO KOHPUTYPaLMOHHOTO $arna;

v’ Bbi6Op NanokK no yMmon4aHuio orpaHuyeH CaeayoWwmymm nankamm:

— S{HOME}/Documents;

— S{HOME}/Downloads;

— S{HOME}/Music;

— S{HOME}/Playlists;

— S{HOME}/Pictures;

— S{HOME}/Public;

— S{HOME}/Videos.

v'Y afMWHMCTPaTOpPa OTCYTCTBYET BO3MOMKHOCTb CaMOCTOATE/IbHO [100aBAATH
NankuM A8 OYUCTKM C MOMOLLLbHO MO/Ib30BATE/IbCKOrO MHTEpdElCca.
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I Mankw

YETBHORUTE MAKCHMANLMIRE CROK XPRaseMns
DARNOR § SES0HMEX NAnEaX: Sann Oyaer
VARNEH 3 NIENKH, OCNM OXENRTCH CTapwe
YCTYEHOBNEHHOIO CPONA

He ynanate paine dst
Documents Ovkmoveno
Downloads Orxmoveno
Music OTemoueno
Pictures Orxmoveno
Playlists Orxnioyeso

Public Omxmoveno

[lnAa BKAOYEHMA OYMCTKM NONb30BATENBCKUX AAHHbIX
Heobxo4MMO BbINOSHUTL Ceaytolme AeNCTBUA:
— OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KacaHMeMm

3Ha4yKa @ Ha DKpaHe NPUAoKEHNM (cM. PUcyHOK 1);

— KOCHYTbCA MYyHKTa MeHH

«AOMUHUCTPUPOBAHME @%B noapasgene «Cucremar;

— Ha OTKPbIBLUENCA CTPAHULLE KOCHYTbCA MYHKTa MEHIO
«O4YncTKa N0/Ib30BaTE/IbCKUX AAHHbIX»
(cm. PucyHok 79) ans otobpakeHnsa CTpaHuMLbl C Nankamm;

— KOCHYTbCA nepekntodatena «He yaanatb ¢pannbl
.dst» (PucyHok 144).

MPUMEYAHMUE. KoHdurypaumoHHble dainnbl dopmaTa
.dst npeaHasHayeHbl ANA HACTPOMKWM CTOpPOHHero VPN-
peweHuna Vipnet;

Videos OrxmoseHo

PucyHok 144

— KOCHYTbCA MOAS C NankoW, Yy KOTOPOM HeobXoaMMO BKAKOYUTb OYMCTKY
(cm. PucyHok 144);

— Ha OTKPbIBLWENCA CTPaHULE KOCHYTbCA MepeKkntodaTend «BKAUYUTb OYMCTKY»
(PncyHoK 145).

NMPUMEYAHUE. [ns aKTMBauMuM nepekntoyatens AO0CTAaTOMHO KOCHYTbCA MOAsA, B
KOTOPOM OH Pacno/IOXKeH: NepeKatoyaTeNlb HAYHET CBETUTLCA ApYE, YEM B COCTOAHMM MO
YMOJIYaHUIO (HEAKTUBHOM);

— 33/1aTb CPOK XpaHeHMa panaoB NO PacnMCcaHMIo, Nepemellan COOTBETCTBYHOLLMA
cnangep (PncyHok 145):

®BMPaBO A/1A YBE/IMYEHMA CPOKa (MaKCMManbHoe 3HavyeHne: 168 yacos);
®B/1EBO /1A YMEHbLUIEHWNA (MUHMUMAIbHOE 3HAYeHMe: 4 Yaca).

NPUMEYAHUA:

v’ LLar nsmeHeHna cpoka xpaHeHua Gpainnos — 4 yaca;

v’ Mo yMONYaHMIO CPOK XpaHeHna Gpaitnos — 72 yaca;

— KOCHYTbCA KHOMKK «[MoATBEpAUTL» AN NOATBEPHKAEHUS onepaLmmn 1Mbo KHOMKK
«OTMeHUTL» Ans OoTMeHbl (PucyHok 145), B pe3ynbTaTe Ha cTpaHuue «[llanku» byaet
M3MEHEH CTaTyC Y BbIbpaHHOM nanku (PucyHok 146).

[nA OTKNKOYEHUSA OYMUCTKM MOAb30BATENbCKMX AAHHbIX HEODOXOAMMO AEeaKTMBMPOBATb
nepekntoYaTeb « BKAOUMTb O4UCTKY» (PucyHOK 145).
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I OTMeHHTH NogrsepanTs Mankw
YETaHORMTE MAKCHMANSHMA CROK XPanisve
DOCUments GSRN0E & SANAHHKX NENax: Sain Gyaer
YAANTEN M3 NANGK, 00N OKEXOTOR CTaPIUe
BKNIOMHTS ONMETXY YCTa=OANEHHOIO CPOKa
72 vaca ¢ Heynanste daitnm .dst
Cpox xparammun PaRnos Documents 72 waca

Downloads Orxnioveno

Music Oremoueno

Pictures Orxmoveno

Playlists Orxnioueno

Public Orkmoveno

Videos Otkmoueno

PucyHok 145 PucyHok 146

4.6.3. Nepe3anncb 0CTaTO4YHOM MHOPMALMM

B OC ABpopa peannsoBaHa O YHKUMA Nepe3anncn OCTaTOYHOM WHbOopMaLMK,
cpabaTbiBatoLWaa Kaxablh pa3s npu yaaneHun danna. lNpouecc nepesanncu nNpomcxoamT
aBTOMATMYECKM W CKPbIT Ans8 Mnonb3osaTend. B cnydyae HeobxoAMMOCTM OCYLLECTBUTb
NPUHYOMTENBHYIO  Nepe3anncb  CAYYalHbIMWM  MAM  cheumanbHbiMKM  BUTOBbIMMU
nocneaoBaTeNbHOCTAMM aAMUHNCTPATOP MMEET BO3MOXHOCTb CAMOCTOATENIbHO 3aMyCTUTb
npoueaypy yaaneHma danna u/mam nanku.

[aHHasa npoueaypa NPUBOAMUT K CHUMKEHUIO MPOU3BOAUTENBHOCTN, OCODEHHO NpK
yaaneHun 6onbluoro ¢parna: yem eann 6onblle, TEM CHUKEHNE CYLLECTBEHHEE M 3aMeTHeE,
T.K. Ha Nepuoa rapaHTMPOBAHHOIO YyAaneHWsa BCe OCTajlbHble Onepaumn 3anucm Ha
HoCcUTeNb MHDOPMALIMM MPMOCTAHABAMBAIOTCA M NMOMELLAIOTCA B oYepedb A0 3aBepLlleHns
yaoaneHus.

OC ABpopa ¢yHKUMOHMPYET Ha MY, namAaTb KOTOPbIX COCTOUT W3 Habopa
(MHOecTBa) siueek. BBMAy KOHCTPYKTMBHbIX ocobeHHocTer MY Kaxaaa ayeirka umeet
60NblIOe M KOHEYHOE KOMYECTBO LMKAOB Mepes3anuncu, T.e. MOCTOAHHbIE onepaumm no
YTEHWUO W 3anmncu c/Ha USB-HakonuTenb BAEKYT YBEeAWYEHMEe cuyeTymka obpalleHuni
(KO/IMYeCTBO KOTOPbIX OrPaHMYEHO Ha anmnapaTHOM YPOBHE) U1, Kak CNeACcTBME, NOCTENEHHOe
CHUXXEHME CPOKa CNyKbObl HaKoNUTeNS.

HepaunoHanbHOE MCNO/b30BaHNE MHOrokpaTtHou nepesanucn OC ABpopa BaeyeT
CHUXXEeHMe NPOM3BOAMTE/IbHOCTU Ha BPEMA NMPOBeAEHNA OnNepaumn yaaneHna n CHUXReHne
CPOKa CNyXbbl HakonuTena AaHHbIx MY.
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[lns MHOTOKPaTHOW Nepesanncn MCNosib3yeTca YTUANTa KOMaHAHOM CTPOKM wipe,
NOCTYN K KOTOPOM ocyLlecTsaaeTca ¢ nomoupto MMM «Terminal» (cm. noapasaen 2.4).

MoapobHoe onucaHne uHTepdeiica wipe NPUBEAEHO B MNPUIOKEHUMU
(Mpunoxkenune 3lMpunoxkexHune ).

4.7. ObecnevyeHue HaaeXHoro PyHKUMOHMPOBAHWA

4.7.1. HagexkHble MeTKM BpeMEHM

MeTKa BPpeEMEHM CYMTAETCA HAAEKHOM NPU YCNOBMM HEBO3MOXKHOCTM BHECTM B HEE
M3MEHEHWA Nocne CO34aHNA, ECAM LLENOCTHOCTb J@aHHOM METKM He Oblna HapyLleHa.

HaperkHble meTKM BpeMeHn obecneymBatoTCcA apXMTeKTypon xpoHomeTpaxa OC,
KoTopaa npeactaBaseTr cobon Habop CTPYKTYP AaHHbIX U QYHKUWIM A4pa, MMERLWMX
OTHOLIEHME K OTCIEXMBAHMNIO X043 BPEMEHM 1 HA3MPYHOLLMXCA Ha:

— CYeTYmKe oTmeToK BpemeHu (TSC);

— nporpammupyemom Taimepe nHtepsanos (PIT);

— APIC-Tanmepe;

— BbICOKOTOYHOM Taimepe cobbiTnin (HPET).

HayanbHble 3HAYeHMA CUCTEMHbIX TaMMepOB 3a4atoTCA MO TaMMepy peanbHOoro
BpemeHu MY, a 6a30Bble MHTEPBA bl BbIMMCAAOTCA NPU MHULMANM3ALMN CUCTEMDI.

B  KayecTBe  HM3KOYPOBHEBOrO  MexaHM3Ma  Aapa, obecneymBatollero
OYHKLUMOHMPOBAHME HAAEKHbIX METOK BPEMEHMU, MCMNONb3yeTca chneumanbHblil Habop
CTPYKTYP AaHHbIX A4pa (timespec xtime), QyHKUMIA AApa do gettimeofday () U
HWU3KOYPOBHEBbLIX  CMCTEMHbIX  BbI30BOB clock settime(), clock gettime(),
gettimeofday () MW settimeofday().

4.7.2. KBOTMpOBaHME NOCTOAHHOW MamATK

KBOoTMpoBaHMe — pa3geneHne OorpaHMYeHHOro JAMCKOBOro npocTpaHcTBa MY
MeXAy Yy4Y4eTHbIMW 3anMcAMKM Mo/b30BaTeNel, NOo3BOoAIOLLEE CO34aBaTb OAHOBPEMEHHO
HECKOJ/IbKO YYETHbIX 3anucer nosibsosaTenent Ha MY (cm. noapasaen 1.2).

B OCABpopa npeaycmMoTpeHa BO3MOXHOCTb BblAeneHMa KBOTbl — obbema
NIMCKOBOro NPOCTPAHCTBA A1 YYETHOM 3aNMcK N0Nb30BaTeNA NPK ee CO34aHMK, NPU 3TOM
Yy YYETHOM 3anumcK Noab30BaTeNA OTCYTCTBYET BO3MOMKHOCTb MPEeTeHA0BaTb Ha 60bLINIA
06bemM MOCTOSAHHOW MaMATW, a BblAeNeHHOe el MPOCTPAHCTBO OyaeT HeaoCTYMHO AAA
APYrMX YY4eTHbIX 3anMcein Nob30BaTeNEN AaXKe B Cay4ae, eCiM OHO CBOOOAHO.

BHUMAHMWE! O6bem KBOTbI 334a€TCA NPM CO3AaHNM YYETHOM 3aNMCK NOIb30BATENA
M HEe MOET ObITb M3MEHEH BNOCNeACTBMM.

[lna Toro, 4TobbI 3a4aTb YYETHOM 3aNMCKM NONb30BATENNA KBOTY Ha MCMO/b30BaHME
NMCKOBOro MPOCTPAHCTBA, HEOOXOAMMO Ha CTpaHMLEe CO3[4aHMA Y4YEeTHOM 3amnumcu
Nofb30BaTeNs  YCTAHOBWUTb  KOMYECTBO  BblAenAaemblx emy [b, nepemellas
COOTBETCTBYIOLMI Clainaep BNPaBo AN YBEANYEHMA KBOTbI MO0 BNEBO A5 YMEHbLIEHUA
(cm. PucyHok 3).
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OC ABpOpa aBTOMATUYECKM BbIYUCAAET A0ONYCTUMbIE NPeaebl KBOTUPOBAHMA TaKNUM
obpa3om, 4Tobbl MOXKHO OblN0 cO3A4aTbh A0 7 YYETHbIX 3aNMCEN NOJb30BATENEN, MPU STOM
KBOTbI YCTaHaB/AMBAOTCA CAeayoLmMm 06pa3om:

— HWUXHAA rpaHMLUa KBOTbI 3a4aeTcA B 512 Mb;

— BEPXHAA rPaHMLA KBOTbl PACCYMUTbIBAETCA Ceayolmm obpasom: obuwmin obbem
amckosoro npoctpaHcTea MY (AllSpace) 3a BblueToMm 06bema AMCKOBOro nNpocTpaHcTea MY,
3aHATOrO CO34aHHbIMM YYeTHbIMM 3anuncamm (Qi).

NMPUMEYAHUE. B cnyyae ecam Ha MY HeaoCTaToO4HO MAaMATM ANA BblAE/NEHUS
NO/Ib30BATENI0 KBOTbl, MPEBbLIWAIOWEN HUKHIOW TPaHuLy (MUHUMaNbHLIN pasmep),
nepemelleHne cnanaepa byaeTt HegoCTynHO (cM. PUCYHOK 3).

[NAa Bbl4MCNEHNA FPAHMLL, KBOTbI MCMONBb3YHOTCA C/ieAyolme nepemeHHble:

— AllSpace — 0bWMIM 06bEM ANCKOBOrO NpocTpaHcTea MY;

— Nusr — KOJIMYECTBO YYETHbIX 3aNMcem, co3aaHHbIx Ha MY;

— Qi — obbem AMCKOBOro npocTpaHcTBa MY, 3aHATbIM CO34aHHbIMU YYETHLIMM
3anNncaAmMm;

— UsrAvSpace = AllSpace - 2 GB — 2 ['b Bblgensetca Ana y4eTHOM 3anmcu
aAMWUHNCTPATOPA3;

— MinQuota = 512 Mb. B cnyyae ecnim UsrAvSpace/6 < MinQuota, TO 3aJaHue
KBOTbl HEBO3MOMXHO;

— MaxQuota = UsrAvSpace - sum (Qi) — MaKCMMa/bHAA KBOTa, KOTOPYIO
MOXHO BblAENNTb cO34aBaemMon Ha MY y4eTHOM 3anmMcK Nonb30BaTeNs: BCe AOCTYyNHOe
NPOCTPAHCTBO 33 BbIMETOM CYMMbI YK€ BblAE/IEHHbIX KBOT.

NMPUMEYAHUE. MaKcMmanbHble KBOTbl YYETHbIX 3aMMCEN NMO/b30BATENA 334at0TCA
aAMUHUCTPATOPOM B KOHPUIypaUMOHHOM  dainne /etc/security/limits.conf
(MpunoxeHne 2). Takxe 44a YyNpaBAeHWs annapatHbIMKM KBOTaMM U3 Pa3/INYHbIX
NO/Ib30BATENIbCKUX  MPOTrPamMm  MUCMOAb3YKOTCA  CAedylolme  CUCTEMHbIE  Bbl30Bbl:
setrlimit (), getrlimit(), prlimit() m nice().

4.7.3. lpuHyAuTEeNnbHOE 3aBeplleHMe ceaHca Nnonb3oBaTena

[ns Toro, 4ytobbl ceaHc nonbsosatena OC ABpopa NPUHYAUTENBHO 3aBEpLLIANcaA no
ncrevyeHnmmn YCTaHOBAEHHOIO BpemeHM e€ero HeaKTMBHOCTH, HeO6XO,£|,V|N\O npogenatb
cnegyloume onepaumm:

— €034aTb cepBuC-QaliN /etc/systemd/system/ session-timeout.service
CNefyoLero CoaepsKMMOoro:

[Unit]
Description=Session Logout Service
After=authd.service

[Service]

Type=simple

RuntimeDirectory=session-logout

ExecStart=/bin/sh /usr/libexec/session-timeout/session-timeout.sh
Restart=always
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RestartSec=1

[Install]
WantedBy=graphical.target

— co3aaTb anpektoputo /usr/libexec/session-timeout/;
— co3aatb ckpunT /usr/libexec/session-timeout/session-timeout.sh cneayouwero
COAEPKMMOTO:

#!/bin/sh
session timeout=1200
timestamp file="/run/session-logout/last-input-activity.log"

run_timestamp updater ()

{
libinput debug-events | awk -v "f=Stimestamp file"

'"{t=strftime ("%s"); print(t) > f; close(f); }' &

}

reset timestamp updater ()
{
echo "Resetting timestamp"
kill %1
rm -vf "Stimestamp file"
date '+%s' > "Stimestamp file"
run timestamp updater

}

set devlock state()
{
gdbus call --system --dest ru.omp.AuthService \
--object-path "/ru/omp/AuthService/Devlock™ \
--method ru.omp.AuthService.Devlock.SetState "S$1"
}

reset timestamp updater

while true; do

read timestamp < "Stimestamp file"

now=S$ (date '+%s')

diff=$(( Snow - Stimestamp ))

echo "timestamp S$timestamp, diff $diff"

if [[ $(( $now - Stimestamp )) -1t $session timeout ]]; then
sleep 1

elif mountpoint /home; then
#set devlock state 1
source /etc/environment
echo "Stopping user session for S$LAST LOGIN UID"
systemctl stop user@$LAST LOGIN UID
source /var/lib/environment/compositor/droid-hal-device.conf
export QT QPA PLATFORM
export EGL PLATFORM
/usr/libexec/unlock-ui SLIPSTICK OPTIONS
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reset timestamp updater
source /etc/environment
systemctl start user@SLAST LOGIN UID
else
reset timestamp updater
sleep 1
fi
done

— MPUCBOUTH MEPEMEHHOM session timeout HYXHOE 3HAYEHWe B CEeKyHZAAX, KaK
nepuos, HeaKTMBHOCTM MNO/Mb30BaTENA, MO WCTEYEHMM KOTOPOro €ero ceaHc Oyaet
NPUHYANTENbHO 3aBEPLUEH, K NPUMepY:

session timeout=600 nma 10 MuHyT.

— AN8 aBTOMATMYeCcKoro ckpunta Aob6aBuTb CCbIIKY Ha cepBuc-pailn B Tapret
graphical.target:

In -sv ../session-timeout.service
/etc/systemd/system/graphical.target.wants/

— nepesarpysmtb MY.
4.8. dunbTpauma ceTeBoro NOTOKa

4.8.1. Obuwan nHpopmaLma

®dunbTpaums ceteBbix noTokoB B OC ABpopa OCYLLECTBAAETCA C MNOMOLLBIO
BCTPOEHHOro B f4p0o OC duabTpa CETEBbIX NAKETOB netfilter N MOHUTOPA ODpPaLLEHNN,
KOHTPOAMpPYHOLLEro ceTeBom cTek IPv4.

AOMUHUCTPATOP NPU NOMOLIM YTUAUTbI iptables MOXET 3a4aBaTb MOAY/O AApPa
netfilter npasuna (MAM UENOYKKM) GUABTPALMM B COOTBETCTBUM C aTpubyTamm
OTNPaBUTENsA W MNOAyvaTeNs CeTeBblX MAKETOB, a TaKke aTpubyTamum nepenaBaemoi
MHPopMaLmm B IP-3aronoBKax NakeTos.

4.8.2. MexceTeBoe 3KpaHMpPOBaHMe

®dyHKUMM M3 B OC ABpopa peann3oBaHbl B CAyXbe connman, MCNO/b3YHOLLEN
MeXaHM3Mbl iptables A1A pa3rpaHNUYEHNA CETEBLIX MOTOKOB AaHHbIX.

KoHPUrypauma no yMoa4aHUIO MOCTaBAsAETCA B NakeTe connman-configs-core,
CO6MpaEMON\M3HaKeTaomp—common—configurations

4.8.3. NyTb K pantnam KoHourypaumm M3

HoBble HAaCTpOWMKM iptables NOAAEPKMBAKOTCA B connman, HaYMHaAA C BEPCUM
1.32+git41. HacTpoMKM, ONMCaHHble B HACTOALLEM [AOKYMEHTE, XPaHATCA B CAeAyHLLIMX
dannax:

— /etc/connman/firewall.conf — [1];

— /etc/connman/firewall.d/*firewall.conf — [2],
roe [1] — ocHOBHaa KoHourypaumsa, [2] — nanka ¢ dalnamm, OKaHYMBAOWMMMUCA Ha
«firewall.conf» 1 pacnonoeHHbIMM B anPpaBUTHOM NOPALIKE.
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4.8.3.1. MpaBwnaa KoHPUrypaumm M3

BuHapHbIM nakeT «connman-configs-core» ycTaHaB/AMBAET NpPaBuaa B CAEAYIOLLINX
dannax:
1)/etc/connman/firewall.conf:
— |Pv4:
epa3pellaeT YCTaHOB/IEHHbIE M CBSA3AHHbIE MAKeTbl (-m conntrack --ctstate
RELATED, ESTABLISHED);
epa3spellaeT Bce BxogdAwlmMe nakeTbl ana loopback-uHtepdeitca (Tpebyetca
connman A1 pa3pelieHns JOMEHHbIX UMEH);
®N0 YyMONYaHMtO 610KMpyeT Becb BxoAAwMM Tpaduk (Tabnanmua filter
INPUT-LenouKa);
— |Pv6:
epaspellaeT yCTaHOBAEHHbIe U CBSA3aHHble NaKeTbl (-m conntrack —-ctstate
RELATED, ESTABLISHED);
epa3spellaeT Bce BxogdAwme nakeTbl ana loopback-uHtepdeitca (Tpebyertca
connman A4 paspelleHns AOMeHHbIX UMeH aas IPv6-npoTokona);
®N0 YyMONYaHUtO 6n0KMpyeT Becb BxoAAwMM Tpaduk (Tabnnmua filter
INPUT-uenouka).
NMPUMEYAHUE. B OC Aspopa IPvb-noaaepka B iptables He 3aAB/eHa;
2)/etc/connman/firewall.d/10-block-icmp-firewall.conf:
— IPv4:
epaspewaer  BxogAawme ICMP-nakeTbl, OTAMYHbIE  OT  PiNg-MakeToB
(T.e. BNOKMPOBATH TONLKO BXOAALLME PiNg-NAKeTbl);
epaspelwaer wucxoaawme |ICMP-nakeTbl, OT/IMYHbIE OT 3XO-PinNg-NakeTos
(T.e. 6BNOKMPOBATb TONILKO UCXOAALLMIA IXO-0OTBET);
— |Pv6:
epaspewaer  Bxoadawme ICMP-nakeTbl, OTAMYHbIE  OT  ping-MakeToB
(T.e. 6BNOKMPOBATb TONILKO BXOAALLME PiNg-NaKeTbl);
epaspelwaer wucxoaauwme |ICMP-nakeTbl, OT/IMYHbIE OT 3XO-PiNg-NakeToBs
(T.e. BNOKMPOBATH TONIBKO NCXOAALLMA IXO-OTBET);
3)/etc/connman/firewall.d/11-allow-dccp-non-privileged-ports-firewall.conf:
— ana lPvd n IPv6:
epa3peluaet Bxoaawm DCCP-Tpadumk Ha nopTax 1024:65535;
4)/etc/connman/firewall.d/11-allow-sctp-non-privileged-ports-firewall.conf:
— ana lPvd n IPv6:
epaspewaet BxoaAawmm SCTP-Tpadpumk Ha nopTtax 1024:65535;
5)/etc/connman/firewall.d/11-allow-tcp-non-privileged-ports-firewall.conf:
— ana IPv4d v IPv6:
epaspewaet Bxogawmm TCP-Tpadumk Ha nopTax 1024:65535;
6)/etc/connman/firewall.d/11-allow-udp-non-privileged-ports-firewall.conf:
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— ana IPv4d n IPv6:
epa3peluaet Bxoaawmn UDP-Tpadumk Ha nopTax 1024:65535;
epa3pewaet BxoaAwmm UDP Lite-tpaduk Ha nopTtax 1024:65535;
7)/etc/connman/firewall.d/12-allow-ipsec-firewall.conf:
— ana IPv4d v IPv6:
epa3pellaeT Becb Bxoaawmi IPSec Authentication Header (AH)-Tpadwuk;
epaspewaetr Becb Bxogawmn IPSec Encapsulating Security Payload
(ESP)-Tpaduk;
8)/etc/connman/firewall.d/12-allow-ipv6-mobility-firewall.conf:
— TONbKO Ana |Pvb:
epa3pellaeT Becb Bxoaawmim IPv6 Mobility Header (MH)-Tpaduk.

4.8.3.2. To4Ka aoctyna

KoHourypauma pexnma «Todyka A0CTyna» peann3oBaHa Kak A0MNONAHUTENbHaS
onuma. MNpu BKAKOYEHHOM PEXMME NPUMEHAIOTCA TE Ke NPaBmaa N0 YMONYAHMIO, YTO M NpU
npueme Bcero Tpaduka. bonee ctporve npasmna GunbTpaumm Tpaduka MOryT ObiTb
n06aBneHbl C NMOMOLLbIO MeH HacTpoek. C 3Ton Lenbto B panabl KOHUrypaumm gobasneHa
rpynna [tethering], aHanorMyHaa AMHaMUYECKMM NpaBMIamM aas rpynn.

NMPUMEYAHUE. TMpasmna «Touyka AOCTyna» MPUMEHAKOTCA TONIbKO ANA PeXXMma
nepenayn gaHHbix nocpeactsom cetn WLAN. [na USB-pexnma npasuaa no ymosa4aHuio
NPUMEHSAOTCA HE3AaBMCMMO OT KOHOUIypaUuMM pexxmma « To4Ka 40CTyna.

Mpasuna pexnma «Tovka A0CTyna» A0KHbl ObiTb LENOCTHbIMW M 3aBEPLUEHHBIMM.
Mpn Hannumm xoTa bbl oaAHOro Habopa NPaBuUa pexnma « Tovka A0CTyNa» HMKaKMe NpasmKaa
No yMOAN4YaHutio He byayT aobaBneHbl, T.K. OHM MepeonpeaensatT MNoAb30BaTe/IbCKMe
NpaBWAa 1 pa3peLlatoT BeCb TpaduK.

[MosToMy, Hanpumep, MOryT ObiTb BK/OYEHbI CAedylollMe BXOoAflMe MNpaBuAa,
paspewarowme Tonbko DHCP u DNS /etc/connman/firewall.d/42-tethering-
firewall.conf:

[tethering]

IPv4.INPUT.RULES = -p udp -m udp --dport 53 -j ACCEPT; -p tcp -m tcp -
—-dport 53 -3 ACCEPT; -p udp -m udp --dport 67 -j ACCEPT

IPv6.INPUT.RULES = -p udp -m udp --dport 53 -j ACCEPT; -p tcp -m tcp -
—-dport 53 -3 ACCEPT; -p udp -m udp --dport 67 -j ACCEPT
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4.8.3.3. ®annbl KOHOUrypaumm
4.8.3.3.1.®opmaT dpaiina

Kaxaaa rpynna onpenenaetca ¢ MOMOLbI KBaApaTHbIX CKOBOK — [], Hampumep,
[General]. Kaxablh KN4 PermMcTpo3aBUCKMM M HanMCcaH NPOCTbIM TEKCTOM 6e3 Teros, 3a HUM
cnenyeT CUMBOA «PaBHOY» (=). DTO 03HAYaEeT, YTO BCE KAOYM [0 HaYaa caeaytollen rpynnsbi
[] NnpuHagnexKaT aTon rpynne.

Hanpumep:

IPv4.INPUT.RULES = -p tcp -m tcp -j ACCEPT

Kaxabl KAOY MPaBM/l MOMKET CyLLIeCTBOBaTb B OJHOM rpynne TO/IbKO OAMH Pa3
(NnpoBepKy ocyuwecTBaseT aHanmsaTop dannos kntoden glib, obpabaTbiBaeTcs TONLKO
NepBbI KtoY).

Pasgenutens Ana NpasBui — TOYKa C 3anAToM (;).

MpaBunaa MoryT HbITb BbIKAOYEHbI MPX MOMOLLM CMMBOANA «#» B Hayane npasuna.

Hanpumep, BbIKAOYUTL NepBoe MpPaBUAO --dport 23 W NPUMEHUTb NPaBUIO
-—-dport 24:

#-p udp -m udp --dport 23 -j ACCEPT; -p udp -m udp --dport 24 -j
ACCEPT

4.8.3.3.2.Mopanok 0b6paboTku

MNepBbIM 3arpyKaeTcs bann OCHOBHOM KoHbUIypaumm
(/etc/connman/firewall.conf), Aafiee 3arpyKatoTca OCTa/ibHble Galibl KOHPUTYpPaLMN
U3 /etc/connman/firewall.d B a/iGaBUTHOM NOPSAAKE

Mopagok 06paboTKM Npasun:

— KAto4M M3 GannoB 3arpykatotca B andaBMTHOM MoOpAAKe, MO3TOMY MNpasuaa B
danne, Hanpumep, c npedpurkcom 00, byayT obpaboTaHbl N 406aBNEHBI NEPBbLIMU;

— npaBuna wu3 danna OCHOBHOM KOHPUrypaumm pobasnaoTca B iptables
nocieAHNUMM U CYUTAIOTCA OCHOBHbIMU;

— €C/IN BRIIOYEHbI AMHaMKMYECKKME TMpPaBWM/ia, TO OHWU ,£I,O6aBJ'IFIPOTCF| B Ha4a/10 B
iptables.

Hanpumep:

1)®Painnbl KOHPUrypaLmm n NopPAAOK Mx 06pPaboTKM:

— MNepBblA: OCHOBHOM ¢aln firewall.conf — codepxuT [General] (Obuwme)
npasuna v yctaHasamaaeT POLICY (Moantuky);

— BTOPOW: firewall.d/10-firewall.conf —coaepnt WLAN-npasmna;

— Tpetun: firewall.d/20-firewall.conf — coaepuT [General] (O6wme)
npaBuna;

— YeTBepTbIN: firewall.d/30-firewall.conf —coaepxuT [General] (O6uwme) n
WLAN-npasuna;

2)Mpasuna M3 npu 3anycke connman:

— npumeHsaeTca MoAnTMKa 13 NyHKTa OAWH;
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— NOpPAAOK NpuMeHeHuA Npasun:
enpaBmaa U3 NyHKTa Tpu [General];
eMpaBKnIa M3 NyHKTa YeTblipe [General];
eMpaBuMaa M3 NyHKTa oanH [General];
3)Mpasuna M3 nocne BratoyeHmna WLAN:
— NpumeHaeTca MNoAnTHUKa M3 NyHKTa OAMH;
— NOpPAAOK NpuMeHeHuA Npasun:
enpasmna 13 nyHkTa asa [WLAN];
enpaBmaa M3 NyHKTa YeTbipe [WLAN];
enpaBuaa M3 NyHKTa Tpu [General];
eMpaBKna M3 NyHKTa YeTblipe [General];
enpaBmaa M3 NyHKTa oauH [General].
MpKn NCNONb30BAHUN HECKObKMX PA3HbIX MPaBUA:
— npaBuna u3 pasgena [General] (Obwume). MocnegHee onpeaeneHme POLICY
(MonnTnKKM) NepesanmcbiBaeT NpeablayLmE;
— MpaBWAa U3 KaXKA0ro T1na rpynnbl 406aBNAKOTCA K CYLLECTBYOLMM NPaBUaam.
Mpu nobasneHnn nnbo yaaneHnm ¢amnnos KOHPUrypauum HeobXoAMMO BbIMOAHUTD
KoMaHAay:

systemctl reload connman

— eC/I1 YCTAaHOBNEH HOBbIN NaKeT, 0CTaTOYHO BbINONHUTL Nepe3arpyskKy;
— MnpaBuaa nu3 HoBoro danna KoOHPUrypaumm noHaBAAOTCA BO BHYTPEHHME CMUCKM
Nno NopAAKY, OA4HaKO:
eropazoKk B iptables KoppeKTuMpyeTcs AMHAMMYECKMMM NpaBuMAamMu nocsne
BOCCTaHOBAEHUA coeanHenmna (Hanpumep, WLAN);
enopsaaoK B iptables KoppektupyeTcs [General] (O6wmmn) npaBunamm nocne
nepesanycka connman: NPUMeHAETCA TONIbKO MPWU HaNUYMM NPABUA, KOTOPbIE AO0KHbI
ObiTb A0DOaBNEHbl B OMpeAeneHHy MNO3MLUMIO Ha OCHOBE MnopsaAKa, onpeaensiemoro
nmeHem damna.
Mpu M3meHeHUn cyllecTsytollero danna KoHduUrypaumum HeobxoaMmMo BbINOAHUTb
KomaHay:

systemctl restart connman

ObHapyXeHue Kn3meHeHMn B darnax KoHdurypaumum 6yaeT peann3oBaHO B
cneayoumx BepCUsax.

4.8.3.3.3.[ pynnbl U KItO4YN

Obuwume rpynnobl [General]:

— IPV4.INPUT.RULES — Habop npaBun B Tabnuue filter, INPUT-uenodka ans
npoTokona IPv4;

— |IPv4.OQUTPUT.RULES — Habop npaBun B Tabanue filter, OUTPUT-ueno4ka Ans
npoTtoKkosa IPv4;
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— |IPv4.FORWARD.RULES — Habop npasun B Tabanue filter, FORWARD-Leno4ka
ANA nNpoToKona IPv4;

— IPV4.INPUT.POLICY — nonnTnKka no ymonyaHuto ana tabnuupl filter, INPUT-
ueno4yka (moxket 6b1Tb ACCEPT nan DROP);

— IPv4.QUTPUT.POLICY — nonauTuMKa no ymonyaHuto ans Tabnuubl filter,
OUTPUT-ueno4yka (moxet 6biTb ACCEPT nnmn DROP);

— IPv4.FORWARD.POLICY — nonutvka no ymon4daHwto ans Tabnuupl filter,
FORWARD-ueno4ka (moxeT 6biTb ACCEPT nan DROP);

— IPV6.INPUT.RULES — Habop npaBun B Tabnuue filter, INPUT-uenoyka ans
npoTokosa IPv6;

— IPv6.OUTPUT.RULES — Habop npasun B Tabanue filter, OUTPUT-uenoyka ans
npoTokona IPv6;

— |Pv6.FORWARD.RULES — Habop npasun B Tabanue filter, FORWARD-Leno4ka
ANA NpoToKona IPve;

— IPv6.INPUT.POLICY — nonutmMka no ymondaHuto ana tabnuubl filter, INPUT-
Leno4ka ana npotokona IPve (moxkeT 6biTb ACCEPT nam DROP);

— IPv6.OUTPUT.POLICY — noaMTMka NO ymMoAn4aHuto ans Tabnuubl filter,
OUTPUT-ueno4yka ana npotokona IPv6 (moxet 6biTb ACCEPT nnn DROP);
— IPv6.FORWARD.POLICY — noauTuMKka no ymon4yaHutio ans Tabauubl filter,

FORWARD-ueno4Kka ana npotokona IPv6 (moxkeT 6biTe ACCEPT naun DROP).
JnHaMmmnyeckme rpynmnbl N0 TMNAM YCTPOMNCTB:
— rpynna akTUBMPYETCS NPU BbI30BE CAYXKObl connman AaHHbIM TUNOM YCTPOMCTBA
(Hanpumep, WLAN-nogkatoueHme);
— KaxkablM TN npaBuna byaeT comeprkaTb B cebe nHtepdenc cepsuca (Hanpumep,
ana INPUT-npaBun ByaeT ycTaHOBAEH NapaMeTp -i <interface>);
— rpynna MOMEeT codep)KaTb Chedylolwpme KAYM (TakMe Xe, Kak B pasaene
«Obwme» [General]:
o|Pv4.INPUT.RULES =;
o|Pv4.OUTPUT.RULES =;
o|Pv4.FORWARD.RULES =;
o|Pv6.INPUT.RULES =;
¢|Pv6.OUTPUT.RULES =;
¢|Pv6.FORWARD.RULES =;
— npegonpeaeneHHble rpynmbi:
e[unknown] — He UCNONb3YEeTCA UAM He NOAAEPHKMBAETCA, HO ABNAETCA YaCTbHO
BHYTPEHHMX TMMOB YCTPOMCTB cOnnman;
o[system];
e[ethernet];
o[wifi];
e[bluetooth];
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e[cellular];

*[gps];

e[vpn];

*[gadget];

*[p2p];

e[tethering] — HAaCTPOMKM, NPUMEHAEMbIE ANA PEXMMA «TOYKA AOCTyNa».
MPUMEYAHME. Mpu Hannumm npobaem ¢ pexxmmom «Tovka AocTyna» Heobxoanmmo

nobaBuThb cneaytoume cTtpokn B rpynny O6uwme [General]l: Hanpumep, 95-tether-
override-firewall.conf:

[General]
IPv4.INPUT.RULES = -i tether -j ACCEPT
IPv6.INPUT.RULES -1 tether -3 ACCEPT

4.8.3.3.4.®opmat npaBua

BbinonHAtoTCA cnenyrouine npasuaa iptables-popmara
(https://www.frozentux.net/iptables-tutorial/iptables-tutorial.html):

— ONUMKM NPOBEPAIOTCS AN KAaXKA0ro NPpoTOKOAa U/MUAK TUNa COOTBETCTBUS,

— 3HAYeHMsA ONUMIM NPOBEPAIOTCA Ha BENNYMHY M TUMN 3HAYEHWSA;

— eC/M NPaBMNO He CYLWEeCTByeT B iptables, OHO UIFHOPMPYETCA aHAM3aTOPOM
npaBun;

— OTPMLAHMA NOAAEPKMBAIOTCA KaK B iptables.

[MockoNbKy B nepBoM Bepcun M3 noaaepMBatoTCA He BCe BO3MOXKHOCTM
nepekntoyaTenei (switches) ANA iptables, NepekAOYaTENM, KOTOPble connman He
MOXeT 1006aBUTb, MTHOPUPYIOTCA iptables:

— moauduKaTopbl uUenoyek: -a, -b, -X, -F, -I, -P, -E, -R, -%Z
(M UX OIMHHbIE SKBUBANEHTbI):

®HOBbIE UM CYLLECTBYOLWME LENOYKM HE M3MEHAIOTCA NpaBuaamu. Bce npaBuna
M3 noaYMHAOTCA NOrMKe connman, B KOTOPOM MNoAobHble MoAMPUKATOPbI He
npeaycMoTpPeHbI;

®B C/ly4ae BO3HUKHOBEHWA HEOOXOAMMOCTN Takme MoaMdPUKaTopbl MOTYT DbiTb
nobasneHbl B AaNbHENLWEM;

— YyKasaTenm mecTta HasHadeHua ana DNAT: --to-destination, --from-
destination;

— nepekatoyateny GparMeHTMpPoBaHnA: —£, --fragment;

— nepekatoyatens sepcum IP-npotokona: --ipvd, -4, --ipvé6, -6;

— MepeK/YaTe M COOTBETCTBUA (-m), KOTOPble He NoAAEePKUBAIOTCA:

o|Pv4:-m comment, -m state, -m iprange, -m recent, -m owner, -m sctp, -m dccp,
-m hashlimit, -m icmpv6/ipv6-icmp;

o|Pv6: -m comment, -m state, -m iprange, -m recent, -m owner, -m ttl, -m sctp,
-m dccp, -m mh, -m hashlimit, -m frag, -m icmp;
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®BbIlLIeyYKa3aHHble NepeKkatovaTenn Bbi3biBaan cbom B iptables nam HenpasmabHO
onpeaenann sepcuto IP-npotokona.

Llean M3 (-§ TARGET) COOTBETCTBYIOT LENAM iptables No ymondaHuto: ACCEPT,
DROP, REJECT, LOG n QUEUE.

[MpoTokonbl M2 (-p protocol)aHaﬂOFMQHbIﬂpOTOKOﬂaM iptables: tcp, udp,
udplite, icmp, icmpvé6, ipv6-icmp, esp, ah, sctp, mh (ToAbkO Ana IPv6) u
crneuyasibHOMY KAt04EBOMY CNOBY all.

Kaxaoe npasuno:

— [ONXHO UMETb MUHUMYM OAHY Lenb (-j/--jump TARGET or -g/--goto TARGET);

— MOXET MMeTb OT HyNA A0 OAHOro COOTBETCTBMUA MO NPOTOKOAY (-p/--protocol
protocol);

— ana SCTP-, DCCP- n MH-NpOTOKO/I0B MeXaHW3M COOTBETCTBMA MNPOTOKOJIa He
MOXeT DObITb MICNONb30BaH, Hanpumep:

-p sctp -m sctp --dport 22 -j DROP (He Oynmer padoTaTb, HO)
-p sctp --dport 22 -j DROP (6ymeT padboTaTh)

— MOMEeT MMeTb OT HYy/A [0 [BYX YKa3aTesiel COOTBeTCTBMA (-m/--match match).
Hanpumep, uTtobbl paspewmnts Ans telnet oaHy NOMNbITKY COEAMHEHWS B CEKyHAy,
HeobX0AMMO YCTaHOBUTD:

-p udp -m udp --dport 23 -m limit --limit 1/second --limit-burst 1 -7j
ACCEPT

— MOXET MMEeTb:

®OT HY/NA A0 ABYX NepeKkatdaTeneit nopTos ¢ onumnen obbliyHOro nopta (04HO U
TO XXe HanpaB/eHMEe He MOXKET MCNONb30BaTbCA ABaxKAbl). C MoaMMKATOPOM NPOTOKONA
(-m <protocol>): --destination-port, --dport, --source-port, --sport;

®0T HYy/NA [0 OAHOro NepekatvaTens MNopToB C My/AbTUNOPTOM. BmecTe c
yKa3aTenem COOTBETCTBMA -m multiport BO3MOXHO MCNoNb30BaTh: --destination-ports, --
dports, --source-ports, --sports, --port, --ports n nepekaoyaTenu;

— MOMET MMeTb OT Hy/AA A0 ABYX YKa3laTenel mecTa Ha3HayeHus (0OAHO M TO XKe
HanpaBAeHWe He MOMEeT MCMO/b30BaThCA [ABaAbl). --source, --src, -s, --
destination, --dst, -d,

— Kaxkgoe npasBuno pasgena [General] moxer uMMeTb OT Hyna A0 ABYX
nepekntoyaTenen mHTepdeiica (0AHO M TO Ke HamnpaBNeHWE HE MOKEeT MCMO/b30BaThCA
NBa)kapl). ——in-interface, -i, --out-interface, -o.[lepeKkntoyatenn nHTepdeica
UFHOPUPYIOTCA B AMHAMUYECKMX NPaBUaax, NpeaHasHavYeHHbIX 408 TUNOB YCAYr (service
types).

4.8.3.3.5.YcTpaHeHne Henonaaok

Mpn pabote ¢ MI B c/ayyae BO3HUKHOBEHUA MNpobaembl ceTh/iptables (M2I)
HeobXx0AMMO BbINONHUTL CAeaytoLme AENCTBUS:

1)HacTpouTb 6a308BbI1 MOHUTOPUHT paboTbl iptables ana cneayoWmMx NPOTOKO/0B:

— IPv4:
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watch -n 1 iptables -t filter -L -v -n

— |Pvb:

watch -n 1 ipé6tables -t filter -L -v -n

2)Ans BbIXxOo4a M3 NPOrPaMMbl HaxKaTb coveTaHme Knasuw «Ctri» n «Cy»;

3)MpoBepUTbL BbLIBOA, M KOAMYECTBO cOpolleHHbIx naketoB B INPUT-uenoyke
(nonnTtnka DROP);

4)3anyctutb Ml 1 NPOBEPUTL, KaKMeE CYETYMKN YBENNYMBAOT CBOE 3HAYEHME.

MPUMEYAHUE. Ecnn ceTeBble naKeTbl cbpacbiBatoTca, cyetink DROP byaet
yBEAMYMBATL CBOe 3HaudeHue. CUYETYMKM MaKeToB ANA Ka)kAoro npasuna byayT
YBE/IMYMBATLCA, €C/IN NAKETbl COOTBETCTBYOT 3TOMY MPaBuy;

5)Ecnn npobnema B pabote MI1 BO3HMKNA M3-3a cHpacbiBaHMA NAKeETOB,
HeobX0AMMO BbINONHUTL CAeaytolmMe AeNCTBUA:

— ANA  BPEMEHHOro  pelleHua (4encTByeT 40 Nepesarpy3kM  CUCTEMb),
pa3peLllatoLlero Becb TpadurK N0 YMONYAHUIO CAeayoLLmMX NPOTOKO0B:

e nnA IPv4 BbINONHUTL KOMAHAY:

iptables -t filter -P INPUT ACCEPT

e 114 |IPv6 BbINO/NIHUTL KOMaHAY:

ip6tables -t filter -P INPUT ACCEPT

— Ans peLleHns Ha MOCTOAHHOWN OCHOBe co34aTb bann
/etc/connman/firewall.d/99-accept-all-firewall.conf, pA006aBUTb B  Hero
cneaytolLme CTPOKM:

[General]
IPv4.INPUT.POLICY ACCEPT
IPv6.INPUT.POLICY = ACCEPT

— unnepesanyctute MI1:

systemctl restart connman

Ecnm cuctema He 3arpyrkaetcs, He0OX0AMMO NePENTU B PEKMM BOCCTAHOBNEHMA U
3anucaTb B pana onumm, yKkasaHHble Ha ware 5, Ans peweHna Ha NOCTOAHHOM OCHOBE.

4.9. KOHTpONb UEeNocTHOCTH

MNoacuctema KU, OC ABpopa CAYXWUT ONA MNPOBEPKM HEU3IMEHHOCTW cpenpl
BbIMO/IHEHMA, OMOBELWEHMA MN0/Ab30BaTeENA 00 M3MEHEHUM KPUTMYECKM  BaXKHbIX
KOMMOHEHTOB, a TaKXe 3anpeLlaeT 3arpy3Ky 1 MCNOb30BaHNE CUCTEMbI NPU HAPYLLIEHUN ee
LeNOCTHOCTW.

B OCABpopa KL peannsoBaH C MNOMOUWbLID MNPOrPAMMHOIO KOMIMOHEHTA
integrityd, KOTOpPbIA NpeacTaBnaeT cobon AemMOH ANA YyNpaBAeHMA W MPOBEPKM
LEeNOCTHOCTU AaHHbIX. B oTanume oT ApYyrnx MHCTPYMEHTOB integrityd wcnonbsyet Il
(IMA 1 secureboot) Kak UCTOYHUK A0OBEPUS.

NMPUMEYAHMUE. Kaxkapin yctaHaBamBaembit B OC ABpopa nakeT 10 4o1KeH MMeTb
LMPPOBYHO MNOANUCH.
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Integrityd OTBeYaeT 3a ynpasieHWe M BepuPUKaLMIO LENOCTHOCTM O0OBEKTOSB,
NP1 3TOM Noa, 06 bEKTAMMN NOHMMAIOTCA 0ObIYHbIE dannbl, ELF-bannbl n pasaensl. O6beKTbI
MOTYT 0OBEAMHATLCA B FTPYNMbl, TAKXKe MOXKET ObITb YCTaHOBAEHA Mepapxma rpynm.

ABTOMaTMyeckn, 6e3 HeobxoAMMOCTM cheunanbHbIX AeNCTBMA CO  CTOPOHDI
agMuHucTpaTopa, OC ABpopa OTCAEKMBAET CAeaytoLlee:

— LEeN0CTHOCTb YCTaHaBAMBaeMbix NakeTos 10 ¢opmata .rpm;

— LEe/10CTHOCTb 3arpy*Kaemblx BHEWHWX MOAyAen YPOBHA AAPA;

— LLeNIOCTHOCTb BCEX MCMONAHAEMbIX GaltIOB NPY NOMbITKE UX 3aMYCKa;

— LLeNOCTHOCTb Pa3aenos.

BHUMAHWE! Tepen BbinonHeHnem KU, Tpebyetca o06paTnTb BHMMaHWE Ha
cneaymoulee:

— MpPOBEpKa LENOCTHOCTM YKa3aHHbiXx ¢annoB MO YyMOAYAHUIO MNPOMU3BOAMTCA
KaxkablM pa3 npu 3arpy3ske OC ABpopa, a Takke B 00:00 yacoB 0AMH pa3 B CYTKY;

— Bpems 3arpy3kn OC ABpopa YyBeAMYMBAETCA MPOMOPLMOHANBHO KOAMYECTBY
dannos, Tpebyembix ANA NPOBEPKMU LIENOCTHOCTM, T.€. YeM Oonblle CNUCOK $pannoB Ha
NpoBepKy, TemM 6oNblIe BPEMEHM 3aHMMAET NPOBEPKA LLENOCTHOCTH;

— NPU NPOBEPKe LENOCTHOCTM BbIMOMHAKTCA MaTeMaTMYecKkMe onepauum, 4to
NPMBOANT K MOBbIWEHNIO WCMOAb30BaHMA PECYpPCOB MpOLEeccopa, CneaAoBaTeNbHO, K
yBENMYEHMIO pPacxoa 3apAaaa akkymynatopa MY.

[MpoBepKa UENOCTHOCTM KOHKPeTHOro ¢arna MoxKeT OblTb  OCyLWecTBNeHa
cneayrowmm obpasom:

integrityd -verify wmmsa daria

B cnyyae HeobxoammocTtu BbiNnoAHUTL KU npowusBonbHoro ¢arna, ELF-dpainna,
pa3aenoB MAW rpynnbl pa3aenos caeayeT NCNoAb30BaTb YTUANUTY integrityd, AOCTYMHYHO
B MIM «Terminal», KoTopaa npumeHseT 3 Kak UCTOYHUK J0BEPUA.

NMPUMEYAHUE. WMHPopmauma o 3anycke/3aBeplueHun npoueaypbl KU un ee
pe3yabTaTax 3aMMCbIBAETCA B CUCTEMHbIM KypHaa, MPOCMOTP KOTOPOro OCYLLECTBAAETCSA C
nomoubro MIT «KypHan».

B cnyyae ycnewHol npoBepku byaeT BbiBeAEHO AMarHoCTMYeckoe coobuieHue
BMAA:

verify wmmsa damna: success
total verification: success

B C/ly4ae HeycnewHoun:

verify wmmsa damnma: failed

NMPUMEYAHMUE. B pesynbtaTe nosyvYeHMa OT CepBMCa integrityd OTPMUATENBHOIO
CTaTyCa NMPOBEPKM LENOCTHOCTM, KOTOPbIA CBMAETENLCTBYET O HAPYLIEHWUM LLENOCTHOCTH,
noctyn k OC ABpopa 6/10KkMpyeTca KOMNOHEHTOM securityd. B3Tom cnyyae HeobxoanMmo
nepeaaTb MY aaMMUHUCTPATOPY ANA NOBTOPHOW ycTaHoBKM OC ABpopa.
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4.10. lononHuTeNbHblE MEXaHU3MbI He30MacHOCTU

KOHTpOAb UEeNnOoCTHOCTM COBMECTHO C WM30/AUMEN a[pecHOro MNpPOCTPaHCTBA M
npoBepkon noannck RPM-naketoB u OuHapHbIx 06bekToB no3sonser OC Aspopa
PEeaNn30oBbIBAaTb MEXAHW3Mbl 3aMKHYTOM MPOrpamMmmHON cpeapbl. MexaHn3mbl 3aMKHYTOM
nporpammHon cpeapbl B OC ABpopa AOCTYMNHbI MO YMOYaHUIO 1M MO3BONAOT:

— BbIMNONHATL NpUKNaaHble npoueccbl OC n30AnMpoBaHo, 6e3 BO3MOXKHOCTM BANATb
Ha Apyrmve npoueccol;

— M30AMPOBATb AaHHbIE MPUAOKEHWUIN APYT OT APYra;

— BbIABNATb GaKTbl HECAHKLMOHUPOBAHHOM MOANPUKALMM UCIONHAEMbBIX U NUHbIX
dannos;

— OrpaHMYMBaTb BO3MOXKHOCTM MNPUKAAOHbIX MPOLLECCOB MO OTHOLWEHMIO K
obbekTam OC rpaHMLEaMM «KNECOYHULLBIY;

— YCTaHaBAMBATb TO/IbKO NPUIOKEHMA C BAaAMUAHON NOAMMUCHIO;

— WCK/OYaTb BbIMOJIHEHME HEMNOAMMCAHHbIX WAWM NOAMUCAHHbIX HEBANUAHOW
noAnncbio BMHapHbIX Garnos.

KoHTpoAnb LEenocTHOCTM 3arpy3ymkoB M obpazos OC nossonser OC Apopa
peann3oBaTb H@30MacHYO (40BEPEHHYIO) 3arpy3Ky YCTPOMCTBA M UCKIOYATb TaKMe yrpo3bl
Kak noameHa OC, nepenpoLLMBKa 1 3arpy3Ka C BHELIHWX YCTPOMCTB. KOHTPOb LIe/TOCTHOCTM
ba3npyeTca Ha NpoBepke noanucyu obpasoB 3arpy34ymMKoOB M MO3BOSAET CHOPMMPOBATH
LenoYKy A0BEPUs, KOPEHb KOTOPOM HAXOAMTCA B anNMapaTHOM YaCTM YCTPOMCTBA M HE MOXKET
ObITb CKOMNPOMETUPOBAH.

AOMUHUCTPATOP MOMET Ha/IOXUTb AOMNO/IHUTEIbHbIE OrPAaHWUYEHMA B  YacCTu
3aMKHYTOM MPOrpamMMHOM cpeabl, pa3pewmnB ycTaHOBKY MIT TONbKO M3 O0BEPEHHbIX
MCTOYHMKOB. ONMcaHne HaCTPOMKM AOBEPEHHbBIX NCTOYHMKOB NpuBeaeHo B n.n. 4.4.1.3.
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5. PEKOMEHZALUWMK NO YCTPAHEHNO BO3MOMXHbIX OLUMBOK

[enctena

(Tabnunua 17).

No YCTPaHEHMIO

BO3MOMHbIX OLWMOOK npmneedeHbl B Ta6nmu,e

obHOBNEHUA, T.K. He
KHOMKa

paboTaet
«3arpy3nTb»

Tabnuua 17
Ne OwwunbkKa MpuynHa/pekoMeHaaLUm No YCTPaHEHMIO
1 | HeBo3moOXKHO [ns nonyyeHma obHoBneHns OC ABpopa TpebyeTca A4oCTyn K
BbINOJIHUTL onpeaeneHHbIM  pecypcam  npeanpuatTMa-paspaboTymka.

Takol [0CTyn npeaocTaBAAeTca KaveHTam, 0hOpMMBLIMM
TEXHUYECKYIO NOAAEPKKY, BKAOUAIOLLYHO YCAYry 0BHOBAEHMA
OC.

Bonee noapobHas MHGOPMaLMA AOCTYNHA NO 3NEKTPOHHOM
noyTte support@omp.ru

TpebyeTca naposb

2 | He nony4vaetcA Mp¥ BO3HMKHOBEHMN OLINOKK Npu ycTaHoBKe MI1, onncaHue
yCTaHoBUTb MI KoTopow npmuseaeHo B nn. 2.3.2.1, Heobxoanmo obpaTnTbeA

K pa3paboTtunky Ml ana ero obHOBNEHMS.
BHUMAHME! 3arpy3ka B nckatoumTenbHbIx cayvasx,
Hanpumep, B ciy4ae NpUMeHeHnA B MUAOTHbIX NPOEKTaXx,
[0NyCcKaeTca AeaKTuBauma nepekatodatena « BKaounTs
Ba/naaumto naketos» (cm. PucyHok 104)

3 | Owwmnbka ceptudmkata | OAMH N3 4OBEPEHHbBIX CEPTUPUKATOB, BXOAALLMX B TPETHE
nokoneHune OC, ycTapen, B pe3yabTaTe Yero Hblsia yTpayeHa
NOBEPEHHOCTb PECYPCOB, NOAMMCAHHbIX TAKUMM
cepTudmKaTamm

4 | [pn nonyyvyeHumn Mpobnembl ¢ ceteBbiM goctynom MY k TMO. Ecan npwu
0BOHOBNEHWM C CKaumBaHum  MI1 npomcxoaMT CEeTeBOM  pa3pbiB, TO
MMNoO «Aspopa nocneaywouwme Ml cTaHOBATCA B o4epelb M X YCTaHOBKA He
LleHTp» npoucxoanT
oTobparkaeTcsa
yBeAoMNeHune
«Appmanager is
busy»

5 | OTobparkaeTcs YCcTaHOBAEHHbIM Ha MY mdm-KaneHT (Hanpumep, KAUEeHT
yBeAoMNeHune MNO) 3anpeLaeT o6HOBAEHUS Yepes MHTepdeic MY
«Ynpas/sieHune
obHoBneHnem OC
3anpeLeHo»

6 | MY 3abnokmpoBaHo, | Heobxoammo o06patmutbcs K agmuHucTpatopy MY nmbo

onepatopy MNMO ana cbpoca napona MY, NOAKNOYEHHOTO K
cetn MIHTepHer.
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Ne OwwunbkKa MpuynHa/pekoMeHaaLUm No YCTPaHEHMIO
[na cbpoca napona agMmHMCTpaTopa MY npu OTCyTCTBUM
noakntodeHns K MNMO Heobxoanmo obpaTnTbes B CEPBUCHDIN
LleHTp ona nosTopHOM ycTaHoBkM OC ABpopa

7 | Mpu yctaHoBke RPM | HecoBmecTnumocTb katoder B8 OC M KAwoyer, KOTOPbIMM

Ha MY BO3HMKaeT
owmnbKa

nognucaHo Mr1.
Heobxoanmo nepenoanuncate MMM nnbo ncnonsvsosatb OC ¢
K/todamm, cooTseTcTByoWwmMMm M1

8 | MNonb3oBaTenb 3abbin | Heobxoammo obpatMTbCas K agMMHUCTpaTopy Aaa cbpoca
naponb MY napona MYy
9 | AADMUHUCTPATOP Heobxoanmmo obpatmtbea K onepatopy [MMNO ana cbpoca
3abb1n naponb MY napona MY, NnoaKNOHYEHHOTO K ceTh MIHTepHeT.
[ns cbpoca naponsa aammHucTpatopa MY npm oTCcyTCTBUM
noakntodeHns K MMNO Heobxoammo obpaTnTbca B CepBUCHbIN
LeHTp ans noBTopHOM ycTaHoBKK OC ABpopa
10| Nocne 3arpysku Ybeamsmnce, 4to MY nmeet A0CTyn K ceTn VIHTEpHET U
obHoBneHn Ml Ha 3apAag akkymynatopa MY coctasnsaeTt He meHee 50%,
MY OHO He Heobxo4MMO OCYLLECTBUTL NPUHYAUTENbHOE OOHOBAEHME,
obHoBKMIOCH BbINOIHMB CAeAytolme AeNCTBUA:
— OTKPbITb IKPaH NPUAOKEHMN, NpOBEAA NO
JJoMallHemy sKpaHy CHU3Y BBEPX;
— nepenTn B MyHKT MEHK CUCTEMHbIX HAaCTPOEK
«ObHoBNeHMa OC ABpopa», Nnocae Yero BbIbpaTb MyHKT
«MpoBepuTb HanMume 0OHOBAEHNIAY.
Ecnan nocne BbINOAHEHWA ONMcaHHbIX Aenctenin Ml He Bbino
yCTaHoBAEHO B0 06HOBNEHO, HEOHXOAMMO NPOBECTU
aHa/IM3 CUCTEMHbIX coobLLeHnI (cm. noapasaen 4.1)
11| HeBO3MOXHO [aHHaa PYHKLUMA OTKAOYEHA C MOMOLLLbKO MOAUTUKM
cbpocntb MY K 6e30nacHOCTM, HEOHXOAMMO OTKAOUYNTL AAHHYHO MOJNTUKY B
3aBOACKMM MeHto be3onacHocTu (cm. noapasaen 4.3)
HaCTPOMKam
12| HepgocTynHbl [aHHaa GYHKUMA OTKAOYEHA C MOMOLLLbKO MOAUTUKM

HACTPOMKM AaTbl U
BpEMEHM

6e30nacHOCTH, HEOHXOAMMO OTKAUYUTL AAHHYIO MOANTUKY B
MeHIo 6e3onacHocTu (cm. noapasaen 4.3)
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NEPEYEHb TEPMMHOB 1 COKPALLIEHWUI

B HacToAwem [AOKYMeHTe TMNPUHATbI caedyroume TepMUHbl M COKpalleHMA

(Tabnunua 18).

Tabnunua 18
COT:;ZAS:;:/ e Pacwudposka
2DA [ByxdaKTOpHan ayTeHTUPMKaUMA
AAMUHNCTPATOP Monb3oBaTenb, 06nagatoWmMii NpaBamm Ha BbINOAHEHWE
onepaumi, CBA3aHHbIX C aAMUHNUCTPUPOBAHMEM CUCTEMbI
b basa gaHHbIX

Bepcuma OC Aepopa

1)KopnopatusHasa Bepcua — ncnonHeHme OC ABpopa,
npeAHa3HavyeHHoe ANA OpraHM3aumMm 4oBePeHHbIX MOBUAbHbBIX
pPabouymx MecT, Ha KOTOPbIX He NponcxoanT ob6paboTka
MHPOPMaLMK, MOANEXKALLEN 3aLLMNTE B COOTBETCTBMM C
3aKOHOAaTeNbCTBOM PO;

2)CepTudnumpoBaHHasa Bepcua — ncnonHenme OC Aspopa,
npolwealiee cepTUPMKAUMOHHbIE UCMbITAHMA B CUCTEME
cepTMdMKaLMmM HOPMaTMBHbIX perynatopos PO (PCTIK Poccun,
®CB Poccun), metolee COOTBETCTBYHOLWMIA KOMMNAEKT
NPOrPaMMHbIX IOKYMEHTOB M rOTOBbIE K CEPUIMHOMY
Npom3BOACTBY. [peaHa3HayYeHbl 414 OpraHM3auMm 4OBEPEHHbIX
MODBMNbHBIX Paboumx MecT, Ha KOTOPbIX NPOUCXOANT 06paboTKa
MHPOPMaLIMK, MOANEKALLEN 3aLLMNTE B COOTBETCTBMM C
3aKoHoaaTenbctBOM P®. MoryT ncnonssosatbca B [NC, Ha
obbekTax KM 1 B nHbIX peryanpyembix MC

3MC 3aMKHyTaA NporpammHas cpeaa

NAD NoeHTnduKauma n ayTeHTUPrKaLmns

nC NHPopmMaLMOHHaA cMcTema

NPBO NHTepdenc PyHKLUMOHANbHBLIX BO3MOXKHOCTEN He30nacHOCTH
06beKTa OLEHKM

KeoTa Ob6bem AMCKOBOro NPOCTPAHCTBA, BblAENAEMOTO
aAMMUHUCTPATOPOM ANA 3aNMNCKU AAHHbIX YY4ETHbIX 3aNMCen
No/b30BaTeNeN

KL, KOHTPO/b LEeNOCTHOCTH

MB/ Poccuum MWHNCTEPCTBO BHYTPEHHMX Aen Poccuickon epepaumm

M MobunbHoe npunoxeHune

MY MobunbHoe yCTPOMCTBO

M3 MexceTeBoe 3KpaHMpOBaHMe

0oC OnepaunoHHada cucTtema
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MNepekntoyaTens dnemeHT nHTepderca OC ABpopa, NpeacTaBAAOWMA COOOWM
CBETALLYIOCA TOYKY, PACNONOXKEHHYIO B NOE, M NO3BONAIOLLINA
BbIOPaTb OAHO M3 COCTOAHMM, Yallle BCEro BKAOYEHMNE UM
BbIK/tOUEHMe. [pKn akTUBaLMM NepekatoYaTens ToYKa HauymHaeT
CBETUTbCA ApYE, YEM B HEAKTUBHOM COCTOAHUN

Monb3oBaTenb JInuo, ncnonb3aytollee CUCTeEMY ANA BbINONHEHWNSA 3a/I0XKEHHbIX B
Hen QyHKLNM

Mpeanpusatre- Ob61L1ecTBO C OrpaHMYEHHON OTBETCTBEHHOCTbIO « OTKpPbLITanA

pa3paboTumk MmobunbHas naateopma» (OO0 «OTKpbITaa MobUAbHaA

nnaThopma)

Nno MporpammHoe obecnevyeHune
rnro MpuknagHoe nporpammHoe obecneveHme «Apopa LleHTp»
MNP [NpaBunna pasrpaHMyeHmna AoCcTyna

CmapT-KapTa

YcTponcTBO, NpeaHa3Ha4YeHHoe ans 6e30nacHoro u
3awmuteHHoro PIN-KOAOM XpaHeHMA CEKPETHbLIX M 3aKPbITbIX
KpunTorpapuyeckmx Katoden, cepTudrKaToB OTKPLITbIX KAHOYEN U
APYIUX ayTEHTUPUKAUMOHHbBIX AaHHbIX. CMapT-KapTbl
obecneynBatoT MHPOPMALMOHHYO HE30MNaCHOCTb NOAb30BaTeNS,
TaKXe MCNoNb3yeTca ANA ABYXPAKTOPHOM ayTEHTUPUKALUMN ero
Bnagenbla. O6bIYHO MCMOMb3YHOTCA COBMECTHO CO CYMTbIBATENEM
CMapT-KapT

cyanc CepBUC ynpaBAeHNs A40CTYNOM K MHPOPMALMOHHbBIM CUCTEMAM
MB/, Poccum

Cynepnonb3oBaTtesnb |[lonb3oBaTenb, 0bnagatoUmMin NnpaBamm Ha BbiNoAHEHWe Bcex be3
MCKAOYEHMA Onepaumii B cucteme (B cMCTeEME MMEET I0TUH
«root»)

TokeH AyTEHTUPMKALIMOHHbIE AaHHbIE, KOTOPbIE BblAAOTCA
N0/1b30BaATENHO NOCAE YCNELIHON aBTOPM3aLUMM M ABNAIOTCA
KNOYOM A8 A0CTyNa K cny>kbam

YU YA0CTOBEPAKOWMA LEHTP

®B0O ®OYHKLMOHANbHbIE BO3MOXHOCTN H@30MaCHOCTH

®C dannoBada cuctema

J2BM DNEeKTPOHHO-BbIYMCAUTENbHAA MALLMHA

Sl DNEeKTPOHHAaA NoANncChb

ACL Access Control List — cnncok KoHTpons AocTyna

Bluetooth® CtaHaapT 6ecnpoBoaHOM CBA3K, obecneymBatoLlmnii obmeH
AAHHBbIMK MeXAy YCTPOMCTBAMM Ha OCHOBE Y1bTPAKOPOTKMX
pPagVoBOH

CSD Tool NnarHocTnyeckasa nporpamma, BctpoeHHaa B OC ABpopa
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DAC Discretionary Access Control — AnCKpeumnoHHoe pa3rpaHmnyeHmne
npaB 4OCTyna

eMMC Embedded Multimedia Memory Card — BcTpoeHHas
MYAbTUMEAMNHAA KapTa NamaATK

GID Group IDentifier — naeHTUPMKaTOpP rpynnbi

GSM Global System for Mobile Communications — rnobanbHbii
CTaHAAPT UMdPOBON MOOUIBHOM COTOBOW CBA3M C pa3aeeHneM
KaHanos no spemeHun (TDMA) n yactote (FDMA)

GUI Graphical User Interface — pa3HOBWAHOCTb NO/b30BATENBCKOIO
UHTepdenca, B KOTOPOM 3/1EMEHTbI MHTepdeinca (MeH, KHOMKK,
3HAYKM, CNUCKM), NpeaCcTaBAeHHbIe NONb30BATENO Ha ANUCTee,
MCNONHEHbI B BUAE rpaduyecknx n3obpaxeHmin

HPET High Precision Event Timer — Talimep cobbIT1i1 BbICOKO TOYHOCTM

ICCID Integrated Circuit Card Identifier — BCTpOeHHbIN MAeHTUPUKATOP
SIM-KapTbl

ICMP Internet Control Message Protocol — npoTokon mexKceTeBbIx
yNpaBAAoLLMX COOOLEHNN

IMA Integrity Measurement Architecture — moaynb NnoACUCTEMbI
KOHTPOA LeN0CTHOCTH

JSON JavaScript Object Notation — TekcToBbIN popmaT obmeHa
NaHHbIMM, OCHOBAHHbIM Ha JavaScript

MD5 Message Digest 5 — 128-6UTHbIN anrOPUTM XeLIMPOBAHMA.
MpeaHasHavyeH 404 co34aHMA «OTNeYaTkoB» MAM JalayKecToB
COO0DLLEHNA NPON3BONbHOM ANMHbI M NOC/eAyoLLEN MPOBEPKU MX
NOA/MHHOCTM

MTP Media Transfer Protocol —annapaTHO-HE3aBMCUMbIN MPOTOKO,
OCHOBAHHbIN Ha PTP

NFC Near field communication — TexHonorns 6ecnpoBoaHON Nepeaaun
AAHHbIX Maioro pagmnyca AencTBmA, KOTOPaa AaeT BOSMOXKHOCTb
obmeHa AaHHbIMW MeXay YCTPONCTBAMM, HAXOAALWMMMCA Ha
PacCcToAHMM 0KoNo 10 caHTMMETPOB

PID Process |IDentifier — naeHTMdunKaTop npouecca

PIN-kopn, Personal Identification Number — nepcoHanbHbil

NAEHTUPUKALMOHHBIN HOMEP, MCNONb3YeMbll ANA
NOATBEPKAEHNSA IMYHOCTM NONb30BATENA B PA3/IMYHbIX CUCTEMAX.
Cnyu1T NPOCTbIM aHaNI0rom napona, obecneymsas AOCTYN K
3alMLIEHHbBIM pecypcam, TakMm Kak SIM-KapTbl 1 TOKEHb!
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TepmuH/
CokpalyeHune

Pacwudposka

PUK-koz,

Personal Unlock Key — aononHWUTENbHbBIN KOA, COCTOALWLMN 13 8
UMdp M NpumeHaemMbI ana pasbaoknposkmM SIM-KapTbl nocae
HeyJa4yHoro BBo/a 3HaveHua PIN-koaa 3 pasa noapss

RPM

Red Hat Package Manager — meHeaxep naketos Red Hat
obo3HayvaeT aBe cywHocTh: dopmaT nakeTtos 10 (RPM-nakeT) n
NporpaMmma, co3aaHHasa A1a ynpaBaeHMa 3TUMM NaKeTamm 1
NO3BOAKOWAA YCTaHABAMBATb, YAaNATb M 06HOBNATL 10

RPM-naket

dann popmaTta .rpm, NO3BONAOLINMI YCTAHABAMBATL, YAANATb U
OOHOBNATL NPUNOKEHME HA YCTPONCTBE

SDK

MpoAayKT, NnpeaHa3Ha4YeHHbIN Ana pa3paboTymKoB, NO3BONAIOLMINA
pa3pabaTbiBaTb NPUNOKEHUA (TPpadUUeCcKMe KOHCObHbIE,
CEPBUCHI M T.4.), KOMNUANPOBATbL X ANA 3aAaHHOM Bepcum OC m
3anycKaTb NOAYYMBLUNIACA BUHAPHBIM KOA B IMyNATOpe

SIM

Subscriber Identification Module — moaynb naeHTUPUKaLMmM
aboHeHTa

SSuU

SourceSafe ana Unix — ytnnuta, obecneymBatolLaa AoCcTyn U3
KOMaH/AHOM CTPOKM K IOKANbHbIM U YAANEHHBbIM PENO3UTOPUAM
Source Safe/VSS uepes TCP

SSH

Secure SHell — ceTeBol NPOTOKON NPUKNAAHOIO YPOBHS,
NO3BONAOWMIM MPON3BOAMUTL YAaNeHHOe ynpasaeHmne OC u
TYHHennpoBaHue TCP-coegnMHeHN (HanpuMep, ANs nepeaadm
dannos)

UlD

User Identifier — naeHTndmMKaTOp NONb30BATENA

USB

Universal Serial Bus — nocnepoBatenbHbln MHTEpdenc ana
NOAKNOYEHMNA NePUPEPUMNHBIX YCTPOMCTB K BbIYMCANTENIbHOM
TEXHMKE

VPN

Virtual Private Network — BupTyanbHas 4acTHas CeTb,
0606LLIEeHHOe Ha3BaHWe TEXHONOMNI, N03BOIAOLLMX 0becnevynTb
OZIHO WM HECKO/IbKO CETEBbIX COEANHEHWIM (NOrMYECKYHO CeTb)
noBepx Apyror cetn (Hanpumep, cetn NMHTepHeT)

WLAN

Wireless Local Area Network — nokanbHasa ceTb, NOCTPOEHHAs Ha
OCHOBe 6ecnpoBOAHbIX TEXHONOMNM
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[MPUNOXKEHUE 1

OnucaHue cnocoba yCTaHOBKM

MNpengsapuTe/ibHaA NOArOTOBKa

Paboyee mecTo AONKHO BKAtOYATL B cebA:

— 3/IEKTPOHHO-BbIYUCANTENbHYIO MaLLMHY (IBM);

— kabenb Type-C/USB nan micro USB/USB, B 3aBucumocTnt oT MY.

2BM pomkHa MMeTb cnefyolme XapakTepUCTUKN:

— YCTAHOBJIEHHYIO O4HY K3 cneaytowmx OC:
¢OC Linux Bepcun Ubuntu 22.04 nnu Bbille;
o0C Centos 7.x nnu Bblle (1MHBO COBMECTMMbIE C YKa3aHHbIMK);
— Ha/ndume He meHee 1 USB-nopTa;
— Hannumne He meHee 6 b cBoBoaHOro mecTa Ha dalnoBoi cucteme IBM;
Ha 9BM ponrkHa bbiTb ycTaHoBNeHa yTuanuTa fastboot.
MNpoueaypa yCcTaHOBKU
Mepen, yctaHoskon OC ABpopa Heobxoammo Ha IBM ybeamTbcs B LLENOCTHOCTM
NO/lY4EHHOro apXmBa:

$> mdbSsum -c <OyTb K KOHTPOJIBHOM CcyMMe>.tar.zst.mdb

Mocne yero HeOHX0AMMO pacnakoBaTb apxmB ¢ obpasom npotmnsku OC ABpopa:

$> tar -I zstd -xvf - <oyTe K apxuBy>.tar.zst

MPUMEYAHME. Ons nekomnpeccnmn OC ABpopa Ha IBM gonxHa bbiTb yCTaHOBEHA
6nbnnoTeka, peanmsytowan aaropuTmbl Zstandard.

[ns yctaHoBkn OC ABpopa HeEODBXOAMMO BbINONHUTL CieaytoLlime AeNCTBUSA:

1) Bbikntountb MY;

2) Noakntounts MY K 9BM ¢ nomoulsto kabena Type-C/USB mam micro USB/USB, B
3aBMCMMOCTUM OT MY;

3) O4HOBPEMEHHO HaKaTb WM YAEep*KMBaTb COOTBETCTBYHOLWME KHOMKM Ha Kopmnyce
MY go nepexoaa MY B pexxum FASTBOOT MODE.

NMPUMEYAHUE. KombuHauma KHomnok ana MY, Ha)kaTue KOTOpbIX MO3BOAAET
nepenTn K BbIbopy pexmnma pabotbl MY, npmuseaeHa B Tabanue (Tabamua 1.1);

Tabnnua 1.1
KombuHauma KHONOK My
— KHOMKa nuTaHua (Power); — Mashtab TrustPhone T1;
— KHOMKa yBennyeHus rpomrkoctm (Volume Up) — Omega Dialog-S
— KHOMKa nutanua (Power); — KVADRA T
— KHOMKa yMeHblleHua rpomkoctn (Volume
Down)
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MPUMEYAHUE. Mpu HaxkaTum 1 yaepHRaHMM COOTBETCTBYIOLMX KHOMOK Ha Kopnyce MY

BO3MO)HO MOABAEHWE B CpedHEer YacTM 3SKpaHa OKHa BbibOpa pexuma 3arpysku
(PucyHok 1.1).

Select Boot Mode:
[VOLUME_UP to select. VOLUME_DOWN is OK.]

[Recovery Hode]
[Fastboot Mode] (==
[Normal Boot]

PucyHok 1.1

B Takom cnyyae B 0TOOpasmMBLIEMCA OKHE BbIOOpa perkmma 3arpy3ki HeobxoamMmo
BbIOpaTb pexkum [Fastboot Mode], ncnonbaya cneayrouipme KHOMKK:

— KHOMKyY yBennderHuns rpomkoctu (Volume Up) ans Bbibopa pexumma;

— KHOMKY YMeHblleHua rpomkocth (Volume Down) ana noatsepraeHmaA BbIbopa;

B pe3ynbTaTe Yero cuctema 3arpysmtca B pexmme yctaHoskm OC ABpopa M Ha
9KpaHe oTobpasuTtca Haanucb « FASTBOOT mode...» (PucyHok 1.2).

Select Boot Mode:
[UOLUME _UP to select. VOLUME_DOWN is OK.]

[Recovery Mode]
[Fastboot Mode]
[Normal Boot]

=> FASTBOOT mode. ..

PucyHok 1.2

MPUMEYAHME. B cnyyae HeBepHOro Bbibopa pexima paboTbl HEOOXOANMMO HaXKaTb
N yOEPXMBaATb KHOMKY NuTaHua (Power) Ha kopnyce MY 14 ero BbIKAtOYeHUs;

4)Ha 2BM nepeiTn B Namky C 3apaHee pacnakoBaHHbIM 0OPa3oOM MPOLIMBKM
OC ABpopa 1, HaxoAACb B Nanke, 3anyCcTUTb TEPMUHAN;

5) 3anyctuTb cueHapuit yctaHoBkM OC ABpopa, BbIMOJIHUB B TEPMUHANE KOMAHAY:
$> sudo ./flash.sh

NPUMEYAHMUE. Bo Bpems ycTtaHoBKkM OC ABpopa Ha MY He cneayeT BbikAto4aTh IBM

W/MAnM OTKNYaTb OT Hero MY — 3To moxeT npusectn MY B HepaboTocnocobHoe
COCTOAHME;

[Mocne 3aBeplueHMa npouecca ycraHoBkM OC ABpopa Ha 3KpaHe TepMMHana

oTobpa3ntcs coobuleHme «Flashing completed. Detach usb cable, press and hold powerkey
to rebooty.
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[MPUNOKEHUE 2

N3meHeHne AMmuToB

OnucaHue uHTepdeliica nice

NMMA: nice —3anycKaeT nporpammy ¢ 3aZaHnem npmopuTeTa.

OB30P: nice [[MAPAMETP] [KOMAHAOA [APTYMEHT]...]

ONMWCAHWME: 3anyckaer KOMAH/LY c ykasaHnem npuopuTeTa ee BbINOJHEHMA. be3
yKka3aHma KOMAH/ZA BblAaeT TeKyLWMI NpUopuTeT paboTbl. ADJUST NO YMOYAHUIO PaBeH
10. lnanasoH NpnopuTeToB pacnonoxeH oT -20 (Hamsbicwmin) 40 19 (HaMMeHbLN):

— —-ADJUST — yBEe/NYMBAET NPUOPUTET Ha ADJUST;

— -n, --adjustment=ADJUST — 10 ke, 4yto n —ADJUST;

— ——help —BblaaeT MHOOPMALMIO M 3aBepLIaeT pPaboTy;

— —-version — BblAaeT MHPOPMALMIO O BEPCUM M 3aBepLLAET paboTy.

OnuncaHue nHTepdeica renice

NMMA: renice — U3MEHEHWE NPUOPUTETA BbIMOTHAKOLWMXCA MPOLLECCOB.

OB30P:

renice priority pid...
renice priority [-p pid... ] [-g pgid...] [-u username]

OMNCAHWNE: KOmaHZa renice WCNONb3yeTCA AN1A WM3MEHEHUA NPUOPUTETOB
BbIMO/IHAIOWMXCA NpoLeccoB. HoBoe 3HadyeHWe npuopuTeTa 3a4aeTCA  YMCI0BOW
KOHCTAHTOM priority, KOTOpaa MOXeT NPUHMMATb 3HayeHus B Amana3oHe ot -20 go +20.
HenpueunernposaHHble Noab30BaTeNIM MOTYT YCTAHOBUTL 3HAYEHMe NPUopmUTETa TOJIBKO B
npegenax 0-20, B TO BpemA KaK A/1A CUCTEMHOrO agMUHUCTpAToOpa [AOCTYyMNeH Becb
AnanasoH. Hanbonee TUNUYHBIMKM 3HAYEHUAMM ABAAKOTCA cneaytolime: 19 — npouecco
BbIMOJIHAKOTCA TONbKO B C/y4ae OTCYTCTBMUA Y npoueccopa cnewHon pabotbl; 0 — 6a308bIM
NPUOPUTET PABHOMPABHbLIX MPOLLECCOB, BbIMOJHAKOWMXCA NOL yNpaBieHneMm AMCneTyepa;
oTpULATENIbHOE 3HAYeHMe — ANs BbINOSHEHWA Hanbonee cnelHblX U He3oTnaraTenbHbIX
paboT.

OnucaHue nHTepdetica kill

MMA: kill — nocbllaeT CUrHaa npoueccy Wau BbIBOAMUT CMUCOK AOMYCTUMbIX
CUIHANOB.

OB30P:

kill [-s CUT'HAJI | -CHUT'HAJI] PID...
kill -1 [CUTHAJI]...
kill -t [CUTHAJI]...

OMWCAHWE: nocblnaeT curHaa npoueccy WaM BbIBOAUT CMUCOK  AOMYCTUMbIX
CUIHaNO0B.

AprymeHTbl, o0bA3aTeNbHble ANA  MOMHbIX BapMaHTOB  ONUMI,  ABNAIOTCA
06A3aTeNbHbIMKN TaKKe W ANA KPAaTKMX BapMaHTOB:

— -s, --signal=CUTHAJI, -CUTHAJ—WUMA UM HOMEP MOCbIZIAEMOrO CUrHanNa;
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- -1, --list — BbIBECTU WMEHa CWUITHANO0B WAWM BbIBECTU WUMA CUTHanNa,

COOTBETCTBYlOLLEE HOMEPY, N HA0DOPOT;

— -t, --table— BbIBECTU MHDOPMALMIO O CUTHANAX B BUAE TabanLbI;

— ——help— BbIBECTM CNPABKY 1 3aBEPLLNTb PaboTy;

— —-version — BbIBECTM MHPOPMALMIO O BEPCUM M 3aBEPLLNTL PaboTy.

CUTHAJT: moxkeT yKasblBaTbCcA B BUAE MMeHM (Hanpumep, «HUP») nam Homepa
(Hanpumep, «1»). TakKe B KayecTBe CMrHana MOXHO YKa3blBaTb KO BbIXO[a, KOTOPbIN
nporpamma AoNXKHa COObWMTb CMCTEME NPK 3aBEPLLEHUN.

PID — umcnosol maeHTMPMKATOpP npouecca. Ecam ymcno oTpuuaTesnbHOe, OHO
onpeaenaeT rpynny npotecca.

OnucaHue nHTepdeliica /etc/security/limits.conf

NMA: dainn orpaHnM4eHna pecypcos.

®OPMAT: rpynna/nonb3osaTtenb IMMUT (JKECTKMIN/MATKMIA) NapameTp 3HaveHme.

OMMCAHME NAPAMETPOB:

— core —pa3mep core dannos (Kb);

— data — MaKCUMa bHbIN pa3mep AaHHbIX (KB);

— fsize — MaKCMManbHbI pasmep dparna (Kb);

— memlock — MaKCMManbHOe 3ab10KMPOBAHHOE aapecHoe NpocTpaHcTBo (KB);

— nofile — MaKCMMa/IbHOE KO/IMYECTBO OTKPbLITbIX GatN0B;

— rss — MaKCMMa bHbIM pa3mep NamaTh ana pesmaeHTt-nporpamm (Kb);

— stack — MaKCMManbHbIN pa3mep cTeka (Kb);

— cpu — MaKCcMManbHoe npoueccopHoe Bpems (MIN);

— nproc — MaKCMMa/ibHOE KOMYECTBO NPOLLECCOB;

— as — OrpaHu4YyeHue aapecHoro npoctpaHcTea (Kb);

— maxlogins — MaKCMManbHOE YNCA0 OAHOBPEMEHHbIX PETUCTPAUMI B CUCTEME;

— maxsyslogins — MaKCMMa/IbHOE KOIMYECTBO YYETHbIX 3aNMCel;

— priority— NPMOPUTET 3aNyLLEHHbIX MPOLECCOB;

— locks — MaKCMMaNbHOE KONMYecTBO GalnoB, ONOKMPYyEMbIX MONb30BATENEM;

— sigpending —MaKCMMabHOE KOMYECTBO CMTHAOB, KOTOPbIE MOXHO Nepeaatb
npoueccy;

— msgqueue — MAaKCMMaJIbHbIM pasmep namatn ans odepeam POSIX cooblueHn
(bytes);

— nice — MaKCMMa bHbIA NPUOPUTET, KOTOPbIM MOXHO BbiCTaBuTb: [-20, 19];

— rtprio— MaKCMMa/ibHbIN NPUOPUTET BPEMEHM BbIMONHEHMA.
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[MPUNOKEHUE 3

OnucaHue nHTepdeitca wipe

NCMNO/Tb30OBAHWME: wipe [onuumn] dannbl.

onunmn:

— —a — NpepbIBAET NPM OLLINDKE;

— -b <buffer-size-1g2> — yCTaHaBAMBAET pa3mep UHAMBMUAYaNbHOrO bydepa
BBO/13a/BblBO/JA, YKa3aB ero norapudm no OCHOBaHMIO ABa. MoryT ObiTb BblAeNeHbl A0
TpuAauath aTnx bydepos;

— —c —CcoBepwaeT chmod () Ha 3alWMLLEHHbIX OT 3anncK dannax;

— -D—c/elyeT CUMBONYECKUM CCbITIKaM (KOHOAMKTYET C -r);

— —e — WCNO/Nb3yeT TOYHbIA pa3mep danna: He OKpyrndeT pasmep ¢alna ANA
CTUPaHMA BO3MOXKHOro Mycopa, oCTatoLLeroca Ha nocneaHem 610ke;

— —-f —dopcupyeT, T.e. He 3anpaLlmBaeT NOATBEPKAEHMUA;

— —F—He CTMpaeT umeHa $pannos;

— —h — NOKa3bIBaeT CNpaBKy;

— —i—MHPOPMATMBHbIN (BepOanbHbIN) PEXUM;

— -k — cOxpaHsaeT pannbl, T. e. nocne nepesanmnck Galnibl HE yAaNAOTCA,;

— -1 <pmymHa>—YCTaHaBAMBAET A/IMHY CTUPAHNA Ha <monmuy> OANTOB, rAe <mnmHa>
3TO UEeNoe 4YuMcno, 3a KOTOpbIM creayeT K (Kilo:1024), M (Mega:K"2) WM
G (Giga:K"3),;

— -M (1|r) —YyCTaHaBAMBAET aIfOPUTM PRNG A5 3ano/iHeHMA 610K0B (1M nopaaKa
NPOX0/08);

— 1 —uncnonb3yeT Bbi30B OUHANOTEKN random () ;

— a— MCNONb3yeT aAropmuTm WndpoBaHma arcfour;

— —o <cmoBur> — YCTaHaB/MNBaeT CABUT OYNCTKN Ha <coBur>, rAe <coemur> MMeeT
TOT e GopMaT, YTO U <msmHa>;

— -P <npoxomer> — YCTaHaB/AMBAET KOJIMYECTBO MPOXOA0B A5 OYMCTKM MMEHM
danna. Mo ymonyaHuto ato 1;

— -Q <xoJymyecTBO> — YCTAHAB/IMBAET KOJAMYECTBO MPOXOA0B ANA ObICTPOM

OUYMCTKM;

— -gq — ObICTpas o4MCTKa, MeHee 6es3onacHas, MO YMOAYaHMIO 4 Cc/lyYalHbIX
Nnpoxoaa;

— -r — pPeKypcua no nankam, nepexoa MO CUMBOSIMYECKUM  CCbIIKaM
OCYLLECTBAATLCA He byaeT;

— -R — YCTaHaBAMBAET YCTPOMCTBO paHAOMM3auMM (MAM  KomaHay cuaoB

pPaHAOMM3aUMU -S c);
— -s—(r|c|p)—MeTon paHAOMM3ALMU CUAOB;
— r — CYUTBIBAET C YCTPOMNCTBA PaHAOMM3AUMM (HALEKHO);
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— ¢ — CYUTbIBAET M3 BbIBOAA KOMaHAbl PaHAOMMU3ALMN CUO0B;

— p—UCNONb3yeT pid (), clock () M T.A4. (Cambih CNabblil BapuaHT);

— -5 — TUXMIN PEXNM — NOAABNATL BECb BbIBOA;

— -T <momerTky> — YCTaHaBAMBAET MaKCMMa/lbHOE YMCN0 NOMbITOK A1A cBOBOAHOrO
NOMCKa MMeHM dainna; No ymondaHuto ato 10;

— —v—oTobpaxaeT MHGOPMaALMIO O BEPCUN;

— -7 — He cTnupaeT uma danna;

— -X <uucyio> — MNPOMNYyCKaeT YMCAO0 MPOXoAo0B (NonesHo Ans NPOAOIKEeHUA
onepauum OYNCTKM);

— -x <passl,pass2,...>—3343eT o4epeb NPOXOA0B.

PykoBoAacTBO no wipe

NMA: wipe — be3onacHoe cTupaHme pannos.

OB30P: wipe [omumu] pathl path2 ... pathn

OMNCAHWNE: wipe HECKONbKO pa3 nepesanucbiBaeT CneusasbHble naTTepHbl Ha
yAansemblin Gaitn, Mcnonb3ys BbI30B fsync () U/MAM O SYNC OBUT 414 NPUHYAUTENBHOMO
nocTyna K AMcky. B HopmanbHOM pexkmme mcnonbsytotca 34 obpasua (M3 KoTopbix 8
ABNAOTCA PAHAOMHbIMK). HopManbHbIM pexxum aenaet 35 npoxonos (0-34). BbicTpbil
PeXMM MO3BOJIAET MCMNO/1b30BaTb TOJIbKO 4 Npoxofda C PaHAOMHbIMW MNATTEPHAMM, YTO
HaMHOro meHee He3onacHo.

ypHanmpyemble PC, Takme Kak Ext3, Ext4 wmnum ReiserFS, mcnonb3ytotca no
YMONYaHMIO. Ha HMX OTCYTCTBYIOT NPOrpammbl YAaNe€HWA, KOTOpble MOTryT HaAeXHOo
33a4MCTUTL Ganbl, MOCKONbKY 4YyBCTBUTE/IbHblE [aHHble W MeTadaHHble MOryT ObiTb
3anMCaHbl B XKyPHa/, K KOTOPOMY CJIOXHO MONYYUTb LOCTYN.

Ctupanume Ha NFC nnu Ha »kypHanupyembix OC (ReiserFS n T.4.) He byaeT paboTaTh,
NO3TOMY PEKOMEHAYETCA BbI3blBATb wipe HAMPAMYK Ha COOTBETCTBYOLLee BaoyHoe MY ¢
COOTBETCTBYIOLWMMM ONUMAMMU.

BHUMAHMWE! BbinonHATL BbI30B wipe HAaNpPAMYHO Ha COOTBETCTBYoLLee 6104HOe MY
C COOTBETCTBYWLWMMM  ONUMAMW  PEKOMEHAYETCA TONbKO B  C/lydae  KpamHewn
HEeobxoAMMOCTMW.

[anee cneayeTt 3a4aTb MNPaBWAbHble OMUMKW, B YaCTHOCTU: HE pPeKoMeHAyeTcH
CTUpPaTb LEeNblA XeCTKMMn AucK (wipe -kD /dev/hda), T.K. 3TO YHWUYTOXWT FNABHYHO
3arpy3oyHyto 3anuch. MNpeanoyTntenbHa OYUCTKA Pa3aenos (wipe -kD /dev/hda2) npu
YCNOBMW CO34aHMA pe3epBHbIX KOMMN BCEX AAHHbIX.

onun KOMAHIHOWM CTPOKM:

— £ (bopcHMpOBaAHHO; OTKAOUYMTL 3aNPOC NOATBEPHKAEHMA) — MO YMONYAHUIO wipe
3anpawnBaeT NOATBEPXKAEHME C YKa3aHMEM KOJMYEeCTBa pPeryaapHbiX M crneumanbHbIX
dalNoB M ManoK, YKasaHHbIX B KOMaHAHOM CTpoke. [Ana noATBep:KAeHMA HeobXxoaMmo
BBECTM «yes», ANA OTMeHbl — «no». [lpeaycmoTpeHa BO3MOXHOCTb OTK/AKOUYMTb 3anpoc
NOATBEPXKAEHMA onNuMen —£;

— r (peKkypcMBHO B nonankax) — N03BONAET yAaAUTb BCe AepeBO Nanok. [Mepexon
MO CMMBOJIMYECKUM CCbIZIKAM HEe OCYLLECTBNAETCA;
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— ¢ (chmod, ecnn HeobxoAMM) — ecnn Ha Garn UAK Nanky ANs CTMPaHMA He
YCTAHOB/EHbI NpaBa 3anucK, byaeT caenaH chmod ANA YCTaHOBKU Pa3peLleHni;

— i (MHOOPMaALMOHHbIN, BepbanbHbIN PeXMM) — AN BKAKOYEHMA BbIBOAA OTYETOB B
CTaHAaPTHbIM BbIBOA, (stdout). [0 yMONYaHWUIO BCe AaHHbIE 3aMMCbIBAtOTCA B CTAHAAPTHbIN
BbIBO/J, OWMOOK (stderr);

— s (VXM pexum) — nNoAaBNAKOTCA BCe COODOLIEHWS, KPOMe 3anpocos
NOATBEPKAEHMA N COODLLEHWI OWINOOK;

— g (bbICTpOE CTUPAHME) — B Cly4ae MCNO/1b30BAaHNA AAHHOW CTaaMK wipe OyaeT
nenatb (N0 yMONYaHWUIO) TONbKO 4 Npoxoaa, 3anMcbiBaa CAyyYalHble AaHHble, Ha KaxKabil
dann;

— Q <KO/IMYECTBO-NPOXOA0B> — YCTaHaB/IMBAET KOIMYECTBO NPOXOA0B AN ObICTPON
OYUCTKKM, NO yMoNYaHuto 4. [laHHaa onuma TpebyeT -g;

— a (ocTaHoBWUTL Mpu OWKBKe) — nNporpamma BbIMAeT C EXIT FAILURE Npwu
BO3HWMKHOBEHUWN HedaTaNbHON OLINOKMY;

— R (YCTQHOBWUTb YCTPOMCTBO reHepaumm CaydarHbIX 4mcen Uam KomaHay Cuaos
PAaHAOMHbIX AaHHbIX) — AAHHOW oNuUMel, KoTopas TpebyeT aprymeHTa, BO3MOXKHO YKa3aTb
aNbTePHATMBY YCTPOMCTBY /dev/random WAM KOMaHAY, CTaHAAPTHbIMA BbiBOA KOTOPOM
byaeT xelWmnpoBaH C McnonbloBaHMem MD5-xewa. 3To pa3nmyme MoXKeT ObiTb caenaHo
onuuemn -s;

— S (MeToa, cAy4amHbIX CMAOB) — AaHHAA onumMs NPUHMMAET OAHOCMMBO/bHbIM
apryMeHT, onpeaenstolnin, Kak MCNob3yeTcst YCTPONCTBO PaHAOMMU3aLMM/apryMeHT U408
paHAOMM3aLUMN. YCTPOMCTBOM PaHAOMM3ALMM NO YMONYAHWUIO ABNAETCA /dev/random. Ero
MOMHO YCTaHOBMUTb, MCNONb3YS ONUMIO —-R.

O4HOCKMMBOJIbHBIMM aprymeHTaMmn MOryT ABNATbCA:

— r — ecin HeobxoaMmo, 4TODObl apPryMeHT MHTEPNPEeTUPOBaNCA Kak o0bblyHOe
dalnoBoe/CMMBO/IbHOE YCTPOMCTBO. byaeT paboTaTb € /dev/random, TaK¥e AOJIKEH
paboTtatb ¢ FIFO 1 noaobHbIM;

— c — ec/n HeobxoamMmo, YTobbl apryMeHT BbINONHANCA Kak KOMaHAaa. BbiBoa m3
KOMaHabl OyaeT XewupoBaH C Mcnonb3oBaHMem anroputma MD5 ans obecneyeHus
Tpebyemoro cmaa;

— p — €ecaM HeobxoAMmo, u4TODbl wipe MOAyYana CuAbl XeWWpPOBaHMEM
NnepemMeHHbIX OKPYXKeHMWA, Tekyllen aatbl u BpemeHu, |ID npoueccoB u T.4. (aprymeHT
YCTPOMCTBA paHAOMM3aLUMM He NCNONb3yeTcs). ITO HaumeHee He30MnacHo;

— M (BblOpaTb aNropuTM reHepaumm MNCeBAOCAYYaMHbIX 4YMcen) — BO Bpemsa
C/ly4aiHbIX NPOXOA0B wipe Nepe3anncbiBaeT Leneble Gpaiibl MOTOKOM BUHAPHbLIX AaHHbIX,
CO3AaHHbIX CAeayLWUMMN aAropPUTMamMmM No BbiIBOpY:

o/ — Oymetr ucnonb3oBaTb (B 3aBUCMMOCTM OT CUCTEMbI MO/b30BaTENA)
ncesaopaHAOMHYO 6MbnanoTeKky reHepatopa random() waum rand(). Cheayer obpatmTb
BHMMaHMe, 4TOo Ha OonbwmHcTBe cuctem rand() npeacrtasnset coboil NUHENHbIN
KOHIPY3HTHbIN reHepaTop, KOTOPbIM ABAAETCA KpanHe cnabbim. Boibop aenaeTtca Bo Bpems
KomnuanposaHua n onpegensetca HAVE_ RANDOM;
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a3 — OyaeT ncnonb3oBaTh NOTOK Wndpa Arcfour kKak PRNG. Arcfour coeBmectm
c wndpom RC4. 3T0 03HAYaET, YTO NPU TOM Ke Katode Arcfour ABnAETCA B TOYHOCTM TaKUM
e NOTOKOM, Kak RC4;

or — OyZeT Mcnonb3oBaTb cBexuin anropnutm RC6 kak PRNG; RC6 oTnupaeTcs
128-6UTHbBIMK CMOAMMK, 3aTEM HyneBOM ONOK MHOrFOKpaTHO 3awWwundpoBbIBAETCA AN
NOy4YeHMA NCeBA0CNy4alHOro NOTOKA. 3TO AO/IKHO ObITb OTHOCUTENbHO 6e3onacHo. RC6
c 20 Kpyramu meaneHHee, yem random(), onuma komnunmposaHna WEAK _RC6 nossonsaeT
Mcnonb3oBaTb Hosee bbicTpyto 4-Kpyrosyto Bepcmto RC6. [Ans nonyyeHMA BO3IMOXKHOCTHM
ncnonb3oBatb RC6 wipe Ao/KeH ObiTb CKOMNMAMPOBAH C yKa3aHHbIM ENABLE_RCK; B
Makefile npnBeaeHbl NnpeaynpexaeHMA NO NAaTEHTHbIM BOMPOCAM.

Bo Bcex cnydasx PRNG pacnpocTpaHaeTcs ¢ JaHHbIMM, COBPaHHbIMM 13 YCTPONCTBA
pPaHAOMMU3aALMM:

— | <aNnHa> — BBUAY BO3MOMXKHOIO HaMYMA HEKOTOPLIX Npobaem B onpeaeneHmnm
[eNCTBUTEeNbHOro pasmepa 6/104HOro YCTPOMCTBA (T.K. HEKOTOPbLIE YCTPOMCTBA HE MMEtoT
PUKCMPOBAHHOIO pasmepa, Hanpumep, AMCKEeTbl MAM KacCeTbl) MOXKeT noTpeboBaTbCs
yKa3aTb pa3mep YCTPOMCTBA BPYYHYHO. <A/IMHA> — eMKOCTb MY, BbipaskeHHasa B yncae banT.
Mo»HO ncnonb3oBaTb K (KMno) ana ykasaHua ymHoxKeHua Ha 1024, M (mera) ans
BbIparKeHUs YMHOKeHus Ha 1048576, G (rvra) ana ymHoxkeHus Ha 1073741824 v b (6n0K)
ANA YMHOXEHMA Ha 512:

1024 = 2b = 1K;
20K33 = 20480+33 = 20513;
114M32K = 114*1024*1024+32*1024.

— <cmeBur> — MNO3BONAET YKas3aTb CABWI BHYTPM CcTupaemoro ¢ailna uau
ycTponcTBa. CUHTAKCUC <cmeura> TaKOM XKe, KaK U A1a onumm -1;

— e — WCNONb3yeT TOYHbIN pa3mep danna: He OKpyrnATb pasmep dakna ana
CTUPaHMA OCTaBLIEeroca Mycopa B nocneaHem H610Ke;

— Z — He CTUpaeT pa3mepbl $palioB NOBTOPHbIM YMeHbLIEHMEM BABOE $altI0BOro
pa3mepa. [aHHble NOMNbITKM NPeAnPUHMMAIOTCA TONbKO Ha 0bbIYHbIX dalinax, T. e. onuma
becnonesHa nNpu MCNOAb30BAaHUM wipe ANA OYUCTKM OAOYHOTO MAM CrneumanbHOro
YCTPOMCTBA;

- X <upcjo> — MPONyCKaeT 3aJaHHOe 4ucno npoxoaos. [lonesHo Ana
NPOAO/MIKEHMA OYMUCTKM C 3a[@HHOM TOYKWM, HAaNMPUMep, KOoraa npu O4YMCcTKe HONbLIOTro
ANCKa HeobxoaMMo NpepBaTb onepaumto. Mcnonb3yeTca ¢ -x;

— x <passl>,.., <pass35> — YyKasblBaeT MNOpPAAOK NpoxoaoB. Koraa wipe
npepbiBaeTcs, OHa OyAeT neyaTaTb TEKyLLYHO, BbIOPaHHYO CcayyYaliHbiM  0b6pa3om,
nepmMyTaLUMio MoOpsAKa Npoxoda M HOMepa MNpPOoxoJa B KAYeCTBeE COOTBETCTBYHOLUMX
aprymeHToB -X U -X;
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— F — He cTupaeT umeHa ¢annos. ObbIMHO wipe MbITAETCA CKPLITb MMEHa GanNos.,
NepenmmMeHOoBbIBAA UX; 3TO HE FapaHTUPYET, YTO GM3NYECKOE PACNONOKEHNE, COAEPIKALLEe
cTapble uWMeHa ¢annos, 0OyaeT nepesanucaHo. [locne nepeuMmeHoBaHWsA dainna
eANHCTBEHHbIM cnocobom ybeamnTbcA, 4TO WMMA M3MEHEHO, ABAAeTCA du3myeckoe
OCYLLECTB/NEHME BbI30Ba sync (), KOTOPbIA BbIMbIBaeT AUCKOBble Kawmn OC, B TO Bpems
Kak Ana p[obaBneHWA M 3anucu KalWa MOXeT MWCNoab30BaTbcA OWUT O SYNC AanA
CMHXPOHM3aUMM BBOAA/BbIBOAA ANA OoAHOro darna. T.K. sync () MeANeHHbIN, Bbi30OB
sync () MNOCNe KaXAoro nepemMmMeHOBaHMA AenaeT OYUCTKY MMeH (ainoB TaKxkKe
MeaNEeHHOM;

— k — coxpaHaeT Gannbl: He yaandaeT Ganabl nocne nx nepesanmcu. lonesHo npu
HEOOXOAMMOCTN CTEpEeTb YCTPOWMCTBO, COXPaHWB MPW 3TOM CheumanbHbih  dann
yCTpOMCTBa. OTO NOAPa3yMeBaET —F;

— D — cneayeT CMMBOJIMYECKMM CCbIJIKAM: MO YMONYAHWID wipe HMKOrAa He
cneayet CUMBOAMYECKUM CCbinKkam. OgHaKo, ecam Obin yKasaH -D, wipe COrMNacuTCA Ha
CTUpaHMe Uenen, Ha KOTOpble YKa3blBatOT CUMBOIMYECKME CCbINKWM. HEBO3MOXHO
OZIHOBPEMEHHO YyKa3aTb ONuUUK -D N —r (peKrypcua);

— v — MNOKa3blBaeT MHPOPMALIMIO O BEPCUM U BbIXOA,

— h — NOKa3blBaeT CNPaBKY.

®ANNBI: no YMONYaHWNIO McnonbayeTca /dev/random B KayecTse cuaa (MCTOYHMKA)
reHepaTopa NCceBA0C/y4alHbIX Ymcen.

MEPEMEHHbIE OKPYXEHWA

Ecnm yctaHoBNeHa WIPE SEEDPIPE, wipe OyAeT BbINOMHATb YKA3aHHYIO B HeW
KOMaHay (Mcnosb3ya popen()), XeWWPOBaTb BbIBOA, KOMaHAbl C aNrOPUTMOM MD5
message-digest Ana nonydyerHunsa 128-6mtHoro cuaa ans PRNG. Hanpumep, Ha cuctemax
OTCYTCTBYIOLLEM YCTPONCTBOM /dev/random 3Ta NepemMeHHaa A0KHa ObiTb YCTAHOB/EHA
B /etc/profile B cUeHapuin 060I0YKM, COAEPKALWMIA PA3NMUYHbIE KOMAHObI, TAKME KaK
ls, ps, who, last WT.A., KOTOPble 3aMNYyCKAOTCA aCUHXPOHHO, YTOObI NOIYYUTb BbIBO/,
HACKO/IbKO BO3MOXHO MeHee NpeacKkasyeMblMm.

Mpumepsbl 3anycka wipe

Cnepytollaa KOMaHAa PEKYPCMBHO (-r) YAAAMT BCe B Marnke private, NpuM 3TOM
BK/OYEHO NPUHYAMTENIbHOE YAANEHNE W OTKAOYEH 3aNpOC NOATBEPKAEHNA (-£), NOKa3aH
nporpecc npouecca yaaneHus (-i):

wipe -rfi private/*

Yoanutb  Kaxkabih  Gann M Kaxkayto  nanky  (onuma -r) B nanke
/home/berke/plaintext/, a TaK}Ke CaMy Nanky /home/berke/plaintext/

ObbluHble Gannbl byayT yaaneHsl B 34 npoxoaa, U Ux pasmep byaeT yMeHblUaTbea
BABOE C/y4alHOe Koam4yecTBO pa3. CneumanbHbix ¢ainoB (CMMBOMbHbLIX M B10YHbIX
ycTtponcts, FIFO) He byaeT. Bce anemeHTbl nanku (annbl, cneuyansHblie Gannbl U Nanku)
byayt nepemmeHoBaHbl 10 pa3 M 3aTeM yAaneHbl. DNEeMeHTbl C HEenoAXOAALMMM
paspelleHnamm byayT BbINOAHATb chmod () (onuma -c). Bce yKasaHHble onepauum dyayT
npoucxoauTb 6e3 NoATBep:KAeHMA Noab3osaTens (onuma —£):
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wipe -rcf /home/berke/plaintext/

BnoyHoe ycTpolcTBO /dev/hda3 COOTBETCTBYET 3 pasdeny rMaBHOMO AMCKa Ha
nepsuyHom IDE MHTepdeitce, KoTopoe byaeT yaaneHo B 6bICTPOM pexunme (onumsa -q), T.e.
4 cnyv4arHbiMM Npoxodamu. MHAEKCHbIe AeCKPUNTOPbI He ByayT NnepenmeHoBbIBaTLCA UK
yaanaTtbea (onuus -k). Mepes 3anyckom Nporpamma nNoTpedyeT BBECTU «yesy:

wipe -kgq /dev/hda3

[MOCKOMIbKY wipe HMKOTAA HE CAeAyeT Mo CMMBOJ/IbHBIM CCbIIKAM, €C/TIM HET SIBHOTO
YKa3aHWAa, npu HeobxoAMMOCTM yAanuTb /dev/floppy, KOTOPbIN MOMET OKa3aTbCA
CMMBO/IbHOM CCbINKOWN /dev/£d0ul440, noTpebyeTca ykasaTtb onumto -D. MNepes 3anyckom
nporpamma noTpebyeT BBECTU yes»:

wipe -kgD /dev/floppy

B naHHOM cNyyae wipe PEKYPCUMBHO (ONUMA —r) YHUUTOXKMUT BCE B /var/log, KpOMe
/var/log. [lporpamma He ByaeT MbiTaTbCA BbIMOAHUTL chmod (). OHa byaeT BepbanbHOM
(onuma -i) n He noTpebyeT BBECTU «yes» B pe3y/ibTaTe onumum —£:

wipe -rfi >wipe.log /var/log/*
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