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AHHOTALNA

HacToAwmn AOKYMEHT ABNAETCA PYKOBOACTBOM aAMMHMUCTPaTopa OnepaumoHHOM
cuctemsl (OC) ABpopa penns 5.1.6 update 1.

HacTtoAawmmn OOKYMEHT COAEPXMT OnMcCaHWe AOCTYMHbIX AAMWUHUCTPATOPY
OYHKLMOHA/bHbBIX BO3MOXKHOCTEN MOBUAbHOro ycTponctea (MY), dyHKLMOHMPYOWErO NOA
ynpasnermem OC Aspopa’.

AAMWUHUCTPATOP MMEET A0CTYN K PYHKLUMAM M HacTponKkam OC ABpopa, ONMCaHHbIM
Kak B HaCToAWEeM [OOKYMeHTe, TaK M B [AOKYMeHTe «PyKOBOZACTBO MO/1b30BATENA»
AIMTI.10034-02 90 01.

NMPUMEYAHUA:

v MNepen Havyanom paboTbl aAMUHUCTPATOPY HEOBXOAMMO O3HAKOMMUTLCA C
NONOXEHUAMMW HACTOALWEro AOKYMEHTa, a TakKe ¢ MHGopMauMen, NpuBeeHHON B
NOKyMeHTe «PykoBoACTBO Nosib3oBaTtena» AAMI.10034-02 90 01;

v BHewHut BuAg, mHTepderica MY 2 MOXeT oT/n4atbCA OT MPUBEAEHHOTO Ha
PUCYHKaX B HacToALLEM AOKYMeHTe. CHUMKM SKpaHa® ABAAIOTCA MPUMEPOM U NPeLCTaBAeHbl
Ans obulero o3HakoMneHma ¢ nHTepdencom MY.

! Onucanme pasamuHbix cnocobos yctaHosku OC ABpopa Ha MY npuseaeHo B npuaoxeHun (MpunoskeHue 1) u
COOTBETCTBYIOLLMX [OKYMEHTaX Npeanpuatna-paspaboTymka, KoTopble npefHa3HavyeHbl A8 MCNob30BaHMA
Mpounssoautenamm MY 1 aBTopm3oBaHHbIMW CEPBUCHBIMK LEHTPaMM NPON3BOAUTENA.

2 MY, dyHKUMOHUPYIOLWee nog ynpasaeHnem OC Aspopa.

3 CHMMKM 3KpaHa NpuBeAeHbl NPenMyLLECTBEHHO cO cMapTdoHa Fplus R570E.
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1. BBOA, B 3KCINYATALUIO

OC ABpopa npeacTaBnseT cobon 3amieHHY0 MobuabHY0 MHorosagadHyto OC
AN MODUABbHbBIX MPUMMEHEHM NoJ annapaTHble naaTPopmbl Ha Hasze MNpoLeccoposB C
apxutektypon ARM U MMeeT pasNnyHble BEpPCUM WCMONHEHUA, OMUCAHWE KOTOPbIX
npueeaeHo B Tabanue (Tabaumua 18).

BHUMAHUE! OC Aspopa B cepTMOUUMPOBAHHON BeEPCUM
MCNONb30BaHa, HO He OrPaHMYMBATbLCA, B CAEAYIOLINX CUCTEMAX M OBbeKTax:

B rOCYZapCTBEHHbIX MHOOPMALMOHHbBIX CUCTEMAX, HE COAEPHKALLUMX MHDOPMaL MK,
COCTaBAANOULEN FOCYyAapCTBEHHOM  TaMHbl, A0 MNEepBOro  Kaacca  3alMLLEHHOCTM
BK/IIOYMTENIBHO B COOTBETCTBUM C JOKYMEHTOM «TpeboBaHMA O 3almTe MHPoOpMaLUKM, He
COCTaBNAKOWEN  TOCYAaPCTBEHHYIO  TaMHy, CcoAeprKallenca B TOCYAapCTBEHHbIX
MHOOPMALMOHHbIX CUCTEMAX», YTBEPKAEHHbIM nNpukazom PCTIK Poccmm ot 11 pespana
2013 r.Ne 17;

B MHGOPMAUMOHHbIX cucTeMax (MC) nepcoHanbHbIX AaHHbIX 40 NEPBOro YPOBHS
3aUUMLULEHHOCTU BKAOYUTENBHO B COOTBETCTBMU C AOKyMeHTOM «COCTaB M coAeprKaHume
OPraHM3aLUMOHHbIX M TEXHMYECKMX Mep No obecneyeHuto H€30MNacCHOCTM MEPCOHaNbHbIX
[AHHbIX Mpu KX 0bpaboTke B MHOOPMALMOHHbLIX CUCTEMAX MEPCOHANbHbIX AaHHbIXY,
yTBEPKAEHHbIM NpnKazom OCTIK Poccum o1 18 pespana 2013 r. No 21;

B aBTOMATM3MPOBAHHbIX CUCTEMax yMnpaBJeHWs A0 NepBOro  Kjacca
3aUMLULEHHOCTU  BKAOYUTENBHO B COOTBETCTBMM C  AOKYMeHTOM «TpeboBaHMA K
obecneyeHnto 3alWnTbl MHOOPMALIMM B aABTOMATM3MPOBAHHbLIX CUCTEMAX YMNpaBaeHMUA
NPOWN3BOACTBEHHbBIMM M TEXHOOTMYECKMMM MPOLECCAMM HA KPUTUYECKM BAXKHbIX 0OBbEKTaX,
NOTEHLMANbHO OMacHbIX 0OBbEKTax, a TaKkKe 0ObeKTax, NpeAcTaBAAWMX MOBbILEHHYHO
OMACHOCTb ANS M3HW M 340PO0BbA /HOAEN M AN OKPYXKatolehn NpUpoaHON Cpelbl»,
yTBEepKAeHHbIM npukazom PCTIK Poccum ot 14 asrycta 2014 r. Ne 31;

Ha 3HaYMMbIX ODOBEKTAX KPUTUYECKOM MHPOPMALMOHHON MHPPACTPYKTYPbl A0
NepBOi KaTeropuMm BKAOYMTENbHO B COOTBETCTBMM C JAOKYMeHTOM «TpeboBaHuA Mo
obecneyeHnto 6e30MaCHOCTM 3HAYMMbIX OOBEKTOB KpUTUYEcKoM WHOOPMALMOHHOM
MHGPACTPYKTYpPbl Poccuinckon @epepaumny, yreepaeHHbIM npmnkazom GCTIK Poccum ot
25 nekabps 2017 r. No 239.

4 MoxeT OblTb

+OnuncaHne BO3MOXKHbIX Bepcuit OC ABpopa npueeneHo B Tabauue (Tabanua 18).



| OTMEHUTb
O HoBbiit nonb3oBaTtesnb
i

Mmsa nonb3osaTtens

M8 BOMKHO 6bITb YHUKANbHBIM, ANMHOM He 6onee
40 cMMBONOB, HaYMHaTbCA € ByKBbI, coaepXaTb
TONbKO GYKBbI, LMPPbI 1 CNEAYIoLIUe CUMBObI:
TOYKa, MUHYC, HUXHEe MoaYepkuBaHue 1 npoben

JloruH nonb3oBarens

JlorH npuMeHseTCs B CUCTEMHbIX Onepauusx U He
npeaHasHayeH ans ayteHtudukaumu. Ero anmna
MOXET cocTaenaTh A0 31 cumBona, 4onycKaloTea
TONbKO GYKBbI, LIUOPbI U BHAKM €.» U «-».

OpHOpasoBbIv Naposb ©

[nuHa napons AonxHa 6biTb 5-12 cumeonos

CreHepupoBaTb

PUCYyHOK 3

BeepuTte naponb

Bnapeneu yctpoiicTea
1 2 3
4 5 6
7 8 9
Aa 0
OTMeHUTb

PucyHokK 4
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Ha OTKPbIBLIENCA CTPaHWULE BBECTM MMS U JIOTMH
HOBOW Y4eTHOM 3anncK nNosiblosatens (PucyHok 3).

YCTaHOBWTb KBOTY Ha MCMO/b30BaHWE AMCKOBOTIO
NPOCTPAHCTBa, Nepemellasa COOTBETCTBYOLWMA cnanaep
BNPaBO [A/14 YyBE/NMYEHMA KBOTbl /MO0 BNEBO ANA
ymeHbleHnsa (PUcyHok 3).

NMPUMEYAHUA:

v MUHUMa/IbHbIE M MaKCMMa/ibHble 3HayeHusa AN
3a/1aHMA KBOTbI 3aBMCAT OT KOHCTPYKTUBHbIX 0COBEHHOCTEN
MY;

v MNoapobHoe onumcaHue 0
NOCTOAHHOW NaMATK NpuBeaeHO B N. 4.7.2;

KOCHYTbCS KHOMKM «[oATBEpANTLY ANA COXPaHEHMS
M3MEHeHUN Nnbo KHOMKM «OTMEHUTbY AN8 OTMEHbI
onepauuy;

noATBEPAMTb AENCTBUE BBOAOM TEKYLLEro napona
(PucyHOK 4), B pesynbTaTe co3gaHHas yd4eTHas 3anucb, a
TaKKe CcTaTyc ee ayTeHTMdMKauMM OTobpasmnTcA Ha
cTpaHuue «Monb3osatenm» (PUcyHoK 5).

KBOTUPOBAHUMN

| Monb3oBatenu

O6Lme HacTPOVKM AN Co3aaHHbL @

[ns 6bICTPOro NepexktoYeHms Mexay
Nosb30BaTeNI MU HAXMUTE U
YAEPXMBANTE KHOMKY NUTaHUS, 3aTEM
KOCHUTECH KHOMKWU “CMEHUTb
nonb3osatens”

Pa3pelmTb HacTPOIitKy KBOT

Bbl « Bnagenew yctpoictsa

e O

AIMUHUCTPATOP YCTPOUCTBA

O Monb3osatenbill

He aBTopunsoBaH

O MMonb3osatenb22

He aBTopusosaH

—~+ Do6asuts nonbaosatens

PUCYHOK 5
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BHUMAHUE! B cnyyae ecam npu co3gaHum nonb3osaTento Oblna 3adaHa
MaKCMMaibHaA KBOTA (PUCYHOK 6), TO Ha CTpaHMLLe CO34aHMA NOb3oBaTene 0TobpasnTca
MHPOPMALMA O HEBO3MOMKHOCTM CO34aTb JAOMOJNHUTE/IbHblE Y4YeTHble 3anmncu K3-3a
OTCYTCTBMS CBODOAHOrO AMCKOBOro npoctpaHcTea MY (PucyHoK 7).

| OTMEeHUTb MoaTBepauTb | | Monb3oBaTenu
& Hosbiit nonbsosarens O6Lwme HacTpPOKK AN CO3aaHHE @
Monb3osaTtens 1 [lna 6bICTPOro NepekntoYeHns Mexay
NoJsib30BaTENI MU HAXMUTE U
Wms nonb3osatens ~
Userl yAepXuBanTe KHOMKY NUTaHus, 3aTem
S KOCHUTECH KHOMKM “CMEHUTb
JloruH nonb3osatens nonbaosatens”
452TB PaspelunTb HaCTPOIKY KBOT
He ocTaérca kBo AN HOBbIX nonb3oBarenei
O Bbl « Bnageneu yctpoiictsa
OpHopa3oBbIl Naponb © ©" AnmuHucTpaTOp yeTpOTicTBa
[nuHa napons aonxHa 6biTb 5-12 cumeonos. O Monb3oeaTtensb111 %
He aBTOpun3oBaH
CreHepupoBaTb O [Monb3oBaTens22
He aBTopusoBaH
O [MonbsoBaTens33
[
He aBTopu3aosaH
He octanocb KBOTbI
PucyHoK 6 PucyHok 7

Mpn paboTe C y4eTHbIMK 3aNUCAMMU MONb30BATENA AAMWUHUCTPATOPY AOCTYMHbI
cneaytowme nenctama (PucyHok 8, PucyHok 9):
nepekatoYeHne Mexay Y4eTHbIMM 3aNnUCAMM PONEN.
MPUMEYAHMUE. MNMoapobHoe onuncaHme npouecca NepekatoyYeHna MeXay yY4eTHbIMM
3anNnMcAMK NpuBeaeHO B JOKYMeHTe «PykoBoACTBO nonb3osatena» AAMI.10034-02 90 01;
ynpaBaeHue NCcxXoasaLmmMmm ronocoBbiMm BbizoBaMmmn 1 SMS (n. 1.2.2);
nepenMmeHoBaHMe y4yeTHon 3anuck (n. 1.2.3);
HacTpolKa besonacHocTh (n. 4.2.2);
yaaneHune y4eTHoM 3annck nonb3osatena (n. 1.2.4).
Mpn paboTe ¢ y4eTHOM 3aNMCbto aAMMHUCTPATOPA AOCTYMNHbI CAeaytoLlme AencTBna
(PrncyHoK 9):
nepenMmeHoBaHue yyeTHon 3anuck (n. 1.2.3);
HacTpolKa be3onacHocT (n. 4.2.2).
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MPUMEYAHUE. T[MogpobHoe onucaHme paboTbl YyKasaHHbix MI, a Takxke
YBEAOMNEHUM, BbIBOAMMbBIX Ha 3KpaH MY npu OTKAKOYEHUM TONOCOBLIX BbI30BOB M SMS,
npmeefeHo B AOKyMeHTe «PyKoBoACTBO nosb3osaTena» AAMI.10034-02 90 01.

1.2.3. [epenmeHoOBaHMe y4eTHOM 3anncu

Nna nepemmeHoBaHMA yquHOM 3anncum H€O6XO,£I,I/IMO BbIMOJIHNTL Ccaeayrouwme

NENCTBUA:
OTKPbITb KOHTEKCTHOE MEHK YYeTHOM 3anucKu, KOTOpyt HeobxXxoammo

nepenmeHoBaTh;
KOCHYTbCA NyHKTa «llepenmeHoBaTb» (CM. PUCYHOK 8, cm. PucyHOK 9);

BBECTM HOBOE MMs y4eTHOM 3anucu (PucyHoK 11, PucyHok 12);
KOCHYTbCA 3HayKa NMbOo 3KpaHa Hapg, KNnaBuMaTypoWl ANA NOATBEPXKAEHMA

[EencTena, B pesysibTaTe y4eTHasa 3anmcb byaeT nepemMmeHoBaHa.
NMPUMEYAHMUE. MNpn nepermeHOBaHNM y4ETHOM 3aMNCK M3MEHAETCA TO/IbKO €€ NMS,

JNOMMH OCTaeTCA HEM3MEHHDbIM.

| Monb3zoBaTenu | MonbzoBaTenu

O6wwme HacTPOWKM AN Co3haHHb @

O6uiue HaCTpOitku 715 CO3AAHHD @ [lnsa 6bicTpOro nepek4eHns Mexay
796 nonb3oBaTeNsMA HaXXMUTE U

R OO IC REKIION CHUA MEX LY yOepX1BalTe KHOMKY NUTaHWs, 3aTeM

i
fofbsosa veonM HaKMUTE U KOCHUTECh KHOMKKN “CMEHUTH
yAepXuBaliTe KHOMKY NUTaHu1sl, 3aTeM .
" nonb3oBatens

KOCHUTECh KHOMKM “CMeHNTb
nonbsosatens” PaspelnTb HacTPOIAKY KBOT

PaspewwunTb HacTpoiiky KBOT

O Bbl « Bnageney ycTpoicTea
QO Bble W BaH‘ ©" AnmuHucTpaTOp yCTpOiicTEA
o AQMUHUCTPaTOp YCTPOWCTBA O I'IeTp %
O Monb3osaTenb11l o He agTopusoaH
MLy KeHTwWwLuw a3 X MLy KeHTWLWS3 X
d)bIBaI'lpOFIJ‘J.)KS ¢blBaI’1p0ﬂ,EL)I(3
~94YCMMUTHLDHL 6O N9 Y CMMUTDbL B O

123 - . 123 - .

PucyHok 11 PucyHok 12
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Bpems n pata | Bpems n pata

® AsTOMaTU4eckoe obHoBNEeHne AsTOMaTU4eckoe obHoBNEeHne
BpeMeHu BpeMeHu

Yacosoii nosc Poccus, Mockea Yacosoi nosic

[ata 23 sHBaps 2024 Oata

Bpemsa 15:43 Bpems
Wcnonb3oBaTb 24-4acoBoi Wcnonb3oBaTb 24-4acoBoi
¢popmart BpemeHu ¢popmat BpemMeHu

PucyHok 16 PucyHok 17

B cnyyae HeoHbxoAMMOCTM 3a4aTb YaCOBOM MOAC, BPEMA M AaTy BPy4Hyto TpebyeTca
BbIMO/IHUTL CAeaytoline AeNCTBUA:

ANA  YCTAaHOBKM 4aCOBOro MNOACA: KOCHYTbCA nona  «YacoBoW  MOAC»
(cm. PucyHoK 16) n Ha OTKpbIBLUENCA CTpaHULE BbibpaTb Heobxoammoe 3HadveHue. [na
YCKOPEeHMA npouecca BbiIbopa MOXHO BOCMO/1b30BaTbCA Nosiem noucka (PucyHok 18). lanee
BblIbpaTb dopmMaT BpemeHM, KOCHYBLUMCb nepekatoyaTena «Vcnonb3oBaTb 24-4acoBow
dopmaT» (cM. PucyHok 16) ans oTobparkeHmna BpeMeHM B COOTBETCTBYOLLEM dopmaTe. Ecam
NAHHbIA NYHKT He aKTMBMPOBAH, Bpema OyaeT oTobparkaTbca B 12-yacoBom dopmate ¢
YyTOYHEeHMeM A0 nonyaHa «AM» naum nocne nonyaHa «PM»;

NNA YCTAaHOBKM AaTbl: KOCHYTbCA Nona «JaTta» (cm. PucyHok 16), Ha OTKpbIBLUENCA
CTPaHMLLE KOCHYTbCA TeKyllen AaTbl M BbIOpaTb M3 CMMCKA TEKYLIMN roa, Mecal, U YnCao
(PucyHoK 19). [lanee KOCHyTbCA KHOMKM «[lloATBEpAUTbY ANA COXpaHeHus aatbl Anbo
KHOMKN «OTMEHUTb» ANA OTMEHbI onepaumn. B cnydae noaTeepaeHMs BblbpaHHaA AaTa
0TODPA3NTCA HA CTPaAHMLE HAaCTPOMKM AaTbl U BPEMEHMW, B C/ly4ae OTMEHbI AaTa OCTaHeTCA
npexHen;



| ! Mo6unbHas cBsi3b 3a6n0KUpOBaHa v/

BkniounTtb npusasky SIM-kapT
BHumaHue! BknloueHre aaHHoM onuumn
3a6/10KMPYET UCMONb3oBaHKe
MOGWNBLHOM CBASU Ha YCTPOICTBE NpU
HanM4YMmu HenpueasaHHou SIM-kapTbi

YctaHoeneHHbie SIM-kapTbl

SIM1|ROSTELECC

ICCID:897012062¢

MpueazaTb

SIM2|ROSTELEC

ICCID:897012062¢

MpuBsi3aTh

PaspewwuTb SIM-kapTy no macke

ICCID SIM-kapTbl

PaspewwuTtb

Cnucok paspelénHbix SIM-kapT ®

PUCyHOK 22

MpwuBsiaka SIM-kapT K yCTPOMCTBY

BkniounTb npuesasky SIM-kapt
BHumaHue! BknioyeHue gaHHom onummu
3abnokupyeT Ucnonb3osaHue
MOGM/bHOM CBA3W Ha YCTPOCTBE Npy
Hanu4uu HenpuesasaHHol SIM-kapTbl

YctaHoeneHHble SIM-kapTbl

SIM1|ROSTELECC

ICCID:897012062¢

Mpuss3aTb

SIM2|ROSTELEC

ICCID:897012062¢ Mpuesisath

PaspewwunTb SIM-kapTy no macke

89701206269065692642

Paspewutb

Cnucok paspeluléHHbix SIM-kapT 0]

PucyHok 23
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Ha OTKpbIBLIENCA
«YcTtaHoBneHHble  SIM-KkapTbi»
«lMpunBA3aTb» cnpaBa oOT Heobxoammon SIM-KapTbl
(PucyHOK 22) ana npmsaskn  SIM-kapTel Kk MY, B
pe3ynbTaTe SIM-kapTa byaeT npusasaHa K MY;

B noapaszene «Paspewntb SIM-KapTy NO macke»
BBecTu ICCID Tpebyemoit SIM-KapTbl M KOCHYTbCA KHOMKM
«Pa3pewnTb», ANA paspelleHns Mcnonb3oaHmAa SIM-
KapT, He BCTaB/IEHHbIX B AaHHOe MY 1 He NpMBA3aHHbIX K
Hemy (PucyHok 23).

NMPUMEYAHUE. ICCID npeacTasnaer  coboM
YHUKaNbHbIM cCepPUNnHbIM HOMep SIM-KapTbl 1 coaepunt 20
cMmBONOB. Ecnm  KonmMyecTtBO BBOAMMbIX CMMBOJIOB
oTamyaetca ot 20, TO Ha 3KpaHe MY oTobpasutca
COOTBETCTBYlOLLEE yBegOMAeHME (PUCYHOK 24).

CTpaHuue B noapasgene

KOCHYTbCA KHOTMKHA

PucyHok 24

[ns Toro, 4ytobbl 0TBA3aTb OT MY paHee npmBA3aHHYy0O K Hemy SIM-KapTy,

HeobxoAMMO BbIMONIHUTL Caeayolme AeNCTBUS:



PucyHoOK 25
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B noApasgenie «YCTaHoBAeHHble SIM-KapTbi»
KOCHYTbCA KHOMKM «OTBSA3aTb» crnpaBa OT HEOHXOAMMOM
SIM-KapTbl (cm. PucyHOK 23);

Ha OTKPbIBLUENCA CTPaHMLE KOCHYTbCA KHOMKM
«OTBA3aTbY 414 NOATBEPKAEHMA onepaLmnmnm NTMOO KHOMKM
«OTMeHUTb» ANA OTMeHbI (PrcyHok 25);

B pe3ynbtaTte oOTBA3KM SIM-kapTbl oT MY
oTobpa3mnTCs COOTBETCTBYOLLEE yBegOM/IeHNE
(cm. PucyHok 22).

1.4.1.2. [lpocMOTp 1 yaaneHue paspelleHHbix SIM-kapT

| Cnuncok paspeLuéHHbix SIM-kapT 2

89701206219003881203

89701206269065692642

PUCyHOK 26

[Ona npocmoTpa cnucka paspeweHHblx SIM-kapT
HeobxoAMMO KOCHYTbCA nona «CrnMcoK paspelleHHbIX
SIM-KapT» (cm. PucyHok 24), B pe3sysbTaTe 0TobpasmnTCs
CTpaHMUa@ CO CNMCKOM WU  KosmdectBom  SIM-KapT,
MCNO/Ib30BaHME  KOTOPbIX  paspeweHo Ha MY
(PrcyHoK 26).

Ona yoaneHna SIM-KapTbl U3 CNMCKa pa3spelleHHbIX
HeobXx0AMMO BbINOAHUTbL CAeaytoLine AeNCTBMA:

KOCHYTbCA 1 yaepxumBatb ICCID Tpebyemoir SIM-
KapTbl;

B KOHTEKCTHOM  MEHI0  KOCHYTbCA  MYHKTA
«Ynanntb» (PUCyHOK 27);

Ha OTKPbLIBLIENCA CTPaHMLE KOCHYTbCA KHOMKMU
«YnanuTb» ANA NOATBEPXKAEHMA onepauymm NMHBO KHOMKK
«OTMEeHUTbL» ANA OTMeHbI (PrcyHOK 28).
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Mocne aktmBaumm PIN-KoZa oH OyaeT 3anpallmBaTbCa NPM Kaxaom BKAOYeHUU MY
(PucyHok 30). B cnyvae TpexkpaTHoro BBoaa HeBepHoro PIN-koza SIM-kapTta byaet
3abnoKkMpoBaHa M Ana ee pa3bnokMpoBku noTpedyetcs PUK-koa, AnAa BBOAA KOTOPOro
npepoctasnsetcs 10 nonbiTok (PucyHok 31).

MPUMEYAHUE. PUK-Kkoa npeaocTaBaseTca onepaTtopomM COTOBOM CBA3MN.

Mocne BBOAa BepHoro PUK-Koaa oTobpasunTcs cTpaHmua ans nameHenuna PIN-koaa
(cm. PucyHok 29), Ha KoTopoi Heo6XoAMMO BbIMONHUTL CAeaytoLLMe AeNCTBUA:

KOCHYTbCA KHOMKK «V13meHuTb PIN-KOA»;
BHECTM COOTBETCTBYIOLLIME N3MEHEHNA B pa3aene SIM-KapTbl, KOTOpyto TpebyeTcs
3awmTnTb BBOAOM PIN-KOAA.

Beegute PIN-kopg

SIM1| ROSTELECOM

7 8 9
X 0]
PucyHok 30 PucyHok 31

1.4.2. Boibop perknma USB-noakntoyeHms

Ona Bblbopa pexuma USB-noakntoyeHns HeobxoaMMO BbINOAHUTL Caeaytouime
NencTBms:

OTKPbITb MEHI0 CMCTEMHbIX HACTPOEK KacaHMemM 3HauKa @ Ha DJKpaHe
NPUNOXKEHUN (cM. PucyHoK 1);

KOCHYTbCA MyHKTa MeHto « USB» P B noapasaene «YnpassieHmne CoOeAMHEHNAMMNY;

Ha OTKPbLIBLIEMCA CTPaHMLE KOCHYTbCA nona «Pexum USB no ymondyaHuio» u
BbIOpaTb HEOHXOAMMOE 3HAYeHME M3 PaCKPbIBatOLWLErocs cnmncka (PucyHok 32).
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NMPUMEYAHUA:

v’ B cnyyae Bbibopa NyHKTa «Bcerga cnpaliveath» npu noaxaodeHmn MY k 3BM ¢
nomoubto USB-kabena Ha MY oTobpasnTca okHO ¢ BbiIbopom pexunma USB-noakntoueHma
(PrncyHoK 33);

v 3HaueHne «Pexkum paspaboTymKka» oToBparkaeTcs TONLKO MNPV aKTUBaLMK
COOTBETCTBYHOLLMX NEPEKAOYATENEN B NYHKTE MeH0 «CpeacTBa pa3paboTumKa» CUCTEMHbIX
HacTpoeK (noapasaen 3.1).

| usB
USB-kabenb nogknioyeH
C He noaknw4yeH ﬂepekmoqmbcst Ha OuH U3 cnegyrouwmnx

pexuMoB
Pexwvm USB no ymonyaxuio

Bcerpa cnpawmsaTtb m >
& & %
Bcerpa cnpawwuBatb Pexum MpoTokon Tonbko
paspabotyska  nepepauu 3apsaka

MynbTUMeana
(MTP)

Pexum paspaboTumka

Mpotokon nepepauv mynstumegma (MTP)

Tonbko 3apspka

®0

PucyHoK 32 PucyHok 33

1.4.3. HacTpoliKka BEpXHEro MeHo

MPUMEYAHMUE. MoapobHoe onmcaHMe HACTPOMKM BEPXHErO0 MEHK MPUBEAEHO B
NOKyMeHTe «PyKkoBoAcTBO nosib3oBaTena» AAMI.10034-02 90 01.

[na nobaBneHuns B BepxHee MeHto GYHKUMM, AOCTYMHbIX TO/IbKO aAMUHUCTPATOPY,
HeobxoAMMO BbIMONHUTL CAeaytolwme AeNCTBUSA:

OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KacaHMemM 3Ha4yKa @ Ha JKpaHe
NPUNOXKEHUM (cm. PucyHok 1);

KOCHYTbCA MYHKTa MeHo «BepxHee meHto» S B nogpasgene «BHewHun sua u
OYHKLUMMY;

BbI6paTb HeobXoaAMMble GYHKLUMKM KacaHMem nepekatodaTenei (PucyHok 34), B
pe3ynbTaTe AaHHble QYHKLUMM 0TOOPA3ATCA B BepXHEM MeHto (PrcyHoK 35).
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1113 L P 4100}

1113

2 vionsi, BTOPHUK

— WLAN 9 Bluetooth
© omp D Buikniovero

WLAN Bluetooth

SiM1 ROSTELECC
Q [2 S

SIM-kapTa Ans BbI3OBOB Mo6unbHble aaHHble
S 2\ (@ "
X ¢ & ‘P
Asuapexum He 6ecriokoutb OpueHTtauus Touka gocTyna
m
© U a 5

leonokauus VPN Paapabotka McTouHuky 1

flpkocTb

) Vza

Hactpoitku WamenuTs

PucyHok 34 PucyHok 35

1.4.4. Hactponkun M1

NMPUMEYAHUE. AoMmunHUCTpaTop MMeeT AOCTYN K AOMNOJAHUTENbHbIM HACTPOMKaM
M1, OMMCaHHBbIM Kak B HaCTOAWEM [AOKYMEHTe, TaK M B [AOKyMeHTe «PyKOBOACTBO
nonb3osatena» AAMI.10034-02 90 01.

Ona  pononHUTeNnbHoM HacTpokm MIT HeobxoaMMO BbIMOAHUTL Caedytolime
NencTBus:

OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KaCcaHMeM 3HauyKa @ Ha JKpaHe
NPUNOXKEHUN (cm. PucyHok 1);
NepenTn Bo BKAAAKY «ITPUNOKEHNAY;
KOCHYTbCA 3Ha4YKa cooTBeTcTBytouero Ml 1 3aaaTe Tpebyemblie HaCTPOMKM.
[na  [onoNHWUTENbHOM HacTpolkm MM «TenepoH» HeobxoaMMo  BbIMOAHUTb
cnepyouime oencTBus:
KOCHYTbCA nona «COpOCUTb CHETHMKM BbI3OBOB» ANA COpPOCa CHETYMKA BbI30BA
(PrcyHoK 36);
aKTMBMPOBaTb NepekatovaTeNb «3anmMcb pa3roBopa» Aaa 3anmncu pasrosopa BO
BPEMS aKTUBHOTO Bbi30Ba (P1cyHok 37);
KOCHYTbCA MNOAA «3anucaHHble BbI3OBbI» A4 MNPOCMOTPa WMHPoOpMaLMK O
3anMCcaHHbIX BbI30BaAX.
[lna BbINONHEHWA AENCTBMIA Haj, 3aNMCaHHbIMK BbI30BaMM CAeAyeT KOCHYTbCA NoAA
C KOJINYECTBOM 3aMMCAHHbIX BbI3OBOB M Ha OTKPbIBLUENCS CTPAHULE B KOHTEKCTHOM MEHHO
BbI30Ba KOCHYTbCA MyHKTa C He0bXoAnMMbIM AencTBuem (PucyHok 38).
MPUMEYAHMUE. 3anmcaHHble BbI30Bbl MOXKHO Tak:Ke nocMmoTpeTb B M « AMKTOPOHY;



TenedoH

CY&TYMKM BbI3OBOB

Ucxopsawume Bbizobl: 0:00:00
Bxogsuwue Bbizobl: 0:00:00
Bce BbizoBbl: 0:00:00

O C6pocuTb CHETYMKM BbI3OBOB

CoobuieHus 6eicTporo oTeeTa

Cospaitte fo 5 coobeHuit ans 6bicTporo oTeeTa,
KoTopble Bbl cCMOXeTe oTnpaensiTh nocne
BbIK/IOYEHMS 3BYKa NPU BXOASLLEM BbI30BE.

f M3MeHUTb GbiCTpble OTBETHI

WcTopus BbI30BOB

BbICTpbIli BbI3OB

[ns coseplueHus BbiI3oBa noTpebyerca
KOCHYTbCSi HEO6XOAMMOr0 KOHTaKTa B
UCTOPYUM BbI30OBOB

3anucb pasrosopa

#  3anucb pasrosopa
BO3MOXHOCTb BKIOYUTD 3aNUCh pasroeopa

PucyHok 36

Metp 18:31
& 0:04

Mo3BOHUTD
OTKPbITb KAPTOYKY KOHTaKTa
Ypoanuto

MNopenuTtbca

MeTtp 18:20

PucyHok 38
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| (? C6pocuTb CHETHYMKM BbI3OBOB

CoobLuyeHus 6bicTporo oTeeTa

Cospaiite no 5 coobLueHwit ans GoicTporo oTeeTa,
KoTopble Bbl CMOXeTe oTnpaBsTh nocne
BbIK/IIONEHMs 3ByKa NPY BXOASALLEM BbI30BE.

f MN3MeHUTb 6bICTpble OTBETHI

WcTopus Bbi3oBOB

BbICTPbIN BbI3OB

[ns coBeplieHus Bbi3oBa noTpebyetcs
KOCHYTbCH Heoéxonmmoro KOHTaKTa B
UCTOPWM BbISOBOB

3anucb pasrosopa

3anucb pasrosopa
BO3MOXHOCTb BK/IIOMUTb 3anuch pasroesopa
BO BpemMs aKTUBHOIro Bbi3oBa.

3anucaHHblie BbI30Bbl
2 Bbi3oBa

3ab610KUPOBaHHbBIE BbI3OBbI

3a6n0KMPOBaHHbIE KOHTaKTbI

PucyHok 37

KOCHyTbcst nons SIM1 | [MobunbHbIn onepaTtop]
nmbo SIM2 [MobunbHbIN onepaTop] ana
[ONONHUTEIbHOW HACTPOMKKM BbI30BOB Yepes SIM-KapTy

XKOCHYTbCA nons  «OxuaaHue BbI3oBa» AR
OMOBELLEHNA BO BPEMS Bbl30Ba, O APYromM BXOAALLEM
BbI30BE;

XKOCHYTbCA nona «[lepeagpecauns BbI3OBOBY
ONA  YCTAaHOBKM C/y4aeB W HOMepa nepeagpecaumm
(PucyHoK 39);

XKOCHYTbCA  MoAA  «3anpeT  Bbl30BOBY»
YCTAHOBKM 3anpeTa Ha onpeaeneHHble BUAb
(PucyHok 40).

NMPUMEYAHUE. T[lpu ycTaHOBKe 3anpeTa Ha
onpeaeneHHble BbI30Bbl MY 3anpocuT Napoab BAaaenbla
YCTPOMCTBa NpM NOATBEPHKAEHUN AENCTBUS;

XyCTaHOBUTb HOMEP rO/1I0COBOM MOYTbI, KACaHUEM
nona «Homep ronocoBom NOYThIY;

XKOCHYTbCA nons «Homep ronocoBomn NoYThbI» AN
YKa3aHWs HOMepa ros10CoBOM NOYTbI.

ana
BbI30BOB



PucyHok 39

@ SIM1| ROSTELECOM

SMS
+79043490008

I CoobLeHnus G

Appec SMS-ueHTpa

# OTy4eThbl 0 fOCTaBKe
3Banpawmeatb oT4eT 0 goctaske SMS

OTobpaxaTb CHETYMK CUMBOSIOB
OTobpaxaTb KOIMYECTBO COOBLIEHNN, Ha
KoTopble 6yaeT pasbut HabpaHHbI TEKCT, U
KONINYECTBO CUMBOJIOB B MOC/IEAHEM
coobuieHnmn

MMS

MakcuManbHbIi pa3amep coobLueHns
CpegHuit

Pasmep coobLeHnsi MOXET 6biTb OrpaHUYeH
onepaTopoM OTMPaBUTENs UK NonyyaTens

3anpawmuBaTtb oT4eTbl Het
Bbl MOXeTe 3anpaluueaTb OTHETbI O JOCTaBKe U
npoyTteHun MMS

#  YBepoMnsTb 0 NpoYTEHUU

PucyHok 41

OrnpaeuTtens 6yaer yBenoMeH O TOM, YTO
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| 3anper Bbi30BOB

#  Bce ucxopswime Bbi30BbI

#  Mcxopswme MexayHapogHble
BbI30Bbl

% Vcxopswme MexpyHapoaHble
BbI30Bbl KDOME POAHOIA CTPaHbI

# Bce BxopslLue Bbl30Bbl
#  Bxopswue Bbl30Bbl B POYMUHIe

BblkntounTb BCE

Haponb AN 3anpeTa BbiI30OBOB

2 MameHnTb Naponb

PucyHok 40
Ons pononHuTensHon HacTtpokm MI «CoobuleHna»
Heobxo4MMOo BbIMO/IHNTb cneayrouipme nencTeua
(PucyHok 41):

B noapasgene «SMS» npocmoTpeTb agpec SMS-
LEHTPa;

akTMBMpPOBATb  nepekntovatens  «OT4yeTbl O
[0CTaBKe» A/1A 3anpoca oT4yeTa O A0cTaBke SMS.

NMPUMEYAHUE. [ns akTMBaumMu nepekatoyaTend

[0CTaTOYHO KOCHYTbCA MOJS, B KOTOPOM OH PACMOIOXKEH:
nepekatyaTeNb HaYHET CBETUTLCA ApYe, YEM B COCTOAHNM
N0 YMONYaHUIO (HEAKTUBHOM).
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Y aamuHuctpatopa MY ectb BO3MOXHOCTb 3anyCTUTb
Ofysipovcine yTuanty CSD Tool, ans storo:
Aspopa 5.1 OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KacCaHMeMm
Mpowssopurens 3HaykKa @ Ha DKpaHe NPUNOKEHUI;
Fplus @
Hssamismpoacrs KOCHYTbcA nyHKTa «Ob6  ycTpoicTee» B
RG70F noapasaene «MHpopmaunay;
IMEI
e oniton o KocHyTbcA nona «Cbopka» 5 pa3 (PucyHok 42), 8
353358860686182 pe3ynbTaTe 3anyctutcs ytuamta CSD Tool.
S NMPUMEYAHUE. OnucaHne pabotbl ¢ ytuamtom CSD
RDOOR570EPF0035309
. Tool npuBeaeHO B COOTBETCTBYHOLWMX AOKYMEHTAX
5.1.5.105(ne)rponaenoscx- © npeanpuATMA-pa3paboTyMKka, KOTOpble MNpeaHa3HaYeHb
Kamyatckui
. ana MCMO/Ib30BaHMA npon3BoOANTENAMMN MY n
Aurora-TEE 11.9-11.16.omp, aBTOPM30BaHHbIMM CepBUCHbIMM LEeHTPamm
Extra content 0.8.0-1.1.30.omp,
docviewer 0.2.2-1.1.16.0mp npon3soanTend.
MO npoussoguTens
ApanTauus ycTpoiicTea

PucyHok 42

1.4.5. NMonb3oBaTeNbCKOE XPAHUAMULLE KAtOYEN

[MoNb30BaTENBLCKOE XPAHUAMLLE KIOYEN NpelHa3HaAYeHO ANA XPAHEHUA KAOYEN U
cepTUPMKATOB, MPM STOM OrpaHMYEHME A0CTYNa K XpaHUAKLLY obecneynBaeTca LWTaTHbIMK
cpeactsamum OC ABpopa (pa3aen 4).

NMPUMEYAHUE. Monb3oBaTeNbCKOE XPAHWAMULLE KAOYEN CO343ETCA ANA KaXKAoM
YYETHOM 3aMnCK poaen n HaxoauTca B nanke SHOME/.softhsm

Co34aHne NoIb30BaTe/IbCKOrO XPaHUAMLA KAKOYEN OCYLLECTBAAETCA B CAEAYOLLIMNX
Cnyyaax:

nepsoe BKAtOYeHMe MY B pexkmme aMUHUCTPATOopPa;
CO34aHMe y4eTHOW 3anmcu nosb3osaTensa (n 1.2.1) ¢ nomoublo cepBMca user-
managerd, npu aTom ckpunT initialize-user-keystore.sh xpaHuTtca B nanke create.d.

1.4.6. AreHT nonb30BaTeNs

AreHT nonb3osatens (User Agent) — wuaeHTMduKaTop Opaysepa, KOTOPbIN
nepenaeTca B 3aro/ioBke http-3anpoca K cepsepy, OTBET CepBepa MOMKET 3aBUCETb OT
NAHHOTO NAEHTUDMKATOPA, N MOMKET ObITb 3aaH:

1)lo ymonuaHuto B MHTepdelce, onncaHnme KOTOporo NpuBeaeHO B [OKyMeHTe
«PykoBoacTeo nonb3osatensa» AAMI.10034-02 90 01;

2)C nomoulbto paiiia ua- update.json , KOTOpPbIN:

umeer nona hostname u  useragent u nyts  /home/defaultuser
/.local/share/org.sailfishos/browser/.mozilla/ua-update.json;
onpeaenseT areHT Nosb3oBaTeNa A48 OTAE/bHbIX CAUTOB.



PucyHok 47

MpuHTEpDI

Mow npuHTepbI

HP Color Laser 150

Ynanutb

PucyHok 48
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Ons  nepeMmeHOBaHWA MpPUHTEPa Heobxoaumo
BbIMONHUTbL CeayoLlne AeNCTBUS:
Ha CTpaHuue «MpUHTEpPbI» BbIOpaTh
HEeobXoANMMbIN NPUHTEP, KOCHYBLLMCH Ero;
Ha OTKPbIBLIENCA CTPaHMLE BBECTM HOBOE WMS
npuHTepa (PucyHok 47);

KOCHYTbCA 3HaykKa ANA  NoATBEPKAEHMA

NEeNCTBMA, B pe3ynbTate NpuHTEp DyaeT nepenmmeHOoBaH.
[ns ynaneHua npuHTEpa M3 CNMCKa Heobxoaumo
BbIMO/HUTbL CeayoLlne AeNCTBUS:

Ha  CcTpaHuue  «lIpUHTEpPbI»  KOCHYTbCA U
yaepKMBaTb Ha3BaHMeE NPUHTEPA, KOTOPbLIN HEODXOAMMO
YOANUTb;

B KOHTEKCTHOM  MEHK  KOCHYTbCA  MyHKTa
«Ypanutb» (PucyHok 48) nnbo OTKPbITb MPUHTEP U B
MPaBOM  BEPXHEM  Yr/y  KOCHYTbCA  3HauKa
(PucyHoK 47);

Ha OTKPbIBLIENCA CTPAHMLE KOCHYTbCA KHOMKM
«YnanuTe» ANA NOATBEPKAEHMA onepaumm NMHBO KHOMKK
«OTMEHUTbL» ANA OTMEHbI onepaunmn (PrucyHok 49).

| OTMeHUTb Ynanutb

Ynanutb npuHTep?

Bbl AeCTBUTENBHO XOTUTE YAANUTb
npuHTep HP Color Laser 150?

PucyHok 49
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1.5.2. cnonb3oBaHue VPN-coegmHeHMA

VPN — 3awmuieHHaa ceTb, NpeaoCTaBAAalOWana BO3MOMXKHOCTb YCTaHABAMBATb
3aWNPPOBaAHHOE coeaMHEeHMEe C yaaNeHHbIMM cepBepamm Beb-caiToB B ceTu VHTepHeT.
Mpn NOAKNIOYEHUN K yAaNEeHHOMY CepBepy NoAb30oBaTeNb nosyyaeT IP-aapec B pernoxe,
rAe pacnosiaraeTca AaHHbIN cepBep.

B oTnnume oT npokcu-cepsepa, VPN BHayane BbINOAHAET MOAKAOYEHUE K CETH,
KoTopas 3aTeM obecrneynBaeT coeMHeHNe C TpebyeMbiM CEPBEPOM HAMPAMYHO, MPKU 3TOM
WNdpoBaHME [AaHHbIX MO3BOAAET 3alUMTUTb MAPOAM U WHYKD KOHOMAEHUMANbHYHO
MHGOPMaLMIO OT yrpo3 He30nacHOCTM.

BHUMAHUE! Ona otobpaxkeHus noaaeprKnBaembix
| [No6asutb VPN
VPN-nnarnHoB B nyHKTE meHto «VPN» noapasaena
«YnpassieHue COeaMHEHNAMM» HeobxoaMmMo
AOMOJIHNTE/IbHO YCTaHOBUTL CTOPOHHMe VPN-peleHuna, He
ABnAaroLLmeca sctpoeHHbIMM B OC ABpopa.
B cayyae oTcytctBMA  nogdepxkmBaembix  VPN-
VPN-nposaiiaepbl He NNarMHOB Ha 3KkpaHe MY oTobpasnTca COOTBETCTBYOLLEE
yCTaHOB/IEHbI. ysegomneHue (PucyHok 50).
PucyHok 50

1.5.3. 3apanne URL-aapeca

MPUMEYAHUA:

v NMoapobHoe onucaHne HacTpoku cetv WLAN npuBefeHO B AOKYMeHTe
«PykoBoacTeo nonb3osatensa» AAMI.10034-02 90 01;

v 3apaHune URL-agpeca ana cepsepa MPOBepKM cetu MHTepHeT, a Takke NTP-
cepBepa, byaeT NPMMEHEHO KO BCEM YYETHbIM 3aNUCAM, CO34aHHbIM Ha MY.

Ona 3apaHua URL-agpeca ans cepsBepa MNpPoOBEpKM HeobXoAMMO BbIMOAHUTb
cneayowme AencTBms:

OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KacaHMeM 3HayKa @ Ha JKpaHe
NPUNOXKEHUN (cMm. PucyHoK 1);

KOCHYTbCA MNyHKTa MeHto  «WLAN» T B nogpasgene «YnpasneHue
COeAUHEHNAMMY;
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KOCHYTbCA Nons «PaclumMpeHHble HaCTPonKM» (PncyHok 51);
Ha OTKPbIBLIENCA CTPAHMLLE 3aN0NHUTL HeobXoAMMble Nons B nogpasaene « URL-
agpeca cny>bbl» Ana npoBepkun AocTyna K ceTn MIHTepHeT (PucyHoK 52).

I WLAN | PaclunpeHHble HacTpoku
R570E
. Wms ycTpoiicTsa
PaCLlMpeHHbIe HaCTpoukun @ Wms yeTpoiicTea, oTobpaxaeMoe y Apyrux
YCTPOWCTB B /IOKanbHOM1 CeTH
WLAN no6anbHblit Nnpokcu-cepeep
= o
WLAN = #  [nobanbHblil NPOKCU-cepBep
WcnonbayeTtcs ans Bcex CoeauHeHWi
(WLAN, Mo6unbHbIX 1 Ap.)
nOIJKmOHeHMe \-Iepe3 QR @ nepeonpeaenseT uHausMayanbHbie
HaCTPOWKM.
KoHdurypaums npokcu-cepeepos
[No6asutb ceTb @ HeT npokcu-cepsepos
(i URL-agpeca cnyx6bl
Mouck cetent @
http://ipv4.omprussia.ru/return_204
Cratyc URL-appeca IPv4
Mpunoxexus moryT ucnonssosartb atot URL-agpec,
4TO6bI NPOBEPUTD, OTKPBIT 1N AN15 YCTPOWCTBA
AOCTYynN K cetn MHTEpMeT. Ecnu He 3anonHeHo,
CGPaCbIEaeTC‘R B 3Ha4YeHue No yMONYaHuio
Hanpumep, 0.pool.ntp.org,1.pool.ntp.org
Imo6anbHblie NTP-cepeepbi
Cnucok nonxeH 6biTb OTCOPTUPOBAH B Nopsake
npeanoYyTeHus U pasaeneH 3anaTbiMu
PucyHok 51 PucyHok 52

1.5.4. PaclumMpeHHble HAaCTPOMKM reonoKaumm

MPUMEYAHUE. OnucaHrve HACTPOWKM reosiokaumm npuBeAeHO B [AOKYMEHTe
«PykoBoacTBo nosibzosatena» AAMI.10034-02 90 01.

[lnAa  HaCTPOMKM reoNoKaumMm BbICOKOM TOYHOCTM HEOoBXOAMMO  BbIMOAHUTb
cnepyouime oencTBus:

OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KacaHMemM 3HayKa @ Ha JKpaHe
NPUNOXKEHUN (cMm. PucyHok 1);

KOCHYTbCA MyHKTA MeHto «[eosiokauma» B noapasaene «YnpasiaeHue
COEAUHEHUAMMY;

aKTMBMPOBaTb Mepekatodatens «lfeonokauma» (PucyHok 53) ana paspeleHus
MT1, yctaHoB/IeHHbIM Ha MY, pacno3HaBaTb Ha KapTe reonokaumm MY;

aKTMBMPOBATb  MepekaYvaTend «leonoakuma  BbICOKOWM  TOYHOCTU»  AAA
NOBbILWEHMA TOYHOCTN onpeseneHna reoIoKaLMmM C UCNONb30BaHMEM CEeTEBbIX CEPBUCOB;

KOCHYTbCA KHOMKK «PacluMpeHHble HAaCTPOMKM» ANA Nepexona K paclMpeHHbIm
HacTpoMKam reonokaumm (PucyHok 53);

Ha OTKPbIBLIENCA CTPaHMLUE KOCHYTbCA nepekatodatend «CnyTHMKOBaA
HaBurauma» (PucyHoK 54) Ons yBeNMYEHMA TOYHOCTM ONpeaeneHns reosoKaumm Ha
OTKPbITOM MECTHOCTY;
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2. BbINO/JIHEHWE NMPOIPAMMBDI

AommnHucTpaTopy MY A0CTynHbI cieaytolime BO3MOXKHOCTH:
HacTpolka obHoBneHun OC ABpopa (noapasaen 2.1);
cbpoc HacTpoek MY (noapasaen 2.2);

YyCTaHOBKa 1 yaaneHune ctopoHHero MO (noapasaen 2.3);
TOHKaA HacTpoWnKa (noapasaen 2.4);
noaAepKKa paboTbl pexkmMma KMocka (noapasaen 2.5);

2.1. Hactpoika obHoBneHui OC Aspopa

ObHoBneHne OC ABpopa OCYLLECTBAAETCA aAMMHUCTPATOPOM NI0KA/IbHO BPYYHY!IO,
nmbo yaaneHHo € Mcnonb3oBaHMem [MpuKknaaHOro NnporpammHoro obecneveHmns «ABpopa
LenTp» (MNO).

MPUMEYAHUE. Ona nonyvyeHma uHbopmaumm no obHosneHuto OC ABpopa C
ncnonbzosaHmem MMO cneayet 06paTUTbCA K COOTBETCTBYIOLWEN AOKYMeHTauum Ha M0,
pa3melleHHOM Ha Beb-canTe: https://auroraos.ru/documentation/.

Ona HacTponkn obHoBneHMn OC HeobxoaMmo
BbIMOMIHWTb C/leAytoLLmMe AeNCTBUA:
OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KaCaHMeMm

| OTMeHUTbL ’

‘V'Mﬂ nonb3oBaTena

3Ha4kKa @ Ha DKpaHe NpuaoXeHun (cm. PucyHok 1);
Mapons @ KOCHYTbCA MNyHKTa MmeHto «O6bHoBneHua OC

ABpopa» 4 noapasgene «Cuctema», B pesy/bTaTte
0TOOPA3nNTCA CTPAHMLA C HAaCTPOMKaMM OOHOBIEHNS;
KOCHYTbCA nepekntoyaTend «BKNOUYUTL
3almileHHble obHoBneHMA» (PucyHokK 60);
BHUMAHMUE! ina nonyyeHma MmeHm Nonb30BaTeNA U
napona HeobxoAMMO 0DPaATUTLCA Ha INEKTPOHHYIO NMOYTY:

OomeH

English (predictive input) EN support@omp.ru.
gwertyuiop Ha OTKPbIBLIENCA CTpaHMUe 3anoNHUTb nons
asdfghijk | (PcyHOK 59) ana perncrtpaumnm AoCTyna K Peno3mTopusam;
B - <lclvibln|mB KOCHYTbCA KHOMKM «Bxoa» 419 BbIMOAHEHMA BXOAa
23 _ B0 KHOMKK «OTMEHUTbLY 19 OTMEHbI onepaLum.
PucyHok 59

PaHee ycTaHoBneHHyto Bepcuto OC ABpopa MOX¥HO OOHOBUTbL [0 TeKyLlen,
BbINOJIHMB CaAeaytowme AeNCTBUA:

o [
Ha CTPaHWLE C HaCTPOMKaMM ODHOBIEHUS KOCHYTHCA 3HAYKa ' A5 NPOBEPKM
[OCTYMNHbIX OOHOBAEHW, B pe3ynbTaTe 0TObpPasnTCa yBedoOMAEHWe: «HeT AoCTyMHbIX


mailto:support@omp.ru.
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OOHOB/IEHUMY», @ TaKXKe AaTa M Bpema nocneaHern nposepku (PucyHok 60) ainbo goctynHoe
obHoBneHue (PrcyHok 61);

| O6HosneHus OC Aspopa O6HoBneHus OC Aspopa
HeT pocTynHbix 06HOBNEHWIA

™\ [poBepuTb Hannyne o6HOBNEHUIA
MocnepHss nposepka: 9 nions 2025 B
10:25

%ﬁ TekyLas Bepcus

5.1.5.105 (MeTponasnosck-Kamyarckwit)

@ PesepBHoe KonvMpoBaHue
O6HOBNEHME CUCTEMDI HE 3aTparuBaeT
baiinbl, 0AHaKO peKoMeHayeTes
nepuvoauYecKy Co3naBaTh pe3epBHbie
Konuu

3arpyxaTb 06HOBIEHUS TONbKO

yepe3s WLAN
3arpyxaTb 06HOBNEHMS B ™\  [lpoBepuTb Hanuyme o6HOBNEHUI
N\ TocnepHss npoBepka: 18 sHeaps 2024 B 12:4
pPOyMUHre
; i TekyLias sepcus
#
BrniounTs SaLMLUICHRbIC @‘ 5.0.0.28 (MeTponasnoeck-Kamyatckuit)
06HOBNEHMS
Texywmit nomen 'sales’ @ PesepBHoe KonmpoBaHue
OB6HOBNEHUE CUCTEMBI HE 3aTparuvsaer
dainbl, ogHaKo pekoMmeHayeTcs
nepuoguyecku cospaeaTtb pesepeHbie Konuu
3arpyxaTtb 06HOBNEHUs
Tonbko yepes WLAN
PucyHok 60 PucyHok 61

NPU  HAAWMYUKM  AOCTYNMHOro OOHOBAEHMA KOCHYTbCA KHOMKKM «[loapobHee»
(cm. PrcyHOK 61) 1 Ha OTKpbIBLUEMCA CTPAHWULLE 03HAKOMUTBLCA C NoAPOOHOM MHPOoPMaLMENn
06 06bHOBNEHUM (PUCYHOK 62);

KOCHYTbCA KHOMKM «3arpy3nTb — [Pa3amep obHoBneHMA]» (cm. PucyHOK 61) anqa ero
3arpyskun. B cnydyae HeobxoAMMOCTM 3arpy3ky 0HOHOBAEHMA MOXKHO OTMEHUTb KacaHMEM
KHOMKM « OTMEHUTb 3arpy3ky» (PucyHok 63);

nocne ycnewHom 3arpy3km OOHOBAEHMA KOCHYTbCA KHOMKM «YCTAaHOBUTb
obHoBNEeHUE» (PUCYHOK 64);

Ha OTKPbIBLUENCA CTPaHMULE KOCHYTbCA KHOMKN «YCTaHOBUTbLY (PMcyHOK 65), nocne
yero MY aBTOMaTMYeCKMN DyaeT nepesarpyeHo, Moo KHoNKM «OTMEHUTb» AN OTMEHbI
onepauun.

MPUMEYAHUE. B 3aBMCMMOCTM OT KOHCTPYKTMBHbIX ocobeHHocTer MY nocne
YCTaHOBKM OOHOBNEHMA BO3MOXKHA ABOMHAA nepesarpyska MY.
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2.3.1. YcTtaHoBKa ¢ nomoulbto QR-koaa

| YcTtaHoBKa npunoxenuin yepes QR

PucyHoK 68

YcTaHoBKa npunoxeHuin yepes QR

YcTaHoBka...

PncyHok 69

[na yctaHoBkM ctopoHHero 10 ¢ nomouwbto QR-koaa
HeobXoAMMO BbIMONHNUTL CAeaytolwme AeNCTBUA:
OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KacaHuem

3Ha4kKa @ Ha JKpaHe NpuaoxKeHunin (cm. PrucyHok 1);

KOCHYTbCA MyHKTa MeHt0 «YCTaHOBUTb No QR» £~ 8
noapasgene «Cucremar;

Ha OTKPbIBLIENCA CTpaHMLEe HeobOXOAMMO HaBecTU
Kamepy MY Ha QR-kog (PucyHok 68), B pesynbraTte
3aMnyCcT1TCA NpoLecc YCTaHOoBKM (PrcyHoK 69);

N0XAaTbCA 3aBeplIeHMA npouecca YCTaHOBKM A0
oTobparkeHMA Ha 3KpaHe MY  COOTBETCTBYOLLETO
yBegomneHus (PucyHok 70).

YcTaHoBka npunoxenuii yepes QR

YcTaHoBKa 3aBeplueHa

PucyHok 70
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B cnyyae cKkaHMpoBaHMA HekoppekTHoro QR-koaa Ha
aKpaHe MY oTobpa3nTca COOTBETCTBYIOLLEE YBEAOMIEHME
(PucyHok 71).

YcTaHoBKa npunoxeHuii yepes QR

Owwubka 3arpysku

PucyHok 71

2.3.2. YcTaHoBKa ¢ nomoubto MIM «Dannbi»

B OC ABpopa npeaycMoTpeHa BO3MOXHOCTb YCTaHOBKW CTOpoHHero 10, KoTopas
OCYLLLeCTBAAETCA NOCPeACTBOM YCTaHOBOYHOTO dalina B dopmate .rpm.
[na yctaHoBKkM MIT Heob6x0AMMO BbINOHUTL CAeaytoLine AeNCTBUA:

OTKPbITb MM «®aiifbl», KOCHYBLWIMCb 3Ha4YKa Lt Ha IJKpaHe MNPUIOKEHUI
(cm. PucyHok 1);
BblIbpaTb HeobxoaMmbln dan B dopmaTe .rpm KacaHMem COOTBETCTBYHOLLEN
CTPOKM.
MPUMEYAHMUE. YcTaHOBOUHbIN dalin cneayeT npeaBapuTeNbHO CKonMpoBaTb Ha MY
B nanky «Downloads» ¢ nomouwpbto USB-Kkabenda, BbibpaB pexunm «lpoToKon nepesaymu
mynsTumeana (MTP)» (cm. PucyHok 33);



PucyHoK 72
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B OTKPbLIBLIEMCA OKHE  KOCHYTbCA  KHOMKM

«YcTaHoBUTb» (PUCYHOK 72).
B 3aBUCMMOCTM OT NOAMNNUCK UCTOUYHMKAE (nn. 4.4.1.3)

aAMUHUCTPATOPY MOTYT ObITb AOCTYMHbI:

NPOCMOTP  YBEAOMJEHMA O  pe3yabTaTax
yCTaHOBKM nognuncaHHoro M1 (nn. 2.3.2.1);

BO3MOHOCTb [00aBNeHMA UCTOYHMKA B CMMUCOK
[OoBepeHHbIx (nn. 2.3.2.2);

BO3MOMHOCTb YCTaHOBKM HenoanucaHHoro MII
(nn. 2.3.2.3).

2.3.2.1. YcTtaHoBKa nognucaHHoro Mrl

B pe3ynbTaTe ycTaHOBKKM nognmcaHHoro Ml otobpasnTtcs:
COOTBETCTBYlOLLEE yBegoMAeHMe (PUcyHOK 73, PucyHoK 74) Ha akpaHe MY;
3HAYOK yCcTaHOBAeHHOro Ml Ha JKpaHe NPUAOKEHWNN.

PucyHok 73

PucyHoK 74


https://confluence.omprussia.ru/x/sw9EDQ
https://confluence.omprussia.ru/x/sw9EDQ
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2.3.3. YnaneHue ctopoHHero Ml

Nns ynaneHua paHee ycTaHoBAeHHOro Ha MY ctopoHHero MM Heobxoammo
BbINO/IHWUTL CAeaytolme AeNCTBUSA:
OTKPbITb IKPaH NPUAOKEHUI, NpoBeas No JlomalHeMy 3KpaHy CHU3Y BBEPX;

KOCHYTbCA N yaepxmBaTb 3Ha40oK MIT 40 noAaB/ieHNA 3HaYKa . (PucyHok 77);

KOCHYTbCA 3Ha4Ka .
MPUMEYAHUE. B npouecce yaaneHma oTobpasuTca TaMep OTMEHbl AeNCTBUS,
KaCcaHWe KOTOpPOro No3BOAET OCTAHOBWUTb MPOLLEeCC yaaneHuns (PucyHok 78).

S00 @

TenepoH CoobuieHus Bpaysep Kamepa

00008

KaneHnapb Mouta [LokyMeHTbI Terminal

+- fe
PDF =) @

Momows  Mpocmotp PDF Kanbkynsatop  KoHTakTbl

80088

XKypHan ®aiinbl Fanepes Myabika

0aoeae

3ameTkun AvkTopoH Morona Hactpoiiku

0o

Yacbl fiupexc

PucyHok 77 PucyHok 78

2.4. TOHKasA HacCTpOMKa

BHUMAHUE! AamumHucTpaTopy Heobxoammo ncnonb3osaTe MM «Terminal» Tonbko
[N OCYLLLECTBNEHUA AENCTBUM NO TOHKOM HacTponke MY B COOTBETCTBMWU C HACTOALLMM
nokymeHTom. Ncnonb3osaHmne MM «Terminal» ana apyrux uenen 3AMPELLIAETCA.

TOHKaA HaCTpoMKa npeaHa3HavyeHa A8 BbINOAHEHWA CEPBUCHbLIX Onepauum,
HeAOCTYNHbIX M3 rpaduyeckoro uHTepdeiica (Hanpumep, HACTPOMKa npaB A0CTyna,
McnpasaeHne KOHPUrypaunmoHHbIX Gpanaos 1 T.4.).

MM «Terminal» ABNAeTCA MHCTPYMEHTOM NPeaoCTaBAEHMA AOCTyNa K KOMaHAHOM
CTPOKe, r4e UMetoTCA Ceaytolime BO3SMOXHOCTH:

BbIBO/A, MOTOKA AaHHbIX, @ TaKXe AMArHOCTUYECKMX M OTNaA0UHbIX COObLLEHNI B
TEKCTOBOM BMAE;
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BbIMO/IHEHME CEPBUCHbIX AEUCTBUI M BONee TOHKOW HacTporkm MY (B T.4. C

| AOMUHWUCTPUPOBaHUE

#  BkoYMTb TEPMUHAN

3a.qan> naposib Cynepnonb3oBatens

CreHepupoBaTb CoxpaHuTb

OuncTka Nonb3oBaTeNbCKUX AaHHbIX
YkaxuTe, kakve nanku nonbsosarens 6yayT
nepuoanYeckn ouunLIaTbes, U 3apanTe
WHTEpBan O4UCTKN

Crncok paspeLLéHHbIX MPUIoXKEHUI
Bbi6epuTe NpunoxeHus, Kotopble 6yayT
AOCTYNHbl BCEM MOJsib30BaTeNAM

ABTO3anycK NpUNoXeHuin

BbibepuTe, Kakne NpUNoXeHUs [OMKHbI
3anycKaTbCsi aBTOMaTUHECKU NPU KaXaoM
BXo[e nonb3osaTena B CUCTEMY

PaspelueHus npunoxeHuin
ﬂpMHﬂTb paspeLieHns NpuioxeHusa onga scex
nonbaoaaTeneﬁ, aKTUBHbIX B ﬂaHHbIVI MOMEHT

PucyHok 79

| AAMUHUCTPUPOBaHKE

BkntounTb TEPMUHAN

see @

Maponb cynepnonb3osatens

CreHepupoBaTh CoxpaHWUTb

OuncTKa NOSb30BATENbCKUX JAaHHbIX
YkaxuTe, Kakue nanku nonbaosarens oyayTt
nepuoavuyecki ONMLLATLCA, U 3afanTe
WMHTEpBasn OYUCTKH

Cnu1cok paspeLléHHbIX MPUNOXEHWH
BbibepuTe NpunoxeHus, kotopbie 6yayT

AOCTYMNHbI BCEM NONb30BaTeNsM

ABTO3aMNYCK NPUNOXEHWH

EN
gwertyuiop
asdfghj kI

A zZ x ¢c Vb nm <

PucyHok 80

NCrnonb3oBaHMEM MPaB Cynepnon b3OBaTeﬂFI).

NMPUMEYAHUE. Mo ymonyaHuto MI «Terminal» He
oTobparkaeTca Ha dKpaHe NPUNOKEHNIN (cM. PucyHoK 1).
Ons  poctyna K MM «Terminal» Heobxoammo
BbINO/IHUTbL CAeaytoLine AeNCTBUA:
OTKPbITb MEHK CUCTEMHbIX HACTPOEK KacaHMem

3Ha4yKa @ Ha DKpaHe NPUIOKEHNIN (CM. PUcyHOK 1);

KOCHYTbCA MYyHKTa MEHIO

«AOMUHUCTPUPOBAHMEN & B noAgpasaene «Cnucreman;

Ha  OTKPbIBLIEMCA  CTPaHWLE  aKTMBMPOBATb
nepekntoYaTenb «BKAOUYMTL TepmuHan» (PucyHok 79) ana
oTobparkeHna MI Ha IKpaHe NPUNOKEHUN;

KOCHYTbCA NONA BBOAA M BBECTU XKeNAEMbIA MAPO/ib
Mbo KHonku «CreHepupoBaTb» A4 NOAYYEHUs Mapons,
CreHepMPOBAHHOIO C/y4aHbIM 06pa3om, KOTOpbIM B
nanbHenwem byaeT MCNONb30BaTbCA A41A NOAyYeHMA Npas
cyrnepno/sib3oBaTenA.

NMPUMEYAHUE. Heobxoammo 3anOMHUTL 33aaHHbIM

naponb;

KOCHYTbCA KHOMKM «CoxpaHnTb» (PucyHok 80);

noATBEPAUTb AENCTBME BBOAOM TEKyLLEro naposd
(cm. PucyHok 4).

NMPUMENAHUE. MM «Terminal»
aIMMHMCTPATOPY.

AOOCTYMHO TOJ1bKO
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I Monbsosatens 1
PaspelueHHbix npunoxexuit: 0

#  BkniounTb 6enblit cnncok
Yepes 6eiblii CIMCOK MOXHO HAaCTPOUTD
nepeYeHb paspelleHHbIX Ana nonbsoearens
MPUIOXKEHUA

PucyHok 84 PncyHok 85

B OTKpbiBWeMcs cnucke MIT  BbibpaTb Heobxoammble MIT  KacaHuem
COOTBETCTBYHOLWMX NepekatoyaTene nnbo BbibpaTb Bce MI KacaHMeM KHOMKKM «PaspelnTb
Bce» (PucyHok 86), B pe3ynbTaTe o0TOOpPa3nTCA COOTBETCTBYOLLEE YBEAOMIEHUE
(PcyHok 87) 1 Ha cTpaHuue «[Mmsa yyeTHOM 3anmcu]» cTaTyc 6en0ro cnmcka y y4yeTHoOM
3aNMCK M3MeHUTCA Ha «[KonmyecTBO paspelleHHbix MIM]» ¢ oTobparkeHnem 3HaAYKOoB
pa3peweHHbix M (PrucyHok 89).



PucyHok 86

PncyHok 88
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| Monbsosatens 1
PaspelueHHbIx npunoxexuii: 20

BkniounTtb 6enbiit cnmcok

Yepes 6enblii CIMCOK MOXHO HAaCTPOUTb
nepeyeHb paspelleHHbIX AN nonb3osartens
NPUNOXEHUN

Pazpeluntb BCe 3anpeTuTb BCe

TenedoH

CoobuieHus
Bpaysep
@ Kamepa
@ KoHTakTbI
lanepes

HacTtpoiku

D Momoup

Bce npunoxeHusi paspelueHsl

D Dansiol
PucyHok 87

Ona 3anpeta Ha mcnonb3oBaHue MIT ans yyeTHoOM
3anMcn  HeobxoAMMO Ha CcTpaHuue «[MmAa  y4eTHOM
3aNMCU]»  KOCHYTbCA  KHOMKWM  «3anpeTuTb BCeE», B
pe3ynbTaTe 0ToOPA3NTCA COOTBETCTBYIOLLEE YBEAOMAEHME
(PncyHok 88).
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2.5.2. KonupoBaHue nointnkm paboTtbl ¢ M

MPUMEYAHUE. OyHKUMA KONMPOBAHMA NOAUTUKM paboTbl ¢ MIT TakKe A0CTynHa
NNs aBToOMaTh4eckoro 3anycka MI (n. 2.5.3).

[lna Toro, 4Tobbl CKONMPOBATbL NONUTMKY OAHOM YYETHOM 3aNUCKU U NPUMEHUTL ee K
NPYTUM YYETHBIM 3aMMCcAM, HEODBXOAMMO BbINMONAHUTL CieaytoLine AeNCTBUA:

Ha cTpaHuue «CrnMCOK paspeLlleHHbIX MPUAOKEHUN» KOCHYTbCA 3HauKa .
(PucyHok 89), B pe3ynbTaTe MNoOAMTMKA OyaeT  cKonupoBaHa M OTobpasmTca
cooTBeTcTByloLWee yBegomneHmne (PucyHok 90);

I CnncoK paspeLléHHbIX NPUMIOXEHUM | Cnucok pa3peLléHHbIX NPUIOXEHUN
Bnapeney yctpoitcTea Bnapeneu yctpoiicTea i
Benbiii cnucok: Beiknoyer Benbiii cnucok: Beikoyen
Monb3osaTtens 1 @ Monb3osatens 1 [ﬁ
Benbiii cnucok: 9 npunoXxeHunit Benbiii cnucok: 9 npunoxeHui
S0 2000 S0EEE 0000
Monb3oBatens 2 Monb3osaTtenn 2 &
Benbiit cnucok: Boiknouex Benbiii cnucok: Beiknouex
Monbsosatens 3 Monbsosatens 3 *
Benbiii cnucok: BoikmoveH Benbiii cnucok: BoikmoueH

Monutuka CKonupoBaHa
\4 X
MpuMeHuTb OTMEHUTb
PncyHok 89 PucyHok 90

BblIbpaTb HeobxoAMMble  y4yeTHble 3anMCKM  KacaHMeM  COOTBETCTBYHOLLMX
nepekntoyatenei (PucyHok 91);

KOCHYTbCA KHOMKMK «[TpumeHuTb» (PUcyHOK 91) Ana npumeHeHuAa NoAUTUKKM Inbo
KHOMKM « OTMEHUTb» AN OTMEHbI OnepaLmm, B pesybTaTe 0To6pa3nTca COOTBETCTBYOLLEE
yBegomneHune (PUCyHOK 92), 1 y y4eTHbIX 3anucei ctatyc 6en10ro cnmcka M3MeHUTCs Ha
«[KonunyecTtBo paspewleHHbix MM]» (PucyHok 92).
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CnncoK paspeLuéHHbIX MPUIOXKEHUI
Bnapeneu ycunoicTea &
Benbiii cnivcok: BeikniovueH
Monb3osaTtens 1 @
Benbiit cnMcok: 4 NPUAOXKEHUs
(@] o]
Monb3oBaTtens 2
Benbiii cnucok: BoikioveH
Monb3sosatensb 3 i
Benbiii cnvcok: BeiknioueH

MpumMeHuTb OTMeHuTb

PucyHok 91 PncyHok 92

2.5.3. ABTOMaTmyeckmin 3anyck MIT

[Ona BKAOYEHMA aBTOMATMYeCcKOoro 3anycka MI1 npu Kaxkgaom BKAtoYeHun MY
HeobxoAMMO BbIMOMHWUTL Caeaytolme AeNCTBUA:

OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KacaHMemM 3HayKa @ Ha JKpaHe
NPUNOXKEHUM (cM. PucyHoK 1);

KOCHYTbCA NMYHKTa MeH0 «AAMUHUCTPUPOBAHME Y & B noapasaene «Cucreman;

Ha OTKPbIBLIEWCA CTPAHMLLE KOCHYTbCA MYHKTA MEHI0 «ABTO3amnyCK NPUAOKEHNN»
(cm. PucyHOK 79) ans oToOpaskeHWAa CMNMCKa C  YYETHbIMM  3aMUCAMM U CTaTyCOM
aBTOMATMYeCKOro 3anycka M.

NPUMEYAHMUE. Mo ymonyaHmio aBTomaTn4eckmin 3anyck MI1 BbIK/IOYEH;

KOCHYTbCA NMyHKTa C HeobX0AMMOM y4eTHOM 3anuncbto (PrucyHok 93);

Ha cTpaHuue «[ma y4eTHOM 3anncK]» akTMBMPOBATb NepeKkatoYaTenb « BKAYnTb
aBTO3anyck» (PucyHoK 94) ans otobpaxkeHua cnncka Mrl;
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PucyHok 93 PucyHok 94

B OTKPbIBLUEMCA CNNCKe BbIOpaTb Heobxoammble MIT KacaHMem COOTBETCTBYOLLMX
nepekntodaTenen (PucyHok 95), B pesyabTaTe Ha CTpaHuLe «[Mma y4eTHOM 3anmcun]» cTaTyc
aBTOMaTM4yeckoro 3anycka MI um3meHnTcs Ha «ABTO3anyck [Konunuyectso MI]» ¢

oTobpakeHMem 3Ha4YKoB AaHHbIX M1 (P1cyHOK 96).
[ns BbIKAOYEHMA aBTOMATU4YeCKOoro 3anycka Ml HeobxoAMMO [eaKTMBMPOBATb

nepekntoyaTesnb «BKAOUYMTL aBTO3anyck» (PucyHok 95).

PncyHok 95 PucyHok 96



2.5.4. [loctyn K MT1

PucyHok 97

MpunoxeHus

Bbi6epuTte npunoxexue, paspeLueHns
KOTOPOro 6yayT NPUHATHLI ANs BCEX
nonb3oBaTesnieil YCTPOCTBa, aKTUBHBIX B
[aHHbI MOMEHT. B aTOM cny4ae npunoxexue
6ynet oTMeyeHo kak «IpuHsSTO».
Mpunoxexus, paspeLLeHns KOTOPbIX MPUHSATbI
He AN BCEeX aKTUBHbIX B laHHbIA MOMEHT
nonb3oarenei, 6yayT oTMeyeHbl kak «He
MPUHATO».

MpuHATbL BCe paspelueHns
MpocMoTtp PDF He npuHat
XKypHan He npuHat
Moroga He npuHar
Yacbl He npuHsT
CoobuweHnus lNpuHaTo
Bpaysep He npuHst
Qaiinbl He npuHaT

3ameTku He npuHaT

PncyHok 98
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Mpn nepBom 3anycke HekoTopbix MI1 oTobparkaeTca
OKHO C nepeyHem Tpebyembix paspelleHunit Ha A0CTyn K
[aHHbIM Nob30BaTeNA, XpaHAaLwmMxca Ha MY (PucyHok 97).

Ona npuHATUA paspewieHnin MM ons BCex akKTUBHbIX
YYETHbIX 3anucert HeobxoAMMO BbIMOAHUTL CAeaytoLlme
NENCTBUA:

OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KacaHWem

3HayKa @ Ha dKpaHe NPUIOKEHNIN (CM. PUcyHOK 1);

KOCHYTbCA MYyHKTa MEHHIO

«AOMUHNCTPUPOBAHMEY & B noapasaene «Cucreman;

Ha OTKPbIBLWIENCA CTPaHMLE KOCHYTbCA MyHKTa
«Pa3pelweHna npunoxeHun» (cm. PucyHok 79) ana
oTobparkeHma cnucka MI;

KOCHYTbCA nona ¢ Heobxoamumbim MIT co cTaTycom
«He npuHaTo» (PrcyHoK 98);

KOCHYTbCA KHOMKM «loaTeepanTb» ans
NOATBEPKAEHMA onepaummn 1Mb0O KHOMKN « OTMEHUTbY» ANA
OTMeHbI (PucyHOK 99), B pe3yabTaTe paspelleHma JaHHOro
MM 6yayT NPUHATLI Y BCEX aKTUBHbIX YYETHbIX 3anucei u
CTaTyC U3IMEHUTCA Ha «[TPUHATOX.

I OTMeHUTb MopaTeepauUTb |

MpocmoTtp PDF

Hacroswwm peiicteuem Bol npuHumMaeTe
paspeLueHns BbIGPaHHOro NPUNoXeHus ans
BCEX Nnosib3oBaTene yCTPOUCTBa, aKTUBHbIX B
OaHHbIA MOMEHT. OTMEHUTb USMEeHeHUa
MOXHO 6yaeT, ToNbKo yaanue BbibpaHHoe
npunoxexHve. XoTure NpoaoIXUTL?

PncyHok 99
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Onsa npuHATMA paspeweHnin Bcex MIT HeobXxoAMMO BbINOAHUTL CAeayroLme
NencTems:
Ha cTpaHuue «[1pUNOXKEHMA» KOCHYTbCA KHOMKM «[TpUMHATb BCE paspelleHnar»
(cm. PucyHok 98);
KOCHYTbCA KHOMKK «[ToATBEPAUTL» ANA NOATBEPKAEHMA onepaLmm 1MB0 KHOMKM
«OTMeHUTb» AnAa oTmeHbl (PucyHok 100), B pesynbTaTe paspelleHna Bcex MI byayT
NPUHATbI N CTATyC U3MeHNTCA Ha «[MpuHaTo» (PucyHok 101).

OTMEHUTL MoaTsepanTb |

Bce npunoxeHus

Bbl cobupaetech NpeaocTaBUTh BCEM
aKTUBHbIM MO/Ib30BATENAM YCTPOUCTBA
paspelLUeHus Ans BCeX YCTaHOBNEHHbIX
npunoxexuii. B 6yayuiem Bbl He cMoxeTe
0TO3BaTh Pa3peLUeHus, KPOMe Kak nyTem
yaaneHusi NpunoXxeHuit. Bol ysepeHbl, 4To
XOTUTE NPOAONXKUTL?

PucyHok 100 PucyHok 101
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3. CPEACTBA PA3SPABOTHUKA

BHUMAHUE! 3anpeuwaetrca akTMBauma pexuma pas3pabotymka Ha MY,
byHKUMoHMpytoulem nopa ynpasneHnem OC ABpopa B CepTUOMLMPOBAHHOM BEpCUMU U
npeAHa3Ha4YeHHOM [A1Aa Wcnonb3oBaHMA B MC, aTTecToBaHHbIXx MO0 TpeboBaHMAM
obecneyeHma 6e30MacHOCTM B COOTBETCTBMM C 3aKOHOAATENbCTBOM Poccuiickom
denepauymu.

Pexxnm paspaboTynka nNpenocTaBadeT aAMUHUCTPATOPY AOCTYN K pacliMpeHHOMyY
bYHKUMOHANY HaCTPOEK.

BHUMAHMUE! Pexxnm pa3paboTymka HEBO3MOXKHO OTKAOYMUTL NOCAE akTUBaLUMK. s
[eaKTMBaUMM pexrmma paspaboTtumka Heobxoammo cbpocnTb MY A0 3aBOACKMX HACTPOeEK
(cm. noapasgen 2.2).

3.1. AKTMBaUMA pexnma paspaboTtumka

MPUMEYAHMUE. Mepen akTMBaUMen pexmma pa3paboTyinka Heobxoanmo ybeanTbea
B HaM4mm Ha MY aoctyna K cetn MIHTepHer.

[Ons akTMBaUMM perknma pas3paboTumka HeobxoAMMO BbINOAHUTL CaeayloLlme
NencTBus:

OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KacaHMemM 3HauyKa @ Ha JKpaHe
NPUNOXKEHUM (cM. PucyHok 1);

KOCHYTbCSA MyHKTa MeHto «CpeactBa paspaboTymkar B noJpa3saene
«Cuctema;

KOCHYTbCA NepekatodaTena «Pexkum paspaboTtumka» (PrucyHok 102);

Ha OTKPbIBLUEMCA CTPaHMLLE O3HAKOMMUTBLCA C «YCNOBMAMM pa3paboTymKa» U
KOCHYTbCA KHOMKW «[oATBEpANTLY ANS NOATBEPIKAEHNA aKTUBALMM pexmMma pa3paboTymka
B0 KHOMKK « OTMEHUTL» A4 OTMEHbl onepaunm (PucyHok 103);

B C/ly4ae NPUHATMA YCNOBUIM NOATBEPANTb AEMCTBME BBOAOM TEKYLLETO Mapos
(cm. PucyHok 4).
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CpepacTBa paspaboTymnka | OTMeHUTb MoaTeepauTb
#  Pexum paspaboTuvka Ycnoeus paspabotymka
[na akTMBaLUM pexuma paspaboTunka
NEOGXODMMO nogknioYyeHue K cetn OGpaTMTE BHUMaHMue: B pe)KMMe
paapa60TW|Ka AOCTYNHbI KOMMOHEHTbI, NPy
HenpaBu/1IbHOM UCMOMb30BaHUU KOTOPBIX
MOXET 6bITb OKOHYaTENbHO noBpexaeHo
Balue ycTpoiCTBO M/unu ero cogepxmnmoe.
BknioyeHue pexuma paspaborymka MoXeT
NPUBECTY K aHHYNIMpoBaHuio Bawuen
rapaHTuu.
”pVIHﬂTVIe AaHHbIX YCHOBMﬁ npenocrtaenseT
BO3MOXHOCTb UCMOJIb30BaHNA peXuma
paspaboTyuka.
PucyHok 102 PucyHok 103

3.2. Cpencrea pa3paboTyumKa

CpeactBa pa3pabotumka OC — cneumanm3mpoBaHHble MHCTPYMEHTbI, Pecypchbl M
NpOrpammHble KOMMOHEeHTbI, npeaocTasndemsole OC 414 co3gaHna, OTAaLKN, TECTUPOBAHMUA
n onTuMm3aumm MM, a Takke ans paboTbl ¢ BHYTPEHHUMM MexaHu3mamm camoin OC. OHu
npeaHa3sHa4vyeHbl ANA YNPOLLLEHNA B3auMoaeNCcTBMA pa3paboTimKoB ¢ PYHKUMOHANIbHOCTbIO
CMCTEMbI, YNpaBNeHMA ee pecypcaMm M obecneyeHns COBMECTMMOCTM MPOrPamMMHOrO
obecneyeHms.

NMPUMEYAHUE. SSH-naposib ncnosb3yeTca ana noJsiy4eHmA npas
Cynepnosib3oBaTend.

[Onsa paboTbl co cpeacTBammn pa3paboTymka HEOOXOAMMO BbINONHUTL Caeaytolme
NEencTBus:

aKTMBMPOBATb peXkMM paspaboTtynka (cm. noapasaen 3.1);

paspewnTb BXxod Mo SSH-Napoto, KOCHYBLUWCH MNepekatodaTena «YaaneHHoe
coegnHenme» (PucyHok 104) wn noaTBepAuB  [AeNCTBME BBOAOM TEKYLWEro naposa
(cm. PucyHok 4);

3a4aTb b0 creHepmMpoBaTb NapPOo/b, KOCHYBLUMCHL NoAA «CreHepMpoBaTb», Nocae
Yero KOCHyTbCs KHOMKKU «CoxpaHuTb» (PucyHok 105) u noatBepauTh AeNCTBME BBOAOM
TekyLwero napons (cm. PUcyHok 4).

MPUMEYAHMUE. Mone yctaHoBKM Napona ana SSH n goctyna otobparkaetca TONbKO
nocne akTMBaLMK nepektodatens «YaaneHHoe coeanHeHme» (PucyHok 105);
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CeTeBble NOAKNIOYEHNA

YnanéHHoe coeguHeHune
PaspelumnTb Bxoa Yepes SSH ¢ umeHeM
nons3osatens 'defaultuser'

eccccccce @

Maponb Ans gocTyna K cynepronb3oBaresi

CreHepupoBaTb CoxpaHuTb

192 168 3 .49
= 192.168.3.49
<

ll’ 192.168.2.15
IP-agpec USB

VHCTPYMEHTBI

OTob6paxeHue 4acToTbl KaapoB
OTKNtoYEHO

CoxpaHsTb OTNaA04Hble CUMBOSIbI B
AOMaLLHIO nanky

BkniounTb BanupaLumio nakeTos

# He BbikntoyaTb 3KpaH BO BpemMs
3apsaku
MpepnoTBpaLLaTh BbIKNIOYEHUE 3KPaHa, Koraa
MOAKNIOYEHO 3apsAHOe YCTPOCTBO

PucyHok 104 PucyHok 105

HAaCTPOUTb OTOOpPaXKeHMe YacToTbl KaapoB, 3anyweHHbIX M1, KOCHYBLUUCH NOAS
«OTObOparkeHme 4actoTbl KaapoB» B noapasaene «MHCTPYMEHTbI», M Ha OTKPbIBLUENCH
CTPaHMLUe KOCHyTbCA NyHKTa «[lpocToe» nmnmbo «MogpobHoe» nMOBO KOCHYTbCA MoOAA
«OTKOYEHO» ANA OTKAYEHUA AnarHocTukm (PucyHok 106);

KOCHYTbCA COOTBETCTBYIOLWMX NepeKkatovaTenen B nogpasaene « MIHCTpPyMeHTbI»
NNA BbINONHEHWUS cneayolwmx aenctemin (cm. PucyHok 104):

Ya3pewnTb AMbO 3aNpeTUTb COXPaHeHMe OTAaA04HbIX CMMBOIOB B J0MalLHEMN
nanke;

YXKNOUYMTb MO0 OTKAOUYUTDL BaAMAALMIO NAKETOB.

MPUMEYAHUE. Ona nposepkn RPM-naketoB MIT wmcnonb3yetca BaanaaTop,
NPOBEPAOWMIA  YCTAaHOBOYHbIE MNaKeTbl Ha MNpPeaMeT COOTBETCTBMA TpeboBaHMAM,
YKa3aHHbIM Ha Beb-canTe: https://developer.auroraos.ru/doc/software_development/
guidelines/rpm_requirements. BanuaaTop 3amnyckaeTcad aBTOMATMYECKWM MpPWU YyCTaHOBKE
RPM-nakeTtoB, npu atom RPM-nakeTbl, He npouwegline Bannaaumto, He MoryT ObiTb
yCTaHoBAeHbl Ha MY, dyHKLMOHMpPYoWwem noa ynpasneHnem OC ABpopa;

nepesarpyante MY ana nepexoda B pexum fastboot, KOCHYBLIMCb KHOMKM
«Mepe3arpy3unTb B fastboot» (cm. PucyHok 104), n Ha OTKPbIBLWIENCS CTPAHMLLE KOCHYTbCA
KHOMKK «[loaTBepAMTb» ONA NOATBEPXKAEHMA onepaunm nMbo KHonkm «OTMeHUTbY ANA
oTMeHb! (PucyHok 107);

pa3pewnTb AMbo 3anpeTnTb TUXYHD YCTAHOBKY NakeToB M3 SDK, KOCHyBLIUCb
nepekntoyatena «PaspelnTb TUXYHO VYCTAaHOBKY» B noapasgene «YcraHoska [10»
(cm. PucyHok 104) 1 noatTBepaAnTb AENCTBME BBOAOM TEKYLLErO Naponsa (Cm. PucyHoK 4).



OTo6paxeHune 4acToTbl KaapoB

OTknoyeHo

MpocToe

Moppo6Hoe

MpocToit - ToNbKo KOMMNO3UTOP
Moapo6HbIi - TONBKO KOMMNO3UTOP
MpocTOoi - TONBKO NPUAOXKEHUS

Moapo6HbIi - TONbKO NPUIOXKEHMUS

PucyHok 106
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| OTMEHUTD MoaTeepantb

Mepesarpy3nTb yCTPOUCTBO
B pexum fastboot?

YCTpoiicTBO 6yAeT HeMEeIEHHO NepesarpyXeHo.

310 0O3HavaerT, YTO BCe OTKPbiTbie CeaHCbl U
BpeMeHHble faHHble 6yayT noTepsiHbl.

PucyHok 107
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4. MEXAHU3MbI BE3OIMNACHOCTH

PeannsoBaHHble B OC ABpopa o¢yHKUMM 6e30MacHOCTM MOXHO HacTPOUTb C
MOMOLLLbIO COOTBETCTBYIOLWMX MHTEPDENCOB, ONMUCaHNE KOTOPbIX MPUBEAEHO B HACTOALLEM
pasaene.

4.1. Peructpaumsa cobbiTnin 6esonacHocT (ayauT)

4.1.1. CnuctemHoe }XypHanmpoBaHue
4.1.1.1. Obuwaa nudopmaumsa

CUCTEMHOE YpPHaNMPOBaHME — CEPBUC AR PErUCTPALMM U XPaHEHNUA MHPOPMaLLMM
O BaKHbIX MPOrPaMMHbIX M annapaTHbIX CODLITUAX, a TaKKe UX JasbHellero aHaamsa B
C/ly4ae HeKOPPEKTHOM paboTbl CUCTEMBI.
OC ABpopa OCyLLECTBASET PerucTpaLmio U XpaHeHne cneaytolein nHbopmaumnn:
COObOLWEeHNN N3 cucTemHoro ypHana (journald) u agpa (kernel log);
COOOLIEHNM, BbIBOAUMbIX NPOLECCaMM CNYKO Ha CTaHAAPTHbIE NMOTOKM BbIBOAA
(stdout);
owmnboK (stderr).
MonyyeHHaa MHOOPMALMA MHAEKCUMPYETCA M XPaHUTCA B CUCTEMHOM KYpPHane,
KOTOPbIM HAXOAMTCA BO BPEMEHHOW Manke 1 Nocae nepesarpyskn He coxpaHseTcs.

4.1.1.2. CoxpaHeHue cobbITUIN CUCTEMbI B MOCTOSHHYIO NamAaTe MY

[ns coxpaHeHWs coDObITUN CUCTEMbI BO BHYTPEHHIOK MOCTOAHHYO Namatb MY
HEeobX0AMMO BbIMONHUTL C/ieaytoLne AeNCTBUA:
OTKPbITb M «Terminal» 1 BbINOSIHUTb KOMaHAY:

vi /etc/systemd/journald.conf

YCTaHOBUTb NapaMeTpbl B caeaytole 3HaYeHuA:

Storage=persistent
SystemMaxUse=500M
RuntimeMaxUse=1M

nepesarpysntb MY ans coxpaHeHMAa N3MEHEHUI.
[na BbIrpy3ku darna »KypHana HeobxoAMMO BbIMOAHUTL KOMaHAY:

journalctl -a > j.log

npu sToM notpebyeTca co3aaTtb $ain nora, KOTopbi byaeT MMeTb Ha3BaHMe: j.log "
cofeprkaTb Bce cobbitna (-a=all ). HazBaHue Npn HEOBXOAMMOCTN MOXKHO U3MEHUTD.
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4.1.2. Cepswuc sdjd
4.1.2.1. Obwan MHpopmaLms

[ns HageXHoro XxpaHeHMa Habopa coobLEHMN, OTHOCALLMXCA K CUCTEME 3aLUUTHI
MHGOPMaLMK, MCNOb3YETCA CEPBMC NO COOPY 1 perncTpaumm cobbiTnin bezonacHocTr sdjd.
CepBUC cOXpaHAeT oTaesNbHble coobuleHns B dain /var/log/sdjd-v2.log, KoTopblit npwu
3aM0/IHEHUN [0 MaKCMManbHOro pasmepa (50 MB) nepesanucbiBaeT npeablaylimne
COObLLEHMA HOBbIMM.

Ona onpeaeneHns cobbiTUA  permcTtpaumm cepsucom sdjd  mcnonb3yeTtca
KOHPUTypauuoHHbI dalin /etc/omp/sdjd.conf, B KOTOpOM C NOMOLLbIO PeaaKTUPOBAHMS
MOXHO 33/1aTb HEaKTya/ibHbIM COObITMAM cTaTyc false.

B OC ABpopa ¢ ncnosib3oBaHuem cepsuca sdjd permcTpmpytoTcs n 40AroBPEMEHHO
XpaHATCA cneaytoume Tunbl cobbITUIM Be3onacHoCTU:

pe3ynbTaT NOMNbITKM BXOAa B CUCTEMY;

H6N10KMPOBAHNE NHTEPAKTMBHOMO CeaHCA KaK MO 3anpocy No/b30BaTe A, Tak M Mno
MCTeYEeHMM YCTaHOBIEHHOIO Nepmnoaa HeaKTMBHOCTM NO/1b30BaATENS;

6/10KMpOBaHWE A0CTyNa MOC/Ae YCTAaHOBAEHHOrO KO/JMYeCTBa HeycrnelwHblX
MOMbITOK BBOAA ayTEHTUPUKALMOHHOMN MHPOpMaumm (nn. 4.2.2.1.3);

MCTEYEeHMEe CPOKa AENCTBMA NAPONS;

CMeHa Napons;

3anycK npoueaypbl U pesyasTaT KOHTPoA uenoctHocTy (KL);

nNosy4YeHne OTpMLUATENBHOMO pe3yabTaTa NPOBEPKK;

aBTOMaTn4eckaa 610KkMpoBKa MY;

pe3ynbTaT NOMNbITKM YCTAHOBKMK, yaaneHma nam obHosneHna RPM-nakeTos;

NOAKNOYEHMNE M OTKAKOYEHME BHELIHMX HOCUTENEN MHPOPMaLNK;

nepenonHeHue }KypHana cobbiTnin 6e3onacHocTy;

BK/tOUYEHME, Nepes3arpyska 1 BbikatoYeHne MY;

nobaBneHune npasua ceTeBoro GUNbLTPA;

3aMyck, 3aBeplUeHne N nameHeHme KoHoUrypaumm cayxowl ayamTa;

M3MEHEeHMEe CUCTEMHOTO BPEMEHMN;

HellTaTHOE 3aBepLUIEHNE CUCTEMDI;

NONbITKM A0CTyNa K Gannam, HaxoAALMMCA B MPOLLECCE PETUCTPALUMN;

cbon B MexaHM3me M301aLUMm NPOLECCOB;

owmnbKn Bannaaumm RPM-nakeTos;

CO3/aHue, NEPEKNOYEHME M YaaIEHNE YYETHOM 3aNnCK NOIb30BATENS;

MHMLUMANAN3AUMA U pe3ybTaT npoxoxaeHma 20A.

NMPUMEYAHUE. HaumHas c penmsa OC Aepopa 4.1.0 update 1, He npoucxoauT
perncTpmpauma cobbiTMA NPUBA3KN TOKEHOB K Y4eTHOW 3anucn (MHnumanmsauma) (ID=47);

cobbITMA aHTUBMPYCA;
cobbiTmA [loBepeHHOM cpedbl McnoNHeHWsa ABpopa (Npu HannYnn);
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3anyck M1 «ypHan»;

OOHapy)KeHne HapyLeHMA UEeNOCTHOCTN CTOPOHHMX GaliNos.;
M3MEHEHWEe NapPObHOM M MNONb30BATENBCKON NOANTUK;
BK/IIOYEHME PEXMMA Pa3paboTUmKa;

BK/IIOYEHME U BbIKNOYEHWNE YAANEHHOIO A0CTYNa;
paspelueHune 1 3anpeT goctyna K Ml «Terminal».

NMPUMEYAHUE. T[MonHbiM cnncok cobbiTuii  6e30MacHOCTN,  PEerncTpupyemblx
CEPBUCOM sdjd B OC ABpopa, NOCTYNeH Ha Beb-calTe:
https://developer.auroraos.ru/doc/software_development/reference/sdjd/events.

Kaxkaoe cobbiTve CoAepKMT cneaytoLyto MHGOPMaLMIo:

YHUKaNbHbIM MAEHTUPUKATOP CODbITUS;

TMN coObITUA;

BPEMS permcTpaumm cobbitms;

YPOBEHb BaXXHOCTN COODLLEHMA;

ONUMOHANbHbIM TEKCT COObLLEHNS (MK NyCTaa CTPOKA);

PID npouecca-otnpasuTens;

PID poauTenbCckoro npouecca Asa npoLuecca-otnpasuTens;

UID npouecca-otnpasuTens;

Effective UID npouecca-oTnpasuTens;

Saved UID npouecca-oTnpaBuTens;

File system UID npouecca-oTnpasutens;

Real GID npouecca-otnpasuTens;

Effective GID npougecca-oTnpasutens;

Saved GID npouecca-oTnpaBuTens;

File system GID npouecca-oTnpasuTens;

Supplementary groups npouecca-oTnpaBuUTeNs;

3P PeKTMBHbIE MPUBUAETMMN NPOLLECCA-OTNPABUTENS;

NOJIHbIM NYTb K MCnoNHAEMOMY daliny npoLecca-oTnpaBUTeNs;

KOHTEKCT 6e30MacHOCTM npolecca-oTnpaBuTensa (Tekywas poab WMAM MEeTKa
SELinux);

TEKCTOBOE NpeAcTaBieHne naeHTMdnKaTopa codbbiTA ANa ya0H6CcTBa OTAAAKMN.

AOMWHUCTPATOP MOXKET onpeaennTb Cnucok obbekToB PC, MonbITKM AOCTyNa K
KOTOpbIM OyayT peructpupoBathca B ¢anne /usr/share/security-audit/security-audit-
rules.conf, nob6aBnB NpaBuIO ayanTa AN HabAAaEMOro obbekTa OTAEeNbHON CTPOKOM B
dann /usr/share/security-audit/security-audit-rules.conf. MonbiTkKM AOCTyNa K 0HbEKTaM
®C, Haxoaawmmen B nanke /home 1 ero noanankax, He PermcTpPUPYHTCS.

Bce peructpupyemble cobbiTna ©Ge3onacHOCTM 0OTODpaXKaloTcA C  yKasaHMeM
BPEMEHM W LUBETOBOW WHAMKAUMEN B IKypHane cobbITMN, MNPOCMOTP KOTOPOro
ocyulectsaaeTca ¢ nomoulbto MIT «KypHan».
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MPUMEYAHMUE. Monb3oBaTenb MMeeT BO3MOXHOCTb COXPaHUTb XKYpHan cobbITUM
6e30MacHOCTN CUCTEMbI BO BHYTPEHHIOK MOCTOAHHYIO NamaTe MY B WindpoBaHHOM BUAE.

4.1.2.2. NMpocmoTp coobuleHn ayamTa

[lna npocmoTpa coobleHNn ayanTa U A0CTyna K HUM HEOHBXOAMMO MCNONb30BaTb

cnefytouime MHCTPYMEHTbI:

nporpammbl journalctl n dmesg, umetouime MHTepdENC KOMaHAHOM CTPOKK;

ytunuty sdjd-dump, nossosAwoWyto NPOCMOTPeTb cobbiTuAa 6e3onacHoCcTM B
MIT «Terminal»;

MM «XypHan» (/usr/bin/log-viewer), B rpapuueckom uHTEpdeince KoToporo
0TOOpParXKatoTCA 3aNMCK 0 CODBITUAX, COXPaHAEMbIX cepBmucom sdjd.

MPUMEYAHUE. B MM «*KypHan» oTobpaxkatotca cobbitma ayanta (PucyHok 108).
MoapobHoe onuncaHme pabotbl M NnprBeaeHO B AOKYMeHTe « PyKOBOACTBO MN0O/1b30BaTENAN
AOMT.10034-02 90 01.

Mpn 3TOM aAMUHUCTPATOPY AOCTYNEH NPOCMOTP COOBLEHWI ayanTa BCEX YYETHbIX
3anucein, cosaaHHbix Ha MY. [1na 3Toro HeobxoAMMO BbIMOAHUTb CAeAyoLLME AENCTBUA:

OTKPbITb BCM/1bIBAOLLEE MEHIO;

KOCHYTbCA NMYyHKTa « PUNLTPbIY;

KOCHYTbCA nons «BblbpaHHbI MNo/Ab30BaTeNb» W BbIOPATb MO/b30BATENSA
(PrncyHok 109).

DunbTpbl ]

Bbi6paHHbIi Nonb3oBaTesb:
Bce nonb3oBatenu

Bce nonb3osarenu
defaultuser
Monb3osatens 1
Monb3oBaTens 2

Monb3osatens 3

PucyHok 108 PucyHok 109



MpocmotpxypHana Q 2

32: OKCMOPTUPOBAaTb CUCTEMHbIV OTHET
Ce Oxcriopts danin
0 O6HOBUTbL
)

DunbTpbl

@ o

22/01/2024 18:52:32 GMT +03

(O 3. YcnelwuHbiii BXof B cUCTEMY
22/01/2024 18:51:52 GMT +03

(O 4. 9kpaH 3abnoknposaH
22/01/2024 18:51:24 GMT +03

O 5. Pexum nepenauu MynsTUMeamna
(MTP) BkntouéH
MTP_MODE_ON
22/01/2024 18:49:57 GMT +03

() 6. YcnelwHblii BXoA B cUCTEMY
22/01/2024 18:49:55 GMT +03

O 7. Pexum nepepauu MynsTumMeama
(MTP) BbikntO4eH
MTP_MODE_OFF
22/01/2024 17:55:23 GMT +03

PucyHok 110

3kcnopt |
Downloads

| Hasap

HeT BnoXeHHbIX nanok

PucyHok 111
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ALMWHUCTPATOPY AOCTYMEH 3KCNOPT CUCTEMHOrO
oTyeTa. [1a 3T0r0 HeobXoAMMO BbIMOAHUTL CAeaytolime
[EeNCTBUA:

OTKPbITb BCMN/IbIBAOLLLEE MEHIO;

KOCHYTbCA MyHKTa «3JKCNOPTUPOBATb CUCTEMHbIN
oTtyeT» (PncyHok 110);

Ha OTKPbIBLWIENCA CTpaHWLE BbliOpaTb Manky, B
KOTOPY HEOHXOAMMO IKCNOPTMPOBATL OTYET;

KOCHYTbCA KHOMKM «IKcnopT» (PucyHok 111);

[OXOATbCA  Mpolecca 3aBeplleHMA  3KCnopTa
(PrcyHok 112).

Mpocmotp xypHana ()

Mpoun3soauTCs 3KCNOPT...

PucyHok 112
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4.1.3. Cepsuc reports

CepBWuc reports  reHepupyeT eanHbI CUCTEMHbIN OTYET B BUAE apxMBa C dalnamm
KoHoUrypauum n noramm pabot pasnmyHbix KomnoHeHToB OC ABpopa, KOTOPbIA MOMKET
6bITb 3aWMPPOBAH.

4.1.3.1. OnnucaHme CMCTEMHOTO OT4YeTa

CUCTEMHbIN OTYET MMEET CaeaytoLnin popmar: tar.bz

MmAa CUCTEMHOro OT4yeTa WMeeT C/iedyroulyto  Macky: reports - YYYYMMDD
HHMMSS.tar.bz .

MPUMEYAHUE. ToapobHoe onucaHne npoueaypbl GOPMMPOBAHMA OTYeTa
npmeeaeHo B AOKYMeHTe «PyKoBoACTBO nosb3osaTena» AAMI.10034-02 90 01.

OnuncaHue TeKkyllero Habopa moaynen npuseaeHo B Tabamue (Tabanua 1).

Tabnunua 1
Mogaynb OnucaHue
agnss NHdpopmauma o A-GNSS
available-packages CNUWCOK AOCTYMHbIX M YCTaHOB/IEHHbIX MAKETOB
battery NHPopmauma 06 akkymynaTope
bluetooth NHdpopmauma o Bluetooth®
cellular NHbopmauma SIM-KapTax
certificates NHbopmauma 06 yCTaHOB/IEHHbIX B CUCTEMY CEPTUPMKATAX
(ima, kernel , rpm DB)
disks NHPopMaLMa 0 ANCKaX M 3aHATOM/CBODBOAHOM NPOCTPAHCTBE
dmesg CuctemHble coobuleHmna aapa
emm NHbopmauma o nanke /etc/emm
info Obuwan nHpopmaums o MVY:
KOHTPO/IbHaA CyMMa 3arpy304HOro pasaena;
nHdopmauma ob AIDE;
CMMCOK AOMNONIHUTENbHbIX QYHKLUMIA;
nHdopmauma o penmse OC;
nHdopmauma o HW penunze OC;
Bepcua aapa
integrityd KoHdurypaumoHHble pannbl cepsuca integrityd
internet NHbopMaLma 06 aKTUBHOM MHTEPHET-COeANHEHMMN
logcat CuctemHble coobuleHma
memory NHPopmaLmMa 0 NaMATH
mount-points TekyLine TOYKM MOHTUPOBAHMA
policy NHbopmauma o nanke /etc/policy
process-list TeKyLMiM CNMCoK NpoLUeccoB
push-daemon NHPopmaLuma o nankax /etc/xdg/push-daemon u /var/lib/push-
daemon
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Moaynb OnucaHue
roms CnMCoK YyCTaHOB/IEHHbIX MAKETOB
screen NHpopmauma 0b akpaHe MY
sdjd CobbiTna 6e3onacHoCTH
ssu NHbopmauma o peno3nTopuax

system-journal-json

CuctemHbIn )KypHan B dopmate JSON

system-journal-log

CUCTeMHbIM KypHaa B TEKCTOBOM BU e

system

KpaTkaa nHpopmauma o cucteme:

PEXMM IKOHOMUM aKKYMYNATOPA;
noAKAtoYeHne K ceTu NHTepHeT;
CTaTyC NOAKNOYEHUSA;
aKTnBHOCTb ceTnt WLAN

systemboot NHPopMaLMa O CUCTEMHOM 3arpyske
systemctl CnunCcoK cepBmcoB
systemupdate Jlor obHoBNEHMSA

4.1.3.2. [eHepayma CMCTEMHOIO OTYeTa
4.1.3.2.1. leHepauma cCMCTEMHOro oT4eTa ¢ nomoLubto M «Terminal»

CUCTEMHbIN OTYET MOXKHO creHepmpoBaTb B MIM «Terminal» c nomoLbto cneaytoLmnx
KOMaHA,.
reHepaLma CUCTEMHOrO OTYeTa C CoXpaHeHMeMm B nanke /var/reports:
generate -reports .sh true

reHepauma CUCTEMHOrO OT4yeTa C COXPAaHEHMEM BO BPEMEHHOW nanke
/run/reports, KoTopas byaeT oyunlleHa nocse nepesarpyskn My:
generate - reports.sh false

reHepauma 3aWMPPOBAHHOrO CUCTEMHOIO OTHYETa B YKAa3aHHOM Nanke:
generate - encr ypted - reports.sh /home/defaultuser/Documents/

MNMPUMEYAHUE. MMpn HeycnewHoW reHepaumm 3awmMdpoBaHHOrO oTyeTa byaet
CO34aH 0ObIYHbIN CUCTEMHbIN OTYeT.

4.1.3.2.2. [eHepauma CUCTEMHOTO OT4YeTa € NnomMoLLbio MTT «KypHan»

CUCTEMHbIN OTYET MOXKHO creHepupoBaTb B MI «KypHan». NMoapobHoe onuncaHme
reHepauuMm CUCTEMHOTO OT4yeTa C nomoulbto MIT «KypHan» npuBedeHO B AOKYMEHTE
«PykoBoacTeBo nonb3osatens» AAMI.10034-02 90 0O1.

4.1.3.2.3. 3awmndpoBaHHbIM CUCTEMHbIN OTYeET

LUndpoBaHMe CMCTEMHOrO OT4eTa NPOUCXOAMT TONbKO C YCTAaHOBAEHHbIM Ha MY
KNMEHTCKMM cepTudurKaTom. Mpun OoTCyTCTBUM AaHHOrO cepTudmKaTta, BHe 3aBUCMMOCTM OT
Bepcum OC ABpopa, CUCTEMHbI OTYEeT He byaeT 3almnPpoBaH.

B OC ABpopa ncnosnbayetca 61o4Hoe wnpposaHme NOCT 28147-89.
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LLIndpoBaHHbIA OTYET MMEET ceaytolmin ¢opmar: tar.bz.cms

MmAa WwndpoBaHHOTO OT4YeTa MMeeT Caeaytolwyr Macky: reports - YYYYMMDD
HHMMSS.tar.bz.cms.

[ononHutenbHo popmunpyetcs dann ¢ nHbopmaumen o cepTudurKkaTe, NybGAUYHbIN
K04 KOTOPOro Hbl/1 MCNOABb30BaH ANA WNPpoBaHMA oTyeTa. OH co3aaeTca pAaoM U nmeeT
dopmar .txt: reports - YYYYMMDIHHMMSS. tar.bz.txt . Bpems co3gaHua B Ha3BaHUK Y
3TUX GarN0B NAEHTUYHOE.

Mpumep ¢parina c MHPopMmaLMen:

cat reports -20220329 - 104949. tar . bz2. txt

BbiBOA KOMaHAbI:

Subject: OMP Test

Group: developer

Subgroup: regular

Key ID:
7003efe7156bd53a2e88c2cb3c0d43e9786760c53721933dd5052fdaf443dbfb

OTyeT MOXHO paclmdpoBaTb COOTBETCTBYHOLUMM KAHOYOM M cepTMdMKATOM C
nomoubto OpenSSL. Kntou pacwndposkm onpeaenaetca B none «Key ID» dpanna popmata
.txt, pacnoNoXeHHOro ¢ apxmMBoMm. Takke noTpebyeTca MOAKIYUTL TOCTOBbIN ABUMKOK?>,
AONONHUTENBbHO YCTAaHAB/IMBAEMbIN B CUCTEMY:

openssl cms -decrypt -in /home/ defaultuser / Documents / reports -20220228 -
173753. tar . bz2. cms -recip system - developer -cert .crt -inkey  system -
developer -key.pem -inform DER > reports -20220228 - 173753. tar . bz2

4.2. UpeHTUdMKaLMA N ayTeHTUPUKaUMS

4.2.1. OcHoBHble npasuia MAD

B OC ABpopa peannsoBaHa NoacucTema MaeHTUdUKaumm 1 ayteHTndurkaumm (MAD),
npeaHa3HavyeHHada ana obecneyeHna 04HO3HAYHOM M HEMPOTMBOPEUYNBON:
naeHTuduKaumm obvekTos goctyna OC Aspopa (paliiioB 1 Nanok);
naeHTUdUKaumm cybbvektoB aoctyna OC ABpopa (CMCTEMHbIX MPOLLECCOB,
NPOLLECCOB B MPOCTPAHCTBE A4pPA, @ TaKKe MPOLLEeCCOB WMAM NPOrpamm, 3anyLleHHbIX OT
MMEHW NONb30BaTeNen);
MOeHTUPUKAUMM  YyYeTHbIX 3anmcert nosnb3oBaTenen OC ABpopa (Cc ponbto
aAMUHNCTPATOPA 1 C POSIbIO NOb30BaTENA);
ayTeHTMdMKauum nonbsosatenen OC Aspopa (MHorodakTopHasA ayTeHTUPUKALMA
C MCNONb30BaHMEM TaKMX PaKTOPOB, KaK: Napo/ib, cMapT-kapTa, CYANC, oTneyaToK nanbLa).
Ona pabotel ¢ OCABpopa aaAMMHUCTPATOPY MNPMCBAMBAOTCA Ccaeayrouime
NOEHTUPUKATOPDI:
CMMBOJIbHbIN: defaultuser;
ymcnoson: 100000.

°> Peaniv3auma KpUNToanroputmos poccuitckoro FOCT ana OpenSSL.
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N3meHeHMe HaCcTpoek H6e3onacHOCTH OCyLLLeCTBAAETCA nocpeacTsom
KOPPEKTUPOBKN KOHOUIYPALMOHHbBIX GaliioB M BbINOJIHEHNA COOTBETCTBYIOLIMX KOMAH B
TepmunHane. Ml MCNONHAKOTCA B M30/IMPOBAHHOM KOHTEMHEpPE, peaan3dyemom CpeacTBamm
firejail /sailjail . C nomouipto seccomp-bpf MOXHO 3anpeTuTb HeEKOTOopble
CUCTEMHbIEe BbI30BbI, HAaNnpMmep: mount/umount , ptrace , kexec u ap.

Ona ycunenua sawmtol MY npu nepBomM BKAKOYEHUU PEKOMEHAYETCA YCTAaHOBUTb U
NepUoOANYECKN M3MEHATb Mapoab, KOTOpbIM  OyaeT XxpaHutbca B LUKS-cnore,
COOTBETCTBYHOLLEM NAEHTUOUKATOPY NOIb30BaATENS.

NMPUMEYAHUE. LLindpoBaHme pasaena NpPouCcXoamT aBTOMATUYECKN, MPU 3TOM BO
BpemAa nepBoro 3anycka MY no ymondaHuto wmcnonbayetca naponb 00000, KoTopbin
BMNOC/IEACTBMM MOXKET ObITb MUBMEHEH.

B uenax npenoTBpalleHMA  HEeCaHKUMOHMPOBAHHOrO  goctyna K MY,
PYHKUMOHMPYtoLemy noa ynpasneHmem OC Aspopa, naponb (cm. nn. 4.2.2) TpebyeTtca ans
NOATBEPKAEHMA BbINONHEHUA CeAYOLWNX AeNCTBUN:

CO3/aHMA Y4ETHbIX 3aNMCeN PONen;
HACTPOWMKM NAapO/IbHOM MONUTUKY;

33aHMA OrPaHNYEHNIN BXOAA B CUCTEMY;
BK/IIOYEHMA N HAaCTPOMKM 2DA;

33ZaHM1A 04HOPA30BOro NapPoOs;
M3MEHEHMNA HAaCTPoeK BAOKNPOBKMU;
pa3pelleHna yCTaHOBKM CTOpOoHHero [0;
yCTaHOBKWM SSH-napons;

aKTMBALIMM M HACTPOMKM pexrmMma pa3paboTumka;
NPOCMOTPA AaHHbIX YH4ETHbIX 3aNnCeN;
cbpoca HacTpoek MY;

YCTaHOBKM Mapo/iA Cynepnosib3osaTend;
NPOCMOTPA Napoaem, COXpaHeHHbIX Ha MY.

MPUMEYAHMUE. MoapobHoe onncaHme o 3a4aHnK Napona NPUBeAEHO B JOKYMEHTE
«PykoBoacTBo nosibzosaTtena» AAMI.10034-02 90 01.

ApxuTtektypHo MAD OC ABpopa COCTOUT U3 cepBUCa ayTeHTUduKaumm authd ¢
BO3MOXHOCTbIO MOAKAOYEHMA MOAYNEN, PEANU3YIOLINX Pa3INYHble CNOCObbl MPOBEPKM
NOA/IMHHOCTM, a TakxKe bubamoTek, obecneymnBatoLLnMx OTPUCOBKY NPUINALLEHNS Ha BXOA U
pPeaNMn3yLWNX B3aMMOAENCTBME C APYTMMU MPOTrPaMMHbIMM MOAYAAMKU TpadUyYecKoro
MHTepdeinca, TakKMMW Kak YCTPOMCTBO BBOAA (3KpaHHaA KnaBmaTtypa), rpadpuyeckoe
OKpYyxeHKe lipstick n cnyxba ayanta sdjd .

Habop mopaynei, obecnedmsatowmx cnocob MAD nonb3osBaTenen m peannlaumto
GYHKLMI Be30nacHOCTU:

lockout (nn. 4.2.1.2);
loginrestriction (nn.4.2.1.4);
password (nn. 4.2.1.5);
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smartcard (nn. 4.2.1.6);
sudis (nn. 4.2.1.7);
reset (nn.4.2.1.8).
Moaynun npeactasnaoT coboit dpanbl popmaTa .SO , PACMNOJIOKEHHbIE B Mamnke

lusr/lib/authd/ . Mpw kaxkgom 3anycke MY cepsuc authd CckaHupyeT nanky. HacTpOomKM
cepsuca authd pacnonoxkeHbl B panne /etc/authd/authd.conf , roe:

plugin - dir nanka c MoAynaAMM;

admin - mandatory - factors cnocobbl MA®, obAszaTtenbHbie ANA YY4ETHOM
3aMncyM aAMUHUCTPATOP3;

admin - immutable - factors cnocobbl NAD y4yeTHOM 3anucu
aAMWUHUCTPATOPA, HEAOCTYMHbIE ANA BKAOYEHUA UAN BbIKIIOYEHNS;

admin - default - factors cnocobbl  MA® agna yyeTHOM  3anmcu

agMUHUCTPaTopa NO  yMoAn4aHuio  (byayT  BbiOpaHbl  aBTOMATMYECKM,  ECAM
CKOHPUTYPUPOBAHHbBIN CMMCOK GaKTOPOB MycCT);

user - mandatory - factors cnocobbl MA®, obaszaTtenbHble ANS8 YYEeTHOM
3anncK Noab3oBaTens;
user - immutable - factors cnocobbl MAD yyeTHOM 3anmMcK NoNb3oBaTens,

HeAOCTYMNHble ANA BKIOYEHNA UAN BbIKNKOYEHNUS;

user - default - fac tors cnocobbl MAD ana y4eTHOM 3anncK NOb30BaTENS
no ymonyaHuto (byayT BbiOpaHbl aBTOMATUYECKM, €CAM CKOHPUIYPUPOBAHHbBIN CNMCOK
daKTOpPOB NyCT).

MpeaycMmoTpeHa BO3MOXHOCTb HACTpouTb Habop cnocobos MAD ans Kaxkaown
y4yeTHOMn 3anucu Noab30BaTeNs. Habopbl XpaHATCA B danne BMAA
var/lib/authd/users/<uid>.conf , rne UID MAeHTMOUKATOP YYETHOM 3anucu
N0/b30BaTeNA B CUCTEME.

4.2.1.1. OnucaHme AMarHOCTUYECKMX OLLMDOOK

Cnucok moaynemn, y KOTOPbIX MEHSIOTCA MapameTpbl, a TaKXe WX onucaHue
npuseaeHo B Tabanue (Tabauvua 2).

Tabnuua 2

Moaynb (%1) Onucanue
lockout BAoKMpoBKa MY
loginrestriction PacnucaHue BxoAa y4eTHOM 3anNmncu Noab3osaTens
password Naponb
reset Cébpoc MY
smartcard CmapT-KapTa
sudis CYANC (CepBUC yNpaBaeHua AOCTYNOM K

MHOOPMALMOHHBIM CUCTEMAM)
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B MM «ypHan» dopmmpytoTca yTovHAoWMe coobuleHna o6 M3MeHeHMAX
MapameTpOB CUCTEMbI CeaytoLLMM 0bpa3om:
NA N0Nb30BaTENLCKUX NapameTpoB: Plugin: %1, setUserOption: %2=%3, UID=%4;
NA CUCTEMHbIX NapameTpoB: Plugin: %1, setOption: %2=%3.
roe:
«%1» - HOMMeHOBaHMe MOAY1A, Y KOTOPOro MeHAETCA NapameTp;
«%2» - NapameTp MoAayAA, KOTOPbIM Obla M3MEHEH;
«%3» - HOBOE 3HaYeHMe NapameTpa;
«%4» - UID nonb3oBatens, 414 KOTOPOro MeHAETCA NapameTp.

CNUCOK M3MEHEHHbIX MapamMeTpoB, a TaKKe WX onucaHue npueeneHo B Tabnuue
(Tabnunua 3).

Tabnuua 3
MapameTpbl Moayns (%2, %3) Onuncanue
Mopaynb loginrestriction
ttl [leicTBMe y4eTHOW 3anucu

login - schedule - days [lHv BxOZa B cuCTeMy
login - schedule -time Bpems Bxofia B cucTemy
login - locked BNOKMPOBKA YYETHOM 3anMcK NosIb30BaTess
login - temporarily - locked BpemeHHana B10KMPOBKa TeKylLLel y4eTHOM 3anucu
temporary -lock - timeout TaliM-ayT B/10KMPOBKM
Mopaynb password
new- length [nviHa naponsa
max- age Cpok oencTsma napona

max- attempts

Ko/sinyecTtBo NonbITOK BBOAA naposaA

new- strength

CNoXXHOCTb Napons

history - check

NcTopua napona

expiration - notification

YBesomaeHne 06 NCTEYEHUN CPOKA AENCTBUA
napons

NMPUMEYAHUE. /lormpoBaHue uncnosb3yeTca TONbKO A4 loginrestriction

password .

B Chydae ycnewHoro sxoaa B CUCTeEMY NOTUPYETCA TOJ/IbKO COO6U.L€HI/I€ «YcneuwHblm

BXO/, B CUCTEMY» De3 yTOUHEHMS.

B cnyyae HeycnewHoro Bxoda B CUCTEMY NormpyeTcs coobuieHne «HeycnewHbii

BXO/[, B CMCTEMYY», @ TaK¥e A0NOJSIHUTeNbHaa MHPopmauma ob owmnbKe, KOTopaa MMeeT

cneayowmin BuAa;
Plugin: %1, error: %2.
roe:

«%1» — HaMMeHOoBaHMe MOoAYAs, K KOTOPOMY OTHOCKTCA OLWMOKa;

«%2» — Ko, OLINDKMN.
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Cnucok moaynen npuseaeH B Tabamue (cm. Tabaunua 2), cnncok owmnbok, KoTopble
oTobpaxkalTca ANA MoAdyaer B Cayd4ae HeyCnewHoro BXO4a B CUCTEMY, a TaKKe WX
onucaHue npmeeaeHo B Tabaumue (Tabaunua 4).

Tabnunua 4
OwubKa (%2) OnucaHwue
Moaynb lockout
RecoverableLockout MY BpemeHHO 3ab10KMpPOBaHO
PermanentLockout MY 3ab10KnpoBaHO
Mopaynb loginrestriction
TtIBadSyntax HeBepHbIM CHHTaKCMC
TtIExpired CpOK AeMCTBUA Y4eTHOM 3aMMCK NOJIb30BaTeNA UCTEK
DayUnknown HeBO3MOXHO onpeaenuTsb
DaylLocked YyeTHada 3anucb Nonb3oBaTens 3ab10KMpoBaHa No AHAM
Heaenm
TimeBadRange HeBepHbI CMHTaKCMC BPEMEHHOro AManasoHa
TimeBadSyntax HeBepHbI CMHTAKCUC BPEMEHHOIO AManasoHa
TimeLocked YyeTHada 3anmcb Noab30oBaTeNs 3ab610KMPOBaHA NO BPEMEHM
CYTOK
UserLocked YyeTHada 3anncb Nonb3oBaTena 3aba0KMpoBaHa
UserTempLocked YyeTHada 3anumcb N0Nb30BaTENA BPEMEHHO 3aD/10KMPOBAHA
Mopaynb password
InvalidResponse HekoppeKTHbIN 3anpoc
PasswordFailed HeBepHbIlt naponb
gasswordUpdateFaiIe He yaanock 06HOBWTL Naponb
PasswordsDontMatch Maponu He coBnagatoT
UserLockedMaxAttemp YyeTHada 3anmcb Noab3oBaTens 3abA10KMpoBaHa: AOCTUIHYTO
s MaKCMMa/IbHOE KO/IMYECTBO NOMbITOK
NotSupported He3awmndpoBaHHOE YCTPONCTBO HE MNOAAEpHMBaeTCA
BadNewPassword HeKoppeKTHbI HOBbIM Napob
PasswordMatchPrevio [Monb30BaTENb HE MOXKET M3MEHWUTbL Nap0/ib. HOBbIN Napo/b
us AO/IKEH OT/IMYATLCA OT NpeapblayLLero
PasswordNotSet Monb3osaTenb He MokeT pa3biokmnposats MY. Heobxoanmo
00paTUTLCA K aAMUHUCTPATOPY A1A YCTaHOBKM 04HOPA30BOro
napona
Mopaynb smartcard
PinFailed HekoppeKTHbiit PIN-koz,
CannotSmartCard CMapT-KapTa He HaligeHa
TooManyAttempts C/IMLLKOM MHOTO MOMbITOK
ConnectionError CmapT-KapTa OTK/IOYEHA




69
AIAMI.10034-02 91 01

Owmnbka (%2)

OnucaHwe

BadCert

HeKoppeKTHbIN cepTudUKaT

ValidationFailed

Banugauma He npolaeHa

Moaynb sudis

BadPassword HesepHblit naponb
Enii:néptedPartitionL 3awndpoBaHHbIN pa3aen 3ab10KMpoBaH
ocke

CannotS tartClient

He ynaeTcs 3anyctutb KaneHT Sudis

CannotConnectClient

He yaaeTcs noaKNtounMTbCA K KNneHTy Sudis

CannotCommunicateCl
ient

He ynaeTca cBsa3aTbCA ¢ KaneHTom Sudis

UserLocked YyeTHas 3anucb Nonb3oBaTeNa 3ab/10KMPOBaHa
TooManyAttempts CNULKOM MHOTO MOMbITOK
TooManyAttemptsWith CAVLLKOM MHOFO NOMbITOK, AaHHble yaaneHbl
outDeleted

NoUsbDevice OwwnbKa ayTeHTMdMKaumn. HeT USB-ycTpoincTea
ConnectionError OwmnbKa NoAKYEHMS

AuthFailed OwwnbKa ayTeHTUOMKaLUMM

BadDefaultCert

HeBepHbIn cepTudmKaT

UserCannotUnlock

Monb3oBaTenb He MoXKeT pasbaokmposaTb MY. Heobxoammo
06paTMTLCA K aAMUHUCTPATOPY ANA YCTaHOBKM 04HOPA30BOro
napons

ErrAuthType

HeBepHbIn TN BXOAa

4.2.1.2. Mopaynsb fingerprint

Mogaynb fingerprint

OoTneyaTKy nasjbla.
OnwucaHune

(Tabnunua 5).

HaCTpOeK
Ivarl/lib/authd/methods/fingerprint/<uid>.conf ,

npeaHasHa4dyeH AnA ayTEHTMd)VIKaLI,I/Il/I noab3oBaTenAa no

banne
Tabnuue

Moayns, XpaHALMXCA B

npuBeAeHo B

Tabnnua 5
. 3HayeHue no
CsowucTtso OnucaHue
YMONYaHUIO
Attempts 0 Ko/myecTBo HeyaauHbIX NOMbITOK
Unrecognized 5 KonmyectBo BO3MOXKHbIX MOMbITOK A0 HEYAa4YHOM
NonbITKM

ids fingerp