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AHHOTALNA

HacToAalwmn AOKYMEHT ABASETCA PYKOBOACTBOM aAmuHUCTpaTopa OnepauyoHHOM
cuctembl  (OC) ABpopa (ncnonHenme A) Bepcum  5.1.0.124 (5.1.A), asnaowencs
CneumnanbHOM Bepchei ¢ BO3MOXKHOCTbIO 3aMnyCcKa KOHTEMHEPOB.

HacToAwmn  OOKYMEHT COAEPMMT OMNUCaHMe  AOCTYMHbIX aAMMHUCTPATOPY
OYHKLUMOHANbHbIX BO3MOXHOCTEN MOOUAbHLIX ycTponcTB Fplus T1100, Fplus R570E,
Fplus TS8O0 (manee - MY), dyHKUMOHMPYOWMX nos ynpasaeHunem OC Aspopal.

AOMUHUCTPATOP MMeeT A0CTYN K GyHKUMAM M HacTpoikam OC ABpopa, ONMCaHHbIM
KaK B HACTOALLEM AOKYMEHTE, TaK U B IOKYMeHTe « PyKOBOACTBO MNO/b30BATENAY.

NMPUMEYAHUA:

v Mepen Havanom paboTbl aAMUHUCTPATOPY HEOBXOAMMO O3HAKOMUTLCA C
NONIOXEHMAMM HACTOALLEro AOKYMEHTa, a Takke C WHbopmauumen, npuBeaeHHOM B
NOKYyMeHTe «PyKOBO/ACTBO M0/1Ib30BaATENAY;

v BHeWwHUn Bua uHTepdeinca MY 2 MOXKET OTAMYaTbCA OT MNPUBEAEHHOro Ha
PUCYHKaX B HAcToALLEM AOKYMeHTe. CHUMKW 3KpaHa ABAAOTCA NPUMEPOM U NPEACTaBEHbI
B JOKYMeHTe ANna 0bLLero 03HakoMaeHUA ¢ nHTepdericom MY.

L Onucanmne pasnmuHbix cnocobos yctaHosku OC ABpopa Ha MY npuBeAeHO B COOTBETCTBYIOLIMX [JOKYMEHTax
npeanpuAtTMA-paspaboTumKka, KOTOopble MpefHasHayeHbl A4NA  MCNonb3oBaHWA [poussogutenamun MY un
aBTOPM30BaHHbIMM CEPBUCHBIMK LLEHTPAaMK NPOM3BOANTENA.

2 MY, dyHKUMOHMpYIoLee nog ynpasneHnem OC Aspopa.
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1. BBOZ, B 3KCTTYATALNIO

OC ABpopa npeacTtaBnaeT cobom 3alMLLEHHYIO MOBUAbHYIO MHOro3aga4vHyto OC
ANa MOBWUAbHbBIX MPUMEHEHWM MNoA annapaTHble nNaaTGopmbl Ha Hase NpouLeccopoB C
apxutektypon ARM 1 MMeeT pas3an4yHble BEepCUMM WCMONHEHMA, OMNMCaAHME KOTOPbIX
npueeaeHo B Tabanue (Tabanua 17).

BHUMAHMUE:

v' Penns OC Aspopa 5(ucnonHerme A) afanTMpoBaH 418 BO3MOXHOCTM 3amnycKa U
paboTbl MOBUALHOTO NpunoxeHus (M) «ABPOU Maatdopma»3, a TakxKe 414 ynpasneHms
Android-koHTenHepamu. [oapobHoe onucaHme paboTtel MM «ABPOWA TMnatdopmar
NPUBEAEHO B OKYMEHTE «PyKOBOACTBO NO/1b30BATENAY;

v' OC ABpopa B CepTUOULMPOBAHHOM BEPCUM MOXET BbITb MCMO/b30BaHA, HO He
OrpaHMYMBATLCA, B CeAYHOLLMX CUCTEMAX M ODbeKTax:

— BrOCYAapCTBEHHbIX MHOOPMALIMOHHbIX CUCTEMAX, HE COAEPXKALLMX MHOOPMaLMK,
COCTaBAAKOWEN TOCYyAapCTBEHHOM  TaWHbl, A0 NEepBOro Kjaacca  3alMLLEHHOCTM
BK/IIOYMTENILHO B COOTBETCTBUM C AOKYMEHTOM «TpeboBaHWs O 3aulimnTe MHGOPMALMK, He
COCTaBAANOWEN  TrOCYAapCTBEHHYIO  TalHy, COAep)Kalenca B  rOCYyAapCTBEHHbIX
MHOOPMALMOHHbIX CUCTEMAXY, YTBEPKAEHHbIM Npukazom PCTIK Poccum ot 11 peBpana
2013 r. Ne 17;

— B MHPOPMALMOHHbIX cucTemax (MC) nepcoHanbHbIX AaHHbIX 40 MEPBOro ypoBHA
3aWMLULEHHOCTM BKIOYUTENBHO B COOTBETCTBUM C AOKYMeHTOM «COCTaB M CoAep’KaHume
OPraHM3aLMOHHbBIX M TEXHMYECKMX Mep No obecneyeHnto 6e30MacHOCTM MePCOHaNbHbIX
AAHHbIX Npu KX o0bpaboTke B MHPOPMALIMOHHbLIX CUCTEMAX MNEePCOHANbHbIX AAHHbIX»,
yTBEpPXAeHHbIM npmnkazom PCTIK Poccum ot 18 dpespans 2013 r. No 21;

— B aBTOMATM3MPOBAHHbIX CMCTEMax YynpaBiAeHMA A0 NepBOro  Kjaacca
3aWMUIEHHOCTM  BKIHOYUTENIbHO B COOTBETCTBMM C [AOKYMEHTOM «TpeboBaHuMA K
obecneyeHnto 3alnMTbl MHOOPMALIMM B ABTOMATM3MPOBAHHbLIX CUCTEMAX YMNpaBAeHMA
NPOW3BOACTBEHHbBIMW M TEXHOIOTMYECKMMM MPOLECCAMM Ha KPUTUYECKM BaXKHbIX 0O beKTaX,
NOTEHLUMANbHO OMNAcHbIX 0ObeKTaX, a TakKe O0b6bekTax, NPeAcTaBAAKUMX NOBbIWEHHYHO
ONACHOCTb ANA M3HW M 300POBbA NOAEN UM ONA OKPYXKatoulenm NpUpoaHOM cpeabl»,
yTBEepAeHHbIM npukasom GCTIK Poccum ot 14 asrycta 2014 r. Ne 31;

— Ha 3HAYMMbIX ODOBEKTAX KPUTUYECKON MHPOPMALMOHHON WMHPPACTPYKTYPbI A0
NepBOM KaTeropmm BKAOYUTENBHO B COOTBETCTBUM C AOKYMeHTOM «TpeboBaHMA Mo
obecneyeHnto 6e30MaCHOCTM  3HAYMMbIX OOBEKTOB KPUTUYECKON WMHPOPMALIMOHHOM
MHOpPACTPYKTYypbl Poccuinckon Geaepaumm», yTBepKaeHHbIM npukazom ®CTIK Poccum ot
25 pnekabpsa 2017 r. Ne 239.

3 JononHuTebHas nHpopmauma o6 MM «ABPOW/, Maatdopma» npuseseHa s tabauue (Tabaunua 17).
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1.1. OrpaHuyeHua No aKcnayaTauuu

AOMWHUCTPATOPY HeobxoAMMO cobatoaaTh CaeayroLlme Npasmuaa n orpaHnMYeHmaA no
aKkcnayataumm MY:

— He [onycKaTb YCTAHOBKY ntoboro nporpammHoro obecnedyeHua (M0),
NocTaB/iAemMoro B oTaMyHom oT RPM Buae (camoctoAaTenbHoe KonupoBaHue ¢alnios,
ycTtaHoBKa 10 13 apxmBoB, ycTaHoBKa 10 He B WwTaTHble Nanku 3 RPM-nakeTos u T.1.);

— UCKNOYUTL  noakatodeHne MY K HedoOBEpeHHbIM  TOYKam  [0CTyna
becnpoBoaHbix MHTepdencos (WLAN, Bluetooth®) n 6ecnposoaHbim MY.

MPUMEYAHUE. T[lepeyeHb [AO0OBepeHHbIX TOYeK A0CTyna A0/MKeH bbiTb
cbopmmnpoBaH Ha MecTe aKkcnayaTauum onepatopom UC;

— UCKOYUTb Nepenady KOHPUAEHUMANbHON pevyeBor U MHon nHdopmaumm (SMS,
MMS) nocpeactsom MY no npoTtokony GSM;

— NpeaycmoTpeTb Mepbl, obecneynBatolime OTCYTCTBME KOMMbIOTEPHbLIX BMPYCOB
Ha CpeaCTBaxX BblYUCAUTENBHOM TEXHUKN, K KOTOPbIM NoakatovaeTca MY.

1.2. Y4yeTHble 3anmcm ponen

B OC ABpopa peann3oBaH MHOronoAb30BaTENLCKMA pPeXMM PaboTbl, KOTOPbIM
N03BO/AET MCNONb30BaTb MY HECKONbKMM YYETHbIM 3aMMCAM C PA3IMYHbIMKU POAAMM.

Ponb — COBOKYNMHOCTb MNpaB JAO0CTyNa, Ha OCHOBE KOTOPbIX oOnpeaendeTcs
BO3MOHOCTb BbIMOAHEHMA TOro MK MHoro aenctema B8 OC Aspopa.

Y4yeTHasa 3anucb pPoaM — 3TO XpaHAWaAca Ha MY COBOKYMHOCTb AaHHbIX O
nosnb3oBaTtene, HeobxoamMmas ANA ero ayTeHTUPUKALMN M NPeaoCTaBeHNs AOCTyNa K ero
JIMYHBIM AAHHbBIM M HAaCTPOMKaM.

MPUMEYAHUE. B 3asucMmocTM OT BbIBPaHHOM POAM BO3MOXKHOCTM MY moryT
OTNYaTbCA.

Ha MY moryT 6bITb CO3aHbl OAHOBPEMEHHO A0 7 YY4ETHbIX 3anuce:

— YYeTHaA 3anuncb C POSIbIO aAIMUHMCTPATOPa, KoTopaa oba1agaeT paclMpPEHHbIMMK
OYHKLUMOHANbHBIMMU BO3MOMXKHOCTAMM, NPU STOM:

e He MoxeT bbITb yaaneHa c MY,

e He obnagaeT NpaBamum Cynepnonb3oBaTens;

e NtoOble M3MEHEHUs HACTPOEK, BbIMOJHEHHbIE MOA TaKoM ponbto, byayT
NPUMEHMMbI KO BCEM y4eTHbIM 3anncam MY;

— [0 6 y4eTHbIX 3anmcein C pO/ibo MONb30BaTeNA, CO3A4aHNE KOTOPbIX BbIMOAHAETCA
aAMUHNCTPATOPOM B CUCTEMHbIX HacTponkax MY (n. 1.2.1).

NMPUMEYAHMUE. Mo ymonyaHumio npu nepBom BK/ItOYeHUM MY 3arpy*KaeTca B pexmme
agMUHUCTpaTOpA.
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1.2.1. Co3paHne y4eTHOM 3anNncK NoNb30BaTENS

BHUMAHMWE! Mepen co3pgaHMem y4yeTHOM 3anmcu MNoJsb30oBaTeNs Heobxoanmo
npeaBapuUTENbHO aKTUBMPOBATL NepeKAtoYaTe b «PaspellnTb HACTPOMKY KBOT» (PUCYHOK 2)
NNA BO3MOMKHOCTM 334aHMA N HACTPOMKM KBOT (. 4.7.2).

MPUMEYAHUE. OyHKuMO «PaspelimTb HAaCTPOMKY KBOT» HEBO3MOXHO OTKAKOUMUTH
nocne akTMBaumn. [1na AeakTMBaUMW AaHHOM PyHKUMM Heobxoammo cbpocnTtb MY a0
3aBOACKMX HAacTpoek (noapasaen 2.2).

Ona co3maHnAa HOBOM  y4eTHOW  3amnMMcWM  MNOJIb30BaTeNA  agMMUMHUCTPATOPY
Heobxo4MMO BbINONHUTbL CAeaytoLlme AeNCTBUA:

— OTKPbITb MEHIKD CUCTEMHbIX HACTPOEeK KaCaHMeM 3Ha4Ka @ Ha 9KpaHe

npunoxeHuin (PucyHok 1);
(o]
— KOCHYTbCA MYHKTa MeHto «[Tonb3oBaTenn» & B noapasaene «Cuctema;

— Ha cTpaHuue «llosb3oBaTenM» KOCHYTbCA MyHKTa «/1o6aBWTb Mosb3oBaTena»
(PrcyHoK 2);

Monb3oBaTtenu

G @ O6Lme HacTPOMNKK @

TenedoH CoobLueHns Bpayaep Kamepa

®
==

KoHTakTbl lanepes Hactpoiiku Momouwb

000

Daitnbi Kanexpapb Moyta Mys3bil

Pa3pelunTb HaCTPOVKY KBOT
Monb3oBatenu GYAYT cospaeaTbCaC
BO3MOXHOCTbIO HaCTpOI;ﬂ(M KBOTbI.

D O BbieBnageneu yctpoicTsa
o' AamuHucTpatop

Duktopon Mpocmotp PDF  [lokyMeHTbI 3ameTku

—~+ Do6asuth nonbaosarens

Yacsb! Kanbkynsatop Moropa

e

%
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:
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PucyHok 1 PUCYyHOK 2
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— Ha OTKPbLIBLUENCA CTpaHULE BBECTU MMA U IOTUH
HOBOM YYeTHOM 3anmcKn nonb3osatens (PUcyHok 3);

— YCTaHOBUTb KBOTY Ha MCMO/Ib30BaHME AMCKOBOrO
NPOCTPAHCTBa, Nepemellas COOTBETCTBYIOLWMI cnainaep
BMNpPaBO A1A YBEAWYEeHUs KBOTbl AMbBO BNeBO AN

| OTmMeHUTb |

©)

—= HoBbllt nonb3osatens

Wmsa nonb3osarens

Ms 0onXHO 6biThb YHWUKanbHbIM U MOXET coaepXaTb

el i ymeHbLueHua (PUcyHoK 3).
T AR it me oA ALe i o MPYUMEYAHUSA:
e omt o v MUHUManbHble U MaKCMMasbHble 3HaYeHWs Ana
iy bt dniieg 3a/1aHMA KBOTbI 3aBMCAT OT KOHCTPYKTMBHbIX OCOBEHHOCTEN
Sileorit ok gt MY
7576 v MoapobHoe  onucaHMe O  KBOTMPOBAHMU
' i s NOCTOAHHOW NAaMATM NpuBeaeHO B N. 4.7.2;
— KOCHYTbCA KHOMKM «MoaTBEpAuTL»  ANA
e COXPaHEeHWA U3MEHEHUI NMBO KHOMKM «OTMEeHUTbY AnA
OTMEHbI onepaLmm;
Crenepupoears — NoATBEPAMUTb AENCTBME BBOAOM TEKYLLErO Napos
(PucyHoK 4), B pe3ynbTaTe 4Yero Co3JaHHas y4yeTHas
PucyHok 3 3aMnmnCb, a TaKKe CTaTyC ee ayTeHTUPMKaUMM oTobpa3nTcs

Ha cTpaHuue «llonb3oBatenn» (PUcyHoK 5).

| Monbaosarenn

O6Lwme HacTporku @

[ns 6bICTPOro NepeKkioYeHns MexXay
Nnonb3oBaTeNAMU HAXMUTE U
BnapeneL ycTpoiicTsa yaepXuBanTe KHOMKY NUTaHUs, 3aTeM
KOCHUTECH KHOMKM "CMeHUTb
nonb3osatens”

Beepute naponb

Pa3pelunTb HaCTPOMKY KBOT

O Bvle«Bnageney ycTpoWcTBa
1 2 3 ©' AamuHucTpaTop
O Monbzosarens 1
Euwe He ayTeHTudUUMpoOBancs
4 5 6
O Monbzosarens 2
Ewle He ayTeHTUdMUMpOBanca
7 8 9 O Monbzosatens 3
@R Eule He ayTeHTUOMLMpPOBancs
Aa 0 -I— [Lo6asuTb nonbsosatens
OTMeHUTL
PuUcyHoK 4 PUCYHOK 5

BHAMAHWE! B cnyyae ecam npu co3gaHuMmM nonb3oBaTento 6Obina  3adaHa
MaKCMMa/ibHaA KBOTa (PUCYHOK 6), TO Ha CTpaHuMLe co34aHMA Nosb3oBaTenein otobpasmntca
MHPOPMALIMA O HEBO3MOMKHOCTM CO34aTb JAOMOJIHUTE/IbHblE Y4YeTHble 3anucK K3-3a
OTCYTCTBMSA CBOOOAHOrO AMCKOBOro npoctpaHctsa MY (PUcyHOK 7).




— =1 OTOKPbITAFI
MOBWUJIbHAA
PyKOBOACTBO aAMUHNCTPATOPA l MNIATOOPMA
| OTMEHUTb MoaTBepanTb | Monb3oBatenu
O HoBbili nonb3oBaTenb O6Lme HacTporku @
[ns 6bICTPOro NepeknioYeHns Mexay
Monb3osatens 1 NoNb30BaTENAMU HAXMUTE U
Wms nonb3osatens YAEpXUBaNTe KHOMKY NUTaHWUs, 3aTemM
User1 KOCHUTECH KHOMKM "CMeHUTb

nonb3osartens”
JloruH nonb3oBatens

PaspelmnTb HaCTPOKY KBOT

O BbieBnageneu yctpoicTsa
o' AAMuHUCTpaTop
OpHOpasoBbIi Naposb © O Monbsosarens 1
[nuHa napons ponxHa 6biTs 5-12 cumeonos. Euwle He ayTeHTMdULMpOBancs
He ocTanochb kBOTbI
CreHepupoBaTb
PucyHoK 6 PucyHok 7

Mpn paboTe C y4eTHbIMM 3aNMCAMMW MONb30BATENA AAMWHUCTPATOPY AOCTYMHbI
cneayowme gencrema (PucyHok 8, PucyHok 9):

— MEepeKNtYeHME MeXAay Y4ETHbIMWN 3aNNUCAMKN PONEN.

MPUMEYAHME. MNMoapobHoe onuncaHme NpoLecca NepekatodYeHna MexXay y4eTHbIMK
3anNMcAMM NpuBeEAEHO B JOKYMEHTe «PyKOBOACTBO MO/b30BaATENAY;

— ynpaBAeHne NCxoaaWmMmmn ronocoBbiMmM Bbizosamum 1 SMS (n. 1.2.2);

— nepeumeHoBaHKe y4eTHoM 3anucu (n. 1.2.3);

— HacTpoWKa besonacHocTn (n. 4.2.2);

— y/AaneHue y4yeTHOM 3anumcu nonbsosatens (n. 1.2.4).
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‘ Monb3oBaTenu Monb3oBaTenu

O61wue HacTponKK ) O6Lume HacTPONKU )
O Bbl« Brageneuy yctpoicTea O BbleBriapgeney yCcTpoicTBa
o MR AnvuHucTpaTop
O [Monbsosatens 1
i Tt A oonRancs MepenmeHosaTb

MepeknounTbCs Ha 3TOro Nonb3oBaTens HacTpoiiku 6esonacHocTi

OTKAIYUTL UCXOASLUME FONOCOBbIE BbI30BbI M SMS
MepenmeHoBaTb
HacTpoitku 6e3onacHocTn

Ypanutb

PucyHoKk 8 PucyHokK 9

1.2.2. YnpaBneHne Ncxoaawmmm ronoCoBbIMM Bbi3oBamm 1 SMS

[ns  OTKAOYEHMA WUCXOAALIMX [ONOCOBbIX Bbl3oBOB M SMS Heobxoammo B
KOHTEKCTHOM MEHIO YYETHOM 3anmMcu MNOJIb30BaTENA KOCHYTbCA MYyHKTA «OTKAOYAUTb
MCcXoaALLLME rON0COBbIE BbI30BbI M SMS» (cM. PUCyHOK 8).

[anee y y4eTHOW 3anncK Noab3oBaTeNs oTobpasnTca Npeaynpexaatolinii 3Ha4oK
% (PrcyHok 10) 1 Bo3moxHoCTM nonb3osatend 8 Ml «TenedorH» n MM «CooblieHnsa»

6yayT orpaHUYeHsbI.
[na BKAOYEHMA WCXOAAULMX TON0COBbIX BbI30BOB M SMS aamuHUCTpaTOpy
HEOOXOAMMO B KOHTEKCTHOM MEHIO Y4Y4eTHOM 3anmucy MO/b30BaTeNs KOCHYTbCA MyHKTa

«BKNOYUTL  UCXOAALLME TON0COBble BbI30Bbl M SMS» (PucyHok 11), nocne uyero
npeaynpexaatouwmn - 3Ha4oK % nepectaHeT oTobpaxaTbCA Yy YYETHOM  3anucu
NoNb30BaTENSA, M BO3MOXKHOCTM Nonb3oBaTens B MIN «TenedpoH» u MIM «CoobuieHna» dbyayTt

BOCCTAHOB/IEHbI.
MPUMEYAHUE. T[loapobHoe onucaHme paboTbl YyKasaHHbiXx MI, a Takxke

YBEAOMNEHWNM, BbIBOANUMbBIX Ha 3KpaH MY npu OTKAOYEHUM TONOCOBLIX BbI30BOB M SMS,
npMBeaAeHO B AOKYMeHTe «PyKOBOACTBO MNONb30BATENAY.

10
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PYKOBOACTBO afiMMHUCTPaTOpPa l N AT DoPMA
| Monb3oBatenu Monb3zoBaTtenu
O6Lme HacTPOMNKK @ O6Lme HacTPOMKK @

[lna 6bICTPOro NepeknoyYeHns Mexay
Nnonb30BaTENAMMU HAXMUTE U
yOepXuBanTe KHOMKY NUTaHUs, 3aTeM
KOCHUTECH KHOMKM "CMeHUTb
nonb3osartens”

PaspelnTb HaCTPOMKY KBOT

Bbl « Bnageneu yctpoicTtsa O Bbl+Bnageneuy ycTpoiictsa

O
©' AamuHucTpatop o
O Monbsosatensb 1 % O MMonbsosatens 1 %
Euwe He ayTeHTUdMUMpPOBancs @R Eue He ayTeHTUULUMPOBAnCH
O Monbzosarens 2
Eilie 8 ayreHTMbLApOEaNCR I'IepeKnloqwrbcu Ha 3TOro nonb3osarens
O Monb3osatens 3 BK/IOYMTb UCXOASILUME FONOCOBbIE BbI3OBbI U SMS

@R FEule He ayTeHTUOMLMpPOBancs

MepenmeHoBaTb
—|— [o6asuTtb nonbsosarens 2

HacTpoiitkm 6e3onacHocTn

Ypanutb

PucyHok 10 PucyHok 11

1.2.3. [lepenmeHOBaHMe y4eTHOM 3anncu

Nna nepemmeHoBaHMA yquHOVI 3anncum H€O6XO,£I,I/IMO BbIMOJIHNTL Ccaeayrowmne

NENCTBUA:
— OTKPbITb KOHTEKCTHOE MEHI0 Y4YeTHOM 3anucu, KoTopyt HeobxoamMmo

neperMmeHoBaTb;
— KOCHYTbCA NMyHKTa «[epenmeHoBaTb» (CM. PUCYHOK 8, cM. PUCYHOK 9);

— BBECTM HOBOE MMA y4yeTHOM 3anucu (PrucyHok 12, PucyHok 13);
— KOCHYTbCA 3HA4kKa ,£I,IIFI NOATBEPKAEHMA OENCTBUA, B pe3ynbTaTe y4YeTHadA

3anuch bygeT nepemmeHoBaHa.
NMPUMEYAHMUE. Mpu nepemmeHOBaHWM YY4ETHOM 3aMNNCKU U3MEHSETCA TONIbKO €€ UMA,

NNOTNH OCTaeTCA HEN3MEHHbIM.

11



— OTOKPI:ITASI
MOBWJIbHASA
PyKoBOACTBO aAMUHMUCTPATOPA l NJIATOOPMA
| Monb3oBaTtenu Monb3oBarenu
O6Lwue HacTpoWkmn @ O6Lme HacTporku @
[ns 6bicTpOro nepexkno4eHns Mexay [ns 6bICTPOro NepeknioYeHns Mexay
Nnosib3oBaTeNsIMU HAXMUTE U nonb3oBaTeIAMN HAXMUTE U
YAEPXM1BaiiTe KHOMKY NUTaHKs, 3aTeM YAEpXUBaTe KHOMKY MUTaHUs, 3aTeM
KOCHUTECb KHOMKM "CMeHUTb KOCHUTECH KHOMKM "CMeHUTb
nonb3osatens" nonb3sosatens"
PaspelumTb HaCTPOIiKy KBOT PaspelunTb HaCTPOWKY KBOT
o) Bbl-lAaaH| e} Bbl « Bnageneu ycrpoiictsa
o AOMUHUCTPaTOP o AnMUHUCTpaTOp
O Monbsosatenn 1 ') ﬂeTp|
Ewe He ayTeHTUdULMpPOBancs Euwie He ayTeHTUdULMpPOBAncs
O Monb3osatens 2 O [Monb3osatens 2
MUYy KeHT T Wuws3 X MUy KeHT WwuWw s X
bl Banponagpx»? bl Banponasgxa?
"9 4YCMMUTDLHBL 60K A9 4YCcCMMUTDbL 6 O
123 - , . n23 -, .
PucyHok 12 PucyHok 13
1.2.4. YnaneHue y4eTHOM 3aN1UCU NONb30BaTENA
Ona  yaaneHna y4yeTHOM 3anmcu  Nob3oBaTenA

OTMeHUTb MoaTeepauTb

Bbl [eNCTBUTENBHO XOTUTE
yoanutb MNonb3oBaTtenb 1?

Mocne noaTBepXAeHUs BCE AaHHbIe
nonb3osatens 6yayT yaaneHsl (Hanpumep,
YYETHbBIE 3anuncK, KOHTaKTbl, COO6LLEeHUs,
DOKYMeHTbI, doTorpaduu n apyrue dpaiins).

PucyHok 14

HeobXxo4MMO BbINONHUTbL Cieaytolme AeNCTBUS:

— OTKPbITb KOHTEKCTHOE MEHIO YYEeTHOM 3amnucu,
KOTOPY HEObX0AMMO YAaNUTb;

— KOCHYTbCA NYyHKTa «YAanutb» (cm. PUCyHOK 8);

— Ha OTKPbIBLIEMNCA CTPaHULE KOCHYTbCA KHOMKMU
«MoATBepAMTbY ANA NOATBEPXAeHMA onepaunn nmbo
KHOMKM «OTMEHUTb» 418 OTMeHbI (PucyHok 14);

— noaTBepAMTb  [AEenCcTBME  BBOAOM
napons (cm. PUcyHok 4).

Mpv yoaneHnun y4eTHOM 3anncK nonb3osartena byayT
TaKXe yaaseHbl:

— [aHHble N0N1b30BaTeNS;

— JOMallHAA nanka nonb3osatena (n. 4.2.3);

— NONb30BaTeNbCKOE XpaHUAKLIE Katodel (n. 1.4.5).

TeKyllero

12
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1.3. YcTaHOBKa BpeMeHUu 1 AaThbl

MPUMEYAHMUE. OnucaHne OCHOBHbIX LWAroB MNepBOHAYa/ibHOM HACTPOMKM MY
npuBeLeHO B [JOKYMeHTe «PyKOBOACTBO MOJIb30BaTeNA», MNpU 3TOM YCTAaHOBKA W
nocneayoulas HacTPoMKa AaTbl M BPEMEHM A0CTYMNHA TONbKO aAMUHUCTPATOPY.

BHUMAHMUE! VameHeHMA HacTpoeK B MyHKTE MeHI0 «Bpema 1 aaTa» NpMMeEHA0TCA
KO BCEM YYETHbIM 3aMM1CAM POaen, Co3a4aHHbIM Ha MY.

[lnAa yCTaHOBKM BpemeHM W AaTbl Heobxoaumo
ybeanTbca, 4TO BCe MOAA 3aMO/IHEHblI KOPPEKTHO Anbo
PR D M3MEHWTb 3HAYeHMA 3aNOJIHEHHbIX MOJEN, BbINONHMB

RpaMen cneayrouime AencTBns:

Yacosoi nosc Poccus, Mockea

| Hasap Hanee |

BbibepuTe gaty v Bpems

— M3MEHUTb 3Ha4yeHWss napameTpoB «4acoBoM

nosac», «[daTa», «Bpemsa», KOCHYBLUMCb COOTBETCTBYHOLLMX
nonewu;

A taoads to e — BblbpaTb  dOPMaT  BPEMEHM,  KOCHYBLUWCb
COOTBETCTBYIOLLEro nepekaodatens (PucyHok 15).

MNMPUMEYAHUE. [Ina aKkTMBaUMM nepekntoyaTens
[OCTAaTOYHO KOCHYTHCA NMO/A, B KOTOPOM OH PACMO/IOXNEH:
nepeKkayaTe/lb HAYHET CBETUTLCS APYE, YEeM B COCTOAHMUN
MO YMONYaHUIO (HEaKTUBHOM);

— KOCHYTbCA KHOMKM «[lanee» Ana NoATBEPKAEHMA
[encTens NnMbo KHOMKM «Hasag» Ana Bo3BpaTa Ha

npeablayLyto CTpaHuLy.

Nata 19 pekabps 2023

Bpems 18:53

PucyHoK 15

[na nocnepytowen HaCTPOMKM 4acoBOro Mnosica, TEKyWMX AaTbl U BPEMEHMU
HeobxoAMMO BbINOMHUTL CAeayoWme AeNCTBUS:

— OTKPbITb MEHIO CMCTEMHbIX HACTPOEK KacaHMem 3Hauka @ Ha JKpaHe
NPUNOXKEHUIM (cM. PUCyHOK 1);

— KOCHYTbCA MyHKTa MeHto «Bpema u agata» & B noapasaene «Cucrema», B
pe3ynbTaTe 4yero otobpasnTCA OAHOMMEHHAs CTPaHWLA HACTPOMKM AaTbl U BPEMEHM
(PucyHok 16);

— O11A aBTOMATMYeCKoro 0bHOBMEHUS [aTbl/BPEMEHN KOCHYTbCA MepekaodaTens
«ABTOMaTUYeCKOe 0HOHOBNEHME BpeMeHN» (PUcyHOK 17). 3Ha4eHMA Noaein 4acoBoro nosca,
NaTbl N BDEMEHMW CTAaHYT HEAOCTYMHbIMM ANA peaakTMpoBaHMA. B aanbHenwem obHoBNeHNE
aTbl/BpeMeHun byaeT NponcxoanTb aBTOMATUYECKM.

NPUMEYAHUE. [1na ycTaHOBKM 4acOBOro noAca, BpeMeHu M AaTbl BPYYHYHK OMNumA
aBTOMaTMYeCKoro 0bHOBMEHMA BPEMEHM A0/XKHA ObITb BbIKOYEHaA.

13
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PyKOBO,ﬂ,CTBO AdAMUNHNCTPATOpPA l NMAAT®OPMA
| Bpems n pata Bpems n pata
#  ABTOMaTMyeckoe o6HOBNeHVE ABTOMaTHyeckoe o6HOBNEHME
BpeMeHu BpeMeHu
Yacosoii nosc Poccus, Mocksa Yacosoi nosc
Hata 23 auBaps 2024 [ata
Bpems 15:43 Bpems
Wcnonb3oBaTb 24-4yacoBoi Wcnonb3oBaTb 24-4yacoBoi
¢popmat BpemeHu ¢popmat BpemMeHu
PucyHok 16 PucyHok 17

B cnyyae Heobxoa4MMOCTM 3a4aTb YaCOBOWM NOAC, BPEMA M AaTy BPYYHYHO TpebyeTcs
BbIMONIHMUTb CAeAytolLne AeNCTBUA:

— ONA  YCTAHOBKM 4aCOBOro MoOfAcCa: KOCHYTbCA nonaa  «YacoBon noAc»
(cm. PucyHoK 16) 1 Ha OTKpbIBLWENCA CTpaHuLe BbiIbpaTb Heobxoammoe 3HayeHue. [Ons
yCKOpeHMa npouecca BbibOpa MOXHO BOCMO/b30BaTbCA NoAem noucka (PucyHok 18)
KOCHYTbCA KHOMKKM «[1oATBEPANUTLY AN COXPaHEHUA AaTbl MO0 KHOMKKM «OTMEHUTb» ANA
OTMeHbl onepaumn. [anee BbibpaTb PopMaT BPEMEHM, KOCHYBLUMCb MepeKaYaTens
«Mcnonb3oBaTb 24-4yacoBor dopmaT» (cm. PucyHok 16) ana otobparkeHMAa BpemeHu B
cooTBeTcTBYlOWEM dopmaTe. ECAM AaHHbIA MNMYHKT He aKTMBMPOBAH, Bpems bOyaer
oTobparkaTbcA B 12-4acoBOm dopmaTe C YTOYHEHMEM «40 MNOAYAHA» WMAM «noche
NONYOHAY;

— ONA  YCTAHOBKM  AaTbl:  KOCHYyTbCcA nona «[ata» (cm. PucyHok 16), Ha
OTKPbIBLIENCA CTPaHWULLE KOCHYTbCA TeKyllen AaTbl U BblOpaTb M3 CNMCKa TEKYLWMA roj,
mecaL 1 ymcno (PucyHok 19). lanee KOCHYTbCA KHOMKK «[oATBEPANTLY» ANA COXPaHEHUS
naTtbl MMH60 KHOMKM «OTMEHWUTb» ANA OTMeHbl onepaumu. B cayvyae noATBepKAEHMA
BbIOpaHHaA AaTa 0TOOPa3nTCA Ha CTPaHMLLE HAaCTPOMKM AaTbl M BDEMEHM, B C/1y4ae OTMEHbI
[aTa OCTaHeTCA NpeXxHewn;

14
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PYKOBOACTBO afiMMHUCTPATOpPa l N AT DoPMA
| Yacosoit nosic OTMeHUTb MopTeepantb
Q hOMCK 23 sHBaps 2024
GMT -11:00 MH BT cp yT nr c6 BC
A C
R 12 3 4 s 6 7
BHeluHune manbie octposa CLLUA 8 9 10 M1 12 13 14
GMT -11:00 Muayai
%5 16 17 18 19 20 21
Huya
GMT -11:00 Anodu
22 123 24 25 26 27 28
GMT -10:00
29 30 33 1 2 3 4
OcTtpoea Kyka
GMT -10:00 Asapya 5 6 7 8 9 10 1
MUY KEHTWUWS3 X
OIbINBIPA RPN TINEIDK D
.HHCMVITI:EIO<><
123 - , .
PucyHok 18 PucyHok 19
— [ONA  YCTAHOBKWM BPEMEHW: KOCHYTbCA MOJA
OTMeHUTb MopTeepantb
«Bpema» (cm. PucyHok 16), B pe3ynbTaTte u4ero
oTobpasnTca undbepbnaT, MeTka BO BHYTPEHHEM Kpyre
KOTOPOro UrpaeT PO/ib YaCoOBOM CTPENKM, BO BHELLHEM —
MWHYTHOM (PucyHok 20). [Ins yCTaHOBKM HEOHX0AMMOTro
15:44 3HaYeHMa cnedyeT NooyepeaHO KOCHYTbCA KaKaon M3
METOK 3Ha4Ka 1, nepeasunras ee no Mam NpoTUB YaCOBOM
CTPEenKM, YCTAaHOBUTb B MO3MLUWMKM, COOTBETCTBYHOLLEM
TEKYLEeMY BPEMEHMU;
— KOCHYTbCHA KHOMKM «[loatsepaute»  4ANA
COXPaHEHMA YCTAaHOBAEHHOro BpeMeHM AMbO KHOMKM
«OTMEeHUTb»  And  OTMeHbl onepaunn. B caydae
noATBeEpP:KAEHMA BblOpaHHaa [gata oTobpasuTca Ha
CTPaHMLE HAaCTPOMKM AaTbl M BDEMEHM, B C/Ty4ae OTMEHDbI
[aTa OCTAHEeTCA NPEeXHeN.
PucyHok 20

1.4. HacTtpoitka MY

AomunHucTpatopy MY A0CTYNHbI CaeaytoLme BO3MOXKHOCTU:
— uncnonb3oBaHue SIM-kapT (n. 1.4.1);

15
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— Bblbop perxxknma USB-noakntodenns (n. 1.4.2);

— HaCcTpoMKa BepxHero meHto (n. 1.4.3);

— HacTpoMka MM (n. 1.4.4);

— MOJIb30BaTeNIbCKOE XpaHuauLLe Katoden (n. 1.4.5);
— areHT nonb3osaTena (n. 1.4.6).

1.4.1. icnonb3oBaHue SIM-KapT
1.4.1.1. NMpwAsKa 1 oTBA3Ka SIM-KapT

BHUMAHMWE! AKkTnBaums n aeaktnsauma ¢pyHKUmm «lMpmnesaska SIM-kapT» A0OCTyNHa
TO/IbKO Mocae nepesarpyskn MYV.

B uenax peanmsaumMy  KOHTPO/A  Joctyna W

nosblWweHuna 6esonacHocTy 8 OC ABpopa npeaycmoTpeHa

" P —— BO3MOXHOCTb  Ha3HauMTb JoBepeHHble  SIM-KapTbl,
S e BbINOJIHWUB CAeaylolme AeUCTBUA:

MOBGUNbHOM CBS3N Ha YCTPOCTBE NPy

s iengraResjsioH S/ -sapr — OTKPbITb MEHIO CUMCTEMHbIX HACTPOEK KaCaHWeM

| Mpues3ka SIM-kapT K ycTpoincTay

3Ha4Ka @ Ha DKpaHe NpunoxKeHui (cm. PucyHok 1);
— KOCHYTbCA NMyHKTa MeHto «[lpmBaska SIM-KapT K

yctponctey» & B nogpasaene «besonacHoCTb»;

— Ha  OTKpPbIBLIEMCA CTPaHWLE  aKTMBMPOBATb
nepekntoyatens  «Brkatounmtb  npwmeAsky  SIM-kapT»
(PvcyHOK 21) 1 noATBEPAUTL AEMCTBNE BBOAOM TEKYLLETO
napons (cm. PucyHok 4).

MPUMEYAHUE. [Ons BbINOAHEHMA MNPMBA3KM U
oTBA3KN  SIM-KapTbl Heobxoammo, 4ToObl  AaHHaA
SIM-kapTa ©Oblna BcTaBneHa B MY, a nepekntoyaTtenb
«BKHOUMTL NpUBA3KY SIM-KapT» akTMBUPOBaAH;

PucyHok 21
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MpuBaska SIM-kapT K ycTpoUcTBy

Bkniountb npueasky SIM-kapt
BHumaHue! BknioyeHue gaHHou onumm
3a610KMpYeT UCTIONb30BaHUe
MOBMNBHOI CBSA3U Ha YCTPOWCTBE NpU
Hanuyum HenpumeszaHHoi SIM-kapTb!

YctaHoBneHHble SIM-kapTbl

SIM1|[ROSTELEC(

ICCID:897012062¢

MpuessaTb

Paspewwutb SIM-kapTy no macke

ICCID SIM-kapTbl

PaspewmTs

Cnucok paspeluéHHbix SIM-kapT

®

PUCYHOK 22

MpuBaska SIM-kapT K ycTpoUcTBy

Bkniountb npueasky SIM-kapt
BHumaHue! BknioyeHue gaHHou onumm
3a610KMpYeT UCTIONb30BaHUe
MOBMNBHOI CBSA3U Ha YCTPOWCTBE NpU
Hanuyum HenpumeszaHHoi SIM-kapTb!

YctaHoBneHHble SIM-kapTbl

SIM1|[ROSTELEC(

ICCID:897012062¢

OTBs3aTh

Paspewwutb SIM-kapTy no macke

89701206269065692642

Paspewntb

Cnucok paspeluéHHbix SIM-kapT

®

PucyHoK 23

— Ha OTKpbIBWENCA CTpaHuue B noapasaene
«YcTaHoBneHHble  SIM-KapTbl»  KOCHYTbCA  KHOMKM
«MpwneAsaTb» cnpaBa oT Heobxogumon SIM-KkapTbl
(PucyHOK 22) ana npwussaskn  SIM-kapTbl K MY, B
pe3ynibTaTe Yero oHa byaeT npmeAsaHa kK MY;

— B noapasnene «Paspewunts SIM-KapTy No macke»
BBecTu ICCID Tpebyemoit SIM-KapTbl M KOCHYTbCA KHOMKM
«PaspewnTb», ONA paspeweHna MCNosib3oBaHuA SIM-
KapT, He BCTaB/IeHHbIX B AaHHOe MY 1 He NpuBA3aHHbIX K
Hemy (PucyHok 23).

MPUMEYAHUE. ICCID  npeactasnaer  coboM
YHWUKaNbHbI CeEpUIMHbIM HOMep SIM-KapTbl 1 coaepnt 20
CMMBOJIOB. EC/NM  KONMYECTBO BBOAMMbIX CMMBOJIOB
oTamyaetca ot 20, TO Ha 3KpaHe MY oTobpasutca
COOTBETCTBYIOLLEE yBeAgOMAEHME (PUCYHOK 24).

Mpuesaska SIM-kapT K ycTpoMUCTBY

BkniounTe npuesasky SIM-kapt
BHumaHKe! BknioyeHwe gaHHOM onumm
3aGnoKMpyeT MCnonb3osaHue
MoBKUNLHOW CBA3W Ha YCTPOACTBE NpKU
Hanu4um HenpuesaaHHo SIM-kapTbl

YcraHoBneHHble SIM-kapTbl

SIMT[ROSTELEC(

ICCID:897012062 anBﬂSaTb

Paspewwntb SIM-kapTy no macke

000

ICCID SIM-kapTbl
HekoppekTHblit BBOA. ICCID gomkeH copepXaTb He
Gonee 20 CMMBOMNOB - TOMBLKO LUPLI M cUMBONLI ™',

PaspewwnTb

Cnucok paspeluéHHbix SIM-kapT 0]

PucyHok 24

Ona TOro, 4ytobbl 0TBA3aTb OT MY paHee npuWBA3aHHYD K Hemy SIM-kapTy,
HeobxoAMMO BbINONHWUTL CAedyolme AeNCTBUS:

— B noapasgenie «YcraHoB/sieHHble SIM-KapTbl» KOCHYTbCA KHOMKWM «OTBA3aTb»
cnpasa oT Heobxoammown SIM-KkapTbl (cM. PucyHok 23);
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— Ha OTKPbIBLUENCA CTPAHULE KOCHYTbCA KHOMKM «OTBA3aTbY A1A NOATBEPKAEHMA
onepaunmn 1M60o KHOMKM « OTMEHUTLY A/19 OTMeHbI (PUCYHOK 25);

— B pe3ynbTaTe o0TBA3KM SIM-KapTbl 0T MY o0T0b6pasmnTca COOTBETCTBYyHOLLEE

yBegomneHne (PucyHok 26).

I OTMeHUTb OTBa3aTb |

[aHHaga SIM-kapTa 6yget
OTBsI3aHa OT 3TOro
yCTpPOWCTBa

Mocne ynanenusa SIM-kapta 6yget
3abnokvMpoBaHa Ha flaHHOM YCTPOMICTBE.

Bbl yBepeHbl, 4To xoTUTe yaanuts SIM-
kapTy 89701206269065692642 ?

PucyHokK 25

| Mpueazka SIM-kapT K YCTPOUCTB!

! Cucrema

Mo6unbHas cBsi3b 3a6nokuposa
YctaHoBneHHble SIM-kapTbl He
NpUBSA3aHbl K JaHHOMY YCTPOWCTBY U
He MoryT 6biTb MCMOJIb30BaHbI.

MepenTH B HACTPOWKM

YcraHoBneHHble SIM-kapTbl

SIM1|ROSTELECC
ICCID:8970120626

MpuBs3aTb

Paspewutb SIM-kapTy no Macke

ICCID SIM-kapTbl

ICCID SIM-kapTbi
PaspewuTb

Cnucok paspelénHbix SIM-kapT ®

P1UcyHOK 26
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1.4.1.2. lpocmoTp 1 yaaneHue paspeleHHbix SIM-KkapT

| Cnucok paspeLéHHbix SIM-kapT 2

89701206219003881203

89701206269065692642

PucyHok 27

Cnvcok pa3peLuéHHbix SIM-kapT

89701206219003881203
Yoanutb

89701206269065692642

PncyHoK 28

[na npocmoTpa Cnucka paspeweHHblx SIM-kapT
HeobXxoAMMO KOCHYTbCcA nona «CnMCOK pa3pelleHHbIX
SIM-KapT» (cm. PucyHok 24), B pe3synbTaTe u4ero
0TODPa3nTCA CTPaHMUA CO CIMCKOM M KonnyectBom SIM-
KapT, WCNOJIb30BaHME KOTOPbIX paspeweHo Ha MY
(PucyHoK 27).

Ana yoanenua SIM-KapTbl U3 CNMCKa pa3peLlleHHbIX
Heobxo4MMO BbINONHUTL Cieaytolme AeNCTBUA:

— KOCHyTbcA n yaepxuneaTb ICCID Tpebyemonr SIM-
KapTbl;

— B KOHTEKCTHOM  MEHK  KOCHYTbCA  MyHKTa
«Ypanutb» (PucyHokK 28);

— Ha OTKPbIBLLIEMNCA CTPaHMLLE KOCHYTbCA KHOMKMK
«YnanuTb» ANA NOATBEPKAEHMA onepauum NMHBO KHOMKK
«OTMeHUTb» ANA oTMeHbl (PucyHoK 29).

OTMeHUTb Ynanutb

[aHHag SIM-kapTa 6yger
yoaneHa us cnucka
paspeLlEHHbIX ANs 3TOro
yCTpPOWMCTBa

Mocne yaanenus SIM-kapta 6yget
3abnokMpoBaHa Ha JaHHOM YCTPOUCTBE.

Bbl yBEpPEHDI, 4TO XOTUTE YoanuTh SIM-
kapTty 89701206219003881203 ?

PucyHok 29
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1.4.1.3. Hactponka PIN-koga ana SIM-kapTbl

3awmTa  ycraHoB/ieHHOM Ha MY  SIM-KapTbl

| PIN-koa o
obecneynsaeTca ¢ nomoupto PIN-Koaa, KOTOPbI MOXKHO
SIM1 | ROSTELECOM aKTMBMPOBATb/AEaKTUBMPOBATL OTAENLHO AR KaskA0M 13
3anpatumeatb PIN-kog SIM-Ka pT.
WameruTs PIN-kon MPUMEYAHMUE. B 3aBUCMMOCTM OT KOHCTPYKTUBHbIX
ocobeHHocTen MY gonyckaeTca ycTaHOBKa 40 AByX SIM-
SIM2 | HeussecTHbIM
KapT.

HeTt SIM-kapTbl B cnote

Ona HacTponKkn PIN-Koga HeobXoAMMO BbIMONAHUTD
cneaytouwme aencrtema (PucyHok 30):
— OTKPbITb MEHIK CUCTEMHbIX HAaCTPOEeK KaCaHWem

3Ha4Ka @ Ha DKpaHe NpuoXKeHn (cm. PucyHok 1);

™
— KOCHYTbCA MNyHKTa MmeH «PIN-kog» *** B

noapasaene «be3onacHoOCTbY;

— KOCHYTbCA nepekatovaTena «3anpawmneaTtb
PIN-koa» Tex SIM-KapT, KOTopble He0BX0AMMO 3aWMUTUTL
BBOAOM PIN-Koaa nnMbo CHATb 3aWMTY.

PucyHok 30

Mocne aktmBaumm PIN-KoZa oH ByaeT 3anpallmBaThCs NPU KaxKaom BKAoYEHUN MY
(PucyHok 31). B cnyyae TpexkpaTHoro BBoda HesepHoro PIN-kogaa SIM-kapTa 6yaet
3ab10KMpoBaHa N ansa ee pa3biokMpoBKkM noTpebyetcs PUK-Koa, Ana BBOAA KOTOPOro
npepoctasasetca 10 nonbiTok (PucyHoOK 32).

MPUMEYAHMUE. PUK-Kkoa npeaocTaBaseTcs onepaTtopomM COTOBOM CBA3M.

Mocne BBOAa BepHoro PUK-Koaa oTobpasunTcs cTpaHmua ana nameHenua PIN-koaa
(cm. PucyHok 30), Ha KoTopoi HeobXoAMMO BbINOAHUTL CAeAytoLLIMe AEeNCTBUA:

— KOCHYTbCA KHOMKKN «M3meHnTb PIN-Koa»;

— BHECTM COOTBETCTBYIOLLME N3MeHEHNs B pa3aene SIM-KapTbl, KOTopyto TpebyeTcs
3aWmTnTL BBOAOM PIN-KOAa.
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Beegute PIN-kopq
SIM1 | ROSTELECOM

PucyHok 31 PucyHok 32

1.4.2. Bbibop pexumma USB-noakntoyeHma

Ons Bblbopa pexxmnma USB-nogkatodeHmna HeobxoAMmMOo BbINOAHUTL cleaylouime
AencTBus:

— OTKPbITb MEHIK CUCTEMHbIX HACTPOEK KacaHWem 3HauyKa @ Ha JKpaHe
NPUNOXKEHUIM (cM. PUcyHOK 1);

— KOCHYTbCA NYHKTa MeHto « USB» ‘l" B noAapasaene «YnpasneHne cCoeAnHEHUAMNY;

— Ha OTKPbIBLUEMCA CTPaHWULLE KOCHYTbCA nona «Pexum USB no ymonyaHuto» u
BbI6paTb HEOHXOAMMOE 3HaYEeHMe M3 pacKpbiBatoLLeroca cnmcka (PucyHok 33).

NMPUMEYAHUA:

v’ B cnyyae Bbibopa nyHKTa «Bcerga cnpalwmsaTth» npu nogxaodeHnn MY k 3BM c
nomoubto USB-kabena Ha MY oTobpa3nTcsa oKHO ¢ Bbibopom pexkmma USB-noakntoueHmn
(PncyHoK 34);

v’ 3HaueHune «Obwumit JocTyn K MHTepHETy» oTobpaaeTca TONbKO Npu akTUsauum
COOTBETCTBYIOLMX MepeknodaTeneit B NyHKkTe meHto «O6WMA aoctyn K MHTepHeTy».
MoapobHoe onmncaHne HaCTPOMKKM obulero A4ocTyna K MIHTepHeTy NpuBeaeHO B IOKYMEHTe
«PyKOBOACTBO NOJIb30BATENAR;

v 3HayeHne «Pexkmm paspaboTumka» oTobpakaeTca TOAbKO MPU  aKTUBaL UK
COOTBETCTBYHOLLMX NEepeKItoYaTeNnen B NyHKTe MeHto «CpeacTBa pa3paboTymMKa» CUCTEMHBbIX
HacTpoekK (noapa3aen 3.1).
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USB
| USB-ka6enb noakoyeH
Bk1OYEH NPOTOKON Nepegaydu Mepeknio4nTLCS Ha OANH U3 CneayloLUMX
mynbtumeaua (MTP) PEXIMOB
il >
F 8 & 4%
O6Lwmi Pexum MpoTtokon  Tonbko
Pexuvm USB no ymonyaxuio [oCTynKk  paspabor nepepjauv  3apspgka
Tonbko 3apsapgka WHTepHeT yuka MySbTUME
y ava
Bcerpa cnpaluvBatb (MTP)
O6wwit pocTyn kK HTEpHeTY

PexwmM paspaboTumka

Mpotokon nepegayn mynstumeaua (MTP)

Tonbko 3apsaka

ole

PucyHok 33 PucyHok 34

1.4.3. HacTpoiiKka BEPXHErO MeHto

MPUMEYAHMUE. MoapobHoe onmcaHme HACTPOMKM BEPXHEro MEeHH NpuBeaeHO B
LOKYMeHTe «PyKoBOACTBO MO/1b30BATENAY.

[na nobaBneHuns B BepxHee MeHto QYHKUMI, AOCTYMHbIX TONbKO aAMUHUCTPATOPY,
HeobXoAMMO BbINOMHUTL CAeayolme AeNCTBUS:

— OTKPbITb MEHIO CUCTEMHbIX HACTPOeK KacaHMemM 3Hauyka @ Ha JKpaHe
npunoxeHun (cm. PucyHok 1);

— KOCHYTbCA MyHKTa MeHto «BepxHee meHi» S B noapasaene «BHeWHW Bua v
OYHKUMNY;

— BblbpaTb HeobxoAMMble PYHKUMM KacaHMem nepekntodatenein (PucyHok 35), 8
pe3ynbTaTe Yero AaHHble QyHKUMM 0TOOPa3ATCA B BepXHEM MeHto (PucyHokK 36).
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SApnbiku

3T ApNbikM NPEROCTaBNAOT BbICTPbIN
BOCTYN K PasnuyHbIM QYHKLMAM U
HacTpoVKaM CUCTEMBL.

3anycTuTb cekyHaomep
OTKpbITb KanbKynaTop
YcTaHOBUTb TaiiMep
YcTaHoBUTb ByannbHUK
Cpenatb cendm
3anucatb BUgeo
CospaTtb 3aMeTKy
OTKpbITb ANKTOPOH

Cucrema

# CpepcTea paspaboTumka

BesonacHocTb

#  VICTOMHVKM NPUIOXEHWIA

3

5

PucyHok 35

1.4.4. Hactponkun M1

16:55 L 2P I d100]

16:55

23 anpensi, BTOPHUK

Mepepnaya — WLAN

@ormnqena

Mob6unbHble faHHble WLAN

o . -

¥ & (®
0 Ie

'G)' * Bluetooth

BoiknioueHo

ByannbHUK Cendu Bluetooth

AnanTueHas SpKoCTb
m
&
NFC Paspabotka

) Ve

Hacrpoiikn W3meHuTb

PucyHok 36

MPUMEYAHUE. AogMmnHUCTpaTop MMeeT AOCTYN K AOMNOAHUTENbHbIM HACTPOMKaM
M1, OonMCaHHbIM KaK B HACTOAWEM [AOKYMEHTe, TaK M B [AOKyYMeHTe «PyKOBOACTBO

NnoJib30BaTENAN.

Ona  pononHUTenbHon HacTponkm MIT HeobxoaMMO BbINONHUTL Ccaeaytouime

NencTens:

— OTKPbITb MEHK CUCTEMHbIX HACTPOeK KaCaHmem 3Ha4Ka @ Ha 3KpaHe

NPUNOXKEHUIM (cM. PUcyHOK 1);
— NepenTun BO BKAAAKY «[TPpUNOKEHUAY;

— KOCHYTbCSi 3HaYKa cooTBeTcTBytouero MMM 1 3aaaTh Tpebyembie HaCTPONKM.
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CyY&éTYMnKM BbI3OBOB

Ucxopsawume Bbizobl: 0:00:00
Bxogsuwwue Bbizosbl: 0:00:00
Bce BbizoBbl: 0:00:00

Q ) C6pOCUTb CYETUMKM BbI3OBOB
CoobuieHus 6eicTporo oTeeTa

KoTOpble Bbl CMOXeTe oTnpaenaTth nocne
BbIK/IIOYEeHUSA 3BYyKa NpU BXOASLLEM Bbi30BE.

f N3MeHUTb 6bICTpbie OTBETbI

WcTopus BbI30BOB

BbICTpbIli BbI3OB

[lns coBeplueHus Bbi3oBa notpebyeTcs
KOCHYTbCSi HEOBXOMMOr0 KOHTaKTa B
MCTOPUM BbI3OBOB

3anucb pasrosopa

#  3anucb pasrosopa
BO3MOXHOCTb BKIOYUTb 3aNUCh pasrosopa

| TenedoH

Cospaitte fo 5 coobuyeHuin ans 6bicTporo oTeeTa,

PucyHok 37

(? C6pocuTb CHETYMKM BbI3OBOB

CoobLueHus 6bicTporo oTeeTa

CospaiiTe no 5 coobLieHwii ans GbicTporo oTeeTa,

KoTopble Bbl cMoxeTe OTnpaensTb nocne
BbIKS 3BYKa Npu BXC

f M3MeHUTb 6bICTpble OTBETbI

WcTopusa BbizoBoB

BbICTpbIV BbI3OB

[ins coBeplueHus Bbi3osa notTpebyercs
KOCHYTbCH HEOGXODMMOI’O KOHTaKTa B
UCTOPWU BbISOBOB

3anucb pasroeopa

3anucb pasrosopa
BO3MOXHOCTb BK/IIOYUTB 3anUCh pasroBopa
BO BpeMs aKTUBHOIO Bbi3OBa.

3anucaHHble Bbi30Bbl
2 Bbi3oBa

3a610KMpPOBaHHbIE BbI3OBbI

386ﬂOKMpOBaHHbIe KOHTaKTbl

PucyHok 38

Ona pononHUTEeNbHOM HacTponknm MIN «TenedpoH»
Heobxo4MMO BbINOSHUTL Ceaytolme AeNCTBUA:

— KOCHYTbCA nona «COHPOCUTb CYHETYMKM BbI3OBOBY
Ana cbpoca cyeTymMKa Bbl3oBa (PucyHok 37);

— aKTMBMPOBATb nepekntoyaTesNb «3anuch
pa3roBopa» A5 3an1cK pa3roBopa BO BPEMA aKTUBHOTMO
BbI30Ba (PucyHok 38);

— KOCHYTbCA MNOANA «3anuMcaHHble BbI3OBLI» A/A
npocmoTpa MHGOPMaLMM O 3aNMUCaHHbIX BbI30BAX.

[lns BbINONHEHMA AEeNCTBUIM Had 3anMCcaHHbIMM
BbI30BaMW CAedyeT KOCHYTbCA MNOAS C KOAMYECTBOM
3aMMCaHHbIX BbI30BOB M Ha OTKPbIBLWIENCA CTpaHUUE B
KOHTEKCTHOM MEHI0 BbI30Ba KOCHYTbCA MyHKTa C
Heobxoanmbim genctemem (PucyHok 39).

Metp 18:31
@& 0:04

MosBoHUTB
OTKpbITb KAPTOYKY KOHTaKTa
Ypanuto

MNopgenuTtbca

Metp 18:20

PucyHok 39
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ana [ONO/THUTE/TbHOM HACTPOMKM
| CoobueHus G M «CoobuieHmA» HeobX0AMMO BbINOAHUTbL CAeaytoLLmMe

nencrema (PucyHok 40):
— B noapasgene «SMS» npocmoTtpeTb agpec SMS-
SMs LEeHTPa;
ki s — aKTMBMPOBaATb nepektodaTens «OTyeTbl O
Appec SMS-ueHTpa
[OCTaBKe» A/1A 3anpoca oT4eTa 0 4oCTaBke SMS.
MPUMEYAHWUE. [OnAa aKTuBauum nepekatovaTena
e e s ot [IOCTAaTOYHO KOCHYTLCA MO/A, B KOTOPOM OH PaCMONOMNKEH:
KoTopble 6yaeT pa3but HabpaHHbI TEKCT, U

KAHIOOTRO csanos  ocTai nepekatoYaTeNb HayYHET CBETUTbCA fApyYe, 4Yem B
COCTOAHMM NO YMONYAHWIO (HEAKTUBHOM).

(®) SIM1|ROSTELECOM

# OTyeTbl 0 focTaBKe
3anpawmeaTb oTYeT o goctaske SMS

MMS

MakcumanbHbii pa3mep coobLieHns
CpegHuit

Pa3amep coobLueHns MOXET 6biTb OrpaHu4eH
onepaTopoMm OTMpaBUTENs UMK NoNyJaTens

3anpalumBaTtb oTyeThl Het
Bbl MOXeTe 3anpalumpaTh OTHETbI O LOCTaBKe U
npoyteHun MMS

YBegomnatb o npoYTeHUU
OrnpasuTens 6yaeT yBeoMAEH O TOM, YTO

PucyHok 40

1.4.5. NMonb3oBaTeNbCKOE XPAHUAULLE KNHOYEN

[Monb30BaTENLCKOE XPAaHUANLLIE KAtOYel NpeaHa3HaYeHo ANA XPaHEHUS KAtoYeln 1
cepTMdMKATOB, NPU 3TOM OrpaHNUYeHMe AOCTYNA K XpaHUAKULLY obecneynBaeTcs LWTAaTHbIMM
cpeacteammn OC Apopa (pasaen 4).

MPUMEYAHUE. Monb3oBaTeNnbCKoe XPaHUANULLE KAOYen CO343aeTCA AN KarKA0oW
YYETHOM 3anncK ponemn n HaxoamTca B Nanke SHOME/ . softhsm.

Co3aaHne NoNb30BaTEIbCKOTO XPaHUANLLLA KAtOYeM OCYLLECTBAAETCA B CAEAYOLLIMX
CAyYasnx:

— nepBoe BKAtOYeHNe MY B pexnme agMUHUCTPATOPA;

— COo3JaHue y4yeTHOM 3annck nonb3osatena (n. 1.2.1) c NomMoLlblo cepBuca user-

managerd, [MPWU 3TOM CKPUNT 1initialize-user-keystore.sh XpPaHUTCA B Nanke
create.d

1.4.6. AreHT nonb30BaTens

AreHT nonb3zosaTensa (User Agent) — 3To maeHTUdPMKaTop Opaysepa, KOTOPbIN
nepenaeTtca B 3aronoBke http-zanpoca K cepBepy, OTBET cepBepa MOXET 3aBWUCETb OT
NaHHOTro MAeHTUdMKaTOPa, M MOXKET ObITb 3a4aH:

1) Mo ymonuyaHuio B UHTepdeice, onncaHne KOTOpOro npuBeaeHO B AOKYMEHTE
«PyKOBOACTBO MO/1b30BaATENAY;

2) C nomolbto panna ua-update.json, KOTOPbIN:

— MUMeeT nonad hostname W useragent " NyTb /home/defaultuser

/.local/share/org.sailfishos/browser/.mozilla/ua-update.json;
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— onpepaenseT areHT Noab30BaTeNA ANA OTAE/IbHbIX CalTOB.

MPUMEYAHUE. Mpn n3meHeHMn daiina ua-update.json BPYYHYO HEOOXOAMMO
nepesanyctntb MI1 «bpay3sep».

O6HOBNEHME MOXKET NPOMUCXOAUTb CeayroLMMmM cnocobamm:

— C MOMOLLBbIO 3HAYeHMA MO YMO/JYaHMIO, Koraa oOTcyTcTByeT aln  ua-
update.json. leHepaums dalna ocyllecTBAseTca W3  /usr/share/sailfish-
browser/data/ua-update.json.in;

— C nomollbto Beb-caiTa, Koraa ¢arn ua-update.json OBHOBAAETCA Yepe3 ceTb
MHTepHeT. [lonyyeHne daina  ocyuwlectsaaeTca nocpeactsom  http-zanpoca B8
M1 «bpay3ep» Ha onpeaeneHHbI aapec B ceTh MHTepHeT.

NPUMEYAHUE. Mpn nepsom 3anycke MI «bpay3ep» 3anpoc K cetn NHTepHeT He
ocylLecTBnAeTcA, a ¢aln ua-update.json FEHEPUPYETCA MO YMOAYAHMIO.

1.5. HacTpoWKa ceTeBbiXx BO3MOXKHOCTEM

1.5.1. HacTponKa npuHTEpa

BHUMAHMWE! MoapobHana nudopmauma o nevatn GanaiosB npuBeaeHa B JOKYMEHTe
«PyKOBO/ACTBO NO/b30BATENNAY.

B OCABpopa npeaycMoTpeHa  BO3MOXHOCTb

IS - nobaBneHna npuHTEepa, Ana  3Toro  HeobxoAMmo
BbIMOMIHUTb CAeaytolme AeNCTBUA:

— OTKPbITb MEHK CUCTEMHbIX HACTPOEK KacaHWem
3Ha4yKa @ Ha JKpaHe NPUIOKEHUN;

Y Bac elle HeT NPUHTEPOB — KOCHYTbCA MNYHKTA MeHto «[1puHTepbI» = g

noapasaene «YnpasaeHne COeaMHEHNAMMY;

— NOAKNYUTL NpUHTEP K MY C  Nomollbto
USB-kabena yepes nepexoaHuk USB-OTG nmbo no cetu
[lo6asuTs nputTep WLAN (paboTa c npuHTEpamm no ctaHaapty Mopria);

— Ha OTKpbIBWENCA OAHOMMEHHOW CTpaHuLe
KOCHYTbCS KHOMKK «[J06aBuTb NpuHTEpP» NMHBO B NPaBoOm

BEPXHEM YI/ly KOCHYTbCA 3Ha4Ka + (PucyHok 41), B
pe3yabTaTe byaeT BbINONHEH NOUCK YCTPOMCTB;

PucyHok 41
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— Ha OTKpbIBLIENCA CTPaHMLE BbIBPaTb YCTPONCTBO,
| Ao6asuTs npuHTep 5
KoTopoe Heobxoanmo A06aBuTb (PrUcyHoK 42);
NOEHHbIE YCTPOWCTB: N
HEpRESS S — B MPaBOM BEPXHEM YI/ly KOCHYTbCA 3HaYKa > AN
T 06HOBNEHUA MHDOPMALMK O HaAEHHbIX YCTPONCTBAX;
— BBECTM MMS NPUHTEPA B NOJIEe BBOAA U KOCHYTHCS
KHOMKK «[1o6aButb» (PucyHok 43), B pesynbTaTe 4yero
NpuHTep oTobpa3nTca Ha cTpaHuue «[lpuHTepbI»
(PcyHoK 44).
PucyHok 42
| OTMEHUTD DNo6aButb MpuHTEpPDI ®
[o6aBnTb NpUHTEP Mo# nphHTepsi
HP Color Laser 150 HP Color Laser 150
Wms npuHTepa
PucyHok 43 PucyHok 44
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HP Color Laser 150

O npuHTEpe

HP Color Laser 150
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PucyHok 45

Ona neperMmeHoBaHNA MMEHM NpuHTEpa
Heobxo4MMO BbINOSHUTL Ceaylolme AeNCTBUS;
— Ha CTpaHuue «[MpnHTEPLI»

HeobxoAMMbl NPUHTEP, KOCHYBLUNCH €rO0;
— Ha OTKPbIBLIENCA CTpaHMLe BBECTM HOBOE MMSA
npuHTepa (PrucyHok 45);

BbIOPATh

— KOCHYTbCA 3Ha4Ka ONA  noaTBepXAeHMA
nencTema, B pesynbTaTe WMA  NpuHTepa byaeT
nepermeHoBaHo.

[ns ynaneHus npuHTEpa M3 Cnucka Heobxoammo
BbINONHUTb Cieaytolime AeNCTBUA:

— Ha  CcTpaHuue  «[lpuHTepbl»  KOCHYTbCA W
yAEPKMBaATb Ha3BaHME NPMHTEPA, KOTOPbIN HEOBX0AMMO
YOANUTD;

— B KOHTEKCTHOM MEHI0 MyHKTa  «YOanuTb»
(PucyHOK 46) n1MbO OTKPbLITb MPUHTEP W B MPaBOM
BepxHeM yr/y KOCHYTbCA 3Ha4Ka I} (PucyHoK 45);

— Ha OTKPbIBLIENCA CTPAHWULLE KOCHYTbCA KHOMKKU «YAanuTb» ANA NOATBEPKAEHMSA
onepauum 1Mb6o KHoMNKK « OTMEHUTLY A/1A OTMEeHbl onepauum (PucyHok 47).

| MpunTepsi

Mowu npuHTEpSbI

HP Color Laser 150

Ynanutb

®

PucyHoK 46

| OTMeHUTb Ynanutb
Ypnanutb npuHTep?

Bbl 4eNCTBUTENbHO XOTUTE YAANUTb
npuxTtep HP Color Laser 1507

PucyHok 47
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1.5.2. icnonb3oBaHne VPN-coegmMHeEHMUA

VPN — 3TO 3aWmuUleHHada ceTb, NpeaoCTaBAAoWaA BO3SMOXHOCTb YCTaHABAMBATb
3aWmndpoBaHHOE CoeAnHEHUE C yAANEHHbIMK cepBepaMmn Beb-calToB B ceTn NHTepHeT.
Mpn NOAKNHOYEHUN K YAANEHHOMY CepBePY NOAb30BaTeNb Nony4vaeT IP-aapec B pernone,
rae pacnonaraeTcs AaHHbIN cepBep.

B oTanume ot npokcu-cepsepa, VPN BHayane BbINOAHAET MOAKAOYEHME K CETH,
KoTopasa 3aTem obecneynBaeT coeAMHEHME C TPEDYEMbIM CEPBEPOM HAMPAMYIO, MPU STOM
WndpoBaHME AaHHbIX MO3BOMAET 33aWMUTUTb NAPOAU M MHYHO KOHOUAEHUMANbHYIO
MHGOPMaLMIO OT yrpo3 6e30nNacHOCTH.

BHUMAHWE! Ona otobpaxkeHus noaaeprKmBaembixX

| [o6aeutb VPN @
VPN-nnarnHos B nyHKTe meHo «VPN» noapasaena

«YnpasneHue coeMHEHUAMM» HeobxoaMmMo
AOMOJIHNTEIbHO YCTaHOBUTL CTOPOHHMe VPN-peleHuna, He
ABnAroLLMeca BCcTpoeHHbIMM B OC ABpopa.

B cayyae oTtcytctBMA  nogdeprkmsaembix  VPN-
VPN-nposaiiaepsl He NNarMHOB Ha 3KpaHe MY oTobpasnTca COOTBETCTBYOLLEE

yCTaHOBNEHbI. yBegomneHue (PrucyHok 48).

BHUMAHUE! B cnyyae ecam Ha MY yCcTaHOB/IEHO
MM «ABPOMA  Mnatdopma», TO  HACTPOEHHOE
VPN-coeanHeHne byaeT 4oH6aBNEHO aBTOMATUYECKM.

PucyHok 48

1.5.3. 3apaHume URL-agpeca

MPUMEYAHUA:

v MoppobHoe onucaHne HacTpolkn cetm WLAN npuseseHo B AOKYMeHTe
«PykoBOACTBO NONb30OBaTENAY;

v 3aganne URL-agpeca a4 cepsepa MpoBepku ceth MHTepHeT, a Takke NTP-
cepBepa, byaeT NPMMEHEHO KO BCEM YY4ETHbBIM 3aMMCAM, CO3aaHHbIM Ha MY.

Ina 3apaHma URL-agpeca ana cepsepa NpoBepKkM HeobXxoAMMO BbIMOAHUTb
cneayolme AencTBmA:

— OTKPbITb MEHI0 CUCTEMHbIX HACTPOEK KacaHMem 3Hauyka @ Ha JKpaHe
NPUNOXKEHUIM (cM. PUcyHOK 1);

— KOCHYTbCA MNyHKTa MeHto  «WLAN» T B nogpasgene «YnpasneHue
COeAUHEHNAMMY;
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— KOCHYTbCA nona «PacwmnpeHHble HacTpoMKkn» (PucyHok 49);
— Ha OTKPbIBWEWNCA CTpaHMLEe 3amoJHWTb HeobxoaMMble MoAA B noapasgene
«URL-agpeca cny:xbbl» ana npoBepKkun Aoctyna K ceth MHTepHeT (PucyHok 50).

| WLAN I PacluMpeHHble HacTPOoNKK

R570E

PaclunpeHHble HacTPOWKN @ Wms yeTpoiicTea
Wms ycTpoiicTea, oTobpaxaemoe y Apyrux
YCTPOWCTB B /IOKanbHOM CeTH

WLAN
no6anbHbiit Npokcu-cepeep

#  WLAN =

PucyHok 49

#  [nob6anbHblii NPOKCU-cepBep x
WcnonbayeTtcs ans Bcex CoeAnHeHWH
(WLAN, Mo6unbHbIX 1 Ap.) 1
nepeonpeaensieT UHAUBUAYanbHbIEe
HaCTPOWKM.

KoHdurypaums npokcu-cepeepos
Het npokcu-cepeepos

URL-agpeca cnyx6bl

http://ipv4.omprussia.ru/return_204

Cratyc URL-appeca IPv4

Mpunoxexus moryT ucnonssosarb 3ot URL-aapec,
4TO6bI NPOBEPUTD, OTKPBIT I N5 YCTPOWCTBA
AOCTYyNn K cetun MHTEpHeT. Ecnu He 3anonHeHo,
c6pacmaae7ca B 3Ha4YeHue No yMON4YaHuio

Hanpumep, 0.pool.ntp.org,1.pool.ntp.org

o6anbHbie NTP-cepeepbi
Cnucok ponxeH 6bITb OTCOPTUPOBAH B Nopsake
npeanoYyTeHus U pasaeneH 3anaTbiMu

PucyHok 50

1.5.4. PaclumpeHHble HAaCTPOMKM reonoKaLmnm

| leonokaumsa

leonokauumsa

Paspemmb NPUNOXeHUAM onpeaenaTb Bamy
reonokauuio. ta dyHKuMs noTpebnser
HEKOTOpOe KO/IMYECTBO 3apsiaa
akKymynsTopa.

ToyHOCTb

Mo3numoHupoBaHue BbICOKOM
TOYHOCTU

Vcrionbayet ceTesble CEpBUCH AN
NOBbIWEHUA TOYHOCTK onpeaeneHus
reonokauun. MoxeT B3aumaTbcs nnata.

#  Tonbko yCTPOWCTBO
Wcnonbsyet THCC gns onpepenexus
reonokauumn. 3ToT peXxuM He UCToNb3yeT
Kakve-nu6o faHHble.

#  PeXuM aHeprocbepexeHus
Wcnonb3yeT TonbKo ceTesble CEPBUCH AIS
onpepgeneHus reonokaumun. THCC He
ucnonbayetcs. MoXeT BaumaTbes nnarta, npu
3TOM PEeXM1M 3KOHOMUT 3apsif,
aKKyMmynsTopa.

Pacwm PEeHHble HaCTpOﬁKM

PucyHok 51

MPUMEYAHUE. MoapobHoe onmcaHWe HaCTPOMKM
reonokauum npuBeaeHO B A0KyMeHTe «PykoBoacTBo
no/ab30BaTeNs».

Ona HacTponKknm mctodHmkoB A-GNSS Heobxoammo
BbIMONIHUTb CAeaylolme AeNCTBUSA:

— OTKPbITb MEHIO CMCTEMHbIX HACTPOEK KacaHMeM

3Ha4Ka @ Ha DKpaHe NpuNoXKeHni (cm. PucyHok 1);

— KOCHYTbCA MYyHKTa MeHI0 «leonokauma» © B
noapasgene «YnpasJieHMe COeAMHEHUAMMY;

— aKTMBMPOBATb MepekatoyaTens «leonoKauma»
(PucyHok 51) ana paspeweHma MM, ycTaHOBAEHHbIM Ha
MY, pacno3HaBaTb Ha KapTe reonokauum MY;

— aKTMBMPOBATb nepekao4aTeNb
«lMo3numMoHNpoBaHme BbICOKOM TOYHOCTM» ons
NOBbIWEHNA TOYHOCTM oOnpeaeneHns reonokaumm c
MCMONb30BaHMEM CETEBbLIX CEPBUCOB;
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— KOCHYTbCA KHOMKK «PaclumMpeHHble HAaCTPOMKN» AN Nepexoaa K pacliMpeHHbIM
HACTPOWMKam reosIoKaLmuy;

— Ha OTKPbIBLIENCA CTPaHMLE aKTMBMPOBATb nepekatodatens «A-GNSS» ans
ONTUMM3ALMM BbIYMCAEHNA F€0NOKALLMM NO CMYTHMKOBOM HaBuraumm (PucyHok 52);

— B noapasgene «MctouyHnkm A-GNSS» akTMBMpOBaTb Nepekatoyatens «Googlex»
(PUCyHOK 52) M Ha OTKpPbIBLUENCA CTPaHWLLE KOCHYTbCA KHOMKM «[lloATBEpAUTL» ANA
NOATBEPKAEHMA onepaLnm NMbo KHOMKU « OTMEHUTbY» Aas OTMeHbI (PrucyHOK 53).

| PaclumpeHHble HacTpouKu | OTMeHuUTb MoaTsepaunTb
GNSS Ha aTtom ycTpoiicTee
Mcnonb3yloTcs
CﬂYTHVIKOBaﬂ HaBurauus
YBenuumBaeT TOYHOCTb onpeaenexHuns aCCMCTM pyK)LuMe CepBMCbI
reonokauum Ha OTKprTOﬁ MEeCTHOCTHU reonoKauM M. Bbléwpaﬂ
(yBenuumBaer pacxop 3apsaa . T
akkymynsTopa) MoaTeepauTb" Bbl HeceTe

OTBETCTBEHHOCTb U
cornawlaetecb Ha nepegavy

A-GNSS

A-GNSS Ballen reonokKkauum TpeTtbnMm
ONTUMU3NPYET BbIYUCTIEHUE reoNoKaLMUK Mo
CNYTHUKOBOW HaBurauum (Tpebyet vuam
noaknioyeHus K HTepHety)
McTounnkn A-GNSS
# Google
PucyHok 52 PucyHok 53
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2. BbINMONMHEHWNE MPOITPAMMDBI

2.1. Hactpoiika obHosneHuit OC ABpopa

BHUMAHWE! Panee ycTaHoBneHHble Bepcum OC ABpopa MOXHO OOHOBWUTH A0
TEKyLLeN TONbKO C MOMoOLLbo nepenpowmnskm MY. lNoapobHoe onmMcaHue YCTaHOBKM
OC Aspopa Ha MY npuBeaeHO B AOKYMEHTE «MHCTPYKLMA NO YCTaHOBKEY.

O6bHoBneHne OC ABpopa OCyLLIECTBAAETCA aAMWHUCTPATOPOM MO0 JIOKA/IbHO
BPY4YHYtO, MO0 yaAaNeHHO C MCNonb3oBaHWeMm MpuKNagHOro NporpaMmHoro obecneyeHms
«ABpopa UeHTtp» (MMNO).

MPUMEYAHUE. Ona nonyvyeHma uHPopmaumm no obHosneHmto OC ABpopa C
ncnonbzoBaHmem MMO cneayeT 06paTUTLCA K COOTBETCTBYIOLLEN AOKYMEHTauUMn Ha MMM0,
pa3melleHHon Ha Beb-canTe: https://auroraos.ru/documentation/.

Ona HacTponkn obHoBneHnn OC Heobxoammo
BbIMONHUTb CAeaylolme AeNCTBUA:
— OTKPbITb MEHK CUCTEMHbIX HACTPOEK KacaHWem

| OTMeHUTb |

MMQ nonb3oBaTens

3Ha4Ka @ Ha JKpaHe NPUNoKeHnn (cMm. PucyHok 1);
Mapane D — KOCHYTbCA MyHKTa MeHto «ObHoBneHna ABpopa

oC» 4 s noapasaene «Cucrema», B pesysibTaTe Yero
0TOOPAa3nTCA CTPaHMLA C HAaCTPONKaMmM 0BHOBNEHNS;

— KOCHYTbCA nepekntoYaTens «BKNOYNTL
3almLLeHHble obHoBAeHMA» (PUCYHOK 55);

BHUMAHMUE! Ins nonyyeHns nmeHm Nob30BaTeNA U
napona HeobxoAMMO 0DPaATUTLCA Ha INEKTPOHHYIO NMOYTY:

HomeH

® . support@omp.ru.

gwertyuioop — Ha OTKpbIBLIENCA CTpaHWLe 3anoaHWTb MOoA

alsldlelalnlilkli (PucyHoK 54) ana permctpaummn 4oCTyna K peno3nTopuam;

B . (. lclviblnlmiE — KOCHYTbCA KHOMKM «BX0a» ANA BbINONHEHUA BXOAa

s N | MBO KHOMKW «OTMEHWTLY 1A OTMEHbI OnepaLymn.
PucyHok 54

OC ABpopa MOKHO OOHOBUTbL NOKANbHO Yepe3 rpaPpuyeckmin nHTepdeinc, BbINOTHNB
cneayrouime AencTemns:

— Ha CTpaHuLLEe C HAaCTPOMKaMMN OOHOBIEHNA KOCHYTbCA 3HAYKa G ON1A NPOBEPKMU
AOCTYyNHbIX 0OHOBNEHMI, B pe3yibTaTe Yero oTobpasmTca yseaomaeHme: «HeT 4OCTYNHbIX
0OHOBNEHMNY, @ TaK}Ke AaTa U Bpema nocaeaHen nposepkn (PrucyHok 55) inbo goctynHoe
obHoBneHue (P1UcyHOK 56);
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| O6HoBnexus OC Aspopa O6HoBneHus OC Aspopa

HeT pocTynHbix 06HOBNEHUI
MpoBepuTb Hanuune o6HOBNEHMIA

MocnepnHss nposepka: 23 anpens 2024 8
17:06

%)

TekyLuas Bepcus
5.1.0.57 (MeTtponaenosck-Kamyatckui)

©

PesepBHoe konvpoBaHue
O6HoBNEHMe CUCTEMbI He 3aTparvuBaeT
daiinbl, ogHaKO pekoMeHayeTcs
NepuoAnYeckn CO3aBaTh Pe3epBHbIe KOnun

#  3arpyxaTb O6HOBNeHUs
Tonbko yepes WLAN

#  3arpyxaTb O6HOBNEHus B
poyMuHre

MpoBepuTb Hanuuue 06HOBNEHUI
MocnepHss nposepka: 18 sHeaps 2024 B 12:4

#  BKNIOYUTD 3alMLEHHDbIE
06HOBNEHUS

TekyLuuii aomeH 'sales’ Texyu.tan Bepcusa

5.0.0.28 (Merponaenosck-KamyaTckuit)

@+ O

PesepBHOe KonupoBaHue
O6HOBNEHWE CUCTEMDI HE 3aTparveaeTt
dannbl, oAHaKO pekoMeHayeTcs
nepuoaguyecku cosnaearth pesepsHble Konuu

3arpyxaTb 06HOBNEeHUs
Tonbko yepes WLAN

PucyHoK 55 PucyHok 56

— NPU HaAUYUM  AOCTYMHOTO OOHOBAEHMA KOCHYTbCA KHOMKKM «[llogpobHee»
(cm. PrcyHOK 56) 1 Ha OTKpbIBLLENCS CTPaHWLLE O3HAKOMMTCA ¢ noapobHON nHbopmaLmen
06 obHoBNeHUKM (PrucyHok 57);

— KOCHYTbCS KHOMKW «3arpy3nTb — [Pasmep obHoBAeHMA]» (cm. PUCyHOK 56) ans
ero 3arpysku. B cnyyae HeobxoaAMMOCTW 3arpy3ky OOHOBAEHWUS MOMHO OTMEHMUTb
KacaHnem KHoMnKkM « OTMeHUTb 3arpysky» (PucyHok 58);

| MoppobHee | O6HoBnenuns OC Aspopa

4/,“

ABPOPA

Aspopa 5.0.0.60

OG6HOBNEHNE COAEPXUT N3MEHEHNUS, C
KOTOPbIMU MOXXHO 03HaKOMWUTbLCSH B Release
notes no ccbinke https://auroraos.ru/

Tekyluas Bepcus
documentation YL P

5.0.0.28 (Metponasnoeck-KamyaTckuii)

PesepBHoe KonupoBaHue
O6HoBneHWe CUCTeMbI He 3aTparvsaet
daiinbl, ogHaKko pekomeHayercs
nepuoauYecKm co3aBaTh pesepBHbIe KOnun

® +

3arpyxaTb 06HOBNEHUs
Tonbko yepes WLAN

PucyHoK 57 PucyHok 58
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— nocfe ycnewHon 3arpy3kM OBHOBNEHMA KOCHYTbCA KHOMKM «YCTaHOBUTH
obHoBNeHME» (PucyHOK 59);

— Ha OTKPbIBLUENCA CTPaHWULE KOCHYTbCA KHOMKM «YcTaHoBUTbY» (PucyHoK 60),
nocne yero MY aBTomaTuyecku byaeT nepesarpyskeHo, MMbo KHOMKM «OTMEHUTbY ONA

OTMEHbI onepauum.
MPUMEYAHMUE. B 3aBMCMMOCTM OT KOHCTPYKTMBHbIX ocobeHHocTe MY nocne

YyCTaHOBKM OOHOBNEHNA BO3IMOXKHA ABOMHaA nepe3arpyska MY.

| O6HoeneHus OC Aspopa | OTmeHuTL YcTaHoBUTb

YcTtpoiicTeo 6yneT
nepesarpyxeHo
YcTaHoBka 06HOBNEHUI 3aiMeT
HEeKOTOpoe Bpems, B Te4eHUe KOTOporo
Bbl He CMOXeTe MonNb3oBaThCs

YCTPOMCTBOM. YCTaHOBUTb
obHoBNEeHUs?

MpoBepuTb Hanuuue o6HOBNEHUI
Mocnepxss nposepka: 18 aHBaps 2024 B 12:4

Tekyuias Bepcus
5.0.0.28 (MeTponaenosck-KamyaTckui)

@ & O

PesepBHoe konupoBaHue
O6HOBNEHUE CUCTEMDI HE 3aTparuvsaeT
aiinbl, ogHaKo peKkoMeHayerca
nepuoauyecku cosnasaTth pesepseHblie Konuu

3arpyxaTb 06HOBNEHUs
Tonbko Yyepes WLAN

PucyHok 59 PucyHok 60
Ha ctpaHunue «O6HoBneHMe OC» aAMUMHUCTPATOPY TaKKe AOCTYMHbl Caeaytoline
nenctema (cm. PucyHok 55):

— NpocmoTpeTb MHdopMaLMto o Tekyllein Bepcun OC /@‘;
— BbIMNO/IHWUTL pe3epBHOe KonupoBaHWe nepen obHosneHMem OC, KOCHYBLUMCb

3HauKa O,
MPUMEYAHME. MoapobHoe onncaHWe o co34aHNN pe3epBHOM KONUK NpMBEAEHO B

OOKyMeHTe «PyKoBOACTBO NO/Ib30BATENAY;
— aKTMBMPOBaTb MO0 AEaKTMBMPOBATb MepekatodaTelb «3arpy*katb 06HOBAEHMA
ToNbKOo Yepe3d WLAN» ana 3arpy3km obHoBAeHUA ¢ nomousto cetnt WLAN;
— aKTMBMPOBaTb MO0 A€aKTMBMPOBATL NepeKItoYaTeNb «3arpyKaTb 06HOBNEHMA B

POYMWHIe» N5 3arpy3KM 0OHOBNEHMSA B POYMUHTE.
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2.2. Cbpoc HacTpoek MY

MPUMEYAHME. Cbpoc HacTpoek MY — 3To npouecc yaaneHusa BCex AaHHbIX, Nocne
KoToporo MY BO3BpalLaeTCA K 3aBOACKOMY COCTOAHMIO, T.e. K Bepcun OC, yCTaHOBAEHHOM
npounssoantenem MY.

[Onsa cbpoca HacTpoek MY A0 3aBOACKOro COCTOAHWA HeOHXOAMMO BbIMOAHUTL
cneayrouime AencTBmnA:

— OTKPbITb MEHI CUCTEMHbIX HACTPOeK KacaHMem 3HauKa @ Ha JKpaHe
npUNoXeHunn (cm. PrucyHok 1);

— KOCHYTbCA MNyHKTa MeHto «CObpocuTb  YCTPOMCTBOY X g noapasaene
«MHbopMmauma»;

— Ha OTKPbIBLWENCA CTPaHWLE KOCHYTbCA KHOMKM «COPOCUTbL YCTPOMCTBO»
(PncyHok 61);

— KOCHYTbCA KHOMKK «[MoATBEpAMTL» ANA NOATBEPHKAEHUS onepaumm A1Mbo KHOMKK
«OTMeHUTb» ANA OTMeHbI (PrcyHoK 62);

— npwu HeobxoAMMOCTH KOCHYTbCS nepekntoyatena «ABTOMATUYECKM
nepesarpysunTb YCTPOMCTBO Nocae cobpoca» Ana nocaeaytollern nepesarpyskm MY;

— Npu HeobxoaMMOCTM KOCHYTbCA Mepekatodatena «YaanuTb BCe AaHHble» ANA
yOaneHua AaHHbIX.

MPUMEYAHUE. [Mocne nepesarpy3kn MY npousomaetr cbHpoC HacTpoek A0
3aBO/ICKOrO COCTOSIHMA C NMOCAeAyHOLMM 3aNyCKOM MacTepa NepBOHaYya/ibHOM HACTPOMKY,
noapobHoe onucaHne paboTbl C KOTOPbIM MNPMBEAEHO B [AOKyMeHTe «PyKoBOACTBO
NO/NIb30BaTENAY.

| C6pocutb | OTMeHuUTb MoaTBepautb |
C6poc npuBeaET K yaaneHuio BCex AaHHbIX ¢
YCTPOWACTBA U €ro BO3BPALLEHHIO K Bbl BeNcTBUTENbHO XOTUTE
3aBOACKOMY COCTOSHUIO. 370 03Havaer - 2
MNOTEPIO BCEX AaHHbIX, A06aBNeHHbIX Ha C6pOCMTb yCTPOMCTBO *

YCTPOWCTBO, BK/toYasi 0O6HOBNEHHS,
NPUIOXKEHUS, YHETHbIE 3aMUCU, KOHTaKTbI,
1306paxeHuns 1 UHYI0 MHPOPMaLIMIO.

Mocne noaTBEpXAEHUS BCe AaHHbIe C Ballero
ycTpoiicTea 6yayT yaaneHsl, U NporpaMMHoe
obecneyeHue 6yaeT BO3BPALLEHO K 33BOACKOMY
COCTOSIHUIO. DTO O3HAYAET, YTO BCE AaHHble,

CospaliTe pe3epBHYIO KOMUio KoTopble Bbl fo6aBunu Ha yCTpoitcTBo, ByayT
nosb30BaTeNbCKUX AAHHbBIX Nepea copocoM noTepsHbl (Hanp., 06HOBNIEHUS, NPUNOXEHNUS,
yCTpOWCTBa. YUETHbIE 3an1CK, KOHTaKTbl, oTorpadum u apyrue
daiinbl). Coznaiite pesepsHyIo Konuio Gaisios Ha
KapTy namaTy (pekomeHayercs).
C6pocuTb YCTPOMCTBO
Mpy yaaneHum AaHHbIX YCTPOWCTBO BLIKIIOYUTCS
aBTOMAaTUYeCKH, CNeayloLas 3arpyska MoxXeT
3aHaTh 60/bLUE BpEMEHW, YeM O6bIYHO.
Mepep c6pocom ycTpoicTBa HEO6XOAUMO BBECTH
napons.
#  ABTOMAaTUYeCKu nepesarpysuTb
yCTpOWCTBO nocne cbpoca.
# YpanuTb BCE AaHHble.
Mpu akTUBaLMK NapaMeTpa BCe faHHble Ha
ycTpoicTee 6yayT nepesanucaHbl. 1o
MOXeT 3aHATb Gonee nonyyaca B
3aBUCUMOCTHU OT obbema XpaHunuua.
O6bi4HO cOpPOC K 3aBOACKUM HaCTpOKaM
3aHUMaeT OKONO 5 MUHYT, U HeKoTopble
[aHHble BNOC/IeACTBUM BCE Xe MOTyT 6biTh
PucyHok 61 PucyHok 62
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2.3. YcTaHOBKa cTopoHHero 0

AAMUHUCTPATOP MMEEeT BO3MOMKHOCTb YCTaHaBAMBaTb Ha MY CTOpOHHME
Nporpammbl, He ABAAtOLIMeECs BCTpoeHHbIMM B OC ABpopa.

CTOpOHHME  Pa3pabOoTYMKM  MOTYT  MCMNONb30BaTb  OPUUMANbHLIA  Habop
MHCTPYyMeHTOB pa3paboTtkm MO ana OC ABpopa, noapobHoe onmcaHMe KOTOPOro
npueeAeHo Ha Beb-calTe: https://developer.auroraos.ru/.

Mpn ycTaHOBKe CTOPOHHMX MI1 aamMuHUCTpaTopy Heobxoaumo ybeauTtcs B
BbIMO/IHEHMWN CNeAyOLWMX YCNOBUIA:

— MaKeT Nporpamm yCTaHaB/IMBAETCA WTaTHbIM 06pa3om;

— HeobxoaMmble UCNONHAEMble Galiabl MPOrPaMMbl 3aMyCKatoTCs;

— WTAaTHOE MNOBeAEeHME U BbINOAHEHWE MNPOrpPammbl COXpPaHAETCA M nocne
nepe3sarpyskn OC Aspopa.

YCcTaHOBKa M ynpaBaeHuMe  CTOPOHHMM 10 MOXeT  OCyLLeCTBAATHCA
aAMWHUCTPATOPOM CleayroWmmm cnocobamm:

— NNOKaNIbHO C MOMOLLbIO:

e QR-kopa(n. 2.3.1);
e MM «Pannbi» (n. 2.3.2);
— YyAaneHHo:
® MPUHYAUTENbHAA yCTaHOBKA MI1 Cc NOMOLLbIO NONUTUKK;
e ycTaHoBKa Ml c nomoulbto MM10.

MPUMEYAHMUE. MoapobHoe onucaHMe no ucnonb3zosaHuto MO npueeaeHo B
COOTBETCTBYHOLLEN NOKYMeHTaumu, PACMNO/IOKEHHOM Ha BebH-canTe:
https://auroraos.ru/documentation/.
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2.3.1. YcTaHoBKa ¢ nomoubto QR-Koaa

| YcTaHoBKa npuioxeHun yepes QR

PucyHok 63

YcTaHoBka npunoxeHuin yepes QR

YcTaHoBka...

PucyHok 64

[naycraHoBkm ctopoHHero 10 ¢ nomouwbto QR-koaa
HEeOOXOAMMO BbINOMIHUTL CAeaytoLMe AENCTBUSA:
— OTKPbITb MEHKO CUCTEMHbIX HACTPOEK KaCaHWem

3Ha4yKa @ Ha DKpaHe NPUNOKEHNIN (CM. PUcyHoK 1);

— KOCHYTbCA MYyHKTa MeHI0 «YCTaHOBUTb Mo QR» 3
B noapasaene «Cuctema;

— Ha OTKPbIBLUENCA CTPAaHMLE HEODOXOAMMO HAaBECTH
Kamepy MY Ha QR-kopa (PucyHoOK 63), B pe3ynbTaTe yero
3anyCcTUTCA NPOLLECC YCTaHOBKM (PUcyHOK 64);

— [0XAaTbCA 3aBepLUeHMs npoLecca YCTaHOBKM A0
oTOOparKeHna Ha 3KpaHe MY  COOTBETCTBYHOLIETO
yBegomneHuns (PUcyHok 65).

YcTaHoBka npunoxeHuin yepes QR

YcTaHoBKa 3aBeplueHa

PucyHok 65
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B cnyyae ckaHMpOBaHMA HekoppeKkTHoro QR-koaa Ha
3KpaHe MY oTobpasnTca COOTBETCTBYOLLEE YBEAOMIEHNE
(PucyHok 66).

| YcTaHoBKa npunoxeHuit yepes QR

Owmnbka 3arpysku

PucyHoK 66

2.3.2. YcTaHoBKa ¢ nomoubto MIMT «Dannbi»

B OC ABpopa npelyCMOTpeHa BO3MOXHOCTb YCTAaHOBKM CTOpOHHero [10, KoTopas
OCyLLLeCTBAAETCA NocpeacTsomM dainna B popmaTte .rpm.

BHUMAHMWE! Mepepa yctaHoBKOW cTopoHHero MO pekomeHayeTca npeaBapuTenbHoO
NleakTMBMPOBATb NepekatoYaTeb « BKAOYNTb BaanaaLumo naketos» (PrucyHok 96).
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2.3.2.1. YcTtaHoBKa noanmcaHHoro Mrl

ru.auroraos./mageEditor

Full featured image editor for Aurora OS

Bepcus 0.6

+

YcTaHoBUTb

PucyHoK 67

v YcraHOBKa 3aBeplueHa

ru.auroraos.ImageEditor

OTCOPTUPOBEHO MO [iaTe U3MEHEHHUS!

®

14 man 2024 15:38

CarBudget_v0.21.rpm
14 masi 2024 16:37

®

OSM Scout_v2.33.rpm
14 mas 2024 15:37

&

Clubcode_v0.5.rpm
14 mas 2024 16:37

®

CodeReader_v1.0.45.rpm
14 man 2024 15:37

®

ColorDots_v0.4.0.rpm
14 man 2024 15:37

® ®

14 man 2024 15:37

WebWildberries_v0.1.rom
14 man 2024 15:37

@®

Pepaktop u306...eHuid_v0.6.rpm

ruvk.RuStore-1...armv7hl (2).rpm

PucyHoK 68

[Ons ycTtaHoBKM noanucaHHoro MIT Heobxoanmo
BbINMOJIHWTb C/leAytoLLmMe AeNCTBUA:

— OTKpbITb MI «®aiinbl», KOCHYBLWINCL 3HAYKA D
Ha DKpaHe NPUNOoKEHNUN (CM. PucyHok 1);

— BblbpaTb dann B dopmaTe .rpm KacaHWem
COOTBETCTBYHOLLEN CTPOKM.

NMPUMEYAHUE. dann cnepyeT npeaBapuTenbHO
ckonupoBaTtb Ha MY B nanky «Downloads» ¢ nomoLbto
USB-kabena, BbibpaB pexum «[1poTOKON Nepenaym
mynbtumeama (MTP)» (cm. PucyHok 34);

— B OTKPbIBLUEMCA OKHE KOCHYTbCA  KHOMKM
«YctaHoBUTL»  (PUCyHOK 67), B  pe3ynbTaTe  4ero
oTobpa3smTCA COOTBETCTBYHOLLEE yBegomieHne
(PucyHOK 68), a 3Ha4yok ycTaHoBneHHoro MI1 6yaet
0TODpPaXKaTbCA Ha DKPaHEe NPUNOKEHMN.

B cayyae ecnm noanucaHHoe MI1 He yaanoch
YCTaHOBWTb, Ha 3KpaHe My oTobpa3smnTCA
COOTBeTCTBYlOLLEE yBegoMAeHMe (PUCYHOK 69).

! Mpo6nema c yctaHoekoii: Failed to ins

ru.auroraos./mageEditor

OTCOPTMPOBAHO Mo faTe U3MEHEHUS

Anbda OHnaiH..wsqlk7dh.rpm

14 masi 2024 16:14 30,6 KB
Pepaktop n306...eHni_v0.6.rpm

14 mast 2024 15:38 0,1MB
CarBudget_v0.21.rpm

14 mas 2024 15:37 0,3MB
OSM Scout_v2.33.rpm

14 mas 2024 15:37 2,4MB
@ Clubcode_v0.5.rpm

14 man 2024 15:37 0,1MB
CodeReader_v1.0.45.rpm

14 mas 2024 15:37 0,4 MB
ColorDots_v0.4.0.rpm

14 masi 2024 15:37 66,0 KB
ruvk.RuStore-1...armv7hl (2).rpm

14 masi 2024 15:37 0,4 MB

PucyHok 69
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2.3.2.2. YctaHoBka M1 n nobaBneHne NCTOYHMKA B CMMCOK A0BEPEHHbIX

Bbl yBEPEHbI, 4TO XOTUTE J06aBUTDL
cepTudMKaT AaHHOTO UCTOYHMKA B
CMUCOK [LOBEPEHHbIX?

Mpu pob6asnexHun ceptudukarta
dev.rustore.ru B Cnucok AOBEpPEHHbIX
VUCTOYHMKOB BCE NPUNOXEHNS,
NoAnUcaHHble AaHHBIM UCTOYHUKOM,
6ynyT ycTaHaBnuBaTbes 6e3
[OMONHWUTENbHOrO 3anpoca Ha
NOATBEPXAEHUE YCTaHOBKM.

X OTMeHUTb ‘ \/ [Oo6asutb

PucyHok 70

[Ona yctaHoBkn MI n gobaBneHmMAa MCTOYHMKA B
CMUCOK  [0BEPEHHbIX HeobxoaMMo BbINO/HUTb
cnenytouine AencTeuma:

— KOCHYTbCS KHOMKM «YCTaHOBUTbLY
(cm. PucyHoK 67), B pe3yabTaTte 4ero oTobpasmTcs OKHO O
HeobXxoAMMOCTM [0DaBNEHMM WCTOYHMKA B  CMMUCOK
NOBEPEHHbIX;

— KOCHYTbCS KHOMKK «[1o6aBuTb» (PucyHoK 70) ans
NOATBEPKAEHMA onepaumm nNMbo KOCHYTbCA KHOMKM
«OTMEHUTL» AN OTMEHbI.

Mocne  pobaBneHMA  UCTOYHWMKA B CMMCOK
NoBepeHHbIX OH 0TOHPa3nUTCA Ha CTpaHMUe «JoBepeHHbIX
NCTOYHUKMY» (PucyHok 130).

2.3.2.3. YcTaHOBKa HenoanmcaHHoro Mr1

YcTaHoBKa NpunoXeHus
HEBO3MOXHa.

YcTaHoBKa npunoxexui 6e3 nognucu
WUCTOYHMKa 3anpeLueHa. Ans
paspelLLeHns YCTaHOBKU Heo6XoauMo
aKTUBMPOBATb COOTBETCTBYIOLLIA
nepeksYaTenb B NyHKTE MEHIO
"MICTOYHMKM NPUNOXKEHUI" CUCTEMHBIX
HacTpoek.

MepeitTv B HacTpoiku

Xopouwo

PucyHok 71

[ns yctaHOBKM HenoanucaHHoro M1 Heobxoanmo
BbINOJIHWTb C/leAytoLLmMe AeNCTBUA:

— KOCHYTbCHA KHOMKM «YCTaHOBUTbY
(cm. PucyHok 67), B pe3ysibTaTe 4ero oTobpasuTcs OKHO O
HEBO3MOMXHOCTM yCTaHOBKK MIT;

— KOCHYTbCA KHOMKK «[lepentn B HacTpomkm»
(PrcyHOK 71) 1 Ha OTKPbIBLUEMCA CTPAHWULLE aKTMBUMPOBATb
nepekatovaTensd «PaspelunTb YCTAHOBKY MNPUIOKEHMUN
6e3 noanucK NCToYHnKa» (PrucyHok 128).

[Ons OoTMeHbl onepaumMm HeobXoAMMO KOCHYTbCS
KHOMKM «XOpOLLO».
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2.4. ToHKaA HacTpoMKa

BHUMAHMWUE! AomnHumctpaTtopy Heobxoammo mncnonbzoBatb MIT «Terminal» TonbKo
NNA OCYLLECTBNAEHMA AENCTBMIA MO TOHKOW HacTpolke MY B COOTBETCTBMWU C HACTOALLMM
NoKymeHTOM. Mcnonb3oBaHne MM «Terminal» ana apyrmx uenen 3AMPELLAETCA.

TOHKaA HaCTpoMKa npeaHa3HayeHa AN8 BbINOAHEHWA CEPBMCHbLIX Onepauui,
HeAdOCTyNHbIX M3 rpaduyeckoro uHTepderca (Hanpumep, HACTPOMKa NpaB AO0CTyna,
ncnpasaeHme KOHPUrypaumoHHbix Gannos 1 T.4.)

MM «Terminal» ABnAeTCA MHCTPYMEHTOM NPEeAOCTaBAEHMA AOCTyNa K KOMaHAHOM
CTPOKeE, rae MMetoTCcA caeaytolime BO3MOXHOCTMU:

— BbIBO/, NOTOKA AAHHbIX, @ TaKXKe AMArHOCTUYECKUX M OTaZ04HbIX COObLEHNN B
TEKCTOBOM BUAE;

— BbINO/IHEHWE CEPBUCHbLIX AENCTBUIM M Bonee TOHKOM HaAcTpomkm MY (B T.u. C
MCNONb30BaHMEM MPaB CynepnoanbL30BaTens).

MPUMEYAHUE. Mo ymonuyaHmo MM «Terminal» He
oTobpaXkaeTcs Ha IKpaHe NPUNONKEHWUM (CM. PUCyHOK 1).

Ona poctyna kK MI «Terminal» Heobxoammo
BbINO/IHUTL CAeaytolme AenCTBUA:

— OTKPbITb MEHK CUCTEMHbIX HACTPOEK KacaHWem

| AOMUHUCTPUPOBaHUE

#  Brkouutb TepMUuHan

3apaTtb naponb cynepnonb3oBaTens

3Ha4kKa @ Ha JKpaHe NpuaoKeHuin (cm. PucyHok 1);
— KOCHYTbCA MYyHKTa

CreHepupoBaTb CoxpaHuTb

MEHHK
OuncTka Nonb3oBaTENbCKUX AaHHbIX
YkaxuTe, kakue nanku nonbsosarens éyayr

nepuoanNYeckn OMULLATbLCS, U 3adanTe
WUHTEpBan O4YUCTKU

Cnuncok paspeLLéHHbIX MPUIoXEHUN
BbibepuTe NpunoxeHus, Kotopbie 6yayT
AOCTYMHbl BCEM NoJsib3oBaTensamMm

ABTO3anycK NPUIOXEHUI

BblﬁEpVITe, Kakune npunoxXxeHus OOKHbI
3anyckKaTbCsa aBTOMaTU4YECKU NPU KaXXaom
BXoAe nonb3oBaTena B CUCTEMY

Pa3speLueHus npunoxXxeHui
MpUHSTb paspeLueHus MPUNOKeHWUs Ans BCeX
nonb3oBaTenei, akTUBHbIX B AaHHbI MOMEHT

PnUcyHoOK 72

«ALAMUHUCTPUPOBAHMEN & B noapasaene «Cnucrema;

— Ha  OTKPbIBWEWCA  CTpaHMLEe aKTMBMpPOBATb
nepekntoyaTenb «BKAOUYUTbL TepMuHan» (PucyHok 72) ana
oTobpaxeHna Ml Ha dKpaHe NPUNOKEHUN;
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— KOCHYTbCA NONA BBOAA W BBECTU eE/aeMbll
| AOMWHUCTPUPOBaHKUE
naponb AMbo KHomnku «CreHepuMpoBaTb» AN NOJYYEHUS
BouwTs TepMuHan napons, CreHepmpoBaHHOIO  CAyYalHbIM  0bDpasom,
- KOTOpbIA B AanbHenwem OyaeT WMCNoNb30BaTbCA ANA
e Noay4YeHnAa NpaB Cynepnoanb3oBaTens.
NMPUMEYAHUE. Heobxoammo 3anOMHUTbL 3a[aHHbIM
CreHepupoBaTb CoxpaHUTb
naponb;
oo Kacv o omaoaars oyt — KOCHYTbCA KHOMKM «CoXpaHuTb» (PUCYHOK 73), B
e pesyabTaTte yero MMM «Terminal» otobpasutca Ha JkpaHe
Crmncok pa3peLéHHbIX MPUNOXeHUi ﬂpM}'lOH(eHl/Il\/JI (CN\. PVICVHOK 1)
BbibepuTe npunoxeHus, KoTopbie byoyT
ik NMPUMEYAHUE. MI «Terminal» B [OCTYMHO TONbKO
ABTo3anyck I'IDVIJ'IO)KEHHﬁ
& . aAMUHUCTPATOPY.
qgqwertyuiop
asdf gh j kI
A Z X ¢ Vb nm <
s =

PucyHok 73

2.4.1. Hactponka nHtepdenca Ml «Terminal»

[na pabotbl ¢ MMM «Terminal» ero HeobxoAMMO 3anyCTUTb, NPOBeAA MO IKPAHY

CHM3Y BBEPX M HAa IKPaHe NPUNOKEHNI KOCHYBLUMCb 3HAYKa B (cm. PucyHok 1).

Mpu nepsom 3anycke MI1 «Terminal» HEOBXOAMMO 03HAKOMUTBLCA C MHPOPMaLMEN
M KOCHYTbCA KHOMKK « OK» (PucyHoK 74).

B wuHTepdence MIT «Terminal» HeobxoAMMO KOCHYTbCA 3HA4Ka ana
OTODOPArKEHMA MEHIO C HacTpoMKamm WHTepdelnca, B KOTOPOM AOCTYMHblI caeaytouime
BO3MOXHOCTM (PncyHok 75):

— KOMMpOBaHMe MM BCTaBKa GParMeHTOB TEKCTa;

— nouck URL-ccbINnok;

— CO34aHMe HOBOTO OKHa;

— BbIOOP A3blKa MHTEPdECa;

— npocmoTp MHPopmaumm o MM «Terminal»;

— YBEAMYEHME N YMEHbLIEHME pa3mepa WPNPTa;

— BbI6Op OpMEHTALMM OKHa;

— Bbl6Op AENCTBMA NPU KaCaHWM 3KPaHa;

— BblIOOp cnocoba oTobparkeHms KNaBmaTypbl;

— YCTaAHOBKa BPEMEHM 3a4EePKKN KNaBMaTypbl.

NMPUMEYAHUE. BbinonHeHMe AaHHbIX AEMCTBMA OCYLLECTBASETCA MNOCPEeACTBOM
KaCcaHMA COOTBETCTBYHOLLMX KHOMOK.
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Pa3mep wpucpTa
+ =
Fingerterm 1.56.0 AuarHocTudeckuii
AsTop: Heikki Holstila < > PR
Dainsl kKoOHGUrypauun ANA HACTPORKKW NapameTpoB
HaxopaTCAnoagpecy: TNosenerue
/home/defaultuser/.config/FingerTerm/ KnaswaTypbi
McxopHbii kog;: Bei‘;z"”‘ CrpbiTe
: Ha ; MNepemect
HaaeaHue Tekyluero okHa: J?‘f’::“ i
Paamep TekyLero TepMuHana:
Habop cumBonos: Hoeoe okHO
Packnanka
KnaBuaTypbl
Wudopmauns
3apepxKka
KNaBuaTyphbl
4000 ms
PucyHok 74 PucyHoK 75
2.4.2. llonyyeHme npaB cynepnoanb3oBaTena
(defoul LuseraRS70E -1 devel-su MpaBa cynepnoab3oBaTtens npeaocTaBnAloT
assword:
aIMMHUCTPATOPY BO3MOHOCTb paboTaTb B

NPUBUIETMPOBAHHOM  peXxunme BbIMONHATbL  Nt0Oble
onepaumm B8 OC ABpopa.

ana noayyYeHms npas cynepnosib3oBaTend
HeobxoanMMo OTKpbITb M1 «Terminal» ©“  BbINONHUTL
cneaytolme aencrama (PucyHoK 76):

— OTKPbITb MEHKO CUCTEMHbLIX HACTPOEK KaCaHnem

7

3Ha4kKa Q Ha DKpaHe NpuaoXeHun (cm. PucyHok 1);

— B MI1 BbINONHUTL KOMaHAY: devel-su;

— YKas3aTb 3a4aHHbIM paHee Mapo/b, B pesyabTaTe
yero  6yaeT  BbINOAHEH nepexon B pexum
cynepnosib3oBaTens.
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2.5. Noppep:KKa pexnma paboTtbl KMOCKa

2.5.1. CnuncoK pa3pelueHHbix M1

[na Bbibopa MI1, KoTopble ByaAyT AOCTYMNHbI NO4 KOHKPETHOM YYEeTHOW 3amnuchio,
HeobXoAMMO BbINONHUTL Cheaytolme AeNCTBUA:

— OTKPbITb MEHK CUCTEMHbIX HACTPOEK KacaHMeM 3HauKa @ Ha DKpaHe
NPUNOXKEHUIM (CM. PucyHOK 1);

— KOCHYTbCS MYHKTa MEHI0 « AIMUHUCTPUPOBAHMEY & B noapasaene «Cuctema;

— Ha OTKpPbIBLIENCA CTPaHMLEe KOCHYTbCA NyHKTa «CNMCOK pa3pelleHHbIx
NPUNOXKeHU» (CcM. PuUcyHOK 72) AnAa oToOpaxKeHWs CNMCKA C YYETHbIMW 3aNUCAMKU U
CTaTycamm 6enoro cnumcka.

NMPUMEYAHWUE. Mo ymonyaHmto 6enblin CMUCOK BbIKAHOYEH;

— KOCHYTbCS MYHKTa C HE0HX0AMMOWN y4eTHOM 3anmceto (PucyHok 77);

— Ha CTpaHuue «[MmAa y4yeTHOM 3anucu]» aKTUBMPOBATb NepeKItYaTe b
«BkNounTb Henbin cnmucok» (PucyHok 78) ans otobparkeHua cnncka MIT;

| Cnuncok pa3peLUéHHbIX MPUIOXEHUI | [Monb3oBarens 1
PaspelueHHbix npunoxexuia: 0
Bnapenew yctpoiicTea
Benbii cncok: BoikioueH #  BknouuTb 6enbit CNUcoK
Yepes 6enbiii CNMCOK MOXHO HACTPOUTD

MNonb3osaTens 1 nepeyeHb paspeLueHHbIX ANs NoNb3oBaTens
Benblii cicok: BeiknioveH MPUMOXeHMiA
Monb3osatens 2
Benbiii cnncok: BeikmoyeH
Monb3osatens 3
Benblii cnncok: BelkoyeH

Pucyrok 77 PucyHok 78

— B OTKpbiBWemca cnucke MIT BbibpaTb Heobxoanmmble MIT  KacaHuem
COOTBETCTBYKOWMX MNepekatovaTenen nmbo BbibpaTb Bce MI1 KacaHMEM KHOMKM
«Paspewntb Bce» (PucyHOK 79), B pe3ynbtate o0T0OPA3sMTCA COOTBETCTBYHOLLEE
yBegomneHme (PucyHok 80) M Ha cTpaHuue «[Mma yyeTHOM 3anucu]» ctaTyc 6enoro
CMMCKa Y Y4YeTHOM 3anucu u3meHuTcs Ha «[KonmyectBo paspeweHHbix MIM]» ¢
oTODOparkeHnem 3Ha4KoB paspeweHHbix MM (PucyHok 82).
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| MonbaoBatens 1 Monb3oBatens 1
PaspelueHHbIX NpUNoXeHuit: 4 PaspelueHHbix npunoxenui: 20
BknioynTb 6enbiit cnucok BkniounTb 6enbiit cnmcok
Yepes 6enblii CNMCOK MOXHO HACTPOWTb Yepes Genbiii CIMCOK MOXHO HAaCTPOUTb
nepeYeHb paspelleHHbIX ANA Nonb3oBaTens nepeyeHb paspeLleHHbIX ANs nonb3osarTens
MPUIOKEHWIA NPUNOXEHUI
PaspewmnTb Bce 3anpeTuTb BCE PaspeluunTs BCe 3anpeTuTb BCce
TenedoH TenedoH
CoobueHuns CoobueHus
N P N
Bpaysep # Bpaysep

@ Kamepa * @ Kamepa
B KoHTakTbl # @ KoHTakThl
U lanepes * lanepes

Hactpoiiku Hactpoiiku

D MomoLyb # D Momouwp

Bce npunoxeHusi paspetueHsl

D Daitnsl .3 D Danisiol
PucyHok 79 PucyHok 80
[Ona 3anpeta Ha mcnonb3oBaHne MI ans yy4yeTHOM

Monbsosatens 1 o

PaspelueHHbIX NpUnoxeHuit: 4 3annmcum HEO6XO,£I,VIMO Ha CTpaHMLLe «[MMH y‘-IETHOl/I
Pl e e 3aMnCU]» KOCHYTbCA KHOMKM «3anpeTuTb», B pesy/abTaTe
ettt o e oTobpasmnTCs COOTBETCTBYOLLEE yBeJoMieHne
NPUNOXEHUIA

(PrncyHok 81).

PaspelwmTs Bce 3anpeTutsb BCE

TenedpoH

CoobuieHus
Bpaysep #
@ Kamepa #
@ KoHTakThb! #
[anepes #

HacTtpoitku

D Momouwp &

Bce npunoxeHuns sanpeLueHbl

D Davisioi #®
PucyHok 81

2.5.2. KonnposaHue nonnTmnkm pabotbl ¢ MI1

MPUMEYAHMUE. dyHKUMA KONMpoBaHMA NOAUTMKM paboTbl ¢ MI TakKe AOCTynHa
ANs aBTOMaTh4eckoro 3anycka Mr (n. 2.5.3).
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[na Toro, 4yTOObI CKonmpoBaTb NOJANTURY O,B,HOIZ yquHoﬁ 3annUcCM U NPUMEHNTb ee K
APYITMM YHETHbBIM 3alnCAM, H€O6XO,£I|VIN\O BbIMONIHUTbL Cheayroume ,EI,GVICTBMFII

— Ha CTpaHuue «[MimAa y4eTHOM 3anmcm]» KOCHYTbCA 3HaAYKa In (PucyHok 82), B
pe3ynbTaTe nNoAMTUKa OyaeT cKonMMpoBaHa W OTOOPasMTCA  COOTBETCTBYOLLEE
yBeagomneHme (PucyHok 83);

I Cnucok paspeLUéHHbIX annoerMﬁ | Cnucok pa3peLuéHHbIX FlpVInO)KEHMﬁ
Bnapeney yctpoitcTea Bnapenew ycTpoiicTBa &
Benbiii cnucok: BoiknioyeH Benbiii cnucok: Beiknioven
Monb3osatens 1 EE] Monb3osatens 1 %
Benbiit cnucok: 9 npunoxexuni Benbiii cnucok: 9 npunoxXeHui
S0EBE A00O0B S0OBE 2000
Monb3oBaTenb 2 Monb3oBaTtenn 2 &
Benbiii cnucok: BeiknoyeH Benbiit cnucok: Beiknouen
Monb3osaTtens 3 Monb3oeaTtens 3 -
Benbiii cnucok: BoikmoueH Benbiii cnucok: BolkioueH

Monutuka ckonuposaHa
VvV X
MpumennTb OTMeHUTbL
PucyHok 82 PucyHok 83

— BblOpaTb HeobXxoAMMble y4yeTHble 3amMCKM  KacaHMem COOTBETCTBYHOLLMX
nepekntoyatenei (PucyHok 84);

— KOCHYTbCA KHOMKW «[MpumeHuTb» (PUCYHOK 84) Ana NpUMeEHEeHUs MNOANTUKM
MmMbo  KHOMKM  «OTMEeHUTb» ANA OTMEeHbl onepauun, B pesyabTate oTobpasnTca
cooTBeTCcTBYlOWEE yBegomaeHue (PucyHoK 85), M y y4eTHbIX 3anmcein ctatyc b6enoro
CNMCKa M3MeHUTCA Ha «[KonnyecTBo paspelleHHbix MIM]» (PrucyHok 85).
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| CnncoK paspeLuéHHbIX NPUIOXEHUI CnnCoK paspeLUéHHbIX NPUIOXEHUM

Bnapenew ycunoicTea & Bnapenew, ycunoiictea
Benbiii cnivcok: BeikniovueH Benblii cnucok: Beikniovex
Monbsosatens 1 @ Monb3sosatens 1
Benbiit cCnMcok: 4 NPUAOXKEHUs Benbiii cnucok: 4 NpUIoXeHus
[@]o)] @]c]
Monb3oBaTtens 2 Monb3osaTensb 2
Benbii cnucok: BeikoveH Benblii cnucok: 4 NPUAOXKEHUS

ae
Monbsosatens 3 i
Benbii cnvcok: BeiknioueH Monbaosatenb 3

Benbiii cnucok: 4 npunoxeHus

@lo]

MonuTuka npumMeHeHa
4 B
MpumeHnTb OTMeHUTL
PucyHok 84 PncyHok 85

2.5.3. ABTOMmaTtmyeckmin 3anyck Mr1

[Ona BKAOYEHMA aBTOMATUM4YecKoro 3anycka MI1 npu KaxXaom BKAtoYeHun MY
HeobxoAMMO BbIMONHWUTL Caeaytolme AeNCTBUA:

— OTKPbITb MEHI0 CUCTEMHbIX HACTPOEK KacaHMemM 3Hauka @ Ha JKpaHe
NPUNOXKEHUIM (CM. PUcyHOK 1);

— MYHKTa MeH «AOMUHUCTPUPOBAHME & B noapasgene «Cnuctema» KOCHYTbCA;

— OTKPbIBLIENCA CTPAHWLLE KOCHYTbCA MYyHKTAa MEHI0 «ABTO3amnyCK MPUIOKEHUN»
(cm. PucyHOK 72) ana oTobpaxKeHMA CcnmMcKa C YYeTHbIMW 3aNMCAMM U CTaTyCOM
aBTOMATUYeCKOoro 3anycka MIT.

MPUMEYAHMUE. Mo ymonyaHMto aBTOMaTMYeCKMin 3anyck MIT BbIKItOYEH;

— KOCHYTbCS MYHKTa C HEOHXOAMMOM y4eTHOM 3anucbto (PucyHoK 86);

— Ha CTpaHuue «[MmA y4yeTHOM 3anMcK]» aKTUMBMPOBATb MNepekatYaTesb
«BKNtounTb aBTO3anyck» (PucyHok 87) ana otobpaxkeHua cnmcka MI;
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ABTO3arycK NpUIoXeHui

Bnapenew ycTpoicTea
AsTo3anyck: BoiknioueH

Monb3osaTens 1
ABTo3anyck: BoiknioueH

Monb3oBaTens 2
AgTo3anyck: BeiknioueH

Monb3osatens 3
AsTo3anyck: BoiknioueH

PncyHok 86

Monb3sosatens 1
lMpunoxeHui B aBTo3anycke: 4

Bkniountb aBTO3anyck
MpunoxeHnus 6yayT asBToMaTU4ecku
3anycKaTbCst NPU 3arpy3Ke OnepaUnoHHOM
cucTembl

Tenedo
() coobuenus
Bpayaep
(@) Kamepa
(=) KowrakThi
ranepest
(33 Hacrpoiiku
() nomotws
() vaitnw

D KaneHpapb

PncyHok 88

Monb3osatens 1
MpunoxeHu B aBTo3anycke: O

#  BxnounTb aBTO3aNycK
MpunoxeHus 6yayT aBToMaTU4ECKU
3anycKaTbCst NpU 3arpy3Ke OnepaUnoHHOM
cucTeMbl

PucyHok 87

— B OTKPbIBLWIEMCA CMUCKe BbibpaTb Heobxoaumble
MIT KacaHMem COOTBETCTBYHKOLIMX MNepekatoyaTenen
(PucyHok 88), B pe3ysibTaTe Ha cTpaHuue «[ms yyeTHOM
3anMcK]»  cTaTyc  aBTOMaTMyeckoro  3anycka  MI
M3IMeHnTCA Ha «[KonmyectBo pa3pelieHHbix MIM]» ¢
oTOOparKeHNemM 3Ha4YKOoB AaHHbIX MIT.

na BbIKNKOYEHUA aBTOMATUYeCKOro 3anycka MII
HeobxoAMMO AeaKTMBMPOBATb NepeKtodaTeNb «BKAOUMTD
aBTO3anyck» (PMcyHoK 88).
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2.5.4. octyn K MI

Bpaysep TpebyeT cnegyioLime
paspeLueHus Ha foCTyn

Be6-copepxumoe
BocnpowusseaeHue 1 3anuch ayamo
leonokauus
WHTepHeT
Kamepa
Meguadaiinsl
Manku nonb3oBarens
Mevatb
CbEMHbIe HocUTenun

OTMeHUTb MoaTeepauTb

PucyHok 89

Mpu nepBom 3anycke HekoTopbix MI1 oTobparkaeTcs
OKHO C nepeyHem Tpebyembix paspelleHunit Ha A0CTyn K
[AaHHbIM No/sb30BaTeNA, XpaHAaLmxcs Ha MY (PucyHok 89).

Ona npuHATUA paspewieHnin MM ana BCeX aKTUBHBbIX
YYETHbIX 3anmcert HeobxoAMMO BbINOAHUTL Caeaytollme
NENCTBUA:

— OTKPbITb MEHK CUCTEMHbIX HACTPOEK KaCaHMem

3Ha4Ka @ Ha DKpaHe NpunoxeHni (cm. PucyHok 1);
— KOCHYTbCA MYHKTa MEHO

«AOMUHUCTPUPOBAHME» &P B noapa3saene «Cucreman;

— Ha OTKpPbIBWENCA CTPaHMUE KOCHYTbCA MyHKTa
«Pa3pelwieHns npunoxkeHu» (cm. PucyHok 72) ana
oTobpaxkeHna cnucka MIT;

— KOCHYTbCA NoaA ¢ Heobxoanmbim MIT co cTaTycom
«He npuHaTo» (PucyHok 90);

— KOCHYTbCS KHOMKK «[loATBEPAUTH» ANA NOATBEP)KAEHWUS onepauum nmnbo
KHOMKM «OTMEHUTb» Ans oTMeHsbl (PrucyHoK 91), B pe3ynbTaTe pa3pelweHuma gaHHoro Mr1
OyayT NPUHATBI Y BCEX aKTUBHbIX YYETHbIX 3aMMCEN U CTAaTyC M3MEHUTCA Ha «TTpUHATOY.

MpunoxeHus

BbiGepuTe npunoxexue, paspeLueHuns
KOTOPOro 6yAyT NPUHATbI AN BCEX
nonb3oBaTeneil yCTPOICTBA, aKTUBHbIX B
[AaHHbI MOMEHT. B 3TOM cny4ae npunoxexue
6yaeT oTMeYeHo Kak «IpUHSTO».
MpunoxeHus, paspeLueHuns KOTOPbIX MPUHATBI
He N5 BCEX aKTUBHbIX B AlaHHbIA MOMEHT
nonb3oareneil, 6yayT oTMeyeHbl Kak «He
NPUHATOR.

MpuHATb BCe paspeLueHns
MpocMoTtp PDF He npuHat
XKypHan He npuHat
Moropga He npuHaT
Yacbl He npuHsT
Coobuwenus MNpuHaTo
Bpaysep He npunsat
Qaiinbl He npuHaT

3ameTkun He npuHaTt

PncyHok 90

| OTMeHUTb MoaTtBepauTb |

Mpocmotp PDF

HacToswum pelicteuem Bbl npuHumaete
pa3peLueHus BbIGPaHHOro NPUIoXKeHUs ANns
BCEX MO/b30BaTeNeil yCTPOMUCTBA, aKTUBHBIX B
[[aHHbIA MOMEHT. OTMEHUTb U3MEHeHUs
MOXHO 6yAeT, ToNbKo yaanue BbibpaHHoe
npunoxexue. XoTute NpoAoIXUTL?

PncyHok 91
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Ona npuHATMA paspeweHmnin Bcex MIT HeobxoAMMO BbIMONHUTL Caeaytoline
NENCTBUA:

— Ha cTpaHuue «l1puaoXKeHnA» KOCHYTbCA KHOMKK «[1pUHATL BCe paspelleHmnar»
(cm. PucyHok 90);

— KOCHYTbCS KHOMKW «[loaTBepAnTb» ANA MNOATBEPKAEHWA onepaumm nmbo
KHOMKM « OTMEHUTbY» AN1A OTMeHbI (PncyHoK 92), B pe3ynbTaTe pa3pelueHunsa scex Ml byayT
NPUHATLI U CTATYC M3MEHUTCA Ha «pnHATO» (PucyHoK 93).

| OTMeHUTb MopTeepauTb | | MpunoxeHus

Bbi6epuTe NpunoXxeHue, paspeLieHus
Bce npunoxeHus KOTOPOTrO ByAYT NPUHATHI ANS BCEX

nonb3oBaTenieil yCTPOCTBa, aKTUBHbIX B
Bbl cobupaeTech NpefocTasnTh BCeM [AaHHbI MOMEHT. B 3TOM cnyyae npunoxexue
aKTUBHbIM MO/Ib30BATENAM YCTPOUCTBA 6yaeT oTMeUeHOo Kak «TPUHSTO».
P33P9LU€HM53 AN5 BCEX YCTAHOBMEHHbIX MpunoxeHus, pa3peLLeHns KOTOPbIX MPUHATbI
npunoxeHuii. B 6yayliem Bbl He cMoxeTe He NS BCEX aKTUBHbIX B faHHblii MOMEHT
0TO3BaTh paspelleHns, KpoMe Kak nyTem nonb3oBarenei, 6yayT oTMeyeHbl kak «He
yAaneHus NpunoXxeHui. Bol yBepeHsl, 4To NPUHSTO.
XOTUTE NPOLJONXKUTL?

MpuHATbL BCe paspelueHns

Mpocmotp PDF lMpuHsaTto
XypHan [MpuHsaTo
Moropa lMpuHaTo

Yacbl MpuHsTo
CoobuweHus MNpuHaTo
Bpaysep lNpuHsto
®aitnbl MpuHaTo

3ameTku lMpuHsTo

PncyHok 92 PncyHok 93
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3. CPEACTBA PA3PABOTHMKA

BHUMAHWE! 3anpeuwaetrca aktmBauua pexmuma paspaboTymka Ha MY,
byHKUMOHMpYoWwem noAa ynpasneHnem OC ABpopa B CepTUPMULMPOBAHHOM BepCUM U
npeaHa3Ha4YeHHOM Aaa WCNonb3oBaHMA B MC, aTTecToBaHHbIX N0 TpeboBaHMAM
obecneyeHma 6e30MacHOCTM B COOTBETCTBMM C 3aKOHOAATENbCTBOM  Poccumiickon
denepaumm.

Pexxmm paspaboTymka NpeaocTaBAAeT aAMMHUCTPATOPY AOCTYN K pacliMpeHHOMyY
OYHKLUMOHANY HACTPOEK.

BHUMAHMWE! Pexknm pa3paboTymKa HEBO3MOXKHO OTKAOUYMUTL NOCAe akTuBaumm. Ana
AeaKTMBaLUMM peXmnma paspaboTtymka Heobxoammo cobpocuTb MY A0 3aBOACKMX HACTPOEK
(cm. noapaspen 2.2).

3.1. AKTMBaLMA pexnma pa3paboTtumka

MPUMEYAHME. Mepea akTnBaumen pexmma paspaboTymka Heobxoammo ybeamtbea
B HaM4mMm Ha MY oocTyna K ceTn VIHTepHer.

[na akTMBaumm pexmnma paspaboTymka HeobxoaMMO BbINOAHUTL Chaeaytouime
NENCTBUA:

— OTKPbITb MEHI0 CUCTEMHbIX HACTPOEeK KaCaHMemM 3Ha4kKa @ Ha 2JKpaHe
NPUNOXKeHUM (cM. PucyHoK 1);

— KOCHYTbCSi NyHKTa MeHto «CpeactBa pa3paboTymkar & B noapasaene
«Cnctema;

— KOCHYTbCs nepekntodatens «Pexmnm paspaboTtumka» (PucyHok 94);

— Ha OTKPbIBLWIENCA CTPaHMLE O3HAKOMMTCA C «YCAOBMAMM pa3paboTymka» K
KOCHYTbCA  KHOMKWM  «[loaTBepanTb»  ANA  NOATBEPXKAEHWA  AKTUBALMKM  PEXMMA
pa3paboTumKka MMHO KHOMKN « OTMEHUTbY» A4 OTMEHbI onepaunn (PucyHok 95);

— NOATBEPAUTbL AENCTBME BBOAOM TEKYLLErO Napos (CM. PUCYHOK 4).
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| CpepacTBa paspaboTymnka | OTMEHUTb MopTeBepautb
#  PexuM paspaboTuumka Ycnosusa paBPBGOTHMKa
[na akTMBaLUM pexuma paspaboTunka
Heo6xoAMMO NoAK/IoYeHE K CeTh O6paTuTte BHUMaHWe: B pexvume
pa3paboTymka [OCTYMNHbI KOMMOHEHTbI, MPKU
Henpaswu/ibHOM UCMOJIb30BaHUN KOTOPbIX
MOXET 6bITb OKOHYaTENbHO noBpexaeHo
Balue ycTpoicTBO U/Unun ero copepXxunmoe.
BknioyeHune pexvma paspaboTynka MoxeT
NPYBECTU K aHHYNIMpOBaHuio Bawen
rapaHTuu.
anHﬂTMe AaHHbIX VCﬂOEVIFI npepocraenseT
BO3MOXHOCTb UCMNOJIb30BaHUSA peXuma
paspaboTtuumka.
PucyHok 94 PncyHok 95

3.2. Cpeacrea pa3paboTtumka

NMPUMEYAHME. SSH-naponb MCNoJib3yeTcA ana noJsiy4eHunA npas
cynepnosib3oBaTens.

[Ona paboTbl co cpeacTBamm pa3paboTumka HEOOBXOAMMO BbIMONHUTL Caeaytouime
NencTBns:

— aKTMBMPOBATb PEXMM pa3paboTymKka (cm. noapasaen 3.1);

— pa3pewnTb BXxoA No SSH-naposto, KOCHYBLIWCL nepekatodaTena «YaaneHHoe
coeanHeHne» (PucyHOK 96) ¥ noaTeepAMB AENCTBME BBOAOM TEKYLEro napona
(cm. PucyHok 4);

— 334aTb MO0 CreHepmpoBaTb Mapoab, KOCHYBLWWCb nons «CreHepuMpoBaTby,
Mnoc/fe 4Yero KOCHYTbCA KHOMKM «CoxpaHuTb» (PucyHoK 97) m noaTtBepAuTb AelncTeue
BBOZIOM TeKyLlero napons (cm. PUcyHok 4).

MPUMEYAHMUE. Mone yctaHoBKM napons ans SSH n aoctyna otobparkaeTcs TONbKO
nocsie akTMBaLMn nepekatodaTens «YaaneHHoe coeJUHEHne»;
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l CpepcTBa paspaboTymka

CeTeBble NOAKI0YEHUS

# YpanéHHoe coequHeHne
Paspeluntb Bxog yepes SSH ¢ umeHem
nonbsosarens 'defaultuser’

CpepncTBa paspaboTumka

CeTeBble NOAKOYEHUS

YnanéHHoe coeguHeHue
PaspewunTs Bxoa Yepe3 SSH ¢ umeHeM
nonbaosarens 'defaultuser'

LN
WNHCTpyMeHTbI
Maponb

OTo6paxeHune 4acToTbl KaApPOB

b
A e CreHepupoBaTb CoxpaHuT!
— 10.185.68.169
#  CoxpaHsTb OTNIaA04Hble CUMBO/IbI =
B [OMALLHIOIO Nanky
BknounTh Banuaaumio nakeTos (l" 192.168.2.15

IP-appec USB
Mepesarpy3auTsb B fastboot
WHCTPYMEHTBI

YctaHoeka MO
OT06paxeHune YacToTbl KaapoB

. OTkNtO4EHO
#  Pa3spelmnTb TUXYIO YCTaHOBKY

BxniounTb TUXYIO yCTaHOBKY nakeTos u3 SDK
COXpaHﬂTb OTNnago4Hble CUMBOSbI
B AOMaLUHIOKO nanky

BkniounTb BanmMaaumio NakeTos

MepesarpyauTs B fastboot

PucyHoK 96 PrcyHok 97

— HaCTpPOUTb OTODBPaXKeHMe YacToTbl KaAapoB 3anylueHHbiX M1, KOCHYBLIXCL NOAA
«OTOBpaxKeHWe 4acToTbl Kagpos» B noapasgene «MHCTPYMEHTbI», M Ha OTKPbIBLUENCA
CTPaHMLE KOCHYTbCA MNyHKTa «[lpoctoe» unm «MoapobHoe» NMbO KOCHYTLCA MNOASA
«OTKNOYEHO» ANA OTKAOYEHUA ANArHOCTUKN (PrcyHOK 98);

— KOCHYTbCSl COOTBETCTBYHOLLMX NepeKkatovaTenen B noapasgene «MIHCTPYMEHTbI»
NN5 BbINONHEHWNA cneayowmx aencteuii (cMm. PucyHok 96):

e paspewnTb AMbO 3aNPeTUTb COXpaHEHME OTIAZA04YHbIX CUMBOJIOB B JOMALLHEN
nanke;
® BK/IHOYMTb MO0 OTKAOYMTb BaAMAALMIO NAKETOB.

NMPUMEYHAHUE. [na nposepkn RPM-naketoB MI1 wncnonb3yeTtca BanuvaaTop,
NPOBEPAIOLMIA  YCTAHOBOYHbIE MaKeTbl Ha NpeaMeT COOTBETCTBMA TpeboBaHMAM,
yKasaHHbIM Ha Beb-canTe: https://developer.auroraos.ru/doc/software_development/
guidelines/rpm_requirements. Baanaatop 3anyckaeTcs aBTOMaTUYECKM MpU yCTaHOBKE
RPM-nakeToB, npu atom RPM-nakeTbl, He npouweawune Bannmaaumio, He MoryT ObiTb
ycTaHoB/eHbl Ha MY, dyHKUMOHMpPYLoLem nos ynpasneHmem OC ABpopa;

— nepesarpysntb MY ana nepexona B pexum fastboot, KOCHyBLIMCb KHOMKK
«Mepesarpy3ntb B fastboot» (cm. PucyHOK 96) M Ha OTKPbIBLIENCA CTPaHMULE KOCHYTbCS
KHOMKK «[loaTBEpAUTL» ANA NOATBEPXKAEHMA onepaummn AMbo KHONKM «OTMEHUTbLY ANA
oTMeHbl (PucyHok 99);

— paspewnTb NMHO 3anNpeTUTb TUXYH YCTAHOBKY MakeToB M3 SDK, KOCHYBLUMCb
nepekntovaTena «PaspelwnTb TUXYK YCTaHOBKY» B noApasgene «YcrtaHoBka [10»
(cm. PucyHOK 96) 1 noaTBepAnTb AeNCTBME BBOAOM TeKyLLero napons (cm. PucyHok 4).
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OTo6paxeHue 4acToTbl KaapoB

OTKnoYeHo

MpocToe

Moppo6Hoe

MpocToit - ToNbKo KOMMNO3UTOP
Moapo6HbIii - TONILKO KOMMNO3UTOP
MpocToit - ToNbKO NPUNOXEHUs

Moapo6HbIi - TONBKO NPUNOXKEHUS

| OTMEHUTD MoaTeepantb |

PucyHok 98

Mepesarpya3nTb yCTPOUCTBO
B pexum fastboot?

YcTpoiicTBo 6yaeT HeMeANeHHO nepesarpyXeHo.
3T0 03HAYaET, YTO BCE OTKPbITHIE CEaHChl U
BPeMeHHbIe faHHbie GyayT NoTepsiHbl.

PucyHok 99
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4. MEXAHU3MbI BE3OTNACHOCTH

PeannsoBaHHble B OC ABpopa o¢yHKUMM 6e30NacHOCTM MOMHO HacTPOUTb C
MOMOLLLbIO COOTBETCTBYIOLWMX MHTEPDENCOB, ONMUCaHNE KOTOPbIX MPUBEAEHO B HACTOALLEM
pasaene.

4.1. Peructpaumsa cobbitnin 6esonacHocT (ayamT)

4.1.1. CnuctemHoe ypHanmpoBaHue
4.1.1.1. Obuwana nHdopmauma

CHCTEMHOE KYPHaIMPOBaHWE — CEPBUC ANA PETUCTPALMM M XPaHEHNA MHOOPMALMN
O BaKHbIX MPOrPamMMHbIX M annapaTHbIX CODbITUAX, @ TaKXKe WX Aa/ibHENLero aHaamMs3a B
C/y4ae HEKOPPEKTHON PaboTbl CUCTEMBI.

OC ABpopa OCyLLECTBNAET PEFUCTPALMIO N XPaHEHKWE cneaytolen MHGopMaLnn:

— COODOUWEHMN N3 CUCTEMHOTO }KypHana (journald) n agpa (kernel log);

— COO0DLUEeHMN, BbIBOAMMbIX NpoLLeccamm CAyK0 Ha CTaHAAPTHble NOTOKM BblIBOAA
(stdout);

— ownboK (stderr).

MonyyeHHaa MHPOPMALMA MHAOEKCMPYETCA M XPAHUTCA B CUMCTEMHOM KYpHase,
KOTOPbIN HAaX0AMTCsA BO BPEMEHHOM NanKe 1 Nocae nepesarpyskn He coxpaHAeTcs.

4.1.1.2. CoxpaHeHue coObITUIN CUCTEMBI B MOCTOAHHYIO NamaTb MY

[ns coxpaHeHUsas CcODbITUN CUCTEMbI BO BHYTPEHHIOK MOCTOAHHYIO Namate MY
HeobX0AMMO BbINONHUTbL Ceaytolne AenCTBUA:
— OTKpbITb MTIM «Terminal» 1 BbINONHUTbL KOMaHAY:

vi /etc/systemd/journald.conf

— YCTaHOBWTb NapameTpbl B Cedyrouimne 3Ha4eHnA:

Storage=persistent
SystemMaxUse=500M
RuntimeMaxUse=1M

— nepesarpy3nTtb MY Ana coxpaHeHWA U3MEHEHNIA.

[Ona  BbiIrpy3kM  dana  KypHana  HeobXoAMMO  BbINOAHWUTL  KOMaHAy:
journalctl -a > J.log, Npu 3TOM noTpebyeTcs co3aatb ¢ain nora, KOTopbln byaeT
MMEeTb Ha3BaHMe: j.log W coaepraTb Bce cobbiTMA (-a = all). Ha3BaHWe npwu
HeobX0AMMOCTU MOXKHO U3MEHUTD.
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4.1.2. Cepswuc sdjd
4.1.2.1. Obwan nHPpopmaLms

[ns HageXHoro XxpaHeHMA Habopa CcoobLLEHMNN, OTHOCALLMXCA K CUCTEME 3aLUMUTHI
MHGOPMaLUMN, UCNONb3YETCA CepBUC No cbopy M pernctpaumm cobbituin BesonacHoCTH
sdjd. CepBWUC COXpaHAeT OTAeNbHble coobuieHna B ¢ann /var/log/sdjd-v2.log,
KOTOPbIA MNpPK 3ano/HEHUM A0 MakcMmanbHoro pasmepa (50 MB) nepesanucbiBaeT
npeablayume coobueHna HOBbIMMU.

[Ons onpeaeneHna cobbiTMin  permctpaumm cepsucom sdjd  mMcnonb3yeTcs
KOHOUIYPaUMOHHbIN  dan  /etc/omp/sdjd.conf, B  KOTOPOM C  MNOMOLLbIO
pPeaaKkTMPOBAHMA MOXHO 3a4aTb HeaKTyabHbIM cObbITMAM cTaTyc false.

B OC ABpopa C CNONb30BaHMEM CepBMCca sdjd PEFMCTPUPYIOTCA U A0NTOBPEMEHHO
XpaHATCA cneaytolme Tunbl CobbITUIM 6e30NacHOCTH:

— pe3ynbTaT NoMbITKM BXO4a B CUCTEMY;

— BNIOKMPOBaAHME MHTEPAKTMBHOIO CeaHCa Kak Mo 3anpocy N0ab30BaTeNA, Tak 1 No
MCTEeYEHUN YCTAHOBNEHHOTO NEPMUOaA HEAKTMBHOCTMU NOb30BATENS;

— ONOKMpOBaHME A0OCTyMa MOC/Ae YCTAaHOBAEHHOrO KOJIMYecTBa HeyCnelHblX
NOMbITOK BBOAA ayTEHTUOUKALMOHHOM MHPOopmaumn (nn. 4.2.2.1.3);

— WCTeYeHMe CpOoKa AeNCTBMA NapoNs;

— CMeHa napons;

— 3anycK nNpoLeaypbl M pe3ynbTaT KOHTPOoAA uenoctHocth (KL);

— MOJyYeHMe OTpULLATENBHOIO pe3yabTaTa NPOBEPKY;

— aBTOMaTU4yeckan 6aokMpoBKka MY;

— pe3ynbTaT NoMbITKM YCTAaHOBKM, yAaneHmna nnm obHosneHna RPM-nakeTos;

— MOAKNOYEHNE N OTKAOYEHNE BHELWHUX HOCUTENEN MHDOPMALLNK;

— nepenosiHeHme XypHana cobbiThin 6e3onacHoCTY;

— BK/tOYEHME, Nepe3arpysKka v BbikatouYeHne MY;

— pobasneHne NpaBua CeTeBOro PUabTPa;

— 3aMnyCK, 3aBepLleHmne N U3MeHeHME KOHDUIypaLMKM CayKObl ayanTa;

— WU3MEHEHMEe CUCTEMHOIO BPEMEHM;

— HelwTaTHOe 3aBepLUEHNE CUCTEMbI;

— MOMbITKM AOCTYNa K dalnam, HaxoAALMMCA B NPOLECcce perncTpaLnm;

— cHbol B MexaHM3Me M3015LMN NPOLLECCOB;

— owKnbKn Banmaaumm RPM-nakeTos;

— CO34aHue, NepeKNOYEHME M yaaNeHME YYETHOM 3aNnCK NOb30BaATENS;

— MHMLUMANN3aUMA 1N pe3ynbTaT NpoxoxaeHnsa 20A.

NMPUMEYAHUE. HaumHaa c penmsa OC Aspopa 4.1.0 update 1, He byaet
PErncTPUpPOBaTLCA COOLITME MPMBA3KM TOKEHOB K YYETHOW 3anucu (MHMUMANM3aLmA)
(ID=47);

— CoObITUA aHTMBMPYCA;
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cobbiTna [loBepeHHOM cpeabl UCNONAHEHMA ABpopa (Npu Hannumnn);

— 3anyck MI «KypHan»;

— 0bHapyeHne HapyLeHWA LenoCTHOCTU CTOPOHHMX Gannos;

— M3MEeHeHMe Napo/ibHOM N NONb30BATENbCKOM MNOANTUK;

— BKJ/IIOYEHUE PEXMMA Pa3paboTUMKa;

— BKJ/IKOYEHME U BbIK/IOYEHME YAQNEHHOIO A0CTYNa;

— paspeleHmre 1 3anpeT goctyna K MM «Terminal».

MPUMEYAHMUE. [MonHbIM cnncok cobbiTin  6e30MacHOCTM,  PerncTpmpyemblx
cepBMcom sdjd B OC Aspopa, A0CTyrneH Ha BebO-canTe:
https://developer.auroraos.ru/doc/software_development/reference/sdjd/events.

Kaxkaoe cobbiTve coaepnT cneayoulyto MHGOpMaLMio:

— YHUKaNbHbIN MAEHTUPMKATOP CODbITUA;

— TUN cobbITUS;

— Bpems permcrTpaumnm cobbitms;

— YPOBEHb BAa*KHOCTK COObLIEHMA;

— ONUMOHANbHbIM TEKCT coobLleHna (MK NycTaa cTPoKa);

— PID npouecca-otnpasutens;

— PID poauTensckoro npouecca Ana npouecca-oTnpasmTens;

— UID npouecca-otnpasuTens;

— Effective UID npouecca-otnpasuTtens;

— Saved UID npouecca-oTnpaButens;

— File system UID npouecca-oTnpaButens;

— Real GID npougcca-oTnpasutens;

— Effective GID npouecca-oTnpaBuTens;

— Saved GID npouecca-oTnpaBuTens;

— File system GID npougecca-oTnpasutens;

— Supplementary groups npolecca-oTnpaBuTens;

— 2pPEeKTUBHbIE NPUBUIETNM NPOLECCA-OTNPABUTENS;

— MOAHbIN NYyTb K UCNoAHAEMOMY daliny Npouecca-oTNpPaBUTeNs;

— KOHTeKCT 6e30MnacHOCTM MNpoLecca-oTnpaBuTens (Tekylwaa pofib UAM MeTKa
SELinux);

— TEeKCToBOe npeaAcTaBaeHne naeHTndmnKkaTopa cobbiTna ana yaobcrea oTAaaKM.

AAMUHUCTPATOP MOXET onpeaennTb CIMCOK obbekToB PC, nonbiTKM AOCTyna K
KOTOpbIM DyayT PerncTpmpoBaTbca B danne /usr/share/security-audit/security-
audit-rules.conf, A00aBMB NPaBWIO ayamuTa N8 Habatogaemoro obbekTa oTAENbHOM
CTpokoM B ¢aln  /usr/share/security-audit/security-audit-rules.conf.
MonbITKM gocTyna K obbektam ®C, HaxoAALWMMCA B Nanke /home M ero nognankax, He
PEernmcTpmpytoTCA.

57



— 1 OTOKPbITAFI
PyKoBOACTBO aAMUHMUCTPATOPA l Hﬁ%"&!&’#ﬁﬂ

Bce peructpupyemble cobbiTvAa 6e30MacHOCTM OTODpaxKatoTcA C  yKasaHMem
BPEMEHM W LBETOBOM MHAMKAUMEN B KypHane cobbITMA, MNPOCMOTP KOTOPOro
ocylecTtsaseTca ¢ nomoubio MIT «KypHan».

MPUMEYAHMUE. Monb3oBaTenb MMeEET BO3MOXHOCTb COXPaHWUTb KypHan CoObITUI
6e30NacHOCTM CMCTEMbI BO BHYTPEHHIOK NOCTOAHHYO NaMaATb MY B LUMPPOBAHHOM BMAE.

4.1.2.2. NMpocMmoTp cooblleHnin ayamTta

[ns npocmoTpa cooblleHnin ayamTa M A0CTyna K HUM HeobXxoAMMO MCNONb30BaTb
cneayolme MHCTPYMEHTbI:

— Nporpammsbl journalctl U dmesg, UMetOLIME MHTEPPENC KOMAHAHON CTPOKM;

— YyTUANTY sdjd-dump, NO3BOAANOLLYIO NPOCMOTPETb CobbiTMA He3onacHoCTM B
MM «Terminal»;

— MMM «XKypHan» (/usr/bin/log-viewer), B rpapuyeckom nHTepderce KOTOPOro
oTobparKatoTCA 3anNmncK 0 CObbITUAX, COXPAHAEMbIX CEPBMCOM sdijd.

MPUMEYAHUE. B MM «*KypHan» oTobpaxatorca cobbitna ayauTa (PucyHok 100).
MNoapobHoe onucaHue pabotel MIT  npuBeaeHo B  AOKYMeHTe  «PyKOBOACTBO
No/b30BaTENAY.

Mpn 3TOM aAMUHUCTPATOPY AOCTYNEH NPOCMOTP COOBLLEHWI ayAnTa BCEX YYETHbIX
3anucen, co3gaHHbix Ha MY (PucyHok 101).

MpocMoTp XypHana Q § : DunbTpbl ]

308 zanuceit HarMaeHo, 308 nokasaHo

Bbi6paHHbIi nonb3oBaTenb:

CerogHsa
Bce nonb3oBaTtenu

(O 1. YcnewHbiii Bxoa B CUCTEMY
24/01/2024 10:02:54 GMT +03

Bce nonb3osartenu

() 2. YpanéHHblit [OCTYN BKIIOYEH defaultuser

Remote login enabled
24/01/2024 10:02:54 GMT +03 Monb3osaTens 1

O s. YnanéHHblﬁ_.qoc_:Tyn BbIK/IOYEH MonbsoBartenb 2
Remote login disabled
24/01/2024 10:02:41 GMT +03

Monb3oBatens 3

O 4. PexuM nepepaum MynbTUMeama
(MTP) BKNIOYEH
MTP_MODE_ON
24/01/2024 09:49:01 GMT +03

(O 5. Pexum USB SSH sbikntoueH
USB_SSH_MODE_OFF
24/01/2024 09:48:58 GMT +03

O 6. Pexxum USB SSH BkniouéH
USB_SSH_MODE_ON,
24/01/2024 09:48:55 GMT +03

() 7. YcnewHbiii BX0A B cUCTEMY

PucyHok 100 PucyHok 101
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4.1.3. Cepswuc reports

CepBuc reports reHepupyeT eanHbIN CUCTEMHbIM OTYET B BUAE apxmBa C Gparnamm
KoH®Urypauum m noramm paboT pasnnyHbix KomnoHeHToB OC ABpopa, KOTOPbLIA MOMKET
6bITb 3aWIMPPOBAH.

4.1.3.1. OnncaHme cMCTeMHOTr0o OoTYyeTa

CUCTEMHbIN OTYET UMEeEeT caeayolnin opmart: tar.bz.

MMAa  cuCTeMHOro oT4yeTa WMMeeT C/eAylollyld MacKy: reports-YYYYMMDD-
HHMMSS . tar.bz.

MPUMEYAHUE. TogpobHoe onucaHne npoueaypbl GOPMMPOBaHMA OTYeTa
NPUBEAEHO B OKYMEHTe « PYKOBOACTBO NO/1b30BATENNAY.

OnuncaHue TeKkyulero Habopa moaynei npuseaeHo B Tabanue (Tabaumua 1).

Tabnnua 1
Moaynb OnucaHue
agnss NHpopmauma o A-GNSS
available-packages |Cnucok AOCTYMHbIX U YCTAHOB/IEHHbIX MNAKETOB
battery NHbopmauma 0b akkymynaTope
bluetooth MHpopmauma o Bluetooth®
cellular MHPopmauma SIM-KapTax
certificates NHbOopMaLma 06 yCTaHOBNEHHbIX B CUCTEMY CepTUPMKATAX
(ima, kernel, rpm DB)
disks MHpopmaLma O AMCKaX U 3aHATOM/CBODOOAHOM MPOCTPAHCTBE
dmesg CucteMHble coobuleHma aapa
emm MHbOpMaLmA 0 nanke /etc/emm
info O6wan nHdopmauua o MVY:
— KOHTPO/IbHas CyMMa 3arpy304HOro pasaena;
— nHdopmauma o6 AIDE;
— CMMUCOK A0NONHUTENbHbIX YHKLNNA;
— nHdopmauma o penmse 0OC;
— mHdopmauma o HW pennse OC;
— Bepcua aapa
integrityd KoHpUrypaumoHHble ¢alnbl cepBmca integrityd
internet NHbopMaLma 06 aKTMBHOM MHTEPHET-COEANHEHUN
logcat CucTeMHble coobLLeHns
memory NHPopmaLmsa 0 NaMATH
mount-points TeKyuiMe TOYKM MOHTMPOBAHMA
policy MHPopmauma o nanke /etc/policy
process-1list TeKyLWMi CNMCOK NPOoL,EccoB
push-daemon NHPopmaLma 0 NnanKkax /etc/xdg/push-daemon 1
/var/lib/push-daemon
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Moaynb OnucaHune

rpms CNUCOK YCTaHOB/IEHHbIX MAKETOB

screen NHbopmauma ob skpaHe MY

sdjd CobbITa 6esonacHoOCTH

ssu NHPOopMaLma 0 peno3nTopmax

system-journal-json |CyucrtemHbli XypHan B popmate JSON

system-journal-10g |CycTeMHbIN XypHaN B TEKCTOBOM BUAE

system KpaTkas MHpopmaLmsa O cMcTeME:

— PEeXMM 3KOHOMMM aKKYMYIATOPA;
— MOAK/IKOYEHME K CETU VIHTEepHET;
— CTaTyC NOAKNOYEHUA;

— aKTuBHOCTb ceTn WLAN

systemboot NHPOopMaLMA O CUCTEMHOW 3arpy3Ke
systemctl Cnncok cepBmncos
systemupdate Jlor obHoBNEHMSA

4.1.3.2. [eHepayma cMCTEMHOro oT4yeTa
4.1.3.2.1 l'eHepauma CMCTEMHOTO OT4eTa ¢ nomolbto MMM «Terminal»

CUCTEMHbIN OTYET MOXKHO creHepumpoBaTb B MIM «Terminal» c nomoLLbto cneayoLmx
KOMaHJ.
— reHepaumna CUCTEMHOIO OTYEeTa C COXPaHeHMeM B Manke /var/reports:

generate-reports.sh true

— reHepauma CUCTEMHOrO OT4YeTa C COXPaHEHMEM BO BPEMEHHOM nanke
/run/reports, KOTopas OyaeT oyulleHa nocae nepesarpy3kn MY:

generate-reports.sh false

— reHepauma 3alWMPPOBAHHOIO CUCTEMHOIO OTYETa B YKa3aHHOM nanke:

generate—-encrypted-reports.sh /home/defaultuser/Documents/

MPUMEYAHUE. Mpu HeycnewHon reHepaumn 3awmdpoBaHHOro otyeta bdyaet
co34aH 0ObIYHbI CUCTEMHbIN OTYET.

4.1.3.2.2. [eHepauma cMCTeEMHOro oT4yeTa ¢ nomMmoLLbto MIT «RypHan»

CUCTEMHbIN OTYET MOXKHO creHepupoBaTb B MI «KypHan». [MoapobHoe onncaHue
reHepaumm CUCTEMHOro oTt4yeTa C nomouwbto Ml «KypHan» npmBeaeHO B AOKYMEHTe
«PyKOBOACTBO MNO/b30BaATENAN.

4.1.3.2.3  3awWndpOoOBaHHbIN CUCTEMHbIN OTHET

LndppoBaHne CUCTEMHOrO OT4eTa MPOUCXOAMT TONIBKO C YCTAHOBAEHHbIM Ha MY
KANEHTCKMM cepTUPUKaATOM. pn OTCYTCTBMM AAHHOTO cepTUdMKATa, BHE 3aBUCMMOCTM OT
Bepcum OC ABpopa, CUCTEMHBIM OTYET He byaeT 3andpoBaH.
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B OC ABpopa mncnonbayetca 6ao4Hoe wnpposaHmne GOST 28147-89.
LInppoBaHHbLIN OTYET MMEET CAeayoLWNA OpPMaT: tar.bz.cms.

MmAa WwndpoBaHHOTO OT4YeTa MMeeT CaeayltoLllytd MacCKy: reports-YYYYMMDD-
HHMMSS.tar.bz.cms.

[ononHutenbHo popmunpyetcsa dpann ¢ nHbopmaumen o cepTudurKkaTe, Nyb6ANYHbIN
KAtOY KOTOPOTo Hbl1 MCNONBb30BaH ANA WndpoBaHMA oT4yeTa. OH co3aaeTca pAaoOM M MMeeT
bopmaT .txt: reports-YYYYMMDD-HHMMSS.tar.bz.txt. Bpema co3aaHma B Ha3BaHUN Y
3TKX GanN0B NAEHTUYHOE.

Mpumep dana c nHdopmaume:

cat reports-20220329-104949.tar.bz2.txt

BbiBOA, KOMaH/bI:

Subject: OMP Test

Group: developer

Subgroup: regular

Key ID:
7003efe7156bd53a2e88c2cb3c0d43e9786760¢c53721933dd5052fdaf443dbtb

OT4yeT MOXHO pacwmdpoBaTb COOTBETCTBYIOLIMM KAKOYOM U CePTUDMKATOM C
nomoulbto OpenSSL. Kntou pacwmndpoBrm onpeaenaetca B none «Key ID» ¢panna popmaTa
.txt, pacnoNoXKEHHOro ¢ apxMBOM. Takxe noTpebyeTca NMoAKAOYUTL FOCTOBbIN ABUMKOK?,
AONONHUTENIbHO YCTaHABIMBAEMbIN B CUCTEMY:

openssl cms -decrypt —-in /home/defaultuser/Documents/reports-20220228-
173753 .tar.bz2.cms -recip system-developer-cert.crt -inkey system-
developer-key.pem —-inform DER > reports-20220228-173753.tar.bz?2

4.2. UpeHTnduKauma n ayteHTMMKauma

4.2.1. OcHoBHble npasuia MAD

B OC ABpopa peannsoBaHa noacuctema naeHTMdMKaumm n ayteHTudmkaumnm (MAD),
npeAHa3Ha4yeHHan ana obecnevyeHna oAHO3HAYHOM M HENMPOTUBOPEYNBONA:

— maeHTUdMKaumm obbektos goctyna OC Aspopa (pannos 1 nanok);

— naeHtTnoduKaumm cybvexktos aoctyna OC ABpopa (CMCTEMHbLIX NPOLECCOB,
NPOLLECCOB B MPOCTPAHCTBE AZPa, a TaKXe MPOLLEeCcCoB MAW NMPOrpaMm, 3anyLlleHHbIX OT
MMEHM NOoNb30BaTeNeN);

— nAeHTMOUKauMM y4eTHbIX 3anmcer nonb3osatenerr OC ABpopa (C  posbto
aMUHNCTPATOPA 1 C PONIbIO NOb30BATENA);

— ayTeHTudMKaumm nonsblosatene OC Aspopa (MHorodpakTopHasa ayTeHTUdMKaLms
C MCMNOb30BaHNEM TaKMX GAKTOPOB, KaK: Napob, cMapT-KapTa, CYAWC, oTneyaTok nanbLa).

4 Peanusauma KpUNToanroputmos poccuiickoro FOCT ana OpenSSL.
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Ona pabotbl ¢ OCABpopa agMWHUCTPATOPY NPUCBAMBAOTCA Caeaytoline
NAEHTUOUKATOPbI:

— cumBONbHbIN: defaultuser;

— ymncnoson: 100000.

N3meHeHne HaCTpoOekK 6e3onacHoCTH ocylecTBasAeTcA nocpeaCcTBOM
KOPPEKTUPOBKN KOHOUIYPALMOHHbIX GaliioB M BbIMONHEHNA COOTBETCTBYIOLUMX KOMAHA B
TepMmuHane. Ml MCNONHAKOTCA B M30/IMPOBAHHOM KOHTEMHEPE, peam3yemMom CpeacTBamm
firejail/sailjail. C NOMOWbIO seccomp-bpf MOXHO 3aNpPeTUTb HEKOTOpPbIe
CUCTEeMHbIEe BbI30BbIl, HANPUMEP: mount /umount, ptrace, kexec U Ap.

Ona ycunenua sawmtel MY npu nepBomM BKAKOYEHUU PEKOMEHAYETCA YCTAaHOBUTbL U
NepMoanYeckn UM3MEHATb Mapoab, KOTOpbIM  OyaeT xpaHuTbca B LUKS-cnore,
COOTBETCTBYHOLLEM UAEHTUPUKATOPY NONL30BATENS.

MPUMEYAHME. LLndpoBaHMe pasaena NPOUCXOAUT aBTOMATMUYECKM, MPU 3TOM BO
BpemA nepBoro 3anycka MY no ymondaHuio mucnonbdyetca naponb 00000, KoTopbln
BNOC/NEACTBMM MOXKET OblTb MU3MEHEH.

B uenax npegotBpalleHMA  HEeCaHKUMOHMPOBAHHOroO  aoctyna K MY,
dYHKUMOHMpYtoLemy noa ynpasneHnem OC Aspopa, naponb (cm. nn. 4.2.2) Tpebyetca ans
NOATBEPXKAEHMA BbIMONHEHWNA CIeAYOLWNX AEUCTBUA:

— CO34aHWA YYETHbIX 3aNncemn ponen;

— HACTPOMKM NapPONbHOM NONUTUKMY;

— 33[1aHWNA OrPaHMYEHNIM BXOAa B CUCTEMY;

— BKJ/IHOYEHMA M HACTPOMKN 2DA;

— 334aHMA O4HOPA30BOro Napos;

— M3MEHEHMUA HaCcTpoeK BNOKMPOBKMY;

— paspelleHna yCTaHOBKKM cTopoHHero [10;

— YCTaHOBKM SSH-napons;

— AKTMBALUMWN N HACTPOMKM pPeXKMMA pa3paboTumKa;

— MPOCMOTPA AAHHbIX YY4ETHbIX 3aNuncen;

— cbpoca HacTpoek MY;

— YCTAHOBKM MapoaAa cynepnosib3oBaTtesis;

— MPOCMOTPA Napoen, COXpaHEHHbIX Ha MY.

MPUMEYAHME. MNoapobHoOe onncaHme o 3a4aHnK Napona NPUBEAEHO B JOKYMEHTE
«PyKOBOACTBO MO/b30BaTENAY.

ApxuTtekTypHo MA®D OC ABpopa COCTOUT M3 cepBMCa ayTeHTUOMKAUMM authd C
BO3MOKHOCTbIO MOAKNOYEHNSA MOZYNEN, Peanmnsyolmx pasanyHble cnocobbl NPoBepKM
NOA/IMHHOCTK, a TakKe BnbanoTeK, obecneymBatoLLMX OTPMCOBKY MPUrNALLIEHMA Ha BXOA U
pPeanu3yoLlLnX B3aMMOAENCTBME C APYTMMM MPOrPaMMHbIMKU MOAYAAMM rPadUyeckoro
MHTepdenca, TakMMKM KaK YCTPOMCTBO BBOZA (3KpaHHaa KnasBuaTypa), rpaduyeckoe
OKpY)KeHMe lipstick u cnyba ayamTa sdjd.
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Habop moaynen, obecneymBatowmx cnocob MAD nonb3osatenen 1M peanmsaumio
dyHKUMIM Be3sonacHOCTH:

— lockout (nn.4.2.1.2);

— loginrestriction (nn. 4.2.1.3);

— password (nn. 4.2.1.4);

— smartcard (nn. 4.2.1.5);

— sudis (nn. 4.2.1.6);

— reset (Nn. 4.2.1.7).

Moaynn npeactasnatoT cobon ¢pannbl dopmaTa .so, PACMONOXKEHHble B Mamnke
/usr/lib/authd/. Mpu Kaxaom 3anycke MY cepBuC authd CKaHMpPyeT nanky. HacTponku
cepBuca authd pacnosioxeHbl B Ganne /etc/authd/authd.conf, rae:

— plugin-dir — nanka c MoayNAMU;

— admin-mandatory-factors — cnocobbl WAP, obAszaTenbHble ANA y4eTHOW
3aNncK aAMUHUCTPATOPa;

— admin-immutable-factors—cnocobbl MAD yyeTHOM 3anmcm agMMHUCTPATOPa,
HeAOCTYMNHble ANA BKAOYEHWA UM BbIKNHOYEHUSA;

— admin-default-factors — cnocobbl WA® ans  yy4yeTHOM  3anucwu
aAMUHUCTPATOPa MO  yMoAn4YaHuto  (byayT  BbiOpaHbl  aBTOMATUYECKM,  €Cau
CKOHOUIYPUPOBAHHbIN CMMCOK GaKTOPOB MyCT);

— user-mandatory-factors — cnocobbl WMA®, obszaTenbHble AN YYETHOM
3anMcK NoNb3oBaTeNs;

— user-immutable-factors — cnocobbl MA® y4yeTHOW 3anMcM MNONAb30OBaATENS,
HeAOCTYMNHble ANA BKAOYEHNSA UM BbIKAHOYEHMA;

— user-default-factors —cnocobbl MAD anda yyeTHoOM 3anmcm Noab3oBaTens no
ymosiYaHutio (byayt BbiOpaHbl aBTOMATMYECKM, €eC/IM CKOHOUIYPUPOBAHHbIM  CMMCOK
$aKkTopOoB MycT).

MNpeaycmoTpeHa BO3MOXHOCTb HACTPOUTb Habop cnocobos MAD ans Kaxaon
y4YeTHOM 3anmcu nonb3oBaTens. Habopbl XpaHATCA B danne BMAA
var/lib/authd/users/<uid>.conf, rae UID — wnaeHTMOMKATOP Yy4YETHOM 3anucu
N0/b30BaTENA B CUCTEME.

4.2.1.1. OnucaHue aMarHOCTUYEeCKMX oMb OK

B MI «XypHan» ¢GopmupytoTca yTOYHAOWME coobueHmna 06 M3MeHeHUsX
MnapameTpOB CUCTEMbI CAeaytoLMM 06pa3om:
NA N0Nb30BaTENbCKUX NapameTpoB: Plugin: %1, setUserOption: %2=%3, UID=%4;

NA CUCTEMHbIX NapameTpoB: Plugin: %1, setOption: %2=%3.
roe:
— «%1» - HaMeHOBaHMe MOAYNA, Y KOTOPOro MeHAETCA NapameTp;
— «%2» - napameTp MoAyNA, KOTOPbIN BblN M3MEHEH;
— «%3» - HOBOE 3HaYeHMne NapameTpa;
— «%4» - UID nonb3oBatens, 418 KOTOPOro MEHAETCA NapameTp.
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Cnuncok Mop,yneﬁ, Y KOTOPbIX MEHAKTCA MapaMeTpbl, a TaKX¥Xe WnX ofnmcaHue

npueeaeHo B Tabanue (Tabaumua 2).

Tabnnua 2

Moaynb (%1)

OnucaHue

lockout

bnoknposka MY

loginrestriction

PacnucaHue Bxoaa y‘-IGTHOl‘/JI 3alfncum noJsib3oBaTenA

password MNaponb
reset Cbpoc MY
smartcard CmapT-KapTa
sudis

CYANC (CepBuc ynpaBaeHuns 4OCTYNOM K
MHPOPMALMOHHbBIM CUCTEMAM)

ChMCOK M3MEHEeHHbIX MapamMeTpoB, a TakKike MX OofMnmcCaHune npmBeaeHoO B Ta6nmue

(Tabnunua 3).
Tabnnua 3

MapameTpbl moayna (%2, %3)

OnucaHue

Moaynb loginrestriction

ttl

[encTBre y4eTHOM 3anmcu

login-schedule-days

[HW BXO4a B CUCTEMY

login-schedule-time

Bpems Bxoaa B cuctemy

login-locked

BNOKMPOBKA y4ETHOM 3aMMCK NoAb30BaTENA

login-temporarily-locked

BpemeHHan 6HN0KMPOBKa TEKYLLEN YHETHOM 3aNnCK

temporary-lock-timeout

Tarm-ayT 6NOKMPOBKM

Mogaynb password
new-length OnvHa napona
max-age Cpok AencrTsms napona

max—-attempts

KonmnyectBo NonbITOK BBOAA napond

new-strength

CNOXHOCTb Ma ponA

history-check

NcTopua napona

expiration-notification

YBegomneHne 06 ncTedeHnn napona

MPUMEYAHUE. NornpoBaHMe MCNONb3yeTcA TONbKO ANA loginrestriction W

password.

B Chydae ycnewHoro Bxoaa B CUCTeEMY JIOrMpyeTcAa TOJIbKO COO6LLI£H[/I€ «YcneuwHbim

BXO/, B CUCTEMY» BE3 YTOYHEHUA.

B cnyyae HeycnewHoro BxoAa B CUCTEMY nornpyeTca coobuleHne «HeycnelHbli
BXOZ, B CMCTEMY», @ TaKXe AO0MNOAHUTeNbHaa MHbopmaumsa ob owmnbke, KOoTopaa MMeeT

cneayrouwmn BUA:

roe:

— «%1» — HaMMeHOBaHMe MOAY/A, K KOTOPOMY OTHOCKTCS OLLIMOKa3;
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— «%2» — Kof, OoWKNOKN.

Cnucok moaynen npuseseH B Tabnunue (Tabauua 2), cNUCOK OWKMOOK, KOTOpbIie
oTobpaXKalTCcA ANa MOAyNel B C/Ay4ae HeycnewHoro BXO4a B CUCTEMY, a TaKKe WX
onucaHue npmueeaeHo B Tabanue (Tabanua 4).

Tabnuua 4

OwwnbKa (%2) OnwucaHne

Mogaynb lockout

RecoverableLockout | MY BpemeHHO 3a6/10KMPOBAHO

PermanentLockout MY 3ab10KnMpoBaHO
Mogynb loginrestriction
TtlBadSyntax HeBepHbIN CMHTaKCKUC
TtlExpired CpOK AencTBmA y4eTHOM 3anmncK N0Nb30BaTeENA UCTEK
DayUnknown HeBO3MOXXHO onpeaennTb
DayLocked Y4yeTHasn 3anmcb N0Ab30BaTeNA 3aDN0KMPOBAHA NO AHAM
Heaenu
TimeBadRange HeBepHbI CMHTAKCUC BPEMEHHOTO AMana3oHa
TimeBadSyntax HeBepHbI CMHTAKCUC BPEMEHHOTO AMana3oHa
TimeLocked Y4yeTHan 3anmcb N0Ab30BaTeNA 3a0/N0KMPOBAHA NO BPEMEHM
CYyTOK
UserLocked Y4yeTHan 3anmcb N0Nb30BaTENA 3aDNOKMPOBAHA
UserTempLocked Y4yeTHasn 3anmcb N0Ab30BaTENA BpEMEHHO 3ab10KMpOBaHa
Mopaynb password
InvalidResponse HeKkoppeKTHbI 3anpoc
PasswordFailed HeBepHbI Napo/ib
CP;asSwordUpohﬂteFatile He ynanocb 06HOBUTL Naposib

PasswordsDontMatch ﬂaponm He coBMaaatoT

UserLockedMaxAttemp | YyeTHan 3anmncb NoAb30BaTeNs 3aD10KMPOBaHa: OCTUIHYTO

ts MaKCMMabHOE KOZIMYEeCTBO MOMbITOK
NotSupported He3awndppoBaHHOE YyCTPOMCTBO He NOAAEPKMBAETCA
BadNewPassword HeKoppeKTHbIM HOBbLIM NMapob
PasswordMatchPrevio | [onb30BaTe/ib HE MOXKET U3MEHWUTb Napo/ib. HOBbINM Naposib
us [IO/IKEH OTAMYaTbCA OT NPeablayLero
PasswordNotSet Monb3oBaTeNb HE MOXET pa3bioknposaTb MY. Heobxoanmo
06paTMUTbCA K aAMUHUCTPATOPY 414 YCTaHOBKM OHOPa30BOro
napons
Mopaynb smartcard
PinFailed HexkoppeKTHbI PIN-KoA,
CannotSmartCard CmapT-KapTa He HanaeHa
TooManyAttempts C/IMWIKOM MHOTO NMOMbITOK

65



PyKoBOACTBO aAMUHNCTPATOPA

— "] OTKPbITASA

l MOBWJIbHAA

NNAT®O0PMA

Ownbka (%2)

OnucaHue

ConnectionError CmapT-KapTa OTK/to4YeHa
BadCert HeKkoppeKTHbI cepTudumkaT
ValidationFailed Bafll/l,ﬂ,aLl,l/lﬂ He npoﬁ'ﬂ‘eHa

Mogaynb sudis
BadPassword HeBepHbI Naposb
EncryptedPartitionl | 33wmdpposaHHbIi passen 3ab610KMpoBaH
ocked
CannotStartClient

He ynaetca 3anyctuTb KaneHT Sudis

CannotConnectClient

He ynaeTtca noakntoumTbea K kaneHTy Sudis

CannotCommunicateCl
ient

He ynaeTcs cBA3aTbca C KAneHTom Sudis

UserLocked Y4yeTHasn 3anmcb N0Ab30BaTeNA 3a0/10KMPOBAHA

TooManyAttempts C/IMLIKOM MHOTO MOMbITOK

TooManyAttemptsWith | CauwKom MHOMO NOMbITOK, AaHHbIE YAaNeHbl

outDeleted

NoUsbDevice Owwnbka ayTeHTUdPMKaumm. Het USB-ycTpoiicTea

ConnectionError OwmnbKa NoAKAOHEHNA

AuthFailed OwmnbKa ayTeHTUdMKaLMM

BadDefaultCert HeBepHbI cepTudmKat

UserCannotUnlock Monb3oBaTenb He MoxeT pa3bioknposaTb MY. Heobxoanmo
06paTUTLCA K aAMUHNCTPATOPY A5 YCTaHOBKM OAHOPA30BOro
napons

ErrAuthType HeBepHbI TN BXOAa

4.2.1.2. Mopaynsb lockout

Moaynb lockout nNpeaHasHayeH Ana nposepki MY Ha npeameT 610KMPOBKMY.

OnucaHune HacTpoek MOy NS, XpaHALWMXcA B danne
/var/lib/authd/methods/lockout/current.conf, npvseaneHo B Tabnumue
(Tabnunua 5).

Tabnnua 5

o 3Ha4veHue no
CsouncTso OnucaHue

YMONYaHUIO

lockout-mode 0

Pexxmum 610KnpoBKkM MY:

-~ (0) NoLockout —He 3aDN10KMPOBAHO;

- (1) RecoverableLockout —BpeMeHHanA
ONOKMPOBKA, CHMMaeTcs yepes 15 MUHYT anbo
agMUHUCTPaTopom MY;

~ (2) PermanentLockout — NOCTOSHHAA B/IOKMPOBKa;
- (3)
BpeMeHHasn 6/I0KMPOBKA, CHMMAETCA
agMUHUCTpaTopom MY

RecoverablelockoutWithoutTimer —
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o 3HayeHue no
CsoucTso OnucaHue
YMONYaHWIO
lockout-timeout|15 munyT CpoK BpeMeHHOM 610KMPOBKM
lockout- - Havyano BpemeHHOn 610KMPOBKM
timestamp
4.2.1.3. Moaynb loginrestriction
Moaynb loginrestriction npeAHasHayeH 414 TMPOBEPKU  BO3MOMKHOCTU
ayTeHTUdMKaLMM NONb30BATENA B CUCTEME B AAHHbLIN MOMEHT.
OnucaHue HacTpoeK Moay N, XPaHALLMXCA B daitne

/var/lib/authd/methods/loginrestriction/<uid>.conf, NpuBeaeHO B Tabauue

(Tabnunua 6).

Tabnnua 6
. 3Ha4yeHue no
CsBouncteo OnucaHue
YMOAHaHNIO
tel Tekywasa gata + |CpoK AeNCTBUA yYETHOM 3anmcK
2 roaa
login-schedule- Mo, Tu,We, Th, F'| PacnuncaHme Bxoaa B CUCTEMY MO AHAM Heaenu
days r,Sa, Su
login-schedule- 00:00-00:00 PacnucaHue Bxo4a B CUCTEMY MO BPEMEHM CYTOK
time
login-locked false BNOKMPOBKaA y4eTHOM 3anmncK Noab3oBaTens
login-temporarily=|Q muHyT BpemeHHas 6/10KMPOBKa y4eTHOM 3anmncu
Tocked nonb3oBaTens
temporary-lock- 15 muHyT Cpok aenctama 610KMPOBKM
timeout

MNpumep:

login-locked=false

login-schedule-days="Mo, Tu,We, Th, Fr, Sa, Su"

login-schedule-time=00:00-00:00 login-temporarily-locked=0

temporary-lock-timeout=900

ttl1l=2025.02.06

4.2.1.4. Mopaynb password

Moaynb password NpeaHasHaveH Ans ayTeHTUdUKaLMM No Naposto.
OnucaHue rnobanbHbIX HACTPOEK MOoAYAA (418 BCeX Monb3oBaTesnen), XpaHaLmxca
B ¢panne /var/lib/authd/methods/password/current.conf, NpuBeaeHO B Tabauue

(Tabnunua 7).
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Tabnuua 7
3Ha4YyeHue No YMOJI4aHMIO
CBOMCTBO KopnopaTtusHas | CeptndumumpoBaHHan OnucaHue
BepcuA BepcuA
new-length 5 7 CMMBOJ10B dvHa napona
new-length- 5 cMmBO/I0B 7 CMMBOJIOB MUHUMaNbHaA AAMHa NaposiA

lower-limit

new-length-
upper-limit

12 cumBonOB

MaKcmmanbHaa AanHa napona

max-age 0 30 aHen CpoK AencTems napona
(O — 6e3 orpaHuyeHuin)
max-age-lower- pes 30 aHen MWHUMaNbHbIN CPOK
Timit orpaHUyeHu AelcTBMA Napona
max-age-upper-|180 nHei MaKcrManbHbIN CPOK
limit [encTsmA Napons
max-attempts |Q 4 KonnyectBo NoOnNbITOK BBOAA
napons
max—attgmpts— bes 4 MuHMManbHOEe KONNYECTBO
tower—limit orpaHudeHmni NOMbITOK BBOAA NapoA
max-attempts- |16 10 MaKcnMmanbHOE KONMYeCcTBO
upper-limit MOMbITOK BBOZAA Napons
new-strength |Q 3 HazgeXXHOCTb Mapona:
- 0—TOoNbKO UNDPBLI;
- 1 —undpbl n BYKBLI;
- 2—undpbl, byKkBbI B
HUKHEM U BEPXHEM
perncrpax;
- 3 —undpbl 1 OYKBLI B
HUKHEM U BEPXHEM
PEerncTpax, a Takxe
CNeLcruMBObI
new-strength- |Q 3 MUHUMaNbHaA HaAEeXHOCTb
lower-limit napons
new-strength- |3 MaKcrmanbHaa HagdeKHOCTb
upper—-limit napons
history-check |Q 1 NcTopus napona — KOIMYeCTBO

npeablayumx naponen, c
KOTOPbIMW CPaBHMBAETCS
Tekywmi naposb (0 — He
NPOBEPATb UCTOPUIO NAPONEN)
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3Ha4YyeHue No YMOJI4aHMIO

Csouncrtso KopnopatueHaa | CeptudunumposaHHan OnwucaHue
BepcuA BepcmA
NMPUMEYAHUE. HoBbin naposb
OOJIXKEH OT/INYATLCA OT
npeablayLmx
historyTCbeck— 0 1 MuHMManbHoOe 3Ha4YeHne
lower—-limit MCTOPUM Napona
historyTCheCk— 10 10 MaKcrmaibHOe 3HadYeHne
upper-limit MCTOPWM Napona
expiration- 5 aHeMn YBegomneHune ob ncteyeHmnm
notification CPOKa AeMcTBMA Napons
generated- password Honyqume
password CreHepupOBaHHOIO MNapoa
generation 0 2 Cnocobbl 3a4aHnA Napons:

— O — TONbKO BPYYHYIO;

- 1 —3apaHune Bpy4Hyto 1nbo
reHepauma;

— 2 —TOJIbKO reHepaumnAa

HacTpolKu y4eTHbIX 3anmncer nonb3oBaTena MMetoT boee BbICOKMIA MPUOPUTET Hag,

rnobasnbHbIMMU

HaCTpoMKamm

n XPaHATCA B danne

/var/lib/authd/methods/password/<uid>.conf.
OnucaHMe HaCcTPOeK YYeTHbIX 3anucer no/sib3oBaTens Ana Moayns password
npuseaeHo B Tabanue (Tabaumua 8).

Tabnuua 8
" 3HayeHue no
CsouncTBO OnucaHue
YMO/IMAHUIO
attempts OTcyTcTBYET KonnyecTBO NOMbITOK BBOAA HEBEPHOIO NaponA
length OTcyTcTBYET [NviHa TeKyLlero napons
strength OTcyTcTByeT HazgeXHOCTb TeKyLero naposs
expiration- OtcyTctByeT Bpema nocnenHern cmeHbl napona
notification-last-
sent
history OTcyTcTBYET cTopuma naponen
change-next-time |false CMeHa napoia npu caeaytoLlen
ayTeHTMdMKaLUMM NONb30BaATENA B CUCTEME

4.2.1.5. Moaynb smartcard

Moaynb smartcard

CMapT-KapTbl.

npegHasHa4vyeH A/A ayTEHTM(I)I/lKaLI,I/II/I C MCNoJZ1b30BaHNEM

OnuncaHue moayna npusegeHo B Tabanue (Tabamua 9).
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Tabnunua 9
CBoMCTBO | 3HaYEeHMEe N0 YMONYaHUIO OnucaHune
attached TriState {

YKa3bIBaeT, NOAKA0HEHA N CMapT-KapTa B

ggézi’ing [aHHbI MOMEHT. 3Ha4YeHne JaHHOro CBOMCTBA
r
True, He coxpaHsneTca B OC

};

HacTpolkm  y4eTHbIX  3anumcen NoNb30BaTENS XPaHATCS B  danne
/var/lib/authd/methods/smartcard/<uid>.conf.

OnuncaHMe HacTPOEeK No/ib3oBaTenen AN MoAyNa smartcard NPMBEAEHO B Tabanue
(Tabnunua 10).

Tabnunua 10
. 3Ha4yeHue no
CsoucTso OnucaHue
YMONYAHMIO
pubkeyIsWritten false YKa3blBaeT, 3anncaH M NyO6ANYHbIN KNtoY ANs
[aHHOro No/sib3oBaTtena
pubkey - My6anMYHan 4acTb KAKOYa, KOTOPbIM NOANUCaH
cepTUPUKAT NONb30BATENA, COXPAHEHHbIN B
3alMLULEHHON 061aCTU CMaPT-KapTbl

4.2.1.6. Mopaynb sudis

Moaynb sudis npeAHasHadYeH ANA ayTeHTUPMKAUMM B CUCTEME YNpPaBAEHUSA
A0CTYyNOM K AaHHbIMm MB/1 Poccuu.
OnucaHmMe  rnobanbHbIX  HACTPOEK  MOAYAA,  XPaHALLMXCA B  danne

/usr/share/ru.at consulting.sudis client/policy.conf, npuseaeHo B Tabnuue
(Tabnunua 11).

Tabnuua 11
. 3Ha4YeHue no
CsouncTBO OnucaHue
YMO/IYaHUIO
certs OTcyTcTBYeT CnMCOK AOCTYNHbIX CEPTUPUKATOB OT K/IMEHTA
cyanc
max-attempts 10 Ko/sinyecTBo HeBepHbIX NMOMbITOK BBOAA, NP
3anycKke KaneHTa 3HadyeHune bepetca us dparna
/usr/share/ru.at consulting.sudis cli
ent/policy.conf

4.2.1.7. Moaynb reset

Mopaynb reset npeaHasHaveH aas copoca HacTpoek MY [0 3aBOACKOro COCTOAHMS.
OnucanHue rnobanbHbIX HacTpoekK MoAYNA, XPaHALLMXCA B

danne /var/lib/authd/methods/reset/current.conf, MNpuUBeAeHO B Tabauue
(Tabnunua 12).
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Tabnuua 12
. 3Ha4yeHue no
CsounctBo OnucaHue
YMOJMaAHUIO
reset-options reboot, wipe |_ rephoot — aBTOMATUYECKM nepesarpy3nts MY

nocne cbpoca K 3aBOACKUM HACTPOMKaM;
~ wipe —Yy4a/nTb BCe AaHHble ¢ MY

4.2.2. MHorodakTopHasa ayTeHTMdMKaumA

BHUMAHMWE! Mepen HacTpOMKOM MHOrOPaKTOpHOM ayTEHTUPMKALMM HEODXOAMMO
MY, c ycTaHOBNeHHOM KopnopatusHon Bepcheinr OC ABpopa, COpOCUTb A0 3aBOACKMX
HACTPOEK.

MHorodakTopHas ayTeHTMOUKAUMA — NPOLLECC NOATBEPKAEHNA NOAJINHHOCTM NPaB
YYEeTHbIX 3aN1Cen Poaein C MOMOLLbIO MPUMEHEHMA HECKONbKMX pasnyarolmxca GakTopos.

Ona ayteHTuoukaumm B OC ABpopa npu pasdnokmposke MY moryT 6biTb
MCNONb30BaHbl caeaytolmMe cnocobbl, obecneymBatolme NOANMHHBINA AOCTYN K XPaHUMbIM
Ha MY No/1b30BaTENbCKMM AaHHbIM:

— naponb (nn. 4.2.2.1);

— cMmapT-KapTa (nn. 4.2.2.2);

— CyancC (nn. 4.2.2.3);

— OTNeYyaToK Nanbua.

NPUMEYAHMUE. MNoapobHoe onuncaHue aobaBneHMA oTnedyaTKka Naabla NpuBeaeHO
B 4OKyMeHTe «PyKOBOACTBO NO/Ib30BaTENAN.

[na Bbibopa meToda ayTeHTUPUKAUMM HeobXoAMMO BbIMOMHUTL Chaeaytolme
NEencTBus:

— KOCHYTbCSl O4HOW 13 CO34aHHbIX Ha MY y4yeTHbIx 3anuncen (cm. PUCyHOK 5);

— B KOHTEKCTHOM MEHK KOCHYTbCA MNyHKTa «HacTpolkm 6He30nacHOCTM»
(cm. PucyHOK 8, cm. PucyHOK 9), B pe3ynbTaTe Yyero otobpasnTtca cTpaHmua «[ms yyeTHoM
3anuncu]» (PucyHok 102, PucyHok 103);
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| Monb3oBatens 1 Bnagenew yctpoicTea
Cnyx6a ayTeHTUdUKaLmm @ Cnyx6a ayTeHTUdGUKaLMn @
Bbibop MeTof0B ayTeHTUMKALUM Bbibop MeTo0B ayTeHTUdUKaLum
OrpaHuyeHue Bxofa B CUCTEMY @ OpHopas0BbIi Naponb @
YcTaHOBUTb CPOK AeMCTBUSA YHETHOM 3anucwy, HacTpoliikvu ogHOpa3oBoro napons
orpaHu4yeHuve exoga no gH Hegenu u
BPEMEHM CYTOK.
OpHopa3oBbIv Naponb @
HacTtpoiiku ogHopa3oBoro napons
PucyHok 102 PucyHok 103

— KOCHYTbCH NyHKTa «Cny»ba ayTeHTUPUMKALLUM» (cm. PucyHok 102,
cM. PucyHok 103);
— Ha OTKPbIBWENCA CTpaHWULEe HeobXoAMMO BbIMOAHWTb OAHO W3 CAeAYHLLMX
NencTBumn:
® JKTMBMPOBATb MNepekatoYaTenb «EAMHBLIM CnNMCOK PaKToOpoB» W BbibpaTb
eaVHbIA MeToA ayTeHTUPUKALUMM, KOCHYBLUMCL COOTBETCTBYIOULErO NepekntoyaTens, ans
BbINMO/IHEHMA BCEX AeNCTBUM B cucTeme (PucyHok 104);
® [eaKTUBMPOBATb Mepeknoyatenb «EAMHbIA CNMCOK $aKkTopoB» U BbIOPATbL
MeToAbl ayTEHTMOUKALMKM, KOCHYBLUMCb COOTBETCBYIOWIMX MNepeKkatovaTenen, npu
BKAOYEHUM MY M NOATBEPXKAEHMA HACTPOEK, a TaKxKe npu pa3bnoknposke MY
(PucyHok 105);
— KOCHYTbCSl KHOMKN « COXPaHUTb» ANA COXPAaHEHNA U3MEHEHUN,
— noATBepAMTb AENCTBME BBOAOM TEKYLEero napona (Cm. PUCYHOK 4).
BHAMAHUE! [na wcnonb3oBaHMAa MeToda ayTeHTUPUKaumm «CmapT-KapTa»
HeobxoAMMO NPeaBapUTENIbHO HAaCTPOUTb CMapPT-KapTy (nn. 4.2.2.2.3).
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| HacTpoiku cnyx6bl ayTeHTUdUKaLll

EnvHbIn cnucok dakTopos
Bce pevicTeus 6yayT UCNONb30BaTh OAHU U
Te Xe MeToAbl ayTeHTUPMKALMM

Bbibepute MeToabl ayTeHTUGUKALUN

Maponb

CoxpaHutb

PucyHok 104

HacTpoliku cnyx6bl ayTeHTUdUKAL,

%  EpuHbIA cNUcok $pakTopoB
Bce geiicTeuna 6yayT UCNONb30BaTh OAHU U
Te Xe MeToabl ayTeHTUMKaLmm

BbibepuTe MeToabl ayTeHTUdUKaumum

Maponb

Maponb
OTnevaTok nanbua

CmapT-kapTa

CoxpaHuTb

PucyHok 105

4.2.2.1. AyTeEHTUPMKALMA C NOMOLLbIO NAPONS

BHUMAHWE! Mpun npeBbllLeHM KoNnMYecTBa NOMNbITOK BBOAA HEBEPHOTO napona MY
aBTOMaTMYeCKn byaeT 3abnoKMpoBaHO. Bpema 6A0KMpPOBKM ABASETCA GUKCMPOBAHHbLIM M
cocTtasndeT 15 muHyT. lepesarpy3ka MY A0 UCTedeHMA YKa3aHHOro BpeMeHu NpuBeaeT K
MOBTOPHOMY 3aMyCKy oTcyeTa 15 MUHYT.

LLndpoBaHue gaHHbIX
nonb3oBaTens, noXxanyuncra,
nopoxaute

PucyHok 106

Mpu nepBom BKAOYEHUM MY HeobxoaMMOo BBECTU

napob, KOTOPbIM bynet 3anpalnBaTbheca n
MCNO/1b30BaTbCA ANA:
— wndpoBaHMa NaHHbIX no/sib3oBaTena

(PucyHok 106);

— pasbnokupoBkn MY (PucyHok 107, PucyHok 108).

NMPUMEYAHUE. LndposBaHme pa3gena C
AOMALHMMM  nankamu  nonb3osatenen  (n. 4.2.3)
NPOUCXOAMUT B CIEAYIOLLIMX CYYasX:

— MpW NepBom BKAOYEHUN MY;

— nocne cbpoca HacTpoek MY [0 3aBOACKOro
cocTosaHma (noapasaen 2.2).
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BeeauTe HOBbIV Naposib

[nvHa napons ponxHa 6biTb 5-12 cuMBONOB.

1 2 3
4 5 6
7 8 9
Aa 0

OTMeHUTb

PucyHok 107

4.2.2.1.1.
NMPUMEYAHUA:

ﬂosTomee naposnb

Bnapeney ycTpoiicTea

1 2 3
4 5 6
7 8 9
Aa 0

OTMeHUTb

PucyHok 108

Hactporika 6n1okmnposkn MY

v 3MeHeHMA HaCcTPoeK B NYyHKTE MeHI0 «BI0OKMPOBKa YCTPOMCTBA» NMPUMEHAIOTCA
KO BCEM YYeTHbIM 3anmcam posiei, co3gaHHbIM Ha MY,
v’ Cnyyan, mpu KOTOPbIX MOXET BbITb 3aMpPOLLEH Naposib, OnuncaHbl 8 n. 4.2.1.

Bnokupoeka ycTpolicTea

AsTomaTtuyeckas 6nokMpoBka
Mpwu BLIKNIOYEHUU IKPaHa

# OrobpaxaTb yBeAOMNEHMs, Koraa
YCTPOWCTBO 3a6nokMpoBaHo

Maponb

M3ameHuTb Nnaponb

HacTpoiikun oTnevaTkoB @

3aech MOXHO BbINONHUTD HACTPOWKY
OTNe4YaTKoB nanbues

HacTpoiikn cmMapT-kapTbl @

3pech MOXHO BbINOMHUTb HACTPOWKY CMapT-
KapTbl

PucyHok 109

Ona HacTpolkn 6a0KMpoBkM MY Heobxoammo
BbINO/IHUTb CAeayoWme AenNCTBUS:
— OTKPbITb MEHK CUCTEMHbIX HACTPOEK KacaHMeMm

3Ha4Ka @ Ha DKpaHe NpuaoXxKeHn (cm. PucyHok 1);

— KOCHYTbCA NyHKTa  MeHlo  «BAOKMpOBKa
M
ycTpoicTea» [ B noapasaene «besonacHocTb» B

pe3ynbTaTe Yero otobpasnTca 0O gHOMMEHHAA CTPaHMLaA C
HacTpoMKkamm 61oknpoBkn MY (PucyHok 109);

— KOCHYTbCA Nonsa «ABTOMaTMyecKkas 610KMpOBKa»
M Ha OTKpbIBLIENCA CTpaHuue BblbpaTb Bpema A0
aBToMaTuyeckon  6a0kmpoBkm MY  (PucyHok 110,
PucyHok 111), KOCHYBLUUCb COOTBETCTBYIOWMX MOMEN U

noATBEPAMB AENCTBME BBOAOM TEKyLLero napons
(cm. PucyHok 4);
— KOCHYTbCA nepeknoyaTens «OTObpakaTb

yBeAOMNEHMA, Koraa YyCTPOMCTBO 3abDN0KMPOBAHOY» ANS
oTobpaxKeHna yBeaAOMAEHUIM Ha DKpaHe BIOKUMPOBKeE.
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BHUMAHWE! BapuaHTbl 3HayeHMin B none «ABToOMatMyeckaa ©ONIOKMPOBKa»
OT/IM4atoTCA B 3aBMcMMmocTm oT Bepckm OC Aspopa (PucyHok 110, PucyHok 111).

NMPUMEYAHUE. SKpaH MY noracHeT B C/iy4ae €eC/M YCTaHOB/NEHHOE BpeMs
aBTOMaTM4ecKkon 610KMPOBKM ByaAeT NpeBbilWaTb BPEMA CNALWErO pexxmma, Ho MY npm sTom
He byaeT 3abnoKknpoBaHo. [na AanbHenwen paboTbl HEOHXOAMMO BKAOYUTL 3KpaH MY r
NpoAoIKNTb paboTy 6e3 BBOAa Mapons.

| AsTomaTunyeckas 610kupoBka ABTOMaTuM4eckas 6110KkMpoBKa
HeakTusHa lMpwu BbIKNIOYEHUM 3KpaHa
Mpw BbIKSIIOYEHWUM 3KpaHa 15 cekyHp,
15 cekyHA, 30 cekyHA
30 cekyHp, 1 MuHyTa
1MuHyTa 2 MUHYTbI
2 MUHYTbI 5 MUHYT
5 MUHYT 10 MUHYT
10 MuHyT
PucyHok 110 PucyHok 111

4.2.2.1.2. 3agaHve 0AHOPA30BOro NaposA

MPUMEYAHME. NMoapobHoe onuncaHme 0 BXOAe B YYETHYIO 3aMMCb NONb30BATENS C
MOMOLLbIO OLHOPA30BOro Napond NpUBeLEeHO B LOKYMeEHTe « PyKOBOACTBO MONb30BaTENAY.

O4HOPa30BbIN Napoab TpebyeTca ANA BbIMONHEHUS BXO4A B CUCTEMY MPW MNEPBOM
BK/tOYEeHMN MY nog HOBOWM y4eTHOM 3anmChbio.
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I OpHopa3oBbIi Naposib

cccee
Maponb

[nuHa napons gomxHa 6biTb 5-12 cumBonos.

CreHepupoBaTb

YcTaHoBUTb

©

PucyHok 112

3a4aTb 0OAHOPA30BbIN MAPO/ib BO3MOXHO ABYMA
cnocobamum:

1) MepBbln cnocob: Npu Cco3gaHUM YYETHOM 3anmncu
NO/Ab30BaTeNA KOCHYTbCA KHOMKW «CreHepupoBaTb» A4
reHepaumy napond AMbo YCTaHOBUTb Kypcop B Mofe
«O4HOpPa30oBbIN NAPOab» M 334aTb NAPOab (CM. PUCYHOK 3);

2) Btopow cnocob:

—Ha  CcTpaHuue  «[Mmsa  ydyeTHOM
(cm.  PucyHok 102, cm. PucyHok 103)
KOCHYTbCA NyHKTa « O4HOPa30BbIA NApPOby;

— Ha OTKpbIBWEWNCA CTpaHMLE KOCHYTbCA KHOMKM
«CreHepupoBaTb» (PucyHoK 112) ansa reHepaumm napons
NMBO yCTaHOBUTbL Kypcop B nosie «OAHOPa30BbIN NapOob»
M 3aZaTb NApPOb;

— KOCHYTbCA 3HauYka & ana oTobpaskeHWA Napons;

— KOCHYTbCA KHOMKKN «YCTaHOBUTbY (PucyHok 112) u
noATBEPAMTL  AENCTBME BBOAOM  TeKyllero naponA
(cm. PucyHok 4).

3anmcu]»
Heobxoanmo

4.2.2.1.3. HacTpoMKa NapoabHOM NOAUTUKN

| O61me HacTPOMUKH

Hactpoiiku napons

HacTpoliku nonuTuku naponei

PucyHok 113

MPUMEYAHUE. V3meHeHMs HaAcTpoeK MnaposbHOM
NOANTUKM BYayT NPUMEHEHbI KO BCEM YYETHbIM 3aMUCAM,
CO34aHHbIM Ha MY.

[na nepexosa K HAaCTPOMKaAM NapoabHOM NONUTUKM
HeobXoAMMO BbINONHUTL CeaytoLlne AeNCTBUA:

— OTKPbITb MEHIO CMCTEMHbIX HACTPOEK KacaHMeMm

3HayKa @ Ha DKpaHe NpuaoKeHn (cm. PucyHok 1);
(o]

— KOCHYTbCA MyHKTa MeHl «Monb3oBaTenm» &g
noapasaene «Cnuctema», B pesyabrate yero otobpasmnTcs
OJHOMMEHHas CTPaHMLUa C npeacTaBAeHHbIM CMUCKOM
nonb3oBaTenen, co3gaHHbix Ha MY (cm. PUcyHOK 5);

— KOCHYTbCA nons «ObLume HACTPOMKMN»
(cm. PucyHOK 5), B pe3ynbtate 4ero oTobpasmTcs
OZlHOMMEHHas cTpaHuua (PucyHok 113).

76



— "] OTKPbITASA

PyKOBO,EI,CTBO AdAMUNHNCTPATOpPA l Hﬁfrggmﬂ

[na HaCTPOMKM NAapObHOM NOAUTUKM HEODXOAMMO KOCHYTbCA MYyHKTa « HacTponKu
Napoas» N Ha OTKPbIBLLENCA CTPaHWULLE 3a4aTb HEODXOAMMbIE MAapaMeTpbl 414 Napons (cm.
PucyHok 113):

I GER

— C/IOXHOCTb;

— KO/IMYECTBO MOMbITOK BBOAA;

— OT/NYMe OT NpeablayLmnx Naponem;

— CPOK AencTBus;
yBeoOMAeHME 00 NCTEYEHNM CPOKA AEMCTBUA.

[lna  HaAcTPOMKWM  ANWMHBLI  Mapons HeobxoAMMOo

YCTAHOBWUTb KO/IMYECTBO CMMBOJ/IOB, MEPeMeELLan caanaep
i A «MuHUManbHaa oanHa naponsa» (PucyHok 115) snpaso
AN yBE/NMYEHMA KONMYeCTBA BXOAALIMX B MNapoO/b
CMMBONOB NMBO BNEBO AN YMEHbLUEHMA KOAM4YecTBa
CMMBONOB, U NOATBEPAUTL AENCTBME BBOAOM TEKYLLErO
napons (cm. PucyHok 4).

MPUMEYAHUE. T[peaycmoTpeHa  BO3MOMKHOCTb
YCTaHOBUTb AJIMHY Napond oT 5 40 12 cMMBO/I0OB.
BHUMAHUE! 3HayeHne MMHMMANBHOW  ANWHBI
HegiRrieno naponAa oTAM4YaeTcA B 3aBUCMMOCTM oT Bepcum OC ABpopa
(cm. PucyHok 114, PucyHok 115).

HacTpoitku napons

5 cumBonoB

MuHuManbHas gnavHa napons

CnoxHocTb n apons

MpocTas (Tonbko unopbi)

# CnoxHas

Konuyecteo nonbiTok
Bes npoBepku

HepocTynHocTb noBTOpa Npepd. naponei

WUcTtekaet yepe3 He orpannyeH
\/Ka)o(wre, Korga uctekaeTt Cpok l:LEﬁCTBMR napons

3a 5 gHeit

YeenomnsaTb 06 uctedeHum napons

PucyHok 114
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[ns 3agaHna CNOXHOCTM Napons HeobxoAMmo B
| Hacrpoikn napons nogpasgene «CNOXHOCTb NAPONA» OAMH N3 CAedyroLLMX
oiiTe nonuTKy napone; ; nepekntodatenen (PucyHok 115):
— «[MpocTaa (Tonbko umdpbl)», rae naponb dyaet

R ——— COCTOATb TO/IbKO M3 LUMD;
AVEKHER B AR — «CNnoXHasa», rae naposb AO/KEH COAEPKaTb KakK
MUHUMYM  unbpy, OyKBYy, 3arnaBHyto  OykBy U
MpocTas (Tonbko undpbl) CI‘IeLl,l/IaanbllZ CHMMBO.

MNMPUMEYAHUE. B cnydyae BbibOpa 3Ha4YeHWA
«CnoxHaa» HeobxogMmo  MNoATBepAMTb  AENCTBMe
BBOJOM TeKyllero naponsa (cm. PucyHok 4).

[lna yCTaHOBKM KONMYECTBA MOMbITOK BBOAA MNapos
HeobxoamMmo B noapasgene  «JononHUTENbHble
HaCTPOMKM»  MnepemecTuTb  cnangep  «Koam4yectso

# CnoxHasa

10
KonnyecTtso nonbiTok
1

HepocTtynHocTb NoBTOpa Npeq. naponei

Uerexaer sepes 180 axef NOMbITOK» BMNPaBO A/1A YBENNYEHWUA KOJIMYECTBA NOMbITOK
YKaxuTe, Koraa UCTeKaeT Cpok AeiCTBus napons fll/|6O B/1EBO ,EI,J'IFI yl\/\eHbLLIeHMﬂ.
s BHAMAHUE! MuHMmanbHOEe ©1  MaKCMManbHoe
A R 3HaveHune cnangepa «KonmyecTBo NOMbITOK» 3aBUCKUT OT
PrcyHok 115 Bepcun OC Aspopa (PucyHok 115, PucyHok 116).

[1ns yCTaHOBKM KO/IMYECTBa NpeblayLimnx Napoaen, OT KOTOPbIX AOMKEH OTANYATLCA
HOBbI Mapo/ib, HE0OX0AMMO B Noapasaene «JonoSHNTEIbHbIE HACTPOMKM» NepemMecTmTb
cnangep «HenoCTynmHOCTb MOBTOPA NMpeA. Naponen» BNPaBo ANA YBEAMYEHMA KONNYECTBA
naponen nmbo BNEBO AN YMeHbLueHMA (cm. PucyHok 115).

[ns 3agaHMA Cpoka AEeMUCTBMA Mapond HeobXxoAMMO BbIMOAHUTL Caeaytoline
NencTBns:

— B noapasaene «JlononHUTeNbHble HACTPOMKM» KOCHYTbCA nona «MctekaeT
yepes» (PucyHok 116);

— Ha OTKpPbIBLLENCA CTPaHMLE BblOpaTb 04HO U3 3Ha4eHu (PucyHok 117);

— noATBepAMTb AENCTBME BBOAOM TEKYLLEero napona (Cm. PUCYHOK 4).

BHUMAHUE! TMo TtpeboBaHuam 6e3zonacHoctn MC, B KOTOPbIX MAaHMpyeTca
Mcnonb3oBaHWe MY, CpoK AencTBMA Napona A0/XKeH OblTb yCTaHOBAEH B 3Ha4yeHue «180
oHen».
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| HacTpoiiku napons

HacTpoiite nonutuky naponeu, kotopas
6yaeT npMMeHeHa KO BCeM Mo/nb3osaTensm

7 cumBoONoOB

MwuHuManbHas anvHa napons

CnoxHocTb napons

MpocTas (Tonbko umudpsl)

#  CnoxHas
[ononHuTenbHble HaCTPOUKK

KonuyecTeo nonbiTok
1
HegocTynHocTb nosTopa npeq. naponei

WUctekaet yepes 180 aHeit
YkaxuTe, Koraa UCTeKaeT CpoK AeiCTBUS napons

3a 5 gHen

Ysenomnatb 06 UcTeyeHuu napons

PucyHok 116

HacTpoitku napons

HacTpoiite nonuTuky naponen, kotopas
6yne'r npuMeHeHa KO BCeM Nnosib3oBaTensamMm

5 cumBonoB

MwuHuManbHas gnvHa napons

CnoxHocTtb napons

MpocTas (Tonbko undpsl)

#  CnoxHas

EOHOH‘MTON&):(D\C :({)CTQO%KM
He orpaHuyeHo
KonuyecTtso nonbiTok

Bes npoBepku

HepocTynHocTb NoBTOpa npep. naponei
UcTekaeT yepe3 He orpaHunyeH
YKa)KMTe, Korga uctekaert Cpok ﬂeﬁCTBMﬂ napons

3a 10 gHen

\/ESAOMHRTb 06 ucteueHum naponsa

PucyHok 118

McTekaeT yepes

He orpaHuyeH
30 gHen

60 gHen

90 gHen

120 gHew

150 gHen

180 aHen

PucyHok 117

[ns 3anaHuA BpemeHu yeaomneHns ob ncreyeHmm
CpOKa [AenctBms napona HeobxoauMMo  BbIMOMHUTD
cneayrouime oencTBumA:

— B noapasgene «JononHUTENbHblE HACTPOMKM»
nepemectuTb cnanaep «YBegomMnaTb 006 uUCTeYeHUM
napons» (PucyHok 118) BnpaBo Ans  yBeJIUYEHUS
Konnyectea JAHeln nmbo BNEBO ANA  YMEHblUeHMA
KONmM4yecTBa AHeW, 3a KOTOpoe M0/b30BaTe/lb HavyHeT
no/siy4yaTb yBeAOMAEHUA 00 UCTEYEHUN CPOKA AeNCcTBMA
napons;

— noATBepAMTb AeNCTBME BBOAOM  TeEKYLLEro
napons (cm. PucyHok 4).
MPUMEYAHUE. TpeaycmoTpeHa  BO3MOXHOCTb

YCTaHOBWUTb 3Ha4YeHme oT O (Hukoraa) ao 10 aHen.
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4.2.2.2. AyTEHTUPMKALMA C MOMOLLbIO CMAPT-KapTbl

B OC ABpopa Ansa ayTeHTMOMKauMM MOryT OblTb MCMOAb30BaHbl CMapPT-KapTbl
cnenyrouwmx tmnos: USB n NFC, a umeHHoO:

— «PytokeH» Bepcum 4 (UM PKI) — nporpammHO-anmnapaTHbI KOMMAEKC
ayTeHTUPUKAUMM U XpaHeHUAa nHdopmaummn (ceptndmkat PCTIK Poccum Ne3753);

— JaCarta — cpeacTBO ayTeHTMOMKaUMM 1 Be30MacHOro xpaHeHMAa MHPopMaL MK
nonb3osaTenen (ceptndunkat PCTIK Poccum Ne3449).

BHUMAHWE! WNcnonb3osaHme ana ayteHTudukaumm B OC ABpopa CMapT-KapT,
OT/IMYHbIX OT YKa3aHHbIX, He NpeaycmaTpmsaeTca!

4.2.2.2.1. Obwme npaBmaa HACTPOMKN N MCNOb30BAHNA CMAPT-KapT

HeobxoanMmo  yumTbiBaTb C/AeadylollMe OCHOBHbIE MpaBMaa  HACTPOMKKM U
MCNONb30BaAHMA CMaPT-KapT:

— 3KCNAyaTauMlo CMapT-KapTbl caedyeT OCYyWecTBAATb COracHO TpeboBaHMAM,
YKa3aHHbIM B COOTBETCTBYHOLLEN AOKYMEHTALMM Ha HEE;

— ana obecneyeHma nogkntoveHna K MY 1 nocneayolein HaCTPONKM CMapPT-KapTbl
TpebyeTca MCNonb30BaTb cneunann3mpoBaHHbiM USB OTG-nepexogHWK, KOTOPbIA He
BXOAMT B KOMMNEKT NOoCTaBkn MY;

— NONUTMKA  He30MaCHOCTM  MOMKeT  3anpewatb MNPUMEHEeHWe  BHELLHMUX
USB-ycTpoiicTB, Ans 3TOro HeobxoAMMO AOMOAHUTENIbHO MPOBEPUTbL YCTAaHOBEHHOE
orpaHuyeHune aerncraytollen 8 OC ABpopa nonntukm besonacHoctn (n. 4.3.2);

— npu paboTe co cmapT-KapTon noTpedyeTca AONOAHUTENbHLIM Mapoab ANA
[OCTyna B 3aliMlieHHyt0 061acTb MaMATM CMapPT-KapTbl, B KOTOPYH MNPOM3BOAMTCA
Ha3Ha4YeHMe N CoxpaHeHne ayTEHTUOUKAUMOHHOM MHOOPMaLMM NONb30BaTENS;

— ayTeHTMOMKALMA C MOMOLLbIO CMapT-KapTbl AOCTYMHA A4 BCEX YY4ETHbIX 3anmcen
ponen (cm. n. 1.2.1), co3gaHHbIX Ha MYV.

MPUMEYAHUE. AyTeHTUPMKALMA C MOMOLLBID CMAPT-KapTbl BbIMOAHAETCA TONbKO
NpY NEPBOM BKAHOYEHMMN YHETHOWN 3aMUCHK.

4.2.2.2.2. [llpeasaputesibHaa NOArOTOBKA CMapT-KapThbl

Ona paboTbl CO CMapPT-KAapTOM HEoObXOAMMO BbIMONHUTL NpPeaBapUTENbHYHO
HAaCTPOMKY, KOTOpPas MOMET ObiTb BbINOJHEHA C WCMNOAb30BAHMEM  3/1EKTPOHHO-
BbIYMC/IUTENBHOM MalnHbI (IBM) ¢ OC Linux, Ha KOTOpPOWN NpeaBapuUTENbHO A0MKEH OblThb
YCTQHOB/IEH MaKeT opensc.

MPUMEYAHME. CmapT-KapTbl A0KHbI UMeTb GOPMaT PKCS#15.

B cnyyae ecam cmapT-KapTa MMeeT Apyron dopmaT, A58 ee NnepemHnUmManmsaulmm s
dopmaT PKCS#15 Ha IBM HeobxoaAMMO BbINOAHUTL CAeaytole KOMaHabl:

pkcsl5-init --erase-card -p rutoken ecp

pkcslb5-init --create-pkcsl5 --so-pin "87654321" --so-puk ""
pkcsl5-init --store-pin --label "User PIN" --auth-id 02 --pin "12345678"
--puk "" --so-pin "87654321" --finalize
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BHUMAHWE! Mocne nepenHMumanmsaumm CMapT-KapTbl BCe AaHHble C Hee byayT
yaaneHsbl.

4.2.2.2.3. HacTpoMKa cMapT-KapTbl

MPUMEYAHUE. MoapobHoe onmcaHne HACTPOMKM CMapT-KapTbl NPMBEAEHO B
AOKyMeHTe «PyKOBOZCTBO MO/b30BaTENAY.

4.2.2.3. AyteHTndmKauma c nomoubto CYJNC

AyTeHTUdMKauma ¢ nomoubo CYANC:

— npeaHasHayeHa  ANA  UAEHTUPUMKAUMM U
ayTeHTMdUKaummn nonbvlosatenen NCOA MB/ Poccunm;

— AOCTyNHa Ha MY TOAbKO Mpu  HaINYUK
Mgg'pocc_mm yCTaHOBMeHHOro KaneHTa CYNC n goctyna K cepsepy
- CYANC yepes ceTb NHTepHeT.

B CYAMC nonb3oBaTenb  MOXET  MPOUTH
ayTEHTUDMKALMIO C NOMOLLb NPeaoCTaBNeHMA OAHON
N3 cneayolen KOMbMHaUMKM JaHHbIX:

— JIOTUH M NAPOb;

— cepTudmkat u PIN-kop (PucyHok 119).

S faper CosgaHue NO/Ib30BaATENbCKMNX
ayTEHTUPUKALMOHHbBIX AaHHbIX BbINOIHAETCA B CUCTEME
NCOL MB/L Poccuun n CUHXPOHU3IUPYETCA C KIMEHTOM
CYANC Ha MY.

Bxof Mo an1eKTPOHHOM Noanucy

BeeauTe nuH-koa

Het pocTynHpix cepTudukaron

OKCTPEeHHbIV BbI30B

PucyHok 119
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4.2.2.4. HacTpomMKa orpaHn4yeHni BXxoaa B CUCTEMY

[lnA HaCTPOMKM OrpaHMYEHUn BXOJa B CUCTEMY ANA
YYETHOW 3anMmncK Nosib3oBaTeNss HEOHBXOAMMO BbIMOMHUTD

OrpaHuyeHue Bxoaa B CUCTEMY

HacTpoiiku 6e3onacHoCTY nonb3oeatens u Ny .
orpaHu4yeHuns Bxoga B CUCTemMy Cj-l eﬂ‘yl-o LLl‘Me Ae MCTB Mﬂ *
[eiicTBre Y4ETHOI 3anucK nonb3oBaTens — KOCHYTbCA MYHKTa «0O rpaHn4yeHmMe BXO4a B
22 aHBapsa 2026
Bbibepute Eafy, rocne KOTOpoii Nonb3oBaTesnb He C M CTe My » (CN\ . P l/| CyH O |'( 102 ), B pe3yf| bTa Te l‘| e FO
CMOXET BOUTH B CUCTEMY

0TObpa3nTCa ogHOMMEHHas cTpaHuua (PucyHok 120);
[Hu Bxoaa B cucteMy o o
MH, BT, CP, 4T, NT, ¢6, BC — KOCHYTbCA nNoAnA «,D,eVICTBMG y4eTHON 3anncu
BblGeleTe AHW Heaenu, B Te4eHne KOTopbix v
nonb30BATENb CMOXET BOHTH B CHCTeMy noab3oBaTeNA» M Ha OTKPbIBWEWNCA CTpaHULUE Bb|6paTb
Bpems BXof1a B CUCTeMy naty (cm. PucyHok 19), nocne KoTopo Nonb3oBaTeNb He

Bbléepm’e BpeMs BXoAa nosib3oBaTtens B CUCTEMY

CMOXET BOUTU B YYETHYHO 3aMNMnChb;

— KOCHYTbCA nonAa «/[lHM BxoZa B CUCTEMY» W Ha
3abnokwposaTs noss3osatens OTKPbIBLUENCA CTPaHMULLE BbIDpaTb AHWM HeAeNn, B TeYeHme
KOTOPbIX MO/Ab30BaTe/lb CMOXET BOWMTM B CUCTEMY
(PucyHok 121);

— [EeaKTMBMPOBATb Mepekatodatesb «Becb AeHb»
(PucyHok 122), B pe3synbTate 4ero otobpasatca nons
BBOAAQ [JMana3oHa BpPEMEHM, B TeyeHue KOTOpOoro
NO/1b30BaTe/lb CMOXET BOMTU B CUCTEMY.

Becb geHb

PucyHok 120

NMPUMEYAHUE. Ona aKTMBaumm nepekatodaTend AOCTAaTOYHO KOCHYTbCA MO/A, B
KOTOPOM OH PacCno/IOXKeH: NepekatovaTelb HauyHeT CBETUTLCA ApYe, YEM B COCTOAHUM MO
YMONYaHUIO (HEaKTUBHOM);

— KOCHYTbCSi COOTBETCTBYHOLIMX MNOMEN ANA YCTAHOBKWM WHTEpPBana BPEMEHM
(cm. PucyHok 20), B Te4eHMe KOTOPOro No1b30BaTelb CMOXKET BOMTU B CUCTEMY.

[ns  ONOKMPOBKM MNONb30BATENA HEOOXOAMMO KOCHYTbCA nepekatoyaTena
«3ab/10KMpPOBaTb MONb30BATENA» M NOATBEPAUTL AENCTBME BBOAOM TEKYLLETro Mapos
(cm. PucyHoK 4).
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| OTMeHUTb MoaTBepanTb | OrpaHuyeHue Bxoaa B CUCTEMY
HacTtpoiiku 6e3onacHocTH nonb3oeatens 1
Bbl6paTb AHM onna B orpaHu4yeHus Bxoga B CUCTeMy
cucremy [eicTBre YY4ETHOM 3anNUCK NOSIb3OBATENS

22 anBaps 2026

I'IOHeAeanVIK Bbi6epuTe aaty, nocne KOTOPOW Nosb3oBaTenb He
CMOXET BOMTU B cucremy

BropHyk [Hu Bxoaa B cuctemy
MH, BT, Cp, 4T, NT, ¢6, BC

Cpena BbibepuTe AHU Hefienu, B Te4eHUe KOTOPbIX
nonb3oBaTeslb CMOXET BOITU B cucrtemy

YeTBepr
Bpems Bxoga B cuctemy
Bbléepme Bpems BxoAa nonb3oeaTens B CUCTeMy

MatHuua
# Becb peHb

Cy660Tta C 10:00 LOo 22:00

BockpeceHbe
#  3abnokupoBsaTb Nonb3oBaTens

PucyHok 121 PucyHok 122

4.2.3. lndposaHme pasaena ¢ AOMAWHUMK Nankamm

LLinppoBaHne pasgena Cc AOMALIHUMW Nankamu — 3TO Npoleaypa, Npu KOTOpoW
BBEAEHHbI MapO/b CpaBHMBaeTCcA C napoabHon ¢pason cnota LUKS-pasgena,
COOTBETCTBYHOLLENO MAEHTUDUKATOPY NONb30BATENA.

B OC ABpopa pa3aen ¢ AOMallHUMK NankaMn WndpyeTca ¢ NOMOLLbI aAropmTMa
aes-xts-plain64 512-6MTHbIM MaCTeP-KAYOM, ANA XPaHEHWA KOTOPOro ncnonb3yetcs LUKS-
3aro/s10BOK, COCTOALLUMM M3 CAeaytolmnx 8 CNOTOB:

— OAMH CNOT UCNONb3YETCA Y4ETHOM 3aNUCbIO0 aAMMHNCTPATOPa;

— LWeCTb CN0TOB AOCTYMHbI CO34aBaeMbIM YHYETHbIM 3aMNMCAM NO/Ib30BaTENS;

— OAMH CNOT pe3epBupyeTca 418 CMEHbl Mapoaen.

NaoeHTMOUKATOP  y4eTHOM  3alMmMcM  Mo/b30BaTens  onpeaenseTr  HOMep
MCMNONb3YEMOro CNOTa, MNPXM 3TOM B KaXAOM M3 C/AOTOB XPaHUTCA MaCTep-K/touY,
WMPPOBAHHbIA NapoaeM COOTBETCTBYHOLLEN YYETHOM 3amnmMcKh NOJIb30BaTeNA C NMOMOLLbIO
anroputma PBKDF. KonnyecTBo ntepaumii anroputma noabupaeTtca Takum obpa3om, 4Tobbl
NpoBepKa 0AHOM KOMOMHALMM BbINOAHANACE NPUDAN3UTENBHO OAHY CEKYHAY.
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PYKOBOACTBO afiMMHUCTPATOpPa l AN
BbinonHeHWe cneayowmx AencTemin TpebyeT BBOAA
| LLndposaHue
KOppeKkTHoro  napona un3  cnota  LUKS-3aronoska,
Bawwu nonb3oBaTenbck HHbI Y, Y
B COOTBETCTBYHOLLErO NAEHTUOUKATOPY BbIOPAHHOM YYETHOM
aBTOPU30BaHHbIE NO/Ib30BaTE/ I MOIYT 3a I—I MCM I—Ioj-l b3OBaTeﬂﬂ .
nony41Tb K HUM poctyn. MNpegocTasneHve *
s i — pa3bNoKMpPOBKA AOMallHEeN MNanku npu 3arpyske
Monb3oBaTenbckue AaHHble My;

R g — pasbnokmposka Ul Lipstick.
[na  oTobpaxeHua  cTpaHuubl  «[laHHble O
wuedposaHnm» (PucyHok 123) HeobxoAMMO BbINONHUTL
cnepyrouime AencTBmA:

— OTKPbITb MEHIO CUCTEMHbBIX HACTPOEK KacaHWem

Pasmep 48,3Tb

3Ha4yKa @ Ha DKpaHe NPUAOXKEHNI (CM. PUcyHOK 1);

— KOCHYTbCA MyHKTa MeHto «LnppoBaHme» B
noapasaene «besonacHocTb» (PrcyHok 123).

PucyHok 123

4.3. YnpaBaeHue A0CTyrnom

B OC ABpopa peasin30BaHbl Cedyowme MexaH3Mbl YIpaBaAeHUA AOCTYMOM:

— AMCKPEeUMOHHOe pa3rpaHuyeHne npas pgoctyna (DAC), ocHoBaHHOe Ha
cneayowmx cywHoctax (n. 4.3.1):

e OuTax paspeleHuni;

e cnuckax KoHTpona aoctyna (POSIX ACL) 1 paclumpeHHbIx aTprbyTax cTaHAapTa
POSIX le;

® BO3MOXHOCTAX U/UNN NepeyHax BO3MOXKHOCTEN — capabilities;

— poneBoe pasrpaHu4yeHne A0CTyna, npelycMaTpuBatolLlee akTUBALMIO MOJIUTUK
6e30MacHOCTK, KOTOpble MNpeAHa3HayeHbl AnAa ynpasnaeHua o¢yHkumamm OC ABpopa
(n.4.3.2).

MPUMEYAHUE. VYnpasneHne nonutukamm 6e30NaCHOCTM AOCTYMNHO TONbKO
aAMUHMCTPATOoPY.

4.3.1. InckpeumoHHasa moae b ynpasaeHna 4OCTYNOM
4.3.1.1. Obuwaa nHdopmauma

Mpu pasrpaHnyeHmMn goctyna K obbektam OC OC ABpopa peanmsyet
NNCKPELMOHHYIO MOZeNb pasrpaHMyeHns paoctyna. [aHHaa moaenb npeanonaraet
yrnpas/ieHme A0CTynom cybObeKToB K 0OBbeKTam Ha OCHOBE MaTpuLbl AocTyna. Kaxkapii
0b6bekT OC (daln, Katanor) MMeeT NPMBSA3AHHOIO K Hemy cybbekTa (nosb3osaTtena OC),
Ha3blBaeMoro Bnagenbuem. MimeHHo Bnaaeney, (AMbo agMMHUCTPATOP) yCTaHaBAMBaET
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npaBa A0CTyna K 06beKTy. MNpaBa A0CTyna onpeaenatoT Habop AeNCTBUIM, KOTOpPble CyObeKT
MOET COBepLUaTb C OO bEKTOM.

NMPUMEYAHUE. TMoacmctema pasrpaHUYeHWa AO0CTyna [AencTByeT TOAbKO AAA
$annoB M KaTa/IoroB, XPaHALWMXCA Ha BHYTPEHHEM HaKonuTene yCTPOMCTBa.

B OC npaBa A40CTyna pa3aendaArtoTca Ha:

— npaBa BMadenbla 0bbekTa;

— MpaBa rpynnbl, BAaaetolen 00 bekTom;

— MpaBa AN OCTa/IbHbIX CyDBEKTOB.

Habop aencresunit, NOTEHLUMANbHO Pa3peLlleHHbIX CyDbeKTY:

— YTeHMue;

— 3anuce;

— WCNO/IHEHME.

MpaBa BbipaxatoTcA AeBATMOMTOBOM MNOCAeA0BaTE/IbHOCTbIO, Pa3bUTON Ha Tpu
paBHble rpynnbl, onpeaenatowme npasa BAaAeNbUa, TPYNNbl U OCTa/IbHbIX COOTBETCTBEHHO.
Crapwnin 6ut onpeaenseT HaAnMyme npaBa YTEHWA, CPedHUM — 3anucu, MAaAWun —
ncnonHenus. K npumepy, npasa 740 — 111 100 000 6yayT 03Ha4aTb, YTO Y BNajenbla ecTb
nNpaBa Ha YTeHWe, 3aNnCb U UCMONHEHWE, Y TPYNMbl — TO/IbKO NPaBa Ha YTEHWE, Y OCTaNbHbIX
npaBa OTCYTCTBYHOT.

NMPUMEYAHMUE. YnpaBneHne maTpuuen A0CTyna OCYLLECTBAAETCA KOHCO/bHbIMM
KomaHaamu: chown, chgrp n chmod, goctynHbimn yepe3 MI «Terminal».

KomaHabl MO3BONAIOT BbINOAHATL CAeAytoLine AeNCTBMA:

— chown nosBonAeT M3MeHWTb Bnagenbua darna (chown wmsa mosbzoBaTess
MMH_®aﬁnaﬁ

— chgrp no3sonaet nsmeHuTb rpynny danna (chgrp mva rpynne mda_daiina);

— chmod no3BonaeT M3MeHUTb NpaBa AOCTyNa K danny:

e chmod 642 1.txt -npasaHa dann 1.txt yctaHaBamBatoTca paBHbimm 110 100
010, T.e. y Bnagenbla npasa Ha YTEHWE M 3aMnUCb, Y TPYMNMbl Ha YTEHWE, ¥ BCEX OCTa/IbHbIX
TONbKO Ha 3anucChb;

e chmod u+x, g-w, o-r 1l.txt -BAaHHOM C/nyyae Bnagenbly anobasnseTcs
NpPaBO Ha MCMONHEHWE, Y TPYMNMbl OTOMpPAETCA NpPaBa 3aMMCHK, a Y BCEX OCTaIbHbIX OTOMpaeTcA
npaBo u4TeHuA. [na nonyyeHwe noapobHon uHopmaumm cneayer obpaTMTbCa K
CNPaBOYHbIM PYKOBOACTBAM MO NePeYnNCNeHHbIM KOMaHAaM.

MOANTUKY AMCKPELMOHHOTO pas3rpaHWyYyeHMa npasB A0CTyna pPeKkoMeHayeTca
NPUMEHSATb NP HEODOXOAMMOCTH:

— pa3pelunTb UM 3aNpeTmuTb AOCTYN YY4ETHOM 3anMcK Nonb3osaTens K 06bekty OC
(MM, dann MY, cnyxkba 1 1. n.);

— OrpaHMuYUTL  ANA  KaKoro-nmbo  npouecca  BO3MOMHOCTM  BbIMNOAHATb
onpeaeneHHble AeNCTBUA.
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MPUMEYAHUE. HacTpoika ROAUMTUKM OMCKPELMOHHOrO pasrpaHMYeHna npas
noctyna aencreyet TobKo B PC EXT4, KoTopas ncnonbdyetca 8 OC ABpopa Mo yMOAYaHMUIO.
CTaHaapTHbIM Habop npaB B BMAe OUTOBOM Mackm nogaepxumsaetca OC ABpopa AAs
cnyKebHbix C: tmpfs, sysfs, procfs.

MpuHUMN paboTbl MNOAMTUKM AMCKPELMOHHOrO pasrpaHMyeHMa npas Ao0CTyna
npeacTaBaeH Ha pucyHKe (PucyHok 124).

MoHuTop obpalieHni

Bce cMCTeMHbIe BbI30Bbl MTPOXOAAT YEpe3 MOHUTOP 06paLLeHIRA
AN5 npoBepkl GeaonacHoCTy

Odfl'l pouecc Nonb3oBaTens

[lpocTpaHcTRO
no/fb3oBaTtena

MoHuTop oBpalleHKni

[NpocTpaHcTBO
agpa

Hopo OC

PucyHok 124

[NCKpeUMoHHOe pasrpaHuyeHme npasB A40CTyna OCYLECTBAAETCA KaxKabl pa3 npu
nonbiTKe obpalleHns cybbekTa K 00BbeKTy, npu 3Tom o0be CyWHOCTU CcoAep:KaT
COOTBETCTBYIOLME aTPpUDYTbl 6E30NacHOCTU, NpUHaANeXalme AUCKPELMOHHON MOoAEeNN.
Apnpo OC ABpopa npoBepseT ypoBeHb A0CTyna, Da3mpyroWMNca Ha AaHHbIX aTpMbyTax ¢
OJIHOM CTOPOHbI 1 NpaBMIaMKn pasrpaHnyeHms goctyna (MPA) ¢ Apyro CTOPOHbI.

[NCKpeUMOHHOEe pasrpaHnYeHne npas A0CTyna MOo3BOJAET BAaAe/bly OObeKTa
onpenenaTb, KTo 061aaaeT NOHOMOYNAMM OCYLLECTBAATL AOCTYMN K OO BEKTY.

CybbekTamm B peanusaumm AUCKPELMOHHOTO pasrpaHuYyeHus npas AoCTyna
BbiCTynatoT 0b6blyHble npoueccbl OC ABpopa, KoTopble MnpeacTaBieHbl MPOrpammHON
CTPYKTYpOW AApa task struct.

Bce HUKEMMEHOBAHHbIE CYLIHOCTW, TakKMe KaKk oOblyHble dannbl, danabl MY
(Kak O10YHblE, TaK M CMMBO/bHbIE), NankK, danabl COKeTOB (NalMnoB) C TOYKM 3peHuA
ANCKPELMOHHOro pasrpaHmyeHma npas goctyna agpa OC ABpopa ABNAKTCA 0ObEKTamu
[0CTyna, CNefoBaTe/IbHO, TaKKe NonaaatoT noa, AeMCTBUE NONNTUK PasrpaHnYeHms.

ATpnbyTbl CcyOBEKTOB [0CTyna MCNOAb3YTCA AN OCYLWECTBAEHMA pelleHu
NONNTUKM AMCKPELMOHHOIO pasrpaHnyeHma npas A0CTyna. B kayecTBe AaHHbIX aTpubyTOB
nns cybbekToB AocTyna (npoueccos) 06a3aTeIbHO NPUMEHSIOTCA CaeaytoLme:

— 30dEKTUBHbIN MAEHTUPUKATOP (YMCNOo) Bhagensla npouecca (PID);
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— 30EKTUBHbBIN MAEHTUPUKATOP (YMcno) rpynnel npouecca (GID);

— METKa BO3MOMKHOCTWN MM BO3SMOXHOCTb (capability) cTaHaapTa POSIX.1e;

— UYNEHCTBO npouecca B AOMONHUTENbHbIX (HE OCHOBHbIX) rpynnax (npwu
HEeobX0ANMMOCTH).

YKasaHHble aTpubyTbl CybbeKTa AOCTyNa XPaHATCA B MPOrpaMMHON CTPYKType Aapa
task structc M OLUEHMBAIOTCA CUCTEMHbBIMW BbI3OBAMMU.

ATpnbyTbl 0OBEKTOB AOCTYMNa TaK¥Ke MCNONb3YHTCA A5 OCYLLECTBNEHMA PeLleHni
NONINTUKN AMCKPELIMOHHOIO pasrpaHnyeHmnsa npas A0oCTyna. B KayecTse AaHHbIX aTpnbyToB
0b6beKTa A0CTyNa NPMMEHSAIOTCA Caeayrowme:

— BNageney 06bekTa;

— BAagenew, rpynnsl 06bekTa;

— 6uTbl NpaB AOCTYNa;

— [OMNONHUTENbHbIE aTPUOYTbl CMMCKOB KOHTPOAA A0CTyna B COOTBETCTBMU CO
ctaHaaptom POSIX.1e ACLs.

ATpnbyTbl 06BEKTOB A0CTYMa COXpaHATCA U yymTbiBatoTcs agpom OC ABpopa, a
TAKKe XPaHATCA B MHAEKCHbIX Adeckpuntopax &PC, pasmelleHHOM Ha AMCKOBOM
npocTpaHcTee MY.

MpaBunia AMCKPELMOHHOIO pasrpaHMyYeHna NpaB AOCTyNa onpeaenstoT:

— KaKMM 0DOpa3oM KOHKPETHbIM NpoLecc (CybbekT) MOMKET OCYLLLECTBAATL MOMbITKY
NoNydyeHns [octyna K OObeKTy, OCHOBbIBAACb Ha YKa3aHHbIX Bbllle aTpubyTax
6e30nacHoOCTU;

— KakuMm 06pasom M Npu Kakmx ycnosuax aTpmbyTbl 6e3onacHocTU cybbekTa U
0H6BbeKTa NPUHMMAOT HOBbIE 3HAYEHMS.

4.3.1.2. Obuiee onmcaHme NpmBUNErnit

MpuBmunerva nporpammbl HasmMpyeTcs Ha CAeaylolmMxX 3HavyeHuAax aTpubyTos
npouecca:

— aTpubyT adpdpekTnsHoro UID (PID);

— aTpubyT apdeKkTUBHOM rpynnbl npouecca (GID);

— Habop (CnMCcoK) YneHcTBa AOMNOJAHMUTENbHbLIX TPYNM npouecca (Npu Haan4mm),
KoTopble cybbeKT gocTyna (npouecc) umeeT B Ntoboe Bpema KU3HEHHOTO LIMKAA.

Jllobon  npouecc ¢ 3GPEKTUBHbBIM  UAEHTUPUKATOPOM  HONb  CYMUTAETCH
NpuBMAErMpOBaHHbIM 1M 06/1a4aeT  BO3MOMKHOCTbIO  He  MPUMEHATb  MOJIUTUKY
AMCKPEUMOHHOTO pasrpaHnyeHna npas goctyna B OC Aspopa.

YyeTHana 3anucb Cynepnosab3oBaTena accouumpoBaHa c uaeHTudmkatopom O.
OaHako TexHMyeckn aapo OC ABpopa onpeaenseT yyeTHble 3anmMcu nosab3oBaTenein no
YMCNOBbLIM MAEHTUPUKATOPAM, CNeA0BaTE/IbHO, TEXHWYECKM BO3MOMKHO MMETb YYETHYHO
3anucb nosb3oBaTens c umaeHtudukatopom O, ob6NafaAOWErO MMEHEeM, OT/IMYHbIM OT
cynepnosab3oBaTens.

87



— 1 OTOKPbITAﬂ
PyKoBOACTBO aAMUHMUCTPATOPA l Hni%‘gé’#ﬁﬂ

Kpome Toro, aapo OC ABpopa MMeeT COOTBETCTBYHOLLMIA MEXaHM3M OLLEHKM NPaB,
basupyowmncs Ha TpeboBaHMAX OTKpbIToro craHaapta POSIX1.e ACL ana cnuckos
KOHTPONA [A0CTyna W BO3MOMHOCTEM (capabilities), KOTOPbIN TaKXKe MNO3BOASET
Npeoao/eBaTb OrPaHNMYEHMA MOAUTUMKN AUCKPELMOHHOIO pasrpaHMyeHna npas AOCTyna
Ansa cybbekTa c aTpnbyTom apPeKkTMBHOro naeHTudmnKaTopa 0.

[MoCcKoNbKY ANA BbINOAHEHMA NPOBEPKM MPaB AOCTyNa NPOLLECChl Pa3aenatoT Ha ABe
KaTeropmn: npusmunernposaHHblie (ID adpdeKkTMBHOro nonb3oBaTens paseH 0, KaKk vy
cynepnonb3oBaTensa) u HenpueunermposaHHble (ID addeKTMBHOro Noab30BaTENS HE PaBEH
0), ANA NPUBUNETMPOBAHHbIX MPOLLECCOB BbIMONHAOTCA HE BCe NPOBEPKM NPaB B A4pe, a AN1A
HeNpPMBUNETMPOBAHHbIX MPOLLECCOB  BbIMOJHAETCA MNOAHAA MNPOBEPKA Ha OCHOBe
BO3MOXHOCTelM npouecca (obbiuHO addekTnsHoro UID, addektmsHoro GID m cnmcka
NOMNONHUTENbHbIX Tpynn).

B Aape OCABpopa BCe MpMBUAEIMKN, CBA3AHHbIE C CyMNeprno/b30BaTE/NEM,
pasaeneHbl Ha HECKONbKO YacTel, Ha3bliBaeMblX BO3MOMHOCTAMM (capabilities),
KOTOPble MOYHO pa3peLlaTb 1 3anpeLlaTb HE3aBMCUMO APYT OT ApYra. BO3MOXKHOCTM TaKKe
ABNAOTCA aTPMOYTOM HUTMU.

Hanpumep, ecan Kakon-nmbo npolecc NbiTaeTcs co3aaTtb cneumanbHbi dann MY,
MCNONb3YA ANA 3TOr0 CMCTEMHBINA BbI30B mknod (), A4p0 OC ABpopa NOMMMO MPOBEPKM
OMNCKPELMOHHBbIX NPaB BbIMOMHAET Ceaytolime A0NOAHNTENbHbIE MPOBEPKMU:

— PaBHO /X HYJO 3HaYeHne 3pPEeKTUBHOro MaeHTUPMKaTopa npouecca (cybbekTa
nocTyna);

— pa3pelleHo M npoleccy co3dasaTb crneumanbHble dalibl € MOMOLLbO
COBepLLUEHMA COOTBETCTBYHLLENO CUCTEMHOIO BbI30OBa.

OC ABpopa obecneymsaeT Ana NOAUTUKN AMNCKPEUMOHHOrO pasrpaHMyeHma npas
[0CTyNa NpUMEHEeHMe CeayroLLIMX CBOMCTB:

— NPUHYAMTENbHAA peanm3auma noayvyeHma cybbektamm (npoueccamm) AocTyna K
00beKTaM TO/IbKO B pamMKax NOAHOMOYMIN, onpeaenaembix MNP/,

— Ha/nnyume cnocobHOCTK onpeaensaTb (HazHayaTb) NOAUTUKY AOCTyMNa TONbKO ANA
CyOBEKTOB, MMEIOLLMX Ha 3TO NpaBa, Kak onpeaeneHo NOANTUKON MONHOMOYNI ANA HUX;

— OTCyTCTBME Nt0DObIX OrPaHNYeHMIn Ana cybbekTa, umetollero naeHtTuomkatop O.

ATpnbyTbl  AUCKPELMOHHOro pasrpaHWYyeHMs npaB AO0CTyna  CBA3bIBAMOTCH
HenocpeaCcTBEHHO C 0OBEKTOM AOCTYNa B MOMEHT ero co3gaHus. lencrame atux atpnodyTos
pacnpocTpaHAeTCs Ha 0ObEKT A0 ero yHUUYTOXeHMA Nnbo A0 Tex nop, Noka aTpmbyTbl He
6yayT M3MEHEHbI.

ATpubYTbl CYLLEeCTBYOT M AeNcTBYIOT Ans Ntoboro Tvna ob6bekTa, XpaHATCA B
MeTaAaHHbIX PaiNoB M peann3oBaHbl B BUAE CAEAYOLIMX CYLLHOCTEN:

— OuTbl pa3pelweHunit (basosbie aTpPUOYTHI);

— cnunckm KoHTpons goctyna (ACL 1 pacwmnpeHHble aTpubyTbl);

— BO3MOXHOCTU (capabilities).
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CybbeKT, MAeHTUPMKATOP KOTOPOro coBMadaeT C MAEHTUDMKATOPOM Bnadenbla
00BbEKTA, MOXKET U3MEHATb aTpubyTbl 0ObEKTA, BKAOYas 6a30Bble U paclIMPEHHbIE OUTLI
npaB (3a UCKNtoYeHMEM cnydaes, Koraa @C HaxoaAnTCA B PEXMME KTONbKO ANA YTEHUAR).

NMPUMEYAHUA:

v BO3MOXHOCTb M3MEHATb BNagenbla 0bbekTa AOCTyNHa TONbKO
Cynepnosab3oBaTento;

v BO3MOHOCTb M3MEHATb rpynny 06beKTa AOCTYNHA TONLKO 419 BAaAeNbUa U AN
NoAb30BaTENS C UAEHTUPUKATOPOM HO/Mb (Cynepnonb3oBaTeb).

B cnyyae HeobxoaAMMOCTM NPUCBOUTL (M3MEHUTL) HOBbIN MAEHTUDMKATOP rpynnbl
Ans obbekTa, OH AO/KEH COBNAAATb C TEKYLWMM 3Ha4YEHMEM OCHOBHOM rpynnbl cybbekTa
AN ABNATLCA 3HAYEHNEM TPYMMbl, Y1EHOM KOTOPOM ABASETCA CYObEKT.

Cynepnonb3oBaTenb yYMNOJHOMOYEH oOnpeaenaTtb Abyto rpynny ans obbekTa,
M3MEHATb BNadenbla W Nbble OUTbI NpaB, BKAKOYAA pPacClIMPEeHHble aTpubyTbl WU
BO3MOXHOCTMW.

CTaHaapTHbIM Habop nNpaB A0CTyna peann3oBaH B BMAe OUTOBOM MacCKu Mpas,
Ha/araemblX Ha Kaxkabl MAEHTUOUUMPOBAHHbIM 00beKT. JaHHbIA CTaHAaPTU3NPOBAHHbIN
NOAX0A W CTAaHAAPTHbIM mMexaHu3m, peanmndyembin OC ABpopa, onpeaeneHbl B TEKYLLEN
cneundmraumm UNIX.03.

NPUMEYAHUE. NHamBuAayanbHble BUTbI NpaB MCNOAb3YHOTCA 417 YKa3aHWA NpaBa Ha
yTeHme (r uamM 4yeTbipe), 3anncb (W MAW ABa) WMAWU BbINOAHEHME (X WA oamH). OHK
OnNpeaenatnTcs OTAEeNbHO AN Bnagenbla ob6bekTa, rpynnbl, K KOTOPOM MNPUHAANEKUT
0OBEKT, M BCEX OCTaNbHbIX, T.€. CyObEKTOB, MAEHTUOUKATOPbLI KOTOPbLIX HE COBMNAAAOT HU C
NAEHTMOUKATOPOM BNAAENbLA, HN C TEKYLLMM NAEHTUOUKATOPOM rpynnbl 0O6beKTa.

4.3.1.3. MO ¢ NOBbIWEHHBIM YPOBHEM MPUBMAETUI

Mporpammbl, GYHKLUMOHUPYLOLLME B CUCTEME W MCMNOb3YIOLIME MOBbILEHHbIN
YPOBEHb NPUBUAETMNA, MOTYT BbiTb pa3aeneHbl Ha creaytoulme TUnbl:

— NPOrpammbl  MAM  CUCTEMHbIE  CAYKObl,  3anylleHHble  CMCTEMHbIM
MHULMANN3ATOPOM MM A4PO0M. Hanpumep, NporpaMmsbl systemd AN crond;

— MPOrpamMmbl, 3aNyLLEHHbIE OT MMEHM Cynepnob3oBaTeNA C LUEebk BbINOJHEHNS
OYHKUMMA  aAMUHUCTPUPOBAHMA UAKM obcnyKmMBaHMA. Hanpumep, 3anyck MNporpammbl
iptables 404 ynpasaeHna M3;

— NPOrpamMmbl,  MMeLUMe  YCTAHOBAEHHbIN  3PPEKTUBHbIN  OUT  CMEHDI
naeHTUPUKaTopa (setuid), ecnm OGUT yKasbiBaeT Ha NPUHAANEKHOCTb NMOAb30BATENO C
naeHTndmnratTopom O.

BHUMAHMUE:

v CneposaTenbHo, Bce MO, KoTopoe pabotaeT B cucteme, TpebyeT Hanuuus
MNOBbILIEHHbIX MPUBUAETMA W  COAEPHKUT WAM peanmnsyeTr Te WUAM WUHble  OYHKUMMK
6€30MacHOCTM, MOXKHO OTHECTU K PYHKLUMOHAIbHbIM BO3MOXKHOCTAM be3onacHocTh (PBO)
nmbo NOBO OC Aspopa;
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v’ OctanbHoe MO, paboTatoliee B cMCTEME C MOBbIWEHHbIMU NPUBUAETUAMM NMEO
6e3 HaAnM4ymMAa TaKOBbIX, MPU 3TOM He peanusyrlollee HUKaKMX QYHKUMIA Be3omacHOCTH,
asnaetca He ®BO nam UPBO, a HenpueuaermposaHHbim [10.

B KoppeKTHO obcnykmBaemon cucteme ntoboe HenpusuaernposaHHoe [10
HaxoauTca noa aencrsmem ®bO OC ABpopa 1 He MMeeT BO3MOXHOCTW BbIMTU U3-NOA ero
aenctena. Npu sTom NpeanonaraeTca, 4To ntoboe HenpusuaermposaHHoe MO He ABNAeTCA
[OBEPEHHbIM.

MpusunernposaHHoe [10, KoTopoe He cogepxut ®BO (Hanpumep, BHelwHKWe
MOAOYAW YPOBHA A4pa, peanusylouwme onpeaeneHHble GyHKUMKU, K MPpUMepPY NOALEPHKKY
cneumannsnpoBaHHoro obopyaoBaHWA), AOMKHO ObiTb HAAEXHO W30/MPOBAHO OT
MCNonb3oBaHuA ¢ nomolbto P60 OC Aspopa ANA NpefoTBpaLLEHMA AOCTyNa K HEMY B
obxoa Tpebyembix NONTHOMOUMIA.

4.3.1.4. CTaHAapTHble OUTbI NpaB AOCTyNa

B OC ABpopa peanm3oBaHbl Tpu Habopa mo Tpu 6WUTa, KOTOpble onpeaensatoT
NONNTUKY A0CTYNa K 00BbEKTY A5 TPex KaTeropuit nosb3osaTtenen (cyobeKkToBs):

— MNo/b30BaTe/lb-BNadenel, obbekTa;

— MO/Nb30BaTENN, BXOAALLME B FPYMMY, K KOTOPON NPUHAANEKUT OO BEKT;

— BCe OCTa/IbHble NoNb30BaTeM (He BXoAAWME B YKa3aHHOE MHOXECTBO).

Tpu 6uTa B Kaaom Habope onpeaenaAlT npaBa AoCTyna A0A  Kaykaoro
N0/1b30BaTENSA, COCTOALLENO B OAHOM M3 YKa3aHHbIX BbILLE KAaTErOPU, NPU STOM:

— OAMH BUT OTBOAMUTCA ANA YTEHUA (r UK YETbIPE), KOTOPOE PacCMaTPMBAETCA KaK
MNOTOK AaHHbIX OT 06bekTa (baina, nankm) K cydbbekTy (npouecc, Noib30BaTe b);

— OAMH OWT oTBOAMTCA ANA 3anuUcKM UAM yaaneHua (w WAM ABa), KoTopoe
paccMaTpmMBaETCA KaK MOTOK AaHHbIX OT cybbekTa (npouecc, nonb3oBaTesb) K 0ObeKTY
(baln, nanka);

— OAMH BUT OTBOAMTCA ANA UCNONHEHUA (x MM OAMH), KOTOPOE PacCMaTPMBaETCA
KaK MpOLLEeCcC 3arpyskM B OMeEpaTMBHYID MNaMATb TeKCTa MNPOrpamMmbl WU ClefoBaHue
MHCTPYKUMAM  YHKUMIA NPOrpammbl, MO3TOMY KaxKAbl CyObEeKT mnosay4aeT AoCTyn K
KaXkaoMy 0OBbeKTY, 6a3npyacb Ha KOMOUHALUM 3TUX OUTOB.

Hanpumep:

— rwx — ONpefenseT npaBa Ha COBeplUeHWe BCex onepauui (4teHue, 3anmcb u
BbINOJIHEHME);

— r-x —onpeaensaeT NpaBa TO/IbKO Ha YTEHWE U BbINMOHEHME;

— r—onpeaenseT NPaBo TOJIbKO Ha YTEHUE;

— ---—onpeaenseT oTcyTCTBME Nt0OLIX NPaB AOCTYNa.

Mpn NonbITKe AocTyna cybbekTa K 0ObEKTY pelleHne O NpeaoCcTaBNeHUN AOCTYNa
AW OTKa3e B AoCTyne 6a3npyeTca Ha CaeayroLWem aifopUTMe:

— ABNAETCA M MAEHTUOUKATOP Mnonb3oBaTena (cybbeKkta) paBHbIM Hyato. Ecau
ABNAETCA, NPUHMMAETCS PeLleHne O rapaHTMPOBaHMM Nt0OOro A0CTyna Ha YTeHue/3anuc,
UrHopupya ©OuTbl npaB. JlocTyn Ha BbIMOJIHEHWE TaKXKe rapaHTUpyeTca Ana 3TOoro
naeHTndumKaTopa cybbvekra, ecam OUT MUCNOSIHEHMA CTOUT XOTA Obl ANA KaKoro-HmMbyab
cybbekTa. JanbHenlwme NpoBEPKM NPOM3BOANTLCA He By ayT;
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— ecan  umaeHTMdMKaTop cybbekTa AoCTyna  CcoBMafaeT € YKa3aHHbIM
noeHTMPMKaATopom Bnadenbua o0b6bekTa, a OuTbl paspeleHuit YyCTaHOBAEHbI B
onpeaeneHHble 3HaYeHUA, pelleHne o A0CTyne WaM OTKase B A0CTyne OyaeT nMpUHATO B
COOTBETCTBMM CO 3HaYeHNAMM BUTOB. [lanbHenwme NpoBePKM NPON3BOAMTLCA He ByayT;

— ecan naeHTMOUKaTop OAHOM 13 rpynn cybbekTa AocTyna (NepBuYHOn namn ntobo
Apyron) coBnagaer ¢ WMAEHTUMPUKATOPOM Trpynnbl OObEKTA A0CTyna, a OuTbl npas
(paspelweHnin) AnA rpynnbl YCTaHOBAEHbI B Kakoe-1Mbo 3HaveHne, pelleHne o A40CTyne Uan
OTKase B AocTyne byaeT NPUHATO B COOTBETCTBMM CO 3HavyeHUAMM BuToB. [danbHenwme
NPOBEPKM NPOM3BOANTLCA He ByayT;

— ecau aeHTUPUKaTop cybbeKTa AOCTyNa UAN naeHTuduKaTop Atobor 13 rpynn, B
KOTOPOW COCTOMUT CyDbEKT A0CTYNa, He COBNaAaeT CO 3HaYeHMAMM aTpmbyToB Bnagenbla u
rpynnbl AnA obbeKTa A0CTyNa, OLLEHWBAIOTCA 3HAYeHMA BMTOB NpaB A1a 06bekTa cornacHo
KaTeropmMm WHbIX Nonb3oBatenen. Ecam 6MTOBAA Macka NpaB ANA KAaTEropuMm MHbIX
No/b30BaTeNIen YyCTaHOBAEHA B Kakoe-1Mbo 3HauYeHWe, pelleHne o AoCTyne NpUHMMaeTCA
COrN1aCHO YCTAHOB/IEHHbIM B HEM 3HAYeHWMAM U CyOBEKTy NpeaocTaBaseTcA AOoCTyn K
0ODBEKTY.

MPUMEYAHUE. Ecnm HWKaKoe W3 OMNMCaHHbIX YCNOBMIA He BbINOAHEHO W
naeHTMdmKaTop cybbekTa AocTyna He paseH 0, nonbITKa AocTyna 610KMpyeTcA.

4.3.1.5. PaclwimpeHHble aTpubyTbl U CIUCKK KOHTPOAA AOCTYNa

OC ABpopa noaaepKMBAeT PaCLIMPEHHbIM MeXaHu3M (aTpubyTbl) 0OBEKTOB, a
TaK¥Ke CMUCKN KOHTPOAS A0CTyMNa B COOTBETCTBMMU C TpeboBaHuAmM cTaHaapTa POSIX ans ©C
EXT4. [aHHbIA MexaHW3M MNO3BONAET CUCTEME NpeaocTaBnATb Hambosnee TOHKO
CTPYKTYPUPYEMBIN AO0CTYN CYOBEKTOB K OOBEKTAM.

K nepeyHto paclimpeHHbIX aTprMOyTOB OTHOCATCS CaeytoLine:

— A - (no atime updates) BpeMs MoAydYeHMsa AocTyna K danny He byaet
0bHOBNATLCA, YTO 61ArONPUATHO NOBAMUAET Ha NPon3BOANTENbHOCTE PC B CyYae CAMLIKOM
4acTbIX obpaleHnn K panny;

—a - (append only) B ®aln MOXHO TO/IbKO AOMNWUCbIBATb, HO HENb3S
yAanatTb/nepemMmeHoBbiBaTh (ya0bHO Ans coobuweHut o cobbitmax). Ecam  atpubyt
YCTQHOB/IEH Ha Manke, TO HaxoAdAwlmMecAa B Hem dalabl HeNb3sA yAaNATb, MOXKHO TO/bKO
C03/4aBaTb HOBblE M MOANDULIMPOBATL CYLLECTBYHOLLME;

— ¢ - (compressed) A4pO NPOM3BOANT NPO3PAYHOE CKaTUE MHPOPMaLMM dainna
Ha AMCKe, @ NpM A0CTyNe BO3BPALLLAOTCA HECXKaATble AaHHbIE;

— D - (synchronous directory updates) npu N\O,LI,VI(I)MKaLI,l/Il/I NnanKu
N3MEHEHWNA CUHXPOHHO 3aNNCbIBAOTCA HA AMCK;

— d - (no dump) MFHOPWMPOBATb MPW CO34AHMM PE3EPBHOM KOMMM NPOrPAMMOM
dump;

— i - (immutable) 6UT, 3anpewatownin Ntodbble n3meHeHns danna (yaanath,

nepeMmeHoBbIBaTb M MoAMUUMPOBATL). Ecan aTpmbyT yCTaHOBAEH Ha nanky, To
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HaxoaAllmecsa B Hel danabl MOXKHO MoAMULMPOBATL, MPWU 3TOM yAaNATb MAM CO34aBaTb
HoBble $an/ibl HEBO3MOXKHO;

—3j - (data Jjournalling) ecam OC cmMOHTMpOBaHa C MapameTpamu
data=ordered WAMN data=writeback, AaHHble palina Cc 3TUM aTPMOYTOM COXpPaHAOTCA
CHayana B »KypHan ®C, n nuwb 3atem B dann. ATpubyT ycTaHaBNMBAETCA M CHMMAETCA
TONbKO CyMnepnonb3oBaTeleM U He AeNCTBYeT NpPW MOHTUPOBAHUM C MNapameTpoMm
data=journal (T.K. B 3TOM C/ly4ae AaHHbIE TaKKe COXPAHAIOTCA CHaYana B KypHan M
aTpMOyT He MMEeeT CMbICNa);

— s - (secure deletion) nonHoe yganeHue danna (Mecto Ha AUCKe, rae OH
HaxoAMACA, 3aNONHAETCA HYNASMM);
— S - (synchronous updates) NpAMasa 3anuMcb Ha AUCK 6e3 K3WMPOBaHMSA

(obHOBNEHME B daine NPoUCXoauT Ha AUCKE CUHXPOHHO ¢ MM, M3MEeHAWMM AaHHbIN
daiin);

— u - (undeletable) NpuyaaneHnn ¢arna c TaKMM aTpnBYTOM ero coaepKmmoe
COXPaHAETCA, YTO NO3BONAET YCNELWHO UCNONb30BaTb NMHCTPYMEHTbLI A1 BOCCTaHOBAEHMWS
yaaneHHblx Gannos;

— T —nanka c TakKMM aTpUBYTOM CYMTAETCA PACMONOXKEHHbIM Ha BEPLUMHE NepapXmnm
Nanku c Le/bio MCMNO/Ib30BaHMA MeToAa pacnpeaeneHmna 6aokos Opnosa;

— t — B KOHeL, panna c TakKMM aTpMbYTOM HEBO3IMOXKHO NPUCOEANHUTL APYron Gpamn
(tail-merging). Ha MOMEHT HanuncaHusa ext2 n ext3 He NoaAepPXMBaAn tail-merging
(He cynTas aKCNepUMEeHTa IbHbIX NaTyen);

— E — VKas3blBaeT Ha Haamuyme ownbOK npu cxatnum ¢arna. HeBO3MOKHO
YCTAHOBUTb/CHATb C MOMOLLbIO chattr, MOMXHO /IMLWb NPOCMOTPETb KOMAHAOM 1sattr;

— e — YKa3bIBaEeT, 4To Gaiin UCnonb3yeT A0NONHEHMA ANA pa3melleHma 6N10KOoB Ha
AUCKe. HEeBO3MOXHO YCTaHOBUTL/CHATL C MOMOLLBIO chattr, MOMHO /IMLIb NPOCMOTPETb
KOMaHAoM 1sattr;

— I —YKa3blBaET, YTO Nanka bblna NPoONHAEKCMPOBAHA NPU UCMOb30BAHUN htree.
HeBO3MOMKHO YCTAHOBUTb/CHATb C MOMOLLbID chattr, MOXHO /Wlb MNPOCMOTPETb
KOMaHAOM lsattr;

— H — yKa3bIlBaeT, 4To ¢paln XxpaHUT cBom 610KM B eanHmnuax ®C, a He B eAMHMLIAX
CEKTOPOB, 3TO O3Ha4yaeT, YTo dain umeeT pasmep bonee 2TB (MM Koraa-To 3aHUMan).
HeBO3MOMHO YCTAaHOBUTL/CHATL C MOMOLLBIO chattr, MOXHO /MUWb MNPOCMOTPETb
KOMaHAOM lsattr;

— X — YKa3blBAET Ha Ha/IMYMe BO3MOXKHOCTM NMOSYYUTb NPAMOMN HENOCPEACTBEHHbIM
[OCTyN K cxaTtomy dainy. HeBO3MOMKHO YCTaHOBUTL/CHATb C MOMOLLbID chattr, MOXHO
MW NPOCMOTPETb KOMaHAOMN 1sattr;

— Z — YKasblBaeT, YTo cCXkaTblh ¢ann is dirty. Henbss ycTaHOBUTL/CHATb C
MOMOLLbIO chattr, MOXHO NMLb NPOCMOTPETb KOMAHAOM 1lsattr.

MpocmoTp aTpnbyToBs ocyulecTBaseTca ¢ nomoulbio MPBO 1saatr, a yCTaHOBKA UM
MoandUKauma ocywecTBaaetca ¢ nomoulbto MOBO chattr. Mpu aTom aTpubyTbl ANs
0OBbEeKTa COXPaHAITCA B MeTaaHHbIX 06beKTa (i-node) PC EXT4.
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PacwupeHHble aTpmnbyTbl ACL coaepkaT cneaytoulyto MHGOpMaUmto:

— MNpU3HaK (MeTKa) TMNa 3HaYeHMA CNMCKA KOHTPOA A0CTYNa;

— YTOYHSAOLLEEe 3HaYeHMe (YTOYHAET NpeablayLumii NPU3HaK);

— Habop npaB, KOTOPbIM onpeaendaeT AMCKPELMOHHble npaBa Ana cybbekTa,
MCMOb3ys CHayala MPU3HaK TMNa, a 3aTeM ero yTOYHAOLLEe 3HAYEHMe.

CyLecTBYOT CaeaytoLmMe NPU3HaKK:

— ACL_GROUP — onpefenaeT BO3MOXHOCTb A0CTyna AnA CybbeKkTa, y KOToporo
MOEHTUPUKATOP TPYNMbl COBMNadaeT CO 3HAYEeHWMEM, yKa3zaHHbIM ANA TPYMNMbl B CNWUCKe
KOHTPOANA A0CTyNa 06beKTa B Ka4YeCTBE YTOUYHSAIOLLEro 3HAYEHMS;

— ACL_GROUP_OBJ - onpezenseT BO3MOXHOCTb AOCTyNa ANA CybbekTa, y KOTOpOro
naeHTUPUKaTop rpynnbl (Mam ntobon n3 naeHTMOMKaTopPOoB rpynnbl cybbekTa) coBnaaaeT co
3HaYeHMeM MAeHTUPUKATOpPa rpynnbl 0O BHEKT];

— ACL_MASK — onpefenfaeT MakCMMasbHO BO3MOXHOe 3Ha4eHne HBUTOB nNpas AnA
rpynnbl Uan rpynn;

— ACL_OTHER—oONpeAendeT npaBa 40CTyna AnA CyObeKToB, KOTOPble He MOTYT ObITb
COOTHeCeHbl C Nt0ObIM 3HaYeHMeM WAEHTUDMKATOPOB, YKa3aHHbIX B CMWUCKE KOHTPOAA
AocTyna;

— ACL_USER-— onpejensaeTt npasa Ana cybbekTa, aeHTUOMKATOp KOTOPOro yKasaH
KaK yTouHAtoLLee 3Ha4YeHMe Baaenbla 06beKkTa;

— ACL USER _OBJ — onpefendeT npasa AOCTyna ana obbeKkTta, naeHTuduKaTop
KOTOPOro coBMnafaeT Co 3Ha4YeHnem Bnagenbla obbekTa.

YTo4HAOWee 3Ha4YeHMe — 3TO 3HadyeHue, Tpebyemoe MpPM3HAKOM ACL GROUP U
ACL USER. OHO MOXeT coAepKaTb WMAEHTUMPMKATOP MNOAb30BaTeNnas WAW rpynnbl, 414
KOTOpbIX OyAeT NPMHMMATLCA pelleHne O NpeaoCTaBAeHMM A0CTyna B COOTBETCTBUM C
buTamm npas.

MpaBa AoCTyna AANA CMMCKOB KOHTPOAS A0CTyna ACL — CYULEeCTBYKOT Kak OuTbI
3HaYeHM NpaB, 03HaYyalWMX YTeHue (r), 3anucb/yaaneHune (w) MAM BbINOAHEHWE/NOUCK
(x).

OTHOLIEeHMA, BO3HMUKAtOLLME NPU NMPUHATUM PELIEHNI B MOMEHT CpaBHEHMA Ba30BbIX
npaB (BMTOBOM MacCKuM) M paclUMpPEeHHbIX NpaB (CMMCKOB KOHTPOAS A0CTyrna), COCTOAT B
cnenyroLLem:

— CMWCOK KOHTPONA AO0CTyna ACL cYMTaeTcs 06s3aTeslbHbIM MANM MUHUMANbHO
HeobxoAMMbIM ANA TMNOB ACL USER _OBJ, ACL GROUP OBJ M ACL_ OTHER;

— TWNbl ACL GROUP MW ACL_ USER CYUTAIOTCA PACLUMPEHHBIMM U OLLEHMBAOTCA NpU
CENVCIZIZH

— MO YMOJIYaHMIO (eCM He YKa3aHo MHOoe) TMN ACL USER OBJ, ACL GROUP OBJ U
ACL OTHER NPUHWMMAIOT 3Ha4YeHuA, coBnagatoLime ¢ 6a3oBbiM 3HaueHrem BUTOBOM MaCKM
BNaAeNbLa M rpynnbl 00BbEKTa;

— €C/IM YKa3aHbl YTOYHAKOLWME 3HAYEHNA ANA TMNOB ACL GROUP M ACL_USER, KaK
MUHUMYM OAHO 3HayeHue Tuna ACL MASK AO/MKHO ObITb yKa3aHo. MHave Tvn ACL MASK
TaK)Ke cymTaeTca Heobsa3aTelbHbIM, M ero 3Ha4yeHne MOXKeT ObITb He YKa3aHo.
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[MpoBepKa pacCWMpPEHHbIX NPaB NpW onpeaeneHnn NonbiTKM A0CTyna cybbeKkTa K
0OBbEKTY, Ha KOTOPOM YCTAaHOBAEHbl pacluMpeHHble aTpubyTtbl ACL, npoucxoauT no
caenytollemy afropuTmMy:

1) EC/IN: naeHTndmKaTop cybbekTa AoCTyna coBnadaeT C MAEHTUPUKATOPOM
BNagenblia 0bbekTa AOCTYNa;

TOlJA: oueHMBAKOTCA 3HAYEHMA 3aNPOLLEHHbIX NPaB, YCTAHOBNEHHbIX B 0Obeme AN
TMNa ACL_USER OBJ, 1 CyDbeKT NosyyaeT AOCTYyN K 06bekTy B 06beMe yKa3aHHbIX NPas;

NHAYE: ngoctyn 610KMpyeTcs;

2) EC/IA: npeHTMdMKaTOop cybbekTa A0CTyna coBnafaeT ¢ NtoObIM yKazaHHbIM
naeHTMdMKaTopom Bnagenbla obbekTa 40CTyNa, YNTOMAHYTLIM ANA TUNa ACL USER;

TOTAA: oueHMBAOTCA 3HAYeHMA 3aMNpPOLLEHHbIX MpaB, YCTAaHOBNAEHHble B 0bbeme
CHayana Ana Tuna ACL USER, a 3aTem ANA TMNa ACL MASK, 1 cyObeKT noayyaeT AOCTyn K
00BbEKTY B 0ObeMe yKa3aHHbIX NPas;

UHAYE: noctyn 610KnpyeTcs;

3) EC/IX: ocHoBHOM MAM A06aBOYHbLIN MAEHTUdMKATOP rpynnbl cybbekTa A0CTyna
coBMaZaeT C bbIM  yKa3aHHbIM  MAEHTUPUKATOPOM rpynnbl  0bbekTa A0CTyNa,
yNOMAHYTbIM 418 TUNa CHaYana ACL GROUP OBJ, a 3aTem ACL_GROUP;

TOlOA: oueHumBatoTCcA Npasa 4a4a npusHaka Tmna ACL_MASK,

N ECJIU: npaBa A40CTyNa COAep*KaT 3aNpoLLeHHble 3Ha4YeHnA Ana ntoboro ns TMNos
ACL GROUP_OBJ, ACL GROUP, ACL MASK;

TOTAA: nocTyn npeaocTaBaAeTcs;

NHAYE: poctyn 6aoKkmpyeTcs.

4.3.1.6. MexaHn3m pa3pelleHnin HabopoB BO3MOXKHOCTEN

OMMCAHWE: pns BbINOJIHEHMA MNPOBEPKM NpaB A0CTyna cybbeKkTbl A0cTyna
Pa3fensloT Ha ABe KaTeropuu: npusunervposaHHblie (ID apdeKTMBHOro nonb3oBaTens
PaBeH HY/O, KaK y Cynepnonb3oBaTtensa), U HenpuemuaernposaHHble (ID adpdeKkTnBHOrO
N0/Ib30BaTENA HE PABEH HY/IO).

CMUCOK PA3PELLEHWW: BO3MOMKHOCTM, peannsosaHHble B coctase OC ABpopa, a
TaKXKe onepauyn nam nosegeHue, paspellaemble 4aHHbIMU BO3MOXXHOCTAMM:

— CAP_AUDIT CONTROL — MO3BOJIAET BK/IOYaTb WAW BbIKIOYATb ayauT A4pa,
M3MeHATb UAbTPYLOLWME NpaBMaa ayamTa, Noayy4aTb COCTOSHME ayanTa M GUAbTpyOLMe
NpaBuaa;

— CAP_AUDIT WRITE — NO3BO/IAET 3aMM1CbIBATb AAHHbIE B XKypHai ayamTa A4pa;

— CAP BLOCK SUSPEND — MO03BO/AET MCMNO/Ab30BaTb BO3MOXHOCTM, CMOCOOHbIe
NpuBOANTL K ONIOKMPOBAHMIO MPUOCTAHOBKU CUCTEMbI (epoll (7) EPOLLWAKEUP,
/proc/sys/wake lock);

— CAP_CHOWN — MNO3BO/AET BbIMONHATbL NPOM3BObHbIE M3MEHEHMA GanNoBbIX UID U
GID;

— CAP_DAC OVERRIDE — MO3BO/IA€T MPOMyCKaTb NMPOBEPKM AOCTyna K dainny Ha
YTeHMe, 3aMnCb U BbINOJIHEHWE;
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— CAP DAC READ SEARCH — MO3BOJIAET MPOMNYCKaTb NPOBEPKM AOCTYNa K Ganiy Ha
yTeHMe W [A0CTyna K MNanke Ha YTeHWMe W BbINOSHEHWE, BbI3bIBATb  PYHKLMIO
open by handle at();

— CAP FOWNER — NO3BONAET BbINONHATb CeAytolLmMe AeNCTBUA:

® MponyckaTb NMPOBEPKM AO0CTyna AAs onepauunin, Kotopble 0bblMHO TpebytoT
cosnagenua UID ®C npouecca n UID danna (Hanpumep, chmod, utime), MCKAOYASA
onepawmn, OxBaTbiBaeMble CAP. DAC OVERRIDE M CAP DAC READ SEARCH;

® YCTaHaB/AMBATb PacClUMpPEHHble aTPMDOYTbl NPON3BObHbIX GanN0B;

® YCTaHaBAMBATb CMUCKKN KOHTpoAA aocTyna (ACL) npon3BoabHbIX GaiiNos;

® NrHOPMPOBATb 3aKpenaALWMIA OUT Npu yaaneHnn danna;

e 33aaBatb O _NOATIME gns npon3BonbHbIX $alioB B open M fentl;

— CAP FSETID — MO3BO/MAET He 04MLaTbh OUTbl pexmnma set-user-ID U set-
group-1ID NPN M3meHeHnn dalina, a TakKe YCTaHaBAMBATb OUT set-group-ID Ha dann, y
KoToporo GID He coBnagaetr ¢ 6utom OC umam nobbiMM  AONOAHUTENBHBIMKU  GID
BbI3bIBAlOLLErO NPOLLEeCCa;

— CAP IPC LOCK — NO3BO/IAET 6ﬂOKMpOBaTb NaMATb (mlock (2), mlockall(2),
mmap (2) , shmctl (2) ),‘

— CAP IPC OWNER — NO3BO/IAET He BbINOJHATbL MPOBEPKM AOCTYyNa A1A Onepaunn ¢
obbekTamm System V IPC;

— CAP _KILL — MO3BO/NAET He BbINOJNHATL NMPOBEPKM MPW OTNPaBKe CUTHa/0B.
K AaHHOW BO3MOKHOCTM OTHOCUTCA MCMONb30BaHMe ioctl (2) Cc onepauyen KDSIGACCEPT;

— CAP_LEASE — N0O3BOJIAET YCTAHaBAMBATb apeHAy Ha MPOU3BO/bHble dalnbl;

— CAP_LINUX IMMUTABLE —  TMO3BO/JAe€T  YyCTaHaBAMBaTb  inode-¢pnaru
FS APPEND FLWFS IMMUTABLE FL;

— CAP_MKNOD — MO3BONAET CO343aBaTb CrielpanbHble Garbl C NOMOLLbIO mknod (2) ;

— CAP _NET ADMIN — MNO3BO/IAET BbIMNO/HATL CIeAytoWwme ceTeBble onepauum:

® HacTpoWKa nHTepdenca;

e ynpasneHune IP M3, TpaHchAUMEN aapeCcoB M BEAEHNEM YYETA;

® 3MeHeHMe TabanLbl MapLIpyTU3aLNK;

e npuBA3Ka K Ntobomy aapecy ANA NPO3PaYHOro NPOKCMPOBAHMA;

® Ha3HayeHMe TuMNa CepBuCa;

® OYUCTKA CTAaTUCTUKM ApanBepa;

® BK/IIOYEHWME peXMMa 3aXBaTa (promiscuous);

® BK/IIOYEHNE MHOrO0aApPECHbIX PACCbIIOK (multicasting);

® 1ICMN0/Ib30BaHNE setsockopt (2) ANA BKIKOYEHMA CAelyrolmx NapameTpos
COKeTa: SO DEBUG, SO MARK, SO PRIORITY (414 MpuopuTeToB BHe AmanasoHa 0-6),
SO_RCVBUFFORCE M SO_SNDBUFFORCE,;

— CAP NET BIND SERVICE - nossondaet NPWBA3bIBATb CoKeT K
NPUBUNETMPOBAHHbBIM NOPTAM AOMeHa ceTn NHTepHeT (Homepa nopToB MeHblie 1024);

— CAP NET RAW MO3BOJIAET BbINOJHATL CNefytoline AeNCTBUA:
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® KCMNO/1b30BaTb COKETbl RAW U PACKET;

® MpPMBA3bIBATLCA K ODOMY agpecy 414 NPO3Pa4YHOro NPOKCUPOBAHMUS;

— CAP SETGID — NO3BOJIAET BbINOJHATL NPOM3BO/IbHbIE AencTBuA ¢ GID npouecca
M CNUCKOM AononHuTenbHbix GID, a Takke noaaensisatb GID npu nepenaye BO3MOXHOCTEN
COKeTa 4Yepe3 aomeHHble cokeTbl UNIX; 3anucbiBaTb oTobparkeHue |ID rpynnbl B
N0/1b30BaTE/IbCKOE NPOCTPAHCTBO MMEH;

— CAP SETFCAP — NO3BONAET Ha3HayaTb GpalioBble BO3MOXKHOCTU, NPU 3TOM:

e ecan dannoBble BO3MOXHOCTM He MNOAAEPHKMBAKOTCA: MNPeaoCTaBAATbL U
OT3bIBaTb Nt0OYI0 BO3MOXKHOCTb B CMIMCKE Pa3peLleHHbIX BO3MOXHOCTEN BbI3bIBAOLLETO UM
ntoboro apyroro npouecca (AaHHOe CBOWCTBO CAP SETPCAP HeAOCTYMHO, €civ A4po
cobpaHo ¢ noaaepKom GanaoBbiX BOSMOXKHOCTEN, T.K. CAP_SETPCAP MMeET NOJHOCTbLIO
LNPYTyto CEMAHTUKY Y TaKUX 84ep);

e ecnn  dannoBble BO3MOXHOCTM MNOAAEPXKMBAOTCA: A00aBNATbL  Nt0byIo
BO3MOHOCTb M3 OrpaH14YMBatoLLErO HAabOPa BbI3bIBAOLLEN HATK B €€ HacaeayeMblil Habop;
OT3blBaTb BO3MOXHOCTM W3 OrpaHMYMBatollero Habopa (C nomouwpld prctl(2) C
onepaumen PR_CAPBSET DROP); U3MeHATb Gnarn securebits;

— CAP SETUID — NO3BOJIAET BbIMO/IHATL NPOM3BOIbHbIE AencTBuA ¢ UID npouecca
(setuid(2), setreuid(2), setresuid(2), setfsuid(2)); nogaensiBatb UID npu
nepegade BO3MOMKHOCTEM COKeTa u4epe3 gomeHHble cokeTbl UNIX; 3anmcbiBaTb
oTobpakeHune ID nonb3oBaTens B N01b30BaTENbCKOE MPOCTPAHCTBO MMEH;

— CAP SYS ADMIN NO3BO/IAET BbIMONAHATL CNeAytoLlLine AeNCTBUA:

e pewaTtb 33ada4YM YyNpaB/eHWMA CUCTEMOM: quotactl(2), mount(2),
umount (2), swapon(2), swapoff(2), sethostname(2) W setdomainname (2);

® BbLINONHATL NPUBUAETMPOBAHHbIE OnepaumMm syslog(2) (AN8  AaHHbIX
onepaumit Heobxo4MMO MCNONBL30BaTb CAP SYSLOG);

® BbINO/IHATL KOMaHAY VM86 REQUEST IRQ vm86(2);

® BbINOJIHATL ONepaLMm IPC_SET M IPC RMID HaZ NPOU3BO/bHbIMM OObeKTaMu
System V IPC,

® epesanuncbliBaTb OrpaHNYeHnda pecypca RLIMIT NPROC;

® BbINOJIHATb ONepaLMn Had PaclMPEHHbIMM aTPUOYTaMKN trusted U security;

® MCNO/1b30BaTb lookup dcookie (2);

® 1CMO/Ib30BaTb ioprio set (2) A8 Ha3Ha4eHMA KAACCOB MIaHMPOBAHMA
BBOJA-BblBOAA IOPRIO CLASS RT M IOPRIO CLASS IDLE;

e noaaenbiBatb PID npu nepegave BO3MOXHOCTEM COKeETa 4yepe3 AOMEHHble
cokeTbl UNIX;

® MpeBbllaTb /proc/sys/fs/file-max, CUCTEMHOE OrpPaHUYEHWE Ha
KOZIMYECTBO OTKPbITbIX Pali/ioB B CMCTEMHbIX BbI30Bax, OTKPbIBaOWMX Galiibl (Hanpumep,
accept (2), execve(2), open(2), pipe(2));
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e 3azemctBoBath dnarm CLONE_*, cospatouime HOBble MPOCTPAHCTBA MMEH C
NOMOLLbIO clone (2) U unshare (2) (418 CO34aHMA NONb30BATENBCKUX MPOCTPAHCTB MMEH
He TpebyeTcs HUKAKMX MHbIX BO3MOXKHOCTEN);

® BbI3blBaTb perf event open(2),

® M0AYyYaTb AOCTYN K MHPOPMALMM O NPUBMUNETMPOBAHHOM CODLITUN perf;

® BbI3bIBATb setns(2), TpebyeTcA CAP SYS ADMIN B MpPOCTPAHCTBE WMeEH
Ha3HaYeHMs;

® BbI3blBATb fanotify init (2);

® BbI3bIBaTb bpf (2);

® BbINOJIHATL ONepauumn KEYCTL CHOWN W KEYCTL SETPERM B keyctl(2);

® BbINO/HATL ONepaLmio MADV HWPOISON B madvise (2);

e 3aaencrteoBaTtb TIOCSTI B ioctl(2) An8 BCTaBKM CMMBOJIOB BO BXOZHYHO
oyepelb TEPMUHANG, OT/IMYHOTO OT YNPaBAAIOLWErO TEPMMHA/A, BbI3bIBAOLLETO;

® 33/1eMCTBOBATb YCTAPEBLUMIM CUCTEMHbIN BbI3OB nfsservctl (2) ;

® 33/eMCTBOBATb YCTAPEBLUMIM CUCTEMHbIN BbI30B bdflush (2);

® BbIMONHATb Pa3/MYHble MPUBUIETMPOBAHHbIE OMepaumn ioctl (2) Hafg
6104HbIMK MY;

® BbINOJIHATb Pa3/INYHblE NPUBUAETMPOBAHHbIE ONepaunmn ioctl (2) Hag PC;

® BbINONHATb aAMMHUCTPATUBHbIE ONepaLMn Haa Apaneepammn MY;

— CAP SYS BOOT — MO3BOJIAET UCMONb30BaTb reboot (2) U kexec load(2);
— CAP_SYS CHROOT — MO3BOJIAET UCMOJIb30BaTb chroot (2);

— CAP SYS MODULE — MO3BOJIAET 3arpy*aTtb 1 BbIrPyXaTb MOLYNN ALPA;

— CAP SYS NICE MO3BOJIAET BbINOJHATL CAefytolime eNCTBUA:

® OBbILIATL 3HAYEHME YCTYNUYMBOCTM NpoLecca (nice (2), setpriority(2))Mu
M3MEHATb 3HaYeHMe YCTYNYMBOCTM Y MPOMN3BOIbHbIX MPOLLECCOB;

® Ha3HayaTb NOJIUTUKM NIAHMPOBAHMA PeaNbHOr0 BPEMEHM ANA BbI3bIBAOLLENO
NpoLecca, a TakKe NOANTUKM NNAHMPOBAHMA M NPUOPUTETLI A1A MPON3BObHbIX MPOLECCOB
(sched setscheduler (2), sched setparam(2), shed setattr(2));

® BbINONHATL MPMBA3KY K 31eKTPOHHOM noanucu (M) Ana Npomu3BOAbHbIX
npoueccos (sched setaffinity(2));

® Ha3HayaTb KAACC MNAaHMPOBAHWMA BBOAA-BbIBOAA W MpUOpUTET  OAA
NPOWM3BO/bHbIX NPOLLECCOB (ioprio set (2));

® MPMUMEHATb migrate pages(2) K TMPOMU3BOJIbHbIM MpouecCam ANA KX
nepemeLlleHna Ha NPOM3BOJIbHbIE Y3/1bl;

® MPUYMEHATb move pages (2) K NPOU3BOJIbHbIM NPOLECCaM;

® LCMOJ1Ib30BaTb cbnar MPOL MF MOVE ALLBmbind(2) Mmove pages (2),

— CAP SYS PACCT — N03BO/IAET UCMNO/Ib30BaTb acct(2);
— CAP_SYS PTRACE — N0O3BOJIAET BbINO/NHATL Ciedytowmne AeNCTBUA:
® TpaccmMpoBaTb NHOOON NPOLLECC C MOMOLLBIO ptrace(2);
® MPUYMEHATb get robust list (2) K NPOM3BOJIbHbIM NPOLLECCAM;
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e nepemellatb AaHHble B/M3 NMamsTU MPOM3BOJIBHOIO MPOLECCca C MOMOLLbO
process vm readv (2) Mprocess vm writev(2),
® 13y4yaTb MPOLLECCHl C NMOMOLLbIO kemp (2) ;
— CAP_SYS_RAWIO — no3BonsAeT BbINONHATL CAeaytouime AenCTBUA:
® BbINOJIHATL ONepaLyMm BBOAA-BbIBOAA M3 NOPTOB (iopl (2) m ioperm(2));
® pa3pelwaTb AOCTYN K /proc/kcore,
e 3a3aencTBoBaTb onepaunto FIBMAP B ioctl (2);
® OTKpbIBaTb MY And AocTyna K cneumanbHbim pernctpam x86 (MSR);
® 0OHOBNATL /proc/sys/vm/mmap min addr;
® C034aBaTb OTOOparKeHMA NaMATM NO agpecam, MeHblle 3Ha4YeHNA, 334aHHOTO
B /proc/sys/vm/mmap min addr;
e oTObOpaKaTb panbl B /proc/bus/pci;
® OTKpPbIBaTb /dev/mem u /dev/kmem,
® BbLINOJ/IHATL PA3/INYHbIE KOMAHAbI MY SCSTI;
® BbLINOJIHATL oNpeaeneHHble onepaunn ¢ MY hpsa (4) U cciss (4);
® BbINO/HATb HEKOTOPbIE CNelMabHble Onepaunm ¢ Apyrmmmn yCTPOMCTBAMU;
— CAP SYS RESOURCE — MO3BO/IAET BbIMONHATL CNeytoline AeNCTBUA:
® KCMO/1b30BaTb 3ape3epBnpoBaHHOe NpocTpaHcTBO OC ext2;
® COBepLaTh BbI30BbI ioctl (2), yNpaBaatoWMe KypHaanpoBaHmem ext3;
® [peBbIWaTb OrpaHNYeHmne AMCKOBOro NPOCTPAHCTBA;
® yBe/INYMBATb OFPAHUYEHMA MO Pecypcam;
® epesanuncbliBaTb OrpaHnyeHne pecypca RLIMIT NPROC;
® MpeBbllaTb MAaKCMMaIbHOE KOMYECTBO KOHCOEN NPW BblAENEHNN KOHCONN;
® [PEeBbIWATb MAaKCMMa/IbHOE KOMYECTBO PACKNALO0K;
® 1ICNoNb30BaTh bosee, Yem 64 Ll npepbIBaHNA M3 YAaCOB PEaNbHOTO BPEMEHMU;
® Ha3HayaTb 3HayeHMe msg gbytes oyepean coobueHuit System V 6onblie
orpaHunyeHna /proc/sys/kernel/msgmnb;
® [peBbIWaTb OrpaHNYeHne /proc/sys/fs/pipe-size-max NPU Ha3HAYEHUU
BMECTMMOCTM KaHa/ia C MOMOLLbIO KOMaHAbl F SETPIPE SZ y fcntl (2);
e ycnonb3oBatb F SETPIPE_SZ ans yBennyeHns BMECTMMOCTM KaHana bonblie,
yem orpaHuyeHue, 3aaaBaemoe B /proc/sys/fs/pipe-max-size;
® MpesBblwaTb orpaHunyeHune /proc/sys/fs/mqueue/queues max npu
co3gaHum odepenent coobuieHnin POSIX; 3apeictBoBaTh onepauuto PR_SET MM B
prctl (2);
® yCTaHaB/IMBATb /proc/PID/oom score adj B 3HAYEHME MeHblUee, 4Yem
nocnefiHee yCTaHOB/IEHHOE 3HaYeHWe NPoL,EeCcCOM C MOMOLLbKO CAP SYS RESOURCE;
— CAP_SYS_ TIME — N03BO/MAET HAaCTpamBaTb CUCTEMHbIE Yachl (settimeofday (2),
stime (2), adjtimex (2)) W 4Yacbl peanbHOro BpemeHu (annapaTtHble);

98



— 1 OTOKPbITAﬂ
PyKoBOACTBO aAMUHMUCTPATOPA l Hni%‘gé’#ﬁﬂ

— CAP SYS TTY CONFIG — [MO3BOJIA€T  WCMNOAb30BaTb  vhangup (2) 7
334€eMCcTBOBaTb Pa3/INYHbIE NMPUBUIETMPOBAHHbIE ONepauUMmn ioctl (2) C BUPTYabHbIMM
TEPMUHANAMU;

— CAP_SYSLOG — NO3BONAET BbINONHATb CAeAytolLmMe AeNCTBUA:

® BbINOJIHATb NPUBUAETMPOBAHHbIE ONepaLnn syslog(2);
® nMpocmaTpmMBaTb aJpeca Aapa, oTobparkaemble B /proc W APYIKX
HTepdercax, Koraa 3HayeHne /proc/sys/kernel/kptr restrict paBHO 1;

— CAP WAKE ALARM — VYCTaHaB/AMBaTb Talmepbl CLOCK REALTIME ALARM U
CLOCK BOOTTIME ALARM Npu NpobyXAeHUN CUCTEMBI.

HABOPbl BO3MOMHOCTEW CYBBEKTA: Kagad HWTb wvmeeT  Habopbl
BO3MOXHOCTEN, coaepKalimeHoNb n/unm bonee cneayrolimx BO3MOXKHOCTEN:

1) Pa3pelueHHble aenctBus (Permitted). Permitted — orpaHuMymBatoWmMin Habop
3QPEKTMBHbBIX BO3MOMHOCTEN, KOTOPbIMM Hadenserca HuTb. [aHHbIiM Habop Takxke
OrpaHMYMBAET CMMUCOK BO3MOXKHOCTEM, KOTOPbIE MOTYT ObiTb A406aBAEHbI B HAaCAeAyeMbIi
Habop ON1A HWUTW, He MMelOLWeN BO3MOXHOCTE CAP SETPCAP B CBOEM 3QPEKTMBHOM
Habope. Ecan H1UTb cOpacbiBaeT BO3SMOMXKHOCTb B CBOEM pa3pelunTenbHOM Habope, OHa He
CMOMET NOoNYyYNTb ee 06paTHO (€CM TONbKO He BbIMONHAETCA execve (2) ANA NPOrPaMMbl
C set-user-ID-root WMAW MPOrPamma,y KOTOpPOM COOTBETCTBYHOLLME BO3MOXKHOCTM Gpainna
NpPeaoCTaBAAT 3TY BO3MOMKHOCTb);

2) Hachenyemble aencTBMA (Inheritable). Inheritable — Habop Hacneayembix
BO3MOMHOCTEM, KOTOPble OCTAlOTCA TAaKOBbIMW MPW BbINOAHEHMWU NOOOM NPOrpamMmbl n
COXPaHAOTCA MPU BbI30BE execve (2). Hacneayemble BO3MOXKHOCTM A00aBNAOTCA B
pa3pelnTenbHblil Habop, ecnn BbINONHAOWANACA NPOrpaMma MMeeT COOTBETCTBYOLIME
YCTaHOB/EHHble OUTbI B hann0BOM HacneayeMom Habope. Ecam BbINOAHEHME NPONUCXOANT
He OT MMeHM Cynepnonb30BaTeNsA, HaceAyeMble BO3MOXHOCTM HE COXPaHATCA mocne
execve (2), noatomy MI, KOTOpbIM HeobBXOAMMO BbIMOMHATL BCMNOMOTraTe/bHble
NPOrpammbl C MOBbIWEHHbIMWA BO3MOXHOCTAMK, TpebyeTcs MCNO/Nb30BaTb HaPYKHble
BO3MOMHOCTM (ambient capabilities),

3) d9bdekTnBHbIE aencTBMA (Effective). Effective — [AaHHbIM  Habop
BO3MOXHOCTEM MCMNONb3YEeTCA AAPOM NPU BbINOJIHEHNUM NPOBEPOK MPaB HATW.

C NOMOLLbIO capset (2) HUTb MOXKET M3MEHATb CBOM HabOOPbI BO3MOXKHOCTEN.

®ann (MPBO) /proc/sys/kernel/cap last cap COAEPKUTYMUCNOBOE 3HAYEHME
camon 60nblON BO3MOMKHOCTH, noAAepmMBa_erv\oﬁ _pa6OTaI-OLLI,l/IN\ AAPOM. ITO MOXKHO
MCNONb30BaTb A/1A onpeaeneHns Hanbonblero OUTa, KOTOPbIN MOXET BbITb YCTAaHOB/EH B
Habope BO3MOXHOCTEMN.

®AMNOBLIE  HABOPbl  BO3MOMHOCTEM: B OC Aspopa cBA3b Habopos
BO3MOMHOCTEN C MCnonHAemMbIM GalMaoM NoAAEPKMBAETCA C MOMOLLbD setcap (8).
Habopbl BO3MOXKHOCTEN dainna XpaHATCA B paclUMpPeEHHOM aTpunbyTe, A1A 3aNnCKU B KOTOPbIN
TpebyeTca Bo3MoOXKHOCTb CAP_SETFCAP. Habopbl ¢$ainnoBbix BO3MOMKHOCTEN BMECTE C
Habopamn BO3MOXHOCTEM HUTM oONpeaenstoT Habopbl BO3MOMKHOCTEM HWUTU NoOcCAe
BbIMONHEHUNA execve (2) .
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CyLwiecTtBytoT cneaytouime Gpannosbie Habopbl BOSMOXKHOCTEN:

— permitted (paHee Ha3blBaBLWMIACA forced) — BO3MOXHOCTM aBTOMATUYECKM
Pa3peLatoTca HUTU HE3ABMCMMO OT ee YHaCcNeA0BaHHbIX BO3MOXKHOCTEN;

— inheritable (paHee Ha3biBaBLIMNCA allowed) — Habop obbeanHaeTca (AND) ¢
yHacnenoBaHHbIM  HabopomM  HWUTKU, 4YTODbI ONpPeaennTb, Kakue yHacneloBaHHble
BO3MOXHOCTM OyAyT BKAOYEHbI B €€ pa3peLlnTebHblii Habop nocne execve (2);

— effective — B AENCTBUTENbHOCTM NPeACTaBAseT cobol He Habop, a OAMHOYHbIM
6UT. ECnn BUT BKNKOYEH, TO MPU BbI30BE execve (2) BCE HOBbIE pa3peLleHHble BO3MOXKHOCTH
HUTKM ByayT Takxke AobaBneHbl B 3QPeKTUBHbIM Habop. Ecanm GUT BbikAOYEH, TO nocie
execve (2) HM OZIHA M3 HOBbIX Pa3peLLlEeHHbIX BOIMOXKHOCTeM He byaeT obaBneHa B HOBbIM
3 dEKTMBHbIN Habop.

BkntoyeHmne adpdeKTmBHOro Gpainosoro bH1UTa nogpasymeBaeT, YTo Atobaa Ppannosas
pa3pelwnTenbHas WAM  Hacneayemaa BO3MOMKHOCTb, MO3BOAAKOWAA HUTU MNOAYYUTb
COOTBETCTBYHIOLLYIO Pa3peLllnTeNnbHY0 BO3MOXHOCTb NMPU execve (2), TaKKe NOAYYNT ee B
addeKkTMBHOM Habope.

MosaToMy ecaM nNpu  Ha3HadYeHWM  BO3MOXKHOCTEM  danny (setcap(8),
cap set file(3), cap set fd(3)) yKa3aTb abPeKTUBHbIN dnar Kak BKAOYEHHbIN AnA
N0O0N BO3MOXKHOCTU, 3PPEKTMBHbIN Gaar A0/KEH TakKe ObliTb YKa3aH BKAOYEHHbIM ANA
BCEX  OCTa/lbHbIX  BO3MOXHOCTEN, AN  KOTOPbIX  BK/AKOYEH  COOTBETCTBYHOLLMM
pPa3peLInTeNbHbIM MW HacaeayeMbln pnaru.

Mpeobpa3oBaHMe BO3IMOXKHOCTEN NpU execve().

Mpn execve (2) PBO BbLIMUCAAIOT HOBble BO3MOMKHOCTM CybbekTa [A0CTyna
(npougecca) no cneayroeMy anroOpPUTMY:

P' (ambient) = (npuBuinerupoBaHHbEM dbamy) ? 0 : P(ambient)

P' (permitted) = (P(inheritable) & F(inheritable)) |
(F(permitted) & cap bset) | P'(ambient)

P' (effective) = F(effective) ? P'(permitted) : P' (ambient)
P' (inheritable) = P(inheritable) [T. e., He muaMeHdeTCHd],
roe:

— P —3HayeHne Habopa BO3MOXKHOCTEM HUTK [0 execve (2) ;

— P'—3HauyeHne Habopa BO3MOXKHOCTEN NOCNE execve (2);

— F— dainnosbii HAOOP BO3MOKHOCTEN;

— cap_bset — 3HayeHue orpaHmn4mBatoLLLero Habopa BO3MOXHOCTEN;

— NPUBUNErMPOBAHHbLIN ann — dala, MMEWMA BO3IMOKHOCTU, UAN ANA HEro
yCTaHoBNeH b6uT set-user-1D nnu set-group-ID.

BO3IMOXHOCTU N BbINO/IHEHWE MPOTPAMMbI CYNEPMNO/Ib3OBATENEM: [na
npeaocTaBneHMA MNOAHOro Habopa BO3MOXKHOCTEM Cyneprnonb30BaTeNO B execve (2)
HeobXx0AMMO BbINOAHEHWNE CAEAYIOLINX NPABUIL

— eCc/M BbINOJIHAETCA NPOrpamma C yCTaHOBAEHHbIM BuTom set-user-ID-root nam 1D
peasbHOro No/Ib30BaTENA NPOLLECCa PaBeH HyAtO (Cynepno/sib3oBaTeb), NPeAoCTaBAsOTCA
nofiHble dannoBble M Hacnedyemble Habopbl BO3MOXHOCTEM (T.e. paspelleHbl Bce
BO3MOXHOCTM);
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— eC/I BbINOJIHAETCA MpOorpaMma C YCTaHOBAEeHHbIM 6utom set-user-ID-root,
addeKTUBHbBIN PaltnoBbI OUT paBeH eanHMLE (YCTaHOBAEH).

Pe3ynbTaT  yKasaHHbIX  MpaBwua, 0ObeAMHEHHbIX C  NpPeobpasoBaHUAMM
BO3MOHOCTEN, CNeaytolmin: Koraa NpoLect BbINOMHAET execve (2) ANA NPOrPamMmbl C
butom set-user-ID-root mam Korga npouecc ¢ adpdekTMBHbIM UID HONb BbINOAHAET
execve (2), OH MONy4YaeT BCe BO3MOXHOCTM M3 paspewnTensHoro n 3GGeKTUBHOIO
HabopoB, 3a WCKAOYEHMEM TeX, KOTOpble OTMEHEHbl OrpaHuyMBatoWMM Habopom
BO3MOKHOCTEN. ITO NPeaoCTaBAAeT CEMAHTMKY, COBNAAAOLLYIO C 0ObIYHBIMM CUCTEMAMM
UNIX.

OFPAHMYMBAIOLLMA  HABOP BO3MOMHOCTEW: OrpaHuymBatowmii - Habop
BO3MOXHOCTEM — 3TO MexaHu3m 6e30MacHOCTWU, KOTOPbIA MOXHO MCMNOAb30BaTb ANA
OrpaHNYeHMA BO3MOXKHOCTEN, AOCTYMHbIX MPU execve (2), Caeaytowmm obpasom:

— NpU execve (2) OrpaHMYMBaIOLLINM HabOp BO3MOXKHOCTEN cknaapisaetca (AND) ¢
dannoBbIM paspelinTenbHbiM Habopom BO3MOMKHOCTEM, M pPe3ynbTaT 3TOM onepauum
Ha3Ha4yaeTca paspelnTenbHOMY Habopy BO3MOMKHOCTEM HUTU. Takum 06pasom,
OrpaHn4ymMBalOWMii Habop BO3MOXKHOCTEN OrpaHWYMBAET pa3pelleHHble BO3MOXKHOCTH,
KOTOpble MOXET NPeaoCTaBUTb MCNONHAEMbIN daln;

— OrpaHmymBaoWMn Habop BO3MOXMKHOCTEM NpPeacTaBnseT CcoboM nepeyeHs,
KOTOPbIN HUTb MOXKeT A00aBWTb B CBOM HacaeayemMblin HAOop C MOMOLLbIO capset (2). 3TO
03Ha4aeT, YTO eCc/IM BO3MOXKHOCTb OTCYTCTBYET B OrpaHnymBatolLeM Habope, HUTb HE MOXKET
n06aBNTb 3Ty BO3MOXKHOCTb B CBOM Hacnedyembli Habop, AaxKe ecnim oHa NPUCYTCTBYET B
paspelmnTenbHOM Habope, cneaoBaTelbHO, HE MOMKET COXPaHUTb AaHHYIO BO3MOMHOCTb B
pa3pelnTenbHbln HAbop NpPK BbI30BE execve (2) ANA Galia, MMEOLEro BO3MOXKHOCTb B
CBOEM Hacneayemom Habope.

OrpaHunynBatoLLMin Habop CKpbiBaeT GpaliioBble pa3peLlnTe/bHbIE BOSMOXKHOCTM, HO
He Hacnelyemble BO3MOMHOCTW. ECAM HUTb MMeeT B CBOeM HacneayeMom Habope
BO3MOKHOCTb, KOTOpas OTCYTCTBYET B OrpaHMumMBalollemM Habope, HWUTb MO-MpexHemy
obnafaet 3TOM BO3MOMHOCTbIO B CBOEM pa3pelimTenbHOM Habope npu BbIMOAHEHWMU
dalina, MmeroLLero BO3MOXHOCTb B CBOEM HacieayeMom Habope.

TonbKo NpoLuecc OAMH MOXKET 3a4aBaTb BO3IMOXKHOCTM B OrpaHnYmMBatoLLeM Habope
BO3MOKHOCTEM, MOMMMO 3TOrO CYynepnonb30oBaTe/lb (TOYHee, MPOrpaMmbl C BO3MOMKHOCTbIO
CAP_SYS MODULE) MOTYT AMLWb YAANATb BOSMOXHOCTH M3 Habopa.

OrpaHuumnBaloLWMM Habop Hacneayetcs npu fork(2) OT HUTM poauTena u
coxpaHAaeTca Npu execve(2).

HUTb MOeT yAanaTb BO3MOMHOCTM M3 CBOEro OorpaHu4ymBatoulero Habopa c
MOMOLLbIO BbI30Ba prctl (2) conepaumen PR_CAPBSET DROP MPW HANMYMM BO3MOXKHOCTU
CAP SETPCAP.

Mocne yaaneHua BO3MOMXKHOCTU M3 OrpaHuymMBatollero Habopa BOCCTAHOBUTL ee
HEBO3MOHO. HUTb MOXKeT onpeaeinTb Haanyme BO3IMOXHOCTM B CBOEM OrPaHNYMBAIOLLEM
Habope c NOMOLLbIO BbI30Ba prctl (2) € onepauyein PR CAPBSET READ.
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YnaneHvne BO3MOMKHOCTEN M3 OrpaHUYMBatoLLero Habopa AOCTYMNHO, TONbKO €Cau
A0p0 cobpaHo ¢ noaaep*KKoM GannoBbIX BO3IMOKHOCTEMN.

[ns coXpaHeHMA MNPUBBLIYHOM CEMAHTUMKM NMPU Nepexoae OT HyAs K HEHYNEBbIM
nonb3oBatenbckmum ID ®BO  ocywecTBAAOT  caeaylowme  U3MeHeHMA  Habopos
BO3MOKHOCTEN HUTK NPU U3MEHEHUWN Y HUTU peanbHOro, addeKTMBHOro, coxpaHeHHoro 1D
M nonb3oBaTenbckoro ID ®C (c nomoulbto setuid (2), setresuid(2) MAW NOAOOHbLIX):

— eCNM paHee peanbHbl, 3GGEKTUBHBIA MU COXPAHEHHbIN NONb30BATENbCKMIA |D
He Obln paBeH HyMlo M B pe3dynbTate nameHeHma UID Bce 3T ID nonyynnm HeHynesoe
3Ha4YeHMe, TO BCe BO3MOXHOCTW yAaNAwTCA M3 paspelmtensHoro n 3dpdeKTUBHOro
HabopoB;

— ecnun 3ddEeKTMBHbBIN N0N1b30BaATENLCKNUIM ID n3MeHAETCA C HYNI0BOro Ha HEHYEBOE
3HaYeHWe, TO BCE BO3MOMXKHOCTW yaAaNsaoTca n3 adpPpekTnBHoOro Habopa;

— ecnn 30PEKTUBHbBIN NONb30BATENbCKUM ID M3MEHAETCA C HEHYNEBOrO 3HaYeHun
Ha O, To pa3pelnTenbHbit Habop KonupyeTcs B 3IPPEKTUBHbLIN Habop;

— ecar nonb3osaTenbcknii ID ®C n3meHAeTCA ¢ HYN1E€BOro Ha HEHY1EBOE 3HAYEHME,
TOo K13 3bdeKkTMBHOro Habopa yAanAwTca cnedylowme BO3IMOXKHOCTU: CAP_ CHOWN,
CAP DAC OVERRIDE, CAP_DAC READ SEARCH, CAP_FOWNER, CAP_FSETID,
CAP LINUX IMMUTABLE, CAP_ MAC OVERRIDE M CAP MKNOD. Ecnu nonb3osatensckui ID
®C n3meHAeTCcAa C HeEHyYNeBOro 3HayeHma Ha 0, To Ntobasa U3 BO3IMOXKHOCTEN, BKIOYEHHbIX B
pa3pelwnTenbHbln Habop, BKAtoYaeTca B adpdeKTMBHOM Habope.

Ecnm HUTL, Yy KOTOpPOM oaAnH nnmn bonee nonb3osaTtensckux ID paBeH O, cTpemmnTCs
npeaoTBpPaTUTL  yAaneHWe  paspellmTeNbHbIX  BO3MOXKHOCTEM npu  cbpoce  Bcex
Nosib3oBaTenbCKMx |ID B HEHyEBbIE 3HAYEHMA, OHA MOXKET MCMNO/b30BaTb BbI30B prctl (2)
c onepauuen PR_SET_KEEPCAPS wan dnarom 6HesonacHOCTM SECBIT KEEP CAPS,
OMMCaHHbIM aanee.

HUTb MOeT nosyyaTb M M3MEeHATb CBOM Habopbl BO3MOMKHOCTEM C MOMOLLbIO
CMCTEMHbIX BbI30OBOB capget (2) U capset (2). OAHaKO ANA 3TOM LeNn npeanoYtuTenbHee
MCMO/Ib30BaTb cap get proc(3) U cap set proc(3) M3 NaKeTa libcap.

Mpn n3ameHeHMn HabopoB HNUTKM NPUMEHSAIOTCA Caedyrolme NpaBmaa:

— eC/I BbI3bIBAOWMIA HE WMEeT BO3MOXHOCTM CAP SETPCAP, TO HOBbIM
Hacneayembin Habop Ao/KeH OblTb nogHabopom KOMOWMHALWMM  CYyLLECTBYHOLWEro
HacaeayemMoro 1 paspeLlnTenbHoro Habopos;

— HOBbIM Hacneayembln Habop [omKeH ObiTb NnoaHabopom  KOMOMHaLMM
CYLLLECTBYHOLWErO HAacAeAyeMOro 1 orpaHnymBatoLLLero Habopos;

— HOBbIN pa3pelinTenbHbli Habop AonXeH OblTb NOAHAOOPOM CYLLECTBYIOLLETO
paspelwmnTenbHoro  Habopa  (T.e.  HEBO3MOXHO  NpuobpecTM  paspelnTesnbHble
BO3MOHOCTM, KOTOPbIX HATb HE UMEET);

— HOBbIM  3ddeKTMBHbIN  Habop  Ao/mkeH  OblTb  nNogHabopom  HOBOro
paspelinTenbHOro Habopa.
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®NTATW SECUREBITS: OPTAHU3ALUMA NCKIKOYNTE/IBHO OKPYXKEHNA

B OC ABpopa peanm3oBaH Habop ¢naroB securebits (414 KaXA0M HUTK), KOTOPbIN
MOHO MCMO/1b30BaTb A/1A OTKAOYEHMA CNELMaNbHbIX AENCTBUIM BO3MOXKHOCTen ana UID
HO/b (Cynepnonb3osaTesib). K aTum dpnaram oTHOCATCA:

— SECBIT KEEP CAPS — MO3BO/AET HUTW, Y KOoTOpon oauH u H6onee UID paseH
HYt0, COXPaHUTb CBOM BO3MOMXKHOCTW NPM M3MeHeH MM Bcex ee UID Ha HeHyneBble 3HaYeHMA.
Ecnm dnar He ycTaHOBANEH, n3MeHeHKWe UID npmuBeaeT K yTpaTe HUTbHO BCEX BO3MOXKHOCTEN.
[aHHbIn  dnar Bceraa cbHpacbiBaeTcd NpU  execve (2) (M NpeaocTaBAfeT Te XKe
BO3MOHOCTM, YTO M CTApbIi BbI3OB prctl(2) C onepaunen PR SET KEEPCAPS);

— SECBIT NO SETUID FIXUP — He TMO3BOMAET AAPYy W3MeHUTb Habopb
BO3MOXKHOCTEM Npu nameHeHnm appektnsHoro UID n UID ®C c HyneBOro Ha HeHyneBoe
3HaYeHue;

— SECBIT NOROOT — B C/y4Yae YCTaHOBKM AaHHOro ¢sara A4PO He npeaocTasnaeTt
BO3MOHOCTM MPU WCMONHEHWUM MPOrPamMMbl, MMerolen BUT set-user-ID-root, WK
Koraa npouecc ¢ 3¢PeKTUBHbIM AN peanbHbiM UID paBHbIM HY/IHO BbI3bIBAET execve (2) ]

— SECBIT NO CAP AMBIENT RAISE — 3anpel,aer MOBbIWEHWE  HAPYXKHbIX
BO3MOXHOCTEN NOCPEeACTBOM prctl (2) C onepaunen PR CAP AMBIENT RAISE.

Kaxabih M3 nepedymcneHHblX Bbille 6a30Bbix Gaaros MMeeT oAMH M3 CAedyoLmX
HUXE A0MNONHUTENbHbIX Gnaros 6/10KMPOBKKU, YCTAaHOBKA Nt0OOro M3 KOTOPbIX ABAAETCA
HeobpaTMMOW 1 3anpellaeT Aa/ibHeNLLINEe UBMEHEHMNSA COOTBETCTBYOLWLEro 6asoBoro paara.

®narn 61OKNPOBKU:

— SECBIT_KEEP_CAPS_LOCKED;

— SECBIT_NO_SETUID_FIXUP_LOCKED;

— SECBIT_NOROOT_LOCKED;

— SECBIT_NO_CAP_AMBIENT_RAISE.

®narn securebits MOXHO M3MEHATb M NOAYy4YaTb C MOMOLLbIO Bbl30BA prctl (2) C
onepaumAmMmn PR_SET SECUREBITS W PR GET SECUREBITS. [1n4 wu3meHeHna ¢naros
TpebyeTcA BO3MOXKHOCTb CAP_ SETPCAP.

®narn securebits HacneayrTCA AOYEPHMMM Npoueccamu. Mpun execve (2) BCe
dnarn  COXpaHAKTCA, 33 WCKNIOYeHMem SECBIT KEEP CAPS, KOTOPbIM  BCerja
cbpacbiBaeTcs.

MIT MOXKeT MCNoNb30BaTb CAeAYIOLWMIM BbI30B A1 COOCTBEHHOM O/IOKMPOBKM U
MOMELLLEHMA BCEX CBOMX MOTOMKOB B OKPYMEHMWe, rae MMeeTcA TONbKO MepBbii cnocob
nobasneHns npaB — 3anyck MNPOrpaMmbl CO CBA3AHHbIMM C  Hel dainoBbIMM
BO3MOXHOCTAMM:

prctl (PR_SET SECUREBITS,
SECBIT KEEP CAPS LOCKED |
SECBIT NO SETUID FIXUP |

SECBIT NO SETUID FIXUP LOCKED |
SECBIT_ NOROOT |

SECBIT NOROOT LOCKED) ;
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4.3.1.7. ®penmBopk Linux Security Modules

[JONONHUTENBHO ANA KAaCTOMM3aUMKM W YTOYHEHMA npumeHaembix [P moxkeT
MCNONb30BaTbCA PpenmBopK Linux Security Modules, KoTopblin ABASIETCA YacTbio AApPa W
NO3BOIAET PErMCTPMPOBATb NPOLLEAYPbI, KOTOPble BYAYT BbIMOAHATLCA B C1y4ae yCNeLwHOoro
3aBepleHna CTaHAaApPTHOM npoueaypbl NPOBEPKU AMCKPELMOHHOrO A0CTyna nepej
npeaocTaBneHMeM GaKTMUYECKOro AOCTyNa K 0ObeKTy

Mocpeactsom Linux Security Modules B aape OC ABpopa NOAKAOYEH MOAY/Nb
6e30nacHOCTM diehard, KOTOPbIA HE NO3BONAET HENPUBUAETMPOBAHHOMY MNO/1b30BATENIO
npepBaTb BbIMOJHEHME MPOLLECCa, 3aMyLLEHHOro OT ero e MmeHu. onb30BaTeNbCKMiA
NpoLecc, He MMeKLWMI BblIAENEHHON rpynnbl 777, HEe MOXET NOoCNaTb CUIHAA NPOLLECCY,
MMEIOLLEMY TaKyk rpynny, Aaxe ecim Mpouecchbl BbIMONHAKTCA C oAMHakosbiM EUID.
NckntovyeHnem ABNAKOTCA NPOLECChbl, MMeKWMe capability CAP KILL — Ha HUX He
PaCNpPOCTPAHAIOTCA OrpaHUYEeHNA, HakNaablBaeMble moaynem diehard

3aro/IoBoYHbIN  dann  include/linux/security.h  COAEPXKUT  OMNMUCaHME
CTPYKTYPbl security ops, NpeacTaBastolen cobol CNMCOK 3apaHee onpeaeneHHbIX U
AOKymeHTMposaHHbm_EaHbad«¢wHKumM,KOTopue AOCTYMHblI MoAaynto He30nacHOCTK ANs
BbIMO/IHEHMA NPOBEPOK. [10 YyMONYaHMIO AaHHble QYHKLMM B OCHOBHOM BO3BpaluatoT O,
pa3pewan ntobble aencrtema. OAHAKO HEKOTOPblE MCMOMAb3YHOT MoAay/lb 6e30MacHOCTH

POSIX. B paHHOM cTpykType cneumduyecknin ans OC ABpopa Moaynb diehard
3aperncTpupoBaH cneayowmm obpa3om.

#ifdef CONFIG SECURITY DIEHARD

extern int diehard task kill(struct task struct *p, struct siginfo
*info,
int sig, u32 secid);

#else /* !CONFIG_SECURITY DIEHARD */

static inline int diehard task kill(struct task struct *p,
struct siginfo *info, int sig, u32 secid)

{

return 0;

}

#endif /* !CONFIG_SECURITY DIEHARD */

NcxoaHblin TekeT moayna diehard (dain security/diehard/diehard-1sm.c):

#define DIE HARD GROUP 777

static const int zero = 0, one = 1;
static int enabled = 0;

int
diehard task kill (struct task struct *p, struct siginfo *info, int
sig,

u32 secid)
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const struct cred *cred = current cred();
const struct cred *tcred =  task cred(p):;

if (!'enabled)
return O;

if (ns capable(tcred->user ns, CAP KILL))
return 0; /* Privileged process are not affected by us */

if (!gid eqg(cred->gid, DIE HARD GROUP) &&
'gid eg(cred->egid, DIE HARD GROUP) &&
'gid eg(cred->sgid, DIE HARD GROUP) &&
groups_search (tcred->group info, DIE HARD GROUP) &&
!groups_search (cred->group info, DIE HARD GROUP))
return -EACCES;

return 0;

}

#ifndef CONFIG SECURITY DIEHARD STACKED

static struct security operations diehard ops = {
.name = "diehard",
.task kill = diehard task kill,

}s
#endif /* CONFIG SECURITY DIEHARD STACKED */

#ifdef CONFIG SYSCTL

struct ctl path diehard sysctl path[] = {
{ .procname = "kernel", 1},
{ .procname = "diehard", 1},
{1}
}i
static struct ctl table diehard sysctl table[] = {
{
.procname = "enabled",
.data = &enabled,
.maxlen = sizeof (int),
.mode = 0644,
.proc_handler = proc_dointvec minmax,
.extral = (void *)é&zero,
.extra? = (void *) &one,

#endif /* CONFIG SYSCTL */

static init int
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diehard init (void)
{
#ifndef CONFIG SECURITY DIEHARD STACKED
1f (!security module enable (&diehard ops))
return O;
#endif /* CONFIG SECURITY DIEHARD STACKED */

printk (KERN INFO "DieHard: starting.\n");

#ifndef CONFIG SECURITY DIEHARD STACKED

if (register security (&diehard ops))

panic ("DieHard: kernel registration failed.\n");
#endif /* CONFIG SECURITY DIEHARD STACKED */

#ifdef CONFIG SYSCTL

1f (!register sysctl paths(diehard sysctl path, diehard sysctl table))
panic ("DieHard: sysctl registration failed.\n");

#endif /* CONFIG SYSCTL */

return 0;

}

security initcall (diehard init);

MpyMepom  UCMOMb30BAHMA  OMUCAHHOTO  MEexaHM3Ma  MOXKEeT  CAYXUTb
HeobxoAMMOCTb 0becrneynTb HEBO3MOMKHOCTb HEMpPUBUIETMPOBAHHOIO MO/b30BaATENA
NpepBaTb BbINO/IHEHME aHTUBUPYCHOTO CPeACTBa.

4.3.2. PoneBasa moaenb ynpaBneHus noanTukamm 6e3onacHocTm

BHUMAHMWE! N3meHeHMA HaAcTpoek B MyHKTE MeHo «[1ofnTuKKM 6e3onacHoCTU»
NPUMEHAOTCA KO BCEM YHETHbIM 3aMMCAM POJIEN, CO3AaHHbIM Ha MY.

[nsa onpeaeneHnAa  BO3MOMHOCTEM  Y4Y4e€THOM  3anMcu  Noab3oBaTens  no
MCNONb30BaAHMIO PECYPCOB M PYHKLUMOHANbHbBIX BO3MOXKHOCTeNn OC ABpopa NpumeHaeTca
poneBas MoAeNb, Ha OOLIECMCTEMHOM YPOBHE MO3BOAANOWAA aAMMHUCTPATOPY 3a4aTb
OrpaHnYeHma Ha Mcnoab3oBaHMe PyHKLUMOHaNa OC nocpeACTBOM NOAUTMK 6€30MacHOCTMH.

NMPUMEYAHMUE. HactpoinKka ynpaBieHWA AOCTYNOM, @ TaKXKe M3MEHeHMe AaHHOM
HACTPOMKM AOCTYMHbI TONbKO agMUHUCTPaTOPY Anbo yepes MDM-cuctemy.

[Ina nepexofa K HAcTpoMKam NOAUTUMK 6e30MacHOCTM HeobXoAMMO BbIMONHUTL
cneayolme AencTBmA:

— OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KacaHMemM 3HauKa @ Ha DJKpaHe
nPUNoXeHun (cm. PucyHok 1);

— KOCHYTbCA MyHKTa MeHo «[loanTnkm 6esonacHoCcTn» &3 B noapasgene
«be3onacHOCTb» B pe3y/nbTaTe Yero oTobpasuTcs OAHOMMEHHAA CTPaHWUA YyNpaBAeHUs
noAnTUKamm 6esonacHocTn (PucyHok 125).

Ha cTpaHuue «MonmMtnkmn 6e3onacHoCTM» AOCTYMNHbI Ceaylolne AeNcTBus:
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— ObICTPbIA MOUCK NONMUTMKM HE30NacHOCTM C MOMOLLbIO BBOAA MepBbix OYKB ee
Ha3BaHWA B nosae «[TonCKY;

— BK/IIOYEHME M BbIKNOYEHWE  BHEWHero WHTepdenca MY  KacaHuem
nepekatoYaTena cnpasa OT BbIOPaHHOM NOAUTUKM.

NMPUMEYAHMUE. Mpn akTMBauum nepektovaTeNb HAYHET CBETUTbCA Ap4ve, Yem B
COCTOSSHUM MO YMONYAHUIO (HEAKTUBHOM);

— ONOKMPOBKA M pPa3bIOKMPOBKA BO3MOMKHOCTM WMCMOAb30BAaHMA MPOrpPaMm MU
M3MEHEHMA HACTPOEK BHELWHMX MHTepderncos MY KacaHMeM COOTBETCTBYIOLLErO 3HAYKA
cnesa OT BbIOpaHHOM NOANTUKM NMDO KacaHMeM NOAA, B KOTOPOM Pacno/ioXKeHa BbibpaHHan
NONUTHKKA.

NMPUMEYAHUE. 3Hadok & YKa3blBaeT Ha TO, 4YTO MOAMTMKA pPa3bOKMpPOBaHa

(nocTynHa), 3Ha4oK () YKa3blBaeT Ha TO, YTO NOSIUTMKA 3ab610KMPOBaHa (Hea0CTynHa).

B cnyyae ecnm Kakaa-nmbo M3 NOAMTUK 3abNOKMPOBaHA aAMUHUCTPATOPOM, MpU
NonNbITKE JA0CTyNa K COOTBETCTBYIOLLEN QYHKUMM WAM  KOMMOHEHTY, oTobpasunTca
yBegomneHne (PucyHok 126).

| MonuTtukn 6esonacHocTH | Bluetooth
{0CTH
OTK/I04EHO NP NOMOLLM
Aurora Device Manager
Q Mouck
Bluetooth
[% Bluetooth
)
m USB-Touka gocTtyna
N
(x) Asuapexum g.
(@)
m Bpaysep
)
(x) lonocosbie BbI30BbI
N
m [o6aBneHne akkayHTOB
[5 Kamepa
[5 MwukpodoH
PucyHok 125 PucyHok 126

HavmeHoBaHMe M onuMcaHMe ynpaBAAemMblX NOAUMTUK Be30MacHOCTM NpuBeaeHO B
Tabaunue (Tabnamua 13).

BHUMAHME! CocTosiHne noAnTUKKM NO YMONYAHUIO OTINYAETCA B 3aBUCMMOCTU OT
Bepcum OC Aspopa.
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Tabnunua 13
Ne HasBaHue NnoanTUKK OnucaHue NONUTUKMK ATpubyT 6e3onacHocTH flonuka n(5) yﬂpaBHEHl/lvﬂ
YMOJIHAHUIO NOJINTUKOM
1 Bluetooth Mcnonb3oBaHue nHTepdeinca Bluetooth® | BluetoothToggleEnabled 3abnoKkMpoBaHa GUI
2 USB-Touka aoctyna Mcnonb3osaHne MY B kayectBe USB- UsbConnectionSharingEnabled PasbnokunposaHa |GUI
Moaema
3 ABMAPEKMM Mcnonb3oBaHMe aBUaApPEKMMA FlightModeToggleEnabled Pa3bnokmposaHa |GUI
4 Bpay3ep PaboTta nonb3oBaTens ¢ bpaysepom BrowserEnabled Pa3bnokmpoBaHa |GUI
5 FoNoCoBble BbI30OBbI PaboTa c ronocoBbiMM BbI30BaMM VoiceCallEnabled PasbnokumposaHa |GUI
6 [JobaBneHune akkayHToB |[lobaBneHne AaHHbIX y4eTHbIX 3anmceint | AccountCreationEnabled Pa3bnokmpoBaHa |GUI
7 Kamepa Mcnonb3oBaHMe Kamepbl CameraEnabled Pa3bnokmpoBaHa |GUI
8 MukpodoH Mcnonb3oBaHne mmMkpodoHa MicrophoneEnabled PasbnokunposaHa |GUI
9 MoHTunposaHune USB- MoHTrpoBaHue USB-HakonuTenemn USBMountEnabled PasbnokumposaHa |GUI
HakonuTenemn
10 |MOHTUpOBaHMeE KapT MOHTMpPOBaHME KAapT NAMATH SDMountEnabled Pa3bnokmpoBaHa |GUI
namsTu
11 |HacTtpoiku SIM-kapT YnpasneHune SIM-KapTamu SimSlotsSettingsEnabled Pa3bnokmposaHa |GUI
12 |Hactpoikun WLAN Mcnonb3osaHue cetn WLAN WlanToggleEnabled PasbnokunposaHa |GUI
13 |HacTpolku reonokaumm | Mcnonb3oBaHue cny»Kb reonokaumm LocationSettingsEnabled PasbnoknposaHa |GUI
14 |HacTpoiku rnobanbHbix | HacTponkm rnobanbHbIX CEPBMCOB GlobalServiceSettingsEnabled Pa3bnokmposaHa |GUI
cepsucos
15 |HacTtpouKa aatbl 1 3meHeHWe HacTpoek BpemeHu 1 aaTbl | DateTimeSettingsEnabled PasbnokunposaHa |GUI

> COCTOsIHME MOMUTUKM MO YMONYaHMIO 418 cCepTudMLmMpoBaHHoi Bepcum OC Aspopa.
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16 |HacTpolikn mobunbHon  |HacTponkn mobuabHOM cetu MobileNetworkSettingsEnabled |Pa3bnokunposaHa |GUI
cetu

17 |HacTponKkM npoKcu HacTpoiKka npokcu-cepsepa NetworkProxySettingsEnabled 3abnoknpoBaHa GUI

18 |O6bwmin goctyn K Mcnonb3oBaHue MY B KauecTse InternetSharingEnabled Pa3bnokmpoBaHa |GUI
NHTepHeTy H6ecnpoBOAHOM TOYKM A0CTYNa

19 |Mepepnaya danos Ha MK |Mepenaya dannos no npotokony MTP | UsbMtpEnabled 3abnoKkMpoBaHa GUI
(MTP)

20 |PepakTtupoBaHue VPN- HacTpoiika/penakTnposaHme VPN- VpnConfigurationSettingsEnabled |Pa3zbnokmposaHa |GUI
coeiNHEHNM coeanHeHWNI

21 |Cbpoc K 3aBOACKMM BbinonHeHne cbpoca OC K 3aBOACKMM DeviceResetEnabled PasbnokunposaHa |GUI
HACTPOMKam HaCTPOMKam

22 | CHMMKM 3KpaHa Co3aaHMe CHMMKOB 3KpaHa ScreenshotEnabled Pa3bnokmpoBaHa |GUI

23 | CoobuieHuns Otnpaska SMS SMSEnabled Pa3bnokmposaHa |GUI

24 |YnpasneHue NFC Mcnonb3osaHue NFC NfcToggleEnabled PasbnokunposaHa |GUI

25 |YnpasneHue coctoaHmem |YnpasneHue VPN-coegnuHeEHNAMM VpnConnectionSettingsEnabled PasbnokunposaHa |GUI
VPN-coeamHeHuMin

26 |YcTaHOBKa NpuaoxeHuin |YctaHoska MI1 ApplicationInstallationEnabled 3abnoknpoBaHa GUI
13 darnoBoro
MeHeaKepa

27 |- Mcnonb3oBaHue Android Debug Bridge |UsbAdbEnabled Pa3bnokmpoBaHa |policy.conf

28 |- HacTpolka mobunbHbIX Touek agoctyna | MobileDataAccessPointSettingsEn | PazbnokumposaHa | policy.conf

abled
29 |- PaboTta c obHoBneHnem OC OsUpdatesEnabled PasbnokunposaHa |policy.conf
30 |- [MpUHATME peLleHnit O 3arpy3ke SideLoadingSettingsEnabled PasbnoknposaHa |policy.conf
CTOPOHHMX NaKeToB
31 |- AKTMBaLMA peMMa pa3paboTunka DeveloperModeSettingsEnabled |PasbnokmposaHa |policy.conf
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32 Mcnonb3oBaHue pexkmnma USB Mass UsbMassStorageEnabled PasbnoknposaHa |policy.conf
Storage
33 PaboTa co CTaTUCTUKOM MHTEPHET- NetworkDataCounterSettingsEnab|Pa3bnokuposaHa |policy.conf
OAHHbIX led
34 PaboTa co CTaTUCTMKOM 3BOHKOB CallStatisticsSettingsEnabled Pa3bnokmpoBaHa |policy.conf
35 I3meHeHWe TMna TeXHONOT M CellularTechnologySettingsEnable | PasbnokuposaHa |policy.conf
MOOUNBbHOM Nepeaayn AaHHbIX d
36 Pexxnm paspaboTyumka UsbDeveloperModeEnabled PasbnokunposaHa |policy.conf
37 Pexxnm ceTeBoro agantepa UsbHostEnabled PasbnokunposaHa |policy.conf
38 PeXkum oTnaaku UsbDiagnosticModeEnabled Pa3bnokmpoBaHa |policy.conf
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4.4. OrpaHM4eHUe NporpaMmMHOM cpeab!

B OCABpopa oOrpaHuMyeHMAa MNpPOrpammHOM  cpedbl  MOryT  33aZaBaTbCA
AAMUHNCTPATOPOM C MOMOLLHO:

— ynpaBaeHuna cny>kbamm nocpeacTBOM systemd, NOAPOOHOE ONMCaHNE KOTOPOro
npueseaeHo B NpunoxeHuu (MpunoxkeHue );

— U3MEHEeHUA JIMMUTOB, OMWCaHMe KOTOPbIX MPUBELEHO B MPUIOKEHUN
(MpunnoxeHune ).

B OC Aspopa npwu yctaHoBke 10 BbINOAHAKTCA C/ieaytolie NPOBEPKM:

— cofepaHna RPM-naketa Ha npeameT WCMONHAEMbIX CLLeHapueB B pasjene
postinstall,

— YCTaHOBKM nNporpamm 6e3 npumeHeHns BUTOB suid-bit M sgid-bit.

4.4.1. MexaHu3sm nognucn RPM-nakeTtos

BHUMAHUE! B cnyyae, ecnm Ha MY, QYHKUMOHMPYIOWEM MNOA YNpPaBAeHUEM
OC Aspopa, BcTtpoeHo MIT «ABPOWA Mnatdopma» ana 3anycka Android-okpyreHua B
M30/IMPOBAHHOM KOHTEMHepe, TO N0/1b30BaTe/lb MOXKET YCTaHOBUTb B Android-KoHTelHep
Android-npunoxeHune 13 ntoboro MCToYHKMKa. Mpn aToM mexaHn3am nposepkn IMA nognmcu
byneT oTkAtoYeH Ana Android-npunoXKeHum BHYTPU KOHTeNnHepa.

4.4.1.1. Noanucb 1 nposepka noanmncn RPM-nakeTa

B OC ABpopa ncnonbsyetca mexaHnsam noanucr RPM-naketos 1 ero coaepmnmoro,
Npu 3TOM:

— 1A NAKeTOB OTK/AKYEHbI U He ncnonb3ytotca GPG-noanumcu;

— noanucb pa3paboTymka noanuncbiBaeT RPM-naKkeT LenmnKkom;

— NOAMNUCb UCTOYHMKA NoAnucbiBaeT 061acTb NOANUCK pa3paboTUmMKa.

Kaxkabin RPM-nakeT MmeeT Ha3BaHWe, COCTOALLLEE M3 CAeAYIOLLMX YacTen:

— Ha3BaHMe NPOrpaMmbl;

— BepCuUA Nporpammel;

— apXUTeKTypa, noa koTopyto cobpaH RPM-nakeT (armv7hl, i386, ppc 1 T. 4.).

CobpaHHbIn RPM-nakeT 06bl4HO MMeET cneayowmin popmaT Ha3BaHUSA:

<HasBaHUe>—-<BepcUua>-<pelin3>.<apxXUTeKTypa>.rpm

Hanpumep:

nano-0.98-2.1386.rpm

RPM-nakeT MOXKeT coaepaTb TONIbKO MCXOAHbIe KOAbl, NPy 3TOM MHOopMaLMa 06
APXUTEKTYPE OTCYTCTBYET M 3aMEHALTCA Ha src.
Hanpumep:

libgnomeuimm2.0-2.0.0-3.src.rpm
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BnbnmnoTekn pacnpoCTpaHATCA B ABYX OTAE/bHbIX MAKeTax: NepBbl COAEPHKMUT
cobpaHHbI Ko, BTOPOM (0ObIYHO K HeMY A00aBAAT —devel) COAEPKMUT 3ar0N0OBOYHbIE
dannbl, a TakKe dannbl, Tpebyemble Ana pa3paboTKu.

Heobxoammo, 4Tobbl BepcuMM ABYX MaKeTOB COBMAAanW, B MPOTMBHOM C/yyae
6MbanoTekn moryT paboTtaTb HEKOPPEeKTHO. [laKeTbl C paclMpeHMeM noarch.rpm He
3aBMCAT OT KOHKPETHOM apxmuTeKTypbl MY 1 0OblMHO coaeprKaT rpaduKky, apXMTEKTYPHO
He3aBMCKMMble CKPUNTbI, @ TaKXKe TEKCTbI, MCNO/Ib3yeEMblE APYTMMM MPOTrPaMMaMM.

RPM-nakeT obecneymBsaer:

— NerkocCTb yaaneHus n obHosneHns MO;

— nonynapHocTb — YacTo O cobupaeTca nmeHHo B RPM, HeobxoammocTb cOopKM
NPOrpammbl M3 MCXOAHbIX KOAOB OTCYTCTBYET;

— HEeWHTEePaKTUBHYID YCTAHOBKY — MNPOLECC YCTaHOBKM/0OHOBNEHMA/yAaNEHUS
JIErKO aBTOMATU3MPYETCA;

— MPOBEPKY LLeNIOCTHOCTM MNAKETOB C MOMOLLK KOHTPO/IbHbIX CYMM M MNOANUCEN;

— DeltaRPM — aHajnor Habopa W3MeEHeHMn, NOo3BONAKWMA  OOHOBUTb
yctaHoBneHHoe 10 ¢ MMHMManbHOM 3aTpaTon TpaduKa;

— BO3MOHOCTb aKKyMyALMKM ONnbiTa COOPLIMKOB B spec-panne;

— OTHOCUTENbHYIO KOMMAKTHOCTb Spec-GaiaoB 3a CHET MCMOb30BAHMA MAKPOCOB.

Cneumdunra pabotbl RPM-naketoB B coctaBe OCABpopa cBfA3aHa C
nepepaboTaHHbIM mexaHu3mom KL (noapasaen 4.9).

NMPUMEYAHMUE. B coctaBe OC ABpopa A0oNyCKaeTCs YCTaHOBKA TO/IbKO NOAMMCAHHbIX
RPM-nakeToB.

MNoanncb RPM-nakeTa nposBepAeTcA B MOMEHT ero ycTaHoBKM. [oanmncm RPM-nakeTa
dopmmpytoTcs ¢ nomolbto anroputma MOCT P 34.10-2012.

MoAnucb XpaHUTCA B CTaHAApTHOM Ana 6ubnmnotekm OpenSSL dopmate CMS u
COAEPKMUT cneayrouime AaHHble:

— Xel COAEePXMMOro NakeTa UM NoANUCKU NpeablayLiero YPOBHA C NPUMEHEHMEM
OYHKLUMU XELWMPOBAHNA U ANUHOM XelW-Koaa 256 6ut no TOCT P 34.11-2012;

— [aTy NOANMCAHMA NaKeTa;

— MOAMWCb  YKa3aHHbIX  Bbllle  MNOAeM C  NPUMEHEHMEM  ANATOPUTMA
FOCT P 34.10-2012 v dyHKUMK xewmpoBaHma FOCT P 34.11-2012, anuHa Bbixoaa 256 6uT;

— cepTnodmKaT cybbeKkTa NnoanmncK nakeTa.

MPUMEYAHUE. na npoBepKM noanmcK B npoLecce ycTaHOBKM RPM-nakeTa nmeet
3HaYyeHMe CTPYKTYPa 1 cocTaB cepTudmKaTa Katoda nposepkm M. CepTudUKaT AoNKeEH ObITb
BblAaH KNMEHTY (CyObeKTy) npeanpuaTnem-pa3padboTymKom.

Mpougecc nonyyYeHns cybbekTom cepTudmKaTa COCTOUT M3 CAeayoLLIMX 3TAanoB:

— reHepauma K4YeBon Napbl, 3aWLMLLEHHOM NAPOIEM.

NPUMEYAHME. MoapobHoe onucaHue npueeaeHo Ha Beb-camTe:
https://developer.auroraos.ru/doc/software_development/guides/package_signing#certifi
cate_issuance;
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— CO3[4aHMe 3anpoca Ha cepTMdUKAT C yKasaHWem B 00OA3aTeNbHOM nopAaKe
HaMMEHOBAHMA KAMEHTa UM NAPTHepPa;

— OTNpaBKa 3anpoca Ha noayyeHue ceptuduKkata NpeanpuaTnio-paspaboTumKky u
nosyvyeHune cepTudmKaTta C NPUCBOEHHOM METKOM rpynnbl 6e30NacHOCTY;

— noanucaHne RPM-nakeTa, Nony4yeHHOro cepTndurkaTa M 3alMLLEHHOrO KAt4a
noAnucu.

MeTKa rpynnbl 6€30MaCcHOCTU ABAAETCA CTPOKOM M MOXET OblTb MPOM3BOJIbHOM,
OAlHAaKo npeanpuAaTne-paspaboTumk OC ABpopa Npu Bblaave cepTUdPMKaTa MCNONb3yeT
onpeaeneHHbln Habop meToK. OH6paboTKa NOANMCAHHOIO NakeTa 3aBUCUT OT MPUCBOEHHOM
cepTUPUKaTy METKM rpynnbl 6e3onacHoCTU.

[ns yctaHoBKKW cTopoHHero MO Ha MY, dyHKUMOHMpPYOLLee NoAa ynpaBAeHWEM
OC ABpopa, RPM-nakeT ponxeH MMeTb NoAnucb pa3paboTymKa, KOoTopaa ABAseTCA
06A3aTeNbHON M NO3BONAET NAEHTUOULMPOBATL aBTOPA NAKETa, a TaKKE UCNONb3yeTcA ANA
NoANNCK NaKkeTa U UCNONHAEMbIX GaNI0B BHYTPU HErO.

MPUMEYAHME. be3 noanucu pa3paboTymka HEBO3MOXKHO YCTaHOBUTL MIT Ha MY.

Ons noanucn MIT TpebytoTca KAoYeBass NOANMCAHHAA napa W cepTuduKkat
(Tabnuua 14).

Tabnuua 14
Nmsa ¢anna Nma danna 3anpoca| Wma danna
HasHauyeHune ANroputm | 3aKpbITOro Kntoda| Ha ceptudumKat no | ceptudukara no
No YMONYaHUIO YMO/IMaHUIO YMONYaHUIO
Moanuch FOCT P 34.10- | packages- packages-csr.pem |Packages-
RPM-naketoB | 2012 (256 61T)| key.pem cert.pem

MPUMEYAHUE. TeHepauuio KAOYEBbLIX Nap W 3anpocbl Ha cepTUdUKaTbI
HeobxoaAMMO 3amnyckaTb BHYTPU build-engine, noAapobHOE OMNMCaHME O KOTOPOM
npuseaeHo Ha Beb-canTe: https://developer.auroraos.ru/doc/
software_development/guides/package_signingttkeyAndCertGegFromIDE.

MprMmep KOMaHApb! ANA reHepaummn KAYeBbIX Map MU 3aNpoCcoB Ha cepTMdUKaTbI:

customer—-gen-csrs \ —--common-name "developer company name" \ --
binaries-key binaries-key.pem \ --packages-key packages-key.pem

B npouecce BbINOAHEHWA KOMaHAbl ByayT 3anpolweHbl Napoan Ana WwmdpoBaHMa
dalNoB C 3aKPbITbIMM KAO4amu M B paboyeilt manku cKkpunta byayT cosdaHbl dansbl
3aMNpoCoB binaries-csr.pem W packages-csr.pem.

dannsl 3anpocos (He bannbl Knto4en) HeobxoAMMo nepenatb
npeaAnpUATUIO-Pa3paboTUMKy M NOAYYUTb B3aMeH NoANMCaHHble Galiibl cepTUPUKATOB.

MPUMEYAHMUE. Mpu npoBeaeHUU UHANBHOrO TECTUPOBAHMA CO34aHHbIX MI]
notpebyeTca cepTUdMKAT CTOPOHHEN opraHmM3aumm Ha nognucb RPM-nakeTa.

113




— 1 OTOKPbITAﬂ
PYKOBOACTBO aAMMUHNCTPATOPA l Hni%‘gé’#ﬁﬂ

CepTUdMKAT CTOPOHHEN OpraHM3aLUnmM HeoHBXOANMMO AONONHUTENBHO 3aNPOCUTL Y
npeanpuaTna-paspaboTumka. Co3naBaTb AOMNOAHUTENbHbIE KAKOYM M 3aMNpPOCbl  Ha
cepTUPUMKaT He TpebyeTca. B ganbHeWweM MMeHEM N0 YMOAYaHUIO Ana daina cepTudmnKaTta
CTOpOHHeP'I OopraHn3saunn 6yp,eT CYNTATbCA packages—-client-cert.pem.

Bemay OTCYTCTBMA MEXaHM3MOB [A1A M3MEHEHWA MNPUWBA3KM B Aa/ibHeNLWen
3KcnayaTaumm HeobXoaAMMO BbIMOAHMUTbL OAHO M3 CAeAYOLWNX AENCTBUIA:

— NOBTOPHO ycTaHoBUTb OC ABpopa Ha MY;

— ocyuecTsuTb cbpoc HacTpoe MY.

NMPUMEYAHUE. Ona nposepkn noanucu RPM-naketa m noanucm damnos IMA
MCNONb3YeTCA eAWHbIn cepTuduKaT, T.e. ANS NOAMMCKM NaKeTa U ero COAEPKUMOro
MCMNONb3YyeTCA O4HA NOAMUCH.

MexaHun3m be3zonacHocTi IMA obecneymBaeT OTCYTCTBME BO3MOMKHOCTM 3aMyCcKa Ha
MY ana HenoAnuCcaHHbIX UcnoaHAeMbix ¢danoB RPM-nakeTa, a Takke Ana UCNONHAEMbIX
dannoB RPM-nakeTa, noanmMcaHHOro HeBepHOM noanucbid AnMbo noanucblo, KOoTopasd
BEPHA, HO OT/INYAETCA OT TEKYLLLErO KOPHEBOrO cCepTUPMKATA.

BHUMAHMUE! Moaanepkmnsatotca anroputmbl ana: IMA SHA256, RSA2048 wu
FOCT 34.10 2012.

NMPUMEYAHMUE. Mpn 0T3biIBE CKOMMPOMETUPOBAHHbIX KAOYEN MPOMCXOAMUT OT3bIB
KAto4a, a He cepTUdMKaTa.

B uenAx pasaeneHua 30HbI M NoadeprKaHuAa rnybuHbl MHTerpaumm CTOPOHHMX
RPM-nakeToB MMetoTCAa AOMNONHUTENbHbIE NoArpynnbl Ans noanuceit: Regular, Extended,
MDM, Antivirus, KoTopble pas3nn4yatoTca Habopom npaBua U paspelleHnt no
PAacNoNOXeHUto K1  B3ammopgenctemtio dannos B OC, a TakKe MCNOAb30BaHMEM
B3aMMOCBA3aHHbIX KOMMOHEHTOB.

MPUMEYAHME. [ina KOppeKTHOM yCTaHOBKM M paboTbl Ha MY, GYHKLMOHMPYHOLLEM
noa ynpasneHnem OC ABpopa, RPM-nakeT [AonXeH COOTBETCTBOBATb TpeboBaHUAM,
YKa3aHHbIM Ha Beb-canTe: https://developer.auroraos.ru/doc/
software_development/guidelines/rpm_requirements. OaHaKo 418 yNpoLeHMsa npouecca
y pa3paboTymKka ecTb BO3MOMKHOCTb OTKAtOYEHWMA Banndaumm RPM-nakeToB, npu 3Tom
OCHOBHblE KPUTUYECKNE /1A CUCTEMbI MPOBEPKM OCTAHYTCA AKTUBHbBIMMU.

[na rpynnbl be3onacHocTM TpebyeTcs cheaytollee:

— obA3aTenbHaA NoAnMUch pa3paboTynKka, MeTka — developer;

— ONUMOHANbHAA MOAMUCb WCTOYHWMKA, MeTKa — client. VIcnonb3yetca ANA
peann3aummn AoBEePeHHbIX UCTOYHMKOB (nn. 4.4.1.3).

MoAnMCK HaKkNaablBaOTCA CaeayowmMm obpasom:

1) Pa3paboTumk noanuceiBaeT RPM-nakeT, KOTOPbIN OH NPOU3BEN;

2) RPM-nakeT onumnoHaAbHO NOANUCLIBAETCA MOAMMUCHIO MCTOYHMKA (MapkeTom M
NN KNNEHTOM).

Mpn 3TOM pa3paboTymMk NoanmncbiBaeT HenocpeAcTBeHHO RPM-maKeT, a KaxKapli
nocneayoLmin cybbekT NoanmcbiBaeT NpeablayLlyto NoAnmch (T.e. MCTOYHMK NOANUCHIBAET
noAnucb paspaboTymKa), TakMm 0bpa3om opraHnM3oBaHa Mepapxmns NoANUCeN, B KOTOPOM
Ha KaXk40M M3 3TanoB NPOBEPKM MOXKHO BbIABUTb PACXOXKAEHNA.

114



— 1 OTOKPbITAﬂ
PYKOBOACTBO aAMMUHNCTPATOPA l Hni%‘gé’#ﬁﬂ

KopHeBoi cepTudmKat npeanpuatua-paspaboTumKa: 415 YCTaHOBKM AOBEPUA MEXAY
cepTUPUKaTaMmM 1 CUCTEMOM NpeanaraeTca Mepapxmyeckas CBA3b MeXay cepTudmrKaTamu,
KOTOpble MCMONb3ytoTCA ANA noanuck naketos. Mpeanpustne-paspabotynk OC ABpopa
NOCPEACTBOM YTUAUTbI tk26sig reHEepUpPYeT CeEPTUPUKAT, KOTOPbIM CHUTAETCA KOPHEBDIM.
[anee npeanpuAatTMe-paspaboTynK, MCNONb3YA AaHHbIA CepTUPUMKAT, BblaaeT cepTUdunKaThbl
CBOMM K/IMEHTAM Ha OCHOBE MX 3aMPOCa 3TO MOTYT ObITb KAtOUYM Pa3paboTymKa 1 MCTOYHMKA.

Takmm o06pa3om, Bcerda BO3MOXKHO MNPOCAeAMTb CBA3b MeXAy LLenoyKom
CEPTUPMKATOB: €CAM BbIAAHHLIA KAMEHTAM CepTUPMKAT He BblAaH NpeanpUATUEM-
Pa3paboTyMKOM, OH CcuYMTaeTcA HeaenCTBMTE/NIbHbIM, COOTBETCTBEHHO, BCE MOMbITKM
yCTaHOBUTb RPM-nakeTbl, NoAnMcaHHble cepTUPMKATAMM, BblAaHHBIMW HE NPeanpUATUEM-
paspaboTynkom, byayT HeyaauHbIMMN.

MyTb 4O KOpHeBOro ceptudukaTa npegonpeneneH Ha MNPOrpamMHOM YPOBHE:
/etc/rpm/rootcacert—omp.pem.

CepTuduKaT npeanpuaTua-paspaboTymKka: cpeam Bcex cepTMdMKaToB AAa rpynnb
developer Hanbonee BaYKHbIM ABnAeTCA cepTnduKar, BblJAHHbIN
npeanpuaTnio-pa3paboTumky ans  pas3pabotkm OC ABpopa. TakuMmu cepTudmKaTamm
NOAMNMCbIBAOTCA BCE MPOAYKTbl  NpeanpuATUA-pa3paboTinmka M BCE  CUCTEMHbIE
RPM-nakeTsbl.

MakeT, NOAMMUCAHHbIN AaHHbIM CepTUPUKATOM, He noABepraeTcs npoueccy
Ba/Maaumm (T.K. TakMe nakeTbl BCerga CcuyMTaloTCcA JA0oBepeHHbIMM). [na  oTanums
cepTMOUKaTOB NAEHTUUKATOP NYDANYHOIO KAtoYa AaHHOTO cepTUPMKATA YCTaHABAMBAETCA
B ®C no Nyt /etc/rpm/system-developer-keyid U NPU YCTAaHOBKE KaXKAOro naketa
NpoucxoaMT npoBepKa NybAnMYHOro Kawo4da ceptuduKkatTa npeanpuaTua-paspaboTymKa,
KOTOPbIM MNOANMCAH NAKeT C K/0YOM, pacnonoKeHHbiMm B OC.

BHYTpeHHAA CTpyKTypa nognucen: noanucu ¢anna IMA umHTerpmpyrotca B 610K
noAnucK npeanpuaTna-paspadboTymKka, noanmcb IMA nepeHocMTCA M3 3aro/s0BKa NakeTa.
TonbKo nepsasA Noanuch (He Becb Gaiin) 3aBepAeTCs BTOPOM NOAMUCH!IO.

O6wmin popmat noanmncaHHoro RPM-nakeTa npmseaeH Ha pucyHke (PucyHok 127).
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PucyHok 127

Bannpauna RPM-nakeTtos: RPM-nakeTbl BaAMAMPYIOTCA CUEHapMeM, Haxo4AWMMCA
B NpoekTe rpm-validator. Mpouecc BannaaumMm Ha COOTBETCTBME MPOXOoAAT He Bce RPM-
NaKeTbl, @ TONbKO He YyAOBAETBOPAOLIME YCAOBMAM 6HE30MacHOCTM, YKa3aHHbIM Ha
Beb-calTe: https://developer.auroraos.ru/doc/software_development/guidelines/
rpm_requirements.

RPM-nakeTbl, NOANMCaHHbIE KAOYOM MNpeanpuAaTMA-pa3paboTymKa, He npoxoaAt
npouecc BanvaaLumnm.

[Mpw ycTaHOBKe Yepe3 1librpm RPM-naKkeT npoxoanT chneayrolme ctagmm:

— BHYTPEHHME NPOBEPKY;

— Ba/naaumna nnarMHOM rpm-plugin-validation.

MnarmH rpm-plugin-validation, BbI3BaHHbIA nepepn, ycTaHoBKoM RPM-nakeTa,
nocneaoBaTeIbHO BbIMOAHAET CAeaytoLlLme AeUCTBUA:

— MpoBepKa noanucein n ceptudmnrkatos RPM-nakera;

— ecnn RPM-naket ABndetcs obHOBNEHMEM, TO MpPOBepsAeTcA, YTo cepTudmKaT
pa3paboTunmka He wu3MeHunca (T.e. He WU3MeHMAca an  pas3paboTyunk). M3meHeHue
cepTudmKaTa NnpeanpuaTMa-pa3padboTymKa CYMTAEeTCA OLLMDOKOM YCTAaHOBKN;

— ecnn RPM-nakeT noanucaH He npeanpuatMem-pa3paboTynMKkom, BbINOAHAETCA
Ba/MAaumA nakeTa. HeycneuwHasa Baamaauma cyMTaeTca oWMOKOM yCTaHOBKY;

— BCTaBKa cepTudukata B cuctemubin IMA keyring. HeycnewHbin npougecc
CYMUTAETCA OWMOKOM YCTAHOBKM;
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— BCTaBKa MWHPopmaumm o noanmcax u ceptudmkatax RPM-naketa B B[]
rpmsign-external. HeycnewHbln NPOLECC CYMTAETCA OLLIMOKOM YCTAHOBKM.

Mo 3aBepuweHnn 0bpaboTkm RPM-naKkeTa Kaxaoe AencTBue co3aaeT cooblieHne
ayamTa B sdjd (cuctema ayauTa npeanpuaTtua-paspaboTymka (cm. nogpasgen 4.1) o6
ycnexe unu Heycnexe npu ycTaHoBKe UKW yaaneHnn RPM-nakeTa.

Mpwn ycTtaHoBKe Ntoboro RPM-nakeTa HeobxoAMMO y4YMTbIBaTb CAeaytoLlee, 4To
Kaxkaplh RPM-nakeT Ao/KEH MMETb Kak MUHMMYM NoAnNuchb Npeanpuatmna-paspaboTymKka
nakeTa.

[Ona nposepkn noanncn RPM-nakeTa Heo6x0AMMO BbIMONHUTbL KOMAHAY:

rpmsign-external verify --root-cert ca.pem someapplication.rpm

[1nAa npocMoTpa Ba*KHbIX aTPMOYTOB NoANnCKH (MmeHM cybbeKTa, meTku 1 ID Katoya)
HeobXoAMMO BbIMOMHUTb KOMaHAY:

rpmsign-external dump someapplication.rpm

4.4.1.2. MNoannce MIT

Ona noanncmn MIN He0bXoANMMO BbIMOAHUTL KOMaHAY:

rpmsign-external sign --key packages-key.pem --cert packages-cert.pem
sampleapp.rpm

roe:

— sampleapp.rpm — NaKeT, coaepxawmn Mo;

— packages-key.pem — 3aKPbITbIA KAOY NOAMNMCKU NAKETOB;

— packages-cert.pem— CEPTUPUKAT NOANUCK MNAKETOB.

BHUMAHMWE! B npouecce nognucu byayT 3anpoLleHbl NapoabHble ppasbl OT Gpaiaios
C 3aKpbITbIMK KNtodamm ana noanncu RPM-nakeTos.

Ona n3onaumm MM MCNONb3YOTCA NECOYHMULbI, ONMUCaHNE KOTOPbIX NpMBeAeHO B
noapasgene 4.5.

4.4.1.3. Micnonb3oBaHMe A0BEPEHHbIX MCTOYHUKOB

B OC ABpopa MCNonb3yeTca MexaHW3m ynpaBieHMA 4OBEPEHHbIMW UCTOYHUKAMMU,
KOTOPbIA NpeaoCcTaBAAeT BO3SMOMXHOCTb yCTaHaBAMBaTb MM, noanncaHHble pasnnvyHbIMK
MCTOYHWKAMM, 406aBNEHHBIMW aAMUHUCTPATOPOM B CMIMCOK AOBEPEHHbIX.

MoAnnCb UCTOYHMKA MOXKET BbITb A0DaBAEHA C MOMOLLBHO:

— opuUManbHbIX MarasmHos MI;

— aAMUHUCTPaTopoB Kak OC ABpopa, Tak u [0, KOTOpble MOrYT BbINOAHUTb
cneayroume 4encTBuma:

® Bbi6paTb 4OBEPEHHbIE MCTOYHUKM;
® 3anpeTnTb ycTaHoBKY MI1 6e3 noagnmMcK UCTOYHMKA.
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4.4.1.3.1. HacTpoWnKa yCTaHOBKM HenoanmcaHHoro Mrl

[ns pa3pelweHna ycTaHOBKM HenoanucaHHoro MI HeobxoAMMO BbINOJHAUTb
cneayrouime AencTBuA:

— OTKPbITb MEHK CUCTEMHbIX HACTPOEK KacaHMem 3HauKa @ Ha DKpaHe
NPUNOXKEHWUM (CM. );

— KOCHYTbCA MYHKTA MEHI0 «VICTOYHMKM MNPUIOKEHNI» & B noapasgene
«besonacHoOCTb;

— Ha OTKpPbIBWIENCA CTPaHWLE aKTMBMPOBATb MepekatovaTens «PaspewmnTb
YCTaHOBKY NPUIOXKEHUIM Be3 noanncK cTodHMKa» (PucyHok 128);

— NOATBEPAUTb AENCTBME BBOAOM TEKYLLErO Napons (cm. PucyHok 4).

NPUMEYAHUA:

v Mpu OeaktMBauumn nepexaodatens «Paspelwnts YCTaHOBKY MPUAOXKeHuin 6es
NOAMUCK MCTOYHMKa» OyayT yaaneHbl ycTaHoBAeHHble MIT 6e3 noanucu WCTOYHMKA
(PucyHok 129);

v MoapobHoe onucaHue ycTaHOBKM HenoAnuncaHHbix MI npuseaeHo 8 nn. 2.3.2.3.

| MCTOYHMKIM NpUNoXeHUA | OTMeHUTb MopTeepanTb
%  Pa3pelunTb yCTaHOBKY YnanuTtb yCTaHOBNEHHbIE
NPUIOXKeHUn 6es noanucu NPWUNOXeHUs 693 noanucu
:cTowHMKa 5 ) . UCTOYHUKA?
KNlo4YeHne 0aHHOM HaCTPOUKU NpueeaeT K
5°3M°XH°CI“ YCTaHOBKW HelOBEPeHHbIX B cny4ae noaTeepXxaeHus naHHoro neﬁcmm
NpURoXeHu 6yayT yaaneHsl cneayiome NpuioxXeHus:
J[loBepeHHbIe UCTOYHUKM @ PenakTop 3o6paxeHuii
WebWildberries
o | Colordots
CodeReader
| ClubCode
@ CarBudget
0SM Scout
A Anbda OHnaiH
PucyHok 128 PucyHok 129
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4.4.1.3.2. [lpoCMOTP CNNCKa JOBEPEHHbLIX NCTOYHNKOB

MPUMEYAHMUE. MoapobHoe onucaHmne nobaBneHUs

MCTOYHMKA B CMUCOK [A0BEPEeHHbIX MNpPUBEAEHO B
e = — nn. 2.3.2.2.
N [ns npocMoTpa CnMcKa A0BEePEeHHbIX UCTOYHUKOB
HEeobX0AMMO KOCHYTbCA NoAA «JoBepeHHble MCTOYHUKM»
(cm. PucyHok 128), B pe3ynbTaTe 4Yero oTobpasuTca
CTPaHML@ CO CMUCKOM  [IOBEPEHHbIX MUCTOYHUKOB
(PrcyHok 130).

I [loBepeHHble NCTOYHUKU

dev.rustore.ru

PucyHok 130

4.4.1.3.3. YnaneHue UCTOYHMKA U3 CMUCKA AOBEPEeHHbIX

[Ons ynoaneHns WCTOYHWMKA W3 CMUCKa [AO0BEPEHHbIX HEOOXOAMMO BbIMOAHUTL
cneayolme AencTBmA:

— Ha cTpaHuue «JloBepeHHble  WUCTOYHWMKM»  (cm. PucyHoK 130)  OTKpbITb
KOHTEKCTHOE MEHI0 HEODXOAMMOrO MCTOYHMKA;

— KOCHYTbCA NyHKTa «Yaanutb» (PucyHok 131);

— Ha OTKPpbIBWENCA CTpaHWUUEe KOCHYyTbCcA KHOMKWM  «[loaTBepAMTb»  ANA
noATBEPXAeHUs onepaumm 1Mb60 KHOMNKKM « OTMEHUTLY» AN OTMEHbI (PucyHOK 132).

BHUMAHWE! TMpwn yoaneHnUn MUCTOYHMKA M3 CNMCKA [0BEPEHHbIX OyayT TakxKe
yaaneHbl MI, noanucaHHble AaHHbIM UCTOYHUKOM (PucyHoK 132).
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| [loBepeHHbIe UCTOYHUKMU OTMeHUTb MopTeepauTb |
MOATBEPXAEHHbIE UCTOYHMKY YCTAHOBKM YOanutb UICTOYHUK dev.rustore.ru u3
DIRVHOXCHNA crnucka JoBEepeHHbIX?
dev.rustore.ru Vu.aneHme UCTOYHMKa NpuBeaeT K yaaneHuo
BCex annoerMﬁ, noanUCaHHbIX AaHHbIM
MUCTOYHUKOM:
Ynanutb
m RuStore
PucyHok 131 PucyHok 132

4.4.1.4. Nposepka noanncKn BUHAPHbIX Gannos

B noanucn RPM-nakeTa xpaHUTCca cekuma ¢ noanucamu IMA ana kaxkaoro ¢panna,
cofleprKalllerocs B nakete. Bo Bpemsa yCTaHOBKM COAEPKMMOro naketa Ha Kaxabli dain
YCTaHaB/NMBAETCA  pacCWIMpPEeHHbIn  aTpubyT  security.ima, Kyda MNOMeLlaeTcs
COOTBETCTBYIOLWLAA AaHHOMY danny noanucs IMA.

Mpu 3anycke bBuHapHoro ¢parna nponcxoanT obasaTenbHas nposepka nognmcu IMA
c nomoulbto noacuctembl OC Linux IMA/EVM 1 cepTudukata, nepemelleHHOro B
IMA keyring npu yctaHoBke RPM-nakeTa. B cnyyae HeycnelwHoM NpoBepKn BUHapPHbLIN dain
He ByaeT 3anylLueH.

[na nposepKkn noanncn bBUHapHbIX GanaoB HEOOXOANMMO BbIMOAHUTL KOMaHAY:

rpm -q --gqf ' [${FILENAMES}\n${FILESIGNATURES}\n]' package.rpm | grep
-Al /usr/bin/ | tail -n 1 | cut -c 7-14

roe package.rpm — uMaA Gaina NoANMCAHHOMO NakeTa.

Pe3ynbTaToM paboTbl nporpammbl byaet 4 6alita, Hanpumep: de39e183.

Takasd »ke nocnenoBaTeIbHOCTb UMbP A0MKHA NPUCYTCTBOBATL B BbIBOAE KOMaHAbI
cat/proc/keys, ecnm ceptudumkaT noanncn BuHapHbix dannos bbin AobaBaeH B Namnky
/etc/keys/ima.

MPUMEYAHME. Mpu nposepke noanuncu MI moxeT noTpeboBaTbCcs nepesarpyska
MY.
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4.4.2. PaboTta ¢ cepTnudMKaTamm
4.4.2.1. lobaBneHne KOPHEBOro cepTUPMKaTa YA0CTOBEPSAIOLLErO LEeHTpa

KopHeBol cepTndmKaT yaoctosepsatolLero ueHTpa (YU) npeactasnaet cobon dpainn,
coaepaluni WndpoBaHHYO cepBUCHYO MHPopmaumto o6 YL. Ha ocHoBe aaHHOro ganna
CTpOUTCA Ueno4Yka [aoBepua cepTuduKatam. [loayumB AocTyn K WKdPOBAHHOMN
MHPOPMaLMKN, KPMNTONPOBaMAep MOATBEP)KAAET MNOAAMHHOCTb AnyHOM 3. Takum
obpasom, nwbaa I, BbinyuieHHad YL, paboTaeT KOPPEKTHO TONbKO MpPW HaAMYMK
KOpHEeBOro cepTndmKaTa.

[na pobasneHns KopHeBoro ceptudmkata YU B JoBepeHHble HeobXxoaMmo
BbIMNO/IHUTb CAeaytolme AeNCTBUA:

— noakntoyntb MY K 3BM ¢ nomoulbto USB-kabens;

— BbIOpaTb pexxunm «lpoTokon nepegaym gaHHbIx (MTP)»;

— ckonupoBaTtb ¢ IBM 1 nepeHectn Ha MY ceptudumKaT YL,

— OTKpbITb MM «Terminal» 1 BbINONHUTL CleaytoLmMe KOMaHAObI:

devel-su
cp <nyTb k damnny> /etc/pki/ca-trust/source/anchors/
update-ca-trust

3arpy3uTb KopHeBon cepTudmkaT YL, Ha MY TaKkKe BO3MOMKHO C MOMOLLbIO CETH
NHTepHeT, BbinonHMB B Ml «Terminal» cneaytoume KoMaHabl:

devel-su

curl -o /etc/pki/ca-trust/source/anchors/root ca.crt "https:
//url ceprmbdmrxara/root ca.crt"

update-ca-trust

4.4.2.2. NpoBepKa cepTUPMKaTOB

[lna npoBepKM cepTUPUKATOB HEOOXOAMMO BbINONHUTL CAeaytolme AeNCTBUS:
— 3arpy3nTb KOPHEBbIE CEPTUPMKATLI C MOMOLLLIO KOMAHA,:

curl -L http://community.omprussia.ru/files/doc/rootcacert-omp.pem -0
rootcacert-omp.pem

curl -L http://community.omprussia.ru/files/doc/ima-root-ca.x509.pem -
o0 ima-root-ca.x509.pem

— NPOBEPUTbL CEPTUPMKAT NOANMUCK BUHAPHBIX PanIOB C MOMOLLbIO KOMaHAbI:

echo "test" > testfile openssl smime -sign \ -in testfile \ -
signer binaries-cert.pem \ -inkey binaries-key.pem \ -out
testfile.sig openssl smime -verify \ -in testfile.sig \ -
signer binaries-cert.pem \ -CAfile ima-root.ca.x509.pem

- ﬂpOBepMTbcepTM¢MKaTHOAHMCMFBKETOB(:ﬂOMOU&MDKOMaHAbH

echo "test" > testfile openssl smime -sign \ -in testfile \ -
signer packages-cert.pem \ -inkey packages-key.pem \ -out
testfile.sig.gost openssl smime -verify \ -in testfile.sig.gost \
-signer packages-cert.pem \ -CAfile rootcacart-omp.pem

121


https://confluence.omprussia.ru/pages/viewpage.action?pageId=60505051

— 1 OTOKPbITAﬂ
PYKOBOACTBO aAMMUHNCTPATOPA l HHE%"&?SFGQ

— NPOBEPUTDL cemechKaT CTOpOHHel\/'I opraHn3aunm C NOMOLBbKO KOMaHAbI:

echo "test" > testfile-client openssl smime -sign \ -in testfile-
client \ -signer packages-client-cert.pem \ -inkey packages-
key.pem \ -out testfile-client.sig.gost openssl smime -verify \
-in testfile-client.sig.gost \ -signer packages-client-cert.pem \

-CAfile rootcacart-omp.pem

4.5. U3onauma npoueccos

4.5.1. N3onaumAa agpecHbIX NPOCTPAHCTB

PeweHne 3agayun M30MAUMW aapecHbIX MPOCTPAHCTB MPOLECCOB OCHOBAHO Ha
apxutektype aapa OC ABpopa, KoTopoe obecneymBaeT COBCTBEHHOE M30/AMPOBAHHOE
afpecHoe NPOCTPAHCTBO ANA KaXKA0ro NpoLuecca B CUCTEME.

Mcnonb3yembit MeXaHU3M M30ASLMM OCHOBAH Ha CTPAHMYHOM MEXaHM3Me 3aLLMUTb
NaMATM, a TaKXKe MexaHM3Me TPaHCAAUMKM BUPTYaNbHOTO agpeca B GU3NYECKUN,
noAAepPKMBAEMOM MOAYNEM yNpaBaeHnsa NnamaTbto. O4HM 1 Te e BUPTyaabHble aapeca, C
KOTopbIMM paboTaeT npoueccop, NpeobpasytoTcA B pasHble ¢M3Myeckme aapeca ANA
Pa3HbIX aApPecHbIX MPOCTPAHCTB. [pM 3TOM NPOLECC HE MOMKET HEeCaHKLMOHMPOBAHHbLIM
06pa3om NoAy4YnTb AOCTYN K NPOCTPAHCTBY APYroro NpoLecca, T.K. HENPUBUAETMPOBAHHbIN
N0/1b30BaTENbCKUIM MPOLECC AMWEH BO3MOMHOCTM paboTaTb C GU3MYECKOM MNaMATbIO
HaNPAMYHO.

NMPUMEYAHUE. MexaHn3m pasaenaemon namAaTn MO3BOAAET MOJYYUTb AOCTYN K
OAHOMY M TOMY € VY4yacTKy MamATM U HaXxoAMTCA MoA KOHTPOAEM MOJIUTUKMK
NNCKPELMOHHOIO pasrpaHnUYeHns nNpas AocTyna.

AQpecHoe NPOCTPaAHCTBO AApPa 3alMLIEHO OT MO0/b30BATENbCKUX MPOLLECCOB C
MCNONb30BAaHMEM MEXaHW3Ma CTPaHMYHOM 3awmTbl. CTpaHWLbl NPOCTPaAHCTBA A4pa
ABNAOTCA NPUBMAETMPOBAHHLIMM, M AOCTYN K HUM W3 HENPUBUIETMPOBAHHOIO KOAa
BbI3bIBAET UCK/IOYEHME Mpoueccopa, KoTopbi obpabaTtbiBaetca aapom OC KOPPEKTHbIM
obpaszom.

EAMHCTBEHHBIM  CaHKLMOHMPOBAHHbIM cnocobom pgoctyna K aapy OC wm3
N0/1b30BaTE/IbCKOM MPOrpaMmbl  ABAAETCA MEXaHM3M CUCTEMHbIX BbI3OBOB, KOTOpPbIN
rapaHTMPyeT BO3MOXHOCTb BbIMOJIHEHMA MNO/Ib30BATE/NIEM TO/IbKO CaHKLUMOHMPOBAHHbIX
NEencTBUm.

[lononHUTENbHbIE  MEXaHW3Mbl  M30/1ALUMKM  NpoLEeccoB  obecneymBatoTcA
NPUMEHAEMbIMU TEXHONOTMAMM KOHTEMHEPM3ALMM HE TONbKO APYr OT Apyra, HO U OT
BHELUHWX PECYPCOB, a TaKKe BHELIHNX PeCcypcoB OT NPOLLeCCOB.

[MporpaMmHble CpeacTBa pa3pellaroT Npoueccy Avlb OnpeaeneHHbI nepedyeHb
LEeNCTBUI, BbIMONHAEMbIX MO OTHOWEHMIO K APpYyrMm npoueccam u nepupepuinHbim
YCTPOWCTBAM, BKItOYas NMOCTOAHHOE 3aNOMMUHAOLLEE YCTPOWCTBO, KOTOPbIN ONpeaenaeTca
NpPW YCTaHOBKE MaKeTa, COAEPKalLlero MCnofHAemMbln Garin.

MPUMEYAHUE. MoapobHoe onucaHue NPUBUAETMPOBAHHbIX n
HenpMBUAErMPOBAHHbIX MPOLLECCOB NPMBEAEHO B noapasaene 4.3.
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4.5.2. 3onauma Ml c ncnonb3oBaHMeEM NeCoYHML,

B OCABpopa peannsoBaHa wusonauma MI1 C MCNONb30BaHWMEM MECOYHML,
OCHOBAHHbIX Ha cBOBOAHO pacnpocTpaHAemom npoaykTe Firejail, KOTopbIM nCnonb3yeT
cTaHaapTHble ana OC Linux MexaHM3Mbl namespace W seccomp-bpf, MN0O3BONAKOLIME
onpeaenAaTb CMUCOK AOCTYNHbIX A1A MIT CMCTEMHbIX BbI3OBOB.

Firejail npeacrtaBnaer coboill NErkoBecHytd MNecoyHuuy W NoaxoauT  ANA
MCNnonb3oBaHMa B MY, npu 3TOM BCe NoJb3oBaTenbCKMe MIT 3anyckatoTcAa Yepes
sailjail-obepTky Hag Firejail. JononHuTenbHO ANA M30AAUMM MCMONb3yeTcA xdg-dbus-
proxy, PUAbTPYOLWNMIM Npokcn ana D-Bus.

MeXaHM3M seccomp-bpf 3anpelLaeT HeEKOTOPble CUCTEMHbIE BbI30BbI, HANPUMEP:
mount/umount, ptrace, kexecu 4p.

Mo ymon4aHuto B mount namespace A40CTyn K ®C orpaHnymBaeTca 40:

— [OCTyMNa Ha YTeHWe W 3anucb K JaHHbIM KOHKpeTHOro M1 ($XDG DATA HOME,
$XDG_CONFIG HOME, $XDG CACHE HOME);

— [0CTyna TO/NIbKO Ha YTeHWe K /usr/share/S$SApplicationName;

— [0CTyna TONbKO Ha YTEeHMEe K HEeKOTopbIM nankam u  daknam B
/etc, /usr/share, /var/libWT.A.

[ocTyn kK ®C moxKeT bbITb paclUMpeH NPY 3anNpoce COOTBETCTBYIOLLMX Pa3peLleHW,
OMNMCaHHbIX C NTOMOLLIbIO NpasuA Firejail, Hanpumep:

— paspelweHne «Pictures» npeaocTasnaeT AOCTYN Ha YTEHME M 3aMnMCb K Mankam
NONb30BaTeNA ~/Pictures, @ TAKXKeE K K3LWY NPeBblo;

— pa3pelweHne «RemovableMedia» npegocTtaBnaeT 4OCTYN K CbEMHbIM HOCUTENAM
(/media/SUSER/) M T.A,.

B net namespace N0 YyMONYaHUIO [06aBnseTca ToNIbKO loopback device.

Pabota B necouyHuue no3BoaseT onpeaennts MI pa3pelweHns Ha AocTyn K
pecypcam, 0OYCNOBAEHHblE 31€MEHTaMK, OMUCAaHWE KOTOPbIX MPMBEAEHO B Tabauue
(Tabnunua 15).

Tabnuua 15

Ne dNemeHT Onwucanue

1 |Accounts MPoCMOTP, MOANDUKALNA U CUHXPOHMU3ALMA YYETHbIX
3anucen

2 |AccessSecuritylog [locTyn K perncTpaumoHHOMY KypHany

Audio Bocnpou3BseaeHme 1 3anmcb ayamo, UsMeHeHme

KOHPUTrypaumm

4 |Bluetooth MoaxkaoyeHne n ncnonb3losaHme Bluetooth®-yctponcTs

5 |Calendar MpocmoTp 1 moandbuKauma cobbiTUn KaneHaaps

6 Camera JocTyn K Kamepe, cbeMKka GOTO M BUAEOD

7 |Contacts MpocMoTp N MoANDUKALMA JaHHbBIX KOHTAKTOB

8 |Devicelnfo 3BnevYeHne gaHHbIX 0 MY

9 |Documents [octyn K nanke «Documents»
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Ne dnemeHT

OnucaHue

10 |Downloads

[octyn K nanke «Downloads»

11 |E-mail

qTEHM8l4OTﬂpaBKaHMCGN\M33ﬂeKTpOHHOﬁHOMTH,
AOCTYN K BAOXKEHUAM

12 |Internet

Ncnonb3oBaHue ceTn MHTepHeT

13 |Location

Ncnonb3oBaHWe reosiokaumm

14 |LogSecurityEvents

3annch B PerucTpaumMoHHbIN XKypHan

15 [MediaIndexing

[ocTyn K nepeyHto Gparnos Ha MY

16 |Messages

JocTyn K 4TeHunto 1 oTnpaske SMS

17 |Microphone

3anuch ayamo C NOMOLLbI MUKPOdOHa

18 |Music JocTtyn K nanke «Music», naennmctam n o610KKam
19 |NEC MoakntoyeHne n ncnonb3osaHmne NFC-yctponcTs
20 |Phone OcyllecTB/ieHMe BbI3OBOB HAMNPAMYO UK Yepes3

NONb30BaTENLCKMI UHTEPDENC

21 |Pictures

[ocTyn K nanke «Pictures»

22 |Printing

MPOCMOTP M MCNONb30BaHNE AOCTYMHbIX MPUHTEPOB

23 |PublicDir

[ocTyn K nanke «Pictures»

24 |PushNotifications

YTeHune push-yBegomneHuni

25 |RemovableMedia

Ncnonb3oBaHWe KapT namAaTth n USB

26 |SecureStorage

XpaHeHwue WndpoBaHHbIX Gainos

27 |ScreenCapture

3axBaT COAEPKMMOro 3KpaHa

28 |UserDirs

[octyn k nankam «Documents», «Downloads», «Music»,
«Picturesy», «Public» 1 «Video»

29 |Videos

[octyn K nanke «Videos»

30 |WebView

Ona ncnonbzosanua Gecko WebView

[na kaxxaoro MI, BbINONHAOWErOCA B NECOYHULE, MOXKET ObiTb cO34aH NPOPUb,
onpeaenstoWmii ero BOSMOXHOCTU M noseaeHne. Hanpumep, npodunb ana MMM «MNoroga»

MOMET BbIMNAAETb CieaAyrowmnm O

Hpasom:

# Firetail > Firejail profile for /usr/bin/omp-weather

### security filters
caps.drop all
nonewprivs

seccomp

### network
protocol unix,

### environment
shell none

### baseline

include permission-baseline.inc
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### application

private-bin omp-weather,

private-etc passwd, group, location,dconf, xdg, fonts, system-fips, selinux,
private-tmp

dbus-user.own ru.omprussia.weather

whitelist /usr/share/omp-weather

# Settings
include sessionbus-com.jolla.settings.inc

# Connman
include systembus-net.connman.inc

4.6. 3aWmTa NamAaTH

4.6.1. O4yncTKa NnamaTu

OuncTKa OonepaTMBHOM MAaMSATM OCHOBaHA Ha apxuTekType sgapa OC Aspopa U
rapaHTUPYET, YTO OObIYHbIM HENPUBUIETUPOBAHHbIM MPOLLECC HE MOMKET MNOAYYUTb AaHHbIE
Yy»KOro npoLecca, ecin 3To ABHO He paspelueHo MNP/,

CpeAacTBa B3aMMOAENCTBUA MEXAY NPOLECCaMmM KOHTPOIMPYOTCA C nomolLbio MNP/,
M NPOLECC HE MOXET MNOAYYUTb AOCTYN K HEOUMLLEHHOM NaMATK (Kak onepaTMBHOM, TaK U
[IUCKOBOM). AApO BblAENAET KaxKAOMy MPOLLeccy BMPTyanbHOE aJpecHoe MPOCTPaHCTBO,
KOTOpOEe TpaHCAMPYeTCa B GU3MYECKME aapeca NamaT C NOAAEPIKKOW paHA0MU3aLMN.

[locTynHble ANA  NOMb30BaTeNbCKOro npouecca OGYHKUMKM  BblaeneHus wu
pacnpefeneHna NamaTy OCYLLECTBAAIOT BbINONHEHNE PEXMMA MHULMANU3ALMM, MPU
KOTOPOM MPOUCXOAUT OBHYyNeHWe svyeek namatTu. Takum obpasom, AApO U CUCTEMHAsA
6nbanoTeka libc TapaHTUPYIOT MOAyYEeHMEe MPOLLECCOM TONbKO OYMLLIEHHbIX CTPaHML,
namaTh 6e3 ocTaTo4yHom MHbopPMaLMK.

OunMcTKa NamaATM Ha BHeWwHWX HocuTenax (eMMC) ocHoBaHa Ha peanusauum
MexaHM3Ma secdel, KOTOPbIM O4YMWI@ET Ha HocUTesne Heucnosnblyemblie 610kn PC
HenocpeacTBEHHO MPU UX OCBOOOXMAEHMM C MOMOLLLID Mepes3anmcu UX MaCcKUpyloLei
NnocnenoBaTeIbHOCTbIO.

4.6.2. O4nCTKa NO/Ib30BATE/IbCKMX AAHHbIX

NMPUMEYAHMUE. HacTpolka cepBmca O4MCTKM NONb30BATENBCKMX AAHHbIX AOCTYMHA
TO/IbKO aAMNUHUCTPATOPY.

CepBMC NpedHasHavyeH ANA OYUCTKM MOAb30BATENbCKUX AAHHbIX MO PACMMUCAHUIO
ONA BCEX YYETHbIX 3aNMCcen noab3oBaTenen. BoimnoaHAA OYNMCTKY NOJSIb30BATE/IbCKMX MAMOK,
CEPBMC YMeHbllaeT 0Obem yTeYKM MNOoAb30BaTENbCKOM MHOOPMaALMKM B Cayvae
HEeCaHKLUMOHMPOBAHHOIO AOCTYMNa K Nankam.

OuMCTKa 3a4aHHbIX ManoOK MPOM3BOAMTCA C  YYETOM  BJIOXKEHHbIX Mamnok
(perypcurBHO).
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CpOK XxpaHeHMA $alnoB B Nankax, BblAENEHHON C MOMOLLbI KOHPUIYPALMOHHOTO
danna, OTCYMUTLIBAETCA OT BPEMEHW NOCAEeAHEr0 M3MeHeHNs danna.

BHUMAHMWE! Monb3oBaTenbckmne Gpaiinbl, KOTOPbIE HE NOABEPIKEHDI MBMEHEHNAM B
npoluecce aKcnayaTaumMmn, n KoTopble cneayeT ob6e3onacnTb OT OYUCTKU, PEKOMEHAYETCH
XPaHWTb B ManKaX, HEKOHTPOIMPYEMbIX CEPBUCOM.

Mpwn pacyeTe cpoKa XpaHEHMA NONb30BATENLCKUX GalnN0B HEODXOANMMO YUMTbIBATD
cneayoume NoNOKEHUS:

— CPOK pPacCyYMTbIBAETCA C MOMEHTA CO34aHMA YYeTHOM 3anmcu M BHECEHMA
nocneaHero M3MeHeHWUI;

— BPEMEHHbI MHTEePBa/ MPOBEPKN CEPBMCOB COCTABAAOLWIMIM OAMH Yac, BXOAMUT B
CPOK XpaHeHus;

— He MOXEeT NPeBbIWaTb 3aJaHHbI CPOK XpaHeHua pannos (PrucyHok 134).

NMPUMEYAHUA:

v/ MepeyeHb Nanok A8 OYMCTKM MO/Mb30BATE/IbCKMX JaHHbIX ONpenenseTca npu
BHEAPEHUM U MOXKET OblTb MU3MEHEH C MOMOLLbIO KOHPUTYPaALMOHHOTO dalina;

v/ BbIBOp ManoK No yMONYaHUIO OrpaHuyeH cieayoWwmmmn nankamm:

— ${HOME}/Documents;

— ${HOME}/Downloads;

— ${HOME}/Music;

— ${HOME}/Playlists;

— ${HOME}/Pictures;

— S${HOME}/Public;

— ${HOME} /Videos.

v'Y agMUHUCTpaTOpa OTCYTCTBYET BO3MOMHOCTb CaMOCTOATENbHO [400aBAATH
Nanku ANA OYUCTKM C MOMOLLLbIO MO/1b30BATENIbCKOrO MHTEpdeca.
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Manku

YCTaHOBUTE MaKCUMasbHbIN CPOK XpaHeHus
$aiinos B 3agaHHbIX nankax: ¢aun yger
YAanéH 13 nanku, ecnv okaxeTcs cTaplue
YCTaHOBJ/IEHHOIO CPOKa.

# Heypanatb paiinbl .dst
Documents OTknioyeHo
Downloads OtknoueHo
Music OTknoueHo
Pictures OTknioyeHo
Playlists OTtknioueHo
Public OtknioueHo

Videos OTtknto4eHo

PucyHok 133

— KOCHYTbCA NnosAa C

(PucyHok 133);

[Ns BKAOYEHMA OYUCTKN NMONb30BATE/IbCKMX AaHHbIX
HeobXxo4MMO BbINOAHUTL Cieaytolme AeNCTBUS:
— OTKPbITb MEHK CUCTEMHbIX HACTPOEK KacaHMem

3Ha4YKa @ Ha JKpaHe NpuaoxKeHui (cm. PucyHok 1);
— KOCHYTbCA MyHKTa MEHH0

«AOMUHUCTPUPOBAHME @%B noapasnene «Cucreman;

— Ha OTKPbIBLWIENCA CTPaHWLLE KOCHYTbCA MYyHKTa
MEH0 «OuyncTka NO/Ib30BaATENbCKMNX AAHHbBIX»
(cm. PucyHOK 72) ana oTobpakeHua CTpaHMLbl C Nankamm;

— KOCHYTbCA nepeKkntovaTens «He yaanate dannbl
.dst» (PrcyHok 133).

NMPUMEYHAHMUE. KoHdurypaumoHHble dannbl
dopmaTta  .dst npegHasHayeHbl A8 HACTPOMKMK
ctopoHHero VPN-peweHusa Vipnet;

NanKkom, Yy KOTOPOM HeobXxoaMMO BKAOYUTL OYUCTKY

— Ha OTKPbIBLIENCA CTPAHMLLE KOCHYTbCA MepeKkatodaTens «BKAUYMTb OUYMCTKY»

(PucyHok 134).

NMPUMEYAHUE. Ona akTnBaumum nepekatoyaTena AOCTaTOYHO KOCHYTbCA MOJAA, B
KOTOPOM OH PaCMoIOXKeH: NepekatovaTe/lb Ha4YHeT CBETUTLCA ApYe, YeM B COCTOAHWUMK MO

YMONYaHUIO (HEAKTUBHOM);

— 33/[aTb CPOK XpaHeHMA $GalnNoB N0 PaACNMUCAHMIO, MEPEMELLLAA COOTBETCTBYHOLLLNM

cnangep (PucyHok 134):

® BMPaBO A/18 YBEAMYEHMA CPOKA (MaKCMManbHoe 3HavyeHme: 168 yacos);
® B/IEBO A/18 YMEHbLUEHNA (MUMHUMaNnbHOe 3HaYyeHume: 4 yaca).

NMPUMEYAHUA:

v’ lar nsmeHeHMa cpoKa xpaHeHua dainos — 4 vaca;

v/ 10 YMOMIYaHMIO CPOK XpaHeHusa dpaiios — 72 vyaca:

— KOCHYTbCS KHOMKM «[loATBEPAUTL» AN MOATBEPXKAEHWA onepaumum nmbo
KHOMKM «OTMEeHUTb» AN OoTMeHbl (PucyHok 134), B pesynbTaTe Ha CTpaHuue «lankm»
byaeT USMeHeH cTaTyC Y BbibpaHHOM nanku (PucyHok 135).

Nna  OTKAOYEeHUA

O4YNCTKU MNO/1b30BaATENbCKNX AdaHHbIX H€O6XO,£I,I/IN\O

NEeaKTUBMPOBATb NepekatoyaTeb « BKNoUnTb o4ncTry» (PucyHok 134).
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YcTaHoBUTE MakCUMasbHbI CPOK XpaHeHUs
Documents daiino. B 3agaHHbIx nankax: dain 6yger
yAanéH 13 narnku, ecnum okaxeTcs cTaplue
YCTaHOBNEHHOrO CPOKa.
BKknoYnTb O4UCTKY
72 yaca %  Heypanatb daiinbl .dst
Cpok xpaHeHus dainos Documents 72 yaca

Downloads OtkntoyeHo
Music OTtknioyeHo
Pictures OTknio4yeHo
Playlists OTtknioyeHo
Public OTtknioyeHo

Videos OTknioveHo

PucyHok 134 PucyHok 135

4.6.3. Nepe3anncb 0CTaTO4YHOM MHOPMALMM

B OC ABpopa peannsoBaHa O YHKUMA Nepe3anncn OCTaTOYHOM WHbOopMaLMK,
cpabaTbiBatoLWaa Kaxablh pa3s npu yaaneHun danna. lNpouecc nepesanncu nNpomcxoamT
aBTOMATMYECKM W CKPbIT Ana nonb3osatend. B cnydyae HeobXOAMMOCTM OCYLLECTBUTH
NPUHYOMTENBHYIO  Nepe3anncb  CAYYalMHbIMWM - MAM  CheunanbHbiMKM  BUTOBbIMMU
nocneaoBaTeNbHOCTAMM aAMUHNCTPATOP MMEET BO3MOXHOCTb CAMOCTOATENIbHO 3aMyCTUTb
npoueaypy yaaneHma danna u/mam nanku.

[aHHasa npoueaypa NPUBOAMUT K CHUKEHMIO MPOU3BOANTENBHOCTM, OCODEHHO NpK
yaaneHun 6onbluoro pamna: yem dann 6onblle, TEM CHUNKEHNE CYLLECTBEHHEE M 3aMeTHee,
T.K. Ha Nepuoa rapaHTMPOBAHHOIO YyAaneHWsa BCe OCTajlbHble Onepaumn 3anucm Ha
HoCcUTeNb MHDOPMALIMM MPMOCTAHABAMBAIOTCA M NMOMELLAIOTCA B oYepedb A0 3aBepLlleHns
yaoaneHus.

OC ABpopa ¢yHKUMOHMpPYET Ha MY, namaTb KOTOPbIX COCTOMT M3 Habopa
(MHOecTBa) siueek. BBMAy KOHCTPYKTMBHbIX ocobeHHocTer MY Kaxaaa ayeirka umeet
60NblIOe M KOHEYHOE KOMYECTBO LMKAOB Mepes3anuncu, T.e. MOCTOAHHbIE onepaumm no
YTEHUIO W 3anncu c/Ha USB-HakonuTenb BAEKYT YBE/AMYEHME cyeTynka obpalleHu
(KO/IMYeCTBO KOTOPbIX OrPaHMYEHO Ha anmnapaTHOM YPOBHE) U1, Kak CNeACcTBME, NOCTENEHHOe
CHUXXEHME CPOKa CNyKbObl HaKoNUTeNS.

HepaunoHanbHOE MCNO/b30BaHNE MHOrokpaTtHou nepesanucn OC ABpopa BaeyeT
CHUXXEeHMe NPOM3BOAMTE/IbHOCTMU Ha BPEMA NPOBeAEHMA Onepaunm yaaieHna n CHUXKeHne
CPOKa CNyXbbl HakonuTena AaHHbIx MY.
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[na MHOrokpaTHOM nepe3anmcn UCNoAb3yeTca YTUAMTA KOMaHAHOW CTPOKK wipe,
NOCTYN K KOTOPOM ocyLlecTsnaeTca ¢ nomoupbto MMM «Terminal» (cm. nogpasaen 2.3.2.2).

MoapobHoe onucaHue uHTepdeiica wipe NPUBEAEHO B MPUIOKEHUMU
(Mpunoxenue ).

4.7. ObecnevyeHue HaaeXHoro PyHKUMOHMPOBAHWA

4.7.1. HagexkHble MeTKM BpeMEHM

MeTKa BPpeEMEHM CYMTAETCA HAAEKHOM MNPU YCNOBMM HEBO3MOXKHOCTM BHECTU B HEE
M3MEHEHWA NoCcne CO34aHNA, ECAM LLENOCTHOCTb AaHHOM METKM He Oblna HapyLleHa.

HaperkHble meTKM BpeMeHn obecneymBatoTCcA apXMTeKTypon xpoHomeTpaxa OC,
KoTopaa npeactaBaseTr cobol Habop CTPYKTYP AaHHbIX M QYHKUMIM A4pa, MMELWMX
OTHOLIEHME K OTCIEXMBAHMNIO X043 BPEMEHM 1 HA3MPYHOLLMXCA Ha:

— cYyeTyYnmKe OTMeTOK BpemeHu (TSC);

— nporpammmpyemom Taimepe nHtepsanos (PIT);

— APIC-Tarimepe;

— BbICOKOTOYHOM Talmepe cobbiTnin (HPET).

HayanbHble 3HAYeHMA CUCTEMHbIX TaMMepOB 3aJat0TCA MO TalMMepy peanbHoro
BpemeHu MY, a 6a30Bble MHTEPBA/bI BbIYMCAAOTCA NPU MHULMANM3ALMN CUCTEMbI.

B  KayecTBe  HM3KOYPOBHEBOrO  MexaHM3Ma  Aapa, obecneymBatollero
OYHKUMOHMPOBAHME HAAEXKHbIX METOK BPEMEHMW, MCMOAb3yeTcAa chneumanbHbiM Habop
CTPYKTYpP AaHHbIX A4pa (timespec xtime), QyHKUMM AApa do gettimeofday () U
HWU3KOYPOBHEBbLIX  CMCTEMHbIX  BbI30OBOB clock settime(), clock gettime(),
gettimeofday () U settimeofday ().

4.7.2. KBOTMpOBaHME NOCTOAHHOW MamATH

KBOTMpoOBaHMe — 3TO pasfesieHne OorpaHMYeHHOro AMCKOBOro npocTtpaHcTea MY
MeXOy YYeTHbIMM 3anMcAMKM MOb30BaTeNeN, NO3BOAAOLLEE CO34aBaTb OAHOBPEMEHHO
HECKO/IbKO YYETHbIX 3anuncer nosib3osaTtenent Ha MY (cm. noapasaen 1.2).

B OC ABpopa npeaycmoTpeHa BO3MOMHOCTb BblAENEHMA KBOTbl — 0bObema
NMCKOBOro NPOCTPAHCTBa A4 YYETHOM 3aNMCK NONb30BaTENA MPU ee CO3aaHUK, MPU STOM
Y YY4ETHOM 3anmncK Nnoab3oBaTens OTCYTCTBYET BO3MOXKHOCTb MPeTeHA0BaTh Ha 60NbLIMA
00beM MOCTOAHHOM MAaMATM, a BblAENEHHOE el NPOCTPAHCTBO OyaeT HeaoCTynHO AnA
APYrnX YY4eTHbIX 3anncein NoNb3oBaTeen AaxKe B C/ly4ae ec/iv OHO cBOHOAHO.

BHUMAHMWE! O6bem KBOTbI 334a€TCA NPU CO34aHNUM YYETHOM 3anncK Nofb3oBaTens
N He MOXKeT OblTb MU3MEHEH BNOCAEACTBUN.

[ns TOro, 4tToObl 334aTb YY4ETHON 3aMMCK NMONb30BATENA KBOTY Ha MCMO/b30BaHWNE
NMCKOBOrO MPOCTPAHCTBA, HEOOXOAMMO Ha CTpaHMLEe CO3[4aHMA YYEeTHOW 3amnucu
NoONb30BaTeNA  YCTAaHOBWUTb  KOAMYECTBO  Bblaendaemblx emy b,  nepemewan
COOTBETCTBYHOLWMI Clanaep BNPaBo AN YBEANYEHMA KBOTbI IMOO BNIEBO A5 YMEHbLIEHMA
(cm. PucyHok 3).
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OC ABpopa aBTOMATUYECKM BbIYMCAAET A4ONYCTUMbIE NPeAebl KBOTUPOBAHNA TaKUM
obpa3om, 4ToHbl MOXKHO ObINO cO3AaTb A0 7 YYETHbIX 3aNMCeN NOMb30BATENEN, MPU STOM
KBOTbI YCTaHaB/IMBAOTCA CAeayoLmnm obpasom:

— HWXKHAA rpaHMLA KBOTbI 3aaaeTcA B 512 Mb;

— BepXHAA rpaHMLLa KBOTbl pacCYMTbiBaeTCA caeayolwmm obpasom: obuwmim obbem
AMCKOBOro npocTpaHcTBa MY (AllSpace) 33 Bbl4ETOM 0ObEMA AMCKOBOrO NPOCTPAHCTBA
MY, 3aHATOro CO34aHHbIMMN YY4ETHbIMM 3aNNCAMM (Q1).

NMPUMEYAHUE. B cnyyae ecam Ha MY HeaoCTaToO4HO MAaMATM ANA BblAE/NEHUS
NO/NIb30BATENO KBOTbI, MPEBbILAIOLWEN HUKHIOW rpaHMLUy (MWUHUMMaNbHbLIA  pa3smep),
nepemelleHne cnanaepa byaeTt HegoCTynHO (cM. PUCYHOK 3).

[NAa Bbl4MCNEHNA FPAHMLL, KBOTbI MCMONBb3YHOTCA C/ieAyolme nepemeHHble:

— AllSpace — 0bWMIM 06bEM ANCKOBOrO NpocTpaHcTea MY;

— Nusr — KOJIMYECTBO YYETHbIX 3aNMcem, co3aaHHbIx Ha MY;

— Qi — obbem AMCKOBOro npocTpaHcTBa MY, 3aHATbIA CO34aHHbIMM YYETHBIMM
3anNncaAmMm;

— UsrAvSpace = AllSpace — 2 GB — 2 b Bblgensetca Ana y4eTHOM 3anmcu
aAMUHUNCTPATOPa;

— MinQuota = 512 Mb. Bcnyyae ecqim UsrAvSpace/6 < MinQuota, TO 3adaHue
KBOTbl HEBO3MOMXHO;

— MaxQuota = UsrAvSpace - sum (Qi) — MaKCMMa/bHAaA KBOTa, KOTOPYIO
MOXHO BblAENNTb CO3AaBaeMon Ha MY y4yeTHOM 3anmcK NoAb30BaTeNA: BCe AOCTYMHOE
NPOCTPAHCTBO 33 BbIMETOM CYMMbI YK€ BblAE/IEHHbIX KBOT.

NMPUMEYAHUE. MaKkcMmanbHble KBOTbI YYETHbIX 3aMMCEN MONb30BaTENA 334at0TCH
aAMUHUCTPATOPOM B KOHPUIypaUMOHHOM  ¢dalne /etc/security/limits.conf
(MpunoxkeHune ). Takke ANA  ynpaBAeHWs annapaTHbIMKM  KBOTAaMW M3 PA3NYHbIX

MOJZIb30BATEJ/IbCKUX nporpamm NCMNONb3YHOTCA cheayrowmne CHUCTEMHDbIE Bbl30BbI.
setrlimit (), getrlimit(), prlimit() m nice().

4.8. dunbTpauma ceTeBoro NOTOKa

4.8.1. Obuwan nHpopmaLma

®dunbTpauma cetesblx noTtokoB B OC ABpopa OCYLLECTBAAETCA C MNOMOLLbIO
BCTpoeHHoro B Aap0 OC dunbTpa ceTeBbIX NAKETOB netfilter N MOHMUTOPA ObpalleHUN,
KOHTPOAMpPYHOLLEro cetTeBom cTek IPv4.

AOMUHNCTPATOP NPU MOMOLLM YTUINTLI iptables MOXET 334aBaTb MOAYNO A4PA
netfilter npasBuna (MAM LENo4YKkM) GUAbTPALUMM B COOTBETCTBMM C aTpMbyTamm
OTNPaBUTENs WM MNOyvaTens CeTeBblX MAKETOB, a TaKke aTpubyTamum nepenaBaemoin
nHopmaumm B IP-3aronoBKax NakeTos.

4.8.2. MexceTeBoe 3KpaHMpPOBaHMe

®dyHKUMM M3 B OC ABpopa peanm3oBaHbl B CAyXDe connman, MCNO/b3YHOLLEN
MeXaHM3Mbl iptables A1A pa3rpaHNYEHNA CETEBbIX MOTOKOB AaHHbIX.

130



— 1 OTOKPbITAﬂ
PYKOBOACTBO aAMMUHNCTPATOPA l HHE%"&?SFGQ

KOH¢MprauMﬂ MO YMOJIHaHUIO MOCTaBAAETCA B MNaKeTe connman-configs-core,
cobnpaemom 13 nakeTa omp-common-configurations.

4.8.3. NyTb K dpatnam KoHdurypaumm M3

HoBble HACTPOMKM iptables MNOAAEPKMBAKOTCA B connman, Ha4YMHas C BEPCUMU
1.32+git41. HacTponKM, onNnCaHHble B HACTOALLEM [AOKYMEHTE, XPaHATCA B CAeAyHLLMX
dannax:

— /etc/connman/firewall.conf - [1];

— /etc/connman/firewall.d/*firewall.conf - [2],
roe [1] — ocHoBHaA KoHourypaumsa, [2] — nanka ¢ $alnamum, OKaHYMBAKOLWMMKUCA Ha
«firewall.conf» 1 pacnonoxeHHbIMM B an1PaBUTHOM NOPALKeE.

4.8.3.1. MNpaBnna KoHPUrypauum M3

BuHapHbIA nakeT «connman-configs-core» ycTaHaBAMBaeT NpaBuia B CAeAyoLWmMX
dannax:
1) /etc/connman/firewall.conf:
— IPv4:
epa3pellaeT yCTaHOBAEHHbIE N CBA3AHHbIe NaKeTbl (-m conntrack --ctstate
RELATED, ESTABLISHED);
epa3pellaeT Bce BxoAadAlMe nakeTbl Ana loopback-nHtepdeitca (TpebyeTtca
connman A/1A pa3peleHns JOMEHHbIX UMEH);
oMo ymonyaHuto OOKMpyeT Becb BxoAAwWMM Tpaduk (Tabnuua filter
INPUT-uLenouKa);
— |Pv6:
epa3pellaeT YCTAaHOB/NEHHbIE M CBA3aHHbIE NaKeTbl (-m conntrack —-ctstate
RELATED, ESTABLISHED);
epa3pellaeT Bce BxoAadAlMe nakeTbl Ana loopback-nHtepdeica (TpebyeTtca
connman A/1A pa3pelleHns JOMeHHbIX MMeH anda IPv6-npoTokona);
oMo YymonyaHuto ONIOKMpyeT Becb BxoAAwWMM Tpaduk (Tabnnua filter
INPUT-Leno4ka).
NMPUMEYHAHMUE. B OC Aspopa IPv6-noaanepka B iptables He 3aAB/EHQ;
2) /etc/connman/firewall.d/10-block-icmp-firewall.conf:
— IPv4:
epaspewaer BxogAwme  ICMP-nakeTbl, OTAWYHbIE  OT  PiNg-MaKeToB
(T.e. 6BNOKMPOBATb TONILKO BXOAALLME PiNg-NaKeTbl);
epaspewaer wucxogdume |ICMP-nakeTbl, OTAMYHbIE OT 3XO-PiNg-NakeToB
(T.e. 6BNIOKMPOBATb TONILKO MCXOAALLMIA IXO-OTBET);
— |Pv6:
epaspewaer BxogAuwme ICMP-nakeTbl, OTAWYHbIE OT  ping-NakeToB
(T.e. 6BNOKMPOBATb TOMILKO BXOAALLME PiNg-MaKeTbl);
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epaspewaet wucxogawme |ICMP-nakeTbl, OTAMYHbIE OT 3X0-Ping-nakeTos
(T.e. BNOKMPOBATb TONBKO NCXOAALLMIA IXO-OTBET);

3) /etc/connman/firewall.d/ll-allow-dccp-non-privileged-ports-
firewall.conf:

— ana IPv4 n IPv6:
epaspelwaeT Bxoaawmin DCCP-TpadmKk Ha nopTax 1024:65535;
4) /etc/connman/firewall.d/ll-allow-sctp-non-privileged-ports-
firewall.conf:
— ana |IPv4 n IPv6:
epa3pellaeT Bxoaawmin SCTP-Tpadpuk Ha nopTtax 1024:65535;

5) /etc/connman/firewall.d/ll-allow-tcp-non-privileged-ports-
firewall.conf:

— ana IPvd n IPv6:
epa3pellaeT Bxoaawmin TCP-Tpaduk Ha noptax 1024:65535;
6) /etc/connman/firewall.d/ll-allow-udp-non-privileged-ports-
firewall.conf:
— ana IPv4 n IPv6:
epa3pellaeT Bxoaawmin UDP-Tpaduk Ha noptax 1024:65535;
epa3pewaeT Bxoaawmin UDP Lite-Tpadumk Ha nopTax 1024:65535;
7) /etc/connman/firewall.d/l2-allow-ipsec-firewall.conf:
— ana IPvd n IPv6:
epas3pelaeT Becb Bxoaawmi IPSec Authentication Header (AH)-Tpaduk;
epa3pellaeTr Becb BxoaAwmM IPSec  Encapsulating Security Payload
(ESP)-Tpaduk;
8) /etc/connman/firewall.d/12-allow-ipv6-mobility-
firewall.conf:
— TONbKO AnA IPv6:
epas3pellaeT Becb BxoaAwmin IPve Mobility Header (MH)-Tpaduk.

4.8.3.2. To4Ka aoctyna

KoHourypauma pexknma «Touyka A0CTyna» peann3oBaHa Kak A0MNONAHUTENbHAs
onuuAa. Mpu BKAKOYEHHOM peXxnme NPUMEHAIOTCA Te e NPaBmnaa No YMOAYAHUIO, YTO M NP
npueme Bcero Tpaduka. bonee crporne npasuna duabTpauum Tpaduka MorytT ObiTb
[06aBNeHbl C NTOMOLbIO MeH0 HacTpoek. C aTon Lenbto B panabl KOHUrypaumm gobasneHa
rpynna [tethering], aHanorMyHas AMHaMMYECKUM NpaBuaam ANs rpynmn.

NMPUMEYAHMUE. lMpasBuna «To4vka AOCTyna» MPUMEHAOTCA TONbKO ANA PEXMMA
nepenayn AaHHbix nocpeacrtsom cetm WLAN. [na USB-pexnma npasuaa no ymoa4aHuio
NPUMEHSAIOTCA HE3AaBMCMMO OT KOHOUIypaUMm pexxmma « To4Ka AoCTyna.

Mpasuna pexnma «Touka A0CTyna» A0MKHbI ObiTb LLENOCTHBIMW N 3aBEPLLIEHHBIMMU.
Mpn HaAN4YMM XxoTAa Bbl 0AHOrO Habopa Npasma pexmnma «TovKka A4OCTyna» HMKaKMe Npasuia
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no YMOJYaHUNKO He 6yﬂyT AO6aBﬂeHbL T.K. OHM nepeonpeaenatroT MnoJab30BaTE/IbCKNE
npasula 1 paspeLLatoT BeCb TPaduK.

MosTomy, Hanpumep, MOryT 6biTb BK/IOYEHbI CAeaylolme BXOoAALMEe NpPaBua,
paspewatowme TOoNbKO DHCP 1 DNS /etc/connman/firewall.d/42-tethering-

firewall.conf:

[tethering]

IPv4.INPUT.RULES = -p udp -m udp --dport 53 -7 ACCEPT; -p tcp -m tcp -
—-dport 53 -3 ACCEPT; -p udp -m udp --dport 67 -j ACCEPT

IPv6.INPUT.RULES = -p udp -m udp --dport 53 -7 ACCEPT; -p tcp -m tcp -
—-dport 53 -3 ACCEPT; -p udp -m udp --dport 67 -j ACCEPT

4.8.3.3. ®annbl KOHPUTypaL MK
4.8.3.3.1. ®opmart panna

Kaxkaaa rpynna onpeaenserca C NOMOLLbIO KBaZpaTHbIX CKOBOK — [], Hanpumep,
[General]. Kaxabih KN4 permcTpo3aBnUCHMM U HanMcaH NPOCTbIM TEKCTOM 6e3 Teros, 3a HUM
caenyeT CUMBOA «PaBHOY» (=). 3TO O3HAYaET, YTO BCE KAtOYM A0 HaYana caedyrowen rpynnbi
[] npuHaanexkat aTom rpynne.

Hanpumep:

IPv4.INPUT.RULES = -p tcp -m tcp -j ACCEPT

KaXabl KAtOY MPaBM/l MOMKET CyLLLeCTBOBaTb B OAHOM rpynne TONbKO OAMH pa3
(NnpoBepKy ocyuwecTsaseT aHanmsaTop ¢dannos kaoden glib, obpabaTbiBaeTcs TONbKO
NepBbIi KAtoY).

Pasgenntens ANnA NpaBma — TOYKa C 3aNATOM (;).

MpaBunaa MoryT HbITb BbIKAOYEHbI MPX MOMOLLM CMMBOAA «#» B Hayane npasuna.

Hanpumep, BbIKNOYMTL NepBOE MNPaBMAO —--dport 23 W NPUMEHUTb NPaBUAO
-—-dport 24:

#-p udp -m udp --dport 23 -j ACCEPT; -p udp -m udp --dport 24 -7
ACCEPT

4.8.3.3.2. TMopsaaok obpaboTku

MNepBbIM 3arpyrkaeTcs dann OCHOBHOM KOHpUrypaumm
(/etc/connman/firewall.conf), Aa/iee 3arpyatTca ocTanbHble danabl KOHGUIypaLMn
M3 /etc/connman/firewall.d B aNdaBUTHOM NOPSIKe.

Mopsaagok 0bpaboTKkM NpasBun:

— KMtouM 13 GanioB 3arpyxatorca B anidaBUTHOM NOPAAKe, NO3TOMY NpasBuaa B
darne, Hanpumep, ¢ npepmrkcom 00, byayT obpaboTaHbl U 40OABAEHbI MEPBLIMY;

— npasuna u3 daria OCHOBHOM KOHPUrypaumm pobasnawTcA B iptables
nocneaHVMM U CYUTAROTCA OCHOBHbIMY;

— eC/in BKJ/IIOYeHbl AMHaMU4eCKme npasBumsia, TO OHU AO6aBﬂﬂKﬂtﬂ B Ha4a/10 B
iptables.

133




— "] OTKPbITASA
PYKOBOACTBO afiMUHMCTPATOPa l AN
Hanpumep:
1)  ®dainbl KOHPUTYpPaUMM M NOPAAOK X 06PabOTKM:
— MepBbl: OCHOBHOMW ¢ann firewall.conf — comepxuT [General] (O6wme)

npasuna u yctaHasamnsaet POLICY (MonunTtuky);
— BTOpPOM: firewall.d/10-firewall.conf —coaepxunT WLAN-npaBmna;
— TpeTuin: firewall.d/20-firewall.conf — coaepxuT [General] (O6wme)
npaBunna;
— YyeTBepPTbIN: firewall.d/30-firewall.conf — comeput [General] (Obwme)
n WLAN-npasuna;
2) MMpaBunaa M3 npwu 3anycke connman:
— nNpumeHseTca MNoanTMKa U3 NyHKTa O4NH;
— NopsaaoK npumeHeHus Mpasun:
e npasBuna n3 nyHkTa Tpun [General];
e npaBuna M3 NyHKTa yeTbipe [Generall;
® npaBuaa U3 NyHKTa oanH [General];
3) Mpasuna M3 nocne BkatoveHns WLAN:
— npumeHseTca MNonnTmMKa 13 NyHKTa O4nH;
— NopsaaoK npumeHeHus Mpasun:
e npasuna n3 nyHkTa asa [WLAN];
e npaBunna 13 nyHkTa Yyetbipe [WLAN];
e npaBuna n3 nyHkTa Tpu [General];
® MpaBuaa M3 NyHKTa YyeTbipe [General];
e npaBuaa M3 NyHKkTa oamnH [General].
MpKn NCNONb30BAHUN HECKOIbKMX PA3HbIX NPaBUA:
— npasuna u3 pasgena [General] (Obuwme). NMocnegHee onpeaeneHne POLICY
(MonnTUKKM) NepesanncbiBaeT NpeablayLine;
— MpaBWa 13 KaxKA0ro TMna rpynnbl 406aBAAKOTCA K CYLLECTBYIOLMM NPaBUAAM.
Mpn nobaBneHuUn nam yaaneHnn Gannos KOHPUrypaumm HeobxXoanMmMo BbINOAHUTL
KOMaHAy:

systemctl reload connman

— €C/IM YCTaHOB/IEH HOBbIN NAKET, 4OCTAaTOYHO BbIMO/HUTL Nepe3arpysKy;
— npaBwWaa U3 HoBoro ¢arna KoHPUrypaumm Ao06aBAAKOTCA BO BHYTPEHHME CMUCKM
NO NopAAKY, OAHAKO:
® MNOpAdOK B iptableS KOPPEKTUpPYyeTCA AMHAMWUYECKUMWU NpaBMaAaMK Nocne
BOCCTaHOBNAEHUA coeamHenma (Hanpumep, WLAN);
® MNopAfoK B iptables KoppeKtTupyeTcs [General] (O6wmmn) npasmaamm
nocne nepesanycka connman: NPUMEHAETCA TO/bKO MNPU HAIMYMKM NPaBUA, KOTOPbIe
[O/KHbI - ObITb  foDaBNeHbl B  ONpPeAe/eHHYt0 MNO3MLMID Ha OCHOBe MOopAaKa,
onpeaensemoro nmeHem danna.
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Mpu M3MeHeHUn cyllecTBytollero darna KoHdurypauum HeobxoanMmMo BbINOAHUTb
KOmaHAay:

systemctl restart connman

ObHapyKeHne M3MeHeHMn B Gannax KoHourypaumm OyaeT peann3oBaHO B
cnenyroLnx BepCUsx.

4.8.3.3.3. [pynnbl K KIO4YN

Ob6wwme rpynnel [General]:

— IPv4.INPUT.RULES = #Habop npasun B Tabamue filter, INPUT-uenoyka ans
npoTokona IPv4;

— IPv4.OUTPUT.RULES = #Habop npasun B Tabanue filter, OUTPUT-uenoyka
ANAa npoTokona IPv4;

— IPv4.FORWARD.RULES = #Habop npasun B Tabnaumue filter, FORWARD-
Lenovka AnAa npoToKoaa IPv4;

— IPv4.INPUT.POLICY = #lMonntnka no ymonyaHuo ans tabnamupl filter, INPUT-
ueno4yka (moxeT 6biTb ACCEPT nnm DROP);

— IPv4.OUTPUT.POLICY = #[Monntnka nNo ymonyaHuo ana Tabnauubl filter,
OUTPUT-ueno4vKa (moxeT 6biTe ACCEPT nan DROP);

— IPv4.FORWARD.POLICY = #[Monntnka no ymonyaHuo ana Ttabauubl filter,
FORWARD-uenou4Kka (moxeT 6biTe ACCEPT nnn DROP);

— IPv6.INPUT.RULES = #Habop npasun B Tabamue filter, INPUT-uenoyka ana
npoTokona IPv6;

— IPv6.OUTPUT.RULES = #Habop npasun B Tabnunue filter, OUTPUT-uenoyka
AN1A npoTokona IPve;

— IPv6.FORWARD.RULES = #Habop npasun B Tabnumue filter, FORWARD-
Lenoyka aAna npotokona IPve;

— IPV6.INPUT.POLICY = #[onnTmKa no ymondaHuto ans 1abnnubl filter, INPUT-
Leno4yka ana npotokona IPve (moxeT 6biTo ACCEPT nnn DROP);

— IPv6.OUTPUT.POLICY = #[MonmMtnka No ymMon4yaHuUo Ana Tabaumupl filter,
OUTPUT-ueno4Yka ansa npotokona IPve (moxeT 6biTb ACCEPT nan DROP);

— IPv6.FORWARD.POLICY = #[Monntnka no ymonyaHuo ana Ttabnuubl filter,
FORWARD-ueno4ka ana npotokona IPv6 (moxeT 6biTb ACCEPT mnn DROP).

[JHammn4yeckme rpynnbl No TUNam yCTPOMCTB:

— rpynna akTMBMPYETCA NPU BbI30BE CAYXKObl connman AaHHbIM TUNOM YCTPOMCTBA
(Hanpumep, WLAN-noakntoyeHme);

— KaXabl TMN NpaBuaa byaeT coaepaTb B cebe nHTepdelric cepsmrca (Hanpmumep,
ana INPUT-npasun byaeT ycTaHOBNEH NapaMeTp —-i <interface>);
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— rpynna MOMeT COoAepXaTb caeaytouime Ka4yn (Takue Ke, Kak B pasgene
«Obwme» [General]:
o |Pv4.INPUT.RULES =;
e |Pv4.OUTPUT.RULES =;
e |Pv4.FORWARD.RULES =;
e |PVv6.INPUT.RULES =;
e |Pv6.OUTPUT.RULES =;
e |Pv6.FORWARD.RULES =;
— npeaonpeaeneHHble rpynnbi:
e [unknown] — He UCNONb3yeTCs MU He NOAAEPHKMBAETCA, HO ABNAETCA YaCTblO
BHYTPEHHMX TUMNOB YCTPOMCTB connman;
e [system];
e [ethernet];

bluetooth];

[ J
e [tethering] — HaCTPOMKN, NpUMEHSAEMbIE ANA PeXMMa « TOYKa A0CTynay.
MPUMEYAHMUE. Mpn Hanmnumm npobaem ¢ pexkmmom «Touka AocTyna» HeobxoaMmo

nobasuTb cneaytouwpme cTpokm B rpynny Obume [General]: Hanpumep, 95-tether-
override-firewall.conf:

[General]
IPv4.INPUT.RULES = -i tether -j ACCEPT
IPv6.INPUT.RULES = -i tether -j ACCEPT

4.8.3.3.4. dopmat npasun

BbinonHatoTcA cnepyrouime npaBun iptables-popmaTa
(https://www.frozentux.net/iptables-tutorial/iptables-tutorial.html):

— ONuMKM NPOBEPAITCA ANA KaxKA0ro NPoTOKoAa U/UAK TUNA COOTBETCTBUS;

— 3HaYeHMA ONLUMUI NPOBEPAIOTCA Ha BEANYMHY U TUM 3HAYEHUS;

— eC/IM NPaBWIO He CyLecTByeT B iptables, OHO UFTHOPUPYETCA aHA/M3aTOPOM
npasun;

— OTPMLAHMA NOAAEPKUBAIOTCA KaK B iptables.

[MOCKONIbKY B nepBoi BepcuM M3 NoAAepsKUBAKOTCA HE BCE BO3MOMHOCTM
nepekntoyaTenen (switches) ANa iptables, NepekaoyYaTenn, KOTOpble connman He
MOXeT 006aBUTb, UTHOPUPYIOTCA iptables:

— moamduKaTopbl Lenoyek: -, -bD, -X, -F, -I, -P, -E, -R, -Z
(M UX ANVHHbIE SKBMBAMIEHTHI):
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® HOBble WM CYLIECTBYIOLIME LEMOYKM He U3MeHsTCA npasuaamu. Bce
npaBuaa M3 noA4YMHAOTCA NOTUKE connman, B KOTOPOM NoAobHble MOAUPUKATOPLI He
npeayCMOTPEHbI;

® B C/ly4ae BO3HUKHOBEHMA HEODXOAMMOCTM Takne MoANPUKaTOPbl MOTYT ObITb
no6aBneHbl B AaibHENLLEM;

— YyKa3aTtesn MmecTa HasHadeHua gna DNAT: --to-destination, --from-
destination;

— nepekntoyateny ¢parmeHTMpoBaHuA: -£, --fragment;

— nepekat4yaTenb Bepcumn IP-npotokona: --ipv4d, -4, --ipv6, -6;

— MepeKNYaTenn CoOOTBETCTBMA (-m), KOTOPbIE HE NOAAEPKMBAOTCA:

o |Pv4: -m comment, -m state, -m iprange, -m recent, -m owner, -
m sctp, -m dccp, -m hashlimit, -m icmpvé6/ipvé-icmp;

® |[Pv6: -m comment, -m state, -m iprange, -m recent, -m owner, -
m ttl, -m sctp, -m dccp, -m mh, -m hashlimit, -m frag, -m icmp,

® BbllleyKa3aHHble MepeKkatyvYaTenn Bbl3blBan cbon B iptables nn
HenpaBWIbHO onpeaensnn sepcuto IP-npoTokona.

Llenn M3 (-§ TARGET) COOTBETCTBYIOT LENAM iptables No ymondaHuto: ACCEPT,
DROP, REJECT, LOG n QUEUE.

MpoTokosbl M3 (-p protocol) aHaNOrMYHblI MNPOTOKONAM iptables: tcp, udp,
udplite, icmp, icmpvé, ipvé6-icmp, esp, ah, sctp, mh (Tonbko ana IPve) u
cneunanbHOMY KNKHOHEBOMY CNOBY all.

Kaxaoe npasuno:

— [O/IKHO UMETb MUHUMMYM OAHY Uenb (-j/--jump TARGET or -g/--goto
TARGET);

— MOXET MMEeTb OT HY/1A A0 OAHOIo COOTBETCTBMA MO MPOTOKONY (-p/——protocol
protocol);

— ana SCTP-, DCCP- 1 MH-NpOTOKON0OB MEXaHM3M COOTBETCTBMA MPOTOKO/A He
MOXKeT ObITb MCMO/Ib30BaH, HaNPUMep:

-p sctp -m sctp --dport 22 -j DROP (He Oynetr paboTaThb, HO)
-p sctp --dport 22 -j DROP (6ymeTr padboTaThb)

— MOMeT MUMeTb OT Hy/AA A0 ABYX yKa3zaTenen cooTseTcTsus (-m/--match match).
Hanpumep, 4tobbl paspewnTb Ana telnet oaHy MNONbITKY COeAMHEHWMA B CEKyHAY,
HeobXoAMMO YCTaHOBUT:

-p udp —m udp --dport 23 -m limit --limit 1/second --limit-burst 1 -7
ACCEPT

— MOXEeT UMEeTb:
® OT HyANs A0 ABYX NepekatoyaTenein nopTos ¢ onumen obbliMHOro nopTa (0AHO
N TO XKe HamnpaBAeHMe He MOXET MCMOoNb30BaThCA ABaxkabl). C MOANPUKATOPOM NPOTOKO1a
bﬂn<protocol>):——destination—port, --dport, --source-port, --sport;
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® OT HyNA A0 OAHOro nepekatyaTens NopToB C My/bTMNOPTOM. BmecTe ¢
yKa3aTesiem COOTBETCTBMA -m multiport BO3MOMHO MCMOAb30BaThb: —-destination-
ports, —-dports, -—-source-ports, —--sports, —--port, —--ports W MNEPEKNOYATENN,

— MOXEeT UMeTb OT Hy/A A0 ABYX YKasaTenen mecTta Ha3dHayeHua (0O4HO U TO ke
HanpaBNeHWE HE MOXET MCNOoAb30BaTbCA ABa)KAbl). --source, --src, -s, -—-
destination, --dst, -d,

— Kaxgoe npaBuno pasgena [General] MoXeT MMeTb OT Hyna A0  ABYX
nepekatoyatenen nHrepdenca (04HO M TO Ke HamnpaBNEHMEe He MOMKET MCMNOJb30BaTbCH
ABaXabl). ——in-interface, -i, --out-interface, -o.[lepekntoyatenm nHtepdeiica
UTHOPUPYIOTCA B AMHAMUYECKMX NPaBUAAX, NPeaHa3HAaYeHHbIX 418 TUNOB YCAYT (service
types).

4.8.3.3.5. YcTpaHeHMe HenoiaaokK

Mpn pabote ¢ MM B cayvyae BO3HMKHOBEHUA nNpobnembl ceTu/iptables (M23)
HeobX0AMMO BbINONHUTbL Ceaytolne AeNCTBUA:

1) HacTpouTb 6a308BbIi MOHUTOPUHT PaboThbl iptables ans cneaytoLMx NPOTOKON0B:
— |Pv4:

watch -n 1 iptables -t filter -L -v -n

— IPv6:
watch -n 1 ipé6tables -t filter -L -v -n

2) Ons BbIXO4a U3 NPOrpammbl HaxaTb codeTaHme Knasuw «Ctrl» n «Cx»;

3) MpoBepuTb BbIBOA M KOAM4YecTBO cbpouleHHbix naketoB B INPUT-uenoyke
(nonntmnka DROP);

4) 3anyctntb Ml 1 NpoBepUTb, KaKMe CYETYMKM YBENNYMBALOT CBOE 3HAYEHME.

MPUMEYAHUE. Ecnn ceTeBble nakeTbl cbpacbiBatoTcs, cyetynk DROP bynet
yBENMYMBATL CBOE 3HauveHue. CUYETYMKM MaKeToB [ANA Ka)kAoro npasuna obyayT
YBE/IMYMBATLCA, €C/IN NAKETbl COOTBETCTBYOT 3TOMY MPaBuUy;

5)Ecnm npobnema B pabote MI1 BO3HMKAA M3-3a cHpacbiBaHMA MaAKEeTOoB.,
HeobxoAMMO BbIMONHUTL CAeayolwme AeNCTBUS:

— ONA  BPEMEHHOro pelleHuAa (AencTByeT A0 NepesarpyskyM  cUCTeMbl),
pa3peLlatoLlero Becb TpPaduK Mo YMOAYAHUIO CAeayHOLLMX MPOTOKON0B:

e 1A IPv4 BbINONHUTL KOMaHAY:

iptables -t filter -P INPUT ACCEPT

e N1 |IPv6 BbINO/IHUTE KOMAHAY:
ip6tables -t filter -P INPUT ACCEPT

— ANA peweHnA Ha NOCTOAHHOM OCHOBe C034aTb ¢aﬁn
/etc/connman/firewall.d/99-accept-all-firewall.conf, [A006aBUTb B Hero
cneayoLme CTPOKM:

[General]
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IPv4.INPUT.POLICY = ACCEPT
IPv6.INPUT.POLICY = ACCEPT

— M nepesanyctmntb MI1:

systemctl restart connman

Ecnm cnuctema He 3arpyKaetcs, HeobxoaMMO NEPENTU B PEXMM BOCCTAHOBNEHMA U
3anucaTb B Gpaln onumm, ykasaHHble Ha ware 4, Ana peleHmna Ha NOCTOAHHOM OCHOBE.

4.9. KOHTpONb UEeNoCTHOCTH

MNoacuctema KU, OC ABpopa CAYyXWUT 414 MNPOBEPKM HEU3IMEHHOCTW Ccpespl
BbIMO/IHEHMA, OMOBELWLEHMA MONb30BaTENA 00 WU3MEHEHUM KPUTUUYECKM  BaXKHbIX
KOMMOHEHTOB, a TaK)Ke 3anpellaeT 3arpy3Ky 1 MCNob30BaHME CUCTEMbI MPU HaPYLLEHNMK ee
LLe/IOCTHOCTW.

B OCABpopa KL peannsoBaH C MNOMOUWbLID MNPOrPAaMMHOIO KOMIMOHEHTA
integrityd, KOTOPbIA NpeacTaBnAeT cobol AeMOH ANA YNpaBieHUs W NPOBEPKMU
LEeNOCTHOCTU AaHHbIX. B oTAnyme oT ApYrMX MHCTPYMEHTOB integrityd ucnonb3yeT 31
(IMA 1 secureboot) Kak UCTOYHUK A0BEPUA.

NMPUMEYAHUE. Kaxkapin yctaHaBamBaembih B OC ABpopa nakeT 1O gonkeH MMeTb
LMGPOBYHO NOANUCH.

Integrityd OTBeYaeT 3a ynpaBieHWe n BepMPUKALMIO LLeIOCTHOCTU ODOBEKTOB,
NP1 3TOM NoA, 06 bEKTAMMN NOHMMAKOTCS 0ObIYHbIE dainnbl, ELF-bannbl n pasaensl. O6beKTbI
MOTyT 06beAMHATLCA B FPYNMbl, TAKXKE MOXET ObITb YCTAHOB/EHA MepapXxma rpynm.

ABTOMaTMyeckn, 6e3 HeobXxoAMMOCTM ChneunanbHblXx AeNCTBUIA CO  CTOPOHbI
aamuHucTpaTtopa, OC ABpopa oTc/exmBaeT caeaytollee:

— LEeN0CTHOCTb yCTaHaBAMBaeMblix Nnaketos O dopmata .rpm;

— LLe/IOCTHOCTb 3arpy*KaemMblX BHELWHMX MOAY/1IEN YPOBHA AAPA;

— LLe/IOCTHOCTb BCEX MCMONHAEMbIX GaN0B NPM MNOMbITKE UX 3aMYCKa;

— LLe/I0CTHOCTb Pa3aesios.

BHUMAHWUE! Tepen sbinonHennem KLU Tpebyetrca o06paTuUTb BHMMaAHME Ha
cneayroulee:

— MPOBEPKa UENOCTHOCTM YKa3aHHbIX $anaoB MO YMOAYAHWIO MNPOM3BOAMTCA
Kaxkabih pa3 npum 3arpyske OC ABpopa, a Takke B 00:00 yacoB 0AMH pa3 B CYTKY;

— BpemAa 3arpy3km OC ABpopa yBe/MYMBAETCA MPOMOPLMOHANbHO KOMYEeCTBY
dannos, Tpebyembix ANA NPOBEPKM LLENOCTHOCTK, T.e. yem Donblue CnUcok Gpannos Ha
NpoBepKyY, TeM HONblLE BPEMEHM 3aHMMAET NPOBEPKA LENOCTHOCTY;

— MpK NpoBepKe LEe/SIOCTHOCTM BbINOJIHAOTCA MaTeMaTUYeCcKne onepaumm, 4to
NPUBOAMUT K MOBbIWEHMUIO WUCMONb30BAHMA PECYypCOB MNpOUEeccopa, CneaoBaTebHO, K
yBe/IMYEHMIO pacxoda 3apAaaa akkymynatopa MY.

[MpoBepKa UENOCTHOCTM KOHKpPETHOro @darna MoXKeT ObiTb  OCYLLeCcTBAEHa
cneayrowmm obpasom:
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integrityd -verify wmmsa odania

B cnyyae HeobxoauMmocTh BbiNONHUTL KLL npoussonbHoro danna, ELF-daiina,
pas3zenoB UAW rpynnbl pasaenos cieayeT UCMONb30BaTb YTUAUTY integrityd, AOCTYMHYIO
B Ml «Terminal», koTopaa npumeHseT 31 Kak UCTOYHMK A0BEPUS.

NPUMEYAHUE. MHbopmauma o 3anycke/3aseplieHnn npoueaypbl KL un ee
pe3ynbTaTax 3aMMCbiBAETCA B CMCTEMHbIN KYPHaa, MPOCMOTP KOTOPOro OCYLLECTBAAETCA C
nomoubto Ml «KypHani».

B cnydyae ycnewHon npoBepku OyaeT BbIBEAEHO AMArHoCTMyeckoe coobuleHue
BMAA:

verify mmMsa oamma: success
total verification: success

B C/ly4ae HeyCrnewHon:

verify mma damnna: failed

NMPUMEYAHUE. B pesynbTate noay4yeHuma OT CcepBMCA integrityd
OTPULATENbHOrO CTaTyCa MPOBEPKM LLENOCTHOCTM, KOTOPbIA CBMAETENbCTBYET O
HapyleHnn uenoctHoctn, aoctyn Kk OC ABpopa 610KMpyeTca KOMNOHEHTOM securityd.
B aTOoM cnyyae Heobxoammo nepeaaTtb MY aaAMUHUCTPATOPY ANA NOBTOPHOM YCTAHOBKM
OC Aspopa.
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5. PEKOMEHZALUWMK NO YCTPAHEHNO BO3MOMXHbIX OLUMBOK

[enctena

(Tabnunua 16).

No YCTPaHEHMIO

BO3MOMHbIX OLWMOOK npmneedeHbl B Ta6nmu,e

Tabnunua 16
Ne OwwunbkKa MpuynHa/pekoMeHaaLUm No YCTPaHEHMIO
1 |HeBO3MOXHO [Ons nonyyeHuma obHosneHma OC ABpopa TpebyeTca AoCTyn K
BbINOJIHUTb onpeaeneHHbIM pecypcam npeanpuaTna-paspaboTymKa.

0bHOB/IEHMUSA, T.K. He
paboTaeT KHOMKa
«3arpy3mnTb»

Takoi AOCTyn NpeaocTaBaAseTca KAneHTam, 0pOPMMUBLLNM
TEXHMYECKYIO NOAAEPMKKY, BKAOYAKOLLYIO YCAyry 06HOBAEHMA
OcC.

Bonee noapobHaa nHbopmaLma AOCTYNHA NO INEKTPOHHOM
noyte support@omp.ru

2 |He nony4vaetca YctaHoBka M1 Ha MY, dyHKUMOHMpPYIOLLEE Noa yrnpaBaeHnem
ycTaHoBUTb MI OC ABpopa, BO3MOXKHa caeaytowmmm cnocobamm:

— cucnonb3oBaHunem MNMO «ABpopa LleHTp», pa3BepHyTOM
ONA KOMMNAHUN-KAIWMEHTA: BHYTPU NepumeTpa OpraHn3aumm
WMWYy BHELWHero nocTtaswmKka (MT-uHTerpaTopa);
— HenocpeacTBeHHO Ha MY B pexknme paspaboTumka. Ana
nepekntodeHns MY B AaHHbIN peXxnum Heobxoammo
BbIMOJIHUTbL ONepaunmn, ONMCaHHbIe B AOKYMeHTe
«PyKoBOACTBO MNONb30BATENAY;
— cwucnonb3oBaHnem rpadpuyeckoro nHtepdeinca OC ABpopa;
— cucnonb3oBaHnem M1 «Terminal»

3 |Owwnbka cepTndmkata |OanH N3 AOBEPEHHBIX CEPTUPMKATOB, BXOAALLMX B TPETbE
nokonenme OC, ycTtapen, B pe3ynbraTe Yyero dObina yTpayeHa
[0BEPEHHOCTb PecypcoB, NOAMMCAHHbIX TAKMMMN
ceptTudmnKaTamm

4 |T1pn nony4yeHmu Mpobnemsl ¢ ceTeBbiMm gocTtynom MY k MMO. Ecamn npu
0OHOBNEHNI C CKaumBaHMmM MI1 nponcxoanT CeTEBOM pa3pbiB, TO
MNro «Aspopa UeHTp» |[nocneaytoume MIT CTAaHOBATCA B o4epe/ib U UX YCTaHOBKA He
oTobparkaeTcs nponcxoamnT
yBeaOMIeHNe
«Appmanager is busy»

5 |OTobparkaeTcs YcTaHOBAEHHbIM Ha MY mdm-KaneHT (Hanpumep, KAUeHT
yBeaoMAeHmne MMNO) 3anpelaeT obHoOBMEHUs Yepe3 MHTepderc MY
«YnpasneHue
obHoBneHnem OC
3anpeLleHo»
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l MOBWJIbHAA

OwwubKa

MAAT®OPMA
MpuynHa/pekoMeHaaLUm No YCTPaHEHMIO

MY 3a610KMpPOBaHO,
TpebyeTca naponb

Heobxoammo obpatutbea K aammHucTpatopy MY nmnbo
onepaTopy MMNO ana cbpoca napona MY, NOAKNOYEHHOTO K
cetn MIHTepHerT.

[Ona cbpoca napona agMmmHuUcTpatopa MY npm oTcyTCTBMM
noakntodeHma K MMNO Heobxoammo 0bpaTnTbCA B CepBUCHbIN
LleHTp Ana noBTopHOM ycTaHoBKKM OC ABpopa

HACTPOWKM AaTbl U
BpPEMEHM

7 |Mpwn yctaHoBke RPM  |HecoBmecTmocTb katodern B OC m Katoven, KOTOPbIMU
Ha MY BO3HMKaeT noanuncaHo MI1.

OlnbKa Heobxoammo nepenoanuncate MIM anbo ncnonb3osate OC c
KNtoYamu, cooTseTcTByroWwmmm M1

8 |lMonb3oBaTenb 3abbin |HeobxoamMmo 0b6paTUTbCA K aAMUHUCTPATOPY ANnA cbpoca
naponb MY naponsa MY

9 |AamunHucTpaTtop 3abbinHeobxoammo obpatnTbca K aaMmmHncTpaTopy MY amnbo
naposb MY onepatopy MMO ana cbpoca napona MY, NOAKNOYEHHOTO K

cetn MIHTepHerT.

[ns cbpoca naponsa aammHucTpatopa MY npm oTcyTCTBUM
noakntoveHus K MNMO Heobxoammo o0bpatnTbca B CepBUCHbIN
LleHTp ana noBTopHOM ycTaHoBKK OC ABpopa

10| Nocne 3arpyskun YbeamsLlumce, 4yto MY nmeet gocTyn K ceTn MHTepHeT un 3apas,
obHoBneHnn Ml Ha akkymynatopa MY coctasnseT He meHee 50%, HeobXxoaANMO
MY oHo He OCYLECTBUTb NPUHYANTENIbHOE OOHOB/IEHWE, BbIMNONHNB
obHoBUNOCH cneayrouime AencTemna:

— OTKPbITb DKPaH NPUIOKEHMN, NpoBeaa No JomallHemy
3KpaHy CHWU3Y BBEPX;

— NepenTn B NYHKT MEHIO CUCTEMHbIX HAaCTPOEK
«ObHoBneHna OC ABpopa», nocne Yyero BbibpaTb MYHKT
«MpoBepnTb HanMyme oOHOBNEHNINY.

Ecav nocne BbINONHEHNA ONMUCaHHbIX AencTBuit Ml He Bbino
yCTaHoBAEeHO B0 06HOBNEHO, HEODXOAMMO NPOBECTM
aHa/IN3 CUCTEMHbIX co0bLLeHMI (cm. noapasaen 4.1)

11 |HeBO3MOXHO JaHHaa pyHKLUMA OTKIOYEHA C MOMOLLLIO MOANTUKN
cobpocntb MY K 6e30nacHOCTM, HEODXOAMMO OTKAKOUYUTL AAHHYIO NMONUTUKY B
3aBOACKMM MeHto besonacHocTh (cm. noapasaen 4.3)

HaCTPOMKam
12 |HepgocTynHbl JaHHaa pyHKLMA OTKIOYEHA C MOMOLLbIO MOANUTUKN

6e30nacHOCTU, HEOHXOAMMO OTKAUYUTL AAHHYIO NMOUTUKY B
MeHto besonacHocTh (cm. noapasaen 4.3)
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B HacToAwem AOKYMeHTe MNPUHATHI

(Tabnunua 17).

NEPEYEHb TEPMMHOB 1 COKPALLIEHWUI

cneayrowmne TepMMHbI U COKpalleHnA

Tabnuua 17
COT;?SJQ:I/ “e Pacwunéposka

AAMUHNCTPATOP Monb3oBaTenb, 06nagatoWmMii NpaBamm Ha BbINOAHEHWE ONepaLLmii,
CBA3AHHbIX C aAMMHUCTPUPOBAHNEM CUCTEMBI

=y} basa gaHHbIX

2DA [ByxdaKTOpHas ayTeHTUPMKaLUMA

NAD NaeHTnduKauma n ayTeHTMduKauma

nC NHbopMaLMOHHAsA cMcTeEMA

NPOBO NHTepdpenc PyHKUMOHANbHBIX BO3MOKHOCTEN HE30MACHOCTH

KeoTa Ob6bem AMCKOBOro NPOCTPaHCTBA, BblAeAEMOro
aAMWHUCTPATOPOM A5 3aNNUCK AaHHbIX YYETHbIX 3anmcem
Nonb30BaTeENEN

KL, KOHTPO/1b LENOCTHOCTH

MB/, Poccum MWHUCTEPCTBO BHYTPEHHUX Aen Poccuickon Geaepaumm

MT1 MobunbHoe npuaoxeHmne

MTI1 «ABPON/ M1, no3BonstoLLee NoAb30BaTENO 3anyckaTb Android-oKpyKeHue B

Mnatdopma» N30/ IMPOBAHHOM KOHTEMHEpPE, a TaKkKe yCTaHaBAMBaTb M paboTaTb C
NobbiMM AOCTYNHbIMKM Android-NpuaoXKeHnAMN B M30IMPOBAHHOM
Android-koHTenHepe.
MPUMEYAHMUE. Mpun ncnonbzosaHum MM «ABPOWN Mnatdopma» y
N0O/Nb30BaTENS OTCYTCTBYET BO3MOXKHOCTb OOMEHMBATHCA AAHHbIMM
mexxay Android-koHTenHepom 1 paboyen cpepon OC ABpopa

MY MobunbHoe ycTporcTso Fplus

M3 MexceTeBOe 3KpaHMpPOBaHMe

OC OnepaunoHHaA cucTeMa

MNepekntoyaTens dnemeHT MHTepderca OC ABpopa, NpeAcTaBAAOLWMIA CODOR
CBETALLYOCA TOYKY, PACNO/IOKEHHYIO B MOJE, N MO3BOAAOLLMINA
BbIOPaTb OAHO M3 COCTOAHMM, Yallle BCErO BKAOYEHWNE UM
BbIKNtOYEHMeE. [pK aKTMBALMKM NepekNtodaTeNa TOYKA HauMHaeT
CBETUTHCA ApPYE, YEM B HEAKTUBHOM COCTOAHMM

Monb3oBaTenb JInuo, ncnonbayrollee CUCTEMY ANA BbINOSHEHWUA 3a/10KEHHbIX B
Hen PyHKUMI

MNpeanpunatue- Ob61LecTBO C OrpaHNYeHHON OTBETCTBEHHOCTbIO « OTKPbITAsA

pa3paboTumk MobuibHas naatpopma» (OO0 «OTKpbITad MobuabHaA

nnaThopma)
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TepmuH/
Pacwumngposka
CokpaueHue p
rno MporpammHoe obecneyeHne
rnro MprKnagHoe nporpammHoe obecneyeHme «ABpopa LleHTp»
MNP [MpaBunna pasrpaHnyeHna 4OCTyna

CmapT-KapTa

YCTpOWCTBO, NpeaHa3HaYeHHoe ana 6e30nacHOro 1 3alMLLEHHOIO
PIN-KOZOM XpaHEHMA CEKPETHBIX M 3aKPbITbIX KPUNTOrPadUYecKmx
KAo4en, cepTMOUKATOB OTKPbITLIX KAOYer 1 Apyrux
ayTEHTUPUKALMOHHBIX AaHHbIX. CMapT-KapTbl obecneymBatoT
MHPOPMaLMOHHYIO 6e30NacHOCTb NOb30BATENSA, TaKKe
ncnosb3yeTca Ana AByXGaKTOPHOM ayTEHTUDUKALMM ero
Bnagenbla. ObbIYHO NCMONb3YIOTCS COBMECTHO CO CYMTbIBATENIEM
CMapT-KapT

cyanc CepBuC ynpaBieHUs 40CTYNOM K MHPOPMALMOHHbIM CUCTEMAM
MB/ Poccum

Cynepnonb3oaten |lonb3oBaTenb, 0bnagatolmii NnpaBaMmn Ha BbINONHEHME BCex be3

b MCKAOYEHMA onepaLmii B cMcTeMe (B CUCTEME MMEET JIOTUH «root»)

ToKkeH AyTEHTUPUKALMOHHbIE AaHHbIE, KOTOPbIE BbIAAOTCSA NOJIb30BATENIO
nocae ycnewHoM aBTopmM3aumm n ABAAIOTCA KAKYOM A4 A0CTyNa K
cnykbam

yu, YAocToBepAOLWMN LEHTP

®B0O ®YHKLUMOHaNbHblE BO3MOXHOCTM H&30MacHOCTH

®C dannosana cuctema

2BM DNEeKTPOHHO-BbIYMCANTENIbHAA MALLUMHA

Sl DNEeKTPOHHAaA Nnoanunch

ACL Access Control List — cnncok KOHTpoAA A4oCTyna

Bluetooth® CtaHaapT becnpoBoaHOM cBA3M, obecneynsatoLnii obmeH
NAHHBIMWU MEXAY YCTPOMCTBAMM HA OCHOBE Y1bTPAKOPOTKMX
PaaVOBOJIH

DAC Discretionary Access Control — AgMCKpeumoHHOe pasrpaHnyeHmne
npas A4ocCTyna

eMMC Embedded Multimedia Memory Card — BcTpoeHHas
MyAbTUMEAMNHAA KapTa NaMATH

GID Group |IDentifier — naeHTUPUKATOP rPynMbl

GSM Global System for Mobile Communications — rnobanbHbIn cTaHAaPT
LUMdpPoBOM MOBUILHON COTOBOM CBA3M C Pa3aAe/IeHNeM KaHaa0B No
BpemeHu (TDMA) n yactote (FDMA)

GUI Graphical User Interface - pa3HOBWAHOCTb NO/1b30BATENBCKOTO

NHTepdenca, B KOTOPOM 31eMEHTbI UHTepdenca (MeH, KHOMKK,
3HAYKM, CMUCKM), NpeaCcTaBAeHHbIe NOAb30BATE/0 Ha AUCTNee,
NCMONIHEHbI B BUAE rpaduyeckmnx n3obparkeHuni
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TepmuH/
CokpaueHue

Pacwunéposka

HPET

High Precision Event Timer - Tanmep cobbITi1 BbICOKOM TOYHOCTM

ICCID

Integrated Circuit Card Identifier — BCTpOEHHbIN MAEHTUOUKATOP
SIM-KapTbl

ICMP

Internet Control Message Protocol — npoTokon mexceTeBblIx
YyNPaBAAOLMX COOOLLEHN N

IMA

Integrity Measurement Architecture — mexaHn3m NpPoOBEPKM
nognucy bruHapHbIX Gannos

JSON

JavaScript Object Notation — TekcToBbIi popmaTt obmeHa
NaHHbIMM, OCHOBAHHbIM Ha JavaScript

MD5

Message Digest 5 — 128-6UTHbIM aNTOPUTM XELINPOBAHMSA

MTP

Media Transfer Protocol — ocHoBaHHbI Ha PTP annapaTtHo-
HEe3aBMCUMbI NMPOTOKO/, pa3paboTaHHbI KomnaHnen Microsoft
ANA NoAKNt0YeHNs UMbPOBbLIX NAEEPOB K KOMMbOTEPY

NFC

Near field communication - TexHonorms 6ecnpoBoAHON Nepeaadn
[aHHbIX Maa0ro paauyca AeNCTBMA, KOTopaa AAaeT BO3MOXKHOCTb
obmeHa AaHHbIMK MeXKay YCTPONCTBAMM, HAXOAALWMMMCA Ha
paccToAaHMM okono 10 caHTUMeTpoB

PID

Process IDentifier — naeHTMdMKaTOp Npouecca

PIN-koA

Personal Identification Number - nepcoHanbHbI KoA, COCTOALLMA
13 4 undp, NnpeaHasHa4YeHHbIN AN NoAyYeHna gocTyna K SIM-
KapTe 1 NpeAoTBpallatolni ee HeCaHKLUMOHNMPOBAHHOE
MCNO/b30BaHME

PUK-Kkop,

Personal Unlock Key - gononHuTenbHbI Ko, COCTOAWMN M3 8 UMdp
N NPUMEHAEMbIN ANna pa3bnoknmposKkK SIM-KapTbl nocne
HeyZda4yHoro BBoAa 3HavyeHua PIN-koaa 3 pasa noapas

RPM

Red Hat Package Manager — meHeaxep naketos Red Hat
obo3HavaeT aBe cyuwHocTh: dopmaT naketos MO (RPM-nakeT) u
nporpamma, co3faHHasa Ana ynpaBaeHMA 3TUMM NaKeTaMMU.
[Mporpamma No3BOAAET YCTaHABAMBATb, YAanATb M 06HOBAATH 10

RPM-nakeTt

®ann popmata RPM, no3BonatowmMiM yCTaHaBANBATb, YAANATb U
0b6HOBNATbL NpPUNOKEHMe Ha MY

SDK

MpoayKT, NpeAHa3Ha4YeHHbIn ANA Pa3paboTYNKOB, NO3BONAIOLLMI
pa3pabaTtbiBaTb NPUAOKEHUA (rPadryeckme KOHCO/bHbIE, CEPBUCHI
M T.4.), KOMNUANPOBATbL UX A4 334aHHOM BEpPCHMM OnepaLMoHHOM
CUCTEeMbI U 3aMyCKaTb NONYYMBLINKCA BUHAPHbBIN KO, B SMyAATOpE

SIM

Subscriber Identification Module — moaynb naeHTUGUKaLMmM
aboHeHTa
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TepmuH/
P Pacwunéposka
CokpaueHue
SSU SourceSafe ana Unix — yTnnmTta, obecneymsatollasa A4OCTyn M3

KOMaHAHOM CTPOKM K TOKa/IbHbIM U YAaN€HHbIM PENOo3UTOPUAM
Source Safe/VSS uepes TCP

SSH Secure SHell — ceTeBol NPOTOKOA NPUKNAAHOIO YPOBHS,
NO3BONAKOWMIA NPON3BOANTL YAaNneHHoe ynpasaeHne OC u
TyHHennpoBaHue TCP-coeanHeHW (Hanpmumep, ANA Nnepeaaydm
dannos)

uiD User Identifier — naeHTMdMKaTOp NONL30OBATENA

USB Universal Serial Bus — yHMBepcanbHas nocieaoBaTe/ibHasn LWMHA

VPN Virtual Private Network — BMpTyanbHaa YacTHas CETb,
0606LleHHOe Ha3zBaHWe TeEXHONOMMI, N03BONAOLWMX obecneYynTb
OZHO MM HECKOJIbKO CETEBbIX COEAMHEHMI (NOTMYECKYIO CETb)
noBepx Apyromn cetn (Hanpumep, cetn NHTepHeT)

WLAN Wireless Local Area Network — 6ecnpoBoaHaa n1oKanbHan ceTb
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[MPUNOXKEHUE 1

YnpasneHue cnyxbamu ¢ nomolubto systemd

B OC ABpopa systemd WMCMOMb3YyeTCA B KayecTBe CUCTEMbl MHMUMANM3ALUM MO
YMOJIYaHWNIO, KOTopaa pa3paboTaHa C y4eToM 0OBpaTHOM COBMECTMMOCTWU CO CLEHApPUAMM
MHUUMANU3AUMK SysV U NpeanaraeT cnelyrolme BO3MOXKHOCTU:

— MapannenbHbl 3aMyCK CUCTEMHbIX CY»KO BO BpemA 3arpy3KM CUCTEMbI;

— aKTMBaLMA AeMOHOB No TpeboBaHMIo;

— NoAAep*KKa CHUMKOB COCTOAHMA CUCTEMDbI;

— JIOTWKA yNpaBaeHuA cny>kbamm Ha OCHOBE 3aBUCUMOCTEN.

NMMA: systemd, init —cayxba mHnumanmsaumm OC ABpopa.

OB30P:

systemd [OPTIONS...]
init [OPTIONS...] {COMMAND}

OMMUCAHME: systemd npeactaBnaeT cobom CUCTEMHBIA M CEPBUCHbBIA MeHeaXep
nns OC ABpopa. lNpu BbINOSIHEHWUM B KayecTBe NepBoro npotecca 3arpy3ku (PID-1) oH
BbICTYMaeT B PO/IM CUCTEMbI MHULLMANN3ALMN, KOTOPAA 3aMyCcKaeT U NOAAEPKMBAET CEPBUCHI
MN0/1b30BaTE/IbCKOrO NPOCTPAHCTBA. [/1A COBMECTUMOCTU € SysV, eC/in systemd BbI3blBAETCA
Kak init u PID KoToporo He paBeH 1, oH byaeT BbINOAHATbL telinit M NepeaaBaTb BCe
apryMeHTbl KOMaHAHOM CTPOKM 6e3 M3MeHeHWI. ITO O3HAYaeT, YTo init M telinit B
OCHOBHOM 3KBMBA/IEHTHbI, €C/IM BbI3bIBAOTCA M3 HOPMAJIbHOroO ceaHca. [lpu 3anycke B
KayeCTBE CUCTEMHOM WHCTAHUMW systemd WHTepnpeTupyeT dann  KoHourypaumm
system.conf, B NPOTUBHOM CNy4Yae —user.conf

onunn:

— -h, --help—ne4yaTaeT KOPOTKMI TEKCT MOMOLLM M BbIXOAMT;

— --test — onpeaendeTt Noc/aef0BaTeNIbHOCTb 3aMyCcKa, BbIBOAUT €€ N BbIXOAMT.
[JaHHaAa onunA NosiesHa TONbKO ANA OTNAAKM;

— ——dump-configuration-items — BbIBOAUT KpaTKuI, npu 3TOM
McYepnbIBAKOWMI CMIMCOK 31EMEHTOB KOHUIypaummn, MCNOAb3yeEMbIX B HACTPOEYHbIX
dannax moaynen;

— -—-introspect= — W3BNEKAeT AaHHble camoaHanmsa D-Bus umHTepdeica. B
OCHOBHOM 3TO MONE3HO BO BPeMA UHCTANNAUNM ONA NONYHYEHUA AAHHbIX, MPUIOAHbIX A/1A
peno3utopua D-Bus nHTepdericos. MNpn HeEoOXOAMMOCTN MMA MHTepdelca MoXKeT ObiTb
YKa3aHO [AN1A [OaHHbIX CamoaHanusa. Ecin oHO nponyweHo, AaHHble CamoaHam3a
BbIBOAATCA A1A BCEX MHTepdEeNCoB;

— —-unit=-—YyCTaHaB/IMBAET NO YMOJIYAHMIO MOAY/1b 418 aKTMBALMM MPK 3anycKe.
Ecnuv He yKka3aHo, no ymonyaHuto — default.target;
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— -—-system, --user — HAMNPaBAAET CUTHAN systemd 3aNYyCTUTb CUCTEMHYHO
MHCTaHUMIO (COOTBETCTBEHHO, NO/1b30BATENBLCKYIO MHCTAHLMIO), AaxKe ecan ID npouecca He
PaBeH OAHOMY, T. €. systemd He BbINOAHAETCA (COOTBETCTBEHHO BbINMOHAETCA) B KAYECTBE
npouecca nHnumnanmsaumm. Obbl4HO He0BX0AMMOCTb 3a4aBaTb 3TM ONLUMM OTCYTCTBYET, T.K.
systemd aBTOMAaTMYECKM ONpeaensaer pexumm cBoero 3anycka. CnenoBaTenbHO, 3TU
BApMaHTbl MaJiI0 MONE3HbI, KDOME C/Ty4asa OTNAAKM.

BHUMAHME! 3arpy3ka n nogaeprkka NoAHOW CUCTEMbI C systemd, 3aMyL,eHHON B
pexxmme --system npu PID, He paBHOM 1, He obecneymBaeTca. Ha npakTuKe 3agaHue
ONUMN ——system ABHO MMEET CMbIC/1 TO/IbKO B COYETAHNM C ONUMEN —test;

— -—-dump-core —JaMn A4pa Npu aBapMnHOm oTkase. Onuma He MMmeeT addeKTa
B C/lydae 3amnyckKa B NOJIb30BATE/IbCKON MHCTAHLUMNK;

— --crash-shell — 3anycKkaeT shell npu cboe. Onums He umeeT addeKTa B
C/ay4ae 3anycka B N0/1b30BaTENbCKON NHCTAHUMM;

— -—-confirm-spawn — 3anpallMBaeT NOATBEPKAEHME MNPU PA3MHOMKEHNM
npoueccos. Onuma He umeeT adpdeKTa B CAyYae 3anycka B N0/1b30BATENbCKON MHCTAHUMM;

— --show-status= — OTODOpaXKaeT CXKaTyt CTaTyCHY MHbOPMaLMIO O cepBMUCaXx
npu 3arpyske. Onuma He umeeT addeKTa NPM BbINONHEHMM B MONb30BATENBCKON MHCTAHLMN.
MpUHUMaET ByNeBbIN apPryMeHT, KOTOPbIN MOXKET ObiTb MPONYLIEH, YTO MHTEPNPETUPYETCA
KaK true,

— --sysv-console= — onpegenser, 6byaer au BbiBoA SysV cKkpunTa
MHULUMANN3AUMM HaNpaBAeH Ha KoHCoNb. Onuma He mmeeT sadpdeKkTa Npu BbINOAHEHUN B
NONb30BATENBCKOM WMHCTAHUWMK. [TpUHUMaeT OyneBbii apryMeHT, KOTOPbIA MOXKET ObiTb
NPONYLLEH, YTO MHTEPNPETUPYETCA KaK true;

— --log-target= — 3a34aeT NPUEMHMK ANA COOOWEHMN O COObITUAX. APryMEHT
[ONXKeH ObITb OAHUM U3 cneaytouwmx: console, syslog, kmsg, syslog-or-kmsg,
null;

— --log-level= — 333€T yPOBEHb KYPHA/IMPOBAHMA. B KayecTBe aprymeHTa
NPUHMUMAETCA YMCNOBOM YPOBEHb KYPHAMPOBAHMA UM XOPOLIO M3BECTHblE syslog (3)
CMMBOINYECKMNE MMEHA (B HUXKHEM perl/ICTpe): emerg, alert, crit, err, warning,
notice, info, debug;

— --log-color= — BblAENAET Ba)KHble XypHa/bHble CcO0bLIEHNA. [pUHUMaEeT
OyneBbI APryMEHT, KOTOPbIA MOXKET BbITb NPONYLLEH, YTO MHTEPMNPETUPYETCA KaK true;

— --log-location= — BK/ItOYaeT pPACMNOJIOKEHMA B KOAE B XYPHa/ibHble
coobuleHns. 3To Hanbonee 3HaYMMO ANA Lenein oTnaaku. MpuHMmaeT Bynesbli apryMeHT,
KOTOPbIM MOXKEeT ObITb MPONYLLEH, YTO MHTEPNPETUPYETCA KaK true;

— -—-default-standard-output=, --default-standard-error= — 334d€eT
BbIBOA, MO YMOAYaAHMIO AN BbIBOA OWMOOK A1A BCEX CEPBMCOB M COKETOB, T. €. yNpasadeT
3HaYeHMEeM MO YMOAYaHWIO [Ans  StandardOutput= WM A48 StandardExecute.
BocnpuMHMMaeT OAHO W3 CAeaylWMX 3HAYeHWM: inherit, null, tty, syslog,
syslog+console, kmsg, kmsg+console. ECIM aprymeHT nponyweH, no yMmOa4aHUIO
CYMNTaeTCA inherit.
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APXUTEKTYPA: systemd npeaycMaTpuBaeT CUCTEMY 3aBUCMMOCTEN MeXKay
Pa3HbIMM 31EMEHTAMM, HA3bIBAEMbIMM «UNitS» (LOHWTbLI). FOHWUTbI MHKANCYANPYIOT OO BEKTDI,
Ba*KHble A4 3arpy3KM CUCTEMbI U NOAAEPHKKM.

BONbLMHCTBO FOHUTOB HACTPOEHbI B Ppannax KOHPUrypaumm OHUTOB, CUMHTAKCUC U
6a30Bbll Habop ONUWUIM KOTOPbLIX OMUCAH B systemd.unit (5), OAHAKO HEKOTOPble
CO34a0TCA aBTOMATUYECKN M3 APYIrMX KOHOUIypauui UanM AMHAMUYECKM M3 CUCTEMHbIX
CTPYKTYP.

FOHUTBI MOTYT BbITb active (4TO NOAPa3ymeBaeT started, bound, plugged in,
B 3aBMCMMOCTM OT TMMa YCTPOMCTBA), UAN inactive (4TO MNoApasymeBaeT stopped,
unbound, unplugged...), @ TAK}Ke HAXOAMTLCA B NMPOLLECCE aKTMBALMM NN AEaKTUBALMMN,
T.e. MeXay ABYMS  COCTOAHMAMM  (3TM  COCTOAHMA  Ha3blBAKOTCA activating,
deactivating). TakKe BO3MOXHO cneuyanbHOe COCTOsIHNE failed, CXOXeEe C inactive
M BO3HMKaloLLEee, Koraa cepBmMc NoTepnen Heyaady Ha HEKOTOPOM NyTu (NpoLecc BO3BpaTUA
KOJ, OWMOKM Ha BbIXoAe, MOTEepnen Kpax MamM Talm-ayT onepaunn). MNpmu BO3HUKHOBEHUN
[AHHOrO COCTOAHWUA NPUYMHA PErnucTpPUpyeTca B  KypHane Ans  AanbHenwero
MCNONb30BaAHMA.

BHUMAHME! PasnnyHble Tunbl tOHWUTOB MOrYT MMETb pPAA  AONOJIHUTENbHbIX
NOACOCTOAHMMN, OTODpaXKaeMblx Ha 5 0600LWEHHbIX COCTOSHUIA FOHUTOB.

[oCTynHbI cneayouime TUMbl tOHUTOB:

1) Service units, ynpasasatouimMe AeMOHaMKU W NPOLLECCaMM, M3 KOTOPbIX OHM
COCTOAT. 3@  AONONMHWUTENbHOM  MHPOpMauumen  Heobxoammo  obpalwatbcs K
systemd.service (5);

2) Socket units, MHKancyaupytolime nokanbHble IPC nam ceTeBble COKeTbl B
cucTeme, None3Hbl NPU akTUBaLMM Ha OCHOBE COKETOB. 33 A0NOAHUTENbHON MHGOPMaLMeEN
0 socket units HeobxoaMMoO 006pallaTbCA K systemd.socket (5), 00 aKTMBaALMM Ha
OCHOBE COKETOB M ApYrMx Gopmax akTMBALMM — K daemon (7);

3) Target units — NOAE3HbI A1A FPYNNUPOBKU KOHNUTOB MAM 0bBecneyYeHnsa XopoLlo
M3BECTHbIX TOYEK CUMHXPOHM3AUMKM B Mpoulecce 3arpy3kn. 3a A0NOAHUTENbHOW
MHbOpPMaLMen HeobXxoaAnMMO 0bpalLaThCA K systemd. target (5);

4)Device units — npeacTtaasioT MY aapa B systemd M MOryT ObITb
MCNONb30BaHbl ANA BbINONHEHMA aKTMBALMM HA OCHOBE YCTPOMCTB. 3@ AONOAHUTENbHOWN
MHbOPMaLMen HeobXxoanMMo 0bpalLaThCA K systemd.device (5);

5)Mount units — YynpaBAsKOT TOYKAMM MOHTMPOBAHMA B PC. 3a AONONHUTENBHOM
MHbopMaLment HeobxoaAMMo 06paLLATLCA K systemd.mount (5)

6) Automount units — obHecne4ymBatoT BO3IMOMKHOCTM aBTOMOHTMPOBAHMA ANA
MOHTMPOBaHMA ®C no TpeboBaHWIO, a TakKe napannenn3aumm 3arpysku. 3a
LOMONHUTENbHON MHGOPMaLMeENn HEOBXOAMMO 00PaLLATLCA K systemd.automount (5);

7) Snapshot units — MOryT ObITb MCNONb30BaAHbI A5 BPEMEHHOIO COXpPaHeHMn
COCTOAHUM MHOXECTBa FOHWUTOB systemd, KOTOPble MO3AHEE MOTYT ObiTb BOCCTAHOB/IEHbI
NPU aKTMBALUMM COXPAHEHHOTO snapshot unit. 3a AONOAHUTENbHOM MHPOPMaLMEN
HeobxoAnMMo 0bpallaThca K systemd. snapshot (5);
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8) Timer wunits — MCMNOAb3YIOTCA AN 3anycka aKTMBAUMKM OPYrMX HOHUTOB,
OCHOBbIBAsACb Ha TaMMepax. 3a AONOAHUTENBHON MHPOPMaLMEN He0BXoAMMO 0bpaLLaTbHCS
Ksystemd.timer (5);

9) Swap units — CXOXM C mount units, MHKANCyAMPYOT pa3aesnbl nam dGamnol
noakavykm namatn OC ABpopa, onmcaHme KOTOpbIX NPUBELAEHO B systemd. swap (5) ;

10) Path units — MOryT ObITb MCNOAbL30BaAHbI ANA AaKTUBALIMK APYIUX CEPBUCOB
npu M3MeHeHMn 1 moandurkaumm obbvekToB PC. 3a AONOAHUTENBHON MHPOPMALMEN
HeobxoAMMo 0bpallaThca K systemd.path (5).

FOHUTbI UMEHYIOTCA TaK e, Kak UX KOHDUIypaLMOHHbIe Galinibl. HeKoTopble tOHUTHI
MMEOT COBCTBEHHYO 0CODEHHYIO CEMAHTUKY.

Systemd MW3BECTHbl pPa3nMyHble BMAbl 3aBUCMMOCTEM, B T.4. 3aBUCMMOCTM
TpeboBaHMA NONOKMUTENbHbIE N OTPULLATENbHbIE (HANPMMEP, Requires= W Conflicts=), a
TaK)Ke 3aBUCMMOCTM o4yepeaHOCTU (After= U Before=). 3aBUCMMOCTM O4YepeaHOCTU U
TpeboBaHMA OPTOrOHabHbI. ECn Mexay ABYMSA OHUTaMM CYLLLECTBYET TO/IbKO 3aBUCMMOCTb
TpeboBaHMA (Hanpumep, foo.service TpedyeT bar.service), HO He 3aBMCUMMOCTb
oyepeaHOCTM (Hanpumep, nocne foo.service wm bar.service), n 0ba 3TUX HOHUTA
3anpolleHbl Ha 3anyck, OHWM OyayT 3anyckatbCA napannenbHo. Hanuume obeunx
3aBucMmocTert TpeboBaHMA M o4YepesHOCTM MeXKay ABYMS HOHUTAaMKU ABASETCA 0bOLMM
wabnoHom. Kpome TOro, OONbLWWHCTBO 3aBMCMMOCTEM HESABHO CO3[aeTca U
noAAepPKNBAETCA systemd.

TaKXe MMeeTca BO3MOXKHOCTb BPYUYHYO 06bsABASATL AONONHUTENbHbIE 3aBMCUMOCTH,
OZlIHAKO 3TO He ABNsAeTcA 06a3aTeNbHbIM.

MpuKknagHbie NPorpammbl M HOHUTLI (Yepe3 3aBUMCMMOCTM) MOryT noTpeboBaTb
M3IMEHEHMA COCTOAHMA IOHUTOB. B systemd 37K TpeboBaHMA MHKANCYAMPYHOTCA B jobs K
NoAAEepKMBAtOTCA B job-ouepeaun. Jobs MOryT YyCMEeWHO BbIMOAHUTLCA WAW MOTEPNneTb
Heyaauy, UX BbINONHEHME YNopsAo4YeHO B COOTBETCTBMWU C 3aBUCMMOCTbIO O4YepeiHOCTM
IOHWMTOB, Ha KOTOPYH OHM ObINN 3aNNaHUPOBAHDI.

Mpw 3arpy3ke systemd aKTUBUPYET HOHUT TMNA target default.target, paboTa
KOTOPOro 3aK/ilo4aeTcA B  aKTMBAUMM  3arpy*KaemblX CEepBMCOB M APYrUX HOHUTOB,
3arpy)Kaemblx C MOMOLLbO 3aBMcKMMocTer. OBbIMHO MMA AAHHOTO KOHWTA NpeacTaBaAeT
cobon NCeBAOHMM: CCbI/IKA Ha graphical.target (419 NONHOPYHKLUMOHANbHbIX 3arpy30K
B NMO/1b30BaTE/IbCKNIM MHTEPDENC) MMM HAMulti-user.target (419 OrPaHNYEHHOM TONbKO
KOHCO/IbIO 3arpy3Kkmn NpmM MCNONb30BAHMM BO BCTPOEHHbIX MK CEPBEPHbIX CPpeaax Uam nMm
NoAo00OHbIX; NOAMHOXECTBO graphical.target).

AOMMHUCTPATOP MMEEeT BO3MOMKHOCTb cAenaTb ero nceBgoHMMOM K ntobomy
APYromy tOHUTY TMNa target. 33 AONOAHUTENbHOM MHDOPMALIMEN O KOHUTAX TMNA target
HeobxoAnMMo 0bpallaThCA K systemd. special (7).
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[Mpouecchbl-NOTOMKM systemd MNOMELLAOTCA B OTAE/IbHblE TPYNMbl yNpaBaeHUA
OC ABpopa C TaKUMM Ke MMEHaMM, KaK Yy HOHMUTOB, K KOTOPbIM OHW MNPUHAANEXAT, B
CODOCTBEHHOM MepapxmMm systemd, KOTOPbIK  MCNOAb3yeT 3TO AnAa 3QPEKTUBHOTO
OoTCNeXMBaHMA npoleccos. MHGopmauma o rpynne ynpaBaeHns NoAAEPXKMBAETCA B AApPeE U
[OCTyNHa ¢ nomoullbto nepapxim OC (noa /sys/fs/cgroup/systemd/) UAN B TaKuX
MHCTPYMEHTAX, KaK ps (1) (ps xawf -eo pid,user,cgroup,args OCODEHHO Nose3Ha
ONA NONYYEHMA CNMCKA BCEX MPOLIECCOB M IOHUTOB systemd, KOTOPbIM OHM NPUHAANENKAT).

Systemd B DONbLION CTENEHN COBMECTMMA C CUCTEMOM SysV init: SysV init
CKPUNTbI NOAAEPHKMBAKOTCA M YNTAIOTCA KaK dalnbl KOHOUIypaLMm anbTePHATUBHOIO (XOTA
M orpaHnyeHHoro) dopmata. ObecneymsaeTca SysV /dev/initctl WMHTepdenc, 40CTynHa
COBMECTMMAA peanm3auma pPas/INdHbIX SysV  KAMEHTCKMX WMHCTPYMEHTOB, a TaKxe
NOAAEPKMBAOTCA  pa3ninyHble  ycTosBlimMeca  UNIX-OYHKUMOHANbHOCTK, Takue  Kak
/etc/fstab uan b utmp.

Systemd MMeET MMHMMANbHYI CUCTEMY TPaH3aKUMA: B Clydyae HeobXxoammMocCTm
3aNyCTUTb MW BbIKNOYUTb FOHUT systemd W BCe ero 3aBUMCMMOCTM ByayT nobaBaeHbl BO
BPEMEHHYIO TpaH3akuuto. [lanee crenyer NpoBepKa Ha npeameT TOro, ABAAETCA /U
TPaH3aKLUMA NOCNeA0BaTENbHOM (ABNAETCA I NOPSAA0K BCEX FOHNUTOB HE3aLUMKAEHHbIM):

— €C/IN HeT, systemd NOCTAapaeTCca NCAPaBMTb 3TO M YOAAUT U3 TPaAH3aKUMK jobs,
He ABNAKLWMECA HEODOXOAMMbIMM, YTO MOXET NPeaoTBPaTUTb 3aUMKAMBaHMeE. Takxke
systemd MblTaeTCA NOAABWUTb B TPAH3aKUMM jobs, CNOCODOHbIE OCTAHOBUTbL 3aMyLLEHHbIN
CEPBUC U He ABAAOLLIMECA HEODXOAMMbBIMU. KpOoMe TOro NpoBepaeTcs, ABNAKOTCA M jobs
M3 TPaH3aKUMKM NPOTUBOPEUYMBBLIMM Jobs, KOTOPbIE YXKe HaxoaATca odepean. Ecav aa,
TpaH3aKLUmMA, BEPOATHO, byaeT NnpepBaHa;

— eCAn A3, TPaH3aKuUmMA ABAAETCA NOCNea0BaTENbHOM U ee BAMAHME CBEAEHO K
MWHMMYMY, OHa o0ObeaMHAETCA CO BCEMW YXKe oXuaatowmmm o06paboTkM jobs M
nobasnseTca B oyepeb BbIMOJAHEHMA. OTO 03HAYaAET, YTO A0 BbINOAHEHMA 3aTPebOBaHHOM
onepaumn systemd byaeT NpoBepPATb, YTO ONepaLmMa MMEET CMbIC/, UCNPABAATb ee, eC/N
BO3MOXHO, U, €C/IM OHa AeNCTBUTENbHO HE MOXKET paboTaTb, OTMEHMUT ee.

Systemd COAEPKWT BCTPOEHHYK peanm3almio 3a4a4d, KOTopble AO0MKHbl ObliTb
BbINOJIHEHbl KaK YacTb npouecca 3arpyskn. Hanpumep, ycTaHaBAMBaAET MMA XOCTa WU
KOHOUIYpMpPYyeT NeTaeBoe YCTPOMCTBO CETM, HACTPaMBAET M MOHTUpPYET pasanyHble OC AP,
TaKMe Kak /sys WU /proc.

[ns nonyvyeHnsa AONONHUTENbHOM MHDOPMAUMM O NMOHATUAX U NOEAX, 3a10KEHHbIX
B systemd, Heobxoammo obpatlatbes K Original Design Document[2].

BHUMAHMWE! HekoTopble uHTepdelchl, npeaocTaBasemble systemd, coAepat
Interface Stability Promise[3].

NAMNKN MOBO:

Manku CUCTEMHbIX FOHUTOB

CUCTEMHbIN  aAMWUHUCTPATOP systemd YMTaeT KOHPUIypaLMIO HOHWUTOB K3
Pa3INYHbIX Nanok. NaKeTbl, Kenatolime ycTaHOBUTb Gai/ibl FOHUTOB, AO/IXKHbI PAa3MECTUTb
MX B NankKy, BO3BPaLLaeMON KOMaHAOM:
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pkg-config systemd --variable=systemdsystemunitdir

Apyrnmn nposBepAaeMbIMU Nankamm ABNAKOTCA /usr/local/lib/systemd/system
M /usr/lib/systemd/system.

[Monb3oBaTeNbCKas KOHPUrypaums Bcerga WMMeeT NPUOPUTET. pkg-config
systemd --variable=systemdsystemconfdir BO3BPALLAET MYyTb K MNanKe CUCTEMHOM
KoHoUrypaummn. MakeTbl 4OMKHbI M3MEHATb COAEPKMMOE 3TUX MaNoOK TONbKO C MOMOLLbLO
KOMaH4 enable MW disable MHCTPYMEHTA systemctl (1).

MNankn Nnonb30BaTeNbCKUX IOHUTOB

[MoaobHble NpaBuaa NPUMEHAIOTCA ANA NaNoK NOAb30BaTENbCKMX OHUTOB, OAHAKO
HaXxo0AWMTb tOHUTLI B A@HHOM C/y4dae cneayeT no cneundukaumm XDG Base Directory [4]. MT
NOMKHbI NTOMECTUTb CBOW Palibl OHUTOB B NamnkKy, BO3BPaLLEHHOM KOMaHA0M:

pkg-config systemd --variable=systemduserunitdir

FnobanbHas KOHPUIypaLMs BbINOAHEHA B Marnke, 0 KOTOPOW coobLiaeT KomMaHAa
pkg-config systemd --variable=systemduserconfdir.KOMaHAbl enable Mdisable
MHCTPYMEHTA systemctl (1) MOryT 0bpalaTbca c 060MMMN BUAAMM FOHUTOB: rN0OaNbHbIMMK
(T.e. pns BCcex nonb3oBatenem) W  4YacTHbIMM  (ANA  OAHOro  MoAb30BaTens),
paspellan/3anpeLuan ux.

Mankn ckpuntos SysV init

[Manknm CKpPMNTOB SysV init pacnonaratTca mexay Auctpubytmsamn. Ecaum
systemd HE MOXET HaWTU POAHOM unit ¢ann ana Tpebyemoro cepsuca, oH byaer
OCYLWECTBAATb MOWUCK CKPUNTA SysV  init TOr0 € CaMoro MMeHu (C yaaneHHbIM
cyddurKcom . service).

Manka mexaHn3ma ccbinok SysV runlevel

[eonoKaumMa nankyM MexaHM3Ma CCbIIOK SysV  runlevel pPas/IMdHO MeXay
ANCTPUOYTUBAMU. Systemd YYUTbIBAET MEXAHM3M CCbIZIOK, ONpeaenss, AO/IKEH /N CEPBUC
ObITb BKAOYEH.

BHUMAHMWE! service unit CO BCTPOEHHbIM unit KOHQUIypaLUMOHHbIM danaom
He MOXeT ObITb 3anyLLEH NP aKTUBM3ALUMM €r0 B MEXAHM3ME CCbINIOK SysV runlevel.

CUTHAbI:

— SIGTERM—NOCA€e NOoAyYeHMs AaHHOTO CUTHa/la CUCTEMHbIN MeHeaXep systemd
cepuanmnsyeT ero CoOCToAHME, NnepesanyCKkaeTca 1 AecepmannslyeT COXPaHeEHHOEe COCTOAHME
MOBTOPHO. B OCHOBHOM 3TO 3KBMBANEHTHO C/eAylolWeMy: systemct]l daemon-reexec;

— systemctl daemon-reexec — TMO0/Ib30BATE/bCKMN MeHeaXep systemd
3aNyCTUT exit.target unit, KOraa NpPWUMET [AaHHbIM CUrHana. B oOCHoOBHOM 3TO
9KBMBA/IEHTHO: systemct]l --user start exit.target;

— SIGINT — nocae noayYyeHmsa AaHHOTO CUTrHaNa CUCTEMHbIM MeHeaXep systemd
3aMyCTUT IOHUT ctrl-alt-del.target. B OCHOBHOM 3TO 3KBMBAJIEHTHO: systemctl
start ctl-alt-del.target;

— systemctl start ctl-alt-del.target — MO/Jb30BATENbCKUI MEHEOKEP
systemd NOCTYNUT C A@HHbIM CUTHA/IOM TEM e CNOCODOM, YTO 1 C CUTHANIOM SIGTERN;
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— SIGWINCH — nonyyus ﬂ,aHHbIM CUTHan, CUCTEMHbIM meHegxep 3anyCtuT HOHUT
kbrequest.target. B OCHOBHOM 3TO 3KBWBAJIEHTHO: systemctl start
kbrequest.target;

— systemctl start kbrequest.target — MO/Ib30BATE/NIbCKUN MEHEOKEpP
systemd UTHOPUPYET AaHHbIA CUTHA;

— SIGPWR — noayvus Ll,aHHbIlZ CUrHan, CUCTEMHbIN MmeHegxep 3anyCtuTt HOHUT
sigpwr.target. B OCHOBHOM 3TO 3KBMBA/IEHTHO: systemctl start sigpwr.target;

— SIGUSR1 — noay4yus ,EI,aHHbIl\/'I CUTHan, CUCTEMHbIM meHegxep 6y;|,eT MNbITaTbCA
NPUCOEAUNHUTBCA K LWnHe D-Bus;

— SIGUSR2 —Mnoay4us ,EI,aHHbIVI C1rHan, CUCTEMHDbIN meHegxep UeTNMKOM 3anneT
B COO6LLI,€HM€ 0 CODbITUAX CBOE COCTOSAHME B YNTAEMOM cboprv\e. 3anncaHHble AdaHHble 6y;|,yT
TaKUe e, KaK BbIBOAMMbIE KOMAHAOWN: systemctl dump;

— SIGHUP — MOJIHAA nepes3arpy3ka KoHburypaumm gemoHa. B OCHOBHOM 3TO
9KBWMBANIEHTHO: systemctl daemon-reload,

— SIGRTMIN+0 — BXOAWUT B pPEXMM NO YMOAYaHUIO, 3aNyCKAEeT HUT
default.target. B OCHOBHOM 3TO 3KBMBA/NIEHTHO: systemctl start default.target;
— SIGRTMIN+1 — BXOAMUT B cnacaTenbHbIn pexnm, 3anyCkaetT HHUT
rescue.target. B OCHOBHOM 3TO 3KBMBA/NEHTHO: systemctl isolate rescue.target;
— SIGRTMIN+2 — BXOAMUT B  aBAPUWHbIA  PEXMM, 3aMNyCKaeT  LOHUT

emergency.service. B OCHOBHOM 3TO 3KBMBA/IEHTHO: systemctl isolate
emergency.service,

— SIGRTMIN+3 — 0CTaHaBaMBaeT MY, 3anyckaeT lOHUT halt.target. B OCHOBHOM
3TO 3KBMBANEHTHO: systemctl start halt.target;

— SIGRTMIN+4 — BblKAOYeHMe nuTaHma MY, 3anycK toHUTa poweroff.target. B
OCHOBHOM 3TO 9KBWMBA/IEHTHO systemctl start poweroff.target,

— SIGRTMIN+5 — nepesanyck MY, 3anyck tOHUTa reboot.target. B OCHOBHOM
3TO 3KBMBANEHTHO: systemctl start reboot.target;

— SIGRTMIN+6 — nepesanyck MY ¢ nomouwblo kexec, 3aMycKk HHUTA
kexec.target. B OCHOBHOM 3TO 3KBMBA/IEHTHO: systemctl start kexec.target;

— SIGRTMIN+13 — Heme[/leHHaa OCTaHOBKa paboTbl MY;

— SIGRTMIN+14 — HemeaneHHOoe OTKAYeHne NnuTaHmna MY,

— SIGRTMIN+15 — Hemed/ieHHaA nepesarpyska MY;

— SIGRTMIN+16 — Hemen/ieHHadA nepesarpyska MY ¢ kexec;

— SIGRTMIN+20 — [AenaeT BO3MOMHbIM BbIBOA, CTATYyCHbIX COODOLWEHUIM Ha
KOHCO/Ib, B T.4. BbI3BaHHYIO NapameTpoM systemd.show status=1 B KOMaHAHOW CTpOKe
A4pa;

— SIGRTMIN+21 — OTMEHa BO3MOXHOCTWM BbIBOAA CTATYCHbIX COODLIEHMI Ha
KOHCO/Ib, B T.4. BbI3BaHHYIO NapameTpoM systemd.show status=0 B KOMaHAHOW CTpOKe

aapa.
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MEPEMEHHbIE CPEABI N OKPYXKEHUE:

— S$SYSTEMD LOG LEVEL — systemd 4YMTaeT log level W3 3TOM NepemeHHOM
OKpyKeHuA. [laHHas HacTporKa MoXKeT bbiTb NepeonpeaeneHa ¢ NMOMOLLbIO oNuMM —-1og-
level=;

— S$SYSTEMD LOG TARGET — systemd YMTaeT UENEeBON XYPHaa W3 3TOW
nepemMeHHON oKpyXeHWd. [laHHas HacTpoMKa MOXKeT bbiTb NepeonpeaeneHa C NOMOLLbO
onumnm —--log-targets=;

— $SYSTEMD LOG COLOR — onpegenset, byaeT v systemd BblAeNATb LBETOM
Ba)KHble  COODOLIEHNA CUCTEMHOrO KypHana. J[laHHaA HaACcTpoMKa MOXeT ObITb
nepeonpeaeneHa c NOMOLWb ONUMKN —-log-color=;

— S$SYSTEMD LOG LOCATION — onpeaendaeT, byaeT v systemd BbIBOAWUTb HOMEP
CTPOKM B MCXOAHOM KOAEe BMECTE C *KYPHa/bHbIMW COODLLIEHNAMM. ITO NOBEAEHNE MOXKET
6bITb NepeonpeaeneHo C NMOMOLLbIO ONUMN ——1log-location=;

— $XDG CONFIG HOME, $XDG CONFIG DIRS, $XDG DATA HOME,
$XDG_DATA DIRS — NO/b30BATENbCKMN MeHeaKep systemd MCNONb3YET 3TV NepeMeHHble
B cooTBeTcTBMM ¢ XDG Base Directory cneunduraumein [4], 4Tobbl HANTU ee KOHPUTypPaLMIO;

— $SYSTEMD UNIT PATH—3aJaeT, rae systemd MweT Gaiibl OHUTOB;

— $SYSTEMD SYSVINIT PATH-— 33JaeT, r4e systemd MLWET CKPUNTbI SysV init;

— $SYSTEMD SYSVRCND PATH — 33JaeT, rae systemd WMWET CKPUNTbl CUCTEMBI
CCbINOK runlevel SysV init,

— SLISTEN PID, $LISTEN FDS—YCTaHaB/AMBAET systemd A/19 KOHTPOAUPYEMbIX
MPOLLECCOB BO BPEMA aKTMBALMM HA OCHOBE COKeTOB. [MoapobHee B sd_ listen fds (3);

— SNOTIFY SOCKET — yCTaHaB/IMBaeT systemd ANA KOHTPOAMPYEMbIX MPOLLECCOB
C Lle/1blo YBEJOMNEHMA O CTaTyCe M 3aBeplueHmmn 3anycka. MoapobHee B sd notify (3).

MAPAMETPbI KOHOUTYPALIMW, MEPEAABAEMbBIE OT ALPA OC ABPOPA:

Echm systemd 3anyuweH B CUCTEMHOM WHCTAHUMW, OH pa3bupaeT HECKONbKO
apryMeHTOB KOMaHAHOWM CTPOKM Aapa:

— systemd.unit= — nepeonpeaenseT HOHWUT, KOTOPbIA aKTMBMPYETCA MNpu
3arpyske — Mo YMOAYaHUK default.target. 37O MOXeT OblTb MCNOAb30BAaHO AN
BPEMEHHOW 3arpy3KM B APYrom 3arpy304Hblii tOHUT, KaK, HANPUMep, rescue.target WK
emergency.service. [logpobHee 06 3TUX IOHUTAX B systemd. special (7);

— systemd.dump core= — MNpuWHMMaeT OyneBblin aprymeHT. Ecam true, TO
systemd c034a€eT core dump, KOraa paboTaeT HEKOPPEKTHO. B MPOTMBHOM C/ly4ae core
dump He co3gaeTca. [10 yMmoa4YaHUIO true;

— systemd.crash shell= — npuHuMmaeT OyneBbld aprymeHT. Ecam true, TO
systemd NOpoOXAaeT shell, Korga pywutca. B nNpoTMBHOM cayvae shell He
nopoxaaetca. 1o ymonyaHuto false M3 COoobpaxKeHMM HBe3omnacHOCTU, T.K. shell He
3alMLLEH NAPObHOM ayTeHTUDUKaUMEN;

— systemd.crash chvt= — NPUHUMAET aprymeHT uesoe 4ucno. Ecam oHo
NONOXUTENbHOE, systemd aKTUMBMPYET 3a4aHHbIN BUPTYasibHbIA TEPMMHAA, Koraa
pywmnTca. o ymonyaHuio -1;
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— systemd.confirm spawn= — MNPUHUMAET 6ynesuﬁ aprymeHt. Ecam true,

3anpalnBaeTCca NOATBEPXKAEHME, KOrda NOPOXKAAETCA npouecc. 1o ymonyaHuto false;
— systemd.show status= — MOpPUHUMaET bynesblt aprymeHT. Ecam true,

BbIBOAWT Ha KOHCOJ/1b B CXKAaTOM BNAE N3IMEHEHNA CTATyCa CEPBUCOB B TEHYEHNE 3alrPy3KU. Mo
YMOJIYAHUIO true;

— systemd.sysv_console=-—ﬂpMHmmaeT6yﬂeBmﬁEﬂﬁymeHT.ECﬂMtrue,BHBOﬂ
CKpnNTa SysV init 6y,£l,eT Hanpas/jeéH Ha KOHCO/1b. Mo YMO/IHaHUIO true, HO, €C/IN quiet
nepedaH Kak onunA I-(OIV\aH,D,HOIZ CTPOKM AA4pa, NO YMONYaHUKO false;

— YMNpaBJ/IAE€T BbIBOAOM B COO6LLI,€HVI€ O COBbITUAX C TeEM Ke ad)d)eKTON\, 4YTO U
OMNnnCaHHbIE Bblle nepemeHHble OKPYyXeHNA: $SYSTEMD_LOG_TARGET,
$SYSTEMD_LOG_LEVEL, $SYSTEMD_LOG_COLOR, $SYSTEMD_LOG_LOCATION:

systemd.log target=, systemd.log level=, systemd.log color=,
systemd.log location=

— systemd.default standard output=, systemd.default standard error=
— ynpasadeTtr CTaHAapPTHbIM BbIBO,EI,OM/BbIBO,D,ON\ OLWNDBKM Ana cepBnCoB MO YyMOIMaHUIO C
TeM e 3QDeKTOM, YTO M apryMeHTbl KOMaHAHOM CTPOKM, ONMUCaHHble Bblille —-default-
standard-output= U --default-standard-error= COOTBETCTBEHHO.

COKETbI N KAHATbI:

— /run/systemd/notify — COKeT yBeAOM/EHNA COCTOAHNA AEMOHA. DTOT COKeT
AF UNIX datagram WCNONb3yeTCA ANA peanns3aunmn NOornkn yseaomMneHnAa OemMOHa,
KOTOpOe OCYLLLEeCTBNAETCA NOCPEACTBOM sd_notify (3);

— /run/systemd/logger — MWCNO/Ib3yeTCA BHYTPEHHE HHUTOM systemd-
logger.service, N4 systemd BBOAMT MOHATME CUCTEMHbLIX HOHUTOB. [aHHble HOHWUTLI
npeacrasaeHbl I-(OHCI)VII'ypaLI,l/IOHHbIN\M d)aﬁma/v\m, pacnoaoxeHHbiMn B O4AHOM WU
HECKO/IbKMX Mankax, onmcaHme KoTopbix NnpueeaeHo B Tabauue (Tabamua 2.1), 1 B cxkaTom
BMAE aAKKYMYAMPYIOT MHPOPMALMIO O CUCTEMHbIX CAY»KOax, CAyLWaloWmx COKeTax,
COXPaHEHHbIX CHMMKaX COCTOAHUNA CUCTEMDLI, a TaKXe O APYyrunx O6'beI-(TaX, MMeRLLNX
OTHOWEeHNne K cncrteme MHmnumnanmn3aumun.

Tabnunua 2.1

[Manka OnucaHuve
/usr/lib/syst |®daiinbl OHUTOB systemd, pacnpeaeneHHble YyCTaHOBAEHHbIMM
emd/system/ | ppM-naketamm
/run/systemd/ | daiinbl lOHUTOB systemd, CO34aHHbIE B Npouecce paboTbl. [JaHHas
system/ nanka vMeeT NPUOPUTET HaZ, NanKkamMm C YCTaHOBAEHHbIMU
CNY¥KeOHbIMK Gannamm tOHNUTOB
/etc/systemd/ |damnbl IOHUTOB systemd, CO3/aHHble KOMaHAaoM
system/ systemctl enable, a TaKke Galinbl OHUTOB, A06aBAEHHbIE ANA
paclMpeHuns cayskbbl. [JaHHaA nanka MMeeT NPUOPUTET Hag, NamnKol ¢
daiinamu IOHUTOB, CO3aHHBIMU B NpoLecce paboTbl
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PYKOBOACTBO aAMUHNCTPATOPA MNATDOPMA
MONHbIA CNUCOK [AOCTYMHbIX TUMNOB OHUTOB systemd npuBedeH B Tabauue

(Tabnuua 2.2).

Tabnuua 2.2
Tun 1oHUTa PacwwupeHue ¢aina OnucaHue

Cnyxba .service CuctemHas cny»xba

Uenb -target [pynna tOHNUTOB systemd

ABTOMaTuueckoe | -automount To4YKa aBTOMATMYECKOro MOHTMPOBaHMA OC

MOHTMPOBAHWNE

YCTPOMCTBO .device dann yCcTponcTBa, pacno3HaBaemoro A4pom

MoHTMpoBaHne | -mount Toyka moHTMpoBaHuA OC

MyTb -path ®ann nnan nanka 8 ¢C

Obnactb . scope Mpouecc, Co34aHHbIN M3BHE

Cpes .slice [pynna nepapxmyeckmn opraHM30BaHHbIX
IOHWTOB, YNPABAAOLLMX CUCTEMHbBIMM
npoueccamm

CHMMOK -snapshot CoxpaHeHHOe COCTOoAHNE MeHeaKepa
systemd

Coket -socket CokeT ana obmeHa MHPopMaLmen Mexay
npougeccamm

MoaKayka - sSwap YCTPOMCTBO MK dalin NoAKAYKM

Talimep -timer Talimep systemd

MNepeonpeaeneHmne nNapaMeTpoB systemd MO YMOJYAHMIO OCYLLECTBAAETCA C
NOMOLLbtO Paina system.conf.

KoHPUrypauma systemd N0 yMONYaHUIO ONpeaenseTca BO BPeEMA KOMAUAALMN U
[OCTyMHa ANAa NpocmoTpa B dalne /etc/systemd/system.conf. [1pn HeobxoaMmocTm
M3MEHUTb MapameTpbl MO YMOYaHMIO M rnobanbHO NepeonpeaenTb OTAebHble 3HAYEH WA
IOHWMTOB systemd C/leQlyeT MCMOb30BaTb AaHHbIN dalin.

[lna nepeonpeneneHuns 3HavyeHUA npeaena UCTEeYEeHUs BPEMEHWM OXMAaHMA, Mo
yMmoAn4aHuto  paBHoro 90  ceKkyHaam, HeobxoAMMO  MCMO/Ab30BaTb  MapameTp
DefaultTimeoutStartSec, A4 KOTOPOro NoTpebyeTca yKa3aTb 3HAaYEHNE B CEKYHAAX:

DefaultTimeoutStartSec=<TpebyeMmoe 3HauyeHMne>

OcHoBHble npeanaraemble BO3MOXHOCTH

B OC ABpopa cucTeMa systemd U service manager OCYLWECTBAAKOT aKTUBALUMIO HA
OCHOBE COKETOB — BO BPEeMA 3arpyskmM systemd CO34Q€T CAyLIAKOLIME COKETbl ANA BCEX
CUCTEMHbIX CAYXO, NOAAEPKMUBAKOWMX [AAHHbIM  TUN  aKTMBaUMKU, U nepefaet ux
COOTBETCTBYIOLWMM CNyKbOam, Kak TOZIbKO OHW Ha4YMHaOT paboTy. ITO NO3BOASAET systemd
OCYLLECTBAATb NapannenbHbl 3anNycK CAYKO 1 AenaeT BO3MOXKHbIM Nepe3anyck Cay»KoObl
6e3 notepu COOOLLEHUM, OTNPaB/IEHHbIX e B TO BPEeMs, MOKa OHa Obla HeAOoCTYMHa:
COOTBETCTBYIOLLMI COKET OCTaeTCA AOCTYMHbIM, M BCE COODLLLEHMA MOMELLAIOTCA B o4epedb.

[Nna akTMBaALMM HAa OCHOBE COKETOB systemd MCMOAb3YET OHUTbI COKETOB:

— aKTUBaAUMA Ha OCHOBE LMHbI — CUCTEMHbIE CAYKObl, ncnonb3youwme D-Bus ans
obmeHa MHPOopMaLMen Mexay NpoLeccamm; MOXKHO 3anyCTUTb MO TPeboBaHMIO, KaK TO/IbKO
KaneHTckoe MM B nepBbiM pa3 nonpobyetr obMeHATbCA C HUMKM UHbopmaumen. Ana
aKTMBALUMM HA OCHOBE LLUMHbI systemd UCNONAb3YET Ganabl cayKobl D-Bus;
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— aKTMBaUMA Ha ocHoBe MY — cucTemHble CayKObl, NOAAEPHKMBAIOLLME AaKTUBALMIO
Ha OCHOBE VYCTPOMCTB;, MOXHO 3anycTuTb no TpeboBaHWIO NpW  NOAKAYEHUN
onpeaeneHHoro tmna 06opyaoBaHNA UAK ecam 3To 0b6opya0oBaHNE CTAHOBUTCA AOCTYMHO.
[ns akTMBALMM HA OCHOBE YCTPOMCTB systemd MCNOb3yeT OHUTbI MY;

— aKTMBAUMA Ha OCHOBe nNyTelM — CUCTEMHble CAyKbbl, NoAdepKMBatoLLME
aKTMBALUMIO Ha OCHOBE MyTEN; MOXKHO 3anyCTUTb Mo TpeboBaHMIO, KOraa onpeaeneHHbIN
dann manm nanka M3MEHAT CBOM cTaTyc. [nA aKTMBaUMM Ha OCHOBE MNyTel systemd
MCMOMb3YET OHUTLI NYTH;

— CHMMKWN COCTOAHMA CUCTEMbI — systemd MOXET BPEMEHHO COXPAaHWUTb TEKyllee
COCTOAHME BCEX FOHMTOB MM NOBTOPHO aKTMBMPOBATbL Npeablaylliee COCTOAHME CUCTEMbI U3
AMHAMMUYECKM CO30aHHOM0 CHMMKA. A XpaHeHMA TeKYLLEro COCTOAHMA CUCTEMbI systemd
MCNONb3YeT AMHAMMYECKM CO3[4aHHbIE FOHUTbI CHYUMKOB;

— yNpaB/ieHMe TOYKaMM MOHTMPOBAHMA W ABTOMOHTMPOBAHMA — systemd
HabAto4aeT M ynpaBaseT TOYKaMMU MOHTMPOBAHMA M aBTOMATUYECKOTO MOHTMPOBaHKA. [1na
TOYEK MOHTMPOBAHWUA systemd WCMOAb3YET IOHUTbl TOYEK MOHTMPOBAHWMA, @ ANA TOYeK
aBTOMOHTMPOBAHMA — IOHUTbI aBTOMOHTUPOBAHMUS;

— arpeccmMBHadA napanjienns3auma — MCNoab3yAa aKTMBALMIO Ha OCHOBE COKETOB,
systemd MOXET 3aMnyCcKaTb CUCTEMHbIE CNyKDbl NapannenbHo, Kak TONbKO CAyllatouime
COKETbI OKaXKyTCA Ha MecTe. B couyeTaHnM C CUCTEMHbIMM CAYyXDaMK, NOAAEPKMBAIOLLMMM
aKTMBaUMO No TpeboBaHWIO, NapannenbHas akTMBALMA 3HAYMTENbHO COKPALLAET Bpems,
HeobxoaMmoe ANs 3arpy3Kn CUCTEMbI;

— TPaAH3aKUMOHHAA /IOTMKA aKTMBAUMKM OHWUTOB — Mepea  aKTMBaUMEn UK
OTK/NOYEHNEM HOHUTA systemd PACCUYUTBLIBAET €ro 3aBUCMMOCTM, CO343eT BPEMEHHYHO
TPaH3aKLUMIO M NPOBEPAET ee LeNOCTHOCTb. Ecn TpaH3akuma byaeT HeLeNoCTHOM, TO nepea,
TeM, Kak BblaaTb coobuleHne o6 owndbKke, systemd aBTOMATUMYECKM NblTaeTCA
CKOPPEKTUPOBATb TPAH3AKUMIO U YOA/INMTb U3 Hee 33[adu, He MMetolme KPUTUYECKOro
3HaYeHuA;

— obpaTHas COBMECTMMOCTb C CUCTEMOM WHUUManmM3auum SysV — systemd
NoAAEPKMBAET CLEeHapUM nHMumanmsaumm SysV, 4to onncaHo B 6a3oBoi cneundurKaumm
npoekTa Linux Standard Base. 3To obneryaeT nepexoa K CAyebHbIM IOHUTAM systemd.

N3meHeHnA COBMeCTUMOCTHU

Cuctembl systemd M service manager pa3paboTaHbl TakMm obpaszom, 4TobbI
obecneymBaTb 6a30Byt0 COBMECTMMOCTb C SysV W Upstart. Hanmbonee 3HaumTeNbHblE
M3MEHEHNA B COBMECTUMOCTM OTHocuTesibHO OC ABpopa W pdAaa  npesblayLmx
ANCTpmnbyTMBOB Linux:

— systemd WMMeEET OrpaHWYEeHHYHO  MNOAAEPXKKY  YPOBHEM  BbIMNOJHEHMS,
NpesoCTaBNAAA HECKObKO FOHMUTOB Le/M, KOTOPblE MOXHO HaNpPAMY CONOCTaBUTb C 3TUMM
YPOBHAMM BbINOAHEHMA. OQHAKO CONOCTaBAEHME BO3MOXHO He ANA BCeX Lenen systemd,
NO3TOMY M3 COOBpaXKEHMN COBMECTMMOCTM B COCTaB systemd BXOAUT KOMaHAa runlevel,
KoTopaa MOXeT BepHyTb N Ans 0603HayeHMA Hen3BEeCTHOro YPOBHS BbIMOAHeHMA. [1o
BO3MOXHOCTM pekomeHayeTcs no n3beraTb NCNOIb30BAHWUA AAaHHON KOMaHAbI;
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— YTUANTA systemctl HE NOAAEPHKMBAET NPON3BO/bHbIE KOMAaHAbI. B fonoaHeHne
K CTaHOAPTHbIM KOMaHZaMm, TakKMM, KaK start, stop W status, aBTOPbl CUEHapMeEB
MHULMANN3ALUNM SysV Pean3oBani NnoaaepKky 4na nto6oro Ymcaa Npon3BoabHbIX KOMaHA
B KayecTBe AOMNOAHUTENbHOro ¢yHKuUMoHana. Hanpumep, B Red Hat Enterprise Linux 6
CUeHapuh init ANA iptables MOXHO OblIO BbIMOAHATL BHYTPM KOMaHAbl panic, 4TO
BK/IIOYA/NI0 PEXMM panic M MNepeHacTpamBano CUCTEMY Ha HemMedNeHHbIn cOpoc Bcex
BXOAALMX M MCXOOAWMX MAKeTOB. HMYero m3 atoro He NoAAepP*KMBAETCA B systemd, U
systemctl NPUHUMAET TOIbKO KOMaH/pbl, NepeyncaeHHble B JOKYMEHTaUuMu;

— YTUAUTA systemctl He 0OMeHMBaeTca MHGOPMaLLMeEn Co CayKbamm, KOTopble He
ObIAKM 3anyWeHbl systemd. Koraa systemd 3anyckaeT CUCTEMHYIO CNYKOY, MAEHTUPUKATOP
ee rN1aBHOro NpoLecca CoXpaHAeTca A1A BO3MOXKHOCTM ero OTCAeXMBaHMA. 3aTeEM YTUAMTA
systemctl WCNONb3YeT 3TOT WAEHTMPUKATOP ANs8 Oonpoca W ynpaBaeHus caybon.
COOTBETCTBEHHO, €C/M MOAb30BaTe b 3arnycKaeT OnpeaeseHHbIN AeMOH Hamnpamyto un3
KOMaH/AHOM CTPOKW, systemctl HE B COCTOAHMW ONPeaennTb ero TeKyLWMMK CcTaTyC MUan
OCTaHOBWTb €ro BbIMO/IHEHWE;

— systemd OCTaHaB/MBAeT TO/NbKO paboTatouwme cayxbol. ocne mHUUMaLNMK
nocnenosaTenbHOCTM shutdown Red Hat Enterprise Linux 6 u 6onee paHHWE penmsbl
CUCTEMbI MCNOB30BAIM CUMBO/IbHbIE CChI/IKM, PACMONOMXKEHHbIE B Nanke /etc/rc0.d/, ANA
OCTAHOBKMW BCEX AOCTYMHbIX CUCTEMHbIX CNYKO BHE 3aBMCUMOCTM OT MX cTaTyca. C systemd
BO BPEMSA BbINOJIHEHMA NOCNEA0BATENbHOCTUM shutdown OCTAHABAMBAKOTCA TO/bKO
paboTatowme cnybbl;

— CUCTEMHble CNyXbbl He MOoryT 4YmTaTb MHPOPMALMIO M3 CTaHAAPTHOrO MOTOKA
input. Korga systemd 3anyckaeT cay»Kby, CTaHAaPTHbIA BBOA, CAYXKObl NoAKAO4aeTca K
/dev/null gna npeaoTspalleHma ntoboro B3anMoaencTamna ¢ NoNb30BaTeENEM;

— CUCTEMHble CAYyXObl He HacneaytoT KOHTEKCT (TaKoW, KaK nepemeHHble
OKPYXEHWss HOME W PATH) OT BbI3bIBAOLLIEro MUX NOAb30BATENA UM ero ceaHca. Kaxaaa
cnyxba paboTaeT B YNCTOM KOHTEKCTE BbINONHEHWA;

— BO BpemAa 3arpy3ku cueHapusa WHUUMANM3aUMKM SysV  systemd YUTaeT
NMHPOPMALMIO O 3aBUCUMOCTSAX, 3aKOAMPOBaHHYIO B 3aronoBKe Linux Standard Base, u
MHTEPNPETUPYET ee BO BpemMs npoLecca paboTbl;

— AN1A NpeAoTBpaLLeHNsa 3aBUCAHMA CUCTEMbI MO BMHE HENpaBuabHO paboTatoLleh
CNYXObl BCe onepauum C IHUTaMKU CAYKO nognaaatoT no AencTBMe AMMUTa UCTeYeHUs
BPEMEHM OXWMAAHUA, PAaBHOMO 5 MMHYTaM. ITO 3HAYEHWEe CTPOro HacCTPOEHO ANA BCeX
CNYKO, co34aBaeMbIX CLEHAPUAMN MHMLUMALUKM, U HE MOXKET bbITb M3meHeHo. OaHaKo Ana
yBEAMYEHNA npeaena WUCTeYEeHUA BPEMEHM OMUAAHMA Ha KAyt CAy»Kby MOXKHO
MCNONb30BaTb UHAMBUAYANbHbIE KOHOUTYPALMOHHbIE dalifibl.

YnpaBneHue CUCTEMHbIMU CyKb6amu

B Bepcmax OC Linux, B KOTOpPbIX MPUMEHANUCL SysV init WAM Upstart,
MCNONb3yEMbIE CUEHAPUM MHULUMANM3AUMN XPAHMAWCL B MNanKke /etc/rc.d/init.d/.
[aHHble cueHapun OblaM HanucaHbl Ha fA3blke Bash M nNpesocTaBnAnM CUCTEMHbIM
aAMMHUCTPATOPAM BO3MOXKHOCTb YNPaBAEHNA COCTOAHUEM CAYHKO NAM AEMOHOB B CUCTEME.
B OC ABpopa 3T cueHapuu nHnumnanmn3aumm boiam 3amMeHeHbl Ha KHUTbI CNYKO, KOTopble
MMEIOT pPacClIMPEHNe .service W CAYXKAT AN8 TeX Ke Uenen, 4yto U cueHapum
MHUUManm3aumn. [1na NpocMoTpa, 3amyCka, OCTAHOBKM, nepes3anyCka, BK/AYEHMA U
OTK/IIOYEHMNA CUCTEMHbIX CNYXKO MCNONb3YyeTCA KOMaHAa systemctl.
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KomaHapbl service U chkconfig TaKXe AOCTYMHbl B CMCTeMe M paboTatoT, KaK
OXMOAETCA, OJHAKO BK/KOYEHbl TONbKO M3 COODPAXKEHWM COBMECTUMOCTU, U WX
MCNONb30BaHMA cneayeT nberato.

®annbl KOHOUrypaumi M3 nanknm /etc/systemd/system/ MMetOT 60nbLINI
NPUOPUTET, YEeM KHUTblI M3 NankM /usr/lib/systemd/system/. [lo3TOMY, eciu
KOHOUIYypauyMoHHble Galiibl coaepsKaT NapameTp, KOTOPbIM MOXHO yKa3aTb TONbKO OAMH
pa3, TakoM, Kak Description nam ExecStart, ToO n3Ha4YanbHOE 3HAYEHME 3TOro MapameTpa
byaeT npegonpeaeneHo.

BHUMAHWE! B BbiBOAE KOMaHAbl systemd-delta nepeonpefeneHHble HOHUTDI
Bcerga nomeyeHbl Kak [EXTENDED], parke ecnm B LENOM HEKOTOpble napameTpbl
daKTUYeCKM nepeonpeaenstoTcs.

OnpeaeneHne CyxObl MOMHO PaCWMPUTb, YTO OMWUCHLIBAETCA Ha CTPaHULE
PYKOBOACTBA systemd.unit (5). Wcnosb3ya B KayecTBe nNpumepa tftp.service,
HeobxoaMmMo co34aTb HOBYIO noAKMNankKy tftp.service.d B nanke
/etc/systemd/system, @ 3aTeM B 3TOM noananke co3aaTb ¢an conf, paclIMPAOLLMIA
(M nepeonpeaenaoLWmMin) NnapameTpbl CAy*KObI.

KonnyectBo OTKPbITbIX AECKPMNTOPOB Gpannos orpaHunyeHo Yncanom 500.000:

# mkdir -p /etc/systemd/system/tftp.service.d/

# cat >/etc/systemd/system/tftp.service.d/filelimit.conf <<EOF
[Service]

LimitNOFILE=500000

EOF

M3MeHeHMA NPUMMEHAIOTCA Nocae nepesarpy3km KoHdurypaumum JAemoHa U
nepesanycka Cay»Kobl:

# systemctl daemon-reload
# systemctl restart tftp.service

KomaHapbl systemd-delta m systemctl status tftp.service MOKa3bIBAOT,
4yTO onpeaeneHme caybbl 6bIN10 A0DABNEHO:

# systemd-delta --type=extended
[EXTENDED]

/usr/lib/systemd/system/tftp.service — /etc/systemd/system
/tftp.service.d/filelimit.conf
1 overridden configuration file found.
# systemctl status tftp.service
tftp.service - Tftp Server
Loaded: loaded (/usr/lib/systemd/system/tftp.service; indirect; vendor
preset: disabled)
Drop-In: /etc/systemd/system/tftp.service.d

L—filelimit.conf
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BO3MOKHble NMMUTBI ONKCaHbl B cneayrounx pasgenax CTpaHuubl pyKOBOACTBa

systemd.exec (5):

LimitCPU=, LimitFSIZE=, LimitDATA=, LimitSTACK=, LimitCORE=,
LimitRSS=,

LimitNOFILE=, LimitAS=, LimitNPROC=, LimitMEMLOCK=, LimitLOCKS=,
LimitSIGPENDING=, LimitMSGQUEUE=, LimitNICE=, LimitRTPRIO=,
LimitRTTIME=

These settings control various resource limits for executed
processes. See setrlimit(2) for details. Use the string infinity
to

configure no limit on a specific resource.

MPUYMHA: nMKUTbI, yKa3aHHble B dainax /etc/security/limits.conf WK
/etc/security/limits.d/*.conf, HacTpamsatoTcA PAM B Hayasne  ceaHca
perncTpaLmm, 4To yKasaHo B caeaytoulern 3anncn ¢anna /etc/pam.d/system-auth-ac:

session required pam limits.so

NMPUMEYAHUE. [emoHbl, 3anyckaemble systemd, HE WCMNONAb3YIOT CeaHC
pernctpaumnm PAM, "MMUTbI KOTOPbIX MOXHO HAacTpamMBaTb TO/IbKO B Gaiie toHMUTa Cay*Kbbl.
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[MPUNOKEHUE 2

N3meHeHne AMmuToB

OnucaHue uHTepdeliica nice

NMMA: nice —3anycKaeT nporpammy ¢ 3aZaHnem npmopuTeTa.

OB30P: nice [[MAPAMETP] [KOMAHAOA [APTYMEHT]...]

ONMNCAHWNE: 3anyckaeT KOMAH/LY ¢ yKa3aHuem npuopuTteTa ee BbiNo/IHeHUA. bes
yKka3aHma KOMAH/ZA BblAaeT TeKyLWMI NpUopuTeT paboTbl. ADJUST NO YMOYAHUIO PaBeH
10. lnanasoH NpnopuTeToB pacnonoxeH oT -20 (Hamsbicwmin) 40 19 (HaUMeHbLN):

— -ADJUST —yBe/M4MBaeT NPUOPUTET Ha ADJUST;

— -n, --adjustment=ADJUST —TO e, YTO N —ADJUST,

— --help —BblaaeT MHOOPMALMIO M 3aBepLIaET paboTy;

— -—-version — BblgaeT MHPOPMALMIO O BEPCUM M 3aBepLlaeT paborTy.

OnuncaHue nHTepdeica renice

NMMA: renice — U3MEHEHWE NPUOPUTETA BbIMOTHAKOLWMXCA MPOLLECCOB.

OB30P:

renice priority pid...
renice priority [-p pid... ] [-g pgid...] [-u username]

OMNCAHWNE: KOmaHZa renice WCNONb3yeTCA AN1A WM3MEHEHUA NPUOPUTETOB
BbIMO/IHAIOWMXCA NpoLeccoB. HoBoe 3HadyeHWe npuopuTeTa 3a4aeTCA  YMCI0BOW
KOHCTAHTOM priority, KOTOpaa MOXeT NPUHMMATb 3HaYyeHus B AmanasoHe oT -20 go +20.
HenpueunernposaHHble Noab30BaTeIM MOTYT YCTAHOBUTL 3HAYEHME NPUOPUTETA TO/IbKO B
npegenax 0-20, B TO BpemA KaK A/1A CUCTEMHOrO agMUHUCTpAToOpa [AOCTYyMNeH Becb
AnanasoH. Hanbonee TUNUYHBIMKM 3HAYEHUAMM ABAAKOTCA cneaytolime: 19 — npouecco
BbIMOJIHAKOTCA TONIbKO B C/y4ae OTCYTCTBMUA Y npoueccopa cnewHon pabotbl; O — 6a308bIM
NPUOPUTET PABHOMPABHbIX MPOLLECCOB, BbIMOJHAKOWMXCA NOL yrNpaBieHnem AMCrneTyepa;
oTpULATENIbHOE 3HAYeHMe — ANs BbINOSHEHWA Hanbonee cnelHblX U He3oTnaraTenbHbIX
paboT.

OnwucaHue nHTepdeiica kill

MMA: kill — nocbllaeT CUrHaa npoueccy Wau BbIBOAMUT CMUCOK AOMYCTUMbIX
CUIHANOB.

OB30P:

kill [-s CUT'HAJI | -CUT'HAJI] PID...
kill -1 [CUTHAJI]...
kill -t [CUTHAJI]...

OMWCAHWE: nocblnaeT curHaa npoueccy WaM BbIBOAUT CMUCOK  AOMYCTUMbIX
CUIHaNO0B.
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AprymeHTbl, o0b6A3aTenbHble ANA  MNOAHbIX BAPWMAHTOB  OMNUMK, ABAAKTCA
00A3aTeNbHbIMM TaKKe M ANA KPAaTKUX BAPUAHTOB:

— -s, --signal=CUT'HAJI, -CUTHAJ— UMS UM HOMEP NOCbINAEMOro CUrHana;

— -1, --list — BbIBECTM MMEHA CMUrHA/NIOB WM BbLIBECTM MMA CUIHaNa,
COOTBETCTBYHOLLLEE HOMEPY, M HAODOPOT;

— -t, --table— BbIBECTU MHDOPMALMIO O CUTHANAX B BUAE TabNnLbl;

— ——help — BbIBECTM CNPABKY 1 3aBEPLLNTb PaboTy;

— —-version— BbIBECTM MHPOPMALMIO O BEPCUM M 3aBEPLLNTL paboTy.

CUITHAJT: moxeT yKasblBaTbCcA B BUAe MMeHM (Hanpumep, «HUP») nam Homepa
(Hanpumep, «1»). Takke B Ka4yeCcTBE CUrHana MOXKHO YKa3blBaTb KO/, BbIXxO4a, KOTOPbLIN
nporpamma A0XKHa COODLWMTL CMCTEME NPK 3aBEPLUEHWMN.

PID — yncnoBoinn maeHTMdumratop npouecca. Ecam yucno otpuuaTenbHoe, OHO
onpeaenaeT rpynny npotecca.

OnucaHune nHTepdeiica /etc/security/limits.conf

NMA: dalnn orpaHMYeHMa pecypcos.

®OPMAT: rpynna/nonb3osaTtesb IMMUT (JKECTKMIN/MATKMIA) NapameTp 3HaveHme.

OMMCAHME NAPAMETPOB:

— core —pa3mep core dannos (Kb);

— data — MaKCMMabHbIN pa3mep AaHHbIX (KB);

— fsize — MaKCMManbHbI pasmep dparna (Kb);

— memlock — MaKCMManbHOe 3ab10KMPOBAHHOE aapecHoe NpocTpaHcTeo (KB);

— nofile— MaKCMMa/IbHOE KOIMYECTBO OTKPbLITbIX GpaiNoB;

— rss — MaKCMManbHbIM pa3mep NamaTh ana pesmaeHTt-nporpamm (Kb);

— stack — MaKCcMManbHbIM pa3mep cTeka (Kb);

— cpu— MaKCcMManbHoe npoueccopHoe Bpems (MIN);

— nproc — MaKCMMaJibHOE KOIMYECTBO NPOLLECCOB;

— as —OrpaHu4yeHue agpecHoro npoctpaHcTea (Kb);

— maxlogins —MaKCMMaAbHOE YNCNO OAHOBPEMEHHbIX PETUCTPALMM B CUCTEME;

— maxsyslogins — MaKCMMa/NbHOE KOJIMYECTBO YYETHbIX 3anncen;

— priority— NPUOPMUTET 3anyLLEHHbIX NPOLIECCOB;

— locks — MaKCMManbHOE KONn4ecTBo Gpalinos, 6NOKMPYyEMbIX MONb30BATENEM;

— sigpending — MaKCMManbHOE KOAMYECTBO CWUIHANOB, KOTOPblE MOMXKHO
nepeaatb Npoueccy;

— msgqueue — MAaKCMMabHbIM pa3mep namatn ana odepeam POSIX coobueHnin
(bytes);

— nice — MaKCMMaNbHbIN NPUOPUTET, KOTOPbIA MOXKHO BbIiCTaBUTb: [-20, 19];

— rtprio— MaKCMMa/bHbI NPUOPUTET BPEMEHM BbIMONHEHMA.
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[MPUNOKEHUE 3

OnucaHue nHTepdeitca wipe

NCMNO/Tb30OBAHWME: wipe [onuumn] dannbl.

onunmn:

— —a — NpepbIBAET NPU OLLNDOKE;

— -b <buffer-size-1g2> — yCTaHABAMBAET Pa3Mep MHAMBUAYaNbHOrO bydepa
BBO/AA/BbIBOAA, YKa3aB ero norapnudm no ocHoBaHMoABa. MoryT ObiTb BblAeNEHbl [0
TpnauaTtn aTnx bydpepos;

— —c —coBepuwaeT chmod () Ha 3alMLLEHHbIX OT 3anncuK dannax;

— —-D—caeayeT CUMBOJIMYECKMM CCbIIKaM (KOHOAUKTYET € -r);

— —e — MCNOANb3yeT TOYHbIM pa3mep darna: He OKpyraseT pasmep danna anda
CTUPAHMA BO3MOXKHOIO MyCOpa, OCTaloLLeroca Ha nocaegHem 61oke;

— —f — popcUpyeT, T.e. He 3anpallmnBaeT NOATBEPKAEHNS;

— —F—He cTMpaeT umeHa Gpannos;

— —h — NOKa3blBaeT CNpaBKy;

— -1 —nHOOPMATMBHbIN (BepOanbHbIN) PEXUM;

— -k — coxpaHseT ¢palnbl, T. €. nocae nepesanncm Gannbl He yaanaoTCs;

— -1 <pomuHa> — YCTAHABAMBAET AAMHY CTMPAHMA Ha <mmmuy> 6anToBs, rae
<myuHa> 3TO LEe/I0e YNCNO, 33 KOTOPbIM cneayeT K (Kilo:1024), M (Mega:K"2) WU
G (Giga:K"3);

— -M (1|r) —YyCTaHaBAMBAET a/fOPUTM PRNG A/1A 3aNonHeHMA 610KoB (M nopaaka
NpPOXoA0B);

— 1 — 1cnonb3yeT Bbl30B OMHAMOTEKM random () ;

— a — MCNoAb3yeT aAropmuTM WNPPOBaHUA arcfour;

— -0 <cmBur> — YCTaHaB/IMBaAeT CABUT OYNCTKUN Ha <cosur>, raAe <cmeur> MUMEET
TOT e PopMaT, YTO U <amHa>;

— -P <mpoxomer> — YCTaHaB/MBAET KOAMYECTBO MPOXOAOB A1A OYMCTKU UMEHM
danna. Mo ymonyaHuto 3To 1;

— -Q <xoJmyecTBO> — YCTAHABAMBAET KOAMYECTBO MPOXOA0B ANA ObICTPOWM

OYUCTKM;

— —-g — ObICTpadA O4YMCTKA, MeHee Oe3onacHas, Mo YMOMYaHWIO 4 CayYalHbIX
npoxoJa;

— -r — peKypcus Mo nankam, nepexos Mo CUMBOIMYECKMM  CCbIIKam
OCYLLEeCTBAATLCA He OyaeT;

— -R — VYCTaHaB/AMBaeT YCTPOWCTBO paHAOMM3aUMM (MM KOMaHAy CUA0B

paHAOMM3ALUM -S c);
— -s—(r|c|p)— meToa paHAOMM3ALMN CULOB;
— r — CYMTbIBAET C YCTPOMCTBA PaHAOMM3aLMM (HALEKHO);

163



— 1 OTOKPbITAﬂ
PYKOBOACTBO aAMMUHNCTPATOPA l Hni%‘gé’#ﬁﬂ

— ¢ — CYMTbIBAeT M3 BbIBOAA KOMaHAbl PaHAOMM3aLNM CUA0B;

— p—uncnonb3yeT pid (), clock () U T.A4. (Camblin cnabblil BapMaHT);

— -5 — TUXUI PEXNM — NOAABAATb BECb BbIBOA,;

— -T <mnonwTkM> — YCTAHAB/IMBAET MaKCMMa/ibHOE YWMCIO TMOMbITOK AA
cBOHOOAHOro NoMcKa MMeHu ¢arna; No ymondyaHmto 3to 10;

— —-v —oTobpaxaeT MHPOpPMaALIMIO O BEPCUU;

— —-Z— He cTupaeT uma Gpanna;

— -X <umcyo> — MPOMNYCKAeT YMCNO MPOXOA0B (NONE3HO ANA NPOAO/IKEHUA
onepaLmnm 04YNCTKN);

— -x <passl,pass2,...>—334aeT o4yepeab NPOXOA0B.

PykoBoAacTBO no wipe

NMA: wipe — be3onacHoe cTupaHme pannos.

OB30P: wipe [omumu] pathl path2 ... pathn

OMNCAHWNE: wipe HECKONbKO pa3 nepesanucblBaeT CneunasnbHble naTTepHbl Ha
yAansemblin Gaitn, Mcnonb3ys BbI30B fsync () U/MAM O SYNC OBUT 414 NPUHYAUTENBHOMO
nocTyna K AMcky. B HopmanbHOM pexkmme mcnonbsytotca 34 obpasua (M3 KoTopbix 8
ABNAOTCA PAHAOMHbIMK). HopManbHbIM pexxum aenaet 35 npoxonos (0-34). BbicTpbil
PeXMM MO3BOJIAET MCMNO/b30BaTb TO/IbKO 4 Npoxoda C PaHAOMHbIMW NATTEPHAMM, YTO
HaMHOro meHee H6e3onacHo.

ypHanmpyemble PC, Takme Kak Ext3, Ext4 wmnum ReiserFS, mcnonb3ytotca no
YMONYaHMIO. Ha HMX OTCYTCTBYIOT NPOrpammbl YAaNe€HWA, KOTOpble MOTryT HaAeXHOo
33a4MCTUTL Ganabl, MOCKOAbKY 4YyBCTBUTE/IbHblE [aHHbIE M MeTadaHHble MOryT ObiTb
3anKMCaHbl B XKyPHaJ, K KOTOPOMY CJIOXKHO MONYYUTb AOCTYN.

Ctupanume Ha NFC nnu Ha »kypHanupyembix OC (ReiserFS n T.4.) He byaeT paboTaTh,
NO3TOMY PEKOMEHAYETCA BbI3blBATb wipe HAMPAMYO Ha COOTBETCTBYOLLee HBaoYHOoe MY ¢
COOTBETCTBYIOLWMMM ONUMAMMU.

BHUMAHMWE! BbinonHATL BbI30B wipe HAaNPAMYHO Ha COOTBETCTBYOLLee 6104HOe MY
C COOTBETCTBYWLWMMM  ONUMAMW  PEKOMEHAYETCA TONbKO B  C/lydae  KpamHewn
HEeobxoAMMOCTMW.

[anee cneayeTt 3a4aTb MNPaBWAbHble OMUMKW, B YaCTHOCTU: HE pPeKoMeHAyeTcH
CTUPaTb LEeNblA XeCTKMN AUCK (wipe -kD /dev/hda), T.K. 3TO YHWYTOXWT FNABHYHO
3arpy3oyHyto 3anuch. MNpeanoyTntenbHa OYUCTKA Pa3aenos (wipe -kD /dev/hda2) npu
YCNOBMW CO34aHMA pe3epBHbIX KOMMN BCEX AAHHbIX.

onun KOMAHIHOWM CTPOKM:

— £ (bopcMpOBaAHHO; OTKAOUYMTL 3aNPOC NOATBEPHKAEHMA) — MO YMONYAHUIO wipe
3anpawnBaeT NOATBEPXAEHME C YKAa3aHMEM KOJIMYeCTBa PEeryaapHbIX M CrheuyanbHbIX
dalNoB M ManoK, YKasaHHbIX B KOMaHAHOM CTpoke. [Ana noATBep:KAeHMA HeobXxoaMmo
BBECTM «yes», ANA OTMeHbl — «no». [lpeaycmoTpeHa BO3MOXHOCTb OTK/AKOUYMTb 3anpoc
NOATBEPXKAEHMA onNuMen —£;

— r (peKkypcMBHO B Noamnankax) — No3BOAsSET yAaAUTb BCe AepeBo nanok. Mepexos,
MO CMMBOJIMYECKUM CCbIZIKAM HEe OCYLLECTBNAETCA;
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— ¢ (chmod, ecnn HeobxoAMM) — ecnn Ha Garn UAK Nanky ANs CTMPaHMA He
YyCTAHOB/EHbI NpaBa 3anucK, byaeT caenaH chmod ANA YCTaHOBKU Pa3peLleHni;

— i (MHOOPMaALMOHHbIN, BepOaNbHbIN PeXMM) — AN BKAKOYEHMA BbIBOAA OTYETOB B
CTaHAaPTHbIM BbIBOA, (stdout). [0 yMONYaHWUIO BCe AaHHbIE 3aMMCbIBAtOTCA B CTAHAAPTHbIN
BbIBO/J, OWMOOK (stderr);

— s (VXM pexum) — nNoAaBNAKOTCA BCe COODOLIEHWS, KPOMe 3anpocos
NOATBEPKAEHMA N COODLLEHWI OWINOOK;

— g (bbICTpOE CTUPAHME) — B Cly4ae MCNO/1b30BAaHNA AAHHOW CTaaMK wipe OyaeT
nenatb (N0 yMONYaHWUIO) TONbKO 4 Npoxoaa, 3anMcbiBaa CAyyYalHble AaHHble, Ha KaxKabil
dann;

— Q <KO/IMYECTBO-NPOX0A0B> — YCTaHaB/IMBAET KOIMYECTBO NPOXOA0B AN ObICTPOW
OYUCTKKM, NO yMoNYaHuto 4. [laHHaa onuma TpebyeT -g;

— a (ocTaHoBWUTL Mpu OWKBKe) — nNporpamma BbIMAeT C EXIT FAILURE Npwu
BO3HWMKHOBEHUWN HedaTaNbHON OLINOKMY;

— R (YCTQHOBWUTb YCTPOMCTBO reHepaumm CaydarHbIX 4mcen Uam KomaHay Cuaos
PAaHAOMHbIX AaHHbIX) — AAHHOM onuMelt, KoTopasa TpebyeT aprymeHTa, BO3MOXKHO YKa3aTb
aNbTePHATMBY YCTPOMCTBY /dev/random WAM KOMaHAY, CTaHAAPTHbIMA BbiBOA KOTOPOM
byaeT xelWmnpoBaH C McnonbloBaHMem MD5-xewa. 3To pa3nmyme MoXKeT ObiTb caenaHo
onuuemn -s;

— S (MeToa, cAy4amHbIX CMAOB) — AaHHAA onumMs NPUHMMAET OAHOCMMBOJ/IbHbIN
apryMeHT, onpeaenstolnin, Kak MCNob3yeTcs YCTPONCTBO paHA0OMMU3aLMM/apryMeHT C1a0B
paHAOMM3aLUMN. YCTPOMCTBOM PaHAOMM3ALMM NO YMONYAHWUIO ABNAETCA /dev/random. Ero
MOMHO YCTaHOBMUTb, MCNONb3YS ONUMIO —-R.

O4HOCKMMBOJIbHBIMM aprymeHTaMmn MOryT ABNATbCA:

— r — eCcAn HeobXxoAMMO, YTOObl apPryMeHT WMHTEPNPEeTMPOBAACA Kak 0bbl4HOE
dannoBoe/cMMBO/IbHOE YCTPOMCTBO. byaeT paboTaTb ¢ /dev/random, TaKXKe AO/IXKEH
paboTaTb ¢ FIFO 1 nogobHbIM;

— ¢ — ec/In HeobXoAMMO, YTODbI apryMeHT BbIMOMHANCA Kak KOMaHaa. BeiBoa, 3
KOMaHAbl OyaeT XewupoBaH C MCNo/b30oBaHWem anroputma MD5 ana obecnevyeHums
Tpebyemoro cnaa;

— p — ecan HeobxoAMMO, 4YTODObl wipe MNOAyYana CUAbl XeWMPOBaAHMEM
NepemeHHbIX OKPYXKeHWA, TeKylen aaTbl n BpemeHu, |ID npoueccos u T.4. (aprymeHT
YCTPOWCTBA PaHAOMMU3ALMM HE NCNONb3YEeTCA). DTO HaumeHee 6e30nacHo;

— M (BblOpaTb anropuUTmM reHepauum nNceBaoCAyYalHbIX 4YMCcen) — BO Bpems
CAy4YalHbIX MPOXOA0B wipe MNepe3anucbiBaeT Lenesble Gaiabl MOTOKOM OUMHAPHbIX
NaHHbIX, CO3[aHHbIX CAeayWMMM aAropuTMamMm no Bbibopy;

— 1 — 6Oyaetr ucnonb3oBaTb (B 3aBMCMMOCTM OT CUCTEMbI MOAb30BaTeNA)
nceBAopaHAOMHYO BMBAMOTEKY reHepaTopa random () MAKU rand (). Cneayet obpaTuTb
BHMMaHMe, 4TO Ha OONbWKWHCTBE CUCTEM rand () npeacTaBnseT coboi NMHENHbIN
KOHTPY3HTHbIN reHepaTop, KOTOPbIN ABAAETCA KpalHe cnabbiM. Bbibop aenaeTca Bo Bpemsa
KOMNUANPOBAHMA 1 onpeaenaeTca HAVE RANDOM;
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— a— byaet ncnonb3osBaTb NOTOK Wndpa Arcfour kak PRNG. Arcfour coBmectum ¢
wndpom RC4. 3T0 03HaYaEeT, YTO NPK TOM e Katode Arcfour ABnAeTcA B TOYHOCTM TaKMM
e NOTOKOM, Kak RC4;

— r — byaeTt ncnonb3osaTb cBexu anroputm RC6 kak PRNG; RC6 otnmpaeTtca
128-6MTHbBIMM CMAAMMK, 3aTeM HyneBon O6A0K MHOrOKpaTHO 3alWndpoBbiBaeTCA ANA
Noy4YeHMA NceBAoCNy4alHOro NOTOKa. 3TO AO/IKHO ObITb OTHOCUTEIbHO Be3onacHo. RC6
c 20 Kpyramu measieHHee, 4em random (), onuna komnunmposanma WEAK _RC6 nossonsaer
Mcnonb3oBaTb Honee bbicTpyto 4-Kpyrosyto Bepcuto RC6. [1na nonyvyeHna BO3IMOMKHOCTU
ncnonb3osBatb RC6 wipe A0/MKeH ObITb CKOMAWAMPOBAH C YKa3aHHbIM ENABLE RCK; B
Makefile NpuBedeHbl NpeaynpexXaeHma No NaTeHTHbIM BOMNPOCAM.

Bo Bcex cnyvasax PRNG pacnpocTpaHaeTca ¢ AaHHbIMM, COBPaHHbIMK U3 YCTPONCTBA
PaHAOMM3AUMMN:

— 1 <ammua>— BBWAY BO3MOXHOMO Ha/IM4MA HEKOTOPbIX Npobiem B onpeaeneHmnm
NEeNCcTBUTeNbHOro pasmepa 6/104HOro yCTPOMCTBA (T.K. HEKOTOPbIE YCTPONCTBA HE MMEIoT
GUKCMPOBAHHOIO pa3mepa, Hanpumep, OAMCKETbl MAM KacceTbl) MOXKeT noTpeboBaTbeA
yKa3aTb pa3mep yCTPOMCTBA BPYYHYHD. <A/IMHA> — 3TO eMKOCTb MY, BblpaKeHHasa B umcne
6anT. MoxHO ncnonb3osaTb K (KMA0) Ans ykasaHus ymHoxKeHua Ha 1024, M (mera) ans
BbIParKeHMA YyMHOXeHus Ha 1048576, G (rura) ana ymHoxkeHma Ha 1073741824 n b (610k)
ON1A YMHOXeHMA Ha 512:

1024 = 2b = 1K;
20K33 = 20480+33 = 20513;
114M32K = 114*1024*1024+32*1024.

— <cmsur> — MNO3BONAET YyKas3aTb CABMI BHYTPWU CTUpaemoro danna unm
ycTporcTea. CUHTAKCUC <CABUIa> TaKOM »Ke, Kak 1 Ana onumm -1;

— e — MCNoAb3yeT TOYHbIM pa3smep dalna: He OKPYyrNATb pasmep danna AnA
CTUPaHMA OCTaBLIErocAa Mycopa B nocaeaHem 610Ke;

— 7 — He CTUpaeT pa3mepbl GaltioB NOBTOPHbLIM YMeHbLUEHMEM BABOE $aitioBOro
pa3mepa. [aHHble NOMNbITKM NPeAnPUHMMAIOTCA TONbKO Ha 0bbIYHbIX dalinax, T. e. onuma
becnonesHa nNpu MCNOAb30BAaHUM wipe AONS OYUCTKM OJ0YHOrO MAWM CrneumanbHOro
YCTPOMCTBA;

— X <umcyo> — [MPOMyCKaeT 3afaHHoe u4ucao npoxoaos. [lonesHo Aand
NPOAO/IKEHMA OYMCTKM C 3a[aHHOM TOYKM, HaNMpUMep, KOoraa npu o4mcTke 60/bLIoro
IMCKa HeobxoaMmo npepsaTb onepauuto. Micnonb3yeTcs ¢ -x;

— x <passl>,..,<pass35> — yKasblBaeT nopaaok npoxonos. Koraa wipe
npepbiBaeTcs, OHa OyaeT neyataTb TeKyllyto, BblOPaAHHYI Ccayd4anmHbiM 0b6pa3om,
nepMyTauUMio MNoOpsAKa Npoxoda M HOMepa MNPOxoJa B KA4YeCTBe COOTBETCTBYHOLUMX
APryMEeHTOB -X U -X;

— F — He cTupaeT umeHa dannos. OObIYHO wipe NbITAETCA CKPbITb MMEHa Gpainnos,
NepeMmMeHOBbIBAA MX; 3TO HE rapaHTMPYET, YTO PU3MYECKOe PACNOOKEHNE, COAEPIKalllee
CTapble WMeHa darnnos, byaeT nepesanucaHo. [locne nepeMmeHoBaHMA danna
eAMHCTBEHHbIM cnocobom ybeauTbcA, YTO WMMA WM3MEHEHO, ABAAeTcA uU3nYeckoe
OCYLLECTBNEHME BbI30BA sync (), KOTOPbIM BbIMbIBAeT AMCKOBbIE Kaln OC, B TO Bpems
Kak Ana p[obaBneHMa M 3anuMcu Kala MOXKeT MWCNoab3oBaTbcA OWUT O SYNC AanA
CMHXPOHM3aUMM BBOAA/BbIBOAA ANA OoAHOro darna. T.K. sync () MeANIeHHbIN, BbI30OB
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sync () MNOCNe KaAoro nNepemMmMeHOBaHMA AenaeT O4YUCTKY MMeH (anoB TaKxkKe
MeaNeHHOM;

— k — coxpaHaeT darnbl: He yaanaeT Galnibl nocne ux nepesanuncu. NonesHo npu
HeobXOAMMOCTM CTepeTb YCTPOMCTBO, COXPaHWB MNpPM 3TOM cheumanbHbin - dann
yCTpomncTBa. 3TO NoApa3yMeBaeT —F;

— D — cneayeTr CUMBOJIMYECKMM CCbIIKAM: MO YMOJIYAHUIO wipe HUKOr4a He
cneayet CMMBOIMYECKUM CCbinkam. OagHaKo, ecnm Obln yKasaH -D, wipe COMNacuTCA Ha
CTUpPaHMe Uenen, Ha KOTOpble YKa3blBatOT CUMMBOAMYECKME CCbIKWM. HEBO3MOXHO
OZlHOBPEMEHHO yKa3aTb ONuUUK -D N —r (perypcua);

— v — MNOKa3blBaeT MHPOPMALMIO O BEPCUN W1 BbIXOA;

— h — NOKa3blBaeT CMpPaBKy.

DANNbI: no ymonyaHuio ucnonsbayetca /dev/random B Ka4yecTse cuaa (MCTOYHMKA)
reHepaTopa NCeBAOCAy4aNHbIX YMCen.

MEPEMEHHbIE OKPYXKEHWA

Ecan ycTaHoBNeHa WIPE SEEDPIPE, wipe OyAeT BbINONHATb YKa3aHHYKO B HeW
KoMaHAay (Mcnonb3ysa popen()), XeWMUpPOBaTb BbIBOA, KOMaHAbl C¢ anroputmom MD5
message-digest ana nonydeHuna 128-6utHoro cuaa ana PRNG. Hanpumep, Ha cuctemax C
OTCYTCTBYHOLLEM YCTPONCTBOM /dev/random 3Ta NepemMeHHaa A0/KHa BbiTb yCTaHOBAEHA
B /etc/profile B CLeHapuit 060M04KM, COAEPKALUMN Pa3AMYHbIE KOMAHAbI, TaKMe KaK
ls, ps, who, last WT.A., KOTOPble 3aMNyCKAOTCA aCUHXPOHHO, YTOObI NOMYYUTb BbIBOA,
HACKO/IbKO BO3MOXHO MeHee npeacKkasyembliM.

Mpumepsbl 3anycka wipe

Cnepytollaa KOMaHAa PEKYPCMBHO (-r) YAANUT BCe B Marnke private, NpM 3TOM
BK/IIOYEHO NPUHYANTENIbHOE YAaNEHNE N OTKIOYEH 3aMNpoC NOATBEPKAEHUS (-£), NOKa3aH
nporpecc npoLlecca yaaneHns (-i):

wipe -rfi private/*

Yoanute  Kaxapln - dain M Kaxkayto  nanky  (onuua -r) B nanke
/home/berke/plaintext/, @ TAK}Ke CaMy Nanky /home/berke/plaintext/

ObblyHble Gpannbl byayT yaaneHsl B 34 npoxoaa, U Ux paamep byaeT ymeHbLaTbcA
BABOE C/lydalMHOe KoamyectBo pa3. CrneumasnbHbiXx $annoB (CMMBObHLIX W OIOYHbBIX
ycTponcTts, FIFO) He byaeT. Bce anemeHTbl nanku (annbl, cneuyansHblie Gannbl U Nankm)
byayT nepemmeHoBaHbl 10 pa3 M 3aTteM ydaneHbl. DNEMeHTbl C HenoAXOAALMMM
paspeleHnammn ByayT BbINOAHATL chmod () (onuma -c). Bce ykasaHHble onepaunn byayT
npoucxoauTb 6e3 NoATBep:KAeHMA Noab3osaTens (onuma —£):

wipe -rcf /home/berke/plaintext/

BnoyHoe ycTpolcTBO /dev/hda3 COOTBETCTBYET 3 pasAeny rMaBHOMO AMCKa Ha
nepsmyHom IDE nHTepdeice, koTopoe byaeT yaaneHo B ObICTpom pexume (onuma -q), T.e.
4 cnyv4ariHbiMM Npoxodamu. MHAEKCHbIe AeCKPUNTOPbl He ByayT NnepenmeHoBbIBAaTLCS UK
yaanaTbea (onuus -k). Mepea 3anyckom Nporpamma noTpedyeT BBECTU «yesy:
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wipe -kgq /dev/hda3

[MOCKONIbKY wipe HUKOTAA HE CAeAyeT MO CMMBO/IbHbIM CCbIIKAM, €C/IU HET ABHOTO
yKasaHuA, nNpu HeobxoAMMOCTW YyAanuTb /dev/floppy, KOTOPbIA MOMET 0Ka3aTbCA
CMMBO/IbHOM CCbINKOWN /dev/£d0ul440, noTpebyeTca ykasaTtb onumto -D. Mepes 3anyckom
nporpamma noTpebyeT BBECTU Kyes»:

wipe -kgD /dev/floppy

B naHHOM cnyYae wipe PEKYPCUMBHO (ONUMA —r) YHUUTOXKMUT BCE B /var/log, KpOMe
/var/log. [lporpamma He ByaeT NblTaTbCA BbINOAHUTL chmod (). OHa byaeT BepbHabHOM
(onuma -i) n He NoTpebyeT BBECTM «yes» B pe3ybTaTe onumm —£:

wipe -rfi >wipe.log /var/log/*
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