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AHHOTALNA

HacToAwmn AOKYMEHT ABAAETCA PYKOBOACTBOM aAMMHMCTPaTopa OnepaumoHHOM
cuctembl  (OC) ABpopa (ncnonHenme A) Bepcum  5.1.0.120 (5.1.A), asnatouwlencs
cneumanbHOM BEPCUEN C BO3MOXKHOCTbIO 3aMyCKa KOHTEMHEPOB.

HacTtoAawmn OOKYMEHT COAEPXUT OMnMCaHWe AOCTYMHbIX aAMUHUCTPATOPY
OYHKLMOHANbHbIX BO3MOXHOCTEN MODMAbHOrO yctpoinctea Fplus T1100 (manee - MY),
GYHKLUMOHMpYtoLero noA ynpasnenvem OC Aspopal.

AOMWUHUCTPATOP MMeeT A0CTyn K  OQyHKumMam u  HacTtpomkam OC Aspopa,
OMMUCAHHbIM KakK B HACTOAWEM [AOKYMEeHTe, Tak W B [AOKyYMeHTe «PyKOBOACTBO
NoNb30BaTENAY.

NPUMEYAHUA:

v Mepen, Havanom paboTbl aAMUHUCTPATOPY HEOBXOAMMO O3HaKOMMUTLCA C
NONIOKEHMAMM HACTOALLErO [AOKYMEHTA, a TakXe C MHPopmaumen, npuBedeHHOM B
[OKYMeHTe « PyKOBOACTBO NO/1b30BATENAY;

v BHEeWwHUN BUA, UHTepdeica MY? MOKeT OTAnyaThCA OT MPUBEAEHHOro Ha
PUCYHKax B HacToAwem AokymeHTe. CHMMKM 3KpaHa ABAAOTCA MNPUMEPOM U
npeacTaBAeHbl B JOKYMeHTe Ans 0bLero o3HakomaeHuma ¢ nHtepdencom MY.

'Onucanmne pasnnuHbix cnocobos yctaHosku OC Aspopa Ha MY npuseAeHO B COOTBETCTBYIOLLMX [OOKYMEHTax
npeanpuAtTMA-paspaboTumKka, KOTOopble MNpeAHasHayeHbl 414  WMCnonb3oBaHWA [Mpoussogutenamm MY u
aBTOPM30BaHHbIMM CEPBUCHBIMK LLEHTPAaMK NPOM3BOANTENA.

2 MY, dyHKUMOHMpYIoLee nog ynpasneHnem OC Aspopa.
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1. BBOZ, B 3KCTTYATALNIO

OC ABpopa npeacTtaBnaeT cobon 3alMLLEHHYIO MOBUAbHYIO MHOrosaga4vHyto OC
ANa MOBWUAbHbBIX MPUMEHEHWM MNoA annapaTHble nNaaTGopmbl Ha Hase NpouLeccopoB C
apxutektypon ARM 1 MMeeT pasanyHble BEepPCUM WCMOMHEHMA, OMMCaHME KOTOPbIX
npueeaeHo B Tabanue (Tabanua 17).

BHUMAHMUE:

v' Penns OC Aspopa 5(ucnonHerme A) afanTMpoBaH 418 BO3MOXHOCTM 3amnycKa U
paboTbl MobuabHoro npunoxenuna (MM) «ABPOWA Mnatdopma» 3, a Takke and
ynpasneHua Android-koHTenHepamm. [loapobHoe onucaHme pabotel MM «ABPOW/,
Mnatdopma» NpmMBeAeHO B JOKYMEHTe «PyKOBOACTBO NO/b30BaATENAY;

v' OC ABpopa B cepTUOULMPOBAHHON BEPCUM MOXET BbITb MCMO/b30BaHA, HO He
OrpaHMYMBATLCA, B CeAYHOLLMX CUCTEMAX M ODbeKTax:

— B rOCYAapCTBEHHbIX  MHOOPMALMOHHBLIX  CUCTEMAX, He  COAEpKallmX
MHOOPMALMKN,  COCTABAAKOLWEN  TOCYAaPCTBEHHOM  TalHbl, A0 MNEpBOro  Knacca
3alWMLULEHHOCTU BKAOYUTENbHO B COOTBETCTBMU C AOKYMeHTOM «TpeboBaHMA O 3alimuTe
MHOOPMALMKN, He COCTaBAAKOWEN TOCyAapCTBEHHYO  TalHy, coJeprKallenca B
roCcyJapCTBEHHbIX WMHOOPMALIMOHHbBIX CUCTEMAX», YTBEPXAEHHbIM npuKkazom OCTIK
Poccun o1 11 ¢peBpana 2013 r. Ne 17;

— B MHPOPMALMOHHbIX cucTemax (MC) nepcoHanbHbIX AaHHbIX A0 NEPBOro ypoBHA
3aUMLULEHHOCTU BKAOYUTENBHO B COOTBETCTBMU C AOKyMeHTOM «CoCTaB M coaepraHume
OPraHM3aLMOHHbIX M TEXHMYECKMX Mep No obecrneyeHnto 6e30MacHOCTM MepPCOHaNbHbIX
AAHHbIX Npu UX o0bpaboTke B MHPOPMALIMOHHbLIX CUCTEMAX MNEePCOHANbHbIX AaHHbIX»,
yTBEpPXKAeHHbIM npunkazom PCTIK Poccum ot 18 dpespans 2013 r. No 21;

— B aBTOMATM3MPOBAHHbIX CMUCTEMax YynpaBiAeHMA A0 NepBOro  Kjaacca
3aWMLUIEHHOCTM  BK/IHOYUTENIBHO B COOTBETCTBMM C  [AOKYMeHTOM «TpeboBaHuAa K
obecneyeHnto 3alWnUTbl MHOOPMALMM B ABTOMATU3MPOBAHHbBIX CUCTEMAX YMNpPaBAEHUA
NPOM3BOACTBEHHLIMW U TEXHONOTMYECKMMM MPOUECCaMM  Ha KPUTUYECKM  BaXKHbIX
00beKkTax, MNOTEeHLMANbHO ONacCHbIX OOBEKTAx, a Takke ob0beKTax, npeacTaBAAOLMX
MNOBbILEHHY ONACHOCTb ANA XM3HWU M 340P0BbA NOAEN U ANA OKPYKAKOLWEN NPUPOAHOM
cpeabl», yTBepKAeHHbIM npnkazom GCTIK Poccum oT 14 asrycta 2014 r. Ne 31;

— Ha 3HAYMMbIX ODOBEKTAX KPUTUYECKON MHPOPMALMOHHON WMHPPACTPYKTYPbI A0
NepBOM KaTeropmm BKAOYUTENBHO B COOTBETCTBUM C AOKYMeHTOM «TpeboBaHMA Mo
obecneyeHnto 6e30MaCHOCTM 3HAYMMbIX OOBEKTOB KPUTUYECKON MHPOPMALIMOHHOM
MHOPACTPYKTYypbl Poccuninickon Geaepaumm», yrBepKaeHHbIM npukazom ®CTIK Poccum ot
25 pnekabpsa 2017 r. Ne 239,

3 JononHuTebHas nHpopmauma o6 MM «ABPOW/, Maatdopma» npuseseHa s tabauue (Tabaunua 17).
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1.1. OrpaHu4yeHua No aKkcnayaTauuu

AOMUHUCTPATOPYy Heobxoammo cobntodaTb caeayrowme npaBmaa M orpaHnUYeHmA
no aKkcnayaTtaumm MY:

— He [onycKaTb YCTAHOBKY ntoboro nporpammHoro obecnedernunsa (M0O),
NocTaB/iAemMoro B oTaMyHom oT RPM Buae (camoctoAaTenbHoe KonupoBaHue ¢alnios,
ycTtaHoBKa 10 13 apxmBoB, ycTaHoBKa 10 He B WTaTHble Nankn 13 RPM-nakeTos v T.M.);

— UCKNOYUTL  noakatodeHne MY K HedoOBEpeHHbIM  TOYKam  [0CTyna
becnpoBoaHbix MHTepdencos (WLAN, Bluetooth®) n 6ecnposogHbim MY.

MPUMEYAHUE. T[lepeyeHb [AO0OBepeHHbIX TOYeK A0CTyna A0/MKeH bbiTb
chopMMpPOBaH Ha MecTe aKcnyaTaumm onepatopom UC;

— UCKMOUYUTb Nnepenadyy KOHPUAEHUMaNbHON pedyeBor M MHOM MHPOPMaLUMM
(SMS, MMS) nocpeactsom MY no npotokony GSM;

— NpeaycmoTpeTb Mepbl, obecneymBatolie OTCYyTCTBME KOMMbIOTEPHbBIX BMPYCOB
Ha CpeaCTBaxX BblYUCAUTENBHOM TEXHUKN, K KOTOPbIM NoakatovaeTca MY.

1.2. Y4yeTHble 3anmcm ponen

B OC ABpopa peann3oBaH MHOronoAb30BaTENLCKMA pPeXMM PaboTbl, KOTOPbIM
NO3BOSAET MCMNO/Ib30BaTb MY HECKONIbKMM YY4ETHbIM 3aMUCAM C Pa3NIMYHbIMKU PONAMM.

Po/b — COBOKYMHOCTb MpaB A0CTyrna, Ha OCHOBe KOTOPbIX oOnpeaenAeTcs
BO3MOXXHOCTb BbINMO/JHEHWA TOITO N MHOTO ,El,el\/'ICTBl/IFI B OC ABpopa.
YyeTHaAa 3anucb poan — 3TO XPaHAWAACA Ha MY COBOKYMHOCTb AaHHbIX O

nosb3oBaTene, HeobxoaAMMmas ANA ero ayTeHTUPUKALMN M NPeaoCTaBNeHNs AOCTyNa K ero
JIMYHBIM AAHHbBIM M HAaCTPOMKaM.
MPUMEYAHUE. B 3asucMmocTM OT BbIBpPaHHOM POAM BO3MOXKHOCTM MY moryT
OT/IMYATbCA.
Ha MY moryT 6bITb CO3aHbl OAHOBPEMEHHO A0 7 YY4ETHbIX 3anuce:
— yYyeTHaA 3anuncb C POSIbIO aAMUHMCTPATOPA, KoTopas obnanaeT paclMpPeHHbIMM
OYHKLUMOHANbHBIMMU BO3MOMXKHOCTAMM, NPU STOM:
e He MoxeT bbITb yaaneHa c MY,
e He obnagaeT NpaBamum cynepnoab3oBaTens,
e NtoOble M3MEHEHUs HACTPOEK, BbIMOJHEHHbIE MOA TaKoM ponbto, byayT
NPVMEHVMbI KO BCEM YYETHbIM 3annucam MY;
— A0 6 VyYeTHbIX 3anuMcel C pPoAbk MNOSb30BaTeNdA, CO34aHME KOTOPbIX
BbINMOJ/IHAETCSA aAMUHUCTPATOPOM B CUCTEMHbIX HAacTporKax MY (n. 1.2.1).
NMPUMEYAHUE. o ymonyaHuio npu nepBom BKAOYeHUM MY 3arpyxKaetca B
pexnme agMMHNCTPATOpPa.
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1.2.1. Co3paHne y4eTHOM 3anNncK NoNb30BaTENS

BHUMAHMWE! Mepen co3gaHmMem y4yeTHOW 3anucu MNoJsb30BaTeNAa Heobxoammo
NpeaBapuUTENbHO  aKTMBMPOBATb  MNepekatodaTens «PaspewnTb  HACTPOMKY  KBOT»
(PUCYHOK 2) AN BO3MOMKHOCTW 334aHNA M HACTPOMKN KBOT (n. 4.7.2).

MPUMEYAHUE. OyHKumo «PaspelinTb HAaCTPOMKY KBOT» HEBO3MOXHO OTKAKOUYNUTH
nocne akTMBaumn. [ns AeakTMBaUMW AaHHOM PYHKUMKM Heobxoammo cbpocute MY ao
3aBOACKMX HAacTpoek (noapasaen 2.2).

[ns co3paHMs  HOBOM  YYETHOM  3anmMcK  MOAb30BaTeNnda  aAMUHUCTPATOpy
HeobX0AMMO BbINOAHUTbL CAeaytoLMe AeNCTBUA:

— OTKPbITb MEHK CUCTEMHbLIX HACTPOEK KaCaHMeEM 3Ha4Ka @ Ha 9KpaHe

npunoxeHuin (PucyHok 1);
(o]
— KOCHYTbCA MYHKTa MeHto «[onb3oBaTenn» & B noapasaene «Cuctema;

— Ha cTpaHuue «llonb30BaTeNM» KOCHYTbCA MyHKTa «[Jo6aBWTb Mosib3oBaTena»
(PrcyHoK 2);

16:12 4+ 16:13 a4+

Monb3oBarenu

QEYRO o

TenedoH Coobuwerus Bpaysep Kamepa

®
-

KoHTakTbl Fanepes Hactpoitku Momouwb
ﬁ ' D D PaspeLunTb HaCTPOIKY KBOT
Monb3oeaTenu 6yayT coapaBaThes C

Daiinbi Kanennapb Moura Myabika BO3MOXHOCTbIO HACTPOIKM KBOTbI.

0680

Ouktodon Mpocmotp PDF  [lokymeHTI 3ametkun

0B 0

Yacsl Kanbkynstop Moropa XKypran

©

O BbleBnageney ycTpoWcTBa
©' AamuHucTpatop

O

—f— [o6aenTb nonb3osartens

L

Terminal

PucyHok 1 PncyHoK 2




— OTOKPI:ITASI
PYKOBOACTBO aAMUHUCTPATOPA l F."nﬂ'gé’ﬁ'ﬁi

— Ha OTKPbLIBLUIENCA CTpaHWULE BBECTU MMA U NIOTUH
HOBOM YY4eTHOM 3anuncK nosb3oBatena (PUcyHok 3);

— YCTAHOBWUTb KBOTY Ha MCMO/b30BaHME AMCKOBOro
NPOCTPAHCTBa, Nepemellas COOTBETCTBYIOLMIA cnanaep
BMpPaBO A/A YyBeAMYEHUs KBOTbl /MbO BAeBo And

| OTmMeHUTb |

©)

~_ HosBbii nonb3oBaTtenb

]

Mmsa nonb3osatens

MMst BOMKHO BbITh YHUKanbHbIM U MOXET coaepXxaTtb

e o sl yMeHblleHus (PucyHoK 3).
s e NPUMEYAHUS:
e o v' MUHUManbHblE U MaKCUMasbHble 3HaYeHuA ANA
Moryy Gu Tomhxo Gykan bpm nonesyoune 3aJaHuA KBOTbl  3aBMCAT  OT  KOHCTPYKTUBHbIX
S ocobeHHocTen MY;
7576 v MogpobHoe  onucaHMe O  KBOTMPOBAHUM
’ e NOCTOAHHOM NaMATK NpuBeaeHo B M. 4.7.2;
— KOCHYTbCA  KHOMKM  «[MoaTBepauTb»  ANA
e COXPaHEeHMA M3MEHEHUN B0 KHOMKM «OTMEHUTb» AN
OTMEHbI OMnepaLnu;
Crerepuposa — NoATBEPAMTL  AEWCTBME  BBOAOM  TEKYLLErO
napons (PucyHok 4), B pe3ysnbTaTe 4ero cosgaHHas
PucyHok 3 yyeTHaa 3anucb, a TaKKe CTaTyc ee ayTeHTMPMKauum

oTOobpa3nTca Ha cTpaHuue «lMonb3osaTtenn» (PucyHok 5).
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BHAMAHWE! B cnyyae ecam npu co3gaHuMmM nonb3oBaTento 6Obina  3adaHa
MaKCMMa/ibHaA KBOTa (PUCYHOK 6), TO Ha CTpaHuMLe co34aHMA Nosb3oBaTenein otobpasmntca
MHPOPMALIMA O HEBO3MOMKHOCTM CO34aTb JAOMOJIHUTE/IbHblE Y4YeTHble 3anucK K3-3a
OTCYTCTBMSA CBOOOAHOrO AMCKOBOro npoctpaHctsa MY (PUcyHOK 7).
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MOBWUNbHASA
PyKoBOACTBO aAMMHUCTPATOPA l MJIATOOPMA
| OTMEeHUTb MoaTeepantb | Monb3oBatenu
=y HoBbit nonb3oBaTesnb O6Lme HacTPOMKK @
[ns 6bICTPOro NepexknioYeHns Mexay
Monb3osarens 1 Nonb3oBaTeNsMU HaXMUTE U
Wwms nonbaosarens yAepXuBaiTe KHOMKY NUTaHUs, 3aTeM
User1 KOCHUTECH KHOMKM "CMeHUTb

nonb3oeartens"
JloruH nonb3oBaTens

PaspelwunTs HaCTPOUKY KBOT

He ocTtaérca KBOT Ans HOBbIX NOb3oBaTenen
O BbleBnageneu yctpoiictea
©' AAMUHUCTpaTop

OpHOpas0BbIv Naposib © O Monbsosatens 1
[nuHa napons ponxHa 6biTb 5-12 cUMBONOB. Euwle He ayTeHTUdMUMpOBanca
He octanocb KBOTbI
CreHepupoBaTb
PucyHoK 6 PucyHok 7/

Mpn paboTe C y4eTHbIMM 3aNMCAMMW MONb30BATENA AAMWHUCTPATOPY AOCTYMHbI
cneayowme gencrema (PucyHok 8, PucyHok 9):

— MEepeKNtYeHME MeXAay Y4ETHbIMWN 3aNNUCAMKN PONEN.

MPUMEYAHME. MNMoapobHoe onuncaHme NpoLecca NepekatodYeHna MexXay y4eTHbIMK
3anNMcAMM NpuBeEAEHO B JOKYMEHTe «PyKOBOACTBO MO/b30BaATENAY;

— ynpaBaeHne NCxoaaWmMMmn ronocoBbiMm BbizoBamm 1 SMS (n. 1.2.2);

— nepeumeHoBaHKe y4eTHoM 3anucu (n. 1.2.3);

— HacTpoWKa besonacHocTn (n. 4.2.2);

— y/AaneHue y4yeTHOM 3anumcu nonbsosatens (n. 1.2.4).
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Monb3oBatenu Monb3oBaTenu
O6ume HacTpPOMKH (E\) O6wme HacTpPOonKu Q)
y Bbl e« Bnageneuy yctpoincTea e} Bbl « Bnageneu yctpoicTtea
a * AOoMUHUCTpPATOP
'®) ﬂonbaoaa*rejjb 1 MepeumeHoBaTh
MepekniounTbCs Ha 3TOro Nosb3oBaTens Hactpoliku GesonacHocTn
Mon
OTKNIOYUTH MCXOASLLME rONOCOBbIE BbI30BbI U SMS :
MepeumeHoBaTb
HacTpoitku 6e3onacHocTu
Ypanutb

PucyHok 8 PucyHokK 9

1.2.2. YnpaBneHne Ncxoaawmmm ronoCoBbIMM Bbi3oBamm 1 SMS

[Ona OTKNOYEHMA WUCXOAAWMX TON0COBbIX Bbi3oBOB M SMS Heobxoaumo B
KOHTEKCTHOM MEHIO YYEeTHOW 3aMMUCK MNOAb30BATENA KOCHYTbCA MyHKTa «OTKAOYNTb
MCcXoaALLLME rON0COBbIE BbI30BbI M SMS» (cM. PUCyHOK 8).

[anee y y4eTHOW 3anncK Noab3oBaTeNs oTobpasnTca Npeaynpexaatolinii 3Ha4oK
% (PvcyHoK 10) n Bo3moxKHOCTU nonb3osatens B Ml «TenedoH» n MM «CoobueHma»
OyayT orpaHUYeHsl.

[OnAa  BKAKOYEHMA WCXOOALWMX TOMIOCOBLIX BbI30OBOB M SMS agMUHUCTPATOPY
HEOOXOAMMO B KOHTEKCTHOM MEHIO YYETHOM 3anmncK MoJib30BaTeNA KOCHYTbCA MyHKTa
«BKNOYUTL  UCXOAALLME TON0COBble BbI30Bbl M SMS» (PucyHok 11), nocne uyero

npeaynpexaatouwmn  3Ha4YoK % nepectaHeT oOTobOparkaTbCA Yy YYETHOM 3anucwu
NoNb30BaTENSA, M BO3MOXHOCTW nosb3oBatena B Ml «TenedpoH» n MI1 «CooblieHna»

6yayT BOCCTAHOB/NEHbI.
MPUMEYAHUE. T[loapobHoe onmcaHue paboTbl YyKasaHHbix MI, a Takxke

YBEAOMNEHWNM, BbIBOANUMbBIX Ha 3KpaH MY npu OTKAOYEHUM TONOCOBLIX BbI30BOB M SMS,
npMBeaAeHO B AOKYMeHTe «PyKOBOACTBO MNONb30BATENAY.

10
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| Monb3oBatenu Monb3oBaTenu
O6Lme HacTPOKM @ O6Lwme HacTporku @

[ns 6bICTPOro NepekioyYeHus Mexay
nonb3oBaTensMu HaxmuTe 1
yOEepXuUBanTe KHOMKY NUTaHUs, 3aTeM
KOCHUTECH KHOMKM "CMeHUTb
nonb3osartens"

PaspeluunTb HaCTPOWMKY KBOT

O Bbl«Bnapgeney ycrpoiicTea

Bbl « Bnageneu yctpoiictsa

O C
o AnMunucTpaTop o
O Monbsosatenb 1 % O Monbsosatensb 1 %
Ewe He ayTeHTUdMUMpOBanca @R Eue He ayTeHTUPUUMPOBANCA
O Monbsosarens 2
nepeKJ‘llO"WITbCQ Ha 3TOro nonb3oBarens
Ewe He ayTeHTUOMUMpPOBanca
O Monb3zosatens 3 BK/IOYNTb UCXOASILME FONOCOBbIE BbI3OBbI U SMS
@R FEule He ayTeHTUdULMPOBAnCS
MepeumeHoBaTb

—|— [o6aBuTb nonb3oBaTens
Hactpoiiku 6e3onacHocTu

Ynanutb

PucyHok 10 PucyHok 11

1.2.3. [epenmeHOBaHMe y4eTHOM 3anncu
[ns nepemMMeHoBaHMA Yy4YeTHOM 3anmcu HeobxoAMMO BbINONHUTL Caeaytoline

NENCTBUA:
— OTKPbITb KOHTEKCTHOE MEHI0 YYEeTHOM 3anucKk, KOTopytd HeobxoaMmo

neperMmeHoBaTb;
— KOCHYTbCA NMyHKTa «[epenmeHoBaTb» (CM. PUCYHOK 8, cM. PUCYHOK 9);

— BBECTM HOBOE MMA y4yeTHOM 3anucu (PrucyHok 12, PucyHok 13);
— KOCHYTbCA 3Ha4yKa ,£I,}'IFI NOATBEPKAEHMA AENCTBMA, B pe3y/abTaTe y4yeTHas

3anuch bygeT nepemmeHoBaHa.
NMPUMEYAHMUE. lMpn nepemmeHOBaHMW YYETHOM 3aMUCK M3MEHSETCA TOJ/IbKO ee

NMA, NOTNMH OCTAaeTCA HEN3MEHHbIM.

11
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| Monb3oBaTenu

O6Lwue HacTpoMkmn @

[ns 6bICTPOro NEpPeKntoYeHns Mexay
nonb3oBaTeNs M1 HaXMUTE U
yAepXuBaiTe KHOMKY NUTaHUs, 3aTem
KOCHUTECb KHOMKM "CMEeHUTb
nonb3osarens"

PaspelumTb HaCTPOMKY KBOT

O Bbie I/IBaH|

o AaMuHUCTpaTOp

O MMonbzosatens 1
Euwe He ayTeHTUdULUMpOBancs

O Monb3osatens 2

m oy K € H T wuo 3 X
¢ bl

A9 4YCcCMMUTSDHL 610K

, |

o <

anponaugpxa3a

1238 -

PucyHok 12

Monb3oBaTtenu

O6Lme HacTPOMKK @

[ns 6bICTPOro NepexknioYeHns Mexay
nonb3oBaTensMm HaxxmMuTe U
yOepXuBainTe KHOMKY NUTaHuUs, 3aTeM
KOCHUTECH KHOMKM "CMeHUTb
nonb3oeartens"

PaspelunTb HaCTPOMKY KBOT

O BbleBnageneu yctpoiictea
o AnMunucTpaTop

@) ﬂeTp|

Euwe He ayTeHTMdMUMpoBancs

O Monbsosatens 2

MUy KeHT WwWw 3 X
bl Banponagxa?a
A9 4YCcCMMUTHDL 6 O
, n

PucyHok 13

1.2.4. YnaneHue y4eTHOM 3aN1UCU NONb30BaTENA

OTMeHUTb MoateepanTb

Bbl BENCTBUTENbHO XOTUTE
yoanutb MNonb3oBaTtens 1?

Mocne noaTeepXaeHUs BCe AaHHble
nonb3osatens 6yayT yaaneHsl (Hanpumep,
YYETHbIE 3anncK, KOHTaKTbl, COOBLIEeHWs,
DOKYMEHTbI, poTorpadum u apyrue dainbl).

PucyHok 14

[Ons  ypaneHus y4eTHOM 3anMmMcu  No/Ab30BaTeNs
Heobxo4MMO BbINOSHUTL Ceaytolme AeNCTBUA:

— OTKPbITb KOHTEKCTHOE MEHI0 Y4YeTHOW 3anucw,
KOTOpPYO HEOBXOAMMO YAANNT;

— KOCHYTbCA NyHKTa «YaanuTtb» (cm. PucyHOK 8);

— Ha OTKPbLIBLWIENCA CTPAHWULLE KOCHYTbCSA KHOMKM
«MoaTBEpAMTLY ANA NOATBEPXKAEHMA onepaunn nmnbo
KHOMKM «OTMEHUTb» 418 OTMeHb! (PucyHok 14);

— noaTBepAnTb  AENcTBMe  BBOAOM
napons (cm. PucyHok 4).

Mpu yoaneHun y4eTHOM 3anncK nonb3osaTena dyayT
TaKXe yaaneHsbi:

— [aHHble NoNb30BaTeNs;

— JOMallHAA nanKka nonb3osatena (n. 4.2.3);

— Nob30BaTeNbCKoe XpaHunuue KAtoyen
(n. 1.4.5).

TeKyLlero
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1.3. YcTaHOBKa BpeMeHUu 1 AaThbl

MPUMEYAHMUE. OnucaHne OCHOBHbIX LWAroB MNepBOHAYa/bHOM HACTPOUMKM MY
npuBeLeHO B [JOKYMeHTe «PyKOBOACTBO MOJIb30BaTeNA», MNpU 3TOM YCTAaHOBKA W
nocneayoulas HacTPoMKa AaTbl M BPEMEHM A0CTYMNHA TONbKO aAMUHUCTPATOPY.

BHUMAHMWE! VilameHeHMs HaCTpoOeK B MyHKTE MeHIo «Bpema 1 AaTa» NpUMeHATCA
KO BCEM YYETHbIM 3aMM1CAM POaen, Co3a4aHHbIM Ha MY.

[lna  yCTaHOBKM BpemeHu U JaTbl Heobxoaumo
ybeanTbca, 4To BCe MOAA 3aMOJIHEHbI KOPPEKTHO nbo
B i ecins b M3MEHWTb 3HAYEHWA 3aMNOJIHEHHbIX MOAEeN, BbINOJHNB

o cneayrouime AencTBns:

Yacosou nosic Poccus, Mockea

| Hasap Hanee |

BbibepuTe aaty v Bpems

— M3MEHUTb 3HayeHus napameTpoB «YacoBol

noac», «/[ata», «Bpema», KOCHYBLIMCb COOTBETCTBYHOLLMX
nonewu;

e ot — BblbpaTb  GOPMaT  BPEMEHM,  KOCHYBLUMCH
COOTBETCTBYIOLLEro nepekatodatens (PucyHok 15).

MNMPUMEYAHUE. [Ina aKkTMBauMmM nepekatoyatens
[OCTaTOYHO KOCHYTbCS MOASA, B KOTOPOM OH PAaCMO/ONKEH:
nepeKknoyaTelb HaYHET CBETUTLCA ApPYE, YEM B COCTOSHNM
N0 YMONYaHUIO (HEAKTUBHOM);

— KOCHYTbCA KHOMKK «[lanee» Ana NoATBEpP:KAEHUA
fenctems Nnbo KHOMKM «Hasag» [Ana Bo3BpaTa Ha

npeablayLyto CTpaHuLy.

Nata 19 pekabps 2023

Bpems 18:53

PucyHok 15

[na nocnepytowen HACTPOMKM 4YacoBOro Mnosca, TEKyWMX JaTbl U BpPeMeHM
HeobxoAMMO BbINOMHUTL CAeayoWme AeNCTBUS:

— OTKPbITb MEHI0 CUCTEMHbIX HACTPOEK KacaHMem 3Hayka @ Ha JKpaHe
NPUNOXKEHUIM (cM. PUCyHOK 1);

— KOCHYTbCA MNYHKTa MeHto «Bpema n pata» & B noapasgene «Cucrema», B
pe3ynbTaTe 4yero otobpasnTCA OAHOMMEHHAs CTPaHWLA HACTPOMKM AaTbl U BPEMEHM
(PucyHok 16);

— AR aBTOMATMYeCKOro 0HbHOBMEHUSA [aTbl/BPEMEHM KOCHYTbCA MepekatodaTens
«ABTOMaTU4YeCKoe obHoBNeHMe BpemeHu» (PucyHok 17). 3HayeHWs noseil 4acoBOro
nNoAca, AaTbl M BPEMEHM CTaHYT HeAOCTYMHbIMM ANA pedaKTMpPOBaHMA. B aanbHenwem
obHOBIEHWE AaTbl/BpeMeHn ByaeT NPoUCXoanTb aBTOMATUYECKMN.

NPUMEYAHUE. [1na ycTaHOBKM 4aCcOBOro noAca, BpeMeHW M AaTbl BPYYHYO ONumA
aBTOMaTMYeCKoro 0bHOBMEHMA BPEMEHM A0/XKHA ObITb BbIKOYEHaA.

13
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| Bpems u pata Bpems n pata
#  ABTOMaTMyeckoe o6HOBNeHVe ABTOMaTH4eckoe o6HOBNEeHVE
BPEMEHHU BPEMEHMU
Yacoeoit nosic Poccus, Mocksa YacoBoW nosc
[ata 23 aHBapsa 2024 Nata
Bpems 15:43 Bpewms
Wcnonb3oBaTtb 24-4yacoBoi Wcnonb3oBaTb 24-4acoBoi
dopmat BpemeHu dpopmat BpemeHu
PucyHok 16 PucyHok 17

B cnyyae HeobxoAMMOCTM 334aTb YaCOBOM MNOAC, BpemMs W AaTy BPYYHYHO
TpebyeTcs BbINONHUTL CAedytolne AeNCTBUA:

— ONA  YCTAHOBKM 4aCOBOro MoOfAcCa: KOCHYTbCA nonaa  «YacoBon noAc»
(cm. PucyHoK 16) 1 Ha OTKpbIBLWENCA CTpaHuLe BbibpaTb Heobxoammoe 3HayeHue. [na
yCKOpeHMa npouecca BbibOpa MOXHO BOCMO/Ab30BaTbCA Noaem noucka (PucyHok 18)
KOCHYTbCA KHOMKM «[1oATBEPANTLY AN COXPaHEHMA AaTbl MO0 KHOMKKM «OTMEHUTb» ANA
OTMeHbl onepaumn. [anee BbibpaTb PopMaT BPEMEHM, KOCHYBLUMCb MepeKaYaTens
«Mcnonb3oBaTb 24-4yacoBor dopmaT» (cm. PucyHok 16) ana otobparkeHMAa BpemeHu B
cooTBeTcTBYlOWEM dopmaTe. ECAM AaHHbIA MNMYHKT He aKTMBMPOBAH, Bpems bOyaer
oTobparkaTbcA B 12-4yacoBOm dopmaTe C YTOYHEHMEM «A0 NOAYAHA» WAM «nocae
NONYOHAY;

— ONA  YCTAHOBKM  AaTbl:  KOCHYyTbCcA nona «[ata» (cm. PucyHok 16), Ha
OTKPbIBLIENCA CTPaHWULLE KOCHYTbCA TeKyllen AaTbl U BblOpaTb M3 CNMCKa TEKYLWMA roj,
mecaL 1 ymcno (PucyHok 19). lanee KOCHYTbCA KHOMKK «[oATBEPANTLY» ANA COXPaHEHUS
naTtbl MMH60 KHOMKM «OTMEHWUTb» ANA OTMeHbl onepaumu. B cayvyae noATBepKAEHMA
BbiOpaHHAA AaTa OTOOpasMTCA Ha CTPaHMLLEe HACTPOMKM AaTbl U BPEMEHM, B C/ay4ae
OTMEHbI aTa OCTAHETCA NPEXHeN;

14
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PYKOBOACTBO afMMHUCTPATOpPa l MRl e
| YacoBoi nosc OTMEeHUTb MopTeBepanTb
Q Mouck 23 sHBaps 2024
GMT -11:00 nH BT cp yT nr c6 BC
A C
e 12 3 4 s 6 7
BHewwHue manbie octposa CLUA 8 9 0 N 12 13 14
GMT -11:00 Muayai
%5 16 17 18 19 20 21
Huya
GMT -11:00 Anodu
22 23 24 25 26 27 28
GMT -10:00
29 30 A 1 2 3 4
OcTtpoea Kyka
GMT -10:00 ABapya 5 6 7 8 9 10 1
MUY KEHTWLWS3 X
Db BIFA P O EA K D!
.FIHCMVITbB!O(x
osy - | .
PucyHok 18 PucyHok 19
— [ONA  YCTAHOBKM  BPEMEHW: KOCHYTbCA MNoAA
OTMeHUTb MopTeepauTb
«Bpema» (cm.  PucyHok 16), B pesynbTaTe u4ero
oTobpasntca undepbnaT, meTka BO BHYTPEHHEM Kpyre
KOTOPOro UrpaeTt po/ib YaCOBOWM CTPEKN, BO BHELLIHEM —
MUHYTHOM (PucyHok 20). a8 ycTaHOBKM HEobXxoAmmoro
15:44 3Ha4YeHMa creayeT NOoYepesHO KOCHYTbCA KaXkaon K3
MeTOK 3HayKa W, NnepeaBuraa ee No MaAM NPOTMB YaCOBOM
CTPenKu, YyCTaHOBUTb B MNO3MLUMKU, COOTBETCTBYHOLLEM
TEKYLLEMY BpeEMEHMU;
— KOCHYTbCA KHOMKM «[loarTsepanTb» ans
COXPaHEHWA YCTAHOBNEHHOTO BPEMEHM MO0 KHOMKM
«OTMEeHUTb»  ONA  OTMeHbl  onepaumn. B caydae
noaTBep:kaeHua BbibpaHHas pagata  oTobpa3uTca  Ha
CTPaHMLE HAaCTPOMKM AaTbl U BPEMEHMU, B C/ly4ae OTMEHDbI
[,aTa OCTAHEeTCA NPEXHeN.
PucyHok 20

1.4. HacTtpoitka MY

AomunHucTpatopy MY A0CTYNHbI CaeaytoLme BO3MOXKHOCTU:
— uncnonb3oBaHue SIM-kapT (n. 1.4.1);
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— Bblbop perxxknma USB-noakntodenns (n. 1.4.2);

— HaCcTpoMKa BepxHero meHto (n. 1.4.3);

— HacTpoMka MM (n. 1.4.4);

— MOJIb30BaTeNIbCKOE XpaHuauLLe Katoden (n. 1.4.5);
— areHT nonb3osaTena (n. 1.4.6).

1.4.1. icnonb3oBaHue SIM-KapT

1.4.1.1. NMpwAsKa 1 oTBA3Ka SIM-KapT

BHUMAHMWE! AKkTnBaums n aeaktnsauma ¢pyHKUmm «lMpmuesaska SIM-kapT» A0CTyNHa
TO/IbKO Mocae nepesarpyskn MYV.

I MpuBsaska SIM-kapT K ycTponcTBy

#  BknouuTb npuesasky SIM-kapt
BHumaHue! BknioyeHue gaHHom onumm
3a6N10KMpYeT UCMONb30BaHUe
MOGUNbHOM CBSA3M Ha YCTPOWCTBE NpK
Hanu4um HenpwueszaHHoi SIM-kapTbl

PucyHok 21

B uenax peanmMsauum  KOHTPOAsS  AocTyna MU
nosblleHmsa 6esonacHoctn B OC ABpopa npeaycmoTpeHa
BO3MOXHOCTb  Ha3HauYUTb  JoBepeHHble  SIM-KapTbl,
BbIMNO/IHMB CAeAytoLLmMe AeNCTBUA:

— OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KacaHWem

3Ha4Ka @ Ha DKpaHe NpunoxKeHui (cm. PucyHok 1);
— KOCHYTbCA MyHKTa MeHto «llpmBAska SIM-KkapT K

yctponctey» & B nogpasaene «besonacHoCcTb»;

— Ha  OTKpbIBLIENCA  CTpaHUUEe  aKTMBMPOBATb
nepekntoyaTesb «BKAHOUYNTD npmeAsky  SIM-kapT»
(PucyHoOK 21) 1 noaTBEPANTL AENCTBME BBOAOM TEKYLLETO
napons (cm. PucyHok 4).

MPUMEYAHUE. [nAa BbINOAHEHMA NPUBA3KU U
oTBA3KN  SIM-KapTbl  Heobxoammo, 4Tobbl  AaHHadA
SIM-kapTa Oblna BcTaBneHa B MY, a nepekntoyatenb
«BKIHOUMTL NpUBA3KY SIM-KapT» akTMBUPOBaAH;
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MpuBsaska SIM-kapT K yCTpoOUCTBY

Bkniountb npueasky SIM-kapt
BHumaHue! BknioyeHue gaHHou onuumn
3a610KMpYeT UCTIONb3oBaHUe
MOGMNBbHOI CBSA3U Ha YCTPOWCTBE NpU
Hanu4yum HenpuessaHHoi SIM-kapTb!

YctaHoBneHHble SIM-kapTbl

SIM1|[ROSTELEC(

ICCID:897012062

MpusssaTb

PaspewwuTtsb SIM-kapTy no macke

ICCID SIM-kapTbl

PaspewmuTtb

Cnncok paspeluéHHbix SIM-kapT

®

PUCYHOK 22

MpuBsaska SIM-kapT K ycTponcTBy

Bknountb npueasky SIM-kapt
BHumMaHue! BknioyeHune gaHHom onummn
3a610KMpYeT UCTIONb30BaHUe
MOBU/bHOM CBA3M Ha YCTPOIACTBE NpU
Hanu4yum HenpumessaHHoi SIM-kapTs!

YctaHoBneHHble SIM-kapTbl

SIM1|ROSTELEC(

ICCID:897012062

OTBsizaTh

PaspewwuTtsb SIM-kapTy no macke

89701206269065692642

Paspewuntb

Cnucok paspeluéHHbix SIM-kapT

®

PucyHok 23

— Ha OTKpbIBWENCA CTpaHWue B noapasgene
«YcTtaHoBneHHble  SIM-KkapTbi» KOCHYTbCA KHOMKM
«MpwneAsaTb» cnpaBa OT Heobxoammor  SIM-KkapTbl
(PucyHOK 22) ana npwmsaskn  SIM-kapTbl K MY, B
pe3ynibTaTe Yero oHa byaeT npmeAsaHa kK MY;

— B noapaszene «Paspewntb SIM-KkapTy no macke»
BBecTn ICCID Tpebyemoi SIM-KapTbl M KOCHYTbCA KHOMKM
«PaspewnTb», ANA paspeweHna Kncnonb3oBaHua SIM-
KapT, He BCTaBNEHHbIX B AaHHOe MY 1 He NPMBA3aHHbLIX K
Hemy (PucyHok 23).

MPUMEYAHME. ICCID npeacraBaseT cobon
YHWUKaNbHbIM cepuiiHbii HoMep SIM-KapTbl 1 coaepkmT 20
CMMBOJIOB. ECAM  KONMYECTBO BBOAMMbIX CMMBOJIOB
oTanyaetca ot 20, To Ha 3kpaHe MY oTobpasutca
COOTBETCTBYlOLLEE yBeAgOMAEHME (PUCYHOK 24).

Mpuesazka SIM-kapT K ycTpoiUCTBY

Bkntounte npueasky SIM-kapt
BHumanue! BknioveHWe gaHHOM onuum
3abnokupyeT Ucnonb3osaHue
MOBUNLHOM CBA3K Ha YCTPOACTBE NpKU
Hanu4u1 HenpueasaHHoi SIM-kapTbl

YcTtaHoBneHHble SIM-kapTbl

SIM1[ROSTELEC

ICCID:897012062 I'Ipuanaaﬂ:

Paspewmts SIM-kapTy no mMacke

000

ICCID SIM-kapTbl
HekoppekTHblit Bog,. ICCID gomkeH copepxaTb He
Gonee 20 CUMBONOB - TONbKO LMOPLI U CUMBONLI '*',

PaspewnTb

Cnucok paspeluéHHbix SIM-kapT ®

PucyHok 24

Ona TOro, 4ytobbl 0TBA3aTb OT MY paHee npuWBA3aHHYD K Hemy SIM-kapTy,
HeobxoAMMO BbINONHWUTL CAedyolme AeNCTBUS:

— B noapasgenie «YcraHoB/sieHHble SIM-KapTbl» KOCHYTbCA KHOMKWM «OTBA3aTb»
cnpasa oT Heobxoammown SIM-KkapTbl (cM. PucyHok 23);
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— Ha OTKPbIBLUENCA CTPAHULE KOCHYTbCA KHOMKM «OTBA3aTbY A1A NOATBEPKAEHMA
onepaunmn 1Mb0o KHOMNKM « OTMEHUTbY A8 OTMeHbI (PUCyHOK 25);

— B pe3ynbTaTe oTBA3KM SIM-KapTbl oT MY o0T0b6pasmnTca COOTBETCTBYHOLLEE

yBegomneHne (PucyHok 26).

| OTMEHUTb OTBsA3aTh |

DaHHas SIM-kapTa 6yner
OTBsI3aHa OT 3TOro
yCTpPOUCTBaA

Mocne ynanexus SIM-kapta 6yget
3a6non<mposaHa Ha gaHHOM yc*rpoﬁc‘rse.

Bbl yBepeHbl, 4TO XoTUTE yaanuTb SIM-
kapTy 89701206269065692642 ?

PucyHok 25

| [MpuBsa3ska SIM-kapT K YCTPOMCTB

! Cucrema

Mo6unbHas cBsi3b 3a6nokuposa
YctaHoBneHHble SIM-kapTbl He
NpUBSA3aHbl K JaHHOMY YCTPOWCTBY U
He MoryT 6biTb MCMOJIb30BaHbI.

MepeiTy B HACTPOMKMK

YcraHoBneHHble SIM-kapTbl

SIM1|ROSTELECC
ICCID:8970120626

MpuBs3aTh

Paspewmutb SIM-kapTy no Macke

ICCID SIM-kapTbl

ICCID SIM-kapTbi
PaspewmuTb

Cnncok paspeluéHHbix SIM-kapT ®

PUCyHOK 26
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1.4.1.2. lpocmoTp 1 yaaneHue paspeleHHblx SIM-KkapT

| Cnncok paspeLuéHHbix SIM-kapT 2

89701206219003881203

89701206269065692642

PucyHok 27

Cnvcok pa3peLuéHHbix SIM-kapt

89701206219003881203
Yoanutb

89701206269065692642

PncyHokK 28

[na npocmoTpa CnMcKka paspeweHHbix  SIM-KkapT
HeobxoAMMO KOCHyTbCs nona «Cnucok paspelleHHbIX
SIM-kapT» (cm. PucyHoK 24), B pe3ynbTaTe 4ero
0TOOpPa3nTCA CTpaHMLUA CO CAMCKOM M KoamyectBom SIM-
KapT, WCMNO/Mb30BaHME KOTOPbIX paspeweHo Ha MY
(PucyHoK 27).

Ona yoaneHua SIM-KapTbl M3 CNMCKa paspelleHHbIX
HeobxoAMMO BbINOSHUTL Ceayrolme 4eNCTBUA:

— KOCHyTbcA M yaepxuneaTb ICCID Tpebyemon SIM-
KapTbl;

— B KOHTEKCTHOM  MEHK  KOCHYTbCA  MyHKTa
«Ypanutb» (PucyHok 28);

— Ha OTKPbIBLWIENCA CTPAHMLE KOCHYTbCA KHOMKM
«YnanuTb» AN NOATBEPXAEHWA onepauum NMbBo KHOMKK
«OTMeHUTbL» ANA oTMeHbI (PrcyHoK 29).

OTMeHUTb Ynanutb

[aHHag SIM-kapTa 6yger
yaasneHa 3 crnucka
paspeLUEHHbIX ANs 3TOro
YyCTPOWMCTBa

Mocne yoanexnus SIM-kapta 6yget
3abnokMpoBaHa Ha JaHHOM YCTPOUCTBE.

Bbl yBEpeHbI, 4TO XoTUTE yoanutb SIM-
kapTy 89701206219003881203 ?

PucyHok 29
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1.4.1.3. Hactponka PIN-koga ana SIM-kapTbl

3aWwuTa  yCTaHOBAEHHOM Ha MY  SIM-kapTbl

| PIN-koa o
obecneunaeTca ¢ nomoulbto PIN-KoAa, KOTOPbIA MOMKHO
SIM1| ROSTELECOM aKTUBMPOBATb/AEaKTUBMPOBATbL OTAE/NbHO ANA KaXKA0M 13
3anpatumsatb PIN-kop SIM-Ka pT.
Wamenus PIN-koR MPUMEYAHUE. B 33BMCMMOCTM OT KOHCTPYKTMBHBbIX
ocobeHHocTen MY gonyckaeTca yCTaHOBKa A0 AByX SIM-
SIM2 | HeusBsecTHbIM
KapT.

Het SIM-kapTbl B cnote

Ona HacTporkm PIN-Koga HeobxoAMMO BbIMOAHUTL
cneaytowme aencrtema (PucyHok 30):
— OTKPbITb MEHI0 CUCTEMHbIX HACTPOEK KaCaHWem

3Ha4Ka @ Ha DKpaHe NpuoXKeHu (cm. PucyHok 1);

E
B

— KOCHYTbCA NyHKTa MmeHw  «PIN-kog» ™=
noapasaene «besonacHoOCTb»;

— KOCHYTbCA nepekntovaTena «3anpawmeaTtb
PIN-koa» Tex SIM-KapT, KOTopble HEODXOAMMO 3aWMTUTL
BBOAOM PIN-Koaa nnMbO CHATbL 3aWMTY.

PucyHok 30

Mocne aktmBaumm PIN-KoZa oH ByaeT 3anpallmBaThCs NPU KaxKaom BKAoYEHUN MY
(PucyHok 31). B cnyyae TpexkpaTHoro BBoda HesepHoro PIN-koaa SIM-kapTa 6yaet
3ab10KMpoBaHa N ansa ee pa3biokMpoBKkM noTpebyetcs PUK-Koa, Ana BBOAA KOTOPOro
npepoctasasetca 10 nonbiTok (PucyHoOK 32).

MPUMEYAHME. PUK-Kkoa npeaocTaBaseTcs onepaTtopomM COTOBOM CBA3M.

Mocne BBOAa BepHoro PUK-Koaa oTobpasunTcs cTpaHmua ana nameHenua PIN-koaa
(cm. PucyHok 30), Ha KoTopoi HeobX0AMMO BbINOAHUTL CAeAytoLLne AeNCTBUA:

— KOCHYTbCA KHOMKKN «M3meHnTb PIN-Koa»;

— BHECTM COOTBETCTBYHOLIME W3MeHeHMA B pasgene SIM-KapTbl, KOTOPYHO
TpebyeTca 3awmnTnTb BBOAOM PIN-KOAa.
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Beegute PIN-kog
SIM1| ROSTELECOM

PucyHok 31 PucyHok 32

1.4.2. Bbibop pexumma USB-noakntoyeHma

Ons Bblbopa pexnma USB-nogkatoyeHma HeobxoAuMmo BbIMOAHUTL caeaytouine
AencTBus:

— OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KacaHMemM 3Ha4yKa @ Ha JKpaHe
NPUNOXKEHUIM (cM. PUcyHOK 1);

— KOCHYTbCA  MNyHKTa  MeHto  «USB» ‘l’ B noapasgene  «YnpasseHue
COeAUHEHUAMMUY;

— Ha OTKPbIBLUEMCA CTPAHWULLE KOCHYTbCA nona «Pexunm USB mo ymonvaHuo» u
BbI6paTb HeEOHXOAMMOE 3HaYEeHME M3 PACKPbIBatoLLEroca cnmcka (PucyHok 33).

NMPUMEYAHUA:

v’ B cnyyae Bbibopa nNyHKTa «Bcerga cnpalwmsaTthy npu nogxaodeHnn MY kK 3BM c
nomoulbto USB-kabena Ha MY oTtobpa3unTtca okHO ¢ Bbibopom perknma USB-noakntoueHms
(PncyHoK 34);

v’ 3HaueHue «Obwunit JocTyn K MHTepHEeTy» oTobparkaeTca TONbKO Npu akTUBaLum
COOTBETCTBYHOLWMX MNepeKkntodatenet B NyHkte meHt «OOWMA AocTyn K MHTepHeTy».
MoapobHoe onmncaHne HacTPoOMKKM obulero AocTyna K MIHTepHeTy NpuBeaeHO B IOKYMEHTe
«PyKOBOACTBO MOJIb30BaTENAY;

v 3HayeHne «Pexkmum paspaboTumka» oTobpakaeTca TOAbKO MNPU  aKTUBaL UK
COOTBETCTBYIOWMX MNepeKkntodatener B NyHKTe MmeHto «CpeactBa  pa3paboTyumka
CMCTEMHbIX HacTpoeK (noapasaen 3.1).
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| use

BkOYEH NPOTOKON Nepegaydu
myneTumegua (MTP)

Pexvm USB no ymonyaxuio
Tonbko 3apspgka

Bcerpa cnpawwuBaTh

USB-ka6enb nogkoyeH

[NepeknoyYnTbCa Ha OAUH U3 CneayoLWnX
pexunMmoB

¥ 8 © 4

O6wwum Pexum  TMpotokon  Tonbko
[oCTynK  paspaboT nepefjauu  3apspka
WHTepHeT yuka MynbTUME

y ava

(MTP)

O6wuit goctyn K MHTepHeTy

Pexwm paspaboTumnka

Mpotokon nepepayn mynstumeaua (MTP)

Tonbko 3apsaka

ole

PucyHok 33 PucyHok 34

1.4.3. HacTpoiiKka BEPXHErO MeHto

MPUMEYAHMUE. MoapobHoe onmcaHme HACTPOMKM BEPXHEr0 MEeHK NpuBeAeHO B
LOKYMeHTe «PyKoBOACTBO MO/1b30BATENAY.

[na nobaBneHuns B BepxHee MeHto QYHKUMI, AOCTYMHbIX TONbKO aAMUHUCTPATOPY,
HeobXoAMMO BbINOMHUTL CAeayolme AeNCTBUS:

— OTKPbITb MEHI0 CUCTEMHbIX HACTPOEeK KacaHMemM 3Hayka @ Ha DKpaHe
npunoxeHun (cm. PucyHok 1);

— KOCHYTbCA MyHKTa MeHto «BepxHee meHto» & B noapasaene «BHeWHW Bua v
GYHKUMNY;

— BblbpaTb HeobxoAMMble PYHKUMM KacaHMem nepekntodatenein (PucyHok 35), 8
pe3ynbTaTe Yero AaHHble QyHKUMM 0TOOPa3ATCA B BepXHEM MeHto (PucyHokK 36).
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SApnbiku

37K SpnbIkKK NPEAOCTaBNAIOT BbICTPbIN
[OCTYN K PasnuyHbiM GYHKLMAM U
HacTpoMKam CUCTEMbI.

3anycTuTb cekyHaomMep
OTKPbITb KanbKynaTop
YcTaHOBUTb TaliMep
YcTaHoBUTb ByannbHUK
Cpenatb cendu
3anucatb BUgeo
CospaTb 3aMeTKy
OTKpbITb ANKTOPOH

Cucrema

# CpepcTea paspaboTumka

BesonacHocTb

#  VICTOMHWKM NPUNOXEHWUI

3

2

PucyHok 35

1.4.4. Hactponkun M1

16:55 L 2 I d100]

16:55

23 anpensi, BTOPHUK

Mepepnaya — WLAN
Q Onnoiena

Mo6unbHble faHHble WLAN
¥ ¥ ®

'@' * Bluetooth

BoiknioueHo

ByannbHuUK Cendm Bluetooth

ApanTueHas SpKoCTb
m
&
NFC Paspabortka

el 2

Hactpoitku WameHuTh

PucyHok 36

NMPUMEYAHUE. AogMnHUCTPaTOp MMeeT AOCTYN K AOMNOAHUTENbHbIM HaCTPOMKam
MM, OMMCaHHbIM KaK B HACTOAWEM [AOKYMEHTe, Tak M B [AOKYMeHTe «PyKOBOACTBO

NnoJib30BaTENAN.

Ona  pononHUTenbHon HacTponkm MIT HeobxoaMMO BbINONHUTL Ccaeaytouime

NencTens:

— OTKPbITb MEHIK CUCTEMHbLIX HACTPOEeK KaCaHMmem 3Ha4Ka @ Ha 3KpaHe

NPUNOXKEHUIM (cM. PUcyHOK 1);
— NepenTun BO BKAAAKY «[TPpUNOKEHUAY;

— KOCHYTbCS 3HaYKa cooTBeTcTBytolero MMM 1 3aaaTh Tpebyemble HaCTPONKM.
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CyY&TYMKM BbI3OBOB

Ucxopsawme Bbizosbl: 0:00:00
Bxopgsuwue Bbizobl: 0:00:00
Bce Bbi3oBbi: 0:00:00

O C6pocuTb CYETUYMKM BbI3OBOB
CoobuieHus 6eicTporo oTeeTa

KoTOpble Bbl CMOXeTe oTnpaenaTth nocne
BbIK/IIOYEHUSA 3BYKa NPpU BXOASLLIEM Bbi30OBE.

f N3meHUTb 6biCTpble OTBETbI

WcTopus BbI30BOB

BbICTpbIiA BbI3OB

[lns coseplueHs BbizoBa notpebyercs
KOCHYTbCSi HEO6XOAMMOr0 KOHTaKTa B
MCTOPUM BbI3OBOB

3anucb pasroeopa

#  3anucb pasroBopa
BO3MOXHOCTb BK/IIOYUTb 3aNUCh pa3roBopa

I TenedoH

Cospaitte fo 5 coobLyeHuit ans 6bicTPoOro oTeeTa,

PucyHok 37

(? C6pocuTb CHETYMKM BbI3OBOB

CoobLuyeHus 6bicTporo oTeeTa

Cospaiite oo 5 coobuieHuii Ans 6bICTPOro oTeeTa,

KoTopble Bbl CMOXeTe oTnpasnsTh nocne
BbIK/IIOYEHUA 3BYKa NpU BXOAsLLEM Bbl30BE.

f M3MeHUTb 6biCTpbie OTBETbI

WcTopusa Bbi3oBOB

BbICTpbI BbI3OB

[ns coseplieHus Bbi3osa notpebyercs
KOCHYTbCH HEOGXOLLMMOI’O KOHTaKTa B
UCTOPWUU BbI3OBOB

3anucb pasrosopa

3anucb pasroeBopa
BO3MOXHOCTb BKIOYUTD 3anuch pasrosopa
BO EpeMﬂ aKTUBHOIO Bbi30OBa.

3anucaHHble Bbi30BbI
2 Bbi3oBa

3a610KMPOBaHHbBIE BbI30OBbI

3abnoknpoBaHHbIE KOHTaKTbI

ac

PucyHok 38

Ona pononHuUTenbHOM HacTpolkn MIN «TenedpoH»
Heobxo4MMO BbINOSHUTL Ceaytolme AeNCTBUA:

— KOCHyTbCA nona «COHpOCUTb CYETYMKM BbI3OBOBY
Ana cbpoca cyeTymMKa Bbl3oBa (PucyHok 37);

— aKTMBMPOBATb nepekatoyaTenb «3anuco
pa3roBopa» A/1A 3anucK pa3roBopa BO BPEMA aKTMBHOTO
BbI30Ba (PucyHok 38);

— KOCHYTbCA NOAA «3anMcaHHble BbIZOBbI» AR
nNpocmoTpa MHGOPMaLMM O 3aNMNCaHHbIX BbI30BAX.

[ns  BbINOAHEHUA AENCTBUIM Hag, 3anuMcaHHbIMK
BbI30BaMW CNefyeT KOCHYTbCA MOAA C KOAMYECTBOM
3aNMCaHHbIX BbI30BOB M Ha OTKPbIBLIENCA CTpaHuLe B
KOHTEKCTHOM MEHIO BbI30Ba KOCHYTbCSA MyHKTa C
Heobxoanmbim genctemem (PucyHok 39).

Metp 18:31
& 0:04

Mo3BoHUTb
OTKpbITb KAPTOUKY KOHTaKTa
Ypanutb

MopenuTtbca

Metp 18:20

PncyHok 39
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Ona pononHuTenbHoM HacTporkn MI «CoobuieHna»
| Coobuierus G HeobxoaANMMo BbIMNO/IHUTL cnenyroume NencTems
(PucyHok 40):

SIM1| ROSTELECOM
© — B noapasgene «SMS» npocmoTpeTb agpec SMS-
sms LEeHTPa;
+79043490008
Appec SMS-ueHTpa

— aKTMBMpOBaATb  nepekatoyvatesib  «OT4yeTbl O
[OCTaBKe» A/1A 3anpoca oT4eTa 0 4oCTaBke SMS.

#  OTtyeTbl 0 pocTaBke

=SERSEESUCA RS e NMPUMEYAHWUE. [Ons aKkTMBauum nepekaovaTens
i i [OCTAaTOYHO KOCHYTbCA MO/A, B KOTOPOM OH PaCMOJIOMEH:
KoTopble 6yaeT pasbut HabpaHHbIV TEKCT, U

KOT4ECTB0 CAMBONOS 8 Nocresew nepekatodaTeNb  Ha4yHeT CBETUTbCA Ap4Ye, Yem B

coobLeHmn

e COCTOAHMM NO YMONYAHWNIO (HEAKTUBHOM).

MakcumanbHbii pa3mep coobLieHns
CpegHuit

Pa3amep coobLueHns MOXET 6biTb OrpaHu4eH
ornepaTopoM OTMPaBUTENS UK NONyYaTens

3anpalumBaTtb oT4yeThl Het
Bbl MOXeTe 3anpawmueaTtb OTHYETbl O 4OCTaBKe U
npoyteHun MMS

YBegomnsaTb o NPoOYTEHUU
OrnpasuTens 6yaer ysenoMaeH o ToM, 41O

PucyHok 40

1.4.5. NMonb30BaTENbCKOE XPAHUAULLLE KAHOYEN

[oNb30BaTENBCKOE XPAHUAMLLE KAKOYEN NpeaHa3HaAYeHO ANA XPaHEHMA KAoYemn u
cepTMdMKaToB, NPM ISTOM OrpaHMYeHMe [A0CTyna K XpaHuauuly obecneymBaeTcs
wraTHbIMK cpeacTeammn OC ABpopa (pasagen 4).

MPUMEYAHUE. Monb3oBaTeNnbCKoe XPaHUANULLE KAOYen CO343aeTCA AN KarKA0oW
YYETHOM 3anncK ponemn n HaxoamTca B Nanke SHOME/ . softhsm.

Co3gaHMe  MNONb30BAaTENbCKOTO  XPaHWAULIA — KAKOYEeM  OCyLWecTBAseTcA B
cneayroLmMx Cayyanax:

— nepBoe BKAtoYeHne MY B pexxnme agMUHUCTPATOPa;

— COo3JaHue y4yeTHOM 3anuncK nonbzosaTtena (n. 1.2.1) c nomoLlbto cepBuca user-
managerd, MNPV 3TOM CKPUNT initialize-user-keystore.sh XPaHWUTCA B Manke
create.d

1.4.6. AreHT nonb30BaTens

AreHT nonb3zosaTena (User Agent) — 3To maeHTUdPMKaTop Opay3epa, KOTOPbIN
nepenaeTtca B 3aronoBke http-zanpoca K cepBepy, OTBET cepBepa MOXET 3aBWUCETb OT
NaHHOTro MAeHTUdMKaTOPa, M MOXKET ObITb 3a4aH:

1) Mo ymonuyaHuio B UHTepdeice, onncaHnme KOTOPOro NpMBeAeHO B AOKYMEHTE
«PyKOBOACTBO MO/1b30BaATENAY;

2) C nomolbto panna ua-update.json, KOTOPbIN:

— MMeeT nona hostname W useragent wm MNYyTb /home/defaultuser

/.local/share/org.sailfishos/browser/.mozilla/ua-update.json;
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— onpeaenseT areHT No/ab30BaTeNA ANA OTAE/IbHbIX CAaNTOB.

MPUMEYAHUE. Mpn n3meHeHMn dalina ua-update.json BPYYHYO HEOOXOAMMO
nepesanyctntb MI1 «bpay3sep».

O6HOBNEHME MOXKET NPOMUCXOAUTb CeayroLMMmM cnocobamm:

— C MOMOLLBbIO 3HAYeHMA MO YMO/JYaHMIO, Koraa oOTcyTcTByeT aln  ua-
update.json. [eHepaums danna ocyulecTBnserca W3  /usr/share/sailfish-
browser/data/ua-update.json.in;

— C nomolbto Beb-canTa, Koraa ¢ann ua-update.json 0OHOBAAETCA Yepe3 CceTb
MHTepHeT. [lonyyeHne daina  ocyuwlectsaaeTca nocpeactsom  http-zanpoca B8
M1 «bpay3ep» Ha onpeaeneHHbI aapec B ceTh MHTepHeT.

NMPUMEYAHMUE. Mpn nepsom 3anycke MI «bpay3ep» 3anpoc K cetn NHTepHeT He
ocylLecTBnAeTcA, a ¢aln ua-update.json FEHEPUPYETCA MO YMOAYAHMIO.

1.5. HacTpoWKa ceTeBbiXx BO3MOXKHOCTEM

1.5.1. HacTponKa npuHTEpa

BHUMAHMWE! MoapobHas nHdopmauma o neyatn Gpananos npuseaeHa B JOKYMEHTe
«PyKOBO/CTBO N0O/b30BATENNAY.

B OCABpopa npeaycMoTpeHa  BO3MOXHOCTb

I pses i nobaBneHna  nNpuHTepa, AnAa  3Toro  HeobxoAMMo
BbIMONIHUTb CAeaytolwme AeNCTBUA:
— OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KacaHWem
3Ha4yKa @ Ha JKpaHe NPUIOKEHUN;
Y Bac elue HeT NPUHTEPOB — KOCHYTbCA MYyHKTa MeH «[lpuHTepbI» ‘= g

noapasaene «YnpasneHue CoOeAMHEHUAMMNY;

— NOAKNOYUTL NpuHTEP K MY C  NoMOLLbHO
USB-kabena uyepes nepexogHuk USB-OTG nmbo no cetu
[lo6aswTs npuHTep WLAN (paboTa c npuHTEpamm no ctaHaapty Mopria);

— Ha  OTKpbIBLIENCA  OAHOMMEHHOW  CTpaHuLe
KOCHYTbCA KHOMKK «[106aBUTb NpuHTEP» NMbO B NpaBom

BEPXHEM YI/ly KOCHYTbCA 3HayKa + (PucyHok 41), B
pe3yabTaTe byaeT BbIMONHEH NOUCK YCTPOWMCTB;

PucyHok 41
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— Ha OTKPbIBLIENCA CTPaHMLEe BbiOpaTb YCTPOMUCTBO,
| Ao6asuTs npuHTep =
KoTopoe Heobxoanmo A06aBuTb (PrcyHoK 42);
AAEHHbI TPOWCTB: o
Rl R — B MPAaBOM BEPXHEM YI/ly KOCHYTbCA 3Ha4YKa > AN
e 06HOBNEHUA MHOOPMALMK O HaMAEHHbIX YCTPONCTBAX;
— BBECTM MMA NPUHTEPA B NOAE BBOAA M KOCHYTbCA
KHOMKK «[ob6aBuTb» (PucyHOK 43), B pe3ynbTaTe 4ero
NpUHTEP 0OToBpasuTCcA Ha  CcTpaHuue  «[lpuUHTEpbI»
(PcyHoK 44),
PucyHok 42
| OTMeHUTb [No6asutb MpuHTEpPDI ®
[o6aBnTb NpUHTEP Mow nphHTEpbI
HP Color Laser 150 HP Color Laser 150
Wma npuHTepa
PucyHok 43 PucyHok 44
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HP Color Laser 150

O npuHTepe

HP Color Laser 150
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PucyHok 45

Ona nepemmeHoBaHMA NMEHM
Heobxo4MMO BbINOSHUTL Ceaytolme AeNCTBUS;
— Ha CTpaHuLe «[TpUHTEPbI»

HeobxoA4MMbI MPUHTEP, KOCHYBLUMNCH €rO0;
— Ha OTKpPbIBLUIEMCA CTpaHWUUE BBECTM HOBOE WMSA
npuHTepa (PrcyHok 45);

npuHTEpa

BbIOpATh

— KOCHYTbCA  3HA4Ka AN NOATBEpPXKAeHUA
nencTsma, B pesynbTaTte  MMA  npuHTepa  byaet
nepeMmeHoBaHo.

[na ynaneHus npuHTEpa M3 Cnucka Heobxoaumo
BbIMO/NHUTb CAeaytollmMe AeNCTBUA:

— Ha  cTpaHuue  «[pUHTEpbI»  KOCHYTbCA  W©
YAEPKMBaTb Ha3BaHME MPUHTEpPa, KOTOPbIM HEOBXOAMMO
yAaNnTb;

— B KOHTEKCTHOM  MEHI0 MyHKTa  «YOanuTb»

(PrcyHOK 46) B0 OTKPbITb MPUHTEP 1 B MPAaBOM BEPXHEM
yrny KocHyTbea 3Hadyka M (PucyHok 45);

— Ha OTKPbIBLUENCA CTPAHMLLE KOCHYTbCA KHOMKW «YAannTb» ANA NOATBEPKAEHNA
onepauum 1Mb6o KHoMNKK « OTMEHUTLY A/1A OTMEeHbl onepauum (PucyHok 47).

| MpunTeps!

Mowu npuHTEpbI

HP Color Laser 150

Ynanutb

®

PucyHoK 46

| OTMEeHUTb Ynanutb
Yoanutb NnpuHTep?

Bbl 4eMCTBUTENIbHO XOTUTE YAANUTb
npuxTtep HP Color Laser 1507

PucyHok 47
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1.5.2. icnonb3oBaHne VPN-coegmMHeEHMUA

VPN — 3TO 3aWMuUleHHasa ceTb, NpeaoCTaBAAoWAA BO3SMOXHOCTb YCTaHAB/AMBATb
3aWmndpoBaHHOE CoeANHEHUE C yaaneHHbIMK cepBepammn Beb-calMToB B ceTn NHTepHeT.
Mpn NOAKNHOYEHUN K YAANEHHOMY CepBePY NOAb30BaTeNb Nony4vaeT IP-aapec B pernone,
rae pacnonaraeTcs AaHHbIN cepBep.

B oTanume ot npokcu-cepsepa, VPN BHayane BbIMNOAHAET MOAKAKOYEHME K CETH,
KoTopasa 3aTem obecneynmBaeT coeMHEHME C TPEDYEMbIM CEPBEPOM HANPAMYHO, MPU STOM
WndpoBaHME AaHHbIX MO3BOMAET 3aWMUTUTb NAPOAU M MHYHO KOHOUAEHUMANbHYIO
MHGOPMaLMIO OT yrpo3 6e30nNacHOCTH.

BHUMAHUE! [Ona oTobpakeHnsa noaaeprKMBaembix

| [o6aeutb VPN G
VPN-nnarmHos B nyHKTe MmeHto «VPN» noapasaena

«YnpasneHue COeaMHEHNAMM» HeobxoaMMo
NOMOJIHNTE/IbHO YCTAaHOBUTL CTOPOHHME VPN-pelieHuna, He
ABNAKOLIMECA BCTpoeHHbIMK B OC ABpopa.

B cnyvyae otcytctBuAa  noadepxmsaembix  VPN-
VPN-npoBaiiaepsbl He NNarMHOB Ha 3KkpaHe MY oTobpasnTca COOTBETCTBYHOLLEE

yCTaHOB/IEHI. yBegomneHne (PucyHok 48).

BHUMAHUE! B cnydae ecam Ha MY ycTaHOBAEHO
M «ABPON/ Mnatdopma»,  TO HaCTPOEHHOe
VPN-coeanHeHme byaeT noHaBNIeHO aBTOMATUUYECKM.

PucyHok 48

1.5.3. 3apaHume URL-agpeca

MPUMEYAHUA:

v MoppobHoe onucaHne HacTpolkn cetm WLAN npuseseHo B AOKYMeHTe
«PykoBOACTBO NONb30OBaTENAY;

v 3aganne URL-agpeca a4 cepsepa MpoBepku ceth MHTepHeT, a Takke NTP-
cepBepa, byaeT NPMMEHEHO KO BCEM YYETHbIM 3aMNCAM, CO34aHHbIM Ha MY.

Ina 3apaHma URL-agpeca ana cepsepa NpoBepKkM HeobXxoAMMO BbIMOAHUTb
cneayolme AencTBmA:

— OTKPbITb MEHI0 CUCTEMHbIX HACTPOEK KacaHMem 3HauKa @ Ha JKpaHe
NPUNOXKEHUIM (cM. PUcyHOK 1);

— KOCHYTbCA  NyHKTa MeHt  «WLAN» S B nogpasgene «YnpasneHue
COeAUHEHNAMMY;
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— KOCHYTbCA NoAs «PaclinMpeHHble HacTpolKkm» (PucyHok 49);
— Ha OTKpbIBLWIENCA CTpaHMLLE 3amno/HUTb HeobxoAumble MoAA B noapasgene

| WLAN
PaclumpeHHble HacTpoku @
WLAN
#  WLAN =

PucyHok 49

«URL-agpeca cny:xbbl» ana npoBepKkun Aoctyna K ceth MHTepHeT (PucyHok 50).

PaclumpeHHble HacTPOKK

R570E

Wwms ycTpoiicTsa
Wms yeTpoiicTea, oTobpaxaemoe y apyrux
YCTPOWCTB B /IOKanbHOM1 CeTH

no6anbHblit Npokcu-cepeep

# [no6anbHblil NPOKCU-cepeep g(i
Vlcnonbayewn ANa BCex COeﬂMHeHMﬁ
(WLAN, Mo6unbHbIX 1 Ap.) 1
nepeonpeaenseT uHAMBMAayanbHble
HaCTPOWKM.

KoHdurypaums npokcu-cepeepos
Het npokcu-cepsepos

URL-apgpeca cnyx6bi

http://ipv4.omprussia.ru/return_204

Cratyc URL-appeca IPv4

Mpunoxexus moryT ucnonssosartb 3ot URL-aapec,
4T06bI NPOBEPUTD, OTKPBIT K AN1A YCTPOUCTBA
AOCTYyNn K cetun V‘HTEpHeT. Ecnu He 3anonHeHo,
CGpaCbIEaeTCﬁ B 3Ha4YeHue No yMONYaHuio

Hanpumep, 0.pool.ntp.org,1.pool.ntp.org

Ino6anbHble NTP-cepeepbl
Cnucok gonxeH 6biTb OTCOPTUPOBAH B Nopsake
npeanoYyTeHus U pasaeneH 3anaTbiMu

PucyHok 50

1.5.4. PaclumpeHHble HAaCTPOMKM reonoKaLmnm

| leonokauus

leonokauusa

Paapemmb NPUIOXEHUAM onpenensaTb Baluy
reonokauuio. 31a GpyHKuUMs noTpebnset
HEKOTOpPOe KO/IMYECTBO 3apsiaa
aKKymynsTopa.

ToyHOCTb

MosnuvoHvpoBaHue BbICOKOW
TOYHOCTHU

Wcnonbayer ceTesbie cepBuchl Ans
NOBbILIEHUS TOYHOCTH ONpeaeneHus
reonokauun. Moxer Baumatbea nnata.

#  Tonbko yCTPOWCTBO
Wcnonbayet THCC ans onpepenexus
reonokauun. 3ToT pexuM He UCNonbayeT
Kakue-nu6o aaHHble.

#  PeXuM aHeprocbepexeHus
MCnOan‘/ET TOJIbKO CeTeBble CepBUCHI ANa
onpepgeneHus reonokauuun. THCC He
ucnonbayetcs. MoxeT BaumaTtbesa nnara, npu
3TOM pPEeXuM 3KOHOMMUT 3apsag
akKymynsTopa.

PaclumpeHHble HaCTPOWKK

PucyHok 51

MPUMEYAHUE. TMoapobHoe onmcaHMe HACTPOMKM
reofokauum npmBedeHo B AOKYMeHTe «PyKOBOACTBO
no/ab30BaTeNs».

Ona HacTpoMkM ucToyHMKoB A-GNSS Heobxoammo
BbIMONIHUTb CAeaylolme AeNCTBUSA:

— OTKPbITb MEHK CMCTEMHbIX HACTPOEK KacaHMeM

3Ha4Ka @ Ha DKpaHe NpuUNoXKeHni (cm. PrucyHok 1);

— KOCHYTbCA MYyHKTa MeHto «[eosoKkauna» © B
noapasgene «YnpasJieHMe COeANHEHUAMMY;

— aKTMBMPOBATb  MepekatoyaTens  «eonoKauma»
(PucyHok 51) ana paspewenHns MM, ycTaHOBAEHHbIM Ha
MY, pacno3HaBaTb Ha KapTe reonokauum MY;

— aKTUMBMPOBATL nepekatoyaTenb
«Mo3MUMOHNPOBaHME BbICOKOM TOYHOCTUY A8
MOBbIWEHUSA TOYHOCTU ONpeaeneHMa reonoKaumm c

MCNOJ/1Ib30BaHNeEM CeTeBbIX CEPBUNCOB,
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— KOCHYTbCA KHOMKK «PaclumMpeHHble HAaCTPOMKN» AN Nepexoaa K pacliMpeHHbIM
HACTPOWMKam reosIoKaLmuy;

— Ha OTKPbIBLIENCA CTPaHMLE aKTMBMPOBATb nepekatodatens «A-GNSS» ana
ONTUMM3ALMM BbIYMCAEHNA F€0NOKALLMM NO CMYTHMKOBOM HaBuraumm (PucyHok 52);

— B noapasgene «MctouyHnkm A-GNSS» akTMBMpOBaTb Nepekatoyatens «Googlex»
(PUCyHOK 52) M Ha OTKpPbIBLUENCA CTPaHWLLE KOCHYTbCA KHOMKM «[lloATBEpAUTL» ANA
NOATBEPKAEHMA onepaLnm NMbo KHOMKU « OTMEHUTbY» Aas OTMeHbI (PrucyHOK 53).

| PaclumpeHHble HacTpoKu | OTMeHUTb MoaTsepaunTb
GNSS Ha aTtom ycTpolicTee
5% UCronbayloTes
CI’IYTHVIKOBaﬂ HaBurauus
e ile acCUCTUPYIOLLIME CEPBUCHI
reonokauuu Ha OTKprTOﬁ MeCTHOCTH reonoKauMM_ Bb'6”paq
(ysenw-maaeT pacxop 3apsaa n "
akKymynsTopa) MopTeepaunTtb" Bbl HeceTe

OTBETCTBEHHOCTb U
cornawlaeTechb Ha nepegavy

A-GNSS

A-GNSS Balleun reonokauuu TpeTbuM
ONTUMU3NPYET BbIYUCTIEHUE reoNoKaLMUK Mo
CNYTHUKOBOW HaBurauum (Tpebyet nuam
noaknioveHus K HTepHety)
WcTouHnkm A-GNSS
# Google
PucyHok 52 PucyHok 53
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2. BbINMONMHEHWNE MPOITPAMMDBI

2.1. Hactpoiika obHosneHuit OC ABpopa

BHUMAHWE! Panee ycTaHoBneHHble Bepcum OC ABpopa MOXHO OOHOBWUTH A0
TEKyLLeN TONbKO C MOMOLLbo nepenpowmnskn MY. lNoapobHoe onmMcaHue YCTaHOBKM
OC Aspopa Ha MY npuBeaeHO B AOKYMeEHTE «MHCTPYKLMA NO YCTaHOBKEY.

O6bHoBneHne OC ABpopa OCyLLECTBAAETCA aAMWUHMCTPATOPOM /MO0 NOKaNbHO
BPY4YHYtO, MO0 yaAaNeHHO C MCNonb3oBaHWeMm MpuKNagHOro NporpaMmHoro obecneyeHms
«ABpopa UeHTtp» (MMNO).

NMPUMEYAHUE. [na nonyvyeHma uHPopmaumm no obHosneHmto OC ABpopa C
ncnonbzoBaHmem MMO cneayeT 06paTUTbCA K COOTBETCTBYHOLLEN AOKYMEHTauUuMm Ha MO,
pa3melleHHon Ha Beb-canTe: https://auroraos.ru/documentation/.

Ona HacTpohkm obHoBneHnn OC Heobxoammo
BbIMONIHUTb CAeaylolme AeNCTBUA:
— OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KacaHMem

| OTMeHUTb |

MMQ nonbL3oBaTens

3Ha4Ka @ Ha JKpaHe NPUNoKeHNn (cM. PucyHok 1);

Mapone © — KOCHYTbCA NYyHKTa MeHto «ObHoBneHMA ABpopa

oC» 4 g noapasaene «Cuctema», B pe3ynbTaTte 4Yero
0TOOPAa3nTCA CTPaHMLA C HAaCTPONKaMM 0BHOBNEHNS;

— KOCHYTbCA nepekatoYaTena «BKNHOUNTD
3almLLeHHble obHoBAeHMA» (PUCYHOK 55);

BHUMAHMWUE! Ona nonyvyeHnAa MMeHM Nosib3oBaTena u
napona HeobxoAMMo 0bPaTUTLCA HA INEKTPOHHYIO NMOYTY:
® . support@omp.ru.
gwertyuiop — Ha OTKpPbIBLIEMNCA CTpaHMUe 3anoaHMUTb MNOAA

asdfgh k.| (PycyHok 54) ona pernctpaumm 40CTyna K peno3nTopusam;
B xlclviblnlmBE — KOCHYTbCA KHOMKM «Bxoa» ANs BbINOJHEHWUS BXOAa
’ ‘ NMB0 KHONKM «OTMEHUTBLY AN OTMEHbI OnepaLum.

NomeH

PucyHok 54

OC ABpopa MOMHO ODOHOBUTb JIOKANbHO 4Yepe3 rpaduyecknin  nHTepdeic,
BbIMNOJIHUB CAeAytoLIne AeNCTBUA:

— Ha CTpaHuLEe C HAaCTPOMKaMM OOHOBIEHNA KOCHYTbCA 3HAYKa G ON1A NPOBEPKMU
NOCTYMNHbIX OOHOBNEHMI, B pe3yabTaTe 4yero oTobpasuTcs yBeaomMneHue: «Het
[OCTYMHbIX OOHOBMIEHUIY, @ TaKXKe JaTa M Bpems nocinefHer nposepku (PucyHok 55)
nmbo gocTynHoe obHoBeHWe (PUcyHOK 56);
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| O6HoBneHust OC Aspopa

HeT pocTynHbix 06HOBNEHUM

'3
= Mocnepnnsis nposepka: 23 anpens 2024
17:06
/@ TekyLuas Bepcus
5.1.0.57 (MeTtponaenosck-Kamyatckui)
@ PesepsHoe konuposaHue
O6HoBNEHME CUCTEMbI He 3aTparvuBaeT

daiinbl, ogHaKO pekomMeHayeTcs

Yeckn Th P

#  3arpyxaTb O6HOBNeHUs
Tonbko Yepes WLAN

#  3arpyxaTb O6HOBMEHUs B
poyMuHre

#  BKIOYUTb 3aLUMLLEHHBIE

ob6HoBNeHus
TekyLuuii nomeH 'sales’

MpoBepuTb Hanuune o6HOBNEHWI

Hble Konuu

PucyHok 55

O6HoBneHns OC Aspopa

MpoBepuTb Hanuume o6HOBNEHUI
MocnepHsas nposepka: 18 sHeaps 2024 B 12:4.

TekylLuas Bepcus
5.0.0.28 (MeTponasnosck-Kamyatckuit)

PESGPBHOE KonuposaHue
OG6HOBMNEHWE CUCTEMDI He 3aTparusaeT
dainbl, 0AHaKO pekoMeHayeTcs
NepuoANYecKu Co3faBaTh pesepBHbIe Konuu

@ & O

3arpyxaTtb 06HOBNEHUs
Tonbko Yyepes WLAN

PucyHoK 56

— NPU HaNUYMKU AOCTYMHOrO OOHOB/IEHWA KOCHYTbCA KHOMKKM «[loapobHee»

(cm. PUcyHOK 56) 1 Ha
nHdopmaumeir o6 obHosneHnm (PucyHok 57);

OTKpbIBLLENMCA

CTpaHnue O3HaKOMUTCA

C

noApobHOM

— KOCHYTbCS KHOMKW «3arpysuntb — [Pasmep obHoBneHUA]» (cm. PUcyHOK 56) ans
ero 3arpysku. B cayyae HeobxoaAMMOCTM 3arpy3Ky OOHOBNEHMA MOKHO OTMEHWUTb
KacaHnem KHoMnKkM « OTMeHUTb 3arpy3ky» (PucyHok 58);

| MoppobHee

ABPOPA

Aspopa 5.0.0.60

O6HOBNEHNE COAEPXUT U3MEHEHNS, C
KOTOPbIMU MOXHO 03HaKOMUTbCS B Release
notes no ccoinke https://auroraos.ru/
documentation

PucyHok 57

| O6HoeneHus OC Aspopa

TekyLuas Bepcus
5.0.0.28 (MeTponasnoBck-KamyaTcKuii)

PESGDBHOE KonuposaHue
O6HoBNEHUE CUCTEMDI HE 3aTparuveaer
baiinbl, oaHaKO pekoMeHayeTcs
NepuoAnYEcKy CO3AaBaTh Pe3epBHbIe KOMUK

4
D)

3arpyxaTb o6HoBNEHMA
Tonbko yepea WLAN

PucyHok 58
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— MOCNe ycnewHomn 3arpyskm OOHOBAEHMA KOCHYTbCA KHOMKW «YCTaHOBUTH
obHoBNeHME» (PucyHOK 59);

— Ha OTKPbIBWENCA CTPAHMLE KOCHYTbCA KHOMKM «YcTaHOBUTb» (PucyHoK 60),
nocne yero MY aBTOMaTM4ecKkM DyaeT nepesarpyKeHo, AMBo KHOMKM « OTMEeHUTbY ANA
OTMEHbI onepauum.

MPUMEYAHMUE. B 3aBMCMMOCTM OT KOHCTPYKTMBHbIX ocobeHHocTe MY nocne
YCTaHOBKM 0OHOBNEHMS BO3MOXKHA ABOMHAaA nepesarpyska MY.

OTMeHUTb YcTaHoBUTL

| O6HoBnenns OC Aepopa

YctpoiicTeo 6yaet
nepesarpyxeHo

YcTtaHoBKa 06HOBNEHUI 3aiMeT
HEKOTOpOe Bpems, B Te4EHUE KOTOPOro
Bbl He CMOXeTe Monb3oBaTbCs
YCTPOWMCTBOM. YCTaHOBUTH
o6HoBneHus?

MpoBepuTb Hann4ymMe o6HOBNEHWIA
MocnepnHss nposepka: 18 aHeapa 2024 B 12:4-

TekyLas Bepcus
5.0.0.28 (MeTponaenosck-KamyaTckuii)

Pe3sepBHoe konupoBaHue
O6HOBNEHME CUCTEMDI HE 3aTparuveaet
daiinbl, ogHaKo pekoMeHayeTca
nepuoauyecku cospasaTb pesepsHble Konuu

@+ O

3arpyxaTb 06HOBNEHUS
Tonbko Yyepe3s WLAN

PucyHok 59 PucyHok 60

Ha cTpaHuue «O6HoBneHWe OC» afMUHUCTPATOPY TaKKe AO0CTYMHbI caeayoume
nenctema (cm. PucyHok 55):

— NpocmoTpeTb MHopMaLMio 0 Tekyllen sepcun OC @“;
— BbIMNONHUTL pe3epBHOe KonupoBaHWe nepen obHosneHMem OC, KOCHYBLUMCb

3HauKa 9.

MPUMEYAHME. MoapobHoe onucaHWe o co34aHNN pe3epBHOM KONUK NpMBEAEHO B
LOKYMeHTe «PyKOBO/ACTBO MO/1b30BATENAY;

— aKTMBMPOBaTb MO0 AE€aKTMBMPOBATL NepekatodaTeNb «3arpy»atb 06HOBAEHMA
ToNbko Yepe3 WLAN» ana 3arpy3km ob6HoBneHUA ¢ nomoulpto cetnt WLAN;

— aKTMBMPOBaTb MO0 AEaKTMBMPOBATb NepekatoyaTe b «3arpy*atb 0bHOBNEHMA
B POYMMHIe» ANA 3arpy3kuM 0OHOBNEHNSA B POYMUHTE.
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2.2. Cbpoc HacTpoek MY

MPUMEYAHME. Cbpoc HacTpoek MY — 3To npouecc yaaneHnsa BCeX AaHHbIX, NOocae
KoToporo MY BO3BpalLaeTCA K 3aBOACKOMY COCTOAHMIO, T.e. K Bepcun OC, yCTaHOBAEHHOW
npounssoantenem MY.

[Onsa cbpoca HacTpoek MY A0 3aBOACKOro COCTOAHWA HeOHXOAMMO BbIMOAHUTL
cneayrouime AencTBmnA:

— OTKPbITb  MEHI0 CUCTEMHbIX HACTPOEK KacaHMemM 3Hauyka @ Ha DKpaHe
npUNoXeHunn (cm. PrucyHok 1);

— KOCHYTbCA MyHKTa MeH «CObpocUTb  YCTPOMCTBO» X g noapasgene
«MHbopMmauma»;

— Ha OTKPbIBLWENCA CTPaHWLE KOCHYTbCA KHOMKM «COPOCUTbL YCTPOMCTBO»
(PncyHok 61);

— KOCHYTbCA KHOMKM «[loATBepamTby AA8 MNOATBEPXAEHMs onepauun ambo
KHOMKN « OTMEHUTb» ANA OTMeHbI (PrcyHOK 62);

— npwu HeobxoAMMOCTH KOCHYTbCS nepekntoyatena «ABTOMATUYECKM
nepesarpysunTb YCTPOMCTBO Nocae cobpoca» Ana nocaeaytollern nepesarpyskm MY;

— Npu HeobxoaMMOCTM KOCHYTbCA Mepekatodatena «YaanuTb BCe AaHHble» ANA
yOaneHua AaHHbIX.

MPUMEYAHUE. [Mocne nepesarpy3kn MY npousomaetr cbHpoc HacTpoek A0
3aBO/ICKOrO COCTOSIHMA C NMOCAeAyHOLIMM 3anyCKOM MacTepa NepBoHa4YalbHON HACTPOMKM,
noapobHoe onucaHne paboTbl C KOTOPbIM MNPMBEAEHO B [AOKyMeHTe «PyKoBOACTBO
NO/NIb30BaTENAY.

C6pocutb | OTMeHUTL MopTBEpAUTL |

C6poc npuBenéT K yaaneHuio Bcex AaHHbIX ¢

YCTPOWCTBA W €ro BO3BPALLEHMIO K
3aBOACKOMY COCTOSIHUIO. 3TO O3HAYaeT
noTepio BCex AaHHbIX, A06aBNeHHbIX Ha
YCTPOWCTBO, BKNtoYasi 06HOBNEeHUs,
NPUMOXKEHMS, YHETHbIE 3aMUCU, KOHTAKTbI,
N306paxeHus U UHYIO MHPOPMALIUIO.

Co3spaiiTe pe3epBHYIO KOMUIO
Nonb30BaTeNbCKUX AaHHbIX Nepes c6pocoM
yCTPOWCTBA.

C6poCcuTb YCTPOCTBO

PucyHok 61

Bbl 4eACTBUTENBHO XOTUTE
cbpocuUTb YCTPONCTBO?

Mocne noaTeepXaeHUs BCe AaHHbIE C Ballero
ycTpoicTea 6yayT yaaneHsl, U nporpaMMHoe
obecreyeHue 6yaeT BO3BPALLEHO K 3aBOACKOMY
COCTOSIHMIO. TO O3HAYAET, YTO BCE AaHHbIE,
KoTopbie Bbl fo6asunu Ha ycTpoiicTeo, 6yayT
noTepsHbl (Hanp., 0GHOBNEHMS, NPUNOXEHMS,
YYETHbIE 3aN1CK, KOHTaKTbI, oTorpadum v apyrue
daiinbl). CosgaiiTe pe3epBHyIO KONUIO $aitnos Ha
KapTy namsiTi (pekomeHayeTcs).

Mpy yaaneHn faHHbIX YCTPOMCTBO BbIKMIOYUTCS
aBTOMAaTUYECKM, CneayloLLas 3arpyska Moxer
3aHATb 60MblUe BpEMEHM, YeM O0BbIYHO.

Mepep, c6pocom ycTpoiicTea HEO6X0AUMO BBECTH
napone.

#  ABTOMAaTUYECKU NepesarpyavTb
ycTpoicTBo nocne cépoca.

# YpanuTb BCe faHHble.
Mpwu akTUBaLUK NapameTpa BCe faHHble Ha
ycTpoiictse 6yayT nepesanucatbi. 3To
MOXeT 3aHATb 6onee nonyyaca B
3aBMCMMOCTM OT 06beMa XpaHunuLLa.
O6bi4HO C6POC K 3aBOACKUM HAacTpoKam
3aHUMaer okono 5 MUHYT, U HEKOTOPbIE
[AaHHbIe BMIOCNEACTBUM BCE Xe MOTyT 6biTh

PucyHoK 62
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2.3. YcTaHOBKa cTopoHHero 0

AAMUHUCTPATOP MMEET BO3MOMHOCTb YyCTaHaBAMBaTb Ha MY CTOpPOHHMe
Nporpammbl, He ABAAtOLIMeECs BCTpoeHHbIMM B OC ABpopa.

CTOpOHHME  Pa3pabOoTYMKM  MOTYT  MCMNONb30BaTb  OPUUMANbHLIA  Habop
MHCTPYyMeHTOB pa3paboTtkm MO ana OC Aspopa, noapobHoe onmcaHMe KOTOPOro
npueeAeHo Ha Beb-calTe: https://developer.auroraos.ru/.

Mpn ycTaHOBKe CTOPOHHMX MI1 aamuHUCTpaTopy Heobxoammo ybeauTcs B
BbIMO/IHEHMWN CNeAyOLWMX YCNOBUIA:

— MaKeT Nporpamm yCTaHaB/IMBAETCA WTaTHbIM 06pa3om;

— HeobxoaMMble UCNOHAEMble Galibl NPOrPaMMbl 3aMyCKatoTCs;

— WTAaTHOE MNOBeAEeHME U BbINOAHEHWE MNPOrpPammbl COXpPaHAETCA M nocne
nepe3sarpyskn OC Aspopa.

YCcTaHOBKa M ynpaBaeHuMe  CTOPOHHMM 10 MOXeT  OCyLLeCTBAATHCA
aAMWHUCTPATOPOM CleayroWmmm cnocobamm:

— NNOKaNIbHO C MOMOLLbIO:

e QR-kopa(n. 2.3.1);
e MM «Pannbi» (n. 2.3.2);
— yAaneHHo:
® MPUHYAUTENbHAA yCTaHOBKA MI1 Cc NOMOLLbIO NONUTUKK;
e ycTaHoBKa Ml c nomoulbto MM10.

MPUMEYAHMUE. MoapobHoe onucaHue no umcnonbzosaHuto MMO npueeaeHo B
COOTBETCTBYHOLLEN NOKYMeHTaumu, PaCMOIOKEHHOM Ha Beb-canTe:
https://auroraos.ru/documentation/.
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2.3.1. YcTaHoBKa ¢ nomouwbto QR-Koaa

I YcTaHoBKa npunoxeHun yepes QR

PucyHok 63

YcTtaHoBka npunoxenui yepes QR

YcTaHoBka...

PucyHok 64

Ona yctaHoBKM cTtopoHHero 10 ¢ nomouwbto QR-
KoZa HeobxoAMMO BbINOAHUTbL Ceaytoline AenNCTBumA:
— OTKPbITb MEHI0 CUCTEMHbIX HACTPOEK KaCaHWeEM

3Ha4yKa @ Ha JKpaHe NPUAOKEHNN (CM. PUcyHOK 1);

ra

— KOCHYTbCA MyHKTa MeHI «YCTaHOBUTb Mo QR» 9
B noapasaene «Cnucrema;

— Ha OTKPbIBLUENCA CTPaHMLE HEOBXOAMMO HaBECTH
Kamepy MY Ha QR-koa (PucyHoK 63), B pe3ynbTaTe yero
3anyCcTUTCA NpoLecc ycTaHoBKM (PcyHOK 64);

— [0XAaTbCA 3aBeplUeHMnA npouecca YyCTaHOBKKW A0
oTOOparkeHns Ha 3KpaHe MY  COOTBETCTBYHOLLENO
yBegomneHus (PrucyHok 65).

YcTaHoBka npunoxenuii yepes QR

YcTaHoBKa 3aBepLueHa

PncyHok 65
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B caydyae CKaHMPOBAHMA HEKOPPEKTHOIO QR-I-(O,B,a Ha
l YcTaHoBKa npunoxeHuii yepes QR
3KpaHe MY OTO6pa3VITCF| COOTBETCTBYHOULEE

yBegomneHme (PucyHok 66).

Owwnbka 3arpyaku

PucyHoK 66

2.3.2. YcTaHoBKa ¢ nomoubto MIMT «Dannbi»

B OC ABpopa npeaycmMoTpeHa BO3MOXHOCTb YCTaHOBKM CTOpoHHero MO, KoTopas

OCyLLLeCTBAAETCA NocpeacTsom dainna B popmaTte .rpm.
BHUMAHMWE! Mepepn yctaHoBKOW cTopoHHero N0 pekomeHayeTca npeasapmuTensHoO
NleakTMBMPOBATb NepekatoYaTeb « BKAOYNTb BannaaLumo naketos» (PrucyHok 96).
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2.3.2.1. YcTtaHoBKa noanmcaHHoro Mrl

ru.auroraos.lmageEditor

Full featured image editor for Aurora OS

Bepcus 0.6

+

YcTaHoBUTb

PucyHoK 67

v YcTaHOBKa 3aBeplueHa

ru.auroraos.ImageEditor

OTCOPTUPOBAHO NO AaTe U3MEHeHUs!

Pepaktop 13o06...eHui_v0.6.rpm
14 Masi 2024 16:38 01 MB

@

CarBudget_v0.21.rpm

14 mas 2024 16:37 0,3MB
OSM Scout_v2.33.rpm

14 mas 2024 15:37 2,4MB
Clubcode_v0.5.rpm

14 mas 2024 16:37 0,1 MB
@ CodeReader_v1.0.45.rpm

14 man 2024 15:37 0,4 MB
ColorDots_v0.4.0.rpm

14 man 2024 15:37 66,0 KB
ruvk.RuStore-1...armv7hl (2).rpm

14 mas 2024 16:37 0,4 MB
WebWildberries_v0.1.rpm

14 Mas 2024 15:37 35,3KB6

PucyHoK 68

[ns ycTaHoBKM noanucaHHoro MIT HeobxoamMmo
BbINONHUTbL C/ieaytolme AeNCTBUA:

— OTKpbITb MI «®ainbi», KOCHYBLUMCb 3HA4YKa D Ha
JKpaHe npunoxkeHunin (cm. PucyHok 1);

— BblbpaTb dann B dopmate .rpm
COOTBETCTBYHOLLEN CTPOKM.

MPUMEYAHUE. dann cnepyeT npeaBapuTenbHO
ckonmpoBaTtb Ha MY B nanky «Downloads» ¢ NOMOLLbO
USB-kabenda, BbibpaB pexum «[1poTOKON Nepenaym
mynbtumeama (MTP)» (cm. PucyHok 34);

— B OTKPbIBLUEMCA  OKHE  KOCHYTbCA  KHOMKM
«YctaHoBMTbY  (PucyHOK 67), B  pe3yabtate  4yero
oTobpa3smnTCA COOTBETCTBYHOLLEE yBeaoMaeHme
(PvcyHOK 68), a 3Ha4yoK ycTaHoBneHHoro MI1 byaet
oTODpaXKaTbCA Ha DKPaHE NPUNOKEHUNA.

B cayyae ecnan noanucaHHoe MI1 He yaanoch
YCTaHOBWTb, Ha 3KpaHe My oTobpasmnTcs
COOTBeTCTBYIOLLEE yBegOMAEHME (PUCYHOK 69).

KaCaHnem

! Mpo6nema c yctaHoekoii: Failed to ins

ru.auroraos./ImageEditor

OTCOopTUPOBaHO MO flaTe U3MEHEHUs

Anbda OHnaiH..wsqlk7dh.rpm
14 masi 2024 16:14 30,6 KB

@

PepakTop M306...eHui_v0.6.rom
14 mas 2024 15:38 01MB

@®

CarBudget_v0.21.rpm
14 man 2024 15:37 0,3MB

@

OSM Scout_v2.33.rpm
14 mas 2024 15:37 2,4MB

@®

Clubcode_v0.5.rpm

®

14 mas 2024 15:37 0,1MB
CodeReader_v1.0.45.rpm

14 mas 2024 15:37 0,4 MB
ColorDots_v0.4.0.rpm

14 mas 2024 15:37 66,0 KB
ruvk.RuStore-1...armv7hl (2).rpm

14 mas 2024 15:37 0,4 MB

PucyHok 69
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2.3.2.2. YctaHoBka M1 n nobaBneHne NCTOYHMKA B CMMCOK A0BEPEHHbIX

Bbl yBepeHbl, YTo xoTUTE f,06aBUTH
cepTudMKaT AaHHOrO UCTOYHUKA B
CMUCOK JOBEPEHHDbIX?

Mpw nobasneHun ceptudukata
dev.rustore.ru B Cnucok AOBEPEHHbIX
WCTOYHMKOB BCE NPUNOXEHNS,
NOANUCaHHbIE AAHHBIM UCTOYHUKOM,
6yayT ycTaHaBnuBaTbes 6e3
[AOMOMHUTENbHOrO 3anpoca Ha
noATBePXAEHUE YCTaHOBKU.

\/ [o6asutb

X OTMeHuTb

PucyHok 70

2.3.2.3. YcTaHOBKa

YcTaHoBKa NpuioXeHus
HEBO3MOXHa.

YcTaHoBKa npunoxeHui 6e3 nognucu
WUCTOYHMKa 3anpeLueHa. Ans
paspelleHns yCTaHOBKM Heo6XoanuMo
aKTUBMPOBATb COOTBETCTBYIOLLWIA
nepeksYaTenb B NyHKTE MEHIO
"UCTOYHUKM NPUNOXEHUIA" CUCTEMHBIX
HacTpoek.

MepeitTv B HacTpoiku

Xopouwo

PucyHok 71

Ons yctaHoBkn MIT 1 nobaBneHMA WCTOYHMKA B

CMMCOK [,0BEPEHHbIX HeobxoaMMOo BbIMOJHUTb
cnepyrowme AencTBus:
— KOCHYTbCS KHOMKM «YCTaHOBUTbLY

(cm. PucyHoK 67), B pe3ynbTaTe 4ero otobpasmTca OKHO O
HeobxoaAMmocTM A0b6aBNEeHUM  WUCTOYHMKA B CMMCOK
NOBEPEHHbIX;

— KOCHYTbCsi KHOMKKM «JlobaBuTb» (PucyHok 70) ana
NOATBEPKAEHMA onepaumm nAMbo KOCHYTbCA KHOMKM
«OTMEHUTBL» ANA OTMEHDbI.

Mocne  pobaBneHWA  WUCTOYHMKA B CMMCOK
[OBEepeHHbIX OH 0TODOpa3nTca Ha cTpaHumLe «/loBepeHHbIX
NCTOYHUKMY» (PncyHok 130).

HenoanmMcaHHoro Mrll

[ns ycTaHOBKM HenoanucaHHoro MI HeobxoamMmo
BbINOMIHUTb C/leaytoLLmMe AeNCTBUA:

— KOCHYTbCA KHOMKM «YCTaHOBUTb»
(cm. PucyHok 67), B pe3ynbtate 4yero oTobpasmnTca oKHO O
HEBO3MOXHOCTMN YCTaHOBKM MIT;

— KOCHYTbCA KHOMKM «[llepentm B HacTpomKm»
(PcyHOK 71) 1 Ha OTKpbIBLUENCA CTPaHMLE aKTUBMPOBATL
nepekatoYaTent «PaspellnTb YCTAHOBKY NPUAOKeHN be3
NoANUCK UCTOYHUKAY (PUcyHOK 128);

[Ons OoTMeHbl onepauum HeobXxoAMMO KOCHYTbCA
KHOMKM «XOPOLIOY.
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2.4. ToHKaA HacTpoMKa

BHUMAHMUE! AopmunHuctpaTopy Heobxoammo ncnonb3osatb MI «Terminal» Tonbko
NNA OCYLLECTBNAEHMA AENCTBMIA MO TOHKOW HacTpolke MY B COOTBETCTBMW C HACTOALLMM
NoKymeHTOM. Mcnonb3oBaHne MM «Terminal» ana apyrmx uenen 3AMPELLAETCA.

TOHKaA HaCTpoMKa npeaHa3HayeHa AN8 BbINOAHEHWA CEPBMCHbLIX Onepauui,
HeAdOCTyNHbIX M3 rpaduyeckoro uHTepderca (Hanpumep, HACTPOMKa NpaB AO0CTyna,
ncnpasaeHme KoOHGUrypaumoHHbIxX Ganaos u T.4.)

MM «Terminal» ABnAeTCA MHCTPYMEHTOM NPEeAOCTaBAEHMA AOCTyNa K KOMaHAHOM
CTPOKeE, rae MMetoTCcA caeaytolime BO3MOXHOCTMU:

— BbIBO/, NOTOKA AAHHbIX, @ TaKXKe AMArHOCTUYECKUX M OTaZ04HbIX COObLEHNN B

TEKCTOBOM BUAE,

— BbINO/IHEHWE CEPBUCHbLIX AENCTBUIM U DBonee TOHKOM HacTponkm MY (B T.u. C
MCNONb30BaHMEM MPaB CynepnoanbL30BaTens).

| AOMUHUCTPUPOBaHUe

% Bknouutb TepMuHan

3apaTb naponb cynepnonb3oBaTens

CreHepupoBaTb CoxpaHuTb

OuucTka Nonb3oBaTeNbCKUX AaHHbIX
YkaxuTe, Kakue nanku nonbsosarens 6yayr
nepuoanYecku o4nLLaTbCs, U 3ajanTe
WUHTEepBas OYUCTKHU

Cnuncok paspeLLéHHbIX MPUIoXEHUM
Bbi6epuTe NpunoxeHus, KoTopbie 6yayT
AOCTYNHbl BCEM NoJsib3oBaTensamMm

ABTO3anycK NpUIoXeHUin

BbibepuTe, kakvue NPUNOXEHUS [O0MKHbI
3anycKaTbCs aBTOMaTUYECKM MPU KaXAoM
BXO/i€ NOsIb30BaTeNs B CUCTEMY

PaspeLueHus npunoxeHui
MpUHATL paspeLueHns NPUNOKEHUs 1S BCeX
nonb3oBaTesnei, akTUBHBIX B AaHHbIA MOMEHT

PUCYHOK 72

MNMPUMEYAHUE. Mo ymonuyaHutio MI1 «Terminal» He
oTobparKaeTcs Ha IKpaHe NPUIOKEHNM (cm. PucyHoK 1).

Ona poctyna K MI «Terminal» Heobxoanmmo
BbINO/IHWUTL CAeaytolme AeNCTBUA:

— OTKPbITb MEHK CUCTEMHbIX HACTPOEK KacaHWem

3Ha4Ka @ Ha JKpaHe NpUAoKeHnn (cm. PucyHok 1);
— KOCHYTbCA MNyHKTa MeHI0

«AAMUHUCTPUPOBAHME» & B noapasaene «Cucrema;

— Ha  OTKPbIBWEWCA  CTpaHWLUEe  aKTMBMPOBATb
nepekntoyaTenb «BKAYUTL TepmuHan» (PUcyHOK 72)
Ana otobparkeHmns MM Ha dKkpaHe NPUNOKEHNI;
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— KOCHYTbCA NONA BBOAA W BBECTU XKENAEMbIM
| AOMWHUCTPUPOBaHUE
naponb AMbo KHonkM «CreHepmpoBaTby ANA NOAYYEHMUA
BN T e napons, CreHepupoBaHHOroO  CAy4YalHbiM  0Opa3om,
- KOTOpbIM B AanbHenwem OyaeT WCNONb30BaTbCA ANA
Mapoms cynepronsosaTem noJiy4eHuA nNpas cynepnosib3oBaTena.
MPUMEYAHUE. Heobxoammo 3anoOMHUTL 3a4aHHbIM
CreHepupoBaTb CoxpaHuTb
napo/ib;
el — KOCHYTbCA KHOMKM «COXpaHuUTb» (PUCYHOK 73), B
NepuoauYecKn OYULLATLCS, U 3apaiiTe .
WHTepBAN OMMCTKH pe3ynbTate yero Ml «Terminal» oTtobpasnTca Ha IKkpaHe
CnmMcok pa3peLuéHHbIX MPUNOXKEHUIA ﬂpMﬂO)-KeHI/IVI (CN\, PVICVHOK 1)
BribepuTe npunoxeHus, KoTopble 6yayT
e MPUMEYAHUE. MIT «Terminal» B [OCTYMHO TONbKO
ABTO3anvCcK NPDUIOXEHWI
o . aaMUHUCTPaTOpPY.
gwer tyuiop
asdf gh j kI
A Z X Cc Vb nm <
s N

PucyHok 73

2.4.1. Hactponka nHtepdenca Ml «Terminal»

[na pabotbl ¢ MMM «Terminal» ero HeobxoAMMO 3anyCTUTb, NPOBeAA MO IKPAHY

CHM3Y BBEPX M HAa IKPaHe NPUNOKEHNI KOCHYBLUMCb 3HAYKa Q (cm. PucyHok 1).

Mpu nepsom 3anycke MI1 «Terminal» HEOBXOAMMO 03HAKOMUTBLCA C MHPOPMaLMEN
M KOCHYTbCA KHOMKK « OK» (PucyHoK 74).

B wuHTepdence MIT «Terminal» HeobxoAMMO KOCHYTbCA 3HauyKa ONA
OTODOPArKEHMA MEHIO C HacTpoMKamm WHTepdelnca, B KOTOPOM AOCTYMHblI caeaytouime
BO3MOXHOCTM (PncyHok 75):

— KOMMpOBaHMe MM BCTaBKa GParMeHTOB TEKCTa;

— nouck URL-ccbINnok;

— CO34aHMe HOBOTO OKHa;

— BbIOOP A3blKa MHTEPdECa;

— npocmoTp MHPopmaumm o MM «Terminal»;

— YBEAMYEHME N YMEHbLIEHME pa3mepa WPNPTa;

— Bbl6Op OpMEeHTaLMM OKHa;

— Bbl6Op AENCTBMA NPU KaCaHWM 3KPaHa;

— BbIOOp cnocoba oToOparkeHms KnaBmaTypbl;

— YCTaAHOBKa BPEMEHM 3a4EePKKN KNaBMaTypbl.

NMPUMEYAHUE. BbinonHeHWe AaHHbIX AEMCTBMA OCYLLECTBASETCA MNOCPEACTBOM
KaCcaHMA COOTBETCTBYHOLLMX KHOMOK.
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Fingerterm 1.5.0

Astop: Heikki Holstila <

Daiinbl KOHPUrypaLrKM A8 HACTPOWKK NapameTpos
HaxXOAATCA NO afpecy:
/home/defaultuser/.config/FingerTerm/

WexoaHsii koa:

HasgaHue TekyLuero okHa:
Pa3smep TeKyllero TepMuHana:
Ha6op cumeonos:

PucyHok 74

O6HapyKeHHbie URL-
CCbINKK
Paamep Wwpndra
Monoxenue okHa

Mpowse
onbHoe - b

LmarHocTuMeckuin

Mosenexne

KnaBnatypei

Be3nsuk
Hoe

CKpbITh

Ha Mepemect
3aAHMR WTs
nnaH

Hoeoe okHO

Packnaaka
KNaBuaTypbl

Wripopmaumns

3apepxka
KnasuaTypbi
4000 ms

2.4.2. llonyyeHune npaB cynepnoanb3oBaTena

[defaultuser@R570E ~]$ devel-su

Password:

PucyHoK 76

PucyHoK 75
MpaBa cynepnosib3oBaTena npeaoCTaBAAOT
aAMUHUCTPATOPY BO3MOXHOCTb paboTaTtb B

NPUBUNETMPOBAHHOM PEXMME W  BbINOAHATL Nt0Oble
onepaumnn 8 OC Aspopa.

Ona NoayyYeHun npaBs cynepnosib3oBaTesia
HeobxoanMmo OTKpbITb M1 «Terminal» ©“  BbINONHUTL
cneaytowime aencrtema (PucyHoK 76):

— OTKPbITb MEHK CUCTEMHbIX HACTPOEK KaCaHMem

3Ha4Ka Ha DKpaHe NPUNoXKeHUn (cMm. PrucyHok 1);

— B MI1 BbINONHUTb KOMaHAY: devel-su;

— YKa3aTb 3a[aHHblA paHee Mapoab, B pe3y/abTaTe
yero  6yaeT  BbINOAHEH  Mepexod B Pexum
cynepnonb3oBaTens.
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2.5. Noppep:KKa pexnma paboTtbl KMOCKa

2.5.1. CnuncoK pa3pelueHHbix M1

[na Bbibopa MI1, KoTopble ByaAyT AOCTYMNHbI NO4 KOHKPETHOM YYEeTHOW 3amnuchio,
HeobXoAMMO BbINONHUTL CAeaytolme AeNCTBUA:

— OTKPbITb MEHIO CMCTEMHbIX HACTPOEK KacaHMemM 3HaykKa E’: Ha 3JKpaHe
NPUNOXKEHUIM (CM. PucyHOK 1);

— KOCHYTbCS MYHKTA MeHl  «AAMWUHUCTPUPOBAHMEY & B noapasaene
«Cncrtema;

— Ha OTKPbIBLIENCA CTPaHMLE KOCHYTbCA MNyHKTa «CnUCOK pa3peLleHHbIX
NPUNOXKEHUIN» (CM. PUCYHOK 72) AnAa oTobparKeHWMa CNucKa C YYeTHbIMW 3aMUCAMMK U
CTaTycamu 6enoro cnumcka.

NMPUMEYAHWUE. Mo ymonyaHmto 6enblin CMUCOK BbIKAHOYEH;

— KOCHYTbCSl MYHKTa C HEOHX0AMMOWN y4eTHOMN 3anuncbto (PucyHok 77);

— Ha CTpaHuue «[MmAa y4yeTHOM 3anucu]» aKTUBMPOBATb MNepPeKIYaTe b
«BKkNtounTb Henbin cnmucok» (PucyHok 78) ans otobparkeHua cnmcka MIT;

| Cnuncok paspeLLéHHbIX MPUNOXeHUi I [Monb3oBatensb 1
PaspeLlueHHbix npunoxexuia: 0
Bnapeneu yctpoiictea
Benbiii cnvcok: BeiknoyeH #  BknounTb 6enbiii cnncok
Yepes 6enbiii CMMCOK MOXHO HAaCTPOUTL

Monb3osaTens 1 nepeyeHb paspelleHHbIX Ans nonb3osarens
Benblii cncok: BeiknoveH HPHIIONEHMA
Monb3osaTtens 2
Benbii cnucok: Beikniovex
Monb3osatens 3
Benbiit cnucok: BeiknioyeH

PucyHoK 77 PucyHok 78

— B OTKpbiBWemca cnucke MIT BbibpaTb Heobxoammble MIT  KacaHuem
COOTBETCTBYHOWMX nepekatodaTenen nmbo BbI6paTb Bce MIT KacaHMEM KHOMKM
«Paspewntb Bce» (PucyHOK 79), B pe3ynbTaTe o0T0OPA3UTCA COOTBETCTBYOLLEE
yBegomneHme (PucyHok 80) M Ha cTpaHuue «[Mma yyeTHOM 3anucu]» ctaTyc 6enoro
CMMCKa Y Y4YeTHOM 3anucu u3meHuTcs Ha «[KonmyectBo paspeweHHbix MIM]» ¢
oTODOparkeHnem 3Ha4KoB paspeweHHbix M (PucyHok 82).
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| MNonbsosatenb 1 Monb3oBatens 1
Pa3pelueHHbIX NPUNOXEHWIA: 4 PaspelueHHbIX npunoxenuii: 20
BkniounTs Benbiid cnucok BkntounTb 6enbiii cnncok
Yepes 6enbifi CNMCOK MOXHO HACTPOUTH Yepes 6enbiii CNMCOK MOXHO HAaCTPOUTH
nepeYeHb paspeleHHblx N8 Nonb3ceaTens nepeYyeHb paspeleHHbiX Ansa nonb3osarens
NPUNOXEHWIA NPUNOXEHWIA
PaspewwmTb BCce 3anpeTuTb BCe Paspeluntb BCE 3anpeTuTb BCe
TenedoH TenedpoH
CoobuweHus CoobueHus
9 s N
Bpayzep # Bpaysep

@ Kamepa * @ Kamepa
B KoHTakThI # E] KoHTakTbl
U lanepes # Fanepes

HacTtpoiiku HacTpoitku

D MomoLub # D Momoup

Bce npunoXeHns paspelueHbl

D ®Daitnbl ko D Dansiol
PucyHok 79 PucyHok 80
[Ona 3anpeta Ha mcnonb3oBaHue MI ans yyeTHoOM

Monb3sosatens 1 o

PaspelueHHbIX NpunoXxeHuii: 4 3alfnncu HEO6XO,£I,MMO Ha CTpaHMU‘e «[MN\H y‘-IETHOl/I
e e 3aMmnCK]» KOCHYTbCA KHOMKWM «3anpeTuTb», B pe3y/abTaTte
bbbl e oTobpasunTcH COOTBETCTBYIOLLEE yBeLOMIEHNe
NPUNOXEHUI

(PucyHok 81).
PaspewmTtb Bce 3anpeTtutb BCce

TenedoH
CoobueHus

bpaysep #

@ Kamepa #
B KoHTakTbl #
lanepes #

HacTpoiiku

D Momouwpb #

Bce npunoxeHus anpeLueHbl

D Davisioi #
PucyHok 81

2.5.2. KonnposaHue nonnTmnkm pabotbl ¢ MI1

MPUMEYAHME. DyHKUMA KONMpPOBaHMA NOAUTUKM paboTbl ¢ MIT TakKe AOCTYMNHa
ANs aBTOMaTh4eckoro 3anycka Mr (n. 2.5.3).
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[na Toro, 4yTOObI CKonmpoBaTb NOJANTURY O,B,HOIZ yquHoﬁ 3annUcCM U NPUMEHNTb ee K
APYITMM YHETHbBIM 3alnCAM, H€O6XO,£I|VIN\O BbIMONIHUTbL Cheayroume ,EI,GVICTBMFII

— Ha CTpaHuue «[ms y4eTHOM 3anmMcK]» KOCHYTbCSA 3HayKa © (PucyHok 82), B
pe3ynbTaTe nNoAMTUKa OyaeT cKonMMpoBaHa W OTOOPasMTCA  COOTBETCTBYOLLEE
yBeagomneHme (PucyHok 83);

| Cnucok pa3peLléHHbIX NPUITOXEHWUI l Cnucok pa3peLuéHHbIX MPUITOXEHUI
Bnapeneuy yctpoicTsa Bnapeney ycTpoitcTBa &
Benbiii cnucok: Beiknoyen Benbii cnucok: BeiknoyeH
Monb3osaTens 1 [E Monb3osatens 1 %
Benbiii cnncok: 9 NpUnoXeHni Benblit cnucok: 9 npunoxexunin
S0EEE 2000 S0EEE 0000
Monb3osaTtenn 2 Monb3oBaTenb 2 &
Benbiii cnucok: Beiknouex Benbiit cnucok: BeiknoveH
Monb3osaTtens 3 Monb3osaTtens 3 i
Benbiii cnucok: BuikoueH Benbiii cnucok: BeiknoueH
Monutuka ckonuposaHa
MpumeHnTL OTMeHUTb
PucyHok 82 PucyHok 83

— BblOpaTb HeobXxoAMMble y4yeTHble 3amMCKM  KacaHMem COOTBETCTBYHOLLMX
nepekntoyatenei (PucyHok 84);

— KOCHYTbCA KHOMKW «[MpumeHuTb» (PUCYHOK 84) Ana NpUMeEHEeHUs MNOANTUKM
Mbo  KHOMKM  «OTMEeHWUTb» ANA OTMEHbl onepauun, B pesyabTate oTobpasnTca
cooTBeTCcTBYlOWEE yBegomaeHue (PucyHoK 85), M y y4eTHbIX 3anmcein ctatyc b6enoro
CNMCKa M3MeHUTCA Ha «[KonunyecTBo paspeweHHbix MIM]» (PrucyHok 85).
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| CnncoK paspeLUéHHbIX NPUIOXEHUI Cnuncok paspeLuéHHbIX MPUIOXEHWI

Bnaneneu ycunoﬁcraa % Bnaneneu ycunoﬁcraa
Benbiii cnvcok: BeikoyueH . Benbiii cnicok: BeiknoueH
Monb3osatens 1 [E Monb3osatens 1
Benbiii cnucok: 4 NPUAOKEHUS Benbli CNUCOK: 4 NPUIOXKEHNA
(@[] [@]o)]
Monb3osaTtens 2 Monb3oBaTtens 2
Benbiit cnucok: BoiknioveH Benbiii cnucok: 4 NPUIOXKeHNs

[@]o)]
Monb3osaTens 3 i
Benbiii cnvcok: BeikoyeH MonbaosaTtens 3

Benblii cnucok: 4 npunoXeHus

@]

MonuTtuka npumeHeHa
Vv X
MpumeHnTHL OTMeHUTb
PucyHok 84 PucyHok 85

2.5.3. ABTOMmaTtmyeckmin 3anyck Mr1

[Ona BKAOYEHMA aBTOMATUM4YecKoro 3anycka MI1 npu KaxXaom BKAtoYeHun MY
HeobxoAMMO BbIMONHWUTL Caeaytolme AeNCTBUA:

— OTKPbITb MEHI CUCTEMHbIX HACTPOEK KacaHMem 3Hauka E’: Ha JKpaHe
NPUNOXKEHUIM (CM. PUcyHOK 1);

— MNYHKT@ MEeH0  «AAMUHUCTPMPOBAHMEY & B nogpasgene «Cucrtema»
KOCHYTbCH;

— OTKPbIBLUENCA CTPAHMLIE KOCHYTbCA MyHKTA MEHI0 «ABTO3aMyCK MPUAOKEHMN»
(cm. PucyHOK 72) ana oTobpaxKeHMA CnMcKa C YYeTHbIMW 3anNMCAMM WM CTaTyCOM
aBTOMATUYeCKOoro 3anycka MrT.

NMPUMEYAHWUE. Mo ymonyaHmto aBToOMaTMyeckuin 3anyck MIT BbIKNtOYEH;

— KOCHYTbCS MYHKTa C HEOHX0AMMOWN y4eTHOM 3anuncbto (PncyHok 86);

— Ha CTpaHuue «[MmA y4yeTHOM 3anMcu]» aKTUMBMPOBATb MNepekatYaTeNb
«BKNoUNTb aBTO3anyck» (PucyHok 87) ana otobpaxkeHua cnmcka MI;
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ABTO3aryCcK MpUIoXeHui

Bnapgenew ycTpoiicTea

AsTo3anyck: BeiknoueH

Monb3osatens 1
AsTo3anyck: BeiknioueH

Monb3osaTens 2
ABTo3anyck: BeiknioyeH

Monb3osatens 3
AgTo3anyck: BeiknioueH

PucyHok 86

Monb3oBatens 1

MpunoxeHuii B aBTo3anycke: 4

Bkniountb aBTO3anyck
MpunoxeHuns 6yayT aBTOMaTU4ECKN
3anycKaTbCs NPy 3arpysKke OnepaLnoHHOM

CuUcTembl

Tenedon
() coobenus
Bpayaep
(@) Kamepa
(=] KowrakTsi
Fanepes
{3 Hacrpoiiku
() romouws
(7] oaitnei

(C) xanennaps

PucyHok 88

Monbsosatens 1
Mpunoxexuii B asTosanycke: 0

%  BxnounTb aBTO3anyck
MpunoxeHus 6yayT aBTOMaTU4ECKU
3anycKaTbes NPy 3arpyske OnepaLnoHHOM
cucTembl

PucyHok 87

— B OTKpbIBLWIEMCA CNMUCKe BblbpaTb HeobxoaMmble
MM  KacaHMem COOTBETCTBYHLIMX MepekaovaTenemn
(PucyHok 88), B pe3ynbTaTe Ha CTpaHuUe «[Mma y4eTHOM
3anMMcKu]»  CcTaTyc  aBTOMaTMyeckoro  3anycka  MII
n3meHuTca Ha «[KonmyectBo paspelleHHbix MI]» ¢
oTObparKeHnem 3Ha4YKOB AaHHbIX MIT.

Ona BbIKAKOYEHMA aBTOMATUYeCKOro 3anycka MII
HeobxoAMMOo [eaKTMBMPOBaATL nepekatoyaTens
«BKMOUMTL aBTO3anyck» (PucyHok 88).
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2.5.4. octyn K MI

Mpn nepBom 3anycke HekoTopbix MI1 oTobparkaeTca

\'\ o

OKHO C nepeyHem Tpebyembix paspelleHuin Ha A0CTyn K

Bpayden THeb GT I c R [AHHbIM NOJIb30BaTeNA, XpaHAaLmxcs Ha MY (PucyHok 89).
PREpSECHIE RS ASCRE [Ons npuHATMA paspelteHnin MIT ans Bcex akTUBHbIX

Be6-copepxumoe
Bocnpou3asegeHue 1 3anucb ayauo

YYETHbIX 3amnuceit HeOOXOAMMO BbIMNOMHUTL CAeaytoLme

leonokaums [EeNCTBUA:

M;::Z::T — OTKPbITb MEHK CUCTEMHbIX HACTPOEK KaCaHMeMm
nanT:ﬁ::f::::’enn 3HaykKa E’: Ha DKpaHe NpunoxKeHni (cm. PucyHok 1);
i — KOCHyTbCA MyHKTa MeHI0

«AOMWUHUCTPUPOBAHME & B noapasaene «Cnucremar;

— Ha OTKPbIBWENCA CTPaHMLUE KOCHYTbCA MyHKTA
«PaspeweHna npunoxkeHuin» (cm. PucyHok 72) ansa
oTobpaxeHuna cnmucka MIT;

— KOCHyTbCA nons c Heobxoammbim MI  co
cTaTycom «He npuHATo» (PucyHok 90);

OTMeHUTb MoaTeepavTb

PucyHok 89

— KOCHYTbCS KHOMKK «[loATBEPAUTH» ANA NOATBEP)KAEHWUS onepauum nmnbo
KHOMKM «OTMEHUTb» Ans oTMeHbl (PrucyHoK 91), B pe3ynbTaTe pa3pelleHuna aaHHoro Mrl
OyayT NPUHATBI Y BCEX aKTUBHbIX YYETHbIX 3aMMCEN U CTAaTyC M3MEHUTCA Ha «TTpUHATOY.

| MpunoxeHus | OTMEeHUTb MoaTeepauTtb I

BbiGepuTe npunoxexue, paspeLieHns

KOTOpOro 6yayT NPUHATHI 4NN BCEX rlpOCMOTp PDF

nonb3oBaTeneit yCTpoiCTBa, aKTUBHBIX B .

AaHHbIN MOMEHT. B 3TOM cniyyae npunoxeHue HacTosuwum aeiictenem Bel npuHumaete

6ynet oTMeyeHo KaK «[pUHATO». paspelueHus Bblﬁpaf'HOTO ﬂPMHOXeHMﬂ Ans

PUNOXEHUS, Pa3peLLeHUs KOTOPbIX MPUHSTBI BCEX Mosib30BaTeNei yCTPONCTBA, aKTUBHDIX B

He [1151 BCEX aKTUBHbIX B JlaHHbIi MOMEHT DaHHbI MOMEHT. OTMEHUTb U3MEHEeHUs

nonb3oBaTeneii, 6yayT oTMeyeHbl kak «He MOXHO 6yAeT, To/bko YAanus Bbi6paHHoe

MPUHSTO». npunoxexue. XoTure NpoaoIXuTs?
MpuHATbL BCe paspelueHns

MpocMotp PDF He npuHaT
XypHan He npuHaT
Moropga He npuHat

Yacbl He npuHsT
Coobuwenus NpuHsaTo
Bpaysep He npunat
Qaiinbl He npuHaT

3ameTkun He npuHat

PucyHok 90 PucyHok 91
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Ona npuHATMA paspeweHnin Bcex MIT HeobxoAMMO BbIMONHUTL Caeaytoline
NENCTBUA:

— Ha cTpaHuue «l1puaoXKeHnA» KOCHYTbCA KHOMKK «[1pUHATL BCe paspelueHmnar»
(cm. PucyHok 90);

— KOCHYTbCS KHOMKW «[loaTBepAnTb» ANA MNOATBEPKAEHWA onepaumm nmbo
KHOMKM «OTMEHUTb» ANA OTMeHbl (PucyHoK 92), B pe3ynbTaTe pa3spelleHuns Bcex MII
OyayT NPUHATLI U CTATyC M3MeHUTCA Ha «IpnHATO» (PucyHokK 93).

| OTMeHUTb MopTeepaunTb | | MpunoxeHus

Bbi6epuTe NpunoxeHue, paspeLueHmns
Bcen punoxexHus KOTOpOro 6yayT NPUHATBI 4715 BCEX

nonb3oBaTeneil ycTpoMCTBa, akTUBHbIX B
Bbl cobupaetech npenocTaBnTh BEeM [aHHbIn MOMEHT. B aTOM cnyyae npunoxexue
aKTMBHBIM NONb30BaTENSAM YCTPOCTBA 6yAET OTMEuEHO Kak «TTPUHSTO.
D N B OX Y O ORI R MpunoxeHus, paspeLLleHus KOTOPbIX MPUHSTHI
npunioxeHuit. B Gyayuiem bl He cMoxeTe He AN15l BCeX aKTUBHbIX B AaHHbIA MOMEHT
OTOSRaTE Dasp ot R KPOME KakTIEM nonbsosatenei, 6yayT oTMeyeHbl kak «He
yAaneHus NpunoxeHuit. Bol yepeHsl, 4To NPUHATO.
XOTUTE NPOAOIXUTL?

MpuHATbL BCe paspeLueHus

Mpocmotp PDF lMpuHsTto
XKypHan [MpuHaTo
Moropa lMpuHsaTo

Yacbl MNpuHsaTo
CoobuweHnus lNpuHaTo
Bpaysep MpuHsaTo
Qaiinbl MpunaTo

3ameTku lMpuHsaTo

PucyHoK 92 PucyHok 93
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3. CPEACTBA PA3PABOTHMKA

BHUMAHWE! 3anpeuwaerca akTmBauua pexuma paspaboTtumka Ha MY,
byHKUMOHMpYoWwem noAa ynpasneHnem OC ABpopa B CepTUPMLMPOBAHHOM BepCUM U
npeaHa3Ha4YeHHOM Aaa WCNonb3oBaHMA B MC, aTTecToBaHHbIX N0 TpeboBaHMAM
obecneyeHma 6e30MacHOCTM B COOTBETCTBMM C 3aKOHOAATE/NIbCTBOM  PoccuiicKon
denepaumm.

Pexxmm paspaboTymka NpenoctaBAdAeT aAMMHUCTPATOPY AOCTYN K pacliMpeHHOMY
OYHKLUMOHANY HACTPOEK.

BHUMAHMUE! Pexumm pa3paboTynmka HEBO3MOMKHO OTK/AOYUTbL MOCAE aKTUBALMM.
[na neaktMBauuMm pexkmma paspaboTumka Heobxoammo cbpocnte MY A0 3aBOACKMX
HaCcTpoeK (cm. noapasaen 2.2).

3.1. AKTMBaLMA pexnma pa3paboTtumka

MPUMEYAHUE. Tlepen aKkTMBaUMeEN pexnmma pas3paboTymMka Heobxoanmo
ybeamTtbca B Hannumm Ha MY goctyna K cetn MIHTepHer.

[na akTMBaumm pexmnma paspaboTymka HeobxoAMMO BbIMONHUTL Caeaytolime
NENCTBUA:

— OTKPbITb MEHK CUCTEMHbIX HACTPOEK KacaHWem 3Ha4Ka E’: Ha DJKpaHe
NPUNOXKeHUM (cM. PucyHoK 1);

— KOCHYTbCS MNYyHKTa MeHlo «CpeactBa pa3paboTumka» & B noapasaene
«Cnctema;

— KOCHYTbCS nepekntodatens «Pexmnm paspabotymka» (PucyHok 94);

— Ha OTKPbIBLWIENCA CTPaHMLE O3HAKOMMUTCA C «YCNOBMAMM pa3paboTymka» w
KOCHYTbCA  KHOMKWM  «[loaTBepanTb»  ANA  NOATBEPXKAEHWA  AKTUBALMKM  PEXMMA
pa3paboTumKka IMHO KHOMKN « OTMEHUTb» A4 OTMEHbI onepaunmn (PucyHok 95);

— NOATBEPAUTbL AEMNCTBME BBOAOM TEKYLLErO Napons (CM. PUCYHOK 4).
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| CpepncTBa paspaboTumka I OTMEeHUTb MopTeepauTb
#  PeXuM paspaboTymka Ycnosus pa3pa60TqMKa
[na akTuBauuM pexumMa paspaboTumka
Heo6X0AUMO NOAK/IOYEHIE K CETH 0O6paTuTe BHUMAHUE: B PeXUMe
pa3paboTymKa [OCTYMHbI KOMMOHEHTbI, NpY
HenpasubHOM UCMNO/Ib30BAaHUU KOTOPbIX
MOXET 6bITb OKOHYaTENbHO noBpexaeHo
Balue ycTpoicTBO U/unu ero cogepxmnmoe.
BknioyeHne pexvma paspaboTymka MoXeT
NPUBECTU K aHHYIMpOBaHUIo Bawuei
rapaHTuun.
”DVIHSITVIG AaHHbIX VCI]OBI/IPI npepocrasnseT
BO3MOXHOCTb UCMOJIb30BaHUA peXuma
pa3paboTuuka.
PucyHok 94 PucyHok 95

3.2. Cpeacrea pa3paboTtumka

NMPUMEYAHME. SSH-naponb MCNoJib3yeTcA ana noJsiy4eHunA npas
cynepnosib3oBaTens.

[Ona paboTbl co cpeacTtBamm pa3paboTymka He0bXoAMMO BbIMOAHUTL Caeaytolime
NencTBns:

— aKTMBMPOBATb PEXMM pa3paboTymKka (cm. noapasaen 3.1);

— pa3pewnTb BXod No SSH-nmaposto, KOCHYBLIWCL nepekatodaTena «YaaneHHoe
coeanHeHne» (PucyHOK 96) ¥ noaTBepAMB AeNCTBME BBOAOM TEKYLLEro Mapons
(cm. PucyHok 4);

— 334aTb MO0 CreHepupoBaTb Mapo/b, KOCHYBWWCb Nons «CreHepnpoBaTby,
Mnoc/fe 4Yero KOCHyTbCA KHOMKM «CoxpaHuTb» (PucyHOK 97) m noaTBepAuTb AencTeue
BBOZIOM TeKyLlero napons (cm. PUcyHok 4).

MPUMEYAHMUE. Mone ycTtaHoBKM Napons ans SSH n aoctyna otobparkaeTca TONbKO
nocsie akTMBaLMn nepekatodaTens «YaaneHHoe coeJUHEHne»;
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| CpepacTBa paspaboTynka

CeteBble nogknoYyeHns

# YpanéHHoe coefuHeHNe
PaspelunTb Bxoa Yyepes SSH ¢ umeHem
nonbsosarens 'defaultuser’

CpepnctBa paspaboTumka

CeTeBble MOAKMIOYEHUS

YnanéHHoe coeguHeHue
PaspewuTs Bxoa Yyepes SSH ¢ umeHem
nonbaosarens 'defaultuser

LN
WHCTpyMeHTbI
Maponb

OTo6paxeHune 4acToTbl KanpoB

eHepupoBaTh Cox Tb
AT CreHepupoBa OXpaHu

10185 B2 1680
— 10.185.68.169
=

® COXpaHﬂTb OoTnago4Hble CUMBO/bI
B AOMALUHIOK Nnanky

BknounTh BanuMaaumio nakeTos "l’ 192.168.2.15

IP-appec USB
Mepesarpysutsb B fastboot
MHCTPpYMEHTbI

YctaHoeka MO
OT06paxeHune YacToTbl KaapoB

: OTkNtO4EHO
#  Pa3spelunTb TUXYIO YCTaHOBKY

BxniounTb TUXYIO yCTaHOBKY nakeTos u3 SDK
COXpaHRTb OoTNnagoYHblie CUMBOJIbI
B AOMaLUHIOKO nanky

BkniounTb Bannpaumio naketos

Mepesarpy3uts B fastboot

PucyHoK 96 PrcyHok 97

— HaCTpPOUTb OTODBPaXKeHMe YacToTbl KaAapoB 3anylueHHbiX M1, KOCHYBLIXCL NOAA
«OTOBpaxKeHMe 4acToTbl KagpoB» B noapasgene «MHCTPYMEHTbI», M Ha OTKPbIBLUENCA
CTPaHMLE KOCHYTbCA MNyHKTa «[lpoctoe» unm «MoapobHoe» NMbO KOCHYTLCA MNOASA
«OTKNOYEHO» ANA OTKAOYEHUA ANArHOCTUKN (PrcyHOK 98);

— KOCHYTbCSl COOTBETCTBYHOLIMX NepekntovaTenen B noapasgene «MHCTPYMEHTbI»
NN5 BbINONHEHWNA cneayowmx aencteuii (cMm. PucyHok 96):

e paspewnTtb AMbO 3anpeTuTb COXPaHeHMe OTNaA0YHbIX CMMBOJIOB B
NOMaLLHEeN nanke;
® BK/IHOYMTb MO0 OTKAOYMUTL BanMaaL MO NAaKETOB.

NMPUMEYHAHUE. [na nposepkn RPM-naketoB MI1 wncnonbsyerca BanuvaaTop,
NPOBEPAIOLMIA  YCTAHOBOYHbIE MaKeTbl Ha NpeaMeT COOTBETCTBMA TpeboBaHMAM,
yKasaHHbIM Ha Beb-canTe: https://developer.auroraos.ru/doc/software_development/
guidelines/rpm_requirements. Baanaatop 3anyckaeTcA aBTOMaTUYeCKM MpU YCTaHOBKE
RPM-nakeToB, npu atom RPM-nakeTbl, He npouweawune Bannmaaumio, He MoryT ObiTb
ycTaHoB/eHbl Ha MY, dyHKUMOHMpPYLoLem nos ynpasneHmem OC ABpopa;

— nepesarpysntb MY ana nepexona B pexum fastboot, KOCHyBLIMCb KHOMKK
«Mepesarpy3ntb B fastboot» (cm. PucyHOK 96) M Ha OTKPbIBLIENCA CTPaHMULE KOCHYTbCS
KHOMKK «[loaTBEpAUTL» ANA NOATBEPXKAEHMA onepaummn AMbo KHONKM «OTMEHUTbLY ANA
oTMeHbl (PucyHok 99);

— paspewnTb NMBO 3anpeTnTb TUXYH YCTaHOBKY MakeToB M3 SDK, KOCHYBLIMCH
nepekntovaTena «PaspelwnTb TUXYK YCTaHOBKY» B noApasgene «YcrtaHoBka [10»
(cm. PucyHOK 96) 1 noaTBepAnTb AeNCTBME BBOAOM TeKyLLero napons (cm. PucyHok 4).

53



PyKOBOACTBO aAMUHNCTPATOPA

"] OTKPbITASl

_J

MOBWJIbHAA
NNAT®O0PMA

OTobpaxeHue 4acToTbl KagpoB

OTknioyeHo

MpocToe

Moapo6Hoe

MpocToit - ToNbKo KOMMO3UTOP
Moppo6HbI - TONbKO KOMMNO3UTOP
MpocToit - ToNbKO NPUNOXeHUs

Moapo6HbIM - TONBKO NPUNOXEHUS

| OTMeHUTD MoaTBepanTb |

PucyHok 98

Mepesarpy3nTb yCTPONCTBO
B pexum fastboot?

YcTpoiicTBo 6yneT HeMeaIEHHO Nepe3arpyXeHo.
3T0 03HAYaET, YTO BCE OTKPbITbIE CEaHChl U
BpeMeHHble faHHbie 6yayT NoTepsHbI.

PncyHok 99
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4. MEXAHU3MbI BE3OTNACHOCTH

PeannsoBaHHble B OC ABpopa o¢yHKUMM 6e30NacHOCTM MOXHO HacTPOUTb C
MOMOLLLbIO COOTBETCTBYIOLWMX MHTEPDENCOB, ONMCaHNE KOTOPbIX NPUBEAEHO B HACTOALLEM
pasaene.

4.1. Peructpaumsa cobbitnin 6esonacHocT (ayamT)

4.1.1. CnuctemHoe ypHanmpoBaHue
4.1.1.1. Obuwana nHdopmauma

CucTemMHOe  KYpHaAMpOBaHWEe — CepBMC A4  Perucrpauym m  XpaHeHud
MHDOPMALMM O BaXKHbIX MPOrPamMMHbIX M annapaTHbIX CODbITMAX, a TaKKe UX Aa/ibHeNLIero
aHa/In3a B C/ly4ae HEKOPPEKTHOM PaboTbl CUCTEMBI.

OC ABpopa OCyLLECTBAAET PEFUCTPALMIO N XPaHEHME cneaytole MHGopMaLnK:

— COODOUWEHMN N3 CUCTEMHOTO }KypHana (journald) n agpa (kernel log);

— COO0DbLUEeHMN, BbIBOAMMbIX NpoLLeccamm CayKb Ha CTaHAAPTHble NOTOKM BblBOAA
(stdout);

— ownboK (stderr).

MonyyeHHaa MHPOPMALMA MHAOEKCMPYETCA M XPAHUTCA B CUMCTEMHOM KypHarse,
KOTOPbIN HAaX0AMTCsA BO BPEMEHHOM NanKe 1 Nocae nepesarpyskn He coxpaHAeTcs.

4.1.1.2. CoxpaHeHue coObITUIN CUCTEMBI B MOCTOAHHYIO NamaTb MY

[ns coxpaHeHWsa COObITUN CUCTEMbI BO BHYTPEHHIOKD MOCTOAHHYHO NamsaTe MY
HeobX0AMMO BbINONHUTL CAeaytoLlne AeNCTBUA:
— OTKpbITb MTIM «Terminal» 1 BbINONHUTbL KOMaHAY:

vi /etc/systemd/journald.conf

— YCTaHOBWTb NapameTpbl B Cedyrouimne 3Ha4eHnA:

Storage=persistent
SystemMaxUse=500M
RuntimeMaxUse=1M

— nepesarpy3nTtb MY Ana coxpaHeHWA M3MEHEHNA.

[na  BbiIrpy3ku  danna  KypHana  HeobXOAMMO  BbINMOAHUTL — KOMaHAy:
journalctl -a > j.log, Npu 3TOM noTpebyeTca co3aatb dann nora, KoTopbin byaet
MMEeTb Ha3BaHWe: j.log W codep:KaTb Bce cobbiITMA (-a = all). HassaHue npwu
HeobX0AMMOCTU MOXKHO M3MEHUTD.
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4.1.2. Cepswuc sdjd
4.1.2.1. Obwan nHpopmaLms

[ns HageXHoro XxpaHeHMA Habopa CcoobLLEHMNN, OTHOCALLMXCA K CUCTEME 3aLUMUTHI
MHGOPMaLUMN, UCNONb3YETCA CepBUC No cbopy M pernctpaumm cobbituin BesonacHoCTH
sdjd. CepBWUC COXpaHAeT OTAeNbHble coobuieHna B ¢ann /var/log/sdjd-v2.log,
KOTOPbIA MNpPK 3anoNHEHMWM A0 MakcMmanbHoro pasmepa (50 MB) nepesanucbiBaeT
npeablayume coobueHna HOBbIMMU.

[Ons onpeaeneHna cobbiTMin  permctpaumm cepsucom sdjd  mMcnonb3yeTcs
KOHOUIYPaUMOHHbIN  dan  /etc/omp/sdjd.conf, B  KOTOPOM C  MNOMOLLbIO
pPenaKkTMPOBAHMA MOXHO 3a4aTb HeaKTyabHbIM cobbITMAM cTaTyc false.

B OCABpopa <C WCNONb30BaHMEM cCcepBMCa sdjd PEernucTpupyroTca u
NONTOBPEMEHHO XPaHATCA CAeaytoline TUMbl CODbITUIM BE30NaCHOCTMU:

— pe3ynbTaT NoMbITKM BXO4a B CUCTEMY;

— BNOKMPOBAHME MHTEPAKTMBHOIO CeaHca KaK Mo 3anpocy Noab30BaTensa, Tak u
NO NCTEYEHUM YCTAHOBNEHHOIO NEPNoAa HEAKTUBHOCTM NOJIb30BATENS;

— ONOKMpOBaHME A0OCTyMa MOC/Ae YCTAaHOBAEHHOrO KOJIMYecTBa HeyCnelHblX
NOMbITOK BBOAA ayTEHTUOUKALMOHHOM MHPOopmaumn (nn. 4.2.2.1.3);

— WCTeYeHMe CpOoKa AeNCTBMA NapoNs;

— CMeHa Napons;

— 3anycK nNpoLeaypbl M pe3ynbTaT KOHTPOoAA uenoctHocth (KL);

— MOJyYeHMe OTpULLATENBHOIO pe3yabTaTa NPOBEPKY;

— aBTOMaTU4yeckan 6aokMpoBKka MY;

— pe3ynbTaT NoMbITKM YCTAaHOBKM, yAaneHmna nnm obHosneHna RPM-nakeTos;

— MOAKNOYEHNE N OTKAOYEHNE BHELWHUX HOCUTENEN MHDOPMALLNK;

— nepenosiHeHme XypHana cobbiThin 6e3onacHoCTY;

— BKJ/IOYEHME, Nepe3arpy3Kka 1 BblkatoyeHne MY;

— pobasneHne NpaBua CeTeBOro PUabTPa;

— 3aMnyCK, 3aBepLleHmne N U3MeHeHME KOHDUIypaLMKM CayKObl ayanTa;

— M3MEHEHMEe CUCTEMHOIO BPEMEHMN;

— HelwTaTHOe 3aBepLUEHNE CUCTEMbI;

— MOMbITKM AOCTYNa K dalnam, HaxoAALMMCA B MpoL,ecce permctTpaumm;

— cHbol B MexaHM3Me M3015LMN NPOLLECCOB;

— owKnbKn Banmaaumm RPM-nakeTos;

— CO34aHue, NepeKNOYEHME M yaaNeHME YYETHOM 3aNnCK NOb30BaATENS;

— MHMUMANN3aLMA 1N pe3ynbTaT npoxoxaeHnsa 20A.

NMPUMEYAHUE. HaumHaa c penmsa OC Aspopa 4.1.0 update 1, He byaet
PErncTPUpPOBaTLCA COOLITME MPMBA3KM TOKEHOB K YYETHOW 3anucu (MHMUMANM3aLmA)
(ID=47);

— CoObITUA aHTMBMPYCA;
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cobbiTna [loBepeHHOM cpeabl UICNONHEHMA ABpopa (Npy Hanmnunm);

— 3anyck MI «KypHan»;

— 0bHapyXeHne HapyLeHMA LenoCTHOCTU CTOPOHHNX Gannos;

— M3MEeHeHMe Napo/ibHOM N NONb30BATENbCKOM MNOANTUK;

— BKJ/IIOYEHUE PEXMMA Pa3paboTUMKa;

— BKJ/IKOYEHME U BbIK/IOYEHME YAQNEHHOIO A0CTYNa;

— paspeleHmre 1 3anpeT goctyna K MM «Terminal».

MPUMEYAHMUE. [MonHbIM cnncok cobbiTin  6e30MacHOCTM,  PerncTpmpyemblx
cepBMcom sdjd B OC Aspopa, A0CTyneH Ha BebO-canTe:
https://developer.auroraos.ru/doc/software_development/reference/sdjd/events.

Kaxkaoe cobbiTve coaepnT cneayoulyto MHGOpMaLMio:

— YHUKaNbHbIN MAEHTUPUKATOP COObITUS;

— TUN cobbITUS;

— Bpems permcrTpaumnm cobbitms;

— YPOBEHb BAa*KHOCTK COObLIEHMA;

— ONUMOHANbHbIM TEKCT coobLleHnsa (MK NycTaa CTPoKa);

— PID npouecca-otnpasutens;

— PID poauTensckoro npouecca Ana npouecca-oTnpasmTens;

— UID npouecca-otnpasuTens;

— Effective UID npouecca-otnpasuTtens;

— Saved UID npouecca-oTnpaButens;

— File system UID npougecca-oTnpasutens;

— Real GID npougcca-oTnpasutens;

— Effective GID npouecca-oTnpaBuTens;

— Saved GID npouecca-oTnpaBuTens;

— File system GID npougecca-oTnpasutens;

— Supplementary groups npouecca-oTnpaBuTens;

— 2pPEeKTUBHbIE NPUBUIETNM NPOLECCA-OTNPABUTENS;

— MOAHbIN NYyTb K UCNoAHAEMOMY $aliny NpoLecca-oTNpPaBUTeNs;

— KOHTeKCT 6e30MnacHOCTM MNpoLecca-oTnpaBuTens (Tekylwaa pofib UAM MeTKa
SELinux);

— TeKCToBOe NpeacTaBneHne naeHtTudmkaTopa cobbiTna ana yaobcTea oTAaaKu.

AAMUHUCTPATOP MOXET onpeaennTb CIMCOK obbekToB PC, nonbiTKM AOCTyna K
KOTOpbIM DyayT PerncTpmpoBaTbca B danne /usr/share/security-audit/security-
audit-rules.conf, A00aBMB NPaBWIO ayamuTa N8 Habatogaemoro obbekTa oTAENbHOM
CTpokoM B ¢aln  /usr/share/security-audit/security-audit-rules.conf.
MonbITKM gocTyna K obbektam ®C, HaxoAALWMMCA B Nanke /home M ero nognankax, He
PEernmcTpmpytoTCA.
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Bce peructpupyemble cobbiTvAa 6e30MacHOCTM OTODpaxKatoTcA C  yKasaHMem
BPEMEHM W LBETOBOM WHAMKALMEN B KypHane cobbITMIA, MNPOCMOTP KOTOPOro
ocylecTtsaseTca ¢ nomoubio MIT «KypHan».

MPUMEYAHME. Monb3oBaTenb MMeET BO3MOXHOCTb COXPaHWUTb KypHaa CobbITUM
6e30NacHOCTM CMCTEMbI BO BHYTPEHHIOK NOCTOAHHYO NaMaATb MY B LUMPPOBAHHOM BMAE.

4.1.2.2. NMpocMmoTp cooblleHnin ayamTta

[ns npocmoTpa cooblleHnin ayamTa M A0CTyna K HUM HeobX0AMMO MCNONb30BaTb
cneayolme MHCTPYMEHTbI:

— Nporpammsbl journalctl U dmesg, UMetOLIME MHTEPPENC KOMAHAHOMN CTPOKM;

— YyTUANTY sdjd-dump, NO3BOAANOLLYIO NPOCMOTPETb CobbiTMA He3onacHoCTM B
MM «Terminal»;

— MM  «XypHan» (/usr/bin/log-viewer), B rpaduyeckom uHTepdelice
KOTOPOro oTobparkatoTca 3anmcK o cobbITUAX, COXPAaHAEMbIX CEPBUCOM sdid.

MPUMEYAHUE. B MM «*KypHan» oTobpaxkatoTca cobbitma ayamTa (PucyHok 100).
MoapobHoe onucaHme paboTbl MM  npuBeaeHo B  AOKYyMeHTe  «PyKOBOACTBO
NO/Nb30BaATENAY.

Mpn 3TOM aAMUHUCTPATOPY AOCTYNEH NPOCMOTP COOBLLEHWI ayAnTa BCEX YYETHbIX
3anucen, cosgaHHbix Ha MY (PucyHok 101).

MpocMoTp XypHana Q § : DunbTpbl ]

308 zanuceit HangeHo, 308 nokasaHo

Bbi6paHHbIi nonb3oBaTenb:

CeropHs
Bce nonb3oBaTtenu

() 1. YcnewwHblit Bxof B CUCTEMY

24/01/2024 10:02:54 GMT +03

() 2. YpanéHHblit LOCTYN BKIIOYEH
Remote login enabled
24/01/2024 10:02:54 GMT +03

() 3. YnanéHHbiii LOCTYN BbIKNIOYEH
Remote login disabled
24/01/2024 10:02:41 GMT +03

(O 4. PexuM nepepayu MynbTUMeamna
(MTP) BKNtO4EH
MTP_MODE_ON
24/01/2024 09:49:01 GMT +03

(O 5. Pexum USB SSH sbikntoueH
USB_SSH_MODE_OFF
24/01/2024 09:48:58 GMT +03

O 6. Pexum USB SSH BkntouéH
USB_SSH_MODE_ON,
24/01/2024 09:48:55 GMT +03

() 7. YcnewHblii Bxoa B cUcTeMY

Bce nonb3osarenu

defaultuser

Monb3sosaTens 1

Monb3oBaTens 2

Monb3osaTens 3

PucyHok 100

PucyHok 101
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4.1.3. Cepsuc reports

CepBuc reports reHepupyeT eanHbIN CUCTEMHbIM OTYET B BUAE apxmBa C Gparnamm
KoH®Urypauum m noramm paboT pasnnyHbix KomnoHeHToB OC ABpopa, KOTOPbLIA MOMKET
6bITb 3aWIMPPOBAH.

4.1.3.1. OnncaHme cMCTeMHOTr0o OoTYyeTa

CUCTEMHbIN OTYET UMEeEeT caeayolnin opmart: tar.bz.

MMAa  cuCTeMHOro oT4yeTa WMMeeT C/eAylollyld MacKy: reports-YYYYMMDD-
HHMMSS . tar.bz.

MPUMEYAHUE. TogpobHoe onucaHne npoueaypbl GOPMMPOBAHMA OTYeTa
NPUBEAEHO B OKYMEHTe « PYKOBOACTBO NO/1b30BATENNAY.

OnuncaHue TeKkyulero Habopa moaynei npuseaeHo B Tabanue (Tabaumua 1).

Tabnnua 1
Moaynb OnucaHue
agnss NHpopmauma o A-GNSS
available-packages |Cnucok AOCTYMHbIX U YCTAHOB/IEHHbIX MNAKETOB
battery NHbopmauma 0b akkymynaTope
bluetooth MHdpopmauma o Bluetooth®
cellular MHpopmauma SIM-KapTax
certificates NHbopMaLma 06 yCTaHOBNEHHbIX B CUCTEMY CepTUPMKATAX
(ima, kernel, rpm DB)
disks MHpopmaLma 0 AMCKaX U 3aHATOM/CBODOOAHOM MPOCTPAHCTBE
dmesg CucTeMHble coobuieHma aapa
emm MHbOpMaLmA 0 nanke /etc/emm
info O6wan nHdopmauma o MVY:
— KOHTPO/IbHas CyMMa 3arpy304HOro pasaena;
— nHdopmauma o6 AIDE;
— CMWUCOK A0NONHUTENbHbIX YHKLNNA;
— nHdopmauma o penmse OC;
— nHdopmauma o HW pennse OC;
— Bepcua aapa
integrityd KoHpUrypaumoHHble ¢alnbl cepBmca integrityd
internet NHbopMaLma 06 aKTMBHOM MHTEPHET-COEANHEHUN
logcat CucTeMHble coobLLeHns
memory NHPopmaLmMa 0 NaMATH
mount-points TeKyuiMe TOYKM MOHTMPOBAHMA
policy MHPopmauma o nanke /etc/policy
process-1list TeKyLWMi CNMCoK NPoL,EeccoB
push-daemon NHPopmaLma 0 NnanKkax /etc/xdg/push-daemon 1
/var/lib/push-daemon
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rpms CNUCOK YCTaHOB/IEHHbIX MAKETOB

screen NHbopmauma ob skpaHe MY

sdjd CobbITa 6e3zonacHoOCTH

ssu NHPOopMaLma 0 peno3nuTopuax

system-journal-json |CyucTtemHbli XypHan B popmate JSON
system-journal-10g |CycTeMHbIN XypHaN B TEKCTOBOM BUAE
system KpaTtkasa MHpopmaLms o cucteme:

— PEXMM SKOHOMUM aKKYMYAATOPA;

— NOAKNYEHME K CETU MHTepHET;

— CTaTyC NOAKMOYUEHUS;

— aKtmBHOCTb ceT WLAN

systemboot NHPOopMaLMA O CUCTEMHOW 3arpy3Ke
systemctl CnunCcoK cepBmcoB
systemupdate Jlor obHoBNEHMS

4.1.3.2. [eHepayuma cCMCTEMHOro oT4eTa
4.1.3.2.1 l'eHepauma CMCTEMHOTO OT4eTa ¢ nomolbto MMM «Terminal»

CUCTEMHbIN OTYET MOXHO creHepupoBaTb B MIl «Terminal» ¢ nomoLllbto
CNefyroWmMx KOMaHA.
— reHepaumna CUCTEMHOIO OTYEeTa C COXPaHeHMeM B Manke /var/reports:

generate-reports.sh true

— reHepauma CUCTEMHOrO OT4YyeTa C COXPaAaHEHWMEM BO BPEMEHHOW namnke
/run/reports, KOTopas OyaeT oyulleHa nocae nepesarpy3kn MY:

generate-reports.sh false

— reHepauma 3alWMPPOBAHHOIO CUCTEMHOIO OTYETa B YKa3aHHOM nanke:

generate—-encrypted-reports.sh /home/defaultuser/Documents/

MPUMEYAHUE. Mpu HeycnewHon reHepaumm 3awmdpoBaHHOro otyeta bdyaet
co34aH 0ObIYHbI CUCTEMHbIN OTYET.

4.1.3.2.2. [eHepauma cMCTEMHOrO OT4yeTa ¢ nomMmoLLbto MIT «RypHan»

CUCTEMHbBIM  OTYET MOXKHO creHepuposaTb B MIT «ypHan». [MoapobHoe
OMNMCaHMe reHepaumm CUCTEMHOro otvyeTa € nomouwbto MM «KypHan» npueefeHO B
NOKYMeHTe « PYKOBOZCTBO NOJ/1b30BaATENAY.

4.1.3.2.3  3awWndpOoOBaHHbIN CUCTEMHbIN OTHET

LndppoBaHne CUCTEMHOrO OT4eTa MPOUCXOANT TONIbKO C YCTAHOBAEHHbIM Ha MY
KANEHTCKMM cepTUPUMKaTOM. pn OTCYTCTBMM AaHHOTO cepTUdMKaTa, BHE 3aBUCMMOCTM OT
Bepcum OC ABpopa, CUCTEMHBIM OTYET He byaeT 3andpoBaH.
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B OC ABpopa mncnonbayetca 6ao4Hoe wnpposaHmne GOST 28147-89.
LLInppoBaHHbLIN OTYET MMEET CAeayoLWMA OPMaT: tar.bz.cms.

MmAa WwndpoBaHHOTO OT4YeTa MMeeT CaeayltoLllytd MacCKy: reports-YYYYMMDD-
HHMMSS.tar.bz.cms.

[ononHutenbHo popmunpyetcsa dpann ¢ nHbopmaumen o cepTudurKkaTe, Nyb6ANYHbIN
KMt0Y KOTOPOTO Hbl/1 MCNONB30BaH ANA WndpoBaHMA oT4yeTa. OH co3aaeTca pAAOM U MMeeT
bopmaT .txt: reports-YYYYMMDD-HHMMSS.tar.bz.txt. Bpema co3aaHma B Ha3BaHUN Y
3TKX GanN0B NAEHTUYHOE.

Mpumep dana c nHdopmaume:

cat reports-20220329-104949.tar.bz2.txt

BbiBOA, KOMaH/bI:

Subject: OMP Test

Group: developer

Subgroup: regular

Key ID:
7003efe7156bd53a2e88c2cb3c0d43e9786760¢c53721933dd5052fdaf443dbtb

OT4yeT MOXHO pacwmdpoBaTb COOTBETCTBYIOLIMM KAKOYOM U CePTUDMKATOM C
nomoulbto OpenSSL. Kntou pacwmndpoBrm onpeaenaetca B none «Key ID» ¢panna popmaTa
.txt, PacrnoNOKEHHOrO C apXMBOM. TaKske noTpebyerca MOAKAYUTL FOCTOBbIN ABUNKOKY,
AONONHUTENIbHO YCTaHABIMBAEMbIN B CUCTEMY:

openssl cms -decrypt —-in /home/defaultuser/Documents/reports-20220228-
173753 .tar.bz2.cms -recip system-developer-cert.crt -inkey system-
developer-key.pem —-inform DER > reports-20220228-173753.tar.bz?2

4.2. UpeHTnduKauma n ayteHTMMKauma

4.2.1. OcHoBHble npasuia MAD

B OC ABpopa peann3oBaHa MNOACUCTEMA MAEHTUOUKALMM M ayTeHTUOUKALMM
(MAD), npeaHa3HavyeHHaa aas obecneyeHna 04HO3HAYHOM U HEMPOTUBOPEUYMBOM:

— maeHTUdMKaumm obbektos goctyna OC Aspopa (pannos 1 nanok);

— naeHtTnoduKaumm cybvexktos aoctyna OC ABpopa (CMCTEMHbLIX NPOLECCOB,
NPOLLECCOB B MPOCTPAHCTBE AZPa, a TaK¥Ke MPOLECCOB MAW NPOrpaMm, 3anylleHHbIX OT
MMEHM NOoNb30BaTeNeN);

— nAeHTMOUKauMM y4eTHbIX 3anmcer nonb3osatenerr OC ABpopa (C  posbto
aAMUHNCTPATOPA 1 C PONIbIO NONb30BATENA);

— ayTeHTMdUKaLNM Nonb30BaTeNeN OC ABpopa (MHOrodaKkTopHas
ayTeHTMdMKaLUMa C MCNONb30BaHNEM TakMX GAaKTOPOB, KakK: Naposb, cMapT-KapTa, CYANC,
oTneyYyaToK NanbLa).

4 Peanusauma KpUNToanroputmos poccuiickoro FOCT ana OpenSSL.
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Ona pabotbl ¢ OCABpopa agMWHUCTPATOPY NPUCBAMBAOTCA Caeaytoline
NAEHTUOUKATOPbI:

— cumBOANbHbIN: defaultuser;

— ymncnoson: 100000.

N3meHeHne HaCTpoOekK 6e3onacHoCTH ocylecTBasAeTcA nocpeacTBOM
KOPPEKTUPOBKN KOHOUIYPALMOHHbIX GaliioB M BbIMONHEHNA COOTBETCTBYIOLUMX KOMAHA B
TepMmuHane. Ml MCNONHAKOTCA B M30/IMPOBAHHOM KOHTEMHEPE, peam3yemMom CpeacTBamm
firejail/sailjail. C NOMOWbIO seccomp-bpf MOXHO 3aNpPeTUTb HEKOTOpPbIe
CUCTEeMHbIEe BbI30BbIl, HANPUMEP: mount /umount, ptrace, kexec U Ap.

Ona ycunenua sawmtel MY npu nepBomM BKAKOYEHUU PEKOMEHAYETCA YCTAaHOBUTbL U
NepMoanYeckn U3MEHATb Mapoab, KOTOpbIM  OyaeT xpaHuTbca B LUKS-cnore,
COOTBETCTBYHOLLEM UAEHTUPUKATOPY NONL30BATENS.

MPUMEYAHME. LLndpoBaHMe pasaena NPOUCXOAUT aBTOMATMUYECKM, MPU 3TOM BO
BpemA nepBoro 3anycka MY no ymondaHuto mcnonbdyetca naponb 00000, KoTopbIn
BNOC/NEACTBMM MOXKET OblTb MU3MEHEH.

B uenax npegotBpalleHMA  HEeCaHKUMOHMPOBAHHOrO  Adoctyna K MY,
dYHKUMOHMpYtoLemy noa ynpasneHnem OC Aspopa, naponb (cm. nn. 4.2.2) Tpebyetca ans
NOATBEPXKAEHMA BbIMONHEHWNA CIeAYOLWNX AEUCTBUA:

— CO34aHWA YYETHbIX 3aNncemn ponen;

— HACTPOMKM NapPONbHOM NONUTUKM;

— 33[1aHWNA OrPaHMYEHNIM BXOAa B CUCTEMY;

— BKJ/IHOYEHMA M HACTPOMKN 2DA;

— 334aHMA O4HOPA30BOro Napos;

— M3MEHEHMUA HaCcTpoeK BNOKMPOBKMY;

— paspelleHna yCTaHOBKKM cTopoHHero [10;

— YCTaHOBKM SSH-napons;

— AKTMBALUMWN N HACTPOMKM pPeXKMMA pa3paboTumKa;

— MPOCMOTPA AAHHbIX YY4ETHbIX 3anuncen;

— cbpoca HacTpoek MY;

— YCTAHOBKM MapoaAa cynepnosib3oBaTtesis;

— MPOCMOTPA Napoen, COXpaHEHHbIX Ha MY.

MPUMEYAHME. MNoapobHoOe onncaHne o 3a4aHnu Napona NPUBEAEHO B JOKYMEHTE
«PyKOBOACTBO MO/b30BaTENAY.

ApxuTtekTypHo MA® OC ABpopa COCTOUT M3 cepBMCa ayTEHTUDMKALMKM authd C
BO3MOKHOCTbIO MOAKNOYEHNSA MOZYNEN, Peanmnsyolmx pasanyHble cnocobbl NPoBepKM
NOA/IMHHOCTK, a TakKe BnbanoTeK, obecneymBatoLLMX OTPMCOBKY MPUrNALLIEHMA Ha BXOA U
Peanu3yoLnMX B3aMMOAENCTBME C APYIMMU MPOrPaMMHBIMU MOAYASMU TPadUYECKoro
MHTepdenca, TakMMKW KaK YCTPOMCTBO BBOZA (3KpaHHaA KnasuaTypa), rpaduyeckoe
OKpY)KeHMe lipstick u cnyba ayamTa sdjd.
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Habop moaynen, obecneymBatowimx cnocodb MAD nonb3osatenen U peannsaumio
dyHKUMIM Be3sonacHOCTH:

— lockout (nn.4.2.1.2);

— loginrestriction (nn. 4.2.1.3);

— password (nn. 4.2.1.4);

— smartcard (nn. 4.2.1.5);

— sudis (nn. 4.2.1.6);

— reset (Nn. 4.2.1.7).

Moaynn npeactasnstoT cobon dannbl popmaTa .so, PACMOOKEHHble B Mnanke
/usr/lib/authd/. Mpu Kaxaom 3anycke MY cepBuc authd CKaHUPyeT nanky. HacTpoku
cepBuca authd pacnosioxeHbl B Ganne /etc/authd/authd.conf, rae:

— plugin-dir — nNanka c MOAY/AMMN;

— admin-mandatory-factors — cnocobbl WMA®D, obAsaTenbHble ANA y4eTHOW
3anncn aaMMNHNCTPATOP3,

— admin-immutable-factors  — cnocobbl NAD YYETHOM 3anucu
aAMMHUCTPATOPa, HeAOCTYMNHbIE ANA BKAOYEHWUA UM BbIKIOYEHUA;
— admin-default-factors — cnocobbl WA® ana  yy4eTHOM  3anucwu

aAMUHUCTPATOPa MO  yMoAn4YaHuto  (byayT  BbiOpaHbl  aBTOMATUYECKM,  €Cau
CKOHOUIYPUPOBAHHbIN CMMCOK GaKTOPOB MyCT);

— user-mandatory-factors — cnocobbl WMA®, obAszaTenbHble ANA YyYETHOM
3anmMcu Nosib3oBaTtens;

— user-immutable-factors — cnocobbl MA® yyeTHOM 3anmMcyM MNONAb30OBaTENS,
HeAOCTYMNHble ANA BKAOYEHNSA UM BbIKAHOYEHMA;

— user-default-factors — cnocobbl MAD ana yy4yeTHOM 3anmcy Nonb3oBaTenA
no ymondaHuto (6yayT BblOpaHbl aBTOMATUYECKWU, €CAN CKOHOUIYPUPOBAHHbIMA CNMCOK
$aKkTopOoB MycT).

MNpeaycmoTpeHa BO3MOXHOCTb HACTPOUTb Habop cnocobos MAD ans Kaxaon
y4YeTHOM 3anmcu nonb3oBaTens. Habopbl XpaHATCA B danne BMAA
var/lib/authd/users/<uid>.conf, rae UID — wnaeHTMOMKATOP Yy4YETHOM 3anucu
No/ib30BaTeNa B CUCTEME.

4.2.1.1. OnucaHue aMarHOCTUYEeCKMX owmnbOoK

B MM «KypHan» dopmmpytoTca yTovHAOWME cooblueHmnAa o6 M3MeHeHMAX
MnapameTpOB CUCTEMbI CAeaytoLMM 06pa3om:

1) [Ona nonb3oBaTenbckux napameTtpoB: Plugin: %1, setUserOption: %2=%3,
UID=%4;

2)  [Ona cuctemHbix napameTpos: Plugin: %1, setOption: %2=%3.
roe:

— «%1» - HaMeHOBaHMe MOAYNA, Y KOTOPOro MeHAETCA NapameTp;

— «%2» - NapameTp MoAayNA, KOTOPbIA Bbln N3IMEHEH;

— «%3» - HOBOE 3HaYeHMne NapameTpa;
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— «%4» - UID nonb3oBaTtens, 414 KOTOPOro MeHAeTca napameTp.
Cnucok moaynemn, y KOTOPbIX MEHSITCA MNapameTpbl, a TaKXe WX onucaHue

npueeaeHo B Tabanue (Tabaunua 2).

Tabnnua 2

Moaynb (%1)

OnucaHue

lockout

bnoknposka MY

loginrestriction

PacnucaHue Bxoaa y‘-IeTHOVI 3armcum noab3oBaTenA

password Mapob
reset Cbpoc MY
smartcard CmapT-KapTa
sudis

CYNC (Cepsuc ynpaBaeHns 4OCTYNOM K
MHPOPMALIMOHHbBIM CUCTEMAM)

ChMCOK M3MEHEeHHbIX MnapamMeTpoB, a Takike MX OofMnmcCaHune npmBeaeHoO B Ta6nmue

(Tabnunua 3).
Tabnnua 3

MapameTpbl moayna (%2, %3)

OnucaHue

Moaynb loginrestriction

ttl

[encTBre y4eTHOM 3anmcu

login-schedule-days

[HW BXOo4a B cMCTeMy

login-schedule-time

Bpemsa Bxoaa B cuctemy

login-locked

BNOKMPOBKA y4ETHOM 3aMMCK NONb30BaATENS

login-temporarily-locked

BpemeHHas 6/10KMPOBKa TEKYLLLEN Yy4ETHOW 3anuncu

temporary-lock-timeout

Tanm-ayT 610KMPOBKMU

Mogaynb password
new-length OnviHa napons
max-age Cpok fencrsma napona

max-attempts

Konn4yectBo NonbITOK BBOAA napond

new-strength

CNoXHOCTb naposaAa

history-check

NcTopua napona

expiration-notification

YBesomaeHne 06 ncTe4eHnn napona

MPUMEYAHUE. NornpoBaHMe MCNONb3yeTCcA TONbKO ANA loginrestriction M

password.

B Cnydae ycnewHoro Bxoaa B CUCTeEMY J1OrMpyeTcAa TOJIbKO COO6LLI£H[/I€ «YcneuwHbim

BXO/, B CUCTEMY» BE3 YTOYHEHUA.

B cnyyae HeycnewHoro Bxofa B CUCTEMY formpyeTca coobuieHne «HeycnelwHbli
BXO/[, B CMCTEMYY», @ TaK¥e A0NoNHUTeNbHaa MHbopmauma ob owmnbke, KoTopas MMeeT

cneayrouwmn BUA:
Plugin: %1, error: %2.
roe:
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— «%1» — HaMMeHOoBaHMe MOAYS, K KOTOPOMY OTHOCUTCA OLLIMOKA;
— «%2» — Kof, OWKNOKN.

Cnucok moaynen npuseaeH B Tabnuue (Tabauua 2), cNMCOK OWKMOOK, KOTopblie
oTobpaXKalTCcA ANa MOAyNen B CAy4ae HeyCcnewHoro BXO4a B CUCTEMY, a TaKKe WX

onucaHue npmueeaeHo B Tabanue (Tabnunua 4).

Tabnuua 4

Ownbka (%2)

OnucaHue

Mogynb lockout

RecoverablelLockout

MY BpeMeHHO 3ab/10KMPOBAHO

PermanentLockout MY 3ab610KMpPOBAHO
Moaynb loginrestriction
TtlBadSyntax HeBepHbIN CMHTaKCKUC
TtlExpired CpOK AencTBMA y4eTHOM 3anMcK N0Nb30BaTENA UCTEK
DayUnknown HeBo3MOXXHO onpeaennTtb
DayLocked Y4yeTHanA 3anmcb NOAb30BaTeNA 3abD10KMPOBaHa MO AHAM
Heaenm
TimeBadRange HeBepHbI CMHTAKCUC BPEMEHHOTO AMana3oHa
TimeBadSyntax HeBepHbI CMHTAKCUC BPEMEHHOTO AMana3oHa
TimeLocked Y4yeTHanA 3anmcb NOAb30BaTeNA 3aDN0KMPOBAHA NO BpEMEHM
CYTOK
UserLocked YyeTHana 3anmcb NONb30BaTeNA 3aD10KMpPOBaHa
UserTempLocked YyeTHanA 3anmcb NOAb30BaTENA BpeEMEHHO 3ab610KMpOBaHa
Mopaynb password
InvalidResponse HeKkoppeKTHbIM 3anpoc
PasswordFailed HeBepHbIn Naposb
gas swordUpdateFaile | He ynanocb 06HOBUTL Naposb

PasswordsDontMatch

[laponun He coBnagatoT

UserLockedMaxAttemp
ts

Y4yeTHas 3anucb Nosib3osaTena 3a6/10KMpoBaHa: AOCTUTHYTO
MaKCMMasibHOE KOIMYECTBO MOMbITOK

NotSupported

HesalwmndpoBaHHOE YyCTPOMCTBO HE NOAAEPKMBAETCS

BadNewPassword

HeKkoppeKTHbI HOBbIM Napob

PasswordMatchPrevio
us

[MoNb30BaTENb HE MOXKET M3MEHWUTb NapPo/b. HOBbINM Naposb
OOJ/IKeH OTINYaTbCA OT NpedblayLlero

PasswordNotSet Monb3oBaTeNb HE MOXKeT pa3bioknposaTb MY. Heobxoamnmo
06paTUTLCA K aAMUHUCTPATOPY ANA YCTaHOBKM O4HOPa30BOro
napons

Mopaynb smartcard

PinFailed HexkoppeKTtHbii PIN-Ko,

CannotSmartCard

CmapT-KapTa He HanaeHa
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Ownbka (%2)

OnucaHue

TooManyAttempts CNMWKOM MHOTO MOMbITOK
ConnectionError CmapT-KapTa OTK/IOYEHA
BadCert HeKoppeKTHbIN cepTUdunKaT
ValidationFailed Bannpauma He npoinaeHa

Mogynb sudis
BadPassword HeBepHbIM Naposb
EncryptedPartitionl | 3gwmdppoBaHHbIit pasaen 3abaoKMpoBaH
ocked
CannotStartClient

He yaaetca 3anyctuTb KaneHT Sudis

CannotConnectClient

He yaoaeTcs noaKNtounTbCA K KameHTy Sudis

CannotCommunicateCl
ient

He ynaeTcs cBsA3aTbcA C KAveHTOM Sudis

UserLocked Y4yeTHanA 3anmcb NOAb30BaTeNA 3aD10KMPOBaHa

TooManyAttempts CNMLLIKOM MHOTO MOMbITOK

TooManyAttemptsWith | CapywKom MHOMO MOMLITOK, AaHHbIE YaaNeHbl

outDeleted

NoUsbDevice Ownbka ayTeHTUPMKaumn. HeT USB-ycTpoiicTBa

ConnectionError OwmnbKa NOAKMOYEHUA

AuthFailed OwwnbKa ayTeHTUdMKaLMK

BadDefaultCert HeBepHbIt cepTudmkat

UserCannotUnlock [Monb3oBaTENb HE MOXKET pa3biokmpoBaTb MY. Heobxoanmmo
006paTUTLCA K aAMUHNCTPATOPY A5 YCTaHOBKM OAHOPA30BOro
napons

ErrAuthType HesepHbIl TN BXxOAa

4.2.1.2. Mopaynb lockout

Moaynb lockout NpeaHa3HavyeH Aas nposepkn MY Ha npeameT BNOKNMPOBKM.

OnucaHune HacTpoek MOy NS, XpaHALWMXcA B banne
/var/lib/authd/methods/lockout/current.conf, npmueegeHo B Tabnmue
(Tabnunua 5).

Tabnuua 5

. 3Ha4yeHue no
CBounCTBO OnucaHuve
YMONYaHUIO
lockout-mode 0 Pexkmum 610KMPOoBKM MY:

-~ (0) NoLockout —He 3aDN10KMPOBAHO;

- (1) RecoverableLockout —BpPeEMEHHaA
ONOKMPOBKA, CHMMaeTcs yepes 15 MUHYT anbo
aaAMUHUCTPaTopom MY;

~ (2) PermanentLockout — NOCTOSAHHAA BIOKMPOBKa;
- (3)
BpeMeHHas 6/I0KMPOBKA, CHMMAETCA

RecoverablelockoutWithoutTimer —

66



PyKOBOACTBO aAMUHNCTPATOPA

— ~] OTKPbITASl
NNAT®OPMA

l MOBWJIbHAA

3Ha4yeHune no

CBoKcTBO OnucaHue
YMOIMaHUIO
aaAMMHUCTpaTopom MY
lockout-timeout |15 mpuyT Cpok BpemeHHOM 610KMPOBKMK
lockout- - Hayano BpemeHHOM 610KMPOBKM
timestamp

4.2.1.3. Mopaynb loginrestriction

Mopaynb loginrestriction nNpeAHa3HayeH ANA NPOBEPKM BO3MOMKHOCTU
ayTeHTUGUKALMM NONb30BATENA B CUCTEME B @dHHbIN MOMEHT.

OnucaHue HacTpoek Moayns, XpaHALMXCA B danne
/var/lib/authd/methods/loginrestriction/<uid>.conf, NpuBeAeHO B Tabauue
(Tabnunua 6).

Tabnuua 6

o 3Ha4YeHue no

CsoucTso OnucaHue
YMOHAHNIO
tel Tekyuwasn gata + | CpoK AeNCTBMA y4EeTHOM 3anuncK
2 roaa

login-schedule- Mo, Tu,We, Th, F| PacnucaHue BXOA4a B CUCTEMY MO AHAM HeAenu
days r,Sa,Su
login-schedule- 00:00-00:00 PacnucaHue Bxo4a B CUCTEMY MO BPEMEHMU CYTOK
time
login-locked false BNOKMPOBKa y4eTHOM 3anuncK nNosib3oBaTens
login-temporarily=|Q muHyT BpemeHHan 6/10KMpPOBKa Y4eTHOM 3anncu
tocked noNb3oBaTens
temporary-lock- 15 MUHYT CpoK aenctama 6/10KMPOBKM
timeout

MNpumep:

login-locked=false

login-schedule-days="Mo, Tu,We, Th, Fr, Sa, Su"

login-schedule-time=00:00-00:00 login-temporarily-locked=0

temporary-lock-timeout=900

ttl1l=2025.02.06

4.2.1.4. Mopaynb password

Mopaynb password NpefiHa3Ha4yeH Ans ayTeHTUPUKaLMmM no naposto.
OnucaHue rnobanbHbIX HACTPOEK MoAayAs (415 BCeX NONb30BaTeNeN), XPAaHALLMXCA
B paiine /var/lib/authd/methods/password/current.conf, NPUBEAEHO B Tabauue

(Tabnunua 7).
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Tabnuua 7
3Ha4YeHue No YMONYAHMIO
CBoMCTBO KopnopaTtusHas | CepTnduumpoBaHHan OnucaHue
BepcuA BepcuA
new-length 5 /7 CMMBOJIOB AnvHa napons
new-length- 5 cMmBO/I0B 7/ CMMBOJIOB MUHUMaNbHaA AAMHa NaposiA

lower-limit

new-length-
upper-limit

12 cumBonOB

MaKcmmanbHaa AanMHa napoaAa

max-age 0 30 aHewn CpoK AencTems napona
(0O — 6e3 orpaHuyeHuin)
max-age-lower-)pes 30 aHen MWHUMaNbHbIA CPOK
Limit orpaHUyeHu AelcTBMA Napona
max-age-upper-|180 nHei MaKcrManbHbIN CPOK
limit [encTsmA Napons
max-attempts |(Q 4 KonnyectBo NonbITOK BBOAA
napons
max—attgmpts— bes 4 MuHMMaNbHOE KONNYECTBO
lower-limit orpaHudeHmni NOMbITOK BBOAA NapoA
max-attempts- |16 10 MaKcnMmanbHOE KONMYeCcTBO
upper-limit MOMbITOK BBOAA Napons
new-strength |Q 3 HageXXHOCTb Napona:
- 0—TO0NbKO UNDPBLI;
- 1 —undpbl n BYKBLI;
- 2—undpbl, byKkBbI B
HUKHEM U BEPXHEM
perncrpax;
- 3 —undpbl 1 OYKBLI B
HUKHEM U BEPXHEM
PEerncTpax, a Takxe
CNeLcruMBObI
new-strength- |Q 3 MWHMMaNbHAsA HAaAEXHOCTb
lower-limit napons
new-strength- |3 MaKcrmanbHaa HagaeKHOCTb
upper-limit napons
history-check |Q 1 NcTopma napona — Koam4ecTso

npeablaywmx naponen, c
KOTOPbIMW CPaBHMBAETCS
Tekywmin naposb (0 — He
NPOBEPATb NCTOPUIO NAapONei)
NMPUMEYAHMUE. HoBbin naposb
[OMKEH OTNINYATBLCA OT
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3Ha4YeHue No YMOYaHMIO

Csouctso KopnopatueHaa | CeptudnumposaHHan OnwucaHue
BepcuA BepcuA
npeablayLmx
historyl—clrlleck— 0 1 MUWHUMaNbHOE 3HaYeHune
lower-limit MCTOPWM Napona
history-check-|10 10 MaKchMManbHoe 3HaYeHune
upper-limit MCTOPMM NapoNa
expiration- 5 oHemn YBegomneHune 06 UcteyeHmnm
notification CPOKa eNcTBUA Napons
generated- password MonyueHune
password

CreHepMpPOoOBaHHOIO NaponA
generation 0 2 Cnocobbl 3a4aHMA Napona:

— 0 — TONbKO BPYYHYIO;

- 1 —3apaHune Bpy4Hyto 1nbo
reHepaums;

— 2 —TOJIbKO reHepauunsa

HacTponKkM y4eTHbIX 3anmcein nonb3osaTena MmetoT Honee BbICOKMI NPUopuUTeT
Haz, rnobanbHbIMU HaCTPONKamMM 7 XpaHATCA B danne
/var/lib/authd/methods/password/<uid>.conf.

OnncaHne HacTPoeK YYEeTHbIX 3anMcen Mnoab3oBaTena A4 MOAYNA password
npueeaeHo B Tabanue (Tabaumua 8).

Tabnnua 8
o 3Ha4YeHue no
CsouncTso OnucaHue
YMO/IYaHUIO
attempts OTcyTcTByeT Ko/sinyecTBo NOMNbITOK BBOAA HEBEPHOIO Napona
length OTcyTcTBYET [JNviHa TeKyLulero napons
strength OTcyTcTBYeT HafgeXKHOCTb TekyLlero napona
expiration- OTcyTcTBYET Bpemsa nocnegHen cMeHbl Napons
notification-last-
sent
history OTcyTcTBYET Mictopuma naponen
change-next-time |false CmeHa napo/sia npu cneaytoLlen
ayTeHTMdMKaLUMM NONb30BaATENA B CUCTEME

4.2.1.5. Moaynb smartcard

Mogay/b smartcard nNpeAHasHadyeH A1a ayTeHTUPUKALUMW C MCNOAb30BaHMEM
CMapT-KapTbl.
OnuncaHne moayna npuseaeHo B Tabanue (Tabamua 9).
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Tabnunua 9
CsBoMCTBO | 3HaYeHMe N0 YMONYaHULIO OnucaHune
attached TriState {

YKa3blBaeT, NOAKA0HEHA N CMapT-KapTa B

ggézi’ing [aHHbI MOMEHT. 3Ha4YeHne JaHHOro CBOMCTBA
r
True, He coxpaHsneTca B OC

};

HacTpolkm  y4eTHbIX  3anumcen NoNb30BaTENS XPaHATCS B  danne
/var/lib/authd/methods/smartcard/<uid>.conf.

OnucaHMe HacTpOeK noJsib3oBaTenen ANs MOAyNA smartcard MNPUBEAEHO B
Tabnmue (Tabnauua 10).

Tabnunua 10

. 3HayeHue no
Csouncrtso OnucaHue

YMOJIMaHUIO
pubkeyIsWritten false

YKa3bIBaeT, 3anmcaH u NyH6ANYHbIN KoY Ans
[laHHOTrO No/1b30BaTeNs

- My6aMYHaA YacTb KAkoYa, KOTOPbIM NOAMMCAH
cepTUdMKaT NONb30BaATENSN, COXPAHEHHDbIN B
3allMLLIEeHHON 061acTM CMapT-KapTbl

pubkey

4.2.1.6. Mopaynb sudis

Moaynb sudis npeAHasHadYeH ANA ayTeHTUPMKAUMM B CUCTEME YNpPaBAEHUSA
A0CTYyNOM K AaHHbIM MB/L Poccuu.
OnucaHmMe  rnobanbHbIX  HACTPOEK  MOAYAA,  XPaHALLMXCA B  danne

/usr/share/ru.at consulting.sudis client/policy.conf, npuseaeHo B Tabnuue
(Tabnunua 11).

Tabnuua 11
o 3Ha4YeHue no
CsoucTso OnucaHue
YMO/IYaHUIO
certs OTcyTcTBYeT CnMCOK AOCTYNHbIX CEPTUPUKATOB OT K/IMEHTA
cyanc
max-attempts 10 Ko/sinyecTBo HeBepPHbIX NMOMbITOK BBOAA, NP
3anycKke KaneHTa 3HadyeHune bepetca us dparna
/usr/share/ru.at consulting.sudis cli
ent/policy.conf

4.2.1.7. Moaynb reset

Mopaynb reset npeAHasHayeH Ana cbpoca HacTpoek MY [0 3aBOACKOrO
COCTOAHMS.
OnucanHue rnobanbHbIX HacTpoekK MOoAYNA, XPaHALLMXCA B

danne /var/lib/authd/methods/reset/current.conf, nNpuBeAeHO B Tabauue
(Tabnunua 12).
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Tabnuua 12
o 3HayeHue no
CsoucTteo OnucaHne
YMOJMaAHUIO
reset-options reboot, wipe |_ yrepoot — aBTOMATUUYECKM nepesarpy3nts MY

nocne cbpoca K 3aBOACKUM HACTPOMKaM;
~ wipe —Yy4a/nNTb BCe AaHHble ¢ MY

4.2.2. MHorodakTopHasa ayTeHTMdMKaumA

BHUMAHWE! Mepen HacTponKoM MHOropakTOpHOM ayTEHTUPUKALMM HEODXOAMMO
MY, c ycTaHOBNeHHOM KopnopatmsHon Bepcheir OC ABpopa, COpOCUTb A0 3aBOACKMX
HaCTpOeK.

MHorodakTopHas ayTeHTUPUKaUMA — MNpoLecC NOoATBEPXKAEHWA NOAJAMHHOCTU
NpaB y4YeTHbIX 3aMMCel pPoaen C MOMOLLbKD MPUMEHEHMA HECKONbKMX Pa3INYatoLLMXCA
daKkTOpOB.

Ons  ayteHTudukaumm B OC ABpopa npu pasbnokuposke MY moryt 6ObiTb
MCNONb30BaHbl caeaytolmMe cnocobbl, obecneymBatolime NOASMHHBINA AOCTYN K XPaHMMbIM
Ha MY No/a1b30BaTENbCKUM AAHHbBIM:

— naponb (nn. 4.2.2.1);

— CcMmapT-KkapTa (nn. 4.2.2.2);

— CyancC (nn. 4.2.2.3);

— OTneYyaToK najbla.

MPUMEYAHME. NMoapobHoe onuncaHme aobaBneHMA oTneyaTka nanbla NpuBeaeHo
B JOKYMeHTe «PyKOBOACTBO MO/1b30BaATENAY.

[na Bbibopa meToda ayTeHTUPUKAUMM HeobXoAMMO BbIMNOMHUTL Chaeaytollme
NencTens:

— KOCHYTbCSl O4HOW 13 CO34aHHbIX Ha MY y4yeTHbIx 3anuncen (cm. PUCyHOK 5);

— B KOHTEKCTHOM MEHI0 KOCHYTbCA MNyHKTa «HacTpolkm 6He30nacHOCTM»
(cm. PucyHOK 8, cm. PucyHOK 9), B pe3ynbTaTe Yyero otobpasnTtca cTpaHmua «[ms yyeTHoM
3anucu]» (PucyHok 102, PucyHok 103);
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| MonbsoBatens 1 Bnagenew yctpoicTsa
Cnyx6a ayTeHTUdUKaLn @ Cnyx6a ayTeHTUdUKaLmm @
Bbibop MeTof0B ayTeHTUOUKALUM Bbibop MeTof0B ayTeHTUPUKALUM
OrpaHuyeHune Bxoaa B CUCTEMY @ OpHopa30Bbli Naposb @
YCTaHOBUTb CPOK AeUCTBUS YYETHOM 3anucu, HacTpoitkv ogHopa3oBoro napons
orpaHu4yeHue exoga no gH Hegenu n
BPEeMeHU CYTOK.
OpHopasoBbIi Naponb @
HacTpoiikv ogHopa3oBoro napons
PucyHok 102 PucyHok 103

— KOCHYTbCH NyHKTa «Cny»ba ayTeHTUPUMKALLUM» (cm. PucyHok 102,
cM. PucyHok 103);
— Ha OTKPbIBWENCA CTpaHWULEe HeobXoAMMO BbIMOAHWTb OAHO W3 CAeAYHLLMX
NencTBumn:
® JKTMBMPOBATb MNepekatoYaTenb «EAMHBLIM CnNMCOK PaKToOpoB» W BbibpaTb
eauHbI MeToA ayTEHTUPUKALMKN, KOCHYBLUMCL COOTBETCTBYIOLLErO NepekntoyaTens, ans
BbINMO/IHEHMA BCEX AENCTBUM B cnucTeme (PucyHok 104);
® 1€aKTMBMPOBATb NepekntodaTens «EAMHBLIN cNUCOK $akTopoB» W BblIOpaTb
MeToAbl ayTEHTMOUKALMKM, KOCHYBLUMCb COOTBETCBYIOWIMX MNepeKkatovaTenen, npu
BKAtOYEHUM MY M NOATBEPXKAEHMA HACTPOEK, a TaKkKe npu pasbnokumposke MY
(PucyHok 105);
— KOCHYTbCSl KHOMKM « COXPaHUTb» ANA COXPAaHEHWA N3MEHEHUN;
— noATBepAMTb AENCTBME BBOAOM TEKYLEero napona (Cm. PUCYHOK 4).
BHUMAHUE! [na wcnonb3oBaHMA MeToda ayTeHTUPMKaumm «CmapT-KapTa»
HeobxoAMMO NPeaBapUTENIbHO HAaCTPOUTb CMapPT-KapTy (nn. 4.2.2.2.3).
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| HacTpoiku cnyx6bl ayTeHTUGMKaL,

EpuHbI cnucok ¢pakTopoB
Bce peiicTeus 6yayT UCNonb3oBaTh OAHU U
Te Xe MeToabl ayTeHTM¢MKauMM

Bbibepute MeTogbl ayTeHTUdMKaLMK

Maponb

CoxpaHuTb

PucyHok 104

HacTpoliku cnyx6bl ayTeHTUdUKAL,

#  EAuHBIA cnncok ¢akTopoB
Bce pgeiicTeusa 6yayT UCNONb3OBaTh OAHU U
Te Xe MeToAbl ayTeHTUdMKaLmum

BbibepuTte MeToabl ayTeHTUdUKauum

Maponb

Maponb
OTnevaTok nanbua

CmapT-kapTa

CoxpaHuTb

PucyHok 105

4.2.2.1. AyTeEHTUPMKALMA C NOMOLLbIO NAPONS

BHUMAHMWUE! Mpu npeBbilleHMN KOAMYECTBA MOMbITOK BBOAA HEBEPHOro Maponsd

MY  aBTomaTuyecku

bynet

3abn0KkMpoBaHO.  Bpema  ONIOKMPOBKM  ABAAeTCA

PUKCMPOBAHHbLIM M cocTaBnaeT 15 muHyT. MNepesarpy3ka MY A0 MCTeYeHMA YKa3aHHOro
BpemeHu npmeeaeT K MOBTOPHOMY 3aMnycky otcyeTa 15 MUHYT.

LLindpposaHue gaHHbIX
nonb3oBaTens, noxanyQCTa,
nopoxaurte

PucyHok 106

Mpy nepBom BKAOYEHUM MY HEeobXxoAMMO BBECTU
Napo/b, KOTOPbIM ByAeT 3anpallimMBaTLCA U NCMONb30BATHLCA
ONA:

— wundpoBaHMa Nonb30BaTeNs
(PucyHok 106);

— pa3bnokumposkn MY (PucyHok 107, PucyHok 108).

MPUMEYAHMUE. LLindposaHme pa3aena c AOMALLIHUMM
nankamu nonb3osatener (n.4.2.3) npoucxoamt B
cnenyouwmx Cayyanx:

— NpWY NepBom BKAOYeHNUN MY,

— nocne cbpoca HaCTpoekK

cocTosiHusA (noapasaen 2.2).

[aHHbIX

MY 00 3aBOACKOro
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BBeguTe HOBbIV Naposib

[nvHa napons gonxHa 6biTb 5-12 cumMBONOB.

1 2 3
4 5 6
7 8 9
Aa 0

OTMeHUTb

PucyHok 107

4.2.2.1.1.
NMPUMEYAHUA:

MoBTOPUTE Naposb

Bnapenew ycTpoiicTea

1 2 3
4 5 6
7 8 9
Aa 0

OTMeHUTb

PucyHok 108

Hactporika 6n1okmnposkn MY

v 3MeHeHMA HaCcTPoeK B NYyHKTE MeHI0 «BI0OKMPOBKa YCTPOMCTBA» NMPUMEHAIOTCA
KO BCEM YYeTHbIM 3anmcam posiei, co3gaHHbIM Ha MY,
v’ Cnyyan, mpu KOTOPbIX MOXET BbITb 3aMpPOLLEH Naposib, OnuncaHbl 8 n. 4.2.1.

BnokupoBka ycTpoiicTBa

ABTOMaTM4Yeckas 6n1oKMpoOBKa
Mpwu BbIKNKOYEHUW 3KpaHa

%  OvobpaxaTb yBeAOM/IEHUs, KOraa
YCTPOWCTBO 3a6/10KUPOBaHO

Maponb

M3MeHWTb Naponb

HacTpoiiku oTneyaTkos @

3nech MOXHO BbIMONHUTL HACTPOWKY
0TNe4YaTKoB nanbues

HacTpoiikn cMapT-KapTbl @

3p0ech MOXHO BbINMOMHUTL HACTPOWKY CMapT-
KapTbl

PucyHok 109

Ona HacTponkm OHAoKMpoBKM MY  Heobxoammo
BbIMO/IHUTb CAeaylolme AeNCTBUSA:

— OTKPbITb MEHI0 CUCTEMHbIX HACTPOEK KaCaHWem
3Ha4Ka @ Ha DKpaHe NpUNoXKeHn (cm. PucyHok 1);

— KOCHYTbCA MyHKTa MEHHO «bnoKknpoBKa
&)
ycTponuctea» [ B noapasaene «besonacHocTb» B

pe3ynbTaTe Yero oTobpasnTCca OAHOMMEHHAs CTPaHMLaA C
HacTpolkamu 6aoknposkn MY (PucyHok 109);

— KOCHYTbCA nona «ABTOmaTu4yeckana 610KMPOBKa»
M Ha OTKpbIBLWENCA CcTpaHMue BbiOpaTb Bpems [0
aBTOMaTMYyeckon  BIOKMPOBKM MY  (PucyHok 110,
PucyHok 111), KOCHYBLIMCb COOTBETCTBYIOLWMX MNONEN U

NoATBEPAMB  [AENCTBME BBOAOM TeKylWlero napons
(cm. PucyHok 4);
— KOCHYTbCH nepekatovaTens «OTODpaNkaThb

yBEAOM/IEHMA, KOr4a YCTPOWCTBO 3ab/IOKMPOBAHOY» A/
oTobpakeHns yBeaoMNEHWI Ha DKpaHe BAOKMpPOBKE.
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BHUMAHWE! BapuaHTbl 3HayeHMin B none «ABToOMatMyeckaa ©ONIOKMPOBKa»
OT/IM4atoTCA B 3aBMcMmocTm oT Bepckm OC Aspopa (PucyHok 110, PucyHok 111).

NMPUMEYAHUE. SKkpaH MY noracHeT B C/y4ae eCAM YCTaHOB/AEHHOE BpPEMS
aBTOMaTn4yeckon 610KMPOBKM OyaeT npeBbillaTb BPEMA CMALWLEro pexuma, Ho MY npwu
3TOM He byaeT 3abnoknpoBaHo. [ns ganbHenwen paboTbl HEOHXOAMMO BKAOYNTL IKPAH
MY 1 npoao KuTb paboTy He3 BBOAa Napons.

| AsTOMaTn4eckas 6710KkMpoBKa | ABTOMaTH4eckas 6/10KMpOBKa
HeaktusHa Mpwu BbIKSIIOYEHUU IKpaHa
[Mpw BbIKNIOYEHUMU 3KPaHa 15 cekyHp,
15 cekyHa 30 cekyHp,
30 cekyHA, 1 MUHyTa
1MuHyTa 2 MUHYTbI
2 MUHYTBI 5 MUHYT
5 MUHYT 10 MuHyT
10 MUHYT
PncyHok 110 PucyHok 111

4.2.2.1.2. 3agaHve 0AHOPA30BOro NaposA

MPUMEYAHMUE. NMoapobHoe onucaHmne 0 BXOAE B YYETHYIO 3aMMCb NONb30BATENS C
MOMOLLbIO OLHOPA30BOro Napond NpUBeLEeHO B LOKYMeEHTe « PyKOBOACTBO MONb30BaTENAY.

O4HOPa30BbIN Napoab TpebyeTca ANA BbIMONHEHUS BXO4A B CUCTEMY MPW MNEPBOM
BK/tOYEeHMN MY nog HOBOWM y4eTHOM 3anmChbio.
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| OpHopa3oBbIv Naposb

eccee
Maponb

J[nuHa napons gonxHa 6biTb 5-12 cumBonos.

CreHepupoBaTb

YcTaHoBUTBL

©

PucyHok 112

3a4aTb  O4HOPA30BbIN
cnocobamu:

1) MepBblt cnocob: Npu Co34aHUM YYETHOM 3anucu
NONb30BaTENA KOCHYTbCA KHOMKW «CreHepmpoBaTb» ANA
reHepaumm naponda AmMbo YCTaHOBUTb Kypcop B none
«OaHOpPa30BbIN NapoNb» U 3adaTb NAPOAb (CM. PucyHoK 3);

2) Btopoi cnocob:

Mnaposib BO3SMOXHO ABYMA

—Ha  cTpaHuue  «[Mms  y4yeTHOM  3anucu]»
(cm.  PucyHok 102, cm. PucyHok 103) Heobxoammo
KOCHYTbCA NyHKTa «O4HOPAa30BbIM NapoNby;

— Ha OTKPbIBLUEMCA CTPaHMLE KOCHYTbCA KHOMKM

«CreHepupoBaTb» (PucyHok 112) ana reHepauum napons

NMBO YCTaHOBMUTL Kypcop B none «OaHOPa3oBbIM Napoby» 1

334aTb NapO/ib;
— KOCHYTbCA 3HauKa & ana oTobpasKeHWA Napons;
— KOCHYTbCA KHOMKM «YCTaHOBUTLY (PucyHOK 112) 1
noATBEPAMTb  OEeNCTBME  BBOAOM  TeKylWero naponA
(cm. PucyHok 4).

4.2.2.1.3. HacTpoMKa NapoabHOM NOAUTUKN

| O61Me HacTPOMUKH

HacTtpoiiku napons

HacTpoiiku nonMTuku naponei

PucyHok 113

MPUMEYAHUE. WM3meHeHMs HACTpPOeK napo/ibHOW
NOANTUKM BYayT NPUMEHEHbI KO BCEM YYETHbIM 3aMUCAM,
CO34aHHbIM Ha MY.

[Ona nepexofa K HAacTPOMKam MapoabHOM MOJIUTUKM
HeobXoAMMO BbIMONHUTL CAeaytolne AeNCTBUA:

— OTKPbITb MEHK CUCTEMHbIX HACTPOEK KacaHWem

3HayKa @ Ha DKpaHe nNpuaoKeHni (cm. PucyHok 1);
o]

— KOCHYTbCA MYHKTa MeHto «[lonb3oBaTenn» &
noapasaene «Cnuctema», B pesyabtaTe 4yero otobpasutca
OJHOMMEHHas CTpaHWua C NpeacTaBieHHbIM CMUCKOM
nonb3oBaTenen, co3gaHHbix Ha MY (cm. PucyHOK 5);

— KOCHYTbCA nonn «Obwwme HACTPOMKN»
(cm. PucyHOK 5), B pe3ynbtate 4yero 0TobpasmuTcs
OZlHOMMEHHas cTpaHuua (PucyHok 113).
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[lna  HACTPOMKM NapO/IbHOM MOAUTUKM  HEOoDXOAMMO  KOCHYTbCA  MYHKTa
«HacTpoMKn nNapona» M Ha OTKPbIBLWIENCA CTpaHWLe 3adaTb HEObXOoAMMble MapamMeTpbl
nns napona (cm. PucyHok 113):

I GER

— C/IOXHOCTb;

— KO/IMYECTBO MOMbITOK BBOAA;

— OT/NYMe OT NpeablayLmnx Naponem;

— CPOK AencTBus;

— yBeZJoMeHMe 06 NCTEYEHNM CPOKA AEMCTBUA.

[na  HaCTPOWMKM  ANWMHBLI  Napona  HeobxoAMMOo

YCTAHOBUTb KOZIMYECTBO CMMBOJIOB, Nepemellaa cnanaep
Sl «MuHUManbHaa aavHa naponsa» (PucyHok 115) snpaso
AN YBENIMYEHMA KOAMYECTBa BXOAAWMX B Napo/b
CMMBONOB MO0 BNEBO A/ YMEHbLUEHWS KOJIMYEecTBa
CMMBONOB, WM NOATBEPAUTb AENCTBME BBOAOM TEKYLLEro
napons (cm. PucyHok 4).

MPUMEYAHMUE. [NpeoycmoTpeHa BO3MOXHOCTb
YCTaHOBUTb AJIMHY Naponda oT 5 40 12 cMMBO/IOB.
BHUMAHUE! 3HayeHne  MUHMMANbHOM  ANWHBI
He ofpatiieto napona oTAn4aeTca B 3aBMcUmocTH oT Bepcumn OC Aspopa
(cm. PucyHok 114, PucyHok 115).

HacTpoitku napons

5 cumBonoB

MuHuManbHas ANvHa napons
CnoxHocTb napons
MpocTas (Tonbko undpsbl)

#  CnoxHas

KonuuecTtBo nonbiTok
Bes npoBepku
HepocTtynHocTb NoBTOpa Npef. naponei

WUcTtekaet yepe3 He orpaHuyeH
YkaxuTe, korfa UctekaeT CpoK AeicTBusA napons

3a 5 gHen

YsepomnaTb 06 UCTeYeHUM napons

PucyHok 114
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[ns 3apaHnA CNOXHOCTM Mapona HeobxoauMmo B
| Hacrpoikn napons nogpasgene «CnoxHOCTb Napoasa» OAWMH U3 CneaytoLlimx
e nepekntovatenei (PucyHok 115):
— «[MpocTaa (Tonbko uudpbl)», rae naponb byaet
R e — COCTOATH TONbKO U3 UMGP;
NUHRAEER Ao — «CNnoXHasa», rae napoib AO/KEH COAepXKaTb KaK
MUHUMYM  Unbpy, OYyKBy, 3arnaBHyto  OyKBy U
MpocTas (Tonbko LMPpHi) crneumanbHbIA CUMBOJ.
8 Croxsias MPUMEYAHMUE. B cnyvae BbibOpa  3HAYeHWA
«CnoxHas» HeobxoaMMo NOATBEPAUTL AENCTBME BBOAOM
i o TekyLwero napons (cm. PucyHok 4).
S [lnAa yCTaHOBKM KOAMYeCcTBa MOMbITOK BBOAA NapOAs
’ HeobxoaAMMO B noapasaene «[1lononHUTENbHbIE
HegoorynHocrs nostopa npe. naponei HacTpoMKM»  nepemecTnTb  cnangep  «Konuyectso
Ioroxaenidorea B0 Aol NOMbITOK» BNPABO A5 YBE/IMYEHMA KONMYECTBA MOMbITOK
YKaXuTe, KOrAa UCTeKaeT Cpok AeiicTaus napons 60 BAEBO ANA YMEHbLUEHMS.
Samged BHUMAHUE! MuHuManbHoe M MaKCMMabHOe
YeeRoMnATS 06 HETeueHNH napons 3HayeHne cnangepa «KonnmyectBo NOMbITOK» 3aBUCUT OT
PucyHok 115 sepcun OC Aspopa (PucyHok 115, PucyHok 116).

[na  yCTaHOBKM KOAMYECTBa Npeaplaylimx MNaponer, OT KOTOPbIX AO/IKEH
OT/INMYATbCA HOBbIA NapPOab, HEObxoAMMO B noapasaene «[onoNHUTENbHbIE HACTPOMKMY»
nepemecTnTb cnamaep «HegoCTymHOCTb MOBTOpPa MNped. Maponen» BApPaBo A1A
yBENMYEHNA KONNYECTBA Napoaein NMbo BNeBo AN1A yMeHblleHnsa (cM. PucyHok 115).

[ns 3agaHMA Ccpoka AEeNCTBMA Mapond HeobXxoAMMO BbIMOAHUTL Caeaytoline
NencTBns:

— B noapasaene «JlonofHUTeNbHbIE HACTPOMKM» KOCHyTbCA nons «McTekaet
yepes» (PucyHok 116);

— Ha OTKpPbIBLLENCA CTPaHMLE BblOpaTb 04HO U3 3Ha4eHu (PucyHok 117);

— noATBepAMTb AENCTBME BBOAOM TEKYLLEero napona (Cm. PUCYHOK 4).

BHUMAHUE! Mo TtpeboBaHuam 6HezonacHoctM MC, B KOTOPbIX NAaHUpyeTca
Mcnonb3oBaHWe MY, CpoK AencTBMA Napona AoMKeH bblTb yCTaHOBAEH B 3HaveHMe «180
oHen».
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| HacTpoiiku napons

HacTpoiite nonutuky naponeu, kotopas
6yneT npUMeHeHa KO BCeM Monb3oBaTensm

7 cumBoONoOB

MwuHuManbHas anvHa napons

CnoxHocTb napons

MpocTas (Tonbko umMdpsl)

# CnoxHas
,[lOH(UIHMT(fIHJPbIG HacCT DUMKV\

HepocTynHocTb noeTopa npep. naponei

WUctekaet yepes 180 aHeit
YkaxuTe, Koraa ucTekaet CpoK AeicTBus napons

3a 5 gHeit

Ysepomnatb 06 ucTeYeHUU napons

PucyHok 116

HacTtpoiiku napons

HacTpoiite nonuTuky naponei, kotopas
6yneT npMMeHeHa Ko BCeM Mosib3oBaTeNnsam

5 cumBonos

MwuHuManbHas gnvHa napons

CnoxHocTtb napons

MpocTas (Tonbko undpsl)

#  CnoxHas

,’:'LOH()A'IHM'I'CHW(b\(.‘ r{(lCT{JO!3KV\
He orpaHuyeHo
Ko nwecmo nc nb ITOK .................
Bes npoBepku
FWPErmHocTs riosTops Mpe, Nspanel
WUcTtekaet yepe3 He orpannyeH
YKa)KMTe, Korga uctekaeTt Cpok IZLEVICTBMR napons

3a 10 gHeint

YBepomnaTb 06 UCTEYEHUM Napons

PucyHok 118

McTekaeT yepes

He orpaHuyeH
30 gHen

60 gHen

90 gHen

120 gHeint

150 gHen

180 aHen

PucyHok 117

[ns 3a4aHmA BpeMeHW yBeaOMAEHMA 06 UCTeYeHumn
CPOKa AencTBMA MNaponda  HeobxoAMMO  BbIMOMHUTL
cnepyrouime oencTBumA:

— B noapa3saene «[JoONONHUTENbHblE HACTPONKM»
nepemectTuTb cnangep «YBeaoOMNATb 00 UCTEYEHUN
napons» (PucyHok 118) BnpaBo Ana  yBE/JUYEHUS
KonnyectBa AHen AnMbo BAEBO 418 YMEHblLUeHWA
KONmM4yecTBa JAHeN, 3a KOTOpOe Mo/b30BaTesib HayHeT
nosy4aTb yBegomMaeHns o6 MUCTeYeHUM CpoKa AencTema
napons;

— noATBepAMTb  AENCTBME  BBOAOM  TeKyLLEro
napons (cm. PucyHok 4).
MPUMEYAHME. [NpenycmoTpeHa BO3MOXHOCTb

YCTaHOBWUTb 3Ha4yeHme oT O (Hukoraa) go 10 aHen.
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4.2.2.2. AyTEHTUPMKALMA C MOMOLLbIO CMAPT-KapTbl

B OC ABpopa Ana ayTeHTUPUKaALUMM MOryT ObiTb MCMONb30BaHbI CMapPT-KapTbl
cnenyrouwmx tmnos: USB n NFC, a umeHHoO:

— «PytokeH» Bepcum 4 (UM PKI) — nporpammHO-anmnapaTHbI KOMMAEKC
ayTEHTUPUKAUMM U XpaHeHUAa nHdopmaummn (ceptndmnkat PCTIK Poccum Ne3753);

— JaCarta — cpeacTBO ayTeEHTUPMKALMM M BE30MaCHOro XpaHeHUa MHPopMaLMK
nonb3osaTenen (ceptndunkat PCTIK Poccum Ne3449).

BHUMAHWE! WNcnonb3osaHme ana ayteHTudukaumm B OC ABpopa CMapT-KapT,
OT/IMYHbIX OT YKa3aHHbIX, He NpeaycmaTpmsaeTca!

4.2.2.2.1. Obwme npaBmaa HACTPOMKN N MCMNOb30BAHNA CMAPT-KapT

HeobxoanMmo  yumTbiBaTb C/AeadylollMe OCHOBHbIE MpaBMaa  HACTPOMKKM U
MCNONb30BaAHMA CMaPT-KapT:

— 3KCNAyaTauMlo CMapT-KapTbl caedyeT OCYyWecTBAATb COracHO TpeboBaHMAM,
YKa3aHHbIM B COOTBETCTBYHOLLEN AOKYMEHTALMM Ha HEE;

— ana obecneyeHna noakatodeHma K MY M nocneaytollet HaCTPOMKM CMapT-
KapTbl TpebyeTcA MCNoab30BaTh CneunannsmpoBaHHblin USB OTG-nepexoaHMK, KOTOPbIN
He BXOAMT B KOMMJIEKT NOCTaBKkn MY;

— NONUTMKA  He30MaCHOCTM  MOMKeT  3anpewatb MNPUMEHEeHWe  BHELLHMUX
USB-ycTpoicTB, Oas 3TOro HeobxoAMMO AOMONHUTENbHO MNPOBEPWUTL YCTAaHOBAEHHOE
orpaHuyeHune aemnctaytollen 8 OC ABpopa nonntukm besonacHoctn (n. 4.3.2);

— npu paboTe co cmapT-KapTon noTpedyeTca AONOAHUTENbHLIM Mapoab ANA
[OCTyna B 3aliMlieHHyt0 061acTb NaMATM CMapT-KapTbl, B KOTOPYH MNPOM3BOAMTCA
Ha3Ha4YeHMe N CoxpaHeHne ayTEHTUOUKAUMOHHOM MHOOPMaLMM NONb30BaTENS;

— ayTeHTMOMKALUMA C MOMOLLbIO CMapT-KapTbl AOCTyNMHa ANA BCEX Y4YeTHbIX
3anucen ponen (cm. n. 1.2.1), cosgaHHbIX Ha MY.

MPUMEYAHUE. AyTeHTUPMKALMA C MOMOLLBID CMAPT-KapTbl BbIMOAHAETCA TONbKO
NpY NEPBOM BKAHOYEHMMN YHETHOWN 3aMUCHK.

4.2.2.2.2. [llpeasaputesibHaa NOArOTOBKA CMapT-KapThbl

Ona paboTbl CO CMapPT-KApTOM HEobXOAMMO BbIMONHUTL NpPeaBapPUTENbHYIO
HAaCTPOMKY, KOTOpPas MOMET ObiTb BbINOJHEHA C WMCNONAb30BAHMEM 3N1EKTPOHHO-
BbIYMC/IUTENBHOM MalnHbI (IBM) ¢ OC Linux, Ha KOTOpPOWN NpeaBapuUTENbHO A0MKEH OblThb
YCTQHOB/IEH MaKeT opensc.

MPUMEYAHME. CmapT-KapTbl A0KHbI UMeTb GOPMaT PKCS#15.

B cnyyae ecnn cmapT-KapTa MMeeT Apyron ¢opmaT, ANA ee NepenHMLMaNn3aLmm B
dopmaT PKCS#15 Ha IBM HeobxoaAMMO BbINOAHUTL CAeaytole KOMaHabl:

pkcsl5-init --erase-card -p rutoken ecp

pkcslb5-init --create-pkcsl5 --so-pin "87654321" --so-puk ""

pkcsl5-init --store-pin --label "User PIN" -—-auth-id 02 --pin
"12345678" --puk "" --so-pin "87654321" --finalize
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BHUMAHWE! Mocne nepenHMumanmsaumm CMapT-KapTbl BCe AaHHble C Hee byayT
yaaneHsbl.

4.2.2.2.3. HacTpoMKa cMapT-KapTbl

MPUMEYAHUE. MoapobHoe onmcaHne HACTPOMKM CMapT-KapTbl NPMBEAEHO B
AOKyMeHTe «PyKOBOZCTBO MO/b30BaTENAY.

4.2.2.3. AyteHTndmKauma c nomoubto CYJNC

AyTeHTUdMKauma ¢ nomoubo CYANC:

— npegHasHavyeHa ana NAEHTUPUKALLNM n
ayTeHTMdUKaummn nonsvlosatenen NCOA MB/ Poccunu;

45,. — [OCTYyNHa Ha MY TOAbKO nNpu  HaAMyum
~ MBflPoccun yCTaHOB/MIEHHOTO KaneHTa CYANC u pooctyna K cepsepy
- CYAMNC yepes ceTb MHTepHeT.

B cyanc no/sb3oBaTe b MOXeT npPOMNTK
ayTEHTUDMKALMIO C MOMOLLbIO NPeaoCTaBAEHNA OAHOM U3
cneayrowen KomoMHauMmM AaHHbIX:

— JIOTUH M NAPOb;

— cepTudmkat u PIN-kop (PucyHok 119).

S repo Co3aaHMe NoMb30BaTENbCKMX ayTEHTUDMKALMOHHbIX
AaHHbIX BblnoaHAeTca B cucteme NCOL MBL Poccum u
CUHXPOHU3MpPYeTCA C KaneHTtom CYNC Ha MY,

Bxog Mo aneKTPoHHOM NoAnmey

BeeauTe nuH-Kkoa

Het pocTynHpix cepripukaron

SKCTPEHHbIV Bbi30B

PucyHok 119
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4.2.2.4. HacTpomMKa orpaHn4yeHni BXxoaa B CUCTEMY

[lnA HaCTPOMKM OrpaHMYEHUn BXOJa B CUCTEMY ANA
y4YeTHOW 3anmncK nosib3oBaTens HeobXoAMMO BbIMOMHUTb

OrpaHuyeHue Bxogda B CUCTEMY

HacTpoiiku 6e3onacHoCTH nonb3oBaTens u ' .
orpaHu4yeHus Bxoga B CUCTEMY Cj-l eﬂ‘yl-o LLLM e ﬂ‘e M CTB Mﬂ *
[eiicTBre y4ETHOI 3anUCyK Nonb3osaTens — KOC HyT bCHa I'Iy HKTAa « O Fp aHn4yeHmne BXO'LI‘a B
22 qHBaps 2026
BbiGepute E\a'ry, riocne KOTOpOW Nonb3oBaTesnb He C l/] CTe My » ( CM . P l/| CyH O K 102 ), B p e3yﬂ bTaTe L‘l e FO
CMOXET BOUTU B CUCTEMY

oTO0OpPa3nTCca oaHOMMEHHas cTpaHuua (PucyHok 120);
[Hu BXxoaa B cucteMy o o
MH, BT, Cp, 4T, T, 6, BC — KOCHYTbCA NOAA <<,£|,el/ICTBl/Ie y4yeTHOMn 3anncu
Bbi6epuTe AHU HefleNu, B Te4EHNEe KOTOPbIX o
Flols30BaTeNb CMOXET BOWTH B CHCTeMY nonb3oBaTe/Ia» N Ha OTKPbIBWEWCA CTPpaHWMUE Bbl6paTb
Bpewmsi BX0fa B cHCTeMy naty (cm. PucyHok 19), nocne KoTopor nonb3oBaTesb He

BbIGEpMTe Bpems BxoAa nonb3osatens B CUCTEeMy

CMOXKEeT BOMTM B YYETHYHO 3aMuChb;

— KOCHyTbCA nond «/[lHW BXxoZa B CUCTEMY» W Ha
#  3abnokuposare nons3osatens OTKPbIBLLENCA CTPpaHMLEe BbIOpPaTb AHM HeAeNn, B TeYeHNE
KOTOpPbIX MO/Ab30BaTeNlb CMOXET BOWMTM B CUCTEMY
(PucyHok 121);

— [EeaKTMBMPOBATb MNepektovatesb «Becb AEHb»
(PucyHok 122), B pe3ynbTate 4ero otobpasatca nons
BBOAA [AMana3oHa BpPEMEHU, B TeyeHue KOTOPOro
NONb30BaTENlb CMOXET BONTU B CUCTEMY.

Becb geHb

PucyHok 120

NMPUMEYAHUE. Ona akTMBaumm nepeknrodaTena AOCTaTOYHO KOCHYTbCA MOAA, B
KOTOPOM OH PacCno/IOXKeH: NepekatovaTelb HauyHeT CBETUTLCA ApYe, YEM B COCTOAHUM MO
YMONYaHUIO (HEaKTUBHOM);

— KOCHYTbCSi COOTBETCTBYHOLIMX MNOMEN ANA YCTAHOBKWM WHTEpPBana BPEMEHM
(cm. PucyHok 20), B Te4eHME KOTOPOro Nob30BaTeNlb CMOXKET BOUTU B CUCTEMY.

[ns  ONOKMPOBKM MNONb30BATENA HEOOXOAMMO KOCHYTbCA nepekatoyaTena
«3ab/0KMpPOBaTb NONb30BATENSAY» WM NOATBEPAUTH AENCTBME BBOAOM TEKYLLEro Napons
(cm. PucyHoK 4).
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MOBWUNbHASA
PyKoBOACTBO aAMMHUCTPATOPA l MJIATOOPMA
I OTMEeHUTb HOATBSPAMTI: | OrpaqueHMe BXOOa B CUCTEMY
HacTtpoiiku 6e3onacHocTH nonb3oeatens 1
Bbl6paTb AHM onna B orpaHu4yeHus Bxona B CUCTEMY
cucTemy [eWcTBre y4ETHOM 3anNUCK NONIb3OBATENS

22 aHBaps 2026

MNMoHeaenbHUK Bbi6epuTe aaty, nocne KOTOPOM Nosib3oBaTenb He
CMOXET BOITU B cucrtemy

BTopHAK [Hu Bxoaa B cuctemy
MH, BT, Cp, 4T, NT, c6, BC

Cpe.ua BbibepuTe AHU Hepenu, B TeHeHne KOTOpbIX
Monb30BaTe/lb CMOXET BOMTH B cucremy

YeTBepr
Bpems Bxofa B cuctemy
BbiGepuTe BpeMsi BXxoaa Nosb3oBaTens B CUCTEMY

MatHuua
# Becb peHb

Cy660Ta C 10:00 Oo 22:00

BockpeceHbe
#  3abnokupoBaTb Nonb3oBaTens

PucyHok 121 PucyHok 122

4.2.3. lndposaHme pasaena ¢ AOMAWHUMK Nankamm

LLinppoBaHne pasgena Cc AOMALIHUMW Nankamu — 3TO Npoleaypa, Npu KOTOpoW
BBEAEHHbI MapO/b CpaBHMBaeTCA C naposbHoM ¢pas3on cnota LUKS-pasgena,
COOTBETCTBYHOLLENO MAEHTUDUKATOPY NONb30BATENA.

B OC ABpopa pa3aen ¢ AOMallHUMK NankaMn WndpyeTca ¢ NOMOLLbI aAropmTMa
aes-xts-plain64 512-6MTHbIM MaCTEpP-KAOYOM, ANA XPaHEeHMA KOTOPOro WCMo/b3yeTca
LUKS-3aronoBoK, coCToALWMI N3 caeayoumx 8 C10TOB:

— OAMH CNOT MCNONb3YETCA YY4ETHOM 3aMUCbI0 aAMMHNCTPATOPA;

— WeCTb CN0TOB AOCTYMHbI CO34aBaeMbIM YYETHbIM 3aMMCAM NOb30BaATENA;

— OAMH CNOT pe3epBupyeTca 418 CMeHbl Maponen.

NaoeHTMOUKATOP  y4eTHOM  3alMmMcM  Mo/b30BaTens  onpeaenseTr  HOMep
MCMNONb3yeMOro C/A0Ta, MNPM 3TOM B KaXAOM W3 C/NOTOB XPAHMUTCA MaCTep-K/oY,
WMPPOBAHHbIA NapoaeM COOTBETCTBYHOLLEN YYETHOM 3amnmMcKh NOJIb30BaTeNA C NMOMOLLbIO
anroputma PBKDF. KonunyectBo wuTepauuii anroputma noabmpaeTrcs TakMm 0b6pasom,
4TOObI NPOBEPKA OAHON KOMBUHALUMM BbINOAHANACH NPUDANIUTENBHO OAHY CERYHAY.

83



— ~] OTKPbITASl

PYKOBOACTBO afMMHUCTPATOpPa _J A
BbinonHeHue cneaytowmx AencTsmin TpebyeT BBOAA
| LndposaHue
KOppeKTHoro napona w3 cnota  LUKS-3aronoska,
e D COOTBETCTBYHOLLErO NAEHTUOMKATOPY BbIDPAHHON YYEeTHOM
e e | 337MCH MIONb30BATENA:
e i G — pa3b/oKMpPOBKA AOMAlLHEN MNanKM Npu 3arpyske
MonbsoBaTenbckue AaHHble My,
i — pa3bnokumposka Ul Lipstick.
:;UKS Ona  oTobpaxeHua  CTpaHuupbl  «[aHHble O
Pasmep 48,376

wmdpoBaHnum» (PucyHok 123) HEobxoAMMO BbINOAHUTb
cnepytouime aencTeumA:
— OTKPbITb MEHKO CMCTEMHbIX HACTPOEK KacaHMem

3Ha4yKa @ Ha DKpaHe NPUAoKEHNM (cM. PUcyHOK 1);

— KOCHYTbCA MNyHKTa MeH «lndpoBaHme» B
noapasaene «besonacHocTb» (PrcyHok 123).

PucyHok 123

4.3. YnpaBaeHue A0CTyrnom

B OC ABpopa peasin30BaHbl Cedyowme MexaH3Mbl YIpaBaAeHUA AOCTYMOM:

— AMCKPEeUMOHHOe pa3rpaHuyeHne npas pgoctyna (DAC), ocHoBaHHOe Ha
cneayowmx cywHoctax (n. 4.3.1):

e OuTax paspeleHmni;

e cnuckax KoHTpona aoctyna (POSIX ACL) 1 paclumpeHHbIx aTprbyTax cTaHAapTa
POSIX le;

® BO3MOXHOCTAX U/UNN NepeyHax BO3MOXKHOCTEN — capabilities;

— poneBoe pasrpaHu4yeHne A0CTyna, npelycMaTpuBatolLlee akTUBALMIO MOJIUTUK
6e30nacHOCTK, KOTOpble MNpeAHa3HayeHbl AnAa ynpasnaeHua oyHkumamm OC ABpopa
(n.4.3.2).

MPUMEYAHUE. VYnpasneHne nonutukamm 6e30NaCHOCTM AOCTYMNHO TONbKO
aAMUHMCTPATOoPY.

4.3.1. InckpeumoHHasa moae b ynpasaeHna 4OCTYNOM
4.3.1.1. Obuwaa nHdopmauma

Mpu pasrpaHuyeHmMn goctyna K obbektam OC OC ABpopa peanusyer
NNCKPELMOHHYIO MOZeNb pasrpaHMyeHns paoctyna. [aHHaa moaenb npeanonaraet
yrnpas/ieHme A0CTynom cybObeKToB K 0OBbeKTam Ha OCHOBE MaTpuLbl AocTyna. Kaxkapii
06bekT ®C (daln, KaTtanor) MMeeT NPMBA3AHHOTO K Hemy cybbekTa (nonb3osatens OC),
Ha3blBaeMoro Bnagenbuem. VMimeHHo Bnageney, (AMbo agMMHUCTPATOP) yCTaHaBAMBaEeT
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npaBa AocTyna K obbekTy. [lpaBa AocTyna onpeaenAatT Habop AeNCTBUM, KOTopble
CyOBEKT MOXKET CoBepLIaTbh C 0OBEKTOM.

NMPUMEYAHUE. TMoacuctema pasrpaHUYyeHWa AoCTyna AeWCTByeT TONbKO AN
$anNoB M KaTa/IoroB, XPaHALWMXCA HAa BHYyTPEHHEM HaKoNuTene yCTPOMCTBa.

B OC npaBa A40CTyna pa3aendaArtoTca Ha:

— npaBa BMadenbla 0bbekTa;

— MpaBa rpynnbl, BAaaetolen 00 bekTom;

— MpaBa AN OCTa/IbHbIX CyDBEKTOB.

Habop aencresunii, NOTEHLUMANbHO Pa3peLlleHHbIX CyDbeKTy:

— YTeHwue;

— 3anuce;

— WCNOJIHEHME.

MpaBa BbipaxatoTcA AeBATMOMTOBOM MNOCAeA0BaTE/IbHOCTbIO, Pa3bUTON Ha Tpu
paBHble rpynnbl, onpeaenatowme npasa BAaAeNbUa, TPYNNbl U OCTa/IbHbIX COOTBETCTBEHHO.
Crapwnin 6ut onpeaenseTr HaanMyme npaBa YTEHWA, CPeaHWM — 3anucu, MAaAAWuUn —
ncnonHeHus. K npumepy, npasa 740 — 111 100 000 6byayT o3Ha4aTb, YTO Y BNajenbla ecTb
NpaBa Ha 4YTeHWe, 3anNnCb WU WCMOAHEHWe, y TPynnbl — TOJbKO MNpaBa Ha 4YTeHMWe, y
OCTa/IbHbIX MPaBa OTCYTCTBYHOT.

NMPUMEYAHMUE. YnpaBneHne maTpuuen AOCTyna OCYLLEeCTBAAETCA KOHCOAbHbIMMU
KomaHaamu: chown, chgrp 1 chmod, goctynHbimn yepe3 MI «Terminal».

KomaHabl MO3BONAIOT BbINOAHATL CAeAytoLine AeNCTBMA:

— chown nosBonAeT MameHuTb Bnagenbula ¢danna (chown wmmsa mosbszoBaTess
MMH_@aﬁnaﬁ

— chgrp no3sonaet nsmeHuTb rpynny dana (chgrp mva rpynne mda_daiina);

— chmod no3BonaeT M3MeHUTb NpaBa A0CTyna K panny:

e chmod 642 1.txt - npaBa Ha ¢ahn 1.txt yctaHaBamBatoTcA pasBHbiMM 110
100 010, T.e. y Bnagenbla npaBa Ha 4YTeHMe W 3anuCb, Yy TPYMMbl Ha 4YTEHME, Yy BCEX
OCTa/IbHbIX TO/IbKO Ha 3aMuCb;

e chmod u+x, g-w, o-r l.txt - B J@HHOM Cay4yae Bnaaenoly aobasnserca
NPaBO Ha WCMONHEHWe, y rpynnbl OTOMpaeTcA MpaBa 3amnMcK, a Yy BCEX OCTa/bHbIX
oTbupaeTca npaBo YTeHmA. as nonyveHme noapobHon nHdopmaumm cneayet obpaTnTbCA
K CMPaBOYHbIM PYKOBOACTBAM MO NEPeYnC/IEHHbIM KOMaHAAM.

MOAUTUKY AMCKPEUMOHHOro pasrpaHMYeHrAa npaB AOCTyna peKkomeHayeTcs
NPUMEHSATb NP HEODOXOAMMOCTH:

— paspelmnTb UK 3aNpeTnTb A0CTYN YH4EeTHOM 3anmcmn Nnonb3osaTena K 0b6bekTy ®C
(MM, dann MY, cnyxkba 1 1. n.);

— OrpaHMuYUTL  ANA  KaKoro-nmbo  npouecca  BO3MOMKHOCTM  BbIMOAHATb
onpeaeneHHble AeNCTBUA.
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MPUMEYAHUE. HacTpoika ROAMTUKM OMCKPELMOHHOIO pasrpaHMYeHna npas
noctyna agencteyet Tonbko B PC EXT4, KoTopas wucnonb3lyerca B OC ABpopa no
ymonyaHuto. CTaHOapTHbIM Habop npaB B Buae OWMTOBOM MACKM NOAAEPHKMBAETCS
OC ABpopa ana cnyxebHbix OC: tmpfs, sysfs, procfs.

MpuHUMN paboTbl MOAUTUKM AMCKPELMOHHOrO pa3rpaHMyeHnAa npas Ao0CTyna
npeacTaBaeH Ha pucyHKe (PucyHok 124).

MoHuTop obpalieHni

Bce cMCTEeMHbIE BbI30BbI MTPOXOAAT YEPE3 MOHUTOP 06PaLLeHKWIA
AN5 npoBepkl Ge3onacHoCTy

Odfl'l pouecc Nonb3oBaTens

[lpocTpaHcTRO
no/fb3oBaTtena

MoHuTop oBpalleHKui

[NpocTpaHcTBO
agpa

Hapo OC

PucyHok 124

[NCKpeUMoHHOe pasrpaHuyeHme npasB A40CTyna OCYLECTBAAETCA KaxKabl pa3 npu
nonbiTKe obpalleHns cybbekTa K 0OBeKTy, npu 3Tom 0be CyWwHOCTM Ccoaep:KaT
COOTBETCTBYIOLME aTPpUDYTbl 6E30NacHOCTU, NpUHaANeXalme AUCKPELMOHHON MOoAEeNN.
Apnpo OC ABpopa nposepseT ypoBeHb A0CTyna, Da3mpyroWMNCa Ha AaHHbIX aTpMbyTax ¢
OJZIHOM CTOPOHbI 1 NpaBMIaMKn pasrpaHnydeHms goctyna (MPA) ¢ Apyro CTOPOHbI.

[NCKpeUMOHHOEe pasrpaHnYeHne npas A0CTyna MOo3BOJAET BAaAe/bly OObeKTa
onpeaenaTb, KTo 061aaaeT NOHOMOYNAMM OCYLLECTBAATL AOCTYN K OOBEKTY.

CybbekTamm B peanusaumm AUCKPELMOHHOTO pasrpaHuYyeHus npas AoCTyna
BbiCTynatoT 0b6blyHble npoueccbl OC ABpopa, KoTopble MnpeacTaBieHbl MPOrpammHON
CTPYKTYpOW AApa task struct.

Bce HUKEMMEHOBAHHbIE CYLIHOCTW, TakKMe KaKk oOblyHble dannbl, danabl MY
(Kak ©/104YHblE, TaK M CMMBO/bHbIE), MankK, danabl COKeToB (NaMnoB) C TOYKM 3peHuUA
ANCKPELMOHHOro pasrpaHmyeHma npas goctyna agpa OC ABpopa ABNAKTCA 0ObEKTamu
[0CTyna, CNefoBaTe/IbHO, TaKKe NonaaatoT noa, AeMCTBUE NONNTUK PasrpaHnYeHms.

ATpnbyTbl CcyObEKTOB [0CTyna MCMOb3yTCA AN OCYLWECTBAEHMA pelleHun
NONNTUKM AMCKPELMOHHOIO pasrpaHnyeHma npas A0CTyna. B kayecTBe AaHHbIX aTpubyTOB
nns cybbekToB AocTyna (npoueccos) 06A3aTebHO NPUMEHSIOTCA Caeaytolme:

— 30dEKTUBHbIN MAEHTUPUKATOP (YMCNOo) Bhagensla npouecca (PID);
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— 30EKTUBHbBIN MAEHTUPUKATOP (YMcno) rpynnbl npouecca (GID);

— METKa BO3MOMKHOCTWN MM BO3SMOXHOCTb (capability) cTaHaapTa POSIX.1e;

— UYNEHCTBO npouecca B AOMONHUTENbHbIX (HE OCHOBHbIX) rpynnax (npwu
HEeobX0ANMMOCTH).

YKasaHHble aTpubyTbl cybbeKkTa AOCTYyNa XPaHATCA B MPOrpaMMHON CTPYKType Aapa
task structc M OLUEHMBAIOTCA CUCTEMHbBIMW BbI3OBAMMU.

ATpnbyTbl 0OBEKTOB AOCTYMNa TaK¥Ke MCNONb3YOTCA AN OCYLLECTBAEHMA peLleHui
NONINTUKN AMCKPELIMOHHOIO pasrpaHnyeHmnsa npas A0oCTyna. B KayecTse AaHHbIX aTpnbyToB
0b6beKTa A0CTyNa NPMMEHSAIOTCA Caeayrowme:

— BNageney 06bekTa;

— BAagenew, rpynnsl 06bekTa;

— 6uTbl NpaB AOCTYNa;

— [OMNONHUTENbHbIE aTPUOYTbl CMMCKOB KOHTPOAA A0CTyna B COOTBETCTBMU CO
ctaHaaptom POSIX.1e ACLs.

ATpnbyTbl 06BEKTOB A0CTYMa COXpaHATCA U yymTbiBatoTcs agpom OC ABpopa, a
TAKKe XPaHATCA B MHAEKCHbIX Adeckpuntopax PC, pasmelleHHOM Ha AMCKOBOM
npocTpaHcTee MY.

MpaBunia AMCKPELMOHHOIO pasrpaHMyYeHna NpaB AOCTyNa onpeaenstoT:

— KaKMM 0DOpa3oM KOHKPETHbIM Npouecc (CyObeKT) MOMKET OCYLLECTBAATL MOMNbITKY
NoNydyeHns [octyna K OObeKTy, OCHOBbIBAACb Ha YKa3aHHbIX Bbllle aTpubyTax
6e30nacHoOCTU;

— KakuMm 06pasom M Npu Kakmx ycnosuax aTpmbyTbl 6e3onacHocTU cybbekTa U
0H6BbeKTa NPUHMMAOT HOBbIE 3HAYEHMS.

4.3.1.2. Obuiee onmcaHme npmBuneruit

MpuBmunerva nporpammbl HasmMpyeTcs Ha CAeaylolmMxX 3HavyeHuAax aTpubyTos
npouecca:

— aTpubyT adpdpekTnsHoro UID (PID);

— aTpubyT apdeKkTUBHOM rpynnsl npouecca (GID);

— Habop (CnMCcoK) YneHcTBa AOMNOJAHMUTENbHbLIX TPYNM npouecca (Npu Haan4mm),
KoTopble cybbeKT AocTyna (npouecc) umeeT B toboe Bpema KU3HEHHOTO LMKAA.

Jllobon  npouecc ¢ 3GPEKTUBHbBIM  UAEHTUPUKATOPOM  HONb  CYMUTAETCH
npuBMAErMpoBaHHbIM M 06/1a4aeT  BO3MOMKHOCTbO ~ He  MPUMEHATb  MNONUTUKY
AMCKPEUMOHHOTO pasrpaHnyeHna npas goctyna B OC Aspopa.

Y4yeTHana 3anucb Cynepnonb3oBaTena accouumpoBaHa c uaeHTudurkatopom O.
OaHako TexHMyeckn aapo OC ABpopa onpeaenseT yyeTHble 3anmMcu nosab3oBaTenein no
YMCNOBbLIM MAEHTUPUKATOPAM, CeA0BaTEbHO, TEXHUYECKM BO3MOMHO MMETb YYETHYHO
3anucb nosib3oBatens c uaeHtudmukatopom 0O, ob6NafaOWEro MMEHEM, OT/IMYHbIM OT
cynepnosab3oBaTens.
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Kpome Toro, aapo OC ABpopa MMeeT COOTBETCTBYHOLLMIA MEXaHM3M OLLEHKM MPaB,
basupyowmncs Ha TpeboBaHMAX OTKpbIToro crtaHaapTta POSIX1.e ACL ana cnmuckos
KOHTPONA [A0CTyna W BO3MOMHOCTEM (capabilities), KOTOPbIN TaKXKe MNO3BOASET
Npeoao/ieBaTb OrPaHNYEHUA MOAUTUMKU AUCKPELMOHHOMO pasrpaHMYeHna npas A0CTyna
Ansa cybbekTa c aTpnbyTom apPeKkTMBHOro naeHTudmnKaTopa 0.

[MOoCKONbKY O1A BbINOAHEHMA MPOBEPKM MpaB AOCTyna MPOLECChl pasaenatT Ha
nBe Kateropun: npmsunernpoBaHHble (ID addekTMBHOro nonb3osatensa paseH 0, Kak vy
cynepnonb3oBaTensa) u HenpueunermposaHHble (ID addeKTMBHOro Noab30BaTENS HE PaBEH
0), ANA NPUBMNETMPOBAHHbIX MPOLLECCOB BbIMNOJHAKOTCA He BCe MPOBEPKM NpaB B AApe, a
ANA  HEenpMBMAErMPOBAHHbLIX MPOLECCOB BbIMOAHAETCA MNO/HAaA MNPOBEPKA Ha OCHOBe
BO3MOXHOCTeM npouecca (obbiuHO addekTnsHoro UID, adbdektmsHoro GID m cnmcka
NOMNONHUTENbHbIX Tpynn).

B Aape OCABpopa BCe MpMBUAEIMK, CBA3AHHbIE C CyMNepno/sib30BaTE/NEM,
pasaeneHbl Ha HECKONbKO YacTel, Ha3bliBaeMblX BO3MOMHOCTAMM (capabilities),
KOTOpble MOXHO pa3pelwaTb M 3anpelatb He3aBMCMMO Apyr OT Apyra. BoamoxKHocTu
TaKKe ABNAOTCA aTPMOYTOM HUTW.

Hanpumep, ecamn Kako-nmbo npouecc nbiTaeTca co3aaTb cneumansHbiin dann MY,
MCNONb3YA ANA 3TOr0 CMCTEMHBINA BbI30B mknod (), A4p0 OC ABpopa NOMMMO MPOBEPKM
OMNCKPELMOHHBbIX NPaB BbIMONHAET Ceaytolime A0NONHNUTENbHbIE MPOBEPKMU:

— PaBHO /X HYJO 3HaYeHne 3pPEeKTUBHOro MaeHTUPMKaTopa npouecca (cybbekTa
nocTyna);

— pa3peleHo M npolueccy co34asaTb crneumanbHbie @alibl € MOMOLLbHO
COBepLLUEHMA COOTBETCTBYHLLENO CUCTEMHOIO BbI30OBa.

OC ABpopa obecneymBaeT Aaa NOAUTUKN AMCKPELIMOHHOrO pasrpaHMyeHma npas
[0CTyNa NpUMEHEeHMe CeayroLLIMX CBOMCTB:

— NPUHYAMTENbHAA peanm3auma noayvyeHma cybbektamm (npoueccamm) AocTyna K
00bEeKTaM TO/IbKO B PamMKax NOAHOMOYMIN, onpeaenaembix MP/;

— Ha/Nnyme cnocobHOCTU onpeaensTb (HazHayaTb) NOAUTUKY AOCTYNa TONbKO A4
CyOBEKTOB, MMEIOLLMX Ha 3TO NpaBa, Kak onpeaeneHo NOANTUKON MONHOMOYNI ANA HUX;

— OTCyTCTBME Nt0DObIX OrPaHNYeHMIn Ana cybbekTa, umetollero naeHtTmomkatop 0.

ATpnbyTbl  AUCKPELMOHHOro pasrpaHWYyeHMs npaB AO0CTyna  CBA3bIBAMOTCH
HeNoCcpeaCTBEHHO C OOBEKTOM [A0CTyna B MOMEHT ero co3gaHusa. [encrsme 3TuX
aTpMbyTOB pacnpocTpaHAeTCs Ha OObEKT A0 ero YHW4YTOXKeHuAa Anbo A0 Tex nop, Nnoka
aTpMbyTbl He ByayT U3IMEHEHbI.

ATpubyTbl CYLLECTBYOT M AeNcTBYOT Ans Ntoboro Tvna obbekTa, XpaHATCA B
MeTaAaHHbIX GalNoB MU peann3oBaHbl B BUAE CAeAYOLLMX CYLLHOCTEMN:

— OuTbl pa3pelweHunit (basosbie aTpPUOYTHI);

— cnunckm KoHTpons goctyna (ACL 1 pacwmnpeHHble aTpubyTbl);

— BO3MOXHOCTU (capabilities).
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CybbeKT, MAeHTUDMKATOP KOTOPOro coBnadaeT C MAeHTUOMKATOPOM Bhadenbla
00BbEKTA, MOXKET U3MEHATb aTpMbYTbl 0ObEKTa, BK/IOYana 6a30Bble U pacliMpeHHble BUTbI
npaB (3a UCKNtoYeHMEM cnydaes, Koraa @C HaxoaAnTCA B PEXMME KTONbKO ANA YTEHUAR).

NMPUMEYAHUA:

v BO3MOXHOCTb M3MEHATb BAagenbla 0bbeKkTa AOCTyMNHa TONbKO
Cynepnosab3oBaTento;

v/ BO3MOXHOCTb M3MEHATb rpynmny obbekta A0CTyrnHa TONbKO A4 BAadesbla u
NN5 NONb30BaATENA C MAEHTUPUMKATOPOM HOMb (Cynepnonb3oBaTeNb).

B cnyyae HeobxoaAMMOCTM NPUCBOUTL (M3MEHUTL) HOBbIN MAEHTUDMKATOP rpynnbl
Ans obbekTa, OH A0/KEH COBMNAAATb C TEKYLWMM 3Ha4YEHMEM OCHOBHOM rpynnbl cybbekTa
AN ABNATLCA 3HAYEHNEM TPYMMbl, Y1EHOM KOTOPOM ABNAETCA CYObEKT.

Cynepnonb3oBaTenb yYMNOJHOMOYEH oOnpeaenaTtb Abyto rpynny ans obbekTa,
M3MEHATb BMadenbla W Nobble OUTbI NpaB, BKAKOYAA pPacClIMpeHHble aTpubyTbl ©
BO3MOXHOCTMW.

CTaHaapTHbIM Habop nNpaB A0CTyna peann3oBaH B BMAe OUTOBOM MacCKu Mpas,
Ha/araembIX Ha Kaxkabl MAEHTUOUUMPOBAHHbIM 0OBbEKT. JaHHbIM CTaHAAPTU3NPOBAHHbIN
NOAX0A W CTAaHAAPTHbIM mMexaHu3m, peanmndyembin OC ABpopa, onpeaeneHbl B TEKYLLEN
cneundumraumm UNIX.03.

NMPUMEYAHUE. NHamBmAayanbHble BUTbI NPaB MCNOAb3YHOTCA ANA YKa3aHMA Npasa
Ha yYTeHue (r uam deTbipe), 3anncb (W WUAM ABa) UAKU BbINOSHEHWE (X MAM OoAMH). OHuK
OnNpeaenatnTcs OTAEeNbHO AN Bnagenbla ob6bekTa, rpynnbl, K KOTOPOM MNPUHAANEKUT
0OBEKT, M BCEX OCTaNbHbIX, T.€. CyObEKTOB, MAEHTUOUKATOPLI KOTOPbLIX HE COBMNAAAOT HU C
NAEHTMOUKATOPOM BNAAENbLA, HM C TEKYLIMM MAEHTUPNUKATOPOM rpynnbl 06beKTa.

4.3.1.3. MO ¢ NOBbIWEHHBIM YPOBHEM MPUBMAETUI

Mporpammbl, GYHKLUMOHUPYLOLLME B CUCTEME W MCMNOb3YIOLIME MOBbILEHHbIN
YPOBEHb NPUBUAETMNA, MOTYT BbITb pa3aeneHbl Ha cieaytouime TUMbI:

— NPOrpammbl  MAM  CUCTEMHbIE  CAYKObl,  3anylleHHble  CMCTEMHbIM
MHULMANN3ATOPOM MM A4PO0M. Hanpumep, NporpaMmsbl systemd MAN crond;

— MPOrpamMmbl, 3aNyLLEHHbIE OT MMEHM Cynepnob3oBaTeNA C LUEebk BbINOJHEHNS
OYHKUMMA  aAMUHUCTPUPOBAHMA UAKM obcnyKmMBaHMA. Hanpumep, 3anyck MNporpammbl
iptables 404 ynpasaeHna M3;

— NPOrpamMmbl,  MMeLUMe  YCTAHOBAEHHbIN  3PPEKTUBHbIN  OUT  CMEHDI
naeHTUPUKaTopa (setuid), ecnm OGUT yKasbiBaeT Ha NPUHAANEKHOCTb MONb30BATENIO C
naeHTndmnratTopom O.

BHUMAHMUE:

v CneposaTenbHo, Bce MO, KoTopoe pabotaeT B cucteme, TpebyeT Hanuuus
MNOBbILIEHHbIX MPUBUAETMA W  COAEPHKUT WAM peanmnsyeTr Te WUAM WUHble  OYHKUMMK
6€30MacHOCTX, MOXHO OTHECTU K PYHKLMOHAIbHbIM BO3MOXKHOCTAM be3onacHocTh (PBO)
nmbo NOBO OC Aspopa;
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v’ OctanbHoe MO, paboTatoliee B cMCTEME C MOBbIWEHHbIMU NPUBUAETUAMM NMEO
6e3 HaAnM4ymMAa TaKOBbIX, MPU 3TOM He peanusyrlollee HUKaKMX QYHKUMIA Be3omacHOCTH,
asnaetca He ®BO nam MPBO, a HenpueuaermposaHHbim [10.

B KoppeKTHO obcaymBaemon cucteme nwboe HenpusuaernposaHHoe [10
HaxoauTca noa aencrsmem ®bO OC ABpopa 1 He MMeeT BO3MOXHOCTW BbIMTU U3-NOA ero
aenctena. Npu sTom NpeanonaraeTca, 4To ntoboe HenpusuaermposaHHoe MO He ABNAeTCA
[OBEPEHHbIM.

MpusunernposaHHoe [10, KoTopoe He coaepxut ®BO (Hanpumep, BHelWHMe
MOAOYAW YPOBHA A4pa, peanusylouwme onpeaeneHHble GyHKUMKU, K MPpUMepPY NOALEPHKKY
cneumannsnpoBaHHoro obopyaoBaHWA), AOMKHO ObiTb HAAEXHO W30/MPOBAHO OT
MCNonb3oBaHuA ¢ nomolbto P60 OC ABpopa AnA NpefoTBpaLLeHMA AOCTyNa K HeMy B
obxoa Tpebyembix NONTHOMOUMINA.

4.3.1.4. CTaHAapTHble OUTbI NpaB AOCTyNa

B OC ABpopa peanm3oBaHbl Tpu Habopa mo Tpu 6WUTa, KOTOpble onpeaensatoT
NONNTUKY A0CTYNa K 00BbEKTY A5 TPex KaTeropuit nosb3osaTtenen (cyobeKkToBs):

— MNo/b30BaTe/lb-BNadenel, obbekTa;

— MO/Nb30BaTENIN, BXOAALLME B FPYMNMY, K KOTOPON NPUHAANEKUT OO BEKT;

— BCe OCTa/IbHble NoNb30BaTeM (He BXoAAWME B YKa3aHHOE MHOXECTBO).

Tpu 6uTa B Kaaom Habope onpeaenaAlT npaBa AoCTyna A0A  Kaykaoro
N0/1b30BaTENSA, COCTOALLENO B OAHOM M3 YKa3aHHbIX BbILLE KAaTErOPU, NPU STOM:

— OAMH BUT OTBOAMTCA ANA YTEHUA (r UK YETbIPE), KOTOPOE PacCMaTPMBAETCA KaK
MNOTOK AaHHbIX OT 06bekTa (baina, nankm) K cydbbekTy (npouecc, Noib30BaTe b);

— OAMH OWT oTBOAMTCA ANA 3anuUcKM UAM yaaneHua (w WAM ABa), KoTopoe
paccMaTpMBaETCA KaK MOTOK AaHHbIX OT cybbekTa (Mpouecc, no/sb3oBaTeNnb) K 0ObEKTY
(baln, nanka);

— OAMH BUT OTBOAMTCA ANA UCNONHEHUA (x MM OAMH), KOTOPOE PacCMaTPMBaETCA
KaK MpOLLEeCcC 3arpyskM B OMeEpaTMBHYID MNaMATb TeKCTa MNPOrpamMmbl WU ClefoBaHue
MHCTPYKUMAM  QYHKUMIA NPOrpammbl, MO3TOMY KaxKAblh CyObEKT noayyaeT A0CTyn K
KaXkaoMy 0OBbeKTY, Ba3npyacb Ha KOMOUHALUMM 3TUX OUTOB.

Hanpumep:

— rwx — ONpefenseT npaBa Ha COBeplUeHWe BCex onepauui (4teHue, 3anmcb u
BbINOJIHEHME);

— r-x —onpeaensaeT NpaBa TO/IbKO Ha YTEHWE U BbINMOHEHME;

— r—onpeaenseT NPaBo TOJIbKO Ha YTEHUE;

— ---—onpeaenseT oTcyTCTBME Nt0OLIX NPaB AOCTYNa.

Mpn NonbITKe AocTyna cybbekTa K 0ObEKTY pelleHne O NpeaoCcTaBNeHUN AOCTYNa
AW OTKa3e B AoCTyne 6a3npyeTca Ha CaeayroLWem aifopUTMe:

— ABNAETCA M MAEHTUOUKATOP Mnonb3oBaTena (cybbeKkta) paBHbIM Hyato. Ecau
ABNAETCA, NPUHMMAETCS pelLleHne 0 rapaHTMpOoBaHMM NtoOOro A0CTyna Ha YTeHme/3anmch,
UrHopupya ©OuTbl npaB. JlocTyn Ha BbIMOJIHEHWE TaKXKe rapaHTUpyeTca Ana 3TOoro
naeHTndumKaTopa cybbvekra, ecam OUT MUCNOSIHEHMA CTOUT XOTA Obl ANA KaKoro-HmMbyab
cybbekTa. JanbHenlwme NpoBEPKMN NPOM3BOAMTLCA He By ayT;
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— ecnn naeHTUOUKATOpP  cybbekTa  AOCTyna CcoBMagaeT C  yKasaHHbIM
noeHTMPMKaATopom Bnadenbua o0b6bekTa, a OuTbl paspeleHuit YyCTaHOBAEHbI B
onpeaeneHHble 3HaYeHUA, pelleHne o A0CTyne WaM OTKase B A0CTyne OyaeT nMpUHATO B
COOTBETCTBMMW CO 3HAYEHUAMM BUTOB. JanbHenlme NPOBEPKN NPOMU3BOANTLCA He ByayT;

— ecnn MaeHTMOUKATOP OAHOM M3 rpynn cybbeKkTa AoCTyna (nepBUYHON WMAU
ntobor apyroi) coBnagaeT ¢ MAEHTUOUKATOPOM rpynnbl 06beKTa A0CTyna, a bUTbl NpaBs
(paspeweHnin) ana rpynnbl YCTaHOB/AEHbI B Kakoe-AMBO 3HayYeHWe, pelleHne O AOCTyne
MAW OTKase B JocTyne OyaeT MNPUHATO B COOTBETCTBMW CO 3HAYEHUsAMM OMTOB.
[anbHelwmne NpoBepKM NPOU3BOANTLCA He By ayT;

— ecau aeHTUPUKaTop cybbeKTa AOCTyNa UAN naeHTuduKaTop Atobor 13 rpynn, B
KOTOPOW COCTOMUT CyDbEKT A0CTYNa, He COBNaAaeT CO 3HaYeHMAMM aTpmbyToB BAaaenbLa U
rpynnbl A4na o6bekTa A40CTyna, OUeHMBAOTCA 3HaYeHMA BUTOB NpaB 414 06beKTa CornacHo
KaTeropmm WHbIX Nonb3oBaTenen. Ecnn OuMTOBAA MacKka nNpaB ANAa KaTeropmm WHbIX
no/sib3oBaTenen YCTaHOB/EHA B KaKoe-n1Mbo 3HaYeHune, pelleHne o A0CTyne NPpMHUMaEeTCS
COrN1aCHO YCTAHOB/AEHHbIM B HEM 3HAYeHWMAM UM CyDOBbEKTy npeaocTaBaAeTca A0CTyn K
0ODBEKTY.

NMPUMEYAHUE. Ecnm HMKAKoe M3 OMUCAHHbIX YCAOBUM HE BbIMOJHEHO U
naeHTndmKaTop cybbekTa AocTyna He paseH 0, NonbITKa A0CTyna BAOKMpyeTca.

4.3.1.5. PaclwimpeHHble aTpubyTbl U CIUCKK KOHTPOAA AOCTYNa

OC ABpopa noaaepKMBAET PaCLUMPEHHbIM MeXaHu3M (aTpubyTbl) 0OBLEKTOB, a
TaKKe CNUCKU KOHTPOAA AOCTyna B COOTBETCTBUMKM C TpeboBaHMaMM cTaHaapTa POSIX ana
®C EXT4. [daHHbIM MeXxaHM3M MO3BOASET CUCTEME NPeaocTaBnATb Hambonee TOHKO
CTPYKTYPUPYEMBIN A0CTYN CYOBEKTOB K OOBEKTAM.

K nepeyHto paclimpeHHbIX aTprMOyTOB OTHOCATCS CaeytoLine:

— A - (no atime updates) BpemAa MNOAy4YeHMA A0CTyna K ¢anny He byaet
0OHOBNATLCA, 4YTO ONAroNpMATHO MNOBAMAET Ha NpomsBoaAMTENbHOCTL PC B Caydae
CMLLKOM YacTbix 0bpalleHnit K danny;

— a - (append only) B $aln MOXHO TONbKO /[AOMUCbIBATb, HO HENb3A
yAanatTb/nepemMmeHoBbiBaTh (ya0bHO Ans coobuweHut o cobbitmax). Ecam  atpubyt
YCTQHOB/IEH Ha Manke, TO HaxoAdAwlmMecAa B Hem dalabl HeNb3sA yAaNATb, MOXKHO TO/bKO
C03/4aBaTb HOBblE M MOANDULIMPOBATL CYLLECTBYHOLLME;

— ¢ - (compressed) f4pPO NPOM3BOAWT MNPO3PAYHOE CKaTMe MHPOopPMaLMM
danna Ha AMCKe, a NpKU AOCTyNe BO3BPALLLAKTCA HECKaTble AaHHbIE;

— D - (synchronous directory updates) nNpu N\O,LI,VICI)I/IKaLI,l/Il/I MnanKu
N3MEHEHMA CUHXPOHHO 3aMMCbIBAOTCA Ha AMUCK;

— d - (no dump) MIFHOPWMPOBATb MNPU CO3AAHUM PE3EPBHOM KOMMM MPOrPAMMOM
dump;

— i - (immutable) 6WT, 3anpewatowmnin nobble M3meHeHMa danna (yaanath,

nepeMmeHoBbIBaTb M MoAMUUMPOBATL). Ecan aTpmbyT yCTaHOBAEH Ha nanky, To
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HaxoaAllmecsa B Hel danabl MOXKHO MoAMULMPOBATL, MPWU 3TOM yAaNATb MAM CO34aBaTb
HoBble $an/ibl HEBO3MOXKHO;

— j - (data journalling) ecam OC CMOHTMpOBAHa C MapameTpamu
data=ordered WAM data=writeback, AaHHble panna ¢ 3TUM aTPMOYTOM COXpaHAOTCA
CHayana B »KypHan ®C, n nuwb 3atem B dann. ATpubyT ycTaHaBNMBAETCA M CHMMAETCA
TONbKO CyMnepnonb3oBaTe/leM U He AeNCTBYeT NpW MOHTUPOBAHUKM C MapameTpom
data=journal (T.K. B 3TOM C/y4ae AaHHble TaKXKe COXPaHATCA CHavana B XKYpPHaN U
aTpMOyT He MMEeeT CMbICNa);

— s - (secure deletion) NOAHOE yaaneHue ¢panna (MecTo Ha AMCKe, rae OH
HaxoAMACA, 3aNONHAETCA HYNASMM);
— S - (synchronous updates) NpAMaa 3anucb Ha AMCK 6e3 K3LWWMPOBAHMSA

(obHOBNEHME B dailne NPoUCXoauT Ha AUCKE CUHXPOHHO ¢ MII, M3MEeHAWMM AaHHbIN
daiin);

— u - (undeletable) npu vyaaneHum ¢akna C TakMM  aTpubytTom ero
COMEPKMMOE COXPAHAETCHA, YTO MO3BONAET YCMNELWHO WCNO/b30BaTb MHCTPYMEHTbI ANA
BOCCTAHOB/IEHWNA YAANEHHbIX GaNN0B;

— T — Manka C Takum aTpubyTomM CUMTaeTCcA PacnoNOXeHHbIM Ha BepLlIMHe
Mepapxmnm Nanku c Lenblo MCNoab30BaHWA MeToda pacnpeaenerHns 61okos OpnoBa;

— t — B KOHel, ¢aiina ¢ TakKMM aTpMbyTOM HEBO3MOMKHO MPUCOEAMHUTL APYrom
dann (tail-merging). Ha MOMEHT HanucaHus ext2 u ext3 He noadepsKmBanm tail-
merging (HE CYMTAA IKCMEPUMEHTAIbHbIX NaTyel);

— E — VKas3blBaeT Ha Haamuyme ownbOK npu cxatnum ¢arna. HeBO3MOKHO
YCTAHOBUTb/CHATb C MOMOLLbIO chattr, MOMXHO /IMLWb NPOCMOTPETb KOMAHAOM 1sattr;

— e — YKa3bIBaeT, YTo Gpain MCcnonb3yeT AONONAHEHMA ANS pa3MmelleHns BAOKOB Ha
ANCKe. HEeBO3MOXHO YCTaHOBUTL/CHATL C MOMOLLBIO chattr, MOXHO /IMLIb MPOCMOTPETb
KOMaHAoM 1sattr;

— I —YKa3blBaET, YTO Nanka bblna NPoONHAEKCMPOBAHA NPU UCMOb30BAHUN htree.
HeBO3MOMKHO YCTAHOBUTb/CHATb C MOMOLLbID chattr, MOXHO /UlWb MNPOCMOTPETb
KOMaHAOM lsattr;

— H — yKa3bIBaeT, 4To $ann XxpaHUT cBon 610KM B eamHmuax C, a He B eaMHMLAX
CEKTOPOB, 3TO O3Ha4yaeT, YTo dain umeeT pasmep bonee 2TB (MM Koraa-To 3aHUMan).
HeBO3MOMHO YCTAaHOBUTL/CHATL C MOMOLLBIO chattr, MOXHO /MUWb MNPOCMOTPETb
KOMaHAOM lsattr;

— X — YKa3blBAET Ha Ha/IMYMe BO3MOXKHOCTM NMOSYYUTb NPAMOMN HENOCPEACTBEHHbIM
[OCTyN K cxaTtomy dainy. HeBO3MOMKHO YCTaHOBUTL/CHATb C MOMOLLbID chattr, MOXHO
/LWL NPOCMOTPETb KOMAHA0MN 1sattr;

— Z — YKasblBaeT, YTO CXaTblh ¢aln is dirty. Henbs3s yCTaHOBUTL/CHATbL C
MOMOLLbIO chattr, MOXHO NMLb NPOCMOTPETb KOMAHAOM 1lsattr.

MpocmoTp aTpmbyToB ocyllecTBadeTca ¢ nomoulpto MPBO l1saatr, a yCTaHOBKA
nnn moamduKauma ocyulectsnsetca ¢ nomoupto MPBO chattr. Mpn aTom aTpubyTbl And
0OBbEeKTa COXPaHATCA B MeTaaHHbIX 06beKTa (i-node) PC EXT4.
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PacwmpeHHble aTpmnbyTbl ACL coaepkaT cneaytoulyto MHGOpMaumio:

— NpKW3HaK (MeTKa) TMNa 3Ha4YeHMa CNMCKa KOHTPOSA A0CTyNa;

— yTOYHSALLee 3HaYeHre (YTOYHAET npeablayLinini NPUsHakK);

— Habop npaB, KOTOPbIM onpeaendaeT AMCKPELMOHHble npaBa Ana cybbekTa,
MCMNONb3yA CHayana NPM3HaK TMNa, a 3aTeM ero yToYHaAoLLee 3Ha4YeHMe.

CyLLeCcTBYIOT CeAytoLLmMe NPU3HAKM:

— ACL_GROUP — onpefenseT BO3MOXHOCTb A0CTyna Ana cybbeKTa, y KOTOporo
MOEHTUPUKATOP TPYNMbl COBMNadaeT CO 3HAYEeHWMEM, yKa3zaHHbIM ANA TPYMNMbl B CNWUCKe
KOHTPO/1A A0CTYyNa 06beKTa B KAYeCcTBe YTOYHAOLLEro 3HaYeHNs;

— ACL GROUP OBJ — onpejendeT BO3MOXHOCTb AOCTyna [Ana cybbekta, vy
KOToporo maeHtudumkaTop rpynnbl (Mam nobor n3 naeHTMPUKATOPOB rpynnbl cyObeKkTa)
COBMaJaeT co 3HaYeHemM naeHTUdGUKaTopa rpynnbl 06bEKTA;

— ACL_MASK — onpefensaeT MakCMManbHO BO3MOXHOe 3HayeHne BMTOB NpaB AnA
rpynnbl Uan rpynn;

— ACL_OTHER — onpezenseT npasa A0CTyna 414 CyObeKkToB, KOTOpble He MoryT
ObITb COOTHECEHbI C Nt0ObIM 3HaYEHNEM NAEHTUDUKATOPOB, YKAa3aHHbIX B CMUCKE KOHTPOAA
AocTyna;

— ACL_USER-— onpefenseTt npasa ANna cybbeKkTa, naeHTMOMKATOp KOTOPOro yKasaH
KaK yTouHAtoLLee 3Ha4YeHMe Baaenbla 06beKkTa;

— ACL USER OBJ — onpefensaeT npasa A0CTyna Ana obbeKkta, naeHTudMKaTop
KOTOPOro coBMnafaeT Co 3Ha4YeHnem Bnagenbla obbekTa.

YTouHAOWEe 3HAYeHWe — 3TO 3HayeHue, Tpebyemoe MPU3HAKOM ACL GROUP W
ACL USER. OHO MOXeT cofep)KaTb WMAeHTUPMKATOp MNONb30BaTens Wau rpynnbl, ANA
KOTOpbIX OyAeT NPMHMMATLCA pelleHne O NpeaoCTaBAeHMM A0CTyna B COOTBETCTBUM C
buTamm npas.

MpaBa AoCTyna AANA CMMCKOB KOHTPOAS A0CTyna ACL — CYULEeCTBYKOT Kak OuTbI
3HaYeHM NpaB, 03HaYyalWMX YTeHue (r), 3anuce/yaanerHune (w) MAM BbINOAHEHWE/NOMCK
(x).

OTHOLWIEHMA, BO3HMKatOLWIME MNPU MPUHATUN pPEeLIeHMA B MOMEHT CPaBHEHMS
6a308BbiXx NMpaB (BUTOBOM MACKM) M pacClUMPEHHbIX MpaB (CIMCKOB KOHTPOAS A0CTyna),
COCTOAT B CNEAYHOLEM:

— CMWCOK KOHTPONA AO0CTyna ACL cYMTaeTcs o06s3aTenbHbIM MAWM MUHMMANbHO
HeobxoAMMbIM ANA TMNOB ACL USER _OBJ, ACL GROUP OBJ M ACL_ OTHER;

— Tvnbl ACL GROUP MAM ACL USER CYMTAIOTCA PACLIMPEHHBIMW WU OLLEHWMBAOTCA
Npu HannM4um;

— MO YMOIYaHUIO (eCIM He YKa3aHOo MHoe) TMN ACL USER OBJ, ACL_GROUP_OBJ U
ACL_OTHER NPWMHMMAIOT 3HayeHuna, coBnagatolime ¢ 6a3oBbiM 3HayeHrem BUTOBOM MacKm
BNaAeNbLa M rpynnbl 00BbEKTa;

— €C/IM YKa3aHbl YyTOYHAKLWME 3HAYeHMA ANA TUNOB ACL GROUP M ACL_USER, KaK
MUHUMYM OAHO 3HayeHue Tuna ACL MASK AO/MKHO ObiTb yKa3aHo. MHave TMn ACL MASK
TaK)Ke cymTaeTca Heobsa3aTelbHbIM, M ero 3Ha4yeHue MoXKeT ObITb He YKa3aHo.
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[MpoBepKa pacCWMpPEHHbIX NPaB NpW onpeaeneHnn NonbiTKM A0CTyna cybbeKkTa K
0OBbEKTY, Ha KOTOPOM YCTAaHOBAEHbl pacluMpeHHble aTpubyTtbl ACL, npoucxoauT no
cnenyolLemy anroputmy:

1) EC/IN: naeHTMdmKaTop cybbekTa AocTyna coBnadaeT Cc MAEHTUPUKATOPOM
BNagenblia 0bbekTa AOCTYNa;

TOlJA: oueHMBatOTCA 3HAYEHMA 3aMPOLLUEHHbIX NMPaB, YCTAHOBAEHHbIX B 0Obeme
ANA TMna ACL USER OBJ, W CyDbeKT nosyvaeT AOCTyn K 0bbeKTy B obbeme yKa3aHHbIX
npas.;

MHAYE: noctyn 610KnpyeTcs;

2) EC/IX: npeHTMdMKaTOop cybbekTa A0CTyna coBnafaeT ¢ NtobbIM yKa3aHHbIM
MOAEHTUOMKATOPOM BAade bl 06beKTa AOCTyNa, YMTOMAHYTbIM ANA TUNA ACL USER;

TOTdA: oueHMBAOTCA 3HAYeHMA 3aMnpOLLEeHHbIX NpaB, YCTaHOBAEHHble B 0bbeme
CHayana Ana Tvna ACL USER, a 3aTeM A1A Tuna ACL MASK, M cybbeKT noayyaeTt AOCTyn K
00beKTYy B 0Obeme yYKa3zaHHbIX NPas;

UHAYE: noctyn 6n10KnpyeTcs;

3) EC/IN: ocHOBHOM MAM A06aBOYHbLIN MAeHTUOMKATOP rPpynnbl cybbeKkTa AocTyna
CoBMaZaeT C /bbIM  YyKa3aHHbIM  MAEHTUPUKATOPOM rpynnbl  obbekTa A0CTyna,
YyNOMAHYTbIM /14 TUNA CHayana ACL GROUP_OBJ, a 3aTeM ACL_GROUP;

TOlOA: oueHumBatoTCcAa Npasa 4a4a npusHaka Tmna ACL_MASK,

N ECJIU: npaBa A40CTyNa COAep*KaT 3aNpoLLeHHble 3Ha4YeHnA Ana ntboro ns TMNos
ACL GROUP_OBJ, ACL GROUP, ACL MASK;

TOTAA: nocTyn npeaocTaBiAeTcs;

MHAYE: noctyn 6n10KmnpyeTca.

4.3.1.6. MexaHun3m pa3pelieHnin HabopoB BO3MOXKHOCTEN

OMMCAHWE: pns BbINOMIHEHMA NPOBEPKM NpaB A0CTyna cybbeKTbl A0cTyna
Pa3aenslT Ha ABe KaTeropuu: npusuaervposaHHblie (ID adpdekTMBHOro nonb3oBaTend
PaBeH HY/O, KaK y Cynepnonb3oBaTtensa), M HenpueuaernposaHHble (ID adpdekTnBHOrO
No/Ib30BaTENA HE PABEH HY/IO).

CMUCOK PA3PELLEHWW: BO3MOMKHOCTM, peannsosaHHble B cocTase OC Aspopa, a
TaKXKe onepauyn nam nosegeHune, paspellaemble 4aHHbIMU BO3MOXKHOCTAMM:

— CAP AUDIT CONTROL — MO3BO/NAET BK/IOYATb WM BbIKAOYATL ayaAuT AA4Pa,
M3MeHATb GUAbTPYHOLLME NPaBUAa ayamMTa, NOAyYaTb COCTOSHUE ayaMTa U GUabTpyolime
NpaBuaa;

— CAP_AUDIT WRITE — NO3BOJIAET 3aMM1CbIBaTb AAHHbIE B XKypHai ayamTa A4pa;

— CAP BLOCK SUSPEND — MO3BOJIA€T MCMNO/b30BaTb BO3MOXHOCTM, CMOCOOHbIe
NPEMBOANTL K O/IOKMPOBAHMIO MPUOCTAHOBKU CUCTEMbI (epoll (7) EPOLLWAKEUP,
/proc/sys/wake lock);

— CAP_CHOWN — NO3BO/AET BbINONHATL NPOU3BOJIbHbIE U3MEHEHNA GaNOBbIX UID
N GID;
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— CAP DAC OVERRIDE — MO3BOJIAET NPOMYyCKaTb NPOBEPKM AOCTyna K danny Ha
YTeHMe, 3aNnCb U BbINOJIHEHNE;

— CAP_DAC READ SEARCH — NO3BO/AET MPOMYyCKaTb NPOBEPKM AOCTYNa K Gpany Ha
yTeHMe M [O0CTyna K MNanke Ha YTeHMEe W BbINOAHEHME; BbI3bIBATb  QYHKLMIO
open by handle at();

— CAP FOWNER — NO3BO/IAET BbINOJHATb CeAytolme AeUCTBUA:

® MponyckaTb NMPOBEPKM AOCTyna Aasa onepauunm, Kotopble 06blMHO TpebytoT
cosnagenua UID ®C npouecca n UID danna (Hanpumep, chmod, utime), MCKAOYASA
onepauuu, oxeaTblBaemble CAP DAC OVERRIDE M CAP DAC READ SEARCH;

® YCTaHaB/AMBATb PACLUMPEHHbIE aTPUOYTbl NPON3BONAbHbLIX GanN0B;

® yCTaHaBAMBATb CMUCKM KOHTpona aocTyna (ACL) npom3BonbHbIX Gainnos;

® VIrHOPMPOBATb 3aKpPEnAAOLWMM OUT Npn yaaneHnm Gpamnna;

e 33naBatb O_NOATIME ana npom3BonbHbIX $painnoB B open U fcntl;

— CAP FSETID — MNO3BO/AET He O4MlaTbh OUTbl pexuma set-user-ID U set-
group-1ID NpU M3MeHeHUN Galna, a TaKKe YCTaHaBAMBaTb OUT set—-group-1ID Ha ¢ann, y
KoToporo GID He coBnagaetr c 6utom OC wmam nbbIMM  gononHUTENbHbIMKM  GID
BbI3bIBAOLLErO NpOLLecca;

— CAP IPC LOCK — N0O3BOJAET 6/‘IOKl/IpOBaTb NaMATb (mlock (2), mlockall(2),
mmap (2), shmctl (2));

— CAP IPC OWNER — NO3BOAET HE BbIMOAHATL NPOBEPKM AOCTYNa ANA OnepaLumm ¢
obbekTamm System V IPC;

— CAP KILL — MO3BOJIAET HE BbINOJHATL MPOBEPKM MPWU OTNPaBKe CUIHasIOB.
K [OaHHOM BO3MOXHOCTM OTHOCMUTCA MCMONb30BaHME ioctl(2) C onepaunen
KDSIGACCEPT;

— CAP_LEASE — N03BO/IAET YCTaHaBAMBATb apeHAy Ha MPOM3BO/bHble dalinbl;

— CAP_LINUX IMMUTABLE —  MO3BO/AeT  YyCTaHaB/AuBaTb  inode-¢pnaru
FS_APPEND FL W FS IMMUTABLE FL;
— CAP_MKNOD — TMO3BO/AAeT C€O03[aBaTb CrneunanbHble ¢Gaiibl € NOMOLLbIO

mknod (2);
— CAP _NET ADMIN — MNO3BO/IAET BbIMNO/NHATL CIeAytoWwue ceTeBble onepauum:
® HacTpoWKa nHTepdenca;
e ynpasneHune IP M3, TpaHchAUMEN aapeCcOB M BEAEHNEM YYETA;
® 3MeHeHMe TabanLbl MapLIpyTU3aLNK;
e npuBA3Ka K Ntobomy azpecy A8 NPO3PAYHOro NPOKCMPOBAHMSA;
® Ha3HayeHue TMMNa CepBuCa;
® OYWUCTKA CTaTUCTUKM ApanBepa;
® BK/IIOYEHWME peXMMA 3aXBaTa (promiscuous);
® BK/IIOYEHNE MHOr0aApPECHbIX PACCbI/IOK (multicasting);

95



1 OTOKPI:ITAFI
PyKoBOACTBO aAMMHUCTPATOPA l F.‘ni%‘gé’ﬁ'ﬁi

® UCMNO/MIb30BaHME setsockopt (2) ANA BKAOYEHUA CAedyrowmnX napameTpos
COKeTa: SO DEBUG, SO MARK, SO PRIORITY (4n1A mpuopuTeToB BHE aAmanasoHa 0-6),
SO_RCVBUFFORCE M SO SNDBUFFORCE,;

— CAP NET BIND SERVICE - no3sonseT NPUBA3bIBaTb CoKkeT K
NPUBUNETMPOBAHHBIM NOPTAM AOMeHa ceTn NHTepHeT (Homepa NnopToB MeHblie 1024);

— CAP NET RAW MO3BOJIAET BbINOJHATL CNeytoline AeNCTBUA:

® KCMNO/1b30BaTb COKETbl RAW U PACKET;

® NpPMBA3bIBATLCA K I0OOMY agpecy 414 NPO3PaYHOro NPOKCUPOBAHMUSA;

— CAP SETGID — NO3BO/AET BbIMNONHATL NPOU3BO/IbHbIE AeincTena ¢ GID npouecca
M CnuMCKOM pononHuTesnbHbiX GID, a Takxke nogdensiBatb GID npu nepepade
BO3MOXHOCTEM COKeTa yepe3 AoMeHHble cokeTbl UNIX; 3anucbiBaTb oTobparkeHue |ID
rpynnbl B MO/1b30BaTe/IbCKOE NPOCTPAHCTBO MMEH;

— CAP_SETFCAP — NO3BONAET Ha3Ha4aTb GainIoBble BOSMOXHOCTH, MPY 3TOM:

e ecan daninoBble BO3MOXKHOCTM He MNOAAEPHKMBAKOTCA: MNPeaoCTaBAATbL U
OT3bIBaTb N1t0OY0 BO3MOXKHOCTb B CMMCKE Pa3peLleHHbIX BO3MOMHOCTEN BbI3blBAOLLENO
nnn noboro Apyroro npolecca (AaHHoe CBOMCTBO CAP SETPCAP HeAOCTYMHO, eCAn AAPO
cobpaHo ¢ noaaepKKon GannoBbix BO3MOXKHOCTEN, T.K. CAP_ SETPCAP WMMEET NOJIHOCTbIO
APYIy0 CEMAHTUKY Y TakUX aaep);

e ecnn  GannoBble BO3MOXMHOCTM  NOAAEprKMBatOTCA: A00aBnATbL  Ntobyto
BO3MOXHOCTb M3 OrpaHM4mMBatoLLero Habopa BbI3blBAOWEN HUTM B €e Hac/neayemblit
Habop; OT3bIBaTb BO3MOKHOCTU M3 OrpaHMymMBatoLlero Habopa (c nomoubto pretl (2) C
onepaumen PR CAPBSET DROP); U3MeHATb Garn securebits;

— CAP SETUID — NO3BONAET BbIMNOAHATL NPOU3BONbHbIE AencTena ¢ UID npouecca
(setuid(2), setreuid(2), setresuid(2), setfsuid(2)); nogaensiBatb UID npwu
nepefaye BO3MOXHOCTEM COKeTa u4epe3 AomMeHHble cokeTbl UNIX; 3anucbiBaTb
oTobparkeHune ID nonb3oBaTeNA B N0/b30BaTE/IbCKOE MPOCTPAHCTBO MMEH;

— CAP SYS ADMIN NO3BOJIAET BbIMNONHATL CNefytoLine AeNCTBUA:

e pelaTb 3a4ayM ynpaBAeHMA CUCTEMOW: quotactl(2), mount (2),
umount (2), swapon(2), swapoff(2), sethostname(2) W setdomainname (2);

® BbLINOJIHATL MPMBMAETMPOBAHHbIE oOnepauMnm syslog(2) (408  AaHHbIX
onepauuii HeobxoAMMO UCNONBb30BaTb CAP SYSLOG);

® BbINOJHATb KOMaHAY VM86 REQUEST IRQ vm86(2);

® BbIMNOJIHATL oOnepauMm IPC SET W IPC RMID Haf MPOU3BOIbHbIMMU
0bbeKTaMn System V IPC;

® epesanuncbiBaTb OrpaHnYeHna pecypca RLIMIT NPROC;

® BbINO/MHATL OMepauMm Had pPaACWMPEHHbIMKM  aTpPMbyTamMn trusted W
security;

® MNCMNONb30BaATb lookup dcookie (2),

® 1CMO/Ib30BaTb ioprio set (2) A8 Ha3HA4YeHMA KAACCOB M/IaHMPOBAHMA
BBOJA-BblBOAA IOPRIO CLASS RT WM IOPRIO CLASS IDLE;
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e noaaensiBatb PID npu nepegave BO3MOXMKHOCTEN COKETa yepe3 AOMEHHble
cokeTbl UNIX;

® MnpesBbiWwatb /proc/sys/fs/file-max, CUCTEMHOE OrpaHWYeHWEe Ha
KOZIMYECTBO OTKPbLITbIX Gai/IoB B CUCTEMHbIX BbI30Bax, OTKPbIBAOLWMX Galiibl (Hanpumep,
accept (2), execve(2), open(2), pipe(2));

e 3a3aencTBoBatb dnarm CLONE_*, cosgatouime HOBble MPOCTPAHCTBA MMEH C
NOMOLLbIO clone (2) W unshare (2) (4158 CO34aHMA NONb30BATENBCKUX MPOCTPAHCTB MMEH
He TpebyeTcs HUKAKMX MHbIX BO3MOXKHOCTEN);

® BbI3blBaTb perf event open(2),

® M0AYyYaTb AOCTYN K MHPOPMALMM O NPUBMUNETMPOBAHHOM CODLITUN perf;

® Bbi3blBaTb setns (2), TpebyercA CAP SYS ADMIN B MPOCTPAHCTBE WMeH
Ha3Ha4YeHus;

® BbI3bIBATb fanotify init (2);

® BbI3bIBATb bpf (2);

® BbINOMHATL ONepPaunM KEYCTL CHOWN W KEYCTL SETPERM B keyctl(2);

® BbINOJIHATL ONepaLmio MADV HWPOISON Bmadvise (2);

e 3aaencrteoBaTtb TIOCSTI B ioctl(2) AnA BCTaBKM CMMBOJIOB BO BXOZHYHO
oyepeab TEPMMUHANG, OTIMYHOTO OT YNPABAAOLWErO TEPMNUHANA, BbI3bIBAKOLLETO;

® 33/1eMCTBOBATb YCTAaPEBLUMIM CUCTEMHbIN BbI3OB nfsservctl (2) ;

® 3371eMCTBOBATb YCTAPEBLUMA CUCTEMHbIM BbI30B bdflush (2);

® BbLINOJIHATL PA3/INYHbIE NPUBUAETMPOBAHHbIE ONepauum ioctl (2) Hafg
6104HbIMK MY;

® BbINOJ/IHATbL PA3/INYHbIE NPUBUAETMPOBAHHbIE onepauun ioctl (2) Hag PC;

® BbINONHATL aAMMHUCTPATUBHbIE ONepaLMmn Haa ApaneBepammn MY;

— CAP_SYS BOOT — NO3BOJIAET MCMNO/Nb30BaThb reboot (2) U kexec load(2);
— CAP_SYS CHROOT — MO3BOJIAET MCMO/Ib30BaTb chroot (2);

— CAP_SYS MODULE — MO3BOJIAET 3arpy*kaTb M BbIrPyXaTb MOAYNN AAP3;

— CAP_SYS NICE MO3BOJIAET BbIMOJAHATb CAeAytolime AeNCTBUA:

® MOBbIWATL 3HAYEHME YCTYNYMBOCTN NpoLecca (nice (2), setpriority(2))
N U3MEHATb 3HaYeHMne YCTYNYMBOCTM Y MPON3BO/IbHbIX MPOLLECCOB;

® Ha3HayaTb MNOJUTUKN NAAHMPOBAHNA PeasbHOro BPEMEHM ANA Bbl3bIBAOLWLETO
npouecca, a TaKXKe MOAUTMKM NAAHMPOBAHUA U MPUOPUTETbI ANA MNPOU3BOJbHbIX
npoueccoB (sched setscheduler(2), sched setparam(2), shed setattr(2));

® BbINOJIHATL MNPUBA3KY K 31EKTPoHHOW noanucu (3M) Ana NPOU3BOJbHbLIX
npoueccos (sched setaffinity(2));

® Ha3HayaTb K/aacC MAaHMPOBAHWA BBOAA-BbIBOAA WM NPUOPUTET AN
NPOWM3BO/bHbIX NPOLLECCOB (ioprio set (2));

® MPUMEHATb migrate pages(2) K MNPOM3BONbHbIM MNpoOLECcam A48 WX
nepemeLleHnA Ha NPOM3BOIbHbIE Y3/1bl;

® MPUMEHATb move pages (2) K MNPOMU3BOJIbHbIM NMpoLeccam,;
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MCHOﬂbBOBaTb¢ﬂarMPOL_MF_MOVE_ALIJ3mbind(2)l4move_pages(2);

— CAP_SYS PACCT — NO3BOIAET UCMONb30BaTb acct(2),
— CAP_SYS PTRACE — N0O3BOJIAET BbINONHATL CeAytowmne AeNCTBUA:

TPaccMpoBaTb OO0 NPOLLECC C MOMOLBIO ptrace(2);
NPUMEHATb get robust list (2) K NPOW3BO/bHbLIM NMPOLECCAM;
nepemellaTb AaHHble B/M3 NamMATU MPOM3BOJIBHOIO MPOLECCa C MOMOLLbO

process vm readv (2) Wprocess vm writev(2),

M3y4aTb NPOLECCHI C NOMOLbIO kcmp (2) ;

— CAP_SYS_RAWIO — no3BondAeT BbINONHATL CAeaytouime AeNCTBUA:

BbINO/IHATb ONepaLnmn BBOAA-BbIBOAA M3 NOPTOB (iopl (2) m ioperm(2));
pa3pelaTb 4OCTYN K /proc/kcore;

3aaencTeoBaTb onepaunto FIBMAP B ioctl (2);

OTKpbIBaTb MY Ans A0CTyNa K cneumanbHbim pernctpam x86 (MSR);
06HOBNATL /proc/sys/vm/mmap min_ addr;

C03/1aBaTb OTOOParKEHUSA NAMATM NO agpecam, MeHblLIe 3HAYEeHWNA, 3a4aHHOI0

B /proc/sys/vm/mmap min addr,

oTobpaxKaTb Ganbl B /proc/bus/pci;

OTKpbIBaTb /dev/mem u /dev/kmem;

BbIMOJIHATbL Pa3/IMYHbIE KOMAHAbI MY SCSI;

BbINO/IHATL onpeaeneHHble onepaunn ¢ MY hpsa (4) M cciss (4);
BbINMOJIHATb HEKOTOPbIE CMeLManbHble onepauynm ¢ APYrmMm YCTPONCTBAMM;

— CAP_SYS RESOURCE — NO3BOJIAET BbINO/IHATL C/iegyouimne ,EI,EVICTBVIFII

MCNO/b30BaTb 3ape3epBMpPOBaHHOE NPOCTPaHCTBO OC ext2;

COBEpPLATb BbI30Bbl ioctl (2), yNpaBaatoLLMe KypHanmpoBaHmem ext3;
NpPeBbILWAaTb OrPaHNYeHne ANCKOBOro NPOCTPaHCTBa;

YBE/IMYMBATb OrPaHUYEHMA MO pecypcam;

nepesanmcbiBaTb orpaHMyeHme pecypca RLIMIT NPROC;

NpeBbIaTb MaKCMMabHOE KOIMYECTBO KOHCO/IEM MPU BblAENEHNM KOHCONW;
NPeBbILWLATb MAaKCMMa/IbHOE KONMYECTBO PACKNAL0K;

ncnonb3oBaTb bonee, yem 64 L npepbIiBaHMA M3 4aCOB PeabHOr0 BPEMEHMU;
Ha3HayaTb 3HaYeHWe msg gbytes oyepeamn coobuweHuit System V bBonblie

orpaHun4yeHus /proc/sys/kernel/msgmnb;

NPeBbIWATb OrpaHn4eHne /proc/sys/fs/pipe-size-max NPU Ha3HaAYEHUN

BMeCTMMOCTU KaHa/1a C NMOMOLWbKO KOMaHAbI F_SETPIPE_SZ y fcntl(2);

ncnonb3osatb F_SETPIPE _SZ anAa yBennyeHma BMeCTMMOCTWU KaHana 6onblue,

4YeM orpaHMyeHune, 3ajaBaeMoe B /proc/sys/fs/pipe-max-size;

npesbIWaTb orpaHuyeHune /proc/sys/fs/mqueue/queues max npu

co3gaHum odepenenn coobueHnin POSIX; 3apeictBoBaTh onepauuto PR_SET MM B

prctl (2);
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® yCTaHaBAMBaTb /proc/PID/oom score adj B 3Ha4eHMe MeHbllee, 4Yem
nocneaHee yCtaHOB/IEHHOE 3Ha4YeHMe NpouecCoM C NOMOLLBbIO CAP SYS RESOURCE,

— CAP_SYS TIME - nossosaeT HacTpauBaTb CUCTEMHbIE Yachl
(settimeofday(2), stime(2), adjtimex(2)) W Yacbl pPeanbHOrO BPEMEHMU
(annapaTHble);

— CAP SYS TTY CONFIG — MO3BONAE€T  WCNOAb30BaTb  vhangup(2) MU

33/1eMCTBOBATb Pa3/INyHble NMPUBUAETMPOBAHHbIE ONepaumMmn ioctl (2) C BMPTYaSbHbIMM
TEPMUHANAMMU;
— CAP_SYSLOG — N0O3BO/IAET BbINONHATL CAeAytoLLIne AeACTBUA:
® BbINOJIHATb NPUBUAETMPOBAHHbIE ONepaLnn syslog (2);
® NpocmMaTpuBaTb adpeca Aapa, oTobpaxkaemble B /proc M APYruUX
nHTepdercax, Koraa 3HayeHme /proc/sys/kernel/kptr restrict paBHO 1;

— CAP_WAKE ALARM — VYCTaHaB/AMBaTb TaliMepbl CLOCK REALTIME ALARM U
CLOCK_BOOTTIME ALARM Npu NpoByXAeHUN CUCTEMBI.

HABOPbl BO3MOMHOCTEW CYBBEKTA: Kaaas HWTb wumeeT  Habopbl
BO3MOXHOCTEN, coaepKalimeHoNb n/unmn bonee cneayroLmx BO3MOXKHOCTEN:

1) Pa3pelueHHble aencTBua (Permitted). Permitted — OrpaHMymMBatoWLMin Habop
30dEKTUBHBIX BO3MOXHOCTEM, KOTOPbIMM Hadenaetca HWUTb. [aHHbIA Habop Takxke
OrpaHMYMBAET CMMUCOK BO3MOXKHOCTEIM, KOTOPbIE MOTyT ObiTb A406aBAEHbI B HAaCAEAyeMbI
Habop 417 HWUTK, He MMeloWeln BO3MOMKHOCTEN CAP SETPCAP B CBOeM 3PPEeKTMBHOM
Habope. Ecan HUTb cbpacbiBaeT BO3MOMKHOCTb B CBOEM pa3pellnTeibHOM Habope, oHa He
CMOXET MONyYnTb ee 0OPaTHO (eCIM TONBKO HE BbINOIHAETCA execve (2) A1A NPOrPaMMbl
C set-user-ID-root WAW MNPOrpamma, y KOTOPOM COOTBETCTBYHOLME BO3MOMKHOCTU

dalina NpeaocTaBAAOT 3Ty BO3MOMXKHOCTb);

2) Hacneayemble aeictBuA (Inheritable). Inheritable — Habop HacneayemMbix
BO3MOHOCTEN, KOTOpble OCTatOTCA TaKOBbIMM MPW BbINOAHEHMM NOOOM NPOrpaMmmbl U
COXPaHAIOTCA MpPM BbI30BE execve (2). Hacneayemble BO3MOMKHOCTM [00aBNAOTCA B
paspeLlnTenbHbIi Habop, ecn BbIMOMHAKOWAACA NPOrpaMma MMeeT COOTBETCTBYOLLME
YCTaHOB/IEHHbIE OUTbI B $aIOBOM Hacneayemom Habope. Ecam BbInoNHEHWE NPONCXOANT
He OT MMEeHM Cynepnonb30BaTeNsa, HacaedayemMble BO3MOMXKHOCTM He COXPaHAKTCA noc/e
execve (2), noatomy MII, KoTOpbIM HeobXoAMMO BbINOMHATL BCMOMOraTesibHble
NPOrpPaMmbl C MOBbILLEHHbIMKU BO3MOXHOCTAMKW, TpebyeTcs WCNONb30BaTb HAPYKHble
BO3MOMHOCTM (ambient capabilities),

3) 9bdekTnBHbIE aencTBMA (Effective). Effective — [AaHHbIM  Habop
BO3MOHOCTEN MCMONb3YyeTCA AAPOM NPW BbIMOJHEHUN MPOBEPOK NPAB HUTMK.

C nomoulblo capset (2) HUTb MOXET M3MEHATb CBOM HabopPbl BO3IMOXKHOCTEMN.

®ann  (MPBO)  /proc/sys/kernel/cap last cap COAEPXMUT  YMC/IOBOE
3Ha4YeHMe camoi HO/bLION BO3MOMKHOCTM, MOAAEPKMBAEMOM paboTatolwmm SApom. ITO
MO}HO WCMNONb30BaTb ANA onpedeneHns Hambonbwero 6uTa, KOTOPbIM MOMET ObiTb
yCTaHOB/EH B Habope BO3MOXKHOCTEMN.

®ANNOBBLIE  HABOPblI  BO3MOMHOCTEW: B OC Aspopa cBA3b Habopos

BO3MOMKHOCTEM C MCMOJIHAEMbIM (I)alZﬂON\ noA4ePXKMBAETCA C MNOMOLWBIO setcap (8).
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Habopbl BO3MOXHOCTEN GalNa XPaHATCA B pacliMpeHHOM aTpubyTe, ANAa 3anucu B
KoTopbln TpebyeTcs Bo3mMoXKHOCTb CAP_SETFCAP. Habopbl $alifioBblX BO3MOXKHOCTEWN
BMecTe C¢ HabopamMm BO3MOXKHOCTEM HUTW onpeaensatoT Habopbl BO3MOMKHOCTEN HUTU
noc/sie BbINONHEHNS execve (2) .

CyLwiecTtsytoT cneaytouime Gpannosbie Habopbl BOSMOKHOCTEN:

— permitted (paHee Ha3blBaBWMIACA forced) — BO3MOXHOCTM aBTOMATUYECKM
Pa3peLatoTca HUTU HE3ABMCMMO OT ee YHacAeA0BaHHbIX BO3MOXKHOCTEN;

— inheritable (paHee Ha3biBaBLIMNCA allowed) — Habop obbeanHaeTca (AND) ¢
yHacnenoBaHHbIM - Habopom  HUTKW, 4YTOObI ONpeaennTb, KakMe yHac/leAo0BaHHbIE
BO3MOXHOCTM OyAyT BKAOYEHbI B €€ pa3peLlnTebHblii Habop nocne execve (2);

— effective — B [JEWCTBMTENbHOCTM npeacTaBnseTr cobor He Habop, a
OAMHOYHbIN BUT. ECnn BUT BKIOYEH, TO NPU BbI30BE execve (2) BCE HOBblE pa3peLleHHble
BO3MOMHOCTM HUTK ByayT TakKe AobaBneHbl B aQPEKTUBHbLIN HAboP. ECam BUT BbIKNKOYEH,
TO nocne execve (2) HWM OAHA W3 HOBbIX pPa3pelleHHbIX BO3MOXKHOCTEM He byaet
nobasneHa B HOBbIN 3ddEKTMBHbBIN HAaboP.

BkatoueHne apdpeKkTnBHOro dpannosoro bmuta nogpasymesaet, 4yTo Ntobaa dpannosas
paspelinTenbHaa WM Hacneayemas BO3MOMKHOCTb, MO3BOMAIOWAA HUTKM  MOAYYUTb
COOTBETCTBYHOLLY Pa3peLlnTeibHY0 BO3MOXKHOCTb NPU execve (2), TAKKe NOAYYMT ee B
addeKkTMBHOM Habope.

MosaToMy ecaM nNpu  Ha3HadYeHWuM  BO3MOXKHOCTEM  danny (setcap(8),
cap set file(3), cap set fd(3)) yKa3aTb aQpPeKTUBHbLIN GNar Kak BKAOYEHHbIA ANA
N060M BO3MOKHOCTM, SDDEKTUBHBIN baar AOMKEH TakKe BbiTb YKa3aH BKAOYEHHBIM A
BCEX  OCTa/lbHbIX  BO3MOXHOCTEW, ANA  KOTOPbIX  BK/AKOYEH  COOTBETCTBYHOLLMM
Pa3peLInTeNbHbIM MW HacheayeMblin pnaru.

Mpeobpa3oBaHMe BO3IMOXKHOCTEN NpU execve().

Mpn execve (2) @PBO BbIMMCAAIOT HOBblE BO3MOXHOCTM CcybbeKkTa A0CTyna
(npougecca) no caeayroWwemMy aropuTmy:

P' (ambient) = (npuBuinerupoBaHHEM odamni) ? 0 : P(ambient)

P' (permitted) = (P(inheritable) & F(inheritable)) |
(F(permitted) & cap bset) | P'(ambient)

P' (effective) = F(effective) ? P'(permitted) : P' (ambient)
P' (inheritable) = P(inheritable) [T. e., He muaMeHdeTCHd],
roe:

— P —3HayeHne Habopa BO3MOMKHOCTEN HUTWN A0 execve (2);

— P'—3HauyeHne Habopa BO3IMOXKHOCTEN NOCNE execve (2);

— F—dainnosbii HAOOP BO3MOXKHOCTEN;

— cap_bset — 3HayeHue orpaHunymBatoLLLero Habopa BO3MOXHOCTEN;

— NPUBUIEIMPOBAHHbLIN dan — dala, MMEWMn BO3IMOKHOCTU, UAN ANA HEro
yCTaHoBNeH b6uT set-user-1D nnu set-group-ID.
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BO3MOXHOCTW W BbINOJHEHWE MPOTPAMMBbI CYMEPMOJ/Ib3OBATEJIEM: [Ons
NpeaocTaBAeHMA MONHOrO Habopa BO3MOMKHOCTEM Cynepnosib30BaTeNt0 B execve (2)
HeobXx0AMMO BbINONHEHWNE CNEeAYIOLMX NPaBUA:

— €eC/M BbINOJIHAETCA NPOrpaMma C yCTaHOBAEHHbIM buTom set-user-ID-root nam ID
peanbHOro No/b30BaTENA NPOLIECCa paBeH HyAtO (Cynepno/sib3oBaTeb), NPeAoCTaBAsOTCS
nonHble dannoBble M Hacneayemble Habopbl BO3MOMKHOCTEN (T.e. pa3pelleHbl Bce
BO3MOMHOCTH);

— eCAM BbIMNONHAETCA Nporpamma C YCTaHOBAEHHbIM 6HuTOoM set-user-ID-root,
addeKTUBHbIN hannoBbI BUT paBeH eanHULE (YCTAHOBAEH).

Pe3ynbTaT  yKa3aHHbIX  MNpaBua, 0ObEAMHEHHbIX C  Npeobpa3oBaHUAMM
BO3MOXHOCTEM, CNeAyOLWMM: Koraa NPouecc BbINOMHAET execve (2) ANA NPOrPaMmbl C
butom set-user-ID-root mam korga npouecc ¢ adpdpekTmBHbiM UID HONb BbINOAHAET
execve (2), OH MNOJy4YaeT BCE BO3MOMHOCTU M3 pa3pelnTenbHOro nm 3GPeKTUBHOrO
HabopoB, 3a WCKAOYEHMEM TeX, KOTOpble OTMEHEHbl OrpaHuYMBatOWMM Habopom
BO3MOXHOCTEN. DTO NpeaoCTaBAAET CEMAHTUKY, COBMNAAAOLLYIO C OBbIYHbIMKU CUCTEMAMM
UNIX.

OFPAHMYVBAIOLLMA  HABOP BO3MOMHOCTEW: OrpaHuymsatowmii - Habop
BO3MOXHOCTEM — 3TO MexaHM3mM 6e30MaCcHOCTU, KOTOPbIM MOMHO WCMNO/b30BaTb A4
OrpaHMYeHMA BO3MOXHOCTEM, AOCTYMHbIX NPU execve (2), CAeaytowmm obpasom:

— NpU execve (2) OrpaHNYMBatOWMIA HabOp BO3IMOXKHOCTEN cKNaabiBaeTca (AND)
c dannoBbiM paspelnTenbHbiIM HabOPOM BO3MOXKHOCTEN, MU pe3yabTaT 3TON onepaumm
Ha3HayaeTca pa3pewnTenbHOMYy Habopy BO3MOXKHOCTEM HUTU. TakuMm 0bOpasom,
OrpaHNYMBaOLWLNIA HabOpP BO3MOXHOCTEM OrpaHWMYMBAET pa3pelleHHble BO3MOMXKHOCTH,
KOTOpble MOXeT NpeAoCTaBUTb MCMONHAEMbIN dalin;

— OorpaHuymBatoWMii Habop BO3MOXKHOCTEM npeacTaBnAeT cobol nepeyeHs,
KOTOPbIM HUTb MOXKeT A00aBUTb B CBOM HacaeayemMblil HAbop C MOMOLLBIO capset (2). ITO
03Ha4YaeT, YTO eCc/IM BO3MOMKHOCTb OTCYTCTBYET B OrpaHuymBarollemM Habope, HUTb He
MOXeT [006aBUTb 3Ty BO3MOMKHOCTb B CBOW Hacneayembln Habop, [AarKe ecnm OHa
NPUCYTCTBYET B pa3pelumTesibHOM Habope, cneoBaTe/ibHO, HE MOMKET COXPaHUTb AaHHYHO
BO3MOHOCTb B pa3pelumTesibHbln Habop Npu Bbi30Be execve (2) ANA Gaina, MMEKOLWEro
BO3MOXHOCTb B CBOEM Hac/seayeMom Habope.

OrpaHunumBatoWmMin Habop CcKpbiBaeT GpannoBble paspelnTebHble BO3MOXKHOCTH,
HO He Hacnedyemble BO3MOXHOCTW. ECM HUTb MMeeT B CBOeM HacneayeMom Habope
BO3MOHOCTb, KOTOpas OTCYTCTBYET B OrpaHMuMBatolLeEM Habope, HUTb MO-MpexHemMy
obnagaeT 3TOM BO3MOMHOCTbIO B CBOEM pa3pelnTensHom Habope npu BbIMOJHEHWUM
danna, MmeroLero BO3MOKHOCTb B CBOEM Hacieayemom Habope.

ToNbKO NPOLLECC OAMH MOKET 33/1aBaTb BO3MOXHOCTM B OrpaHn4YmMBatoLLeM Habope
BO3MOMHOCTEM, MOMWMMO  3TOr0  Cynepnonb3oBaTesb  (TouHee, NpPOrpaMmbl  C
BO3MOHOCTbIO CAP SYS MODULE) MOTyT LWL YAANATb BO3MOXHOCTU M3 Habopa.

OrpaHuumnBatoWMin Habop Hacneayetca npu fork(2) OT HUTM poauTena u
coxpaHaeTca Npu execve(2).
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HnTb MOXeT yaanATb BO3MOMKHOCTM M3 CBOEro OrpaHuymBatollero Habopa ¢
MOMOLLBIO  BbI30Ba prctl(2) C onepauMen PR CAPBSET DROP MNPU  HaANumu
BO3MOXHOCTU CAP SETPCAP.

Mocne yaaneHna BO3MOXHOCTM M3 OrpaHuymBatollero Habopa BOCCTaHOBUTL ee
HEBO3MOXHO. HUTb  MOXeT onpeaennTb  HaaMyMe  BO3MOXHOCTM B CBOEM
orpaHuymBatolem Habope C MOMOWBK  BbiI30OBAa prctl(2) C  onepauuen
PR CAPBSET READ.

YaaneHne BO3MOXKHOCTEN M3 OrpaHU4YmMBatoLLero Habopa AOCTYMHO, TONbKO €Cau
A4p0 cobpaHo Cc Noaaep*KKom Gar0BbIX BO3MOXKHOCTEN.

[na coxpaHeHMA MPMBBLIYHOM CEMAHTMKM NPU Nepexoae OT HyAs K HEHyNeBbIM
nonb3oBatenbckmm ID OBO  ocywecTBAAOT  caedylowme  M3MeHeHuA  Habopos
BO3MOHOCTEN HUTU NPU UBMEHEHWUMN Y HUTK peanbHOro, adGeKTUBHOro, coxpaHeHHoro 1D
M nonb3oBaTenbckoro ID ®C (c nomoulpto setuid (2), setresuid(2) MW NOAOOHbLIX):

— eC/Nn paHee peanbHbi, 3IPPEKTUBHbBIN UAM COXPAHEHHbIN NONb30BaTENLCKMIA I1D
He Obln paBeH HyNto M B pe3dynbTate MameHeHua UID Bce 3Tn ID nonyymnm HeHynesoe
3Ha4YeHMe, TO BCe BO3MOXKHOCTW YyAANATCA M3 pPa3pelmTensHoro n 3PpPeKTUBHOrOo
Habopos;

— ecnnm 3PPEeKTUBHLIN  NONb30BaATENLCKMA |ID  M3MeHAeTcA C  HyA0BOro  Ha
HeHyneBOe 3Ha4YeHNe, TO BCE BO3MOXKHOCTM yAaNATCA U3 ahdeKTMBHOro Habopa;

— ecnn 3GPEKTUBHbIN NONb30BaTENLCKMI ID M3MeHAETCA C HEHYNEBOro 3HavyeHusA
Ha O, TO pa3peLLnTenbHbI Habop KonupyeTcsa B apHeKTUBHbIN Habop;

— ecanm nonb3oBaTenbckmin ID ®C M3MeHAeTCA C HY/NeBOro Ha HeHy/eBoe
3HayeHue, TO M3 3PPeKkTMBHOro Habopa yaanawoTca cneayrolume BO3MOMKHOCTU:
CAP CHOWN, CAP DAC OVERRIDE, CAP DAC READ SEARCH, CAP FOWNER, CAP FSETID,
CAP LINUX IMMUTABLE, CAP MAC OVERRIDE W CAP MKNOD. Ecnu nonb3osatenbckuin ID
®C n3meHAeTCA C HEHYNEeBOro 3HaYeHuA Ha 0, To Ntobasa N3 BO3MOXKHOCTEM, BKAKOUYEHHbIX B
paspeLlnTenbHbI Habop, BKAtoYaeTca B apPpeKTMBHOM Habope.

Ecnm HUTL, Yy KOTOpPOM oaAnH nnn bonee nonb3osatensckux ID paBeH O, cTpemmnTcs
NpeaoTBpaTUTb  yAaseHWe  paspellmTeNbHbiX  BO3MOXHOCTeEM npu  cbpoce  Bcex
Nno/Nb30oBaTenbCKMx |ID B HEHyEBbIE 3HAYEHMA, OHA MOXET MCMNOb30BaTb BbI30B prctl (2)
c onepauuen PR_SET_KEEPCAPS wau d¢narom 6He3onacHOCTM SECBIT KEEP CAPS,
OMNMCaHHbIM Aanee.

HUTb mMoeT nmonyyaTb M M3MEHATb CBOM HabOopbl BO3MOMKHOCTEM C MOMOLLbLIO
CMCTEMHbIX  BbI30OBOB capget (2) W capset(2). OgHako AnA  3ToM  Ueu
npeAnoYTUTEe/IbHEE WUCMONb30BaTb cap get proc(3) W cap set proc(3) W3 MNaKeTa
libcap.

Mpn n3meHeHMn HabopOoB HUTU MPUMEHAIOTCA CAedytoLLMe NPaBUNa:

— eCNN  BbI3bIBAIOWMIM HE UMMeeT BO3MOXHOCTM CAP SETPCAP, TO HOBbIM
Hacneagyemblr  Habop [Ao/KeH OblTb  NoAHAabopom  KOMOMHAUMKM - CyLLECTBYHOLWLENO
Hac/neyemMoro 1 paspeLwnTenbHoro Habopos;
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— HOBbIM Hacneayembln Habop Ao/KeH ObiTb noaHabopom  KOMBUHaLMM
CYLLECTBYHOLLETO HAaCeAyEMOTO M OrpaHMYMBatOLLErO HAbOPOB;

— HOBbIN pa3pelnTenbHbli Habop A0MKEH ObiITb MOAHAOOPOM CYLLECTBYHOLLETO
paspewmnTenbHoro  Habopa  (T.e. HEBO3MOXHO  npuobpecTn  paspelmnTenbHble
BO3MOKHOCTM, KOTOPbIX HATb HE UMEET);

— HOBbIM  3bdeKTMBHbIN  Habop  Ao/mKkeH  6blTb  nNoaHabopom  HOBOroO
paspelmnTenbHoro Habopa.

®NTATW SECUREBITS: OPTAHU3ALUMA NCKAKOYNTE/IBHO OKPYXKEHWA

B OC ABpopa peanusoBaH Habop ¢naroB securebits (448 KaXkAoN HUTK),
KOTOPbIA MOYHO MCNONb30BaTb ANA OTKAOYEHMA CnelmanbHblX AEMCTBUIA BO3MOXHOCTEN
nns UID Honb (cynepnonb3oBatens). K atum dnaram oTHOCATCA:

— SECBIT KEEP CAPS — MO3BOJAET HWUTW, Yy KOTOpoW oamH u Hbonee UID paseH
HY/0, COXPaHWTb CBOM BO3MOMKHOCTM Mpu M3meHeHMn Bcex ee UID Ha HeHynesble
3HayeHuAa. Ecnn dnar He ycTaHoBneH, nameHeHne UID npuBeaeT K yTpaTe HUTbIO BCEX
BO3MOKHOCTeN. [laHHbIN dnar Bceraa cbpacbiBaeTca Npu execve (2) (M NpeaocTaBaseT Te
K€ BO3MOXHOCTM, YTO M CTapbIi BbI3OB prct1(2) c onepaumneit PR_SET KEEPCAPS);

— SECBIT NO SETUID FIXUP — He MNO3BOAAET A4pYy W3MeHWUTb Habopsl
BO3MOXKHOCTEM Npn nameHeHun apdektmsHoro UID n UID OC ¢ HyneBOro Ha HeHyneBoe
3HaYeHue;

— SECBIT NOROOT — B C/ly4ae yCTaHOBKM AaHHOro ¢nara A4po He npeaocTaBnfaeT
BO3MOHOCTM MPW WCMNONHEHWM MPOrpaMMmbl, Mmerolen BUT set-user-ID-root, WK
Koraa npouecc ¢ 3¢PeKTUBHbIM AN peanbHbiM UID paBHbIM HY/IHO BbI3bIBAET execve (2)

— SECBIT NO CAP AMBIENT RAISE — 3anpeljaeT MOBbllUEHNE  HAPYXKHbIX
BO3MOXHOCTEN NOCPeACTBOM prctl (2) C onepaunen PR CAP AMBIENT RAISE.

KaxkablM 13 nepedyncneHHbIx Bbille 6a3oBbiX GaaroB MMeeT OAMH M3 CAeayroLmx
HUXKE AO0NONHUTENbHbIX GaroB ONOKMPOBKM, YCTaHOBKA Nt0OOro M3 KOTOPbIX ABAAETCA
HeobpaTMMOW 1 3anpeLlaeT AabHENLINE N3MEHEHMA COOTBETCTBYOLLLEro bazosoro dnara.

®narn 6NOKNPOBKK:

— SECBIT_KEEP_CAPS_LOCKED;

— SECBIT_NO_SETUID_FIXUP_LOCKED;

— SECBIT_NOROOT_LOCKED;

— SECBIT_NO_CAP_AMBIENT_RAISE.

®narn securebits MOXHO M3MEHATb M NOJy4aTb C MOMOLLbIO BbI30Ba prctl (2) C
onepaumAmMn PR _SET SECUREBITS M PR GET SECUREBITS. [1n4 wu3ameHeHua ¢naros
TpebyeTcA BO3MOXKHOCTb CAP_ SETPCAP.

®narn securebits HacaeaytOTCA AOYEPHMMM npoueccamu. lNpn execve (2) BCe
dnarn  coxpaHAKTCA, 33 WCKAIOYEeHMeM SECBIT KEEP CAPS, KOTOPbIM  BCersa
cbpacbiBaeTca.

MIT MOXeT MCNoNb30BaTb CAeAyoLMA BbI3OB ANA CODCTBEHHOM OAOKMPOBKU M
NOMELLEHMA BCEX CBOMX MOTOMKOB B OKPY)KEHWE, rAe MMEeeTCA TONbKO MepBblin cnocob
nobaBneHMs npaB — 3anyck MNpoOrpamMmbl CO  CBA3AHHbIMM C  Herl bannoBbIMM
BO3MOHOCTAMM:

prctl (PR_SET SECUREBITS,
SECBIT KEEP CAPS LOCKED |
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SECBIT NO SETUID FIXUP |

SECBIT NO SETUID FIXUP LOCKED |
SECBIT NOROOT |

SECBIT NOROOT LOCKED) ;

4.3.1.7. ®penmBopk Linux Security Modules

[ONONHUTENbHO ONA KAaCTOMM3AUMKM M YTOYHEHMA npumeHAaembix [P moxeT
MCNONb30BaTbCA PpenmBopK Linux Security Modules, KoTopblin ABASIETCA YacTbio AApPa W
MO3BONAET PErncTpMpoBaTb Mpoueaypbl, KoTopble OyayT BbINOAHATLCA B CAyvae
YCMELHOro 3aBeplenna CTaHAapTHOW npoueaypbl NPOBEPKU AUCKPELUMOHHOro A0CTyna
nepea NpeaoctaBneHmem GakTMYeCcKoro AocTyna K 0b6bekTy

Mocpeactsom Linux Security Modules B aape OC ABpopa MNOAKAOYEH MOAYNb
6e30M1acHOCTN diehard, KOTOPbIN He MO3BOAET HEMPUBUIETMPOBAHHOMY MO/1b30BATENIO
npepBaTb BbIMOJHEHME MPOLECCa, 3anyLWEeHHOro OT ero e MmeHu. 1o1b30BaTeNbCKMi
Npouecc, He MMeKLWMI BblAENEHHOW rpynnbl 777, HE MOXET NOCNaTb CUIHAA NPOLLEeCCY,
MMeloLEemMy Takyrto rpynmny, Aaxe ecau MpoLuecChbl BbIMOAHAOTCA C oaMHaKosbim EUID.
NcKnodeHnem ABAAKOTCA MNPOLECChbl, MMerlme capability CAP KILL — Ha HUX He
PACNpPOCTPAHAIOTCA OTPAHUYEHNA, HaKNablBaeMble Moay/leM diehard

3arofioBoYHbIN  daln  include/linux/security.h  COAEPKUT  OMNMUCaHME
CTPYKTYpbl security ops, NpeAcTaBaatowen cobon CNMCOK 3apaHee onpeaeneHHbIX U
NOKYMeHTMpPOBaHHbIX callback-pyHKuUMIM, KOTOpble AOCTYNHbI MoAyAto Be30nacHOCTM ANA
BbIMO/IHEHMA MPOBEPOK. 10 yMONYaHMIO AaHHble QYHKUMM B OCHOBHOM BO3BpaliatoT O,
paspewan nobble aenctena. OAHAKO HEKOTOPbIE WMCMOAb3YHT MOAy/b H6e30nacHOCTM
POSIX. B paHHOM cTpykType cneumdudecknin ans OC ABpopa MoAynb diehard
3aperncTpmpoBaH caeayroLmm obpasom.

#ifdef CONFIG SECURITY DIEHARD

extern int diehard task kill(struct task struct *p, struct siginfo
*info,
int sig, u32 secid);

#else /* |CONFIG SECURITY DIEHARD */

static inline int diehard task kill(struct task struct *p,
struct siginfo *info, int sig, u32 secid)

{

return 0;

}

#endif /* !CONFIG SECURITY DIEHARD */

NexoaHbin TekeT moayna diehard (dann security/diehard/diehard-1sm.c):

#define DIE HARD GROUP 777

static const int zero = 0, one = 1;
static int enabled = 0;

104




1 OTOKPI:ITASI
PyKoBOACTBO aAMMHUCTPATOPA l F."nﬂ'&?é’ﬁ'ﬁi

int
diehard task kill (struct task struct *p, struct siginfo *info, int
sig,
u32 secid)
{
const struct cred *cred = current cred();
const struct cred *tcred = task cred(p);

if (!'enabled)
return 0;

if (ns _capable(tcred->user ns, CAP KILL))
return 0; /* Privileged process are not affected by us */

if (!gid eg(cred->gid, DIE HARD GROUP) &&
'gid eg(cred->egid, DIE HARD GROUP) &&
'gid eqg(cred->sgid, DIE HARD GROUP) &&
groups_search (tcred->group info, DIE HARD GROUP) &&
!groups_search (cred->group info, DIE HARD GROUP))
return -EACCES;

return 0;

}
#ifndef CONFIG SECURITY DIEHARD STACKED
static struct security operations diehard ops = {
.name = "diehard",
.task kill = diehard task kill,
bi
#endif /* CONFIG_SECURITY DIEHARD STACKED */

#ifdef CONFIG SYSCTL

struct ctl path diehard sysctl path[] = {
{ .procname = "kernel", 1},
{ .procname = "diehard", 1},
{ }
}i
static struct ctl table diehard sysctl table[] = {
{
.procname = "enabled",
.data = &enabled,
.maxlen = gsizeof (int),
.mode = (0044,
.proc_handler = proc_dointvec minmax,
.extral = (void *) &zero,
.extra? = (void *) &one,

by
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#endif /* CONFIG SYSCTL */

static  init int
diehard init (void)
{
#ifndef CONFIG SECURITY DIEHARD STACKED
1f (!security module enable (&diehard ops))
return 0;
#endif /* CONFIG_SECURITY DIEHARD STACKED */

printk (KERN INFO "DieHard: starting.\n");

#ifndef CONFIG SECURITY DIEHARD STACKED

if (register security(&diehard ops))

panic ("DieHard: kernel registration failed.\n");
#endif /* CONFIG SECURITY DIEHARD STACKED */

#ifdef CONFIG SYSCTL

if (!register sysctl paths(diehard sysctl path, diehard sysctl table))
panic ("DieHard: sysctl registration failed.\n");

#endif /* CONFIG SYSCTL */

return 0;

}

security initcall (diehard init);

MpMepom  MCNOMb30BAHMA  OMWCAHHOTO  MeXaHM3Ma  MOXET  CAYXKMUTb
HeobxoAMMOCTb 0becneynTb HEBO3MOMKHOCTb HEMPUBUAETMPOBAHHOIO MNOAb30BaATENA
NnpepBaTb BbINO/IHEHME aHTUBUPYCHOTO CPeACTBa.

4.3.2. PoneBasa moaenb ynpaBneHus noanTukamm 6e3onacHocTm

BHUMAHWE! N3meHeHMA HacTpoeK B MyHKTe MeHto «[1onnTukm 6e3onacHoCTM»
NPUMEHAOTCA KO BCEM YYETHbIM 3aNMCAM POSIEN, CO3AaHHBIM Ha MY.

[dna onpeaeneHnMAa  BO3MOXHOCTEM  y4e€THOM  3anucu  Noab3oBaTens  no
MCNONb30BaAHMIO PECYPCOB M PYHKLUMOHANbHbBIX BO3MOXKHOCTeNn OC ABpopa NpumeHaeTca
poneBas MoAeNb, Ha OOLLECMCTEMHOM YPOBHE MO3BOAANOLIAA aAMMHUCTPATOPY 3aAaTb
OrpaHnYeHma Ha Mcnoab3oBaHMe PyHKLMOHaNa OC nocpeACTBOM NOMUTUMK BE30NacHOCTM.

MPUMEYAHMUE. HacTtponKa ynpaBneHWA OOCTYNOM, a TaKXe M3MeHeHWe AaHHOW
HACTPOMKM AOCTYMNHbI TONBKO aAMUHMCTPaTOPy b0 Yepe3s MDM-cuctemy.

[ns nepexosa K HACTPOMKamM MNOAMTMK 6e30MaCcHOCTU HeobXOAMMO BbINMOJHUTD
cnepyoume oeNCTBUA:

— OTKPbITb MEHI CUCTEMHbIX HACTPOEK KacaHMemM 3Hauyka @ Ha JKpaHe
NPUNoXeHun (cm. PucyHok 1);
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— KOCHYTbCA MYHKTa MeHto «MoanTnkM 6Hes3onacHoCTU» a3 B noapasaene
«be3onacHOCTb» B pe3ynbTaTte 4yero otobpasnTca OAHOMMEHHAA CTpaHMUa ynpaBAeHuA
nonnTMKammn 6eszonacHocTn (PrucyHok 125).

Ha cTpaHuue «MoanTnkmn 6e3onacHoCcTU» AOCTYMNHbI Caeaytoline AencTBus:

— ObICTPbIN MOUCK MOAUTMKM 6e30MacHOCTM C MOMOLLbIO BBOAA NepBbix ByKB ee
Ha3BaHMA B nose «[oncK»;

— BK/IIOYEHME U BbIK/OYEHME  BHewHero WHTepdenca MY  KacaHuem
nepekatoyaTeNna cnpasa oT BbIOPAHHOM NOAUTUKM,

NMPUMEYAHMUE. Mpn akTMBauum nepektovaTeNb HAYHET CBETUTbCA Ap4ve, Yem B
COCTOSSHUM MO YMONYAHUIO (HEAKTUBHOM);

— HGNOKMPOBKA M Pa3b/IOKMPOBKA BO3MOMKHOCTM WMCMONAb30BaHMA MNPOrpaMmm u
M3MEHEeHMA HaACTPOoeK BHeLWHUX MHTepdeincoB MY KacaHMem COOTBETCTBYIOLLEro 3Hauka
cnesa OT BbIOPAHHOM MOAMUTUMKM MO0 KacaHMemM MNOoAs, B KOTOPOM pPacrosioKeHa
BbIOpaHHasA NONUTUKA.

NMPUMEYAHUE. 3HauyoK (& yKa3blBaeT Ha TO, 4YTO NOAUTUKA pPa3b/IoOKMpPOBaHa

(nocTynHa), 3Ha4oK (& YKa3bIBaeT Ha TO, YTO NOSIUTMKA 3ab610KMPOBaHa (Hea0CTynHa).

B cnyyae ecnm Kakaa-nMbo M3 NOAMTUK 3aBNOKMPOBaHA aAMUHUCTPATOPOM, MpU
NoNbITKE A0CTyNa K COOTBETCTBYIOLLEN GYHKUMM WMAM  KOMMOHEHTY, oTobpasunTca
yBegomneHne (PucyHok 126).

| Monutuku 6e3onacHocTn | Bluetooth

5 S OTKNIOYEHO NPU NOMOLLU
Aurora Device Manager

BO3MOXHOC( en or
Q Mownck

Bluetooth

Bluetooth

2B)

USB-Touka goctyna

25

Asnapexvm %

BB)

Bpaysep

BB}

lonocosble BbI30BbI

2B}

[obaBneHune akkayHTOB

BB

Kamepa

25

MwukpodoH

2P

PucyHok 125 PucyHok 126

HavmeHoBaHMe M onuMcaHMe ynpaBAaeMblX NOAUMTUK Be30MacHOCTM NpuBeaeHO B
Tabnmue (Tabnanua 13).

BHUMAHME! CocTosiHne noAnTUKKM NO YMOAYAHUIO OT/IMYAETCA B 3aBMCMMOCTU OT
Bepcum OC Aspopa.
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Tabnunua 13
Ne Ha3saHue NONUTUKK OnucaHue NONUTUKMK ATpubyT 6e3onacHoOCTM MoauTuika n(5) ynpaBHEHMUﬂ
YMONYaHUIO NOJINTUKOM
1 Bluetooth Mcnonb3oBaHue nHTepdeinca Bluetooth® | BluetoothToggleEnabled 3ab0KknpoBaHa GUI
2 USB-Touyka gocTtyna Mcnonb3osaHne MY B kayectBe USB- UsbConnectionSharingEnabled PasbnokunposaHa |GUI
Moaema
3 ABMapEKNM cnonb3oBaHMe aBUapeEKMMA FlightModeToggleEnabled PasbnokmposaHa |GUI
4 Bpay3ep PaboTta nonb3oBaTens ¢ bpaysepom BrowserEnabled PasbnokmposaHa |GUI
5 [0/10COBbI€ BbI30BbI PaboTa c ronocoBbiMM BbI30BaMM VoiceCallEnabled PasbnokunposaHa |GUI
6 [obaBneHune akkayHToB |[lobaBneHne AaHHbIX yYeTHbIX 3anmceint | AccountCreationEnabled PasbnokmposaHa |GUI
7 Kamepa Mcnonb3oBaHMe Kamepbl CameraEnabled PasbnokmposaHa |GUI
8 MukpodoH Mcnonb3oBaHne mmkpodoHa MicrophoneEnabled PasbnokunposaHa |GUI
9 MoHTnposaHne USB- MoHTrpoBaHue USB-HakonuTenemn USBMountEnabled PaszbnokunposaHa |GUI
HakonuTenemn
10 |MoHTUpOBaHMeE KapT MOHTMpPOBaHME KapT NaMATH SDMountEnabled Pa3bnokmposaHa |GUI
NamATK
11 |HacTtpoiku SIM-kapT YnpasneHune SIM-KapTamu SimSlotsSettingsEnabled PasbnokmposaHa |GUI
12 |Hactporkn WLAN Mcnonb3osaHue cetn WLAN WlanToggleEnabled PasbnokunposaHa |GUI
13 |HacTtpolku reonokauum | Mcnonb3oBaHue cny»Kb reonokaumm LocationSettingsEnabled PasbnokunposaHa |GUI
14 |HacTpoiku rnobanbHbiX | HacTponKkm rnobanbHbIX CEPBMCOB GlobalServiceSettingsEnabled PasbnokmposaHa |GUI
cepBucoB
15 |HacTpoika aatbl 1 3meHeHWe HacTpoek BpemeHu 1 aaTbl | DateTimeSettingsEnabled PasbnokunposaHa |GUI

BpeMeHN

> COCTOsIHME MOMUTUKM MO YMONYaHMIO 418 cCepTudMLmMpoBaHHoi Bepcum OC Aspopa.
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16 |HacTpolkn mobunbHoM  |HacTponkin mobuabHOM cetu MobileNetworkSettingsEnabled |Pa3bnokmnposaHa |GUI
cetu

17 |HacTpoiku npokcu HacTpoinKka npokcu-cepsepa NetworkProxySettingsEnabled 3abnoKMpoBaHa GUI

18 |Obwmim goctyn K Mcnonb3oBaHue MY B KayecTBe InternetSharingEnabled PasbnokmposaHa |GUI
NHTepHeTy H6ecnpoBOAHOM TOYKM A0CTYNa

19 |Mepepnaya dannos Ha MK |Mepenaya dannos no npotokony MTP | UsbMtpEnabled 3ab10KknpoBaHa GUI
(MTP)

20 |PepaktmnposaHue VPN- HacTpoiika/penakTnposaHme VPN- VpnConfigurationSettingsEnabled |Pa3bnokmposaHa |[GUI
coeanHeHWI coeaAnHeHWNIM

21 |CHpoc K 3aBOACKMM BbinonHeHne cbpoca OC K 3aBOACKMM DeviceResetEnabled PasbnokunposaHa |GUI
HaCTPOMKam HaCTPOMKam

22 | CHMMKM 3KpaHa Co3aaHMe CHMMKOB 3KpaHa ScreenshotEnabled PasbnokmposaHa |GUI

23 |CoobueHuns Otnpaska SMS SMSEnabled PasbnokmposaHa |GUI

24 |YnpasneHue NFC Mcnonb3osaHue NFC NfcToggleEnabled PasbnokunposaHa |GUI

25 |YnpasneHue cocTtoaHnem |YnpasneHue VPN-coegnHeEHUAMM VpnConnectionSettingsEnabled PasbnokunposaHa |GUI
VPN-coeamHeHMn

26 |YcTaHOBKa NpuaoXKeHun |YctaHoBka MI ApplicationInstallationEnabled 3abn10KMpoBaHa GUI
13 $anoBoro
MeHeaKepa

27 |- Ncnonb3oBaHue Android Debug Bridge |UsbAdbEnabled PasbnokmposaHa |policy.conf

28 |- HacTpolka mobunbHbIX Touek goctyna | MobileDataAccessPointSettingsEn | PazbnokuposaHa | policy.conf

abled
29 |- PaboTta c obHoBneHnem OC OsUpdatesEnabled PaszbnokunposaHa |policy.conf
30 |- [MpUHATME peLleHnit O 3arpy3ke SideLoadingSettingsEnabled PasbnokunposaHa |policy.conf
CTOPOHHMX MNaKeToB
31 |- AKTMBaLMA peXXMMa pa3paboTunka DeveloperModeSettingsEnabled |PasbnokumposaHa |policy.conf
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MNonuntnka no YnpasneHua
Ne Ha3saHne NonnTmkm OnucaHne NONTUKM ATpnbyT 6e3onacHocTH < .
YMONYaHUIO NOJINTUKOM
32 Mcnonb3osaHue pexxkmnma USB Mass UsbMassStorageEnabled PaszbnokunposaHa |policy.conf
Storage
33 PaboTa co CTaTUCTUMKOM MHTEPHET- NetworkDataCounterSettingsEnab|PaszbnokmposaHa |policy.conf
OAHHbIX led
34 PaboTa co CTaTUCTMKOM 3BOHKOB CallStatisticsSettingsEnabled PasbnokmposaHa |policy.conf
35 M3meHeHne TMna TeEXHONOormnn CellularTechnologySettingsEnable |Pa3zbnoknposaHa |policy.conf
MOOUNBbHOM Nepeaayn AaHHbIX d
36 Pexxnm paspaboTymka UsbDeveloperModeEnabled PaszbnokunposaHa |policy.conf
37 Pexxnm ceteBoro agantepa UsbHostEnabled PasbnokunposaHa |policy.conf
38 Pexknm oTnaaku UsbDiagnosticModeEnabled PasbnokmposaHa |policy.conf
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4.4. OrpaHM4eHUe NporpaMmMHOM cpeab!

B OCABpopa oOrpaHuMyeHMAa MNpPOrpammHOM  cpedbl  MOryT  33aZaBaTbCA
AAMUHNCTPATOPOM C MOMOLLHO:

— ynpaBaeHuna cny>kbamm nocpeacTBOM systemd, NOAPOOHOE ONMCaHNE KOTOPOro
npueseaeHo B NpunoxeHuu (MpunoxkeHue );

— U3MEHEeHUA JIMMUTOB, OMWCaHMe KOTOPbIX MPUBELEHO B MPUIOKEHUN
(MpunnoxeHune ).

B OC Aspopa npwu yctaHoBKe 10 BbINONHAIOTCA C/iedytolime NPOBEepPKu:

— cofepaHna RPM-naketa Ha npeameT WCMONHAEMbIX CLLeHapueB B pasjene
postinstall,

— YCTaHOBKM nNporpamm 6e3 npumeHeHns BUTOB suid-bit M sgid-bit.

4.4.1. MexaHusm nognucmn RPM-nakeTtos

BHUMAHUE! B cnyyae, ecnm Ha MY, QYHKUMOHMPYIOWEM MNOA YNpPaBAeHUEM
OC Aspopa, BcTtpoeHo MIT «ABPOWA Mnatdopma» ana 3anycka Android-okpyreHua B
M30/IMPOBAHHOM KOHTEMHepe, TO N0/1b30BaTe/lb MOXKET YCTaHOBUTb B Android-KoHTelHep
Android-npunoxeHne un3 nNw0bOro MCTOYHMKA. [Mpn 3TOM MexaHu3m nposepkn [MA
noanucu byaet oTkatodeH ana Android-npunoxKeHn BHYTPU KOHTEHEpa.

4.4.1.1. Noanucb 1 nposepka noanmncn RPM-nakeTa

B OCABpopa wucnonbdyerca mexaHmsm nognucu  RPM-naketos u©  ero
COAEPKMMOTO, MPK STOM:

— 1A NAKeTOB OTK/AKYEHbI U He ncnonb3ytotca GPG-noanumcu;

— noanucb pa3paboTymka noanuncbiBaeT RPM-naKkeT LenmnKkom;

— NOAMNUCb UCTOYHMKA NoAnuncbiBaeT 061acTb NOANUCK pa3paboTymKa.

Kaxkabin RPM-nakeT MmeeT Ha3BaHWe, COCTOALLLEE M3 CAeAYIOLLMX YacTen:

— Ha3BaHMe NPOrpaMmbl;

— BepCuA Nporpammel;

— apXUTeKTypa, noa koTopyto cobpaH RPM-nakeT (armv7hl, i386, ppc 1 T. 4.).

CobpaHHbIn RPM-nakeT 06bl4HO MMeET cneayowmin popmaT Ha3BaHUSA:

<HasBaHUe>—-<BepcUua>-<pelin3>.<apxXUTeKTypa>.rpm

Hanpumep:

nano-0.98-2.1386.rpm

RPM-nakeT MOXKeT coaepKaTb TONIbKO MCXOAHbIe KOAbl, NP1 3TOM MHPOopMaLmMa 06
APXUTEKTYPE OTCYTCTBYET M 3aMEHALTCA Ha src.
Hanpumep:

libgnomeuimm2.0-2.0.0-3.src.rpm
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BnbnmnoTekn pacnpoCTpaHATCA B ABYX OTAE/bHbIX MAKeTax: NepBbl COAEPHKMUT
cobpaHHbI Ko, BTOPOM (0ObIYHO K HeMY A00aBAAT —devel) COAEPKUT 3ar0N0OBOYHbIE
dannbl, a TakKe dannbl, Tpebyemble Ana pa3paboTKu.

Heobxoammo, 4Tobbl BepcuMM ABYX MaKETOB COBMadanwW, B MPOTMBHOM C/yyae
6MbanoTekn moryt paboTaTb HEKOpPpPeKTHO. [aKeTbl C paclMPEeHMEM noarch.rpm He
3aBMCAT OT KOHKPETHOM apxmMTekTypbl MY 1 0OblYHO coaeprKaT rpaduKy, apxXMTEKTYPHO
HEe3aBMCUMbIE CKPUMTbI, @ TaK¥Ke TEKCTbI, NCNOJIb3yeMble APYTMMKW NPOTrpammamm.

RPM-nakeT obecneymBaer:

— NerkocCTb yaaneHus n obHosneHns MO;

— nonynapHocTb — YacTo O cobupaeTca nmeHHo B RPM, HeobxoammocTb cOopKM
NPOrPaMMbl M3 UCXOAHbIX KOAOB OTCYTCTBYET;

— HEeWHTEePaKTUBHYID YCTAHOBKY — MNPOLECC YCTaHOBKM/0OHOBNEHMA/yAaNEHUS
JIErKO aBTOMATU3MPYETCA;

— MPOBEPKY LLeNIOCTHOCTM MNAaKETOB C MOMOLLBK KOHTPO/IbHbIX CYMM M MOANUCEN;

— DeltaRPM — aHajnor Habopa W3MeEHeHMn, NOo3BONAKWMA  OOHOBUTb
yctaHoBneHHoe 10 ¢ MMHMMaNbHOM 3aTpaTon TpaduKa;

— BO3MOHOCTb aKKyMyALMKM ONnbiTa COOPLIMKOB B spec-panne;

— OTHOCUTENbHYIO KOMMAKTHOCTb Spec-GaiaoB 3a CHET MCMO/b30BAHMA MAKPOCOB.

Cneumdunra pabotbl RPM-naketoB B coctaBe OCABpopa cBfA3aHa C
nepepaboTaHHbIM mexaHu3mom KL (noapasaen 4.9).

NMPUMEYAHUE. B coctae OCABpopa [A0MycKaeTca YCTaHOBKA  TOJbKO
noanncaHHblX RPM-nakeTos.

MNoanncb RPM-nakeTa npoBepAeTcA B MOMEHT ero yctaHoBku. [loanucn RPM-
nakeTa ¢opmupytoTca ¢ nomollsto anropmtma FOCT P 34.10-2012.

MoAnucb XpaHUTCA B CTaHAApTHOM Ana 6ubnmnotekm OpenSSL dopmate CMS u
COAEPKMUT cneayrouime AaHHble:

— Xel COAEePXMMOro NakeTa Uan NoANUCKH NpeablayLiero YpoBHA C MpUMEHeHnem
OYHKLUMU XELWWMPOBAHNA U ANUHOM Xel-Koaa 256 6ut no TOCT P 34.11-2012;

— [aTy NOANMCAHMA NaKeTa;

— MOAMWCb  YKa3aHHbIX  Bbllle  MNOAeM C  NPUMEHEHMEM  ANATOPUTMA
FOCT P 34.10-2012 v dyHKUMK xewmpoBaHma FOCT P 34.11-2012, anunHa Bbixoaa 256 6uT;

— cepTnodmKaT cybbeKkTa NnoanmncK nakeTa.

MPUMEYAHUE. na npoBepKM noanmcK B npoLecce ycTaHOBKM RPM-nakeTa nmeet
3HaAYeHWe CTPYKTypa M cocTaB cepTuduKkaTa Katoda nposepkn 3. CepTUdUKaAT A0 KEH
ObITb BblAaH KAMEHTY (CyObeKTY) NpeanpuatTMemM-pa3paboTynKkom.

Mpougecc nonyyYeHns cybbekToM cepTudmKaTa COCTOUT U3 CAeayHOLLMX 3TaMNOB:

— reHepauma K4YeBon Napbl, 3aWLMLLEHHOM NAPOIEM.

NPUMEYAHME. MoapobHoe onucaHue npueeaeHo Ha Beb-camTe:
https://developer.auroraos.ru/doc/software_development/guides/package_signing#certifi
cate_issuance;
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— CO3[4aHMe 3anpoca Ha cepTMOUKAT C yKasaHMem B 0bDA3aTe/lbHOM NopAdKe
HaMMEHOBAHMA KAMEHTa UM NAPTHepPa;

— OTNpaBKa 3anpoca Ha noayyeHue ceptuduKkata NpeanpuaTnio-paspaboTumKky u
nosyvyeHune cepTudmKaTta C NPUCBOEHHOM METKOM rpynnbl 6e30NacHOCTY;

— noanucaHme RPM-nakeTa, Nony4yeHHOro cepTndurKkaTa M 3alMLLEHHOrO KA04a
noAnmcK.

MeTKa rpynnbl 6€30MaCcHOCTU ABAAETCA CTPOKOM M MOXET OblTb MPOM3BOJIbHOM,
OAlHAaKo npeanpuAaTne-paspaboTumk OC ABpopa Npu Bblaave cepTUdPMKaTa MCNONb3yeT
onpeaeneHHbln  Habop meTok. O6paboTka NOANMCAHHOrO NakeTa 3aBUCUT  OT
NPUCBOEHHOW cepTUUKATY METKK rpynmnbl 6e30NacHOCTHL.

[ns yctaHoBKKW cTopoHHero MO Ha MY, dyHKUMOHMpPYOLLEe NOA YNpaBAeHNEM
OC ABpopa, RPM-nakeT ponxeH MMeTb NoAnucb pa3paboTymKa, KOoTopaa ABAseTCA
0bA3aTeNbHON M MNO3BOAAET MAEHTMOMUMPOBATb aBTOPA MaKeTa, a TaKXe MCno/b3yeTca
ANA NOANUCK NaKeTa U UCNONHAEMbIX GalioB BHYTPU HEro.

MPUMEYAHME. be3 noanucu pa3paboTymka HEBO3MOXKHO YCTaHOBUTL MIT Ha MY.

Ons noanucn MIT TpebytoTca KAoYeBass NOANMCAHHAA napa W cepTuduKkat
(Tabnuua 14).

Tabnuua 14
Nmsa ¢anna Nmsa daina 3anpoca Nma danna
HasHauyeHune ANropuTM | 3aKpbITOro KAto4a | Ha cepTudmMKat no | ceptndmkara no
No YMONYaHUIO YMO/IYaHUIO YMONYaHUIO
MNoanuce FOCT P 34.10- | packages- packages-csr.pem |packages-
RPM-naketoB | 2012 (256 6uT) | key.pem cert.pem

MPUMEYAHUE. TeHepauuio KAOYEBbLIX Nap W 3anpocbl Ha cepTUdUKaTbI
HeobxoaAMMO 3amnyckaTb BHYTPU build-engine, noAapobHOE OMNMCaHME O KOTOPOM
npuseaeHo Ha Beb-canTe: https://developer.auroraos.ru/doc/
software_development/guides/package_signing#tkeyAndCertGegFromIDE.

MprMmep KOMaHApb! ANA reHepaummn KAYeBbIX Map MU 3aNpoCcoB Ha cepTMdUKaTbI:

customer—-gen-csrs \ —--common-name "developer company name" \ --
binaries-key binaries-key.pem \ --packages-key packages-key.pem

B npouecce BbINOAHEHWA KOMaHAbl ByayT 3anpolleHbl Napoan Anda wmdpoBaHMa
dalNoB C 3aKPbITbIMM KAO4amu M B paboyeilt manku cKkpunta byayT cosdaHbl dansbl
3aMNpoCoB binaries-csr.pem W packages-csr.pem.

dannsl 3anpocos (He bannbl Knto4en) HeobxoAMMo nepenatb
npeaAnpUATUIO-Pa3pPaboTUMKy M NOAYYUTb B3aMeH NoAnncaHHble Gaiabl cepTUPUKATOB.

MPUMEYAHMUE. Mpu npoBeaeHUU UHANBHOrO TECTUPOBAHMA CO34aHHbIX MI]
notpebyeTca cepTUdMKAT CTOPOHHEN opraHmM3aumm Ha nognucb RPM-nakeTa.
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CepTUdMKAT CTOPOHHEN OpraHM3aLMM HeOHBXOAMMO AONONHUTENIbHO 3aNPOCUTb Y
npeanpuaTna-paspaboTumka. Co3naBaTb AOMNOAHUTENbHbIE KAKOYM M 3aMNpPOCbl  Ha
cepTuPuMKaT He TpedyeTca. B pAanbHenlem MMeHem NoO yMoAndaHuio ans  darna
cepTUdMKaTa CTOPOHHEN OpraHmM3aumm byaeT cuMTaTbCA packages-client-cert.pem.

Bemay OTCYTCTBMA MEXaHM3MOB [A1A W3MEHEHWA MNPMBA3KM B Ja/bHeENLLEN
3KcnayaTaumm HeobXoaAMMO BbIMOAHMUTbL OAHO M3 CAeAYOLWNX AENCTBUIA:

— NOBTOPHO ycTaHoBUTb OC ABpopa Ha MY;

— ocyuecTsuTb cbpoc HacTpoe MY.

NMPUMEYAHUE. Ona nposepkn noanucu RPM-naketa m noanucm damnos IMA
MCNONb3YeTCA eAWHbIn cepTudUKaT, T.e. AN8 NOANUCKM MNAKeTa M ero COoAEepPKMMOro
MCNOb3yeTCA OAHA NOAMMUCH.

MexaHunam 6e3onacHoctn IMA obecneymBaeT OTCYTCTBME BO3MOMKHOCTW 3amycKa
Ha MY [ana HenoAnMCaHHbIX WUCMoAHAeMblX ¢arnoB RPM-nakeTa, a TaKkke Ans
ncnonHsaembix parnos RPM-nakeTa, NnognmMcaHHOro HEBEPHOM NOANMUCHI0 MO0 NOANUCH!O,
KOTopana BepHa, HO OT/IMYAETCA OT TEKYLLLErO KOPHEBOrO cepTUdUKATA.

BHUMAHMUE! Moaanepkmnsatotca anroputmbl ana: IMA SHA256, RSA2048 wu
FOCT 34.10 2012.

NMPUMEYAHMUE. Mpun oT3bIBE CKOMMPOMETUPOBAHHbIX KAKOYEN MPOMUCXOAUT OT3bIB
KAto4a, a He cepTuduKaTa.

B uenAx pasaeneHua 30Hbl M NoaAeprKaHuA rnybuHbl MHTEerpaumm CTOPOHHMX
RPM-nakeToB MMetoTCAa AOMNONHUTENbHbIE NoArpynnbl Ans noanuceit: Regular, Extended,
MDM, Antivirus, KoTopble pas3nn4yatoTca Habopom npaBua U paspelleHnt no
PAaCNONOXEHUIO W  B3ammopgenctemio ¢annos B OC, a Tak¥e MCNO/b30BaHMEM
B3aMMOCBA3aHHbIX KOMMNOHEHTOB.

MPUMEYAHME. [ina KOppeKTHOM yCTaHOBKM M paboTbl Ha MY, GYHKLMOHMPYHOLLEM
noa ynpasneHnem OC ABpopa, RPM-nakeT [AonXeH COOTBETCTBOBATb TpeboBaHUAM,
YKa3aHHbIM Ha Beb-canTe: https://developer.auroraos.ru/doc/
software_development/guidelines/rpm_requirements. OaHaKo 418 yNpoLweHMsa npoLecca
y pa3paboTymKka ecTb BO3MOMKHOCTb OTKAtOYEHWMA Banndaumm RPM-nakeToB, npu 3Tom
OCHOBHbIE KPUTMYECKME ANA CUCTEMbI MPOBEPKM OCTAHYTCA aKTUBHbIMMU.

[na rpynnbl be3onacHocTM TpebyeTcs cheaytollee:

— obA3aTenbHaA NoANUCh pa3paboTynKka, MeTka — developer;

— OMUWMOHANbHAA MNOAMMCb WMCTOYHWMKA, MeTKa — client. Mcnonb3lyetca AnA
peann3aummn AoBEePeHHbIX UCTOYHMKOB (nn. 4.4.1.3).

MoAnMCK HaKkNaablBaOTCA CaeayowmMm obpasom:

1) Pa3paboTumk noanucoiBaeT RPM-nakeT, KOTOPbIN OH NPOU3BEN,

2) RPM-nakeT onumnoHaAbHO NOANUCLIBAETCA MOAMMUCHIO MCTOYHMKA (MapkeTom M
NN KNNEHTOM).

Mpn 3TOM pa3paboTymMk noanmcbiBaeT HenocpeAcTBeHHO RPM-maKeT, a KaxKapli
nocneayoLmin cybbekT noanucbiBaeT NpeablayLlyto NoAnuch (T.e. CTOYHMK NOANUCLIBAET
noAnucb paspaboTymKa), TakMm 0bpa3om opraHnM3oBaHa Mepapxmns NoANUCeN, B KOTOPOM
Ha KaXX[AO0M M3 3TanoB NPOBEPKM MOXKHO BbIABUTb PACXOXKAEHMA.
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KopHeBoM cepTUdMKaT npeanpuatua-paspaboTimKka: ana yCTaHOBKM [A0BepuA
MeXay cepTUdMKaTamm U CUCTEMOM NpeanaraeTca  Mepapxmyeckasa CBA3b  MeXay
cepTUdMKaTamm, KOTOpble WCMONb3YOTCA A4 NoAnuMcu  nakeTos. [lpeanpuAtue-
pa3pabotunk OC ABpopa NOCPEACTBOM YTUAWUTbI tk26sig reHepupyeT cepTudukar,
KOTOPbIA CYMTAEeTCA KOpPHeBbIM. [danee npeanpuatmMe-pas3paboTyMK, MCNONb3yAa AaHHbIN
cepTUPMKaT, BblaaeT cepTUPUKaTbl CBOMM KAMEHTAM Ha OCHOBE WX 3ampoca 3TO MOryT
ObITb KNOYM Pa3paboTUMKa U UCTOUYHMKA.

Takum obpa3om, Bcerga BO3MOMKHO MNPOCAeAMTb CBSA3b MeXAy LEenoyKom
CEPTUPMKATOB: €CAM BblAAHHbIA KAMEHTaM CcepTUPMKAT He BblAaH NpeanpuATUEM-
Pa3paboTYMKOM, OH CUYMTAETCA HeaAeMCTBUTE/IbHbIM, COOTBETCTBEHHO, BCE MOMbITKK
yCTaHOBUTb RPM-nakeTbl, NOANMCaHHble cCePTUPMKATaMM, BblAaHHBIMW HE NpeanpuaTMem-
pa3paboTymnkom, byayT HeyaauHbIMM.

[MyTb OO KOPHEBOro cepTuduKaTa npeaonpedeneH Ha NPOrPamMMHOM YPOBHE:
/etc/rpm/rootcacert—omp.pem.

CeptndmKkat npeanpmaTma-paspaboTumka: cpeam Bcex cepTMdMKATOB AAs TPYNMbl
developer Hanbonee BaXKHbIM ABNAETCH cepTUPUKaT, BblAAHHbIN
npeanpuaTnio-pa3paboTumky ans  pas3pabotkm OC ABpopa. Takumm cepTudmKaTamm
NOAMMCLIBAOTCA BCE MNPOAYKTbl  NpeanpuAtTMA-pa3paboTynka M BCE  CUCTEMHbIE
RPM-nakeTbl.

[MaKkeT, NOAMWUCAHHbLIN AaHHbIM CepTUdMKATOM, He noaBepraeTca npoueccy
BaAnaaumMm (T.K. TakMe nNaKeTbl BCErda CyMTaloTcA A0BepeHHbIMK). [na  oTanuma
ceptTMduKaToB  MAEHTUPUKATOP nyo6anYHOro KAto4a  JaHHOro  ceptuduKaTa
ycTaHasnameaetca B PC no Nyt /etc/rpm/system-developer-keyid M MPW YCTaHOBKe
KaXKZ0ro naketa NpoMCxXoamMT NpoBepKa NyOBAMYHOTO KAtoYa cepTUdMKaTa npeanpuaTmns-
pa3paboTymnKa, KOTOPbIM NOAMMCAH NAKET C KAHOYOM, PacnoNoKeHHbIM B PC.

BHYTpeHHAA CTpyKTypa nognucen: noanucu dparna IMA umHTerpupytotcs B 610K
noAnucK npeanpuaTua-paspadboTynKka, noannucb IMA nepeHoOCUTCA M3 3aro/IoBKa NakeTa.
TonbKo Nepsaa noAnuch (He Becb Gpaiin) 3aBepseTcst BTOPOM NOAMNUCHIO.

Obwmin popmat noanncaHHoro RPM-nakeTa npmseaeH Ha pucyHke (PucyHok 127).
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PucyHok 127

Bannpaupa RPM-naketos: RPM-nakeTbl BaAMAMPYOTCA CUEHapMem, Haxo4AaWMMCA
B NpoekTe rpm-validator. Mpouecc BannaaumMm Ha COOTBETCTBME MPOXOoAAT He Bce RPM-
NaKeTbl, @ TONbKO HEe YyAOBAETBOPANOLIME YCNOBMAM 6HE30MNaCHOCTKM, YKa3aHHbIM Ha
Beb-canTe: https://developer.auroraos.ru/doc/software_development/guidelines/
rpm_requirements.

RPM-nakeTbl, NOANMCaHHbIE KAOYOM MNpeanpuAaTMA-pa3paboTymKa, He npoxoaAt
npouecc BanvaaLumnm.

[Mpw ycTaHOBKe Yepe3 1librpm RPM-naKkeT npoxoauT cneayrolme ctagmm:

— BHYTPEHHME NPOBEPKY;

— Ba/naaumna nnarMHOM rpm-plugin-validation.

MnarmH rpm-plugin-validation, BbI3BaHHbIA nepepn, ycTaHoBKoM RPM-nakeTa,
nocneaoBaTeIbHO BbIMOAHAET CAeaytoLlLme AeUCTBUA:

— MpoBepKa noanucein n ceptudmnrkatos RPM-nakera;

— ecnn RPM-naket ABndetcs obHOBAEHMEM, TO MPOBEepPAETCA, YTO cepTudmKaT
pa3paboTunmka He wu3MeHunca (T.e. He WU3MeHMAca an  pas3paboTyunk). M3meHeHue
cepTudmKaTa NnpeanpuaTMa-pa3padboTymKa CYMTAEeTCA OLLMDOKOM YCTAaHOBKN;

— ecnn RPM-nakeT noanucaH He npeanpuatMem-pa3paboTynMKkom, BbINOAHAETCA
Ba/IMAALUMA NakeTa. HeycnelwHana Baanaaums cHmTaeTca olmbKo yCTaHOBKY;

— BCTaBKa cepTudukata B cuctemubin IMA keyring. HeycnewHbin npougecc
CYMUTAETCA OWMOKOM YCTAHOBKM;
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— BCTaBKa MWHPopmaumm o noanmcax u ceptudmkatax RPM-naketa B B[]
rpmsign-external. HeycnewHbln NPOLLECC CYNTAETCA OLLIMOKOM YCTAHOBKM.

Mo 3aBepuweHnn 0bpaboTkm RPM-naKkeTa Kaxaoe AencTBue co3aaeT cooblieHne
ayamTa B sdjd (cuctema ayauTa npeanpuaTtua-paspaboTymka (cm. nogpasgen 4.1) o6
ycnexe unu Heycnexe npu yctTaHoBKe Uan yaaneHnn RPM-nakeTa.

Mpwn ycTtaHoBKke Ntoboro RPM-naketa HeobxoAMMO yyMTbIBaTb CAeaylollee, 4To
Kaxkapih RPM-nakeT Ao/MKEH MMETb Kak MUHMMYM NoANuChb NpeanpuaTus-paspaboTymKka
nakeTa.

[Ona nposepkn noanncn RPM-nakeTa Heo6x0AMMO BbIMONHUTbL KOMAHAY:

rpmsign-external verify --root-cert ca.pem someapplication.rpm

[1nAa npocMoTpa Ba*KHbIX aTPMOYTOB NoANnCKH (MmeHM cybbeKTa, meTku 1 ID Katoya)
HeobX0AMMO BbIMOMHUTb KOMAHAY:

rpmsign-external dump someapplication.rpm

4.4.1.2. MNoannce MIT

Ona noanncmn MIN He0bXoANMMO BbIMOAHUTL KOMaHAY:

rpmsign-external sign --key packages-key.pem --cert packages-cert.pem
sampleapp.rpm

roe:

— sampleapp.rpm — NaKeT, coaepxawmn Mo;

— packages-key.pem — 3aKPbITbIA KAOY NOAMNMCKU NAKETOB;

— packages-cert.pem— CEPTUPUKAT NOANUCK MNAKETOB.

BHUMAHWE! B npouecce noanucn 6yayT 3anpolleHbl naposibHbie ¢pasbl OT
$annoB C 3aKPbITbIMM KAto4amm Ana noanmncm RPM-nakeTos.

Ona n3onaumm MIT MCnoNb3yOTCA NECOYHMLbI, ONMCaHME KOTOPbIX NpUBEAEHO B
noapasgene 4.5.

4.4.1.3. Micnonb3oBaHMe A0BEPEHHbIX MCTOYHUKOB

B OC ABpopa MCMNonb3yeTca MexaHW3m ynpaBieHnA 4OBEPEHHbIMW UCTOYHUKAMMU,
KOTOPbIA NpeaoCcTaBAAeT BO3SMOMXHOCTb yCTaHaBAMBaTb MI1, noanncaHHble pasivyHbIMMK
MCTOYHWKAMM, 406aBNEHHBIMW aAMUHUCTPATOPOM B CMIMCOK AOBEPEHHbIX.

MoAnnCb UCTOYHMKA MOXKET BbITb A0DaBAEHA C MOMOLLBHO:

— opuuManbHbIX MarasnHos MIT;

— aaAMUHUCTPaTopoB Kak OC Aspopa, Tak u [0, KoTopble MOTryT BbINOJHWUTb
cneayroume 4encTBuma:

® Bbi6paTb 4OBEPEHHbIE MCTOYHUKM;
® 3anpeTnTb ycTaHoBKY MI1 6e3 noagnmMcK UCTOYHMKA.
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4.4.1.3.1. HacTpoWnKa yCTaHOBKM HenoanmcaHHoro Mrl

[ns pa3spelweHna ycTaHOBKM HenoanucaHHoro MIT HeobxoAMMO BbINOAHUTb
cneayrouime AencTBuA:

— OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KacaHMem 3HayKa E’: Ha JKpaHe
NPUNOXKEHWUM (CM. );

— KOCHYTbCA MYHKTAa MeHI0 «VICTOYHMKM MNPUNOKEHUNY 5 B noapasgene
«besonacHoOCTb;

— Ha OTKpPbIBWIENCA CTPaHMLE aKTMBMPOBATb MepekatovaTens «PaspewmnTs
YCTaHOBKY NPUIOXKEHUIM Be3 noanncK cTodHMKa» (PucyHok 128);

— NOATBEPAUTbL AENCTBME BBOAOM TEKYLLEro Napons (Cm. PUcyHok 4).

MPUMEYAHUA:

v Mpn aeakTMBaumMy nepexntodaTens «PaspelmnTb YCTaHOBKY MPUIOXKeHNA He3
noANMCKM UCTOYHMKA» 6yayT yAaneHbl ycTaHoBaeHHble MIT 6e3 moanucK MCTOYHMKA
(PucyHok 129);

v MoapobHoe onucaHue ycTaHOBKM HenoAnuncaHHbix MI npuseaeHo 8 nn. 2.3.2.3.

’ MCcTOUHMKY NpUNoXeHni l OTMEHUTL MopTeepauTb
%  PaspelunTb YyCTaHOBKY YpnanuTb yCTaHOBNEHHbIE
npunoxexuit 6e3 nognucu npunoxexus 6e3 noanucu
Jonehllde ; n MCTOYHMKA?
BkAloyeHKe JaHHOU HacTPOKU NPUBEAST K
BO3MOXHOCTM YCTaHOBKU HELOBEPEHHbIX B cnyyae noaTeepX/AeHUs AaHHOro AeiCTBUSA
NPUNOXEHWUIA 6yayT yaaneHsl cneayioLme NpUnoXeHus:
[loBepeHHble UCTOYHUKMN @ PenakTop 306paxeHuii
WebWildberries
o | Colordots
CodeReader
| ClubCode
@ CarBudget
OSM Scout
A Anbda OHnaiiH
PucyHok 128 PucyHok 129
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4.4.1.3.2. [lpoCMOTP CNNCKa JOBEPEHHbLIX NCTOYHNKOB

MPUMEYAHUE. MoapobHoe onucaHne aobaBneHuA

MCTOYHMKA B CMWUCOK [JOBEPEHHbIX NpuMBeaeHO B
MOATBEPKASHHBIE UCTOMHUKY YCTAHOBK nn. 2.3.2.2.
. [lna npocmoTpa CnmMcKa [A0BEPEeHHbIX WMCTOYHMKOB
HEeobX0AMMO KOCHYTbCA Mosa «OoBepeHHblIe MCTOYHUKNY
(cm. PucyHok 128), B pe3ynbraTe 4ero oTobpasuTca
CTPaHML@ CO  CMMUCKOM  A0BEPEHHbIX  UCTOYHMKOB
(PrcyHok 130).

l [loBepeHHble CTOYHUKU

dev.rustore.ru

PucyHok 130

4.4.1.3.3. YnaneHue UCTOYHMKA U3 CMUCKA AOBEPEeHHbIX

[Ons ynoaneHns WCTOYHWMKA W3 CMUCKa [AO0BEPEHHbIX HEOOXOAMMO BbIMOAHUTL
cneayolme AencTBmA:

— Ha cTpaHuue «JloBepeHHble  WUCTOYHWMKM»  (cm. PucyHoK 130)  OTKpbITb
KOHTEKCTHOE MEHI0 HEODXOAMMOrO MCTOYHMKA;

— KOCHYTbCA NyHKTa «Yaanutb» (PucyHok 131);

— Ha OTKpbIBWENCA CTpaHMLE KOCHYTbCA KHOMKWM  «[loaTBepaAnTb»  ANA
noATBEePXAeHNs onepaumm AMbo KHOMKNM « OTMEHUTLY» AN OTMEHbI (PucyHoK 132).

BHUMAHWE! TMpwn yoaneHUn UCTOYHMKA M3 CNMCKA [0BEPEHHbIX OyayT TakxKe
yaaneHbl MI, noanucaHHble AaHHbIM UCTOYHUKOM (PucyHoK 132).
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MOBWUJIbHAS
PyKOBO,ﬂ,CTBO AdAMNHUNCTPATOpPA | NNATOOPMA
I J[loBepeHHbIe UCTOYHUKMU OTMeHUTb MopTeepauTb |
MOATBEPXAEHHbIE UCTOYHMKY YCTAHOBKM Ypanutb UCTOYHUK dev.rustore.ru u3
{IRUROASHNA crnucka AoBepeHHbIX?
dev.rustore.ru Vnanehme WCTOYHMUKa NpuBeaeT K yaaneHuo
BCex anﬂO)KeHMI?L noanuUCaHHbIX AaHHbIM
UCTOYHUKOM:
Yoanutb
m RuStore
PucyHok 131 PucyHok 132

4.4.1.4. Nposepka noanncKn BUHAPHbIX Gannos

B noanucn RPM-nakeTa xpaHUTCca cekuma ¢ noanucamu IMA ana kaxkaoro ¢panna,
cofleprkalllerocs B nakete. Bo Bpemsa yCTaHOBKM COAEPHKMMOro NakeTa Ha Kaxkabli dainn
YCTaHaB/NMBAETCA  pacCWIMpPEeHHbIn  aTpubyT  security.ima, Kyda MNOMeLlaeTcs
COOTBETCTBYIOLWLAA AaHHOMY danny noanuck IMA.

Mpu 3anycke bBuHapHOro ¢amna npoucxoamT obs3aTenbHaa NPOBEpKa MoAnMUCH
IMA ¢ nomoulpto noacuctembl OC Linux IMA/EVM 1 cepTudunKata, nepemelieHHoro B
IMA keyring npwn yctaHoBke RPM-nakeTta. B cnydae HeycnewHoOW NPoOBEepKU OUMHAPHbLIN
dann He byaeT 3anyLleH.

[na npoBepKkn noanncn BUHapHbIX GannoB HEOOXOANMMO BbIMOAHUTL KOMaHAY:

rpm -q --gqf ' [${FILENAMES}\n${FILESIGNATURES}\n]' package.rpm | grep
-Al /usr/bin/ | tail -n 1 | cut -c 7-14

roe package.rpm — uMaA Gaina NoANMCAHHOMO NakeTa.

Pe3ynbTaToM paboTbl nporpammbl byaet 4 6alita, Hanpumep: de39e183.

Takasd »ke nocnenoBaTeIbHOCTb UMbP A0MKHA NPUCYTCTBOBATL B BbIBOAE KOMaHAbI
cat/proc/keys, ecnm ceptudmkaTt noanncn BuHapHbix dannos Obin AobaBAeH B Nanky
/etc/keys/ima.

MPUMEYAHME. Mpu nposepke noanuncyn MI moxeT noTpeboBaTbhCcsa Nepesarpyska
MY.
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4.4.2. PaboTta ¢ cepTnudMKaTamm
4.4.2.1. lobaBneHne KOPHEBOro cepTUPMKaTa YA0CTOBEPSAIOLLErO LEeHTPa

KopHeBol cepTndmKkaT yaoctosepsatollero ueHTpa (YLU) npeactasnaet cobon dpain,
coaepalini WndPpoBaHHY cepBUCHyto nHpopmaumto 06 YL. Ha ocHoBe gaHHoro panna
CTpOUTCA Ueno4Yka [aoBepua cepTuduKatam. [loayumB AocTyn K WKdPOBAHHOMN
MHPOPMaALMKN, KPUNTONPOBaMAep MOATBEPKAAET MNOAAMHHOCTL AnyHOM 3. Takum
obpasom, nwbaa I, BbinyuieHHada YL, paboTaeT KOPPEKTHO TOAbKO MpW HaAMYMK
KOpHEeBOro cepTndmKaTa.

[na pobasneHns KopHeBoro ceptudmkata YU B A0BepeHHble HeobxoaMmo
BbIMNO/IHUTb CAeaytolme AeNCTBUA:

— noaxntounTe MY K 3BM ¢ nomouipto USB-Kkabens;

— BbIOpaTb pexxunm «lpoTokon nepegaym gaHHbIx (MTP)»;

— ckonupoBaTtb ¢ IBM 1 nepeHectn Ha MY ceptudumKaT YL,

— OTKpbITb M «Terminal» 1 BbINONHUTL CeaytoLLmMe KOMaHAObI:

devel-su
cp <nyTb k damnny> /etc/pki/ca-trust/source/anchors/
update-ca-trust

3arpy3uTb KopHeBon cepTudmkaT YL, Ha MY TaKkKe BO3MOMKHO C MOMOLLbIO CETH
NHTepHeT, BbinonHMB B Ml «Terminal» cneaytoume KoMaHabl:

devel-su

curl -o /etc/pki/ca-trust/source/anchors/root ca.crt "https:
//url ceprmbdmrxara/root ca.crt"

update-ca-trust

4.4.2.2. NpoBepKa cepTUPUKATOB

[lna npoBepKM cepTUPUKATOB HEOOXOAMMO BbINONHUTL CAeaytolme AeNCTBUS:
— 3arpy3nTb KOPHEBbIE CEPTUPMKATLI C MOMOLLLIO KOMAHA,:

curl -L http://community.omprussia.ru/files/doc/rootcacert-omp.pem -0
rootcacert-omp.pem

curl -L http://community.omprussia.ru/files/doc/ima-root-ca.x509.pem -
o0 ima-root-ca.x509.pem

— NPOBEPUTbL CEPTUPMKAT NOANMUCK BUHAPHBIX PanIOB C MOMOLLbIO KOMaHAbI:

echo "test" > testfile openssl smime -sign \ -in testfile \ -
signer binaries-cert.pem \ -inkey binaries-key.pem \ -out
testfile.sig openssl smime -verify \ -in testfile.sig \ -
signer binaries-cert.pem \ -CAfile ima-root.ca.x509.pem

- ﬂpOBepMTbcepTM¢MKaTHOAHMCMﬂaKETOBC[NNMOHbK)HOMaHAbH

echo "test" > testfile openssl smime -sign \ -in testfile \ -
signer packages-cert.pem \ -inkey packages-key.pem \ -out
testfile.sig.gost openssl smime -verify \ -in testfile.sig.gost \
-signer packages-cert.pem \ -CAfile rootcacart-omp.pem
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— NPOBEPUTDL cemechKaT CTOpOHHel\/'I opraHn3aunm C NOMOLbKO KOMaHAbl:

echo "test" > testfile-client openssl smime -sign \ -in testfile-
client \ -signer packages-client-cert.pem \ -inkey packages-
key.pem \ -out testfile-client.sig.gost openssl smime -verify \
-in testfile-client.sig.gost \ -signer packages-client-cert.pem \

-CAfile rootcacart-omp.pem

4.5. U3onauma npoueccos

4.5.1. N3onaumAa agpecHbIX NPOCTPAHCTB

PeweHne 3apa4m M30MAUMM a4PECHbIX MPOCTPAHCTB MNPOLECCOB OCHOBAHO Ha
apxuTtekType Aapa OC ABpopa, KoTopoe obecneuymBaeT cOOCTBEHHOE WM30/AMPOBAHHOE
afpecHoe NPOCTPAHCTBO ANA KaXKA0ro NpoLuecca B CUCTEME.

Mcnonb3yembit MeXaHU3M M30ASLMM OCHOBAH Ha CTPAHMYHOM MEXaHM3Me 3aLLMUTb
NaMATM, a TaKXe MexaHM3Me TPaHCAAUMM BMPTYaNbHOTrO ajapeca B  GU3MYECKUN,
NoAAEePKMBAEMOM MOAYNEM ynpaBaeHmnA NamAaTbto. OQHM U Te e BUPTyabHble aapeca, C
KOTopbIMM paboTaeT npoueccop, NpeobpasytoTcA B pasHble ¢M3Myeckme aapeca ANA
Pa3HbIX aApPecHbIX MPOCTPAHCTB. [pM 3TOM NPOLECC HE MOMKET HEeCaHKLMOHMPOBAHHbLIM
obpaszom Noay4YnTb  AOCTYnN K NPOCTPaAHCTBY  APYyroro npouecca,  T.K.
HeNPUBUAETMPOBAHHbIN MO/b30BATENBCKMN MPOLECC AMWEH BO3MOMXHOCTM paboTaTb C
dM3MYECKOM NAMATBLIO HAaNPAMYHO.

NMPUMEYAHUE. MexaHn3m pasaenaemon namAaTn MO3BOAAET MOJYYUTb AOCTYN K
OAHOMY M TOMY € VYy4yacTKy MamMATM W HaAXxoAMTCA MNOoA4 KOHTPOAEM MOJINTUKMK
ANCKPELMOHHOro pasrpaHnMyeHma npas 4oCcTyna.

AZpecHoe NPOCTPAHCTBO A4pa 3aWMULEHO OT MO/b30BaTeNbCKMX MPOLECCOB C
MCNONb30BAaHMEM MEXaHW3Ma CTPaHMYHOM 3awmTbl. CTpaHWLbl NPOCTPaAHCTBA A4pa
ABNAOTCA NPUBUAETMPOBAHHLIMM, M AOCTYN K HUM W3 HENPUBUMIETMPOBAHHOIO KOAa
BbI3bIBAET UCK/OYEHME Mpoueccopa, KoTopbi obpabaTtbiBaetca aapom OC KOPPEKTHbIM
obpaszom.

EAMHCTBEHHBIM  CaHKLMOHMPOBAHHbIM cnocobom pgoctyna K aapy OC wm3
N0/1b30BaTE/IbCKOM MPOrpaMmbl  ABAAETCA MEXaHM3M CUCTEMHbIX BbI3OBOB, KOTOpPbIN
rapaHTMPyeT BO3MOXHOCTb BbINO/JIHEHWA MONb30BAaTENEM TONbKO CaHKUMOHMPOBAHHbBIX
NEencTBUm.

[lononHUTENbHbIE  MEXaHW3Mbl  M30/1ALUMKM  NpoLEeccoB  obecneymBatoTcA
NPUMEHAEMBIMM TEXHO/IOTMAMMW KOHTEMHEPM3AUMM He TONbKO Apyr OT Apyra, HO M OT
BHELHNX PECYPCOB, a TaKXKe BHELHMX PecypcoB OT NPOL,EeCcCOoB.

[MporpaMmHble CpeacTBa pa3pellaroT Npoueccy Auilb onpeaeneHHbI nepedyeHb
LEeNCTBUI, BbIMONHAEMbIX MO OTHOWEHMIO K APpYyrMm npoueccam u nepupepuinHbim
YCTPOWCTBAM, BKItOYas NMOCTOAHHOE 3aNOMMUHAOLLEE YCTPOWCTBO, KOTOPbIN ONpeaenaeTca
NPW YyCTaHOBKE NaKeTa, CoAepXKallero MCnonHAembln Gain.

MPUMEYAHUE. MoapobHoe onucaHue NPUBUAETMPOBAHHbIX n
HeNpPMBMUAETMPOBAHHbLIX MPOLLECCOB NpKBeLeHO B noapasaene 4.3,
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4.5.2. 3onauma Ml c ncnonb3oBaHMeEM NeCoYHML,

B OCABpopa peannsoBaHa wusonauma MI1 C MCNoO/ib30BaHWMEM MECOYHML,
OCHOBAHHbIX Ha cBOBOAHO pacnpocTpaHAemom npoaykTe Firejail, KOTopbIM nCnonb3yeT
CTaHaapTHble ana OC Linux mexaHW3Mbl namespace W seccomp-bpf, MN0O3BONAKOULIME
onpeaenAaTb CMUCOK AOCTYNHbIX A1A MIT CMCTEMHbIX BbI3OBOB.

Firejail npeacrtaBnaer cobon NErkoBeCHYD MecoyYHuUy MW MNoaxoAuT  ANs
MCNnonb3oBaHMa B MY, npu 3TOM BCe NoJb3oBaTenbCKMe MIT 3anyckatoTcAa Yepes
sailjail-obepTky Hag Firejail. JononHuTenbHO ANA M30AAUMM MCMONb3yeTcA xdg-dbus-
proxy, PUAbTPYOLWNMIM Npokcn ana D-Bus.

MeXaHM3M seccomp-bpf 3anpelLaeT HeEKOTOPble CUCTEMHbIE BbI30BbI, HANPUMEP:
mount/umount, ptrace, kexecu 4p.

Mo ymon4aHuto B mount namespace A40CTyn K ®C orpaHnymBaeTca 40:

— [OCTyMNa Ha YTeHWe W 3anucb K JaHHbIM KOHKpeTHOro M1 ($XDG DATA HOME,
$XDG_CONFIG HOME, $XDG CACHE HOME);

— [0CTyna TO/NIbKO Ha YTeHWe K /usr/share/S$SApplicationName;

— [0CTyna TONbKO Ha YTEeHMEe K HEeKOTopbIM nankam u  daknam B
/etc, /usr/share, /var/libWT.A.

[ocTyn kK ®C moxKeT bbITb paclUMpeH NPY 3anNpoce COOTBETCTBYIOLLMX Pa3peLleHW,
OMNMCaHHbIX C NTOMOLLIbIO NpasuA Firejail, Hanpumep:

— paspelweHne «Pictures» npeaocTasnaeT AOCTYN Ha YTEHME M 3aMnMCb K Mankam
NONb30BaTeNA ~/Pictures, @ TAKXKeE K K3LWY NPeBblo;

— pa3peweHne «RemovableMedia» npegoctasnaer  A0CTYyN K CbEMHbIM
HocuTenAaM (/media/SUSER/) U T.A.

B net namespace N0 YyMONYaHUIO [06aBnseTca ToNIbKO loopback device.

PaboTa B necoyHuMuUe no3BonAeT onpeaennTtb MI paspelweHmMa Ha A0CTyn K
pecypcam, 0OYCNOBAEHHblE 31€MEHTaMK, OMUCAaHWE KOTOPbIX MPMBEAEHO B Tabauue
(Tabnunua 15).

Tabnuua 15

No dNemeHT Onwucanue

1 |Accounts MPOCMOTP, MOANDUKALNA U CUHXPOHMU3ALMA YYETHBIX
3anucen

2 |AccessSecuritylog [locTyn K perncTpaumoHHOMY KypHany

3 |Audio Bocnpou3BeaeHue 1 3anmcb ayamo, U3MeHeHume
KOHPUTrypaumm

4 |Bluetooth MoaxkayeHne n ncnonb3osaHme Bluetooth®-yctponcTs

5 |Calendar MpocmoTp 1 moandbuKauma cobbiTUN KaneHaaps

6 Camera JocTyn K Kamepe, cbeMKka GOTO M BUAEOD

7 |Contacts MpocMoTp N MoANDUKALMA JaHHbBIX KOHTAaKTOB

8 |Devicelnfo 3BnevyeHne gaHHbIX 0 MY

9 |Documents [ocTyn K nanke «Documents»
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Ne dnemeHT Onwncaxue

10 |Downloads foctyn K nanke «Downloads»

11 |E-mail YTeHne 1 OTNpaBKa NMUCEM U3 SNEKTPOHHOW MOYTHI,
AOCTYN K BNOXEHMAM

12 |Internet Vicnonb3oBaHwe cetn IHTepHeT

13 |Location lcnonb3oBaHMe reoiIoKaLmum

14 |LogSecurityEvents 3anmch B PErUCTPALMOHHbBIN KypPHan

15 |MedialIndexing [octyn Kk nepeyHto pannos Ha MY

16 |Messages [ocTyn K YTeHunto 1 otnpaske SMS

17 |Microphone 3anuncb ayamo C MOMOLLbIO MUKPOdOHA

18 |Music [ocTyn k nanke «Music», naenancTam n o610xKKam

19 |NFC MoakntoueHne n ncnonb3osaHme NFC-yctponcTs

20 |Phone OcyluecTBNEHME BbI30BOB HANPAMYIO UK Yepes
NONb30BaTENLCKMI MHTEPDENC

21 |Pictures Hoctyn K nanke «Pictures»

22 |Printing [TpOCMOTP M MCNONb30BAHME AOCTYMHbIX MPUHTEPOB

23 |PublicDir [ocTyn K nanke «Pictures»

24 |PushNotifications YTeHune push-ysegomneHum

25 |RemovableMedia Mcnonb3oBaHWe KapT namaTtu n USB

26 |SecureStorage XpaHeHve WwndpoBaHHbIX Galnnos

27 |ScreenCapture 3aXxBaT COAEPHMMOro sKkpaHa

28 |UserDirs [octyn kK nankam «Documents», «Downloads», «Musicy,
«Pictures», «Public» n «Video»

29 |Videos foctyn K nanke «Videos»

30 |WebView [ns ncnonbsoBaHuns Gecko WebView

[na kaxxaoro MI, BbINONHAOWErOCA B NECOYHULE, MOXKET ObiTb cO34aH NPOPUb,
onpeaenstoWmii ero BOSMOXHOCTK M noseaeHue. Hanpumep, npodunb ans MMM «Moroga»
MOMET BbIrNAAETb Caeayowmm obpasom:

# Firetail > Firejail profile for /usr/bin/omp-weather

### security filters
caps.drop all
nonewprivs

seccomp

### network
protocol unix,

### environment
shell none

### baseline
include permission-baseline.inc
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### application

private-bin omp-weather,

private-etc passwd, group, location,dconf, xdg, fonts, system-fips, selinux,
private-tmp

dbus-user.own ru.omprussia.weather

whitelist /usr/share/omp-weather

# Settings
include sessionbus-com.jolla.settings.inc

# Connman
include systembus-net.connman.inc

4.6. 3aWmTa NamAaTH

4.6.1. O4yncTKa NnamaTu

OuncTKa onepaTMBHOM MaMSATM OCHOBaHa Ha apxuTekType aapa OC Aspopa U
rapaHTUPYET, YTO OObIYHbIM HENPUBUIETUPOBAHHbIM MPOLLECC HE MOMKET MNOAYYUTb AaHHbIE
Yy»KOro NpoLecca, ecam 3To ABHO He pa3pelleHo MNP,

Cpeactsa B3aMMOAENCTBMA MeXAY MNPOLLEeCCaMM KOHTPOAMPYIOTCS C MOMOLLbGHO
MNP, n npouecc He MOXKeT NOAYYUTb AOCTYN K HEOUYMLLEHHOW NamsATK (KaK onepaTMBHOWN,
Tak W  [OMCKOBOM). AApPO BbIAENAET Ka)KAOMy MpoLeccy BMPTyanbHOE ajpecHoe
MPOCTPAHCTBO, KOTOPOe TpaHCAUpyeTca B GU3MYECKUe afpeca NamsaTh C NMOALEPSKKON
paHAOMM3aLMM.

[locTynHble ANA  NO/Mb30BaTeNbCKOrO  npouecca GyHKUMM  BblAeNeHua U
pacnpefeneHns MNamaTy OCYLLEeCTBAAT BbIMONHEHUE PEXMMA WHUUMANAU3ALMM, MpU
KOTOPOM MPOUCXOAUT OBHyNeHWe suyeek namaTu. Takmm obpa3om, SAPO M CUCTEMHARA
6nbanoTeka libc rapaHTUPYIOT MOAYYEHME MPOLLECCOM TONbKO OYMLLEHHbIX CTPaHML
namaTu 6e3 ocTaTo4yHoM MHbOPMaLMK.

OunMcTKa NamaATM Ha BHeWwHWX HocuTenax (eMMC) ocHoBaHa Ha peanusauum
MexaHM3Ma secdel, KOTOPbIM O4YULL@ET Ha HocuTene Heucnosnbzyemble 610knm OC
HenocpeacTBEHHO MPU UX OCBOOOMAEHMM C MOMOLLLI Mepes3anmcu MX MaCcKUpyoLein
nocnenoBaTeIbHOCTbIO.

4.6.2. O4ncTKa NO/Ib30BATE/IbCKMX AAHHbIX

NMPUMEYAHMUE. HacTpolka cepBmca O4MCTKM NONb30BATENBCKMX AaHHbIX AOCTYMHA
TO/IbKO aAMUHUCTPATOPY.

CepBMC NpeaHa3sHavyeH ANA OYUCTKM MOAb30BATENbCKUX AAHHbIX MO PACMMCAHUIO
ANA BCEX YYETHbIX 3anuMcer nonb3osatenen. BbinoAHAA OYMCTKY NO1b30BATENbCKMX MAMOK,
CEPBMC YMeHbllaeT 0Obem yTeYKM MNOoAb30BaTENbCKOM MHOOPMaALMKM B Cayvae
HEeCaHKLUMOHMPOBAHHOIO AOCTyNa K Marnkam.

OuMCTKa 3a4aHHbIX ManoOK MPOM3BOAMTCA C  YYETOM  BJIOXKEHHbIX Mamnok
(perypcurBHO).
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CpOK XxpaHeHMA $alnoB B Nankax, BblAENEHHON C MOMOLLbI KOHPUIYPALMOHHOTO
danna, OTCYMUTBLIBAETCA OT BPEMEHW NOCAEAHErO M3IMEHEHNS danna.

BHUMAHMWE! Monb3oBaTenbckune Gaiinbl, KOTOPbIE HE NOABEPKEHBI MU3MEHEHWAM B
npoluecce aKcnayaTaumMmn, n KoTopble cneayeT ob6e3onacnTb OT OYUCTKU, PEKOMEHAYETCH
XPaHWTb B ManKaX, HEKOHTPOIMPYEMbIX CEPBUCOM.

Mpwn pacyeTe CpoKa XpaHEHMA NONb30BATENLCKUX GalnN0B HEODXOANMMO YUMTbIBATb
cneayoume NoNOKEHUS:

— CPOK pPacCyMTbIBAeTCA C MOMEHTA CO34aHMA YYEeTHOM 3anncu M BHECceHun
nocneaHero M3MeHeHWUI;

— BPEMEHHbI MHTEePBa/ MPOBEPKN CEPBMCOB COCTABAAOLWIMIM OAMH Yac, BXOAMUT B
CPOK XpaHeHMs;

— He MOXEeT NPeBbIWaTb 3aJaHHbI CPOK XpaHeHua pannos (PrucyHok 134).

NMPUMEYAHUA:

v/ MepeyeHb Nanok A8 OYMCTKM MO/Mb30BATE/IbCKMX JaHHbIX ONpenenseTca npu
BHEAPEHUM U MOXKET OblTb MU3MEHEH C MOMOLLbIO KOHPUTYPaALMOHHOTO dalina;

v/ BbIBOp ManoK No yMONYaHMIO OrpaHnyeH cneayowmmmn nankamm:

— ${HOME}/Documents;

— ${HOME}/Downloads;

— ${HOME}/Music;

— ${HOME}/Playlists;

— ${HOME}/Pictures;

— S${HOME}/Public;

— ${HOME} /Videos.

v'Y agMUHUCTpaTOpa OTCYTCTBYET BO3MOMHOCTb CaMOCTOATENbHO [400aBAATH
Nanku ANA OYUCTKM C MOMOLLLbIO MO/1Ib30BATENbLCKOrO MHTEPdECa.
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,ﬂ,/‘lﬂ BRKIIOYEHMA OYUCTKN MNMOJNIb30BaATENBCKNX AaHHbIX
Heobxo4MMO BbINOSHUTL Ceaytolme AeNCTBUA:

YcTaHOBUTE MaKCUMasbHblii CPOK XPaHeHUs!

$aitios 8 3apaHHbIX Nankax: Gaiin Gyaet — OTKpPbITb MEHK CUCTEMHbLIX HACTPOEK KaCaHMem

YyAaNEH U3 nanku, ec/im oKaxeTcs cTaplue
YCTaHOB/IEHHOI0 CpoKa.

Manku

3HaYKa @ Ha JKpaHe NpuaoxKeHu (cm. PucyHok 1);
— KOCHYTbCA MyHKTa MEHI0

# Heynanatb ¢paiinbl .dst

Documents OtknioyeHo

Q
«AOMUHUCTPUPOBaHHMe» &g noapasaene «Cucteman;

Downloads Orkniosexo — Ha OTKPbIBWENCA CTPaHWMLE KOCHYTbCSA TMYyHKTA
Music OriiodeHo MEeHH0 «O4mncTKa N0/Ib30BATENbCKMX NaHHbIX»
R S (cm.  PucyHok 72) pnna oTobpaxeHWa CTpaHMUbl C

nankamu;

— KOCHYTbCA nepekavaTensa «He yaanate dannbl
.dst» (PucyHok 133).

MPUMEYAHWE. KoHdurypaumnoHHbsle bannbl
dopmaTta  .dst npegHasHayeHbl  ANA  HACTPOMKMK
ctopoHHero VPN-peweHua Vipnet;

Playlists OTkniouyeHo
Public OTtknioyeHo

Videos OTtkntoyeHo

PucyHok 133

— KOCHYTbCSi MOAA C ManKkoh, y KOTOPOM HeoBXOAMMO BK/IOYUTL OYUCTKY
(PucyHok 133);

— Ha OTKPbIBLWIENCA CTPaHWULLE KOCHYTbCA MepeKkatovatena «BKAKUYMTb OYMCTKY»
(PucyHok 134).

NMPUMEYAHUE. Ona aktneaumm nepekntodaTena AOCTAaTOYHO KOCHYTbCA MOJA, B
KOTOPOM OH PACMOJIOXKEH: NepekatoYaTelb HAYHET CBETUTLCA ApPYe, YeEM B COCTOAHMM MO
YMONYaHUIO (HEAKTUBHOM);

— 334aTb  CPOK  XpaHeHuA  dannoB  NO  pacnMcaHuto,  nepemellan
cooTBeTcTBYOWMIK chnangep (PucyHok 134):

® BMpPaBO 415 YBENNYEHMA CPOKA (MaKCMMabHOE 3HaYeHme: 168 Yacos);
® B/1EBO A5 YMeHbLeHNA (MMHMManbHOe 3HaveHume: 4 Yaca).

NMPUMEYAHUA:

v’ lar nsmeHeHuMa cpoKa xpaHeHusa dainos — 4 vaca;

v/ 10 YMOMIYaHMIO CPOK XpaHeHusa dpaiios — 72 vyaca:

— KOCHYTbCS KHOMKK «[loATBEPAUTH» ANA NOATBEP)KAEHWUS onepauumn nmnbo
KHOMKM «OTMEeHUTb» AN OoTMeHbl (PucyHok 134), B pesynbTaTe Ha CTpaHuue «lankm»
byaeT USMeHeH cTaTyC Y BbibpaHHOM nanku (PucyHok 135).

Ona  OTKAOYEHMA  OYMCTKM  MNONAb30BATENbCKMX  AdHHbIX  HEobXxoAMMOo
NEeaKTUBMPOBATb NepekatoyaTeb « BKNoUnTb o4ncTry» (PucyHok 134).
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MOBWUJIbHAS
PyKoBOACTBO aAMMHUCTPATOPA | NNIATDOPMA
| OTMEeHUTb MoaTeepauTb Manku
YcTaHOBUTE MakCUMasibHbl CPOK XpPaHeHUs
Documents daiinoe. B 3agaHHbIX nankax: ¢an 6yger
YAanEH 13 nanku, ecny oKaxeTcs cTaplue
B YCTaHOBNEHHOro CPOKa.
K/TIOYUTb OYUCTKY
72 yaca #  Heypanatb ¢painsbl .dst

Cpok XpaHeH‘vm &aﬁﬁég Documents 72 yaca
Downloads OTtkntoyeHo
Music OTknio4eHo
Pictures OTknioyeHo
Playlists OTknioyeHo
Public OTtknioyeHo

Videos OTtknio4eHo

PucyHok 134 PucyHok 135

4.6.3. Nepe3anncb 0CTaTO4YHOM MHOPMALMM

B OC ABpopa peannsoBaHa O YHKUMA Nepe3anncn OCTaTOYHOM WHbOopMaLMK,
cpabaTbiBatoLWaa Kaxablh pa3s npu yaaneHun danna. lNpouecc nepesanncu nNpomcxoamT
aBTOMATMYECKM W CKPbIT Ana nonb3osatend. B cnydyae HeobXOAMMOCTM OCYLLECTBUTH
NPUHYOMTENBHYIO  MNepe3anncb  CAYYalHbIMKM  MAKM  cieuyanbHbiMyM  BUTOBbIMMK
nocneaoBaTeNbHOCTAMM aAMUHNCTPATOP MMEET BO3MOXHOCTb CAMOCTOATENIbHO 3aMyCTUTb
npoueaypy yaaneHma danna u/mam nanku.

[aHHasa npoueaypa NPUBOAMUT K CHUKEHMIO MPOU3BOANTENBHOCTM, OCODEHHO NpK
yaaneHum 6onblioro ¢anna: yem dann bonblie, TEM CHUNKEHWE CyLlecTBeHHee W
3aMeTHee, T.K. Ha Nepmos rapaHTMPOBAHHOIO yAaa/leHNA BCe OCTa/ibHble onepauymm 3anmcum
Ha HocuTenb WHbOPMALMM MNPUOCTAHABAMBAIOTCA M MNOMeLWATCA B o4vepedb [0
3aBepLlUeHNA yaaneHus.

OC ABpopa ¢yHKUMOHMPYET Ha MY, namaTb KOTOPbIX COCTOUT W3 Habopa
(MHOXecTBa) sYeeK. BBMAy KOHCTPYKTMBHbIX ocobeHHocTe MY Kaxaaa adyerka nmeet
60NblIOe M KOHEYHOE KOMYECTBO LMKAOB Mepes3anuncu, T.e. MOCTOAHHbIE onepaumm no
YTEHWUO W 3anncu c/Ha USB-HakonuTenb BAEKYT YBEAWYEHWE cuyeTyMKa obpalleHuni
(KONMYecTBO KOTOPbLIX OrpaHMYEeHO Ha anmapaTHOM YPOBHE) W, Kak CNeacTBue,
NOCTENEHHOE CHUKEHME CPOKA CNY*KObl HaKoNUTens.

HepaunoHanbHOE MCNO/b30BaHNE MHOrokpaTtHou nepesanucn OC ABpopa BaeyeT
CHUXEeHMe NPOM3BOAMTE/IbHOCTM Ha BPeEMA NPoBeAeHMA onepaumm yaareHna n CHUKeHme
CPOKa CNyXKbbl HakonuTena AaHHbIx MY.
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[na MHOrokpaTHOM nepe3anmcn UCNoAb3yeTca YTUAMTA KOMaHAHOW CTPOKK wipe,
NOCTYN K KOTOPOM ocyLlecTsnaeTca ¢ nomoupbto MMM «Terminal» (cm. nogpasaen 2.3.2.2).

MoapobHoe onucaHne uHTepdeiica wipe NPUBEAEHO B MNPUIOKEHUMU
(Mpunoxenue ).

4.7. ObecnevyeHue HaaeXHoro PyHKUMOHMPOBAHWA

4.7.1. HagexkHble MeTKM BpeMEHM

MeTKa BPpeEMEHM CYMTAETCA HAAEKHOM MNPU YCNOBMM HEBO3MOXKHOCTM BHECTU B HEE
M3MEHEHWA Nocne CO34aHNA, ECAM LLENOCTHOCTb J@aHHOM METKM He Oblna HapyLleHa.

HaperkHble meTKM BpeMeHn obecneymBatoTcAa apXMTeKTypon xpoHomeTpaxa OC,
KoTopaa npeactaBaseTr cobol Habop CTPYKTYP AaHHbIX M QYHKUMIM A4pa, MMELWMX
OTHOLIEHME K OTCIEXMBAHMNIO X043 BPEMEHM 1 HA3MPYHOLLMXCA Ha:

— cYyeTyYnmKe OTMeTOK BpemeHu (TSC);

— nporpammmpyemom Taimepe nHtepsanos (PIT);

— APIC-Tarimepe;

— BbICOKOTOYHOM Talmepe cobbiTnin (HPET).

HayanbHble 3HAYeHMA CUCTEMHbIX TaMMepOB 3aJat0TCA MO TalMMepy peanbHoro
BpemeHu MY, a 6a30Bble MHTEPBA/bI BbIYMCAAOTCA NPU MHULMANM3ALMN CUCTEMDI.

B  KayecTBe  HM3KOYPOBHEBONO  MexaHM3Ma  Aapa, obecneymBatollero
OYHKUMOHMPOBAHME HAAEKHbIX METOK BPEMEHM, MCMONb3yeTCcA chneumanbHblil Habop
CTPYKTYpP QAaHHbiX Aapa (timespec xtime), PyHKUMIA AApa do gettimeofday () M
HU3KOYPOBHEBbLIX CUCTEMHDbIX Bbl30BOB clock settime(), clock gettime(),
gettimeofday () U settimeofday ().

4.7.2. KBOTMpOBaHME NOCTOAHHOW MamATH

KBOTMpoOBaHMe — 3TO pasfesieHne OorpaHMYeHHOro AMCKOBOro npocTtpaHcTea MY
MeXOy YYeTHbIMM 3anMcAMKM MOb30BaTeNeN, NO3BOAAOLLEE CO34aBaTb OAHOBPEMEHHO
HECKO/IbKO YYETHbIX 3anuncer nosib3oBaTenen Ha MY (cm. noapasaen 1.2).

B OC ABpopa npeaycmoTpeHa BO3MOMHOCTb BblAENEHMA KBOTbl — 0bObema
NMCKOBOro NPOCTPAHCTBa A4 YYETHOM 3aNMCK NONb30BaTENA MPU ee CO3aaHUK, MPU STOM
Yy YY4ETHOM 3anncK noab3oBaTens OTCYTCTBYET BO3MOXKHOCTb MpeTeHA0BaTh Ha OO0AbLIMA
00beM MOCTOAHHOM MAaMATM, a BblAENEHHOE el NPOCTPAHCTBO OyaeT HeaoCTynHO AnA
APYrnX YY4eTHbIX 3anncein NoNb3oBaTeen AaxKe B C/ly4ae ec/iv OHO cBOHOAHO.

BHUMAHME! Obbem KBOTbI 3adaeTcA nNpWM  CO34AHMM  YY4ETHOW  3anucum
N0/1b30BaATENS U HE MOXKET DbITb MU3MEHEH BMNOCNEACTBUMN.

[ns TOro, 4tToObl 334aTb YY4ETHON 3aMMCK NONb30BATENA KBOTY Ha MCMO/b30BaHWNE
NMCKOBOrO MPOCTPAHCTBA, HEOOXOAMMO Ha CTpaHMLEe CO3[4aHMA YYEeTHOW 3amnucu
NONb30BaTeNA  YCTAaHOBWUTb  KOAMYECTBO  BblaesAeMblx emy b,  nepemewan
COOTBETCTBYHOLWMI Clanaep BNPaBo ANA YBEANYEHMA KBOTbI MO0 BNIEBO A5 YMEHbLIEHMA
(cm. PucyHok 3).
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OC ABpopa aBTOMATMYECKM BbIYUCAAET A0NYCTMMble npeaenbl KBOTMPOBAHMA
TakMM 06pa3om, 4Tobbl MOXKHO BbIN0 CO3AaTb A0 7 YYETHbLIX 3aNMCeN NONb30BATENEN, NPU
3TOM KBOTbI YCTaHABIMBAIOTCA CAeaytolnm 0bpa3om:

— HWXKHAA rpaHMLA KBOTbI 3aaaeTcA B 512 Mb;

— BEPXHAA rPaHMLa KBOTbl PACCYMTbIBAETCA CaAeayowmMm obpa3om: obumi obbem
AMCKOBOro npocTpaHcTea MY (AllSpace) 3a Bbl4ETOM 0ObEMA AMCKOBOrO MPOCTPAHCTBA
MY, 3aHATOro CO34aHHbIMMN YY4ETHbIMM 3aNNCAMM (Q1).

NMPUMEYAHUE. B cnyyae ecam Ha MY HeaoCTaToO4HO MAaMATM ANA BblAE/NEHUS
NO/Ib30BATENI0 KBOTbl, MPEBbLIWAIOWEN HUKHIOW TPaHuLy (MUHUMaNbHLIN pasmep),
nepemelleHne cnanaepa byaeTt HegoCTynHO (cM. PUCYHOK 3).

[NAa Bbl4MCNEHNA FPAHMLL, KBOTbI MCMONBb3YHOTCA C/ieAyolme nepemeHHble:

— AllSpace — 0bWMIM 06bEM ANCKOBOrO NpocTpaHcTea MY;

— Nusr — KOZIMYECTBO YY4ETHbIX 3aNnCcelt, Co3aaHHbIX Ha MY,

— Qi — obbem AMCKOBOro MpocTpaHcTBa MY, 3aHATbIN CO34aHHLIMU YYETHbLIMM
3anncamu;

— UsrAvSpace = AllSpace — 2 GB — 2 [b Bblgenaerca ANA y4eTHOM 3anmcu
alMMHUCTPATOPa;

— MinQuota = 512 MBb. B cnyyae ecam UsrAvSpace/6 < MinQuota, TO
3aaHMe KBOTbl HEBO3MOXHO;
— MaxQuota = UsrAvSpace - sum (Qi) — MaKCMMa/sibHaA KBOTa, KOTOPYIO

MOXHO BblAEeNNTb CO34aBaeMon Ha MY y4yeTHOM 3anmcK Nob30BaTeNA: BCE AOCTYMHOE
MPOCTPAHCTBO 3a BbIYETOM CYMMbI Y¥Ke BblAe/IeHHbIX KBOT.

NMPUMEYAHUE. MaKkcMmanbHble KBOTbI YYETHbIX 3aMMCEN MONb30BaTENA 334at0TCH
aAMUHUCTPATOPOM B KOHPUIypaUMOHHOM  ¢dalne /etc/security/limits.conf
(MpunoxkeHune ). Takke ANA  ynpaBAeHWs annapaTHbIMKM  KBOTAaMW M3 PA3NYHbIX

MOJZIb30BATEJ/IbCKUX nporpamm NCMNONb3YHOTCA cheayrowmne CHUCTEMHDbIE Bbl30BbI.
setrlimit (), getrlimit(), prlimit() m nice().

4.8. dunbTpauma ceTeBoro NOTOKa

4.8.1. Obuwan nHpopmaLma

®unbTpaums ceTeBblx notokoB B OC ABpopa OCYyWECTBAAETCA C MOMOLLbIO
BCTpoeHHoro B Aap0 OC dunbTpa ceTeBbIX NAKETOB netfilter N MOHMUTOPA ObpalleHUN,
KOHTPOAMpPYHOLLEro cetTeBom cTek IPv4.

AOMUHUCTPATOP NPU NOMOLWM YTUAUTbl iptables MOXET 3a4aBaTb MOAY/O A4pPa
netfilter npaBuna (MAM UENOYKU) GUALTPALMM B COOTBETCTBUM C aTpmbyTamm
OTNPaBUTENs WM MNOyvaTens CeTeBblX MAKETOB, a TaKke aTpubyTamum nepenaBaemoin
nHopmaumm B IP-3aronoBKax NakeTos.

4.8.2. MexceTeBoe 3KpaHMpPOBaHMe

®dyHKUMM M3 B OC ABpopa peannsoBaHbl B CAyXbe connman, MCNO/b3YHOLLEN
MeXaHM3Mbl iptables A1A pa3rpaHNYEHNA CETEBbIX MOTOKOB AaHHbIX.
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KOH¢MprauMﬂ MO YMOJIHaHUIO MOCTaBAAETCA B MNaKeTe connman-configs-core,
cobnpaemom 13 nakeTa omp-common-configurations.

4.8.3. NyTb K dpatnam KoHdurypaumm M3

HoBble HACTPOMKM iptables MNOAAEPKMBAKOTCA B connman, Ha4YMHaA C BEpPCUMU
1.32+git41. HacTponKM, onNnCaHHble B HACTOALLEM [AOKYMEHTE, XPaHATCA B CAeAyHLLMX
dannax:

— /etc/connman/firewall.conf - [1];

— /etc/connman/firewall.d/*firewall.conf - [2],
roe [1] — ocHoBHaA KoHourypaumsa, [2] — nanka ¢ ¢alnamu, OKaH4YMBAKOLWMMWUCA Ha
«firewall.conf» 1 pacnonoxeHHbIMM B an1PaBUTHOM NOPALKeE.

4.8.3.1. MNpaBnna KoHPUrypauum M3

BuHapHbIA nakeT «connman-configs-core» ycTaHaBAMBaeT NpaBuia B CAeAyoLWmMX
dannax:
1) /etc/connman/firewall.conf:
— IPv4:
epa3pellaeT yCTaHOBAEHHbIE M CBA3aHHble NaKeTbl (-m conntrack --ctstate
RELATED, ESTABLISHED);
epa3pellaeT Bce BxoAadAlMe nakeTbl Ana loopback-nHtepdeitca (TpebyeTtca
connman A/1A pa3peleHns JOMEHHbIX UMEH);
oMo ymonyaHuto OOKMpyeT Becb BxoAAwWMM Tpaduk (Tabnuua filter
INPUT-uLenouKa);
— |Pv6:
epa3pellaeT YCTAaHOB/EHHbIE N CBA3AHHbIE NaKeTbl (-m conntrack —-ctstate
RELATED, ESTABLISHED);
epa3pellaeT Bce BxoAadAlMe nakeTbl Ana loopback-nHtepdeica (TpebyeTtca
connman A/1A pa3pelleHns JOMeHHbIX MMeH anda IPv6-npoTokona);
Mo YymonyaHuto OOKMpyeT Becb BxoAAWMA Tpaduk (Tabnmua filter
INPUT-Leno4ka).
NMPUMEYHAHMUE. B OC Aspopa IPv6-noaanepka B iptables He 3aAB/EHQ;
2) /etc/connman/firewall.d/10-block-icmp-firewall.conf:
— IPv4:
epaspewaer BxogAwme  ICMP-nakeTbl, OTAWYHbIE  OT  Ping-MakeToB
(T.e. 6BNOKMPOBATb TONBKO BXOAALLNE PiNg-MaKeTbl);
epaspewaer wucxoaduie [ICMP-nakeTbl, OTAMYHbIE OT 3XO-PiNg-NakeToBs
(T.e. 6BNIOKMPOBATb TONILKO MCXOAALLMIA IXO-OTBET);
— |Pv6:
epaspewaer BxogAuwme ICMP-nakeTbl, OTAWYHbIE OT  ping-NakeToB
(T.e. 6BNOKMPOBATb TOMILKO BXOAALLME PiNg-MaKeTbl);
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epaspewaet wucxogawme |ICMP-nakeTbl, OTAMYHbIE OT 3X0-Ping-nakeTos
(T.e. BNOKMPOBATb TONBKO NCXOAALLMIA IXO-OTBET);

3) /etc/connman/firewall.d/ll-allow-dccp-non-privileged-ports-
firewall.conf:

— ana IPv4 n IPv6:
epaspelwaeT Bxoaawmin DCCP-TpadmKk Ha nopTax 1024:65535;
4) /etc/connman/firewall.d/ll-allow-sctp-non-privileged-ports-
firewall.conf:
— ana |IPv4 n IPv6:
epa3pellaeT Bxoaawmin SCTP-Tpadpuk Ha nopTtax 1024:65535;

5) /etc/connman/firewall.d/ll-allow-tcp-non-privileged-ports-
firewall.conf:

— ana IPvd n IPv6:
epa3pellaeT Bxoaawmin TCP-tpaduk Ha nopTtax 1024:65535;
6) /etc/connman/firewall.d/ll-allow-udp-non-privileged-ports-
firewall.conf:
— ana IPv4 n IPv6:
epa3pellaeT Bxoaawmin UDP-Tpaduk Ha noptax 1024:65535;
epa3pewaeT Bxoaawmin UDP Lite-Tpadumk Ha nopTax 1024:65535;
7) /etc/connman/firewall.d/l2-allow-ipsec-firewall.conf:
— ana IPvd n IPv6:
epas3pellaeT Becb Bxoaawmin IPSec Authentication Header (AH)-Tpaduk;
epa3pellaeTr Becb BxoaAwmM IPSec  Encapsulating Security Payload
(ESP)-Tpaduk;
8) /etc/connman/firewall.d/12-allow-ipv6-mobility-
firewall.conf:
— TONbKO AnAa IPv6:
epas3pellaeT Becb BxoaAwmin IPve Mobility Header (MH)-Tpaduk.

4.8.3.2. To4Ka aoctyna

KoHourypauma pexknma «Touyka A0CTyna» peann3oBaHa Kak A0MNONAHUTENbHAs
onuua. Mpu BKAOYEHHOM peXnme MPUMEHAIOTCA Te XKe MpaBu/ia No YMOYAHUIO, YTO U
npu npueme Bcero Tpaduka. bonee ctporme npasmaa dunbTpaumm Tpadmka moryT ObiTb
[06aBneHbl C MOMOLLbIO MeHK HacTpoeK. C aTon uenbto B panabl KOHPUrypaumm
nobasneHa rpynna [tethering], aHanornyHaa gMHaMUYECKMM NpaBKUAaM ANA rpynn.

NMPUMEYAHMUE. lMpasBuna «To4vka AOCTyna» MPUMEHAOTCA TONbKO ANA PEXMMA
nepenayn AaHHbix nocpeacrtsom cetm WLAN. [na USB-pexnma npasuaa no ymoa4yaHuio
NPUMEHSAIOTCA HE3AaBMCMMO OT KOHOUIypaUMm pexxmma « To4Ka AoCTyna.

Mpasuna pexnma «Touka A0CTyna» A0MKHbI ObiTb LLENOCTHBIMW N 3aBEPLLIEHHbIMM.
Mpn Hannmumm xoTs Obl OAHOro Habopa npaBua pexmma «Tovka A0CTyna» HUKakue
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npasuaa no  YyMOJZIHaHNKO  He 6yAyT AO6aBﬂeHbL T.K. OHM nepeonpeaenarT
NONb30BaTeNIbCKME MPaBUaa U Pa3peLLatoT BeCb TpaduK.

MosTomy, Hanpumep, MOryT 6biTb BK/IOYEHbI CAeaylolme BXOoAALMEe NpPaBua,
paspewatowme TOoNbKO DHCP 1 DNS /etc/connman/firewall.d/42-tethering-

firewall.conf:

[tethering]

IPv4.INPUT.RULES = -p udp -m udp --dport 53 -7 ACCEPT; -p tcp -m tcp -
—-dport 53 -3 ACCEPT; -p udp -m udp --dport 67 -j ACCEPT

IPv6.INPUT.RULES = -p udp -m udp --dport 53 -7 ACCEPT; -p tcp -m tcp -
—-dport 53 -3 ACCEPT; -p udp -m udp --dport 67 -j ACCEPT

4.8.3.3. ®annbl KOHPUTypaL MK
4.8.3.3.1. ®opmart panna

Kaxaaa rpynna onpenenaetca ¢ NMOMOLbK KBaApaTHbIX CKOOOK — [], Hanpumep,
[General]. Kaxkabli1 K04 pPermcTpo3aBMCMM M HammMcaH NpPoCTbIM TeKcTom 6e3 Teros, 3a
HUM CneayeT CMMBOJ «PaBHOY» (=). OTO 03HAYAET, YTO BCE KAOYM [0 Havana caeaytoLlen
rpynnbi [] npuHaanexkaT aTon rpynne.

Hanpumep:

IPv4.INPUT.RULES = -p tcp -m tcp -j ACCEPT

KaXabl KAtOY MPaBM/l MOMKET CyLLLeCTBOBaTb B OAHOM rpynne TONbKO OAMH pa3
(NnpoBepKy ocyuwecTBaseT aHanmsaTop ¢dannos kaoden glib, obpabaTbiBaeTcss TONLKO
NepBbIi KAtoY).

Pasgenntens ANnA Npasma — TOYKa C 3aNATOM (;).

MpaBunaa MoryT HbITb BbIKAOYEHbI MPX MOMOLLM CMMBOAA «#» B Hayane npasuna.

Hanpumep, BbIKAOYMTL MepBOe MNpPaBWMAO --dport 23 WU NPUMEHUTb MPaBMAO
-—-dport 24:

#-p udp -m udp --dport 23 -j ACCEPT; -p udp -m udp --dport 24 -7
ACCEPT

4.8.3.3.2. Topsaaok obpaboTku

MNepBbIM 3arpyrkaeTcs dann OCHOBHOM KOHpUrypaumm
(/etc/connman/firewall.conf), Aa/iee 3arpyatTca ocTanbHble danabl KOHGUIypaLMn
M3 /etc/connman/firewall.d B aNdaBUTHOM NOPSIKe.

Mopsaaok 0bpaboTKkM NpasBun:

— KMoun 13 GarioB 3arpyxKatotca B andaBUTHOM NOpsAKe, NO3TOMY MpaBuaa B
darne, Hanpumep, ¢ npepmrkcom 00, byayT obpaboTaHbl U 40OABAEHbI MEPBLIMY;

— npasuna u3 daria OCHOBHOM KOHPUrypaumm pobasnawTcA B iptables
nocneaHVMM U CYUTAROTCA OCHOBHbIMY;

— eC/in BKJ/IIOYeHbl AMHaMUYeCKMe MnpasBunsia, TO OHU AO6aBﬂﬂKﬂCH B Ha4as/i0 B
iptables.
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Hanpumep:

1)  ®dainbl KOHPUTYpPaUMM M NOPAAOK X 06PabOTKM:
— MEepBbI: OCHOBHOM ¢ain firewall.conf — coaepuT [General] (O6wme)
npasuna u yctaHasamnsaet POLICY (MonunTtuky);
— BTOpPOM: firewall.d/10-firewall.conf —coaepxunT WLAN-npaBmna;
— TpeTuin: firewall.d/20-firewall.conf — coaepxuT [General] (Ob6uwme)
npaBunna;
— YyeTBepPTbIN: firewall.d/30-firewall.conf — coaeput [General] (Obwme)
n WLAN-npasuna;
2) MMpaBunaa M3 npwu 3anycke connman:
— npumeHseTca MNoanTMKa U3 NyHKTa O4uH;
— NopsaaoK npumeHeHus Mpasun:
e npasBuna n3 nyHkTa Tpu [Generall;
e npaBuna M3 NyHKTa yeTbipe [Generall;
® npaBuaa U3 NyHKTa oanH [General];
3) Mpasuna M3 nocne BkatoveHns WLAN:
— npumeHseTca MNonnTmMKa 13 NyHKTa O4nH;
— NopsaaoK npumeHeHus Mpasun:
e npasuna n3 nyHkTa asa [WLAN];
e npaBunna 13 nyHkTa Yyetbipe [WLAN];
e npasBuna n3 nyHkTa Tpu [Generall;
® MpaBuaa M3 NyHKTa YyeTbipe [General];
e npaBuaa M3 NyHKkTa oamnH [General].
MpKn NCNONb30BAHUN HECKOIbKMX PA3HbIX NPaBUA:
— npasuna u3 pasgena [General] (Obwme). MocnegHee onpeaenexHne POLICY
(MonnTUKKM) NepesanncbiBaeT NpeablayLine;
— MpaBWa K3 KaxKA0ro Tuna rpynnbl 4006aBAAOTCA K CYLLLECTBYHOLWMM NPaBMIaM.
Mpn nobaBneHuUn nam yaaneHnn Gannos KOHPUrypaumm HeobxXoanMmMo BbINOAHUTL
KOMaHAy:
systemctl reload connman

— €C/IN YCTaHOB/IEH HOBbIN NAKET, 4OCTAaTOYHO BbIMONHUTL Nepe3arpyskKy;
— npaBuna M3 HoBOro ¢arna KoHbUrypaumm [006aBAAKTCA BO BHYTPEHHUE
CMNCKM NO NOPAAKY, OAHAKO:
® MNOpAdOK B iptableS KOPPEKTUpPYyeTCA AMHAMWUYECKUMWU NpaBMaAaMK Nocne
BOCCTaHOBNAEHUA coeamHenma (Hanpumep, WLAN);
® MNopAfoK B iptables KoppeKtTupyeTcs [General] (O6wmmn) npasmaamm
nocne nepesanycka connman: NPUMEHAETCA TONbKO MPU HANNYMKM NPaBUA, KOTOPble
[O/KHbI - ObITb  foDaBNeHbl B  ONpPeAe/eHHYt0 MNO3MLMID Ha OCHOBe MOopAaKa,
onpeaensemoro nmeHem danna.
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Mpu M3MeHeHUW cyllecTBylolero danna KoHdUrypaumum HeobxoamMmo BbIMOAHUTb
KOmaHAay:

systemctl restart connman

ObHapyKeHMe M3MeHeHMn B dalnax KoHourypaumm OyaeT peannsoBaHoO B
cnenyroLnx BepCUsx.

4.8.3.3.3. [pynnbl K KIO4YN

Ob6wwme rpynnel [General]:

— IPv4.INPUT.RULES = #Habop npasun B Tabamue filter, INPUT-uenoyka ans
npoTokona IPv4;

— IPv4.OUTPUT.RULES = #Habop npasun B Tabanue filter, OUTPUT-uenoyka
ANAa npoTokona IPv4;

— IPv4.FORWARD.RULES = #Habop npasun B Tabnaumue filter, FORWARD-
Lenovka AnAa npoToKoaa IPv4;

— IPv4.INPUT.POLICY = #lMonnTnka no ymonyaHuo ans tabnmupl filter, INPUT-
ueno4yka (moxeT 6biTb ACCEPT nnm DROP);

— IPv4.OUTPUT.POLICY = #[Monntnka No ymMoN4yaHuUo Ana Tabauupl filter,
OUTPUT-ueno4vKa (moxeT 6biTe ACCEPT nan DROP);

— IPv4.FORWARD.POLICY = #[Monntnka no ymonyaHuo ana Ttabauubl filter,
FORWARD-uenou4ka (moxeT 6biTe ACCEPT nnn DROP);

— IPv6.INPUT.RULES = #Habop npasun B Tabamue filter, INPUT-uenoyka ana
npoTokona IPv6;

— IPv6.OUTPUT.RULES = #Habop npasun B Tabnunue filter, OUTPUT-uenoyka
AN1A npoTokona IPve;

— IPv6.FORWARD.RULES = #Habop npasun B Tabnumue filter, FORWARD-
Lenoyka Ana npoTtokona IPve;

— IPV6.INPUT.POLICY = #[onnTmKa no ymondaHuto ans 1abnnubl filter, INPUT-
Leno4Yka ansa npotokona IPve (moxeT 6biTo ACCEPT nnn DROP);

— IPv6.OUTPUT.POLICY = #[MonmMtnka No ymMon4yaHuUo Ana Tabaumupl filter,
OUTPUT-ueno4ka ansa npoTtokona IPve (moxeT 6biTe ACCEPT mnmn DROP);

— IPv6.FORWARD.POLICY = #[Monntnka no ymonyaHuo ana Ttabnuubl filter,
FORWARD-uLeno4ka ana npotokona IPv6 (moxeT 6biTb ACCEPT mnn DROP).

[JHammn4yeckme rpynnbl No TUNam yCTPOMCTB:

— rpynna aKTUBMPYEeTCs nNpu BbI30OBE CAYXKObl connman [AaHHbIM  TUMOM
ycTponcTtea (Hanpumep, WLAN-noakntodeHue);

— KaXablh TMn npaBuna byaetr codepxaTb B cebe uHTepdenc cepsuca
(Hanpumep, ana INPUT-npasua byaeT ycTaHOBEH NapaMeTp -i <interface>);
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— rpynna MOMeT COoAepXaTb caeaytouime Ka4yn (Takue Ke, Kak B pasgene
«Obwme» [General]:
o |Pv4.INPUT.RULES =;
e |Pv4.OUTPUT.RULES =;
e |Pv4.FORWARD.RULES =;
e |PVv6.INPUT.RULES =;
e |Pv6.OUTPUT.RULES =;
e |Pv6.FORWARD.RULES =;
— npeaonpeaeneHHble rpynnbi:
e [unknown] — He wucnonb3yetca WAW He NOAAEPKUBAETCH, HO ABAAETCA
4aCTbto BHYTPEHHWUX TUMOB YCTPOMCTB connman;
e [system];
e [ethernet];

bluetooth];

e [tethering] — HAacCTPOMKKN, NPUMEHAEMbIE ANS PEXMMA «TOYKa AOCTyNa».
MPUMEYAHUE. [pu Hanmumm npobnem c  pexrmmom «Toyka AocTyna»

Heobxoammo AobaBuTb cneayolme cTpokn B rpynny Obuwme [General]: Hanpumep, 95-
tether-override-firewall.conf:

[General]
IPv4.INPUT.RULES = -i tether -j ACCEPT
IPv6.INPUT.RULES = -i tether -j ACCEPT

4.8.3.3.4. dopmat npasun

BbinonHatoTcA cnepyrouime npaBun iptables-popmaTa
(https://www.frozentux.net/iptables-tutorial/iptables-tutorial.html):

— ONuMKM NPOBEPAITCA ANA KaxKA0ro NPoTOKoAa U/UAK TUNA COOTBETCTBUS;

— 3HaYeHMA ONLUMIM NPOBEPSIOTCA Ha BEIMUYMHY M TUM 3HAYEHUS;

— eC/IM NPaBWIO He CyLecTByeT B iptables, OHO UFTHOPUPYETCA aHA/M3aTOPOM
npasun;

— OTPMLAHMA NOAAEPKUBAIOTCA KaK B iptables.

[MOCKONIbKY B nepBoi BepcuM M3 NoAAepsKUBAKOTCA HE BCE BO3MOMHOCTM
nepekntoyaTenen (switches) ANa iptables, NepekaoyYaTenn, KOTOpble connman He
MOXeT 006aBUTb, UTHOPUPYIOTCA iptables:

— moamduKaTopbl LUenoyek: -A, -D, -X, -F, -I, -P, -E, -R, -Z
(M UX ANVHHbIE SKBMBAMIEHTHI):
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® HOBble WM CYLIECTBYIOLIME LEMOYKM He U3MeHsTCA npasuaamu. Bce
npaBuaa M3 NoAYMHAIOTCA NOTMKE connman, B KOTOPOM NoA0bOHble MoaMdUKATOPbI He
npeaycMOTPEHbI;

® B C/ly4yae BO3HMKHOBEHMA HEODXOAMMOCTU TaKMe MOAUPUKATOPbI MOryT
OblTb 40OaB/IEeHbI B Ja/IbHENLLEM;

— YyKa3aTesn MmecTa HasHaveHua gna DNAT: --to-destination, --from-
destination;

— nepekntoyateny ¢parmeHTMpoBaHuA: -£, --fragment;

— nepekat4yaTenb Bepcumn IP-npotokona: --ipv4d, -4, --ipv6, -6;

— MepeKNYaTenn CoOOTBETCTBMA (-m), KOTOPbIE HE NOAAEPKMBAOTCA:

o |Pv4: -m comment, -m state, -m iprange, -m recent, -m owner,
-m sctp, -m dccp, -m hashlimit, -m icmpvé6/ipvé6-icmp,

e |[Pv6: -m comment, -m state, -m iprange, -m recent, -m owner,
-m ttl, -m sctp, -m dccp, -m mh, -m hashlimit, -m frag, -m icmp;

® BblUleyKa3aHHble TMNepeKkaryaTeqIn Bbl3biBaan cbon B iptables WM
HenpaBWIbHO onpeaensnn sepcuto IP-npoTokona.

Llenn M3 (-5 TARGET) COOTBETCTBYIOT LENSAM iptables nNo ymondaHumto: ACCEPT,
DROP, REJECT, LOG n QUEUE.

MpoToko/bl M3 (-p protocol) aHaNOrMM4YHbl NPOTOKONAM iptables: tcp, udp,
udplite, icmp, icmpv6, ipvé6-icmp, esp, ah, sctp, mh (ToAbko ana IPv6) u
cneunanbHOMY KNKHOHEBOMY CNOBY all.

Kaxaoe npasuno:

— [O/IKHO MMEeTb MWUHUMYM OAHY Uenb (-j/--jump TARGET or -g/--goto
TARGET);

— MOXET MMEeTb OT HY/1A A0 OAHOIo COOTBETCTBMA MO MPOTOKONY (-p/——protocol
protocol);

— ana SCTP-, DCCP- 1 MH-NpOTOKON0OB MEXaHM3M COOTBETCTBMA MPOTOKO/A He
MOXKeT ObITb MCMO/Ib30BaH, HaNPUMep:

-p sctp -m sctp --dport 22 -j DROP (He Oynetr paboTaThb, HO)
-p sctp --dport 22 -j DROP (6ymeTr padboTaThb)

— MOMeT MUMeTb OT Hy/AA A0 ABYX yKa3zaTenen cooTseTcTsus (-m/--match match).
Hanpumep, 4tobbl paspewnTb Ana telnet oaHy MNONbITKY COeAMHEHWMA B CEKyHAY,
HeobXoAMMO YCTaHOBUTb:

-p udp —m udp --dport 23 -m limit --limit 1/second --limit-burst 1 -7
ACCEPT

— MOXET UMEeTb:

® OT Hy/IA [0 ABYX NepeKatoYaTeneit nopTos ¢ onumein obbiyHoro nopta (0AHO
M TO Xe HanpasBAeHMEe He MOXEeT MCMNo/b30oBaThcA ABakAabl). C MoAnPUKATOPOM
NpoToKONa

(-m <protocol>): --destination-port, --dport, --source-port, --sport;
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® OT Hy/AA A0 OAHOro nepekaryartensa NopToB C My/bTUNOPTOM. BmecTte C
YKa3aTesiem COOTBETCTBMA -m multiport BO3MOXHO MCMNONb30BaTb: —--destination-

ports, -—-dports, —-—-source-ports, -—-sports, -—-port, —-—ports n
nepexkaryaTenu,

— MOXET MMETb OT HYAA A0 ABYX yHa3aTene1?1 mecTa Ha3Ha4YeHUA (OLI,HO M TO Xe
HanpaBieHMe He MOXKET UCNO/1b30BATbCA ,£I,Ba>K,£I,bI). --source, -—--src, -—-s, -—-—
destination, --dst, -d,

— Ka)kaoe npasuno pasgena [General] MoXKeT MMeTb OT Hyas A0 ABYX
nepeKmoaneneM MHTepd)elan (O,D,HO M TO e HanpasiaeHne He MOXET MCMNOo/1b30BaATbCA
NBaXAabl). --in-interface, -1i, --out-interface, -0. [NepekntovaTtenmu
MHTepcbelan UTHOPUMPYHKOTCA B ANHAMUYECKNX MPaBUaax, npeaHasHa4eHHbIX A1A TUNOB
YCAYT (service types).

4.8.3.3.5. YcTpaHeHMe HenoaaokK
Mpn pabote ¢ MM B cayvyae BO3HMKHOBEHUA nNpobnembl ceTu/iptables (M23)
HeobxoAMMO BbIMONHUTL CAeayowme AeNCTBUS:

1) HacTpouTb 6a308BbIi MOHUTOPUHT PaboThbl iptables ans cneaytoLMx NPOTOKON0B:
— IPv4:

watch -n 1 iptables -t filter -L -v -n

— |Pv6:
watch -n 1 ipé6tables -t filter -L -v -n

2) Ons BbIXO4a U3 NPOrPamMmbl HaxaTb codeTaHme Knasuw «Ctrl» n «Cx»;

3) MpoBepuTb BbIBOA M KOAM4ecTBO cbpouleHHbix naketoB B INPUT-uenoyke
(nonntuka DROP);

4) 3anyctntb MI 1 NpoBepUTb, KaKMe CYETYMKM YBENNYMBALOT CBOE 3HAYEHME.

MPUMEYAHUE. Ecnn ceTeBble naKkeTbl cbpacbiBatoTcsa, cyetink DROP byaet
yBENMYMBATL CBOE 3HauyeHue. CUYETYMKM MaKeToB [ANA Ka)kAoro npasuna obyayT
YBENNYMBATLCA, ECAM NAKETbl COOTBETCTBYOT STOMY NpaBuay;

5)Ecnn npobnema B pabote MI1 BO3HMKNA WK3-3a cHpacbiBaHMA MNaAKETOB.,
HeobxoAMMO BbIMONHUTL CAeayowme AeNCTBUS:

— ANA  BPEMEHHOro pelleHua (oencTeyeT [0 nepesarpy3kyM  CUCTEMbI),
pa3peLlatoLlero Becb TPaduK Mo YMOAYAHUIO CAeayHOLLMX MPOTOKON0B:

e 014 |Pv4 BbINONHUTL KOMaHAY:

iptables -t filter -P INPUT ACCEPT

e N1 |IPv6 BbINO/IHUTE KOMAHAY:

ipébtables -t filter -P INPUT ACCEPT

— ANA peweHnA Ha NOCTOAHHOMN ocHOBe c034aTb d>a|7m
/etc/connman/firewall.d/99-accept-all-firewall.conf, [J00aBUTb B Hero
cneayolme CTPOKN:
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[General]

IPv4.INPUT.POLICY = ACCEPT

IPv6.INPUT.POLICY = ACCEPT

— nnepesanyctnts MI1:

systemctl restart connman

Ecnm cnuctema He 3arpyaetcsa, HeobxoAMMO NEPENTU B PEXMM BOCCTAHOBAEHMA U
3anmncatb B Gparn onumm, yKasaHHble Ha wware 4, ANA peleHmna Ha NOCTOAHHOM OCHOBE.

4.9. KOHTpOANb UEeNoCTHOCTH

Moacuctema KL OC ABpopa CAYXWUT ONA MNPOBEPKM HEU3IMEHHOCTU cpefpl
BbIMO/IHEHMA, OMOBELLEHMA MNOb30BaTENA 0O WM3MEHEHWM KPUTUMYECKM  BAXKHbIX
KOMMOHEHTOB, a TaKXe 3anpeLlaeT 3arpy3Ky M UCNoAb30BaHME CUCTEMbI NPU HapyLLEHWMK
ee Le0CTHOCTH.

B OCABpopa KL peannsoBaH C MNOMOUWbLID MNPOrPAaMMHOIO0 KOMIMOHEHTA
integrityd, KOTOpbIA NpeacTaBnAaeT cobol AeMOH ANA yNpaBAeHWs W MPOBEPKMU
LEeNOCTHOCTU AaHHbIX. B oTAnume oT ApyrMx MHCTPYMEHTOB integrityd wmcnonbsyet Il
(IMA 1 secureboot) Kak UICTOYHUK A0BEPUA.

NMPUMEYAHMUE. Kaxkapin yctaHaBamBaembit B OC ABpopa nakeT 10 4oKeH MMeTb
LMPPOBYHO MOANUCH.

Integrityd OTBeYaeT 3a ynpaBaeHue M BepudMKaLMIO LLeSIOCTHOCTM OBbEKTOB,
npu aTom noa 06bekTaMmn NoHMMatoTcsa 0bblvHble darnbl, ELF-dalnbl 1 pasaensl. OObeKTbl
MOTyT 0O BbEeANHATLCA B TPYMMbl, TAKXKe MOXKET ObITb YCTaHOBAEHA Mepapxma rpynm.

ABTOMaTM4eckM, 6e3 HeobXoAMMOCTM creumanbHbIX AENCTBMIA CO  CTOPOHbI
aamuHucTpaTtopa, OC ABpopa oTc/exmBaeT caeaytollee:

— LIe/IOCTHOCTb YCTaHaBAMBaeMbIX Naketos 10 dopmaTta .rpm;

— LLe/IOCTHOCTb 3arpy*KaemMblX BHEWHMX MOAY/1IEN YPOBHA AAPA;

— LEeN0CTHOCTb BCEX MCMOHAEMbIX GaiIoB NPM MNOMNbITKE UX 3aMyCKa;

— LLe/I0CTHOCTb Pa3aenos.

BHUMAHWUE! Tepen BbinonHeHnem KL Tpebyetca 00OpaTuTb BHUMAHME Ha
cneayoulee:

— MNpoBepKa LENOCTHOCTU YKa3aHHbIX $alioB MO YMONYAHWUIO MNPOM3BOAMTCA
Kaxkablh pa3 npu 3arpyske OC ABpopa, a Takke B 00:00 yacoB 0AMH pa3 B CYTKY;

— BpemAa 3arpy3km OC ABpopa yBenIMYMBaeTCA MPOMOPLUMOHANbHO KOAMYECTBY
dannos, Tpebyembix A8 NPOBEPKM LENOCTHOCTK, T.e. Yem Donblue cnucok $ainioB Ha
NpoBepKy, TeM 6onblle BpeEMEHM 3aHMMaeT NPOBepPKa LEeNOCTHOCTY;

— MPpW NPOBEpPKe LEeSIOCTHOCTM BbIMOJIHAOTCA MaTeMaTUYeCcKne onepaumm, 4to
NPUBOAMUT K MOBbIWEHUIO WMCMONb30BAHMA PECYpPCOB MNpOoLeccopa, cneaoBaTenbHO, K
YBE/IMYEHMIO pacxoa 3apada akkymynatopa MY.

[MpoBepKa UENOCTHOCTM KOHKpeTHoro ¢anna MoXKeT ObiTb OCyulecTBaeHa
cneayrowmm obpasom:
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integrityd -verify wmmsa odania

B cnyyae HeobxoammocTu BbiNONHUTL KL npoussonbHoro danna, ELF-daiina,
pa3zenoB UAWM rpynnbl pasaenos caeayeTt UCNOoNb30BaTb YTUANTY integrityd, AOCTYMNHYIO
B Ml «Terminal», koTopaa npumeHseT 31 Kak UCTOYHMK A0BEPUS.

NPUMEYAHUE. MHbopmauma o 3anycke/3aseplieHnn npoueaypbl KL un ee
pe3ynbTaTax 3aMMCbiBAETCA B CMCTEMHbIN KYPHaa, MPOCMOTP KOTOPOro OCYLLECTBAAETCA C
nomoubto MI «KypHani».

B cnydyae ycnewHon npoBepku OyaeT BbIBEAEHO AMArHoCTMyeckoe coobuleHue
BMAA:

verify mmMsa oamma: success
total verification: success

B C/ly4ae HeyCrnewHon:

verify mma damnna: failed

NMPUMEYAHUE. B pesynbTate noay4yeHumAa OT  CcepBMCA integrityd
OTPULUATENbHOrO CTaTyCa MPOBEPKM LLENIOCTHOCTM, KOTOPbIM CBMAETENbCTBYET O
HapyLweHnn uenoctHocTn, aoctyn kK OC ABpopa 610KMpPYyeTCA KOMNOHEHTOM securityd.
B aTOoM cnyyae Heobxoammo nepeaaTtb MY aaAMUHUCTPATOPY ANA NOBTOPHOM YCTAHOBKM
OC Aspopa.
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5. PEKOMEHZOALUWMK NO YCTPAHEHNKO BO3MOMXHbIX OLUMBOK

[enctena

(Tabnunua 16).

No YCTPaHEHMIO

BO3MOMHbIX OLWMOOK npmneedeHbl B Ta6nmu,e

Tabnunua 16
Ne OwwunbkKa MpuynHa/pekoMeHaaLUm No YCTPaHEHMIO
1 |HeBO3MOXHO [Ons nonyyeHma obHosneHma OC ABpopa TpebyeTca AoCTyn K
BbIMONHUTb onpeaeneHHbIM pecypcam npeanpuaTna-paspaboTymKa.

0bOHOB/IEHMUSA, T.K. He
paboTaeT KHOMKa
«3arpy3nTb»

Takoi AOCTyn NpeaocTaBaAseTca KAneHTam, 0pOPMMUBLLNM
TEXHUYECKYI0 NOAAEPKKY, BKAOUAIOLLYHO YCIYry 0OHOBMEHMS
OcC.

Bonee noapobHaa nHbopmauma AOCTyNHA NO INEKTPOHHOM
noyte support@omp.ru

2 |He nony4vaetca YctaHoBka M1 Ha MY, dyHKUMOHMPYIOLLEE Noa yrnpaBaeHnem
ycTaHoBUTb M OC ABpopa, BO3MOXKHa cneaytowmmm cnocobamm:

— cwucnonb3osBaHnem MNMO «ABpopa LleHTp», pa3BepHyTOM
ONA KOMNAHUN-KAINEHTA: BHYTPU NepumeTpa OpraHn3aumm
WUNWN Yy BHeLWHero nocTtaswmKka (UT-mHTerpaTopa);
— HenocpeacTBeHHO Ha MY B pexknme paspaboTumka. Ana
nepekntoyeHns MY B AaHHbIN peXxnum Heobxoammo
BbIMONHUTbL ONepaLnmn, ONUCaHHbIE B LOKYMeHTe
«PyKoBOACTBO MNONb30BATENAY;
— cwucnonb3oBaHnem rpadpuyeckoro nHtepdeinca OC ABpopa;
— cucnonb3oBaHnem M1 «Terminal»

3 |Owwnbka cepTndmkata |OAnH N3 AOBEPEHHbIX CEPTUPMKATOB, BXOAALLMX B TPETbE
nokonenme OC, ycTtapen, B pe3ynbraTe 4yero dObina yTpayeHa
[0BEPEHHOCTb Pecypcos, NOAMMCAHHBIX TAKMMM
ceptTudmnKaTamm

4 |T1pn nony4yeHmu Mpobnemsl ¢ ceTeBbiMm gocTtynom MY k MNMO. Ecam npu
0OHOBNEHNI C CKaumBaHMmM MI1 nponcxoamnT CeTEBOM pa3pbiB, TO
MNro «Aspopa UeHTp» |[nocneaytoume MIT CTAaHOBATCA B o4epe/ib U UX YCTaHOBKA He
oTobparkaeTcs npPouCXoamnT
yBeaOMIeHne
«Appmanager is busy»

5 |OTobparkaeTcs YcTaHOBAEHHbIM Ha MY mdm-KaneHT (Hanpumep, KAUeHT
yBeaoMAeHmne MMNO) 3anpelaeT obHoOBMEHNs Yepe3 MHTepderc MY
«YnpasneHue
obHoBneHnem OC
3anpeLleHo»
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MY 3a610KMpPOBaHO,
TpebyeTca naponb

Heobxoammo obpatntbea K aammnHncTpatopy MY amnbo
onepaTopy MMNO ana cbpoca napona MY, NOAKNOYEHHOTO K
cetn MIHTepHerT.

[Ona cbpoca napona agMmmHuUcTpatopa MY npm oTcyTCTBMMU
noakntodeHma K MMNO Heobxoammo obpaTnTbcA B CepBUCHbIN
LleHTp Ana noBTopHOM ycTaHoBKKM OC ABpopa

HACTPOWKM AaTbl U
BpPEMEHM

7 |Mpwn yctaHoBke RPM  |HecoBmecTmocTb katouen B OC m Kato4en, KOTOPbIMM
Ha MY BO3HMKaeT noanuncaHo M.

OlnbKa Heobxoammo nepenoanuncate MIM anbo ncnonb3osatb OC C
KNto4amu, cooTseTcTByroWmmm M1

8 |lMonb3oBaTenb 3abbin |HeobxoamMmo 0b6paTUTbCA K aAMUHUCTPATOPY ANna cbpoca
naponb MY naponsa MY

9 |AamunHucTpaTtop 3abbinHeobxoammo obpatnTbca K aaMmmHncTpaTopy MY amnbo
naposb MY onepatopy MMO ana cbpoca napona MY, NOAKNOYEHHOTO K

cetn MIHTepHerT.

[ns cbpoca naponsa aammHucTpatopa MY npm oTcyTCTBUM
noakntoveHus K MNMO Heobxoammo obpatnTbca B CepBUCHbIN
LleHTp ana noBTopHOM ycTaHoBKK OC ABpopa

10| Nocne 3arpyskun YbeamsLumck, 4yto MY nmeet gocTyn K ceTn MHTepHeT un 3apas,
obHoBneHnn Ml Ha akkymynatopa MY coctasnseT He meHee 50%, HeobXxoaANMMO
MY oHo He OCYLECTBUTb NPUHYANTENIbHOE OOHOB/IEHWE, BbIMNONHNB
0bHOBUNOCH cneayrouime AencTemna:

— OTKPbITb DKPaH NPUIOKEHUN, NpoBeaA No JomallHemy
3KpaHy CHWU3Y BBEPX;

— NepenTn B MyHKT MEHIO CUCTEMHbIX HAaCTPOEK
«ObHoBneHna OC ABpopa», nocne Yyero BblbpaTb MYHKT
«MpoBepnTb HanMyme oOHOBIEHNINY.

Ecav nocne BbINONHEHNA ONMUCaHHbIX AencTBuit Ml He Bbino
yCTaHoBAeHO b0 06HOBIEHO, HEODHXOAMMO NPOBECTU
aHa/IN3 CUCTEMHbIX coobLLeHMI (cm. noapasaen 4.1)

11 |HeBO3MOXHO JaHHaa pyHKLUMA OTKIOYEHA C MOMOLLLLIO MOANTUKN
cobpocntb MY K 6e30nacHOCTM, HEODHXOAMMO OTKAOYUTL AAHHYIO MOIUTUKY B
3aBOACKMM MeHto be3onacHocTh (cm. noapasaen 4.3)

HaCTPOMKam
12 |HepgocTynHbl JaHHaa pyHKLMA OTKIOYEHA C MOMOLLLbIO MOANUTUKN

6e30nacHOCTU, HEOHXOAMMO OTKAUYUTL AAHHYIO NMOJUTUKY B
MeHto besonacHocTh (cm. noapasaen 4.3)
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B HacToAwem AOKYMeHTe MNPUHATHI

(Tabnunua 17).

NEPEYEHb TEPMMHOB 1 COKPALLIEHWUI

cneayrowmne TepMMHbI U COKpalleHnA

Tabnuua 17
COT;?SJQ:I/ “e Pacwudposka

AaMnHUCTPaTop Monb3oBaTenb, 06nagatowWmMii NpaBamm Ha BbINONHEHWE ONepaLImii,
CBA3aHHbIX C aAMWUHUCTPUPOBAHNEM CUCTEMBI

b basa gaHHbIX

2DA [ByxdaKTOpHan ayTeHTUDMKaLUMA

NAD NaeHTnduKkauma n ayTeHTMdmKauma

nc NHbopMaLMOHHasA cMcTeEMA

NPOBO NHTepdpenc PyHKUMOHANbHBIX BO3MOXKHOCTEN HE30MACHOCTH

KeoTa Ob6bem AMCKOBOro NPOCTPAHCTBA, BblAENAEMOro aAMNUHMUCTPATOPOM
ONA 3aMUCK AaHHbIX YY4EeTHbIX 3anN1ceit NoNb30BaTeNeM

KL, KOHTPO/1b LENOCTHOCTH

MB/, Poccun MWHNCTEPCTBO BHYTPeHHMX aen Poccumnckomn depepaumm

MT1 MobunbHoe npmuaoxeHmne

MI1 «ABPON/, M1, no3BoAstoLlee Noib30BaTeENtO 3anyckaTb Android-oKpy»KeHune B

Mnatdopma» M30/IMPOBAHHOM KOHTEMHEpPE, a TaKXKe yCTaHaBAMBaTb M paboTaTb C
NtobbiMK AOCTYNHbIMK Android-npUaoXKeHUAMM B M30MPOBAHHOM
Android-koHTenHepe.
NMPUMEYAHMUE. Mpn ncnonbzosannm Ml «ABPOWA Mnatdopma» y
NO/Nb30BaTENSA OTCYTCTBYET BO3MOXKHOCTb OOMEHMBATHCA AAHHbIMM
mexay Android-koHTenHepom 1 pabodeit cpeaont OC Aspopa

MY MobunbHoe ycTpoinctso Fplus T1100

M3 MexceTeBoe 3KpaHMpPOBaHMe

OC OnepaunoHHaA cucTema

[NepekntoyaTtesb dnemeHT nHTepdeinca OC ABpopa, NpeacTaBaaoLmnii coboin
CBETALLYOCA TOYKY, PACNO/IOKEHHYIO B MNOJE, N MO3BOAAOLLMINA
BbIOpPaTbh OAHO M3 COCTOAHMIA, Yalle BCETO BKAOYEHNE NN
BbIK/ItOYEeHMeE. [Tpn aKTUBALLMM NEPEKNOYATENA TOYKA HAaYNHaeT
CBETUTLCA APYE, YEM B HEAKTMBHOM COCTOAHUM

MNonb3oBaTtesib JTnuo, ncnonbaytollee CUCTEMY A4 BbINOJIHEHMA 3a/10KEHHbIX B
Hel GyHKUMI

MNpeanpuaTne- Ob61ecTBO C OrpaHNYeHHON OTBETCTBEHHOCTbIO « OTKPbITasA

pa3paboTumk MmobunbHas naatpopma» (000 «OTKpbITas MobUIbHASA

nnaThopma)
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rno MporpammHoe obecneyeHne
rnro MprKnagHoe nporpammHoe obecneyeHme «ABpopa LleHTp»
MNP, [paBuia pasrpaHUYeHna 40CTyNa

CmapT-KapTa

YCTpOWCTBO, NpeaHa3HaYeHHoe ana 6e30nacHOro 1 3aLyMLLEHHOIO
PIN-KOZOM XpaHEHMA CEKPETHbIX M 3aKPbITbIX KPUNTOrpadUYecKmx
KAtoYen, cepTMOUKATOB OTKPbITbIX KAOYEM 1 Apyrux
ayTEHTUPUKALMOHHBIX AaHHbIX. CMapT-KapTbl obecneymBatoT
MHPOPMaLMOHHYIO 6e30NacHOCTb NOb30BATENSA, TAKKe
ncnosb3yeTca ANna AByXGaKTOPHOM ayTEHTUDUKALMM ero
Bnagenbla. ObbIYHO NCMONb3YIOTCA COBMECTHO CO CYMTbIBATENIEM
CMapT-KapT

cyanc CepBUC ynpaBaeHUs 40CTYNOM K MHPOPMALMOHHbIM CUCTEMAM
MB/ Poccum

Cynepnonb3oBaten |[lonb3oBaTenb, obnaaatowmim NnpaBamm Ha BbiNoaHeHMe Bcex be3

b NCKAOYEHMA onepaLmii B cMCTeEME (B CUCTEME MMEET JIOTUH «root»)

TokeH AyTEHTUPUKALIMOHHbIE AaHHbIE, KOTOPbIE BbIAAOTCSA NOJIb30BATENIO
noc/se ycnewHon aBTopmM3aummn 1 ABAAKOTCA KAKYOM A1 A0CTyNa K
cnykbam

yu, YAocToBepAOLWMM LEHTP

®BO ®DYHKLUMOHaNbHblE BO3MOXHOCTM H&30MacHOCTH

®C dannosana cuctema

2BM DNEeKTPOHHO-BbIYMCANTENIbHAA MALLMHA

Sl DNEeKTPOHHAaA Nnoanunch

ACL Access Control List — cnncok KOHTpoAA AoCTyna

Bluetooth® CtaHaapT becnpoBoAHOM cBA3M, obecneymnsatoLmii obmeH
OAHHBIMWU MEXAY YCTPOMCTBAMM HAa OCHOBE Y1bTPAKOPOTKMX
PaaVOBOJIH

DAC Discretionary Access Control — AgMCKpeumoHHOe pasrpaHnyeHmne
npas A4ocCTyna

eMMC Embedded Multimedia Memory Card — BcTpoeHHas
MyAbTUMEAMNHAA KapTa NaMATH

GID Group |IDentifier — naeHTUPUKATOP rPyNMbl

GSM Global System for Mobile Communications — rnobanbHbIi cTaHAAPT
LUMdpPoBOM MOBUIBLHON COTOBOM CBA3M C Pa3ae/IeHNEeM KaHaN0B No
BpemeHu (TDMA) n yactote (FDMA)

GUI Graphical User Interface - pa3HOBWAHOCTb NO/1b30BATENBCKOTO

NHTepdenca, B KOTOPOM 31eMEHTbI HTepdenca (MeH, KHOMKK,
3HAYKM, CMUCKM), NpeaCcTaBAeHHbIe NOAb30BATE/O Ha AUCTINEE.,
NCMONIHEHbI B BUAE rpaduyeckmnx n3obparkeHui
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HPET High Precision Event Timer - Tanmep cobbITMi1 BbICOKOM TOYHOCTM

ICCID Integrated Circuit Card Identifier — BCTpOeHHbIN MAEHTUOUKATOP
SIM-KapTbl

ICMP Internet Control Message Protocol — npoTokon mexceTeBblIx
YyNPaBAAOLMX COOOLLEHN N

IMA Integrity Measurement Architecture — mexaHn3m NpoOBEPKM
nognucy bruHapHbIX Gannos

JSON JavaScript Object Notation — TeKcToBbI popmaT obMeHa AaHHbIMK,
OCHOBaHHbIM Ha JavaScript

MD5 Message Digest 5 — 128-6UTHbIM aNTOPUTM XELINPOBAHMSA

MTP Media Transfer Protocol — ocHoBaHHbI Ha PTP annapaTtHo-
HEe3aBMCMMbIM NPOTOKO/, pa3paboTaHHbIM KomnaHuen Microsoft
AN NOAKNOYEHMA LMDPOBLIX M1IEEPOB K KOMMbIOTEPY

NFC Near field communication - TexHonorma 6ecnpoBoAHON Nepeaadn
[AHHbIX Manoro paguyca AenCcTBNs, KOTopas AaeT BO3MOXHOCTb
obmeHa AaHHbIMK MeXay YCTPONCTBAMM, HAXOAALWMMMCA Ha
PaccToAHMM okono 10 caHTUMeTPOB

PID Process IDentifier — naeHTMdMKaTOp Npouecca

PIN-kon, Personal Identification Number - nepcoHanbHbI KoA, COCTOALLNMN 13
4 umdp, NpeaHasHauYeHHbIM a4na noayvyeHuns goctyna K SIM-kapTe
nNpeaoTBpaLAoLWLMNM ee HECAHKLUMOHNPOBAHHOE NCNO/Ib30BaHMe

PUK-kop, Personal Unlock Key - gononHuTenbHbI Ko, COCTOAWMN U3 8 umdp
M NPUMeEHAEMbIN ANnA pa3bioKMpoBKK SIM-KapTbl Moc/ae Heyaa4yHoro
BBOAA 3HadeHMA PIN-Koaa 3 pa3a noapAas,

RPM Red Hat Package Manager — meHeakep naketos Red Hat
obo3HavaeT aBe cyuHocTh: dopmaT naketos MO (RPM-nakeT) u
Nporpamma, Co3aaHHas A0A ynpasaeHUa STUMIN NaKeTaMu.
[Mporpamma nNo3BOAAET YyCTaHABAMBATb, YAanATb M 06HOBAATH 10

RPM-nakeTt ®ann popmata RPM, no3BONAIOLWINI YCTaHABANBATb, YAANATb U
0b6HOBNATb NpPUNOXKEHME Ha MY

SDK MpoAayKT, NpeaHa3Ha4YeHHbIM Aa pa3paboTymKoB, NO3BONAIOLWMIN
pa3pabaTbiBaTb NPUNOKEHNSA (FPpaduUecKmne KOHCO/bHbIE, CEPBUCHI
M T.4.), KOMNUAMPOBATL MX ANA 33aHHOMN BEPCUMN ONepPaLLMOHHOM
CMCTEeMbI M 3aMyCKaTb NONYYMBLUNIMCA BUHAPHbIM KOA, B SMyAATOpe

SIM Subscriber Identification Module — moaynb naeHTUdUKaLMmM
aboHeHTa

SSU SourceSafe ana Unix — ytnnuta, obecneymsatollas AocTyn U3

KOMaH/HOM CTPOKM K JIOKa/IbHbIM 1 Y2 €HHbIM PENO3UTOPUAM
Source Safe/VSS uepes TCP
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SSH Secure SHell — ceTeBoOM NPOTOKON NPUKNAAHOTO YPOBHSA,

NO3BO/AIOLLMI NPON3BOANTL YAaNeHHoe ynpasneHmne OC u
TyHHenunposaHue TCP-coeanHeHU (Hanpumep, ANa nepeaaymn
dannos)

uiD User Identifier — naeHTMdMKaTOp NONL30OBATENA

USB Universal Serial Bus — yHMBepcanbHas nocnenoBaTebHanA WKMHA

VPN Virtual Private Network — BMpTyanbHada YyacTHas ceTb, 0606LIeHHOE
Ha3BaHMe TeXHO0rMI, N03BOAAIOWMX 0becneynTb OAHO MK
HECKO/IbKO CETEBbIX COeAMHEHMNI (TOrMYECKYIO CETb) MOBEPX APYroM
cetu (Hanpumep, cetn MIHTepHeT)

WLAN Wireless Local Area Network — 6ecnpoBoaHaa N1oKanbHan ceTb
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[MPUNOXKEHUE 1

YnpasneHue cnyxbamu ¢ nomolubto systemd

B OC ABpopa systemd MCNOJIb3yEeTCA B KayeCTBE CUCTEMbl MHULMAAM3ALMUKM MO
YMOIYaHWNIO, KOTopaa pa3paboTaHa C y4eToM 0OBpaTHOM COBMECTMMOCTWU CO CLEHapPUAMM
MHUUMANM3AUMK SysV U NpeanaraeT cnelyrolme BO3MOXKHOCTU:

— MapannenbHbl 3aMyCK CUCTEMHbIX CY»KO BO BpemA 3arpy3KM CUCTEMbI;

— aKTMBaLMA AeMOHOB No TpeboBaHMIo;

— NoAAep*KKa CHUMKOB COCTOAHMA CUCTEMDbI;

— JIOTMKA yNpaBaeHua cny>kbammn Ha OCHOBE 3aBUCMMOCTEN.

NMMA: systemd, init —cayxba mHnumanmsaumm OC ABpopa.

OB30P:

systemd [OPTIONS...]
init [OPTIONS...] {COMMAND}

OMMCAHME: systemd npeactaBndeT coboM CUCTEMHbIN M CEPBUCHbBIA MeHeaXep
nns OC ABpopa. lNpu BbINOSIHEHWUM B KayecTBe NepBoro npotecca 3arpy3ku (PID-1) oH
BbICTYyMaeT B pPOJIM CUCTEMbI MHUUMANM3aUMKM, KOTOpPasa 3anyCKaeT M NoALeprKuBaeT
CEPBUCHI NOJIb30BAaTENLCKOTO NMPOCTPaAHCTBA. 1A cOBMeCTUMOCTHU C SysV, ecan systemd
BbI3bIBA€TCA KaK init M PID KoToporo He paseH 1, oH 6yaeT BbINOAHATbL telinit W
nepesaBaTb BCE apryMeHTbl KOMaHAHOM CTPOKM 6e3 M3meHeHMn. ITO 03HaAYaeT, YTo init
M telinit B OCHOBHOM 3KBWMBA/IEHTHbI, €C/M BbI3bIBAOTCA M3 HOPMA/IbHOrO ceaHca. pu
3aMycke B KayeCcTBe CUCTEMHOW WHCTAHUMM systemd MHTepnpeTupyet  dain
KOHOUIypauum system. conf, B MPOTMBHOM CAy4ae —user.conf

onunn:

— -h, --help—ne4yaTaeT KOPOTKMI TEKCT MOMOLLM M BbIXOAMT;

— -—-test — onpefenseTt NocnefoBaTe/IbHOCTb 3aMyCKa, BbIBOAUT ee 1 BbIXOAMT.
[JaHHaAa onunA nosesHa TONbKO ANA OTNAAKM;

— ——dump-configuration-items — BbIBOAUT KpaTKuI, npu 3TOM
MCcYepnbIBAKOWMI CMIMCOK 31EMEHTOB KOHUIypaummn, MCNOAb3yeEMbIX B HACTPOEYHbIX
dannax moaynen;

— -—-introspect= — W3BNAEKaeT JaHHble camoaHanm3a D-Bus umHTepdelca. B
OCHOBHOM 3TO MONE3HO BO BPeMA MHCTANNALUMM ONA NONYHEHUA AAHHbIX, MPUrOAHbIX A/A
peno3utopua D-Bus nHTepdericos. MNpn HeEoOXOAMMOCTN MMA MHTepdelca MOXKeT ObiTb
YKa3aHO [AN1A [OaHHbIX CamoaHanusa. Ecin oHO nponyweHo, AaHHble CamoaHam3a
BbIBOAATCA A1A BCEX MHTepdeNCoB;

— -—-unit= — YyCTaHaB/AMBAET MO YMOJIMAHUIO MOAY/b AON1A aAKTUBALMW MpU
3anycke. Ecam He yKasaHo, no ymondanumio — default.target;
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— -—-system, -—--user — HaAMNpPaBJAET CWUIMHa/N systemd 3aNyCTUTb CUCTEMHYHO
MHCTaHUMIO (COOTBETCTBEHHO, NO/1b30BATENBLCKYIO MHCTAHLMIO), AaxKe ecan ID npouecca He
paBeH OAHOMY, T. €. systemd HE BbINONHAETCA (COOTBETCTBEHHO BbINOMHAETCA) B
KayecTBe npouecca MHUUManm3aummn. OBbIYHO HeobxoAMMOCTb 33aBaTb 3TW OMNUMMU
OTCYyTCTBYeT, T.K. systemd aBTOMATUYECKM oONpedenseT pPeXMm CBOEero 3anycka.
CnepnoBaTtesibHO, 3TV BapMaHTbl Ma/io MOE3HbI, KDOME C/1y4asa OT/AAKM.

BHUMAHME! 3arpy3ka n nogaeprkka NoAHOM CUCTEMbI C systemd, 3aMyL,EeHHON B
pexxmme --system npu PID, He paBHOM 1, He obecneymBaeTca. Ha NpakTuke 3adaHue
ONUMN ——system ABHO MMEET CMbIC/1 TO/IbKO B COYETAHNM C ONUMEN —test;

— -——-dump-core —AaMn A4pa NPy aBapMnHoOm oTkase. Onuma He umeeT adpdekTa
B C/lydae 3amnyckKa B NOJIb30BATE/IbCKON MHCTAHLUMNK;

— --crash-shell — 3anyckaeT shell npu cboe. ONuma He umeeT apdpeKTa B
C/ay4ae 3anycka B N0/1b30BaTENbCKON NHCTAHUMM;

— -—-confirm-spawn — 3anpalWunBaeT NOATBEPXKAEHME MNPU PA3MHOMKEHNM
npoueccos. Onuma He umeeT adpdeKTa B CAy4Yae 3anycka B N01b30BATENBCKON NHCTAHUMM;

— -—-show-status= — 0TODPaXKaET CKATYH CTATYCHYO MHDOPMALMIO O cepBMCaXx
npu 3arpyske. Onuua He wumeeT 3PpPeKTa NpPM BbINOAHEHUM B MOb30BATENLCKOM
MHCTaHUMK. TTpUHMMaAeT OyneBbliA apPryMeHT, KOTOPbIA MOXEeT OblTb MNPONnyLWeH, 4To
MHTEPNPETUPYETCA KaK true;

— --sysv-console= — onpegenseTt, 6Oyaer M BbiBoA SysV ckpunTa
MHULUMANN3AUMM HaNpaBAeH Ha KoHCoNb. Onuma He mmeeT sadpdeKkTa Npu BbINOAHEHUN B
NONb30BATENLCKOM WMHCTAHUWMK. [TpUHMMAeT OyneBblii apryMeHT, KOTOPbIA MOMKeT ObiTb
NPONYLLEH, YTO MHTEPNPETUPYETCA KaK true;

— --log-target= — 334aeT NPUEMHUK ANA COOOLEHNN O CODbITUAX. APryMmeHT
[ONXKeH OblTb OAHUM U3 cneayloumx: console, syslog, kmsg, syslog-or-kmsg,
null;

— --log-level= — 33[3€T YPOBEHb XYPHA/INMPOBaHMA. B KauyecTBe aprymeHTa
NPUHMUMAETCA YMCNOBOM YPOBEHb KYPHAMPOBAHMA UM XOPOLIO M3BECTHble syslog (3)
CMMBOJ/INYECKNE MMEHa (B HUXKHEM pel'l/ICTpe): emerg, alert, crit, err, warning,
notice, info, debug;

— --log-color= — BblAENAET Ba)KHble XYypPHa/bHble CcO0bOUIEHNA. [pUHUMaET
6yneBbI aQPryMEeHT, KOTOPbIA MOXKET BbITb NPONYLLEH, YTO MHTEPNPETMPYETCA KaK true;

— --log-location= — BK/ItOYaeT pPACMNOJIOKEHMA B KOAE B XYPHa/ibHble
coobuleHns. 3To Hanbonee 3HaYMMO ANA Lenein oTnaaku. MpuHMmaeT Bynesbli apryMeHT,
KOTOPbIM MOXET ObITb MPONYLLEH, YTO MHTEPNPETUPYETCA KaK true;

— -—-default-standard-output=, --default-standard-error= — 3a4d€T
BbIBOA, MO YMOAYaAHMIO AN BbIBOA OWMOOK A1A BCEX CEPBMCOB M COKETOB, T. €. yNpasadeT
3Ha4YeHMemM MO YMOAYaHUK Aaa StandardOutput= W ANA  StandardExecute.
BocnpmMHMMaeT OAHO W3 CAeaylolWMx 3HaYeHWM: inherit, null, tty, syslog,
syslog+console, kmsg, kmsg+console. ECAM aprymeHT nponyweH, no yMOAYaHUIO
CYMNTaeTCA inherit.
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APXUTEKTYPA: systemd npeaycMaTpuBaeT CUCTEMY 3aBUCMMOCTEN MeXKay
Pa3HbIMM  31EMEHTAMW, Ha3blBAEMbIMM  «UNits»  (LOHUTbI). HKOHUTbI  WUHKANCYAMPYHOT
0OBEKTbI, BaXKHble A1 3arPy3KM CUCTEMbI M NOAAEPHKKM.

BONbLMHCTBO FOHUTOB HACTPOEHbI B Ppannax KOHPUrypaumm OHUTOB, CUMHTAKCUC U
6a30Bbli Habop oONuUWI KOTOPbIX OMMCaAH B systemd.unit (5), OAHAKO HEKOTOPble
CO34a0TCA aBTOMATUYECKN M3 APYrMX KOHOUIypauui UAM AMHAMUYECKM M3 CUCTEMHbIX
CTPYKTYP.

tOHWUTBI MoryT bbITb active (4TO NoapasymeBaeT started, bound, plugged
in, B 3aBMCMMOCTW OT TMMNa YCTPOMCTBA), UM inactive (4YTO NoApasymeBaeT stopped,
unbound, unplugged...), @ TAK}KE HAXOAMTLCA B MNPOLELCCe aKTUBALMK AN AeaKTMBaLMK,
T.e. MeXay ABYMS  COCTOSHMAMM  (3TM  COCTOAHMA  Ha3bIBAKOTCA activating,
deactivating). TakKe BO3MOXHO cneuyanbHOe COCTOsIHNE failed, CXOXeEe C inactive
M BO3HMKalOLWEe, KOraa CepBMC NOTepnes Heyaadyy Ha HeKkoTopom nytu (npouecc
BO3BPATM/l KO OWWDOKM Ha BbiIxoAe, MoTepnen Kpax Wan Tarm-ayT onepauun). Mpwu
BO3HMKHOBEHUM [AAHHOTO COCTOAHMA MNPUYMHA PErUCTPUPYETCA B KypHane AnA
NaNbHENWero NCNonb30BaHMA.

BHUMAHME! PaznnyHble Tunbl tOHWUTOB MOrYT MMETb pPAA  AOMNOJIHUTENbHbIX
NOACOCTOAHMMN, OTODpaXKaeMblx Ha 5 0600LWEHHbIX COCTOSHUIA FOHUTOB.

[oCTynHbI cneayolime TUMbl OHUTOB:

1) Service units, ynpaBastoume AeMOHaMM M MPOLECCamM, M3 KOTOPbIX OHM
COCTOAT. 3@  AONONMHWUTENbHOM  MHPOpMauumen  Heobxoammo  obpalwatbcs K
systemd.service (5);

2) Socket units, MHKancyaupytolme nokanbHble IPC MaM ceTeBble COKeTbl B
cucteme, none3Hbl NPW  akTMBALMM  HA OCHOBE COKETOB. 33 /0MNOJHUTENbHOM
MHGopMmaumen o socket units HeobxoaMMo 0b6pallaTbCA K systemd.socket (5), 00
aKTMBALUMM Ha OCHOBE COKETOB M APYrMx Gopmax akTMBALMM — K daemon (7);

3) Target units — MNOAE3Hbl ANA TPYNNMPOBKU HOHUTOB WM obecnedyeHumn
XOPOLWO M3BECTHbIX TOYEK CUHXPOHM3ALUMKM B MpoLEecce 3arpys3ku. 3a A0NOAHUTENbHOWN
MHbOpPMaLMen HeobXxoaAnMMO 0bpalLaThCA K systemd. target (5);

4)Device units — npeactasaaloT MY sgpa B systemd WM MOryt ObiTb
MCNONb30BaHbl ANA BbINONHEHMA aKTMBALMM HA OCHOBE YCTPOMCTB. 3@ AONOAHUTENbHOWN
MHbOpPMaLMen HeobXxoaAnMMO 0bpalLaThCA K systemd.device (5);

5)Mount units — yNpaBAAOT TOYKAMM MOHTMpPOBaHMA B PC. 3a 4ONONHUTENBHOM
MHbopMaLment HeobxoaAMMo 06paLLATLCA K systemd.mount (5)

6) Automount units — obecne4ymMBatOT BO3MOXKHOCTU aBTOMOHTUPOBAHWUA ANA
MOHTMPOBaHMA ®C no TpeboBaHWUIO, a TaKKe napannenn3aumm 3arpysku. 3a
LOMONHUTENbHON MHGOPMaLMeENn HEOBXOAMMO 00PaLLATLCA K systemd.automount (5);

7) Snapshot units — MOryT ObITb MCNOAb30BaAHbLI A1 BPEMEHHOIO COXpPaHeHUn
COCTOAHUM MHOXEeCTBa OHUTOB systemd, KOTOpPble NO3AHEe MOryT 6biTb BOCCTAHOB/EHDI
NPU aKTMBALUMM COXPAHEHHOro snapshot unit. 3a [AONOAHUTENbHOM MHPOPMaLMeEN
HeobxoAnMMo 0bpallaThca K systemd. snapshot (5);
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8) Timer units — WCNOANbL3YKOTCA AN 3anycka aKTMBALUMW APYrMX HOHUTOB,
OCHOBbIBAsACb Ha TaMMepax. 3a AONOAHUTENbHON MHPOPMaLMeENn HeobxoamMmo obpallaTbea
Ksystemd.timer (5);

9) Swap units — CXO¥W C mount units, MHKaNCyNMpytT pasaensl uamn dannb
noakavykm namatn OC ABpopa, onmcaHme KOTOpbIX NPUBELAEHO B systemd. swap (5) ;

10) Path units — MOryT BbiTb MCNONBL30BaAHbI AN AaKTUBALMK APYrMX CEPBUCOB
npu M3MEeHeHMn 1 moandukaumm obbvektoB PC. 3a AONONHUTENBHON MHPOPMALMEN
HeobxoAMMo 0bpallaThca K systemd.path (5).

FOHWTBI MMEHYIOTCA TaK XKe, KaK MX KOHDUIypaumoHHble dainbl. HeKoTopble OHUTI
MMEOT COBCTBEHHYD OCODEHHYIO CEMAHTUKY.

Systemd MW3BECTHbl pPa3AMyHble BMAbl 3aBUCMMOCTEM, B T.4. 3aBMCUMOCTMU
TpeboBaHMA NONOKMTENbHbIE U OTpMLATENbHbIE (HAaNPUMeEpP, Requires= U Conflicts=),
a TaK)Ke 3aBMCMMOCTM o4YepeaHOCTN (After= M Before=). 3aBUCUMOCTM OYepPeaHOCTU U
TpeboBaHMA OPTOrOHaNbHbl. EcanM  mexay ABYyMA OHUTAMWU  CYWECTBYET TOJ/IbKO
3aBMCUMOCTb TpeboBaHWA (Hanpumep, foo.service TpebyeT bar.service), HO He
3aBMCMMOCTb O4YepeaHOCTM (Hanpumep, nocne foo.service m bar.service), U 06a
3TWX HOHWTA 3aNpPOLLIEHbI Ha 3aMyCK, OHM ByayT 3anyckaTbCA NapannenbHo. Haanune obemx
3aBMCMMOCTEN TpebOoBaHMA M OYEePesHOCTU MeXay ABYMA HOHWTaMKW ABAAETCA 0buWmm
wabnoHom. Kpome TOro, OONbLWWHCTBO 3aBMCMMOCTEM HESABHO CO3[aeTca U
noAAepPKNBAETCA systemd.

TakXe  MMeeTcA  BO3MOMHOCTb  BPYYHYHO  0OBbABAATL  AOMNOAHUTENbHbIE
3aBMCMMOCTW, OAHAKO 3TO He ABAAETCA 0bA3aTENbHbIM.

MpuKknagHble NPorpammbl U HOHUTLI (Yepe3 3aBUMCMMOCTM) MOryT noTpeboBaTb
M3MEHEHWNA COCTOSIHUA OHUTOB. B systemd 3TW TpeboBaHWA MHKaNcyanpytoTca B jobs m
NoAAEPKNBAIOTCA B job-ouepean. Jobs MOrYT YCMELWHO BbIMNOJHUTLCA UAW MOTEPNEeTb
Heyaa4y, UX BbINOJHEHME YNOopPsAA04YeHO B COOTBETCTBMU C 3aBMCUMOCTbIO O4YepeaHOCTM
IOHMTOB, Ha KOTOPYO OHM DbIAM 3aN1AHMPOBAHDI.

Mpw 3arpy3ke systemd aKTUBMPYET IOHUT TUNA target default.target, paboTa
KOTOPOro 3aK/Al4aeTcA B aKTMBAUMM  3arpy*KaemblX CEPBMCOB W APYrMX HHWUTOB,
3arpy’Kaemblx C MOMOLLbO 3aBMcKMMocTel. OBbIMHO MMA AQHHOrO OHWTA NpeacTaBaAeT
cobon nCeBOOHMM: CCblIKA Ha graphical.target (418 NOAHOPYHKLMOHANbHbIX
3arpy3ok B MNONb30BATeNbCKMIM  WUHTepdenc) uAM Ha multi-user.target (Ans
OrPaHMYEHHOM TONbKO KOHCO/bKO 3arpy3kM MpPuM MCNONb30BAHMMU BO BCTPOEHHbLIX WM
cepBepHbIX cpeaax Uam MM nogobHbIX; NTOAMHOMKECTBO graphical.target).

AOMMHUCTPATOP MMEEeT BO3MOMKHOCTb cAenaTb ero nceBgoHMMOM K ntobomy
APYromy tOHUTY TMNa target. 33 AONOAHUTENbHOM MHDOPMALIMEN O KOHUTAX TMNA target
HeobxoAnMMo 0bpallaThCA K systemd. special (7).
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[poueccbl-NOTOMKM systemd MNOMELWAOTCA B OTAe/IbHble TPynMbl yNpaBAeHMUA
OC ABpopa C TaKUMM Ke MMEHaMM, KaK Yy HOHMUTOB, K KOTOPbIM OHW MNPUHAANEXAT, B
COOCTBEHHOM Wepapxmm systemd, KOTOPbIA WCNOAb3YET 3TO AN8 3PPEKTUBHOrO
OTC/NEeXMBAHMA NpoLeccoB. MHPopmauma o rpynne ynpaBaeHMAa NoAAepPKMBAETCA B A4pe
M AOCTynHa ¢ nomoulbto nepapxmumnm ®C (noa /sys/fs/cgroup/systemd/) UAN B TaKMUX
MHCTPYMEHTAX, Kak ps (1) (ps xawf -eo pid,user,cgroup,args OCODEHHO Nose3Ha
ONA NONYYEHMA CNMCKA BCEX MPOLLECCOB M IOHUTOB systemd, KOTOPbIM OHM NPUHAANENKAT).

Systemd B OO/bLION CTENEHM COBMECTMMA C CUCTEMOM SysV init: SysV init
CKPUNTbI NOAAEPHKMBAKOTCA M YNTAIOTCA KaK dalnbl KOHOUIypaLMm anbTePHATUBHOIO (XOTA
M orpaHmyeHHoro) d¢opmata. ObecneymBaetcs SysV /dev/initctl wWHTepdenc,
AOCTYyNHa COBMECTMMAA peanmsauma pas/IMyHbIX SysV KIMEHTCKUX MHCTPYMEHTOB, a TaKXKe
NOAAEPKMBAOTCA  pa3ninyHble  ycTosBlimMeca  UNIX-OYHKUMOHANbHOCTK, Takue  Kak
/etc/fstab uan b utmp.

Systemd MMeET MMHMMANbHYI CUCTEMY TPaH3aKUMA: B Clydyae HeobXxoammMocCTm
3aNyCTUTb WA BbIKNKOUYUTb FOHUT systemd W BCE €ro 3aBUCMMOCTWM ByayT AobasBaeHbl BO
BPEMEHHYIO TpaH3akuuto. [anee cnelyeT NpPOBepKa Ha NpeameT TOro, ABAAETCA /U
TPaH3aKLUMA NOCNeA0BaTENbHOM (ABNAETCA I NOPSAA0K BCEX FOHNUTOB HE3aLUMKAEHHbIM):

— eC/M HeT, systemd NOCTAapaeTCcA UCNPABUTb 3TO U YAANIUT M3 TPAH3aKUMKM Jobs,
He ABNAKLWMECA HEeODOXOAMMbIMM, YTO MOXKET NpPeaoTBPaTMUTb 3aLMKAMBAHME. Takke
systemd MNbITaeTCA NOAABUTb B TPAH3aKLUMKU jobs, CNOCOOHblIE OCTAHOBUTL 3aMyLLEHHbIN
CEPBUC U He ABAAOLLIMECA HEODXOAMMbBIMU. KpOoMe TOro NpoBepsieTcs, ABAAKOTCA M jobs
M3 TPaH3aKUMKM NPOTUBOPEUYMBBLIMM Jobs, KOTOPbIE YXKe HaxoaATca odepean. Ecam aa,
TpaH3aKLUmMA, BEPOATHO, byaeT NnpepBaHa;

— eCAn A3, TPaH3aKuUmMA ABAAETCA NOCNea0BaTENbHOM U ee BAMAHME CBEAEHO K
MWHMMYMY, OHa O0ObeaMHAETCA CO BCEMW YXKe OXuaatolwmmm o6paboTKM jobs M
nobasnseTca B odepeb BbIMOJAHEHMA. DTO O3HAYaeT, YTO A0 BbINOAHEHMA 3aTpeboBaHHOM
onepaumn systemd byaeT NpoBepPATb, YTO ONepaLmMa MMEET CMbIC/, UCNPABAATb ee, eC/N
BO3MOXHO, U, €C/IM OHa AeNCTBUTENbHO HE MOXKET paboTaTb, OTMEHMUT ee.

Systemd COAEPKWT BCTPOEHHYK peanm3almio 3a4a4d, KOTopble AO0MKHbl ObliTb
BbINOJIHEHbI KaK YacTb npouecca 3arpy3kn. Hanpumep, yCTaHaBAMBAET MMA XOCTa WM
KOHOUIYpMpPYyeT NeTaeBoe YCTPOMCTBO CETM, HACTPaMBAET M MOHTUpPYET pasanyHble OC AP,
TaKMe Kak /sys WU /proc.

[ns nonyvyeHns AONONHUTENbHOM MHDOPMALUMM O MOHATUAX U NOEAX, 3a10KEHHbIX
B systemd, Heobxoammo obpatlatbes K Original Design Document[2].

BHUMAHMWE! HekoTopble uHTepdelchl, npeaocTaBasemble systemd, coAepat
Interface Stability Promise[3].

NAMNKN MOBO:

Manku CUCTEMHbIX FOHUTOB

CUCTEMHbIN  aAMWUHUCTPATOP systemd YMTaeT KOHPUIypaLMIO HOHWUTOB K3
Pa3INYHbIX NanoK. NaKeTbl, }Kenatolme ycTaHOBUTb Gaibl FOHUTOB, AO/IKHbI PAa3MECTUTb
MX B NankKy, BO3BPaLLaeMON KOMaHAOM:
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pkg-config systemd --variable=systemdsystemunitdir

,ﬂ,pyFMMl/I npoBepAeMbIMA Mnankamu ABNAKOTCA
/usr/local/lib/systemd/system M /usr/lib/systemd/system.

[Nonb3oBaTeNbCKaAA KOHd)l/IpraLI,MFI BCerga wvmMeeT npuopuTeT. pkg-config
systemd --variable=systemdsystemconfdir BO3BpallaeT NyTb K Mamnke CUCTEMHOW
KOHCI)I/IpraLLVIVI. [MakeTbl AOO/1XKHbl UISMEHATL COAEPHKNMOE ITUX MANOK TO/IbKO C NOMOLLbIO
KOMaH4 enable MW disable MHCTPYMEHTA systemctl (1).

Mankn nonb3oBaTeNbCKUX IOHUTOB

|_|O,£I,O6Hble npasnaa NPUMeHAKTCA ANA NalfloK NOJ/1b30BaTE/IbCKNX HOHNUTOB, OAHAKO
HaxoAWMTb OHUTbI B A@HHOM cay4ae cneayeT no cneundukaumm XDG Base Directory [4].
MT1 AOTHbI MOMECTUTb CBOU d)aﬁflbl FOHNTOB B Mariky, BOSBpaLLI,eHHOlZ KON\aH,EI,OVH

pkg-config systemd --variable=systemduserunitdir

FnobanbHas KOHPUIypaLMs BbINOAHEHA B Marnke, 0 KOTOPOW coobLiaeT KomMaHAa
pkg-config systemd --variable=systemduserconfdir. KomaHAbl enable "
disable MHCTPYMEHTa systemctl (1) MoryT obpawlaTtbcs ¢ oboMmmM BMAAMM HOHUTOB:
rnobanbHbIMK (T. . ANA BCEX NOJIb30BaTeNeN) M YaCTHbIMKU (ANA OAHOro NoAb30BaTENS),
paspellan/3anpeLuan ux.

Mankn ckpuntos SysV init

[Mankm CcKpUNTOB SysV init pacnonaratoTca mexay AucTpubytmBamm. Ecaum
systemd HE MOXET HaWTU POAHOM unit ¢ann ana Tpebyemoro cepsuca, oH byaer
OCYLWECTBAATL MOWCK CKPUNTA SysV init TOrMO € CamMoro MmeHu (C yaaneHHbIM
cyddurKcom . service).

Manka mexaHnama ccbinok SysV runlevel

feonokauma nankM MexaHM3Ma CCbIIOK SysV runlevel pPas/IMYHO MeXxay
ANCTPUOYTUBAMU. Systemd YYUTbIBAET MEXAHM3M CCbIZIOK, ONPeaenss, AO/KEH 1 CEPBUC
ObITb BKAOYEH.

BHUMAHMWE! service unit €O BCTPOEHHbIM unit KOHPUIypaUMOHHbIM danaom
He MOXeT ObITb 3anyLLEH NP aKTUBM3ALUMM €r0 B MEXaHM3ME CCbIIOK SysV runlevel.

CUTHAJbI:

— SIGTERM — MOC/Ae MOAy4YeHMA [AAHHOr0 CUrHana CUCTEMHbIM MeHeaxep
systemd CepuManmnsyeT ero CoCToAHMe, nepes3anyckaeTca U aecepuanmlyeT COXpaHeHHoe
COCTOsIHME MOBTOPHO. B OCHOBHOM 3TO 3KBMBANIEHTHO CAeAyOLIEMY: systemct]l daemon-
reexec,

— systemctl daemon-reexec — T[O/Ib30BATENbCKUM MeHeaAKep systemd
3aNyCTUT exit.target unit, KOrga NPMMET [AaHHbIM CUrHan. B OCHOBHOM 3TO
3KBMBA/IEHTHO: systemct]l --user start exit.target;

— SIGINT — nocae NoAyyYeHMA AaHHOMO CUrHaNa CUCTEMHBI MeHeaXep systemd
3aMyCTUT KOHWUT ctrl-alt-del.target. B OCHOBHOM 3TO 3KBMBA/NEHTHO: systemctl
start ctl-alt-del.target;
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— systemctl start ctl-alt-del.target — MNO/Nb30BATENbCKUM MeEHeaXKep
systemd NOCTYNUT C A@HHbIM CUTHA/IOM TEM K& CNOCODBOM, YTO 1 C CUTHANIOM SIGTERN;

— SIGWINCH — noay4us I£I,aHHbIPI CUrHan, CUCTEMHDbIN meHegxep 3anyCtuT tOHUT
kbrequest.target. B OCHOBHOM 3TO 3KBMBAJIEHTHO: systemctl start
kbrequest.target;

— systemctl start kbrequest.target — MOAb30BATENLCKMN MeEHeaXepP
systemd UTHOPMPYET AaHHbIA CUTHAN;

— SIGPWR — nonyvus ,EI,aHHbIl\/'I CUTHan, CUCTEMHbIN meHegxep 3anyCtuTt HOHUT
sigpwr.target. B OCHOBHOM 3TO 3KBMBA/IEHTHO: systemctl start sigpwr.target;

— SIGUSRI1 — nony4vs LI,aHHbIlZ CUIrHan, CUCTEMHDbIN meHegxep 6y,£|,eT NblTAaTbCA
NpPUCOeaNHUTLCA K LWnHe D-Bus;

— SIGUSR2 —MNOAy4unB LI,aHHbIl\/Jl CUTHan, CUCTEMHbIM meHegxep ueIMKom 3annueT
B coobuleHMe O CODbITUAX CBOE COCTOAHME B 4MTaemon Gopme. 3anmcaHHble AaHHble
OyayT TakMe e, Kak BbIBOAMMbIE KOMAHAOM: systemctl dump;

— SIGHUP — MOJIHAA nepes3arpy3ka KoHburypaumm gemoHa. B OCHOBHOM 3TO
3KBUBA/IEHTHO: systemctl daemon-reload;

— SIGRTMIN+0 — BXOAUT B pPEXMM TMNO YMOJYAHUIO, 3aMyCKAET OHUT
default.target. B OCHOBHOM 3TO 3KBMBA/NIEHTHO: systemctl start default.target;
— SIGRTMIN+1 — BXOAUT B cnacaTebHbll pexnm, 3anyCKaet HUT
rescue.target. B OCHOBHOM 3TO 3KBMBA/NEHTHO: systemctl isolate rescue.target;
— SIGRTMIN+2 — BXOOAUNT B aBapl/IVIHbIVI pexnm, 3afnycCKaeT FHOHUT

emergency.service. B OCHOBHOM 3TO 3KBMBA/JEHTHO: systemctl isolate
emergency. service,‘

— SIGRTMIN+3 — oOCTaHaBamMBaeT MY, 3anyckaeT OHUT halt.target. B
OCHOBHOM 3TO 3KBWMBA/IEHTHO: systemctl start halt.target,

— SIGRTMIN+4 — BblK/todeHMe nNuTaHmna MY, 3anycK toHUTa poweroff.target. B
OCHOBHOM 3TO 2KBMBA/IEHTHO systemctl start poweroff.target;

— SIGRTMIN+5 — nepesanyck MY, 3anycK tOHUTA reboot.target. B OCHOBHOM
3TO 3KBMBA/IEHTHO: systemctl start reboot.target,;

— SIGRTMIN+6 — nepesanyck MY Cc nomouwbld kexec, 3anycK HHWUTA
kexec.target. B OCHOBHOM 3TO 3KBMBA/IEHTHO: systemct]l start kexec.target;

— SIGRTMIN+13 —Hemea/eHHaa ocTaHOBKa paboTbl MY;

— SIGRTMIN+14 — Hemed/leHHOe OTKAKYeHue nuTaHmna MY;

— SIGRTMIN+15 — Hemed/ieHHaA nepesarpyska MY;

— SIGRTMIN+16 — HemedsieHHaA nepesarpyska MY ¢ kexec;

— SIGRTMIN+20 — AenaeT BO3MOMHbIM BbIBOJ CTATyCHbIX COOOLEHUN Ha
KOHCO/Ib, B T.4. BbI3BaHHYIO NapaMeTpoOM systemd.show status=1 B KOMaHAHOW CTPOKe

AApa;
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— SIGRTMIN+21 — OTMEHa BO3MOXHOCTM BbIBOAA CTATyCHbIX COOOLWEHMA Ha
KOHCO/Ib, B T.4. BbI3BaHHYIO NapaMeTPOM systemd.show status=0 B KOMaHAHOW CTPOKe
aapa.

MEPEMEHHbIE CPEAbBI N OKPYXKEHME:

— S$SYSTEMD LOG LEVEL — systemd YMTaeT log level W3 3TOW NepemeHHOM
OKpY*KeHMA. [laHHaA HAaCTPOMKa MOXKET bbITb NepeonpeaeneHa ¢ NOMOLLbI oNuUMKU —-1log-
level=;

— S$SYSTEMD LOG TARGET — systemd YMTaeT UENEeBOWN XYPHaa W3 3TOW
nepemeHHON OKpy»KeHunA. [laHHaAa HaCTpOoMKa MOXKeT bbITb NepeonpeaeneHa C NOMOLLbHO
onumnm —--log-target=;

— S$SYSTEMD LOG COLOR — onpegendeT, byaeT M systemd BblAENATb LBETOM
Ba)KHble  COODOLIEHNA CUCTEMHOrO KypHana. J[laHHaA HaCcTpoMKa MOXKeT ObITb
nepeonpeaeneHa ¢ NOMOLLbIO ONUMKM —-log-color=;

— S$SYSTEMD LOG LOCATION— onpeaendeT, byaeT m systemd BbIBOAUTb HOMEP
CTPOKM B UCXOAHOM KOAEe BMECTE C KYPHa/NbHbIMW COODLLIEHNAMM. ITO NOBEAEHNE MOXKET
6bITb NepeonpeaeneHo C NMOMOLLbIO ONUMN ——1log-location=;

— $XDG CONFIG HOME, $XDG CONFIG DIRS, $XDG DATA HOME,
$XDG DATA DIRS — NONb30BATE/IbCKMN MeHeKep systemd UCNOb3YeT 3TU NepemMeHHble
B cooTtBeTctBMM ¢ XDG Base Directory cneunduraumen [4], 4tobbl HaUTn ee
KOHPUrypaumto;

— $SYSTEMD UNIT PATH-—3aJaeT, rae systemd MweT Gaiibl OHUTOB;

— $SYSTEMD SYSVINIT PATH— 3afaeT, r4e systemd ULLET CKPUNTbI SysV init;

— $SYSTEMD SYSVRCND PATH — 33f3eT, rae systemd WLWET CKPUNTbI CUCTEMDI
CCbINIOK runlevel SysV init;

— SLISTEN PID, SLISTEN FDS  —  YyCTaHaB/MBaeT systemd  O/A
KOHTPO/MPYEMbIX MPOLLECCOB BO BPEMA aKTMBALMM Ha OCHOBe coKkeToB. [loapobHee B
sd listen fds(3);

— SNOTIFY SOCKET — YCTaHaB/MBAET systemd ANA KOHTPOJIMPYEMbIX NPOLLECCOB
C Lle/1blo YBEJOMNEHMA O CTaTyCe M 3aBeplueHmmn 3anycka. MoapobHee B sd notify (3).

MAPAMETPbI KOHOUTYPALIMIA, MEPEOAABAEMBbBIE OT AAPA OC ABPOPA:

Echm systemd 3anyuweH B CUCTEMHOM WHCTAHUMW, OH pa3bupaeT HECKONbKO
apryMeHTOB KOMaHAHOWM CTPOKM Aapa:

— systemd.unit= — nepeonpeaenseT OHUT, KOTOPbIA aKTUBMPYETCA Mpu
3arpyske — Mo YMOAYaHUK default.target. ITO MOXeT OblTb MCNOAL30BAHO AN
BPEMEHHOM 3arpy3Kku B APYrom 3arpy304Hbln FOHUT, Kak, HANPUMeEp, rescue.target WM
emergency.service. [logpobHee 06 3TUX IOHUTAX B systemd. special (7);

— systemd.dump core= — TMPUHUMaET 6ynesuﬁ dPrymMeHT. Echm true, TO
systemd CO3[4a€T core dump, KOraa paboTaeT HEKOPPEKTHO. B NpOTMBHOM cnyyae core
dump He co3gaeTca. [10 yMmoa4YaHUIO true;

— systemd.crash shell= — npuHMMmaeT Oynesbln aprymeHT. Ecam true, TO
systemd MOpoOXAaeT shell, Korda pywutca. B npotmBHOm caydae shell He
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nopoxaaetca. 1o ymonyaHutio false M3 coobparkeHni 6e30MacHOCTM, T.K. shell He
3alMLLEH NAPONbHOM ayTEHTUUKALUMEN;

— systemd.crash chvt= — MNPUHUMAET aprymeHT uenoe yucno. Ecnm oHo
NONIOXUTENbHOE, systemd aKTMBMPYET 3adaHHbI BUPTyaNbHbIM TepMWHaA, Koraa
pywmTca. Mo ymonyanuto -1;

— systemd.confirm spawn= — MNPUHUMAET 6yﬂeBuﬁ aprymeHt. Ecim true,
3anpallmMBaeTca NOATBEPXAEeHNE, KOTAa NOPOXKAAEeTCA npoLecc. [1o ymonyaHuio false;
— systemd.show status= — MNPUHUMaAET 6yneBbWﬁ aprymeHt. Ecam  true,

BbIBOAWT Ha KOHCOJIb B CXKAaTOM BMAE UIMEHEHNA CTaTyCa CEPBMCOB B TEYEHWME 3arpPy3KN.
[1o yMONYaHUIO true;

— systemd.sysv_console= — MNpUHUMaET Obynesblt aprymeHTt. Ecam true,
BbIBOA, CKPUNTA SysV init OyAeT HanpaBAeH Ha KOHCOAb. 10 yMOMYaHWIO true, HO,
eCnn quiet nepesaH Kak onums KOMaHAHOM CTPOKM A4pa, MO YMONYaAHUIO false;

— ynpaBAseT BbIBOAOM B cooblleHne 0 cobbiTnaAx C Tem e 3ddeKTom, 4To
OMMCaHHbIE BblLlle nepemeHHble OKPYyXeHNA: $SYSTEMD_LOG_TARGET,
$SYSTEMD LOG LEVEL, S$SYSTEMD LOG COLOR, $SYSTEMD LOG LOCATION:

systemd.log target=, systemd.log level=, systemd.log color=,
systemd.log location=

— systemd.default standard output=, systemd.default standard error=
— ynpasadeTtr CTaHAapPTHbIM BbIBO,EI,OM/BbIBO,D,ON\ OWNOKM Ana cepBnCoB MO YMOIMaHUIO C
Tem e 3bdeKToM, YTO M aprymeHTbl KOMaHAHOM CTPOKMK, ONMUCaHHbIE Bbllle ——default-
standard-output= U --default-standard-error= COOTBETCTBEHHO.

COKETbI M KAHAJIbI:

— /run/systemd/notify — COKET YyBEAOM/EHWS COCTOAHUA JeMOHa. ITOT
COKEeT AF UNIX datagram WCNOJIb3YETCA A/1A peann3aunm 10Tk yBegoM1eHNA AeMOHa,
KOTOPOe OCyLLLEeCTBAAETCA NOCPeACTBOM sd notify (3);

— /run/systemd/logger — WCNONb3YyeTCA BHYTPEHHE KHUTOM systemd-
logger.service, ANA systemd BBOAWUT MNOHATME CUCTEMHbIX HOHUTOB. ﬂ,aHHble FOHUTbI
npeacrasjaeHbl I'(OHCI)MI'ypaLI,I/IOHHbIN\I/I cbaﬁmalv\m, pacnonoxeHHbiMmn B OAHOM  UIN
HECKOJIbKMX Marnkax, onnucaHme KoTopbix npuseaeHo B Tabauvue (Tabamua 2.1), 1 B cxkaTom
BUAE aKKYMYAMPYIOT MHPOPMALMIO O CUCTEMHbIX CAy»Kbax, CAyWalowmMx COKeTax,
COXPaHEHHbIX CHMMKaX COCTOAHUNA CUCTEMBbLI, a TaKXe O ApYyrunx O6b€|-(TaX, MMetoLnX
OTHOLWEeHNE K cncreme NMHnuUnann3aumni.

Tabnunua 2.1
MNanka OnucaHue
/usr/1lib/syst |®alnbl OHUTOB systemd, pacnpefeneHHble YCTaHOBAEHHbIMM
emd/system/ | gpM-naketamu
/run/systemd/ |®aiinbl OHUTOB systemd, CO3AaHHbIE B Npouecce paboTbl. [JaHHas
system/ nanka MMeeT NPUOPUTET HaZ, NanKkamMu C YCTaHOBAEHHbIMU
CNYyKeObHbIMK pannamm tOHNUTOB
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MNanka OnucaHune

/etc/systemd/ |dannbl IOHNTOB systemd, CO34aHHble KOMaHA0M

system/

systemctl enable, a TaKxKe ¢annbl tOHMTOB, A0b6aBneHHble ANA
paclmpeHns cny»bbl. JaHHaa nanka MMeeT NPUOPUTET Ha/ NanKom C
dalnamu toHMTOB, CO34aHHbIMM B NpoLecce paboTbl

MONHbIA CNUCOK AOCTYMHbIX TUMNOB OHMTOB systemd npueBeadeH B Tabauue
(Tabnunua 2.2).

Tabnuua 2.2
Tun 1oHUTa PacwupeHuve paiina OnucaHue

Cnyba .service CuctemHasn cnyxba

Uenb -target [pynna tOHNUTOB systemd

ABTOMaTMyecKkoe | -automount To4Ka aBTOMATMYECKOro MoHTMpoBaHma OC

MOHTMPOBaHME

YCTPOMCTBO .device daiin ycTponcTea, pacno3HaBaeMoro A4p0M

MoHTMpOBaHMe | -mount To4yka moHTMpoBaHMa GC

MyTb -path ®ann nnm nanka 8 ¢C

Obnactb . scope Mpouecc, Co34aHHbIN M3BHE

Cpes .slice [pynna nepapxmyecknm opraHM30BaHHbIX
IOHMTOB, YNPABAALLMX CUCTEMHbBIMM
npougeccamm

CHUMOK - snapshot CoxpaHeHHOe COCTOoAHNE MeHeaKepa systemd

CokeT .socket CokeT gna obmeHa MHPopmaLmen mexay
npoueccamm

MNoaKayka -sSwap YCTpoMCcTBO MM Gpan NoAKaYKM

Tarimep -timer Talimep systemd

MNepeonpeneneHne nNapamMeTpoB systemd MO YMOAYAHMIO OCYLLECTBAAETCA C
NOMOLLbIO Paina system.conf.

KoHourypauma systemd N0 YyMOAYAHUIO ONPeaenseTca BO BPEMA KOMMUAALUN U
NOCTYyMHa ANa NpPocMoTpa B paine /etc/systemd/system.conf. [1pn HeobxoaMMOCTH
M3MEHUTb MapamMeTpbl MO YMOAYaHMIO W rnobanbHO nepeonpeaennTb OTAeNbHble
3HaYeHMA OHUTOB systemd CAeAyeT UCNO/Ib30BaATb AaHHbIA palin.

[ns nepeonpeneneHns 3HaYeHua npenena UCTeYeHua BPeMeHU OKuAaHusa, Mo
ymo/iYaHutio  paBHoro 90  cekyHaaMm, HeobxXxoAMMO  MCMO/b30BaTb  MapameTp
DefaultTimeoutStartSec, 418 KOTOPOro NoTpebyeTca yKka3aTb 3HAYEeHNE B CEKYHAAX:

DefaultTimeoutStartSec=<Tpebyemoe 3HaueHMne>

OCHOBHble Npeanaraemble BO3MOXHOCTH

B OC ABpopa cuctema systemd U service manager OCYLLECTBAAT aKTUBALMIO
Ha OCHOBE COKETOB — BO BPEMS 3arpy3kM systemd CO343€ET CAYLIAOLINE COKETbI ANA BCEX
CUCTEMHbIX CAYXO, NOoAAEePKUBAOWMX [AHHbIM  TUN  akTMBaAUMKM, W nepenaeTr uX
COOTBETCTBYIOLMM CNyHKOaMm, Kak TONbKO OHW Ha4yMHaAtOT PaboTy. ITO NO3BONAET systemd
OCYLLECTBAATb NapannenbHbll 3anycK CAyKO 1 AenaeT BO3MOXKHbIM Nepe3anyck CayxKobl
6e3 notepu COODOLLEHMN, OTNPaB/AEHHbIX € B TO Bpemsa, Nnoka OHa bblna HeaoCTynHa:
COOTBETCTBYHOLLNIM COKET OCTAETCA AOCTYMHbIM, M BCe COODLLIEHMA MOMELLAIOTCA B 04epep.
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[1ns akTMBALMM HAa OCHOBE COKETOB systemd UCMO/b3YET FOHUTbI COKETOB:

— aKTUBaAUMA Ha OCHOBE LWMHbI — CUCTEMHbIE CNYKObl, ncnonb3youwme D-Bus ans
obmeHa MHbOPMALMEN MeXay MNPOoLeccCaMn; MOXKHO 3anyCcTUTb No TpeboBaHWMIO, Kak
TONbKO KAneHTckoe MIT B nepBbln pa3 NnonpobyeT 06MeHATbLCA C HUMK MHPOpMaLmen. [na
aKTMBALMM HAa OCHOBE LUMHbI systemd UCNOAb3yeT dparnbl cayKbbl D-Bus;

— aKTMBaUMA Ha ocHoBe MY — cuCTeMHble CyKObl, MOAAEPHKMBAIOLME aKTUBALUIO
Ha OCHOBE YCTPOMCTB, MOMHO 3anyCcTuTb Mo TpeboBaHWIO NPU  NOAKIOYEHUN
onpeaeneHHoro tmna 0b6opyao0BaHNA UAKM ecnmn 3To 06opya0BaHNE CTAHOBUTCA AOCTYMNHO.
[nA aKTMBaLMM Ha OCHOBE YCTPOMCTB systemd NCMOAb3YeT OHUTbI MY;

— QKTMBALUMA Ha OCHOBE nNyTerm — CUCTEeMHble CAy»Kbbl, noaaep:kusatowme
aKTMBALMIO Ha OCHOBE MyTEeN; MOXHO 3amnyCcTUTb MO TPeboBaHMIO, KOraa onpeaeneHHbIM
dann Manm nanka M3MeHAT cBoM cTatyc. [nA aKTMBauUMM Ha OCHOBE MNyTen systemd
MCNONb3YET OHUTLI NYTH;

— CHMMKW COCTOAHUA CUCTEMbI — systemd MOXET BPEMEHHO COXPAaHWUTb TeKyllee
COCTOAHME BCEX IOHUTOB WM NMOBTOPHO aKTUBMPOBATb NpeablayLliee COCTOAHME CUCTEMDbI
M3 AMHAMMYECKM CO3[aHHOro CHMMKa. [N XpaHeHWA TeKyLLero COCTOAHUA CUCTEMbI
systemd MCMNONb3YET ANHAMUYECKN CO3AaHHbIE FOHUTbI CHUMKOB;

— ynpaBieHMe TOYKaMM MOHTUPOBAHMA U ABTOMOHTMPOBAHMA — systemd
HabtoAaeT 1 ynpasBaaeT TO4KaMM MOHTUPOBAHMA M aBTOMATUYECKOro MOHTMPOBaHMA. A
TOYEK MOHTMPOBAHUA systemd WCMOAb3YET IOHUTbI TOYEK MOHTMPOBAHWMA, @ ANA TOYeK
aBTOMOHTWPOBAHMA — tOHUTbI ABTOMOHTUPOBAHMUS;

— arpeccmMBHasa napanienns3auma — UCNoNb3ya aKTMBALMIO Ha OCHOBE COKETOB,
systemd MOXET 3amnyCcKkaTb CUCTEMHbIE CAYXKObl NMapannenbHo, Kak TOMIbKO caylatouime
COKeTbl OKayKyTCs Ha mecTe. B coyeTaHUM C CUCTEMHbIMU CAYyKOamm, NoaaepKMBaOWMMM
aKTMBaUMIO No TpeboBaHWIO, NapannenbHas akTMBALMA 3HAYMTENbHO COKPALLAET BpPeMS,
HeobxoaAMMmoe AN 3arpy3KM CUCTEMbI;

— TPaH3aKUMOHHAA /IOTMKA aKTMBALMKM IOHMTOB — nepen, akTuBauuen wunu
OTK/OYEHNEM OHUTA systemd PACCYMUTLIBAET €ro 3aBMCMMOCTM, CO33ET BPEMEHHYIO
TpaH3aKUMIO M NpoBepseT ee UeNoCTHOCTb. Ecnn TpaH3akumsa byaeT HeuenocTHOW, TO
nepes Tem, Kak BblaaTb coobueHue 06 ownbkre, systemd aBTOMaTWYECKM MblTaeTcs
CKOPPEKTUPOBATb TPAH3aKUMIO M YAANNTb U3 Hee 3aJayn, He MMEetoLMe KPUTUYECKOro
3HauYeHus;

— obpaTHas COBMECTMMOCTb C CUCTEMOM WHUUMANM3aumMm SysV — systemd
noaAepKMBaeT cueHapumn MHuumanmsaumm SysV, 4to onmcaHo B 6a3oBoi crneunduKaLmm
npoekTa Linux Standard Base. 3To obneryaeT nepexoa K CAyebHbIM IOHUTAM systemd.

N3meHeHnA COBMECTUMOCTH

Cuctembl systemd M service manager Pa3paboTaHbl TakMm 06pa3om, 4TOObI
obecneynBaTb 6a30BYyt0 COBMECTMMOCTb C SysV M Upstart. Hanbonee 3HauymTenbHble
M3MEHEHMA B COBMECTUMOCTU oOTHocuTenbHo OCABpopa W pagda npeablayLimx
ANcTpmnbyTmeos Linux:

— systemd MMeEET OrpaHWYEeHHYHD MNOAAEP!KKY  YPOBHEM  BbINOJIHEHMA,
NpeaoCTaBAAS HECKObKO OHUTOB LLE/IN, KOTOPbIE MOYKHO HaMPAMY CONOCTaBUTb C 3TUMMU
YPOBHAMM BbINO/IHEHMA. OAHAKO CONOCTaBAEHME BO3MOXKHO He A/1A BCeX Lenen systemd,
NO3TOMY M3 COOBParKEHUM COBMECTUMOCTMN B COCTaB systemd BXOAMT KOMaHAa runlevel,
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KoTopaa MOXeT BepHyTb N Ana 0603HayeHMA Hen3BEeCTHOro YPOBHA BbliMOAHeHMA. [1o
BO3MOHOCTM pekomeHayeTcs No n3beraTb NCNOIb30BAHWUA AAaHHON KOMaHAbI;

— YyTWINTa systemctl He NOAAEPXKMBAET MNPOM3BOJIbHbIE KOMaHAbl. B
AOMONHEHWE K CTaHAAPTHbIM KOMaHAaAM, TaKMM, KaK start, stop WM status, aBTOPbI
CLEeHapueB WHMUMANM3AUMM SysV peann3oBann NOAAepKKy Ana nwboro ymcna
NPOM3BO/IbHbIX KOMaH/A, B KayecTBe AOMNOAHUTENbHOTO dyHKUMOHana. Hanpumep, B Red
Hat Enterprise Linux 6 cueHapuin init NS iptables MOXHO OblN0 BbINOAHATL BHYTPU
KOMaHAbl panic, YTO BK/AKOYA/NO pPEXMM paniCc M MNepeHacTpamBaso CUCTEMY Ha
Hemea/leHHbIM cHpoC BCeEX BXOAAWMX M MCXOAAWMX MNAKeTOB. Huyero m3 3Toro He
NoAAEPKMBAETCA B systemd, U systemctl NPUHMUMAET TO/IbKO KOMaHZbl, MEPeYnC/ieHHbIe
B JIOKYMEHTaLNK;

— YyTUANTA systemctl He obmeHMBaeTca MHPpopmaumen co cayxbamu, KoTopble
He OblnaM  3anylleHbl systemd. Koraa systemd 3amnyCcKaeT CUCTEMHYIO CAyKOy,
MAeHTMOUKATOP ee [NIAaBHOro npouecca COoXpaHAeTca Ana  BO3MOXHOCTU  ero
OTCNEXMBAHMA. 3aTEM YTUANTA systemctl MCNONb3YET 3TOT UAEHTUGUKATOP A5 ONPOCa
M ynpasneHua cny»kbom. CooTBETCTBEHHO, €C/IM NONb30BATE/Nb 3aMyCKAET onpeaeeHHbIN
OEMOH HaMpAMyl M3 KOMaHAHOW CTPOKW, systemctl HE B COCTOAHWUM OMpPeaesuTb ero
TEKYLLWM CTaTyC MAM OCTAHOBMUTb €ro BbIMOIHEHUE;

— systemd OCTaHaB/AMBAeT TOJIbKO paboTatouime cayxbbl. locne MHUMUMALMM
nocneposaTenbHocT shutdown Red Hat Enterprise Linux 6 u 6onee paHHWE penmsbl
CMCTEMbI MCMNONb30Ba/IM CMMBOJ/IbHbIE CCbI/IKM, PACMOJIOXKEHHbIE B NanKke /etc/rc0.d/,
NN OCTAHOBKM BCEX AOCTYMHbIX CUCTEMHbIX CNYKO BHE 3aBMCMMOCTWM OT Mx cTatyca. C
systemd BO BpPEMA BbIMNONHEHMA MNOCAEA0BATE/IbHOCTM shutdown OCTaHAB/AMBAKOTCA
TONbKO paboTatoLime cny*Kbbi;

— CUCTEMHble CNyKDbl HE MOryT YnmTaTb MHPOPMAUMIO M3 CTAHAAPTHOrO MOTOKA
input. Korga systemd 3anyckaeT cayx0y, CTaHAapTHbIM BBOA CAyKDObl NOAKAOYAETCA K
/dev/null Ans npeaoTepalleHns ntoboro B3anMoaencTBMA C NOIb30BaTENEM;

— CUCTEMHble CAyKbDbl He HacneaylT KOHTEKCT (Takoil, Kak nepemeHHble
OKPYKeHMA HOME WM PATH) OT BbI3blBAlOLLEro MX Nosb30BaTens MAM ero ceaHca. Kaxzaan
cny>kba paboTaeT B YNCTOM KOHTEKCTE BbINO/IHEHMSA;

— BO BpemaA 3arpyskuM CueHapuma WHUMUMaAnM3aumm SysV  systemd YuMTaeT
MHbOPMALMIO O 3aBMCMMOCTAX, 3aKOAMPOBaAHHYO B 3arososke Linux Standard Base, u
MHTEPNPETUPYET ee BO Bpema npoLecca paboThbl;

— [ONA NpeaoTBpalLEeHNs 3aBUCAHMA CUCTEMbI MO BUHE HEMpPaBuAbHO paboTatoLlen
CNyxObl BCe onepaummn ¢ loHUTamMK cnyxb nognaaatoT No AenNCcTBUE NUMUTA UCTEYEeHUA
BPEMEHWN OXMAOAHMA, PAaBHOTO 5 MWHyTam. ITO 3HAYEHWEe CTPOro HACTPOEHO ANA BCeX
Cnyx0, co3aaBaemMbIxX CLLEHAPMAMM MHULIMALIMK, U HE MOXKET DObITb M3MeHeHOo. OaHaKko ana
yBEAMYEHNA npeaena WCTEYEHMA BPEMEHM OXMAAHMA Ha KaXAyto CAyKOy MOXKHO
MCNONb30BaTb UHAMBMAYANbHbIE KOHOUTYPALMOHHbIE Galiibl.

YnpaBneHue CUCTEMHbIMU CNYKBamu

B Bepcmax OC Linux, B KOTOPbIX MPUMEHANINCb SysV init WAWM Upstart,
MCNOJIb3yemble CLUEHApUU MHULMANM3ALUNM XPAHWAUCL B Manke /etc/rc.d/init.d/.
[aHHble cueHapuM OblAM HanMcaHbl Ha A3blke Bash M NpenocTaBAANM CUCTEMHbIM
aAMMWHNCTPATOPaM BO3MOXHOCTb YMNpPaBAEHUA COCTOAHWEM CAyKO WMAM OeMOHOB B
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cucteme. B OC ABpopa 3TN CueHapnn nH1MuMaan3aunmn Dbl 3aMEHEHbl Ha HOHUTbI C}'Iy)-K6,
KOTOPblEe MMEKT pacClMpeHne .service U CAYXHKAT ON1A TEX Ke u,ene17|, YTO M CUEHapUK
MHUUKMANM3aumMn. [na npocmoTpa, 3amnycka, OCTAaHOBKW, nepesanycka, BK/AKYEeHWA W
OTK/IHOHYEHUNA CUCTEMHbIX C/'Iy)-l-(6 MCNO/1Ib3YEeTCA KOMaHAa systemctl.

KomaHabl service U chkconfig TaKXe AOCTYMHbl B CMCTEME W paboTatoT, Kak
OXMOAeTCA, OAHAKO BK/OYEHbl TONbKO M3 COODpPaKeHWM COBMECTMMOCTU, U UX
MCNONb30BaHMA cneayeT nsberato.

®annbl KOHPUrypauMin M3 nNankm /etc/systemd/system/ MMeOT OONbLLINKA
NPUOPUTET, YeM IOHUTbl K3 NankM /usr/lib/systemd/system/. [lo3TOMY, ec/iu
KOHPUIYypauyMoHHble Galiibl coaepsKaT NapameTp, KOTOPbIM MOXHO yKa3aTb TO/IbKO OAMH
pa3, TakoM, Kak Description nan ExecStart, TO M3HaYaNbHOE 3HAYeHMEe 3TOro MNapameTpa
byneTt npeaonpeaeneHo.

BHUMAHUE! B BbiBOAE KOMaHAbl systemd-delta NepeonpefeneHHble HOHUTbI
BCceraa nomedeHbl Kak [EXTENDED], paxe ecanM B LEAOM HeEKOTOpble napameTpbl
daKTUYeCKM nepeonpeaenstoTcs.

OnpeaeneHne Cyx0Obl MOMHO pPacCWMPUTb, YTO OMWUCLIBAETCA HA CTPaHULE
PYKOBOACTBA systemd.unit (5). Mcnonb3ya B KavectBe npumepa tftp.service,
HeobxoaAMMOo co3aaTb HOBYO noAKnanky tftp.service.d B nanke
/etc/systemd/system, @ 3aTeM B 3TOM noananke co3aaTb ¢aiin conf, PaCLIMPAOLLMIA
(M nepeonpeaenaoLWmMin) NapameTpbl CAy*KObI.

KonmyectBo OTKPbITbIX AECKPUNTOPOB dalnoB orpaHmyeHo Yncanom 500.000:

# mkdir -p /etc/systemd/system/tftp.service.d/

# cat >/etc/systemd/system/tftp.service.d/filelimit.conf <<EOF
[Service]

LimitNOFILE=500000

EOF

M3meHeHMAa NPUMEHAIOTCA Mocae nepesarpy3kn  KoHbUrypauum AemoHa U
nepesanycka Cay»Kobl:

# systemctl daemon-reload
# systemctl restart tftp.service

KoMaHabl systemd-delta u systemctl status tftp.service MNOKa3bIBAOT,
4yTO onpeaeneHune cny»bwl 6biNo 406aBAEHO:

# systemd-delta --type=extended
[EXTENDED]

/usr/lib/systemd/system/tftp.service - /etc/systemd/system
/tftp.service.d/filelimit.conf
1 overridden configuration file found.
# systemctl status tftp.service
tftp.service - Tftp Server
Loaded: loaded (/usr/lib/systemd/system/tftp.service; indirect; wvendor
preset: disabled)
Drop-In: /etc/systemd/system/tftp.service.d

l—filelimit.conf
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BO3MOKHble NMMUTBI ONKMCaHbl B cneayrounx pasgenax CTpaHuubl pyKOBOACTBa

systemd.exec (5):

LimitCPU=, LimitFSIZE=, LimitDATA=, LimitSTACK=, LimitCORE=,
LimitRSS=,

LimitNOFILE=, LimitAS=, LimitNPROC=, LimitMEMLOCK=, LimitLOCKS=,
LimitSIGPENDING=, LimitMSGQUEUE=, LimitNICE=, LimitRTPRIO=,
LimitRTTIME=

These settings control various resource limits for executed
processes. See setrlimit(2) for details. Use the string infinity
to

configure no limit on a specific resource.

MPUYNHA: AnMmuKTbl, yKasaHHble B dalnax /etc/security/limits.conf WAu
/etc/security/limits.d/*.conf, HacTpamBatotcA PAM B Havane  ceaHca
PerncTpaLmu, YTo YKasaHo B caeaytollen 3annucn ¢pamna /etc/pam.d/system-auth-ac:

session required pam limits.so

NMPUMEYAHUE. [emoHbl, 3anyckaemble systemd, HE WCNONAb3YKOT CeaHC
perncTpaunm PAM, "MMUTbI KOTOPbIX MOXHO HAacTPamMBaTb TO/IbKO B Gainie toHMUTa CAy»KObi.
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[MPUNOKEHUE 2

N3meHeHne AMmuToB

OnucaHue uHTepdeliica nice

NMMA: nice —3anycKaeT nporpammy ¢ 3aZaHnem npmopuTeTa.

OB30P: nice [[MAPAMETP] [KOMAHAOA [APTYMEHT]...]

ONMWCAHWME: 3anyckaer KOMAH/LY c ykasaHnem npuopuTeTa ee BbINOJHEHUA. be3
yKka3aHma KOMAH/ZA BblAaeT TeKyLWMI NpUopuTeT paboTbl. ADJUST NO YMOYAHUIO paBeH
10. lnanasoH NpnopuTeToB pacnonoxeH oT -20 (Hamsbicwmin) 40 19 (HaUMeHbLN):

— -ADJUST —yBe/nAM4MBaeT NPUOPUTET Ha ADJUST;

— -n, --adjustment=ADJUST —TO e, YTO N —ADJUST,

— --help —BblaaeT MHOOPMALMIO M 3aBepLIaET paboTy;

— -—-version — BblAaeT MHPOPMALMIO O BEPCUM M 3aBepLllaeT paborTy.

OnuncaHue nHTepdeica renice

NMMA: renice — M3MEHEHWE NPUOPUTETA BbIMOTHAKOLWMXCA MPOLLECCOB.

OB30P:

renice priority pid...
renice priority [-p pid... ] [-g pgid...] [-u username]

OMNCAHWNE: KOmaHZa renice WCNONb3yeTCA AN1A WM3MEHEHUA NPUOPUTETOB
BbIMO/IHAIOWMXCA NpoLeccoB. HoBoe 3HadyeHWe npuopuTeTa 3a4aeTCA  YMCI0BOW
KOHCTaHTOW priority, KOTOpaA MOXeT NPUHMMaTb 3Ha4YeHnA B AManasoHe oT -20 o +20.
HenpueunernposaHHble No1b30BaTeIM MOTYT YCTAHOBUTL 3HAYEHME NPUOPUTETA TOSIbKO B
npegenax 0-20, B TO BpemAa KaK A/1A CUCTEMHOIO agMUHUCTpAToOpa [AOCTYyMNeH Becb
AnanasoH. Hanbonee TUNMYHBIMKM 3HAYEHMAMM ABAAKOTCA cneaytolime: 19 — npouecco
BbIMOJIHAOTCA TONbKO B C/y4ae OTCYTCTBMUA Yy npoueccopa cnewwHon pabotbl; O — 6a308BbIM
NPUOPUTET PABHOMPABHbIX MPOLLECCOB, BbIMOJHAKOWMXCA NOL yrNpaBieHnem AMCrneTyepa;
oTpULATENIbHOE 3HAYeHMe — ANs BbINOSHEHWA Hanbonee cnelHblX U He3oTnaraTenbHbIX
paboT.

OnucaHue nHTepdetica kill

NMMA: kill — nocbl/laeT CUrHa/a npoueccy WaM BbIBOAMUT CMUCOK AOMNYCTUMbIX
CUIHANOB.

OB30P:

kill [-s CUT'HAJI | -CUT'HAJI] PID...
kill -1 [CUTHAJI]...
kill -t [CUTHAJI]...

OMWCAHWE: nocblnaeT curHaa npoueccy WaM BbIBOAUT CMUCOK  AOMYCTUMbIX
CUIHaNO0B.
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AprymeHTbl, o0b6A3aTenbHble ANA  NOAHbIX BAPWMAHTOB  ONUMK, ABNAKOTCA
00A3aTeNbHbIMM TaKKe M ANA KPAaTKUX BAPUAHTOB:

— -s, --signal=CUT'HAJI, -CUTHAJ— UMS UM HOMEP NOCbINAEMOro CUrHana;

— -1, --list — BbIBECTM MMEHa CWUIHa/N0B WAM BbIBECTM MMA CUrHaNa,
COOTBETCTBYHOLLLEE HOMEPY, M HAODOPOT;

— -t, --table— BbIBECTU MHDOPMALMIO O CUTHANAX B BUAE TabNnLbl;

— ——help — BbIBECTM CNPABKY 1 3aBEPLLNTb PaboTy;

— —-version— BbIBECTM MHPOPMALMIO O BEPCUM M 3aBEPLLNTL paboTy.

CUITHAJT: moxeT yKasblBaTbCcA B BMAe MMeHM (Hanpumep, «HUP») nam Homepa
(Hanpumep, «1»). Takke B Ka4yecTBE CUrHana MOXKHO YKasblBaTb KO/, BbiXxO4a, KOTOPbLIN
nporpamma A0XKHa COODLWMTL CMCTEME NPK 3aBEPLUEHWMN.

PID — yncnoBoinn maeHTMdumratop npouecca. Ecam yucno otpuuaTenbHoe, OHO
onpeaenaeT rpynny npotecca.

OnucaHue nHTepdeiica /etc/security/limits.conf

NMA: dalnn orpaHMYEHMA Pecypcos.

®OPMAT: rpynna/nonb3osaTtesb IMMUT (JKECTKMIN/MATKMIA) NapameTp 3HaveHme.

OMMCAHME NAPAMETPOB:

— core —pa3mep core dannos (Kb);

— data — MaKCMMabHbIN pa3mep AaHHbIX (KB);

— fsize — MaKCMManbHbI pasmep dparna (Kb);

— memlock — MaKCMManbHOe 3ab10KMPOBaHHOE aapecHoe NpocTpaHcTBo (KB);

— nofile— MaKCMMa/IbHOE KOIMYECTBO OTKPbLITbIX GpaiNoB;

— rss — MaKCMManbHbIM pa3mep NamaTh ana pesmaeHTt-nporpamm (Kb);

— stack — MaKCcMManbHbIM pa3mep cTeka (Kb);

— cpu— MaKCcMManbHoe npoueccopHoe Bpems (MIN);

— nproc — MaKCMMa/ibHOE KO/IMYECTBO NPOLLECCOB;

— as —OrpaHu4yeHue agpecHoro npoctpaHcTea (Kb);

— maxlogins —MaKCMMaAbHOE YNCNO OAHOBPEMEHHbIX PETUCTPALMM B CUCTEME;

— maxsyslogins — MaKCMMa/NbHOE KOJIMYECTBO YYETHbIX 3anncen;

— priority— NPUOPMUTET 3anyLLEHHbIX NPOLIECCOB;

— locks — MaKCMMaNbHOE KONM4ecTBO Galinos, 6NOKMPYyEMbIX MONb30BATENEM;

— sigpending — MaKCMMaNbHOE KOAMYECTBO CWUTHA/MOB, KOTOPblE MOMXKHO
nepeaatb Npoueccy;

— msgqueue — MAaKCMMabHbIM pa3mep namatn ana odepeam POSIX coobueHnin
(bytes);

— nice — MaKCMMaNbHbIN NPUOPUTET, KOTOPbIA MOXKHO BbiCTaBUTb: [-20, 19];

— rtprio— MaKCMMa/bHbI NPUOPUTET BPEMEHM BbIMONHEHMA.
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[MPUNOKEHUE 3

OnucaHue nHTepdeitca wipe

NCMNO/Tb30OBAHWME: wipe [onuumn] dannbl.

onunmn:

— —a — NpepbIBAET NPU OLLNDOKE;

— -b <buffer-size-1g2>— yCTaHaBAMBAET pa3Mep MHAMBMAYaNbHOro bydepa
BBO/a/BbIBOAA, YKa3aB ero nAorapudm no ocHoBaHMOABA. MoryT 6biTb BblaeneHbl A0
TpnauaTn aTnx bydpepos;

— —c —coBeplaeT chmod () Ha 3aWMLLEHHbIX OT 3anucu darnax;

— —-D—caeayeT CUMBOJIMYECKMM CCbIIKaM (KOHOAUKTYET € -r);

— —e — MCNOANb3yeT TOYHbIM pa3mep darna: He OKpyraseT pasmep danna anda
CTUPAHMA BOSMOXKHOTO MyCOpa, OCTatoLLeroca Ha nocnegHem 61oke;

— —f — popcUpyeT, T.e. He 3anpallmnBaeT NOATBEPKAEHNS;

— —F—He cTMpaeT umeHa Gpannos;

— —h — NOKa3blBaeT CNpaBKy;

— -1 —nHOOPMATMBHbIN (BEPOANbHbLIN) PEXNM;

— -k — coxpaHseT ¢palnbl, T. €. nocae nepesanncu Gannbl He yaanaroTCs;

— -1 <ammua> — YCTaHaBAMBAeT AJMHY CTMPaHWA Ha <mmuuy> OanToB, rae
<myuua> 3TO LEN0e YMCNO, 3@ KOTOPbIM cneayeT K (Kilo:1024), M (Mega:K"2) WM
G (Giga:K"3);

— -M (l|r) — YyCTaHaBAMBAeT anropuTM PRNG ANA 3anofHeHMa O10KoB (M
nopsAKa Npoxoao08);

— 1 — 1cnonb3yeT Bbl30B OMHANOTEKM random () ;

— a — MCMNoAb3yeT aAropmuT™M WNPpPOoBaHUA arcfour;

— -0 <caoBur> — YCTaHaB/AMBAET CABUT OYNCTKN Ha <coBur>, A€ <cosmur> MMEET
TOT e PopMaT, YTO U <amHa>;

— -P <mpoxomer> — YCTaHaB/AMBAET KOMYECTBO MPOXOA0B ANA OYMCTKM MMEHM
danna. Mo ymonyaHuto ato 1;

— -Q <koymuecTBO> — YCTAHABAMBAET KO/IMYECTBO MNPOX0A0B AnA ObicTpon

OYUCTKM;

— —-g — ObICTpadA O4YMCTKA, MeHee Oe3onacHas, Mo YMONYaHWIO 4 Cayd4alHbIX
npoxoJa;

— -r — peKypcus no nankam, nepexos Mo CUMBOJIMYECKMM  CCbIIKaM
OCYLLEeCTBAATLCA He OyaeT;

— -R — VYCTaHaB/MBaeT YCTPOWMCTBO paHAOMMU3ALMM (MU KOMaHAY CUA0B

paHAOMM3AUUM -S c);
— -s—(r|c|p)— meToa paHAOMM3ALMN CULOB;
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— r — CYMTbIBAET C YCTPOMCTBA PaHAOMM3aLUMN (HAAEKHO);

— C — CYMUTbIBAET M3 BbIBOAA KOMaHAbl PaHAOMM3aLMN CUA0B;

— p —ucnonbayeT pid (), clock () U T.A4. (Cambln cnabblil BapmaHT);

— -5 — TUXMI PEXNM — NOAABNATb BECb BbIBOA,;

— -T <momerTkm> — YCTAaHAB/AMBAET MAaKCMMaabHOE 4YMCAO MNOMbITOK ANA
cB0OOOAHOr0O NONCKA MMeHU Gpanna; No yMmondaHuto 3T1o 10;

— —v—oTobparkaeT MHPOPMaALMIO O BEPCUU;

— -7 — He cTupaeT uma daina;

— -X <upcmo> — MPOMYCKAeT 4YMCNO NPOXoAoB (MNONEe3HO ANS8 NPOAO/IKEHMA
onepauyum OYNCTKK);

— -x <passl,pass2,...>—3afaeT oyepenb NPOXoa0B.

PykoBoacTso no wipe

NMA: wipe — be3onacHoe cTupaHue pannos.

OB30P: wipe [onumm] pathl path2 ... pathn

OMNCAHWNE: wipe HECKONbKO pa3 nepesanucblBaeT CneusasbHble naTrepHbl Ha
yaanaemblii Gaitn, Ucnonb3ya Bbi30B fsync () U/MAKM O SYNC BUT ANA NPUHYAUTENBHOTO
[OCTyna K AWCKY. B HOpmManbHOM pexunme umcnonbaytorca 34 obpasua (M3 KOTopbix 8
ABNAOTCA PAHAOMHbIMK). HopManbHbIn pexxum aenaet 35 npoxonos (0-34). BbicTpbil
PEXMM MO3BONSAET MCMNONAb30BaTb TOMbKO 4 NpoxoAa C PaHAOMHbIMW MaTTepHaMM, 4TO
HaMHOro meHee He3onacHo.

MypHanmpyemble ®PC, Takme Kak Ext3, Ext4 wmnum ReiserFS, wmcnonbsytotrca no
YMOJIYaHUIO. Ha HMX OTCYTCTBYIOT NPOrpammbl yAaneHWsa, KOTOpble MOryT HaAexHOo
3a4MCTUTb Galinbl, MOCKONbKY 4YyBCTBUTE/bHble JaHHble W MeTadaHHble MoryT 6biTb
3aMMCaHbl B }KYPHa/, K KOTOPOMY C/IOXKHO NOAYYUTb AOCTYM.

Ctupanume Ha NFC nnu Ha »kypHannpyembix OC (ReiserFS n T.4.) He byaeT paboTaT,
MO3TOMY PEKOMEH/YETCA BbI3blBAaTb wipe HAaNpPAMYK Ha COOTBeTCTBYHOWEee HaouHoe MY ¢
COOTBETCTBYHLWMMM ONLMAMM.

BHUMAHMWE! BbinonHATb BbI30B wipe HaMpsAMYyt Ha COOTBeTCTBylOLlee HA04YHOE
MY C COOTBETCTBYHOLMMWU OMNUMUAMM PEKOMEHAYETCA TONbKO B C/Ay4ae KpamHewn
HEeobxoAMMOCTMW.

[anee cnepyeT 3ajaTb NpaBW/ibHble OMUMKM, B YACTHOCTU: HE PEKOMeHAyeTcA
CTUPaTb LENblA XeCTKMn AucK (wipe -kD /dev/hda), T.K. 3TO YHWUYTOXKWUT FNABHYHO
3arpy304Hyto 3anuch. NpeanodtTmtenbHa O4YnCTKa Pa3aenos (wipe -kD /dev/hda2) npu
YCNOBMW CO3AaHMA Pe3ePBHbIX KOMMIA BCEX AAHHbIX.

onun KOMAHIHOWM CTPOKM:

— £ (PpopcnpoBaHHO; OTKNOYMTL 3aNPOC NOATBEPKAEHMA) — MO YMOSYAHMIO wipe
3anpallMBaeT MOATBEPXKAEHME C YKa3aHMEM KOMMYECTBa PErynAapHbIX M ChneumanbHbIX
dannoB M ManoK, yKasaHHbIX B KOMaHAHOW CcTpoke. [1na noaTBepXAeHUs Heobxoammo
BBECTM «yes», ANA OTMeHbl — «noy». [peaycMOTpeHa BO3MOMKHOCTb OTK/IOUYUTL 3anpoc
NoATBEPKAEHMA oNumen —f;
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— r (pekypcMBHO B NoAnankax) — NO3BOAAET yAaAnTb BCe AepeBO Nanok. [Mepexoa
NO CUMBOJIMYECKMM CCbIZIKAM HE OCYLLECTBASAETCS;

— ¢ (chmod, ecnn HeobxoAMMm) — ecan Ha Garn MAW MNanKy A8 CTUPaAHMA He
yCTaHOBAEHbI NpaBa 3anuncu, byaet caenaH chmod ANA YCTAHOBKM Pa3peLleHnin;

— i (MHGOPMaLMOHHbIN, BepbanbHbI PEXUM) — ANA BKAOYEHMA BbIBOAA OTYETOB B
CTaHAAPTHbIM BbIBOA, (stdout). [10 yMONYaHMIO BCE AaHHbIE 3aNMCbIBAOTCA B CTaHAAPTHbIN
BbIBO/, OWMOOK (stderr);

— s (TMXM  pexum) — nNoAaBNAKOTCA BCe COODOLIEHMS, KPOMe 3anpocos
NOATBEPKAEHMA N COODOLLEHMA OLLINDOK;

— g (bbICTpOe CcTUpaHME) — B CAyYae MCNOb30BAHUA AAHHOM CTaauMn wipe byaet
Aenatb (N0 yMONYaHWIO) TONbKO 4 NMpoxoAa, 3anMcbiBad CAyYalHble AaHHble, Ha KaxKabil
dann;

— Q <KO/JMYeCTBO-MPOXOAOB> — YCTaHAB/AMBAET KOAMYECTBO MPOXOA0B [A/A
ObICTPOM OYMCTKKM, NO YMONYaHMto 4. laHHaA onums TpebyeT —-q;

— a (ocTaHOBMTL Mpu owWMbBKe) — Nporpamma BbIMAET C EXIT FAILURE Npwu
BO3HWKHOBEHUWN HePATaNbHOM OLIMOKM;

— R (YCTQHOBWUTb YCTPOMCTBO reHepauum Cay4arHbiX YUNCEN WUAM KOMaHAYy CUAOB
PaHAOMHbIX AaHHbIX) — I@HHOM onumen, KoTopasa TpebyeT apryMeHTa, BO3MOXKHO yKa3aTb
aNbTepPHATMBY YCTPOMCTBY /dev/random WAM KOMaHAy, CTaHAAPTHbIA BblBOA KOTOPOM
byaeT xelWmnpoBaH C ncnonbloBaHMem MD5-xewa. 3To pa3nmyme MoXKeT ObiTb caenaHo
onuuen -s;

— S (meToa, cnyyalHbIX CMAO0B) — AaHHAA OnuMsa NMPUHMMAET OAHOCUMBOJIbHbIN
apryMeHT, Onpeaensowmin, Kak WCNob3yeTca YCTPOMCTBO PaHAOMM3aLMM/apryMeHT
CMAOB  paHAOMM3aUMM. YCTPOMCTBOM  paHAOMM3aUMM N0  YMOAYAHWIO  ABAAETCA
/dev/random. EFO MOXHO YCTaHOBUTb, MCNOb3YA OMNLMIO —R.

O4HOCKMMBO/IbHBIMM aprymeHTaMmn MOryT ABNATbCA:

— r — ecnm Heobxoaumo, 4ToDbl apryMeHT MHTEepPnpeTMpoBancA Kak obblyHOe
dalinoBoe/cMMBONLHOE YCTPOMCTBO. byaeT paboTaTh € /dev/random, TaKXKe OO/KEH
paboTtaTb ¢ FIFO n nogobHbIm;

— ¢ — ec/in HeobXoAMMO, YTODObI apPryMeHT BbIMOMHANCA Kak KomaHaa. Bbioa 13
KOMaHA4bl OyAeT XewupoBaH C MCNoab3oBaHWem anroputma MDS5 ana obecneyeHus
Tpebyemoro cmaga;

— p — ecan HeobxoaAMmo, 4TOObl wipe MOAy4ana CuAabl XeWMUpPoBaAHMEM
NepemeHHbIX OKPYKeHUs, TeKkyllen aatel n BpemeHu, |ID npoueccos M T.4. (aprymeHT
YCTPOMCTBA PaHAOMM3aALMM HE MCNONb3YETCA). ITO HanmeHee He30nacHo;

— M (BblOpaTb anropuTm reHepauum nceBAOCAYYaAMHbIX 4YMCEN) — BO Bpems
CAy4YalHbIX MPOXOA0B wipe MNepe3anucbiBaeT Lenesble Gaiabl MOTOKOM OMHAPHbIX
NaHHbIX, CO3[aHHbIX CAeAyOWMMM aATOPUTMaMK MO BbIDOPY;
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— 1 — OyaetT ucnonb3oBaTb (B 3aBMCMMOCTM OT CWUCTEMbI MONAb30BaTENsA)
nceBAopaHAOMHYO BMOAMOTEKY reHepaTopa random () MAKU rand (). Cneayet obpaTuTb
BHMMaHME, 4YTO Ha OONbWMHCTBE CUCTEM rand () NpeacTtaBnseT coboir NMHENHbIN
KOHIPY3HTHbIM reHepaTop, KOTOPbIM ABAAeTCA KpahHe cnabbim. Bbibop genaetca BoO
BpeMA KOMMUAMPOBAHMA N ONpeaenaeTca HAVE RANDOWN;

— a — byaeTt ncnonb3osBaTtb NOTOK Wndpa Arcfour kak PRNG. Arcfour coBmectnm ¢
wndpom RC4. 3T0 03HaYaEeT, YTO NPK TOM Ke Katode Arcfour ABnAeTcA B TOYHOCTM TaKMM
e NOTOKOM, Kak RC4;

— r — byaeT ncnonb3osaTb ceexui anropnutm RC6 kak PRNG; RC6 oTnumpaetca
128-6MTHBIMM CMOAMMK, 3aTeM HyneBon 610K MHOrOKpaTHO 3alWndpoBbiBaeTCA ANA
Noy4YeHMA NceBAoCNy4alHOro NOTOKa. 3TO AO/IKHO ObITb OTHOCUTEIbHO Be3onacHo. RC6
c 20 Kpyramu menneHHee, 4yem random(), onuua komnuamposaHua WEAK RC6
NO3BONSET MCNONb30BaTb Honee ObicTpyto 4-Kpyrosyto Bepcuto RC6. [Ana nonydeHus
BO3MOHOCTM MCNO/b30BaTb RCO6 wipe AOMKEH OblTb CKOMMUAMPOBAH C YKa3aHHbIM
ENABLE RCK; BMakefile NnpuBeaeHbl NpeaynpexaeHna no NaTEHTHbIM BOMPOCAM.

Bo Bcex cnydasax PRNG pacnpocTpaHaeTca ¢ AaHHbIMM, COBPaHHbIMK U3 YCTPONCTBA
PaHAOMM3ALUMN:

— 1 <pommuHa> — BBMAY BO3MOXHOIO HaAWM4MA HeEKoTopbix npobnem B
onpeaeneHnn AenCcTBUTENbHOrO pasmepa O/I04HOrO0  YCTPOMCTBA (T.K. HEKOoTopble
YCTPOMNCTBA HE MMeT PUKCMPOBAHHOMO pasmepa, Hanpumep, AMCKETbl WMAM KacCeTbl)
MOXXeT noTpeboBaTbCA yKa3aTb Pa3Mep YCTPOWCTBA BPYYHYH. <AJIMHA> — 3TO €MKOCTb
MY, BblpaxeHHaa B 4mcne 6anT. MoxHO ucnonb3oBaTb K (KWMA0) Ana yKasaHua
YyMHOXeHus Ha 1024, M (mera) Ans BbiparkeHua yMHoOXKeHuAa Ha 1048576, G (rura) ana
yMHOXeHua Ha 1073741824 n b (6noK) ana ymHOXKeHMA Ha 512:

1024 = 2b = 1K;
20K33 = 20480+33 = 20513;
114M32K = 114*1024*1024+32*1024.

— <cpBur> — MNO3BONAET YyKas3aTb CABUI BHYTPWU CTMpaemoro damna uam
ycTporcTea. CUHTAKCKC <CABUIa> TaKoM »Ke, Kak 1 Ana onumm -1;

— e — WUCNONb3yeT TOYHbIN pa3mep ¢dakna: He OKPyrnATb pasmep ¢dahna ans
CTUPaHMA OCTaBLIErocAa Mycopa B nocneaHem H610Ke;

— 7 — He CTMpaeT pa3mepbl GaloB NOBTOPHbLIM YMeHbLLIEHWEM BABOe GaliIOBOrO
pa3mepa. [aHHble NOMNbITKM NPeAnPUHMMAIOTCA TONbKO Ha 0bbIYHbIX dalinax, T. e. onuma
becnonesHa MNpuM MCNOAb30BAHUM wipe ANA OYUCTKM OAOYHOTrO WAM CrneumanbHOro
YCTPOMCTBA;

— X <umcyo> — MPOMYyCKaeT 3aJaHHOe 4ucno npoxoaos. [lonesHo Aand
NPOAO/MIKEHMA OYMUCTKM C 3a[@HHOM TOYKWM, HANPUMeEpP, KOraa npu 04YMCTKe HOMbLIOTrO
AMCKa HeobxoaMMo NpepsaTb onepaLuto. Micnonb3yeTcs ¢ -x;

— x <passl>,.., <pass35> — VyKasblBaeT nopsagok npoxomos. Koraa wipe
npepbiBaeTcs, OHa OyaeT neyataTb TeKyllyto, BblOPaAHHYI Ccayd4anmHbiM 0b6pa3om,
nepmMyTaLUMio MOpsAAKa Npoxoda M HOMepa MNpPOoxXoJa B KAYeCTBE COOTBETCTBYHOLUMX
APrYMEHTOB -X U -X;

— F — He CTUpaeT umeHa dannos. O6bIMHO wipe NbITAETCA CKPbITb MMeHa dainnos,
NepPeMMEHOBbIBAsA MX; 3TO He TrapaHTUpyeT, 4YTO GM3MYEeCKoe pPacnonoXkKeHue,
cofeprallee cTtapble MMmeHa ¢ainos, byaeT nepesanuncaHo. [locne nepeMmeHOBaHMA
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danna egnMHCTBEHHbBIM cnocobom ybeamnTbesa, YTO UMA M3MEHEHO, ABNAETCA GU3nyeckoe
OCYLLEeCTBNEHME BbI30Ba sync (), KOTOPbIN BbiMbIBAaeT AMCKOBble Kawn ®C, B TO Bpems
Kak Ona [o006aBNeHMA WM 3anMcK KA MOXEeT WCNoib3oBaTbcA OWUT O SYNC AnA
CMHXPOHM3aUMM BBOAA/BbIBOAA ANA oAHOro ¢anna. T.K. sync () MeA/IeHHbIN, BbI30B
sync () NOCNe Kax[aoro nepeMmeHoBaHWA [eflaeT O4YUCTKY MMeH GaloB TaKKe
MeaNEeHHOM;

— k — coxpaHseT pannbl: He yaanaeT ¢alnbl nocne nx nepesanncu. NonesHo npu
HeobxoaMMOCTM CTepeTb YCTPOMUCTBO, COXPaHMB MNPU 3TOM ChneumnanbHbiM  damnn
yCTpomncTBa. 3TO NoApa3yMeBaeT —F;

— D — c/eayeT CUMMBOMYECKMM CCbIZIKAM: MO YMOAYaHUIO wipe HMKOraa He
cneayet CUMBONIMYECKMM ccbiikam. OaHaKo, ecan Obln yKa3aH -D, wipe COrNacuTCA Ha
CTUpaHMe Uenen, Ha KOTOpble YKa3blBatOT CUMBOMYECKME CCbINKWM. HEBO3MOXHO
O[IHOBPEMEHHO yKa3aTb ONuUUK =D N —r (peKrypcua);

— v — MNOKa3blBaeT MHPOPMALMIO O BEPCUU W BbIXOA,;

— h — NOKa3blBaeT CNPaBKY.

®ANbl:  no YMOMYaHUIO  MUcnofb3yeTca /dev/random B KadyecTse cuAa
(MCTOYHMKA) reHepaTopa NceBAOCAyYaNHbIX Yncen.

MEPEMEHHbIE OKPYXEHMA

Ecan ycTaHoBNeHa WIPE SEEDPIPE, wipe OyAeT BbINONHATb YKa3aHHYKO B HeW
KoMaHay (Mcnonb3ya popen()), XeWMpPOBaTb BbIBOA, KOMaHAbl C¢ anroputmom MD5
message-digest ana nonydeHuna 128-6utHoro cuaa ana PRNG. Hanpumep, Ha cuctemax C
OTCYTCTBYHOLLEM YCTPONCTBOM /dev/random 3Ta NepemeHHada A0/IKHa ObiTb YCTAHOB/EHA
B /etc/profile B cUEHapuit 0O0N0YKM, COAEPMKALWMA PA3INYHbIE KOMAHAbI, TaKUE KaK
ls, ps, who, last W T.A., KOTOPblEe 3aMyCKatOTCA aCMHXPOHHO, YTOObI MOYYMTb BbIBOA
HACKO/IbKO BO3MOXHO MeHee NpeacKasyeMbliM.

Mpumepsbl 3anycka wipe

Cneayowana KOMaHAa PeKYPCUBHO (-r) YAANAUT BCe B Nanke private, NPU 3TOM
BK/IOYEHO MNPUHYAUTENbHOE YyAaNeHWe U OTKAYEH 3anpoc MNoATBepXKAeHuA (-f),
MOKa3aH Nporpecc npouecca yaaneHnsa (-i):

wipe -rfi private/*

Yoannte  Kaxkabln - dain M Kaxkaylo  nanky  (onuua  -r) B nanke
/home/berke/plaintext/, a TaK}Ke CaMy Nanky /home/berke/plaintext/

Ob6blyHble dannbl byayT yaaneHsl B 34 npoxoaa, 1 nx paamep byaeT ymeHblIaTbCs
BABOE C/y4alHOoe KoamyecTBO pa3. CneumanbHbix ¢annoB (CMMBOMbHbLIX M B10YHbIX
ycTtponcTts, FIFO) He byaeT. Bce anemeHTbl nanku (annbl, cneuyansHblie Gannbl U Nanku)
byayT nepemmeHoBaHbl 10 pa3 M 3aTem yaaneHbl. DNEMEHTbl C HenoaxoAsLlMMM
paspelleHnamm byayT BbINOMHATL chmod () (onuma -c). Bce yKasaHHble onepauum byayT
npouncxoauTb 6e3 NOATBEPKAEHMA NONAb30BaTeNdA (onNuma —£):

wipe -rcf /home/berke/plaintext/
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BnoyHoe yCcTpoOMCTBO /dev/hda3 COOTBETCTBYET 3 pa3aeny rnaBHOroO AMCKa Ha
nepsmyHom IDE nHTepdeice, koTopoe bByaeT yaaneHo B ObICTpoOM pexmme (onumsa -q), T.e.
4 cny4aHbIMM Npoxoaamu. MHAEeKCHble AECKPUNTOPbLI He ByayT NePeMMEHOBbLIBATLCA UM
yaanateca (onuma -k). Mepes 3anyckom nporpamma notpebyeT BBECTM Kyesy:
wipe -kgq /dev/hda3

HOCKO/'Ibe wipe HMKOrga He cneayeTt no CMMBOJIbHbIM CCbIJIKAM, €C/IN HET ABHOIO
yKa3aHua, nNpu HeobxoAMMOCTM yAannTb /dev/floppy, KOTOPbIA MOMET OKa3aTbCA
CMMBO/IbHOM CCbINKOM /dev/£d0ul440, noTpebyeTca ykasaTb onumtio -D. MNepes 3anyckom
nporpamma notpebyeT BBECTU Kyes»:
wipe -kgD /dev/floppy

B OaHHOM cnyyae wipe PEKYPCMBHO (OonumMA -r) YHWUYTOXKMT BCe B /var/log,
Kpome /var/log. [lporpamma He OyAeT MblTaTbCA BbIMOAHUTL chmod (). OHa byaeT
BepbHanbHOM (ONuma —-i) N He NOTpebyeT BBECTM «yes» B pe3y/bTaTe onuum —£:
wipe -rfi >wipe.log /var/log/*
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