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1. ObLWAA NHO®OPMALINA

1.1. Ha3HayeHwne u cocTas (MO

MMNO anAaeTca NpMKAagHbIM NPOrpamMmMHbIM obecnevyeHnem, NpeaHasHaAYeHHbIM
ANA:

— ynpaB/ieHna YyCTPONCTBAMML, a TaKXKe MPUNOKEHUAMM? U UX KUSHEHHbIM
LMKAOM;

— OTNpaBKM push-yBeaOMNEHMA HA YCTPOMCTBA;

— obHoBNeHMA onepaunmoHHon cuctembl (OC) ABpopa nyTem MnoOAyYeHUs U3
[OBEPEHHOro XpaHMAnLLa naketos ¢ MameHeHnammn OC (obpasa OC) 1 nx yctaHoBKM. MNpu
3TOM YKa3aHHble MPOLLECChbl BbIMOAHAKTCA WTaTHbIMKM cpeacTBamu camon OC, a MMMO
yyacTByeT AuWb B MX MHMUManm3aumum B OC ABpopa M He rapaHTUpyeT MX YyCnewHoro
3aBeplleHua.

MMO cocTouT 13 CneayoLWwmx NoACUCTEM?:

— noacuctema 6esonacHoct (MB);

— noacuctema «Mapket» (MM);

— noacuctema lMNnatpopma ynpasnerHus (MY);

— noacucTema ynpasneHma TeHaHTamu (MYT);

— noacuctema Cepsuc ysegomnenumin (MCY);

— noacuctema obHosneHmna OC (MOOC);

noacuctema AocTaBki KoHTeHTa (CDN).
NMPUMEYAHUE. TMMNO cocTOMUT Tak¥e W3 MHPPACTPYKTYPHbIX KOMMOHEHTOB,

npueedeHHbix B n. 1.1.2.

! Onpepenerne TepmuHa «YCTpoincTBo» npmseaeHo s Tabauue (Tabaunua 34).

2 Onpepenerve TepmuHa «lpunoxerune» npuseneHo 8 Tabauue (Tabanua 34).

3 Coctas noacuctem MMO 3aBUCUT OT KOMMAEKTHOCTM BapMaHTOB MOCTaBKM, KOTOPbIE ONPeAenaoTca yCA0BUAMM
JINLEH3MOHHOrO A0roBOPA.
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Bsaumoaencreme mexagy noacucTemMaMm M KOMMOOHEHTaMW  MOACUCTEM
OCYLLEeCTBAAETCA C MCNOAb30BaHMemM npoTokona HTTP ctaHgapTt RFC 2616, npu sTOM
obmeH AaHHbIMK ocyllectBaaeTcs B opmate RFC 8259 (JSON).

[Ona nonyyeHua push-ysegomaeHW Ha yCTPOMCTBAX MCNOMb3yeTca push-gemoH,
BxoaAuwmm B coctaB OC Aspopa. Push-nemoH, B cBoto ovepeab, B3aumoaencrayeT c [CY
no 3awmiieHHomy npotokony TLS (RFC 5246, RFC 8446) ¢ npotokonom TCP (RFC 793) Ha
TPAHCNOPTHOM YPOBHeE.

B kauecTBe cepsepa 6a3bl AaHHbIX (B/l) ncnonb3yeTca cepBep C YCTaHOBIEHHOW
cucTemor ynpasnenma 6asamm gaHHbix (CYB[) Postgres Pro nam PostgreSQL, B KoTopow
XpaHATCA AaHHble [1MO, Ana Yero Npm pasBepTbiBaHMKM cOo34aeTca cneumnanbHaa b. Ana
XpaHeHMA MHPopMaummn o ceccnax ncnonbyetca CYB/ Valkey.

[MoacucTembl, BxoaAauwme B cocTtas [110, NO3BONAKOT BbINOJHATL /IOTMPOBaHMeE
MHOOPMALMOHHBIX coobuleHnn, coobueHnin 06 ownbkrax, npeaynpexaeHun wu

0TN1a404YHOM MHPOPMALMM B CUCTEMHbLIN KypHan OC (systemd-journald).
1.1.1. OnncaHue nogcnucrtem

1.1.1.1. NMoacmuctema 6e30nacHOCTH

B npeagHa3Ha4vyeHa Ana peanmsaumm cneayowmnx yHkumin besonacHoctum MMNO:
— naeHTMGUKaumm 1 ayTeHTUOMKaLMM NONb30BaTENEN N YCTPOMCTB;

— ynpaBaeHua naeHTMPrKaTtopamm NoabL30BaTENEN N YCTPOMNCTB;

— ynpaBieHnA cpeacTBamm ayTeHTUOUKAUMN;

— ynpaBAeHMUs YY4eTHbIMWN 3aMMCAMM NONb30BaATENEN N YCTPONCTB;

ynpaBaeHns A40CTyNnoM Cyb6beKkTOB A0CTyNa K 0O beKkTaM A0CTyNa;
— peructpauum cobbiTnin 6esonacHoCTy;

— npeaocTaB/ieHns NoAb3oBaTeNIAM A40CTyNna K uHTepdeicy Mb.

MB cocTonT 13 caeayoWmMX KOMNOHEHTOB:

— KoHconb Bxoaa nonb3oBaTenen;

— KoHconb agmuHucTpatopa [l1b;
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— Cepsep npunoxeHunn MMb.

KoHconb BxoZa nonb3oBatener nos3sonseT nonbsosatenam MMO ocylwecTBAATb
BBOA MAEHTUOUKALMOHHOM M ayTEHTUPUKALMOHHON MHPOPMaLMN.

KoHconb agmuHucTtpatopa [1b nosBosAeT ynpaBiATb YYETHbIMW - 3anMCAMMU
nonb3oBaTenen n paboTaTtb C *KypPHANOM permcTpaumm cobbitmm,

Cepsep npunoxeHun MNb npeactaBnaet cobo COBOKYNMHOCTb BED-NPUNOKEHNIA,
peanusyrowmx QyHKUMKM He30MacHOCTM, a TakXKe MO03BOAAKWMX XpaHuTb B B U
npenocTaBnATb Nonb3oBatenam MMNO AOCTyN K AaHHbIM 00 yYeTHbIX 3aNUCAX U XKypHany
perncTpaumm cobbITUi.

1.1.1.2. loacuctema «MapkeT»

MM npeaHa3HayeHa ana obecnevyeHma:

— YNPaBAEHUA KMU3HEHHbIM LMKAOM MPUOXKEHWI (3arpy3Kka, coriacoBaHue,
yoaneHve n nybamnkauma);

— ynpaBieHus auctpubyumerr onyb/IMKOBAHHbIX MNPUAOKEHUI (CKaymBaHMe,
yCTaHOBKa, 0OHOB/IEHWE U yaaNneHune);

— NpeaocTaBAeHMA NONb30BATENAM A0CTyNa K nHtepdency MNMM.

[1M cocTouT 13 cneaytoumx KOMMNOHEHTOB:

KoHconb agmunHuctpatopa NM;

— KoHconb pa3spaboTtunka MM;

— lpunoxeHne «ABpopa MapkeTy;

— Cepsep npunoxeHun MNM.

KoHconb aamumHuctpatopa [IM  no3BosAeT OCyWecTBAATb  B3aMMOAENCTBUE
AamnHuctpaTtopa Aspopa MapkeTa ¢ [MTM B 4acTh paboTbl C NPUNOKEHUAMMU.

KoHconb pa3spabotumka MMM nossonsaer Aob6aBnaTb HOBble M ODOHOBAATbL paHee
3arpy’XeHHble MPUNOXKEHMA, @ TaKKe NoaAy4aTb AOCTYN K XPaHMMOM MHbOpmaumm o

NMPUNOXKEHUAX.

10
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MpunoxkeHne «ABpopa MapkeT» BbINO/HAETCA Ha YCTPOMCTBAX,
OYHKUMOHMpPYOWMX noad ynpasneHnem OC, M CAYKUT ANA OTOOparKeHWUA [AaHHbIX O
NPUNOMKEHUSAX, @ TaKKE ANA UX 3arpy3KKM, YCTAaHOBKKU, OOHOBNEHNA U yAANEHUS .

Cepsep npunoxeHun MM npeacrtasnseT cobon COBOKYMHOCTb BED-NPUAOKEHNI,
no3BoNAKOWMX XpaHUTb B B[l u npenocTtasnate nonb3osatenam MO MHPopmaumo o
NpUNOXKeHUAX. [pKM 3TOM CamMu MNPUIOKEHMA, MX 3HAYKM WU CKPUHLWOTbI XPaHATCA B
dannoBOM XpaHUAMLLE.

1.1.1.3. Noacuctema Mnatpopma ynpaBneHmnsa

MY npegHasHayeHa ana obecnevyeHms:

— ynpaBAeHWs OTAENbHbIMW YCTPOWCTBAaMM (onepaTMBHOE ynpasaeHue) u
rpynnamm yCTPOWCTB;

— ynpaB/ieHUA NOANTUKAMU, ODNIaNH-CLUEHAPUAMMY;

— ynpaBaeHna 3annucamm 0b yCTPOMCTBaX M NONb30BATENAX YCTPOMCTB;

— yNpaBieHNA NPUNOKEHNAMM HA YCTPONCTBAX;

— KOHTPO/IA COCTOAHMS YCTPOMCTB;

KOHTPONA NPUMEHEHWNA NOJIMTUK HA YCTPOMCTBAX;

— MOHWTOPWUHTIa COObITUI M NPeaoCTaBAEHMA OTYETHOCTH;

— NpeaocTaBAeHMA NONb30BATENAM A0CTyNa K uHTepdency Y.

[1Y cocTouT 13 cneayowmx KOMNOHEHTOB:

— KoHconb agmuHuctpatopa 1Y;

— [MpunoxeHne «Aspopa LleHTp»;

— Cepsep npunoxeHun My.

KoHconb agmuHuctpatopa [1Y no3BoaAeT OCyWwecTBAATb B3aMMOAENCTBME

AamuHnctpaTtopa Mnatdopmbl ynpasneHums ¢ MY.

11
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MpunoxkeHne «ABpopa LleHTp» BbINOAHAETCA Ha YCTPOMCTBAX, GYHKLMOHMPY O MX
noa ynpasneHnem OC, 1 N03BONIAET OCYLLECTBAATL B3anmoaemncTame Y ¢ ycTponcTBOMm, a
TaKe B 3aBMCMMOCTM OT YMNpPaBAAOWEro COOOLEHMA WMAW Ha3HAYeHHOro OodaanH-
cueHapua, nonydyeHHoro ot CepBepa npuaoxKeHun MY, nmeeT BO3MOXKHOCTb YNpPaBAATb
Pa3NNYHbIMM QYHKLMAMM YCTPOMCTBA.

Cepsep npunoxeHuin MY npeacrtaBnaeT cobon COBOKYMHOCTb BED-NMPUNOIKEHUN,
NO3BONAKOLWMX XPaHMTb B B/l M NnpeaocTaBnAaTb Nonb3oBaTenam M0 gaHHble 0 HACTPOMKaX
n KoHPurypaumm OC, a TakKe dopmmMpoBaTb ynpasaatolmne coobuieHns n odnamH-
CLeHapuu ANa NpunoxKeHna «Aspopa LleHTp».

1.1.1.4. Tloacuctema ynpasaeHNAa TeHaHTamMm

YT npeaHasHayeHa Ana obecneyeHms:

— YNpPaBAeHWUA KMU3HEHHbIM LMKIOM TEHaHTOB (co3daHue, pedaKTMpoBaHWe U
yaaneHue TeHaHTOB);

— yrNpaBaAeHUA OpraHmn3aLnamm;

— YyNpaB/ieHNA KOHTAKTHbIMW NLLAMM OPraHn3aLmii.

[MYT cocTonT 13 cneayowmx KOMMNOHEHTOB:

— KoHconb agmuHuctpatopa MNyT;

— Cepsep npunoxeHnm MyT.

KoHconb agmuHuctpatopa [1YT no3BonAeT OCyWecTBAATb B3aMMOAENCTBME
AOMUHUCTPaTOpa TeHaHToB ¢ [1YT.

Cepsep npunoxenni NYT npeactasnseT cobo COBOKYNHOCTb BEO-NPUNOKEHNI,
NO3BONAKOLWMX XPaHUTb B B/l 1 npenocTasiATb nosnb3oBaTenam 1110 gaHHble O TeHaHTaX,
a TaKXe OCyLWeCTB/IATb yNpaBaeHNe TeHaHTaMMU.

1.1.1.5. Noacuctema CepBuC yBEAOMIEHWI

MCY npegHa3HavyeHa Ana obecneyeHms:

— [0CTaBKKM push-yBeaoMNeHWNI A0 YCTPOMCTB;

12
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— YNPaBNEHUA KU3HEHHbIM LUMKAOM NpPOeKToB (Ao0baBneHMe, HaACTpOMKa M
yaaneHue);

— NpeaocTaBAeHMA NONb30BaATENAM A0CTyNa K nHTepdency MNCY.

[CY cocTouT 13 cneayowmx KOMMNOHEHTOB:

— KoHconb agmuHucTpatopa MCy;

— Cepsep npunoxeHnn MCy.

KoHconb agmuHumctpatopa [CY no3BOAAET OCyWecTBAATb B3aMMOAeNCTBME
AamumHuctpaTtopa Cepsuca ysegomnerHni ¢ MCY B 4acTu ynpaBaeHUA KU3HEHHbBIM LIMKIOM
NPOeKTOB. [pM 3TOM NPOEKTbI COAEPKAT CAeayoLLY MHGOPMaLMIO:

— HacTponKu B3ammopaenctemna MCY n cepsepa BHELWHErO NPUAOXKEHWA;

— MHbOPMALMIO O BHELWHMX MNPUIOKEHMAX, Push-yBeaOMAEHMA OT KOTOPbIX
nepenaroTCA Ha YCTPOMCTBA;

— MHOOPMALMIO O KOHTAKTHbIX NLAX.

CepBep npunoxkeHuin NMCY npeacrtasnser cobot COBOKYNHOCTb BED-NPUNOKEHMUN,
NO3BONAOLWNX XpaHUTb B B/l 1 npeaoctaBnsaTb cybbekTam goctyna MMNO nHpopmauuto o
NPOeKTaX, a TaKXKe peanmsyeT OYHKLUMOHAN AO0CTaBKM push-yBegomneHuin Ao yCTPOMCTB
nocpencTBOMm tcp-cepsepa.

1.1.1.6. Moacuctema obHoBNeHMs OC

MOOC npeaHa3HaveHa Ana obecnevyeHms:

— npepocTaBneHns MHGopmaumm o naketax OC;

— ynpasneHuna auctpubyumein naketos OC.

[MOOC cocTomT U3 cneayoLLero KOMMNOHEHTA:

— Cepsep npunoxennn MNOOC.

Cepsep NPUNOKEHNN MOOC npeAacrasnaeT cobom COBOKYMHOCTb
BEO-NPUNOKEHMIN, NO3BONAOLWMX XPaHUTb B B/] M npeaocTaBnATb MHPOPMaLMIO M agpeca

XpaHeHMAa nakeToB 3arpy3odyHoro moayna OC.

13
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Ons xpaHeHua n anctpubyumm naketoB OC npumeHseTca GpannoBbln cepBep,
Pa3BEPHYTbIM C MCNOAb30BaHMEM Nginx.

1.1.1.7. Noacncrtema AOCTaBKM KOHTEHTA

CDN saBnaetcAa onuumoHanbHon noacuctemon [MMO m npegHasHayeHa A1
ONTUMM3ALUUM A0CTaBKM KOHTeHTa MO (ycTaHOBOYHbIE Galbl NPUNOKEHWUIM, 3HAYKM,
CKPUHLWOTbI, NakeTbl 06HoBAeHMA OC) nyTem nx pasmelleHma (KewmpoBaHnsa) Ha KOHTEHT -
cepBepax TakuMm o06pa3om, 4YToObl Bpems OXWAaHMA ANA  NoAb3oBaTena ObiIo
MUHWUMA/IbHbIM.

CDN coctouT 13 cneaytowero KOMNoHeHTa:

— KOHTEHT-cepBepa (KOHTeHT-CepBepoB).

KoHTeHT-cepBep npeacTaBnder cobon  Beb-NpuaoKeHWe, MNO3BOAANOLIEE
KelwnpoBaTb B GpannoBOM XpaHuauule KOHTeHT MMMNO 1 npeaocTaBnATb K HEMY AOCTYN

npunoxeHnam «Aspopa LleHTp» 1 «ABpopa MakeT», a Takke OC ABpopa.
1.1.2. OnucaHne MHPPACTPYKTYPHbBIX KOMNOoHeHTOB M0

K MHOPACTPYKTypPHbIM KOMMOHEHTAM OTHOCATCA KOMMOHEHTbI, KOTOpble He
peanusytoT ueneson GyHKuMoHan MMNO mn BbINOAHAIOT CEPBUCHbIE QYHKLMM: yNpaBaeHne
CepBMCAMM, TPAHCMOPTUPOBKA 3aMpPOCOB, XpaHeHuMe WHOOPMaLMM, CUHXPOHM3ALUMA
dainoB B pacnpegeneHHom ©GarIOBOM XpaHWAMLULE, 3aMyCK 3aZay MO PacnMCaHumio,
napTMumMoHnpoBaHue Tabauu, B B/,

MMNO cocTonT 13 cneayroWmMx MHGPACTPYKTYPHbIX KOMNOHEHTOB:

— BHYTPEHHMN BaNaHCUPOBLLNK;

— cuctema obHapykeHus cepsucos Consul;

— CpeacTBO ynpaBaeHna KoHpurypaumamm cepsucos Consul Template;

— CEepBWC rapaHTUPOBAHHOM A0CTaBKM coobuieHnin Redpanda;

— CYB/A Valkey (fork CYB/ Redis);

— pacwupeHue PG Partition Manager (pg_partman) gna CYb[ PostgreSQL u

Postgres Pro;

14
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— MNNaHUPOBLLKMK 3a4a4 pg_cron ana CYb/ PostgreSQL n Postgres Pro;
— NPUNOXKEHWe ANs CUHXPOoHM3aunm dannos Syncthing.
Bonee nogpobHoe onucaHne MHOPACTPYKTYPHbIX KOMMOHEHTOB MPWBEAEHO B

nogpasgene 2.1.
1.2. Cy6beKTbl 4OCTYNa U NpaBa Ha A0CTyn K nHtepdeicam MNMNoO

1.2.1. CybvekTbl goctyna (ponau) MO

CybbeKkTamm A0CTyNa MOTyT ABAATLCA:

— nonb3oBatenu MM0O;

— npouecchl 6e3 y4acTms Nnonb3oBaTeNEN.

CybbekTam [OocTyna MoXKeT ObiTb Ha3HayeHa OJHa WM HECKOJIbKO ponen,
NO3BONAIOLLMX BbINOAHATb CAeaytoline AeNCTBUA:

— AOMWHUCTPATOP Y4YeTHbIX 3anMcer — YyNpaBAATb YYETHbIMWU  3aAMUCAMM
nonb3osaTenen (Hanmume poan obasatenbHo B MM0O);

— AamuHuctpatop ABpopa MapkeTa — ynpaenath MM yepes nHtepdeic MMo;

AamuHuctpaTtop Mnatdopmbl ynpaBaeHmns — ynpasnaTe Y yepe3 nHtepdelnc

nno;

AAMUHUCTPATOP TeHAHTOB — ynpasaaTe MYT yepes3 nHtepdeic MMO;

AamuHuctpaTtop CepBuca yBeAOMIEHUN — YNPaBAATb KMIHEHHbIM LIMKIOM
NPOEKTOB.,

— OnepaTop ayamnTa — paboTaThb C *KYPHANOM PErncTpaumm codbiTuii;

— Pa3paboTunk —006aBnATb HOBble, 0OHOBAATL PaHee 3arpyKeHHble NPUIOKEHUA
M NoMyYaTb MHPOPMALIMIO O HUX;

— Pepaktop npuaoxeHuit — OBHOBAATL M MoOAyd4aTb WMHOOpPMALMIO O paHee
3arpy*KeHHbIX MPUNOKEHUAX;

— Monb3oBaTenb ABpopa MapKeTa — 3arpy)aTb MNPUAOXKEHMA U NOAy4YaTb

MHPOPMALINIO O HUX;

15
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— MobunbHoe npunoxeHue (npouecc 6e3 yyacTnsa Nonb3oBaTenen) — noayyatb
push-yBegomneHus;

— MpunoxeHne «Aspopa LleHTp» (npouecc 6e3 yyacTus nonb3oBaTenen) —
Ha3Ha4YaeTCa y4eTHbIM 3aNUCAM NPUNOKeHUs «ABpopa LeHTp»;

— CepBep BHELWHEro npuaoxeHusa (npouecc Ha cepsepe 6e3 yyacTma WaM C
yyacTMeM Mnonb3oBaTenen) — Ha3HayaeTcAa CcepBepamM  BHELWHWUX  MPUIOKEHUR,
oTnpasaaowmx push-ysegomnennsa Ha Cepsep npunoxeHuin MNCY, ana nx nocneaytoulen

nepenayn B COOTBETCTBYHOLLEE MODMABHOE MPUIONKEHME.
1.2.2. MpaBa Ha gocTyn K nHTepdencam MMO

MpaBa Ha AOCTYN K COOTBETCTBYOWMM pa3aenam nHtepodeiica NMO npuseaeHbl B

Tabnnue (Tabanua 1).

Tabnnua 1

NHTepdenc NNO MpaBa Ha gocTyn

Paszpen MNopgpaspen MNopcucrema KoHconb/CybbeKkT goctyna
MynbTUTEHAHT | TeHaHTbI Myt KoHconb agmuHucTpaTopa Ny T
AOMWMHUCTPATOP TEHAHTOB
OpraHusaunm MyT KoHconb agmuHucTpaTopa Ny T
AOMWMHUCTPATOP TEHAHTOB
MOHWUTOPUHT NHOMKaTopbI rny KoHconb agmuHucTpaTopa My
AamuHuctpaTtop Mnatdopmsl
ynpasaeHuns
Ayaunt b KoHconb agmuHuctpaTopa b
OnepaTop ayamTa

YnpasneHue YcTponcTea rny KoHconb agmuHucTpaTopa Ny
AamuHuctpatop Mnatdopmb
ynpasaeHums

[lonb3oBaTenn rny KoHconb agmuHucTpatopa Ny
AamuHuctpatop Mnatdopmb
ynpasaeHums

[ToNnTUKMK rny KoHconb agmuHucTpaTopa Ny
AamuHuctpatop Mnatdopmb
ynpasaeHus
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NuTepdenc MNMO

MNpaBa Ha gocTyn

Paspen MNoppaspen MNoacuctema KoHconb/CybbeKT aocTyna
CueHapum rny KoHconb agmunHuctpaTtopa Ny
AamunHuctpatop Maatdopmsl
ynpasaeHus
dannbl rny KoHconb agmunHuctpaTopa My
AamunHuctpatop Maatdopmsl
ynpasaeHus
[MpunoxkeHua WY KoHconb agmunHuctpaTopa NV
AgmunHunctpatop Aspopa MapkeTa
BUTDMHb! M KoHconb agmmnHuctpatopa NV
AgmunHunctpatop Aspopa MapkeTa
Canskn koder | MM KoHcob agmuHucTpaTopa N
AamunHuctpatop Aspopa MapkeTa
AOMUHUCTPUPO | Y4eTHble 3anucu | I1b KoHconb agmuHucTpaTopa b
BaHue AAMUHUCTPATOP YHETHbIX 3anmncen
HacTponku rny KoHcob agmuHucTpaTopa My
AamuHuctpatop Maatdopmsl
ynpasaeHus
Opr. CTpyKTypa rny KoHcosb agmuHucTpaTopa My
AamuHuctpatop Maatdopmsl
ynpasaeHus
Bepcun OC Y KoHconb agmuHucTpaTopa N
AamunHuctpatop Aspopa MapkeTa
KoHconb pa3paboTymka MMM MM KoHconb paspabotymka MM
Pa3paboTtumnk, PegakTtop
NPUAOKEHWNI
[NpoeKTbl rNncy KoHconb agmuHuctpatopa MNCY
AamunHuctpatop Cepsuca
yBEAOMIEHMUN
MNpunoxeHue «Apopa MapkeT» Y NMonb3oBaTenb ABpopa MapkeTa
ana OC Aspopa
MNpunoxeHne «Aspopa LleHTp» rny [Mpouecc npunoxeHna «ABpopa
ana OC Aspopa LleHTp»
MNpnnoxeHue «Aspopa MapkeT» MM Monb3oBaTenb ABpopa MapkeTa
nna OC Android
MpunoxeHne «Agpopa LleHTp» rny [Mpouecc npunoxeHmna «Aspopa

ana OC Android

LeHTp»

17




— "] OTKPbITAS
PYKOBOZCTBO aAMMUHMUCTPATOPA ' MopunbRAA
NuTepdenc MNMO MpaBa Ha gocTyn
Paspen MNoppaspen MNoacuctema KoHconb/CybbeKT aocTyna
MpunoxkeHne «ABpopa MapkeT» MM [Monb3osaTens ABpopa MapkeTa

ONA ONepaLMOHHbIX CUCTEM
cememncTaa Linux
MpunoxkeHne «Agpopa LleHTp» rny [Mpouecc npunoxkeHna «Aspopa
ANA onepaLMOHHbIX CUCTEM LeHTp»

cemencTsa Linux

1.3. Onucanue npuHumunos 6e3onacHoi paboTbl cpeacTsa

1.3.1. Obwaa nHpopmaumn

MO peannsyeT cneaytoume pyHKUMM 6e30NacHOCTM:

— MAEHTUPUKAUMA M ayTEHTUPMKAUMA CyDBEKTOB A0CTyNa M 0OBEKTOB A0CTYNa;

— ynpas/ieHne A40CTYNOM CyObeKkTOB AOCTyNa K 06beKTam A40CTyna;

— permcTpauma cobbiTuin 6eszonacHoCTy.

Mpun ncnonb3osaHuu MNMO HeobXxo0AMMO BbINOSHEHME CAEAYIOWMX MEpP MO 3aliuTe
MHPOPMaLMM OT HECAHKLMOHKMpPOBaHHOro aoctyna (HCA):

— cobntoaeHne NapoabHOM NONUTUKM;

— cobntogeHne TpeboBaHMA, COrNaCHO KOTOPOMY Mapo/b HE A0/IKEH BKIOYATb B
cebA Nerko BblYMCAAEMbIE COYETAHNA CUMBOJIOB;

— OTCYTCTBME y NO/Ib30BATENA NPaBa Nepeaadn AMYHOro Napoasa TPETbUM NNLLAM;

— 00A3aHHOCTb NO/b30BaTENA NPU BBOAE MAPOAA MUCKAOYNTb BO3MOMKHOCTb €ro
nepexsaTa TPETbUMM NLAMWN N TEXHUYECKMMM CPeACTBAMM.

[Mpw akcnayataumm MNN0O 3anpelaeTca:

— 0CTaBNATb 6€3 KOHTPOAA He3ab/IOKMPOBaHHbIE NPOrPaMMHbIE CpeacTBa U/ uam
nno;

— pasrnawaTtb Napoau, BbIBOAMTb MAPOAM Ha AUCNAEN, NPUHTEP WAM MHblE

cpeacTtsa otobparkeHma nHbopmaumm.
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1.3.2. KomnpomeTaumsa naponemn

Moa KomnpomeTaumen naponen HeobxoAMMO NOHMMATb CleaytoLlee:

— PU3NYECKYIO YTPATy HOCMUTENA C MAPOAbHON MHPOPMaLLMEN;

— nepeaavy MaeHTUOUKALMOHHOM MHGOPMALIMM MO OTKPbLITbIM KaHaNam CBA3MW;

— nepexsaT Napoaa Npu pacnpeaeneHnm naeHTMPnKaTopos.;

— CO3HaTesibHYto nepeaady MHPOPMaUMM TPETbUM NULLAM.

NMPUMEYAHUE. TMpm  KomnpomeTauum  naponsa  NonAb3oBaTenb  06s3aH

He3amead/IMTe/IbHO OMOBECTUTb A,D,N\I/IHVICTpaTOpa YYETHbIX 3anuncen.

1.3.3. OnucaHne napameTpoB (HacTpoek) Ge3onacHOCTM CcpeacTBa, AOCTYMHbIX

KayKA0W pOan Nonb3oBaTenen, u nx besonacHble 3Ha4YeHmn

Hactpolikm napameTtpoB 6e3onacHocTv MMO AOCTYMHbI TONBKO MO/Ib30BATENAM C
PONbIO AOMMHUCTPATOP YYETHbIX 3aMMCer M 3aKMYaoTCA B BO3MOXKHOCTU YNpPaBAEHUSA

ponsmm nonb3osaTtenemn MMO.
MNonb3osaTtenam MMO AONXHbI HAa3HAYaTbCA MUHMMA/IbHbIE MpPaBa WU NPUBUIETUN,

HeobXxoAMMble A9 BbIMOJAHEHMA UMW CBOUX A0MKHOCTHBIX 06s3aHHOCTEN (DYHKLMIM).
1.4. Ychosua BbINO/IHEHUA

Ona  ¢yHKUMoHMpoBaHua MO  HeobXxoAMMbl  OMUCAHHbIE B HACTOALWEM
nogpasaene NpPorpammMHoO-TEXHUYECKne cpeacTBa.

1.4.1. AnnapaTHble XapaKTepPUCTUKM

AnnapaTHble XapaKTepUCTUKN NpUBeAEHbI B pa3aene 2.
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1.4.2. NporpammHble XapaKTepPUCTUKM

B Tabnnue (Tabnuua 2) npmBeaeHbl NPOrpaMmMHble XapaKTePUCTUKN INEKTPOHHO-

BblUMCANTENBHOM MaLlMHbl (OBM), Ha KoTopol pacnonaraeTcs cepsep npunoxkerHuni MMoO.

Tabnuua 2
[MapameTp 3HavyeHue NHdopmauma o nnueHsmnm
OnepaumoHHas CentOS Bepcun 7 GNU General Public License,
cuctema version 2
Ubuntu Bepcum 20.04 Free software, plus some
proprietary device drivers
Ubuntu Bepcumn 22.04 Free software, plus some
proprietary device drivers
Debian Bepcun 11 DFSG-compatible licenses, plus
proprietary firmware files
Debian Bepcun 12 DFSG-compatible licenses, plus
proprietary firmware files
AnbT 8 CMN* penns 10 Kommepyeckas
AnbT Cepsep 10
PEO OC 7.3°
(cepTMdnUMPOBaHHbIN)
PEAOC7.3
PEL OC8.0
Astra Linux Special Edition
1.7% (CmoneHck)
Astra Linux Special Edition
1.87 (CMoneHcK)
[NpnknagHoe Mo «Aspopa LleHTp» Kommepyeckas
nporpammHoe
obecneyeHne
NHpacTpyKTypHble KOMNOHEeHTbI MMO
BanaHcMpoBLIMK Nginx Web Server Bepcum 2-clause BSD-like license
CepBMCoOB 1.22.0 v Bblwe

# Ceptudukat cootsetcteua ®CTIK Poccun Ne 3866, aelicteuteneH Ao 10 asrycta 2028 r.

> CepTudumkat cootseTcTsma ®CTIK Poccum Ne 4060, aeiictsmteneH no 12 aHsapa 2024 r. (OKOHYaHME CPOKa
TexHu4Yeckon nogaepkm 31.12.2030r.).
® Ceptudwkat coorsetctaua ®CTIK Poccun Ne 2557, aelicteuteneH ao 27 aHsapa 2026 r.
" CepTudukaT cootseTcTama PCTIK Poccum Ne 2557, aelicteuteneH 4o 27 aHsapa 2026 1.
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MNapametp 3Ha4yeHune NHbopmaLma 0 nnuueH3nm

Cuctema obHapyxeHus |Consul Bepcun 1.16.6 nnm Mozilla Public License, version 2.0

CepBMCOB Bbllle

Cpeactso ynpasneHua |Consul Template Bepcum Mozilla Public License, version 2.0

KOHOUIrypaumamm 0.25.1 nau Bbiwe

CepBMCOB

Cepsuc Redpanda Bepcum 23.3.9 Redpanda Business Source

rapaHTMPOBAHHOM AW Bbllle License 1.1 (BSL 1.1)

[OCTaBKM COOBLLIEHWI

MpunoxeHne ans Syncthing Bepcum 1.25.0 nam | Mozilla Public License, version 2.0

CMHXPOHM3aUMmM Bbllle

dannos

NMPUMEYAHUE. OC ponxHa 6bITb yCTAHOBAEHA B MUHMMAAbHOM KOHOUIypaLunm 6es
rpaduyeckoro nHTepdenca.

BHUMAHWE! B oaHo 13 cneaytowmx sepckn MMO nnaHnpyeTcs npekpaueHmne
noaaepxkmn OC CentOS Bepcum 7 n OC Ubuntu Bepcum 20.04.

B tabnauue (Tabnunua 3) npuBeaeHbl MPOrpaMMHbIE XapakTepuctukin IBM, Ha

KOTOpOW pacnonaraetca cepsep b/l.

Tabanua 3
MapameTp 3HavyeHue NHbopmaLma o nnueH3nm
OnepaumoHHas CentOS Bepcun 7 GNU General Public License,
cucTema version 2
Ubuntu Bepcum 20.04 Free software, plus some
proprietary device drivers
Ubuntu Bepcunmn 22.04 Free software, plus some
proprietary device drivers
Debian Bepcun 11 DFSG-compatible licenses, plus
proprietary firmware files
Debian Bepcun 12 DFSG-compatible licenses, plus
proprietary firmware files
AnbTt 8 CI1 penns 10 KommepuecKan
AnbT Cepsep 10
PEAOC7.3
(cepTMdULMPOBAHHbIN)
PEAN OC7.3
PEL OC8.0
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MOBWJIbHASA
NNATOOPMA

MNapametp

3HavyeHue

NHbopmaLma 0 nnuueH3nm

Astra Linux Special Edition
1.7 (CMmoneHcK)

Astra Linux Special Edition
1.8 (CMoneHcK)

CYB/,

Postgres Pro Certified
14.12.18 unu Bbiwe

Postgres Pro Certified 15.7.1
WA BblLLE

Postgres Pro Certified 16.4.1
WA BblLLE

Postgres Pro Standard 14.14
WA BblLLE

Postgres Pro Standard 15.9
WA BblLLE

Postgres Pro Standard 16.6
WA BblLLE

Kommepueckas

PostgreSQL 14.14 wan Bbiwe

PostgreSQL 15.9 nan Bbiwe

PostgreSQL 16.6 nan Bbiwe

PostgreSQL License

NHPpacCTpyKTypHbIE KOMNOHE

HTbl MO

CYB/ onAa xpaHeHuA
ceccum

Valkey Bepcumn 7.2.7 nan
BbiLLE

BSD-3-Clause License

PacwupeHune CYB/L
PostgreSQL ans
NapTULUMOHMPOBAHMA
Tabnnu 61

PG Partition Manager
(pg_partman) Bepcun 4.6
VNN BblLle

PostgreSQL License

M1aHMPOBLLMK 33434
ana PostgreSQL

pg_cron Bepcun 1.5.2 nnun
BbllLE

PostgreSQL License

Cepsuc ans
yrpaBAeHNsA KNacTepom
Postgresql

Patroni sBepcuun 3.3.0 nnu
Bblle

The MIT License (MIT)

Cepsuc ans
HanaHCUPOBKM
HarpysKkm un
obecneyeHus
OTKa30yCTOMYMBOCTH

Keepalived

GNU General Public License,
version 2

8 Ceptudukat cootsetcteua ®CTIK Poccun Ne 3637, gelicteuteneH Ao 05 oktabpa 2029 r.
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NMPUMEYAHMUE. OC nonkHa ObITb YyCTaHOBMEHA B MUHUMaNbHON KOHGUTypaummn 6e3

rpaduyeckoro nHTepdeica.

B Tabnnue (Tabanua 4) npueaeHbl NMPOrpamMmMHble XapaKTeEPUCTUKM YCTPOMCTB.

Tabnnua 4
Mapametp 3HayeHue
OnepaumoHHasa cncTtema OC Aspopa, OC Android, OC cemencTsa Linux
MpWKNagHoe NporpammHoe — npunoxexue «Aspopa LleHTp»;
obecneyeHune — npunoxeHue «Aspopa MapkeT»

1.4.3. TpeboBaHMA K paboymm mecTam Noab3oBaTeNeMn

NMPUMEYAHUE. Ana paboTbl nonb3osatenen ¢ nHtepdpericom MMNO HeobxoaMmo
BbIMO/IHEHWE CAeAYOWMNX YCNOBUIA:
— Beb-bOpay3ep Ao0MKeH noaaepKuMBaTb cneaytouwme TexHonormm: TLS, CSS3,
HTMLS5, ECMAScript 5 n Cookie. PekomeHayeTca ncnonb3osaTb Beb-6paysep Chrome
Bepcumn 90 nan BbilLe;

— paspelleHne skpaHa MoHUTOpPa He meHee 1280x960 px.
1.4.4. BapuaHTbl KOHPUTrypaUMii, N8 KOTOPbIX MPOBOAM/IOCH TECTUPOBAHME

BapunaHTbl KOHdUrypaumm cpeabl GYHKUMOHMPOBAHMA, B KOTOPbIX MPOBOAMAOCH

TectuposaHue MMO, npueaeHs! B Tabanue (Tabamua 5).

Tabnnua 5
OoC CYB4

Cent0S-7.6 PostgreSQL 14.10
Cent0S-7.6 PostgreSQL 15.7
Cent0S-7.6 Postgres Pro Standard 14.11.2
AnbT Cepsep 10 PostgreSQL 14.12
AnbT Cepsep 10 PostgreSQL 15.6
AnbT Cepsep 10 PostgreSQL 16.6
Anbt 8 CI1 penns 10 PostgreSQL 15.6
Anbt 8 CI1 penns 10 PostgreSQL 16.6
AnbT 8 CIN penns 10 Postgres Pro Standard 16.6.1
Anbt 8 CIN penns 10 Postgres Pro Certified (Bepcua aapa postgres: 15.6.2)
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MOBWJIbHASA
' NNATOOPMA

oC Cyb/[
PEOOC7.3 Postgres Pro Certified (Bepcus sgpa postgres: 14.11.2)
(cepTnduruUMpOoBaHHbIN)
PEL OC 7.3 Postgres Pro Certified (Bepcusa sgpa postgres: 15.6.2)
(cepTndurUMpPOBaHHbIN)
PEO OC7.3.5 PostgreSQL 14.11
PEL OC 7.3.5 PostgreSQL 15.6
PEO OC7.3.5 PostgreSQL 16.6
PEO OC7.3.5 Postgres Pro Standard 15.6.2
PEO OC7.3.5 Postgres Pro Standard 16.6.1
PEA OC 8.0 PostgreSQL 16.6
PEO OC8.0 Postgres Pro Standard 16.6.1

Astra Linux Special Edition
1.7 (CmoneHcK)

PostgreSQL 14.12

Astra Linux Special Edition
1.7 (CmoneHcK)

PostgreSQL 15.7

Astra Linux Special Edition
1.7 (CmoneHcK)

PostgreSQL 16.6

Astra Linux Special Edition
1.7 (CmoneHcK)

Postgres Pro Certified (Bepcus sgpa postgres: 14.11.2)

Astra Linux Special Edition
1.7 (CMmoneHcK)

Postgres Pro Certified (Bepcus sapa postgres: 15.6.2)

Astra Linux Special Edition
1.8 (CmoneHcK)

PostgreSQL 16.6

Astra Linux Special Edition
1.8 (CmoneHcK)

Postgres Pro Certified (Bepcusa sgpa postgres: 16.4.1)

Ubuntu 20.04

PostgreSQL 14.12

Ubuntu 20.04

PostgreSQL 15.7

Ubuntu 20.04

PostgreSQL 16.6

Ubuntu 22.04

PostgreSQL 14.12

Ubuntu 22.04

PostgreSQL 15.7

Ubuntu 22.04

PostgreSQL 16.6

Ubuntu 22.04

Postgres Pro Standard 16.6.1

Debian 11.9 PostgreSQL 14.12

Debian 11.9 PostgreSQL 15.7

Debian 11.9 PostgreSQL 16.6

Debian 12.5 PostgreSQL 14.12

Debian 12.5 PostgreSQL 15.7

Debian 12.5 PostgreSQL 16.6

Debian 12.5 Postgres Pro Standard 16.6.1
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1.5. BapwnaHTbl nocTaBku

MMNO MOXeT MMEeTb HECKONbKO Pa3iMYHbIX KOHQUIypauuim, npuv 3TOM BapuaHT
NOCTaBKM onpeaenaeTca ycnosnuamm JINLLEH3MOHHOIo 40roBopa.

CocTtaB KOMNAeKTa AoKymeHToB Ha [0, BXxo4AWMIM BO BCe YKa3aHHble BapMaHTbI
NocTaBKm®:

— «PykoBoacTBO nonb3oBaTena. Yactb 1. Moacnctema 6e30nacHOCTMY;

— «PyKOBOACTBO Nonb3osatena. YacTtb 2. [Noacucrtema « MapkeT»;

— «PykoBoacTBO nonb3oBaTena. Yactb 3. Moacuctema MNMnatdopma ynpaBneHma»;

— «PyKkoBoacTBO nonb3osatena. Hactb 4. [Toacmctema ynpasaeHUA TeHAHTaMN»;

— «PykoBoacTBO nonb3osaTtend. Yactb 5. NMoacuctema Cepsumc yBeAOMNAEHNINY;

— «PyKOBOACTBO nosb3oBatesia. Yactb 6. [MpunoxeHne «Aspopa MapkeT» AnA
onepauyoHHOM cnctembl ABpopa;

— «PyKOBOACTBO no/sib3oBaTend. Yactb 7. lNpunoxeHne «Aspopa UeHTp» anA
onepauyoHHOM cnctembl ABpopa;

— «PyKOBOACTBO nosnb3oBatesia. Yactb 8. [MpunoxeHne «Aspopa MapkeT» AnA
onepaunoHHom cnctembl Android»;

— «PyKOBOACTBO noJsib3oBaTend. Yactb 9. lNpunoxkeHune «Aspopa UeHTp» ana
onepaunoHHoM cnctembl Android»;

— «PykoBoacTBo nonbiosatesa. Yacte 10. [MpunoxeHne «Aspopa Mapket» gna
onepauMOHHbIX CUCTEM ceMencTBa Linuxy;

— «PykoBoacTBO nonb3osatesa. HYactb 11. lNpunoxeHune «Aspopa UeHtp» ana
onepaLmnMOHHbIX CUCTEM CeMencTBa Linuxy;

— «PyKOBOACTBO aAMUHUCTPATOPA»;

— «PekomeHaunm No pe3epBHOMY KOMMUPOBAHUIOY;

— «PyKkoBoacTBO paspaboTtunka. Moacmuctema Cepsuc yBegOMAEHUIY .

9 [IONONHWUTENIbHO B COCTaB KOMM/EKTa AOKYMEHTOB BXOAMT Galn «/IMLEeH3noHHoe cornaleHme.pdf», ¢ KoTopbim
HeobXoAMMO 03HAaKOMUTLCA Nepes Hadanom mucnonbzosaHma MMO (n. 3.3.7).
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1.6. YKazaHuA No aKkcnayaTtauum

Mpwu akcnayaTaumm MMO HeobxoaMmo cobatoaaTh creaytolime peKoMeHaaLUMu:

— MpaBOM A0CTyNa K cepBepam c ycTaHoBAeHHbIM MMMO gonKkHbl 06nagaTb nLa,
obecneymBatowme GyHKUMOHMPOBaAHNE MHOPMALMOHHOM cucTembl (MC), npowealimne
COOTBETCTBYHOLLYH MOArOTOBKY, 03HAaKOMMBLLMECA C IKCMyaTaLMOHHON AOKYMEHTaL e
(34) Ha MMNO »n He paccmaTpuBatoWMeECs B KayecTBe HapywumTene MHGOPMaUMOHHOM
be3onacHoOCTU;

— OO/MKHbI  OblTb  NPeAyCMOTPEHbl  Mepbl,  WCKAtOYaoWwMe BO3MOMXHOCTb
HEeCAaHKUMOHMPOBAHHOIO M3MEHEHMA annapaTHOM 4YacTWM TEXHUYECKMX CPeAacTB, Ha
KOTOpbIX yCTaHoB/eHO [1M10;

— [01XKHa obecneymBaTbca Nepmoamyeckan (He pexe 1 pasa B Mecsl,) NpoBepKa
LEe/IOCTHOCTM NPOrpammMHbIX KOmnoHeHToB MM10;

— Ha YCTPOMCTBAX M cepBepax C ycTaHOBAeHHbIM IO A0MKHbI ObITb peann3oBaHbl
Mepbl, NCKAtOYAOLLME BO3MOXKHOCTb MCNO/b30BaHMA CPeACcTB Pa3paboTKM M OTAaA4YMKOB
ONs pefakTMpPOBaHMA KO4a M onepaTMBHOM NamMaTK, ncnonbyemoi MMNoO;

— OO/MKHbI  OblITb  obecneyeHbl  Mepbl,  WCKAtOYaKOULME  BO3MOXHOCTb
HEeCaHKUMOHMPOBAHHON MoAMUKALMM NPOrPaMMHbIX U MHGOPMALMOHHbIX KOMNOHEHTOB
Mnno;

— PU3NYeCcKM [J0CTyn K cepBepam C ycTaHoBneHHon CYBJ[, — a4onxkeH
NpeaoCTaBAATHLCA MLaMm, BK/TIOYEHHbIM 3KCNAyaTUpPYyoLLEN opraHmsaumen
(onepaTopom/noTpebutenem) NC B nepeveHb NnL, KOTOPble He pPaccmMaTpuBaloTCA B
KayecTse HapywuTens MHGopmMaLmMoHHOM 6e30nacHoCTH;

— KaHa/Nbl CBA3M, PACNONOXKEHHbIE B Npedesiax KOHTPOAMPYEMOM 30HbI, AO/KHbI
ObITb 3aLMLLEHBI OPraHM3aLUNOHHO-TEXHUYECKMMM MEPAMMU;

— KaHanbl CBA3M, PACMONOXEHHbIE 3a Npeaenamm KOHTPOAMPYEMOMN 30Hbl,
NOMKHbI ObITb 3alMLLIEHBI C MCNONAb30BAHWEM CPEACTB KPUNTOrpadmMyeckom 3almThbl
MHGopMaLNK;

— OO/1KHbI ObITb npeanpnHATbl Mepbl MO MeXXceTeBoMY 3KPaHNPOBaHUNIO.
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[Mpw akcnayaTaunm MNMNO pekomeHAyeTCA NPUMEHATbL CaeaytoLlie AOMNO/IHUTEIbHbIE
OpraHM3auUMOHHbIE U TEXHWUYECKME MEPbI:

— B npouecce 3Kkcnayataumm TMMO AoMKHO bbiTb obecneyeHo peryaspHoe
OTCNEXMBAHNE HANMYMA U OCYLLECTBAEHME YCTAaHOBKM 0OHOBAEHWI 6e30macHOCTM
nporpammHoro obecneyenus (M0O), Bxogdauwero B cpeay ¢oyHkUmMoHupoBaHua MMMO, B
COOTBETCTBMK C Nnoapasgenom 1.4;

— eXeMecsaYHO JO/KEeH MPOM3BOAMTLCA MOWMCK aKTyasbHbIX YA3BMMOCTEM W
ceeageHMn 06  ysssumocTax  [MNO  wn  cpeabl  GYHKUMOHMPOBAHWUA,  aHaIM3
NAEHTUOUUMPOBAHHbBIX YA3BMMOCTEN Ha NpPeaAMET BO3SMOXHOCTM UX MCMNONb30BaHNA ANA
HapylweHna 6esonacHoCTy;

— B cpene dyHKumoHuposaHma MO (obuwecnuctemHoe [0, yKasaHHoe B
noapasaene 1.4) [OOMKHbI  OblTb  YCTAaHOBAEHbl BCe MMetolmecs OOHOBAEHMA
6e30nacHOCTU M «MaT4Yn» ANSA INKBMAALUUM M3BECTHbLIX YA3BUMOCTEN;

— B c/ydyae obHapyxkeHus yaszsumocTter B 10 MMNO A0NKHO NPOM3BOANTLCA UX
yCTpaHeHWe B COOTBETCTBMM C MeToAaMW W Npoueaypamu, YCTaHOBAEHHbIMMU
npeanpuaTMeM-pa3paboTYNKOM;

— onepaTtop C NepMoOAMYHOCTbIO OAWMH pa3 B HeAento [A0/KeH MoayvaTb
nHdopmaunto o Bbixode obHoBneHun MMNO yepes3 cnykby TeXHUYECKOM NoAAEPHKKM

npeanpmnAaTnA-m3rotoBmTeENA.
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2. APXUTEKTYPA TIMO N BAPUAHTbBI YCTAHOBKWM MMNO

2.1. OnucaHne KOMNOHEHTOB

Ha pucyHkax (PucyHoKk 1, PucyHoK 2) npeactaBneHa du3mMyeckas apxuTeKkTypa w

Anarpamma passeptbiBaHma M110.

Duanyeckan apxmuTtektypa Aspopa LleHTp - 1 cepsep npunoxeHuid u 1 cepeep B

BHy‘rpEHHuM nepwe'rp

: " Cermen ¢ cepancamm ‘-” CermeH-r CepRMCOR oﬁuero HAZHAYEHMA
H ! Agpopa Uewtp 4
= ! Ynpaenaeman '
HTTPS443 7™ | Pafouas malmsa
TCP 999 7>~ \I ' Linux

53TCP (DNS)
UDP 123 (NTF)

TCP 25456 (SMTP) |
TCP 389,636 (MS AD)! M'Cmﬁﬁﬂ Amm;c[;fecm
Internet |+ HTTPS - | TCP 80 (MS ADCs) | Active Directory Y
Ynpasnaemos > . 28 HTTE 3006 Certificate Services
I )i Z& Aspopa Lientp
MOS"'!"HDE \ : = é TCcP 3025(29 EEp NpUNoXeHui 1
YCTPORCTEO S - o= - peep rp
AspopalAdnroid \..,./’/ : oz -.O;; : |
Q i
: = 3 f i TCF 5432
ey TS | ‘
/ = PNAT ‘ Cepeep DNS  MouToswiii cepeep Cepeep NTP
_ l IO 443 > 8009 | |
:999 > :8025
HTTPS I/\\»
Pabouee mecto W . ! Postgres - primary 8 Nerenpa
paspaboTunka e’;‘i:;i“” Cepeep B1 1
NPUNOHEHUIA Cepeucel 0BLLEMD HAZHAYEHUA

Cepauckl Aspopa Llentp

: :
:

+  Pabouee mecTo
\_ agMuHucTpaTopa

PucyHok 1
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[narpamma passeprbisaHua Aspopa LieHTp

L X

-

NPUNOKEHUA
Pazpabotuuk
ATSMCTDETOD NPUNOXEHWA MoBKNLHOe YCTPORCTED
[ =e6-6paysep | I BeS-Spaysep | e
HTTPHTTPS
urrvp\mrrps HTTPHTTPS TCPITLS
\ / Va
AN 1 L -
\ J P / Mpokcu cepeep
’ 0anaHcHposLWWK m "
Nginx |
- : Consul HTTP
HTTP 10000-10500 Template 8500
TCP  10500-11000
Cepsep NpUnoXeHui
’ )\
| jocs/appstore |
le TCP 26379, 6379
—— | [ ny ][ncy][CDN][HVT] TCP 9092
- 4
Nerexpa
TCP 5432 S MR
——— — \Ceimsn WWna cooBuerw
~ K3
| BanaHcuposuMK
' Xpaxunuwe
ny'r ncy CucTema oGHapyXeHna
J CepBuCoB
pg_pamnan pg_cron ]

/

—

PncyHoK 2
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2.1.1. CepBep NPUNOKEHUN
2.1.1.1. NO «Aspopa LeHTp»

MMNO coctouT M3 cneaytowmx noacuctem: Mb (auth), MM (appstore), MOOC
(pkgrepo), MY (emm), NYT (mt), CDN (cdn), MCY (push). Kaxpaa noacuctema
npeacTasnaeT cobon Habop cepBMCOB.

CepBuCbI pa3Hbix NoACKMCTEM MOTYT BbITb Pa3BePHYTbI KaK Ha OAHMX M TEX e HoAax
cepBepa NPUAOXKEHWI, TaK M Ha OTAEeNbHbIX. KaXablil cepBUC paboTaeT TONbKO CO CBOMMM
MaHHbIMM, KOTOPbIE NeXaT B 0TAeNbHbIX cxemax B B CxeMbl MOryT OblTb pa3BepPHYTbI KaK
B 06wwen B], Tak 1 B pa3HbIX.

CepBuCbl B3aMMOAEMNCTBYIOT Mexay cobon nocpeactsom HTTP 3anpocos u
obmeHa coobuieHMamn 4Yepes WwKMHy Redpanda. Bce merKcepBWCHble 3anpochl
ayTEHTUOULMPOBAHDI.

Ona KoppekTHoW paboTbl cepsucos noacuctem MM, MY n NMOOC B KnacTepe K
HOZLAM CepBepa MPUAOKEHMA HEODXOAMMO NPUMOHTMPOBATL GalNoBOE XPaHUAULLE

cornacHo n. 3.9.2.
2.1.1.2. BHyTpeHHMNI BaNaHCUPOBLLMK

Ha Kaxaom cepBepe NPUNOHKEHWNN YCTaHABAMBAETCA BHYTPEHHMN BaNaHCUPOBLUMK
Nginx. OH BbINOAHAET QYHKUMIO reverse proxy, CAYXKUT ANA BaNaHCMPOBKM M Nepenaum
TpaduKa K cepsucam MMO, a Takke obecneynBaeT MexKcepBUCHOe B3aumoaencteme. na
HEKOTOPbIX KOHEYHbIX TOYEK HAaCTPOEHO K3LWMPOBaHME 3aNpPOCOB K CEPBUCAM.

Nginx HacTpanBaeTCcs aBTOMATMYECKN Ha OCHOBE MHGOPMaLMK O CTaTyCe CEPBMCOB
M3 cnctembl 06HapyxeHus cepsmcos Consul.

C uenbto 3alnTbl CEPBEPOB MPUIOKEHNIM OT MPEBbLIWEHNA NPeAeIbHON HAarpy3KM Ha
nHTepdeiicax, obpabaTbiBatolMX BHELIHWE 3anpocbl C NpUAoKeHua «Aspopa LleHTpy,

HACTPOEHHO OrpaHMYeHne oaHOBPEeMeHHO 0bpabaTbiBaeMbIX 3aNpPOCOB (TPOTT/IMHT).
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2.1.1.3. Cnuctema obHapyxeHus cepsuncos Consul

Cuctema obHapy»KeHMsa CepBMCOB MCMOb3yeTcAa A1 MOHMTOPMHIa COCTOAHMA

cepsucos MNMO. Consul 4onKeH ycTaHaBAMBATbCA HAa HEYETHOM KO/IMYeCTBe CepBEPOB.
2.1.1.4. CpeacTso ynpasaeHua KoHourypaumsamm cepsmcos Consul Template

CpeacTBO ynpaBaeHUa KOHOUTYPaUMSMU CAYIKUT A1A aBTOMATUYECKOM HAaCTPOMKM
pacnpefeneHma 3anpocoB MeKAy 3K3eMnaapamMm CEepBMCOB 33 CYET W3MEHEeHMUs
KoHdurypaumm Nginx Ha ocHoBe MHbOpPMaLmMK o cTaTyce cepsucos MMO, nonyyaemon ns

cucTembl obHapykeHna cepsmucos Consul.
2.1.1.5. CepBucC rapaHTMpPOBaHHOM A0CTaBKM coobuieHnin Redpanda

CepBUC rapaHTMPOBAHHOM A0CTaBKM coobuleHUn mcnonb3yerca aAns obmeHa
coobuweHnammn mexay cepsucamm MMO. Cepsmuc RedPanda gonxeH ycTaHaBAMBaTLCA Ha

HeYeTHOM KO/INYeCTBe CePBEPOB.
2.1.1.6. CYB/A Valkey

CYb/ Valkey (fork CYB/ Redis) ncnonbayetca Ana xpaHeHMs Beb-ceccui.
[Ona ynpaBneHns oTKkasoycTonuymBon KoHpurypaumen Valkey ncnonb3yetca cepsuc

Sentinel, KOTOpbIK AONKEH YCTaHABAMBATLCA HA HEYETHOM KOJINYECTBE CEPBEPOB.
2.1.2. Cepsep b/],

B kayecTtBe cepsepa bL ncnonbsyetca CYb/[ PostgreSQL vam PostgresPro. [Ona
paboTbl Takke TpebyeTcA yCTaHOBKA PaCLIMPEHUA pg partman A1A aBTOMATU4ECKOrO
NapTULMOHUPOBAHMA N OYUCTKM HaKaNIMBaOLWMXCA AaHHbIX, U pg cron A4 BbINOJHEHNA

$YHKUMA B BJ], NO pacnumcaHuto.
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B HeHarpyXeHHbIX KOHOMUrypaumax Bce JaHHble pa3sMellarTcd B OAHOM
dum3nyeckom MHcTaHce bJ. BHyTpu cospgatotca norndeckune b ana Kaxaom n3 noacuctem
MMO. JaHHble CEPBMCOB BHYTPM NOTMYECKMX Ba3 pa3MeLLLatoTCsa B OTAENbHbIX CXEMAX, YTO
MCKNtOYaeT BO3MOXKHOCTb OOpalleHMAa OAHMX CEPBMUCOB K AaHHbIM APYrMX CEPBMUCOB.
OnuncaHHaA KOHPUIypaLUMA CHMXKAET CBA3ZHOCTb MeX Ay CepBMCaMmM M Npn HeobxoaMMoCTH
No3BOAAET BbIHECTM [AaHHble NOACUCTEM MAM OTAE/IbHbIX CEPBMCOB Ha BblAENEHHbIE
cepsepsbl B/.

B BbICOKOHArpy»KEHHbIX KOHPUIypaumax pPeKoOMeHayeTCcA BblAENUTb AaHHble
Hanbonee Harpy»keHHbix noacuctem Mb (auth) n MY (emm) B oTAeNbHble PU3MYECKUE
6a3bl 419 MUHUMM3ALUMU B3aUMHOIO BAMAHNA APYT Ha ApYyra.

BA TNMCY (push) cnegyeT BbIHOCMTbL B OTAE/NbHbIA WHCTAHC MPU  BbICOKOWN
MHTEHCMBHOCTK 3anpocos, 6onee 500rps.

Cepsep B/] MmoKeT BbITb YCTAaHOBAEH KaK C MOMOLLbO cUueHapues ycTaHoBkM 110,
TaK M CaMOCTOATENbHO. B cUeHapumM YCTaHOBKM BKAKOYEHbI MUMHUMAIbHbIE BO3MOXKHOCTM
NO YCTAHOBKe primary W replica CEpBEpPOB, a TaKXe HACTPOWKA penanmKkauuu.
ABTOMATUYECKOro NEePEeKN0YEeHNA C OCHOBHOIO Ha pe3epBHbIM cepBep b B cayyae cbosn
He NpeaycMoTpeHo. [ToaTomy, B C/lydae OTKa3a OCHOBHOro cepBepa b/, nepekatoyeHne Ha

pe3epBHbI cepBep HEODXOAMMO BbINMONHUTbL BPYYHYHO.
2.1.3. BHeWwHuin banaHCUpPOBLLMK

BHeWHMN BanaHCMPOBLUMK UCMONb3YETCA ANA pacnpeaeneHua Tpaduka mexay
HOZLAMW CepBepPa NPUNOKEHUIM. ITO NO3BONAET COaNAaHCUPOBATL HArpy3Ky Mexay HoAamMu
cepBepa NPUAOKEHUN N NepeHanpPaBnTb TpadMK Ha AOCTYMHbIE HOAbI B C/ly4ae Bbixoda U3
CTPOSt OIHOTO U3 CEPBEPOB MPUNOKEHNMN.

BHewHMn 6HanaHCUpOBLIMK He BxoAMT B coctas [1MO, onpegensetca U
Pa3BOpaYMBaAETCA MONb30BATENAMM CAMOCTOATE/IbHO. B AMpeKTopuM samples B
ANCTPNOYTUBE MMeeTca NpMMep KoOHPUrypaumoHHoro danna ana 6anaHcmposwmka Nginx

nna 3-x Ho40BOW KOHOUIypaLUum cepBepa NPUIOKEHUN.
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Ha BHelwHem 6anaHCUMpOBLIMKE MOXET OblTb HACTPOEHa 3aliMTa KaHana CBA3M
(npotokon HTTPS), nopaepxumeatotca B Tom yncae FOCT anropuTmbl. Takxe cyllecTsyeT
BO3MOXHOCTb OTAENNTb KOHCONb aAMWHWUCTPATOPa OT APYrnx nHTepderncos, BblAeNB

OTAENbHbIN AOMEH (NoAA0MEH) UK NOPT.
2.1.4. BHewWwHMe cnyxObl

B [4aHHOM nNyHKTE npuBedeHbl OMNMCAaHWA BHELWHUX cny>+<6, KOTOpble He

YCTaHaB/MBAIOTCA BMeCTe C OCHOBHbIMW KOMMOHEHTaMM.
2.1.4.1. Cepsep DNS

Cepsep DNS ncnonbsyetcs Ana noayd4eHna nHbopmaumnm o gomeHax (IP-agpeca no

MMeHK xocTa IBM naum yctponcTsa).

2.1.4.2. Cepsep NTP
Cepsep NTP ncnonb3ayeTtca Ana aBTOMATUYECKOM CUHXPOHM3aLMM BPEMEHW HA BCEX

cepsepax.

2.1.4.3. ToyToBbIM CepBep
MoYTOBbLIN CepBep WMCMOAb3yeTCA ANA PACCbIIKM KOAOB aKTMBALMKM YCTPOWCTS,

NoNyYeHUA AMATHOCTMYECKMX OTYETOB C YCTPOMCTB U T. A.

2.1.4.4. Microsoft Active Directory
NHTerpauma MMO ¢ Microsoft Active Directory ncnonb3ayeTtca ana aBTOMaTUYECKOM
CMHXPOHM3aUMKM CNMCKA NOSb30oBaTenen ycrtponcts B [1Y CO CMMCKOM MNOAb30OBaTenemn

OpraHm3auynm, a TakKe A1 aBTOMAaTUYECKOM NPUBA3KM YCTPOMCTBA K MNO/Nb30BaTENIO.

2.1.4.5. Cnyx6bl ceptudumratos Active Directory (Active Directory Certificate
Services)

Cnyx6bl cepTndmnkaTo Active Directory ncnonbsyrotca Ana ynpaBaeHmna Kato4eBom
MHbOPMaLMEN (3aKPbITbIM KAKOY, OTKPbLITbIA KAKOY, CEePTUPUKAT OTKPLITOrO Katouya)

NO/Ib30BaTeNIeN YCTPOMCTB.
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2.1.5. CepBep BHELIHEro NpuUIoKeHMA

CepBep BHEWHEro MPUIOXKEHMA ABNAETCA CEPBEPHOM YacTbld MPOM3BOIBHOTO
BHelWHero (no oTHoweHwuto K MMNO) npunoxeHma, kKotopoe ¢ nomowisto MCY ocyuwectsnaeT

nepepavy push-yBegoOMNEHMIN Ha COOTBETCTBYIOWEE MODOMIbHOE MPUNOKEHME.
2.2. BHewHwne uHTepdencbl cepsepa npunoxkeHmnn MMNO

Mepena HoAaMW cepBepa MNPUIOKEHUI MOTFyT pPaAcnonaratbCA PasnMYHble
KOMMOHEHTbI CeTeBOM WHPPACTPYKTYPbl (HaNnpUMep, MENKCEeTEeBOM 3KpPaH, BHELWHWUN
6anNaHCUPOBLIMK, CPEACTBO KpMUNTOrpapuyeckon 3almnTsl MHGopmaUumMm 1 Ap.), KoTopble
06pabaTbiBAOT NOCTYNAOLWME K CEPBEPY MPUAOHKEHMN 3aNPOChI.

Mo yMON4YaHWIO HOAbI CepBepa NPUNOKEHWI AN 06PabOTKM BHELIHUX 3aMpPOCOoB
MCMONb3YIOT CrneuManbHble BblAeNeHHble MNOoPTbl, B3aMMOAENCTBME C  KOTOPbIMMU
OCYLLECTB/IAETCA MO He 3aLNLIEHHOMY MPOTOKOY.

Ona Toro 4ytobbl MMO 66110 AOCTYNHO M3 BHELLIHEN CETU, HAa KOMNOHEHTAX CETEBOW
MHPPACTPYKTYPbl HEOOXOAMMO HACTPOUTL Nepeaapecalmio NopTos.

Mpumep Tabnuubl nepeagpecaumm noptoB (port mapping) npuBedeH Ha

dU3NYECKOM apxMTEKTYPe, a TaKKe B Tabnue (Tabanua 6).

Tabnnua 6
HasHayeHue nopTta ropt cepBepva MopTt CK3U
NPUNOXKEHUN

Ob6paboTKa 3anpocoB KOHCONEM 8009 (http) 443 (HTTPS)
no/b3oBaTeneln/aiMMHUCTPATOPOB, a TaKKe
3aMpoCoB NPUIOKEHUN «ABpopa LleHTp» 1 « MapkeT»
Ob6paboTKa 3aNpoOCOB KOHTEHT-CEPBEPOB 8024 (http) 8443 (HTTPS)
Ob6paboTKa 3anpocoB OT ycTponcTB K MNCY ana 8025 (tcp) 999 (tls)
noay4yeHuna push-yseaomneHunm

Ona obpauieHma Kk MMO nmeeT cMmbicn 3aBecTu oTaeNbHbIn gomeH <AC_DOMAIN>
M HA3HAYUTb €ro Ha CaMblil NEepPBbI KOMMOHEHT CETEBOM MHOPACTPYKTYPbI, KOTOPbIN

NPUHMMaET 3anpochl OT nosib3oBaTesnel MMNO 1 ycTponCTB.
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OJomeH <AC DOMAIN> #© BHelwHMe NOPTbl AO0/KHbI  OblTb  YKa3aHbl B

COOTBETCTBYHOLWMX KOHOUTYpaLMOHHbIX darnax MMO B npoLuecce ero HaCTPOMKMN.
2.3. BapuaHTbl yctaHosku (1110

B 3aBucumocTn OT TpeboBaHWM K KONMYECTBY MNOAAEPHKMBAEMbIX YCTPOMCTB
NPUMEHAOTCA Pa3/IMYHble BapuaHTbl ycTaHoBKK [110.

Ona 3anycka MMNO n CYB/[ Ha 1 cepsepe TpebytoTca cneaytowme MUHUMaAbHbIE
annapaTHble XapaKTePUCTUKM:

— 3 agpa npoueccopa;

— 5B onepaTnMBHOW NamaATw;

— 50 b cBOHOAHOrO MecTa Ha KeCTKOM AMCKe.

[aHHY0 KOHPUIrypaumo pekomeHAyeTCA MCNO/b30BaTb A48 O3HAKOMAEHMA C
dyHKumMoHanom TMO M MHbIX CAyYasax, raoe He npeabaBnatoTcA TpeboBaHMA K
NPOWN3BOANTE/IbHOCTMK.

BHUMAHWE! Mpoueccopbl cepBepoB C CEPBUCOM rapaHTMPOBAHHOM A0CTaBKM
coobuweHnin RedPanda gonxHbl noaaep»kmnsaTb Habop MHCTPYKUMA SSE 4.2 (Streaming
SIMD Extensions 4.2).

B tabnuue (Tabnuua 7) npusBeaeHbl annapaTHbie XapakTepucTukn IBM, Ha

KOTOPbIX pacnoaaratoTcs cepsepbl npuaoxkerun MMO.

Tabnnua 7
MapameTp Konunuectso ycTponcTts
10 000 50000 | 100000 | 200 000 | 500 000
[poueccop, KONMYecTBO Aaep 2 4 6 12 12
Ob6bem onepatBHOM NamaTn, I'b 6 8 8 10 12
Obbem kecTtkoro ancka HDD, b 50 50 110 130 160
iops 100 100 100 100 100
CkopocTb cetTu, MbainT/c 50 50 90 200 220
KonnyectBo cepBepoB 3 3 3 3 6
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NMPUMEYAHME.

Mpwn

pasmeLLeHnn

dannosoro

XPaHUAMLLA

Ha

cepsepe

NPUNOMKEHMIN, OBbeM MEeCTKOro Amucka HeobxoAMMO YBeNUYUTb Ha pasmep AaHHOro

XpaHnanula.

B Tabnuue (Tabnamua 8) npmBeseHbl annapaTHble XapakTepUcTnki 3BM, Ha KOTopbIxX

pacrnonaratoTca cepsepbl b.
Tabnnua 8
Konunyectso ycrponcrs
200 000 500 000
Napamerp MM, 1y, MM, ncy
10 000 {50 000|100 000 NG NyT, 1E ny,
NOOC, MyT,
ncy MNOOoC
[MpoLueccop, KOIMYECTBO 2 4 6 3 10 4 18 8
anep
Obbem onepaTMBHOWN 4 6 8 12 12 16 24 12
namaTtn, I'b
Ob6bem KeCTKoro AmncKa 700 | 3200 | 6300 |7200| 6300 |18300(16800| 2000
SSD, I'b
iops 200 200 200 | 200 | 800 200 | 2000 | 5000
CkopocTb ceTn, MbanT/c 20 50 80 90 120 90 150 150
Konnyectso cepBepoB 2 2 2 2 2 2 2

B Tabnmue (Tabamua 9) npmBeseHbl annapaTHble XapakTepucTnki 3BM, Ha KOTopbIX

pacnonaratoTca cepepbl C MHPPACTPYKTYPHbIMK KomnoHeHTamu M1M10.

Tabnnua 9
MapameTp Konunuectso ycTponcTts
10 000 50 000 100 000 | 200 000 | 500 000
[poueccop, KONMYecTBO AAeP NHdpacTpyKTypHbIE 4 6
Ob6bem onepatBHOM NamaTn, I'b KOMMNOHeHTbI 110 8 8
O6bem »ecTkoro ancka SSD, I'b pPacrnoaaratoTcA Ha cepsBepe 50 70
iops npuaoxerHun Nro 2000 3000
KonunyectBo cepBepoB 3 3
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B T1abnuue (Tabauua 10) npuBeaeHbl annapaTHble xapakTepucTukn IBM, Ha

KOTOPbIX pacnonaratoTcs cepBepbl C  BHEWHMM 6anaHCUMPOBLIMKOM (B cay4dae
ncnonbsoBaHma Nginx).
Tabnanua 10
Napamer Konnyectso ycTpomncTs

P P 10 000 50000 | 100000 | 200 000 | 500 000
[Npoueccop, KONMYecTBo Aaep 2 2 2 4 6
Ob6bem onepatmBHOM NamAaTn, I'b 2 4 4 6 6
Obbem kecTtkoro ancka HDD, b 90 90 50 30 50
iops 30 30 30 30 50
KosnyecTso cepBepoB 2 2 4 6 6

B tabnuue (Tabauua 11) npuBedeHbl annapaTHble XapakTepucTukn IBM, Ha

KOTOPbIX paCnosiaratotcA KOHTEHT-CEPBEPDLI.

Tabnnua 11
MapameTp KonnyecTso ycTpoincrs
10 000 50000 | 100000 | 200 000 | 500 000
[Mpoueccop, KoMYECTBO AAepP - 2 1 2 4
Ob6bem onepaTMBHOM NamAaTn, b - 4 4 6 8
Obbem kecTtkoro ancka HDD, b - 150 150 200 200
iops - 100 100 200 200
Koanyectso cepBepoB - 2 4 4 6

B tabnuue (Tabaunua 12) npuBedeHbl annapaTHble XapakTepucTukn IBM, Ha

KOTOPbIX PacnofiaraloTcs BHeLWHMe BanaHCUPOBLLMKM A8 KOHTEHT-CepBEepoB (B caydvae

ncnonb3osaHuma Nginx).

Tabnnua 12
MapameTp KonnyecTso ycTponcrs
10 000 50 000 100 000 | 200 000 | 500 000
[Npoueccop, KoNM4YecTBo Aaep - 4 2 4 4
Ob6bem onepaTMBHOM NamAaTn, b - 12 6 6 4
Obbem kecTtkoro ancka HDD, b - 20 20 20 50
iops - 30 30 30 50
Konnyectso cepsepoB - 2 4 6 6

Hanee npueeaeHbl cxembl ycTaHoBkuM [1110.
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2.3.1. KoHourypaums sce B ogHom (MMO n CYB/[, Ha ogHOM cepBepe)
Cepsucbl MMO, MHPPACTPYKTYpHble KOomMNoHeHTbl [1M0O, KOMMNOHEHTbI cpeapbl

OyHKUMOHMpoBaHMa TMO, a Takxke cepsep b/l ycTaHOBAEHbl Ha OAHOM cepBepe

(PucyHok 3).

Ynpaenaemoe
MmoOunoHoe
YCTPOMCTBO

Aspopa/Adnroid

Pabouee mecto
pazpaboTuuka
NPUNONEHUIA

HTTP800S
TCP 8025 —>

HTTP 8009

dusnyeckas apxutektypa Aspopa LieHTp

KoHdurypaums - Bce B 04HOM

BHYTPEHHWA NepumeTp

Ynpaenaemas
Pabo4an malwmHa
Linux

\
HTTP~___

Internet  { |

TCP:/#<AC_DOM AIN>:8025

HTTP 8009 !
TCP 8025 |

< ABpopa LieHTp
Cepeep Npunoxexuit 1

HTTP:ji< AC_DOMAIN>:8009

MexceTeBoit
3KpaH

PaGouyee mecTo
afMuHUCTpaTopa

PucyHok 3

NMPUMEYAHUE. BHewHMn banaHcnposlmnk n CK3M He ncnonb3yroTtesa.

[aHHYt0 KOHOUIypauMilo pekomMeHAyeTcs MCMNo/b30BaTb A8 O3HAKOMAEHMA C

dyHKUMOHanom [MMO M MHbIX cay4dasx,

NPOM3BOANTENBHOCTU, 6E30MNACHOCTM U HaaeKHOoCTU (PucyHoK 4).

roe He npeabasBnaTca TpeboBaHMA K
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Ouarpamma pasBepTbiBaHus Aspopa LieHTp
KoHdurypauus - Bce B 04HOM

PazpaboTumk
NPUNOXEHUH
MOOMNBHOE YCTPONCTEO T

Browser

AIMUHNCTPETOP Aspopa/Adnroid
Ynpagsnaemas
/ Paboyas malmHa
TCP 8025
HTTF 8000 HTTP 18‘309 HTTP 8009
I
\ j ‘// Cepeep Aspopa LleHTp
HTTP  =cccooo-e +
BHYTDEHHMI fi‘ 8s00 i
< : ——p (e
BanaHCUpOBLLMK m | = i C '
% Nginx i\_Consul

Consul

HTTP '10000-10500 Tempate : @ :
TCP 10500-11000 ' )
.| Sentinel | l

¥ L '

auth J{appstore] {pkgrepo] 1EBR030%. 079 Valkey ]

:
emm || push || cdn mt TCP 9092 F '
| RedPanda |/ Nerexga
l TCP 5432 Ba3za paHHbIX
) - LUuHa coobeHit
f B
e - ————— Kaw
SE= T | S | |
\ @ BanaHcypoBLMK
auth emm appstore pkgrepoi mt push
o _) - . S S = ) Service Discovery
e — BT Cepaicsl

PucyHoK 4
2.3.2. KoHdurypauma n3 oaHoro cepsepa NpuAoKeHnm n oaHoro cepsepa b/l

Cepsuchbl MMNO 1 MHPpPaACTPYKTYPHbIe KOMNOHEeHTbI MNMO ycTaHOBAEHbI Ha OAHOM
cepsepe, a cepsep b/l ycTaHOBAEH Ha OoTAEe/IbHOM cepBepe. TakKe HAaCTPOEHbl BHELLIHWI
H6anaHCMPOBLIMK, Ha KOTOPOM 3a4aH BHelHMN agomeH MMO, n CK3UN ana 3awmThl KaHana
CBA3MN.

[aHHYy0 KOHOUIypaUMo PEKOMEHAYEeTCA MCMOMAb30BaTb B KaAyecTBe TeCTOBOW,
mbo B C/Aydasx, Koraa He npeabasnsatotTca TpeboBaHMA K OTKA30yCTOMYMBOCTM M

npon3BoANTENbHOCTU (PUCYHOK 5, PUCYHOK 6).
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dusnyeckas apxutektypa Aspopa LleHTp - 1 cepep npunoxeHut u 1 cepeep b
‘." BHYTpeHHuit nepumeTp
 CermeHT C cepaucamu CerMeHT CepBICOB OGLUErO HasHaueHna |
: { Aspopa Llentp E
| Ynpaenseman 53/TCP (DNS) |
HTTPS 443 /| PaGoyas MawwuHa S | UDP123(NTP) | |
TCP 999 —> - 3 Linux Port mapping | TCP 25,465 (SMTP) | ) i
/ ' - . 3009 : I Microsoft '
( [ ~ £ : ‘2025 1 g 1,389,636 (MS AD): Active Directory Active Directory i
Ynpaensemoe \, Infemet { i HTTPS 443\ 4 HTTP 8009 M,: Certificate Services :
MOGUNLHOE ( i 3 TcPg02s | Aspopa Liewtp : '
o \ ! = . Cepsep NpunoxeHui 1 ! H
ycTporicTao ) ol o _.Of. v 1 : i
AspopalAdnroid - | SI 3 | ~ | ]
i AR : y 4 : |
: 5 %f BHeLwHuit [CF 5452 ;. @ ©) (.
HTTPS 443 : o = GanaHCUpOBLLMK [ 2 o
i .% 5 | Cepsep DNS  [MouTosulii cepsep Cepsep NTP e
1 / = H '
HTTPS 443 E
PaGouee mecTo 5 Postgres - primary TNerexpa 5
paspaGoTuka Me:;:g;ﬁaou Cepaep B 1 o H
MPUNOXEHUN Cepeuch 0BLLEero HasHaueHNs '
Cepaucel Agpopa Lientp :
! Paboyeemecro 0020z SEEESIOUCIoUS0S 1
| aAMMHUCTpaTOpa 2
PnUCyHOK 5
[varpamma pa3ssepTbiBaHus Aspopa LieHTp
1 cepBep npunoxeHuit n 1 cepeep b
PaspaboTumnk _
NPUNOXEHUI
i [ Browser I mMoOunbHoe ycrpoﬁcrso
o (i YnpasnAemas
Pabouan mawmsa
PRt
HTTPS//<AC_DOMAIN>
CP:/<AC_DOMAIN>:999
Z
N ¥ &
"b‘ BHeLuHuit
BGanaHcupoBLUNK
HTTP 8009/TCP 8025
CepBep NPUNoKeHuit
\ 4
HTTP =3
BHYTpeHHMIA : ol
BanaHCupoBLLMK m }‘_
Nginx
T Consul
HTTP '10000-10500 Tempkste
TCP ‘10500-11000
y
auth appstore] [ pkgrepo ’
“““““ Nerenga
TCP 5432 ba3a AaHHbIX
| Postgres - primary| Loz Gl
P ——CepzepS[l Kaw
@ )
— _ BanaHCHpOBILMK
== o==sr <iEme TEEE ==
XpaHunuie
L ) cepevcos
T == Cepaucsl

P

NCYHOK 6
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2.3.3. KnactepHaa koHpurypauma (noaaepxka 4o 10000 ycTponcTs)

B oTaMuymm oT npeablaywen KOHPUrypaumm B AaHHOM KoHOUrypauum AOns
obecneveHma OTKa3zoycTonMumBocTM cepsucbl MMO 1M MHPPACTPYKTYPHbIE KOMMOHEHTHI
MMNO cobupatoTca B KNacTep M3 Tpex HOA, Kaxkaas M3 KoTopblix obpabaTbiBaeT 3anpochl.
TaK»Ke ycTaHaB/IMBaAETCA pe3epBHbIN cepsep B/.

[aHHytO cxemMy YCTaHOBKM pPEKOMeHAyeTCA WCMNONb30BaTb B  KayecTse
OTKa30yCTOMYMBOMN KOHPUTrypaumm, nogaepkmsatowen ao 10000 ycTtpoicts (PUCyHOK 7,

PucyHok 8).

dusnyeckas apxutektypa Aspopa LieHTp (10K ycTponcTs)

BHYTpeHHUI nepumeTp

CerMeHT C cepaicamm P
Aepopeicin H CermenT CYB[] Postgres ]

H ” TCPIUDP

H 83018302 |

: Postgres ’41 CP 2432
TCP Cluster Postgres - Leader
5432 : Virtual Cepsep B 1

YnpasnAemas P
Paboyan Malmxa
=0 TTPS 443 i

=

Linux Postgres - Replica
5 TCP 999 \ SO e Cgpaep supz
Ynpasnaemoe HTTPS 44 443 -> 8009 Aspopallestp = e EEEREREAS
MoGUnLHOe S :999 -> :8025 Cepsepnpunoxenwd 1 :
YCTPOICTBO (CerMeHT Cepauncos 00Lero HasHaueHua '
AspopalAdnroid ' Intemet — +
58 - O-' TcP 8025 i
28 !
P :
=z |
—_ gz i -
| g3 X i g/ il
HTTPS 243 HTTPS 443 ia % 53/TCP (DNS) i Q
TcP 999 22 g UDP 123(NTP) | Microsoft Microsoft
[ Grd O" ~HTTP 8009y TCP 25,465 (SMTP) | Active Directory Active Directory
=g TCP 8025 Aspopa Lientp TCP 389,636 (MSAD) | Certificate Services
/I>- Cepgep Npunoxexiit 2

l TCP80 (MSADCS) | i
BHewHmi —_— H
= GanaHcupoBLYMK H H
L] ! 4 4 :
Pabouee mecTo L HTTPS 443 4 qi @ 3
paspaGoTunka L] ’ i ©) i
NPUNOXEHUIA : { Cepsep DNS MouTosslit cepeep Cepsep NTP '
MesxceTegoit
3KpaH H

g
§ﬂ
A =

Cepeep npunoxexuit 3 TNerexpa
PaBouee mecto
SAMHHKCTPETOPA Cepeucs! 00Wero HasHayeHna
Cepaicel Aspopa LieHtp

PUCyHOK 7/
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LU

Paspaborunk
PUNOXKEHMI Vnp nsemoe.
Browser Aapupa/Aanrold

Browser

HTTPS

HTTPS

[narpamma passepTbiBaHusa ABpopa LleHTp - 10K ycTpoiicTs

X

.

Ynpasnseman

BHewHuit

GanaHcuposumKk 1 | le—s) ‘

GanaHcuposLk 2

BHewWw M

{ Aspopa LieHTp
( HTTP 8009/TCP 8025 HTTP 8009/TCP 8025 HTTP 8009/TCP 8025 ]
,,,,,,,, 2
v - ?‘e;senpum HTTP 8500 Cepaep
BHyTpeHHuit m - HTTP 8500, %0 @l H C': 2 5 m BHYTPeHHUi NpUNOXeHUi 2
GanaHCcupoBILMK 1 ] Consul cluster TCP/UDP 8301,8302 ] = 6anaHCHpoBILK
| Consul*:} 7~ Consul |
Consul : ] i Consul
Template p S E ;  Template HTTP 10000-10500
HTTP '10000-10500 e 5 - S
T o i ® y Sentinel cluster TCP 26379 ' ] TCP 1050011000
| Sentinel .} #| 1| sentinet
X ~ : @ 3 PN [ = =
] ( - Redis replication TCP 6379 {
losapsiors | e i TCP 2697969791 ooy | Civakey 1O 209796979 |\ Sahin { push | |appstore——>| jecomrncs
mm i J H=> N S K i JL JL J focsiemm
- N N N P i L 3 RedPanda cluster TCP 33145 “——creos 1 [ ) ( G
< pkarepo || mt || cdn ||emm| | TcP o092 : i 4 ; : emm | cdn || mt || pkgrepo
| RedPanda | RedPanda | | | |
e A Cepeep
HITP 85 i
> (& T TF\’ m Fommee NPUNOKeHMi 3
H 6aNaHCHPOBLLMK
(RCasuil”  Consul
H Q) Template HTTP '10000-10500
TCP 1050011000
Semmel
Valkey TCP 26379,6379| auth push appstore} ‘ > [:j,'::;f:’;
1 Iocsiemm
} H TCP 9002 lel cdn || mt pkgrepo > =i
| e | L \
TCP 5432 TCP 5432
TP 5432 TCP 5432 Tlerenpa
Fp—
TCP 5432
TCP 5432 TCP 5432 LWiHa cooduieHwit
CepsepEﬂ1 - - _: o v cepaepﬁﬂz Kow
- cCo _—
Postgres - Leader TCPMDS Tcpsoos Postgres - Replica Banacuposwk
XpaHunuwe
CucTema oGHapyxeHns
kgw - Patmnl Patmnl e [popetiaptorepe ,,,, cepsucos
Cepsucsl
Consu\ Agent Ccnsul Agent
Pennukauua-Tcp 5432

PucyHoK 8

2.3.4. KnactepHaa KOHPUrypauma c¢ KOHTEHT-cepBepamu (nogaeprkka Ao 100000

YCTPOWCTB)

B oTanumm ot KoHPUrypaumm, nogaepxmeatowenn 4o 10000 ycTpoicTs, B AaHHOM

KOHOUIrypaumm Ana onTMMM3aLMM J0CTaBKM KOHTEHTA U CHUXKEHWUS HArpy3KM Ha cepsep

I'IpVI!'IO)-I-(EHMVI MCMNOJIb3YIOTCA KOHTEHT-CEPBEPHDLI.
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[aHHyt0 KOHOUIypaLMO PEeKoMeHAyeTcs WMCNo/b30BaTb, KoOraa

TpebyeTca

nogaep:kka Ao 100000 ycTponcTB u/uam B cayd4ae OONbLIOW TEpPPUTOPUATbHOM

yOaNeHHOCTM YCTPOMCTB OT cepBepa npuaokeHuit (PucyHok 9, PucyHok 10).

dusnyeckas apxutektypa Aspopa LIeHTp ¢ KOHTEHT cepepamu (4o 100K ycTponcTB)

CermeHT C cepsucamu

TCP cluster Postgres - Leader
5432

BHYTpeHHUI NepuMeTp

| MpUnOKeHMi Aspopa Llentp | f
{ ] TCPUDP ___|
[G | B 8301,8302 |
m ] Postgres

*pm aawwWwctpatopa | S S S—
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TTPS 443 s ing: Aspopa LieHTp
TCP 999 - e i Cepsep npunoxeni 1 ! i
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MoOHNHOe 4 e E E :
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> \ 28 8 ]
) = TCP 8025 7 )
) ESS ; ]
_ =z ! ]
o= ! ]
3 § ]
¢8 3 3
Lo H ] :
HTTPS 443 RS ; !
/ £ ~HTTP 8009 - @nyiopa Uenp ] 330,;%‘;3(3‘%)) :
=5 e ? Cepep NpAnOKeRMA2 | 7CPp 25465 (SMTP) |
= i ! TCP 389,636 (MSAD) | Microsoft
BHewHmi ! TCP 80 (MS ADCS) : Active Directory
BanaHCHpoBLLMK 4 1
—»
PaGouee MecTo HTTPS 443
paspaboTumka F/
[r——" HTTES//<AC_DOMAIN>-844: '
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| Cepeep npunoxesmiid | :
Mexceresoli Pasouee weco

Postgres - Replica
Cepeep B12

CermeHT CepBuCcoB 0DWEro HasHayeHna

Ei-

Mmosoﬂ
Active Directory
Certificate Services

TNerexpa

HTTI 3 _DOMAIN>
-»O.. :

Virtual .

8 E ]

Asvopa LleHrD Aapona Lleurp  Aspopa LleHTp  ABpopa Liextp 4§

Cepeicul 06LEro HasHayeHns

BHeuJHMM

peep 4, Cepauncs Aspopa Lientp

[EUETLE T A

PucyHoK 9
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f [
B i e B i |
& ot [ | B cmononiiy
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e o 1 WTTP S0, fipAnoxermi 1| G — ® O npUnOeNHit 2 Q - r}
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r Cepeep
G :mvssTm o . . npARCKENHI 3
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Sentine! .
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| ]
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Baza gaseis
Topsan Postgres cluster Virtual IP L
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w0182 7
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¥ ‘cm
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TCP

PucyHok 10

2.3.5. KnactepHasa KOHGUrypaLma ¢ KOHTEHT-CEPBEPOM M Pa3aebHbIMKU CEPBEPAMM

B (noaaeprkka Ao 500000 ycTponcTs)

B AaHHOW KOHOUIYpaUMM AN MUHUMM3ALMM B3AMMHOIO BAMAHMA APYr Ha Apyra
oCyLLecTBAAeTCA pasgeneHne Hambonee HarpyxeHHbix B MB (auth) u MY (emm) no
oTaeNbHbIM cepBepam. MHPpacTpyKTypHble KomnoHeHTbl MO ycTaHaBAMBAOTCA Ha
OTAeNbHbIX cepBepax, cepsuchl MMNO cobupatoTca B Knactep M3 wecTu Hof. KOHTeHT-
cepBepbl MOXXHO Pa3MeCTUTb Ha OTAEbHbIX NA0LWAAKaX (HANpPUMep, B pa3HbIX perMoHax).

[aHHYy0O KOHOUrypaumto pekomeHAyeTca WCNoNb30BaTb ANA  NOAAEPMKKM

MaKCMMaNbHOro KoanyecTtsa ycTponcts (a0 500000 yctporicTs) (PucyHok 11, PucyHok 12).
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TTPS 443

TCP 999
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yCTpoiicTBO Vé

Aspopa/Adnroid L
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\
b

HTTPS 443
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Internet

HTTPS 443
TCP 999
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~
HTTPS 443
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PucyHok 11
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Ounarpamma pasBepTbiBaHus ABpopa LleHTp - S00K ycTtpoiicTs
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PucyHok 12

2.3.6. KaTtacTtpodoyctonumsan KnactepHaa KoHMrypauma ¢ yCTaHOBKOW CepBepoB

NpUNoXKeHu 1 cepsepos b/l B ABYX LeHTpax 06paboTKM AaHHbIX

B AaHHOM KOHOUTYpaUMmM C LEeNbto 3alMTbl OT NPUPOAHbIX, TEXHOTEHHbIX KaTacTpod
AW TepakToB U obecneyeHmna HeNnpPepbIBHOCTN BM3HEC-NPOLLECCOB YCTaHOBKA CepBepoB
NPUAOXKeHNM K cepBepoB b/l ocyuwecTBnsetTca B ABYX UeHTpPax 06paboTKM AaHHbIX

(LLOJlax) — ocHOBHOM 1 pe3epBHbIN (PrucyHoK 13).
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PucyHok 13

B kaxgmom UO[de vycrtaHaBamMBaeTcA nNoaHbIM Habop cepsucos [MNO B8
OTKa30yCTOM4YMBON KOHPUrypaumm (n. 2.3.3 - 2.3.5).

OcHosHOM LUO/ dyHKUMOHMPYET B aKTMBHOM pesknme (Active), T.e. obpabaTbiBaeT
BeCcb noctynatowmin Tpaduk. Cepsepbl bl ocHoBHoro LO[a cobupatorca B Primary
KnacTtep. OanH 13 cepsepos b/ BbicTynaeT B poaun Leader, BTopoin cepsep B ponu Replica,
penanumpya aaHHble ¢ Leader cepsepa 13 Tekyuero LOAda.

PesepBHbit IO dyHKUMOHUPYET B pexxkmme oxunaanHmna (StandBy) — Bce cepBuChl
aKTUBHbI, HO TpaduKk B AaHHbIM LOJ He nopaetca. Cepsepbl B[] pesepsHoro LO/a
cobupatoTca B StandBy knactep. OanH 13 cepsepos b/l BbicTynaeT B posin StandBy Leader,
penanumpya AaHHble ¢ cepBepa M3 ocHoBHoro LIO/[a. Btopon cepsep B/l BbicTynaeT B

ponu Replica, penanunpys AaHHble ¢ cepsepa 13 Tekyero LOda.
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CepBepbl NpPUAOKEHU K3 pasHbix ULO[JosB He cBA3aHbl Mexay cobol.
CuHXpOHM3auna coctoaHna mexay LOJdamm peanmsyetcs 3a CYET CXEMbl KacKagHOM
penavkaummn aaHHbix 61 n3 ocHosHoro LIO/la B pe3epBHbIi.

[MepekntoyeHme TpaduKa MeXay LOdamm (failover/switchover)
ocylecTsaaeTca B pyyHom pexkume (n. 3.10.21). NMoTepa AaHHbIX Npy nepekntoveHnm b/l

byaeT paBHa 3adepkKe (nary) penamkaumu.

48



— "] OTKPbITAS

PYKOBOACTBO aAMMHUCTPATOPA hndj?g'llﬂggll;lag

3. YCTAHOBKA MO

BHUMAHMUE! AamuHuctpatopy/pa3paboTunky nNpu KOMMPOBAHMKU KOMaHZA M3
HaCToALLero AOKYMeHTa B ¢opmaTte .pdf HeobxoaMMO MNPOABAATb BHMMATE/IbHOCTb U
AOMONHUTENBHO MNPOBEPATb PEe3yNAbTaTbl BbINOJHEHWA COOTBETCTBYIOWLMX KOMaHZA Ha

aKpaHe.

3.1. O6bwan nHopmauma

YctaHoBka MMO 1 KoMNoHeHTOB cpeabl PyHKUMOHMpPOoBaHKMA MNIMO ocylecTBNseTCA
C nomoulbto cueHapueB ycTaHoBKKM (10O, BbINONHAEMbIX Ha ynpasaawowen IBM u
HaMMWCaHHbLIX C WCMNOJIb30BAaHMEM [NEKNAPATUBHOIO A3blKa PasMeTKM 1A OnucaHuA
KoHourypaumin Ansible. CueHapumn yctaHosKkuM MNIMO n03B0OAAT BbINONHUTb YCTAHOBKY KakK
JIOKaNbHO (BCe KOMMOHEeHTbl Ha 1 9BM), Tak 1 ¢ yaaneHHon IBM (ynpasaatowein 3BM)

(PucyHok 14).

Ynpasnawwasa NMNasm

‘, |

Cceggzp npgne g;:gw i i KOHTEHT cepsep -

| | = =
e B

= ( M ]
\n_y_,,/ ( — |
ﬁr’/ ( nyT ]
@ [ nooc |

5 I [
PucyHok 14
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NMPUMEYAHUE. VYnpasnsowaa IBM HeobxogmMma TOAbKO [ANA  YCTAaHOBKMW,
HacTPoMKKM 1 ynpasnenuna MMO n He TpebyeTtca ana dpyHKUMoHMpoBaHusa MMO.

BHUMAHWE! [ina yctaHoBKkK MMO HeobxoanMMo Hanmyme cTabuabHOro MHTEPHET-
coeAMHEeHNA Ha cepBepax NPUNOXKeHWn, cepsepax bll, KOHTeHT-cepBepax, a TaKKe Ha
ynpasadatouwen 3BM.

[na yctaHosKku MMNO HeobX0AMMO BbIMOAHUTL CAeaytowme AeUCTBUA:

1) Yb6eautbca, uto cobnoaersbl TpeboBaHuna, NnpueeaeHHble B noapasaene 1.4;

2) YcTtaHoBUTb M HacTpouTb OC Ha cepBepbl NPUAOKEHUN, cepsepbl B 1 npu
HeobX0AMMOCTM Ha KOHTEHT-cepBepbl (noapasaen 3.2);

3) PasBepHyTb M HacTpouTb ynpasastoulyto 3BM (noapasaen 3.3);

4) HactpouTb WMHOPACTPYKTYPHbIe KOMMOHEeHTbl MO M KOMMNOHEHTbI cpeabl
dyHKUMoHMpoBaHua MMNO (n. 3.5.1);

5) Hactpoutb MMNO (n. 3.5.2);

6) YCcTaHOBUTb MHPPACTPYKTYPHble KOMMNOHeHTbl MMO M KOMMNOHEHTbl cpeabl
dyHKUMoHMpoBaHua MMNO (n. 3.6.1);

7) YctaHosuTb MMO (n. 3.6.2);

8) HactpouTtb noacuctemsl MMO (nogpasaen 3.8);

9) Mpn HEeobXoAMMOCTM BbINOJAHUTL AOMNOAHUTENIbHbIE HacTpolkmu [M0O,
MHOPACTPYKTYPHbIX  KOMnoHeHToB MMO  un  cpeabl  dyHKUMOHMpoBaHusa (MO
(noapasaen 3.10);

10) MpoBepUTb  KOPPEKTHOCTb  YCTAHOBKM U PYHKUMOHMpoBaHMa MO

(nopgpasnen 3.11).
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3.2. lMopaaoK ycTaHOBKM M HacTporkmn OC Ha cepeepax NpUNoxeHumn, cepsepax bl n

KOHTEHT-cepBepax

3.2.1. YCTaHOBUTb Ha CepBEPbI NPUIOKEHNN, cepBepbl B, 1 Nnpy He0bXxo0AMMOCTH Ha

KOHTeHT-cepBepbl oaHy M3 cneaytowmx OC, npmuseneHHbix B n. 1.4.2.

BHUMAHMWE! Mepen yctaHoBko OC Heob6xoaMMO 03HAaKOMUTbCA C TpeboBaHMAMM,
npuBeaeHHbIMM B AOKyMeHTaumm Ha C3MN HC/.

OC ponxHa bbITb yCTaHOBNEHA B MMHMMaNbHOM KOHOUIypaunn 6es rpaduyeckoro
nHTepderca. Hanpumep, npun yctaHoske OC AnbT HeobxoanMOo BbIOpaTbh KOHUIYypaLLMto

«Minimal Install» (PucyHok 15) npu yctaHoske OC.

il Minimal Install -

PrcyHoK 15

3.2.2. ObecneynTb BbINONHEHME CNeaytoLLnx TpeboBaHMi

3.2.2.1. TpeboBaHuAa K NnpeaycTtaHoBAeHHbIM B OC nakeTam

Ha cepBepax npunoxkeHui, cepsepax bl n KOHTeHT-cepBepax AOKHbI ObiTb
YCTaHOB/EHbI CAeaytolie NakeTbl:

— sudo;

— python Bepcuu 3.6 nnun Bolwe.

3.2.2.2. TpeboBaHuAa K HacTpolke ceTn OC

Heobxoanumo, 4Tobbl HacTponkm cetn OC COOTBETCTBOBAAM CAeAyHOLLMM
TpeboBaHMAM:

1) [na  OCHOBHOro ceTeBOro  MHTepdenca  AO/IKEH  NPUCYTCTBOBATb
KOHPUTYpPaLMOHHbIM dann(bl):

— OC CentOS n OC PEA OC: /etc/sysconfig/network-scripts/ifcfg-<mmsa

nHTepdeMca>
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— OC Anbr:

/etc/net/ifaces/<umsa uHTepbdeiica>/ipvdaddress
/etc/net/ifaces/<uma muHTepbdeiica>/ipviroute
/etc/net/ifaces/<uma mHTepbeiica>/options

— OC Astra Linux, Debian: /etc/network/interfaces

— OC Ubuntu: /etc/netplan/*.yml

2) CeTeBoWt UHTepdeiC AOMKEH aBTOMATUYECKM 3anycKaTbea npu 3arpyske OC.

[na 3T0ro HeobXoAMMO:

— B KOHOUrypaumoHHOM danne /etc/sysconfig/network-scripts/ifcfg-
<umsa  wmHTepoderica> (s OC CentOS mam OC PEA OC) uan /etc/net/ifaces/<ums

mHTepdeitca>/options (418 OC AnbT) 3a4aTh caeaytoliee 3HaYeHMe napameTpa ONBOOT:

ONBOOT=yes

— B KOHOUIYpaUMOHHbIM dainn /etc/network/interfaces (ana OC Astra Linux

nnn Debian) BHeCTM caeayoLLyto 3anuch:

auto <mMmsda mHTepberca>

— B OC Ubuntu aBTo3anyck ceTeBoro nHTepdeinca HaCcTpPoeH No YMOYaHMIO.
3) lMpuoputeTbl B KOHGUIypaUMOHHOM daline /etc/nsswitch.conf A0MXKHbI

BbIFNA4EeTb caeayowmm o6pasom (Mpu MCNoIb30BaHUM dnsmasq):

hosts: files dns

rae ... — OCTaNbHble ONUMK, ECIU OHU NCNONb3YIOTCS;

4) Ha ceTeBblXx MHTepdeENCaAxX CEPBEPOB NMPUNOKEHMN, cepBepoB b/l 1 KOHTEHT-
CepBepoB  AO/KHbI  OblTb  HACTPOEHbI CTaTMYeCKMe ip-agpeca (MCNoONb30BaHME
AMHAMUYeCKMX aapecos, BbigaBaembix no DHCP, He gonyckaeTca).

5) B cnyyae, koraga cepsepa npuaoxkeHuni MMO HaxoaAaTCcs 3a NPOKCU-CEPBEPOM,

HEobX0AMMO OTKAOUYMUTL NPOKCUPOBaAHME 3anpocoB K cepsucam [MMM0O.
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[na 3Toro B NepemMeHHOM no proxy  KOHUrypaumoHHoro  damna
/etc/environment HEOBXOAMMO yKa3aTb CMMCOK AOMEHHbIX MMeH uau |P-aapecos

cepBepos I'Ipl/IﬂO)KeHVIVI, A7 KOTOPbIX HE CieayeT UCMNO0/1b30BaTb MPOKCMPOBaAHNE!

NO PROXY=localhost,127.0.0.0/8, .local,<moMeH cepBepa NPUIIOXESHUI>

Hanpumep:

NO PROXY=localhost,127.0.0.0/8,.local,omp.acenter.example

3.2.3. MNepenTn B y4ETHYIO 3aMnCb Cynepnoib3oBaTe s C MOMOLLbIO KOMaHAb!:

— OC CentOS, OC AnbT 1 PELI OC:

su -
— OC Astra Linux, OC Debian n OC Ubuntu:
sudo -1
3.2.4. HactpouTb penosutopumn (B caydae ucnosbzoBaHma OC Astra Linux SE
Bepcumn 1.7).

[na 3T0ro B KOHOUrypaunMoHHOm paine /etc/apt/sources.list HEOBXOANMO
nckNtoumnTb CD-ROM 13 cnncKa AOCTYMHbIX PENO3MTOPMEB, @ TaKKe HaACTPOUTb AO0CTYynN K

OCHOBHOMY (main) 1 6a3oBomy (base) penosntopmam OC:

# deb cdrom: [0S Astra Linux 1.7.0 1.7 x86-64 contrib main non-free
deb http://dl.astralinux.ru/astra/stable/1.7 x86-64/repository-main/
1.7 x86-64 main contrib non-free

deb http://dl.astralinux.ru/astra/stable/1.7 x86-64/repository-base/
1.7 x86-64 main contrib non-free

3.2.5. HazHaunTb nonb3osatesiam OC npaBa Ha BbIMO/JIHEHME KOMAHA OT MMeHM

cynepnosib3oBaTtesia 6e3 BBOJa Naposda C NOMOLLbKD KOMaHAbI:

echo '<umsa nosbsoBaTesigs> ALL= (ALL:ALL) NOPASSWD: ALL' | EDITOR='tee -
a' visudo -f /etc/sudoers.d/<mMmsa noJab30BaTENS>

Hanpumep:

echo 'omp ALL=(ALL:ALL) NOPASSWD: ALL' | EDITOR='tee -a' visudo -f
/etc/sudoers.d/omp
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BHUMAHMWE! [lpaBa Ha BbINONHEHWE KOMaHA OT WMMEHM Cynepnosb30BaTeNA
NOMKHbI ObITb Ha3HayYeHbl BCEM MOJb30oBaTeNaAM (Ha ynpasnatwowen IBM, cepsepax
NPUNOXKEHNIM, cepBepax b/l 1 KOHTEHT-CepBepax), KOTOPbIMM OCYLLECTBAAETCA YCTAaHOBKA
KOMMOHEHTOB cpeabl PyHKUMOHMpPOoBaHMA, CYB n MNMO. B npoTMBHOM Cay4ae B npoLuecce
YCTaHOBKM BO3HUKHYT OLUNOKM.

3.2.6. 3a4aTb MMA XOCTa C NOMOLLbH KOMaH/b!:

hostnamectl set-hostname "uma xocrTa.mma nomeHa"

BHUMAHWE! Mpw 3agaHnm nmeHn xocta 0b6s83aTtenbHO A0MKHO ObITb 334aHO MMA

NlOMEHa, KOTOpoe oTAenseTca To4Kon. Hanpumep:

hostnamectl set-hostname ocs-app.local

3.2.7. B HacTpomKax DNS-cepBepa nnun ¢pannax /etc/hosts yKkazaTb MMeEHa XOCTOB

(hostname) 1 NOMHbIE MMEHA AOMEHOB (FQDN) BCEX CEPBEPOB KAacTepa:

"ip-ampec" "mMma xocTa.uMmMAa pgomMeHa"

Hanpumep (B paine /etc/hosts):

192.168.0.108 ocs—-app.local

3.2.8. 3agaTb agpeca DNS-cepBeposB:

Anpeca DNS-cepBepoB 3agatoTcA B ¢alne /etc/resolv.conf B CAedytoLlEM

dopmare:

nameserver "ip-aznpec"

Hanpumep:

nameserver 192.168.0.1

NMPUMEYAHMUE. B cnyyae otcyTcTBMA Paina /etc/resolv.conf He0bXoaMMO ero
CcO34aTb.
3.2.9. HacTponTb MapuwpyT nNo ymonyaHuto (default gateway) 4epe3 lan

MHTepPdENC B COOTBETCTBUMN C AOKYMeHTaumen Ha OC.
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3.2.10. 3a4aTb TeKyLMe AaTy U BPEMA C MOMOLLbO KOMaHAb!:

date -s 'YYYY-MM-DD HH:MI:SS'

Hanpumep:

date -s '2021-03-31 12:34:56"

3.2.11. MNMepesarpy3unTb ynpasaatowyto IBM n cepsepbl C NOMOLWbIO KOMaHAbI:

reboot

3.3. MNopAaaoK pa3sepTbiBaHUA U HACTPOMKM ynpasastowen DBM

BHUMAHWE! TMepen pa3BepTbiBAHMEM M HACTPOWKOM ynpasaswowen 3IBM
HeobXoAMMO NPOMN3BECTUN YCTAHOBKY, HAcTPOMKy OC Ha cepBepax NPUNOXKEHWUI, cepBepax
B4 v npn HEOBXOAMMOCTMN Ha KOHTEHT-CepPBEpPax B COOTBETCTBMM C Noapasaenom 3.2.

[Jna pa3BepTbiBaHMA U HACTPOMKK ynpasaatolen IBM HeobxoamMmo BbINONHUTL
cneaytolime AencTemna:

3.3.1. YctaHOBMTb Ha ynpasaatowyto 3BM oaHy mn3 cneaytouwmx OC: OC CentOS
Bepcum 7.9.2009, OC AnbT 8 CI1, OC PEA OC, OC Ubuntu 20.04, OC Ubuntu 22.04, OC Astra
Linux SE Bepcun 1.7, OC Debian 11.9 nam OC Debian 12.5.

NMPUMEYAHUE. B KauecTtBe ynpaBaatowen IBM MOXKeT MCNAb30BATbCA Kak
oTaenbHaa 3BM, Tak 1 cepsep npuaoxeHun MMO.

3.3.2. HacTpouTb ceTeBOe B3aMMOAENCTBMe ynpasaswowen IBM c cepBepamu
NPUAOXKEHWI, cepBepammn bl n KOHTEHT-CcepBEpPaMM.

HacTpoWKka ceTn Ha ynpasaatouwen 3BM ocyliectBaseTca B COOTBETCTBMN ¢ /] Ha
OC.

3.3.3. HactpouTb peno3utopum (B caydae wucnonb3osaHms OC Astra Linux SE

Bepcun 1.7)

[na 3T0ro B KOHGUrypaunmoHHoOm paine /etc/apt/sources.list HeEOHBXO0ANMO

nckntounTb CD-ROM 13 cnmncka AOCTYMHbIX PENO3NUTOPMEB, @ TaKXKe HACTPOUTb AOCTYN K

OCHOBHOMY (main) 1 6a3oBomy (base) penosntopmam OC:
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# deb cdrom: [0S Astra Linux 1.7.0 1.7 x86-64 contrib main non-free
deb http://dl.astralinux.ru/astra/stable/1.7 x86-64/repository-main/
1.7 x86-64 main contrib non-free

deb http://dl.astralinux.ru/astra/stable/1.7 x86-64/repository-base/
1.7 x86-64 main contrib non-free

3.3.4. Co3patb Ha ynpasnatowen IBM oTaenbHbIM KaTanor, CKONMPOBATb B HEro

copepxmmoe DVD c MMNO n nepenTn B CO34aHHbIM KaTaNor C MOMOLLbIO KOMaHAbl:

cd <nyTh K KaTajJory>

3.3.5. MNepenTn B KaTanor /server C MOMOLLbIO KOMaHAb!:

cd <OyThk K KaTaJoTy server>

3.3.6. 3anyctuTb installer-ac.sh (MM installer-ac-mt.sh WAM installer-

ac-mt-spr.sh'®) c nOMOLLbIO KOMaHIbI:

bash installer-ac.sh

U

bash installer-ac-mt.sh

W

bash installer-ac-mt-spr.sh

3.3.7. O3HaKOMUTbCA C «JTNLEH3MOHHbIM COr/lalleHneM» U NPUHATb ero.

Ons TOro, 4tobbl MNPUHATL «JIMUEH3MOHHOe cornawenue» (PucyHok 16),
HeobXoAMMO Noc/ie Bonpoca «Bbl NpUHMMaeTe yCa0BMA AnLeH3nm (y/n)?» BBECTU «y», B
pe3ynbTaTte 4yero B Katanore ¢ ¢anom installer-ac.sh OyaeT co3gaH KaTanor

install-<Bepcua MNOIO>. Hanpumep, /install-release-v5.1.0.

19 HassaHue dalina 3aBMCUT OT BapuaHTa noctasku MMMO.
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[omp@ocs—app ~]% ./installer_ac.sh
NWUEH3WOHHOE COrNAWEHWE C KOHEYHLIM MOMb30BATENEM

BAKHO! NMEPEQ WCMONb30BAHWEM NMPOrPAMMHOCO OBECMEYEHWA, K KOTOPOMY MPWUNACAETCA [OAHHOE JIMUEH3WOHHOE COTrNAWE
HWE C KOHEYHbIM MONb30BATENEM (OANEE MO TEKCTY — «NWUEH3WOHHOE COTNAWEHWE=), MOMANYWCTA, BHWMATENbBHO MPOY
WTAWTE HWXECNELYHWWE YCNOBWA. ECNW Bbl HE COMMAWAETECE C YCNOBWAMW HACTOAWErO NAUEH3WOHHOrO COMNANEHWA, T
0 Bbl HE WMEETE NMPABA WCNONB30BATH MPOMPAMMHOE OBECMEYEHWE B KAKWX-NWED LENAX.

1. ONPEOENEHWA

«Mpagoobnapgatens» — oBWECTED C OTpPaHWY4eHHOR OTBETCTBEHHOCThH «0TKpeTaa MoBUnbHaAa nnatoopMa» (000 «OTKpHT
aA MobunbHaa nnatoopMa=»), 420500, Pecnybnuka TaTapcTadH, BepxHeycnoHckuid paifiod, r. WHHononuwc, yn. YHuBepc
WTetTckana, 0. 7, oouc 59, OMPH 11616%0087020.

«M0» — npuknagHoe nporpaMMioe obecnevyeHue «Aepopa UeHTp» (NNO0 «Appopa UeHTp»), COCTOAWLEE W3 CRedywlux Mno
OCMCTEM: MPUKAaOHOTro nporpaMdioro obecnedeHua «Aspopa UeHtp: MnaTtoopMa ynpaenedHua= (MNN0 «Aespopa UenTtp: N

natTgopMa YNpaeneHwa»), NpUKNagHoro nporpaMdHoro ofecnedeHua «Aspopa UeHTp: Mapket» (MNN0 «Aepopa UeHTp: M
apkeT=») U CepBWca YEeROMNeHWA Aepopa, nogpoBHOe OMUCaHWE QYHKUWOHANMbHEIX BO3MOMHOCTENR KOTOPOro COREpPMaTCA
B [JokyMeHTauuu. [aHHoe JIMUEH3IWOHHOE COMNaWeHWe NPUMeHAETCA kak K MN0 «Aepopa UeHTp», BKNWYawweMmy B ceba
BCE MEepeYUC/IEHHbIe BHIWE MOACUCTEMBI, TaK MU K Ka®Aoid noAcucTeMe B OTAEMBHOCTH BHE 33BMCHMOCTU OT KOMMNEKTH
OCTH.

«[loKyMeHTayuAa» — oTHocAwuecA K [0 conpoBopguTenbHule MaTepwans, B TOM 4Yucne PYKOBOACTEBO Mo YCTaHOBKE U Hac
Tpoiike, PykoeopgcTeo lMonb3oeaTena, PykoBogcTEo AAMUHMCTpaTopa, KOTOpbie npuHapgnexaTt Mpasoobnapateno.
«YCTpPOWCTBO» — 3TO annapaTHasa cucTeMa (OQU3M4EecKasa WM BUPTyanbHad) CO ECTPOEHHBIM 3aMOMUHAWMM YCTPOMCTEO
M, Ha KOTOphIX MoMeT BuiTk 2anyweHo MNO.

«[lpaéa Ha WHTennekTyanbHYyW COOCTEEHHOCTb®» — BCE MPaBa Ha WHTENNeKTyanbHYW W NpoMbLAeHHY®W cobCTBEHHOCTh,
BK/MW4aA nMpaBa Ha u3o0peTeHUA, OTKPHTUA M NaTeHTH Ha M3obpeTeHWA, BKMW4AA 38ABKKM Ha BLIAa4y MaTeHTOB U nep
eM30aHHbie NaTeHTol, NOBTOPHbLIE 23ABKW WNM 33ABKU B ﬂpcnonmEHme W 4acTW4Hble NPOOONMEeHWA; aBTOPCKWE MNpaea; o
Bpasupl W NpoMbiwiedHsle obpasybl; TOBapHBIE 3HakW, 3Haku obcnysuMBaHWA, OOOpMAEHWME ToBapa M NPaBa Ha aHanoru4
Hele 0OLEeKTh; CEeKpeTe NMPOW3BOQCTEE (HOY-Xay), KOMMEpYeCKyW TalHy W KOHOMASHUWaNEBHYH WHOOPMaUWW; MpPaga Ha
TOMOAOTUU WHTErpanibHEX MUKPOCXEM W MpPaBa Ha goTowabnoHe; M APYTUe WCKMWHUTENbHbE NMPaBa.

«[IMUeHZNOHHOE COornaweHue» — npepocTaenaemMoe Bam MpaecobnapaTeneM OrpaHW4EHHOE MP3EO0 Ha WCMONBZ0BAHUE OVH
KUMOHaneHocTH MO0 Ha YCNOBMAX NPOCTOA (HEeWCKNWYWTENsHOA ) NUUEH2MM B COOTEETCTEMM C YCMACBMAMM HacToAwero Jl
MUEH2UOHHOr O COrNaWeH!A.

«KoHe4Hbd nonb3ocBaTens» — nwboe wWpUOWHecCKoe NUUO (OPraHu2auuAa), koTopoe npuobpeno MO AnA cobcTEEHHOro MC
NoAL20BEEHWA M He ONA NPpOfamu.

«llonb30BaTenb» — QUIWYECKOE NUUO, HenoCcpefcTEEHHO OcCYWecTBAAKWWESs 3KcnAyaTayuww M0 B yenax W nopagke, onpe
fenAeMoM KOHEe4YHbIM NOMNb30BaTENEeM.

HacTtoAwee JIMUSH3IWOHHOE COMNAEWEHWE ABNAETCA WPUAMHECKMM COrnNaweHueM Mexpy Bamu (panee no TekcTy — KOHEYHSI
A nonbzoeatens) W MNpasoobnapaTtensM.

PucyHok 16
TaKk)Xe BO3MOXHO aBTOMATMYeCKoe MNPUHATUE JMLEH3NOHHOrO COorfaleHuns
(6e3 BNOKMPOBKM Npolecca YyCTaHOBKM). B naHHOM cnydYae HeobX0AMMO 03HAKOMMUTLCA C
NMUEH3MOHHbIM cornaweHnem (bann «J/InueH3nMoHHoe cornaweHue.pdf» BxoauT B
Komnnekt 3[) M npuHATL ero. [na aBTOMATMYECKOro MPUHATMSA IULEH3MOHHOIO

cornaweHmns HeobxoaMmMo NCNoNb30BaTb dlar ——accept-license:

bash installer-ac.sh --accept-license

W

bash installer-ac-mt.sh --accept-license

W

bash installer-ac-mt-spr.sh --accept-license

BHUMAHUE! B cnyyae Hecornacms C  JMULEH3MOHHbIM  COrNallEHMEM

ncnonb3losaHue MMMMO 3anpeulaeTca.
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3.3.8. epenTn B KaTanor co CLEeHapUAMM YCTAHOBKM C MOMOLLbIO KOMaH/Ab!:

cd install-<Bepcwus IIIO>/install-ac/

Vi

cd install-<Bepcwus IIIO>/install-ac-mt/

Vi

cd install-<Bepcus IIO>/install-ac-mt-spr/

Hanpumep:

cd install-release-v5.2.0/install-ac/

NMPUMEYAHWUE. JanbHenwimne AencTBMA NO YCTaHOBKE M HACTPOMKE KOMMOHEHTOB
cpeabl GyHKUMOHMpOoBaHMA TMO, a Takxke MO, HeobxoAMMO BbINOAHATL M3 AAHHOrO
KaTanora.

3.3.9. YcTaHOBUTb Ha ynpasaatwowen IBM nakeTbl, Heobxoaumblie AN8 3aMnycKa

cueHapmes YCTaHOBKK, C MOMOLBIO KOMaH/dbl:

sudo bash control-node-prerequisites.sh

NMPUMEYAHUE. Echn TpebyeTca MCnonb3oBaTb COOCTBEHHLIM peno3nTopuin PyPl-
nakeToB (PyPI registry), TO NpeABapuUTENbHO HEOOXOAMMO CO34aTb KOHPUTYPALMOHHbIN

dann /etc/pip.conf coaepallmMin cneayroume HaCTPONKN:

[globall]

index-url = <azmpec penoz3uropus PyPI>

trusted-host = <goMeH XOCTa C PENO3UTOPpUEeM>
Hanpumep:

[globall]

index-url = https://example.com/repository/pypi-pypi.org/simple
trusted-host = example.com

3.3.10. Hactpoutb SSH poctyn ynpasnatouwen IBM K cepBepam MNPUAOKEHUN,
cepBepam b/l 1 KOHTEHT-cepBepam (aaxe B caydae, Koraa ynpasastowaa 3BM n cepsepsl
yCTaHOBNEHbl Ha 1 3BM):

— chopmmMpoBaTh KAOYEBYHO Napy Ha yNpaBastoLLEM cepBepe:

ssh-keygen -t rsa -b 4096
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— CKOMMPOBATb OTKPbLITbIM KAOY Ha CepBepbl MPUAOXKEHUM, cepBepbl B U

KOHTEHT-CEpPBEPbLI.

ssh-copy-id <mmMsa nojbpz30BaTena>@d<cepBep NPUIIOXEHMI>
ssh-copy-id <umMsa nomnb3oBaTess>@<cepmep BI>
ssh-copy-id <ummMsa nojbpz30BaTeNa>@<KOHTEHT cepBep>

— NPOBEPUTb AOCTYN C YNPaBAAOWEN MaliMHbl Ha CEepBEpPbl MPUIOKEHWUN,
cepsepbl B 1 KoOHTeHT-cepBepbl No SSH KAto4y (NpU BbINOAHEHWUM KOMAHA HUMKE BBOZ,

Naposa He A0/KeH TpeboBaTbCA):

ssh <ummsa nonp30BaTensa>@<cepBep NPUIOXEHMUS>
ssh <ummsa nonbp30BaTena>@<cepsep BI>
ssh <mmsa nonp3oBaTeNA>@<KOHTEHT CepBep>

NMPUMEYAHUE. Ynpasnstowme KomaHabl, OpMUPYyEMbIE CLIEHAPUAMMN YCTAHOBKM

Mro, nepefatoTcA C UICNO/Ib30BaHMEM MPOTOKOMA SSH.

3.4. O3HakomuTenbHas ycraHosKa [1MN0

O3HaKoMMTeIbHaA YCTaHOBKA MCMNob3yeTcs Ans ObicTpor ycTaHoBKM M0 H6e3 ero
HAaCTPOMKM. [aHHbI BapWaHT YCTAaHOBKW pPEKOMEHAYyeTCs MCNOAb30BaTb TO/bKO B
03HAaKOMUTENbHbIX Uenax € 6a30BbIMM BO3MOXHOCTAMKM [1MO, B OCTanbHbIX CAyYanx
cneayet NPOMNyCTUTb AAHHbIN NMYHKT.

NMPUMEYAHUE. B npouecce 03HaKOMUTENbHOM YCTAaHOBKKN ByayT cHOPMMPOBAHbI
MHBEHTAPHbIN dann OKPYKeHUA (bann: inventories/<uasBanue
okpyxeHusa>/hosts.yml), a TakXe KOHOMrypauMoHHble ¢alnbl OKpPyXKeHuAa (KaTanor:
config/environments/<Has3BaHue oxpyxenmusa>/). [oapobHaa wuHPopmaumna o
KOHPUTYPALMOHHbIX dpainax okpyxeHui npmeeseHa B n. 13.2.8. Mpn HeobxoamMmocTu
M3MEHEHMA B AaHHble Galiibl MOXXHO BHECTU BPYYHYIHO.

Ona o3HakomuTenbHOW ycTaHoBKM MO HeobxoAMMO BbINOAHUTL Caeaytoline

NencTema:
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3.4.1. 3anyCcTUTb CLUEHAPUIN YCTAHOBKM C MOMOLLbIO KOMaHAb!:
ANSIBLE USER="<mma nosezoBaTens>" ./deploy.sh -e <HazBaHMEe OKPyXeHMSI>

MPUMEYAHWE. Ha3BaHMe OKPYKeHMSA MOXKET MMeTb Ntob0oe 3HaYeHMe.

Hanpumep:

ANSIBLE USER="omp" ./deploy.sh -e test env

34.2.B npouecc BbINOJIHEHNA CKPUMTA H€O6XO,£I,I/IMO B MHTEPAKTMBHOM peEXMME

3a4aTb cheayroumne napamMeTpbl:

— UMA xocTa cepsBepa npunoxenuin MMNO (Set Aurora Center APP host), Hanpumep:

Set Aurora Center APP host: ocs-app.local

— MMA XocTa cepBepa 6a3bl AaHHbIX, Hanpumep:

Set Aurora Center DB host: ocs-app.local

— URL-agpec BHewHero 6anaHCMPOBLLMKA (MPW ero Haamdnm), Hanpumep:

Use external balancer [n]: y
Set Aurora Center external URL(example - http(s)://mydomain.com) :
http://mydomain.com

— Bepcuto CYB/ PostgreSQL, Hanpumep:

PostgreSQL version [15]: 15

3.4.3. [loaTBepamTb KOPPEKTHOCTb 3aA4aHHbIX MAapaMeTPOB, HanpumMep:

Ansible deployment user = omp

Aurora Center APP host ocs—-app.local
Aurora Center DB host ocs—-app.local
Aurora Center external URL http://mydomain.com
PostgreSQL version = 15

is this ok [y/n]? vy

B cnyyae noateepxkaeHma (y), HadHeTca yctaHoska [1M0. B cayyae oTtkasa (n),

6y;|,eT BbIMNOJIHEHO 3aBeplleHne cueHapna yCtTaHOBKU.
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3.5. MNopAaaoK HaCTPOMKKU KOMNOHEHTOB cpeapl GyHKumoHuposaHma MNMNO m MNMNO

MPUMEYAHUE. CueHapwun yCTAaHOBKM MO3BONAIOT BbIMOAHUTb HACTPOWUKY M
ycTtaHoBKy M0, a TakKe KOMNOHEHTOB cpeabl PyHKLMOHMPOBaHMA MMO AnA HECKONbKNX
PA3/IMYHbIX OKPYKEeHWUM. [opALOK KOHPUTYPMPOBaHMA M ycTaHOBKM MIMO Ana HECKONbKMX

OKpY*KeHn npmeeaeH 8 n. 3.10.15.

3.5.1. HacTtpoWka KOMMOHEHTOB cpeapbl OYHKUMOHNPOBAHMSA rnro n

MHPPACTPYKTYPHbIX KOMnoHeHToB [0

NMPUMEYAHMUE. Mpu 3ap4aHMM Naponemn, cCeKpeToB, TOKEHOB KOMMOHEHTOB Cpeabl
OyHKUMOHMpPOoBaHMAa TIMO  ©n  MHPPACTPYKTYPHbIX KOomMNoHeHToB [1MO  gonycTmmo
MCNO/Nb30BaATb CTPOYHbIE M 3arfaBHble NIATUHCKME OYKBbI (KMpUAAULE He AonyckaeTca),

LI,l/ld)pr, a TakKXe caneagyrouwme cneunasibHble CUMBOJIbI:

~Se% () -=_; .

Ona  HAcTPOMKM  KOMMOHEHTOB  cpedbl  QyHKUMOHMpoBaHMA MO u
MHDPACTPYKTYPHbIX KOMNOHEHTOB MNIMO HeobxoaMMO BbIMONHUTL CAeaytolime AeACTBMA:

3.5.1.1. NepenTM B KaTanor CO CLEHAPUAMM YCTaHOBKM (KaTanor: /install-
<Bepcua IIO>/install-ac/ WIN /install-<eepcusa IINO>/install-ac-mt/ WIN
/install-<Bepcms ININO>/install-ac-mt-spr/).

3.5.1.2. B uHBeHTapHOM ¢aine inventories/hosts.yml 3adaTb aJpeca
CepBepoB (MMeHa XOCTOB), Ha KoTopble OyayT YyCTaHOBAEHbl KOMMOHEHTbl Ccpeabl
dyHKUMOHNpPoBaHMA MIMO 1 nHGPacTpyKTypPHble KoMNoHeHTbI MM10.

OnuncaHue nopsaKa 3a/1aHuA afpecos B MHBEHTAPHOM banne
inventories/hosts.yml npuBegeHo B n. 3.10.13.

Ons otobparkeHma agpeca IBM HeobXxoaAnMmMOo BbIMOAHUTb KOMaHAY:

hostname

Mpumepbl $annoB hosts.yml ANA OAHOHOAOBOM WM KNACTEPHON KOHPUIypaLmm

NPUBeAEHbI B KaTanore samples/ac/inventories/.
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OnucaHne napameTpoB  WHBEHTapHoro danna inventories/hosts.yml
npueegeHo s n. 12.1.1.

3.5.1.3. B KoHdurypaumoHHom damnne config/vars/ vars.yml HeobxoAMmo
3a4aTb MO0 NOMEeHATb NPeayCTaHOBAEHHbIE 3HAaYeHMA CAeayoWMX NAapaMeTPOB:

— napameTpbl nogkntodeHuna nogcmcrtem MMO K bA:

postgresqgl:
port: 5432

Mpn uncnonb3oBaHUKM bHanaHcuposlMKa bl HeobxoaMMo 3agaTb aApec XocTa

6anaHCMpPOBLLMKA, HAaNpUMep:

postgresqgl:
host: "10.189.221.57"

— Napo/sib cynepnonb3oBaTensa "postgres" CYB/[ Postgresql, ecan yctaHoBKa

CYB/l ocyuwecTBNAeTCA C MOMOLLbIO CLUEeHapMeB YCTAHOBKMN:

Pg superuser password: "postgres"

— Bepcuto CYB/:

pPg version: 15

MNepeyeHb AOMYCTUMbIX 3HaYeHMn NapameTpa npueeaeH B Tabanue (Tabamua 13).

Tabnnua 13
3Ha4YyeHWe napameTpa Bepcua CYb/]
14 PostgreSQL 14
15 PostgreSQL 15
16 PostgreSQL 16
12-pro Postgres Pro Standard 12
13-pro Postgres Pro Standard 13
l4-pro Postgres Pro Standard 14
l4-stdcert Postgres Pro Certified 14
15-pro Postgres Pro Standard 15
15-stdcert Postgres Pro Certified 15
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— MMA M Napoab nonb3oBatena CYB/ Postgresgl c ponbto «replication»:

pg _replication user:
name: replication
password: 123FD5648ert**h

— MM#A 1 Naponb cynepnonb3osaTena CYB/ Postgresgl, oT umeHn KoToporo byaeT

OCYLLEeCTBAATbLCA YCTaHOBKa [1M10:

Pg custom superuser:
username: OCS_superuser
password: ClacVob*TwesOLs6

— agpeca DNS-cepsepoB (06a3atenbHo ana OC Ubuntu 22.04 n PEA OC 8.0),

Hanpumep:

dnsmasqg upstream servers: "192.168.137.1,10.189.211.10"

NMPUMEYAHUE. OnncaHme napameTpoB KOHOUIypaLMOHHbIX $alioB CLEeHapMeB
YCTaHOBKM cpeabl PyHKUMOHMpoBaHua [0, cueHapues ycTaHoBku [IMNO u [MO
NpUBEeAEHO B CaMMX KOHPUTYPaALMOHHbLIX painiax B BUAE KOMMEHTapPUEB.

3.5.1.4. B KoHOUrypaumoHHOM ¢anne config/secret.yml 3a4aTb Mapoau,
CeKpeTbl M TOKEHbI:

— naposb agoctyna K b/:

database:
password: ocs

— naponb goctyna k CYB/[ Valkey B napameTpe redis password:

redis:
password: "@rTT9089087fslk"

— CEKPEeTHbIN KAtoY Ana ayTeHTUdMKaLMKM 3anpocoB K cepaucam MMO:

hmac:
key: "DEFAULT-F1IWpOt5dY51YJrm7H-DEFAULT"

— TOKEeH ZI0CTyna K cucteme obHapy»KeHma cepBMcoB Consul:

consul:
token: "ae9f5abb-06b8f-9252-59¢c5-53bcb651£182"
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— CEKPETHbIN KoY KIMEHTOB (CepBMCOB):

defaultOidcClientSecret: "HWfwehfoIOHwfe233WEfvwewe"

— KNtoM WKdpoBaHMA CeKpeToB, XxpaHaumxcs 8 b/

encrypt:
keys:
- "master-key-example"

BHUMAHMUE! Mpu obHoBneHmn MMO yaanaTb cTapble KAOYKM 3anpellaeTcsa. Hosble
KAto4n Heobxoammo A,06aBNATb B HA4YaN0 CNUCKa;
— Mapoau, MCNoab3yemble ANA 3aWMTbl KPUTUYHOM MHbOpMaLMM (Hanpumep,

cookie ceccum):

oidcpSecrets:
system:
- kdj%93cxk+57nMad
cookie:
- 9v _wer8*&r= hY8u

BHUMAHWE! JnavHa napona AonxkHa bbiTb He meHee 16 cumBon0oB. [Mpn 0O6HOBNEHNM
MMNO yaanaTb CTapble Napoan 3anpellaetcd. HoBble naponn Heobxoaumo A06aBnATL B
Ha4yaNo CMNUCKa;

— Mapo/b A0CTyNa K CEepBUCY rapaHTMPOBAHHOM A0CTaBKM COOOLWEHNIM Redpanda:

redpanda:
password: '$GJJ690t5-0"

— Mapo/ib Cynepnoab3oBaTe s CepBMca rapaHTMPOBAHHON A0CTaBKM COOBLLEHN

Redpanda:

redpanda superuser:
name: admin
password: Tes$3@@poi

— Mapo/b AOCTyNa K CEPBUCY ynpaBaeHua knactepom b/l Patroni:

patroni:
api password: "VVv4445@Q@3kjj"

— Mapo/b A0CTyNa K cepBucy HanaHCMPOBKM HArpy3KkM Keepalived:

keepalived auth pass: "ravJulis*Im5"

64



— ~] OTKPbITASA
PYKOBOACTBO aAMMHUCTPATOPA ' HRE¥£SPG§

3.5.2. Hactpowka MNMO (noacuctem MMO)

BHUMAHWE! lepen BbIMONHEHMEM HACTPOEK HEOOXOAMMO WM3Yy4YMTb MNOPAAOK
pPaboTbl C KOHPUTYPALMOHHBIMKU aniamm, NpruBeaeHHbIM B N. 13.2.9.

MPUMEYAHWE. Mpwn 3agaHnm naponen, cekpetos, TokeHOB MMO M KOMNOHEHTOB
cpeabl PyHKUMOHMPOBaHMA MIMO 1 MHPPACTPYKTYPHbIX KoMmnoHeHToB MO gonycTtumo
MCMONb30BaTb CTPOYHbIE M 3arn1aBHble NAaTUHCKME OYKBbI (KMpUAAMLLA He A0MNycKaeTca),

LI,VICI)pr, a TakXe caeagyrouwme cneunasibHble CUMBOJIbI!

~S&* () -=_ ;.

Ona HacTponku MNMO HeobxoaMMO BbINOAHUTL Ceaytowme AenCcTBUA:

3.5.2.1. B wnHBeHTapHOM @anne inventories/hosts.yml 3adaTb ajgpeca
CcepBepoB (MMeHa XOCTOB), Ha KoTopble ByayT ycTaHoBAEHbI noacucTembl MIM10.

OnucaHune nopAaKa 3a4aHumA aapecos B NHBEHTAPHOM banne
inventories/hosts.yml npmBeaeHo 8 n. 3.10.13.

3.5.2.2. BbINONHUTL HACTPOMKyY nopTa ana aAMWUHUCTPATUBHbIX
(npmBMnernpoBaHHbIX) HTepdencos MMO (Npm HeobxoaMmocTH).

[0 yMOAN4YaHMIO NPUBUAETMPOBAHHbIE W HEMNPUBUAETMPOBAHHbIE WMHTepdeNChI
NPUHUMALOT 3anpockl Ha nopTy 8009.

B TIMO npegycmotpeHa  BO3MOXHOCTb  Ha3Ha4YMTb  aAMMHUCTPATUBHbIM
(npuBnnernpoBaHHbIM) MHTepdercam MMNO oTAeNbHbIM NOPT. ITO NO3BOAAET OrPAHMUYNUTD
nocTyn HeNPUBUAETMPOBAHHbIX nonb3oBaTenem K aAMMUHUCTPATMBHbIM
(npuBnnernpoBaHHbIM) MHTepdercam MMO.

[nsa HasHayeHMA OTAENbHOro nopTa ANA aAMMHUCTPATMBHOrO WHTepderica
HeobX0AMMO B KOHOUIYPaUMOHHOM aine config/vars/ vars.yml yKa3aTb NOPTbl A1A
HEeNPMBUAETMPOBAHHbLIX WHTepdeincoB (mapameTp: nginx vhost external port) W
aAMMUHUCTPATUBHbIX (NpmBMNErMpPOBaHHbIX) UHTepdencos (napametp:

nginx_vhost_external_admin_portLHaﬂpMMEp:
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nginx vhost external port: 8009
nginx vhost external admin port: 8010

M3meHeHne nopTa HeoHXoAMMO y4MUTbIBATb B HacTporkax URI B nn. 3.5.2.3.

3.5.2.3. BbINONAHUTb HacTponky tls anAa BHewHWx uHTepdencos [MO (npw
HeobXxoAnMMOCTH).

[Mo ymon4aHWto cepBep NPMHMMAET 3anpockl No npoTokony HTTP. 1na HacTponKu
cepBepa Ha 0bOpaboOTKy 3anpocoB MO 3allMlLEHHOMY npoTokony TLS Heobxoaumo B
KOHQUIYPaALMOHHOM banne config/vars/ vars.yml BKIOYNTb onuuto
nginx vhost external tls W YyKa3aTb 3aKPbITbIA KAOY W LENoyKy cepTudmkaTa

3aKkpbITOro kntova B PEM dopmate, Hanpumep:

nginx vhost external tls:
enabled: true
private key: |
————— BEGIN PRIVATE KEY-----

NMPUMEYAHUE. CepTudmKaT 3aKpbITOrO KAKYA [AO/IKEH COOTBETCTBOBATb
cneayowmm TpeboBaHMAM:

— B none Common Name (CN)ﬂpﬂﬁﬂﬂ)6uTbyKa3mﬂ)AOMeHHoeMNm;

— B cepTMduKaTe AOMKHO MPUCYTCTBOBATb MNONe subjectAltName, 3HaYeHMe
KOTOPOro A40/IXHO COBMaAaTb CO 3HAa4YeHMEM B Nose Common Name (CN);

— CcepTUPMKAT AOKEH BXOAUTb B LEMNOYKY A0BepuAa CcepTMOMKATOB Ha
YCTPOWCTBAX;

— dann  cepTmduMKaTa  3aKPLITOrO  KAOYa  AO/KEH  BKAKOYATb  LLEMOYKY
cepTMdUKaToB.

[MpruMmep co3aaHMA 3aKPbLITOrO KAtoYa M cepTUdMKATa 3aKPbITOro KAto4a npueeaeH

Bnn.3.8.1.2.
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3.5.2.4. BbinonHunTb HacTporky URL-aapecos MMIM0O.

URL-agpeca MMO 3apatoTca B CEKUMM publicUris B KOHGUIypaUMOHHOM danne
config/config.yml.j2.

Mo ymonyaHuto URL-agpeca MMO HacTpoeHbl caeayrowmm obpasom:

— NPOTOKOA: HTTP;

— hostname: COOTBETCTBYET nepBoﬁ 3anncn B rpynne app B MHBEHTAPHOM (I)al\;Ier
inventories/hosts.yml;

— MOpPT: COOTBETCTBYET NEPEMEHHOM nginx vhost external port, 334aHHOM
B KOHPUTypauUMoHHOM dalne config/vars/ vars.yml.

[laHHble HACTPOMKM COOTBETCTBYKOT OAHOHOAOBOM KOHOUrypaumm CUCTEMbI C
He3aWMLWEHHbIM  COeAMHeHMeM, OobWMM MNopTOM  ANA  NPUBUAETMPOBAHHbLIX U
HenpPWBMNErMPOBaHHbIX MHTePPeNCcoB 1 6e3 NCNoNb30BaHWA BHelHero 6ai1aHCMpPOBLLMKA.

BO3MOXHbI cneaytolime BapmaHTbl HACTPOMKMN:

3.5.2.4.1 URL-agpeca MMNO ncnonb3ytoT 1 gomeH, 6e3 BHelHero 6anaHCMPOBLLMKA.

[aHHble HACTPOMKM MPUMEHMMbI TONbKO K OAHOHOAOBOM KOHPUrypaumm. B
napameTpe publicUris.ac.commonAddress — N0 YMOJMaHWMKO YKa3aH hostname,

COOTBETCTBYWOLWMIMA NEepBOM 3anMcum B rpynne app B WMHBEHTAapHOM  daline

inventories/hosts.yml

ac:
commonAddress:
"http://{{groups['app']|first}}:${nginxVhostExternalPort}"

Ecrm B nn. 3.5.2.2 6bln Ha3Ha4eH OTAENbHbIA MOPT ANA aAMUHUCTPATUBHbLIX
(NpuBMNETMPOBAHHbLIX) MHTEPPENCOB, TO HEODXOAMMO B NEPEMEHHON publicUris.ac.
adminAddress YyKa3aTb 3TOT nopT. [lAa yKasaHMA NoOpTa MOXKHO MCNOAb30BaTh

nepemMeHHyo nginxVhostExternalAdminPort AWM HENOCPEACTBEHHO 3a4aTb 3Ha4YeHUe:

ac:
adminAddress:
"http://{{groups['app']|first}}:${nginxVhostExternalAdminPort}"
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3.5.2.4.2 HacTtpomka URL-agpecos [MMO npu MCNONb30BAHMN 33LMLLIEHHOTO
coeMHEeHMA.

HesawuuweHHoe (npotokon HTTP) coeamHeHne ¢ cepBepom npunoxkenui MMoO
AOMyCTMMO MCMNONb30BaTb B MW/IOTHbIX MPOEKTax, rae oTcyTcTByeT o0bOpaboTka
KOHPUAEHUMANbHON MHPOPMaLMM. B oOCTanbHbIX CAyvaax [A0/KHa obecneymBaTbecA
3allUMTa KaHa/10B CBA3M.

MNMO noaaep*MBaeT BO3ZMOXHOCTb MCMO/b30BaHMA 3aWMLULEHHOTO COeANHEeHMUA
TO/NIbKO C MCMNO/Ab30BAaHMEM BHELIHEro KPMMTOLII03a MAM HACTPOMKKM TLS Ha BHewHem
H6anaHcMpoBLIMKE.

[Mpn  McCnonb3oBaHMA  3awWmuleHHoro coeamHeHma B URL-agpecax [0

HeobxoaAMMO yKa3biBaTb NpoTokon HTTPS:

ac:
commonAddress: "https://acenter.example.ru"

3.5.2.4.3 URL-agpeca MMNO ncnonb3ytoT 1 AoMeH Ha BHelWHeM 6anaHCUpPOBLIMKE.
B naHHOM cny4yae B napameTpe commonAddress HEOOXOAMMO 334aTb MPOTOKO
(http mnam https), uma aomeHa <AC_DOMAIN> 1 nopT, HACTPOEHHble Ha BHELWHEeM

HGanaHCMPOBLIMKE, HaNpPUmMmep:

ac:
commonAddress: "https://acenter.example.ru"

3.5.2.4.4 URL-agpeca MO pa3geneHbl Ha BHELWHUM M BHYTPEHHUA AOMEHbI Ha
BHelWHeM DanaHCMPOBLLMKE.

MonobHoe pa3saeneHue, TpebyeTca, HaNpPUMep, Koraa HeobxoaAMMO OrpPaHnNYUTb
[OCTyN K KOHCONAM aAMNUHUCTPATOPOB U3 BHELLHEN CETMU.

B naHHOM cnyyae B napameTpe commonAddress HEODXOAMMO 334aTb MPOTOKO/
(http mam https), nmsa aomeHa <AC_DOMAIN> »n nopT AnA BHEWHWUX aApPecoB, a B
napameTpe adminAddress 334aTb MPOTOKO/J, UMS AOMEHA W MNOPT ANA BHYTPEHHMUX

aZlpecoBs, Hanpumep:
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ac:
commonAddress: "https://acenter.example.ru"
adminAddress: "https://admin.example

3.5.2.4.5 URL-agpeca lNMO ncnonb3yroT pasHble 4OMEHDbI.

B gaHHOM cnydae ans Kaxaow noacuctembl MNMO 3agaeTca cBOM COOCTBEHHbLIN

[OMEH, Hanpumep:

cdn:
address: "https://external.cdn.example.ru"
originAddress: "https://acenter.example.ru:8024"
auth:

adminCrossTenantAddress: "https://authadmin.example"
publicAddress: "https://authpublic.acenter.example.ru"

aps:
adminAddress: "https://apsadmin.acenter.example.ru"
devAddress: "https://apsdev.acenter.example.ru"
marketAddress: "https://apsmarket.acenter.example.ru"
push:

adminAddress: "https://pushadmin.example"
publicAddress: "https://pushpublic.acenter.example.ru"
mt:
adminAddress: "https://mt.example"
pkgrepo:
adminAddress: "https://pkgrepoadmin.example"
mobileAddress: "https://pkgrepomobile.acenter.example.ru"
repoAddress: "https://pkgrepo.acenter.example.ru"

3.5.2.5. OTpenakTnpoBaTb KOHPUTYPaLUMOHHbIM Palin config/config.yml.j2.
B AaHHOM KOHUrypaumoHHom darne HeobxoaAMmo 3a4aTb AMOO M3MEHUTb

npeanyCcraHoB/IEHHbIE 3HAYEHMUA!

— [JOMEH Yy4YeTHbIX 3anMcen Nnonb3oBaTenemn Ana TeHaHTa "default":

defaultIdentityDomain: "omprussia.ru"

— YpOBEeHb AeTanu3auum coobleHWn NorMpoBaHns (pekomeHayeTca 3a4aTb

"info" NPW TECTOBOM 3KCM/yaTaUMM M "warn" NPM NPOMbILAEHHOM 3KCNAyaTaumm):

logger:
level: "info"
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3.5.2.6. HactpouTb dpainosoe xpanuamule Mro.

OnucaHue HacTporku damnosoro xpaHuauwa MMO (darnosbix xpanuamu, MM, MY n
MOOC) npuseaeHo B noapasaene 3.9.

3.5.2.7. BoinonHUTb HacTporku 6HesonacHoctn (MO, apyrve AONOAHUTENbHbIE
HacTpoMKku MMO n HacTpolku noacuctem MMO (Npu HeobxoaMMOCTH).

BHUMAHWUE! TMepen yctaHoBkom [MNO TpebyeTcs BbINOAHUTb  HACTPOMKM
6e3onacHoctu MMNO, gononHuTenbHble HacTponkm MMO 1 HacTponku noacuctem MO (npu
HEeobxoAMMOCTH).

[epeyeHb W  oOnNUCaHWe AOMOJMHUTENbHbIX HacTpoek (MO npvsBeaeH B8

nogpasgene 3.10.

3.6. MNopAaaoK yCTaHOBKM KOMMNOHEHTOB cpeabl pyHKUMoHnposaHuaA MMNO u MNNO

3.6.1. YcTaHoOBKa KOMMOHEHTOB cpelpbl OYHKUMOHNPOBaAHMA Mro n

MHDPACTPYKTYPHbIX KOMNOHeHTOB [0

3.6.1.1. ObecneynTb CUHXPOHMU3ALMIO BPEMEHN MEXKAY HOAAMWN KnacTepa.

Mpu akcnayataumm MMO B KnacTepHOM KOHPUrypaumm Heobxogmmo obecneymTb
CMHXPOHM3ALUMIO BPEMEHM MEXKAY HOAAaMWM Knactepa (Hanpumep, ¢ NOMOLLbIO YTUAUTSI
chrony).

[na NpOBEPKM CUMHXPOHM3ALMN BpEMEHN HEODXOAMMO BbINONHUTb KOMaHAY:

ansible-playbook play-check-time-on-hosts.yml —--inventory-file
inventories/hosts.yml -vv --diff

Mo pe3ysibTaTaM BbINO/IHEHMA KOMaH/AbI 6y,£l,eT BblBEJEHO TeKyllee BpemMA Ha

KaXZ0W HoZle KnacTepa, Hanpumep:

acenterapp03.ompcloud 2022-11-09 09:48:38.394115
acenterapp04.ompcloud 2022-11-09 09:48:38.394533
acenterapp05.ompcloud 2022-11-09 09:48:38.394939
acenterapp06.ompcloud 2022-11-09 09:48:38.395490
acenterapp0l.ompcloud 2022-11-09 09:48:38.393034
acenterapp02.ompcloud 2022-11-09 09:48:38.393631

70




— ~] OTKPbITASA
PYKOBOACTBO aAMMHUCTPATOPA ' HRE¥£35'G§

3.6.1.2. YCTaHOBUTb Ha cCepBepbl NpuUAOKeHUN, cepBepbl B[l M KOHTEHT-cepBepbl
Heobxo4MMble MaKkeTsbl.

BHUMAHMWE! Mocne 3aBeplueHna ycTaHOBKM nakeToB cay*bbl SELinux u Firewalld
B6yayT OTKNtOYEHDI.

[nA yCTaHOBKM MNaKeToB HEOOXOAMMO BbIMOAHUTL C/ieaytolme AencTBuA:

3.6.1.2.1 YCTaHOBWTb NaKeTbl C MOMOLLbIO CAeAYoWMX KOMaHA:

— cepBepbl NPUNOKEHN:

ansible-playbook -i inventories/hosts.yml play-managed-node-

prerequisites.yml -vv -u <mMsa TOJIb30BATEJIsA> —--extra-vars
"node type=app" --limit app

— cepsepbl b/;:
ansible-playbook -i inventories/hosts.yml play-managed-node-
prerequisites.yml -vv -u <mMsa TOJb30BaTessa> —--extra-vars
"node type=db" --limit postgresql

— KOHTEHT-CepBepbi:

ansible-playbook -i inventories/hosts.yml play-managed-node-
prerequisites.yml -vv -u <uMsa [OOJIB3OBATEJIA> ——-extra-vars
"node type=content" --limit content

— cepBep C  WHOPACTPYKTYPHbIMM  KOMMOHEHTaMM (B cayyae,  Koraa

MHPPACTPYKTYPHbIE KOMMOHEHTbI YCTAaHAB/IMBAIOTCA Ha OTAE/bHbIN CepBep):

ansible-playbook -i inventories/hosts.yml play-managed-node-
prerequisites.yml -vv -u <mMa IOJb30BaTesa> --extra-vars
"node type=app" --limit=consul, redpanda, redis

Hanpumep, ycTaHOBKa MaKeTOB Ha CEpBEpbl MPUAOXKEHWI OCYLLECTBAAETCA C

MOMOLLbIO KOMaHAbI:

ansible-playbook -i inventories/hosts.yml play-managed-node-
prerequisites.yml -vv -u omp --extra-vars "node type=app" --limit app

[lna ycTaHOBKM BCEX MaKeTOB Ha BCe CepBepbl (Ha BCe cepBepbl MPUAOKEHUN,
cepsepbl B/l M KOHTEHT-cepBepbl HE3aBMCMMO OT MX TUMa) HeobXOAMMO BbINOAHUTL

KOMaHAYV:
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ansible-playbook -i inventories/hosts.yml play-managed-node-
prerequisites.yml -vv -u <uMsa TOOJbL30BATEJIS>

3.6.1.2.2 Ha cepBepax nNpuaoxKeHun, cepsepax b M KOHTeHT-cepBepax noj

ynpasneHnem OC PEJ OC BKAKOUYMTb aBTO3aMyCK CAYXKDObl network C MOMOLLbIO KOMaHAbI:

sudo systemctl enable network

3.6.1.2.3 MNepe3arpy3nTb cepBepPbl NPUIOKEHWNI, cepBepbl B/l 1 KOHTEHT-CEpPBEpPbLI C

MOMOLL IO KOMaHAbl:

sudo reboot

MopAAoOK AeNCcTBMIA ANA  CaMOCTOATENIbHOM YCTAHOBKM MaKeToB, a TaKXke
oTKAtoYeHMto cnykb SELinux n Firewalld npmusege+r 8 n. 3.10.8 1 3.10.9.
3.6.1.3. YCTaHOBUTb ~ KOMMOHEHTbl  cpeabl  PyHKUMOHMpoBaHMA  TIMO  n©

MHPPACTPYKTYPHbBIE KOMMNOHEHTbI MO ¢ NOMOLLbIO KOMaHAbI:

ANSIBLE USER="<uma nosapszoBaTena>" ./deploy-infra.sh

Hanpumep:

ANSIBLE USER="omp" ./deploy-infra.sh

B pe3ynbTaTe BbIMOAHEHMA KOMaHAbl B KaTanore logs byaeT cdopmmpoBaH nor-
dann yCTaHOBKM KOMMNOHEHTOB cpeabl GyHKUMOHMpPOoBaHMA MO 1 MHPPACTPYKTYPHbIX
KomnoHeHTos [1110.

OnucaHne napamMeTpoOB 3aMyCKa CKPUNTA deploy-infra.sh WM UX BO3MOXHble
3Ha4YeHuA npmeeaeHbl B noapasaene 4.1.

BHUMAHUME! CkpunT deploy-infra.sh n03BOAAET YCTaHaBAMBATb TOJIbKO
CYB/ PostgreSQL 14/15/16. CYB/Jl  Postgres Pro HeobxoguMmo  YyCTaHaBAMBaTb
CaMOCTOATE/IbHO.

Mpu  wncnonb3oBaHum  CYBA  Postgres Pro nanbo, ecnm  yCTaHOBKY
CYB/, PostgreSQL 14/15/16 HeobxoaMMo BbIMO/THUTb CaMOCTOATE/IbHO (6e3
MCNONb30BaHNA CLLEEHAPMEB YCTAaHOBKM KOMMNOHEHTOB cpeabl PyHKUMOHMPOoBaHUA MIMO u

MHPPACTPYKTYPHBIX KOMMNoHeHToB [1M0O), KomaHAa YCTaHOBKM KOMMOHEHTOB cCpeabl
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dyHKUMoHMpoBaHna MMO 1 nHGPaCcTPYKTypHbIX KoMmnoHeHToB MO MmeeT cneayoLmii

BUA:

ANSIBLE USER="<wumsa

IoJb30BaTeJa>"

./deploy-infra.sh --skip-database

OnuncaHue ycTaHOBKW M HacTponkm CYB/l Postgres Pro, a Takxke TpeboBaHMA K

camocToAaTenbHoM ycTaHoBKe CYB/l npuBeaeHbl B noapa3aene 3.12.

Takxe

npeaycmoTpeHa

BO3MOXHOCTb

YCTaHOBKU

KOMMOHEHTOB

cpeabl

PyHKUMOHMPOBaHUA MMNO 1 MHPACTPYKTYPHbIX KOMNOHeHTOB MMNO No OTAENbHOCTM C

MOMOLLbIO CIeAyOLLINMX KOMaH A,

ANSIBLE USER="<wumsa
ANSIBLE USER="<wumsa
ANSIBLE USER="<wumsa
ANSIBLE USER="<wumsa
ANSIBLE USER="<wumsa
ANSIBLE USER="<wumsa
ANSIBLE USER="<wumsa
ANSIBLE USER="<wumsa

nojarz3oBaTensg>"
nojgr30BaTeaa>"
nojgr30BaTeaa>"
nojar30BaTeaa>"
nojr30oBaTeasa>"
nojr30BaTeaa>"
nojnb3oBaTesa>"
nojnb3oBaTesga>"

./deploy-infra.
./deploy-infra.
./deploy-infra.
./deploy-infra.
./deploy-infra.
./deploy-infra.
./deploy-infra.
./deploy-infra.

sh
sh
sh
sh
sh
sh
sh
sh

-C
-C
-C
-C
-C
-C
-C
-C

dnsmasq

nginx

consul
consul-template
redpanda

redis

ocs-user

db

3.6.2. YcTtaHoBKa 1110

Ona yctaHoskK MMNO HeobXoAMMO BbINOSIHUTL KOMAHAY:

ANSIBLE USER="<wumsa

noJjib3oBaTeyg>"

./deploy-ac.sh

OnucaHMe napameTpoB 3anycka CKpunTa deploy-ac.sh W UX BO3MOXKHbIE

3Ha4YeHuA npmeeaeHbl B noapasaene 4.2.

Hanpumep:

ANSIBLE USER="omp"

./deploy-ac.sh

B pe3synbTaTe BbIMNOSHEHUSA KOMaH/bl B KaTanore logs byaeT cdopmMmnpoBaH nor-

dann yctaHoskm MMO.

ﬂﬂﬂ YCTaHOBKM MoACUCTEM MO OTAEJ/IbHOCTU HeO6XOAMNK) B TrapameTpe --

subsystems 3a4aTb MMA NOACNCTEMBI.

BHUMAHWE! YctaHoBka noacuctem MMO A0/MKHA OCYLWECTBAATLCA CTPOro B

cnepytouen nocneaosatensHoctu: Mb, MM, NMOOC, MY, MYT, CDN, NCY.
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|_|pl/ll\/\ep YCTaHOBKM nNogcmnctem no otae/1bHOCTA.

ANSIBLE USER="omp" ./deploy-ac.sh --subsystems auth
ANSIBLE USER="omp" ./deploy-ac.sh --subsystems appstore
ANSIBLE USER="omp" ./deploy-ac.sh --subsystems pkgrepo
ANSIBLE USER="omp" ./deploy-ac.sh --subsystems emm
ANSIBLE USER="omp" ./deploy-ac.sh --subsystems mt
ANSIBLE USER="omp" ./deploy-ac.sh --subsystems cdn
ANSIBLE USER="omp" ./deploy-ac.sh --subsystems push

Ecan Heobxoammo yctaHoBUTb MCY oTaensHO oT Apyrnx noacuctem MMNO, Toraa

A0CTAaTOYHO yCTaHOBUTL 16 1 MCY ¢ noMoLLbio KOMaHAbI:

ANSIBLE USER="<mma nomezoBatTens>" ./deploy-ac.sh --subsystems
auth, push

Ona yctaHosku MMNO 6e3 MNCY HeobxoaAMMO BbINONHNUTb KOMaHAY:

ANSIBLE USER="<uma nojp3oBaTena>" ./deploy-ac.sh --subsystems
auth, appstore, pkgrepo, emm, mt

3.6.3. BbinonHeHne HacTponkm nogcmuctem MMO

BHUMAHWE! Mpn HEBbLINONHEHMN AAHHbIX HACTPOEK YacTb GyHKUMKM MO moxKeT
He paboTaTb MK paboTaTb HEKOPPEKTHO.

HacTtpoWka noacuctem MNMO ocywecTBAAeTCA B COOTBETCTBMM C noapa3aenom 3.8.
3.6.4. BbinoNHEHWE OrpaHMYeHn No NPUMEHEH MO

Mpu akcnayaTtauum MNMO Heobxoammo cobatoaath cneaytowme OFPAHUYEHNA MO
MPUMEHEHWIO:

— TCY He ocyulecTBAAeT ayTeHTMOUKALMIO NOAKNOYAEMbIX K HEMY YCTPOMCTB NoJ,
ynpasneHnem OC Aspopa Bepcum 5.0.0 M HMKe, nNoaToMy nNpu HeobBXOAMMOCTM
obecneveHma KOHPUAEHUMANBHOCTU, LENAOCTHOCTU W AOCTYMHOCTU push-yBegomaeHwmin
HeobXoAMMO MCMO0Nb30BaTb KOMMEHCUMPYIOLWLME MEPbI 3aLLMTbl MHPOPMALLMKM, HanpuMep,
KpUnTorpaduyeckyto 3almuTy KaHaia CBA3M C ABYCTOPOHHEW ayTeHTUDMKauMen mexay
Cepsepom npunoxeHun TCY un ycTponctsamum. [na yCcTPOWCTB NoA YynpaBieHUEM
OC Aspopa Bepcum 5.1 un Bbiwe B [ICY peanusoBaHa ayTeHTUOUKALMA, MNOITOMY

NMCMNo1b30BaHME KOMMEHCUNPYIOLWNX MEP HE Tpe6yeTc>=|;
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— nocae yCTaHOBKM M HacTponkm MMO HeobXxoaAnMMO BbINOSIHUTL OFrPaHMYEeHMA NO
NPUMEHEHWUIO,  MPOM3BECTM  HACTPOMKM  HE30MacCHOCTM  KOMMOHEHTOB  cpeabl
dyHKuMoHMpoBaHna MO, MHPpPaACTPYKTypHbIX KOMNoHeHToB (MO mn HacTpouTb C3N.

Heobxoanmasa nHpopmauma npuseaeHa s n. 3.10.5.
3.6.5. MNpoBepKa KOPPEKTHOCTM YCTAHOBKN M QYyHKLMOHMpPOoBaHMA MO

[MpoBepKa OCyLLECTBAETCA B COOTBETCTBMM C noapasgenom 3.11.
3.7. Anpeca Beb-KoHconeu

MNepBoHavyanbHbiM Bxoa B [MO ocyuwecTBasetTca C  nomoubto  KoHconm

aAMUHUCTpaTopa Mb 1 NpeaycTaHOBAEHHOM YY4eTHOW 3anncK C POabl0 AAMUHUCTPATOP

YYETHbIX 3anmcen:
— NOrMH: admin@omprussia.ru;
— naponb: Admin123!
NMPUMEYAHMUE. Mpn nepsom Bxoze B MO HeE0HX0AMMO CMEHUTL NAPONb.

B Tabnuue (Tabnamua 14) npuseneHsl agpeca Be6-KOHCONEN.

Tabnnua 14

Be6-koHcoNb URL-aapec Beb-KoHcoNM

KoHconb agmuHmcTpaTtopa MB | http(s)://<cepsep npunoskeHmna>:8009/auth/admin/
KoHconb agmuHmctpatopa MM | http(s)://<cepsep
npunoxkeHna>:8009/appstore/admin/

KoHconb pa3paboTynka MM http(s)://<cepsep npunoxeHna>:8009/appstore/dev/
KoHconb agmuHmcTpaTtopa MY | http(s)://<cepsep npunosxkeHuns>:8009/emm/admin/
KoHconb agmuHmcTpaTopa MYT | http(s)://<cepsep npunoskeHmna>:8009/mt/admin/
KoHconb agmuHmcTpaTopa MCY | http(s)://<cepsep npunoskeHna>:8009/push/admin/
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3.8. OnucaHme HacTponkm nogcuctem MMNO

3.8.1. OnucaHume HacTponku MNCY

HacTpoika MNCY 3akntoyaeTca B HaCTPOMKe 0H6paTHOro NpoKkcK-cepBepa (reverse
proxy), @ TaKKe B HAaCTPOMKe NPOTOKONA B3aMMOAEMNCTBMA YCTPOMUCTB (push-aemoHa) ¢

rney.
3.8.1.1. HacTpolika obpaTHOro npokcmn-cepaepa

Ob6paTHbIN NPOKCU-CepBeP (reverse proxy) CAYXKUT Ans 06paboTKM 3anpocos
(noaKNto4eHn) MOBUAbHBIX YCTPONCTB (push-AemoHa) No 3alnLLLEHHOMY NPOTOKoAY TLS
N TPAHCAMPOBaAHMe 3TKX 3anpocos B [1CY.

Mpumepbl KOHOUTYPAUMOHHbBLIX $alnoB obpaTHoro npokcu-cepsepa Nginx ans
OAHOHOA4OBOM WM MHOFOHOZOBOM  KOHOUrypauuin  nNpuBedeHbl B KaTanore
samples/ac/nginx external-balancer/conf stream.d/.

Ona HacTponkm obpaTHoro npokcu-cepsepa Nginx HeobxoaMMO BbIMOAHUTL
cneaytolime AencTena:

3.8.1.1.1 CKkonunpoBsaTtb bann samples/ac/nginx external-
balancer/conf stream.d/one-node.conf (nnm samples/ac/nginx external-
balancer/conf stream.d/three-node.conf A9 MHOIOHOZOBOMW KoHOUrypauum) B
KaTajor /etc/nginx/conf stream.d/ W TMNEepPeMMeHoOBaTb €ro B ocs-push-
stream.conf C NOMOLWbHO KOMaHAbI:

— 18 OAHOHOZ0BON KOHPUIypaLum:

sudo cp samples/ac/nginx external-balancer/conf stream.d/one-node.conf
/etc/nginx/conf stream.d/ocs-push-stream.conf

— [N MHOTOHOZ,0BOM KOHbUIypaLuu:

sudo cp samples/ac/nginx external-balancer/conf stream.d/three-
node.conf /etc/nginx/conf stream.d/ocs-push-stream.conf

3.8.1.1.2B cekuunm upstream KOHPUIyYpauUMOHHOro anna ocs-push-

stream.conf 334aTb agpeca Hoa CepBepoB npuaoxkeHuit MNCY, Hanpumep:
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upstream internal-lb-stream-8025 {
server ocs-app.local:8025 max fails=3 fail timeout=60 weight=1;
least conn;

}

3.8.1.1.3 Co3gaTb KaTanor ana xpaHeHua nor-gamnos Nginx:

mkdir -p <OyTb K KaTajory>

Hanpumep:

mkdir -p /var/log/nginx/external balancer/

3.8.1.1.4 B cekumun server 3a4aTb 3Ha4YEHMA C/IeAYOLMX NAPaAMETPOB:

— MOPT, K KOTOPOMY ByayT NOAKNYATLCSA YCTPOMCTBA, Hanpumep:

listen 999 ssl so keepalive=on;

— NyTb K 3aKPbITOMY K4y M cepTUdUKATy 3aKpbITOTO K/ato4va, KoTopblie ByayT

MCNO/Ib30BATLCA AJ1A YCTAaHOBKM TLS-coeaAMHeEHNA, Hanpumep:

ssl certificate /etc/nginx/ssl/cert.pem;
ssl certificate key /etc/nginx/ssl/privkey.pem;

NMPUMEYAHUE. CepTudmKaT 3aKpbITOro KAKOYa [OKEH COOTBETCTBOBATb
cneayowmm TpeboBaHMAM:
— B none Common Name (CN)ﬂpﬂﬁﬁﬂ)6uTbyKa3mﬂ3AOMeHHOeMNm;
— B cepTMduKaTe AOKHO MPUCYTCTBOBATb MNONe subjectAltName, 3HaYeHMe
KOTOPOro A40/IXHO COBMaAaTb CO 3HAa4YeHMEM B Nose Common Name (CN);
— cepTUPMKAT AOKEH BXOAUTb B LEMNOYKY A0BepuAa CcepTMOMKATOB Ha
YCTPOWCTBAX;
— dann  cepTmduMKaTa  3aKPLITOrO  KAOYa  AO/MKEH  BKAKOYATb  LLEMOYKY
cepTMdUKaToB.
Mpumep co3aaHMA 3aKPbITOrO KAto4a U cepTudmKaTa 3aKpbITOro KAYa npueeaeH
Bnn. 3.8.1.2;

— nyTb K nor-dparnam Nginx B cootTBeTcTBMM ¢ nn.3.8.1.1.3, Hanpumep:

access_log /var/log/nginx/external balancer/access-999.log basic;
error log /var/log/nginx/external balancer/error-999.1log;
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3.8.1.1.5 MpoBepUTb KOPPEKTHOCTb KOHPUTYPALMOHHbIX GannoB Nginx ¢ NOMOLLbIO

KOMaH4bl:

sudo nginx -t

B cnyyae oTcyTCTBMSA OWMOOK ByaeT BbiBeAEHO CoobLieHMe:

nginx: the configuration file /etc/nginx/nginx.conf syntax is ok
nginx: configuration file /etc/nginx/nginx.conf test is successful

3.8.1.1.6 Mepe3anyctnTb NgiNX C MOMOLLbHO KOMaHAbI:

sudo systemctl reload nginx

3.8.1.2. Mpumep co34aHMA 3aKPbITOrO KAto4Ya U cepTUdMKaTa 3aKPbITOro KAo4a

BHUMAHWUE! [puBeaeHHbIn B  HACTOAWEM NyHKTE MNpUmMep nNpuBeaeH
MCKNOUYMTENBHO B LLENAX O3HAKOMAeHMA ¢ dyHKumMoHanom MCY. Co3gaHue n ynpasneHue
KNto4eBoM MHoOpMaLMen AONKHO OCYLLECTBAATLCA B COOTBETCTBUM C TPeDOBaAHUAMM U
pernameHTamMm aKCNAyaTUPYHOLLEN OpraHmn3aumm.

Ons  GopMMpPOBAHMA 3aKPLITOrO K/AYa M cepTudMKaTa 3aKPbITOro K/kua,
MCNONb3yeMbIX A1A YCTAHOBKM 3aLLUMLLIEHHOrO coeanHeHnA obpaTHOro NPoKCcU-cepeepa C
MODBUABbHBIMK yCcTpocTBamM (push-A4eMOHOM), HEeobXOAMMO BbIMONHUTL Ccaeaytoline
NencTema:

3.8.1.2.1 Co34aTb 3aKPbITbIM KNtOY KOPHEBOTrO cepTUdMKATA C MOMOLLbIO KOMaHAbI:

openssl genpkey —-algorithm RSA -out <nyTe k Galyly C BAKPHITHIM KJIIOUOM> -
aes-128-cbc -pkeyopt rsa keygen bits:4096 -pass pass:

Hanpumep:

openssl genpkey -algorithm RSA -out rootCA.key —-aes-128-cbc -pkeyopt
rsa_keygen bits:4096 -pass pass:

3.8.1.2.2 CopmnpoBaTb M NoANMCaTb KOPHEBOW CEPTUPMKAT C MNOMOLbIO

KOMaH/4bl:

openssl reqg -x509 -new -nodes -key <noyTh kK Ganyay C SBaKPBTBM KJIOUOM
KOpHeBOTO cepTudmkaTa> -sha256 -days 1024 -out <nyTe k Odamny cC
KOPHEBEIM CepTUOMKATOM>
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Hanpumep:

openssl req -x509 -new -nodes -key rootCA.key -sha?256 -days 1024 -out
rootCA.crt

3.8.1.2.3 Co34aTb 3aKpbITbIA K4 cepTMduKaTa obpaTHOro MNpPoOKCU-cepBepa C

NMOMOLL KO KOMaHAbl:

openssl genpkey -algorithm RSA -out <nyTe k Qamyly C 3aKPHTHIM KJIIOUOM
0OpaTHOT'O NPOKCH-CepBepa> —-pkeyopt rsa keygen bits:4096

Hanpumep:

openssl genpkey -algorithm RSA -out server.key -pkeyopt
rsa keygen bits:4096

3.8.1.2.4 Co3aaTb KOHPUIYpPaLMOHHbLIN $ala, KOTopbii ByaeT NCnoab30BaTbCA ANS
dOpMMPOBaHMA 3aNpoca Ha cepTUdMKaT NPOKCU-CepBepa.

KoHPUrypaumoHHbIM ¢painn A0NKEeH COOTBETCTBOBATL CAEAYIOLWMM TPeboBaHUAM:

— B MapameTpe Common Name (CN) AOMXKHO ObITb YKa3aHO AOMEHHOE UMS;

— [O/KEH NpPUCYTCTBOBATb MapamMeTp subjectAltName, 3HaYeHME KOTOPOro
OJONXKHO COBMNaAaTb CO 3Ha4YeHMEM B NoJie Common Name (CN).

Mpumep KOHPUrypaLuMoHHOro dpanna:

[ req ]

default bits = 2048
prompt = no

default md = sha256
reqg_extensions = req ext
distinguished name = dn

[ dn ]

C = RU

ST = Russia

I, = Moscow

O = OMP

OU = OMP Aurora Center
CN = example.test

[ reg ext ]
subjectAltName = @alt names

[ alt names ]
DNS.1 = example.test
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[ v3 _ext ]

authorityKeyIdentifier=keyid, issuer:always
basicConstraints=CA:FALSE
keyUsage=keyEncipherment,dataEncipherment,digitalSignature
extendedKeyUsage=serverAuth,clientAuth
subjectAltName=@alt names

MNoapobHaa MHPopMaLmMa O NapameTpax KOHPUIypauMOHHOro Gana 1 Nopaake
ero opMmnpoBaHMA NpuBeLeHa B AOKYMEHTaUUM Ha KpunTorpaduyeckyto 6mbanoteky
OpenSSL: https://docs.openssl.org/3.0/manl/openssl-req/#configuration-file-format.

3.8.1.2.5 Co3paatb 3anpoc Ha cepTudmnKaT obpaTHOro NPOKCK-CepBepPa C MOMOLLbLO

KOMaHAbl:

openssl req -newkey rsa:4096 -keyout <nyTe K Qaljay C B3aKPHTHM KJIHOUOM
00pPaTHOTO MNPOKCH-CcepkBepa> -out <noyThk kK Qanyy C 3adpoCOM Ha cepTudmxaT>
-config <nyThr kK KOHOUTYpPaLUMOHHOMY Gamiy>

Hanpumep:

openssl req -newkey rsa:4096 -keyout server.key -out server.csr -
config csr.conf

3.8.1.2.6 Co3patb cepTMPMKAT 06paTHOro NPOKCK-CePBEPA C MOMOLLbIO KOMAHAbI:

openssl x509 -reg -in <nyTe k Ganiy C 3anpocoM Ha cepTudmxar> -CA
<nyTb K Ganmjy C KOPHEBEIM cepTudmxkaTroM> —-CAkey <noyTb k Qanjgy C 3aKpPBITEM
KJIIOUOM KOPHEBOTO cepTudmkaTa> -CAcreateserial -out <myTe K Qannay c
cepTudMUKATOM OOPATHOTO MNPOKCHU-cepBepa> -days 500 -sha256 -extensions
v3 ext -extfile <kKOHQUI'YpPaLMOHHBE Qanyi>

Hanpumep:

openssl x509 -reqg -in server.csr -CA rootCA.crt -CAkey rootCA.key -
CAcreateserial -out server.crt -days 500 -sha256 -extensions v3 ext -
extfile csr.conf

3.8.1.2.7 Co3patb dan c uenodykon cepTudmkatos. [as 3Toro HeobxoaMmo
KoOpHeBOW cepTUdMKaT 3anmcatb B $ann ¢ cepTudmkaTtom 0bpaTHOro NPOoKCKM-cepBepa ¢

MOMOLLbIO KOMAHb!:

cat <oyTe K Qaljly C KOPHEBEIM cepTudMKaToM> >> <IOYyTb K Ganjly C
cepTudmUKaTOM OOPATHOTO MNPOKCHU-CcepBepa>
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Hanpumep:

cat rootCA.crt >> server.crt

3.8.1.2.8 YaanuTb Napo/ib C 3aKPbITOro KAtoua cepTudumkata obpaTHOro NpokKcum-

cepBepa C MOMOLLbI KOMaH/bI:

openssl rsa -in <noyTb K Galyly C SBaKPHTEM KJIOUOM OOPATHOT'O IIPOKCU-
ceppepa> -out <nyTe K Qalily C BaKpPHTHEM KJIIOUOM OOPATHOI'O INPOKCU-CepBepa
Oes3 napoja>

Hanpumep:

openssl rsa —-in server.key -out new.server.key

3.8.1.3. HacTpoiKa NnpoToKOo/1a B3aMMOAEMNCTBMA yCTPoMCTB (push-aemoHa) ¢ MNMCY

YcTporctBa B 3aBMCMMOCTM OT YCTAaHOBAEHHOW Ha Hux Bepcum OC ABpopa
MCNONb3YIOT pPa3Hble BepcuM NpPOTOKoNa B3ammosenctsms c [ICY. [MepeyvyeHb Bepcui

NPOTOKONa B3aMmoaencTama yctponcTs ¢ NCY npuseaeH B Tabamue (Tabanua 15).

Tabnnua 15

Bepcua OnucaHue
NPOTOKO/1a
0 Bepcua npotokona ana OC Aspopa 3-ro nokoneHua. He noaaeprkmsaeT
ayTeHTUPUKaunto yctponcts B [CY
2 Bepcua npotokona ana OC ABpopa 4-ro NOKONEHWA, B KOTOPOW YYTEHbI
ocobeHHOCTM MHorononb3oBaTesibckoro pexnma OC. He nopaepsknBaeT
ayTeHTUPUKaunto yctponcts B MCY
3 B naHHOM BepCcUM NPOTOKONA peann3oBaHa ayTeHTUDUKALMA YCTPOUCTB Npu
noakatodeHmnm K MNCY. NMoaaepxmeaetca OC Aspopa Bepcumn 5.1 v BbiLLe.
NMPUMEYAHUE. Vicnonb3oBaHWe MpPOTOKOMA BeEpCUMM 3 AOMNYCTMMO Mpu
ycnosum yctaHoBKu MNCY coBmecTHO ¢ MY 1 aktnBauum yctpomcTts B Y. B
MHOM CNy4yae HeobX0AMMO MCMONb30BaTb MPOTOKON BEPCUN 2

3agaHue NPOTOKOAa OCylLLecTBAAETCA B napameTpe
allowedDeviceProtocolVersions KOHOUIypauuoHHoro ¢arna install-<sepcus
[II0>/install-ac/config/subsystems/push/config.yml. B AgaHHOM napameTpe
3a4aeTCA CMNCOK AOCTYMHbIX BepCl/IVI MPOTOKO1a. Ecan 33d43dHO HECKOJIbKO Bepcmﬁ, TO 6yp,eT

MCNos1b30BaATbCA MaAKCMMaJibHaAA BepCMA MPOTOKO/1a, KOTOpaAd MnoAadepXnBaeTtca U
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YCTPONCTBOM, n CepBEepPOM. Mpumepsl 3a4aHuA 3HaYeHUM napameTpa

allowedDeviceProtocolVersions npuBeaeHsl B Tabanue (Tabanua 16).

Tabnavua 16
3Ha4yeHue napameTpa OnucaHue

allowedDeviceProtocolVe | B MICY BK/OYEHA MOALEPMKKA BCEX BEPCUIN MPOTOKOAA.
rsions: [] MNCY ayTeHTUOULMPYET YCTPOWCTBA, MOAAEPKUBAIOLLME
NPOTOKON BepcuM 3. YCTPOMCTBA, He MOALEepsKMBatoLLme
NpPOTOKOAN Bepcum 3 B3ammopgenctesytor c [ICY 6e3
ayTeHTUOMKaLMK,

[aHHOoe 3Ha4YeHMe UCMO/b3YeTCa Mo YMOMYaHMIO
allowedDeviceProtocolVe | Yerpoictea B3aumogeictsytoTr ¢ MCY no npoTtokony

rsions: [0, 2] Bepcun O Unm Bepcum 2. AyTeHTUDUKALMA YCTPOICTB He
ocyluecTsnaeTca

allowedDeviceProtocolVe | BsgumoperncteosaTtb ¢ [CY MOryT TONbKO YCTPOMCTBA,

rsions: [3] noAsepskuBatolime  NpoToKon  sepcum 3. TICY

OCYLLECTBAAET ayTEHTUPUKALMIO YCTPOMCTB

3.8.2. OnucaHue HacTpomnkm MY

Hactpoika Y 3aknto4aeTca B HaCTPOMKe B3anmoaenctesms Cepsepa NpUaoKeHUN
MYy c Cepsucom yseaomneHuin Aspopa Bepcum 1.1.2 wmam TMCY, a Takxke B 3arpyske

KapTorpadpuyeckon nHdopmaumm B hpannosoe xpaHuaumuie Y.
3.8.2.1. Hactporka B3anmoaencteumsa Cepsepa npuaoxexHnn My c Ncy

B cnyyae Heobxogumoctn B3ammopenctema CepBepa npunoxkeHun MY c MCY
noTpebyeTca BbINONHUTL CAeaytoLLMe HACTPOMKN:

3.8.2.1.1 CuHxpoHM3MpoBaTb Bpema mexay Cepsepom npunoxeHni MY n McCy.

3.8.2.1.2 3apeructpupoBaTb B [TCY NPoeKT 1 NOAYYUTb KOHPUTYpaLUMOHHbIe dalinbl
C HaCTPOMKaAMM: mobile app ac push project.json %
app_server ac _push project.json. NHCTPYKUMA MO CO34aHMI0 MPOEKTa NpeacTaBieHa

B AOKyMeHTe «PykoBOACTBO Noab3oBaTena. Yactb 5. Moacncrtema CepBUC yBEAOMIEHNWN»,
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3.8.2.1.3 3apaTb NPOTOKOA, AOMEH W nopT Ana obpauweHua kK [CY (3HayeHue
napameTpa [OO/IXKHO COOTBETCTBOBATb 3HAYEHWIO MapameTpa push public address B
KOHOUTypauMoHHOM  daine app server ac push project.json). [na 3Toro B8
KOHQUIYPaLMOHHOM banne config/config.yml.7j2 334aTb napameTp

config.publicUris.push.publicAddress, Hanpumep:

publicUris:
push:
publicAddress: "https://acenter.example.ru"

3.8.2.1.4 3apatb AOMEH <AC_DOMAIN> u nopt MCY gna yctpoicTs (push-gemoHa).

JomeH n nopt MCY ans ycTponcTs 3a4at0TCA B CEKLUMN pushNotificationSystem
KOHQUIypaUMOHHOro ¢anna config/config.yml.j2 W pPACNPOCTPAHAOTCA Ha BCe
TeHaHTbl. 10 yMOAYaHUIO B KayecTBe mobileHostname YyKa3aHO MMsA MepBOro cepsepa

NPUNOKEHWNI.

pushNotificationSystem:
mobileHostname: "acenter.example.ru"
mobilePort: 999

Tak¥e OOMeH M NOPT MOXHO 33a4aTb B KoHCOAM agmuHucTpatopa [1Y npwu
BbiNOAHeHMM nn. 3.8.2.1.6. B faHHOM cayyae HacTPOMKM OyayT pacnpoCTPaHATLCA TONbKO
Ha TEHAHT B PAaMKax KOTOPOro BbIMOAHANACh HACTPOMKa.

MPUMEYAHUE. ma nomeHa, 3a4aBaeMoe B NapameTpe mobileHostname, AONXKHO
coBMaZlaTb C MMeHeM cepBepa aapec nybanyHoro APl cepBepa aBTopmM3aLmMmM, 3a1aBaemMoro
B NepeMeHHOM publicUris.auth. publicAddress.

3.8.2.1.5 MNepeyctaHoBuTb MY B COOTBETCTBMMK C M. 3.6.2, B C/ly4ae eCam HaCTpoOMKa
OCYLLLEeCTB/IAETCA NOoc/e YCTaHOBKK [1Y.

3.8.2.1.6 B KoHconn agmuHuctpatopa MY («KAGMUHUCTPUPOBaHNE» — «HAaCTPOMKM»
— «MHTerpauma» — «CepBUC yBeaoMNEHMN ABPpOpa») 3a4aTb NapaMeTpbl B3aMMOAENCTBUA

Cepsepa npuaoxeHuin My mn rcy.
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OnucaHMa Ha3HayYeHWA MnapamMeTpoB W MNOPSAAOK HACTPOMKM MNpPMBEAEHbI B
AOKyMmeHTe  «PykoBoacTBO  nonb3osatenda. Yactb 3. [oacuctema  Mnatdopma

ynpasaeHma».

3.8.2.2. PyyHaa HaCTpoMKa [Ao0CTyna K npuaoxeHuto «Aspopa LeHTp» and

OC ABpopa n OC Android

Mo ymMonYyaHMlo AOCTYN K NpuaoXeHuto «Aspopa LleHTp» HacTpamnBaeTcs

aBTOMaTU4YeCcKM B npolecce yctaHosku MMO.

[lna py4HOW HACTPOMKWM AOCTyna K npunoxeHuto «Aspopa LeHTp» Heobxoammo

BbINO/IHUTL CAeaytoWme AeNCTBUA:

3.8.2.2.1 BblNOXNUTb yCTaHOBOYHbIN Gann (APK-pann nam RPM-nakeT) npunoxKeHums
«ABpopa LleHTp» B dparnosoe xpaHuaue MY cornacHo napaMeTpy root CEKUMM location
/clientDownload  KOHpUrypaumoHHoro  danna /etc/nginx/conf.d/ocs-emm-
static-files.nginx.conf (MO YyMONYaHWUIO KaTajior: /ocs/emm/clients), nnbo

napameTpy root KOHOMrypaumoHHoro arna install-<eepcusa IINO>/install-
ac/config/subsystems/emm/applications/ocs-emm-static-files/ocs—-emm-

static-files.nginx.conf.j2 cueHapunes ycTaHoBKM [1M10.

YCcTaHOBOYHbIE $al/ibl A0NKHbI ObITb pa3melleHbl caeayowmm obpasom:

./clients/
—— android-<Bepcus OC>
L — client.noarch.apk
—— aurora—-<sepcusa 0OC>
L — client.<apxurexrrypa>.rpm

Hanpumep:

/ocs/emm/clients/

—— android-10

L — client.noarch.apk
—— aurora-5.0.0

—— client.arm.rpm
— client.arm64.rpm
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B cnyyae ecam MMa YyCTaHOBOYHOTO dalina oTiM4aeTca oT waboHa, TO BMECTO Hero
MOHO MCMONb30BaTb CMMBOJIMYECKYIO CCbINKY (symbolic 1ink) Ha PAAOM NesKallimii

¢amﬂ.ﬂﬂﬂCO3A8HMHCMMBOﬂquCKOﬁCCHﬂHMH€O6XOAMNK)MCﬂOﬂb3OBaTbKOMaHAyZ

In -sf <oTHOCUTEJNBLHEM NYyTh K apk-tdanyny> client.noarch.apk
N7
In -sf <OTHOCUTEJIBHHM yTb K rpm-IakeTy> client.rpm

Hanpumep:

In -sf omp-emm-client-4.0.0.4+2-android.armeabi-v7a.apk
client.noarch.apk

OnucaHne HacTpolku dalnosoro xpaHunuwa MY Ona pasmeleHus B Hem
YCTaHOBOYHbLIX PpalinoB Npunoxenua «Aspopa LieHTp» npuseaeHo B n. 3.9.1.

3.8.2.2.2 B  cekuuu config.provisioning.android.signatureChecksum
KOHQUIYPaALMOHHOIO danna rny install-<Bepcus MIo>/install-
ac/config/subsystems/emm/config.yml 3a4aTb OTNEYaTOK cepTUdUKATa KAK4a
nposepkun 3l B KOAMPOBKE base64, C MOMOLLBIO KOTOPOro ByAeT BbINONHATLCA NPOBEPKA
3N APK-¢darnos.

Hanpumep:

provisioning:
android:
signatureChecksum: "xHOmnjhoe m-8NcBRphnlH9h3DwagZdIPaWfacX8stE"

[MoNy4nTb OTNEYaToK cepTudmrKaTa MoOXKHO 13 APK-dalina ¢ nomoLLbio KoOMaHAabl:

keytool -printcert -jarfile <umsa damna> | perl -nle "print $& if
m{ (?<=SHA256:) .*}" | xxd -r -p | openssl base6d4 | tr -d '=' | tr --
l+/:l T_

NMPUMEYAHUE. YTnnuta Keytool BxoamT B coctas Java SDK (nnm JRE).
3.8.2.2.3 lNepeycTaHOBMTb  KOHOUIypaumMoHHble  dalabl  cepBMCa ocs-emm-

enrollments—-api C MOMOLLbHO KOMaHAbI:

ANSIBLE USER="<mma nosezoBatens>" ./deploy-ac.sh -—--subsystems emm --
apps ocs-emm-enrollments-api --action config
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3.8.2.3. 3arpyska KapTorpapuyeckomn nHpopmaummn B pannosoe xpaHuaumiie My

MPUMEYAHWE. Mo ymonyanHuto MMO HacTpoeHO Ha paboTy ¢ KapTon MOCKBbI U
MocKoBcKol obnactu. na nonydeHms KapTbl EBpasnm Heobxoammo obpaTnTca B CayKOy
TEXHUYECKOM NoaaepKKM NpeanpuaTna-m3roToBuTeNs.

[Ona 3arpy3kn kapTorpaduyeckon nHPopmaumm B xpaHmamuie MY, HacTpoeHHoe B
COOTBETCTBUM C Noapazaenom 3.9, HeobXoANMMO BbINONHUTL Cheaytolme AeNCTBUA:

3.8.2.3.1 B ¢amnosoe xpaHuauuwe MY ckonmpoBaTb Gala C KapTorpadpmyeckom
MHbopmaumen 1M B  COOTBETCTBMW C  MapaMeTpom config.mbTilesSource
KOHQUIYPaALMOHHOIO danna config/subsystems/emm/applications/ocs-emm-
locations-api/ocs—-emm-locations—-api.yml (no YMO/THaHWIO:
/ocs/emm/maps/map.osm.mbtiles) CO34aTb CUMBOJIMYECKYIO CCbINIKY (symbolic 1link)

Ha daln ¢ KapTorpadunyeckom MHGOPMaLMEN C MOMOLLBIO CAeAYOLMX KOMaHA,.:

cp <umsga odarnma> /ocs/emm/maps/
sudo 1ln -sf /ocs/emm/maps/<mumsa odamna> /ocs/emm/maps/map.osm.mbtiles

TakXe [onycKkaeT He WCNO0/b30BaTb CUMBOJIMYECKYHD CCbIZIKY, a pa3melaTb
HenocpeacTBEHHO cam Galin B COOTBETCTBUM C MAPaMeTPOM config.mbTilesSource.

3.8.2.3.2 [epe3anyCcTnTb CEPBUC ocs—emm-locations—-api C NOMOLLbIO KOMaHAbI:

ANSIBLE USER="<uma nosapszoBaTena>" ./deploy-ac.sh --subsystems emm --
apps ocs-emm-locations—-api --action restart

3.8.3. Onucanue HacTpomkm MNOOC

HacTpoika MOOC 3akntoyaeTca B 3arpy3ke naketo OC B ¢paliioBoe XpaHUIULLE.
Ona 3arpy3kn naketos OC B ¢arnoBoe xpaHuauuwe [MOOC, HacTpoeHHoe B

COOTBETCTBUM C noapasaenom 3.9, HeobXoANMMO BbIMONHUTL CeaytolmMe AeNCTBUS:
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3.8.3.1. CKonupoBaTb B MNPOM3BO/bHbLIA KaTanor darnosoro xpaHuamuwa MNOOC
apxmB ¢ naketamm OC 1 pacnakoBaTb ero B KaTa/for, 3a/1aHHbI B NapaMeTpe root CEKLUN
location /pkgrepo/mobile KOHPUIYPaLMOHHOrO banna
/etc/nginx/conf.d/locations—-external/ocs-pkgrepo-nginx—-static.location
(N0 ymonyaHuto KaTanor: /ocs/pkgrepo/repos), NMbBO B NapameTpe repos root
KOHQUIYPaLMOHHOrO danna install-<Bepcus [o>/install-
ac/config/subsystems/pkgrepo/vars/ocs-pkgrepo-nginx-static.yml

cueHapues yctaHoBKu [0:

tar —-xf <ummsa ¢anmna ¢ apxuBoM> -C <OyTh K KaTajJoTy>
rm <mMsa Qanja C apxXmMBOM>

Hanpumep,

tar -xf 4.0.2.35.tar -C /ocs/pkgrepo/repos
rm 4.0.2.35.tar

3.8.3.2. 3apeructpupoBaTb nepeAaHHblin penu3 (Bepcuto), nobasms B dann
/ocs/pkgrepo/meta/main.json ONMcaHne U3 cneunannmpoBaHHoro meta-dpanna.

Meta-pain nepepaerca BMecTe C apxmBom peno3utopua obHosneHma OC u
npeactasnaeT cobon dpann B dopmate .json M MMEET Ha3BaHME main.json. [yTb K
meta-paliny 3a4aeTcA B 0O4HOM M3 CieayOLWMX NapaMeTpPOB:

— alias CeKUMW location /pkgrepo/mobile/meta KOHOUIypaLMOHHOIO
danna /etc/nginx/conf.d/locations—-external/ocs-pkgrepo-nginx-
static.location (MO YMONYAHUIO KaTanor: /ocs/pkgrepo/meta);

— meta root KOHOUIypauMOHHOro ¢anna install-<eepcus I[IO>/install-
ac/config/subsystems/pkgrepo/vars/ocs-pkgrepo-nginx-static.yml

cueHapwues ycTtaHoBku [1110.

BHUMAHWE! MpuneeaseHHble B HACTOALWEM MyHKTE MPUMEpPbl 3anoiHeHMA meta-
daiina npmBeaeHbl MCKAYNTENBHO ANA 06LLEro 03HAKOMIEHNA C BO3MOXKHOM CTPYKTYPOM
daina. Mtorosbln meta-pain aonkeH 6biTb CGOPMMPOBAH C YHETOM PEKOMEHAALNM U

npunmepa 3anosiHeHNA, npmBedeHHbIX HUXKE.
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Obuwme pekomeHaalLMm No 3anNofHeHUO meta-darina:

— Heobxoammo cobnoaatb obuime nNpasBuaa CTPYKTYpbl M CMHTaKcMca dopmaTa
json npw co3gaHnm meta-dpanna;

— HeobXoAMMO KOPPEKTHO YKa3blBaTb CeaytoLLMe AaHHbIe: MOAEb YCTPOUCTBA U
Bepcun OC ABpopa, 4,0 KOTOPbIX A4OCTYNHO OOHOBNEHME;

— chneayeT NPUAEPKMBATLCA MNPUBEAEHHbIX PEKOMEHAAUMN MO 3anO/IHEHMUIO
danna;

— chneayeT  MUCNO/MIb30BaTb  MHCTPYMEHTbl A8 MPOBEPKM  CUHTAKCMCa

NoAroToB/IEHHOro dpanna.

Meta-dpail COCTOMT M3 HECKONbKMUX 6/10KOB, MpMMepbl 3amnofiHeHMA KOTOPbIX

npuBeAeHbl Janee:

1) O6wmni 610K:

"brand": "OMP",
"releases": []

roe:
— "pbrand": "OMP" - 0bwwaa nHpopmaums;

— "releases": [] = 610Kk No moaenam;

2) Bnok no moaensam yCcTponcTs:

"deviceModel": "aq ns220r",
"latest": "4.0.2.249",
"versions": [
{
"version": "4.0.2.249",
"from": [
"4.0.2.209"
]
b
{
"version": "4.0.2.209",
"from": [
"4.0.2.175",
"4.0.2.89"
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"version": "4.0.2.175",
"from": [
"4.0.2.89",
"4.0.1.43",
"4.0.1.20"
]
b
{
"version": "4.0.2.89",
"from": [
"4.0.1.43",
"4.0.1.20"
]
b
{
"version": "4.0.1.43",
"from": [
"4.0.1.20"
]
}

roe:

— "deviceModel": "ag_ns220r" - mopgenb yctponctea Aquarius NS220v5.2,
npeacTaB/ieHHan B KOAOBOM HanmmeHoBaHMK: "ag_ns220r".

NMPUMEYAHWE. B cnyyae ecnm KoooBOoe HAaMMEHOBAHME YCTPOMCTBA HEM3BECTHO
cnefyeT 3anpocuUTb MHGOPMALLMIO Y MPOM3BOAUTENA:

— "latest": "4.0.2.249" — nocneaHsa goctynHas Bepcua OC ABpopa ANA YyCTPOMCTBA;

— "versions": [] = 610K cnucKka Bepcuii;

3) BAoK cnucka Bepcuin:

"version": "4.0.2.249",
"from": [
"4.0.2.209"
]
}

roe:
— "version": "4.0.2.249" — Heobxoaumas Bepcus OC ABpopa;
— "from": ["4.0.2.209"] - cnucok Bepcuit OC, C KOTOPbIX MOXKHO OOHOBUTH

yCTpoMnCcTBO A0 Heobxoammon sepcum OC ABpopa.
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Mpumep 3anofHeHHOro meta-dalina, COCTaBAEHHbIM ANA ycTponcTBa Aquarius
NS220R c ykazaHMem Bo3MoXHOCTM obHoBAeHMsa OC Aspopa ¢ Bepcun 4.0.2.209 ao Bepcum

4.0.2.249:

{
"brand" :"OMP",
"releases": [
{
"deviceModel":"aq ns220r",
"latest":"4.0.2.249",
"versions": [
{
"version":"4.0.2.249",
"from": [
"4.0.2.209"
]

3.8.3.3. [lepe3anyCcTnTb CepBUC ocs-pkgrepo-pkg-repo-api C MNOMOLLbIO

KOMaH/pbl:

ANSIBLE USER="<uma nojbpszoBarens>" ./deploy-ac.sh --subsystems pkgrepo
-—apps ocs-pkgrepo-pkg-repo-api —--action restart

3.8.3.4. NpoBepnTb KOPPEKTHOCTb HACTPOWKW, ANA 4Yero HeobxoAMmMO BOMTU B
KoHconb agmuHuctpatopa [1Y, ganee nepentm B noapasgen «HacTpomKkm» pasaena
«AOMWHUCTPMPOBAHME», B pPaCKpblBatollemca none «MHTerpauma» BbibpaTb BKAAAKY
«ObHoBneHne OC» n ybeamTbcs, YTO OTOOPAXKAOTCA MMA cepBepa, MOAENN YCTPOMNCTB U

noctynHble Bepcun OC (PucyHok 17).
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» Cepeep NpUNOMeHWA http://ocs-emm-egress-api-gw.local/appstore/api
~ OB6HoBNeHWe OC 1 MHTErpaumna
« https:/rel-ocs.ompcloud.ru/pkgrepo/mobile %
~ 3.5.0.7 Inoi R7, gmp-m1-n, ag_ns220
Inoi R7 3.5.06,3.5.0.3,3.5.0.1,3.4.086,3.40.62,3.4.0.48
gmp-m1-n 3.5.0.6,3.5.0.3,3.5.0.1,3.4.0.86, 3.4.0.62, 3.4.0.48
ag_nszz0 3.5.0.6,3.5.0.3,3.5.0.1,3.4.0.86, 3.4.0.62, 3.4.0.48
PucyHok 17

3.8.4. OnucaHune HacTporkm CDN

HacTtpoika CDN 3aknto4aeTcs B HaCTPOMKe KOHTEHT-CEPBEPOB.

[Ons  HacTPOMKM KOHTEHT-CEPBEPOB HEOOXOAMMO BbINOMHUTL Caedylolme
nencTenAa:

3.8.4.1. Bcekuumn content MHBEHTAPHOro ¢palna inventories/hosts.yml 3a4aTb

aZlpeca cepBepoB (MMeHa XOCTOB), Ha KOTopble ByayT YCTaHOBAEHbl KOHTEHT-CEPBEPbI.

Hanpumep:

content:

hosts:
acentercdnO1l:
acentercdn02:
acentercdn03:

Onucanue nopaaka 3a4aHuA aapecoB B MHBEHTAPHOM banne
inventories/hosts.yml npuseaeHo s n. 3.10.13

3.8.4.2. PacCKOMMeHTMpOBaTb ceKkuuto content servers map
KOHOUIypauMoHHoro ¢anna config/vars/ vars.yml.

3.8.4.3. B paHHOM cekumn 3aaaTb http agpec KOHTEHT-cepBepa Mo YMOYaHMIO,

NapamMeTp content servers map.default:
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content servers map:
default: "<ampec KOHTeHT cepiepa>"

Ha KOHTeHT-cepBep Mo YyMoA4YaHutio OyayT nepeHanpasaATb 3anpocbl U3
CETeﬁ/HOAceTeﬁOTCVKTBVDUM@(BCEKMMM content servers map.content servers.

3.84.4.B ceKkumm content servers map.content servers
KOHQUrypaumoHHoro ¢anna config/vars/ vars.yml, Npu HeobxoAMMOCTW, 3a4aTb
npaBnia nepeHanpasaeHmda 3anpocoB HaA KOHTEHT-CEPBEPDLI (1e. 3a4aTb W3 KaKUX

ceTeli/noaceTel Ha Kakne KOHTEHT-cepBepbl ByayT NnepeHanpaBAATbCA 3aMpPoChl):

content servers:
- server: "<ampec KOHTeHT cepsepa>"
addresses:
- "<ampec ceru/noncetu>"
- "<ampec ceru/noncetu>"

Hanpumep:

content servers:
- server: "http://ocs-cdnOl.test.ru"
addresses:
- "192.168.79.128:8009"
- "192.168.79.133"
- server: "http://ocs-cdnO2.test.ru"
addresses:
- "192.168.0.0/16"

3.8.4.5. B cekunmn content servers map.delete KOHOUrypaumMoHHOro danna
config/vars/ vars.yml NpuM HeobXxooMMOCTM 3a4aTb agpeca ceTeil/noaceTtels, Ha
KOTopble He LOJIKHbI PACcNPOCTPaAHATLCS npasmna n3 cekumm

content servers map.content servers
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NMPUMEYAHUE. Ona obecneyeHna OTKA30YCTOMYMBOCTU KOHTEHT-CEPBEP MOMKET
ObITb pPa3BEepPHYT B MHOrMOHOAOBOW KOHOMUrypauuMm C BHEWHUM OaANaHCUPOBLLMKOM
Harpysku. [lna aToro pekomeHayeTca BOCNOAb30BaTbCA MHPOPMALMeEN, NPpUBEAEHHON B
n. 3.10.10, a TaKkXe NpUMEPOM KOHPUTYpPaLMOHHOro ¢arna BHewHero 6anaHCcMpoBLLMKa,
npuseaeHHoOro B samples/ac/nginx external-balancer/conf.d/content-

server.conf.

3.9. OnucaHuKe HacTpoikm ¢pannosoro xpannamwa Mo

3.9.1. HactponKka ¢pannosbix xpaHuaumul, noacuctem Mo

Ona HacTpolku pannosbix xpaHunuuw, noacnuctem MMO HeobxoaMMO BbINONHUTb
cneayrolime AencTemnA:
3.9.1.1. Co3gaTb KaTasior /ocs WM Ha3HA4YUTb ero Baagenblem Moab3oBaTeNa ocs,

noJ KotopbiMm paboTatoT cepsumcol MMO:

sudo mkdir -p /ocs
sudo chown ocs:ocs /ocs

3.9.1.2. B cnyyae ncnonb3oBaHMa eamHoro ¢annoBoro xpaHuaua Heobxoammo

BbINO/HUTb MOHTUPOBAHME AAHHOMO XPaHWAMLLA K KaTanory /ocs.

BHUMAHWE! Mpwu askcnayataumm MMNO B KNacTepHOM KOHPUIypaumm Bce HOAbI
Cepsepa npunoxeHuin MMNO ¢ MM, MY n NMNOOC Ao0/MKHbI MUMEeTb A0CTYN K darnosomy
xpaHunumily. CooTBeTcTBEHHO, BCe HoAbl CepBepa npunoxkeHuin MMO A0/KHbI ObITb
HaCTPOeHbl Ha PaboTy € AaHHbIM GaNNOBbIM XPAHUAULLEM.

BapmaHTbl M NOpAAOK HAcTpoMku aoctyna Hoa Cepsepa npunoxenun MMO K
dannoBoMy XpaHUAULLY NpuseaeHbl B n. 3.9.2.

3.9.1.3. HactpouTb dparnosoe xpaHuauiie MM, B KoTopom ByayT XpaHUTbCs dalibl

NPUNOKEHUN (MKOHKM, CKPMHLLIOTbI, RPM-nakeTbl), 3arpy»kaemble paspaboTimKkamum.
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[Ons atoro B Katanore /ocs HEOOXOAMMO CO3[aTb KaTasor B COOTBETCTBUM C
napameTpom filestoragePath KOHPUTYPALMOHHOTO danna
config/subsystems/appstore/config.yml. B co3aaHHOM KaTanore noTtpebyeTca
C03/4aTb KaTanor applications-api M Ha3HA4YMTb €ro BAaAENAbLEM MONb30BATENS oCs,

noA KoTopbim paboTatoT cepsuchl NMM:

sudo mkdir -p /ocs/appstore/applications-api
sudo chown ocs:ocs /ocs/appstore/applications-api

MapameTp filestoragePath KOHPUTIYPALMOHHOIO danna

config/subsystems/appstore/config.yml MOXeET UMETb CleAyOWMA BUA:

filestoragePath: "/ocs/appstore"

3.9.1.4. HactpouTb ¢amnnosoe xpaHunuue T[1Y, B KoTopom OyayT XpaHMUTbCS
YCTAaHOBOYHbIe Gannbl NpunoxeHma «Aspopa LieHTp» 1 KapTorpaduryeckas MHGopmauma.

[na 3Toro HeobxoAMMO BbINONHUTL Cieaytolme AeNCTBUA:

3.9.1.4.1 B katanore /ocs HeobxoAMMO B COOTBETCTBMW C MapamMeTpPOM root
ceKkumnm location /clientDownload KOHOUIypauMOHHOro danna
/etc/nginx/conf.d/ocs-emm-static-files.nginx.conf (MO YMOAYaHUIO KaTasor:

/ocs/emm/clients), nMb6o napameTpom root KoHdUrypaumoHHoro danna install-
<Bepcusa Mro>/install-ac/config/subsystems/emm/applications/ocs—-emm-
static-files/ocs-emm-static-files.nginx.conf.j2 cueHapues yctaHoBKu (110
CO034aTb KaTas10l' M HAa3HAa4YM1Tb ero Bjaaaesibuem noJsib30BaTtesiad ocs, No4d KOTOPbIM pa6OTaPOT

cepsuchbl [1Y:

sudo mkdir -p <OyTb K KaTaJoIry>
sudo chown ocs:ocs <nyTb kK KaTaJlory>

Hanpumep:

sudo mkdir -p /ocs/emm/clients
sudo chown ocs:ocs /ocs/emm/clients
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39.1.4.2 B kaTtanore /ocs HeobxoAMMO B COOTBETCTBMM C MNapaMeTpoMm
config.mbTilesSource KOHPUTIYPaLMOHHOTO darna
config/subsystems/emm/applications/ocs-emme-locations-api/ocs-emm-locations-api.yml
(no ymonyanuio: /ocs/emm/maps/map.osm.mbtiles) cos3paTb KaTanor v HasHa4YuTb ero

BAagenbuem nosib3oBaTenda ocs, nod KOTOPbIM pa60Ta+0T cepBuChbI rny:

sudo mkdir -p <OyTh kK KaTajoTy>
sudo chown ocs:ocs <OoyTes K KaTaJjiory>

Hanpumep:

sudo mkdir -p /ocs/emm/maps
sudo chown ocs:ocs /ocs/emm/maps

3.9.1.5. HactpouTtb ¢annosoe xpaHunuuie MOOC, B KOTOpom OyayT XpaHUTbCA
naketol OC.
[ns 3TOro B Katanore /ocs HeobHXOAMMO CO34aTb KaTaslor COMlacHO NapameTpy

root cekunm location /pkgrepo/mobile KOHPUIypaLMoOHHOro danna
/etc/nginx/conf.d/locations-external/ocs-pkgrepo-nginx-
static.location (MO yMOA4YaHWIO KaTasor: /ocs/pkgrepo/repos), MO0 NapameTpy
repos root KOHPUrypaunmoHHoro  ¢arlna install-<sepcus [I0>/install-
ac/config/subsystems/pkgrepo/vars/ocs-pkgrepo-nginx-static.yml

cueHapues ycTtaHoBkM [1M10:

mkdir -p <OyTb K KaTajJoTy>

Hanpumep,

mkdir -p /ocs/pkgrepo/repos

3.9.2. HactponKka pocTyna Hopa cepsepa npunoxenuin [MMNO K dannosomy

XPaHUANLLY

Mpu akcnayatauum MO B KNacTepHOM KOHPUrypauum BCe HOAbl CepBepa
npunoxenuit MMNO A0MKHBI MMETb A0CTYyNn K GalnoBOMY XpPaHWUAWLLY, B KOTOPOM

pacnonaratoTca danabl npunoxkeHnin, naketsl OC, KapTorpadpuyeckan nHopmauma. JocTyn
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HOZ cepBepa MPUIOKEHUN K GaNoBOMY XPaHUAMLLY MOMET ObiTb OpraHM3oBaH
cnefyrouwmmm cnocobamm:

— CUMHXPOHM3aUMA dannoB mexay GannoBbIMU XPAaHWUAMLLAMU KaXKAOM HOAbI
cepBepa NPUNOKEHWUI C MOMOLLBIO NPUNOKEHNA Syncthing;

—-MCﬂOﬂb3OBaHMeeﬂMHOH)¢amﬂOBOFOXpaHMﬂMHQ.

3.9.2.1. HacTpoMKa CUHXpOHM3aUMKM darnoB mexay GaraoBbIMU XPaHMUAULLAMM

KarKA0W HOZbl CepBeEpPa MPUNOKEHMN C MOMOLLbIO NpunoxeHna Syncthing

MpunoxeHme Syncthing BbINONHAET CUMHXPOHM3AUMIO GaMNoOB B pexunme
peanbHOro BpeEMeHM Mexay Hogamm cepsepa npuaoxkenHni MMO.

[nAa HacTPOMKM M YCTAHOBKM Syncthing HeOBXOAMMO BbIMOAHWTL Caeayouime
NencTBmA:

3.9.2.1.1 NpuaymaTtb Napo/sib Noab3oBaTend (M0 YMOAYaHMIO MOIb30BaATENb ocs)
AN AOCTyNa K rpapuyeckomy nHTepdency NpuaoKeHums.

3.9.2.1.2 CdopmmnpoBaTh X3LW-KOA Napoasa C UCNOb30BaHMEM AaNTOPUTMA berypt C

MOMOLLbIO C/IeYIOLMX KOMAHA,:

sudo apt install python3-passlib python3-bcrypt
ansible all -i localhost, -m debug -a "msg={{ '<napojab>' |
password hash ('bcrypt') }}"

3.9.2.1.3 B napameTpe syncthing.gui password KOHOUrypauMoHHOro danna

config/secret.yml 334aTb 3HaYE€HME X3W-KOAa Napoa:

syncthing:
gul password:
'$2a$10S8N.9m9%43J3¢ciTDt1Uhxudwu2rGE3jgb4A0GUCT30KsSUIEIbdcPZIx6"

3.9.2.1.4 B napametpe syncthing.gui_apikey KOHpUrypaumoHHoro  ¢aina

config/secret.yml kntou goctyna K APl npunoxeHus:

gul apikey: 'AgpY4dv2tdcwcNXSmhnxW55euHDS5Ey L
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39.2.1.5B  cekuuu syncthing folders KOHPUrypaumoHHoro  darna
config/vars/ vars.yml Npn HEOBXOAMMOCTU M3MEHUTb NPEAyCTaHOBNEHHbIE 3HAYEHMA

KaTa/oros, A5 KOTOPbIX TPebyeTCca BbINONHATL CUHXPOHM3ALMIO:

syncthing folders:
pkgrepo:
path: /ocs/pkgrepo
appstore:
path: /ocs/appstore
emm:
path: /ocs/emm

3.9.2.1.6 YCTaHOBWUTb NPUNOKEHME C MOMOLLbIO KOMaHAb!:

ANSIBLE USER="<mma nompszoBaresns>" ./deploy-infra.sh -c syncthing

Hanpumep:

ANSIBLE USER="omp" ./deploy-infra.sh -c syncthing

BHUMAHMUE! Mpu ycTaHOBKE MPUIOMKEHMA OCYLLECTBASAETCA reHepaLma KA4YeBon
napbl, KOTOPasA MCMNONb3yeTca ANA 3alWMLIEHHOTO 0bMeHa AaHHbIMW MeXay 3K3eMnaapamm
NPUNOXKEHMA, Pa3BEepPHYTbIMM Ha cepBepax. s CMeHbl KAto4eBOM napbl (Hanpumep, B
C/ly4yae ee KOMNPOMETaLUMM), HEOHBXOAMMO YAANNTb NPUNONKEHWNE N YCTAHOBUTb €ro 3aHOBO.

YaaneHue npuaoKeHusa ocyLecTsaeTca C MOMOLLLbO KOMaHab!:

ANSIBLE USER="<umma nosaeszoBaTena>" ./deploy-infra.sh -c syncthing -A
flush all

3.9.2.2. Mpumep HaCTPONKM eaMHOro ¢parN0BOro XpaHnAmLLa

EnmHoe $annoBoe XpaHUAMLLE NPUMEHAETCA ANA XpaHeHUs GannoB NPUNOKEHU N
(MKOHKM, CKpUHLWOTLI, RPM-nakeTsbl) 1 naketos OC.
[Onsa HacTponkm egmHoro ©annoBOro XpaHuauua HeobxoAMMO BbIMOAHUTL

cnepytouime AenCTBUA:
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3.9.2.2.1 YctaHoBuUTb NFS cepBep B COOTBETCTBUM C OPULMANBHOM AOKYMEHTaUMeEN

Ha 0oC RedHat, npuBeaeHHON Ha CTpaHuue:

https://access.redhat.com/documentation/en-
us/red hat enterprise linux/7/html/storage administration guide/nfs-

serverconfig.

3.9.2.2.2 Ha Cepsepax npunoxenun MM un MNOOC co3gatb Katanor /ocs W
Ha3Ha4YMTb ero BAaAeNblLeM NOAb30BaTeNA ocs, NOA KOTOpPbIM paboTatoT cepsuchl MMM 1

MoocC:

sudo mkdir -p /ocs
sudo chown ocs:ocs /ocs

BHUMAHMUE! TMpwn akcnayataumm MMNO B KNacTepHOM KOHPUrypaumm Bce HOAbI
cepepoB npuaoxeHut MM n MOOC AO/MKHbI MMETb AOCTyn K eanHomy dannosomy
xpaHmanuy. CooTBeTCTBEHHO, BCe HOAbI cepBepoB npmaoxeHmnin MM n MOOC aonxKHbI ObITb
HACTPOEeHbl Ha paboTy ¢ AaHHbIM GANNOBLIM XPAHUTULLEM.

3.9.2.2.3 BbIinonHUTb MOHTMpPOBaHKWE dannosoi cnuctembl NFS K Katanory /ocs C

MOMOLLbIO KOMaH/b!:

mount example.com:/export/ocsfs /ocs

roe:

— example.com— 1UMA y3na pannosoro cepsepa NFS;

- /export/ocsfs-—KaTaﬂor,HOTOpbWﬁ3KCHOpTMpyeTexample.com;

— /ocs — KaTasor, K KOTOPOMY OCYLLEeCTBAAETCA MOHTUPOBAHME.

NMPUMEYAHUE. MoHTupoBaHue dannoBoi cuctembl NFS Takke MoxKeT ObiTb
BbIMO/IHEHO MOCPEACTBOM PefaKTUPOBaHMA danna /etc/fstab. [lna 3TOro B AaHHbIN

dann Heobxoammo A06aBUTbL 3aNMUCb CAeayHOWEero Buaa:

example.com: /export/ocsfs /ocs nfs defaults 0 0

PenaktnpoBaHue danna /etc/fstab NONKHO OCYLLLeCTBNATHCS

cynepnosib3oBaTeNeEM.
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3.9.2.2.4 na npoBepKM KOPPEKTHOCTM MOHTUPOBAHWUSA HEOOXOAMMO BbIMOAHUTH

KOMaHA4y.

ls /ocs

n ybeanTbca, YTO NONYYEHHbIM CNMCOK GpannoB COOTBETCTBYET CNUCKY $aloB B KaTaaore

/export/ocsfs Ha KOMMNblOTEPE example . com.

3.10. JononHuTenbHble HacTporku MMO u cpeapl PpyHKUMOHUpOoBaHMA MO

3.10.1. HacTpoWka B3aMmoaencTema cepsepa npuaoxenHuni Ny ¢ SMTP-cepsepom

HacTpoika B3aumoaenctsma CepBepa npuaoxeHun MY ¢ SMTP-cepsepom
TpebyeTca Ana obecneyeHns OTNPaABKM Ha INEKTPOHHY0 nouTy dpanna (nor-darna, noros)
CO CMUCKOM CUCTEMHbIX COODLLEHWI 00 OLWMOKax yCTPONCTB.

NMPUMEYAHUE. dyHKUMOHAN aocTyneH Tonbko ans yctporncts ¢ OC Aspopa n OC
cemencTea Linux.

Cxema npouecca cbopa wn oOTNpaBkM N0r-GamnoB Ha 3/EKTPOHHYIO MNOYTY

npuseaeHa Ha pucyHke (PucyHok 18).

MoyToBLIN
cepeep

KoHcone
agMUHUCTpaTopa NY

Cepeep
NPUNGMKEHWIA

YcTponcTEO €
npunoxexdvem "Aespopa LeHTp"

| nO}'I}f‘-IIt'ITb OTHET C naraMii Ha 31. NoYTy |

—
|

|
| CobpaTe apxune
' ¢ noramMwm

OTNpaewnTb apxue
_ Cnoramm (no https)

-

|
CihopMMpoOEaTE NMCBEMO C apPXUBOM |
(c NoMOLLEBID BCTPOEHHOMO |
NoYMTOBOD KNWEHTA) i
i
i
i
i

| OTnpaenTe NUcbMo (No smip)

¥

OTnpaewTb NMMCEMO
Ha YKA3aHHBIA 371. MONTY

(no smtp)
KoHcons Cepsep YecTpoicTeo € MNoYToBLIA
agmuHucTpaTopa MY | | npunoxeHui npunoxeHwem "Aspopa LenTp" cepeep

PrucyHok 18
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Ona HacTponku B3ammopaencTena Cepsepa npunoxkeHun MY ¢ SMTP-cepBepom
HeobxoAMMO B CeKUMM smtp KOHOUTYpaUMOHHOro danna noacuctemsl MY config.yml
(config/subsystems/emm/config.yml) 3a4aTb Tpebyemble 3HaYeHUA:

— aZlpec 3/M1eKTPOHHOM MOYTbl, C KOTOPOro OTMNPaBAAKTCA NMUCbMa (nNapameTp:
from);

— aJlpec cepBepa 3/IeKTPOHHOM NoyThl (NapameTp: address);

— ¢dnar BKAOYEHUA/OTKAOYEHMA MCNONb30BaHUSA  3alMLUEHHOrO MPOTOKO/A

SMTPS ana 3aWmThl coegnHEHUA (NapameTp: tls);

— TUN ayTeHTUdMKaUMK (NapameTp: authType);

— napameTpbl A48 3a4aHHOTO TUMNa ayTeHTUPUKaAUMN (usrername, password M
ap.).

3Ha4YeHMA NapamMeTpoB from M username A0/KHbI ObITb UAEHTUYHbI, B MPOTUBHOM
C/y4ae NoYTOBbIN cepBep byaeT OTKIOHATL COODLLEHMA.

C nomouwbto ¢nara "tls" HacTpamBaeTcA HeOOBXOAMMOCTb MCMNO/b30BaHMA
NPOTOKO/1a SMTPS ANA 3alnTbl coeamHeHns mexay Cepsepom npunoxeHuin MY n SMTP-
CepBEPOM.

Mpu 3HavyeHun nara "tls: true' OYAET WMCNONb30BATHCA 3aALUMLLEHHbLIN
NPOTOKON SMTPS. Ecnn SMTP-cepsep He nogaeprkmsaeT npoTokon SMTPS, To Cepsep
NPUNOXKeHUM MY BepPHET owNbKy "tls: first record does not look like a TLS
handshake" 1 cooblieHMe oTnpaBaeHo He byaerT.

Mpwn 3HayeHUn dnara "tls: false" OyAET MCNONb30BATbCA MPOTOKON SMTP. B
cnyvae, ecan SMTP-cepBep noAfep)KMBaeT pacwumpeHne STARTTLS, TO Mepefaya
coobuleHnin byaeT ocyLLeCcTBAATLCA C UCMONb30BAHMEM NPOTOKOAA TLS.

B MY noaaepmpatotTca LOGIN, CRAM-MD5, PLAIN TUMbl ayTEHTUGMKALMM SMTP. B

3aBUCMMOCTHM OT MCNOJIb3YyeEMOT0 THMA ayTeHTVICI)MI-(aLI,l/II/I HEO6XO,£I,VIIV\O 3a4aTb caegyrouwmne

napameTpbl (OCTanbHble NapamMeTpbl OCTaBUTb 6€3 N3MEHEHWN):
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— LOGIN:

smtp:
from: "userlexample.com"
address: "smtp.example.com:1025"
tls: true
authType: "LOGIN"
username: "test username"
password: "test password"

— CRAM-MD5:
smtp:
from: "user@example.com"
address: "smtp.example.com:1025"

tls: true

authType: "CRAM-MD5"
username: "test username"
secret: "test secret"

— 6e3 ayTeHTUPUKaUMN:

smtp:
from: "user@example.com"
address: "smtp.example.com:1025"

tls: true

— PLAIN:
smtp:
from: "user@example.com"
address: "smtp.example.com:1025"

tls: true

authType: "PLAIN"

host: "smtp.example.com"
username: "test username"
password: "test password"
identity: "identity"

NMPUMEYAHUE. ns ayTeHTMdUKaumMM Tuna "PLAIN" B None host A0MKHO ObITb
YKa3aHO 3HayeHuWe M3 nons address Oe3 ykasaHMA NopTa. TaKkKe ANA AAHHOro TMna
ayTeHTMOUKAUMM  HeobxoaAMMO  Hanuyme  3almuleHHoro  TLS-coeamHeHua. Ecau
TLS-coeanHeHMe He NoAAEePKUBAETCA, TO NPU MOMbITKE OTNPABUTL COODLWEHNE BO3HMKHET

OoWwnbKa "error: unencrypted connection" n coobueHne He byaeT oTNPaBAEHO.
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Mocne M3MeHeHMA HacTPOoeK HeobxoaAMMOo nepeycTaHOBUTb KOHOUIypaLMOHHbIE

dannbl C NOMOLLbIO KOMaHAbI:

ANSIBLE USER="<mma nome3oBarens>" ./deploy-ac.sh --subsystems emm --
apps ocs-emm-dispatcher-api,ocs-emm-enrollments—-api --action config

3.10.2. HacTpoMKka B3aMMOAEeNCcTBMA cepBepa npunoxeHnn [Y ¢ cepsBepom

yaaneHHoro nogkntoyeHmna RustDesk

Cepsep RustDesk ncnonbsyeTca Ana yAaneHHOro noakatoveHua K paboyemy ctony
aKTMBMPOBAHHOIO YCTPOMCTBA, a TakKe AN1A obmeHa Gannamm ¢ nomoLbto Y.

BHUMAHWE! [daHHbIn  PYHKUMOHAN AOCTYyNeH TONbKO  ANA  YCTPOWMCTB,
OYHKLUMOHMPYOWMX noa ynpasneHnem OC Android n OC AnbT Linux.

NMPUMEYAHUA:

— pekomMmeHayeTca ncnonb3oBaTh cepsep RustDesk Bepcum 1.1.8;

— WHCTPYKUMA MO YCTAaHOBKE pPacnosioKeHa Ha odPUUMANbHOM  canTe:
https://rustdesk.com/docs/ru/self-host/rustdesk-server-oss/install/.

Cxema B3anmmopaenctans MMO n RustDesk npueeaeHa Ha pucyHKe (PucyHok 19).

Cxema nHTerpauum Aspopa LleHTp n RustDesk

CerMeHT ¢ cepeucamu Aepopa LieHTp

Port mapping
-443 -> :8009/TCP
999 -= 8025/TCP

221115 = 21115/TCP

21116 = :221116/TCP
HTTPS 8009
b 21117 - 21117/TCP TCP 8025
e ' ' 21116 -= :21116/UDP y
TipAnoReRne }> H:gsSg;;S - HTTPS 443 | (Aurora Center) Aepopa LieHTp
|"Aspopa LlexTp” .\ TCP999 H Cepgep NpynoXeHuit
(Aurora Center) i
N (Aurora Center) | | r
] 4 -
p 3 Internet Lo iy O"
RustDesk i - R : TCP 2111521117 TCP‘21116
client .l TCP2111521117 | ! ~— _UDP21116
- J UDP 21116 - MesKceTesoit UDP21116 1 (Rustiesk: chent) X
(RustDesk client) 3kpaH (RustDesk client) | 1 HTTPS 443
O [ : (Aurora Center) R =N
) i Vo
TCP 2111521117 b TCP 2111521117 P
(AULC:Q::M UDP 21116 o UDP 21116 i
RustDesk client; I RustDesk client P
( ) ! H {RizDesk chcat) Cepeep RustDesk 5
~L e S e i
fou CermeHT nons3osarenei g
< . 5
YaaneHHoe v Pl
padouyee MecTo I H ¢ &

aaMUHUCTPaTOpa
MnardopMbl ynpasnexua

PaGouee mecto

afMuHMCTpaTOpa
YYETHBIX 3anuceit

— 5 [Hoctyn k RustDesk

—— [JocTyn k Apopa LieHTp

PucyHok 19
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[na HacTponkm B3ammoaenctema Cepsepa npunoxkeHuin MY c cepsepom RustDesk
HeobxoAMMO B CeKUMW remoteControl KOHOUrypauMoHHOro danna noacuctembl MY
config.yml (config/subsystems/emm/config.yml) 33/aTb TpebyemMble 3Ha4YEHNA

— agapec cepsBepa RustDesk (napameTp: serverUrl);

— K/toY gocTyna K cepsepy RustDesk (napameTp: serverKey).

Hanpumep:
remoteControl:
serverUrl: "rustdesk.server:21116"
serverKey: "<RUSTDESK KEY>"
sessionTimeout: "30m"

Mocne M3MeHeHWs HacTPOeK HeobxoAMMO MepeycTaHOBUTb KOHPUrypaLMOHHble

dannbl C NOMOLLbIO KOMaHAbI:

ANSIBLE USER="<uma nosabszoBaTena>" ./deploy-ac.sh --subsystems emm --
action config

3.10.3. HacTpoiKa pa3aenenua Tpadpmka

MNO nos3BonfeT pasaenatb Bxoaswmi Tpadmk (URL-3anpockl) creayolmmm
cnocobamm:

— Nobasepath —Kaxaas KoHCoNb agMnHMCTpaTopa/paspaboTtumka (nmbo APl ann
B3aMMOﬂ£ﬁCTBMﬂCIWpMﬂomeHMﬂMM)ﬂpMBﬂ3aHa+<OﬂpeﬂeneHHOMy]&asepath.Basepath
3a4aHbl B CEKUMN config.publicUris KOHOUIYPALUMOHHOrO panna internal .yml;

— No AoMeHam (cybaomeHam) — Kaxkaana KoHconb aamuHncTpaTopa/paspaboTynka
n APl pna B3aumopencTsma C npunoxeHmamm (nmbo rpynna KoHconen wu  API)
ONMUMOHA/NIbHO MOMET ObiTb MpWBsA3aHa K onpeaeneHHOMy AOMeHy. PekomeHayeTcs
nyb6MdYHble KOHCOMM M APl nmpuBA3bIBaTb K AOMEHY, KOTOPbIM MMeeT AO0CTyn U3 CeTU
NHTepHEeT, a BHyTPEeHHNE KOHCoAM (KOHCOM aAMUHUCTPATOPOB) MPMUBA3bIBATL K JOMEHY,
He umetolemy AocTyn 13 ceth MHTepHeT. PasgeneHune TpaduKka no 4omMeHam npmseaeHo
B nn. 3.5.2.3;

— M0 NMopTam — BHYTPEHHWE M BHelHne aapeca MNMO npusA3aHbl K OTAENbHbIM

noptam. OnucaHne HaCcTPOMKKM pa3aeneHuna Tpadurka no noptam npmueeaeHo 8 nn. 3.5.2.2.
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3.10.4. HacTpoMKa KaWmnpoBaHNA OTBETOB CEPBMCOB

[na ysennyeHua npomssoanTenbHocTH MNMO npumeHAETCA K3WKMPOBaHME OTBETOB
cepsmcoB € nomoubto Nginx. [lpy 3TOM AOCTYyN K 3aK3WMPOBAHHbLIM  AaHHbIM
ocylulecTsnaeTca Yyepes wato3bl goctyna MMMo.

HacTpomKM KaWMpoBaHMA 3a4at0TCA B CAeAyoWMX KOHOUIypaumMoHHbIX darnax
CueHapueB YCTAHOBKM cpeabl  GyHKUMOHMpPOBaHMA (MO 1 MHPPACTPYKTYPHbIX
KomnoHeHToB [M10:

1) B KoHdurypaumoHHom ¢aine shared roles/nginx/defaults/main.yml
33at0TCA C/iedytolLme napameTpsbl:

— cache enabled — BK/ItOYEHME/BbIKNOYEHWNE KIWMPOBAHUSA;

— cache path — KaTanor XxpaHeHna KaLWwa;

— cache keys zone — MMA 30Hbl B pa3genaeMon Namatu, rae byaeTt xpaHUTbeA
KaL;

— cache keys zone size — pa3mep 30Hbl B pa3fenaeMon NnamaTu;

— cache max size — MaKCMManbHbI pasmep BblAeNAEMOM MO K3W NamATH

(Korga mecTo 3aKkaH4mMBaeTcsa, Nginx yaanseT ycTapeslune AaHHble);

— cache inactive — BpemA, MNOCAe KOTOPOro Ksul bygeT aBTOMATUYECKM
OYnLLLATHLCA.
Hanpumep:
cache enabled: true
cache path: "/var/cache/nginx"
cache keys zone: "proxy cache"
cache keys zone size: "50m"
cache max size: "10G"
cache inactive: "30m"

MPUMEYAHUE. MaKcrmanbHbIM pasmep BblAEASAEMOM NOA K3W NamATK AO0/KEH

ObiTb He meHee 10 IB;
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2)B KOHPUIypaLMOHHbIX dannax config/subsystems/<Has3BaHue
nomcucTeMe>/vars/services.yml 3agatTcs APl ¢yHkumm (endpoint-bl) MMNO, ans
KOTOPbIX HEOHXOAMMO BbINMONHATbL K3WMPOBAHME, @ TaKKe NapaMeTpbl KIWNPOBAHMA ANA
Kaxkaomn APl dyHKLUN:

— proxy cache — BK/OYEHWNE KIWMpPOBaHUA ana APl dyHKUMK;

— proxy cache valid — Bpema K3LWMPOBaHMA OTBETa (BO3MOXHO 3a4aTb BpemA
K3LWMPOBAHMA A5 OnpefieNieHHbIX CTaTyCOB OTBETA);

— proxy cache lock — mnapameTp onpegenseT BO3MOMHOCTb MPOXOXAEHWA
HECKONIbKMX 3anpocoB Ha 6akeHA (K cepsmcam MIMO). Mpu 3Ha4YeHMN «on» 3anpellaeTca
NPOXOXAEHME HECKONbKMX 3anpocoB K cepsucy MO, Bce NOBTOpHble 3anpockl byayT
0XMAaTb NOABAEHMA OTBETA B K3lle NMbo TamayTa BN0KMPOBKM 3anNpoca K CTPaHULLE;

— proxy cache use stale — NapamMeTp onpeaenAeT, B KakMX CAy4aaX MOXXHO
MCMONb30BaTb YCTAPEBLLMM 3aK3LMPOBAHHbIA OTBET;

— add header: "X-Cache-Status Supstream cache status" — AMPEKTMBA
nobasnaeT http-3aronoBokK, coaeprKaliMin CTaTyC K3WMPOBAHMA.

Hanpumep:

nginx location dashboard:
path: "~ /v1/dashboards/["/]+$"
proxy cache: "proxy cache"
proxy cache valid: "200 {{ cache interval dynamic }}"
proxy cache lock: "on"
proxy cache use stale: "updating"
proxy cache background update: "on"
add header: "X-Cache-Status Supstream cache status"

3.10.5. lenctema no 6e3onacHOM yCTaHOBKE M HAaCTPOMKe CpeacTBa

NMPUMEYAHUE. YcTaHOBKa, HacTpoMka W 3KcnayaTauma [1MN0  goaxkHa

ocyulecTBnATbLCA B cooTBeTcTBUM ¢ 2/ Ha [110.
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Mpwn ncnonbszosaHuu MMO B rocyaapcTBeHHbIX MHGOPMaLMOHHbLIX cucTemax (MTNC)
(MHPOPMALIMOHHbBIX CMCTEMAX MEPCOHANbHbIX AaHHbIX, aBTOMATM3UMPOBAHHbIX CUCTEMAX
YyNpPaBAeHUs, KPUTUYECKOM MHPOPMALMOHHOM WHOPACTPYKTYpE), He CcoaepKalimx
MHOOPMaALMKM, COCTABAAKOWEN TOCYAAPCTBEHHOW TaWHbl, B 3aBMCMMOCTM OT K/jacca
3alWMULIEHHOCTM A0/KHblI OblTb YCTAaHOB/EHbI 3HAYeHMA MapamMeTpoB, NpuBeAEeHHble B

Tabanue (Tabnamua 17).
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Tabnvua 17
MNapameTp 3HayeHue 3Ha4yeHue 3HayeHue 3HayeHue

(ana MC 4-ro knacca)

(ana MC 3-ro knacca)

(ana MC 2-ro knacca)

(ana TUC 1-ro Knacca)

KoHourypaumoHHbii dann MNb (cueHapus ycTaHoBKKM MB): /var/ocs/config/subsystems/auth/config.yml
(config/subsystems/auth/config.yml)

[Nepuopn BpemeHun
HEeMCNoNb30BaHMA
naeHtTMdmKkaTopa (yyetTHom
3anmcu) Nnonb3oBaTens, yepes
KOTOpOe NPonCXoanT ero

HN0KMpOBaHMeE:
config.maxAccountInactivi
tyPeriod

YCTaHaBMBaETCA Ha
YCMOTpEeHMe onepaTtopa
NC, Hanpumep:

maxAccountInactivity

Period: 2160h

He 6bonee 90 aHen,
Hanpumenp:
maxAccountInactivi
tyPeriod: 2160h

He 6bonee 90 aHen,
Hanpumep:

maxAccountInactivity

Period: 2160h

He bonee 45 aHen,
Hanpumenp:
maxAccountInactivi
tyPeriod: 1080h

MuHMMabHaA AONVHa NaponA:
config.passwordSettings.m
inLength

He meHee 6 cMMBO/I0B,
Hanpumep:

config.passwordSetti

ngs.minLength: 6

He meHee 6 cMMBOI0OB,
Hanpumep:

config.passwordSet
tings.minLength: 6

He meHee 6 cMMBO0OB,
Hanpumenp:

config.passwordSetti

ngs.minLength: 6

He meHee 8 cMmMBO0OB,
Hanpumep:

config.passwordSet
tings.minLength: 8

AndasnT Napona Ans y4eTHbIX
3anmMcen Nonb3oBaTeNnen He
HacTpamsaeTcAa. [1laponn
YYETHbIX 3anncen
NONb30BaTeNEN AOMKHbI
coZepraTb OYKBbl BEPXHETO U
HUXHEro PerncTpoB, LMdpbl 1

He meHee 30 cimBONOB,
Hanpumep:
minDigits: 1

minUpperLetters: O
minLowerLetters: 1

minSpecialChars: O

He meHee 60

CMMBOJIOB, Hanpumep:
minDigits: 1

minUpperLetters: 1
minLowerLetters: 1

minSpecialChars: O

He meHee 70 cmBONOB,
Hanpumep:
minDigits: 1

minUpperLetters: 1
minLowerLetters: 1

minSpecialChars: 1

He meHee 70

CMMBOJIOB, Hanpumep:
minDigits: 1

minUpperLetters: 1
minLowerLetters: 1

minSpecialChars: 1
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MNapameTp

3HayeHune
(ana MC 4-ro knacca)

3Ha4yeHune
(ana MC 3-ro knacca)

3Ha4yeHune
(ana MC 2-ro knacca)

NNAT®OPMA
3Ha4yeHune
(ana TUC 1-ro Knacca)

cneumanbHble CMMBObI (3TO
KoHTponunpyetca MMNO).
AndasunT Napona onsa y4eTHbIX
3anmcemn yCTPoKCTB:

— MWHMMaIbHOE YMCNO0 UMdp B

napone:
config.passwordSettings.
minDigits
— MWHWMa1bHOE YNC/IO 6YI-(B
BEPXHEro peructpa B napone:
config.passwordSettings.
minUpperLetters

— MWHNMaJ/IbHOE YNC/0 6yKB

HUXXHEro perncTpa B napose:
config.passwordSettings.
minUpperLetters

— MWHNMaJ/IbHOE YMNC/O0

cneucnmsBoOsiOB B Napoie:
config.passwordSettings.m
inSpecialChars

MaKcrmasibHoe BpemA

AEeNCTBMA MNapons:
config.passwordExpiration
Time

He bonee 180 aHen,
Hanpumep:
passwordExpirationTi
me: "4320h"

He bonee 120 aHen,
Hanpumep:
passwordExpiration
Time: "2880h"

He 6bonee 90 aHen,
Hanpumep:
passwordExpirationTi
me: "2160h"

He 6bonee 60 aHen,
Hanpumep:
passwordExpiration
Time: "1440h"
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MNapameTp

3HayeHune
(ana MC 4-ro knacca)

3Ha4yeHune
(ana MC 3-ro knacca)

3Ha4yeHune
(ana MC 2-ro knacca)

3Ha4yeHune
(ana TUC 1-ro Knacca)

MaKcrmanbHoe Bpems
[EeNCTBMA KAtOYa Y4ETHOM

3anncK cepBepa NPUNOIKEHNI:
config.ttl.client Jjwks

He bonee 1 rogan 3
MecC., Hanpumep:

client jwks: 10950h

He bonee 1 ropamn 3
MecC., Hanpumep:

client jwks:
10950h

He bonee 1 ropgaun 3
MecC., Hanpumep:

client jwks: 10950h

He bonee 1 rogaun 3
MecC., Hanpumep:

client jwks:
10950h

Yncno nocnenHmx

NCMOJ/1Ib30BaHHDbIX naponel‘/ﬁ,

KOTOpble 3anpeweHo

NCMO/1b30BaTb NOJ/1Ib30BATE/TAMM

npm Co3gaHNnN HOBbIX naponeﬁ:
config.passwordHistoryDep

th

YCTaHaBMBaAETCA Ha
YCMOTpEeHMe onepaTtopa
NC, Hanpumep:

passwordHistoryDepth
: 3

YCTaHaBAMBAETCA Ha
YCMOTpPEHME
onepaTopa MC,
Hanpumenp:
passwordHistoryDep
th: 3

YCcTaHaBAMBaETCA Ha
YCMOTpEeHMe onepaTtopa
NC, Hanpumep:

passwordHistoryDepth
3

YCcTaHaB/iMBaeTCcA Ha
YyCMOTpeHue
onepaTtopa UC,
Hanpumep:
passwordHistoryDep
th: 3

MaKcrmanbHOEe KOnYecTBO

HeycrneLwHbIX MOMbITOK
ayTeHTuduMKaumm (sBoaa

HenpPaBWIbHOTO Napoas) A0

HNOKNPOBKM:

config.failedLoginTries

OT1 3 go 10 nonbITOK,
Hanpumep:
failedLoginTries: 10

OT1 3 go 10 nonbITOK,
Hanpumep:
failedLoginTries:
10

OT 3 40 8 NONbITOK,
Hanpumep:
failedLoginTries: 8

OT 3 00 4 NONbITOK,
Hanpumep:
failedLoginTries:
4

Bpems 610KMPOBKK y4ETHOWN
3anMcK NoAb30BaTeNA B C/lyyae
[OCTUXEHWNS YCTAaHOBNIEHHOTO
MaKCMMa/IbHOrO KO/IMYeCcTBa

HeycneLwHbIX MOMbITOK
ayTeHTMdMKaLMM:

OT 3 oo 15 muHyr,

Hanpumep:

failedLoginBlockTime
"3m"

OT15 go 30 muHyrT,
Hanpumep:
failedLoginBlockTi
me: "5m"

OT1 10 Ao 30 MUHYT,

Hanpumep:

failedLoginBlockTime
Hlom"

OT1 15 ao 60 MUHYT,
Hanpumep:
failedLoginBlockTi
me: "15m"
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MNapameTp

3HayeHune
(ana MC 4-ro knacca)

3Ha4yeHune
(ana MC 3-ro knacca)

3Ha4yeHune
(ana MC 2-ro knacca)

NNAT®OPMA
3Ha4yeHune
(ana TUC 1-ro Knacca)

config.failedLoginBlockTi
me

Konnyectso OAHOBPEMEHHDbIX

YcTaHaBAMBaeTCA Ha

YCTaHaB/MBaeTCA Ha

YCTaHaB/MBaeTCA Ha

He 6bonee 2-x,

ceccum ana YCMOTpEHMe onepaTopa [YCMOTPEHWe YCMOTPEHWE ornepaTopa |Hanpumep:
NPUBUIErMPOBAHHbIX y4eTHbIX  NC, Hanpumep: onepatopa MC, NC, Hanpumep: privilegedSessions
3anucen: privilegedSessionsLi |Hanpumep: privilegedSessionsLi|bimit: 2
config.privilegedSessions [Mit: 10 privilegedSessions [®it: 10

Limit Limit: 10

Ko/iin4yecTBO O4AHOBPEMEHHbLIX  |YCTaHaBAMBAETCA Ha YCTaHaB/IMBaeTCA Ha  |YCTaHaB/AMBAETCA Ha YCTaHaB/IMBaeTCA Ha
ceccum ana YCMOTPEHMe onepaTtopa |yCMOTpeHue YCMOTPEHME ornepaTopa |yCMOTpeHue
HenpuBMAErMpoBaHHbIX y4eTHbIX|C, Hanpumep: onepatopa MC, NC, Hanpumep: onepaTtopa UC,
3anucemn: unprivilegedSessions |yanpumep: unprivilegedSessions | yanpumep:

config.
unprivilegedSessionsLimit

Limit: 10

unprivilegedSessio
nsLimit: 10

Limit: 10

unprivilegedSessio
nsLimit: 10

O6Wwmin KoHdUrypaumoHHbIn dann MMO (wabnoH obuiero KoHPUrypaumoHHoro darna MNMo):

/var/ocs/config/config.yml

(config/config.yml.j2)

Bpems 6e3aencrama
(HeakTMBHOCTW) NoONb30BATENA,
Yyepes KOTOpOe OCYLECTBAAETCS
3aBeplieHne ceaHca

No21b30BaTeNA:
config.session.rememberFo
r

YcTaHaBAMBaeTCA Ha
YyCMOTpeHKMe onepaTopa
NC, Hanpumep:

rememberFor: 30m

YCTaHaBAMBAETCA Ha
ycMmoTpeHune
onepartopa MC,
Hanpumep:

rememberFor: 30m

He 6onee 15 MuHyr,
Hanpumep:

rememberFor: 15m

He 6onee 5 MUHYT,
Hanpumep:

rememberFor: 5m
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3.10.6. enctBna no CcMeHe ayTeHTUPUKALMOHHOM MHPopmaunm (naponen,

CEeKpPeToB, TOKEHOB, K/to4Yei)

Mpw 3skcnayaTaumm [MMNO  pomkHa obecneymBaTbCA NEpPUOAMYECKAa CMeHa
ayTeHTUPUKALUMOHHOM  MHbOpMmaumMK.  TlepuoaMYHOCTb  CMEHbl  onpedenseTcs
3KcnayaTupytowen opraHmsaumen. CmeHa ayTeHTUPUKAUMOHHOM MHPOPMALMK TaKKe
AONXKHA OCYLECTBAATLCA B CAyyYae ee KOMNpomeTauuum. K cobblTmam KomnpomeTaumm
OTHOCATCA (HO He OorpaHWYMBatOTCA), caeayrolme cobbITMA:

— HC/A k cepsepam npunoxennit NMNO n/mamn ynpasaaoulen 3BM;

— NoTepAa HOCUTeNA, CoAepKallero ayTeHTMOUKALMOHHY MHPOPMaLUIO;

— YBO/IbHEHWE  COTPYAHMKOB, WMEBLWMX AOCTYyN K  ayTEHTMOMKAUMOHHOMN
MHGOPMaLNK;

— BO3HMKHOBEHME NOAO3PEHMIN HA YTEYKY ayTEHTUOUKAUMOHHOM MHOOPMALNK;

— C/lyYau, Koraa Henb3Aa A0CTOBEPHO YCTAHOBWUTb, YTO MPOM3OLLIO C HOCUTENIEM
ayTeHTUDMKAUMOHHON MHPOPMaLMK (HanpUMep, He NMOHATHA NPUYMHA BbIXOAa HOCKUTENA
N3 cTposA).

AyTEeHTUPMKAUMOHHAA MHPOPMALMA KOMMOHEHTOB cpedbl GYHKLUMOHUPOBAHMNA
MMNO, MHPpPACTPYKTYPHbIX KOMNoHeHTOB [0, a TaKkKe CEeKPEeTHbIA KoY KAMEHTOB
(cepBMcoOB) M KAtoY WNPPOBAHUA CEKPETOB 33a4at0TCA B KOHOUIYpaLMOHHbLIX dainnax
config/vars/ vars.yml W config/secret.yml. [1A  CMeHbl, YKa3aHHOW
ayTEHTUPUKALMOHHOM MHDOPMaALMM HEODOXOAMMO BbIMONAHMTL CAeaytolLMe AENCTBUA:

3.10.6.1. M13mMeHUTb MNapo/sinN, CEKPETbl, TOKEHbl B KOHPUIypauMOHHbIX dalnax
config/vars/ vars.yml M config/secret.yml.

3.10.6.2. YCTaHOBUTb  KOMMOHEHTbl  cpedbl  PYHKUMOHMpOBaHMA  [IMNO

MHPPACTPYKTYPHbIEe KOMNoHeHTbI MO B cooTBeTcTBMM c N. 3.6.1.

3.10.6.3. YctaHoBuUTbL 110 B cooTBeTcTBUKM C M. 3.6.2.
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3.10.7. dewncTteus

no

peaanm3saunm

dYyHKUMA

dyHKuMoHnposaHma MMO 1 MHPPACTPYKTYPHbLIX KomnoHeHToB MM0

3.10.7.1. TpeboBaHMA K MeXKCETEBOMY 3KPAHMPOBAHMUIO

be3onacHoOCTH

cpeapbl

Heobxoanmo, 4Tobbl 3alMTa nepumeTpa (GrU3ndecknx nam norndyeckmnx rpaHnu) MC

ocyuwecTtenAanacb € MCNOJb30BaHNEM MEKCETEBOIO 3KPaHa Tpe6ye/v\oro K/1aCCa 3alnThbl.

MesKceTeBOM 3KpaH A0/KEeH NPOonycKaTb TPAaPUK TONbKO Ha BHellHMe nopTbl MMO,

NpW 3TOM OCTaNbHOM TpaduK A0NKeH BbITb 3anpelleH. MNepedyeHb BHewWwHWX nopToBs MMO B

3aBMCMMOCTM OT BapnaHTa HAaCTPOMKM NpueeaeH B Tabanue (Tabamua 18).

Tabnnua 18

Homep nopta
(npoTokon)

OnucaHue

KoHdurypaumoHHbii ¢aiin, B
KOTOpPOM 334aeTca NopT

Tun noprall

Cepswucbl MMNO «Aspopa LeHTp»

10000 — 10500
(tcp)

MopTbl cepaucos MMNMO

shared roles/systemd-
deploy/templates/system
d-supplicant.sh.j2
/usr/bin/systemd-
supplicant.sh

BHYTPEHHUN

OT KOHTEHT-CepBEPOB

Nginx
80 (tcp) CNy»KuT ana shared roles/consul- BHYTPEHH MM
B3aMMomelicTeuMA cepeucos |CemPlate/defaults/main.
Mo apyr c apyrom ymd
999 (tls) CNy»Kut ans KoHOUrypaumnmoHHbin dann  |BHELIHWM
B3aMmoaencTama yctpomncTs [Nginx cornacHo n. 3.8.1
crcy
8007 CAy»KuT ana config/vars/ vars.yml |gHyTpeHHMIA
MEKNOACUCTEMHOrO
B3aMMOOENCTBUA
8009 (tcp) BanaHCUMPOBLLMK CEpPBMCOB Coniigﬁvari(_vari . i_ﬂgl BHELHWUM
H conri conrig.ymdi.
(Nginx Web Server) /etc/gginx/cgng.d/gcs.c
onf
8024 (tcp) MopT Ana npuema 3anpocos [config/vars/ vars.yml  |gHelwHui

1 OnucaHme Tvnos nopTos NpuseaeHo 8 Tabauue (Tabanua 34).
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Homep nopta

KoHurypaumoHHbii ¢ain, B

OnucaHue Tun noprall
(npoTtokon) KOTOPOM 334a€eTcs NopT
8025 (tcp) Ha aaHHbIM nopT KoHOUrypaunmoHHbit Gann  |[BHYTPEHHWN
nepeHanpasNATCA Nginx cornacHo n. 3.8.1
3anpocbl ¢ 999 nopTa
CYB/] PostgreSQL
5432 (tcp) CYB/, PostgreSQL shared_roles/postgresql |gHyTpeHHWIA
/defaults/main.yml
CYb/, Valkey
6379 (tcp) redis-server shared_roles/redis/defa,BHyTpeHHMm

ults/main.yml

26379 (tcp)

redis-sentinel

shared roles/redis/defa
ults/main.yml

BHYTPEHHWUN

Consul
8300 (tcp) https://www.consul.io/docs BHYTPEHHWM
/install/ports
8301 (tcp/udp) |https://www.consul.io/docs BHYTPEHHWM
/install/ports
8302 (tcp/udp) |https://www.consul.io/docs BHYTPEHHWM

/install/ports

8600 (tcp/udp)

https://www.consul.io/docs
/install/ports

shared roles/consul/def
aults/main.yml

BHYTPEHHUN

8500 (tcp) https://www.consul.io/docs |shared_roles/consul/def |ghytpeHHnit
Jinstall/ports aults/main.yml
Redpanda

8080 (tcp) redpanda console port shared_roles/redpanda/dBHyTpeHHMﬁ
efaults/main.yml

9092 (tcp) redpanda kafka api shared_roles/redpanda/dBHyTpeHHMm
efaults/main.yml

9644 (tcp) redpanda admin shared_roles/redpanda/dBHyTpeHHMm

efaults/main.yml

33145 (tcp)

redpanda_ rpc_server

shared roles/redpanda/d
efaults/main.yml

BHYTPEHHMM

Syncthing
8384 (tcp) https://docs.syncthing.net/ |shared _roles/syncthing/ |gHytpeHHui
users/firewall.html defaults/main.yml
22000 https://docs.syncthing.net/ |shared roles/syncthing/ |gHyTpeHHui
(tcp/udp) users/firewall.html defaults/main.yml
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Homep noprta KoHurypaumoHHbii ¢ain, B

(npoTtokon) Onucanme KOTOPOM 334a€eTcs NopT Tun nopra’
21027 (udp) https://docs.syncthing.net/ BHYTPEHHWM
users/firewall.html
Dnsmasq
53 dnsmasq BHYTPEHHNA

OnepauymoHHaa cuctema

22 MopT SSH. Ncnonb3yeTca BHYTPEHHMUN
ANA pa3BepTbiBaHMA U
aammHucTpuposanuma MMM0O.
BHUMAHMUE! Bo3moKHOCTb
MCNOJIb30BAHNA AAHHOTO
nopTa onpeaenaeTca
noKkymeHTaumen C31N ot
HCA

MPUMEYAHUE. PekomeHayeTca 3anpetuTb AocTtyn K MMNO npuBuaermpoBaHHbIX
Noab30BaTeNe M3-3a NpeaenoB KOHTPOAMPYEMOWM 30HbI, 3anpeTuB A0CTyn K KoHcoau
agMuHucTpaTtopa MNb. Takxe npn He0bXOANMMOCTM MOXKHO 3aNPEeTUTb A0CTYMN K OCTa/IbHbIM
Beb-koHconaM. [lns 3Toro cnepyet paspewnTb TpaduK TOAbKO No  Tpebyembim

URL-agpecam B cooTBeTcTBum c . 3.10.2.
3.10.7.2. Hactpowka OC CentOS, OC Debian n OC Ubuntu

MPUMEYAHMUE. HacTtponka OC Astra Linux, OC AnbT 1 PEA OC ocyuwectsnaeTca B
COOTBETCTBMM C IKCMyaTaLLMOHHON AOKYMeHTaumen Ha aaHHble OC.

3.10.7.2.1 Ana 3aTpygHeEHMA BO3MOXKHOCTEM cbopa MHPoOpmMaLMM O cucteme
HeobXoAMMO WCKAIOUYNTL METKM BpemeHu W3 3aronoBkoB TCP MmakeToB, BbIMOHMB
cnepytoume AeNCTBUA:

3.10.7.2.1.1 B KOHOUIypauMOHHbIA ¢ainn /etc/sysctl.conf [00aBUTb

CTPOKY:

net.ipvéd.tcp timestamps = 0
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3.10.7.2.1.2 MPUMeHNTb KOHOUIYPaLMIO, BbIMOAHNB KOMaHAY:

sysctl -p /etc/sysctl.conf

3.10.7.2.1.3 [MpoBepPUTb KOPPEKTHOCTb KOHPUTYPALLMK, BbIMOJNHMB KOMAHAY:

sysctl -a | grep net.ipvé.tcp timestamps

Ecan HaCTpOVIKM 3a4aHbl NPaBnabHO, AO0JTXKHO ObITb BblIBEAEHO 3HA4YEHWE!

net.ipvéd.tcp timestamps = 0

3.10.7.2.2 HacTporka 3anpeTa SSH gocTyna K cepBepam NpUIOKEHMIA NO NOTUHY U
Maposto.
3.10.7.2.2.1 B KoHOUrypaumoHHom daine /etc/ssh/sshd config 334aTb

cheagyrouwmne saHa4eHnA NapamMeTpoOoB:

PasswordAuthentication no
PubkeyAuthentication yes
AuthenticationMethods publickey

3.10.7.2.2.2 Mepe3anycTnTb CAYKOY sshd C NOMOLLbIO KOMaHAb!:

sudo service sshd reload

3.10.7.2.3 HacTponKka MMHMMaAbHOM COKHOCTM Napos.

HacTpoiKka CNOXKHOCTM Mapoasa OCYLLEeCcTBAAETCA B KOHPUrypaunmoHHOM daline
/etc/security/pwquality.conf. PeKomeHayeTCcA 3a4aTb c/edytouwme 3HavyeHuA
napameTpoOB:

— MWHWMaJIbHaA AJIMHa NMNapoaA:

minlen = 8

- afld)aBl/IT napond (MI/IHI/IMaJ'IbHOG KOTM4eCTBO MCNONb3yeMbIX K/1aCCOB

CMMBO/IOB):

minclass = 4

— MaKcuMMmasibHasa A/IMHa nocaenoBaTeibHocT cumBonoB (abed, 12345 mn 1.n.):

maxsequence = 3
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— MaKCMMaJibHOE YNCAO0 naywmnx nogpaa oanHakKoBbIX CUMBOJ/10B:

maxrepeat = 3

3.10.8. CamocToATENbHAA YCTAaHOBKA HEOOXOAMMbIX MaKeToB Ha cepBepbl

NPUNOXKeEHUIN, cepBepbl Bl N KOHTEHT-CepBEpbI

3.10.8.1. Mony4mTb CNMCOK HEODXOAMMbIX MAKETOB.

MepeyeHb HeobXOAMMbIX MaKeETOB, KOTOPble AO0/KHbl ObITb YCTAaHOBAEHbl Ha
cepBepbl NpUAOXKeHWI, cepBepbl Bl M KOHTEHT, 3a4aH B ¢alne play-managed-node-
prerequisites.yml, Haxo4AWEMCA B KaTa/sore cO cueHapuamm yctaHoBku [0 wu

MMEIoLLEM CeyIoLLYO CTPYKTYPY:

- name: install requirements to <omnepalMoHHas cuUcTeMa>

- name: install os packages on db node
loop:
<IIepedueHb INakKeTOB cepbepa B>
- name: install os packages on app node
loop:
<IepedeHb [akKeTOB CcepBepa IIPUIIOXEHUII>

B ceKuMn name: install requirements to <omepaumoHHas cucTema>
3a/laeTcA nepeyvyeHb NakeToB Aaa yKaszaHHoM OC. [laHHaa CeKumAa COAEPKNT 2 NOACEKLUMN,
B KOTOPbIX 334aeTcsA MNepeyeHb MAKETOB A/1A CepBepa NPUAOXKeHMW, cepBepa b u
KOHTEHT-CepBepa.

B nogceKumn name: install os packages on db node 33aZaeTCA NepeyeHb
nakeTtos anAa cepsepa b/,

B noaceKumMn name: install os packages on app node 334aeTcA NnepeyeHb
MaKeToB A/1A CepBepa NPUIOKEHUN N KOHTEHT-CEPBEPA.

Mpumep nepeyHa MakeToB ANA CepBepa NPUAOKeHUM, cepsepa bl U KOHTEHT-

cepsepa, PyHKUMOHMpYoWmMx noa ynpasneHnem OC CentOS 7:

tasks:
- name: install requirements to CentOS7
block:
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- debug:
msg: install requirements to Cent0S7

- name: install os packages on db node
package:
name: "{{ item }}"
state: present
loop:
- epel-release
- J9
- unzip
- perl-libs
- libxslt
- postgresgl-libs
- libicu
when: node type == "db" or node type == "all"

- name: install os packages on app node

package:
name: "{{ item }}"
state: present
loop:

- net-tools
- epel-release
- Jg
- unzip
- perl-libs
- libxslt
- postgresqgl-libs
- libicu
- dnsmasqg
- bind-utils
when: node type == "app" or node type == "all"
when: ansible distribution == "CentOS" and
ansible distribution major version == "7"

3.10.8.2. YCTaHOBWTb NaKeThbl.

YCTaHOBKa NaKeTOB OCYLECTB/IAETCA B COOTBETCTBUM C AOKyMeHTaumen Ha OC.

3.10.9. OtkatoveHme cnyxb SELinux n Firewalld

Ona oTkatoveHma cnykb SELinux u Firewalld HeobxoaMMo BbINONHUTL CAeaytoLme

NencTema:

3.10.9.1. B KoHburypaumoHHOM  darine  /etc/selinux/config  3adaTb

cnegytoulee 3Ha4vyeHMe napameTpa SELINUX:
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SELINUX=disabled

3.10.9.2. OtkAtounThb B OC MerKCceTeBOM 3KPaH C MOMOLLb BbIMOAHEHWA CAeAYOLMX

KoMaHA;:

systemctl stop firewalld
systemctl disable firewalld

3.10.9.3. Mepe3arpy3nTs IBM Cc nomoLbto KOMaHAbI:

reboot

3.10.10. TpeboBaHMA K YCTAaHOBKE M HACTPOWKe BHelwHero HanaHcKMpoBLUMKa (Ha

npumepe Nginx)

YCTaHOBKa M HacTpoWKa BHelwHero 6anaHcupoBlmKka Nginx OCyLLeCcTBAAOTCS
NONb30BaTENAMMU (CUCTEMHBIMM aaMMHUCTPaTopamm) MMO camocTosTeNnbHO. BHelwHMi
6anaHCUPOBLUMK AOMKEH NOAAEPHKMBATL MPOKCMPOBAHME http M tcp-COANHEHNA.

[lna npoBepKM BO3MOMKHOCTM MPOKCMPOBAHMA tcp-COeAMHEHUI Heobxoammo

BbIMO/IHNTb NPOBEPKY KOPPEKTHOCTM KOHbUrypaumm Nginx ¢ NOMOLLbio KOMaHAbI:

sudo nginx -t

B cnyyae otobparkeHna coobuleHma unknown directive «stream» TpebyeTcs
£06aBUTb NOAAEPKKY MOAYNA ngx stream module.so. [na aToro HeobxoanMmo:
— B KOHOUrypaumoHHom danne Nginx (dann: /etc/nginx/nginx.conf)

n06aBUTb CTPOKY:

load module ‘/usr/lib64/nginx/modules/ngx stream module.so’;

— nepe3anyctnTb Nginx ¢ MOMOLLbKO KOMaHAbI:

sudo systemctl reload nginx

3.10.10.1. HacTpoika 6anaHCHMpPOBLIMKA AN OAHOTEHAHTHOM KOHGUIYpaLMK:
— Bblaennte aomeH <AC _DOMAIN> pgna obpaweHua Kk [MO, Hanpumep,

acenter.example.ru,
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— BbINYCTUTb cepTMdUKAT [AAs8 CBOEro JAoMeHa (AOMEeHOB), Hanpumep,
acenter.example.ruy;

— pobaBuTb dns-3anucb  AnA  CBoero  JAomMeHa  (AOMeHOB), Hanpumep,
acenter.example.ru;

— B KOHQUrypaumoHHom ¢paine BHellHero banaHcMpoBLMKa 406aBUTbL 06paboTKy
cBOEro AomMeHa (oomeHOB), Hanpumep, acenter.example.ru. [lpumepsl
KOHQUIypaUmMOHHbIX danoB nNpuBefeHbl B KaTanore samples/ac/nginx external-
balancer/conf.d:

® one-node.conf — MNpUMepP KOHPUrypaumoHHOro ¢akna ana cepsepa
NPUNOXKEHNN;
® content-server.conf —NPUMEP KOHPUTYpPaLMOHHOro parna AN KOHTEHT-

cepsepa.

3.10.10.2. HacTporka 6anaHcMpoBUWMKA ANA  NOAAEPIKKM  MYNbTUTEHAHTHOM
KOHQUIrypaumm.

B cBA3KM C TeM, YTO ANA KaKAOro TEHaHTa MCNOAb3yeTCA OTAE/NbHbIM NOAAOMEH,
HeobxoAMMO  HacTpouTb 006paboTKy AOMeHa M NOAAOMEHOB Ha  BHELIHEM
HGanaHCMPOBLIMKE, BbINONHWUB CAeaytolne AeNcTBUA:

— Bblaenntb aomeH <AC _DOMAIN> pgna obpawenua Kk [MO, Hanpumep,
acenter.example.ru;

— BbINYCTUTb 0ObIYHbIN M wildcard cepTMdUMKaThl AN CBOEro AOMeEHa (AoOMeHOB),
HanpUMep acenter.example.ru U *.acenter.example.ru;

— nobaBuTb dns-3anncb 4NA CBOEro AomeHa (AoMeHOoB) N wildcard 3anucb ANs
noaAAOMEHOB, HANMPUMeEP acenter.example.ru M *.acenter.example.ru;

— B KOHUrypaumoHHom daine BHellHero banaHcMposLmMKa A06aBnTb 06paboTKy
CBOEro JOoMeHa (AOMeHOB) M NOAAOMEHOB, HaNPUMepP acenter.example.ru u
*.acenter.example.ru. [lpumepbl KOHOUIYpPaALMOHHbIX hainioB NpUBEAEHbI B KaTanore

samples/ac/nginx external-balancer/conf.d:
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® one-node.conf — MNpumep KoHbWrypaumoHHoro daitna oA cepsepa
NPUNOKEHNN;

® content-server.conf —NPUMEP KOHPUTYPALMOHHOro paraa AN KOHTEHT-

cepsepa.

3.10.11. AKTMBauma (pa3bIoOKMPOBKA) YY4ETHOM 3annCK NMOAb30BaATENSA C MOMOLLbIO
sql-3anpoca k b/1

Pa3bnokmMpoBKa y4veTHbIX 3anucen nonb3osaTenen [MO  ocywecTBaAeTcA
AAMUHNCTPATOPOM YYeTHbIX 3anmcen ¢ noMolbto KoHcoan agmmHucTpaTtopa INb. OaHako
y4yeTHaa 3anncb AAMMHUCTPATOPA YYEeTHbIX 3aMMCeN TaKkXKe MOXKeT OblTb 3abN0KMpPOBaHa
(Hanpumep, NpY ANUTENBHON HEAKTMBHOCTM AAMMHMUCTPATOPA YYETHbIX 3anucen).

B stom cnyvae gna pa3bAOKMPOBKM y4eTHOM 3anmMcKM HeobXoAMMO BbIMOAHWUTb
cneayrolime AencTena:

3.10.11.1. NoakntoumTtca K b Mb (auth) ¢ NOMOLW,bIO KOMaHAb!:

psgl -U auth -h <ip-azmpec ceprBepa BI> -d auth

Hanpumep:

psgl -U auth -h 192.168.0.107 -d auth

3.10.11.2. Pa3bnoknpoBaTb Y4YETHYK 3anucb MOAb30BaTens C MNOMOLbIO € sql-

3anpoca:

update accounts users.accounts set is active=true,
last activity at=now() where login='<email nome30BaTeNa>';

Hanpumep:

update accounts users.accounts set 1is active=true,
last activity at=now() where login='admin@omprussia.ru';
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3.10.12. enctBuma nocne cbpoca yCTPOWCTB K 3aBOACKNUM HAaCTPOMKam

Cbpoc ycTpolcTBa BO3BpallaeT ero K 3aBOACKMM HacTpoMKam. [Mocne cbpoca
YCTPOWMCTB B 3aBMCMMOCTWN OT cnocoba nx NepBoHa4a/ibHOM YCTaHOBKM npunoxeHua MMO
(npunoxeHne «Aspopa LleHTp» 1 npunoxkeHne «Aspopa MapKkeT») MOryT OTCyTCTBOBATb
nmbo 6bITb cOpoLleHbl 40 NEePBOHAYaIbHOM BEPCUM.

Mocne cbpoca ycTponcTBa He0bX0AMMO BbINONHUTL CAeaytowme AeNCTBUA:

1) YctaHoBMTb npunoxenua TMO, ecam nocne cbpoca YCTPOMCTBA OHM
OTCYTCTBYIOT;

2) AKTMBMPOBATbL YCTPOMCTBO B 1Y B COOTBETCTBMM C AOKYMEHTOM «PyKOBOACTBO
nonb3oBatensa. Yactb 3. MNoacucrema MNnathopma ynpasaeHua»;

3) O6HoBUTb NpuaoxkeHua MMO B COOTBETCTBUM C AOKYMEHTOM «PyKOBOACTBO
nonb3oBatena. Yactb 7. MMpunoxeHne «Aspopa LleHTp» Ana onepauyoHHOM CUCTEMbI

ABpopa».

3.10.13. MNMopAaoK 3afaHMA aapecoB (AOMEHHbIX MMEH) B MHBEHTapHOM danne

inventories/hosts.yml

B MHBeHTapHOM daine inventories/hosts.yml 3a4at0TCA aZpeca CepBepoB
(MMeHa XOCTOB), Ha KOTOpble yCTaHOBAEHbl (OyayT yCTaHOB/IEHbI) KOMMOHEHTbI Cpeabl
dyHKUMOHMpoBaHMA MNIMO, nHpacTpyKTypHble KomnoHeHTb! MMNO 1 noacmctems MMO.

3afaHne aapecos (AOMEHHbIX UMEH) OCYLLLECTBASETCA NOCPeACTBOM MX A06aBneHUS

B CEKLMIO hosts, HaNnpumep:

app:
hosts:
acenterapp0l:
acenterapp02:
acenterapp03:

[onyckaeTca aobaBneHne aapecos nNpu nomouim aobasneHmMa XoCToB B rpynnbl u
NanbHelwero nepencnonb3oBaHma rpynn. Hanpmumep, ans Nginx 6yayT 3agaHbl agpeca us

rpynnol app, KOTOPaA 3aro/IHEHA BblLWe:
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ocs:
children:
app:
hosts:
acenterappO1l:
acenterapp02:
acenterapp03:
nginx:
children:
app:

[lonyckaeTca cmelllaHHOe 3a4aHue afpecoB NocpeAacTBOM UX A00aBAEHMA B CEKUMIO
hosts, a TaKXKe nocpeacTBOM [A06aBneHMA XOCTOB B TPynmnbl M AajbHENLWero
nepencnonb3oBaHus rpynn. Hanpumep, ans Nginx 6yayT 3aZaHbl aapeca ns rpynnsl app,

KOTOPaA 3arno/IHEHA BblWwe, M aapeca N3 CeEKUMUM hosts:

oCs:
children:
app:
hosts:
acenterappOl:
acenterapp02:
acenterapp03:
nginx:
children:
app:
hosts:
acenterapp04:
acenterapp05:

Mpn HeobxoAMMOCTM YCTAHOBKM Ha XOCT onpeaeneHHblx noacuctem MO
notpebyetca nocne agpeca XoCTa [A00aBWUTb MNapaMeTp subsystems C MNePeYHEM

noAcucTem, Hanpumep:

app:
hosts:
acenterapp0l:
subsystems: auth
acenterapp02:
subsystems: emm
acenterapp03:
subsystems: appstore,pkgrepo
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KoHbUrypaumoHHbI dain cueHapma ycTaHoBKM cpeabl GyHKLUMOHMpPoBaHMA MO

NHPPACTPYKTYPHbIX KoMnoHeHToB MO Ha 1 9BM ¢ 4OMEHHbIM UMEHEeM ocs-app.local

MMeeT CneayroLmnn BUA,:

all:
children:
ocs:
children:
app:
hosts:
ocs—app.local:
content:
hosts:
postgresqgl:
hosts:
ocs—app.local:
patroni:
children:

hosts:
hosts:

children:
app:
content:
consul:
children:
consul servers:
children:
app:
consul agents:
consul content:
children:
content:
consul template:
children:
app:
content:

nats streaming server:

children:
app:
redpanda:
children:
app:
redis:
children:
redis masters:
children:

primary cluster:

standby cluster:
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app:
sentinel:
children:
app:
hosts:
syncthing:
children:
app:

Mpumepbl PannoB hosts.yml ANA OAHOHOAOBOM M KNACTEPHOM KOHPUIypaL Ui
npuBedeHbl B KaTanore  samples/ac/inventories/ (uan B KaTanore
samples/ac/inventories/).

OnucaHMe napamMeTpoB  WHBEHTaApHOro damna inventories/hosts.yml

npueegeHo s n. 12.1.1.
3.10.14. MopAaaoK HAaCTPOMKM CPOKA XpaHeHMA cobbITniM 6BesonacHoCTH

CpoK xpaHeHus cobbiTvin 6e30nacHOCTM 3a4aeTcA B None retention Tabauubl
partman.part config events b/l b (auth).

Ona npocmoTpa W M3MEHEHWS CPOKA XPaHeHWs HeobXoAMMO BbINMOJHUTb
cneayoLlyo nocaea0BaTe/IbHOCTb AENCTBUMN:

3.10.14.1. NogkntounTbea K B MB (auth) ¢ NTOMOLbIO KOMaHAbI:

psgl -U auth -h <ip-azgpec ceprBepa BI> -d auth

Hanpumep:

psgl -U auth -h 192.168.0.107 -d auth

3.10.14.2. TlpocmoTpeTb Tekyllee 3Ha4YeHNe CPOKa XpaHeHMA C MOMOLLbIO CKpUNTA:

select retention from partman.part config where parent table =
'audit.audit events';

3.10.14.3. VI3MeHUTb CPOK XpaHEHMA C MOMOLLBbIO CKPUNTA:

UPDATE partman.part config SET retention = '<kojuuecTteOo nHen> days'
where parent table = 'audit.audit events';
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Hanpumep:

UPDATE partman.part config SET retention = '90 days' where

parent table = 'audit.audit events';

3.10.15. Mopagok HacTponku MNMO ans ero yCTaHOBKM Ha Pa3/IMYHble OKPYXEHUA

CueHapuy YCTaHOBKWM MO3BOAAOT BbIMONHUTL HACTPOMKy M ycTaHoBky [0, a
TaKXe KOMMOHEHTOB cpedbl (yHKUuMoHMpoBaHMA (MO ANA HECKONbKMX Pa3ANYHbIX
OKPYKEHWMN, BbINONHUB CAeaytolne AeNCTBUA:

3.10.15.1. MNepenTt B KaTanor (Katanor: /install-<sepcmua MNOIO>/install-ac/
nnu /install-<Bepcus [IO>/install-ac-mt/ nnmn /install-<Bepcus
10>/install-ac-mt-spr/).

3.10.15.2. Co3aaTtb MHBEHTAPHbIM bann hosts.yml no nyTu:
inventories/<HazBaHue OkpyxeHus>/hosts.yml.

OnuncaHWe napameTpoB MHBEHTAPHOro ¢arna hosts.yml NnpmueeaeHo s n. 12.1.1.

3.10.15.3. Co3aaTtb KaTanor config/environments/<Haz3BaHue OKPYXeHUS>/,
co34aTb B [AaHHOM KaTanore Tpebyemble KOHPUIypauMOHHble Galabl C y4eTOM KX
PACNONOXKEHMA B KaTanore config W 3a4aTb Tpebyemble 3Ha4YeHMA NapameTpOB.

Bonee noapobHas mHPopmauma no pabote ¢ KOHPUrypauMOHHbIMKU darnamm
OKpyXeHuna npuseseHa 8 n. 13.2.8.

3.10.15.4. BbINO/NHNTbL YCTAHOBKY KOMMOHEHTOB cpeabl GyHKLMOHNpPOoBaHMA MO n
Mro B cooTBeTCTBMM C NoApa3aesiom 3.6 ANA 3a4aHHOIO OKPYXEHMA, YKa3aB B KOMaHA4aX
YCTQHOBKM NyTb K MHBEHTAPHOMY Gally U MMA OKPYKEHMUSA.

Mpumepbl KOMaHA:

— KOMaHAa YCTaHOBKW BCeX MaKeTOB Ha BCe cepsepbl (Ha BCe cepBepbl

NPUAOXKEHNN, cepBepbl Bl M KOHTEHT-CepPBEPbI HE3aBMCMMO OT UX TMNA):

ansible-playbook -1 inventories/<Ha3BaHue OKpyXeHMs>/hosts.yml play-
managed-node-prerequisites.yml -vv -u <uMs [OOJIL30BATEJIS>

— KOMaHZa YCTaHOBKM KOMMOHEHTOB cpeabl GyHKUMoHMpoBaHus TMO  u

MHPPACTPYKTYPHbIX KomnoHeHToB MMO:
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ANSIBLE USER="<mma nomez3oBatens>" ./deploy-infra.sh --env "<uassazme
OKpyXxeHma>"

— KOMaHAa ycTaHoBKM [M10:

ANSIBLE USER="<mma nome3oBaTens>" ./deploy-ac.sh —--env "<uHaszBaHue
OKpyXeHMa>"

3.10.16. YaaneHune nepcoHaNbHbIX AAHHbIX W3 y4eTHOM 3anMcu MOAb30BaTeNS,
NepcoHasbHbIX [AAaHHbIX KOHTAKTHOINO J/JiMLA OpraHM3aumMm M MNepCOHaNbHbIX AaHHbIX

KOHTaKTHOIO J/inLla NPOEKTa

3.10.16.1. AnA yananeHma nepCcoHanbHbIX AaHHbIX M3 Y4ETHOM 3aNMCK NONb30BaATENS
HeobX0AMMO BbINOAHUTL CAeaytolLMe AeNCTBUA:

— nogkntountbea K B Mb (auth) ¢ NOMOLbO creayoLLen KOMaHabl:

psgl -U auth -h <ip-azmpec ceprepa BI> -d auth

Hanpumep:

psgl -U auth -h 192.168.0.107 -d auth

— BbINOAHUTb sql-3anpoc:

update accounts users.accounts set login='"', last name='",

first name='"', patronymic='' where login='<email nomp3oBaTena>';
Hanpumep:

update accounts users.accounts set login='"', last name='",

first name='"', patronymic='"' where login='ivanov@omprussia.ru';

3.10.16.2. [lnAa yaaneHMA nepcoHasibHbIX AaHHbIX KOHTAKTHOrO JiMLa@ OpraHM3aumm
HeobXoAMMO BbINONHUTL Cleaytolne AencTBUA:

— BbIMNO/IHUTb APXMBALMIO KOHTAKTHOrO /MUQ, €CAM KOHTAKTHOEe JINLO He
32apXMBUPOBAHO;

— noaknto4nTbea K b MYT (mt) ¢ NOMOLULbIO Cheayolen KOMaHabl:

psgl -U mt -h <ip-ampec cepBepa BI> -d mt
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Hanpumep:

psgl -U mt -h 192.168.0.107 -d mt

- BHHOHHMTbSQL3aﬂpOC

UPDATE organizations.contact persons
SET first name='Deleted',
last name='Deleted',
patronymic=NULL,
comment=NULL,
phone="'112",
email=id::text || '@example.com'
WHERE deleted at IS NOT NULL AND email='<email KOHTakKTHOTO Jjmua>';

Hanpumep:

UPDATE organizations.contact persons
SET first name='Deleted',
last name='Deleted',
patronymic=NULL,
comment=NULL,
phone="'112",
email=id::text || '@example.com'
WHERE deleted at IS NOT NULL AND email='ivanov@omprussia.ru';

3.10.16.3. AnAa yaaneHWs NepcoHanbHbIX [AaHHbIX MO/Ab30BaTeNEeN YCTPOMCTB
HeobX0AMMO BbINOAHUTL CAeaytolLne AeNCTBUA:

— 3aWTWM B KAPTOYKY MNONAb30BaTeNA YCTPOMCTBA WM  BbIMNOAHUTL aAPXMBALMUIO
NONb30BaTeNA, €C/IN NOb30BaTe b HE 3aaPXMBMPOBAH;

— noAakNto4YnTbea K b1 MY (emm) ¢ noMoubio creaytowen KomaHab!:

psgl -U emm -h <ip-azmpec cepeepa BI> -d emm

Hanpumep:

psgl -U emm -h 192.168.0.107 -d emm

— BbINONHWUTb sgl-3anpocsi:

UPDATE users_service.users

SET first name = 'Deleted',
last name = 'Deleted’',
patronymic = NULL,
job _title = NULL,
phone number = NULL,
email = id::text || '(@example.com'

127




— "] OTKPbITAS

PYKOBOACTBO aAMMUHMCTPATOPA ' MopunbRAA
WHERE email = '<email noneszoBaTensa MYy>' AND deleted at IS NOT NULL;
UPDATE users service.users read model
SET first name = 'Deleted',

last name = 'Deleted’,

patronymic = NULL,

job title = NULL,

phone number = NULL,

email = id::text || '@example.com'
WHERE email = '<email nosepz3oBaTesna My>' AND deleted at IS NOT NULL;

Hanpumep:

UPDATE users service.users
SET first name = 'Deleted’',

last name = 'Deleted',

patronymic = NULL,

job title = NULL,

phone number = NULL,

email = id::text || '@example.com'
WHERE email = 'ivanov(@omprussia.ru' AND deleted at IS NOT NULL;
UPDATE users service.users read model
SET first name = 'Deleted',

last name = 'Deleted’',

patronymic = NULL,

job title = NULL,

phone number = NULL,

email = id::text || '@example.com'
WHERE email = 'ivanov@omprussia.ru' AND deleted at IS NOT NULL;

3.10.16.4. na yaoaneHnAa nepcoHasibHbIX AaHHbIX KOHTAKTHOro nnua npoekta [CY
HeobXxoAMMO BbINONHUTbL CAeaytoLmne AeNCTBUA:

— noaknto4mntbea K 61 MCY (push) ¢ NOMOLWbO cheaytollen KOMaHabl:

psgl -U push -h <ip-ampec cepBepa BI> -d push

Hanpumep:

psgl -U push -h 192.168.0.107 -d push

— BbINONHNUTb sql-3anpoc:
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UPDATE main.contact persons
SET
first name='Deleted',
last name='Deleted',
patronymic='Deleted',
position='Deleted',
phone="'112",
email=id::text || '(@example.com'
WHERE email='<email xoHTakTHOTO Juua>';

Hanpumep:

UPDATE main.contact persons
SET
first name='Deleted',
last name='Deleted',
patronymic='Deleted',
position="'Deleted',
phone="'112",
email=id::text || '(@example.com'
WHERE email='ivanov@omprussia.ru';

3.10.17. Cbpoc naponsa y4eTHOM 3anncu

B cnyyae yTepu napona OT y4eTHOW 3anmMcu C Poabto AAMWHUCTPATOP YYETHbIX
3anmMcen M HEBO3MOMKHOCTM €ro BOCCTaHOBAEHMA WTaTHbIM cnocobom (Hanpumep, ecnu B
MMNO 6blna ToAbKo 1 yyeTHas 3anuCb C YKA3aHHOM POJblO), HEODXOAMMO BbINOJTHUTL
cneaytoline Aenctema ana cbpoca napona y4eTHOM 3anncu:

— noaknto4mnTbea K 61 Mb (auth) ¢ NOMOLLBIO KOMaHAb!:

psgl -U auth -h <ip-ampec cepBepa BI> -d auth

Hanpumep:

psgl -U auth -h 192.168.0.107 -d auth

— B danne samples/sgl/activate user account.sgl, PacnosioOXXeEHHOM B
KaTa/aore co cueHapuamm yctaHosku M0, 3a4aTb IOTUH YYEeTHOM 3anMcK B NapameTpe

accountLogin, Hanpumenp:

accountLogin text := 'admin@omprussia.ru'
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—-CKOHMpOBaTbCOAepHQMMOG(baﬁﬂa activate user account.sqgl B KOHCO/b U
BbINOJIHUTbL CKPUNT, Ha)KaB KNaBuLly «Enter».
llocne BbIMNONHEHMA YKa3aHHbIX NencTems napob 6yaeT MMEeTb 3Ha4veHune

«admin».

3.10.18. BocCTaHOBNEHME YYETHOW 3anNMUCKU MONb30BATENA TEHAHTa B C/ydae ee

yaaneHua

[na BOCCTAHOB/MEHWS Y4YETHOM 3anucK NONb30BaTeNs TeHaHTa B C/ydyae ee
yAaneHmna HeobxoAMMO BbINOAHUTL Cleaytoline AencTBumA:

— nogkntountbea K B Mb (auth) ¢ NOMoLWbO creaytoLLen KOMaHabl:

psgl -U auth -h <ip-ampec ceprepa BI> -d auth

Hanpumep:

psgl -U auth -h 192.168.0.107 -d auth

— B danne samples/sqgl/create tenant default user account.sql,
HaXOAALLEMCA B KaTasiore co cueHapusamm yctaHoBkM MO, 3a4aTb NOTMH YY4ETHOM 3aNncK

(napameTp: accountLogin) M KOO TeHaHTa (napameTp: accountTenantCodeL

Hanpumep:
accountLogin text := 'admin@omprussia.ru';
accountTenantCode text := 'default';

MPUMEYAHMUE. Kog TeHaHTa AOCTyMNeH B KapTOYKe TEHAHTA;
— CKOMMpoBaTb B KOHCO/b coaepxmmoe banna
create tenant default user account.sgl W BbINOJHNWTb CKPUMNT, HaXaB KNaBuLly

«Enter».
3.10.19. HacTpoWKa BKIOYEHMA/OTKIOYEHMA perncTpaumm cobbiTni

HacTpolika permctpaumm cobbiTMiM OCYLLECTBAAETCA B KOHOMUIYPALMOHHbIX dannax
LWNt030B A0CTYyNa endpoints.yml, KOTOPbIE PAcnoONaraloTCs Ha CepBepe MPUIONKEHNN

[MMNO B KaTanore:
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/var/ocs/config/subsystems/<ua3BaHue
noncucTeMer>/applications/<HasBaHue uuw3a nocryna>/endpoints.yml

Hanpumep:

/var/ocs/config/subsystems/auth/applications/ocs-auth—-admin-api-
gw/endpoints.yml

nnMbo B KaTasiore co cueHapmamm yctaHosku MMO:

config/subsystems/<HazBaHue nomcucrTeMer>/applications/<HaszBaHue uuIL3a
nocryna>/endpoints.yml

Hanpumep:

config/subsystems/auth/applications/ocs—-auth-admin-api-
gw/endpoints.yml

[N  OTKAOYEHUA/BKAOYEHUA  permcTpauum  cobbitma  ana  dyHkumm  MMNO
(3HANOUHTA) HeobxoaMmo B ceKkumm Tpebyemoro SHAMNOUHTA

3aKOMMEHTMPOBATL/PAaCKOMMEHTUPOBATb CeKLMIO audit, Hanpumep:

- endpoint: /api/devices/{id}/operations/next
method: GET
backends:
- url pattern: /vl/devices/{id}/operations/next
host: ocs-emm-dispatcher-api.${domain}
forward error: true

auth:
scope: operation:read
permissions:

resource type: operation
action: read
context field map:

device.id: request.params.id

# audit:

# field map:

# action: get

# object id: response.body.id

# object label: response.body.type
# object type: deviceOperation

[anee B 3aBUCMMOCTM OT TUNA KOHPUIypaUMOHHOro dainna BbIMOAHUTD
nepeycTaHoBKY KOHbMrypaumoHHoro ¢aina wmam nepesanyck cepsuca. [oapobHan

nHdopmaums ob ynpaBneHMn HacTpokamm cepsmcos MIMO npmuBeaeHa B noapasaene 4.3.
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3.10.20. HacTtpoka bpeHamposanma MMO

[Onsa nobaBneHns NorotTmna KOMnaHMmM 1 BbiIbopa LBETOBOM CXeMbl TpaduUYecKoro
nHtepdenca MMO Heobxoamo B KOHOUIypauUMOHHOM ¢alne config/internal.yml
3a4aTb caeaytolime napameTpbl:

— brandingLogoUrl — CCbl/IKa Ha M30bpaxeHne, NMBO n3obparkeHne norotTmna B
dopmaTe baseb4 (MN306parkeHne byaeT paamepom 160x32 Toyek);

— brandingLogoAlt — TEKCT, KOTOPbIM ByaeT oTobpakaTbCa NpM HaBeaeHUM Ha
n3obparkeHune nNorotTmna;

— theme —onucaHune LBeToBOM cxembl Material Ul: LBeTa KHOMOK M TEKCTA, a TaKKe
npoynMe HacTpolkm (cm. https://mui.com/material-ui/customization/palette/). He
pPEKOMeHAYyeTCA MeHATb WpKdTbl M UX pPasmepbl, T.K. HEMNPaBUIbHbIE 3HAYEHUA MOTyT
HapPYLWWTb KOPPEKTHOCTb OTOOPaKeHUs nHTepdenca.

Hanpumep:

brandingLogoUrl: "data:image/png;base64, iVBORWOKGgoAAAANSUhEUgAAADKAARA

"
4

brandingLogoAlt: "test branding text",
theme:
palette:
primary:
main: "#££4200"
light: "#££4200"
dark: "#f£4200"
contrastText: "#333333"
secondary:
main: "#££4200"
light: "#££4200"
dark: "#ff£4200"
contrastText: '#333333"

3.10.21. NepekntodyeHme Tpaduka mexay LUOdamu (failover/switchover)

MNepekntoyeHune TpaduKa MeXKay LOJdamm (failover/switchover)

OCYLLEeCTB/IAETCA B PYHYHOM PEXNMME.
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BHUMAHUME! Mpn nepekntodeHnn Tpaduka mexay LOLDamu, a Takxke npu
BOCCTaHOBAEHMW OcCHoBHOro LIO[a, BaKHO He A0MyCTUTb OAHOBPEMEHHYK paboTy
oboux LUO[oB B aKTMBHOM pexume. [pn oaHoBpemeHHOM pabote obomx LUOJos B
aKTMBHOM peXmMme BO3HMKHET cuTyauma «Split Brain».
[Ona nepekntodeHna Tpaduka ¢ ocHosHoro UO/a Ha pe3epBHbIM pekomeHayeTcs
BbINO/HUTL CAeayloWme AeNCTBUA:

3.10.21.1. Mepesectn knactep b/l B pesepsHom LIOJle 3 cocToanHma StandBy B
Primary.

[ns aToro HeobXoAMMO BbINONHUTL CAeaytoLLMe AeNCTBUA:

3.10.21.1.1 OctaHoBMTb cepsepsbl b/l B ocHoBHOM LUO[le ¢ nomOoLLbio KOMaHAbl:

systemctl stop patroni

3.10.21.1.2 MNepeBectn Knactep b/l n3 cocrtoaHma StandBy B coctoaHue Primary,

BbIMNO/IHMB Ha oAHOM K3 cepBepoB b/l pesepsHoro LUO[da cneaytollyo KoMaHay:

patronictl -c /etc/patroni.yml edit-config --force --set
standby cluster=""

3.10.21.1.3 MNpoBepunTb, 4YTO B KaacTepe nossuacs cepsep b/l B ponn Leader c

MOMOLLbIO KOMaHAbI:

patronictl -c /etc/patroni.yml list

3.10.21.2. NMepeBectTn BXOAAWMA TpPaPUK Ha BHeWHemM OanaHCUMPOBLUMKE K3
ocHoBHoro LUO/la B pe3epBHbIN.

3.10.21.3. lNocne BoccTaHoOBAeHMA Knactepa b B ocHoBHOm LO[e, mMoxHO
nepesecTtn knactep b/l 8 ocHosHom LUO/fle B cocToAHME StandBy.

Ons atoro HeobxoaMMo N0HaBUTb B AMHAMMYECKYID KOHPUrypaumio Knactepa

HaCTPOMKY «standby cluster» C MOMOLLbIO CAeAyoWeln KOMaHbI:

patronictl -c¢ /etc/patroni.yml edit-config --force \

—--set standby cluster.host='<new cluster vip>' \

--set standby cluster.port=5000 \
--set standby cluster.create replica methods='- basebackup'
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roe new cluster vip —virtual IP address cepsepa, c KoToporo 6yaeT HacTpoeHa
pennkauma AaHHbIX.
BHUMAHWE! B MOMeHT BOCCTaHOB/IEHMA BblleALWEro paHee OCHOBHOrO KAacTepa,

OH TaK)e OCTaHeTCs primary. BaXXHO He 4ONyCTUTb PaboTbl ABYX primary KAaCTEPOB.
3.10.22. HacTpownKa aapeca NpoOBEPKM MNOAKIOYEHNA YCTPONCTB K CETU

Mo ymon4yaHuo, ANsS NPOBEPKM A0CTyna K CeTW, yCTpOWCTBa obpallatoTca K
nybanuyHomy agpecy http:// ipv4.omprussia.ru, KOTopbii AOCTYNEH U3 CETU MHTEpHET.

B cnyyae mMcnonb3oBaHMA YCTPOMCTB B 3aKPbITOM ceTn (ceTb 6e3 aocTyna K cetu
NHTepHeT), He0b6XOAMMO AaHHbIN aApec 3aMeHUTb Ha aZpPec, KOTOPbIN byaeT AOCTYNeH 13
3aKpPbITON CETU M 3aperncTprupoBaH Ha cepsepe DNS, HaxoasaLWEMCA B 3aKPbITOM CeTw.

Ona Toro, 4tobbl YCTPOMCTBA MOTAM BbINOAHATL MPOBEPKY AOCTyNa K CeTu
Heobxoanmo:

3.10.22.1. B 3aKkpbiToM ceTu HacTpouTb cepep Nginx co caeayrowmmm

napameTpamm:

server {
listen 80;

server name <uMs cepBepa>;
access log /var/log/nginx/access-ipvé4.omprussia.ru.log main;
error log /var/log/nginx/error-ipvé4.omprussia.ru.log;
client max body size 1K;

location / {

return 404;

location = /return 204 ({
return 204;
access_log /var/log/nginx/ipv4 return 204 access.log;
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NMPUMEYAHWE. YKazaHHble HACTPOMKM MOTYT ObITb BbIMOAHEHbI MO0 HA BHELLIHEM
banaHcupoBLWMKe, NMbHO Ha oTAeNbHOM cepBepe. Ha BHyTpeHHem ©OanaHCMPOBLLMKE
yKa3aHHble HaCTPOMKM BbIMOHATL 3aMNpeLeHo.

3.10.22.2. B napameTpax networkCheckSettings.ipv4Url n
networkCheckSettings.ipv6Url KoHOUrypaumoHHoro ¢amna MY install-<sepcus
[IO>/install-ac/config/subsystems/emm/config.yml  334aTb ajgpec cepsepa
Nginx, K KoTopomy byayT obpallaTbca ycTponcTea. [aHHbIM aapec byaeT aBTOMATUYECKM
PACNPOCTPAHATLCA B HAaCTPOMKM Kaxkaoro yctponctea ¢ OC ABpopa, NOAKNOHEHHOTO K [1Y.
MN3meHeHMe HacTpoeK Ha ycTponcTee byaet oTpaxeHo B KoHconu aamuHucTpaTtopa MY B
KapTo4YKe yCcTpomcTBa B pa3aene «CocToAHMe.

3.10.22.3. MNepeycTaHOBUTb KOHPUTrypaLMOHHbIe palbl CEPBMCA ocs—emm-state-

manager—-api C NTOMOLWLbIO KOMaHAbI:

ANSIBLE USER="<uma nospszoBaTena>" ./deploy-ac.sh --subsystems emm --
apps ocs-emm-state-manager-api --action config

3.10.23. Hactponka nogkntoveHua penosmtopma OC Linux

Peno3utopmuin OC Linux wucnonb3lyetca ANA YCTAaHOBKM U 0BHOBNEHMA
nporpamMmHoro obecneyenuna Ha ycTponcteax ¢ OC cemelicTsa Linux.

YCTponCcTBa C pPeno3MTopmem MOTyT B3aMMOAENCTBOBATb KaK HaMpAMYt, TaK M
yepe3 KOHTeHT-cepBep. B3ammopencrsme C PENO3UTOPMEM Yepe3 KOHTEeHT-cepsep
Tpebyetca B Tex CAyyadax, Koraa Heobxoaum ayTeHTUOUUMPOBAHHbLIM A0CTYyNn K
pPeno3nTopuio.

Kakmm obpasom 6OyaeT ocywecTBAATLCA B3aMMOAENCTBME C PEMO3UTOPUEM
33aBMCUT OT NapamMeTPOB NOAKAOYEHMA, YKA3aHHOMO B NpaBmuae NOANTUKN « KoHbUrypauma
penosutopmnes/MoaKntouyeHne  CUCTEMHbIX penosutopues». [lopagok paboTbl C
NOANTUKAMM NpUBeAEH B AOKYMeHTe «PykoBoACTBO Nonb3osaTtend. YacTb 3. MNoacucrema

Mnatdopma ynpasaeHmus».
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B Cniydae, ecnu B3aVIMO,ﬂ,el\/I|CTBV|e C penosntTopmem OCyLecCTBNAETCA 4Yepe3
KOHTEHT-CEpPBEP, TO HeO6XO,£||l/]N\O B cexrunmn
config.publicUris.pkgrepo.linuxRepoAddress KOHPUIypaLMOHHOIo danna

config/config.yml.j2 3a4aTb agpec penosuntopma OC Linux, Hanpnumep:

linuxRepoAddress: "https://repo.linux.ru/"

3.11. NposepKa KOPPEKTHOCTU YCTaHOBKMU U PpyHKUMOHMPoBaHUA MO

3.11.1. Obwume cBeaeHMs

B Lenax NpoBepKM KOPPEKTHOCTU YCTaHOBKU U GyHKLUMOHUPOBaHKUA MO, a Takske
cpeabl GyHKUMOHMpoBaHMA MMO, B cOCTaB CLEHapWeB YCTaHOBKM BK/IOYEHA YTUAUTE AR
CI)OpIV\l/IpOBaHl/IFI ANarHOCTMUYECKOro OoT4eTa.

Ona GopMMpoBaHMA ANATHOCTUYECKOrO OTYETa HEOOXOAMMO NEPENTIN B KAaTaNor CO
CUEeHapuUAMM YCTAHOBKM (KaTasor: install-<sepcus [ro>/install-ac/ nnun
install-<Bepcmua IMIO>/install-ac-mt/ UM /install-<Bepcusa IIO>/install-

ac-mt-spr/) W BbIMOAHUTb KOMaHAY:

ansible-playbook play-diagnostic-report.yml -i inventories/hosts.yml -
vV —-user <uMs IOJIb30BaTeJa>

nmMbo KomaHAay:

ansible-playbook play-diagnostic-report.yml -i inventories/<HasBaHue
okpyxenmsa>/hosts.yml -vv —--user <uMs MNOJIb30BATENA> —--extra-vars
"stage=<HazBaHME OKpPpyXeHUA>"

ecnun TpebyeTca 3a4aTb OKPYKEHME.
B pe3ynbTaTe B KaTanore report byaet cbopmmnpoBaH pann B report .html.
[OnarHocTnyecknin otyet dopmupyetca B Buae danna B dopmate .html u
COLEPKUT CeaytoLLmMe pasaensl:
— obuwas nHpopmauma o ctatyce cepsucos MMO;
— obuwaa nHbopmaLma o cTaTyce KOMNOHEHTOB cpelbl PyHKUMOHMPOoBaHKMA MO

N MHPPACTPYKTYPHbIX KomnoHeHTOoB MMM0;
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— pa3aenbl, cogepxauwmne aOeTabHYH VIHCI)OpN\aLI,I/HO 06 OTAENbHbLIX CepBUCaXxX

MMNO, kKomnoHeHTax cpeabl GyHKUMOHNPOoBaHUA MIMO 1 MHGPACTPYKTYPHbBIX KOMMOHEHTaX

Mno.

3.11.2. OnncaHme napameTpoB ANArHOCTUYECKOro OTYeTa

3.11.2.1. Pazgen «OS Summary»

Pa3znen coaepnt nupopmaunto 06 OC 1 ee HacTporkax (PucyHok 20).

v OS Summary

053 Distribution
Kernel

SELinux

Service Manager

Package Manager

Astra Linux 1.7 x86-64

3.4.0-54-generic (¥astra3 1+ci49-Ubuntu SMP Mon Mar 15 18:57:33 MSK 2021)

dizabled
systemd

apt
LANG

en USUTF-8

LC_ADDRESS
LC_IDENTIFICATION
LC_MEASUREMENT
LC_MONETARY
LC_NAME
LC_NUMERIC
LC_PAPER
LC_TELEPHONE
LC_TIME

Codepage

PucyHok 20
3.11.2.2. Pa3pen «Disk Space»

Pasgen coaepKnt nHGopmaumio O MOJHOM M AOCTYMHOM 0bbeme AMCKOBOro

npocTtpaHcTea ans MMNO (PucyHok 21).

Disk Space
Mount point Size total, MiB Size available, MiB Availability, %
/boat 1014.00 864.34 85.24
/ 51175.00 46308.92 90.49
/home 45729.66 43128.35 9431
PucyHok 21

OnucaHne HasHavyeHuAa cToNbLoB Tabanubl, @ TakKe MHPOPMALMA O BO3MOMKHbBIX

3HayeHusax npueeaeHbl B Tabanue (Tabaunua 19).
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Tabnnua 19
HassaHue Bo3moXKHble 3HayYeHuA
OnucaHue o
ctonbua (npmepbl 3HaYeHN)
Mount KaTanor, K KoTopomy MoHTUpyeTca dannosoe |yTb K KaTanory,
points XpaHuAuule (To4ka MOHTUPOBAHMSA) Hanpumep: /home
Size total, |Pa3mep ¢pannoBoro xpaHuauua, Ob6bem PpU3nYecKom NamaTh
MiB NMPUMOHTMPOBAHHOIO K 3a4aHHOMY KaTasiory B M6, Hanpumep: 45729,66
Size Obbem cBobOAHOTrO MecTa B panioBOM O6bem PpU3nYecKom NamaTm
available, |xpaHuaule, NPUMOHTMPOBAHHOIO K B M6, Hanpumep: 43128,35
MiB 33, aHHOMY KaTasiory
Availability, |O6bem cBoboaHOro mecrta B $panioBoOMm OT1 0 oo 100, Hanpumep:
% XpPaHUAMLLE B NPOLEHTHOM COOTHOLLEHMM 94.31

(K nonHomMy obbemy)

NMPUMEYAHUE. B cnyyae ecnnm obbem cBoboaHOro mecta meHee 15%, none

3aKpaWwnBaeTCA LUBETOM.

3.11.2.3. Pa3gen «Systemd Unit Status»

Papen coaepxut obulyto MHbopmaumio o ctaTyce cepsmncos MMO, KOMNOHEHTOB

cpenbl PyHKUMOHMpPOoBaHMA MIMO 1 MHGPACTPYKTYPHbLIX KomnoHeHToB MMO 1 cocTouT 13

cneayrowmx noapasaenos:

3.11.2.3.1 OCS Targets

Moapasaen coaepXmnT MHGOPMaLMio O cTaTyce KoHobUrypauuii rpynn cepsmcos

MMNO (PucyHoK 22).

Systemd Unit Status

Name

Unit Status

Unit-file status

ocs-appstore
ocs-appstore-admin-api-gw
ocs-appstore-adminconsole-ui
ocs-appstore-applications-api
ocs-appstore-client-api-gw

ocs-appstore-dev-api-gw

OCS Targets

PUCYHOK 22

active (active)
active (active)
active (active)
active (active)
active (active)

active (active)

enabled

disabled
disabled
disabled
disabled
disabled
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OnncaHme HasHayeHMa CToNOLO0B Tabaunubl, a TakKe MHGOPMALIMA O BO3MOMKHbIX

3HayeHusax npmeeaeHsl B Tabanue (Tabauua 20).

Tabaunua 20
HassaHue "
OnucaHue Bo3MOKHble 3HaYeHMA (NpUmMepbl 3HAYEHWUI)
ctonbua
Name MmAa KoHOUrypauyum rpynnsi Bo3MOXKHble 3Ha4YeHMA onpeaenatoTca
CepBM1COB nepeyHem KoHOUrypaumim rpynn CepBmcos
Mno
Unit Status|MHbopmauma o cTaTyce rpynnbl |active —rpynna cepBMCOB 3anyLlleHa u
CepBM1COB BbINONHAETCA;
activating—rpynna cepsmcos
3anycKaeTcs;

deactivating —rpynna cepBncoB
BbIK/tOYaAETCH;

inactive —rpynna cepBMCOB BbIKNOYEHS;
failed — NpwW 3anycke rpynnbl CEPBMCOB
npomu3olLLia ownbKa;

missed — KOMMOHEHT OTCYTCTBYET

Unit-file NHdopMaLma o NpUcyTCTBUM enabled — NPUCYTCTBYET B aBTO3amMNyCKe;
status KOHPUrypaumoHHoro ¢ainna disabled — OTCYTCTBYET B aBTO3aMyckKe
3anyckKa rpynnbl CEPBUCOB B
aBTO3anycke

3.11.2.3.2 OCS Services

MNoapasnen coaepnt nHpopmaumto o ctatyce cepsucos MNMO (PucyHok 23).

OCS Services

ocs-appstore-admin-api-gw (@ 0 active (running) disabled

ocs-appstore-adminconsole-eula actrve (exited) enabled

ocs-appstore-adminconsole-ui (@ 0 active (running) dizabled

ocs-appstore-applications-ap: (@ 0 actrve (running) disabled

ocs-appstore-client-api-gw (@ 0 actrve (running) disabled

ocs-appstore-client-api-gw @ 1 actrve (running) disabled
PUCYHOK 23

OnuncaHne Ha3HayYyeHuA CTOI'I6LI,OB Ta6/'ll/lLI,bI, d TaKXe VIHCI)OpN\aLI,VIH O BO3MOKHbIX

3HayeHusax npmeeaeHbl B Tabanue (Tabauua 21).
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Tabnnua 21
HassaHue .
OnucaHue Bo3MOKHble 3HaYeHMA (NpUmMepbl 3HAYEHWUI)
cTtonbua
Name HassaHue cepsuca MNMO  |Bo3MOXKHble 3Ha4YeHNA onpeaenAtoTca nepeyHem

cepsucos INMO n nmetoT cneayrowmin opmat
<yMs TPYIIE CEePBUCOB>W@<HOMED

SK3EeMIIJIIpa CepBMCa B TPYyINe>.service,
HanpMmMep: ocs—-appstore-admin-api-

gw@0.service.

Unit Status |MHpopmauma o cTatyce
cepsuca

active — CepPBUC 3aNyLLEH M BbINOAHAETCA;
activating — CepPBUC 3amnyckaeTcs;
deactivating — CepBMC BbIKAOYALTCA;
inactive — CEPBUC BbIKIIOYEH;

failed — npwu 3anycke cepsurca NpPon3oLna
ownbKa

Unit-file NHdopmaLuma o

status NPUCYTCTBUM
KOHQUIYPaALMOHHOrO
danna 3anycka cepsuca B
aBTO3anycke

enabled — NPUCYTCTBYET B aBTO3aMyCKe;
disabled— OTCYTCTBYET B aBTO3amnycKe

3.11.2.3.3 Mandatory services

Moapasaen CoaepUT MHPOPMaALMIO O CTaTyCce CepBMCOB KOMMOHEHTOB cpejbl

PYHKUMOHMpPOoBaHNUA MMO U MHPPACTPYKTYPHbIX KOMNoHeHToB MMO (PucyHoK 24).

Mandatory services

consul-template service
consul service
nats-streaming-server.service
NZINxX service

postgresgl-11 service

runmng enabled
runmng enabled
running enabled
running enabled

PucyHok 24

OnuncaHne Ha3HayYyeHuA CTOI'I6LI,OB Ta6/'ll/lLI,bI, d TaKXe VIHCI)OpN\aLI,VIH O BO3MOKHbIX

3HayeHusax npueeaeHbl B Tabanue (Tabauua 22).
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Tabnnua 22
HassaHue "
OnucaHue Bo3MOKHble 3HaYeHMA (NpUmMepbl 3HAYEHWUI)
cTtonbua
Name Ha3BaHue cepsuca Bo3MOXKHble 3HaYeHMA MMEOT caeayrowmin popmaT
KOMMOHEHTa cpebl  |<uma cepeuca>.service W ONPeaenatoTCs
OYHKUMOHMPOBaHMA  |Pa3paboTymkom. NepeyeHb BO3MOXKHbIX 3HAYEHWI:
Mo vnum consul-template.service
MHPPACTPYKTYPHOrO |consul.service
KOMMoHeHTa NNo redpanda.service
nginx.service
postgresqgl-15.service
postgresqgl.service
Unit Status |MHbopmauma o active — CepBMC 3anyLLeH 1 BbINOJHAETCA;
CTaTyce cepBuca activating — CEpPBMC 3aMycKaeTcs;
deactivating — CEPBWUC BbIKAOYAETCA;
inactive — CEPBMC BbIKNKOYEH;
failed — Npu 3anycKe cepBmMca NPoOmM30LWIa
OWMnDOKa;
enabled — CEPBUC NPUCYTCTBYET B aBTO3amMyCKe;
disabled — CepBMC OTCYTCTBYET B aBTO3aMyCKe;
missed — KOMMNOHEHT OTCYTCTBYET
Unit-file NHdopmaLuma o enabled — NPUCYTCTBYET B aBTO3aMYyCKE;
status NPUCYTCTBUN disabled — OTCYTCTBYET B aBTO3aMNycKe
KOHQUIYPaALMOHHOrO
danna 3anycka
cepBsuca B
aBTO3anycke

3.11.2.4. Pazgen «API GW Service Status»

Pasnen coaepUT MHPOPMALMIO O CTaTyce Perncrpaumm CepBMcOB B cCUCTEME
obHapyeHua cepsucos (Consul). Ha pucyHke (PucyHoK 25) npuBeaeH npumep cTaTyca

pPerucTpaLmm CepBmncoB B cMcTeme 0bHapyKeHUs CepBMCOB.

API GW Services Status

Service name Code Status

ocs-appstore-admin-api-gw 200 passing
ocs-appstore-client-api-gw 200 passing
ocs-appstore-dev-api-gw 200 passing
ocs-auth-admin-api-gw 200 passing
ocs-auth-public-api-gw 200 passing
ocs-pkgrepo-device-api-gw 200 passing

PUCYHOK 25
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OnncaHme HasHayeHMa CToNOLO0B Tabaunubl, a TakKe MHGOPMALIMA O BO3MOMKHbIX

3HayeHusax npmeeaeHbl B Tabanue (Tabaunua 23).

Tabnunua 23
HassaHue "
OnucaHue Bo3mMOKHble 3HaYeHMA (NpUMepbl 3HAYEHWUI)
ctonbua
Service HassaHue cepswuca MNMM0O BO3MOXHble 3Ha4YeHNA onpeaenatoTca
name nepeyHem cepsucos 1110
Code Kog http-oTeeTa Bo3MOXKHble 3Ha4YeHMA onpeaenatoTca
npoTokosiom HTTP
Status MHbopmauma o cTatyce Bo3MOXKHble 3Ha4YeHMA onpenenaroTca
perncrpauyum cepsmca B Consul. CtaTyc «passing» 03Ha4aeT, 4To
cnMcTeme obHapyKeHus NpoBepKa NponaeHa ycnewHo
cepsucos (Consul)

3.11.2.5. Pa3gen «Consul Cluster Endpoints Availability»

Paszgen comeput MHOOPMALMIO O NPOBEPKe [AOCTYMHOCTU WHTEPDENCHbLIX
GYHKUMIA cucTembl obHapykeHns cepsucos (Consul). Ha pucyHke (PucyHOK 26) npuseaeH
npumep oTobparkeHua MHPoOPMaLMM O AOCTYNMHOCTU MHTEPDENCHbIX QYHKLUMIM CUCTEMDI

0OHapy»KeHMA CepBMCOB.

Consul Cluster Endpoints Availability

Node:Port Availability
inp1int03.ompcloud:8300 OPENED
inp1int03.ompcloud:8301 OPENED
inp1int03.ompcloud:8302 OPENED
inp1int03.ompcloud:8500 OPENED
inp1int02.ompcloud:8300 OPENED
inp1int02.ompcloud:8301 OPENED
inp1int02.ompcloud:8302 OPENED
inp1int02.ompcloud:8500 OPENED
PUCYHOK 26

MNepeyeHb MHTepdencHbIx GyHKUMN Consul npmuBeaeH B AoKyMmeHTaummn Ha Consul
(https://www.consul.io/docs/install/ports). UHopmauma o A4OCTYNHOCTU UHTEPDENCHbBIX
dyHKUMM  Consul npepgocTaBnseTca TONAbKO B CAy4Yae KaacTepHoM (MHOroHoa0BOWM)

KOHPUTrypaLuu.
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OnncaHme HasHayeHMa CToNOLO0B Tabaunubl, a TakKe MHGOPMALIMA O BO3MOMKHbIX

3HayeHusax npmeeaeHbl B Tabanue (Tabauua 24).

Tabnavua 24
HassaHue "
OnucaHue Bo3MOKHble 3HaYeHMA (NpUmMepbl 3HAYEHWUI)
ctonbua

Node:Port |Agpec dyHKUMM

Aapec PyHKLUMKM NpeacTaBaeH B caeaytollem popmare:
<uMsa xXocTa>:<IopT>.

[MpoBepKa BbIMOAHAETCA TONbKO ANA QYHKLMM, AOCTYMHbIX
Ha cneaytowmx noptax: 8300, 8301, 8302, 8500.
Hanpumep: acenter.example: 8300

Availability |CraTtyc
[OCTYMHOCTK
OYHKLNM

B cnyyae AocTynHOCTM GYHKLUMKU NPUHUMAET 3HAYEHME
«OPENED».

B MHOM cnyyae BbIBOAMTCA KOA, OWMOKKM 1 coobuieHme,
onpeaenaemoe Consul

3.11.2.6. Pazaen «Consul Service Health Check»

Pazgen coaepnt MHGOPMaLMIo O CTaTyce permcTpaummn cepsmcos MMO B cucteme

obHapyxeHua cepsucos Consul (PucyHok 27).

Consul Service Health Check

service_location

ocs-appstore-admin-api-gw

. i . : : . 200
htip-//ocs-app local 80/ ocs-appstore-admin-api-gw/admin ‘health/'ocs-appstore-admin-api-gw
ocs-appstore-adminconsole-m 200
http-//ocs-app local: 80/ ocs-appstore-adminconsole-ui/admin ‘health/ocs-appstore-adminconsole-ui -
ocs-appstore-applications-api 500
http://ocs-app.local: 80/ ocs-appstore-applications-apy/admin health/'ocs-appstore-applications-apt -
ocs-appstore-client-api-gw 200
http-//ocs-app local: 80/ ocs-appstore-client-api-gw/admin health/'ocs-appstore-client-api-gw -
ocs-appstore-dev-api-gw 200

http://ocs-app.local: 80/ ocs-appstore-dev-api-gw/admin health/'ocs-appstore-dev-api-gw

PUcyHoOK 27

OnncaHMe HasHayeHus CToNOLO0B TabauLbl, a TakKe MHGOPMALMSA O BO3MOMKHbIX

3HayeHusax npmeeaeHbl B Tabanue (Tabauua 25).
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Tabnnua 25
HassaHue Bo3moKHble 3HaYeHuA (Npumepsl
OnucaHue o

ctonbua 3HaYeHwui)
MepBbii HassaHue cepsuca MNMO n URL-agpec |Bo3moKHble 3HaYeHUA
cTonbel dyHKUMM (endpoint) cepsuca onpeaenarTca nepeyHem CEPBMCOB

«healthcheck» Mno

BTopoM Koa http-oTeeTa Bo3MoKHble 3Ha4YeHMmA
cTonbel onpeaenatoTca NpoTtokonom HTTP

[lepeyncneHHble

3arosioBKu

"service location",

"expose location",

"service vhost", "expose port", "static" — pekMMbl paboTbl consul-template.

3.11.2.7. Pa3gen «Cluster Nodes Reachability»

Paspen coaepuT MHPoOpMaUMIO O pesybTaTax NPOBEPKM AOCTYNHOCTN CEPBEPOB

(Hoa) KnacTe

pa (PucyHoK 28).

Cluster Nodes Reachability

Node

Reachable

ocs-app

Jocal

PucyHok 28

OK

OnucaHne Ha3Ha4vyeHuA cTonbLoB Tabanubl, a TakKe MHGOPMALUMA O BO3SMOXKHbIX

3Ha4YeHMAX N

Tabn

puseaeHbl B Tabauue (Tabamua 26).

nua 26

HassaHue
ctonbua

OnucaHue

BO3MOHble 3HaYeHWA (NPUMEpPbI 3HaYEHWN)

Node

Appec cepBepa (xocTa)

OI'Ipe,EI,efIFIeTCFI AJOMEHHbIMN NMEeHaMKN XOCTOB

Reachable

NHdopmaumsa o
[LOCTYNMHOCTU cepBepa

MoxeT NpUHMMaTb 3HadYeHKna: «OK» (B cnyyae
[OCTYMHOCTWN) UK coaeprKaTb cooblieHne 06
olMBKe, KOTOPOE BEPHET YTUANTA ping
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3.11.2.8. Pa3gen «Nginx Service Proxy»

Pasgen coaepskut MHGopmaLmio O NpoBepKke KoHdUrypaumm HanaHCcMpoBLIMKa

cepsucos Nginx Web Server ana kaxaoro cepsuca INMO (PucyHok 29).

Nginx Service Proxy

Service name Upstreams Virtual server
ocs-appstore-settings-api OK
ocs-appstore-adminconsole-ui OK
ocs-pkgrepo-egress-api-gw OK
ocs-auth-idp-ui OK
ocs-pkgrepo-pkg-repo-api OK
ocs-auth-admin-api-gw OK
mnn nuth caerae maallia () i
PucyHok 29

OnncaHne HasHavyeHUA CTOJ'I6LI,OB Ta6f|l/ILI,bl, d TaKXe VIHCI)OpN\aLI,MFI O BO3MOXHDbIX

3HauYeHMAx npueeaeHsl B Tabaunue (Tabamua 27).

Tabnnua 27
HassaHue Bo3moKHble 3HaYeHuA
OnucaHue o
ctonbua (npmepbl 3HaYEHUI)
Service HassaHue cepsuca INMO BO3MOXHble 3Ha4YeHNA

KoHUrypaumoHHom darne Nginx.

B AaHHOM ceKuuMM 3a4aHbl HACTPOMKMK
«BUPTyanbHOro» cepsuca MO, KoTopbin
OCYLLECTBAAET NepeHanpasBaeHne
(npokcmnpoBaHme) http-3anpocos Ha
«peanbHble» 3K3eMNAAPbI CepBuca

name onpeaenatnTcs NnepevyHem
cepsucos MO
Upstreams |KonmnuyecTBO 3K3eMNIAPOB CepBMCa, 3adaHHbIX | LlenoyncneHHble 3Ha4eHna oT
B KOHPUrypaumoHHom dparne Nginx 100n
Virtual NHbopMauma o Hannume cekumm «server» ana | «OK» — cekums server
server yKasaHHoro cepsuca 1110 B NMPUCYTCTBYET;

«No server block found!» —
CeKUun oTcyTCTBYET

3.11.2.9. Pa3pen «Filestorage Configuration»

Pasnen copeput nHbopmaumio o KoHdurypauum dannosbix xpaHuauu, MM u

MOOC (PucyHok 30).
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Filestorage Configuration

. Fﬂfgto[agelocaﬁon: focs/appstore/applications-api (@755 ocs:ocs)
Configuration file:

fvarfocs/appstorefocs-appstore-applications-api/ocs-appstore-applications-api.yml

s Filestorage location:
Configuration file: I/\\s

fvarfocs/appstore/config. yml

+ Filestorage location: (not exists)

PucyHok 30
HacTpoika «Filestorage location» coaep»KnT NyTb K KaTasory n ero cTaTyc.
B HacTpoike «Configuration file» ykasaH KOHOUrypaumoHHbIM Gana, B KOTOPOM

3a4aH NyTb K $anNOBOMY XPaHUAMLLLY.

3.12. CamocTonTeNnbHaA ycTaHOBKa W HacTponka CYBA Postgres Pro wu

CYBJ, PostgreSQL 14/15/16

3.12.1. YcTaHOBWUTb Ha cepBepbl b1 Heobxoanmble nakeTbl cornacHo n. 3.10.8.
3.12.2. YCTaHOBUTb N MHMUMann3nposaTb CYB/I.
Mpn mHUumanmnsaumm CYBJ[ HeobxoAMMO yYCTaHOBWUTbL Cleaylolme 3HaYeHus

NnapameTpoB:

LC_COLLATE 'en US.UTF-8'
LC CTYPE 'en US.UTF-8'
ENCODING UTF8

YcTaHOBKa M mHUumanmsauma CYB/[ ocyuiectBnaetca B cooTBeTcTBMM € I/l Ha
CYB/.

NMPUMEYAHUE. B pamkax ycTtaHOBKW Postgres Pro ob6sA3aTenbHO A0/KHbI ObITb
YCTAaHOB/IEHbI Ceaytolme nakeTbl:

— postgrespro-<std|ent>-<Bepcus>,

— postgrespro-<std|ent>-<Bepcus>-client,

— postgrespro-<std|ent>-<Bepcus>-contrib;

— postgrespro-<std|ent>-<Bepcus>-1libs;

— postgrespro-<std|ent>-<Bepcusa>-server
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3.12.3. Co3aaTb cynepnoab3oBaTena C NMOMOLLLbIO CKpunTa

samples/sgl/create superuser.sql, BbIMONHNB KOMaHAY:

psgl -U <nojsp30BAaTENH, OT MMEHM KOTOPOI'O BHIIOJHAETCHS KOMaHIa> -—-h
<ampec xocta CYBI> -f create superuser.sql -v login='<uwmsa
Cynepnosib30Barena>' -v pass='<mnapoJib CyIlIeplojib30BaTena>' -v
expr="'<Cpok OeMCTBUSA YyUEeTHOM 3allCHU CYIeplojb30BaTejida>'

Hanpumep:

psgl -U postgres -h 192.168.137.15 -f create superuser.sgl -v
login='ompdbuser' -v pass='Adminl23!' -v expr='1l0 years'

3.12.4. HasHa4MTb Napoab A1A NMONb30BaTE/IA postgres C MOMOLLbIO CAeAyHOLLIMX

KOMaHA:

psgl -U postgres
ALTER USER postgres with PASSWORD 'mapoJsb';
exit

3.12.5. B koHbUrypaumoHHbix ¢annax CYb[ pg hba.conf u postgresgl.conf
3a4aTb caeaytouime napameTpbi:

— TUN coegmnHeHuAa, aAnanasoH IP-agpecos KnneHTtos b/;

— umAa b/ll, nma nonb3osBaTena;

— cnocob ayTeHTUPUKALUMN KNNEHTOB;

— naponb nonv3osatend CYB/l B napameTpe pg superuser password.

3.12.6. YCTaHOBWUTb paclMpPeHna pg partman M pg cron C NOMOLLbIO KOMaHA;:

— OC CentOS Bepcun 7 n CYB/, Postgres Pro 14:

sudo rpm -ivh pg partman l4pro-std-5.1.0-1l.redos7.x86 64.rpm
sudo rpm -ivh pg cron 1l4pro-1.6.2-1.el7.x86 64.rpm

— OC AnbTt 1 CYB/[ Postgres Pro 14 Cert:

sudo rpm -ivh pg partman l4pro-std-5.1.0-altl.x86 64.rpm
sudo rpm -ivh pg cron l4pro-std-cert-1.6.2-altl.x86 64.rpm

— OCPEA OC Bepcumn 7.3 n CYB/M Postgres Pro 14 Cert:

sudo rpm -ivh pg partman l4pro-std-5.1.0-1.redos7.x86 64.rpm
sudo rpm -ivh pg cron l4pro-std-cert-1.6.2-1.redos7.x86 64.rpm
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— OCPEL OC Bepcun 7.3 n CYB/, Postgres Pro 15:

sudo
sudo

rpm -ivh pg partman 15pro-std-5.1.0-1.redos7.x86 64.rpm
rpm -ivh pg cron 15pro-std-1.6.2-1.redos7.x86 64.rpm

— OCPEL OC Bepcun 7.3 n CYB/], Postgres Pro 15 Cert:

sudo
sudo

rpm -ivh pg partman 15pro-cert-5.1.0-1.redos7.x86 64.rpm
rpm —-ivh pg cron 15pro-cert-1.6.2-1.redos7.x86 64.rpm

— OC Astra Linux SE 1.7 n CYb/[ Postgres Pro 14 Cert:

sudo
sudo

dpkg -1 pg-partman 5.1.0 std-14 smolensk.amd64.deb
dpkg -1 pg-cron 1.6.2 pro-std-cert-14 smolensk.amd64.deb

— OC Astra Linux SE 1.7 n CYb/J Postgres Pro 15 Cert:

sudo
sudo

dpkg -i pg-partman 5.1.0 15 smolensk-pro-std-cert.amd64.deb
dpkg -i pg-cron 1.6.2 15 smolensk-pro-std-cert.amd64.deb

— OC Astra Linux SE 1.7 n CYB/, PostgreSQL 16:

sudo
sudo

dpkg -i pg-partman 5.1.0 16 smolensk.amd64.deb
dpkg -i pg-cron 1.6.2 16 smolensk.amd64.deb

— OC CentOS Bepcumn 7 n CYB/ PostgreSQL 14:

sudo
sudo

rpm -ivh pg partman 14-5.1.0-1PGDG.rhel7.x86 64.rpm
rpm -ivh pg cron 14-1.6.2-1.rhel7.x86 64.rpm

— OC CentOS Bepcumn 7 n CYB/ PostgreSQL 15:

sudo
sudo

rpm -ivh pg partman 15-5.1.0-1PGDG.rhel7.x86 64.rpm
rpm -ivh pg cron 15-1.6.2-1PGDG.rhel7.x86 64.rpm

— OCPEA OC 7.3 n CYB/ PostgreSQL 14:

sudo
sudo

rpm -ivh pg partman 14-5.1.0-1PGDG.rhel7.x86 64.rpm
rpm —-ivh pg cron 14-1.6.2-1.redos7.x86 64.rpm

— OC PE/Z1 OC 7.3 1 CYB/ PostgresQL 15:

sudo
sudo

rpm —-ivh pg partman 15-5.1.0-1PGDG.rhel7.x86 64.rpm
rpm —-ivh pg cron 15-1.6.2-1.redos7.x86 64.rpm

— OC PE/Z1 OC 7.3 v CYB/ PostgresQL 16:

sudo
sudo

rpm -ivh pg partman 16-5.1.0-1.redos7.3.x86 64.rpm
rpm —-ivh pg cron 16-1.6.2-1.redos7.x86 64.rpm
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— OC PE[1 OC 8 v CYB/] PostgreSQL 16:

sudo
sudo

rpm -ivh pg partman 16-5.1.0-1.red80.x86 64.rpm
rpm —-ivh pg cron 16-1.6.2-1.red80.x86 64.rpm

— OC Astra Linux SE 1.7 v CYB/1 PostgreSQL 14:

sudo
sudo

rpm -ivh pg-partman 5.1.0 14 smolensk.amd64.deb
rpm —-ivh pg-cron 1.6.2 14 smolensk.amd64.deb

— OC Astra Linux SE 1.7 n CYB/, PostgreSQL 15:

sudo
sudo

rpm -ivh pg-partman 5.1.0 15 smolensk.amd64.deb
rpm -ivh pg-cron 1.6.2 15 smolensk.amd64.deb

— OC Anbt Cepsep 10 1 CYB/] PostgreSQL 14:

sudo
sudo

rpm -ivh postgresqll4-pg partman-5.1.0-altl.x86 64.rpm
rpm -ivh postgresqll4-pg cron-1.6.2-1.alt.pl0.x86 64.rpm

— OC Anbt Cepsep 10 1 CYB/] PostgreSQL 15:

sudo
sudo

rpm -ivh postgresqll5-pg partman-5.1.0-altl.x86 64.rpm
rpm -ivh postgresqll5-pg cron-1.6.2-1.alt.pl0.x86 64.rpm

— OC Anbt 8 CIl penns 10 n CYB/ PostgreSQL 15:

sudo
sudo

rpm -ivh postgresqll5-pg partman-5.1.0-altl.x86 64.rpm
rpm -ivh postgresqll5-pg cron-1.6.2-1.alt.pl0.x86 64.rpm

— OC Anbt Cepsep 10 1 CYB/] PostgreSQL 16:

sudo
sudo

rpm -ivh postgresqll6-pg partman-5.1.0-altl.x86 64.rpm
rpm -ivh postgresqll6é-pg cron-1.6.2-1.alt.pl0.x86 64.rpm

— OC Anbt 8 Cl penns 10 n CYBA PostgreSQL 16:

sudo
sudo

rpm -ivh postgresqll6-pg partman-5.1.0-altl.x86 64.rpm
rpm -ivh postgresgll6-pg cron-1.6.2-1.alt.pl0.x86 64.rpm

— OC Ubuntu sBepcun 20.04 n CYB/, PostgreSQL 14:

sudo
sudo

rpm -ivh postgresgl-l4-partman-5.1.0-1.focal.amd64.deb
rpm -ivh postgresgl-1l4-cron-1.6.2-1.focal.amd64.deb

— OC Ubuntu sBepcun 20.04 n CYB/, PostgreSQL 15:

sudo
sudo

rpm -ivh postgresqgl-15-partman-5.1.0-1.focal.amd64.deb
rpm -ivh postgresqgl-15-cron-1.6.2-1.focal.amd64.deb
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— OC Ubuntu Bepcun 20.04 n CYB/, PostgreSQL 16:

sudo
sudo

rpm -ivh postgresqgl-l6-partman-5.1.0-1.focal.amd64.deb
rpm -ivh postgresqgl-16-cron-1.6.2-1.focal.amd64.deb

— OC Ubuntu Bepcun 22.04 n CYB/, PostgreSQL 14:

sudo
sudo

rpm -ivh postgresqgl-l4-partman-5.1.0-1.jammy.amd64.deb
rpm -ivh postgresqgl-l4-cron-1.6.2-1.jammy.amd64.deb

— OC Ubuntu Bepcun 22.04 n CYB/, PostgreSQL 15:

sudo
sudo

rpm -ivh postgresgl-15-partman-5.1.0-1.jammy.amd64.deb
rpm -ivh postgresgl-15-cron-1.6.2-1.jammy.amd64.deb

— OC Ubuntu Bepcun 22.04 n CYB/, PostgreSQL 15:

sudo
sudo

rpm -ivh postgresgl-l6-partman-5.1.0-1.jammy.amd64.deb
rpm -ivh postgresgl-16-cron-1.6.2-1.jammy.amd64.deb

— OC Debian Bepcuun 11 n CYB/, PostgreSQL 14:

sudo
sudo

rpm —-ivh postgresqgl-l4-partman-5.1.0-1.bullseye.amd64.deb
rpm -ivh postgresgl-14-cron-1.6.2-1.bullseye.amd64.deb

— OC Debian Bepcuun 11 1 CYB/, PostgreSQL 15:

sudo
sudo

rpm —-ivh postgresgl-15-partman-5.1.0-1.bullseye.amd64.deb
rpm —-ivh postgresgl-15-cron-1.6.2-1.bullseye.amd64.deb

— OC Debian Bepcuun 11 1 CYB/, PostgreSQL 16:

sudo
sudo

rpm -ivh postgresgl-l6-partman-5.1.0-1.bullseye.amd64.deb
rpm -ivh postgresgl-16-cron-1.6.2-1.bullseye.amd64.deb

— OC Debian Bepcuun 12 n CYB/, PostgreSQL 14:

sudo
sudo

rpm -ivh postgresgl-l4-partman-5.1.0-1.bookworm.amd64.deb
rpm -ivh postgresqgl-1l4-cron-1.6.2-1.bookworm.amdé64.deb

— OC Debian Bepcuun 12 1 CYB/, PostgreSQL 15:

sudo
sudo

rpm -ivh postgresgl-15-partman-5.1.0-1.bookworm.amd64.deb
rpm -ivh postgresqgl-15-cron-1.6.2-1.bookworm.amd64.deb

— OC Debian Bepcuun 12 1 CYB/, PostgreSQL 16:

sudo
sudo

rpm -ivh postgresgl-l6-partman-5.1.0-1.bookworm.amd64.deb
rpm -ivh postgresgl-16-cron-1.6.2-1.bookworm.amd64.deb
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YKazaHHble RPM-nakeTbl HaxogAaTca Ha DVD c 3arpy3odHbimu moaynamum M0 B
apxuBe /server/install-infra.tar.gz/install-infra/binary/postgresql/.

3.12.7. Nepe3anyctutb cepsuc CYB/l B COOTBETCTBUM C AOKYMeHTaumen Ha CYB/.
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4. YNNPABNEHUE KOMMNOHEHTAMU CPEAbI PYHKUUOHUPOBAHWA
NNo, NUHOPACTPYKTYPHbIMU KOMIMOHEHTAMMW MO, CEPBUCAMMWU,
HACTPOUKAMW CEPBUCOB 1 NOACUCTEM

4.1. YnpaBneHMe  KOMMOHeHTamMn  cpeapl  QYHKUMOHMPOBAHMA nro n

MHPPACTPYKTYPHbIMKM KoMnoHeHTamu NMNO

YnpasneHune KOMMOHEHTaMM cpeabl GYHUMOHMPOBAHMUA nno "
MHPPACTPYKTYPHbIMM KOMMOHeHTaMmK MMO 3akao4aeTca B UX YCTaHOBKE, OOHOBAEHUM U
yAaNeHUN U OCYLLEeCTBASETCA C MOMOLLbO CKpuNTa deploy-infra.sh W3 KaTaaora
install-<Bepcus IIO>, CO34aHHOrO Ha 3Tane pasBepTbiBaHMA ynpasadowen IBM
(nogpasgen 3.3).

dopmaT KOMaHAbl yNpaBAeHUA CEpBMCAMMN MMEET CaeayoWmniA BUA:

ANSIBLE USER="<mumsa nojybzoBaTens>" ./deploy-infra.sh <napameTpsr>

OnucaHWe NnapameTpPoB KOMaHAbl YNPaBAeHUA:

1) <mMdA I[IOJIb30oBaATEJIA>

B napameTpe yKasblBaeTCA MMA NPUBMAETMPOBAHHOroO sudo-nonb3oBaTend, noj
KOTOPbIM HacTpoeH SSH gocTyn K cepBepam MPUAOXKeHMW, cepBepam b M KOHTEHT-
cepsepam;

2)-A, --action

[aHHbIM  NapameTp 3afaeT [AelcTBMe, KOoTopoe HeobXoAMMO BbIMOAHWUTD.
MepeyeHb A0MYCTMMbIX OEUCTBUM W COOTBETCTBYHOLIME WM 3HAYEHMA MapameTpa

npueeaeHbl B Tabaunue (Tabanua 28).

Tabnunua 28
3Ha4YyeHne napameTpa «--action» [encteue
deploy YcTaHOBKa
start 3a|-|yCK
stop OcTaHOBKa
flush_all y'ﬂ‘aneHme
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Mo ymonyaHutio napameTp (ecnm He 3a4aHO MHOE 3HaYeHWe) MMeeT 3HayeHue
deploy;

3) -c, --components

[aHHbIA NapameTp 3aJaeT KOMMOHEeHT cpeabl GyHKUMoHupoBaHua MO mau
MHOPACTPYKTYPHbIN KomnoHeHT T[1MO, pna KoToporo 6OyaeT BbiMOJIHEHA KOMaHAa

ynpasaeHna n MOXeT NPpUHNMaTb chegyroume 3Ha4eHNnA:

dnsmasg;

— nginx;

— consul;

— consul-template;
— redpanda;

— redis;

— ocs-user;

— db;

— syncthing.

B naHHOM MapameTpe MOXKeT 3a/aBaTbCA CMMCOK NOACUCTEM, HANPUMEP:

—-—-components dnsmasqg, nginx

Mo ymonyaHuto (ecnn napameTp Ha 3adaH) KomaHaa ynpasneHus 6Oyaet
NPMMeHeHa KO BCEM KOMMOHEHTaM;

4) -d, --database

MepeyeHb  AONYCTMMbIX  3HAYeHM NapameTpa npueeaeH B  Tabauue
(cm. Tabanua 13).

Mo ymonuyaHuto (ecam napameTp He 3adaH) byaeT MCNONb30BaTbCA 3HAYEHME,
3aZlaHHOe B napameTpe pg_version KOHQUIypaLMOHHOro banna
config/vars/ vars.yml.

Mpwn otcytctenm CYB[l B nepeyHe KOMMOHEHTOB (MapameTp --components)

3HaHeHMGﬂ@HHOFOHapaMeTpa6YAETMFHOpMpOBaTMH;
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5) --skip-database

[Mpn HaAM4MmM gaHHoro napametpa CYb/l He yCcTaHaB/IMBaeTCA;
6) -1, --limit
[aHHbIA NapameTp 3aAaeT nepeyeHb XOCTOB, ANA KOTOPbIX OyAeT BbIMOAHEHA

KOMaHAa ynpaBaeHua, Hanpumep:

-—-1limit exampleOl.omp,example02.omp

Mo ymonyaHuio (ecnn napameTp Ha 3aJaH) KomaHAa ynpasaeHua Oyaer
NPUMEHEHA KO BCEM XOCTaM COM/TaCHO MHBEHTapHOMY ¢alay inventories/hosts.yml;

7) -x, --extra-vars

B AJaHHOM TMapamMeTpe nepegarnTca BHEWHKME nepemeHHble AOna CKPpUNnToB
pa3BepTbiBaHMA. B MNMO ncnonb3ytoTca cneayolime BHEWHNE NepeMeHHble:

— pg _uninstall delete data=true — CAYXUT O/A yAaN€HUA [AaHHbIX NPU

yaaneHnn CYB/l PostgreSQL;

8) -—force-infra-install

®dnar CAYKUT  ANAa  ynpasBieHMA MNPUHYAUTENbHOM MNOBTOPHOM YCTAHOBKOW
KOMMOHEHTOB cpeabl GYHKUMOHMPOBAHMA U MHOPACTPYKTYPHbIX KoMnoHeHToB [MO, B
C/ly4anx, Koraa Bepcua KOMMOHEHTOB He M3MEHMNACb U MOXKET NPUHMMATb caeaytolme
3Ha4YeHuA:

— false — MOBTOPHas YCTAaHOBKA KOMMOHEHTOB TOM »Ke& BEPCUM BbIMOJHEHA HE
byner;

— true — OyAeT BbINOJIHEHA MNOBTOPHAA YCTaHOBKA KOMMOHEHTOB HE3aBMCMMO OT
TOro M3MEHWNACh BEPCUSA MU HET.

Mo ymonuaHuto (ecnm dnar He 3a4aH) dnar UMeeT 3HaYeHue true;

9)-e, --env

[aHHbI NapameTp 3a7aeT OKPyXKeHue, AN KOTOPOro HeobxoAMmO BbINOJHUTb
HAaCTPOMKY M yCTaHOBKY KOMMOHeHTOB. bonee noapobHaa MHPOpMaLMA MO HACTPOMKe

MNMNO AnAa yCTaHOBKW €ro Ha pas/iInyHble OKpYXeHuAa npmeeaeHa s n. 3.10.15;
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10) --help

BbiBOA CNPaBOYHOM MHDOPMALMN.
MpuMepbl KOMaHA ynpaBAeHUs:

1) YcTaHOBKa 1AM 06HOBEHME BCeX KOMMOHEHTOB:

ANSIBLE USER="omp" ./deploy-infra.sh --database 12

2) YcTaHoBKa namn obHoBneHMe Nginx Ha XocTe ocs—-app. local:

ANSIBLE USER="omp" ./deploy-infra.sh --components nginx --limit ocs-
app.local

3) YoaneHue Nginx:

ANSIBLE USER="omp" ./deploy-infra.sh --components nginx --action
flush all

4)Ynanenune CYb/ PostgreSQL (c yaaneHnem AaHHbIX):

ANSIBLE USER="<uma nojbszoBaTena>" ./deploy-infra.sh --components db -
—action flush all --extra-vars "pg uninstall delete data=true"

5) NonyyeHne cnpaBoYHON MHPOPMALUN:

./deploy-infra.sh --help

4.2. YnpasneHue cepsucamm MNMO

YnpasneHue cepsmcammu MO 3aKka04aeTCA B UX YCTAHOBKE, 3aMnycKe, OCTaHOBKeE,
nepesanycKke, M3MeHEeHUN HACTPOEeK M OCYLECTB/IAETCA C NMOMOLLbID CKPUNTA deploy-
ac.sh W3 Katasora install-<eepcmsa II0O>, CO34aHHOIO Ha 3Tane pa3BepTbiBaHMA
ynpasastouwen 3BM (noapasaen 3.3).

dopmaT KoMaHAbl YNpaBAEHUs CepBMCAMMN MMEET CaeayoWmniA BUA:

ANSIBLE USER="<uma nomezosaTens>" ./deploy-ac.sh <mapameTprer>

OnucaHne napameTpoB KOMaH/Abl YPaBAEHUA:

1) <mMmsa nombzoBaTens>
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B napameTpe yKasblBaeTCA MMA NMPUBUAETMPOBAHHOIO sudo-noab3oBaTend, nos
KOTOpbIM HacTpoeH SSH gocTyn K cepBepam MPUAOXKeHMN, cepBepam bl M KOHTEHT-
cepsepam;

2) -s, --subsystems

[aHHbIM NapameTp 3a4aeT NoACMCTEMY, ANA KOTOPOM DyaeT BbINOHEHA KOMaHAA
YNPaBAEHUA, U MOXKET NPUHMMATb CAedylolne 3HaYEeHUA:

— auth (ana NB);

— appstore (gna NM);

— emm (gna NY);

— mt (ansa NYT);

— push (ans MNCY);

— cdn (ans CDN);

— pkgrepo (a8 NOOC).

B JaHHOM MapameTpe MOKEeT 3a4aBaTbCsA CMUCOK NOACUCTEM, HAaNPUMEP:

--subsystems auth, appstore, pkgrepo, emm, mt, cdn, push

Mo ymonyaHuio napameTp (ecim MHOe 3HaYeHMe He 3a[aH0) MMEET 3HaYeHue:

--subsystems auth, appstore, pkgrepo, emm, mt, push

3) -a, --apps

[aHHbI NapameTp 3a4aeT nepevyeHb CEPBUCOB, A8 KOTOPbIX OyaeT BbiNo/HEHA

KoMaH/a ynpasneHus. Hanpumep:

—-—apps ocs—-auth-adminconsole-ui, ocs-appstore-adminconsole-ui

Ecnn HeobXxoAMMO BbINONHUTL KOMaHAy Cpasy A4 BCeX CepBMCOB MOACUCTEMb,
notpebyeTcs NepeyncanTb 4Yepes 3anaTyl0 BCe CEepBUCHI NoacucTeMbl MO0 3aaaTtb

3HauYeHMe napameTpa:

-—apps all

Mo YMOJZTHaHUMIO NapameTp (eCJ'Il/I MHOe 3Ha4YeHne He 3ap,aHo) MMeeT 3HaveHne all.
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B cnydae ecnan 3apaHHble B MapameTpe --apps CEPBUCHI HE COOTBETCTBYHOT
33ZlaHHbIM B NapameTpe --subsystems NOACUCTEMAM, YNPABAAIOLLAA KOMAHAA K TaKUM
cepBMcam NpumMeHeHa He byaeT. MNpu 3TOM ynpaBaeHMe WA3aMKn A0CTyNna (cepBrcamm
WAt030B A0CTyMa) OCYLLeCTBAAETCA B pPaMKax TOW MNOACUCTEMbI, ANA KOTOPOM OHMU
npeaHa3HadeHbl. CocTaB noacucTem npuseaeH B Tabanue (Tabauua 29).

Tabnuua 29

3HayeHue NapameTpa Cepsucbl
«--subsystems» (3HaYeHWe napameTpa «--apps»)

N6

auth ocs—auth-admin-api-gw

ocs—auth-public-api-gw

ocs—-auth-admin-cross-tenant-api-gw

ocs—-auth-server-public-proxy

ocs—-auth-idp-api

ocs—auth-accounts-devices-api

ocs—-auth-accounts-users-api

ocs—auth-server—-admin

ocs-auth-server-public

ocs—-auth-audit-api

ocs-auth-subsystems-api

ocs—-auth-config-api

ocs—auth-adminconsole-ui

ocs—-auth-idp-ui

LY

appstore ocs-appstore-applications-api

ocs-appstore-settings-api

ocs-appstore-adminconsole-ui

ocs-appstore-devconsole-ui

ocs-appstore-admin-api-gw

ocs-appstore-client-api-gw

ocs-appstore-dev-api-gw

ocs-appstore-egress—-api-gw

ny

emm ocs-emm-applications-api

ocs-emm-dispatcher-api

ocs-emm-devices-api

ocs-emm-state-manager-api

ocs-emm-enrollments-api

ocs-emm-policies-api

ocs—-emm-reports-api

ocs-emm-users-api

ocs-emm-journal-api

ocs—-emm-Jjobs—-api

ocs-emm-locations-api
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3HayeHue napameTpa CepBHucbl
«--subsystems» (3HayeHWe napameTpa «--apps»)

ocs-emm-admin-api-gw

ocs-emm-device-api-gw

oCs-emm-egress-api-gw

nyT

mt ocs-mt-tenants-api

ocs-mt-organizations-api

ocs-mt-admin-api-gw

ocs—-mt-egress—-api-gw

Nncy

push ocs-push-main-api

ocs-push-transport

ocs-push-admin-api-gw

ocs-push-public-api-gw

ocs-push-egress-api-gw

MOOC

pkgrepo ocs-pkgrepo-pkg-repo-api

ocs-pkgrepo-device-api-gw

ocs-pkgrepo-admin-api-gw

ocs-pkgrepo-egress-api-gw

CDN

cdn ocs-cdn-admin-api-gw

ocs-cdn-mobile-api-gw

4) -p, --action
JaHHbI napameTp 3ajaeT AeNcTBMe, KOTopoe HeobxOAMMO  BbIMOJAHUTS.
MepeyeHb AOMYCTUMbIX [OENCTBUM M COOTBETCTBYIOLWIME MM 3Ha4yeHMAa napameTpa

npuseaeHs! B Tabaumue (Tabauua 30).

Tabnnua 30
3Ha4yeHue napameTpa «--action» Lencreue
deploy YCcTaHOBKa
start 3anyck
stop OcTaHoBKa
restart MNepe3anycK
config 3MeHeHMe HaCcTpoeK (NepeycTaHOBKaA
KOHPUTIypaLUMoHHOro darna)
flush_all yﬂ‘aneHme

Mo ymonyaHuto napameTp (ecnm He 3a4aHO MHOE 3HayeHue) MMeeT 3HadyeHue
deploy.
BHUMAHWE! YctaHoBka noacuctem MMMO A0/KHA OCYLWECTBAATLCA CTPOro B

cnepytouen nocneagosatensHocTu: Mb, MM, MOOC, MY, NMYT, CDN, MNCY;
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5) -C, --clients
[aHHbin napameTp 3agaet OIDC KAMEHTOB, AN KOTOPbIX OyAeT BbINONHEHa

KoMaHAaa ynpaBneHua. Hanpumep:

--clients auth-admin-console, aps-admin-console

Mpy HeobXoAMMOCTU BbINOAHUTL KOMaHAay cpa3y ana scex OIDC knMeHTOB
notpebyeTca nepeuncantb Yyepes 3anaTyto Bce OIDC kameHTbl MO0 3a4aTb 3HayYeHue

napameTpa:

--clients all

Mo ymon4aHuto napameTp (ecam He 3a[@aHO MHOE 3HAYeHMEe) MMeeT 3HayeHme all;

6) -d, --database

[aHHbin napameTp 3agaeT CYB/], KoTopas ycTaHOBNEeHa Ha cepBepe B/]. MNepeyeHb
[OMYCTMMbIX 3Ha4YEeHUI NapameTpa npuseaeH B Tabauue (cm. Tabanua 13).

Hanpumep:

—-—database 12

Mo ymonyaHuto (ecnm napameTp He 3adaH) OyaeT MCNOb30BaTbCA 3HAYeHME,
3aJaHHoe B napameTpe pg version KOHPUrypaumMoHHOro darna
config/vars/ vars.yml,

7)-e, --env

[aHHbIM NapameTp 33[aeT OKPYXeHMe, ANA KOTOPOro HeobxXxoAMMO BbINONHUTb
HacTpoMKy u yctaHoBky [MM0O. bonee noapobHas MHPopmauma no HacTponke MMNO gna
YCTAaHOBKM €ro Ha pa3/InyHble OKpYXeHuAa npmeeneHa 8 n. 3.10.15;

8) --help

BbiBOA, CNpaBoyYHON MHGOPMaLMK.

[MTpMMepbl KOMaHA YNpPaBAeHUA:

1) OcTtaHoBKa Bcex cepBucoB MM

ANSIBLE USER="omp" ./deploy-ac.sh --action stop
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2) 3anycKk CepBUCOB ocs-appstore-applications-api W ocs-appstore-

adminconsole NM:

ANSIBLE USER="omp" ./deploy-ac.sh --subsystems appstore --apps ocs-
appstore-applications-api,ocs-appstore-adminconsole --action start

3) NonyyeHune cnpaBoYHON MHPOPMALMN:

./deploy-ac.sh —--help

4.3. YnpasneHue HacTpoiKkamu cepsucos 1 noacucrtem MO

YnpaBneHune HacTponKkamm cepBmncos u noacuctem MMO MoXKeT ocyLecTBAATbCA
2 cnocobamm.

4.3.1. Cnocob 1 (pekomeHAayembii)

4.3.1.1. 3apaTb Tpebyemble 3HaAYEHMA NAPAMETPOB B KOHPUIypPaLUMOHHbIX pannax
cueHapues yctaHoBKuM [0 1 noacuctem [MM0O.

4.3.1.2. NepeycTaHOBUTb KOHPUTYPALMOHHbIE Gaiibl C MOMOLLbIO KOMaHAb!:

ANSIBLE USER="<umma nojps3oBaTens>" ./deploy-ac.sh --action config

MoapobHoe onncaHMe NapaMeTpOoB 3amnyCcKa CKpMnTa deploy-ac.sh NPMBEAEHO B

nogpasgene 4.2.

4.3.2. Cnocob 2

4.3.2.1. 3apaTb Tpebyemble 3HAYEHMA NAPAMETPOB B KOHPUIypaUMOHHbIX pannax
cepucoB u noacuctem [MO. OnucaHMe napameTpoB KOHPUIYPaUMOHHbIX ¢ainnos
cueHapwues ycTtaHoBkM noacmuctem MO npmBeneHo B pasgene 13.

4.3.2.2. Nepesanyctutb Tpebyemble CEPBUCHI C MOMOLLBID KOMAH/bI:

ANSIBLE USER="<uma nonebzosaTens>" ./deploy-ac.sh —--subsystems
<UMIeHTUOUKATOP MNOICUCTEME> ——apps <IlIepeueHb CEePBUCOB IMIOINCUCTEME> —-—
action restart

MoapobHoe onuncaHne NapameTpoB 3amnycka CKpunTa deploy-ac.sh NPUBEAEHO B

noapasaene 4.2.
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5. PESEPBHOE KOINMUPOBAHWE

BHUMAHWE! MpureeaeHHble HMXE MMeHa GalIoB M KaTa/IOTOB XapPaKTepHbl AS

TMNOBOro BapmaHTa ycTaHoBKu MMMO n cpeabl dyHKUMOHMpPOoBaHMa MMO.
5.1. Pe3epBHOe KonupoBaHWe nocse ycTaHoBKKU (06HoBNeHuA) MMNO

Mocne ycnelHoM ycTaHoBKM (06HoBAeHMs) MTMNO HeobxoAMMO CO34aTb PE3EPBHYIO
KOMWUIO KaTanora install-<sepcus IINO>/install-ac/ (MAM install-<sepcus

IO>/install-ac-mt/ UAM /install-<Bepcus NIO>/install-ac-mt-spr/).

5.2. Nepuoanyeckoe pe3epBHOE KOMUPOBAHME M pe3epBHOE KOMWPOBaHWE Nepes,

yCTaHOBKOW 06HOBNEHUM

MepnoanMyYHOCTb pPEe3epBHOrN0  KOMMPOBAHWMA OMpeaenAeTcA  pernameHTamm
3KCNAyaTUPYIOLLEN OpraHn3aumm.,

Mepnoanyeckoe pe3epBHOE KOMMPOBAHWE M pPe3epBHOE KOMMpOBaHWE nepeq,
YCTaHOBKOW OOHOB/IEHM BbINONHAETCA B NPUBEAEHHOM HUXKE NOCNeA0BaTENbHOCTH.

MNoppobHaa nHPopmauma o6 ocobeHHOCTAX pe3epBHOro KonuposaHua MO

npuBeaeHa B OKYMeHTe « PeKoMeHa4aumnm no pe3epBHOMY KOMMPOBAHUIOY.
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6. OBHOBJIEHWE MO 1 OC ABPOPA

6.1. Nopsagok o6bHoBNEHMA

B pamKax noAadepyKu KusHeHHoro umkna (MO npegnpuaTMe-m3rotoBuTe b
BHOCMT B HEro W3MEHEeHMA, HaMnpaBieHHble Ha YAy4dylWeHWe 3SKCNayaTaluMOHHbIX
XapaKTePUCTUK N yCTPAHEHME HeA0CTaTKOB.

[oseaeHne nHdopmaumm o Bbinycke obHosaeHM MNIMO ao Kaxaoro notpebutena
MMNO ocyuwecTBNAETCA NOCPEACTBOM OTNPaBKM COODOLIEHMIA Ha 3/1EKTPOHHble agpeca
notpebutenen u/manm  nocpeactsBoMm nybAMKaumM Ha oduuManbHoOM  Beb-canTe
npeanpuatTua-paspabotynka (https://www.omp.ru, https://auroraos.ru).

MpedycMmoTpeHbl  cneaytowme  cnocobbl  npeaocTaBneHuMa  0BHOBAEHWUN
noTpebutensam:

— oTnpasKa HoBoM Bepcum MNIMO ¢ conpoBOAUTENbHBIM MUCbMOM;

— nybamkauma 1SO-obpasa 3arpysodyHoro moayns Hoson Bepcum [MO  Ha
odpnuManbHOM Beb-canTe npeanpuaTna-paspaboTynKka (https://www.omp.ru,
https://auroraos.ru).

MoTpebuTenb TakXKe WMMeeT BO3MOXHOCTb MOAYYMTb MHPOPMALMIO O BbIXOAe
OOHOBNEHUI 4Yepe3 CAYyKOYy TEeXHMYECKOM NOAAEP!KKM NnpeanpuatTma-paspaboTymka
no ten.: +7 (495) 269-09-80 nnbo No aNEKTPOHHOM No4YTe: support@omp.ru.

YctaHoBKa obHoBneHuit [MNO  [0AKHA OCYWEeCcTBAATbCA B COOTBETCTBMM C
TpeboBaHUAMM, NPUBEAEHHBIMW B HACTOALLEM AOKYMEHTE.

Ecan notpebutens MMO He MOXET peanm3oBaTb KOMMNEHCUMPYHOLWME Mepbl Mo
3awmTe mHGoOpMauUMM MAW  OrpaHmyeHMs no npumeHeHuto T[MO, perkomeHayeTcA
NPeKpaTUTb ero NPUMeEHeHMe.

ObHoBneHue MMO go Tpebyemoi BepCcum BOIMOKHO TONIbKO C BEPCUM, YKa3aHHbIX

B Tabauue (Tabaumua 31).

162


mailto:support@omp.ru.

— "] OTKPbITAS

PYKOBOZCTBO aAMMUHMUCTPATOPA J MopunbRAA
Tabnunua 31

Tpebyemasn sepcus PaHee ycTaHOB/IeHHaA BepcuUA

2.2.0 2.1.3*

2.2.1* 2.1.3*%,2.2.0

2.2.2% 2.1.3*%,2.2.0,2.2.1*

2.3.0 2.2.2%*

2.4.0 2.2.2*%,23.0

2.5.0 2.2.2*%,2.3.0,2.4.0

2.5.1* 2.2.2*%,2.3.0,2.4.0,2.5.0

3.0.0 2.5.1*

3.0.1 2.5.1%,3.0.0

3.1.0 2.5.1*%,3.0.1

3.1.1* 2.5.1*,3.0.1,3.1.0

3.1.2%* 2.5.1*%,3.1.0,3.1.1*

3.2.0 3.1.0,3.1.2*

4.0.0* 3.1.2*%,3.2.0

4.1.0* 3.1.2%,4.0.0*

5.0.0* 3.2.0,4.0.0*%, 4.1.0*

5.1.0* 4.1.0*%,5.0.0*

5.2.0 4.1.0*%,5.0.0*, 5.1.0*

* —Bepcum MNO, npoweawme ceptndmnkaumto 8 PCTIK Poccum.,

6.2. ObHoBNEHME cepBepa npunoxenni MNMO

BHUMAHWE! Ona yctaHoBKK obHOoBAeHMA MO KonmyectTBo cBOHOOAHOIO MecTa Ha
ecTKom aucke cepsepa b/l MB gonKHO ObITb HE MeHblUe, Yem paamep camor b Mb. Mpwn
HeA40CTaTOMHOM KOAM4yecTBe CBODOAHOrO MeCTa Ha eCTKOM AUCKe ero HeobXxoammo
yBeNNYNTL. [TPOA0IKUTENBHOCTL NpoLecca obHosneHua MMO 3aBnucKuT oT pasmepa b/ n
MOXeT 3aHATb A/MTEeNIbHOE BPEMA.

Ona obHoBneHna cepsepa npuaoxkeHunin MO  HeoOXOAMMO  BbINOAHUTL
OMMCAHHbIE HMXKe AeNCTBUA:

6.2.1. Co30aTtb pe3epBHYKD Konuto AaHHblx, MO © KOMMNOHEHTOB cpeabl

PYHKLMOHMPOBAHMA B COOTBETCTBUM C Pa3aeiom 5.
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6.2.2. CkonnpoBaTb Ha ynpasadwouwyto 3BM apxme ¢ HoBon Bepcuen MO n
pacnakoBaTb ero B cootsetcreum c n. 3.3.4 —3.3.7.

6.2.3. ObHOBUTb Ha ynpasaaAtolen IBM nakeTbl B cooTBeTCcTBMM C . 3.3.9.

6.2.4. HacTponTb KOMMOHEHTbI cpeabl PyHKUMOHMpOBaHMA [MNO wn TMMNO B
COOTBETCTBMM C noapasgesiom 3.4,

6.2.5. ObHoBneHne CYB[ PostgreSQL 14/15/16 no HoBOW cTaplien Bepcum'?
(major version) HeobxoAMMO ocyWecTBAATb B cooTBeTcTBUM ¢ I/ Ha CYB/. MNepedeHb
noaaepmBaemolx Bepcmin CYB/ npnseaeH s n. 1.4.2.

6.2.6. YCTAQaHOBUTb  KOMMOHEHTHI cpedpl OYHKUMOHNPOBAHMA rnno n
MHOPACTPYKTYPHbIe KOMNOHeHTbI MO B cooTBeTCcTBMM C M. 3.6.1.

6.2.7. YcTtaHosuTb M0 B cooTBeTCcTBMM C N. 3.6.2.

6.2.8. [lepe3anycTuTb CEPBUC ocs-pkgrepo-pkg-repo—api C NOMOLLbIO KOMaHAb!:

ANSIBLE USER="<uma nojpszoBaTensa>" ./deploy-ac.sh --subsystems pkgrepo
-—apps ocs-pkgrepo-pkg-repo-api --action restart

6.2.9. Nocne obHosneHus MMO ¢ sBepcum 4.0.0 (nam Huke) o Bepcum 4.1.0 (nam

Bblle) Heobxoammo yaanuTb Nats Streaming Server ¢ NOMOLLbIO KOMaHAb!:

ANSIBLE USER="<uma nojps3oBarens>" ./deploy-infra.sh -A flush all -i
inventories/hosts.yml -c nats-streaming-server

6.2.10. OnoecTnTb Nonb3oBaTenen MNMO o0 HeobXoAMMOCTM OYUCTUTBL KILW K cookies
Beb-bpay3sepa. MHaye npu  OTKpbITMM  uMHTepdernca [MMNO  Oyaet  owmnbka

HTTP ERROR 400.
6.3. O6bHoBeHMe OC ABpopa ¢ nomolbto MY

ObHoBneHne OC ABpopa BbINONHAETCA B CAeyoLLLen Nocaen0BaTe/IbHOCTH:
6.3.1. ObHOBUTL cepBep NpunoxeHuin MNMO B cOOTBETCTBMM C noapasaenom 6.1.
6.3.2. 3arpy3uTb B dparnosoe xpaHuamuie NOOC nakeTbl Tpebyemoit Bepcum OC B

cooTBeTcTBMKM C M. 3.8.3.

12 CornacHo cneundukaumm SemVer 2.0.0.
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6.3.3. ObHoBUTL OC ABpopa A0 Tpebyemol BepcMmn Ha TECTOBOW rpynne yCTPOWCTB
C Uenbld  MNPOBEPKM  KOPPEKTHOCTM  OOHOBAEHMA  C  MNOMOLWbIO  MOJAUTUKMK
«MpunnosxkeHua/YctaHosutb Bepcunto OC». Mopagok paboTbl ¢ NOAUTUKAMKU M TPYMNamm
YCTPOWCTB NpuBeAeH B AOKYMeHTe «PykoBoacTBO monb3oBaTens. Yactb 3. MNoacmcrema
Mnatdopma ynpaBieHUA».

6.3.4. YbeanTbca, 4TO MNOCNE OKOHYaHWA, 3a[aHHOr0 B MNpaBM/e BPEMEHHOrO
MHTepBana OOHOBNEHMA B KaApPTOYKe KaXKAoro YCTPOWMCTBA M3 TECTOBOM rpynnbl
oTobparkaeTca Tpebyemasn sepcma OC ABpopa.

6.3.5. O6bHOBUTb NpunoxkeHna MNMO Ha TecToBOM rpynne yCTPOMCTB B COOTBETCTBUM
C AOKYMEeHTOM «PyKOBOACTBO Mosib3oBaTena. HYactb /. lpunoxkeHne «Aspopa LleHTp» anA
onepaunoHHOM cucTeMbl ABpOpa».

6.3.6. BbiNnONHUTL 0OHOBNEHME aHANOTMYHbIM 06PA30M ANA OCTa/IbHbIX YCTPONCTB

nocne ycnewHoro obHosneHna OC ABpopa 1 NPUIOKEHUIM Ha TECTOBOW rpynne yCTPOMCTB.
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7. YOANNEHUE TNO

Ona yaanenua MMNO HeobxoAMMO BbINONHUTbL CAeaytoLLMe AEUNCTBUA:
7.1. MepenTn B KaTanor co cueHapuamm yctaHoBkm MMM0.

7.2. Ypanutb [NMNO c nomoulbto KOMaHAabl:

ANSIBLE USER="<mma nome3oBatTens>" ./deploy-ac.sh --action flush all

MoapobHoe onncaHme NapameTPOB 3aMyCcKa CKpUNTa deploy-ac.sh NpUBEAEHO B
nogpasgene 4.2.

7.3. YOannTb KOMMNOHEHTbI cpeabl GyHKLUMOHMpPOoBaHMA MNIMO 1 MHPPACTPYKTYPHbIE
KOMMOHeHTbI MO ¢ nomoLbo KOMaHAb!:

— 6e3 yganeHnsa gaHHbIX, XxpaHawmxcsa B CYB/ PostgreSQL:

ANSIBLE USER="<mmsa nojybzoBaTens>" ./deploy-infra.sh --action flush all

— CcypaneHnem AaHHbIX, XpaHAawmxca 8 CYB/ PostgreSQL:

ANSIBLE USER="<mmsa nojybzoBaTens>" ./deploy-infra.sh --action flush all
-—extra-vars "pg uninstall delete data=true"

MoapobHoe onucaHMe napameTpPoB 3anycka cKkpunta deploy-infra.sh

npueeaeHo B noapasaene 4.1.
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8. BAPUAHTbI YCTAHOBKHW MNCY

8.1. YcraHoska [CY Ha oauH cepsep (xocT) ¢ apyrmmu nogcmctemamm MMNO
[aHHbIN BapnaHT ycTaHoBKM MIMO ocyLl,ecTBAAETCA NO YMOAYAHMIO.
8.2. YcraHoBKa [CY Ha oTaenuHbIi cepsep (xocT)

3ajaHne aapecoB cepBepoB (MMEH XOCTOB), Ha KoTopble OyayT yCTaHOB/EHbI
noacuctemsbl MMO, ocylwecTBaseTca Ha aTane HacTporku MMO (nn. 3.5.2.1). Ans Toro,
4yTobbl ycTaHOBUTL [ICY Ha oOTAenbHbIN cepBep, HeobxoaMmMo B MHBEHTapHOM daline
inventories/hosts.yml 334aTb aZpec cepsepa (MMaA XOoCTa), Ha KOTOPbIN HEOBXOANMMO

ycTaHoBuUTb MCY (push), Hanpumep:

app:
hosts:
ocs—app.local:
subsystems: auth, appstore,emm,mt, pkgrepo,
acenterapp02:
ocs-push.local: push

OnucaHue nopsaaxa 3adaHuA afpecos B WHBEHTapHOM  daline

inventories/hosts.yml npmBeaeHo 8 n. 3.10.13.
8.3. OtaenbHan yctaHoska MNCY (ycraHosKa M6 1 MCY)

Ona oTtaenbHon yctaHoBKkM [ICY  HeobXoAMMO  BbIMOMHUTL  CAEeAYOLLYIO
nocneaoBaTeIbHOCTb AENCTBUN:

8.3.1. BbINONHUTL noc/ienoBaTeIbHOCTb OENCTBUN, npeayCcMOTPEHHYO
n.3.2-3.6.1.

8.3.2. YctaHoBuUTb b 1 T1CY ¢ nomMOLLLbIO KOMaHAbI:

ANSIBLE USER="<muma nomezosaTens>" ./deploy-ac.sh —--subsystems
auth, push

8.3.3. BbINONHUTL noc/ien0BaTeIbHOCTb AENCTBUN, npeaycMOTPEHHYO

n.3.6.3-3.6.5.
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9. BAPUAHTbI YCTAHOBKWU CYB/],

9.1. HeknactepHas (standalone) ycranoska CYB/],

B LaHHOM BapwWaHTe yCTaHaB/IMBAETCA TO/IbKO oauH cepsep bA. MNMpumeHaeTca
TaKan yCTaHOBKa B ogHOHOA0BOM KoHburypaumm MMNO (n 2.3.1 1 2.3.2).

[na Toro, 4tobbl BbINONHUTL standalone YCTAaHOBKY cepBepa b/l AOCTaTOYHO B
MHBEHTApHOM ¢alne inventories/hosts.yml B MpoLecCe HAaCTPOMKM KOMMOHEHTOB
cpedbl PyHKUMOHMPOBAHMA MO M MHPPACTPYKTYPHbIX KomnoHeHToB MO (n. 3.5.1)

3a/aTb aZpec XocTa, Ha KoTopbl byaeT ycTaHoBAeH cepBep b/, Hanpumep:

postgresqgl:
hosts:
ocs—-db.local:

9.2. YcraHoBKa CYB/] B KnacTepHOM KOHPUIypaumum

KnactepHaa ycTtaHoBKa cepBepa b/l npumeHAeTcs B KAaTacTpOoPpOyCTOMYMBOM
KnactepHo KoHdurypaumm MMO wn npeanonaraeT YycTaHOBKY Knactepos CYB/[ B
Heckonbkux UOdax (n. 2.3.6).

BHUMAHWE! Mpun yctaHoske MMO B KNacTepHOM KOHPUIypaLmmM He A0nycKaeTcs
yCTaHaBAMBaTb cepBepbl npuaoxkeHun MMO n cepsepbl b/ Ha oAHOM XOCTe.

Ona yctaHoBku CYB/l B KnacTtepHoM KOHoUrypaumm HeobxoaMmo B npouecce
HAaCTPOMKM KOMMOHEHTOB cpeabl @yHKUMOHMpPOoBaHMA (MO M MHPPACTPYKTYPHbIX
KomnoHeHToB MMO (n. 3.5.1) BbINOAHUTL CAeAyOLINE HACTPOMKM:

9.2.1. B Katasnore inventories CO cueHapuamun yctaHosku [1[10 co3gaTh
OKPYXXEeHMA ANa OCHOBHOro (primary) n pesepBHoro (standby) KnactepoB ¢ Nomollbto

cneayowmx KOmaHa,:

mkdir -p inventories/<HazBaHUe OKPYXEeHMUI>
cp inventories/hosts.yml inventories/<uHasBaHMe OKpPYXeHUS>/
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Hanpumep:

mkdir -p inventories/ocs-primary
cp inventories/hosts.yml inventories/ocs-primary/
mkdir -p inventories/ocs-standby
cp inventories/hosts.yml inventories/ocs-standby/

MNoapobHaa nHeopmauma o HacTponkm MMO anA yCTaHOBKM ero Ha pas/inyHble
OKpy*XeHuna npuseseHa 8 n. 3.10.15.
9.2.2. BbINONHUTL HACTPOMKY MHBEHTapHOro ¢aklna hosts.yml A1A OCHOBHOIO

KN1acCTepa.

Ona 3TOro B NHBEHTAPHOM banne inventories/<uasBaHue
okpyxeHua>/hosts.yml HEOOXOAMMO 334aTb C/ieAytoLLMe NapaMeTpbl:

— patroni cluster — Ha3BaHWe KnacTtepa. Ha3sBaHue KN1actepa A0MKHO UMETb
CﬂeﬂymunWﬁ¢OpMaT<HaBBaHM6 KJjacTepa>-—<THUII KnaCTepa>.TMHKﬂamepapDHHEH

6bITb primary (OCHOBHON). Hanpumep:

patroni cluster: ocs-primary

— keepalived cluster vip — BUpPTyanbHblh IP-agpec (virtual IP), KoTopbli

6yaeT NpUCBOEH aKTUBHOMY cepsepy b/l B OCHOBHOM KiacTepe, Hanpumep:

keepalived cluster vip:
ocs-primary: 192.168.1.60

NMPUMEYAHUE. BupTtyanbHbin |P-aapec wncnonb3yeTca AN8 NOAKAYEHUA
NPUNOXKEHUN (KNMEHTOB) K aKTUBHOMY cepBepy b/l.

— ajpeca XOCTOB, Ha KOTopble byayT ycTaHOBAEHbl cepBepbl B, Hanpumep:

postgresqgl:
hosts:
acenterdb01:
acenterdb02:
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— ajpeca XOCTOB, Ha KOTopble byayT ycTaHOBAeHbl areHTbl Consul. T.K. areHTbl
Consul ycTtaHaBamBatoTcs Ha cepBepbl bJ], BMECTO XOCTOB A0CTAaTOYHO YKas3aTb rpynny

postgresqgl:

consul agents:
children:
postgresqgl:

BHUMAHWE! He nonyckaeT ycTaHOBKa areHTa 1 cepsepa Consul Ha ogHOM xocTe.

[Mpumep wWHBeHTapHOro danna ANA OCHOBHOrO Kaactepa npuBeaeH B danne
samples/ac/inventories/hosts-patroni-two-dbnode-primary.yml.

9.2.3. BbINONHUTb HACTPOMKY WMHBEHTApPHOro ¢anna hosts.yml ANA PE3epPBHOro

(standby) knacTepa.

Ana 3T0ro B MHBEHTAPHOM danne inventories/<HazBaHue
okpyxeHMa>/hosts.yml HE0OX0AMMO 3a4aTb CAeAyolMe NapameTpbl:

— patroni_cluster-—Ha3BaHmerUmCTepa.Ha3BaHmerﬁwCTeparq0ﬂmHO NMMeTb
cnegymnumﬁ ¢OpMaT <Has3BaHME OCHOBHOTO KJjacTepa>-<Tun KkjacTtepa>. [UN

Knactepa A0/IKeH bbiTb standby (pe3epBHbIN). Hanpumep:

patroni cluster: ocs-standby

— keepalived cluster vip-BuWpTyanbHble IP-agpeca (virtual IP) ana aktmeHoro
cepsepa b/l B ocHoBHOM KnacTtepe U ans StandBy Leader cepsepa B/l B pe3sepBHOM

Knactepe, Hanpumep:

keepalived cluster vip:
ocs-primary: 192.168.1.60
ocs-standby: 192.168.1.61

— ajpeca XOCTOB, Ha KoTopble OyayT yCcTaHOB/AeHbl cepBepbl b pe3epBHOro

KnacTtepa, Hanpumep:
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postgresqgl:
hosts:
acenterdbll:
acenterdbl?2:

— aZlpeca XOCTOB, Ha KoTopble byayT ycTaHoBaeHbl areHTbl Consul. T.K. areHTbl
Consul ycTaHaBAMBatoTCs Ha cepsepbl B/, BMECTO XOCTOB [A0OCTAaTOYHO YyKasaTb rpynny

postgresqgl:

consul agents:
children:
postgresqgl:

BHUMAHWE! He nonyckaeT ycTaHOBKa areHTa 1 cepsepa Consul Ha ogHOM xocTe.

Mpumep MHBEHTapHOro ¢anna ANA Pe3epBHOro Knacrtepa npueeaeH B danne
samples/ac/inventories/hosts-patroni-two-dbnode-standby.yml.

9.2.4. BbinonHUTb  apyrme  Hactpomkn MO M KOMMOHEHTOB  cpeapbl
dYyHKLUMOHNpPOoBaHMA MNIMO B COOTBETCTBMM C Noapasaesiom 3.4 .

9.2.5. BbINONHUTb YCTAHOBKY KOMMNOHEHTOB cpeabl GyHKLMoHMpoBaHma MNMO u MNMO
B COOTBETCTBMM C NoApa3aenom 3.6 ANA KarKA0ro Knactepa, yKkaszaB B KOMaH4axX YCTaHOBKM

NyTb K UHBEHTAPHOMY baiNy MM Ha3BaHME OKPYKEHUS.

[MTprMmepbl KOMaHA;:

— KOMaH/ia yCTaHOBKM BCEX MAaKeTOB Ha CepBepbl MPUNOKEHMI 1 cepBepbl B/:

ansible-playbook -1 inventories/<Ha3BaHMe OKpyXeHMs>/hosts.yml play-
managed-node-prerequisites.yml -vv -u <uMmsa OJIb30BaTEJS>

— KOMaHZa YCTaHOBKM KOMMOHEHTOB cpeabl &GyHKUMoHMpoBaHusa TMO  u

MHOPACTPYKTYPHbIX KomnoHeHToB MMO:

ANSIBLE USER="<mma nospzosaTens>" ./deploy-infra.sh --env "<uassaHme
OKpyXeHMma>"

— KOMaHZa yctaHosKM [1M10:

ANSIBLE USER="<mma nospzoBaTens>" ./deploy-ac.sh —--env "<HaszBaHue
OKpyXeHMsa>"
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10. YCTAHOBKA MNMO B KUBERNETES

BHUMAHWE! [daHHbiA PYHKUMOHAN ABAAETCA 3KCMEPUMEHTANIbHbIM M MOMXKET

coAepXxaTb ownbrn. B C/Ny4Yae BO3HMKHOBEHMUA ownboK HEO6XO,£I,I/IN\O O6paTl/ITbCFI B

C/'IY)H6V TeXHMYECKOM noagepXKn npeanpnAaTna-n3roTtoBnTeNA.

10.1. NopAaoK pa3sBepTbiBaHNA U HACTPOMKM CepBepa NMPUIOKEHWUH

B Tabanue (Tabnuua 32) npuBeaeHbl NPOrpaMMHO-annapaTHbie XapakTepUCTUKN

cepsepa NPUIOKEHUN.

Tabnnua 32
Mapamerp 3HayeHue
Testing Production
MNpoueccop 2 aapa 5aaep
Ob6bem onepaTMBHON NAMATH 576 676
Obbem KecTkoro Ancka 40T6 40T6

OC (pekomeHayemas)

Ubuntu 22.04

MO ans ynpaBaeHUa KOHTEMHEPaMM

Kubernetes Bepcun 1.25 nnum Bblwe, nnbo cbopKa

ot Canonical microk8s

[na pa3BepTbiBaHUA U YCTAHOBKM cepBepa NPUNOKEHMA HEODHXOANMMO BbINOAHUTL

cnepyrolime aencTemA:

10.1.1. YCcTaHOBUTb Ha cepBep MPUAOKEHMN HEeOoDBXOAMMbIE MaKeTbl C MOMOLLbIO

KOMaH/bl:

apt update && apt -y install ansible python3-pip curl snapd

pip3 install kubernetes

snap install microk8s -classic

10.1.2. Ans paboTbl cueHapues ycTaHoBKM MO HeobxoaMMO yCTaHOBUTL B ansible-

KonneKkumm nnarnuHbl kubernetes.core n community.general ¢ NOMOLLbIO KOMaHAbI:

ansible-galaxy install --role-file requirements-k8s.yml --ignore-

errors —force
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10.1.3. BkAtounTb  pacwimpeHme  hostpath-storage, Heobxoammoe  ANS
COXpaHeHMA AaHHbIX stateful-npunoxkeHnin (NPUNOKEHMIN, KOTOPbLIM TpebyeTca COXPaHATb

,D,aHHbIe), npwm nepesarpys3ke KOHTeVIHepOB C NMOMOLWbKO KOMaHAbI:

microk8s enable hostpath-storage

10.1.4. BKntoumnTb pacwimperHmre metallb, Heobxoanmmoe Ans AOCTyNa K CepBMcam

MMNO (nopTbl 80 1 8009) cHapy»KM KnacTepa, C NOMOLLbI KOMaHAbI:

microk8s enable metallb:<mmanazon IP-aIpecCcoB IIOIOCETU CepBepa
[IPUJIOXEHUI>

Hanpumep:

microk8s enable metallb: 10.188.25.196-10.188.25.197

NMPUMEYAHMUE. Ymcno IP-aapecos B AnanasoHe MoXeT bbiTb He MeHee ABYX LUTYK.
10.1.5. Y6eamTbcs, YTO pacliMpeHma microk8s M metallb YCNELWHO BKAKOYEHbI U

HaxXOAATCA B CMUCKEe AOCTYMHbIX (enabled) pacliMPEHUI C MOMOLLbIO KOMaHAb!:

microk8s status

10.1.6. na ypobctBa paboTtbl ¢ Kubernetes pekomeHayeTcA YCTAaHOBWUTH

KOHCO/IbHbIN KNEHT k9s, a TakKXKe kubectl C NTOMOLLbHO KOMaHA:

wget
https://github.com/derailed/k9s/releases/download/v0.32.3/k9s linux am
de4d .deb

dpkg -1 k9s linux amd64.deb

curl -LO https://dl.k8s.io/release/ curl -LS
https://dl.k8s.io/release/stable.txt /bin/linux/amd64/kubectl

chmod +x ./kubectl

sudo mv ./kubectl /usr/local/bin/kubectl

10.1.7. lna paboTbl M3-noa, HEMPUBUAETMPOBAHHOIO MOJIb30BaTENA HEOOXOANMMO

AJONO/THNTE/IbHO BbIMO/IHUTL Caeayrowmne KoOMmaHabl:

USER=<mMsa noJjib30BaTEJISg>

sudo usermod -a -G microk8s SUSER
sudo mkdir -p ~/.kube

sudo chown -f -R SUSER ~/.kube
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[anee, nepesanTn B y4€THYIO 3aMNCb M NOC/AE STOrO BbIMONHUTL KOMaHAY:

microk8s config > ~/.kube/config

10.2. NMopaaok yctaHosku MMO B Kubernetes

10.2.1. Co3aaTb Ha cepBepe NPUAOXKEHUI OTAE/IbHbIN KaTanor, CKONMPOBaTh B HEMO

coaepxunmoe DVD c MMO 1 nepenTn B CO34aHHbIM KaTaNor C MOMOLLbI0 KOMaH/b:

cd <nyTh K KaTajory>

10.2.2. MNepenTn B KaTanor /server C NOMOLLbIO KOMAHAbI:

cd <OyThk K KaTaJioT'y server>

10.2.3. 3anyctMTb  installer-ac.sh  (MAM  installer-ac-mt.sh WK

installer-ac-mt-spr.sh!®) c noMoLWblO KOMaHAb!:

bash installer-ac.sh

W

bash installer-ac-mt.sh

W

bash installer-ac-mt-spr.sh

10.2.4. O3HaKOMUTbCA C «JIMUEH3MOHHbIM COrNaWeHnem» U MPUHATbL ero B
cooTBeTcTBumM Cc n. 3.3.7.

10.2.5. MepenTn B KaTafor CO CLUEHAPUAMM YCTAHOBKW (KaTanor: /install-
<Bepcwusa MIO>/install-ac/ WIMN /install-<Bepcus IIO>/install-ac-mt/ WU
/install-<Bepcus MIO>/install-ac-mt-spr/).

10.2.6. ChopmmpoBaTb KOHOUTYpaLMOHHbIe panbl MTM0.

[Ons atoro HeobxoAMMO NMpuaymMaTb Ha3BaHME OKPYXeHuA (Hanpumep, k8s) M

3anyCTUTb CKPUNT reHepaunmnm KoHOUrypaLMOHHbIX Ga0B BbIMOAHUTL KOMAHAY:

./deploy-k8s.sh -e <HaszsBaHue OKpyxeHMa> —-A configs

B npouecc BbIMOMHEHMA CKPUMTa H€O6XO,£I,VIIV\O B MHTEPAKTUBHOM pexXnme 3a44adTb

cnegyroume rnapameTpbl:

13 HassaHue dalina 3aBMCKUT OT BapuaHTa noctasku MMMO.
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— deployment mode — PEXMM YCTAaHOBKM (testing WAM production). Pexum
testing PEKOMeHAYeTCA NCMOb30BaTb B 03HAKOMUTE/IbHbIX LLenAax. [1py ncnosb308aHum
peXMma  testing: BCe€  KOMMOHEHTbl  cpedbl  QYyHKUMOHMpoBaHMA  [MNO  u
MHPPACTPYKTYPHble KOMMNoHeHTbl [0 ycTaHaBAMBalOTCA B OAHOM 3K3emnaape b6e3
pes3epBMPOBaHMA, OTCYTCTBYET HEOOXOAMMOCTb B HAaCTPOMKe BHelHero HasnaHCMpPOBLMKa
(Bce ycTaHaB/AMBaeTCA Ha ingress-koHTponnepe Kubernetes), KoHTeMHepam MeHblle
BblAENAETCA PECYPCOB MNpoLEeCccopa M ONepaTUBHOM NAMATH;

— external ip — BHewHun |P-agpec, no Kotopomy byaeTr aoctynHo [1MO
(BblbMpaeTcs Kak ntobon cBoOOAHbLIM aapec M3 AMana3oHa, KOTOPbIM YKasbiBaacsa Mnpu
YCTAaHOBKe pacCliMpeHna metallb). [MOCMOTpPeTb HACTPOEHHbIM AMana3oH |P-agpecos
MOXHO B MNapamMeTpe .spec.addresses, KOTOPbIM MOMHO MOAYYUTb C MOMOLLbBIO

KOMaHAbl:

kubectl get ipaddresspool -A -o yaml

— DNS domain — BHELWHWI AOMEH, KOTOPbIA BMECTE C HAa3BAHMEM OKPYKEeHWUS
bynet ¢opmuposatb URL-aapec TMO http(s)://<HazBaHUEe OKPyXeHMA>.<DNS
domain>;

— cluster name — MMSA Knactepa Kubernetes, B KoTopbih ByaeT yCcTaHOBNEHO
MMNO. Knactep npeaBaputenbHo A0AKeH ObiTb co3aaH. [MoCMOTPEeTb CMUCOK KnacTepos

MOXHO C NMOMOLW,bKO KOMaHAbl:

kubectl config get-clusters

— storage class — Ha3BaHWe Knacca xpaHunnuia Kubernetes (StorageClass), ¢
KOTOpbiM OyayT C€034aBaTbCA TOMa XpaHeHus AaHHbix  (volumes) ans  stateful-

I'IpVIfIOH-(GHMVI. HOCN\OTpeTb CMNMMNCOK K/1aCCOB XpaHUANL, MOXHO C MOMOLLbO KOMaHAbI:

kubectl get storageclasses

— public key — OTKPbITbIK ssh-kaouy nonb3oBaTena OC, mM3-nog KOTOPOro
3anyckaetca yctaHoBka [MO. [pu  HeobXOAMMOCTM  KAKOYEBYIO Mapy MOMKHO

Cd)OpN\MpOBaTb C NnoOMOLW,bKO KOMaH4bl:
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ssh-keygen -t rsa -b 4096

— nfs server — NFS cepBep, MCNonb3yemMbl AN XpaHeHMA GalioB NPUAOKEHNM
(MKOHKK, cKpnHWOTLI, RPM-nakeTbl) 1 naketo OC. Ecan npeanonaraetca MCNOAb30BATb
BHELWHMIA cepBep, TO HeobxoaMMO YyKaszaTb ero IP-agpec (40 YCTAaHOBKM Ha HEM yKe
NOMKHbI ObITb CO3AaHbl KaTasnorn cornacHo noapasaeny 3.9). Ecam rotosoro NFS cepsepa
HeT, TO HeobxoAMMO OCTaBMUTb 3TO MOJie NyCTbiM, B AaHHOM caydae NFS cepsep byaer
yCTaHOB/EH aBTOMaTU4eckn BHyTpM Kubernetes.

Mpumep 3a4aHMA NapameTpoB:

./deploy-k8s.sh -e k8s —-A configs

Please answer a few questions for creating k8s stage configs and
inventories -

Choose Aurora Center deployment mode [testing/production]: testing
Aurora Center external IP: 10.188.25.196

Aurora Center external DNS domain: mydomain.ru

K8s cluster name: microk8s-cluster

K8s storage class name: microk8s-hostpath

SSH public key, that will be used for connections to the Management
Server:

ssh-rsa
AAAAB3NzaClyc2EAAAADAQABAAABGQCSA0OABANTgrVXIcCPrgkuXMX0OIOy272629IKTM+D
xJTwjEjln78a50xr9P/rdGOSENWFQRZ3pBeINCiYWB8OgvLMEOhCBQQ498EI64DnC7BepS
4tSQyiPnIaprChQBDI9VBx41eMUMhoR101tCHe0cgCBtjvRgp/3Z2JScPLMCStU29¢cJ310nP
P29+ JduN9FRO5f17/MG1h4MetWFcYc6D2eQJ78pAJ0+1COKEAZpZzLRWAQdwdmkI+ukOob2
uunEjOeows2yCumXcKiNpOcpQzV+Kt6y2072rVWrPXN1Zs8wya7dmCULmjKzkOP18GvATE
fHBYyWXBBnvcI9P7P/86wVwecLrjubmdNTAsDONO+pdlvuuH89Pz8vQxjHEaNPho/Q38RhUX
5E1P43sNIUVOsgVwdfnIPCdyL7KaI+GOd332YEB8tPHUULCX+wOKCO10gzkwUPMEFXTNh6V
HhO40PthwbCEgZv5jgraWbD5JgcIXiEtSZZ2SMo9WUXaBsNbOt1Gts= root@ubuntu2?2

NFS server for shared storage(ip/hostname or leave empty to deploy in-
cluster nfs server):
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B pe3ynbTate BbIMOAHEHMA CKpMNTa, ByayT cHOPMMpPOBAHbI MHBEHTAPHbIM dain
OKpYKeHMA (dann: inventories/<uasBaHMe oOKpyxeHmsa>/hosts.yml), a TaKkKe
KoHOUrypaumnoHHble dalnbl OKpPyKeHMA (KaTanor: config/environments/<HaspBaHue
oxpyxenus>/). [loapobHaa MHPOpPMaUMA O KOHPUIYpaUMOHHbIX Gainax OKpPyHKeHWUN
npueeaeHa B n. 13.2.8. MNpn HeobxoaMMOCTN U3MEHEHWNA B AaHHble Galiibl MOXHO BHECTHU
BPYYHYIO.

10.2.7. BbInonHWTb ycTaHOoBKY (110 ¢ nomoubto KOMaHAb!:

bash deploy-k8s.sh -e k8s

B c/yyae ycnewHol ycTaHOBKN By aeT BbiBeAEHO COODLeHWe cneayoLliero suaa:

Congratulations, all done!

You can access AC from the following URLs -
Ul: http://k8s.mydomain.ru/auth/admin/
management-server: ssh ocs@k8s.mydomain.ru

!Warning!

check that k8s.mydomain.ru has a correct DNS record
k8s.mydomain.ru A 10.188.25.196

or alternatively add to yor local /etc/hosts file
10.188.25.196 k8s.mydomain.ru

MepBoHayanbHbiM BXx0A B [IMO ocyuwectsndaeTcA C MNomollbldo  KoHconm
aaMuHucTpaTopa [16 » npeayCTaHOBAEHHOM Y4YeTHOM 3anuMcu B COOTBETCTBUM C

noapasaesiom 3.7.
10.3. Nopaaok yaanenua MMO n3 Kubernetes

Yaanexue MNMO n3 Kubernetes ocywecTBAAeTCA C NOMOLLbIO CIeAYIOWMX KOMaHA,:

bash deploy-k8s.sh -e k8s -A delete
kubectl -n k8s delete pvc --all
kubectl delete ns k8s
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11. MOPAAOK UMIOPTA OTHETOB B GRAFANA

Nna umnopTa ot4yeToB B Grafana HEOBXOAMMO BbIMOAHUTL CAeaylolne AeNCTBUA:
11.1. YctaHoBuTb Grafana B COOTBETCTBMM C  WHCTPYKUMEW C caMTa
pa3paboTumKka (https://grafana.com/grafana/download?pg=get&platform=docker&plcmt

=selfmanaged-box1-ctal&edition=0ss), Hanpumep, BbINOJHNB KOMAHAY:

docker run -d --name=grafana -p 3000:3000 grafana/grafana-oss

NMPUMEYAHUE. Beb-mHTepdennc Grafana B maHHOM cnydae byaeT AOCTyNeH Mo
agpecy http://localhost:3000/ (NOrMH: admin, Napob: admin).

11.2. NoakntounTb 6a3y AaHHbIX MY (emm) B KayecTBe UCTOYHMKA AaHHbIX (Data
Source).

[na 3Toro Heob6xoaMMO BbINONHUTL Ceaytolme AeNCTBUSA:

11.2.1. NMepenTn Ha dopMy BbIBOPA UCTOYHMKA AAHHbIX (menu -> Connections -
> Data sources)

11.2.2. Haxatb KHOoMKy «Add data source».

11.2.3. BbibpaTtb CYB/] PostgreSQL.

11.2.4. 3anoNHUTbL cneaytolme napameTpbl NOAKAYEHNA K Ba3e AaHHbIX:

— Name: Ha3BaHWe MCTOYHMKA [AaHHbIX (NPOM3BONAbHOE Ha3BaHME, Hanpumep,
AC emm);

— Host URL: agpec v nopt CYB/;

— Database name: emm;

— Username: emm,

— Password: Napo/ib N0J1Ib30BATE/IA emm;

— TLS/SSL Mode: disabled;

— Version: Bepcua CYB/, PostgreSQL nan PostgresPro, ncnonbsyemaa s 1M10.

11.2.5. HaxkaTtb KHOMKy «Save and Test».
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11.3. BbINOAHUTb MMNOPT OTYETOB devices—-dashboard. json M applications-
dashboard. json.

NMPUMEYAHUNE. dannbl  devices-dashboard.json W  applications-
dashboard. json HaXxo4ATCA B KaTa/siore samples/dashboards/

Ona nmnopTa oT4eTOB HEOHXOAMMO BbIMONHUTbL CAeAyoWMe AENCTBUSA:

11.3.1. MepenTn K popme MMNopTa OT4eTOB (menu -> Dashboards).

11.3.2. Haxatb KHOMKY «New».

11.3.3. M3 BbiNagatoLwero cnmcka Bbibpatb «Import».

11.3.4. 1o6aBnTb OT4yeT devices-dashboard.json B 00/1aCTb 3arpyskm json-
danna.

11.3.5. HaxaTtb KHOMKy «Import».

B pesynbtate B Grafana nossutca mHPopmauMoOHHaA naHenb (dashboard) c

oTyeToM. MNpMmep npueeaeH Ha pucyHke (PrucyHok 31).

~ OBwan nHpopmMaL KA No YyCTPoOACTBaM

Bcero ycTp He B apxue 3epeructp AKTUBUPOR Aktne G YpaneHo! (1

49072 3297 95 1868

MnatdopmMbl Tun ycTpoicTe Mopenu ycTpoiicTs

Android
Aspopa
28685 30767

468% 535

= ABpOpa 6 5 == [InaHweT Aguarius

= Android = CMapTdoH 9 = INOI P49
Tune OC Crarychl CooTBeTCcTEWE NONUTUKAM

OumweH

58 46 28
B apxnee
|
AKTHEMpOBaH
B npouecce aKTHBaL UM
M-
3aparucTpHpoBaH

Sailfish  Aurora  Android [opbkuiA

PucyHok 31

11.3.6. lNoBTOPUTL MYHKTbI 11.3.1-11.3.5 ansa oTyeTa applications-

dashboard. json.
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12. KOHOUTYPALIMOHHbIE ®AN/TbI CUEHAPMEB YCTAHOBKM CPEAD!
OYHKUNOHUPOBAHKUA NMNO N NHPPACTPYKTYPHbIX KOMIMNOHEHTOB
Mno

12.1. KoHdurypaumoHHble $aiinbl cueHapues YCTaHOBKKU cpeabl GYHKUMOHNPOBAHUA

MMNO u uHPpacTpyKTypHbIX KoMNoHeHToB MO

12.1.1. uBeHTapHbI dann inventories/hosts.yml

B MHBEHTapHOM Qaine inventories/hosts.yml COAepPXKaATCA aapeca CepBepos
(MMeHa XOCTOB), Ha KOTOpble yCTaHOBAEHbl (byAyT yCTaHOBAEHbI) KOMMOHEHTbI Cpeabl
dyHKUMOHMpPpoBaHMa MO mn noacuctembl MMO. OnmMcaHMe NapameTpoB WMHBEHTAPHOrO
danna inventories/hosts.yml NpuBeAeHO B caMom parine.

dann cueHapuAa YCTaHOBKM ANA YCTaHOBKW cpedbl QyHKUMOHMpoBaHMA MO u
MHOPACTPYKTYPHbIX KomnoHeHToB [MO Ha 1 cepBepe C AOMEHHbIM MMEHEM ocs-

app.local MMeeT cneayolnii Bua.:

all:
children:
ocs:
vars:
# HasBaunue kJjactepa CYB]] Postgres
# patroni cluster: ocs-primary

# BuptryanbHee IP-ampeca (virtual IP), koTophle OyOyT MNPMCBOEHH
AKTVMBHOMY
# cepBepy BI B OCHOBHOM kJjlacTepe M StandBy Leader cepeepy BI B
pe3epBHOM KJlacTepe
# keepalived cluster vip:
# ocs-primary: X.X.X.X
children:
# Cepepa npuioxeHmn IO
app:
hosts:
ocs—-app.local:
# KoHTeHT-cepBepa
content:
hosts:
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# CYBI Postgres
postgresqgl:
hosts:
ocs—app.local:
# BajancuporBuuk cepBucoB "Nginx Web Server"
nginx:
children:
app:
content:
# Cucrema oOHapyxeHus cepBucor "Consul" cepBepa NPUIOXEHUN
consul:
children:
# CepBepa cucremel obHapyxeHmsa cepBucoB "Consul"
consul servers:
children:
app:
# AreHTH CcucTeMbl OOHapyxeHuUs cepsucoB "Consul"
consul agents:
children:
# postgresql:
# Cucrema oOHapyxeHus cepBucob "Consul" KOHTeHT-cepBepa
consul content:
children:
content:
# CpencrTro ynpabjieHMs KOHOUTIypauusaumm cepBucor "Consul
Template"
consul template:
children:
app:
content:
# CepBHMC TapaHTUMPOBAHHOM HOOCTaBKM coobmeHuyrt NATS Streaming
Server
nats streaming server:
children:
app:
# CepBHMC TapaHTUMPOBAHHOM OOCTaBKM coobmeHuyrt "Redpanda"
redpanda:
children:
app:
redis:
children:
# CYBI Redis mia xpaHeHUS CeCCui
redis masters:
children:
app:
# Redis Sentinel ofecneumBaeT BHCOKYH IOCTyNnHOCTb CYB]II
Redis
sentinel:
children:
app:
hosts:
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# [puioxeHre g CHMHXPOHMBaumm oarnnos Syncthing
syncthing:
children:
app:

12.1.2. HacTponKn cueHapueB YCTAHOBKM cpeabl ¢yHKUMOHMpoBaHuA (MO u
NHPPACTPYKTYPHbIX KOMMNOHEHTOB Mno B KOHPUIYpaLMOHHbIX dannax

config/vars/_vars.yml u config/subsystems/<Ha3BaHune noacucremsi>/vars/ vars.yml

B AaHHbIX KOHOUIypaUMOHHbIX dainax 3a4atoTca  HACTPOMKKM  Caedyoumx
KomnoHeHToB: Redpanda, Consul, CYB/ Valkey n CYB/, PostgreSQL. KoHduUrypaumoHHble
dannbl _vars.yml MCNONB3YIOTCA TObKO B MPOLLECCE YCTAHOBKM.

OnucaHve napameTpoB KOHOUIypaUMOHHbIX GainoB vars.yml NPUBEAEHO B

KOHPUTYpPaLMOHHbIX parinax B BUAE KOMMEHTapMEB.

12.1.3. HacTpoKM Naponen 1 ceKpeToB KOMMNOHEHTOB cpeabl GYHKLUMOHMPOBAHMA
MMNO ©n  MHPPACTPYKTYPHbIX KOMMOHeHToB [1MNO B  KOHPUIrypauMoHHbIX — dannax

config/secret.yml n config/subsystems/<Ha3BaHune noacmuctembl>/secret.yml

B AaHHbIX KOHPUTYPALUMOHHbBIX dalnax 3a4atoTca Napoamn M cekpeTbl caeayowmx

KomnoHeHToB: Redpanda, Consul, CYB/, Valkey n CYB/l PostgreSQL.
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13. KOHOUTYPALIMOHHBIE ®AU/IbI MNO
(CLLEHAPUEB YCTAHOBKW IMMNO)

13.1. O6buwana nHpopmauma o KoHPUrypauMOoHHBbIX paiinax MMNo

NMPUMEYAHUE. OnncaHme napameTpoB KOHPUIypPaLMOHHbIX $aloB CLEeHapMeB
yctaHosKku MMO wn MNMO npueeaeHO B KOHOUIYPALMOHHbLIX Gananax B BUAE KOMMEHTapMEB.
CTpyKTypa KOHpUrypaumoHHbix ¢amnos MO B obwem Buae npmeedeHa Ha
pucyHke  (PucyHok 32).  HupHbim  wpudTtom  BbiaeneHbl  arnbl, noanexaume
pefaKTMpoBaHUIO.  PepakTmpoBaHWe  napameTpoB B OCTajlbHbiX  dalnax  He

npeanosiaraeTcAa.

/var/ocs/config/

—— environments

L — <yaspaHme OKpyxeHMI>
vars

L— vars.yml

—— config.yml

—— subsystems

<HasBaHMEe I[IOACUCTEME>
—— applications

—— <Ha3BaHUEe CcepBUCa>
—— wvars

—— services.yml
—— vars.yml
—— config.yml

—— internal.yml

—— scopes.yml

—— config.yml

—— internal.yml

—— secret.yml

PUCyHOK 32
MMNO coaepkUT cneaytolime TUnbl KOHPUTYPaALMOHHbIX GanNoB:
— KoHoUrypaumoHHbit dann MMO (/vars/ocs/config/config.yml);
— KOHPUrypaumMOHHbIe OBV noacucTem nno

(/vars/ocs/config/subsystems/<uasBaHue nomcucreme>/config.yml);
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— KOoHOUrypaumoHHble danabl C NapoNaAMM M TOKEHAMWU KOMMOHEHTOB cpeabl
GYHKUMOHMPOBAHMA Mo 7 MHOPACTPYKTYPHbIX KOMMOHEHTOB rnro
(/vars/ocs/config/secret.yml);

— KoHoUrypaumoHHble  dailnbl  cepsucos  (moaynen) MMNO  (/vars/ocs
/config/subsystems/<HazBahHue noncucTeMe>/applications/<HasBanue

cepsuca>/).

B KoHPUrypaumoHHom danne MMNO coaeprKatca HacTporku MMMO.

B KOHOUIypauMOHHbIX Gannax NoACUCTEM COAEPHKATCA HAaCTPOMKM noacuctem MMO.
Take B KOHOMUrypauMoHHble dalabl NoacUCTEM BbiHECEHbl (MOryT ObiTb BblHECEHbI)
oTAeNbHble HAacTPoMKK cepsmcoB MIMO, KoTopble MOXKET U3MeHATb agMuHUcTpaTop MMO. B
AAHHOM C/lydae B KOHOUIypaUMOHHOM dainie COAEPXMTCA CEKUMA C MMEHEM CepBuca.
Hanpumep, cekuma ona cepenca ocs-auth-accounts-users-api BbIMALNT CIEAYIOWMM

obpasom:

ocs—-auth-accounts-users-api:

##

# The number of recently used passwords,

# which system will store for forbidding use it for new password
creating.

##

passwordHistoryDepth: 3

##

# Maximum inactivity period 45 days.

# If account not use system during this time, account will be
blocked.

# Must be greater or equal to OIDC refresh token lifetime.

##

maxAccountInactivityPeriod: "1080h"

BHUMAHWME! PepaktupoBaHne KOHOUIypaUMOHHbIX aioB CEPBMCOB HeE

npeanosiaraeTcA.
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13.2. O6uwana uHpopmauma o0 KOHPUrypaUMOHHbIX pannax cueHapues yctaHoBKku MNIM0

CTpyKTypa KOHOUTIypaumMoHHbIX aanoB cueHapunes ycTaHoBKkuM MM0 B obuiem Bnae
npuseaeHa Ha pucyHKe (PucyHok 33). XupHbim  wpnudtom BblgeneHbl dalinsl,
nognexalme pefakTMpoBaHUto. PegakTMpoBaHMe NapameTpoB B OCTa/ibHbIX Gannax He

npeanosiaraeTca.

install-ac-mt
—— config
—— environments
L— <uaspaume OKPpYyXeHMA>
—— subsystems
L — <yaspaHme nomcucTeMsr>
—— applications
L — <uasBaume cepsuca>
—— vars
—— services.yml
—— _vars.yml
—— config.yml (mnmn config.yml.j2)
—— internal.yml
—— scopes.yml

—— vars

— _vars.yml

—— config.yml.j2

—— internal.yml

—— yvamllint.release.yml
—— secret.yml
inventories

—— <Ha3BaHMEe OKPYXeHUs>
—— hosts.yml

PncyHOK 33

CueHapuun yctaHoBkuM TMO coaep:kat cneaylolme TUMbl KOHPUIYpPaLMOHHbIX
dannos:

— WHBEHTAPHbIN Pailn inventories/hosts.yml;

— KOHPUrypauUMOHHbIN bann cueHapuAa YCTaHOBKM Mo
config/vars/ vars.yml;

— KOHPUrypaumoHHble  dalnbl  cueHapueB  ycTaHOBKM  noacuctem M0

config/subsystems/<nazBaHmMe mnomcmucremer>/vars/ vars.yml,;

— WwabnoH KoHdUrypaumnmoHHoro darna MMO (config/config.yml.j2);
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— KOHPUrypauMOHHbIe dannsbl noacucTem Mo
(config/subsystems/<uasBaHmue nomcucTems>/config.yml);
— WabnoHbl KOHPUIypaLMOHHbIX dannos noacuctem Mno

(config/subsystems/<uasBaHue nozcucrems>/config.yml.j2);

— KOHOUrypaumoHHble dannbl CepBMCOB (Mmoaynein) nno
(config/subsystems/<HasBaHue nomcucTeMer>/applications/<HazBaHue
cepsuca>/);

— KOHOUIypaUMOHHbIA dailn ¢ NapofaMM M TOKEHAMW KOMMOHEHTOB cpeapbl

OYyHKUMOHMPOBaHMA MNMO 1 MHPpPaACTPYKTYPHbIX KOMNOHEHTOB MO config/secret.yml.
13.2.1. HBeHTapHbI dann inventories/hosts.yml

B MHBEHTapHOM Qaine inventories/hosts.yml COAepPXKaTCA aApeca CepBepos
(MMeHa XOCTOB), Ha KOTOpble ycTaHOB/MEHb! (OyayT yCTaHOBMEHbI) KOMMOHEHTbI cpeabl
dyHKUMOHMpPOoBaHMaA MMNO, nHGpacTpyKTypHble KomnoHeHTbl MIMO n noacmuctems MMO.

OnucaHMe napameTpoB MHBEHTapHOro @¢anna inventories/hosts.yml

npuesegeHo s n. 12.1.1.

13.2.2. Obwpi KOHOUIypaLMOHHbIM dann cueHapues YCTaHOBKM

config/vars/_vars.yml

KoHMrypaumnoHHbIi dann config/vars/ vars.yml ABAAETCA obWMM ANA BCeEX
noacuctem u moaynen MMO M coaep)UT MONHbIA NepevyeHb OOLWMX MapamMeTpos,
OTHOCALLMXCA K noacuctemam n moaynaam [1M10.

KoHourypaumoHHble ¢annbl  vars.yml WCNOAb3YIOTCA TO/MbKO B MpoLecce
YCTAaHOBKM, MNPK 3TOM KOHPUrypauuoHHble ¢alnbl config.yml (config.yml.j2)

MCNO/b3YIOTCA KaK B Mpouecce YCTaHOBKM, TaKk M B npolecce akcnayatauum MMO.
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13.2.3. KoHpuUrypaumoHHble panabl CLeHapueB yCTaHOBKKM ana noacuctem MMO

(pannbi: config/subsystems/<Ha3BaHMe noacuctembr>/vars/ vars.yml)

KoHPUrypaumMoHHble ¢annbl _vars.yml MNOACAUCTEM COAEPKaT NapameTpsl,
OTHOCALLMECH K KOHKpPEeTHOM noacucteme. TakKe AaHHble Ganabl MOryT bbiTb 4OMNONAHEHDI
napameTpamm 13 obulero KOHPUrypaumMoHHOro gainaa, 3Ha4eHMA KOTOPbIX HEODXOAMMO
nepeonpeaennTb ANA 3a4aHHON NOACUCTEMDI.

KoHdurypaumoHHble ¢alnbl  vars.yml B OCHOBHOM COAEPXKAT HACTPOMKM
B3aMMOAENCTBMA NOACUCTEM C KOMMOHEHTamu cpedbl GyHKUMOHMpoBaHuA T1MO un
MHPPACTPYKTYPHbIMKM KOMMNoHeHTamu [MNO. PacnonaratoTca B KaTanore co CueHapuamM

YCTaHOBKM MO c/eaytoemy nyTu:

config/subsystems/<nHazBaHue nomcmucreMmer>/vars/ vars.yml

Hanpumep, KOHOUTYPaUMOHHbIN daln vars. yml ans Mb:

config/subsystems/auth/vars/ vars.yml

13.2.4. WabnoHbl KOHPUTYpaumoHHbIx darnos MNMO 1 noacuctem MMO

Ha ocHoBe paHHbIX ¢dannoB B npouecce yctaHoBku [MO  dopmupyroTca
KoHPUrypaumoHHble ¢annbl MMNO n noacuctem MMO. 3Ha4yeHUs NapaMmeTpoB B WaboHax
KOHOUIypaumoHHbIX dannos noacuctem TMMO 33matoTcA aAMUHUCTPATOPOM, a TaKKe
CUEHapMAMM YCTAaHOBKM Ha OCHOBE 3HA4YeHWM, 3adaHHbIX aAMUHUCTPATOPOM B
KOHQUIYPaUMOHHbIX dainax vars.yml.

[aHHble KOHGUTYpaLMOHHbIe dalabl pacnonaraoTca No caeayouemy nyTm:

config/config.yml.j2
config/subsystems/<uasBaHme nomcuctemu>/config/services/config.yml.j2

Hanpumep, wWabnoH KoHPUrypaumoHHoro ¢arna Mb:

config/subsystems/auth/config/services/config.yml.j2
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13.2.5. KoHourypaumoHHbii dalin ¢ naponsimm M TOKEHaMU KOMMOHEHTOB cpeabl

PyHKUMOHMpOoBaHMA MMO 1 MHpPaCTPYKTYpPHbIX KomnoHeHToB MO config/secret.yml

B NaHHOM KOHUrypaumoHHOM ¢arne 3a4atoTca Mapoan M ToKeHbl Redpanda,
Consul, CYBA Valkey, CYB/[ PostgreSQL, a TakKe CEKPETHbIN KUY KNMEHTOB (CepBMCOB) U
KN4  WwudpoBaHMA cekpeTos, xpaHAwwmxca B8 BJ. lMpwu yctaHoske [MNO AaaHHble

KOHPUTypaLMOHHble Galabl KOMMPYIOTCA Ha CEPBEPbI MPUIOKEHMUNA.
13.2.6. KoHpurypaumoHHble ¢parnnbl noacuctem MNMoO

B AaHHbIX KOHOUIYpaUMOHHbLIX dannax 3a4atoTcA  3HAYEHMs MNapameTpoB
noacuctem MMO. B oTanyme oT wabnoHOB KOHOUTYPaLMOHHbIX darnos noacuctem MMO
3HaYeHMA NapaMeTPOB 33aKTCA TObKO aAMUHNUCTPATOPOM.

[aHHble KOHOUTYpaLMOHHbIe Galiibl pacnonaratoTca nNo caeayroWwemy nyTm:

config/subsystems/<uaspanme nomcucrTemer>/config/services/config.yml

Hanpumep, wabnoH KoHPUrypaumoHHoro ¢arna MNM:

config/subsystems/appstore/config/services/config.yml.j2

13.2.7. KoHdurypaumoHHble ¢painbl cepsucos MMO

KoHdUrypaumnoHHble daliibl CEpBMCOB PacnoaraloTcs B KaTanore co CLueHapusamm

YCTAHOBKM MO caeaytoWwemy nyTu:

config/subsystems/<uasBaHme nomcucrtemu>/applications/<HazBahue
cepsuca>/

Hanpumep, KoHOUTypaUMOHHble dalnbl cepBMca ocs-auth-adminconsole-ui

Mb:

config/subsystems/auth/applications/ocs—-auth-adminconsole-ui/

OnncaHmMe napameTpoB KOHOUIYpPaLMOHHbLIX $anaoB CEPBMCOB MNPUBEAEHO B
CaMMX KOHOUTYPALMOHHbBIX dainax B BUAE KOMMEHTAPMUEB.
BHUMAHWUE! PepakTnpoBaHue KoHobUrypaumoHHbix darnos cepsucos (MO He

npeanosiaraeTcA.
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13.2.8. KoHpuUrypaumoHHble panibl OKPYKeHMUM

B KOHQUrypauMOHHbIX dariax OKPYXEHMA MNepeonpeaenarTca napameTpbl

KOHOUIypaLUMOHHbIX GarnoB, onncaHHbix B N. 13.2.1 - 13.2.7 ANnA 3a4aHHOI0 OKPYKEHMUA.

PacnonaratoTcs [NlaHHble KOHPUIYpaLMOHHbIE dainbl B KaTanorax
config/environments/<HasBaHue OKpPYyXeHns>/ 7 inventories/<HasBaHue
OKPYXeHUs>/ .

BHUMAHUE! B KoOHOUrypaumoHHbIX dannax OKPYXKeHU He [onyckaeTtca
MCNONb30BaTb WADBAOHbI KOHPUTYPALMOHHbIX GannoB (GaraoB C paclUMPEHNEM « .j2»).

Ona nepeonpefeneHna napameTpa HeobXOAMMO BbIMOAHUTbL CaedytoLime
nencTenAa:

— C03[4aTb B KaTanore inventories/<HasBaHue OKpPyxeHMA>/ WMHBEHTAPHbIN
dann hosts.yml No aHanornm c danom inventories/hosts.yml M 334aTb B CO34aHHOM
danne Tpebyemble 3HaYEHNSA NAPAMETPOB;

— C034aTb B KaTanore config/environments/<HasBaHue OKpYyXeHusa>/
Tpebyembliit KOHPUTYPALMOHHbIA Al C Y4eTOM ero pacnosioKeHus B KaTanore config.

Hanpumep, anAa nepeonpegeneHusa napamMeTpoB KoHOUrypaumoHHoro danna
config/vars/ vars.yml ON1A OKPY)EHWA release A0/KeH ObiTb CO34aH CredytoLmi
KOHQUIYpPaUMOHHbIA Gann: config/environments/release/config/vars/ vars.yml;

— CcKonupoBaTb Tpebyemblh MapameTp (BKAOYAA CEKUMIO, B KOTOPYH BXOAUT
napameTp) 13 obuwero KoHpurypaumoHHoro ¢darna cueHapumes yctaHoBku TMMNO nau
KOHPUIypaLUMOHHOro ¢arna cueHapmes ycTaHoBKM noacuctem MMo;

— BCTaBMTb CKOMMPOBAHHOE 3HAYeHMEe B aHA/IOTMYHbIN KOHOUTYPALMOHHbIA Gain
NNA 3a@HHOTO OKPYKEHUS;

— 334aTb Tpebyemoe 3HaYeHMe napameTpa.
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13.2.9. MNMopsaaok paboTbl ¢ KOHPUTYPALMOHHbIMM PanaMmM CLLEHAPUEB YCTAHOBKM

Mno

MapameTpbl KOHPUrypaUMOHHbIX GalNoB CLEHAapUeB YCTAHOBKM MPUMEHSIOTCA

COrnacHoO NpuopuTeTam, 3agaHHbim B Tabauue (Tabanua 33).

Tabnnua 33

Tunbl KOHGUTYPAUMOHHBIX

KaTtanor (vnma ¢panna)

MNopAagok npuMeHeHuA
napameTpos (npuopuTeT

dannos
napameTpoB)
O6wwe (ona scex noacuctem |config/vars/ vars.yml 1 (camblt HU3KNM
n moaynewn NMoO) npuopuTeT)

KOHQUIYpPaLUMOHHble Gpanbl
(LwabnoHbl
KOHOUIYypaLUMOHHbIX Gannos)
cueHapmes ycTaHoBKM 110

config/config.yml.j2

KoHdurypaumoHHbie painbl  |config/subsystems/<uassan |2
>

CLEHAPMEB YCTaHOBKM ve nomcucrTeMe>/vars/

noacuctem Mo
Hanpumep,
config/subsystems/auth/va
rs/

Obwue (ans Bcex noacuctem |config/environments/<Hase |3

n moaynen NMoO)

KOHQUIYPaLUMOHHble Gpainbl
cueHapues ycTaHoBkM 110
NNA 331aHHOTO OKPYKEHMSA

aHue
OKpyXeHMusa>/vars/ vars.yml

config/environments/<HazB
aHue
okpyxenus>/config.yml

KoHdurypaumoHHble Gpannbl
CLleHapWeB YCTAaHOBKM
noacuctem MNMNO ana
33/1aHHOI0 OKPYXKeHUA

config/environments/<okpy
XeHne>/<Hasz3BaHMue
noIcucTeMe>/vars/

4 (caMbli1 BbICOKWM
npuopuTeT)
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Mpwn yctaHoske MMO napameTpbl KOHOUIYpPaALMOHHbLIX $alnaoB NPUMEHAIOTCA B
COOTBETCTBUM C NOPAAKOM, NpuBedeHHbIM B Tabnuue (Tabnuua 33), T.e. cueHapui
yCTaHOBKM  ob6pabaTbiBaeT CHavana KOHPUrypauMOHHble  Galnbl B KaTanore
config/vars/, 3aTeEM B KaTanore config/subsystems/<uHazBaHue
nomcucTemer>/vars/ W T.4. Ecau, Hanpumep, Kakon-nnbo napameTp OAHOBPEMEHHO
33flaH M B config/vars/ M config/subsystems/<uasBanme nozcuctems>/vars/, [0
byaet YyCTaHOB/IEHO co 3HaYeHneM napameTpa, 33aHHbIM B
config/subsystems/<uazBaHue nomcucTeme>/vars/

Huxe onucaHbl npaBuaa 06paboTkM cueHapuammn yctaHoBkn MIMO napameTpos,
MaCCMBOB 1 CMMCKOB, €C/IM OHM OAHOBPEMEHHO 3a4aHbl B HECKObKNUX KOHOUTYPALMOHHbIX
dannax.

MpaBuno obpaboTKM NapameTpoB: 3HAYEHME NapameTpa B KOHOUTYpPaLMOHHOM
danne c Honee BbLICOKMM MNPUOPUTETOM Mepeonpeaenset 3HayeHWe napameTpa B
KOHPUTypaUMoHHOM dpanne c 6onee HU3KUM NPUOPUTETOM.

[Tpmep napameTpa:

redis password: "example redis password"

MpaBnno 0bpaboTKM MACCMBOB: MACCUB B KOHOUrypaumoHHOM danne ¢ bonee
BbICOKMM MPUOPUTETOM NepeonpeaenieT MaccMB B KOHPUIypaumoHHoMm paine ¢ bonee
HU3KMM NPUOPUTETOM.

[Mprmep maccmBa:

pg hba settings:

- type: local # Unix-socket access
name: all
database: all
method: trust

- type: host # Localhost IPv4 access
name: all
database: all
address: 127.0.0.1/32
method: trust

- type: host # Localhost IPv6 access
name: all
database: all
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address: ::1/128
method: trust
- type: host # Gitlab CI vbox-testing
name: all
database: all
address: 172.17.0.0/16
method: mdb

MpaBnio 06paboTKM CNMCKOB: €C/IN CMUCOK B KOHOUIypauUMoHHOM daiine c bonee
HU3KMM  MPUOPUTETOM  COAEPXKMT HOBble 3/71eMeHTbl  (KOTopbix He 6bi1o B
KoHduUrypaumoHHom ¢akne c 6onee BbICOKMM MNPUOPUTETOM), OHWM A00aBAAOTCA K
MCXOAHOMY  CMWUCKY.  3HayeHWe napameTpa B  CAWUCKe,  COAep’Kallemcsa B
KOHPUTypaUMOHHOM dpaiie c Bosee BbICOKMM NPUOPUTETOM, NepeonpeaenaeT 3HayeHne
napameTpa M3 CNUCKa, COAEepPKallerocs B KOHPUrypaunMoHHOM daine ¢ bonee HU3KUM
NPMOPUTETOM.

[Npumep cnucka:

postgresqgl:

dbname: example db name # database name

port: 5432 # port

user: example user # user

password: ocs # password

extensions: ["pg partman bgw", "pg trgm", "pg stat statements",
"pgcrypto"] # necessary extensions
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14. TAPAHTMWHBIE OBA3ATENLCTBA

MpeanpuaTMe-n3roToBMTENb  rapaHTupyetr  pabotocnocobHocts MO B
COOTBETCTBMM C 3AABNEHHbIMW XapaKTepPUCTMKaAMM, NPeayCMOTPEHHbIMW HACTOALMM
NOKYMEHTOM, Npu cobatogeHnn notpedbutenem tpedbosanHnim 3/,

MpeanpunAaTMe-n3roToBnUTENb NPOBOAUT MOHUTOPUHT 06LLEAOCTYMHbBIX MCTOYHUKOB
MHbopMaunm, nybamKyowmx ceeaeHmna 06 yA3BMMOCTAX, Ha NpeameT NOABNEHNA B HUX
cBeAeHMNn 06 yA3BMMOCTAX B KOMNoHeHTax MMO n npuHMMaeT mepbl, HanpaBAeHHble Ha
yCTpaHEeHME BbIABNAEHHbIX YA3BMMOCTEN MW UCKAIOYAtOLLIME BO3MOXKHOCTb MCNO/Ib30BaH WA
HapYLWMTENAMMN BbIABNEHHbBIX YA3BMMOCTEN.

MpeanpuATMe-n3roToBnTENb obecneymsaeT yCTpaHeHue yA3BMMOCTEN
nocpeacTBOM npeaocTaBaeHmA noTpebumTenam OMMCcaHmA HeobXoAMMbIX
OpraHM3aUMOHHO-TEXHMYECKNX Npoueayp, HanpaBAeHHbIX Ha YCTPaHEHME BbISABJEHHOM
YA3BMMOCTM. TakxKe npeanpuaTme-msrotToBnTenb, B Pamkax nposeaeHWa paboT no
YCTPAHEHWIO BbIABNIEHHbIX YA3BMMOCTEM, pa3pabaTbiBaeT obHoBAeHMs [10.

MpeanpuATUe-n3roToBUTENL HE NPeaoCTaBAseT rapaHTUM UAM YCNOBUN (ABHbLIX
UAN NOoApPasyMeBaeMbiX 3akoHodaTeNbCcTBOM Poccuiickon depepaumi) OTHOCUTENBHO
rapaHTUM TOBAPHOM MPUTOAHOCTM, MHTETPUPYEMOCTM, TOAHOCTU K MCMOAb30BaHMIO ANA
BbIMO/IHEHNA KOHKPETHbIX 3aZay noTpebuTtens, OTCYTCTBMA OWMDOK, BO3MOMKHOCTU
OYHKUMOHMPOBAHNA MPWU MCMNOb30BAHNUM COBMECTHO C A0ObIM MPOrPaMMHbIM UM
annapaTHbIM obecnevyeHMneM.

B cnyyae BbiaBneHua B MO ownbok u aedekToB, CBUAETENLCTBYIOWMX O
HEeCOOTBETCTBUM Mro 2/ n He ABNAOLLMXCA YA3BUMOCTAMM rro,
npeanpuATME-U3roTOBUTENb NO GaKTy NoAy4YeHUA peknamaumm notpebutens obsasyerca
YCTPaHUTb OWNOKM N/Unn aedeKTbl Npu BbiNycke 06HOBAEHHbIX Bepcuii MMO 1 yBeaoMUTb

06 aTom notpebutenen MMO.
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Peknamaumm notpebutena npuHMMalOTCA Npu ycnosun, 4yto aedekt B MMO He
Bbl3BaH A0MYLIEHHbIMW CO CTOPOHbI MOTPEOUTENA HaPYLWEHMAMM B 3KCNAyaTauuu,
XpaHeHun un TpaHcnopTuposke MM10.

Agpec npeanpuATMA-U3roTOBUTENs ANA HanpaBaeHus peknamauni: 420500,
Pecnybnuka TaTapcTaH, BepxHeyCnoHCKMIA palioH, r. MHHonoAauc, ya. YHUBepCUTETCKas,

A.7,o0éumc 59, ONPH 1161690087020.
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NMEPEYEHb TEPMWUHOB M COKPALLIEHUI

Micnonb3yemble B HAaCTOALWEM AOKYMEHTE TEPMMHbI M COKpaLLEeHWs NpuBeaeHbl B

Tabanue (Tabnmua 34).

Tabnavua 34
Coﬁ)r;lvcle:/me PacwundposKa

b/, basa AaHHbIX

nC focyaapcTBEHHAA MHGOPMALLMOHHAA CMCTEMA

nNC NHGOPMALMOHHbIE CUCTEMBI

HC/, HecaHKUMOHMPOBAHHbLIN A0CTYN

OoC OnepauyoHHasa cucTema

N6 MNoacuctema 6e3onacHoOCTH

WY Moacuctema «MapKkeT»

no [MporpammHoe obecnevyeHune

NnoocC Moacuctema obHoBneHMs OC

rncy Moacuctema CepBUC yBEAOMIEHUI

rny Moacuctema MNMnatdopma ynpasneHna

nyT [loacmncTema ynpasaeHMA TEHAaHTaMM

rnro MprKnagHoe nporpammHoe obecneyeHne «Aspopa LleHTp»

MNpeanpuatune- ObuwecTBo C OrpaHMYeHHON OTBETCTBEHHOCTbIO « OTKPbITaA

M3roTOBUTEIb, MmobunbHaa nnatpopma» (000 «OTKpbITad MOHUIbHAS

npeanpuaTmne- nnatTpopma»)

pa3paboTumk

MNpunoxeHune [MTpnnoxeHnem aBnaeTcA:
— MobunbHoe NPUIOXKEHME, bYHKUMOHMPYOLWEee noa
ynpasneHnem OC Aspopa/OC Android;
— TMpUNOXKeHue  ANnA JBM, bYHKUMOHMPYOWEM noz
ynpasneHnem OC cemencTsa Linux

C3U CpeacTso 3aWmMTbl MHPOPMaLMHK

Chno CneuypanbHoe nporpaMmmHoe obecneyeHme

CYb/, Cuctema ynpaBneHus 6azamm gaHHbIX

TokeH TOKeH - ayTEHTUDMKALUMOHHbIE AaHHbIE, KOTOPbIE BblAAIOTCA
NONb30BATENO MOC/AE YyCNELHOMW aBTOPM3aLMM U ABNAIOTCA
KAHOYOM A8 A0CTyNna K cay>kbam
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— "] OTKPbITAS
MOBWJIbHASA
' NNATOOPMA

Tepmun/
CoKpaleHue

PacwmndpoBKa

Tunbl nopToB

1. BHeWwHmn — ooCTyn K A@aHHOMY TNy NOPTOB OCYLLLECTBASAETCA
M3-3a NpenenoB KOHTPOAMPYEMOM 30HbI. Hanpmumep, 3anpochkl OT
nonb3oBaTenen ¢ posabto NMonb3oaTtens ABpopa MapkeT. [JocTyn K
AAHHbIM NOPTAaM MMEET HapyLnTeNb;

2. BHyTpeHHWI — A0CTyN K AaHHOMY TUMY NOPTOB MOXeT
OCYLLECTBAATLCA TO/IbKO M3 KOHTPO/IMPYEMOM 30HbI. [laHHbIE
NOPTbl NCNONB3YIOTCA ANA B3aUMOAENCTBUA APYT C APYTOM
cepsucos INM0O, komnoHeHTOB cpeabl GyHKUMOHMpPoBaHUA MMO u
MHOPACTPYKTYPHbIX KomnoHeHToB [0, a Taxke AnA
B3aMMOAENTBMA NPMBMAEIMPOBAHHbIX NoAb3oBaTenen ¢ MNMO

YCTponcTBo

oA yCTpOMCTBOM NoApasyMeBaeTcst MOOMAbHOE YCTPOMCTBO
n/mnn 3BM, Ha KOTOPOM GYHKLIMOHMPYIOT COOTBETCTBYOLLME
KomnoHeHTbl M1M0

LOA

LleHTp 06paboTKM AaHHbIX

3BM

3J'IeKTpOHHO-BbIL|l/IC}'Il/ITeJ'I bHaA MmallMNHa

34

JKcnayaTauMoHHaA AOKYMeHTalumn

API

Application Programming Interface — onuncaHue cnocobos (Habop
Knaccos, npoueayp, GyHKLUNM, CTPYKTYP UM KOHCTAHT),
KOTOPbIMM OZlHA KOMMbOTEPHAA NPOrpamma MoxKeT
B3aMMOJENCTBOBATL C APYron Nporpammorn

CD-ROM

Compact Disc Read-Only Memory — pa3HOBMAHOCTb KOMMaKT-
NMCKOB C 3aMMUCaAHHbIMW Ha HUX AA@HHbIMM, AOCTYNHbIMM TO/IbKO
NNA YTeHUs

CDN

Content Delivery Network

Cookie

Hebonblwon pparmeHT AaHHbIX, OTNPaBAEHHbIN Beb-cepBepOm U
XpaHUMbI Ha 9BM nonb3oBaTens. Beb-kaneHT (06blyHO
Be6-6pay3ep) BCAKUI pa3 NpM NOMbITKE OTKPbITb CTPAHULLY
COOTBETCTBYHOLLErO Beb-caTa nepechbinaeT 3ToT dparmeHT
NaHHbIX Beb-cepBepy B cocTaBe http-3anpoca

CSS3

Cascading Style Sheets 3 — cneuundunkauma CSS. Mpeactasnaet
coboit dopmanbHbI A3blK, PEaNIM30BAHHbIMA C MOMOLLbIO A3bIKA
pPa3MeTKM

DHCP

Dynamic Host Configuration Protocol — ceTeBoi NpoTOKOA,
NO3BONAOLLMIM CETEBLIM YCTPONCTBAM aBTOMATUYECKM NOy4aTb
IP-agpec n apyrne napameTpbl, HeobxoamMMmble Ana paboTbl B
cetn TCP/IP

DNS

Domain Name System - KOMNblOTEPHAA pacnpeneeHHaa
cMcTema Ans nonyvyeHns MHGopmMaLmm o JoOMeHaXx
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TepmuH/
P PacwmndpoBKa
CoKpaleHue
DVD Digital Video Disc — onTnyecknit Hocutenb MHGOpMaLmn,

BbINO/IHEHHbIN B dOpMe AMCKa, AN XPaHEHWUS Pa3/INYHOM
MHGOPMaLMKM B LMPPOBOM BUAE

ECM

AScript 5

BcTpamBaeMblt pacluMpAEMbIN HE MMEKOLWMIA CPeACTB
BBOJ,A-BbIBOAA A3bIK NPOrPAMMMUPOBAHUA, NCNONb3YEMbIN B
KayeCTBe OCHOBbI 418 NOCTPOEHMA APYIMX CKPUNTOBLIX A3bIKOB

HTML5

HyperText Markup Language, version 5 — A3bIK A1
CTPYKTYPUPOBAHMA M NpeacTaBNeHMA COAEPKMMOro Beb-
CTPaHMLbI

HTTP

HyperText Transfer Protocol — npoTokon npuKkaaaHoro ypoBHs
nepeaayn aaHHbix. OcHoBon HTTP ABnsieTcAa TEXHONOIUSA
«KNMEeHT-CcepBep», TO eCTb NpeanoiaraeTca CyL,ecTBoBaHMe
notpebutenein (KAMeHToB), KOTOPbIE MHULMNPYIOT COeANHEHME U
MOCbINIAKOT 3aMpPocC, U NOCTaBLIMKOB (CeEpBEPOB), KOTOPbLIE
OXXMAOQT coegmnHeHnA ANA NoayvYeHna 3anpoca, Npom3BoOaAT
HeobxoaAMMble AeNCTBMA M BO3BpaLWatoT 06paTHO coobuieHume ¢
pe3y/ibTaTOM

HTTPS

Hypertext Transfer Protocol Secure — pacwmpeHmne NpoToKoNa
HTTP ana noaaepkun WnNdpoBaHMA B LEenax NoBbllLIEHWA
H6e3onacHocTK. [laHHble B npoTokone HTTPS nepeaatoTca nosepx
KpunTorpaduyeckmnx npotokonos SSL mam TLS

Internet Protocol - 0CHOBHOM NPOTOKO/ CETEBOrO YPOBHS,
MCNoNb3yowWminca B MIHTepHeTe 1 obecnevymBatomMin e ANHYIO
CXEeMY IOTMYEeCKOM agpecaumm yCTPOMCTB B CETU U
MapLLpyTU3aLMIO AaHHbIX

ISO-06pa3

Obpa3 oNTMYECKOro AMCKa, coaepKallmin GpannoByto cucTemy
ctaHaapTa I1SO 9660

JSON

JavaScript Object Notation — TekcToBbIN dpopmaT obmeHa
[AHHbIMM, OCHOBaHHbIM Ha JavaScript

MTP

Media Transfer Protocol — annapaTHO-HEe3aBUCKMMbI MPOTOKON,
OCHOBaHHbIN Ha PTP

NFS

Network File System — npoTokon ceTeBOro AocTyna K ¢anaoBbim
cMcTeEMam, NO3BONAKOLMIA MOHTUPOBATL (MOAKAOYATD)
yaanéHHble GannoBble CMCTEMbI Yepe3 CeTb. 33 OCHOBY B3AT
NPOTOKO/ BbI30Ba yAanéHHbIx npoueayp (ONC RPC)

Ngin

X

Beb-cepBep 1 NOYTOBLIM MNPOKCU-CepBep, paboTatownii Ha
Unix-nogo6Hbix OC
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CoKpaleHue P
OIDC OpenlD Connect — ypoBeHb ayTeHTUdMKaumm OAuth 2.0,

MHOPACTPYKTYpbl aBTopu3aunm. KoHTponmpyetca OpenlD
Foundation

RPM-nakeT

®aitn popmaTa .rpm, NO3BONALWMIA YCTaHABANBATD, YAANATb U
06HOB/ATL MPUNOMKEHUA Ha YCTPOMCTBAX

SMTP

Simple Mail Transfer Protocol — ceteBolt npoTtokon,
npeaHa3Ha4YeHHbIN ANA nepesaym 3N1eKTPOHHOM NOYTbl B CETAX
TCP/IP

SSH

Secure SHell — ceTeBOM NPOTOKON NPUKNAAHOTO YPOBHSA,
NO3BONAOLWMN NPOU3BOANTL YaaneHHoe ynpasaeHne OC n
TyHHenuposaHue TCP-coeaMHeHUI (Hanpumep, ANa Nepenaym
dannos)

TCP

Transmission Control Protocol — npoTokon TpaHCNOPTHOrO
YPOBHA, rapaHTMPYIOLLMA LEeNOCTHOCTb NepeaaBaemMbliX AaHHbIX U
yBEAOMIEHME OTNPABUTENA O pe3y/ibTaTax nepeaaym

TLS

Transport Layer Security — Kpuntorpapuyeckmin NpoToKON,
obecneynBaloLWLMM 3aLUMLLEHHYIO Nepeaady AaHHbIX MeXay
y3/1aMun B ceTu MIHTepHeT

URL

Uniform Resource Locator — eanHoobpa3Hbliin 10KATOP
(onpenennTenb MeCTOHAxXoXAeHUs) pecypca
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