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AHHOTALNA

HactoAwmn AOKYMEHT ABNAETCA TPeTbel YacTbio PYKOBOACTBA MNO/b30BaTENSA
MpWKNagHoOro nporpammHoro obecnedyenma «Aspopa LieHTtp» (nanee —MMO) penns 5.2.0m
COAEPKUT onucaHne OYHKUMOHMPOBAHMA noacuctembl Mnatdpopma ynpasnenuma (MY),
BxoaAauwen B coctas [M0.

MMNO ABnAeTcA NPUKNAAHBIM NPOrpamMMHbIM obecnedyeHnem, npeaHasHaYeHHbIM
ANA:

— YNPaBAeHUsA YCTPOUCTBAMMY, @ TaKKE MPUIOKEHUAMM? U UX HUSHEHHBIM LMKIOM;

— OTNpaBKM push-yBegOMAEHWNIN HA YCTPOMCTBA;

— obHoBNeHMA onepaumoHHon cuctembl (OC) ABpopa nyTem NOAyYeHUs W3
[OBEPEHHOro XpaHuAuLWa naketos ¢ nameHeHnamm OC (obpasa OC) 1 nx ycTaHOBKM. MMpu
3TOM YKa3aHHble MPOLLECChbl BbIMOAHAOTCA LWTAaTHbIMK cpeacteamm camon OC, a TMO
y4acTByeT Anllb B UX MHMUManm3auum B8 OC ABpopa M He rapaHTUpyeT MX YCMewHoro
3aBepLleHns.

NPUMEYAHUA:

v' TNoapobHan MHGopmMaLua o cocTase 1 HaszHadeHum MNM0O, a TakKe TpeboBaHMA K
YCNOBMAM BbINOJIHEHMA NPMBEAEHDBI B AOKYMEHTe «PyKOBOACTBO aAMNUHUCTPATOPA»;

v' MNoppobHaa uHPopmaumua 06 0COBEHHOCTAX pPEe3epBHOro KOMMPOBaHMA
npuBeLeHa B JOKYMeHTe «PeKoMeHZaLMy Mo pe3epBHOMY KOMMUPOBAHUIO».

OnuncaHne wuHTepdencos noacuctem, Bxoaswmx B coctas MO, npuBeseHo B
cneayrouwmx AOKYMEHTax:

— «PyKkoBoacTBO nonb3oBatena. Yactb 1. MNoacuctema 6e30nacHOCTUY;

— «PykosoacTBO Nonb3osatena. Hactb 2. [loacncrema « MapkeTt»;

— «PykoBoACTBO Nonb3oBatens. Yacts 3. MNoacuctema MNnathpopma ynpaBaeHuay;

— «PykoBoAcTBO Nosib3oBaTtesia. HacTb 4. [loacmncrema ynpasaeHUa TeEHaHTaMM»;

— «PykoBoacTBO nosb3oBatena. Yacte 5. MNoacmuctema CepBuc yBEAOMAEHNIY.

MPUMEYAHUE. Coctas pa3genos uHTepdeica [MO 3aBUCUT OT BapMaHTOB
nocTasku’.

OnucaHme paboTbl NPUAOKEHMI NPMBEAEHO B AOKYMEHTAX:

— «PyKkoBOACTBO MONb30BaTeNA. YacTb 6. [punoxeHne «Aspopa MapkeT» ANA
onepaunoHHON cUCTeEMbl ABpOpay;

— «PyKoBoacTBO nosb3oBaTend. Yactb /. [lpunoxkeHue «ABpopa UeHTp» anA
onepauyoHHOM cncTeMbl ABPOpay;

— «PykoBoACTBO Monb3oBaTesiA. YacTtb 8. [lpunoxKeHne «Aspopa MapkeT» AONA
onepaunoHHon cuctembl Androidy;

! OnpepeneHune TepmmHa «YCTponcTBO» NpuBeaeHo B Tabauue (Tabanua 56).
2 OnpegeneHve TepmunHa «lpunoxkeHune» npmseaeHo 8 Tabnuue (Tabanua 56).
3 KOMMEeKTHOCTb BapMaHTOB MOCTaBKM OMpeaenseTcs yCAoBMAMM JIMLEH3MOHHOIO A0roBOpPa.
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— «PykoBsoactso nosb3osatena. Yacte 9. [llpunoxkeHue «Aspopa LeHTp» anA
onepaunoHHOM cuctembl Androidy;

— «PykoBoAacTBO nosb3osatena. Yactb 10. MNMpunoxkeHne «Aspopa MapkeT» Ana
OMnepaLMOHHbIX CMCTEM cemencTsa Linux»;

— «Pykosoactso nonb3osatensa. HYacte 11. lpunoxeHne «Aspopa UeHTp» anA
OMepaLMOHHbIX CUCTEM CEMENCTBA Linux».
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1. NOAINOTOBKA K PABOTE

MPUMEYAHUE. [ina paboTbl nonb3osatenen ¢ mHtepdencom lMMO Heobxoammo

BbINO/IHEHME CNEAYIOLINX YCNOBUIA:
v Hannume Beb-Opay3epa C noaaep)kkoh TexHonormi: TLS, CSS3, HTMLS,
ECMAScript 5 n Cookie. PekomeHayeTcs ncnonb3osaTb Beb-bpaysep Chrome Bepcum 90

WA BbllLE;
v Pa3pelueHmne skpaHa MOHUTOPa He MeHee 1280x960 px.

1.1. OnucaHue npuHumnos 6esonacHomn paboTbl cpeacTsa

1.1.1. Obuwasa nHpopmauyma

MMNO peanunsyeT cneaytoume GyHKUMM Be3onacHOCTH:

— NAEHTUOUKALMA M ayTEHTUPUKALMA CYOBEKTOB A0CTYyNa N 0ObEKTOB AOCTYN3;

— ynpaBaeHue A0CTynom cybbeKToB A0CTyNa K 06bekTam AOCTyNa;

— perucTpauma cobbiTim HesonacHocTu.

Mpn ncnonbzosaHmm MMO HeobxoAMMO BbINOSHEHME CAEAYIOLMX Mep MO 3aliuTe
MHbOPMALMM OT HECAHKLIMOHMPOBAHHOMO AOCTyNa:

— cobntoaeHme NapoabHON NONUTUKK;

— cobntoaeHne TpeboBaHMA, COrNACHO KOTOPOMY MapOab He AO/IXKEH BKAKOYATb B
cebs n1erko BblYMCAAEMblE COYETAHNA CUMBO/IOB;

— OTCyTCTBMeE Yy NO/b30BaTe A NpaBa nepeaayn AMYHOro Napoas TPETbUM NLAM;

— 00M3aHHOCTb NONb30BATENA MPM BBOAE MAPOAA MUCKAOUYUTb BO3MOXKHOCTb €ro
nepexsaTta TPETbMMM NNLAMM U TEXHUYECKMMMN CPEACTBAMM.

Mpw akcnayatauymm MMO 3anpeuwaeTca:

— 0CTaBNATb 6e3 KOHTPONA He3ab/NOKMPOBaHHbIE NPOrpamMMHble cpeacTBa u/unm

nno;
— pasrnawaTtb Napo/sv, BbIBOAMTb MX Ha 3KPaH, NPUHTEP WAU WHble CPe/CcTBa

oTOobparkeHna nHGopmaLmu.
1.1.2. KomnpomeTauma naponem

Moa KomnpomeTaumel naponen HeobxoaMMo NOHMMATL Creaytollee:

— QU3NYECKYLo yTpaTy HOCUTENS C MAPONbHON MHPOPMaLMEN;

— nepepnavy MAEHTUPUKALMOHHON MHDOPMALMM MO OTKPbITbIM KaHaNamM CBA3M;

— nepexBaT Napoas Npu pacnpeaeneHnm NAeHTMPnKaTopos;

— CO3HaTenbHyto nepeaayvy MHGOPMaLMM TPETbUM ULLAM.

MPUMEYAHUE. [pn  KOMNpOMeTaumMm  MNaponAa  nonb3oBatenb  06A3aH
He3ameaamMTeIbHO ONOBECTUTb AAMMHNCTPATOPA YHETHbIX 3aNMCEN.
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1.1.3. OnucaHne napameTpoB (HacTpoeK) 6e3onacHOCTM CPeaCcTBa, AOCTYMHbIX
Ka*k40W poan Nonb3osBaTenen, 1 nx besonacHble 3Ha4YeHKs

HacTpolkn napameTtpoB He3onacHocth MO AOCTYMNHbI TO/NILKO MOAb30BATENAM C
PONbIO AAMWHUCTPATOP YYETHbIX 3aMUCEN M 3aKAHOYAKOTCA B BO3MOMKHOCTM yMNpaBAeHuA
ponamm nonbzosatenen MMMO.

[Monb3oBaTeNnsm AO/KHbI Ha3HayaTbCA MWHUMaAAbHbIE MNpaBa WM NPUBUAETUN,
HeobxoAMMble 414 BbINOJHEHMUA UMUK CBOUX AO/IKHOCTHbIX 00A3aHHOCTEN (DYHKLMIA).

1.2. JlnueH3noHHoe cornaweHume

Mepea wcnonb3oBaHvem [MNO nonb3oBaTeNto HEOOXOAMMO O3HAKOMMUTBLCA C
ycnosmamm JIMUEH3MOHHOIO COrNalleHma C KOHeYHbIM nosib3oBatenem (/IMueH3noHHoe
cornawenne?), kotopoe byaeT 0TOBPaX]aTbCA NPY YCTAHOBKE CUCTEMbI, @ TaKXKe JOCTYMHO K
NPOCMOTPY B BEPXHEM MPABOM YIy KaxKaoro M3 noapasaenos nHrtepoerica MMNO B nyHKTe
«O nnatdpopmey. MNMoapobHoe onmncaHme paboTbl B pa3gene «O naatpopme» NnpmMBeaeHO B
n.1.4.1.

MPUMEYAHME. /ltoboe ncnonsaoBaHue MMNO o3HavaeT noaHoe n 6e30roBopoYHoe
NPUHATME NOIb30BaTENEM YCNOBUM JINLEH3MOHHOIO COrTalleHunA.

1.3. Havano ceaHca paboTbl

BHUMAHMWE! MNMepsBoHavanbHbin BxoA B MO ocyLecTBAAeTCA ¢ NOMOLLbI0 KoHCcoM
agMuHucTpaTopa b 1 npeaycTaHOBNEHHOM YYE€THOM 3anNMCKU C POSbIO AAMUHUCTPATOP
yyeTHbIX 3anucen. MoapobHaa MHPopmauuma npueBedeHa B AOKYMeHTe «PyKoBoACTBO
agMUHUCTPaTOpPaY.

Ona ayteHTUOUKaUMM B KoHconn agmuHucTpatopa MY HeobxoAMMO BbIMOAHUTL
cneayrouime AencTemns:

— B Beb-6pay3epe nepelTn No aapecy KoHconm agMmmnHmcTpaTopa Y.

MPUMEYAHME. [ina nonyyeHuns agpeca KoHconn aammHuctpatopa MY Heobxoanmo
00paTUTbCA K CUCTEMHOMY agMWHUCTPATOPy AMbBO WMHOMY nMLy, OTBETCTBEHHOMY 33
YCTQHOBKY M HAaCTPOMKY CUCTEMbI;

— Ha CTpaHuLEe ayTeHTMOMKALUMM BbINOAHUTL CAeaytoLLMe AeNCTBUA:

e BbiOpaTb A3bIK MHTepdeica (N0 yMonYaHuto MHTepdelnc oTobparxkaeTcs Ha
A3blKe Bpay3epa Nnonb3oBaTens);

® 3aMO0JIHUTL NoAA «J1orTnH» U «llaponby»;

® Ha)KaTb KHOMKY «Bontm» (PucyHok 1).

4ﬂl/ILI,eH?:l/IOHHOG cornaweHmne oTan4aeTca B 3aBUCMMOCTUN OT BAPMAHTOB MOCTaBKU.
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NMPUMEYAHUE. [aHHble Ona 3anonHeHusa nonen  «JlormH»  u «[laponb»
AamunHuctpatopy natdopmbl ynpaBneHUs npeaoctaBndaer AAMUMHUCTPATOP Y4YETHbIX
3anucen. lNpouecc co3gaHmUsa y4eTHOM 3annck AammnHmucTpatopa Maatdopmbl ynpaBaeHua
npuBedeH B AOKymeHTe «PykoBoactBo nonb3osaTens. Yactb 1. Tloacucrtema
6e30nacHOCTUY.

B x00 Py

PucyHok 1

B uensx 6e3onacHOCTX Npu NepBOM BXoae noab3osaTento MY byaeT npeanoxeHo
CMEHUTb Naponb. [Ana 3TOro B OTKPbIBLIEMCA OKHE HEODXOAMMO BbINOAHUTL Caedyolme
nencrtema (PUCYHOK 2):

— BBECTW TEKYLLMN Napob;

— BBECTW HOBbIN MapO/b;

— MOBTOPHO BBECTWU HOBbIN NAPOb;

— BbIOPaTb A3bIK MHTEPPENCa;

— HaXKaTb KHOMKY «[1pOoA0 KUTbY.

B uenax BeaonacHocTK co3paiTte
HOBbIWA Napons

----------

ooooooooo

NPOAOAXATL >

PUCyHOK 2
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HoBbIN Naposb AO/IKEH COAEPIKATL:

— 0T 8 A0 255 cMmB0O0B;

— 3arnasHble HYKBbI;

— CTPOYHble BYKBbI;

— undpsl;

— CMNeucmMmBObI.

MPUMEYAHMUE. Cpok aencrema napona 60 aHen. Mo ncTteyeHnm yKasaHHOro CpoKa
Napo/ib HEOBXOAMMO CMEHUTb, MPX STOM HOBbIM MAPO/b AO/IKEH OTINYATLCA OT 3 paHee
BBOAMMbIX.

Mo  yMOAN4YaHUO  ANA  KaAoro Nosab30oBaTens  BO3MOXHO He  bHonee
NBYX 04HOBPEMEHHbIX (NapanienbHbiX) CecCnit AoCTyna.

Mpn nNpeBblleHNUM AONYCTMMOrO KOJIMYeCcTBa Ceccuin oTobpasmTca OKHO C
MHOOPMALMOHHBIM CcOO0DLIEHMEM «Bbl MPEBbLICMAN KOAMYECTBO AOMYCTUMbIX CECCUN.
TeKkywme ceccum byayT 3aBeplieHbl» (PUCYHOK 3), rae HeobxoaAMMO BbINONHUTL OAHO U3
cneayrouwmx encTBum:

— HaXaTb KHOMKy «[loaTBepaAnTb», B pe3y/sibTaTe 4ero BCe TeKyllme ceccum
3aBepLuaTcs u byaeT BbiNONHEH BXxoA, B KOHCONb aaMMHMCTpaTopa Y

— Ha)XaTb KHoMKy «OTmeHa», B pe3y/ibTaTe Yero BCe TeKylMe CecCum OCTaHyTCA
aKTMBHbIMM M 0TODPA3NTCA OKHO BXOAa B KOHCOb aamMMHKUCTpaTopa Y.

NoaTeepxaexwe onepaunn

PucyHok 3

Mpn  ycnewHom  ayTeHTMdMKaumMm  OoToOpasuTCcA  CTpaHMua KoHconum
aaAMUHUCTpaTopa MY.

MPUMEYAHUE. B cnyyae M3MEHEHWs CNUCKa poser HeobxoAMMO NPONTM
NOBTOPHYIO ayTEHTUOMKALMIO.

CUCTEMHbBIM aAMMHUCTPATOPOM MOTYT ObiTb YCTAHOBAEHbI CAeAyHOLME HACTPONKM:

— aBTOMATWUYECKMI BbIXOA M3 CUCTEMbI (B CAy4ae HEaKTMBHOCTM MO/b30BaTeNA
bonee 5 muHyT). [na npogonkeHuMa paboTbl HEobXoAMMO MOBTOPHO NPOMNTK
ayTeHTUMKaLMIO;

— O/IOKMPOBKA Yy4eTHOM 3anmck nonb3oBaTena (B C/Ay4ae HeaKTUMBHOCTU
nosb3oBaTens B TedyeHune 45 aHein). s npoaoakeHua paboTbl HE0OOX0AMMO 0OpPaTUTLCS K
CMCTEMHOMY aIMUHUNCTPATOPY.
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1.4. OnucaHue nHtepdeitca

BHUMAHMUE! B 3aB1CMMOCTM OT KOHOUIYpaLMK, HAaCTPOEK M BapMaHTOB MOCTaBKK’
MMO cocTas pa3aenos BepxHen naHenn nHtepdenca MNMO moxKeT oTAnYaThCA.

HacToAwmMn AOKYMEHT COAEPMKMT onmcaHme paboTbl MY M OTHOCALIMXCA K Hen
noApa3fenoB BepXHen NaHenn nHtepoenica.

1.4.1. BepxHAA naHenb

BepxHAs NaHeNb NO3BONAET BbINOAHUTL CAeAytoLLIne AeNCTBUA:
1) OcyuwecTBnsaTb HaBuraumto mexay nogcucremamum MMO (PucyHok 4 [1]).
PaboTa B BepxHel naHenn KoHcoAn agmuHucTpatopa [1Y BbiNOAHSAeTCA B
cneayLLmMx pa3aenax:
— «MoHUTOPKHI» (pa3aen 3), BKAOYatOLWEM B ceba nogpasaen «MHAMKATOPbI»
(nogpasaen 3);
— «YnpasneHue» (pasgen 2), BKatovatolem B ceba cneayrowme noapasaensi:
e «YcTtporcTtBa» (noapasaen 2.2);
e «[lonb3osaTtenn» (nogpasgen 2.3);
o «Monntnkm» (nogpasaen 2.4);
o «CueHapun» (noapasaen 2.5);
o «Ddannbl» (nogpasnen 2.6);
— «AgMuUHUCTPUpOBaHME» (pasgen 4), BkAoYaolwem B ceba caeaytolime
noapasaensi:
e «HacTtpoikn» (noapasnen 4.1);
e «Opr.cTpyKTypa» (nogpasnen 4.2);

'—a MYTIRTHTEMANT MOHITOPWN VITEAL ) DMt ALMMNACTPHPORAN N [ TANAD VRANOE
YETPONCTRA NONLIORATENMN NONMTINA CUEMAPIS SARMT FIPMDO M ESMA PHTPWN CORACK KNOYEN
: 2 9 S
+ Homweh gunurp v
HaGopu dnasTpon -
&
- b

2) MonyynTb AOCTYN K CrpaBKe C MHCTPYKUMEM M onucaHmem pabotbl B MO
HaskaTrem 3Hauka @ (cm. PucyHok 4 [2]);

> KomnaeKTHoCTb BAapMaHTOB NOCTaBKWM onpeaenaeTca ycoBnaAMn JInueH3noHHOro 40orosopa.
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3) MpocmaTpmBaTb caeayoLlyto MHGopMaLmMo 06 y4eTHOM 3aNnCK NONb30BaTENS B
MeHI0 TeKylLlero noab3osatens (cm. PucyHok 4 [3]):
- UMS;
— pamunnus;
— Email;
4) BbibnpaTb COOTBETCTBYIOLLME MYyHKTbI M3 PACKPbIBAIOLLEroca CMMCKa HaxKaTuem
3Hayka® ' B MeHto nonb3osatens (cm. PucyHok 4 [4]):
— «O nnatdopme», coaepKamin (PucyHok 5):
® QKTUBHYIO CCbIJIKY Ha JIMLLEH3MOHHOE COrNalleHne, NPU HaxXaTuM Ha KOTOPYHO
0T0bpa3mnTCa TeKCT JInLEeH3NoHHOro cornawenns (PucyHok 5 [1]);
e cnucok Bepcuin cepaucos MMO (PucyHok 5 [2]);
® KHOMKy «CKONMPOBATb CEPBUCHI» A1A KOMMPOBAHUA MHPOPMALIMKN O CepBUCaX
B bydep obmeHa (PucyHok 5 [4]);
® KHOMKY «3aKkpbITb» (PucyHoK 5 [3]) ana Bbixoaa 13 pasaena «O nnatdopmey;

U Nnardopee

|

3 4

PUCYHOK 5

— «BbINTM» — NYHKT AN 3aBeplieHmna ceaHca paboTbl B M0, B pe3ynbTaTe BbIX0Aa
oTobpa3mnTcs KoHcob Bxoaa Nonb3osaTteneit (cm. PucyHok 1).

1.4.2. Paboyasa obnactb

B paboueir obnactn oTobparkatoTca AaHHble BbibpaHHOro noapasaena KoHconu
agmMuHucTpaTtopa MY u ocyuwectenaetca pabota C 3anemeHTamu ero uMHTepdelica
(PucyHOK 6 [1]), B YacTHOCTM:

— pobaBneHWe yCTPOWMCTBA, TrPYMNmn YCTPOWCTB, MO/Ab30BaTeNEN WAM  TPYNN
nonb3oBaTenen (Bpy4yHyto, ¢ nomousto CSV-daina);

— nobaBneHne npurnalieHna Ha CaMoCTOATE/IbHYO PErMcTPaLLMio YCTPOMCTBA;

® BHeWHMI BUA 3HAYKa MOMKET OT/IMYATLCA OT MPMBEAEHHOrO Ha PUCYHKax B HaCTOALLEM AOKYMeHTe. Ha 3Hauke
oTobparkaeTca nepsas byksa MMeHW NoNb30BaTENA.

12



" | OTKPBLITAA
PyKkoBOACTBO nonb3osaTens. YacTb 3 I ey

— MpWBA3Ka YCTPOMCTBA K MO/b30BATENO M €ro OTBA3KA (BPYYHYH, C MOMOLLbIO
CSV-dpanna);

— BN0OKMpPOBKa M Pa3bIOKNMPOBKA YCTPONCTBA;

— OYMCTKa COAEPKMMOro YCTPONCTBA;

— B610KMPOBKaA M pa3bIOKMPOBKA Kamepbl YCTPOMCTBA;

— MOJlyYeHMe CMMCKa CUCTEMHbIX COODULEHMIA C  YCTPOWMCTBA M CODbLITUM
6e30nacHoOCTU;

— Ha3Ha4yeHWe N OTCAEXMBAHME NONUTUK, HA3HAYEHHbIX Ha NONb30BaTeNEeN, rPyNny
Nonb30BaTeNen, yCTPOMCTBA MM FPynny yCTPOMCTB;

— CO34aHMe W Ha3HayeHue Ha rpynny nosb3oBaTene MAM rpynmny YyCTPOWCTB
opnanH-cLeHapmeB;

— NPOCMOTP MHDOPMALMM O TEKYLLEM M LIENIEBOM COCTOAHMM YCTPOMCTB;

— NPOCMOTP MHOOPMALIMM O HAa3HAYEHHbIX ONepaTMBHbIX KOMaHAaX, NOANUTMKAX U
obnanH-cLeHapmAX Ha YCTPOMCTBAX, @ TAKMKE O TOM, KaK1e M3 HUX ABNAKOTCA AeNCTBYHOLWMMM
B MOMEHT NPOCMOTPa;

— MOHWUTOPUHT TEKYLLETO COCTOSIHWUS YCTPOMCTBA;

— MNPOCMOTP OPraHn3aUMOHHOM CTPYKTYPbl KOMMNAHWMW.

BHUMAHUE! B 3asucumoctn or OC A0CTYNHOCTb YNPaBAAlOWMX AENCTBUIA ANA
YCTPOWMCTB MOET ObITb OrpaHMyeHa.

B KoHconn agmuHuctpatopa MY anemeHTbl MHTepdelica, BblAeNEHHbIE LIBETOM
(PycyHoK 6 [2]), npeactaBnatoT cOb0M aKTUBHbIE CCbIIKM, MPW HAXKATUM Ha KOTOPblE MOXKHO
BbINONHUTL Mepexod Ha CTpaHuLy/KapTouky, rae npusedeHa 6onee noapobHan
MHGOPMaLMA N UMEeeTCs BO3MOXKHOCTb CKOMMPOBATbL AaHHble B bydep obmeHa.

[na ynpouieHua B3amMmoaenctama AamuHuctpatopa [natdopmbl ynpaBaeHua ¢
nHTepdencom KoHconm aammHuctpatopa MY npeaycmoTpeHbl BCN/bIiBatOWME NOACKA3KM
(PcyHOK 6 [3]), KoTopble oTObparXKatoTCs NPU HaBeAeHUN Kypcopa Ha COOTBETCTBYIOLLLNM
3/IEMEHT, a TakKe 3Hauyku (Tabnumua 1), AOCTynHble B CAMCKe ObICTPbIX AENCTBUM U
No3BOAAKOLIME YNPABAATb BbIOPAHHbIMW 31EMEHTAMM.,

‘_‘ MYNETHTEHAHT  MOHHTOPHI SARNE AL AZVMHIC T PUPOSA HIE @
NOMHKIOBATENN  NONMTIKN  CUEMAPMM DA NEANORENMA  BHTPMME  CHEIKM KMOMEW
* HORW#i QuasTp -
HOopw dunuTpos v - _:]
| v
- b
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B Ttabauue (Tabnuua 1) npuBeaeHbl BO3MOXKHbIE AENCTBMA MO KaXAoMy W3
noApasaenos pasgena «YnpasaeHuey.

Tabnuua 1
MNoppasaen 3HaYoK OnucaHue lNpumeyaHune
YcTtpouncrsa
- 2+ MpuBA3aTb YCTPOMCTBA K nn. 2.2.6.1
N0/b30BaTENAM
=+ MpuBA3aTb YCTPOMCTBA K nn.2.2.7.1
rpynnam
4 AKTMBALMA YCTPONCTB nn.2.2.8.2
O ApXMBMPOBATb nn. 2.2.11.1
[pynnbl yCTPOMCTB
NMPUMEYAHUE. na 4 AKTMBaLMA YCTPOMCTB nn. 2.2.8.4
oTObparkeHua rpynnsbi (akTMBaUMa nomoulbto JSON-
YCTPOMCTB HEOHX0ANMO B danna)

obnactn punbTPOB BbIOPATH
«[lonck no rpynnam»

Monb3osatenu
- = MpueasaTtb nonb3osatenen k| nn. 2.3.4.1
rpynnam
E MpnBA3aTb YCTPOMCTBA K nn. 2.3.5.1
No/ab30BaTENAM
[m] ApxuBunpoBaTb Nosib3oBaTena | n. 2.3.7
[pynnbl Noab30BaTENEN
- 2 MpunBA3aTb Noab3oBaTenen k| nn. 2.3.4.1
rpynnam
CueHapwuun
- 2 Ha3sHaunTb opnaiH-cueHapun | nn. 2.5.2.2
Ha rpynny noab3oBaTenem
() Ha3HaynTb opnamlH-cueHapum | nn. 2.5.2.2
Ha rpynny yCTPOMCTB
'|j' YaanuTb cueHapui n.2.54
®annbl
- O Ynanutb dann n.2.6.4

[na aocTyna K CnMcKy ObICTPbIX AEUCTBUIA HEOBXOAMMO YCTAaHOBMTbL FasiouKky B
4yeKbOKCce HanpPOTMB BbIDPAHHOMO 31eMeHTa ynpasaeHns (PUcyHoK 7).
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1.5. Paborta c punbTpamm

PucyHok 7/

Ob6nactb dpunbTpoB KoHCONMM aaMUHUCTPaTopPa MY No3BOASET BbINOAHUTb MOMCK MO
KPUTEPUAM, AOCTYMHbIM M3 PACKPbIBAOLLErOCA CMIMCKA B CAeAyoWMX NoApasaenax pasaena

«YnpassieHue»:

— «YCTpoMCTBa» — MOWUCK YCTPOWUCTB, rPynn YCTPOMCTB M COObITMI He30nacHOCTH

YCTPOMWCTB;

— «[lonb3oBaTenn» — NOUCK NONb30BaTENEM YCTPOMCTB, rpynn Noab30BaTeNewn;

— «[ToNNTUKN» — NOUCK MONNUTUK.

B tabnunue (Tabnumua 2) npneeaeHbl PUALTPLI 414 NOMCKa MHGOPMALIMK NO KaxKaA0My

M3 NoApPa3AenoB pa3aena «YnpaBaeHuey.

Tabnunua 2
Mogpasaen dunbTpbl [oCTynHble 3Ha4YeHmA
Monck no ycTponcTeam
Moapasaen Mo BBOA 3Ha4YeHMA C KNaBMaTypbl.
«YCTponcTBa» naeHTndumratTopy | Nonck no naeHTUPUKaTopy yCTPOMCTBA:

(mouck goctyneH
TaKKe N BHYTpM
KapTOYKM rpynnbl
YCTPOMCTB —
npeaycMoTpeHa
BO3MOHOCTb
HaWTN YCTPOWCTBO,
BXoAsllee B
KOHKPETHYO

rpynny)

— «[1o IMEI» — nonck no mexayHapoaHoOMY
NOeHTUPUKATOPY YCTPONCTBA;

— «[1o SN» — noncK no cepmnHoOoMy Homepy
YCTPOMCTBA;

— «[lo Ethernet MAC» — nouck no MAC-
aapecy Ethernet yctponcTaa;

— «[To WLAN MAC» — nonck no MAC-aapecy
WLAN ycTponcTtea. Hanpumep,
«00:2a:00:00:a0:00»;

— «[lo ceTeBOMY MMEHM KOMMbOTEPA» — MOUCK
No ceTeBOMYy MMeHM KomnbtoTepa (hostname);
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MNoapasaen

PunbTpbl

JocTynHble 3HavYeHuns

— «[o IP-aapecy ycTponcTea» — NOMCK
ycTponcTs no IP-agpecy.
MPUMEYAHUE. JocTynHO npumeHeHue
HECKO/IbKMX MAEHTUPMKATOPOB NOUCKA
O4HOBPEMEHHO

Mo UUID

Mouck No naeHTUdUKaTOpy yCTpoMCcTBa. BBoa,
3Ha4YeHMA C KnaBmaTypbl

U3HEHHbIN LWMKA

[TOMCK N0 CTaTyCcy XU3HEHHOTO LUMKNA
yCTpOMCTBa. BbibOp 3Ha4YeHnA 13 cnmcka:
— «3aperncTpmpoBaHoO»;

— «B npouecce akTMBaUNNY;

— «AKTVMBUPOBAHOY;

— «He aKTMBMpPOBaHO»;

— «OuynweHo»;

— «ApxuBHOE»

1o coOTBETCTBUIO
NONNTUKE

[MoncK yCTpoMCTBa NO COOTBETCTBUIO
Ha3Ha4YeHHbIM NOANTUKAM. Bbibop 3Ha4eHnA 13
CMUCKa:

— «CooTBeTCcTBYET”;

— «He cooTBeTCcTBYETY;

— «He ynpasnaertca»

Mo paTe co3gaHua

Monck no aaTe AobaBAeHNs YCTPOMCTBA 33
BblOpaHHbIM Nepunos,. Boibop 3HaYeHuns s
KaneHaaps

Mo paTe Monck no aaTe 06HOBAEHMA YCTPOMCTBA 3a

0HbHOBNEHMA BbIOpaHHbIM Nepnoa. Bbibop 3Ha4YeHMs 13
KaneHaaps

Mo moaenn Bbibop moaenm ycTponcTea M3 CNnCKa

Mo nnathopme

Bbibop nnathopmbl:
— «ABpopav;

— «Android»;

— «Linux»

Mo rpynne

MoWCK yCcTpoicTBa No 3aA4aHHOM rpynne. Beog,
3HaYeHMA C KnaBMaTypbl

1o KOMMEHTapUIO

[MOWUCK YyCTPONCTBA MO KOMMEHTaputo. Beos,
3HAYeHMA C KNaBuaTypbl

16




PyKoBOACTBO Nnosib3oBatena. HYactb 3

— OTKPERITARA
MOEMITBHAR
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MNoapasaen ®PunbTpol JocTynHble 3HaYeHUA
Mownck cobbituii besonacHocTn
MNoapasgen Mo Tmny cobbiTna | ounck no TMny cobbiTia 6esonacHocTH. Bbibop
«YcTponcTea» —» 3HAYeHMA M3 PACKPbLIBAKOLLErOCA CMUCKA:
KapTO4uKa — «MHdOopMaLMOHHOEY;
yCTpOWCTBa —» — «OTnago4vHoe;
BKMaZKa «CobbITHA — «[pefynpexaeHver;
6e30MacHOCTM» — «KpuTtnyeckoe»
Mo MMeHN MonCK No Ha3BaHMIO COObITUA Be30nacHOCTMK.
cobbITHA Bbibop 3HaYeHmA M3 cNncKa
Mo gaTe [MoncK No aaTe NoayvyeHmns cobbiTnA
noayyYeHmn H6e30nacHOCTM 3a BbIGpaHHbIN Nepunoa. Boibop
3HaYeHMA 13 KaneHaaps
lNo paTe MMoWUCK No AaTe BO3HMKHOBEHMsA CODbITMA
BO3HMKHOBEHMUSA H6e30nacHOCTM 3a BbIOpaHHbIM nepunos,. Boibop
3HaYeHMA 13 KaneHaapA
Monck no rpynnam ycTpomncTs
Moapasaen 1o Ha3BaHMIO MoucK rpynnbl YCTPOMCTB NO Ha3BaHMIO. Beoa,
«YCcTponcTea» —» 3HAYeHMA C KNaBMaTypbl
«Mownck no Mo npuHumMny MOWCK rpynnbl YCTPOMCTB NO NPUHLUNY
rpynnam» nobaBneHms nobasneHuns B rpynny.

MPUMEYAHMUE. Mocne npumeHeHua dunbTpa B
CMUCKe OTOBpaXKatoTCA TONbKO ANHAMUYECKNE
rpynmnbl N0 BbIOPAHHbIM KPUTEPUAM.

Bbibop 3HaYeHMA M3 PaCKpbIBAOLLErOCA CMMUCKaA:
— «CraTyc ycTponcTtBa» — MOWUCK MO CTaTycy
yCTPOMCTB. Bbibop M3 cnuncka: «/ltoboe» nnm «He
3a4aHO»;

— «Mnatdopma ycTpomcTea» — MNOUCK MO
nnatdopme ycTpoicTB. Bbibop w3 cnucKa:
«/ltoboe» nnn «He 3agaHo»;

— «ObBbEM HKECTKUX ANCKOB» — MOUCK YCTPOMCTB
no 06bemy KecTKMx ANCKOB. Bbibop 13 cnucka:
«/Troboe» nnn «He 3agaHo;

— «KonmyecTtBo NpoLECCOPHbIX A4ep» — MNOMUCK
YCTPOWCTB MO KONMYECTBY MPOLLECCOPHbIX AZEp.
Bbibop 13 cnucka: «/ltoboe» nnm «He 3aaaHo»;
— «Mopgenb ycTponcTea» — MOUCK MO MOAENN
yCTPOMCTB. Bbibop 13 cnuncka: «/ltoboe» nnm «He
3a4aHO»;
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MOEMITBHAR
MNNAT®OPMA

MNoapasaen

PunbTpbl

JocTynHble 3HavYeHuns

— «Tun ycTPOoMCTBa» — NOUCK NO TUMY YCTPOMCTB.
Bbibop 13 cnuncka: «/ltoboe» nnm «He 3anaHo»;

— «Obbem onepaTtMBHOM NamATU» — MOWUCK
yCTpoMcTB No 0bbemMy onepaTMBHOM MaAMATMU.
Bbibop 13 cnuncka: «/ltoboe» nnm «He 3aaaHo»;

— «CeTeBoe MMA KOMMbkOTEPA» — MOWUCK
YCTPOWMCTB MO CETEBOMY MMEHW KOMMbIOTEPA.
Bbibop 13 cnucka: «/ltoboe» nnm «He 3aaaHo»;

— «Pe3ynbTaT BbINOJAHEHMA CKPMATa» — MOMCK
YCTPOWCTB MO  pe3y/ibTaTaM  BbIMO/JIHEHWS
ckpunTa. Bbibop 13 cnmncka: «/ltoboe» mam «He
3a4aHO»;

— «IP-agpec ycTpomncTBa» — NOUCK YCTPOMCTB Mo
IP-agpecy. Bbibop 13 cnucka: «/ltoboe» nam «He
3a4aHO»;

— «[lpon3BoanTeNnb» — MOWUCK YCTPOMCTB MO
Ha3BaHWO npomsBoauTena. Boibop M3 cnmcKa:
«/ltoboe» nnn «He 3agaHo»

Mo nate co3gaHuA

Monck no aaTe AobaBaAeHUs rPynMbl YCTPONCTB
3a BblbpaHHbIN Nepuros. Bbibop 3HaYeHMA 13
KaneHaaps

Mo paTe
0bHOBNEHUA

Mouck No aate 0OHOBAEHMA TPYNMbl YCTPOMCTB
3a BblOpaHHbIN Nepuos,. Boibop 3HaYeHnA 13
KaneHaaps

[MoncK No NoNb3oBaTeNAM

Moapasgen
«[lonb3oBarenn» -
«[lonck no
NO/1b30BaATENAMY.
(mouck goctyneH
TaKXKe M BHYTpH
KapTOYKM rpynmnbl
nonb3oBaTenem —
npeaycMmoTpeHa
BO3MOHOCTb
HaNTK
nosb3oBaTens,
BXOAALLEro B
KOHKPETHY!O0

rpynny)

Mo Email

Mounck no aapecy paboyen NoyTsl
no/ab30BaTeNs

[To umeHu

Mo dpamunnmm

o otyecTBy

MoncK No umeHun, dammnmm, oT4yecTBy

Mo paTe co3gaHuma

Mownck no aate A06aBAEHNA NONb30BaTENS 32
BbIOpPaHHbIN Nepunoa, Bolbop 3HaYeHns 13
KaneHaaps

lNo paTe
0bHOBNEHUA

Mouck No aaTe 06HOBMEHMA NOMb30BaATENA 3
BbIOpPaHHbIN Nepunoa, Bolbop 3HaYeHns 13
KaneHaaps
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MNoapasaen ®PunbTpol JocTynHble 3HaYeHUA
[MoncKk no rpynnam nosib3osateneu
MNoapasgen 1o Ha3BaHMIO MoucK rpynnbl NONb30BaTeNen YyCTPOMCTB MO
«lNonb3oBarenm» - Ha3BaHMO. BBOA 3HAYEHMA C KNaBMaTypbl
«[Townck no Mo Tnny rpynnbl [MoWCK rpynnbl NOAb30BaTeNEN NO TUNY rpynnbi:
rpynnam» — «[lpynna nonb3oBaTenemn»;
— «QOpr.nogpasgeneHue»
Mo npuHuMny [oucK rpynnbl NONb30BaTeNen No NPUHLMNY
nobasneHus nobasneHna B rpynny.

BbIbOp 3HaYEHMA M3 PACKPbIBAOLLLErOCA CAMUCKA:
— «[lo AONONHUTENBHBIM aTPUOYTaM
nonb3oBatensa LDAP»

Mo paTe co3maHma |Mouck no gate aob6aBneHMA rpynnsbi
Nonb30BaTeNem 3a BbibpaHHbIM Nepmnoa. Beibop
3HaYeHMA 13 KaneHaaps

o paTte MouncK no aate o6HOBAEHMA TPYNMbI
obHOBNEHUSA Nonb30BaTeNem 3a BbibpaHHbIM Nepmnoa. Beibop
3HaYeHMA 13 KaneHaaps

[ToucKk NoAnNTUK

MONNUTUKM Mo Ha3BaHMIO MoWCK No Ha3BaHWO. BBOA 3HaYeHUs C
KnaBuaTypbl

Mo pate co3gaHus |Mouck no gaTe 406aBAEHUA NONUTUKM 33
BbIOPaHHbIM Nepuos. Bbibop 3HaYeHns 13

KaneHpapa

o parte Monck no aaTe 0O6HOBAEHMA NOAUTUKM 33

obHOBNEHUSA BblOpaHHbIM Nepunos,. Boibop 3HaYeHuns s
KaneHaapA

o npasuny [ouck no npaBuay, 406aBNEHHOMY B MOUTUKY.

NOUTUKN Bbibop 3HaYeHMA 13 cnuncKa (AoCTynHble

3HaYeHus npmeeaeHbl B Tabanue (Tabauvua 38)

BHUMAHUE! B naHHOM NyHKTE onmncaHbl obuime npuHUMnbl paboTbl ¢ GUALTPAMM
Ha Npumepe noapasaena «onb3oBaTenmy».

[1na noncKa no 3ag4aHHbIM KpuTepusam TpebyeTcs BbINOHUTL Ceaytolulme AeNCTBUA:

— nepenTn B Heobxoaumblt noapasaen nHtepdeca Mo,

— BblOpaTb M3 PaCKPbIBAOLLErocs cnuncka «Tun GuabTpa» OAuMH U3 GUNLTPOB ANA
MOWCKa 1 3a4aTb NapameTpbl (PUcyHOK 8).
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ﬁ MYITBTHUTEMANT MOHUTOPUNTI YINPABNENKE AIMHUHACTPHPOBANWE @ } ue b 1
YCTPONCTBA NONLIOBATENN NONUTHKK CUEHAPKN DAANL TIPHNOXEHWSA BUTFMHLI CEAIKM KIMOYER
@ Mowck no noMs30saTenaM Nonsaosarenw
+ Hoaein QuneTp A
il -
1 i R
loa IAANNR it
3 & 1M - (S 4
PucyHoK 8

Mpu BBOAE 3HAYEHMA C KNaBMaTypbl (MMHUMaNbHAA A/ MHA NOMCKOBOro 3anpoca —
3 cMmBONa), a TakkKe Bblbope 3HauYeHWA B KaneHdape HeobXoAMMO  HaXKaTb
COOTBETCTBYIOLLYKD KHOMKY ANA NpUMeHeHua &unbTpa, a npu Bblbope 3HayeHusa wu3
PacKpbIBatoLLErocsa Cnucka puabTp ByaeT NpMMeHeH aBTOMATUYECKM.

Ons GopMMPOBaHMA PACLUMPEHHOrO NOMCKA NO 3aA4aHHbIM KPUTEPUMAM BO3MOXKHO
33JaTb HECKONbKO QPUAbTPOB 0OAHOBPEMeEHHO. B pe3ynbtate B paboyen obnactm
0TOOpPa3nTCA nepeyvyeHb 31EMEHTOB YynpasaeHusa, CcHOPMMPOBAHHBLIA HA OCHOBAHWUK
NPUMEHEHMA YCTAHOBAEHHbIX GUALTPOB. pu HeobxoaMMOCTM ANs yaaneHus dunbTpa
cnefyeT HaxKaTb 3HAYOK (X (PucyHok 9 [1]). Ana cbpoca Bcex BblOpaHHbIX PUALTPOB
HeobxoAMMO HaxKaTb KHOMKy «CopocuTb BCce» (PucyHok 9 [2]).

TakKe Npn HeobxoAMMOCTM NPUMEHEHHbIE PUABTPLI MOXHO COXPaHUTbL B Habop
bWNbTPOB, BbINOAHMB CAeaytolme AeNCTBUA:

— HaxkaTb KHoMKy «CoxpaHuTb» (PucyHok 9 [3]);

0] MACE DO NDNLICEAT

+ Hospn duanTp

AxTrEHME GuneTpw (1)

p— )

CAM

ﬁ MYNETUTEHAHT MOHUTOPUHT ¥NPABNEHUE AOMHEACTPHPOBAHUE @ HaTanvs Meanoaa (| ivanova
YCTYPORCTHA NONBIOBAT I NOMTHEN CUEMARAM DARND MPANOXEMUS BATOWML CHRIKM KIMOYER

Noenssosareny

-~

[ &5 " Jl;._:»...mu':]

LS

1

3

PucyHok 9
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— B OTOOpasmBlemcsa okHe (PucyHok 10) BBecTM Mma Habopa GpUAbTPOB;

Pegaxtuposamne wabopa SuneTpos

PucyHok 10

— HaaTb KHoMKy «Co34aTby.

B pesynbTate BbliOpaHHas KOMOBUHauMA GUNbTPOB OyaeT coxpaHeHa B Habop
DUALTPOB, KOTOPLIN NPY HEOBXOAMMOCTM BO3MONKHO YAANUTL HaXaTMem 3Hauka O
(PucyHOK 11) MM OTPesaKTUPOBaTh €0 Ha3BaHWe HaKaTHeM 3HauKa & .

9 MYNLTAUTEHAHT MOHUTOPUHI YNPABREHMKE ALMUHNCTPHPOBAHME @ HaTanus Visaw0aa (| vanova
YCTPOMCTHA NONBAVBATENM NONUTHKK CUENAPUH DAANDI NPHNOXENNR BATPUNMDI CRASKM K/MOYEA
@® Mowck no norw3IcEaTENAM Monsaosarenw
+ Hosw#A umyTp v
. SE3
AxTummeee unuTpes (1) ~
.
wm<n @
Habops $unsTpon ~
/7 0 J
PucyHok 11

MPUMEYAHME. Mpw Bbixoae 13 KoHconn aammHucTpaTtopa MY 1 NoBTOPHOM BXoAe
MO/, 3TOW e Y4eTHOM 3aNNCbio COXPaHEHHbIe GUAbTPLI ByAyT AOCTYMNHbI.
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2. PABOTA B PASAE/NE «YTIPABNEHUE»
KOHCOJIU ADMUHNCTPATOPA MY

2.1. Obuwee onucaHMe KapToveK 31eMEeHTOB YrpaB/1eHUA

2.1.1. PaboTa c KapTO4YKOM YyCTPOMCTBA

C NOMOLLbKO KAapPTOYKM YCTPONCTBA BO3IMOXKHO BbINOAHUTL CAeaytollmne AeNCTBUA:

— MPOCMOTP AeTasibHOM MHbOPMaALMK 06 YCTPOICTBE;

— aKTMBAUMA YCTPOMCTB;

— OTnpaBKa onepaTMBHOM KOMaHAbl Ha YCTPOMCTBO;

— NPWBA3Ka K N0Nb30BaTeN0/rpynne yCTPOMCTB;

— yAaneHHoe NoAKAYeHne K paboyemy CToNy YCTPONCTBA;

— MPOCMOTP CcObbITUIM BE30MaCHOCTN YCTPOMCTB;

— aPXMBUPOBAHME YCTPOICTB.

[lna npocmoTpa KapTOYKM YCTPOMCTBA HeOoBXO0AMMO BbINOAHUTL Cleaytolime
NencTBms:

— nepenTn B noapasaen «YcTponcTea» pasaena «YnpasaeHue;

— ANA oToObpaXKeHns Cnucka yCTPoOMCTB B 061acT GpUAbTPOB BbiOpaTh «OUCK NO
YCTPOMCTBaAMY;

— Ha)KaTb Ha Ha3BaHWe yCTPOMCTBA.

B pe3ynbTaTe OTKPOETCA KapTO4YKa YCTPOMCTBA, MHTEPPENC KOTOPOM BKAOYAET:

— obuwyto wuHbopmaumto 06 ycTpornctBe (PucyHok 12 [1]), cocTosiwyto U3
napameTpoB, NpuBeaeHHbIX B Tabanue (Tabanua 3);

Tabnnua 3
MNapameTp OnucaHue

Mogaenb — Ha3BaHWe MOAEeNN YCTPONCTBA;
— T1n ycTpocTea (MpunoxeHune 1)

ID NpeHTUUKATOP YCTPOMCTBA, KOTOPbLIN MOXKHO CKOMMPOBATb,
HasKas 3Hauok D

IMEI IME| yCTpO#CTBA, KOTOPBIM MOKHO CKOMMPOBATb, HasKas 3HauoK I

IP-agpeca IP-azpec yCTPOMCTBA, KOTOPbIM MOYKHO CKONMMPOBATb, HaXKaB
3Hayok D)

Ethernet MAC MAC-agpec Ethernet ycTpolcTBa, KOTOPbIN MOXHO CKOMMPOBATb,
HakaB 3Hauok D

SN CepuinHbIN HOMEpP YCTPOMCTBA, KOTOPbIM MOXHO CKOMMPOBATD,
HakaB 3Hauok D

WLAN MAC MAC-aapec WLAN yCcTpONCTBa, KOTOPbIM MOYKHO CKONMPOBATb,
HakaB 3Hauok D)
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MNapameTp OnucaHune
CeTeBoe nmA CeTeBOe MMA KOMMblOTEPA, KOTOPOE MOXKHO CKOMMPOBATb, HAaXKaB
Ha 3Hauok T
CraTtyc CTaTyC *KM3HEHHOTrO LUMKAA YCTPOMCTBA/COOTBETCTBUS NOAUTUKE
KnneHT ABpopa Bepcuna npunoxkenua «Aspopa LleHTp» noacuctems M0, KoTopoe
LeHTp YCTQHOB/IEHO Ha YCTPOMUCTBO
KnneHT ABpopa Bepcua npunoxenHua «Aspopa Mapket» noacuctems (1110,
MapkeT KOTOpOe yCTaHOBAEHO Ha YCTPOMCTBO
CosgaHo [ata n Bpema nobasneHMA yCTPONCTBA
O6HoBNEeHME [aTa n Bpema nocneaHero obHoBAeHMA MHPOPMaLMM 06
yCcTponcTee
MNogKkntoyeHne [aTta n Bpemsa nocneaHero NoAKAOYEHNSA YCTPOMCTBA
KommeHTapui K JononHutenbHana nHbopmauma ob yCTpoMCTBe (3aN0NHAETCA Npu
YCTPOWCTBY HeobxoAMMOCTH)

— onepaTuBHoe ynpasneHue (PucyHok 12 [4]), npuMeHeHMe KOTOporo NpueeaeHo

BN. 2.2.9;
— BKJAAKM KapToukM (PucyHok 12 [2]) ¢ pononHuTenbHon uHdopmaumnen ob
yCTpoMcTBeE:
e «CocTosaHue» (nn. 2.1.1.1);
e «YnpasneHue» (nn. 2.1.1.2);
e «[llonb3osaTtenn» (nn. 2.1.1.3);
o «Ipynnbi» (nn. 2.1.1.4);
o «Monutumkm» (nn. 2.1.1.5);
e «CueHapum» (nn. 2.1.1.6);
e «YaaneHHbin goctyn» (nn. 2.1.1.7);
o «CobbiTna 6e3onacHocTm» (nn. 2.1.1.8);
o «[punoxkeruar» (nn. 2.1.1.9);
e «Kapta» (nn. 2.1.1.10).

[INA pefaKTMPOBaHWA [LaHHbIX YCTPOICTBA HEODXOAMMO HaxaTb Ha 3HauoK #
«PepaktnpoBaTtb» (PucyHOK 12 [3]) m BHECTM Heobxoaumble M3MEHEeHMA B creaylolime
nons:

— «Mnatdopmay;

— «Mopaenb ycTponcTBa;

— «KomMmeHTapuim».,
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YCTPOHCTEA NONBIOBATENK NONKMTHKK CULHAPHN DA ol PNNOXENAR BATPVMM CBAIKA KWOMER

Qtech QMP-M1-N COCTORMME YNPABNEHME MONLI0BATEN FPYNIme NoUTHKH CUEMAPMN YOAMEHHMW QOCTYN COBLITHE ¥

l—: N

&/ Cwmaprook Aspopa - p— = I

- Koudwrypauus

¥ ™ ') i A0 !
OEHzens e xoopaMHaT B unenTe Anpope Ue.. Kawapes 184, 10w Kaxase 184 10m 093220241440 Tecromasn
ONepaTEENOD yIpARAEHse A KPS NOSS 18 YETRONCT e Dm0 Bpassarsice 09122024 13-4
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- LameceTiecs ¥
....... =t
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" Sngrant ™
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o G ° ¥ S 7 Saks '
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P Beea -
PHTE | AKTMUMPODATL ARXMBMPOBATS

2.1.1.1. Brknaaka «CoctoaHme»

Bo Bknagke «CoOCTOAHME» BO3MOXHO BbINOAHUTL CAedyloline  AencTBuA
(PucyHok 13 [3]):

— AKTMBMPOBATb YCTPOMCTBO, HaXKaB KHOMKY « AKTMBMpOBaTb» (nn. 2.2.8.1);

— YA3aAUTb YCTPOMCTBO M3 CAMCKA YCTPOWCTB, Ha)KaB KHOMKY «ApPXMBMPOBATH»
(nn. 2.2.11.2);

— BbINTWU M3 KAPTOYKM YCTPOMCTBA, HAXKaB KHOMKY «3aKPbITb».

Takke BO BKaaake «CoCTOAHME» MPeayCMOTPEeHa BO3MOMKHOCTb YNpPaBaATb
oTObpaskeHemM noaen CocToaHUA No caeayowmm napameTpam (PucyHok 13 [1]):

— «Bce» —oTobparkatoTcA BCe NOMA COCTOAHMUA;

— «JlocTynHble Ana ynpasneHuna» — oTobparkatoTca Nona, 3Ha4eHMA KOTOPbIX MOryT
3a/aBaTbCA MOJIUTMKAMK, ONepaTUBHbIM yrnpasieHnem, opaanH-cueHapusamm (3HavyeHmne
BbICTAB/IEHO MO YMOYaHMIO);

— «[lopa, ynpasneHnem» — oOTOOparkatoTcA MOAA, 3HAYEHMA KOTOPbIX 3adaHbl
NONIMTMKAMK, ONEePaTMBHbIM ynpaBaeHnem, obaaH-CLLEHAPUAMM.
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3 - JAPNTE AXTMUMPOBAT L ARXMBMPOBATS

PucyHok 13

[na nonyyeHma AOaHHbIX O COCTOAHMM AKTUBMPOBAHHOMO YCTPOMCTBA B HOOOM
cTaTyce HeobxoAMMO CO34aTb M HAa3HAYUTb HA YCTPOMCTBO NOJUTUKY OTNPABKM COCTOAHMA
WM OTNPaBUTL ONepaTUBHYO KomaHay «ObHoBAEHME coCToAHMAY. MNoapobHOe onuncaHme
CO3/aHMA U Ha3HaYeHMUA NONIUTUKM NPpUBEAEHO B noapasaene 2.4,

Mocne nony4yeHWs AaHHbIX O COCTOSIHMM YCTPOMCTBA OTobpaykaetcs noapobHas
MHGOPMALIMA O HAa3HAYEHHbIX NOMUTUKAX M ONepPaTUBHbIX KOMaH/IAX, @ TaKKe napameTpbl
noakno4veHns K nogcucreme Cepsuc ysegomnerHnin (NCY), sxoaawen 8 coctas MMO (ecaun
noaknoveHue K MCY 3apernctpnpoBaHo) B caeayoumx ctonbuax (cm. PucyHok 13 [2]):

— «Ha3BaHMe» — Ha3BaHMe onepaTMBHbLIX KOMaHA, rpynmbl NOJUTUK UM COCTOAHWM;

— «Tekyulee» —nocneaHee NOATBEPKAEHHOE COCTOAHME YCTPONCTBA;

— «leneBoe» — cocTosiHME, K KOTOPOMY YCTPOMCTBO AOMKHO ObITb NPUBEAEHO;

— «M3meHeHO» — fJaTta M BpemA HasHayeHusa (M3MeHeHMA) MNOAUTUKM UK
onepaTMUBHOWM KOMaHAbI;
— «MCTOYHMK» — WCTOYHWMK UENEBOrO  COCTOAHMA  (Ha3BaHWMe  MOAUTUKM,

CKOI\/\6I/IHl/IpOBaHHa‘FI NONTWKA, OMEPATUBHOE ynpaBneHme).
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MPUMEYAHME. Mpn Ha3Ha4YeHUM Ha YCTPOMCTBE HECKONbKUX MOAUTUK B cTONbUE
«CTOYHNK» OTObOparkatoTcA BCe MOAUTUMKWM, M3 KOTOPbIX MNOJyvYeHa KOMOMHWMPOBAHHaA
NoOANTUKA. Hanpumep, ecan 3 NOAUTUKM Ha3HAYEHbl Ha YCTPOMCTBO, MPU 3TOM B 2 U3 HUX
MCNONb30BaHME KamMepbl 3anpelleHo, a B 1 — paspelleHo, To 0TobpasAaTca NOAUTUKA C
3aNpPeToMm MCMONb30BAHNA Kamepbl.

Ecnm nonvtuKa nam onepatmMBHas KOMaHAa He OblAM NONYyYeHbl Ha YCTPOMCTBO, TO
TeKyllee COCTOAHME UM LEeNeBoe COCTOAHME YCTPOMCTBa He OyayT cosnadaThb.
HecooTBeTCTBMA BblAENAOTCA KPACHbIM LLBETOM, M OTODPaXKaeTca 3Ha4YO0K o (PucyHoK 14).

ﬂ MYNIBTUTEHAMT MORTOPUMI VIEABNEMNE AIMWHNCT PP OBAHME @
<>
YCTPONCTBA NONLICBATENMM DOMMTHKM  CUEHAPMN QAN NPANCKEHMA  BATPAHN  CBRIKH KIONEA
= 7/ OCTORMNE YIPABNENME NONLIOBATENM rEYNNLl NONMATHEKA  CLIEMAPN YOANEHHBIA JOCTYN  COGMT
U Aspopa ~
\
- [ are 0
Onepammonce ynpasnesme ~ AR PHAT AXTMDMPODATY ASXABVECOUAT

Bo Bknagke «CocTtosHMe», B 3aBUCMMOCTM OT Bepcmn OC, BO3MOXKHO NPOCMOTPETb
M 334aTb COCTOAHMA Ha YCTPOMCTBO, NOAPOOHOE ONNCaHME KOTOPbIX NpuBeAeHO B TabanLe
(Tabnnua 4).

NMPUMEYAHME. Ecnm 3HaYeHMe LLeNeBoOro COCTOSHMA YCTPOMCTBA HE OTNPAB/AEHO, TO
B cTonbue «Tekyuiee» byaeT otobparkaTbca «He 3aaaHO».
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Tabnunua 4
Bepcuun OC
HassaHue rpynnsl Onucare OC cemelicrea
MONIUTUK/COCTOAHMI OC Aspopa | OC Android :
Linux
CBoicTBa
[MpownssoauTens KomnaHunA-nponssoamTenb YCTPOMCTBA + + +
Moaenb Moaenb ycTponcTea + + +
Hactpoitku Cepsuca yBeaomneHuit Aspopa
ID npuaoxKeHms NaeHTUdUKATOP NPMNOKEHMA, C KOTOPLIM NpuaoxKeHne «Aspopa LleHTp» pernctpupyetca B MCY + + -
Appec Anpec Cepsuca ysegoMmneHun ABpopa A4aa npuaoxeHnsa «Aspopa LleHTp» + + -
MopT Homep nopTa 4na noAkIto4eHMA NpUIoKeHna «Aspopa LleHTp» + + -
SSL: Banngaums BKtOYEHWE MAM OTKAKOYEHME Bannaaumm ceptudumkata MNey. + + -
cepTnudmKaTa MPUMEYAHMUE. Mone otobparkaeTca, TONbKO eCn HacTpoMKa bbina AobaBneHa B KOHOUrypaumoHHbIi darn MNM0.
BO3MOXKHble 3HaYeHUA:
— «BKNtoYeHOo»;
— «BbIK/IHOYEHO»
Ecnm ycTpoicTBo He 3apermnctpmposaHo B MNCY anbo MNCY oTcyTCTBYET, MO YMOYAHUIO BbICTaBAEHO 3HaYeHMe «He 3aaaHo»
CRL: NHTepBan BpemeHHOM MHTepBan 0OHOBAEHUS CMUCKA OTO3BAHHbIX CEPTUPUKATOB. + + -
obHosneHus B cekyHaax |[IPUMEYAHUE. Mone oTobparkaeTca, TONbKO ecn HacTponKa bbina AobaBaeHa B KOHOUIypauyMoHHbI darnn MMO
CRL: MNMpoBepKa 0T3biBa | BKAtOYeHME AN OTKAOYEHNE NPOBEPKM Hannuma cepTnudmkata MNCY cpeam cnmcka 0To3BaHHbIX CEPTUPMKATOB. + + -
cepTudmnKaToB MPUMEYAHMUE. Mone otobparkaeTca, TONbKO eCM HAaCcTpOoMKa bbina AobaBneHa B KOHGUrypaumoHHbi darn MMOo.
BO3MOXHble 3HaYeHMUA:
— «BKnoyeHo»;
— «BbIkntOYEHOY.
Ecnn ycTpoincTBo He 3apernctpuposaHo B [MCY anbo MNMCY oTcyTCTBYET, NO YMOAYAHMIO BbICTaBNEHO 3Ha4YeHMe «He 3a4aH0o»
SSL: YpoBeHb YpoBeHb BannaaumMm MMeHM XoCTa, YKazaHHoOro B ceptudukate MCY. + + -
CENRINENVTY MPUMEYAHMUE. Mone otobparkaeTca, TONbKO eCn HacTpOoMKa bbina AobaBneHa B KOHGUrypaumoHHbi darn MNM0o.
cepTudmKaTta BO3MOXHble 3HaYeHUA:
— «He nposepaeTcar;
— «llogaepka Nno4a40MEHOBY;
— «To4yHOe coBnageHmne».
Ecnm ycTponcTeo He 3apermnctpmposaHo B MNCY anbo MCY oTcyTCTBYET, MO YMOIYAHUIO BbICTaBAEHO 3HaveHMe «He 3aaaHo»
Hactpounku LDAP
OIDC KnueHTt NaoeHTnduKaTop KAMeHTa, Heobxoaumbli ans ayTeHTUdMKaummn 8 LDAP + + -
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Bepcuun OC
Ha3saHue rpynnol Onmcanue OC cemericrea
MONIUTUK/COCTOAHMI OC Aspopa | OC Android )
Linux
HacTponkun npoBepKu NOAKNIOYEHMUA K CETH
Appec IPv4 Apnpec IPv4 ana npoBepKM A0CTyna K ceTu VIHTepHeT y yCTpOoMCTBa. + - -
MPUMEYAHMUE. 3aaaetca B KoHoUrypaumoHHom dparne MMNO (/var/ocs/config/subsystems/
emm/applications/ocs-emm-state-manager-api/ocs-emm-state-manager-api.yml NapameTp
networkCheckSettings.ipv4Url) M nepesaeTca Ha YCTPOMCTBO NPU ero akTMBauMm UaAn NOAKNIOYEHNN K cepBepy
Anpec IPvb Apnpec IPv6 ana npoBepKM A0CTyNa K CeTu VIHTepHeT y yCTPOMCTBa. + - -
NMPUMEYAHMUE. 3apaeTca B KoHPUrypaumoHHom danne MNMO (/var/ocs/config/subsystems/
emm/applications/ocs-emm-state-manager-api/ocs-emm-state-manager-api.yml NapameTp
networkCheckSettings.ipv6Url) M NnepenaeTca Ha YCTPOMCTBO NPW €ro akTMBaLMM UAN NOAKNOYEHUN K CEPBEPY
HacTponku cepsepa BpeMeHu
Appeca Cnucok agpecos cepBepos BpemeHn NTP. + - -
NMPUMEYAHMUE. 3apatoTca B KoHPUrypaumoHHom ¢amne MMNO (/var/ocs/config/subsystems/
emm/applications/ocs-emm-state-manager-api/ocs-emm-state-manager-api.yml NapameTp
timeServerSettings.hosts) W NepenaeTca Ha yCTPOMCTBO NPU ero akTUBaLMM UAM MNOAKNOYEHMN K CEPBEPY
KoHourypaums
[onyyeHne KOMaHZ, PacnucaHue Ha NoaydYeHne onepaTmMBHbIX KOMaHA M 334aHHbIX Ha YCTPOMCTBAX NOAUTUK U odaliH-CLEHAPUEB. + + +
3HauyeHne B popmate «Kaxable [aa] AH. [44] Y.»
OTnpaBKa COCTOAHMSA PacnmncaHme oTNpaBKM COCTOAHMA YCTPOMCTBA Ha (Y. + + -
3HauyeHne B popmate «Kaxable [Aa] AH. [44] Y.»
PacnuncaHue oTnpaBKu PacnucaHme oTnNpaBKM coobLeHMin 0 cobbITMAX 6e30NacHOCTH, Npon3oLWeaLnx Ha YCTPOMCTBE. + - -
cobbITMiM BesonacHOCTH 3HayeHMe B popmaTe «Kaxable [Aa] AH. [44] 4.»
NcKkntoueHma cobbiTuin YpoBeHb cobbITUM HE30NacHOCTX NPOLLECCA, KOTOPbIN He byayT oTNpaBaATbCA B ABpopa LleHTp + - -
H6e3onacHoCTH
ObHoBNEeHME KoOpAMHAT B |YacToTa obHOBAEHMA KOOPAMHAT B NPUNOKEHMN «ABpopa LieHTp». + + -
KnveHTe ABpopa LeHTp 3HayeHue B popmaTe «Kaxable [4d] 4. [Mm] m [cc] c»
XpaHeHMe Noros Ha Tun XpaHeHMA CUCTEMHbIX COODLLIEHWNI Ha YCTPOMCTBAX. + - -
yCcTponcTee BO3MOKHble 3HaYEeHUSA:
— «BpemeHHOe;
— «llocTtoaHHOE»
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HacTtpoikn npaBun noanTuk (napametp otobparkaetca B8 MO penns 5.2.0 u Bbiwe)
3anpeT yaaneHus OTobparkaeTca O4HO M3 3HAYEHWUI B TEKYLLEM COCTOSIHUM YCTPOMCTBA B 3aBMCMMOCTM OT BblOPaHHbIX HAaCTPOEK B pasaene + + +
NPUNOXKEHUI «AOMNHUCTPUPOBaHMEY — «HacTpolkm» (N. 4.1.6). B ueneBoM COCTOAHMM YCTPOMCTBA OTODPaXKaeTCA NPOYEpK.
3anpeT yaaneHus Bo3mMosKHble 3Ha4YeHumA: + + +
dannos — «[lencteyeT»;
3anpeT yaanenus — «He pewncteyem» + + +
CKpMNTOB
HacTpoiiku npokcu-cepsepa
XocT XOCT NpoKcu-cepsepa - - +
MopT MopT Nnpokcu-cepaepa - - +
Nmsa nonb3osaTens MMa nonb3osaTend Aasa NoAKAUYEHNA Yepes NPOKCU-CepBep - - +
XaWw napona Xaw-cymma (sha256) napons nonbsosBaTena - - +
NckntoveHma ns CnMCcoK XOCTOoB, KOTOpPble ByayT MCKAOYEHbI N3 MPOKCUPOBAHMS - - +
NPOKCMPOBAHMA
TanMmayT aKpaHa
Tarmayt Bpems 6e34eMcTBMA NOIb30BATENA, MOC/AE KOTOPOro 3KpaH YCTPONCTBa BIOKMpYeTCS - - +
KopHeBble cepTUdUKaThbl (KONM4eCcTBO cepTUhUKATOB)
HasBaHue cepTtudmkaTa |B cTonbue «Tekyuleer»/«Lenesoe» otobparkaetcs umMdpoBor oTnedaTok (Fingerprint) oBepeHHOro ceptudmKaTa + + -
Y10CTOBEPAIOLLNIA Ha3sBaHMe yA0CTOBEPAOLLErO LEHTPA, BbIMYCTMBLUETO CEPTUPUMKAT - + -
LLEeHTP
[laTa BbinyckKa [laTa BbiNycKa cepTudmKaTa + + -
Cpok aencrsua, Ao Cpok aencrsma cepTuduKaTta + + -
Cucrema
BAOKMpOBKa aKpaHa Pa3bnoKkMpoBKa MM ONOKMPOBKA 3KpaHa YCTPOMCTBA, a TaKXe, B c/ayd4ae ONOKMPOBKM, cooblleHWe, KoTopoe byaer + + +
oTobparkeHOo Ha 3KpaHe.
Bo3MOXHble 3HaYeHUs:
— «Pa3bnoknposaHo»;
— «3abnokmpoBaHO»
Mcnonb3oBaHMe Kamepbl PaspelleHne nam 3anpeT Ha MCNO/b30BaHNE Kamepbl. - + -
Bo3MOMKHble 3HaYeHUA:
— «Pa3spelueH(Ho)»;
— «3anpelueH(Ho)»
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CHMMKM 3KpaHa PaspelueHne nam 3anpeT Ha CO34aHNEe CHUMKOB 3KpaHa.
BO3MOKHble 3HaYeHUA:

— «Pa3spelueH(HO)»;

— «3anpeLeH(Ho)»

+

+

YnpassieHme A4aTon U1 PaspelleHune nam 3anpeT Ha BHeCeHMe M3MEeHEHUN B HAaCTPOMKM AaTbl U BDEMEHMW.
BpeMeHem BO3MOKHble 3HaYEHUS:

— «PaspeleH(Ho)»;

— «3anpeLeH(Ho)»

Pexxnm paspaboTtumka Pa3spelueHne nan 3anpeT Ha MCNOJIb30BaHWE pexnma paspaboTumka.
Bo3MOKHble 3Ha4YeHuUA:

— «[ocTtynen»;

— «HepoctyneH»

CHpocC K 3aBOACKMM PaspelueHmne nam 3anpeT Ha cbpoc yCTPOMCTBA K 3aBOACKMM HACTPOMKAM.
HacTpOMKam BO3MOKHble 3HaYeHUA:

— «Pa3speleH(Ho)»;

— «3anpelleH(Ho)»

icnonb3oBaHMe MUKPOPOHa |PaspelieHne nam 3anpeT Ha UCNOo1b30BaHME MUKPOPOHa.
BO3MOXHble 3HaYeHUs:

— «Pa3speleH(Ho)»;

— «3anpelleH(Ho)»

CuUCTeMHble peno3nuTopuu (CrpynnmMpoBaHbl MO MPOHYMEPOBAHHbIM PEMNO3UTOPUAM)

MapameTpbl NoaKAYeHNs | MHDOpMauma o napameTpax NOAKAYEHNSA K CUCTEMHOMY PENO3UTOPUIO

besonacHoe noarkIto4eHNE OI'IpE,EI,EﬂHET, 3allMeHo an noagknroveHne K CUICTEMHOMY PenosnTopuUto.
BO3MOKHble 3HaYeHUA:

— «[a»;

— «Het»

[onocosble BbI30BbI

NcxoaAauime Bbi30Bbl PaspelueHne nam 3anpeT BbINOAHEHMA NCXOAALLMX 3BOHKOB C YCTPOMCTBA.
BO3MOXHble 3Ha4YeHUA:

— «PaspeleHbi»;

— «3anpeueHbl»

BxoaAuime BbI3OBbI PaspelueHne nam 3anpeT NpuUHATUA BXOAALLMX HA YCTPOMCTBA BbI3OBOB.
BO3MOXHble 3Ha4YeHUA:

— «PaspeleHbi»;

— «3anpeuweHbl»
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MapameTpbl yCTPOMCTBA
CeTeBoe nms KomnbtoTepa | CeTeBoe MMs KomnbtoTepa (hostname) - - +
Tun ycTponcTea Tun yctponctea — MK/Hoytoyk/Other - - +
CepuinHbIN HOMepP CepunHbIN HOMEpP, MPUCBOEHHbIN YCTPOMCTBY NpounssoanTenem. MoxeT cogepkaTb oT 1 Ao 20 cumBo0B - - +
O6bem KeCTKMX AMCKOB ObLWLM 0OBEM KECTKUX AMCKOB Ha YCTPONCTBE - - +
MNMpoueccop
HasBaHue Ha3BaHWe moaenn npoueccopa - - +
YacTtoTa YacToTa npoueccopa - - +
Konnuectso aaep Konnuectso aaep npoueccopa - - +
3BYyKOBbIE YCTPOMUCTBA (CMNMCOK Ha3BaHMIN 3BYKOBbIX YCTPOMCTB IBM)
Ha3BaHue Ha3BaHMe 3ByKOBOro ycTporctea 3BM - - +
MOHUTOPbI, NOAKAOYEHHbIE K YCTPOMCTBY (CrpynnMpoBaHbl MO Ha3BaHMAM MOHWMTOPOB)
NHTepdeic NHbopmauma 0 TOM, Kak NOAKAOYEH MOHUTOP K YCTPOMNCTBY - - +
NOAKNOYEHMS
Pasmep maTpuLbl Pasmep maTpuLbl MOHUTOPA - - +
[aTta npon3BoACTBa NHbopmauma o gaTte NpoM3BOACTBA MOHMUTOPA - - +
CepuitHbIN HOMEP CepuiHbIN HOMEP MOHUTOPA - - +
MamAaTb (CMMCOK XpaHUAULL YCTPOWNCTB)
JnCKu
Tun dunsmyeckoro amcka | Tmun puan4eckoro Amcka. - - -
Bo3amoHble 3Ha4veHunAa: HDD, SSD
NHTepdeic MHTepdeic ancka. - - -
dM3MyecKkoro AncKa Bo3morkHble 3HadeHunA: SATA, NVME
CepuitHbIN HOMEP CepuiHbIN HOMEP AMCKa - - +
ANCKa
Paspgensbl (crpynnupoBaHbl Mo Ha3BaHMAM pa3aenos). Pazaenbl Ha PU3nMYecKom AMCKe AOCTYMHbIe HA YCTPOMCTBE
Obwmin obbem ObuWwmin obbem NamaTh pasgena + + +
JocTynHbI 06bem [ocTynHbIM 06bem NamATn pa3aena + + +
CsoboaHo CB06OAHbLIN 0O6bEM MamMATK pasaena - - +
Tun pannoBon cuctembl | Tun GanoBOM CUCTEMDI - - +
HasBaHuWe pa3aena Ha3BaHMe napTuumMm KaTanora - - +
Ha3BaHWe auncka Ha3BaHWe AMcKa, Ha KOTOPOM MPUCYTCTBYET 3TOT KaTanor - - -
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O3Y (onepaTnBHaA NamsATb YCTPOMCTBA)
O6bem RAM O6bem onepaTMBHON MaMATH - - +
Tnn RAM Tun onepaTMBHOM NaMATH - - +
KonnyecTBo 3aHATbIX KonmyecTBo 3aHATbIX CI0TOB A1 ONepaTMBHOM NaMATM Ha YCTPONCTBE - - +
CNOTOB
Konunyectso cBoboaHbIX |KonnyecTtBo cBOOOAHbIX CIOTOB A4 ONEePaTUBHOM NAaMATN Ha YCTPOMCTBE - - +
CNOTOB
BaTapes (crpynnumpoBaHbl MO 3/1eMeHTaM NUTaHKA)
YpoBeHb 3apAasa YpoBeHb 3apAada akKyMynaTopa yCTPOoMCTBa + + +
3apArkaeTca 3apArKanca M akKKYMyaaToOpP YCTPOMCTBA B MOMEHT OTNPABKM COCTOAHMUSA. + + +
BO3MOXHble 3Ha4YeHUA:
— «[a»;
— «Het»
N3HoC BaTapen YpoBeHb M3HOCa 31eMEHTA NUTAHUA + + +
YnpasneHue coeguHeHUAMMU
YnpasneHne aBnapeXMmom |PaspelleHne Uam 3anpeT Ha UCNOoJIb30BaHWE aBUAPEKMMA. + + -
BO3MOXKHble 3HaYeHUA:
— «JloCTynHO»;
— «HepoctynHo»
YnpaBneHue TOHKOM PaspelueHne nam 3anpeT Ha MU3MeHeHWE HAaCTPOEK MODBUIBHON TOYKM AOCTYNa. + + -
noctyna WLAN BO3MOKHble 3Ha4YeHUA:
— «JlocTynHO»;
— «HegoctynHo»
Mcnonb3oBaHuMe bpaysepa |Pa3pelieHne nav 3anpeT BO3MOXKHOCTM MCNONb30BaHMA Bpay3epa Ha YCTPOMCTBE. + + -
BO3MOXHble 3Ha4YeHUA:
— «JloCTynHO»;
— «HepoctynHo»
[Nepenaya gaHHbIX MTP PaspelleHune nam 3anpeTt BO3MOXKHOCTU Nepeaayvn AaHHbIX MO NpoTokony MTP. + + -
BO3MOXHble 3Ha4YeHUA:
— «JlocTynHoO»;
— «HepoctynHoO»
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MobunbHasa ceTb
YnpasneHuve PaspelleHne namn 3anpeT Ha M3MeHEeHNEe HAaCTPOEK MOBMAbHOM Nepeaayn AaHHbIX + + -
MOBUbHOM
nepeaaden
AAHHbIX
To4yka gocTtyna
Nma MmMa TouKM AocTyna MobmuabHOM ceTu + + -
APN XOCT TOYKM A0CTyNa MOOUABHOM CETU + + -
MCC MoOuAbHbLIN KOA, CTPaHbI + + -
MNC Ko mobunbHoM cetn + + -
Tun APN 1o ymon4yaHuto 3HavyeHne «MHTepHeT» + + -
Tun ayTeHTUdUKaumm  |o ymonyaHuio 3HayeHne «HeT» + + -
Cetesble NHTEppEeMcobl
Ha3BaHMe ceTeBOro MHTEpdeinca
Tun Tun ceTeBoro nHTepdenca + + +
MAC MAC-agpec ceTeBoro nHtepdenca + + +
IP-aapec IP-apnpeca ceTeBOro MHTepdeinca + + +
MeToa nonyvyeHua P NHbopmauma 0 TOM, KaKMM METO0M YCTPONCTBO nosyumno IP-agpec - - +
IP DHCP cepBepa NHdopmauma ob IP-appece DHCP-cepsepa - - +
DNS Cnucok IP-agpecos, NOAKAKOYEHHbIX C MOMOLLb DNS - - +
LWnto3 IP-aapec wnto3-cepsepa - - +
WLAN
PaboTta WLAN PaspelweHune nnam 3anpet Ha ncnosabsosaHme cet WLAN. + + -

BO3MOXHble 3HaYeHuUA:

— «BKtOYEH»;

— «BbIKntOYEeH»
YnpasneHne WLAN PaspelueHne nam 3anpeT nsMmeHeHnA cocToAaHnA aganTtepa cetn WLAN. + + -

BO3MOXKHble 3HaYeHUA:

— «Pa3peweHo»;

— «3anpeleHo»

33




PYKOBOACTBO Mosib3oBaTtend. HYactb 3

| OTKPBITARA
MOBMNbHASR
l NNAT®OPMA

Bepcuun OC
Ha3saHue rpynnol Onmcanue OC cemericrea
MONUTUK/COCTORHUI OC Aspopa | OC Android Linux
HaszsaHne WLAN HasaHue cetn WLAN, K KOTOPOW NOAKIOHYEHO YCTPOMCTBO + + -
MAC-aapec poyTtepa MAC-aapec poyTepa, K KOTOPOMY NOAKAOHEHO YCTPONCTBO + + -
MoaKntoyeHns (co3aaHHble Ha yYCTpoMCTBax NoakatodeHna K cet WLAN, KoTopble rpynnmpyroTca No Ha3BaHMAM NOAKAOYEHNI)
Ha3BaHwue HaseaHue becnposoaHoi ceTn (Service Set Identifier) ana nogkntoueHma + + -
CKpbITada ceTb OnpeaenseT, TPaHCAMPYETCA M Ha3BaHMe 6ecnpoBOAHOM CeTH. + + -
BO3MOXKHble 3HaYeHUA:
— «[a»;
— «HeT»
ABTonoakntoyeHme |OnpeaenseT, cneayeT M aBTOMATUYECKM NOAKA0UATLCA K DECNPOBOAHOM CETH. + + -
BO3MOXHble 3HaYEeHMUS:
— «[a»;
— «Het»
Hactpoiika IP- Cnocob HacTpoliku/nonydvenma IP-agpeca. + + -
agpeca Bo3MOKHble 3HaYEHUA: «KABTOMATUYECKM»
Be3sonacHocTb TexHonoruns 6e3onacHoCcTM HecnpoBOAHOM CETH. + + -
BO3MOXKHble 3HaYeHUA:
— «WPA2»;
— «WPA-EAP»
[MpoToKoN MpoToKoA 3aLWMTbl 6ecnpoBOAHON CETH. - - -
MPUMEYAHMUE. OTobparkaetca ana cetn c WPA-EAP.
Bo3amoxHble 3Ha4YeHUA: «TLS»
Kateropus Ha3BaHMe KaTeropum, B pamkax KOTOPOn Obin BbIMYLLEH NONb30BATENLCKMA CEPTUDUKAT. + + -
cepTnUdMKaTa MPUMEYAHMUE. OTobparkaetca ana cetn ¢ WPA-EAP-TLS
Tvn Tvn ayTeHTUdMKALMM NONb30BATENS. - - -
ayTeHTMdMKaUmMm MPUMEYAHMUE. OTobparkaetca ana cetn ¢ WPA-EAP-PEAP
NaoeHTUdMKaTop NaoeHTMPUMKaTOp Nonb3oBaTeNa ANA NOAKNOYEHNA K HeCNPOBOAHOM CeTH. - - -
MPUMEYAHMUE. OTobparkaetcs ana cetn ¢ WPA-EAP-TLS n WPA-EAP-PEAP ¢ TMnom naeHTMdMKaumm no wabaoHy
JlornH JlornH nonb3oBaTens ANsA NOAKNOYEHMA K 6ecnpoBoAHOM CeTu. - - .
MPUMEYAHMUE. OTobparkaetcs ana cetn ¢ WPA-EAP-PEAP ¢ Tunom naeHTMdUKaLMm nNo N0rMHyY 1 Naposto
XaWw napona XawWw-3HayeHuWe napona becnposogHom cetn (ana WPA2) nnmn nonsbzosatens (ans WPA-EAP-PEAP). - + -
MPUMEYAHMUE. OTobparkaetcs ana cetn ¢ WPA2 n WPA-EAP-PEAP)
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VPN
MNoakntovenua (noakntodeHnsa VPN, co3aaHHble Ha YCTPOMCTBE C MOMOLLIO MOAUTUKN)
HazBaHue (T1n Ha3BaHune noakntoveHmna VPN. B ckobkax yKa3biBaeTcA TMMN NOAKAOYEHMA: + + -
noAKNtOYEHMA) — ana yctponcts ¢ OC Aspopa — Kpuntollpo NGate R2;

— ana ycrporicts ¢ OC Android — Cisco AnyConnect/ Kpuntollpo NGate R2
Anpec cepsepa Appec cepsepa VPN + + -
Tun Tun coegmnHeHna VPN. + + -

[loCTynHble 3HaYeHMmA:

— Kpuntolpo NGate R2 — ana OC Aspopa/ OC Android;

— Cisco AnyConnect — ans OC Android
MpoToKoN (AoCTynHO MpoTokon be3onacHocTh coeanHeHms VPN, - + -
ana tmnna Cisco [locTyneH ToNbKO 0AMH NPOTOKoN 6e3onacHocTmn — SSL
AnyConnect)
KaTeropus ceptudmkaTa |Ha3BaHMe KaTeropmm noab30BaTENbCKUX CEPTUPUKATOB, B PaMKax KOTOPOM BbiNyLLeH cepTudMKaT Ana noakatodeHmns VPN - + -
(nocTynHo AnAa Tvna
Cisco AnyConnect)
Tun ayTeHTUPUKaLmMm Tun ayTeHTUPUKALMM NONb30BATENS. + + -
(mocTynHo AnAa Tvna [octyneH TonbKo 1 TMn ayTeHTUPUKaumm — «Io IOrMHy 1 Naposo»
Kpuntolpo NGate R2)
JlorvH (aocTynHo Ans JlormH nonb3oBatena Ana nogkntoveHmsa K VPN + + -
Tnna Kpuntollpo NGate
R2)
AsTo3anyck VPN MNepeKkntoyaTens N8 aBTOMATUYECKOro NoAKAtYeHns yctponctea K VPN + + -
(moctynHo ana TMna
Kpuntolpo NGate R2)
X3l cepmimHOro Homepa | X3l-3Ha4eHne CEPUMHOro HOMepa ANLIEH3UN NONb30BaATENA + + -
NMLEH3MK (AOCTYMNHO
ana tmna Kpuntollpo
NGate R2)
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Bluetooth

YnpasneHue Bluetooth

PaspelleHne namn 3anpeT Ha BHECEHME M3MEHEHMN B HACTPOMKM M MOAKIOYEHME K HOBbIM YCTpocTBam Bluetooth®.
BO3MOXKHble 3Ha4YeHUA:

— «[JocTynHov,

— «HegoctynHo»

PaboTa Bluetooth

Pa3pelueHne nnm 3anpeT BO3IMOXKHOCTM MCNOb30BaHMA Bluetooth®.
BO3MOXKHble 3HaYeHUA:

— «BKnoyeH»;

— «BbIknOYEH»

NFC

Ynpasnenne NFC

PaspelueHune nam 3anpeT Ha nameHeHme Hactpoek NFC

[eono3suuuA

Pexxnm paboTsbl

Pexnm paboTbl reono3nuUMOHNPOBAHKS.
BO3MOKHble 3Ha4YeHUA:

— «He 3agaHoO»;

— «BbIKNtOYEHOY;

— «[lonb3oBaTeNbCKME HACTPOMKNY;

— «CoxpaHeHune 3apaaa akkymyaaTopar;
— «TO/IbKO CMYTHUKNY;

— «BbICOKaA TOYHOCTb»

N3meHeHne HaCTpOeEK

PaspelweHune nam 3anpeT Ha BHECEHME N3MEHEHMIN B HACTPOMKM re0no3nNLIMOHNPOBAHUA.
BO3MOXHble 3Ha4YeHuUA:

— «PaspeweHov;

— «3anpeueHo»

PaboTa reono3numnm
(GPS moaynb)

Pa3pelueHne nnm 3anpeT BO3MOKHOCTU BHECEHMA N3MEHEHWUIA B HACTPOMKM reono3numm.
BO3MOXHble 3HaYeHUA:

— «BkntoyeHa»;

— «BbIktOYeHa»

AGPS

Hannune n otcytctemne AGPS-moayna Ha yCTpoMCTBax.
BO3MOXHble 3Ha4YeHUA:

— «JlocTyneH»;

— «HepoctyneH»
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AkTnsHoCcTb AGPS AkTMBHOCTb AGPS-MOZYyNA Npu ero HaAM4YMmM Ha YCTPOMCTBAX. + + -
BO3MOXHble 3Ha4YeHUA:
— «BKkntoyeH»;
— «BbIKtOYEH»
GPS-KkoopanHaThl [eorpaduyeckme KOOPAMHATLI YCTPOMCTBA (WMpPOTa U A0NTOTa) - + -
Bpema nonyyeHma [aTta 1 Bpema pMKcaumm KoopamHaT - + -
KoopAMHaT
SIM-KapTbl
Cnot SIM1 (1o »e ansa Cnot SIM2)
IMEI YHWKanbHbIM HOMep SIM-KapTbl + + -
ICCID YHWKaNbHbIN CEPUnHBIN HOMep SIM-KapTbl + + -
AKTMBEH AKTMBHOCTb SIM-KapTbl. + + -
BO3MOXHble 3Ha4YeHUA:
— «[a»;
— «HeT»
3awmuieHa PIN-kogom | 3awmTta SIM-KkapTbl PIN-Koaom. + + -
BO3MOXHble 3HaYeHUA:
— «[a»;
— «Het»
[0N0COBbIE BbI30BbI PaspelleHne Uan 3anpeT roJI0COBbIX BbI3OBOB. + + -
BO3MOXHble 3Ha4YeHUA:
— «Pa3spetueHa(Hbl)»;
— «3anpeueHa(Hbl)»
MobunbHan nepefava |PaspelieHne nam 3anpeT Ha MOBUAbHYIO Nepeaayy AaHHbIX. + + -
AAHHbIX BO3MOXHble 3Ha4YeHUA:
— «PaspeweHay;
— «3anpelieHa»
BHewWwHWe HakonuTenu
Ncnonb3osaHme USB- Pa3spelueHne nnv 3anpeT ncnonb3oBaHusa USB-Hakonutenen. + - +
HakonuTenewn BO3MOXHble 3HaYEeHUA:
— «PaspelweHo»;
— «3anpeleHo»
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Ha3saHue rpynnol
NONUTUK/COCTOAHUN

OnucaHue

Bepcuun OC

OC Aspopa

OC cemeuncTBa

OC Android )
Linux

Ncnonb3osaHue SD-KapT

PaspeleHune nam 3anpeT UCnoib3oBaHua SD-KapT.
BO3MOXHble 3Ha4YeHUA:

— «PaspeweHo»;

— «3anpeLeHo»

+

Ynpas/ieHne NpUNoKeHUAMU

YCTaHOB/EHHblE
NMPNIOKEHNA

PaspelueHune nauv 3anpeT yCTaHOBKM NPUIOKEHMA HA YCTPOMCTBA.

BO3MOKHblE 3HaYEeHUA:

— «[locTynHO»;

— «HepoctynHo».

Ecam 3HayYeHme LeneBoro COCTOAHMA YCTPOMCTBA He OTNPaBaeHo, oTobpaxkaeTca «He 3a4aHO»

MpwunoxeHus (crpynnmMpoBaHbl MO Ha3BaHWAM MPUAOKEHMA)

ButpunHa

Ha3BaHWe BUTPUHbLI MPUNOKEHNS.

B pasaene TeKyLLero cCocToAHnsa oTobparkaeTcsa Ha3BaHWe BUTPUHbI YCTAaHOBAEHHOMO MPUAOXKEHMA Ha YCTPOMCTBE.

B pa3aene ueneBoro coctoaHMA oTobpaxKaeTca Ha3BaHME BUTPUHbI MPUAOXKEHNSA, YKAa3aHHOTO B MOIUTMKE, HAa3HAYEHHOM Ha
yCTpoMncTBax

HanmeHoBaHue

HanmeHoBaHMe NPUNOKEHNS.

B pasaene TeKyLlero cCoOCToAHWsA oTobparkaeTcs HaMMeHOBaHMe YCTaHOBEHHOTO NPUIOKEHNA HA YCTPOMCTBE.

B pa3gene ueneBoro COCTOAHWA OTOOparkaeTcA Ha3BaHWe NPUNONKEHUA, YKA3aHHOTO B MONUTMKE, Ha3HAYeHHOM Ha
yCTpoMcTBax

Bepcwua

Bepcua npunoxeHuma.
B pa3aene TeKylLero COCToAHMA 0TobparkaeTca BEPCMA YCTaHOBNEHHOTO NPUIOXKEHMA Ha YCTPOMNCTBE.
B pasaene ueneBoro cocToaHMA 0TobparkaeTca BepCcma NPUNOKEHMA, YKa3aHHOIO B NOANTUKE, Ha3HAYEHHOM Ha YCTPOMCTBAXx

ABTO3anycK

OnpefenaeT BKAOYEHME aBTO3aMNyCcKa NPUNOKEHNA.
BO3MOXKHble 3HaYeHUA:

— «He 3agaHo»;

— «[a»;

— «Het»

Cratyc

CTaTyC YCTaHOBKM MPUNOKEHUA.
BO3MOXHble 3HaYeHUA:

— «YCTaHOB/IEHOY;

— «OwWmnbKa CKaYMBAHUNA NPUNOKEHNAY;

— «OwmnbKa yCTaHOBKM MPUNONKEHNAY;

— «HenpaBWbHbIN XeLly;

— «Tun NPUNOKEHNA HE NOAAEPKMBAECTCAN
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_J NNAT®OPMA
Bepcuun OC
Ha3saHue rpynnol Onmcanue OC cemericrea
MONIUTUK/COCTOAHMI OC Aspopa | OC Android )
Linux
Bpems yCcTaHOBKM Bpemsa yCcTaHOBKM NPUNOKEHMA HA YCTPOMCTBO. + + +
BO3MOXHble 3HaYEeHMUA:
— «MoOMeHTanbHOY;
— MHTEepBa/ YCTAHOBKM NPUIOKEHUS Ha yCTponcTBo (Nnpumep: ¢ 14:00 o 15:00)
YnpasneHue ¢painamu
®annbl (crpynnmpoBaHbl No Ha3BaHUAM Galinos)
Bepcus Homep Bepcuun dparina
OunpekTopma [peKkTopums Ha YCTPOMCTBE, B KOTOPYIO A0MKEH DbiTb NomelleH dpamnn - + +
Pasmep Pasmep daina - + +
KommeHTapui KommeHTapuit K danny - + +
Xaw darna (SHA-256) | Xsw cogepknmmoro panna - + +
®annbl ¢ ycTpoicTea
3arpy»aemble ¢paibl C yCTPOUCTBA (CrpynnimMpoBaHbl MO NyTK K Nanke ¢ GaiiaMmn Ha YyCTPOMNCTBE)
[Nnpektopun ManKka Ha ycTpoicTBe ANA OTNPaBKM M3 Hee GpaliioB Ha cepBep - + +
MpoBepATb NHTepBan NpoBepPKM COAEPHKMMOTrO NanKM Ha Hannyme HoBbIX Gannos - + +
Ynanatb Ha ycTporictee |OnpeaendaeT, yaanatb A Gaiibl U3 NankM yCTPOMCTBA NOC/E 3arpy3KM Ha CepBep NPUAOKEHNS. - + +
nocae OTNPaBKM BO3MOXHble 3HaYEeHMUS:
— «He 3agaH»;
— «[a»;
— «HeT»
CraTtyc CraTyc oTnpasku ¢alnos. - + +
Bo3MOXHble 3HaYeHUs:
— «3arpy*eHa;
— «BblnonHaeTcar;
— «OwmnbKa 3arpyskmn»
CoobuieHune CoobleHne ¢ TeKCTOM OWKNOKKM Npu cTaTyce «OWnbKa 3arpy3km» - - +
[ata nocnegHemn [ata n Bpems nocneaHen NpoBepkn GannoBs B Nanke - + +
nposepku dannos
YnpasneHue cKpunTamu
CKpunTbl (CrpynnupoBaHbl Mo NyTH K Galiiam co CKpunTamm)
Tanmayt TanMayT BbINOJIHEHMA CKPUNTA. - - +
®opmar: [mm:cc]
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MOBMNbHASR
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Ha3saHue rpynnol

Bepcuun OC

MO/MTUK/COCTORHMA Oncatime OC Aspopa | OC Android | ©¢ ceMencTea
Linux
CraTtyc CTaTycC BbINOJIHEHWA CKPUNTA. - + +
BO3MOXHble 3HaYeHUA:
— «YCNewHo BbINOAHEHO»;
— «He BbINOJIHEH NO TaMMayTy»;
— «He BbINONHEHY;
— «He 3anyuweH»;
— «BbInonHeH: Ko <Ko, 13 oTBeTa>»
Pe3ynbTaT BbINONHEHMA |Pe3ynbTaT BbINOAHEHWUA CKpUNTa. Nepeaaetca ecnam B dan ckpunta bbina gobasieHa nepemeHHan cKpmnT - + +
CKpunTa OMP_SCRIPT_RESULT _FILE. MNoapobHee B npunoxkeHunu (MpunoxkeHne 3)
MocnenHee ycnewHoe |[laTa 1 BpemA NocieAHero yCnewHoro BbiNO/JHEHWA CKPUNTa. - + +
BbIMO/HEHME ®opmart: [aa).[mm].[rr] [44]:[mm]
Ounctpubytns OC
OC HaseaHune OC + + +
Bepcua OC Homep Bepcmm OC + + +
BapwnaHt OC HaseaHwe BapmnaHTa OC + + +
O6HosneHme OC PaspelweHue nam 3anpet obHosneHma OC Aspopa. + + -
BO3MOHble 3HaYeHMUA:
— «JlocTynHO»;
— «HegoctynHo»
Mpasnno obHOBNEHMSA Mepunopa obHoBNEHMA HA HOBYHO Bepcuto OC + - -
[laTa yCTaHOBKM [aTta ycTtaHoBKM amcTtpmnbytmnea OC - - +
lNonb3osartesnb
TpeboBaHMA K Napoto NHDopMaLma o TpeboBaHMAX K CAeayroWmMM NapameTpam Napona: + + -
— C/IOXHOCTb;
— [OJWIHQ;
— CPOK UCTeYeHuUA.
BO3MOXHble 3Ha4YeHuA:
1) OO6blYHbIN: CNOKHOCTb — 06bIYHAA (LMPPbLI), ANMHA — 0T 7 40 10 CMMBONOB;
2) CNnOKHbI: CNOHOCTb — BbICOKasA (LUndpbl, OYKBbI, CUMBO/IbI, 3HAKK NYHKTyaLUMKM), AMHA — OT 8 40 12 CUMBOOB;
3) Cpok ncrtevyenma napons: 30, 60, 90, 120, 150, 180 gHel (He 3aBUCUT OT C/IOXKHOCTM Napo/if)
Co3aaHMe Nonb3oBaTens TpeboBaHMe co3aaHMNA NONb30BATENA HA YCTPOMCTBAX. + - +
BO3MOXKHble 3HaYeHUA:
— «Co30aBaTby;
— «He co3gaBaTb»
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MOBMIBEHAR
NNAT®OPMA

Ha3saHue rpynnol

Bepcuun OC

MONMTUK/COCTOAHMH onueanve OC Aspopa | OC Android | ©¢ ceMencTea
Linux
Monb3oBaTenbCKkne ceccuu
Ceccum nonb3oBaTeNbCKUX | B Tekyuem coctosHum BbiBoamTca TOMM-3 no HanbonblleMy BpEMEHM CECCMM NONb30BATENEN, AaBTOPMU30BAHHbIX Ha - - +
BXO/[0B Ha yCTPOMCTBE ycTpoicTee. OTobOpaKkaeTcs NOrMH 1N BPEMS CECCUMU B MUHYTAX
CepTuduKaTbl NoNAb30BaTENEN
CeptuduKat (MHGopMauma o cepTudmKaTax NOAb30BATENA, KOTOPbIE BbIAN BbINYyLLEHbI M A4OCTABAEHbI Ha YCTPONCTBA)
KaTteropusa Ha3BaHWe KaTeropmn, B pamKkax KOTOpoW bbin BbiNyLLEH NONb30BATENbCKMIA cepTUdUKAT + + -
LlabnoH Ha3BaHue wabnoHa AN BbiNyCKa N0/b30BATENBCKUX CEPTUUKATOB + + -
OUHrepnpuHT Lindposoit otnevaTok (Fingerprint) ceptudukata + + -
X3W-anropmutm 3anpoca [AAropmuTm X3LWMPOBaHNSA + + -
Tun wndposaHma n ANropuT™ WndpoBaHMA NPUBATHOrO KAto4Ya + + .
NANHA KNto4a
Subject Cnuncok cybbekToB ansa ceptudmkata. Kaxabii cybbekT cocTouT M3 Habopa NapameTpoB — Ha3BaHWe napameTpa (key) M ero + + -
3HayeHuA (value)
PacwupeHune [lononHuTenbHble MMeHa cybbeKkTa ans cepTnudurkaTta. OTobparkaetca, ecnm napameTp «Subject Alt Name» ykasaH B + + -
KaTeropmm noab30BaTeNbCKMX CEPTUPMKATOB
PeXum Knocka
BKkAtoyeH OnpeaenseT, BKAYEH N PEXUM KMOCKA - + -
OTKAtOYEHME NAHENM OnpeaenseT, OTKAOYEHO M OTODparKeHWe NaHenn yBeAOMAEHWI (BEPXHEE MEHIO) B PEXKMME KMOCKA - + -
ynpaBaeHni
Koa Bbixo4a M3 pexuma Koa ans BbiIxoAa M3 pexmnmma KMOCKa Ha yCTpOMCTBe - - -
KMOCKa
LiseT wpundTa HacTpolika useTa wpudTa. + -
Bo3MOXKHble 3HaYeHUs:
— «[lo ymonyaHuto»;
— 3aAaHHbIM uBeT n HEX-koa uBeTa B popmate "#fffff"
®oH HacTpolka ueTa ¢oHa. - + -
BO3MOXKHble 3Ha4YeHuA:
— «CnctemMHoe n3obparkeHne;
— 3a4aHHbIM uBeT U HEX-kopa B popmaTte "#FFFff"
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MOBMNbHASR
l NNAT®OPMA

Bepcuun OC
Ha3ssaHue rpynnbi OnucaHve OC cemeircTBa
MONIUTUK/COCTOAHMI OC Aspopa | OC Android )
Linux
MNpunnoxeHuna
Koa npunoxkenuma [NO] Ha3BaHMA NaKeToB NPUNOKEHUI, KOTOPble ByAyT AOCTYMHbI NONb30BATENO B PEXKMME KMOCKA - + -
Apnbikn Beb-CTpaHuL, - + -
Ha3BaHMe Ap/bika Ha3BaHue spablka BEG-CTpaHULLbI - + -
URL INEeKTPOHHbIN aapec canTta/Beb-cTpaHuLbl B dopmate URL - + -
3anpeuleHHble CanTbl JNeKTPOHHble aapeca 3anpelleHHbIX cainToB. Ecnm oTobparkaeTcs 3HaYeHWe B BUAE 3Be3404KM (*), TO 3anpeLleHbl Bce - + -
CalTbl, KPOME YKa3aHHbIX B UCKNHOYEHMAX
ckntoveHma ns JNEeKTPOHHble apeca CalToB, KOTOPbIE NCKAOYEHbI 13 3aMNpeLeHHbIX - + -
3anpeLleHHbIX CalToB
BHelwwHM BUA,
®oH paboyero ctona (MHPopmauma ob yctaHoBNeHHOM doHe Ha paboumin CToN YCTPOIMCTBA) - + -
MyTb K parnny ABCONOTHBIM NyTb K dhainy M3obparkeHns Ha yCTPONCTBE - + -
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2.1.1.2. Bknaaka «YnpaBneHue»

Bo BKNaaKke «YnpaBneHme» otobparkaeTca:

— nepeyeHb MpPaBWA NOAUTUK, ObNaMH-CUEHAPMEB WM OMNEepaTMBHbIX KOMaHA,
Ha3HaAYeHHbIX Ha YCTPOMCTBO (AOCTyMHble 3HavyeHMA HeobxoaMmo BblbpaTb U3
pacKpbiBatolLeroca cnncka (PucyHok 15 [1]);

— MHbOPMALMA O COOTBETCTBMM HA3HAYEHHbIX MNpaBua (B C/ayd4ae KOHOAMKTA
oTobparkaeTcs gencteytowee npasuao (PrucyHok 15 [2]).

e! MYNBTUTEHANT MOHWUTOPMHHI YTIPABNEMKE AOMUHKCTPAPOSAHME @ AOMMWHMCTRET ECeLN (8

YCTPOUCTEA NONGIOBATEM NONUTHKK CUEHAPHIL SAMNG MPUNOXENWA BHTPUMG CBRIKM K/BOMEH

YCTPO“CTBO Android 7 COCTORAHNME YIWABNENWVE NONBIOBATEM reynnel NONUTHEA CUEHAPHM YOANEHHSIA O >

Cwmaprdox Androld -~
< R
Kamepa
0 130 A
e 2
AKPRITE

MPUMEYAHUE. OgHOBpPEMEHHO Ha3Ha4YeHHble Ha YCTPOWCTBO MNpaBuaa MMEKT
cneayowmMn NpuopuTeT:

1) OnepatmBHaa KOMaHA3;

2) OdnarH-cueHapni;

3) NonuTuKa.

2.1.1.3. Bknaaka «lMonb3oBatenm»

Bo Bknaake «lonb3oBaTtenmy» oTobparkaeTca CNMCOK NPUBA3AHHBIX K YCTPOMCTBY
nonv3oBatenen (PucyHok 16 [1]), a npwu ero oTcyTcTBMM OTOOpaxKaeTca cooblieHune
«YCTPOMCTBO HE NPUBA3AHO HU K O4HOMY NO/Ib30BATENIOY.

YCTPOMCTBO MOXHO NMPMBA3aTb K MOAb30BATENO M3 KAPTOYKM C MOMOLLbIO KHOMKM
«MpuBszaTb nonb3osaTenen» (PucyHok 16 [2]), BbINONHWB AENCTBUA, NPUBEAEHHbIE B
nn. 2.2.6.2.

Cnucok nonb3oBaTenen copTupyetcs no aate 0OHOBAEHWs WMHPopMaALUM O
NO/1b30BaTENAX YCTPONCTBA.

43




e OTKPBITAR
MOEWNTBHAR
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@ MYNLTUTEHAKT MOSHATOPHNT YIPABNEHME AOMVHNCT PYPOBAHME @ o
YCTPOMCTEA NONS308ATEM NOAMTHIKH CUEHAPMMK SANNE NPANOKEHNA BATPMHGI CBRIKW KISOHEM
Mashtab TrustPhone COCTOSHME YNPASNEHME MONLIOHATENM reynne NONUTIEA CUEHAPUM YAANEHHER QOCTYN C »
7
T
MNans308a12AK yCTDOACTRS
::; Caaprdow Aspopa ~
n 33
s 544 -
) 44 I
1 =
— 2
PucyHok 16

MHPopmauma o nonb3oBaTensx oTobparkaetca B CTONOUAX, NPUBEAEHHbIX B
Tabaunue (Tabaumua 5).

Tabnnua 5
MapameTp OnucaHwue

Nma damunnns, UMAa 1 0TYECTBO NONb30BaTENS (NpeacTaBAseT cobo
aKTMBHYHO CCbIZIKY, NMPU HAaXaTWUM Ha KOTOPYHO OCYLLLECTBAAETCA
nepexoa K KapTo4Kke nonb3osatena (n. 2.1.3)

Email Paboyan no4yTta nosnb3oBaTeNa

TenedpoH Homep TenedoHa nonb3oBaTens

[ONKHOCTb [OMKHOCTb 3aHMMaeMas No1b30BaTeENIEM

[aTta Ha3HaveHuAa |[laTa 1 Bpema NpUBA3KM YCTPOMCTBA K MO1b30BATENO

2.1.1.4. Bknagka «[pynnbi»
Bo BKnagKke «lpynnbli» oTobBparkaeTca CMMCOK MPMBA3AHHbLIX K YCTPOMCTBY rpynn

ycTtponcts (PucyHok 17 [1]).
YCTPOMCTBA MOXKHO NPMBA3ATL K FPynme yCTPOMCTB C MOMOLLBIO KHOMKK «/]06aBUTb

B rpynnbi» (PucyHoK 17 [2]), BbINONHUB AENCTBMA, NpUBeAeHHble B Nn. 2.2.7.2.

® {aTanms Meawcea

CERIKM KIUONEN

@ MYDLTUTEHANT MOHWUTOPWHI YNPABMEMHE AOMUHUCTPUPOBAMHE

NONB30BATENN NONKTAEK CIJEHAPN DA NPHUNOXEHNS BATPVIHDI

YCTPOMCTBA

COCTOSHWE YIPABNEHVE NOMBI0BATENM rPyrng NOMATVKH CUEHAPHIA YOANEHHBM O >

Mashtab TrustPhone
m %

Mpynnst 8 KOTOPME BXOAMT YCTDORCT SO
-
'U‘ Camaprdon Aspopa -~

) 662306745540
Poat ALINO L (18323

B 3548305509704 [ 4
[ 3533305509704 1
- 1

PucyHok 17

44



" | OTKPBLITAA
PyKkoBOACTBO nonb3osaTens. YacTb 3 I ey

MHPopMaLma O rpynnax yCTPOMCTB oTobpaykaeTca B CTONOLAX, NPUMBEAEHHbIX B
Tabnnue (Tabnnua 6).

Tabnunua 6

MNapameTp OnucaHune

Twvn Tun rpynnsl yctporcts (Mpunoxkerue 1)

Fpynna yCTPOWCTB |— Ha3BaHMe rpynnbl yCTPOMCTB (NpeacTaBnnaeT cobon akTUBHYHO
CCbINKY, MPY HaXKaTHM Ha KOTOPYHO OCYLLIECTBAAETCA nepexos, K
KapTouKe rpynnbl yCcTponcTs (n. 2.1.2);

— KOMMEHTapuit — fononHuTeNbHaa MHGopMaUMa (3anonHaeTcs npu
HeobxoaMMOoCTK)

YCTpOMCTB Konnyectso yCTPONCTB B A@aHHOW rpynne yCTPOUCTB

[aTa Ha3sHayeHua |[laTa v Bpema Aob6aBneHUs YCTPOMCTB B rpynny yCTPOMCTB

2.1.1.5. Brnagka «[MoanTtnkm»

Bo Bknaake «lonnTUKM» oTODparKaeTca CMNMCOK Ha3HAYeHHbIX Ha YCTPOMCTBO
NONIUTUK M nx NpaBun (PUcyHOK 18), a npu OTCYTCTBMM CNIMCKa OToDparkaeTca coobulgeHme
«Ha ycTponcTBO He Ha3HaYeHO HM OAHOM NOAUTUKMY.

B cnyyae nepeceyeHua C APYrMMW MOAUTUKAMKU OTODPA3UTCA MOAHbIA CMMCOK
Ha3BaHWI BCEX MONIUTMK Ha rpynnax yCTPOMCTB UAK rpynnax Nnosb30BaTenen.

NHPopMaLma BO BKNaAKe «MOANTUKM» oTODOpakaeTca B caeaytoLlmx cTonbuax:

— «HasBaHMe» —  Ha3BaHME  MNOAUTUKW,  HA3HAYEHHOM  Ha  rpynny
yCTPOWNCTB/NOb30BaTENEN, B KOTOPYIO BXOAMUT TEKyLLEe yCTPOMCTBO. Ha3BaHMe NOAUTUKM
BblAENEHO LBETOM M NPeAcTaBAseT cOO0M akTUBHYO cCblfiKy (PrcyHok 18 [1]), npu HaxkaTum
Ha KOTOPYO OCYLLIECTBASETCA NePEXOA K KapTOUYKe MNONUTUKM;

— «Copaepmmoe» — KpaTkasa MHGopMaLmsa 0 NpaBunaax, 40OABAEHHbIX B MOAUTUKY;

— «[pynna» —HaumeHoBaHMe rpynnbl, Ha KOTOPYHO Ha3HaYeHa NoAnTMKa. HasBaHue
rpynnbl NpeacTaBaaeT coboM akTUBHYIO cCbiNKy (PrcyHOK 18 [2]), Mpu HaXKaTUKM Ha KOTOPYIHO
OCYLLLECTBAAETCA Nepexos K KapTouke rpynmbi.

E  MYIBTUTEMAMT  MOHMTOPHHI  VIIPABIEMHE  ADMMHHCTPHPOBAHVE ©) AZrmiMCTpaT
/CTPOACTEA  NONLIOBATEAM  NONMTAKY  CUEHAPMM  OAMIB  NPUNOKEHNR  BUTPUHE  CHAIKW KIOHER
Yerpoiicteo Android COCTORHME  VIPASNEMME  NONLIDBATENM  (PAYNNW  NONUTHKM  CUEHAPHM  YOANEHHLIAL >
Cwmaprdos Android ~ v et -

PucyHok 18
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Mpy OTCYTCTBUM MONUTUK, HA3HAYEHHbIX Ha TPYNMNy YCTPOMCTB/NONb30BaTENEN, B
KOTOPYH BXOAWNT AAaHHOE YCTPOMCTBO, HEODOXOAMMO BbIMONHUTL AEMCTBUA, MPUBEAEHHbIE B
n. 2.4.4.

2.1.1.6. Bknaaka «CueHapum»

Bo Bknaake «CugHapum» oTobparkaeTcs cneaytoLmin CuCcok:

— odnalH-cUueHapumM, Ha3HaYeHHble Ha yCcTPoMcTBO (PucyHok 19 [1]);

— BusHec-cueHapuu, BbINOAHALWMECA Ha ycTponcTae (PucyHok 19 [2]).

B MMO poctyneH 6u3Hec-cueHapWi MO 3KCTPEHHOMY BbIBOAY YCTPOMCTBA W3
aKcnayaTauum (Hanpumep, Npu yTepe Uam Kpaxke), Npu NnpumMeHeHmn KoToporo, YyCTPOMCTBO
HA0KMpYeTCA, 3aTEM OYMLLLAETCA BMECTE CO BCEMU AaHHbIMKM (cOpacbiBaeTca A0 3aBOACKMX
HacTpoek (n. 2.2.14) n apxmBupyeTca.

Mpw OTCYTCTBUM obnanH-cueHapmes, Ha3HaYeHHbIX Ha rpynny
yCTPOMCTB/NONb30BaTENEN, B KOTOPYO BXOAMT JaHHOE YCTPOMCTBO, OTODparkaeTcs
coobuleHme «Ha yCTpPOMCTBO HE Ha3Ha4yeH HW oAuH odnarH-cueHapui». MNMoapobHoe
onucaHue HasHavyeHuns obnanH-cLeHapmes NnpueeaeHo B n. 2.5.2.

;ﬁ MYNSTHTEHANT  MONKTOPMS YOPABIIENGAL ALNMHACTPHPORAMME A faramn earoes va
POWCTEA MONLIOBATENN NONMTHEN CUEMAPHN NPRNOXEMMR BUTPMHE CHARIKN KNOSEN
INOI P4S03 4 COCTORMME YNPABNEaAL NOMLICBATENH reynnu MOMATHKH CLE HAPHS YAANEHHGA A0CTYN COE >
[§] Cmaprdom Aspopa -~
. P Pop Ognaks-cyewapen
1 — . .
-
Busnec-CUeHapmi, NAIMENEHMKE Ha YCTPORCTRO
R
ONoparnesoe ynpasnewmue -~ » &
© 00 o T

NMHbopmauma o6 odnalH-cueHapusax M o busHec-cueHapuax oTobparkaeTcs B
cTonbuax, npueeaeHHbIx B Tabaumue (Tabauua 7).
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Tabnnua 7
MNapameTp OnucaHue
OdnaliH-cueHapum
HasBaHue HasBaHue opnaiH-CLEHapUa, Ha3HaYeHHOro Ha rpynny

YCTPOMCTB/NONb30BATENEN, B KOTOPYIO BXOAMT TEKYLLEE YCTPOMCTBO.
Ha3BaHMe opnanH-cLueHapua NpeacTaBaseT COO0M aKTUBHYIO CCbIKY,
NPV HaXKaTuM Ha KOTOPYHO OCYLLECTBNAETCA NEepexo K KapTouke
odNanH-cueHapus

CobbiTne CobbITne, No KoTopoMy obnanH-cLLeHapUIA A0KEH cpaboTaTb

Peakups Peakumsa ycTpoicTBa, KOTOpaa A0MKHA NPOU30OMTM NPU HACTYNAEHNN
cobbITna odnamH-cueHapus

Mpynnbl HanmeHoBaHMe rpynnbl, Ha KOTOPYHO HasHadYeH odaanH-CLEeHapui.

HasBaHwue rpynnbl NpeacTaBAdeT coOoM aKTUBHYIO CCbINIKY, MPU HaXKaTum
Ha KOTOPYIO OCYLLECTBAAETCA Nepexo, K KapTouKe rpynmbl
BusHec-cLeHapuy, HasHa4yeHHbIe Ha YCTPOWCTBA

HasBaHue HasBaHue b13Hec-cLeHapus, BbIMOHAIOLLErOCA Ha YCTPOUCTBE
CraTyc CTaTyc BbINO/HEHWA OM3HEC-CLUEeHapua

NaTa [aTa 1 Bpema HasHayeHua BUsHec-cLeHapma Ha YCTPOMCTBa
Ha3HayYeHuA

2.1.1.7. BknaaKa «YaaneHHbln 4OCTyn»

Bo Bknagke «YmaneHHbih A0CTyn» oTobpakatTca HacTporku RustDesk ans
yOaNeHHOro NOAKAOYEHMA.

BHUMAHUE! [daHHbih  GYyHKUMOHAN  AOCTYNEH TONbKO AN YCTPOWCTSB,
dyHKUMoHnpytowmx Ha OC Android n OC AnbT Linux.

MPUMEYAHMUE. [na vycnewHoi paboTbl ypaneHHoro pgoctyna udepes (M0
HeobxoaAMMo, 4Tobbl Obi1 Pa3BEPHYT M 3aPUKCUPOBAH B KOHOUrypaumMoHHOM dainne Y
cepep RustDesk. MoapobHaa mMHPoOpMaLMA pacnonokeHa B AOKYMeHTe «PykoBoACTO
agMUHUCTPaTOpPaY.

[ns ynaneHHoro NoAKAtYeHNA K paboyemMy CTONly aKTUBMPOBAHHOIO YCTPOMCTBA, a
TakKe ans obmeHa dannamm ¢ nomoulbto 1Y, HeobxoAMMO BbIMONHWUTL Caeadyrolime
NEencTBus:

1) YctaHoBuTb desktop-kaneHT RustDesk Ha IBM.

MPUMEYAHUE. B 3aBucumoctn oT Bepcum OC amctpubytms desktop-kamneHTa
PACNONOXKEH B C/ledlytollel nanke pacnakoBaHHOMo apxmnea ¢ anctpmbytmsom MMO:

— OC Windows Bepcun 11: /client-apps-android/thirdparty/rustdesk-
fa/windows/;

- OC Ubuntu 20.04: /client-apps-android/thirdparty/rustdesk-
fa/ubuntu-20.04/;

— OC Ubuntu 22.04: /client-apps—-android/thirdparty/rustdesk-
fa/ubuntu-22.04/.
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BHUMAHWE! KoppekTHas paboTa desktop-kaneHTa RustDesk Ha apyrmx sepcunax OC
He rapaHTUpyeTcs;

2) OTKpbITb HacTpolku desktop-knmeHTa RustDesk. [1n1a 3Toro Heob6xo4MMO OTKPbITh
HacTpolku desktop-knmneHTa RustDesk (PucyHok 20), nepeinTtn B pa3gen «CeTb» U yKaszaTb
aapec n kntoy cepsepa RustDesk, koTopble 6biM NoNyYeHbl Ha ware 1.

O napan N Hactpolen

Hacrpovxw

ID/CepBep peTpaHCcAALmMK B
8 Obuwe
ID-cepoep: | ocs-feat-1.devel pro:21116
@ BESOMICHIOCTY
Copoep perpanchaumu

l () "

D CobSpocerne API-cepeep

& Axkaynt Key: | 1cP30XMTxkEDSgedexNhEVIdwVLIdBQBFwWYY7H

@ ==

PucyHok 20

MPUMEYAHMUE. Ons desktop-knmeHta RustDesk gns OC Windows Heobxoammo
TaKKe HaXKaTb KHOMKY «YCcTaHOBUTb» (PMCyHOK 21) Ha rnaBHOM CTpaHWuUe W cneaoBaTb
MHCTPYKUMam 13 Wizard ans yctaHoBkn RustDesk B cucteme;

O
Hau paboued cran JocTynen ©

M 10D # napaness

Ynpaonenwe yaanéumuim pabosum cronom

‘ 1075 414 403
1922 679 366

| Tepaasus gedna m

U MesrTopenc Conyusy W sa a (7]
UAC RustDusk mawey 2 * o ’ il

DA BT METEED MY i
yaunEOM yane. Srobue
watewary UAL, miovmrs
CNOKRY N A

* 1922 679 366 : * 1719 284 895

yornpcnem MustDek »
CRCTEME.

YCrasosuTh |
® [orcen

PucyHok 21
3) YcTtaHoBUTb NpunoxKeHne RustDesk Ha ycTpoicTBax Nonb30BaTeNs.
BHUMAHMWE! B 3aBucumocTt ot OC, yCTaHOBAEHHOM Ha YCTPOMCTBE, ANCTPUDYTUB
NPUAOXKEHMA PACMONOXKEH B NanKke pacnakoBaHHOro apxmea c MO, a UMeHHO:
— OC Android BEPCUM 7 " BblLLE: /client-apps-
android/thirdparty/rustdesk/android/ (MOAroTOBKa YCTPOMCTBA K YyAaneHHOMY
NOAKNOYEHUIO NpUBEAeHa B NpuaoKeHnu (MpunoxkeHue 4).
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MoxeT 6bITb gocTynHa cbopka npunoxkeHua RustDesk, noanncaHHaa NOAMMCHIO
npomnsBoanTensa. Takada cOOpKa MO3BONAET OCYLLECTBAATb yAa/seHHOe MNOAKAYEHME K
paboyemy CTONy MoNb3oBaTena 6e3 3anpoca y No/ab30BaTeNs OTAENbHOro paspelleHund
(nanee «beclwoBHOEY NOAKAOYEHME), NPU STOM A1 HEE XapaKTepHO caeaytoLlee:

— cbopkKa pacnonaraetcs B apxuee client-apps-android-signed-
vendor.tar.gz, KOTOPbIA BXOANT B KOMNAEKT noctasku MMMO;

— cydduKe B HazBaHMM APK-pana onpegenset npon3BoamnTeNb.

OcobeHHOCTM xapaKkTepHble Ana nponssoamntend Chainway:

— npunoskeHne  RustDesk  pacnonaraetcA B8  nanke: /client-apps-
android/thirdparty/rustdesk/android/rustdesk-1.5.1+1-android.armeabi-
v7a.chainway-4d.apk;

— MCMNOAb3yeMble MOANMMUCK 3aBUCAT OT MOZENN YCTPOMCTBA, HanpmMmep:

® 1A ycTponcTs Ha Qualcomm — noanuncb ¢ cydduKkcom 4d;
e anAycrtponctea C72 —noanuch ¢ cydPpuKcom cd.

— OC Anbt Linux Bepcun pl0: /client-apps-linux/thirdparty/alt-pl0.

BHUMAHWE! PexkomeHayeTca ycTaHOBMTb npunoxeHne RustDesk, Ha3Hauums
NONUTUKY «[punoKeHna/YCTaHOBKa NPUNOKEHUI Ha ycTporcTeo» (nn. 2.4.1.40);

Ona  yctaHoBKM npunoxeHma RustDesk ¢ «becloBHbIMY  MOAKNHOYEHUEM
HeobxoAMMO co34aTb AMHAMMYECKYHO rpynny YCTPOMCTB No npoussoanTento (nn. 2.2.2.2)
3aTeM Ha3HaYUTb MOAUTUKY C MpaBuMAOM «[1pUNONKEHUS/YCTaHOBKA MPUIOKEHUA Ha
YCTPOMCTBO», KOTOPas YCTAHOBWUT HeOobXoAMMOEe NPUAOXKEHME B 3aBUCMMOCTU OT
npou3BoAMTENA.

MPUMEYAHMUE. Ecnn npunoxkernne RustDesk (13 coctasa MMO penns 5.0.0) Bepcun
5.0.0.1+1 3arpyxeH B 1M, To noArpy3nTb K Hemy ana obHosneHua sepcmto 1.5.1+1 v Bbille
(MMNO penns 5.2.0) HEBO3MOXKHO.

B aTom cnyyae HeobxoaMmo co3aatb HoBOe npunoxkeHune RustDesk noa penns 5.2.0
M 3aTeM NepeHa3Ha4MTb ero yCTaHOBKY Ha YCTPOMCTBA C MCNOb30BaHMEM COOTBETCBYHOLLEN
NONUTUKM;

4) MNepenatb HAaCTPOMKM Ha YCTPOMCTBO M BbIMOJHUTL YAaNeHHOEe MOAKAYEHNE
yepes MY. Ana atoro B KoHCcoAn agMmuHucTpaTopa MY B KapTouKe yCTPOMCTBA BO BKAAAKe
«YOaneHHbI O0CTYN» Ha)kaTb Ha KHOMKy «KoHdurypmposaTb ceaHc» (PucyHok 22),
npeaBapuTenbHO ybeamBLIMCh, YTO HAcTpoMKkK cepBepa RustDesk 3agaHbl B HAacTpoMKax
cetn desktop-knmneHTta RustDesk (cm. PucyHok 20).

B pe3ynbTaTe HACTPOMKM YyAaNeHHOro noAKkAtodeHns OyayT nepedaHbl U
NPUMEHEHbI Ha YCTPOMCTBE (3TO MOXKET 3aHATb HEKOTOPOE BPeEMA).

NPUMEYAHUA:

v’ Mocrasndemoe B  auctpubytmuse MMNO  npunoxkeHne  RustDesk  ana
aAMMHUCTPaTOopa B Llendax 6e30nacHOCTM He NOAAEPHKMBAET NOAKNOYEHME K HEMY U MOXKET
6bITb MCNOB30BAHO TONbKO A1A NOAKAOYEHNA K YIPABAAEMbIM YCTPOMCTBAM;

49



" | OTKPBLITAA
PyKkoBOACTBO nonb3osaTens. YacTb 3 I ey

v Ecan TpebyeTca yaaneHHo NoAkMoYaThca K pabodemy CTONy YCTPOWCTBA B
pPeKMMe KMOCKa, TO npunoxeHme RustDesk He Hy)KHO BKOYATb B CAMCOK PaspelleHHbIX
NPUNOXKEHUN. B peKMme KMoCcKa OHO ByAeT Mo YMOMYaHMIO CKPbITO Ha SKpaHe YCTPOMCTBa,
npy 3Tom ByaeT BO3MOMKHOCTb YAANEeHHO MOAKAUYMTBCA K paboyemy CTONY, BbIMOAHMB
aru, NpuBeAeHHbIe BblLLe.

e MYTISTUTEHANT  MOMMTOPHMT VIWAIIEMME  AZMUHNCTPMPOBAHME ®
YOTPOWCTEA  NONL3OBATENM  NOMMTHKM  CUEHAPHM AN NPUNOKEHMS  BIATPHNM  CRR3KM KIIONER
Ycrpoicrso Android  / COCTORMME  YIPARNEMME  NONLIOBATENM  MPYNNS NONMTMCH  CLUEMAPMM YOANEMMIA QOCTYN >
Cwmaprdon Androwd -~ =
Yaanewwsih gocryn
N & . FoMQurypauws
ONepATHEMCS YOPARNEHNE A SAKP

PUCyHOK 22

[anee oT0b6pasutca «Tun ynpasBaeHWA», B KOTOpOM OyayT oTobpaskeHsl
(PucyHok 23 [1]):

— «ID KnneHTa» —naeHTUPUKaTop KAneHTa RustDesk Ha ycTpoiicTBe NONb30BATENS;

— «[aponb» —Napoab ANA YAANEHHOTO MNOAKAYEHMUA.

NMPUMEYAHUE. [dns vycTpoincts, dyHKUMoHMpytowmx Ha OC Android, nepep
BbIMO/IHEHUEM  YANEHHOrO MNOAKAOYEeHMA HeobXOoAMMO Ha YCTPOWMCTBAX BPYYHYHO
3anycTuTb cny»by RustDesk 1 BbiaaTb Tpebyemble pa3pelwenns (MpunoxkerHne 4).

e MYNIETUTEHANT  MOHIATOPHMT YIPARNEHVE  AQMUHUCTPHPOBAMUE @) Anexcei Nebenes (a lobeds
YCTPORCTRA NONBIOBATENN NONUTHKA  CUEHAPN AR NPUNOXEHMR BATPMME  CERAKN WUNONER
YecrpoicTeo Android es-feat-1.devel pro 21116

Cumapréon Androld -~

. Twn yripaanesmns

OTIWABRATE AN NOAXMOMMTECH & 2 PAMY

ONepaTHRHOE YNPaRNeHwe A

A A M

MAKPT

PucyHok 23
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Ecnn Heobxoanmo:

— NOAKNUYUTbLCA K paboyemy CTONly MO/Sb30BATENA YCTPOMCTBA, HeobXoaAMMOo
HaxaTb KHOMKY «[MoAKMOYUTLCA K 3KpaHy» (cm. PucyHok 23 [2]) M noatsepamuTb
noakntoveHmne. OTkpoeTca okHo desktop-kaneHTa RustDesk ¢ yaaneHHbIM paboymm CToN0M
No/ab30BaTENS;

— nepenatb Ha YCTPOMCTBO MM, HAaoBOPOT, ckonMpoBaTb Galbl C YCTPOWNCTBA,
HaxkaTb «OTnpasBuTb danabl» (cm. PucyHoK 23 [2]) ¥ noatsBepAUTb MNOAKAOYEHME.
OTkpoeTca okHO desktop-knmeHTa RustDesk ana obmeHa ¢annamm mexagy I3BM u
YCTPOMCTBOM MO/1b30BATENS.

B pe3ynbTaTe yAaneHHOE MOAKAOYEHME K YCTPOMCTBY NoNb3oBaTensa byaer
HAaCTPOEHO M BbINOJ/IHEHO.

2.1.1.8. Bknagka «CobbiTna 6e30nacHOCTU»

Bo Bknaake «CobbiTna 6e30nacHOCTMY oToDpaykaeTca CNMCOK Npou3oLeanx Ha
ycTponcTee cobbiTuin 6esonacHocTh (PucyHoK 24 [1]), KOTopbIn Npu pasbope MHUUAEHTOB
No3BONSET ONpeaennTb, YTO MPOMUCXOANA0 Ha YCTPOMCTBE, @ MPWU OTCYTCTBMM CODbITUI Ha
yCTponcTBe oTobparkaeTca cooblleHmne «HeT AaHHbIXY.

Onsa  nonyyeHma cobbiTma HesonacHOCTM  HeobxoAMMO  BOCMOJIb30BATbCA
onepaTMBHON KOMaHAOoM «PacnucaHue oTnpaBKku cobbiTuin 6e3onacHocTU» (n. 2.2.9) nan
MNOMTUKOM € NpaBuaom «KoHourypaums/PacnmncaHme otnpasku cobbiTUii He3onacHoOCTU»
(nn. 2.4.4.2).

MPUMEYAHUE. OnepaTnBHaa KomaHaa «PacnucaHue OTNPaBKM  COObITUI
6e30nacHOCTM» AOCTYMNHA TONbKO ANA YCTPOMCTB, QYHKLUMOHUPYHOWMX NOA ynpaBaeHMem
OC Aspopa.

ﬂ MYTILTUTEHAHT MOHATOPHHT YIPABITEHIE AIMHHWCTPHPOBAMME (’_:}
YCTPORCTSS NONBIOBATE W NOMMTHEM CLEMASHM DAANDI PEMNLEMMR BATPWM CHAIKH KINOHEN
Mashtab TrustPhone COCTOS M VNPAR ML OB IOBATE W revnred NOAINTHn CUEHAPMAN YOANEHHL AOCTYN ORI TS BEIONAL
m
& Cwmapidow Aspopa -~ $ 2028 108200 v ‘ R ©

® & ©

=t ‘

PucyHok 24

Cnmncok cobbITUiM CopTMPYeTCA No AaTe Npom3oLeero CobbITUA, TaKKe BO3MOMKHO
dunbTpoBaThL NO aTPMbyTam, NpuBeaeHHbIM B Tabauue (cm. Tabanua 2).

NMHbopmauma o cobbiTnax BesonacHoCTM oTobparkaeTca B caeayrolmx cTtonbuax,
npuBeaeHHbIX B Tabanue (Tabanua 8).
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Tabnuua 8
MapameTp OnucaHne
MpuHATO [laTa v Bpema NocTynaeHna cobbIT1A Ha YCTPOMCTBaX
MpounsoLno [laTa 1 Bpema BbINONHEHWA COBbLITUA Ha YCTPOMCTBAX

Tun

Tun coobleHns o cobbITUM B 3aBUCUMOCTU OT BaXKHOCTU
(MpunoxeHne 1)

[Npouecc n posb

Ponb oTnpaBuTens cobbITMA M MNOMHbIN NyTb K UCMONHAEMOMY
danny npouecca oTnpaBMTENA COObITUSA

CobbITie n noapobHOCTH

Ha3BaHune cobbITMA N A0NONAHUTENBHAA MHPOPMALMA O HEM

NHpo

CopeprkaHune coobuieHma. [1na npocmoTpa HeobxoanMmo
HaxaTb 3HauoK @ «CopepskaHue coobLLeHUAY.

[na KonnpoBaHMA TekcTa coobuleHns B bydpep obmeHa
HeobX0AMMO HaxaTb KHOMKY «KonnposaTb» (PUCyHOK 25).
[na 3aKpbITUA COODLLIEHMA HAXKaTb KHOMKY «3aKPbITb»

CopepxaHue coobuienmns

“(238e8bp0-d1c9-2e)7- 971

cdalBeaf9a58)",

L S

PucyHok 25

[1na 3aBepleHns NPOCMOTPa KapTOYKM YCTPOMCTBA M BO3BPaTa K CIIMCKY YCTPOMCTB
HEeobX0AMMO HaxaTb KOMKY «3aKpbiTb» (CM. PUcyHOK 24 [2]).

2.1.1.9. Brnagka «[MTpunoxkeHna»

Bo BKnaake «MpunoxkeHuna» otobparxkaeTca CNMCOK NPUIOKEHWUM, YCTaHOBAEHHbIX

Ha YyCTPOWCTBE.

MPUMEYAHMUE. Ha yctponcteax ¢ OC cemenctBa Linux MOWUCK YCTaHOBAEHHbIX

MaKeToB C TUMOM appimage OCYLLECTB/AAETCA B Nankax /home,

/tmp/.private/*.

NMHbopmauma o npunoxkeHusx oTobpaxaetca B crtonbuax (PucyHok 26 [1]),

npuBeaeHHbIX B Tabnue (Tabanua 9).
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Tabnunua 9

MNapameTp OnucaHue

[NpunoxeHune HasBaHue NPUNOKEHNA N €r0 BEPCUA

ABTO3anycK OnpeaenaeT BKAOYEHME aBTO3aMyCcKa NPUIOKEHNA.

BO3MOXKHble 3HaYeHUA:

- — BbIKNto4eHo;

— v — Bk/toyeHo.

BHUMAHWE! ABTO3anycKk MOXHO YCTaHOBWUTb TO/IbKO ANA NPUIOKEHMIA
¢ OC Aspopa.

MPUMEYAHMUE. Echm nHpopmauma ob aBTo3anycke He Oblna nonyyeHa
(HanpuMmep, aBTO3aMNyCK NPUAOKEHNI OTCYTCTBYET Ha YCTPOMCTBE Ha
6a3e OC Android), To A4eiKa He 3anoHAETCS

PaspeweHuna ABTOMaTMYECKOE MPUMEHEHME PA3PELLEHWN.

OnpegenAaet, BblIAAHO 1M MPUNOKEHMIO aBTOMATMYECKOE NMPUMEHEHME
TpebyembIx pa3pelleHnit. Bo3aMoXKHble 3HaYeHuA:

— «BbIKNtO4YeHOY;

— «BkntoyeHo».

MPUMEYAHMUE. Echm nHPopmaLms O BblAaHHbIX pa3pelleHmnsax He bbina
noay4yeHa (Hanpumep, ANA cMCTEMHbIX npunoxkeHunit BOC Android), To

AYenKa He 3anonHAeTCA

MNonntuka Ha3BaHWe NOAUTMKK, MO NPaBUAY KOTOPOW BbIIO YCTAHOBAEHO
npuaoxeHue. HazBaHme NOUTUKM BblAENEHO LLBETOM M NpeacTaBaaeT
CcoDOM aKTMBHYHO CCbIIKY, MPU HaXKaTUM Ha KOTOPYHO OCYLLLECTBAAETCA
nepexoa K KapToyke Noamtukn (n. 2.1.5). Mpu oTCcyTCTBUN NOAUTUK C
NPaBM/IOM YCTaHOBKM NPUNOKEHMA OTODPAKAETCA 3HAYOK «—»

MaKkeTHbIN NCTOYHMK YCTAaHOBKM NMakeTa NpuaoXeHua. Hanpumep: dpkg, rpm,

MeHeaKep appimage, snap M Aapyrme. Ecam nHdopmauma ob MCTOYHMKe He Bbina
nosy4yeHa, To oTobparkaeTcs 3HaveHme «n/a»

ObHoBNEHO [aTta n Bpems nony4yeHna nHGopmaumm o nakete

NHdo OTobparkeHune Ha3BaHMA NakeTa NPUIoKeHua (PUcyHOK 27) npu

Ha)aTumM 3HauYKka @ «JlononHUTeNbHasA MHGOPMaLMA»
(PucyHoK 26 [2])
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° MYNBTUTEHAMT MOMUTOPUMI YIPABNEXNE ALMHHACT PHPOBAHME

YCTPORCTRA NONESDHATENM NOTATAKH CUERAPIN OARNGI MPUNOXEHKS PATPAHB

CHAIKM KMOMER

NOANTHEA CUEMAPAN YOAANEHHEE AOCTYN COBLITHA BEIONACHOCTH

@ L) Hatanmm Moaooa (0 vanow

MPUNOXEMNSA KAPTA

Mashtab TrustPhone ¢
7
mn
Ci A Calengias

@ MapTdhoH Aspopa ~ Calsnoa 2, n/a 024 06 ®
0 Seabdés 10, 2
6 3548306600704 ez — nfe i 2408 (o
B npuuscos acrasawsy Rt
1106472 i Va A @

10 1 il ~ o
Crpocacrpasiue &5 w

1ANPEITE

PucyHoK 26

OononHutenbHas nHdopmauums

MakeT: aurora-calendar

3AKPbITb

PucyHok 27

2.1.1.10.BknagKka «KapTa»

Bo BKiaake «KapTa» AOOCTyneH NpPOCMOTP MECTOMOJIOXKEHNA aAKTUBUPOBAHHOTIO

YyCTpOWCTBa Ha KapTe (PucyHok 28).

e MYNIBTUTEHANT MOHUTOPVMI YAPARNEHNE AOMMHUCTPUPOBAKKE

YCTPOMCTRA MONBIOBATENH NONUTHEW CUEHAPHH DAAND NPUNOXEHNR BATPHHLI

CBAIKA KNIOHER

INOI P4903 7 ¢ TPYNME NOAMTHIKN  CUEHAPMM  COBLITWA BESONACHOCTH  NPHACKEHWH KAPTA
@ Cmaprdon Aspopa A~ . 072073134
- % 3
0 14c18160-33¢4-411-89a41 2 e
T 268902080347443 % oy 9
9 [ — 1
B npoyecoe ax nmsaumn \‘~'. 4

'Y 2 'v‘|
1.9 26+ 1.pat - Tap——— "

FEUE M DEPHYTROR K METKE

PucyHok 28
Ha kapTe oTobparkeHbl cneayouwme 31eMeHTbl:

— MEeTKa C MeCTONONOXKEeHNEM YCTPOMCTBa (cm. PucyHok 28 [1]);

— KHOMKW ANA YBEANYEHUS MW YMEHbLLEHMA MacluTaba KapTbl (cm. PucyHok 28 [2]);
— [aTa aKTyanbHOCTM KoopanHaT (cm. PucyHok 28 [3]);
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— Tepputopus (cm. PucyHok 28 [4]) — ecnm Ha YCTPOMCTBO Ha3HayeH odpnanH-

CLUEeHapuit ¢ cobbITuemM «HaxoxKaeHMe Ha TePPUTOPUAX, ONpeaenaemMbix KoopaMHaTaMm»
M «HaxoxKaeHne BHe TePPUTOPUM, ONPeaenaemor KOoOpAnNHATamMmM», TO Ha KapTe TaKxKe
0TODparkatoTca TEPPUTOPUM U3 OPNaNH-CLEHAPMA.

Mpn HaBeaeHMW Kypcopa Ha MEeTKy YCTPOMCTBa oOTobparkaeTca NOACKa3Ka,
cofieprkalliaa cneaytoulyto MHpopmaumto (PrucyHok 29 [1]):

— KOoOopAMHaTbl YCTPOMCTBA;

— [laTa aKTya/NIbHOCTW KOOPAMHAT;

— peXum paboTbl reono3nuUMOHMPOBAHKS.

a MYNbTUTEHANT MOMUTOPHMI VIPABNEMME ALMUMHHUCT PHPOBAHME @
YCTPOMCTEA NONL30BATENW NOMNUTMKK CUEHAPMM DARNB NPHNCXEHUS BATPUHL CERIKM KNOYER
INOI P4903 Vs < CLIEHAPHM YAANEHHBIKA AOCTYN COBbTHS BEIONACHOCTH NPUNOKEHNS KAPTA
:] Cnaprdon Aspops ~
™~
| S—

Eoogupesi e 53 SBSRTTED 445N
AcTyarned s 05072023 1247 e 4
Pamins polions Do rowoth

PucyHok 29

Mpn HEeobxoaAMMOCTM BO3MOXKHO M3MEHUTb MacwTab M npocmatpueaTb Apyrue
06nactT KapTbl. YTOObI BEPHYTbCA K MeETKe YCTPOMCTBA B MacliTabe Mo yMOAYaHMio,
HeobXxoAMMO HaXKaTb KHOMKY «BepHyTbca K meTke» (cm. PrucyHok 29 [2]).

MPUMEYAHUA:

v' KoopAuHaThl C yCTPOMCTBa OTNPaBAAIOTCA MO PACMMCaHMIO OTNPaBKM COCTOAHMS;

V' AKTyaNbHble KOOPAMHATbl MOrYT OTCYTCTBOBATb B COCTOAHUM, €C/IN YCTPOMCTBO
He onpeaennno Wux WAM onpeaeneHue OTKAYeHO. HeobxoaMmo BOCMO/1b30BATLCA
ONepaTMBHbIM ynpaBaeHMeM A1A NOAyHeHUA COCTOAHNA YCTPOMCTBA BHE PACMUCAHNSA;

v' TOYHOCTb onpeaeneHms KOopaMHaT YCTPOMCTBA 3aBMCUT OT MHOTUX $paKTOPOB,
TaKMX KaK: TMN yCTPOMCTBA, COCTOAHME CETU, CKOPOCTb, HAXOXAEHME B 34aHNM MM OKONO
BbICOKMX OOBEKTOB, MOKPbITUE CMYTHUKOB, anmnapaTHble M NMPOrPaMMHbIe XapPaKTEPUCTUKN,
YPOBEHb Lyma/nomex 1 1.4,

v' MecTononoskenune ycrpoictea ¢ OC cemeiictea Linux otobpakaetca, Ho
TOYHOCTb MOXKET ObITb TO/IbKO Ha YPOBHE ropoaa.

2.1.2. PaboTa c KapToO4KOM rpynmnbl YCTPONCTB

C NOMOLLbID KapTOYKM TPYMMbl YCTPOMCTB MOMKHO MPOCMOTPETb JAeTasbHYHo
MHGOPMALIMIO O Fpynne YyCTPOMCTB, BbINOAHUB CAeaytoLme AeNCTBUSA:

55



" | OTKPBLITAA
PyKkoBOACTBO nonb3osaTens. YacTb 3 I ey

— nepenTn B noapasaen «YCTponcTBa» pasaena «YnpasneHme;

— Ana otobpakeHua rpynnbl YCTPOMCTB B 061aCTN GUAbTPOB BbiOpaThb «IoMCK MO
rpynnamy;

— HaXaTb Ha Ha3BaHMWe rpynnbl YCTPOMCTB.

B pe3ynbTaTe OTKPOETCA KapTOYKa [rpynnbl YCTPOWCTB, WHTepdenc KoTopom
BK/IIOYaET:

— obuwyto nHbopmaumo o rpynne yctpomcts (PucyHok 30 [1]), cocTosuyto u3
napameTpoB, NpueBeaeHHbIx B Tabanue (Tabnamua 10);

Tabnunua 10
MNapameTp OnuncaHue
ID NaeHTMdUMKATOP rpynnbl YCTPOMCTB, KOTOPbLIA MOXHO CKOMMPOBATb,
Haas kHomKy D) «KonuposaTs id rpynmsl 8 Gydep obmeHa»
Co3pgaHo [aTa 1 Bpema nob6aBAeHMA rPynMbl YCTPONCTB
ObHoBNEHME [laTta 1 Bpema nocnegHero o6HOBAEHMA FPYNMbl YCTPONCTB
KommeHTapuin  |[dononHutenbHaa nHbopmauma (3anonHAeTca npu HeobxoaMmocTH)

— BK/JAAKM KapToukn (PrcyHok 30 [2]) c gononHuTenbHOM nHGopMaLmen o rpynne
YCTPOMCTB:
e «YcTtponcTtea» (nn. 2.1.2.1);
o «Monntnkm» (nn. 2.1.2.2);
o «CueHapun» (nn. 2.1.2.3).

g.‘ MYNILTHTEHANT  MOHMTOPYRT VIPABNESSE ALV T TPHPOBAHVE @

VCTRONCTRA NONS30BATENM NOMTVEN CLUEHAPMN DA NENOXE R L CHADON KMOWER

Fpynna ycrpoRcTe
_n.iv !

O rpynns yorpoacrs

YETPOMCTRA NOVIMTHEK CUEHAPUWK —

YCIPORCTRR AXOAAULAE B TRYIINY
)

PucyHok 30

N8 pefakTUPOBaHMA AaHHbIX FPYNMbl YCTPOMCTB HEOBXOAMMO HaXaTb Ha 3HaYOK ¢
«PepakTnposaTb» (cM. PucyHok 30 [3]) 1 BHECTM HeobxoAMMble U3MEHEHMA B Caeaytowme
nona:

— «VIma rpynnol»;

— «KomMmeHTapuim».,
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2.1.2.1. Bknaaka «YcTponcrea»

Bo BknaaKke «YCTpoMCTBa» 0TobparkaeTca CNMCOK YCTPOMCTB, MPUBA3AHHbIX K rpynne
yctponcts (PucyHok 31 [1]), a npu ero oTcyTcTBMKM OTODOpaxKaeTca coobuieHne «lpynna He
COAEPHKMT YCTPONCTBY.

Mpn HeobXoAMMOCTU ANA MOUCKA YCTPOWCTB BO3MOXKHO MPUMeEHeHMe GUNbTPOB
(PrncyHok 31 [3]). OnucaHme dpmAbTPOB M NpoLLeCcca NOMUCKa NpMBeaeHO B noapasaene 1.5.

YCTPOMCTBO BO3MOMHO MPMBA3aTb K rpynne YCTPOMCTB C MOMOLLBbI KHOMKM
«MpuBszaTb ycTponctBa» (PucyHoK 31 [2]), BbINOAHMB [AEWUCTBMA, NPUBEAEHHbIE B
nn. 2.2.7.3.

MPUMEYAHME. YKa3aHHbIN Bbille Cnocob pesakTMPOBaHMA CNUCKA HE MPUMEHUM
NNA YCTPOWCTB M3 AMHAMMUYECKON rpynnbl. KHoNKa «[lpuBA3aTb YCTPOMCTBA» BO BKAAAKE
«YCTPOMCTBa» Yy AMHAMWYECKOM rPYNnbl YCTPONCTB OTCYTCTBYET.

g’ MYNBTHTEHANT  MOHMTOPVS VIIPARITEA ADMVESAC T PVPORAMME @
WoTBa NOM30BATENM NOMTIEK CLEHAPHM SAATR MPANOENNR BNTPHHLI CESIXM KIROHEN
Fpynna ycrpoicre YCTPOWGTEA ONMTHICH CUEHAPYM
7’
_Niv
YcTpowcTaa nxogrwme n rpynay
O rpynna yorpodcre ~

+ Moesit dunstp ~

T e | 2
PucyHok 31

MHPopmaLma No KaxKaomMy yCTpoMcTBy oTobparkaeTcs B cTonbuax, NpuBeaeHHbIX B
Tabavue (Tabnamua 11).

MPUMEYAHME. 3HayeHMA cTonbLOoB MOryT BbiTb OTCOPTUPOBAHDI: OT CTapbIX K
HOBbIM, “* OT HOBbIX K CTapbIM.

Tabnuua 11

MNapameTp Onwucanue

CooTBeTcTBME CooTBeTCcTBME Ha3HavyeHHoM nonuTtuke (MpunoxkeHne 1)

Mogaenb — Tun ycTtponcTea (MpunoxerHue 1);

— MofAenb ycTporcTea (NpeacTaBnaeT coboi akKTUBHYHO CCbISIKY, NPK
Ha*KaTM Ha KOTOPYIO OCYLLECTBAAETCA Nepexos B KapTOUKY
yctpouncTtsea (n. 2.1.1);

—  KOMMEHTapuil — A0NONHUTENbHAA MHGOPMaLMA (3anoNHAETCA NpK

HEeobXoAMMOCTH)
NoeHTndukatopsl |NaeHTudmMKaTopbl ycTporcTea (cm. Tabanua 2)
XK. Umkn CTaTyC }KM3HEHHOTO UMKAa ycTporcTtsa (MpunoxkeHne 1)
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MNapameTp OnuncaHue
O6HOBNEHO [laTa 1 Bpemsa 06HOBNEHUA AaHHbIX YCTPOICTB
MoAKMtoueHo [laTa 1 Bpema nocnesnHero noakatodenuma MY k Cepsepy NpUAoKeHUi
ny

2.1.2.2. Brnagka «[MoanTnkm»

Bo Bknaake «oAnUTUMKM» OoTOBpaxKaeTca CNMCOK MNOANTUK, Ha3HAYEHHbIX Ha rpynny
ycTtponcts (PucyHok 32 [1]), a npu ero oTcyTcTBUM oTobparkaeTca coobueHne «Ha rpynny
He Ha3HayeHa HX oAHa NOJNTUKAY.

[MoAnTMKa MOXKeT ObiTb Ha3HayeHa Ha rpynmny YCTPOMCTB HaXKaTMEM KHOMKM
«HasHaunTb noAnTuKM» (PucyHok 32 [2]) M BbINOAHMB AENCTBMA, NPUBEAEHHbIE B
nn. 2.4.4.2.

gg MYTHTENAMT MOHUTOPMT VIPARNEMME ALMUMACT PHPOBAMHE @

YCTPCAACTEBA NOML30BATEM NOAUTVKA CUEHAPMN AN NPANOXEHUS BATFVAHL CERIKH KITKI4EN

rpynna yc'rpoﬁc‘rs YCTPOUCTEA NONMTHEA CUEHAPMI

_n.lv

TTOARTAKH HAIHASEHHAE HE FRYNY

3 rpynna yorpodcTs -

o R | 2

PucyHok 32

MIHbOpMaLMA 0 HazHaYeHHbIX MONTUKAxX 0TobparkaeTca B CAeaytoLmMx cToNbLax:

— «HasBaHMe» — HasBaHMe MNOMUTUKKM, KOoTopas npeacTaBndaeT coboli aKTUBHYIO
CCbINIKY, MPW Ha)aTUW Ha KOTOPYID OCYLLECTBAAETCA Mepexod, K KapTouke MOUTUKM
(n.2.1.5);

— «[laTa Ha3Ha4yeHMs» — AaTa 1 Bpemsa Ha3HauYeHUA NOIMTUKM Ha rpynny YCTPOUCTB.

2.1.2.3. Brnagka «CueHapum»

Bo Bknaake «CueHapumn» oTobparkaeTca CnmMcok odpnamH-cLueHapmeB, Ha3HaYeHHbIX
Ha rpynny yctponcTs (PucyHok 33), a npu ero oTcyTcTBUKM oTobparkaetca coobuleHne «Ha
rpynny He Ha3Ha4yeH HXU OAMH OPAANH-CLLEEHAPUINY.

MPUMEYAHUE. MMepen Ha3zHauyeHnem odnalH-CLEHAPUA Ha Tpynny YCTPOWMCTB
Heobxoanumo ybeamTbes, 4YTo AobaBneH xota Obl 1 odnanH-cueHapuit. [pouecc
nobasneHuns odpnanH-cueHapmes npmeeaeH s n. 2.5.1.

Mpn no6aBNeHUN YCTPOMCTB B rpynny yCTPOMCTB BCE paHee HazHaYeHHble Ha rpynny
odnanH-cueHapum 6yayT NPUMeEHeHbl Ha YCTPOWCTBE, B TOM 4YMCAe NPU MMMopTe
yCTpOMCTBa.
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MPUMEYAHME. Mpouecc Ha3HavyeHWa odnalH-CLUEHapUA Ha rpynnbl YCTPOMUCTB M
OTBA3KM Yepe3 KapTOYKy rpynnbl yCTPOMCTB npwBeaeH B nn.2.5.2.3 u nn.2.5.3.2
COOTBETCTBEHHO.

gs MYIBTATEHANY MOHNTOPYHT VIIPABNENIAE ALNMPHMCT PHPOBAMME @
YCTPOMCTEA NONLI0BATENM NOMMATHKH  CLUEHAPKM QANNK MPHNCKEHKR BATPMERI  CBRIKW KROHER
pynna yerpoiicts YCTPOWMCTEA  NOMMTKK  CLEHAPUHM
2 4
_niv
CUMAPHA MAIHAYQMNMG WA FrpYTINY
[ rpynna yerposicre A
G
ETCNMN  HASHAYMTDL CLEHAPYW

B paboyenr obnactm uMHPopmauUMA O  HaA3HaAYEHHbIX odaMH-CLUEeHapUsaX
oTobparkaeTcs B CToNOLax, NnpmBeaeHHbIX B Tabanue (Tabamua 12).

Tabnumua 12
MNapameTp OnucaHue

HasBaHue — Ha3BaHKWe odalH-cueHapus,
— KOMMEHTapWUit — A0NONHUTENbHAA MHPOPMALMA (3aNONHAETCA NPK
HeobxoaMMOCTK)

CobbiTne CobbiTne opnanH-cueHapua (J0CTynHbIe 3Ha4YeHMUA OnmcaHbl B
Tabaunue (Tabnumua 42)

Peakups [elicTBne, KOTOPOE AOMKHO MPON30NTH C YCTPONCTBOM M3 TPYMMbI
YCTPOWCTB B pe3y/bTaTe HazHa4YeHMA AaHHOro odaalH-cLeHapma

[aTta Ha3HadeHuAa |[laTa n Bpema Ha3HavyeHWAa opnanH-cLueHapua Ha rpynny yCTPOMCTB

2.1.3. PaboTa c KapTo4KoM nonb3oBaTens

[lna npocmoTpa KapTOYKM MONb30BaTeNA HeobXOAMMO BbIMONHUTL Caeaytoulme
NEencTBus:

— nepenTtn B noapasaen «flonb3oBatenn» pasaena «YnpasneHume;

— ANnA oTobparkeHna cnncka nonb3osatenen B 06n1actn punbTpoB BbibpaTh «lTonck
Mo NONb30BATENAMY;

— BblbpaTb HEOHXOAMMOTrO NONb30BATENSA M HAXKATb Ha MMA.

B pe3ynbTaTe OTKPOETCA KapTo4YKa N0Nb30BaTeNs, MHTepdEC KOTOPOM BK/IKOYAET:

— obuwyto uHbopmaumio o nonb3oBatene (PucyHok 34 [1]), cocTosAuwyo ©3
napameTpoB, NpuBeaeHHbIX B Tabanue (Tabanua 13);
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Tabnuua 13
MNapameTp OnucaHwue
Monb3oBaTenb |— daMUANA, UMA N OTYECTBO NONb30BATENS;
— T1n nonb3osaTtens (MpunoxeHune 1)
ID NaeHTUPUKaTOp Noab30BaTe A, KOTOPbIN MOXHO CKONMMPOBATb, HaXKaB
kronky D) «KonvposaTs id nonb3osatens 8 6ydep obmeHa»
JonXHOCTb [lo1KHOCTb, 3aHMMaeman Nosb3oBaTenem
Email DNeKTPOHHaA No4Ta No/b3oBaTenNs
Ten. pabouuni Pabounit TenepoH nonb3osBaTens
Co3pgaHue [aTa 1 Bpema nobaBneHMA NONb30BATENS
O6HoBIeHME [aTta n Bpema nocneaHero obHoBAeHMA MHGOPMALIMK O NONb30BaTENE

— BKI3AAKM KapToukM (PucyHOK 34 [2]) ¢ AONOAHUTENbHOW MHPOpMaLMen o
nosib3oBaTtene:

e «YcTtporcTtea» (nn. 2.1.3.1);
e «[pynnbi» (nn. 2.1.3.2);
o «Monutunkm» (nn. 2.1.3.3).

g@ MYNSTHTEHANT MOSTOPVMI VIPABMEHME AIMMHNC TPAPOSAMME @
YCTPORCTBA DONLIOEATENM  NOAMTHKM  CUEHAPHM DARST MPMNOMEHHE  BHTPHMN  CBARIKN KMIOYER
MeaHos Maan YCTPOMTTBA Py MOSTATHEH B ?
= TNonvaosarens YCIpoRcTna NpUansgsesie & NoMe308aTem0
e 4
= @
Bl NEMRRIATH YOTRPORCTIA AEXHIMPOBATY

[IN7 pefaKTUPOBaHMA AaHHbBIX O NONb30BaTeNe HEOBXOAMMO HaKaTb Ha 3HAUOK #
«PepaktnpoBaTb» (PucyHOK 34 [3]) m BHECTM Heobxoaumble U3MEHEeHMA B creaytolime
nons:

— «DPNO»;

— «[loyTa paboyasy;

— «[1ONIKHOCTbY;

— «TenedpoH pabouniny.

NMPUMEYAHUE. PepaKtTMpoBaHWIO  BPYYHYHO  NoAnexaT  AaHHble  TO/bKO

Nonb30BaTeNEN C TUMOM «[Tonb3oBaTensv». [AnA 0OHOBNEHUS AdaHHbIX NoNb30BaTeENEN C

TMNOM «lMonb3oBatenb M3 opr.nogpasaeneHma» HeobXoAMMO MNOBTOPHO MNOJYYUTb
naHHble n3 LDAP.
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2.1.3.1. Bknaaka «YcTponcrea»

Bo BKnagke «YCTponcTBa» OTOOpa)KaeTcA CMMCOK YCTPOWCTB, MPMBA3AHHBLIX K
nons3oBatento (PucyHok 35 [1]).

[nAa penakTMpoBaHMA CMMCKA YCTPOWMCTB BO BKAAAKE «YCTPOWCTBA» HeobXoAMMO
HaXkaTb KHOMKy «[puBa3aTbh ycTponcTtBa» (PucyHoK 35 [2]) M BbINOAHUTL AENCTBUSA,
npuseaeHHble B nn. 2.3.5.2.

MPUMEYAHME. Ha Bce npmBA3aHHbIe M OTBA3aHHblE YCTPOMCTBA DyAyT NPUMEHEHDI
HOBble NepPeKOMOMHMPOBAHHbIE MOANTUKM U ODNANH-CLLEHAPUN.

ga MYNIBTHTEHAHT MOHWTOPHHT YIPARNEHNE AIMUHKCTPHPOBAHNE @

-'{;’YPM T8A NONLIOBATE M NONKTVKM CLUEMASMM mlu‘m:,- NENNOXEHNNR BATPHMN CHRIKM O:IU(:“I_I.'
Wsanos Ueam 7 YCTPORCTRA reynne NaNUTVIEM

-~ MNomaceatans A YCIDORCTRA NPARAIAHMME K NONLIOEITENO

n
T — )
v
MPUMBR3ATY YCTPOACTRA 2 AFXHEHPOBAT

NHbopmauma 06 ycTponcTBax oTobparkaeTca B CToNOLaX, NpUBEAEHHbIX B Tabanue
(Tabnunua 14).

MPUMEYAHME. 3HayeHMAa cTonbLOoB MOryT BbiTb OTCOPTUPOBAHDI: OT CTapbIX K
HOBbIM, “* OT HOBbIX K CTapbIM.
Tabnuua 14
MNapameTp OnwucanHue
Moaenb — Tun yctponcTea (Mpunoxerue 1);
— MOJe/b yCTponcTBa (NpeactasniaeT coboin akTUBHYIO CCbISIKY, NP
Ha*aTMKM Ha KOTOPYHO OCYLLECTBAAETCA Nepexos B KapTOUKY YCTPOMCTBA
(n.2.1.1);
— KOMMEHTapuin — A0NONHUTENbHAA MHGOPMaLMA (3anoNHAETCA NpK
Heobxo4MMOCTH)
NpeHTndukaTopbl |— IMEI ycTponcTBa;
— MAC-agpec WLAN ycTponcTsa
K. Umkn CTaTyC *KM3HEHHOTO LMKNa ycTpoicTBa (MpunoxkeHne 1)
ObHoBNEHO [ata n Bpems 06HOBNEHWNSA AaHHbIX YCTPONCTB
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2.1.3.2. Bknagka «[pynnbi»

Bo BKM1aAKe «pynnbl» 0TOBpaskaeTcs CNUCOK MPUBSA3aHHbIX K MO/Ib30BATENO TPYMM
nonb3osatenet (PucyHok 36), a npu ux OTCyTCTBMM oOTobparkaetcs cooblieHune
«Monb30oBaTeNb HE COCTOMT HW B OAHOM rpynney.

OnuncaHmne cnocoboB NPMBA3KK NONb30BATENA K TPYNMNe Nob30BaTeNen NPUBEAEHO
Bn. 2.3.4.

HasBaHue rpynnbl nonb3osaTenein npeactaBnseT coboi aKTMBHYIO CCbIIKY, Mpu
HaKaTUW Ha KOTOPYIO OCYLLECTBASETCA NEePexos K KapTouKe rpynmbi.

#ﬁ_ MYNGETUTEHAHT MOHUTOPHHT VIIPABSEHWE ALMUHACTPHPOBAHME ®@ I ua Meahoe i
rd
YCTPONCTBA  NONLIOBATENWM  NOMMTHKKR  CUEHAPHW AN MPUNOKEHAR  BUTPHHEL  CBA3KMN KINOMER

MsaHos Msak YCTPOWCTBA rPYRns NONUTUKK

ry [lone3cearens n3 opr. Fpynns: 8 XOTOPSIX COCTOMY NONLICBATENL

NORPAIRONTHNAR

-
-

RN [OBABMTS B IPYNING

PucyHok 36

MHPopmaLuma o rpynnax noab3osatenern otobpaxKaerca B cToN6LaX, NpUBEAEHHbIX
B Tabaumue (Tabanua 15).

MPUMEYAHME. 3HayeHMAa cTonbLOoB MOryT BbiTb OTCOPTUPOBAHDI: OT CTapbIX K
HOBbIM, “* OT HOBbIX K CTapbIM.
Tabnuua 15
MNapameTp Onwucanue
Tun Tun rpynnsl nosb3osaTenen (Mpunoxkernune 1)
Mpynna — Ha3BaHMe rpynnbl NOSb30BATE/IEN, K KOTOPOW NPUBA3AH AaHHbIN
no/sb3oBaTenen NONb30BaTe b;

— KOMMEHTapuin — A0NONHUTENbHAA MHbOPMaLMA (3anonHAEeTCA
NP1 HE0bXoAMMOCTH)

MNonb3oBaTtenen Konmn4ecTtBo y4aCTHWUKOB rpynnbl
[aTa HasHaveHua |[laTa v BpemAa NpMBA3KM NONb30BaTEeNA K rpynne
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2.1.3.3. Brknagka «1oanTtmkm»

Bo Bknaake «MoAnUTUKU» OTODpaXKaeTca CNUCOK NONUTUK, HAa3HAYEHHbIX Ha rpynmny
No/ab30BaTeNen, K KOTOPOM MpMBA3aH AaHHbIM nonb3osaTenb (PucyHok 37 [2]), a npwu
OTCYTCTBMM HaA3HAYEHHbIX MOAUTMK OTobparkaeTca coobulieHne «Ha nonb3oBaTens He
Ha3Ha4YeHO HM OAHOM NOINTUKNY.

B cnyyae nepeceyeHua C APYrMMW NOAUTUKAMKM OTOOPA3MUTCA MOJHbLIA CMUCOK
Ha3BaHMM BCEX NOAUTMK Ha rpynnax YyCTPOMCTB UAKM Tpynnax Nnoab3oBaTenem.

NHbopmauma o noanTnKax otobparkaeTca B caeayolmx ctondbuax (PrucyHok 37):

— «Ha3BaHMe» — Ha3BaHMe MNOJAUTUKKU, HA3HAYEHHOW Ha rpynny no/sb3oBaTesnemn
YCTPOWCTBA, B KOTOPYIO BXOAUT TEKYLLMA NONb30BaTeNb. [peactaBnaeT cobol aKTUBHYHO
CCbI/IKY, MPW HaXKaTnUM Ha KOTOPYHO OCYLLECTBAAETCA Nepexo K KapToyke (n. 2.1.5);

— «Copeprkumoe» — KpaTKad MHPopmauua no npasunam, a06aBAeHHbIM B
NONUTUKY;

— «[pynna» — HaMMeHoBaHWe rpymnmnbl, Ha KOTOPYIO Ha3Ha4YeHa NoAUTHUKaA.

a MYTBTUTEHAHT MOHWTOPWHS VTTPABNEHWE ADMUHNCTPHPOBAHWE @ stanes Waawor
YCTPOWCTRA NONSIOBATENM NONUTHEK CUEHAPHM DARATH NMPANOKEMMA BATPHMHRI CHRIKH KMOMER

Weanos UBaH 7 YCTPOMCTRA rPynne NONUTHKA

MNonssosarens ~ v Hassso COLBONMMOE

O <

PucyHok 37

[na oTobparkeHua KaTeropmin npasBuMA MNOAUTUK, HA3HAYEHHbIX Ha rpynny
nonb3oBaTenen, HeobxoAnMMOo Ha*KaTb KHOMKY = «lMoKa3zaTb KaTeropum»
(cm. PucyHok 37 [1]).

[lna npocmoTpa BAOXKEHHON MHPOPMALMM O MNOAUTMKE HeobXxoAMMO HaxKaTb

3Hayok P, B pesynbTaTe Yero oTKPOETCA BNAOXKEHHAA MHPOPMaLMA O NOAUTUKE.
2.1.4. PaboTa c KapTO4YKOM rpynnbl NOJib30BaTENEN

[lns npocmoTpa KapTOYKM rpynnbl MNO/b30BaTeNe HeobXOAMMO BbIMOAHUTD
cneayolme AencTBmA:

— nepeunTtn B noapasaen «flonb3osatenm» pasaena «YnpasneHue;

— B 0obnacTn dunbTPOB BbIOPaATh «[TOUCK NO rpynnamy»;

— Ha)aTb Ha Ha3BaHMe BbIOPAHHOM rPyNMbl NOAb30BATENEMN.
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B pe3ynbTaTe OTKPOETCA KapTouyKa rpynnbl Noab30BaTeneit, MHTepdenc KoTopoun

BK/IOYAET:
— 06yt MHPopMauMto o rpynne nonb3osatenen (PucyHok 38 [1]), cocTosulyto 13

napameTposB, NpusBeaeHHbIX B Tabanue (Tabamua 16);

Tabnuua 16
MNapameTp OnuncaHue
HassaHue Ha3BaHue rpynnbl Noab30BaTeNEN
Twvn Tun rpynnsl nonb3osaTtenen (Mpunoxkerune 1)
ID NneHTUdUMKATOP rpynnbl NONb30BaTENEN, KOTOPbIA MOXKET ObiTb
CKOMMPOBAH HaXaTnem KHOMKM D «KonnposaTb»
CosgaHo [aTa 1 Bpema nobasBaeHMA rpynnbl N01b30BaTENEN
O6HoBNEHME [aTa n Bpema nocneaHero obHOBAEHMA rPyNMbl NOJb30BaTeNEN
KommeHTapui [lononHuTenbHaa nHdopmauma (3anonHAeTca Npu HeobXoaAMMOCTH)

— BKJIAAKM KapToukn (PrcyHok 38 [2]) c gononHuTenbHOM nHdopmaumen o rpynne
no/sb3oBaTeNnemn:
e «[llonb3oBaTtenn» (nn. 2.1.4.1);
o «Monutunkm» (Nn. 2.1.4.2);
o «CueHapun» (nn. 2.1.4.3).

Q MYNBTUTERAHT MOHWUTOPUHI YNPARNEHMNE AGMUHEUCTPUPOBAHWE @ faranma Maarosa (n.vanov
<

YCTPORCTEA NONL3OBATENM NONUTUEK CUEHAPUM DARNL NPHNOXEHURA BATPUHL CHRINN KNOYER

Monb3osarenw test 2 101L30BATENN NOMNTIKA  CLEHAPUMA foue 2

.. B

= [pynna nonsaoearenei 3 Nonu3oBaTenw BXOQALLWE B rpyny

— !
-
+ Hoasih @nautp A ETUCM R NPHERIATE NONLIOBATENER
PucyHok 38

Ona pefakTMpOBAHMA AAHHBLIX TPYNMbl C TUMOM -n «pynna nonb3oBaTenem»
HEeoOXOAMMO HaxKaTb Ha 3HA4YOK /7 «PepaktnpoBatb» (cm. PucyHok 38 [3]) m BHecTu
HeobxoAMMble U3MEHEHMA B CAeaytoLIne NONA:

— «VIma rpynnol»;

— «KommeHTapun».

NMPUMEYAHUE. PepaktuposaHue rpynnbl C TUMNOM E— «OpraHun3aumoHHoe
noapasgeneHne» HeaoCTynHO. 3HAYOK 7’ «PefnaKtnpoBaTb» M KHOMKK «YOannTb»,
«[MpnBA3aTh NOAb30BATENEN» Y TAKOM FPYMNMNbl HEAKTUBHDbI.
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2.1.4.1. Brknaaka «[llonb3oBatenm»

Bo Bknagke «llonb3oBaTenn» oTobpaxKaeTcs CNMCOK NoAb30BaTeNen ANs AaHHOM
rpynnel nons3osatenen (PucyHok 39 [1]), a npu OTCYTCTBUM CMMCKa oOTobparkaeTcs
coobuleHme «B rpynne HeT N0/Nb30BaTENEMY.

[ns penakTMpOBaHWA CNKMCKA MNONb30BaTeNen HeobXoAMMO HaXKaTb KHOMKY
«MpuBsa3aTb nonb3osatenen» (PucyHok 39 [2]) u BbINONHUTL AENCTBUA, NPUBEAEHHbIE B
nn. 2.3.4.3.

Mpy HeobxoAMMOCTM ANA MOWCKA YCTPOMCTB BO3MOMKHO MPUMEHEHME PUNLTPOB
(PrcyHok 39 [3]). OnucaHme $pMAbTPOB M NpoLLecca NoMcKa NpmueBeaeHo B noapasaene 1.5.

gs MYNIBTUTEHAHT MOHUTOPWUHI VIIPABNEHNE ALNMUHUCTPUPOBAHUE @ -
YCTPORCTBA NONLIOBATENM NONKUTHKK  CLUEHAPHM GANMT NMPANOXEHMS  BUTPMHBI  CBRIKKM KIMOMEN
rpynna_n.iv 7/ NONSIAOBATENM NONKUTHEN  CLEEHAPYM
- Mpynna nonssosarened A NMonsaoRaTenn AXOQRRIME B rpyMY
l}
|
+ Hoss GuneTp A
b o 3
& TUCNI B NPVRRIATD NOMBIOBATENER | Sy

PucyHok 39

NHPopmauma o nonb3oBaTenax oTobpaykaetca B cTonbuax, NPUBEAEHHbIX B
Tabavue (Tabnanua 17).

MPUMEYAHME. 3HayeHMA cTonbuLoB moryT 6biTb OTCOPTUPOBAHDI: OT CTapbIX K
HOBbIM, “* OT HOBbIX K CTapbIM.
Tabnuua 17
MNapameTp OnucaHue
Tun Tun nonb3oBaTenemn, Bxogawmx B rpynny (Mpunoxkenue 1)
Nma dammnma, UM M 0TYECTBO NOb30BaTeNA (NpeacTaBaAeT cobo

aKTUBHYIO CCbINIKY, MPM HaXKaTMUM Ha KOTOPYIO OCYLLIECTBAAETCA Nepexos, B
KapTo4yKy nosb3osaTtena (n. 2.1.3)

Email Paboyaa no4yta Nonb3oBaTENA

TenedpoH Homep TenedpoHa nonb3osaTens

YcTpoicTea KonnyecTBo yCTPOMCTB, NPMBA3AHHbIX K MO/b30BATE/HO
Fpynnbl KonunyecTBo rpynm, B KOTOPbIE BKAOYEH MOJIb30BaTE b

O6HOBNEHO [aTa BpemA 0bHOBNEHNS JaHHbIX NO0/Ib30BaTENA
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2.1.4.2. Brnagka «[MoanNTUKM»

Bo BKk1aaKe «MoANTUKM» 0TOBParKaeTcs CAMCOK MOIUTMK, HAa3HAYEHHbIX Ha rpynny
nonb3osatenei (PucyHok 40 [1]), a npu OTCyTCTBUM cNMcKa oTobparkaeTcs coobuieHne «Ha
rpynny He HasHayeHa HW 04Ha NOJUTUKAY.

[ns penakTMpPOBaHMA CNMCKA NOAUTUK HEODXOAMMO HaxKaTb KHOMKY «Ha3HaumTb
noAnTukm» (PrucyHok 40 [2]) n aanee BbINONHUTbL AEMCTBUSA, ONMUCaHHbIE B NN. 2.4.4.3.

a MYNIBTATEHAHT MOHMTOPIHI YIPABINEHMWE AIMUHUCTPHPOBAHKME @
YCTPOMCTEA NONLIOBATENN NONATIKK CUEHAPUM QARSI NPHRNOXEHNS BN TPMHBI CHAZKM KIMOYER
rpynna n.iv 7/ NONSIOBATENW NOMATHKM CUEHAPWM
- Mpynna nonsaosarenea “ MNonnTuKn HAIHaYeMMRE Ma TRYNnY

N e -
I -
e | HasHAuMTS NOMWTIXK | S
PucyHok 40

MHPopmaLuma o nonnTuKax oTobparkaetcs B cTonbLax, NpuBeAeHHbIX B Tabauue
(Tabnunua 18).

Tabnunua 18
MNapameTp OnucaHue
HasBaHue HasBaHMe MOAUTMKM, HAa3HAYEHHOW Ha rPynny No/b30BaTENEN

(npeactasnaeT cobon aKTUBHYHO CCbI/IKY, NP HaXKaTUW Ha KOTOPY!HO
OCYLLECTBAAETCA Nepexos, K KapTouke noanTtunkm (n. 2.1.5)
NaTa Ha3sHayeHMa |[laTa Ha3HaAYeHWsA NONUTUKM

2.1.4.3. Brnagka «CueHapum»

Bo Bknagke «CueHapum» oTobparkaeTcs cNMcok odpiarH-cLueHapmeB, Ha3HaAYeHHbIX
Ha rpynny nosnb3oBaTenen (PucyHok 41 [1]), a npu ero oTcyTCcTBUM oOTObOparkaerca
coobuleHne «Ha rpynny He HasHa4yeH HM OAMH OdNANH-CUEHAPUIAY.

MPUMEYAHME. [ina HazHavyeHUs 1 0TBA3KM 0dNalH-CLLEHAPUA HEODXOAMMO HaXKaTb
KHOMKY «Ha3Ha4mTb cueHapumy (PucyHoK 41 [2]) v BbINOAHUTL AENCTBUA, NPUBEAEHHbIE B
nn. 2.5.2.4nnn. 2.5.3.2.

BHUMAHMWE! Mepen HasHayeHmem obnamH-CLEHapuA Ha rpynny noab30oBaTenem
Heobxoamumo ybeamnTbesa, 4YTo aobaBneH xota 6Obl 1 odnanH-cueHapuin. [Mpoueaypa
nobasneHns obnanH-cueHapmes onucaHa B n. 2.5.1.

Mpn pobaBneHnM nonb3oBaTenen B rpynny MNONb30BaTeNel, BCe paHee
Ha3Ha4YeHHble Ha rpynny odaamH-cueHapum ByayT NPUMEHEHbI Ha NOJIb30BaTeNA, B TOM
4ymcae Npu UMNopTe.
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ﬁ MYNMLTHUTEMAMT MOMHTOPHMI YNPARNTEMME ADMMWHUCTPHPOBAMME @

YCTPOWMCTRA NONGIDEATENM NOMTUKK CUEHAPM DA MPANOXEHNA B TPYING CBRIKK KIMIOMEW

rpynna n.iv 7 NONLIORATEM MOAMTHKK CUEHARVM

;‘I rDVﬂN.‘) nonslosarencH ~ C.‘u-t:pﬂﬁ HAIMANEMNBIO WA TRYyNNY

; © = 4202414
VIR | HASMAHM TS CUEHAPMM 2
PucyHok 41

B paboyenr obnactu wumHGOPMaLUMA O HA3HAYEHHbIX OPAANH-CLEHAPUAX
oTobparkaeTcs B cTonbLUax, NnpmBeaeHHbIX B Tabanue (Tabamua 19).

Tabnuua 19
MNapameTp OnucaHue
HasBaHue — Ha3BaHWe odnanH-cueHapua (NpeacTaBaaeT coboin aKTUBHYHO

CCbIJIKY, MPU Ha*KaTUM Ha KOTOPYHO OCYLLIECTBASETCA NepPexos B
KapTouKy odalH-cLueHapus);
— KOMMEHTapuin — A0NONHUTENbHAA MHDOPMaLMA (3anNoNHAETCA NpK

HeobxoaMMOCTK)

CobbiTne CobbiTne opnanH-cueHapua (A0CTyNHbIe 3HaYEeHMA ONKMCaHbl B Tabaunue
(Tabnnua 42)

Peakumsa [encrene, KOTOPOE AOMKHO MPOU30NTI C TPYNNOM NONb30BaTENEN B

pe3ysibTaTe Ha3dHa4YeHnAa AaHHOIro Od)flal\/lIH—CLI,eHapMFl

[aTta Ha3HayeHus |[laTa 1 BpemMsa HazHayeHMa opaaH-cueHapua Ha rpynny
nosib3oBaTenen

2.1.5. PaboTa c KapTOYKOM NONUTUKM

B KapTouKe NOAUTUKM oToBparkaeTca MHGopMaLMA O NpaBuaax NOJUTUKM M CMIMCKAX
rpynn nonb3oBaTenen, Ha KOTOPbIX AaHHAA MOANTUKA Ha3HaYeHa.

[lna npocmoTpa KapTOYKM MOAUTMKM HEeoBXOAMMO BbIMOAHUTL Caedylowme
NencTens:

— nepenTtn B noapasaen «onntmkm» pasaena «YnpasneHuner,

— HaXaTb Ha Ha3BaHWE MONUTUKMN.

B pe3ynbTaTe OTKPOETCA KapToYKa NONUTUKN, MHTEPDENC KOTOPOW BKAKOYAET:

— 06wyt nHbopmaumo o NoanTke (PrucyHok 42 [1], cocToALlyto M3 NapamMeTpos,
npuseaeHHbIX B Tabanue (Tabanua 20);

67



" | OTKPBLITAA
PyKkoBOACTBO nonb3osaTens. YacTb 3 _J ey
Tabnunua 20
MNapameTp OnucaHue
HasBaHue HasBaHWe No/nNTUKN
ID NneHTUOUKATOP NONUTUKM, KOTOPbIM MOXKHO CKONMMPOBATb, HaXKaB
kHonky ID «Konvposats id noantvkm 8 Bydep obmeHa»
Co3aaHo [laTa v Bpema co3aaHuA NONNTUKMK
ObHoBNEHME [aTta n Bpema nocneaHero 06HOBAEHMA NOANTUKM
KommeHTapuit [ononHuTenbHaa nHdopmauma (3anonHAeTca Npu HeobXoaAMMOCTH)

— BKIAAKM KapTodku (PucyHok 42 [2]) ¢ pononHuTensHon uHGopmaumen o
NONUTUKE:
e «[lpaBuna» (nn. 2.1.5.1);
o «[pynnbi» (nn. 2.1.5.2).

g! MYNBTUTEHAHT  MOHWTOPUHS VPARNEHME  AOMUHUCTPHPOBAHKE ® jaTannn sanoss
YCTPORCTEA  NOM30SATENM  MOAMTUKM  CUEHAPMM  QAANSL  NPANOXKEHMA  BATPYHEL  CBRIKMK KMOYER
O6HoBneHue penuaa WPABMIA  TPYTINSL e 2
NonuTues -

PucyHok 42

NNa pefakTUPOBaHWA AaHHbIX MOAUTUKM HEOBXOAMMO HaXaTb Ha 3HayoK #
«PepaktnpoBaTh» (CM. PrcyHOK 42 [3]) n BHECTM HEODXO4MMble USMEHEHMA B c/ieaytolime
nons:

— «HanmeHoBaHMe»;

— «KommeHTapumn».

2.1.5.1. Brnaaka «llpasuna»

Bo BknagKke «[paBuaa» oTobparkaeTcst CMUCOK Npasua, 4006aBAEHHbIX B NOAUTUKY,
C yKasaHMeM MX KaTeropum u codepskaHua. MHdopmaums oTobpaskaetca B Caedyromx
ctonbuax (PucyHok 43):

— «[lpaBuna» — Ha3BaHWe NPaBuNa;

— «CopeprkaHue npasuna» — KpaTkas MHGoOpmaLmMsa No npasuaam, 406aBAEHHbIM B
MNOJIUTUKY.

[na oTobparkeHWs KaTeropum npasus  HEOBXOAMMO HaxaTb KHOMKy —
«MoKa3aTb KaTeropum» (PucyHok 43).
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g’ MYNBTUTEHANT  MOHWTOPVMS VIPARRERME  ALMMMUCTPHPOBAHME @) HaTaANN UBar08S
YCTPORCTRA NOML30BATEM MO THKH CLEHAPHN DAANGI NPUNOXEHMA BN TPVIHL CERIKM KMOYER
O6nosnenue penuza / TPABWIA  TPYITIG

Nonutves R

0 S572eb06-3046-43

LN PEAAKTHPOSATE: MPABMNA COSOATE NOMMTHKY HA OCHOBE CYLECTEYIOWIER

PucyHok 43

[na npocmoTpa MHGOPMALIMM O KaXKAOM KaTeropum npasma HeoHBXoAMMO HaxKaTb
3Ha4yok P B cTpoke c KaTeropueit (PucyHok 44 [1]), B pe3synbTaTe 4Yero oTobpa3nTCA
nepeyeHb NPaBu, BXOAALLMX B AHHYIO KaTeropuio.

[na nepexoda K CMNUCKY MpaBuMA HEODXOAMMO Ha)KaTb KHOMKy = «[loKas3aTb
cnucok» (PucyHok 44 [2]).

e MYTNBTHUTEHAHT MOHKUTOPWMHI VIPABNEHWE ATMAHVCTPVPOBAHWE @ Haranmn Meawooe

YCTPOMCTBA NONGI0BATENN NOAWTAKH CUEHAPHM @AW NPANQXEHNA BUTPMHSI CBAZKM KMOYEW

O6nosnenue pennsa / NPABAMA  FPYTINIb

Nonurmks ~

B 5726006-1535-43 ¥ I v o |
P Ae SOCTYTS o 4 havepa aIpeweva
030420241220

LML PEQAXTUROBATE MPASMAA COGAATE NOAMTHKY HA OCHORE CYILECTEYIOWER

N

PucyHok 44

Habop npasua NOAUTMKM NOANEXUT PeaaKkTMpoBaHMIo. MpoLecc peaakTMpoBaHMA
npueeneH B n. 2.4.6.

2.1.5.2. Bknagka «[pynnbi»

Bo Bknaake «lpynnbl» oTobparkatoTcA rpynnbl AeNCTBMA MOAUTUK (CMCKM rpynn
YCTPOWCTB 1 rPpynn No/sib3oBaTeNielt), Ha KOTopble Ha3HayeHa nonnTuka (PucyHok 45 [1]).

[na penakTMpoOBaHWMA CAMCKA TPynn YCTPOWMCTB MAM Tpynn MNoAb30BaTesen
HeobxoAMMO HaKaTb KHOMKy «PeaakTupoBaTb rpynnbl» (PucyHok 45 [2]) w panee
BbIMO/HUTbL AENCTBMA, onnucaHHble B Nn. 2.4.4.1unun. 2.4.7.1.
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ga MYNLTUTEHAHT MOHUTOPHRI YIMPABNEHME AOMUMHKUCTPPOBAHWVE @
YCTPOWMCTBA NONbIOBATEM DONATHKH CUEMHAPHM SAANDI MPANOMEHKA BATPMMDI CBAIKM K/MOMER

O6noBnexne pennsa NPABMNA. PN

/ - =
Nonwrnxa Tpynne ACACTENR NOANTHEN

PENAXTWPOBATS FPVIIN: | Sy

PucyHok 45

MHPopmauma o rpynnax, Ha KOTOPble PaCnpOCTPaHAETCA AeNCTBME MNOAUTUKW,
oTobparkaeTcs B cTonbLax, NnpmBeaeHHbIX B Tabanue (Tabamua 21).

Tabnuua 21

MNapameTp OnucaHue

Mpynna — Has3BaHMe rpynnbl YCTPOMCTB UAK FPYNnbl NoAb30BaTeNeN, Ha
KOTOpble Ha3HayeHa JaHHan NoanTMKa (npeactasaseT cobomn
aKTMBHYIO CCbISIKY, NMPU HaXKaTUM Ha KOTOPYIO OCYLLEeCTBASeTCA
nepexo, B KapTOYKY rpynmbl);

— KOMMEHTapu — ONONHUTENbHAA MHPOPMaLMA (3aN0NHAETCA NPK
HEeobXxoAMMOCTH)

Tun Tun rpynnoi:
— a» —rpynna nosb3oBaTenen;

_0- rpynna ycTpoOmcTB

[ata Ha3HadeHua | [laTa v BpemAa Ha3Ha4YeHUA NOAUTUKMU

2.1.6. PaboTa c KapTo4KoM opnalH-cLueHapma

B KapTouke obnaiH-cLueHapua oTobparkatoTca MNapaMeTpbl, 3adaHHble Mnpwu
CO34aHMM cLueHapKa (cobbiTMe, peakumsa, HAMMEeHOBaAHME, KOMMEHTAPMIN), @ TaKKe rpynnbl
YCTPOMCTB 1 NO/Ib30BATE/IEN, HA KOTOPbIE CLUEHAPWUIM Ha3HaYeH.

[lna npocmoTpa KapTOYKM CLeHapusa HeobXoAMMO BbIMOAHUTL Ccaeaylolme
NEencTBus:

— nepeiTn B nogpasaen «CueHapum» pasgena «YnpasaeHue;

— HaXKaTb Ha Ha3BaHWe odNanH-CcLEeHapuA.

B pe3ynbTaTe OTKPOETCA KapToyka odpnanH-cueHapusa, WHTepdpenc KoTopoM
BK/IIOYaET:

— obuyto MHpopmaumo o6 odnanH-cueHapum (PucyHok 46 [1]), cocTosuyto m3
napameTpoB, NpuBeaeHHbIX B Tabanue (Tabanua 22);
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Tabnuua 22
MNapameTp OnucaHue
HasBaHue Ha3BaHne opnanH-cueHapua
ID NaeHTudmnKaTop odnarH-cLeEHAPUA, KOTOPbIM MOXHO CKOMMPOBATD,
Haas KHonky D) «KonuposaTs id cueHapus 8 Gydep obmeHa»
CobbiTne [locTynHble 3Ha4YeHnA npuseaeHsl B Tabanue (Tabamua 42)

ID meTOK BXO4a

BHUMAHMWE! JaHHoe none oTobparkaeTca, ecnm BbibpaHbl CObbITUA
«HaxoxaeHue Ha Tepputopumn, onpeaensemont NFC-meTkammn».
YHWKaNnbHble NAEHTUGUKATOPLI METOK BXOAa

ID meTOK BbIXO4a

BHMUMAHMUE! JaHHoe none oTobparkaeTca, ecnm BbibpaHbl CObbITUA
«HaxoxaeHue Ha Tepputopumn, onpeaensemont NFC-meTkammn».
YHUKanbHble NAEHTUOUKATOPLI METOK BbIXOAa

BSSID BHUMAHMWE! laHHoe none otobparkaeTca, ecim BbibpaHbl COObITUSA
«HaxosxkaeHue B 3o0He WLAN»/«BHe 30HbI aenctena WLAN»

MNepuopg, BHUMAHMWE! NaHHoe none oTobparkaeTcs, ecam BbibpaHa peakums
«3apaTb Nepunoa oTNpaBKK cobbITUI Be3onacHOCTU», NMBOo cobbiThe
«OTCYyTCTBME CBA3M C CEPBEPOMY

Tepputopunm BHUMAHWE! aHHoe none otobparkaeTca, ecim BbibpaHbl COObITUSA
«HaxoxaeHue Ha TeppUTopUn, onpeaenieMon KoopanHaTammn»/
«HaxoxaeHne BHe TEPPUTOPUM, ONpeaenaeMon KoopamHaTamm»

Peakuma JlocTynHble 3HaYeHnsa npusedeHsl B Tabanue (Tabamua 42)

Co3zpaHo [laTa 1 Bpema co3zaaHma obnanH-cLueHapma

KommeHTapui [lononHuTenbHaa nHGopmauma (3anonHAeTca Npu HeobXoaAMMOCTH)

— CMUCOK rpynn yCTPOWCTB M Fpynmn noab30BaTeiei, Ha KOTOPble Ha3Ha4YeH AaHHbIN
odbnanH-cueHapun (PucyHok 46 [2]).

ﬁ MY/IBTUTEHAMT MOHUTOPHMI YNPABNEMUE ANMUHLCTPAPOBAHWE (©)]
- >
YCTPORCTEBA NONLICBATEW NOMTHKK CLEMAPHN AR D NPANCKEHNSA BUTPHMBI CHAIKM KIBOYER
O® no Camape Al
Cuenapui - Moynnet QeRCToUa Cuenapun
.. I -

B pabouelt 061acTu, B CNMCKe rpynn yCTPOMUCTB U rpynn No/1b30BaTeen, Ha KOTopble

Ha3Ha4yeH

[AHHbIN

odnarH-cueHapuit, UHPopmauma oTobpaxaetrca B cTtonbuax,

npuseaeHHbIX B Tabaunue (Tabanua 23).
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Tabnnua 23
MNapameTp OnucaHue
Mpynna — Ha3BaHWe rpynmnbl YCTPOMCTB UAK FPYNMbl NOAb30BaTeNEN

(npeacTaBnaeT cobOM aKTUBHYHO CCbINIKY, MPU HaXKaTUM Ha KOTOPYHO
OCYLLLECTBAAETCA Nepexos B KapTOUKy rpynn yCTPOMCTB AW rpynn
nonb3osBaTenen);

— KOMMEHTapUi — A0NOAHUTENbHAA MHPOPMaLMA (3aNoNHAETCA
npu HeobxoaMMocCTH)

Twnn Tun rpynnobi:

— = —rpynna yCcTpOMCTB;

- — rpynna no/sib3oBaTesien

[aTa Ha3sHavyeHma  |[aTa M BpemA HaszHavyeHnsa odnaiH-cLueHapma Ha rpynny

2.1.7. Pabora c KapTo4kom dpaina

C NOMOLLbIO KapTOYKM Paliia BO3MOMKHO BbIMOIHUTL CAeaytolme AencTBUs:

— NPOCMOTPETb MHPOPMaUMIo O dalne;

— nobaBnTb Bepcuto parna;

— CKayaTb Bepcuto panna;

— VA3anuTb Bepcuto pamnna.

[lna npocmoTpa KapToukM paliia HeobXoAMMO BbIMOAHUTL Caeayowme AeNCTBUS:

— nepeunTtn B noapasaen «Pannbi» pasgena «YnpaBneHume;

— Ha)KaTb Ha Ha3BaHMe Heobxoaumoro dalina.

B pe3ynbTaTe OTKpPOETCA KapTo4Ka dpaina, HTepdenc KOTOPOM BKAOYAET:

— obuwyto MHPopmauuto o panne (PucyHok 47 [1]), cocToALlyo U3 NapamMeTpos,
npueeaeHHbIX B Tabnunue (Tabnnua 24);

— Bepcun dparna (PucyHok 47 [2]).

Tabnuua 24
MNapameTp OnucaHue

ID NaeHTndrKaTop danna, KOTOPbI MOXKHO CKOMMPOBATb, HaKaB
3Hayok D)

NCTOYHMK NcToYHMK OTKyAa Bbln 3arpy»keH paboumnin painn

BeTka BeTka B Git-penosuntopumu

Konnyectso Obuee KonM4yecTso Bepcuit paboyero dpaina

Co3zaaH [aTta n Bpems co3aaHus danna

O6HoBNEH [aTta n Bpems nocieaHero obHosaeHUs Gpainna

KommeHTapuit [ononHuTenbHaa MHGopmauma (3anonHAeTCs Npu
HeobxoAMMOCTH)
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PucyHok 47

2.2. Moppasnen «YcTponcTea»

Moapasnen «Ycrpomnctea» KoHconm agmuHucTpatopa [1Y npeaHasHaydyeH AN

PabOoTbl CO CMMCKOM YCTPOMCTB/rpynn YCTPOMCTB.

[na nepexoda B noapasgen HeobxoauMmo BbiIOpaTb B BEpPXHEM naHenu pasgen
«YnpasneHue», nogpasaen «YcTponctsa». B pesynbrate B paboyeit ob6n1actm otobpasmnTca

CMMUCOK YCTPOMNCTB/rpynn ycTpoicTs (PucyHok 48 [2]).

NPUMEYAHUE. [ina oTobparkeHua rpynnbl ycTponcTs Heobxoammo B 0bnactu

dnnbTPOB BbIOPaTL «IMonck no rpynnamy» (PucyHok 48 [1]).

a MYMBTUTEHANT  MOHWTOPMEI  VIIPABNEMVE  AZIMUMACTPHPOBAHME (0) tara 18aH083 (1 Wang
VCTREOWMCTEA  NOMLIOBATENM  NONMTHKM  CUERAPMM  OARN  NPHNOXEMAR  BMTPHHE  CBR2KM K/MOYER
— 1
@ Mowcs o YaTpoiCTES M YerpoRcraa MCOOET
+ Hosutit Sune1p v
- & 00 3 @ 042024
Hadopet $unsrpos v MES 3830TAB0TANSTTS
_ ) VES 4830TAB0TANS7 T3 ) 13054 B
—
2 _ i oasazncres & i "
- - >
PucyHok 48
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MPUMEYAHME. ApxmBHble yCTPONCTBA OTODParKatoTCA B CMMUCKE YCTPOMCTB TONbKO B
C/y4ae, ec/in BKAOYEHA COOTBETCTBYHOLWAA HAacTponKa (n. 4.1.3).

B paboyenn obnactm noapasgena «Ycrtponctea» MHPopmauma o6 ycTpomncTBax
oTobparkaeTca B CTONOLAX, ONUCAHUA KOTOPbIX NpuBedeHbl B Tabauue (cm. Tabamua 11).
Mpn oTcyTCcTBUM MHbOPMaUMM O A00aBAEHHbIX YCTPOWCTBAX WAM TpPynn YCTPOMCTB
oTobparkaeTcs coobuieHne «HeT AaHHbIX».

Mpu BbIGOpe B o06nacTn dunbtTposB «louck no rpynnam» (PucyHok 49 [1])
nHGopmMauma O rpynnax YyCTpPomcTB B pabouen obnactn oTobparkaeTca B CToNbOLAX
(PrcyHoK 49 [2]), npuBeaeHHbIX B Tabaumue (Tabauua 25).

g MYTLTUTEMAMT MOMATOPWNT YIIPARNE MW ALDMAHWCTPUAOBANWE @
YACTBA NAONLIOBATENM NONATIEA CUEMAPMM DAR I NPANOXEMMS BUTPHIMY CHEIKN KmOoNEn
[ osasirs - |
yCTPORCTBOM I pynnst yerponcTa
+ Hoswsit @unetp v
2 — (o)
Habopu $niisTpos v
O
- >
PucyHok 49
MPUMEYAHUE. 3HayeHMA cTonbuos moryT 6biTb OTCOPTUPOBAHDI: OT CTapbIX K
HOBbIM, “* OT HOBbIX K CTapbIM.
Tabnuua 25
MNapameTp OnucaHue
Tun Tun rpynnsl yctpoicts (Mpunosxkerue 1)
lpynna ycTpOMCTB |— Ha3BaHMWe rpynnbl yCTPONCTB (NpeacTaBaaeT coboi aKTUBHYHO
CCbI/IKY, MPW HaXKaTMM Ha KOTOPYHO OCYLLECTB/IAETCA Nepexos, B
KapTOYKy rpynnbl yCTPOMCTB);
— KOMMEHTapui - 4ONOAHUTENbHAA MHPOPMaLMA (3anoNHAETCS Npu
Heobxo4MMOCTH)
MpuHUMN 3Ha4yeHmMA, N0 KOTOPOMY YCTpOICTBa bblNn A06aBAeHbI B rpynmny
nobasneHus
YcTpoiicTBa KonmyecTBo yCTPOMCTB, NPMBA3AHHbIX K rpynne
ObHoBNEHO MapameTp COPTUPOBKM NO AaTe OOHOBIEHNA NOAUTUKM

B KoHconn agmuHucTpaTopa [1Y npeaycmoTpeHa BO3MOXKHOCTb Ao6aBneHms
YCTPOMCTB WA rPynn YyCTPOMCTB OAHUM M3 CAeayroLmMX cnocobos:

— BPYYHYHO B cooTBeTCcTBUM c nn. 2.2.1.1 1 2.2.2;

— c nomoulbto CSV-darna B coorBeTcTBUmM c n. 2.2.3;

— C MOMOLLbIO MPUrNALLIEHMA Ha CAaMOCTOATE/IbHYHO PEerucTpauuio YCTPOMCTBA B
cooTtseTcTBMM Cc Nn. 2.2.1.2.
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2.2.1. [dobaBneHue yctpocTtsea B 1Y
2.2.1.1. JobaBneHue yCcTPOMNCTBa BPY4YHYHO

Ons pobaBneHua yCTPOMCTBA BPYYHYHO HEOOXOAMMO BbIMOAHUTL Caeaytoline
NencTBus:

— nepenTn B Noapasaen «YCTponcTea» pasaena «YnpaBaeHue»;

— HaXkaTb KHOMKY «[106aBUTbY;

— B PACKPbIBAKOLWIEMCA CNMCKe BblbpaTb NYyHKT «/lobaBUTb  YCTPOMCTBO»
(PncyHok 50);

ﬁ MYNIBTUTEHANT MOHHTOPHHI YIWABMEHME AIMUHRCTPUPOBAHWE @

<t

YCTPOMCTEA NONL30BATEMMN NONKUTEN CUEHAPMM QAN NPANOXEHMS BUTPMHLI CHAIKM KITIONEH

i)
I

+ Hoswk @uneTp v

Habopus $uny: pos v

PucyHok 50

— B OTKpbIBWEMCA OKHe (PucyHoK 51) 3anonHWTL Nonsa, npuBeaeHHble B Tabauue
(Tabnunua 26).

MPUMEYAHMUE. Ons oTobpaxeHua nonen «IMEl», «CepuitHbln Homep», «Ethernet
MAC», « WLAN MAC» HeobxoaMMO YyCTaHOBUTb rasiouky B YeKOOKce HanpoTMB Tpebyemoro
napameTpa. Nocne BBOAA 3HAa4YeHMA HaxKaTb Enter Ha KnaBmaType n Npm HeobXOAMMOCTH
no6aBuTb BTOpoe 3HadeHue ana nonent: «IMEl», «Ethernet MAC», « WLAN MAC». lMpwn
HeobXxoAMMOCTb YAaNuUTb NapameTp, HaxKaTb Ha 3HA4YOK cnpaBa OT 3HauyeHua. [na
MO/IHOM OYMCTKM HaXKaTb Ha 3HAYOK X « OYUCTUTLY B KOHLE NONS;

— nocsie BBOAA 3HAa4YEHUIM HEODXOAMMO NOATBEPANTL IMOO OTMEHUTL AEUCTBUA.

Mpn  ycnewHom aobaBneHWM ycTpoicTBa 0TOBpa3MTCA  COOTBETCTBYOLLEE
cooblleHne 1 OTKPOETCA KapTouka AobaBaeHHOro ycTporcTtsea (n. 2.1.1).
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a MYNBTUTEHANT MOHUTOPUHI YNPABNEHWME AOAMUWHAUCTPUPORBAMME @ {aranns Vieawoaa
YCTPOUCTBA NONBIOBATENM NONUTUKH CUEHAPHMWK NPUNOXEHWA BUTPUMEI CBAIKM KTIOYEN
< Co3panne yCTPOMCTBaE BPYYHYIO
& MEl CepuitHbin Hovep Ethernet MAC VLAN M
Oocrynusie nnatdopmel
Aspopa Androd Linux
OTMEHA
PucyHok 51
Tabnuua 26
MNapameTp 3HayeHuA OnucaHue
IME| BBeCTn MeXKayHapOoaHbIN MPUMEYAHMUE. Echm Ha
NAeHTUPUKATOP MOBUABHOTO YCTPOMCTBax Noj, ynpaBaeHmem
obopyaoBaHuA. OC Aspopa nam OC Android none
BBoA 3Ha4YeHMA C K1aBmaTypbl. IME| He 3anonHeHO, TO nocne
Konnyectso cMmBosoB — 15 undp. |ycnewHom akTuBaLmm 3HadeHme
MPUMEYAHUE. Echn yctpoincteo  |IMEI oTobBpa3mnTca B KapTouke
noaaep:knsaeT paboty 2 SIM-KapT, |yCTPONCTBa aBTOMATUYECKHU
B M0O/1e AonycKaeTca BBOA, Nt0HOro
13 2 3HavyeHumn IMEI
CepuinHbIi BBecTtu cepuinHbIn HOMEP,
HOMep KOTOPbIM MPUCBOEH YCTPOMUCTBY
npoussoautenem. Moxet
cogepatb oT 1 4o 20 cMMBO/I0B
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MNapameTp 3Ha4yeHuA OnucaHune
Ethernet MAC |Bsectn MAC-aapec Ethernet
YCTPOMCTBA, KOTOPbIM COCTOUT U3 6
nap CUMBOJI0B, Pa3AeNeHHbIX
ABOETOUYMEM
WLAN MAC Besect MAC-agpec WLAN MPUMEYAHMUE. Echv Ha ycTponcTee
yCTPOMCTBA. noa ynpasneHnem OC ABpopa mau
BBOA 3Ha4YeHMA C K1aBmnaTypsbl. OC Android none MAC WLAN He
Konnyectso cMmBONOB — 6 nap 3aM0/IHEHO, TO MOC/1e YyCneLwHoM
CMMBO/10B, Pa3ae/ieHHbIX akTuBaumnm 3HavyeHne MAC WLAN
ABOETOYMEM, HANpUMeEp: 0TODpPa3nTCA B KapTOUKe
«00:2a:00:00:a0:00» YCTPOMCTBa aBTOMaTHUYECKM
Mnatdopma Bbibop aoctynHoi naatdopmbl n3  |one obazaTenbHO AnA
Crncka: 3anoO/IHEHMA
— ABpopa;
— Android;
— Linux
Moaenb Bbibop moaenmu ycTpomncTea m3 [MonHoe Ha3BaHMe TMNa YCTPOMCTB
YyCTPOWNCTBA PaCKpPbIBaOLLErOCA CMMCKA 3aBMCUT OT MOAENN YCTPOMCTBA
KommeHTapuin |BBOA 3HaYeHMA C KNaBMaTypbl. [Mone He ABNAeTCA 0H6A3aTENbHbIM
MaKcrmanbHaa asimHa — 512 ANA 3aN0/IHEHMA
CMMBO/I0B

2.2.1.2. [1obaBneHune 1 akTMBaUMA ycTpomncTea B [1Y ¢ NOMOLLbIO NPUrAaWeHns Ha
CaMOCTOATE/IbHYIO perncTpaumio

C NnoOMOLLbHO NPUTrAaWEHNS BO3MOXKHO aBTOMaTUYeCKM 406aBUTb YCTPONCTBO B 1Y 1
aKTMBMPOBATL ero.
BHUMAHWE! [1na ycnewHoro npoxoxaeHus npouecca Heobxoammo, 4TOOb
YCTPOMCTBO He Obl1o A06aBNEHO 1 aKTMBMPOBAHO B [1Y.
Ona pobaBneHns U aKTMBauum yctponctBa B [1Y HeobxoaMmMO BbIMONHUTL
cneayolme AencTBmA:
— C034aTb NpUrNalleHme Ha CaMOCTOATEbHYO PErMcTpaLmio ycTporcTea (n. 2.2.4);
— YCTaHOBMWTb NpuaOKeHne «ABpopa LIeHTp» Ha yCTpoMCcTBaX, ONMCaHMe KOTOPbIX
NpuBeAEHO B CAeAyOLMX JOKYMEHTAX:
e «PykoBOACTBO Mosib3oBatend. Yactb 7. [llpunoxkeHne «Aspopa UeHTp» AnAa
onepauyoHHOM cncTeMbl ABPOpay;
e «PykoBoACTBO nosib3oBatend. Yactb 9. [llpunoxeHne «Aspopa UeHTp» AnAa
onepaunoHHon cuctembl Android»;
e «PykoBoAcTBO nosb3osatend. Yactb 11. lNMpunoxkeHne «Aspopa LeHTp» ana
OnepauyMOoHHbIX CUCTEM CeMeNCTBa Linux»;
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— He epeMMeHOoBbIBas npurnawexHne (daln  [AO/KEeH WMMETb  Has3BaHue
invite.json), paamectuTb JSON-pann Ha yCTPOMCTBO:
e nna OC ABpopa—/etc/emm/;
e 11a OCAndroid—files/plugins data/emm/;
e nnsa OC cemenctBa Linux— /etc/omp-uem-agent/ .
[anee Ha ycTpoicTee, B 3aBMcMMOCTM OT Bepcum OC, BbINONHUTL Cleaytolime
NencTBus:
— ana OC Aspopa/OC Android, 3anycTutb npunoxeHue «Aspopa LeHTp» wu
O AATbCA 3aBepLUeHMaA npoLecca aBToa06aBNeHNA M aBTOAKTMBALMM YCTPOUCTBA;
— ana OC cemencTBa Linux A0XAaTbCA 3aBeplLIeHMA npoLecca aBToaobasneHma 1
aBTOAKTMBALMM YCTPOMCTBA (3TO MOMKET 3aHATb HEKOTOPOE BPEMS) MAM nepe3anycTUTb
daemon KnneHTa BPY4YHYH C MOMOLLLbIO KOMaHAbI:

sudo systemctl restart ru.omp.uem.service

B pe3synbTaTe ycTpoicTBO byaeT 406aBAEHO 1 aKTUBMPOBAHO B [1Y.
2.2.2. [dobaBneHue rpynnbl YCTPONCTB BPYYHYHO

Mpw Ao6aBAeHUN rpyNNbl YCTPOUCTB B PYYHYHO AOCTYMHO:
— pobaBneHne cTaTUYeckom rpynnel yctponcts (nn. 2.2.2.1);
— pobasneHne AMHAMMYECKOM rpynnbl yCTponcTs (nn. 2.2.2.2).

2.2.2.1. [1obaBneHMe CTaTMYECKOM rpynnbl YCTPOMCTB

NMPUMEYAHUE. CoctaB npaBua CTAaTUYECKOM rpynmnbl AAMWUHUCTPATOP MOMKET
pPeaaKkTMPOBaTb BPYYHYIO.

[Ona nobaBneHma craTMYecKon rpynnbl HEOBXOAMMO BbIMONHUTL Caeaytolme
NEencTBus:

— nepenTn B Nnoapasaen «YCTponcTea» pasaena «YnpasaeHne;

— Ha)KaTb KHOMKY «J106aBUTbY;

— B PACKPbIBAOLEMCA CNUCKe BblIOpaTb NYHKT «/106aBUTb CTAaTUYECKYO TPymnmny»
(cm. PucyHok 50);

— B OTKpbIBWEMCA OKHe (PncyHOK 52) 3anonHWTb nons, npueeaeHHble B Tabauue
(Tabnwnua 27);

— NoATBEPAUTb MO0 OTMEHUTL AENCTBUA.

B pe3ynbTate ycnewHoro AobaBneHWs CcTaTMYecKoW rpynnbl  OTOOpasmnTCs
COOTBETCTBYHOLLEE COObLIEHME N OTKPOETCA KapToyKa AobasneHHOM rpynnbl (n. 2.1.2).
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Tabnuua 27
MNapameTpbl OnucaHue
Nma rpynnbi BBoa 3HauYeHMA ¢ KnaBmatypsbl. lNone 0b6A3aTeNnbHO A1A 3aN0NHEHUS.

Ha3sBaHWe rpynnbl YCTPONCTB A0MKHO BbITb YHUKANbHBIM
KommeHTapuit  |BBOSA 3HauYeHMA C KnaBmaTtypbl. MakcumanbHaa anmHa — 512 cMumBoOB.
[Mone c 4ONOAHUTENBbHON MHDOPMaLMEN He aBnAeTCA 06A3aTeNbHbIM
ONA 3an0NHEHNA

ga MYNETUTEHAHT MOHWUTOPWUHI YNPABNEHWE AOMWUHWCTPUPOBAHWE @ Hatanua Meaxosa (i.ivanova...

YCTPOWCTBA MONb30BATENM MONUTHKK CLEEHAPHMK DAWNBI NPHUNOXEHWA BMTPWHBI CBA3KM KIIOHEN

< Co3gaHue cTaTU4ECKOW rpynnbl yCTPOMCTB

OTMEHA

PrcyHok 52
2.2.2.2. 1obaBneHune AMHAMUYECKOM rpynmnbl YCTPONCTB

OnHammyeckaa rpynna YyCTPOMCTB — rpynna ¢ 3adaHHbIMW YCAOBUAMMK, Npwu
cobtoAeHNN KOTOPbIX YCTPOMCTBA NOMaAatoT B rpynmny aBTOMaTUYECKU.

Ona pobaBneHns AMHAMWYECKOM rpynnbl HEODXOAMMO BbIMOAHUTL Caeaytollime
NencTBns:

— nepenTn B noapasaen «YCTponcTea» pasaena «YnpasieHne;

— HaKaTb KHOMKY «/106aBUTbY;

— B PACKPbIBAOLWEMCHA CMUCKE BblIOPaTb NYHKT «[106aBUTb AMHAMUYECKYIO TPYMMY»
(cm. PucyHok 50);

— B OTKpbIBWEMCA OKHe pasgena «HasBaHue, KommeHTapui» (PucyHok 53 [1])
3aN0/HUTbL NOAA, NpUBeAeHHbIe B Tabaunue (cm. Tabauua 27);

— B 0bnact GunbTPOB BbIOPATL N 334aTb 3HAYEHUSA NAPAMETPOB, NPUBEAEHHbIX B
Tabaunue (Tabaurua 28) No KOTOPbIM YCTPONCTBA byayT A0OaBNEHbI B AMHAMMUYECKYIO rpynny
(PucyHoK 53 [2]) n panee noaTBepAUTb AENCTBUA, HaxKaB KHOMKY «Co3aaTb».
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MPUMEYAHUA:

v" BO3MOMHO 33[aTb HECKO/IbKO MapaMeTpos 418 AUHAMUYECKOMN rpynmbl. B 3Tom
CAy4ae B AMHAMMYECKyro rpynny nonagyT YyCTPOMCTBa, KOTOPble YAOBAETBOPAIOT BCEM

3aaHHbIM KPUTEPUAM;

V' [1ns ogHoro Habopa napameTpoB MOXHO CO34aTb TOMIbKO OAHY ANMHAMUYECKYIO

roynny.

B pe3ynbTaTe yCnewHoro co3aaHma AMHaMMUYeCcKom rpynmnbl YCTPOMCTB 0TobpasnTcs
COOTBETCTBYlOLWEe COObLIEeHME M OTKPOeTCcA KapToyka aobasneHHoW rpynnbl (0. 2.1.2),
KoTopasa OyAeT BKAoYaTb BCe YCTPOWCTBA, YA0BAETBOPAIOLLME 3a4aHHOMY KpUTEPUIO.

g'! MYNBTATENANT MOMMTOPHNI

O Haspanne, xovnerTapes T 1

YNPABRNEMAE ADMAHUCTPUPOBANME

YOCTPOMCTBA MONL30BATEMM NOITATAKK CUEHAPUM DAANL NPHNOXEHHUSA

¢ Coapanue AnnaMuuecxoR rpynnsl yerpodcTs

CBR3IKN XJuOMEN

bn

.n
¥

i O

Tabnunua 28

PucyHok 53

MapameTp

3Ha4yeHue

CTaTyc yCTpOMCTBa

YCTPOWCTBA;

Bbi6Op 3HAYEHMS M3 PACKPbIBAOLLErOCA CMMCKA:
— «AKTMBMPOBAHHbIE» — B AUHAMMUYECKYIO rpynny byayT
aBTOMATMYECKM NoNaaaTh BCE aKTUBMPOBAHHbIE

— «He aKTMBMPOBaHHbIE» — B AUHAMMUYECKYIO TPYMMNY
6yayT nonaaaTb BCe HE aKTMBMPOBAHHbIE YCTPOMCTBA

Mopaenb yCTpONCTBa

CMnMnCKa

BbibOp MOAEenn yCTPOMCTBA M3 PACKPbIBatOLLEroca

80




— ] OTKPBITARA
PyKkoBOACTBO nonb3osaTens. YacTb 3 _J ey
MNapameTp 3HayeHne
Mnatdopma ycTpoiicTsa BbI6Op 3HaUYEHMA U3 PacKPbIBAIOLLErOCA CNCKa:
— ABpopa;
— Android;
— Linux

Tun ycTponcTBa

Bbibop TMNa yCTPOMCTBA M3 PaCKPbIBAtOLLErOCA CMMUCKA:
— [lnaHwerT;

— KIK;

— CmapTdoH;

— Hewns3BecCTHbIN TMN YCTPOMCTBA;

— MK

Ob6bem KecTK1X ANCKOB.
BHUMAHMUE! JaHHbIn napameTp
aKTyaneH ANna yCTPONCTB

OC cememcTBa Linux

[ns BBOAA 3HAYEHMIM HaXKaTb KHOMKY «[lManasoH».
YKa3aTb 06beM KEeCTKOro AMcKa yCTPOMCTB B GopmaTe:
— «OT» (MuB);

— «Jlo» (Mub).

MPUMEYAHUE. BepxHaa rpaHnua «/Jo» He BKAOYaETCS
B MHTEpBa.

Mpn HEOBXOAMMOCTM MOXKHO A0DaBUTDL eLle OAMH
AManasoH C ApYrMM MHTEPBAIOM, HaXKaB Ha KHOMKY
«dnana3oH». MNpn 3TOM AMana3oHbl B KPUTEPUN He
NO/MKHbI NepecekaTbea. [1aa yaaneHma amanasoHa
HasKaTb Ha 3HauoK O «YOanute»

Obbem onepaTUBHOM NAMATU.
BHUMAHMUE! JaHHbIN napameTp
aKTyaneH ANna YyCTPONCTB

OC cememctsa Linux

[lna BBOAA 3HAYEHMI HaXKaTb KHOMKY «/JMana3oH».
YKa3aTb 06bem onepaTMBHOM NAaMATU YCTPOMCTB B
bopmare:

— «OT» (Mub);

— «J1lo» (Mub).

MPUMEYAHMUE. BepxHaa rpaHmua «[1o» He BKAtOYaeTca
B MHTepBa.

Mpn HeobXoAMMOCTM MOXKHO A0DaBUTL ellle OAMH
[ManasoH C APYrMm MHTEPBAZIOM, HaKaB Ha KHOMKY
«[lnanasoH». Mpun 3TOM AMana3oHbl B KPUTEPUN He
[OMKHbI NepeceKkaTbea. [1na yaaneHma amanasoHa
HasKaTb Ha 3HauoK O «YOanute»

Konmn4ecTtBo NpoLecCopHbIX
anep.

BHUMAHMUE! NaHHbIn napameTp
aKTyasieH ANna yCTPOMCTB

OC cemewmctsa Linux

[lna BBOAA 3HAYEHMUI HaXKaTb KHOMKY «/Mana3oH».
YKa3aTb KOMYECTBO NPOLLECCOPHbIX AZEP YCTPONCTB B
dopmare:

— «O1»;

— «Jlo».
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MNapameTp

3HayeHue

MPUMEYAHMUE. BepxHaa rpaHmua «[1o» He BKAKOYaeTcA
B MHTEpBa.

Mpn HEOBXOAMMOCTM MOXKHO A0DABUTDL eLle OAMH
AMaNasoH C APYrMM MHTEPBA/IOM, HAXaB Ha KHOMKY
«[Ananason». [1pn 3TOM AManNa3oHbl B KPUTEPUM He
OOJ/IKHbI nepecekaTbea. [na yaaneHua amanasoHa
HayaTb Ha 3Ha4YoK O «Y0anutb»

CeTeBO€e MMA KOMMbIOTEPA.
BHUMAHMUE! JaHHbIn napameTp
aKTya/sieH AN1A yCTPOMCTB

OC cemenmcTsa Linux

BBecTu ceTeBoe MMA UM MACKy CETEBOTO MMEHMU
KOMMblOTEPa, KOTOPOE A0/IKHO COAEPKaTb XOTA Dbl
OZIHY DYKBY UM LIMPPY, M MOXKET BKAOYATb OYKBbI A-Z,
undpbl 0-9, neduc (-), 38e3404KM (*) 1 TouKM (.).
MaKcmmanbHaa aanHa 253 cumBoOAa, a AJIHA OT
Haya/la CTPOKM [0 NepBOM TOYKN HE AOKHA
npesblWwaTtbh 63 cMmBoONa.

Ecnm HeobXxoaMMO BBECTM MACKY CETEBOrO MMEHM,
Heobxo4MMO OrpaHMYNTL ee 3Be3404K0M (*) B Havane,
BHYTPU M/WUM B KOHLLE YaCTW CETEBOTO MMEHM.
NMPUMEYAHUE. BOo3MOKHO BBECTM HECKO/IbKO CETEBbIX
UMEH U/UNN MaCOK CETEBOTO MMEHW KOMMbOTEPa

Pe3ynbTaT BbINOAHEHMA CKPMNTA.
BHUMAHMUE! JaHHbin napameTp
aKTyaneH Ana yCTPOMCTB

OC Android n OC cemeincTsa
Linux

[1ns BBOAA 3HAYEHWIM HaXKaTb KHOMKY « CKpUNTY.
3anosHUTb NOMA:

— «lyTb K CKPUNTY» — BBECTU MYyTb CKPUMTA, KOTOPbIN
OyaeT BbINOSIHEH HA YCTPOMCTBE NOC/AE AOCTABKM;

— «Pe3ynbTaT  BbIMOAHEHWA  CKPMMATa» BBECTM
OXMA3aeMbI  pe3ynbTaT  BbIMOAHEHMA  CKPUMTA.
Pe3ynbTaT BbINONHEHWA CKPMNTA nepeaaeTca, ecnan B
dann  ckpunta Obina  gobaBneHa  nepemeHHasn
OMP SCRIPT RESULT FILE. Bonee noapobHas
nHdbopmaumn npeacTaB/aeHa B NPUIOKEHNM
(Mpunoxenune 3).

Mpn HeoHX0AMMOCTN MOXKHO A06aBUTL elle OaMH
CKPMNT, BbINO/HMB LWaru NpuBeAeHHbIE BblLLE.

[ns ynaneHma CKpunTta M3 KpUTepma HaxkaTb Ha 3HAYOK
O «YOanntb»

IP-agpec ycTponcTea

[na BBOAA 3HAYEHMIN HaXKaTb KHOMKY «/lMana3oH».
YKa3zaTb MHTepBan IP-anpecos:

— «HavanbHbIN agpec»;

— «KOHeuHbIN agpecy.
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MapameTp 3HayeHune
MPUMEYAHUE. KoHeuHbIh aapec He BKAKOYAEeTCA B
NHTepBan.

Mpn HEOBXOAMMOCTM MOXKHO A0DABUTDL eLle OAMH
AMaNa3oH, HaXKaB Ha KHOMKY «/lnanasor». [pur atom
AMana3oHbl B KPUTEPUM HE A0/1IKHbI NepeceKaTbCA.
Ona yonaneHna anmanasoHa HaxaTb Ha 3HAYOK

O «Ynanutb»

[NMpounssoanTenb Ha3BaHMa Nnpon3BoanTENda YCTpoMCTBa. BBOA 3HaYeHMA
C KNaBMaTypbl.

MPUMEYAHUE. Bo3MO*KHO BBECTM HECKO/IbKO
npon3BOANTENEN

2.2.3. [lobaBneHue yCTPOMCTB UM TPYNMbl YCTPOUCTB € NomoLLbio CSV-panna

[NobasneHne n 0bHOBNEHME YCTPOMCTB UAKM TPYNN YCTPOMCTB, a TaKKe NPUBA3Ka
YCTPOMCTB K rpynne B KoHconn agMmmHucTpaTtopa (MY, MOXKeT BbIMOAHATLCA C MOMOLLbIO
NoAroToBAEHHOro wWwabnoHa MMNopTa YCTPOMCTB, KOTOPbIM MNpeaocTaBAseTca B BuAe
CSV-danna.

2.2.3.1. WabnoH CSV-dpainna

CSV-daiin BO3MOXKHO CO34aTb BPYYHYHO MM CKavaTb M 3aMNONHUTL WabAOoH.

[na 3arpy3ku wabnoHa CSV-paina HeobXoaAMMO BbINONHUTL CeAyoLLne AeNCTBUSA:

— nepenTn B noapasaen «YCTponcTea» pasaena «YnpasieHne;

— HaXKaTb KHOMKY «/106aBUTbY;

— B pacKpbiBatOWEMcs crnmcke Bblbpatb  NyHKT  «[obaButb 1n3  CSV»
(cm. PucyHok 50);

— B OTKPbIBLIEMCA OKHe HaskaTb «LlabnoH .CSV *» (PucyHok 54), B pesynbraTe
wabnoH damna gna mmnopta Oyaet BbiIrpy)keH Ha IBM. TpeboBaHMA K 3aMONHEHMUIO
CSV-dpannos npuseaeHsbl B Tabaunue (Tabamua 29).
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Waanoprt yerponcrs na anna CSV

m
1 O

Dopmar CSV ) OuMOOs | ’ &l

Ocobuio yCNoums MMNIopTHRORaMNR

PucyHoK 54

MNpumep 3anonHeHHoro CSV-dpanna:
GROUP, IMEI, IMEI, SN, ETHERNET MAC,WLAN MAC,MODEL CODE, PLATFORM, COMMENT, STRATEGY
T'pynna 1,352132035783492,, 6abcdgl,, ,MIG C55, AURORA, KommMmeHT 1
T'pynna 2,350408012241197, ,4gghdb6,,,MIG C55, AURORA, KoMmMeHT 2

TakKe BO3MOXHO 3anonHnTb CSV-dain B TabnnyHom suae (PrucyHok 55).

MNpumep:
GROUP  IMEI IMEI SN ETHERNET_MAC WLAN_MAC MODEL_CODE PLATFORM COMMENT STRATEGY
fpynnal 352132035783492 6abcdgl MIG C55 AURORA  KommeHT 1
fpynna 2 350408012241197 4gghdb6 MIG C55 AURORA  Komment 2

PncyHok 55

MPUMEYAHUE. Mpn Bonblumx 3HaYeHuax yncen (Hanpumep, IMEI) Heobxoammo
BbIOpaTb YNC/IOBON GOPMAT AYENKM M KOSIMYECTBO AECATUYHbIX 3HAKOB, paBHoe 0.

®aiin ana umnopTa A0IXKEH COOTBETCTBOBATL C/ieaytolmm TpeboBaHUAM:

— pa3mep panna He gomKeH npesbiwatb 400 MbB. [ina nmnopTa dannos bonbLiero
pasmMepa pekoMeHayemas CKOPOCTb NOAKAYeHMA K ceTn MHTepHeT 100 MbuT/cek 1 Bbille.
Ecnn ckopocTb nogkatodeHns K cetn MHTepHeT meHee 100 M6buTt/cek, pekomeHayeTcs
pa3aennTb Gana Ha HECKOIbKO YacTel 1 3arpyxaTb UX Noo4YepeaHo;

— ¢dopmat dparna — .csv;

— KoaupoBska darna — UTF-8.

MPUMEYAHMUE. CkavaHHbih WwabnoH CSV-danna mmMmeeT HyKHblM dopmaT W
KOANPOBKY;

— nepBas CTpoKa dalna A0MKHA COAeprKaTb Ha3BaHWA MONEN C pPa3aeNUTenem
(Hanpumep, " GROUP,IMEI,IMEI,SN,ETHERNET _MAC,WLAN_MAC,MODEL_CODE,PLATFOR
M,COMMENT,STRATEGY").
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NMPUMEYAHUE. Tocne ctonbua COMMENT  moxeT ObiTb  gobasneH

HeobA3aTenbHbIM cTonbeu, STRATEGY. OH 3anonHAetca ecam HeobxoAMMO YyKas3aTb
CTpaTernto ANa KOHKPEeTHOMW CTpoKkM (nn. 2.2.3.2). CTpaTerma B CTPOKE MOXKET OTAMYATLCA OT
OCHOBHOW BbIOpaHHOM 1 ByaeT ABNATLCA NMPUOPUTETHON.

Pasnenutens ans Bcex nonen danna onpeaensetca no nepson CTpoke. B kayecTse
pasgenuTenei MoXeT MCNoNb30BaTbCA N0O0M cumBO, Kpome: \r, \N 1 CMMBONA 3aMEHbI
Unicode (OxFFFD). Ecnn B KayecTBe pasaenmutens UCnonb3ytoTcs BYyKBbl, TO OHU A0MKHbI
3aK/IH04ATLCA B KaBbIYKM, HANpUMeEpP: «a».

OnucaHune Tpe6OBaHMl\/J1 K 3Ha4YeHMAM MNapaMeTpoB TMnpunBeaeHbol

(Tabnunua 29).

B Tabnuue

Tabnnua 29
MNapameTp OnucaHue lNpumevaHue
GROUP Ha3BaHmMe rpynnbl YCTPOMNCTB. MNapameTp obszaTeneH ana

Copep»ut ot 2 00 64 cMMBONOB

3ano/IHeHUA, Npu:
— CO34aHUK rPynMbl YCTPOWNCTB;
— NPUBA3KE YCTPOMCTB K rpynne

IMEI

MeKayHapoaHbIM
NAeHTUGUKATOP MOBUABLHOTO
obopyanosaHumA.

[omkeH coaeprkatb 15 undp

[lonycTnmo ncnonb3osaTh He bosee
10 Takmnx napameTpos.

MapameTp obA3aTeneH Ans
3aMNOJIHEHMA, €CN HE 3aMN0/THEHbI
apyrme naeHTMOUKaTopbI.
NMPUMEYAHMUE. Ecan Ha ycTpomcTee
nop ynpasneHmem OC Aspopa mau
OC Android none IMEI He
3aMo0JIHEHO, TO NOC/Ie YCMNeLIHOM
aKTuBauum 3HavyeHme IMEI
0TO0bOPa3nTCA B KAPTOUKe YCTPOMCTBA
aBTOMATUYECKM

SN

CepuitHbIN HOMEP, KOTOPbIN
NPUCBOEH YCTPOMNCTBY
NPOU3BOANTENEM.

Copeput ot 1 oo 20 cumBoNOB

J1onycTmo Mcnonb3oBaTb TONbKO 1
TaKOM NapameTp.

MapameTp obA3aTeneH Ans
3aMNOJ/IHEHMA, €C/IN HE 3aMOJIHEHbI
apyrve naeHTMduKaTopbl

ETHERNET_MAC

MAC-agpec Ethernet
YCTPOMCTBA.

CoAep*1T 6 nap CMMBOJIOB,
pasfeneHHbIX 4BOEeTOHNEM

[lonycTMmo Mcnonb3oBaTb He Honee
10 TakMXx NapameTposB.

MapameTp obazaTeneH anq
3aMNOJIHEHWA, €CIN HE 3aMN0JIHEHbI
apyrue naeHTMOUKaTopbI
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MNapameTp OnucaHue NpnumeyaHme
WLAN_MAC MAC-agpec WLAN yctponcTea. |[onycTtMmo ncnonb3oBaTb He bonee
Coaep*nT 6 Nnap CMMBOJIOB, 10 Takmx napameTpos. [NapameTp
pa3feNeHHbIX ABOETOUYNEM, obA3aTeneH Ann 3aN0NHEHWA, eCn
Hanpumep: «00:aa:00:00:a0:00» |He 3anonHeHbl gpyrmue
NAeHTUOUKATOPbI.
NMPUMEYAHMUE. Ecnn Ha ycTpomcTee
nopa ynpasneHnem OC Aspopa mau
OC Android none MAC WLAN He
3aM0/IHEHO, TO NOC/Ae yCneLwHOom
aKTMBaumm 3HavyeHne MAC WLAN
0TOOPA3nNTCA B KAPTOYKE YCTPOMCTBA
aBTOMATUYeCKM
MODEL_CODE Mogaenb ycTpomncTaa. MapameTp He obA3aTeneH ans
Comep*ut 4o 255 cmmeoioB 3ano/IHeHuA
PLATFORM OC ycTponcTaa. MNapameTp obszaTeneH ana
JocCTynHble 3HaYeHUA: 3aMno/IHeHKA
— AURORA;
— ANDROID;
— LINUX
COMMENT [ononHutenbHaa nHbopmauma |MapameTp He obA3aTeneH Ans
K YCTPOWMCTBY. 3aMnoIHeHNA
Conep*ut 4o 512 cumeonoB
STRATEGY [MpaBunno paspelleHna MNapameTp He obszaTeneH ana

KOHOAMKTYIOLLMX 3aMMUCEN.
[locTynHble 3Ha4YeHumA:

— SKIP WM S — B pe3y/bTaTe
KOHQAMKTYOLW,AA 3anNnCb He
byaeT nepesanuncaHa. Ecan
dain coaepKUT HECKObKO
OAMHAKOBbIX 3anncei 06
YCTPOMCTBE, HO C Pa3HbIMM
rpynnamu, To 6yayT co3aaHsi
BCE CBA3M YCTPOMCTB C rpynnamm

n3 danna;

— REPLACE WM R — B
pesynbTaTte KOHOAMKTYOLLLASA
3anucb OyaeT nepesanuncaHa.

Ecnn dainn conepmut HECKONBbKO
OAMHAKOBbIX 3anucem 06

3aM0/IHEHMA.
MapameTp nmeeT NPUOPUTET NO
CPaBHEHMIO C MPaBUIOM
pa3pelleHna KOHGNKTOB,
BbIOPaHHbIM B OKHE HACTPOMKM
MMNopTa
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MNapameTp OnucaHue NpnumeyaHme
YCTPOMCTBax, HO C pPa3HbIMM

rpynnamm, To yCTPOMUCTBO byaet
OTBA33aHO OT BCex Trpynn, B
KOTOPbIX OHO COCTOSNIO paHee B
CMCTEME W MPUBA3AHO KO BCEM
roynnam ms ¢arnna

2.2.3.2. [1obaBneHue yCTPOMCTBA UM TPYNIMbl YCTPOMCTB ¢ nomoLlbio CSV-dpaiina

Ana

MMMNOPTa YCTPOWCTB,

nx rpynnsel N CBA3U

c rpynnamu B KoHconwu

dAMUHUCTPATOpPA rny HeO6XO,£I,l/IN\O BbINOJ/IHATL Caeaytroumne ,EI,eVICTBl/IFIZ

— NOAroTos

B
(cm. PucyHok 50);

ntb CSV-dann ana umnopta (nn. 2.2.3.1);

CNUCKe  BblOpaTb

MYHKT

nepenTy B Noapasaen «YCTponcTea» pasaena «YnpaBneHme;
HaXaTb KHOMKY «/106aBUTbY;
pacKpblBatoLLLEeMCA

«dobasutb 13 CSV»

— B OTKPbIBLIEMCA OKHE 3a4aTb 0cobble YyCnoBWMA MMMNOPTa, NPUBEAEHHble B
Tabnmue (Tabnanua 30);

Tabanua 30
HanmeHoBaHwne
o OnucaHue [pumeyaHue
nonewu
Ecav ownbrm B |Bbibop npaBuia MmnoptMpoBaHua (ecan |B none coaepuTca
pacnosHaBaHuu |CSV-dain byaet coaepkaTb OWNOKM) M3 |NOACKa3Ka, AOCTYNHas AN

PaACKpPbIBAOLLLErOCA CMMCKa
(PucyHok 56 [1]):

— [peKpaTuUTb UMNOPT U BEPHYTL ¢aiin ¢
OnUcaHMeM OWMBOK — Npu 0OHapPYHKEHUM
oWwmnboK byaeT OCTaHOBAEH MMMOPT U
cbopmmpoBaH dpaln c nepevymncieHmem
HEKOPPEKTHbIX CTPOK M yKazaHMeM
NPUYMH OLLINDOOK;

— MpoAoNXKUTE MMNOPT U BEPHYTL ABa
dalina c owwmbramm n 6e3 — nmnopT
NPOAOIKNTCA C KOPPEKTHLIMM 3aMUCAMM,
1 Nocse ero 3aseplueHuna byayt
chopmmpoBaHbl 2 pakna:

e dalln c nepeymcneHmem
HEKOPPEKTHbIX CTPOK M yKa3zaHMEM
NPUYMH OLINDOK;

NMPOCMOTPA HaxKatnem

snauka O, B pesynbTaTte
0TOOPaA3NTCA TEKCT
NOACKa3KM Cneayrowero
coaepKanuma: «lpwu
3aBepLIeHNM MMNopTa
cucTema npeaocTaBuT 2
dalna: CNMCOK CUCTEMHBbIX
coobuleHmin 06 owmnbrax
pacno3HaBaHKWA 1 HKypHan
yCcrnewHo
MMMNOPTUPOBAHHbIX
YCTPOWNCTB»
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HanmeHoBaHuUe
nonewu

OnwucaHue

[pumeyaHue

e baln c ykazaHMem ycnewHo
MMMNOPTUPOBAHHbIX YCTPOMCTB

Ecnn HanoxeHue
3anucen

Bbibop npaBmia paspelleHuns
KOH®IMKTOB NPM MMNOpPTE U3
PACKPbIBAOLLErOCA CNMCKA

(PucyHok 56 [2]):

— WrHopupoBaTb HOBYIO 3aMUCBb,
OCTaBMUTb CTapylo — B pe3y/ibTaTte
KOHPAMKTYOLWME 3anmcn He byayT
nepesanucaHbl. Ecnn dan conepnt
HEeCKO/IbKO OAMHAKOBbIX 3anucei 06
YCTPOWCTBAX, HO C Pa3HbIMM rpynnamum,
TO OyAyT CO34aHbl BCE CBA3M YCTPOWUCTB C
roynnamm ns ¢panna;

— [lepe3sanucbiBaTb HOBYIO CTPOKY NOBEpX
NpeXHen — B pesyibTate
KOHPAMKTYtOWMe 3anmcu byayT
nepesanucaHbl. Ecam ¢pann coaeprut
HECKO/IbKO OZIMHAKOBbIX 3anuncen o6
YCTPOWCTBE, HO C Pa3HbIMK rpynnamu, To
yCTPOMCTBO DByaeT 0TBA3aHO OT BCEX
rpynn, B KOTOPbIX OHO COCTOANO, U
NPMBA3aHO KO BCEM rpynnam m3 ¢pamnna.
MPUMEYAHMUE. Ecnun B CSV-daiine
3anosHeH ctonbel, « STRATEGY»,
NpaBMAO paspelleHna KOHPANKTOB 13
3Toro ctonbua byaer UMeTb NPUOPUTET
Ha/, yKa3aHHbIM NPaBMAIOM Mpw
HacTpoiKe nmnopTa. Mpouecc
3anonHeHuma CSV-daiina npmeeneH s
nn.2.2.3.1

NmnopTt
YCTPOWCTB B

roynny

Bbibop npaBmna gobasneHms
MMMNOPTUPYEMbIX YCTPOWCTB B FPynmbl 13
PaCKpPbIBaOLLLErocA CrmcKa

(PucyHok 56 [3]):

— ABTOMaTUYECKM CO34aTb HOBYLO rpynny
C BpEMEHEM U A3TOM MMNopTa — B
pe3ynbTate byaeT co3aaHa HoBaA rpynna

B none coaepxuntca

NoJCKasKa, 4OCTynHasa aas

NPOCMOTPa HaxKaTnem
snauka @, B pesynbTate
0TOOpPaA3NTCA TEKCT

NOACKA3KM cneaytoLlero

cogepaHus: «B npouecce
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HanmeHoBaHue
o OnucaHue [pumeyaHue
nonewu
ycTporcTs (¢ Tnom 1 «Ipynna MMMNOPTa CMCTEMA MOXKET

YCTPOWCTB»), B KOTOPYIO DYAyT BKAKOYEHbBI |MOMELLATL BCE YCTPOMCTBA B
BCE MMMOPTUPYEMbIE YCTPONCTBA. ECAM B |0AHY M3 MMEIOLLIMXCA rPpynn
CSV-¢daine ykazaHa rpynna (3Ha4eHne B |MAM CO34aTb HOBYO»
cTtonbue «GROUP»), To Takoe yCTponcTBO
OyaeT BKAHOYEHO B HOBYHO rpynny 1 B
yKa3zaHHyto B Ganne rpynny;

— He cospgaBsatb rpynny — B pe3yibTaTe
ycTponcTtea byayT Aob6aBAeHbl TONbKO B
rpynnbl, ykasaHHble B CSV-paline;

— BobIbpaTtb rpynny 13 MeroLWnxca —
TpebyeTca BbIOpaTh M3
PACKPbIBAOLLLErocsA CrMCcKa rpynny, B
KOTOPYO HEOBXOAMMO BKAKOUNTD
ycTpomcteo. Ecnm B CSV-panne ykasaHa
rpynna (3HaveHue B ctonbue « GROUP»),
TO YCTPOMCTBO ByAEeT BKAOYEHO KakK B
rpynny, ykasaHHyto B panne, Tak 1 B
rpynny, BbiI6paHHytO Ha 3TOM Lware

—

PncyHoK 56

— Nanee HeobxoaMmo 3arpy3nTb CSV-dann oaHMM 13 cnocobos:
e nepemectutb CSV-dainn B 061aCTb 3arpysKu;
® Ha)KaTb KHOMKY «3arpysutb ¢ann» (cm. PucyHok 56 [4]) ¢ nocneayrowmm
BbIDOpPOM Paina Ana MMNopTa;

— B pe3synbTaTe byaeT 3anylleH MMNopT ycTponcts m3 CSV-daina n otobpasmtca
LWKana 3arpy3ku MuMmnopTa.
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Ecnm 3anonHeHHbIN dain Obin 3arpy*KeH KOPPEKTHO UK Garn coaepKan oWnbKK,
HO NpPW 3TOM B 0CODbIX YCNIOBUAX MMNOPTUPOBaHMA Bbina BbibpaHa onuma «MpoaonKnTb
MMMOPT M BepHYTb 2 dalina ¢ owmnbkamm 1 6e3», umnopT OyaeT 3asBeplieH. B okHe ¢
pesynbTaTamM MMMOPTa LWKana 3arpy3ku umnopta OyaeT 3anonHeHa A0 KOHUA

(PucyHok 57).

MmMnopT ycTpoicTe ua paitna CSV

Wmr umnoptupyemoro daitna .csv  devices.csv

Pasmep meHee 400 MbB / 3aronoeku cTonbuos 6 [loaroToska danna ana umnopta 3
Kogupoexka UTF-8 ( Crpoku 2 HacTtpouku umnopta Ha 1 ware (3

Qopmar CSV g Beero ownbok 0 Wabnox .CSV &,

Ocobbie ycnoBms UMNOPTUPOBAHUA

Ecnu owmnbku B pacriosHaBaHum (O]

Ecnu HanoxeHue 3anucein @

MMNopT yCTponcTs & rpynny ® Mpynna: imporl_device Aug 26 13:22:50 (3

WUmnopT 3aBepLueH
Owndok He HanaeHo

YCTPOUCTE CO3AEHO
pynn w3 daitna cozgaHo

Ces3ew ¢ rpynnamuv n3 ganna cozpado 2

3AKPBITH

CNnMCoK MMNOPTUROBAHHBIX YCTPOWCTE ValidDevices (.csv, 307 Bai1) &

Crncok cTpok ¢ ownbkamm —

o

OBwmin oT48T 06 uMnopTe mportReport (rtf, 2712 K &,

PucyHOK 57

Ecnn 3anonHeHHbIn Gann Obin 3arpykeH HEeKOPPEKTHO M Npu 3TOM B 0CODbIX
YCNOBMAX MMMOPTUPOBAHMA Oblna BbibpaHa onuma «lpekpaTUTb MUMNOPT M BEPHYTb ann ¢
onumcaHmem ownbok», UMNOPT ByAeT OCTaHOBAEH. B OKHe € pe3y/nbTaTaMm MMNOPTA LWKaaa
3arpyskn MmnopTa ycTponcTs byaeT npepBaHa Ha 3Tane, rae 6bviam obHapyKeHbl OWMBKM

(PncyHok 58 [6]).
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MOBWNBHAR
PykoBOACTBO no/sb3oBatend. Yacts 3 I MNATGOPMA
WUmnopT ycTpoicTe U3 ¢pauna CSV X
Wma vmnopTrpyemoro ¢anna :svl devices_with_error2.csv }— 1
Pasmep menee 400 MB 3aronoeku cTonbuos Jil Bka $paina gna umnopta B
Kopvposxa UTF-8 2 Crpokn 3 HacTponxu umnopTa 1ware (3 - 4
®@opmat CSV Bcero ownbok HEL sV 4
Ocobbie yCnosua UMNOPTUPOBaHNA
Ecnm owmnbky 8 PICNO3HABAHWN v @ |- 5
Ecnun Hanoxerwe 3anucein O]
1
I'lpouecc OCTaHOBNEH 47
Owmnbku pacno3HaBaHua yCTPOWCTB
=7 ‘
|- | ! ' 1 + |
B dopmar 1 8 —
YcTpoicTs co3naHo 0 Cnucok cTpok 6e3 ownbox ValidDevices (.csv, 183 bairt) &
Fpynn n3 daina coanano 0f=9 Cnucok CTPox ¢ owmbramu ErrorD Bait) & ™ 1 0
Cesi3eit ¢ rpynnamsm ua $aina co3nano 0 O6wmit oTvET 06 umnopTe mportReport (rtf, 26.33K6)

PncyHok 58

B OKHe C pe3ynbTaTamM MMMNOPTa YCTPOMCTB oTobpakaeTca crneaytollan
MHbOpMaLMA:

— HasBaHuWe umnopTtupyemoro darna (cm. PucyHok 58 [1]);

— COOTBETCTBME MMMNOPTMPYyemoro dalna pasmepy, KOAMPOBKe © dopmaty
(cm. PucyHok 58 [2]);

— KO/INYEeCTBO CTONDOLOB BCEX MMMNOPTUPYEMbIX CTPOK M owmnbok B dakne
(PncyHok 58 [3]);

— ccblikn (cm. PucyHok 58 [4]):

e [loarotoBka ¢aina ana UMNopTa, Npu HaxkaTuM Ha KOTOPYl Npousonaer
nepexod, Ha CTaTblo CMPaBKKM, OMMCbIBalOLWLytO TpeboBaHMA W MNPOLLECC MNOATOTOBKM
CSV-dpainna ana umnopTa yCTPOMCTB;

e HacTpoilku uMmnopTa Ha 1 ware, nNpu HaXaTMM Ha KOTOPyt Mpou3onaer
nepexo/, Ha CTaTbo CNPaBKM, ONMCbIBAIOLLYIO LWark MMMNopTa;

o LWabnoH .CSV, npu HaxaTUM Ha KOTOPYH NMPOM30MAET CKaymBaHMe wWabnoHa
CSV-dpanna ana umnopTa yCTPOMCTB;

— 0ocobble ycn0Bus MMNopTUpoBaHma (cm. PrucyHok 58 [5], cm. Tabaumua 30);

— WKana nporpecca nmnopTa (cm. PucyHok 58 [6]);

— coobuleHme 0 3aBepLIEHNN MMNOPTa AW NPEPbLIBAHUX NpoLLecca 1M3-3a OWNHOoK
(cm. PucyHok 58 [7]);

— rpaduyeckoe pacnpeaeneHme ownboK No ctonbuam napameTposB MmnopTa (npu
OOHapy*KeHnu ownbok) (cm. PucyHok 58 [8]);
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— KonmyectBo A06aBNEHHbIX YCTPOMCTB, TrPynn YCTPOWCTB W WX CBA3EWN
(cm. PucyHok 58 [9]);
— CCbIJIKM Ha CKayMBaHMe oT4eToB (cm. PucyHok 58 [10]):
® OTYeT CO CMUCKOM MMMNOPTUPOBAHHbIX yCTPONCTB. PopmaT oTyeTa — .csv;
® OTYeT CO CMUCKOM OLWMDOK, ONMCaHNEe KOTOPbIX NPUBEAEHO B Nnoapasaene 5.2.
dopmaT oT4yeTa— . csv (NP OTCYTCTBMM OLLMOOK B UMNOPTUPOBAHHOM daliie AaHHbIN OTYeT
He byaeT cGOPMMPOBaAH);
e OoT4yeT c 0buwen nHdopmaumen od nmnopte. PopmaTt oTyeTa — . rtf.
OTcneamTb NPOUECC BbIMOMHEHMA MMMNOPTA TaKXKe BO3IMOXKHO B OKHE «[1poL.ecchbi»
noapasaena «MHAMKaTopbl» pasgena «MoHUTOpPUHI». bonee noapobHaa MHPopmauma
npuBeaeHa B noapasaene 3.
[Ona nosBTopHOM 3arpy3kn CSV-panna HeobXoAMMO HaxKaTb KHOMKY «K Havany
3arpy3Kkm».

2.2.4. [lobaBneHue npurnaleHns Ha CaMoCTOATE/IbHYIO PErMcTpaL/mMio YyCTPOMCTBA

[Ons nobaBneHna nNpurnaleHnsa Ha CaMOCTOATENbHYIO PErncTpaumio YCTPONCTBa
HeobxoAMMO nepenTn B noapasaen «YCTpPoncTBa» pasaena «YnpaBieHMe» 1 BbIMONHUTb
O[1HO M3 CneayoLmnX AeNCTBUM:

1) Haxatb KHoMKy «[Jo6aBuTb», B PACKPbIBAKOLWIEMCA COUCKE BbIOpaTb MYHKT
«[106aBnTb NpurnawieHmne» (cm. PucyHok 50);

2) MNepeTM B CNUCOK MNPUrAalWIeHW, HaxXKaB Ha KHOMKy «[llpurnaweHna»
(PucyHOK 59), n Ha oTobpasmBLUENCA CTPaHMLUE HaxaTb Ha KHOMKy «/1obaButb
npurnawexue» (PucyHok 60).

53 MYNBTUTEHANT MOHHTOPYHT VIPABRNEMAE ALIMMHWC TPHPCRANKE ®
TPOACTOA  NOMB3OBATEAM  NOMATAXM  CUEHAPMM  QAANBL  NPWNIOXEHKA  DMTPHHBE  CBAIKM KINOYER
+ Hosusia Sunsrp v
Halbopet dunerpos v
- @
v >
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(|
@
- @
PucyHok 60

B pe3ynbTaTe B 0TOOpasmnsLemcsa okHe (PucyHok 61) HeobxoaMMOo 3aN0NHUTb NONS:

— «HasBaHune». BBoa 3HayeHWA ¢ KnasumaTypbl. MoxeT coaepxkatb oT 1 ao 50
CMMBO/10B;

— «JITAMUT Nepencnonb3oBaHM B CYTKM». BBECTM MaKCMManbHOEe KOAMYECTBO
Nepencnonb30BaHMn NPUrAalWeHna AnA MNOBTOPHOM aKTMBAUMKU YCTPOWMCTBA B CYTKW.
Konnyectso nepemncnonb3oBaHMii CYMTaEeTCA A1A OAHOMO YCTPOMCTBA M €C/IN OHO NPEBBLICUT
334aHHbIM MMUT, TO NOBTOPHAsA aKTMBALUMA YCTPOMCTBA C MOMOLLbID MPUIAALIEHNA B
TekyllMe CyTKM He cpaboTaeT. Ha cneaylolme CYyTKU CYETYMK MepeakTUBauMin and
ycTponcTea cbpacbiBaeTca. IMmuT moxkeT 6biTb 0T O 20 1000000. B caydae O ncnonb3oBatb
npurnaweHme ans NOBTOPHOM aKTMBALMKM YCTPOMCTBA DyAeT HeNb3A.

Coanamne NpUrAILIeHHR

HacTpodws WLAN I

HBCTROMKI 4acoBe0ro NoACa B

PucyHok 61

NMPUMEYAHMUE. 1ns OC Android B npurnalleHnmM Ha CAaMOCTOATEIbHYO PErNCTPALMIO
YCTPOWMCTB BO3MOXHO A0MNO/IHUTE/IbHO YKa3aTb:

1) Cetb WLAN (PrCcyHOK 62), K KOTOPOM YCTPOMCTBO aBTOMATUUYECKM NOAKIOUMTCS B
npoLecce CaMoCTOATENbHOW perncTpaunmn. [Ans sToro HeobxoaAMMmo:

— nepesecTu nepekatovatTens «Hactpokn WLAN» B nosoXKeHMe «BKAOYEH»;
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— Bnone «HassaHme ceTn (SSID)» BBECTM Ha3BaHKMe becnpoBoaHOM ceTu (Service Set
Identifier) ons noakntoyeHuna. MapameTp obA3aTeneH AnA 3an0AHEHUS.
— C nomoupto nepekntodatena «CKpbITas CeTb» YKal3aTb TPAHCAMPYETCA M
Ha3BaHWe ceT WLAN.epeKkntoyaTenb N0 YMONYAHNIO BbIK/THOYEH.
— B packpblBatoLEeMcs cnmcke «be3onacHoCTb» HeEObX0AMMO BbIOPATb TEXHONOTMIO
6e3zonacHocTh ceTn WLAN:
e \WEP (BbIOpaHO NO yMONYAHMUIO);
o WPA.
— B none «[laponb» BBectM naponb cetn WLAN. NapameTp obsszaTeneH ana
3aN0HEHMUSA.

Coigasme Npwrnawesws

............ e

PrcyHoOK 62

2) Yacosoi noAac (PucyHoK 63), KOTOpbIM aBTOMaTM4ecku OyaeT ycTaHOB/EeH Ha
YCTPOMCTBE B NpOLEecce CaMOCTOATENIbHOM pernctpauynmn. ns sToro HeobxoaMmo:

— nepeBecTn nepekaovaTens «HaACTPOMKM 4acoBOro noAca» B MNOJIOKEHUE
«BrtoyveH»;

— B PaCKpbIBalOLWEMCA CNMCKe «HacoBoM NoAC» BbIOPATb HYXKHbI YacoBom noAc. Mo
yMOJlYaHMIo BblbpaH4acosor nosac Mocksa (GMT+03:00).
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Coapanme npurnawesmns

......... o

PucyHok 63

[Mocne BbINONHEHWUA YKa3aHHbIX AENCTBMN HEOOXOAMMO NOATBEPANTL MU OTMEHUTD
nencTame.

Ecan npurnaweHue ycnewHo co3aaHo, 0TOOPa3nTCcA KapTovKa NpuraalleHms, Ha
KoTopoM byayT oTobparkeHsi:

— IMMUT NEepPencnonb3oBaHni Npurnaenns B cyTkn (PucyHok 64 [1]);

— QR-Koga, (PrcyHoK 64 [2]), KOTOPbIN HEODBXOAMMO OTCKAHNMPOBATL Ha YCTPOMCTBE C
OC Aspopa/OC Android gns ganbHelwen CamMOCTOATENIbHOM pPerucTpaumm ycTponcTsa
(TaKke AocTynHo ckaumBaHme QR-Koda Npu HaxKaTMmM Ha 3HAYOK o npwv HaBeeHUN Ha Hero
Kypcopa);

— KHonka «Cka4atb JSON-dain» (cm. PucyHok 64 [3]), npu Ha)KaTuM Ha KOTOPYIO
byneTr ckaveH JSON-daln ans panbHenwero pasmelleHnsa ero Ha YCTPOWUCTBO AAs
camocToATenbHOM permctpaumm 8 MY (nn. 2.2.1.2);

— KHOMKa «3akpbiTb» (PUcyHOK 64 [4]), Nnpu Ha)KaTuUM Ha KOTOpyt oTobpasuTcs
npeaynpexaatowee coobuieHne (PucyHok 65), rae HeobxoaMmo NOATBEPAUTb WM
OTMEHUTb AelncTBMeE.
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NMpurnawenne_2

CKAUATS JSON 3
4

PucyHok 64

Nogrsepxaeswe onepaumm

PncyHoK 65

HpmrnameHmetmweeTHassaHmeinvite.json.

Mpumep coaeprkaHma JSSON-dpanna:

{"android.app.extra.PROVISIONING ADMIN EXTRAS BUNDLE": {"accessTo
ken":"g870jd812DeMt 6ZPgk8GTDF0", "inviteTakeupURL" : "http://ocs-
dev.ompcloud.ru/emm/mobile/api/deviceInvites/f1512c/takeUp", "trustedCe
rts":""},"android.app.extra. PROVISIONING DEVICE ADMIN COMPONENT NAME":
"ru.omp.services/ru.omp.services.AdminReceiver", "android.app.extra.PRO
VISIONING DEVICE ADMIN PACKAGE DOWNLOAD LOCATION":"http://ocs-
dev.ompcloud.ru/emm/mobile/clientDownload", "android.app.extra.PROVISIO
NING DEVICE ADMIN SIGNATURE CHECKSUM":"bZ41Av7s6nrQpXjB2Pg5oKfKL5xPxhL
evsESkkVLfg4", "android.app.extra.PROVISIONING LEAVE ALL SYSTEM APPS EN
ABLED":true, "android.app.extra.PROVISIONING WIFI SSID":"Wi-
Fi","android.app.extra.PROVISIONING WIFI PASSWORD":"123456789", "androi
d.app.extra.PROVISIONING WIFI SECURITY TYPE":"WPA","android.app.extra.
PROVISIONING_TIME_ZONE":"Europe/MOSCOW"}
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BHUMAHUE!

v' Tpumep npuseaeH A9 03HAKOMAEHMA CO CTPyKTypoi JSON-daina n moxket
OTINYaATbCH;

v' He pekomeHAayeTcs M3MeHATb Ha3BaHWe M GOPMaTUMPOBaTh CreHEeHUPOBaHHbIN
JSON-dann (nobasnatb npobensbl, Tabynaumoo, NepeHocbl CTPOK), TaK Kak 3TO MOXKET
NPUBECTM K ownbKkam npmn obpaboTtke JSON- daina B npouecce 40OABNEHNA N aKTUBALUK
YCTPOWCTB NO NPUTAALLEHMIO.

Kaxkablh  napameTp COMPOBOXAAETCA ABOETOYMEM, Napbl  KAtOY-3HAYeHWe
pa3aenatoTca 3anaton. OnNncaHme NnapameTpoBs M3 NpMmepa:

— accessToken — TOKEH A0OCTYMNa;

— inviteTakeURL — URL, nmo KOTOopomy yCTPOMCTBO nepenaeTr ANA Ha4vana
nNpoLLecca CaMoCTOATENIbHON perncTpaumnm;

— trustedCerts — CNMCOK UMGPOBbLIX OTNEYATKOB (fingerprint) KOPHEBbLIX
cepTUPMKATOB A1A aKTMBALUMM YCTPOMCTB, NEPEUMC/IEHHbIE Yepes 3anATY!HO;

— android.app.extra.PROVISIONING DEVICE ADMIN COMPONENT NAME -

Ha3BaHWe KOMMOHEHTa;
— android.app.extra.PROVISIONING DEVICE ADMIN PACKAGE DOWNLOAD L

OCATION — CCbl/IKa Ha CKayMBaHune dbainna Ana YyCTaHOBKM NpUAoKeHua «ABpopa LieHTp»;

— android.app.extra.PROVISIONING DEVICE ADMIN SIGNATURE CHECKSUM-
KOHTPO/IbHAA cymma noanucu daina ana yCTaHoBKU NpunoxkeHua «Aspopa LeHTp»;

— android.app.extra.PROVISIONING LEAVE ALL SYSTEM APPS ENABLED -
napameTp, onpeaenstolwmMin, BKAKOYATb M NOAHYIO YCTAHOBKY CUCTEMHbIX NPUIOKEHUN B
npoL,ecce yCTaHOBKM NepBOHAYaIbHOM HAaCTPOMKM YCTPOMCTBA C YCTAaHOBKOM NPUNOKEHMA
«ABpopa LeHTp». Mo yMONYaHWNIO YCTAaHOBKA BCEX CUCTEMHbIX NMPUIOKEHWNI BKNOYEH];

— android.app.extra.PROVISIONING WIFI_SSID — Ha3BaHMWe cetn WLAN, K
KOTOPOW YCTPOMCTBO aBTOMATMYECKM MOAKMOUYUTCA B MPOLLECCE CaMOCTOATENbHOM
perncrTpaumu,

— android.app.extra.PROVISIONING WIFI_PASSWORD — naposb cetv WLAN, K
KOTOPOW YCTPOWCTBO aBTOMATUYECKM MOAKNOYMTCA B MPOLLECCE CaMOCTOATENbHOM
permcTpaunu,

— android.app.extra.PROVISIONING WIFI_ SECURITY TYPE — TeXHONOMMA
6eszonacHoct cetn WLAN, K KOTOpPOWM YCTPOMCTBO aBTOMATMYECKM MOAKNOYMUTCA B
npoLecce CaMoCTOATEIbHON PerncTpaumnuy;

— android.app.extra.PROVISIONING WIFI_ HIDDEN - napametp,
onpeaenalOWmMin  TpaHcampyeTca nuM HasBaHue cetm WLAN, K KOTOpOM YCTPOWMCTBO
aBTOMATMYECKM NOAKAOYMTCA B NPOLECCE CAMOCTOATENbHOMN pPerncTpaummy;

— android.app.extra.PROVISIONING TIME ZONE — Y4aCOBOW MOAC, KOTOPbIi
aBTOMATMYEeCKM OyaeT YCTaHOBMEH Ha YCTPOMCTBE B NPOLECCe CaMOCTOATE/IbHOM
perncTpauum.
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Mpn BbIXOAE M3 KAPTOYKM MPUTNALLIEHUA OCYLLECTBMTCA MEPEXod Ha CTPaHULy Co
CMMCKOM NPUIrAALWEHNI, Ha KOTOPOWN AOCTYMHO OTO3BaTb CO3A4aHHOE NPUrAaLlleHNe, HaXKaB
Ha 3Hauok @ «OTo3BaTLY (PrcyHOK 66 [1]), a TakKe BO3MOXHO NPOCMOTPETb MHPOPMALMIO
O KaOAOM npuraalweHun, KoTopaa oTobparkaetca B caedylowmx — ctonbuax
(PncyHoK 66 [2]):

— «Has3BaHMe» — Ha3BaHWe NpUrnalleHns;

— «JTAMUT» — NUMUT NEPENCNONb30BAHMI NPUTNALLEHNA B CYTKK;

— «CraTyc» — cTaTyC aKTMBHOCTM NpUrnalleHns. Bo3moXKHble 3HaYeHuA:

® «AKTWMBHOY;
e «[1pnMOCTaHOBNEHOY;
e «OTO3BaHOY;

— «JlaTa co3gaHua» — JaTa co34aHuna NpurnalleHms;

— «[fenctByeTr pgo» — gaTa, [AO0 KOTOPOW AeNcTByeT TOKEH A0CTyna,
COOTBETCTBYHOLLMA NPUTAALLEHMIO.

gg MYTIBTUTEMANT MOHUTOPHME VIPARNE ML ALMAHKCTPUPOBANWE (©) Maranns Vasnoba (i vanova
YOTPOMCTEA  NONSI0BATENM  NONMTRKK CLEHAPHN DARNN NPANONEHMA  BATPUHLL  CBAZKI KINOMEA
[OSABMTE NPT TALLUEHWE
Qr—1
2 @
[ . ’
JAKPRTE 2

2.2.5. 39kcnopTt cnucka yctponcts B CSV-dpann

[lna sKkcnopTa cnmcka ycTporcTs B darn ¢opmata .csv HEOHXOAMMO BbINOAHUTL
cneayrouime AencTemns:

— nepenTn B noapasaen «YCTponcTea» pasaena «YnpaBneHme;

— BblIbpaTb B 061aCcTV GUNLTPOB «[TOUCK NO YCTPOMCTBAMY;

— HakaTb KHOMKY «3KcnopT» (PUcyHoK 67);
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MOEWNTBHAR
PykoBoACTBO nosib3osatena. 4actb 3 I MNATGOPMA
gg MYNLTUTEHAHT MOHWUTOPMHI YOIPABNESVE AOMUHNCTPUPOBAHME @ ~a7a
YCTPOWCTRA NONLAOBATENN NOMMATHKN CUEMAPHM SAANDI NPUNOXENAR BATPAML CHAIKM KNOYER
+ Hoswh dunatp ~
- @
Habopu PuneTPos ~ o 5
PucyHok 67

— B 0TODOpasmMBLIEMCA OKHe MOATBEPXKAEHMS SKCMNopTa YCTPOWCTB NOATBEPAMTb
nMbo oTMeHuUTb aencTema (PucyHok 68).

IxCNORT YCTPORCTS

PncyHoK 68

B pesynbtate noaTBEpPKAEHWA OENCTBMA HAYHETCA NPOLLECC 3KCMOopTa, KOTOPbIM
MOMET 3aHATb HECKO/IbKO MMUHYT, Nocae yero Ha IBM byaeT ckaydaH dpann popmata .csv C
pe3ynbTaTamMm 3KCNOPTa.

®ann c pesynbTaTaMM 3KCNOPTA COAEPKWUT CAeaytolime napamMeTpbl YCTPOMCTB,
pasaeneHHble 3anAToun:

— imeis — MeXAyHapOAHbIN WnaAeHTUOMKATOp MobuabHOro obopyaoBaHMA
(coctout 13 15 undp). Ecam y yctponctea Heckonbko IMEI, To oHW ByayT nepeymcieHsi
Yyepes TOYKY C 3anATowm;

— sn— CEPUINHbIN HOMEpP, KOTOPbIN NPUCBOEH YCTPOMCTBY NPON3BOAUTENEM;

— ethernetMACs — MAC-aapec Ethernet yctpoiictea. CocTomnT 13 6 Nap CMMBOJIOB,
pa3aeneHHbIX ABoetounem. Ecnm y yctpoiictea Heckonbko MAC-aapecoB Ethernet, To oHM
OyayT NnepeymncaeHbl Yepes TOUKY C 3anATOM;

— wifiMACs — MAC-agpec WLAN ycTponctea. CoctouT M3 6 Mmap CMMBOOB,
pasgeneHHblx Asoetoymem. Ecam y yctponctea Heckonbko MAC-agpecos WLAN, TO OHM
OyAyT NepevmncaeHbl Yepes TOUKY C 3anAToM;

— modelName — MOAE/b YCTPOMCTBA;

— platform— OC yCcTpOMNCTB3;

— status — CTATyC *KM3HEHHOrO UMK YCTPOMNCTBA;

— compliance — COOTBETCTBME YCTPOMCTBA Ha3HAYEHHOM NONUTHUKE;

— comment — KOMMEHTAPUN K YCTPOWNCTBY;

— createdAt — aaTta v Bpemsa gobasneHua yctpoinctea B Aspopa LleHTp;
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— connectedAt — AaTa W BpemA NocaeaHero NoAKAOYEHMA YCTPOMCTBA K ABpopa
LeHTp;

— deviceGroups — Ha3BaHMWe rpynnbl, B KOTOPYI BXOAMT YCTPOMCTBO. [lapameTp
3aK/t04EH B KaBblYKM. ECaM yCcTpOMCTBO BXOAWMT B HECKOABbKO TFpynmn, UX Ha3BaHuAa byayT
nepeyvmncieHbl Yepes TOUKY C 3anATOMN.

BHUMAHWE! OaHu 1 Te e rpynnbl MOryT ObITb NepeYncieHbl B pa3HOM NopsaaKe B
Pa3HbIX CTPOKax. [na ycnewHom paboTbl ¢ 3KcnopTupoBaHHbIM CSV-pannom Heobxoammo
03HAaKOMUTbLCA C peKoMeHaaumen, npuseaeHHon B npunoxkeHunn (MpunoxkeHue 2).

2.2.6. TlpmBA3Ka YCTPOMCTBA K MONb30BATENHO

B KoHconu agmuHuctpatopa [1Y npeaycMoTpeHa BO3MOMKHOCTb MPUBA3KM
YCTPOWCTB K MON1b30BATE/NO, KOTOPAsA MOXKET ObITb BbINO/HEHA:

— C MOMOLLbIO BbICTPbIX AEMCTBUIN B CNKUCKe ycTponcTs (nn. 2.2.6.1);

— C MOMOLLbIO BbICTPbIX AEMCTBUIM B CNMCKe nosb3oBaTenen (nn. 2.3.5.1);

— BPYYHYIO Yepes KapTo4Ky ycTpoKcTea (nn. 2.2.6.2);

— BPYYHYIO Yepes KapTouKy nonb3osatena (nn. 2.3.5.2);

— c nomoulbto umnopTta CSV-dpanna (n. 2.2.3).

Mpy NpMBA3Ke YCTPOMCTBA K MOb30BATE/NO HA YCTPOMCTBE DyayT AeNCTBOBATL BCE
obnamH-cLUeHapuM U MNOAUTUKM, Ha3HaAYeHHble Ha rpynny nonb3oBatena nmbo
CKOMOWHMPOBAHHAA MONUTUKA, €CAM MNONUTUKM ObIAM HAa3HAYeHbl Ha rPyNMny YCTPOWCTB, B
KOTOPYH BXOAMT YCTPOMCTBO.

MPUMEYAHMUE. [lepen npuBA3KOM YCTPOMCTBA, HeobxoaMmo ybeamTbcs, YTO
nobasneH xota 66l 1 nonb3oBaTenb. lpouecc AobaBneHMA Nonb3oBaTeNs NpuBeaeH B
n.2.3.1-2.3.3.

2.2.6.1. lpuBA3Ka yCTPOMCTBA K MO/b30BATENO C MOMOLLbIO CMMCKa ObICTPbLIX
NencTemi

[1nAa NpnBA3KM YCTPOMCTBA K MOIb30BATE/HO C MOMOLLbIO CIMCKA BbICTPbIX AENCTBUM
HeobX0AMMO BbINOAHUTbL Ceaytolne AenCTBUA:

— nepenTn B noapasaen «YCTponcTea» pasaena «YnpasieHne,

— B 0bHnacTn dunbTPOB BbIOPATL «[TOUCK NO YCTPOMCTBAMY;

— BblbpaTb YCTPOMCTBO, YCTAaHOBMB ra/iouKy B YekDOKce AnA AOCTyna K CAMCKY
ObICTPbIX AeNCcTBUIA. Mpn HeobxoaAMMOCTN Ana cbpoca BblAeNeHNs HEODXOAMMO HaxKaTb
KHOMKY «COpocuTb BblaeneHme» (PucyHok 69 [1]);
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o o Q o
— B CMWCKe DBbICTPbIX AeMCTBUI BbIBPaATh 3HAYOK = «[lpuBA3aTh YCTPONCTBA K
nonb3oBatensm» (PucyHok 69 [2]);

g-! MYNLTUTERAMT MOMHNTOPWHI YIFASNEHNE AOMAHWUCT PUPOBAHWME @ Hatanms Visaoea 2 )
YCTPOMCTBA MONL30BATENM NOMATAKK CUEHAPHN @ANNk NPANDXEHNR EATPHHL CEASKM KITONEN
) Sowext e, s i :}_ 1 G/. B g O
: =
+ Honeilh dunstp v
Hatope dunerpon v
B = svomRn e @
- >

— B 0TOOpasmMBLIEMCA OKHe BblOpaTb MO/b30BATENA M3 PACKPbIBAOLLIErOCA CMMCKa
WA BOCMNONb30BaTbcA GuabTpom no DUMO, nouyte nmbo TenedoHy nonb3oBaTena
(PucyHok 70 [1]). danee, npu HEobXoAMMOCTM, BO3MOXKHO A00aBUTb AOMNOAHUTENBHOMO
nosb3oBaTens, BbiOpPaB ero M3 pPacKpbIBalOWErocs crnucka Ambo BOCNOAb30BABLUMCH
nonckom no GuabTpy. TaKkkKe, BOIMOXHO yAaANTb M3 CMMCKA BbIODPaHHbIX MO/b30BaTENEN,
Haxkas 3HauyoK O «YbpaTb 13 cnncka» cnpaea oT nonb3osatens (PucyHok 70 [3]);

IPeeas bl yCTDOSRC TE & NONSIOAS TRASM

PucyHok 70

— HaXKaTb KHOMKY «[1pnBA3aTb Noab3oBaTenen» (cm. PucyHok 70 [2]).

B pe3ysnbTaTe ycnewHON MPMBA3KM MONAb30BaTeNel K YCTPOMCTBY 0TObOpa3smTCA
COOTBETCTBYlOLLEE COobLeHMe.

Ecan Ha rpynny, B KOTOPY BKAOYEH MO/b30BaTE/b, Ha3HaYeHa NOAUTUKA U/Uan
odnanH-cLUeHapWI, OHM HAYHYT AEMCTBOBATb Ha MPMBSA3AHHOM YCTPOWMCTBE (€C/IM OHO
aKTMBMPOBAHO).

2.2.6.2. TNpunBA3Ka YCTPOMUCTBA K NOJIb30BATENO N3 KAPTOUYKM YCTPOMUCTBA

[lna npuBA3KM YCTPOMCTBA K NO/b30BATE/NO M3 KAaPTOUYKM YCTPOMCTBA HEODHXOAMMO
BbIMNOJIHUTb CAeAyoWmMe AenCTBUS:

— nepenTn B noapasaen «YCTponcTea» pasaena «YnpasBaeHuer;

— BblbpaTb B 061aCTN GUABTPOB «TOUCK MO YCTPOMCTBAMY;
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— Ha)KaTb Ha Ha3BaHWe YCTPOMCTBA A/14 Nepexoja B KapTO4YKy YCTPOMCTBA, Mpu
Heobxo4MMOCTN BOCNO/1b30BaTLCA GUALTPOM (Noapasaen 1.5);

— B OTKPbIBLUENCA KAPTOYKE YCTPONCTBA NEPENTM BO BKAAAKY «[1onb30BaTENMY;

— HakaTb KHOMKY «[1punBsA3aTb Noab3oBaTenen» (cm. PucyHok 16 [2]);

— B oTOOpasmBlemcsa OkHe (cm. PucyHok 70) BbINOMHUTL AEMUCTBUA, ONUCAHHbIE B
nn. 2.2.6.1.

2.2.7. TlpuBA3Ka YCTPOMCTB K rpynne yCTpomnCTB

B KoHconn aamuHuctpatopa MY npedycmoTpeHsb! 2 TUna rpynn ycTPonCTB:

— B gpyHamunueckan — rpynna ¢ 3a4aHHbIMU YCI0BUAMM, NPU COBMOAEHUM KOTOPbIX
YCTPOMCTBA aBTOMATWYECKM MonajatoT B rpynny. Hanpumep B AMHAMMYECKYHO rpynmny
aKTMBMPOBAHHbIX YCTPOMCTB NONaAatoT BCE YCTPOMCTBA, YCNELHO NpoLWeaLllne akTMBaLMIO.
PenakTnpoBaHMe UK yaaneHne AMHaMUYEeCKOM rpynnbl HEBO3MOXKHO;

- O cratnueckaa — rpynna, cosgaHHas AamuHMcTpaTopom  [naTtdopmbl
ynpasneHua. Coctas rpynnbl M3MmeHaeTca AAMUHMUCTPaTOpoM [naTdopmbl ynpasaeHums.

OcyLWecTBUTb NPUBA3KY YCTPOMCTB K CTAaTUUYECKOM rpynmne MOXKHO C MOMOLLLbHO:

— cnucKa bbicTpbix genctemin (nn. 2.2.7.1);

— KapTO4KM ycTpoicTea (nn. 2.2.7.2);

— KapTO4YKM rpynnsl yctporncts (nn. 2.2.7.3);

— 3anonHeHHoro CSV-¢amna B cootsBeTcTBun ¢ nn. 2.2.3.1. Nocne pobasneHuns
YCTPOMCTB B rpynny c nomolsto imnopTta CSV-daina Ha ycTponcTBa byayT AeNCcTBOBATL BCE
NOANTUKM U 0NAMH-CLLEHAPUW, Ha3HAYEHHbIe Ha rPYyNny YCTPOMNCTB.

Mepen NpMBA3KON yCTPOMCTB Heobxoammo ybeamnTbes, Yto AobaBneHa xoTa bObl 1
rpynna yctponcTs (n. 2.2.2).

2.2.7.1. MpuBA3Ka YCTPOMCTB K rpynne yCTPOMCTB C MOMOLLbIO CMMCKA ObICTPbIX
[EencTBmi

[lna NpuBA3KM YCTPOMCTB K rpynne YCTPOMCTB C MOMOLLbK CiMCKa ObICTPbIX
NenCcTBNIM HeoHXOAMMO BbINOAHUTL Ceaytolme AeNCTBMA:

— nepenTn B noapasaen «YCTponcTea» pasaena «YnpasieHne;

— B obnactn punbTpoB BbiIOpaThb «[TOMUCK MO YCTPOMCTBAMY;

— BblIOpPaTb YCTPOMCTBA B CNUCKE YCTPOMCTB, YCTAHOBMB rasiodKy B Yyekbokce and
[0CTyna K CNMCcKy ObICTpbix aencteuin. lNpu HeobxoamumocTn ana cbpoca BblAeNeHUs
HeobxoAMMO HaxKaTb KHOMKy «COpocuTb BblaeneHmne» (PucyHok 71 [1]);

— B ChMcKe BbICTPbIX AeMCTBUI BbIGPATh 3HAYOK =+ «[lpuBA3aTb yCTPOMCTBA K
rpynnam» (PucyHok 71 [2]);
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PucyHok 71

— B OTObOpasmBlIEMCA OKHe BblbpaTb Heobxoaumyto

rpynny ycTPOMCTB U3

packpbiBatoLLLerocs cnucka (PucyHok 72 [1]) naum Bocnonb3oBaTbca duasTpom. Adanee, npu

HEeobXoANMMOCTH,

BO3MOXHO ,D,O6aBl/1Tb AONMONHUTENBHYIO

rpynny, Bbl6paB ee U3

PACKPbLIBAIOLLErOCs CrMMCKa AMOO BOCMO/Nb30BABLUMCL MOMCKOM MO GUALTPY. Takxke
BO3MOXHO Y/1a/IMTb 13 CMIUCKa BbiDPaHHYIO rpynmny, HaxaBs Ha 3Ha4ok [ «Ybpatb 13 cnucka»

(PucyHok 72 [3]);

HoSsanewme yCTPOACTS 8 rpynne

SuSpano yrrposoTe \

N

7

PucyHoK 72

— MpW OTCYTCTBMM HEOBXOAMMON rpynnbl B CMMCKe, CO34aTb ee, BBeAs Ha3BaHMWe
HOBOW rpynnbl B nose «dunbTp No Ha3BaHMIO rpynnbl» (PUcyHoK 73 [1]) 1 Ha)KaB KHOMKY

«Co3paTb cTaTu4yeckyto rpynny» (PucyHok 73 [2]);

LoGaanesne yCTROACTE B £ Pynine

~

WA AOBARMTS B IPYITM (V)

PucyHok 73

— HaaTb KHoMKy «/1o6aBuTb B rpynnbi» (cMm. PucyHok 72 [2]).
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B pe3ynbtate ycnewHoOW MNPUBA3KM YCTPOMCTBA K rpynne otobpasuTtca
COOTBETCTBYHOLLEE cooblieHMe.

MPUMEYAHME. Ha akTMBMpPOBaHHbIe yCTpOMCTBa bByayT AEeNCTBOBATb BCE NMOMUTUKM
n odNanH-cLUEHapMn, Ha3HAYEHHbIE Ha FPYNMYy YCTPOMCTB.

2.2.7.2. TlpuBA3Ka YCTPOMUCTB K rpynmne yCTPOMUCTB U3 KaPTOYKM YCTPOMCTB

[1ns NPUBA3KM YCTPOMCTB K rpynmne 13 KapToYKM YCTPONCTB HEOOXOAMMO BbINONHUTb
cnepytouine AencTeuma:

— nepenTn B noapasaen «YCcTponcTea» pasaena «YnpasaeHue;

— B obnactn punbTpoB BbIOpPaThb «[TOMCK MO YCTPOMCTBAMY;

— HakaTb Ha Ha3BaHWe YCTPOWNCTBA 414 Nepexoaa B KapToUKy (Npn HeobXxoAMMOCTH
BOCMO/1b30BaTbCA duabTpom (noapasaen 1.5);

— B OTKPbIBLUENCA KApTOUKe YCTPOMCTBA NEPENTM BO BKAAAKY «pynnbi»;

— HaKaTb KHOMKy «/1o06aBuTb B rpynnbi» (cm. PucyHok 17 [2]);

— B OTKPbIBLIEMCS OKHE HeobXOAMMO BbINOAHUTL AEWCTBUS, OMNMCAHHbIE B
nn. 2.2.7.1.

B pe3ynbtate ycnewHoOW MNPUBA3KM YCTPOMCTBA K rpynne otobpasuTtca
COOTBETCTBYOLLEE COObLeHMeE.

MPUMEYAHME. Ha akTMBMpPOBaAHHOM YyCTpOMCTBE OYyayT AEMNCTBOBATb BCE MOAUTUKM
n opnaH-CLUEHAPUM, Ha3HAYEeHHbIe Ha rpynny yCTPOMCTB.

2.2.7.3. TlpuBsA3Ka YCTPOMCTB K rpynmne yCTPOMCTB M3 KAPTOYKM rpynnbl YCTPOUCTB

[ns NpuBA3KM YCTPOMCTB K rpynne YCTPOWCTB M3 KAPTOYKM TPYMMbl YCTPOMCTB
HeobX0AMMO BbINONHUTbL Ceaytolne AenCTBUS:

— nepenTn B noapasaen «YCTponcTea» pasaena «YnpasieHne,

— B 0obHnacTn dunbTPOB BbIOPaTh «[TOUCK NO rpynnamy»;

— HaXKaTb Ha Ha3BaHWe TrPyNMbl YCTPOWCTBA ANA Nepexoda B KapTO4Ky (npwu
HeobXxo4MMOCTN BOCNO/1b30BaTLCA GUALTPOM (Noapa3aen 1.5);

— B OTKPbIBLUENCA KAPTOYKe rpynnbl YCTPONCTB NEPENTM BO BKNAAKY «YCTPOMCTBAY;

— Ha¥KaTb KHOMKy «[1pMBA3aTh yCcTpoMCcTBa» (cm. PucyHok 31 [2]);

— B OTOOPA3MBLLUEMCS OKHE BbINONHUTL AEMCTBUSA, ONMUcaHHble B nn. 2.2.7.1.

B pe3ynbTaTe Ha aKTMBUPOBAHHbIX YCTPONCTBAX OyAyT AeMCTBOBATbL BCE NMOAUTUKM U
obnanH-cLueHapmn, HazHa4YeHHbIe Ha rPynmny YyCTPOMCTB.

2.2.8. AKTMBaLMA yCTPOWCTB

Ona  akTmBaumm ycTponcte B KoHconu agmuHuctpaTtopa [1Y Heobxoammo
creHepuposaTb QR-KoA, mocne 4yero craTyc YCTPOMCTB MapameTpa «HKM3HEHHbIN LUMKA»
nomeHAeTca Ha «B npouecce aktMBaumm». [1na yCTPOWCTB BO BCEX CTaTycax AOCTYMHa
noBTOpHadA reHepauma QR-koaa (NoBTOpHasA akTUBaLMSA).
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Mpy ychewHOW aKTMBALMM Ha YCTPOMCTBE HA3HAYAKTCA BCE MOJUTUKM,
Ha3Ha4YeHHble Ha:

— rpynnbl YCTPOWNCTB, B KOTOPblE BXOAMNT YCTPONCTBO;

— Ha rpynny noab3oBaTtenen, K KOTOpbIM NPMBA3AHO YCTPOMCTBO.

Echv npu akTMBaUMW YCTPOMCTBA Ha HEro He OblAM Ha3HAYeHbl MNOAUTUKMK,
YCTPOMCTBO B NapameTtpe «KU3HEHHbIM LMKA» NPUMET 3Ha4YeHne «AKTMBMPOBAHO», a B
napametpe «[ToANTUKU» — CTaTyC &Y «He ynpaBaAeTcaA» M nepenact CBOe COCTOAHME
KoHconn agmuHucTpaTopa I1Y.

HacTtpoeHHble ana paboTbl ycTponctBa B NapameTpe  «[lONUTUKM»  UMEKT
cneaytlLme CTaTychbl:

— ™ «He ynpasaaeTca»;

-9 «CoOTBETCTBYET NONUTUKEY;

- O He COOTBETCTBYET MONUTUKED.

MopAaoK HACTPOMKM YCTPOMCTB A1A paboTbl ¢ Y npuBeaeH B JOKYMEHTAX:

— «PyKoBoacTBO nosib3oBatenda. Yactb /. [lpunoxkeHune «Aspopa UeHTp» AnA
onepaunoHHON cucTeMbl ABpOpay;

— «PykosoacTtBo nosb3oBaTena. Yacte 9. [lpunoxeHue «Aspopa LeHTp» 4nAa
onepaumoHHoM cnuctemsl Androidy;

— «PykoBoacTBO nonb3osatend. Yacte 11. lMpunoxeHne «Apopa LleHTp» anAa
ONepaLMOHHbIX CUCTEM CeMeICTBa Linux».

AKTMBALMA YCTPOMCTB BO3MOXKHA CeAyoLWmMMM cnocobamm:

— BpyYHyto (nn.2.2.8.1), ecnm HeobxoAMMO CaMOCTOATENbHO aKTMBMpoOBaTb 1
YCTPOWCTBO;

— C MOMOLLbIO CMMCKa ObICcTpbIX Aenctemin (nn. 2.2.8.2), ecan Heobxoanmo
aKTMBMPOBATb HECKO/IbKO YCTPOWCTB;

— c nomoubto oTnpaskn QR-koaa Ha Email (nn. 2.2.8.3), ecam HeobxoanMMo, YTOObI
N0/1b30BaTENN aKTMBMPOBAIN CBOM YCTPOMCTBA CAMOCTOATE/NBHO;

— cnomolulbto 3arpy3km JSSON-dpanna (nn. 2.2.8.4), ecnm Heob6xoAMMO aKTMBMPOBATH
BCe yCTpoMCTBa rpynnbl oaHMM QR-Koaom;

— C NOMOWbI MNPUrNALLIEHMA Ha CAMOCTOATENbHYI PerncTpaumio ycTpomncTsa
(nn. 2.2.1.2);

— NpVY NEepBOM BKAOYEHMM YCTPOMCTBA (YCKOpPEHHas aKTuMBaumAa), ecnm ans
YCTPOMCTBa OblNM BbINO/IHEHbI BCE YCNOBMA YCKOPEHHOW aKTMBaLMKM. NoapobHoe onncaHune
NpoLecca YCKOPEHHOW aKTUBALIMM HA YCTPOMCTBE NPUBEAEHO B AOKYMEHTe «PyKoBOACTBO
nonb3osBaTens. Yactb 7. lNpunoxeHne «Aspopa LleHTp» ana onepauymoHHON CUCTEMBI
Aspopa».

2.2.8.1. AKTMBaLMA YCTPOMCTB BPYYHYHO
AKTMBAUMA YCTPOWCTB BPYYHYIO BO3MOXHA M3 KapPTOYKM yCTpomcTsBa. [na 3Toro
HeobxoAMMO BbINONHUTL CAeayolme AeNCTBUS:

— nepenTn B noapasaen «YCTponcTea» pasaena «YnpasieHne;
— B 0bHnacTn duNbTPOB BbIOPATL «[TOUCK NO YCTPOMCTBAMY;
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— Ha)KaTb Ha Ha3BaHMe YCTPOMCTBA /1A Nepexoaa B KapTo4ky (Npn HeobxoAMMocCTH
BOCMNO/b30BaTbCA duabTpom (nogpasaen 1.5);

— B KapTO4Ke YCTPOMCTBA HaXKaTb KHOMKY «AKTUBMPOBATbY (PUCYHOK 74).

MPUMEYAHME. Mpn NnoBTOpPHOM reHepaumm UCNoAb30BaTb Npeablaylimnin QR-Kog,
byaeT HEBO3MOXKHO;

g! MYNLTATERAHT MOMHUTOPHMI VIIPABNEHNE ALMUHHCTPHPOBAMMKE @ Anviswctparop MNopsui (3

YCTROWCTBA NONLIOBATENM NONWTAKA CUEHAPHI AR NPUNOXEHMR BATPYIHL CBRIKW KMOYER
Mashtab TrustPhone COCTORMMKE YNPARNERUE NONLIOBATENMN reynnb NONUTURKA CUEHAPHMW YRANEHKLIA 20C >
m
L-‘ CwmaptdoH Aspopa -~ L Rk g D

) -

N

a1 v Kompurypayms

0

YHEHME £0MASHE Kasgwo 14 260620241338
D
= sl (; 2
JANPUTY ALTHEWFORATS APXUBNPOBATY

— 0TObPa3nTCA OKHO aKTUBALMK YCTPOMCTB (PrcyHoK 75);

— ecnun BbIBPaHO YCTPOMCTBO, KOTOPOe Obl0 aKTMBMPOBAHO paHee (NOBTOpHas
aKTMBaLMA), UM YCTPOMCTBO B CTaTyce «B npouecce akTMBaLmMmn», HeobxoaMMo B YekboKce
YCTAHOBWUTb rano4yky cneesa OT craTyca (PucyHok 75 [1]) n HaxkaTb KHOMKy «/[lanbliex
(PucyHok 75 [2]);

AXTHSAUMR YCTPORCTE X
° Sab .y ™
Brero swbpaso poRCTe
|
1 | A |
|
O 2
PUCyHOK /5

— ans OC Android B oTOOpasuBliemca OKHe (PUCYyHOK 76) BO3MOMKHO
AOMNONHUTENBbHO YKa3aTb ceTb WLAN 1 4yacoBOM Mosic, BbINOHMB AENCTBUA, MPUBEAEHHbIE
B M. 2.2.4 N HaXaTb KHOMNKY «anblie;

106



PykoBOACTBO no/sb3oBatend. Yacts 3

| OTKPBITAA
MOBMWJIbHAR
I NNAT®OPMA

AxTrHaAUen yCTROWCTE X
J
. Hacrpores WLAN w “acosars nonca [ Tere zone
MO HaCTDOM M WLAN ‘
“a 1 oty S0
B 30440 wn{SSL W
PuTan . -
JONACHOCT. -
ADOMN o
Barmoss Ty nacTRONM HACOSOr D NOACH ‘
Macopon now Mocens IGMT03.00) -
WASAL T
o

PuUcyHoK 76

— OTKPOETCA OKHO, rAe HeobXOAMMO HaKaTb KHOMKY «AKTMBALMA BPYYHYHO»

(PucyHok 77);

AKTNBAUMR YCTPOWCTE
Hazsanuwe cetu (SSID)
Cxpeitas cetk

Be30NACHOCTL

Mapaons
BRIIOMATS HBCTPOMKM YEC0B0I NOACA

Macopon nosc

’ ArTwEaumn

Buibepurte gelicTane

ﬂ AKTUBALIMA BRYYHYIO

OTMPABNTE HA EMAIL

GD 3ATPY3INTH JSON

o

HAZAL

PucyHok 77
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— B pe3yabTaTe 0TOOPasMTCA OKHO MNOATBEPXAeHWs co3gaHus QR-koga, rae

HeobXxoAMMO NPOAOIKNTL UAN OTMEHUTL AeNCTBMA (PUCYHOK 78).

Coapanne QR-wopo0e

PucyHok 78

B pesynbTaTe ycnewHoro co3gaHua QR-koga byaeT oTobparkeHa creadytollasn

nHbopmauma (PucyHok 79):

— eanHbln QR-KoA, Ans YCTAHOBKM npunoxkeHus «Aspopa LleHTp» 1 aktuBaumm
YCTPOMCTBA, KOTOPbI HEOBXOAMMO OTCKaHMPOBATb B MPUAOKEHMM «ABpopa LleHTp» Ha

Ka*KAOM YCTPOWMCTBE;
— pata ucrtevyeHmna QR-koaa;
— KOHTpOAbHaa cymma MDS5;
— Y4acoBOW NOAC;
— Ha3BaHWe KOMMNOHEHTa;

— CCblIKa Ha CKaumBaHMe nakeTa (APK-danna) ana yCTaHOBKM NPUNOKEHMA

«ABpopa LeHTp».

AKTHBAUMA YETPORCTH

Q AxTHBanmy

= G Mashtab TrustPhone T1 IMEI 354830550970406, 354..

ColtNed LR CEAYMBAHMA NaxeTh

PucyHok 79
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Mpwn ycnewHom akTMBaLMM Ha YCTPOMNCTBO Ha3HaAYatoTCA BCE MOAUTUMKU U OPNanH-
CLLeHapuK, Ha3HAYeHHble Ha:

— rpynny yCTPOMCTB, B KOTOPY BXOANT YCTPOMCTBO;

— Ha rpynny noab3oBaTtenen, K KOTOpbIM NPMBA3AHO YCTPOMCTBO.

Echv npu aKTMBaALMKM YCTPOWCTBA Ha HEro He OblM Ha3HAYeHbl MOAUTUKKM, TO
YCTPOMCTBO B MapameTpe «KU3HEHHbIM LMKA» MNOYYUT 3HA4YeHNEe «AKTMBMPOBAHO», A B
ctonbue «CooTBeTCTBME MONUTUKE» — CTaTyCc «He ynpaBnseTca» M nepeaacT CBoOe
cocToaHue B ABpopa LeHTp.

2.2.8.2. AKTMBaAUMA YCTPOMNCTB NPU NOMOLLM CNIMCKa ObICTPbIX AENCTBUM

[ns aKTMBALMM YCTPOMCTB NPU NMOMOLLM CNUCKA BbICTPbIX AENCTBUIM HEODXOAMMO
BbINONHUTbL CAeAytoLine AeNCTBUA:

— nepenTn B noapasaen «YcTponcTea» pasaena «YnpasaeHue;

— B obnactn punbTpoB BbIOpaThb «[TOMCK NO YCTPOMCTBAMY;

— BbIOpaATb YCTPOWMCTBA, YCTAHOBMB ranouvky B YekDOKce Ana A0CTyna K CUCKY
ObICTpbIX AencTBMn. MNpu HeobxoammocTn aAna cbpoca BblAENEHMA HEODXOAMMO HaXKaTb
KHOMKy «CHpocuTb BblaeneHme» (PucyHok 80 [1]);

— B CNMcKe ObICTPbIX AENCTBUIM BbIOPATb 3HAYOK @«AKTMBaLI,VIﬂ YCTPOMCTB»
(PuncyHok 80 [2]).

MPUMEYAHME. C nomollbto CNKCKa ObICTPbIX AENCTBUN MOXKET ObiTb BbIMOAHEHA
aKTMBALMA OAHOrO UM HECKOIbKUX YCTPOMCTB;

ﬁ MYNSTUTEHANT MOHUTOPWHI YIPABRNEHME AODMWHUCTPUPOBAHME @
YCTPOWCTRA NONL3I0CBATENN NOMUTHUEA CUEHAPMM QAU NPANOXEHAR BNTPAHE CEAIKN KBOMEN
o r DyTInans ACBABMTE NPHTTIALLEHAR
.i.l sk . : ki : :’blgbu'“’ m ‘I 2 é’ = l"
- =
+ Hosoin dunerp v
Habops dwnarpon v
- >

— 0TObPa3nTCA OKHO aKTUBALMKN YCTPOMCTB (CM. PUCYHOK 75);

— ecnun BbIBPaHO YCTPOMCTBO, KOTOpOe Obl0 aKTMBMPOBAHO paHee (MOBTOpHas
aKTMBaLMA), MU YCTPOMCTBO B CTaTyce «B npouecce akTnBaumMmn», HeobxoanMmo B Yekbokce
YCTaHOBWUTb Fa/IoYKy C/AeBa OT CTaTyca yCcTponcTBa (CM. PUcyHOK 75 [1]) M HaskaTb KHOMKY
«danblie» (cm. PucyHok 75 [2]);

— ans OC Android B oTobpasmBwiemcs OKHe (CM. PUCYHOK 76) BO3MOMKHO
AONONHUTENbHO YKa3aTb ceTb WLAN 1 4yacoBOW NoAC, BbINOJHUB AENCTBUA, MPUBEAEHHbIE
B M. 2.2.4 N HaXaTb KHOMNKY «anblie;
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— B OTKPbIBWEMCA OKHe HeobXxoAMMO HaxKaTb KHOMKY «AKTMBALMA BPYYHYHO»
(cm. PucyHok 77);

— 0TOOpasnTCA OKHO noATBepAeHMA co3gaHus QR-koga, raoe HeobxoaMmo
NPOAOMKNTb MU OTMEHUTL AencTBmA (CM. PucyHok 78).

B pesynbTate ycnewHoro cosgaHua QR-koga OyaeT oTobparkeHa creaytoulan
MHPOPMaLmA:

— eauHbin QR-Koa, ANA yCTaHOBKM MpuaoxKeHua «Aspopa LeHTp» n akTmBaumm
yCTPOMCTBA.

MPUMEYAHMUE. QR-Koa byaeT oTobpaKkeH AN KaA0oro n3 BblbpaHHbIX YCTPOMUCTB
(PycyHok 81 [1], PucyHok 81 [2]), KoTOpbIM HEOHXOAMMO OTCKAaHMPOBATb B MPUAOKEHNN
«ABpopa LleHTp» Ha KaXa0M yCTPOMNCTBE;

— Jnata uctevyeHmna QR-Koaa;

— KOHTpOAbHaa cymma MD5;

— Y4acoBOW NOAC;

— Ha3BaHWEe KOMMOHEHT];

— CCblIKa Ha CKaumBaHMe nakeTa (APK-danna) ana yCTaHOBKM NPUNOKEHMA
«ABpopa LeHTp».

NMPUMEYAHMUE. YcTaHOBKa NpunoxkeHna «ABpopa LIeHTp» 1 aKTMBaLUMA YyCTPOMCTBA
OyayT aBTOMATMYECKM BbIMNOAHATLCA MNPW NEepBOHA4Ya/bHOM HACTPOMKE YCTPOMCTBA C
OC Android (noapobHee B AOoKyMeHTe «PykoBoACTBO Nonb3oBaTend. Yacts 9. MpunoxeHne
«ABpopa LeHTp» ana onepaunoHHon cuctembl Android») 1 npu KOpnopaTUBHOM NPUBA3KE
ycTtponctea ¢ OC ABpopa (nogpobHee B AOoKyMeHTe « PyKOBOACTBO nosb3oBaTend. Yacts 7.
MpunoxeHune «ABpopa LleHTp» ans onepauMoHHON cuctembl ABpopa») K MY. B ocTanbHbIX
cnyvaax QR-Ko4 MOXKHO MCNO/Ib30BaTb TOIbKO A1A aKTMBaLMM YCTPOMCTBA.

AKTMBaAUMA YCTPONCTS p 4

-
R (E)Byterg MVK-T2101 IMEI 536849087244128 ~
laT. W G C 5 ' '
Of v 0
ma b77t92a6f08t s 36... ¥ wh
~ e N
Jacosow nosc: Eurog .
OMT [ Y ' b
ot
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) ~ 1
CebinNka Ang ckaumsanma naxerta; hilr ey . v
MEPEWTH 8 KAPTONKY - -
» =
D 0 r 0
2
(=] ; ; )
BM’G C55 WLAN MAC 9¢:61:2:18:73:8e vl 2 .
e
PucyHok 81
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Mpwn ycnewHom akTMBaLMM Ha YCTPOMNCTBO Ha3HaAYatoTCA BCE MOAUTUMKU U OPNanH-
CLLeHapuK, Ha3HAYeHHble Ha:

— rpynny yCTPOMCTB, B KOTOPYH BXOAWNT YCTPOMCTBO;

— Ha rpynny noab3oBaTtenen, K KOTOpbIM NPMBA3AHO YCTPOMCTBO.

Echv npu aKTMBaALMKM YCTPOWCTBA Ha HEro He OblM Ha3HAYeHbl MOAUTUKKM, TO
YCTPOMCTBO B NMapameTpe «KM3HEHHbIM LUMKA» MNOAYYUT 3HaAYeHNe «AKTUBMPOBAHOY», a B
napameTpe «[MoNnTrKa» — ctaTyc «He ynpasnaeTca» n nepenact CBOe COCToAHME B ABpOpa
LeHTp.

NMPUMEYAHUE. Cpok penctema QR-koaa yKaszaH B nosne «[ata mcteveHmar. [lo
MCTEYEHNM CPOKa AENCTBMA CreHepmnpoBaHHbIn QR-koa byaeT HeaencTBUTENEH.

BHUMAHME! B cnyyae HacTpoek MMO no ymonvaHutio QR-koa reHepupyeTtca Ha 5
MWHYT. ITOr0 BPEMEHWN MOXET He XBaTUTb ANA TOro, YTOObI BCE YCTPOMCTBA yCNeam npomTm
aKTMBALMIO, €CAM YCTPOMCTB MHOro uam QR-Koapl ANA aKTMBALMKW OTNPaBAatoTCA Ha Email
nosnb3oBaTenen. HacTpoMkM cpoka aenctemsa QR-kKoga MOXHO M3MeHUTb. [loapobHasn
MHbOPMaLMA NpMBeAEHA B AOKYMeEHTe «PyKOBOACTBO aAMUHMUCTPATOPAY.

QR-KOA, MOXXHO CKOMMPOBATb, HAXKaB Ha HEro NPaBOM KHOMKOM MblLLK, 1 BbIOPATbL 13
CMUCKa NYHKT « COXPaHUTb KaPTUHKY KaK...», nocne 4yero QR-Kog, MOXXHO OTMNpaBuTb B BMAE
n3obparkeHums.

[anee nonb3oBaTento HeoOBXOAMMO OTCKaHMpoBaTb QR-Kog W BbINOAHUTL
aKTMBauMo ycTpoKctea. [loapobHOe onmcaHue aKTMBaLWMM YCTPOMCTBA NPMBEAEHO B
NOKYMEHTax:

— «PyKoBoacTBO nosib3oBatenda. Yactb /. [lpunoxkeHue «Aspopa UeHTp» AnA
onepaunoHHON cUCTEMbI ABpPOpay;

— «PykosoacTBOo nosib3oBaTena. Yacte 9. [lpunoxeHue «Aspopa LeHTp» anA
onepaumoHHoM cuctembl Android».

2.2.8.3. AKTMBaLMA YCTPOMCTB C MOMOLLbIO oTNpaBKkM QR-Kkoaa Ha Email

[na akTMBaLMKM YCTPOMCTB C Nomollblo Email Ha yKa3aHHbIM agpec HanpaBaseTcs
3/IeKTPOHHOE nucbMo ¢ QR-Kogom. [lna 3Toro HeobxoAuMO BbIMOSIHUTL Caeaylolme
NEencTBus:

— nepenTn B Noapasaen «YCTponcTsa» pasaena «YnpasneHmne»;

— B 0bOMacTn GUNbLTPOB BbIOPATL «[TONCK NO YCTPOMCTBAMY;

— BblIOpaTb YCTPOMCTBO, YCTAHOBMB raso4yKky B 4yekbokce ANs A0CTyna K CNUCKY
bbIcTpbIX Aencteuii. Mpu HeobxoammocTn ana cbpoca BblaeneHns HeobxoaMmo HaxkaTb
KHOMKy «CHpocuTb BblaeneHme» (cm. PucyHok 80 [1]);

— B Cnucke ObICTPbIX AEeUCTBMI BblOpaTb 3HAYOK @«AKTMBaLLMﬂ YCTPOMCTB»
(cm. PucyHok 80 [2]).

NMPUMEYAHMUE. C nomoulbto cnmncka ObICTPbIX AeNCTBUIA MOXKET ObiTb BbIMOIHEHA
aKTMBALUMA OAHOIO UM HECKONIbKMX YCTPOMCTB;

— 0TObPa3nTCA OKHO aKTUBALMKN YCTPOMCTB (CM. PUCyHOK 75);
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— ecnun BbIbpaHO YCTPOMCTBO, KOTOPOE OblI0 aKTMBMPOBAHO paHee (NOBTOpHas
aKTMBaLMA), UM YCTPOMCTBO B cTaTyce «B npouecce akTMBaLMmMY, HEOBXOAMMO B YekbOKce
YCTAHOBUTb rasiouKy cnesa OT cTaTyca (cM. PucyHok 75 [1]) m HaxaTb KHONKy «[danblie»
(cm. PucyHok 75 [2]);

— ana OC Android B oTobpasmBwiemcs OKHe (CcM. PUCYHOK 76) BO3MOMXKHO
NONONHUTENbHO YKa3aTb ceTb WLAN 1 4acoBOM NoAC, BbIMONHUB AEUCTBUS, NPUBEAEHHbIE
B M. 2.2.4 N HaXKaTb KHOMNKY «Janblier;

— OTKpOEeTCA OKHO, rae HeobxoAMMO HaxKaTb KHOMKY «OTnpaBuTb Ha Email»
(PncyHok 82);

AKTHRAUMS yETDONCTS xX

PucyHok 82

— B pe3yabTaTe oTobpa3nTca okHO oTnpaBkk QR-koga Ha Email, rae Heobxoammo
BBecTM Email ana nucem c aktmsaumen (PucyHok 83 [1]);
— HaxaTb KHOMKy «OTnpasuTby (PrcyHok 83 [2]).

Ompanea QR-xopon wa Emal

o [ omessrs |2

PucyHok 83

Ha yKasaHHbIM  agpec OyaeT  OTMNpaBAeHO  3/1eKTPOHHOE  MUCbMO  C
QR-KOAOM AN aKTUMBALMM, KOTOPbIA MO/b30BaTENO HEOHXOAMMO OTCKaHMPOBaTb Ha
YCTPOWUCTBE B MPUIOKEHUN «ABpOpa LieHTp».

MNoapobHoe onucaHne akTMBALMM YCTPOMCTB NPUBEAEHO B AOKYMEHTAX:

— «PykoBoactBO nosb3oBaTend. Yacte 7. MpunoxeHne «Aspopa LeHTp» ann
OnepaunoHHOM cnucTembl ABpopa;
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— «PykosoacTtBo nosib3oBaTena. Yacte 9. [lpunoxkeHue «Aspopa LeHTp» OnA
onepaumoHHoM cuctembl Android».

Mpn yCcnewHom aKTMBaLMM Ha YCTPOMCTBE Ha3HaAYatoTCA BCE MOAUTMKU U ObNanH-
CLUEeHapunKn, Ha3Ha4YeHHble Ha:

— rpynny yCTPOWCTB, B KOTOPYH BXOAMUT YCTPOMCTBO;

— Ha rpynny nonb30BaTenem, K KOTOpbIM NPUBA3AHO YCTPOMCTBO.

Echv npu aKTMBaALUWMKM YCTPOWMCTBA Ha Hero He OblM Ha3Ha4YeHbl MOAUTUKKM, TO
YCTPOMCTBO B NapameTpe «KU3HEHHbIM LUMKA» NOAYYUT 3HAYEeHMEe «AKTUMBMPOBAHO», a B
napameTpe «llonnTnka» — ctatyc «He ynpaBaseTca» n nepenact CBOe COCToAHMe B ABpopa

LleHTp.
2.2.8.4. AKTMBaUMA rpynnbl yCTPOMUCTB ¢ nomollbto JSON-painna

[Ona aktmBaumm ycTponcts ¢ nomoubto JSON-panna HeobxoaMMO NOAroTOBUTL
(nn. 2.2.8.4.1) n 3arpy3uTsb (nn. 2.2.8.4.2) JSON-damn.

Ecan nepBoHayanbHaA HACTPOMKa YCTPOMCTB He OCYyLLeCTBAANACb, HEODHXOAMMO
BbIMO/IHNTb YCKOPEHHY aKTuBaumto. lNoapobHoe onumcaHWe NpuMBeAEHO B AOKYMEHTe
«PykoBoacTBO Nonb3oBaTena. Yactb 7. MNpunoxeHne «ABpopa LeHTp» ana onepaumoHHOM
cnctembl ABpopa.

Echn nepBoHavasbHas HACTPOWMKa YCTPOWCTB Oblna BbiNOAHEHA, Heobxoaumo
OTCKaHMpoBaTb QR-KoA, creHepupoBaHHbLIM ANA TPYMNMnbl YCTPOMUCTB, B KOTOPYH BXOAAT
ycTpolicTea. [MoapobHoe onncaHne npnBeaeHO B AOKYMEHTaAX:

— «PyKoBoacTBO nosib3oBatenda. Yactb /. [lpunoxkeHue «Aspopa UeHTp» AnA
OonepaumoHHOM cncTeMbl ABPOpPaY;

— «PykoBozacCcTBO no/sb3oBatend. Yactb 9. [llpunoxeHne «Aspopa LeHTp» AnA
onepaumoHHoM cuctembl Android».

2.2.8.4.1. MNoarotoska JSON-pamna

AKTMBALMA  YCTPOMCTB eAuHbiIM QR-KOAOM  OCyLLEeCTBAAETCA C  MOMOLLbHO
JSON-¢amna, KOTOPbIN MOXKHO creHepupoBaTh B Y.

Ona reHepaumn JSON-panna HeobXOAMMO BbIMOAHUTL AEMCTBMA, OMUCAHHbIE B
nn. 2.2.8.2, Ao 3Tana oTobparkeHMA OKHa aKTMBALMK YCTPOWNCTB, rae byaeT oTobparkeHa
cnenyroulaa Hdopmaums:

— eanHbin QR-KoA, ANA YCTAHOBKM MpuaoxeHua «ABpopa LleHTp» n akTmBaumm
YCTPOMCTBA;

— pata uctevyenna QR-Koaa;

— KOHTPO/NbHaA cymma MD5;

— Y4acoBOW NOAC;

— Ha3BaHMEe KOMMOHEHTa;

— CCbl/IKa Ha CKaumBaHuMe nakeTa (APK-danna) ana yCTaHOBKM MPUNOXKEHMA
«ABpopa LeHTp».
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NMPUMEYAHME. YcTaHOBKa npuaoxeHna «ABpopa LIeHTp» 1 aKTMBaLUmMa yCTPOMCTBA
OyayT aBTOMATMYECKM BbIMNOAHATLCA MNPWM MNEepBOHA4Ya/bHOM HACTPOMKE YCTPOMCTBA C
OC Android (noapobHee B AoKyMeHTe «PyKoBOACTBO Nonb3oBaTend. Yacts 9. MpunoxeHne
«ABpopa LleHTp» ana onepaumoHHOM cuctembl Android») 1 npu KopnopaTMBHOM NPUBA3KE
yctpoinctea ¢ OC ABpopa (noapobHee B AOKYMeHTe «PyKOBOACTBO NoAb30oBaTend. Yactb 7.
MpunoxkeHue «Aspopa LeHTp» ans onepaumoHHOM cucTtembl ABpopa»») K Y. B ocTanbHbIX
cnyvaax QR-Koa MOXKHO MCNO/Ib30BaTb TOIbKO A1 aKTMBaALMM YCTPOMCTBA.

Hanee Ha sTane otobpaxeHuna eamHoro QR-koga HEOBXOAMMO HaXKaTb KHOMKY
«BbIrpy3nTb JSON» (PucyHok 84).

AKTMBAUMS YCTPOHCTE X

¥ (E)Byterg MVK-T2101 IME| 536849087244128 A

MEPEATY B KAPTOYKY BbIrPY3UTL JSON

PucyHok 84

B pe3ynbTaTe Ha 3BM byaet BbirpyxeH JSON-damnn.

Mpumep coaeprkaHma JSSON-dpanna:

{"android.app.extra.PROVISIONING ADMIN EXTRAS BUNDLE": {"accountDo
main":"","clientID":"aurora-mobility-
management", "gatewayURI":"http://ocs-
dev.ompcloud.ru/emm/mobile", "password" :"o9gaaoppSonulzkebtsxdd%2dbii", "
trustedCerts":""},"android.app.extra.PROVISIONING DEVICE ADMIN COMPONEN
T NAME":"ru.omp.services/ru.omp.services.AdminReceiver", "android.app.ex
tra.PROVISIONING_DEVICE_ADMIN_PACKAGE_DOWNLOAD_LOCATION":"http://ocs—
dev.ompcloud.ru/emm/mobile/clientDownload", "android.app.extra.PROVISION
ING DEVICE ADMIN SIGNATURE CHECKSUM":"bZ41lAv7sébnrQpXjBhLevsESkkVLfg4","
android.app.extra.PROVISIONING LEAVE ALL SYSTEM APPS ENABLED":true, "and
roid.app.extra.PROVISIONING TIME ZONE":"Europe/Moscow","android.app.ext
ra.PROVISIONING WIFI HIDDEN":"true","android.app.extra.PROVISIONING WIF
I PASSWORD":"243432243324","android.app.extra.PROVISIONING WIFI SECURIT
Y TYPE":"WEP", "android.app.extra.PROVISIONING WIFI SSID":"43243243432",
"expiredAt":"2024-07-09T13:52:01+03:00"}
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BHUMAHUE! TpuBegeHHbIM nNpumep nNpeactaBieH Ans  03HAKOMAEHUA C
comeprkaHnem un cTpykTypoit JSON-dpainna, n MOXKeT OTAMYATLCA OT CreHepMpoBaHHOro. He
pekomeHayeTca GopmMaTMpoBaTb creHepupoBaHHbIM JSON-dann (gobasnate npobensi,
Tabynaumo, NnepeHockl CTPOK), TaK Kak 3TO MOXET NPMBECTU K olwmnbKkam npu obpaboTke
JSON-daina B npouecce yCTaHOBKM MPUAOKEHNA U aKTMBALMM YCTPOMCTB.

Ka)kablid nmapameTp COMPOBOXAAETCS [ABOETOYMEM «:», Mapbl K/tOY/3HayeHue
Pa3aenATCca 3aNATOM «,».

OnuncaHune TpeboBaHM K 3HAYEHMAM MNapaMeTPOB 13 NPUMepa:

— android.app.extra.PROVISIONING_ADMIN EXTRAS BUNDLE — COAEPXXMMOEe
JSON-¢amna:

® password — T[apoO/ib, NPUCBAMBAEMbIA ANA CO34AHHOM YYETHOM 3anucu
yCTpoMCTBa. HOBbIN NAapOb MOXKET COAEPHKaTb:
¢ 078 100 255 cMmBONOB;
¢ He MeHee 2 3arnaBHbIX OYKB;
¢ He meHee 2 CTPOYHbIX OYKB;
¢ He meHee 3 UMUdp;
¢ He meHee 2 CNeLCMMBO/IOB.

MPUMEYAHME. Mpu reHepaumm JISON-daiina co3aatoTca y4eTHble 3annc YCTPOMCTB.

TpeboBaHMA K Napoto 334at0TCA aAMUHNCTPATOPOM M MOTYT OTANYATbCA OT MPUBEAEHHbIX;

® gatewayURI — aJipec cepBepa aKTMBaLMM YCTPOMCTB;

® accountDomain — JOMEHHOE MMA aKKAyHTOB YYETHbIX 3aNnCeEN YCTPOMCTB,
CO3/aHHbIX B BbIODpaHHOM TEeHaHTE;

e clientID — WMAEHTUPUKATOP NPUIOKEHNSA B BbIBPAHHOM TEHAHTE. 3HaYeHMe
MO YMO/IYaHMIO aurora-mobility- management;

® trustedCerts — CNUCOK LUMPPOBLIX oTneyaTkoB (fingerprint) KopHeBbIx
CeEPTUPMKATOB A1A aKTMBALMM YCTPOMUCTB, MEPEUYNCIEHHbIE Yepe3 3anATYO;

— android.app.extra.PROVISIONING DEVICE ADMIN COMPONENT NAME -

Ha3BaHWEe KOMIMNOHEHTa,
— android.app.extra.PROVISIONING DEVICE ADMIN SIGNATURE CHECKSUM

— KOHTPO/IbHan cymMmma noanucu epaina Ana ycTaHoBKM NpuaoxeHua «Aspopa LieHTp»;
— android.app.extra.PROVISIONING DEVICE ADMIN PACKAGE DOWNLOAD L

OCATION — CCbl/IKa Ha CKayMBaHWe daina ANs yCTaHOBKM NpuaoKeHns «Aspopa LleHTp»;

— android.app.extra.PROVISIONING LEAVE ALL SYSTEM APPS ENABLED —
napameTp, onpeaenAtolwmMi, BKAOYATb N MOAHYIO YCTAHOBKY CUCTEMHbIX NMPUAOKEHUN B
NpoLEecce YCTaHOBKM MePBOHAYaIbHON HACTPOMKN YCTPOMCTBA C YCTAHOBKOM MPUIOKEHNA
«ABpopa UeHTp» (akTyanbHo ans yctporcts ¢ OC Android). Mo ymon4aHMo yCTaHOBKa BCEX
CUCTEMHBIX MPUIOKEHNI BKAKOYEHS;

— android.app.extra.PROVISIONING WIFI_SSID — Ha3BaHue cetn WLAN, K
KOTOPOW YCTPOMCTBO aBTOMATUYECKM MOAKAOUYMTCA B MPOLLECCE YCTAHOBKM MPUIOKEHNS
«ABpopa LleHTp» 1 akTMBaLUMM YCTPOMNCTBA;
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— android.app.extra.PROVISIONING WIFI_PASSWORD —napo/bcetn WLAN, K
KOTOPOW YCTPOMCTBO aBTOMATMYECKM MOAKAOUUTCA B MPOLLECCE YCTAaHOBKW MPUNOXKEHMUA
«ABpopa LleHTp» 1 aKTMBaUMM YCTPOMCTBA;

— android.app.extra.PROVISIONING WIFI_SECURITY TYPE — TeXHO/10r1A
6eszonacHoctn cetn WLAN, K KOTOpOM YCTPOMCTBO aBTOMATMYECKM MOAKAYMTCA B
npoLecce yCTaHOBKM NpuaoxeHunsa «Aspopa LleHTp» 1 akTMBauMmM yCTPONCTBA;

— android.app.extra.PROVISIONING WIFI_HIDDEN - napameTp,
onpeaenArOWMM TpaHCAMpyeTca Au  Ha3BaHwe cet WLAN, K KOTOpPOW YCTPOWCTBO
aBTOMATUYECKM MOAKNOYUTCA B MNpoLecce YCTAaHOBKWU MNpUAoXKeHUAa «Aspopa LeHTp» u
aKTMBALUMM YCTPOMCTBA;

— android.app.extra.PROVISIONING TIME ZONE — 4aCOBOW MOAC, KOTOPbIi
aBTOMaTM4eCKn byaeT yCTaHOBAEH Ha YCTPOMCTBE B MPOLLECCE YCTAHOBKM MPUIOKEHMSA
«ABpopa LleHTp» 1 akTMBaLMKN YCTPOMNCTBA;

— expiredAt — cpok genctBua QR-koaa (mata mcrtedeHus aktmBauwmn). ocne
YKa3aHHOWM AaTbl creHepupoBaHHbI QR-koa byaeT HeaencTBUTENEH.,

2.2.8.4.2. 3arpy3Kka JSON-¢pann ans akTMBaLMM rpynnbl YyCTPOMCTB

[lna akTMBaLMmM rpynnbl YCTPOMCTB HEOOXOAMMO BbINONHUTL CAeytoLIne AeNCTBUA:

— nepenTn B Nnogpasaen «YCTponcTea» pasaena «YnpasneHue;

— B 0bBnacTn duNbTPOB BbIOPaATL «[TOUCK NO rpynnamy»;

— BbIOpPATb rpynny yCTPONCTB, YCTAaHOBMB rasiouKy B YeKOOKCe A1a AOCTyNa K CIIUCKY
ObICTpbIX AencTBUI. [Tpn HEOOXOAMMOCTM ANA cOpoca BblAENEHNA CeyeT HaxKaTb KHOMKY
«Cobpocutb BblaeneHme» (PucyHok 85 [1]);

— B CNWCKe ObICTPbIX AENCTBMA BblOPaTb 3HAYOK “ «AKTUBALMA YCTPONCTBY
(PucyHok 85 [2]);

ﬁ MYNLTUTESAHT MOHMTOPMHI VIIPABREHME AOMUHIRCTPAPOBARME @

NOALIOBATENM NONATHEM CUEHAP N AN PYNOREHNA SNTPUHL CBRIKM XIMOMEN

» Hoouilt QTP ~

AxTHanne GunsTped (1) v =

PucyHok 85

— MNEepeHecTM  CreHepupoBaHHbIK  MAM  NOATOTOBAEHHbIA  CaMOCTOATENbHO
JSON-dain n3 pannosoro meHeaxepa B none 3arpy3ku (PucyHok 86);
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AKTHESUMA rpynn yCTPORCTE
° Mpocmorpr
Beero Bubpaso yCTRONCTS

pynn

TpynNnoBas axTHE3UMS

o AxTesaunn

Bubepure nencrtene

GD 3JATPY3WTH JSON

3AKPBITE

PucyHok 86

— oTobpasnTca MHPopmauma o 3arpyxeHHom JSON-painine, raoe Heobxoammo
HaXKaTb KHOMKY «AKTMBaUMA BpydHyto» (PucyHok 87 [1]). Ana yaaneHua 3arpyeHHoro
JSON-¢painna HeobxoaAMMO HaxKaTb KHOMKY «YaanuTte JSON» (PucyHok 87 [2]);

AKTUBaLMA rpynn yCTPOMCTB

° MpocMoTp rpynn

Bcero sa1bpaHo yCTPOWCTS 1
Ipynna ycTpOWCTB: 0auHHaauaTh akTpuca (9abdfa) 1
e AxTusauua 1 2
Boibepute geicTeue I I
Jole=}

fa AKTUBALIMS BPYUHYIO Il X YOATUTH JSON

MaccoBas akTUBaLua YCTPOUCTB

Oata ucteyenunsa: 2024-07-15T092:51:09+03:00
Cymma MD5: 83f0846322f3c943b5202cab719fc40b
Ha3saHne koMnoHeHTa: ru.omp.services/ru.omp.services.AdminReceiver

Ccoinka ans ckaumsaHms nakera: hitps://

s://ocs-int.ompcloud.ru/femm/mobile/clientDownload

3AKPLITH

PucyHok 87

— B OTOOPa3mMBLUEMCA OKHE aKTMBALMM YCTPOMCTB HEODXOAMMO HaxKaTb KHOMKY
«[1pooONKNTLY;

— ec/nun bbian BbIbpaHbI FPYNMbl, COAEPMKALLME aKTUBNPOBAHHbIE YCTPOMCTBA UM B
cTaTyce «B npouecce akTMBauum», 0TOOPA3NTCA OKHO MOATBEPXAEHWS onepauum
(PucyHok 88), rae Heob6xoAMMO NOATBEPAUTL AU OTMEHUTL AEMCTBUS.
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B yekbokce «He aKkTMBMpPOBaTb PaHee aKTUBMPOBAHHbLIE YCTPOMCTBA» cneayet
YCTAQHOBUTb TraNO4Ky B C/Ay4ae OTCYTCTBMA HeOoOXOAMMOCTU aKTUMBMPOBATb pPaHee
aKTMBMPOBAHHbIE YCTPOMCTBA /MO0 CHATb raso4vyKy, B C/y4ae HaAM4YMA YKA3aHHOM
HEeobxoAMMOCTMW.

Nogrsepxaesne onepaumm

PucyHok 88

B pe3ynbtate JSON-pann byaeT 3arpy»eH, n otobpasmntca QR-Koa Ana akTMBaLmm
rpynmnbl yCTPoncTs (PucyHok 89).

AXTHEIUNS TDYIN YCTRORCTS

°“

MACCOSES AN TSI YCTDORCTE

PucyHok 89

[1na 3aBeplieHna akTMBaUmmn HeobxoAMMO BbIMOMHUTL CAedyolme AeNCTBUA:

— BbIMNONIHUTbL YCKOPEHHYK aKTMBAUMIO YCTPOMCTB, €CM MX MepBOHaYaNbHaA
HaCTPOWKa He ocyLlecTBaAanacb. OnncaHme npoueaypbl yCKOPEHHOM aKTMBAUMM NPUBEAEHO
B AOKYMeHTe «PYyKOBOACTBO Moab30BaTenA. Hactb /. lpunoxeHne «Aspopa LleHTp» ana
onepauyoHHOM cncTeMbl ABPOpay;

— OTCKaHuMpoBaTb QR-KOA Ha KaXAOM YCTPOMCTBE, €CAN OHWM YyXKe MNpOoLWan
NepBOHAYa/IbHYHO HACTPOMKY.

[lns 3aKpbITUSA OKHa aKTMBaLMM FPynmnbl YCTPOMCTB HEODXOAMMO HaXKaTb KHOMKY
«3aKpbITb».
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Mocne 3arpy3kn JSON-panna ana yaobctea paboTbl C akTMBauumen B pabouyen
obnactn pasgena «YnpasaeHuwe» noapasgena «YCTpoWcTBa» 0TobpasmTca MHAMKATOP
aktmBaumm (PucyHok 90). [Mpn HaxkaTUM Ha MHAMKATOP o0TobpasuTca noapobHan
MHbopmauma o6 aKTMBaLMKM YCTPOMCTB: RequestiD akTMBaUMM M KONMYECTBO FOTOBbLIX K
aKTMBALMM YCTPOMCTB.

ﬂ MYTISTUTEHART MORMTOPMST YIPABNEHME ADMUHACTPHPOSAHME (5_)
VETPORSTIA NONBIAOBATENN NOMMTICH CUEAF M LY NPANOXErS BTV CRAN LINONEN
fpynrst yerpoRcrs RequestiD: 0cOc5d58-6274-47a8-bBbd 17T1BSC512 3w = oo
+ Hokwi gunwry -~ GHORA TS AN
-
Habopsl puns1pon v -
?

[lna  KonMpoBaHMA  CCbIIKM  Mpouecca HeobXxoAMMO  HaKaTb  3HAYOK G2
«CronumpoBaTb ccbinky npouecca» (PucyHok 90). [na nepesanycka npouecca akTMsaumm
HEOBXOAMMO HaaTb 3HAUYOK —«[lepesanycTuTb npoueccey. [11a 06HoBAEHUA UHDOPMALLUM
06 aKTMBaLUMM HEODBXOAMMO HaxaTb KHOMKY «OOHOBUTb JaHHbie». [as 3aKpbiTuA
MHAMKATOpa CeAyeT HasKaTb 3Ha4YOK X «Y4anuTb NPOLEece» Uan «Y4anunTb BCe».

2.2.9. [lpymeHeHMe onepaTMBHbIX KOMaHA,

BHAMAHMUE! T[MpumeHeHne onepaTMBHbIX KOMaHA AOCTYNHO TOMbKO AN
aKTMBMPOBAHHbIX YCTPOMCTB.

MPUMEYAHMUE. 1na KOpPeKTHOro ynpaBaeHna yCTPOMNCTBOM HeobxoaMmo, YTobbl Ha
yCTpoMcTBe HbIN0 BbICTAB/IEHO KOPPEKTHOE BPEMA 1 Dbl 334aH YaCcOBOM NOsAC.

[na npumeHeHMAa KOMaHZ onepaTMBHOrO ynpasaeHMa HeobXoAMMO BbINMOAHUTb
cnepytouine AencTeumA:

— nepenTn B Noapasaen «YCTponcTea» pasaena «YnpasieHne;

— B obnactn punbTpoB BbIOpPaThb «[TOMUCK MO YCTPOMCTBAMY;

— Ha)KaTb Ha Ha3BaHMe YCTPOMCTBA /1A Nepexoaa B KapTo4YKy (Npn HeobxoaMMocCTH
BOCMO/1b30BaThcA duabTpom (noapasaen 1.5);

— B OTKPbIBLIEMCS KapTO4YKe YCTPOMCTBa BblOpaTb [AOCTYMHble KOMaHAb
(PucyHok 91 [1]), 3aaaTb HeobX0AMMble 3HaYeHMA cornacHo Tabauue (Tabaumua 31) n panee
noATBEPAUTL UAN OTMEHUTL AENCTBUS.

NMPUMEYAHUE. [dencTsytowime onepaTuBHbIE KOMaHAbl BblAENEHbI LBETHbIM
MHAOMKATOPOM Y COOTBETCTBYOLLEro 3Havka (PucyHok 91 [2]).
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MOEMITBHAR

I MNNATROPMA
a MYNLTATEHAMT MOHUTOPMI YIPABNEMNE ADMAHACT PHPOBANKE @ Haranus Visanooa {1 ivanova
YCTPORCTEA NONLIOBATENK NONNTHKK CUEHAPUM ARNGI NPANONENMR BATPUMBI CHRIKM KMOMEN
F+ RS570E rd COCTORMME YNIPARNEHME NONBLIOBATENM reynnes NONMTHKK CUEHAPHM YRANEHHWR QOCT 5
3 Cmaprdom Aspopa v
Hocr LrR yNp3e -
Oneparnanoe ynpaanemwe ~
e Q 0 w KOnQurypaumn
. AgrisThees Napars Tlony e KOs Ko 1w 26.06.202 a
-
e 1 OtNpaass COCTORHMA Kasgue 1y 26 =
J
wnme " jies x tanurgs RCIME OTNPROBKN CO0LITIA O3 Kascaese 1« 26 S
0 ‘ a O6HORNCHWS KoopaMHaT R enenTe A Mo sagme Hesagaee 26.06.2023
= s - ¢ REANIMND 100 Ha YETROUCTIE Bpemernoe ( 1409
R Sty SEicts
SAKPLITE AKTHEHUPOBATL APXMENPOSATY
PucyHok 91
B pe3ynbTate ycrnewHowm OTNpPpaBkKKM OMNEPATUBHOUM KOMaAHABbI OTO6pa3l/ITCﬂ

COOTBETCTBYIOLLEE COO6LLI,eH ne.

MPUMEYAHUE. BbibpaHHas KomaHaa OyaeT BbINONHEHA Ha YCTPOMCTBE B
COOTBETCTBMMW C YCTAHOBAEHHbIM pPacnMCcaHneM NOAYYEHMA KOMaHA.

Ecan nonntuKa nam onepatmMBHaa KOMaHAa He Oblan NOAyYeHbl Ha YCTPOIMCTBE, TO
TeKylLee 1 Luenesoe CoCToaHMA He ByayT coBnazaTb. HECOOTBETCTBMA BbIAENAOTCA LIBETOM,
a B CTPOKE C Has3BaHMEM rpynnbl MOAUTUK/COCTOAHUI OTODparkaeTcs 3Ha4oK @

(cm. PucyHok 14).
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Tabnnua 31

OnepaTtnBHan
KOoMaHAa

OnucaHue

Bepcun OC

OC Aspopa

OC Android

OC AnbT Linux

OC Astra Linux

OC Ubuntu

PEL OC

OBHOBUTL
COCTOAHME

YCTaHOBKa pacnmncaHusa 0OHOBAEHMA COCTOAHNA YCTPOMCTBA. MHPOPMaLMA O COCTOAHUN
yCTponcTea byaeT nosnydyeHa, eciv YCTPOMCTBO HAXOAMUTCA B CETH

4.0.2 1
BbllLe

7 1 Bbllwe

pl0

1.7 «Special
Edition»

20 LTS,
22 LTS

7.3.4

IunarHoctmnka

MonyyeHne Ha INEKTPOHHYO NOYTY paiana Co CMMCKOM CUCTEMHbIX CO0bLLLEHMN 06 owKnbKax
ycTponctea (PrcyHok 92).

HasBaHue dpanna:

— Reports.tar.bz2 —pana OC Aspopa;

— report yyyy-MM-dd hh-mm-ss.zip—gaa OC cemenctsa Linux. ADX1B COLEPKMUT:

e dain omp-uem-agent .db ¢ 6330 AaHHbIX NPUNOKEHMA «ABpopa LIeHTp»;

e daln journalctl.log CAOramm journalctl 33 NOCAEAHUI AEHD.

NMPUMEYAHUA:

V' [1nA nony4eHna otyeTa ¢ CUCTEMHbIMM COOBLLEHMAMM YCTPOMCTBA HEOBXOAMMO
NepBOHAYaIbHO BbINONHUTb HACTPOMKY B3anmoaencTama Cepeepa NpuaoKeHun My c
SMTP-cepBepom (noapobHas nHbopmauma NnpneeaeHa B AOKyMeHTe «PyKoBoACTBO
aAMUHUCTPATOPa»);

v T10 YyMONYAHMIO OTHET, COAEPMKALLMIA CMIMCOK CUCTEMHbIX COOBLLEHWI, OTNPaBAAETCA Ha
NOYTOBbIM ALLMK, COOTBETCTBYIOLMI TEKYLLEN YYETHOM 3aNNUCK aAMUHUCTPATOPA, KOTOpas
MOeT DObITb U3MEHEHA.

Ecnn Email onepatopa He 3anonHeH UK He ABASETCA AeNCTBUTENbHbIM (Hanpumep, B
CO3@aHHOM TeHaHTe), He0HXOAMMO BBECTM €r0 BPYUHY!IO.

BHUMAHMUE! Ecnn HeobxoaMMO BbI3BaTb ONEPATMBHYO KOMaHAy B TEHAHTE, CO3/1aHHOM U3
nedoNTHOro TeHaHTa, 06A3aTeNbHO Ha CaeaytoLLeM Lare TpebyeTca CKOPPEKTMPOBATb adpec

9NEKTPOHHOM NOYTbI, T.K. y4eTHas 3anncb aiMMHUCTPATOPA TEHAHTA MMEET BUA: <UMS y4ETHOM
3anncn>@<KoA TeHaHTa>.<A0MEeH No YMONYaHUo> (Hanpumep: n.ivanova@test.omp.ru), 4to

HEe MOXET ABNATLCA aPeCcOM SNEKTPOHHOM NOYTbI.
Mpouecc cbopa 1 OTNPaABAEHUA CUCTEMHbIX CO0bLLEHWI Ha Email npuBeaeH B NPUAOKEHUM
(MpunoxeHune 5)

4.0.2 1
Bbille

pl0

1.7 «Special
Edition»

20 LTS,
22 LTS
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[Maponb aaMMHa

YCTaHOBKa 04HOPA30BOro Napoas aaAMMHUCTPATOPa AN Pa3bBAOKMPOBKM YCTPOMCTBA, eC/N
NONb30BaTe/Ib HE 3HAET UM HE MOXKET BCMOMHWUTL NApPO/ib.

Maposb A0/IKeH coaepxaTb 0T 7 A0 12 CUMBONOB.

Mocne ycTaHOBKM MNaponsa aAMMHNCTPATOP AOKEH 3arpy3mTb YCTPOMCTBO B peEXMME
aAMMUHUCTPATOpPa, BBECTM OAHOPA30BbIN MApPO/b Ha YCTPOMCTBE, 3aTeM BbibpaThb
npeanaraembli yCTPOMCTBOM HOBbIN MAPO/b AN CAMOCTOATE/IbHO 334aTb HOBbIM MApPOb.
Ecnum yyeTHasa 3anmncbk aammMHUCTpaTopa bbina 3ab10KMpoBaHa Ha YCTPOMCTBE (B npoLecce
YCKOPEHHOM aKTMBALMW MNPU MPUMEHEHUM NOAUTUKM CO3[4aHMA NONb30BaTENA), NOCE
YCTAHOBKM OJHOPA30BOro Napos y4eTHas 3anncb aaMmMHUcTpaTopa byaet pa3bnokmMpoBaHa

4.0.2wn
Bblle
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OnepaTtnBHan
KOMaH4a

OnucaHue

Bepcun OC

OC Aspopa

OC Android

OC AnbT Linux

OC Astra Linux

OC Ubuntu

PEL

oC

[Naponb
no/sib3oBaTend

YCTaHOBKa O/JIHOPA30BOro Mapons Monb3oBaTens Ana Pas3b/OKMPOBKM YCTPOMCTBA, €Cau
NONb30BaTe b HE 3HAET UM HE MOXKET BCMIOMHUTL Napob.

Mapo/ib AO/KEH COOTBETCTBOBATL TPEOOBAHMAM NMaPOIbHOM NOAUTUKM U COAEPKaTb OT 7 A0
12 cMMBO/IOB 1 COOTBETCTBOBATL TPEHOBAHMAM NAPO/IbHON MNOAUTUKM.

Mocne ycTaHOBKM Napo/ia NONb30BaTeNt0 HEOOXOAMMO BbINOAHUTb BXO/, MO, CBOEM y4eTHOM
3aMnuncbto, BBECTU OAHOPA30BbIM Napo/ib, 3aTeM BbIOpaTh Npeanaraemblii yCTPOMCTBOM HOBbI
Napo/ib MM CAMOCTOATE/IbHO 33/1aTb HOBbIM NAPO/b

4.0.2 1
Bbille

JKpaH

BA0oKMpPOBKa 3KpaHa yCTPOMCTBa ANA NpeaoTBPaLLEHMA €r0 MCNO0Nb30BAHNA MOCTOPOHHMMM
NIMLAMM B CIyYae YTEPU MU KPAXKMW.

B pe3ynbTaTe HAOKMPOBKM YCTPONCTBA Ha 3KpaHe BAOKNMPOBKKM oToDparkaeTcs coodbuleHue:
«3abnokmnpoBaHo Npu nomolum Aurora Device Manager. 3a6710KMPOBAHO aAMUHUCTPATOPOMY.
Mcnonb3oBaHMe yCTPOMCTBa A0 Pa3b10KMPOBKM HEBO3MOXKHO, KPOME COBEPLLEHMA
3KCTPEHHOTO BbI30Ba.

MPUMEYAHMUE. [ins ycTpoiicts Ha Bba3ze OC cemencTsa Linux dyHKLUMOHAN NpuBEeaEH B
AOKYyMeHTe «PyKOBOACTBO nosib3oBaTend. Yacto 11. NpunoxkeHne «Aspopa LeHTp» ana
OnepaLMOHHbIX CUCTEM ceMeICTBa Linux».

Bbi6Op 3HaYEHMA N3 CNUCKa:

— «BpemeHHan 610KMpPOBKa» — yKasaHWe nepmoaa 61OKMPOBKM YCTPOMCTBA. BBOA 3HAYEHMA C
KnaBuaTypbl B opmaTe:

«[aa] : [ud] : [Mm]». Tak¥e AOCTyNHa BO3MOXKHOCTb BBOAA coobLleHMA B none «CoobuieHne
npn 610KMpoBKe», KoTopoe byaeT oTobparkaTbCA Ha 3KpaHe 3abA0KMPOBAHHOTO YCTPOICTBA;
— «BpemeHHasa pa3zbaoknpoBKa» — nepmo pa3boKMPOBKK YCTPOMCTBA. BBOA 3HaYeHMA C
KnaBmaTtypbl B popmaTe:

«[aa) : [44] : [mm]»

4.0.2 1
Bbille

7 1 BblWwe
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Kamepa

YCcTaHOBKa 3anpeTa/paspelleHmns UCnoib30BaTh KAMepy Ha YCTPOMCTBAX.

BbibOp 3HaYEHMA U3 CNUCKa:

— «BpemeHHO 3anpeTnTb» — yKa3aTb BDEMEHHOM MHTEPBA/, B TeHeHME KOTOPOTO
MCNOIb30BaHME Kamepbl Ha yCTponcTBe byaeT 3anpelleHo. BBoa 3Ha4YeHNI C KNaBuaTypbl B
dopmate: «[aa] : [44] : [Mm]»;

— «BpemeHHO pa3pelmnTby — yKa3aTb BPEMEHHOW MHTEPBAs, B TE4EHME KOTOPOro
MCNONb30BaHME Kamepbl Ha yCTponcTee byaeT pa3pelleHo. BBoa 3Ha4YeHWI ¢ KnaBmaTypbl B
dopmate: «[aa] : [44] : [Mm]»

4.0.2wn
Bblle

7 1 Bbllwe

MuKkpodoH

YcTaHOBKa 3anpeTa/paspelleHmns cnosib3oBaHne MUKPodOHa Ha YCTPOMCTBAX.

Bbibop 3HaYeHMA 13 cnmncka:

— «BpemeHHO 3anpeTnTb» — yKazaTb BDEMEHHOM MHTEPBA/, B TEYEHME KOTOPOTO
MCNO/b30BaHME MUKPOPOHa Ha yCTpOMCTBe DyaeT 3anpelleHo. BBoa 3Ha4eHMA ¢ KnasmaTtypbl
B popmarte: «[aa] : [4d] : [Mm]».

MPUMEYAHMUE. Mpwu 3anpeLlatollen KomaHae MUKPOGOH ByaeT HeJOCTyNeH A5 3aNnCK 3BYKa
BO BCEX MPUIOKEHMAX U BHELLIHUX YCTPOMCTBAX, KOTOPbIE YNPaBAAOT UM (HayLIHWUKM,
rapHUTYpPbI U T.M.), HO ByAeT AOCTyMNeH ANA UCXOAAWMX 1N BXOAALLMX BbI3OBOB;

4.0.2 1
Bbille
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OnepaTtnBHan Onncanme Bepcun OC
KOMaHaa OC Aspopa |OC Android | OC AnbT Linux | OC Astra Linux | OC Ubuntu | PEQ OC
— «BpemeHHO pa3pelnTb» — yKa3aTb BPEMEHHOW MHTePBas, B TEYEHNE KOTOPOro
MCNONb30BaHME MUKPOPOHA Ha yCTpoKcTBe byaeT pa3pelleHo. BBoa 3HaYeHM ¢ KnaBuaTypbl
B dopmate: «[aa] : [4d] : [Mm]»
CobbiTuA YCTaHOBKa pacnmcaHma oTNPaBKM COODLLLEHNI O MPOM30LLEALLMX Ha YCTPONCTBAX CODLITMAX 4.0.2 1 - - - - -
6e3onacHoCTH 6e3onacHoCTH. BblLLE
Bbi6Op 3HaYEHMA N3 CNUCKa:
— «BpemeHHas ycTaHOBKa» — COODLLEHMA AOCTABAAOTCA NO 334aHHOMY PACMMCaHWUIO U B
TeYyeHMe yKa3aHHOro nepnoaa. Beoa 3HayeHMin c KnasmaTtypbl B opmaTe: «[aa] : [44] : [MMm]»;
— «OTMEHUTb OTNPABKY» — Ha YCTPOMCTBAX MPUMEHSIOTCA HAa3HAYEHHbIE MOIUTUKN UK
HACTPOMKM NO YMONYAHMIO, ECIN NONUTUK HE HA3HAYEHO
OumncTuTL OumMCTKa BCEX AaHHbIX MO/Ib30BaTeNA, BK/IOYAn AaHHbIe C BHewHero Hocutena (Kaptbl namatn|  4.0.2 1 7 N Bblle - - - -
YCTPOWNCTBO microSD), Ans coxpaHeHUs KOHOUAEHUMANbHOCTM [aHHbIX B CAy4Yae yTepu WM Kpaku BbiLLE

yCTPOMCTBa.

BHUMAHUE! He pekomeHayeTca npepbiBaTb MNPOLECC OYUCTKM, T.K. AA8 NOCNeAyoLLero
BK/IOYEHMA yCTpOoMCTBa NoTpebyeTca nepeyctaHoska OC.

Mocne 3aBeplIeHMA O4YUCTKN HA YCTPOMCTBE BOCCTAHABAMBAOTCA 3aBOACKNE HACTPOMKM.

MpW aKTMBaLUMM YCTPOMCTBA MOC/AE MOJSIHOM OYMCTKU Ha Hero OyayT pacnpoCTpaHATbCA BCe
NO/IMTUKM, PpaHee Ha3HaYeHHble Ha rPynnbl YCTPOWCTB MAWM TPyNnbl NOb30BaTeNEN, B KOTOPbIE
BXOANT AAaHHOE YCTPOMCTBO
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From no-reply@inp1sfcloud03.ompcloud
Subject Mony4eHnue ¢panna noros 57¢1cd74-4697-488c-b2ca-d5a06d832e33 oT 20.08.2020 08:56:54MSK
o lukinefrem@76a707.0a0.net

o

HTML Plain text Source MIME

VBaxxaeMblii 0/Ib30BaTe/]Ib!
Daii1 10roE 7714 yerpoiictea S7cled74-4697-488c-b2ca-d3a06d832e33 pacnoraracTcs BO BIOKEHHH K IIHCBMY.

Hara dopmupoeanus daiina verpoitcteon: 20.08.2020 08:56:54MSK.

;Iar-u-xoe IHCBEMO ccbop.\mponaxo AETOMATHYECKH, Ha HETO HE HVKHO OTBEYaTh.

Bam Azspopa [lentp

PucyHok 92
2.2.10. OTBA3Ka (MCKNtOYEHME) YCTPONCTB U3 FPYNMbl YCTPOMNCTB

BHUMAHWE! HeBO3MOXHO WCKAOYUTL YCTPOMUCTBA M3 AMHAMUYECKOM Tpynmbl
YCTPOMCTB.

Ons  AMHAMWYECKOW Tpynnbl YCTPOMCTB WCKAOYEHME YCTPOMCTB NPOMCXOANT
aBTOMATUYECKM B C/Iy4ae HapyLLIEHUS YCNOBUI NpebbiBaHWA B rpynne.

CKNOYMTDL YCTPOMCTBA M3 CTAaTUUYECKOM rPpynmbl BO3MOXKHO Yepes:

— KapTo4Ky ycTporcTtsa (nn. 2.2.10.1);

— KaTo4Ky rpynnbl ycTporcTts (nn. 2.2.10.2).

2.2.10.1./ckntoyeHmne yCTPOoMCTBA U3 FPYMNMbl YyCTPOWCTB Yepes3 KapTOYKyY YCTPOMCTBA

[lnAa MCKNOYEHUs YCTPOMCTBA M3 TPYMMbl YCTPOMCTB Yepe3 KapTO4YKy YCTPOMCTBA
HeobX0AMMO BbINONHUTbL Ceaytoline AenCTBUA:

— nepenTn B noapasaen «YCTponcTea» pasaena «YnpasneHume;

— B obnactn punbTpoB BbiOpaThb «MOUCK NO YCTPOMCTBAMY;

— Ha)XaTb Ha Ha3BaHMe YCTPOMCTBA 414 Nepexoaa B KApTO4Ky (Npn HeobxoaMMocCTH
BOCMO/1b30BaTbCA duabTpPom (noapasaen 1.5);

— B KapTOYKe YCTPOMCTBA NEPENTN BO BKNAAKY « [ pynnbiy»;

— BbIOpPATbL rpynmny YCTPOWCTB, YCTAaHOBMB rafIo4vKy B YeKbOKce Ans A0CTyna K CMUCKY
ObICTPbIX AeicTBUn. [pn HeobxoaMmocTM aAna cbpoca BblAENEHWMA HaXKaTb KHOMKY
«CbpocuTb BblaeneHune» (PucyHok 93 [1]);

— B CMNUCKe ObICTPbIX AENCTBUIM HaXaTb 3HAYOK O «Ucknouuts YCTPOMCTBO M3
rpynnei» (PucyHok 93 [2]);
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PucyHok 93

— B OTOOpasMBLIEMCA OKHe MOATBEPXKAEHMA onepauun noaTsepamTb Anbo
OTMEHUTb AencTema (PucyHok 94).

MNoarsepsatnee ONepMLne

g oarsesmen
PucyHok 94

B pe3ynbTaTe ycnewHoro noaATBePKAEHNSA, NOANTUKM ByayT NepekoMOUHMPOBAHbI
TakMM 06pa3om, 4To ANA YyCTPOMCTBa OyayT AeNCTBOBATb TONIbKO MOAUTUKM, HA3HAYEHHbIE
Ha rpynnbl YCTPOWCTB M FPYNMbl NOJIb30BATENEN, B KOTOPbIE BXOANT YCTPOMCTBO.

2.2.10.2.0TBA3Ka YCTPOWCTB OT TrpPynnbl YCTPOMUCTB 4Yepe3 KaAPTOYKy rpynmbl
YCTPOMCTB

B cTaTMyeckol rpynne yCcTpOMCTB OTBA3aTb YCTPOMCTBO BO3MOMHO Yepes KapTOYKy
rpPynnbl YCTPOWCTB, BbINONHUB CAeaytolime AeNCTBUA:

— nepenTn B noapasaen «YCTponcTea» pasaena «YnpasieHne,

— B 0obHnacTn dunbTPOB BbIOPaTh «[TOUCK NO rpynnamy»;

— HaXaTb Ha Ha3BaHWe rpynnbl YCTPOMCTBA ANA Nepexoda B KapTouKy (npu
HeobXxo4MMOCTN BOCNO/1b30BaTLCA PUALTPOM (Noapasaen 1.5);

— B KapTO4YKe rpynnbl yCTPOMCTBA NepenT BO BKAAAKY «YCTPOMUCTBAY;

— BblIOpaTb YCTPOMCTBO, YCTAHOBMB ran04vky B YekKboKce Ana A0CTyna K CMUCKY
ObICTPbIX AencTBUin. pu HeobxoauMmocTM ana cbpoca BblAENEHUS HaKaTb KHOMKY
«CbpocuTb BblaeneHune» (PucyHok 95 [1]);

— B CMMUCKe DBbICTPbIX AeMCTBMI HaXKaTb 3HAYOK O «Oteazats YyCTPOMCTBa OT rpynnbi»
(PncyHok 95 [2]);
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PucyHok 95

— B OTOOpa3smMBLIEMCA OKHe MOATBEPXKAEHMA onepauum noaTeepauTb Anbo
OTMeHUTb aencTema (PncyHok 96).

OTesaka yCTPOACTE OT TPynnm

OTMEHA OTBRIATL

PucyHok 96

B pe3ynbrate ycnewHom OTBA3KM YCTPOWMCTBA OT rpynnbl  0TObOpa3mTCA
COOTBETCTBYIOLLEE COODLIEHME, MOAUTUKN DyayT NepekomMOUHUPOBAHbI TaKMM 0OPa3oMm,
YTO ANs YCTPOMCTB OyayT AEeNCTBOBATb TONbKO MOJAMUTMKKM, Ha3HA4YeHHble Ha rpynmnbl
YCTPOMCTB M rpynnbl NOAb30BaTeIeN, B KOTOPbIE BXOAMUT YCTPOMCTBO.

2.2.11. ApxnBnpoBaHMe yCTPONCTBA

oA apXMBMPOBAHMEM MOAPA3YMEBAETCA YyAaneHMe W3 Cnncka A06aBAEHHbIX
YCTPOMCTB, NOCAEe Yero yCTPOMCTBO NMOBTOPHO A00aBUTb B KOHCONb agmuHucTpaTopa MY
HEBO3MOHO, @ BO3MOHO TO/IbKO BOCCTAaHOBWUTb. oapobHoe onncaHme BOCCTaHOBAEHMA
YCTPOMCTBA M3 apxmBa NpmBeaeHo B nn. 2.2.12.

Mepen apXMBMPOBAHMEM aKTUBMPOBAHHOIO YCTPOMCTBA HEODXOAMMO OYMCTUTD Ero
C MOMOLLLbIO OMEepaTUBHbIX KOMaHA (. 2.2.9).

ApPXMBMPOBAHME YCTPOMCTBA MOXKET DbITb BbIMOAHEHO:

— B noapasgene «YCTpOMCTBA» C MOMOLLbIO CMMCKA ObICTPbIX  AEnCcTBUM
(nn.2.2.11.1);

— C MOMOLLbIO KapToYKM ycTponcTea (nn. 2.2.11.2).
2.2.11.1. ApxnBmpoBaHmne yCTPOMCTBA C MOMOLLbI CNKCKA ObICTPbIX AENCTBUM

[lna apx1MBMPOBaAHMA YCTPOMCTBA HEOBXOAMMO BbINONHUTL CAeayowme AeNCTBUS:
— nepenTn B noapasaen «YCTponcTea» pasaena «YnpasieHne;
— B 0bnacTn dMNbTPOB BbIOPaTh «[MOUCK MO YCTPOMCTBAMY;
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— BbIOpaATb YCTPOWMCTBO, YCTAHOBMB rafiodKy B YekDOKce Ans A0CTyna K CIMUCKY
BbICTpbIX AencTemin. pu HeobxogmMmocTn ans cbpoca BblAENEHUA HaxXaTb KHOMKY
«Cobpocutb BblaeneHme» (PucyHok 97 [1]);

— B CNUCKe ObICTpbIX AenCcTBMA  BbIOpaTb  3HAYOK [u] «ApPXMBMPOBATLY
(PucyHok 97 [2]);

ﬁ MYNIBTATEMANT MOMATOPHMS YPARNENAE ALMUHNCT PAPOSAMIE @ Hararws Msanoes (Livan
YCTRPOMCTRA NONBIOBATENM NOSMTHEMN CUEHAPHA DA NPUNOXEMAS BATPAMYI CERIKK KNIOHER
Mowek 1o roynnam AOBARMTE ~ NPNNALEMME
@ Nowcxno yorposicTaam 1 seibipano S 1 G & n E]
_ =
+ Hoswi GuneTp v
— @
Habops dunsrpos v
- @
- >

— ecnn  BblbpaHHble yCTPOMCTBA OblAM  O4YMLLEHbl, TO OTODOPA3MTCA OKHO
NOATBEPXKAEHUA onepaumn, rae HeobXoAMMO HaKaTb KHOMKY «ApPXMBMPOBATHY
(PucyHoK 98).

BoiaeneHo ycrponcTe: 2. Bl AeNCTBUTENBHO XOTUTE UX apXMBUPOBaTL?

OTMEHA APXMBUPOBATDL

PucyHok 98

Ecanm oAHO MAM HECKONbKO YCTPOMCTB He OuYMLLeHbl, oTobparkaeTca cooblieHme
(PrcyHoK 99), B KOTOPOM HEODBXOAMMO BbIOPATb COOTBETCTBYIOLLLYIO KHOMKY:

— ONA  apXMBUPOBAHWMA  TOJIbKO  OYMLIEHHbIX YCTPOMCTB  Ha)KaTb  KHOMKY
«APXMBMUPOBATH TO/IbKO O4YMLLLEHHbIEY (PrcyHOK 99);

MEHA I APXMNIAPOBATE TONBKD ONMLLEHHE l

PucyHok 99

— AN1A apXMBUPOBaAHUA Be3 0YMCTKM HeobXoAMMO:

® MOATBEPAUTb apXMBMPOBaAHME OE3 OUYMCTKM, YCTAHOBMB rasioukmM B YeKbokce
(PncyHok 100 [1]);
® Ha)KaTb KHOMKY «ApxmBmnposaTb Bce» (PucyHok 100 [2]).
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1 ={ @ # 1o sourmmpoenn e 1

PucyHok 100

B  pe3ynbTaTe  yCMeWHOro  apxMBMpPOBaHMA  yCcTpomctBa  oTobpasmTcA
COOTBETCTBYHOLLEE COODLULEHME, YYETHbIE 3aNMCK YyCTPOoMCTBa ByayT 3abN10KMPOBaAHbI.

MPUMEYAHMUE. ApxmBHble ycTpoincTBa OyayT oToOpaxKaTbCa B CMMCKE YCTPOWCTB,
eCc/n BKNOYEHA COOTBETCTBYHOLLAA HacTponKa (n. 4.1.3).

2.2.11.2 . ApxnBmpoBaHMe yCTPOMCTBA M3 KAPTOYKM YCTPONCTBA

[1ns apxMBMpPOBaAHMA YCTPONCTBA M3 KaPTOUYKM HEOBXOAMMO BbINONHUTL CAeaytoLine
NencTBms:

— nepeunTn B Noapasaen «YCTpoOMCTBa» pasaena «YnpaBaeHume;

— B 0bBnacTn dunbTPOB BbIOPATL «[TOUCK NO YCTPOMCTBAMY;

— Ha)KaTb Ha Ha3BaHMe YCTPOMCTBA /1A Nepexoaa B KapTo4Ky (Npn HeobxoaMmMocTH
BOCMO/1b30BaThcA duabTpom (nogpasaen 1.5);

— B OTKPbIBLUECA KAapTOYKe YyCTPOMCTBA NePenTh BO BKAAAKY « COCTOAHMEY;

— HaXKaTb KHOMKY «ApxmsupoBaTb» (PucyHok 101);

a MYNLTUTEHAHT MORUTOPHHT YNPABNEHHE AOMUHUCTPHPOBAHME @ ATaun MBS 3
YCTPOHCTEA NONBIOBATENM NONMTHKKA CUEHAPAN SANNG NPUNOXEHKR BUTPUHE CAAIKN KIWONERN
Mashtab TrustPhone COCTORMML YNPABNEMAE NONLIOBATENW reynne NONKTHEA CUEMAPHM YOANEMMEA QOCT
/7 ——
m™
;~:l Cmaprdon Aspopa ~ = "

N 25s9bdle. OIS » HAsRAn
™
B 35483055097 » Kowgurypauus

oY 01HNe KOMBE L T ‘ Q0904 202412:28
N X

MEPBITH AKTUBMPOBATY ALXHUNPCOATL

PucyHok 101

— EeC/I1 YCTPOMCTBO HE OYULLEHO, OTODPA3MTCA COOTBETCTBYOLLLEE coobuleHme. Ona
NOATBEPXKAEHNA  aPXMBMPOBAHMA HEODOXOAMMO Ha)KaTb KHOMKY «ApPXMBMPOBATHY
(PncyHok 102).

PucyHok 102
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B  pe3ynbTaTe  yCMeWHOro  apxmMBMpPOBaHMA  yCTponcTBa  oTobpasmTca
COOTBETCTBYHOLLEE COODLLIEHME, YYETHbIE 3aMMCKU YCTPONCTBA DYayT 3aDN0KMPOBaAHbI.

MPUMEYAHUE. ApxmBHble ycTponcTBa byayT oTobpaxKaTbCA B CMMCKE YCTPOMCTB,
eCc/n BKAOYEeHa COOTBETCTBYHOLWAA HacTponKa (n. 4.1.3).

2.2.12. BoccTaHOBAEHME YCTPOMCTB M3 apXm1Ba

[ns oTobpakeHMA apXMBHbIX YCTPOMCTB B NoApa3aene «YCTPOMCTBa» B HACTPOMKAX
[OMKeH ObITb akTUBEH NepekntovaTenb «OTobparkaTb apxXmBHbIe ycTporcTea» (n. 4.1.3).

Mpn BOCCTAHOB/IEHMM YCTPOMCTB M3 apxMBa BOCCTAHAB/IMBAKOTCA BCE €ro CBA3U C
rpynnamm m noib3oBaTeNsaAMM.

[1ns BOCCTAHOB/AEHMA YCTPOMCTBA M3 apxMBa HEOBXOAMMO BbINONHUTL CAeaytoLine
NENCTBUA:

— nepenTn B Nnoapasaen «YcTponcTsa» pasgena «YnpasaeHune»;

— BblbpaTb apxmMBHOE YCTPOMCTBO, YCTAaHOBMB rasiouKy B Yekbokce Ana AoCTyna K
CNUCKY BbICTpbIX AencTBuid. MNMpn HeobxoammocTn aAna copoca BbliaeneHmns Heobxoammo
HaXkaTb KHOMKY «CHpocuTb BblaeneHme» (PucyHok 103 [1]);

— BbIOpPaATb 3HAYOK @ «AKTMBauma yctponcTs» (PucyHok 103 [2]);

ﬁ MYTISTTEHAMT  MOHWTOPMHI  YIPABNEHME  AOMMHWCTPHPOBAHME (©) HaTanws Ma
<3

YCTPOMCTHA NONLIOBATEM NOANTAKKA CUEHAPAN GARNE NPANOXENNA BUTPYHE CHRIKMN KMOMEM

®
"
8L

* Honwi punetp v

AxTuasine Punetpe (1) v

PucyHok 103

— B OTOOPa3mBLUEMCA OKHE aKTMBALMKM YCTPOMCTB YCTAHOBUTb rasio4ky B Yekbokce
«MepeHeceHo B apxuB» (PucyHok 104 [1]) u HaxkaTb KHOMKY «Jdanbwe»(PucyHok 104 [2]).

ArTHasumnn yCIpoRcT x

PucyHok 104
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Mpyv HanUMuMM y YCTPOMCTB CBA3EM CO CTAaTUCTUYECKMMK rpynnamu  u/wmam
nosb3oBaTensMnM Ha Wware «BoccTaHoBneHWe cBA3er» HeobxoAMMO NOATBEPANTb
BOCCTAaHOB/IEHWE CBA3EW, YCTAHOBMB rano4yky B 4yekbokce (PucyHok 105 [1]), © HaskaTb
KHOMKY «Janble» (PucyHok 105 [2]). AaHHbIM War noapa3yMmeBaeT BOCCTAHOBAEHMWE CBA3EN
C Tpynnamm yCTPOWCTB M NOMb30BATENAMM U NMPUMEHEHME COOTBETCTBYIOLLMX MOAUTUK U
odnalH-cueHapues. Mpn OTCYTCTBMM HEODXOAMMOCTM BOCCTAHOB/IEHMA CBA3EN, YCTAHOBKA
ra/l04KkM B YekboKce Ha «BoccTaHOBUTL BCe CBA3M» He ABAsieTCA 06s3aTebHOM.

AXTHBAUME yCTDORCTE x

PucyHok 105

[anee akTMBMPOBATb YCTPOMCTBA BO3MOXHO OAHWUM 13 CNOCOHOB:
— HaKaTb KHOMKY «AKTUBaLUMA Bpy4HYIO» (PrcyHok 106 [1]) n Aanee HaxKaTb KHOMKY

«[1pogoNKNUTbY;
— HaXaTb KHOMKy «OTnpaBuTb Ha Email» (PucyHoK 106 [2]), B OTKPbIBLUEMCA OKHE
BBECTM aApec 3/1EKTPOHHOM NOYTbI U Aanee HaxKaTb KHOMKY «OTNpaBuTb».

Axthsaums yerpoacre X

HAZAL

PucyHok 106
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B pe3ynbtate Oyaer creHepupoBaH M oTobpakeH QR-Koa Ana akTMBaLMKM M
oT0bpa3saTca coobuleHna «CBA3M aPXMBHbIX YCTPOMCTB BOCCTaHOBAEHbI» U «[lpouecc
CO34aHMA YYETHbIX 3aNMCen YCTPOMCTB 3anyLLEH ».

[1ns 3aBeplueHns akTmBauymm HeobxoaMMo OTCKaHMpoBaTb QR-KoA Ha yCTpOMCTBe.
OnucaHmne npougecca akTMBaLMKM YCTPONCTB NPUBEAEHO B JOKYMEHTAX:

— «PykoBoacTBO nosib3oBatend. Yactb /. [lpunoxeHue «Aspopa LeHTp» anA
OonepauyoHHOM cncTeMbl ABPOPaY;

— «PykoBoacTBO nosb3oBatend. Yactb 9. [llpunoxeHne «Aspopa LeHTp» AnA
onepaunmoHHoM cuctembl Android».

2.2.13. YaoaneHue rpynnbl YCTPOMUCTB

MPUMEYAHME. Mepen yaaneHnem rpynnbl yCTPOMCTB HEOOXOANMO:

— NpeaBapuUTeNbHO WCKAOYMTL BCe YCTponcTBa M3 rpynnbl (n.2.2.10) — ans
CTAaTMYECKOWM rpynnbl YCTPOMCTB;

— OTBA3aTb FPynmny YyCTPOMCTB OT BCeX NoAnTuK (n.2.4.7) n odbnalH-cueHapues
(n. 2.5.3) — o4na AMHAMUYECKOM rpynnbl.

Mocne BbINOAHEHWUA YCNOBUW, NMPUBEAEHHbLIX Bbille, CTaTUYecKas/guHammyecKasn
rpynna moxeT bbITb yaaneHa 13 Y. [na atoro HeobxoaMmo:

— nepenTn B Nnogpasaen «YCTponcTea» pasaena «YnpasneHue;

— B 0bBnacTn duNbTPOB BbIOPaATL «[TOUCK NO rpynnamy»;

— HaXKaTb Ha Ha3BaHWe Trpynmnbl YCTPOMCTB ANA nepexoda B KapTouyky (npwu
HeobXxoAMMOCTN BOCNO1b30BaTLCA GUALTPOM (noapa3aen 1.5);

— B KapTOu4Ke rpynnbl YCTPONCTB HaxKaTb KHOMKY «YaanuTb» (PrcyHok 107);

’_S MYTILTUTEMANT MOMMTOPWIMT YIIRARNE WAL AQMWDEACTPAPORAMNE ®
IMC A NONLSOBATENMA NONMTHEN CUEMAPHMN DAL MEUNOxEHNN BTl CHAIKN KSIOHER
test_rpynns MY 7 YCTPOWCTEA NONWTUKH CLUEHAPHW
D Fpynma ycrposcTn N YCTPRORCTRA RXOLALLNE B rRynny
* Hoswst duneTp v COUERRT  (FMARIATE YCTRORCTRA

PucyHok 107

— B OTOOpasmusBwemcsa okHe (PucyHok 108) noaTBepAnTb MO0 OTMEHUTL AEMCTBUA.

Yaanesues rpynine

PucyHok 108

B pe3ysnbTaTe yCnewHoro yaaneHna otobpasmTca COOTBETCTBYOLLee cOobLeHMe.
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2.2.14. O4ncTKa YCTPOMCTB A0 3aBOACKMX HACTPOEK

MPUMEYAHUE. busHec-cueHapuihi NO 3KCTPEHHOMY BbIBOAY YCTPOMUCTBA W3
3KCnAyaTauMm HeaocTyneH Ans yctponcts Ha 6aze OC cemelncTtsa Linux.

[Onsa cbpoca ycTponcTtBa A0 3aBOACKMX HACTPOeK HeobxoAMMO Ha3HauuUTb
onepaTmBHyto KomaHay «OumcTKa ycTponcrea» (cm. Tabaunua 31) B cootBeTcTBMM C M. 2.2.9,
B pe3y/abTaTe Yero oTobpasnTCA OKHO MOATBEPKAEHMA OnepaLmm, rae HeobXoAMMO HaXKaTb
KHOMKY «Ounctntb» (PrcyHok 109).

ONMETES YETROWC TS

PucyHok 109

B pe3ynbTaTe ycnewHoMm O4YNCTKM BCE AaHHble MOb30BaTENA YCTPOMCTBA, BKAKOYAA
NaHHble C BHelHero Hocutena (KapTta namatm microSD), yaanaTcs.

BHUMAHME! He pekomeHayeTcs npepbiBaTb OYUCTKY YCTPOWCTBA, T.K. AN
nocneayoLLero BrkAtYeHMA noTpebyeTtca nepeyctaHoBka OC.

[Mocne 3aBeplleHMA OYMCTKM Ha YCTpOoMCTBe OyayT BOCCTAHOB/IEHbI 3aBOACKME
HaCTPOMKK. [nA ynpasBAeHMA O4YMLLLEHHBIM YCTPOMCTBOM C/AedyeT aKTMBMPOBATb €ro
nosTopHo (Nn. 2.2.8).

Mpn aKTMBaLMM YCTPOMCTBA NOC/AE NOJHOM O4YUCTKM Ha Hem DyayT AeMCTBOBATb BCE
NO/IMTUKM, PaHEe Ha3HaYeHHble Ha rpPynnbl YCTPOMCTB WMAM MNONb30BaTENEN, B KOTOpPblE
BXO/AMT 3TO YCTPOWNCTBO.

2.2.15. BbiBOA YCTPOMCTBA M3 IKCNyaTaALUM

BHUMAHME! BbiBoa ©3 3KcnayaTauum AOCTyNeH Ana YCTPOMCTB B CTaTyce
MU3HEHHOTO UMKNA «AKTMBMPOBAHOY». B MHbIX C/1ly4adAx KHOMKa «BbIBECTU M3 SKCNIyaTaumMm»
byaeT He aKTMBHA.

[1ns 3KCTPEHHOro BbIBOAA YCTPOMCTBA M3 3KCNAyaTaumMm HeobxXxoAMMO BbIMOAHUTD
cneayolme AencTBmA:

— nepenTn B NoApasaen «YCTponcTea» pasgena «YnpaBaeHne»;

— B 0bBnacTn dunbTPOB BbIOPATL «[TOUCK NO YCTPOMCTBAMY;

— Ha)KaTb Ha Ha3BaHMe YCTPOMCTBA /1A Nepexoaa B KapTo4Ky (Npn HeobxoaMmMocCTH
BOCMO/1b30BaThcA duabTpPom (nogpasaen 1.5);

— B OTKPbIBLUENCA KAapTOYKe YCTPOMCTB NepenTn BO BKAAAKY «CLeHapumn»;

— HaXKaTb KHOMKY «BbiBECTM M3 aKkcnayaTauum» (PucyHok 110);
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YCTPOWCTEA NONLIOBATENMH NONUTIKK CUEHAPHMN TARN NMPWNOXEMUS BATPYIMLI CRRIKM KIMOYER

Mash‘ab TrustPhone COCTOSRHMNE YRPABAEHME NONB3IOBATENMN reYnne NONNTHKIA CUEHAPAK YOANEHHEE >

T

'_\ Odnanu-cusnapun

| Cmaptdom Anpopa ~

-

b'-bv'nlxr[ BRSECTW U3 SKCTUIYATALIMU I

PucyHok 110

— B OTOOpasmMBWIEMCA OKHe noATBepXAeHua onepauun  (PucyHok 111)
NoATBEPAUTL NMOO OTMEHUTL AeNCTBUA.

Buinog yCTPORCTEA M3 SKCNAYATAUNMN

PucyHok 111

B pes3ynbTaTte ycnewHoOro BbIBOAA YCTPOMCTBA M3 3KCM/yaTauMM B TeyeHume
HEKOTOPOro BPEMEHMW Ha YCTpOoMCTBe ByayT BbINOIHEHbI CAeAytoLine onepaunm:

— BnoKMpOBKa 3KpaHa (C BbiBeAeHMEeM cooblleHMA «YCTPOMCTBO BbiBEAEHO W3
aKcnAyaTaumm»);

— OYMUCTKa yCTpoMcTBa (COPOC K 3aBOACKMM HACTPOMKaM);

— APXMBMPOBAHME YCTPOIMCTBA (YAaneHme 13 Cnmcka yCTpOMnCTB).

MPUMEYAHME. CueHapuin 3anycTUTCa Npuy creayrolem NoAKA0YEHWM YCTPOMCTBA K
cepsepy Y.

2.3. Noppasaen «onb3oBaTenn»

MNoapasgen «llonb3oBaTenmn» KoHCoOAM agMUHUCTPaTopa (1Y npedHasHadeH AnAa
ynpaBaeHMA N01b30BaTENAMM UM TPyNNamm NONb30BaTENEN.

[Ona nepexona B nogpasfaen HeobxoAMMO B BEPXHEM naHenu BbibpaTb pasaen
«YnpasneHue», noapasgen «lonb3osBatenn», B pesynbtate 4yero B pabouelt obnactu
oTobpasmtca  MHPOpmMauMA O  MONb30BaTeNsAX  MAM  Tpynnax  Mnosb3oBaTenein
(PucyHok 112 [2]).

MPUMEYAHME. [1na oTobpaxkeHna rpynnbl Noab3oBaTenein Heobxoanmo B obnactu
dunbTpoB BbIOPaTL «[Momck no rpynnam» (PucyHok 112 [1]).
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2 Sm—
v >

PucyHok 112

B pabouet obnactm mHPopmauMsas O MONb30OBATENAX W TPyMNMNax Mnosb30BaTeNeM
oTobparkaeTcs B cTonbuax, npmeBedeHHbix B Tabauue (Tabauua 32), a Npu OTCYTCTBUM

n06aBNEeHHbIX NO/b30BaTENEN UK TPYNN Nob30BaTenei otobparkaeTca coobulieHme «Het
OaHHbIXY.

MPUMEYAHMUE. 3HayeHMA cTonbLoB MOryT bbiTb OTCOPTUPOBAHDI: OT CTapbIX K
HOBbIM, “* OT HOBbIX K CTapbIM.
Tabnunua 32
MNapameTp OnucaHue
lNonb3oBatenu
Tun Tun nonb3osaTena (MpunoxeHne 1)
Nma dammnma, Umsa M 0TYECTBO NOb30BaTeNA (NpeacTaBaAeT cobol

dKTUBHYIO CCbI/IRY, MPU HAaXKATUN Ha KOTOPYIO MPOUCXOAUNT nepexos K
KapTo4Ke I'IOJ'Ib3OBaTEJ1H)

Email DNEeKTPOHHaA NoYTa NoJib3oBaTenA
TenedoH Homep TenepoHa nonb3osatena
YcTpoiicTea KoanyecTBo yCcTpOMCTB, NPMBA3AHHbIX K MO/1b30BATENHO
Mpynnbl KonnyecTBo rpynn, K KOTOPbIM NPUBA3aH NOb30BaTe b
ObHoBNEHO [aTta obHOBNEHMUS
[pynna nonb3oBaTeneu
Tun Tun rpynnsl nonb3osaTenen (Mpunosxkerune 1)
Mpynna — Ha3BaHWe rpynnbl Noab3oBaTeNel (NpeacTaBnseT cobom akTUBHYIO

nonb3oBaTesnen CCbINIKY, MPU HaXKaTUM Ha KOTOPYHO NMPOUCXOAUT NEPEXOL, K KapTouKe
rpynmnbl Noab30BaTeNen);

— KOMMEHTapUit — AoNOAHUTEeNbHAA MHGOPMaLMA (3anonHAeTCa Npu
HEeobXxoAMMOCTH)

MNonb3oBaTtenen Konmnyectso I'IO/'Ib3OBBT€/'I€I?I, NMPUBA3aHHbLIX K rpynne
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MNapameTp OnuncaHue
YCcTpomncTs KonnmyecTBo yHMKaNbHbIX YCTPOMCTB, MPUBA3AHHbIX K MO/1b30BaTENAM
rpynnol
O6HoBNEHO [aTa obHOBAEHMA rpyNMbl

B KoHconn aamuHuctpaTopa [Y npeaycmoTpeHa BO3MOXHOCTb A00aBAeHUS
nosib3oBaTenen UaM rpynn Noab3oBaTener oAHUM M3 caeayroLmMx cnocobos:

— BpyYHyto (n. 2.3.1mn. 2.3.2);

— c nomoubto umnopTa CSV-danna (n. 2.3.3);

— cnomoulbto umnopTa 13 LDAP-cepsepa (nn. 4.1.4.3.1).

2.3.1. [lobaBneHue nonb3oBaTeNs YCTPONCTBA BPYUHYIHO

[na nobaBneHWs MNonb3oBaTeNA BPYYHYHO HEOOXOAMMO BbINOAHUTL CAeaytollme

NencTBms:
— nepenTtn B noapasaen «flonb3oBatenm» pasaena «YnpasaeHuer;

— HaXKaTb KHOMKY «/[106aBUTbY;
— B PacKpbiBaloOLWEMCA CnucKke BblbpaTb MyHKT «[J06aBUTb Nonb3oBaTeNNA»

(PncyHok 113);

g’ MYNBTUTERAHT  MOHWTOPMHI  YIPAB/IEHMWME  ALMWHKUCTPHPOBAHME ®@ Haranis VMeasous (| vanova
A
YCTPOWUCTBA NONEIOBATENU NONUTHKKA CUEHAPHM DARNN NPUNOXEHAR BUTPUHLI CBAZKWN KIMOYEN
® Mowck no nans3ceaTensy n T
Aot T N
+ Hoswivt dunnTp v . "
Habopt PunsTpon v
- >

PucyHok 113

— B OTKpbIBWIEMCA OKHe (PucyHok 114) BBecTM [aHHble O No/b3oBaTene
(Tabnnua 33);

Tabnunua 33
MNone sBOAA 3HayeHue NMpumevanue
dammnua dammnma nonb3osBaTena Mone 0b6a3aTenbHO ANA 3aMNONHEHUS
Mma MimAa nonb3oBaTtens MNone obA3aTeNbHO AN 3aN0HEHUS
OT4ecTBO OT4ecTBO NO/Ib30BaTENA Mone He 0b6a3aTenbHO ANs
3aMo/IHeHMA
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MNone BBOAa

3HayeHue

NpnumeyaHme

MoyTa paboyan

Pabo4yuni email nonb3osaTena

Mone ob6a3aTenbHO A8 3aN0JHEHMA U
ABNAETCA NAEHTMOMKATOPOM
nonb3osaTens Aspopa LleHTp

[oKHOCTb [OMKHOCTb, 3aHNMMaemasn Mone He 06s3aTeNbHO ANA
No/Nb30BaTe/IEM B KOMMAHNM 3ano/iHeHuA

TenedoH Homep pabouero tenedpoHa Mone He obs3aTenbHO ANA

pabouni nosib3oBaTtens 3ano/iHeHuA

— nocse 3anNoaHeHNA NoNen noaTrBepAnTb MO0 OTMEHUTD CO34daHNMne NoAb30BaTeENA

(PncyHok 114).

COIAAMNE NOALIOBATONN BPYIHYSS

PucyHok 114

B pe3ysibTaTte ycnewHoro ,£I,O6aB/'IEHl/IFI No/1b30BaTeNA OTO6pa3l/ITCH
COoOTBETCTBYIOLWLEE COO6LLI,€HVI€ N OTKPOETCA ero KapTo4Ka. OnucaHune npouecca pa6OTbI C

KapTO4YKoM noab3oBaTena npmseaeHo s n. 2.1.3.

2.3.2. [1obaBneHue rpynnbl NONb30BaATEIEN BPYYHYHO

Mpwn nobasneHUM rpynnbl NONb30BaTENEN BPYYHYIO AOCTYMNHO:
— pobaBneHne cTaTUYeckon rpynnel nonb3oBatenen (nn. 2.3.2.1);
— pobaBneHne AMHaMUYecKom rpynnbl nonb3osaTtener (nn. 2.3.2.2).

2.3.2.1. [JobaBneHe CTaTU4E€CKOM rpynmbl NONb30BaTENEN

NMPUMEYAHUE. CoctaB npaBua CTaTUYECKOM rpynmnbl AAMUHUCTPATOP MOMXKET
PeaKTMPOBaTb BPYYHY!O.
[na nobasneHuna cTaTMYecKoM rpynnbl NOAb30oBaTeNel HeobXxoAMMO BbINOAHUTL
cnepytouine AencTeumA:
— nepenTtn B noapasaen «lonb3osatenm» pasaena «YnpaBaeHue;
— Ha)KaTb KHOMKY «J106aBUTbY;
— B PaACKpbIBAOWEMCA CMUCKe BblOpaTb NMYHKT «/06aBUTb CTAaTUYECKYO Tpynny»
(cm. PucyHok 113);
— B OTKpbIBWEMCA oKkHe (PucyHoK 115) 3anonHnTs nons (Tabamua 34).
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Tabnuua 34
MNone sBoaa 3HayeHue MpumevaHue
Mms rpynnel - |HassaHue rpynnbi Mone 06s3aTeNbHO A5 3aNONHEHUA.
nonb3oBaTenel HasBaHKe rpynnbl Noab3oBaTenen

AO/IKHO BbITb YHUKANbHBIM

HOMMeHTapMVI JlononHuTenbHan MHd)OpIV\aLI,MFI [Mone He 0b6a3aTenbHO ANA 3aNOHEHNA
Krpynne Nonb30BaTENEM

— HaxkaTb KHoMKy «Co3aaTb» (PncyHoK 115).

Coagavne rpynne NONeICRATENEN

PucyHok 115

B pe3ynbTaTe ycCnewHoOro co3daHua rpynnbl Noab3oBaTenen otobpasnTtca
COOTBETCTBYlOLlEE COODUIEHME W OTKpPOeTcA  KapToyka [AobaBaeHHOM  rpynnbl
nonb3oBatenen. oapobHoe onucaHue paboTbl C KAPTOYKOM rpynmnbl MNOAb30BaTeNel
npueegeHo s n. 2.1.4.

2.3.2.2. [1obaBneHne AMHaMUYECKOM rpynnbl NONb30BaTeNEeN

[OnHammyeckada rpynna — rpynna c 3a4aHHbIMK YyCNOBMAMM, Npu cobntoaeHnm
KOTOPbIX NO/Ib30BATEIM MOMNALAIOT B FPYMNNy aBTOMATUYECKM.

NMPUMEYAHMUE. Henb3a co3gatb HECKOABKO AMHAMWYECKMX TPYNM C OANHAKOBbLIMM
ycnosmamun. B caydae nonbITKM co3daHmAa ewle 1 AMHaMMYecKon rpynnbl 0TOBpasmTcs
coobuleHne o6 owunbke. Takyto Tpynmny HEBO3MOXHO VYaAanuTb (KHOMKa «YAanuTb»
HeaKTUBHa).

NMPUMEYAHMUE. Mepen Tem, Kak co3aaTb AMHAMMYECKYIO FPynny MO/b30BaTENEWN,
HeobXxoAMMO HACTPOUTb MHTerpaLmio c cepsepom LDAP (nn. 4.1.4.3).

Ona pobaBneHns AMHAMWYECKOM rpynnbl HEODXOAMMO BbIMOAHUTL Caeaytollme
NencTens:

1) MNepentn B noapasaen «lonb3oBaTenn» pasaena «yYnpasneHme;

2) HaxaTb KHOMKy «/106aBuTbY;

3) B pacKkpbiBatoLWemMcst Cnncke BblIopaTb NYHKT «J06aBUTb ANHAMUYECKYIO TPYMNy»
(cm. PucyHok 113);

4) B oTKpbIBLWEMCA OKHe (PcyHOK 116) 3anonHUTL NoAs, NpuBeeHHble B Tabauue
(cm. Tabnuua 34);
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5) B 6noke «[lMpuHumMn aobasneHua B rpynny» B pacKpbiBatollemcs cnucke «llo
NONONHUTENbHBLIM aTpnbyTam nonb3oBatens LDAP» BbiGpaTb HyKHbIM aTpUbYT 1 3aTem
334aTb €ro 3Ha4YeHne oAHUM M3 CnocoHoB.:

— ecnn TpebyeTcA BbINOSHNUTL MOMUCK NO TOYHOMY COBMadeHuo aTpmbyTa, B none
«3Ha4yeHne» BBeCTM HeobxoaMmoe 3HaveHne aTpnbyTa;

— ecnan TpebyeTca 3a4aTb peryndpHoe BblpaXeHwe A8 MOMCKa, YCTaHOBMBTb
raloyKy B YekboKce «PerynapHoe BbiparKeHne» 1 B noJsie «3HayeHmne» BBeCcTM Heobxoammoe
perysapHoe BblpaxkeHue.

BHUMAHWE! T[Mpn wncnonb3oBaHWM pPerynspHoOro BbipaxeHus Heobxoammo
YUYUTbIBATb C/IeAYIOLLME OTPAHNYEHNA:

— perynspHoe BbiparkeHMe A0MKHO ObITb 3aaaH0 no POSIX cTaHaapTy;

— BO3MOXEH OTKa3 B O0DOCAYKMBAHMW C MOMOLLBID PEryAAPHOro BblpaXKeHus
(https://en.wikipedia.org/ wiki/ReDoS) nocpeactsom AamuHucTpatopa [aaTtdopmbl
ynpaBneHus;

— He onpegeneHa nNPOW3BOAUTENLHOCTb CO343HMA  AMHAMMYECKUX  Tpynn
No/Nb30BaTeNe C MOMOLLbI PErYAAPHOrO BblparKeHWA, Hanpumep, Npu Haanmymm B Hase
NaHHbIX AECATKOB TbICAY NO/Ib30BaTENEN;

6) HaxkaTb KHOMKY «Co34aTb».

B pe3ynbTaTe ycnewHoOro co3gaHuA rpynnbl noab3oBaTenei otobpasmTca
COOTBETCTBYlOLlEE  COODUIEHME W OTKPOEeTCcA  KapToyka [AobaBaeHHOM  rpynnbl
nonb3oBatenen. MoapobHoe onucaHue paboTbl C KAPTOYKOM rpynmnbl MNOAb30BaTeNel
npueegeHo s n. 2.1.4.
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% MOHUTOPUHI YNPABNEHUE AOMUHUCTPUPOBAHUE @ AamunncTpatop MNepaoii (a...

YCTPOWCTBA NONB30BATENH NoONUTUKK CLEEHAPUM DANNBI NMPUNOXEHWA BUTPUHBI C

< Co3gaHune AMHAMH4YECKOW rpynne NoNb3oBarTenein

pynna

lpynna none3osareneit us LDAP

NpuHumn gob6asnexus B rpynny

O =

o pononHUTENbHLIM aTpUbyTam
none3oearens LDAP

extraAttr -

PerynsipHoe suipaxexne

M{1}$

CO3AATHL -

PucyHok 116

2.3.3. [JobaBneHune nonb3oBatesieln WUAW TPyMNnbl MNOAb30BaTE/NIEN C MOMOLLbBHO
CSV-daiina
[JobaBneHne 1 0OHOBAEHME, a TaKXKe MPUBA3KY MN0/Ab30BaTENEN WM TPYNN

nosib3oBatenei B MY MOXKHO BbINONHWUTbL C MOMOLLbIO NOArOTOBNEHHOrO WabaoHa umnopTa.
lLlabnoH npenoctaBnsetca B Buae CSV-panna.

2.3.3.1. WabnoH CSV-dpanna

CSV-¢dain BO3MOXKHO CO34aTb BPYYHYH MM CKa4YaTb M 3aNOAHUTL WabioH.

[nsa 3arpy3kun wabnoHa CSV-daiina HeobXxoAMMO BbINONHUTL CAeaytoLLMe AeNCTBUSA:

— nepenTn B noapasaen «lonb3oBaTenn» pasgena «YnpasneHme;

— HakaTb KHOMKY «[106aBUTbY;

— B PaCKpblBalOLleMCSA  CMMCKe BblbpaTb NyHKT  «[obasutb 13 CSV»
(cm. PucyHok 113);

— B OTKPbIBLIEMCH OKHe HaxaTb «lLabnoH .CSV *» (PucyHok 117), B pesysibTaTe
wabnoH panna ana umnopta byaeT BbirpyKeH Ha IBM. TpeboBaHuma K 3anosiHeHuto CSV-
dannos npuseaeHsl B Tabanue (Tabamua 35).
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Miunopt noasicsarensh us CSV

Q

Ocolfie yCnosns mvnogTHDOSasnR

PucyHok 117

Mpumep 3anonHeHHoro CSV-dpanna:

GROUP, EMAIL, FIRST NAME, LAST NAME, PATRONYMIC, JOB_TITLE, PHONE NUMBER, IMEI, SN, ETHERNET MAC, WLAN MAC
Nonb=osaTem INOI T10,i.ivanov@doc.ru,Wrops,eanos, , Jexypnuiz, 9000900000, 350081328638495, ,,
Noab3osaTemu MIG C5S,d.dolin@doc.ru, Imerpuit, Jommy, , Pyxosomrens, 9000100000, 35042245376065¢, , ,

TaKe BO3MOXHO 3anonHunTb CSV-dain B TabanyHom suae (PucyHok 118).

Mpumep:
GROUP EMAIL FIRST_NAME LAST_NAME PATRONYMIC JOB_TITLE PHONE_NUMBER IMEI SN ETHERNET_MAC WLAN_MAC
Nonssosarenn INOI T10 iivanov@doc.ru Urops Wsanon AexypHbiin 9000900000 350081328638495
MNonssosarenn MIG C55 d.dolin@doc.ru  Amutpuit Lonus Pyxosoaurens 9000100000 350422453760656

PucyHok 118

MPUMEYAHME. Mpn BonblumMx 3HaYeHuax yucen (Hanpumep, IMEI) Heobxoammo
BbI6paTb YMCN0BON GOPMAT AYEMKM M KONMYECTBO AECATUYHbIX 3HAaKOB, pasHoe 0.

®aiin ana umnopTa A0/IXKEH COOTBETCTBOBATL C/ieaytolmm TpeboBaHUAM:

— pa3mep ¢arna He gonxeH npesbiwaTte 400 MB. MMIMnopTupoBaTb pana paamepom
400 MbBb pekomeHAyeTca Npu CKOPOCTU NOoAKAOYEHNs K ceTu MHTepHeT 100 MbuT/cek u
Bbie. EcnM cKopocTb noakatodeHua K cetn  WHTepHeT meHee 100 MbuT/cek,
pekomeHayeTcs pa3aenntb Gana Ha HACKOIbKO YacTel M 3arpy»KaTb MX NOOYEpPeaHO;

— ¢dopmat dparna — .csv;

— KoampoBKa ¢panna — UTF-8.

MPUMEYAHMUE. CkauvaHHbih WwabnoH CSV-banna MMeeT HyXHbin dopmaT W
KOAMPOBKY;

— nepBasA CTpOKa daina A0MKHA coAepKaTb Ha3BaHMA MONel C pasgenutenem
(Hanpumep, "GROUP,EMAIL,FIRST_NAME,LAST _NAME,PATRONYMIC,JOB_TITLE,PHONE_N
UMBER,IMEI,SN,ETHERNET _MAC,WLAN_MAC,STRATEGY").
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MPUMEYAHME.

Mocne ctonbua

WLAN_MAC

MOXeT  OblTb  gobasneH

HeobA3aTenbHbIM cTtonbel, STRATEGY. OH 3anonHAeTca B c/iydae HEOHOXOAMMOCTM YKa3aTb
CTpaTernto paspeLleHma KOHQNKTOB A1 KOHKPETHOM CTPOKMK. MNoapobHee cm. B ONMCaHUK

cTonbua Huxe.

Pasanenutens ans Bcex nonen damna onpeaendeTca No nepBon CTpoke. B KayecTse
pasaenuTenei MoXeT MCNoNb30BaTbCA N0O0M cumBO, Kpome: \r, \N 1 CMMBONA 3aMEHbI
Unicode (OxFFFD). Ecnn B KayecTBe pasaenmutens UCnonb3ytoTcs BYyKBbl, TO OHU A0MKHbI

3aK/IK04aTbCA B KABbIYKKN, HANPUMEP: Ka».
OnucaHune Tpe6OBaHMﬁ K 3Ha4YeHuMAM NnapameTpoB MNpmBeaeHO B Ta6nmue

(Tabnunua 35).

Tabnunua 35
MNapameTp Onwucanue [NpmevaHmne
GROUP HasBaHMe rpynnbl N0ab30BaTENEN, K MapameTp obsazateneH Ana

KOTOpOM HeobxoaMmo NPUBA3aTbL

nosnb3osaTena. Coaeput ot 2 Ao 64

CMMBOJ10B

3ano/IHeHUA Npu:
— CO34aHuUn rpynnbl
noab3oBaTenem;

— NPUWBA3Ke N0Nb30BaTENA K
CyLLLeCTBYIOLWWEN rpynne.
NMPUMEYAHUE. Ecnun B OKHE
HACTPOMKM MMMNOPTa B 0CODbIX
yCnoBmAx BbibpaHa onuua
«ABTOMATUYECKM CO34aTb HOBYHO
rpynny c BpeEMeHemM 1 AaTOon
MMIopTa» naun «Bbibpats rpynny
M3 UMEIOLLIMXCAY», MO/b30BaTE b
byaeT npmBA3aH U K
HOBOW/BbIOPAHHON B ONUMM
rpynne, 1 K rpynne, ykasaHHOW B
danne

EMAIL Paboyan noyta nonb3oBaTeNs.
[lonxHa bbITb YHUKANbHOW ANS KaKa0ro
nosb3oBaTenAa u cogepxatb 1 Ao 256
CMMBO/10B

FIRST_NAME |Mma nonb3osatena. Coaepxut

cneaytolime 6yKBbl M CMMBObI: a-1, A-f,
a-z, A- Z, neduc (-), anoctpod (') n
npoben. AavHa oT 2 4o 64 cMMBONOB

MapameTp obazateneH ana
3aMN0HEeHMA Npu:

— pobaBneHnn HOBOTro
No/Ib30BaTEeNS;

— NPWBA3Ke N0Ab30BaTeENA K
rpynne
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MNapameTp OnwucaHue [NpmevaHmne
LAST_NAME |[®amunma nonb3osatenda. Coaepxut
cneaytolne 6yKBbl M CMMBObI: a-1, A-A,
a-z, A- Z, neduc (-), anoctpod (') n
npoben.
NnvHa oT 2 A0 64 CMMBOI0B
PATRONYMIC |OTtyectBo nonb3osaTena. CoaepHur MapameTp He obA3aTeneH Ans
cneaytouime 6yKBbl M CMMBO/bLI: a-1, 3aMno/IHeHKA
A-A, a-z, A- Z, neduc (-), anoctpod (') n
npoben. AavHa oT 2 4o 64 cMMBONOB
JOB_TITLE [1o01HOCTb NO/Ib30BaTENA B KOMNaHMK. | [apameTp He obsa3ateneH ana
CoaepuT cneaytouime 6yKBbl 1 3aMno/IHeHKA
cumBoOnbl: a-a, A-A, a-z, A- Z, aeduc (-),
anoctpod (') n npoben.
NnvHa oT 2 A0 64 cMMBOJI0B
PHONE _ Homep pabouero TenedoHa MapameTp He obA3aTeneH Ans
NUMBER nonb3oBatensa. CoaepKuT TONbKO UMdPbI. | 3aN0NHEHMS
OnnHa oT 2 1o 64 cMMBO/IOB
IMEI MexayHapoaHbIN naeHTUUKATOpP MapameTp obsazateneH Ana
MobUNbHOro 0bopyaoBaHMA. 3aMOJIHEHMA, eCN YCTPOMCTBO C
CopepxunT 15 undp yKasaHHbIM IMEI Heobxoammo
NPUBA3aTb K N0/1Ib30BaTENIO
SN CepuitHbIA HOMEP, KOTOPbIN MPUCBOEH MNapameTp obszaTeneH ana
yCcTponcTey npomssoautenem. CoaepKnT |3anoIHEHNA, €CAM YCTPOMCTBO C
ot 1 o 20 cmmBo10B YKa3aHHbIM CEPUNHBIM
HOMEpPOM HeobxoaMMOo
NPUBA3aTb K N0/1Ib30BaTENIO
ETHERNET _ |MAC-aapec Ethernet yctpoincTsa. MapameTp obazateneH ana
MAC Cofep*nT 6 nap CMMBOJIOB, 3aMOJIHEHMA, eCAN YCTPONCTBO C
pasfe/ieHHbIX ABOeToYnemM yKasaHHbIM MAC-agpecom
Ethernet HeobxoamMmo
NPUBA3aTb K N0/1Ib30BaTENIO
WLAN_MAC |MAC-agpec WLAN ycTpouncTsa. MapameTp obszateneH ana

Cofep*1T 6 nap CMMBOJIOB,
pasaeneHHbIX ABOETOUYMEM, HANPUMEP:
«00:2a:00:00:a0:00»

3aM0/IHEHMA, €C/TIN YCTPOMCTBO C
yKaszaHHbIM MAC-aapecom
WLAN HeobxoaMmo NpuBA3aTh K
N0/1b30BaTENIO
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MNapameTp OnwucaHue [NpmevaHmne

STRATEGY MpaBunio paspelleHns KOHPAUKTYOWMX | NapameTp He obsa3aTteneH ana
3anucen. 3aMOJIHEHMA.
JocTynHble 3Ha4YeHUA: [NapameTp MmeeT NpUopuUTET No
— SKIP WM S — B pe3y/ibTate CpPaBHEHMIO C NPaBMUIOM
KOHOIMKTYOLLAA 3anucb He byaeT pa3peleHna KOHPAMKTOB,
nepesanucaHa. Ecnu dann copoepnt BbIOPAHHbIM B OKHE HAaCTPOMKM
HEeCKO/IbKO OZIMHAKOBbIX 3aMNNCEN O MMMNOpTa

No/Nb30BaTeNe, HO C Pa3HbIMK FpyNnamu,
TO ByAyT co34aHbl BCE CBA3M
No/Nb30BaTeNsA C rpynnamn ns ¢amnna;

— REPLACE MM R—B pe3y/bTaTe
KOHQAMKTYOW,aa 3anncb byaet
nepesanucaHa. Ecam ¢pann coaeprut
HEeCKO/IbKO OAMHAKOBbIX 3aMmcel o
N0/Nb30BaTeNE, HO C Pa3HbIMK FPyNnamm,
TO NO/Nb30BaTeNb DYAET 0TBA3AH OT BCEX
rpynmn, B KOTOPbIX OH COCTOSN paHee B
CUCTEME, M NPUBA3AH KO BCEM rpynnam
n3 ¢anna

2.3.3.2. [lobaBneHne nonb3oBaTeNEN UAM TPYNMbl NOAb30BATENEN C MOMOLLBHO
CSV-¢panna

[lna vmnopTta nosnb3oBaTener W rpynnbl NOAb30BaTeNEN, a TaKKe MNPUBA3KK
nonb3oBaTenen K rpynne nosab3oBaTenei B KoHconnm agmuHucTpatopa MY Heobxoammo
BbIMOMIHUTb CAeayolwme AeNCTBUA:

— noarotoBuTb CSV-dpain ans umnopta (nn. 2.3.3.1);

— nepenTtn B noapasaen «fonb3oBatenm» pasaena «YnpasneHume;

— Ha)KaTb KHOMKY «J106aBUTbY;

— B pacCKpblBaloLlemcss  CnMcke BblbpaTb NyHKT  «[obasutb 13 CSV»
(cm. PucyHok 113);

— B OTKPbIBLIEMCA OKHE 33Z1aTb 0CODble YC/IOBMA MMMNOPTMPOBAHMA, NPMBEAEHHbIE
B Tabaumue (Tabanua 36).

Tabnunua 36
HanmeHoBaHue
. OnucaHue MNpumeyaHue
noneu
Ecnv ownbkmn B | Boibop npaBuaa umnoptuposanma (ecam CSV- | B none cogeprutca
pacrnosHaBaHuu | pann byaeT cogepatb OWMOKM) U3 NoJCKa3Ka,
packpblBatollerocs cnmcka (PucyHok 119 [1]): AOCTynHaA and
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HanmeHoBaHue
o OnucaHue lNpumeyaHue
noseu

— [peKpaTUTb UMNOPT U BEPHYTb paiin c NpocmoTpa

onucaHmMem oWwmnboK — Npu obHapyKeHUK HaXKaTMem 3Ha4Ka

OWNBOK ByaeT oCTaHOBAEH MMMOPT U (PucyHok 119 [1],[2]).

chopmMmmpoBaH parn c nepevymncieHmem B pe3ynbTaTe

HEKOPPEKTHbIX CTPOK M yKa3aHMEM NPUYMH 0TODpPa3nNTCA TEKCT

ownboK; NOACKa3KM

— MpoaonkuTb UMNOPT N BEPHYTL ABa ¢paina c | C/ieyroLero

owmnbkamum u 6e3 — MMNoPT NPOAONKUTCS C coaepxanna: «fpu

KOPPEKTHbIMM 3aMMUCAMM, U MOCSIEe ero 3aBeplieHnmn

3aBeplleHnsa byayt chopmmpoBaHbl 2 danna: MMMNOPTa CUCTEMA

e (dalln c nepevncieHmeM HeEKOPPEKTHbIX NpesoCcTaBuT 2

CTPOK M YKa3aHMEM NMPUYNH OWNOOK; daitna: cnucok

e dait/ C yKazaHMeM yCnewHo CUCTEMHBIX

MMMNOPTMPOBAHHbIX YCTPOMCTB coobuleHnit ownbok
Ecam Bbibop npasuna paspeLieHnsa KoHGAMKToB npu | PAcNosHaBaHha 1
HaNoXeHune MMMOPTE 13 PACKPbIBAOLLEroCa CrMCKa rRypHan ycnewHo
3anucen (PucyHok 119 [2]): MMMNOPTUPOBAHHbBIX

— WrHopupoBaTb HOBYIO 3anMnCb, OCTaBUTL
CTapyto — B pe3y/ibTaTe KOHPANKTYOLLMNE
3anucu He byayT nepesanucaHsl. Ecam ¢pamn
COAEPHUT HECKOIbKO OAMHAKOBbIX 3anmcel o
No/Nb30BaTeNe, HO C Pa3HbIMK FTpynnamu, To
OyayT co3aaHbl BCE CBA3M NO/b30BaTENA C
rpynnamu ns ¢ainna;

— [lepe3anucbiBaTb HOBYIO CTPOKY NOBEpX
NpeXHeu — B pe3ybTaTe KOHOAMKTYOLLNE
3anucu byayT nepesanucaHbl. Ecamn darin
COAEPHKMT HECKO/IbKO OAMHAKOBbIX 3aMMCcel o
no/ab3oBaTesie, HO C Pa3HbIMK Fpynnamu, To
nonb3oBaTesb byaeT 0TBA3aH OT BCeX rpynn, B
KOTOpble OH BXOAM/, N NPMBA3aH KO BCEM
rpynnam us ¢anna.

YCTPOMCTB»
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PyKoBOACTBO Nnosib3oBatena. HYactb 3

— OTKPERITARA
MOEMITBHAR
I MNNAT®OPMA

HanmeHoBaHue
o OnucaHue lNpumeyaHue
noseu

NMPUMEYAHUE. Echm B CSV-dpanne 3anonHeH

ctonbeu, «<STRATEGY», npaBma0 paspelleHns

KOH®IMKTOB M3 3TOro ctonbua byaet MMeTb

NPUOPUTET HAf, yKa3aHHbIM NPaBMAOM Npu

HacTponke nmnopTa. OnNncaHme npoLecca

3anonHenua CSV-¢aina npuseaeHo B

nn. 2.3.3.1
MmnopT Bbibop npasmna gobaBneHna umnopTupyembix | B none conepKmtcs
no/ab30BaTenen | yCTPOMCTB B rpynbl M3 PacKpbIBatoLLEroca NOACKa3Ka,
B rpynny cnucka (PucyHok 119 [3]): [OCTyNHasa ann

— ABTOMaTM4YECKM CO34aTb HOBYHO rpynny c npocmoTpa

BPEMEHeM 1 4aTOM MMMNOpPTa — B pe3y/ibTaTte
byaeT co3aaHa HoBadA rpynna noab3oBaTenemn
(c TMNOM «pynna nonb3oBaTenemn»), B
KoTopyto ByayT BKAKOYEHbI BCE
nMmnopTUpyemole nonb3osaTenn. Ecam s CSV-
dalne ansa Nnonb3oBaTeNd ykasaHa rpynna
(3Ha4eHue B cTtonbue « GROUP»), To Takow
no/ab3oBaTeNb OyAeT BKAOYEH B HOBYHO rpynny
1 B yKa3aHHYo B palnie rpynny;

— He co3paBaTb rpynny — B pesyabrate
nonb3oBaTenu byayT 4o6aBAEHbl TONbKO B
rpynnbl, ykasaHHble B CSV-dainne;

— BbIbpaTb rpynny 13 nmelowwmxca — Bbibepute
M3 PaCKpbIBatOLLErOCA CNWCKA rpynny, B
KOTOPYH HEOHXOAMMO BKIOUYUTL
MMMNOPTUPOBAHHbIX NONb30BaTeNen. Ecnm B
CSV-daitne ans nonb3oBaTenda ykasaHa rpynna
(3HayeHme B ctondbue «GROUP»), To
no/Nb30BaTeNb DYAET BKAKOUYEH KakK B rpynny,
yYKa3aHHYto B dpalinie, Tak 1 B rpynny,
BbIOPaHHYIO Ha 3TOM LWare

HaXaTMem 3Ha4kKa
(PucyHok 119 [3]). B
pe3ynbTaTe
0TOOpPa3nTCA TEKCT
MNOACKA3KM
cneayoulero
coaepraHua: «B
npouecce MMNopTa
CMCTEMA MOXKET
nomewaTtb BCce
YyCTPOMCTBa B OAHY
M3 UMeLLMXCA
rpynn uam cosaaTb
HOBYO»
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PucyHok 119

— panee Heobxoammo 3arpy3nTb CSV-¢pann ogHUM 13 cnocobos:
e nepemectntb CSV-pann B 061acTb 3arpysKu;
® Ha)KaTb KHOMKYy «3arpy3uTtb ¢dann» (cm. PucyHok 119 [4]) ¢ nocneayrowmm
BbIODOpPOM Painna Ana MMNopTa;
— B pe3ynbraTe 0OyaeT 3anyuweH WMMNopT nosab3oBaTenen u3 CSV-¢panna u
0TObOPAa3nTCA LLIKaNa 3arpy3kn MMnopTa.
Ecnv 3anonHeHHbI Galin Obln 3arpy>KeH KoOppekTHO nan dainn cogepskan owmnbKy,
HO MpPW 3TOM B 0COBbIX YCAOBMAX MMMNOPTMPOBAHMA Oblna BbibpaHa onuma «poao KnTb
MMMNOPT M BepHYTb 2 dalna ¢ owmnbkamm n 6e3», umnopt byaeT 3aBeplueH. B oKkHe ¢
pe3ynbTaTamM MMMNOPTA LWKana 3arpy3kn wumnopta OyaeT 3anonHeHa A0 KOHUA
(PucyHok 120).

WanopT nonsaocoatenei ua CSV

L
~
a

WMnopT sasepuied

LINEOK 149 HaWI8ME

PucyHok 120
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Ecnm 3anonHeHHbIn Gann Obin 3arpy’KeH HEKOPPEKTHO M MpPU 3TOM B 0OCODbIX
YCNOBMAX MMNOPTMPOBaHMA bblna BbibpaHa onuma «MNpekpaTnuTb UMNOPT U BEPHYTbL Gaiin ¢
onuncaHmem ownbok», UMNOPT ByaeT OCTaHOBAEH. B OKHe ¢ pe3ynbTaTaMm MMMNOPTA LWKana
3arpyskn MMnopTa yCcTponcTs byaeT npepsBaHa Ha 3Tane, rae 6bian 0bHapyKeHbl OWMBKM
(PncyHok 121 [6]).

WmnopT nonsaosarenei na CSV X
J I a
T 2 F 3 Q-4
4
b s manooT e}
iy nas v @
=
-0
0 r @ 6
Mpouecc ocTaHosnNeH
OuMSes DAaCHCISIBAHNA NONLI0RITENRH
W Cve k | O N e aalndl
B tope 4]
T
8
Tt c u &
=) 0 COMCOC STPOK C Cuustsanm 3 B L .
- O ¢ - 10
. yors LA s Sugnit oreaT o8 Iwnopae rmportieport (r1f, 30354 +
Toe

PucyHok 121

B OkHe C pe3ynbTaTaMM MMMOOPTa Mo/Ab30BaTenel oTobparkaeTca caeaytollan
MHbOpMaLMA:

— HasBaHuWe umnopTtupyemoro darna (cm. PucyHok 121 [1]);

— COOTBETCTBME WMMMOPTUPYEMOro danna pasmepy, KoAMpoBKe U dopmaty
(cm. PucyHok 121 [2]);

— KO/INYecTBO CTONBOUOB, BCEX MMMOPTUPYEMBIX CTPOK M OLWMBOK B danne (Npu mx
Hannummn) (cm. PucyHok 121 [3]);

— ccbiku (cm. PucyHok 121 [4]):

e [loarotoBka ¢anna gna MMMNOPTa, NPU HaxKaTMM HA KOTOPYl Npou3onaet
nepexod, Ha CTaTblo CMPaBKKM, OMMCbIBalOLWLytO TpeboBaHMA W MNPOLLECC MNOATOTOBKM
CSV-dpanna ana umnopTa Nonb3oBaTenen;

e HacTpokun umnopta Ha 1 ware, npu HaxKaTUM Ha KOTOPYKD Npousonaet
nepexo/, Ha CTaTbo CNPaBKM, ONMMCbIBAIOLLYIO LWark MMMNopTa;

e WabnoH .CSV, npu HaxKaTuMM Ha KOTOPYK NPOM30MAET CKavMBaHMe wabnoHa
CSV-dpanna ana umnopTa Nonb3oBaTenen;

— 0ocobble yc10BuUa MMNopTupoBanHma (cm. PucyHok 121 [5]), cm. Tabauua 36);
— WKana nporpecca umnopta (cm. PucyHok 121 [6]);
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— cooblleHMe 0 3aBEPLIEHNM MMNOPTA UK NPEPbLIBAHMM NPOLLECCa M3-3a OWNOOK
(PucyHok 121 [7]);
— rpaduyeckoe pacnpeaeneHme ownboK No ctonbuam napameTposB MmnopTa (npu
obHapyKeHnn ownbok) (PrucyHok 121 [8]);
— KOMMYEeCTBO CO3JaHHbIX MONAb30BaTeNEelM, Trpynn MNo/ab30BaTeNen, CBA3eW
No/ab30BaTeNEN C rpynnamm un yctponctesamm (PrucyHok 121 [9]);
— CCbIJIKM Ha CKaymBaHme oT4eToB (PrcyHok 121 [10]):
® OTYeT CO CMMCKOM MMMOPTMPOBAHHbIX NONb30BaTeNnen. Popmat oTyeTa — . csv;
® OTYeT CO CMUCKOM OLIMDOK, ONMcaHMe KOTOPbIX NpMBeAeHO B noapasaen 5.2.
dopmaTt otyeTa— . csv (MPM OTCYTCTBMM OLLIMOOK B UMNOPTMPOBAHHOM daline AaHHbIA OTYeT
He byaeT cdOPMMPOBaAH);
e oT4eT c 0buwen nHpopmaumen ob mmnopte. Popmat oTyeTa — . rtf.
OTcneanTb NPOUECC BbIMOAHEHMA MMMNOPTA TaKXKe BO3IMOXKHO B OKHe «[1poL.ecchbi»
noapasaena «MHAMKaTopbl» pasgena «MoHUTOpPUHI». bonee noapobHaa MHPopmauma
npuBeaeHa B noapasaene 3.

2.3.4. TlpuBA3Ka NOAb30BaTeNEN K rpynne noab3oBaTenemn

B KoHconn aamuHuctpatopa [1Y npeaycmoTpeHa BO3MOMHOCTb MPUBA3KM
N0/Ib30BaTENA K Fpynne NoAb30BaTeNel, KOTopaa MOXKET ObITb BbINMOJHEHA:

— C MOMOLLbO CNUCKa bbICTpbIX AencTemin (nn. 2.3.4.1);

— BPYYHYIO Yepes KapTouKy nonbsosatena (nn. 2.3.4.2);

— BPYYHYIO Yepes KapTo4YKy rpynnbl nonb3osatenen (nn. 2.3.4.3);

— c nomoubto umnopTta CSV-panna (n. 2.3.3);

— cnomoulbto umnopTa 13 LDAP-cepsepa (nn. 4.1.4.3.1).

2.3.4.1. lMpwnBA3Ka Nonb3oBaTeNen K rpynne nosab3oBaTener ¢ NMOMOLLbIO ChKCKa
ObICTPbIX AEMNCTBUI

MpuBA3Ka NONb30BATENEM K Tpynnam C MNOMOLLbIO CrnucKka ObICTpbIX AeNcTBui
BO3MOXHa OAHWM M3 CNOCODOB:
— Yepes CMMUCOK NOJIb30BaTeNew;
— Yepes CMMCOK rpynn Noab3oBaTenen.
[nsa aToro HeobxoAMMO:
— nepenTtn B noapasaen «fonb3oBatenm» pasaena «YnpaBneHume;
— B 0bHnacTn GUNbLTPOB BbIOPATL:
e «[louCcK NO nNosb3oBaTeNAM» — AN NPUBA3KM NONAb30BATENEN Yepe3 CNUCOK
nosb3oBaTenewu;
e «[loncK No rpynnam» — A8 NPUBA3KM NOAb30BATENEN Yepe3 CMUCOK rpymnn
no/sib3oBaTenemn;
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v L1 ]
— BbibpaTb nonb3oBaTENEN C  TUMOM «Monb3oBaTtenby/ «mm «lpynna

No/b30BaTENen», YCTAHOBMB ra/IoyuKy B YeKboKce ANs A0CTyNa K CIUCKY DbICTPbIX AEeNCTBUN.
Mpn HeobxoaumocTn ana cbpoca BblAeNeHUs HEODXOAMMO HaxKaTb KHOMKY «COpOCUTb
BblaeneHme» (PucyHok 122 [1], PucyHok 123 [1]);

— B CMWCKe BbICTPbIX AEMCTBUIM BbIGPaTh 3HAUYOK =+ (PUcyHOK 122 [2]) uau =
(PncyHok 123 [2]) «[MpnBA3aTb N0Nb30BATENEN K FPYNMaAMY;

g‘ MYNBTUTEHAHT  MOHWUTOPHHI  YIIPABNEHME  AOMWUHUCTPUPOBAHME ©) HaTanim Wearosa (i.ivanova
YCTPOWCTBA  NONB3IOBATENM  NONUTMKM  CUEHAPHM  @ARNBI  NPUNOXKEHWA  BUTPUHLI  CBA3KW K/MIOMER
IOWCE NO rpynNnas ACEABMTE ~
] & '
+ Hoswiid punerp v
Habopu punsrpos v
> jatihonovece. 4910223 1 5
- as gurl. 002838 04.2
- )

PucyHok 122

% MYNBTUTEHANT MOHUTOPUMI YINPABNEHME AOMUHUCTPUPOBAHME @ Hatanua Meawoaa (iLivanova
o2
YCTPOUCTBA NONLIOBATENMN NONUTHKK CUEHAPHN DARNDI NPUNOXEHNS BUTPUHBI CBA3KN KNOYER
@® TMouck no rpynnam ROBABUTL -
| e ‘ Ebl6pa”c : 1 2 &'.‘
) =]
+ Hosuiit puneTp v
-
Habops punuTpos v
-
ar
.4 H - >

PucyHok 123

— B O0TODOpasmMBLIEMCS OKHe BblbpaTb HeobxoAMMyto rpynny nosib3oBaTenei
(PucyHok 124[1]) nan nonb3osatena (PucyHok 125 [1]) M3 pacKpbiBatOWEroca cnmcka namn
BOCMO/b30BaThCA GUALTPOM. [lanee npu HeobXoAMMOCTM BO3MOXHO A00aBUTb
NONONHUTENbHYIO TPYNMNY/N0Nb30BaTeNs, BblOpaB M3 PaCKPbIBAOLWErocs CnmMcka ambo
BOCMO/1b30BABLUNCL MOMCKOM MO GUAbTPY. TaKKe BO3MOXKHO YAaAUTb U3 CMUCKA, HaXKaB

3Havok O «Y6paTtb 13 cnncka» cnpasa OT Ha3BaHMA TPYMMbl NOb30BaTeNeN/N01b30BaTENS
(PncyHok 124 [3], PucyHok 125 [3]).
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MPUMEYAHME. MTpynnbl ¢ TMNom «OpraHM3auMoOHHOE NoapasaeneHmne» HegoCTynHbI
B CMMCKe ANA BbI6OpPa, T.K. MX COCTaB HEBO3MOXHO M3MEHUTb BPYUHY!HO;

Lobaanewne NONLIOBATENER & rPYNNs

Bubpano nonsaosaTones

::m.szl NOBABMTS B FPYTINK (2) }—- 2

PucyHok 124

LoSaanewws NONLIDSITENER B TRYTINM

BarlCa~C Dy DOMITEETENEN

Cafanos Swauncras 33-Dinovaarastasip@te3T7 24 --'-}"':E
JL 2> romscasrenci v ey 3

PucyHok 125

— NpW OTCYTCTBMM HEOBXoAMMOWM rpynnbl B CNMCKe, CO34aTb €e, BBEAA Ha3BaHWe
HOBOW rpynnbl B none «PunbTp No Ha3BaHMUIO rpynnbi» (PrucyHok 126 [1]) n HaxaB KHOMKY
«Co3maTb rpynny» (PucyHok 126 [2]). B pe3ynbTaTe yCNewWwHOro co3aaHus rpynnbl
0T0bpPa3mnTCA COOTBETCTBYHOLLEE COObULEHME;

LOofSasnernd NONLIOBATENER B rPyNNM

[' T rpynna —1 2—1 COMIATE FPYNINY -

PucyHok 126

— HaKaTb KHOMKy «/lo6aBuTb B rpynmnbl» (cm. PucyHok 124 [2]) nan «[JobasBuTb
nosnb3oBatenen» (cm. PucyHok 125 [2]). B pesynbTaTe ycnewHon NnpmuBa3Kn nob3osBatenei
K rpynnam otobpasmnTtca COOTBETCTBYOLLEE COODLLIEHME.

MPUMEYAHUE. Ecnm Ha rpynny nonb3oBaTener HasHayeHa MNoAUTUKa W/unm
obnamH-cLUeHapWiM, OHW  HAYHYT JAenCcTBOBaTb [A1A YCTPOMCTB, MPMBA3AHHbIX K
NO/Ib30BaATENAM.
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2.3.4.2. lpmuBA3Ka MNOAb30BATE/NIEN K Tpynne no/b30BaTENEN 4Yepe3 KaAPTOUKY
No/ib30BaTeNA

[OnAa npuBA3KM K NONb30BATENO [PYyMMbl MOAb30BaTENEl Yepe3 KaPTOUKY
nosb3oBaTenen HeobxoAMMO BbINONHUTL CAeAyoWwmMe AeNCTBUA:

— nepewnTtn B noapasaen «lonpsoatenu» pasgena «YnpasaeHuer;

— BblbpaTb B 061aCTN GUABTPOB «TOUCK MO MOb30BATENAMY;

— HaXKaTb Ha MMA NONb30BaTeNdA ANA Nepexoda B KapTouKy (Mpu HeobxoaMmMocTH
BOCMO0/1b30BaTbCA GuUAbTPOM (Nnoapasaen 1.5);

— B OTKPbIBLUEMCA KapTOYKe N0b30BaTENA NEPENTM BO BKAAAKY «[pynnbi»;

— HaKaTb KHOMKy «/[]o6aBuTb B rpynnbi» (PrucyHok 127);

— B 0oTOb6pasmBIEMCA OKHE (CM. PucyHOK 124) BbINOAHUTL AENCTBMA, ONMCAHHbIE B
nn. 2.3.4.1.

a MYNbTUTEHAHT MOMHUTOPUHT YMPABNEHVE AOMUHUCTPHUPOBAHWUE @ {aTanus Kisarnosa (Livanova
YCTPOWCTBA NONb3OBATENMU NONUTUKU CUEHAPHM ©AANBI NPUNOXEHMKUA BUTPUHDI CBA3KM KINHOYER
MeanoB nefp P 4 YCTPOWCTBA FRPYNIMk NONUTUKH
Mons3ocearens ~ pynnsl B KOTOPBIX COCTOMT NONLIOBATEND
.
-
) -
20231
KRS | AOBABMTE B MPYMN

PucyHok 127

2.3.4.3. lpuBA3aTb NOAb30BaTENEN K Tpynne NoaAb30BaTenel 4yepesd KapTouKy
rpynnbl NOAb30BaTeNEN

MPUMEYAHUE. B rpynnbl ¢ TMnom — «fpynna nonb3oBaTenen» BO3IMOXKHO
N06aBUTb TO/IbKO NOb30BaTE/IEN C TUMOM = «[10N1b30BaTeNbY.

[1ns NpuBA3KM OAHOIO MM HECKOMbKMX MO/b30BaTENEN K Fpynne noab3oBaTenem
Yyepes KapToYKy rpynnbl N0ab3oBaTenen HeobxoAMMO BbIMONHUTL CAedyolWme AeNCTBUS:

— nepenTtn B noapasaen «flonb3oBatenn» pasaena «YnpaBneHume;

— BblIbpaTb B 061acTM dUNbLTPOB «[TOUCK NO rpynnamy»;

— HaKaTb Ha Ha3BaHMe rpynnbl Noab30BaTeNEeN AN Nepexoda B KapTouKy (npu
HeobXxo4MMOCTN BOCMO/1b30BaTbCA GUALTPOM (noapasaen 1.5);

— B OTKPbIBLUENCA KapTOYKe rpynnbl NepenTn BO BKNaAKY «[1onb3oBaTenny;

— HaXKaTb KHOMKy «[1pMBA3aTb Nonb3oBaTenen» (cm. PucyHok 39 [2]);
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— B 0TODpPaA3mMBLLUEMCS OKHe BbIOpaTb N0/b30BATENA M3 PACKPbIBAKOLWLErOCA CMMUCKA
AN BOCNONb30BaTbCA GuabTpom no ®MO, noute nnm Homepy TenedoHa (PrucyHok 128 [1]).
[anee npm HeobxoAMMOCTM BO3MOXHO [A00aBUTb AOMNOAHUTENBHOrO MNO/Ab30BATENA,
BbIGpPaB ero M3 pacKkpbIBatoOLLErOCsA CMMCKA MO0 BOCMO/1b30BABLLMCH MOMCKOM NO GUALTPY.
TaKXe BO3MOXHO yAa/nTb M3 CMUCKA BbIOPAHHOIO N0/1b30BaTENSA, HAaXKaB 3HAYOK O «YbpaTb
13 cnucka» (PucyHok 128 [3]).

MPUMEYAHUE. B cnucke oTobparkatoTcA TONbKO MOAb30BaTEM C  TUMOM

.
== «[lo/Ib30BaTE/NbY;

HAoSannesme NOns308aTeNeW 8 rpynIne

-

AORAIMTS NOARIOKATENER (1) }\— 2 3

PucyHok 128

— [Janee HaxaTb KHOMKy «JobaBuTb nonb3osatenen» (PucyHok 128 [2]). B
pe3ynbTaTe yCnewHon NPMBA3KM NOb30BaTENA K rpynne oTobpasmnTca COOTBETCTBYHOLLEE
coobuleHme.

MPUMEYAHUE. Ecnm Ha rpynny noab3oBaTefnielt HasHadeHa MNoAuTUKa W/ uau
odNarH-cUeHapui, OHW  HA4YHYT AeMCTBOBATb A4 aKTMBMPOBAHHbLIX  YCTPOMCTB,
NPWBA3AHHbIX K MO/1b30BATENAM.

2.3.5. TlpuBA3Ka NoaAb30BaTENEN K YCTPOMCTBAM

2.3.5.1. lpwBA3Ka MoOab30BaTeENEN K YCTPOMCTBAM C MOMOLLbIO CMMCKA ObICTPbLIX
NEencTBUi

[Ona npuBA3KM MNONb30BATENEM K YCTPOMCTBAM C MOMOLLBIO CMMCKa ObICTPbIX
NEeNcTBUIN HEODXOAMMO BbIMOAHUTL CeayoLne AeNCTBUS:

— nepenTtn B noapasaen «flonb3oBatenn» pasagena «YnpaBneHue;

— B 0b61acTn dMUNbTPOB BbIOPATL «MOUCK MO MNO/Ib30BATENAMY;

— BblbpaTb NOAb30BaTENA, YCTAHOBMB rasIouKy B YeKboKce AnA A0CTyna K CAMCKY
ObICTpbIX Aenctsuit. Mpu HeobxogumocTn ana cbpoca BblAENEHMA HaxKaTb KHOMKY
«CbpocuTb BblaeneHune» (PucyHok 129 [1]);

— B CMNMCKe ObICTPbIX AENCTBUI BblIOPaATb 3Haqo+<E«|‘|pw393aTb yCTPOMCTBa K
nonb3oBatensm» (PucyHok 129 [2]);
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PucyHok 129

— B OTOOpa3mMBLIEMCA OKHe BbIOpPaTb YCTPOMCTBA M3 PACKPbLIBAKOLWErOCA CNMCKA UM
BOCMO/1b30BaTbCA GUABTPOM MO MAEHTUOMKATOPY MM KoMMeHTaputo (PucyHok 130 [1]).
[anee npn He0bX0AMMOCTM BO3MOXKHO A,00aBUTb AOMNONAHUTENbHbIE YCTPONCTBA, BbIOpaB 1X
M3 PaACKPbIBAlOLLEroca Crnmcka AnMbo BOCMO/Nb30BABLIMCL MOMCKOM MO GUALTPY. Takxke
BO3MOXHO YAa/NUTb M3 CMMUCKA BblOpPaHHble YCTPOWMCTBA, Ha*KaB 3HAYOK O «YbpaTb u3
CMUCKa» cnpasa oT ycTporcTea (PrcyHok 130 [3]);

nWII)IJ YCUTPOWC TS f NOMIDEITENS

Setoa NSRICES TR

5]

(= - ;
PucyHok 130

— HaXKaTb KHOMKY «[1pnBA3aTh ycTponcTea» (cm. PucyHok 130 [2]).

B pesynbTaTe ycnewHOW MNPMBA3KM YCTPOMCTBA OTOOPA3MTCA COOTBETCTBYOLLEE
coobuleHme.

MPUMEYAHMUE. Ecnm Ha rpynny, B KOTOPYK BKAKOYEH MO/b30BaTE/lb, HAa3HAYEHbI
NONUTMKA U/ MAn odnanH-cUeHaPUM, OHM HAYHYT AENCTBOBATb Ha YCTPOMUCTBE (€can OHO
aKTMBMPOBAHO).

2.3.5.2. MNpunBA3Ka N0/Ib30BaTENEN K YCTPOMCTBAM Yepe3 KapTOUKy NO/b30BaTeNS

[lna npuBA3KM NONb30BATENEN K YCTPOMCTBAM 4Yepe3 KapTouyKy MoJib3oBaTens
HeobXoAMMO BbINOMHUTL CAeayolme AeNCTBUS:

— nepenTtn B noapasaen «lonb3osatenm» pasaena «YnpaBaeHue;

— B 0b61acTn dUNLTPOB BbIOPATH «MOUCK NO MNO/Ib30BATENAMY;
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— HaXKaTb Ha MMA NONb30BATENA AN Nepexoaa B KapTouKy (Npy HeobXoaMMoCTwH
BOCMNO/1b30BaTbCA duabTpom (nogpasaen 1.5);

— B OTKPbIBLUENCA KAPTOUYKe NOAb30BaTeNA NEPENTN BO BKAAAKY «YCTPOMCTBAY;

— HaKaTb KHOMKy «[1pmBA3aTh ycTpoicTBa» (cm. PucyHok 35 [2]);

— B OoTObOpasumBLIEeMcA OKHe (CM. PucyHok 130) BbINOAHUTL AEMCTBMA, ONUCAHHbIE B
nn. 2.3.5.1.

2.3.6. OTBA3aTb (MCKAOYMTBL) NONBL30BATENEN U3 FPYNMbI NONb30BaATENEN

NcKkntounmTb nonb3oBatesne ¢ Tmnom  «llonb3oBatenb» M3 rpynn C  TUMOM
-n «'pynna nonb3oBaTenen» BO3MOXHO BPYYHY!O.

NcKNoUMTb Nosib30oBaTeIen ¢ TUNOM «[lonb3oBartesib U3 Opr. NoApasLeneHna»
M3 rpynnbl C TMnoma= «OpraHn3aunMoHHoe noapasaesieHmne» BO3MOXKHO TOJIbKO 4epes
CUHXpPOHM3aumto ¢ LDAP-cepsepom.

NckntounTb nonb3osatena M3 rpynnbl C TUMNOM -—n «pynna nonb3oBaTenem»
BO3MOXHO Yepes:

— KapTo4Ky nosb3osaTena (nn. 2.3.6.1);

— KaTO4Ky rpynnbl nonb3osatenen (nn. 2.3.6.2).

2.3.6.1. VckntoyeHne nonb3oBaTena M3 rpynnbl NONb30BaATENEN Yepe3 KapTouKy
No/ib30BaTeNA

[na unckntodeHns nonb3oBaTena W3 rpynnbl NOAb30BaTeNel 4yepes KapTO4Ky
No/ib30BaTeNs He0HX0AMMO BbINOAHUTL CAeayoLLIne AeNCTBUA:

— nepenTtn B noapasaen «flonb3oBatenm» pasaena «YnpasneHume;

— B 0b6n1acTn dMUNbTPOB BbIOPATL «MOUCK MO MNO/Ib30BATENAMY;

— Ha)KaTb Ha Ha3BaHMe YCTPOMCTBA /1A Nepexoaa B KapTOo4Ky (Npn HeobxoaMmMocTu
BOCMO/1b30BaThcA uabTpom (noapasaen 1.5);

— B KapTou4Ke No/b30BaTeNs NepemnTn Bo BKAAAKY «[pynnbi»;

— BblbpaTb rpynny noab3oBaTesiel, YCTAaHOBMB rasiouKy B YekboKce Ans A0CTyna K
CINCKY BbICTPbIX AeNCTBUIA. [pn HeobxoaAMMOoCcTK Ana cbpoca BblAeNEHNA HaXKaTb KHOMKY
«CbpocuTb BblaeneHune» (PucyHok 131 [1]);

— B CMIMCKe BbICTPbIX AEMCTBUIN HaxkaTb 3HAUYOK L «MICKAKUNTL NONb30BaTENs U3
rpynnei» (PucyHok 131 [2]);
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PucyHok 131

— B OTOOpasMBLIEMCA OKHE MNOATBEPXAEHWS onepaunn noaTBepAuTb nnbo
OTMEHWUTb AEeNCTBUSA.

B pe3ynbTate ycnewHoro MUCKAYEHMA NoAb30BaTena M3 rpynnbl NOAUTUKKU ByayT
nepekoMbUHNPOBaHbI  TakMmM 06pa3om, 4YTO ANA  YCTPOMCTBA, MNPUMBA3AHHOINO K
nonb3oBaTento, byayT A4eNCTBOBATb TONbKO NOMUTUKN, HAa3HAYEHHbIE Ha rPYMMbl YCTPOMCTB
W rPYNMbl N0/1b30BaTENEN, B KOTOPbIE BXOANT YCTPOMCTBO.

2.3.6.2. OTBA3Ka N0/b30BaTENA OT rPYMMbl MOAb30BATE/IEN Yepe3 KAPTOUKY rpynmnbl
nonb3oBaTenem

OTBA3aTb MNO/b30BATENA BO3MOMKHO 4Yepe3 KapTO4Ky Trpynnbl Mo/ab30BaTeENS,
BbINO/IHMB CAeaAytoLLmMe AeNCTBUA:

— nepenTtn B noapasaen «onb3oBatenm» pasaena «YnpasaeHue;

— B obnactn punbTPoB BbIOpaThb «[TOUCK NO rpynnamy»;

— HaKaTb Ha Ha3BaHMe rpynnbl NoAb30BaTeNEN AN Nepexoda B KapTouky (npu
HeobXxo4MMOCTN BOCNO1b30BaTLCA GUAbTPOM (noapasaen 1.5);

— B KapTOu4Ke rpynnbl NOAb30BaTeNEN NepenTh BO BKAAAKY «[101b30BaTENNY;

— BblbpaTb NOAb30BaTENA, YCTAHOBMUB rasiouKy B YekboKce Ana A0CTyna K ChMUCKY
ObicTpbIX aAenctsui. Mpu HeobxoamMmocTn aAna cbpoca BbIAENEHMA HayKaTb KHOMKY
«Cbpocutb BblaeneHme» (PucyHok 132 [1]);

— B CMMUCKe DObICTPbIX AEMCTBMA HaXKaTb 3HAYOK O «Oteasats nonbsosareneit ot
rpynnei» (PucyHok 132 [2]);
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PucyHok 132

— B OTODOpPaA3nBLUEMCS OKHE NOATBEPANTL MO0 OTMEHUTL AencTema (PucyHok 133);

OTBA3Ka NoNb30BaTeNnen oT rpynnbsi

Bbl OEUCTBUTENBHO XOTUTE OTBA3aTh 1 NONb30BATENS OT rpynnbi?

OTMEHA [elp:-RErN)

PucyHok 133

B pesy/nbTaTe ycrnewHoM OTBSA3KM MNOAb30BaTENA OT rPynnbl, MNOAUTUKM OyayT
NepekoMOUMHNPOBaAHbl  TakMm 06pasom, 4YTO A4A8 YCTPOMCTBA, MNPUBA3AHHOIO K
nonb3oBaTento, byayT AeNCcTBOBATb TO/IbLKO MOAUTUKN, HAa3HAYEHHbIe Ha FPynmnbl YCTPONCTB
W TPYNMbl MO/Ab30BATENEN, B KOTOPbLIE BXOAUT YCTPOMCTBO.

2.3.7. ApxmBumpoBaHMe NoOAb30BaTE/IA

AomunHuctpatop [Mnatdopmbl ynpaBaeHWs MMEEeT BO3MOMKHOCTb apXMBMPOBATb
NoNb30BaTeNs, KOTOpbIn Obln A06aBNEH BPYYHYHO MAKM C MOMOLLbO MMmnopTa CSV-daiina.
Monb3oBaTenb OyaeT 3aapXMBMPOBAH CO BCEMM €0 CBA3AMM C Fpynnamm 1 yCTPOMCTBAMM.

BHUMAHUE! ApxusupoBaHue nonb3oBatens u3  Opr. [loapasgenenHuns
HEBO3MOXHO.

ApPXMBMPOBATb NOb30BATENA BO3MOXKHO OAHMM 13 CAeytoLmX CNoCOOOB:

1) Yepes KapTouKy nonb3osatena. [1aa 370 HeobxoANMO:

— nepenTtn B noapasaen «onb3oBatenm» pasaena «YnpasneHume;

— B 0bnacTn dunbTPOB BbIOPATL «[TOUCK NO NOIL30BATENAMY;

— BblOpaTb M3 COMCKa MNO/Mb30BaTeENA C  TUMNOM , Npn HeobxoaMmoCTH
BOCMOb30BaBLINCL GUAbTPOM (Noapasaen 1.5), 1 nepenTh B KapPTOUKY NONb30BaATENS;

— B OTKPbIBLLUENCA KAapPTOYKe MO/b30BaTeNA MEPENUTU BO BKIAAKY «YCTPOMUCTBA» U
HaXkaTb KHOMKY «ApxmBupoBaTb» (PucyHOK 134);
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PucyHok 134

— B OTOOpasmMBLIEMCA OKHe NoATBEPANUTb MO0 OTMEHUTb aelncteuna (PucyHok 135);

APXHUspORIHUE NONRIOBATEM

0 APSMBMPRCHATS NONsIONATR 'S

PucyHok 135

2) Cnomollb cnmcka BbICTpbIX AeicTBMA. [11A 3TO He0HBXO0ANMO:

— nepenTtn B noapasaen «flonb3oBatenn» pasaena «YnpasneHume;

— B 0b6nacTn dUNbLTPOB BbIOPATL «[TOUCK NO NO/Ib30BATENAMY;

— BbIGPATh NO/b30BATENA C TUMOM <=, YCTAHOBMB raouKy B YeKBGOKCe AnA 40CTyNa
K CMMCKy BbICTpbIX AencTBuid. Mpn HeobxoammocTn ana cbpoca BblaeneHma HeobxoanMmo
HaxaTb KHOMKy «CbpocuTb BbliaeneHme» (PucyHok 136 [1]);

— B CMUCKe ObICTPbIX AENCTBUI BbIOPATL 3HAYOK ] (PncyHok 136 [2]);

ﬁ MYNbTHTEHAHT  MOHMTOPHHT  VIIPABAEMME  AIMWHWUCTPHPOBAHWME @ Hartams Meanoss (Livenova
YCTPOWCTBA  NOMbIOBATENM  NONWTUKM  CLEMAPHM DANNDI MPUNOXEHHSE  BUTPWMbI  CBRIKMW K/IIOYEA
OEABMTE = 2
Mowcy No rpynnam A
. =)
+ Hoauiit duneTp A
3 2 loks 1970804 1363540
. -
Habopw dunsTpon v
a T = - >

PucyHok 136

— B oTobpa3uBlIEMCA OKHe noarsepauMtb AnMbo  OTMEeHWUTb  AencTBuA
(cm. PucyHok 135).
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B pe3ynbTaTe yCNEWHOro apxMBMpoOBaHMA 0OTODOPasUTCA COOTBETCTBYHOLLEE
coobuleHne. 3aapXMBMPOBaAHHblE MONb30BaTENM He OyayT oTobparkaTbCA B COUCKE
nosib3oBaTenen.

2.3.8. YpaneHue rpynnbl N0ONb30BaTENEM

BHUMAHWE! YaaneHue rpynnbl Nonb3oBaTesien ¢ TUMIOM E— «OpraHmn3aumoHHoe
noapasgeneHne» BO3MOXHO TONbKO 4Yepe3 CUHXpOHM3auuto C  LDAP-cepsepom
(nn.4.1.4.3.3).

YaoaneHune rpynnbl MoAb3oBaTenenm c Tunom «lpynna Mo/ab30BaTenem» MU
«MHammyeckan rpynna» BO3MOXKHO BPY4YHYt0. [1na 3Toro HeobxoanMmo:

— NpeaBapuUTENbHO WCKIOYMTL BCEX MO/b30BaTeNen M3 rpynnbl — ANA rPynnbl C
TMnom «lpynna nonb3zosatenen» (n. 2.3.6);

— 0TBA3aTb rpynny noab3oBaTenei ot Bcex NoNnTKK (n. 2.4.7) n odpnalH-cueHapmes
(n. 2.5.3) — o8 AMHAMKUYECKOW rpynnbl.

[Mocne BbIMONHEHMA YCNOBMI, NPUBEAEHHbIX Bbille, rpynna ¢ TMnom «[lpynna
nonb3oBaTenen» mn «[uHamuyeckas rpynna» MoxeT ObiTb yaaneHa w3 Y. [Ona atoro
HeobxoANMO:

— nepenTtn B noapasaen «flonb3oBatenn» pasaena «YnpasneHume;

— B 0bBnacTn dunbTPOB BbIOPaATL «[TOUCK NO rpynnamy»;

— Ha)XaTb Ha Ha3BaHMe rPynmnbl NOAb30BaTENEN AN Nepexoda B KapTouKy (npu
HeobxoAMMOCTM BOCNONb30BaTLCA GUALTPOM (Nnoapasaen 1.5);

— B OTKPbIBLUENCA KAPTOUYKe HaXKaTb KHOMKY «Yaanutb» (PucyHok 137);

a MYNBTUTEHAMT MOHHTOPWHI YIIPABIEHME ALAMUHUCTPUPOBAHNE @ Laramen Neasosa (iivs
<>
YCTPORCTBA  MNOML30BATENM  NONKTUKM  CUEHAPUM SARNSI NPUMOMEHMS  BMTPUHBL  CER3XM KINOYER
test_rpynnal 7 NOMb3OBATENK NOMMTHKH CUEHAPUMI

- -
= [pynna NOnL:0BATENEA A Monssosareny Exoanune & rpynny

PucyHok 137

— B OTKpbIBLIEMCS OKHe (PucyHok 138) noaTBepAnTb MO0 OTMEHUTbL AEeNCTBUA.

Yaaneowwe rpynns

PucyHok 138

B pe3yabTaTe ycnewHoro yganeHnAa OTO6pa3l/ITCH cooTBeTCcTBYtOWEE COO6LLI,€HI/|e.
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2.4. TMoapasaen «MNonUTUKN»

Moapasaen «Monntmkn» KoHconn aagmmHucTpaTtopa MY npegHasHayeH ana padboTsl
M yNpaBAeHMA NONNTMKAMM M KOPNOPATMBHbIM LWABNOHOM NOIUTMK, KOTOPble MOryT 6bITb
Ha3Ha4YeHbl Ha FPYNMbl YCTPOWCTB MM FPyNnbl NO/b30BaTENEMN.

MPUMEYAHME. [ns KOPpPEKTHOrO ynpaBAeHNA YCTPOMCTBOM HEODXOAMMO, YTODbI:

— Ha ycTpolcTae 6bl710 BbICTaBNEHO KOPPEKTHOE Bpems 1 Obla 3a4aH YaCOBOM MOAC;

— Bepcma MMNO coBnagana c Bepcnen npunoxeHma «Aspopa LleHTp» Ha ycTporcTee
(BaxHO, nocne obHosneHMs MMO 0OHOBUTb TaKKe 1 BEPCUIO MPUNONKEHWUS HA YCTPOMCTBE).

[nsa ynpasneHua ycTpomctBom Ha 6ase OC ABpopa HeobxoaMmo nepesecTn
YCTPOMCTBO B PEXMM aAMUHUCTPATOPA.

MPUMEYAHME. Echv yCcTpOMCTBO B peXXMMe NoNb30BaTeENA, HEODXOAMMO HAa3HAUYNTb
M [0XAATbCA MNPUMEHEHMA Ha YCTPOMCTBE MNOAMUTUMKM C NpPaBuaoM  «HaCTpoMKM
nonb3osaTens/Co3aaTb NOAL30BATENAY.

[ns nepexoaa B noapasaen «Moantukn» HeobxoaMmMo B BEpPXHEN NaHenn pasaena
«YnpasneHue» BblbpaTb noapasgen «onntukm». B pesynbtate oToOPA3MTCA CNMCOK
MNONIUTUK, @ NPU UX OTCYTCTBMM OToDparkaeTcsa coobuleHne «HeT AaHHbIX».

“3 MYNBTUTEHAHT  MOHWUTOPUHI YIPABMEHNE  AIMHHUCTPUPOBAHME @) Haranwa Weanosa
-
YCTPOWCTBA  MONbIOBATENM  NONMTHKKM  CUEHAPMKM  OARAbI  NPUNOXEHWA  BUTPUHLI  CBA3KM KIMONER
: NOBABUTL ~
+ Hosth GuneTp v
Nonwruxu
Habopu punvrpos v R
A % = $ (O]
el - 9 i
- >

PucyHok 139

B paboyenn obnactn nogpasgena «lMoautmkm» (PucyHok 139) mHdopmaums o
noAnTUKe oTobparkaeTca B CTONOLAX, NpUBeAeHHbIX B Tabauue (Tabauvua 37).

MPUMEYAHMUE. 3HayeHMA cTonbLoB moryT 6biTb OTCOPTUPOBAHDI: OT CTapbIX K
HOBbIM, “* OT HOBbIX K CTapbIM.
Tabnnua 37
Ha3saHue
3HayeHune OnwucaHue
ctonbua
HasBaHue Ha3zBaHMe NOANTUKM MpeactasnaeT coboi aKTUBHYHO CCbINKY, NPK

HaXaThh Ha KOTOPYHO NPONCXOONT nepexo K
KapTo4yKe NOJIMTUKH
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Ha3saHue
3HayeHue OnucaHwue
ctonbua
KommeHTapuit [lononHuTenbHaa MHGOPMaLMA K NOAUTUKE.
3anosHaAeTca Npu HeobXxoAMMOCTH
Copepkmmoe |Kateropwma & OrpaHun4yeHne gocTyna
npasnn B w 0N0COBbIE BbI3OBbI
NONNTUKE
_ KoHdurypauma WLAN
O-r KoHdurypauma VPN
p KoHdurypauma Bluetooth®
(© KoHpurypaums
O Cuctema
: HacTponku nonb3oBaTens
Q [eono3numoHMpoBaHmne
=is YCTaHOBKa NPUIONKEHN
KoanuyecTso npasun Konnyectso npasua B KaTeropmm
O6HoBNEHO [aTta n Bpemsa nocneaHero ob6HOBAEHMA NOAUTUKA

[lobaBneHne NOANTUKM BOZMOKHO OHMM 13 CAeayoLmx cnocobos:

— BpyYHyto (n. 2.4.2);

— Ha OCHOBe KoprnopaTtueHoro wabnoHa (n. 2.4.3);

— Ha OCHOBe cyllecTBytoWen nonntukn (n. 2.4.4).

CyLiecTByeT BO3MOXHOCTb A406aBAeHNA B MOAUTUKY NPaBMI KaK BO BpemMsa, TaK U
nocne ee co3aaHuA.

CnMCcoK NpaBua NOAUTUK, AOCTYNHbIX ANA Kaxkaon Bepcumn OC, npuseaeH B Tabaumue
(Tabnunua 38).

MpunoxeHne «ABpopa LleHTp» ¢ nepruoanyHOCTbIO pa3 B Yac NMPOBEPsieT, Kakue
NONUTUKKN, OdNalH-CUEHAPUM M KOMaHAbl OMNepaTMBHOrO YMNpaB/ieHMA Ha3Ha4YeHbl Ha
YCTPOMCTBO (eCAn NOANTUKOM He 3aZlaHa Apyrada NepmoanyYHoOCTb). B cnyyae HecoBnaaeHMA
TEKYLLero M LEeNeBoro COCTOSHWA YCTPOWCTBA, MNepenpumeHaeT Heobxoaumble onumm
yrnpasneHus.

MPUMEYAHME. B cBs3M C ncnonb3oBaHMeM Hosiee paHHUX BEPCUN MPOrPAaMMHOrO
nHtepdenca (API), B ynpasneHun yctponcteamm ¢ OC Android Bepcuin 7-8 BblaenstoT
cnenytouime ocobeHHoCTU:

— MO/b30BaTE/lb MOXKET BPYYHYIO OTK/IOUYUTb TEON0KALMIO, KOTOpas BK/IKOYEHA
NepMaHeHTHO Ha ynpasaaemMblx ycTporcteax ¢ OC Android;

— peXMM KMOCKa, DAOKMPOBKA 3KpPaHa WM yCTAaHOBKA MPWUAOXKEHMN paboTatoT ¢
ocobeHHoCTAMM (NoapobHOe onucaHne npuseaeHo B Tabauue (Tabaunua 38).
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Tabnunua 38

Ne Bepcuun OC

n/n| HaseaHuenpasua nOMMTAKI s oo T 6C Android | OC AnbT Linux | OC Astra Linux | OC Ubuntu | PEfOC | Onvcarve

1 |[OrpaHuyeHune 4.0.2un 7 v Bblle pl0 1.7 «Special 20 LTS, 7.3.4 nn.2.4.1.1
noctyna/bnoKknpoBKa sKkpaHa BblLe Edition» 22 LTS

2 |OrpaHunyeHune 4.0.2 n / v Bbllwe - - - - nn.2.4.1.2
poctyna/licnonb3oBaHue BblLLIE
Kamepbl

3 |OrpaHuyeHme goctyna/CHUMKM 4.0.2 n /7 v Bbllwe - - - - nn.2.4.1.3
3KpaHa Bblle

4 |OrpaHuyeHune 4.0.2un 9 1 Bbilwe - - - - nn.2.4.1.4
poctyna/Ynpasnenue Bbllle
aBMapPEXMMOM

5 |OrpaHunyeHune 4.0.2n 7 1 Bblle - - - - nn. 2.4.1.5
poctyna/YnpasnaeHue TO4YKon Bbllle
noctyna WLAN

6 |OrpaHndeHne 4.0.2n 9 1 BbiWe - - - - nn. 2.4.1.6
poctyna/Ynpasnenue Bluetooth Bbllle

7 |OrpaHuyeHune 4.0.2 v - - - - - nn.2.4.1.7
noctyna/licnonb3oBaHue BblLLIE
Hbpaysepa

8 |OrpaHunyeHune 4.0.2u 9 n BblWe - - - - nn. 2.4.1.8
noctyna/YnpasneHve AaTon 1 BbiLLE
BpemeHem

9 |OrpaHunyeHune 4.0.2n 9 n BblWe - - - - nn. 2.4.1.9
noctyna/Mepenava gaHHbIX MTP BbllLE
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Ne Bepcuun OC

n/n| BsBanMenpasuia noMMTkM o T O Android | OC AneT Linux| OC Astra Linux | OC Ubuntu | PELOC | Omvcare

10 [OrpaHu4yeHune 4.0.2un - - - - - nn. 2.4.1.10
poctyna/Micnonb3oBaHue BbllLE
MMUKPODOHa

11 |OrpaHuueHmne goctyna/Copoc K 4.0.2un - - - - - nn. 2.4.1.11
3aBOACKMM HACTPOMKaM BblLLIE

12 |OrpaHundeHune 4.1.0un - pl0 1.7 «Special 20 LTS, 7.3.4 nn. 2.4.1.12
poctyna/lcnonb3osaque BbILLE Edition» 22 LTS
USB-HakonuTenemn

13 |OrpaHunyeHune 4.1.0un - - - - - nn. 2.4.1.13
poctyna/Micnonb3oBaHue SD- BblLLe
KapT

14 |OrpaHunyeHne goctyna/Pexxmum - 7 v Bblle - - - - nn. 2.4.1.14
KMOCKa

15 |[Fonocosble BbI30BbI/McxoadaLme 4.0.2wn 7 Vi Bblle - - - - nn. 2.4.1.15
BbI30Bb! BbllLE

16 |Fonocosble BbI30BbI/Bxoasuime 4.0.2 n - - - - - nn. 2.4.1.16
BbI3OBbI BbiLe

17 |KoHourypauma WLAN/Pexmm 4.0.2 v 7 v Bblle - - - - nn.2.4.1.17
pabotbl WLAN BblLLE

18 |KoHdurypaums 4.0.2un 7 N Bblle - - - - nn. 2.4.1.18
WLAN/MoaKknto4eHua K ceTu BblLLE
WLAN

19 |KoHdurypaums 4.0.2un 7 N Bblle - - - - nn. 2.4.1.19
VPN/MoaxkntodeHmnsa VPN BblLLE
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Ne Bepcuun OC

n/n| BsBanMenpasuia noMMTkM o T O Android | OC AneT Linux| OC Astra Linux | OC Ubuntu | PELOC | Omvcare

20 |KoHdurypaums 5 n BblWwe - - - - nn. 2.4.1.20
NFC/Ynpasnenume NFC

21 |KoHdurypaums 4.0.2u 9 u BbiWe - - - - nn. 2.4.1.21
Bluetooth/Pexunm paboTsl BblLLIE
Bluetooth

22 |KoHowurypaums/PacnvcaHne 4.0.2u 7 v Bblle pl0 1.7 «Special 20 LTS, 7.3.4 nn. 2.4.1.22
NONyYeHNS KOMaHA, BbllLIE Edition» 22 LTS

23 |KoHowurypaums/PacnvcaHne 4.0.2u 7 v Bblle pl0 1.7 «Special 20 LTS, 7.3.4 nn. 2.4.1.23
OTNPaBKMN COCTOAHNA Bbllle Edition» 22 LTS

24 |KoHowurypaums/PacnvcaHne 4.0.2un - - - - - nn. 2.4.1.24
OoTnpaBKn cobbITUI BbllLe
H6e3onacHoCTH

25 |KoHourypauma/McknodeHns 4.0.2un - - - - - nn. 2.4.1.25
cobbITniM besonacHoOCTH BblLLIE

26 |KoHdurypauma/XpaHeHue noros |  4.0.2 u - - - - - nn. 2.4.1.26
Ha yCTpomcTBe BbllLIE

27 |KoHopurypauma/ObHoBNEHME 4.0.2un 7 N Bblle - - - - nn. 2.4.1.27
KoopAamHaT B KnneHTe ABpopa BblLLE
LeHTp

28 |KoHowurypaums/Hactpolika - - pl10 1.7 «Special 20 LTS, 7.3.4 nn. 2.4.1.28
NPOKCU-cepBepa Editi 22 LTS

29 |KoHdurypauma/TaimayT sKpaHa - - pl10 1.7 «Special 20 LTS, 7.3.4 nn. 2.4.1.29

Editi 22 LTS
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Ne Bepcuun OC

n/n| BsBanMenpasuia noMMTkM o T O Android | OC AneT Linux| OC Astra Linux | OC Ubuntu | PELOC | Omvcare

30 [KoHdurypauma - - pl0 1.7 «Special 20 LTS, 7.3.4 nn. 2.4.1.30
penosutopues/lMoakntoyeHmne Edition» 22 LTS
CUCTEMHbIX PENO3NTOPMNEB

31 |[Cuctema/YCcTaHOBUTb BEPCUIO 4.0.2un - - - - - nn. 2.4.1.31
OC Bbllle

32 |HacTporku 4.0.2un 7 v Bblwe pl0 1.7 «Special 20 LTS, 7.3.4 nn. 2.4.1.32
nonb3osaTens/TpebosaHua K BbllLe Edition» 22 LTS
napoto

33 |HacTpomku 4.0.2un - pl0 1.7 «Special 20 LTS, 7.3.4 nn. 2.4.1.33
nonb3osatens/Co3natb BblLllEe Edition» 22 LTS
nonb3oBaTend

34 |HacTpomku 4.0.2n 7 v Bbllle - - - - nn. 2.4.1.34
nonb3oBaTens/CepTndukaTsbl BblLLE
nonb30BaTeNd

35 |Pannbl/locTaBKa Ha yCTPOMCTBO - 7 n Bblle pl0 1.7 «Special 20 LTS, 7.3.4 nn. 2.4.1.35

Edition» 22 LTS

36 |®dalinbl c ycTpoicTsa/3arpysKa - 7 v Bbllle pl10 1.7 «Special 20 LTS, 7.3.4 nn. 2.4.1.36
bannos c yctponcTts Edition» 22 LTS

37 |CKkpunTbl/BbinonHeHMe Ha - 7 v Bbllle pl0 1.7 «Special 20 LTS, 7.3.4 nn. 2.4.1.37
yCcTpoucTsee Edition» 22 LTS

38 |leonosnumoHmpoBaHme/ 4.0.2n - - - - - nn. 2.4.1.38
HacTpolkun pexumma paboTbl BblLLIE
reonosnuUMoHNPOBAHUA

39 |BHewHuit B1A/YcTaHoBKa GoHa - 7 v Bblle - - - - nn. 2.4.1.39
paboyero cTona
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Ne Bepcuun OC

n/n| BsBanMenpasuia noMMTkM o T O Android | OC AneT Linux| OC Astra Linux | OC Ubuntu | PELOC | Omvcare

40 |MpwunoxkeHna/YcTaHOBKa 4.0.2u 7 v BblWe pl0 1.7 «Special 20 LTS, 7.3.4 nn. 2.4.1.40
NPUIOKEHMN HA YCTPOMCTBO BbiLLE Edition» 22 LTS

41 |MobunbHas ceTb/Touka goctyna | 4.0.2 1 9 u BbIlWe - - - - nn. 2.4.1.41

BbiLle

42 |MobunbHas ceTb/YnpasneHue 4.0.2 v /7 v Bbllwe - - - - nn. 2.4.1.42

MODOUNBbHOM Nepeaayen AaHHbIX BbllLe
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2.4.1. Obuwee onmcaHme NpaBuI NOAUTUK
2.4.1.1. OrpaHuyeHune goctyna/baoknposKa skpaHa

MpaBnio no3BonAeT pPa3bAoKMpoBaTb MAKM 3ab10KMPOBATb 3KPaH YCTPOMCTBA C
BbIBOOM COODLLEHNA.

MPUMEYAHME. OcobeHHOoCTM paboTbl NpaBmaa NOAUTUKM ANR YCTPOUCTB Ha baze OC
cemenctsa Linux npuBedeHbl B AOKymeHTe «PyKOBOACTBO NMo/sib3oBaTend. Yactb 11.
MNpunoxeHne «ABpopa LleHTp» Ana onepaumoHHbIX CUCTEM CEMENCTBA Linux».

Bbibop 3HauYeHmA 13 cnmncka:

— «3ab10KMpOBaH» — AaHHOE 3Ha4YeHMne BbIbpaHO MO yMONYaHUIO Npu AobaBneHmmn
NpaBWAa, a TakKe A0CTYNHO Nose ANnA BBoAa CoobuleHns, KoTopoe byaeT oTobparkaTbCa Ha
3a6/10KMPOBAHHOM 3KPaAHE. IKCTPEHHbIE BbI30BbI OCTAOTCA AOCTYMHbI;

— «Pa3bnokunposaHy.

BHUMAHMWE! Ha ycTtpoiicTtBax Ha 6a3ze OC Android:

— npn BNOKMPOBKE 3KpaHa TaKxKe Oa0KMpyeTcAa nepedada AaHHblXx no MTP u
MCXOAALLME BbI3OBbI (KPOME 3KCTPeHHbIX). [To3TOMy ecnm Ha YCTPOMCTBO Ha3HayeHa
NONUTUKA C paspelleHnem nepeaayn AaHHbix no MTP 1/Mam ncxoaauimx Bbi30BOB, TO B
KapTO4YKe yCTPOMCTB byaeT oTobpaxKaTbCca CTaTyc «He COOTBETCTBYET NOAUTUKER;

— B 3aBUCMMOCTM OT NnpomnssoamTens n sepcim OC Android noseaeHne 610KMPOBKM
3KpaHa MOXeT OT/INYaTbCA, HanpuUmep:

® eC/In YCTPOMCTBO 3alunuieHo PIN-Kogom, To mocne nepesarpy3km Ha 3KpaHe
BBOAa PIN-Ko4a MOXKET ObITb 4OCTYNHO BEPXHEE MEHIO;

® repesarpy3Ka yCTPOMCTBA KaCaHMEM COOTBETCTBYIOLWEN KHOMKKN B UHTepdelice
MOeT bblTb HeAOoCTyNHa (Hanpumep, AaHHOe nosedeHMe HabnaaeTcsa Ha yCTpPoMCTBe
Samsung). B 3Tom c/ny4ae OCyWecTBAATb Nepe3arpysky yCTPOMCTBA  AaHHOro
Npoun3BOANTENA CAeayeT C MOMOLLbD KOMOMHAUMM KHOMOK Ha Kopnyce (B COOTBETCTBMM C
NOKYMeHTaumen nponssoanTens);

e Ha ycTponcTBax Huawei Ha 6a3ze OC Android Bepcum 9 BbifsBNEHa cneaytoLLas
npobaema: ecinm B OKHEe Bbl30Ba BPYYHYK BBECTM HOMEP, OT/IMYHbIN OT 3KCTPEHHOrO, U
NOMNbITaTbCA COBEPLUMTL BbI30B, TO BbI3OB HE MPOM3OMAET HM B 3TOM C/lydae, HW nocnae
M3MEHEHMA HOMEPA Ha 3KCTPEHHbIN. [1na pelueHna npobaembl cneayeT BEPHYTbCA Ha DKpaH
HNOKMPOBKM M MOBTOPUTL SKCTPEHHbIM BbI3OB.

NMPUMEYAHMUE. Ha ycTpomcteax ¢ OC Android Bepcun 7.0, 7.1, 8.0.0, 8.1.0:

— B penme BNOKMPOBKM HEOBXOAMMO BBOAMTb MApPOb MNP KaXKAOM BKAOUYEHUM
3KpaHa, ecn yCTPOMCTBO 3aLLUMLLEHO MApPOaEM;

— NPX NOMbITKE BbIKAOYNTL YCTPOMCTBO OyaeT OTODOpPaKeHO OKHO, B KOTOPOM
BO3MOXHO HE TO/IbKO BbIK/IOYMTL WMAM MNepe3arpy3nTb YCTPOMCTBO, HO M BKAKOYNUTb
aBMapeXnm, HeCMOTPA Ha 3anpeLlatollee NPaBMAO NOAUTUKN. ECAM BKAOYNTb aBUAPEKMM,
TO ByaeT oToOpaKeHO OKHO C yBEAOMAEHMEM U MHCTPYKLUMEN KaK OTKAHOUYNTb aBUAPEKRMM
(PucyHok 140).
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BK/IOYEH ABUAPEXUM

HAMMMTE KHONKY NATAHKA NS OTKNIOYEHMA ABUAPEXMUMA

PucyHok 140
2.4.1.2. OrpaHuyeHune goctyna/icnonb3oBaHMe Kamepbl

MpaBWIO paspellaeT Uan 3anpeLlaeT UCNONb30BaHME KaMepbl Ha YCTPOMCTBAX.
Bbibop 3HaYeHmA 13 cnmncka:

— «Pa3spelweHoy;

— «3anpelleHo» (Npu gobaBAeHUN NpaBUaa 3HAYEHNE BbIBPaAHO MO YMOYAHMIO).

2.4.1.3. OrpaHuyeHmne aoctyna/CHUMKM sKpaHa

MpaBunao paspeLlaeT Uam 3anpeLlaeT co3aaHne CKPMHLIOTOB C 3KpaHa YCTPOMCTBa.
Bbibop 3HaYeHMA M3 CrncKa:

— «Pa3pelweHoy;

— «3anpeuleHo» (Npu gobaBneHUN NpaBmMIa 3HAYEHME BbIOPAHO MO YMOYAHUIO).

2.4.1.4. OrpaHunyeHue aoctyna/YnpaBneHne aBMapenmom

MpaBunao paspellaeT MaM 3anpeLLaeT MCNOIb30BaHME aBMAPEKMMA Ha YCTPONCTBAX.
Bbibop 3HaYeHMa 13 cnucka:

— «Pa3pelweHoy;

— «3anpeuieHo» (Npu gobaBneHUN NpaBmKIa 3HAYEHME BbIOPAHO MO YMOYAHUIO).

2.4.1.5. OrpaHuyeHmne goctyna/YnpasneHme Toukor goctyna WLAN

MpaBuno GUKCUMpYeT TeKyllee cocTosHue Toukn aoctyna WLAN. PaspeliaeT mam
3anpeuwaeT BHOCUTb M3MEHEHMA B HACTPOMKM ToUYKM aocTyna WLAN.

MPUMEYAHUE. [na yctponcte Huawei u Honor Ha 6asze OC Android npwu
3anpewarowem npasuie pasgada WMHTEpHeTa B peXume MoemMa OTK/KYaeTcA, HO
NONb30BaTE/lb MOXKET BPYUHYIO BKIOYUTL M OTKAKOUUTL TOYKY AOCTYMNA, @ TaKXKe U3MEHUTb
ee HaCTPOMKM.

Bbibop 3Ha4eHnA 13 cnucka:

— «PaspelweHo»;

— «3anpeueHo» (Npu gobaBneHMN NpaBmMIa 3HAYEHME BbIOPAHO MO YMOIYAHUIO).
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2.4.1.6. OrpaHuyeHune goctyna/YnpasneHue Bluetooth

MpaBnao GuKCMpyeT Tekyllee cocToAaHMe Bluetooth®. 3anpeuwaeTt nan paspewaet
BHOCUTb M3MEHEHUsA B HAacTpoMKku Bluetooth®.

BHUMAHMWE! Ona yctpoicts Ha 6a3ze OC Android Bepcumn 9, ecnm Bluetooth® 6bin
BK/ILOYEH, TO MOC/AEe NPUMEHEHMA NPaBUAa OH MOXKET 0TOBPaXKaTbCsA KakK BbIK/HOYEHHbIM B
HaCTpOWKax, Ho Npu aTom Bluetooth® npoaokuT paboTtaTsb.

Bbibop 3HaYeHMA M3 CNnCKa:

— «Pa3peweHoy;

— «3anpelueHo» (Npu AobaBAeHUM NpaBMaa 3HAYEHNE BbIBPAHO MO YMONYAHMIO).
2.4.1.7. OrpaHuyeHune goctyna/Mcnonb3oBaHne bpaysepa

MpaBunao paspeLlaeT MaM 3anpeLwaeT MCnob3oBaHne bpay3epa Ha YCTPOMCTBAX.
Bbibop 3HaYeHmA 13 cnmncka:
— «Pa3pelweHoy;

— «3anpelieHo» (Npn gobaBneHUM NpaBuaa 3HaYeHne BbIBPaHo Mo YMOAYaHUIO).

2.4.1.8. OrpaHuyeHue goctyna/YnpasaeHue 4aTol U BpeMeHem

Mpasuno GUKCMPYET TekyllmMe AaTy U BPemsA Ha ycTponcTBax. PaspelwaeT mam
3anpewaeT BHOCUTb M3SMEHEHMA B ATy U BPEMA.

NMPUMEYAHUA:

v' [lna yctponcts Ha 6ase OC Aspopa u OC Android mM3meHeHue BpemeHu B
MEHbLLYI CTOPOHY OT peasibHOro MOXET NPUBECTM K TOMY, YTO 3anmMck O Npomsolleamx
onepaumax nepecTaHyT oTobparkaTbCA B KypHaae NpuaoxeHunsa «Aspopa LleHTp». MoaTtomy
PEKOMEHAYETCA Ha3Ha4YMUTb MOAUTUKY C MPaBMIOM MO 3anpeTy YynpaBAeHMA OaTon U
BpeEMEHEM;

v' [1ns HeKoTopbIX ycTpoicTs Ha 6ase OC Android npasuio no 3anpeTty M3meHeHus

[aTbl U BPEMEHWN MOMKET OCTaB/IATb BO3MOMKHOCTb MU3MEHEHMSA YAaCOBOr0O NOsAca (B YaCTHOCTM,
Ha Huawei Y9).

BbIbOp 3HaYEHMA U3 CNUCKa:
— «Pa3pelweHoy;

— «3anpeuieHo» (Npn gobaBneHUM NpaBmuaa 3HaYeHne BbIBPAHO NO YMOAYAHMIO).

2.4.1.9. OrpaHuyeHune goctyna/lNepesava gaHHbIX MTP

MpaBunao paspeLlaeT nam 3anpeLwaeT nepeaady AaHHbIx Yyepes USB-coeamHeHue.
BbiboOp 3HaYEHUA U3 CNUCKa:

— «Pa3spelweHoy;
— «3anpelueHo» (Npu AobaBAeHUM NpaBMaa 3HAYEHNE BbIOPAHO MO YMONYAHMIO).

2.4.1.10.0rpaHmyeHne goctyna/Mcnonb3oBaHe MUKPOPOHa

MpaBni0 3anpeLlaeT am paspeLlaeT UCMNob30BaHNE MUKPOdOHa ANA 3aMMUCK 3BYKa
Ha YCTPOWCTBaAX.
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Bbibop 3HaYeHWA 13 CUCKA:

— «Pa3peweHo»;

— «3anpeuieHo» (MuKkpodoH OyaeT HeAOCTyNeH AN 3anMcu 3ByKa BO BCEX
NPUNOXKEHMAX N BHELIHWUX YCTPOMCTBAX, KOTOPbIE YNPaBAAOT UM (HayLWHWKK, TAPHUTYPbLI K
T.M.), HO ByAeT AOCTyNeH A1A MCXOAALLMX M BXOAAWMX BbI30BOB). [Tpn 406aBneHMM NpaBuaa
3Ha4YeHKe BbIBPAHO MO YMOAYAHMIO.

2.4.1.11.0rpaHmyeHne goctyna/Copoc K 3aBOACKMM HaCTPOMKam

MpaBunao 3anpeLaeT nam paspeLlaeT cOpoc K 3aBOACKMM HAaCTPOMKaM.,

BbibOp 3HaYeHMA 13 CUCKA:

— «Pa3spewweHy»;

— «3anpeueH» (npn obaBneHMM NpaBuaa 3HaYeHne BbIBPaAHO MO YMONYAHWIO).

2.4.1.12.0rpaHmyenne goctyna/McnonbsosaHmne USB-HakonuTenen

MpaBKa0 3anpelLaeT Uan pa3pellaeT MCnonb3oBaHme USB-HakonuTenen.

Bbibop 3HaYeHmA 13 cnmncka:

— «Pa3peweHo»;

— «3anpeuweHo» (npu pgobaBneHMM MpaBMaa 3HAYeHWe YCTaHaBAMBAETCA MO
YMOJIYaHNIO).

OcobeHHOCTN NPUMEHEHMA NOAUTUKM Ha ycTpoicTeax ¢ OC Aspopa:

— ecan  NPUMEeHUTb 3anpelatollee MpaBuIo B MOMEHT  MCMNO/b30BaHWA
noakntoyeHHoro USB-HakonuTena (Hanpumep, Kakon-nnbo ¢ann ¢ USB-HakonuTens
OTKPbLIT), TO USB-HakonuTenb He OTKAYMTCA. TaKKe Ha YCTPOMCTBE MOTYT BO3HMKHYTb
OLWNBKM, nocne KoTopbix USB-HakonmTenb ocTaHeTCA AOCTYMNEH;

— ec/u nocae NpUMMeHeHMsa 3anpeLlarollero NnpaBmaa paspeLnTb NCNoAb30BaHNE
USB-HakonuTenen, TO YyCTPOWCTBO HA4YyHET BUAETb WX 4vepe3 1-2 MWHYTbl MAKM nocae
M3BAEYEHMA M NOBTOPHOro noaxatoveHma USB-kabens;

— NpM NpPUMEHEeHMM 3anpellatrollero npasuna Ha ycrtpomctee INOI P4903
coobuleHne o BIOKMPOBKE B MYHKTE MEHK «XpaHuauwe» B noapasgene «HacTpomKkm»
oTODpaXKaeTcsa He NONHOCTbIO.

OcobeHHOCTN NPUMEHEHMA NOMUTUKM Ha ycTponcTBax ¢ OC cemeirctaa Linux: ecnm B
MOMEHT NPUMEHEHMA 3anpeLlatollero npasuaa NoAMTUKKM USB-HakonuTenb NOAKIOYEH K
YCTPOWCTBY M Ha HEM MPOMCXOAMT YTeHWe/3anuch, To ByaeT Npom3BOAMTLCA MOMbITKA
PAa3MOHTMPOBKK pa3 B Yyac USB-Hakonutena u ero 6noknposku, nmbo USB-HakonuTenb
byaeT 3anpeLlleH Nocae nepesarpysku yCTPomCTBa.

2.4.1.13.0rpaHunyeHne goctyna/McnonbsoBanHne SD-kapT

MpaBunao 3anpeLlaeT MaM paspeLlaeT McnosbloBaHne SD-KapT.

BbiboOp 3HaYEHUA U3 CNUCKa:

— «Pa3spelweHoy;

— «3anpeuleHo» (npu OobaBneHMM NpaBUAa 3HAYEHWe YCTaHaBAMBAETCA MO
YMOJIYAHNIO).
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MPUMEYAHUA:

v' B cnydae npuMeHeHun 3anpeLLatoLlero npasuia B MOMEHT MPOCMOTPa:

— KaTtanora ¢ SD-kapTbl B NpuaoxKeHnn «Painbl», AaHHbIM KaTanor byaeT AoCTyneH
ANA NPOCMOTPA 40 ero 3aKpbITuA;

— ¢anna c SD-KkapTbl, AaHHbIM ¢ann OyaeT AOCTyneH ANA NPOCMOTPa A0 €ro
3aKpbITHA;

V' Ecav nocne 3anpeta paspeLlmnTb UCNoab3oBaHue SD-KapT, TO yCTPOMCTBO HayHeT
BUAETb MX MOC/e nepe3arpy3skm WAM MOCAe PYYHOTrO BK/IKOYEHWMA B MYHKTE MEHH
«XpaHunuuie» B noapasaene «HacTponKkmn».

2.4.1.14.0rpaHnyeHma goctyna/Pexunm KMocKa

[MpaBMAO NO3BONAET aKTMBMPOBATb Ha YCTPOMCTBAX PEXMM KMOCKA, B pe3yabTaTte
yero 6yayT AOCTYNHbI TONbKO YKa3aHHbIe B MOAUTUKE MNPUNOKEHNA, APbIKM BED-CTPAHMLL U
CaNTbl, @ TaKXKe NO3BONAET OTK/IOYMUTb BEPXHEE MEHIO.
[ns co3paHns npasmaa HeobxoaAMMO BbIMONHUTL CAedytoLLMe AeNCTBUA:
1) B none «BKAtOYEH» BO3MOXHO BKAOYUTb MM BbIKNOYUTL PEXMM KMOCKA C
nomMolLLbto nepekntoyatens (PucyHok 141).
MPUMEYAHUE. TMpn pobasneHnm npasBuna nNepekayatTenb Mo YMOAYAHUIO
BK/ItOYEH;
2) B none «OTKAtOYEHME NAHENU yBeAOM/IEHWN» BbIKAOYUTbL MEPEKNOYATEND,
eC/IN B PEXMME KMOCKa TpebyeTca OTKAIOYNTbL BEPXHEE MEHIO.
MPUMEYAHMUE. MMpn pobasneHun npasBuna nNepeknoyatTenb MNo  YMOAYAHMUIO
BbIK/THOYEH.
BHUMAHUE! YnpasneHne naHenbto yBeAOMIEHMA BO3MOXHO ANA YCTPOWCTB C
OC Android 9 v BblwWwe;
3) B none «Kogp Bbixo4a M3 peXmma KMOCKa» BBECTM KOA, COCTOALLMA M3 8 umdp.
TaK»Ke BO3MOXHO CreHepMpoBaTb KO aBTOMATUYECKM, HaXKaB KHOMKY Q «CreHepunpoBaThb
MNapO/ib» B NPaBOM YaCTX CTPOKM.
MPUMEYAHME. Mone 0b6a3aTenbHO A1A 3aN0/THEHNSA, ECNIN PEXKMUM KMOCKA BKKOYEH;
4) [na napameTtpa «LBeT wpndrta» goctyneH BbI6GOP 0OAHOTO U3 3HAYEHUN:
— «lo ymonuyaHuto» — UBeT WpKdTa OCTaeTca TOT, KOTOPbIA Bbla B cucTeme A0
Ha3HAYeHWA N NPUMEHEHMA NAUTUKM C NPABUIOM PEXMMA KMOCKA;
— «Bblbop uBeTa» —npu BbibOpe AaHHOTO 3HAYEHMA CTAHOBUTCA AOCTYMHbIM:
e nose anda seoaa HEX-koaa;
® OKHO C LiBETOBOM NannTpoi ans sbibopa HeobXxoaMMOro LUBeTa;
5) Ona napameTtpa « PoH» AOCTYNeH BbIOOP OAHOMO 13 3HAYEHUN:
— «CuctemHoe m3obparkeHne» — GOH OCTAeTCA CUCTEMHbIM, KOTOPbIM Dbl A0
Ha3HAYeHWA U NPUMEHEHMA NONUTUKM C NMPABUIOM PEXKMMA KMOCKQ;
— «Bbibop uBeTa» —npu BbiIbOPE AAHHOIO 3HAYEHMUA CTAHOBUTCA AOCTYMHbIM:
e none anAa sesoda HEX-koaa;
® OKHO C LiBETOBOM NaanUTpoM Anq Bbibopa HEOHOXOAMMOrO LIBETA;

170



" | OTKPBLITAA
PyKkoBOACTBO nonb3osaTens. YacTb 3 I ey

+ QOBABWUTL MPABUIIO UMIMOPT NPABUN

= [lokasartb KaTeropumm

v PexuM knocka

O
Henpumernmo ona Aspopa, Linux

BrnioyeH .
OTknioyeHue naHenu ysego... D

Ynpasnexsue NaHenso yeeqoMIeHnin BoamoxHo ana yetponcta ¢ OC Android 9 v seiwe X
Kopa BbixoQ4a U3 pexvma Ku... Q

DR3aTenbHoe None

LigeT wpunodTta Mo ymon4yaHuio v
QoH CuctemHoe usobpaxeHue v

v YKaXuTe npunoxeHua

PucyHok 141

6) B 6noKe «lpunoxKeHna» yKasaTb NPUNOKEHMA U UX NOPALOK PACNONOKEHUA
(PrcyHoK 142), KoTopble ByayT AOCTYMHbI MOAb30BATENO B PeXMMe Kuocka. [as aToro
cneayet B nose «Koa NpuaoKeHna» BBECTM HAa3BaHME NaKkeTa NPUAOKeEHUA (Heobxoaumble
NaHHble A0CTYNHbI 419 NPOCMOTPA B KAapPTO4Ke yCTpoKcTBa B cTonbue «MHdpo» (nn. 2.1.1.9).

Ecnn Tpebyetca nobaBuTb elle OAHO MPUNOXKEHWE, TO HEODXOAMMO HaxKaTb Ha
3HaYoK T B 1€BOM HUKHEM Yyry M NOBTOPMUTb AEMNCTBMA ONMCAHHbIE BbILLE.

Echn TpebyeTca M3MEHUTb MOPALOK PACMONOKEHMA MPUIOKEHU HeobXoaAnMMo
BOCMO/1b30BATbCA KHOMKAMM . W,

NPUMEYAHMUE. Mone ob6a3aTenbHO ANs 3aNONHEHUA, €CIN PEKUM KMOCKA BK/TOYEH,
M B NPaBM/IO He A0DaBAEHO HU OAHOTO AP/bIKA BED-CTPaHULbI;

« [MpunoxeHus
Kopn npunosxkeHus 1 ‘ ‘ ~ O
YKaXWTE Ha3zBaHWE NakeTa
Koo npunoxkeHus 2 ‘ ‘ - O
YKaXWTE Ha3EAHWE NakeTa

PucyHok 142
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7) OobaBuTb ApPAbIKK BED-CTPaAHML, NO3BONAOLMX OTKPbITb HEODXOANMbIE CaMThbI

(PrcyHoK 143), BbINONAHMB Ceaytollme AeNCTBUA:

— B 610Ke «ApAblkM BeO-CTpaHUL/YKaKUTE APAbIKM BeO-CTPaHUUY» HaxKaTb Ha

3Hayok +:

— B none «HasBaHue APNblKa» BBECTU Ha3BaHWE APJiblKa (MO)KGT coaepHaTb OT 100

20 cMmBONOB);

— B none «URL» BBECTM 3/1EKTPOHHbIN aApec HeobxoAMMOro caiTa/cTpaHuLbl B

dopmate URL. Hanpumep: https:// www.omp.ru/.
NMPUMEYAHUA:

v" Mone o6a3aTeNbHO ANA 3aNOMHEHUA, ECNIN PEXKMM KNOCKa BKTKOYEH, N B NPABMIO

He 00baBAEHO HM OAHOTO NPUIOKEHNS;
V' BO3MOMKHO [06aB/eHNE HECKOIbKMX AP/IbIKOB BEO-CTPaHUL;

v HApnbikk Be6-cTpaHuy

al

HazeaHWe Apnbika ‘

URL ‘

PucyHok 143

8) HacTpouTb CNMCOK paspelleHHbiX/3anpeLleHHbIX caiToB. [JocTynHO, ecan B

KayecTBe bpaysepa No ymondaHuto ncnosbsyerca Chrome (PucyHok 144).

3anpeTuTb BCE CaiThl »

3anpeLUeHHbIe CanTbl

VcknioyeHus us 3anpeLteH...

@ Android — 1 npasuno

OTMEHA

PucyHok 144
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[lna HaCTPOMKM CNUCKa pas3pelleHHbIX CaMToB HeEOHXOAMMO:

— nepeBecTun nepekatoyaTe b «3anpeTuTb BCe CalThbl» B NONOXKEHNE «BKAOYEHOY;

— B none «McKkNoYeHMa M3 3anpelleHHbIX CalTOB» BBECTWU 3/EKTPOHHbIM aapec
paspelleHHoro caiTa B popmaTe URL (Hanpumep: https://www.omp.ru/) n HaxkaTtb Enter.

NMPUMEYAHUA:

v C nomoLLpto KHOMKM SF «[106aBUTb AP/BIKMA B CMIMCOK UCKAIOYEeHUI». Takke
BO3MOXHO [100aBWTb B pPa3pelleHHbI CMMCOK adpeca CaMToB M3 AP/AbIKOB, KOTOpble
yKa3aHbl Ha Wware 7;

V' BO3MOXHO [06aBeHNE HECKOIbKMX pa3peLleHHbIX CaliToB.

[lna HaCTPOMKM CNUCKa 3anpeLLeHHbIX CalToB HEOHBXOAMMO:

— ybeanTbCs, YTO NEepeKtoYaTe b «3aNpPeTUTb BCE CalTbl» HAXOAMUTCS B MONOKEHNN
«BbIKNOYEHOY;

— BMOe «3anpeLleHHble CalTbl» BBECTU 31EKTPOHHbIN aApec 3anpeLleHHoro canTa
B dopmaTte URL (Hanpumep: https://www.omp.ru/) n HaxkaTb Enter.

NMPUMEYAHUA:

V' BO3MOXHO [00aBAeHNE HECKOIbKMX 3aMnpeLLeHHbIX CalToB;

V' HeobxoanMmo J06aBAATbL B CMMCKM 3anpeLleHHbIX/pa3peLleHHbIX CaiToB TObKO
KoHeuHble URL. Hanpumep, ecnn 3abn0KMpoBaTh BCe calTbl, Kpome https://www.omp.ru/,
TO Noc/e peanpeKTa oH CTaHeT https://omp.ru/ v paspelweHune He cpaboTaerT.

BHUMAHUE! He pexkomeHayetca BblGMpaTb npuaoxkeHne «Aspopa LeHTp» B
KayecTBe cpeacTBa 3anycka (launcher) Kak npu ero yctaHoBKe, Tak M B JanbHenliem. B
NPOTMBHOM C/ly4ae BbINTM M3 PEXKMMA KMOCKa ByaeT HEBO3MOMXKHO.

NPUMEYAHUA:

v B/IOKMPOBKa 3KpaHa UMEET NPUOPUTET HaL, PEXMMOM KMOCKa. Mpu HazHaueHum
MNONIUTUK C NPaBUIAMM BKIOYEHHOM BIOKMPOBKM 3KPAHA M BKAKOYEHHOTO PEXMMA KMOCKA
0T0bpa3mnTCcsa IKpaH 6NOKMPOBKM, @ B COCTOAHMM YCTPOMCTBA — MHPOPMALMA O BKAKOUYEHHOM
O6/10KMPOBKE 3KPaHa WM OTK/IHOYEHHOM PEXMME KMOCKA, BCAEACTBME 4Yero B KapTOuKe
YCTPOMCTBA 0TOOPa3nTCA CTaTyC «He COOTBETCTBYET MNONNTUKEY;

v' EC/V B CNUCOK paspeLleHHbIX NPUAoXKeHNA 406aBUTb NPUIOKEHKUEe No paboTe ¢
dannamum, To Npu OTKPLITUKN dalnoB ByayT 3anyckaTbca 0OpPaboTUMKM 3TUX GalnNoB, Aarke
eCIN UX HEeT B CMUCKe pa3pelleHHbIX MPUAOKEHWN. Hanpumep, npu OTKpbITMKM daina
dopmaTa .mp3 MOXKET 3anyCTUTbCA Meananneep (Npu ero HaAMYMM Ha YCTPOMCTBAX);

v' B uenax obecneyeHnsa sKCTPEHHbIX BbI30BOB B PEXKMME KMOCKa BCEraa J0CTYMHO
NPUAOXKEHME ANA COBEPLUEHMA BbI3OBOB. B cayvae HeoHXOAMMOCTWM 3anNpeTuUTb BbI30BbI
cnefnyet A0NONHUTENbHO HAa3HAYMTb Ha YCTPOMCTBO COOTBETCTBYHOLLYO MOAUTUKY;

V' Ap/blkK BE6-CTpaHUL, OTKPbLIBAOTCA Yepes Bpay3ep, 3a[aHHbIR N0 YMOAYAHMIO.
[pn sTOM:

— eC/W 33ZlaHHbIM Mo yMoN4YaHuto 6paysep BbibpaH, TO paspeLlleHHbIM B peKnme
KMOCKa OCTaeTcs TONbKO OH. [lpyM 3TOM, ecnm 3aZaHHblii MO yMoaYaHuto Opaysep He
nobaBneH B CMMCOK NPUIOKEHMI, TO €ro MKOHKa 0TobparkaTbcA He ByaeT;
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— eC/M 33ZaHHbl MO yMoaYaHuto bpaysep He 3a4aH, TO MPM OTKPbITUKM AP/bIKa
nosb3oBaTento byaeT npeanoxKeHo ero BbibpaTsb;

v’ Agpeca CaiToB Ha KMpuaaMuLe HeobxoaMmo [000aBAATb B CMWCKK
pa3pelleHHbIx/3anpeLleHHbIX CalnToB B KOAMpoBKe Punycode;

v' Tlpy NepBOM 3amnycKe pexmnma KMocka byaeT 3anpelieH BXo4 B He30nacHbIi
pexxunm (safeboot) Ha ycTpoincTse;

v' EC/M yCTPOMCTBO 3alMLEHO MaposieM, TO B PEXMME KMOCKa HeobXxoauMmo
BBOAMTb NAPO/b NPU KaXKA0OM BKAKOUYEHNM SKPAHA;

v" Ha ycrpoitcteax ¢ OC Android sepcun 7.0, 7.1, 8.0.0, 8.1.0, paboTatowmx B
PEXMME KMOCKA:

— NPW NOMbITKE BbIKAOYNTL YCTPOMCTBO OyaeT OTOOpaKeHO OKHO, B KOTOPOM
MOHO He TO/IbKO BbIKAOYNUTb MK Nepe3arpy3nTb YCTPOMCTBO, HO M BKAOYUTb aBUAPEKMM,
[aXKe HecMoTps Ha 3anpellatollee NpPaBuao MNOAUTUKW. ECM BKAKOUYMTL aBUApPEXMM, TO
bynet oToOpaXKeHO OKHO C YBEAOMIEHMEM U MHCTPYKLUMEN KaK OTKAHOUYMTb aBMapemm
(cm. PucyHok 140);

— NepeKkNtoYEHNE MEXKIY OKHAMM 3aNyLEHHbIX NPUNOKEHWN 3aMNPELLEHO;

— CUCTEMHble AaHHble (Bpems, 3apas baTtapeu, yposeHb curHana WLAN u 1.1.) He
0TODPaAXKaTCA B BEPXHEN CTPOKE COCTOAHMA;

— MaHenb yBeAOMAEeHWMIM He oTobpakaeTcAa Aaxke ecnm oTobparkeHue naHenu
yBEeAOM/IEHWN pa3peLleHOo B MpaBuae NOJUTUKN.

2.4.1.15.fonocosble Bbi30BbI/McxoasLLMe BbI30BbI

MpaBnno paspewaer WM 3anpellaeT CoBeplIeHMe WCXOAAWMX BbI3OBOB C
yCTPOMCTBA.

Bbibop 3HaYeHWA 13 CMCKa:

— «PaspelweHbI»;

— «3anpelueHbl» (Npn gobaBaeHMM NpaBKaa 3Ha4YeHMe BbIBPAHO MO YMOAYAHMIO).

2.4.1.16.fonocoBble BbI30BbI/BxoasLime BbI30BbI

MpaBunao paspeLlaeT UaM 3anpeLlaeT BXoAALLME BbI30BbI HA YCTPOMCTBO.

Bbibop 3HaYeHWA 13 CMCKa:

— «PaspelweHbl»;

— «3anpeuleHbl» (Npy gobaBneHMN NpaBuaa 3Ha4YeHne BbIBPaAHO MO YMOTYAHMIO).
Bxogsuime Bbi30Bbl He ByayT oTobpaXkaTbCs NONb30BATENO, @ 3BOHALWMM abOHEHT byaeT
CAbIWaTb ryaKu.

2.4.1.17 KoHourypaumsa WLAN/Pexunm pabotsl WLAN

[1paBK/I0 NO3BONAET:
— OTK/AOYaTb UK BKAOYATb agantep WLAN;
— 3adUKcnpoBaTb Tekylwee cocToaHme agantepa WLAN.
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[ocTynHble 3HaYeHna ana pabotbl WLAN:

— «He 3agmaHo» — ynpaBneHwe coctoaHMem apantepa WLAN  6yaet
Pa3bN0KMPOBAHO (packpbiBatoWMIiCA cnmncok «YnpasneHne WLAN»);

— «BblkntoyeHo» — agantep WLAN OyaeT BbIKNOYEH NEPMAHEHTHO (BKNOUYUTL €ro
byneT HeBO3MOXKHO). [Mpn gobaBneHWM NpaBuaa 3Ha4YeHWe BbIOPAHO NO YMONYAHMIO;

— «BkntoyeHo» — apantep WLAN OyaeT BKAHOYEH NEPMAHEHTHO (BbIKAKOUYUTbL €ro
byaeT HEBO3MOXKHO).

BHUMAHWE! B 3aBucumoctn ot Bepcun mn npowmskm OC Android BO3MOXKHO
Ha/In4YMe Ha YCTPOMCTBAX NOb30BaATENbCKMX HACTPOEK, CMOCODOHbIX BANATb HA HAa3HAYEHHYHO
NOJINTUKY:

— KypHan ynpasnenns WLAN (BcTpeyaeTca Ha ycTponcTeax Samsung). No3sonsaet
3anpeTUTb NpuaoKeHuo «Aspopa LleHTp» BKkAoYaTh/oTKAo4YaTh agantep WLAN;

— aBTomaTtuyeckoe BKatovYeHe WLAN. [No3sonAaet sBkatodaTb agantep WLAN, Koraa
YCTPOMCTBO OOHAPYHKMT NO6AN30CTU OAHY M3 COXPAaHEHHbIX CETEN, N OTKAOYATb €ro, ecnn B
TeyeHne HEKOTOPOro BpemMeHu He byaeT yCTaHOBAEHO COeInHEHME.

[loCcTynHble 3Ha4YeHnA AN1A ynpaB/ieHna coctoaHmem agantepa WLAN:

— «3anpelweHo» — byaeT 3aPpUKCMpoBaHO Tekylee coctoaHne agantepa WLAN.
Mpwn nobasneHMn NpaBmaa 3HaYeHNE BbIDPAHO NO YMOAYAHMUIO.

BHUMAHMWUE! na yctpoicTs Ha 6a3ze OC Android Bepcun 9 nonb3oBaTenb MOXKET
BPYYHYIO BKAOUYNTL/OTKAOUMTL WLAN, aaxe ecnv ynpasneHne WLAN 3anpelleHo;

— «PaspelweHO» — NONb30BaTE/Ib MOXKET BK/IHOYATb MM OTKAtOYaTb agantep WLAN
M U3MEHATb ero HaCTPOMKM.

2.4.1.18.KoHodurypauma WLAN/MoaxkntoueHma kK cetn WLAN

[MpaBn/I0 NO3BOAIAET CO34aTb M HACTPOMTb Ha YCTPOMCTBAX MOAKIOYEHMA K CETAM
WLAN c TexHonornamm 6esonacHoctn WPA-EAP 1 WPA2. B pe3ynbTaTe YCTPOMCTBO CMOXKET
noAKAto4aThCA K 3almuieHHbIM ceTam WLAN 6e3 4oNoNHNTENbHbIX AeMCTBUA.

NMPUMEYAHUA:

v TpaBuno He cpaboTaeT, ecan Ha YCTPOMCTBAX BblKatoYeH agantep WLAN;

v' Ha ycTpoicteax, GyHKUMOHUPYIOWMX nog yrnpasneHnem OC Android, nocne
BKAtoYeHMA agantepa WLAN M npumeHeHMA NpaBuia, MOMEHT HenocpenCTBEHHOro
NOAKMOYEHMA K TOYKe A0CTyna 3aBUCUT OT Bepcumn 1 npowmnskn OC. Ecnin noakntodeHne K
TOYKe A0CTyna He MpPom3oLWao, TO caedyeT nepesarpysnTb YCTPOMCTBO MAWU BbINMOAHUTb
NOAK/IIOYEHME BPYUHY!IO.

[na co3gaHmna npasmaa HeobxoaMmo:

1) B none BBoAa «HassaHue cetn (SSID)» BBECTM Ha3BaHWe 6ecnpoBOAHON CETU
(Service Set lIdentifier) gns noakntoveHus. MapameTp obAsaTeneH A1A 3anojHeHus.
Ha3BaHMe 6ecnpoBOAHOM CETU AOMKHO ObITb YHMKA/bHBIM B PaMKax NpaBuna.

NMPUMEYAHUE. Ecnm pasHble NONNTUKKM coZep)KaT npasuia C OAMHAKOBLIM
Ha3BaHMeM HecnpoBOAHOM CETM, TO NPU MX Ha3HAYEHMW Ha YCTPOMCTBE ByAeT NPUMEHEHO
npaBuao c bonee no3aHen AaTon oOHOBNEHMA.
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BHUMAHME! Ecnuv HasBaHue noakatodeHns WLAN B npasBumae coaepKuUT CUMBOA «/»
(Hanpumep, OMP/ _test), To:

— Ha ycTpomcTtee byaeT co3gaHo noakntoveHne WLAN B HasBaHMM KOTOPOro He
byaeT yKasaH AaHHbIM cumBon (Hanpumep, OMP_test), B pe3ynbTaTe Yero yCTPOMCTBO C
CMMBOJIOM «/» B Ha3BaHUM HE CMOKET NOAKNOYNTLCA K ceTn WLAN;

— B KAPTO4YKe YCTPOWMCTBa Ha BKAadke «CocTosiHMe» OyayT oTtobparkeHbl ABa
nogkmodeHna WLAN — c cMmBOsIOM «/» B Ha3BaHMKM M Oe3 Hero. B pesynbTate 4yero
YCTPOMCTBO ByAeT B cTaTyce «He COOTBETCTBYET MOAUTUKEY;

2) B none «CKpbiTaa ceTb» Npn NOMOLLM NepeKItoyaTeNAa BO3IMOXKHO BKAOYUTL UM
OTKMHOUNTb TPAHCAAUMIO Ha3BaHMA OecnpoBoaHoM ceTu. [pu apobasneHUM npasmna
nepekatoYaTeNlb NO YMOIYAHMIO BbIK/IOYEH;

3) B none «ABTONOAKNOYEHMEY NPU MOMOLLM NEPEKNOYATENS BO3MOXKHO BKAOYNTb
MW OTKOUYMTb aBTOMOAKAOYEHME YCTPOMCTBA K BecnpoBoaHon ceTu. Mpu gobasneHmn
NpaBmaa NepekaYaTe b MO YMOTHAHMIO BKAKOYEH.

MPUMEYAHME. [ina yctpoincts Ha H6a3ze OC Android aBTonoakntodeHne paboTtaer
cneayowmMm obpasom: B MOMEHT CO3[4aHMA U HACTPOMKM MNOAKAOYEeHMA Oyaet
npousBeaeHa MomMbITKa NOAKMOYEHMA K TOYKe AocTyna. B cayyae Heyaaum cneaytoulan
NonbITKA NOAKAtOYeHNs ByaeT Nnpom3BeaeHa B COOTBETCTBMU C OCOHEHHOCTAMMK BEPCUU U
npowwnskn OC Android;

4)B none «HacTpoika IP-agpeca» no yMOANYaHUIO BbICTABNEHO 3HaYeHue
«ABTOMaTU4YeCKaA». [Tone peaakTMPOBaAHUIO HE MOONEKNT;

5) Ecnm HeobxoamMmo co3aaTh NoAKAtOYEeHMe K 6ecnpoBOAHOM CETU C TEXHOIOTNEN
6e3onacHOCTK:

WPA2:

— B pacKpblBatollemcsi cnucke «besonacHocTb» BbibpaTb «WPA2». [lpu
nobasneHnM NpaBnaa 3Ha4YeHme BbIbBPAHO NO YMONYAHMIO;

— B nosne «lMaponb» BBECTM Naposib becnpoBoaHoM ceTu. MNapameTp He obazaTeneH
nns 3anonHeHus. Ecam becnpoBoaHas CeTb He 3allMileHa naponem, To Heobxoammo
OCTaBUTb NONE NMYCTbIM.

MPUMEYAHUA:

v' Ecnv naposib He 3a4aH, To Ha ycTpolcteax ¢ OC Android noakatodeHune He byaeT
CO3aHO W B )KypHane npunoxeHua «Aspopa LleHTp» oTobpasuTtca 3anmncb 06 owmndke
CO34aHMA NOAKMOYEHMA, a Ha ycTponcTBax Ha 6a3e OC ABpopa Heobxoammo byaet
BPYYHYO BBECTM NAPO/b A4 NOAKAOYEHMA K 3aLLUMLLEHHOM BECNPOBOAHOM CETH;

v' [laponb XpaHUTCA B CUCTeMe B HelwudpoBaHHOM Buae. [1POCMOTP napons
BO3MOMEH:

— B KapTOYKe NOSUTUKM BO BKAaaKe «Mpasuna» (nn. 2.1.5.1);

— B KapTOYKe yCTPOMCTBa BO BKAaAKe «[Moantmkm» (nn. 2.1.1.5).
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WPA-EAP

Co3gatb noakatodeHme K 6ecnpoBOAHOM CeTM C TexHosnormen 6He30nacHOCTU
WPA-EAP BO3MOXHO MO NPOTOKOANY:

1. TLS (B AononHeHWe K CO34aHMIO MOAKAOYEHMA Yepe3 npoTokon TLS byaet
BbIMYLLEH M AOCTAaBNAEH Ha YCTPONCTBA NO/b30BATENLCKNIM CEPTUPMKAT ANA NOAKNOYEHMA K
HbecnpoBOAHOM CeTH).

[Ona nogkntoyeHms K becnpoBogHON ceTn ¢ TexHonornen bezonacHoctn WPA-EAP
no npotokony TLS Heobxoammo:

— B pacKpblBatoLemca cnucke «besonacHocTb» BbIbpaTh « WPA-EAP»;

— B packpblBatollemca cnmncke «poTokon» BbibpaTb « TLS»;

— B pacKpblBatollemca cnmcke «KaTeropuma cepTudukaTa» BblOpaTb KaTeropuo
NONb30BaTENbCKMX CEPTUPUKATOB, B PaMKax KOTOpPOM ByaeT BbiNyL,EeH NO/Ib30BATE/bCKMNA
cepTuduKaT. MNpu oTCyTCTBMKN TPEebDyeMon KaTeropmnm B cnmcke Heobxoammo no6aBuUTh ee B
HaCTPOMKax aAMUHUCTPUPOBaHKA ABpopa LleHTp (n. 4.1.2);

— B pacKpbiBalolWEeMca cnucke «MaeHTUPMKaTop» BbIOPATL AMHAMMYECKYIO
nepemeHeHHyto, KoTopas OyaeT aBTOMATMYECKM MOACTaBAATb HYXKHbIM WMAEHTUGUKATOP
NONb30BaTeNA B NOAKAOHYEHNE:!

® [ {UserEmail}} —email M3 KapTOYKM NONb30OBATENS;

® [ {UserPrincipalName}} — 3HayeHWe napameTpa «userPrincipalName» 13
LDAP-gaHHbIX O nonb3oBaTene.

2. PEAP.

[Ona nogkntoyeHms K becnpoBogHON ceTun ¢ TexHonornen tezonacHoctn WPA-EAP
no npotokony PEAP Heobxoammo:

— B pacKpblBatoLeMca cnncke «besonacHocTb» BbibpaTh « WPA-EAPY;

— B packpblBatoLemca cnucke «lMpoTokon» BbibpaTe «PEAPY;

— B Mosie «2-i 3tan ayTeHTUOUKALUMM» MO YMOJIYAHUIO YCTAHOBAEHO 3HayeHue
«MSCHAPV2». lNone HegOCTYNHO ANA peAaKTUPOBAHUA;

— B pacKpbiBatlolemca cnucke «Tun umaeHTUOUKaUMM» BbIOpPaTb, KakoM TuN
MOEHTUPUKALMM HEODXOAMMO MCMNONb30BaTh:

e «lWabnoH» — 3HayeHMe BbIbpaHO MO ymMonyaHuto. [lanee B none
«NaeHTMPUKaATOp» B PACKPbIBAIOLLEMCA CIUCKE BbIOPaTb AMHAMUYECKYHO NEPEMEHEHHY!O,
KoTopas OyaeT aBTOMATUYeCKM MOACTaBAATb HYXKHbIA WMAEHTUPUKATOP MNONb30BaTENS B
NoAKNOYeHMe:

¢ {{UserEmail}} —email M3 KapTOYKM NONb30OBaATENS;

¢ {{UserPrincipalName}} —3HauyeHuMe napameTpa «userPrincipalName» un3
LDAP-gaHHbIX O NnoNb3oBaTene;

¢ {{sAMAccountName}} — 3HadyeHume napametpa SAMAccountName wu3
LDAP-gaHHbIX O Mo/sib30BaTeNe.

NPUMEYAHMUE. Moakntoyerune Kk cetn WPA-EAP PEAP 6yaeTt co3aaHo ¢ naponem no
ymosdaHuio (12345678). Mocne co3gaHua MNOAKAYEHUs HeobxoAMMOo 3alTu B €ero
HACTPOMKM M BPYYHYIO M3MEHUTb NapOo/b Ha KOPPEKTHOE 3HAYEHME;
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e «J/lormH u naponb». Hanee Ana MNOAKAOYEHMA BBECTU JIOTUH M MApPO/ib
NONb30BaTENA B COOTBETCBYIOWMX NOAAX. B cayvae He3aZaHHOro napond nojib3oBaTeslb
YCTPOWCTBA A0/KeH ByaeT BBECTM ero CaMOCTOATENbHO.

NMPUMEYAHMUE. Echm TpebyeTca CMeHUTb Napo/ib B PEXKMME KMOCKA (MPU OTCYTCBUM
NpaB Ha peaKTMPOBaHMeE NOAKAOYEHMA), HEODXOAMMO 0BPATUTLCA K aAMUHUCTPATOPY.

BHUMAHUE!

v’ [na  BbinycKa cepTudMKaTa W  KOPPEKTHOW MOACTAHOBKM 3HaYeHUA B
AMNHAMUYECKYIO MNepemMeHHyo Heobxoammo, 4Tobbl yCcTpomcTBo 6bIN10 NpMBA3aHO K
N0/1b30BaTeNIO;

v Ecnv B MY K yCcTPOMCTBaM MPMBA3aHO HECKONbKO MO/b30BaTeNei, To npwu
CO34aHUKN NOAKAOYEHNA ByayT MCNONb30BATLCA YYETHbIE AaHHbIE MONb30BATENSA, KOTOPbIM
Obln NPMBA3aH K YCTPOMCTBAM NOCAEAHUM MAN KOTOPbIM Obln NOAYYeH U3 MHTErpauum c
LDAP. Ecnn n3 LDAP nony4yeHbl AaHHble HECKONbKMX NONb30BaTeNnen, To byaeT BbibpaH TOT,
KOTOPbIM MPUBA3aH K YCTPOMCTBAM MNOCAEAHNM.

6) Ecnhm TpebyeTcs co3pmaTb noakntoveHune K cetn WLAN, HacTpOeHHOM Ha NPOKCK-
cepBep, HeEobxoaAMMO nepeBecTM nepekatodaTens «l1poKcK-cepBep» B MONOKEHME ®
«BKNtOYEHO» M 3aN0/THUTBL CaeayroLLmne NoNsa:

— «XOCT» — XOCT NpOoKCK-cepsepa. [Tone 0bA3aTeNbHO A5 3aN0NHEHNA;

— «[MopT» — N0 yMmon4aHuto 3aa4aHo 3HadveHme 80. MNMpn HeobXoAMMOCTN AOCTYMNHO
BBECTM ApYyroi Homep nopTa. MNone ob6s3aTeNbHO 414 3aN0/THEHNS;

— «McKNtoYeHma N3 NPOKCUPOBAHMUA» — NP HEODXOAMMOCTM BBECTM Yepe3 3anATyto
XOCTbl, KOTOpble OyAyT MCKAOYEHUAMU W3 MPOKCMpOBaHMA. lNone HeobsazaTtenbHo ANA
3aMNOJIHEHMA.

NMPUMEYAHUE. Heobxoammo yunTbiBaThb caeaytoume oCobeHHOCTM MCNONb30BaHKUA
NPOKCU-CepBeEpPa B NOAKAOHEHNN:

— pnayctponcte ¢ OC Android HaCTPOMTb MPOKCU-CEPBEP MOXKHO TO/IbKO B BEPCUAX
8 1 BblLLE;

— ans yctpomncte ¢ OC ABpopa MOXKHO 33/1aBaTb boee 04HOro NPOKCK-CepBepPa Ha
noakntodeHme. MNpn NoayvYeHnm HacTpoeK NpoKcu-cepsepa oT OC, npunoxeHne «ABpopa
LleHTp» ByaeT paboTaTb C NPOKCU-CEPBEPOM, KOTOPbLIN ByaAeT NepBbiM B CMIMCKE CEPBEPOB,
nosydeHHbIx o1 OC;

— ec/n nepektodaTenb «lpoKcK-cepsep» B NpaBuae NOAUTUKN BbIK/IOYEH, TO 3TO
He B/MAET Ha COOTBETCTBME YCTPOMCTBA MNOAMTUKE. [locne NPMMEHEHWA MNOAUTUKMK
MMEOLLIMECA HA YCTPOMCTBE HACTPOMKM NPOKCK-CepBepa DyayT yaaneHsi.

Ecnm HeobxoaMmMo co3aaThb Ha YCTPOMCTBAX elle oAHO noakatovyeHune K cetn WLAN,
TO HEOBXOAMMO HaxaTb 3Ha4oK + BHW3Y NpPaBuMIa M NOBTOPUTbL LIATK, NPUBEAEHHbIE BbILLE.

2.4.1.19.KoHdurypauma VPN/MogkntoueHma VPN

[MpaBna0 No3BONAET co34aTb noAkntodeHe VPN B NpunoxXeHmnAax:
— Cisco AnyConnect ans yctponcts OC Android;
— Kpuntolpo NGate R2 ans yctpoiicts Ha 6a3e OC Android n OC Aspopa.
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[ns co3paHuna npasmna He0bXoAMMO:
1) B none «Ha3BaHWe» BBECTW Ha3BaHMe noaratodeHna VPN, KoTopoe A0MKHO
6bITb YHUKANbHbLIM B paMKax Npasuaa. lNapameTp obAszaTeneH Ans 3anonHeHuA.
NMPUMEYAHUE. Ecnn pasHble NOAUTUKKM COAEP)KAT MNpaBuaa C OAMHAKOBbIM
Ha3BaHMemM noakatodeHma VPN, TO Npu mx Ha3Ha4YeHUM Ha YCTPOMCTBO DyAeT NpMMEHEHO
npaBuao c bonee no3aHen Aatom 06HOBNEHUS;
2) B none «Agpec cepsepa» BecTu agpec cepsepa VPN. MapameTp obasateneH
ONA 3aNONHEeHUA;
3) B none «Tun» BbibpaTb 0AHO W3 MPUNOKEHWIM, ONA KOTOPOro HeobXoAMMO
co3aaTb nogkatoveHme VPN:
— Cisco AnyConnect (npu pgobaBneHun npaBuaa 3HadyeHWe BbIOpaHO no
YMOJIYaHUIO):
e B none «[1poTOKO» MO YMOYAHMIO yKa3aH NpoToKon besonacHocTtu SSL. MNMone
HeAOCTYNHO AN1A PeAaKTMPOBAHUA;
e ecaunTpebyeTcs, YTobbl BMecTe ¢ co3gaHnem noakntodeHnsa VPN Obin BbinyLleH
M [0CTaBAE€H Ha YCTPOMCTBO HeoOXOAMMbIA MNONb30BATENLCKMA CepTUdUKAT, TO B
PacKpbIBatOLLLEMCA CNUCKe «KaTeropua cepTudmnKaTa» Heobxoanmo BbibpaTb HEODXOAMMYHO
KaTeropmito MNo/b30BATE/IbCKMX CEPTUOUKATOB, B PaMKax KOTOpOM OyaeT BbinyLleH
NONb30BATENLCKUIM cepTUdUMKaT. pu OTCYTCTBMU HEODXOAMMOM KaTeropmm B CAUCKE,
TpebyeTca nobaBuTb ee B noapasgene «HacTponku» pasaena «AAMUHUCTPUPOBAHMEY
(n. 4.1.2). NapameTp He obs3aTeNneH Aas 3aNoNHEeHUs;
— Kpuntollpo NGate R2:
e B nosne «Tun ayTeHTUPUKALMM» yKa3zaH TN «[1o norMHy u naponto». lMone
3aMNOJIHEHO MO YMONYAHUIO U HEAOCTYNEH A/1A peaKTUPOBaHWA;
® B pPacKpbIBatoOLWEMCA Cnmcke «JIormMH» HeobxoaMmo BblOpaTb AMHAMUYECKYIO
nepemeHeHHyt0, KoTopasa byaeT aBTOMATUYECKM NOACTABAATb HYyXKHbI TOTMH NONb30BaTENA
B NOAK/IIOYEHME:
¢ {{sAMAccountName}} — /IOTMH M0O/Ab30BaTeNd (3HayeHWe napameTpa
sAMAccountName un3 LDAP o nonb3oBatene). lMpumep 3HayeHua: ivanivanov. [pu
nobaBneHnn npaBuaa 3Ha4YeHne BbIOPaHO N0 YMONYAHUIO;
¢ {{UserEmail}} — email U3 KapToO4KkM nonb3osaTend. [pumep 3Ha4YeHMUA:
ivanov@mail.ru;
¢ {{UserPrincipalName}} — NOrMH NoO/1b30BaTeENA (3Haqul/Ie napameTpa
userPrincipalName n3 LDAP o nonb3osatene). [Mpnumep 3HadeHus: ivanivanov@mail.ru.
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BHUMAHMWE! Ecnn B [TY K yCTPOMCTBY NPMBA3aHO HECKOIbKO MOb30BaTeNEN, TO NpK
CO34aHUN NOAKAOYEHUA ByayT MCNOAb30BATLCA YYETHble AaHHble TOrO MO/Ab30BaTENS,
KOTOPbIN Obla NPMBA3aH K YCTPOMCTBY NO3AHEE BCEX MM AaHHble NOb30BaTeNA, KOTOPbIE
6binn nonydeHbl 13 mHTerpauum ¢ LDAP. Ecam n3 LDAP nonyyeHbl AaHHblE HECKONbKMX
nonb3oBatenen, 1o byaeT BbiOpaH NOAb30BaATE/Nb, KOTOPbIA MPWMBA3AH K YCTPOMCTBY
no3aHee BCeEX;

e B none «Asto3anyck VPN» npu nomouwm nepexkntodaTesia BOSMOXHO BKAKOYNTD
MAN  OTKAKOYMTL aBTOMOAKAtOYeHMe ycTponctea K VPN. [lpu pobasneHnn npasuia
nepekatoyaTeb N0 YMOAYAHUIO BKIKOYEH.

MPUMEYAHME. HacTtpolika aBTo3anycKka aencteyeT Tonbko ana OC Android;

e none «CepuinHbIM HOMEP NNLIEH3UM» 3aMNONHAETCA, ecan TpebyeTcs nepenatb
B noaknatoveHne VPN cepuiiHbin HOmMep nuueH3uu. [apameTp He obszaTeneH Aana
3aN0/IHEHMA.

NMPUMEYAHMUE. Mepenava cepuinHOro HoMepa AULEH3MN OENCTBYET TONbKO AN
OC Android.

Ecnn Heobxoammo co3aath elle oaHo noakntodeHne VPN B npunoxkeHmn Cisco
AnyConnect ana OC Android, HeobxoAMMO HasKaTb Ha 3HaA4oK =+ BHWM3Y npasuaa u
NOBTOPWUTbL Waru, NnpmuBeaeHHble Bbille.

BHUMAHME! Ona npunoxennsa Kpuntollpo NGate R2 MoXHO co34aTb TO/IbKO O4HO
noakaroveHne VPN.

2.4.1.20.KoHodurypauma NFC/YnpasneHune NFC

Mpasuno ¢pmkcupyeT Tekyulee coctosiHne NFC. 3anpeulaeT nam paspelaeT BHOCUTb
n3meHeHmna B HacTporkm NFC.

Bbibop 3HaYeHWA 13 CMCKa:

— «PaspeleHo»;

— «3anpelueHo» (Npu nobaBAeHNM NpaBnaa 3HaYeHNe BbIBPaHO NO YMONYAHMIO).

2.4.1.21.KoHourypauma Bluetooth/Pesknum paboTbi Bluetooth

MpaBuKIO pa3peLlaeT Uan 3anpeLlaeT BO3MOXHOCTb MCNoab30BaTh Bluetooth®.
Bbi6op 3HaYEeHMA 13 CNUCKa:
— «BbIKNtOYEHY;

— «BknoueH» (npu gobaBneHmn npasmia 3Ha4yeHme BbIBPaHO No YMOAYAHUIO).
2.4.1.22.KoHourypauma/PacnncaHme nony4eHmna KomaHz

MpaBnaO 3a4aeT pacnmcaHme Ha NoayYeHme onepaTUBHbLIX KOMaH M NOAUTUK.
BBO/, 3Ha4YeHMa ¢ KnaBmaTtypbl B dopmate: «Kaxable [a4] AH. [44] 4.».

2.4.1.23.KoHdurypauma/PacnmcaHme oTnpaBKM COCTOAHUA

MpaBMa0 3a4a€T pacnucaHme OTNPaBKM COCTOAHMSA YCTPOMCTBA Ha [1Y.
BBoa 3HauYeHMA ¢ KnaBmaTtypbl B dopmate: «Kaxable [Aa] AH. [44] 4.».
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2.4.1.24 . KoHdurypauma/PacnuncaHme oTnpasBKku cobbiTMiM 6e30NacHOCTH

MpaBunao 3a4aeT pacnucaHmne oTnpasku B MY cooblueHmin o cobbITuAx 6e3onacHoCTH
(security.d journaling daemon), MPOU30LWIEALINX HA YCTPOMCTBE.
BBo, 3HauYeHMA ¢ kKnaBmaTtypbl B popmate: «Kaxable [aa] AH. [44d] 4.»

2.4.1.25.KoHdurypauma/VckntodeHmna cobbiTmin besonacHocTm

[MpaBnaO NO3BOAAET UCKAOYMUTL OTMPABKY OnpeaeneHHbIX cobbiTMii He30MacHOCTM
C YCTPOWCTB, GUABTPYA MUX MO NpoLEeccam U/Mam ypoBHAM.

Ona dunbTpaunm:

— no Tuny cobbiTMa 6e30MacHOCTM BCEX MPOLLECCOB HeobxoaMmo BblibpaTb «Bce
MPOLLECChI» U YKa3aTb YPOBEHb COOLITUIA, KOTOPbIM CAeayeT UCKAUYUNTD;

— no onpeaeneHHoMy cobbITMo 6e30nacHOCTM HEOBXOAMMO BBECTU BPYYHYHO NyTb
K ucnonHsemomy ¢ainy npouecca oTnpaBuTens cobbitna. TaKkke npeacTasiaeHa
BO3MOKHOCTb I0NO/IHUTENbHO YKa3aTb YPOBEHb COOLITUA, KOTOPOE CNelyeT UCKAOUYNTD;

— MO BTOPOMY COBbLITUIO 6E30MacHOCTU HEOBXOAMMO HaxKaTb Ha 3HayoK + BHU3Y
OUNbTPA M TaKKe BBECTWM BPYYHYHO MyTb K MCNOAHAeMOMY daiay npouecca oTnpaBuTena
cobbiTmA. Mpn HeobxoAMMOCTM AOMONAHUTENbHO YKa3aTb YPOBEHb COObLITMA, KOTOpoe
cnenyet WUCKMOYUTb. AHANOMMYHO BO3MOMKHO CAenaTb M A8 MNocaeayrowmx cobbiTuni
6e30nacHOCTK, KOTOpble CiealyeT UCKAOYNTD.

2.4.1.26.KoHdurypauma/XpaHeHne N0ros Ha yCTPOMUCTBE

MpaBnao no3BOAAET 3a4aTb CMOCOO XpaHEeHWA CUCTEMHbIX COOOLWEHNI Ha
YCTPOMCTBAX.

BbibOp 3HaYEHMA U3 CNUCKa:

— «[locTosiHHOE» (3HayYeHWe BbIOpPaAHO MO YMOYAHMIO) — CUCTEMHbIE COOBLLEHNS
XPAHATCA B /IOKA/IbHOM XPaHWAWLLE YCTPOMCTBA WM COXPAHAKTCA MOC/Ae Mnepesarpysku
yCTpoMcTBa. [MpaBmMa0o MMeeT NPUOPUTET B KOMOMHMPOBAHHbBIX MOANTUKAX;

— «BpemeHHOe» — cuUCTeMHble COODLIEHMA XPAHATCA B OMEpaTMBHOM MNamATU
YCTPOMCTBA M YAANAOTCA NPU Nepesarpyske yCTpomncTsa.

2.4.1.27 . KoHourypauma/ObHoBNeHNE KOOpAMHAT B KaneHTe ABpopa LleHTp

MpaBK/O 3a43€T YaCcTOTY OOHOBEHMA KOOPAMHAT B MPUNOKEHUM «ABpopa LleHTp».

BHUMAHWE! O6HoBNEHWNE KOOPAMHAT B NPUAOKEHUN «ABpopa LleHTp» He BanseT
Ha Y4acCTOTy aKTya/iM3auum KOOpAMHAT CaMMM YCTPOMCTBOM. YCTPOMCTBO aKTyanmsmpyet
CBOW KOOpAMHATbl HE3aBMCMMO OT TOro, Kak 4acTo npunoxeHue «Aspopa LleHTp»
3anpallvBaeT KoopAmMHaTbl. Ha 4acToTy akTyanmsaumm KoopAmHaT YCTPOMCTBA BAMAET
peXXMM paboTbl reono3nLMOHNPOBAHMA.

BBoA, 3HauYeHMA ¢ KnaBmnaTtypbl B popmaTe: «Kaxable [44] 4. [Mm] m [cc] o».

MPUMEYAHME. Mpun nobasneHmn npaBmaa N0 YMONYaHUIO YCTaHOBAEHa YacToTa 10
MUHYT (3HadeHne: «Kaxkable [0] 4. [10] m [O] c»).
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2.4.1.28.KoHdurypauma/HacTporika Nnpokcu-cepsepa

[MpaBK/0 NO3BOIAET HACTPOUTbL NOAKIOYEHNE K MPOKCU-CEPBEPY.

[ns co3gaHna npasmaa He0bXxoAMMO 3aN0NHUTL CAeaytoLlne NoNA:

— «XOCT» — BBECTM XOCT NPOKCKU-cepBepa. [Mone 06a3aTenbHO AN 3aN0NHEHMUA;

— «[opT» — No ymon4yaHuto 3adaHo 3HadeHne 80. Mpn HeobxoaMMOCTM BBECTU
Apyron Homep nopTa. [Mone 0b6A3aTenbHO 414 3aN0NHEHNS;

— «MmAa nonb3oBaTena» — Npu HeobXxoAMMOCTM BBECTM MMA NONb3oBaTend. lNone
HeobA3aTeNbHO ANA 3aN0NHEHMUA;

— «[Maponb» — BBECTW NapOab NOAb30BaTeNA. [lone 06A3aTeNbHO AR 3aNONHEHMUS,
ecnu 6bla10 BBEAEHO MMA MO/b30BaATENSA.

MPUMEYAHME. Maponb xpaHUTCA Ha cepBepe B He3alMPPOBAHHOM BUAE;

— «McKkntoyeHma N3 NPOKCMPOBaHMA» — NpM HEOBXOAMMOCTM BBECTU Yepes 3anATyto
XOCTbl, KOTOpble OyAyT WCKAOYEHbl M3 MNPOKCUpoBaHWMA. [lone Heobs3aTeNbHO AN
3aMNOJIHEHMA.

[Mocne OOCTaBKM MNOJIMTUKM  ONA  NPUMEHEHMA HACTPOEK MPOKCU-CepBepa
HeobxoAMMO MPOM3BECTM MOBTOPHYHKO aBTOPM3ALMIO HA YCTPOMCTBE MM Mepe3arpysuTb
YCTPOMCTBO.

[pn Ha3HaYeHMMN NOANTUKM HEODXOAMMO YYMTbIBATL CAeaytoLlme 0CObeHHOCTH:

— Napo/b XPaHUTCA Ha cepBepe B He3alWndpoBaHHOM BUAE. [Tpn 3TOM NPUNOKEHNE
«ABpopa LleHTp» nepenaeT c yCTPOMCTBA B « TeKyLLee COCTOAHNEY» U OXKNAAEMOM COCTOAHUM
naponb B BMAe xalwa (sha256);

— ONA NOTMHA M NapoiA HeNb3a MCNONb30BaTb CMeuMasibHble CMMBO/bI, T.K.
YCTPOMCTBO HE CMOXKET NPaBMIbHO NPOYNTATb HACTPONKN NPOKCU-CcepBepa 13 daina;

— ec/nn byaeT Mcnonb3oBaTbCA NPOKCK-cepBep ¢ npoTtokonamm HTTPS maun FTP, TO
CHayasla HYXHO HaCTPOWTb Nepeazpecaumto Ha 3TOM MPOKCU-CepBepe, MOCKO/bKY Ha
YCTPOMCTBO aBTOMATMYECKM MOACTABAAETCA afApec MPOKCM-CepBepa C MCMO/Ab30BaHUEM
npoTtoKkosa HTTP.

2.4.1.29.KoHodurypauma/TaimayT sKpaHa

MpaBnao NO3BONAET YCTAaHOBUTL BpemMa He34encTBMA NOAb30BaTeNA, MO MCTEYEHNN
KOTOPOro 3KpaH yCTponcTea byaeT 3ab10KMPOBaH.

[lna co3gaHuna npaBuaa He0bXoAMMO YKa3aTb BPEMS TaliMayTa B MUHYTax.

Mpn nobaBneHUM NpaBuaa B MOAUTMKY MO YMONYAHWUIO YCTAHOB/AEHO Bpema —
1 MmuHyTa.

Ecnmn TpebyeTca oTKNUMTb 6/10KMPOBKY YCTPOMCTBA, YKa3aTb B NpaBmae — 0 MUHYT.

2.4.1.30.KoHourypaums penosmTtopme/NoaKN0YEHME CUCTEMHbIX PENO3UTOPUEB

MpaBnao NO3BOMAET MOAKAOYUTL KOPMOPATMBHbIE PENO3MTOPUM Ha nnaTdopme
Linux, 4Tobbl NONb30BaTENb MOT YCTaHaBAMBATb/0OHOBAATL MO 13 3TUX PENO3UTOPMUEB.
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[ns co3gaHma npasuna Heobxoammo (PucyHok 145):

— B none «[lapameTpbl MOAKAOYEHMA» BBECTU MapamMeTpbl MNOAKAOYEHMA K
CMCTEMHOMY Peno3nToputo (none 06s3ateNbHO ANA 3aN0HEHMA);

— nepeBecTM nepekatoyatens «besonacHoe nNOAKAOYEHWE» B MONOXKEHUe
«BKNOYEHOY», TONIBKO €CM HEODXOAMMO NOAKNOUYNUTL PEMO3UTOPUI YEPE3 KOHTEHT-CEPBEP
MMNO. MMpu 3TOM aApec NOAKNOYAEMOro pPeno3nTopua A0/MKEeH OblTb yKasaH B
KOHOUrypaumoHHom darne MMO (noapobHoe onmcaHne NoAKAOYEHUA PENO30TopPUA ANA
OC cemencTBa JIMHYKC Yepe3 KoHTeHT-cepBep MMO npmnBeaeHo B AOKyMeHTe «PyKoBoACTBO
agMUHUCTPATOPaY).

Ecnaun TpebyeTca:

— nobaBuTb elle OAMH PEno3UTOPUIA B MNOAUTUKY, HEODXOAMMO HaXKaTb Ha
3HauoK + 1 NOBTOPWUTL Warun, npueBeeHHble BbllUE;

— YA3NTb PENO3NUTOPUIN M3 NPABKAA, HaXKaTb Ha 3HAYOK O «Ynanutb» cnpasa oOT
Ha3BaHWA PENO3NUTOPUA.

Hosas nonwruxa

TOINTORMM LINUX

+ ROGABUTE NPABMNO MMNOPT NPasun

v NOAKNOYEMWE CHCTEMHBIX PENOINTODWON

v PanoanTopui 1 D

1APAMET Pl NOAKTIONEHNA rpm hitp:/ Mg althnux org/pub/distnibutions/ALTLinux p10/branch/xBE_64

PucyHok 145
2.4.1.31.Cuctema/YcTaHosuTb Bepcuto OC

MpaBunno npeaHasHavyeHo ans obHosneHWs OC Ha yCTPOMCTBAX 1 3a4a€eT:

— Bepcuto OC, kKoTopada byaeT ycTaHOB/AEHA Ha YCTPOMCTBAX;

— BPEMEHHOW MHTEpPBa/, B TeYEHNE KOTOPOro Ha YCTPOMCTBaxX byaeT yCcTaHOBEHA
yKa3aHHasa sepcusa OC.
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Echm Tekywaa sepcna OC Aspopa bOonblle MAM paBHA BEPCUM U3 MOAUTUKMK,
obHoBneHne OC ABpopa He BbIMOAHAETCA.

[na co3pgaHuA npasBuna TpebyeTca BbIOpPaTb M3  PACKPbLIBAKOLWLIEroCcA CMMCKa
Heobxoamnmyto Bepcuto OC. Cnmncok Bepcuit OC 3anonHAETCA B COOTBETCTBUM C BEPCUAMM
anctpmbyTneos B pannosom xpaHuaumule MOOC. OnuncarHme NMOOC nprBeaeHO B AOKYMEHTe
«PyKOBOACTBO aAMUHUCTPATOPAN.

Bbibop BpemeHM cTapTa M 3aBeplleHns obHoBAeHMA B GopmaTe: «YCTaHOBKa C
[4acbl]: [MUHYTbI] A0 [4acbl]: [MUHYTbI]».

2.4.1.32.Hactpolikn nonb3osatens/TpeboBaHMA K Napoto

[paBni0 3a4aeT cneaytolie napameTpbl:

— CNIOXKHOCTb Napons Ana pa3baoKMPOBKN YCTPONCTBA;

— CpOK AeNCTBMA Napons.

MPUMEYAHMUE. OcobeHHOCTM paboTbl NpaBmaa NOAUTUKM AN5 YCTPOMUCTB Ha base OC
cemencrtea Linux npuBegeHbl B A0OKymeHTe «PykoBoAcTBO nonb3oBaTena. Yactb 11.
MNpunoxeHne «ABpopa LleHTp» AnA onepaumoHHbIX CUCTEM CEMENCTBA Linux».

[ns co3maHua npasmna HeobxoaAMMO BblIOpPaTb 3HAYEHMA M3 PACKPbIBAOLLErOCH
CnmcCKa:

— «CNOXHOCTb:

e «ObOblyHas» —NO3BONSAET 334aTb NAaPOAb AAMHON OT 7 A0 10 cumBonos. MoxeT
COCTOATb TO/IbKO M3 UMdp b0 BKAOYATL LIMPPbLI, BYKBbI M cneucmBobl. [pn gobaBneHnn
NpaBmaa 3Ha4YeHMe YyCTaHaBAMBAETCA NO YMOJTHAHMIO;

e «BbicOoKas» —MNO3BOAAET 334aTb NAPO/b AAMHOM OT 8 A0 12 cumBOI0B. MOXKET
BK/1tOYATb LM pbl, BYKBbLI M CNELICUMBO/IbI;

— «C1MMBONI0BY (AOCTYMNHbIE 3HAYEHMA 3aBUCAT OT BbIOPAHHOM CNOXKHOCTM);

— «CpoK, aHen» (mocTynHble 3HavyeHus: 30, 60, 90, 120, 150, 180 aHen).

BHUMAHMWE! Mpn HazHaYeHUM NOAUTUKM YCTAaHABAMBAETCA 3aNpeT Ha U3MEHeHUe
TpeboBaHMM K naponto. Ecam nocne atoro byaer yaaneHa noamtuka «TpeboBaHMA K
Napoto», TO 3aNPeT Ha U3MEHEHWS BCe elle byaeT AeNCTBOBATb Ha YCTPOMCTBE.

MPUMEYAHUA:

v" na OC Aspopa:

— B Bepcun 4.0.2 1 BbilLE NPABMAO NS NAPONA AENCTBYET AN YYETHOM 3aMMCK KaK
No/ab30BaTeNs, Tak M aAMUHUCTPATOPa YCTPOMCTBA;

— 33 6 AHEeW A0 OKOHYaHMA CPOKa AeNCTBMA Mapoas NpuxoauT yBeAOMEHME O
HeobXoAMMOCTU CMEHUTb NAPOb;

v" [ina OC Android:

— He oTobparkaeTca yBeOMNEHNE C HAMOMMHAHUEM O CMEHE Napons;

— N0 WCTEYEHMM CPOKa [AencTBMAa napons oTobpasuTca yBeAOMEHWE O
HeobXoAMMOCTN CMEHUTb NapOob. [pK KacaHMM yBEAOMIEHWNA OCYLLECTBAAETCA Nepexos B
HacTpolkn OC ana cMmeHbl Napons;
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— eC/IM Ha YCTpoMCTBe BblIM NMPUMEHeHbI bosiee cTporue TpeboBaHMA K Naposito, TO
0TOOpasnTCs yBEAOMIEHWE O HEeobXOAMMOCTM CMEHUTb Maposb. [pW HaxkaTUM Ha
yBeOMNEHMNE OCYLLECTBAAETCA nepexos B HacTpolkmn OC ana cMeHbl Napons.

2.4.1.33.Hactpolikn nonb3osatens/Co3naTth Noab30BaTeNS

[paBunno paspellaeT WUAM 3anpelaeT Co34aHWe MOo1b30BaTeNA MNpu aKTUBALLMM
yCTpOMCTBa.

MPUMEYAHMUE. OcobeHHOCTM paboTbl NpaBmMaa NOANTUKM AN YCTPOMCTB Ha basze OC
cemenctea Linux npuBeaeHbl B A0OKymeHTe «PykoBoAcTBO nonb3oBaTena. Yactb 11.
MpunoxeHne «ABpopa LleHTp» Ana onepaumMoHHbIX CUCTEM CEMENCTBA Linux».,

Bbibop 3HaYeHMA 13 cnmncka:

— «Co3pgaBaTb» (Npu Aob6aBNEHMM NPaBMIA 3HAYEHME BbIDPAHO MO YMOAYaHMIO);

— «He co3pgaBaTb».

2.4.1.34.Hactpolkn nonb3osatens/CeptudmKaTbl NONb30BaATENS

Mpasmno no3BoONsAET C€O34aTb M nepeaaTtb Ha  YCTPOMCTBO  cepTUDMKaTb
Noab30BaTeNs, HeobXxoaMMble ANA NOAKAYEHNA K 3aWwmileHHbIM ceTam WLAN.

BbibpaTb M3 PACKPbLIBAOLWLIErOoCA  CMMCKA  KAaTEeroputo  MNO/b30BATENbCKUX
cepTMUKATOB, B paMKax KOTOpPOM DyaeT BbiNyWeH No/b30BaTENbCKMA cepTudmkat. Mpu
OTCYTCTBUM HEODXOAMMOM KaTeropum B cnucke, Tpebyetca AobaBUTL ee B noapasgene
«HacTponkm» pasaena «KAaMUHUCTPUpoBaHme» (n. 4.1.2).

[1ns BbINyCKa M A0OCTaBKK cepTUPMKaTa HEOOXOAMMO:

— NPWBA3aTb aKTMBMPOBAHHOE YCTPOMCTBO K NONb30BaTENIO (M. 2.2.6);

— BbINO/IHUTbL OAHO U3 AENCTBUNA:

® MpMBA3aTb YCTPOMCTBO K rpynne ycTponcTs (M. 2.2.7);
® MNpMBA3aTb MONb30BaTeNA, K KOTOPOMY MPMBA3AHO YCTPOMCTBO, K rpynne
nonb3osaTtenen (n. 2.3.4);

— Ha3Ha4MTb MNOAUTMKY C MpasBuaom «HacTpolku nonb3osaTens/CepTuduKatsl
NONb30BaTENAY» HA FPYNMNY YCTPOMCTB UM NONb30BaTENEN, B KOTOPYHO BXOAMT YCTPOMCTBO.

MPUMEYAHUA:

v ECNM Yy YCTPOMCTB M3MEHUTCA MOo/b30BaTeNb, TO cepTudukar He 6Oyaert
nepesbinyLleH. A BbiNycKa cepTudmMKaTa APYromy nosb3oBaTe to HeobxoaAMMOo co3aaTb
HOBYHO KaTeropmo No/b30BaTENbCKMX CEPTUOMKATOB M MPUMEHUTDL €€ B MPaBUIIE;

v' EC/M Yy NONb30BaTeNA U3MEHWUIUCH JaHHbIE, UCMO/Ib3yeMble B cepTuduKate, To
cepTudmKaT He byaeT nepesbinyweH. [na BbiNyCKa HOBOro ceptudmMKkaTa Heobxoanmmo
N0O/Ib30BATE/NI0 CO34aTb HOBYH KAaTEropmto N0Nb30BaATENBCKUX CEPTUPUKATOB M MPUMEHUTD
ee B NpaBue,;

v' Ecan nonb3osatens 6bin OTBA3aH OT YCTPOMCTBA, TO MO/Ib30BATENbCKUM
cepTMdMKaT He YAannTCca C yCTPOMCTBA. YTOObI yAannTb CepTUPUMKAT C YCTPOICTBA, cneayeT
YyO2NUTb NPaBUAO U3 NOUTUKM.
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2.4.1.35.®ainbl/[ocTaBKa Ha YCTPOMCTBO

[MpaBuK/10 NO3BONAET BbIOPATb OAMH UM HECKONBKO $GalnnoB, KOTopble HeEOHXOAMMO
[OCTaBUTb Ha YCTPOMCTBO.

[ns co3paHns npasuna Heobxoammo (PrcyHok 146):

— B pacKpbiBatolemca cnucke «dPann» BblbpaTb dainn, KoOTopblid HeobXxoammo
NOCTaBUTb Ha YCTPOMCTBO, MNPM HEobxoAMMOCTM BOCMO/Nb30BABLIMCE  QUABTPOM
(nogpasaen 1.5).

NMPUMEYAHMUE. Echmn Heobxoammoro Gpanna B CMUCKe HET, TO cneayeT 40DaBUTb €ro,
BbIMOJHNB AENCTBMA ONMUCaHHble B N. 2.6.1;

— B packpbiBatolWemMcs cnucke «Bepcua» BblbpaTb Bepcuto darina, KOTOpPYHo
Heobxo4MMO AO0CTaBUTb Ha YCTPOMNCTBO;

NMPUMEYAHUE. Echm Heobxoammon Bepcum ailna HeT B CMNUCKe, TO creayer
no06aBUTb ee, BbINONIHMB AEMNCTBUSA ONMCaHHble B M. 2.6.2;

— B none «[upeKktopusa» BBECTWM MNyTb K MNanke Ha YCTPOWCTBE, B KOTOPYHO
HeobXxoAMMO PasmMecTnTb Gann.

Ecnm Heobxoammo n06aBUTL B NpPaBMao ellle oaAnH Gaiia, To HeEOOXOAMMO HaXKaTb
Ha 3Ha4YOK T B 1EBOM HUKHEM Yry M MOBTOPUTL AENCTBMA ONMCAHHbIE BbILLE.

o

'
x
o

PucyHok 146
2.4.1.36.®alinbl ¢ ycTpoicTa/3arpyska ¢anaos c yCTPOMCTB

MpaBWNO NO3BONAET YKa3aTb ManKky Ha YCTPOWCTBE, M3 KOTOpon daklnbl byayT
3arpy*atbca Ha cepsep ABpopa LeHTp.

[ns co3paHma npasuaa Heobxoanmmo (PucyHok 147):

— B nose «llanka Ha yCTpONCTBE» BBECTU NyTb A0 NanKM Ha YyCTPONCTBE, danbl U3
KOTOpoi HeobxoAMMo nepenaBaTb Ha cepBep ABpopa LeHTp (none obsAzaTenbHo and
3anoaHeHuA);
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— B none «[poBepATb Kaxable» BBECTM NEPUOANYHOCTb NPOBEPKM HOBbIX GalioB B
nanke B popmarte [AH:44:MM] (MO YMONYAHWUIO YCTAaHOBAEHA NEPUOAMYHOCTb NPOBEPKM B
1 yac);

— nepeBecTn nepekntoyatens «YaansaTb Ha YCTPOMCTBE MOCAe OTNPaBKU» B
nonoxeHue «BkntouyeHo», ecnn TpebyeTtcs, 4Tobbl Galiibl Mocne nepefadm Ha cepsep
ABpopa LleHTp yaananmcb C ycTponcTea (MO yMOAYaHWIO MepekatodaTeNb YCTAaHOBEH B
NONIOXKEHMM BKAOYEH).

Ecnn TpebyeTcs:

— [06aBWTb elLe OAHY NanKy B NONWTHKY, HaXaTb Ha 3HaYOK T 1 NOBTOPUTS Wary,
NPUBEAEHHbIE BbILLE;

— YAa/UTb NanKy W3 NPasua, HaskaTb Ha 3HAYOK U «Y4anuTb» crpasa oT Ha3BaHus
nanku.

[na coxpaHeHuns ¢annos Ha cepsep byaeT mcnonb3oBaTbcsa Nanka Tmuna Uploads
(Hanpumep, /ocs/emm/uploads/). [TpM 3TOM ANA KaXKA0r0 yCTPoONCTBa GOPMMPYETCS CBOA
oTAenbHas nanka. Mma ¢anna B nanke OyaeT coBnafaTb C MMeHEeM 3Toro ganna Ha
YyCTPOMCTBE.

pEABI THROBAMWE NPABMA NONMTHEMN
$ BOGABMTE NPARM/
-
v Jarpyixa QaRnon ¢ yCTponcTe p
v /home/pics G
A Ha I TS (
\ e
, o. w@
+

PucyHok 147
2.4.1.37.CKpunTbl/BbiNONHEHWE Ha YCTPOMCTBE

MpaBMIO NO3BONAET AOCTABUTL M BbIMNOMHUTL CKPUMT Ha YCTPOMCTBE.

[ina coszpaHmna npasmna HeOHbXoAMMO:

— B pacKpblBatolemcs cnucke «MyTb K ¢anny» (PucyHok 148 [1]) BbibpaTb NyTb K
CKPUNTY, KOTOPbIA HEOOXOAMMO BbINOAHUTL Ha YCTPOUCTBE MOC/E AOCTABKMU.
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MPUMEYAHUE. YcnewHoe co3gaHWe npaBuaa MO BbINOJHEHUIO CKPUMATOB
BO3MOXHO TOJIbKO MPW HaAM4MKM MnpasBWaa MO AOCTaBke ¢alnos B nonutuke. Ecam B
pacKkpbiBatolemca cnucke «llyTb K Ganny» HET HY)KHOro CKpMNTa, caedyeT HaxaTb Ha
«006aBNTb A0CTaBKy GannoB» M 3aNOAHUTbL MapaMeTpbl NpaBuMaa MO A0CTaBKe ¢alnoB
(nn. 2.4.1.35).

— B none «Tanmayt» (PucyHok 148 [2]) HeobxoaMMO BBECTU MaKCMMabHOE BPEMSA
B dopmaTe [MM:CC], B TeYeHME KOTOPOro CKPUNT AOMKEH BbINOAHUTLCA Ha YCTPOMCTBE
nocne AOCTaBKW.

Echm Heobxoammo anobaBuTb B MPaBMIO elle OAMH BbINOJHAEMbIA CKPMAT, TO
HeobxoAMMO HaXKaTb Ha 3HAYOK + (PncyHok 148 [3]) B N1eBOM HUMKHEM YTy 1 NOBTOPUTb
NEeNCTBMA ONMCAHHbIE BbllLE.

MPUMEYAHUE. TMepen BbINOAHEHMEM CKpUNTa NpuaoxeHune «ABpopa LeHTp»
BbIMO/IHAET CBEPKY X3W-CymM daiina ckpmnTta, aobasneHHoro B 1Y, n darna cKkpmnta,
[OCTaBNEHHOrO Ha YCTPOMCTBO. [pM HeECOBMNAAEHMM X3LL-CYMM CKPUNT He ByaeT BbIMOAHEH.

MoapobHOe onucaHMe O BbIMOJHEHMWU CKPUNTOB Ha YCTPOWMCTBE MPMBEAEHO B
n.2.6.2.

+—3
]

PucyHok 148

2.4.1.38.f'eono3numnmoHnpoBaHne/HacTpoiku peXXnma pPaboThbl
reono3numMoHMpPoOBaHNA

MpaBWao 3a4a€eT caeaytoLime napameTpbi:

— BbIK/OYAET UM BKIOYAET reono3nuMoHMpPOBaHmE;

— 3a/1aeT pexum paboTbl reono3nLUMOHNPOBAHUA;

— 3anpewlaetr  WMAM  paspellaeT  BHOCUTb  WM3MEHEHMA B HACTPOMKMK
reono3nuMoHMPOBaAHKS.
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[locTynHble 3HavYeHMA (ANA pacKpbIBAOLWLEroca CNUCKa «Pexxnm paboTbi»):

— «He 3agaHo». Pexxum paboTbl reono3nuMoHnpoBaHmA He ynpasaseTca Y. Ecan
pexmm paboTbl He 3adaH, TO 3anNpeT WMAM pa3pelleHne M3MeHEeHMA HacTpoeK 3adaeTcA
BPYYHYO. [11a 3TOro HeobxoaMmo BbibpaTb HEOBX0AMMOE 3HAaYEHME M3 PACKPbIBAOLLETOCA
CNUCKa «M3meHeHne HaCTpOoeK»:

e «3anpeuweHo» (npn aobaBneHMM nNpaBuaa 3HayeHMe BbIBpPaHO Mo
YMOJIYaHUIO);
e «PaspelweHoy;
— «BbIkntoyeHo» (Npu gobaBneHUN NpaBKIa 3HAYEHME BbIOPAHO NO YMOYAHMIO):
® OTK/OYAET reono3nuUMoHMPOBaHHUE;
® YCTaHaB/AMBAET M3MEHEeHWEe HACTPOeK reono3nUMOHMPOBAHUA B 3HayeHue
«3anpeLleHo» 1 BNOKMpPYET ero;
— «CoxpaHeHMe 3apaaa akKyMyIaTopax:
® aKTMBMPYET pexnm paboTbl reono3nUMOHMPOBAHMA, B KOTOPOM A4
onpeaeneHns  MecTOMNONOXKEHMA YCTPOMCTBA WMCMNONb3YHOTCA MOCTaBLMKM CETEBOTO
MECTOMONOKEHNA WM annapaTHOe MO3MUMOHMPOBAHWE (Hanpumep, C  MOMOLLbO
TpMaHrynaumm 6a3oBbix CTaHLMM), HO He GPS;
® yYCTaHAB/AMBAET WM3MEHEHMEe HaACTPOEeK reono3nUMOHMPOBAHMA B 3HAYEHMe
«3anpeLleHo» 1 BNOKMpPYET ero;
— «TONBbKO CMYTHUKN»:
® aKTMBMPYET pexnm paboTbl reono3nLMOHMPOBAHMA, B KOTOPOM A4
onpeaeneHns MecTOMONOXEHMA YCTPOMCTBA Mcnonbdytotca GPS (FnobanbHaa cuctema
no3numoHmnpoBaHma) n aGPS (Assisted GPS — TexHON0OrMsA, YCKOPSAIOLWLAA «XOI0AHbIM CTapT»
GPS-npMemMHMKa 3a cYeT npeaBapuTenbHOM 3arpy3kmM B Hero Heobxoanmom nHGopmaumm
He CO CMYTHMKOB, a Yyepe3 Bosee ObICTpble KaHanbl CBA3K, Takme Kak WLAN, Bluetooth® n
Apyrne), a TakKe annapaTHoe NO3NLMOHUPOBAHME (HanpUMep, C MOMOLLLbIO TPUAHTYAALMM
6a30BbIX CTAHLMI), HO HE MOCTABLLMKN MECTOMO/IOKEHWS;
® yCTaHaB/AMBAEeT M3MEHEeHWe HaCTPOeK reono3nUMOHMPOBAHUA B 3HayeHue
«3anpeLeHo» 1 BNOKMpPYET ero;
— «BblCOKaa TOYHOCTbY:
® aKTMBMPYET pexnm paboTbl reono3nUMOHMPOBAHMA, B KOTOPOM A4
onpeaeneHns MecTonoNoXeHUs YyCTPoMCTBa ncnosb3ytotca GPS, a Takxe aGPS nan kakom-
NMB0O NOCTaBLLMK CETEBOTO MECTOMO/IOKEHMNS;
® YCTaHaB/AMBAEeT M3MEHEeHWe HACTPOEeK reono3nUUMOHMPOBAHUA B 3HayeHue
«3anpeLleHo» 1 BNOKMpYeT ero.

2.4.1.39.BHewHni Bna/YctaHosKka GoHa paboyero ctona

MpaBWAO NO3BONAET A0CTaBUTb hali M30OpaKeHNsa M YCTAHOBUTbL Ha POH paboyero
CTO/1a YCTPOMCTBA.
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MPUMEYAHUA:

v MpaBuio He JencTsyeT A4 yCTponcTs Ha H6ase ¢ OC Aspopa 1 OC cemencrsa
Linux;

v' [paBnao noaaepmMBaeT ToNbKO ¢dalnbl opmaTa . jpeg/.jpg/ .png;

v  [1na KOPPEKTHOMN YCTaHOBKM M OTOBpaskeHna oboes pabodero crona creayer
BblbMpaTb M300parkeHMe C paspelleHnMemM, aHaNOTMYHbIM  Pa3pelleHnto  3KpaHa
MCNONb3YEMOro YCTPOMCTBA WAM OCTAaHOBMTbCA Ha M300parKeHWM C paspelleHnem,
3HAYUTENbHO NPEBOCXOAALLMM pa3pelleHne SKpaHa YCTPOMCTBa.

[ns co3gaHma npaBuaa HeobxoaMMO B pacKpblBatoLemca cnucke «lyTb K danay»
BbIOPaATb NyTb K Gainy n3obpaxKeHmsa, KOTOPbIn HEOOX0AMMO YCTaHOBUTL GOHOM paboyero
CTO/1a Ha YCTPOMCTBE NOC/Ee AOCTABKM.

(.

PucyHok 149

YcneuwHoe co3gaHne npasuaa no yctaHoBke ¢oHa paboyero CTosla BO3MOMXKHO
TONIbKO MNPV HaAM4YMKM NpaBuaa NO A0CTaBKe GalnoB B NOAUTMKe ¢ dainiom B popmate
.Jjpeg/.Jpg/ .png.

Ecam B packpbiBalowemca cnucke «lyTb K dalny» HeT HyXKHoro ¢alina
n3006parkeHnsa, ToO HeobXOAMMO HaxaTb «400aBUTb A0CTaBKy ¢GannoB» M 3anoNHUTb
napameTpbl Npasuaa No goctaske pannos (PrucyHok 150).

* YCTanoux |.:u,.||;.\|' OMEro craona

PucyHok 150
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2.4.1.40.MpunoxkeHns/YcTaHoBKa NPUIOHKEHMN HA YCTPOMCTBO

MpaBMIO NpeaHasHaYeHo A1A YCTAaHOBKM MPUNOXKEHMA BbIOPAHHON BUTPUHbLI U
BEPCMM Ha YCTPOMCTBAX, a TaK¥Ke Mo3BonAeT OOHOBAATb WM yAaNATb YCTAaHOB/IEHHblE
npunoxeHua. NPUNOKEHNN B NOIUTMKE MOXKET OblTb 334aHO HECKO/IbKO.

MPUMEYAHME. OcobeHHOoCTM paboTbl NpaBuaa NOANTUKM AN YCTPONCTB Ha ba3ze OC
cemenctBa Linux npuBedeHbl B AOKymeHTe «PykoBoacCTBO nosib3oBatend. Yactb 11.
MpunoxeHne «ABpopa LleHTp» Ana onepaumMoHHbIX CUCTEM CEMENCTBA Linux».,

MPUMEYAHMUE. MpeaycmoTpeHa BO3MOXKHOCTb 334aTb AONO/IHUTEIbHbIE NpPaBMaa
No A00aBNEHNIO HECKONBbKMX MPUNOKEHWI B MONNTUKY, BbINOHUB AEUCTBMA, ONUCAHHbIE B
n. 2.4.6.

Y10ObI NpUNOKeHWe 6bINO AOCTYNHO ANA BblbOpa, HEOOXOAMMO BbIMONHEHME
cneayroumx YCAOBUIA:

— NPUAOXKEeHMe [0/KHO ObiTb AobaBneHo u onybamkosaHo B [loacucteme
«Mapket» (M) (nogpobHaa wnHbOpmauma npuBedeHa B AOKYMeHTe «PyKoBOACTBO
nonb3oBatens. Yactb 2. Moacmuctema «MapkeT»);

— BMAMMOCTb BUTPUHbI C MPUIOKEHNEM BKAKOYEHA B HACTPOMKAX WMHTErpaumm C
Cepsepom npunoxenun (n. 4.1.4);

— npunoxenma ana OC Aspopa, OC Android, OC AnbT Linux n OC Astra Linux
NOMKHbI HAXOAUTLCA B OTAENbHbIX BUTPUHAX (ONMCaHMe nNpoueaypbl CO34aHUA BUTPUHDI C
NPUNOXKEHMEM TNpPMBEAEHO B [AOKYMeHTe «PyKOBOACTBO Mo/ib30oBaTenA. Yactb 2.
MNoacuctema « MapKeT»).

NMPUMEYAHUA:

v/ Mocne ycTaHOBKM, C MOMOLLBIO MOAUTUKK, Npunoskernio ana OC Android 6yayT
aBTOMAaTMYEeCKM BblAaHbl BCe HeObXoAMMble paspelleHnsa, KOTopble MNo/Ab30BaTe/lb He
CMOXET 0TO3BaTb;

v’ MpunoxeHue, KoTopoe NOoANMCcaHo NOAMMCLIO Pa3paboTymKa, KNMEHTa U CBA3KOM
kKntoyen n3 MMNO, HEBO3MOKHO YCTAHOBUTb Yepe3 NOJIUTUKY;

v' Tepepn YCTaHOBKOM TMPUIOXKEHUA BbIMNOJHAETCA CBEpKa X3W-Cymm 6Bunaa
npunoxeHmem «Aspopa LleHTp», BblumcneHHoro B M, u 6unaa, NOAyYEHHOrO Ha
YCTPOMCTBE ANA YCTAaHOBKW. [lpM HeCcoBMNaAeHWM X3W-CYMM MPUNOXKEHME He OyaeT
YCTaHOBJ/IEHO;

v\ [1N4 ycnewHon yCTaHOBKM Snap-nakeTos, Tpebylowmx onuuio —-classic, Ha
OC AnbT Linux 1 PEQ OCHeobxoammo caenaTb AOMNONAHUTENbHBIN CUMIMHK C MOMOLLbIO
KOMaHAb!:

n -s /var/lib/snapd/snap /snap

MpunoxeHune byaeT yaaneHo C YCTPOMCTBA, €CAM Noc/ie YCTaHOBKM OHO yaanseTca
M3 NpaBunNa, 3aMeHseTca APYrmM NPUNOKEHMEM UM YCTPOMCTBO ByAeT yAaneHo 13 rpynnsl,
Ha KOTOPYO Ha3HavyeHa NoIUTHKA.
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[ns co3paHuna npasmna He0bxoaMMO:

1) Echu TpebyeTca, 4TobObl BCE MPUAONKEHWA M3 MNpaBWaa YCTaHOBUAWUCL Ha
YCTPOWCTBE Cpa3y Nocse NoAyYeHMA NOANTUKM YCTPOMCTBOM, yOeanTbCA YTO:

— nepekntovaTens «Obliee Bpemsa YCTAHOBKM» HAxXoAMUTCA B  MOJOXKEHUMU
«BkntoyeH» (PucyHok 151);

— B pacKpbiBatlolWlemcs Ccnucke «Bpema yCTaHOBKM»  BblGpaHO 3HauveHue
«MOMEHTaNbHO».

* YOTAnORKA NPUNOXEMMN Ha YETROWCThO D

PucyHok 151

2) Echn TpebyeTca, 4TOOblI BCE MNPUIONKEHWA W3 MNpaBMaa YCTAHOBUAMCH Ha
YCTPOWCTBE B 334@HHbIN MHTEPBAN BPEMEHU, HEOOXOAUMO:

— ybeanTbca, 4TO nepekntovatens «Ob6llee BpemA YCTaHOBKM» HaxoamTcA B
nonoxeHun «BrkatoyeH» (PucyHok 152);

— B paCKpblBaloWlemcss CnuMcke «Bpems ycTaHOBKM»  BblbpaHO 3HauyeHue
«VIHTepBan»;

— B None «VHTepBan yCTaHOBKM» yKa3aTb Ha4as 0 U KOHEeL, BDEMEHHOTO MHTEPBana,
B TEYEHMEe KOTOPOro MOXKHO YCTAHOBUTb MPUNOKEHMUA.

» YOTAROBKA NPUNOKEHMEA M YOCTRORCTBO D

MHTopBan yoTaniousm 0000 ® VIRV @

PucyHok 152

3) B nonsx ¢ packpbiBatoWMMMCA cnMckamm BbibpaTb (PucyHoK 153):
— BUTPUHY, B KOTOPOM pasmelLleHO NPUIOKEHNE;

— NPUNOMKEHME, KOTOPOoe HEOHXOAMMO YCTAaHOBUTb Ha YCTPOMCTBA;
— HOMEp BEPCUM MPUIOKEHNSR;
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PucyHok 153

4) Ons ycTponcTs, dyHKUMOHMpyoWmMX Ha 6a3ze OC ABpopa, AOCTYNHO 3a4aTb
aBTO3anycK NpuaoXKeHna. [1ns 3TOro B pacKpbiBatOLWEMCs Cnncke «ABTO3anyck» BblbpaTb
HeobxoAMMoe 3Ha4YeHue:

— «He 3agaHO» — MO/Mb30BaTe/lb MOXET YCTAHOBUTb aBTO3aMyCK MPUIOXKEHWUA
BpYyYHYt. Mpn nobasneHnn npaBmna 3Ha4yeHne BbIGPAHO NO YMOAYAHMIO;

— «[da» — npunoxeHne byaeT 3anyckaTbCA aBTOMaTM4YeckKu nocne 3arpyskm OC.
[lo/sb30BaTE/Ib HE CMOXKET OTMEHUTb aBTO3aMyCK NPUNOXKEHUA;

— «HeT» —npunoxeHue He byaeT 3anycKkaTbCA aBTOMaTMYecKM nocae 3arpyskun OC.
[MoNb30BaTE/Ib HE CMOXKET YCTAaHOBMUTb aBTO3aMyCK NPU/IOXKEHUSA;

5) Echn TpebyeTca 3a4aTb MHAMBWAYaNbHOE BPEMS YCTAHOBKM MPUIONKEHWUA Ha
YyCTPOMCTBE, HEOOXOAMMO:

— nepeBecTn nepekntoyatens «Obuiee Bpema YCTAHOBKM» B MOJIOXKEHME
«BblkntoueH»;

— B PACKPbIBAOLEMCA CNUCKE «Bpems yCTaHOBKM» BbIDpaTh:

® NyHKT «MomeHTanbHO»  (PucyHOK 154), ecnn  Heobxoammo,  4YTOOBI
NPUNOXKEHME YCTAHOBMIOCH CPa3y NOCAe NOAYYEHWUSA MONUTUKN YCTPONCTBOM,;
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v YOTA08EE NDAATREWINT HE yCTRDOMITIO 0 I
O o w2 S =
v Wrpw 3227 -y O

PucyHok 154

® nNyHKT «MHTepBan» (PucyHok 155), ecan HeobxoaMmo, 4TOObI NpUNOXKEHKWe
YCTaHOBW/IOCb Ha YCTPOMCTBE B 3a[aHHbI MHTEPBaAN BpeMeHu. M 3aTem B nose «HTepBan
YCTaHOBKM» YKa3aTb Ha4ano 1 KOHeL, BpeMeHHOro MHTepBana.

o YOTIO008l NDAsOmEstE M8 YETDORCTI

v Wrpw 32210 -ait O

ek . ® ©

PucyHok 155

NPUMEYAHMUE. Echm Ha yctpomctee ¢ OC Android sepcun 7.0, 7.1, 8.0.0, 8.1.0
ycTaHoBneH Google Play, To npn nepBon yCTaHOBKE NPUIOKEHMA Yepe3 NOAUTUKY MOXKET
NOABUTBLCA OKHO C noaTBep»KaAeHMem (PucyHoK 156).
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[locne Bblaaum pa3peweHna 3TO OKHO He 6yaeT OTO6pa)+(aTbCFI npm nocnegyrowmx
YCTaHOBKax I'Ipl/IfIO)-I-(eHl/IVI C MOMOLLbBbKO NOTNTUKN.

Pa3pewmTsb yCTaHOBKY U3
ATOro UCTONHUKA?

n Aspopa LeHtp

Paapownts

Ormenia

PucyHok 156

NMPUMEYAHUA:

v’ HauumHas ¢ sepcum OC Aspopa 5.1.0:

— NOAJEP!KMBAETCA YCTAHOBKA MNPUAOKEHMA C y4eTom apxutektypbl OC:
326uTa/64 6uTa (Npun ycnoBuM, 4TO cHOPKA COOTBETCTBYIOLIEN apXMTEKTypbl Obiia
3arpyxeHa s NMM);

— NPWIOKEHMA,  NoANUCaHHble  NyBAMYHbIMKM/OOLWEAOCTYMHbBIMM  KA0YaMu
pa3paboTymnKa, MOXKHO YCTaHaB/MBATb TO/IbKO MPW BKAOYEHHOM pexkmMme pa3paboTymKa Ha
YCTPOWCTBE;

— [ONA yCNeLWHOoM YCTaHOBKM MPUAOXKEHUI Yepe3 npunoxeHmne «Aspopa MapKeT»
HEeobXoAMMO €ero yCTaHOBUTb/OOHOBUTL C MOMOLLBIO MOAUTUKKM depe3 1Y, npu 3Tom
npunoxeHme «Aspopa MapKeT» A0MKHO BblTb MOANMCAHO NOAMNNCHI0 MCTOYHMKA;

v" Ha ycTpoiictsa ¢ OC cemeiicTsa Linux BO3SMOMXKHO YCTaHOBUTb ABa NPUIOKEHUA
pa3HbIXx GOPMATOB, HO C OANHAKOBbIM MMEHEM;

v' YCcTaHOBKa Ha yCTPOMCTBO:

— SNap-NaKeToB — YCTaHOBWUTb SNap-MeHeaKep Npu OTCYTCTBUM Ero Ha YCTPOMCTBE;

— appimage-nNakeToB — Mocae yCnewHOoW YCTaHOBKM appimage-npuaoKeHne He
MMeeT Ap/blka Ha pabodem cTone. YToObl OTKPLITL NMPUAOKEHME, HEODXOAMMO 33TV B
NanKy YCTaHOBKU /opt/omp-uem-agent/appimages;

— flatpak-naketoB — yctaHoBuTb flatpak-meHea)kepa npu OTCYTCTBMM €ro Ha
ycTpomcTse. INMpu yctaHoBKe flatpak-nakeTa mokeT ObITb 3anpoLleHa YCTaHOBKA NaKeToB 13
0bLMX penosnTopmres (HeE0H6X0AMMO HACTPOUTbL PENO3UTOPUNA).
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2.4.1.41.MobunbHan ceTb/To4Yka gocTyna

MpaBna0 NO3BONAET CO3A4aTb M HACTPOUTL Ha YCTPOMCTBE TOYKY AOCTYMNa MOOUIbHOM
cetu (APN).

[na co3pgaHua npasuna HeEOHXOAMMO 3aMoNAHUTL NOAA, NPUBEAEHHbIE B Tabauue
(Tabnunua 39).

Tabnunua 39
HanmeHoBaHue
o OnwucaHue
noneu

Nma BBeCTn nmMsa ToUYKM AocTyna MobuabHOM ceTu. [None obazaTenbHo Ans
3anosiHeHuA. MoxeT cogepKaTb oT 1 40 256 CMMBOJIOB

APN BBeCTM XOCT TOYKM A0CTyna MobunbHOM ceTu. MNone obAzaTenbHO ANA
3aNO/IHEHMA.

TpeboBaHMA K 3aN0/THEHUIO:

— AJIMHa CTpOKM 0T 1 A0 253 CMMBONOB;

— A/IMHA KaXK40ro cermeHTa (ecnm paspesaTtb CTPOKY Mo To4kam) oT 1
[0 63 CMMBOJIOB;

— KarKAbl CETMEHT COAEPHKMUT TONbKO NATUHCKKUE DYKBbI, UMdpbl, TUPE,
NPY 3TOM MEPBbLIN 3HAK KaXKA0ro CErMeHTa He MOXKET ObITb TMpe MbOo
HUXKHEE NoAYepKMBaHME

Tun APN Mpu gobaBneHnn NpaBuIa 3Ha4YEHNE NO YMONYAHMIO «KMHTEPHET».
lNone HegOCTYNHO ANA peAaKTMPOBAHMA

Tunn MNpu nobaBneHMN NpPaBKIa 3HAYEHME MO YMOAYAHMIO « HeT».

ayTeHTUdMKaumn | None HeAOCTYNHO ANA PeAaKTUPOBaAHMA

MCC BBecTn MObUIbHbIM KOA, CTPaHbl. [1one 06a3aTeNbHO A15 3aN0NHEHUA.
MoxeT coaep*aTb Homep o1 001 go 999

MNC BBecTn Koa MobunbHOM ceTu. None obsa3aTeNnbHO ANA 3aNONHEHUA.

MoxeT coaep*aTb koa ot 01 ao 999

MPUMEYAHUE. TMpu HasHaYeHMW NOAUTUKM CAedyeT Y4YMTbiBaTb Cleaytolime
ocobeHHOCTH:
— OC Aspopa 1 OC Android:

e HeT meToAoB nonyyeHua AaHHbix 06 MCC n MNC. lMoatomy 3TM AaHHble
6epyTcsa n3 OperatorNumeric (ans OC Android) 1 IMSI (ana OC ABpopa) no caeayrouemy
npuHumny: MCC — nepsble 3 cumBona, MNC— 4 n 5 cumon. Nockonbky MNC B Poccun
ABY3HaYHbIN — ana apyrmux cTpaH MNC moxeTbbiTb TPEX3HAYHbIM M 3TO HAAO0 Y4YMTbIBATb,
ecnn SIM-KapTa 1 onepaTop COTOBOM CBA3M ByaeT U3 APYIrMX CTPaH;

— OC Android:

® CO37aHWEe TOYKWM AocCcTyna mMobunbHOW ceTm Bo3MOXHO Ha OC Android c

Bepcunen 9 n Bbllle;
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® HACTPOMKM TOYKM A0CTyNna MODMIbHOM CETM, BbICTAB/IEHHbIE Yepes
npunoxexHne «Aspopa LleHTp», Henb3s MOCMOTPETb W/MAN U3MEHWUTb Ha YCTPOMCTBE
BPY4HHYIO;

® CO34aHMe TOYKM [O0CTyna MoOOWUAbHOW ceTn paboTaeT HEKOPPEKTHO Ha
yctponctee Huawei POT-LX1 ¢ OC Android Bepcum 10;

— OC Aspopa:

® 13-33 orpaHuyeHnit MDM API Henb3a BbicTaBnUTe MCC 1 MINC;

® BbICTABAATb HACTPOMKM TOYKM A0CTyNa MODOUIbHOM CETU MOXKHO TONbKO
NPUMEHNTENBHO K KOHKpeTHoM SIM-KapTe, Npu 3TOM, MOC/AEe BbICTAaBAEHMA HACTPOEK 3Ta
SIM-KapTa CTAHOBMTCA KapTOM MO YMOAYAHUIO OANA UHTEpPHET-COeAMHEHUs (OrpaHnYyeHme
MDM API);

® BbICTABAATb HACTPOMKM TOYKM A0CTyNa MOOMABbHOM CETU MOMKHO TOJIbKO
NPUMEHNTENBHO K KOHKPEeTHOM SIM-KapTe, COOTBETCTBEHHO, MOAAEPKMBAOTCA YCTPOMCTBA,
B KOTOPbIX BCTaBneHa oaHa SIM-kapTa. Ecnm Ha ycTponcTee bonee oaHoM SIM-KapTbl, TO
noseaeHne ByaeT HeonpeaeneHHbIM, MOCKOAbKY HACTPOMKM OyayT BbICTaBAEHbl Ha Ty
SIM-KkapTy, 3HadeHue |MSI KOTOpPOM MeHblle B pe3ynbTaTe NeKCUKorpapuyeckomn
COPTUPOBKM;

® rocne yaaneHua npaBumaa MNOAMUTUKM ANA HACTPOMKM MNAPAMETPOB TOYKM
[oCTyna K MOBUNbHOM CeTU 3TW 3HAYEHWA He YAANAKTCA C YCTPOMCTBA — 3HAYEHUA MO
yMOJlYaHUIO He cbpacbiBaloTca A0 NepBoHa4anbHbiX (orpaHudyeHne MDM API). Kak
CNeacTBME 3TOro NOBeAEHMs, eCAM Ha YCTPOMCTBO Ha3HAYMTb NPaBUIO MOAUTMKN C TOYHO
TaKMMW XKe HACTPOMKaMM, Kakme yxKe BbicTaBaeHbl B OC, TO B KypHane MpPUAOKEHUS
«ABpopa LleHTp» He byaeT coobuleHMA O CO34aHMM TOYKM A0CTyNa MOOBWAbHOM CeTw,
MOCKO/IbKY OHa Y»Ke CO3/aHa Ha YCTPOMCTBeE.

2.4.1.42.MobunbHasa ceTb/YnpasaeHne mobunbHOM nepeaadeint JaHHbIX

MpaBnano OUKcUpyeT TeKyllee COCToAHME MOOWABHOW nepedayn  AaHHbIX.
3anpellaetT MM paspelaeT BHOCUTb M3MEHEHMA B HACTPOMKM MODOMAbHOW MNepedaym
NaHHbIX.

BbIbOp 3HaYEHMA U3 CNUCKa:

— «Pa3spelweHoy;

— «3anpelueHo». Mpn gobaBneHWM NpaBKaa 3HAYEHNE BbIOPAHO MO YMOAYAHMIO.

2.4.2. [obaBneHne NOAUTUKM BPYUHYIO

Ons pobaBneHWs MNONUTUKM BPYYHYHD HEODXOAMMO BbIMOMHUTL CAeaytolne
NencTems:

— nepenTtn B noapasaen «MoanTukm» pasgena «YnpaBneHme;

— HaXKaTb KHOMKY «/106aBMTb» M BbIOPATb M3 pacKpblBatoLLErocs cnuncka «JobasmTb
NONUTURY» (PucyHok 157);
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PucyHok 157

— B OTKPbIBWEMCA OKHE!

® BBECTM Ha3BaHMeE NOSIUTUKN — Ha3BaHME NOJIUTUKU AOJIKHO ObITb YHUKANbHbIM.
MNone obsa3aTenbHO A4 3anosiHeHus (PucyHok 158 [1]);

® BBECTM KOMMEHTapuih— npu HeobXoAMMOCTM BBECTU [AOMNONAHUTENbHYIO
MHbopmaumio K nonntuke (PncyHok 158 [2]);

® Ha)aTb KHOMKy «[Job6aBuTb npasmio» (PucyHok 158 [3]) n BbiIbpaTb Npasuio
MONUTUKMN U3 PACKPbIBAOLLErOCA CMMCKA;

e 334aTb napameTpbl npasuna (PucyHok 158 [4]). OnucaHne npasBun 4as
NONNTUK NpuBeaeHOo B Tabauue (cm. Tabanua 38).

Hosas nonwTuxa

Il

PucyHok 158

B cnyyae HeobxoAMMOCTM CO34aTb MOMUTMKY M3 HECKO/bKMX MpaBua cneayet
NOBTOPUTb AENCTBMA, ONMCAHHbIE BblILLE.

B cnydae HeobxoAMMOCTUY yAaNUTb NPABUIO CeayeT HaxaTb 3Ha4oK U «Yoanuto»
(cm. PucyHok 158 [5]) cnpaBa oT npasuna.
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Mocne BbINONHEHWNA AEUCTBUIA, ONUCAHHbBIX Bbllle, HE0DX0AMMO NOATBEPAUTL MO0
OTMEHUTb AENCTBUA.

B pe3ynbTaTe yCrnewHOoro COXpaHeHUsa MOAUTUKM O0TODPasmUTCA COOTBETCTBYOLLEE
COODLIEHNE M OTKPOETCA KapTodKa AobasBneHHOM NnoanTmkn (n. 2.4.6).

2.4.3. [lobaBneHune NoAUTUKM Ha OCHOBE KOPMopaTMBHOTO WabaoHa

Mpn HeobxoAMMOCTM Ha 3Tane A00aBNEHUA MOAUTUKU BPYYHYHO BO3MOMKHO
BOCMO/1b30BaTbCA QYHKLMOHANOM MMMNOPTa LWabaoHa.

MPUMEYAHUE. VimnopT wabnoHa BO3MOXHO BbINOAHWUTb MNPU  YCAOBUM, 4YTO
KOPNOopaTUBHbLIN WabaoH NOAUTUK yrKe co3aaH (nn. 2.4.3.1).

[Ons nobaBneHMa NOAUTUKM Ha OCHOBE KOPMOPATUBHOrO LWabnoHa Heobxoammo B
OKHe BBEeCTU:

— Ha3BaHMWe NOAUTUKK (Ha3BaHME MNONUTMKU AOMKHO ObiTb YHMKaNbHbIM. [lone
06A3aTeNbHO ANA 3aNONHEHNS);

— KOMMeHTapuit (Npu HeobxXxoAMMOCTU BBECTM AOMONAHUTENbHYIO MHPOPMALMIO K
NONNTUKE);

— HaxaTb KHOMKy «MmnopT wabnoHa» (PucyHok 159), B pe3ynbTaTe yero npasmna
M3 KOPNOPATUBHOTO WabioHa byayT MMNOPTUPOBaHbLI B HOBYO MOJIUTUKY.

HoBas NnoONKTwES

PucyHok 159

Mpu HeobxoAMMOCTU, B COOTBETCTBMW C N.2.4.1, MMNOPTMPOBAHHbIE MNPaBMAA
BO3MOXHO:

— U3MeHUTb (cm. PucyHok 158 [4]). OnucaHme npaBua aas NoANTUK NpUBEAEHO B
Tabamue (cm. Tabamua 38);

— 006aBnTb NPaBMIO B NOANTUKY (cM. PucyHoK 158 [3]);

— yaanuTb npasuio (cm. PucyHok 158 [5]).

[Mocne BbINOAHEHMA AEMCTBUI, ONMCAHHbIX Bbille, HEOHX0AMMO NoATBEPANTL AMOO
OTMEHUTb AENCTBUA.

B pe3ynbTaTe ycnewHoro AobaBaeHMa NOANTUKM OTOOPA3NTCA COOTBETCTBYOLLEE
COODLIEHNE M OTKPOETCA KapTouKa A0HaBAEHHON NOAUTUKMN.
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2.4.3.1. [1obaBneHme KOpPNopaTMBHOro WabaoHa

KopnopaTuBHbIA WAabAOH NOANTUK COAEPXMUT CTaHAAPTHbLIM A8 OpraHm3aumm
Habop npaBWa. YKazaHHble 3HadyeHWa OyayT MCNOAb30BaHbl ANA  MNOCAEAyoLLEero
NPUMEHEHMA Ha YCTPOWCTBAx, €CIM OHW He onpeaeneHbl CO34aBaeMoM MOAUTUKOWN.
[labnoH nonutnkm ocsoboxaaer AgmuHucTpaTopa [natdopmbl  ynpasBneHua OT
MaHWMNyAAUMIA C MOBTOPAEMbIMM OMUMAMMN HA 3Tane CO3A4aHMA HOBbIX MOINTUK.

KopnopaTuBHbIA WabnoH NOAMTUK BKAtOYaeT B cebA BCce onumu, AOCTYMHble ANA
ynpaBaeHMA B MOMEHT co34aHmA wabnoHa. lNpu co3gaHnm KopnopaTtMBHOro WabsioHa
AammHunctpatop Mnatdopmbl ynpaBaeHMA yKa3biBaeT 3HAYEHMA ONUMA €10 YMOAYAHMIO» U
No/ly4aeT BO3MOXKHOCTb CO34aBaTb NOAUTUKM Ha OCHOBE 3TOro WabaoHa.

[na nobaBneHma KOPNOPATUBHOIO WabaoHa HEOHXOAMMO BbINOAHUTL Caeaytolme
NencTBms:

— nepentn B Nnoapasaen «onnTnkm» pasgena «YnpaBneHume;

— Ha)KaTb KHOMKY «/106aBUTbY;

— BbIOpPaTb M3 paACKpbIBAOWEroca Ccnucka NyHKT «/Job6aBuUTb KOPNOpaTUBHbLIN
wabnoH» (PucyHok 160).

BHUMAHUE! [MpeaycmoTpeHa BO3MOMKHOCTb  CO34aHMA  TONbKO  OZHOrO
KoprnopaTuBHOro wabsoHa. [lyHKT MmeHto «/[Job6aBUTb KOPNOPaTMBHbLIM  LWABAOHY
OTCYTCTBYET, E€CAM KOPNOPaTMBHbIM WAabAOH MNOMUTUK YyXKe Co34aH. Bmecto Hero
oTobparKaeTcs NYHKT MeHto «PenakTnpoBaTb KOPNopaTUBHLINA WabnoH» (PucyHok 162);

/ﬁ MYNBTUTEHAMT MOHHTOPWHI YMPABNEMUE  AQMWHUCTPUPOBAHME ® Hatanua Meanosa (| ivanova
YCTPOWCTBA  NONb3OBATENW  NONWMTHKM  CLUEHAPUM @AANDI NPUNOXKEHRUA  BUTPHHBL  CBA3KM KIMOYEA
- NOBABWTE ~
+ Hoswmi dunetp v
PRI IMTL
Habopst puneTpos v LoGasaTh K -
o} A * 3 ®
Q =
e - >

PucyHok 160

— B OTKPbIBLUEMCS OKHE BO3MOYKHO BbINONHUTL CAeaytolme AeNCTBUS:
® Npn HeobXxoaMMOCTU M3MEHUTb KOMMEHTAPMN K KOPMNOPaTUBHOMY LWabNoOHY
(HaMmeHoBaHMe KOPNopaTMBHOTO wabnoHa npocTasnseTca aBTOMATUYECKM)
(PucyHok 161 [1]);
e n006aBUTb NpaBK/Ia B KOPNOPATMBHbIM WabA0OH, HaxKaB Ha KHOMKY «/[ob6aBuTb
npasuno» (PucyHok 161 [2]). lobasneHme npaBunaa BbINOAHAETCA B cooTBeTCTBUM C M. 2.4.1.
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MPUMEYAHME. Mo ymonyaHWio KOpNopaTMBHbIN WabaoH He COAEPHKUT HM OAHOTO
npaBuna;

KOpnopatremuii wabnos nanmTmwen

PucyHok 161

— noATBepAUTb NMOO OTMEHUTL AEUCTBUS.

B pesynbTaTe yCMewHoro Cco3AaHus KopnopaTMBHOrO WabsoHa MOAUTUKK
0TOOpPa3nNTCS COOTBETCTBYIOLLEE COObLLEHMe.

MPUMEYAHUE. Ecnm KopnopaTwBHbIM WAabAOH MNOAMTMK He co3daH, TO B

nogpasgene «Ayaut» pasgena «MOHUTOPUHI» OTobpasuTcA ownbka «404»  ana
cneayouwmx cobbITUiA:

— nepexoa B nogpasaen «MoanTmkmn;
— KOMBWHMPOBAHWE MNOAUTUK.

2.4.3.2. PepakTnpoBaHne KOpNopaTUBHOro WwWabaoHa

Co34aHHbIN WabnoH NOAUTMKM AOCTyNeH AN peaaKTMPOBaHMA.

PegakTnpoBaHMe npeanonaraeT M3mMeHeHue (B TOM 4ucne ydaneHue Uan
[OMNO/IHEHME) CYLLLECTBYOWMX NpaBka WwabnoHa.

[ns  pefakTMpoBaHMA KopnopaTMBHOro WabnoHa HeobXxoAMMO  BbINOAHUTL
cneayrouime AencTemns:

— nepeunTtn B noapasaen «[onutmkm» pasaena «YnpasaeHuner;

— HaXkaTb KHOMKY «[106aBUTbY;

— BblOPaTbh M3 PACKPbIBAOLLErOCA CMMCKA NYHKT «PeaakTMpoBaTb KOPNOPATUBHbIN
wabnoH» (PucyHok 162);

— B OTKpbiBWEMcA OKHe (cm. PucyHOK 161) BHECTM W3MEHeHWA, BbINOJHMB
nencreuna, npueeaeHHble 8 nn. 2.4.3.1.
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PucyHok 162

B pe3ynbTaTe yCMEWHOro COXPaHEHMA BHECEHHbIX B KOPMOPaTWBHbIM LWAabAOH
M3MeHeHUn 0TobpasnTCA COOTBETCTBYOLLEE cOObLLEHME.

BHUMAHWE! T[locne pepakTMpoBaHMA KopnopaTWMBHOro wabnoHa pAna  ero
BCTYN/IEHMA B CUAY HEODXOAMMO OTPEAAKTMPOBATb M MPUMEHUTL TEKYLLYHO NOAUTUKY MO0
OTBA3aTb €e M CHOBA NPUMEHUTb.

2.4.4. HasHayeHWe NOoSITUKM Ha rpynnbl YCTPOWCTB UM TPYNMbl N0/b30BaTENEN

Ha3HauynTb MOAUTUKY Ha rpynny YCTPOMCTB U/UAKM Tpynny Noab30BaTeNel BOSMOXKHO
Yyepes:

— KapTo4yKy nonmtukm (nn. 2.4.4.1);

— KapTO4Ky rpynnbl ycTporcTtsea (nn. 2.4.4.2);

— KapTO4Ky rpynnbl nonb3osatenen (nn. 2.4.4.3).

2.4.4.1. HasHayeHne NOAUTUKM Ha TPynnbl  YCTPOMCTB  W/MAKM  Tpynnbl
NoNb30BaTeNen Yepes KapToOUKy NOSIUTUKM

[na HasHaYeHus NMOAUTUKM Ha rpynnbl YCTPOWCTB M/MAM Tpynnbl NOAb30BaTeNEl
HeobxoAMMO BbIMONHWUTL CAeaytolyme AeNCTBUA:
— nepeunTtn B noapasaen «[onnTukm» pasaena «YnpaBneHme;
— Ha)KaTb Ha Ha3BaHWe NOANTUKKM AN1A Nepexoaa B KapTouKy (Npn HeobxoanmmocTu
BOCMO/1b30BaThcA uabTPom (nogpasaen 1.5);
— B OTKPbIBLUENCS KAapPTOYKe NOSIUTUKM NEPENTN BO BKAAAKY «[pynnbi»;
— HaXKaTb KHOMKy «PeaaktmnpoBsatb rpynnbi» (cm. PucyHok 45 [2]);
— B OTKPbIBLIEMCA OKHE HaxKaTb KHOMKY «Job6aBuTb» (PucyHok 163 [1]);
— B paCKpbIBatoLWEeMca cnncke BbibpaTs TUN rpynnbl (PucyHoK 163 [2]):
e «[pynny ycTponcTs»;
e «[pynny nonb3oBaTenemy;
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Peaasraponamme rpynn nomsYwsn

'

PucyHok 163

— BblbpaTb HeoOXoAMMYK  TPYynmny M3  PaACKPbIBAlOWLErocA  CAMCKa  WAM
BOCMONb30BaTbCA GUABTPOM MO HA3BAHMIO TPYNMbI.

HayHeTcA npouecc NPOBEPKM MPaBUA MOAUTMKM Ha MNepecedyeHme C Apyrumu
NOMTUKAMWN, a TaKKe KOMOMHMPOBaHME C MNpaBMaaMM M3 KOPNOpPaTUBHOrO wWwabaoHa
NOINTUK, €CAM OH co3aaH. Npouecc NpoBepKM nepeceyeHna Npasul NOANTUK aHANOTUYEH
npuseneHHOMY B . 2.4.6.

B pesysnbTaTe yCNewHoro HasHayeHua MOMUTUKM Ha Tpynnbl YCTPOMCTB Wn/mau
rpynnbl N0Nb30BaTeNen 0TobpasnTcA COOTBETCTBYHOLLEE COODLIEHME.

MPUMEYAHUE. TMpu HaNMUYMM HECKONbKMX M3MEHEHWM MNOAUTMK, Hanpumep:
pPenakTMPOBaHWE MNOAUTUK, HaA3HAYEHME MOAUTUK Ha TPynnbl YCTPOMCTB WAM TPYNMbl
nosab3oBaTenen, nobaBNeHNE YCTPOMCTB B rPynmbl YCTPOMCTB M T.4., Ha YCTPOMCTBO byaeT
Ha3HayeHa NocneaHAA CKOMOMHMPOBAHHAA NOAUTHMKA.

2.4.4.2. Ha3HayeHMe NOINTUKN Ha TPYNNy YCTPOMCTB Yepe3 KapTOUKy rpynmnbl

B KoHconn aamuuHuctpatopa [1Y npeaycmoTpeHa BO3MOXHOCTb KOHTPOMA WU
OTC/IEXMBAHMA MOIUTUK, HAa3HAYEHHbIX Ha rPYMNMy yCTPOMUCTB. MMoNNTUMKKM coaepKaT Habop
NpaBua ANA NPUMEHEHMA Ha YCTPOMCTBA.

MPUMEYAHME. Mepen HazHavyeHMEM NOAUTUKM Ha TPyNny YCTPOMCTB HEOHXOANMMO
ybeantbca, 4yto gobaBneHa xota Obl 1 nonuTtuka. [lobaBneHue MNOAUTMK OMUCAHO B
n.2.4.1-24.4.

[nAa HasHayeHMA MNOAUTMK Ha rpynny YCTPOMCTB HeobXOAMMO BbIMOAHWUTb
cnepytouine AencTeumA:

— nepenTn B noapasaen «YCTponcTea» pasaena «YnpasieHne,

— B obnactn punbTpoB BbIOpaThb «[TOUCK NO rpynnamy»;

— HaXaTb Ha Ha3BaHWe rpynnbl YCTPOMCTB ANA Nepexoda B KapTouky (npwu
HeobxoAMMOCTN BOCNO1b30BaTLCA puabTPOM (noapasaen 1.5);

— B OTKPbIBLUEMCA KAapTOYKe rpynmbl YCTPONCTB NePENTM BO BKNAAKY «[TONUTUKMY;

— Ha¥KaTb KHOMKY «Ha3HauynTb NOAUTUKMY» (CM. PucyHoK 32 [2]);
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— B OTOOpa3suBlIeEMCA  OKHe  BblbpaTb  HeobXoAMMYKD  MOAUTUKY U3
PACKPbIBAOLLLErOCA CMMCKA MM BOCNONb30BaTbCA dmnbTpom (PucyHok 164 [1]). Nanee npwu
HeobXoAMMOCTM BO3MOMHO [A00aBUTb AOMONHUTENbHYKD MOAUTUKY, BblOpaB ee U3
PacKpbIBatoOLLIEroca Cnucka /aMbo BOCMONAb30BABLIMCL MOMCKOM MO GuAbTpy. Takxke
BO3MOKHO Y/1a/1MTb M3 CNMUCKA BbIDPAHHYHO NONUTMKY, HaXKaB 3HAYOK [m] «YbpaTb U3 CNUCKa»
(PucyHok 164 [3]);

HEIavenne NONKTIE A FRYIITY YETROMCTR

PucyHok 164

— Ha¥KaTb KHOMKY «Ha3HauynTb NOAUTUKM» (CM. PucyHOK 164 [2]).

HauHeTcAa npouecc NpoBepKM MNpPaBWA MNOJAUTMKM Ha NepecevyeHne ¢ ApYyrmmu
NONIUTMKAMK, a TaKKe KOMOWHMPOBaAHWE C MpaBMAaMM M3 KOPMOPATMBHOrO LWabaoHa
NONUTUK, eCAU OH CO34aH. [TpoLecc NPOBEepPKM NepeceveHna NPasma NOINUTUK aHANOTMYeH
npuseneHHOMY B . 2.4.6.

B pe3ynbTaTe yCnewHOoro HasHa4yeHMa NOANTUKM Ha rpynny yCTpomncTs oTobpasnTca
COOTBETCTBYHOLLEE coobLIeHMe.

MPUMEYAHME. Ecnhum ycTpoiicTBOo, BXoAdALLee B rpynny, He 6bi10 aKTUBMPOBAHO, TO
nocne ero akTMBaLUMKM Ha Hero ByaeT Ha3HayYeHa TO/NbKO MocieAHAs CKOMOWHMPOBaAHHAA
NONUTHKKA.

2.4.4.3. Ha3HayeHMe NONTUKN Ha TPYNNy NOAb30BaTENEN Yepe3 KapTOUKy rpynmbl

[na Ha3sHayeHMA NOMUTUK Ha rPynny MO/b30BaTeNel Yepe3 KapTO4Ky rpynnb
HeobxoAMMO BbIMONHUTL CAeayolwme AeNCTBUS:

— nepenTtn B noapasaen «flonb3oBatenm» pasaena «YnpaBneHume;

— B obnactn punbTpoB BbIOpaThb «[TOUCK NO rpynnamy»;

— Ha)KaTb Ha Ha3BaHMe rpynnbl Nosb30BaTeNeN ANA Nepexona B KapTouKy (npu
HeobXxoAMMOCTN BOCMO/1b30BaThCA GuabTpoM (noapasaen 1.5);

— B OTKpPbIBLIEMCA KapTO4Ke Trpynnbl MNOAb30BaTenel MNepentn BO BKAAAKY
«[MoONNTUKNY;

— HaXKaTb KHOMKY «Ha3HauynTb NOAUTUKMY» (CM. PucyHok 40 [2]);

— B OTKPbIBLUEMCH OKHe (CMm. PUcyHOK 164) BbINONHUTL AENCTBUA, NPUBEAEHHbIE B
nn. 2.4.4.2.

B pe3ynbTate ycnewHOro HasHayeHMA NOAUTUKM Ha rpynny noJib3oBaTenen
0T0bOPa3nTCA COOTBETCTBYHOLLEE CoobLLeHMe.
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NMPUMEYAHMUE. Ecnm ycTpoMCTBO, NpMBA3aHHOE K MONb30BATENO M3 FPYMMbl, He
6bI10 aKTUBMPOBAHO, TO MOC/1E €ro akTMBaLMM Ha Hero ByaeT Ha3zHaYeHa TO/IbKO NocaeaHAA
CKOMBWHMPOBAHHAA NONNTHKA.

2.4.5. [1obaBneHune NOAUTUKM Ha OCHOBE CYLLECTBYHOLLEN

MPUMEYAHUE. [dobaBneHne NOAUTUKM Ha OCHOBE CyLLECTBYHOWEN BO3MOXKHO
TONbKO NPW YCNOBMUK, YTO AobasneHa xoTa bbl 1 noanTuka (n. 2.4.2, n. 2.4.3).

[Ons nobaBneHMA NOAMTUKM HA OCHOBE CYLLECTBYOLLEN HEODXOAMMO BbIMOAHUTL
cneayolme AencTBmA:

— nepenTn B Nnoapasaen «onntnkm» pasgena «YnpasaeHue;

— CKOMWPOBATb MpaBWIa MHTEPEecytolen MNOANTUKM OAHUM W3  CAedytolmx
cnocobos:

e BblOpaTb MOAUTMKY B CMUCKEe, NPU HeobXOAMMOCTM BOCMO/b30BABLLUCH

dUNbTPOM, NEPENTM B KAPTOUKY BbIOPAHHOW MNOAUTUMKM WM HaxKaTb KHOMKy «Co3aaTb
NONMTUKY Ha OCHOBE cyLlecTBytoLen» (PucyHok 165);

gs MYNLTHTEHART MOHWUTOPUMT YIPABNEHME ALMUHUCTPYPOBAHME @ Haranus Mearosa (| ivanova
YCTPORCTBA  NONBIOBATENM  MNOMNTUKH  CUEHAPKN @AANDI MPUNOXEHWA  BUTPUHLI  CBAZKM K/IIOYER
np"nome“"“ nesenea /‘ NPABANA reynne

MNonuruxa S

» Pexwm xnocxa

R 7> oo [ cosars ey s ocvoe ovuecravousen |
PucyHok 165

® B CMNUCKE MOMUTUK HaxaTb KHOMKy «J/lob6aBuTb» wWAM  BbiOpaTb U3
pacKkpblBatolleroca cnucka «[JobaBuTb MOAUTUKY» (CcM. PucyHOK 157), a 3aTem Ha)KaTb
KHOMKRy «MmnopT npasun» (PucyHok 166 [1]). M3 packpbiBatoWEroca cnmcka BbibpaTb
NpaBuaO MNOAUTUKK, KOTOpOe HeobxOoAMMO CKoMMpoBaTb (NpM  HeobxoaMMocTu
BOCMO/1b30BaTbCA PUALTPOM MO Ha3BaHMIO NOAUTMKKM) (PucyHoK 166 [2]). B pe3ynbTate
npaBuaa 13 BblIbpaHHOM NOAUTUKM ByayT MMNOPTUPOBAHbI B HOBYHO MOAUTUKY;
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HOoRar nonuTHES

|
PucyHok 166

— B OTKPbIBLUEMCS OKHE:
® BBECTW Ha3BaHME NOANTUKM (HAa3BaAHME NONUTUKM AONKHO ObITb YHUKANBHBIM).
Mone obA3aTeNbHO 414 3aNONHEHWA;
® BBECTM KOMMEHTapui (Npy HeobxoAMMOCTM BBECTU AOMNONHUTENbHYIO
MHPOPMALMIO K MOAUTUKE);
® NpM HeobXOAMMOCTU WM3MEHUTb MAPaMETPbl MMMOPTMPOBAHHbLIX MPABUA
(cm. Tabnmua 38).
Ecnn Heobxoammo A06aBUTb NPaBUAO B MOAUTUKY MM YOAANUTbL NPaBMAoO, creayet
BbIMONHUTbL AEMNCTBMSA, ONMUCaHHble B M. 2.4.2.
Mocne BbINOAHEHWA AEMCTBUIN, ONMCAHHbIX Bbllle, HEOOX0AMMO NoATBEPANTL MMBO
OTMEHUTb AENCTBUA.

2.4.6. PepaKtnpoBaHMe nNpasBuia NOAUTUKMK

Habop npaBua MOAUTMKM BO3MOMKHO OTPEAaKTMPOBATb, BbIMOJAHMB CAeaytoline
NencTens:

— nepeunTtn B noapasaen «[onntukm» pasaena «YnpaBneHme;

— BblbpaTb MOAWUTMKY M3 CAKMCKE, NpyM HeobxoAMMOCTM BOCMO/1b30BABLUMCH
dunbTpom (noapasgen 1.5);

— NepemnTn B KapTOUKY MOANTUKN;

— BO BKJaake «[lpaBuna» HaxkaTb KHOMKYy «PefdakTmposaTb  npaBuia»
(PucyHok 167);
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YCTPOWCTBA NONbL3IOBATENMN NONUTHKA CUEHAPUM AN MPUNOXEHUA BUTPUHD CBA3KM KIOYER

Mpunoxexus lebepes / NPABUNA  FPYNNbI

Nonuruxa ~ W TIOXa33TE KATE(ODHN

CNONsIoBIHNE Kam Paspeweno

b Pexum xnocka

JAKPLITY ] COSMATE NOMMTHKY HA OCHOBE CYWECTEYIOWER

PucyHok 167

— B OTKPbIBLIEMCS OKHE BHECTU M3MEHEHMSA B MPaBMaax NoAMTUKN (PucyHok 168 [2])
B COOTBETCTBMMU Cc Tabaumueh (cm. Tabanua 38);

— Ans nobaBneHMa 4ONONHUTENbHbIX MPaBWA HaXKaTb KHOMKY «106aBUTb NpaBmao»
(PrcyHok 168 [1]) 1 BbIOpaTb NPaBMAO NOANTUKM M3 PACKPbIBAOLLEroca CNMCKa M 3a4aTb ero
napameTpbl (Mp1 HEOBXOAMMOCTH);

— ANS  yOoaneHus npasuMa M3 MNOIMTUKM  HaMKaTb  3HAYOK (u] «YOannTb»
(PucyHok 168 [3]) cnpaBa oT npasuaa (Npu HeobXoANMMOCTH);

PepakTupoBaHue npasun NoanUTUKK

<+ [OBABWTb MPABU/IO f— 1

= [lokasarb Kareropum

Vlcnonb3oBaHne Kamepb! o
Pa3peweHo w O
Henpumerrmo gna Linux
CHpoc k 3aBOACKUM HACTP... =
3anpeleH ¥ — 2 3— 0
Henpumernumo gnr Android, Linux
PacnucaHune oTnpasku Coc... p
Kaxgble | 0 gH. | 1 |4. O

@ Aspopa — 3 npasuna, Android — 2 npasuna, Linux — 1 npasuno

OTMEHA e 1)

PucyHok 168

— COXPaHNTb USMEHEHNA B0 OTMEHNUTH ,D,GVICTBMFI.
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Mpy yCnewHOM COXPaHEHWUU WM3MEHEHWM HAYHEeTCA MPOLECC MPOBEPKM MPaBU
NOMTUKM Ha MepecedyeHne C APYrMMM MNOAUTMKAMM, a TaKXKe KOMOWHMpOBaHME C
NpaBMAaMM M3 KOPMOPATUBHOrO WabnoHa MNOAMTMK, ecanm OoH co3daH. OTtobpasuTca
npeaynpesKaeHne o TOM, YTO 3TO MOXKET 3aHATb HeKoTopoe Bpema (PucyHok 169 [1]).

[Jna  aBTOMATWMYeCKoro MNpPUMEHEHMA MNOJIMTUKM  C/ielyeT HaXaTb  KHOMKY
«MoateepamTtby (PucyHok 169 [2]), He A0KWAANACh pe3ynbTaTa MPOBEPKWU, B pe3yabTaTte
NONTUKA C OBHOBAEHHbIMM NpaBMNamm byaeT Ha3Ha4YeHa Ha BCe YCTPOMCTBaA.

MODECOYEnHA NDW DO SAS THDOBINII MON TN

Pepaxruponanwe npasun

(==

PucyHok 169

[lna npocmoTpa nepecevyeHma NOMUTUKKU C APYTMMM NONUTUKAMKU U NPaBUAAMMK 13
KOpnopaTMBHOTO LWabaoHa HeobXoAMMO A0KAATbCA 3aBEpLIEHMNA NPOBEPKU. B pesyabTtaTe
byaeT oTobpaxkeH CMMCOK Ha3BaHW MepeceKatoLMXca rpynmn 1 yCTPOMCTB, Ha KOTOPbIX
nepecekaeTca NOAMUTUKA, a TaKKe CKOMBUHMPOBAHHAA MONUTUKA.

[na npumeHeHMA MONUTUKM Ha BCe YCTPOMCTBA HEOOXOAMMO HaXKaTb KHOMKY
«MNopteepanTtby (PucyHok 170), B pesynbTaTe 4yero otobpasutcs coobuieHme «MNoamTuKa
obHoBNeHa». HoBble NpaBW/ia HAYHYT AENCTBOBATL A/1A BCEX aKTUBUPOBAHHbLIX YCTPOMCTB,
BXOAALLMX B rpynnbl YCTPOMCTB WAW MNONb30BaTesnell, Ha KoTopble Oblna Ha3HayeHa
NONUTHKKA.

MepacedeHwi NPK PEAAKTHROSAHMN NOMMTHIM

g FRynng yerpoleTn mpoc T pasc s sebupars (4 30264) Verpoee Tl

PucyHok 170
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MPUMEYAHMUE. Mepen npumMeHEeHMEM CKOMOWMHWMPOBAHHOW MOAUTUKM CaeayeT
YUYUTbIBATL C/ieylolLee:

— NPUOPUTET MMEIOT 3anpellatolLne NpaBuna;

— [ANA NpasBuAa C AaTaMK B NpuMopuTeTe npaBuao ¢ bonee no3gHen AaTon Co3AaHUA;

— A/1A NeproaoB —y HauMeHbLIEero nepmoaa AenCcTBumS;

— Ans npasun c sepcuamm (obHosneHne OC 1 yCcTaHOBKA NPUIOKEHNSA) MPUOPUTET
y nocneaHen sepcun (Hanpumep, ecam sepcnn 1.0.0 n 1.0.1 — 6yaet yctaHosneHa 1.0.1);

— [ONA NpaBuMaa XPaHeHMA CUCTEMHbIX COODLLEHMA NPUOPUTET Y NOCTOAHHOIO;

— KOPMOpaTMBHbIN WAbMOH A0NOAHAET CKOMOUHUPOBAHHYK NOAUTUKY NPaBMAAMMU,
KOTOPble YKa3aHbl B HEM, HO He YKa3aHbl B CKOMOMHNUPOBAHHOM MNONUTUKE.,

2.4.7. OTBA3Ka NOAUTUKM OT rPynnbl YCTPOUCTB UM TPYMMbl NO/Ib30BaTENEN

OTBA3aTb NOAUTMKM OT FPYMMbl YCTPOWCTB U/UAK TPYNNY NO/b30BaTENEN BOSMOMKHO
Yyepes:

— KapToO4yKy nonmtukm (nn. 2.4.7.1);

— KapTO4Ky rpynnbl ycTponcTs (nn. 2.4.7.2);

— KapTO4Ky rpynnbl nonb3osatenen (nn. 2.4.7.3).

2.4.7.1. OTBA3KA NOAWUTMKM OT TPYNMbl YCTPOUCTB M/MAM TPYNMbl NOSb30BaTENEN
Yyepes KapToUKy NOUTUKM

[na OoTBA3KM MOAUTMKM OT rpynnbl YCTPOWUCTB M/MAM Tpynnbl No/b30BaTeNEn
HeobxoAMMO BbIMONHWUTL CAeayowme AeNCTBUS:

— nepeunTtn B noapasaen «[onntnkm» pasaena «YnpasneHuner;

— Ha)KaTb Ha Ha3BaHWe NOAUTUKK ANA Nepexona B KapTouky (Npu HeobxoaMmMocCTm
BOCMO/1b30BaThcA duabTpPom (noapasaen 1.5);

— B OTKPbIBLIENCA KAapTOYKe NOIUTUKM NEPENTN BO BKAAAKY «[pynnbiI»;

— Ha)KaTb KHOMKY «PeaakTnpoBaTb rpynnbi» _(_c:,rv\. PucyHok 45 [2]);

— B OTKpbIBLIEMCA OKHE HasKkaTb 3Hayok U «OTBA3aTb MNOAUTUKY OT rpynmbi»
(PucyHok 171).

Pegan THPOBaNME 1 Iynn NOMT KN

PucyHok 171
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HauyHeTcAa npouecc NpoBepKM NpaBua MNOJUTUMKM Ha MepecedyeHne C APYrmmu
NONTUKAMW, @ TaKKe KOMOMHMpPOBaAHME C MNpaBMAaMM M3 KOPMNOPATUBHOrO LwWwabnoHa
NONUTUK, €CAM OH CO3A4aH. pouecc NpoBepKM nepecevyeHna NpPaBma NONNTUK aHANOTMYeEH
npusegeHHoOMY B M. 2.4.6.

B pe3ynbTaTe ycnewHon oTBA3KM, NOANTUKA ByAeT 0TBA3aHa OT rpynnbl YCTPOMCTB
WAW TPYNMN NOJIb30BaTENEMN.

2.4.7.2. OTBA3Ka NONUTUKM OT FTPYNMbl YCTPONCTB Yepe3 KapTOUKy rpynmnbl

[lna OTBA3KM MNONIUTUKM OT rPynbl YCTPOMCTB HEOBXOAMMO BbINONHUTL CieaytoLlme
NencTBus:

— nepenTn B Noapasaen «YCTponcTea» pasaena «YnpaBaeHue»;

— B 0bnacTn dunbTPOB BbIOPaATL «[TOUCK NO rpynnamy»;

— HaXaTb Ha Ha3BaHWe rpynnbl YCTPOMUCTB ANA nepexofa B KapPTO4uky (npu
HeobxoAMMOCTM BOCNONb30BaTbCA GUALTPOM (Nnoapasaen 1.5);

— B OTKPbIBLUENCA KAPTOYKe rpynnbl YCTPONCTB NePenTM BO BKAAAKY «TONUTUKNY;

— BbIOpPaATb MOAUTUKY, YCTAHOBMB TraNoMKy B 4ekboOKce Ans A0CTyna K CrMCKY
ObICTpbIX AencTBMin. MNpu HeobxoammocTn ana cbpoca BblAeNEeHMA HEODXOAMMO HaKaTb
KHOMKY «COpocnTb BblaeneHme» (PucyHok 172 [1]);

— B CnvcKe BbICTPbIX 4eNCTBUM BbIGPaTh 3HaY0K U «OTBA3aTb NOSUTUKM OT rPYMMbI»
(PucyHok 172 [2]).

ﬁ MYIIBTHTEHAHT  MOHMTOPUHI YIIPABNEHME  ALMMHUCTPUPOBAHWE @ Haranis Waanona (i
<>
YCTPOWCTEA  NONBIOBATENA  NOMMTUKKM  CUEMAPUM  @ARNBL  NPWIOXKEMWA  BUTPHMbL  CBRIKW KIIOYER
test_rpynnsi MY 7 YCTPOMCTRA 10AKTHEW CUEHAPKM

D TRYOnA yevpRacTs 2 Vim0 :_ 1 -
™ 3 40

PucyHok 172

HauyHeTcA npouecc NpoBEepKM MNpPaBWA MOAUTMKM Ha NepecevyeHne C ApYyrmmu
NOMTUKAMK, @ TaKKe KOMOWMHMPOBAHME C MpaBuMAaMM M3 KOPMOPaTMBHOrO wWabaoHa
NONUTUK, €CAK OH CO3/aH. pouecc NpoBepKn nepecevyeHna Npasma NOJNTUK aHAOTMYeEH
npuesegeHHoOMYy B M. 2.4.6.

B pe3ynbTaTe ycnewHom OTBA3KW MONUTMKM OT TPynnbl YCTPOMCTB OTObBpa3mTCA
COOTBETCTBYHOLLEE COODLIEHME.
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2.4.7.3. OTBA3Ka NOINTUKKM OT rPYNMbl MOAb30BATEEN YEPE3 KAPTOYKY rpynmbl

[Ons OTBA3KM MOAUTMK OT TrPynnbl MONb30BATENEN Yepe3 KapTOuKy rpynmnb
Heobxo4MMO BbINONHUTbL Ceaytolme AeNCTBUA:

— nepenTn B Nnoapasaen «lonb3oBaTenn» pasaena «YnpasneHme;

— B 0bnacTn dunbTPOB BbIOPaATL «[TOUCK NO rpynnamy»;

— HaXKaTb Ha Ha3BaHWe rpynnbl MNONb30BaTENEN ANA Nepexoda B KapTO4Ky (npw
HeobxoAMMOCTM BOCNONb30BaThCA GUALTPOM (Nnoapasaen 1.5);

— B OTKpPbIBLIEMCA KapTO4Ke Trpynnbl MNOAb30BaTenel MNepenTtn BO BKAAAKY
«[MONUTUKNY;

— BbIOpPaATb MOANTUKY, YCTAHOBMB TrafioMKy B 4ekboKce Ans A0CTyna K CAMCKY
ObICTpbIX AencTBuin. MNpun HeobxoammocTn ana cbpoca BblAeNEHMA HEODXOAMMO HaKaTb
KHOMKY «COpocuTb BblaeneHme» (PucyHok 173 [1]);

— B CnvcKe BbICTPbIX 4eNCTBUM BbIGPaTh 3HaY0K U «OTBA3aTb NOSUTUKM OT rPYMMbI»
(PucyHok 173 [2]).

ﬁ MYNBTHTEHAHT MORHTOPHHS YNPABNEHUE ABMUHIACT PUPOBAHWE ® HaTtans Meanoea (Livanova
YCTPOACTHA NONLIOBATENN NONKUTAKK CUEHAPHM AN NPHNOXEHNS BUTPUHLI CERAIKM KINONER
test_rpynna NONML30BATENN NONWTHKA CUEHAPHA

NONb30OBATENEN » x

ae -
e [pynna nonsaosaTenced ~

IAKPHITY MASHAYTE NOMM T

PucyHok 173

HayHeTcA npouecc NPOBEPKM MPaBUA MOAUTUMKM Ha MNepeceyeHme C Apyrumu
NONIUTMKAMK, a TaKKe KOMOWMHMPOBAHME C MNpaBMIaMW M3 KOPNOPATMBHOMO LWabaoHa
NOINMTUK, €CAM OH co3aaH. Npouecc NpPoBepPKM NepeceyeHna Npasua NOANTUK aHANOTNYEH
npuesegeHHoOMY B M. 2.4.6.

B pe3ynbTaTe ycnewHom OTBA3KM NOJIMTUKM OT FPyNnbl N0/Ib30BaTENEM 0TODPA3NTCS
COOTBETCTBYHOLLEE COODLIEHME.

2.4.8. YpaneHue noaNTUKN

MPUMEYAHMUE. MMepen ypaneHvem NOAUTUMKM HeobXoAMMO NpeaBapuTENbHO
OTBA3aTb ee OT BCEX rpynn YCTPOWUCTB WA rpynn Nosib3oBaTeNen B COOTBETCTBMM C N. 2.4.7.

[ns ynaneHuna noanTnkm ns My HeobxoaMMO BbINOAHUTL CAeaytoLlime AeNCTBUS:

— nepenTtn B noapasaen «MoanTukm» pasaena «YnpaBneHme;

— Ha)KaTb Ha Ha3BaHWe HeoBXOAMMOW MOAUTUKM ANA Nepexoaa B KapTouKy (npu
HeobXxoAMMOCTN BOCMNO/1b30BaTbCA GUALTPOM (Noapasaen 1.5);

— B KAPTOYKE NMOAUTUKN HaXKaTb KHOMKY «Yaanutb» (PucyHok 174);
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g! MYNIBTUTERAWT MOHHTOPHMI YNPABNEHWE ALIMHHUCTPUPOBRAHKE @ Maranus Meancaa (Livanova

YCTPORCTEA  NONLIOBATENKM  NONMTHKK  CLEHAPMW SAANGI NPHUNOMEHMA  BHTPMMLL  CBRIXH K/SOYER

test_nonuruka_IV 7/ IRAERAAT FRYVTV

Monwruxa o (pynnw NERCTEAR NONHTHEN

"
PO FLLAKTHPOBAT FFYIVI

PucyHok 174

— B 0TObBpasmBLIEMCA OKHe NoATBePANTb B0 OTMEeHUTb AencTeuma (PucyHok 175).

YORANSHWE O THem

PucyHok 175

B pe3ynbTaTe nonnTuka byaeT ycnewHo yaaneHa.
2.5. Nopgpasaen «CueHapmmn»

MNoapasgen «CueHapum» KoHcONM agmMuHUcTpaTopa [1Y npegHasHadeH AnAd
co34aHuA odpnarH-cUeHapUEB U NPUMEHEHNA X HA YCTPOMCTBAX.

OdnanH-cLeHapum — npaBuIa, KOTOPbIe OTNPABAAOTCA Ha YCTPOMCTBA C YKa3aHMeM
nenctena (cobbitna) no cpabaTbiBaHMto. [MpaBmMaa A0MKHbI MTHOBEHHO MPUMMEHUTBLCA Ha
YCTPOMCTBE MO YKa3aHHOMY COObITUIO, AaXKe B C/Ay4vae, eCAM B 3TOT MOMEHT HeT CBA3M C
CEPBEPOM.

NMPUMEYAHUA:

v’ [1n KOPPEKTHOrO ynpas/ieHns yCTPOMCTBOM HeObX0AMMO, YTOBbI Ha yCTpoMCTBE
ObI10 BbICTAB/IEHO KOPPEKTHOE BPEMA M Obla 3a[aH YaCOBOM MOAC;

v Ha rpynny ycTPOWCTB MAM Tpynny noab3oBaTesnieit MOXKeT BbiTb 04HOBPEMEHHO
Ha3Ha4YeHO HeCKONbKO opalH-cLueHapmes.

J1OCTYNHOCTb COObITUIA U peakunin odpnamH-cueHapueB AN pasHbix Bepcuin OC
npuseaeHa B Tabaumue (Tabanua 40).
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Tabnunua 40
Peakuua

" Paspewutb Paspewntb
3abnokupoBaTb/ 3apaTtb O4AHOPA30BbLIN 3agaTb nepuog P / P /

CobbiTne Ouncrka o 3anpeTuTb 3anpeTuTb

pa3b10KknpoBaTh o NnapoJib Nonb3osatensn/ | oTNpaBKu cobbITUM
o yCTPOMCTBA MCNO/Mb30BaHNE | MCMONb30BaHWe
YCTPOMCTBO agMUHUCTPATOpA 6esonacHocTn
Kamepbl MUKpPOdOHa

CmeHa SIM-KapTbl

OC Aspopa 4.0.2
“ Bbllle

OC ABpopa 4.0.2
“ Bblle

OC ABpopa 4.0.2
" Bblle

OC ABpopa 4.0.2
M BbllLEe

OC ABpopa 4.0.2
“ Bblle

OC ABpopa 4.0.2
“ Bbllle

OTcyTCcTBME CBA3M C

cepsepom

OC Aspopa 4.0.2
M Bbile

OC ABpopa 4.0.2
M Bblle

OC ABpopa 4.0.2
M Bbile

OC ABpopa 4.0.2
M Bblle

OC ABpopa 4.0.2
1 Bblle

OC ABpopa 4.0.2
M Bbile

BHe 30HbI AeNCTBUA

OC Aspopa 4.0.2

OC Aspopa 4.0.2

OC Aspopa 4.0.2

OC Aspopa 4.0.2

OC Aspopa 4.0.2

OC Aspopa 4.0.2

WLAN M Bblle M Bbllwe M Bblle M Bbllwe M Bbllwe M Bbllwe
HaxoxaeHue B8 30He |OC Aspopa 4.0.2 OCABpopa 4.0.2 |OCABpopa 4.0.2 OCABpopa4.0.2 |OCABpopa4.0.2 |OCABpopa4.0.2
WLAN M Bblle M Bbllwe M Bbllwe M Bbllwe M Bbllwe M Bbllwe
HaxoxaeHne — OCABpopa4.0.2 |- OCAspopa 4.0.2 |OCABpopa 4.0.2 OCABpopa4.0.2 |- OCABpopa 4.0.2 |OCABpopa 4.0.2
Ha TeppuTOpUN, “ BblllE; M BbllleE; M Bbile M Bblle “ Bbille; M Bbile
onpeaensiemomn — OC Android 7 u — OC Android 7 n — OC Android 7 n

NFC-meTkamm

BblLlle

Bblle

Bbllle

HaxorkaeHue BHe

— OCABpopa4.0.2

— OC ABpopa 4.0.2

OC ABpopa 4.0.2

OC ABpopa 4.0.2

— OC ABpopa 4.0.2

OC ABpopa 4.0.2

TEPPUTOPUN, “ BbllUE; “ BblllE; M Bbllle M Bbllle 1 BblllE; M Bbllle
onpeaensiembix — OC Android 7 n — OC Android 7 n — OC Android 7 n

KoopAMHaTaMum Bblle BbllE Bblle

HaxoxaeHne Ha — OCABpopa4.0.2 |- OCABpopa4.0.2 |OCABpopa 4.0.2 OCABpopa4.0.2 |- OCABpopa4.0.2 |OCABpopa4.0.2
TeppuTopuUAX, “ BblleE; “ Bbllle; M Bblle M Bblle M BblleE; n Bblle
onpeaensaembix — OC Android 7 n — OC Android 7 n — OC Android 7 n

KoopAMHaTaMm BblllE BblllE BblllE
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[lna nepexoda B noapasaen HeobxoAMMo B BepxHelr naHenu BbibpaTb pasgen
«YnpasneHue», nogpasgen «CueHapum». B pesynbtate 0T06pasnTCs CNMCOK CLEHapues
(PucyHok 176 [1]).

a MYNETUTEHAHT MOHUTOPHHT YIIPABITEMVE AIOMUHUCTPUPOBAHUE ©) Haranue Mearona

YCTPOMCTBA  NONLAOSATENRK  NONATHEW CUEHAPUI DAANGI NPANONEHKRA BUTPUHBLI  CBAIKM KINONER
Cuonapun

[Cuccni i =2

= ‘ U=l O ] ¥ 1= 3! Pol t
=~ 1
& ; Ha SIM-xap W TROWCTE
)3

PucyHok 176

B paboyen obnactnm noapasgena «CueHapum» MHOOpmauma oTobparkaeTcA B
cTtonbuax, npmseaeHHbIX B Tabauue (Tabnamua 41), a npu MX OTCYTCTBUM OTODpaKaeTcs
coobLleHne «HeT AaHHbIX.

MPUMEYAHME. 3HayeHMAa cTonbLOoB MOryT bbiTb OTCOPTUPOBAHDI: OT CTapbIX K
HOBbIM, “* OT HOBbIX K CTapbIM.
Tabnnua 41
HasBaHue
Onwucanue
ctonbua
HassaHue — Ha3BaHMWe odnalH-cUueHapma — NpeaCcTaBAAeT COOOM aKTUBHYHO CCbIIKY

(cm. PucyHok 176 [2]), npun HaxKaTnmM Ha KOTOPYHO OCYLLECTBAAETCA Nepexos,
B KapTOYKy odialH-cueHapums;

— KOMMeHTapuii (cm. PucyHok 176 [3]) — gonosnHnTenbHan nHdopmaums
(3anonHAeTca Npu HEOHXOAMMOCTH)

CobbiTne CobbiTne opnanH-cueHapua (A40CTyNHbIe 3HaYEeHMA ONKMCcaHbl B Tabaunue
(Tabnnua 42).
B none coaepsKntca NoAcKasKa, AOCTyNHas 414 NPOCMOTPa HaxKaTuem

3Ha4kKa @

Peakums [lericTBMe, KOTOPOE A0KHO NPOU3ONTH C FPYNNON B pesyibTaTte
Ha3Ha4YeHuA JaHHOro odaanH-cueHapua (A0CTyNHble 3HAYeHMA ONMCaHbI B
Tabaunue (Tabnmua 42)

O6HoBneHo |[aTta u Bpema nocneaHero o6HoBAEeHUS opalH-cLeHapmn
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2.5.1. [dobasneHune opnanH-cueHapma

MPUMEYAHUE. [octynHo pobasneHne odpnamH-cUeHapUeB CO  CAeayHLMMM
napameTpamu:
— C pPa3HbIMK COBOLITUAMY;
— C OAHMM COBbITUEM, HO C Pa3HbIMK pPeaKkUMamm (Npasmiamn);
— C oAHUM cobbiTnem («HaxoxaeHne B 30He WLAN» nam «BHe 30HbI AencTeuma
WLANY») 1 c oagHoM peakumein, Ho ¢ pa3Hbimu MAC-agpecamum (BSSID) Toukn goctyna WLAN;
— C oaHMM cobbiTnem «HaxoxkaeHune Ha Tepputopun, onpeaensemon NFC-
MeTKaMm», NpPu 3TOM:
® OIHOBPEMEHHO OAMH W TOT e ID MeTKM He MOXKeT OblTb Ha BXOZE M BbIXOAE;
e nBa odNalH-CLEHApPMA C OANHAKOBbLIM ID METKM BXo4a MM BbIXOAa HE MOTyT
MMETb OAMHAKOBYHO peaKLmio.
[na co3paHnsa opnanH-cLeHapna HeobXoAMMO BbINOAHUTL CAeaytoLMe AeNCTBUA:
— nepenTtn B nogpasaen «CueHapmm» pasaena «YnpaBneHume;
— HaXkaTb KHOMKY «[106aBUTbY;
— B OTKpbIBLIEMCS OKHe (PucyHoK 177) 3anonHUTL NOAs, NpuBeAeHHbIe B Tabaunue
(Tabnnua 42);
— noATBeEpAUTb NMOO OTMEHUTL AEUCTBUS.

Coagavme O@PNanm-cCuenapun

-

PucyHok 177

Mpn ycnewHom co3gaHum odnarH-cueHapus oTobpasnTCa COOTBETCTBYyHOLLEE
coobuleHme.
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Tabnnua 42
NapameTp 3HayeHus
Hassanue HassaHue obnaiiH-cueHapusa. Mone o06a3aTesbHO 418 3aMN0NHeHUs
KommeHTapwit | [JononHuTenbHas MHbopmaLmsa K odnaliH-clueHaputio. Mone HeobasaTebHO 418 3anoNHeHNs
CobbITne Bbibop 3HaueHMA 13 packpbiBatoLLeroca cnucka. CobbITue, Ha KOTOpoe cpearnpyeT yCTPONCTBO:

— CmeHa SIM-KkapTbl — npu cmeHe SIM-KapTbl Ha YCTPOMCTBE CcpaboTaeT peakums, BbIbpaHHAs M3 pacKpbiBatOLLErocs
CNMCKa «Peakuma»;

— OTcyTCTBME CBA3M C CEPBEPOM — NPUY OTCYTCTBUM CBA3M C cepBepom ABpopa LleHTp Ha ycTpolicTee cpaboTaeT peakuums,
BbiOpaHHaA M3 packpblBatollerocs cnmcka «Peakuma». JJoONOAHUTENBHO HEODXOAMMO YKa3aTb BPEMEHHOW WMHTEpPBan
(bopmaT: [AA4] : [H4] : [MM]) OTCyTCTBMA CBA3M C CEPBEPOM, NMOC/E HACTYMN/IEHNSA KOTOPOro YCTPOMCTBO Cpearmpyer;

— BHe 30Hbl penctBua WLAN — ecnm ycTpoincTBo He 0OHapyXuT onpeaeneHHyto cetb WLAN B A0CTynHbIX AN
noaKNtodeHns, To cpaboTaeT peakuma, BbIbpaHHaA M3 PAaCKPbIBAKOLLErOCA CNMCKa «Peakumar.

MPUMEYAHMUE. Mpu Bbibope cobbiTna «BHe 30HbI Aenctena WLAN» oTobparkaeTca ONOAHUTENbHOE NOAE, B KOTOPOM
HeobxoaMmo yKasaTtb BSSID (Basic Service Set Identification unm naeHtndumkatop) Toukm goctyna WLAN;

— HaxopaeHne B 30He WLAN — ecnm ycTponcTBo OOHapyKuT onpegeneHHyto cetb WLAN B A0CTYynHbIX 414
NOAKNOYEHMSA, TO CpaboTaeT peakumsa, BbIDpaHHasA M3 PACKPbIBAKOLLEroca CNMcKa «Peakumar.

NMPUMEYAHUE. Mpwu Bbibope cobbiTnsa «HaxoxaeHne B 3o0He WLAN» oTobparkaeTca 40NOAHUTENBHOE NOJE, B KOTOPOM
HeobxoaMmo yKasaTb BSSID (Basic Service Set Identification nnun naeHtTndumkatop) Toukn aoctyna WLAN;

— HaxoxpaeHune Ha Tepputopun, onpegensemon NFC-meTKamu (npumeHeHne odnalH-cLeHapMa Ha COCToAHMeE
ycTpoicTBa onpeaensetrca no NFC-meTKe) — npu CKaHMPOBAHMU METKM BXoJa cpaboTaeT peakumsa, BblOpaHHas M3
PacKpblIBatoLLEroca cnucka «Peakumsa», n, HQOHOOPOT, NPU CKAHUMPOBAHMM METKM BbIXOAa NPUMeEHeHNe odnaH-cLeHapuUa
npeKkpaTuTCA.

BHUMAHMWE! Mocne ckaHnpoBaHna NFC-MeTKM BbIxoAa Ha YCTPOMCTBE NPUMEHAETCA NPABUAO 13 MONUTUKM, MOXOXKEE Ha
peakumo odpnalH-clueHapusa. Ecam Takoe NpaBMAO OTCYTCTBYET B MOAMUTMUKE, TO COCTOAHME YCTPOMCTBA HE M3MEHUTCA.
HeobxoaMMo Ha3Ha4MTb Ha YCTPOMCTBO MOAUTUKY C MOXOXKMM MPABUIOM, YTODbI COCTOAHME YCTPOMCTBA M3MEHSIOCH
nocne CKaHMPOBAHWA METKM BbIXOAa.
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MNpumep:

3aZaHa peakuma «3anpeTuTb MCMO/Ib30BaHME KamMepbl» C nomouwpto odnarH-cueHapmsa ¢ NFC-meTkamu. [pwu
CKAHMPOBAHMM METKM BXOAA MCMO/b30BaHME Kamepbl OyaeT HedoCTymnHbIM. [locne CKaHMpPOBaHMA METKM BbixOaa
odNanH-CLUEeHapUiM NPeKpaTUT AeNCTBUE Ha COCTOAHME YCTPONCTBA. [1pn 3TOM, ecam Ha YCTPOMCTBO He Bbina Ha3Ha4vYeHa
MOMINTMKA C pa3pelleHneM KaMepbl, TO 3anpeT Kamepbl Ha ycTpoKncTee byaeT coxpaHeH. A pa3boKMPOBKM Kamepbl
HeobX0AMMO Ha3HA4YMTb Ha YCTPOMCTBO MNOAUTUKY WAM OTNPaBUTb KOMaHAy OMNepaTMBHOrO ynpasBAeHUAa C
Pa3bNOKMPOBKOM Kamepbl.

Mpwn BbIbOpe cobbiTMA «HaxoxKaeHue Ha TeppuTopun, onpeaendemonn NFC-meTkamMmn» AONONHUTENbHO OTODpaXKatoTca
nona «ID meTok Bxoda» u «ID MeTOK BbIxoAa», rae HeobxoAMMO YKa3aTb YHWKa/IbHbIE MAEHTUDMKATOPbI METOK BXOAA M
BbIXxOJda, cocToswme 13 4, 7 uam 8 nap CMMBOJIOB, pasdeneHHbiXx aBoeToumem. [JocTynHo aobasneHme HeCKONbKMX
NAEHTUOUKATOPOB METOK.

BHUMAHWE! NFC-meTKa cKaHMpyeTcs Ha YCTPOMCTBAX:

— Ha 6a3e OC Aspopa npu 3a6/10KNMPoBaHHOM/Pa3baoKMPOBAHHOM TelepoHEe 1 NPU BKIHOYEHHOM SKPaHE;

— Ha 6a3e OC Android npu pa3ba10KMpPOBaHHOM YCTPONCTBE U NPU BKAOYEHHOM 3KpaHe. Ha HEKOTOPbIX YCTPOMCTBAX NpU
BK/OYEHHOWM Kamepe He cpabaTbiBaeT ckaHupoBaHue NFC;

— HaxoxkaeHune BHe TeppuUTopUi, onpeaenieMbiX KOOPANHATAMM — eC/IM MECTOMO/IOKEHNE YCTPOMCTBA OKAXKEeTCA BHe
3a4aHHON TEPPUTOPUMU, TO HA COCTOAHME YCTPOMCTBA HAYHET AEeMCTBOBATb OPAANH-CLUEHAPWUIA C peaKLnen, BbiIbpaHHOM
M3 pacKpbIBatoLLEroca cnucka «Peakuma». [JoONONHUTENbHO B PACKPbIBAIOLWEMCA CNUCKe «TeppuTopmusa» Heobxoammo
BblOpaTb TPebyemyto TEPPUTOPUIO;

— HaxoxkaeHue Ha TeppuTopuUAX, onpeaenfaemMblX KOOPAUHATAMMN — €C/IM MECTOMO/IOKEHNE YCTPONCTBA OKAXKETCA BHYTPU
33JaHHOM TEPPUTOPUM, TO HA COCTOAHME YCTPOMCTBA HAYHET AeNCTBOBATL Od1alH-CLUEHAPUIM C peaKkumeit, BbIbpaHHOM
M3 pacKpbIBatoLLEroca cnncka «Peakuma». [JONONHUTENbHO B PACKPbIBAIOLWEMCA CAUCKE «TeppUTopmusa» Heobxoammo
BbIOpaTh Tpebyemyto TeppPUTOPUIO.

MPUMEYAHUA:

v Ecav HeobxoamMmMol TeppuTOpmuK HeT B crinucke, To TpebyeTca AobasuTb ee (M. 4.1.5);

v TOYHOCTb OnpeaeneHns KoopAMHaT YCTPOMCTBA 3aBUCUT OT MHOTUX GaKTOPOB, @ UMEHHO: TUM YCTPOMCTBA, COCTOAHME
CeTM, CKOPOCTb, HAXOMAEHWe B 34aHWM WMAW OKOJIO BbICOKMX OOBEKTOB, MOKPbITME CMYTHWKOB, anmnapaTHble W
NPOrpamMMHbIe XapaKTepPUCTUKM, YPOBEHb LyMa/Nomex 1 T.4;
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MNapameTp

3HayeHusn

v’ TMpunoxeHne «Aspopa LieHTp» nonydaeTt koopamHaTsl ycTpoictsa n3 OC Kaxable 10 munyT (OC Aspopa 1 OC Android)
nnn kaxable 50 metpos (OC Android). Mpn He0HXOAMMOCTN AOCTYNHO M3MEHEHME HYacTOoTbl OOHOBNEHMA KOOPAMHAT B
NpUNoXKeHnn «ABpopa LleHTp» ¢ nomolblo npasuaa NoanTMKM «KoHourypauma/Ob6HoOBAEHME KOOPAMHAT B KAMEHTE
Aspopa LeHTp» (nn. 2.4.1.27)

Peakuwna

BbibOp 3HaYeHMA 13 paCKpbIBAtOLLErOCA CAMCKaA:

— 3ab10KMpoBaTb YCTPOUCTBO — YCTPOMCTBO byAeT 3ab10KMPOBAHO;

— Pa36,10KnpoBaTh YCTPOMCTBO — YCTPOMCTBO Oy AeT pa3boKMpPoBaHO;

— OumnCTKa YCTPOMCTBA — YCTPOMCTBO ByAeT OYMLLEHO (A0 3aBOACKMX HACTPOEK);

— 3a4aTb OAHOPA30BbLIA MAPO/Ib MONL30BATENA — HEOOXOAMMO BBECTM Maposb (OoT 7 A0 12 CMMBOMOB), KOTOPbIN
N0/Nb30BaTe/lb CMOMET MCMNO/b30BaTb A4 Pa3bAOKMPOBKK YCTPOMCTBA. [1aposb A0MKEH COOTBETCTBOBATL TPebOBaHUAM
NapobHOM NONUTUKMY;

— 3a4aTb OAHOPA30BbLIA NAPOAb aAMMHUCTPATOPaA — HeobXxoAMMO BBECTM Maposb (0T 7 A0 12 CMMBOOB), KOTOPbIN
aIMUHUCTPATOP CMOXET MCNo/b30BaTb A1A pPa3b/oKMPOBKM ycTpokcTBa. [laposib  A0MKEH COOTBETCTBOBATb
TpeboBaHMAM NAPOAbHOM MOANTUKN;

— 3apatb nepuop, oTnpaBKK cobbiTnii HGesonacHocTM — HeobXxoAMMO 3a4aTb pacnucaHue OTMPaBKM COODLIEHMI O
cobbiTnaAx besonacHocTu (security.d journaling daemon), npousoweawnx Ha yctporctee, B dopmate: [A4] : [HY] : [MM];
— Pa3pewunTb Ucnonb3oBaHME KaMepbl — MCMO/Ib30BaHME KaMepbl Ha YCTPOMCTBaxX DyAeT pa3peLleHo;

— 3anpeTuTb NCNONb30BaHUE KaMepbl — MCMO/1b30BaHME KaMepbl Ha YCTPOMCTBax ByAeT 3anpeLLeHo;

— PaspewunTb NCNOb30BaHME MUKPOPOHA — MCMOb30BaHNE MUKPODOHA Ha YCTPOMCTBax byaeT pa3pelleHo;

— 3anpeTuTb UCNONb30BaHUE MUKPOPOHA — MUKPODOH DyaeT HeaoCTyneH ANA 3anNucK 3ByKa BO BCEX MPUAOKEHUNAX U
BHELLIHWUX YCTPOMCTB, KOTOPble YNPaBAsoT UM (HayLWHWKK, FAPHUTYPbI M T.M.), HO ByaeT AOCTyNeH ANA UCXOAALIMX U
BXOAALLMX BbI3OBOB

218




" | OTKPBLITAA
PyKkoBOACTBO nonb3osaTens. YacTb 3 I ey

2.5.2. HasHauyeHne odnalH-cueHapUsa Ha rpynnbl  YCTPOMCTB  WAM  TPYNMbl
Nonb30BaTeNEN

Ha3HaunTb odnalH-CLLEHAPUM Ha FPYNMbl YCTPOMCTB MM NO/b30BaTEIEM BO3SMOXKHO
cneayoLWmMmmn cnocobamu:

— yepes KapTouky obnanH-cueHapma (nn. 2.5.2.1);

— C MOMOLLbO CNNCKa bbICTpbIX AencTemin (nn. 2.5.2.2);

— Yyepes KapTouKy rpynnbl ycTponcts (nn. 2.5.2.3);

— Yyepes KapTo4Ky rpynnbl nonb3osatenen (nn. 2.5.2.4).

2.5.2.1. HasHayeHne odnanH-cUeHapMa Ha rpynnbl YCTPOMCTB WAM TPYyMMbl
Nno/sib3oBaTenen Yepes KapTouky odpalH-cUueHapus

[ns HasHayeHns odnalH-CLUEHAPUA Ha rPynnbl YCTPOMCTB WUAK NOJSIb30BaTeNEN
Yyepes KapTo4ky odpalH-cLUeHapmna HeODX0AMMO BbIMONHUTL CieAytolne AeNCTBUA:

— nepeiTn B nogpasaen «CueHapum» pasaena «YnpasaeHue;

— NepenTn B KapTouKy odarH-cueHapus (n. 2.1.6);

— ana aobaBneHuA rpynnbl YCTPOMCTB MAWM MO/b30BaTeNEN B PACKPbIBAOLLEMCA
CNucKe BblIbpaTb «/106aBUTb rpynnbl YCTPONCTBY UK «[10OaBUTb rpynnbl NOAb30BATENEN»
(PncyHok 178);

ga MYNBTUTEHAHT MOHUTOPUHI YIPARNEHKE ALMUHNC TPUPOBAHME @ Hatanns Weano8a (|.ivanova
YCTPOWUCTBA NONLIOBATENN NONNTHUKKN CUEHAPWM ©ANNBI MPUNOXENKMA BUTPUMDLI CBAIKN KIMOYEN
Cuexapui_1 revnny
Cuenapwi 23 Ipynnui QeACTENA CUeHApHS
alet
IBUTS FRYNNS NOSS30BATE
{ L v
QABUTE FpyNne yCTROMCTE
TS| OBABHTE ~ YOANMTD

PucyHok 178

— B OTKPbIBLIEMCA OKHe BblIOpaTb rpynny W3 CNUCKa, Npu HeobxoaAMMOCTM
BOCMO/1b30BABLLMCH PUALTPOM NO Ha3BaHMto rpynnbl (PucyHok 179 [1]);

— pobasneHHas rpynna otobpasmtca B cnucke. Mpu HeobxoaMMOCTU BO3IMOXKHO
yOoanuTb A006aBNeHHYO TPynny M3 CrMCKa, HaxaB 3HAYoK [u] (PucyHok 179 [2]). Takke
NOCTYNMHa BO3MOMHOCTb OTBA3KM OQAaMH-CLUEHapMA OT [pPynmnbl, ONMCaHWE KOTOPOM
npmueeneHo B n. 2.5.3;

— [anee, ANA Ha3HayeHWA odnanH-cueHapua Ha A0OaBAEHHble rPynMbl, Ha*KaTb
KHOMKY «Ha3HauMTb Ha rpynnbl» AMOO OTMEHWTb BCe MocneAHMe AEWCTBMS HarKaTUeEM
KHOMKK «OTMeHa» (PucyHok 179 [3]).
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Hasuavenne cuenapnen Ha rpynnm

Babpano cukrapwen |

N

LIpynng t

e m_ 3

o]

PucyHok 179

B pesynbTaTe npumeHeHusa odnalH-cueHapusa oTobpasnTca COOTBETCTBYOLLEE
coobuleHme.

2.5.2.2. HasHayeHne  odnanH-cueHapun Ha rpynnbl  yCTPOMCTB/rpynnbl
NONb30BaTENEN C MOMOLLBIO CMUCKA DbICTPLIX AEMCTBUIA

[na HasHayeHus odnalH-CUeHapua Ha rpynnbl YCTPOMCTB/MoNb30BaTeNEN C
MOMOLLbIO CMIMCKA BbICTPbIX AENCTBUIM HEODXOAMMO BbINOAHUTL CAeaytoLLne AeNCTBUA:

— nepenTn B nogpasaen «CueHapum» pasagena «YnpasaeHume;

— BblbpaTb odnalH-cLeHapWM, YCTAHOBMB rafoyky B 4Yekbokce Ansa AocTyna K
CNUCKY BbICTpbIX AencTBuiA. MNMpn HeobxoammocTn ana cbpoca BbliaeneHmns Heobxoammo
HaxaTb KHOMKy «CbpocnTb BbliaeneHme» (PucyHok 180 [1]);

— B CMMCKe ObICTPbIX AENCTBUI BbIOPATD:

o 3HAUOK &aF (PucyHok 180 [2]) ana HasHavyeHusa odpaalH-CLUeHapusa Ha rpynny
NnoJib30BaTeNeN;
e 3Havok L) (PncyHok 180 [3]) ans HasHadyeHua odsialH-CLUEeHapUa Ha rpynmny
YCTPOMWCTB;
— B OTKPbIBLIEMCS OKHE BbIMONHUTb AENCTBMA, NpMBeAeHHble B Nn. 2.5.2.1.

g; MYNBTUTEHANT MOHUTOPUHI YIPABNEHMNE AOMUHUCTPUPOBAMKE @ Hartanwa Meanoea (Livanova
YCTPOWCTBA NONL3OBATENN NONUTHKK CUEHAPUM DANNG NPUNOXEHUS BUTPUHBI CBA3KW KIMOYER

2 3
TR P — o
=
g OroyToTane cessu ¢ copascpom O 3anpeTHTL NCNONL30BANNC KatAD NN

Cavena SIN-kapT 36N UPOBATY YETRDOACTIO 1204.2024 10:36
H . " - 2

PucyHok 180
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2.5.2.3. HasHauyeHune odnalH-cUueHapMUAa Ha rpynnbl YCTPOWCTB 4Yepe3 KapTO4Ky
rpynnol

[na HazHaveHnA odnalH-CLUEeHapMA Ha rpynny YCTPOMCTB Yepes KapTo4Ky rpynmnbl
HeobXx04MMO BbINONHUTL CAeAyoWwme eNCTBUA:

— nepenTn B Noapasaen «YCTpOUCTBa» pasaena «YnpasieHue»;

— B 061acT dmAbTPOB BbIGPaTh «[TOUCK MO rpynnamy»;

— HaXaTb Ha Ha3BaHMWe rpynmnbl YCTPOMCTB AO/1A Nepexoda B KapToyky (npu
HeobxoAMMOCTM BOCNOAb30BaTbCA GuabTpom (nogpasaen 1.5);

— B OTKPbIBLUEMCA KapTOYKe NepenT BO BKAAAKY «CueHapumy;

— HaXKaTb KHOMKY «Ha3HaunTb cueHapum» (PucyHok 181);

% MYNBTUTEHAHT  MOHMTOPHMHI  VIPABNEHME  ALMMHWCTPUPOBAHME @) Haranws Waanoea (Livanova
YCTPOMCTBA NONb3IOBATENN NOMUTHUKH CUEHAPMWM AN NPUNOXEHMR BUTPMHDI CBR3KM KIIOYEN
test_rpynnsi MY 7 YCTPOMCTBA  NOMUTHKM  CUEHAPHM
O3 rpynna ycrpodcra A CUOHIPHK HAIHAHCHMBIC 13 FPYNNTY

B 851a7343.1677-4

PucyHok 181

— B OTOOpasmBlIEMCA OKHe BblbpaTb opnanH-cLUEHAPUn M3 PACKPbIBAOLLErOCA
CMUCKa MM BOCMONb30BaTbCs duabTpom (PucyHok 182 [1]). danee, npu He0bX0AMMOCTH,
BO3MOXHO A06aBWUTb AOMONAHUTENbHbLIA CLEHApWin, BbiOpaB ero M3 pacKkpbliBatoLLEerocs
cnncka nmbo BOCMO/Ib30BABLLUMCH MOMCKOM MO GUAbTPY. TaKKe BO3MOXKHO yAanuUTb M3
CMUCKa BblOpaHHbIe CLeHapun, HaxKaB 3HaAYO0K [u] «YbpaTtb 13 cnucka» (PrucyHok 182 [3]);

Haanavyenuwe cueHapues Ha rpynny

Bwbpano rpynr

MermkhyTe -
pErndy Brie 3o+ neicTars WLAN @ 335n0KWPOBETE YCTPONCTEO 3 —'@
B[~ s |

PucyHok 182

— HaXaTb KHOMKY «Ha3HauuTb cueHapum» (cm. PucyHok 182 [2]) nMbo KHOMKy
«OTMeHa» AN OTMEHbI AeUCTBUN.
B pe3ynbTaTe opnanH-cueHapuin byaeT HasHayeH Ha rpynny yCTPpoMnCTB.
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2.5.2.4. HasHauyeHne odnalH-cLueHapusa rpynnbl NOAb30BaTENEN Yepe3 KapTOuKy
rpynnol

[Ana HazHaveHWA odNaMH-CLUEeHapuA Ha rpynny Noab30BaTeNen Yepe3 KapTOYKy
rpynnbl HEOHXOAMMO BbINONAHUTL Ceaytolime AeNCTBUA:

— nepentn B Nnoapasaen «llonb3oBaTenn» pasagena «YnpasneHmer;

— BblbpaTb B 061aCTN GUALTPOB «TOUCK NO rpynnamy»;

— HaXKaTb Ha Has3BaHWe rPynnbl No/ab3oBaTeNei ANA nepexoda B KapTOuKy (npw
HeobxoAMMOCTM BOCNOAb30BaTbCA GuabTpom (nogpasaen 1.5);

— B OTKPbIBLUEMCA KapTOYKe NepenT BO BKAAAKY «CLueHapumy;

— Ha¥KaTb KHOMKY «Ha3HaumTb cueHapum» (cm. PucyHok 41 [2]);

— B OTOOpPa3mMBLIEMCA OKHE BbINMOAHUTbL AENCTBMA, ONMCaHHble B NN. 2.5.2.3.

B pe3ynbraTe opnanH-cueHapuin byaeT HazHayeH Ha rpynny noab3oBaTeen.

2.5.3. OTBA3Ka opnalH-cLeHapuit oT rpynnbl yCTPOMCTB/rpynnbl Nosb3oBaTeNeNn

OTBA3aTb OdaalH-CLeHapum OT TPynMnbl YCTPOMCTB MAM TPYMNMbl NOAb30BaTeNel
BO3MOHO Cneaytowmmmn cnocobamu:

— yepes KapTouky obnanH-cueHapma (nn. 2.5.3.1);

— Yyepes KapTo4Ky rpynnbl yCTPOUCTB/rpynnbl nonb3osatenen (nn. 2.5.3.2).

2.5.3.1. OTBA3Ka odnanH-cLeHapua OT rpynnbl YCTPOUCTB/rpynmnbl NOAb30BaTENEN
yepes KapToyky opaalH-cLeHapms

[na oTBA3KM odnalH-CLeHapuii oT rpynnbl YCTPOMCTB/rpynnbl MNo/ib3oBaTenein
HeobX0AMMO BbIMONHUTbL Ceaytolne AeNCTBUA:

— nepeiTn B nogpasaen «CueHapum» pasaena «YnpasneHue;

— NepemnTn B KapToYKy odpNalH-CLEeHapus;

— BblbpaTb rpynny, yCTaHOBMB raio4Ky B YekboKce ANA AOCTyNa K CMUCKY DbICTPbIX
nenctenin. Mpn HeobxoammocTn aAna cbpoca BblaeneHMAa HeobXxoAMMO HaxKaTb KHOMKY
«CbpocuTb BblgeneHune» (PucyHok 183 [1]);

— B CMNUCKe ObICTPbIX AENCTBUIM BbIOPATb 3HAYOK O «OtsasaTh CLUEeHapWi OT rpynnbi»
(PucyHok 183 [2]);
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g MYNBTUTEHAHT MOHWUTOPUHI YNPABNEHME AAMUHKCTPUPOBAHME @ Hatanma Viganosa [Livanova
YCTPOWUCTBA NONLIOBATENA NOMATHUEN CUEHAPUWN ©ANNLI NPUNOXEHMA BUTPUHLI CHAIKK KMOMER
Cuenapuin_1 rPynnl
CueHapwi A 1 rpynna sefpans E— 1 2
N 15212 ab0a- 4t x
1k : ; 12.04,2024 1115
\ >

PucyHok 183

— B OTOOpasmMBLIEMCA OKHe NOATBEPANUTb MO0 OTMEHUTb aercTeme (PucyHok 184).

OTBA3Ka CUeHapus OT rpynn
Bbl AEWCTBUTENBHO XOTUTE OTBA3ATL CLIEHEPUIA OT rPYMnbI?

OTMEHA e kRN

PucyHok 184

B pe3ynbTaTe 0TBA3KM odNalH-cLeHapuin byaeT yaaneH co BCeX YCTPOMCTB rpynmnbl.

BHUMAHWE! Ecnmn pesynbTaT AaHHOrO odnamH-cLeHapua y»Ke NPUMEHEH Ha
YCTPOMCTBAX M NPW 3TOM Ha YCTPOMCTBAX He HAa3HAYeHa NOIMTMKA C UHbIM JIEMCTBUEM, NMOC/e
OTBA3KN OpalH-CLUEHapUs ero pesynbTtat He OyAeT OTMEHEH.

2.5.3.2. OTBA3Ka odnanH-cLeHapua OT rpynnbl YCTPOUCTB/rpynmnbl NOAb30BaTENEN
yepes KapTouKy rpynmbl

Ona oTBA3KM odnalH-cLUeHapma OT rpynnbl YCTPOMCTB/rpynnbl No/sib30BaTeNei
Yyepes KapTOUKy rpynnbl HEOHXOAMMO BbINONHUTL CAeytollmMe AeNCTBUA:
— NepeunTu:
e B noapasaen «YcTponctea» pasdena «YnpasneHme» — O1a OTBSA3KM rpynmnbl
YCTPOWCTB;
e B noapasaen «Monbloatenn» pasaena «YnpasneHume» — ANa OTBA3KM rpynnbl
noJib30BaTeNen;
— B 0bnacTn dUNbLTPOB BbIOPATL «[TOUCK NO rpynnamy»;
— HaXaTb Ha Ha3BaHMe HeobXOAMMOWM Tpynnbl ANA nepexoda B KapTOuky (npu
HeobXxoAMMOCTN BOCMNO/1b30BaTLCA GUALTPOM (Noapasaen 1.5);
— B OTKPbIBLUEMCS KAPTOUYKE rpynnbl NePeNTM BO BKAAAKY «CLEHAPUNY;
— BblbpaTb odNalH-cLUEeHapuii, YyCTAaHOBMB rasnoyKy B 4Yekbokce ansa AocTyna K
CNMCKY BbICTPbIX AencTBMIA. [pn HeOBX0AMMOCTK ANna cbpoca BblAeNEHNA CaeayeT HaxKaTb
KHOMKy «CHpocuTtb BblaeneHme» (PucyHok 185 [1]);
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— B CnMcKe BbICTPbIX AeMCTBUI BbIOpPaTh 3HAYOK 0 «OTeazath CLUEeHapuu oT rpynnbi»
(PucyHok 185 [2]);

a MYNBTUTEHANT MOHUTOPHHI YNPABNEHKE ALMUHUCTPUPOBAHUE @ Haranms Maanosa (iivanova
YCTPOMCTBA  NOMbAOBATENW  MONMTUKWM  CUEHAPHM ARG NEMNOXEHMA  BUTPUHBI  CBR3KW K/BOYER
test rpynna NONLIOBATENH NOAUTUKK CUEHAPHMI

NONb3OBATENEN 1 sabpano :}— 1 2

- -
- Tpynna nonsloearteneid -~

R

|hacyst 385 P

PucyHok 185

— B OTOOpPA3mMBLLUEMCS OKHE NOATBEPANTL NMOO OTMEHUTL AencTBUA (PrcyHoK 186).

Oresans CLENADKES OT FRYNNe

PucyHok 186

B pe3ynbTaTe ycnewHon oTBA3KM oObnaH-cueHapuii byaeT yAaneH CO Bcex
YCTPOMCTB rpynmbl NOAb30BaTENEN/YCTPONCTS.

BHUMAHWE! Echn peincteBue paHHOro odnarH-cUeHapua Yy)Ke MNPUMEHEHO Ha
YCTPOMCTBAX M NPM 3TOM Ha HMX He Ha3Ha4YeHa MNOUTMKA C MPOTUBOMONOKHbIM AENCTBMEM,
nocne oTBA3KM odNamH-cLEeHapuA ero AencTame He byaeT oTMeHeHoO.

2.5.4. YpaneHue opnanH-cueHapua

Yaanutb opnanH-cLEHAPUIA BO3IMOMKHO OAHUM U3 CAeaytolmx CnocoboB:

1) C nomoLb cnncka bbiCTpbIX AeMcTBUIA. 58 9TO HE0DX0AMMO:

— nepeinTn B nogpasaen «CueHapum» pasgena «YnpasaeHue;

— BblbpaTb odnaiH-cLEHaApUM, YCTAHOBMB rafioyky B 4Yekbokce Ans AocTyna K
CNUCKY BbICTpbIX Aencteuid. Mpn HeobxoammocTn ana cbpoca BblaeneHuns Heobxoammo
HaxaTb KHOMKy «C6pocuTb BblaeneHme» (PucyHok 187 [1]);

— B CMUCKe ObICTPbIX AENCTBUI BbIOPATL 3HAYOK ] (PucyHok 187 [2]);
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MNNAT®OPMA

@ MYTNIBTUTEHAHT

MOHUTOPUMI YINPABNEMME ALMHUHUCTPUPOBAHKE @ Haramws Wesanoesa {iLivanova
YCTPOMCTBA NONLIOBATENW NOMUTUKH CUEHAPUM GANNLI NPUNOXEHUSA BUTPUHBI CBA3KM KMOYER
AOEARMTE 2
=]
X OtcyroTams cesan ¢ cepeepom © 3anNPETUTE KCNONLIDEIHNE KaMme 12.04.20 20
5 Cwveeid SIM-sapT JatnoKMposaTL YCTPORCTBO 2.04.20
PucyHok 187
— B OTO6pa3l/lBLL|eMCFI OKHe noATBepanTb NMbO OTMEeHUTb ,El,er/'ICTBl/IFI (PVICYHOK 188),
Nogreepaaornne ONeDaLNM
PucyHok 188
2) L4epe3 KapTO4RY Od)ﬂaIZH—CLI,eHapMFI. ,D,J'IFI 3TO HeO6XO,£I,l/IN\OZ
- ﬂepeVITM B nogpas3aen «CLI,QHEIpVIV]» pa3aena «lepaBneHme»;
— NepenTn B KapTOYKy odnanH-cueHapua (n.2.1.6), KOTOpbIM Heobxoanmmo
VA3 INTb,
— HakaTb KHOMKy «Yaanutb» (PucyHok 189);
g MYNBTUTEHAMT MOMHUTOPHMI YNPABNEMME AOMUHUCTPHUPOBAMWE @ Hatarms Nesanosa {iivanova
YCTPOWCTBA  NONb3OBATENM  MOMWUTWUKWM  CUEMAPMHA  OARNH  NPANOKEHMA  BUTPHMBI  CBASKM KIIOYER
c“e"ap”ﬁ_‘l I'eynns
Cuenapwi N Fpynns AERCTEMA CUeHAPUS
0 Obau5212-«b3s
,“ ' ‘jhb- = ;.. SO24TED ]
PucyHok 189
— B OTODpasuMBLUEMCA OKHE noAaTBepAMTb MO0  OTMEHUTb  AEMUCTBUA

(cm. PucyHok 188).
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B pe3ynbTaTe ycnewHoro yaaneHuns opaarH-cLueHapma M3 cnuctembl oTobpasmTca
cooTBeTCTBYlOWEee coobuieHne n byayT yaaneHbl Bce CBA3M opaalH-CLEHAPMA C Fpynnamum,
a TaKXe OH ByaeT yaaneH co BCex yCTPOMCTB, Ha KOTopble Bbin Ha3zHaueH.

BHUMAHUE! Ecnm pesynbTaT AaHHOrO O(NaMH-CLEHApUA yKe NPUMEHEH Ha
YCTPOWMCTBAX M NPM 3TOM Ha HMX HE HAa3HAYeHa NOITMKA C NPOTUBOMONOKHbBIM AENCTBUEM,
nocne oTBA3KM 0dNaMH-CLEHApPUA ero pesynbTaT He byaeT OTMeHeH.

2.6. Nopapasaen «Pannbi»

MNoapaszaen «Pannbl» KoHconn aamumHmuctpatopa MY npeaHasHayeH ana paboTbl o
cnuckom darnos (CKPUNTOB), KOTOPblE BO3MOXKHO A406aBUTb Ha YCTPOMCTBA.

[ns noctaBkuM paiina (CKpMNTa) Ha YCTPOMCTBO ero Heobxoanumo nobasuTs B Y.

B KoHconn agmuuHucTpaTopa [Y npeaycmoTpeHa BO3MOXHOCTb AobaBneHus
dannos (CKpUNTOB) OAHUM M3 CAeayOLMX CNOCObO0B:

— pobasneHune dpalina c IokanbHOro Komnbetotepa (nn. 2.6.1.1);

— pobasnenune dpaina us Git-penosutopua (nn. 2.6.1.2).

MPUMEYAHMUE. Bo3mOXKHO 3arpy3amTb HECKONbKO BepCcUii oAHOro danna u npu
HeobXoAMMOCTM CKavyaTb U YAaNnTb HYXHYIO Bepcuto (M. 2.6.2), inbo yaanuTs BCce BEpCUmn
danna (n. 2.6.4).

[lna nepexona B noapasaen HeobxoAMMO BbibpaTb B BEpPXHEN NaHenn noapasaen
«®annbl» pasgena «YnpasneHue». B pesynbtate B pabouert o06nactm NoaBUTCA CAMCOK
dannos (ckpuntos) (PucyHok 190 [2]), nHdopmauma 0 KOTOPbIX 0TobparkaeTcs B cTonbuax,
npuBeaeHHbIX B Tabnuue (Tabnuua 43), a npu OTCyTCTBMM Ao0bDaBieHHbIX alinos
oTobparkaeTca coobuleHne «HeT AaHHbIXY.

g MYNBTHTEMAMT MOMHUTOPUMI YIIPABNEMKE ALMUHUCTPUPOBAMKE @ Hararmm Visanoss vanova
YCTPOMCTEA NONBIOBATENW NOMATHKK CUEHAPHH AN NPANOXKEHAR BUTPHHL CBR3IXH KNMOYEN
- 1

Danne

PucyHok 190
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Tabnnua 43
MNapameTp OnucaHue
HasBaHue — HasBaHue daitna (npeacTasnaeT cobol aKTUBHYIO CCbIAKY, MpU

Ha)KaThM Ha KOTOPYIO OCYLLECTBAAETCA NEPexo K KapTodke daina);
— KOMMEHTapUuI — A0NONHUTENbHAA MHPOPMaLMA (3aNoNHAeTCa Npu

HeobXxoAMMOCTH)
NCTOYHMK NcTOYHMK, OTKyAa Bbln 3arpy»eH paboumin pann
Konunyectso Bepcuin |ObLLiee KonnMyecTBo Bepcuin paboyero dainna
ObHoBNEH [ata obHoBNeHMs paboyero ¢paiina
Co3paH [aTta co3gaHua paboyero ¢pamna

2.6.1. [lobasneHune darna (ckpunta)
2.6.1.1. JobaBneHune panna (cKpnnTa) c KOMNbOTEPA

[Ons pobasneHua darna (CKpunTa) ¢ KOMMNbIOTEPA Ha YCTPOMCTBO HEObXoaMmo

nobasunTb ero B 1Y, BbINONAHWB cneayolme AencTBUSA:
— HaKaTb KHOMKy «/106aBuTb» (cm. PucyHok 190 [1]);
— B PACKPbIBAOLWEMCA CNUCKe BbIOpaTb NYHKT «/1obaBuTb dain Cc KoMnbloTepa»

(PucyHok 191);

g! MYISTHTEHANT MOHUTCONM VIPADNEMME ALMUMHCTPUPOBAMME ()

YCTPOMCTBA NONLI0BATEM RONMTCH CUEMAPUM AN NPHUNOKEHUS BATPHHY CBRIKH K/O“EN

ROBABUTE -

PucyHok 191

— B OTKpbiBWEMcs OkHe (PucyHok 192) pobaBuTb KOMMEHTapuit  (npwu
HeobxoAMMOCTN) U 3arpy3nTb dain 0AHUM U3 CNOCODOB:
e nepemectuTb Gann B 061acTb 3arpy3Kku;
® Ha)aTb KHOMKY «3arpy3suTb ¢ain» c nocneayouwmm sbibopom darina ana

3arpysKu.
MPUMEYAHUE. MaKcMmanbHbid  pasmep 3arpy*kaemoro danna — 2048 Mb.

OrpaHunyeHn Ha popmaT dpaiina HeT;
— noATBepAnTb MO0 OTMEHUTL AENCTBUSA.
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Hobasnenve danna c xomnuoTEpPa

PucyHok 192

Mpw ycnewHom aobasneHnm dann (ckpunt) byaeT aobasneH B Y 1 oTobpasuTcs B
cnmucke dannos. dTa Bepcus dpanna dyaeT cuymTatbcs nepsBok. [pu HeobxoammocTm
BO3MOXHO A00aBUTb Apyrue Bepckm daina (nn. 2.6.2).

2.6.1.2. JobasneHue dpanna (ckpunta) n3 Glt-penosmtopusa

[ns pobasnenunsa panna (ckpunta) U3 Git-penos3nTopura Ha YCTPOMCTBO HEOHXOANMMO
nobasunTb ero B 1Y, BbINONAHWB cneayolme AencTBUSA:

— HaKaTb KHOMKy «/106aBuTb» (cm. PucyHok 190 [1]);

— B pacCKpblBalOLWIEMCA  CNUCKe  BblbpaTb NyHKT «JlobasuTtb  dann 13
git-penosutopua» (cm. PucyHok 191);

— B OTKpbIBLIEMCA OKHe (PrcyHoK 193) 3anonHuTb nona npmuseaeHHble B Tabauue
(Tabnunua 44);

Tabnuua 44
MNone OnucaHue
Git-peno3nTtopui B packpbiBatoLleMcs crnmcke BbibpaTb HeobxoaAnMbIN Git-

PENO3UTOPUN.
Ecnm Hy»KHOTo Git-peno3nTopua HeT B cnucke, 400aBUTb B
MY nHTerpaunto ¢ HUM (nn. 4.1.4.6)

OTHOCUTENbHbIM NYTb K Ganny |BBeCcTn oTHOCUTENbHbIM NyTb K panny B Git-peno3ntopumn

KommeHTapuii [lononHuTenbHas MHGopMauus (3anoHAETCA Npu
Heobxo4MMOoCTH)
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LOobasnexne dpanna ua git-penocanTopun

OTMEHNTY

PucyHok 193

Mpw ycnewHom aobasneHnn, dan (ckpunt) byaet nobasneH B Y n otobpasmtca B
cnucke dannos. dTa Bepcua ¢danna byaet cumTaTbcA NepBoM. [pn HeobxoaAMMOoCTM
BO3MOXHO A00aBUTb Apyrue sepcumn daina (nn. 2.6.2).

2.6.2. [obaBneHue, ckaymMBaHuWe 1 yaaneHme sepcumn panna (ckpmnra)

[Ons nobasneHma sepcun dpaiina (ckpmnrta) HeobXxoAMMO:
— NepenTn B KapTouKy danna (n. 2.1.7);
— HaxkaTb KHOMKy «[106aBnTb Bepcuto» (PucyHok 194 [1]);

e MYMBTUTEHAHT MOHWTOPMHI YNPABNEHAE AOMAHACTPUPOBARNE ® Haranma Meanoea (1ivanova

YCTPORCTRA NONLIOBATENH NONKUTHKK CUEHAPMM AN NPHNOXENAS BATPHNGI CRAIKM KMOYER

README.md BERCHM
Daan wa git-penoanTopns ~

B

depces |

ARLEIRT }  LOGABMTL BEPCWO 1

PucyHok 194
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— B OTOOpa3smMBLIEMCA OKHE:
e ecnn ¢ann bbin 3arpyeH C JIOKaAbHOroO KOMMbtoTepa, Heobxoammo
nepetawmts dann B 06N1aCTb 3arpy3kM MAM HaxaTb «3arpysmtb ¢ann» m BblbpaTb
Heobxoaumblt darn (PrucyHok 195);

LoGeaneime nepcim Gointa ¢ xoMmOTEpPS

WITH MW IO TR T B ITO O

OTMEMA

PucyHok 195

e ecnu dpain ns Git-penosntopusa, To MY aBTOMATUYECKN HAMAET HOBYIO BEPCUIO
danna (PrucyHok 196);

[06asnosmo BEPCHM Saina K3 gIt-penoInTOpHR

PucyHok 196

e Npu HeobxoaAMMOCTM B none «KomMmeHTapuin» BBECTU AO0MONAHUTESNbHYIO

MHbOpPMaLMIO K Bepcun dalina;

— noATBepAnTb MMBO OTMEHUTL AENCTBUSA.

Mpu ycnewHom agobasneHnn pana ero sepcus dyaet nobasneHa s Y.

Mpu HeobxoaMMOCTKN Bepchm GaiioB BO3MOIKHO:

— CKayaTb M3 [1Y Ha /I0Ka/bHbIA KOMMbIOP, HaxaB Ha KHOMKYy «CKayaTby»
(cm. PucyHok 194 [2]);

— YOANUTb, HaXKaB Ha KHOMKy «YaanuTtb» (cm. PucyHok 194 [3]), ecan dainn He
no06aBneH HM B 04HY NOAUTUKY B 1Y,
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2.6.3. [locTtaBKa daitna 1 BbINOAHEHNE CKPUNTA Ha YCTPOMCTBE C MOMOLLbIO Y

C nomoulbto Y BO3MOXKHO A0CTaBAATb Galabl (B TOM 4uMCie M CKPUNTbI) Ha
aKTMBMPOBAHHOE YCTPOWMCTBO, OYyHKUMOHMpytowee noa ynpasneHnem OC Android u
OC cemeincTBa Linux, a Tak»Ke BbIMONHATbL AOCTaBAEHHbIE CKPUNTBI.

[ns noctaBKkM Gpaina 1 BbINOJHEHMA CKPUNTA HEODXOAMMO:

— pobasutb pamn (ckpunt) B MY (N. 2.6.1);

— co3gaTb  nonutuky  «®annbl/JoctaBka Ha ycTpornctso»  (nn. 2.4.1.35) wu
«CKpunTbl/BbinonHeHWe Ha ycTpoictee» (nn. 2.4.1.37) Unv oTpeaakTMPOBaTh CYLLECTBYOLLYHO
NOANTUKY, 10DABMB B HEE HOBOE NPaBM/I0 MO AO0CTaBKe GalnN0B UM BbIMOJHEHMWIO CKPMMTOB;

— HaA3Ha4YMTb NOAUTUKY Ha FPyMnny, B KOTOPYO BXOAMT YCTPOMCTBO.

B pesysbTaTe:

— dann byaeT AoCTaBAEH HAa YCTPOMCTBO M AOCTYNEH TONbKO ANA YTEHUA;

— CcKpunT ByaeT A4OCTaBAEH M BbIMOJIHEH Ha YCTPOMCTBE.

MPUMEYAHME. [1na ycnelwHOoro BbINOJHEHNA CKPUNTA HEOOXOAMMO 03HAKOMMTBCA C
0CODEHHOCTAMM BbINMOHEHWUS CKPUNTOB Ha ycTponcTae ([MpunoxeHune 3).

2.6.4. YpaneHue dalina (CKpunTa) CoO BCEMU €ro Bepcruamm

[Ons yonanenua dana (CKpmnTa) cCo BCEMWU ero BepCcusamm HeobxoamMmo BbINOJHUTb
cneayrouime AencTemna:

— BbIOpaTb dalin, YCTAHOBMB ranoydky B YeKOOKce Ans A0CTyna K CIMUCKY ObICTPbIX
nencrtemin. Mpn HeobxoammocTn ana cbpoca BblAeNeHUA HEeOOXOAMMO HaXKaTb KHOMKY
«Cbpocutb BblaeneHme» (PucyHok 197 [1]).

BHUMAHMWE! locTynHo yaaneHune ToNbKO oaHOro ¢aina 3a pas;

— B CMUCKe ObICTpbIX AeilcTBuin  BbibpaTh 3Hadok O «Ypganute dann»
(PucyHok 197 [2]);

g_‘ MYTITHTEMANT MORWTOPHMHI VOIPABIEHNE ALMHKCTPUPOBAHNE @

YCTPOWCTEA NONLIOBATENA NOMMTVKA CUEHAPHN QAL NPUNOXENNS BATPMML CBRIKM KNIOYEN

PucyHok 197

— B OTOOpasmBWemcsa okHe (PucyHok 198) noaTsepanTb MO0 OTMEHUTL AENCTBUA.
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MPUMEYAHUE. Ecam  danin  npumeHeH

NOJNTUKE

«®annbl/docTaBka  Ha

yCTPOMCTBO», 0TOBpasnTca npeaynpexgatouwee coobueHne o TOM, YTO yAanuTb Gain
HEeBO3MOXHO. [1ns yaaneHna dpanna HeobXoAMMO UCKAOYNTL Gaia U3 NpaBKIa NOAUTUKM U

BbIMNOJ/IHNTbL WArn, yka3daHHblE BblLLE.

Yaanenue dpanna

OTMEMA YOAANUTE

PucyHok 198

B pe3synbTaTte darin byaeT ycnewHo yaaneH.
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3. PABOTA B PA3AE/NE « MOHUTOPUHI» KOHCONW
AZIMUHWUCTPATOPA MY B NOAPA3LENE «MHAUKATOPbI»

MNoapasgen «VMHAuKaTopbl» KOHCONM aaMMHUCTpaTopa [1Y npeaHasHayeH AnA
MOHUTOPUHTIa NOKa3aTeier YCTPOUCTB M KOHTPO/IA MX OTKIOHEHWI.

[ns nepexoaa B noapasaen HeobxoaAMMO B BepxHeM NaHenn BblbpaTb noapa3aen
«MHanKaTopbl» pasgena «MOHUTOPUHI». B pe3synbTate oTtobpasmntca MHPopmaums ob
YCTPOWMCTBAx B BUAE AMArPaMM M MOSCHEHWUI K HMM, @ TakKe GOHOBbIM NPOLLECC MMMNOPTA
YCTPOWCTB, NONb30BaATENEN M UX FPYNN B CAeAytoWmX okHax (PucyHok 199):

— «[oaKkntoveHne yCTPOMUCTBY;

— «CoOoTBETCTBME NOAUTUKEY;

— «AKTMBaUMA YCTPOMCTBY;

— «[1poueccbi».

& MYNBETUTENANT MOMTOPVIMI YRPABNENME ARMMMACTFRPOBAMNE @ Haranka Vo

MHAMXATOPE: AYAAT

YMROUNR yeTRORCTR:

NMogxnosenme yerporcrn CooTpetcTine NONMYHKE: Al
Y

- 31 DOVR v YUl - Bco » i3 POOMA *

r‘U,,,‘\,_.;g_:, DEHOENTL CICOoK

Mmnopt nonuIosaTenad 1400 Pt

1

MMNopT nons SO0 Tenei 1008 it

PucyHok 199

B noapa3sgene «MHAMKATOPbI» MNpeayCMOTPEHA BO3MOMKHOCTb MPOCMOTPA
noaknoveHnin (PucyHok 200 [1]) »u aktmBaumin (PucyHok 200 [2]) ycTpomcTB ans
onpeaeneHHon nnatdopmbl B KONMYECTBEHHOM BMAE M B BMAe Auarpamm. [na 3Toro
cneayet BbibpaTb Heobxoammyto nnatdopmy ycTponcts nmbo Bce nnatdopmbl K3
PACKPbIBAOLLLEroCca CNCKa B caeaytolimnx okHax (PucyHok 200):

— «[loaKkntoYeHne yCTPONCTBY:

e Bce nnatdopmbl (KOANMYECTBO BCEX MOAKMOYEHUN YCTPONCTB);

e ABpopa (KONMYECTBO MNOAKAOYEHUN YCTPOWUCTB, GYHKLUMOHMPYIOWMX nomq,
ynpasneHmnem OC ABpopa);

e Android (KOAMYECTBO MNOAKNOYEHUN YCTPOMCTB, (GYHKLUMOHUPYIOWMX noa
ynpasneHmem OC Android);
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e Linux (KOAMYECTBO MOAKAOYEHUN YCTPOMCTB, (YHKLUMOHUPYIOWMX Mojg,
ynpasneHmem OC Linux);
— «AKTUBALMA YCTPOMCTBY:
e Bce nnatdopmbl (KONMYECTBO BCEX aKTUBALMIA YCTPOMCTB);
e ABpopa (KOAMYECTBO aKTMBALMA YCTPOMCTB, QYHKLUMOHMPYIOWMX Moaq,
ynpasneHmem OC Aspopa);
e Android (KoNM4YecTBO aKTMBAUMA  YCTPOMCTB, OYHKLUMOHMPYIOWMX Mo,
ynpasneHmem OC Android);
e Linux (KOAMYECTBO aKTMBALMM  YCTPOMUCTB, YHKLMOHUPYIOWNX  Mof4,
ynpasneHmem OC Linux).
D MLTATEHANT  MOMMTOPMMT  YTIPABTEWME  AAMMHWCTPUPOBANNE ® O Haranws Visanosa (| ivanova
WHIAMKATOPY  AVEWT
Moaxmovenue yCrponcTs Coorsercrane nonnrmnke: AXTHBALMA YCTDONCTS:
Boe il bt I Bes . 36 192 —
s .. apo a—
sl i droid :
w =1 Unux =2
PucyHok 200

B pe3synbTaTe oTOOPA3UTCA AMArpamma, a TaK¥Ke KOAMYeCcTBO MOAKAOYEHWUI MK
BbIMOJIHEHHbIX M elle He 3aBepPLIEHHbIX aKTUBALMI YCTPOMCTB ANS BbIOpaHHOM NAaTGOpPMb

(PncyHok 201).

MOKUTOPANT

@ MYNLTUTEHANT

MHOMKATOPW AYLHT

YNPABNEKUE

ALAMAHUCTPUSPOBAMNE

Noaxmouenue yCTpoRcTs

CooraercTane nonyTmke

Terywee *

Npoueccr DEHOBMTYH CIMCON

VIMNOPT DONLIORITENEN 33 BEDu BN

HAMNODT YCTPORCTH 3888puite

VIMNODT YETYRONCTH 38801 Ew

ANNOOT VETROMCTE SA80w e

@ HaTarma Visanoea {Livanova

AKTHBAUNSY yCTPORCTE

33 BCE BpEMA ¥

0

PucyHok 201
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TakXKe eCcTb BO3MOMKHOCTb BblOpaTb nepuoa OToOpaXKeHMAa [AaHHbIX K3
pacKpbiBatoLLleroca cnucka (PucyHok 202):

— «3a Bce Bpema» (HeaocTynHo ana Yactn «COOTBETCTBUE MOSIUTUKED);

— «Tekyuee» (HegocTynHo Ana YacTn «lloaKntoYeHme YyCTPONCTB» U «AKTMBALMA
YCTPOMCTBY);

— «3a CYyTKM»;

— «3a Heaento»;

— «3a mecauy.

a MYABTHUTEHAHT  MOMWATOPUMI YNPABNEMME  ALMMHWCTPHPOBAMME ©) Hatara Vnanons (| ivanova
o
MHAMKATOPE AVOANT
Mogxmoyenue ycrponcrs Cootsercrane NOAHTIKE AKTHBAUMRA YCTROWCTE
Bee v 338 BCO BDEMA - ‘ BEVLLES a Bce -
33 Boe spawm Texyluse 15 58 i 3 33 BCe Bpavs CE—
1% .
s 1]
A hE H e
33 Macs 1 At
Mpoueccsi OBHOBUTE CIMCOK
MnopT nonbaosateneh 33eepuueH

B okHe «CooTBeTCTBME MOAMTMKE» OTObparkaeTcA MHOOPMaLMA MO CAeayoLIMM
NoKasaTesiAM:

— «CoOTBETCTBYET» — KOIMYECTBO YCTPOMNCTB, COOTBETCTBYHOLLMX MOUTUKAM;

— «He coOTBETCTBYET» — KOIMYECTBO YCTPOMCTB, HE COOTBETCTBYHOLLUMX MOAUTHUKAM.

YKa3aHHble MOKa3aTeNn BblAENEHbl LIBETOM M MNPeACTaBAAoT COOOM aKTMBHble
ccbinku. Mpum nepexoae no ceoinke (PucyHok 203 [1]):

— «CootBeTcTBYeT» — ByaeT oTobpaxkeH CMMCOK YCTPOMCTB, OTPUALTPOBAHHbIN MO
cTaTycy NoamTuK «COOTBETCTBYETY;

— «He cootBeTcTBYEeT» — OYyAeT oTObpakeH CNMCOK YCTPONCTB, OTPUAbTPOBAHHbIN
Mo cTaTycy NO/IUTUK «He cooTBeTCTBYETY.

NMPUMEYAHMUE. B cnmcok ycTpOMCTB nNoOMadyT He TO/IbKO aKTMBMPOBAHHbIE
YCTPOMCTBA, Y KOTOPbIX LeseBoe 3Ha4YeHne He CcoBnadaeT C TeKYLIMM, HO 1 YCTPOMCTBa B
CTaTyCax «3aperncTtpmpoBaHoO» M «B npouecce akTMBauum», Ha KOTOpble Ha3Ha4YeHa
NONUTUKA.
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g’ MYNBTHTEHANT MOKKTOPANT YNPABNEHME ALMAHUC TPUPOBAMNE @ HaTanua Man

MHOMKATOPM AYLHT

Noaxmovenne yoTtpoRcTs Coaraercrane nonu ke AKTHBAUNS yCTIPORCTE

ABDODS ¥ 30 BCE BDAMA ¥ oo Andeort = 33 BCE BPEMA ¥

Y

Npoueccr DEHOBMTH CIMCOX

Miunopt yCrpalcte JaneDimm

DO=0BEN NPOUBCC SMNIHARTCR
—_—
¢ 14 | —

MurmopT yeTposcTe ssnonm@aeTc s

PucyHok 203

B okHe «[lpouecchbl» oTobpakatoTcs 3aBeplleHHble N TeKyllMe NPoLecchl MMNopTa
YCTPOWCTB, Nonb3oBaTenet u nx rpynn m3 CSV-dparnna (cm. PucyHok 203 [2]). BO3MOXKHbI
cnefytolime CTaTyCbl BbIMOAHEHMA 334a4 C 3aNyLWEHHbIM MUMMOPTOM:

— 3aBeplueH (MMNopPT 3aBepLUEH YCNeLHO);

— B npougecce (MMNopT/bOoHOBLIN NPOLLECC BbINOAHAETCS);

— npepsBanca (MMNOPT NpepBanca MO KaKoOM-AMOO NPUYMHE, Hanpumep, ecau
CepBMC HeAOCTyMNeH).

CTaTyC 3a4a4M He 3aBUCUT OT pe3yabTaTa BbINOAHEHMA MMMNOPTA, HaNpPUMep, CTaTyC
MOXeT ObITb 3aBEpPLIEH, HO MPW 3TOM 3arpy*KeH oWnboYHbI dalin.

[lna npocmoTpa COCTOAHMA MAM pe3yabTaTa MMMNOPTa, HEeobXoAMMO HaXKaTb Ha
MHTEepecyroLWMin npoLecc — oTobpasnTca OKHO C MHPOPMaLMEN O COCTOAHMM MMNOPTA, ECN
OH elle BbIMONHAETCA, UM C pe3ybTaTOM MMMOPTa, EC/IM OH 3aBepLUEH (AaKe C oWnbKom)
(cm. PucyHok 57, PucyHok 58).
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4. PABOTA B PASAENE «cAAMUHUCTPUPOBAHUE»
KOHCOJIU ADMUHNCTPATOPA MY

4.1. Moppasaen «HacTponkmn»

Moapasnen «HacTpolkn» KoHconmn aamuHmctpatopa MY npeaHasHayeH ana:
— ynpaB/ieHMA [0BEPEHHbLIMM KOPHEBbIMM CcepTUPUKATaMM Ha YCTPOMCTBAXx
(n. 4.1.1, PucyHok 204 [1]);
— nobaBneHnsa M NPOCMOTPA KaTeropmin Noab30BaTENbCKUX cepTudmKkaTos (n. 4.1.2,
PucyHok 204 [2]);
— ynpaBfieHMa OTOoOpaKeHMeM apXMBHbIX YCTPOMCTB, a TaK¥e HaCTPOMNKM
oTobpakeHua cnuncka yctponcTs (n. 4.1.3, PucyHok 204 [3]);
— npocmoTpa nHoopmaumm o (PrucyHok 204 [4]):
e Cepsepe NPUNOXKEHUI (Takke npeacTaBaeHa BO3MOHOCTb
BKIHOYEHMA/OTKNOYEHNA BUTPUH C NpunoskeHnem) (nn. 4.1.4.1);
e Ob6HoBneHMn OC (nn. 4.1.4.2);
e Cepsepe LDAP (Takke npeacTaBneHa BO3IMOMKHOCTb A0DaBNEHUS UHTErpaLmm
c cepsepom LDAP 1 HacTpOMKM CUHXPOHM3aLUMKN AaHHbIX ¢ [M10) (nn. 4.1.4.3);
o Cepsuce ysegomneHuin Aspopa (CYA) (Takke npeactaBneHa BO3MOXKHOCTb
M3MeHeHua HacTpoek MNCY) (nn. 4.1.4.4);
o lleHTpax ceptudukaumm (nn. 4.1.4.5);
e Git-peno3unTopumn (MHTErPaUMA c yaaneHHbim Git-penosutopuem) (n. 4.1.4.6);
— NpocMmoTpa 1 gobasneHma Tepputopum Ha kapte (n. 4.1.5, PucyHok 204 [5]);
— HaCTPOWKM npasua noantuk (n. 4.1.6, PucyHok 204 [6]).
[lna nepexoaa B noapasaen HeobxoAMMO B BEPXHEN MaHeNW nepenty B pasaen
«AOMUHUCTPMPOBAHME M BbIOPaTb NoApasaen « HacTpomKm».
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° MOHUTOPHHI YIFABNEHWE ADMUHWCTPUPOBAHME @ 3 Aadetmncrparop Nepusi {a

YMETHBIE IATACH HACTPORAKU OPr.CTRVETYPA BEPCYMOC

v Hoooee Cocroman KEM VNS HEND opra—
[o Koprasse ceprisdusarts He wacTpoeno }— 1
[o Karerapim namslosarenscknx ceprudmxa.. 26 wareropmin }— 2

» Mnardopma
w Mnardopme ynpaanewn Aspops
QrohpaxaTs apximsise yCTROHCTRN »

HACTROAKS RTRORAXMISA SIMCEA YCTRORCTH

v Wnrespouss © MTer payws

» Cepoeg NpMNoEHM R L. fOCs-amm-egress-api-gw OCSIoC &l aDpetorne/am

* OOwoanerne OC 1 inTerpEL
» Cepaep LDAP 10.189.208 200 — 4
» CEpBg yBRAOMWIEHMWA ABDODS http flocs-dev.ompcioud
» LIEHTPM cCopTisdnaing 26 nuTer pauni
» Git-panoad ropum 1 MiTRPDaEUME
F Tepputapud 10 reppuropwi }— 5
[ * HacTROHKM NRABMA NONKTME l.— 6

PucyHok 204
4.1.1. [oBepeHHble cepTUPUKaThbI

B packpblBatoLLeiica cTpoke «KopHeBble cepTUPUKATbI» NPU HaxaTuW Ha 3HauoK *

(cm. PucyHok 204 [1]) oTobparkaeTca CNMCOK A0BEPEHHbIX CepTUDMKATOB, 40DaBNEHHbIX B
MY (PucyHok 205 [2]).

e MYNBTUTEMAHT  MOWWTOPHHI  YNPABNEHME  ALMMMUCTPUPOBAHME @ Haranua Mnanasa (nivanoy

YHETHBIE 3ANMCH HACTPONKMA OPF. CTRPYKTYPA 8EPCHM OC

t3385mae COCIONHS Koy i ap@mme0 ISR

v KopHegse cepTnducaTel 1 uHTerpayms

[ 4 JIDGARHTH HOBKA KOPHEBOR CEPTUONKAT '— 1

I » Munbpe }— 2 8H915ccab?bc16f8: 50809905 30001150330 2f @

» Karteropum NONs30SaTENLCKMX CepT.,. Heé HACTPOoEND

3 4
w [nargopma

PucyHok 205

Ona npocmoTpa MHGOpPMaLMKM O [AOBEPEHHOM cepTuduMKkaTe HeobxoaMmo B
PaCKpbIBAIOLLENCA CTPOKE Ha3BaHMA cepTUdUMKaTa HaxaTb 3Hauok P, B pesynbTaTe yero
oTobpasunTca cneaytouas MHdopmauma (PrucyHok 206):

— Ha3BaHMe yA0CTOBEPAOLWErO LEHTPa;

— [aTa BblNycKa cepTUduKaTa;

— CPOK AencTBMA cepTudmMKaTa;
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— WUCNOANb3YETCA NN CEPTUPUKAT NPU aKTMBALMM M CAMOCTOATENIbHON PErncTpaLmm
yCTpOMCTBa.

ﬁ MYNLETUTEHAHT MOHUTCPHHT YIPARNEHWUE ALMHHACTFUPOBARME @

YSETHBIE 3ANUCH HACTPOMAKN QP CTPYKTYPA BEPCMK OC

o Hasnamine
v KopHead CenTndurars 1 EnTerpag

+ ROBABMTE HOBEIM KOPHEBOW CEPTWDMKAT

» KATeropwd NONB30EATENLCCUX CRDTH Ha HacTpoesd

PucyHok 206

[Ons nobaBneHua KOPHEBbIX CePTUPUKATOB HEODXOAMMO BbINMOAHUTL Caeaytoline
NEeNCTBUA:

— Ha)kaTb KHOMKY «[106aBNTb HOBbIN KOpPHEBOM cepTUduUKaT»
(cm. PucyHok 205 [1]);

— B OTKPbIBLLUEMCA OKHe B nose «Mmsa KopHeBOro ceptndmkaTa» BBECTU Ha3BaHMe
cepTnudurKaTta (PrcyHok 207 [1]). MaKkcumanbHaa AanMHa — 32 CUMBOA3;

— nepeBecTu NnepekatoyaTenb «Mcnonb30BaTh NPY aKTUBALLMM M CAMOPErncTpaLmmn»
B NnosoxeHne «BkatoyeHo» (PucyHok 207 [2]), ecnm npy NOMOLLNM AaHHOTO cepTuduKaTa
TpebyeTca NPONTM NPOLLECC aKTUBaLMK (Hanpumep, B 3aKpbITOM KOHTYype ABpopa LleHTp).

MPUMEYAHMUE. Bo3amoxHO aobasneHme He bonee 3 cepTMPUKATOB;

— HakaTb KHOMKY «3arpy3ntb dain» (PucyHok 207 [3]) ana nocneaytowero sbibopa
danna ans 3arpysku. [lonyctumble dopmaTbl: .crt, .cer, .pem,

— noAaTBepAnTb MO0 OTMEHUTL AencTeua (PrucyHok 207 [4]).

Mpu ycnewHom aobaBneHUM cepTUPUKAT 0ToOpPa3nTCA B CMUCKE [A0BEPEHHbIX
cepTMdUKaTOB.

Hosus xopeesoh ceprndnear

¥]
N

PucyHok 207
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Mpn HeobxoanmocTn umMdpoBoin oTnevaTok (Fingerprint) cepTudmKkaTa BO3IMOXKHO

ckonuposaTtb B bydep obmeHa HaxkaTMem 3Hauka D «KonunposaTb B bydep obmeHa»
(cm. PucyHok 205 [3]) B cTpoke ¢ cepTUdUKATOM.

L1791 yOaneHUs KOPHEBbIX CEPTUGUKATOB HEOBXOAMMO HaxaTb 3HaUOK O «YaanuTs
cepTMdmKaT» B CTPOKe cepTudmKatoB (cm. PucyHok 205 [4]) M B OTKPbIBLUEMCA OKHE
noaTBepAUTb NMHBO OTMEHUTL AeNCTBME.

MPUMEYAHUE. Tlpn cnegyrowem noakatodeHun yctponctea K Cepsepy
npunoxeHuin MY pobasneHHble cepTudUKaTbl OyAyT yCTAaHOBAEHbI Ha YCTPOMCTBE, a
yOaneHHble cepTudukatel OyayT yaaneHbl ¢ yCTPOUCTBA.

4.1.2. KaTeropum nosib30BaTeNbCKUX CEPTUPMKATOB

KaTeropmm nonb30oBaTeNbCKMX CEPTUOMKATOB MCMONb3YHOTCA ANA BbIMyCKa Pa3HbIX
TMNOB CEPTUPUKATOB A1A Pa3HbIX MOAKAOYEHMIA ONpeaeneHHOMY N0/b30BaTeNto.

MPUMEYAHME. YToObl A0OCTaBUTbL Ha YCTPOMCTBO CepTUPMKAT CO34aHHOM
KaTeropmm, HeobXxoAMMO NPMBA3aTb YCTPOMCTBO K NO/1b30BATENIO M HA3HAYUTb Ha rpynny, B
KOTOPYH BXOAMUT YCTPOMCTBO, MOANTUKY C OAHUM U3 NPaBUA:

— «HacTpoikn nonb3osatens/CeptudurkaTbl nons3osaTens» (nn. 2.4.1.34);

— «KoHpurypauma WLAN/MoakntodeHma Kk cetn WLAN» (nn. 2.4.1.18).

CnMCOK CO34aHHbIX KaTeropmi BO3IMOXKHO NOCMOTPETb B PACKPbIBAOLWENCA CTPOKE
«Kateropumu NONb30BaATENbCKMX cepTUPMKATOB» npu Ha*KaTum 3Hauka P
(cm. PucyHok 204 [2]).

[Ona pobaBneHWAa KaTeropum MoaAb30BaTE/NIbCKMX CepPTUPUKATOB HeobxoaMmo
BbIMO/IHUTb CAeaytoline AeNCTBUA:

— HaaTb KHOMKy «[J06aBnTb KaTeroputo» (PncyHok 208);

ga MYNBTUTEHAHT MOHWUTOPUHI YMPABNEHWE AOMWUHUCTPUPOBAHWE @ HaTanwa MeaHosa (i.ivanova...

YYETHbIE 3ANMUCHU HACTPOMKW OPI. CTPYKTYPA BEPCUKN OC

« Hazzanne CocTtoaxue Kem nameHeHo WMameHeHo
» KopHeBble cepTUdMKaTLI He HacTpoeHo

+ KaTeropuv Nonb30BaTeNbCKUX ... 19 kaTeropuii

+ [OOBABWMTb KATETOPWUIO

» generall
» general

b yitB8

PucyHok 208

— B OTKpbiBLIEMCSt OKHe (PucyHOK 209) 3anonHUTL NoAs, NpuBeAeHHble B Tabaunue
(Tabnnua 45);
— COXPaHWUTb M3MEHEHMA TMHO OTMEHUTL AENCTBUSA.
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Mpn yCnewHoOM COXpPaHEHWM KaTeropua Noab30BaTes/IbCKMX cepTuduKaToB byaeT
nobasneHa.

BHUMAHMWE! YoaneHve n peaaktmpoBaHme Kateropum ceptudmuKkaTa HeagoCTymnHo.
Mpn HeobxoAMMOCTM AOCTYNHO CO34aTb HOBYK  KaTeropuio  N0/1b30BaTE/NbCKUX
cepTMdMKaTOB.

KATEropma NONLIOSATENSCEMX CEDTHOMEATOS

Subject

PucyHok 209
Tabnnua 45
MNapameTp OnucaHue
HasBaHue BBOA, 3Ha4YeHMA C KnaBmaTypbl. MOXKeT coaeprkaTb TONbKO CTPOYHbIE
KaTeropum OYKBbI M AePUC, MaKCMMaIbHOE KONMYecTBo cumaonos — 50.
MNone obA3aTeNnbHO AN 3aN0NHEHUS
LeHTp Bbi6op 3HaYEHMA 13 pacKpbIBatoLLLEroca cnnucka «LeHTp

cepTuduKaLmm | CepTUdUKaLUMY.

Mpn OTCYTCTBUM HEODXOAMMOTO LEeHTPa cepTUdMKaLMK B CIUCKE
TpebyeTtca nobasutb ero (n. 4.1.4).

Mone obA3aTeNbHO A/1A 3aNONHEHWS

HasBaHue BBo/, 3Ha4YeHMA € KnasmaTtypbl. MoxeT cogepaTb 255 CMMBOJIOB.
wabnoHa Mone 06sa3aTeNIbHO AN1A 3aN0/THEHNA
Subject |key BBoA 3Ha4YeHMA C K1aBmaTypbl. MoxeT coaeprKaTb 255 CMMBO0B.

Mone 06s3aTeNbHO A4 3aNOIHEHKA.

MPUMEYAHMUE. Mpwn oTcyTCTBMM KNtoYa AnAa cepTudmkata Heobxoammo
00paTUTLCA K aAMMHUCTPATOPY CNy»Kbbl cepTudmKaToB Active
Directory.
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MNapameTp

OnucaHue

[ns nobasneHma 4ONONHUTENbHOrO cybbekTa Ana cepTudmKaTa
HEeobXoAMMO HaXKaTb KHOMKY «/[106aBUTb»

value

[locTyneH BBOA, 3HAYEHMNSA C KNaBMaTypbl (MOXKET coaepKaTb 255
CMMBOI0B) MM BbIGOP M3 PACKPbLIBAOLLLErOCA CMUCKA AMHAMMUYECKMX
nepemeHHbIX, KoTopble byayT aBTOMATMYECKM NOACTABAATL B
cepTUdUKaT aTpnbyTbl NONb30BATENSA:

— {{UserEmail}} — Email 13 KapTo4kn nonb3oBaTeNs;

— {{UserPrincipalName}} — N10OrMH (3Ha4YeHNe NapameTpa
userPrincipalName 13 LDAP—aaHHbIX O N0Nb30BaTENE);
—-{{sAMAccountName}}-—ﬂOFMH(3HaqumeHapaMGTpa
sAMAccountName M3 LDAP—AaHHbIX O NONb30BaTENE);

— {{distinguishedName}} — 3HA4YeHWNE NaAPaMETpPa
distinguishedName W3 LDAP—AaaHHbIX O NONb30BaTENE.

Ecnm AamuHncTpatop MNMaatdopmbl ynpaBneHUs He 3HAET 3HaYeHme
cybbekTa ana ceptudmkaTta, HeobxoAMMo obpaTUTCA K
aAMUHNCTPATOpPY CAyxKDObl cepTudmkatos Active Directory.

Mone 06sA3aTeNbHO A4 3aNOIHEHNA.

BHUMAHWE! BBoa, apyrnx AMHAMUYECKUX NEPEMEHHbIX HEAOCTYMNEH.
NMPUMEYAHUE. Ana kntoda C (country) 3HaYeHME A0NHKHO COCTOATb
13 2 cumBonoB (Hanpumep, RU).

[ns nobaBneHmMa 4ONONHUTENBHOrO CybbeKTa Ana cepTudunKkaTta
HEeobXoAMMO HaXKaTb KHOMKY «[J06aBUTbY

Subject alt name

Mpn HeobXoAMMOCTM AOCTYNEH BBOA AONOAHUTENBHbIX UMEH
cybbeKkTa anda ceptnudmkata. Kaxkaoe nma cybbeKta A0MKHO COCTOATb
13 Habopa NapaMeTpPOB — Ha3BaHMA NapameTpa (key) 1 ero 3Ha4YeHuns
(value). MoxeT coaepaTb 1000 cumBonos. [locTyneH BBoA,
OMHAMUYECKMX MePEMEHHbIX, KOTOpble ByayT aBTOMATUYECKM
NOACTaBAATb B cCepTUUKAT aTpMbYTbl NOSIb30BATENA:

— {{UserEmail}} — Email 3 KapTo4kn nonb3oBaTeNs;

— {{UserPrincipalName}} — IOrMH (3HaYeHNe NapameTpa
userPrincipalName W3 LDAP-AaHHbIX O NO/b30BaTENE);

— {{sAMAccountName} } — I0TMH (3HaYeHMe NapameTpa
sAMAccountName W3 LDAP—aaHHbIX O nonb3oBaTene);

— {{distinguishedName}} — 3Ha4YeHME NaPaMeTpPa
distinguishedName W3 LDAP—AaHHbIX O NONb30BaTENE.
BHUMAHMUE! Beoa Apyrnx AMHaMMYECKUX MEPEMEHHbIX HEAOCTYMEH.

Mpumep 3anonHeHns Subject alt name:
email:{{UserEmail}},otherName:Microsoft User Principal
Name;UTF8:{{UserPrincipalName} }
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4.1.3. TMnatdopma

B pacKkpsbiBatoLLeca cTpoke «lnathopma» AOCTYNHO ynpaBaeHne oTobparKeHnem
apPXMBHbIX YCTPOWCTB, @ TaKKe HAaCTPOMKa OTODparKeEHNA CNNCKA YCTPOMCTB.

[ns  akTMBauumM OTODpaXKeHMAa apxMBHbIX YCTPOMCTB (cm. PucyHok 204  [3])
HeobX0AMMO NepPeBECTM NEPEKNOYATENb B MONOXKEHME «BKIOYEHO» ®: pe3ynbTaTe B
noapasgene «YCTponctsa» pasfena  «YnpasieHue» B CAUCKEe YCTPOUCTB  OyayT
oTObOpaKaTbCA apxmBHble ycTponcTea (PucyHok 210).

a MYNBTUTEMANT MOMATOPWNT YISARNLEMNE ALMMMNACTPUPOBAMVE ®
Ch

Taou A NONLIOBATENN NONMTNKK CULHAPKM DA NPANDXTMAR DATIVL CREIKM KMOMEN

(® nee i Baw YcrpohcTaa m

+ Hogwit QunuTp v

Habopw dumTpos ~

PucyHok 210

[Ona HACTpOMKM OTODparKeEHMA CNMCKa YCTPOMCTB HeobXOAMMO HaKaTb Ha
OAHOMMEHHYIO KHOMKY. B pe3ynbTaTe OTKpoeTcA OKHO, rae Tpebyetcs BbibpaTb naatdopmy
(OC ABpopa, OC Android naun OC Linux (PucyHoK 211)) 1 pacnonoxXutb naeHTUdMKaTopbl
YCTPOMCTBA B NOPAAKE YMEHbLIEHWNA X 3HAYMMOCTHM (PUCYyHOK 212) 1 Aanee HaxKaTb KHOMKY
«CoXpaHUTbY.

B pe3ynbraTe nopaaok oTobpaxKeHus MAeHTUMPUKATOPOB YCTPOMCTBA B CMMUCKe
YyCTPOMCTB ByAeT M3MEHEH.

MepBbli M BTOPON MAeHTUOMKATOPbLI ByAyT 0TOOpPaXKaTbCA B CMMCKE YCTPOMCTB Kak
OCHOBHOM W AOMNO/NHUTENbHbLIA, MNPU WX OTCYTCTBUM OyayT oTobpakaTbCa MeHee
NPUOPUTETHbLIE MAEHTUPUKATOPDI (TPETUN, YeTBepPTbIM U T.4,).

BHUMAHMWE! Echn ounctutb localStorage bpaysepa, TO HAaCTPOMKKM OTODOParKeHUA
MOEHTUPUKATOPOB MPUMYT 3HAYEHMA MO YMONYAHMIO.
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° MYNBTUTEHAHT MOHUTOPMHI YIPARNEHME ALMUHACT PAPOBAHKE ® ': ) Hatarnes Vaanona (i lvanova

YUETHBIE JAMACHK HACTPONKM OPI.CTPYKTYPA BEPCHMOC

< Hacrpoigs 0TOBPAXENHA CANCKS YCTPORS TS

PRONDAOKHTE HZSHTHOHESTODE YTTDORCTES B NOpaoxe WIS X SO T

OC Aspopa v
OC Andrand ~
OC Linux v

PucyHok 211

‘ MYIIBTUTEMAMT  MOMWTOPMHI  YIIPABNEMME  ALMAHKCTPUPOBAMKE ®@ © admin admn {admin@ompr

YHETHBLIE 3ANKCU HACTPOMKM OFF.CTPYKTYPA HEPCHMW OC

¢ Hacrpoixa oroBpaxeHnn CNMexa yeTponcTe

FRCNONDHATH MASH THDERETODMW YCTROMCTES B NOPADLE YARHIILTIE MX FHIHMOCTH

OC Aspopa ~

MEI

2 CapniHen HoMep

3 WLAN MAC

4 Ethernet MAC

) Ceartesoe MR YCTPORCTES

6 P anpec yerponcTes

OC Androwd v
OC Linux v

PucyHok 212

Mo yMmOAn4YaHUIO MAEHTUGUKATOPLI YCTPOMCTBA B CMMCKE YCTPOMCTB OTODpaXkatoTcA
COrNacHO CNeaytoLMM NPUOPUTETAM:
— OC Aspopa, OC Android:
o |IMEI;
e CepuiiHbIN HOMeEp;
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e WLAN MAC;
e Ethernet MAC;
e (CeTeBOE MMSA;
o |P:
— OC cememnctBa Linux:
e CeTeBOE MMSA;
e Ethernet MAC;
o |P:
o |MEI;
o WLAN MAC;
e CepuinHbIN HoMep.

4.1.4. WHTerpaums (nHbopmauma o cepsepax)

Ona npocmoTpa AeTanbHOM MHPOpPMALMKM O cepBepax HeobxoaAMMo B
pacKpbIBatoLLeiica cTpoKe «MHTerpauma» HaxaTb 3Ha4oK | ¥ HanpoTWB BbIBPaHHOM BKAAAKM.

4.1.4.1. CepBep NPUNOHKEHUN

CepBep npunoxeHuit — agpec Cepsepa npunoxeHun MM (PucyHok 213 [1]) w
CMUCOK onyb/IMKOBaHHbIX BUTPUH Ha Cepsepe npunoxkenni MM (PucyHok 213 [2]).

MepeKkntoyaTens ® ro03sonser sKAOYATL WMAM OTKMKOYATL BUTPUHY. [locne
OTKNtOYEHMA BUTPUHA CTAHOBUTCA HEAOCTYNHOM B CNMUCKe BbiOOpa BUTPUHbBI NPW CO34aHNN
npasuna «MNpuaoxkeHns/YcTaHoOBKa NPUAOKEHUI Ha YCTPOMCTBO» B NMOUTUKE.

MPUMEYAHUE. B cnyyae, ecnnm NPUAONKEHMA HaA YCTPOWMCTBAX YCTAaHOBAEHbI C
MOMOLLbIO MOANTUKM, OHW He ByayT yAaneHbl C yCTPONCTB NOC/AE OTKAOYEHWA BUTPUHDI.

ga MYNETHTEHAKT MOHUTOPUET YIPABNEHME ADNMMHHCTPHPOBAHME (@]

YHETHLIE 3ATMCH HACTPOMKN OPT CTPYETYPA BEPCHMA CC

» Nurerpauns 5 mnTEC RALRA

e
*
-

w Copoep novnosssniy I 1

» BaTDdna © npMnoMertIMn

b

PucyHok 213

[lna npocmoTpa AeTanbHOM MHPOPMALMM O BUTPUHAX BO BOMKEHHbIX CTPOKAX,
KOTOpble AO0CTYMHbI CO34aHHOMY TeHaHTY, CiedyeT HaxKaTb 3HauoK .

CnucoKk onybirMKoBaHHbIX NpuaoxeHun dopmupyetca 8 MM. MNpn OoTCyTCTBMM Ha
cepBepe onyb/IMKOBAHHbIX NPUNOXKEHUI OToDparxKaeTca coobuleHne «HeT NpunoKeHun,
NOCTYMHbIX AN HAa3HAYEHUAY.
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Ecnv HeobXoaAMMOMN BUTPUHBI HET B CMUCKe, TpebyeTca 406aBuUTb ee U/UAn BblaaTb
A0CTYN K BUTpUHe (MapameTp «logkntodaemble Mnatdopmbl ynpaBaeHMA» B HAaCTPOMKaXx
BUTPMUHbI).

MPUMEYAHME. Mpoueccbl 406aBAEHNA N peaaKTUPOBaAHMA BUTPUHbI NPUBEAEHDI B
LOKymeHTe «PykoBoAcCTBO Nosb3oBaTtena. HYactb 2. [loacucrema «MapKeT».

4.1.4.2. ObHosneHne OC

ObHoBneHne OC — agpec cepBepa obHoBneHMA OC.

Ona npocmoTpa Bepcunit OC HeobxoaMMO HaxKaTb 3HAYOK kB cTpoKke «ObHOBNEHME
OC».

4.1.4.3. Cepsep LDAP

Cepsep LDAP — agpec cepsepa LDAP. Bo Brkaake «Cepsep LDAP» npegycmoTtpeHa
BO3MOXHOCTb MPOCMOTPETb AaTy Havasa M CTATyC CUHXPOHWM3AUMM [AaHHbIX, @ TaKxKe
BO3MOXHOCTb YNpaBAaTb UHTerpaunen c cepsepom LDAP (nobasnatb, peaaktmposaTb U
yOanaTb UHTErpaumio).

4.1.4.3.1. [obasneHune nHterpaummn c LDAP-cepsepom

[ns CMHXPOHM3aLUMKM NoNb3oBaTenen u rpynn ¢ MY npeaycmoTpeHa BO3MOXKHOCTb
nobasneHus nHterpaunm MY c LDAP-cepsepom Microsoft Active Directory. CUHXpoHM3auUma
ABNAETCA OAHOCTOPOHHEM — AaHHble 13 Y He byayT nepeHocuTbes Ha LDAP-cepsep.

NPUMEYAHUA:

v' Toaaepska nHTerpauun ¢ apyrumm LDAP-cepsepamm He rapaHTUpyeTcs;

v' TpeaycmatpusaeTca BO3MOXHOCTb A06aBaeHna nHterpauum ¢ LDAP-cepsepom
ONA KAXA0ro TeHAHTa;

v MY nopnep»usaer cuHXpoHusaumio ¢ LDAP-cepsepamu, B  KOTOPbIX
NONb30BaTENN M FPynnbl 6€30NaCHOCTM XPaHATCA B OAHOM MAWM Pa3HbIX OPraHM3aLMOHHbIX
lOHUTaX (Organizational Unit);

v' KaTteropuu nosb3oBaTeNbCKUX cepTudukatos u Microsoft Active Directory
NOMKHbI MCNONBb30BaTb OAMH M TOT e LeHTp cepTudukaumm AD CS.

Ons pobasneHuna uHTerpauum MY c LDAP-cepBepom HeobHXOAMMO BbINOJHUTb
cneayolme AencTBmA:

1. Bo BNnOXKeHHOM cnincke «MHTerpauma» HaxaTtb «CepBep LDAP» nam «Hactpontb»
(PucyHoK 214).
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g MYNBTUTEHAMT MOHUTOPUMHI YMPABNEHUE AAMUHUCTPUPOBAMME ® Haras

YYETHBIE SATIMCH HACTPOMKMA OPI.CTPYKTYPA BEPCMM OC

v H
» VHTErpauns 5 wHTErpauMn

» Cepsep npunoxeHni http://ocs-emm-egress-api-gw.local/appstore/api

» O6nosnenue OC 1 nHTerpaums

Cepsuc yeeaomneHnin A
» https:ffocs-int.ompcloud. rufpush/public/api/v1/
ABpopa

11 uHTerpaumn

e

UesTpbl cepTudunkaumnn

PucyHok 214

2. B obnactn dpunbTpos BO BKAaaKke «[MogxntodeHune K LDAP» (PucyHok 215 [1])
3a4aTb HAaCTPOMKKM ans noakntodeHns Kk LDAP-cepsepy (PucyHok 215 [2]) cornacHo Tabauue
(Tabnunua 46) n ganee ana NpoBepKn pabotocnocobHocTM NoaxatodeHua K LDAP-cepsepy ¢
33aHHbIMWN HACTPOMKAMM HaXKaTb KHOMKY «[1poBepuTb noakatodeHmne» (PucyHok 215 [3]).

Tabnnua 46

MNone OnucaHuve
Mcnonb3oBaTb Ecnv HeobXxoAMMO MCNONb30BaTL 3aLUMLLIEHHOE NOAKAOYEeHME K
H6e3onacHoe LDAP-cepBepy (c nomouibto SSL Bepcmn npoTtokona LDAP — LDAPS),
coenHeHme cneflyeT yCTaHOBUTL rasiouKky B YekboKce.
(TLS/SSL) Mo yMon4aHMIo ranoyka B Yekbokce He ycTaHoBAeHa (Mcnonb3yeTcs

BepcmAa NnpoTokosa 6e3 SSL — LDAP)

Anpec cepsepa

Beectn anpec LDAP-cepsepa

MopT

B none 3a4aHO 3HaYeHMe N0 YMONYAHUIO:

— 389, ecnn B YekbOKce He yCcTaHOoB/IeHa rafoyka «Mcnonb3osaTh
6e3onacHoe coeanHenme (TLS/SSL)»;

— 636, ecnn B YekbOKCe yCTaHOBAEHA rano4yka «Mcnonb3osaTb
6e3onacHoe coegmHeHme (TLS/SSL)».

MPUMEYAHMUE. Mpn HeobXOAMMOCTN MOXKHO BBECTU APYro HOMep
nopTa Ana noakntyeHna Kk LDAP-cepepy

Jlormn

BesecTtu nornH ana noakntoveHmna K LDAP-cepsepy B 0o4HOM U3
dopmaTos:

— nornH be3 gomeHa, Hanpumep: «Adminy;

— JNIOTMH C AOMeHOM, Hanpumep: «OMP/Admin;

— norunH B Buae E-mail, Hanpumep: «cAdmin@omp.ru»
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Mone OnucaHue
MNaponb BeecTn naposb and noakntodeHna Kk LDAP-cepsepy.

[lna npocMmoTpa/CcKpbITMA Napoaa HeobXoaMMO MCMNONb30BaTb
3Hayok &, Mocne coxpaHeHWA HaCTPOeK NPOCMOTPETL Napob
OyneT HEBO3MOMXKHO

@ MYNBTUTEHART  MOHMTOPHMHI  YNPABNEMME  ALMHUMWCTPUPOBAHWE ©) Haranns Waanoss (Livanova

YHETHLIE 3ANMCH HACTPOWKM OPF.CTPYKTYPA 8EPCHMM OC

Moaxmouohwe  LOAP b ] < HacTpodixu nonxnioyenns x LDAP

NS3I0BJATENN

Hicnoneaosare Sesonacuoe coeamssonme (TLS/SSL)

10.189.208.20 389

2_ LU0 LU0V

OMPTEST\Admin | ssessses Q

NPOBEPNTE NOAKIOHEHNE 3

PucyHok 215

B cnyyae ycnewHon npoBepKkn otobpasmntca coobuieHmne «MoaKntoYeHne 40CTyNHO»
(PcyHoK 216).

@ MYTILTHTEMANT MOMNTOPWME YIPABNEMME ALMMHMAC T PHPOSANVE @ ) (b0 de B OMD UY S 1

YUETHRIE 3ANMCKH HACTROWMEM OPE.CTPYXTYPA BEPCWM OC

oQumasme & LDAF ¢ Hacrposs nogemovewmn « LDAP

POOEPUTE NOAKMIONEHME [v ) Nopmomgsine 200 Ty ]

PucyHok 216

B cnyyae Heyaa4yHOro 3aBeplUeHmns NpoBepKn oTobpasntca coobuieHme 06 ownbke
(PucyHok 217[1]), KOTOpyto HEOBXOAMMO YCTPAHUTL M MOBTOPUTL MPOBEPKY MM 06PATUTLCA
K CUCTEMHOMY aAMUHUCTPaTopy/agmMuHucTpaTopy LDAP. Mocne ycnewHon npoBepKu
NOAKNOYEHMA HaxaTb « COXpaHUTbY.
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MPUMEYAHMUE. [1na 03HAKOMAEHMA C MOAHLIM TEKCTOM OLIMOKKU CcneayeT HaxKaTb
«MNoapobHee» (PucyHok 217 [2]).

) MYSEIEHAMT  MOHMTOPMHI  VIPABNEMME  ALMMMACTIMPOBAHWE () ade@om

YMETHSIE SANTMCH HACTPOMEN OPr_ CTFYKTYPA BEPCHM OC

HacTposm nogamoyesin « LDAP

........ ©

|

PucyHok 217

3. B obnactn ¢mnbTpoB BO BKAadKe «[MonbzoBatenn» (PucyHok 218 [1]) 3amaThb
HAaCTPOMKM AN MHTerpaumm nonb3osatener cornacHo Tabauue (PucyHok 218 [2],
Tabnuua 47), AaHHbIe U3 KOTOPOW ByayT CMHXPOHM3MpPoBaThea ¢ MIM0.

Tabnuua 47
MNone OnucaHue
Base DN |[lone obaszaTenbHo Ansa 3anonHeHms. MakcumansHo 1000 cumBo0B.
Ecan rpynnbl 6€30MacHOCTN M NOJ/Ib30BATENM XPAHATCA:
— B OZlHOM OPraHM3aLUMOHHOM tOHUTE, TO B none «Base DN» Heobxoammo
BBECTM 3TOT HOHUT;
— B Pa3HbIX OPraHM3aUMOHHbIX HOHWTAX, TO B none «Base DN» BBecTu Bce

OpraHM3auMoHHble IOHWTbI,  OaHHble n3 KOTOpPbIX HeobxoaMmMo
CUHXPOHM3NPOBATb. Hanpnumep: CN=Users, DC=mycompany, DC=com.
Query Mone HeobA3aTeNbHO A1A 3aNOAHEHNA.

Mpn HeobxoaMmocTn B nose «Query» BBECTU GUALTP A4 BblIOOpa HYXKHbIX
3anmcen n3 opraHn3auyMOHHbIX OHUTOB. MaKCKMManbHOE KONNMYECTBO CUMBO/I0B
10000. ®unbtp OyaeT  NPUMMEHATbCA KO  BCEM  3anMCAM  BHYTPWU
OPraHM3auUMOHHbIX KOHUTOB, BBEAEHHbIX B Nose «Base DN»

B pe3synbTaTe OyayT CMHXPOHW3MPOBAHbLI BCe AOCTYMHble 3aMMCK M3 yKa3aHHbIX
OPraHM3aLMOHHbIX KOHUTOB (rpynnbl C objectClass = group, MNO/Ab30BATENN C
objectClass = person, OPraHuW3auMOHHbIE OHWUTbI C objectClass
organizationalUnit). Ecan objectClass  And No/Ib30BaTENEMN, rpynn n
OpraHM3auMoHHbIX OHUTOB Ha LDAP-cepBepe OTAMYAOTCA OT YKa3aHHbIX Bblle, cieayet
M3MEHWUTb X B KOHPUrypaumoHHom damnne MMo.
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Mpn  ncnonb3oBaHWUM  GUALTPOB  HEODXOAMMO  BbIMOMHATL  CAedytoline
pekoMeHaaUMN:

1) Ecam ans Bbibopa HeobXoAMMbIX MOAb3oBaTeNen W/MauM rpynn M3 HUTA
TpebyeTca 3a4aTb HECKONbKO GUNLTPOB, TO cieayeT 006aBUTL elle 0AHY AMPEKTOPMIO (KaK
YKa3aHO HUXKe), 3aTEM B KaXKJ0M CTPOKE BBECTU OAMHAKOBLIM «Base DN» 1 3a4aTb HY*KHbIM
dbunbTp;

2) Ecnu TpebyeTca CMHXPOHM3MpPOBATL B 1Y yBONEHHbIX COTPYAHUKOB, TO cneayet
YKa3aTb OpraHM3auyOHHbIMA IOHUT, B KOTOPOM OHWM XPaHATCA, UAK 3aaaTb GUALTPbLI ANA
3arpysKu TakMx Nosab3osaTenem;

3) Ecnm He TpebyeTca CUHXPOHM3MpPOBATb B [1Y YBONEHHbIX COTPYAHWKOB, TO
cneayet 3a4aTb B GUAbTPaAx MPaBMAO, KOTOPOE WCKAOUMT TaKMX COTPYAHMKOB: €CAu
COTPYAHMK MMeeT CTaTyC WAM NapameTp, onpeaensatlmin ero HeakTUBHOCTb, TO
HeobxoaAMMO yKa3aTb 3TO B duabTpe. Hanpumep: ! (employmentType=NEW) .

‘;ﬁ; MYNBTHTERART  MOHWTOPHHI  YNPABNEHWME  AZAMMNMCTPHPOBANMKE @ {avanm Weawoss (|Livanoy
YUETHLIE 3ANWCKH HACTPOMKM QPr CTRYKTYPA BEPCWMN OC
AxrsaveHne x LDAS { HacTpoHXM MNTErPaLWK NOMLIDEATENCH
[Tenmseras }-1
Ju60p SHpECTODWR
P
3 _{ ¥+ i " X \ ]
anTwNT

Mpn HeobxoaMmocTn A00aBUTb elle OAHY AMPEKTOPUID ANA CUHXPOHM3AUMMK
cneayeT HaxKaTb «[lobaBuTb AMpeKkToputo» (cMm. PucyHok 218 [3]) 1 3aN0NHUTL ANA Hee NoAs
«Base DN» n «Query» cornacHo tabauue (cm. Tabaumua 47).

Mo ymonyaHuto B Ha0Ke «MannuHr» 3agaHbl MapaMeTpbl MannuHra aTpubyTos
none3osatena MO n LDAP-cepBepa, OCHOBaHHble Ha YaCTO MUCMNO/b3yEeMbIX 3HAYEHUAX B
Active Directory. Mpu HeobxogumocTu cneayet BBECTM B MNOAA Apyrve aTpudyThbl
nonv3oBatens un3 LDAP-cepBepa, COOTBETCTBYWOUIME Ha3BaHUIO nonent (PucyHok 219),
npueeaeHHbIX B Tabamue (Tabanua 48).
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ga MYNbTUTEHAHT MOHUTOPUHI YNPABNEHWUE AOAMUHUCTPUPOBAHUE @ WeaH VisaHos (i.ivanov@om..

YYETHbBIE 3ANUCK HACTPOMKMU OPI. CTPYKTYPA BEPCUN OC

Uurerpauus c LDAP cepsepom

OcHoeubie aTpnbyTh

Tenedomu

pabouniz

Wma* DepanoHT

Damunua* pomos

Oryectso ABrycTosuy

LonxHocTs Bepcranbuumk

MNouta pabovan® = qa-modest1990@805fe2.rac.info

0632626459974

CIUCIME NOAKNIOYUTL LDAP CEPBEP YOANUTE HACTPOMKW UHTETPALLUMA

Tabnunua 48

PucyHok 219

Ha3sBaHune nonsa

OnucaHue

Nms

MNone obaszaTenbHo Ans 3anoaHeHua. MakcnumanbHo 100 cumBon0B

Pammnnma MNone obaszaTenbHO Ans 3anonHeHua. MakcnumanbHo 100 cumBonos

OT4ecTBO MNone He obA3aTeNbHO ANs 3anonHeHuA. MakcumanbHo 100
CMMBO/10B

[ ONXKHOCTb Mone He obA3aTenbHO ANA 3anoaHeHuA. MakcumanbHo 100

CMMBOJ10B

MouTa paboyas

Mone obasatenbHoO Ans 3anonHeHua. MakcumanbHo 100 cumBonoB

TenedoH Mone He 0b6A3aTeNnbHO ANA 3anoiHeHna. MakcumansHo 100
pabouni CMMBOJ10B
BHUMAHUE! [Mo yKkaszaHHOMY B ManNmMuWHre napameTpy 3HayYyeHWUs AOJIKHbI

COOTBETCTBOBATb TPEOOBAHUAM K AaHHbIM A1A NOAb30BATENEN W FPYMNn NoAb30BaTENEN,
comeprkalmmen B Active Directory, KoTopble npuseaeHbl B Tabamue (Tabanua 49).

Tabnunua 49
MNapameTp OnucaHue MNpumeyaHue
HasBaHue dopmarT: oT 2 40 64 CMMBONOB MNone obsazaTenvHoO ANA
rpynnobl 3aMnoIHEeHMA
No/ib30BaTENEN
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MNapameTp OnucaHue NpnumeyaHme
MoyTta paboyana |Paboyaa noyTa nonb3oBaTeNA Mone ob6sa3aTeNnbHO ANA
ycTponcTea. Popmar: 3aMNOJIHEHMA.

<NOMNH>@<O0MEHHOE_NMA>,
OT 2 A0 256 cMMBOJ10B

Paboyas noyTta nosb3oBaTeNs
[IONXKHA ObITb YHUKANbHOWM

Nma MMa nonb3oBaTena yCTPoOMCTBa. Mone ob6sa3aTeNnbHO ANA
dopmart: oT 2 40 64 CMMBONOB. 3aM0J/IHEHMA
CumBonbl: a-1; a-z; A-A; A-Z; -; npoben
damumnna ®amunnmna nonbloBaTena ycrponctea. |[lone obszaTenbHO ANA
®opmart: oT 2 A0 64 CMMBOJIOB. 3ano/iHeHuA
CumBonbl: a-1; a-z; A-A; A-Z; -; npoben
OT4ecTtBO OT4yecTBO NOAb30BaTENSA YCTPOMCTBA. |[lone He aBnseTcA
®dopmart: oT 2 40 64 CMMBOJIOB. obA3aTeNbHbIM 1A
CumBoOnbl: a-1; a-z; A-A; A-Z; -; npoben |3anonHeHma
LoMKHOCTb L OoMKHOCTb, 3aHMMaemMaAn [Nlone He aBnAeTcA
nonb3oBaTenem yctponcrea. PopmaTt: |obA3aTeNbHbIM A5
OoT 2 00 256 cumBon0B. CMMBO/IbI: @-A; |3aNO/IHEHMA
a-z; A-A; A-Z; -; npoben
TenedoH Homep TenepoHa nonb3osatena [Nlone He aBnAeTcA
pabouni ycTponcTtea. Popmart: oT 2 Ao 64 oba3aTenbHbIM ANA

CMMBO0B. TONbKO LMbPbI

3afNo/IHEHNA

Mpwn

HeobxoaMmMocTn B Hoke

«MannuHr»

B pa3aene

«lononHUTEeNbHbIE

aTpnOyTbl» BO3MOMKHO 3a4aTb A0 10 AOMNOAHMTENbHbIX aTPMOYTOB Mo/sb30BaTENs ANA
mannuura (PucyHok 220 [1]). Ons aToro HeobxoAMMO BbIOpPaTb HYMHbIA aTPUOYT K3
PaCKpbIBaOLLLErocsa CrucKa:
— department — Ha3BaHWE OTAENQ;
— employeeType — CTaTyc paboTHUKa (paboTaeT/yBoneH);
— Manager — ®MO HenocpeACTBEHHOIO PyKOBOAMTENA.
Ecnn Heobxoammoro aTpmbyTa HeT B CNMCKe, BBECTM Ha3BaHMe aTpmbyTa M HaxKaTb
«Enter» Ha KnaBuarype.
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@ MYNSTHTEHAMT MOHPTOP v YOPASNEHNE ALNMHAC T PVPOBANNE @ 4 whede v 2 v
VIETHBIE IATMCH HACTPOMCM OPLCTIYKTYMA SEPCHK OC
2y C Hacrpodast vuTarDanm RONLI0SATONSR
=1
r... —— —— .j— 2
p—3
PucyHok 220

MPUMEYAHMUE. To  ymonyaHuo  agaHHble 13 LDAP-cepsepa  byayt
CUHXPOHM3NPOBATLCA Kaxkaple 1 4yac 30 MUHYT.

Ecan Heobxoanmo:

— OTKIOUYUTb CMHXPOHM3ALMIO AAHHbIX, TO CAedyeT YCTaHOBWUTb NepeKkyaTenb
«CMHXPOHM3aLMA MO paciMCcaHMO» B MOIOXKeHMe «BbikatodeHo» (cm. PucyHok 220 [2]);

— W3MEHWUTb YacCTOTy CUHXPOHM3AUMM, TO CNelyeT BBECTU HYXKHbIA BPEMEHHOM
MHTepBan B nose «loBTOpATb Kaxkaple» (cm. PucyHok 220 [3]).

BHUMAHWE! T[epen apxvBMpoBaHMEM TeHaHTa HEOOXOAMMO  OTKAOYUTb
CMHXPOHM3ALMIO AAHHbIX.

[anee HaxkaTb «CoxpaHMTb» (cM. PucyHok 220 [4]).

B pe3ynbtaTte byaer pnobasneHa uHTerpauma MY c LDAP-cepBepom M 3anyLleHa
nepBas CUHXPOHM3ALUMA AaHHbIX.

[lns npocMmoTpa AaTbl HaYana CUMHXPOHW3ALUMM W ee CTaTyca HeobXxoAMMO HaxKaTb

3Hayok * B packpbiBatoLLelica cTpoke «Cepsep LDAP» (PucyHok 221).

!; MY/ISTHTEHAHT  MOHWTOPMHI  YNPABMEHME  ALMUHUCTPUPOBAHME ® s Jebedev@omprussia.ru

YHETHGE 3ANMCH HACTPOWKM OPr. CTPYXTYPA BEPCHWM OC

v UnHrerpawsa 6 wTErpauMn
b Ceprep npunaxernwh httpe/focs-emm-egress-api-gw.local/appstare/api
¢ Ofnonnenne OC 1 AHTE DAL
w Cepeep LDAP 10.189.208.200
L1578 »avana CrMxDOMMIALMM 28.11.2024 1650
Cro IXDOM 3TN
| e
» Cepmnc yoenomnesnit Aspopa  httpi//ocs-dev.ompcioud.ru

PucyHok 221
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B cnyyae OWMOKM CUHXPOHM3AUMM AaHHbIX (PucyHok 222 [1]) ana nonydeHun
noapobHon uHPopmauum 06 ownbke HeobXOAMMO HaxKaTb KHOMKy «[loapobHeex
(PucyHok 222 [2]).

e MYTIBTUTERAHT  MOHWTOPHMI  YIPABREMME  AZMMHUCTPHPOBAHME ©)] s jebedevBonmprussia.n

YUETHNE 3ANKMCH MACTPOMKM OPI.CTPYKTYPA BEPCHMM OC

» Mwrerpausn 6 weTerpauvih
* Copoep npuacxDmnil mip/jocs-amm-egress-api-gw local/appstore/apl
» Ofnosnemws OC 1 HHTEr DLW
v Cepoep LDAP 10.189.208.200
Data i AU 8112024 %

» Ceponc yoeaosanewisa Aspops Mip//ocs-dev.ompcioud.ru

» LLOMTDO COPTHSUKALMN 8 wnrorpaumi

PUCYyHOK 222
4.1.4.3.2. PepaKtnpoBaHue HacTpoek nHterpauumn c LDAP-cepsepom

Mpn  HeobXxoAMMOCTM BO3MOXKHO M3MEHWTb HACTPOMKW WHTerpaumm [Y c
LDAP-cepsepom Microsoft Active Directory, nocne 4ero CUMHXPOHM3aUMA Takke OyaeT
OZlHOCTOPOHHAA — AaHHble 13 1Y He ByayT nepeHocmTbeA Ha LDAP-cepsep.

[ns penakTMpoBaHMA HACTPOMKM WHTerpaumm ¢ LDAP-cepsepom Heobxoammo
BbINO/IHUTbL CAeaytoline AeNCTBUA:

— B packpblBatolwlencs cTpoke «WHTerpauma» BblbpaTb «CepBep LDAP»
(PucyHoK 223 [1]) uam pasBepHyTb cTpoky «CepBep LDAP» n HaxaTb «PeaakTMpoBaTb
HacTpolku LDAP-cepBepa» (PucyHok 223 [2]);

@ MYNBTHTEHAHT MOBHTOPUHI YNPABNEHWE ALMUHWCTPUPOBAMME ® HaTanwk Vigaroaa (|.ivenova

YYETHbLIE 3ANKMCH HACTPORKM OPT.CTPYKTYPA BEPCHMM OC

o HIAIARIMIG L TORNNS KON VM Gl v A INDEN0
« WNuterpauws 5 weTerpauwé x
b Cepaep NprNoxennn http./focs-emm-egress-api-gw.local/appstore/api
» OGuoenesne OC 1 wHTErpaumns
1 deDlomptest test
[a7a H34ana CHHXDOHM3SUMM 17012023 15:09

CTATYS CMHEDOHN AWM

I-»;n'-w SBETE HACTPONKK LDAF -n».ri‘.-}——2

» Coponc yoeaounarwn Aspopa  httpJfocs-dev.ompcioud ru

b LeHTpet CEPTADMKELIMKM 7 MHTErpaumMn

PucyHok 223
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— Npn HEOBXoAMMOCTM M3MEHUTb HACTPOMKN AnA noakatodeHma Kk LDAP-cepsepy,
HAaCTPOMKM MHTErpauum nosab3oBaTenen, napameTpbl MannuHra AaHHbIX M pPacnmcaHms
CUHXPOHM3aUMM aaHHbIX ¢ 11O B cooTBeTcTBMM ¢ nn. 4.1.4.3.1.

B pe3ynbraTe HacTponKkn nHTerpaumm MY c LDAP-cepsepom byayT M3MEHEHDI.

4.1.4.3.3. YnaneHue nHterpaumm c LDAP-cepsepom

Mpn HeEOHXOAMMOCTMU BO3IMOKHO YAaNUTb HTerpaumto MY c LDAP-cepsepom. B aTom
Cy4yae CMHXPOHM3MPOBATbL Noab3oBaTenen 1 rpynnol ¢ MMO 6yaeT BO3MOXKHO TONbKO NOC/e
nobasneHuns HoBom nHTerpaummn c LDAP-cepsepom.

[ns ynanenna nHterpaumm c LDAP-cepBepom He0b6X0aAMMO BbINONHUTL CAeaytoLine
NENCTBUA:

— B packpbiBatowenca cTtpoke «WMHTerpauma» Bblbpatb «Cepsep LDAP»
(cm. PucyHok 223 [1]) nnn passepHyTb cTpoky «Cepsep LDAP» 1 HaxkaTb «PeaakTMpoBaThb
HacTpolku LDAP-cepsepa» (cm. PucyHok 223 [2]);

— B 0bOMaCTU GUNBLTPOB NEpPenTn BO BKAAAKY «Ionb3osaTtenn» (PucyHok 224 [1]);

— HaXkaTb KHOMKY «Yaanutb» (PucyHok 224 [2]);

a MYSSTHTERART  MONMTOPHMI YNPABEHNE ALMITHAC TPHPORAMME (o)

o

YHETHBIE 3ANMKMCH HACZTPOWMKM OPF.CTPYXTYPA BEPCHM OC

C HacTROMH MNTEr DaLpte DOALICHATENEH

PucyHok 224

— B OTOOPA3MBLLIEMCS OKHE NoATBEPANTb MO0 OTMEHUTb AencTBUA (PUCyHOK 225).

Nogreepxaenne onepaumm

PucyHok 225

B pe3ynbTate noatBepxaeHua nHTerpauma MY c LDAP-cepsepom byaeT yaaneHa.
Ona cuHXpoHM3aumm nonb3oBatene m rpynn c 1Y notpebyetca n006aBUTb HOBYIO
nHTerpaunto ¢ LDAP-cepsepom (nn. 4.1.4.3.1).
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4.1.4.4. CepBuc yBegomneHmnn Aspopa

Cepsuc yBegomneHunit ABpopa — HacTpomka MCY.

C nomowpto TMCY Ha ycTpoOMCTBA OCYLLECTBAAETCA OMNepaTMBHAA [AOCTaBKa
MHGOPMaLMK (TEKCTOBbIE COODLLEHMA M KOMaHAbI) B BUAE TEKCTOBbLIX push-yseoMNeHNA,

OnuncaHune pabotbl MCY npuBeaeHO B AOKyMeHTe «PyKOBOACTBO MO/b30BaTENS.
Yactb 5. Moacuctema CepBuUC yBEAOMNEHUIA Y.

OnucaHme AOCTaBKM push-yBeaOMAEHWI Ha YCTPOMCTBA NPUBEAEHO B AOKYMEHTe
«PyKkoBOACTBO Nonb3oBaTend. Yactb 7. MpunoxeHne «Aspopa LleHTp» Ana onepaumnoHHoOn

cuctembl ABpopa».

[ina npocmoTpa Hactpoek MCY HeobxoarMo HaxaTb 3Hauok *, B pesynbTaTe yero
0TOOPa3AaTCA NapameTpbl, NpuBeaeHHble B Tabanue (Tabamua 50).

Tabnunua 50

HacTponku

OnucaHue

NHTerpauma c CYA

Onpepenaet BKAKOYEHME OTNPaBKKM HacTpoek MCY ana
npuaoxeHua «Aspopa LleHTp»

HacTpolku ycTpoicTea

Appec ana mobunbHOro
KAMeHTa

Agpec INCY ana npunoxenua «Aspopa LeHTp»

MopT ANAa MOBUNBLHOTO KANEHTA

[MopT yBeAOMIEHUIN ANA NnpunoxeHna «Aspopa UeHTp»

ID npunoxeHna

NaoeHTndMKaTop npmnoxeHms «Aspopa LleHTp», ¢
KOTOPbIM OHO perucTtpupyetca B MNCY

JlononHuTenbHble NapameTpbl (0TobpakatoTca B HacTpoKax MCY, TONbKO ecan oHK
6binn A06aBNEHbI B KOHOUTYPaUMOHHbIM darin MNMO, TakKe OHM He YYMTbIBAOTCA Ha
ycTponcTeax Ha base OC Android)

CRL: MNpoBepKa 0T3bIBa
cepTudurKaToB

OnpeaenseT, BKAOYEHA M NPOBEPKA HANYMA
cepTnudmrKkaTta MNCY cpeam cnmcka 0To3BaHHbIX
cepTudurKaToB

CRL: MHTepBan obHOBNEHMUS
B CEKYHAaXx

BpemeHHOM MHTepBan 0OHOBAEHMA CMUCKA OTO3BAHHbIX
cepTndunKaTos

SSL: Banunpauma ceptmdukara

Onpeaenaet, BKNtOYEHA M BaNUAaLmMa cepTudumkata
Ncy

SSL: YpoBeHb Baingaumm
cepTuduKaTa

YpoBeHb BannaaumMm MMeHM XO0CTa, YKa3aHHOro B
ceptudukate MCy.

BO3MOXHble 3Ha4YeHuA:

— «He nposepaeTcay;

— «[lopaeprKKa NOAO0MEHOBY;

— «ToYyHOe coBnaaeHme»

256




" | OTKPBITAA
PyKkoBOACTBO nonb3osaTens. YacTb 3 _J ey
HacTtponku OnuncaHwne
HacTtpownku cepsepa
Anpec API Anpec API TICY gna npunoxeHua «Aspopa LleHTp»
ID npoeKTa A1A OTNPaBKu NaeHTndunKaTop npoekTa B NCY Ana oTNpaBKM
yBEAOMIEHNN yBEAOMIEHNM

[na nameHeHuna Hactpoek MNCY HeobxoAMMO BbIMONHUTL OAHO W3 CAeAYHOLLMX

NEencTBui:
— Ha)KaTb Ha Ha3BaHWe nonqa «Cepsuc ysegomaeHns Aspopa» (PrucyHok 226 [1]);
— HaxaTb «PepaktmpoBaTb HacTpoilkm CepBuca yBeAOMAEHWI  ABpopa»
(PncyHoK 226 [2]).
a.; MYNIETHUTERANT MOHUTOPAHT YPABNEHKE ACQMUHUCTPUPOBAHME @ )
YMETHESE JANNCHA HACTPOMKH OPT.CTPYKTYPA SEFCMM OC
v CHpsdC veenOomnesnd ABDODn }— 1 nnpsJiocs-int ompcloud n
=
| ‘ ‘ womrerer Arpops = 2
PUCyHOK 226

B pe3ynbTaTe BbINOAHEHWUS OAHOMO U3 YKA3aHHbIX AEUCTBUIA DyAyT AOCTYMNHbI NOAS
ANA pefakTMpoBaHMA HacTporku MNCY ogHMMm 13 cneaytoumx cnocobos (PucyHok 227):
— 3arpy3ka JSON-¢alnoB c HaCTPOMKAMM HaxKaTMEM KHOMKM «3arpy3uTtb Gpanbl

HaCTPOEeK»;
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° MYNETUTEHART MOHNTOPWHI YNPABNEHWME ALMUENCTPHPOBARME

YHETHBIE JANKCK HACTPOKKM QP CTPYKTYPA BEPCHN OC

< Hacrpoixn Cepanca yeeaomnenni Aspopa

JAFPYINTE QAR HACTROEK

Mobunsime yeTpoRCTea

ocs-stage ompioudru

emen_chent bupteskiBuoatbbekqO

SSL

Avsorpouss o CYA ‘

[ Brrmoneno

- He awhpano

CRL

Bxmo~ono

MNapameTpw cepaeps

NapameTpu ANs 3pTOPUIaLLW

https:/focs-stage omocloud.ru/suth/public/oauth2ftoken

publicija33L. 204!

Wurerpayns

HACTPOMTD MHTES PALLMO C BHELMWM CEPBHCOM YEEQODMIEHHN

COXPARATEL

- 56400

amm_stage_buptd?e2ioctbbckpg

emm_stage_buptd?siZiuvoqbbSckpg

@ O Haranws Wsances (nivanoy.

OEHOBN TR XITOY

PucyHok 227

— BHECeHWe M3MEHEHWNIM BPYYHYIO B COOTBETCTBUK C Tabanuen (Tabamua 51).
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[Mocne BHECEHMA YTOYHEHWNA B COOTBETCTBUM C Tabaumuen (Tabanua 51) Heobxoammo
noATBEPAUTL MO0 OTMEHUTL AENCTBUA.

Tabnuua 51
MNone OnucaHue
NHTerpauma c CYA [laHHOe none npeaHasHa4YeHo 1A BKAKOYEHUA UK

BbIKOYEHMA OTNPaBKM HacTpoekK MNCY ans npuaoKeHus
«ABpopa Lentp» npu nomotm nepexnodatens “@

MobunbHble yCTPONCTBa

Nma xocTa ana IP-aapec nnm nma xocta MNCY gna npunoxeHna «Aspopa
MODBMNBbHOrO KNMEHTA LeHTp»

MopT Ana mobunbHoro  |Homep nopTa yBeAOMAEHWUI ANA NPUAOKEHMA «ABPOpPa
KNVeHTa LeHTp»

ID npunoxeHua NaeHTUPUKATOP NPUNOKEHMSA, C KOTOPLIM MPUNOKEHNE
MOOWUNBLHOrO KANEHTa «ABpopa LeHTp» permnctpupyetca s NCY

SSL (napameTpbl SSL oTobparkatoTca B HacTpoiKax MNCY, ToNbKo ecam oHn bbinu
nobasneHbl B KOHPUTIYpaLUMOHHbIA dain MNIMO, TakKe OHM YYMTbIBAIOTCA HA YCTPOMCTBAX
Ha 6a3e OC Android)

Bannpauma coegmHeHnA Bbl60p M3 paCKpblBatoWerocAa CnMCka 3Ha4eHnA, KOTopoe

C cepBepom onpeaensaeT, BKAOYEHa M Baanaaums ceptndukata MCy:
— BbIkntoyeHo;
— BkntoyeHo
YpoBeHb BaAMaaLmMm Bbi60Op 13 pacKkpbIBaOLLErOCS CMMCKA YPOBEHA BaAMAALLMN
MMEHM XOCTa MMEHM XOCTa, yKazaHHoro B [NCY:
— He BbIbpaHoO;

— He nposepaetcs;
— [llognepska NoAAOMEHOB;
— To4HOe coBnageHue

CRL (napameTpbl CRL oTobparkatoTca B HacTpoikax MNCY, TonbKo ecim oHm Bbinn
nob6aBneHbl B KOHOUTYpaLUMOHHbIM dain MMO, Tak¥Ke OHW He YYNTbIBAKOTCA Ha
yctpoincteax ¢ OC Android)

MpoBepKa 0TO3BAHHOCTK |BbI6OP M3 PacKpPbIBAOLWLErOCS CMMCKA 3HAYEeHMS,
cepTudmKaTa onpeaenArLlEero, BK/OYEHA 1M NPOBEPKA HAaNNYMA
ceptudukaTta MNMCY cpeam cnmcka 0TO3BaHHbIX CEPTUPUMKATOB:
— BbIkntoyeHo;

— BkawoyeHo

Mepuoa 0bHOBMEHUS BBOA 3HaYeHMs C KNaBMaTypbl BDEMEHHOTO MHTEPBasa
OOHOB/IEHUSA CMMCKA OTO3BAHHbIX CEPTUPUKATOB (B CEKYHAAX)
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Mone

OnucaHue

MNapameTpbl cepBepa

Apnpec API

Anpec APITICY ans npunoxeHua «Aspopa LieHTp» (B BUae
proto://host:port). [lapameTp Ao/ KeH ObITb 334aH
aAMUHNCTPATOPOM B KOHOUIypaunmoHHom darne MIM0O. Mpu
M3MEHEHMM NapaMeTpa BPYYHYO HacTporKu MNCY He meHATCA

ID npoeKTa A41a OTNpPaBKu

yBEeAOMIEHNN

BBOA 3HaYeHMs C KNaBMaTypbl: MaeHTUdMKaTop npoekTa B MCY
[1A OTNPaBKN YBEAOMAEHNA

MapameTpbl Ana aBTOpU3a

UMK

Token URL BBoa 3HaveHMA ¢ KnasmaTypbl: URL 4na nonyydeHna TokeHa
aBTOpM3aLMN

ClientID BBOA, 3HAYEHMA C KNaBUATYPbl: MAEHTUPUKATOP KNNEHTA
TEXHUYECKOM YY4ETHOM 3anmcu

KeylD BBOA, 3HAaYEHMA C KNAaBMATYPbl: MPUBATHbIN KNOY TEXHUYECKOM

y4eTHOW 3anmcK. NapameTp yKa3biBaeT, KakoM KoY
MCMNOb3YeTCA Ha CepBMCce aBTOpPU3aLMM

MpMBaTHbIN KAHOY

Heobxoammo HaxkaTb « OBHOBUTL KAHOY» M BBECTM NPUBATHbIM
KNHOY TEXHMYECKOWN Y4ETHOM 3anmncu

Audience

BBOA 3HaYeHMA C KNaBMaTypbl: ayANUTOPUA TOKEHa A0CTyNa
5 3
nocne Haxatua 3Hayka # . [lna yaaneHuna ayautopmm

H€O6XO,£I,VIMO Ha*aTb 3HA4YOK CnpaBa OT ero Ha3BaHUA

Scopes

BBoa, 3HauYeHMA ¢ KnaBmnaTtypbl: obnacTb (ckoyn) ana OIDC-
KAMeHTa, ucnonbayemasn ans ayteHTndukaumm 8 MNCY. Ans

. 3
BBOZa 3HAYEHMA HEOBXOAMMO HaxaTb 3HauoK # . 114

yaaneHuns o61actm HeobxoaMMOo HaxkaTb 3HAYOK =+ cnpaBa OT
ee Ha3BaHwuA

NHTerpauma

HacTpouTb MHTErpaumto
C BHELHWM CEPBUCOM

yBEAOMAEHNM

Mpy HaXkaTnUK «HaCTPOUTb MHTErpaumio C BHELWHUM CEPBUCOM
yBeZJoMIeHnn» nponsonaeT Bbirpyska JSSON-daiina c
HacTpomkamm ABpopa LieHTp ana noakatoyeHma K oTaenbHO
pa3sepHyToMy CepBUCY YBEAOMNEHMUNA.

MPUMEYAHMUE. Mpouecc nogkNto4eHna K 0TAeNbHO
pa3sepHyToMy CepBuCY YBEAOMNEHMA NPUBEAEH B AOKYMEHTE
«PyKoBOACTBO No/sib3oBaTenAa. Yactb 5. lNoacuctema Cepsuc
YBEAOMNEHNN»
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4.1.4.5. UeHTpbl cepTudmrKaumm

B MMO gocTynHa BO3MOXHOCTb A406aBUTb MHTEMPALMIO C LEHTPOM CEPTUPUKAL MM,
KOTOPbIN BbIMyCKaeT NONb30BaTeNbCKME CeEPTUPUKATbLI ANA NOAKNOYEHMA K BecnpoBOAHbIM
CeTaAM.

BHUMAHME! MMNO npoTecTMpoBaHO C MHTErpaumMen C LEeHTPpaMMU cepTUdUKaLMN,
nmetowmmmn Tmn cepeepa Microsoft Active Directory Certificate Services (AD CS) 8 Windows
Server 2019.

[lna npocmoTpa CNUCKa MHTerpauum C LeHTpamu cepTuduKaumm Heobxoammo
HaaTb 3Hauok F. [na gobasneHua LeHTpa cepTUdMKaLMM HEOBXOAMMO BbIMOJHWUTL
cneayrouime AencTBmnA:

— HaxkaTb «[106aBUTb LEeHTP cepTudukaumm» (PucyHok 228);

— 3ano/IHNTb NONA BBOAA, NpuBeAeHHble B Tabanue (Tabamua 52);

— Ha)XaTb KHOMKY «Co34aTb».

B pe3ynbTaTe MHTeErpauma c LeHTpom cepTudukaumm byaet nobasneHa s [M10.

ga MYNbTUTEHAHT MOHUTOPUHI YTMNPABNEHUE AOMUHUCTPUPOBAHUE @ Hatanua MeaHoBa (i.ivanova...

YYETHbIE 3AMUCHU HACTPOMKMU OPI. CTPYKTYPA BEPCUMN OC

w Ha3saHue CocrosHue KeM nameHeHo WamexeHo

-

v LleHTpbl cepTudumkaumm He HacTpoeHo

+ [OOBABUTb LIEHTP CEPTUOUKALIMU

» MoskowTestADCS http://10.189.219.239/certsrv

» ga_lleHTp cepTudukal... http://pervaja.net/

» ga_lleHTp cepTudukau... https://www.rusakova.net/category/tag/categories/privacy/
» ga_LleHTp cepTudukau... https://www.ao.biz/
PucyHok 228
Tabnnua 52
[Tone OnwucaHue
HasBaHue Ha3BaHue ueHTpa cepTudmKkaumm. BBoa 3Ha4YeHns ¢ KnasmaTypbl.

MoxeT coaepaTb 0T 1 40 256 CMMBO/10B

URL o cepepa |URL-aapec cepsepa Ana NOAKAOYEHNA K LEHTPY CEPTUPUKALMM.
MoxeT coaep*aTb 0T 1 10 256 cMMBO/I0B

Twun cepsepa o ymonyaHuto yctaHoBaeHo 3HavyeHmne Microsoft AD CS. MNone
HeAOCTYNHO A/1A PeAaKTMPOBaAHMNA

JlorunH JIOrMH ANs NOAKMOYEHMNA K LEHTPY cepTudmnKkaumm. Moxet
coaepatb oT 1 40 256 cmMmBONOB

MNaponb Maponb ANA NOAKNOYEHMA K LEHTPY cepTudmKaummn. MoxxeT

coaepatb oT 1 o 256 cMumBoNOB
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4.1.4.6. Git-peno3utopu

Ons  pobasnavua B T1Y pasnnyHbiXx  GalinoB  CKPUATOB/KOHGUIYpaLMn  Ons
PaAcNpPOCTPaHeHMA Ha YCTPOMCTBA AOCTYMHO NOAKAOYEHME yaaneHHbIX penosutopmes GIT.
[na sToro HeobxoAMmo A06aBUTb MHTerpaumto ¢ Git- penosmTopmem.

[lna npocMmoTpa cnmMcKka NoAakAtodeHHbIX Git-peno3nTopmne HEOOXOAMMO HaKaTb
3Hayok P B cTpoke «Git-penosutopum» (PucyHok 229 [2]).

[na noakntoYeHns HeobxoAMMO BbINOAHUTL CeaytoLLmne AeNCTBMA:

— HaXaTb Ha KHOMKY «[MoaKkntoumTb Git-penosntopuin» (PucyHok 229 [1]);

Q’ MYMETUTEHAHT  MOHMTOPUHI  YNPABNEHWME  AAMUHUCTPUPOBAHME (@) AamusucTparop Mepasi (a

YYETHbIE 3ANUCH HACTPOMKHM OPTF.CTPYKTYPA BEPCUM OC

v Malssas Cocronvme Ko navene FamEnano

» LIeHTPS CEDTMOMKSUMN B nHTerpaunin

v Git-penosuTopmn 1 uHTErpaUNa

l¢ NOAXMOMUTD GIT-PENOINTOPKA }_ 1

l itea@ocs-mtea devel prooos/emm-hack-test git l— 2

» TepputOopum 25 TeppuTopuin

PucyHok 229

— B 0TODOpa3mBLLIEMCS OKHe B none «[ybanyHbi SSH-kAou» byaeT creHepupoBaH
SSH-Kknto4. Heobxoammo cKkonnpoBaTb €ro C MOMOLLLbK KHOMKM D (PrcyHok 230) n nob6aBUTb
B Git-peno3nTopuin, KOTOPbIM HEOOXOAMMO NOAKMOYNTY;

MYNGTMTEHAMT  MOMMTOPVMT YIPAAEMW . e PPOMpeLsEa T
@ el ONMTC B MNoarsepanre gencrone wa ocs-dev.ompcloud @ oo e -
VUETHIE SATICH  HACTPORKH  OPF. CTPYKTYPA AEPPESTE § SYVop, QR
[n‘ 58 AAAAR INESC e ZEAMADACABAAACACC I e (AGrdONa Sk ]
¢ MMTRrPaUIS C YARNEWINIM Qit-PENOINTORMEM
Nons o v

— B none «Agpec Git-peno3mtopma no nNpoTokoay SSH» BBecTM agpec
M HaXKaTb Ha KHOMKy «[poBepuTb NnogKkatodeHne» (PucyHok 231);
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BHUMAHUE! Ecnam cepBuc ana  xocTuHra Git-peno3mMtopmes  MCNOAb3YyeT
HeCcTaHAaPTHbINM SSH-NOPT, TO AaHHbIM NOPT A0/IXKEH ObITb 33[aH NPM CO34aHUN MHTErpaLmMm
c Git. ina aToro HeoHXOAMMO B CTPOKE MOAKNOYEHMA MCMONb30BaTh C/AEAYIOLLY scp-
style HOTaUWMIO: <user>@<host>:<port>:<path>.

Hanpumep: git@example.com:22222:path/to repository.git

” MYBTUTEHANT MOMHTOPMMI YIPABNEMME ALMID GACTPUEOBAN WL @ s SobodevE@ompr us J

YETHME JANMCH HACTPORM OPF. CTPYKTYPA NEPCHM OC

C Murerpauns © yaanesmssm git-pencastopuem

’ Nogemovewne
\[F] ca L o0 tgn
~ A AAR A
MPOBEPHTE NOUTIONEHNME

PucyHok 231

— B OTODpasuMBLIEMCS OKHe noATBepAuTb AMbO OTMeHUTb aenctemdA. [pu
yCrnewHoM NoAKNYEHNN K Git-peno3nToputo 0Tobpa3mTCs COOTBETCTBYHOLLEE COODLLIEHME;

— B packpbiBatowemca cnucke «BeTka» (PucyHok 232[1]) BbibpaTb BeTKy
peno3untopua, Ganabl U3 KoTopon Tpebyetca nobasuTs B Y,

— Janee HasaTb Ha KHoMKy «Co3aaTb» (PucyHok 232 [2]).

B pe3ynbTaTe Git-peno3utopuin byaet noaxatodeH K Y.

e MYORTHTEMANTY MOMMTOPHIN VIPARNE AL ALMMNC T PPOOAI WL @ & WO TROMOruSsid 1U

YHETHME 3ANMCH SACTPOMEM OPF.CTPYRTYPA BEPCWI OC

¢ Mnrerpauns ¢y Git-penoIm oD

O RS L e

o Ouived et o leDedev/iost ght

TPOREPHT b NODKIROENME
. Bulcp sutem
[ ma x « =1

2 :
PncyHoK 232
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4.1.5. Tepputopumn

TeppuTOopUM MCNONb3YIOTCA ANA odpNalH-CLueHapmneB € cObbITMAMKN «HaxoxKaeHme Ha
TEpPPUTOPUAX,  ONpedensembix  KoopAuMHaTaMm»/«HaxoxaeHne  BHeE  Tepputopum,
onpeaenseMon KoopamHaTamm». TeppuUTopus MOXKET CoAep*KaTb OAMH MAM HECKOJbKO
YeTbIPEXYTONbHbIX MOAUIOHOB, HAHECEHHbIX Ha KapTy.

B packpblBalolleliicA CcTpoke «TeppuTopuM» MpU  HaKaTMM Ha 3Hayok F
(cm. PucyHok 204 [5]) oTobparkaeTca cnnucok Tepputopuin (PucyHok 233 [2]).

Ecnn noTpebyeTca NpocMoTpeTb TEPPUTOPUIO Ha KapTe, HE0BXOAMMO HaXKaTb Ha ee
Ha3BaHMe.

ﬂ MYNBYATEHANT MOMMTOPHI VIPASNEHUE ALUMMUHNC TPHPOBAHME @

YHETHSIE 3ANKCH HACTPOMKM OPr. CTRYKTYPA BEPCHMM OC

PucyHok 233

[Ona nobaBneHns TeppmuTopun HeOOXOAMMO BbIMONHUTL CAeayoWMe AeNCTBUS:

— Ha¥KaTb KHOMKy «/106aBUTb TeppuToputo» (cm. PucyHok 233 [1]);

— B OTOOpa3smBLIEMCA OKHe HeobXOAMMO BBECTW Ha3BaHME TEPPUTOPUM B Mone
«Has3BaHue» (PucyHok 234 [1]). NMone oba3aTeNnbHO A1A 3aN0NHEHUSA M MOXKET COAepKaTb
oT 1 0o 256 cMmBO/IOB;

— n06aBnTb 1 MAM HECKONBKO NMOJIMTOHOB Ha TEPPUTOPUM, BbIMONHUB CaeaytoLine
NencTens:

e BblOpaTb 0OBEKT HA KapTe;

e HaxaTb kHonky I «/106aBuTb nonuroH» (PucyHok 234 [3]);

® VKas3aTb Ha KapTe 4 BepwuHbl noaurnHa (PucyHok 234 [2]). C nomolbto
nepemelleHna BepLWMH NOANTOHA BO3MOXHO MeEHATb ero popmy. Y NOAMroHa He MOXKET
ObITb HyneBoM naolaam. Pebpa oAHOro NOAMIOHaA He AO/KHbI NepecekaTb ApPyr Apyra.
TeppuTOopKMA A0NKHA COAEPHKATb XOTA Obl OAMH NONUTOH.

MPUMEYAHME. Bo3amoxHo aobasneHme 40 50 NOAMIOHOB Ha TEPPUTOPUN;

— Npu HeobxoAMMOCTM AOCTYMNHO yAaneHue MOAMIOHOB, BblAENEHHbIX Ha KapTe.
[1151 3TOro HEOBXOAMMO HaaTb Ha 3HauoK B «Y4annTb NOAUTOH» U BbIOpPaTb HEOOXOAMMbIN
nonnroH (PucyHok 234 [4]);
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— nocne BBOAA AaHHbIX HeEOOXOAMMO MOATBEPAUTL NMOO OTMEHUTbL AeNCTBME
(PucyHok 234 [5]).

HOBAR TEPONTODMS

PucyHok 234

B pe3ynbTaTe ycnewHoro coxpaHeHua AaHHbIX, TeppuTopua byaet aobasneHa B
MMNO n byaeT AOCTYNHa NpuW co3aaHnm odnalH-cLueHapmneBs ¢ cObbITMAMK «HaxoxKaeHMe Ha
TEPPUTOPUAX,  ONPeaeNnsieMblx  KoopauHaTaMm»/«HaxosaeHue  BHE — TeppuTopuw,
onpeaenseMon KoopamHaTaMmny.

4.1.6. HacTpoWnKun npasBma NOAUTUK

[pW HacTpOMKe NpPaBmA NONUTUKM AOCTYMNEH:

— 3anpeT yaaneHna NPUAOXKEHWIN C yCTPOMCTB NpK NepeBeaeHMN NepekatovaTena B
nonoxeHue «BraoyeHo» (PucyHoK 235 [1]) u ¢ nocneaytoWwMm COXpaHeHnem npwu
HaXkaTum KHonKK «CoxpaHnTb» (PrcyHok 235 [4]). Mpu BKAOYEHHOM 3anpeTe Ha yaaneHue
NPUNOXKEHMI C YCTPOMCTB NOCAE CHATMA NOAUTUKM C TPYNNbl YCTPOMCTB M Nepexone Mmexay
APYrMMM Tpynnamm YyCTPOMCTB yCTaHABAMBAEMbIE M YCTAHOBAEHHbIE PaHEE MPUNOKEHNA:

e Oy/ayT COXPaHATbCA Ha YCTPONCTBAX;
e He ByayT BAMATb Ha COOTBETCTBME MONIUTUKE, KOTOpaa OO/blle He COAEPKUT
NpaBKaa NO YCTAHOBKE NMPUNOKEHUN.

BHUMAHWE! Echn Ha ycTponcTBO Oblna Ha3HayeHa MOAUTMKA C NPaBMAOM MO
YCTQHOBKE MPUNOXKEHUA C KAaKMM-AIMOO MHTEPBA/SIOM YCTAHOBKW, @ 3aTeM M3 MOAUTUKMK
yOaAUAM NPaBuMAO MO YCTAaHOBKE MPUIOXKEHMA W MNepeHasHayuamM Ha YCTPOMCTBO A0
MOMEHTa HaCTyn/JeHUA WHTepBasa YCTAaHOBKM, TO YCTPOMCTBO He YCTAHOBWUT 3TO
NPUAOXKEHME AarKe MPU BKAKOYEHHOM HACTPOMKE MO 3anpeTy yAaneHUsa NMPUNOKEHUN C
YCTPOWCTB;
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— 3anpeT yaaneHua $alnoB C YyCTPOWCTB NMpu MNepeBeAeHUW MepeKkatoyaTena B
nonoxenve «BraoyeHo» @ (PncyHok 235 [2]) 1 ¢ nocneaylowmm CoXpaHeHMEM MNpK
HaXkaTum KHonKK «CoxpaHnTb» (PrcyHok 235 [4]). Mpun BKAOYEHHOM 3aMpeTe Ha yaaneHue
bannoB C yCTPOMCTB NOCAE CHATUA MOAUTUKM C TPYNNbl YCTPOMCTB M Mepexoae mexay
APYrMMM rpynnamm YyCTPOMCTB AOCTaBAAEMbIE U AOCTaBAEHHble paHee Galnbi:

e OyayT COXPaHATLCA Ha YCTPOMCTBAX;
e He OyayT BAMATb HAa COOTBETCTBME MONUTUKE, KOTOPas OONblUE HE COAEPKUT
nNpaBMaa No AoCTaBke Gpannos;

— 3anpeT yaaneHns CKPUNTOB C YCTPOWCTB NpM NepeBedeHUn nepekntodatens B
nonoxenue «BraoyeHo» @ (PncyHok 235 [3]) 1 ¢ nocneaylowmm CoXpaHeHMEM MNPK
HaXaThM KHOMKKM « CoxpaHuTb» (PucyHok 235 [4]). Mpn BKAOYEHHOM 3anpeTe Ha yaaneHune
CKPUNTOB C YCTPOWCTB MOC/AE CHATUA MOAUTUKU C TPYMMbl YCTPOMCTB M NMEPEXOAe MeXKAY
APYTMMUM TPYNNaMKM YCTPOMCTB BbIMOHAEMbIE U BbINMOJIHEHHbIE PaHEe CKPUATbI:

e Oy/ayT COXPaHATbCA Ha YCTPOWNCTBAX;
e He DOyayT BAMATb Ha COOTBETCTBME MONUTUKE, KOTOPas BONblUe HE COAEPKUT
NpaBmaa Mo BbINOJIHEHUIO CKPUNTA.

BHUMAHME! Tpwn BKAOYEHWM 3anpeTa Ha YyAa/NleHMe CKPUMATOB C YCTPOMCTB
aBTOMATMYECKM BKAOYAETCA 3anpeT Ha yaaneHune ¢pannos C yCTPOMNCTB.

MPUMEYAHMUE. [Mocne coxpaHeHMA HaACTPOMKa 3anpeTa C COOTBETCTBYHOLIMM
3Ha4YeHMemM OTMPaBMUTCA Ha YCTPOMCTBO MpPU CAedytouen CUHXPOHM3AUMM C CEPBEPOM
Aspopa LeHTp.

OnuncaHHbIN Bbllle pe3ynbTaT byaeT AeMCTBOBATb A0 Tex MOp, MOKa B HACTPOMKaXx
ABpopa LleHTp camocToaTenbHO He DyAeT BbIK/OYEH 3aMpeT.

HacTpownka npasun nonMTHX

|

3anpert ynanenws dannos c yetporcre 3 . —g
PncyHok 235

4.2. Noppasaen «Opr.CTpyKTypa»

MNoapasgen «Opr.cTpykTypa» KoHconn agmuHuctpatopa Y npeaHasHavyeH AnAa
NPOCMOTPA OPraHM3aLUMOHHOM CTPYKTYPbl KOMMAHWM, a TaKKe MOoJAy4YeHWA OaHHbIX C
cepBepa LDAP, c KoTopbiM YyCTaHOB/MeHO coeauHeHue (nn.4.1.4.3), a npu OTCYyTCTBUM
nob6aBneHHbIX [aHHbIX oTobpaykaetca coobueHne «HeT aaHHbIX». 3anonHeHue
noapasgena AaHHbIMK MPOU3BOAMTCSA C MOMOLWbO MmnopTa M3 Active Directory (LDAP)
Hanpamyto, ecau MY nHTerpmposaHa ¢ AD opranmsaumn (nn. 4.1.4.3).
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[lna nepexoaa B noapasaen HeobxoAMMO B BepXxHel naHenn BblbpaTb Noapasaen
«Opr.cTpyKkTypa» pasgena «AAMUHUCTPMPOBaHMEY. B pe3ynbTaTte oTobpa3mTca OCHOBHaA
MHPOPMaLMA O Nonb3oBaTenax (CoTpyaHMKax) M O noapasfeneHuax Mnosib3oBaTeneit B
cneayoLmMx ctonbuax:

— «MopapasaeneHve/Monb3oBaTenb» — HasBaHMe rpynnbl uan GO (Npu Hanmumm)
NoNb30oBaTeNs, npeactaBadAtollee cobor aKTMBHYKO CCbIIKY, MPWU HaXaTMM Ha KOTOpPYHO
OTKPOETCA KapTo4Ka rpynnbl AKX NONb30BaATENS;

— «Tun» —3HAYoK TMNa rpynnbl NONb30BaTeNEeN MM NONb30BaTeNA. [1py HaBeAeHUN
Kypcopa NoABASAETCA BCMN/blBaOWAA NOACKa3Ka C Ha3BaHMEM TUNa;

— «Email» —paboyasn anekTpoHHaA NoYTa Noab3oBaTens. [Ana rpynn nonb3oBaTenen
B 3TOM CTONOLE MHPOPMAUMA OTCYTCTBYET;

— «TenedpoH» — paboumit TenedoH nonblosatend. [ns rpynn nosib3oBatenen B
3TOM cTON6UE MHPOPMALIMA OTCYTCTBYET.

[lna npocmoTpa OpPraHM3auUMOHHOM CTPYKTYPbl KOMMAHMM HEODXOAMMO HaXKaTb
3Hayok P B cTpoke ¢ noapaspeneHuem. B pesynbTaTe pacKpOeTCA BAOMEHHbIN CMMCOK
(PrcyHok 236) nmbo npu ero oTcyTCTBMM 0TOBPa3nTCA «HeT A0YepHNX IN1EMEHTOBY.

ga MYNbTUTEHAHT MOMUTOPUHI YNPABNEHUE ALIMUHUCTPUPOBAHME ©) latanusg Meanosa (| ivanova

YUETHbBIE 3ANNCH HACTPOMKMN OPF.CTPYKTYPA BEPCWMM OC

4
fii

PucyHok 236
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5. COOBbLWEHNA Ob OWWNBKAX U OTPAHNYEHWA

5.1. CoobuweHus ob owwmnbkax

B xone paboTbl ¢ KoMnoHeHTaMK 1Y nNoab30BaTENAM MOTYT BblAaBaTbCcA coobuieHMa 06 owmnbkax, NpueeaeHHble B Tabaule
(Tabnunua 53).

Tabnnua 53

OwnbKa/TeKcT owmnbKku B nHTEpdeice [lenctemAa anAa ycTpaHeHus

1 |Mpowusowna owmnbka. CoobuwmTe 0 Hel cncteMmHomy |HeobxoamMmo ob6paTUTbCsA K CUCTEMHOMY aiMUHUCTPATOPY
aAMUHUCTPATOPY MAKM CMOTPUTE NOAPOOHOCTM B
Norax Ha cepsepe

2 |HeT cBa3un c cepsepom. lNonpobyinTe NoBTOPUTL Heobxoanmmo 0bpaTuTbCs K CUCTEMHOMY aAMUHUCTPATOPY,
NOMbITKY MO3Ke agMuHucTpaTopy LDAP namn noBTOPMTb MOMbITKY NO3XKe
3 |B QR-Koae MOXKeT BblTb MaKCMMYM 3 KOPHEBbIX Heobxoaymo yaanutb OAMH U3 paHee 3arpy*KeHHbIX KOPHEBbIX
cepTudmnKaTa cepTMdunKaToB, MO0 NOMEHATL Y HErO CBOMCTBO «Vcnosb3oBaTb B QR-Koae
NpPW aKTMBaUMM»
4 |He HanaeHo MonbiTKa 0bpalLleHMA K HECYLLECTBYOLLEMY 31EMEHTY YNpPaBAEHNA.
Heobxoanmo 0bHOBUTbL CTPAHMLLY
5 |Hoctyn 3anpeuieH Heobxoammo o0bpatnTbes K AAMUHUCTPATOPY YYETHbIX 3anucen ana

Ha3Ha4YeHuMa npas. Y y4eTHOM 3aNncKn Nonb3oBaTenss HeT He0OXOANMbIX
npaB A0CTyna A1a NPOCMOTPa BbIBpaHHOM CTpaHMLbI

6 |McTekno Bpems AeNCTBMA aKTUBHOM CECCUM. ABTOpPM30BaHHaA ceccus 3aBeplueHa. Heobxoammo 0OHOBUTL CTPaHMLY
ObHOBUTE CTPaAHULLY Hbpaysepa
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o/ OwwnbKa/TeKcT owmbKu B HTEPdeEice [encTeuna gnAa ycTpaHeHmA
7 |WcTek cpoK AencTBmA 3arpy*keHHoro Bamm QR- 3arpy»keH JSON-baiin c cTeklwem CPOKOM AeNCTBUA (expiredAt).
KoZa. 3arpy3uTe Apyron unu creHepmupymTe HoBbi |Heobxoammo 3arpy3nTtb JSON-dalin ¢ akTyanbHbIM CPOKOM AENCTBUA
8 |Mpomnsowna ownbKa Ha CTOPOHe cepBaepa. Heobxoanmo obpaTUTbCA K CUCTEMHOMY aAMUHUCTPATOPY
CoobLnTe 0 HEeM CUCTEMHOMY aAMUHUCTPATOPY
AN CMOTPUTE NOAPODOHOCTM B 10rax Ha cepeepe
9 He yaanock cuntaTb aaHHble 13 JSON. MonpobyiTe |3arpy3ka HekoppekTHoro JSON-¢daina. Heobxoanmmo noBepuThb
npyroit JSON-dan unm ncnpasbTte 370T KOPPEKTHOCTb 3arpy*aemoro darna
10 [He BbIGBpPaHO HM OAHOrO YCTPOMCTBA ANA aKTMBauum |Mpu reHepaunm QR-koaa AnA rpynnbl YCTPOMCTB BbibpaHa NycTasa rpynna.
Heobxoammo BbibpaTh rpynny, coaepKallyto XoTsa Obl 1 yCTPOMCTBO
11 [3arpyxeH JSON-pann c napameTpamm akTnBaummn, |Heobxoammo ceepuTb napameTpbl JSON-danna ¢ KoHPUrypaumen.
OT/IMYHBIMM OT MAPaAMETPOB TEKYLLEM [laHHan oWnbKa BO3HUKAET NP HECOOTBETCTBUM KOHPUTYPALIMM CUCTEMBI
KOHOUIypaumm OZIHOMY 13 3HAYEHUN:
— accountDomain;
— gatewayURI,
— clientID
12 | AnHamun4ecKasa rpynmna c TakMMM YCIOBUAMM YrKe Heobxoaymo 3aMeHUTb ycnoBusa AobaBneHmA B AMHAMUYECKYLO rpynny
CyLLEeCTBYeT B CUCTEME yCTPOMCTB
13 |YcTtpouncTso ¢ Takum MAC WLAN yrKe ecTb B HeobxoanMmo NpoBepUTb KOPPEKTHOCTb 3aNO/THEHHbIX JaHHbIX B
cucrteme CSV-¢danne
14 |YcTtpomncTso c Takum IMEI yxke ecTb B cucteme HeobxoaAnMo NpPoBePUTb KOPPEKTHOCTb 3aMNOJ/IHEHHbIX AAHHbIX B
CSV-dpanne
15 |YcTponcTo ¢ Takum CepuimHbIM HOMEPOM YrKe ecTb |HeobxoaMmo NCNo/1b30BaThb CYLLLECTBYIOLLEE YCTPOMCTBO
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o/ OwwnbKa/TeKcT owmbKu B HTEPdeEice [encTeuna gnAa ycTpaHeHmA
16 |YcTtpouncTso ¢ Takum Ethernet MAC yike ecTb B Heobxoammo ncnonb3oBaTh CyLECTBYOLLEE YCTPONCTBO
cucrteme
17 |[daHHoe ycTpomcTBO 6bIN0 YAANEHO U3 CUCTEMDI Heobxoanmo obpaTUTbCs K aAMUHUCTPATOPY
18 |Henb3da yoanute rpynny, cosgaHHyto B Active HeBO3MOXXHO yaannTb rpynny, co3gaHHyto B Active Directory
Directory
19 |Henb3a yoanuTb HeNycTyro rpynny [onbITKa YAAAUTb FPynny C HA3HAYEHHbIMW YCTPOMCTBAMM UIN
nonb3oBaTensimm. HeobxoamMmo UCKAKOUYNTb BCE AOYEPHME NEMEHTbI 13
rpynnbl, 3aTemM NPOM3BECTM yaaneHne
20 |BJSON-dpanne He ykasaH ID akTnBaumm 3arpyeH HEKOPPEKTHO 3aNO/IHEHHbIM Gala aKTMBALMN.
(enrollmentID) Heobxoaynmo 3arpy3unTb ¢palin c KOPPEKTHbIM enrollmentID
21 |B JSON-daitne He yKkazaH naponb (password) 3arpy*keH HEKOPPEKTHO 3aN0NHEHHbI hana aKTMBALMM.
Heobxoamnmo 3arpy3ntb Gpana ¢ KOPPEKTHLIM NaPOIEM
22 |BJSON-dpanne He yka3aH aZpec akTMBaLnm 3arpyeH HEKOPPEKTHO 3aMO/IHEHHbIM Gala aKTMBALMN.
(gatewayURTI) Heobxoaynmo 3arpy3unTb Gain c KOPPEKTHbIM a4PECOM CepBepa akTUBAL MM
23 |B JSON-daiine He yKazaH CpoK MCTeYeHuUn 3arpy*keH HEKOPPEKTHO 3aN0NAHEHHbI hana akTMBaLMM.
(expiredAt) Heobxoanmmo 3arpy3nTb Gaina ¢ akTya/ibHbIM CPOKOM AeNCTBUA
24 |MImnopT yxe 3anyueH. JloXXaAnTecb OKOHYaHMA [loBTOpPHaA NOMbITKa 3anycKka nmnopTta 13 LDAP npu paHee 3anyuieHHOM
npoLiecca nmnopte. HeobxoanMMo 00X AaTbCA 3aBEPLLEHMA BbIMOJHEHUA MMNOPTA
25 |He yaanock co3aatb odnaH-cueHapuii. Boizos no | [onbiTKa co3aaHuA cLueHapma € cyLlecTyoWwmm cobbitnem. Heobxoammo
3TOMY CODbITUIO YKe CYLLLeCTBYET MCNONb30BaTb MMEKLLMNCA cLueHapuit anbo BbibpaTb Apyroe cobbiTne
26 |He ynanocb co3aatb odnarH-cueHapuin. CoobuimTte |[MonbiTKa CO3AaHMA CLUEHAPKUA C HEBAIMAHBIMW NapaMeTpaMu.
06 3TOM OWNDBKE aAMUHUCTPATOPY Heobxoanmo 0b6paTnUTbCs K aAMMHUCTPATOPY
27 |KopnopaTuBHbIl WabaoH yKe co3aaH [MpesycMoTpeHa BO3MOXHOCTb CO34aHMA TONIbKO 1 KOPNoOpaTUBHOIO

WwabnoHa. HeobxoaMmo Mcnoib3oBaTh Wab/loH, MMEOLWMIMCA B CUCTEME
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28 |MNonb3oBaTesnb C YKa3aHHbIM Email yxke cyuiectsyeTt |MonbiTKa co34aTb N0b30BaTENA C CcyluecTByOWMM Email. Heobxoanmo
NPOBEPUTb KOPPEKTHOCTb 3aM0AHEHNA Nonsa «loyvTa paboyan»
29 |lpynna c TaKUM MMEHEM Y¥Ke CYLLECTBYET B [MonbITKa co3aaTb rpynmny YCTPOMCTB C CYLLECTBYOLLMM HAaUMEHOBAHMEM.
cmcteme Heobxoa4MMO M3MEHUTb 3HaYeHWe B none «HanmeHoBaHME»
30 |He ypanocb co3aatb opaanH-cueHapuit. Mapa OdnanH-cueHapuin ¢ 3a4aHHbIMK CODbITUEM M pPeaKUMen CyLLeCcTBYOT B
cobbiTe/peakuma yxe cylecTsyeT cucteme. HeobxoaMmo yaanmTb CyLLECTBYHOLWMIA CLUEHapKUI nepes
CO34aHMeM HOBOro MMHO MCNONb30BaTb CYLLECTBY LM
31 |PenakTMpoBaHMe AMHAMMYECKMX FPYNN He OHammyeckan rpynna He NOANEXUT PeaaKkTMPOBaAHMIO
[onycKaeTca
32 |[[poBepbTe KOPPEKTHOCTb 3aMOIHEHMA NPABU Heobxoaymo NpoBepuTb KOPPEKTHOCTb 3aNOHEHNA NPABMA
33 |[1o/INTHUKA C TaKMM MMEHEM YXKe CYLLLeCTBYeT B [lonbITKa co34aTb MOJIMTUKY C CYLLECTBYIOLWMM HAMMEHOBAHMEM.
cmcteme HeobxoAMMO M3MEeHUTb 3HaYeHne B nose «HanmeHoBaHMeE»
34 |l[poBepbTe KOPPEKTHOCTb 3aN0OJIHEHMA HAa3BaHMA [MonbiTKa co34aTb MONTUKY C NYCTbIM HAaMMeHOBaHMeM. Heobxoammo
NONUTUKM 3aN0NHUTL Nose «HanmeHoBaHME»
35 |Owwmnbka npu pasbope danna. Yoeantech, 4To Heobxoanmo NpoBepUTb KOPPEKTHOCTb 3aMOHEHHbIX AaHHbIX B
BbIOpaH HyXHbI pamn CSV-¢danne
36 |HekoppeKTHasa cTpyKTypa ¢panna. MNposepbTe panin |Heobxoammo cBepmnTb 3anoaHeHHbI CSV-daiin ¢ ycTaHOBNEHHbIM
Ha cooTBeTCTBME WabnoHy wabnoHom
37 |®ain He copepKUT AaHHbIX. YbeamTech, 4To Heobxoanmo 3arpy3unTb Gain ¢ 3anoNHEHHbIMM AaHHbIMM
BblIOpaH HyXHbI pamn
38 |HeKoppeKTHaa moaenb YCTPOMCTBA HeobxoaAnmMo NpoBEPUTb KOPPEKTHOCTb 3aMNOJIHEHHbIX AAHHbIX B
CSV-dpanne
39 |HeKOppEeKTHbIN CTaTyC YCTPOMCTBA B CUCTEME Heobxoanmo 0b6paTnUTbCs K aAMMHUCTPATOPY
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o/ OwwnbKa/TeKcT owmbKu B HTEPdeEice [encTeuna gnAa ycTpaHeHmA

40 |He yganock co3aaTb QR-Koabl HeobxoaMMo NOBTOPUTL MOMbITKY MNO3XKe MM 06paTUTLCA K CUCTEMHOMY
aAMUHUCTPATOPY

41 |YpaneHHble yCTPOMCTBA NPMBA3aTh K rpynne He [ONONHUTENBHO He NPeayCMOTPEHO BbIMOIHEHUE KaKUX-TMHO AeNCTBUIA.

YAan10Cb

Bce ycTpoiCTBa KpOME apXMBHbIX YCNELWHO NPUBA3AANCH K rpynne

42 |HTTP ERROR 400 Heobxoammo o4ncTnTb Kalw 1 cookies Beb-bpay3epa n NOBTOPUTL 3aMpoc.
B cnyyae noBTOpeHMA oWMbKM cneayeT 06paTUTbCA K aAMUHUCTPATOPY

43 |MIHTerpaums c UeHTPOM CepTUDUKALLMN YIKe HeobxoaAnMMo MCNONb30BaTh CYLLLECTBYHOLLYHO MHTErpaLmio C LLEHTPOM

cywecrtsyeT cepTUdMKaumm nnm 4ob6asnTb HOBYHO C APYTMM LLEHTPOM CEPTUPUKALMM

44  |HaszBaHwue nycto uam bonblue 256 cumBonos Heobxoammo BBeCTM Ha3BaHWe, coaepallee oT 1 4o 256 cumBonos

45 |Mposepka popmaTta URL He npoiaeHa Heobxoanmmo BBECTM 3NEKTPOHHbIN aapec B popmaTte URL.
Hanpumep: https://www.omp.ru/

46 |Henopaep:kmBaembl TUN cepBepa Heobxoamnmo yKkasaTb Tun cepsepa Microsoft Active Directory Certificate
Services (AD CS), T.K. ABpopa LleHTp noaaep*unBaeT nHTerpaLumio ¢
LEeHTpamm cepTUdmKaLmm, MMerLWMM AaHHbIM TN cepBepa

47 | NoruH nyct nnmn 6onblie 256 cMmMBONOB Heobxoanmmo BBECTM NOTUH, coaeprKalumin oT 1 40 256 cumBO0B

48 [Maponb nycTo uam bonblue 256 cumBonoB Heobxoammo BBECTM Napob, coaepKalimin oT 1 ao 256 cumeonoBs

49 |Owmnbka npu 06paboTKe NONYYEHHbIX AAHHbIX Heobxoanmmo 0bpaTnUTbCs K CUCTEMHOMY aAMUHUCTPATOPY,
aamuHucTpatopy LDAP nam noBTOpMTb NOMbITKY NO34HEe

50 |He yaanocb yaannTb HACTPOMKM MHTErpaumm Heobxoaymo 06HOBUTb CTPaHMLY M NOBTOPUTb MOMbITKY MAKM 06paTUTbCA K
CUCTEMHOMY aAMMHNCTPATOPY

51 |OwunbKa coXxpaHeHNs HAaCTPOEK NHTErpaLmm Heobxoanmo obpaTUTbCs K CUCTEMHOMY aAMUHUCTPATOPY,

aamMuHucTpatopy LDAP nam noBTOpMTb NOMbITKY NO3aHee
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52 |lMNoakntoyeHne HeaoCTyNHO HeobxoaMMo HaskaTb «[loapobHee», 4TObbl MOCMOTPETb MOHbIN TEKCT
owmnbkM (nn. 4.1.4.3.1). O6paTnTbCA K CUCTEMHOMY aAMUHUCTPATOPY,
aamuHuctpatopy LDAP nam noBTOpUTL NOMbITKY NO34Hee
53 |HeBepHOe Ha3BaHMe TEPPUTOPUM MNPU CO34aHNMU BBecTun Ha3BaHWe, coaeprKallee oT 1 40 256 cMmBON0OB
54 |HeBepHOE KOAMYECTBO NOMUTOHOB MNPU CO34aHUM BeecTn xoTa H6bl 0AMH NONUTOH ANA TeppuTopun. Koam4ectso NOAMIOHOB
TeppuTopum He A0/1KHO npesbliwaTs 50
55 |HeBepHbI naeHTUOMKATOP TEPPUTOPUM O6paTUTbCA K CUCTEMHOMY aIMUHUCTPATOPY
56 |HeBepHble NnapameTpbl 3aNpoca Talna KapTbl O6paTUTbCA K CUCTEMHOMY aZIMUHNCTPATOPY
57 |HeBepHbIM macliTab 3anpoca Tarna KapTbl ObpaTUTbCA K CUCTEMHOMY aAMUHNCTPATOPY
58 |[OwmnbKa Nony4YeHma Taimna KapTbl U3 UCTOYHMKA O6paTUTbCA K CUCTEMHOMY aIMUHUCTPATOPY
59 |Tawnn KapTbl He HaWaeH ObpaTUTLCA K CUCTEMHOMY aAMUHUCTPATOPY
60 |Ha3BaHMe dpalina He A0MKHO ObITb MYCTbIM [No6aBuTb paiin c HazBaHMeM He bonblie 255 cumBonos
61 |B Ha3BaHMK dpalina 40NKHO ObiTb He bonblie 255  |[lobaBbTe dpain c HazBaHWeEM He Bonblie 255 cumBoioB
CMMBO/I0B
62 |B Ha3BaHWUKM dpaina A0NKHbI ObITb TONBKO BYKBbI, [Jo6aBuTb paiin, B Ha3BaHWUM KOTOPOTrO TONbKO BYKBbI, LMPPbI 1
umdpsbl 1 cneucmumaonbl -, M M T @ Takke cneucumsonbl -1, " M 3 Takke npobens
npobensl
63 |Dailn c TaKUM MMEHEM YyKe CyLLecTByeT B cucteme | [Jo6aBuTb Gaiin ¢ ApyrMm MMeHem
64 |®dain He Ao/IKEeH ObITb NYCTbIM [Nob6aBuTb palin c coaeprkaHnem
65 |GIT-peno3nTopuni C TakKMM NnapameTpom remote He |[TpoBepUTb NPaBUIbHOCTb BBEAEHHOTO aApeca A0 YAaAeHHOro
HanaeH git-peno3nTopma No NPOTOKOY Ssh
66 |GIT-peno3nTopmnit HeaoCTyNeH ANA Ob6paTUTbCA K CUCTEMHOMY aIMUHUCTPATOPY, aaAMUHKUCTpaTopy GIT-
ayTeHTMdMKaumum Peno3nTopuA MAN NOBTOPMUTL MOMbITKY NO3AHEE
67 |Owwnbka npu BaanaaUmMm anvHbl NnapameTpa remote |O6paTUTLCA K CUCTEMHOMY aAMMHUCTPATOPY
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68 |Owwnbka npu BaanaaLmMm AONYCTUMbIX CUMBOJIOB O6paTUTbCA K CUCTEMHOMY aAMUHUCTPATOPY
napameTpa remote

69 |Owmnbka Npu BaanaaLmMm A0NYCTUMbIX 3HAYEH U Ob6paTUTbCA K CUCTEMHOMY aIMUHUCTPATOPY
napameTpa branch

70 |Owwnbka npu BaanaaLMM AONYCTUMbIX 3HAYEHUI O6paTUTbCA K CUCTEMHOMY aZIMUHNCTPATOPY
napameTpa sshKeylD

71 |MNapa SSH-kntouen ¢ Takum ID He HanaeHa. O6paTUTbCA K CUCTEMHOMY aAAMUHUCTPATOPY M MOBTOPUTL MOMbITKY
FeHepaums napbl SSH-KAOYeN He 3aBeplUeHa A0 nosgHee
KOHUA. YKa3aHHbIM ¢pain He HanaeH

72 |Mapa SSH-kAto4en ¢ Takmm ID yxKe ncnonbayetcs MepereHepunpoBaTtb Napy SSH-kAtouen, 0OHOBMB CTpaAHULY

73 |GIT-peno3nTopunii C TakMM NapameTpom remote YOanuTb MHTErpaumio C CyLLEeCcTBYOLWMM git-peno3nTtoprem uam co3gatb
yXe cyuiectsyer MHTErpaumio C Apyrum git-penosmtopmem

74 |OwwnbkKa Bannaaumm 3aronoBKa. YKasaHbl HeobxoanMmo NpoBepUTb KOPPEKTHOCTb 3aNO/IHEHWA 3ar010BKa
HEeKOppPeKTHble Ha3BaHWA KOMIOHOK. [1paBu/ibHble CSV-danna ana nmnopTa
Ha3BaHMA KOJIOHOK HEOHXOAMMO B3ATb M3 WabaoHa

75 |Owwnbka BannmaaumMm 3aroNoBKa. YKasaHbl He Bce HeobxoanMmo NpoBepUTb KOPPEKTHOCTb 3aNO/IHEHWA 3ar010BKa
KONOHKM. KONMYecTBO KONIOHOK Heobxoammo B3aTb |CSV-panna ana umnopTa
n3 wabnoHa

76 |OwmnbKa BanmaaLmMm 3aroNoBKa. HenpasmabHbIl HeobxoaMmo NpoBepuTb KOPPEKTHOCTb 3aMOIHEHMS 3ar0/10BKa

NOPSAA0K KONIOHOK. [TpaBUAbHbLIN NOPAA0K KOTOHOK
HeobxoaAMMOo B3sATb 13 WabsioHa

CSV-dpanna ana umnopTa
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5.2. OwunbKkn nmnopTa

5.2.1. OwwunbKM nmnopTa yCTPOMNCTB

MimnopT ycTporctB n3 CSV-daitna moXKeT NpoxoamnTs C olMbKaMu, onmcaHmne KoTopbix NnpueeaeHo B Tabauue (Tabaumua 54).

Tabnunua 54
Ne
n/n TeKcT oWwmnbKu [elcTBne ona ycTpaHeHMs ownbKu
1 Mogaenb yctporictea (MODEL CODE). OwmnbKa Banngaumm sHa4eHma. YKkazaHHoe YKa3aTb KOPPEKTHOEe 3HayYeHne
3HaYeHMe He COOTBETCTBYET Ha3BaHMIO MOAENN YCTPOMCTBA B cucTeme. O3HAaKOMMUTLCA C
KOPPEKTHbIMWM Ha3BaHMAMKN MOAENEN YCTPOMNCTB MOXKHO B CNPaBKe 06 MMNOPTE UK B
CMpaBOYHMKE MOAENIeN NPM CO3AaHUM YCTPOMCTBA
2 Mnatpopma (PLATFORM). Owmbka Bannaaumm 3HadeHus. YKasaHHoe 3Ha4yeHune He YKa3aTb KOPPEeKTHOe 3HavyeHune
COOTBETCTBYET Ha3BaHMIO NAaTGopPMbl B cnucteme. O3HaKOMUTLCA C KOPPEKTHbLIMM
Ha3BaHMAMM NNATGOPM MOXKHO B CMpaBKe 06 MMNOPTE MK B MPea/I0KEHHOM CMMCKE
nnatdopm Npu co3aaHMmM yCTPOICTBA
3 |OwwnbKa NpmBA3KM YCTPOMCTBA K rpynne. YKasaHHaA B ¢pakne rpynna aBaseTca YKa3aTb Apyroe Ha3BaHWe rpynnbl B
AMHAMUYECKOM rpynnon B cucteme. K AMHaMmMyYeckom rpynne Heab3s NpmuBa3biBaTb banne
YCTpoMCTBA. YKaXK1Te Apyroe HasBaHue rpynnbl B parne
4 |Tpynna (GROUP). Owmnbka Banmaaumm 3aHaveHuns. AnnHa AonkHa ObiTh 0T 2 A0 64 OnvHa gonxKHa 6bITb OT 2 A0 64
CYIMBOJIOB CMMBOJIOB
5 |Owwunbka mmnopTa rpynnbl. Fpynna ¢ TakMm Ha3BaHWeMm Oblna NOMELLEHA B apXMB. YKa3aTb Apyroe Ha3BaHWe rpynnbl B
BoccTaHOBMTbL €e HEBO3MOKHO, MO3TOMY HEODXOAMMO MCMO/Ib30BaThb APYroe Ha3BaHMe banne
rpynnol
6 |IMEIl Owwnbka Bannaaumm 3HadeHuns. IMEI Heobxoanmo nepenncaTs M3 NapameTpos YKa3aTb KOpPpPeKTHOe 3HavyeHune

YCTPOWCTBA
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Ne

o/ TeKcT oWwmnbKu [elcTBne pna ycTpaHeHMs ownbKu

7 |SN. OwmnbKa Bannaaumm saHavyeHma. SN HeobxoaMmMo nepenncaTtb M3 NapameTpoB YKa3aTb KOPPEKTHOE 3HaYeHne
yCTpOMCTBa

8 |Ethernet MAC. Owunbka Banmaaumm 3HadyeHus. Ethernet Heobxoammo nepenmncatb 13 YKa3aTb KOPPEKTHOE 3HaYeHMe
NapaMeTpOoB YCTPOMCTBA

9 |WLAN MAC. Owwnbka Bannaaumm 3HaveHns. WLAN MAC Heobxoammo nepenmcaTb 3 YKa3aTb KOPPEKTHOEe 3HayYeHne
NapaMeTpOB YCTPOMCTBA

10 |OwmnbKa MMnopTa YCTPOMCTBA. YCTPOMCTBO C TAKUM MAEHTUOUKATOPOM OblNI0 MOMELLEHO B |HANTM yCTPOMCTBO B apXMBE U
apxunB. HeobxoaAMMO HaTK ero B apx1Be 1 BOCCTAHOBUTb BOCCTAHOBUTb

11 |OwmnbKa MmnopTa YCTPONCTBA. B cMcteme HalaeHO yCTPOMCTBO NO O4HOMY M3 HalnTn yCcTpPOMCTBO B CUCTEME U
NAEHTUOUKATOPOB, HO APyrMe AeHTUPUKATOPbLI HE COBNAAAtOT. HalnamnTe yCTPOMCTBO B NPOBEPUTb Ha COOTBETCTBUE
cMCTeMe M NpoBepbTe yKa3zaHHble B Galine AaHHble Ha COOTBETCTBME YKa3aHHbIX B paiine AaHHbIX

12 |OwmnbKa BannaaLmm cTpokm. Cuctema He CMOraa Pacno3HaTb COAEPHKUMOE CTPOKM. [MpoBEPUTb KOPPEKTHOCTb
MpoBepbTe KOPPEKTHOCTb 3aMNOIHEHMA AAHHbIX, BOCMNO/1b30BaABLLMCb PEKOMEHAAUMAMM B |3aNONAHEHNS AaHHbIX (Nn. 2.2.3.1,
cnpaske 06 umnopTe nn. 2.3.3.1)

13 |OwmnbKa umnopTa. 3arpykeH nyctont CSV dann. ®ann aonxkeH 6bITb 3aN0NHEH AaHHbIMM  [3aN0AHUTL Galn AaHHbIMK

14 |OwmnbKa nmnopTa yCTPONCTBA. KONMYECTBO 3HAYEHMIN B CTPOKE HE PAaBHO KOJIMYECTBY Heobxoammo npoBepuTb
KONOHOK B 3aro/s10BKe. Pa3aenmten A0NKHbI COOTBETCTBOBATb Pa3AeIMTENSAM NEPBOWA KOPPEKTHOCTb 3aNO/IHEHHbIX
CTPOKM NaHHbix B CSV-panne. Pazgenutenm

AOKHbI COOTBETCTBOBATH
pa3aennTenam NepBom CTPOKM
15 |KommeHTapuit (COMMENT). OwmnbKa Bannagaumm sHadeHma. JanmHa goaxKHa 6b6iTb 40 512 | AavHa Ao1KHa ObiTb A0 512

CMMBOJ10B

CMMBOJ10B
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Ng ~
n/n TeKcT oWwnbKm [encteme ona ycTpaHeHus owmnbKm
16 |OwmnbKa NpMBA3KKM YCTPOMCTBA K rpynne. YKazaHHaA B CTpaTernm MMNopTa rpynna yaaneHa |YKkasaTb KOPPEKTHYH rpynny
N3 CUCTEMbI. YCTPOMCTBO Oblio Ao6aBaeHO B rpynny, YKa3aHHyto B darine. Ecav B daiine
OTCYTCTBOBaAa rpynna, Toraa yCTPOMCTBO HaxoAMTca B cMcteme 6e3 rpynnbi
17 |OwmnbKa MmnopTa YCTPONCTBA. YKa3aHO CAAMLLIKOM MHOTO MAEHTUPMKATOPOB OAHOro TMNa. |YKa3aTtb He bonee 10
NaeHTNPMKATOPOB OAHOIO TMNA A0MKHO ObiTb He 6onee 10 naeHTndmKaTopos B dpanne
18 |OwnbKa MmnopTa yCTPOMCTBA. YKa3aHO CAMLIKOM MHOTO MAEHTUPUKATOPOB 0AHOro Tuna | YKasaTb He Bbonee 10
ANA CYLLEeCTBYIOLLEro yCTponcTBa. MaeHTMOMKATOPOB OAHOMO TMNAa A0MKHO BbiTb He Bbonee |MAeHTUGUKATOPOB B daine
10
19 |OwmnbKa MmnopTa YCTPOMCTBA. YKa3aHbl Aybanpytolmneca MaeHTUPUKaTopsl NckntounTb aybampytoLme
naeHTNPUKaTopbl U3 Gpanna
20 |[CrpaTeruna (STRATEGY). Ownbka Banmaaumm 3HaveHus. Tun gonxeH obitb SKIP nan YKa3aTb KOPPEKTHOE 3HAYeHMeE
REPLACE
5.2.2. OwwunbkM nmnopTa Nonb3oBaTenemn
MmnopT nonb3osatenei ns CSV-panna moxKeT NpoxoAuTh C OWMOKamMmM, onrcaHme KoTopbix NpuseaeHo B Tabanue (Tabanua 55).
Tabnnua 55
Ng “
n/n TeKcT ownbKM [encteme ona ycTpaHeHus ownbKm
1 |OwnbKa NoMcKa yCTPOMCTBA. YKa3aHHble AaHHblIe MAEHTUPUKATOPOB HEKOPPEKTHbI, MO0 NO |YKa3aTb KOPPEKTHOE 3HAYEHME
HMM He yaan0Cb HAUTN YCTPOMCTBO nnn 0o6aBUTb YCTPONCTBO B
CMCTEMY, B C/ly4ae ero oTCyTCTBMA
2 Mma (FIRST_NAME). OwwnbKa BannaaLmMm 3Ha4eHna. ima moxeT cogepath: a-a & a-z A-A E |YKka3aTb KOppeKTHoe 3HayYeHune

A-Z - ' npoben
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Ne
o/ TeKcT owmnbKu [elcTBne pna ycTpaHeHMs ownbKu
3 |®amunnsa (LAST _NAME). OwnbKa Banmaaumm sHadeHmna. amumama MOXKeT cogeprkaTh: a-a € |YKa3aTb KOPPeKTHoe 3HaYyeHne

a-z A-AEA-Z-"npoben
4 |OtyectBo (PATRONYMIC). OwmnbKa Bannaaumm aHayeHma. OT4eCcTBO MOXKET CoAepKaTb: a-A |YKa3aTb KOPPEKTHOE 3HaYeHME

é a-z A-AEA-Z-"'npoben
5 |3neKktpoHHaa noyta (EMAIL). OwmnbKa BaangaLmm sHa4YeHMA. INEeKTPOHHAA NoYTa COCTOMT | YKa3aTb KOPPEKTHOEe 3HaYyeHune

M3 ABYX YacTen (norMHa Noab3oBaTeNs M AOMEHHOIO MMEHW CepBepa), PasaeNEHHbIX

CMMBOSIOM «@». [Mpmnmep: example@example.ru
6 |domkHocTb (JOB TITLE). Owmbka Bannaaumm 3HadeHuna. JoKHOCTb MOXKET CoAeprKaTh: a-a |YKa3aTb KOPPEKTHOe 3HaYeHne

é a-z A-A1 E A-Z - npoben

7  |Homep tenedoHa (PHONE_NUMBER). OwnbKa Banmaaumm 3aHavyeHuns. Homep TenedoHa YKa3aTb KOPPEKTHOE 3HAYEHME
[O/IKEH COCTOATb U3 LUMdP

8 Nmsa (FIRST_NAME). OwmnbKa Banngaumm sHadeHma. AarmHa gonxHa bbits oT 2 1o 64 OnviHa nonkHa ObITb OT 2 A0 64
CMMBO/10B CMMBOJIOB

9 |®amunusa (LAST_NAME). OwnbKa Banmaaumm saHavyeHma. JamHa AoNKHa ObiTb 0T 2 A0 64 [OnvHa nonxHa 6biTb OT 2 A0 64
CMMBO/10B CMMBOJ1OB

10 |OtuyecTtBo (PATRONYMIC). Owwnbka Banmaaumm saHaveHuns. AnmHa goakHa ObiTb 0T 2 40 64 | [AMHa A0aKHa ObiTh 0T 2 A0 64
CMMBO/10B CMMBOJIOB

11 |9nekTpoHHasa noyta (EMAIL). Owmnbka Banmaaumm 3HadeHns. AnmnHa aonkHa 6bitb 0T 1 Ao | AavHa AonKHa ObiTb 0T 1 A0 256
256 cMmBOJI0B CMMBO/IOB

12 | donskHocTb (JOB_TITLE). OwnbKa BanmMaaumm sHaveHmsa. JamHa 4oxKHa 6biTb 0T 2 A0 256 | JAvHa A0/1KHa ObiTb OT 2 A0 256
CMMBO/10B CMMBO/IOB

13 |Homep tenedpoHa (PHONE_NUMBER). Owmnbka Bannaaumm saHadyeHma. JavHa aoakHa 6biTb | AnnHa AonKHa ObiTe 0T 2 A0 64

oT 2 00 64 CMMBO/IOB

CMMBO10B
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Ne

o/ TeKcT owmnbKu [elcTBne pna ycTpaHeHMs ownbKu

14 |F'pynna (GROUP). Owmnbka Bannaaumm aHadeHmna. AanHa gonxHa 6biTe 0T 2 40 64 cumBon0B | [AMHa A0MKHa ObiTh OT 2 A0 64

CMMBOJIOB

15 |WLAN MAC. OwnbKa Banmaaumm 3HadeHmna. WLAN MAC Heobxoammo nepenmcaTb 13 YKa3aTb KOPPEKTHOE 3HayeHne
NapaMeTpOoB YCTPOMCTBA

16 |IMEI. Owmnbka Banmaaumm 3HaveHns. IMElI HeobxoamMmo nepenncaTb M3 NapaMeTpoBs YKa3aTb KOPPEKTHOe 3HavyeHue
yCTpOMCTBa

17 |Ethernet MAC. OwmnbKa Baanaaumm aHavyeHma. Ethernet Heobxoammo nepenmcaTb 13 YKa3aTb KOPPEKTHOE 3HaYeHMe
napamMeTpOoB YCTPOMCTBA

18 |SN. Owmnbka Banmaaumm 3Ha4yeHna. SN HeobxoaMMo nepenmcaTb U3 NapameTPOoB YKa3aTb KOPPEKTHOE 3HayeHme
yCTpOMCTBa

19 |Owwnbka umnopTa. 3arpyxeH nycton CSV dann. ®arn gonxkeH 6biTb 3aN0AHEH AAHHBIMM 3anonHUTbL Garn AaHHbIMM

20 |Owmnbka umnopTa. Parn coaepKNT TONbKO 3aroNoBoK. Pamn AoaxeH ObiTb 3aNoHEH 3anonHUTbL Gana AaHHbIMMK
AAHHbIMM

21 |Owwnbka umnopTa nosb3osaTens. KoanmyecTso 3HaYEHNI B CTPOKE He PaBHO KOMYECTBY Pasgenutenu 4oaxHbI
KONOHOK B 3aro/s10BKe. Pasaenmtenn 40MKHbl COOTBETCTBOBATb Pa3Ae/IMTeNnam nNepsomn COOTBETCTBOBATb PA3Ae/IUTE/IAM
CTPOKM NepBOM CTPOKM

22 |Owmnbka umnopTa nonb3osaTens. [onb3osaTens nosnyyveH ns LDAP, nsmeHeHune ero gaHHbix |[na npoaonKeHua nmnopTa
HeAOoCTyNHO. [1nA NpoAo/IKeHNA MMNOPTa YAAAMTe AaHHYIO CTPOKY M3 dalina HeobxoAMMO yAaNNTb AaHHYO

CTPOKY 13 painna
23 [CrpaTeruns (STRATEGY). OwnbKka Banmaaumm saHadeHms. Tun goakeH 6biTb SKIP nan REPLACE | YKa3aTb KOppeKTHOe 3HaYyeHme

5.3. OrpaHunyeHus

B xoae paboTbl ¢ MY MoryT 6biTb BblAeAEHbl Pa3IMYHble OrpaHUYeHna B paboTe cuctembl, MHGOPMALIMA O KOTOPbIX MPUBOAMTCA
B OKyMeHTe «Release Notes», pacnonoxkeHHom Ha Beb-canTe: https://auroraos.ru/documentation/.
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NMEPEYEHb TEPMWUHOB A COKPALLEHUI

icnonb3yemble B HACTOALWLEM AOKYMEHTE TEPMUHbLI U COKpaLLeHMA NpuBeaeHbl B
Tabnmue (Tabnuua 56).

Tabnunua 56
Tepmun/
P Pacwundposka
CoKpalleHue

OC OnepaunoHHaa cucTema

OdnamH- [paBKiO, KOTOPOE OTNPABAAETCA C YKa3zaHMeM COObITUA cpabaTbiBaHMUA Ha

cueHapui YCTPOMCTBA U A0/IKHO «KMFHOBEHHO» NMPUMEHUTLCA NO 3TOMY CObbITMIO (B
TOM YMCNE, ECIN B 3TOT MOMEHT HET CBA3MN C CEPBEPOM)

MNb MNoacuctema 6esonacHoOCTH

LY MNoacucrema «MapKeT»

Nno MporpammHoe obecnevyeHne

MNOooOC MNoacuctema obHoBneHna OC

rnro MpuknagHoe nporpammHoe obecneveHme «ABpopa LleHTp»

[NpunoxeHune |l[lpunoxeHnem ABNAETCA:
—  MobuAbHOEe npuaoKeHne, OGYHKUMOHMpPYtOLLee Mo YMnpaBAeHUEM
OC Aspopa/OC Android;
— npunoxeHne ana 3BM, dyHKUMOHMpyoWwen nopa ynpasneHnem OC
cemencrea Linux

rny MNoacucrtema MNnathpopma ynpaBnaeHus

CYA Cepsuc yBeaomieHnin ABpopa

YCTponcTBo Moa, yCTpOMCTBOM NoApasyMeBaeTcs MObUAbHOE YCTPOUCTBO U/ nam IBM,
Ha KOTOPOWN QYHKLMOHMPYOT COOTBETCTBYHOLLME KOMNOHEHTbI M0

YekboKc dNemMeHT ynpaBaeHua, NpeaoCTaBAAOLMN BO3MOXKHOCTb OCYLLLECTBUTD
BbI6OP, a TaKKe BbI3BATb CMMCOK ObICTPbIX AENCTBUI

2BM DNEeKTPOHHO-BbIYMCAUTENBHAA MaALLMHA

Bluetooth® CtaHaapT 6ecnpoBoAHOM CBA3K, obecneymBatolnii 0bmeH AaHHbIMM
MeX Ay YCTPOMCTBAMM Ha OCHOBE Y/IbTPAKOPOTKMX PaaMOBO/H

BSSID Basic Service Set |d — 48-6UTHbIN MAEHTUPUKALMOHHBIA HOMEP B
HbecnpoBoaHbIX ceTax cTaHaapTa IEEE 802.11

CSV Comma-Separated Values — TeKCTOBbIM popmaT, NpeaHa3HaYeHHbIN A1s
npeacTaBAeHnA TabAMYHbIX AaHHbIX

Fingerprint Lndposoin otnevaToK (MHGOpmauma, cobpaHHas 06 yaasieHHOM

YCTPOWNCTBE ANA Aa/ibHenwen naeHTudmnKaumm)
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Tepmun/ Pacwundposka
CoKpalleHue

HTTP HyperText Transfer Protocol — npoTokon nprknaaHoro ypoBHs nepeaaym
NaHHbIX (M3HAYaNbHO — B BUAE TMNEPTEKCTOBbIX AOKYMeHTOB). OCHOBOM
HTTP aBnaeTtca TeXHO/IOTUA «KJIMEHT-CepBep», TO eCTb Npesano/siaraeTca
CylLLecTBOBaHMe noTpebutenei (KNMeHToB), KOTOPblE MHULMMPYIOT
coeaMHEHMEe M NOCbINAIOT 3aMPOC, M NOCTaBLUMKOB (CepBepOB), KOTOPbIE
OXMAAT COeANHEHMA ANA NONYYEHMA 3anpoca, NPOMU3BOAAT
HeobxoayMble AeNCcTBMA 1 BO3BPaLLatoT 0bpaTHO coobuieHme ¢
pe3yabTaToOM

IME| YHWKaNbHbI HOMEP YCTPOWCTBA, COCTOoALMM 13 15 undp

JSON JavaScript Object Notation — TekcToBbI dopmaT 0OMeHa AaHHbIMM,
OCHOBaHHbIM Ha JavaScript

MTP Media Transfer Protocol — ocHoBaHHbIM Ha PTP
annapaTHO-HEe3aBMCMMbIM NMPOTOKO/, pa3paboTaHHbIN KOMNAHWEN
Microsoft ans noaxkntodeHna UnMdpoBbIX Naeepos K IBM

Push- TekcToBble cooblleHMA, NpeaHa3HaYeHHble 414 ONepaTMBHOM

yBegomieHns |(MrHoOBeHHOW) J0CTaBKM Ha YCTPOMCTBO NOJIb30BaTe el

QR-koz Quick response code — Ko, 6bICTPOro pearMpoBaHmaA, MaTPUYHbIM Ko,
(nBYMEpPHbIN WTPUXKOA)

SSID Service Set Identifier — cumBonbHOE Ha3BaHMe HECNPOBOAHOM TOYKM
noctyna Wi-Fi, cnyxaulee ana naeHTuduKaumm ee cpeam Apyrmx Touek
N0/A1b30BaATENAMM MU YCTPOMCTBAMM, MOAKNOHAILLMMNCA K CETU

WLAN Wireless Local Area Network — nokanbHas ceTb, NOCTPOEHHan Ha OCHOBe

H6ecnpoBOAHbIX TEXHONOTMA
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NMPUNONEHUE 1

OnucaHue MCNoJib3yemMblX 3Ha4KOB

3HaYoK

OnucaHue

Mogenb ycTponcTea

0

— cmapTdoH ABpopa;
— 3aWMLEHHbIN cMapTdoH ABpopa

— naaHweT ABpopa;
— 3aWMLLEHHbIM NaaHWeT ABpopa

— cmapTdoH Android;
— 3aWMLEeHHbIN cMapTdoH Android

— nnadwet Android;
— 3aWMLEeHHbIXN naaHweT Android

HenssecTHas moaenb yctponcTtea Android

=K

KIK ABpopa

KMNK Android

[MK Linux

HewnssecTHasa moaens ycTpoicTBa ABpopa

HewnssecTHaa moaenb yctporctea Android

HewnssecTHaa moaenb ycTporcTea Linux

Tun ycTpoictsa

YcTponcTBo

Tun rpynnbl yCTPOUCTB

AnHammnyeckaa rpynna.
NMPUMEYAHMUE. Mpynna, B KOTOPYLO YCTPOMCTBA A0OABAAIOTCS
aBTOMATMYECKM COrTacHO BbibpaHHOMY anropntmy gobasneHuma

CraTnyecKasa rpynna

Twvn nonb3oBaTens

[lonb3oBaTesib.
NMPUMEYAHUE. Nobasnsetcsa B [1Y BPYYHYHO AN C MOMOLLbIO MMNOPTA
CSV-¢danna

Monb3oBaTeNb M3 OPr.NoApasaeneHums.
MPUMEYAHMUE. MNMonb3osaTenb, nony4yeHHbI 13 LDAP

Twn rpynnsl nosb3oBaTtene

lpynna nonb3oBaTenen.
NMPUMEYAHUE. Co3aaeTca BpyYHYHO MK C MOMOLLbO MMnopTa CSV-daina
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3HaYoK

OnuncaHue

OpraHu3auMoHHOe noapasaeneHume.
MPUMEYAHUE. Mpynna nonb3osatenen, nonydeHHan n3 LDAP

[ 2] OnHammyeckan rpynna.
NMPUMEYAHMUE. pynna nonb3oBaTenen, noaydyeHHaa no 40NOSHNUTENbHbIM
aTpmnbytam n3 LDAP
CraTyC XU3HEeHHOro LMK/a
® 3aperncTpmpoBaHo.
MPUMEYAHMUE. YcTtpoiicteo, nobasneHHoe B 1Y
@ B npouecce akTmBaumm.
NMPUMEYAHUE. CreHepuposaH QR-Koa Ans yCTpomCTs
AKTMBMPOBAHO.
NMPUMEYAHMUE. YcTponcTBO aKTMBMPOBAHO
OuunueHo.
MPUMEYAHUE. YcTponcTBO 04MLLEHO (COPOLLIEHO K 3aBOACKNM
HaCTPOMKaMm)
ApxuBHoe.
NMPUMEYAHUE. YcTpoicTBO apxmBMpoBaHoO (yaaneHo)
CooTBeTcTBME HAa3HAYEHHOW NONAUTUKE
(V) CooTBeTCTBYET NOJINTUKE.
MPUMEYAHMUE. YCTpoMCTBO aKTMBMPOBAHO M COOTBETCTBYET Ha3HAYEHHbIM
NONTUKAM
(1] He cooTseTcTByeT NOAUTUKE.
MPUMEYAHMUE. YCTpONCTBO aKTMBMPOBAHO U HE COOTBETCTBYET XOTA Obl 1
Ha3Ha4YeHHOM NONNTUKE
) He ynpasnseTcs.
MPUMEYAHUE. YcTpoincTteo He ynpasaseTca 1Y
— YnpaBaeHne NoAUTUKaMM AOCTYMHO TO/IbKO A/1A aKTMBMPOBAHHbIX
YCTPOMCTB
Tun coobleHms o cobbiTnu
O] NHdopmaLmoHHOe
[NpeaynpexxaeHue
A Kputnyeckoe
L5 OTtnapo4vHoe
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[MPUNOXEHUE 2

PekomeHgaumm no KoHsepTauuu CSV-danna B KHury Excel

[Ons ycnewHon KoHBepTaumu akcnoptupoBaHHoro CSV-danna (n. 2.2.5) B KHury
Excel Heob6x04MMO BbINONHUTL Ceaytolme AeUTCBUA:

— OTKpbITb CSV-dann c nomoubio MS Excel;

— nepenTn Bo BKAAAKY «[aHHble» (PucyHok 2.1);

— Ha NaHenn NHCTPYMEHTOB BblbpaTb «[1oAyYnTb AaHHbIEY;

— B packpblBatlollemca cnucke BbibpaTh «M3 danna», ganee «WM3 Tekctosoro/
CSV-dpannay;
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amtruie - (5} I e~ Ae & Jenonmmrensso cronfasu €5 * Gil e~ pporwala -
n . COpMpORns m Suanrp Patiora ¢ Aasinmun parmos -~
s Gaidna > X ] Ms smrme
= atus,compliance comment, oreatedAt, connectedAL devicaGroups "
m X
* Mz Ganss gasiix 2 I'E My rewcronoco/CSV-gaiaa
f
A > e wom o ' : . : L= e L4 Ne
= L conneciedAt, deviceGroups
i . [
Ms Power Platform ’ [EZ7] Ws JSON
‘
™ 5|
o My qpytix scrosmmnon it ] WsPDF
{ =& =
1 ':1,:‘:133 Ofiuegmnnrs 3anpocud > % W nanew
¢ . s | e
1 ﬁ,=' Jacrycrare Peganrop Power Qusery 1IMTs (C765e4)"
1 THBHDOBAHHBIX YCTPOACTE"
[a MapasmeTper HCTOUMMEE JAHHBIX.,, e
A THRMPORAMMEX YCTROHCTR
1 [ Napaserpa sanpoga xons (7d5b49)"
18 1 10ULISZ7 7 LAAREMIIECHER TDYTINE HEGKTHENPOBAHHMX yCTPOHCcTa”
15 419538833 [wnna wrTnalacTe: annsasata noaniurn (8320 31" v
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PucyHok 2.1

— BblbpaTb pain aKcnopTa M HaxKaTb KHOMKY «MmnopT» (PucyHok 2.2);
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& 3arpyamn 410 200
& Vizobpaxerns - Panee Ha 310l Heaene (1) -
D My3bika v € >
Vims Gaiina: | device-export_2023-07-20_17-07-25 v| Texcrossie dains v
come - oo

PUCYHOK 2.2

— ybeantbes, 4To B nose «Pasgenntens» BbIOpaHO 3HaYeHne «3anaTaa», U HaxkaTb
Ha KHoMKy «[Mpeobpa3oBaTb AaHHblE» (PUCcyHOK 2.3);

o X
device-export_2023-07-20_17-07-25.csv
WMcrounuk daiina Pazgenutens OBHapy®eH1e TUNOE AaHHbIX
65001: KOonmkopa (UTF-8) ~ | 3anatan - | | Ha ecrose nepewx 200 crpok - [2
imei macWifi modelMame platform status compliance comment createdAt
£ 81345E+14 | 35:1B:10:57:97:ef  Qrech QMP-M1-N Aspopa AKTHEMPOBAHO CooTBETCTBYET NONWMTURE Qa-nanara necHa (413799) 20.07.2023 12:49:50 ~
1,38712E+14  18:16:a3:60:7b:6a  Sony Xperia X Aspopa AxTHMEMpOBaHO CooTBETCTBYET NONMTHEE Qa-BMTPWHE No#KTECA [e0BT76S) 20072023 12:44:15
3.58992E+14 INCI P4303 Aspopa B npouecce akmMBauMKy | COOTBETCTEYET NOMMTHEKE NeGeges Tect 03.05.2022 16:22:2G
8,3959E+14 ff:BB-c4:b3:49:bb | Aguarius N5220w5.2 | Linux 3aperucTpMpoBaHo He CoOTEETCTEYET NOAMTHKE | Qa-TEOPHA BOWTK (a2f36d) 20.07.2025 12:24:41
7.94071F+14 f6bb:12:6e:9a:bf | Agquarius NS220v3.2  Android SaperucTpHpoEaHo He cooTEeTCTBYET NOAMTUEE | g3-M3MEHEHMWE TpucTa (d9dd23) 20.07.2023 12:24:35
7, 37745E+14  e%:abred:85:71:45 | Aguarius NS208RH Android JapervcTpHpoBaHo He cOOTEETCTEYET NOAMTHEE | §3-HEBOSMOMHO Nomume [f4c047) 20072023 12:24:37
4,33968E+14 | 08:d%:94:38:67:d8 Aguarius Cmp N5208 | Aspopa JaperMcTpHpoBaHo He CoOTEETCTEYET NOAMTHEE | Qa-4yBCTEC Koomod (TTbedf) 20.07.2027 12:24:35
8 60438F+14 | 8a:f5:-f4:0d:BB:18 | Aguarius NS220RE Android SaperucTpHpoEaHo He COOTEETCTEYET NOAMTHHE | Qa-DOT HEKOTOPLIA [53a0df) 20.07.2025 12:23:08
1,12938E+14 90n51:d2:94:Fd:47  INOI P4303 Android JapervcTpHpoBaHo He coOTEETCTEYET NONMTHEE | Q3-4TO KoMaHaocBaHue (cb0627) 20072023 12:23:04
4,0273E+14 | 3d:aB:a4:f1:1b:c2 | Aguarius NS220RE Aspopa JaperMcTpHpoBaHo He COOTEETCTEYET NOAMTHKE | Qa-0KoNC Hos [0f975) 20.07.2027 12:24:3C v
- - -
< >
arpyanTe - MpectpasoBaTt faHHbIE Ormeta

— ybeaunTbes, 4To B cTON6LE «deviceGroups» 0TobparkatoTca CBA3KM rpynn (rpynmbi,

PucyHok 2.3

nepeyncneHHble Yepes ToUKy ¢ 3anaToin) (PucyHok 2.4);
— HaXKaTb «3aKPbITb M 3arPy3UTbY.
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PucyHok 2.4

B pesynbTaTe oTOoOpasuTcs KHura Excel,

CKOHBepTMpoBaHHaa u3 CSV-dpainna

3KCMNOopPTa.

Ecnn HeobxoaMMo oTPUABbTPOBATL YCTPOMCTBA NO rpynne, To HeoBXoAMMO:

BBECTM Ha3BaHMe rpynnbl;
BbIOpaATb BCE pe3ynbTaTbl, COAEPKallMe Ha3BaHMe rpynnbl (PrucyHok 2.5 [2]);
HaxaTb KHoMKy «OK» (PucyHok 2.5 [3]).

Ha*kaTb Ha 3HA4YOK GUAbTPaA CrpaBa OT Ha3BaHWs cTonbua (PucyHok 2.5 [1]);
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PUcyHoK 2.5
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NMPUNOXKEHUE 3
OcobeHHOCTU BbINO/IHEHWA CKPUNTOB Ha YCTPOMCTBE

YTobbl CKPMAT 3aNyCTUACA, OH A0/IKEH 00A3aTENbHO MMETb shebang.

Ona OC cemencTtBa Linux CKpUNT 3anycKaeTcs Kak  WUCNOAHAEMbI  dann
(paBHOCK/IbHO BbI3OBY . /script.sh).

Ons OC Android ckpunT 3anyckaeTca Yepe3 uHTepnpeTaTop. Hanpumep, ecan 8
shebang yKaszaHa cTpoka #!/usr/bin/env sh, TO MNOAHAs KOMaHAa 3anycka oOyaet
BbIMNAAETD:

/usr/bin/env sh script.sh

Ons OC cemencTtBa Linux CKpMNTbl 3amycKatoTCA C NpaBamu Cynepnosib3oBaTens
(root).

Ana OC  Android CKPUNTHI 3aMyCKaroTCA C npaBamMmum  TeKyLlero
(HenpuBMAErMPOBAHHOIO) MOb30BaATENS.

CKpuUNTbl NO3BONAOT BEPHYTb MPOM3BOJIbHbLIM pPe3ynbTaT BbINOAHEHWUA B BUAE
CTPOKM, KOTOpas 0ToHPa3nTCA B COCTOAHUN KAPTOYKM YCTPOMCTBA. ITOT Pe3y/IbTaT MOMXKHO
MCNONb30BaTb A5 GOPMMPOBAHMA AMHAMMYECKMX TPYNM.

YTOobbl BEPHYTbL PE3y/bTaT M3 CKPUNTA, HEOOXOAMMO 3anncaTb CTPOKY B ¢paln, NyTb
[10 KOTOPOro NepeaaeTca B MEPEMEHHON OKPYKEHNA:

__OMP_SCRIPT RESULT FILE .

MPUMEYAHMUE. N3 paitna cumntbiBaeTca He 6onee 64 ASCII-cMmBONOB.
Mpumep ckpmnTa Ha Bash gna OC cemeinicTBa Linux:

#!/usr/bin/env sh
echo -n "Hello world!™ > "${ OMP SCRIPT RESULT FILE }"

roe:

— -nybupaeT \n B KOHLE CTPOKY;

— KaBblYKM U PUIYPHblE CKODKM BOKPYr MMEHM MEepemMeHHOM npeaoTBpallatoT
OWMNDOKY ambiguous redirect

Mpumep ckpunTa Ha Python:

#!/usr/bin/env python3 import os

resultFile = open(os.environ[" OMP SCRIPT RESULT FILE "], "w")
resultFile.write ("Hello world!")

resultFile.close ()

Mpumep ckpunTta Ha Bash ana OC Android:

#!/system/bin/env sh
echo -n "Hello world!"™ > "${ OMP SCRIPT RESULT FILE }"

roe: "sh" unm "bash" B KoHLe cTpoku no Hanmnumio B OC Android.
Takke OONyCcTMMO MCnonb3osaTb B shebang: #!/usr/bin/env  BMECTO
#!/system/bin/env (Mpon3onaeT aBTOMaTUYECKaA 3aMeHa).
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NMPUNOHREHUE 4

MoaroToBka yctpovcTea Ha 6a3e OC Android K yaaneHHOMY NOAKAOYEHUIO

/. Cnywb6a He sanyuiexsa

P 3anycrare chymby

Paapewenunn

3aXuar axpana

Ynpaanenwe sgoaom

Nepepava danna

(0)

~ = g

JeMONCTPa

°

PucyHok 4.1

[nsa yoaneHHoro nNoAxAtyeHuA K pabodemy crony
yCTpOMCTBa HeobxoaMMO BPY4YHYHO BblAaTb Tpebyemble
pa3spelleHuna npunoxenunto RustDesk Ha ycTponcTse.

[1na 3TOro Nosb30BaTeNto Ha YCTPONCTBE HEOHXOAMMO
BbIMOMIHUTb C/leaytolme AeNCTBUA:

1) OTKpbITb NpunoxkeHune RustDesk;

2) YbeamTtbca, 4TO paspelleHMe Ha nepedady
dannos BbiaaHo (PrcyHok 4.1). 3710 paspelleHme BblaaeTca

dBTOMATNYECKW MNMPK 3anyCKe yaaneHHOoro NnoAKAYEHNA U3
y.

MPUMEYAHMUE. Ecam no Kakon-nmbo npuumHe (Hanpumep, M3-3a 0COBEHHOCTU
HekoTopbix Bepcunin OC Android) 3To pa3pelleHne He BblAaHO, TO HeE0HXOAMMO:

— nepeBecTu nepektodaTenb «llepegaya daina» B NoN0KeHMe «BKAOYEHOY;

— KOCHYTbCA KHOMKK «Pa3pewwntb», ecnn OC Android 3anpocuT noaTBep:KAEHNE;

3) BbigaTb pa3pelleHmne Ha ynpasaeHne BBoAOM. [1na 3Toro Heob6XxoaAMMmo:

— nepeBecTn nepektodaTenb «YnpaBaeHne BBOAOM» B NONOXKEHMe «BKato4YeHOo»

(PucyHoK 4.2);

— MNepenTn B CUCTEMHbIE HAacTponKKM (PrcyHok 4.3);
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oo

RustDesk

/. Cnyw6a He sanyuiena

P 3anycrars chymby

Paapewenun
3axuar axpana p=]
Ynpagnenne BRCAOM =
Nepegava ganna ®
@ nomzwpmmns
=D M g &
' JemoncTpa
PUCcyHOK 4.2
ot iV TO0Y s

€ CneyxantMbie BOIMOMHOCTH

PUY DI YRssd et Miun

Msigepemn yoeton
Momer T T[T T

BuicoxowonTpacTiesi texct

JoN0NMISTRNEAKE BHIYIALING
ashdaxTm

JROT, PANMALTIN, THHe

NOMTPONE BIAMWMDAENCTERS

Switch Access

ZA0OPWKR NP HEMATHM W
YAEPWAHWM

KNOMKA NWTAHMR 33860AeT Baasos

JATPY REHHLIE CITYXEH

«©

IraY0K CNey. BOIMOKHOCTH Tolt e

HIDCITHE NPW OCTAMOBKE KYPOOPD  Hein 00w

0 RusDesknpun

PucyHok 4.4

o9

RustDesk

Kak nonyuurs
paspeluenre Ha BBOJ
Android?

~

YTobb! yASNEHHOE YCTPORCTEO
MOF7I0 YNPEBNATL BalMm
Androkd-yCTPORCTHOM ¢
NOMOWLID MbILLK WKW HAXMETHA,
HEOBXOQWMO PAIPDALLMTL
RustDesk wenons3ogate
cnywby ‘CneynansHwe

3 soamomHocTH

-

Mepedgure wa
¥ COOTBETCTRYIOLYYO CTPAHMLY
CHCTEMEBIX HACTPORK, HaRanTe
W BoAguTe B YCTanoaneHsie
cnymbel”, BROAMTE CRYWOY
"RustDesk Input”

OTmesa

OTRpuITh HACTPOWKKN
CHCTEMBI

& 2 = @

e \ar LomosicTpa 1IRETRA e

PucyHok 4.3

— KocHyTbcA  RustDesk Input  (PucyHok 4.4),
nepesecTn nepekatoyatenb RustDesk Input B nonoxeHune
«BkntoyeHo» (PucyHok 4.5) n noaTrsepAuTb BKAOYEHME
(PucyHOK 4.6).

NMPUMEYAHMUE. Pa3pelieHne Ha ynpaBaeHe BBOAOM
BblAAETCA eAMHOXAbI, MON0XKEHME NepekatovaTens byaet
COXPaHeHO ANA NOoCAeaytolmMX 3anyCcKoB MPUAOKEHUSA
RustDesk;
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MOBMWJIbHAR
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Har iVl 008 [ BES R ART )
< RustDesk Input
IRuletsk Input
CEEJIMMR
f

PucyHok 4.5

T0Q SR 1S

RustDesk

/\ Cnyx6a He 3anyuieHa

Mt | yeTUTS CrysSy] unn paapewnre [3axsar

Ot 3AMYCTHTY Crymily ASMOHCTPSUNK

P 3anycTurb cnyx6y

Paapeluexus

3axsar akpaHa

Ynpaenexue BBOAOM

MNepepava danna

| =] 8 &

{a JleMOHCTPa...  Hactpoim

PucyHok 4.7

-
RustDesk (nput o«
CRE[HHUR

Allow uther Qavioes 10 canernl your [hone uiing witusl
100ch, whien FLsiDesh sctoies shanng s sstabibabed

Wcnonssoears RustDesk Input

RustDesk input Mower:
« Om & Bawm gei
MeocTm
mou  []
PucyHok 4.6

4) BblgaTb  pa3pelleHMe Ha  3axBaT  3KpaHa
(npumeHnmo ana OC Android sepcuir 7-9). [lna 3atoro
HeobxoaAnMO:

— MepeBecTM MnepekayaTeNb «3axBaT 3KpaHa» B
nonoxeHue «BknoyeHo» (PrucyHok 4.7);
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— 03HAaKOMUTbLCSA C NpeaynpexaeHNeM O BO3MOKHOM
MolleHHn4YecTse (PucyHok 4.8);

— YCTAaHOBWUTb Tranoyky B 4ekbokce «bonblie He
nokasbiBaTb» (PucyHok 4.8 [1]) v BbibpaTb «[MTpMHUMatO»
(PucyHok 4.8 [2]);

A\ TNpepynpewgenve

&C AM

Bbl moxeTe 6biTh
OBMAHYTHI!

Ec/m 8o paarosapusaere no
TenePONy € KeMm-10, KOro sul
HE 3HAETE » HE JJOBEPRETE,
M OM NPOCHT BAC HENANLIOBATL
RustDesk u sanycTurse ero
cywby, He NPOALITARTE W
HOMELWHHO MpepuMTe
paxosop,

Cuopes SCOr0, 31O MOLISHMMNK,
M THOUMNCH YRPICTE BatUW

B L N T )

BONulIo HO NOKIAMBETY

PucyHok 4.8

— O3HAKOMUTBCA  C  NpeaynpexaeHuem,  4To
BK/ItOYEHME 3axBaTa 3KpPaHa aBTOMATUYECKM 3anyckaeT
npunoxeHue RustDesk, n kocHyTbcs «OK» (PucyHok 4.9);

/\ Cnyx6a He 3anyuieHa
Pamaa i [/ oo Gy ] wnm 0 mpeunes [Ty
i) 1000 SR UN il

-

[\ Npeaynpexaenne

Br/morenne 30XBATE IKPAKD
SBTOMETHYECKY 3BNYCKEET
crywy, NOIBONRR APYTUM
YCTPOACTBAM SANPEIHBATS
NOAKNKNEHKE K 3TOMY
yeTpoicray.

Ovmesa

€8 20 Anrolt 10 waw fite=

e B e I ——ﬂ

[ = 2] e

Tl sweeh teat ¥ DIV TR [T SR TS

PucyHok 4.9
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A A — YCTAQHOBWUTb Trano4yky B 4Yekbokce «bonblie He
RustDesk & nokasbiBaTb» (PucyHoK 4.10 [1]) u KocHyTbcA «HavaTb»
X (PucyHok 4.10 [2]).
Bawe ycTponcTBO .
pa B  pe3ynbrate ycTponctBo bOyaeT rotoBo K
1813 568 414 | YAANEHHOMY NOAK/THOYEHUIO.
N0~ ~ I~

Mpunowenue RustDesk nonyuur
AOCTYN X MI0ERAMENNIO HE 3KDaHE
yoTpoRcTea

[7] Bonoiwe e noxassimats e 1

Ynpasneswe ssogom B J
Mepanaya haina = )
®

PucyHok 4.10

NMPUMEYAHUA:

V' Bk/oYeHMe 3axBaTa 3KpaHa v ciyx6bbl RustDesk BbinoaHAeTcA npu yaaneHHom
NOAKNOYEHUN K yCTPOMCTBY U3 Y;

v" Ha yctpoitcteax ¢ OC Android sepcun 10 1 Bbile NPU KaXAOM YAaNeHHOM
NOAKNOUYEHUN K yCTPOMCTBY M3 [TY HeobxoaAMMO NOATBEPKAATb BKAOYEHME 3aXBaTa SKpaHa
n cny»bbl RustDesk (PucyHok 4.11).

UcknloveHune: noakntodeHne 6e3  noATBep)KAeHMA  nonb3oBatens  byaet

NPOUCXOAWTb, €CAM Ha YCTPOWCTBE YyCTaHOB/AeHa cHopKa, noAnmMcaHHasa MoAnMChio
npounssoautens (nogpobHee 8 nn. 2.1.1.7).

IS0
Ysegomneuue o
KOHPUABHUNANBHOCTU

Mpunoxenne RustDesk nonyunt
[OCTYN K N300paeHnIo Ha akpaxe
yCTpOMCTEE,

OTMEHA  HAMYATDL

PucyHok 4.11
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PyKkoBOACTBO nonb3osaTens. YacTb 3 I ey

[MPUNTOKREHUE 5

Mpouecc cbopa 1 oTNPaBKM CUCTEMHbIX CO0DLLIEHUI Ha Email

MocnenoBaTenbHOCTb 3TanoB cbopa WM OTNPaABKM  CUCTEMHbIX COODLLEHMUI
npmeeaeHa Ha pucyHke (PucyHok 5.1) 1 ykasaHa umdpamm.

AL

KoHcons
agMUHUCTpaTopa

Cepsep
NPUAOKEHUIA

YCTpOnCcTBO C
KnueHTom Al

MoYyToBbIA
cepeep

]
|

|
| Mony4nTe OTHET € noramMun Ha email (1)

.
>

: CobpaTb apxus |
| ¢ noramum (2)

:l

OTnpasnTe apxus
c noramu (no https) (3)

el
<

|

|

|

|

|

|

|

|

|

|

| |

| I CchopmypoBaTb NUCLMO C apXUBOM [
: | (€ MOMO|LLLLI0 BCTPOEHHOMO NMOYTOBOrO KAneHTa) (4) |
| | |
| )
|

|

|

|

|

|

|

|

|

|

|

i

OTnpasnts nucbmo (no smtp) (5)

|

| -

f "l

, |

, | , OTnpaeuTb NUCLMO
: ‘ Ha yKa3aHHbIin email
|

|

|

|

; (no smtp) (6)
KoHcons Cepsep YcTponcTeo ¢ MoYyToBbINA
aZAMUHUCTPATOPa | | NPUNOXEeHUR KnveHTom ALl cepsep

PucyHok 5.1

OnucaHme npouecca:

1) AoMmunHucTpaTop MNaaTdopmbl ynpaBaeHWA OTNPaBAAET Ha YCTPOMCTBO KOMaHAy
onepaTMBHOrO Yynpas/ieHMA no cObopy oTyeTa C CUCTEMHbIMK OLIMOKamMM, B KOTOPOM
yKasblBaeT email agpecara;

2) YCTpoMCTBO NOMyYaeT KOMaHAY, 3anyckaeT cOop cMCcTeMHbIX OlWMbBOK, nomellaeT
UX B apXMB;

3) YcTpoMCcTBO OTNPaBAAET apXMB Ha CEpPBEP NMPUNOKEHN;

4) CepBep NPUIOXKEHUIM NoAyyYaeT apxMB BO BpemeHHyto 06/1acTb XpaHeHus, C
MOMOLLbIO BCTPOEHHOTO NOYTOBOrO KAMeHTa GOPMUPYET MUCbMO C apPXMBOM;

5) CepBep NPUNOKEHWNN NbITAETCA CPa3y e OTNPaBMTb €ro Ha MOYTOBbLIN CepBep.
HekoTopas o6nacTb NamATM MCNONb3yeTca ANA NEepPecbiKM, HO Aanblue NOTM HUTAe He
XpaHATCA,;

6) B cnyyae:

— yCrewHon oTNPaBKN CeEPBEP NPUIOKEHUI MHPOPMUPYET NpUIoKeHMe «ABpopa
LleHTp», 4TO cMCTEMHble OWWOKM OTMpasaeHbl. [lanee MO4YTOBbLIN CepBep nepecbinaeT
NMCcbMO Ha email, KoTopbI OblN YKa3aH B KOMaHAe ONepaTMBHOMO YNpaBAeHMs.
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— HeycnewHon OoTNPaBKM CepBep MNPUNOKEHUN WHOOPMUPYET MNPUNOKEHME
«ABpopa LleHTp» 06 owmnbKe 3arpysku. anee cucTemHble OWMOKM HUKyAA He yXoAAT.
OwmnbKa oTNpaBKM GUKCUPYETCA B CUCTEMHbIX OLLMOKAX YyCTPOMCTBA.
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JIUCT PEFTUCTPALMY USMEHEHUW

Ne sepcuu CopepaHne nsmeHeHus ol7[e) [aTta
[OKYMeHTa
1.0 HavanbHaAa BepcuA Nebenes A. 28.01.2025 .
NBaHoOBa H.
1.1 BHeceHbl U3MeHeHUA Nlebenes A. 04.02.2025 .
MNBaHoBa H.
1.2 BHeceHbl U3meHeHUA Nebepes A. 11.02.2025 .
1.3 BHeceHbl U3meHeHUA Nebepes A. 14.02.2025 .
1.4 BHeceHbl u3meHeHuA Nlebepnes A. 21.02.2025r.
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