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AHHOTALNA

HacToAwmn AOKYMEHT ABNAETCA PYKOBOACTBOM aAMMHMCTpaTopa OnepauyoHHOM
cuctemsbl (OC) ABpopa penns 5.2.1.

HacToAwmMin  AOKYMEHT COAEP)KMT OMUCaHWMEe AOCTYMHbIX aAMWUHUCTPATOPY
OYHKLMOHA/bHbBIX BO3MOXKHOCTEN MOBUAbHOro ycTponctea (MY), dyHKLMOHMPYOWErO NOA
ynpasnernmem OC Aspopa’.

AZMWUHUCTPATOP MMEET AO0CTYN K PYHKLUMAM M HacTpokam OC ABpopa, ONMCaHHbIM
KaK B HACTOALLEM AOKYMEHTE, TaK M B IOKYMeHTe «PyKOBOACTBO NO/Ib30BaTENAN,

MPUMEYAHUA:

v Mepen, Havanom paboTbl AAMUHUCTPATOPY HEOBXOAMMO O3HAKOMUTLCA C
NONOXEHUAMMW HACTOALLEro AOKYMEHTa, a Takke C MHPopmaumen, npuBeaeHHOM B
NOKYMeHTe «PyKOBOACTBO N0O/b30BaTENAY;

v  BHewWwHunt Bug, uHtepdeirica MY? mMoKeT oTanyaTbCad OT MPUBEAEHHOTO Ha
PUCYHKaX B HAaCTOALLEM AOKYMeHTe. CHUMKM 3KpaHa® ABNAOTCA NPMMEPOM U NPeaCcTaBAeHbl
ana obulero osHakomneHua ¢ nHTepdericom MY.

! Onucanme pasamuHbix cnocobos yctaHosku OC Aspopa Ha MY npuseaeHo B npuaoxeHun (MpunoskeHne 1) u
COOTBETCTBYIOLLMX [OKYMEHTaX Npeanpuatna-paspaboTymka, KoTopble npefHa3HavyeHbl A8 MCNob30BaHMA
Mpounssoautenamm MY 1 aBTopmsoBaHHbIMKU CEPBUCHBIMU LeHTPamm Npomn3BoaANTENA.

2 MY, dyHKUMOHMPYIoLWee nog ynpasneHnem OC Aspopa.

3 CHMMKM 3KpaHa NpuBeaeHbl NPenMyLLECTBEHHO co cmapTdoHa Mashtab TrustPhone T1.
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1. BBOA, B 3KCINYATALUIO

OC ABpopa npeacTaBnseT cobon 3amieHHY0 MobuabHY0 MHorosagadHyto OC
ANA MODUAbHbBIX NMPUMEHEHM MoA annapaTHble naatdopmbl Ha 6a3e MNpPoLEeccopoB C
apxutektypon ARM U MMeeT pasNnyHble BEpPCUM WCMONHEHUA, OMUCAHWE KOTOPbIX
npueeaeHo B Tabanue (Tabaumua 18).

BHUMAHUE! OC Aspopa B cepTUdMUMPOBAHHON Bepcum®  MoxKeT  BbiTb
MCNONb30BaHa, HO He OrPaHMYMBATBLCA, B CAEAYOLWMX CUCTEMAX M 0O beKTax:

— B rOCYAapCTBEHHbIX MHOOPMALIMOHHbIX CUCTEMAX, HE CoAepKallMX MHPopMaLMK,
COCTaBAANOULEN FOCYyAapCTBEHHOM  TaMHbl, A0 MNEepBOro  Kaacca  3alMLLEHHOCTM
BK/IIOYMTENILHO B COOTBETCTBUM C AOKYMEHTOM «TpeboBaHWA O 3alimnTe MHGOPMALMK, He
COCTaBMAKOWEN  FOCYAapPCTBEHHYID  TalHy, COAEepallenca B roCyAapCTBEHHbIX
MHOOPMALMOHHbIX CUCTEMAX», YTBEPKAEHHbIM nNpukazom PCTIK Poccmm ot 11 pespana
2013 r.Ne 17;

— B MHPOPMALMOHHBbIX cucTemax (MC) nepcoHanbHbIX AaHHbIX [0 NEPBOro YPOBHS
3aUMLULEHHOCTU BKAOYUTENBHO B COOTBETCTBMM C AOKyMeHTOM «COCTaB M coAeprKaHue
OPraHM3aLUMOHHbIX M TEXHMYECKMX Mep No obecneyeHuto H€30MNacCHOCTM MEPCOHaNbHbIX
[AHHbIX Mpu KX 0bpaboTke B MHOOPMALMOHHbLIX CUCTEMAX MEPCOHANbHbIX AaHHbIXY,
yTBEPKAEHHbIM NpnKazom OCTIK Poccum oT 18 dpeBpana 2013 r. Ne 21;

— B aBTOMATM3MPOBAHHbIX CUCTEMax YMpaBAeHMA 40 MNepBOro  Kjaacca
3aUMLULEHHOCTU  BKAOYUTENBHO B COOTBETCTBMM C  AOKYMeHTOM «TpeboBaHMA K
obecneyeHnto 3alWnTbl MHOOPMALIMM B aABTOMATM3MPOBAHHbLIX CUCTEMAX YMNpaBaeHMUA
NPOWM3BOACTBEHHbIMM M TEXHONOTMYECKMMM NPOLECCAMM HA KPUTUYECKM BaXKHbIX 0ObeEKTAX,
NOTEHLMANbHO OMacHbIX 0OBbEKTax, a TaKkKe 0ObeKTax, NpeAcTaBAAWMX MOBbILEHHYHO
OMACHOCTb ANS M3HW M 340PO0BbA /HOAEN M AN OKPYXKatolehn NpUpoaHON Cpelbl»,
yTBEepKAeHHbIM npukazom GCTIK Poccum ot 14 asrycta 2014 r. Ne 31;

— Ha 3HaYMMbIX ODOBEKTAX KPUTMUYECKOM MHPOPMALMOHHOM MHPPACTPYKTYPbI A0
NepBOi KaTeropuMm BKAOYMTENbHO B COOTBETCTBMM C JAOKYMeHTOM «TpeboBaHuA Mo
obecneyeHnto 6e30MaCHOCTM 3HAYMMbIX OOBEKTOB KpUTUYEcKoM WHOOPMALMOHHOM
MHOPACTPYKTYpPbl Poccninckon @epepaumm», yreep:kaeHHbIM npukaszom ®CTIK Poccum ot
25 nekabps 2017 r. No 239.

+0nuncaHme Bo3MOXKHbIX Bepcunin OC Aspopa npueeaeHo B Tabauue (Tabanua 18).
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1.1. OrpaHnyeHnA No sKcnayaTaumnm

BHUMAHUE! C uenbto npoBepkM AOCTYMHOCTM ANA YCTAaHOBKM OOHOBAEHWM
6e3onacHocTn OC ABpopa HeobxoaMMo NpeaBapUTeNlbHO 03HAKOMUTBLCA C MHDOPMALMEN,
pa3MelleHHOM Ha Beb-canTe npeanpuatusa-msrotosutens (https://cve.omp.ru).

AAMUHUCTPATOPY Heobxoammo cobatoaaTb CheayroLlime NpaBmaa M orpaHMYeHmnaA no
aKkcnayataumm MY:

— He [OoMycKkaTb YCTaHOBKy Atoboro nporpammHoro obecneyenma (M0),
NocTaBasieMoro B OT/IM4HOM OT RPM Bumae (camoctoAaTenbHoe KonupoBaHue ¢ainnos,
ycTaHoBKa MO 13 apxnBos, ycTaHoBKa 10 He B WTaTHble nanku n3 RPM-naketoB v T.M.);

— WUCKNOYNTb noakatodeHne MY K He10BEPEHHbIM TOYKaM A0CTyNa HecnpoBOAHbIX
nHtepdencos (WLAN, Bluetooth®) n becnposoaHbim MY.

NPUMEYAHMUE. MNepeyeHb A0BEPEHHbIX TOYEK A0CTYNa A0/IKEH ObiTb ChOPMMpPOBaAH
Ha MecTe aKcnayaTaumm onepatopom NC;

— UCKNOYUTL Nnepeaady KoHOUAEHLUMaNbHOM pevyeBor n nHom nHpopmaumm (SMS,
MMS) nocpeactsom MY no npotokony GSM;

— NpeayCcMOTPETb Mepbl, 0becneymBatoLLme OTCYTCTBME KOMMbIOTEPHbIX BUPYCOB Ha
CpeACcTBaXx BbIYUCANTENbHOM TEXHMKN, K KOTOPbIM NoakatovaeTca MY.

1.2. Y4yeTHble 3anmcu ponen

B OC ABpopa peann3oBaH MHOroMno/b30BaTENbCKUIM pexXMm paboTbl, KOTOPbIM
NO3BONAET UCMO0Nb30BaTb MY HECKOIbKMM YHETHBIM 3aMUCAM C PA3IMYHBIMW POSIAMM.

Ponb — COBOKYyMHOCTb MpaB AOCTyna, Ha OCHOBE KOTOPbIX onpeaenaerca
BO3MOHOCTb BbINOJIHEHMA TOro UM nHoro aencrema B8 OC ABpopa.
YyeTHaa 3anncb POM  — XpaHAWAAcA Ha MY COBOKYMHOCTb JaHHbIX O

nonb3oBaTene, HeobxoaMmana ANA ero ayTeHTUPUKaLMM 1M NpeaoCTaBAeHUs AOCTyNa K ero
JNIYHBIM AAHHBIM M HAaCTPOMKAM.
NPUMEYAHUE. B 3aBMCMMOCTM OT BbIOpPAHHOM POAM BO3MOXKHOCTM MY moryT
OT/INYATLCA.
Ha MY moryT 6bITb CO34aHbl OAHOBPEMEHHO A0 7 YYETHbIX 3aNUCEN:
— yYeTHadA 3anuncb C POSbO aAMMHUCTPATOPA, KoTopasa 0b61aaeT pacllMpPeHHbIMM
OYHKLUMOHANbHBIMW BO3MOXHOCTAMM, MPUN ITOM:
® He MOKeT bbITb yaaneHa c MY;
e He obnagaeT NpaBamm Cynepnosib3oBaTend;
e Ntobble M3MEHEHMA HACTPOeK, BbIMOJHEHHble MOo4 TakoW ponbto, byayT
NMPUMEHMMbI KO BCEM YYETHbIM 3anmucam MY;
— [0 6 YYETHbIX 3anmcen C Poabio MNOAb30BaTeNA, CO34aHME KOTOPbIX BbIMOIHAETCA
aAMNHUCTPATOPOM B CUCTEMHbIX HacTporkax MY (n. 1.2.1).
MPUMEYAHMUE. Mo ymonyaHuto Npm nepBom BKAOHEHUK MY 3arpy*KaeTca B pexmme
aAMUHUCTPaTOpPA.
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1.2.1. Co3aaHune y4eTHOM 3anmchK NoAb30BaTENS

BHUMAHMUE!

v/ Mepen,  Cco34aHMEM  Y4eTHOW  3anuMcu  MOAb30BaTens  Heobxo4Aumo
npeaBapuUTENbHO aKTMBMPOBATL NepekatoYaTe b «Bbibop AOCTYNHOM NaMATUY» B pasaene
«ObLMe HaCTPONKM» (PUCYHOK 2) ANA BO3MOXKHOCTM 3a4aHMA N HACTPOMKK KBOT (N. 4.7.2);

v py  CyWecTBYIOWMX YYETHbIX 3anmucax Moab3osaTens ¢yHKuMa «Bbibop
NOCTYMHOM NamaTK» 3abN0KMpoBaHa.

[Ons  co3paHWs  HOBOM  YYETHOM  3anmMcK  Moab30oBaTend  aAMUMHUCTPATOPY

HeobXxoAMMO BbIMOAHUTb CAeaytoLLmMe AENCTBUA:

— OTKPbITb  MEHIO CUCTEMHbIX HACTPOEK KaCaHWem 3HayKa E’: Ha JkKpaHe
npuAoXKeHui (PrucyHok 1);

— KOCHYTbCA NyHKTa MeHto «[onb3oBaTenmn» g nogpasaene «Cuctema;

— Ha CTpaHuue «[onb30BaTeNM» KOCHYTbCA KHOMKKW «/[0HaBWUTb MOAb30BaTENS»

(0]
(PcyHOK 2) nnbo KHOMKKM +2 B MpaBOM BEPXHEM YTy IKPaHa;

| Nonbsosarenn 2

S00U@ o

TenedoH CoobuweHns Bpaysep Kamepa

= : @ Bnapenel yctpoiicTea

AnMuHUCTPaTOp YCTPOWCTBa

KoHTakTsl Fanepes HacTpoiiku Momouws

Monb3osatenu

Qannb S KansHazpe S8 llodta Myztia Bbl He A06aBUAN HU OIHOTO NOMb3oBaTENs

D +% e

[uktodoH MpocmoTpPDF [lokymeHTsl  3amerku

Hactpoviku

ree O6Lme HaCTPOIKM AN CO3aaHHbIX @
@ =8 E nonb3osarenein

Yacel Kanbkynstop Moropa XKypHan

Q Mouck npunoxenmii

PucyHok 1 PUCYHOK 2



OTMeHUTb Oanee |
JLo6asutb poTo
Monb3osatesns 1
ms nonbsosatens
He 6onee 40 cumBonos, gonyckaloTcs uudpsl,
TOYKM, HUXHUE NOAYEPKUBaHMA U Npobenbl
NoruH (He 06a3aTenbHO) @
JlorvH nonb3osaTens
JlorvH He NpUMeHsieTcs Ans ayTeHTUdMKaumum.
[nuHa He 6onee 31 cMBONa, AONYCKAIOTCS TONMLKO
natuHckue 6ykBbl, LUOPbI U 3HAKK «.» U «-»
JlocTynHblii 06bem NnamaTn
71TB
Keota

3apaiiTe oHOPa30BbIV Naposib
[Nsi NEPBOro BXOAa B CUCTEMY

1 2 3
4 5 6
7 8 9

OTMeHUTb

PucyHok 4
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— Ha OTKPbIBLWIENCA CTPaHWLLE BBECTM MMA WU JIOTUH
HOBOW y4eTHOW 3anucK nonb3osaTtens (PucyHok 3).

NMPUMEYAHUA:

v JIorMH nonb3oBaTens He asaseTca obsa3aTeNbHbIM A
3aMN0/IHEHMA;

v JIorH  MOeT  BKIOYaTb  OYKBbl  IATUHCKOTO U
KUWPUNNUYECKOro andaBUTOB, BEPXHEr0 U HUMKHEro
perncrtpa, umdpbl M cCneumanbHble CMMBObI: TOYKA «.»,
Tmpe «-». CymMapHOe KOJIMYeCcTBO CMMBOJIOB He A0/MKHO
npesbiwaTb 31;

— YCTaHOBWUTb KBOTY Ha MCMNO/Ib30BaHME AMCKOBOrO
NPOCTPAHCTBa, MNepemellas COOTBETCTBYHOLWMIA Cnanaep
BMNPaBO ANA YyBe/AMYeHMA KBOTbl /MO0 BAeBO ANA
yMeHblUeHus (PUCYHOK 3).

MPUMEYAHUA:

v MUHMMaZbHbIE M MaKCUMajbHble 3HavyeHua A/A
33aHWA KBOTbl 3aBMCAT OT KOHCTPYKTMBHbIX OCOBEHHOCTEN
MY;

v NoapobHoe onucaHMe O KBOTUPOBAHWUWU MOCTOAHHOM
namaTn npueeneHo 8 n. 4.7.2;

— KOCHYTbCA KHOMKM «[lanee» AN CcOXpaHeHusa
M3MEHEHNM NMbo KHOMKM «OTMEHUTb» AN1A OTMEHbI
onepauum;

— B OTKPbIBLUEMCA OKHEe 33/aTb O4HOPA30BbIN NapPO/b
[NA NepBOro BXO4a B CUCTEMY HOBOrO M0/1b30BaTeNs
(PucyHok 4);

— KOCHYTbCA KHOMKM «3aBepLInUTb» A/1A COXPaHeHMs
U3MEHEHUN NMBO KHOMKU «OTMEHWUTb»  ANd  OTMEHbI
onepaunuy;

— NOATBEPANTb AENCTBME BBOAOM TEKYLLEro napons,
B pe3y/bTaTe CO3JaHHan y4eTHaa 3amnucb, a TakKe cTaTycC
ee ayTeHTMdMKauMM  OTODPasnUTCA  Ha  CTpaHuue
«Monb3osaTenn» (PucyHok 5).
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I
P o BHUMAHUE! B cnyyae ecam npu  co3gaHumn
nonb3oBatento Obla  3adaHa MaKCMMasbHaa  KBOTA
(PUCYHOK 6), TO Ha CTpaHMUe CO3[aHMA MONb30BaTeNeM

BY °
KHoMKka +° byaeTt He akTuBHa (PUcyHOK 7).
Bnapeney ycTpoiicTea
AQMUHUCTPATOP YCTPOWCTBa

Monb3osaTenu

[ns 6biCTPOro NepeknioyeHns Mexay
NoNb30BaTENSMU HAXMUTE U yAepXuBaiiTe
KHOMKY NUTaHus, 3aTeéM KOCHUTeCb KHOMKU
“CmeHuTb nonboparens”

m Monb3osatens 1 @
He aBTOpM3oBaH
Hacrpoiiku

O6Lue HaCTPOIKM AN CO3AaHHbIX @
nonb3osarenen

PUCYHOK 5
OTMEHUTb Oanee | Monbsosatenu S
JDo6asutb poTto
Bnapeneu, ycTpoicTea
AQMUHUCTPATOP YCTPOWUCTBA
Monb3oBaTtenb
Wms nonbaosatens
He 6onee 40 cumBonos, gonyckaloTcs uudpsl,
TOMKM, HUXHWE NoAYEPKUBAHWA U Npobenbl Monb3oeatenu
JloruH (He o6sizaTensHo) @ [1ns 6bICTPOro NepeknioYeHIs Mexay

nonb3oBaTeIIMU HaXMuTe u ynep)o(wsaﬁ're
KHOMKY NUTaHus, 3aTéM KOCHUTECb KHOMKN

OCTYNHbI 06bEM NaMATH
Jety “CmeHuTb nonbaosatens”

35,6 b
m Monb3osaTens 1 @
He ocTaércs kBOT AN HOBbIX nonb3osarenem He aBTopu3oBaH
n Monb3osaTenb @
He aBsTopusoBaH
Hactpoiiku
O6Lwme HaCTPOMKM AN CO3aaHHbIX @
nonb3oBarenen
PucyHoK 6 PucyHok 7

Mpn paboTe C y4eTHbIMK 3aNUCAMKW MNOb30BATENS AAMUHUCTPATOPY AOCTYMHbI
cnepytouine AencTemA:
— NepeKNYEHNE MeXaY YHETHbIMKN 3aNNUCAMM PONEN.
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MPUMEYAHMUE. MoapobHoe onuncaHme npouecca NepekatodYeHna Mexay y4eTHbIMM
3anNncamm NpnBeaeHO B OKyMeHTe «PyKoBOACTBO NO/Ib30BATENAY;

— ynpaBAeHne NCXOAALMMM rON0COBbIMM Bbi3oBamu 1 SMS (n. 1.2.2);

— pefaKkTMpoBaHMe yyeTHoM 3anucu (n. 1.2.3);

— HacTpoMKa ayTeHTUbUKaumm (n. 4.2.2);

— HACTPOWMKa orpaHnYeHn Bxoaa B cuctemy (n.n. 4.2.2.4);

— yAaneHune y4yeTHoOM 3anmcu nonsv3osatens (n. 1.2.4).

Mpn paboTe C y4yeTHOM 3aNUCblO aAMMHUCTPATOPa AOCTYMHO pPeaaKTMpPOoBaHMe
yyeTHom 3anuck (n. 1.2.3).

1.2.2. YnpaBieHne NcxoaamMmm ronoCoBbIMUM Bbl3oBaMm 1 SMS

| Monbsosatens

/

MonbsosaTtens 1
& He aBTOPM30BaH

% 3anper Ha Bbi30BbI M SMS

& TMonbsosarens 3a610KMPOBaH

MepekntoynTbes
Hactpoiikun
@ 3anper Ha BbI30BbI M SMS
HacTpoiikv ayTeHTUdMKaumm
HacTpoitkv paboyero BpeMeHu

CpoK OeicTBuUs y4eTHOM 3anucu

®
®
®

PucyHok 8

[Ons OTKAKOUYEHMA MCXOOALMX FTONOCOBbIX BbI3OBOB M
SMS Heobxo0aMMO KOCHYTbCA Tpebyemon y4eTHON 3anucu
NO/Nb30BaTENA U B OTKPbIBLUEMCA OKHE KOCHYTbCA MYyHKTa
«3anpeT Ha Bbl30Bbl U SMS» (PrcyHoK 8).

Y y4yeTHOM 3anuMcK nonb3oBatenda oTobpasuTca
npeaynpexaatowmn - 3Ha4okK % (PucyHOK 8) 1
BO3MOHOCTM nonb3oBatens B MI «TenepoH» u MI
«CoobuieHnna» byayT orpaHMYeHsbl.

[Ons BKAOYEHUA MCXOAALWMX FOOCOBLIX BbI3OBOB M
SMS aaMMHUCTPATOPY HEODXOAMMO KOCHYTLCA Tpebyemown
YYETHOM 3anMcK Moab30BaTeNA M B OTKPbLIBLUEMCA OKHe
NEeaKTUBMPOBATb NMYHKT «3anpeT Ha Bbi30Bbl 1 SMS», nocne

3Ha40K %

4yero npeaynpexaarolmi nepecraHeT
oTODOparkaTbCA Yy VYYETHOM 3anncKM NoAb30BaTeNs, W
BO3MOXHOCTM nonb3oBatena B MI  «TenedoH» u

MM «CoobuieHuna» 6yayT BOCCTAaHOB/EHbI.

NMPUMEYAHUE. TMogpobHoe onucaHne pPaboTbl
yKa3zaHHbIx M1, a Takxe yBeAOMNEHWIN, BbIBOAMMbIX Ha
3KpaH MY npu OTKAKOYEHWUU TOJI0COBbLIX BbI3OBOB M SMS,
npMBeAeHO B AOKYMeHTe «PyKOBOACTBO NO/Mb30BATENAY.

1.2.3. PegaKkTnpoBaHmMe y4eTHOM 3anmcu

,D,I'IFI nepenmeHOBaHMA y‘-IETHOVI 3anncm noJsib3oBaTenA HeO6XO,£I,l/IN\O BbIMOJ/ITHNTb

cnepyouime oencTBus:

— OTKPbITb BCM/IbIBAOLLEE MEHIO Y4eTHOW 3anucuK (PucyHok 9);

— KOCHYTbCA NyHKTa «llepenmmeHoBaTb»;

— BBECTW HOBOE MMA y4eTHOM 3anncu (PucyHok 10);

— KOCHYTbCA KHOMKK «[MoATBEPAMTLY A1A NOATBEPKAESHUA AENCTBUA, B pe3yibTaTe
y4YeTHas 3anumcb byaeT nepemmeHosaHa 1Mbo « OTMEHUTLY A1 OTMEHbI AeNCTBUA.
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NMPUMEYAHMUE. MNpn nepermeHoBaHNM yY4EeTHOM 3aMNCK M3MEHAETCA TO/IbKO €€ NMS,
NIOTMH OCTAeTCA HEM3MEHHbIM.

| Monbsosatens : | oTmenuTs MoaTsepanTs |

o
cp [epenmeHosaTb MepenMeHoBaTb

[o6asuTtb GoTO ® Monb3osaTens 1

& 3abnokupoatb nonb3oBatens

o

Uy Ymanutb

% 3anpert Ha Bbi3oBbI U SMS

MepekniounTbes

Hactpoiiku

@ 3anper Ha Bbi30BbI ¥ SMS
A R
MUYy KeHT I WwWws3 X

d bl

A9 4YCcCMMUTSDLBL 61O K

PucyHoOK 9 PucyHok 10

HacTpoiikv ayTeHTUdMKaumm

w
[o}]

nponauagpxa>a

®
HacTpoiiku paboyero BpemeHu @
©,

CpoK AeicTBUsA y4eTHOM 3anucu

NMPUMEYAHUE. He peKomeHayeTca nNpuCBaMBaTb
YYETHbIM 3aMUCAM MMEHA, HaYMHAOWMECA C TOYKU WUAN

OTMeHUTb ’

REPSIMETIESTR npobena. B cnyd4ae BBOAA HeAOMYCTUMbIX CMMBOJIOB
& oTobpa3mTCs COOTBETCTBYHOLLEE yBeaOMNeHME
sl iy Slev g (PrcyHok 11).
s b s oo iy [Ons  ycTaHOBKM MBO  uM3meHeHus  doTorpadpum
YYETHOM 3anncym HeobXoAMMO BbINOAHUTL Caeaytoume
NencTems:
— OTKPbITb BCM/bIBAtOLLEE MEHIO YYETHOM 3anmcK (Cm.
PucyHok 9);
— KOCHYTbCA  NyHKTa «Jlobasutb doto» Anbo
B RU «3MeHUTb GOTOY;
MUY KEHTIWWS3 X — KOCHYTbCA NyHKTa «Caenatb ¢oTo» Nnnbo «BbibpaTb
©bHBANPONMXD n3 ranepeun» (PucyHok 12);
. 84 CMMUTDbL B IO — caenaTb doTo Mbo BbIGPATL HEOOXOANMMOE GOTO M3
23 - . crnuvcka (PucyHok 13);
— KOCHYTbCA KHOMKM «CoXpaHUTbY Ans
PucyHok 11 NOATBEPKAEHNA AENCTBUA, TMB0 « OTMEHUTL» 418 OTMEHbI

NencTBums.
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| Nonbsosatens : | Bei6pats aatap sE @)
®© [OobasuTb hoTo Aurora_Borealis.jpg
21Hos6ps 2012 1559 06MB

Crenatb ¢poTo [ . . -
: Buildings_duri...olden_hour.jpg
21 Hosi6ps 2012 15:58 1,9 MB

Fireworks_Flow.jpg
21 Hosbps 2012 15:57 0,9 MB

4 Bbi6pats U3 ranepen

@ He aBTopK3oBaH

% 3anper Ha Bbi3oBbl M SMS Forest_hill_during_foggy_day.jpg
21 Hosi6ps 2012 15:56 1,4 MB
K“ Kamchatka_Shore.jpg
MepekniounTbes “ 21 Hos6ps 2012 15:55 3,6 MB
Lake_Baikal_Ust-Barguzin.jpg
HacTpoiiku 21 Hosbps 2012 15:54 1,6 MB
@ 3anper Ha Bbi30BbI M SMS > = Mountains_on_t...a_in_Sochi.jpg
21 Hosi6psi 2012 15:53 1,3 MB
HacTtpoiiku ayTeHTUdMKaLMM ¢
P VT Pl @ Russian_meadow_at_sunset.jpg
- 21 Hosi6pst 2012 15:52 1,4 MB
HacTpoiiku paboyero BpemeHu @ =
%/ Sand_Silkjpg
CpoK AeiCTBUS yYeTHOM 3anucK @ VUl 2" os6ps 20121551 40Mb
- Somewhere_in_South_Ural.jpg
21 Hosi6pst 2012 15:50 1,5 MB
_n Wind_Glow.jpg
PucyHok 12 PucyHok 13

NPUMEYAHUE. [Ina nepeumeHoBaHuA nnbo gobasneHnsa/mameHeHna potorpadumm
agMUHUCTPATOPa  HeobXOAMMO  OTKPbITb  BCM/bIBAOLLIEE  MEHK  Ha  CTpaHuLle
«Monb3oBatenm» (CM. PUCYHOK 2) 1 BbINONHUTbL AENCTBUA, aHANOTMYHble ANA HACTPOMKMK
Nno/sb30BaTeNEN.

[Ona 6NOKMPOBKM y4ETHOM 3aNMUCK NONb30BaTENS HEODXOAMMO:

— OTKPbITb BCM/1bIBAOLLEE MEHIO Y4ETHOM 3anNmnch (CM. PUCyHOK 9);

— KOCHYTbCS NYHKTa «3abN0KMPOBATb NOJIb30BATENAY;

— KOCHYTbCS KHOMKM  «[loaTBepAnTb» AN8 NOATBEPXAEHUs AencTBua ambo
«OTMEeHUTb» A1 OTMEHDbI.

Y y4yeTHOM 3anucK nonb3oBaTena oTobpasuTca npeaynpexaatollmii 3Ha4YoK &
(cm. PucyHok 8).

[nsa Pa3zboKMPOBKM y4ETHOM 3aNMUCK NONb30BaTENS HEODXOAMMO:

— OTKPbITb BCM/1bIBAOLLEE MEHIO Y4ETHOM 3aNmncK (CM. PUCYyHOK 9);

— KOCHYTbCA NYHKTa «Pa3610KnMpoBaTb N0Nb30BATENAY.
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1.2.4. YoaneHue y4eTHOM 3anmnch N01b30BaTENS

Ona yoaneHusa y4yeTHOW 3anvMcKM  MNOAb30BaTeNs

| oTmenuTs MoatsepanTs |
HeobXx0AMMO BbINONHUTbL CAeayoLine AeNCTBMA:
Bbl mencTBUTENBHO XOTUTE — OTKPbITb BCM/ibiBakowee MEHIO yquHOVI 3anumcu,
YAaanib yHETHYIO S9lMte KOTOPY HeEOBX0AMMO yAaNTh;
nosib3oBaTesns
Monb3osatens? — KOCHYTbCA NYHKTa «YaanuTb» (cm. PucyHoK 9);
Noceromsepxen s e — Ha OTKPbIBLIENCA CTPAHMULLE KOCHYTbCA KHOMKMK
«MoaTBepAMTbL» ANA NOATBEPXKAEHWA onepaumm nmbo
KHOMKN « OTMEHUTb» AN OTMeHbI (PucyHok 14);
— NOATBEPANTL AENCTBME BBOAOM TEKYLLETO NAapPOA.
Mpu yaaneHun y4eTHOM 3anmcK nosib3oBatena byayT
TaKXKe yaaneHoi:
— [laHHble NONb30BaTeNS;
— JOMALLHAA nanka nonb3osaTtens (n. 4.2.3);
— MOJIb30BaTe/IbCKOE XpaHuauLLe Katoden (n. 1.4.6).
PucyHok 14

1.3. YcTaHOBKa BpeMeHM 1 Aathl

NMPUMEYAHUE. OnucaHMe OCHOBHbIX LWAroB MNepBOHAYa/IbHOM HACTPOMKM MY
npvBedeHO B JOKYMeHTe «PyKOBOACTBO MOJb30BaTeNA», MNPM 3STOM YCTAHOBKA W
nocneayroulas HaCTPOMKa AaTbl M BPEMEHM AOCTYMNHA TOIbKO aAMUHUCTPATOPY.

BHUMAHMUE! 13meHeHMA HacTpoekK B MyHKTe MeHIO «Bpemsa 1 aata» npumeHAaroTca
KO BCEM YYETHbIM 3aMM1CAM POaen, co3a4aHHbIM Ha MY.
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,D,J'IFI YCTaHOBKW BpeMeHWN W AOaTbl MNpn NnepBom

Hasap Oanee |

BKAOYEHUN MY Heobxoaumo ybeamTbca, YTO BCe MOASA
BhiGepute naty u spemn 3aMOJ/IHEHbI KOPPEKTHO MO0  M3MEHUTb 3HaYeHuA
@ AstomaTuyeckoe 06HOBMIEHUE 3adMNOJIHEHHbIX |_|O/'|el‘;l, BbIMO/THMB ceayroumne ﬂ,eMCTBV]ﬂ:

BpeMeHu

— M3MEHUTb  3HAYeHMA napameTpoB «4YacoBoM
nodAc», «lata», «Bpema», KOCHYBLUMCb COOTBETCTBYIOLLLNX
noneu;

— BblOpaTb  PopmaT  BPEMEHM,  KOCHYBLUWUCH
Lot COOTBeTCTBYIOLLErO NepekatodaTens (PucyHok 15).

MPUMEYAHUE. [Ona aKkTMBauMm nepekaovatena
[OCTAaTOYHO KOCHYTbCA NO/A, B KOTOPOM OH PACMONOXKEH:
nepekntoyaTeNb HAYHET CBETUTLCS;

— KOCHYTbCA KHOMKM «[lanee» Ana NoATBEpP*KAeHMA
fenctema AnMbo KHOMKM «Hasaa» [Ana BO3BpaTa Ha

npeablayLLyo CTPaHULLY.

PucyHok 15

Nns nocneaytoulein HaCTPOMKM 4YacoOBOro mnosAca, TEKyWMX AaTbl U BPEeMeHM
HeobXoAMMO BbINONHUTL CAeaytolne AeNCTBUA:

— OTKPbITb  MEHIK CUCTEMHbIX HACTPOEK KacaHMem 3Hauka @ Ha JKpaHe
NPUNOXKEHUN (cm. PucyHok 1);

— KOCHYTbCA MYHKTA MeHto «Bpema wn pata» & B noapaszene «Cucrtema», B
pe3ynbTaTe 0TOOPasnUTCA OAHOMMEHHAs CTPaHMLUA HACTPOMKM [AaTbl U BPEMEHM
(PncyHoK 16);

— ONA aBTOMATMYECKOro OBHOBAEHMA AaTbl/BPEMEHM KOCHYTbCA NepekatodaTens
«ABTOMaTUYeCcKoe 0bHOBNEHME BpeMeHM» (PUcyHOK 17). 3Ha4eHWA noaen 4acoBoro nosca,
NaTbl U BDEMEHMW CTaHYT HEAOCTYNMHbIMW ANA PeAaKTMpPoBaHMA. B nanbHelwem obHOBAEHME
naTbl/BpemeHun byaeT NponcxoamnTb aBTOMATUUYECKN.

NMPUMEYAHUE. Ona ycTaHOBKM 4aCOBOro nosAca, BPEMEHW 1 AaTbl BPYYHYIO OMNLMSA
aBTOMaTMYeCKoro 0bHOBNEHMA BPEMEHM A0XKHA ObITb BbIKOYEHA.



| Bpems u nata

(O AsToMmaTuueckoe 06HOBNEHME
BPEMeHM

Yacosou nosic Poccusi, Mockea
Data 17 pekabps 2025
Bpems 18:59

@ VcnonbsosaTh 24-yacoBoit popmaT
BpeMeHu

AIAMI.10034-02 91 01

PucyHok 16

| Bpems u nata

@ AsTomaTtuueckoe 06HOBNEHUE
BPEMeHU

@ VcnonbsosaTh 24-yacoBoit popmaT
BpeMeHU

PucyHok 17

B cnyyae HeoHbxoAMMOCTM 3a4aTb YaCOBOM MOAC, BPEMA M AATy BPY4YHYO TpebyeTca
BbIMO/IHUTL CAeaytoline AeNCTBUA:

— ANA  YCTQHOBKM  4YacOBOrO MOACAa: KOCHYTbCA nonsa  «YacoBow  MOAC»
(cm. PucyHoK 16) M Ha OTKpbIBLUENCA CTpaHMLEe BblOpaTb Heobxoaumoe 3HadyeHue. [na
YCKOpEeHMa npoLecca BbiIbopa MOXHO BOCMO/1b30BaThCA Nosem noucka (PucyHok 18). lanee
BblIbpaTb dopmMaT BpemeHM, KOCHYBLUMCb Mepekntoyatena «lcnonb3oBaTb 24-4acoBow
dopmaT» (cM. PucyHok 16) ans oTobparkeHna BpeMeHM B COOTBETCTBYOLLEM dopmaTe. Ecam
NAHHbIA NYHKT He aKTMBMPOBAH, Bpems byaeT otobparkatbcs B 12-4acoBom dopmate ¢
YyTOYHEeHMeM A0 nonyaHa «AM» naum nocne nonyaHa «PM»;

— 1A YCTAHOBKM AaTbl: KOCHYTbCA nons «JaTta» (cm. PUcyHOK 16), Ha OTKpbIBLUENCS
CTPaHMLLE KOCHYTbCA TeKyllen AaTbl M BbIOpaTb M3 CMMCKA TEKYLIMN roa, Mecal, U YnCao
(PucyHok 19). [lanee KOCHyTbCA KHOMKM «[loATBepAuTbY ANA COXPaHeHus aatbl AmMbo
KHOMKN «OTMEHUTb» ANA OTMEHbl onepaumn. B cnydae noatTeepaeHUs BbibpaHHaA AaTa
0TODPA3NTCA HA CTPaAHMLE HAaCTPOMKM AaTbl U BPEMEHMW, B C/ly4ae OTMEHbI AaTa OCTaHeTCA
npexHen;



| Yacosoi nosic

Q Mounck

GMT -11:00

AmepukaHckoe Camoa
GMT -11:00 Maro-Maro

Hwnya
GMT -11:00 Anodm

GMT -10:00

OctpoBa Kyka
GMT -10:00 ABapya

CoepuHénHble LLTaTbl AMepukun
GMT -10:00 Apak

CoepuHérHble LLTaTbl AMepukn
GMT -10:00 loHonyny

®paHuyackas MonuHesns
GMT -10:00 Maneate

GMT -9:00

DOpaHuyackas MonuHeaus
GMT -9:30 Mapkuackue ocTpoBa

CoepvHéHHble LUTaTbl AMepuku
GMT -9:00 AHkopuAaX
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| OTMeHUTb MoaTeepanTb

17 pekabps 2025

15

22

29

16

23

30

cp

3

10

17

24

31

1"

18

25

12

19

26

13

20

27

10

14

21

28

1

PucyHok 18
OTMeHUTb MoaTBepantb |
Y .o' ’JI

o
S 19:01 2 c

PucyHok 20

PucyHok 19

— ONA  YCTAHOBKM  BPEMEHW: KOCHYTbCA NoAA
«Bpema» (cm. PucyHok 16), B pe3synbTaTe oTobpa3mTCA
umudepdbnaT, MeTKa BO BHYTPEHHEM Kpyre KOTOPOro
NUrpaeT Poab YacOBOM CTPE/IKMN, BO BHELUHEM — MWUHYTHOM
(PycyHoK 20). N8 yCTaHOBKM HEODXOAMMOro 3HaYeHMs
cnenyeT NnooYepeaHO KOCHYTbCA KaXKA0M M3 METOK 3HaYKa
W, nepeasuraa ee Mo WAM NPOTMB YAaCOBOM CTPE/IKM,
YCTaHOBUTb B MO3ULMKU, COOTBETCTBYIOLIEN TeKyLlemy
BPEMEHMU;

— KOCHYTbCA KHOMKM «MNoAaTBepaAnTbY ons
COXPaHEHMA YCTAaHOBNEHHOTO BpPeMeHU B0 KHOMKM
«OTMEeHUTb»  A14 OTMeHbl onepauun. B caydvae
NoATBEPXKAEHMA BblOpaHHOe Bpems O0TobpasnTca Ha
CTpaHMLLe HAaCTPOMKM AaTbl U BPEMEHMU, B C/Iy4ae OTMEHbI
BPEMA OCTAHETCA NMPEXKHUM.
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1.4. Hactpoika MY

AamuHuctpatopy MY AOCTYMHbI Chefyrowmne BO3MOKHOCTH:
— ncnonb3zoBaHue SIM-kapt (n. 1.4.1);

— Bblibop perkmnma USB-noakntouerus (n. 1.4.2);

— HaCTpoOMKa BepxHero meHto (n. 1.4.3);

— HacTpoika MI1 (n. 1.4.4);

— NONb30BaTe/IbCKOE XpaHuauue kaoden (n. 1.4.6);

— areHT nonb3osaTtena (n. 1.4.7).

1.4.1. icnonb3oBaHue SIM-KkapT
1.4.1.1. NpwmBA3Kka 1 oTBA3Ka SIM-KapT

BHUMAHMUE! AKkTmnBauma n geaktnsauma GyHKUmmM «lMpneaska SIM-kapT» AOCTynNHa
TO/IbKO nocne nepesarpyskn MY.

B uenax peanusauuMm  KOHTPOAA  A4OCTyna W
noBbllWeHnsa 6besonacHoctn B OC ABpopa NpeaycmoTpeHa
O Brioumrs npusssy SIM-kapr BO3MOXHOCTb  Ha3Ha4MUTb A0BepeHHble  SIM-KapThl,

BHuMaHue! BKnioyeHue fgaHHoi onumm
3a6noKuUpyeT UCMoNb3oBaHKe MOGUNBHOM

e sl BbINO/IHMB CAeaytolme AenCTBUA:
HenpwueasaHHoi SIM-kapTbl
— OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KaCaHnem

| MpuBsaska SIM-kapT K yCTpONCTBY

3Ha4Ka @ Ha JKpaHe NpuaoKeHnn (cm. PucyHok 1);
— KOCHYTbCA NYHKTa MeHto «llpmBAaska SIM-KapT K

ycTtponctey» = B nogpasaene «besonacHocTb»;

— Ha  OTKPbIBLWIENCA  CTPaHWLE  aKTMBMPOBATb
nepekntoyaTenb  «BKaouMTb  npmBA3KY  SIM-KapT»
(PncyHok 21) 1 noaTBepAuTb AENCTBUE BBOAOM TEKYLLETO

napons.

NPUMEYAHUA:
v [1nA BbINOJHEHUA MPUBA3KM M OTBA3KM SIM-KapTbl
HEeobxoAnmo, 4yTOObI [aHHas

SIM-kapTa ©Oblna BcTaBneHa B MY, a nepeknto4yaTesb
«BKAtOUNTL NpUBA3KY SIM-KapT» akTUBMPOBAH;

PucyHok 21

v Mpun aKkTMBaLMM nepekaodatens «Braountb npusasky SIM-kapT» mobusbHas
cBA3b byaeT 3ab6/10KMpOBaHaA A0 NPUBA3KM CUM-KapTbl (PUcyHOK 22);



| ! Mo6unbHas ceasb 3abnokupoBaHa \/

@ BknounTs npussaky SIM-kapt
BHuMaHue! BknioyeHue faHHomn onuum
3abnokupyeT Mcnonb3osaHne Mo6UNbHOM
CBS3Y Ha YCTPOWCTBE MPY Hann4mum
HenpueasaHHoi SIM-kapTbi

YcraHoBneHHble SIM-kapTbl

SIM1|ROSTELECC

CCID:897012062¢

Mpuessatb

Paspewmtb SIM-kapTy no macke

ICCID SIM-kapTbl

PaspewuTb

Cnucok paspeLéHHbix SIM-kapT ®

PUCyHOK 22

MpuBsaska SIM-kapT K yCTpONCTBY

@ BxniounTb npmesaky SIM-kapT
BHuMaHue! BknioyeHue gaHHon onuum
3abnokupyeT ucnonb3oaHmue MOGUNbHOM
CBAI3M Ha YCTPOICTBE NPK Hanu4uu
Henpuea3aHHo SIM-kapTbi

YcraHoBneHHble SIM-kapTbl

SIM1|ROSTELECC

CCID:897012062¢

Mpuesasatb

Paspewmtb SIM-kapTy no macke

000

ICCID SIM-kapTbi
HekoppexTHbiti BBog. ICCID ponxeH copepxarb He
6Gonee 20 cMMBONOB - TONBKO LUNUPPbI U CUMBONBI *',

PaspelwuTb

Cnucok paspelwéHHbix SIM-kapT ©]

PucyHok 23
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— Ha OTKPbIBLLENCH
«YCTaHOB/IEHHbIE

CTpaHuue B noApasanene
SIM-KapTbl»  KOCHYTbCA  KHOMKM
«lMpunBa3aTb» cnpaBa oOT Heobxoamumon SIM-KapTbl
(PucyHOK 22) ana npmsasku  SIM-kapTbl K MY, B
pe3ynbTaTe SIM-KkapTa byaeT npusasaHa kK MY;

— B noapaszgene «Paspewntb SIM-KapTy No macke»
BBecTu ICCID Tpebyemoit SIM-KapTbl M KOCHYTbCA KHOMKM
«PaspewnTb», oA paspeweHna Mcnosb3osaHua SIM-
KapT, He BCTaBNIEHHbIX B AaHHOe MY 1 He NpUBA3aHHbIX K
Hemy (PucyHok 22).

NMPUMEYAHUE. ICCID npeacTasnaer  coboM
YHUKaNbHbIM cCepPUNnHbIM HOMep SIM-KapTbl 1 coaepunt 20
CMMBOJIOB. EC/iM  KO/M4eCcTBO BBOAMMbBIX CMMBOJIOB
oTamyaetca ot 20, TO Ha 3KpaHe MY oTobpasutca
COOTBeTCTBYlOLLEE yBegoOMAeHME (PUCYHOK 23).

I MpuBsaska SIM-kapT K yCTpONCTBY

@ BxniounTs npmesaky SIM-kapT
BHuMaHue! BknioyeHue gaHHon onuum
3abnokupyeT ucnonb3osaHmue MOGUNbHOM
CBAI3M Ha YCTPOICTBE NPK Hanu4uu
Henpuea3aHHo SIM-kapTbi

YcraHoBneHHble SIM-kapTbl

SIM1|ROSTELECC OTesizaTh

CCID:897012062¢

Paspewmtb SIM-kapTy no macke

ICCID SIM-kapTbl

PaspewuTb

Cnucok paspeLéHHbix SIM-kapT ®

PucyHok 24

[ns Toro, 4ytobbl 0TBA3aTb OT MY paHee npuBA3aHHYKD K Hemy SIM-KapTy,

HeobxoAMMO BbIMONIHUTL Caeayolme AeNCTBUS:



[aHHasa SIM-kapTa 6ynert
OTBsI3aHa OT 3TOro
yCTPOUCTBA

| OTMEHUTL OTBsi3aTh |

PucyHoOK 25
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— B noapasnene «YcraHoB/seHHble SIM-KapTbi»
KOCHYTbCA KHOMKM «OTBSA3aTb» crnpaBa OT HEOHXOAMMOM
SIM-KapTbl (cm. PucyHOK 24);

— Ha OTKPbIBLWENCA CTPaHMLLE KOCHYTbCA KHOMKMK
«OTBA3aTbY 414 NOATBEPKAEHMA onepaLmnmnm NTMOO KHOMKM
«OTMeHUTb» ANA OTMeHbI (PrcyHok 25);

— B pesynbrate OTBA3KM  SIM-kapTbl oT MY
0TOOPa3nTCA  COOTBETCTBYOLLEE YyBeAOMIeHMe  (Cm.
PucyHok 22).

1.4.1.2. [lpocMOTp 1 yaaneHue paspelleHHbix SIM-kapT

| Crncok paspeléHtbix SIM-kapt

89701206269066217100

1

PUCyHOK 26

[Ona npocmoTpa cnucka paspeweHHblx SIM-kapT
HeobxoAMMO KOCHYTbCA nona «CrnMcoK paspelleHHbIX
SIM-KapT» (cm. PucyHok 24), B pe3sysbTaTe 0TobpasmnTCs
CTpaHMUa@ CO CNMCKOM WU  KosmdectBom  SIM-KapT,
MCNO/Ib30BaHME  KOTOPbIX  paspeweHo Ha MY
(PrcyHoK 26).

Ona yoaneHna SIM-KapTbl U3 CMMCKA paspelleHHbIX
HeobXx0AMMO BbINOAHUTbL CAeaytoLine AeNCTBMA:

— KocHyTbcA un yaepkuBatb ICCID Tpebyemoir SIM-
KapTbl;

— B  KOHTEKCTHOM  MEHI0  KOCHYTbCA  MYHKTa
«Ynanntb» (PUCyHOK 27);

— Ha OTKPbIBWENCA CTPaHMLE KOCHYTbCA KHOMKMU
«YnanuTb» ANA NOATBEPXKAEHMA onepauymm TMHBO KHOMKK
«OTMEeHUTbL» ANA OTMeHbI (PrcyHOK 28).



Cnucok paspeluéHHbix SIM-kapT

89701206269066217100

Ypanutb

PucyHok 27
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| OTMeHUTb Ynanutb

[aHHasa SIM-kapTta 6ygeTt
yOaneHa u3 cnucka
pa3peLlEHHbIX A5 3TOro
YCTPOWUCTBA

Mocne yaanexus SIM-kapra 6yaeT

PucyHok 28

1.4.1.3. Hactpomka PIN-koga ana SIM-kapTbl

| PIN-kog

SIM1| ROSTELECOM

(O 3anpatumsats PIN-koa

SIM2 | HenssecTHbl

Het SIM-kapTbl B crote

PucyHok 29

3awuTa  yctaHosieHHoM Ha MY  SIM-KapTbl
obecneumBaeTca ¢ nomoubto PIN-Koaa, KOTOPbI MOXKHO
aKTMBMPOBATb/AEaKTUBMPOBATb OTAE/IbHO A5 KasK 40N 13
SIM-KapT.

NMPUMEYAHUE. B 3aBUCMMOCTU OT KOHCTPYKTUBHbIX
ocobeHHocTen MY gonyckaeTcsa ycTaHoBKa A0 ABYX SIM-
KapT.

Ona HacTponkn PIN-Koga HEobXOAMMO BbIMOAHUTD
cneaytoume gencrema (PucyHok 29):

— OTKPbITb MEHKO CUCTEMHbIX HACTPOEK KacaHuem

3Ha4Ka @3 Ha DKpaHe NpunoXKeHuin (cm. PucyHok 1);

[

— KOCHYTbCA  NyHKTa meHto  «PIN-koa» *=** B
noapasaene «be3onacHoCTbY;
— KOCHYTbCH nepekatoyaTena «3anpawmnsaTb

PIN-koa» pns Tex SIM-KapT, KoTopble HeobxoAmmo
3aWmnTnTL BBOoAOM PIN-KOAQ DO CHATL 3aLLUTY;
— BBecTu PIN-koa ot SIM-KapTbl.
NMPUMEYAHUE. PIN-koA,
onepaTopoOM COTOBOW CBA3N.

npeanocraBadeTcAa
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B cnyyae TpexkpaTtHoro BBoda HeBepHoro PIN-koga SIM-kapta 6yaet
3abnokmMpoBaHa M Ana ee pa3bnokmposku notpedyetca PUK-koa, ana BBOAa KOTOPOro
npeaoctasnsetca 10 nonbiTok (PucyHok 31).

Mocne akTnBauyum PIN-Koaa oH ByaeT 3anpalnMBaThCsa NPU KaxaoM BKAKOYEHUN MY
(PucyHok 30). B cnydae TpexkpaTHoro BBoga HesepHoro PIN-koza SIM-kapta byaet
3abnoKkmMpoBaHa M ana ee pa3bnokMpoBku notpedyetcs PUK-koa, Ana BBOAA KOTOPOro
npeaoctasnsetca 10 nonbiTok (PncyHok 31).

NMPUMEYAHUE. PUK-Kkoa npeaocTaBaseTca onepaTtopomM COTOBOM CBA3MN.

Mocne BBoAa BepHoro PUK-koaa otobpasntca cTpaHuua ans nameHeHnsa PIN-koaa
(cm. PrcyHoK 29), Ha KOTopoin HeobXoAMMO BbINONHUTL CAeayoWme AeNCTBUSA:

— KOCHYTbCA KHOMKK «13meHUTb PIN-KOA4»;

— BHECTM COOTBETCTBYIOLLME M3MEHEHUs B pa3aene SIM-KapTbl, KOTopyto TpebyeTcs
3aWmTnTL BBOAOM PIN-KOAa.

I
Beegute PIN-kop, Beegute PUK-kop
SIM1 « ROSTELECOM SIM1 « ROSTELECOM
1 2 3 1 2 3
4 5 6 4 5 6
7 8 9 7 8 9
X 0 \V4 X 0 \V4
OTMeHUTb OTMmeHa
PucyHok 30 PucyHok 31

1.4.2. Bbibop pexumma USB-noagkntoueHms

BHUMAHMUE! MoapobHaa mMHPopmauma o noAaxatodeHun ayamo USB ycTponcts
npuBeaeHa B JOKYMeHTe « PyKOBO/ACTBO NOb30BATENNAY.

Onsa Bblbopa pexmma USB-nogkntoveHna MY k 3BM HeobxoAMMO BbINONHUTL
cnepyouime oencTBus:

— OTKPbITb  MEHIO CUCTEMHbIX HACTPOEK KacaHMem 3HauyKa @ Ha JKpaHe
NPUNOXKEHUN (cM. PucyHoK 1);
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— KOCHYTbCS MYHKTa MeHto «Pexum paboTbl USB» "I’ B noapasgene «YnpasneHue
coeAMHEHUNAMMNY;

— Ha OTKPbIBLIENCA CTPaHMLE KOCHYTbCA nons «Pexmm USB Mo ymonyvaHuo» u
BbI6paTb HeOHXOAMMOE 3HaYEeHME M3 pacKpbliBatoLLLEroca cnmcka (PucyHok 32).

NMPUMEYAHUA:

v’ B cnyuae Bbibopa nyHKTa «Bceraa cnpalmsatb» npu nograodeHnn MY k 3BM c¢
nomoulbto USB-kabena Ha MY oTtobpa3nTtca okHO ¢ Bbibopom pexkmuma USB-noakntoueHums
(PrncyHoK 33);

v 3HayeHne «Pexkmm paspaboTumka» OTobpaskaeTca TOJAbKO MpU  aKTMBaLMK
COOTBETCTBYHOLLMX NEPEKNtOYATENEN B NYHKTE MeH0 «CpeacTBa pa3paboTymKa» CUCTEMHbIX
HacTpoekK (noapasaen 3.1).

| USB-kabenb nogknoyeH

MepekniounTbCs B OAMH U3 Creayiomx
pexumMoB

=) D
Pexum USB no ymonyaxuio O C) {}

Bcerpa cnpawwmeatb Pexum Mpotokon Tonbko
paspaboTyvka  nepeaauu 3apsaKka
Bcerpa cnpawwvBath MynbTUMeaua

(MTP)

PexuM pa3paboTyunka
Mpotokon nepenayu Mynstumeama (MTP)

Tonbko 3apsiaka

SUE

PucyHOK 32 PucyHok 33

1.4.3. HacTponKa BEPXHETO MEHH

MPUMEYAHMUE. MoapobHoe onmcaHMe HACTPOMKM BEPXHErO MEHK MPUBEAEHO B
[OKYMeHTe «PyKOBOACTBO MO/1b30BATENAY.

[na nobaBneHuns B BepxHee MeHto GYHKLUMM, AOCTYMHbIX TO/IbKO aAMUHUCTPATOPY,
HeobXx0AMMO BbINONHUTL CAeaytoLIMe AeNCTBUA:

— OTKPbITb  MEHIK CUCTEMHbIX HACTPOEK KacaHMem 3Hauyka @ Ha JKpaHe
NPUNOXKEHUN (cMm. PucyHokK 1);

— KOCHYTbCA MyHKTa MeHlo «BepxHee meHto» & B noapasaene «BHewHun sna u
OYHKLUMMY;
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— BblOpaTb Heobxoaumble GYHKUMM KacaHWem nepekatovatenein (PucyHok 34), B
pe3ynbTaTe AaHHble GYHKLUMKM 0TOBPa3ATCA B BEpXHEM MeHO (PucyHok 35).

| @ OTkpbITb KanbkynsaTop
220
@ 3anycTuTb cekyHaoMep Q)
L
@ YcraHosuTb TaliMep g ,I 9 . : ; 9
@ YcraHoBUTbL 6yANIBHUK @ 17 nekabps, cpena
@ Capenatb cendm
@ 3anucarb Buaeo x ) .
g 0] )
@ Cospartb 3ametky @ Taiimep  CexyHgomep Bymwiowax  Kanskynstop
@ OTKpbITL AVKTOGOH |I|[I X fifl @
Cendu 3anuceBupeo  JukTohoH 3ameTka
BHeLwwHWi1 BUA 1 yHKLMM
<L U .
O Cnocobbl HaBuraLmm &
Wpudt VPN SIM-kapTa ANA BLIZOBOB
Cuctema POMKOCTB YBEAOMNEHUMA
M M
(O Cpencrsa paspaboTumka <3 (21 63
PaspatoTka CTOUHMKM I
BesonacHocTb
3 Vzd
O WcTouHnKm npunoxeHuit 63 _
HacTpoiikn WamennTs
PucyHok 34 PucyHok 35

1.4.4. HacTponKa yBegOMIEHMUI

NMPUMEYAHUE. MoapobHoOe onucaHWe HACTPOMKW yBEAOMAEHWM NPUBEAEHO B
NOKyMeHTe «PYKOBO/CTBO NO/b30BATENAY.

[nAa  AONONHUTENbHOW HACTPOMKM YBEAOMAEHUA HEobXOAMMO  BbIMOJHWUTb
cnepytouine AencTBumA:

— OTKPbITb  MEHI0 CUCTEMHbIX HACTPOEK KacaHWem 3HauKa @ Ha JKpaHe
NPUNOXEHUM (cm. PucyHok 1);

— NepenTn BO BKAAAKY «YBEAOMNEHUAY;

— [eaKkTUBMPOBaTb nepekatovaTenb «OTobpaxkaTb YyBeAOMAEHNA, KOTrAa YCTPOUCTBO
3a610kMpoBaHO» (PMcyHOK 36);

— NOATBEPAUTbL AENCTBME BBOAOM NAPOAS aMMHUCTPATOPA.

OTobpakeHne yBeaOMNEHNI ByaeT BbIKHOYEHO B CTPOKE COCTOSAHMA M Ha DKpaHe
610KMPOBKM (PUCyHOK 37).



| Ysenomnenus
[ 19
H
.
o (V]

YBeaoMneHus oT NPUNOXEHUA, KOTOPbIM pa3pelueH
Aonyck, Bceraa otobpaxaloTcs Ha SkpaHe cobbiTuin

\/HDBBHEHME yBeaoMieHnaMun

YBeaoMmneHus npunoxeHui @

KoHdpumaeHumanbHOCTb

OtobpaxeHue yBefomneHuii Ha 3abnokMpoBaHHOM
ycTpoicTee

O Dboctyn k cobbiTusM, korga

YCTPOWCTBO 3a6N10KMPOBAHO

Mpwu akTuBauum Bol MoXeTe NposepsTL
NPOrHO3 NoroAbl, NPeAcTosLMe COBbITUA U
yBefomnexue 6e3 paabnokMpoBKM YCTPOUCTBA

@ Ortobpaxatb yBefoMneHus, koraa
YCTPOWCTBO 3a610KMPOBAHO

AIAMI.10034-02 91 01

PucyHok 36

| Ysenomnenus
Bennbisaiowme 3Hauku Ha akpaHe
YBEAOMNEHUA 6NOKMPOBKN
| 1138
&
.
.

YBEA0MNEHMA OT NPUNOXEHUN, KOTOPbIM paspeLueH
ponyck, Bceraa otobpaxaioTcs Ha kpaHe cobbiTuii

\/HDBBHEHME yBeaoMneHnIMu

Ysepnomnenus npunoerMD’l @

KoHdpumpaeHumanbHOCTb

OTobpaxeHve yBegomneHni Ha 3abnoknpoBaHHOM
ycTpoiicTee

O [boctyn k cobbiTUsM, Korga
YCTPOWCTBO 3a610KMPOBaHO
an akTusaumm Bbl MOXeTe NPoBepATL
MPOrHO3 NoroApl, NpeacTosiyue cobbiTua u
ysefoMmneHue 6e3 pa3bnokMpoBKM YCTPOIUCTBA

(O OTobpaxaTb yBenomneHus, koraa
YCTPOICTBO 3a6110KMPOBaHO

PucyHok 37

1.4.5. Hactponkun M1

MPUMEYAHUE. MoapobHoe onucaHne HacTponkn MIT npuBeaeHO B AOKYMEHTe
«PyKOBO/ZCTBO NO/1b30BATENSAY.

Ona  pononHUTenbHoM HacTpokm MIT HeobxoaMMO BbINOAHUTL Caedytoulime
NencTBms:

— OTKPbITb  MEHK CUCTEMHbIX HACTPOEK KacaHMem 3Hauyka @3 Ha JKpaHe
nPUNoXeHun (cm. PucyHok 1);

— NepenTn Bo BKNAAKY «[TpUNOKEHUAR;

— KOCHYTbCA 3Ha4YKa cooTBeTcTBYytolLero Ml un 3aaatb Tpebyemble HAaCTPOMKMN.

Ona  [onoNHUTENbHOM HacTpolkm MM «TenepoH» HeobXxoaAMMO  BbIMOAHUTD
cneayrouime AencTemns:

— KOCHYTbCA nonsa «COpoCUTb CYETYMKM BbI3OBOBY A/1A cbpoca cyeTyMKa BbI30BA
(PucyHok 38);

— aKTUBMPOBATb MepekatodaTeNb «3anncb PasroBopa» Aas 3anucu pasroBopa BO
BPEMA aKTMBHOrO Bbi30Ba (PUCYHOK 38) M B OTKPbLIBLIEMCA OKHE KOCHYTbCS KHOMKM
«MoATBepAnTb AN BKAOYEHUS OMNUMM 3anMCK BbI30BOB MO0 «OTMEHUTLY» A8 OTMEHbI
(PncyHok 39);

— KOCHYTbCS Mona  «3anucaHHble BbI3OBbI» A1A8 NPOCMOTPa MHGOPMALMK O
3anMcaHHbIX BbI30BAX.

NPUMEYAHMUE. 3anncaHHble BbI30Bbl MOXHO TaKKe npocaywaTs B MM «ANKTOGOH»;



| K58 Tenedon

Cu€TUMKM BbI30BOB

Mexopsiwme Bbisosbl: 0:00:00
Bxogsuyue Bbizosbi: 0:00:00
Bce Bbi3oBbl: 0:00:00

O C6poCHTb CHETHUMKM BbI30OBOB

CoobLeHuns 6bicTporo oTeeTa

Cospaiite go 5 coobuieHwit ansa 6bicTporo oTeeTa,
KoTopble Bbl cMoXeTe oTnpaensTs nocne
BbIK/IIOYEHWs 3ByKa NPV BXOASLLEM Bbi3OBE.

2 MN3MeHUTb BbICTpble OTBETHI

MCTOpWiI Bbl30BOB

@ bBbicTpblii BbIZOB
[ns coBepluenus BbizoBa notpebyercs
KOCHYTbCSl HEO6XOAUMOrO KOHTaKTa B UCTOPUM
Bbi30BOB

3anuchb pasrosopa

(O 3anuch pasroeopa
BO3MOXHOCTb BKNIOYUTD 3anuch pasroeopa Bo
BpeMs aKkTUBHOIO Bbi30Ba.

3anucaHHble BbI30BbI

PucyHok 38

« MMetp MeTpos 19:51
B 0:09

[M03BOHUTL
OTKPbITb KAPTOYKY KOHTaKTa
Yoanutb

Mopenutbesa

PucyHok 40
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| OTMeHUTb

BknounTb onuuio 3anucu
pasroBopa?
Y6epnuTtecsh, 4To 3anuch TenepoHHbIX

pPasroBopoB He HapyluaeT
3aKOHOAATENbCTBO BalLei CTPaHbI.

MopTeepanTtb

PucyHok 39

Ona BbINOAHEHMA AEUCTBUM Had, 3anMCaHHbIMMK
BbI30BaMW C/AedlyeT KOCHYTbCA MOAA C KOJIMYECTBOM
3aMMCaHHbIX BbI30OBOB M Ha OTKPbIBLIEMCA CTPaHMLE B

KOHTEKCTHOM  MEHHO

Bbl30Ba

KOCHYTbCS

Heobxoaumbim gernctenem (PucyHok 40).

NyHKTa

C



386ﬂOKMpOBaHHbIe Bbl30BbI

3abnoknpoBaHHble KOHTaKTbI
0 KOHTaKTOB

() sIM1|ROSTELECOM

O OxwpaHue Bbi3oBa
Mepeagpecaums Bbi30BOB
3anper BbI30BOB

lonocosas noyrta

Homep ronocoBom noyThl

PaspeweHus

[aHHble 06 ycTpoicTBe
3anucu pas3roBopos

SIM2 | HensBecTHbIN @

PucyHok 41

| [NepeappecaLmsi BbI3OBOB

O Bce ronocosble BbI30BbI

O EcnuzansTo

O EcnuHer oteeTa

O EcnuBHe ceTn

PucyHok 42

26
AIAMI.10034-02 91 01

— KOCHyTbcA nons SIM1 | [MobunbHbIM onepaTtop]
nmbo SIM2 [MobunbHbIM onepaTtop] AN A0NONHUTEIbHOM
HACTPOMKM BbI30BOB Yepe3 SIM-KapTy:

® aKTMBMPOBATbL  NepekatoyaTens  «OxuaaHue
Bbl30Ba» /189 OMOBELLEHNA BO BPEMS BbI30Ba, O APYrom
BXOAALLEM Bbl30Be (PrcyHOK 41);

® KOCHYTbCA nons «lepeaapecaums BbI3OBOB» ANA
YCTAHOBKM  C/y4aeB M HOMepa nepeaapecaumm
(PucyHok 42);

® KOCHYTbCA MOAA  «3anpeT  BbI30BOB»  A/1A
YCTAHOBKM 3anpeTa Ha onpeaeneHHble BMAbl BbI30BOB
(PcyHOK 43).

MPUMEYAHUE. Tllpu yCcTaHOBKe 3anpeTa Ha
onpegesieHHble BbI30Bbl MY 3anpocuUT Napo/ib BAaaensbua
YCTPOMCTBA NP NOATBEPKAEHUN AENCTBUSA;

® YCTAHOBMTb HOMEP r0/I0COBOM MOYTbI, B MoAe
«Homep ronocoBom NoYThbI».

| 3anper Brisosos

O Bce ncxopsume Bbi3oBbI

O Wcxopsiume MexayHapopHble
BbI30BbI

O Wcxopsiume MexayHapoaHble
BbI30Bbl KDOME POAHOI CTPaHbI

(O Bce BxopasLume BbI30BbI

(O Bxopswwme BbI30BbI B POYyMUHre

Hapoﬂb AnNg 3anpeTa BbiI3OBOB

2 N3MeHWUTb Nnaponb

PucyHok 43



| G CooblueHus

@ SIM1| ROSTELECOM

SMS

+790
Apnpec SMS-ueHTpa

(O OrtuéTbl 0 focTaBke
3anpaluusaTh OTYET 0 focTaske SMS

(] OTob6paxaTb CYETYMK CUMBOJIOB
Otobpaxarb KONMYECTBO COOBLUEHUI, Ha
KoTopble 6yaeT pasbut HabpaHHbIN TEKCT, U
KONIMYECTBO CUMBO/IOB B NOC/IEAHEM
coobeHnu

MMS

MakcuManbHbIi paamep coobLueHus
CpepnHuit

Pa3mep coobLeHns MOXET 6biTb OrpaHuyeH
onepaTtopoM OTnpasuTens unu nonyyarens

3anpawmusatb OTYETH HeT
Bbl MOXeTE 3anpawmusaTtb OTYéTbI O AoCTaske n
npoyTeHun MMS

O YeenoMnsaTh 0 NpouTEHUM
OtnpasuTens 6yaeT yBefoMNeH 0 TOM, 4To Bbi
oTkpbinu MMS

@ 3arpyxats MMS aBTOMaTHy4eCKM

PucyHok 44

06 ycTpoitcTBe

Aspopa 5.2

Mpouasoautens

Mashtab

HassaHue npogykTa

TrustPhone T1

IMEI

354830550141909 ©

354830550141917

CepwitHblit Homep

AYT108601210601419

Cbopka

5.2.0.120 (Xabaposck) @

AnanTauus ycTpoicTea

0.0.6.60

MAC-agpec WLAN
20:72:0d:4a:63:5f

Appec Bluetooth
12:34:56:8a:2¢:5b

LndpposaHme aomaluHei nanku

BknioyeHo (LUKS 2)

PaspsaHocTb
2D_Aur

PucyHoK 45
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[ns nononHUTENbHOM HAcTpoMKKM MIT «CoobuieHna»

HeobxoaAMMO BbINOJIHUTL cnepytoume nencransa
(PucyHoK 44):

—B noapasaene «SMS» NPOCMOTPETb n
oTpefaKTnpoBatb agpec SMS-ueHTpa, KOCHYBLMWCb
COOTBETCTBYIOLLErO NOJA;

— aKTMBMPOBATbL  nepekatodatens  «OtyeTbl O

AOCTaBKe» A/1A 3anpoca oT4eTa 0 AoCTaBke SMS.

Y agmuHuctpatopa MY ectb BO3MOXHOCTb 3amnyCTUTb
ytunmty CSD Tool, ana atoro:
— OTKPbITb MEHID CUCTEMHbIX HACTPOeK KacaHMem

3Ha4yKa @ Ha JKpaHe NPUIOKEHUN;

— KOCHYTbCA NyHKTa «O6  ycTpoicTee» ® g
noapasaene «MHbopmaumar;

— KOCHyTbCcA nona «Cbopka» 5 pa3 (PucyHok 45), B
pesynbTaTe 3anyctutcs ytuamta CSD Tool.

MPUMEYAHUE. OnucaHne pabotbl ¢ ytuamton CSD
Tool npuBeaeHO B  COOTBETCTBYIOLWIMX  [AOKYMEHTaX
npeanpuaTnA-pa3paboTymKka, KOTOpble NpeaHa3HayYeHb!
ON8  WCNONb30BaHMA  npomssoauTenamm MY  wu
aBTOPM30BaHHbIMM CepBUCHbIMM LeHTpamm

nponssognTenAa.
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1.4.6. Nonb30BaTENBLCKOE XPAHUMULLE KAOYEN

[MoNb30BaATENLCKOE XPAHUAMLLE KAKOYEN NpeaHa3HAYeHO A1A XPaHEHUSA KNYen U
cepTUPMKATOB, NPM STOM OrpaHNYEHNE AOCTYNA K XPaHMAULLY obecneymBaeTca WTaTHbIMMK
cpeactsamm OC ABpopa (pa3aen 4).

NMPUMEYAHUE. Monb3oBaTeNbCKOE XPaHWIULLE KAKOYEM CO34aeTca ANS KaxK/aoM
YYETHOWM 3aNUCK PONEN N HAXOAMTCA B Nanke SHOME/ . softhsm.

Co3aaHne No/sib30BaTEeIbCKOrO XPaHUAMLLLA KAHOYEN OCYLLECTBAAETCA B CAEAYIOLLIMNX
CAyYanx:

— nepBoe BKAtoYeHne MY B pexkmume aiMMHUCTPATOPa;

— CO3/[aHWe y4yeTHOM 3anmcu nonb3osaTenda (n 1.2.1) ¢ NOMOLLbIO cepBuca user-
managerd, npun aTom CKpUNT initialize-user-keystore.sh xpaHuTcs B nanke create.d.

1.4.7. AreHT nonb30BaTens

AreHT nonb3osatens (User Agent) — wuaeHTuduKaTop 6Opaysepa, KOTOPbIN
nepenaeTca B 3aronoBke http-3anpoca K cepBepy, OTBET cepBepa MOXET 3aBMCETb OT
NAaHHOIo MAEHTUPUKATOPA, U MOXKET DbITb 3aJaH:

1) o ymonyaHuio B MHTepdeince, onncaHme KOToporo NPUBEAEHO B AOKYMEHTE
«PyKOBOACTBO NO/b30BaTENAY;

2) Cnomolbto palna ua-update.json, KOTOPbIN:

— nmeeTt nons hostname 7 useragent 7 nyTb
/home/defaultuser/.local/share/org.sailfishos/browser/.mozilla/ua-update.json;

— onpeaenseT areHT No/1b3oBaTena A8 OTAENbHbIX CAUTOB.

MNMPUMEYAHUE. Mpu mameHeHnn danna ua-update.json BpyYHYyO HeobXOAMMO
nepesanyctute MI1 «ABpopa bpaysep».

O6HOBNIEHME MOXKET NPOUCXOANTb CAeayoWMMM cnocobamu:

— C MOMOLLBIO 3HAYEHMA NO YMONYAHWUIO, KOTAda OTCYTCTBYeT dain ua-update.json.
FeHepauua danna ocyulectsnserca us /usr/share/sailfish-browser/data/ua-update.json.in;

— C nomolbto Beb-carTa, Korda ¢ain ua-update.json obHoOBAAETCA 4vepe3 CceTb
NHTepHeT. [lonyyeHune danna ocyuecteaaerca nocpeactsom http-zanpoca 8 M
«ABpopa bpay3ep» Ha onpeaeneHHbln agpec B cet MHTepHeT.

NPUMEYAHUE. Mpn nepsom 3anycke MIT «ABpopa bpay3ep» 3anpoc K cetu
NHTepHeT He ocylecTBaaeTca, a dakn ua-update.json reHepupyeTca No yMOYaHMIO.

1.5. HacTpoiKa ceteBbix BO3MOXKHOCTEN

1.5.1. HacTpolKa BHELWHMX YCTPONCTB
1.5.1.1. HacTpoWKka npuHTEpa

BHUMAHMUE! MoapobHaa nHpopmauma o neyatn Gpanios NpuBeaeHa B JOKYMEHTE
«PyKOBOACTBO NMO/b30BaTENAN.



YcTpoiicTBa 1 NpUHTEpDI
MpuHT (5] [No6aBuTb NpuHTEP

= BuptyanbHbii PDF npuHTep
& Mo YMONYaHuio

MonesHas nHGopMaLms

Bbl MOXeTe orpaHuuvBaTh
MOAK/IOYEHME YCTPOMCTB NpU
nomoluu benbix cnnckos

PucyHok 46

| [lo6aBuTb NpUHTEP

HaigeHHble ycTponicTea

HP Color Laser 150

O

PucyHok 47
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B OCABpopa npenoycMOTpeHa  BO3MOXHOCTb
nobasneHna npuHTEpa, A8 3TOr0 HeobxoaAumo
BbIMONIHUTb CNeaylowme AeNCTBUA:

— OTKPbITb MEHI0 CUCTEMHbIX HACTPOEK KacaHuem

3HauKa @ Ha DKpaHe NPUNOKEHNN;

— KOCHYTbCA  MyHKTa  MeHl  «YCTpoicTBa M
NPUHTEPbI» =
cCoeaNHEeHUAMMY;

— NOAKNYNTL NPUHTEP K MY 0AHMM U3 cneayowmx
cnocobos:

e c nomoubto USB-Kabena uepe3 nepexoaHUK
USB-OTG.

NMPUMEYAHUE. C nomouwpbto USB-kabens MoXKHO
NOAKNOYNTb TONIbKO NpuHTEP Woosim L450 (MIG KB4);

e no cetn WLAN (paboTta no ctaHgapty Mopria);

— Ha OZAHOUMEHHOW CTpaHuLe OTKPbITb
BCM/IbIBAOLLEE MEHIO U KOCHYTbCA NyHKTa «/106aBUTb
npuHTEpP» (PUCYHOK 46);

— Ha OTKpbIBLIENCA CTpaHMULE BbiOpaTb YCTPOMCTBO,
KoTopoe Heobxoanmo A06asuTb (PucyHok 47);

B noapasgene  «YnpasneHue

— B NMPaBOM BEPXHEM YTy KOCHYTbCA 3HAYKa G ana
0b6HOBNEHMNA MHOOPMALMM O HAMAEHHbIX YCTPOMCTBAX;

— BBECTM MMSA NPUHTEpPa B Noje BBOAA M KOCHYTbCA
KHOMKK «[106aBuUTb» (PrcyHOK 48), B pesyabTaTe NpuHTep
0TObpa3smnTCca Ha cTpaHuLe «lpuHTepbI» (PUcyHOK 49).



| OTMeHuTb

[o6aBuTb NPUHTEP
HP Color Laser 150

Ho6aBuTtb

WMs npuHTepa

PucyHok 48
HP Color Laser 150 w
O npuHTepe
HP Color Laser 150
B Laser .
) W2 G YR el e
alsid g fhdiiEkds

PucyHok 50
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| YcTpoWicTBa U NPUHTEPbI

MpuHTEpDI

(=) BuptyanbHbivi PDF npuHTep
Mo ymonyanuio

(5] HP Color Laser 150

MoneaHas nHpopmauus @

Bbl MOXETe OrpaH141BaTh
MOAKITIOYEHME YCTPOMCTB NpU
nomowu Benbix cnuckos

PucyHok 49

Ons  nepeMmeHOBaHWA MpUHTEPa Heobxoaumo
BbIMONIHUTb CAeayowme AeNCTBUA:

— Ha CTpaHuLe «YCTPOMCTBA M MPUHTEPLI» BbIOPaTb
HeobXoAMMbIN NPUHTEP, KOCHYBLUWUCH ErO;

— Ha OTKPbIBLIENCA CTPaHMLE KOCHYTbCA MMEHM

NpPUHTEPa 1 BBECTU HOBOE UMs (PucyHok 50);

— KOCHYTbCA  KHOIMKM Ha KfiaBuatype [4nA
NOATBEPXKAEHNA AENCTBUA, B pe3yabTaTe NpuHTep byaer
nepemmeHoBaH.

[na yoaneHua npuHTepa M3 cimMcka Heobxoaumo
BbIMONHUTL CAeaytoLme AeNCTBUA:

— Ha CTpaHuLe «YCTPONCTBA U MPUHTEPBI» KOCHYTHCA

M yOEepMBaTb  Ha3BaHWE  MPUHTEpPa,  KOTOPbIM
HeobXoANMMO yAaNNTb;
— B KOHTEKCTHOM  MEHI0  KOCHYTbCA  TMYHKTa

«Ypanntb» (PucyHoKk 51) nnbo OTKpbITb NpUHTEP M B
MPaBOM  BEpPXHEM  YI/ly  KOCHYTbCA  3Hauyka I}
(PrcyHoK 50);

— Ha OTKPbLIBLUIEMCA CTPAHMLIE KOCHYTbCA KHOMKM
«YOanuTb» ANA NOATBEPKAEHUA onepaunm NMbo KHOMKM
«OTMEHUTBL» AN19 OTMEHbI onepaunmn (PrucyHok 52).
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| YcTpoicTBa U NPUHTEPDI : | OTMeHUTb Ynanutb

USB yctpolicTea Ypnanutb NpuHTEp?

{ USB Billboard Device

$ RTL8153 Gigabit Ethernet Ada
{ USB3.0 Card Reader

% USB2.0 Hub

MpuHTepbI

=l BupTyanbHbit PDF npuHTep
Mo ymonyaHuio

[5) HP Color Laser 150
YCTaHOBUTb MPUHTEPOM MO YMONYaHMIO
Ypanutb

e e i g TS e e

nomotum benbix cnuckos

PucyHok 51 PncyHok 52

1.5.1.2. Hactpowka 6enoro cnmncka USB ycTtponcTs

MoakntoueHHble USB ycTpoicTBa MOXHO aiMUHUCTPUPOBATL NyTem A06aBNeHNs B
benblie CnmMcku.

[Ona nobaBneHna ycTponctea B 6enblin CMMCOK HEOBXOAMMO BbINONHUTL Caeaytoume
NencTBma:

— MNOAKNOYNTL YCTPONCTBO K MY;

— OTKPbITb  MEHIK CUCTEMHbIX HACTPOEeK KacaHMem 3Hauka @3 Ha DJKpaHe
NPUNOXKEHUN;

— KOCHYTbCAA MYyHKT@ MeHI0 «YCTPOWCTBA W MNPUHTEPLI» =l
«YrnpasneHue coeanHeHNAMM»;

B noapasgene

— BbIOpaTb HEOHXOAMMOE YCTPONCTBO, KOCHYBLLUMCH ErO;

— OTKPbITb KOHTEKcTHoe MeHto nons  «VID:PID» nnbo «CepuiHbii  HOMep»
(PucyHoK 53);

— KOCHYTbCA NMyHKTa «[J06aBUTb B HEblI CMUCOKY;

— Ha OTKpbIBLLENCcA cTpaHuue (PyucyHOK 54):



JetFlash

Knacc yctpoiictsa
USB ycTpoiicTBo
Tun noaKno4YeHns
USB

VID:PID

8564:1000 (Transcend Information,
Inc. JetFlash)

Cepui
7CFE Q] Konuposatb

i= [o6asuTb B 6enbiii

PucyHok 53

[o6asuTb Npasuno

Twun npaBuna Mo6anbHbiv
Ino6anbHbii
[na nonb3oBartens

[na npunoxeHus

PucyHoOK 55
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| fo6asuTs npasuno vV
[osepeHHble USB ycTpoiicTea
Wms npaeuna

Twvn npasuna MobanbHbiv

XapakTepucTuka ycTpoicTBa
VID/PID ycTpoiicTBa

8564:1000
VID/PID ycTpoiicTea

-+ [o6asuTh ewwg ycTpoiicTeo

PucyHok 54

® Npy HeobXOAMMOCTM WM3MEHWUTb Ha3BaHME B
none «Vma npasuna»;

® yKa3aTb TUM, KOCHYBLUIUCL NoAa «Tun npasuna»
n BblOpaB 3HaA4YeHMEe W3 PACKPbLIBAIOLLErOCA CMMCKa

(PucyHoK 55);

NPUMEYAHUA:
v Mpu Bbibope 3HayeHus «[na nonb3osaTend» B
OTKpbIBLLEMCA OKHe HeobxoaMmo yKa3aTb

no/ib30BaTeNeN, Ha KOTOPbIX PACNPOCTPAHAETCA MPaBUAO;
v Mpu Bbibope 3HadyeHusa «[na NPUNONKEHUA» B
OTKPbIBLIEMCA OKHe HeobxoauMmo YyKasaTb MI1, Ha
KOTOpOE pacnpocTpaHsaeTca Npasuo;



33
AIAMI.10034-02 91 01

FlobasT npasTa ® YKa3aTb XapPaKTEPUCTMKM, KOCHYBLUIMCb MOAA
«XapaKTePUCTUKM YCTPOMCTBA» M BblIBpaB 3HayYeHMe K3
PaCKpbIBatoLLerocs cnucka (PnucyHok 56).
NMPUMEYAHUE. Mpw BblbOpE B none
«XapaKTepuUCTMKa  YCTpPOMCTB»  3HaveHne  «Knacc
D yerpodemat YCTPOMCTBY» yKa3aTb KAacc, KOCHyBlMCb nona «Knacc
Knacc ycrpoiicrea YyCTPOMCTBa» M BblOpaB 3HaYeHMe M3 pacKpbiBatOLLErocs
VID/PID ycTpoiicTsa cnucka (PucyHok 57);
e RoRD et e Npn HeobxoammoctTn namenuts VID/PID nnbo
CEPUNHBI HOMEP YCTPOMCTBA;
® KOCHYTbCA KHOMKM «[J0b6aBMKTb eLle YyCTPONCTBO»
n ykasaTb VID/PID HoBoro yctporictsa ana gobasneHun
HECKOJIbKMX YCTPOMCTB (PrcyHOK 58);
— KOCHYTbCA KHOMKM Y B NpaBoM BepxHeM yray
3KpaHa Ana nobasneHna npasmna (PrucyHok 58).
PucyHoK 56
Knacc ycTpoiictsa | fo6asuTs npasuno v

USB ycTpoliicTBo [osepeHHble USB ycTpoiicTea

Wms npaeuna
Ayouo

Twun npaBuna Mo6anbHbiv
KoMMyHwukauum

XapaKkTepucTuka ycTporcTea

YenoBeko-MalUMHHbBIVA HTEPdEC VID/PID ycTpoiictea

®duanyeckne ycTpoicTea 8564:1000 o
VID/PID ycTpovicTea
Nso6paxeHus
Beepute VID/PID oy
[0}
MpuHTEp
3anomMuHaroLee yCTPOMCTBO -+ Do6asuts ewé ycTpoiicteo

Xab

CDC-Data
CMmapT-kapTa
OxpaHa faHHbIX
Bupeo

3poposbe

PucyHok 57 PncyHok 58

YT106bI NPOCMOTPETL MO0 U3MEHUTL CYLLECTBYIOLWME Npasuaa 4aa Beblix CNMCKOB
YCTPOMCTB HEOHXOAMMO BbINONAHUTL CeaytoLne AeNCTBUA:

— OTKPbITb  MEHK CUCTEMHbIX HACTPOEK KacaHWMeM 3HauyKa @ Ha JKpaHe
NPUAOKEHWNI;
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— KOCHYTbCA MYHKTA MeH «YCTPOWMCTBA W MPUHTEPbLI» = g noapasaene
«YnpaBneHne coegnHeHUAMMY;

— Ha OJHOMMEHHOM CcTpaHuue B none «lfonesHas WMHPOPMaLMA» KOCHYTHCS
Haanucu «benbix cnnckos» (cm. PrucyHok 46);

— OTKPbITb TPEOYEMbIN TUN NPABUA,

— OTKPbITb KOHTEKCTHOE MEHIO MPaBMAa M KOCHYTbCA MyHKTa «YAanuTb NpaBuio»
NNA ynaneHua paHee co3aaHHoro npasuna (PucyHok 59);

— OTKPbITb BCM/IbIBAIOLLEE MEHIO M KOCHYTbCA MyHKTa «[J06aBUTb NpasBmao», ANA
nobasneHuns Hooro npasuna (PucyHok 60);

— AN NPOCMOTPA CNUCKa MNOAKMOYEHHbIX YCTPOMCTB B none «llonesHas
MHDOPMALMA» KOCHYTLCA «YCTPONCTBA U NpUHTEPLIY» (PUcyHOK 60).

| Benbie cucku yetpoiicts : | Benbie cnucku yetpoiicts

-+ [o6asuTb Npaeuio
Ino6anbHble npasuna (1) @ A P

0. [loBepeHHble USB ycTpoiictBa

VID/PID: 8564:1000 Mpasuna ans nonbsosatene (0)

Mpas U Ymanutb npaBuno @ Mpasuna ansg npunoxexuii (0)

0. [loBepeHHble USB ycTpoiicTBa

Monbsosatens: Monbsosartens 1 MonesHas VIH(bOpMaLLMﬂ @

VID/PID: 8564:1000 MoakntoYEHHbIE YCTPOICTBA MOXHO
nocMoTpeTb B pasaene YCTpoWcTea n

MpaBuna ans npuUnoxeHui (1) ® MPUHTEPSI

0. foBepeHHble USB ycTpoiicTea

Mpunoxexue: omp-help, ru.omp.browserpwa, ru.o

VID/PID: 8564:1000

PucyHok 59 PucyHok 60

[na penakTMpoBaHWA/yaoaneHns ycTpohcTea M3 6enoro cnmcka HeobxoaAmmo
BbIMO/IHUTL CAeaytoline AeNCTBMA:
— NOAKIOYNTb YCTPONCTBO K MY;

— OTKPbITb  MEHIK CUCTEMHbIX HACTPOEK KacaHMem 3HauKa @ Ha 3JKpaHe
NPUIOXKEHUN;

— KOCHYTbCA NMYHKTa MEHI0 « AIMUHUCTPUPOBAHME Y & g noapasaene «Cucrtema;

— KOCHYTbCA Nons «benble cnnckmn yctponcte» (PucyHoK 61);

— OTKPbITb KOHTEKCTHOE MEHI0 W KOCHYTbCA COOTBETCTBYIOLIEro Mons Ann
pPeJaKTMPOBaHMA MO0 yAaNeHua paHee YCTaHOBJEHHOro mnpaBuaa A1a YCTPOMCTBA
(PcyHOK 62).
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| AamuncTpuposakie | Benbie crncku yetpoiicts

O LLUndposaHue oTuETOB Tno6anbHble npasuna (1) ®

0. fosepeHHble USB ycTpoiicTea
OymcTKa NOMb30BaTENbCKUX AaHHbIX Knacc: MpuHTep

YKa)KVITe, Kakwue nanku nonbsosartens 6ynyT
nepuoguyecku oymuaTbecs, U 3anav'1re :E Peﬂ.aKTMpOBaTb npae
WHTEepBan O4UCTKU

Mpae {iij Ypanut npasuno

Cnuncok paspeLléHHbIX NPUIOXEeHU
BbibepuTe npunoxeHus, kotopbie 6yayT

Mpasuna gna npunoxexuii (0)
AOCTYMHbI BCEM MO/Nb30BATENSAM

ABTO3arycK NPUIOXEHW MonesHas nHpopmaLms ®

Bbléepme, Kakue npunoxeHus QosXHbl nO.Cle"O"‘éHHNe VCTpOHCTBa MOXHO

3anyckaTbCs aBTOMaTUYeCKU Npu Kaxaom ﬂOCMOTpeTb B pasgene YCTpOﬁCTBa 7]
BXofe nosnb3osaTtens B CUCTEMY
NpUHTEPSI

Pa3spelueHus NpunoxeHui

MpUHATL pa3peLLeHns NPUNoXeHus ans
BCEX NMo/b30BaTesiei, akTUBHbIX B AaHHbIN
MOMEHT

Benble cnucku ycTpoincTs
anasneHme CMUCKOM [0BEPEeHHbIX
yCTpOWCTB

PucyHok 61 PnUcyHOK 62

1.5.2. Ucnonb3oBaHue VPN-coegmHeHMA

VPN — 3aWuuieHHad ceTb, NpefoCTaB/AWan BO3MOXHOCTb YCTaHAB/AMBATb
3aWNPpOBaHHOE coeamHEeHMe C yaaneHHbIMK cepBepammn Beb-caiToB B ceTu VHTepHeT.
[Mpy noaKNtOYEeHUN K yOaneHHOMY CepBepy MoJsib3oBaTenb NnosydaeT IP-aapec B pervoHe,
roe pacnonaraeTca AaHHbIN cepBep.

B otanume ot npokcu-cepsepa, VPN BHayane BbINOSHAET MOAK/IOYEHUE K CeTw,
KoTopas 3aTeM obecrneymnBaeT coedmMHeHNe C TpebyemMbiM CEPBEPOM HaMPAMYIO, MPK STOM
WNdpoBaHME [AaHHbIX MO3BOAAET 3alMTUTb MAPOAM M WHYKD KOHOMAEHUMANbHYHO
MHGOPMaLMIO OT yrpo3 He30nacHOCTM.



| fo6asuts VPN

VPN-npoBangepbl He

PucyHok 63

| o6asuTs VPN

Het VPN-coeguHeHun

LNo6asutb VPN

PucyHokK 64
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BHUMAHMUE! [ina oTobparkeHus noanepHKnmBaemMbix

VPN-nnarnHoB B nyHKTe meHto «VPN» 9 noapasaena
«YnpassieHue COeaUHEHNAMMU» HeobxoaMMo
[0MNOJIHUTE/IbHO YCTAaHOBUTL CTOPOHHMe VPN-pelueHus, He
ABnAroLLmeca sctpoeHHbIMM B OC ABpopa.

B cnyvae otcytctBuA  nopnepxkmsaembix  VPN-
NNarnMHOB Ha 3KpaHe MY oTobpasnTcAa COOTBETCTBYOLLEE
yBegomneHue (PucyHok 63).

MNocne pobasnenHun VPN-nnarvHa Ha MY gna ero
HACTPOMKM HEOBXOANMO:

— OTKPbITb MEHIO CUCTEMHbIX HACTPOeK KacaHuem

3Ha4yKa @ Ha JKpaHe NPUIOKEHUN;

— KOCHYTbCA MyHKTa MeHto «VPN» 9 B noapasgene
«YnpasneHue coegnHeHUAMNY;

— KOCHYTbCA KHOMKK «JlobaButb VPN» nunbo T s
NpPaBOM BEPXHEM YIay 3KpaHa (PucyHok 64);

— KOCHYTbCA Heobxoanmoro Tnna VPN (PucyHok 65);

— KOCHYTbCA  KHOMKM  «MmnopT  danna»  nmbo
«MponycTnTby», 4TOObI HacTpouTb napameTpbl VPN
BPYYHYtO (PUCYHOK 66);

— Npu Bblibope «MnopT Ppanna» BbIOpPaTb Nanky, 13
KOTOpoWn HeobXoAMMO MMMNOPTMPOBATL Palin;

— npwu HeobXxoAMMOCTH KOCHYTbCA KHOMKM
«PacliMpeHHble HaCTPOMKUY» N U3MEHUTb MO0 3aNONHUTD
Tpebyemble Nons;

— KOCHYTbCA KHOMKM «MNoaTBepanTbY ans
noATBepPKAEHNA onepaumnmn AMbo KHonKkn « OTMEeHUTbY» ana
OTMEHbI.



37
AIAMI.10034-02 91 01

| OTMeHUTb | OTMeHUTb
Bbibepute Tvn VPN MmnopT daina .ovpn
OpenVPN ans Aspopa OC IAMnopTvq:avma ynpoLiaeT npouecc
HACTPOIKM, MOCKONbKY MHOIME NapameTpbl
CoBpemenHas peanusauua VPN, ucrionbsyloluias 3aNONHSAIOTCS aBTOMaTU4YECKM. BoiGepuTe
SEL/ILS AN COMBHA KoURMI "MponycTutb", 4T06bl HacTpouTsb OpenVPN
BPYUHYIO.
WUmnopT daitna
MponycTuts
PucyHoK 65 PncyHoK 66

[ns noakntoyeHna K pobasneHHomy VPN-naarmHy HeobxoamMmo:

— OTKPbITb  MEHI0 CUCTEMHbIX HACTPOEeK KacaHMeM 3HauKa @ Ha JKpaHe
NPUIOKEHUN;

— KOCHYTbCA  MNYHKTa MeHto  «VPN» G B noapasgene  «YynpasaeHue

coeMHEHUAMMN »;
— aKTUBMPOBATb HEOOX0AMMbIN NAarnH (PUcyHok 67);
— BBECTN nmsa nonb3osatend, OTP 1 naposb npn HeobxoaMmocTu (PrcyHoK 68);
— KOCHYTbCS KHOMKKM «[TOAKNOYUTLCA» AN NOATBEPHKAEHNA AeMCTBUSA NMOO KHOMKM

«OTMEHUTbL» A8 OTMeHbI (PUCyHOK 68).
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| [Oo6asutb VPN + MopkniounTbes K

XoeT openvpn2.omp.ru
©) . WmMs nonb3osatens
BHe pencTeus
OTP
Maponb (©}
OTMeHUTb
PucyHoK 67 PucyHok 68

1.5.3. 3apanune URL-agpeca

NMPUMEYAHUA:

v MoppobHoe onucaHne HacTpolkn cetn WLAN npuseseHo B AOKYMeHTe
«PyKOBOACTBO MO/1b30BaATE/IAY;

v 3aganne URL-agpeca and cepsepa MpoBepku ceth MHTepHeT, a Takke NTP-
cepsepa, byaeT NPUMEHEHO KO BCEM YYETHbIM 3aMMUCAM, CO34aHHbIM Ha MY.

[Ona 3apaHma URL-agpeca ana cepsepa NpoBepkM HeobxoAMMO BbIMOAHUTb
cneayolme AencTBmA:

— OTKPbITb  MEHIO CUCTEMHbIX HACTPOEK KacaHMem 3HauyKa @ Ha JKpaHe
npUNoXeHun (cm. PucyHok 1);

— KOCHYTbCA  NMyHKTa MeHt  «WLAN» T 8 nogpasgene  «YnpasneHue
COeAMHEHNAMMY;

— KOCHYTbCA Nona «PaclmnpeHHble HaCTPOMKM» (PUcyHOK 69);

— Ha OTKPbIBLUENCA CTPaHMLLE 3aN0NHUTb Heobxoanmble nona B noapasaene «URL-
agpeca cay»bbi» 4na NpoBepKM AoCTyna K cetu MHTepHeT (PucyHok 70).
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WLAN

PacLumpeHHble HacTPOIKK

TrustPhoneT1

&

PaclumpeHHble HacTpoiiku Wwms yeTponcTsa
Wms ycTpoiicTea, oTobpaxaemoe y Apyrux

YCTPOWCTB B NTOKanbHOM CETU

WLAN
no6anbHbli NPOKCU-cepeep
& WLAN =
(O TnobanbHbIit Npokcu-cepsep %
WcnonbayeTcs Ans BCeX CoeauHeHUn
MopknioyeHve yepes QR (WLAN, Mo6unbHbIX 1 Ap.) U

nepeonpeaenseT UHAMBUAYyanbHbie
HaCTPOMKM.
[o6asuTb ceTb

KoHdurypaums npokcu-cepeepos
HeT npokcu-cepsepos

@ @@

Mowuck ceten

URL-agpeca cnyx6b!
CoxpaHéHHble ceTn

http://ipv4.omprussia.ru/return_204

9)

@ SSID_NET

MoakioseH

Cratyc URL-appeca IPv4

MpunoxeHus MoryT ucnonb3osatb aToT URL-agpec,
4TO6bI NPOBEPUTD, OTKPHIT /I ANS YCTPOMCTBA
AOCTYyNn K cetun MHTepHeT. Ecnu He 3anonHeHo,
c6pacbiBaeTcs B 3HaYEHUE N0 YMOMYaHUIo

Hanpumep, 0.pool.ntp.org,1.pool.ntp.org

o6anbHble NTP-cepBepbl
Cnucok ponxeH 6biTh OTCOPTUPOBaH B Nopsake
npeanoYTeHus U pasaeneH 3anaTbiMu

PucyHok 69 PucyHok 70

1.5.4. PaclumpeHHble HaCTPOMKM reonoKaLmm

NMPUMEYAHUE. OnmcaHMe HACTPOMKM reonoKauum NpuBEAEHO B [AOKYMEHTe
«PyKOBOACTBO MO/1b30BATENAY.

[Ona  HACTPOMKM reosiokauMm BbICOKOM TOYHOCTU HEOobXOoAMMO  BbIMOJHUTb
cneayrouime AencTsBns:

— OTKPbITb  MEHIO CUCTEMHbIX HACTPOEK KacaHWem 3HauKa @3 Ha JKpaHe
nPUNoXeHun (cm. PucyHok 1);

— KOCHYTbCA TMYyHKTa MeHIo «[eonoKauma» © B noapasaene «YnpasaeHue
COEAUHEHUAMMY;

— aKTMBMPOBATb Nepekatoyvatens «leonokaumsa» (PucyHok 71) ana paspelieHua
MT1, yctaHoBeHHbIM Ha MY, pacno3HaBaTb Ha KapTe reonoKkaumm MY;



| reonokaums

@ reonokauns
P Tb MPUNO! on| Tb
Bawwy reonokauuio. 91a pyHKUMS
notpebnseT HeKOTOpoe KONUYEeCTBO 3apsaa
akKyMynsTopa.

GNSS

o CHVTHMKOBE}Q HaBurauus

A-GNSS

O A-GNSS
YckopsieT onpefeneHuve reonokauum no
CnyTHUKOBOW Haeurauuu. Tpebyetcs
nogksioyeHme kK MHtepHety

LBS

O LBS
OnpepenseT MeCTornonoxeHue ¢
MCMONb30BaHUEM UHBIX UCTOYHUKOB
nHdopmMaLmmn, 06pabaTbiBaeMoii Ha BHELIHUX
cepeepax. Tapuouumpyemo, Tpebyetcs
noaknioyeHune kK MHTepHety

PucyHok 71

Moaknioyenne A-GNSS

Hactpoliika cepeepa A-GNSS
[ns noaknioyenus k A-GNSS ssequTe agpec v

Apnpec cepsepa

MopT cepeepa

PaclumpeHHble HacTpoikn (O

PucyHoK 72
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— aKTMBMpPOBaTb nepekadatens «A-GNSS»  ana
YBE/IMYEHNA TOYHOCTM OnpelesieHMA reosiokauum B
ropoAckmx ycnosusax (PucyHok 71) n HacTpouTb cepBep:

BHUMAHUE! TpebyeTrca yCTaHOBUTb WHTEPHET-
coeaMHeHWe, BbIMOJHMB HACTPOMKY MODOUABHON CeTu
n/vnn cetn WLAN.

MPUMEYAHUE. TexHonormna «A-GNSS» ontummnsmpyet
BblYMCNEHNE TE0NI0KaLUMM MO CNYTHMKOBOW HaBMUrauumm,
ncnonb3ya npotokon SUPL — 3aWMUIEHHbIM MPOTOKON
onpeaeneHna MecTtonoNoKeHNA N0Nb30BaTeNen;

e B OTKPbIBWEMCA OKHE 3aMnojiHUTb MoAA
«Appec cepsepa» 1 «lMopT cepsepa» (PucyHok 72);

®  KOCHYTbCA KHOMKM «PacwmnpeHHble
HaACTPOMKM» (PUCYHOK 72);

®  aKTMBMpPOBATb Tpebyemble NepekatovaTenu
(PucyHok 73).

NMPUMEYAHUE. Jnsa noakntoveHuna Kk cepepy Google
HeobXoAMMO 334aTb CAedytolme NapameTpbl:

1.«Apgpec cepBepa»: supl.google.com;

2.«lNopT cepsepax»: 7275;

3.BkatoumnTb «Mcnonb3oBatb TLS nogkatoveHne»;

4.BoikntounTb «Mcnonb3oBaTb SSL Pinning»;

5.BkntounTb «MacknpoBaTb peasibHbi IMEI».

| Mopknioyenne A-GNSS

Hactpoliika cepeepa A-GNSS

Apnpec cepsepa

MopT cepBepa

PaclumpeHHble HacTpoiku (%)

[ononHutenbHo
O Wcnonbsoats TLS noaknioyeHue
O MWcnonbsosaTsb SSL Pinning

O MackuposaTb peanbHbiit IMEI

PucyHok 73



| reonokaums

° CI'IYTHMKOBaﬂ HaBurauus
OnpepensieT reonokaumio ¢ NoMoLLbIo
CNYTHUKOBOM CUCTEMBI HaBUraLWK.
YBenuunsaer pacxop 3apsfa akkymynstopa

A-GNSS

O A-GNsS
YckopseT onpeaeneHue reosokauum no
CNyTHUKOBOW Haeurauuu. Tpebyetcs
noaknioyeHme k MHtepHety

LBS

@ LBS

OnpenenﬂeT MECTONoNOXeHue C
MCNONb30BaHUEM UHBIX UCTOYHUKOB
nHdopmaLmmn, obpabaTbiBaeMoii Ha BHELIHUX
cepeepax. Tapuouumpyemo, Tpebyetcs
noaknioYyeHne K V]HTepNeTV

UcTounuku LBS

O nNokatop API iHaexc Kapt

O Radar API 2I'1C

PucyHok /74

| OTMeHUTb MoaTBepantb |

MpenynpexaeHue

Ha atom ycTpoiicTee MoryT 6biTh 3a€/CTBOBaHbI
accuctupyiowme (A-THCC) cepeuchbl reonokaumu.
Bbi6bupas "MoarsepanTs" Bol BKlovaeTe
BbibpaHHbI A-THCC cepsuc v cornaluaetech Ha
nepepavy cneayoLmx faHHbIX Bbi6paHHOMY A-
HCC cepsucy:

« Mo6unbHbIi Kog CTPaHbl

« Kop Mo6unbHoit cetu

« ipeHTudukaTop cotsl B ceTU

« TexyLLWit 4aCTOTHbIN AUanNas3oH

« HoMep ckpambnupytolleit nocnenoBaTenbHoOCTH

PrUcyHOK 75
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— KOCHYTbCA nepekntoyvatena «LBS» ana ysennyeHuma
TOYHOCTN reonoKaumm 6e3 MCNoNb30BaAHMA CMYTHUKOBbIX
cucTem Hasurauum (PucyHok 74);

— B OTKPbIBWIEMCSA  OKHE  03HAKOMUTbCA  C
npeacTaBNeHHON WMHOOPMALMEN U  KOCHYTbCA KHOMKMK
«MoaTBepanTb» AN NOATBEPXAEHWS onepaumm nnbo
KHOMKN « OTMEHUTb» ANA OTMeHbI (PucyHOK 75).

BHUMAHUE! TpebyeTrcs yCTaHOBUTb WHTEPHET-
coeiMHeHMe, BbINONHMB HACTPOMKY MODOMIBHON CeTu
n/vnn cetn WLAN:;

— KOCHYTbCH nepekntovaTens «CnyTHUKOBaS
Hasurauma» (PUCYHOK 74) pAns  yBeAMYEHUS TOYHOCTMU
onpeaeneHuns reoNoKaLumMm Ha OTKPbITON MECTHOCTM.

NMPUMEYAHUE. Mepekntovatens  «CnyTHWMKOBAA
HaBurauma» He aKTMBEH npu BbIK/HOYEHHOM
nepekntoyatene «LBS»;

— aKTUBMPOBATb  HEODXOAMMbBIM  UCTOYHMK  LBS
(PucyHoK 76);
— HACTPOUTb UCTOYHMKM LBS, ana storo:

®  KOCHYTbCA KHOMKM ® y Heobxoammoro
NCTOYHMKA (PUCYHOK 76);

e  3anonHUTb none «Knou» (PucyHok 77);

® B packpbliBatollemca none BbibpaTb nepuoa
3aMNpOCOB NPU aKTUBHOM 3KpaHe MY;

o aKTMBMPOBATb MoJsie «BKAOUYMTb IKOHOMMUIO
LBS» ans 3KOHOMWM 3anpocoB Npu 3abAOKMPOBAHHOM
aKkpaHe MY (PucyHok 77);

® B packpbliBatollemca nose BbiIbpaTb Nepmoa
3anpocoB Npu 3ab10KMPOBAHHOM 3KpaHe MY;

®  3aMOJIHUTb none «[MepnoamM4HOCTb»
(PucyHok 77).

MPUMEYAHUE. [nA  nonyvyeHmMAa  CNPaBOYHOM

nHdopmaumm o Kaode  LBS-MCTOYHMKA  KOCHYTbCA
TMNEePCCbINIKM CO 3HaKoM Bonpoca (PucyHok 77).



| reonokauus

° CTIYTHMKOBafI Hasurauus
OnpefiensieT reoNIoKaLyIo ¢ NOMOLLbIO
CI'IYTHVIKOBDﬁ CUCTEeMbl HaBurauuu.
YBenuumMBaeT pacxon 3apsiaa akkyMynatopa

A-GNSS

O A-GNSS
pseT or X M1 no
CMYTHUKOBO HaBUraumu. Tpebyetcs
nopakntoyeHune kK HTepHety

LBS

® LBs
Onpegenne'r MECTONONOXEeHUe C
WUCNONb30BaHUEM UHbIX UCTOYHUKOB
uHOpMaLMK, 06pabaTbiBaeMOoil Ha BHELLHUX
cepsepax. Tapuduuvpyemo, Tpebyercs
noaknio4eHe K MHTepHeTy

WUcTounuku LBS

[ns HacTPOIKKU UCTOYHUKOB BKNlo4MTe LBS

@ Jokatop API AHpekc Kapt @

3aBepLnTe HacTpPOIiKy LBS-ucTouHuka

O Radar API 2T1C

AOMT.10034-02 91 01

PucyHoK 76

| Hactpoiiku

Siupexc Kaptoi

Knioy LBS-ucroyHuka

Knioy

Kak nonyunTb knioy?

AKTUBHbI 3KpaH

Mepuop 3anpocoB HopmanbHas
Mepwvop 3anpoCcoB Npu aKTUBHOM aKpaHe - 12 cek.

3a6n0KMpPOBaHHbI 3KpaH

@ BkounTb akoHomMio LBS
@YHKUMH NO3BONAET BKIIOYUTHL SKOHOMUIO
3anpocoB NPY 3a6110KUPOBAHHOM 3KpaHe

Mepviop 3anpocoB 3apaeaemas
®DukcuposaHHoe konuyecteo LBS-3anpocos

3600

MepuopguyHocTb
Beegute sHaveHue nepuoan4yHOCTH 3anpoca
Ha cepBep B cekyHaax oT 12 go 18000

PucyHok /77
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2. BbINO/JIHEHWE NMPOIPAMMBDI

AommnHucTpaTopy MY A0CTynHbI cieaytolime BO3MOXKHOCTH:
— HacTpoiKka obHosneHnin OC Aspopa (noapasgen 2.1);

— cbpoc HacTpoek MY (noapasaen 2.2);

— YCTaHOBKaA M yaaneHue ctopoHHero MO (noapasaen 2.3);
— TOHKas HacTpoMKa (noapasaen 2.4);

— noaaepKa paboTbl penma Kmocka (noapasaen 2.5);

2.1. Hactpoika obHoBneHui OC Aspopa

ObHoBneHne OC ABpopa OCYLLECTBAAETCA aAMUHNCTPATOPOM JIOKa/IbHO BPYYHY!O,
nmbo yaaneHHo € Mcnonb3oBaHMem [MpuKknaaHOro NnporpammHoro obecneveHmns «ABpopa
LenTp» (MNO).

MPUMEYAHUE. Ona nonyvyeHma uHPopmaumm no obHosneHuto OC ABpopa C
ncnonbzosaHmem MMO cneayet 06paTUTbCA K COOTBETCTBYIOLWEN AOKYMeHTauum Ha M0,
pa3melleHHON Ha Beb-canTe: https://auroraos.ru/documentation/.

Ona HacTponkn obHoBneHMn OC HeobxoaMmo
BbINOMIHUTb C/leAytoLLmMe AeNCTBUA:
— OTKPbITb MEHK CMCTEMHbIX HACTPOEK KaCaHMem

| OTMeHuTb |

‘MMF nonb3oBarens

3Ha4kKa @ Ha DKpaHe NpuaoXeHun (cm. PucyHok 1);
IEE © — KOCHYTbCH NyHKTa MEHI0 «OBHOBNEHNA

OC Apopa» /@B noapasgene «Cucrema», B pesynbrate
0TOOPA3nNTCA CTPAHMLA C HAaCTPONKaMmM 0BHOBNEHNS;

— KOCHYTbCA nepekato4aTena «BKNOUYUTL
3alMLLeHHble obHoBAeHMAY» (PucyHOK 79);

BHUMAHMUE! ina nonyyeHma MmeHm Nonb30BaTeNA U
napona HeobxoAMMO 0DPaATUTLCA Ha INEKTPOHHYIO NMOYTY:

HomeH

English (predictive input) EN support@omp.ru.

gwertyuiop — Ha OTKpbIBLWIENCA CTpaHuLe 3anoaHUTb MOoAS
asdfghijk. (PcyHOK 78) ans perncTpaumm ocTyna K peno3nTopusam;
B xlclviblnlm B — KOCHYTbCA KHOMKM «Bxo4» 415 BbINOAHEHWUA BXOAa
n2s , B0 KHOMKM « OTMEHUTL» A1 OTMEHbI onepauuu.

PucyHok 78


https://auroraos.ru/documentation/
mailto:support@omp.ru.
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PaHee ycTaHoBneHHyto Bepcuto OC ABpopa MOXKHO OOHOBUTbL A0 TEKYLLEN,
BbINOJIHMB CAeaytowme AeNCTBUA:

— Ha CTpaHWULE C HacTPOMKamM OOHOBMEHMA KOCHYTbCA 3Ha4kKa G [O1A MPOBEPKM
[OCTYyMNHbIX OOHOBAEHWIA, B pe3ynbTaTe 0TobpasuTca ysedomaeHue: «HeT A0CTymnHbIX
OOHOB/IEHWUIMY», @ TaKXKe AaTa W Bpema nocneaHen nposepku (PucyHok 79) nnbo goctynHoe
obHosneHue (PrcyHok 80);

| O6HosneHus OC Aspopa

O6HoeneHus OC Aspopa

I’]ocnep,Hsm nonbiTka 06HOBNEHUS
3aseplinnacb HeygadHo

Ouwmbka ceTeBOro NOAKIIOYEHUS

CepBep 06HOBNEHWI HEAOCTYNEH

™\  [lpoBepuTb Hannune o6HOBNEHU
\ MocnepHsas npoeepka: 21 mas 2026 B 18:22

% TekyLias sepcust

5.2.1140 (Xabapoeck)

@ PesepBHOe KONUpoBaHue
O6HOBNEHWE CUCTEMBI HE 3aTparuvsaer
daiinbl, oaHaKo pekomMeHayeTcs
nepuoaguyeckun cosnasaTth pesepsHble
Konuu

(O 3arpyxaTb 06HOBNEHMS TONBKO

yepe3s WLAN
@ 3arpyxatb 06HOBNEHMS B ™\  [lpoBepuTb Hanuyme o6HOBNEHUI
poyMuHre o MocnepHss nposepka: 18 sHeaps 2024 B 12:4
O BkMI04YUTb 3aLLMLLEHHDBIE @‘ TekyLias sepcus
o6HoBneHus 5.0.0.28 (MeTponasnoeck-Kamyatckuit)
Texywwmii nomeH 'sales'
@ PesepBHoe konuposaHue
OB6HOBNEHUE CUCTEMBI HE 3aTparuvsaer
dainbl, ogHaKo pekoMmeHayeTcs
nepuoguyecku cospaeaTtb pesepeHbie Konuu
3arpyxaTtb 06HOBNEHUs
Tonbko yepes WLAN
PucyHok 79 PucyHok 80

— NPU  HaAWYUKM  OOCTYNHOro OOHOBAEHMA KOCHYTbCA KHOMKM «[lloapobHee»
(cm. PrcyHok 80) 1 Ha OTKpPbIBLUEMCA CTPAHWULLE 03HAKOMUTBLCA C NoAPODOHOM MHPOPMaLMEn
06 06bHoBNEHUM (PucyHOK 81);

— KOCHYTbCS KHOMKM «3arpy3unTb — [Pazmep obHoBAeHMA]» (cm. PucyHok 80) ans ero
3arpy3ku. B cnyyae HeobXxoAMMOCTM 3arpy3ky OOHOBAEHMA MOMKHO OTMEHUTb KacaHMeM
KHOMKM « OTMEeHUTb 3arpy3ky» (PucyHok 82);

— noc/se yCnewHOoW 3arpy3knM OOHOBNEHWMSA KOCHYTbCA KHOMKM «YCTAHOBUTb
obHoBNEeHWe» (PucyHOK 83);

— Ha OTKPbIBLUENCA CTPAHMULLE KOCHYTbCA KHOMKKN «YCTaHOBUTbY (PUcyHOK 84), nocne
yero MY aBTOMaTMYeCKMN DyaeT nepesarpyKeHo, Mmoo KHOMKN « OTMEHUTb» AN OTMEHbI
onepauum.

MPUMEYAHUE. B 3aBMCMMOCTM OT KOHCTPYKTMBHbIX ocobeHHocTerr MY nocne
YCTaHOBKM OOHOBNEHMA BO3MOXKHA ABOMHaA nepesarpyska MY.
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MoppobHee I O6HoBneHus OC Aspopa

Aspopa 5.0.0.60

O6HOBNEHNE COAEPXUT U3MEHEHUS, C
KOTOPbIMU MOXHO 03HaKOMUTbCA B Release
notes no ccbinke https://auroraos.ru/

Tel as Bepcus
documentation By P

5.0.0.28 (MerponasnoBck-KamyaTckuii)

PeaepBHoe KonuposaHue
O6HOBNEHUE CUCTEMBI He 3aTparvsaeT
daiinbl, ogHaKo peKoMeHayeTcs
NepuoAnYeckm Co3paBaTth pe3epBHbIe Konum

4
L)

3arpyxatb 06HOBNEeHuUs
Tonbko Yepea WLAN

PucyHok 81 PucyHok 82

O6HoBneHns OC Aspopa | OTMeHUTL YcraHoBUTb
YctpoicTeo 6yget
nepesarpyxeHo
YcTaHoBka 06HOBNEHUIA 3alMeT
HEeKOTOpoe BpeMs, B Te4eHUe KOTOporo
Bbl He cMOXeTe Nonb3oBaTbhCa

YCTPOMCTBOM. YCTaHOBUTb
o6HOBNEHUs?

MpoBepuTb Hanuyne o6HOBNEHWIA
MocnepnHss nposepka: 18 aHBaps 2024 8 12:4.

Tekywias sBepcusi
5.0.0.28 (MeTponasnosck-KamyaTckuii)

Pe3epBHoe KonupoBaHue
O6HOBNEHWUE CUCTEMBI HE 3aTparusaert
¢aiinbl, ogHaKo pekoMeHayeTcs
nepuoaguyecku cosnaeaTb pesepeHble KOnuu

@+ O

3arpyxaTtb 06HOBEHUS
Tonbko Yyepes WLAN

PucyHok 83 PucyHok 84

Ha cTpaHuue «O6HoBneHne OC» aMUHUCTPATOPY TaKM¥Ke AOCTYMHbl caedytolime
nencTemns (cm. PucyHok 79):

— NpocmoTpeTb MHPopMaLMto O Tekyulein sepcum OC /@‘;
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— BbIMOJ/IHNTbL pe3epBHOE KOMMpoBaHWE Mepe obHOBNEHNEM OC, KOCHYBLWCb

3HauKa O

NMPUMEYAHUE. NMoapobHoe onmcaHne o co3a4aHnm pe3epBHON KONUK NPpUBEAEHO B
[OKYMeHTe « PyKOBOACTBO M0O/1b30BATENAY;

— aKTMBMPOBATb MO0 AEaKTMBMPOBATb MepekatodaTeNb «3arpy*katb 0OHOBAEHUA
Tonbko Yyepe3 WLAN» ana 3arpy3km obHoBaeHMs ¢ nomoulbio cetn WLAN;

— aKTMBMPOBaTb MO0 AeaKTMBMPOBATb NepeKkatoYaTeNb «3arpyKaTtb 06OHOBAEHMA B
POYMUHre» ANA 3arpy3knM 0OHOBAEHMNA B POYMUHTE.

2.2. Cbpoc HacTpoek MY

Cbpoc HacTtpoek MY — npouecc yaaneHus BCexX AaHHbIX, nocne kotoporo MY
BO3BpallaeTcA K 3aBOACKOMY COCTOAHMIO, T.e. K Bepcun OC, YyCTaHOBNEHHOM
npounssogutenem MY.

BHUMAHUE! Mpu cbpoce HacTpoek ¢ MY ypanaioTcs cneayloume AaHHble
No/b30BaTeNA:

— IMYHbIEe Gainbl, B TOM YMcne ayamo- u meamnadpannsl;

— CKaYyeHHble/ycTaHoBAEHHble MIT;

— Y4YeTHble 3anncu.

Ona cbpoca HacTpoek MY A0 3aBOACKOro COCTOAHMA HEOHXOAMMO BbIMOJIHUTL
cneayrouime AencTens:

— OTKPbITb  MEHI0 CUCTEMHbIX HACTPOEK KacaHMem 3HauKa @ Ha JKpaHe
NPUNOXKEHUN (cM. PucyHoK 1);

— KOCHYTbCA NyHKTa MeHi «COpocUTb  YCTPOMCTBOY X g noapasaene
«NHbopmaLns»;

— Ha OTKPbIBLUIENCA CTpaHMLUE KOCHYTbCA KHOMKM «COHpPOCUTL  YCTPOMCTBO»
(PrncyHoK 85);

— KOCHYTbCA KHOMKM «[ToATBEPANTLY AN NOATBEPKAEHMA onepaunm AMbo KHOMKK
«OTMEeHUTb» ANA OTMeHbI (PrcyHoK 86);

NMPUMEYAHUE. AkTmBauua nepekatodatend «ABTOMATUYECKM MNepes3arpysnTb
yCTpoMCTBO nocne cbpoca» NnpmBeaeT K nocneaytoulen nepesarpyske MY.

Mocne nepesarpyskn MY npomsonget cOpoc HacTpOeK A0 3aBOACKOrO COCTOAHMA C
nocneaytolwmMm 3anyckoM MacTepa MepBOHAYa/lbHOM HACTPOMKKM, NoapobHOoe onmcaHume
paboTbl C KOTOPbIM NPUBEAEHO B JOKYMEHTE « PyKOBOACTBO MONb30BATENAY.

BHUMHUE! AktuBauma nepeknwoyatenda «YaanuTb BCe AaHHble» NpuBeaeT K
YOANEeHUIO [AaHHbIX Ha MY 6e3 BO3MOMHOCTU WX BOCCTAHOBAEHMA (Npu yAaneHum
NPOMCXOAMT NPOLLECC Nepes3anmcbiBaHnsa JAaHHbIX HYIAMM).
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C6pocutb | OTMeHUTb MopTBEpPAUTL
C6poc NpuBeagT K yAANEeHMIo BCeX AaHHbIX C Bbl A€M CTBUTENIbHO XOTUTE
YCTPOWMCTBA U €ro BO3BPALLEHHIO K 2

3aBO/ICKOMY COCTOSIHMIO. DTO O3HayaeT C6pOCVITb YCTpOMCTBO?

noTepio BCex AaHHbIX, A06aBNEHHbIX Ha

YCTPOWCTBO, BK/lo4asi 0GHOBNEHUS, Mocne NoATBEPXAEHUS BCe AaHHble C Ballero

ycTpoiicTBa 6yayT yAaneHsl, ¥ NporpaMMHoe
obecneyeHne GYAeT BO3BpalleHo K 3aBOACKOMY
COCTOsIHUIO. DTO O3Ha4aerT, 4To BCe AaHHble,
KoTopble Bbl no6asunu Ha yCTpoicTBO, 6yayT

NPUNOXeHus, y4eTHble 3anucu, KOHTaKTbl,
1306paxeHus 1 UHYI0 MHGOPMALWIO.

CozpaiiTe pe3epBHYiO KONUIo noTepsiHbl (Hanp., 06HOBNEHWS, MPUAOXKEHMS,
nonb3oBaTeNbCKMX AaHHbIX Nepea cépocom YYETHbIE 3anucu, KOHTaKTbl, poTorpadum v apyrue
ycTpoiicTea. daitnbl). Cospaiite pesepsHyio Konuio aitnos Ha

KapTy namaTy (peKkoMeHayeTcs).

CGPOCMTb YCTPOVICTEO Mpy yaaneHuu AaHHbIX YCTPOWCTBO BbIKNIOYUTCS
aBTOMaTHyYecky, cneayiolas 3arpyaka MoXeT
3aHaTb 6onblue BpeMeHU, Yem 06bI4HO.

Mepen c6pocom ycTpoicTBa HeO6X0AUMO BBECTU
napons.

(O AsToMaTHyeCKM NepesarpysuThb
ycTpowcTBo nocne c6poca

O YpmanuTb Bce AaHHble
Mpu akTMBaUMM NapaMeTpa BCe AaHHble Ha
ycTpoiicTee 6yayT nepeaanucaHbl. 3To MOXeT
3aHaTb 6onee nonyyaca B 3aBUCUMOCTH OT
o6bema xpaHunuua. O6bivHO cbpoc K
3aBOACKMM HacTpoiikaM 3aHUMaeT okono 5
MUHYT, ¥ HEKOTOPbIE JaHHbIe BOCNEACTBUM
BCE Xe MOryT 6biTb BOCCTAHOB/IEHbI

PucyHok 85 PucyHok 86

2.3. YcTaHOBKa 1 yaaneHue ctopoHHero N0

AOMMHUCTPATOP WMeeT BO3MOXHOCTb YCTaHaB/iIMBaTb Ha MY CTOpOHHMe
NpoOrpammebl, He ABnAtoLLMecA BCTpoeHHbIMK B OC ABpopa.

CTOpOHHME  pa3paboTymMKM  MOryT  MCMNONb30BaTb  OdUUMANbHbLIA  Habop
MHCTPYMeHTOB pa3paboTtkm MO ans OC ABpopa, noapobHoe onucaHue KOTopOoro
npusBeaeHo Ha Beb-canTe: https://developer.auroraos.ru/.

Mpu ycTaHOBKE CTOPOHHMX MI1 agamuHUCTpaTopy Heobxoammo ybeauTbca B
BbIMO/IHEHMW CNeAyHOLWMX YCAOBUIA:

— NaKeT NpPorpamMm yCTaHaB/AMBAETCA WTAaTHbIM 06pa3om;

— HeobxoauMble UcnosHAeMble Galinbl NPOrpPaMmbl 3aMyCKatoTCs;

— WTaTHOe noBeAEeHME W BbIMOJHEHME MNPOrPaMMbl COXpaHAeTCA M nocnae
nepe3sarpyskn OC Aspopa.

YCcTaHOBKa W ynpasieHWe  CTOPOHHMM 10 MOXEeT  OCyLLeCTBAATLCA
aAMMUHNCTPATOPOM CAeayroLMMM cnocobamu:

— IOKA/IbHO C MOMOLLbIO:

e MarasmHa npunoxeHuin Rustore (n. 2.3.1);
e QR-kopa (n. 2.3.2);
o M «Parnbi» (n. 2.3.3);
— YOANEHHO:
® NPUHYANTENbHAA YCTaHOBKA MI1 C NOMOLLbIO NONUTUKK;
e ycTaHoBKa MI1 ¢ nomoulbto MM110.


https://developer.auroraos.ru/
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MPUMEYAHUE. MoapobHoe onucaHmMe no umcnonb3osaHuto MO npuBeaeHO B
NOKYMEHTaLMK, PACcNo/IOKEeHHOM Ha Beb-canTe:
https://auroraos.ru/documentation/.

COOTBETCTBYHOLLEN

2.3.1. YcTtaHoBKa ¢ nomoulbto Rustore

Q Mowmck

'\ Aepopa bpaysep 2.0
| /| Hosuiit 6paysep ansa OC
: /‘I",:; ) Aspopa 5.2

FlutterTube

HeopuumanbHbid KnueHT
Rutube

Haboost

OSSN HeoduumanbHbid KNMeHT
pecypca Habr

Tenerpadv
KnueHT meccenpxepa
4 Telegram ¢ oTkpbITbI

. () YouGile Mobile
AW Mo6unsHoe npunoxemve ans
cepeuca YouGile

(7 EOSmobile -
[OKYMEHTO060poT
[LokymenToobopor (C3L /

(D RuStore LY@

&

I«

I«

PucyHok 87

[Ana yctaHoBKK cTopoHHero MO ¢ nomouwbto Rustore
HeobxoAMMO BbINOAHUTbL CAeaytoline AeNCTBMA:

— OTKpbITb MIT «RuStore»;

— HalTK B cnmcke Tpebyemoe MI (PucyHok 87);

— KOCHYTbCA KHOMKM % B pesynbTaTe HayHeTcA
CKaumMBaHwue 1 yctaHoBKa MI1;
NMPUMEYAHUE. Echm MIT yxe ycTaHOBNEHO Ha MY,

PAAOM C HammeHoBaHMeM byaeT OoTObparkaTbCA KHOMKA

o6HoBNeHus &

— Mnocne  ycnewHom  YCTaHOBKM  oTobpasmTca
yBegomieHne «punoxeHne ycTaHoBIeHOY.

2.3.2. YcTaHoBKa ¢ nomoulbio QR-koaa

| YctaHoBuTb no QR

PucyHok 88

Ona yctaHoBkK ctopoHHero O ¢ nomoubto QR-koaa
HeobXx0AMMO BbINOAHUTbL CAeaytoLline AeNCTBMA:
— OTKPbITb MEHIO CUCTEMHbIX HACTPOEeK KaCaHWem

3Ha4kKa @ Ha DKpaHe NpunoXKeHu (cm. PUcyHoK 1);

— KOCHYTbCA MyHKTa MeHI «YCTaHOBUTb No QR» &~ B
noapasgene «Cnucreman;

— HaBecTM Kamepy MY Ha QR-kopg (PucyHok 88), B
pesy/ibTaTe 3anyCcTUTCA NPOLLecc YCTaHOBKM (PncyHok 89);

— NOXAaTbCA 3aBeplleHMa npougecca YCTaHOBKU A0
oTobparkeHMA Ha 3KpaHe MY  COOTBETCTBYOLLErO
yBegomneHuns (PucyHok 90).


https://auroraos.ru/documentation/
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YctaHosutb no QR | v [punoxeHue ycTaHOBNEHO %

° .. YcTaHoBKa 3aBeplueHa

YcTaHoBKa...

PucyHok 89 PucyHok 90

B cnydae cKaHMpoBaHMA HeKoppeKkTHoro QR-Koaa Ha
aKpaHe MY oTobpa3nTca CoOTBETCTBYIOLLEE YBEAOMIEHME
(PncyHok 91).

YctaHoBuTb no QR

Owwnbka 3arpysku

PncyHok 91

2.3.3. YcTaHoBKa ¢ nomouwbto MIT «Pannbi»

B OC ABpopa npeaycMoTpeHa BO3MOXHOCTb YCTaHOBKKM CTOpoHHero 10, KoTopas
OCYLLLeCTBAAETCA NOCPeACTBOM YCTaHOBOYHOro ¢paina B popmaTe .rpm.
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[ns yctaHoBKN MIT HeEOBX0AMMO BbINOSHUTL Cieaytolme AeNCTBUSA:

— OTKPbITb MM «®Daii/bl», KOCHYBLUMCb 3HAUYKa L) Ha DKpaHe MNPUNOKEHUI
(cm. PucyHok 1);
— BblOpaTb HeobxoaMmbin daln B PopmaTe .rpm KacaHMeEM COOTBETCTBYIOLLEN
CTPOKM.
MPUMEYAHMUE. YcTaHOBOUHbIN daln cneayeT npeaBapuTenibHO CKONMpoBaTb Ha MY
B nanky «Downloads» ¢ nomouwpto USB-Kabend, BbibpaB pexunm «lpoTOKoN nepenayn
mynbtumeama (MTP)» (cm. PucyHok 33);
— B  OTKPbIBWUEMCA OKHE  KOCHYTbCA  KHOMKM
«YcTaHOBUTbLY» (PUcyHOK 92).
e B 3aBMCMMOCTM OT NOAMNUCK UCTOYHMKA (nn. 4.4.1.3)
+ aAMUHNCTPATOPY MOTYT BbITb AOCTYMHbI:
Yetanosus — MPOCMOTP  YBEAOMJEHMA O  pe3y/bTaTaXx
OJ 3 9| yCTaHOBKM noanuncaHHoro M (nn. 2.3.3.1);
— BO3MOXHOCTb [006aBNEHNA UCTOYHMKA B CMMCOK

ru.auroraos.DocumentScanner

Document Scanner

[oKyMeHTbI Barpysku Hepasxue

D . “’*"‘"“. [oBepeHHbIx (nn. 2.3.3.2);
° ® — BO3MOXHOCTb YCTaHOBKM HenognucaHHoro MII
7289-C6EF @ (nn. 2.3.3.3).

45,1 MB 3ansTO 3,6 I'b ceoboaHo

HepasHue daiinbi

ru.auroraos.Do...signed (1).rpm
18 pekabps 2025 11:569 1,8 MB

@{‘ CHumMok_3kpaH...1218_002.png
18 pekabps 2025 11:51 1,0 MB

@ aurora-conten...mp.noarch.rpm
18 pekabps 2025 11:23 2,8 MB

PucyHok 92


https://confluence.omprussia.ru/x/sw9EDQ
https://confluence.omprussia.ru/x/sw9EDQ
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2.3.3.1. YcTtaHoBKa noanmncaHHoro Mrl

[P e y B pe3synbrate yCTaHOBKM noanucaHHoro MII
oTOobpa3nTCs:
o 2 e > B — cooTBeTCTBYtOlIee yBegomaeHne (PrucyHok 93) Ha
OTCOPTMPOBAHO MO AaTe U3MEHEHUs 3K pa He My
7
@ ru.auroraos.Do...signed (1).rpm — 3HA4YO0K YCTaHOB/IEHHOTO M Ha 3 KpaHe
18 pekabps 2025 11:59 1,8 MB o
NPUNOXKEHUN.
@ aurora-conten...mp.noarch.rom
18 pekabps 2025 11:23 2,8 MB
PucyHok 93
2.3.3.2. YcTtaHoBKa Ml n nobaBneHme NCTOYHMKA B CMIUCOK AOBEPEHHbIX
MNepen YCTaHOBKOM MT HeobxoaMmo
Bbl yBepeHbl, 4To X0TMTE A06aBHTH npeaBapuTenbHo  A00aBUTb  MCTOYHMK B CMMCOK
CepTVId)MKaT AaHHOro NCTOMHWUKa B
CMMCOK [J0BEPEHHBIX? AJOBEepPEeHHbIX, KOCHYBWWCb KHOMKK <<,£|,O6aBl/ITb» B
Mpu Ao6aBneHuM ceprugukara OTKpbiBWEMCA  OKHe  (PucyHOK 94) nmbo  KHOMKK

dev.rustore.ru B CN1CoOK AOBEPEHHbIX
VUCTOYHUKOB BCE MPUMIOXEHUS,
MOAMMUCaHHbIE AaHHBIM UCTOYHUKOM,
6ynyT ycTaHaBnuBaTbcs 6e3
[LONONHUTENBHOTO 3anpoca Ha
NOATBEPXAEHUE YCTaHOBKM.

KeyID:
d3b57e525bf0ec890cfb13707c5b1768c097023
cab26fb595ca1170740a14b27

X OTMeHuTb \V/ [o6asutb

PucyHok 94

«OTMEHWUTb» ANA BO3BpaTa K CAWMCKY YCTAHOBOYHbIX
dannos.
Mocne  O06aBNEHMA  UCTOYHMKA B CMMUCOK

[LOBEPEHHbIX OH 0TOBPa3UTCA Ha CTPaHULe « [JoBEpPeHHbIX
MCTOYHMKM»  (Nn.4.4.1.3.2), npn  HeobxoAMMOCTU
MCTOYHUK MOXKHO VYA3anuUTb M3 CAUCKA [A0BEPEHHbIX
(nn. 4.4.1.3.3).


https://confluence.omprussia.ru/x/iKaIDQ

2.3.3.3. YcTaHOBKa

YcTaHoBKa NPUNOXeHUs!
HEBO3MOXHa.

YcTaHoBKa NpunoxeHuin 6e3 nognucu
MCTOYHMKa 3anpelueHa. [ng
pa3pelueHuns yCTaHOBKM HeOBX0AUMO
aKTUBMPOBATb COOTBETCTBYIOLLMIA
nepeksoYaTesnb B NyHKTE MEHIO
"ICTOMHUKM NPUNOXEHUI" CUCTEMHbIX
HacTpoek.

MepeiiTn B HacTpoiiku
Xopoluo
/289-CBEF [

45,1 MB 3aHATO 3,6 6 ceoboaHo

HepasHue daiinbi

.= CHumoK_3kpaH...1218_003.png
& 18 pekabps 2025 12:03 0,5 MB

ru.auroraos.Do...signed (1).rpm
18 pekabps 2025 11:59 1,8 MB

CHumok_3kpaH...1218_002.png
18 nexabps 2025 11:51 1,0 MB

PucyHok 95
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HenognucaHHoro Mrl

BHUMAHMUE! lMepesn ycTtaHOBKOM HenoAmnMCaHHOrO
MM HeobxoAMMO NpeaBapUTENIbHO  aKTMBMPOBATbL
nepekatovaTensd «Pa3pewnTb YCTAHOBKY MNPUIOKEHUN
6e3 nognucn nctodHmka» (nn. 4.4.1.3.1).

[ns ycTtaHoBKM HenoanuncaHHoro Ml Heobxoamnmo B
OTKPbIBLUEMCA OKHE KOCHYTbCA KHOMKK «[llepentn B

Hactpoikum» (PUcyHOK 95) nnBO  KOCHYTbCS  KHOMKM
«Xopolwo» A8 BO3BpaTa K CAWCKY YCTAHOBOYHbIX
dannos.

B pe3ysbTaTe yCTaHOBKM HenoAnucaHHoro MI1
oTObpa3mnTCs:

— COOTBETCTBYHOLLEE
(cm. PucyHok 93) Ha akpaHe MY,

— 3HAYOK  ycTaHoBneHHOro MIT  Ha
NPUNOKEHUN.

yBegoMeHNe

JKpaHe

2.3.4. YnaneHue ctopoHHero Mr1

[Ons ynaneHns paHee ycTaHoBNeHHOro Ha MY ctopoHHero MIT Heobxoanmo
BbINOJIHWTb C/ieayrolmMe AeNCTBUA:
— OTKPbITb IKPaH NPUAOKEHNIM, NpoBeaA No JloMallHEMY 3KPaHY CHU3Y BBEPX;

— KOCHYTbCA 1 yaepxmnBaTb 3Ha4OoK MI1 A0 NoAB/IEHMNA 3HAYKA ® (PucyHoK 96);

— KOCHYTbCA 3Ha4Ka ®
MPUMEYAHUE. B npouecce yaaneHma oTobpasuTca TalMep OTMEHbl AeMNCTBUS,
KacaHWe KOTOpOro No3BoAeT OCTAaHOBUTbL NpoLecc yaaneHusa (PucyHok 97).
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Yacel Kanbkynatop Moropa XKypHan {achl KanbkynsTop Moroaa XypHan

o ]
Terminal ~ CkaHep nokyn Terminal
Q Mownck npunoxexui Q Mownck npunoxeHuit
PucyHok 96 PucyHok 97

2.4. TOHKaA HacTPOMKa

BHUMAHMUE! AopmunHuctpaTopy Heobxoammo mncnons3osatb MI «Terminal» Tonbko
ANA OCYWECTBNEHUA AEUCTBUIA NO TOHKOM HacTpoike MY B COOTBETCTBMM C HACTOALLMM
noKkymeHTOoM. Micnonb3oBaHne MM «Terminal» gna apyrnx uenen 3AMPELLIAETCA.

TOHKas HaCTpoMKa npeaHasHayeHa [A1A BbINOJHEHMA CEePBUCHbIX onepauui,
HeAOCTYNHbIX M3 rpaduyeckoro uHTepdeiica (Hanpumep, HACTPOMKa npas AOCTyna,
ncnpasaeHme KOHPUrypaunmoHHbix Gpannos u 1.4.).

MM «Terminal» aBnsaeTcA MHCTPYMEHTOM NpeAoCcTaBAeHNs A0CTyna K KOMaHAHOM
CTPOKe, rae MMeroTCs CaeaytoLine BO3MOXKHOCTHU:

— BbIBO/, MOTOKA [AA@HHbIX, @ TaK¥e ANArHOCTUYECKUX U OTNAZA0UYHbIX COOOLWEHNN B
TEKCTOBOM BUAE;

— BbIMOJIHEHNE CEPBMUCHbIX AEMNCTBUIM KU Honee TOHKOM HacTponku MY (B T.u. C
MCNO/NIb30BaHMEM MpaB Cynepnosib3oBaTens).



| AOMUHUCTPUPOBaHNE

O TepmuHan

........

Maponb Ans goctyna K Cynepnons3osaTento

CreHepupoBaTh CoxpaHuTb

O lWudposaHue oTHETOB

OuucTka NonNb3oBaTeNbCKUX AaHHbIX
YKaxme, Kakue nanku nonb3osarens 6y£lyT
nepuoanYecky O4MULLaTLCS, U 3adanTe
WHTEepBan O4UCTKU

Cnuncok paspeLuéHHbIX MPUNOXEeHUI
Bbi6epuTe NnpunoxeHus, kotopbie yayT
AOCTYMHbI BCEM M0/b30BATENSM

ABTO3anycK NPUIOXeHUM

Bbi6epuTe, Kakme NpunoXeHus AOMKHbI
3anyckaTbCs aBTOMaTU4eCcKu Npu Kaxxaom
BXoAe nonb3oBaTens B CUCTEMY

PucyHok 98

| AOMUHUCTPUPOBaHNE

®@ Tepmunan

.....| ©

Maponb gnsg gocTyna K cyneprnonb3oBaTesnio

CreHepupoBaTh CoxpaHuTb

O lWudposaHue oTyETOB

OyuncTKa NoNb30BaTENbCKUX AaHHbIX
YKaxure, Kakvie nanku nonbaosarens 6yayT
NepuoanNYecKm O4ULLATbLCS, U 3afaiTe
WHTEpBan O4UCTKU

e LY

1/2/3[4|5|6|7|8|9]0|Ne

PncyHok 99

54
AIAMI.10034-02 91 01

MPUMEYAHUE. Mo ymonuaHmto MM «Terminal» He
oTobpaXKaeTcs Ha IKpaHe NPUNOKEHNM (CM. PUcyHOK 1).

Ons  poctyna K MM «Terminal» Heobxoammo
BbIMONIHUTbL CAeaytolline AeNCTBMA:

— OTKPbITb MEHIO CMCTEMHbIX HACTPOeK KacaHWem

3Ha4kKa @ Ha JKpaHe nNpuaoxKeHuin (cm. PrucyHok 1);
— KOCHYTbCA MyHKTa MeHIo

«AOMUHUCTPUPOBAHMEY & B noapaszaene «Cucrtema;

—Ha  OTKPpbIBWENCA  CTpaHMUe  aKTMBMPOBATb
nepek/todaTens «TepMmmnHan» (PucyHok 98) ana
oTobparkeHna Ml Ha DKpaHe NPUNOKEHN;

— KOCHYTbCA N0OAA BBOAA M BBECTU KENAeMbI Napob
nmbo KHoMkK «CreHepupoBaTb» ANA MNOAYYEeHUA Napons,
CreHepupPoOBaAHHOIO CAyYalHbIM 0OpPa3om, KOTOpbIM B
nanbHenwem byaeT MCNoNb30BaTbCA A8 NOAYYEHMA NPaB
cynepnonb3oBaTens.

NMPUMEYAHUE. HeobxoaMmMo 3anOMHUTL 3a4aHHbIN
nNaponb;

— KOCHYTbCA KHOMKK «CoxpaHuTb» (PucyHok 99);

— NoATBEPANTb AENCTBME BBOAOM TEKYLLErO Napons.

NMPUMEYAHUE. M «TerminaI»BAocwnHo TOJIbKO
aAMUHUCTPATOPY.

2.4.1. Hactponka nHtepdeinca Ml «Terminal»

Nns pabotel ¢ MM «Terminal» ero HeobxoAMMO 3amnyCTUTb, MNPOBEAs MO IKPaHY

CHM3Y BBEPX, M Ha IKpaHe NPUNOKEHNIN KOCHYTbCA 3HAYKa Q (cm. PucyHok 1).
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Mpwn nepsom 3anycke M «Terminal» HeobX0AMMO 03HAKOMUTLCA C MHPOPMaLMEN

M KOCHYTbCA KHOMKK « OK» (PrcyHok 100).

B wuHTepdence MIT «Terminal» HeobxoAMMO KOCHYTbCA 3HaYKa

Ans

OTOOPaXKEHMA MEHIO C HacTpoMKaMu WMHTepdeica, B KOTOPOM AOCTYMHbl CAeaytolime

BO3MOXKHOCTM (PrcyHok 101):
— KOMMpPOBaHMe UM BCTaBKa GparMeHTOB TEKCTa;
— nouck URL-ccblnok;
— yBeAMYEeHME U yMeHbLUeHMe pa3mepa WwpndTa;
— BbIDOP OpMEHTALMM OKHa;
— BbIOOpP AENCTBMA NPU KAaCaHMM IKPAHA;
— BbIOOp cnocoba oTobparkeHMA KNaBMaTypbl;
— CO34aHMe HOBOro OKHa;
— BbIOOP pacCKMaAKM KNaBmaTypbl;
— npocmoTp nHPopmaummn o MM «Terminal»;
— YCTaHOBKA BPEMEHMW 3aJePKKM KNaBMaTypbl.
NMPUMEYAHUE. BbinonHeHMe AaHHbIX AENCTBUIA OCYLECTBAAETCS
KacaHWsA COOTBETCTBYIOLLMX KHOMOK.

0O6Hapyerkbie URL-
CChINKK

Pasmep wpudTa

+ =

MonoxeHue okHa

AuarHocTuHecknit
P

Fingerterm 1.8.0

ApTop: Heikki Holstila <

MW NS HACTPONKK NapameTpos

ig/FingerTerm/ NoseneHrie
KNaBUATYPbI
Besasux

AL Crpue

Ha Mepemect
3aAHWA uTh
0 OKHa: AnaH
TepMuHana:

Hogoe okHo

Packnagka
KNABUATYPR

Wrdopmauua

3anepwka
KNaBuaTypbi
4000 ms

PucyHok 100 PucyHok 101

nocpeacrtsom
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2.4.2. llonyyeHme npaB cynepnosib3oBaTena

[paBa cynepnonb3oBaTe s NpeaoCcTaBAAT
aAMWHUCTPaTOpPY BO3MOXHOCTb paboTaTb B
NPUBUNETMPOBAHHOM pPEXMME W  BbINOAHATL Nt0Dble
onepauun 8 OC ABpopa.

ana nosly4eHmA npas cynepnoab3oBaTens
Heobxo4MMo BbIMO/HUTb cnepyoume nencTeuna
(PucyHok 102):

— OTKpbITb MIM «Terminal» Q (cm. PucyHok 1);
— B MI1 BbIMONHUTbL KOMaHAY:

devel-su

— yKa3aTb 3a/laHHbIN paHee naposb
cynepnosnb3oBaTens, B pe3ynbTaTte OyaeT BbINOAHEH
nepexo B peXunm cynepnosib3osaTens.

iy

ctrl alt -

PucyHok 102

2.5. NoppepxKa pexnma paboTbl KMOCKa

2.5.1. CnuncoK pa3spelueHHbix M1

Nna Bbibopa MM, KoTopble ByayT AOCTYMHbI NOA, KOHKPETHOW YY4eTHOW 3anuchblo,
HeobXxoAMMO BbINOAHUTb CAeaytoLLMe AeNCTBUA:

— OTKPbITb  MEHIK CUCTEMHbIX HACTPOEK KacaHMem 3HauyKa @ Ha 3JKpaHe
NPUNOXKEHUM (cMm. PucyHok 1);

— KOCHYTbCA NMYHKTa MeHI0 « AAMUHUCTPUPOBAHMEY & B noapasaene «Cucremay;

— Ha OTKPbIBLWIENCA CTPaHULE KOCHYTbCA MyHKTa «CnMCOK  pa3pelleHHbIX
NPUNOXKEHU» (cM. PucyHOK 98) ans oTobparKeHWsa CnmcKka C YyY4eTHbIMU 3anucamm U
cTaTycamu 6enoro cnmcka.

MPUMEYAHMUE. Mo ymonyaHuto 6enblii CNUCOK BbIKAOYEH;

— KOCHYTbCS MYHKTa C HEOHX0AMMOM y4eTHOM 3anmcbio (PrucyHok 103);

— Ha cTpaHuLe «[ma y4eTHOM 3anncuK]» akTMBUPOBATL NepekatodaTeNb « BKAUYUTL
6enbit cnncok» (PucyHok 104) ana otobparkeHus cnucka MIT;
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Cnncok pas3peLléHHbIX MPUITOXEHWUIA | Monb3oBatenb 1
Pa3zpelueHHbix npunoxennin: 0
Bnapeneu yctpoiicTea
Benbiit cnucok: BeikoyeH O BkntounTb 6enblit CrMcok
Yepes 6enbiit CNIMCOK MOXHO HACTPOUTL
MonbaosaTtens 1 nepeyeHb paspeLleHHbIX 415 Nosb3oBaTens

5 NPUNOXeHWIA
Benbiit cnucok: BoiknoueH i

Monb3osatens 2
Benbiit cnucok: Beiknoyex

Monb3osatens 3
Benbiit cnucok: BeiknioyeH

PucyHok 103 PucyHok 104

— B OTKpbiBWeEMcA cnucke MI  BblbpaTb Heobxoaumble MIT  KacaHuem
COOTBETCTBYHOLWMX NepekatodaTenein nmbo sbibpaTb Bce MIT KacaHMeM KHOMKM «Pa3pelnTb
Bce» (PucyHok 105), B pe3ynbrtate o0T0OPA3UTCA COOTBETCTBYHOLIEE YyBeAOM/IEHUe
(PrcyHok 106) 1 Ha cTpaHuue «CnmMcoK paspeLleHHbIX NPUAOKEHUN» cTaTyc 6enoro cnucka
Y YYETHOM 3anNnCh U3MEHUTCA Ha «[KoanmyecTBO] NpuaoxKeHnin» ¢ otobpakeHmem 3Ha4yKkoB
pa3peweHHbIx M (PrucyHok 108).



I Monbsosatens 1
Pa3peLieHHbIX NpUnoXxeHuii: 4

@ BkniounTs 6enbiii cnMcok
Yepea 6enblit CMMCOK MOXHO HACTPOUTb
nepeYeHb paspelleHHbIX Ana nonb3osarens
NPUNOXEHWIA

PaspelunTb BCE 3anpeTuTtb BCe

TenedoH

CoobuieHus
Bpaysep
@ Kamepa
@ KoHTakTbI
lanepes

HacTtpoiku
Momowp
O Daiinbl

P vonoiinae

Q) O} @) ©

@@

PucyHok 105

I Monbsosatens 1
Pa3peLeHHbIX NpUnoxexuii: 4

@ BknounTb Genbiii cnncok
Yepea 6enblit CMMCOK MOXHO HACTPOUTb
nepeyeHb paspeLueHHbIX Ans nonb3osarens
NPUNOXEHWIA

PaspelumnTb Bce 3anpeTuTtb BCe

TenedoH

CoobuieHus
Bpaysep
@ Kamepa
E] KoHTakTbI
lanepes

HacTtpoitku

Momolp

D oe
Bce NpunoxeHus 3anpeLueHsl
I . Vanounans

Q@ © ©

@ @

PucyHok 107
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| Monbsosatens 1
PaspeLueHHbix npunoxexuii: 20

@ BxniounTs 6enbiii cnncok
Yepea 6enbiii CUCOK MOXHO HACTPOUTD
nepeyeHb paspeLueHHbIX Ana nonb3osarens
NPUNOXEHWIA

PaspewwuTb BCE 3anpeTuTb BCE

TenedoH

CoobueHus
Bpaysep
@ Kamepa
KoHTakTbI
lanepes

Hactpoiiku
MomoLb
D [oF

Bce Npunoxenms paspeLueHb

My o |

PucyHok 106

Ona 3anpeta Ha wucnonb3oBaHne MI ons y4yeTHOM
3anmMcn  HeobxoAMMO Ha CcTpaHuue «[Mms  y4yeTHOM
3aMMcu]»  KOCHYTbCA  KHOMKWM  «3anpeTtuTb BCE», B
pe3ynbTaTe 0TOHPA3NTCA COOTBETCTBYHOLLEE YBEAOMAEHME
(PncyHok 107).
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2.5.2. KonupoBaHue nointnkm paboTtbl ¢ M

MPUMEYAHUE. OyHKUMA KONMPOBAHMA NOAUTUKM paboTbl ¢ MIT TakKe A0CTynHa
NNs aBToOMaTh4eckoro 3anycka MI (n. 2.5.3).

[lna Toro, 4Tobbl CKONMPOBATbL NONUTMKY OAHOM YYETHOM 3aNUCKU U NPUMEHUTL ee K
NPYTUM YYETHbIM 3aMMcAM, HEODBXOAMMO BbINOAHUTL CeaytolLmne AeNCTBUA:

— Ha cTpaHuue «CnMcoK pa3pelleHHbIX MPUAOXKEHUI» KOCHYTbCA 3HauYKa Ia
(PucyHok 108), B pe3ynbTaTe MNoOAMTMKA OyaeT ckonupoBaHa W oTObpasuTcA
cooTBeTCTBYlOLEee yBegomaeHmne (PucyHok 109);

| Cnncok paspeLlEHHbIX MPUNOXEHU | Cnuncok paspeLlEHHbIX MPUNOXEHWIA
Bnapeneu yctpoiictea Bnapeneu yctpoiictBa O
Benbiit cnucok: BeiktoyeH Benbiit cnucok: BolkioueH
Monb3oBatesns 1 % Monb3oBatens 1 [Q{—_L]
Bensiit cnncok: 11 npunoxeHui Benblit cnncok: 11 NpunoXxeHuit
SO0 BEO000 Llelzjolala]olm]s]m)
Monb3osaTtens 2 Monb3osatens 2
Benbiit cnucok: BeiknoyeH Benbiit cnncok: BeikioyeH
Monb3osatens 3 Monb3sosatens 3
Benbiit cnucok: Beiknioyex Benbiit cnucok: Beikniouer
Monutuka CKonupoeaHa
\V4 X
MpumeHUTh OTMEHUTb
PucyHok 108 PucyHok 109

— BblOpaTb HeobXOAMMble  yYeTHble 3amnMcKM  KacaHMeM  COOTBETCTBYHOLLMX
nepekntoyatenen (PucyHok 110);

— KOCHYTbCS KHOMKM «MpumeHnTb» (PrcyHok 110) ans npuMeHeHns NoaAnTUKM 1nbo
KHOMKN « OTMEHWUTb» A1 OTMEHbI ONepaLnm, B pesyabTaTte 0TobpasnTca COOTBETCTBYOLLEE
yBegomneHue (PucyHok 111), 1 y y4eTHbIX 3anuncei ctatyc 6enoro cnmcka M3MeHMUTCA Ha
«[Konunyectso] npunoxkeHmin» (PrucyHok 111).
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Cnncok pas3peLléHHbIX MPUITOXEHWUIA | T

Bnapeneu yctpoiicTea

Benbiit cnucok: Beiknoyex O Bnapeneu, ycTpoiicTea
Benbiit cnucok: BeiknioueH

Monb3sosatens 1 %

Benbiit cnucok: 11 NpuaoKeHwi EOJ’I?SOBaTeﬂb 1 y %

enbiii crncok: 11 npunoxexni

S00EeE BEO00 o

Monb3osatens 2

Beneiit cnucok: Boiknoyex O Monb3oBaTens 2
Beneiit cnucok: Beiknioyer

Monbaosatens 3

Benbiit cnucok: BoiknioueH ° Monb3osatenb 3 Eﬁ
Benbliit cnucok: 11 npunoxeHui
S00eaB®000

MonuTuka ckonuposaHa =
lonuTUKa NpUMeHeHa
MpuMeHnTL OTMeHUTbL
PucyHok 110 PucyHok 111

2.5.3. ABTOMaTmyeckmin 3anyck MIT

[Ona BKNOYEHMA aBTOMATMYECKOro 3anycka MI1 npu Kaxaom BKAtoYeHUM MY
HeobxoAMMO BbIMOMHWUTL Caeaytolme AeNCTBUA:

— OTKPbITb  MEHIO CUCTEMHbIX HACTPOEK KacaHMem 3HauyKa @ Ha JKpaHe
NPUNOXKEHUM (cM. PucyHoK 1);

— KOCHYTbCA MYHKTa MEHI0 «AAMUHUCTPUPOBAHMEY & B nogpasaene «Cucreman;

— Ha OTKPbIBLWENCA CTPAHMLE KOCHYTbCA MyHKTa MEHI0 «ABTO3aMyCK MPUIOKEHUIN»
(cm. PucyHOK 98) ans oToOpaskeHWAa CMNMCKa C  YYETHbIMKM  3aMUCAMM M CTaTyCOM
aBTOMATMYeCKOoro 3anycka MrT.

NPUMEYAHMUE. Mo ymonyaHmio aBToMaTUYeCKMI 3anyck MIT BbIKOYEH;

— KOCHYTbCS MYHKTa C HEOHXOAMMOM y4eTHOM 3anmcbio (PrucyHok 112);

— Ha CTpaHuLe «[MImA y4eTHOW 3aNncK]» akTUBMPOBATb Nepek/toYaTeNb « BKAYNTb
aBTO3anyck» (PucyHoK 113) ans otobpaxeHuma cnncka MI;

— B OTKPbIBLIEMCA CMMCKe BbIbpaTb Heobxoanmble MIT KacaHMEM COOTBETCTBYHOLLMX
nepekntoyatenen (PucyHok 114), B pe3ysibTaTe Ha CTpaHULE «ABTO3amnyCcK MPUIOKEHUAY
CTaTyC aBTOMaTM4yecKoro 3anycka MI mameHnTCcA Ha «[KonmyecTtBo] MPUAONKEHMI» C
oTobparkeHnem 3HauYKkoB AaHHbIX M (PucyHok 115).
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ABTO3anyck NPUNOXEHU | [Monb3oBaTens 1

MpunoxeHuii B aBTo3anycke: O
Bnapgeneu ycTpoicTea
AsTo3sanyck: BeiknioueH O BkniounTb aBTO3anyck

MpunoxeHus 6ypyT aBToMaTU4eCcKu

Monb3oBaTtens 1 3anycKaThbCsi NPy 3arpy3ke onepaLuoHHoM
AsTo3anyck: BoiknioueH cucTembl
Monbsosatens 2

AsTosanyck: Beiknoven

Monb3osatens 3
AsTosanyck: BeiknioueH

PucyHok 112 PucyHok 113

[lna BbIKNOYEHMA aBTOMATMYecKoro 3anycka MI HeobxoaAMMO AeaKTMBMPOBATb
nepekntoYaTeb « BKAOUMTL aBTO3anyck» (PucyHok 114).

| Monb3oBatens 1 | ABTO3anycK NpUIOXEHU
lNpunoxeHwui B asTo3anycke: 4
Bnapeneu yctpoitctea
° BxkniounTb aBTO3anyCcK AgTosanyck: BeiknioyeH
MpunoxeHus 6yayT asToMaT4eckn
3anycKaTtbCsi Npu 3arpyake onepauuoHHoM MNonb3oBaTtens 1 %
cucTembl AETO3aI’1yCKZ 4 NPpUNOXEeHUs
Qaes
TenedoH

Monb3osaTtens 2
AsTo3anyck: Beikniouen

(=) coobuerms
Bpayaep
(@) Kavepa
KomTaKTbi
() renepes
(2] Hacrpoiiku
Momows
() vaitne

(C) Kanennaps

D MouTa
PucyHok 114 PucyHok 115

Monbsosatens 3
AsTosanyck: BoiknioueH

O O O O O O 66 6 6 0 O

MPUMEYAHUE. [na aBTOMATMYECKOro 3anycka TaKKe [0CTynHa QyHKUMA
KOMMPOBaHMA NOAUTUKM paboTbl ¢ MIT (cm. n. 2.5.2).



2.5.4. [loctyn K MT1

Bpayaep TpebyeT cneayowme

paspelueHusa Ha aocTyn:

BocnpowusseneHue v 3anvcb ayano
BocnpoussepeHme 1 3anuch ayauo, oTobpaxeHue
3N1EMEHTOB yNpaBneHus ayauo Ha dkpaHe
6NOKMPOBKU

© Treonokaums
Wcnonbaosatb reonokaumio ¢ BbICOKOW 1 HU3KOM
TOYHOCTBIO

(@ AHaHHble 06 ycTpoiicTee
W3eneub paHHble 06 3TOM ycTpoiicTee

o, 3arpysku

Wcnonbsoeatb 3arpyxeHHble dainbl

UHTepHeT

Wcnonbaosats noaknioyeHue k MHTepHeTy

Kamepa

Cuémka doTorpaduii v Buaeo

D‘P Meguadaiinbl

Cnucok $ainnos, XpaHALMXCA Ha YCTPOCTBe

D Manku nonb3oBarens
O6Luit ROCTYN K NONb30BATENBCKUM Nankam

[ Meyatb

O6HapyXuBaTb U UCNOMb3IOBATH AOCTYMHBIE NPUHTEPbI

OTMeHUTb PaspewuTb

- ) TS Sl

PucyHok 116

MpunoxeHus

BbibepuTe npunoxeHue, paspeLueHus
KOTOporo 6yayT NPUHATBLI ANS BCEX
nonb3oBaTenei yCTPOCTBa, aKTUBHBIX B
[AaHHbIi MOMEHT. B 9TOM Cny4ae npunoxeHue
6ynet oTMeyeHo Kak «IpuHATO».
MpunoxeHus, paspeLleHns KOTOPbIX MPUHATbI
He [N151 BCeX aKTUBHbIX B AaHHbIA MOMEHT
nonb3oearenen, 6yayT oTMeyeHbl kak «He
NPUHATO».

MpuHsTL BCE paspelieHus

Mpocmotp PDF He npuHsaT
XKypHan He npuHsat
CoobuweHua MpuHaTo
lanepes He npuHat
Kanbkynstop He npuHsaT
Bpaysep He npunsaT
JokyMeHTbl He npuHaT
Yacbl He npuHaT

Moyta He npuHsaT

PucyHok 117
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Mpn nepBom 3anycke HekoTopbix MI1 oTobparkaeTca
OKHO C nepeyHem Tpebyemblx paspeleHnin Ha AOCTyn K
[aHHbIM NoNb30BaTeNs, XpaHALMmMcA Ha MYy
(PncyHok 116).

Ona npuHATMA paspeweHnin MIT ona Bcex akTMBHbIX
YYEeTHbIX 3anucei HeobxoAMMO BbIMOAHWUTL Caeaytolme
NencTens:

— OTKPbITb MEHIO CUCTEMHbIX HACTPOEeK KacaHMem

3Ha4kKa @ Ha JKpaHe nNpuaoxKeHuin (cm. PucyHok 1);

— KOCHYTbCA NyHKTa MEeH!0

«ALMUHNCTPUPOBAHMNEY & B nogpasaene «Cucreman;

— Ha OTKPbIBWEWNCA CTPaHWULE KOCHYTbCA MYyHKTa
«PaspelueHna npunoxeHun» ana oTtobparkeHua cnmucka
MIT;

— KOCHYTbCA nona ¢ Heobxoammbim MI co cTtaTycom
«He npuHato» (PucyHok 117);

— KOCHYTbCA KHOMKMU «lloatTBepamTb» ona
NOATBEPKAEHMA onepaummn 1Mbo KHOMKN « OTMEHUTbY» ANA
oTmeHbl  (PucyHok 118), B pe3ynbTaTe paspelleHus
naHHoro MM 6yayT NpuMHATBLI Y BCEX aKTMBHbIX YYETHbIX
3anmMcen 1 cTaTyc M3MEHUTCA Ha «TpUHATOY.

| OTMeHUTb MopTeepanTs |

Mpocmotp PDF

Hacroswwm geitctenem Bbl npuHuMaeTe
pa3speLleHus BbI6paHHOro NPUNoXeHus Ans
BCeX Mosib30BaTeNeit yCTPONCTBa, akKTUBHbIX B
[laHHbIi MOMEHT. OTMEHUTb U3MEHeHUs
MOXHO 6yAEeT, TONbKO yAanue BbibpaHHoe
npunoxexue. XoTute NpPoaoNXuTL?

PucyHok 118
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Ana npuHATMA paspeweHnin Bcex MI HeobxoAMMO BbIMONHWUTL Chaeaytouime
NENCTBUA:

— Ha cTpaHuue «[TpUNOXKEeHUA» KOCHYTbCA KHOMKKU «[1pUHATL BCe paspelleHuar»
(cm. PucyHok 117);

— KOCHYTbCA KHOMKK «[oATBEPANTLY ANA NOATBEPKAEHNA onepaunm AMbo KHOMKK
«OTMeHUTb» Ans oTmeHbl (PucyHok 119), B pesynbTate paspelleHuns Bcex MM byayt
NPUHATbI N CTATYC U3MeHNTCA Ha «[MpuHAaTo» (PrcyHok 120).

| OTMeHUTb MopTeepanTb | | Mpunoxexus

BbiGepuTe NpunoxeHue, paspeLueHus
Bcen punoXxeHus KOTOpOro 6yAyT NPUHATBLI ANS BCeX

nonb3oBaTenen YyCTPOMCTBa, aKTUBHbIX B
Bbl cobupaeTech NpefocTaBuTL BCeM [aHHbIi MOMEHT. B 3TOM cnyyae npunoxeHue
aKTVBHBIM MONb30BATENAM YCTPOMCTBA 6yaeT oTMEeYEHO KaK «TpUHSTON.
paapeuJeHmj ANS BCEX YCTAHOBNEHHbIX MpunoxeHus, paspeLLeHns KOTOPbIX MPUHATbI
npunoxeHuit. B 6yayuiem Bbl He cMoxeTe HE ANA BCEX aKTUBHbIX B JaHHbIA MOMEHT
OTO3BaTh paspeLeHus, Kpome Kak nyTem nonb3osaresnen, byayT oTMeyeHbl kak «He
YAANeHWUs NPUIOXEHUIA. Bbl yBEpeHbl, 4TO MPUHATO.
XOTUTE NPOAOAXUTL?

MpuHsATL BCe pa3peluexHuns

Mpocmotp PDF lMpuHsaTo
XypHan [MpuHato
CoobueHus MpuHaTto
lanepes [MpuHaTo
Kanbkynstop MpuHaTo
Bpaysep [lMpuHaTo
JokyMeHTbl [MpuHAaTO

Yacbl lNMpuHsaTo

MoyTa lMpuHsTO

PucyHok 119 PucyHok 120
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3. CPEACTBA PA3SPABOTHUKA

BHUMAHUE! 3anpeuwaetca akTmBauma pexnuma paspaboTtumka Ha MY,
byHKUMoHMpytoulem noa ynpasneHnem OC ABpopa B CepPTUPULIMPOBAHHOM BepcUM U
npeAHa3Ha4YeHHOM [A1Aa Wcnonb3oBaHMA B MC, aTTecToBaHHbIXx MO0 TpeboBaHMAM
obecneyeHma 6e30MacHOCTM B COOTBETCTBMM C 3aKOHOAATENbCTBOM Poccuiickom
denepaumn.

Pexxnm paspaboTynka nNpenocTaBadeT aAMUHUCTPATOPY AOCTYN K pacliMpeHHOMyY
bYHKUMOHANY HaCTPOEK.

BHUMAHMUE! Pexxnm pa3zpaboTyrka HEBO3MOXKHO OTKAOYMUTb NOCAE akTUBaLUMK. s
[eaKTMBaUMM pexrmma paspaboTtumka Heobxoammo cbpocnTb MY A0 3aBOACKMX HACTPOeEK
(cm. noapasgen 2.2).

3.1. AKTMBaUMA pexnma paspaboTtumka

MPUMEYAHMUE. Mepen akTMBauymern pexmnma paspabotynka Heobxoammo ybeamnTbes
B Ha/M4mMm Ha MY oocTyna K cetn MHTepHerT.

[Ons akTMBaUMM perknma pas3paboTumka HeobxoAMMOo BbINOAHUTL Ccaeaylolme
NencTBus:

— OTKPbITb  MEHK CUCTEMHbIX HACTPOEK KacaHMem 3HauyKa @ Ha 3JKpaHe
NPUNOXKEHUM (cM. PucyHok 1);

— KOCHYTbCA NyHKTa MeHto «CpeacTsa pa3paboTymka Co noapasaene «Cuctema;

— KOCHYTbCS nepektoyaTens «Pexum paspabotynka» (PucyHok 121);

— Ha OTKPbIBLIENCA CTPaHMLLE O3HAKOMUTLCA C «YCNOBMAMM pa3paboTymKa» U
KOCHYTbCA KHOMKWM «[MoATBEpANTbY ANS NOATBEPIKAEHNA aKTUBALMM pexmma pa3paboTymka
B0 KHOMKK « OTMEHUTL» A4 OTMEHbI onepaunmn (PucyHok 122);

— B C/ly4ae NPUHATUA YCIOBUIA NOATBEPANTL AENCTBUE BBOAOM TEKYLLETO NAPOS.
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| CpepncTBa paspaboTyvka | OTMEHUTL MoaTBepanTb
O Pexwm paspaboTumka Ycnosus paspa6OTqMKa
[ns akTMBaLuM pexuma paspaborymnka
HeOéXOﬂMMO NoAKMoYeHUe K cetTn O6paTMTe BHUMaHME: B pe)KMMe
paspaboTynKa AOCTYMHbI KOMMOHEHTbI, NPU
HenpaBWIbHOM UCMO/b30BaHUM KOTOPbIX
MOXET 6bITb OKOHYaTENIbHO NOBPEXAEHO
Balue ycTpoiicTBO M/Unm ero copepxumoe.
BkntoyeHne pexuma paspaboTumka MOXeT
NPUBECTU K aHHyNMpoBaHuio Balueit
rapaHTum.
MpUHATHE faHHbIX YCOBWIA NpefocTaBnseT
BO3MOXHOCTb UCMO/Nb30BaHWs PEXUMa
paspaboTuuka.
PucyHok 121 PucyHok 122

3.2. Cpencrea pa3paboTyumKa

CpeactBa paspabotumka OC — cneumanm3mpoBaHHble MHCTPYMEHTbI, PeCcypCbl M
NPOrpammHble KOMMOHEHTbI, NpeaocTasiaemble OC 4na Co34aHnA, OTNaLKN, TECTUPOBAHMA
n ontTumm3aumm MM, a Takke ana paboTbl ¢ BHYTPEHHUMU MexaHn3dmamm camont OC. OHu
npeaHa3sHa4vyeHbl ANA YNPOLLLEHNA B3aUMOAeNCTBMA Pa3paboTinMKoB C PYHKLIMOHANbHOCTbIO
CMCTEMbI, YNpaBNeHMA ee pecypcamm u obecneyeHWs COBMECTMMOCTM MPOrPaMMHOrO
obecneyeHms.

NMPUMEYAHUE. SSH-naposib ncnosb3yeTca ana noJsiy4eHmA npas
Cynepnosib3oBaTend.

[Onsa paboTbl co cpeacTBammn pa3paboTymka HEOOXOAMMO BbINONHUTL Caeaytolme
NEencTBus:

— aKTMBMPOBATb pexMm paspaboTtymka (cm. noapasaen 3.1);

— pa3spewnTb Bxod no SSH-napoato, KOCHYBLIMCL MNepekatodaTena «YaaneHHoe
coeamHeHue» (PucyHok 123) n noatTsepamns AeNCTBME BBOAOM TEKYLLETO NAPOs;

— KOCHYTbCA N0AA «HacTpouTb coeanHEHWE» ANA MPOCMOTPaA M peakTMpoBaHma |P-
aapeca WLAN n USB (PucyHok 124);

—3a4atb NMBO CreHepmpoBaTb MapOo/b, KOCHYBLIMCb «AAMWHUCTPUMPOBAHMEY,
nocsie Yero KOCHYTbCA KHOMKK «CoxpaHuTb» (cm. PucyHok 99) 1 noaTBepAMTb AENCTBUE
BBOZOM TEKYLLErO NaponAa.

MPUMEYAHMUE. Mone yctaHoBKM Napona ana SSH n goctyna otobparkaeTca TONbKO
nocne akTMBaLUMmM nepekatodaTena «YaaneHHoe coeguHeHne;



CpepcTea paspaboTynka

CeTeBble NOAKIIOYEHUS

@ VYnanénHoe coepuHeHue
PaspetwunTs Bxop Yepes SSH ¢ umeHem
nonbaoearens 'defaultuser’

Hactpoutb coeguHeHune @

[insi naMeHeHus Napons cynepronb3osaTens,
MCMoNb3yemoro Npyu noakniodeHun SSH,

nepeﬁnme B pasgen AOMUHWUCTPUPOBaHWE

WHCTpYMeHTbI

(O AsToMaTUyecKoe TeCTUpOBaHIe

nonb3oBaTeNbCcKoro uHTepdeica
Bo3aMoXHOCTb TecTUpoBaHus QML
WHTEpdENCoB. AKTUBALWA 3TOU GYHKLMK
BKNlovaeT nopt 8888 6e3 ayTeHTUdUKALMUU.
[ocTynHa ToNbKO OTNaaKa NPUNOXeHUN,
3anyweHHbIX B necodHuue (sailjail)

O COXpaHSlTb 0oTnagoYHbie CUMBObI
B AOMaLUHIOK nanky

O BkniounTb BanMpaumio nakeTos

PucyHok 123

| WHCTPYMEHTbI

O ABTOMaTUYECKOE TECTUPOBaHUE

nonb30BaTeNbCKOro MHTEpdeiica
Bo3amoxHoOCTb TecTupoBaHus QML
MHTEepdencoB. AKTUBALWA 3TON GYHKLUK
BKAo4aeT nopt 8888 6ea ayTeHTUdMKaLUN.
[ocTynHa ToNbKO OTNaaKa NPUNOXEHNH,
3anyLeHHbIX B necoyHuue (sailjail)

O CoxpaHsaTb 0TNafA0YHbIE CUMBOSbI
B AOMALUHIO nanky

O Bx/1iounTb BanMaaLmio NakeTos

O He BbiknioyaTh 3KpaH BO BpeMs
3apsiaKu
ﬂpenoTEpaLLlaTb BbIKNlOYeHne 3)(paHa, Korpa
NOAKNIOYEHO 3apsiaHoe yCTpOﬁCTBD

Mepesarpyautsb B fastboot

MHCTPYMEHTbI 0TOBpaxeHus

OTobpaxeHue YacToTbl KaapoB
OTKNoYeHO

(O OrtobpaxaTb kacaHus

PnucyHok 125
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I HacTtpoutb coeanHeHune

Cnocob nogknioyeHus

= 1921681.248
<

"l’ 192.168.2.15
IP-appec USB

PucyHok 124

— KOCHYTbCA COOTBETCTBYIOLLMX MeEpeKatoyaTesien B
nogpasaene «VIHCTPYMEHTbI» ana BbIMNO/HEHUA
cneayowmx aenctesmin (PucyHok 125):

® BK/OYMTb /MO0  OTKAOYUTL aBTOMATMYecKoe
TecTMpOBaHMe NOb30BaTENbCKOro NHTepdelica.

MPUMEYAHUE. AKTuBaumMa GYHKLMKW BKAOYAET NOPT
888 0e3 ayTeHTUOMKaumn. byaeT AocTynHa OTAaAKa
MPUNOXKEHM, 3aMYLLEHHbIX B MECOYHULLEY;

® BK/IOUYMTb MO0 OTKAOYNUTH
OT/N1aA04HbIX CMMBO/IOB B AOMALUHEN Namnke;
® BK/IHOYNTb MO0 OTKAOYUTL BaZINAAUMIO NAKETOB.

COXpaHeHune
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NMPUMEYAHUE. [nsa nposepkn RPM-maketoB MI1 uncnonb3yerca BaanaaTop,
NPOBEPAOWMIA  YCTAHOBOYHbIE MaKeTbl Ha MNpeameT COOTBETCTBMA TpeboBaHMAM,
YKa3aHHbIM Ha Beb-calTe:
https://developer.auroraos.ru/doc/software_development/guidelines/rpom_requirements.
Basnmpatop 3anyckaeTcA aBTOMaTUYecKM npu yctaHoBke RPM-naketos, npu stom RPM-
MnakeTbl, He npolwealwe BaAMAALUMIO, He MOryT OblTb YyCTaHOBAEHbl Ha MY,
byHKUMOHMpYtoLem noa ynpasneHmem OC ABpopa;

® BK/ILOYUTb /IMOO  OTK/IHOUMTb BbIKAOYEHME 3KpaHa, Korda MOAKAYEHO
3apAfHOe YCTPOMNCTBO;

— nepesarpyantb MY ans nepexoda B pexum fastboot, KOCHyBWWCb KHOMKK
«Mepesarpy3nTb B fastboot» (cm. PucyHOK 125), 1 Ha OTKPbIBLLENCA CTPAHMULIE KOCHYTbCA
KHOMKM «[oATBepAnTb» ANA NOATBEPKAEHUSA onepaumm AMbo KHOMKM «OTMEHUTbY ANS
OTMeHb! (PucyHoK 126);

— HACTPOUTb MHCTPYMEHTbI 0TOBPaXKeHMA, BbINOAHMB Caeaytollme AeNCTBUA:

® HACTPOUTb OTOOpaXKeHMe 4acToTbl KagpoB, 3anyleHHbIXx MM, KOCHYBLUMCH
nona «OTobpaxKeHne 4acToTbl KaApPOB» N HA OTKPbIBLUENCA CTPaHMLE KOCHYTbCA MyHKTa
«MpocTtoe» nnbo «MoapobHoe», NMOBO KOCHYTbCA Nons «OTKAOYEHO» ANA OTKAHOYEHUS
ANarHocTukm (PucyHok 127);

® BKOUYNTb MO0 OTKAOUYMTL OTODParKeHMe KacaHua (cm. PucyHok 125);

| OTMeHUTL MoaTBepanTb | OT06paxeHne 4acToTbl KagpoB
MepesarpysuTb YCTPOUCTBO OTK/IoYeHo

?
B pexum fastboot? MpocToe

YcrpoicTeo Byaer HeMeaneHHo nepeaarpyXeHo.
310 0O3Ha4aeT, YTO BCe OTKPbITbie CeaHCbl U nOAp06Hoe
BpPEeMeHHbIe AaHHble ByayT NoTepsiHbI.

MpoCToM - TONbKO KOMMO3UTOP
Moapo6HbIi - TONbKO KOMNO3UTOP
MpocToit - TONbKO NPUNOXEHNS

Moapo6HbIi - TONbKO NPUIOXKEHUS

PucyHoK 126 PucyHok 127


https://developer.auroraos.ru/doc/software_development/guidelines/rpm_requirements

OT06paxeHne 4acToTbl KaApoB
OTKno4eHo

(O Otobpaxatb kacaHus

(O nMokasaTtb 06nacTb BbIpe3a

) '31:‘;)"3?1 nonynpospayHbin

BapuaHTbl Boipesa

Papuyc BepxHux yrnos

YcraHoeka 10

(O PaspewmTb TUXYIO YCTaHOBKY

BKAiounTh TUXYIO YCTaHOBKY nakeTtos u3 SDK

PucyHok 128
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® HacTpouTb 06nacTb Bbipe3a (PucyHoK 128):

& BKOUYUTb NMOO BbIKIOYUTL OTODpParKeHue
obnacTu BbIpe3a;

¢ BKIOYMTb MO0 BbIKAOYMTL OTODpaxKeHmne
BbIPE30B NOAYNPO3PaAYHbIMU;

# KOCHYTbCS nona «BapuaHTbl Bbipe3a» MU
BbIOpaTb MECTOMOIOKEHNE N BUJ, BbIPE33;

# KOCHYTbCs Nnona «Pagnyc BEPXHUX YrioB» U
HAaCTPOUTb PAa3MepP CKPYIAeHMA BEPXHUX YIN0B IKpPaHa;

4 KOCHYTbCS MOAA «Pagnyc HUMKHUX YII0B» U
HACTPOUTb Pa3Mep CKPYrAEHMA HUKHUX YI/TOB SKPaHa;

— pa3pewmntb AMbo 3anpeTuTb «TUXYH» YCTAHOBKY
naketoB 13  SDK, KOCHYBWWCb  nepeKatoyaTens
«PaspelwnTb  TUXyHD  YCTAHOBKY» B  noapasgene
«YctaHoBKa [MO» (PucyHoK 128) 1 noatsepauTs AecTBUE
BBOZOM TEKYLLLEro naposs.
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4. MEXAHU3MbI BE3OIMNACHOCTH

PeannsoBaHHble B OC ABpopa o¢yHKUMM 6e30MacHOCTM MOXHO HacTPOUTb C
MOMOLLLbIO COOTBETCTBYIOLWMX MHTEPDENCOB, ONMUCaHNE KOTOPbIX MPUBEAEHO B HACTOALLEM
pasaene.

4.1. Peructpaumsa cobbiTnin 6esonacHocT (ayauT)

4.1.1. CnuctemHoe }XypHanmpoBaHue
4.1.1.1. Obwan MHPopmaLms

CUCTEMHOE XYpPHaNMpoOBaHMeE — CePBUC AR PErUCTPALNM U XPaHEHUA MHGOPMaLMM
O BaKHbIX MPOrPaMMHbIX M annapaTHbIX CODLITUAX, a TaKKe UX JasbHellero aHaamsa B
C/ly4ae HeKOPPEKTHOM paboTbl CUCTEMBI.

OC ABpopa OCyLLECTBASET PerucTpaLmio U XpaHeHne cneaytolein nHbopmaumnn:

— coobLweHnn n3 cuctemHoro ypHana (journald) v agpa (kernel log);

— COODLLIEHNI, BbIBOAMMBIX MPOLLECCaMM CNY»KO Ha CTaHAapPTHble NMOTOKWM BbIBOAA
(stdout);

— oWwnbOoK (stderr).

MonyyeHHaa MHOOPMALMA MHAEKCUMPYETCA M XPaHUTCA B CUCTEMHOM KYpPHane,
KOTOPbIM HAXOAMTCA BO BPEMEHHOWN Nanke 1 noc/ie nepesarpyskn He CoxpaHaeTcs.

4.1.1.2. CoxpaHeHue cobbITUIN CUCTEMbI B MOCTOSHHYIO NamAaTe MY

[ns coxpaHeHWs coDObITUN CUCTEMbI BO BHYTPEHHIOK MOCTOAHHYO Namatb MY
HEeobX0AMMO BbIMONHUTL C/ieaytoLne AeNCTBUA:
— OTKPbITb M1 «Terminal» 1 BbINOAHUTL KOMaHAY:

vi /etc/systemd/journald.conf

— YCTAHOBWUTb NapameTpbl B c/ieaytoLme 3HaYeHNs:

Storage=persistent
SystemMaxUse=500M
RuntimeMaxUse=1M

— nepe3arpy3nTtb MY ana coxpaHeHns N3MEHEHUN.
[na BbIrpy3ku darna »KypHana HeobxoAMMO BbIMOAHUTL KOMaHAY:

journalctl -a > j.log

npu aTom notpebyeTcs co3aatb Gpain nora, KOTopbi ByaeT MMEeTb Ha3BaHWe: j.log W
coaeprKaTtb BCe COObITMA (-a = all). HazBaHMe npu HEOHXOAMMOCTN MOKHO M3MEHMUTD.
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4.1.2. Cepswuc sdjd
4.1.2.1. Obwan MHpopmaLms

[ns HageXHoro XxpaHeHMa Habopa coobLEHMN, OTHOCALLMXCA K CUCTEME 3aLUUTHI
MHGOPMaLMK, UCNONb3YETCA CEPBMC NO COOPY M perncTpaumm cobbiTnin besonacHoctm sdjd.
CepBUC cOXpaHAeT oTaesNbHble coobuleHns B dain /var/log/sdjd-v2.log, KoTopblit npwu
3aM0/IHEHUN [0 MaKCMManbHOro pasmepa (50 MB) nepesanucbiBaeT npeablaylimne
COObLLEHMA HOBbIMM.

Ona onpeaeneHns cobbiTUin  perucTpaumm cepsucom sdjd  mcnonb3yetcs
KOHPUTypauynoHHbI dain /etc/omp/sdjd.conf, B KOTOpom ¢ NOMOLLbIO pPeaakTMPOBaHMA
MOXHO 33/1aTb HEaKTya/ibHbIM COObITMAM cTaTyc false.

B OC ABpopa ¢ ncnosib3oBaHuem cepsuca sdjd permcTpmpytoTcs n 40AroBPEMEHHO
XpaHATCA cneaytoume Tmnbl CobbITUIM 6e30nacHOCTH:

— pe3ynbTaT NOMbITKM BXO4a B CUCTEMY;

— DNOKMPOBaAHME MHTEPAKTMBHOIO CeaHCa Kak Mo 3anpocy Noab30BaTens, Tak M no
MCTeYEeHMM YCTaHOBIEHHOIO Nepmnoaa HeaKTMBHOCTM NO/1b30BaATENS;

— O/10KMpOBaAHME [0CTyMa MOC/Ae YCTAaHOBNEHHOTO KO/IMYECTBA HeyCnelwHbIX
MOMbITOK BBOAA ayTEHTUPUKALMOHHON MHPopmaumm (nn. 4.2.2.1.1);

— NCTeYeHMe CPOKa AeNCTBMA NApPONs;

— CM€eHa Napons;

— 3anycK npoueaypbl 1 pesynbTaT KOHTPoAS LenoctHocTh (KL);

— NONYYEHME OTPULIATENBHOTO pe3yabTaTa NPOBEPKY;

— aBTOMaTu4eckasa 61okmposka MY,

— pe3yNbTaT NOMbITKM YCTAHOBKM, yaaneHuna namn obHosneHmna RPM-nakeTos;

— NOAKNOYEHME N OTKAOYEHNE BHELLIHUX HOCUTENEN MHGOPMaLMK;

— NepenoJiHeHMe KypHaia cobbiTnin HesonacHoCTYH;

— BK/IOYEHME, Nepe3arpysKka n BblkaoyveHne MY;

— nobaBneHme NpaBma ceTeBoro GUNLTPa;

— 3aMyCK, 3aBepLUeHne N U3MEHEHME KOHDUTYpaUMmM CyKObl ayamnTa;

— U3MEHEHMEe CUCTEMHOIO BPEMEHMU;

— HEeWTaTHOe 3aBepLUEHNE CUCTEMDI;

— NOMbITKM AO0CTYyNa K darnam, Haxo4AWMMCA B MPOLLeCCe perncTpaumnm;

— cOboM B MexaHM3me 1M301AUMM NPOoLECCoB;

— OWNOKM Banmaaumm RPM-nakeTos;

— CO3/aHue, NepPEeKNOYEHNE U YaalEHNE YYETHOM 3aNUCK NONb30BATENS;

— MHUUMANM3aUmMA 1 pesynbTaT NpoxoxaeHnsa 20A.

NMPUMEYAHUE. HaumHas c penmsa OC Aepopa 4.1.0 update 1, He npomcxoanT
perncTpmpauma cobbiTMA NPUBA3KN TOKEHOB K Y4eTHOW 3anmcn (MHnumanmsauma) (ID=47);

— cobbITUA aHTUBMpPYCA;

— cobbITnA [loBepeHHOM cpeabl MCNONHEHMA ABpopa (Mpu Hannumm);



71
AIAMI.10034-02 91 01

— 3anyck M1 «KypHan»;

— 0DHapy)KeHne HapyLeHMA UeNOCTHOCTN CTOPOHHMX Galinos;

— M3MeHEeHMe NapobHOM M NONb30BATE/IbCKOM NOIUTUK;

— BK/IHOYEHME peXMMa pa3paboTunKa;

— BK/IHOYEHME W BbIKNOYEHME YAANEHHOMO AOCTYNa;

— pa3pelleHmne 1 3anpet goctyna Kk MMM «Terminal».

NMPUMEYAHUE. T[MonHbiM cnncok cobbiTuii  6e30MacHOCTN,  PEerncTpupyemblx
CEPBUCOM sdjd B OC ABpopa, NOCTYNeH Ha Beb-calTe:
https://developer.auroraos.ru/doc/software_development/reference/sdjd/events.

Kaxkaoe cobbiTve CoaepKUT cneaytollyto MHGOopMaLmto:

— YHUKaNbHbIM MAeHTUPUKATOP CObbITUS;

— T1n cobbITus;

— BPEMA pPerncTpaLmm cobbitus;

— YPOBEHb Ba*KHOCTU COODLLEHNA;

— ONUMOHANbHbIM TEKCT cOObLLEHMA (MK NyCTasa CTPOKA);

— PID npouecca-otnpasuTtens;

— PID poguTenbCcKoro npouecca A4s1a npouecca-oTnpasuTens;

— UID npougecca-otnpasuTtens;

— Effective UID npougecca-otnpasutens;

— Saved UID npouecca-oTnpaBuTens;

— File system UID npouecca-oTnpaBuTens;

— Real GID npougecca-oTnpasuTens;

— Effective GID npouecca-otnpasutens;

— Saved GID npouecca-oTnpaBuTens;

— File system GID npouecca-otnpaBuTens;

— Supplementary groups npouecca-oTnpasmTens;

— 3pPEeKTMBHbIE NPUBUNETMM NPOLLECCA-OTNPABUTENS;

— NOJIHbIM NYTb K UCNOAHAEMOMY daitnly NpoLecca-oTnpaBmTens;

— KOHTEeKCT 6e30MacHOCTM npolecca-oTnpaBuTens (Tekylaa pPoab WMAM METKa
SELinux);

— TEKCTOBOE NnpeacTaBaeHne naeHTndurkatTopa cobbiTna ans yaobcrea oTAaaKku.

AOMWHUCTPATOP MOXKET onpeaennTb Cnucok obbekToB PC, MonbITKM AOCTyNa K
KOTOpbIM OyayT peructpuposathca B dainne /usr/share/security-audit/security-audit-
rules.conf, no6aBnB NpaBnIO ayanTa ANs Habatoaaemoro obbeKkTa OTAE/bHOM CTPOKOWN B
dann /usr/share/security-audit/security-audit-rules.conf. MonbiTKM AOCTyNa K obHbEKTaM
®C, Haxoaawmmen B nanke /home 1 ero noanankax, He PermcTpPUPYHTCS.

Bce peructpupyemble cobbiTna ©Ge3onacHOCTM 0OTODpaXKaloTcA C  yKasaHMeM
BPEMEHM W UBETOBOWM MHAMKAUMEN B IKypHane CcobbITMN, MNPOCMOTP KOTOPOro
ocyulectsaaeTca ¢ nomoulbto MIT «KypHan».


https://developer.auroraos.ru/doc/software_development/reference/sdjd/events
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MPUMEYAHMUE. Monb3oBaTenb MMeeT BO3MOXHOCTb COXPaHUTb XKYpHan cobbITUM
6e30MacHOCTN CUCTEMbI BO BHYTPEHHIOK MOCTOAHHYIO NamaTe MY B WindpoBaHHOM BUAE.

4.1.2.2. NMpocmoTp coobuleHn ayamTa

[lna npocmoTpa coobleHnn ayamTa U AoCTyna K HUM HeobXxoaMmMo MCnoib30BaTb
cnefytouime MHCTPYMEHTbI:

— nporpammsl journalctl n dmesg, nmetowme MHTePPenc KOMaHAHON CTPOKM;

— ytnanTty sdjd-dump, no3BoaAloLLy0 NPOCMOTPEeTb CobbITMA He30macHOCTM B
MIT «Terminal»;

— MM «XypHan» (/usr/bin/log-viewer), B rpaduyeckom WHTEpdeince KoToporo
0TOOpParXKatoTCA 3aNMCK 0 CODBITUAX, COXPaHAEMbIX cepBmucom sdjd.

MPUMEYAHUE. B MM «*KypHan» oTobpaxkatotca cobbitua ayamta (PucyHok 129).
MNoppobHoe onucaHne paboTtbl MIT npuBeaeHO B AOKyMeHTe  «PyKoBOACTBO
Nno/ib30BaTeNa».

Mpy 3TOM aAMUHUCTPATOPY AOCTYNEH NPOCMOTP COOBLLEHMI ayanTa BCEX YYETHbIX
3anucein, cosaaHHbix Ha MY. [1na 3Toro HeobxoAMMO BbINOAHUTL CAeAytoLLmMe AENCTBUA:

— OTKPbITb BCM/1bIBAOLLEE MEHIO;

— KOCHYTbCA NYHKTa «PUNLTPbLIY;

— KOCHYTbCA nons «BbiBpaHHbIM nonb3oBaTenb» W Bbi6paTb MNOAb30BATENA
(PncyHok 130).

MpocMoTp XypHana Q § ®unbTpbl

CeropHs Bbi6paHHbI Nonb3oBaTenb:
Bce nonb3osatenun

O 1. XypHan zanyweH
1812.20256 « 14:15:58 « GMT +03

Bce nonb3osatenu

O 2. YenelwHblit BXof, B ccTeMy defaultuser

18.12.2025 « 14:15:43 « GMT +03
user
(O 3. 9kpaH 3a610KMpPOBaH

18.12.2025 « 14:12:51 « GMT +03 userO

ey

(W) 4. YcnewHas ayTeHTUdUKaums

B ilidse user1l

1812.2025 « 14:11:29 « GMT +03

(O 5. YcnelwHblii BXog B cUCTEMy
18.12.2025 « 14:09:50 « GMT +03

(O 6. Pexum nepegaun MynsTuMeaua (MTP)
BbIKNOYeH
MTP_MODE_OFF
18.12.2025 « 14:09:44 « GMT +03

(U 7. HeycnelwuHbii BXxoa B cucteMy
Plugin: password, error:
PasswordFailed

18.12.2025 « 14:09:39 « GMT +03

(O 8. 3kpaH 3abnoknposaH
1812 2028 L 14'08°48 o GMT .03

PucyHok 129 PucyHok 130




MpocMoTp XypHana

Q 27
2
a
204 OKCMOPTMPOBAaTb CUCTEMHbIN OTHET
Ce| Okcnopr B daiin
0O O6HOBUTbL

DunbTpbl

Olaiinvumimoatm swnsromy

18.12.2025 + 14:15:43 « GMT +03

(O 3. 9kpaH 3a6n0kMpoBaH
18.12.2025 « 14:12:51 « GMT +03

(O 4. YcnewHas ayTeHTUGMKaLMS
1812.2025 « 14:11:29 « GMT +03

(O 5. YcnewHbiit BXog B cUCTEMyY
18.12.2025 « 14:09:50 « GMT +03

(O 6. Pexum nepegaun MynsTMeaua (MTP)
BbIK/NIOYEH
MTP_MODE_OFF
18.12.2025 « 14:09:44 « GMT +03

(O 7. HeycnewHbiii Bxog B cUcTEMy
Plugin: password, error:
PasswordFailed
18.12.2025 « 14:09:39 « GMT +03

O 8. 3kpaH 3abnoknposaH
1812 2028 o 14:08°48 o GMT .03

PucyHok 131

SkcnopTt |
Downloads

| Hazapg

HeT BnoXeHHbIX narok

PucyHok 132

/3
AIAMI.10034-02 91 01

AOMWHUCTPATOPY  AOCTYMEH 3KCMNOPT CUCTEMHOTO
oTyeTa. [na 3TOro HeoHXOAMMO BbIMOAHUTL ChAeaytoLime
NENCTBUA:

— OTKPbITb BCM/1bIBAOLLEE MEHIO;

— KOCHYTbCA MYyHKTa «3JKCMNOPTMPOBATb CUCTEMHbIN
oTyeT» (PncyHok 131);

— Ha OTKpPbIBLIEMCA CTpaHMUe BblbpaTb Manky, B
KOTOpYH HeOHXOAMMO SKCNOPTMPOBATb OTYET;

— KOCHYTbCA KHOMKKM «KcnopT» (PncyHok 132);

— 00XAaTbCA npouecca 3aBepeHnA 3KCMNOpPTa
(PrncyHok 133).
lMpocmoTp XypHana
95%

Mpon3BoAUTCS BKCMOPT...

PucyHok 133
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4.1.3. Cepsuc reports

CepBUC reports reHEPUPYET eANHbIA CUCTEMHbIN OTYET B BUAE apxMBa C danamm
KoHoUrypauum n noramm pabot pasnmyHbix KomnoHeHToB OC ABpopa, KOTOPbIA MOMKET
6bITb 3aWMPPOBAH.

4.1.3.1. OnnucaHme CMCTEMHOTO OT4YeTa

CUCTEMHbBIN OTYET MMeEET Caeaytolmnin dopmar: .zip.

NMma cucTemMHOro oT4eTa MMeeT caeaytouy  macky: reports-YYYYMMDD-
HHMMSS.zip.
MPUMEYAHUE. ToapobHoe onucaHne npoueaypbl GOPMMPOBAHMA OTYeTa

npuBeaeHo B JOKYMeHTe «PYyKOBOACTBO NO/b30BaTENAY.
OnuncaHue Tekyllero Habopa moaynern npuseaeHo B Tabamue (Tabanua 1).

Tabnunua 1
Mogaynb OnucaHue
agnss NHdpopmauma o A-GNSS
available-packages CNUWCOK AOCTYMHbIX M YCTaHOB/IEHHbIX MAKETOB
battery NHopmauma 0b akkymynaTope
bluetooth NHdpopmauma o Bluetooth®
cellular NHbopmauma SIM-KapTax
certificates NHbopmauma 06 yCTaHOB/IEHHbIX B CUCTEMY CEPTUPMKATAX
(ima, kernel, rpm DB)
disks NHPopMaLMa 0 ANCKaX M 3aHATOM/CBODBOAHOM NPOCTPAHCTBE
dmesg CuctemHble coobuleHns aapa
emm NHPopmaLuma o nanke /etc/emm
info Obuwan nHpopmaums o MVY:
— KOHTPO/IbHAA CyMMa 3arpy3o4Horo pasaena;
— nHpopmaums 06 AIDE;
— CMUCOK AOMNOAHUTENbHbIX PYHKUMNA;
— nHpopmauma o penmnse OC;
— nHpopmaums o HW penmze OC;
— Bepcua aapa
integrity KoHdurypaumoHHble pannbl cepBuca integrity
internet NHbopMaLma 06 aKTUBHOM MHTEPHET-COeANHEHMMN
logcat CuctemHble coobuleHma
memory NHPopmaLmMa 0 NaMATH
mount-points TekyLine TOYKM MOHTUPOBAHMA
policy NHPopmauma o nanke /etc/policy
process-list TeKyLMiM CNMCoK NpoLUeccoB
push-daemon NHPopmaLuma o nankax /etc/xdg/push-daemon u /var/lib/push-
daemon
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Moaynb OnucaHue
roms CnMCoK YyCTaHOB/IEHHbIX MAKETOB
screen NHpopmauma 0b akpaHe MY
sdjd CobbiTna 6e3onacHoCTH
ssu NHbopmauma o peno3nTopuax

system-journal-json

CuctemHbIn )KypHan B dopmate JSON

system-journal-log

CUCTeMHbIM KypHaa B TEKCTOBOM BU e

system

KpaTkaa nHpopmauma o cucteme:

— PEXMM SKOHOMUM aKKYMYJIATOPA;
— NoAKAtoYeHNe K ceTu NHTepHeT;
— CTaTyC NOAK/IIOYEHUSA;

— aKTuBHOCTb ceT WLAN

systemboot NHPopMaLMa O CUCTEMHOM 3arpyske
systemctl CnunCcoK cepBmcoB
systemupdate Jlor obHoBNEHMSA

4.1.3.2. [eHepayma CMCTEMHOIO OTYeTa
4.1.3.2.1. TeHepauma cCMCTEMHOro oT4yeTa ¢ nomoLubto MM «Terminal»

CUCTEMHbIN OTYET MOXKHO creHepmpoBaTb B MIM «Terminal» c nomoLbto cneaytoLmnx
KOMaHA,.
— reHepauma CMCTEMHOrO OTYEeTa C COXpaHeHMem B nanke /var/reports:

generate-reports.sh true

— reHepauma CUCTEMHOrO OT4YeTa C COXpPaHeHWeM BO BPEMEHHOM narnke
/run/reports, KoTopaa byaeT ounlleHa nocse nepesarpyskn MV:

generate-reports.sh false

— reHepauma 3alWnPpPOBaHHOrO CUCTEMHOIO OTYETa B YKa3aHHOW nanke:

generate—-encrypted-reports.sh /home/defaultuser/Documents/

MNMPUMEYAHUE. MMpn HeycnewHoW reHepaumm 3awmMdpoBaHHOrO oTyeTa byaet
CO34aH 0ObIYHbIN CUCTEMHbIN OTYeT.

4.1.3.2.2. [eHepauma CUCTEMHOIO oTtyeTa C nomoLlbio MIT «KypHan»

CUCTEMHbIN OTY4ET MOXKHO creHepupoBaTb B MI «XKypHan». NMoapobHoe onuncaHme
reHepaumMm CUCTEMHOIO OT4yeTa € nomoulpto MM «KypHan» nNpuBeaeHO B AOKYMEHTe
«PyKOBOACTBO NMO/1b30BATENAY.

4.1.3.2.3 . 3aWwmndPpoBaHHbIN CUCTEMHbIN OTYET

LUndpoBaHMe CMCTEMHOrO OT4eTa NPOUCXOAMT TONbKO C YCTAaHOBAEHHbIM Ha MY
KNMEHTCKUM cepTudUMKaTom. pn OTCYyTCTBUM AaHHOTO cepTudmMKaTa, BHE 3aBUCMMOCTM OT
Bepcum OC ABpopa, CUCTEMHbI OTYEeT He byaeT 3almnPpoBaH.

B OC ABpopa mncnosnbayetca 61o4Hoe wnpposaHme FOCT 28147-89.
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LLInppoBaHHbLIN OTYET UMEET CeayoWmMn GopMaT: tar.bz.cms.

MmAa WwndpoBaHHOTO OT4YETa MMeeT CAeAylollytd MAcCKy: reports-YYYYMMDD-
HHMMSS.tar.bz.cms.

[ononHutenbHo popmunpyetcs dann ¢ nHbopmaumen o cepTudurKkaTe, NybGAUYHbIN
K04 KOTOPOro Hbl/1 MCNOABb30BaH ANA WNPpoBaHMA oTyeTa. OH co3aaeTca pAaoM U nmeeT
dopmarT .txt: reports-YYYYMMDD-HHMMSS . zip. txt. Bpema co3gaHns B HazBaHMM Yy 3TUX
dannoB MAeHTUYHOE.

Mpumep ¢parina c MHPopMmaLMen:

cat reports-20220329-104949.zip.txt

BbiBOA KOMaHAbI:

Subject: OMP Test

Group: developer

Subgroup: regular

Key 1ID:
7003efe7156bd53a2e88c2cb3c0d43e9786760c53721933dd5052fdaf443dbfb

OTyeT MOXHO paclmdpoBaTb COOTBETCTBYHOLUMM KAHOYOM M cepTMdMKATOM C
nomoubto OpenSSL. Kntou pacwndposkm onpeaenaetca B none «Key ID» dpanna popmata
.txt, pacnoNoXeHHOro ¢ apxmMBoMm. Takke noTpebyeTca MOAKIYUTL TOCTOBbIN ABUMKOK?>,
AONONHUTENIbHO YCTaHABIMBAEMbIN B CUCTEMY:

openssl cms -decrypt -in /home/defaultuser/Documents/reports-20220228-
173753.z1ip.cms -recip system-developer-cert.crt -inkey system-
developer-key.pem -inform DER > reports-20220228-173753.zip

4.2. UpeHTUdMKaLMA N ayTeHTUPUKaUMS

4.2.1. OcHoBHble npasuia MAD

B OC ABpopa peann3oBaHa noacucTema MaeHTUOUKaumm 1 ayteHTudukaumm (MAD),
npeaHa3HavyeHHada ana obecneyeHna 04HO3HAYHOM M HEMPOTMBOPEUYNBON:

— naeHTUPUKaummn obvektos aoctyna OC Aspopa (pannos 1 nanok);

— naeHTMdUKaumm cybvektoB agoctyna OC ABpopa (CMCTEMHbIX MPOLLECCOB,
NPOLLEeCCOB B MPOCTPAHCTBE AApPa, @ TaKKe MPOLEecCOB WMAW NPOrpamm, 3anylleHHbIX OT
MMEHW NONb30BaTeNen);

— NAeHTUOUKauMM  y4eTHbIX 3anucert nonb3oBaTenenr OC ABpopa (C  posibto
aAMUHNCTPATOPA 1 C POSIbIO NOb30BaTENA);

— ayTeHTMdUKauum nonbsosatenen OC ABpopa (MHOropakTopHas ayTeHTUdMKaLMS
C MICNONb30BaHMEM TaKMX GAKTOPOB, Kak: Naposb, TokeH, CYMC, oTneyaToK nanbLa).

Ona pabotel ¢ OCABpopa aaAMMHUCTPATOPY MNPMCBAMBAOTCA Ccaeayrouime
NOEHTUPUKATOPDI:

— cumBObHBIN: defaultuser;

— yucnoson: 100000.

°> Peaniv3auma KpUNToanroputmos poccuitckoro FOCT ana OpenSSL.
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N3meHeHMe HaCcTpoek H6e3onacHoOCTK OCyLLLeCTBAAETCA nocpeacTsOm
KOPPEKTUPOBKN KOHOUIYPALMOHHbBIX GaliioB M BbIMNOJIHEHNA COOTBETCTBYIOLIMX KOMAH/ B
TepmunHane. Ml MCNONHAKOTCA B M30/IMPOBAHHOM KOHTEMHEpPE, peaan3dyemom CpeacTBamm
firejail/sailjail. C nomowbto seccomp-bpf MOMKHO 3anpeTnTb HEeKOoTopble
CUCTEMHbIE BbI30OBbI, HANPUMEpP: mount /umount, ptrace, kexec W AP.

Ona ycunenua sawmtol MY npu nepBomM BKAKOYEHUU PEKOMEHAYETCA YCTAaHOBUTb U
NepUoOANYECKN M3MEHATb Mapoab, KOTOpbIM  OyaeT XxpaHutbca B LUKS-cnore,
COOTBETCTBYHOLLEM NAEHTUOUKATOPY NOIb30BaATENS.

NMPUMEYAHUE. LLindposaHme pasaena NponcxoamT aBTOMATUUYECKN, MPU 3TOM BO
BpemAa nepBoro 3anycka MY no ymondaHuto wmcnonbayetca naponb 00000, KoTopbin
BMNOC/IEACTBMM MOXKET ObITb MUBMEHEH.

B uenax npenoTBpalleHMA  HEeCaHKUMOHMPOBAHHOrO  goctyna K MY,
OYHKUMOHMpPYtOLWeMy noa — ynpasneHnem OC ABpopa, naponb TpebyeTca  Ans
NOATBEPKAEHMA BbINONHEHUA CeAYOLWNX AeNCTBUN:

— CO3aHMA YYETHbIX 3aNMUCen ponen;

— HACTPOWMKM NAPOSbHOM MOANTUKN;

— 33aHMA OrPaHNYEHNN BXO4A B CUCTEMY;

— BKJ/IIOYEHMA U HACTPOMKN 2DA;

— 33laHn1A 04HOPA30BOro NaApPoOs;

— M3MEHEHMA HAaCTPOeK BIOKMPOBKY;

— pa3peleHmns YyCTaHOBKK cTopoHHero [10;

— YyCTaHOBKM SSH-napons;

— aKTMBALMM M HAaCTPOMKN pexkMma pa3paboTymKa;

— MPOCMOTPA A3HHbIX YY4ETHbIX 3anmcen;

— cbpoca HacTpoek MY;

— YCTaHOBKM NaponAa cynepnoab3oBaTens;

— MPOCMOTPa Napoaen, COXpPaHEHHbIX Ha MY.

MPUMEYAHMUE. MoapobHoe onncaHme o 3a4aHnK Napona NPUBeAEHO B JOKYMEHTE
«PyKOBOACTBO NOJ/Ib30BATENAN.

ApxutekTypHo MAD OC ABpopa COCTOUT U3 cepBUCA ayTeHTUDMKAUMM authd C
BO3MOXHOCTbIO MOAKAOYEHNA MOAYNEN, PEaANU3YIoLLMX Pa3NnYHble Cnocobbl NPOBEPKM
NOA/IMHHOCTH, a TakxKe bubamnoTek, obecneymBatoLx OTPUCOBKY NPUTAALLEHNA HA BXOA, U
pPeaNMn3yLWNX B3aMMOAENCTBME C APYTMMU MPOTrPaMMHbIMM MOAYAAMKU TpadUyYecKoro
MHTepdeinca, TakKMMW Kak YCTPOMCTBO BBOAA (3KpaHHaA KnaBmaTtypa), rpadpuyeckoe
OKpY)KeHMe lipstick M cayba ayamTa sdjd.

Habop mopaynei, obecneymBatowmx cnocod MAD nonb3osBaTenen m peannsaumto
GYHKLMI Be30nacHOCTU:

— lockout (nn.4.2.1.3);

— loginrestriction (nn. 4.2.1.4);

— password (nn. 4.2.1.5);
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— smartcard (nn. 4.2.1.6);

— sudis (nNn. 4.2.1.7);

— reset (nn. 4.2.1.8).

Moaynm npeactasnaoT coboit dpanbl popmaTta .so, PACMNOJIOKEHHbIE B Mamnke
/usr/lib/authd/. [pn Kaxkgom 3anycke MY cepBuC authd CKaHMpPYET Nanky. HacTponKkn
cepBMCa authd pacnonoxeHbl B daine /etc/authd/authd.conf, rae:

— plugin-dir — nanka c MOAYIAMM;

— admin-mandatory-factors — cnocobbl MA®D, obazaTenbHble AN yYETHOMU
3anMcKM aAMUHKUCTPATOPA;

— admin-immutable-factors —  cnocobbl  MA®  yyeTHOM  3anucu
aAMWHNCTPATOPa, HeAOCTYMHbIE A5 BKAOYEHMA UIN BbIKIHOYEHUS;
— admin-default-factors — cnocobbel WMAD® gns  yy4yeTHOM  3anumcu

agMUHUCTPATOpa NO  yMoAn4YaHuto  (byayT  BbiOpaHbl  aBTOMATMYECKM,  €CAM
CKOHPUTYPUPOBAHHbBIN CMMCOK GaKTOPOB MycCT);

— user-mandatory-factors — cnocobbl MA®, obAszaTtenbHblie ANA y4EeTHOMU
3aMMcK Noab3oBaTens;

— user-immutable-factors — cnocobbl MAD yyeTHOM 3amMmMCK NONb30OBATENS,
HeAOCTyMHble ANA BKAOYEHWUS UM BbIKNOYEHUSA;

— user-default-factors — cnocobbl MAD ana yyeTHOM 3anmMCK NONb3OBaTeENA
no ymon4yaHuto (byayT BbiOpaHbl aBTOMATUYECKM, €CAM CKOHPUIYPUPOBAHHbLIN CNMCOK
daKTOpPOB NyCT).

MpeaycMmoTpeHa BO3MOXHOCTb HACTpouTb Habop cnocobos MAD ans Kaxkaown
y4yeTHOMn 3anucu Noab30BaTeNs. Habopbl XpaHATCA B danne BMAA
var/lib/authd/users/<uid>.conf, rae UID — uaeHTUOMKATOP YyYETHOM 3anucu
No/Nb30BaTENA B CUCTEME.

4.2.1.1. OnucaHme AMarHOCTUYECKMX OLLMDOOK

Cnucok moaynemn, y KOTOPbIX MEHSIOTCA MapameTpbl, a TaKXe WX onucaHue
npuseaeHo B Tabanue (Tabauvua 2).

Tabnuua 2

Mogaynb (%1) OnucaHune
lockout Bnroknposka MY
loginrestriction PacnucaHme Bxoaa y4eTHOM 3aMMCK NONb30BaTENS
password [aponb
reset Cbpoc MY
smartcard TokeH
sudis CyaNC (Cepeuc ynpaBneHma AOCTYNOM K

MHOOPMALMOHHBIM CUCTEMAM)

B MI «XypHan» PopmupytoTcs yTouyHAlowmMe coobuleHma 06 M3MeHeHMAX
napameTpoOB CUCTEMbI CeyoLLIMM 0Dpa3om:
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1) lna nonb3oBaTenbckux napameTpos: Plugin: %1, setUserOption: %2=%3,
UID=%4;
2) Ons cucteMHbix napameTpos: Plugin: %1, setOption: %2=%3.
roe:
— «%1» - HaMeHOBaHMe MOAYNA, Y KOTOPOro MEHAETCA NapameTp;
— «%2» - NapaMeTp MoAayNA, KOTOPbIN Bbl U3MEHEH;
— «%3» - HOBOE 3HaYeHMe NapameTpa;
— «%4» - UID nonb3oBatena, 4158 KOTOPOro MEHAETCA NapameTp.

CNUCOK M3MEHEHHbIX MapameTpoB, a TaKKe WX onucaHue npueeneHo B Tabnuue
(Tabnunua 3).

Tabnuua 3
MapameTpbl moaynsa (%2, %3) OnucaHume

Mopaynb loginrestriction
ttl [encTene y4eTHOM 3anmcu
login-schedule-days [lHv BXOoZa B cuctemy
login-schedule-time Bpemsa Bxoaa B cuctemy
login-locked BAOKMPOBKa y4eTHOM 3anmcK NoNb30BaTeNs
login-temporarily-locked BpemeHHan 6/10KMPOBKa TEKYLLEN Y4eTHOW 3anmcK
temporary-lock-timeout Tanm-ayT 610KMPOBKMU

Mopaynb password
new-length OnnHa napona
max-age CpoK aencrsma napona
max-attempts Konnyectso nonbITOK BBOAA Napo/ia
new-strength CNnoXXHOCTb NaponA
history-check VicTopus napons
expiration-notification YBeloMNeHVE 06 UCTEUEHMM CPOKA AelCTBUA
napona

NMPUMEYAHUE. JlormpoBaHne MCNoAb3yeTca TOAbKO AN loginrestriction W
password.

B cnyyae ycnewHoro Bxoaa B CUCTEMY NIOTMPYETCA TONbKO CO0bLLIEHNE «YCNELLHbIN
BXOJ, B CUCTEMY» D3 YyTOYHEHUA.

B cnyyae HeycnewHoro BxoZa B CMCTeMy iornpyeTtca coobuieHne «HeycnelwHbli
BXOZ, B CUCTEMY», @ TaKKe AO0MOAHMTeNbHaA MHPopMauma o6 olwmbke, KoTopas MmeeT
cneayowmin BuAa;

Plugin: %1, error: %2

roe:
— «%1» — HaMMeHOoBaHMe MOAY/A, K KOTOPOMY OTHOCUTCS OWKNOKa;
— «%2» — KoZ, OLNOKM.
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Cnucok moaynen npuseaeH B Tabamue (cm. Tabaunua 2), cnncok owmnbok, KoTopble
oTobpaxalTca ANa MoAy/aen B CAyvyae HeycnewHoro BxoZa B CUCTEMY, a TaKkKe UX
onucaHue npmeeaeHo B Tabaumue (Tabaunua 4).

Tabnunua 4

OwubKa (%2)

OnucaHue

Moaynb lockout

RecoverableLockout

MY BpemeHHO 3a6/10KMpoBaHO

PermanentLockout MY 3ab610KMpPOBaHO
Mopaynb loginrestriction
TtlBadSyntax HeBepHbIN CUHTaKCKC
TtlExpired CpOK AencTBmA y4eTHOM 3anuncK NoNb3oBaTeNAa UCTEK
DayUnknown HeBO3MOXHO onpeaennTb
DayLocked YyeTHada 3anucb Nonb3oBaTens 3ab10KMpoBaHa No AHAM
Heaenu
TimeBadRange HeBepHbIN CMHTAKCUC BPEMEHHOTO AMana3oHa
TimeBadSyntax HeBepHbIN CMHTAKCUC BPEMEHHOTO AMana3oHa
TimeLocked YyeTHada 3anmcb Noab30oBaTeNs 3ab610KMPOBaHA NO BPEMEHM
CYTOK
UserLocked YyeTHas 3anucb Nonb3oBaTena 3ab/10KMpPoBaHa
UserTempLocked YyeTHada 3anu1cb N0Nb30BaTENS BPEMEHHO 3ab/10KMpOBaHa
Mopaynb password
InvalidResponse HeKoppeKTHbIM 3anpoc
PasswordFailed HeBepHbIM Napo/ib
gasswordUpdateFaile He yaanocb 06HOBWTL Naposib

PasswordsDontMatch

[laposin He coBnaaaroT

UserLockedMaxAttemp | YyeTHas 3anmncb Nosb30BaTeNa 3a610KMPOBaHa: 4OCTUTHYTO
ts MaKCMabHOE KOIMYECTBO MOMbITOK

NotSupported He3awmndpoBaHHOE YCTPOMCTBO HE NOAAEPKMBAETCA
BadNewPassword

HeKoppeKTHbIN HOBbIM MAapPO/b

PasswordMatchPrevio
us

[losib30BaTe/Ib HE MOXET U3MEHUTb naposib. HoBblIn naposab
AOJ1KeH OT/IM4aTbCA OT npeablaywero

PasswordNotSet [Monb3oBaTENb HE MOXKET pa3bokmposBaTb MY. Heobxoammo
06paTMUTbCA K aAMUHUCTPATOPY AN1A YCTAHOBKM 04HOPA30BOro
naponn

Mopaynb smartcard

PinFailed HekoppekTHbIn PIN-koA,

CannotSmartCard ToKeH He HalaeH

TooManyAttempts CAVLWKOM MHOTO NOMbITOK

ConnectionkError ToKeH OTKAYeH
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Owmnbka (%2) OnuncaHwue
BadCert HeKoppeKTHbIN cepTudUKaT
ValidationFailed Bannpaums He npoﬁ.ﬂ‘eHa

Moaynb sudis
BadPassword HeBepHbIi Naponb
EncryptedPartitionl | 33wmdpposaHHbIi passen 3aba0KkMposaH
ocked
CannotStartClient

He ynaeTca 3anyctuTtb KaneHT Sudis

CannotConnectClient

He yaaeTcs noaKNtounMTbCA K KNneHTy Sudis

CannotCommunicateCl
ient

He ynaeTca cBsa3aTbCA ¢ KaneHTom Sudis

UserLocked YyeTHas 3anucb Nonb3oBaTeNa 3ab/10KMPOBaHa

TooManyAttempts CAVNWKOM MHOTO MOMbITOK

TooManyAttemptsWith | CnyuwKom MHOro NOMbITOK, AaHHbIE YaaneHbl

outDeleted

NoUsbDevice OwnbKa ayteHTUdMKaumn. Het USB-ycTpoincTea

ConnectionError OwwmnbKa NOAKNOYEHNA

AuthFailed OwwnbKa ayTeHTUdMKaLnm

BadDefaultCert HesepHbIn cepTndukat

UserCannotUnlock Monb3oBaTenb He MOXKeT pa3bnokmposaTb MY. Heobxoammo
00paTUTLCA K aAMUHUCTPATOPY A1A YCTaHOBKM 04HOPA30BOro
napons

ErrAuthType HeBepHbIn TN BXOAa

4.2.1.2. Mopaynsb fingerprint

Mopaynb fingerprint npeAHasHadYeH ANA ayTeHTUPUKauMM Noib3oBaTens no

OoTne4yaTry najabla.

OnucaHune HaCTpPOeK MOoAyNA, XPaHALLMXCA B danne
/var/lib/authd/methods/fingerprint/<uid>.conf, npvseaneHo B Tabnuue
(Tabnunua 5).

Tabnnua 5

o 3Ha4vyeHue no
Csounctso OnucaHue
YMOANYaHUIO
Attempts 0 KoanyecTBo Heyaa4yHbIX MOMbITOK
Unrecognized 5 KonmyectBo BO3MOXKHbIX MOMbITOK A0 HEYAa4YHOM
NONbITKK
ids fingerprintl VIMms




82
AIMT.10034-02 91 01
4.2.1.3. Mopaynsb lockout

Moaynb lockout npeaHa3HavyeH Ans npoepkn MY Ha npeameT BN1OKNMPOBKMU.

OnucaHue HaCTpoeK MoaynA, XpaHALLMXcA B banne
/var/lib/authd/methods/lockout/current.conf, npueeaneHo B Tabnnue
(Tabnunua 6).

Tabnuua 6

. 3Ha4veHue no
CsoncTBO OnucaHue
YMONYaHUIO
lockout-mode 0 Pexknm 610KMpoBKKM MY:

- (0) NoLockout — He 3abDN10KMPOBAHO;

— (1) RecoverablelLockout — BpeMeHHaA
ONIOKMPOBKA, CHMMaeTcAa Yepe3 15 muHyT anbo
agMuUHUCTpatTopom MY;

— (2) PermanentLockout — NOCTOAHHAA
HNOKMPOBKA;

- (3) RecoverableLockoutWithoutTimer —
BpemeHHaa BNOKMPOBKA, CHUMAETCA
agMUHUCTpatTopom MY

lockout- 15 MuHyT CpOoK BpeMeHHOWN 610KMPOBKM
timeout

lockout- - Hayano BpemeHHOM 6N1OKNMPOBKM
timestamp

4.2.1.4. Mopaynb loginrestriction

Moaynb loginrestriction npeAHa3HayeH A8 NPOBEPKM BO3MOMKHOCTU
ayTeHTUOMKALMM NONb30BATENA B CUCTEME B AAHHbI MOMEHT.
OnwcaHune HacTpoek MOy NS, XpaHALWMXcA B banne

/var/lib/authd/methods/loginrestriction/<uid>.conf, npuBeAeHO B Tabauue
(Tabnunua 7).

Tabnnua 7
. 3Ha4YeHue no
CBOMCTBO OnwucaHue
YMONYaHUIO
tel Tekywasn gata | CpoK AencTBUA YY4ETHOM 3anmncu
+ 2 roaa
login-schedule- Mo, Tu,We,Th,F | PacnucaHne Bxoaa B CMCTEMY MO AHAM HEAeNn
days r,Sa,Su
login-schedule- 00:00-00:00 PacnucaHue Bxoda B CUCTEMY MO BPEMEHM
time CYTOK
login-locked false BNOKMPOBKaA y4ETHOM 3anNMCK NOJIb30BaTENA
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o 3Ha4yeHue no
Csomnctso OnucaHue
YMOIMAHUIO
login- . 0 MUHYT BpemeHHan 610KMPOBKa YYETHOM 3anmncu
temporarily- nonb3oBaTens
locked
temporary-lock- 15 MUHYT CpoK AencTema 610KMPOBKM
timeout
[Mpumep:

login-locked=false

login-schedule-days="Mo, Tu, We, Th, Fr, Sa, Su"

login-schedule-time=00:00-00:00 login-temporarily-locked=0

temporary-lock-timeout=900

ttl1l=2025.02.06

4.2.1.5. Mopaynb password

Mopaynb password npeaHasHadyeH Ans ayTeHTMOMKALMM NONb30BaTENA NO NAPOHO.
OnucaHue rnobanbHbIX HACTPOEK MOAYANA (O1A BCEX NONb30BATENEN), XPAHALLMXCS
B ¢aline /var/lib/authd/methods/password/current.conf, NPUBEAEHO B Tabauue

(Tabnnua 8).
Tabnuua 8
3Ha4yeHue No YMOIHAHUIO
CsoncTBo KopnopatusHaa | CepTuduumpoBaHHas Onuncanune
BEepcuA BEpCUA
new-length 5 cMmB0ONOB / CUMBO/0B OnvHa napona
new-length- 5 cMmBo0B / CMMBOJI0B MuHMmanbHaa 4anMHa
lower-1limit napons
new-length- 12 cumBonos MakcrmanbHada 4nHa
upper-limit napons
max-age 0 30 gHewn Cpok aencrsma napons
(0 — 6e3 orpaHuyeHuin)
max-age- Bes 30 aHen MWHUMaNbHbIM CPOK
lower-limit orpaHuyeHuii [eiicTBMA Napons
max-age- 180 aHem MaKCMManbHbIN CPOK
upper—-limit AencTBmA napona
max-attempts 0 4 KonnyectBo nonbITOK BBOAA
naponn
max-attempts- | ges 4 MuHMUManbHOe KONNYECTBO

1 —1lim] ~
ower-Limit | §rpanmyennii

MonbITOK BBOAA MNapoaA
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3Ha4yeHue No YMOJIHAHMUIO

Csoucrso KopnopatusHaa | CeptudunumposaHHas Onucanue
Bepcua BepcuA
max-attempts- | 16 10 MaKCcMMmanbHOE KONIMYeCcTBO
upper-limit NOMbITOK BBOAA Napo/if
new-strength |Q 3 HazeXHoCTb napona:
-0 —TONbKO UMPBI;
-1 —undpbl 1 BYKBLI;
~-2 —undpsbl, OYKBbLI B
HVXKHEM M BEPXHEM
perncrpax;
-3 —undpbl 1 6yKkBbI B
HVXKHEM M BEPXHEM
PEerncTpax, a Takxe
CneucnmBObl
new—strgngth— 0 3 MWHMMaNbHaA HageXKHOCTb
lower-limit napons
new-strength- | 3 MaKcrmanbHaa HaaeXHOCTb
upper-limit napons
history-check | 1 NcTopuma napona —
KONMYeCTBO NpesblayLimx
naponen, c KOTopbIMMK
CPaBHMBAETCA TEKYLLNM
naponb (0 — He NpoBepATb
MCTOPUIO Naponen)
MPUMEYAHMUE. HoBbil
Napoab AOMXKEH OT/INYATLCA
OT NpeablayLmx
history- 0 1 MUHMUMaNbHOE 3HaYeHMe
‘i?iit‘lower‘ MCTOPMM Napona
history- 10 10 MaKcrMasibHOE 3HaYeHme
‘i?iit‘upper‘ MCTOPUM Napona
expiration- 5 AHeMl YBegomneHune ob ncrteyeHmnm
notification CPOKa AeiicTBUA Napons
generated- password MonyyeHue
password

creHepmMpoBaHHOro napond




85

AIAMI.10034-02 91 01

3Ha4yeHue No YMOJIHAHMUIO

CsoiicTBO

KopnopaTtusHasn
Bepcus

CepTndunumposaHHas

OnucaHune
BepcuA

generation

0 2

Cnocobbl 3agaHmA Napona:

— 0 — TONbKO BPY4HYIO;

-1 —33a4aHune Bpy4Hyto 1nMbo
reHepaumns;

-2 —TO/NIbKO reHepauma

HacTpolKu y4eTHbIX 3anNncer Noab3oBaTena MMetoT 6onee BbICOKMIM MPUOPUTET Ha,

rnobanbHbIMMU

HaCTPOMKamM

7 XpaHATcA B danne

/var/lib/authd/methods/password/<uid>.conf.
OnuncaHme HacTPOeK YYEeTHbIX 3anucer noab3oBaTens ANd MoAyAA password
npuseaeHo B Tabanue (Tabaumua 9).

Tabnuua 9
o 3HayeHue no
CBoUCTBO OnucaHue
YMONYaHUIO
attempts OTcyTcTByeT Ro/in4ecTBO NOMbITOK BBOZA HEBEPHOIO
napona
length OTcyTcTBYyeT [NvHa TeKyLlero napons
strength OtcyTcTeyet HafexHOoCTb TeKyLwero naposa
expiration- OTcyTcTByeT Bpema nocnegHen cMeHbl Napons
notification-
last-sent
history OTcyTcTBYET NcTopuma naponen
change-next-time | false CMeHa naponsa npu caeaytollemn
ayTeHTUMKALMM NONb30BATENA B CUCTEME

4.2.1.6. Mopaynb smartcard

Moaynb smartcard

NCMOJ1Ib30BaHMEM TOKEHa.

npeAHasHadyeH Ana ayTeHTUdMKauMM nonb3osatena c

OnuncaHne moayna npuseaeHo B Tabnuue (Tabaumua 10).

Tabnanua 10
. 3Ha4yeHue no
Csowctso Onucanune
YMONYaHUIO
attached TriState { YKasbiBaeT, MOAKAOUYEH 1M TOKEH B AaHHbIN
Fal y
aLsey MOMEHT. 3Ha4YeHne AaHHOro CBOMCTBA He
Updating,
True, coxpaHaeTca 8 PC
b
HacTpoMknM  yyeTHbIX  3anuceit  MNonb3oBaTena  XpaHATcA B daitne

/var/lib/authd/methods/smartcard/<uid>.conft.
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OnucaHune HacTPOEK NoNb30BaTeNEN AN MOAYNA smartcard NPUMBeAeHO B Tabamue
(Tabnunua 11).

Tabnunua 11
o 3HayeHue no
CsoucTtso OnuncaHue
YMOJIYaHUIO
pubkeyIsWritten false YKasblBaeT, 3anucaH au NyO6AnYHbIN KoY Aan
[AHHOrOo NoJib3oBaTe A
pubkey - My6MYHas YacTb KAtoYa, KOTOPbIM NOANMCaH
cepTUdUKaT NOIb30BaATENSA, COXPAHEHHbIN B
3alMLLEeHHON 061acTU TOKEHa

4.2.1.7. Mopaynb sudis

Moaynb sudis npeaHasHayeH AnA ayTeHTMOUKaUMM NoNb30BaTeNs B CUCTEME
yrnpasaeHnAa 40CTynom K AaHHbIM MB/l Poccun.

OnucaHne  rnobanbHbIX  HAcTPOEK  MoAynd,  XpaHawuxca B danne

/usr/share/ru.at consulting.sudis client/policy.conf, npuBeaeHo B Tabaunue
(Tabnunua 12).

Tabnuua 12
. 3Ha4YeHune no
CsouncTBO OnucaHue
YMOANYaHMUIO
certs OTtcyTcTBYeT CNMCOK AOCTYNHbIX CEPTUPMKATOB OT KAMEHTA
Cyanc
max-attempts 10 KoanyecTBo HeBEPHbIX NMOMbITOK BBOAA, NPW
3amnycKe KAMeHTa 3Ha4YeHne bepeTca ns ¢painna
/usr/share/ru.at consulting.sudis cl
ient/policy.conf

4.2.1.8. Moaynb reset

Mopaynb reset npeaHasHadveH Ana copoca Hactpoek MY [0 3aBOACKOr0 COCTOAHMSA.
OnucaHue rnobanbHbIX HacTpoeK MoAy A, XpaHALLMXCA B

danne /var/lib/authd/methods/reset/current.conf, MNpuBeAeHO B Tabauue
(Tabnunua 13).

Tabnuua 13
. 3Ha4yeHue no
CsouncCTBO OnucaHue
YMOJIHAHMUIO
reset-options reboot, wipe | rehoot — aBTOMAaTUYeCKM nepesarpysuTb

MY nocne cbpoca K 3aBOACKMM HAaCTPONKaM;
- wipe — y4annTb BCe AaHHble ¢ MY
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4.2.2. HacTpolika ayTeHTudmnKaLmm

Cnocob pa36nokMpoBKU yCTPOMUCTBA
Hactpausaetcs nonb3osarenem

HacTtpausaetcsi nonb3osartenem

HacTpauBatoTcs agMUHUCTPaTOPOM

PucyHok 134

YCcTaHOBUTb OHOPA30BbIi Maposib

1 2 3
4 5 6
7 8 95

OTMeHUTbL

PucyHok 135

[Ona  HacTpomkuM  ponn,  3agatowen  cnocob
ayTeHTUdMKaLMM NONb30BaTENA, HEODXOAMMO BbIMONHNUTD
cneayrouime AencTemns:

— OTKPbITb MEHK CUCTEMHbIX HACTPOEK KacaHuem

3Ha4kKa @ Ha JKpaHe nNpuaoxKeHuin (cm. PucyHok 1);
(@]
— KOCHYTbCA MyHKTa MeHto «[lonb3oBaTenn» & B

nogpasgene «Cucremar;

— KOCHYTbCA MOAA M0/Ab30BaTeNs, ANA KOTOPOro
TpebyeTcs HacTPOUTbL cnocob pazbnokmposkmn MY;

— KOCHYTbcA nona «Cnocob pa3zbaoknposkn MY» n B
PaCcKpbIBLUEMCS CNUCKE BbIDpaTb HeEOBX0AMMOEe 3HaveHme
(PucyHok 134);

— NoATBEPANTb AENCTBME BBOAOM TEKYLLETO MApOA.

NPUMEYAHUE. Mpw BblbOpE cnocoba
Pa3b6/10KMPOBKM MY «HacTpaunsatoTca
aAMUHUCTPATOPOM» HEODXOAMMO NPOBECTU HACTPOMKY B
COOTBETCTBMWU C OMNWUCAHWEM, MPUBEAEHHbIM Janee U B
NOKYyMeHTe «PyKOBOACTBO N0O/1b30BATENAY.

BHUMAHMUE! Mpu ntobom cnocobe paszbaokMpoBKM
aAMMUHUCTPATOP MOXET CHOPOCUTb MNapo/b, 3aAaHHbIN
No/sb30BaTeNIeM, KOCHYBLUMCb  KHOMKW  «YCTAHOBWUTb
O[lHOPa30BbIM  naponb»  (cm.  PucyHok 134). B
OTKPbIBLUEMCA OKHe 33a4aTb 0OAHOPA30BblA Mapob
(PncyHokK 135), KoTopbli byaeT 3anpoLleH y No/ib3oBaTena
npu cneaytollem Bxode, none Yero emy byaet
HeobxoAMMO 334aTb MW MPUHATL HOBbIN NAPOb.
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4.2.2.1. AyTeHTUPMKALMA C NOMOLLIO Napos

LWndppoeaHue paHHbIX
nonb3oBaTens, NoXxanyucra,
nopoxaure

PucyHok 136

BeeauTe HOBbIV Maposb

Maponb pomkeH cocTonTb U3 5-12 uudp.

1 2 3
4 5 6
7 8 9

OTMeHUTb

PucyHok 137

BHUMAHMWE! Mpwn npeBbllEHWN KOMYECTBA NOMbITOK
BBOAA HeBepHoro napons MY aBTomatuyeckun byaet
3a610KMPOBaAHO. Bpemsa HN1OKNPOBKM ABnAeTcA
dMKCMPOBaHHbIM 1 cocTasaAeT 15 MuHyT. Mepesarpyska
MY [0 MUCTeYEeHMA YKA3aHHOro BpemMeHW npuBedeT K
MOBTOPHOMY 3aMyCKy oTcyeTa 15 MUHYT.

Mpn nepBom BKAOYeHMN MY HeobxoauMmo BBeCTM

Nnapob, KOTOPbIM byaet 3anpalumBaTbCA 7
MCNONb30BaTbCA ANA:
— WNPpOoBaHMSA NaHHbIX nosib3oBaTens

(PncyHok 136);

— pasbnokunposkn MY (PucyHok 137, PucyHok 138).

NMPUMEYAHMUE. lLnpposaHme pa3gena C
AOMALLHMMM nankamm no/sib30BaTenemn (n.4.2.3)
NPOUCXOANT B C/IeAYIOLWMX CyYanX:

— Mpu NepBoOM BKAOUEHUN MY;

— nocne cbpoca HacTpoek MY [0 3aBOACKOrO
cocTosaHMnA (noapasaen 2.2).

[loBTOPUTE NAaposb

1 2 3
4 5 6
7 8 9

OTMeHUTb

PucyHok 138
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4.2.2.1.1. HacTpoiKa napoabHOMN NOJIUTUKK

[MaponbHble MOAUTMKM — COBOKYMHOCTb MPaBMA W TEXHUYECKUX MNapameTpos,
Peryanpyowmx cosaaHne, NCnosib3oBaHMe N 06HOBNAEHME NapOoen ANA YYETHbIX 3anuncen
B cucTeme. [laHHble NOAUTUK Heobxoanmbl ans obecnevyeHma 6€30MacHOCTU, LLeIOCTHOCTH
M OOCTYMHOCTU CUCTEeMbl. HacTpoMKM NaposbHOW NOAUTUMKK onpeaenatoT TpeboBaHMA K
CNOXHOCTY, ANMHE, PErynsapHOCTM CMEHbl Maposeln, a TaKKe MexaHW3Mbl 3alnUTbl OT
HeCaHKLMOHMPOBAHHOro AOCTyNa.

MPUMEYAHMUE. 3meHeHNA HACTPOeK NapO/ibHOM NOAUTUKKN ByayT NpUMEHEHbI KO
BCEM YYETHbIM 3aMM1CAM, CO34aHHbIM Ha MY.

[na nepexoda K HACTPOMKAmM MapO/bHOM MOJUTMKM HeobxoaMMO BbIMOAHUTb
cneayrouime AencTBus:

— OTKPbITb MEHK CUCTEMHbLIX HACTPOeK KdaCaHMEM 3Ha4Ka @ Ha 3KpaHe

NPUNOXKEHUN (cm. PucyHok 1);
o
— KOCHYTbCA MyHKTa MeHlo «lonb3oBaTenn» < B nogpasgene «Cuctema», B

pe3ynbTaTe 0TO6PaA3nUTCA OAHOMMEHHAA CTpaHMUA@ C NPeaCTaBAeHHbIM  CMMCKOM
Nno/sib30BaTenen, cosgaHHbIX Ha MY (cm. PUcyHOK 5);

— KOCHYTbCA nons «Ob6wme HaCTPOMKM ANs  CO34aHHbIX  MOAb30BaTeENEen»
(cm. PucyHok 5);

— KOCHYTbCst oA «MapameTpbl napons» (PucyHok 139);

— 03HAaKOMMUTbCA C  MHOOPMALMOHHBIM  COODLIEHMEM U KOCHYTbCA KHOMKM
«Mpoaonxkutb» (PrucyHok 140).

| O6wwme HacTpoWku | MapameTpbl napons

Maponb [MapameTpbl napons

Bbi6paHHble napaMeTpbl napons 6yayT NpUMeHeHb!
ANA BCeX CO3AaHHbIX Nonb3osaTenei u an U3MEeHeHUU NapamMeTpoB BCe
aAMMHUCTPaTOpa YCTPONCTBa nonb3oBaTeNIn YyCTPOWCTBA AOMKHbI ByayT
YCTaHOBUTb HOBBIV naponb

MapameTpbl napons @

[ocTynHbii 06beEM NamMaTu

TMpy cospaHnm HOBOro NoNb30BaTENS Y BaC €CTb
BO3MOXHOCTb BbiGpaTh AOCTYNHbIN 06BEM NamaTn
YCTPOWCTBa ANs 3TOro nosb3osarens

Mpoponxuts

PucyHok 139 PucyHok 140



MapameTpbl napons

MuHUManbHoE KONMYeCTBO CUMBOOB

PekoMeHayeM UCNonb3oBaTb Naposib COCTOSLUUIA
MUHUMYM 13 6 cCUMBONOB

5

o

Cnocob6 3apaHus napons
MeTtopn YCTaHOBKU napons

3apaTb CBOW Naposb

Twun napons

O CnosxHbiit naponsb
COXHbli Naponb COAepXUT Lundpbi,
crneumanbHbie CUMBOSbI, CTPOYHbIE 1
3arnaeHble GyKebl

PaclumpeHHble HacTPOKK @

PucyHok 141
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[N HAaCTPOMKM NapPO/IbHOM MNONUTUKM HEODBXOAMMO
Ha OTKPbIBWENCA CTpaHWUe 33adaTb Heobxoaumble
napameTpbl 414 NAPONA:

— KOIMYECTBO CMMBOJI0B, MCMO/Ib3YEMbIX B MapOe;

— MEeTO/, YCTaHOBKW Napo/is;

— C/IOXKHOCTb Napo/is;

— PaclUMpPEHHbIe HACTPOMKM.

[Ona  HacTpoMKM  AAMHBLI  napona Heobxoammo
YCTAaHOBUTb KOJIMYECTBO CMMBO/I0OB, MepeMelLaa caanaep
«MuHmanbHaa anuvHa napons» (PucyHok 141) BnpaBo
ONA  YBEAMYEHUA KOMMYeCTBa BXOAAWMX B MNApOJib
cMmBONOB NMbBO BNEBO ANA YMEHbLUEHUA KOMYECTBa
CMMBO/I0B, N NOATBEPAMTbL AENCTBME BBOAOM TEKYLLErO
napons.

MPUMEYAHUE. [peaycmoTpeHa  BO3MOXKHOCTb
YCTaHOBWUTb A/IMHY Napond oT 5 40 12 cMMBOOB.

[1nA HacTPOMKM MeToAa YCTAaHOBKM Napoia KOCHYTbCA COOTBETCTBYHOLLErO NOAA M B
PACKPbIBLLIEMCA CMUCKe BbibpaTbh meToa (PrucyHok 142).
[lna 3a4aHnA CNOXKHOrO Mapons HeobxoAMMO aKTMBMPOBATb «CAOMKHbIMA Mapoab»

(cm. PucyHok 141).

MPUMEYAHUE. CnoxHblr naponb CoCTouMT M3 OyksB, umdp n cumsonos. [lo
YMOYAHMIO B C/IOXKHOM Naposie MCNONb3YHOTCA:

— 0T 500 12 CMMBONOB;

— MUHUMYM 1 cTpo4YHas 1 1 3arnaBHan OyKBbI;

— MuHUMYM 1 umdpa 1 1 cneucumson (PucyHok 142).

[lnAa HACTPOMKM CNOXKHOrO Mapons HeobXxoAMMO KOCHYTbCA Mnona «HacTpolku
CNIOXKHOTO Napons» (cM. PucyHoK 136) 1 B OTKPbIBLUEMCA OKHE B PACKPbIBAOLLMXCA CMIMCKaX
3a4aTb cocTas napons (PnucyHok 138):

— OYKBEHHbIE CMMBO/IbI;

— CTPOYHble BYKBbI;
— 3arnaBHble OYKBbI;

— HebyKBEHHblE CUMBO/bI;

— undpbl;
— CNeucnmBoO/ibl.



| MapameTpbl napons

MeTop ycTaHoBKM napons
3apaTb CBOW Naponb

3apaTh CBOV Naponb

Maponb, CreHepUpPOBaHHbI CUCTEMON

PucyHok 142

| PaclunpeHHble HaCTPOMUKM
Y106bI NPUMEHUTL U3MEHEHUS, BEPHUTECH Ha3ad

MoBTOpPEHUE CUMBONOB

OrpaHu4YeHne NOBTOPEHUI OAHOTO CUMBO/IA MOAPSA
noMoxeT nsbexarb Koa-naponei ¢ HU3KON
6esonacHOCTbIO Buaa: «AAAa1111!»

KonuyecTso NoOBTOpPeHU1 CUMBO/IOB
He nposepsieTca

OrpaHu4YeHu1e NonbIToK ayTeHTUpUKaLMm

Mo UCTeHEeHUIO pa3pelLeHHbIX NOMbITOK BXOAA,
y4eTHas 3anuch 6yaet 3ab6nokMposaHa Ha 15 MUHYT

He orpaHuyeHo

OrpaHuyeHu1e Npy cMeHe Naposns

HoBbiit naponb ONXKEH OTMYATHLCA OT NPEAbIAYLLUX
0 naponeit

0

O

Bpems gencTeus napons

Maponb gevicteyet bea orpaHuyeHus

PucyHok 144
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| HacTtpoliku cnoxHoro napons
Y106bI NPUMEHUTD N3MEHEHUS], BEPHUTECH Ha3af,

CocTas napons

BykBeHHble cuMBoOsbI He nposepseTcs
CTpoyHble 6ykBbl OT 0fjHOM 1 6onblue

3arnaBHble 6ykebl OT oaHoOW 1 6onblue

HebykBeHHble CUMBONbI
He nposepsetcs

Lindpbl OT opHoM 1 6onblue

Cneucumsonbl OT ogHoro v 6onblue

PucyHok 143

[na 3agaHns KoamM4yecTBa MOBTOPEHWIA CMMBOJIOB
HeobX0AMMO BbIMONHUTL CAeaytowme AeNCTBUS:

— B noapasgene «PacluMpeHHble  HaCTPONKM»
KOCHYTbCS NoAs «KonnMyecTtBO NMOBTOPEHMI CMMBO/IOBY
(PucyHoK 144);

— Ha OTKpbIBLIENCA CTpaHWUe BbibpaTb OAHO K3
3HaYeHUN.

nnn YCTaHOBKM orpaHuyeHms NOMbITOK
ayTeHTUPMKaLUMKU, HeobxoaMmMo nepemecTnTb cnanaep
«He orpaHu4yeHO» BMNPaBO ANA YMEHbLLIEHMA KOMYecTBa
NOMbITOK BBOZA HeBepHOro napona nAnbo BAEBO ANA
yBenndeHns (PucyHok 144).

[lna yCTaHOBKM KOAMYeCTBa Npeblaylimx naponen,
OT KOTOPbIX [AO/KEH OT/NMYATbCA HOBbIM  MapOb,
HeobxoAMMO nepemecTmTb cnanaep «OrpaHuYeHne npu
CMeHe naponA» BNPaBO A1A YBEAMYEHUA KOAMYECTBa
naposaen 1Mbo BNeBO A8 YMeHblueHua (PucyHok 144).



Maponb geicTeyer
Bes orpaHuyeHus
30 pHen

60 gHelt

90 aHen

120 gHew

150 pHeit

180 gHewt

PucyHok 145

PaclunpeHHble HaCTPOMUKM
Y106bI NPUMEHUTL U3MEHEHUS, BEPHUTECH Ha3ad

MoBTOpPEHUE CUMBONOB

OrpaHu4YeHne NOBTOPEHUI OAHOTO CUMBO/IA MOAPSA
noMoxeT nsbexarb Koa-naponei ¢ HU3KON
6esonacHOCTbIO Buaa: «AAAa1111!»

KonuyecTso NoOBTOpPeHU1 CUMBO/IOB
He nposepsieTca

OrpaHu4YeHu1e NonbIToK ayTeHTUpUKaLMm

Mo UCTeHEeHUIO pa3pelLeHHbIX NOMbITOK BXOAA,
y4eTHas 3anuch 6yaet 3ab6nokMposaHa Ha 15 MUHYT

He orpaHuyeHo

OrpaHuyeHu1e Npy cMeHe Naposns

HoBbiit naponb ONXKEH OTMYATHLCA OT NPEAbIAYLLUX
0 naponeit

0

O

Bpems gencTeus napons

Maponb gevicteyet 150 aHeit

Ysepomnatb 3a 5 aHen

PucyHok 146
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[lna 3a4aHnA cpoka AeMCTBMA Mapoas HeobxoaAMmo
BbIMO/IHUTb CAeaylowme AeNCTBUA:

— KOCHYTbCA nona  «[laponb
PucyHok 144);

— Ha OTKpbIBLIENCA CTpaHWue BbibpaTb OAHO U3
3HayeHu (PucyHok 145).

BHUMAHMUE! Mo tpeboBaHmam besonacHoctn NUC, B
KOTOPbIX MN/JaHUPYyeTCcA MCcnonb3oBaHne MY,  Cpok
AEeNCTBMA Napona AoKeH bbiTb YCTAaHOBNEH B 3HaYeHMe
«180 aHen».

aencrtsyet»  (cm.

[ns 3a0aHuA BpemeHu yBeaomieHns 06 nctedeHmnm
CpOKa [JencTBMA napona HeobxoaAMMO  BbIMOAHUTL
cnepyrouime AencTemna:

— KOCHYTbCA nona «YsegomnaTtb» (PucyHok 146);

— Ha OTKpPbIBLIENCA CTPaHMUEe BblibpaTb OAHO M3
3HaYeHUN.
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| MlapaveTpsi napons BHUMAHWE! MNocne BHECeHUsn N3MEHEeHUs
NameHeHus He coxpaHeHbl
PekoMeHayem UcnonbaosaTh Naposib COCTOALLMIA H eO6XO|D|V|MO Ha CTpa HU Llle « |_| d pa MeTp bl na p(D‘”FI ”
MUHUMYM U3 6 cCuMBONIOB
. KOCHYTbCA KHOMKM «COXpaHUTb W 33adaTb Mapo/ib»
O (PucyHok 147).

Cnocob 3apaHus napons

MeTop ycTaHoBKM napons
3apaTb CBOW Naposb

Twun napons

@ CroxHbiii naponb
CnoXHbi Naposb COAEPXUT Uudpbl,
CreumanbHbIe CUMBOSbI, CTPOYHbIE U
3arnaeHble Gykebl

HacTtpoiiku cnoxHoro napons @
PaclunpeHHble HacTpoWku @
@ BHumaHue

U3ameHeHus BCTYNAT B CUNy nocne
coxpaHeHus

COXpaHMTb W 3agaTb Naposb

PucyHok 147

4.2.2.2. AyTEHTMPUKALUMA C MOMOLLbIO TOKEHA

B OC ABpopa ans aytTeHTUOUKaLUMM MOryT ObITb MCNONb30BaHbI TOKEHbI CAeAYHOLLMX
Tnnos: USB 1 NFC, a umeHHo:

— «PyTOoKEeH» Bepcumn 4 (UM PKI) — nporpammHo-annapaTHbIM  KOMMAEKC
ayTeHTMdMKaUUmM 1 xpaHeHua nidopmaumm (ceptndumkat PCTIK Poccmnm Ne3753);

— JaCarta — cpeactBo ayTeHTMOMKaUMM 1M He30nacHOro XpaHeHua MHPopMaLmm
nonb3oBatenen (ceptnpukat PCTIK Poccum Ne3449).

BHUMAHUE! Wcnonb3soBaHne ana ayteHTuduKaumm B OC ABpopa TOKEHa,
OT/INYHOTO OT YKa3aHHbIX, He NpeaycMaTpUBaeTCA.

4.2.2.2.1. Obuwme npaBmaa HaCTPOMKM N MCMONb30BaAHMA TOKEHOB

HeobxoayMmo  yy4mTbiBaTb CAedylollMe OCHOBHble MpaBuia  HACTPOMKM WU
MCMONb30BAHMA TOKEHOB:

— 3KCM/lyaTaumMilo  TOKeHa Cc/nedyeT  OCYyWeCTBAATb  COr1acHO  TpeboBaHMAM,
YKa3aHHbIM B COOTBETCTBYHOLLEN AOKYMEHTALMM Ha HEE;

— ana obecneyeHma noakatoveHMa K MY M nocnepyrowen HaCTPOMKM TOKeHa
TpebyeTcs MCNo/b30BaTb crneumannsmpoBaHHbin USB OTG-nepexogHuK, KOTOPbIA He
BXOAMT B KOMMNIEKT NOoCTaBkn MY;

— NONMTMKA  6e30MacHOCTM  MOMKET  3anpellaTtb  MNPUMEHEHWE  BHELIHMX
USB-yCTpoMnCTB, ANnA 3TOro HeobxXxoAMMO AOMOAHUTENBHO MNPOBEPUTL YCTAHOBAEHHOE
orpaHmyeHune gerncteytowen 8 OC ABpopa NoamTukmn besonacHocTtu (n. 4.3.2);
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— Npu paboTe ¢ TOKeHOM NoTpebyeTca AOMNONHUTENbHbLIM NAapoab ANS AO0CTyNna B
3alWmuleHHyt0 06nacTb MaMAaTM TOKEHA, B  KOTOPYK MPOM3BOAMTCA Ha3Ha4yeHue W
CoXpaHeHue ayTeHTUPUKaLMOHHON MHPOPMALLMM NONb30BATENS;

— ayTeHTUMKALMA C MOMOLLbIO TOKEHA A0CTYNHa A1A BCEX YYETHbIX 3anucei ponem
(cm. n. 1.2.1), co3gaHHbIX Ha MY.

MPUMEYAHUE. AyTeHTUPMKALMA C MOMOLLbIO TOKEHA BbIMNOJAHAETCA TONbKO MPMU
NepBOM BK/OYEHMM YYETHOM 3aMmcK.

4.2.2.2.2. [lpeasaputesibHaA NoAroTOBKa TOKEHA

[ns paboTbl C TOKEHOM HEObBXOAMMO BbIMOAHUTL NMPeABaAPUTENbHYIO HACTPOWMKY,
KoTopaa MOXKeT ObiTb BbIMOJIHEHA C WCMNO/Ib30BAHMEM 3/1EKTPOHHO-BbIYMUCUTENBHOMN
MalnHbl (3BM) ¢ OC Linux, Ha KOTOpPOWN NpeaBapUTENIbHO A0KeEH ObITb YCTAHOBAEH NaKeT
opensc.

MPUMEYAHMUE. ToKeHbl A40MKHbI UMeTb GOpMaT PKCS#15.

B cnyyae ecnm TOKeH MMeeT apyron dopmat, ANA ero nepevHuuManmsaumm B
dopmaTt PKCS#15 Ha 3BM HeobxoaAMMO BbINONHUTL CleaytoLinme KOMaHab!:

pkcsl5-init --erase-card -p rutoken ecp

pkcsl5-init --create-pkcsl5 --so-pin "87654321" --so-puk ""
pkcslb5-init --store-pin --label "User PIN" --auth-id 02 --pin
"12345678" --puk "" --so-pin "87654321" --finalize

BHUMAHUE! TMocne nepeuHMUManm3almMm TOKeHa BCe AaHHble C Hero byayT
yAaneHsbl.
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4.2.2.2.3. HacTpoiKka ToKeHa

MoapobHoe onmMcaHne HaCTPOMKM TOKEHA NPUBEAEHO B OKYMEHTE «PyKoBOACTBO
noab3oBaTeENA».

4.2.2.3. AyteHTndmKauma c nomoubto CYANC

AyTeHTUdMKauma ¢ nomouwbto CYANC:

— npefHa3HayeHa ana naeHTUOUKaLUMM n
ayTeHTMduKaumm nonb3losatenen MCOA MB/ Poccuu;

4%,. — AOCTYyNHa Ha MY TOAbKO NpU  HaAMymm
 MBOPocom yCTaHoBNAeHHOro KaneHTta CYANC n goctyna K cepsepy
- CYAMNC uepes ceTb MIHTepHeT.

B CYOWC nonb3oBaTenb  MOXET  MNPOUTU
ayTEHTUPUKALMIO C MOMOLLbIO NPeaoCTaBAEHNA OAHOM
N3 cneayowen KombuHaumm gaHHbIX:

— JIOTWH M Napob;

— ceptudukat un PIN-Kkopa (PucyHok 148).

Bonno naponio Co3znaHue MO/1Ib30BaATEIbCKMX
ayTEHTUDUKALMOHHbBIX AaHHbIX BbIMONHAETCA B CUCTEME
NCOL MB/L Poccnun n CUHXPOHU3IMPYETCA C KIMEHTOM
CYOANC Ha MY.

Bxof no 31eKTPOHHOM MOAMMUCY
nggme NUH-KOA

Het pocTynHpix cepridukaron

‘-.:::;.'“‘(’ -

SKCTPEHHbIV BbI3OB

PucyHok 148
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4.2.2.4. HacTpoWnKa OorpaHU4YeHnin BXO4a B CUCTEMY

Pa6ouee Bpems
[Ins nonb3osatens: Monb3oeatens 1

OrpaHquHme no gHaM

BbiGepuTe AHM Hepenu, B KOTOpble Nonb3oBaTenb
CMOXET Nonb3oBaTbCs YCTDOﬁCTBOM

OrpaHMMeHne no BpeMeHun

Bbléepm’e BpeMs, B KOTOpOe Nosb3oBaTesib
CMOXET M0/1b30BaTbCs YCTPOMCTBOM

Pa6ouee Bpemsa Becb aeHb

PucyHok 149

i Pa6bouee Bpems

Pa6oyee Bpemsa Becb geHb
Becb aeHb

HacTtpaueaemoe

PucyHok 150

[ns HAaCTPOMKKU OrpaHUYEeHMn BXO4a B CUCTEMY A5
YYETHOM 3anucy Nonb3oBaTens HeobxoAMMO BbIMONHUTL
cneayrouime AencTemna:

— OTKPbITb MEHIO CUCTEMHbIX HACTPOeK KacaHuem

3Ha4kKa @ Ha JKpaHe nNpuaoxKeHuin (cm. PucyHok 1);
(@]
— KOCHYTbCA MyHKTa MeHlo «[lonb3oBaTenn» <= B

noapasgene «Cucrema;

— KOCHYTbCA MNOAs No/b30BaTens, AaNA
TpebyeTca HAaCTPOUTb OrpaHNYeHMUE;

— KOCHYTbCA nona «HacTpolka paboyero BpemeHm»
(cm. PucyHoK 8), B pe3ynbTate 0Tobpa3nTca ogHOMMEHHasA
cTpaHuua (PucyHok 149);

— aKTMBMPOBATb AHW Hedenun, B Te4yeHMe KOTOpPbIX
N0/1b30BaTE/Ib CMOMKET BONTU B cnuctemy (PucyHok 149);

— KOCHYyTbCcA nona  «Paboyee Bpema» UM B
PACKpPbIBLLIEMCA CNMCKe BblbpaTb Tpebyemoe 3HayeHue
(PucyHok 150);

—npu  Bbibope  3HauyeHuAa  «HacTpamBaemoe»
KOCHYTbCA COOTBETCTBYIOLWIMX MNOAEN AONA  YCTAHOBKM
WHTEpPBasa BPEMEHM, B Te4yeHMe KOTOPOro nosib3oBaTe/lb
CMOKeT BOnTK B cuctemy (PucyHok 151).

KOTOpOro

Pa6ouee Bpems
[ns nonb3oeatens: Monbsosatens 1

OrpaHquHMe no gHaM

BbiGepute aHM Hepenu, B KOTOpble Nonb3oeaTent
CMOXEeT Nnonb3oeaTbCs YCTpOljiCTBOM

OrpaHuyeHme rno BpeMeHu
Bbi6epuTe BpeMsl, B KOTOPOE Nonb3oBaTesb
CMOXeT NoMb30BaTbCH YCTPOMCTBOM

Paboyee Bpema Hactpavsaemoe

C8:00 [019:00

PucyHok 151



Cpok geincTBus y4eTHOM 3anucu
[na nonbsosatens: Monbsosatens 1

OrpaHquHne no BpeMeHun

Bbl MOXeTE yCTaHOBUTH CPOK AEUCTBUA YHETHOMN
3anucu, nocne UcTevyeHus KOToporo nonb3osarens
He CMOXET BOCTO/Nb30BaTLCA YCTPOUCTBOM

OrpaHuyeHune no BpemMeHn
HeorpaHnyeHo

PucyHok 152

Cpok gencTBuUs y4eTHOM 3anucu

OrpaHuyeHune no BpeMeHn
HeorpaHuyeHo

HeorpaHuyexo

HacTtpauBaemoe

PucyHok 153
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[na HACTPOMKM CpOKa AeNCTBMA YYETHOM 3amnmncum
nonb3oBaTens HeobxoAMMO BbINONHUTL Cleaytouime
[EeNCTBUA:

— OTKPbITb MEHIO CUCTEMHbIX HACTPOEK KaCaHMeMm

3Ha4Ka @ Ha JKpaHe NpuaoKeHnn (cm. PucyHok 1);
(o)
— KOCHYTbCA MyHKTa MeHio «Monb3oBaTenn» & B

noapasgene «Cucrema;

— KOCHYTbCA MOAA NONb30BaTeNA, ANA KOTOPOro
TpebyeTca HAaCTPOUTb OrpaHNYEHME;

— KOCHYTbCA nons «Cpok AeNCcTBMA YY4ETHOM 3anmcm»
(cm. PUCYHOK 8), B  pe3ynbTaTe  oTobHpasmuTca
OlHOMMEHHasdA cTpaHuua (PucyHok 152);

— KOCHYTbCA nonsa «OrpaHuyeHne no BpeMeHmn» 1 B
PACKpPbIBLUEMCA CNUCKe BbibpaTb Tpebyemoe 3HayeHue
(PucyHoK 153);

— npu BbiIbOpe 3HaYeHMa «HacTpanBaemoe» yKasaTb
[aTty A0 KoTopoW OyaeT aKTMBHA Y4yeTHas 3anuch
(PcyHoK 154);

— KOCHYTbCA KHOMKM «MoATBepaAnTbY ana
NOATBEPKAEHMA onepauum AnMbo KHOMKM «OTMEHUTbY
AN OTMEHbI.

| CpoK AeiCTBUS YHeTHOM 3anucu
[ns nonb3osarens: Monb3osaTtens 1

OrpaHquHme no BpeMeHun

Bbl MOXeETe YCTaHOBUTb CPOK AECTBUSA YHETHOIA
3anucK, Nocne UCTeYEHUs KOTOPOro Monb3osaTenb
HE CMOXeT BOCMO/Nb30BaTLCA YCTPONCTEOM

OrpaHuyeHune no BpeMeHn
HacTtpauBaemoe

[0 19 pekabps 2027 .

PucyHok 154
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4.2.2.5. HactpowKka BpemeHun 610KMpoBKn MY

| BnokupoBka ycTpoucTBa

Cnocob pa3bnoknpoBku ycTpoincTea

Otnevatok
nanbua

O

MNapons TokeH

O [OsyxdakTopHas ayTeHTUdMKaLMS
Wcnonb3oeaHue naponsa U TokeHa ans
aKTusauum yCTpOﬁCTBa npu BKNOYEHUN

Hactpoiiku

OTneyaTtku nanbua

©,
Maponb @
®

TokeH

Bnokuposka ycTpoiicTea

BnokupoBska ycTpoicTea
Mpy nepexope B CriALLMiA PeXUM

PucyHok 155

Bnokuposka ycTpoincTea

He ucnonbayetcs

Mpu nepexope B cnswuA pexmnm
15 cekyHa

30 cekyHp,

1 MUHyTa

2 MUHYTbI

5 MUHYT

10 MUHYT

PucyHokK 156

MPUMEYAHUA:
v  I3MEHEeHMs HaCTpoeK B MyHKTe MeHio «bloKMpoBKa
YCTPOMCTBA» NPUMEHAIOTCA KO BCEM YYETHbIM 3anmncAM
ponen, co3aaHHbIM Ha MY;
v’ Cnyyau, npu KOTOPbIX MOXKET BbITb 3aMpoLleH naposib,
onucanbl B M. 4.2.1.

Ona  HacTponkn Ha0KMpoBKM MY Heobxoammo
BbIMONIHMTbL CAeaytoline AeNCTBMA:

— OTKPbITb MEHK CUCTEMHbIX HACTPOEK KacaHMem

3Ha4kKa @ Ha JKpaHe NpuaoxKeHuin (cm. PucyHok 1);

— KOCHYTbCA MYyHKTa «Bb/IOKMPOBKa
M
ycTponctea» [ B nogpasgene «besonacHocTb», B

pe3ynbTaTe OTOOPa3nTCA OAHOMMEHHAA CTpaHWua C
HacTpoMKamm 610kMpoBkn MY (PucyHok 155);

— BbIOpaTb BPeEMs [0 aBTOMATMYECKON DIOKMPOBKM
MY (PncyHok 156), KOCHYBLUMCb COOTBETCTBYIOLLMX NOJEN
M NOATBEPAMB AENCTBME BBOAOM TEKYLLErO Napons.

MeHHO

BHUMAHUE!

v VYBegomaenua 6yayT MpuUXoamMTb Ha BbIKJHOYEHHbIN
3KpaH 3abnokmpoBaHHOro MY;

v/ BapuaHTbl 3HauYeHWin B noje «ABTOMaTMYecKas
ONOKMPOBKA» OTAMYAKOTCA B 3aBMCMMOCTM OT BeEPCUM
OC Aspopa.

MPUMEYAHUE. SKkpaH MY noracHeT B C/y4ae, ecau
YCTQHOB/IEHHOE BPEMA aBTOMATMYeCKoM 610KMPOBKM
byaeT npeBbilaTh BPEMS CNAWEro pexxnma, Ho MY npu
3ToM He ©6yaeT 3abnokmpoBaHo. [nA AanbHenwen
pPaboTbl HEOHXOAMMO BKAKOUNTL 3KpaH MY 1M Npoa0 KNTb
paboTy 6e3 BBOAA NapoA.
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4.2.3. lWundposaHmMe pasaena ¢ 4OMaAWHUMK Nankamm

lUndpoBaHne pasagena C AOMAWIHMMM MNankamum — npoueaypa, npu KOTOopoM
BBEAEHHbI MapO/b CpaBHMBAEeTCA C nNapoabHoM dpason cnota LUKS-pasgena,
COOTBETCTBYHOLLEIO MAEHTUDMKATOPY NONb30BATENS.

B OC ABpopa pa3aen ¢ AoOMalHMMK Nankamn WndpyeTca C NOMOLLbI aAropmMTMa
aes-xts-plain64 512-OMTHbIM MaCTEP-KAOYOM, A1S XPAaHEHMA KOTOPOro MCMNo/b3yeTca
LUKS-3aronoBoK, cOCTOALMIM U3 caeaytouymx 8 CN0TOB:

— OAMH CNOT MCNONb3YETCA YY4ETHON 3aMNMUCbIO0 aAMMHUCTPATOPa;

— LWeCTb CN0TOB AOCTYMHbI CO343aBaeMbIM YYETHbIM 3aMMCAM NO/1b30BaATENS;

— OZINH CNOT pe3epBUpPYETCA A8 CMEHbI NAaponen.

NneHTudUKaTOp  y4eTHOM  3anMcu  MNONb30BaTeNd  onpeaensetr  HOMep
MCNONb3YEMOro CNOTa, MNPXM 3TOM B KaXAOM M3 C/AIOTOB XPAHMUTCA MaCTep-K/tou,
WMPPOBAHHbIM NaposieM COOTBETCTBYIOLLEN YY4ETHOM 3anMMCKM NOAb30BATENS C MOMOLLBHO
anropuTma PBKDF. KONMYeCcTBO UTepaLmMin anropMtMma noaburpaerca Takum ob6pasom, 4ToObl
NPOBepPKa OAHOM KOMBUHALMW BbINOAHANACL NPUDIN3NTENBHO OAHY CEKYHAY.

BHUMAHMUE! Mpwn obHosneHmn OC ao Bepcum 5.0 1 BbiLe:

— NPV BKAOYEHHOM WndpoBaHmmn: Bepcusa luks octaHeTcs Luks 1;

— NPU  BbIKAOYEHHOM  WINGPOBAHMU: NONb30BATENLCKME [AaHHble OCTaHyTCA
He3aWnPPOBaAHHbIMMU.

BbinonHeHWe cneayowmx AencTBuini TpebyeT BBOAA

| LLndpposaHue
KOppeKTHoro  naponda w3  cnota  LUKS-3aronoskKa,
Baww nonb3oBaTenbckue AaHHble (v} Y]
e doiing e i BES COOTBETCTBYIOLLETO MAEHTUPUKATOPY BbIOPAHHOM YY4EeTHOM
nonyzmb K HUM JOCTYn. ﬂpenocraefrewe 3a |‘| [/]C[/| [‘|Oj'| b3OBaTenH :
A0CTyna nosib3oBaTes 1AM OCYLLEeCTBAETCA No
IR — pa3bNOKMPOBKA AOMALUHEN Nnanku npu 3arpyske
[Monb3oBaTtenbckme AaHHble My,’
WndpposaHue BrnoyeHo . .
Tun yorpoiicTsa LUKS — pasbnokuposka Ul Lipstick.
Bepcusa 2
e BT Ons  oTobpaxeHua cTpaHuupl  «lndppoBaHne»
(PucyHok 157) HeobxoAMMO  BbINOMHUTL  CAeaytoline
NencTens:

— OTKPbITb MEHI0 CUCTEMHbIX HACTPOEK KaCaHWeM
3Ha4kKa @ Ha DKpaHe NpunoXKeHu (cm. PUcyHoK 1);

— KOCHYTbCA MNyHKTa MeHto «llndpoBaHume» B
noapasaene «be3onacHoCTbY.

PucyHok 157
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4.3. YnpaBneHue A0CTynom

B OC ABpopa peasin30BaHbl Ciedytoume MexaHU3Mbl yNpaBaeHna AOCTYMOM:

— AINCKPELIMOHHOe pa3rpaHuyeHne npas goctyna (DAC), oCHoBaHHOe Ha
cneayowmx cywHoctax (n. 4.3.1):

e OMTax paspeLleHunit;

e crnimckax KoHTpona aoctyna (POSIX ACL) 1 paclinmpeHHbIX aTpnbyTax cCTaHaapTa
POSIX 1e;

® BO3MOHOCTAX /UM NEPEYHAX BO3MOMKHOCTEN — capabilities;

— posieBOe pasrpaHuyeHne AO0CTyna, npelycMaTpuBatolLlee aKTMBAUMIO MOAUTUK
6e30MacHOCTK, KOTOpble MnpeaHa3HayeHbl AnA ynpasaeHusa oyHkumamm OC ABpopa
(n. 4.3.2).

NMPUMEYAHUE. YnpasneHne nonutukamm 6e30MacHOCTU  AOCTYMHO  TOJIbKO
aAMUHUCTPATOPY.

4.3.1. AnckpeunoHHasa moaenb ynpaBaeHa A0CTYNOM
4.3.1.1. Obuwan MHPpopmaLms

Mpu pasrpaHnyeHmMn poctyna K obbektam OC OC ABpopa peanmsyer
ONCKPELMOHHYIO MOAeNb pasrpaHMyeHna aoctyna. [aHHaa moaenb npeanonaraet
ynpaBieHne A0CTynoM CyObeKkTOB K 0OBbeKTamM Ha OCHOBe MaTpuubl AocTyna. Kaxkabii
006bekT OC (dann, nanka) MMeeT NPMBA3AHHOIO K Hemy cybbeKkTa (nonv3osatens OC),
Ha3blBAEMOro Bnadenbuem. VimeHHO Bnageney, (AMbo agMMHUCTPATOP) yCTaHaBAMBAET
npaBa A0CTyna K 06bekKTy. [paBa AoCTyna onpeaensatoT Habop AeNCTBMA, KOTOPble CyObeKT
MOXET COBepPLLATb C 0ObEKTOM.

NMPUMEYAHUE. [Moacuctema pasrpaHUyYeHUs A0CTyna AencTByeT TOAbKO AAS
dalNoB M MNanoK, XPaHAWMXCA Ha BHYTPEHHEM HaKonuTene YCTPoOMCTBa. HacTpolika
pa3rpaHMyeHma A0CTyna JAO0/KHA OCYLLEeCTBAATbCA B COOTBETCTBMM C MOJOKEHUAMMU
NOKYMeHTa «PyKoBOACTBO MO YCTAHOBKE U HACTPOMKeEY.

B OC npaBa 4oCTyna pa3aenAatTca Ha:

— NpaBa B/lagenblia 06beKTa;

— npaBa rpynnbl, BAageowen obbekTom;

— NpaBa ANA OCTa/IbHbIX CYyObEKTOB.

Habop aerncTemin, NOTEHUMANbHO pa3pelleHHbIX CyObeKTy:

— YTeHue;

— 3aMNuCb;

— WUCMOIHEHME.
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MpaBa BblpaxatoTca AeBATMOMTOBOM NOCNEA0BATE/NIbHOCTLIO, Pa3bUTOM Ha Tpu
paBHble rpynnbl, onpeaenatowme npasa BAagenbua, rpynnbl M OCTa/ibHbIX COOTBETCTBEHHO.
Crapwuii 6UT onpedenseT HanuMume npaBa YTEHWUA, CPeAHW — 3anucK, MAaawuin —
ncnonHenus. K npumepy, npasa 740 — 111 100 000 6yayT 03Ha4aTb, YTO Y BAaJeNbla ecTb
NpaBa Ha YTeHMe, 3aNnCb U UCNOJIHEHME, Y TPYMMbl — TO/IbKO NPaBa Ha YTEHWE, Y OCTa/IbHOTO
npaBa OTCYTCTBYHOT.

NMPUMEYAHUE. YnpaBneHne maTpuuen A0CTyna OCYLLECTBAAETCA KOHCOJIbHbIMMU
KOMaHAaMMU: chown, chgrp M chmod, A0CTYNHbIMM Yepe3d MIT «Terminal».

KomaHabl N03BONAIOT BbINOAHATL CAeAytoLne AeNCTBUA:

— chown nosBonaetr MameHUTb Bnagenbula danna (chown wnms_nonb3oBaTena
nma_danna);

— chgrp no3BonaeT nameHUTb rpynny eanna (chgrp mma_rpynnel uMa_dpanna);

— chmod no3BonseT n3meHUTb NpaBa A0CTyna K Gpanny:

e chmod 642 1.txt -npaBaHa dann 1.txt yctaHaBamBatoTcs pasHbimm 110 100
010, T.e. y BNagenblia NnpaBa Ha YTEHME M 3anunCb, Y FPYNMbl HA YTEHME, Y BCEX OCTa/IbHbIX
TO/IbKO Ha 3anuCb;

® chmod u+x, g-w, o-r l.txt -B AaHHOM C/yyae Bragenbly aobasndeTca
NPaBO Ha UCMONHEHWE, Y TPYNMbl OTOMPAETCA NPABO 3aMNMCK, Y BCEX OCTa/IbHbIX OTOMPaeTCA
npaBo u4TeHus. [nAa nonydyeHue noApobHOM MHPOpmaUMKM cneayeT oOpaTUTbCA K
CMpPaBOYHbIM PYKOBOACTBAM MO NEPEYNCIEHHBIM KOMaHAAM.

NMPUMEYAHUE. HactponKka NOAUTUKU AUCKPELMOHHOrO pas3rpaHUYeHnsa npas
noctyna aencrayeT Tonbko B PC EXT4, KoTopaa ncnonbayetca B OC ABpopa N0 yMOAYAHMUIO.
CTaHAapTHbIM Habop npaB B BMAe OMTOBOM Macku nopgaepskusaetcs OC ABpopa AnA
cnyxebHbix OC: tmpfs, sysfs, procfs.

MpuHUMN pPaboTbl NOAUTUKM AMCKPELMOHHOrO pasrpaHMyeHua npas A0CTyna
npeacTaBaeH Ha pUcyHKe (PucyHok 158).
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MoHuTop obpaleHni

Bce cMCTeMHbIE BbI30Bbl MTPOXOAAT YEPe3 MOHUTOP 06paLLeHKUA
ANA npoBepkl 6e3onacHoCTM

Odfl'l pouecc Nonb30BaTens

[lpocTpaHcTRO
no/fb3oBaTtena

MoHuTop oBpalleHKui

[NpocTpaHcTBO
agpa

Hopo OC

PucyHok 158

[nckpeumoHHOe pasrpaHMyeHne Npas A0CTyna OCYLWECTBAAETCA KaxKablh pa3 npu
nonbiTke obpauweHns cybbekta K 00bekTy, npu 3ToM 06e CyWHOCTU coaepKaT
COOTBETCTBYIOWME aTPMbYThl HE30MaCHOCTN, NPUHAANEXKalWMe ANCKPELMOHHOM MoAeNw.
Anpo OC ABpopa NpoBepseT ypoBeHb A0CTyna, 6a3mpyroWminca Ha AaHHbIX aTPUOYTOB C
OJZIHOM CTOPOHbI 1 NpaBMIax pasrpaHnyenma goctyna (MP/L) ¢ Apyro CTOPOHbI.

[lncKkpeumoHHoe pasrpaHuyeHne npas A0CTyna MO3BOAAET BAafenblly 0ObekTa
onpeaenaTb, KTo 061a4aeT NOTHOMOYMAMM OCYLLLECTBAATL AOCTYN K OOBEKTY.

CybbeKktamm B peanmsaumm OMCKPELMOHHOro pasrpaHWyeHna npas A0CTyna
BbICTynatoT 0b6bluHble npoueccbl OC ABpopa, KOTopble NpeacTaBaeHbl MPOrpammHOM
CTPYKTYpOM AApa task struct.

Bce HMKEMMEHOBAHHbIE CYLIHOCTWU, TakMe KaK 0OblyHble ¢annbl, ¢annbl MY
(Kak BN0YHblE, TaK M CMMBO/bHbIE), NanKkW, ¢aiabl COKETOB (MalnoB) C TOYKM 3peHuUA
AMCKPEUMOHHOro pasrpaHnyeHma npas goctyna Agapa OC ABpopa ABasatoTcs o0bbeKkTamm
[0CTyna, ChefoBaTeNbHO, TaKXKe NonaaatoT Noa, AeNCTBME NONUTUK pasrpaHMyYeHns.

ATpnbyTbl CyHOBEKTOB A0CTYMa WCMNOAbL3YIOTCA AN8 OCYLIECTBAEHUSA pelleHuni
NOSINTUKN AMCKPELIMOHHOIO pasrpaHMYeHns npasB AOCTyNa. B KayecTBe AaHHbIX aTpubyTOB
nna cybbekTos A0CTyNa (NpoLeccoB) 06A3aTeNbHO NPUMEHSAIOTCA CaeayroLlme:

— 3¢ deKTMBHbIN naeHTUdGMKaTop (Yncno) Bnagensla npouecca (PID);

— 3¢ deKTMBHbIN naeHTUdGMKaTop (Yncno) rpynnsl npouecca (GID);

— MeTKa BO3MOXHOCTU UM BO3MOXHOCTb (capability) ctangapTa POSIX.1e;

— YIEHCTBO Mpolecca B [AOMOJAHUTENbHbIX (HE OCHOBHbIX) rpynnax (npu
Heobxo4MMOCTH).

YKasaHHble aTpubyTbl cybbeKTa AOCTYNa XPaHATCA B MPOrpamMMHOM CTPYKType aapa
task structc M OLEHWBAKTCA CUCTEMHBIMM BbI30BaAMMU.
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ATpnbyTbl 0OBEKTOB A0CTYMNa TaKKe MCNONb3YIOTCA AN OCYLLECTBNEHUA PEeLIEHN
NONIMTUKM AMCKPELMOHHOIO pa3rpaHMyeHma npas A0CTyna. B KayecTse AaHHbIX aTpmbyTOB
0ObeKTa AOCTyNa NPUMEHSAOTCA ceaytolme:

— Bnagenew ob6beKTa;

— BNnagenew rpynnbl 06beKTa;

— BMTbI NpaB AOCTYNa;

— AONOAHUTENbHblIE aTPMOYTbl CMMCKOB KOHTPOAA A0CTyna B COOTBETCTBUM CO
ctaHaaptom POSIX.1e ACLs.

ATpnbyTbl 06BEKTOB AOCTYNa COXPaAHATCA M yynuTbiBatoTca aapom OC Apopa, a
TaKXKe XpaHATCA B WMHAEKCHbIX Aeckpuntopax @PC, pasmelleHHOM Ha AMCKOBOM
npocTtpaHcTee MY.

MpaBWia ANCKPELMOHHOIO pas3rpaHMYeHns Npas A0CTyNa ONpeaenatoT:

— KaKMM 00pa3omM KOHKPETHbIN npouecc (CybbekT) MOXKEeT OCYLWECcTBAATb MOMbITKY
no/sly4eHMs [A0oCTyna K OObBbEeKTy, OCHOBbIBAaACb Ha YKa3aHHbIX Bbllle aTpubyTax
6e30nacHoOCTU;

— KaKnM 00pa3om M Npu KaKUX yCNoBMAX aTpmbyTbl Be30macHOCTM cybbeKkTa u
00bEeKTa NPUHUMAIOT HOBbIE 3HAYEHMA.,

4.3.1.2. Obuwee onncaHme NpuBUIeErnin

MpuBunerva nporpaMmmbl HasMpyeTcs Ha CAedylollmx 3HayeHusx atpubyTtos
npouecca:

— aTpubyT apdpexkTnsHoro UID (PID);

— aTpmbyT adPeKkTUBHOM rpynnbl npouecca (GID);

— Habop (CNMCOK) YneHcTBa AOMOAHUTENbHbIX TPYNMN npouecca (Npu Haanumm),
KoTopble cy6beKT A0CTyNa (npouecc) umeeT B 1t060e BPeMs KU3HEHHOTO LMKAA.

Jllobon npouecc c  3GPEKTUBHbLIM  UAEHTUOUKATOPOM  HOMNb  CYMTAETCH
NPUBMAETMPOBAHHbIM M 001adaeT  BO3MOMHOCTbO  HE  MPUMEHATb  MOAUTUKY
AMCKPEeLMOHHOro pasrpaHunyenmna npas agoctyna 8 OC Aspopa.

YyeTHana 3anucb Cynepnosab3oBaTena accoummpoBaHa ¢ uaeHTudumkaTopom O.
OpnHako TexHudyeckn aapo OC ABpopa onpeaenseT yyeTHble 3anncu nosib3oBaTesien no
YMCNOBbLIM MAEHTUPUKATOPAM, CNeA0BaTENbHO, TEXHMYECKM BO3MOMKHO MMETb YYETHYHO
3anMcb nosb3oBatensa ¢ uaeHtudmkatopom 0, obnagatollero MMeHem, OTAMYHBIM OT
cynepnosib3oBaTens.

Kpome Toro, sapo OC ABpopa MMEET COOTBETCTBYIOWMA MEXAHN3M OLIEHKWN MPas.,
basnpyrowmnca Ha TpeboBaHMAX OTKpbITOro crtaHgapta POSIX1.e ACL ana cnuckos
KOHTPONA [A0CTyNa W BO3MOMHOCTEM (capabilities), KOTOpbIM TaKXe no3Bonset
npeoaoseBaTb OrpaHUYEHMUA MONUTUKMU OMCKPELMOHHOIO pasrpaHMYeHna npas A0CTyna
nna cybbekTa ¢ aTpmbytom adpdeKTMBHOro naeHTMdmKatopa 0.
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[MOCKONbKY A/1A BbINOJHEHMA NPOBEPKM NPaB AOCTyMNa NPOLLECChl Pa3aenatoT Ha ABe
KaTeropmn: npusunernposaHHblie (ID adpdekTMBHOro nonb3oBaTena paseH 0, Kak vy
cynepnosib3oBaTens) n HenpuamaernposaHHble (ID adpdeKTMBHOro Noab30BaTENS HE PaBeH
0), 4NA NPUBUNETMPOBAHHbIX MPOLECCOB BbIMOHAKOTCA HE BCE MPOBEPKM NpaB B A4Pe, a ANA
HEeNPMBMNETrMPOBAHHbIX MPOLECCOB  BbIMOAHAETCA MNOAHAA MNPOBEpPKA Ha OCHOBE
BO3MOXHOCTeM npouecca (0bblvHO addekTnsHoro UID, addektmBHoro GID M cnumcka
NOMNONHUTENbHbIX Tpynn).

B aape OCABpopa BCe nNpuMBUAEIMK, CBA3AHHbIE C Cynepno/sb30BaTeNeM,
pa3aeneHbl Ha HECKO/IbKO 4acTel, Ha3blBaeMblX BO3MOMHOCTAMM (capabilities),
KOTOpble MOYKHO pa3pellaTb M 3anpellaTb He3aBMCMMO APYT OT Apyra. BO3MOXKHOCTM TaKKe
ABNAOTCA aTPMOYTOM HUTMW.

Hanpumep, ecam Kakon-nmbo npouecc nbiTaeTca co3aaTb cneumansHblin dann MY,
MCNONb3YA AR 3TOr0 CUCTEMHbIM Bbl30B mknod (), A4p0 OC ABpopa NOMMMO NPOBEPKM
NMCKPELMOHHbIX NPaB BbINONHAET c/ieaytolme A0NONHUTEbHble MPOBEPKMU:

— PaBHO /I HYtO 3HaYeHue adpdeKTMBHOro naeHTUdMKaTopa npolecca (cybvekra
noCcTyna);

— pa3pelieHo AM  npoueccy co3aaBaTb crneumanbHble Gaiibl ¢ NOMOLbIO
COBEpLIEHMA COOTBETCTBYHOLLETO CUCTEMHOIO BbI30Ba.

— OC Aspopa obecneumBaeT A4 NOAUTUKN AUCKPELIMOHHOMO Pa3rpaHnNYeHns nNpas
N0CTyna NPUMEHEHKWE CeayroLMX CBONCTB:

— NPUHYAUTENbHAA peanm3auma nosaydyeHns cybbektamm (npougeccamn) Aoctyna K
00beKTaM TONIbKO B PpamMKax NOAHOMOYMI, onpeaenaembix MP/A;

— Ha/IM4yMe cnocobHoCTM onpeaenatb (HasHavyaTb) NOAUTMKY AOCTyNa TONbKO ANSA
CyOBEKTOB, MMEIOLLMX Ha 3TO NPaBa, Kak onpeaeneHo NOAUTUKOM NOSTHOMOYNIA ANA HUX;

— OTCcyTCTBME NtOObLIX OrpaHMyYeHmnin Ana cybbekTa, umetowero naeHTuomnkaTop 0.

ATpnbyTbl  AMCKPELMOHHOro pasrpaHuMYyeHMs npaB  A0CTyna  CBA3bIBAKOTCH
HenocpeacTBEHHO C 06 bEKTOM A0CTyNa B MOMEHT ero co3aaHua. [lencteme aTux aTpnubyTos
pacnpocTpaHAeTcs Ha 0ObeKT A0 ero YHUUYTOXKeHMA Nnbo A0 Tex nop, Noka aTpmbyTbl He
O6yayT N3MEHEHDI.

ATpnbYTbl CYLLECTBYIOT W AENCTBYIHOT Ans Noboro Tuna obbeKTa, XpaHATcA B
MeTaaHHbIX $alnIoB 1N peann3oBaHbl B BUAE CAeAyOWMX CYLLHOCTEN:

— OUTbI pa3pelleHnit (basosble aTpPUOYThHI);

— cnunckm KoHTpons goctyna (ACL 1 pacwmnpeHHble aTpubyTbl);

— BO3MOKHOCTM (capabilities).

CybbeKT, naeHTMdMKaTop KOTOPOro COBMaZaeT C MAEHTUPUKATOPOM BAaLeNbLa
0O6BbeKTa, MOXKET M3MEHATb aTpPMOYTbl 06beKTa, BKAtOYaA 6a30Bble M paclIMpPEeHHble BUTbI
npaBs (3a ucktoveHmnem cnyyaes, koraa PC HaxoAUTCA B PEKMME KTONbKO ANA YTEHUAY).



105
AIAMI.10034-02 91 01

MPUMEYAHUA:

v/ BO3MOMHOCTb N3MEHATb BNadenbLa obbeKkTa  AOCTynHa  TO/bKO
Cynepnosib30BaTeNto;

v BO3MOXHOCTb M3MeHATb rpynny o6bekTa A4OCTynHa TONbKO A4 BAageabla 1 Ans
No/ib30BaTeNa c AEHTUGUKATOPOM HOMb (Cynepnonb3oBaTenb).

B cnyvyae HeobxoAMMOCTM MPUCBOUTL (M3MEHUTL) HOBbIM MAEHTUOMKATOP FPYNMbl
nns obbekTa, OH AO/MKEH COBMNAAATb C TEKYLIMM 3HAYEHMEM OCHOBHOM rpynnbl cybbekTa
AN ABNATLCA 3HAYEHWEM TPYNMbl, Y1EHOM KOTOPOWN ABNAETCA CyDBEKT.

Cynepnonb3oBaTenb YNOAHOMOYEH onpeaenatb Abyto rpynny aAnd ob6bekTa,
M3MEHATb BNadenbla W Aobble OUTbl Npas, BKAOYAA PaACLIMPEHHbIE aATPUOYTbHI U
BO3MOXHOCTMW.

CTaHaapTHbIM Habop npaB A0CTyna peann3oBaH B BuAe OMTOBOM MaCKM Npas,
Ha/Naraemblx Ha Kaxablh MAEHTUPUUMPOBAHHbBIN 00beKT. [JaHHbIM CTaHAAPTUINPOBAHHbLIN
NoAX0J W CTaHAAPTHbIM mexaHu3m, peannsyembin OC ABpopa, onpeaeneHbl B TEKYLLEN
cneundmraumm UNIX.03.

MPUMEYAHUE. MHamBMAyanbHble OUTbI NPaB MCNONb3YOTCA A4 YKa3aHWA NpaBa Ha
yTeHme (r MaM 4YeTbipe), 3anucb (W MAM ABa) WUAM BbiNOAHEHWE (X nanm oanH). OHwK
ONpeaenAtTcs OTAeNbHO ANA Bnadenbla o0b6bekTa, rpynnbl, K KOTOPOM MNPUHAANEKMUT
0OBEKT, M BCEX OCTaNbHbIX, T.e. CyObeKTOB, MAEHTMOMKATOPbLI KOTOPbIX HE COBMAAAtOT HU C
NAEHTMOUKATOPOM BNAAENbLA, HX C TEKYLLMM NAEHTUGUKATOPOM rpynnbl 06beKTa.

4.3.1.3. MO ¢ NoBbIWEHHbIM YPOBHEM MPUBUAETUIA

Mporpammbl, YHKUMOHMUPYOWME B CUCTEME W MCMNOMb3YIOLIME MOBbILLIEHHbIN
YPOBEHb NPUBUAETNIA, MOTYT ObITb Pa3aeneHbl Ha CAeaytoLne TUMbI:

— NPOrpammoi MAN  CUCTEMHblE  CAYXDbl,  3anylleHHble  CUCTEMHbIM
MHULMANN3ATOPOM MK AapOM. Hanpumep, nporpammbl systemd maum crond;

— NPOrpaMmsl, 3anyuleHHbIe OT MMEHM Cynepno/ib30BaTeNA C Le/ibio BbINOJHEHMA
OYHKUMMA  aAMUHUCTPMPOBAHMA UAKM 0DCNYKMBaHMA. Hanpumep, 3anyck Nporpammol
iptables gna ynpasneHna M3;

— NPOrpPamMMbl,  MMeloUIMe  YCTAaHOBAEHHbIM  3PPEKTMBHBLIA ~ OUT  CMEHDI
naeHTMdunKaTopa (setuid), ecam OGUT yKkasbiBaeT Ha MPUHAANENKHOCTb MOb30BATENO C
naeHTndumratopom 0.

BHUMAHWE:

v CneposaTenbHo, Bce MO, KoTopoe pabotaeT B cucteme, TpebyeT Hannyus
NOBbIWEHHbIX MNPUBUAETMIA U  COAEPKUT WAM peannsyeTr Te WAU UHble YHKUMM
6e30MacHOCTN, MOYXKHO OTHECTU K QYHKLMOHA/IbHBbIM BO3MOXKHOCTAM Be3onacHocth (PBO)
nmbo NMOBO OC Aspopa;

v OctansHoe MO, paboTatollee B CUCTEME C MOBbILLEHHbIMKU NPUBUAECTUAMU MO0
6e3 HaAM4MA TAKOBbIX, MPW ITOM He peanmnsyrollee HUKaKMX OyHKUMIM Be3onacHocTH,
asnaetca He B0 nan NOBO, a HenpuBunernposaHHbim 0.
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B KoppeKkTHO obcayxKmBaemon cucteme aoboe HenpusunermposaHHoe [10
HaxoamTca noa aencrenem 60 OC ABpopa M He MMeeT BO3MOXKHOCTM BbIMTM M3-MOA ero
nencrema. MNpu aTom Npeanonaraetca, 4To Ntoboe HenpusunernposaHHoe MO He saBnseTcA
[OBEPEHHbIM.

MpusunernposaHHoe [0, KoTopoe He coaepuT PBO (Hanpumep, BHeLIHWe
MOZYNWN YPOBHA AApa, peanusylolime onpeaeneHHble GyHKUMKU, K NPUMepPy NOAAEPKKY
cneumanm3mpoBaHHOro 0HopyaoBaHMA), AOMKHO OblTb HAAEKHO W30AMPOBAHO OT
Mcnonb3oBaHMa ¢ nomoubto PbO OC ABpopa AnA NpeaoTBpalleHMsa AO0CTyna K Hemy B
06xoa TpebyeMblX MONHOMOYMNA.

4.3.1.4. CtaHaapTHble BUTbI NpaB A40OCTYNa

B OC ABpopa peannsoBaHbl Tpu Habopa no Tpu OUTa, KOTOpble onpeaenstoT
NONNTUKY AI0CTYNa K 0OBEKTY A8 TPeX KaTeropui nosibaosBaTesien (cyobeKkToB):

— Nnosb3oBaTeNb-BNaAenel, 06beKTa;

— N0/Nb30BaTeNM, BXOAALLME B FPYMMY, K KOTOPON NPUHAANEKMUT 0OBEKT;

— BCE OCTa/IbHble N0b30BaTeM (He BXOASALIME B YKa3aHHOE MHOXECTBO).

Tpu 6uTa B Kaaom Habope onpeaenslT npaBa A0CTyna ANA  Kaxkaoro
No/Ib30BaTeNA, COCTOALErO B OAHOM M3 yKa3aHHbIX Bbllle KaTeropuii, Npu sTOM:

— 0AMH BUT OTBOAUTCA ANS YTEHMA (I UK YeTbipe), KOTOpOoe paccMaTPMBaETCA Kak
NOTOK AaHHbIX OT 06beKTa (baina, nankm) K cydbbeKTy (NpoLecc, NoAb30BaTe b);

— OANH OWUT OTBOAUTCA ANA 3anUCK WMAW yadaneHua (w WaM ABa), KoTopoe
paccCMaTPMBAETCA KaK MOTOK AaHHbIX OT cybbekTa (mpouecc, nosib3oBaTesb) K 0ObEKTY
(bann, nanka);

— 0AMH BUT O0TBOAMTCA AN UCMIONHEHMA (X UAKM OAMH), KOTOPOE paccCMaTPMBAETCA
KaK MpOLLecC 3arpyskm B OMEepaTMBHYKD NamATb TeKCTa MNporpammbl M CaeaoBaHMe
MHCTPYKUMAM  OYHKUMI NPOrpammbl, MOSTOMY KaxKAbl CyObeKT nosydaeT AocTyn K
Karkaomy 0b6bekTy, 6a3npysacb Ha KOMOUHALMKN 3TUX OUTOB.

Hanpumep:

— rwx — onpeaenseT NpaBa Ha COBepLUEeHMEe BCex onepaumnit (4TeHue, 3anucb M
BbINO/IHEHME);

— r-x —onpeaenaeT NpaBa TO/bKO Ha YTEHWE U BbINOJIHEHUE;

— r—onpeaenseT NPaBo TO/IbKO Ha YTEHME;

— --- —onpeaenaeT oTcyTCTBME NHOObLIX NPaB A0CTyNa.

Mpn nonbiTKe AocTyna cybbekTa K 06beKTy pelleHne o NpeaocTaBfeHnn A0CTyna
AW OTKase B AocTyne 6a3npyeTca Ha caeayroLWem airopuTMe:

— ABNAETCA NN NAEHTUPUKATOP Nonb3oBaTens (cybbekTa) paBHbIM Hynt. Ecaum
ABNAETCA, NMPUHUMAETCS peLleHne O rapaHTMPOBaHUM N0OOro AOCTyNa Ha YTeHue/3anucs,
UrHOpUMpya OuTbl nNpaB. [lOCTyn Ha BbINOJHEHME TaKKe rapaHTMpyeTca Ana 3TOro
naeHTnduKaTopa cybveKkta, ecam OUT MCNONHEHMA CTOMT XOTA Obl ANA Kakoro-Hmbyab
cybbekTa. anbHenlwme NpoBEPKMN NPOM3BOAMTLCA He By ayT,;



107
AIAMI.10034-02 91 01

—ecnn  naeHTMPUKaTop  cybbekTa  AOCTyna  COBMagaeT C  YKa3aHHbIM
MOeHTUPUKATOPOM BAadenbLa 0bbekTa, a OuTbl paspelweHnin yCcTaHOBAEHbl B
onpeaeneHHble 3Ha4YeHUA, pelleHne o A0CTyne UaM oTKasle B A0CTyne byaeT NpUHATO B
COOTBETCTBMMU CO 3HAYEHUAMM BUTOB. [JabHenLle NPOBEPKM NPOM3BOAMTLCA He DyayT,;

— ecAn naeHTMOUKATOP OAHOM M3 rpynn cybbeKTa A4oCcTyna (NepBMUYHOM MAK NtoboM
Apyron) cosBnagaeT Cc MAEHTMOUKATOPOM rpynnbl obbeKkTa AocTyna, a buTbl npas
(paspeleHnin) Ana rpynnbl YCTaHOBAEHbI B Kakoe-n11Mbo 3HaYeHne, pelleHmne o AoCTyne num
OTKasze B A0CTyne OyaeT NPUMHATO B COOTBETCTBMM CO 3HaAYeHMAMWU HBUTOB. JanbHenlime
NPOBEPKM NPOU3BOANTLCA He DyayT,;

— ecan naeHTMdMKaTop cybbeKkTa aAoctyna nmbo naeHTMdMKaTop Ntodon 13 rpynn,
B KOTOPOW COCTOUT CyOBEKT AOCTyNa, He COBMAZaeT CO 3Ha4YeHnaMM aTpmbyToB BRage bl
M rpynnbl A8 06bekTa A4OCTYNa, OLEHMBAOTCA 3HAYeHNA BUTOB NpaB 417 06bEKTA COrnacHoO
KaTeropmm WHbIX MNONb3oBaTenel. Ecnn OMTOBaAA Macka npaB [A1a KaTeropumm WHbIX
No/ib30BaTesIeil YCTaHOB/EHA B KaKoe-n1Mb0o 3HaYeHune, pelleHne 0 A0CTyne NPMHUMaETCH
COrN1aCHO YCTAHOBNEHHbIM B HElM 3Ha4yeHMAM W cyDbekTy npeaocTaBaAeTcA AOCTyn K
00OBbEKTY.

NMPUMEYAHUE. Ecnm HUMKaKkoe W3 OMUCAHHbIX YCAOBUM HE BbINOJHEHO U
naeHTndmKaTop cybbekTa AocTyna He paseH 0, MonbITKa A0CTyna 6BA0KMpyeTca.

4.3.1.5. PacwmnpeHHble aTpubyTbl M CANCKM KOHTPOAA AO0CTyMna

OC ABpopa nNoAdep:KMBAeT PaCLIMPEHHbIM MexaHM3m (aTpubyTbl) 06bekToB, a
TaKe CNUCKM KOHTPOAS A0CTyNa B COOTBETCTBUM C TpeboBaHmAMK cTaHaapTa POSIX ana ©C
EXT4. [aHHbIA MexaHM3M MO3BONAET CUCTEME NpeaocTaBNATb Hambonee TOHKO
CTPYKTYPUPYEMBIN AOCTYN CYOBEKTOB K 0OBEKTAM.

K nepeyHto paclimpeHHbIx aTpmbyToB OTHOCATCA Caeayrolme:

— A—(no atime updates) Bpema nonydeHmnsa gocTtyna K danny He byaet obHOBNATLCSA,
4YTO HGNArONPUATHO MOBAMAET Ha npomsBoanTensHocTb @C B c/iyyYae CAMLIKOM 4YacTbiX
obpalleHnit K panny;

—a — (append only) B ¢aln MOXHO TONbKO JOMNUCLIBATb, HO Hesb3A
yAanate/nepeMmeHoBbiBath (yA0O6HO Ana coobuweHuin o cobbitmax). Ecam  atpubyt
YCTAHOB/NEH Ha MNanke, TO HaxoAAllMeca B Hem dalibl HENb3A YyAANATb, MOXHO TOJIbKO
C034aBaTb HOBbIE N MOANPULIMPOBATL CYLLECTBYIOLLME,;

— ¢ — (compressed) a4po Npon3BOAMT NPO3pPaYHOE CxKaTMe MHopMaummM daiina Ha
MCKe, a NPW A0CTyne BO3BPALLAKTCA HEC)KATble AaHHbIE;

— D — (synchronous directory updates) npy mMoandUKaLUM MaNKU U3MEHEeHUn
CMHXPOHHO 3aMM1CbIBAKOTCS HA AMCK;

—d — (no dump) MrHopupoBaTb NpPU CO3Z4aAHMU PE3EePBHOM KOMUU MPOrPaMMONn
dump;
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—i — (immutable) 6ut, 3anpewatowmin nobble MameHeHua danna (yaanato,
neperMmMeHoBbIBaTb M MoaMdULUMPOBaTh). Ecnm atpubyT ycTaHOBAEH Ha nanky, TO
HaxoZAaumeca B Hel Gpaabl MOXKHO MOANPULUMPOBATDL, MPU STOM YAANATb MM CO34aBaThb
HOBble $alibl HEBO3MOKHO;

— j — (data journalling) ecnn ®C cmoHTMpoOBaHa ¢ NnapameTpamm data=ordered mau
data=writeback, gaHHble daitna c aTum aTpMOYTOM COXpPaHAOTCA CHa4vana B KypHan ®C, n
Wb 3aTem B dain. ATpmbyT yCTaHaBAMBAETCA M CHUMAETCA TO/IbKO Cynepnoib30BaTeiem
M He AeNCTBYET NPU MOHTMPOBAHMK C NapameTpom data=journal (T.K. B 3TOM cnydae AaHHble
TaK)Ke COXPaHAIOTCA CHaYana B }KypHan M aTpUOyT He MMEeeT CMbICNa);

—s — (secure deletion) nonHoe ypaneHwe danna (Mecto Ha AMCKe, rae OH
HaxXoAM/CA, 3aNONHAETCA HYIAMM);

—S — (synchronous updates) npsmas 3anucb Ha AUCK 0e3 KaWMpoBaHMA
(obHOBNEHME B danie NPoUCXOAUT Ha AUCKE CUHXPOHHO ¢ MM, M3MEeHAWMM AaHHbIN
daiin);

— u — (undeletable) npu ynaneHun darina c Takmm aTpnbYTOM €ro coaepHmmoe
COXPAHAETCA, YTO NO3BOJIAET YCMNELWHO MCNOAb30BaTb MHCTPYMEHTbI A/1A BOCCTAHOBAEHMS
yaaneHHblx Gannos;

— T —nanka c Takum aTpMbyTOM CYUMTAETCA PACMONIOKEHHbBIM Ha BEPLUMHE MepapXmum
Nanku c Lesbio MCNoJIb30BaHMA MeToAa pacnpeaeneHma 6aokos OpnoBsa;

— t — B KOHeL, ¢arna c TaKMm aTpMOBYTOM HEBO3MOMKHO MPUCOEAMHUTL APYron Gann
(tail-merging). Ha momeHT HanucaHus ext2 n ext3 He noggeprkuanu tail-merging (He
CYMTanA SKCNEePUMEHTa IbHbIX NaTyen);

—E — yKasblBaeT Ha HaanMyme oOWWMDBOK Npu CKaTum darna. HeBO3MOMKHO
YCTaHOBUTL/CHATbL C MOMOLLbIO chattr, MOXKHO NLLb MPOCMOTPETb KOMAHA0W 1lsattr;

— € — YKa3blBaeT, 4To $aln MCnonb3yeT AOMNONHEHUS ANA pa3melleHna 610KoB Ha
AUCKe. HeBO3MOXKHO YCTAaHOBUTL/CHATL C MOMOLLbO chattr, MOXKHO AMLLIb NPOCMOTPETH
KOMaHAoM lsattr;

— | — yKa3bIBaeT, YTO nanka Hbla NPOMHAEKCUPOBAHA NPU UCNONb30BaHKM htree.
HeBO3MOMKHO YCTaHOBUTL/CHATL C MOMOLLbIO chattr, MOKHO NMLLb MPOCMOTPETb KOMaHAOM
lsattr;

— H — yKasblBaeT, 4To dann xpaHUT ceom 6a0KM B eanHuuax OC, a He B eAMHMLAX
CEKTOPOB, 3TO 0O3HayaeT, 4Yto dain nmeeT pasmep bonee 2TB (MAM Koraa-To 3aHWMan).
HeBO3MOMKHO YCTaHOBUTL/CHATL C MOMOLLbIO chattr, MOKHO NULLIL MPOCMOTPETb KOMaHAOM
Isattr;

— X — yKa3blBaeT Ha Ha/IMyMme BO3MOXKHOCTM NOAYYUTb NPAMON HENOCPEACTBEHHbIN
[OCTYN K cKaTomy daiiny. HEBO3MOMKHO YCTAHOBUTL/CHATL C MOMOLLLbIO chattr, MOXKHO nLb
NPOCMOTPETb KOMAHAOWN 1sattr;

— 7 — YKa3bIBaET, YTO CxKaTblh dain is dirty. Henb3a ycTaHOBUTL/CHATL C MOMOLLBHO
chattr, MOXHO NNLLIb NPOCMOTPETb KOMAHAOM 1sattr.
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MpocmoTp aTpmnbyTos ocyllecTBadeTca ¢ nomollbto MPBO 1saatr, a yCTaHOBKA MK
MoanduKauma ocywecTeaseTcs ¢ nomoupbto MPBO chattr. Mpu 3Tom atpmbyTbl Ana
0O0BbEKTa COXPaHAOTCA B MeTaAaHHbIX 06bekTa (i-node) ®C EXT4.

PaclwmnpeHHble aTpnbyTbl ACL coaepkaT cneayrollyto MHGopmaumto:

— NPU3HaK (MeTKa) TMNa 3Ha4YeHMA CNMCKa KOHTPOAA AOCTYNa;

— yTOYHAOLULEe 3HaYeHne (YTOUYHAET NpeablayLWwmii NPpUsHaK);

— Habop npaB, KOTOpbIA onpeAendeT AMCKPELMOHHble npaBa Ana CybbekTa,
MCNONb3YyA CHa4yaNa NPU3HaK TUNa, a 3aTeM ero yTOYHAKLLEE 3HAYEHME.

CyLecTByHOT cneaytouime npnu3Haku:

— ACL_GROUP — onpefenseT BO3MOXHOCTb A0CTyna Ana cybbekta, y KOTOporo
MAeHTMOUKATOP rPynnbl COBMAZAaeT CO 3HAYEHMEM, YKasaHHbIM AN Tpynnbl B CNUCKe
KOHTPOAA A0CTyNa 06beKTa B Ka4eCTBE YTOYHAIOLLErO 3HAYEHMSA;

— ACL_GROUP_OBJ — onpejenaeT BO3MOXHOCTb A0CTyNa A4 CyObeKTa, y KOTOPOro
naeHTMdUKaTop rpynnol (Man Ntobo N3 MAEHTUPUKATOPOB rpynnbl CybbeKTa) coBNaaaeT co
3HaYeHMem naeHTMPUKaTopa rpynnbl 0OBLEKTA;

— ACL_MASK — onpejendeT MakCMManbHO BO3MOXHOe 3HavyeHWe bMUTOB Npas AA
rpynnbl AW rpynmn;

— ACL_OTHER—ONpeaenaeT Nnpasa 4OCTyna A1A CyObeKTOB, KOTOPbIe He MOTyT ObITb
COOTHEeCeHbl C MtobbiM 3HaYeHneM WAEHTUOUKATOPOB, YKa3aHHbIX B CMMUCKE KOHTPO/A
[oCTyna;

— ACL_USER — onpegenaeT npasa ANa CybbeKkTa, NAeHTUPUKATOP KOTOPOTo yKasaH
KaK YTOYHSAOLLLee 3HaYeHMe BNaaeNbla 0ObeKTa;

— ACL_USER _OBJ — onpeZenaeT npasa AocTyna Ana obbeKkTa, naeHTUdMKaTop
KOTOPOro COBMaAaeT Co 3HAYEHMEM BaAeblia 0ObeKTa.

YTouHAloWee 3HayeHWe — 3HayeHue, Tpebyemoe MpPM3HAKOM ACL GROUP U
ACL USER. OHO MOXeT coZepKaTb WMAEHTUMKATOP Moab30BaTeNna WAW rpynnbl, ANA
KOTOpbIX OyAeT NPpMHMMATbCA pelleHne O NpPeaoCTaBeHWM A0CTyna B COOTBETCTBMU C
H6uTammn nNpas.

MpaBa AoCTyna ANA CNMCKOB KOHTPOAS A0CTyna ACL — CYLECTBYIOT Kak OWUTb
3HaYeHM NpaB, 03HAYaLWIMX YTeHWe (r), 3anuce/yaanexHue (w) UAK BbINOAHEHME/MOUCK
(x).

OTHOLIEHMA, BO3HMUKAtOLLME NPU NPUHATUM PELIEHNI B MOMEHT CpaBHeHMA Ha30oBbIX
npaB (BMTOBOM MacCKM) M paCLIMPEHHbIX NpPaB (CMUCKOB KOHTPOJA A0CTyMna), COCTOAT B
cneayouem:

— CMUCOK KOHTPOANA A0CTyna ACL CYMTaeTcA obA3aTeNbHbIM MAWM MUHMMANbHO
HeobxoAMMbIM A4/14 TUNOB ACL USER OBJ, ACL GROUP OBJ W ACL OTHER;

— TUNbl ACL GROUP MW ACL USER CYMTAIOTCA PACLUMPEHHBIMM M OLLEHMBAKOTCA MpU
HaIN4Ynm;

— N0 YMONIYaHWIO (eCN He yKa3aHO MHOe) TMN ACL USER OBJ, ACL GROUP OBJ U
ACL_OTHER MPMHMMALIOT 3Ha4YeHuA, coBnaatolme ¢ 6a3oBbim 3HayeHnem BUTOBOM MacKu
BNadenbLa M rpynnbl 0ObEKTA;
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— eC/IM YKasaHbl YTOYHAOLWME 3HaYeHUA 1A TMNOB ACL GROUP M ACL USER, Kak
MUHVUMYM OAHO 3HayeHue Tuna ACL MASK AO/MKHO ObITb yKa3aHo. MHave TMn ACL MASK
TaKXKe cumTaeTca HeobA3aTelbHbIM, M €ero 3Ha4YeHne MOXKET BblTb He YKa3aHo.

[MpoBepKa pacCWMpPEeHHbIX NpaB NpuW onpeaeneHnn NonbliTKKM A0CTyna cybbekTa K
0ODBEKTY, Ha KOTOPOM YCTAHOB/IEHbl pacliMpeHHble aTpmbyTbl ACL, npoucxoauT no
cnefytolemy anropuTmy:

1) ECJZIN: mnaeHTMdMKaTOp cybbEKTA A0CTyna COBMadaeT C MAEHTUOMKATOPOM
BNaAenbla 0bbekTa 40CTYNa;

TOrJA: oueHMBatOTCA 3HAYEHMA 3aNPOLLEHHbIX MPaB, YCTAHOB/IEHHbIX B 06beMe ANA
TMNa ACL_USER OBJ, 1 CyDbeKT NosyyaeT AOCTYyN K 06bekTy B 06beMe yKa3aHHbIX Npas;

NHAYE: noctyn 610KMpyeTcs;

2) ECJIN: npoeHTudmKaTop cybbeKTa AO0CTyna coBnafaeT C NoObIM yKa3aHHbIM
MOEHTUOUMKATOPOM BRaLenbLa obbekTa A4OCTYNa, YTOMAHYTbIM 414 TUNA ACL USER;

TOTJA: oueHMBatOTCA 3HAYEHMA 3aMNPOLLEHHbIX MPaB, YCTAaHOBAEHHblE B 0bbeme
CHayana Ana TMna ACL USER, a 3aTem ANA TMNa ACL MASK, 1 cybbeKT noayyaeT AOCTyn K
00BbeKTY B 06bemMe yKa3aHHbIX Npas;

UHAYE: noctyn 610KnpyeTcs;

3) ECJZIN: ocHOBHOM MK A06aBOYHbLIN MAEHTUPUKATOP rpynnbl cybbeKkTa AOCTyna
coBnagaetr c At0bObIM  YKa3aHHbIM  MAEHTUPUMKATOPOM rpynnbl 0ObEKTa [A0CTyna,
YNOMAHYTbHIM ANA TUMNa CHavyana ACL GROUP_OBJ, a 3aTeM ACL_GROUP;

TOlrOA: oueHmBatoTca npasa 4n4a npusHaka Tmuna ACL_MASK,

N EC/IU: npaBa A0CTyNa coAep KaT 3anpoLleHHble 3Ha4YeHns ana Ntoboro 13 TMnos
ACL GROUP_OBJ, ACL GROUP, ACL MASK;

TOTOA: pocTtyn npefoCTaBAAETCA;

MHAYE: noctyn 6aoKkmnpyeTcs.

4.3.1.6. MexaHun3m pa3pelieHnin HabopoB BO3MOXKHOCTEN

OMUCAHUE: pans BbINONHEHMA NPOBEPKM MpaB A0CTyna CcybbekTbl A0CTyna
Pa3aensloT Ha ABe KaTeropuu: npusunerMpoBaHHbie (ID addekTMBHOro nosb3oBaTens
PaBeH HY/O, Kak Yy cynepnonb3oBaTenda), n HenpusmaermpoBaHHbie (ID apdeKTMBHOIO
NO/Ib30BaTENA HE PAaBEH HY/HO).

CNUCOK PA3PELLEHUWN: BO3MOMKHOCTH, peannsosaHHble B coctaBe OC Aspopa, a
TaKXe onepauum nam nosBedeHune, paspelaemble 4aHHbIMMY BO3MOXKHOCTAMM:

— CAP_AUDIT CONTROL — MO3BOJIA€T BK/OYaTb WAW BbIKAKOYATb ayauT Aapa,
M3MeHATb UAbTPYLOLWME NpaBMaa ayamTa, NoNyyYaTb COCTOSHME ayauTa M GUAbTpyoWMe
npaBmna;

— CAP_AUDIT WRITE — MNO3BOJIAET 3aMMNCbIBATb AAHHbIE B KYPHaN ayaMTa A4pa;

— CAP_BLOCK SUSPEND — MO3BO/AET WCNO/Jb30BaTb BO3MOXHOCTWU, CMOCOBHbIE
npuBOANTL K O/IOKMPOBAHMIO MPMOCTAHOBKM CUCTEMbI  (epoll (7) EPOLLWAKEUP,
/proc/sys/wake lock);



111
AIAMI.10034-02 91 01

— CAP_CHOWN — NMO3BOJIAET BbINONHATL MPOM3BO/IbHbIE M3MEHEeHMA GanaoBbIX UID U
GID;

— CAP DAC OVERRIDE — MO3BOJIA€T MPOMyCKaTb NPOBEPKM AOCTyna K danny Ha
YyTeHMe, 3aNnCb M BbIMONHEHWE;

— CAP_DAC READ SEARCH — MO3BOJIA€T NPOMYCKaTb NPOBEPKM AOCTYNa K darny Ha
yTeHMe M [A0CTyna K MNanke Ha YTEHWMEe WU BbINOJHEHME, BbI3bIBATb  QYHKLMIO
open_by_handle_at(),‘

— CAP FOWNER — NO3BOAAET BbINOMHATL CAeAytolme AeNCTBUA:

® NMpOonycKaTb MPOBEPKM AOCTyNna ANs onepaumin, KoTopble 0Obl4HO TpebytoT
conaaeHuns UID ®C npouecca n UID danna (Hanpumep, chmod, utime), MCKAOYanA
onepaumuu, oxBaTblBaemble CAP DAC OVERRIDE M CAP DAC READ SEARCH;

® YCTaHaBAMBATb PaCLUMPEHHbIE aTPUOYTbl MPOM3BONbHbLIX GaloB;

® YCTaHaBAMBATb CNMCKM KOHTPOoA aocTyna (ACL) npon3BOAbHbIX pannos;

® ITHOPMPOBATbL 3aKpPeNAAWMIA BUT Npun yaaneHun ¢anna;

e 33a0aBaTb O_NOATIME ana npon3BobHbIX $ainioB B open M fcntl;

— CAP_FSETID — MO3BOJIAET He O4MLaTb OUTbl pexknuma set-user-ID U set-
group-1ID NpN M3meHeHUn daiina, a TakKe yCTaHaBAMBaTb OUT set-group-ID Ha dann, y
KoToporo GID He coBnagaer ¢ o6utom OC wnam nwobbimm  gononHutTenbHbimu GID
BbI3bIBAOLLLErO NPOLLECCa;

— CAP_IPC LOCK — no3BosAeT 6aokuposaTb namatb (mlock(2), mlockall(2),
mmap(2), shmctl(2));

— CAP_IPC OWNER — MO3BOJIA€T He BbINONHATL NPOBEPKM AOCTYNa ANA OnepaLmi ¢
obbekTamun System V IPC;

— CAP_KILL — NO3BO/NAET He BbIMNOJHATb MPOBEPKM MNPU OTNPaABKE CUIHA/OB.
K J@aHHOM BO3MOXHOCTM OTHOCUTCS MCNONb30BaHMe ioctl (2) C onepaumer KDSIGACCEPT;

— CAP_LEASE — N03BOJIAET YCTaHaBANBaTb apeHAy Ha NPOU3BO/bHble Galsbl;

— CAP_LINUX IMMUTABLE —NO3BOAAETYyCTaHasamsaTbinode-¢narn FS_APPEND_FL
n FS_IMMUTABLE_FL;

— CAP_MKNOD — N0O3BO/IA€T CO34aBaTb CrneumanbHble darbl C MOMOLLbIO mknod (2) ;

— CAP_NET ADMIN — NO3BO/IAET BbINONHATL CefytoLLne CeTeBble onepaumm:

® HACTPOMKa UHTepdelica;

e ynpasneHue |IP M3, TpaHCcAaUmMen aApecoB 1 BeAEHNEM YYETa;
® M3MeHeHMe TabanLbl MapLpyTM3aLnK;

® NpuMBA3Ka K NtoboMy agpecy ANA NPO3Pa’YHOro NPOKCUPOBAHNA;
® Ha3HaYeHMe TUNa CepBuCa;

® OYNCTKA CTAaTUCTUKKN AparBepa;

® BK/IIOYEHME PEXMMA 3axXBaTa (promiscuous);

® BK/IlOYEHME MHOr0aApPeCHbIX PACcCbIIOK (multicasting) ;
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® ICMNOJIb30BaHNEe setsockopt (2) ANA BKAOYEHWA C/eAytoWMX NapamMeTpoB
COKeTa: SO DEBUG, SO MARK, SO PRIORITY (4NnA MpuoOpuTETOB BHe AmanasoHa 0-6),
SO_RCVBUFFORCE M SO SNDBUFFORCE;

— CAP_NET BIND SERVICE - nossondaet NPMBA3bIBATb COKeT K
NPUBUNETMPOBAHHBIM NOPTAM AOMeHa ceTn NHTepHeT (Homepa nopToB MeHblie 1024);

— CAP NET RAW— NO3BOJIAET BbINONHATL C/ieAytowne AeNCTBUA:

® ,ACN0/1b30BaTb COKETbl RAW U PACKET;

® NPMBA3bIBATLCA K IOOOMY aZpecy A1A NPO3PaYHOro NPOKCMPOBAHMUS;

— CAP SETGID— N03BOJIAET BbINONHATL NPOU3BO/IbHbIE AencTena ¢ GID npouecca u
CNMCKOM aononHuTenbHbix GID, a Takxe noaaensiBaTe GID npu nepeaaye BO3MOXKHOCTEN
COKeTa 4epe3 pgomeHHble cokeTbl UNIX; 3anucbiBaTb oTobpaykeHne |ID rpynnbl B
NO/1b30BaTE/IbCKOE NPOCTPAHCTBO MMEH;

— CAP_SETFCAP — N0O3BONAET Ha3Ha4aTb GaiIoBble BOSMOXHOCTU, MPU STOM:

e ecin daniNoBble BO3MOMHOCTM He MOAAEPKMBAOTCA: MNPEeAOCTaBAATb M
OT3bIBaTb /t0OOY0 BO3MOMKHOCTb B CMUCKE pa3pelleHHbIX BO3MOXHOCTEN Bbi3blBAOLLETO
nnn ntoboro apyroro npouecca (gaHHoe ceonctso CAP_SETPCAP HeaocCTynHO, ecan 84p0
cobpaHo ¢ noaaepKKon dannosbix BO3MOXKHOCTeN, T.K. CAP_SETPCAP nmeeT NONHOCTbIO
NPYryto CEMaHTUKY Y TaKMX Aaep);

e ecin daniNoBble BO3MOXKHOCTU  NoAAep)KMBatOTCA: A00aBNATb  Nt0DOYIO
BO3MOXHOCTb M3 OrpaHW4YMBaOWLEro Habopa BbI3bIBAOWEN HUTKU B €€ HacaedyemMbli
Habop; OT3bIBaTb BO3MOXHOCTU M3 OrpaHMymBatollero Habopa (c nomoulpto prctl(2) c
onepauwnein PR_CAPBSET DROP); nameHstb dnaru securebits;

— CAP SETUID — MO3BOJIAET BbINOJAHATL NPOU3BObHblE AencTeua ¢ UID npouecca
(setuid(2), setreuid(2), setresuid(2), setfsuid(2)); nogaenviBatb UID npwm
nepefaye BO3MOXHOCTEM COKeTa uYepe3 AoMeHHble cokeTbl UNIX; 3anmcbiBaTthb
oTobpaxkeHue ID nonb3oBaTeA B N0/1b30BaTENbCKOE NPOCTPAHCTBO MMEH;

— CAP_SYS ADMIN NO3BOJIAET BbINONHATL CAeAyloLLe AeNCTBUA:

e pelaTb 3a4a4M ynpasieHus cuctemon: quotactl(2), mount(2), umount(2),
swapon(2), swapoff(2), sethostname(2) n setdomainname(2);

® BbINO/HATb NPUBMUAErMPOBaHHbIE onepauum syslog(2) (ana AaHHbIX onepauni
Heobxoammo ncnosbzosatb CAP_SYSLOG);

® BbINO/IHATbL KOMaHAy VM86_ REQUEST IRQ vm86(2);

® BbINONHATbL onepauun IPC_SET n IPC_RMID Haa npon3BO/bHbIMW ODbEKTaMM
System V IPC;

® repe3anuncoliBaTb orpaHnyeHms pecypca RLIMIT _NPROC;

® BbIMOMIHATb ONepauyMm Hag, paclimpeHHbIMM aTpnbyTamu trusted n security;

e ycnonb3oBaTh lookup dcookie(2);

® ICMO/1b30BaTh ioprio_set(2) Ana HazHaYeHMA KNacCOB NAaHMPOBAHMUA BBOAA-
BbiBOAa IOPRIO_CLASS _RT n IOPRIO_CLASS IDLE;
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e noagenviBatb PID npm nepegaye BO3MOXKHOCTEM COKeTa yepe3 AOMEHHbIe
cokeTbl UNIX;

® npeBblWaTb /proc/sys/fs/file-max, CUCTEMHOE OrpaHW4yeHMe Ha
KOZIMYECTBO OTKPbLITbIX GaliioB B CUCTEMHbIX BbI30BaX, OTKPbIBAOLMX Galinbl (Hanpumep,
accept (2), execve(2), open(2), pipe(2));

® 33/elcTBOBaTb dnarn CLONE *, CO34aloliMe HOBble MPOCTPAHCTBA MMEH C
MOMOLLbI clone (2) Munshare (2) (418 CO3AaHMA NONb30BATE/NbCKMX NPOCTPAHCTB MMEH
He TpebyeTcs HMKAKMX MHbIX BO3MOMXKHOCTEN);

® BbI3blBaTb perf event open(2),
® M0/y4aTb AOCTYN K MHGOPMALMM O NMPMBMNETMPOBAHHOM CODbITUN perf;

® Bbi3bIBAaTb setns (2), TpebyeTcA CAP SYS ADMIN B MPOCTPaHCTBE WMMEH
Ha3Ha4YeHMsn;
® BbI3blBaTb fanotify init (2);
® BbI3bIBATb bpf (2);
® BbIMNO/IHATb ONepaunn KEYCTL CHOWN M KEYCTL SETPERM B keyctl (2);
® BbINO/JIHATb ONepauumio MADV HWPOISON B madvise (2);
® 33/1eMCcTBOBATb TIOCSTI B ioctl (2) AN BCTaBKM CMMBOIOB BO BXOZHYHO
oyepeab TeEpMUHANA, OTIMYHOTO OT YNPaBAAIOLWEro TEPMUHANA, BbI3bIBAKOLLETO;
® 33/1€MCTBOBATb YCTAPEBLLUMM CUCTEMHbIM BbI30B nfsservetl (2);
® 33/71eMCTBOBATb YCTAPEBLINIA CUCTEMHbIN BbI30B bdflush (2);
® BbIMNO/HATb Pa3/In4yHble MPUBUAETMPOBAHHbIE oOnepauum ioctl (2) Hapg,
6104HBIMU MY
® BbIMO/IHATb Pa3/IMYHbIE MPUBUAETMPOBAHHbIE onepaumn ioctl (2) Hag PC;
® BbIMO/THATb aAMMHUCTPATUBHbIE ONEpaLMM Haa ApanBepammn MY;
— CAP_SYS BOOT — NO3BO/IAET MCNONb30BaTh reboot(2) n kexec_load(2);
— CAP_SYS CHROOT — MO3BONAET UCMONb30BaTb chroot (2);
— CAP_SYS MODULE — MO3BOJIAAET 3arpy»KaTb M BbIFPYKaTb MOAYNN AAPA;
— CAP_SYS NICE MNO3BOJIAET BbIMOJAHATb CAeAytolime AeNCTBUA:
® MNOBbIWATb 3Ha4YEeHME YCTYNYMBOCTU NpoLecCa (nice(2), setpriority(2))
M M3MEHATb 3HAYEHME YCTYNYMBOCTU Y NMPOMU3BOIbHbIX MPOLECCOB;
® Ha3Ha4yaTb NOAUTUKM NNAHUPOBAHNA PEAIbHOTO BPEMEHM ANA Bbl3bIBAOLLErO
npouecca, a TaKXKe MOAUTMKM NNAHMPOBAHMA U MNPUOPUTETbI ANA MNPOU3BOJbHbIX
npoueccos (sched_setscheduler (2), sched setparam(2), shed setattr(2) ),‘
® BbIMO/MIHATbL MPMBA3KY K 3/eKTPOHHOM noanuck (3M) ana nNpomn3BObHbLIX
npoueccos (sched_setaffinity (2));
® Ha3HayaTb Kjaacc MNAaHMPOBAHWMA BBOAA-BbIBOAA M MNPUOPUTET  ANS
MNPOM3BOIbHbIX NPOLECCOB (ioprio set (2));
® NMPMMeHATbL migrate_pages(2) K NPOWM3BObHLIM MNpoueccam ANa  UX
nepemelweHna Ha NPON3BO/IbHbIE Y3/1bl;
® NPUMEHATb mMove_pages(2) K NpoM3BOJIbHbIM NPOLLECCaM;
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e ycnonb3osaTtb dpnar MPOL_MF_MOVE_ALL B mbind(2) n move_pages (2);
— CAP_SYS PACCT — NO3BO/IAE€T UCMONb30BaTh acct(2);
— CAP_SYS PTRACE — N0O3BO/IAET BbINONHATb CAeAyloLLIMe AeCTBUA:
® TpaccnpoBaTb Nt0OON NpoLecc ¢ nomoLlbto ptrace(2);
® NpMMeHATb get_robust_list(2) K NPoM3BOAbHbIM NPOLLECCAM;
® NepemellaTb JaHHble B/M3 MamMATU NPOM3BOJbHONO MPOLLECCa C MOMOLLbIO
process_vm_readv(2) n process_vm_writev(2);
® 13y4yaTb NPOLLECCHI C MOMOLLbIO kemp(2);
— CAP_SYS RAWIO — MO3BOJIAET BbIMOAHATL CAefytolime AeCTBUA:
® BbIMO/IHATL ONepauUyMmn BBOAa-BbiIBOAA 13 nopTos (iopl(2) nioperm(2));
e paspelaTb A4ocTyn K /proc/kcore;
® 334eMcTBOBATL onepaumto FIBMAP B ioctl(2);
e OTKpbIBaTb MY A5 A0oCTyna K cneumanbHbiM peructpam x86 (MSR);
e 06HOBNATL /proc/sys/vm/mmap_min_addr;
® C03/1aBaTb OTOOPAXKEHUA NamMATU MO afpecam, MeHblle 3HaYeHWs, 3aaHHOro
B /proc/sys/vm/mmap_min_addr;
e oTObOpaXkaTb parnbl B /proc/bus/pci;
® OTKpbIBaTL /dev/mem u /dev/kmem;
® BbIMNOJIHATb Pa3NnYyHble KOMaHabl MY SCSI;
® BbIMO/IHATL onpeaenieHHble onepaumn ¢ MY hpsa(4) un cciss(4);
® BbINO/IHATb HEKOTOPbIE CneuyManbHble onepaumn ¢ Apyrmmm yCTPOMCTBaMU;
— CAP_SYS RESOURCE — NO3BOMAET BbINOJHATL C/leaytollme AeNCTBUA:
® ICNONb30BaTh 3ape3epBMpoBaHHOe npocTpaHcTBo PC ext2;
e coBepLaTb BbI30BbI i0Ctl(2), ynpaBastowme KypHanmpoBaHmem ext3;
® MpeBbILATb OrPaHNYEeHMEe ANCKOBOrO NPOCTPAHCTBA;
® yBE/IMYMBATL OrPaHMUYEHMA NO pecypcam;
® repesanuncoliBaTb orpaHnyeHme pecypca RLIMIT_NPROC;
® MPEBbILLATb MAaKCMMaNbHOE KOIMYECTBO KOHCOEN NPU BblAENEHWNM KOHCONK;
® MPEBbILLATb MAaKCMMaIbHOE KONMYECTBO PaCKNaA0K,;
® 1ICN0/1b30BaTb bonee, yem 64 I NpepbiBaHMA M3 YAaCOB PeasibHOrO BPEMEHM;
® Ha3HayaTb 3HayYeHWe msg_qbytes ovepean coobuieHnin System V Bonblue
orpaHuyenuns /proc/sys/kernel/msgmnb;
e MpeBbllaTh orpaHudeHune /proc/sys/fs/pipe-size-max npu HasHaYeHUM
BMECTMMOCTM KaHa/la C NoMoLLblo KomaHabl F_SETPIPE_SZ vy fentl(2);
e ycnonb3oBaTb F_SETPIPE_SZ ansa yBennyeHma BMeCTUMOCTM KaHana bonblue,
Yem orpaHu4eHune, 3agasaemoe B /proc/sys/fs/pipe-max-size;
e NpeBbIlaTh orpaHudeHne /proc/sys/fs/mqueue/queues_max npu co3gaHmnm
oyepener coobueHnn POSIX; 3apenctBoBaTh onepaunto PR_SET MM B prctl(2);
e yCTaHaBAMBaTb /proc/PID/oom score adj B 3HayeHMe MeHbllee, 4em
nocneaHee yCTaHOBNAEHHOEe 3HayeHume npoueccom ¢ nomolubto CAP_SYS RESOURCE;
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— CAP_SYS TIME — NO3BONAET HACTPaMBaTb CUCTEMHbIE Yachl (settimeofday (2),
stime (2), adjtimex (2)) W 4acbl peanbHOro BpeMeHM (annapaTHble);

— CAP_SYS TTY CONFIG — MO3BOAAET  MCNO/Ab30BaTb  vhangup (2) 7
33/1eMCTBOBATb Pa3/IMYHble NPUBMUNETMPOBAHHbIE ONepauUmn ioctl (2) C BUPTYaSbHbIMM
TEPMUHANAMMU;

— CAP_SYSLOG — NO3BOJIAET BbIMONHATb CAeAylolime AeNCTBUA:

® BbINOHATb NPUBMUAETMPOBAHHbIE onepaunn syslog(2);
® NpocmaTpuMBaTh aJpeca sapa, oTobparkaemble B /proc n Apyrnx nHTepdeincax,
Korga 3HavyeHue /proc/sys/kernel/kptr_restrict pasHo 1;

— CAP WAKE ALARM — YycTaHasamBatb TanMmepbl CLOCK_REALTIME_ALARM
CLOCK_BOOTTIME_ALARM npu npobyKaeHNUM CUCTEMBI.

HABOPbl BO3MOMHOCTEA CYBBEKTA: kKawgad HWTb uMmeeT  Habopbl
BO3MOKHOCTEN, coaepKallime HoMb n/nunn bonee cneayolimx BOSMOKHOCTEN:

1) Pa3spelleHHble aeicTBuA (Permitted). Permitted — OrpaHu4mMBatoWmin Habop
3QPEKTUBHBLIX BO3MOXKHOCTEN, KOTOPbIMK Haaenaetca HUTb. [aHHbIM Habop Takke
OrpaHMYMBaAET CMMCOK BO3MOXKHOCTEM, KOTOPble MOTyT ObITb A0OaBAEHbI B HAC/1eAyEMbIi
Habop A4NA HUTK, HEe MMelOLLEel BO3MOXHOCTEN CAP SETPCAP B CBOeM 3OPeKTUBHOM
Habope. Ecan HUTbL cOpacbiBaeT BOSMOXKHOCTb B CBOEM pa3pellnteibHoM Habope, oHa He
CMOXKET NoNYy4YnUTb ee 0BPATHO (EC/TIM TONIbKO HE BbIMOIHAETCA execve (2) ANA NPOrPaMmbl
C set-user-ID-root WAW MNPOrpamma, y KOTOPOM COOTBETCTBYHOLIME BO3IMOXKHOCTM
dana NpeaocTaBAAOT 3TY BO3MOXKHOCTb);

2) Hacnenyemble aenctBma (Inheritable). Inheritable — Habop HacneayembIX
BO3MOXHOCTEN, KOTOPbIE OCTAKOTCA TAaKOBbIMW MPWU BbIMOAHEHWM NtOBON NPOrpammbl m
COXPaHATCA MNpPU BblI30BE execve (2). Hacnegyemble BO3MOMHOCTM A00aBnsaTCcA B
pa3pelmnTenbHbli Habop, ecnn BbINOAHAOWAACA NPOorpamma MMeeT COOTBETCTBYOLINE
YyCTaHOBNEHHble 6UTbI B daioBOM HacneayeMom Habope. Ecam BbINONHEHWE NPOUCXOANT
He OT MMEHW Cynepnosb3oBaTeNd, HacieayemMble BOSMOXHOCTM HE COXPaHATCA nocae
execve (2), noatomy MI, KoOTOpbiIM HEOBXOAMMO BbINOAHATb BCMOMOraTe/bHbIE
NPOrpammbl C MOBbILIEHHbIMM BO3MOXHOCTAMK, TpebyeTcs WCNOAb30BaTb HapyKHble
BO3MOYHOCTU (ambient capabilities);

3) DbdbekTnBHbLIE AencTBUs (Effective). Effective — JaHHbIM Habop
BO3MOXXHOCTEN MCNONb3YeTCA AAPOM NPU BbINOSIHEHWM MPOBEPOK NMPAB HUTU.

C nomoulpblo capset (2) HUTb MOXET M3MEHATb CBOM HabopPbl BO3IMOXKHOCTEMN.

®aiin (MPBO) /proc/sys/kernel/cap last cap COAEPHKUT YMCNOBOE 3HAYEHME
camol 60nbWOM BO3MOXKHOCTM, NOAJep:KMBaemon paboTarowmm SAPOM. ITO MOMKHO
MCNONb30BaTb A5 onpeaeneHna Hanbonblero 6GUTa, KOTOPbIN MOXKET BbiTb YCTaHOB/IEH B
Habope BO3MOXKHOCTEN.
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®AMNOBLIE HABOPbl BO3MOXHOCTEWM: B8 OCABpopa cBA3b Habopos
BO3MOHOCTEM C WUCNOAHAEMbIM GalaoM NOAAEPKMBAETCA C MOMOLLbD setcap (8).
Habopbl BO3MOXKHOCTEN dainna XpaHATCA B pacluMpeHHOM aTpubyTe, A5 3anMcK B KOTOPbIM
TpebyeTtca Bo3MOKHOCTb CAP_SETFCAP. Habopbl $annoBbix BO3MOXHOCTEM BMeECTe C
Habopamn BO3MOXHOCTEM HUTM oOnpeaenatoT Habopbl BO3MOXHOCTEM HWUTKM Mocne
BbIMO/IHEHMA execve (2) .

CyuiecTBytoT cieaytolme dpananosble HAOOPbI BOSMOXKHOCTEN:

— permitted (paHee Ha3blBaBLWWMICA forced) — BO3MOXHOCTM aBTOMATMYECKM
pa3peLlatTca HATU HE3aBMCMMO OT ee yHac/e10BaHHbIX BO3MOXKHOCTEN;

— inheritable (paHee Ha3blBaBWKICA allowed) — Habop obbeamHseTcs (AND) ¢
yHacnenoBaHHbIM  Habopom  HWUTKU, 4TODbl ONpPeaennTb, KaKkMe YHac/ledoBaHHbIE
BO3MOXHOCTM ByAyT BK/IOYEHDBI B €€ pa3pelLnTenbHbIi Habop nocne execve (2);

— effective — B AENCTBUTE/IbHOCTU NpeacTaBaseT cobol He Habop, a OAMHOYHbIN
6UT. Ecnm BUT BKAKOYEH, TO NPU BbI3OBE execve (2) BCE HOBbIE Pa3peLLeHHbIe BO3MOKHOCTH
HUTW ByayT TakKe aobasneHbl B 3GPeKTUBHLIN Habop. Ecnm BUT BbIKAOYEH, TO nocie
execve (2) HM OZlHA M3 HOBbIX Pa3peLLEeHHbIX BO3MOXKHOCTEM He byaeT nobaBneHa B HOBbIM
3pPeKTMBHbIN HaboP.

BkntoueHne apdpekTMBHOro pannoBoro bmTa nogpasymeBaeT, 4To ntobaa gpannosan
pa3pelwnTenibHas WAM  Hacneayemasa BO3MOXHOCTb, MO3BOMAKOWAA HUTM  MNOAYYUTb
COOTBETCTBYHOLLYIO Pa3peLllnTe/ibHY0 BO3MOXKHOCTb NPU execve (2), TaKXKe NOAYYNUT ee B
apPpeKkTMBHOM Habope.

[MoaToMy ecanm npu  HasHaYeHWM  BO3MOXKHOCTeM  dainy (setcap (8),
cap_set file(3), cap set f£d(3)) yKa3aTb addeKT1BHbIN Gar Kak BKAKOYEHHbI ANA
Nto60M BO3MOXKHOCTU, 3PPEKTUBHBIA dar AOMKEH TakKe OblTb YKa3aH BKAOYEHHbIM ANA
BCEX  OCTa/IbHbIX  BO3MOXHOCTEW, ANA  KOTOPbIX  BK/AKOYEH  COOTBETCTBYHOLLMI
paspeLnTenbHbIM "MbO Hacneayemblin dnaru.

Mpeobpa3oBaHMe BO3IMOXKHOCTEN NpK execve().

Mpn execve (2) PBO BbIMUCAAIOT HOBble BO3MOMHOCTM CybbeKTa [AocCTyna
(npouecca) no cneayoulemy anropuTmy:

P' (ambient) = (npuBujermpoBaHHBM OGamnyi) 2 0 : P(ambient)

P' (permitted) = (P(inheritable) & F(inheritable)) |

(F(permitted) & cap bset) | P'(ambient)

P' (effective) = F(effective) ? P' (permitted) : P' (ambient)

P' (inheritable) = P(inheritable) [T. e., He usMeHdeTCH],
rae:

— P — 3Ha4yeHne Habopa BO3MOXKHOCTEM HUTK [10 execve (2);

— P' —3HavyeHMe Habopa BO3MOXKHOCTEM NOCNE execve (2);

— F — $annoBblM HAOOP BO3MOXKHOCTEN;

— cap_bset — 3Ha4yeHuMe orpaHm4mBatoLLLEero Habopa BO3MOXHOCTEN;

— NPUBUIETMPOBAHHbLIA Gain — Gaia, UMELWMIM BO3MOKHOCTM, NNDO AN Hero
y@TaHOBﬂeH6MTset—user—ID NWIN set—-group—-1ID
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BO3MOXHOCTU WU BbINOJIHEHUE MPOIrPAMMbBI CYMNEPMNOJIb3OBATE/IEM: AanA
nNpeaocTaBAeHMA MoaHOro Habopa BO3MOXHOCTEM Cynepnosb30BaTENtO B execve (2)
HeobXx0AMMO BbINONHEHWNE CNEAYIOLMX NPABU:

— eC/I BbINONHAETCA MPOrpamma C YCTaHOBNEHHbIM OUTOM set-user-ID-root
mnn ID  peanbHOro NoO/Ab30BaATENs MpoOLEcca pPaBeH HyA (cynepnonb3oBaTesnsb),
NPeaocTaBNATCA NOAHble dannoBble W Hacneayemble Habopbl BO3MOXKHOCTEN (T.e.
pa3peLleHbl BCE BO3MOXKHOCTH);

— eC/1I1 BbIMONHAETCA NPorpamma C yCTaHOBNEHHbIM BUTOM set-user-ID-root,
addeKTUBHbIN hannoBbIt BUT paBeH eanHMLE (YCTaHOBEH).

Pe3ynbTaT  yKa3aHHbIX  NpaBui, 0DObEAMHEHHbIX € NpPeobpasoBaHUAMM
BO3MOXHOCTENM, CAeAyOWMA: Koraa NPoUecc BbINOMHAET execve (2) ANA NPOrPaMmbl C
6UTOM set-user-ID-root WMAM Koraa npouecc ¢ 3¢pdekTnBHbIM UID HONb BbIMOAHAET
execve (2), OH MONy4YaeT BCe BO3MOXHOCTM M3 paspewntensHoro n 3ddeKTUBHOro
HabopoOB, 33 WCKAOYEHMEM TeX, KOTOpble OTMEHEeHbl OrpaHMYMBalOLIMM Habopom
BO3MOXHOCTEN. ITO NpeaoCTaBAAET CEMAHTUKY, COBNAAAtoLLYt0 C OObIYHbIMM CUCTEMAMM
UNIX.

OrPAHUYUBAIOWMA HABOP BO3MOMXHOCTEW: orpaHuumsatowmit  Habop
BO3MOXHOCTEM — MexaHM3M 6e30MacHOCTM, KOTOPbIM MOMXHO MCNOAb30BaTb A
OrpaHMYeHMA BO3MOXHOCTEN, AOCTYMHbIX NPU execve (2), CAeAyOWMM 06pa3om:

— NpU execve (2) OrpaHUYMBalOWMIM HAbop BO3IMOXKHOCTEN cknaabiBaetca (AND) ¢
dannoBbIM paspelnTenbHbiM Habopom BO3MOMKHOCTEM, M pPe3ynbTaT 3TOW onepalum
Ha3Ha4YyaeTca paspelnTenbHoMy Habopy BO3MOMHOCTEM HUTU. Takum obpasom,
OrpaHu4YmMBalOWMN Habop BO3MOXKHOCTEM OrpaHWUYMBaET paspelleHHble BO3MOXKHOCTY,
KOTOpble MOXeT NPeAoCTaBMTb MCNOAHAEMbIA ainn;

— OrpaHMYMBaOWMMA HAbOP BO3MOKHOCTENM NPEeACTaBAAeT CcoOOM NepeyeHs,
KOTOPbIM HUTb MOXKeT A00aBUTb B CBOM HacaealyemMbln HAbOop C MOMOLLBIO capset (2). ITO
03HaAYaeT, YTo, eC/IM BO3MOXKHOCTb OTCYTCTBYET B OrPaHUUYMBalOLLEM HAabope, HUTb HE MOXKET
n06aBnTb 3Ty BO3MOMKHOCTb B CBOM HacneayemMblt Habop, Aayke ecim OHa NPUCYTCTBYET B
paspelmnTeNbHOM Habope, cnegoBaTe/IbHO, HE MOXKET COXPaHUTb AaHHYH BO3MOMXKHOCTb B
pa3pelnTenbHblM Habop Npu BbI30BE execve (2) ANA Galia, MMEKLLEro BO3SMOXHOCTb B
CcBOEeM HacneayemMom Habope.

OrpaHuunBatoLLIMin HAbop CKpbiBaeT GpalioBble pa3peLllnTelbHble BO3MOMKHOCTM, HO
He Hacneayemble BO3MOMHOCTM. EcaM HUTb MMeeT B CBOeM HacieayeMom Habope
BO3MOHOCTb, KOTOpas OTCYTCTBYeT B OrpaHW4YMBatolleM Habope, HUTb MO-NpexHemy
obnagaeT 3TOM BO3MOMXKHOCTbIO B CBOEM pa3pelintesibHOM Habope npu BbIMOAHEHUM
dalina, MmetoLLero BO3MOXKHOCTb B CBOEM Hacaeayemom Habope.

ToNbKO NpOLEeCcC OAMH MOXKET 3a4aBaTb BO3MOXHOCTW B OrpaHnyMBatoem Habope
BO3MOKHOCTEM, MOMMMO 3TOrO Cynepnoab30BaTe b (TOYHee, NPOrpamMmbl C BOIMOXKHOCTbIO
CAP SYS MODULE) MOTYT NLWb YA3NATb BO3MOXHOCTM M3 Habopa.

OrpaHuumnBaloWMiM Habop Hacneayetcs npu fork(2) OT HUTM poauTena u
coxpaHaeTca Npu execve(2).
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HnTb MOMeT yaanaATb BO3MOMKHOCTM M3 CBOEro OrpaHuymBatollero Habopa ¢
MOMOLLbIO BbI30Ba prctl (2) conepaumen PR_CAPBSET DROP MPW HANMYMM BO3MOXKHOCTH
CAP SETPCAP.

[Mocne yaaneHMa BO3MOMXKHOCTM M3 OrpaHMYmMBarollero Habopa BOCCTAHOBUTb ee
HEBO3MOXHO. HUTb MOXKeT onpeaennTb Hain4me BO3MOXKHOCTM B CBOEM OrPaHNYMBAIOLLEM
Habope C NOMOLLbIO BbI30BA prctl (2) € onepauven PR CAPBSET READ.

YnaneHne BO3MOXHOCTEN M3 OrpaHUYMBatOLLErO Habopa AOCTYMHO, TONbKO ecnu
A4p0 cobpaHo c NoaAep*KKoM GanN0BbIX BO3MOXKHOCTEN.

[na coxpaHeHMA MPUBbLIYHOM CEMAHTUKM MPU Nepexode OT HYyNA K HeHy/leBbiM
nonb3oBatenbCkmm ID OBO  ocywecTBaAlT  caedyolme  U3MeEHeHMsa  Habopos
BO3MOHOCTEN HUTU NPU UBMEHEHUWN Y HUTK PeanbHOro, 3deKTMBHOro, coxpaHeHHoro 1D
n nonb3oBaTenbckoro ID OC (c NoMolLblo setuid (2), setresuid(2) MAKM NOAOCOHbLIX):

— eC/I1 paHee peanbHbln, 3PPEKTUBHbIN UM COXPAHEHHbIN NONb30BaTENbCKNM ID He
O6bln paBeH HyaAlo M B pe3dynbTate mameHeHus UID Bce 3tm ID nonydnnm HeHynesoe
3Ha4yeHWe, TO BCE BO3MOMKHOCTWU YyAANAKTCA M3 pPaspelmnTensHoro n 3pPeKTUBHOro
HabopoB;

— ecn 3PPEeKTUBHbIN NONb30BATENLCKMI ID M3MeHAETCs ¢ HYy1eBOro Ha HeHyeBoe
3HayeHMe, TO BCe BO3MOMKHOCTM yAaNsatoTca U3 apPeKTMBHOro Habopa;

— ecnn adPEKTUBHbIM NONb30BATENLCKUM |ID M3MEHAETCA C HEHYNEBOTO 3HAYEHNSA HA
0, TO pa3pelLnTenbHbI Habop KonupyeTcsa B 3pPeKTUBHbLIN Habop;

— ecnun nonb3osaTenbekuit ID OC n3MeHseTCa C HYIEBOTO Ha HEHY/IEBOE 3HAYEHMe,
TO ©3 30PeKkTMBHOro Habopa yAanAwTCcA Cheaylolime BO3MOMHOCTU: CAP CHOWN,
CAP DAC OVERRIDE, CAP DAC READ SEARCH, CAP FOWNER, CAP FSETID,
CAP LINUX IMMUTABLE, CAP_ MAC OVERRIDE M CAP MKNOD. Ecnu nonb3osatensckuin ID
®C n3meHAeTCA C HeHyNeBOro 3HaveHuA Ha 0, To 1toHan M3 BO3MOKHOCTEM, BKAOYEHHbIX B
paspeLnTebHbIM Habop, BKAtoYaeTca B 3pPpekTMBHOM Habope.

Ecnm HUTL, Yy KOTOpPOM oauH nnm bonee nonb3osatensckux |ID paBeH O, cTpemuTca
npeaoTBpaTUTb  yAaneHWe  paspellnTesibHbiX  BO3MOXHOCTEM nNpu  cbpoce  BCex
N0/ab30BaTENbCKMUX ID B HEHYNEBbIE 3HAYEHMA, OHA MOXET MCMNONb30BaTb BbI3OB prctl (2)
C onepaumei PR _SET KEEPCAPS WAu ¢narom 6e3onacHoCcT SECBIT KEEP CAPS,
ONMCaHHbIM Aanee.

HnTb MOXeT noayvaTb M M3MEHATb CBOM Habopbl BO3MOMKHOCTEM C MOMOLLBHO
CMCTEMHbIX BbI30OBOB capget (2) W capset (2). OAQHaKO 414 3TOM Lenn npeanovtuTenbHee
MCMNONb30BaTb cap get proc(3) Wcap set proc(3) U3 MaKeTa libcap.

Mpn n3MmeHeHMn HabopoB HNTU MPUMEHSIOTCA CeaytoLlLMe Npasma:

— eC/NN  BbI3blBAOWMIA HE WMMeeT BO3MOXHOCTM CAP SETPCAP, TO HOBbIM
Hacneayembin Habop Ao/mKeH OblTb NoAHAOOPOM  KOMOMHAUMW  CYLLLECTBYHOLLENO
Hac/neyemoro 1 paspeLwnTeslbHoro Habopos;

— HOBbIM Hacneayembln Habop Ao/KeH ObiTb NoaHabopom  KOMOMHaLUMM
CYLLECTBYHOLLETO HAaC/1eAyeMOTrO M OrpaHMYMBatoLLEro Habopos;
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— HOBbIM pa3pewmnTenbHblin Habop AomKkeH ObiTb NOAHAOOPOM CyLLECTBYHOLWLENO
paspewnTenbHoro  Habopa (T.e. HEBO3MOXHO  MpuMobpecTn  paspelnTesibHble
BO3MOHOCTM, KOTOPbIX HUTb HE MMEET);

— HOBbIK  3QPeKTMBHbIM  Habop  go/keH  OblTb  NoaHabopom  HOBOTO
paspelmnTenbHOro Habopa.

®JIAI' SECUREBITS: OPTAHU3AUUA UCKNKOYUTE/IBHO OKPYXKEHUA

B OC ABpopa peanm3oBaH Habop $pnaroB securebits (414 KaXKA0M HATK), KOTOPbIN
MOYHO MCMNO/1b30BaTb ANA OTKAOYEHWUA CReunanbHbIX AEMCTBUIM BO3MOXHOCTen ana UID
Ho/b (cynepnonb3oBaTenb). K aTum dnaram oTHOCATCA:

— SECBIT KEEP CAPS—MO03BONAET HUTK, y KOTOPOW oanH 1 6onee UID paBeH HytO,
COXPaHMTb CBOM BO3MOXKHOCTM Npu nameHeHnn Bcex ee UID Ha HeHyneBble 3Ha4YeHna. Ecan
dnar He yctaHoBneH, nameHeHue UID npuBedeT K yTpaTe HUTbIO BCEX BO3MOXKHOCTEN.
NaHHbin  dnar Bceraa cbpacbiBaeTcs Npu  execve (2) (M npemoctaBaser Te Ke
BO3MOHOCTM, YTO M CTapbIi BbI3OB prctl(2) C onepaunen PR _SET KEEPCAPS);

— SECBIT NO SETUID FIXUP — He MO3BOAAeT AApYy W3MeHWUTb Habopbl
BO3MOXKHOCTEM Npu nameHeHnm appektnsHoro UID n UID ®C ¢ HyneBOro Ha HeHyneBoe
3HaYeHue;

— SECBIT NOROOT — B C/ly4ae YCTaHOBKM AaHHOro dnaara A4po He npeaocTaBnseTt
BO3MOHOCTM MPU WUCMONHEHUN MPOrPaMMbl, MMeKLWen BUT set-user-ID-root, WK
Koraa npouecc ¢ addeKTMBHbIM MAn peanbHbiM UID, paBHbIM HY/LO, BbI3bIBAET execve (2);

— SECBIT NO CAP AMBIENT RAISE — 3anpeliaer MOBbIWEHNE  HaPYXKHbIX
BO3MOHOCTEWN NOCPEACTBOM prctl (2) C onepaunen PR CAP AMBIENT RAISE.

KaXablil 3 nepeyncieHHbix Bbile Ha30BbIX $aroB MMeeT OAMH U3 CAeayroLWmX
HUKe OO0MNONHUTENbHbIX GNaroB HGAOKMPOBKM, YCTaHOBKA Nt0BOr0 M3 KOTOPbIX ABAAETCA
HeobpaTMMOM 1 3anpellaeT Aa/ibHeNLMe U3MEHEHMS COOTBETCTBYOLLEro 6a3oBoro ¢aara.

®narn 61OKNPOBKU:

— SECBIT_KEEP_CAPS_LOCKED;

— SECBIT_NO_SETUID_FIXUP_LOCKED;

— SECBIT_NOROOT_LOCKED;

— SECBIT_NO_CAP_AMBIENT_RAISE.

®narn securebits MOXHO M3MEHATbL M MNOAYYaTb C MOMOLLbIO BbI30Ba prctl (2) C
onepaumAmMn PR _SET SECUREBITS W PR GET SECUREBITS. [na u3meHeHua ¢naros
TpebyeTca BOSMOXKHOCTb CAP SETPCAP.

®narn securebits HacaeaytOTCA AOYEPHUMM npoueccamu. MNpu execve (2) BCe
dnarn  coxpaHAKTCA, 33 WCKAIOYEeHMeM SECBIT KEEP CAPS, KOTOPbIM  BCersa
cbpacbiBaeTcA.

MIT MOXeT MCnoNb30BaTb CAeAYHLUMA BbI30B AN COOCTBEHHOM O/IOKMPOBKU U
NOMELLEHMA BCEX CBOMX MOTOMKOB B OKPYMKEHWE, IAe MMEETCA TONbKO MepBbli cnocob
nobaBneHns npaB — 3anyck MNPOrpaMmbl CO CBfI3@aHHbIMM C  Hel  dainoBbIMM
BO3MOXHOCTAMM:

prctl (PR_SET SECUREBITS,
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SECBIT KEEP CAPS LOCKED |
SECBIT NO SETUID FIXUP |

SECBIT NO_SETUID FIXUP LOCKED |
SECBIT NOROOT |

SECBIT NOROOT LOCKED) ;

4.3.1.7. ®penmBopk Linux Security Modules

[ONONHNTENIBHO A/1A KaCTOMM3aUMKM W yTOYHEHMA npumeHAaembix [P moxeT
MCNonb3oBaThca GpenmBopK Linux Security Modules, KoTopbli ABASETCA YacTbio A4pa U
NO3BO/IAET PErMCTPMPOBATb NPOLLEeAYPbl, KOTOPbIe BYyaAyT BbINOAHATLCA B C/ly4ae YCNeLwHoro
3aBepLIEHNA CTaHAAPTHOM npoueaypbl MPOBEPKU AMCKPELMOHHOrO A0CTyna nepeq
npeaocTaBneHMeM GaKTMYECKOro A0CTYNa K 0O BbEKTY.

Mocpeactsom Linux Security Modules B aape OC ABpopa NOAK/IOYEH MOAYb
6e30nacHOCTN diehard, KOTOPbIM He NO3BOASAET HEMNPUBUAETMPOBAHHOMY MOJIb30BATEHO
npepBaTb BbIMOJHEHME MPOLECcCa, 3anyWeHHOro OT ero e MmeHu. MNonb30BaTeNbCKUN
NPOLLECC, HE MMEILLMIM BblAENEHHOW rpynnbl 777, HE MOXET MocaaTb CUIHAA MPOLEccy,
MMEIoLLEeMY TaKylo Trpynny, Aaxe eCamM MPouecChbl BbIMOMHAOTCA C oamMHakosbim EUID.
NckntovyeHnem ABNAKOTCA NPOLECChl, MMerWwMe capability CAP KILL — Ha HUX He
PACNPOCTPAHAIOTCA OrPaHUYEHNA, HaKNaablBaeMble moaynem diehard.

3aro/IoBoYHbIN ~ dann  include/linux/security.h  COAEPXUT  OMNMUCaHME
CTPYKTYpbl security ops, NPeAcTaBaAloLWen cobon CnMcoK 3apaHee onpeaeneHHbIX U
NOKYMEHTUpPOBaHHbIX callback-pyHKUMI, KOTOpble AOCTYNHbI Moayato He3onacHoCcTn ANA
BbIMO/IHEHMA NPOBEPOK. 10 YyMONYaHUIO AaHHble QYHKLUMWM B OCHOBHOM BO3BpallatoT O,
paspewaa nobble aenctena. OgHAKO HEKOTOPble MCMOAb3YOT MoAyAb He30macHOCTM
POSIX. B paHHOM cTpyKType cneundumyeckmn ana OC ABpopa Moaynb diehard
3apermcTprpoBaH caeayrowmm obpasom:

#ifdef CONFIG SECURITY DIEHARD

extern int diehard task kill(struct task struct *p, struct siginfo
*info,
int sig, u32 secid);

#else /* !CONFIG_SECURITY DIEHARD */

static inline int diehard task kill (struct task struct *p,
struct siginfo *info, int sig, u32 secid)

{

return 0;

}

#endif /* !CONFIG SECURITY DIEHARD */

NcxoaHblin TekeT moayna diehard (dain security/diehard/diehard-Ism.c):

#define DIE HARD GROUP 777
static const int zero = 0, one = 1;
static int enabled = 0;
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int
diehard task kill (struct task struct *p, struct siginfo *info, int
sig,
u32 secid)
{
const struct cred *cred = current cred();
const struct cred *tcred = task cred(p);

if ('enabled)
return O;

1f (ns_capable(tcred->user ns, CAP KILL))
return 0; /* Privileged process are not affected by us */

if (!gid eqg(cred->gid, DIE HARD GROUP) &&
!gid eqg(cred->egid, DIE HARD GROUP) &&
!gid eqg(cred->sgid, DIE HARD GROUP) &&
groups_search (tcred->group info, DIE HARD GROUP) &&
!'groups_ search (cred->group info, DIE HARD GROUP))
return -EACCES;

return 0;

}

#ifndef CONFIG SECURITY DIEHARD STACKED
static struct security operations diehard ops = {
.name = "diehard",

.task kill = diehard task kill,
i

#endif /* CONFIG_SECURITY DIEHARD STACKED */

#ifdef CONFIG SYSCTL

struct ctl path diehard sysctl path[] = {
{ .procname = "kernel", 1},
{ .procname = "diehard", 1},
{1}
i
static struct ctl table diehard sysctl table[] = {
{
.procname = "enabled",
.data = &enabled,
.maxlen = sizeof (int),
.mode = 0044,
.proc_handler = proc_dointvec minmax,

.extral (void *) &zero,
.extra? = (void *)&one,
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#endif /* CONFIG_SYSCTL */

static  init int
diehard init (void)
{
#ifndef CONFIG SECURITY DIEHARD STACKED
if (!security module enable (&diehard ops))
return 0;
#endif /* CONFIG SECURITY DIEHARD STACKED */

printk (KERN INFO "DieHard: starting.\n");

#ifndef CONFIG SECURITY DIEHARD STACKED

if (register security(&diehard ops))

panic ("DieHard: kernel registration failed.\n");
#endif /* CONFIG_SECURITY DIEHARD STACKED */

#ifdef CONFIG SYSCTL

if (!register sysctl paths(diehard sysctl path, diehard sysctl table))
panic ("DieHard: sysctl registration failed.\n");

#endif /* CONFIG_SYSCTL */

return O;

}

security initcall (diehard init);

Mpmepom  MCMONb30BAHMA  OMWUCAHHOTO  MEXaHM3Ma  MOXKET  CAYXKWUTb
HeobxoAMMOCTb obecrneynTb HEeBO3MOMKHOCTb HEemnpUBUAETMPOBAHHOMO M0/1b30BaTeNS
NpepBaTb BbINO/IHEHME aHTUBUPYCHOTO CPeACTBa.

4.3.2. Ponesaa moaens ynpasBaeHus NoAMTUKamm 6€30nacHOCTM

BHUMAHMUE! N3meHeHMA HAcTpoek B NyHKTe MeHto «[1oanuTUKM 6e30nacHOCTU»
NPUMEHAOTCA KO BCEM YYETHbIM 3aMNCAM POaen, Co34aHHbIM Ha MY.

Ona onpeaoeneHMs BO3MOMXHOCTEM  y4yeTHOM  3ammMcKM  NOAb30BaTenAa  no
MCNONb30BAHMIO PECYPCOB M PYHKLUMOHANbHbBIX BO3MOXKHOCTen OC ABpopa NpuMeHaeTca
poseBas MoAeNb, Ha OOLLECMCTEMHOM YPOBHE MO3BOAANOWLAA aAMMHUCTPATOPY 3a4aTb
OrpaHnYeHmsa Ha Mcnob3oBaHMe PyHKLUMOHaNa OC nocpeaCTBOM MNONUTMK H&30MaCHOCTU.

MPUMEYAHUE. HacTponKka ynpaBneHWA OOCTYNOM, a TaKXe M3MeHeHue AaHHOM
HACTPOMKM AOCTYMHbI TONIBKO agMUHUCTPATOPY Anbo yepe3s MDM-cuctemy.

[ns nepexofsa K HACTPOMKaM MOAMTMK ©e30macHOCTM HeobXOAMMO BbIMOAHUTL
cneayolme AencTBmA:

— OTKPbITb  MEHIO CUCTEMHbIX HACTPOEK KacaHWem 3HauKa E:’ Ha JKpaHe
NPUNOXKEHUN (cMm. PucyHok 1);
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— KOCHYTbCA MyHKTa MeHlo  «[oanTUKKM  H6e30nacHOCTMY &3 B noapaszene
«be3onacHoCcTb» B pe3ynbTaTe OTOOPAsUTCA OAHOMMEHHAA CTpaHMUa YynpaBaeHuA
noAnTMKamm 6esonacHocTn (PncyHok 159).

Ha cTpaHuue «MoanTtmkmn 6es3onacHoCTM» A0CTYMHbI cieaytolime AencTBumA:

— ObICTPbLIA MOUCK NOAUTUKM 6E30MacCHOCTU C MOMOLLBID BBOZA MepBbiX OyKB ee
Ha3BaHMA B nose «[onck»;

— BKJ/ILOYEHME N BbIKNOYEHWE BHELLIHEro MHTepdeinca MY KacaHnem nepekntodaTens
CnpaBa OT BbIOPaHHOM NOAUTUKM.

NMPUMEYAHUE. Mpu akTMBaUMM MepekatoyaTeNb HAYHET CBETUTLCA ApYEe, YEM B
COCTOSIHUM MO YMONYAHUIO (HEAKTUBHOM);

— 610KMpOBKa M pPa3bOKMPOBKA BO3MOMKHOCTM WMCMOAb30BAaHMA MNPOrpPaMmm U
M3MEHEeHMA HaACTPOeK BHeLHUX MHTepdeincoB MY KacaHMem COOTBETCTBYHOLLErO 3HAYKa
cnesa OT BbIOpaHHOM NONNTUKM NMOO KacaHMeM NONA, B KOTOPOM Pacno/ioxKeHa BbibpaHHan
NOSINTUKA.

NPUMEYAHUA:

A
v 3HayoK [ yKasblBaeT Ha TO, YTO MOAUTUKA Pa3bNoKMpoBaHa (40CTyNHa), 3Ha4OK

n

(1 yKa3blBaeT Ha TO, YTO NOAUTMKA 3aDN0KMpPOBaHa (HeAOCTyNHa);

v Mpu 610oknposke MIM: «Bbpaysep», «Kamepa», «CoobuweHunsa», «TenedoH»
cooTBeTCcTBeHHble MI1 nponaaatoT ¢ SKpaHa NPUAOKEHUN.

B cnyyae ecnn Kakaa-nmbo M3 NOAMTUK 3abA0KMpPOBAHA aAMMHUCTPATOPOM, Mpw
NOMNbITKE A0CTyNa K COOTBETCTBYIOWEN QYHKUMU  MAU  KOMMNOHEHTY, OTOOpa3smnTCs
yBegomeHne (PucyHok 160).

| MonuTukn 6esonacHocT | Bluetooth

OTKIOYEHO NPY MOMOLLM

i Aurora Device Manager
Q Mounck
@ Bluetooth O
&] ABUapexvm O
@ Bpayaep

&] lonocosble BbI3OBbI

&] [o6aBneHune akkayHTOB

&] MameHeHue cocTasa
nonb3oBaTeNbCKUX CEPTUPUKATOB
Kamepa

&] MwukpodoH

&, MoHTtuposaHue USB-Hakonutenei

& MOHTMPOBaHVIe KapT namMaTu

[% Hactpoiiku SIM-kapT

PncyHok 159 PucyHok 160
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HanmeHoBaHMe M onuncaHMe ynpasBademblX NOANTUK He30NacHOCTM NPUBEAEHO B
Tabnmue (Tabnuua 14).

BHUMAHMUE! CocTtosiHne noAnTUKM NO YMOAYAHMIO OT/IMYAETCA B 3aBMCUMMOCTM OT
Bepcum OC ABpopa.
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cetn

Tabnnua 14
Ne | HasaHWe NOAUTUKMK OnncaHne NOANTUKK ATpnbyT 6e3onacHoCcTH ronuTvika ”‘6’ ynpaBHEHMvﬂ
YMONYAHWIO NOJINTUKOM
1 |Bluetooth Mcnonb3oBaHue MHTepdelica BluetoothToggleEnabled 3abnoknpoBaHa |GUI
Bluetooth®
2 |ABMaperum Mcnonb3oBaHWe aBMapeXmMma FlightModeToggleEnabled Pa3bnokmpoaHa |GUI
3 |bpaysep PaboTa nonb3osBaTensa c bpaysepom |BrowserEnabled PaszbnoknposaHa |GUI
4 |Fonocosble BbI30BbI PaboTa c ronocoBbIMKN BbI30BaAMM VoiceCallEnabled PaszbnokmposaHa |GUI
5 |[obaBneHune akkayHTOB | [lobaBneHMe AaHHbIX Y4ETHbIX AccountCreationEnabled Pa3bnokmpoaHa |GUI
3anucen
6 |Kamepa Mcnonb3oBaHMe Kamepbl CameraEnabled Pa3bnokmpoaHa |GUI
7 |MuKpodoH Mcnonb3oBaHMe MUKPOPOHaA MicrophoneEnabled Pa3bnokmpoaHa |GUI
8 |MoHTnpoBaHme USB- MoHTupoBaHne USB-HakonuTtenen USBMountEnabled PazbnokmpoBaHa |GUI
HakonuTenemn
9 |MOHTUpPOBaHMeE KapT MOHTMpPOBaHWE KapT NamaATH SDMountEnabled PazbnokmnpoBaHa |GUI
namaTu
10 |Hactpolku SIM-KapT YnpasneHue SIM-KkapTamum SimSlotsSettingsEnabled PazbnokmnpoBaHa |GUI
11 |Hactponkn WLAN Mcnonb3osaHue cetn WLAN WlanToggleEnabled PaszbnokmpoBaHa |GUI
12 |HacTpolku reonokaumm | Micnonb3oBaHue cnykb reonokaumm | LocationSettingsEnabled PaszbnoknposaHa |GUI
13 |HacTpolkun rnobanbHbix | HacTpolku rnobanbHbiXx CepBMCOB GlobalServiceSettingsEnabled |PasbnokuposaHa |GUI
CepBuMCcoB
14 |HacTpolKa aatbl u MN3meHeHne HacTPOEeK BPEMEHN U DateTimeSettingsEnabled PasbnokmpoBaHa |GUI
BPEMEHM naTbl
15 |HacTpolkn mobunbHoM |HacTpokm mobuabHOM ceTn MobileNetworkSettingsEnabled | PazbnoknposaHa | GUI

® CocToAHME NOAUTUKM MO YMONYAHMIO 419 cepTudmLumposaHHon sepcum OC Aspopa.
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MonntMka no | YnpasneHua
Ne | HasaHWe NOAUTUKMK OnncaHne NOANTUKK AtpunbyT 6e3onacHocTn 6 .
YMONYAHWIO NOJINTUKOM
16 |HacTpolkn npokcu HacTpolika npokcu-cepsepa NetworkProxySettingsEnabled |3abnokuposaHa |GUI
17 |Obwmin goctyn K Mcnonb3zoBaHne MY B KayecTse InternetSharingEnabled PaszbnoknposaHa |GUI
NHTepHeTy HecnpoBOAHOM TOYKM AOCTYNa
18 |Mepepaya dpannos Ha |[Mepenaya dannos no npotokony MTP|UsbMtpEnabled 3abnokmposaHa |GUI
MK (MTP)
19 |PepaktupoBaHue VPN- |HacTtpolika/penaktnposaHme VPN- VpnConfigurationSettingsEnabl |Pa3bnokumposaHa |GUI
coeaANHEHWNI coeanHEHMUN ed
20 |CHbpoc K 3aBOACKUM BbinonHeHue cbpoca MY k 3aBoackum| DeviceResetEnabled PaszbnoknposaHa |GUI
HaCTpPOMKam HaCTPOMKam
21 |CHMMKM 3KpaHa Co3aHne CHUMKOB 3KpaHa ScreenshotEnabled PaszbnoknposaHa |GUI
22 |CoobuieHuns OtnpaBka SMS SMSEnabled PazbnokmpoaHa |GUI
23 |YnpaBneHne NFC Mcnonb3osaHune NFC NfcToggleEnabled PazbnokmnpoBaHa |GUI
24 |YnpaBneHue Ynpasnernue VPN-coeanHeHnsamm VpnConnectionSettingsEnabled | PazbnoknposaHa |GUI
coctoaHnem VPN-
coeAMHEeHWUI
25 |YcTaHoBKa npuaoxkeHuin|YctaHoBka MIT ApplicationinstallationEnabled |3abnokuposaHa |GUI
13 GannoBoro
MeHeaKepa
26 |3kcnopT BO3MOKHOCTb 3KCNOpTa UserReportExportEnabled 3abnoknpoBaHa |GUI
N0/Ib30BATENbCKMX N0/1b30BATENIbCKMUX OTYETOB
0OTYeToB
27 |- HacTpolika MobuAbHbIX TOYEK MobileDataAccessPointSettings | PazbnokupoBaHa |policy.conf
[0CTyna Enabled
28 |- Bo3mokHOCTb 06HOBEeHNs OC OsUpdatesEnabled PaszbnokumposaHa |policy.conf

ABpopa
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MonntMka no | YnpasneHua
Ne | HasaHWe NOAUTUKMK OnncaHne NOANTUKK AtpunbyT 6e3onacHocTn 6 .
YMOJ/IYAHUIO NOJINTUKOM
29 BO3MOKHOCTb YCTaHOBKM SideLoadingSettingsEnabled PaszbnoknposaHa |policy.conf
HenoAnncaHHbIX (HeaoBEepPEeHHbIX)
nporpamm
30 AKTMBaALMA pexmma pa3paboTynKa DeveloperModeSettingsEnable |Pa3bnokmpoBaHa |policy.conf
d
31 PaboTa Cco CTaTUCTUKON NHTEPHET- NetworkDataCounterSettingsEn| Pa3bnokmpoBaHa |policy.conf
JaHHbIX abled
32 PaboTa co CTaTUCTUKOMN 3BOHKOB CallStatisticsSettingsEnabled Pa3bnokmpoBaHa |policy.conf
33 M3meHeHMe Tuna TeEXHONOTMM CellularTechnologySettingsEnab| PazbnoknposaHa |policy.conf
MODOUNLHOM NepeaaYn AaHHbIX led
34 BO3MOXHOCTb MCNOb30BaAHMA UsbDeveloperModeEnabled PaszbnokmpoBaHa |policy.conf

pexunma paspaboTtymka no USB
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4.4. OrpaHn4yeHne NporpaMmmHoOM cpenpbl

B OCABpopa oOrpaHuMyeHMAa MpoOrpammHOM  cpedbl  MOryT  334aBaTbCA
ALAMUHUCTPATOPOM C NMOMOLLBIO U3MEHEHMA IMMUTOB, OMNMMCAHWUE KOTOPbIX NMPUBELEHO B
npunoxenumn (MpunoxkerHune 2).

B OC Aspopa npwu yctaHoBke 10 BbINONHAIOTCA C/iedyolme NPOBEepPKu:

— cogepxaHna RPM-nmakeTa Ha npeameT WMCMNOJIHAEMbIX CUEHApWeB B pasgene
postinstall,

— YCTAaHOBKM Nporpamm 6e3 npumeHeHmns bUTOB suid-bit M sgid-bit.

4.4.1. MexaHn3m nognuncn RPM-nakeToB
4.4.1.1. Noanucb 1 nposepKa noanmncn RPM-nakeTa

B OC ABpopa mncnonb3yetca mexaHnsm nognmcy RPM-nakeToB 1 UX COAEPKMMOTO,
npu 3TOM:

— AN1A NAaKEeTOB OTK/IIOYEeHbl U He ncnonbsytoTca GPG-noanucu;

— noAnuncb paspaboTumka noanucbiBaeT RPM-nakeT Lennkom;

— NOANUCb UCTOYHMKA NOANNCHIBAeT 06/1acTb NOANMUCK pa3paboTymKa.

Kaxkabi RPM-nakeT MmeeT Ha3BaHWe, COCTOsALLEee U3 C/ieAyOLLMX YacTen:

— Ha3BaHMe NPOrpaMmsl;

— BEpCKHA NPOrpammbl;

— apXUTEKTypa, Noj, KoTopyto cobpaH RPM-nakeT (armv7hl, i386, ppc 1 T. A4.).

CobpaHHbIn RPM-nakeT 06bl4HO MMeeT cneayowmin GopmaT Ha3BaHMUA:

<HasBaHUMUe>-<Bepcuda>-<penms>.<apXUTeKTypa>.rpm

Hanpumep:

nano-0.98-2.1386.rpm

RPM-nakeT MOXKeT coaep*aTb TONbKO NCXOAHbIe KOAbl, NPY 3TOM MHPOpMaLna 0b
apPXUTEKTYype OTCYTCTBYET M 3aMeHAETCA Ha src.
Hanpumep:

libgnomeuimm2.0-2.0.0-3.src.rpm

BnbANOTEKM PacnpOCTPaHAIOTCA B ABYX OTAE/bHbIX MaKeTax: MepBbld COAEPKMUT
cobpaHHbI Ko, BTOPOM (0ObIYHO K HeMy A00aBNAOT —devel) COAEPMKUT 3ar0N0BOYHbIE
dannbl, a Takxke danbl, Tpebyemble ANa Pa3paboTKu.

Heobxoanmo, 4Tobbl BepcuM ABYX MAKETOB COBMaZann, B MPOTMBHOM C/yyae
6MbNAnOTEKM MOryT paboTaTb HEKOPPEKTHO. [MaKeTbl C pacWMPEHWEM noarch.rpm He
3aBMCAT OT KOHKPETHOM apxuTekTypbl MY M 0bObl4HO coaeprKaT rpaduKy, apxXMTEKTYPHO
He3aBMCUMble CKPUMTbI, @ TaKXKe TEKCTbI, MICNONb3yeMble APYTMMM NPOrpaMMamMm.

RPM-nakeT obecneymBaer:

— NIerkocTb yaaneHusa n obHosneHus MoO;

— nonynapHocTb — YyacTto N0 cobupaetca nmeHHo B RPM, HeobxoamMmocTb COOPKM
NPOrpPaMmbl M3 MCXOAHbIX KOAOB OTCYTCTBYET;
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— HEMHTEePaKTMBHYIO YCTaHOBKY — MpOLIeCC YCTaHOBKW/OOHOBAEHMS/yaaneHuns
Nerko aBTomaTtum3mpyeTcs;

— NPOBEPKY LLEe/IOCTHOCTM NAaKEeTOB C MOMOLLLbIO KOHTPObHbIX CYMM M NOANUCEN;

— DeltaRPM — aHanor Habopa W3MeHeHWM, No3BONAWMA  ODHOBUTL
ycTaHoBneHHoe O ¢ MMHUMaNbHOWM 3aTpaTomn TpaduKa;

— BO3MOXHOCTb aKKYMYAALMKM ONbiTa COOPLLMKOB B Spec-daiine;

— OTHOCKTENbHYH KOMMAKTHOCTb spec-alioB 3a CHET MCMNO/Ib30BAHMA MAKPOCOB.

Cneunduka pabotel RPM-nmaketoB B coctaBe OCABpopa cCBA3aHa C
nepepaboTaHHbIM mexaHn3amom KL (noapasaen 4.9).

NMPUMEYAHMUE. B coctaBe OC ABpopa A0MNyCKaeTCA yCTaHOBKA TO/IbKO MOAMNMCAHHbIX
RPM-nakeTos.

lNMoannce RPM-naKeTa npoBepAeTcA B MOMEHT ero ycTaHoBKU. [Toanncn RPM-nakeTa
dopmumpytoTca c nomolbto anropmtma FOCT P 34.10-2012.

MoAnucb XpaHWUTCA B CTaHAapTHOM ana 6ubnmotekn OpenSSL dopmaTte CMS u
COLEPKUT Cneaytolne AaHHbIE:

— Xell CoAepPXMMOro naketa Uam NoanncK Npeablaywero YpoBHA C NPUMEHEHMEM
OYHKLMN XeLMPOBAHMA U ANMHON Xel-Koaa 256 6ut no FOCT P 34.11-2012;

— AaTy NoANMCaHUA NakeTa;

— NOANWMCb  YKas3aHHbIX  Bbille  MNONeM C  NPUMEHEHMEM  anropuTma
FOCT P 34.10-2012 v dyHKUMM xewmnposaHmsa FOCT P 34.11-2012, aaviHa Bbixoaa 256 6uT;

— cepTuodmKaT cybbeKkTa noanmncK nakeTa.

NMPUMEYAHUE. [1na npoBepKM Nnoanmcm B npoLecce ycTaHOBKM RPM-nakeTa nmeet
3HaYeHMe CTPYKTYpa 1 COCTaB cepTudmKaTa Katoda nposepkn 3. CepTuduKaT A40NKeH ObiTb
BblAaH KNMEHTY (CyObeKTy) npeanpuatmem-pa3paboTymMKom.

Mpougecc nonyyeHmns cybbekTom cepTUudmKaTa COCTOUT M3 CeayoLLMX STanoB.:

— reHepauya KA4YeBom Napsbl, 3alLMULEHHON NAapOaeM.

NPUMEYAHUE. MoapobHoe onucaHue npuBeaeHo Ha Beb-canTe:
https://developer.auroraos.ru/doc/sdk/app_development/packaging;

— CO3[aHMe 3anpoca Ha cepTUdMKAT C yKasaHnmem B 006s3aTe/lbHOM MnopAaKe
HAaMMEHOBAHMA KAMEHTA UM NapTHEepPa;

— OTMpPaBKa 3aMpoca Ha nojyyvyeHue cepTuduMKaTa NpeanpuATUo-pa3paboTunky u
nosy4yeHune ceptTudmKaTa C NPMCBOEHHOM METKOM rpynnbl 6e3onacHoCcTy;

— noanucaHe RPM-nakeTa, Noay4eHHOro cepTudmkaTa M 3aWMLEHHOro KAto4a
noanucu.

MeTKa rpynnbl 6€30MacHOCTU SBASETCA CTPOKOW M MOMKET ObITb MPOM3BOJIbHOM,
OZlHAKO npeanpuaTne-paspadboTunk OC ABpopa Npu Bblgadye cepTUPMKaTa MCNONb3YeT
onpeaeneHHbln Habop meTok. O6paboTKa NOANMCAHHOrO NakeTa 3aBUCUT OT MPUCBOEHHOM
cepTudMKaTy METKM rpynnbl 6e30nacHOCTM.


https://developer.auroraos.ru/doc/sdk/app_development/packaging
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[ns yctaHoBKM cTOpoHHero MO Ha MY, GYHKUMOHWPYIOLWEro noa ynpaBieHUem
OC Aspopa, RPM-nakeT [0/KeH MMeTb noAnucb pa3paboTymka, KOTopas ABAAeTcA
06A3aTeNbHON 1 NO3BONAET MAEHTMOUUMPOBATL aBTOPA NMAKETA, a TAaKKe MCNOoAb3yeTca ANA
noANMCK NaKeTa M MCNOAHAEMbIX GalIOB BHYTPW HErO.

NMPUMEYAHMUE. be3 noanucn paspaboTynmka HEBO3MOXKHO yCTaHOBUTL MIT Ha MY.

Ons noanucn MI TpebytoTca KAtoYeBas noAnMMcaHHaa napa W ceptudukat
(Tabnunua 15).

Tabnuua 15
Nmsa daina Wmsa ¢aina 3anpoca| Wma dainna
HasHayeHune ANroput™m | 3aKpbITOro Kntova | Ha ceptudumKat no | ceptuduKara no
NO YMOJ14aHUIO YMOYaHUIO YMOTHaHUIO
MoAanuch FTOCT P 34.10- |packages- packages-csr.pem|packages-
RPM-nakeTos (2012 (256 6ur) | <Y -Pem cert.pem

MPUMEYAHUE. TeHepaumio KAOYEBbIX Nap M 3anpocbl Ha cepTUdMKaTb
HeobXxoAMMO 3amnyckaTb BHYTPM build-engine, noApobHOe oOnMcaHMe O KOTOPOM
npuBeaeHo Ha Beb-canTe:
https://developer.auroraos.ru/doc/software _development/guides/package_signing#tkeyA
ndCertGegFromIDE.

Mpyvmep KoMaHbl 41A reHepaLmm Ka4YeBbiX Nap W 3anpocos Ha cepTUdUKaTbI:

customer—-gen-csrs \ —--common-name "developer company name" \ --
binaries-key binaries-key.pem \ --packages-key packages-key.pem

B npouecce BbINONHEHWSA KOMaHAbl OyayT 3anpolleHbl Napoam Ans WnudpoBaHmA
dalNoB C 3aKPbITbIMM KAlo4amu M B pabodeit manke ckpunTa OyayT co3gaHbl daibl
3aMNpoCoOB binaries-csr.pem W packages-csr.pem.

dannbl 3anpocos (He bannsbl Katoyen) HeobxoAMMo nepenatb
npeanpuATUIO-pa3paboTyMKy M NONYYUTb B3aMeH NoanncaHHble Ganabl cepTUPMKaTos.

MPUMEYAHUE. Mpu npoBeaeHUM GUHANBHOMO TECTUMPOBAHMA co3A4aHHbIX MIT
notpebyeTca cepTUPMKAT CTOPOHHEN OpraHM3aLmMm Ha noanucb RPM-nakeTa.

CepTUdMKAT CTOPOHHEN OpraHM3aLMM HeEOHBXOAMMO AOMNOAHUTENBHO 3aNPOCUTb Y
npeanpuaTna-paspaboTymka. Co3aaBaTb AOMONHUTENbHbIE KAKOYM M 3aNPOChbl  Ha
cepTudmMKaT He TpebyeTca. B AanbHewem MMeHeM Mo yMoAYaHuo ans dainna cepTndmnkata
CTOPOHHEW opraHM3aumm byaeT cuMTaTbCs packages—-client-cert.pem.

Bemay OTCyTCTBMA MEXaHM3MOB ANA M3MEHEHWA NPMBA3KM B AajibHeENLen
3KcnayaTaumm HeobXoAMMO BbIMOAHUTL OAHO U3 CAEAYOLLNX AENCTBUIA:

— NOBTOPHO ycTaHoBUTbL OC ABpopa Ha MY;

— OCYLLLEeCTBMTb cOpoc HacTpoek MY.

MPUMEYAHUE. [na nposepkn noanucu RPM-naketa m nognucu dannos IMA
MCNONb3YeTCA eAWHbIN cepTuduMKaT, T.e. ANA NOAMUCKM NaKeTa M ero CoAepPXMMOro
MCNOb3yeTCA OA4Ha MNOAMMUCSH.



https://developer.auroraos.ru/doc/software_development/guides/package_signing%23keyAndCertGegFromIDE
https://developer.auroraos.ru/doc/software_development/guides/package_signing%23keyAndCertGegFromIDE
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MexaHun3m be3zonacHocTh IMA obecneynBaeT OTCYTCTBME BO3MOXKHOCTM 3amnyCKa Ha
MY ans HenoAnNMCaHHbIX UCNOAHAEMbIX GainoB RPM-nakeTa, a TakKe A1A UCNOAHAEMbIX
dannos RPM-nakeTa, noAmnmcaHHOro HeBEPHOM MNOANUCbID NMBO NOANMCbIO, KOoTopas
BEPHA, HO OT/INYAETCA OT TEKYLLEro KOPHEBOro cepTudmKaTa.

BHUMAHMUE! Moanepxmeatotcs anroputmbl ana IMA TOCT 34.10 2012.

NMPUMEYAHUE. Mpn 0T3biIBE CKOMMPOMETMPOBAHHbIX KAKOYEN MPOUCXOAMT OT3bIB
KAto4ya, a He cepTuduKaTa.

B uenAx pasaeneHua 30Hbl M NOAAEPKaHMA TAYOUHbI MHTErpaumm CTOPOHHMX
RPM-nakeToB MmeoTcA A0OMNONHUTENbHbIE NOArpynnbl Ana noanucen: Regular, Extended,
MDM, Antivirus, KoTopble pa3nmyatoTca Habopom npaBuA WM paspelleHnin no
PAcnofoXKeHnto U1  B3aumoadenctentio ¢damnos B8 OC, a TaKKe WCNOob30BaHUEM
B3aMMOCBA3aHHbIX KOMNOHEHTOB.

NMPUMEYAHUE. [1ns KOppPEeKTHON YCTAaHOBKN U paboTbl Ha MY, GYHKUMOHMPYIOLLEM
noa ynpasneHnem OC ABpopa, RPM-nakeT [AonxeH COOTBETCTBOBATb TPebOBaHUAM,
YKa3aHHbIM Ha Beb-canTe:
https://developer.auroraos.ru/doc/software_development/guidelines/rpm_requirements.
OaHaKko Ana ynpouleHuMa npouecca y pa3paboTynmka ecTb BO3MOMHOCTb OTK/IKOYEHMA
Bamaaumm RPM-nakeToB, NMpu 3TOM OCHOBHblE KPUTUYECKMe ONA CUCTEMbl MPOBEPKMU
OCTaHYTCA aKTUBHbIMM.

[na rpynnbl bezonacHocTy TpebyeTcs cneaytollee:

— o0bA3aTenbHaa NnoanMch pa3paboTynKa, MeTka — developer;

— ONUMOHaNbHAA MNOAMNMCbL WMCTOYHMKA, MeTKa — client. Mcnonb3ayeTrca AnA
peann3aumm AOBEPEHHbIX UCTOYHMKOB (Nn. 4.4.1.3).

MoAnMCcK HakNaaplBatOTCA CAeayomMm 0bpa3om:

1) Pa3paboTumk noanuceiBaeT RPM-nakeT, KOTOPbIN OH NPOU3BEN;

2) RPM-nakeT onumnoHaAbHO NOAMMUCLIBAETCA NOAMMUCHIO UCTOYHMKA (MapkeTom MI
NN KNTNEHTOM).

Mpn 3TomM pa3paboTymk noAnucbiBaeT HenocpeacTBeHHO RPM-nakeT, a Kaxabli
nocneayoLmMin cybbekT NoANMUCbIBAET NpeablAyLiyto NOANUCH (T.e. MCTOYHUK NOANMUCbIBAET
noAnuchb paspaboTymKka), Takum 0H6pPa3oM OpraHM3oBaHa Mepapxmsa NoANMUCen, B KOTOPOM
Ha KaXAO0M M3 3TanoB NPOBEPKM MOXKHO BbIABUTb PACXOXKAEHMUSA.

KopHeBoi1 cepTndumkat npeanpuaTUsa-pa3paboTinKa: 415 YCTaHOBKM 0BEPUA MeXay
cepTudMKaTaMmM U CUCTEMOW NpeaaraeTca nepapxmyeckas CBsA3b MeXay cepTudurKaTamum,
KOTOpble MCMONb3yTCA Ans noanuck naketos. MpeanpuaTtne-paspabdotynk OC ABpopa
NOCPEeACTBOM YTUAUTbI tk26sig reHepupyeT cepTUPUKAT, KOTOPbIM CHUTAETCA KOPHEBbIM.
[anee npeanpuaTne-pa3paboTymK, NCNOAb3YS AAaHHbIN CEPTUPUKAT, BblAAET CEPTUDMKATDI
CBOMM K/AMEHTAM Ha OCHOBE WX 3anpoca - 3TO MOryT ObITb KAo4M paspaboTymka u
MCTOYHMKA.
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Takum o06pa3om, Bcerga BO3MOMHO MPOCAEANTb CBA3b MEXAY LEeNOoYKomn
CEPTUPMKATOB: €CAM BbIAAHHbLIA KAMEHTAM CepTUPUKAT He BblaaH NpeanpuATUEM-
Pa3paboTYMKOM, OH CUYMTAETCs HeaeNCTBUTENbHbIM, COOTBETCTBEHHO, BCE MOMbITKM
yCTaHOBUTb  RPM-nakeTbl,  noAanucaHHble  cepTMOUKATaMW,  BblAAHHbIMKM  HE
npeanpuaTnem-paspaboTymkom, byayT HeyaauHbIMM.

[MyTb OO0 KOPHEBOro ceptuduKaTa npeaonpedeneH Ha MNPOrpammHOM YPOBHE:
/etc/rpm/rootcacert—omp.pem.

CepTuduKaT npeanpuATUA-paspaboTumKa: cpeam Bcex cepTUdMKATOB ANA TPYNMb
developer Hanbonee BaYKHbIM ABnAeTcA cepTUdUKaT, BblAaHHbIN
npeanpuaTnio-paspabotunky ana paspabotkm OC ABpopa. Takumm cepTudmKaTammu
NOAMMCHIBAIOTCA BCE NPOAYKTbl  NpeanpuatMa-pa3paboTynka M BCE  CUCTEMHbIE
RPM-nakeTsbl.

[MaKkeT, NOAMWUCAHHbLIA [AaHHbIM CcepTUdMKATOM, He noaBepraeTcAa npoLeccy
Ba/MAaumm (T.K. TakMe nakeTbl BCerga CcuyMTaloTCs A0BepeHHbiMK). [Ons  oTamums
cepTMOUKaTOB NAEHTUPMKATOP NYOAMYHOrO KItoYa AaHHOMO cepTudmMKaTa yCTaHAaBAMBAETCA
B ®C no Nyt /etc/rpm/system-developer-keyid M NPK YCTaHOBKE KaXKAOro nakeTa
NpoucxoamnT npoBepKka NybANMYHOro Katoda ceptudumkata npeanpuatma-paspaboTymKa,
KOTOPbIM NOAMNMCAH NAKeT C KAOYOM, pacnonoxKeHHbim 8 OC.

BHYTpeHHAA CTpyKTypa nognucen: noanuvcu ¢anna IMA uHTerpmpytotca B 610K
noanucn npeanpuatTMa-paspabotynka, noanncb IMA nepeHoCUTCs M3 3aro/I0BKa NaKeTa.
TonbKko nepsasa noanuch (He Becb Galin) 3aBepseTca BTOPOM NOAMUCHIO.

O6wmin popmat noanmncaHHoro RPM-nakeTa npueeaeH Ha pucyHke (PucyHok 161).

RPM-naret Moanucano
Pazpabotumrom
—

3aroNoBoK

Cogep#umoe

Mognuce 1
{Pazpabotunk)

CeefleHMA 0 NOANUCEHTE
MognucaHo

CepTuduKaT KnneHTom

Mognuce IMA
Llenouka poTauuu
(onw.)

Moanuce 1 (3aronoeok)

Moanuck 2 (KauexT)

CBE/IEHUA O NOANUCAHTE

CepTudurar

Moanuce

Mofnuck 2 (3aronosok)

PucyHok 161
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Bannpgauna RPM-nakeTtos: RPM-nakeTbl BaAMAMPYOTCA CUEHapUem, Haxo4AaWMMCA
B NpoekTe rpm-validator. Mpouecc BanMaaLMM Ha COOTBETCTBME NPOXOAAT He Bce RPM-
MaKeTbl, @ TO/IbKO He yA0BAeTBOpPAOUME YCA0BMAM HE30MaCHOCTM, yKa3aHHbIM Ha Beb-
cauTe:
https://developer.auroraos.ru/doc/software_development/guidelines/rpom_requirements.

RPM-naKkeTbl, NOANMCAHHbIE KAOYOM NpeanpuATUA-pa3paboTyMKa, He npoxoaAaTt
npoLecc Bannaaumu.

[Npn ycTaHOBKe Yepes 1ibrpm RPM-nakeT npoxoauT chneaytoume Ctaanu:

— BHYTPEHHME NPOBEPKMU;

— Ba/nZauna naarmnHom rpm-plugin-validation.

MnarmH rpm-plugin-validation, BbI3BaHHbIA nepen ycTaHoBKOWM RPM-nakeTa,
nocnenoBaTelbHO BbIMOAHAET CAeaytoLLme AeACTBUA:

— NpoBepKa noanucen n ceptndmrkatos RPM-nakeTa;

— ecnn RPM-nakeT saBnaetcA OOHOBAEHMEM, TO MNPOBEPAETCA, YTO cepTMdMKaT
pa3paboTynka He um3meHuncsa (T.e. He U3IMEeHMACA M pa3padboTymk). M3meHeHue
cepTudmKaTa NpeanpuaTMa-pa3padboTyMKa CYUTAETCA OLLIMDOKOM YCTAHOBKMY;

— ecnn RPM-nakeT nognucaH He npeanpusatMem-pa3paboTymKkom, BbINOAHAETCA
Ba/MAaUMA NakeTa. HeycnelwHas Banmaauma CYMTaeTcs OLWMOKON YCTaHOBKY;

— BCTaBKa cepTudmKaTa B cuctemHbln IMA keyring. HeycneluHbi npolecc cynmtaeTca
OLNOKOM YCTAaHOBKM;

— BCTaBKa MHPopmaumm o noanucax wu ceptudukatax RPM-naketa B B/
rpmsign-external. HeycnelwHbl Npouecc cynTaeTcs oWnbOKOM yCTaHOBKM.

Mo 3aBeplieHnn ob6paboTkm RPM-naKkeTa Kaxzaoe AelcTBme co3gaeT coobuieHme
ayamTa B sdjd (cuctema ayauTa npeanpuatmua-paspaboTymka (cm. nogpasgen 4.1) o6
ycnexe nmbo Heycnexe Npu ycTaHOBKe Man yaaneHnn RPM-nakeTa.

Mpn yctaHoBKke ntoboro RPM-nakeTa HeobxXxoAMMO y4MTbIBATb CAedylollee, YTO
Kaxabl1 RPM-naKkeT AoMKeH MMeTb Kak MUHMMYM NOANUCb NpeanpuATMA-pa3paboTynKa
naketa.

[Onsa nposepkn noanncn RPM-naketa He06X0AMMO BbIMONHUTbL KOMAHAY:

rpmsign-external verify —--root-cert ca.pem someapplication.rpm

[ns npocMoTpa BaKHbIX aTPUOYTOB NoanucK (MMeHu cybbekTa, MeTkun 1 1D Katoya)
HeobX0AMMO BbIMOAHUTL KOMaHAY:

rpmsign-external dump someapplication.rpm

4.4.1.2. MNoannce MI

Ona noanncy MIM HeoOX0AMMO BbINOAHUTL KOMAHAY:

rpmsign-external sign --key packages-key.pem --cert packages-cert.pem
sampleapp.rpm
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roe:

— sampleapp.rpm — NakeT, coaepxawmmn NO;

— packages-key.pem — 3aKPbITbIM KAtOY NOAMNNCKU NAKETOB;

— packages-cert.pem— CepTl/I(I)MI-(aT noannmcum NakeTos.

BHMMAHMUE! B npouecce noanucu byayT 3anpoLueHbl NapoabHble ¢pasbl OT Gainnos
C 3aKPbITbIMMK KAto4amm ana nognucm RPM-nakeTos.

Ona nsonaumm MIT MCNONBL3YIOTCA «NECOYHMULbI», ONMCaHME KOTOPbIX NPUBEAEHO B
noapasaene 4.5.

4.4.1.3. Nlcnonb3oBaHWe A0BEPEHHbBIX MCTOYHUKOB

B OC ABpopa MCNOMb3yeTCcA MexaHW3M yrnpasaeHnAa 4OBEPEHHbIMU UCTOYHUKAMMU, C
MOMOLLbID KOTOPOro Ha MY MOXHO yCTaHaBAMBaATb TOJIbKO AoBepeHHble M1, nmetowme
noAnNMCb OAHOMO U3 UCTOYHMKOB, A0OABNEHHbIX B CMMCOK J0BEPEHHbIX.

MoANUCb NCTOYHMKA B CMIMCOK AOBEPEHHbIX MOXeET OblTb A06aBNeHa:

— opuuManbHbIM MarasanHom MIT;

— agMmuHuctpatopom [1MM0.

Mpu paboTe ¢ MM agMUHUCTPATOP NOAYYAET CAeaytolme BO3MOXKHOCTHU:

— yCTaHaBAnBaTb M1, nognmMcaHHbIe Pa3/IMYHbIMN MCTOYHMKaMM, A06aBAEHHbIMW B
CMUCOK A0BeEPEHHbIX (cM. nn. 2.3.3.1);

— 106aBNATb UCTOYHUKM B CMIUCOK AOBEPEHHbIX A4 NOC/ieAytoLen ycTaHOBKM MI
(cm. nn. 2.3.3.2);

— ycTaHaBanBaTb MI1 6e3 noanmncK UcTouHmnka (cm. nn. 2.3.3.3).

Mpn paboTe ¢ AOBEPEHHBIMM UCTOYHUKAMM aAMUHUCTPATOP NOAyYaeT caeaytouime
BO3MOXHOCTU:

— paspelaTb U/Man 3anpeLlaTb YCTaHOBKY HenoanucaHHoro MMM (nn. 4.4.1.3.1);

— NPOCMATPMBATb CMNCOK M BbIBUPATb AOBEPEHHbIE UCTOYHMKK (NN. 4.4.1.3.2);

— YAANATb UCTOYHMK U3 CMUCKA A0BepeHHbIX (nn. 4.4.1.3.3).

4.4.1.3.1. HacTpomKa yCTaHOBKM HenoanncaHHoro M1

[Ona paspeweHna yCcTaHOBKM HenoanucaHHoro MIT HeobxoAMMO BbIMONHUTL
cneayolme AencTBmA:

— OTKPbITb  MEHI0 CUCTEMHbIX HACTPOEK KacaHMem 3HayKa @ Ha JKpaHe
NPUNOXKeHUn (cm. PucyHok 1);

— KOCHYTbCS MYHKT@ MeHI0 «MCTOYHUKM MPUIOKEHUNY» 5 s noapasaene
«be3onacHocTb;

— Ha OTKPbIBLIEMCA CTPaHWLE aKTMBMPOBATb MNepekatoyaTens «Pa3pewnTb
YCTAHOBKY NMPUIOKEHUM 6e3 NoanncK CToYHnKa» (PucyHok 162);

— NOATBEPAMTb AENCTBME BBOAOM TEKYLLErO Napos.


https://confluence.omprussia.ru/pages/viewpage.action?pageId=227059237
https://confluence.omprussia.ru/pages/viewpage.action?pageId=227059237
https://confluence.omprussia.ru/x/cqaIDQ
https://confluence.omprussia.ru/x/iKaIDQ
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MPUMEYAHUA:

v Mpu OeaktMBauumn nepexaodatens «PaspewmnTb YCTaHOBKY MPUIOXKEHUN 6e3
NoAMUCU MUCTOYHMKa» OyayT yaaneHbl ycTaHOBAEeHHble MIT 6e3 noAnMcKM MCTOYHMKA
(PncyHok 163);

v MoapobHoe onucaHmne yCTaHOBKK HenoanucaHHbix MIM npuseaeHo 8 nn. 2.3.3.3.

| MCTOYHMKM NpUnoXxeHni | OTMeHUTb MopTBepanTb
@ PaspewnTb ycTaHOBKY MPUNIOXEHUiA YAanuTb yCTaHOBEHHbIE
6e3 noanmcy MCTouHNKa . npunoxexus 6es noanucu
OTknoveHne A3HHOM HacTpPOWKK NpueeaeT K ”
yAaneHuio ecex HpMﬂOXeHlﬂﬁ 6e3 nognucu UCTOMHUKaY

UCTOYHMKA B cnyyae noaTeepXaeHus AaHHOMo [eNcTBUS

6yayT yaaneHbl cneaylolwve NpunoXeHus:
(O PaspelwmTb ycTaHoBKY PWA-

NpUNoXeHuit u3 6paysepa )
BK/IIOYEHME AaHHOM HACTPOMKM NPUBEAET K t CkaHep BOKYMEHTOB
BO3MOXHOCTU YCTaHOBKM PWA-NpUnoxeHuit ua
6payaepa
J[loBepeHHbIE UCTOYHUKMN @

PncyHok 162 PucyHok 163
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4.4.1.3.2. [1pOCMOTpP CNMUCKa AOBEPEHHbIX UCTOYHMKOB

MPUMEYAHUE. MoapobHoe onuncaHme AobaBNeHUs

MCTOYHMKa B  CMMCOK  AO0BEPEeHHbIX nNnpuBeaeHO B

MopTBepXAEHHbIE UCTOYHUKM YCTaHOBKM
NPUNOXEHU M. 2332

ISRy oS MB TpUncHiE Ona npocmoTpa CNMCKa A0BEPEHHbIX WMCTOYHMKOB

Heobxo4MMO KOCHYTbCA Nona «/loBepeHHble NCTOYHUKMUY
(cm. PucyHok 162), B pe3ynbtate 0TOo6pa3nTca CTpaHuLa
CO CMUCKOM [0BEPEHHbIX MCTOYHNKOB (P1cyHOK 164).

| [oBepeHHble UCTOYHMKMN

source.rustore.ru
YHukanbHbI naeHTudmkatop: f274d4f...506e298a

PucyHok 164

4.4.1.3.3. YaganeHue UCTOYHMKA U3 CMUCKA J0BEPEHHbIX

[nAa yaaneHns MCTOYHWMKA W3 CMMUCKA [0BEPEeHHbIX HeobxoAMMO BbIMOAHUTb
cnepyouime oencTBus:

— Ha cTpaHuLe «[JoBepeHHble UCTOYHUKMUY (CM. PUCYHOK 164) OTKPbITb KOHTEKCTHOE
MeH He0BX0AMMOro MCTOYHMKA;

— KOCHYTbCS NYHKTa «YaanuTb» (PucyHok 165);

— NoATBEPAUTb AEMNCTBME BBOAOM TEKYLLLETO NAPONA;

— Ha OTKPbIBWENCA CTpaHWLE KOCHYTbCA  KHOMKM  «[loatBepAuTb»  ANA
NoATBEPKAEHMA onepaunmn NMHBO KHOMKM «OTMEHUTbY A1a OTMeHbI (PrucyHok 166).

BHUMAHUE! Mpu yaaneHMm WMCTOMHMKA M3 CNUCKA JOBEPEHHbIX OyayT Takxke
yaaneHsl MMM, noanncaHHble AaHHbIM UCTOYHUKOM (PucyHoK 166).



| MosepenHbie nctouHnkm
MoaTBEPXAEHHDIE UCTOYHUKM YCTaHOBKMN
NPUNOXEHU

[MpenycTraHoBNEHHbIE MPUNOXEHUS
YHuKanbHbli naeHTudukatop: .pre.installed.apps
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| OTMeHUTb MoaTBepantb

YpanuTb MCTOMHUK source.rustore.ru
13 Cnmncka [OBEPEHHBIX?

YaaneHue UCTOYHUKA NPUBEAET K yAaNeHuio
BCEX MPUNOXEHUI, NOANUCAHHBIX AaHHbIM

VCTOYHUKOM:
source.rustore.ru

YHukanbHbIi ugeHTudmkartop: f2f74d4f...506e298a g
@3l ru.vk.RuStore

YHUKanbHbli naeHTUdUKaTop:
f2f74d4fd69ab21e6b8390255757dded5041c0
0e0270fca68ca67907506e298a

N

I  Ypanutb

PucyHok 165 PucyHok 166

4.4.1.4. NpoBepKa noanucn bUHapHbIX Gpaios

B noanucn RPM-nakeTa xpaHuTCA cekumsa ¢ noanucamm IMA ans Kaxaoro danna,
coZepKalleroca B nakete. Bo Bpema yCTaHOBKM COAEPKMMOrO MakeTa Ha Kaxablil dainn
YCTQHaBAMBAETCA  PaACWIMpPEHHbIM  aTpuMbyT  security.ima, Kyda NOMeLl@eTCA
COOTBETCTBYIOLLAA AaHHOMY danny noanucs IMA.

Mpw 3anycke BuHapHoro dana npomncxoamnT obAasaTenbHaa NpoBepKa noanuck IMA
c nomoulbto noacuctembl OC Linux IMA/EVM u cepTudmkaTta, NepemelleHHOro B
IMA keyring npu yctaHoBke RPM-nakeTa. B cnyyae HeycnewHom npoBepKkm BUHapHbIA Gainn
He byaeT 3anyLleH.

[na nposepkn noanncn buHapHbIX Ganaos HEOOXOAMMO BbIMOAHUTL KOMAHAY:

rpm -q —--gqf '[${FILENAMES}\n%${FILESIGNATURES}\n]' package.rpm | grep
-Al /usr/bin/ | tail -n 1 | cut -c 7-14

roe package.rpm — Mma danna NoANMCaHHOIO NakeTa.

Pe3ynbTaToM paboTbl nporpammbl byaeT 4 6aiTa, Hanpumep: de39e183.

Takasd »ke nocnenoBaTebHOCTb LMPP A0NKHA NPUCYTCTBOBATL B BbIBOAE KOMAH/b!
cat/proc/keys, ecnm ceptudumKkaT noanmcu buHapHbix dannos 6bin gobaBneH B Nanky
/etc/keys/ima.

MPUMEYAHMUE. Mpun nposepke noanunck MI moxeT noTpeboBaTbCcA Nepesarpyska
MY.
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4.4.2. PaboTa c ceptudmnKaTamm
4.4.2.1. lobaBneHne KOpHEBOro cepTUPMKaTa yA0CTOBEPAIOLLErO LEHTPa

KopHeBol cepTndmKaT yaoctosepsatolLero ueHTpa (YLU) npeacrasnaet cobon pain,
coaepalini WndpoBaHHYO cCepBMCHYO MHPopmaumto ob YL, Ha ocHoBe aaHHOro ¢arna
CTpOUTCA Leno4Yka Josepua cepTudmratam. [lonydymB AocTyn K WWPPOBAHHON
MHbOPMaLUMK, KpUNTONPOBaMAEpP NOATBEPXAAET MNOANMHHOCTL AMYHOM 3. Takmum
obpasom, nbaa 3, sbinyweHHaa YL, paboTaeT KOPPEKTHO TOAbKO MpWU HaAU4Mm
KopHeBoro ceptndmKkaTa.

[na pnobasneHns KopHeBoro ceptudmkata YL B AoBepeHHble Heobxoammo
BbIMNOJIHUTb CAeaytoLlmne AenCTBUSA:

— noaknto4nTe MY K 9BM ¢ nomoubto USB-kabens;

— BblOpaTb pexum «poTokon nepesavm aaHHbIX (MTP)»;

— cKonmpoBaTtb ¢ 9BM 1 nepeHectn Ha MY cepTtudumkaT YU,

— OTKPbITb M «Terminal» 1 BbINONHUTL CeaytoLMe KOMaHAbI:

devel-su
cp <nyTe k oanny> /etc/pki/ca-trust/source/anchors/
update-ca-trust

3arpy3nTb KopHeBol cepTuduKkaT YL Ha MY TaKk¥Ke BO3MOXKHO C MOMOLLbIO CEeTH
NHTepHeT, BbinonHMB B MIT «Terminal» cneaytouime KomaHab!:

devel-su

curl -o /etc/pki/ca-trust/source/anchors/root ca.crt "https:
//url ceprudukxara/root ca.crt"

update-ca-trust

4.4.2.2. NpoBepKa cepTUPUKaATOB

[na npoBepKkn cepTUPMKaTOB HEOOXOAMMO BbINONHUTL CAeAyolme AeNCTBUSA:
— 3arpy3unTb KOPHEBbIE CEPTUPUKATbI C MOMOLLbIO KOMAHAL:

curl -L https://developer.auroraos.ru/static/rootcacert-omp.pem -0
rootcacert-omp.pem

curl -L https://developer.auroraos.ru/static/ima-root-ca.x509.pem -o
ima-root-ca.x509.pem

— NPOBEPUTbL CEPTUPMKAT NOANNCU BUHAPHbBIX PaNI0B C MOMOLLbIO KOMaH/Ab!:

echo "test" > testfile; openssl smime -sign \ -in testfile \ -
signer binaries-cert.pem \ -inkey binaries-key.pem \ -out
testfile.sig; openssl smime -verify \ -in testfile.sig \ -
signer binaries-cert.pem \ -CAfile ima-root.ca.x509.pem

— NPOBepUTbL CepTUOMKAT NOANNCK NAKETOB C MOMOLLLI KOMaHAPbI:

echo "test" > testfile; openssl smime -sign \ -in testfile \ -
signer packages-cert.pem \ -inkey packages-key.pem \ -out
testfile.sig.gost; openssl smime -verify \ -in testfile.sig.gost \
-signer packages-cert.pem \ -CAfile rootcacart-omp.pem

— NPOBepUTbL CepTUPUKAT CTOPOHHEN OPraHn3aLLMmM C MOMOLLLbIO KOMaH/bI:
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echo "test" > testfile-client; openssl smime -sign \ -in testfile-
client \ -signer packages-client-cert.pem \ -inkey packages-
key.pem \ -out testfile-client.sig.gost; openssl smime -verify \
-in testfile-client.sig.gost \ -signer packages-client-cert.pem \

-CAfile rootcacart-omp.pem

4.5. U3onauma npoueccos

4.5.1. N30naumAa agpecHbIX NPOCTPAHCTB

PeweHne 3agayn M301AUMKM aapPeCcHbIX MPOCTPAHCTB MPOLLECCOB OCHOBAHO Ha
apxutektype Aapa OC ABpopa, KoTopoe obecneymBaeT COBCTBEHHOE WM30/AMPOBAHHOE
afpecHoe NPOCTPAHCTBO A1A KaXKA0ro NpoLLecca B CMCTEME.

Mcnonb3yembit MexaHM3M M301ALMKM OCHOBAH Ha CTPAHUYHOM MEXaHM3Me 3aLLnTbI
NaMATM, a TaKXe MeXaHM3Me TPaHCAAUMK BUMPTYanbHOrO agpeca B GU3INYECKUH,
NoAAEPKMBAEMOM MOAYNEM YNPaBAeHMA NamATbio. OAHM U Te Ke BMPTya/bHble afpeca, C
KOoTopbIMW paboTaeT npoueccop, npeobpasytoTcA B pasHble du3mMyecknme agpeca Ans
Pa3HbIX aApPEecHbIX MPOCTPAHCTB. [pM 3TOM MPOLLECC HE MOXET HEeCaHKLUMOHMPOBAHHbIM
00pa3om NoAy4YnTb AOCTYN K NPOCTPAHCTBY APYroro npouecca, T.K. HeNPUBUAETMPOBAHHbIN
NONb30BATENLCKMIA MPOLECC JINLIEH BO3MOXHOCTM paboTaTb C PU3UYECKOM NaMATbIO
HanpAMYy1o.

NMPUMEYAHUE. MexaHmn3m pa3aenaemor namAaTn MO3BOAAET MOJYYMUTb AOCTYN K
OAHOMY W TOMY K€ VY4yacTKy MamATUM W  HaxoAMTCA NoA KOHTPOJIEM MOJAUTUKM
OVNCKPELMOHHOro pa3rpaHnYyeHmna npas AoCTyna.

AQpecHoe NPOCTPAHCTBO AApa 3alMUIEHO OT MO/b30BATE/IbCKMX MPOLLECCOB C
MCNONb30BAHMEM MEXaHW3Ma CTPaHMYHOM 3aWmTbl. CTpaHMUbl MNPOCTPaHCTBa AApPa
ABNAOTCA NPUBMAETMPOBAHHBIMM, M AOCTYN K HMM M3 HENpUBUAErMPOBAHHOINO Koza
BbI3bIBAET WMCK/tOYEHME Mpoleccopa, KOTopblh obpabaTtbiBaetca aapom OC KOPPEKTHbIM
obpaszom.

EANMHCTBEHHBIM  CaHKLUMOHMPOBAHHLIM cnocobom pgoctyna K aapy OC wu3
N0/1b30BaTENbCKON MPOTrPaMmbl  ABAAETCA MEXAaHWU3M CUCTEMHbIX BbI30BOB, KOTOpPbIM
rapaHTMPYyeT BO3MOMXHOCTb BbINOJHEHWA MNOAb30BaTENEM TONbKO CAHKLMOHMPOBAHHbIX
NEeNCcTBUMN.

[1oNONHUTENbHbIE  MEXaHW3Mbl  M30/1AUMM  NPOLLeCcCoB  obecnevymBatoTcs
NPUMEHAEMbIMU TEXHONOTMAMM KOHTEMHEPM3ALMM HE TONbKO APYr OT Apyra, HO W OT
BHELLUHMX PECYPCOB, @ TaKXKe BHELIHMX PECYPCOB OT NPOLLECCOB.

[MporpaMmHble CpeacTBa pa3pellatoT NPOoLEeccy AMWb OonpeaeneHHbIn nepeveHb
NENCTBUIN, BbINONHAEMbIX MO OTHOLWIEHMIO K APYrMM npoueccam M nepudepuintHbim
YCTPOWCTBAM, BK/ItOYasA NMOCTOAHHOE 3aMOMMHAlOLLLEE YCTPOWCTBO, KOTOPbIM OnpeaenaeTcs
NPW YCTAaHOBKE NaKeTa, COAEPKaLLEero MCnoaHAeMbln dann.

NMPUMEYAHUE. MoapobHoe onwncaHue NPUBUIETMPOBAHHbIX n
HenpMBUAErMPOBAHHbIX MPOLECCOB NpUBeAEHO B noapasaene 4.3.




140
AIAMI.10034-02 91 01

4.5.2. N3onauma MIT c ncnonb3oBaHMEM «NECOYHMLLY

B OC ABpopa peanusoBaHa wu3onauma MI1 C MCNO/Sb30BaHMEM «MECOYHULY,
OCHOBAHHbIX Ha cBOBOAHO pacnpocTpaHsemom npoaykTe Firejail, KoTopbln Mcnonb3yeT
cTaHaapTHble ana OC Linux mMexaHW3Mbl namespace W seccomp-bpf, MO3BONANOLIME
onpeaenaTb CMUCOK AOCTYNHbIX A1A M1 CMCTEMHbIX BbI3OBOB.

Firejail npeactaBnser coboM NErkoBECHYK «NecoyHuUy» W NoAXoAUT  ANS
MCNoNb30BaHMA B MY, npu 3TOM BCe noab3oBaTensckme MIT 3anycKatoTca 4epes
sailjail-obepTky Haa Firejail. JononHUTeNnbHO ANA M30AAUMM UCNONb3yeTcA xdg-dbus-
proxy, PUAbTPYOLWNIM Npokcn ana D-Bus.

MeXaHM3M seccomp-bpf 3anpeLlLaeT HEKOTOPble CUCTEMHbIE BbI30BbI, HANPUMep:
mount/umount, ptrace, kexec W 4p.

Mo ymon4aHuto B mount namespace A40CTyn K ®C orpaHn4mnBaeTca 40:

— [JOCTyMNa Ha YTEeHWEe M 3aMnUcb K AaHHbIM KOHKpeTHOoro MM ($XDG DATA HOME,
$XDG_CONFIG HOME, $XDG CACHE HOME);

— OOCTyna TO/IbKO Ha YTEHWE K /usr/share/$ApplicationName;

— I0CTyNa TONbKO Ha 4YTEHWEe K HeKoTopbiIM nankam u  dannam B
/etc, /usr/share, /var/libWT.A.

[ocTyn kK ®C moxKeT 6bITb pacliMpeH NPKU 3anNpoce COOTBETCTBYIOLLMX Pa3peLleHN,
OMNMCaHHbIX C NOMOLLIbIO NpaBuA Firejail, Hanpumep:

— pa3peweHune «Pictures» npeanocTaBaAeT AOCTYN Ha YTEHME M 3aMUCb K NanKkam
NO/b30BaTeNA ~/Pictures, a TAKXKeE K K3LWWY MNPeBblo;

— pa3peweHne «RemovableMedia» npegocTtaBaseT 4OCTYN K CbeMHbIM HOCUTEIAM
(/media/SUSER/) M T.A4,.

B net namespace N0 YyMONYaHUIO n06aBnaeTca To/NIbKO loopback device.

Pabota B «necoyHuue» nossonaeTr onpeaennts MM paspeleHna Ha A0CTyn K
pecypcam, 0OYCNOBNEHHblE 31EMEHTAMM, OMMCAHWE KOTOPbIX NpuBeaeHO B Tabauue
(Tabnunua 16).

Tabnuua 16

Ne INemeHT OnwucaHue

1 |Accounts MPOCMOTP, MOANDUKALNA U CUHXPOHMU3ALMA YYETHbIX
3anmcen

2 |AccessSecuritylog [lOoCTyn K perncTpaumMoHHOMY KypHany

3 |Audio BocnpousseaeHmne 1 3anncb ayamo, U3aMeHeHue
KOHPUrypaumm

4 |Bluetooth MoakntodeHne n ncnonb3osaHue Bluetooth®-yctpoiicTs

5 |Calendar MpocmoTp 1 moandukaums cobbITMin KaneHaapa

6 |Camera [locTyn K Kamepe, cbeMKa GOTO 1 BUAEO

7 |Contacts MPOCMOTP N MOANDUKALMA JaHHbBIX KOHTAaKTOB

8 |Devicelnfo N3BnevyeHMe gaHHbIX 0 MY

9 |Documents [ocTyn K nanke «Documents»
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Ne SnemeHT OnwcaHve

10 |Downloads Joctyn k nanke «Downloads»

11 |E-mail YTeHne n oTnpaBKa NMCeM U3 31EKTPOHHOM NOYTHI,
[OCTYN K BIOXEHMAM

12 |Internet icnonb3oBaHve cetn VIHTepHeT

13 |Location cnonb3oBaHWe reosiokaumnm

14 |LogSecurityEvents 3anmch B PErMcTPaLMOHHbIN KyPHan

15 |MedialIndexing focTtyn K nepeyHto pannos Ha MY

16 |Messages HocTyn K YTeHuto 1 otnpaske SMS

17 |Microphone 3anmcb ayAmo C NOMOLLBIO MUKPODOHa

18 [Music Joctyn K nanke «Music», n1ennmcram n obnoxKKkam

19 |NFC MNoakntoyeHne n ncnonb3osaHne NFC-ycTponcTs

20 |Phone OcyLlecTB/ieHMe BbI3OBOB HAMPAMYIO UK Yepes
NONb30BaTENbCKMI MHTEPDENC

21 |Pictures HocTyn K nanke «Pictures»

22 |Printing [TPOCMOTP 1 UCMONb30BaHME AOCTYMHbIX NPUHTEPOB

23 |PublicDir focTtyn Kk nanke «Pictures»

24 |PushNotifications YTeHne push-ysegomaeHui

25 |RemovableMedia Vicnonb3oBaHWe Kapt namaTtu 1 USB

26 |SecureStorage XpaHeHve wndpoBaHHbIX Ganios

27 |ScreenCapture 3axBaT COAEPHKMMOro 3KkpaHa

28 |UserDirs [ocTtyn kK nankam «Documents», «Downloads», «Music»,
«Pictures», «Public» n «Video»

29 |Videos foctyn K nanke «Videos»

30 |WebView [ns ncnonbsosaHus Gecko WebView

[na kaxaoro Mr1, BbINOAHAIOLLErOCs B «MECOYHULLE Y, MOMKET BbITb CO34aH NPOdGUb,
onpeaenstoWmnii ero BOSMOXHOCTK M nosedeHue. Hanpumep, npodunb ans MM «Moroga»
MOMET BbIrNAAETb CAeAyoWwmMm 06pa3om:

# Firetail > Firejail profile for /usr/bin/omp-weather

### security filters
caps.drop all
nonewprivs

seccomp

### network
protocol unix,

### environment
shell none

### baseline
include permission-baseline.inc
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### application

private-bin omp-weather,

private-etc passwd,group, location,dconf, xdg, fonts, system-fips, selinux,
private-tmp

dbus-user.own ru.omprussia.weather

whitelist /usr/share/omp-weather

# Settings
include sessionbus-com.jolla.settings.inc

# Connman
include systembus-net.connman.inc

4.6. 3alMTa NaMATH

4.6.1. OuncTKa mamaTm

OuynCcTKa onepaTMBHOM MAaMATM OCHOBAHa Ha apxutekType saapa OC ABpopa w
rapaHTUPYET, YTO OObIYHbIA HEMNPUBUAETMPOBAHHbIM MPOLECC HE MOXKET MNONYYMTb AaHHbIE
YyXOro npoLiecca, ecnm 310 ABHO He pa3spewweHo 1P/,

CpeacTtBa B3aMMOAENCTBMA MEXAY NPOoLeccamMmm KOHTPOAMPYHOTCA ¢ nomoLbto MNP/,
M NPOLLECC He MOKET MOAYYUTb AOCTYMN K HEOUYMLLEHHOM NaMATKU (KaK onepaTMBHOM, TaK K
NMCKOBOW). AApO BblAENAET KaKAOMYy MPOLECCy BMPTyasibHOE aApecHOoe MPOCTPaHCTBO,
KOTOpOe TPpaHCAMPYeTCA B pU3MYECKMe aapeca NaMATU C NOAAEPKKOM PaHAOMMU3ALUN.

[ocTynHble A8 NONb30BaTENbCKOro npouecca OQyHKUMM  BblaeneHua u
pacnpeaesieHna MNamATKM OCYLLECTBAAIOT BbIMOJHEHME pPEeXMMaA WHULUMANM3AUMKM, MPU
KOTOPOM MPOMCXOAMT OBHy/NeHWe AveeK NamAaTW. TakMm obpasom, AApPO M CUCTEMHASA
6mMbnnoTeka libc rapaHTUPYKOT MOAYYEHME MNPOLLECCOM TONbKO OYMLLEHHBIX CTPaHML,
namaTn 6e3 oCcTaTo4YHOM MHOPMaLMN.

O4MCTKa NamATM Ha BHewHMx HocuTenax (eMMC) ocHoBaHa Ha peanmsaumu
MexaHM3Ma secdel, KOTOPbIM OYMLI@ET Ha HOCUTene Heucnosblyemble 610k OC
HenocpeACTBEHHO MPU MX OCBOOOXKAEHMM C MOMOLLBIO Mepe3anncn MX MaCKUPYHOLLEN
Noc/sief0BaTe/IbHOCTLIO.

4.6.2. O4nCTKa NO/Ib30BATE/IbCKMX AAHHbIX

NMPUMEYAHUE. HacTpolika cepBmca OYMCTKM NONb30BATENBCKMX AAHHbIX AOCTYMHA
TO/IbKO aAMMHUCTPATOPY.

CepBMC NpedHa3HavyeH ANA OYUCTKM MOb30BATENbCKUX AaHHbIX MO PACMMCAHWUIO
ANA BCEX YYETHbIX 3anmcern nonb3oBatenen. BoiNONHAA OYMCTKY NONb30BATENBCKUX NAMOK,
CEPBMC YMeHbLIaeT 0Obem yTeYKM MNO0Ab30BATENbCKON WHDOPMALMM B Cay4vae
HEeCaHKLUMOHMPOBAHHOIO A0CTYyNa K Nankam.

OuMCTKa 3a4aHHbIX ManoK MPOM3BOAMTCA C YY4ETOM  B/IOXEHHbIX ManoK
(peKkypcuBHO).




143
AIAMI.10034-02 91 01

CpOK xpaHeHuns $palfioB B Narnkax, BblAe/IeHHbIX C MOMOLLbI KOHOUIYPALIMOHHOTO
dalina, OTCUMTLIBAETCA OT BPEMEHM NOC/eIHEro U3MEHeHUs palina.

BHUMAHMUE! Monb3oBaTenbckme darinbl, KOTOPblE HE NOABEPIKEHBI MUBMEHEHNAM B
npouecce 3KCNayaTaummn, 1 KoTopble cneayet ob6e3onacuTb OT OYMCTKM, PEKOMeHAayeTcA
XPaHWUTb B Mankax, HEKOHTPOIMPYEMbIX CEPBUCOM.

Mpn pacyeTe CpoKa XpaHeHUsa Noab30BaTe/IbCKMX GanioB HEOHXOAMMO YYMTbIBATb
cneaytoLLIne NONOKEHNS:

— CPOK PaCCYMTbIBAETCA C MOMEHTa CO3[aHMA YYeTHOM 3anncm M BHECEeHMA
nocneaHero MU3MeHeHui;

— BPEMEHHbIN MHTEePBaa NPOBEPKN CEPBUCOB, COCTABAAOLIMA OANH Yac, BXOANUT B
CPOK XpaHeHus;

— He MOKeT NPeBblLaTb 3aJaHHbIN CPOK XpaHeHusa ¢anos (PucyHok 168).

NPUMEYAHUA:

v/ MepeyeHb ManoK A/19 OYMCTKM MOb30BATENbCKUX AaHHbIX onpeaensercs npu
BHEAPEHMU U MOMKET OblTb U3MEHEH C MOMOLLbIO KOHOUTYPaLMOHHOTO dGalina;

v/ BbI60p Namnok no yMon4aHuo orpaHmyeH cneayoWwmmm nankamu:

— S{HOME}/Documents;

— S{HOME}/Downloads;

— S{HOME}/Music;

— S{HOME}/Playlists;

— S{HOME}/Pictures;

— S{HOME}/Public;

— S{HOME}/Videos.

v'Y agMUHUCTpaTOpa OTCYTCTBYET BO3MOXHOCTb CaMOCTOATENbHO A06aBAATb
Nankun ANA OYUCTKM C MOMOLLbIO NMO/b30BATENBCKOrO MHTEpdEeiica.
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Manku

,D,J'IFI BKIKOYEHNA OYUCTKN MOJSIb30BaATENbCKUX AaHHbIX
YcTaHOBUTE MaKCUMasbHbI CPOK XpaHeHus HeO6XO'D|MMO BbIMO/IHNTB CﬂeﬂVI‘ou"‘lAe ,£I,€VICTBMFI:

aliNoB B 3afjaHHbIX nankax: ¢pain byner

i e e aol — OTKPbITb MEHI0 CUCTEMHbIX HaCTPOEK KacaHuem

YCTaHOBNEeHHOro cpoka.

3Ha4yKa @ Ha DKpaHe NPUAOKEHNI (CM. PUcyHOK 1);
— KOCHYTbCA NyHKTa MEHH0

O He ynansaTtb daitni .dst

Documents OTtknioyeHo

«AOMUHUCTPUPOBAHME @%B noapasgene «Cucrtema;

— Ha OTKPbIBLUENCA CTPAHMLE KOCHYTbCS MYHKTa MEHIO
«O4ncTKa N0/1b30BATENbCKMX NAHHbIX»
(cm. PucyHok 98) ans oTobpakeHns CTpaHuMLbl C Nankamuy;

— KOCHYTbCA nepekatoyatena «He yaanate ¢annbl
SUbie SO .dst» (PucyHok 167).

Videos Oknioveno MPUMEYAHUE. KoHdurypaumoHHble parnbl dopmaTa
.dst npegHa3HayeHbl ANA HACTPOMKW cTOpoHHero VPN-
pelweHuna Vipnet;

Downloads OtknioyeHo

Music OTknoyeHo

Pictures OtknioyeHo

Playlists OTtknioyeHo

PucyHok 167

— KOCHYTbCA MOAS C MNankoW, Yy KOTOPOM HEeobXoAMMO BK/IHOYUTb OYUCTKY
(cm. PucyHok 167);

— Ha OTKPbIBLUENCA CTPaHMLLE KOCHYTbCA MepeKkntodaTena «BKAUYMTb OUYMCTKY»
(PncyHoK 168).

NMPUMEYAHUE. Ona akTMBaumMM NepekntodaTena AO0CTAaTOYHO KOCHYTbCA MOAA, B
KOTOPOM OH Pacro/IOKeH: NepeKkatodaTe/lb HaYHET CBETUTLCA AipYe, YEM B COCTOAHMK MO
YMOJIYaHUIO (HEAKTUBHOM);

— 33/1aTb CPOK XpaHeHua GanaoB No pacnmcaHuio, nepemellas COOTBETCTBYIOLLMMI
cnanaep (PncyHok 168):

® BMpPaBO 415 YBeNIMYEeHMA CpoKa (MakcMManbHoe 3HaYeHKne: 168 yacos);
® B/1eBO /18 YMeHblueHna (MMH1UManbHoe 3HadYeHme: 4 yaca).

NMPUMEYAHUA:

v’ LLlar u3meHeHus cpoka xpaHeHus Ganaos — 4 vyaca;

v/ 10 YMONIYaHMIO CPOK XpaHeHusa Gpainnos — 72 vyaca;

— KOCHYTbCS KHOMKM «[oATBEpAUTL» AN1A NOATBEPKAEHMA onepaumm AMbo KHOMKK
«OTMeHUTb» AN OTMeHbl (PucyHok 168), B pe3ynbTaTe Ha cTpaHuue «[Manku» byaer
M3MEHEH CTaTyC Y BbibpaHHOM nanku (PrucyHok 169).

[na  OTKAIOYEHWMSA  OYMCTKM  MONb30BATENIbCKMX  AAdHHbIX  HeobXoaMMOo
[eaKTMBMPOBATb NepeKkatoYaTe b « BKAUYNTb 04MCTKY» (PrcyHOK 168).
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| OTMeHUTb MoaTeepauTb | Manku

YcTaHOBMTE MaKCUMasbHbI CPOK XpPaHeH s

Downloads daiinos B 3agaHHbIX nankax: ¢ain 6yaer
ynanéH 13 nanku, ecniv oKaxeTcs cTaplie
YCTaHOBNEHHOro Cpoka.

@ BxnounTb OUMCTKY

72 yaca (O He ynansatb daitnbi .dst
Cpok xpareHus daiinos Documents OTknoyeHo
Downloads 72 vaca
Music OTknoyeHo
Pictures OtknioyeHo
Playlists OTtknioyeHo
Public OTknioveHo
Videos OTtknioyeHo
PncyHok 168 PucyHok 169

4.6.3. [Nepe3anncb 0CTaTOYHON MHPOPMALUM

B OC Aspopa peannsoBaHa O yHKLMSA Nepe3anmcyn OCTaTOYHON MHPOpMaLMK,
cpabaTbiBatoLLaA Kaxaplh pas npu yaaneHun dainna. lNpouecc nepesanmcn NpomucxoamT
aBTOMATMYECKM W CKPbIT AnA Mnonb3oBatend. B cnyyae HeobxoAMMOCTM OCYLLECTBUTb
NPUHYOMTENBHYIO  Mepe3anncb  CAYYaWHbIMM - WMAM  CNeuMaNbHbIMWM  OUTOBbLIMM
nocnenoBaTeIbHOCTAMM aAMUHUCTPATOP MMEET BO3SMOXHOCTb CAMOCTOATE/IbHO 3aMyCTUTb
npoueaypy yaaneHua danna u/mnm nanku.

[aHHasa npoueaypa NPUBOANT K CHUMKEHMWIO NMPOM3BOAMNTENBHOCTM, OCODEHHO NpPMU
yaaneHunm 6onblworo ¢anna: yem ¢anmn bonblle, Tem CHUXKeHWe aBnseTca bonee
CYLLECTBEHHbIM M 3aMETHbIM, T.K. Ha Nepnoj, rapaHTMPOBAHHOIO yAaNeHMA BCE OCTa/bHble
onepaumm 3anmcym Ha HocuTesNb MHPOPMALMM MPUOCTAHABAMBAIOTCA M MOMELWLAOTCA B
oyepeab A0 3aBepleHnA yaaneHns.

OC ABpopa o¢yHKUMOHMpPYET Ha MY, namsaTb KOTOPbIX COCTOUT M3 Habopa
(MHOXecTBa) sueeKk. BBMAY KOHCTPYKTMBHbIX ocobeHHocTer MY Kaxzaas syenka mmeet
60NblIOoe M KOHEYHOE KONMYECTBO LMKAOB Mepe3anuncu, T.e. NOCTOAHHbIE onepauym no
YTEeHUO W 3anuncu c/Ha USB-HakonuTenb BAEKYT YBEAMYEHWEe cuyeTdyMKa obpalleHuni
(KO/IMYEeCTBO KOTOPbIX OrPAHMYEHO Ha anmnapaTHOM YPOBHE) U, KaK CNeACcTBME, NOCTENEHHOE
CHUMEHME CPOKa CNYKObl HakonuUTeNs.

HepaunoHanbHOE MCNONb30BaHNME MHOTOKpaTHOW nepe3anncmn OC ABpopa BaeyeT
CHUMEHME NPON3BOANTE/IbHOCTM Ha BPEMSA NPOBEAEHNA ONEPALIMM YAANEHUA U CHUNKEHME
CPOKa CNyXDObl HakonUTeNa AaHHbIX MY.
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[lna MHOroKpaTHOM NnepesanuncK UCnoab3yeTca YyTUAUTAa KOMaHAHOM CTPOKM wipe,
NOCTYN K KOTOPOM ocyllecTsadeTca ¢ nomoulsto MMM «Terminal» (cm. noapasaen 2.4).

MoapobHoe onucaHne UHTepdelrca wipe NPUBEAEHO B MPUIOKEHUM
(Mpunoxerue 3).

4.7. ObecneyeHne HageKHOro pyHKLMOHMPOBAHUSA

4.7.1. HagexkHble MeTKM BpeEMEHM

MeTKa BpeMEeHM CYMTAETCS HAZEKHON NPU YCAOBUM HEBO3ZMOKHOCTM BHECTU B Hee
M3MEHEHMA NOoC/e CO34aHMNA, eCAN LENOCTHOCTb AaHHOW METKM He Dblaa HapyLleHa.

HaperkHble mMeTKM BpeMeHn obecneymBatoTCA apxMTeKkTyporn xpoHomeTpaxa OC,
KoTopasa npeactaBnseTr cobor Habop CTPYKTYpP AaHHbIX M GYHKUMKA a4pa, MMEOLLMX
OTHOLLIEHWNE K OTCNEXMBAHWNIO XO[a BPEMEHM M Da3MpyoLMXCa Ha:

— CYeTymKe oTmeToK BpemeHu (TSC);

— NporpammMmmupyemom Tanmepe nHtepsanos (PIT);

— APIC-Tanmepe;

— BbICOKOTOYHOM Tarimepe cobbitnin (HPET).

HayanbHble 3HAYEHWA CUCTEMHbIX TaMEpPOB 3a4atoTCA MO TaMMepy peasibHOro
BpemeHun MY, a 6a30Bble MHTEPBA/bI BbIYMCAAOTCA NPU MHULMANN3AUMN CUCTEMDI.

B  KauecTBe  HM3KOYpPOBHEBOrO  MexaHM3ma  fAapa, obecneymBatoLlero
OYHKUMOHMPOBAHME HAAEKHbIX METOK BPEMEHW, MCMNO/b3yeTca chneumanbHbli Habop
CTPYKTYP AaHHbIX A4pa (timespec xtime), QyHKUMI AApa do gettimeofday () M
HWU3KOYPOBHEBbLIX  CMCTEMHbIX  BbI3OBOB clock settime(), clock gettime(),
gettimeofday () MW settimeofday().

4.7.2. KBoTnpoBaHMe NOCTOAHHOM NaMATH

KBoTMpoBaHMe — pa3genieHrMe OorpaHMYeHHOro AMCKOBOro MNpocTpaHcTBa MY
MeXAy Y4Y4eTHbIMW 3anMcAMKM Mo/b30BaTeNel, No3BoAAlOLlLEEe CO3[4aBaTb OAHOBPEMEHHO
HECKOJIbKO YYETHbIX 3anuncen nosbsosatener Ha MY (cm. nogpasaen 1.2).

B OCABpopa npeaycMoTpeHa BO3MOXHOCTb BblaeneHMa KBOTbl — obbema
[MCKOBOro NMPOCTPAHCTBA A/15 YY4ETHOM 3annMcK N0b30BaTeNA NPU ee Co34aHUM, NPU 3TOM
Yy YYETHOM 3anmcu nosab3oBaTeNd OTCYTCTBYET BO3MOXHOCTb NMPEeTeHA0BaTb Ha O0/bLUNMA
06beM MOCTOAHHOW MaMATW, a BblAE/NIEHHOE el MPOCTPaHCTBO OyaeT HeAoCTYNHO ANA
NPYrX YY4ETHbIX 3aNncen Nofb3oBaTenen Aaxe B C/ly4ae, ecim oHo cBo6oaHO.

BHUMAHMUWE! O6bem KBOTbI 334a€TCA NPU CO34aHUN YY4ETHOM 3aNUCK NONb30BATENS
M HE MOET ObITb M3MEHEeH BNOCAeACTBUM.

[lna Toro, 4TobbI 3a4aTb YYETHOM 3aMMUCK MNOSIb30BATENA KBOTY Ha MCMNO/Nb30BaHME
NMCKOBOrO MPOCTPAHCTBA, HEOOXOAMMO Ha CTpaHWLEe CO34aHMA YYEeTHOM  3anucu
Nofb30BaTeNA  YCTAHOBMTb  KOAMYECTBO  Bblaensaemblx emy b, nepemeulan
COOTBETCTBYIOLWMI CNnanaep BNPaBo ANs YBEANYEHUA KBOTbI MO0 BNEBO A1A YMEHbLIEHMA
(cm. PucyHok 3).
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OC ABpopa aBTOMATHYECKM BbIYMCAAET AOMNYCTUMbIE NPeaebl KBOTMPOBAHMA TAKUM
obpa3om, 4ToHbl MOXKHO ObINO cO3AaTb A0 7 YYETHbIX 3aMNUCEN NONb30BATENEN, NPU STOM
KBOTbI YCTaHaB/MBAOTCA caeaytowmm obpa3om:

— HMMXHAA rPaHMLA KBOTbI 3agaeTca B 512 Mb;

— BEPXHAA rPaHMLA KBOTbl PAaCCYMUTbIBAETCA Caeayrowmm obpasom: obumin obbvem
nmckosoro npoctpaHcTea MY (AllSpace) 3a BblueToM 06bema AMCKOBOro nNpocTpaHcTea MY,
3aHATOro CO34aHHbIMM yYeTHbIMM 3anucamm (Qi).

NMPUMEYAHUE. B cnyyae ecam Ha MY HegoCTaToO4HO MAMATM ANA BblAENEHUS
NO/NIb30BaTE/N0 KBOTbI, MPEBbILAIOWEN HUKHIOW TpaHuLy (MWHUMaNbHbIM pa3mep),
nepemelleHne cnamaepa dbyaeTt HeaocTynHo (cm. PUCYHOK 3).

[1ns BbIYMCNAEHMA FPAHUL, KBOTbl MCMO/b3YHOTCA CAEAyIOLLIME NEPEMEHHbIE:

— AllSpace — 0bWMN 06 bEM AMCKOBOro NpocTpaHcTea MY;

— Nusr — KOJIMYECTBO YYETHbIX 3anncen, co3gaHHbix Ha MY;

— Qi — obbem AMCKOBOro npocTpaHcTBa MY, 3aHATbIA CO3AaHHbIMK YYETHbLIMM
3anncamu;

— UsrAvSpace = AllSpace - 2 GB — 2 [b Bblaenserca ana y4eTHOM 3anmcu
aAMMHUCTPATOPAa;

— MinQuota = 512 Mb. B cny4ae ecim UsrAvSpace/6 < MinQuota, TO 3aZaHue
KBOTbl HEBO3MOXHO;

— MaxQuota = UsrAvSpace - sum (Qi) — MaKCMMa/IbHaA KBOTA, KOTOPYHO MOXHO
BblAENINTb CO34aBaeMor Ha MY y4yeTHOM 3anMcM MNONb30BaTeNdA: BCe [A0CTynHoe
NPOCTPAHCTBO 33 BbIYETOM CYMMbI YK€ BblAe/IeEHHbIX KBOT.

NMPUMEYAHUE. MaKkcMmanbHble KBOTbl YYETHbIX 3aMMCEN MO/Ib30BATENA 3343t0TCH
aAMUHUCTPATOPOM B KOHPUTYpaUMOHHOM  danne /etc/security/limits.conf
(MpunoxkeHue 2). Takke [ANAa ynpaBAeHWA annapaTHbIMM KBOTAMWU W3 Pas3INYHbIX
NO/Ib30BATE/ILCKMUX  MPOrpamMm  UCMOJIb3YHOTCA  Cnefylouime  CUCTEMHble  BbI3OBbI:
setrlimit (), getrlimit(), prlimit() m nice().

4.7.3. NpuHyAuTEeNbHOE 3aBeplleHMe ceaHca Nnoib3oBaTena

[ns Toro, 4ytobbl ceaHc nonbsosatens OC ABpopa NPUHYAUTENLHO 3aBEpLLA/CA Mo
ncre4eHmmm YCTaHOBAEHHOIO BpemeHU ero HeaKTUBHOCTWU, HEO6XO,£|,V1N\O npogenatb
cneaylolme onepaumm:

— c034aTb cepBUC-Paln /etc/systemd/system/ session-timeout.service
cneayrouwero coaepxKnmoro:

[Unit]
Description=Session Logout Service
After=authd.service

[Service]

Type=simple

RuntimeDirectory=session-logout

ExecStart=/bin/sh /usr/libexec/session-timeout/session-timeout.sh
Restart=always
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RestartSec=1

[Install]
WantedBy=graphical.target

— co3aatb anpektopuio /usr/libexec/session-timeout/;

— co3pmaTb ckpunT /Jusr/libexec/session-timeout/session-timeout.sh cneaytouero
COAEPKMMOTO:

#!/bin/sh
session timeout=1200
timestamp file="/run/session-logout/last-input-activity.log"

run_timestamp updater ()

{

libinput debug-events | awk -v "f=Stimestamp file"
'"{t=strftime ("%s"); print(t) > f; close(f); }' &

}

reset timestamp updater ()
{
echo "Resetting timestamp"
kill %1
rm -vf "Stimestamp file"
date '+%s' > "Stimestamp file"
run timestamp updater

}

set devlock state()
{
gdbus call --system --dest ru.omp.AuthService \
--object-path "/ru/omp/AuthService/Devlock™ \
--method ru.omp.AuthService.Devlock.SetState "S$1"
}

reset timestamp updater

while true; do

read timestamp < "Stimestamp file"

now=S$ (date '+%s')

diff=$(( Snow - Stimestamp ))

echo "timestamp Stimestamp, diff Sdiff"

if [[ $(( $now - Stimestamp )) -1t $session timeout ]]; then
sleep 1

elif mountpoint /home; then
#set devlock state 1
source /etc/environment
echo "Stopping user session for S$LAST LOGIN UID"
systemctl stop user@$SLAST LOGIN UID
source /var/lib/environment/compositor/droid-hal-device.conf
export QT QPA PLATFORM
export EGL PLATFORM
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/usr/libexec/unlock-ui SLIPSTICK OPTIONS
reset timestamp updater
source /etc/environment
systemctl start user@SLAST LOGIN UID
else
reset timestamp updater
sleep 1
fi
done

— NPUCBOUTb NEPEMEHHON session timeout Hy)KHOE 3HAYeHWe B CeKyHAax, KaK
nepuoa, HEeaKTMBHOCTM MOAb30BaTeNA, MO WCTEYEHMM KOTOPOro ero ceaHc byaet
NPUHYAMTENBHO 3aBEPLUEH, K NPUMEpPY:

session timeout=600 nma 10 MuHyT.

— ANA aBTOMATUYECKOro CKpunTa A00aBUTb CCbINKY Ha cepBuc-Gann B TapreT
graphical.target:

In -sv ../session-timeout.service
/etc/systemd/system/graphical.target.wants/

— nepesarpysnts MY.
4.8. dunbTpauma ceTeBoro NOTOKa

4.8.1. Obuwan nHpopmauma

®dunbTpauma cetesblx notokoB B OC ABpopa OCYyWECTBAAETCA C MNOMOLLbIO
BCTpoeHHOro B AA4p0 OC PpuabTpa ceTeBbIX NAKETOB netfilter M MOHMUTOPA ODpaLLEHMU,
KOHTPOMPYHOLLEro ceTeBOM cTek IPv4.

AOMUHUCTPATOP NMPWY NOMOLWM YTUANUTBI iptables MOXET 3a4aBaTb MOAY/IO A4PA
netfilter npasBuna (MAM uUeno4vkn) ounbTpaUMM B COOTBETCTBUM C aTpubyTamu
OTNPaBUTENA M MNOJy4YaTens CeTeBblX MAKETOB, a TaKXe aTpubyTamm nepenaBaemon
MHPopMaLMm B IP-3aronoBKax NakeTos.

4.8.2. MexceTeBoe 3KpaHMpPOBaHMe

®yHKUMM M3 B OC ABpopa peanin3oBaHbl B CAyXbe connman, MCMNO/b3YHOLLEN
MeXaHM3Mbl iptables A1 Pa3rpaHNUYEHMA CETEBbIX MOTOKOB AaHHbIX.

KoHPUrypauma no yMoa4aHWIO NOCTaBAAETCA B MaKeTe connman-configs-core,
cobnpaemom 13 nakeTa omp-common-configurations.
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4.8.3. MNyTb K darinam KoHdurypaumm M

HoBble HACTPOMKM iptables MNOAAEP)KMBAKOTCA B connman, Ha4YMHAA C BEPCUM
1.32+git41. HacTpoMKM, ONMUCaHHbIEe B HACTOALLEM AOKYMEHTE, XPaHATCA B C/leAyHOLLNX
dannax:

— /etc/connman/firewall.conf — [1];

— /etc/connman/firewall.d/*firewall.conf — [2],

roe [1] — ocHoBHaA KOHPUrypauma, [2] — nanka ¢ ¢arnamm, oKaHYMBAOLWMMMCA Ha
«firewall.conf» n pacnonoxkeHHbIMK B anPpaBUTHOM NOPAAKE.

4.8.3.1. MpaBuna KoHOUrypauum M3

BuHapHbIM nakeT «connman-configs-core» yctaHaBAMBaET Npasuaa B CAeayHoLmMX
dannax:
1) /etc/connman/firewall.conf:
— |Pv4:
® pa3pellaeT YyCTAaHOB/NEHHbIE M CBA3AHHbIE MaKeTbl (-m conntrack --ctstate
RELATED, ESTABLISHED);
® paspelaeT Bce BxogdAllMe nakeTbl aAna loopback-uHtepderica (Tpebyetcs
connman A4 pa3peLlieHnsa 40MeHHbIX UMeH);
® N0 YMONYaHMIO ONOKMpYeT Becb BXOAAWMNK Tpaduk (Tabnmua filter
INPUT-uLenouka);
— IPv6:
® pa3pellaeT YCTAaHOB/EHHbIE N CBA3AHHbIE NakKeTbl (-m conntrack —-ctstate
RELATED, ESTABLISHED);
® paspellaeT Bce BxoAddAllMe nakeTbl ana loopback-nHTtepderica (Tpebyetca
connman /19 pa3pellieHns JoMeHHbIX MMeH ans IPve-npoTtokona);
® M0 YMONYaHMIO ONOKMpYeT Becb BXOAAWMNK Tpaduk (Tabnmua filter
INPUT-uenouka).
NMPUMEYAHUE. B OC ABpopa IPv6-noaaep:kka B iptables He 3aaBneHa;
2) /etc/connman/firewall.d/10-block-icmp-firewall.conf:
— |Pv4:
e paspewaer BxogAwmue ICMP-naKkeTbl, OTAWYHbIE OT  ping-NakeToB
(T.e. BNOKNMPOBATb TONbKO BXOAsALLME PINg-MAKETbI);
e paspewaeT wucxogauwme ICMP-nakeTbl, OTAMYHbIE OT 3XO-PiNg-NakeToBs
(T.e. 6BNOKMPOBATb TONIbKO UCXOAALLMNM 9XO-OTBET);
— IPvé:
e paspewaetr BxogAwmue ICMP-naKkeTbl, OTAWYHbIE OT  ping-NakeToB
(T.e. 6BNOKMPOBATb TO/ILKO BXOAALLME PiNg-NaKeTbl);
e paspewaeTr wucxogauwme ICMP-nakeTbl, OTAMYHbIE OT 3XO-PiNg-NakeToB
(T.e. 61OKMPOBATL TONBKO UCXOAALLMIA IXO-OTBET);
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3) /etc/connman/firewall.d/11-allow-dccp-non-privileged-ports-firewall.conf:
— ona IPvd n [Pve:

e pa3pewaeT Bxoaawmin DCCP-TpadmKk Ha nopTtax 1024:65535;
4)  /etc/connman/firewall.d/11-allow-sctp-non-privileged-ports-firewall.conf:
— ona IPv4 n IPv6:

e paspeuaeT Bxoaawmin SCTP-Tpadumk Ha nopTtax 1024:65535;
5) /etc/connman/firewall.d/11-allow-tcp-non-privileged-ports-firewall.conf:
— ana IPvd n IPv6:

e paspelaeT Bxoasawmin TCP-Tpaduk Ha noptax 1024:65535;
6) /etc/connman/firewall.d/11-allow-udp-non-privileged-ports-firewall.conf:
— ana IPv4 n IPv6:

e paspelwwaeT Bxoaawmin UDP-Tpaduk Ha noptax 1024:65535;

e paspelwaeT Bxoasawmin UDP Lite-Tpaduk Ha nopTax 1024:65535;
7)  /etc/connman/firewall.d/12-allow-ipsec-firewall.conf:
— ana IPvd n IPv6:

® paspellaeT Becb BxoAsawmit IPSec Authentication Header (AH)-Tpaduk;

e pa3pelwaeTr Becb BxogAwmn IPSec Encapsulating Security Payload

(ESP)-Tpaduk;

8) /etc/connman/firewall.d/12-allow-ipv6-mobility-firewall.conf:
— TOJIbKO ANnAa IPv6:

e paspelaeT Becb Bxoasawmn IPve Mobility Header (MH)-Tpaduk.

4.8.3.2. To4ka goctyna

KoHourypauma pexknma «Touka A0CTyna» peann3oBaHa Kak A0MNOAHUTENbHAs
onuma. MNpu BKAKOYEHHOM PeXMME NPUMEHAIOTCA TE e NpaBmaa N0 YMOYaHWUIO, YTO 1 Npw
npueme Bcero Tpaduka. bonee crTporme npasuna euabTpauum Tpaduka Moryt ObiTb
n06aBneHbl C NOMOLLBIO MeHI0 HacTpoeK. CaTon Lenbto B Galnbl KOHPUrypaumm gobasneHa
rpynna [tethering], aHanorMyHas AMHaMMUYECKUM NpaBuaam Aas rpynmn.

NMPUMEYAHUE. lMpasuna «Tovka A0CTyna» MPUMEHAKOTCA TONbKO ANA PEXMMA
nepenayn gaHHbix nocpeactsom cetm WLAN. [na USB-pexnma npasuia no ymoadaHuto
NPUMEHSAIOTCA HE3AaBMCMMO OT KOHOUTYpPaLMM pPeXrmMma « ToYKa A0CTyna.

Mpasuna pexxnma «Tovka A0CTyna» A0MKHbI OblTb LENOCTHLIMU 1 3aBEPLLEHHbIMMU.
Mpn HaAMYMM XOTA Bbl 0AHOro Habopa NPaBKA pexrnma «Touka AOCTyna» HMKaKMe NpaBuia
N0 yMOAYaHMiO He byayT aobaBneHbl, T.K. OHWM NepeonpeaenAtT MN0/b30BaTebCKUe
npaBuaa 1 paspeLlatoT Becb TpaduK.

[MoaToMy, Hanpumep, MOryT ObiTb BKAKOYEHbI CAeAylollMe BXOAflWME NpPaBuAa,
paspewatowme TOoNbKO DHCP u DNS /etc/connman/firewall.d/42-tethering-

firewall.conf:

[tethering]
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IPv4.INPUT.RULES = -p udp -m udp --dport 53 -j ACCEPT; -p tcp -m tcp -
—-dport 53 -3 ACCEPT; -p udp -m udp --dport 67 -j ACCEPT

IPv6.INPUT.RULES = -p udp -m udp --dport 53 -j ACCEPT; -p tcp -m tcp -
—-dport 53 -3 ACCEPT; -p udp -m udp --dport 67 -j ACCEPT

4.8.3.3. ®annbl KOHPUTrypaLUmm
4.8.3.3.1. ®opmart danna

Kaxkaaa rpynna onpeaenserca C MOMOLLbIO KBaApaTHbIX CKOBOK — [], Hanpumep,
[General]. Kaxkapbin KNtoY perncTpo3aBnUCMM M HannucaH NPOCTbIM TEKCTOM Be3 Teros, 3a HUM
cnefyeT CMUMBOA «PaBHOY (=). ITO O3HAYAET, YTO BCE KAKOYM A0 HaYana caenytoLllen rpynnobl
[] npuHagnexKaT aTon rpynne.

Hanpumep:

IPv4.INPUT.RULES = -p tcp -m tcp -j ACCEPT

KaXabl KAtOY MpaBMA MOMKET CyLLecTBOBaTb B OZIHOM rpynmne TONbKO OAMH pas
(npoBepKy ocyuwecTBaseT aHanmsaTop ¢annos kawoden glib, obpabaTbiBaeTca TONBKO
NepBbIn KtOY).

Pasaenutens AnA NpaBuA — TOYKa C 3aNaToM (;).

Mpasuia MoryT ObITb BbIKAKOYEHBI NPX NOMOLWM CMMBONA «H#» B Hayane npaBuna.
Hanpumep, BbIKAKOYUTL NepBoe MnpaBuMao --dport 23 WU NPUMEHUTb NPABUIO
-—dport 24:

#-p udp -m udp --dport 23 -j ACCEPT; -p udp -m udp --dport 24 -j
ACCEPT

4.8.3.3.2. [lopagok obpaboTku

MNepBbIM 3arpyrkaeTrcs dann OCHOBHOM KOHPUrypaumm
(/etc/connman/firewall.conf), AaNee 3arpyxatTca ocTasbHble dainbl KoHUrypaLmm
U3 /etc/connman/firewall.d B andaBUTHOM NOPAIKE.

Mopsaok 06paboTkM NpasmA:

— K04 13 Galnos 3arpyxKatotca B andaBMTHOM MopAZKe, NOSTOMY MNpaBuaa B
danne, Hanpumep, ¢ npedpurcom 00, byayT obpaboTaHbl N A0DaBNEHBI NEPBLIMM;

— npasuna w3 danna OCHOBHOW KOHPUrypaumm [o0baBnArTCcA B iptables
nocneAHNUMM U CHUTAKOTCA OCHOBHbIMM;

— eC/nm BKJIIOYEeHbl ANHaMWYeCKne TMpaBujla, TO OHU AO6aBﬂHKﬂCH B Ha4a/lo B
iptables.

Hanpumep:
1)  ®ainbl KOHOUIYpPaLMKN N NOPALOK X 0OPabOTKU:
— NepBbln: OCHOBHOW ¢aln firewall.conf — coaepxuT [General] (Ob6uime)

npaBuna u yctaHasamsaeT POLICY (MonuTtuky);
— BTOPOM: firewall.d/10-firewall.conf —coaeput WLAN-npaBuna;
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— TpetTuin: firewall.d/20-firewall.conf — cogeput [General] (Obuwme)
npaBuna;
— YyeTBepTbin: firewall.d/30-firewall.conf —coaepxut [General] (Obuwume) n
WLAN-npasuna;
2) Mpasuna M3 npu 3anycke connman:
— npumeHsaeTca MoNnUTUKa U3 NYHKTa OANH;
— NOPAA0K NpUMeHeHuA MNpaBun:
® nNpaBuaa U3 NyHKTa Tpn [General];
® NpaBuaa U3 NyHKTa YyeTbipe [Generall;
® NpaBuaa U3 NyHKTa oanH [General];
3) Mpasuna M3 nocne BrAoYeHna WLAN:
— npumeHsaeTca MoNnTHKa U3 NYHKTa OANH;
— NOPAA0K NpUMeHeHuA MNpaBun:
® nNpasuaa U3 NyHKTa Asa [WLAN];
® nNpaBuMaa U3 NyHKTa YyeTbipe [WLAN];
® NpaBuaa U3 NyHKTa Tpu [Generall;
® NpaBuMaa U3 NyHKTa YyeTbipe [General];
® NpaBuMaa U3 NyHKTa oanH [General].
[P NCNONb30BAHUM HECKOTbKNX Pa3HbIX NPaBU:
— npasuna u3 pasgena [General] (Obwwme). MocnegHee onpeaeneHne POLICY
(MonnTMKKM) NepesanmcbiBaeT npeablaylime;
— NPaBWAA M3 KaXKa0ro TMNa rpynnbl 40H6aBAAKOTCA K CYLLECTBYHOLWMM NpaBMIaM.

Mpwn nobasneHnn nnbo yaaneHnn Gannos KOHPUTypaLMM HEOBXOAMMO BbINONHUTb
KOomaHAay:

systemctl reload connman

— €C/IM YCTAaHOB/IEH HOBbIN MAKeT, 4OCTAaTOYHO BbINO/HUTbL Mepe3arpyskKy;
— npaBuaa M3 HoBOro danna KoHeurypaumm 4o0H6aBAAOTCA BO BHYTPEHHUE CMNCKK
No NOPAAKY, OAHAKO:

® MOpAAOK B iptables KoppekTupyeTca AMHAMMYECKMMM MNpaBuaamu nocne
BOCCTaHOBAEHUs coeamHeHma (Hanpumep, WLAN);

e NopAnoK B iptables kKoppekTupyetca [General] (O6wmmm) npaBuaammn nocne
nepesanycka connman: NPMMEHAETCA TONbKO NPM HaAMYMKU NPaBU, KOTOPbIE A0KHbI
6biTb Aob6aBneHbl B OnNpeAeneHHyt MO3ULMI0O Ha OCHOBE MNOopAAKa, Onpeaeniemoro
nmeHem darna.

Mpu n3MeHeHnn cyulecTsytollero darna KoHGUrypaumm HeobxoaMMo BbIMOAHUTD
KOMaHAy:

systemctl restart connman
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4.8.3.3.3. [pynnbl U KJO4YN

Ob6uwme rpynnel [General]:

— IPV4.INPUT.RULES — Habop npasun B Tabnuue filter, INPUT-uenoyka ans
npoTokona IPv4;

— IPv4.OUTPUT.RULES — Habop npasun B Tabanue filter, OUTPUT-uenoyka Ans
npoTokosa IPv4;

— IPv4.FORWARD.RULES — Habop npasun B Tabamue filter, FORWARD-Leno4ka
ANA nNpoToKkona IPv4;

— IPV4.INPUT.POLICY — nonutuKa no ymonyaHuto ana tabnuupl filter, INPUT-
Lenoyka (moxeT 6biTe ACCEPT nnan DROP);

— IPv4.OQUTPUT.POLICY — nonutMka nNo ymon4YaHuto ana Tabauupl filter,
OUTPUT-ueno4ka (moxet 6b6iTb ACCEPT mnm DROP);

— IPv4.FORWARD.POLICY — nonutuka nNo ymon4yaHuio Ana Tabaumubl filter,
FORWARD-uenou4Ka (moxeT 6biTb ACCEPT nnn DROP);

— IPv6.INPUT.RULES — Habop npaBun B Tabauue filter, INPUT-uenodka ans
npoToKkona IPv6;

— IPv6.OUTPUT.RULES — Habop npasun B Tabanue filter, OUTPUT-uenoyka ans
npoToKkosa IPv6;

— IPv6.FORWARD.RULES — Habop npasun B Tabanue filter, FORWARD-uenoyka
ANA NpoToKona IPve;

— IPv6.INPUT.POLICY — nonutMka no ymondaHuto ana Tabauubl filter, INPUT-
Leno4yka ana npotokona IPve (moxket 6biTb ACCEPT nnm DROP);

— IPv6.OUTPUT.POLICY — noautMka NoO yMOA4YaHwutio Aana Tabauupl filter,
OUTPUT-ueno4yka ans npotokona IPv6 (moxet 6biTb ACCEPT nnn DROP);
— IPv6.FORWARD.POLICY — nonuMtMka no ymonyaHutio ans Tabnuubl filter,

FORWARD-ueno4Kka ansa npotokona IPv6 (moxeT 6bite ACCEPT naun DROP).
[lnHammyeckune rpynnbl MO TMNAm YCTPOMCTB:
— rpynna akTMBMPYETCA NPW BbI30BE CAYKObl connman AaHHbIM TUMNOM YCTPOMCTBA
(Hanpumep, WLAN-noakntoveHme);
— KaXkabl TMN Npasuaa byaeT coaepxatb B cebe nHTepdelic cepsuca (Hanpumep,
ans INPUT-npasun byaeT ycTaHOBAEH MapaMeTp —i <interface>);
— rpynna MOoXeT CoAep KaTb CAeAyoLIne KoUK (TaKMe e, Kak B pa3aene «Obuime»
[General]:
e |Pv4.INPUT.RULES =;
e |Pv4.OUTPUT.RULES =;
e |Pv4.FORWARD.RULES =;
o [Pv6.INPUT.RULES =;
e |Pv6.OUTPUT.RULES =;
e |[Pv6.FORWARD.RULES =;
— nNpeaonpeaeneHHble rpynmbi:
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e [unknown] — He ncnonb3lyeTcs UM He NOAAEPHKMBAETCA, HO ABNAETCA YACTbiO
BHYTPEHHMX TUNOB YCTPOMCTB connman;

e [tethering] — HAacTPONKK, NpUMeHAEMble ANA pexmma «Touka AoCTyna».
MPUMEYAHMUE. Mpu Hannumm npobaem ¢ pexxmmom «Tovka AocTyna» Heobxoammo

nobaBuTb cneaytoume cTpokn B rpynny O6bume [General]: Hanpumep, 95-tether-
override-firewall.conf:

[General]
IPv4.INPUT.RULES = -i tether -j ACCEPT
IPv6.INPUT.RULES -1 tether -j ACCEPT

4.8.3.3.4. dopmat npasun

BbinonHatoTcA cnepyrouime npaBma iptables-popmaTa
(https://www.frozentux.net/iptables-tutorial/iptables-tutorial.html):

— ONUMM NPOBEPAIOTCA ANA KAXKA0r0o NPOTOKONA U/UAKN TUMNA COOTBETCTBMSA;

— 3HaYeHMA ONUMN NPOBEPAOTCA HA BEAMUYMHY U TUM 3HAYEHMUSA,;

— eC/I NPaBUIO He CYyLLEeCTBYEeT B iptables, OHO WUIHOPUPYETCS aHA/M3aTOPOM
npaBun;

— OTPULLAHMA NOAAEPKMBAOTCA KaK B iptables.

[MockoNbKy B MepBoi Bepcunm M3 noaaepKMBatoTCA He BCE BO3MOXKHOCTM
nepekntoyaTenen (switches) ANA iptables, NepekatOYaTeNM, KOTOPble connman He
MOXKeT 106aBUTb, UTHOPUPYIOTCA iptables:

— MoAudUMKaTopbl Lenoyek: -a, -b, -X, ~-F, -I, -P, -E, -R, -Z
(M UX OIMHHbIE 3KBUBANEHTHI):

® HOBble WM CYLWECTBYIOUWME LEMNOYKM He W3IMEeHAKTCA npaBuaamu. Bce
npasuaa M3 NoAYMHAKOTCA NOTMKe connman, B KOTOPOM NoAobHble MoaAMdUKATOPbI He
npeaycMOTPEHbI;

® B C/ly4ae BO3HMKHOBEHMA HEODXOAMMOCTU TakMe MOANDUKATOPbLI MOTYT ObITb
n006aBNEHbI B JaNlbHENLLEM;

— yKasatenn mecta HasHavyeHuma ana DNAT: --to-destination, --from-
destination;

— nepekntoyaTen GparMeHTMpoBaHma: -f, --fragment;

— nepekntoyatens Bepcun IP-npotokona: --ipv4, -4, --ipvé6, -6;
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— NepeKatYaTenn CooTBETCTBMA (—m), KOTOPble HE NOAAEPHKMBAOTCA:

e |Pv4: -m comment, -m state, -m iprange, -m recent, -m owner, -m sctp, -m
dccp, -m hashlimit, -m icmpv6/ipv6-icmp;

e |Pv6: -m comment, -m state, -m iprange, -m recent, -m owner, -m ttl, -m sctp,
-m dccp, -m mh, -m hashlimit, -m frag, -m icmp;

® BbilleyKa3aHHble MNepekaYaTens Bbi3biBaan cbou B iptables waum
HenpaBW/bHO onpeaenanu sepcuto |IP-npoTokona.

Llean M3 (-3 TARGET) COOTBETCTBYIOT LUensm iptables no ymondaHuto: ACCEPT,
DROP, REJECT, LOG n QUEUE.

MpoTokobl M3 (-p protocol) aHANOMMYHbI NPOTOKONAM iptables: tcp, udp,
udplite, icmp, icmpv6, ipvé-icmp, esp, ah, sctp, mh (ToNbKo Ans IPv6) wn
cneunanbHOMY KHO4eBOMY C/10BY all.

Kaxkaoe npasuio:

— [O/IXKHO UMETb MUHUMYM OAHY Lenb (-j/--jump TARGET or -g/--goto TARGET);

— MOXKEeT MMETb OT HY/IA A0 OAHOro COOTBETCTBMA MO MPOTOKONY (-p/--protocol
protocol);

— ana SCTP-, DCCP- n MH-NpOTOKO/I0B MeXaHM3M COOTBETCTBMA MPOTOKONA He
MOeT ObITb MCNONb30BaH, HANPUMEP:

-p sctp -m sctp —--dport 22 -3 DROP (He OynmeT paborarThb, HO)
-p sctp --dport 22 -j DROP (6ynmetr paboTaTh)

— MOMEeT MMeTb OT HYAs A0 ABYX yKasaTenel cooTBeTcTBuA (-m/--match match).
Hanpumep, 4Tobbl paspewnts ana telnet oAHy NOMbITKY cOeAMHEHMA B CEKYHAY,
HeobXxoAMMO YCTaHOBUTD:

-p udp —m udp --dport 23 -m limit --limit 1/second --limit-burst 1 -j
ACCEPT

— MOET UMETb:

® OT HYNA A0 ABYX NepekatyaTenei nopTos ¢ onumen obblyHOro nopTa (0AHO U
TO K€ HanpaB/eHNEe HEe MOXEeT MCMoAb30BaThCcA ABaxKAbl). C MOANPUKATOPOM NPOTOKOIA
(-m <protocol>): --destination-port, --dport, --source-port, --sport;

® OT Hy/IA A0 OAHOro MnepekatyaTens NOpToOB C MyAbTUMOPTOM. BmecTte ¢
yKa3aTeniem COOTBETCTBMA -m multiport BO3MOXHO MCNONb30BaTh: --destination-ports, --
dports, --source-ports, --sports, --port, --ports n nepekntoyaTeNy;

— MOXET MMeTb OT Hy/NA A0 ABYX yKasaTenem mecta HasHadeHuAa (04HO M TO Ke
HanpaB/eHWe He MOXEeT WCMNOoAb30BaTbCA ABaXAbl). --source, --src, -s, —-
destination, --dst, -d,

— Kaxgoe npasBuno pasgena [General] mMoXKeT MMeTb OT Hyna A0 ABYX
nepekntoyaTenen nHtepdenca (04HO M TO e HarnpaBAEHUME HEe MOMKET MCMOJb30BaThCH
NBaXAbl). -—in-interface, -i, --out-interface, -o.[lepekntoyatenn nHTepdeinca
UTHOPUPYHIOTCA B ANMHAMUYECKUX NPaBuUAax, NpeaHasHadeHHbIX 414 TUNOB YCAyr (service

types).
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4.8.3.3.5. YcTpaHeHMe HenonaaokK

Mpu pabote ¢ MM B cayd4ae BO3HWKHOBEHWUS Mpobaembl ceTn/iptables (M3)
HeobxoAMMO BbIMONHUTL CAeaytowme AeNCTBUA:

1) HactpouTb 6a30Bblii  MOHUTOPUHI paboTbl iptables ans  cneayrowmx
NPOTOKONOB:

— |Pv4:

watch -n 1 iptables -t filter -L -v -n

— |Pv6:

watch -n 1 ip6tables -t filter -L -v -n

2)  [nAa BbixoAa M3 NpPorpaMmmbl HaxaTb codeTaHme Knasumi «Ctri» n «Cx;

3) TpoBepuTb BbIBOA U KOAMYECTBO cOpolleHHbIXx naketoB B INPUT-uenoyke
(nonnTtnka DROP);

4)  3anyctuTb MM 1 NpoBepPUTb, KaKNE CHETYNKN YBENTMYMBAIOT CBOE 3HAYEHUE.

MPUMEYAHUE. Ecnn ceTeBble nakeTbl cbpackiBatoTca, cyetdynk DROP bynet
yBEAMYMBATL CBOe 3HayeHue. CYETYMKM MNaKeToB A4 Kaxaoro npasuna byayt
YBE/IMYMBATLCA, €CNIMN NAKEeTbl COOTBETCTBYIOT 3TOMY NMPaBuay;

5) Ecam npobnema B pabote MI BO3HMKAA M3-3a cOpacbiBaHMA MAKETOB,
Heobxo4MMO BbIMONHUTL CAeaytolLMe AenCTBUA:

— ANA  BPEMEHHOro  pelleHua (OencTsyeT A0 nepesarpy3ku  CUCTEMBbI),
paspellatolLero Becb Tpaduk No YyMOAYaHUIO Caeayrowmx NpoTOKON0B:

e n71a |IPv4 BbINONHUTL KOMaHAY:

iptables -t filter -P INPUT ACCEPT

e 1A |Pv6 BbINOAHUTbL KOMaHAY:

ip6tables -t filter -P INPUT ACCEPT

— ANns peLleHuna Ha NOCTOAHHOW OCHOBe co34aTb dann
/etc/connman/firewall.d/99-accept-all-firewall.conf, [J006aBUTb B  Hero
cneayolme CTPOKM:

[General]
IPv4.INPUT.POLICY = ACCEPT
IPv6.INPUT.POLICY ACCEPT

— n nepesanyctntb MIT:

systemctl restart connman

Ecan cuctema He 3arpykaetca, HeobXoAMMO NePenTN B PEKUM BOCCTAHOBIEHUS U
3anucatb B Gpaia onumm, yKasaHHble Ha ware 5, Ana pelleHns Ha NoCTOAHHOM OCHOBE.
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4.9. KoOHTpONb LUEeNoCTHOCTU

MNoacuctema KL OC ABpopa CAyXuUT A1A MNPOBEPKU HEU3MEHHOCTU Ccpelbl
BbIMO/IHEHMA, OMOBELLEHMA NOJb30BaTeNA 00 M3MEHEHUM KPUTUYECKM  BarKHbIX
KOMMOHEHTOB, a TaKXKe 3anpeLaeT 3arpy3Ky 1 MCnob30BaHME CUCTEMbI MPU HapYLIEHWK ee
LeIOCTHOCTW.

B OC Apopa KLl peannsosaH ¢ MOMOLLBIO MPOrPaMMHOro KOMMOHEHTa integrity,
KOTOpbIN NpeacTaBaaeT cobo AeMOH ANA YNPaBAeHUA 1N NMPOBEPKM LeIOCTHOCTU AaHHbIX.
B oTANYMe oT APYrnx MHCTPYMEHTOB integrity MCNONb3yeT oNn
(IMA 1 secureboot) Kak UICTOYHUK AOBEPUA.

NPUMEYAHUE. Kaxkapin yctaHaBamBaembit B OC Aspopa nakeT 1O A0KEH MMETb
LUMPPOBYO MOAMNMCD.

Integrity OTBEYAET 3a ynpasaeHue n BepmPUKaLMIO LLeSIOCTHOCTM OOBEKTOB, NPW
3TOM NoJ, 0ObEKTAMM MOHUMAIOTCA 0ObIYHble Pannbl, ELF-dpainbl n pasagensl. O6beKTbI
MOTyT 06beAMHATLCA B rPYNMbI, TaKXKe MOXET bbITb YCTAHOBAEHA MepapXMA rpynn.

ABTOMaTMyeckn, 6e3 HeobxoaAMMOCTM CchneuyanbHbIX AeNCTBUIA CO  CTOPOHbI
aamuHucTpaTtopa, OC ABpopa OTC/IeXXMBaEeT caeaytouee:

— LEe/NI0CTHOCTb YCTaHaBAMBaeMbIx Naketos O dopmaTa .rpm;

— LLeNNOCTHOCTb 3arpy*aeMblX BHELLIHWUX MOAY/1EM YPOBHA A4P3;

— UEeNI0CTHOCTb BCEX MCMONHAEMbIX GaNN0B NPU NOMbITKE MX 3aMyCKa;

— LLeJIOCTHOCTb pa3e/ios.

BHUMAHUE! T[epen BbinonHeHnem KL Tpebyetca ob6paTuTb BHMMAHME Ha
cneayroulee:

— NPOBEpPKa LENOCTHOCTM YKa3aHHbIX $alaoB Mo YMOJYAHWIO MPOMU3BOAUTCA
KaxkablM pa3 npum 3arpy3ske OC ABpopa, a Takxe B 00:00 4acoB 0AMH pa3 B CYTKM;

— Bpema 3arpy3km OC ABpopa yBeNIMYMBAETCA MNPOMNOPLMOHAIbHO KOJIMYECTBY
dannoB, Tpebyemblx A1A MPOBEPKMU LLEIOCTHOCTH, T.e. Yem Dosblle CnMcoKk pannos Ha
npoBepKy, Tem 6onblle BpeMeHM 3aHMMAET NPOBEPKA LUENOCTHOCTY;

— MPWY NPOBEPKE LLE/IOCTHOCTM BbIMOJHAIOTCA MaTeMaTUYecKne onepauumn, 4To
NPMBOAMT K MOBbLIWEHNKD WMCMNO/Ib30BAaHMA PECYPCOB MpoLeccopa, caeaoBaTeNbHO, K
YBEJIMYEHMIO pacxoda 3apAaaa akkymynatopa MY.

[MpoBepKa LENOCTHOCTM KOHKPEeTHOro danna MoKeT OblTb  OCyL,ecTBNeHA
cnenyrolmm obpasom:

Integrity —-verify wmuma danna

B cnydae HeobxoaumocTu BbinoNHUTL KL npownssonbHoro ¢ainna, ELF-daiina,
pasfenoB UKW TPynnbl Ppa3aesos cneayeT MCNOJIb30BaTb YTUAUTY integrity, AOCTYMNHYIO B
MIT «Terminal», KoTopas npumeHaeT I KaK UCTOYHUK A0BepUA.

NPUMEYAHUE. WHbopmaumsa o 3anycke/3aseplieHun npoueaypbl KU un ee
pe3ynbTaTax 3aMNMCbIBAETCA B CUCTEMHbIN KYpPHaa, NPOCMOTP KOTOPOro OCYLLECTBAAETCA C
nomoLbto MMM «XKypHany.




159
AIAMI.10034-02 91 01

B cnydyae ycrnewHoW nposBepku byaeT BbiBEAEHO AMarHOCTMYecKoe cooblieHue
BMAA:

verify wmmMmsa damia: success
total verification: success

B cnyyae HeycnewHon:

These objects have faild verifications: mmMa danna

MPUMEYAHMUE. B pe3ynbTaTe Noay4yeHMa OT CepBMCa integrity OTPMUATENBHOO
CTaTyca NPOBEPKM LLeNOCTHOCTU, KOTOPbIN CBUMAETENbCTBYET O HAPYLIEHUN LEeNOCTHOCTY,
noctyn Kk OC ABpopa 610KknpyeTca KOMNOHEHTOM securityd. B3aTom cnyvae Heobxoammo
nepenatb MY agMuHMCTpaToOpy 414 NOBTOPHOM ycTaHoBKM OC ABpopa.

4.10. JononHuTenbHble MexaHM3Mbl 6e3onacHoCcTH

KOHTpPONb UEeNOCTHOCTM COBMECTHO C M30/1AUMEN aApPecHOro MNPOCTPaAHCTBA M
npoBepkoi noanucnu RPM-naketoB u OuHapHbIXx 06bekToB no3sonser OC Aspopa
Peann30BbiBaTb MEXaHW3Mbl 3aMKHYTOM MPOrpaMMHON cpedbl. MexaHM3Mbl 3aMKHYTOWN
nporpammHon cpeapl B OC ABpopa AOCTYMHbI MO YMOAYaHUIO M MO3BONAOT:

— BbINO/IHATL NpMKNaaHble npoueccbl OC n30anMpoBaHo, 6e3 BO3MOXKHOCTM BUATL
Ha ApyrMe Npoueccol;

— M301MPOBATb AaHHbIE MPUIOKEHMA APYT OT APYra;

— BblABAATb GaKTbl HECAHKLMOHMPOBAHHON MOAMPUKALMM UCNONHAEMbBIX U UHbIX
dannos;

— OrpaHMYMBaTb BOSMOXKHOCTM NPMKAAAHbIX MPOLLECCOB MO OTHOLLEHWIO K 0O beKTaM
OC rpaHMUaMM «NECOYHMULbIY;

— YCTaHaBAMBATb TO/IbKO NPUAOKEHNA C BaAMAHOM NOANMUCHIO;

— MCKOYaTb  BbIMOMIHEHME HENOAMMCAHHbBIX MAW  NOAMNMCAHHbIX HEeBAAMAHOW
NoANMUCbI0 BUHAPHbLIX GannoB.

KOHTpONb LEeNnocTHoCTU 3arpy3umkoB n obpasoB OC nossonser OC Aspopa
peannsosaTb 6e3onacHyto (A0BepPeHHY) 3arpy3Ky YCTPOMCTBA M UCK/IOYATb Takne yrposbl
Kak noameHa OC, nepenpoLLImMBKa 1 3arpy3Ka C BHELHWX yCTPOMUCTB. KOHTPOb LEeN0CTHOCTH
H6asnpyeTca Ha nNposBepKke noanucym obpasoB 3arpy3vmMKoOB M MO3BOAAET CHOPMMPOBATH
LLeNoYKy A0BEPMA, KOPEHb KOTOPOM HAXOAMTCA B annapaTHOM YacTW YCTPOMCTBA U HE MOXKET
ObITb CKOMNPOMETUPOBAH.

AOMWHUCTPATOP MOET HAN0XUTb [AOMOJIHUTE/IbHbIE OFPaHMYEeHMA B YacTu
3aMKHYTOM MPOrpaMMHON Ccpeapl, pa3pelmns ycTaHoBKY MIT TONbKO M3 A0BEPEHHbIX
MCTOYHMKOB. ONKMcaHMe HaCTPOMKM AOBEPEHHbBIX MCTOYHMKOB NpmuBeaeHo B n.n. 4.4.1.3.
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5. PEKOMEHZAUWK NO YCTPAHEHUO BO3SMOMXHbIX OLUMBOK

B npouecce pabotbl ¢ MY nopa ynpasneHnem OC ABpopa MOryT BbIBOAMTHLCA
pa3NMyHble yBeAOMAeHMA 0O owmnbKax, KpaTKoe OMnMCaHMe KOTOPbIX NPMBEAEHO B
HACTOALLEM pa3fene, a TaKkxKe:

— B C/lydae ecam Ha MY yctaHoBneHa ABpopa TEE, TO BO3MOMHble OLIMOKMK
AOMONHUTENbHO MPMBEAEHbI B COOTBETCTBYIOWLEM pasaene AOKYMeHTa «PyKoOBOACTBO
NO/1b30BaTENAY;

— npw coBmecTHoM paboTte OC Aepopa u MNMO «ABpopa LleHTp» moryT BbiBOAMTCA
yBEAOMNEHNA, ONMCAHME KOTOPbIX MPMBEAEHO B COOTBETCTBYIOLWEN AOKYMEHTaUMMU Ha
NOACUCTEMbI n3 COCTaBa Mno, PACNONOKEHHOM Ha cante
https://auroraos.ru/documentation.

Ona nonydeHma noapobHon nHGopMauMm NO KOHKPETHOM owmnbre Heobxoammo
00paTUTLCA Ha INEKTPOHHYIO NMOYTY: support@omp.ru.

[lenctBmMAa NO  yYCTPAHEHWIO BO3MOMHbIX OWKWMOOK nNpuBeaeHbl B Tabauue
(Tabnunua 17).

Tabnuua 17

Ne Owmnbka BO3MOXHble NPUYUHBI U PeKOMEeHAALUU MO YCTPAHEHUIO

1 | HeBo3mOXHO Ona nonyyeHns obHosneHna OC ABpopa TpebyeTtca A40CTyn K
BbINOJIHUTL onpefeNieHHbIM  pecypcam  npeanpuatma-paspaboTynKa,
obHOBNEHMSA, KOTOPbIM  NPeaoCTaBAsE€TCA  KAMEeHTam,  OPOPMMBLIUM
HeaKTMBHAA  KHOMKA | TEXHMYECKYt0 NoaaepKky. bonee noapobHaa nHbopmauma
«3arpysmnTb» AOCTyMNHa N0 3/1EKTPOHHOM NoYTe support@omp.ru

2 | He yaoanocb B cny4yae BO3HUMKHOBEHMA OLLIMOKN Npm ycTaHoBKe M,
yCcTaHoBUTb MI HeobxoaAMMO 0H6pPaTUTLCA K pa3paboTumKy Ana obHOBAEHMUA

MTT.

MPUMEYAHUE. B nckatounTenbHbIX CAyyasx, Hanpumep, npu
npumeHeHunn MI1 B NTUNOTHbLIX MPOEKTax, AOoMNyCKaeTcA
AeaKTMBaLUMA NepekatovaTena « BKAtoumMTb Bainaaumto
NaKkeToB»

3 | OwnbkKa cepTndmkata | OaMH M3 4OBEPEHHBIX CEPTUPMKATOB YCTapes, B pe3ynbraTte
yero H6bl1a yTpayeHa A0BEPEHHOCTb PECYpPCoB, NOANMMCAHHbIX
nm. HeobxoanMmo 06HOBUTL AOBEPEHHbIN cepTUDUKAT
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OwunbKa

Bo3MoOXKHble NPUYKNHbI U peKomeHaaUunn no yCTpaHeHUto

[Mpn nonyyeHnmn
0OHOBNEHUI C
Mo «Aspopa
LeHTp»
oTobparkaeTcs
yBeaomneHmne
«Appmanager is
busy»

MNpobnembl ¢ ceteBbiM goctynom MY k [MO. Ecam npwm
cKaumBaHum  MI1  npoucxoauT CeTeBOM  pa3pbiB, TO
nocneaytowme Ml CTaHOBATCA B o4epellb M UX YCTAHOBKA He
npouncxoamnT

5 | OTobparkaeTcs YcTaHOBAEHHbIM Ha MY mdm-KaneHT (Hanpumep, KAMeHT
yBeaoMNeHune MMNO) 3anpellaetT obHoBNEHUs Yepe3 MHTepdec MY
«YnpasneHue
obHoBneHnem OC
3anpeLeHo»

6 | MY 3abnokmpoBaHo, | B caydae ecnm:

TpebyeTcA Naposb — nonb3oBaTesb 3abbin naponb ot MY, HeobxoanMmo

00paTUTLCA K aAMUMHUCTPATOPY A4 cbpoca napons;
— aAMUHUCTPATOP 3abbin Naposb oT MY, HeobxoaMmo:

e npu noarntodeHun K MMNO obpaTnTbca K onepaTopy
MNO ana cbpoca napons MY, NOAKNOYEHHOTO K CETU
NHTepHeT;

® Mpu OTCyTCTBMU noakntodeHua K MMO obpaTuTbca B
CepBUCHbIN LleHTp ansa nosTopHOM ycTaHoBKM OC ABpopa

7 | Mpu yctaHoBke RPM | Heob6xoaMMO BbINOAHUTL CAeaytolmne AencTBUA:

Ha MY BO3HMKaeT — nepenoanucaTb MIT, npm HECOBMECTUMOCTH
owwnbKa NCMONb3YEMbIX KOYeN;
— ncnonb3oBaTtb OC ABpopa C K/ito4aMmM, COOTBETCTBYOLLMMM
MM

8 | lMocne 3arpy3Kku MNpn Hannumm y MY goctyna K cetn MIHTepHeT 1 ypOoBHA
obHoBNEeHUIM MY He 3apsaga He meHee 50% HeobxoaMMO:
0BHOBMNOCH — BbIMNO/IHNUTb NPUHYANUTENBHOE OOHOBNEHME;

— NPOBECTWN aHaN3 CUCTEMHbIX COOBLLEHWI

9 | HeBO3MOXHO B cnyyae oTKAOUYEHMA QYHKLMM C MOMOLLbIO MOAUTUKM
cbpocntb MY K 6e30nacHOCTHK, Ha 3KpaHe 0Tobpa3nTca yBeJoMeHMe
3aBOACKMM «Aurora device manager». Heobxoa4nMMo OTKIOYUTD
HaCTPOMKam HeobxoAMMYH0 MONUTMKY B MeHIO Be30nacHOCTH

10| HeBO3MOXKHO

HaCTPOWUTb AATYy U
Bpems
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NMEPEYEHb TEPMWUHOB M COKPALLEHUI

B HacToAWEeM [AOKYMEHTE MPUHATHI Ccaedylowye TEepMUHbl M COKpalleHus
(Tabnunua 18).

Tabnuua 18
COZZZ’:;Z/ e Pacwundposka
2DA [ByxdaKToOpHas ayTeHTUPMKaUMA
AOMUWHUCTPATOP Monb3oBaTenb, 0baaaatoWmMi NpaBamm Ha BbINOAHEHMWE
onepaumit, CBA3aHHbIX C aAMUHNUCTPUPOBAHNEM CUCTEMbI
b/, ba3za AaHHbIX

Bepcua OC Aspopa |1) KopnopaTtnsHaa Bepcua — ucnonHeHme OC Aspopa,
npeaHa3Ha4YeHHoe 418 OpraHM3aUmMmn oBePEHHbIX MOBUAbHbIX
Pabouymx MecT, Ha KOTOPbIX He NpoucxoamT obpaboTKa
MHGOPMaLMK, NOANENKALLEN 3aLLNTE B COOTBETCTBUM C
3aKOHO4AaTEeNbCTBOM P®;

2) CeptudunumpoBaHHasn Bepcus — nucnonHerne OC Aspopa,
npolweallee cepTMOUKALMOHHbBIE UCMbITAHWUA B CUCTEME
cepTudMKaLumMm HopMaTMBHbIX perynatopos PO (PCTIK Poccum,
®CB Poccun), umetolee COOTBETCTBYHOLWMIA KOMMIEKT
NPOrPaMMHbIX OKYMEHTOB M rOTOBbIE K CEPUIMHOMY
npom3BoAcTBY. [peaHa3Ha4YeHbl 414 OpraHM3aLMm A0BEPEHHbIX
MODBUNBbHBIX Paboymx MecCT, Ha KOTOPbIX NPOUCXOAUT 06paboTKa
MHPOPMaLLMK, NOANEXKALLEN 3aLLMTE B COOTBETCTBUM C
3aKoHoaaTenbcTBoM P®. MoryT ncnonb3osatbes B [MC, Ha
obbekTax KM 1 B nHbIX peryamnpyembix NC

3MC 3aMKHyTaA NporpammHas cpeaa

NAD NoeHTudMKauma n ayTeHTudmnKaums

nc NHPopMaLMOHHaAA cMcTeMa

NOBO NHTepdenc pyHKLNOHANbHbBIX BO3MOXHOCTEN Be3onacHOCTH

KeoTa Ob6bem AMCKOBOro NPOCTPAHCTBA, BblAENAEMOTO
aAMWHNCTPATOPOM ANA 3aMUCK AaHHbIX YY4ETHbIX 3anncen
Nonb30BaTeNen

KL, KOHTPO/1b LENOCTHOCTH

MB/ Poccum MWHNCTEPCTBO BHYTPEHHMX Aen Poccuickon Pepepaumm

M MobunbHoe npunoxeHmne

MY MobunbHoe yCTPOMCTBO

M3 MexceTeBoe 3KpaHMpPOBaHMeE

OC OnepaunoHHada cucTtema
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CoTKepZ’:J,Me:/ e Pacwméposka

MNepekntoyaTens dnemeHT nHTepderca OC ABpopa, NpeacTaBAAOLWMIA cCODOR
CBETALLYHCA TOYKY, PACNONOXKEHHYIO B NOSE, N NO3BONAOLLMIA
BbIOPATb OAHO M3 COCTOAHMI, Yalle BCErO BKAOYEHNE NN
BbIK/tOYEHME. [pK aKTUBALMKN NePeEKNOYATENA TOYKA HAYMHAET
CBETUTLCA APYE, YEM B HEAKTUBHOM COCTOAHMUM

Monb3oBaTtenb Jlnuo, ncnonbayrollee CUCTEMY ANA BbINONHEHWA 33/I0KEHHbIX B
Hen QyHKLNM

MNpeanpusatue- Ob61LEecTBO C OrpaHNYEHHOM OTBETCTBEHHOCTbIO « OTKPbITAs

pa3paboTunk MobunbHan naatpopma» (OO0 «OTKpbITad MobunbHas
nnaThopma)

no MporpammHoe obecneyeHne

rnro MpuKknagHoe nporpaMmHoe obecneyeHune «Aspopa LleHTp»

Mnea [NpaBuna pasrpaHnUyYeHmna AoCTyna

TokeH YcTponcTBO, NpeAHa3HavYeHHoe ans 6e30nacHoro u
3awmuieHHoro PIN-Ko4oM XpaHEeHWUs CEKPETHbLIX U 3aKPbITbIX
KpUNTOrpapuyeckmx Kaoden, cepTudrKaToB OTKPLITbIX KAOYEN U
APYIUX ayTEHTUOUKALMOHHbBIX AaHHbIX. TOKeH obecneymBaeT
MHGOPMALMOHHYIO 6e30NacHOCTb NONb30BaTENS, TaKKe
ncnonbayetca ana AByXPaKTOPHOM ayTeHTUOUKALMM ero
Bnaaenbua. O6bIYHO MCMO/b3YIOTCA COBMECTHO CO CYMUTbIBATENEM
TOKeHa

cyanc CepBuC ynpaBaeHMa A0CTYNOM K MHPOPMALIMOHHbBIM CUCTEMAM
MB/L, Poccuun

Cynepnonb3oBaTesnb |lonb3oBaTesb, 06134a0UMIA NPpaBaMK Ha BbINOIHEHWE BCex He3
MCKAOYEHMA onepauuii B cucteme (B CMCTEME MMEET I0TUH
«root»)

TOKeH AyTEHTUPMKALIMOHHbIE AaHHbIE, KOTOPbIE BblAAOTCA
N0/1b30BaTENH0 NOCAE YCNELWHON aBTOPU3aLMM U ABNAIOTCA
KNKOYOM A1A A0CTYNa K ciy*Kbam

vy, Y0CTOBEPAOLWMA LLEHTP

®B0O DYHKLMOHAbHbIE BO3MOXHOCTM HE830MacHOCTH

®C dannosada cuctema

2BM DNEeKTPOHHO-BbIYMCAUTENIbHAA MALLUMHA

Sl DNeKTPOHHAaA NoAMNMUCb

ACL Access Control List — cnncok KoHTpoAs AocTyna

Bluetooth® CraHpapT becnpoBoaHOM cBA3M, obecneynsatoLLnit obmeH

JAHHBbIMUW MeX Ay YCTPOMCTBAMM Ha OCHOBE Y/IbTPAKOPOTKMX
PaAMOBOJH
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CoTKepZ’:J,Me:/ e Pacwméposka

CSD Tool narHocTnyeckasa nporpamma, BcTpoeHHasa 8 OC ABpopa

DAC Discretionary Access Control — AMCKpeumnoHHoe pa3rpaHnyeHmne
npas AocTyna

eMMC Embedded Multimedia Memory Card — BcTpoeHHasn
MYAbTUMEAMNHAA KapTa NaMATH

GID Group IDentifier —naeHTUPUMKaTOP rpynnbl

GSM Global System for Mobile Communications — rnobanbHblii
CTaHAapT umMdpoBo MOOBUABHOM COTOBOW CBA3M C pa3aeNeHnem
KaHanos no spemenun (TDMA) n yactote (FDMA)

GUI Graphical User Interface — pa3HOBWAHOCTb MNO/1b30BATENBCKOTO
MHTepdenca, B KOTOPOM 31eMEHTbI MHTepderca (MeH, KHOMKK,
3HAYKM, CMUCKM), NpeaCcTaBAeHHble NO/b30BATENO Ha ANUCMEeE,
MCMONHEHbI B BUAE rPadUYECKMX N300parkeHn

HPET High Precision Event Timer - Tamep cobbITMN BbICOKOM TOYHOCTHU

ICCID Integrated Circuit Card Identifier — BCTpOeHHbIN MAEHTUPUKATOP
SIM-KapTbl

ICMP Internet Control Message Protocol — npoTokon mexkceTeBbix
YyNPaBAAOLWMX COOOLLEHN N

IMA Integrity Measurement Architecture — moaynb noacncTemsl
KOHTPOAA LUEeNIOCTHOCTH

JSON JavaScript Object Notation — TeKkcToBbIM popmaT obmeHa
NAHHbIMM, OCHOBAHHbIM Ha JavaScript

MD5 Message Digest 5 — 128-6UTHbIN aNrOpPUTM XELLIMPOBAHMUA.
MpeaHa3sHavyeH s co34aHMA «OTNeYaTKoB» UM JanaKecToB
CcoobULEHMA NPON3BOILHOM A/IMHbI M MOCAEAYIOWEN MPOBEPKM UX
NOA/IMHHOCTM

MTP Media Transfer Protocol —annapaTHO-He3aBUCKUMbIN NPOTOKON,
OCHOBAaHHbIN Ha PTP

NFC Near field communication - TexHonorns 6ecnpoBoAHON Nepeaadn
NaHHbIX Maforo paamnyca AenCTBUA, KOTOPan AaeT BO3MOXKHOCTb
obmeHa AaHHbIMW MEXAY YCTPOMCTBAMM, HAXOAALLMMMCA Ha
PacCcToAHMM oKono 10 CaHTUMeTpPOB

PID Process |IDentifier — naeHTMdMKaTOp Npouecca

PIN-Kop, Personal Identification Number — nepcoHanbHbIM

NAEHTUPUKALMOHHBIN HOMEP, NCMONb3YEeMbIM ANS
NOATBEPKAEHNA IMYHOCTM NONb30BATENA B PA3/IMYHbIX CUCTEMAX.
CNyXX1T NPOCTbIM aHaorom napond, obecneymsan 4OCTyN K
3alMLIEHHbBIM pecypcam, TakMm Kak SIM-KapTbl U TOKEHbI
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Tepmun/
CoKpalueHmne

Pacwundposka

PUK-kop,

Personal Unlock Key - nononHuTenbHbI Koa, COCTOAWMNA 13 8
LMdP M NPUMEHSAEMbIN ANa Pa3bNoKMPoBKM SIM-KapTbl nocne
HeyZa4yHOoro BBoAa 3HayvyeHua PIN-koaa 3 pasa noapas

RPM

Red Hat Package Manager — meHeaxep naketos Red Hat
obo3HayvaeT Ase cywHocTh: dopmaT nakeTtos 1O (RPM-nakeT) n
NporpaMmma, co3faHHas ANA ynpaBaeHMa aSTUMM NakeTaMu.,
Mporpamma No3BOAAET yCTaHaBNMBATb, YAanATb M 06HOBAATL 10

RPM-naket

®ain dopmaTa .rpm, NO3BONAIOLLMIA YCTAaHABAMBATb, YAANATH U
0OHOBATL MPUNIONKEHME HA YCTPOMCTBE

SDK

MpoAayKT, NnpeaHa3HadYeHHbI ana pa3paboTymKoB, NO3BONAIOLWMINA
pa3pabaTbiBaTb NPUIOKEHUS (FrPadUYECKMe KOHCO/bHbIE,
CEPBUCHI M T.4.), KOMNUANPOBATb MX ANA 3aaaHHOM Bepcumn OC n
3anycKaTb NOAYy4YMBLUNICA BUHAPHBIM KO B aMynATOpe

SIM

Subscriber Identification Module — moaynb naeHTUdMKaUMM
aboHeHTa

SSuU

SourceSafe ana Unix — ytnnuta, obecneymsatollas AocTyn U3
KOMaH/AHOM CTPOKM K IOKAIbHbIM M YAANEHHbIM PENO3UTOPUAM
Source Safe/VSS uepes TCP

SSH

Secure SHell — ceTeBol NPOTOKON NPUKNAAHOIO YPOBHSA,
NO3BONAKOWMI NPOM3BOANTL YAaneHHOe ynpasaeHne OC u
TyHHennpoBaHune TCP-coeanHeHW (Hanpumep, ANA nepeaaym
dannos)

ulD

User Identifier — naeHTMdMKaTOP NONB30BATENA

USB

Universal Serial Bus — nocnenoBatenbHbii MHTEpdENC ans
NoAKAYEHUA NepudepUinHbIX YCTPOMCTB K BbIMMCANTENBHOM
TeXHUKe

VPN

Virtual Private Network — B1pTyanbHaa 4acTHas CeTb,
0606U1eHHOEe Ha3BaHMe TEXHONOMMIA, NO3BONAIOLLIMX 0becneymTb
OZHO M/ HECKO/IbKO CEeTEBbIX COeAMHEHMUI (N1OrMYEecKyto CeTb)
noBepx Apyron cetTu (Hanpumep, cetn MIHTepHeT)

WLAN

Wireless Local Area Network — nokanbHasa ceTb, NOCTPOEHHAs Ha
OCHOBe 6ecnpoBOAHbIX TEXHONOMMI
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[MPUNOXKEHUE 1

OnucaHue cnocoba yCTaHOBKM

MpeaBapuTe/ibHanA NOArOTOBKA

Pabouyee MecTo A0/1KHO BKAOYATL B cebs:

— 3/IEKTPOHHO-BbIYUCANTENbHYIO MaLLKHY (DBM);

— Kabenb Type-C/USB nan micro USB/USB, B 3aBucumoctn oT MY.

IBM [o/mKkHa MMEeTb cnefyrowmne XapaKTepPUCTUKN:

— YCTQHOBJIEHHYIO O4HY U3 cneaytowmx OC:
e OC Linux Bepcum Ubuntu 22.04 nnu Bbille;
e OC Centos 7.x unu Bblilwe (1MB0 COBMECTMMbIE C YKa3aHHbIMU);
— Ha/ndume He meHee 1 USB-nopTa;
— Hanndmne He meHee 6 b cBoBoAHOro mecTa Ha ¢ainoBo cucteme IBM;
Ha 9BM ponHa bbiTb ycTaHOBAEeHa yTuamTa fastboot.
MNpoueaypa ycTaHOBKMU
Mepen yctaHoBkoi OC ABpopa Heobxoammo Ha IBM ybeamTbca B LLEIOCTHOCTM
NO/lY4EHHOroO apXmMBa:

$> mdbSsum -c <OyTb K KOHTPOJIBHOM CcyMMe>.tar.zst.mdb

Mocne yero HeobxoAMMO pacnakoBaTb apxme ¢ 0bpasom npowmnskm OC ABpopa:

$> tar -I zstd -xvf - <oyTe K apxuBy>.tar.zst

MPUMEYAHMUE. ns nekomnpeccum OC ABpopa Ha IBM aonkHa ObiTb yCTaHOBAEHA
bubnmoTeka, peanmsytowas anropnuTmbl Zstandard.

[ns yctaHoBkn OC ABpopa HEODXOAMMO BbINOAHUTL Cieaytolme AeNCTBUSA:

1) Bbikntountb MY;

2) Noakntounts MY K 9BM ¢ nomoupto kabens Type-C/USB mam micro USB/USB, B
3aBMCMMOCTUM OT MY;

3) O4HOBPEMEHHO HaXKaTb U YAePXKMBaTb COOTBETCTBYIOWME KHOMKK (Tabanua 1.1)
Ha Kopnyce MY no nepexoaa MY B pexxum FASTBOOT MODE;

4) Mocne KOpoTKOM BMOpaLnK (He no3agHee 2 CeKyHA) OTNYCTUTb KHOMKY NUTaHuA
(Power) Ha Kopnyce MY;

5) JoxpaTtbca nepexona MY B pexkmum Fastboot Mode.

Tabnunua 1.1
KombunHauusa KHonok My
- KHOMKa nuTaHua (Power); - Aquarius L311;
- KHOMKa yBennveHus rpomkocti (Volume Up) - Mashtab TrustPhone T1;
— Omega Dialog-S
— KHOMKa nuTaHua (Power); — KVADRA_ T
— KHOMKa yMeHbleHua rpomkocTn (Volume Down)
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NMPUMEYAHMUE. Mpun HaxkaTum 1 yaepaHMM COOTBETCTBYIOLLMX KHOMOK Ha Kopnyce

MY BO3MOXHO MNOSIBNEHME B CPeAHEN 4YacTM 3KpaHa OKHa Bblbopa perkmMma 3arpysku
(PucyHok 1.1).

Select Boot Mode:
[VOLUME_UP to select. VOLUME_DOWN is OK.]

[Recovery Model
[Fastboot Model
[Normal Boot]

PucyHok 1.1

B Takom cnyyae B 0TOOpasmBLLIEMCA OKHE BbiDOpa pexxnmma 3arpy3km Heobxoammo
BbIOpaTh pexkmum [Fastboot Mode], ncnonb3aya cneaytouime KHOMKK:

— KHOMKY yBenunyeHuns rpomkoctn (Volume Up) ana Bbibopa pexnma;

— KHOMKY yMmeHbleHuna rpomkocTn (Volume Down) ana noatsepaeHMA BbI60Pa;

B pe3ynbTaTe 4ero cuctema 3arpysmtcs B pexkime yctaHoBkm OC ABpopa M Ha
3KpaHe oTobpasunTtca Haanucb «FASTBOOT mode...» (PucyHok 1.2).

Select Boot Mode:
[VOLUME_UP to select. VOLUME_DOWN is OK.1

[Recovery Mode]
[Fastboot Model <L==
[Normal Boot]

=> FASTBOOT mode. ..

PucyHok 1.2

NMPUMEYAHUA:

v' B cnydae HeBepHOro Bbibopa pexvma paboTbl HEOBXOAMMO HaxaTb W
YOEPKMBATb KHOMKY NuTaHus (Power) Ha kopnyce MY Anda ero BbIKAtOYEHMS;

v Mpu owmnboyHom nepesoge MY B pexkMm TecTMpoBaHMA ANA BbIXOAA W3 HEro
HeobXxoAMMO HaxKaTb M yaep»KuBaTb He MmeHee 20 cekyHZ KHOMKy nuTaHua (Power) Ha
Kopnyce MY ana ero BrkAOYEHUA;

6) Ha 3BM nepeiTn B Nanky C 3apaHee pacnakoBaHHbIM 006pPa3omM MPOLLMBKMK
OC ABpopa 1, HaxoAACb B Nanke, 3anNyCcTUTb TEPMUHAnN,

7) 3anyctuTb cueHapuit yctaHoskM OC ABpopa, BbINO/IHUB B TEPMUHAE KOMaHAY:
$> sudo ./flash.sh

NMPUMEYAHUE. Bo Bpemsa yctaHoBkM OC ABpopa Ha MY He cneayeT BbIK/Ito4aTb 2BM

/WA OTKAYaTb OT Hero MY — 3To moxeT npusectn MY B HepaboTocnocobHoe
COCTOAHME;

Nocne 3aBeplieHMa npouecca yctaHoBkkM OC ABpopa Ha 3KpaHe TepMWHana

oTobpasntca coobuleHme «Flashing completed. Detach usb cable, press and hold powerkey
to reboot».
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[MPUNOXKEHUE 2

N3meHeHUe numuTos

OnucaHue nHTepdelica nice

NMMA: nice — 3anyckaeT nporpammy C 3aZaHemM npuopuTeTa.

OB30P: nice [MAPAMETP] [KOMAHAOA [APTYMEHT]...]

ONMNCAHWNE: 3anyckaeT KOMAH/LY c ykasaHnem npuopuTeTa ee BbiMoaHeHUA. bes
yKka3aHma KOMAH/ZA BbiAaeT TeKyLM NpnuopuTeT paboTbl. ADJUST NO YMOJIYAHMIO PaBeH
10. lnanasoH npmnopuTeToB pacnonoxkeH ot -20 (Hamsbicwmnii) 40 19 (HaMMeHbLLKN):

— —-ADJUST — yBe/MYMBAET NPUOPUTET HA ADJUST;

— -n, --adjustment=ADJUST — 70 ke, 4to n —ADJUST;

— ——help —BblAaeT MHGOPMaLMIO 1 3aBepLLaeT paboTy;

— —--version —BblgaeT MHOOPMALMIO O BEPCUM 1 3aBepLlaeT paboTy.

OnuncaHune nHTepdemnca renice

NMA: renice — M3MEHEHME NPUOPUTETA BbIMOTHAOLLMXCA NPOLLECCOB.

OB30P:

renice priority pid...
renice priority [-p pid... ] [-g pgid...] [-u username]

OMNCAHWNE: KOmaHZa renice WCNOMb3yeTCA 4/1A WM3MEHEHMA NPUOPUTETOB
BbIMO/IHAIOLIMXCA MNpoLeccoB. HoBoe 3HayeHWe npuopuTeTa 33aJaeTcA  YMCA0BOM
KOHCTaHTOM priority, KOTOpada MOXeT NPUHMMaTb 3Ha4YeHWA B AmanasoHe oT -20 go +20.
HenpusmnnernpoBaHHble NOb30BATE/IM MOTYT YCTaHOBUTb 3HAYEHME NPMOPUTETA TONBKO B
npegenax 0-20, B TO BpemMA KaK A4 CUCTEMHOIO agMUHWUCTPATopa ZAOCTyneH BeCb
Ananas3oH. Hanbonee TMNMYHLIMM 3HAYEHMAMU ABNAIOTCA cneayrowme: 19 — npoueccol
BbIMO/IHAIOTCA TO/IbKO B C/ly4ae OTCYTCTBMA Y NpoLueccopa cnewHon paboTbl; O — 6a308bIN
NPUOPUTET PABHOMPABHbIX MPOLLECCOB, BbIMOJHAOWMXCA MO YNpPaBJeHMEM AMCNeTYep];
oTpuUATENbHOE 3HaYeHMe — ANA BbINOJAHEHMA Hanbonee crnelHbiXx M 6e3oTaaraTenbHbIX
paboT.

Onucanue nHtepdenca kill

MMA: kill — nocblnaeT CUrHaa npoueccy WAM BbIBOAWUT CMUCOK ZOMYCTUMbIX
CMIHaNOoB.

OB30P:

kill [-s CUT'HAJI | -CHMT'HAJI] PID...
kill -1 [CUTHAJ]...
kill -t [CUTHAJ]...

OMWCAHWME: nocblnaeT curHan npoueccy WAM BbIBOAUT CMMCOK  AOMYCTUMbIX
CUIHANOB.

AprymeHTbl, o0bA3aTenbHble ANA  MNOMAHbIX BapMaHTOB  OMNUMK,  ABAAIOTCA
00A3aTENbHbIMM TaKXKe N ANA KPAaTKMX BAPMAHTOB:

— -s, —--signal=CUTHAJI, -CUT'HAJI— MMA MU HOMEP MOCbIZIAEMOTO CUIHANA;
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— -1, --list — BbIBECTM WMMEHa CUIHANOB WAM BbIBECTU MMA CUTHANA,
COOTBETCTBYHOLLEE HOMEPY, N HA0OOpPOT;

— -t, —--table— BbIBECTM MHPOPMALMIO O CUrHAMNAX B BUAE TabaunLpbl;

— ——help — BbIBECTU CNPaABKY M 3aBepLINTbL PaboTy;

— —-version — BbIBECTM MHOPMALMIO O BEPCUM 1 3aBEPLLNTL PaboTy.

CUTHAN: moxeT yKasbiBaTbCs B BMAE UmeHu (Hanpumep, «HUP») man Homepa
(Hanpumep, «1»). Tak¥Ke B KayecTBe CMrHana MOMHO YKasblBaTb K04 BbiX0Za, KOTOPLIM
Nporpamma A0MKHa COODLNTL CUCTEME NPW 3aBEPLIEHNMN.

PID — umcnoBol umaeHTUPUMKaATOp npouecca. Ecam ymcno oTpuuaTenbHoe, OHO
onpeaendaet rpynny npouecca.

OnucaHue uHTepdeitca /etc/security/limits.conf

NMA: dainn orpaHnU4YeHna pecypcos.

®OPMAT: rpynna/nonb3oBaTesib IMMUT (SKECTKUI/MATKNI) NapameTp 3HaYeHue.

ONMMCAHWE NMAPAMETPOB:

— core —pa3mep core ¢annos (Kb);

— data — MaKCMMa/bHbIM pa3mep AaHHbIX (KB);

— fsize —MaKCUManbHbIN pasmep dparina (Kb);

— memlock — MaKCMMaibHOe 3ab10KMpPOBaHHOE aapecHoe NpocTpaHcTBo (KB);

— nofile — MaKCMMa/iIbHOE KOMYECTBO OTKPbITbIX GalnoB;

— rss — MaKCUManbHbIN pasMmep NamaTh Ana peanaeHT-nporpamm (Kb);

— stack — MaKCMMabHbIN pa3mep cTeka (KB);

— cpu — MakcMMasbHoe npoueccopHoe Bpems (MIN);

— nproc — MaKCMMa/ibHOE KOJINYeCTBO NPOLECCOB;

— as — OrpaHWYeHMe aapecHoOro npoctpaHcTea (Kb);

— maxlogins — MaKCMMabHOE YMCN0 OAHOBPEMEHHbIX PErNCTPALMIA B CUCTEME;

— maxsyslogins — MaKCMMa/ibHOE KONMYECTBO YYETHbIX 3aMMCEN;

— priority— NPUOPUTET 3anNyLLEHHbIX MPOLLECCOB;

— locks — MaKCMMa/ibHOE KOM4YecTBO GainnoB, HAOKMPYEMbIX NONb30BATENEM;

— sigpending — MaKCMMa/ibHOE KONIMYECTBO CMIHAMN0B, KOTOPble MOXHO NepeaaTb
npoLieccy;

— msgqueue — MAKCMManbHbIA pasmep namat ans odepeam POSIX coobuuieHmi
(bytes);

— nice — MaKCMMabHbIM MPUOPUTET, KOTOPbIM MOXHO BbiCTaBUTb: [-20, 19];

— rtprio— MaKCMMa/bHbIM NPUOPUTET BPEMEHMW BbINMONHEHMA.
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[MPUNOXKEHUE 3

OnucaHue nHTepdeinca wipe

NCMNO/Tb30OBAHWME: wipe [onunun] pannbl.

onunm:

— —a — NPepbIBAET NPU OLLINDKE;

— -b <buffer-size-1g2> — YCTaHaBNMBAET pa3mep WHAMBMAYyaNbHOro bydepa
BBO/1a/BblBO/A, YKa3aB ero norapudm no OoCHOBaHMIO ABa. MoryT ObiTb BblaeneHbl [0
TpmAauaTu aTnx bydepos;

— —c —CoBeplwaeT chmod () Ha 3alMLULEHHbIX OT 3anucK dannax;

— -D— cneayeT CUMBOJIMYECKUM CCbIKaM (KOHIUKTYET C —1);

— —e — WCNO/b3yeT TOYHbIN pa3mep dairna: He OKpyrnAeT pasmep danna ana
CTUPaHMA BO3MOXHOIO Mycopa, OCTatolerocs Ha nocneaHem 6/10Ke;

— —f — dopcupyeT, T.e. He 3anpallnMBaeT NOATBEPKAEHNS;

— —-F —He CcTUpaeT uMeHa Gpannos;

— —h — NOKa3bIBAET CNpPaBKy;

— —i — MHPOPMATUBHbIN (BepOanbHbIN) PEKUM;

— -k — COXpaHseT pannbl, T. e. Nocae nepe3anmcn Gannbl He yaanaroTCa;

— -1 <pgmmuHa>-—YCTaHaBAMBaET AJIMHY CTUPAHUNA Ha <oyunHy > 6alToB, roe <mgjamHa>
3TO LUEeNoe 4YuUcno, 3a KOTOpbIM cneayeT K (Kilo:1024), M (Mega:K"2) WM
G (Giga:K"3);

— -M (1|r) —YyCTaHaBAMBAET aArOPUTM PRNG A4 3ano/HeHns 6N0KOB (M nopaaKa
NPOX0/08);

— 1 — ncnonb3yeT BbI30B OUHANOTEKN random () ;

— a— NCNONb3YET a/IFOPUTM LLIl/Id)pOBaHVIFI arcfour,

— -0 <coeur> — YCTaHaB/IMBAET CABUTI OYUCTKM Ha <coBmur>, rge <cosmur> MMeeT
TOT e GopmarT, YTO U <mymHa >,

— -P <mpoxomer> — YCTaHaB/MBAET KOAMYECTBO MPOXOA0B ANA OYMCTKM MMEHM
danna. Mo ymonyaHuto ato 1;

— -Q <xosmuecTBO> — YCTAaHAB/AMBAET KOJIMYECTBO MPOXOAO0B AN ObICTPOM

O4YUNCTKN,
— -qgq— 6b|CTpaF| O4YNCTKa, MeHee 6e30ﬂaCHaFI, Nno YMOYaHNIO 4 Cﬂy‘-lal\/lleIX npoxoaa,
— —-r — pPeKypcna no narkam, nepexon nno CUMBOJIMYHECKMM  CCblIJIKaM
OCYLEeCTB/IATLCA HE 6y,qu;
— -R — YyCTaHaB/AUBaeT yCTpOlzCTBO paHOOMWN3aU NN (l/lfll/l KOMaHAYy CHnAOoB

paHAoOMM3aUMK -S c);
— -s—(r|c|p)—MeToa paHAOMM3ALMUM CUAOB;
— r — CYUTBIBAET C YCTPOMNCTBA PaHAOMMU3ALMM (HAAEKHO);
— ¢ — CYWUTBIBAET U3 BbIBOAA KOMAHAbI PaHAOMMU3ALMU CUAOB;
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— p—uncnonb3yeT pid (), clock () U T.A4. (Camblit cnabblin BApUaHT);

— —s — TUXMI PEXUM — NOAABNATL BECb BbIBO;

— -T <noneTkM> — YCTaHaB/IMBAET MAaKCMMabHOE YMCN0 NOMbITOK A5 CBOHOAHOIO
NOMCKa MMeHM daintna; No ymondaHuto ato 10;

— —v — oTobpaxkaeT nHGopMaLMIO O BEPCUM;

— -7 — He CTUpaeT uma Gpanna;

—-X <upcyio> — MNPOMyCKaeT YMUC/MO NPOXoAoB (MONE3HO A4 MNPOAO/IHKEHMS
onepauym OYNCTKM);

— -x <passl,pass2,...>—334aeT o4yepeb NPOXOI0B.

PykoBoACTBO No wipe

NMA: wipe — be3onacHoe cTupaHune pannos.

OB30P: wipe [omumu] pathl path2 ... pathn

ONMUCAHWME: wipe HECKONbKO pa3 MnepesanuncbiBaeT CrneunasibHble naTTepHbl Ha
yAansemblin Gaitn, ncnonb3ys BbI30B fsync () U/WMAKM O SYNC OUT ANA NPUHYAUTENbHOrO
noCcTyna K AWcKy. B HopmanbHOM pexkmme mcnonbaytotca 34 obpasua (M3 KoTopbix 8
ABNAOTCA PaHAOMHbIMK). HopmManbHbin pexxum genaet 35 npoxonos (0-34). BbicTpbii
PEXMM MO3BONSET MCMNONb30BaTb TONbKO 4 MPOXoAa C PaHAOMHbIMKU MATTEPHAMMW, YTO
HaMHOro meHee 6e3onacHo.

KypHannpyemble ®OC, Takme Kak Ext3, Ext4d wmam ReiserFS, umcnonb3ytotca no
YMONIYaHWIO. Ha HWMX OTCYTCTBYIOT MPOrpammbl YAaNeHWUA, KOTOPble MOMYT HaAeXHO
3a4MCTUTb Qaibl, MOCKONbKY YYBCTBUTE/bHbIE AaHHblE W MeTaZaHHble MOryT ObiTb
3anmncaHbl B *KYPHa/, K KOTOPOMY CIOXKHO MNOYYUTb AOCTYM.

Ctnpanume Ha NFC nnu Ha kypHannpyembix OC (ReiserFS n T.4.) He byaeT paboTaTs,
NO3TOMY PEKOMEHAYETCA BbI3bIBATb wipe HAMPAMYO Ha COOTBETCTBYOLLee Hao4YHOEe MY ¢
COOTBETCTBYHLLMMM ONLUAMM.

BHUMAHMWE! BbinonHATL BbI30B wipe HAaNpPAMYHO Ha COOTBETCTBYOLLEee B1o4Hoe MY
C COOTBETCTBYHOLWMMM  OMUMAMM  PEKOMEHAYeTCA TO/NbKO B  C/Ay4ae  KpanHen
HEeobX0AMMOCTH.

[anee cneayeT 3aJaTb MNpPaBW/bHble OMUMKM, B YACTHOCTU: HE PEKOMEHAYeTCs
CTMPaTb LENblA KeCcTKM Auck (wipe -kD /dev/hda), T.K. 3TO YHUYTOMXMUT [NaBHYHO
3arpy3oyHyto 3anuce. MNpeanoyTutenbHa O4YUCTKA pas3aenos (wipe -kD /dev/hda2) npu
YCNI0BMW CO34aHMA pe3epBHbIX KOMMA BCEX AAHHbIX.

OnuUMM KOMAHIHOW CTPOKM:

— £ (PopcHMpOBaHHO; OTKAOUYMTL 3aNPOC NOATBEPKAEHMA) — MO YMONYAHUIO wipe
3anpallMBaeT MOATBEPXKAEHME C YKa3aHMEM KONMYECTBA PEryAApHbIX M CheumanbHbIX
dalnoB M ManokK, yKasaHHbIX B KOMaHAHOM cTpoke. Ans noATBep)KAeHWs Heobxoammo
BBECTW «yes», ANA OTMeHbl — «no». lNpeaycMoTpeHa BO3MOMKHOCTb OTK/IKOYUTL 3anpoc
noATBEPKAEHMA onumen —f;

— r (peKkypcMBHO B Noanankax) — NO3BOAAET yAaAUTb BCe AepeBO nanok. [Mepexon
MO CUMBOJIMYECKMM CCbIZIKAM HE OCYLLECTBANAETCS;
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— ¢ (chmod, ecnnm Heobxoaum) — ecnm Ha Garn MAM Nanky ANA CTUpPaHMA He
YyCTaHOB/EHbI NpaBa 3anucK, byaeT caenaH chmod ANA YCTaHOBKU Pa3peLleHn;

— i (MHPOPMaLMOHHbI, BepbanbHbI PEXUM) — AN BKAOYEHMA BbIBOAA OTYETOB B
CTaHZAPTHbIM BbIBOA, (stdout). [0 yMONYaHMIO BCe AaHHbIe 3aNMMCbIBAtOTCA B CTAHAAPTHbIN
BbIBOJ, OWMOOK (stderr);

— s (VXM pexum) — NoAaBNAKOTCA BCe COODOLIEHMSA, KPOMe 3anpocos
NOATBEPKAEHMA N COODLIEHNI OINOOK;

— g (bbICTpOe CcTMpaHKe) — B Cayvae MCNONb30BaHMA AAHHOW CTaauN wipe Oyaet
nenatb (N0 yMon4YaHWio) TONbKO 4 NPoOXoaa, 3anucbiBasa C/yyalHble AaHHbIe, Ha KaxKabli
dann;

— Q <KO/IMYECTBO-NPOX0OA0B> — YCTaHaBAMBAET KOIMYECTBO NPOXOA0B A15 ObICTPOM
OYUCTKK, NO yMoNYaHuto 4. [laHHaa onuuma TpebyeT -g;

— a (ocTaHOBWUTL Mpu OWKBKe) — nNporpamma BbIMAET C EXIT FAILURE Npw
BO3HWMKHOBEHUW HedaTaIbHON OLINOKY;

— R (YCTAHOBWUTb YCTPOMCTBO reHepaummn CayvarHbIX Ynmcen Mam KomaHay cuaos
PAaHAOMHbIX AaHHbIX) — AAHHOW onuyuen, KoTopas TpebyeT aprymeHTa, BO3MOXKHO YKa3aTb
aNbTepPHATMBY YCTPOMUCTBY /dev/random WAM KOMaHAY, CTaHAAPTHbIN BbIBOA, KOTOPOW
byaeT xewmnpoBaH C mcnonb3oBaHnem MD5-xewa. ITO pa3nmyme MOXKeT ObiTb cAenaHo
onuunen -s;

— S (meTon, cnyyarHbIX CMAO0B) — AaHHAA ONUMSA NMPUHUMAET OAHOCMMBO/bHbIN
aprymeHT, onpeaenatoLnin, Kak MCNoAb3yeTca YCTPOUCTBO PaHA0MM3aLMN/apryMeHT cnaos
paHAOMM3aUMN. YCTPOMCTBOM PaHA0MM3ALMM MO YMONYAHWUIO ABASETCA /dev/random. Ero
MOHO YCTaHOBMUTb, MCMOb3YyA ONUMIO —R.

OAHOCMMBO/IbHbIMM apPryMeHTaMM MOTYT ABNATHCA:

—r — ecan Heobxoaumo, 4YTOObl apryMeHT WMHTEPNPEeTMpoBancA Kak obbl4HOEe
dalinoBoe/cMMBONbHOE YCTPOMCTBO. byaeT paboTaTb C /dev/random, TaKXKe AO/KEH
paboTatb ¢ FIFO 1 noaobHbIm;

— c — ecAn HeobxoaMMo, YTODObl apryMeHT BbIMOMHANACA Kak KOMaHAaa. BbiBoa w3
KOMaHAbl OyaeT XewwupoBaH C MCNOAb30oBaHWem anroputma MD5 ana obecneyeHus
Tpebyemoro cnaga;

— p—€eCAn HeobxoAMMO, YTObbI wipe MOAyYana CUAbl XELWMPOBAHNEM NEPEMEHHbIX
OKpYKeHMA, TeKylen aatel U BpemeHu, |ID npoueccoB M T.4. (apryMeHT yCTpOMCTBA
PaHAOMM3aUMM He NCNOob3yeTcd). ITO HauMeHee He30MacHo;

—M (BblOpaTb aNropuTM reHepauMm MCeBAOCAYYaMHbIX 4YMCen) — BO Bpemsa
CNy4YalHbIX NPOXOA0B wipe Nepe3anmcbiBaeT LeseBble Galibl TOTOKOM OUMHAPHbBIX AaHHbIX,
CO3aHHbIX CAeayWMMMU aATOPUTMaMM Mo BbIGOPY:

e | — OyaeT ucnonb3oBaTb (B 3aBUCMMOCTM OT CUCTEMbl MOb30BaATENS)
nceBaopaHAOMHY0 bubnmnoteky reHepatopa random() mam rand(). Cheayet obpaTnTb
BHUMaHME, 4YTO Ha OonbwumHcTBe cuctem rand() npeactasnaet coboil NUHENHbLIN
KOHIPY3HTHbIN reHepaTop, KOTOPbIM ABAAETCA KpanHe cnabbim. Boibop aenaeTca Bo Bpems
KomnuanposaHua n onpegensetrca HAVE_ RANDOM;
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e 3 — OyaeT ucnonb3osaTb NOTOK Wmndpa Arcfour kak PRNG. Arcfour coBmectm
c wndpom RC4. 3T0 03HAYaET, YTO NPU TOM Ke Katove Arcfour sBNAeTcA B TOYHOCTU TaKUM
e NOTOKOM, Kak RC4;

e r — OyaeT ncnonb3osaTb cBexu anroputm RC6 kak PRNG; RC6 oTtnmpaeTtca
128-6MTHbIMK CUMOAMMK, 3aTemM HyneBon OI0K MHOIOKpPaTHO 3allMPpOoBbIBAETCA ANA
Noy4YeHMA NCeBAOC/Y4aMHOro NOTOKa. ITO AOIKHO ObITb OTHOCUTENNbHO He3onacHo. RC6
¢ 20 Kpyramu megneHHee, yem random(), onuma komnunmposaHna WEAK _RC6 nossonsaet
Mcnonb3oBaTb Hosee bbicTpyto 4-Kpyrosyto Bepcmto RC6. [Ana nonyvyeHna BO3IMOMKHOCTM
ncnonb3osatb RC6 wipe aonxeH ObiTb CKOMNUMAMPOBAH C yKa3zaHHbIM ENABLE RCK; B

Makefile npuBeaeHbl NnpeaynpexaeHma No NateHTHbIM BOMPOCaM.
Bo Bcex cnyvaax PRNG pacnpocTpaHAaeTca ¢ AaHHbIMKU, CODPaHHbIMK M3 YCTPOMCTBA
PaHAOMMU3AUMMN:

— | <gnnHa> — BBMAY BO3MOMKHOTO Ha/IMYMA HEKOTOPbIX Npobiem B onpeaeneHnm
[EeNCcTBUTENbHOrO pasmepa 0/104HOro YCTPOMCTBA (T.K. HEKOTOpPbIE YCTPOMCTBA HE MMEKOT
OMKCMPOBAHHOIO pa3mepa, Hanpumep, AMCKETbl WUAM KacCeTbl) MOXKeT noTpeboBaTbCs
yKa3aTb pa3mep YCTPOMCTBA BPYYHYO. <A/IMHA> — eMKOCTb MY, BbipakeHHasa B uncae 6anT.
Mo»HO wuncnonb3zoBaTb K (KMno) Ans yKasaHua ymHoxeHua Ha 1024, M (mera) ans
BbIparkeHUs yMHoKeHus Ha 1048576, G (rura) ana ymHoxeHua Ha 1073741824 v b (6510k)
ANA YMHOXEHMA Ha 512:

1024 = 2b = 1K;
20K33 = 20480+33 = 20513;
114M32K = 114*1024*1024+32*1024.

— <cmemr>— N03BOAET YKa3aTb CABUI BHYTPU CTMpaemoro ¢aina Mam yCcTponcTaa.
CUHTaKCUC <coeura> TaKOW e, Kak U ANnA onumm -1;

—e — MCNONb3yeT TOYHbIM pa3mep dalna: He OKpyrnATb pa3mep danna anda
CTUPaHMA OCTaBLUErocA mycopa B nocneaHem 6/10Ke;

— Z — He CTMpaeT pa3mepbl PainioB NOBTOPHbIM YMeHbLUeHNEM BABOe $alnN0BOro
pa3mepa. [JaHHble NONbITKM NPeanpPUHMMAOTCA TONbKO Ha 0ObIYHbIX dainax, T. e. onums
becnonesHa NpW MCNONb30BAaHUM wipe AONR OYUCTKM OJ0YHOrO WMAM CHeumanbHOro
YCTPOMCTBA;

- X <umcymo> — MPOMNYyCKaeT 3aaHHOe 4YMCNO npoxoaoB. [lonesHo ana
NPOAO/IKEHMA OYMCTKM C 3a[aHHOM TOYKM, HaNpumep, Koraa npu o4mcTke 60/bLIoro
ANCKa HeobxoaMMOo NpepBaTb onepaumto. MicnonbsyeTtca ¢ -x;

— x <passl>,..,<pass35> — YyKa3blBaeT NopAAOK npoxoaoB. Koraa wipe
npepbiBaeTcs, OHa OyaeT neyataTb TeKyLyto, BbIOPaAHHYK Ccay4anMHbiM 06pa3om,
nepmMyTaLUMio NopsaaKa Npoxoda M HOMepa MNpoxoda B KavyeCcTBe COOTBETCTBYHOLUMX
aprymeHTOB -X U -X;
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— F — He cTupaeT umeHa ¢parnos. ObbIYHO wipe NbITAETCA CKPbITb MMeHa $ainnos,
NepenmmMeHOoBbIBaA MX; 3TO HE rapaHTUPYET, YTO PU3MYECKOE PACTOOKEHME, COAEPKaLlee
CTapble uMeHa dannos, OyaeT nepesanucaHo. [locne nepemmeHoBaHMAa dakna
eMHCTBEHHbIM crnocobom ybeamTbcA, 4YTO MMA UM3MEHeHo, ABnsaeTca dusnyeckoe
OCYLLECTBNIEHME BbI30Ba sync (), KOTOPbI BbIMbIBAET AMCKOBbIE K3l OC, B TO Bpems
Kak Ana [0DaBneHWA M 3anMcu K3Wa MOXeT MCNoab3oBaTbCA OUT O SYNC AnA
CMHXPOHM3aLUMM BBOAA/BbIBOAA ANA oAHOro daina. T.K. sync () MeANEHHbIW, BbI30B
sync () MNOCNe KaXAoro nepemMmMeHOBaHMA AeflaeT OYUCTKY MMeH (aiaoB TaKxkKe
MeaNEeHHOM;

— k — coxpaHseT dalnbl: He yaanaeT dannbl nocne nx nepesanmcu. NonesHo npu
HEODOXOAMMOCTN CTEepeTb YCTPOMCTBO, COXPaHMB MNpPK 3TOM ChneunanbHbin - damnn
yCTpoMcTBa. OTO NoApa3ymMeBaeT -F;

- D — cneayeT CMMBOJIMYECKMM CCbIZIKAM: MO YMONYAHWUIO wipe HMKOrAa He
cneayet CUMBOAMYECKMM CCbinkam. OAHAKOo, ecan Obia yKasaH -D, wipe COracuTCA Ha
CTUpaHMe Uenen, Ha KOTopble YKa3blBAlOT CUMBOIMYECKUE CCbINKM. HEBO3MOMKHO
OZIHOBPEMEHHO yKa3aTb ONuUMK -D N —r (perypcua);

— v — NOKa3blBaeT NHOOPMALMIO O BEPCUM M BbIXOA,;

—h — NOKa3bIBaeT CNPaBKy.

ANl no ymonuaHuio ncnonbayetca /dev/random B KayecTse cuaa (MCTOUHMKA)
reHepaTopa NCeBA0C/NYy4YanHbIX Ymcen.

MEPEMEHHbIE OKPYXEHWNA

Ecnn yctaHoBNeHa WIPE SEEDPIPE, wipe OyAeT BbINOMHATL YKa3aHHYO B Hel
KOMaHay (Mcnonb3ya popen()), XeWWPOBaTb BbIBOA, KOMaHAbl C aAropuTMOM MD5
message-digest Ana nonydyeHunsa 128-butHoro cuaa ans PRNG. Hanpumep, Ha cuctemax ¢
OTCYTCTBYHOLLEM YCTPONCTBOM /dev/random 3Ta NepemMeHHan A0/ KHa bbiTb yCTaHOB/EHA
B /etc/profile B CLeHapuit 0600YKM, COAEPKALLMN PA3ANYHbIE KOMAH/bI, TaKMe KaK
ls, ps, who, last WT.A., KOTOPble 3aMNyCKAOTCA aCUHXPOHHO, YTOObI NOYYUTb BbIBOA,
HACKO/IbKO BO3MOXHO MeHee NpeackasyemMbiM.

Mpumepsbl 3anycka wipe

Cnepytollaa KOMaHAa PEeKYPCUMBHO (-r) YAAAUT BCe B Mamnke private, NpuM 3TOM
BKOYEHO NPUHYAMTENbHOE YAANEHWNE U OTKIOYEH 3aNpoC NOATBEPKAEHUA (—£), MOKa3aH
nporpecc npoLecca yaaneHns (-i):

wipe -rfi private/*

Yoanutb  Kaxabih - pain M Kaxkayto  nanky  (onums -r) B nanke
/home/berke/plaintext/, a TaK}Ke CaMy Nanky /home/berke/plaintext/




175
AIAMI.10034-02 91 01

Ob6bliyHble danabl byayT yaaneHbl B 34 npoxoaa, U nUx pasmep byaeT ymeHbllaTbCA
BABOE C/y4aMHOe Koam4yecTBO pa3. CneumanbHbix ¢GanaoB (CMMBOAbHbLIX M BAOYHBIX
yctponcTts, FIFO) He byaeT. Bce anemeHTbl nanku (Gannsl, cneuyansHblie Garnbl U Nankm)
byayt nepemmeHoBaHbl 10 pa3s M 3atem yaaneHbl. dNeMeHTbl C HenoAxXoAALLMMM
paspelleHammn ByayT BbINONHATL chmod () (onuma -c). Bce ykasaHHble onepaumn dyayT
nponcxoauTb 6e3 NoATBEPKAEHMA NOAb30BaTENA (ONUMA —f):

wipe -rcf /home/berke/plaintext/

BnoyHoe ycTponcTBO /dev/hda3 COOTBETCTBYET 3 pasdeny rnaBHOro AMCKa Ha
nepsmyHom IDE nHTepdeice, koTopoe ByaeT yaaneHo B 6bICTPOM pexmnme (onuma -q), T.e.
4 cny4anmHbIMM NPOXoAamun. MIHOEKCHbIe AeCKPUNTOPbI He ByayT NnepermmMeHOoBbIBATLCA UK
yaanatbca (onuma k). Mepes 3anyckom nporpamma noTpebyeT BBECTU «yesy:

wipe -kg /dev/hda3

[MOCKONbKY wipe HMKOrAa He caedyeT No CMMBOJIbHBIM CCbI/IKAM, €C/IN HET ABHOTO
yKaszaHusa, npu HeobXxoAMMOCTM yAanuTb /dev/floppy, KOTOPbIA MOXET OKa3aTbCH
CMMBOJ/IbHOW CCbINKOM /dev/£d0ul440, noTpebyeTca yKkasaTb onumto -D. Mepes 3anyckom
nporpaMmma notpebyeT BBECTU Kyesy:

wipe -kgD /dev/floppy

B naHHOM c/lyyYae wipe PEKYPCUMBHO (ONUMA —r) YHUUTOXKUT BCE B /var/log, KpOMe
/var/log. [lporpamma He ByaeT NblTaTbCA BbINONHUTL chmod (). OHa byaeT BepbanbHOM
(onuma -i) n He NOTpebyeT BBECTU «yes» B pe3ybTaTe onuum —£:

wipe -rfi >wipe.log /var/log/*
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JIUCT PEFUCTPALUMU USMEHEHUM

Homep 3aMeHeHHble Bcero NoeHTudukatop
BEpcUmn JINCTbI JIMCTOB | [OOKYMEHTa OCHOBAHMA
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