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AHHOTALNA

HacToAawmin OOKYMEHT ABNAETCA BTOPOM YacTbio PYKOBOACTBA pa3paboTymka
noacuctembl  Cepsuc ysegomnenuin (MCY), BxoAAWMN B COCTaB MNPUKAALHOTO
nporpammHoro obecnedenunsa «Aspopa LleHTp» (nanee — MMNO) penns 5.3.0.

NMPUMEYAHUA:

v’ NMoapobHasa MHGopMaLmMs 0 cocTase 1 HasHadeHuu M0, a TakKe TpeboBaHMsA K
YC/NIOBMAM BbIMOIHEHWUA NPMUBEAEHbI B lIOKYMeHTe «PyKOBOACTBO aIMUHMCTPATOPAY;

v MoapobHad uWHPopmauma o6 0CoBEeHHOCTAX Pe3epBHOro  KOoMMpoBaHMA
npuBeaeHa B OKYMeHTe «PekomeHaaumnmn no pesepBHOMY KONMMPOBAHMIOY.

HacToAaWwmMin AOKYMEHT COAEPHMT MHCTPYKUMN ANA pa3paboTymKa NPUNOKEHNN,
BbINONHAOWMX OTNPABKY push-yBeAOMANEHUM Ha YCTPOMCTBA, QYHKLMOHUpPYHOLWME Noa,

ynpasaeHnem onepaumoHHon cuctemsbl (OC) Android.




— "] OTKPbITAS

PykoBoACTBO pa3paboTymka. YacTb 2 _J HRE#'&JSEQQ
COLEPHAHUE
1. OBLLAA MHOOPMALMA .oovviieeiiie ettt e et ste ettt e e st e e e st e e et e e e asta e e e ass e e e e tae e e ssaeeestaeeennseeeennes 4
1.1, JIMUEH3NOHHOE COMTMALUEHME .. a e 4
1.2. MonyyeHne goctyna Kk TectoBomy Cepsepy NPUAOKEHUN TTICY ...oviviiiieiiiieiiiee e, 5
1.3. Pabota c TectoBbiM CepBePOM MPUAOKEHUM TTCY ..oiiiiiiiiiiiiiiiiie e, 6
2. OMUCAHME PABOTDBI c.vvviiiieeiiiiee e et e et e ettt e e e e et e e e et e e e e ettt e e e e e eetaaeee e 8
2.1. Pa3paBOTKA MPUITOMKEHMA c.eveeeeiiiiiee e e et e e et e e e e et e et e e ettt e e e e ettt e e e e e eaaraee s 8
2.1.1. NobasneHune Aurora Center Services SDK B npoeKT ANdroid.......ccccveeeeveivveeeeceennn.. 8
2.1.2. Tlony4yeHme PernCTPaLMOHHOIO TOKEHA ..ocoiieeei e 9
2.1.3. TECTOBOE COODLUEHME ...t ittt e e e e e e 9
2.1.4. TIPUMEP TECTOBOIO MPUMTOMKEHMA cooieieeei e 12
2.2. OTNPABKA PUSN-YBEAOMMEHMM ...t 12
2.2.1. 3aNpPOC TOKEHA @BTOPUBALUMM .. e 13
2.2.2. TIoANUCb TOKEHA @BTOPMUBALUMM e 15
2.2.3. ONPaBKa PUSN-YBEAOMMEHMM ....cccoeurveeeeeeiiiee e e, 16
2.2.4. TonyyeHne nHGopMaLUMm 0 NPOEKTE PUSh-YBEAOMAEHUM ...ovveeeeiceiieeeeeiiieeeeen, 19
2.2.5. PeKomeHOauUMM NCNO/Tb30BAHMA 3AMPOCA ..ccceeeeeeeeeeeeeeeeeeeeeeeeeee e 23
2.2.6. ABTOMATMYECKaa CMEHa K/to4a 6€30MaCHOCTM MPOEKT ...ccvvuvreeeeeerireeeeeerreeeeeeene, 23
2.3. MNpumep Koaa cepBepa BHELIHETO MPUITOMKEHMM ..ooeeeeee i, 28
2.3.1. KoA HAa A3bIKE PYTNON oo, 28
[lepeyeHb TEPMUHOB M CORKPALLEHMM ...vvveeee e et e e 29




— "1 OTOKPbITAFI
PykoBoACTBO pa3paboTtumka. Yactb 2 ' ".—,"nﬂ'ﬂg,';'ﬁﬂ

1. ObLWAA NHO®OPMALINA

Echrv Ha MOMEHT oOTnpaBkM push-yBeAOMAEHMA YCTPOMCTBO HeAOCTYMHO,
NPUNOXKEHWE NONYYUT push-yBegoMaeHWe Nocae NOAKAOYEHMA K ceTn, obecnevmBatoLLen
noctyn kK Cepsepy npunoxenmin MCY.

Ona wncnonb3oBaHMA push-yBeAOMNeHMIA B CBOMX cuCTeMax pa3paboTymkam
HeobxoaMMo pacWMpnTb QYHKUMOHANBbHOCTb MPUIOKEHUM W CcepBepa BHELHero
NPUNOXKEHNA, OTNPABAAIOLLErO push-yBegoOMAeHWA.

NMPUMEYAHMUE. He pekomeHayeTcA C NTOMOLLbO push-yBe4OMAEHMA OCYLLECTBAATD
nepenayvyy KOHPUAEHLUMANBHON N YyBCTBUTENbHOM MHOOPMALMM B HE3ALWMLULEHHbIX CETAX,
T.K. MPOTOKON B3aMmoaencTema yctponctea c Cepsepom npunoxeHun TICY He
noApa3symeBaeT nepeaady KoHPUAEeHUMANbHOM MHPOPMaLMN.

Mpwn pa3paboTKke NPUNOKEHWIN AOCTYNHO NOAKAOYEHME K TECTOBOMY CEpPBEpPY ANA

TECTMPOBAHMA QYHKUMOHANbHOCTK push-yBeaoMNEHWIA.
1.1. /lnueH3nOoHHOE cornaweHme

MporpammHoe obecneveHue (MO) Aurora Center Services SDK aBnaetcs
MHTEeNNeKkTyanbHo cobctBeHHOCTbio OO0 «OTKpbiTaa MobWAbHaA nnatbopma» W
NMLEH3MpPyeTCca Ha ocHoBe JIMUEH3MOHHOrO COrNaleHnA C KOHEeYHbIM MO0/b30BaTeENEM
(EULA).

JINueH3NMoHHOe  cOornalleHne C  KOHEeYHbIM  MNo/Ab30BaTeNemM  ABAAETCA
NPUNOXKEHNEM K HacToAlleMy PykoBoacCTBY pa3paboTyMKa M pacnonaraeTca no agpecy:

https://maven.omp.ru/repository/filestorage/sdk/EULA.



https://maven.omp.ru/repository/filestorage/sdk/EULA%20Aurora%20Center%20Services%20SDK.txt
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1.2. Nonyvyenune goctyna K Tectosomy Cepsepy npunoxenumn MCy

MPUMEYAHWUE. [Ina TecTMpoOBaHMA cepBepa BHELIHEro MPUIOMXKEHMSA, KOTOPbLIN
oTnpaBaAeT push-yBeAOMAEHUA, U MPUNOKEHMA, KOTOPOE NoyYaeT push-yBeaomneHus,
HeobxoaMMO MCNONb30BaTb TeCcToBbIN CepBep NpuaoxeHun MNCY.

[nsa nonyyeHmAa HacTpoek NogKkatoveHnA K Tectosomy Cepsepy npuaokenunin MNCy
HeobxoanMmo 0bpaTnTbcAa K AammHucTpaTopy Aspopa LleHTp 1 noayumnTb agpec 1 nopT, a
TakKe ¢pann c HacTponkamm Cepsepa npuaoxeHnin NCY n HaCTPOMKaAMM MPUNOKEHUN.

HacTponkn HeobxoAMMO yKas3aTb B KOHPUrypauum cepBepa BHELWHero
NPUNOMKEHMA, KOTOPbLIN NOCAE NPOXOXKAEHMNA ayTEHTUOUKALMN NONYYaeT TOKEH A0CTyNa m
oTnpasaaeT push-ysegomneHus yepes Cepsep npunoxeHmin MCY.

CnMCcOK HaCTpOEK ANA NOAKNOYEHMA CeEPBEPA BHELIHETO MPUAOXKEHNA K TECTOBOMY
Cepsepy npunoxkeHuin MNCY:

— project id — YHMKaAbHbIN NAEHTUOMKATOP NPOEKT];

— push public address - agpec TectoBoro Cepsepa npuaoxeHun MCY, Ha
KOTOpbIM ByayT OTNPaBAATLCA 3aMNpPOChl;

— api url - agpec APl tectosoro Cepsepa npunoxeHun MCY;

— client id - QaKKayHT y4yeTHOM 3anucu paspabotymka B [loacucteme
6e3onacHocTu (MB) TectoBoro Cepsepa npunoxerHunit MNCY, obbiyHO coBnaaaeT ¢ ID npoekTa;

— scopes — CMUCOK AENCTBUI, KOTOPbIE MOTYT BbITb Pa3peLleHbl MPUNOKEHMIO;

— audience - npeanonaraemblin NoTpebuTenb TOKEHA, KaK NPaBK/IO, 3TO CepBep
pecypcos (API), K NPUNOKEHNIO KOTOPOro HEOBXOAMMO NONYYUTb AOCTYM;

— token url — aApec nosiy4eHna TOKeHa aBTopM3aL MM 41A 3aMpoCcoB K TECTOBOMY
Cepsepy npunoxeHnn MCy;

— key id — uWAeHTUPMKATOP NPMBATHOrO Kato4a RSA gna nepegaym coobuieHnn
MeX/y CEPBEPOM BHELIHEro NpuaoxKeHus n Cepsepom npunoxenHuni rNcy;

— private key — TnNpuBaTHbIA Katod RSA ana nepefaun cOOBLEHUN mexxay
CepBepOM BHELWIHEero npuaoxeHuna wu TectoBbiM CepBepom npunoxeHun TCY.

PeKON\eH,ﬂ,aLI,MM Nno poTaunm NpmMBaATHONO K/IKO4a NMPOEKTa NnpmneBeaeHbl B M. 2.2.6.



https://aurora-partner-push-test.ompcloud.ru/
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ONna NpUAOXKEHMM AOCTYNHA HAaCTPOMKa CAeayoLMX NapaMeTPOB:

— application id — YHMKanbHbI WMAEHTUOUKATOP MPUNONKEHUIN, KOTOPLIN
Heobxoammo n06aBUTb B MPUNOKEHMUE;

— project id —YHUWKaNbHbIN NAEHTUOUKATOP NPOEKTA.

MPUMEYAHWE. Application id HEOBXOAMMO MCNONL30BATL AS1A PErncTpaumm 8
push-aemoHe Ha ycTporncTtse. KaxaomMy application id MOXeT COOTBETCTBOBATb TO/bKO

1 npunoxeHwue.

1.3. Paborta c TectoBbiMm CepBepom npunoxkenum MNCY

[Ona Toro, 4tobbl MCNONBL30BaTh B pa3paboTke TecToBbiM CepBep npunoxkerHui MNCY
ANA OTNPaBKKM push-yBegomMneHmin, Heob6XoANMMO BbIMONHUTbL CieAytolLmMe Waru:

1) YcTaHOBMTbL NpunoxkeHne «Apopa LLeHTp» Ha yCTPOMCTBO M aKTMBMPOBATL ErO
C MOMOLLbIO CKaHMpoBaHMA QR-KoAaa.

NMPUMEYAHMUE. Mpouecc yctaHOBKM npunoxkeHna «Aspopa LLleHTp» M akTMBaunm
YCTPOMCTBA MOKET ObITb BbINOAHEH AAMUHUCTPATOPOM lnaTPopMbl ynpaBaeHMs;

2) MonyunTtb AocTtyn K TectoBomy Cepsepy npunoxkeHnin NCy:

— HanpaBMTb 3anNpoc AAMUHUCTPATOPY MNnaThopmbl ynpaBaeHUs;

— MONYYUTb KAKOUM ANA AO0CTyna K TectoBomy Cepsepy npunoxerHunn MNCYy;

— WCMO/b30BaTb KAOYM NMPU B3aMMOAENCTBMM CEpPBEPa BHELWIHErO NPUIOKEHNA C
TectoBbiM CepBepom npuaoxKeHui MCy;

3) Co34aTb 1 YCTAaHOBUTb NPUAOKEHNE HA YCTPOMCTBE:

— nepefaTb B NPUAOXKEHWEe applicationId, MOAyYeHHbIM OT AOMMHUCTPATOPaA
MnaTdopMmbl yNpaBaeHus;

— 3aperncTpupoBaTbca B push-aemoHe C NMOMOLLbO applicationId, NOAyYnB B
OTBET Ha 3anpocC registrationId anda TectoBoro Cepsepa npunoxkerHnn MCy;

4) OpraHu3oBaTb Nepeaady push-yseaomneHunit cepsepa BHELWHETO NPUIOKEHNA

yepes TecToBbIM Cepep npuaoxeHun MCY:
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— nepefatb registrationId CepBepy BHELWHEro MNPUAOXKEHMA [OO0BEPEHHbIM
cnocobom OT MPUAOHKEHMA. ITO NO3BOUT CEPBEPY BHELIHEro MPUIOKEHMA OTNPABAATD
TapreTMpoBaHHbIe push-yBegoMAeHMA K CBOMM NPUNOKEHNAM Ha KOHKPETHOM YCTPOMCTBE;

— MNONYYUTb TOKEH A0CTyNa Ha TectoBom CepBepe npunoxeHuin MNCY yepes cepsep
BHELLUHEro NpuUaOXKeHNA;

— nepepfatb Yepes cepBep BHELWHEro NPUAOKEHMA push-yBeaAOMNEHNA, NCNOb3YA
TOKEH A0CTyNa U MAEHTUPUKATOP CBA3KM NPUIOKEHNE — YCTPOMCTBO registrationId.

Mpouecc perncTpaumm NpUAOKEHUM NpuBeaeH Ha pucyHKe (PucyHok 1).

MobunbHoe ycTpoucTBO Cepsep npunoxenus MNCY

MobunbHoe npunomeHme| |Cepsuc transport—apil |Cepaep MOOMNBHOr O NpUNOXeHus

i1 Perndrtpauus ycTponcTea ‘
E(Zch WHaf perucrpauvsa ‘
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA :

3 Peructpauua npunoxeuus c application_id ‘:
>

'
i
:
:4Peruchaunﬂ CBA3KN MPUNOXEHUs + YETPOACTBO |
'
|
'

! " ¢ application_id u device_id

I
ieouiciieuHan perucTpauna ¢ registrat LONELC NS :

'
16 YcnewHas peructpaums c registration_id
<

E( 8 Cratyc nepepauu registration_id '

|
:
| | !
1 7 Nepepaya registration_id | 1
!
!
¥
i

|Cepaep MOOUILHOr O MPUNOXEHUS

MobunbHoe npunoxexue Cepsuc transport-api

PucyHok 1
3anpoc Ha pPerucTpaumio NPUIOKEHUM OO0KEH NPOUCXOANTb MPWU KaXKAOM €ro
3anycKe, T.K. registrationId MMEET CPOK KM3HU, HE 3aBUCALLMIN OT NPUIOKEHUN.
NMPUMEYAHMUE. Mpwn nepexoae c Tectooro Cepsepa npuaoxkeHunit NCY Ha ocCHOBOW
HeobXxoAMMO NOAYYMTb HOBbIM MNPOEKT push-yBegomneHnn 1M no0H6aBUTbL ero B CBOe

NPUNOKEHME.



https://community.omprussia.ru/documentation/software_development/guides/push/server.html
https://aurora-partner-push-test.ompcloud.ru/
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2. ONNCAHUE PABQOTDI

2.1. Pa3pabotKa npuaorKeHus

2.1.1. [JobasneHue Aurora Center Services SDK B npoekT Android

Ona wnHTerpaumm npunoxenumsa ¢ Aurora Center Services SDK Heobxoammo
ncnonb3osatb Android Studio IDE n A3bik pa3paboTku Java.

HeobxoanMmo BbINOAHUTL Cleayolme Wwarn:

1) Monyuyntb npoekT B CepBurce yBeaoMIeHUI 0T AoMuUHUCTpaTopa Aspopa LeHTp
(cm. noppasaen 1.2). B pesynbTate byaeT nonyyeH applicationId;

2) 3anoOMHWUTb M COXPAHUTb MOJIYYEeHHbIN applicationId. OH nMoHazobuTca B
nanbHenwem npun nHTerpaumm ¢ Aurora Center Services SDK;

3) [J06aBnTb maven PenoO3NTOPUIM omp B Pai/l settings.gradle:

dependencyResolutionManagement
repositoriesMode.set (RepositoriesMode.FAIL ON PROJECT REPOS)
repositories {
google ()
mavenCentral ()
maven {
url "https://maven.omp.ru/repository/maven/"

4) [OobaBntb aurora-center-services-push B 3aBMCUMOCTH B

build.gradle/build.gradle.kts (B COOTBETCTBMM C HACTPOMKAMM NPOEKTA):

dependencies {

implementation " ru.omp.aurora-center-services:aurora-center-ser-
vices-push:1.1.5"

}
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2.1.2. TlonyyeHune perncTpaumoHHOro TOKeHa

YT0Obl MONYYUTb PErMCTPALMOHHBLIA TOKEH (registrationId), HeobxoaMmo
Bbl3BaTb MeTOo4, getToken Y PushSdk, nepegaB Context W applicationId,

NOMly4YEeHHbIN Bbilwe (cm. noapasaen 2.1.1):

PushSdk.getInstance () .getToken (getApplicationContext (), m appld)
.addOnCompletelistener (new OnCompletelListener () {
@Override
public void onComplete (@NonNull Task task) {
if (!'task.isSuccessful()) {
Log.w(TAG, "Fetching registration token
failed: " + task.getResult()):;
return;

}

String token = task.getResult();
Log.d (TAG, "token: " + token);

1)

2.1.3. TecTtoBoe cooblleHune

2.1.3.1. HacTpoWKun nonyy4eHma TeCTOBOro COODLEHNS
Y10bbl NPMHATHL TECTOBOE COODLLIEHNE, HEOBXOAMMO:

1) OTpenakTMpoBaTb MaHUPECT NPUNOKEHNS, 40OABUB CEKLMNIO service:

<service
android:name=".MyPushService"
android:enabled="true"
android:exported="false">
<intent-filter>
<action android:name="ru.omp.services.REGISTRATION STATUS" />
<action android:name="ru.omp.services.PUSH AVAILABLE" />
<action android:name="ru.omp.services.PUSH MESSAGES" />
</intent-filter>
</service>

2) YHacnepoBaTb Knacc Service (nepeonpenennB MetTos onMessageReceived):

public class MyPushService extends PushService {

@Override
public void onMessageReceived (PushMessage message) {
Log.d(TAG, "onMessageReceived: " + message.getMessage());

}
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MPUMEYAHUE. TMonyyeHHoe B NPUAOKEHMM push-yBegoOMAEHUE [OO0MKHO ObiTb
06paboTaHO NOTMKOM MPUNOKEHWUIA:

1) Tuxui push 6e3 oTobparkeHMA NONb30BATENIO;

2) BbiBecTu yBegomneHume nonsv3osatento 8 Ul (Notification tray).

2.1.3.2. OTnpaBneHue TeCcToBOro coobLLEHMS B MPUNOKEHME

Micnonb3ya MNoONyYeHHbIM TOKeH Bblwe, HeobxoAMMO OTNPaBMTb TeCcToBOE
coobuleHne B NpUNOKEHHME.

[na 3TOro MoXKHO BOCMNOJIb30BATLCA IMYIATOPOM CEPBEPA BHELLIHErO MPUIOKEHMUA
Ha A3blke NporpammumposBaHuna Python wmnam otnpasuTb push-yBegomneHne co cBoero
cepBepa BHELWHEro NpuaoXKeHuA.

IMYNATOP A0CTyneH Ha pecypce
https://gitlab.com/omprussia/tools/PushSenderPython.

[Mporpamma cuyMTbIBAaeT HACTPOWKM npoekta m3 YAML-¢anna, ykasaHHOro B
napameTpe config, AenaeT 3anpoc Ha NOJy4YeHMe TOKeHa AOCTyna U B 3aBUCMMOCTHK OT
napameTpa action BbIMONHAET TY UAN UHYIO NOTUKY, AOCTYNHYO Yepes API.

Ncnonb3oBaHue:

1) 3apaTb KOHPUTYPaLMIO OAHUM U3 ABYX CNOCOOOB:

— npuopuTeT —3arpy3nTb Gann YAML cepBepa 13 HAaCcTPOeK NpoeKTa Yyepe3 KoHcob
agmuHucTtpatopa MCY 1 coxpaHUTb ero paaom ¢ main.py noa umeHem push-server.yml;

— ecnn daln push-server.yml He HalAeH, TO B KOHOMIypauMOHHbIA dain
BCTaBNAeTCA BCA MHbOPMaLMA, NOMyYeHHas M3 HACTPOeK NpoekTa oT AAMMHUCTPaATOpPa
ABpopa LleHTp.

2) YCTaHOBWTb 3aBUCUMOCTMU:

python3 -m venv venv
source ./venv/bin/activate
pip install -r requirements.txt

3) 3anycTuTb:

python ./main.py \
-—-action one of:
* send - send message (default)

10


https://gitlab.com/omprussia/tools/PushSenderPython
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* get-project - get information about the project
* update-key - generate a new key pair, update the public
key for the service account and send a test message (if the --reglID
parameter 1is specified)
--config <path to app server xxx.yaml, downloaded from the Push
project settings (push-server.yml by default)>
--reglD <registration ID received in the push daemon or emula-
tor during registration (default e3bbd700-6a76-4ad6-a699-ac284dabSblab
for TARGET NOT FOUND check)>
--messageText <message for push notification body ("some text"
by default) >

Haﬂpl/ll\/\ep, 4yTOObI OoTnpaBnUTb COO6LLI,€HI/I€, H€O6XO,D,VIN\O BbIMOJIHNTb CAedyrLWwyro

KOMaHAY:

python main.py --action send --config ~/configs/push/push-
feat/app server kaa smoke 111 c5kg2iig44trvsk5lsmO.yaml --regID
22be010d-ab5cc-4£9d-96be-366d4c5432ca

Mocne ycnewHon oTnpaBKM NporpaMma BbiBeeT Ha 3KPaH pe3yabTar.

MNpumep:

Project options:
push public address: "http://ocs-push-
dev.devel.pro:8009/push/public"
project id: "novyi proekt btpivpvlbSabfanlsg8r0O"
client id: "novyi proekt btpivpvlSabfanlsqg8r0"

audience: "ocs-auth-public-api-gw ocs-push-public-api-gw"
scope: "openid offline message:update"
private key id: "public:sVnj2ZES7UQ"
private key: "b'----- BEGIN RSA PRIVATE KEY-----
\nMIIJ...RYJhsSgPoLA==\n----- END RSA PRIVATE KEY-
____\n| n

Got token endpoint:

"http://ocs-push-dev.ompcloud.ru/auth/public/ocauth2/token"
Result:

response: {'access token': 'eyJhbGci...fojLY', 'expires in':
3599, 'scope': 'openid offline message:update', 'token type': 'bear-
er', 'expires at': 1601966682}

access_ token: eyJhbGci...fojLY
Send push message result:

response: "{'expiredAt': '2020-10-06T07:44:43.9675767"', 'id':
'1526c09c-1cad4-48ea-8357-elbB8aa2f3fc3', 'notification': {'data':
{'action': 'command', 'another key': 'value'}, 'message': 'somem
message', 'title': 'some title'}, 'status': '', 'string': '', 'tar-
get': 'Tcefc0dl-b262-4bcc-a959-497c7bfd38f4"', , 'type': 'device'}"

id: "1526c09c-1cad4-48ea-8357-elb8aaz2f3fc3"

11
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KomaHaa ana nonyyeHmna MHGOpPMaLMM O NPOEKTE:
python main.py --action get-project --config ~/configs/push/push-
feat/app server kaa smoke 111 c5kg2iig44trvsk51lsm0.yaml

KomaHaa ana nepesbinycka Kato4uein y4eTHOM 3anmncu cayosi:

python main.py —--action update-key --config ~/configs/push/push-
feat/app server kaa smoke 111 c5kg2iig44trvsk51lsm0.yaml

Ecan TpebyeTca cpasy NpoBepuTb, YTO COOBLLEHME OTNPABAEHO YCMNELHO C HOBbIM

K/TKOHOM, H€O6XO,£I,MN\O YKa3aTb l/I,D,eHTl/ICI)MKaTOp pernctpaunm B Ka4ecCTtBe napameTpa.:

python main.py —--action update-key --config ~/configs/push/push-
feat/app server kaa smoke 111 c5kg2iig44trvsk5lsmO.yaml --regID
22be010d-ab5cc-4£9d-96be-366d4c5432ca

2.1.4. Tlpumep TEeCTOBOIO NPUIOKEHMUA

B KayecTBe npumepa OblIO NOArOTOBAEHO TecToBoe npuaoxeHue «QuickStart
Push.

NcxoaHbIM Koa, Cc NpUMepPOoM nHTerpaummn npunoxenma «QuickStart Push» c Aurora
Center Services SDK BO3MOXHO NONY4YUTb no aapecy:

https://github.com/omprussia/quick-start-push.
2.2. OtnpasKa push-ysegomneHui

Push-yBegomneHma OTNPaBAAOTCA C CepBepa BHELWHEro MNPUIOXKEHWA 4epes
APl CepBepa npuaoxeHuin T1CY, KoTopbin 3awmuieH npoTokonom OAUTH2 OpenlD
Connect cornacHo JSON Web Token (JWT) Profile for OAuth 2.0 Client Authentication. Mpu
3TOM MCMONb3yeTCA MeTOL ayTeHTUOUKALUMM private key jwt.

MNpu peructpaunm npoekta Ha CepsBepe npunoxkeHuit MNMCY pa3paboTtunKky byayT
HanpasiaeHbl KOHOUIYpPaLMOHHbIE HACTPOMKM MPUAOKEHMA WU CepBepa BHELIHEro
NPUNOXKEHNA. B KOHOUIypaumMm NnpeacTaBieHbl NapaMeTpbl, HEOOXOAMMbIE AN HACTPONKM
KAnMeHTa npoToKkona aBTopusaumm OpenlD Connect n popmmpoBanHma URL ans otnpasku

push-yBegomneHuit, npuseaeHHble B nogpasaene 1.2.
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STanbl OTNPaBKK push-yBeaOMNEHUI:
1) MonyyeHue TOKeHa, MNO3BOMAKOWErTo B TeYEeHME BPEMEHW €ro KU3Hu
0TNPaBAATbL push-yBegomnenua (n. 2.2.1);

2) HenocpeacTBeHHO oTnNpaBKa push-ysegomnenma (n. 2.2.3).
2.2.1. 3anpoc TOKeHa aBTOpM3aLMn

[lna nonyyeHms ToKeHa HeOBXOAMMO BbINOAHUTL HEABTOPM30BAHHbIK 3anNpPoOC Mo
agpecy u3 napameTpa token url (noagpasgen 1.2).

3anpoc:

POST {token url}

Npumep:

POST http://example.ru/auth/public/oauth2/token

3aro/I0BOK Content-Type AO/IKEH UMETb 3HAaYeHUEe application/json.

Obs3aTenbHble NapamMeTpbl Tea 3anpoca npmeBeaeHbl B Tabauue (Tabavua 1).

Tabnnua 1

ObsasatenvHoCTb | MNapameTp Tun OnucaHue

[a scope String |CnucoKk [OeNCcTBUIA, KoTopble MOryT ObiTb
paspeLleHbl MPUIOKEHMIO.
3Ha4yeHMAa M3 ¢darna C HacTPOMKaMM NPOEKTa
(noapasnen 1.2).
[Mpnmep: openid offline message:update
project:read

[a audience |String |flpegnonaraembiii NoTpebUTENb TOKEHa, Kak
npaBuno, 3To cepBep pecypcos (APl), K
KoTopomy NPUIOXKEHUNIO HeobxoaAMMo

NONYYUTb AOCTYM.

3Ha4yeHuAa 13 ¢dalna C HACTPOMKaMM NPOEKTa
(noapasnen 1.2).

Mpumep: http://example.ru/auth/public http://
example.ru /push/public

[a grant_typ|String |Tun aBTopuW3aLMm cepsepa BHELHero

© npunoxeHuns B Mb Push-cepsepa.

[lepenaTb 3Ha4yeHMe: «client credentials»
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Ob6s3aTtenbHOCTb | [MapameTp Tnn Onucanue
[Ha client_as|String |MepeaaTb 3HaYEHMeE, KaK CTPOKY:
sertion t «urn:ietf:params:oauth:client-
ype assertion-type:jwt-bearer»
[a client as|String |ChopmupoBaHHbIi  camocToAaTenbHo  JWT,
sertion cofepsKaLLmii MHPOPMaLMIO ana
ayTeHTMOUKAUMM KnveHTa. OH A0/KeH ObiTb
noanucaH LMdpoBOM noAanunceto C
MCMONb30BAHMEM 3aKPbITOrO K/At4a, 3HaYeHue
KOTOpOro HaxoAMTCA B napametpe

private key W3 @anna ¢ HacTpoOMKamu
npoekta (nogpasgzen 1.2). TpeboBaHma K
dbopmmnpoBaHuto TOKeHa JWT MOXHO
nocmoTpeTb B Tabauue (Tabaunua 2)

JWT ponskeH comeprkaTb obs3aTesnbHble MapameTpbl, nNpuBedeHHble B Tabauue

(Tabnnua 2).

Tabnuua 2

0Ob6a3aTenbHOCTb

MNapameTp

Tun

OnucaHue

Ha

iss

String

Issuer.  [lonxeH cogep)kaTb client id
kKnneHTa OAuth

Ha

sub

String

Subject. [domkeH cogep)aTb client id
knneHTa OAuth

Ha

aud

String

Audience.

Mpeanonaraembln noTpebuTenb TOKEHa, Kak
npaBuio, 3To cepsep pecypcoB (API), K
KoTopomy NPUNOKEHNIO HeobxoANMMO
NOAYy4YnTb AOCTYM.

CepBep aBTOpM3aUMM A0KEH MNOATBEPAWUTD,
YTO OH ABJAETCA LEeNeBOW ayautopuen ana
TOKeHa. 3HayeHWe JO/KHO MNpPeacTaBAATb
cobon URL KOHe4yHOM TOYKM cepBepa
aBTOpM3aLNM

[a

3t1

String

JWT ID. YHUKaNbHbIN MAEHTUPUKATOP TOKEHA,
KOTOPbIA MOMET OblTb MCNOAb30BaH ANA
npeaoTBpallleHmna NOBTOPHOIO NCMNO/Ib30BAHMA
TOKEHa. Takne MapKepbl OONXKHbI
MCNO/1b30BATbLCA TO/IbKO OAMH Pas, eC/IN TONIbKO
yC/I0BMA NOBTOPHOrO MCMONAb30BaHMA He DOblau
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Ob6s3atenbHocTb | MNapameTtp Tnn Onucanue

OrOBOPEHbI MeXay CTOpOHamu; ntobble Takue
neperoBopbl BbIXOAAT 33 PaMKW  [AaHHOM
cneumndurKaumm

[a exp String |[Bpemsa vcTeYeHMA CpoKa AeNCTBUA TOKeHa, No
ncredeHmn  Kotoporo JWT He  OO/IKeH
NPUHUMATBLCA K 0bpaboTke

2.2.2. Tloanucb TOKeHa aBToOpM3aLnm

JWT gonxeH 6bITb nogNMcaH UMPPOBOM NOAMNUCHIO C MCMONb30BAHWEM 3aKPbLITOrO
KJto4a B aCMMMeETPUYHOM Kpuntorpadumm RS256.

KAneHT,  ucnonb3ytowmm  meToa — ayTeHTUdUMKaumuM,  AO0/KeH  3apaHee
3aperncTpupoBaTh CBOM OTKPbITbIM KoY (MapameTp key id) Ha cepBepe aBTOpM3aLMK,
4yTObbI CEPBEP MOr NPOBEPUTL assertion.

[MpoBepPUTb KOPPEKTHOCTb BbIMYLLEHHOIO TOKEHA MOXHO, K NMPMMepPy, Ha calTe
https://jwt.io/.

OTBET Ha 3anpocC No/ly4eHna TokeHa npueeaeH B Tabaumue (Tabamua 3).

Tabnuua 3

Obsa3aTenbHOCTL MNapameTp Tun OnucaHue

[a access_token|String|TokeH aBTOpM3aLMM, C KOTOPbIM
HEeobXoAMMO BbINOHATL 3aNPOCHI K
cepsepy

Na expires_in |String|Bpems geicTBuUA TOKEHa aBTOPM3aLLMM

Ha scope String |Cnucok NEeNCTBMIA, KOTOPble MOTyT BbIThb
paspeLleHbl MPUIOKEHMAM

Na token_type |String |Tun TokeHa

Na expires_at |String |Bpems oKOHYaHMA AEACTBUA TOKEHA
aBTOpM3aLNM

N3 oTBETa cneayeT cHMTaTh aTPMOYTbI, KOTOPblE BO3BPALLLAIOT TOKEH, N BPEMA ero
NencTemA.
Mpumep Koga Ha Python pans nonyyeHma TokeHa [A0CTyna NpuBeaeHbl B

noapasaene 2.3.
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B cnyyae, ecaum  Bbilen CPOK AeNCTBMA access token, HeobxoAMMO

MHULMMPOBATb NPOLLeAypy NOMyYeHMA ToKeHa (n. 2.2.1).
2.2.3. OnpaBKa push-yBegomneHui

2.2.3.1. Obwaa nHpopmaums

[na oTnpasBku push-ysegomaeHuna Heobxoanmmo chopmmpoBaTs 3anpoc Ha Cepaep

npunoxeHun MNCY, ykasaHHbIM B api url (nogpasaen 1.2).

POST {api url}/projects/{project id}/messages

3aroNoBOK Content-Type AO/IXKEH MMETb 3HAYeHMe: application/json.

3arofIoBOK Authorization AO/IKEH MMETb 3HaYeHWe: Bearer access token,
NOMIy4YEeHHbIM B 3anpoce aBTopmsaunm (n. 2.2.1).

K aapecy Cepsepa npunoxeHuin [MCY Heobxoammo n006aBUTb GparmeHT C
YKa3aHnem project id.

MapameTpbl Tena 3anpoca npueeaeHs! B Tabanue (Tabanua 4).

Tabnuua 4
ObsasatenvHoOCTb | MapameTp Tun OnucaHue
[a target String |YkasblBaeTcA registrationId,
NONYYEHHbIN M3 NPUNOKEHNA NOCAE ero
pernctpaunmn Ha Cepsepe npuaoxernuin NCY
Na type Enum Noanep*KMBaeTCcA 3HaYeHMe device
(String)
Na ttl String  |Bpems *W3HM push-ysegomaeHus,
Hanpumep, 5h30m. MoxeT 6biTb 3a4aHO0
TONbKO B CeAYOWNX eAMHMLAX: s —
CEeKYHAbl, h — 4Yacbl, m — MWHYTbI
Na notificat |OBJ CoaepskaHue push-ysegomneHus
ion Notifica
tion

MapameTpbl 06beKTa Notification NpmBeaeHbl B Tabanue (Tabanua 5).

Tabnuua 5

Ob6szatenbHocTb | Mapametrp | Twun OnucaHune

Het title string |3aronosok (4o 512 cumsonos)
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Ob6s3atenbHocTb | Mapametrp | Twun Onucanue

Het message |string |Teno coobuweHud (0o 2048 cMmBoN0B)

Het data Object |O6beKT 414 NapameTpoB KNto4Y-3HaYeHue,
MOYHO nepeaaBaThb Ntobble HeobxoanMble
npunoxeHuto nons (ao 1024 6ainT)

Het action string |MHdopmaLMOHHOE Nose, B KOTOPOM BO3MOKHO

nepefaBaTb CAy»KebHble coobueHna  Ans
NPUNOXKEHNA.

Mone [OOMKHO coaepxaTb He Oonee 255
CMMBO/OB.

MPUMEYAHUE. B byaywimx penmsax BOSMOKHO
n3MeHeHMe noseaeHnA 3TOro Noss.

Bo3MOXHble Koabl OWMBOK NpueeaeHbl B Tabanue (Tabanua 6).

Tabnmua 6

Koa v craTyc
OLWUBKM

OnucaHue

[ecTBua ana ycrpaHeHUa owmnbKm

400 Bad Request

ttl limit is exceeded |HeobxoaMMO NPOBEPUTL AOMNYCTUMOE

BPEMS KM3HM push-yBeaoOMIEHMA B
COOTBETCTBMM C HACTOALMM
JIOKYMEHTOM

type

unsupported message Heobxoammo npoBepuTb AOCTYMNHbIE

TUMbI AOCTaBKM YBEAOMIEHUI B
COOTBETCTBMM C HAaCTOALLUM
[OKYMEHTOM

title length

invalid notification |HeobxoaMMO NPOBEPUTHL AOCTYMHbIE

orpaHmM4yeHnA Ha co3gaHnme
yBe,EI,ONU'IeHVIVI B COOTBETCTBNN C
HaCTOAWMM JOKYMEHTOM

message length

invalid notification |Heob6x04MMO NPOBEPUTL AOCTYMHbIE

orpaHmn4yeHMA Ha co3gaHune
YBe,EI,ONU'IeHVIVI B COOTBETCTBNN C
HaCTOALWLMM JOKYMEHTOM

invalid target

HeobxoanmMo npoBepmnTb A0CTYMHbIE
3HAYeHMs B COOTBETCTBUM C
HACTOALLMM JOKYMEHTOM
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Kopa n cTatyc
owunbkmn

OnucaHue

Jencteua ana yctpaHeHus owmnbku

target not found
(YKa3aHHbIN
registration idHe
HanaeH)

registration idHeobxoaMmo
NONYYNTb NOCAE PErUCTPaLNN
YCTPOWCTBa M NpunoxeHuna Ha Cepsepe
npunoxeHunm CepBurca yBegoMAEHNM

401 Unauthorized||ctek cpok aencrsus

TOKEHa aBTOpM3aulnun

HeobxoAnMMO NOMYYNTb HOBbLIN TOKEH
asTopm3auum (n. 2.2.1)

Client authentication
failed, the provided
client JSON Web key

is expired (He yaanocb

Heobxoammo obpaTnTbea K
ApgmunHunctpatopy Cepsuca
yBEAOMIEHM C NPOCbOON BbINMYCTUTb
HOBbIM K/tO4 HE30MaCHOCTN MPOEKTa U

HeobxoaMMble NpaBa
[0CTyna ANA BbINOJIHEHMA
3anpoca

BbIMOAHUTD
ayTeHTMdUKALMIO. CPOK NpucAaTs ero, nocne uero criesyer
neicTBIA YCTaHOBUTb HOBbIV K/HOY M MOBTOPUTH
NPeAOCTaBNEHHOrO Ktoda | 2anPoc
NCTeK)

403 Forbidden OTCyTCTBYIOT Heobxoammo 06patntsea K

CUCTEMHOMY aAAMUHMCTPATOPY ANSA
Ha3HayYeHns npas

413 Request
Entity Too Large

Obuwmin pasmep JSON-
obbeKTa B Tesie coobLeHms
npesblwaeT 4 Kb

HeobxoaMMO YMEHbLLINTb pa3mep
JSON-ob6bekKTa B Tene coobueHmna

429 Too Many
Requests

LOCTUTHYT AMMUT
KOJIn4ecTBa 3anpocos B

CeKkyHAay

HeobxoaMMOo COKpPaTUTb KOIMYECTBO
3aMpOCOB B CEKYHAY A/1A MPOeKTa

500 Internal
Server Error

BHyTpeHHAA cucTemMHanA
owmnbka Cepsepa
npuaoxerHun MNCy

Heobxoammo obpaTnTbea K
CUCTEMHOMY aAAMUHUCTPATOPY

504 Gateway
Timeout

NHdpacTpykTypa Cepsuca
yBEAOMAEHUIM HEAOCTYMHA

Heobxoammo obpaTnTbea K
CUCTEMHOMY aAAMUHUCTPATOPY

[MTprmep 3anpoca:

POST https://global-push.domain/api/projects/project-from-ui-
bthsc2igd44tso869%9omt0/messages
Content-Type: application/json

{

"target":
"ttl":

"type" :
"notification": {

"2h"’
"device",

"title": "some title",

"442125d4-6041-4f72-ab4b-1e5fd3ad389%a",
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"message": "some message",

"data": {

"another key": "value"
by
"ac-

tion": "command"

}

Mpumep oTBETA B CAyYae ycrnexa MMeeT CAeyoLmii BUA:

"expiredAt": "2020-10-06T07:44:43.9675762",
"id": "1526c09c-1cad4-48ea-8357-elb8aaz2f3fc3",
"notification": {
"data": {
"another key": "value"
b
"message": "some message",
"title": "some title",
"ac-
tion": "command"
}y
"status": "",
"string": "", "target": "442125d4-6041-4f72-ab4b-1e5fd3ad389%a",
"type": "device"

2.2.4. TonyvyeHne nHbdopmaumm o npoeKkTe push-yBeaomneHnin

Cepsep npunoxeHnn MCY npenocTaBaseT BOSMOXKHOCTb MNOYYNTb CAeAYHOLLYHO
MHGOPMALNIO:

— o goctynHoctn Cepsepa npunoxkenuin MCY;

— 00 aKkTyanbHOCTU KAtoYelr 6e30nacHOCTM NPOeKTa push-yBeaoMAEeHN;

— 00 aKTMBHOCTM NpoeKTa push-yBeJoMNEHUN.

Heobxoanumo chopmmnpoBaTb 3anpoc Ha Cepsep npunoxkeHunin MNMCY, yka3aHHbIN B

api url (noapasgen 1.2):

GET {api url}/projects/{project id}

3aro/IoBOK Content-Type AO/KEH UMETb 3Ha4YeHMNe: application/json.
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3aroNI0BOK Authorization AO0/IKEH MMETb 3HAYEHUE: Bearer access token,

NOMly4YeHHbIM B 3anpoce aBTopm3aunm (n. 2.2.1).

Mpun ¢opmuposaHmn URL ana 3anpoca BmecTo {project id} Heobxoaumo

yKa3aTb MAeHTMOUKATOP NPOEKTa U3 KOHOUTYpaLMK.

MapameTpbl oTBETa NpuBeaeHbl B Tabauue (Tabauua 7).

Tabnunua 7
06Aa3aTeNnbHOCTb MNapameTp Tun OnucaHune
Na id String NaeHTUOUKATOP NpoeKTa
[a name String Ha3BaHWe npoekTa
[Na isActive Boolean AKTUBHOCTb MPOEKTa
Na serviceAccount |[OBJ . O6beKT ¢ uHGopMaLmelt o
ServiceAccount | o ngycHom akKayHTe NpoeKTa
Na createdAt String [laTa co3paHma NpoeKTa
[a updatedAt String [laTa 0OHOBNEHMA NPOEKTA
MapameTpbl 06beKTa serviceAccount npmuseeHbl B Tabanue (Tabamua 8).
Tabnnua 8
ObsasatenvHocTb | [lapameTp Tun OnucaHue
Na clientId string | aeHTUOMKATOP CEPBUCHOrO aKKayHTa,
COBMaZaeT C NAEHTUOMKATOPOM NMPOEKTA
Na clientName |string |Ha3gaHuWe CePBUCHOrO aKKayHTa, coBrnagaeT
C Ha3BaHMEM NPOEeKTa
Na publicKeys |Object |O6bekT ¢ uHbopmaLmelt o cpoke AencTens
K/toyel 6e30nacHOCTM NpoekKTa
Ha scope string |Cnuncok 4eNCTBUA, KOTOPbIE MOTYT BblTb
paspeLleHbl NPUIOKEHWIO
Na audience Array[s |[pepgnonaraembiit moTpebuTeIb TOKEHA, KaK
tring] npaBuno, 3To cepsep pecypcos (API), K
KOTOPOMY MPUIOHKEHNIO HEODXOANMO
NOAYYMTb AOCTYN
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MNapameTpbl 06bEKTa publicKeys npuBeaeHbl B Tabaunue (Tabauua 9).

Tabnnua 9

Ob6asatenbHoCcTb | Mapametp | Twun OnucaHue

Ha

meta Object |O6beKkT ¢ MHPOPMaLMe O Kalode Be30nacHoCTH
NpoeKTa.

CoaepKnT 3HaYeHNe NapameTpOB:

— public:{3Hauenne} - NaeHTUPMKaTop
nyb6AMYHOrO KNtoYa;

— assigned at - JaTa Ha3Ha4YeHWA K4yel
6e30MacHOCTN NPOEKTa;

— expired at - [JaTa OKOHYaHMA [AENCTBUA
Kntoyen 6e30nacHOCTM NpoeKTa

OTBeT byaeT npeAcTaBaeH B caeaytoulem popmaTe:

by

"createdAt":"2023-09-13T721:43:29.712093+03:00",
"id":"acs 1384 test ckl05k9pfb78114a8n8g",
"isActive":true,

"name" :"acs-1384-test",

"serviceAccount": {

"audience": [
"http://example.ru/auth/public",
"http://example.ru/push/public"
1y
"clientId":"acs 1384 test ckl05k9pfb78114a8n8g",
"clientName":"acs-1384-test",
"publicKeys": {
"meta": {
"public:WcKEcT7wQQ" : {
"assigned at":"2023-09-13T18:43:582",
"expired at":"2024-12-13T00:43:582"

}
by

"scope":"openid offline message:update project:read"

"updatedAt":"2023-09-13T21:44:43.73058+03:00"
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Bo3moskHble Koabl ownbok npmuseaeHsl B Tabanue (Tabanua 10).

Tabnnua 10

Kopa n cTatyc
owunbkun

OnucaHue

JencteuaA ana yctpaHeHua owmnbku

401 Unauthorized

MCTeKCpOKﬂﬁmCTBMHTOKeHa
dBTOpM3aLUnn

HeobxoaMMOo MOAYYMTb HOBbIM TOKEH
aBTOpM3aumm (n. 2.2.1)

Client authentication
failed, the provided
client JSON Web key is

expired (He yaanocb
BbINO/IHUTb
ayteHTndumKaumto. Cpok
NencTBums
NpeaoCcTaBAEHHOro K/4a
NCTeK)

Heobxoammo obpaTnTbea K
ApgmunHunctpatopy Cepsuca
yBEAOMNEHM C NPOCLOON BbINYCTUTb
HOBbIM K/t04 HE30MaCHOCTN NPOEKTa
M NpUCNaTb ero, Nocae Yero cnenyet
YCTaHOBMTb HOBbIM KAKOY M MOBTOPUTb
3anpoc

403 Forbidden

[locTyn K pecypcy 3anpeLleH

[MpoBEPUTb KOPPEKTHOCTb HACTPOEK
nepenaHHOro NpoekTa. B cnyyae
NOBTOPEHMA OLWNOKM 0OPaTUTLCA K
AgmunHuctpatopy Cepsuca
yBEeOMIEHUI

404 Not Found

Pecypc He HalaeH

[MpoBEPUTb KOPPEKTHOCTb HACTPOEK
nepenaHHoOro npoekKTa. B cnyyae
NOBTOPEHMA OLWNOKM 0OPaTUTLCA K
AamunHuctpatopy Cepsuca
yBEAOMIEHMUNN

429 Too Many
Requests

LOCTUTHYT AMMUT
KOJin4ecTBa 3anpoCcoB B

CeKkyHay

HeobxoaMMo COKpPaTUTb KOIMYECTBO
3aMpoCoB B CEKYHAY A/19 NPOEeKTa

500 Internal
Server Error

BHyTpeHHAA cncTemMHan
owmnbka Cepsepa
npuaoxeHun MNCy

Heobxoammo obpaTnTbea K
CUCTEMHOMY aAAMUHUCTPATOPY

504 Gateway
Timeout

NHdpacTpykTypa Cepsuca
yBEAOMNEHWNN HeAOCTYMHa

Heobxoammo obpaTnTbea K
CUCTEMHOMY aAMUHUCTPATOPY
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2.2.5. PekomeHaaumu MCno/b30BaHMA 3anpoca

MepnoamMyeckm, C 4HacTOTOM He MeHee OHOro pas3a B CYTKM, C CepBepa BHELWHErO
NPUNOXKEHNA HeobXoAMMO BbINONHATL 3anpoc Ha Cepsep npunoxeHun [MCY, 4TOObI
NoNyyYaTb aKTyaNbHble AaHHbIe MO MPOEKTY:

— aTpMbyYT isActive A0MKeH OblTb paBeH true. B cayvae HapyleHWIA CBA3ATLCA
c AamnHucTpatopom Cepsuca yBeAOMAEHNI;

— 3HayeHMe expired at ANA  WCNOAb3YEMOro KJKYa AOMKHO ObiTb C
[encTBytolen aaton. PekomeHayeTca NoNy4YnTb HOBbIN Kato4 6e30MacHOCTU NPOEKTa, He
NOXMAAACh AATbl OKOHYAHMA AENCTBUA TeKyllero. [pouecc aBTOMATMYECKOM CMeHbI Kato4a
H6e3o0nacHOCTN NpOoeKTa NpueeaeH B N. 2.2.6;

— 3HAMNOWHT AO0/KEH BO3BpalllaTb CTaTyCc 200 OK — 3TO 3HauuT, 4To Cepsep
npunoxkenun TMCY ¢Gu3nyeckm [A0CTyneH AnA OTNpaBKM coobuleHun K3  cepBepa
NPUNOXeHW. B cnyyae HapyweHu cBAsaTbcA C  AamuHuctpatopom  Cepsuca

yBEAOMNEHMUNA.
2.2.6. ABTOMaTM4YeCcKaa CMeHa KatodYa 6e30nacHOCTM NPoeKTa

B ciyyae, ecam npu BbINOJHEHWM 3anNpoca Ha nosydeHne MHGOPMaLMmM O NPOeKTe
(n.2.2.4), byneTr 3ameyeHO, YTO CPOK JAENCTBMA K/al4Ya WCTeKaeT, HeobxoAnmo
3a61aroBpeMeHHO BbINOAHUTL CAeaytoline AencTBmA:

— creHepupoBaTb HOBYIO NMapy, COCTOALLYIO M3 OTKPbLITOrO M 3aKPbITOro KA0Ya;

— YCTaHOBWUTb NYHANYHBIN KAKOY AN aKKAYHTa CBOEro MPOEKTa;

— OOHOBUTb KOHPUIypaLMio CBOEro cepsBepa BHELWHEro npUAOKeHUs 4an
MCMNO/Ib30BaHUSA HOBOTO K/Ato4a NPY NOAYYEHUN aBTOPU3aLMOHHOIO TOKEHa.

,ﬂ,J'IFI reHepaunm rapbobl K/1oYen HeO6XO,£I,MMO BbIMOJ/IHNTb 3aNPOC HMXKE:

POST {api url}/keyPairs

3aro/IoBOK Content-Type AOKEH UMETb 3HaYeHMe: application/json.

MapameTpbl TeNa 3anpoca npueeaeHbl B Tabauue (Tabamua 11).
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Tabnnua 11

Ob6asatenvHocTb | [MapameTp Tun OnucaHue

Ha alg String | AAropuTtm 4S8 NOANUCKH TOKeHa. JoMKHO BbiTb
YKa3aHO 3Ha4YeHue RS256

Na kid String | UpeHnTudumKkaTtop Kaoda. CTpoka annHoi 10
CMMBO/I0B, cofeprKallias umdpbl 1 OyKBbI
NATUHCKOro andaBmMTa B HUKHEM N BEPXHEM
perncrpax

Na use String | |lenesoe HasHaYeHMe aNropuTMa WnpposaHms.
[loNKHO BbITb YKa3aHO 3HaYeHWe sig

3aro/I0oBOK Authorization AO/KEH MMETb 3HAYEeHME: Bearer access_ token,

NOMly4YEeHHbIM B 3anpoce aBTopm3aunm (n. 2.2.1).

KoAabl oWMBOOK aHanorMyHbl TeM, 4TO NpuBeaeHbl B Tabanue (cm. Tabauua 6).

[lna cnyyas ycnexa napamMeTpbl 0TBeTa NpmeeaeHbl B Tabauvue (Tabanua 12).

Tabnuua 12
Ob6sazaTtenbHocTb | MapameTp Tun OnucaHue
Na private |OBJ private |Q6beKT c MHPOPMaLMeEN O 3aKPbITOM
Kntoue
Na public OBJ public |O6beKT c MHPOPMaLMER 06 OTKPLITOM
Kntoue
MapameTpbl 06beKTa private NpuBeaeHbl B Tabauue (Tabamua 13).
Tabnnua 13
Ob6szatenbHocTb | [MapameTp Tvn OnucaHue
Na Jwk OBJ privatedWK |QHbeKT C ONMCaHMeM 3aKpbITOTO
KAto4a
Na pem String CTpOKa C 3aKPbITbIM K/IlOYOM B
bopmate .pem
MNapameTpbl 0bObBEKTA privatedWK npueBedeHbl B Tabauue (Tabauua 14).

[eTanbHaa nHbopmauma aoctynHa B RFC 7518.
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Tabnuua 14
Ob6asatenvHocTb | lMapameTp Tun OnucaHue
Ha alg String |Kpuntorpaduyeckunit airoput™, B KOTOPOM
npeanonaraeTca MCNob30BaHNE KOYa
Ha d String |3kcnoHeHTa RSA, yuacTsytoulas B
dbopmMMpoBaHMM 3aKpPbITOro KAtoYa. [na
noakntoveHuna Kk MCY He ncnonbsyeTca
[a e String |My6aunyHan skcnoHeHTa RSA. s
noakntoveHna Kk MCY He ncnonbsyeTtca
Na kid String |YpeHTUPUKATOP Katoda. CTpoka aanHom 10
CMMBO/0B, coaepKallaa undpbl 1 ByKBbI
NIATUHCKOTO andaBuTa B HUKHEM U BEPXHEM
permcrpax
[a kty String | CemeMCcTBO a/ifOPUTMOB WNPPOBAHMUS,
MCMNONb3yeMOe NPK reHepaLmnm Ka4a.
3Ha4yeHKne byaeT paBHO RSA
Ha n String Mogaynb RSA. Ans nogknoyermns K MCY He
Mcnonb3yeTcA
Na p String |Mepsblit NPOCTON MHOXUTENb. [/
nogkntodeHuna K MCY He ncnonbsyeTtca
[a q String |Btopoi NpocTon MHOXUTENb. N4
noakatoveHma K NCY He ncnonblyetca
Ha use String | |lenesoe Ha3HaYeHWe asropuTMa
wndpoBaHma. JoNKHO ObITb YKa3aHO
3HayeHune sig
MNapameTpbl 06bEKTa public NnpuBeaeHbl B Tabauue (Tabanua 15).
Tabnuua 15
Ob6s3atenbHocTb | [MapameTp Tun OnucaHue
Na Jwk OBJ publicJWK |O6beKT C onmMcaHnem OTKPbLITOro

K/THO4a

MapameTpbl 06bEKTa publicJIWK npuBeaeHbl B Tabauue (Tabauua 16). deTtanm

noctynHel B RFC 7518.
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Tabnmua 16
Ob6asatenvHocTb | lMapameTp Tun OnucaHue

Ha alg String |Kpuntorpaduyeckunit airoput™, B KOTOPOM
npeAnonaraeTca NCNoab30BaHMe KaoYa

[a € String |My6anyHan skcnoHeHTa RSA. a4
noakntoyeHua K NCY He ncnosbsyeTcs

Na kid String UpeHTUdMKATOP KatoYa

[a kty String  CemeWCcTBO a/ifOPUTMOB WNGPOBAHMS,

MCNONb3yeMOe NpU reHepaLnm Kaua.
3Ha4yeHKe byaeT paBHO RSA

Ha n String |Mogynb RSA. Ana nogknodenua k MNCY He
Mcnonb3yeTca
Ha use String ||lenesoe Ha3zHa4YeHWe anropmuTMa

wmdpoBaHma. JoNKHO ObITb yKa3aHO
3HayeHue sig

Mpumep oTBETa NPEACTaBAEH HUKE:

"private": {
"jwk": {
"alg":"RS256",
"d":"HD ..... PAHPkp Veébyeaf-GO", // coxpameHO nid
oToOpaxeHms
"e" . "AQAB ",
"kid":"private:tt9jjwRJIxx",
" kty" . "RSA" ’

"n":"3% ....... LRs9J ROgPUk", // cokpalleHO IJjis OTOOpaxeHMUI
"p":"8BU ....... fZW-RclDaPw", // cokpameHO mjs OTOOpaxeHUs
"g"i"7g3 ... ... PdGvp62dw", // cokpameHo g OTOOpaXeHMS
"use" : "Sig"
by
"pem" :"————— BEGIN RSA PRIVATE KEY----- \nMIIJQ ...... JKgthG\n-----
END RSA PRIVATE KEY----- \n" // cokxpameHo mig OTOOpaxeHUS
}y
"public": {
"jWk" : {
"alg" : "R8256"’
"e" : "AQAB " ,

"kid":"public:tt9jjwRIxx",
" kty" : "RSA" ,
"n":"3% ...... BLRs9J RogPUk", // coxpalleHO nOJsa OTOOpPaxeHMA
"usel :"Sig"
b

"pem" s 1T TY
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MNocne reHepauum Napbl KAoYen HeobXoAMMO NPUMEHUTL NYDANYHbBIN KAKOY ANA

dKKayHTa CBOEro npoekKTa. [na saToro HeO6XO,£I1VIN\O COenatb Cﬂe,ﬂ,yPOLLI,l/II\;I 3anpoc:

PUT
{api url}/projects/{project id}/serviceAccounts/{client id}/publicKeys

I'Iapalv\eprl {project_id} M {Client_id} noAacCTaBAAKOTCA n3
KOHPUTypaUMOHHOro danna NpoeKkTa, NosydeHHoro oT AgmuHucTpatopa [natdopmbl
ynpaBaeHuA.

3aro/0BOK Content-Type AO/IXKEH MMETb 3Ha4YeHMe: application/json.

MapameTpbl Tena 3anpoca npueeaeHsl B Tabauue (Tabaunua 17).

Tabnnua 17

O6a3atenvHocTb | MapameTp Tun OnucaHue

Ja keys Array of OBJ |Maccus c AaHHbIMK 06 OTKPLITOM
publicJwk KtoYe, ONUCaHHbIM B TabauLe
(cm. Tabnunua 16)

B Teno 3anpoca B MacCuB keys A0MKeH ObiTb A0b6aBNeH 00beKT public.jwk U3
OTBETa Ha 3amnpoc Mo reHepauun Kayen.

Npumep Tena 3anpoca:

"keys": [
{
"alg":"RS256",
"e":"AQAB",
"kid":"public:tt9jjwRIxx",
"kty":"RSA",
"n":"39%9 ......... Rs9J RogPUk", // coxpameHO njs OTOOpaxeHMs
"use":"sig"

3arofIoBOK Authorization AO/IKEH MMETb 3HaYeHUe: Bearer access token,
NONYYEeHHbIM B 3anpoce aBTopu3aunm (n. 2.2.1).
Koabl owmnbok B OTBETE aHANOrMM4YHbl TEM, 4YTO NpuUBeAEHbl B Tabauue

(cm. Tabnnua 6).
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B cnayyae ycnexa npumep oTBETa MOXKET BbIrA4eTb Tak:

"audience": [
"https://ocs-int.ompcloud.ru/auth/public",
"https://ocs—-int.ompcloud.ru/push/public"
] 14
"clientId":"kushnarev test cla7thirvkjfc4j9glelO",
"clientName":"kushnarev-test",
"scope":"openid offline message:update project:read keyPairs:create
serviceAccount:update"

}

Ha 3akntwounTenbHom 3Tane Heobxoaumo 0OB6HOBUTbL KOHOMUrypauuio cepsepa
BHELIHEro MPUAOXKEHUA (M BCEX Y3/10B KnacTepa Npu Haanuum) ANS WUCMO/b30BaHMA
HOBOTO K/t04Ya NPV NONYYEHUN aBTOPM3aLMOHHOIO TOKEHa.

Mpn 3TOM NOMyYeHHble paHee Ha OCHOBAHWM CTAPOro K/ato4a TOKEHbl MOryT ObiThb

MCNONb30BaHbl 40 NCTEYEHMUA CPOKA X AENCTBUA.
2.3. lpumep Koaa cepBepa BHELIHErO NPUNOKEHUN

2.3.1. Kogp Ha a3bike Python

TecToBbIM NpUMeEp Ha A3blke NporpamMmmmpoBaHma Python aemoHcTpupyeT Bce
OMWCaHHble  paHee  LWaru. Mpumep  MNONHOCTbIO  AOCTyNeH  Ha  pecypce
https://gitlab.com/omprussia/tools/PushSenderPython. MNoapobHas paboTa C
nporpammon npueegeHa B nn. 2.1.3.2 (a TakKe B CONPOBOXAAOWEM KOO README .md
danne).

MporpamMma cYMTbIBAaeT HACTPOMKM npoekTa m3 YAML-¢anna, ykasaHHOro B
napameTpe config, AenaeT 3anNpoc Ha NoJiyYeHMe TOKeHa A4OCTyna U B 3aBUCMMOCTU OT

napameTpa action BbINOAHSAET Ty UM UHYIO NOTUKY, AOCTYNHYO Yepes API.
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NEPEYEHb TEPMWHOB N COKPALLIEHUI

Mcnonb3yembie B HAaCTOALWEM AOKYMEHTE TEPMUHbI U COKpaLLeHWs nNpuBeaeHbl B

Tabnunue (Tabnunua 18).

Tabnnua 18
COTK(:)F;A::;:/ME Pacwunéposka

OC OnepauyoHHasa cucTema

no [MporpammHoe obecnevyeHune

rnro MprKnagHoe nporpammHoe obecneyeHne «Aspopa LleHTp»

MpunoxeHune MpunoxeHnem aBnseTca MobMAbHOE NPUNOKEHNE,
dyHKLUMOHMpPYtoLLee noa ynpasneHem OC Android

rncy Moacuctema CepBUC yBEAOMIEHWI

Cepsep BHelWHero BHelwHAA cnctema, no otHoweHuto K MCY, peanmsyrowan busHec-

NPUIOXKEHNA norunky. Mcnonbsyet dyHKUMoHan CepBepa npmaoxeHuma Cepsumca
yBeAOMNEHUA AN AOCTAaBKM push-yBegOMNEHMA HA YCTPOMCTBA

Cepsep Mpouecc Ha cepeepe Be3 yyacTna UAn C y4acTUeM

npunoxexun MCy

nonb3oBaTenen. HasHavyaeTca cepBepam BHELWHMUX NPUIOKEHNI,
oTnpasaarWwmx push-ysegomnerma Ha CepBep NPpUNOKEHMUI
MCY, ons nx nocneayrollen nepeaadym B COOTBETCTBYOLLEE
MOBOUNbHOE NPUNOKEHNE

YCTpOMCTBO Moa yCTPOMCTBOM NoapasymeBaeTca MobuibHOe yCTPOMCTBO, Ha
KOTOPOM OYHKLMOHMPYIOT COOTBETCTBYOLME KOMMOHEHTDI
Aspopa LeHTp

API Application Programming Interface — nporpammHbiin MHTepdeic

NPUNOXKEHUs, onmucaHme cnocobos (Habop Knaccos, npoueayp,
OYHKUMIA, CTPYKTYP UM KOHCTAHT), KOTOPbIMM O0AHa
KOMMNbOTEPHAA NPOrPpaMmMa MOXKET B3aMMOAENCTBOBATL C APYroOn
nporpammolm

Aurora Center
Services SDK

SDK ana nHterpaunm c ABpopa LleHTp

|P Internet Protocol — oCHOBHOM NPOTOKO/1 CETEBOrO YPOBHSA,
MCNONb3YHOLWMNCA B ceTn MHTepHeT 1 obecneynBatoLLMin eANHYO
CXeMy JIOTMYeCKoM agpecaLm yCTPOMCTB B CETU U
MapLpyTMU3aLUmio AaHHbIX

JSON TeKkcToBbIN popmaT obmeHa AaHHbIMM, OCHOBAHHbIM Ha JavaScript

JWT JSON Web Token
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TepmuH/
P Pacwwudposka
CoKkpauwieHune

Push-yBegomneHnsa

TeKkcToBble cOODLWEHMA, NPpeAHa3HAYEeHHble 418 ONepPaTUBHOM
(MrHOBEHHOW) A0OCTaBKM Ha YCTPOMCTBA NOb30BaTENEN

RSA Kpuntorpaduyecknit anropmTm C OTKPbLITbIM KAKOYOM,
OCHOBbIBAKLLMINCA HA BbIYUCANTENBHOM CIOXKHOCTM 33434
dakTopM3aLMM BONbWNX LEebIX YnCcen

URL Uniform Resource Locator — eanHoobpa3HbIi NOKaTOP

(onpeaennTens MeCTOHaxoXaeHuaA) pecypca
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JINCT PETUCTPALIUM U3MEHEHWIA

No
Bepcun CopepraHue N3MeHeHuA ol7[e) [ata
[OKYMEHTA
1.0 HavanbHadA BepcuA Nebenes A. 25.04.2025 .
1.1 BHeceHbl U3MeHeHMA Nlebenes A. 09.06.2025 .
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