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AHHOTALNA

HaCTOﬂU_LMVI AOKYMEHT ABAAETCA ,D,eBHTOl\/'I 4aCTbtO pPYKOBOACTBaA M0OJZ1b30BaTENA

MpWKNagHoro nporpammHoro obecnedyenma «Aspopa LeHTp» (pnanee —MNMO) penns 5.4.1.

HacToawmn AoKyMeHT coaepunT obulyto nHpopmaumto o MMO, a Takke onucaHune

paboTbl B NpunoxeHun «Aspopa LieHtp»t ana onepaumoHHol cuctembl (OC) Android.
PyKOBOACTBO NO/b30BaTENA COCTOMT 13 11 yacTen:
— «PykoBoacTBO nonb3oBaTena. YacTb 1. Noacucrema 6e3onacHOCTMY;

— «PykoBoACTBO Nonb3osatena. Hactb 2. [Noacuctema « MapkeT»;

— «PykoBoACTBO Nonb3oBatens. Yactb 3. Moacuctema Mnatdopma ynpaBaeHUa»;

— «PykoBoAacTBO Nosb3osatena. HYactb 4. [loacncrtema ynpasaeHMA TEHAHTaMM»;

— «PykoBoacTBo nosb3oBatena. Yactb 5. NMoacmnctema CepBrC yBEAOMIEHNINY;

— «PyKOBOACTBO Monb3oBatesia. Yactb 6. lNpunoxkeHne «AsBpopa MapkeT»
onepaunoHHOM cncTeMbl ABPOpPaY;

— «PyKoBoacTBO nosb3oBaTend. YHacte /. [lpunoxkeHue «Aspopa LeHTp»
onepauyoHHOM cncTeMbl ABpOpay;

— «PykoBoAacTBO nosb3oBaTena. Yactb 8. [lpunoxeHune «Aspopa MapKeT»
onepaunoHHON cuctembl Android»;

— «PykoBozacTBO nosb3osBatend. Yactb 9. [lpunoxeHne «ABpopa LleHTp»
onepaunoHHon cuctembl Androidy;

— «PykosoacTBo nonb3zosatena. HYactb 10. [NpunoxeHne «Aspopa MapkeT»
OnepauMOHHbIX CUCTEM CeEMeNCTBa Linux»;

— «PykosoacTBo nonb3osatena. HYacte 11. lpunoxkeHne «Apopa LeHTp»

OMNepaLMOHHbIX CUCTEM cemencTBa Linux».

Ons

ONs

ans

ONs

ans

ans

! MpunoskeHne «Aspopa LieHTp» GyHKLUMOHMPYET Ha ycTporcTeax noa ynpasnednem OC Android sepcuin 7 1 Bbilue.
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1. OBLLAA MHOOPMALMA

1.1. OcHoBHas nHpopmauua

MMNO ABnAeTcA NPUKNAAHbIM NPOrpamMMHbIM obecneyeHnem, npeaHasHaYeHHbIM
ana:

— YNPaBAeHUA YCTPOUCTBAMMZ, @ TAKIKE MPUTOKEHUAMM® U UX MUSHEHHbBIM LUKIOM;

— OTNpaBKM push-yBegOMAEHWNI Ha YCTPOWNCTBA;

— obHoBneHma OC ABpopa nyTem NOAyYeHMA U3 AOBEPEHHOTO XPaHUANLLLA NAKETOB
c nameHeHnamm OC (obpasza OC) M KX YyCTaHOBKMU. [pM 3TOM YyKasaHHbIe MPOLLECChI
BbIMO/IHAIOTCA WTATHbIMKM cpeactBamm camon OC, a [MO yyactByeT AuWb B UX
nHnumnanmsaumm 8 OC ABpopa 1 He rapaHTUpyeT UX YCMeLHOro 3aBepLlUeHua.

MPUMEYAHME. MoapobHoe onucaHne cocTaBa M HasHadeHuma MO, npuHUKMNOB
H6e3onacHom paboTbl, TPe6OBaAHWI K YCIOBMAM BbIMONHEHWSA, @ TaKXKe NepevyeHb CybbeKTOB
noctyna Mo npuseaeHsl B AOKYMeEHTe «PyKOBOACTBO aAMUHUCTPATOPa».

MpunoxeHne «ABpopa LleHTp» BbINOAHAETCA Ha yYCTpoMcTBe noa ynpasaeHnem OC,
CAYWUT  ONA  NONYYeHWs ynpaBaAlOWMX coobuweHnn oT noacuctembl [llnaTtdopma
ynpasnenua (MY) n nepenaum nx komnoHeHtam OC, a Takxe ana nepegaun MY ceegeHuin o
HacTpoMKax u KoHPurypaumm OC Android. B 3aBMCMMOCTM OT yNpaBaatoLLEro coobueHms,
nonyveHHoro c Y, npmunoxerHune «Aspopa LleHTp» nocpeacTBoM Bbi30Ba MHTEPPENCHbBIX
dyHKUMM OC Android nmeeT BO3MOXKHOCTb:

— HacTpamBaTb A0OCTYN K Kamepe u Bluetooth®;

— YNpPaBAATb BO3MOXHOCTbI CO34aHMA CHUMKOB 3KPaHa YCTPOMCTBa;

— ynpaBnaTb HacTponkamm WLAN, B Tom ymncne Toukom goctyna WLAN;

yNpaB/ATb HACTPOMKAMM reono3nLMOHUPOBAHMS;

— HacTpaumsaTb Nepegavy Gpannos no npotokony MTP;

2 OnpepenexHve TepMmuHa «YCTPOMCTBO» nNpuseaeHo 8 Tabauue (Tabauua 2).
3 Onpepenenve TepmuHa «MpunoxkerHne» npmeseseHo s Tabanue (Tabamua 2).
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— YMpaBAATb HACTPOMKaMM aBMApPEeXMMa W  MUCXOAALWIMX BbI3OBOB, a TaKxKe
HAaCTPOMKamM OaTbl U BDEMEHMU;

— YNpPaBAATb YCTAHOBKOM NPUAOKEHWNIM N3 NHODOBIX UM HEM3BECTHbIX NCTOYHWUKOB;

— cbpacbiBaTb YCTPOMCTBO A0 3aBOACKMX HACTPOEK;

— Noay4YaTb CUCTEMHbIE COODLEHMA O COCTOAHMN YCTPOMNCTBA;

— YyNpaBAATb NPUIOKEHMAMM (YCTAaHOBKA, yaaneHue);

— yCTaHaB/MBaTb pacnmncaHne obMeHa AaHHbIMM YCTPOMCTBa ¢ I1Y;

— YyNPaBAATb PEXMMOM KMOCKa (BKAtOYATb, HACTPAMBATb M OTKAOYATD);

— CO34aBaTb M HacTpamBaTb NoakntoyeHna K cetam WLAN;

— C03/4aTb M HACTPOUTb Ha YCTPONCTBE TOYKY A0CTYNa MOOUNbHOM CETU;

— YyNpaBasaTb MOOMNBbHOW Nepeaayen AaHHbIX;

— NPUMeHATb OpNanH-CUeHapuit C  cobbiTem «HaxoxaeHue Ha TeppuTopuu,
onpeaenaemont NFC-meTkamm»;

— C03[aBaTb M yaanAate noakatodeHne VPN B npunoxeHunm Cisco AnyConnect nam
Kpuntollpo NGate R2;

— [OCTaBAATb Ha YCTPONCTBO Paiibl, @ TaK:Ke 3arpy»Katb Galibl C YCTPONCTB;

— [0CTaBUTb M BbINOJIHWUTb CKPUAT Ha YCTPOMCTBE;

— yCTaHaBAMBaTb GoH paboyero crona.
1.2. YcTtaHOBKa npunoxeHua «Aspopa LieHTp»

YCTaHOBUTb NpunoKkeHne «Aspopa LieHTp», dyHKLUMOHMPYLOLLEe Noa ynpaBaeHnem
OC Android, BO3MO*XHO OAHMM M3 CNOCOOOB:

— C MNOMOLbIO CKaHMpoBaHWA QR-koda nNpu NepBOHaYa/lbHOM HACTPOMKe
yctporctBa (n.1.2.1). TakxKe nocne YCTaHOBKU MNPUAOMKEHMA yCTpoicTBo byaet
aBTOMATMYECKM aKTMBMPOBAHO. [aHHbIM cnocob NpUMMEHUMM NpU  NepBOHAYAIbHOM
HAaCTPOMKe YCTPOWCTBA, AN YCTAaHOBKM MNPUIOKEHMA M aKTUBALMM YCTPOMCTBa He3

noakAto4YeHnAa K 3BM;
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— ¢ nomoubto APK-daina n ckpunta (n. 1.2.2), BXOAAWETO B KOMM/IEKT MNOCTaBKMU.
Mpn ApaHHOM cnocobe YyCTaHOBKM HeT HeobxoAMMOCTM AoCTyna K ceTn WHTepHeT,
[0CTAaTOYHO NMOAKAOYEHNA YCTPOMCTBA K IBM.

NMPUMEYAHUE. Takke BO3MOXHO YCTAaHOBUTb MPUNOXKeHMe «ABpopa LleHTp» u
aKTMBMPOBATb YCTPOMCTBA B 3aKpbITON ceTu (M. 1.2.3).

Ecan nocne ycTaHOBKM NpunoxeHna «Aspopa LleHTp»,
byHKUMOHMpYtoWero noa ynpasneHmem OC Android, byaet
npeasoeHo BblbpaTb CpeacTBO 3anycka (launcher),
Hanpumep, NOCAe HaXKaTKA Ha CPeHIO0 KHOMKY «Jlomol», To
HeobXxoAMMO BbIOpaTb CTaHAAPTHOE CUCTEMHOE NMPUNOKEHNE
(PcyHOK 1).

BHMMAHWE! Ecin B KayecTBe cpeacTBa 3anycka 6bia10

BbiIOpaHO npuaoxeHne «Aspopa LleHTp», To nepepn

BLISOPITS FROBHOS NpUNOH M aKTMBaLMEN YCTPOMCTBA HEOBXOAMMO M3MEHWTb CPeaCTBO
@ 0 3anycka Ha CTaHAapTHOE CUCTEMHOE TMPUIoKeHMe B
Tsocorae | seons | HacTpolkax OC, BbINOMHUB AEWCTBUA, NPUBEAEHHbIE B

npunoxeHun (MpunoxeHune 1), mn 3aTem nepesarpysnTb
PucyHok 1
YCTPOWCTBO.
[na 3aBeplweHna BBOAA YCTPOWMCTBA B 3KCM/yaTauMto

Heobxo4MMO akTUBMPOBaATb ero (noapasaen 2.1).

1.2.1. YcTaHOBKa npuaoxeHna «ABpopa LeHTp» C nOoMOLLb CKaHWMPOBaHMA

QR-Koaa

NPUMEYAHUE. YcTaHoBKa npunoskeHns «Aspopa LleHTp» ¢ nomouwpto QR-Kkoaa
[OCTyMNHa TO/IbKO Ha HOBbIX MM COPOLUEHHbIX K 3aBOACKMM HAaCTPOMKaM YCTPOMCTBAX.

BHMMAHWE! YKka3aHHaa ycTaHOBKa rapaHTMpOBaHa TONbKO A8 YCTpPoMcTB Huawei
n Samsung, GyHKUMOHMpPYOWMX noa ynpasneHmem OC Android, ans apyrmx yCTPOMCTB

HEeKOTOpPble Warn MmoryT oT/indaTbCA.
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[ns  yCcTaHOBKM npunoxkeHua «Aspopa LeHTp» HeobxoAMMo  BbINOAHUTb
cneayrouime AencTBmnA:

— creHepmpoBaTb eaMHbIM QR-KoA ANs YCTAaHOBKM NpuaoKeHua «Aspopa LleHTp» n
aKTMBaUMmM ycTpomcTea B Y ogHMM 13 cnocobHos:

e NPWU NPOXOXAEHNM NPOLECCA aKTUBALMN;
e PM CO34aHNM NPUTNALLEHMA HA CAMOCTOATENbHYHO PETUCTPALLMIO YCTPOMCTBA.

NMPUMEYAHMUE. Mpouecc reHepauun eamHoro QR-koaa npuBedeH B AOKyMeHTe
«PykoBOACTBO Nonb3oBaTend. Yactb 3. MNoacucrema MNnatdpopma ynpaBaeHUa»;

— BK/HOYUTb HOBOE MM COPOLIEHHOE K 3aBOACKMM HACTPOMKaM YCTPOMCTBO;

— KOCHYTbCA 3KpaHa B OJIHOM U TOM e mMecTe 6 pas. B pe3ynbTate otobpasmntca
yBeAOMAEHNE O AaNbHeNeM CKaHMpoBaHUM QR-Koaa;

— Ha 3KpaHe NPMUBETCTBMA BbIOPATb PErnoH;

— O03HAKOMWUTBLCA M MPUHATbL YC/IOBMA WUCMOJIb30BAHMA (COrnaweHne ¢ KOHeYHbIM
No/ab30BaTENEM OT NPOU3BOANTENA YCTPONCTBA);

— OTCKaHMPOBATb CreHepMpoBaHHbIN QR-Kkoa,

MPUMEYAHUE. B cnyyae OTCYyTCTBMA BO3MOMXKHOCTM MCMO/b30BaTb MODOU/IbHbLIN
NHTepHeT ans noakntodeHma kK ceth WLAN HeobxoamMMo cnegoBaTb MHCTPYKUMAM,
oTobpaykaeMbIM Ha aKpaHe yCTPOMCTBa.

BHUMAHMWE! Ecnhuv 6bina gonyuieHa owmnbra npu BBoAE Napoaa A1A NOAKNOYEHMA
K cetn WLAN, To HeobxoamMmo nepesarpy3nTb YCTPOMCTBO M HA4YaTb HACTPOMKY 3aHOBO;

— 03HAaKOMWUTbCA M NPUHATL ycnoBuA Google, cornacHO KOTOPbIM yrnpaBaeHue u
3alWMTY yCTpOMCcTBa obecneynBaeT Balla KOMMNAHUS;

— 0OXAATbCA 3aBepLIEHMA HACTPOMKM YCTPOWMCTBA, KOTOPOE MOMKET 3aHATb

HECKO/IbKO MNHYT.
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NPUMEYAHUA:

v/ ECM NPpK CKauMBaHUM M YCTaHOBKE NpuaoxeHua «Aspopa LieHTp» npousolna
OlWKMbKa, HEODBXOAMMO BbIMOJIHUTL PEKOMEHAALIMN, NPpUBEAEeHHble B noapa3aene 5.2;

v Ecan ycTaHOBKa npunoskeHua «Aspopa LUeHTp» 6bina  3abaokuposaHa
Play 3awmtol (PUCyHOK 2), TO HEOBXOAMMO KOCHYTbCS KHOMKM «Bce paBHO yCTaHOBUTHY

(NpM HEODXOAMMOCTU KOCHYTLCA ABaXKAbl);

3abnokupoeaHo Play 3awuron

Aepopa LleHT
‘ popa LieHTp

BCE PABHO YCTAHOBUTDL “

PUCcyHOK 2

v Ecnm nocne yCTaHOBKM, MPU 3amycKke NpunoxeHus «Aspopa LieHTp», nossmaocs
yBEIOM/IEHNE, YTO MPUIONKEHME He COBMEecCTMMO C nocneaHelt sepcmeir OC Android,

Heobxoammo HaxaTb «OK» (P1cyHOK 3) n Npoao KnTb paboTy C NPUAOKEHNEM.

Aepopa LleHTp

370 NPUNOXeHNe He COBMECTUMO
¢ nocneaHewn sepcuen Android.
MpoeepbTe Hanuume 06HOBNEHUI
MU CBAXKMTECH C pa3paboTymuKoM
NPUNOXEHWUA.

OK

A

PucyHok 3
B pesysbTaTe:
— Ha ycTpoucTtee byaeT yCTaHOBNEHO NpuaoxeHwe «Aspopa LleHTp» ¢ npaBamu
Bnagensua (device owner);
— ycTponcTBo byaet pobasneHo B Y (ecam 6bin mcnonb3oBaH QR-Kop,
NPUrNaleHma Ha CaMOCTOATE/IbHYIO PErncTpaLmio yCTPONCTBRA);

— YCTPOWMCTBO ByAeT akKTUBMPOBAHO.
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NMPUMEYAHUE. Habop npunokeHuin, yCTaHOB/IEHHbIX BO BPeMA MepBOHAYaIbHOM
HACTPOMKM YCTPOMCTBA C MOMOLLbIO CKaHMpoBaHMA QR-Koaa, MOXET OTAnYaTbCa OT Habopa,
KoTopbln Obln Obl AOCTYyNEeH Nocne CTaHAapTHOM NepBOHaYasibHOM HACTPOMKK. [lpu
HeobxoAMMOCTN YCTaHOBMTb HeAOCTaloWMe MPUNOKEHMA C MOMOLLbIO MNOAUTMKKU C

npasuaom «IpUNoKeHna/YCTaHOBKa NPUIOHKEHNI Ha YCTPOMCTBOY.

1.2.2. YcTaHOBKa npunoxerua «Aspopa LeHTp» ¢ nomowwbto APK-danna, ckpunta u

PowerShell

MpunoxerHne «ABpopa LleHTp» Mo)KeT 6biTb YCTAaHOBMEHO Ha YCTPOWMCTBO C
MOMOLLbBIO:

— APK-dpanna u ckpunta — ana OC cemenictea Linux (nn. 1.2.2.1) n OC Windows
(nn. 1.2.2.2);

— PowerShell n ADB — ana OC Windows (nn. 1.2.2.3).

APK-dpann n ckpunt pas3pabotaH KomnaHuen OO0 «OTKpbITad MobUIbHasA
nnaTGopma» M BXOAUT B KOMMAEKT NOCTABKM.

APK-bann n ckpunT device-setup.sh HaxoAATCA B apxmMBe android-aurora-
center-installer.tar.gz, KOTOPbI BXOANUT B cCOCTaB aAncTpmbyTturea MNMO 1 pacnonoxeH
B ManKke /client-apps-android/aurora center.

TpeboBaHuAa Ans paboTbl CKPUNTA:

— 64-pa3pagHas OC Ubuntu 20.04 LTS ¢ yCTaHOBNEHHbIM NakeTom file;

— OC Astra Linux 1.7;

— OC Windows 11.

BHUMAHMUE! YcnewHana paboTa cKpunTa He rapaHTUMpOBaHa Ha ApPYrux Bepcuax
OC cemencTsa Linux 1 OC Windows;

— ycTtpouncteo ¢ OC Android Bepcuin 7 1 BblLLE.

BHUMAHMWE! Ecan nocne ycTtaHOBKKM npunoxeHus «Aspopa LeHTp» OC Android
byaeT obHoBNeHa A0 Bepcun 12.X MK BblLE, NPUIOXKEHWE MOXKET paboTaTb HEKOPPEKTHO;

— ans OC Windows yctaHosneHHaa nporpamma Cygwin (UNIX-noaobHas cpena v

NHTepdenc kKomaHaHon ctpokmn ana OC Windows);
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— ecnn  TpebyeTcs  aKTMBMPOBATb  YCTPOWCTBO, HeobxoAMMO NOAroTOBUTb
JSON-dpanin  gna aktmeaumun. [loarotoBka JSON-danna npuBeaeHa B [AOKYMEHTE
«PyKkoBOACTBO Nonb3oBaTend. Yactb 3. MNoacucrema MNaathopma ynpasneHma».

MPUMEYAHME. [1na nonyvyeHmns CUCTEMHBbIX COODLLEHMIA C YCTPONCTBA, HEOHXOANMMO

BbINO/IHUTb AENCTBUA, NpUBEAEHHbIE B NpunoxkeHun (MpunoxeHune 3).
1.2.2.1.YcTaHoBKa npunoxeHus «Aspopa LleHTp» Ha OC cemelictBa Linux

[ns  yCcTaHOBKM npunoxeHua «Aspopa LeHTp» HeobxoAMmo  BbINOJHWUTb
cneayrouime AencTemna:

1) MoAroToBUTb YCTPOMCTBO:

— yAanuTb paHee A0DaBAEHHbIE Ha YCTPOMCTBO YYeTHble 3anmcu;

— aKTUBMPOBATb PEXMM pa3paboTumka 1 BKAOUYNTL onumto «OTnaaka no USB».

MPUMEYAHUE. Pexum paspaboTuMka AeakTUBUPYETCA MOCAe  BbINOAHEHMUA
CKpUNTa;

— NoAKNoYMUTL pa3bioKMpoBaHHOE YCTPOMCTBO K IBM M 0OCTaBWUTb 3KpaH
YCTPOWMCTBA BKAKOUYEHHbIM.,

MPUMEYAHME. Ecnhn Ha aKpaHe ycTponcTBa oTobparkaeTca 3anpoc Ha coeanMHeEHNe
B peXXMMe OTNaAKM, He0HXOAMMO ero paspeLlnTb;

2) PacnakoBaTb apxMB CO CKpMATOM (Manka android-aurora-center-

installer C COAEPXMMbIM, KaK Ha pUcyHKe (PucyHoK 4);

JOM3LUHAA Nanka android-a...er-installer
{0 HepasHue A
.lln 1 obweKT
% W3bpanHble @ win 1 06beKT

device-activate.sh 349 6anT MH

i JOMaWHAA nan :
(it Aomaw Ut device-setup.sh

[ Pabouwii cton fail.wav oy
piccemm 5 6KB h

5 Bugeo i piccomp voka e
n

success.wav
[F AokymenTsi

& 3arpysku

[&] U306paxenns

J1 Mysbika

PucyHoK 4

10
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3) 3anycTuTb aMYNATOP TEPMWHANA M3 MNanKkKM CO CKPUNTOM android-aurora-
center-installer;

4) BbI,EI,aTb NnpaBa Ha 3aNyCK CKPWMTa, BbIMO/IHNB KOMaHAY:

sudo chmod +x device-setup.sh
sudo chmod +x device-activate.sh

5) YcTaHoBUTb NpuaoxeHune «ABpopa LleHTp», BbINOHWB KOMaHAY:

./device-setup.sh "path/to/apk"

roe "path/to/apk" — MNyTb K CKadaHHOMy APK-danay, mpm 3TOM MOMKHO YyKasaTb Kak
abCoNOTHbINM, TaK M OTHOCUTENbHbIN MYTb.

Hanpumep: "/home/user/downloads/emm-android.apk".

MPUMEYAHUE. Ecan TpebyeTca yCTaHOBUTb NpuaoxKeHme «Aspopa LeHTp» wu

aKTUBMPOBATb YCTPOMCTBO, HEOHXOAMMO BbINMOAHUTL KOMAHAY:

./device-setup.sh "path/to/apk" "path/to/json"

roe 'path/to/json' — nyTb K JSSON-dainy Ana aktmBaumm, Npu 3TOM MOXKHO YKa3aTb Kak
abCONOTHLIM, TakK M OTHOCWUTENbHbIA MYCTb, @ KaBbl4KM MOTyT OblTb ABOMHbLIMWU WU
OAMNHAPHbBIMW.

Hanpumep: ' /home/user/downloads/activation.json’.

MPUMEYAHME. Ha HekoTopbix Bepchax OC MoXKeT NoHaaobumuTca 3anyck KOMaHabl
yepes sudo. Hanpumep: sudo ./device-setup.sh ../omp-emm-client-5.2.0.17+1-
android.armeabi-v7a.apk;

6) Ecnu ycTpOMCTBO 3aMpoCUT pa3pelleHne Ha YCTAHOBKY MPUIOXKEHMA, HaxKaTb
KHOMKY «YCTaHOBUTb» N AOXAATbCA 3aBeplueHma paboTbl CKpunTa. B pesynbTaTe:

— Ha ycTponcTee DyaeT yCTaHOBAEHO NpuAoXKeHne «Aspopa LleHTp», KoTopomy
ObyayT aBTOMATMYECKM BblAaHbl BCe HeObOXOoAMMble pa3pelleHMAa M nNpaBa Bnagenbla
ycTpouncTea (device owner);

— YCTPOMCTBO OyaeT akTMBMPOBAHO, ecan bbin ykasaH nyTb K JSON-panny Ha

ware 5;
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— Ha 9BM byaeT co3paHa nanka logs, coaeprkalwan cneayroume dannbi:

e CSV-dparin c otyeTom BbINOAHEHMA cKpunTa. CoAepXUT JaHHble: Bpemsa
onepaumn, IMEI ycTpoicTBa, pe3ynbTaT BbIMOAHEHMA CKPUNTa (success WMAM fail),
CEPUIMNHbBIN HOMEP YCTPOMCTBA, ONUCaHNE OLWMOKM (ecnn CKpUNT He Obln BbIMOAHEH K3-33
Kakom-1mbo owmnbKmn);

e LOG-pann c cucTeMHbIMW COODLLLEHMAMKM BbINOAHEHMA cKpunTa. CoaepsKuT
NaHHble O npoueccax, KOTopble MPOUCXOAWAM MNPW BbINOJAHEHMW CKpUNnTa, KU bonee
NeTanbHOe onucaHne owmnboK NpU UX HaANYKK.

Ecnm 6bina npomssesieHa TONbKO YCTaHOBKa NpUAoKeHna «ABpopa LleHTp», To and
3aBeplleHna BBOAA YCTPOWCTBA B 3KCMAyaTaUMtO HeobxoAMMO ero aKTMBMPOBaTb
(nogpasaen 2.1).

Mpwn paboTe Co CKPUNTOM AOCTYMHbI CAeaytolme KOMaHAabI:

--logs — OTObOparKaeT NyTb K Nanke logs:

./device-setup.sh --logs

1.2.2.2.YcTaHoBKa npunoxeHuns «Aspopa LeHTp» Ha OC Windows ¢ nomoLlbto

CKpunTa

[na ycTaHOBKM npunoxeHma «Aspopa LleHTp» HeobxoAMMO  BbINOAHUTL
cneayolme AencTBmA:

1) MoAroToBUTL YCTPOMCTBO:

— YyAanuTb paHee A0OaB/IEHHbIE HA YCTPONCTBO YYETHbIE 3aMnUCH;

— AKTMBMPOBATb PEXMM pPa3paboTyumKa 1 BKAOUYMTL onumto «OTnaaka no USB».

MPUMEYAHUE. Pexum paspaboTyMka AeaKTUBUPYETCA MOCAe  BbINOAHEHUA
CKpUNTa;

— NOAKNOYUTL  Pa3b/IOKMPOBAHHOE YyCTponcTBO K IBM M 0OCTaBUTb 3KpaH
YCTPOWCTBA BKAKOUYEHHbIM.

MPUMEYAHME. Ecnn Ha aKpaHe yCTpoMcTBa OTOOpakaeTcsa 3anpoc Ha CoOeAMHEHME

B peXxmnme OTNaaKHN, H€O6XO,£I,I/IN\O €ro pa3pewnTb,
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2) PacnakoBaTb apxvMB CO CKpPMOTOM (Manka android-aurora-center-

installer C COAEPMKMMbIM, KaK Ha pUCyHKe (PUCYHOK 5);

android - aurora-center -install

Costary T T Coprwponnth TIpOCMBIPETN

Chandroid-aurora-centes-installer

Y Manas

Bl Pab0rand ¢ ’ win
Farpyaen ’ IV - livate sh
o Soxywesry # device-setupsh
N Hsotoaxen # fil way
O Mysexa pPiC-omv
B Bwzeo : Dic-omg

pics

Crethent Jxpana

]

PUCYHOK 5

3) Ecam APK-dbaln gna yctaHOBKM npunoxkeHus «Aspopa LeHTp» n JSON-dainn
MMEIOT B Ha3BaHUM KUPUAANLY U/Man Npobenbl, TO HEODXOAMMO NepenmMmeHoBaThb UX.

MPUMEYAHUE. PekomeHayeTcs MCNONb30BaATb NAaTUHCKME OYKBbI M LMPPbI, @ TaKKe
CMMBO/IbI =%, «_» U «.» NPU HEOOXOANMOCTK;

4) Mepemectutb APK-dann n JSON-daiin B nanky co CKPUMNTOM.

Hanpumep, B C:\android-aurora-center-installer)\;

5) YcTtaHoBMTbL nporpammHoe obecnedyeHne (MN0O) Cygwin B COOTBETCTBUM C
npunoxeHmem (MpunoxkeHue 2) 1 3anycTuTb ero;

6) MepenTn B AMPEKTOPMUIO CKPUNTA C MOMOLLbIO KOMaHAb:

cd /cygdrive/c/android-aurora-center-installer/

rae "c/android-aurora-center-installer/" —MyTb K NANKe CO CKPUNTOM,;

7) YcTaHOBUTb NpuaoxKeHne «ABpopa LieHTp», BbINONHUB KOMaHAY:

./device-setup.sh emm-android.apk

roe emm-android.apk — APK-daiin ans yctaHoBKKM npunoxeHma «Aspopa LeHTp».

13
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MPUMEYAHUE. Ecnn TpebyeTca yCTaHOBUTb NpUAOXKeHMe «Aspopa LeHTp» u

dKTMBMNPOBATb yCTpOVICTBO, HeO6XO,£I,l/IMO BbIMOJ/THNTb KOMaHAY:

./device-setup.sh emm-android.apk activation.json

roe activation.json —JSON-daln ans akTMBaLMM YCTPOMCTBA;

8) Ecnm ycTpomCcTBO 3aNpOCUT pa3peLleHne Ha YCTaHOBKY NPUAOKEHMA, TO HaXKaTb
KHOMKY «YCTaHOBUTb» N A0 AATbCA 3aBeplueHma paboTbl CKpmnTa. B pe3ynbTaTe:

— Ha YyCTPOWMCTBO OyAeT yCTaHOBAEHO NpuaoxeHue «Aspopa LleHTp», KoTopomy
ObyayT aBTOMATUYECKM BblaHbl BCe HeobXoAMMble pas3pelleHus M npaBa Baagenbla
ycTponcTea (device owner);

— YCTPOWCTBO DByAeT akTUBMPOBAHO, ecm Obin yKa3aH nyTb K JSSON-panny Ha ware 7.

1.2.2.3.YcTaHoBKa npunoxenua «Aspopa UeHTp» Ha OC Windows ¢ momoulbto

PowerShell n ADB

YT100bI yCTAaHOBUTL NpUAOKEeHUe «ABpopa LieHTp» Heobxoanumo:

1) PacnakoBaTb apxMB android-aurora-center-installer.tar.gz n3
noctasku MMO (pacnonoxeH B AMPEKTOpUK /client-apps—-android/aurora center) B
AMpeKTopuUto C: /AC;

2) CkonmpoBatb APK-pain npunoxeHuma «Aspopa LeHTp» B AMpPEKTOpuUto
C:/AC/android-aurora-center-installer/win/platform-tools/;

3) Ha ycTponcTBe aKTMBMPOBATb PEXUM pPa3paboTymKa M pa3pelinTb OTAaAKY No
ADB;

4) TMoaknouymTb ycTponctso K IBM no USB. lMpu HeobxoaMmMoCTW paspeLlmnTb
NOAKNOYEHWNE Ha YCTPOMNCTBE;

5) OTKpbITb PowerShell oT umeHn aaMMHUCTPATOPA;

6) MepeTM B [AMPEKTOPUIO C MpuaoxKeHMem «ABpopa LeHTp», BbINOAHMB

KOMaHAy:

set-location C:/AC/android-aurora-center-installer/win/platform-
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7) YCTaHOBUTb NpUaoKeHne «ABpopa LieHTp», BbINOAHMB KOMaHAY:

.\adb install .\<packageName.apk>

Hanpumep:

.\adb install .\omp-emm-client-5.2.0.7+1-android.armeabi-v7a.apk

8) Mocne ycTaHOBKM npunoxkeHus «Aspopa LleHTp» HeobxoaMmo BbiAaTb Mpasa

Device Owner, BbINOJHUB KOMaHAY:

.\adb shell dpm set-device-owner

9) Ha ycTponcTse B pexume pa3paboTynmKka OTKAOYUTb OTAaAKy no ADB.
B pesynbTaTe npunoskeHme «Aspopa LleHTp» OyaeT ycTaHOBAEHO Ha YCTPOMCTBE.
YT106bl BBECTM YCTPOMCTBO B 3KCMAyaTaLMO, HEOHXOAMMO 3aNyCTUTb NPUAOKeEHME «ABPOpa

LleHTp» 1 aKTUBMPOBATb YCTPONCTBO C MOMOLLbIO CKaHMpoBaHna QR-koaa (n. 2.1.1).

1.2.3. YcTaHOBKa npuaoxeHna «ABpopa LeHTp» W akTmBaumsa yCTpoOMCTBA B

3aKpbITON ceTn

Mpu paboTe B 3aKpbITOM CETM A4 YCMELWHOM YCTaHOBKM MPUAOXKEeHUs «ABpopa
LleHTp» ¥ aKTMBALMW YCTPOMCTBA HEOOXOAMMO WCMO/b30BaTb OAWMH U3 CAeAyHOLLMX
MeTO/0B:

1) BbINOAHWTb AOMNONHUTENbHbIE HACTPOMKM M3 ObUUMANBHON AOKYMEHTALMM
Google (https://support.google.com/work/android/answer/105136417?hl=ru&sjid=494035
0420964273032-EU);

2) YctaHoBMTb NpunoxeHune «ABpopa LleHTp» M aKkTMBMPOBATb YCTPOMCTBO C
MOMOLLbIO CNeumanbHOro cKkpunta, pas3paboTaHHoro kKomnaHuen OO0 «OTKpbITas
MobunbHas nnatpopma» (noapobHee 8 n. 1.2.2);

3) Co3pgatb cneumansHbii PAC-pann u gononHuts QR-koa HeobxoammbiMm
HaCTPOMKaMM, KOTOPble MPUBEAEHbI HUXKE.

Y7066l NOAroTOBUTL QR-KOA ANA YCTAHOBKM NPUIOKEHUA U aKTUBALLMK YCTPOMCTBA
B 3aKPbITOM CeTU HeobXxoAMMO:

1) Cos3paTb dalin proxy.pac CO CAEAYIOLNM COAEPHKNUMbIM:

function FindProxyForURL (url, host) {return "DIRECT";
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2) Pa3smecTuTb CO34aHHbIN Galin proxy.pac B 3aKPbITOM CETU TaKMm 0Opasom,
4yTObbI OH ObIN AOCTYNEH C YCTPOWCTB, MOAKNOYEHHbIX K HEN.

Hanpumep, ons 3Toro M3 nankm ¢ Gpainom HeobxoAMMO 3anyCTUTb IMYASTOP

TEPMMNHANA U BbIMO/IHNTE KOMaHAY:

python3 -m http.server

Takmm  obpasom, ¢ahn  proxy.pac OyaeTr  AgocTyneH nNo  agpecy
http://<host_ip_address>:8000/proxy.pac, rae BMecTO host ip address  HaZo
noAcTaBuTb IP-aapec xocTa, ¢ KOTOPOro NPon3BOAMTCA pasdada Ganna;

3) CreHepupoBaTb eaAnHbIN QR-KOA, ANS YCTaHOBKM NpUAoXKeHUa «ABpopa LeHTp»
M aKTMBaLMKM ycTporcTea. QR-Koa MoKeT BbiTb NONYYEH:

— NP NPOXOXKAEHMN NPOLLECCa aKTUBALUMN;

— NpW CO34aHUN NPUTNALLEHMNA HA CAMOCTOATE/IbHYIO PETMCTPALMIO YCTPOMCTBA.

NPUMEYAHUA:

v/ He HyxHO fo6asnats 8 QR-Kko asTonoaxaodeHne k cetm WLAN, B NpOTUBHOM
C/yyae YCTaHOBKa NpUIoKeHMa «ABpopa LLeHTp» 1 akTUBaLMA YCTPONCTBA B 3aKPbITON CETH
byneT HEBO3MOXKHa;

v MoapobHoe onucaHne NPOXOMKAEHMS akKTMBaLMM U CO3[4aHMe NpUrialeHms Ha
CaMOCTOATENbHYO PEerncTpaumio ycTponcTea NpPMBEAEHO B A0KYMeHTe «PyKoBOoACTBO
nonb3osBaTens. Yactb 3. MNoacuctema Mnathopma ynpaBaeHns »;

4) Ecnu ycTtporcteo Ha 6a3e OC Android Bepcunm 13 u Bbllle, HEOBX0AMMO:

— ckayaTb JSON-¢ann;

— pononHutb JSON-dan napameTpom:

"android.app.extra.PROVISIONING ALLOW OFFLINE": true

— creHepupoBaTb QR-Kkoa 13 oTpeaakTnposaHHoro JSON-daina;

5) CbHpocuTb YCTPOMCTBO A0 3aBOACKMX HAaCTPOEK;

6) BKAOYUTL YCTPOMCTBO;

7) KoCHyYTbCsi 9KpaHa B OHOM U TOM e mecTe 6 pas. [osBUTCS yBegOMIEHME O

[asbHeMwem ckaHMpoBaHn QR-koaa;
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8) O3HaKOMUTBLCA M NPUHATbL YCAOBMA MCMONb30BAHMA (COrNalleHne C KOHEYHbIM
No/sb30BaTeNIEM OT NPOM3BOANTENA YCTPONCTBA);

9) OtckaHnpoBaTb QR-KOA, KOTOPbIM OblN NOAYYeH Ha wware 3 (MK Ha ware 4, ecnu
ycTponcTeo Ha 6a3e OC Android Bepcun 13 1 Bbille);

10) BbibpaTb 3akpbiTyto ceTb WLAN, 3aTem nepenTy B ee HaCTpOMKK. B pasaene c
HaCTPOMKaMM MPOKCKM YCTaHOBUTb aBTOKOHPUIypaLMio/aBTOHACTPOMKY M BBECTU adpec
CCbINIKM Ha GalN proxy.pac, NOJYY4EeHHOM Ha Ware 2;

11) oxkaaTbCcs 3aBepLUEeHNA HAaCTPOMKM paboyero ycTpomncTBa. ITO MOXKET 3aHATb

HECKO/IbKO MUHYT.
1.3. O6bHoBNEHMe NpunoxeHna «Aspopa LieHTp»

ObHOBUTL NpuIoXKeHWe «ABpopa LleHTp», dyHKLUMOHMPYIOLWEee Noj ynpasaeHem
OC Android, BO3MO»KHO ABYMA cnocobamu:

— C NOMOLLbIO CKPMMTA YCTaHOBKM (cnocob ans obHOBAEHMA WUAK NepeyCTaHOBKM
NPUNOXKEHMA C MOMOLLbIO MoK todeHua K IBM). [lna aTtoro HeobxoauMmo ciefoBaThb
MHCTPYKUMM Bbiwe (n. 1.2.2).

NMPUMEYAHUE. BbiaaHHble npunoxkeHnem «ABpopa LeHTp» npaBa Bnaaenbua
(device owner) M AAMWHUCTPATOPA YCTPOMNCTBA (device admin) NOBTOPHO BblAaBaTbCA
He By ayT;

— C MOMOUbIO MOAUTUKK (cnocob OOHOBAEHWA NPUNOXKEHUA yaaneHHo 6e3
noakntoveHnsa K I3BM). [Ons atoro Heobxoammo B [1Y co3aaTb NOAUTUKY C MPaBUIOM
«MpunoxeHna/YcTaHoBKa NPUAOKEHU HA YCTPOMCTBOY, BbIOPAB BUTPUHY, NPUNOKEHME U
Bepcuto npunoxkermna ana OC Android. [lanee cneayeT Ha3zHaA4YMUTb CO3AAHHYIO MOJIUTUKY Ha
rpynny yCTPOMCTB UM FPYNNy NO1b30BaTeNeN, B KOTOPYHO BXOAMT YCTPOMUCTBO.

NMPUMEYAHME. MoapobHoe onmcaHWe npoLuecca Ha3zHaYeHUs NONUTMKIN Ha rpynny
YCTPOWCTB MU rpynny no/sb3oBaTenemn npuBeseHo B OOKYyMeHTe
«PykoBoacTBO nosib3oBatena. YacTs 3. MNoacuctema MNaatpopma ynpaBaeHms».

MNocne cneayrollen CUHXPOHM3aUKMKM ycTponctea ¢ Cepsepom npuaoxKeHun Y

NnpunoxeHune «Aspopa LieHTp» byaeT 0OHOBAEHO M Nepe3anyLLeHo Ha YCTPOMCTBeE.
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2. PABOTA C NMPUNOXEHUEM «ABPOPA LEHTP»

NMPUMEYAHUE. BHewHnn BuAa, mHTepdenca yCTPOMCTBA MOXKET OT/IMYaTbCA OT
NPUBEAEHHOrO Ha PUCYHKax B HACTOAWEM AOKymeHTe. CHMMKM 3KpaHa yCTPOMCTBA
ABNAOTCA MNPUMEPOM W NpPeAcTaBAeHbl B AOKYMeHTe Ans obliero 03HakKoOMAeHUA C

MHTEPdEMNCOM YCTPOMCTBA.
2.1. AKTMBaUMA YCTPOMNCTBA

AKTMBMPOBATb YCTPOMCTBO, YHKUMOHMPYLOWee nog ynpasneHnem OC Android,
BO3MOXHO OAHMM M3 cNocobOoB:

— C nomoulbto cKaHmpoBaHMa QR-koga (n.2.1.1). JdaHHbin cnocob He Tpebyet
NOAKAOYEHMSA YCTPONCTBA K DBM;

— C NOMOLLbO CKpMnTa, paspaboTaHHoro komnaHnen OO0 «OTKpbITaa MobUAbHAA
nnatdopma» (n. 2.1.2). AaHHbin cnocob goctyneH ana MMO Bepcun 4.1.0 1 Bbile 1 TpebyeT
NOAKAOYEHME YCTPOMCTBA K IBM;

— C MOMOLLbD NPUINALIEHNA Ha CAaMOCTOATENbHYH PErncTpaumio YCTPOMCTBA],
OMMCaHMe KOTOPOro npuMBeaEeHO B AOKYMeHTe «PyKOBOACTBO MNO/b30BaTenA. YacTb 3.
MNoacuctema Mnathopma ynpaBaeHUa».

BHUMAHME! AKTnBMpPOBaTb YCTPONCTBO C MOMOLLBKO CKPMATA BO3MOXHO OAMH Pas.

MPUMEYAHUE. OtobparkeHne B KypHane npunoxKeHus «Aspopa LeHTp»
coobuleHmna «YCTPOMCTBO OblNO aKTMBMPOBAHO paHee» 03HaYaeT, YTo OblAM HapylUeHbI
npaBuaa 6€30NacHOCTN CUCTEMbI, @ MMEHHO MPOM30LLAA NOMbITKA NMOBTOPHOM aKTMBALMK
YCTPOWMCTBA C MOMOLLK CKPUNTA.

[na NOBTOPHOM aKTMBALUWMM YCTPOMCTBA HeEOBXOAMMO BbINOSIHWTL OAHO W3
cneayrolmx 4encTBui:

— CreHepupoBaTb M OTCKAHWPOBATb HOBbIN QR-KOA B NpuaoKeHMn «ABpopa LieHTp»

(n.2.1.1);
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— WUCNONb30BaTb CKPWUNT ANA BbINOAHEHWA aKTuMBauuum (n. 2.1.2), npu 3TOM
npeABapuTenbHo HeobxoaMmMo COPOCUTL YCTPOMCTBO K 3aBOACKMM HAaCTPOMKaM, NOC/E Yero
33HOBO YCTaHOBUTL NpuaoKeHne «Aspopa LleHTp».

MPUMEYAHME. Mocne ycnewHoM akTUBALMM, @ TaKKe NoCaAe KaXKA0ro nepesanycka
cepBuca npunoxeHus «Aspopa LleHTp» (Hanpumep, nocne nepesarpy3kn OC wam
obHOoBNEHUS NpunoxeHma «Aspopa LeHTp») byaeT BKAOYEHA reosoKauma YCTPOMCTBA],
naxke ecnu oHa bblna OTKAKYEHa. B cnyvyae HeobXxoAMMOCTM N0Nb30BaTENb MOXKET BHECTU
M3MEHEHWNA B HACTPOMKM re0N0KaLMM Ha YCTPOMCTBE.

BHUMAHMUE! Echn nonb3oBaTesib BPYYHYHO OTKAOYUT Fre00KaLMIO Ha YCTPOMCTBE,
TO [0 ee BK/IIOYEeHUA:

— Ha3HaYeHHble Ha YCTPOMCTBO odalH-CUeHapun C cobbITuAMM «HaxoxkaeHne BHe
TEPPUTOPUIN, ONpeaenaemblx KoopAumHaTamm» KW «HaxoxaeHne Ha Tepputopuax,
onpeaenaemMbix KOOpAMHATaMM» NepecTaHyT KOPPEKTHO paboTaTb;

— un3-3a ocobeHHocTeln OC Android ycTpoiicTBo He byaeT nepeaasaTb B COCTOAHNM
Ha3BaHne WLAN (SSID), MAC-agpec poyTepa, K KOTOPOMY OHO MOAK/IYEHO, U CBOW
IP-agpec. B cneacteme 4ero B pexuMme KMOCKa OyaeT OTCyTCTBOBaTb OTOOparkeHue

IP-agpeca.
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] OTKPBLITAR
MOBMNBHASA
NAAT®OPMA

NMPUNNOXKEHNA

2.1.1. AKTrBauUMA ycTponcTea npu nomouin QR-koga

NMPUMEYAHME. Ecnm yCcTpOMCTBO aKTMBMPYETCA HENOCPEACTBEHHO NOC/E YCTAHOBKM

«ABpopa

QR-kopaa (PucyHok 8).

NNATGOPMA YINPABNERWS
MOBMBHBIMW YCTPOWUCTBAMM

SN:XEDACIAN Y

(A C COPBRPOM
A YENeWHO

THCTPaLMA

ANEHWR

el He
HaCTPOAKM
N

HXLMER He

HUIBLNA C CEPBRPOM
SHAYCOSUHE

PucyHok 7

LieHTp»,

cnegyeT  cpasy  NepelTtM K CKaHWMPOBAHMUIO

Ona aKTUBaLMMU yCTpoMncTBa HeobxoAMMo
OTCKaHWPOBATb QR-koa, BbIMO/IHUB cnepyroouime
NencTens:

— OTKPbITb  NpunoxeHne  «ABpopa LeHTp»,

KOCHYBLUWNCb ero 3Ha4ka (P1CcyHOK 6);

— KOCHYTbCA KHOMKN « AKTMBaUMA» (PrcyHOK 7).

NMPUMEYAHUE. KHonKka «AKTMBaUMA» HEaKTMBHA,
eC/IM Ha YCTPOMCTBE AENCTBYET NOAUTMKA C MPAaBUIOM MO
3anpeTy Kamepbl;

— HaBEeCTM KaMepy ycTponcTea Ha QR-koa, Npu aTomM
n3obpaxeHme  OO/KHO

NOMEeCTNTbCA B paMky,

oTobpakaemyto Ha aKpaHe ycTpoicTea (PrcyHok 8).

PucyHok 8
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MPUMEYAHUE. na nepekntoyeHna MexKay OCHOBHOM M GPOHTANbHOM Kamepom

yCTpOMCTBa (M 0OpPaATHO) MCNONb3YETCS 3Haqo+< (cm. PucyHok 8).

B pe3ynbTaTe yCTpOMCTBO ByAeT akTMBMPOBAHO:

— Ha YCTPOWMCTBE HA4YHYT AENCTBOBATb BCE MOJUTUKKU, OMNEPATMBHbIE KOMAHAbl W
obnanH-cLueHapMn, Ha3HaYeHHble Ha rpynnbl YCTPOMCTB WM FPynmnbl NOAb30BaTenen, K
KOTOPbIM NPMBA3AHO YCTPOMCTBO;

— B XKypHane npunoxeHua «Aspopa LleHTp» oTobpasntca 3anmncb 06 ycnewHom
aKTMBaUMM MM coobuleHme 06 ownbKe akTUBaALNN.

MPUMEYAHME. MoapobHoe onucaHne reHepaumm QR-koga B Y npuBeaeHo B
NOoKymeHTe «PykoBoaCTBO Nonb3osaTend. Yactb 3. Moacmctema Mnatdopma ynpasneHma».

[MOBTOPHAA aKTMBaLMA YCTPOMCTBA BbIMOAHAETCA MAEHTUYHO NEPBUYHOM.
2.1.2. AKTMBaAUMA YCTPONCTBA C MOMOLLbIO CKPUNTA

NMPUMEYAHUE. CkpunT device-activate.sh HaxoguUTCA B apxMBe android-
aurora-center-installer.tar.gz, KOTOpPbIA BXOAMT B CcOCTaB AMcTpmbyTtmnea MO u
PACMNONIOXEH B Nanke /client-apps-android/aurora center.

TpeboBaHuAa ana paboTbl cKpMnTa:

— 64-paspsagHas OC cemericta Linux (Ubuntu 20.04 LTS ¢ ycTaHOBNEHHbIM NaKeToOM
file) mnm OC Windows 11.

BHUMAHMUE! YcnewHana paboTta cKkpunTa He rapaHTMpOBaHa Ha APYrMx Bepcuax
OC cememcTsa Linux 1 OC Windows;

— ycTtpouncteo ¢ OC Android Bepcuin 7 1 Bbille C YCTAHOBAEHHbIM MPUOKEHUEM
«ABpopa LeHTp»;

— noarotoBneHHbIn JSSON-bann ans akTMBALMKN YCTPOMCTBA.

MPUMEYAHMUE. TMoapobHoe onucaHne noarotoBkn JSON-dalina npueeneHo B

NOKYyMeHTe «PyKkoBoACTBO Nosb3oBatend. Yactb 3. MNoacucrtema MNaathopma ynpaBaeHua».
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2.1.2.1.AkTnBauma yctpomnctaa ¢ nomolulbto OC cemencrtsa Linux

[ns akTMBauUMM yCTPOMCTBA HEOBXOAMMO NOArOTOBUTL YCTPOMCTBO M pPacnakoBaTb
dpXnB CO CKpUNTOM B COOTBETCTBMU C ONMMCaHMEM, NPUBEAEHHBIM B M. 1.2.2.1 wm Aanee
BbINOJ/IHNTL Caeaytoumne ﬂ,eVICTBl/IﬂZ

— 3aNYyCTUTb 3MYNATOP TEPMUHaAA M3 MaANKM CO CKPWMNTOM android-aurora-
center-installer,;

— BblAaTb NPaBa Ha 3alyCK CKPUMTa, BbIMOJIHUB KOMaHAY:

sudo chmod +x device-activate.sh

— 3anyCtuTb CKPUNT C NOMOLLbIO KOMaH/Abl:

./device-activate.sh 'path/to/Jjson'

roe 'path/to/json' — nyTb K JSSON-dainy Ana aktmBaumm, Npmu 3TOM MOXKHO YKa3aTb Kak
abCONOTHbIM, TaK M OTHOCUTENbHbIM MyTb, @ KaBbl4KM MOTYT ObiTb ABOMHLIMW WM
OAMHAPHbIMW.

Hanpumep: ' /home/user/downloads/activation.json’.

B pe3synbTaTe B XKypHane npunoxeHua «Aspopa LleHTp» oTobpasuTca coobuieHne
«Ha4ano akTMBaLMnN».

[Nanee HeobxoAMMO OOXAATbCA  3aBEPLIEHMA  aKTMBAUMW  YCTPOMCTBA U
OTODpaXeHWa B XypHane npuaoxKeHma «Aspopa LeHTp» coobuieHns «AKTMBaLUA

3aBeplleHa yCneLwHo».
2.1.2.2.AkTnBauma yctpomnctaa ¢ nomoulsto OC Windows

[na akTMBauMM yCTpoincTBa HeobxoAMMO MOAroTOBUTL YCTPOMCTBO, pPacnakoBaTb
apxmB Cco ckpunTom, nepemectntb JSON-daiin B COOTBETCTBMM C ONMUCAHMEM, NPUBEAEHHbBIM
B nn.1.2.2.2, a TakxKe yctaHoBuTb [10 Cygwin B COOTBETCTBMM C MNPUIOKEHMEM
(Mpunoxenue 2).

Mocne yctaHoBKK MO Cygwin Heobxoanmo:

— 3anyCTUTb YCTaHOBAEHHYIO nporpammy Cygwin;
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— NepenTn B ANPEKTOPUIO CKPMMTA C MOMOLLbIO KOMaHAb!:

cd /cygdrive/c/android-aurora-center-installer/

roe "c/android-aurora-center—-installer/" —NyTb K NANKe CO CKPUNTOM,;

— 3anyCTtuTb CKPWUNT, BbIMOJIHMB KOMaHAY:

./device-activate.sh activation.json

roe activation.json —JSON-dan ana aktmeaumm.

B pe3ynbTaTe B XKypHane npuaoxeHma «Aspopa LleHTp» oTobpasntca cooblieHme
«Ha4ano akTMBaLMnN».

[anee HeobxoAMMO [O0XAATbCA  3aBEPLIEHMA  aKTMBaUMM  YCTPOMCTBA W
oTODpaKeHMA B KypHane npunoxeHua «Aspopa LleHTp» coobueHns «AKTUBaLMA

3aBeplieHa yCneLwHo.

2.2. NpuBA3Ka YCTPOMUCTBA K MNONbL30BaTEN, CUHXPOHU3UPOBAHHOMY B [1Y u3

LDAP-cepBepa

C nomMolLLbto NpuaoxKeHuns «ABpopa LieHTp» BO3MOXKHO NpUBSA3aTh aKTUBUPOBAHHOE
YCTPOMCTBO K NO/1b30BaATE/0, CUHXPOHM3MPOoBaHHOMY B [1Y 13 LDAP-cepsepa.

BHUMAHMWE! MNMepen Havyanom paboTbl Heobxoanmo ybeamntsea, 4to B Y pobasneHa
nHTerpaums ¢ LDAP-cepBepom 1 nporaeHa CUHXPOHW3AUMA AaHHbIX.

MPUMEYAHUE. MoapobHoe onucaHme wuHTerpaumm c LDAP-cepsepom B T1Y
npuBeaeHo B AOKyMeHTe «PykoBoacCTBO nosib3oBaTtena. Yactb 3. Moacuctema Mnatdopma
YyNpaB/iIEHNAR.

[lnAa NpmnBA3KKM YCTPOMCTBA K MOb30BaTetl0 HEOBXOAMMO BbIMONHUTL Cleaytouime
NencTBus:

— OTKPbITb NPUAOKEeHWe «ABpopa LLeHTp», KOCHYBLLMCH ero 3Hadka (CM. PUCYHOK 6);

— KOCHYTbCA 3HaYKa ?Bjﬂ,nﬂ aBTOpM3aLMM nosb3osaTens (PMcyHok 9).
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MPUMEYAHME. 3nauok B3 ANA aBTOPM3aUMM MN0JIb30BaTeNA HeaKTUBEH, eCau

YCTpOﬁCTBO HE akKTUBUPOBAHO, nmbo ecnm dKTMBNPOBAHO, HO Ha HeM He YCTaHOBJIEHbI

HaCTPOMKM,

HeobxoaMmMble ANA NPUBA3KKU YCTPOMCTBA K Monb3oBaTento un3 LDAP

(npomsBeaeHa pernctpauma Cepsuca yBeaoMIEHNIN, YCTaHOBEHbI Tpebyemble KopHeBble

cepTUPUKaThl);

— BBECTM JIOTMH W Napoab ANa noaxkatodeHns K LDAP-cepBepy M KOCHYTbCA KHOMKM

«BorTtu» (PucyHok 10).

MPUMEYAHME. /lornH moxeT 6bITb BBEAEH B 0A4HOM M3 Cheayoumx popMaTos:

— JIOTMH C AOMeHOM, Hanpumep: «OMP\Admin»;

— NorvH B BuAe e-mail, Hanpumep: «Admin@omp.ru».

DEQEOO RI52 5 M 151¢

MIATOOPMA YMPABJIEHUA
MOBWABHBIMW YCTPOMCTBAMM

27-12-2022
15:11:03

27-12-2022
15:11:02

27-12-2022
15:10:51

27-12-2022
15:10:51

27-12-2022
15:10:51

27-12-2022
15:10:49

27-12-2022
15:03:01

W) AKTUBALIUA B

< O O

B pe3y/bTaTte yCHELUHOIZ dBTOpM3almnun:

YcnewHan perdcrpayus
CepBUCa YBEAOMNEHHNA

YcraHoBnex KOpHeBOH
ceprnduxar
12245{158147714193d04428a6
b5593fc0ea8Bde

Ynpasneuue GpyHKU1en He
noaaepxusaetca: O6HOBNEHNE
oc

AKTUBAUMA 3aBepWeHa
YCNeWwHo

YyerHsie aHHbIe yCnewHo
o6HOBNEHbI

Cpok AeicTBYA Napona UCTek,
3aNPOC HOBLIX YHETHbIX
A3HHDbIX

Murpayqs 6aasl faHHbIX
3aBeplieHa yCnewHo

PucyHok 9

onn Pyt

.........

BOHTH

PucyHok 10

- yCTpOIZCTBO 6yp,eT NMPMBA3aHO K MNMOJ/1Ib30BAaTE/O, YHETHbIE JAdHHbIE KOTOPOIrO Hbian

BBE/EHbI;

— B KypHane npunoxeHua «Aspopa LieHTp» oTobpa3nTca 3anucb O NpuBA3Ke

yCTpOl\/’ICTBa K NMNOJ/1b30BaTENHO,
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— €eC/IM Ha Tpynny, B KOTOPYH BKAOYEH NOJIb30BaTE b, ObIIM Ha3HAYEHbI NOSIUTUKM

l/I/l/IJ'Il/I onepatnBHble KOMaHAbl, TO OHW HAYHYT ,EI,eVICTBOBaTb Ha yCTpomCTBe.

B cnyyae ecnm:

— BBeJdeH HeBeprIl\/ﬁ JNOTUH l/I/l/I/'Il/I naposab, TO OTO6pa3MTCFI COOTBETCTBYHOLLEE

BCMablBatoLWee yBeJOMIEHUNE,

— WHTerpaums c LDAP-cepBepom OTCyTCTBYET, TO 0TOHPa3mTCca 6enblit aKpaH;

— npow3ollna ownbKka Ha CTOpoHe cepsepa (Hanpumep, He yaanocb NpuBA3aTb

YCTPOMCTBO K MONb30BATEN0), TO B XKypHane npunoxkeHuns «Aspopa LleHTp» oTobpasmTca

ownbKa NPUBA3KM.

2.3. MMonyyeHue onepaTMBHbIX KOMaHL U NOAUTUK

DRSO 0 RS2

MIATOOPMA YMPABJIEHUA
MOBWABHBIMA YCTPOMCTBAMMU

27-12-2022
15:11:03

27-12-2022
15:11:02

27-12-2022
1510:51

27-12-2022
15:10:51

27-12-2022
15:10:51

27-12-2022
15:10:49

27-12-2022
15:03:01

Yenewnan perdcrpayun
CEepPBHCA YBEAOMNEHHA

YcranosneHn KOpHEBOH
cepruduxar
1a245(158147714{93d04428a6
b5593fc0eallde

Ynpaeneuue GpyHKUHen He
noaaepxueaercs: 06HOBNEHNE
oc

AKTUBaUWA 3aBepWeHa
YCNeWHo

Y4erHbie gaHHbIe yCnewHo
0BHOBNEHbI

Cpok aefcTBMA Naponsa UCTeK,
3aNPOC HOBLIX YHETHbIX
NaHHbIX

Murpayua 6aasi faHHBIX
3aBEPLILHA YCNeLWHO

' AKTUBALS n

< O 0O

PucyHok 11

B pesynbTarte:

— YCTPOWCTBO

KOMaHabl);

— B KYPHaNe npuaoKeHus

NOAYYUT Ha3HA4YeHHble onepaunn

[locTaBKa onumit (MOANTMK, ONEPATUBHbBIX KOMaHA, U
odnanH-cLueHap1eB) Ha YCTPOWMCTBA OCYyLLECTBASAETCA B
TedyeHne 30 MUHYT Nocne ux oTnpasku c Y.

MPUMEYAHUE. MoapobHoe onucaHue npoueayp
OTNPaBKM W BbINONHEHMA OMEPATMBHbLIX KOMaHL Ha

YCTPOMCTBAX MNpUBEAEHO B AOKYMeHTe «PyKOBOACTBO

nonsv3oBatens. Yactb 3. [oacuctema  Mnatdopma
yrpaB/ieHUA».

Ona 3anpoca noayyYyeHumn OTNPaBAEHHOWN
ONepaTMBHOM  KOMaHAbl  WAM  MOAUTUKU  BPYYHYIO

HEeoHX0AMMO KOCHYTbCA KHOMKM Q (PrncyHok 11).

(ﬂOﬂVITVIKl/I, ornepaTtnBHble

«ABpopa LleHTp» oTObOpa3AaTca coobuweHna o

BbIMOJ/THEHHbIX LI,GVICTBMHX nnn 06 owmnbKax npPn MX BbIMO/THEHUN.
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2.4. YpaneHue npunoxeHua «Aspopa LieHTp»

MPUMEYAHUE. YpaneHve npunoxeHna «ABpopa LeHTp» Ha yCTpomcTBax nog
ynpasneHnem OC Android WwTaTHbIMM CPeACTBAMN HEBO3MOXKHO.

BblBOA, M3 3KCM/yaTauUMM YCTPOWCTBA M yAaneHue npunoxeHua «Aspopa LleHTp»
BO3MOMHbI B [1ByX COCTOAHMAX YCTPOMCTBA:

1) Ecam  ycTpoMcTBO aKTMBMpPOBAHO. [as 3Toro HeobXoAMMO  BbINOAHUTL
cneayrouime AencTBuA:

— OYUCTUTb YCTPOMCTBO C MOMOLLBIO ONEepaTMBHOM KoMaHAabl  «O4MCTKa
ycTpoicTBa». NoapobHoe onmcaHWe npoueayp OTMPaBKM M BbIMOSHEHMA OMEPaTUMBHbIX
KOMaHA, Ha YCTPOMCTBE MPMBEAEHO B AOKyMeHTe «PyKoBOoACTBO Monb3osaTena. YacTb 3.
Moacuctema Mnatdopma ynpasaeHna»;

— apxmBMpoBaTb ycTpoicTeo B [1Y. NoapobHoe onncaHne NpMBeAEHO B JOKYMEHTE
«PyKkoBOACTBO Nonb3oBaTens. Yactb 3. MNoacucrema MNnatdpopma ynpaBneHua»;

2) Ecnau yctpoiictso He 6bl10 akTMBMpPOBaHO. 1A 3Toro HeobxoAMMO BbIMONHUTD
cbpoc ycTpoWcTBa K 3aBOACKMM HACTPOMKamM  LUTAaTHbIMKM CPeacTBaMM  yAaNeHuA

NPUIOKEHMN HA YCTPOMCTBE.

2.5. HazHaueHue opnaliH-cueHapues

OdnanH-cueHap1m — NpaBuaa, KOTOpble OTMPABAAKTCA Ha YCTPOMCTBO C YKa3aHWEM
nenctema (cobbitna) no cpabatbiBaHMto. [MpaBuna AOMKHbI MIHOBEHHO MPUMEHWUTLCA Ha
YCTPOWMCTBE MO YKa3aHHOMY CODbITMIO, [a)Ke B C/lydae, ecim B 3TOT MOMEHT HEeT CBA3M C
cepBepom.

B noapasgene «CueHapum» KoHCOAM aamuHucTpaTtopa 1Y AoMUHKUCTPATOP
Mnatdopmbl yNpaBAEHMA MOXKET CO31aBaTb CLLEHAPUN KOMaHA, No cobbiTMio ANna opnamnH-
NPUMEHEHMA Ha YCTPOMCTBE, rpynne yCTPOMCTB UM Fpynne Noab30oBaTeen yCTPOMNCTB.

MPUMEYAHUE. MopapobHoe onucaHne paboTbl CO CLUEHAPMAMW MPUBEAEHO B

NOKYyMeHTe «PyKkoBoACTBO No/sib3oBaTend. Yactb 3. MNoacucrtema Mnaatpopma ynpaBnaeHua».
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Ha ycTpoiicTse, dyHKUMOHMpPYoLem noa ynpasneHmem OC Android, AAMUHUCTpaTOpPyY
MnaTtdopmbl  ynpaBaeHMA AOCTYNHO MNpUMeEHeHMe obdnalH-cueHapma C  CcobbITUeM
«HaxoxaeHne Ha Tepputopun, onpeaensemon  NFC-meTkamm» C  peakuusamm  no
3anpeTy/pa3peLLeHmto KaMmepbl, OYUCTKE 1 BIOKMPOBKe/pa3bioKMPOBKe YCTPOMCTBA.

MPUMEYAHUE. NFC-meTKa CKaHMpyeTca Ha yCTpoucTBe Npu pPa3bAOKMPOBAHHOM
YCTPOMCTBE M MPU BKAOYEHHOM 3KpaHe. Ha HeKoTOopbIX YCTPOMCTBAX MPWM BKAOYEHHOM

Kamepe He cpabaTbiBaeT ckaHMpoBaHue NFC.
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3. PABOTA C NPUNOXKEHUAMN

3.1. YcTaHOBKa NpUioKeHuA

PucyHoOK
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PUCyHOK

13

[1na KOPPEKTHOM YCTAaHOBKM MPUNOHKEHUSA HEOHBXOAMMO
OTKNOYUTL Play 3awmTy, KOTOpas BKAOYEHA MO YMONYAHMIO
Ha YCTPOMCTBE, QYHKLUMOHMPYIOWEM Mo4 YnpaBaeHUEem
OC Android, BbinONHWB cneaytolme AeNCTBUA:

— Ha JKpaHe MPUAOXKEHUN OTKPbLITb MPUAOKEHME

«Google Play» (PucyHok 12);

— B MPaBOM BeEPXHEM YTy 3KPpaHA HaXXaTb Ha 3HAYOK

npoduna (PucyHok 13);
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— B MEHI0 HAaCTPOEK NPOPUAA KOCHYTLCA MYHKTa MEH!O

«Play 3awmTa» (PucyHok 14);

X Google

° Corei Kenues

Yopasmenns sy om Coogle

YROaumense NPancossumsmn i
YETEOHRTTROM

YOR GO N B M EO0N0H B

FINETeww » NoEreoe

& Play Isumrs

Eufinuoresn

HacTposen

D Cnpameaorses

PR TR

PucyHok 14
noe LLERE — Ha OTKPbIBLWIENCA CTPaHMLE B MPAaBOM BEPXHEM YTy
. Play Jawwra E
9KpaHa HaXKaTb 3HA4YOK €83 «HacTponkm» (PucyHok 15);
9 — B HacCTponKax «Play 3almTa» OTKAOYUTL NapameTp
apen°”°°:‘:§:::3°"‘e”"m «CKaHWpOBaHMe MPUIOKEHUI ¢ nomollbto Play 3awwmTtbi»
_— (PncyHoK 16, PucyHok 17).

MPUMEYAHMUE. Play 3awmTa byaeT BbIKAOYEHA, AaxKe

Heaanno nposeperisie NPUNOKENR

r @900 8@ ec/n CMeHUTb Google-aKkKayHT.

(V0 (WIS B Ip PO I DR it T) MRy

(EFIEE

TAy S0 E par YA Rpan DSt iue

DO W YIRLIMTIET THT 06 DS ODY B b

Aonpobsen

PucyHok 15
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e TR

€ Hacrpoikn Plsy Smamre

Oee

Crassposaas NRInowan ki ¢
noncwwo Play 3suvwru

32UNTA OyReT
MO YCTDOWCT B .

NP0 Kieax

NIOMONL YNYSUNTL 3BUWNTY

OTnposssa T MeVIBOCTH

npmnaxokps 8 Google nes

QrenounTs Nposepcy Npmnoxersin?

BHONKID
1 ST NOCHDPNTS
Lo G A0 PO U T ITTM N0 St

Faapeaenis ane MencnanbIpemex
NEMNRE NI

Y6 COApeLE e A

PucyHok 16 PucyHok 17

[anee ona ycTtaHOBKM NpuaoxeHusa Heobxoammo B 1Y co3aaTb NOAUTMKY C MPaBUIOM
YCTAHOBKM HYYKHOTO MPUAOKEHUA «I1punoxKeHms/YCTaHOBKa MPUAOKEHWUI Ha YCTPOMCTBO» U
Ha3HaAYMTb CO3AaHHY NOANTMKY Ha FPYNny YCTPOMCTB MM NOAb30BaTENEN, B KOTOPYH BXOAUT
YCTPOWCTBO.

MPUMEYAHME. MoapobHoe onumcaHme npoueaypbl CO34aHMA M Ha3HAYEeHUA NOUTUKM
Ha rpynnbl YCTPOMCTB WAM NONb30BaTesleln MNpuBeAEeHO B [AOKyMeHTe «PyKoBOACTBO
nosb3oBaTens. Yactb 3. Moacucrema MNnatdopma ynpaneHma».

[Mocne cneaytollen CUHXPOHM3aLMM YCTPOUCTBA C cepBepom [1Y npunoxkeHne byaet
YCTaHOB/IEHO Ha YCTPOWCTBE.

BHUMAHMUE! Echm npunoskeHue yxe yCcTaHOBNEHO, YCTaHOBUTL 6oee paHHIOK BEPCUIO

AJaHHOTo NpunnoxXeHnAa C NOMOLLBHO NOJNTUKKN HEBO3MOMKHO.
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3.2. ObHoBNEHUE NPUNOKEHMUA

[ns 0bHOBAEHWA NPUNOKEHNA Heobxoanmo B Y 0TpeAaKTMPOBaTb MPABMUIO NOUTUKM
«lpunoxeHns/YcTaHOBKa MPUIOMKEHMI Ha YCTPOMCTBO», BblbpaB 00/ee BbICOKYIO BEPCUIO
NPUNOXKEHMA B None «Bepcma NpUNOKeHMA» M Aanee COXpPaHUTb OBHOBNEHHYHO MOAUTKMKY, a
TaKXXe NoATBeEPANTb NePeEKOMBUHNPOBAHME MNONNTUK.

MPUMEYAHUE. MoapobHoe onmcaHWe npoueaypbl PeaaKTUMPOBAHMA M Ha3HAYeHMA
NOJIMTUKM Ha FPYNMbl YCTPOMCTB MPMBEAEHO B IOKYyMeHTe «PyKoBOACTBO N0/1b30BaTeNNA. YacTb 3.
Moacuctema Mnatdopma ynpaBaeHUs».

Mocne cneaylowen CUHXPOHM3AUMK ycTponcTea Cc CepBepom npunoxeHun [y

NpunoxeHne byaet o6HOBNEHO Ha YCTPOMCTBE.
3.3. YaaneHue npunox<eHus

Ona  yoaneHua  NpUNOXKeHUA  HeobxoAMMO  yAanuTb  NPaBMAO  MNOJIUTUKMK
«[prnoxkeHnsa/YcTaHoBKa MPUIOKEHNI Ha YCTPOMCTBO», KOTOPOE COAEPMKMUT Heobxoavmoe
NPUAOXKeHMe, [Oanee COXPaHWTb OOHOBAEHHYID MOAMTMKY, a TaKXKe NOATBEpPAMTb
NepekoMBUHMPOBAHME NOSIUTHUK.

MPUMEYAHUE. MoapobHoe onmcaHWe Npoueaypbl PeAaKTUMPOBAHMA M Ha3HAYeHMn
NONNTUKM Ha FPynnbl YCTPOMCTB NpMBEAEHO B AOKYMEHTe « PyKOBOACTBO NO/1b30BaTeNA. YacTb 3.
MNoacuctema MNnathopma ynpaBaeHna».

Mocne cneaywowen CUHXPOHM3aUMKM ycTponcTea c CepBepom npunoxeHun [y
NpunoxeHne byaeT yaaneHo ¢ yCTPOMCTBa.

BHUMAHWE! Echn yoaneHne npunoxKeHusa Ha YCTPOMCTBE, GYHKLIMOHMPYIOLLEM Noj,
ynpasneHnem OC Android, npon3BoaMnoCh BPy4YHYHO (WTaTHbIMK cpeactBammn OC Android) u
npy 3TOM He 6blNo yAaNeHO MPaBWAO C YCTAaHOBKOM MPUAOMXKEHMA M3 NOAUTMKKM, TO nocne
CneayroLlen CUHXPOHM3aUMK ycTporcTea ¢ Cepeepom npuaoxkenHun MY npunoxeHuwe byaet

YCTaHOB/1€HO CHOBa.
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MPUMEYAHUE. Yoanutb npunoxkeHne «Aspopa LeHTp», yHKUMOHMpYtOLLee noa
ynpasneHnem OC Android, npy nomouwy HasHAYEHUA MNOAUTUMKM HEBO3MOMXKHO. OnucaHue

npouecca yaaneHua npuioxkeHuna « Aspopa LleHTp» npreeaeHo B noapasaene 2.4.
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4. PABOTA B PEXMME KMOCKA

PeXnMm KMOCKa OrpaHM4mMBaeT AOCTYN MO/JIb30BaTeNA K YCTPOWMCTBY, MNO3BOAAA
BbIMO/IHATb AENCTBMA TONbKO B ONpPeAeneHHbIX MPUAOXKEHMAX. HAaCTPOMKK pexmma KMOCKa
3agatotca B MY B npasuie NoAUTUKM « OrpaHnYeHna AoCTyna/Pexnm KMockay.

MPUMEYAHUE. MoapobHoe onucaHue npasuna «OrpaHuyeHua aocTyna/Pexunm
KMOCKa» MNpuBeAEHO B AOKyMeHTe «PykoBoacTBO nonb3oBaTena. Yactb 3. lloacucrema

Mnatdopma ynpasaeHua».

EC/M pesknm KMOoCKa BK/IKOYEH, TO Ha yCTpolcTee byayT

L‘?‘ ¢ e 0TOOpaXKeHbl caeaytoLme 31eMeHTbI:

arwe Hosywewris

— MPUNOXKEHMA W APAbIKM BeD-CTpaHUL, KOTopble
nobasneHbl B Npasuao (PncyHok 18).

NMPUMEYAHUA:

V' 3HauKM MPUNOXKEHUN U APALIKOB BeE6-CTPaHML,
PACNONOXKeHbl B NOpAAKe, 3a4aHHOM B NMpasuie NOJUTUKN,
N BbIPOBHEHbLI MO WWMPUHE 3KPaAHa;

V' OrpaHuyeHune Ha AMHy oTobpaxKkaemoro Ha3BaHus

S © NPUNOXKEHMA NN BEO-CTPaHULLbI — 2 CTPOKM. EC/iv Ha3BaHKe
Cepuismiit N XEDAC18113000318
1P agpec152.168.0.104 He ymellaetca B 2 CTPOKM, TO Janee OHO OyAeT CKpbITo
MHOTOTOUYNEM,;

PucyHok 18
v' Apnbikn  Beb-CTpaHML, OTKPbIBAlOTCA  yepes

bpay3ep, 3a4aHHbI MO ymonyaHuto. Ecam 3agaHHbIM no
yMon4YaHuto 6paysep BbibpaH, TO pa3pelleHHbIM B PEXUME
KMOCKa OCTaeTCs TONIbKO OH. [1pM 3TOM ecnu 3a4aHHbI No
yMon4yaHuto bpay3ep He A0DaBAEH B CMMCOK NPUAOKEHUNA
npaBuaa, TO ero 3HayoKk oTobparkaTbcs He byaeT. Ecaum
3a/1aHHOr0 MO yMO4YaHWo Bpay3sepa HeT, TO NPU OTKPbITUK

APJiblKa MOJ1b30BATENIO 6y,£|,eT npeasioxKeHo ero Bbl6paTb,'
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PucyHok 19
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Cepwimamit N© XEDACT18113000318
iP apgpec: 192 168.0.104

PucyHok 20

— npunnoxXeHne aOs4 3BOHKOB

[1]),

KoTopoe HeobxoaAMMo Ans obecnevyeHms 3IKCTPEHHbIX

(PrcyHoK 19

BbI3OBOB B PEXKMME KMOCKA.

MPUMEYAHUE. Ecam Heobxoammo 3anpeTuTb Bce
BbI30Bbl, KPOME 3KCTPEHHbIX, TO AO0MNOAHUTENbHO B [1Y
cnenyeT Ha3HaAYMUTb Ha YCTPOMCTBO MOAMUTMKY C MPaBMIOM
MCXOAALLMX BbI30OBOB.

3anpeTa MNoapobHoe onucaHue

npasunia «['onocosble BbISOBbI/V]CXO,EI,ﬂLLI,I/Ie BbI3OBbI»

npuBeAeHO B JOKYMeHTe «PyKoBOACTBO MNO/b30OBaTeNsA.
YacTb 3. MNMoacuctema MNnatpopma ynpaBaeHma»;
— UAEHTUPUKATOPS [2]):

yctponcTtea (PucyHoOK 19

cepuiHbIN HOMep u IP-agpec;

— KHOMKa 418  BbIXOAA M3 peXMma  KMOCKa
(PncyHok 20).
[Ona BbIxo4a W3 pexuma KMocKa Heobxoammo

BbINOJIHUTbL CAeaytoline AenNcTBUs:

— KOCHyTbCA KHomku &

10 pa3 c WHTepBaNOM He
bonee 1 cekyHabl;

— BBECTM KOZ, BbIXOZa M3 PEKMMA KMOCKA, 33/1aHHbIN B
npasune (PucyHok 21[1]);

— KOCHYTbCA KHOMKK «[pumeHunTb» (PrcyHok 21 [2]);

— B pe3ynbTaTe peXkMM KMOCKa OyaeT OTKAYEH A0
cnepnytolle CUHXPOHM3auum yctporctBa ¢ CepBepom
Mnatdopmbl ynpasBneHua (Hanpumep, nocie M3MeHeHMs

NONUTUKM B [1Y MAM HaKATUA KHOMKMK CUHXPOHWM3aUMN B

npunoxeHnn «Aspopa LieHTp»).

34



] oTKPbLITAA
PykoBoACTBO Mosib3oBatend. YacTtsb 9 l | Hﬁf}%’#ﬁﬂ

TakKe B pEeMMEe KMOCKa B 3aBMCMMOCTM OT 3a[aHHOro napameTpa npasuaa
«OTKNOYEHME MaHenn yBeAOMIEHNIN» MOXKEeT BbiTb AOCTYMHO WUAN HEeAOCTYMHO BepxHee

MeHto (PucyHok 22).

£} Aspope ewrp » 1247

Cecromun

0 Google Py » 1243 Vv

Google Play Juasgars umousus

* Hacrponen + Dapagara Gainon wepes USH

11112222
==

PucyHok 21 PUCYHOK 22
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5. COOBWEHNA Ob OWUMBKAX N OTPAHUYEHNA

5.1. CoobuweHus ob owmnbkax

B xone paboTbl C npunoskeHnem «Aspopa LeHTp» nosnb3osaTenam MoryT

BblAaBaTbCsA cooblieHns 06 owmnbkax, npmeeaeHHble B Tabanue (Tabaumua 1).

Tabnunua 1
Ne OwmnbKa/TeKcT ownbKm .
o Jencrtema ana yctpaHeHUA
n/n B MHTepdeice
1 AKTMBaLMA 3aBepLUEHA C OLIMDKON: [MoBTOpHO creHepunpoBaTb QR-Koa AnA
BHyTpeHHAs owmnbkKa akTMBauum. Ecnm npobnema
coxpaHumnach, cneayet obpaTUTbCa K
CMCTEMHOMY aAMUHUCTPATOPY C
OnMcaHWeM AEeNCTBUIA, BbI3BABLLNX
OWMWOKY, U CKPUHLLOTOM OLIMOKM
2 AKTMBaLMA 3aBEpPLUEHA C OLLIMOKON. Bbln OTCKaHMPOBAH paHee
QR-kop, 6bi1 MCNONb30BaH paHee ncnonb3oBaHHbIM QR-Koa, AnMbo
YCTPOWCTBO y»Ke Obl/I0 aKTUBMPOBAHO Ha
cepsepe. [Tpn HeobxoaMMOCTH
NOBTOPHO creHepmnpoBaTb QR-Koa Ana
akTmBauumn. Ecnm npobnema
CoXpaHunacb, cneayet obpaTmTbCA K
CMCTEMHOMY aAMWHUNCTPATOPY
3 AKTMBaLMA 3aBEpLIEHA C OLLIMDKON: [MOBTOPMTb MOMbITKY aKTUBALLMW MO3MKeE.
OwmnbKa BaNnaaLMmM YyCTPOMCTB Ecnn npobnema coxpaHunach, cneayer
4 AKTMBaUMA 3aBepLUeHa C oWnbKon: 006paTMTLCA K CUCTEMHOMY
HeBepHbI TOKEH aAMUHUCTPaTOpPY
5 AKTMBaLMA 3aBepLUEHa C OLNOKOM:
OwmnbKa pa3bopa napameTpos
6 AKTMBaUMA 3aBepLUEHa C oWKnbKo: [MoBTOpPHO creHepupoBaTb QR-Koa, AnA
QR kopa oTo3BaH aKkTMBaumn. Ecav npobnema
7 AKTUBaUMA 3aBeplUeHa ¢ owmnbkroi: CpoK |coxpaHunach, cheagyet 06paTnTbCA K
NEencTBmA Koaa NCTek CMCTEMHOMY aAMUHUNCTPATOPY
8 AKTMBaLMA 3aBepLUEHa C OLNOKON:
QR Kopa He HaraeH
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No OwmnbKa/TeKcT oWwmnbKK .
o denctema ana yctpaHeHnA
n/n B MHTepdelce
9 AKTMBaUMA 3aBepLUEHa C OWKMBKON: AamunHuctpatop MNaathpopmsl
cnonb3oBaHWE Kamepbl 3anpeLweHo yNpaBAeHWA 3aNpeTma NCNo/b30BaHME
AOMUHUCTPATOPOM Kamepsbl Ha ycTponcTee. Cneayet
0bpaTUTbCA K HEMY C 3aMPOCOM Ha
paspelleHne NCnoab30BaHNA Kamepbl
ONA aKTUBaLMM
10 |AKTMBaALMA 3aBEpLUEHA C OLIMDKON: [loBTOpHO creHepuposaTb QR-KoA ans
HesepHbit QR Ko, aKkTMBaummn. Echm npobnema
coxpaHmnach, cneayet obpaTUTbCA K
CUCTEMHOMY aAMUHNCTPATOPY
11 |AKTMBaAUMA 3aBepLUEHA C OLIMDKON: [onbITKa aKTMBALMKM YCTPOMCTBA C
HeBepHble AaHHble A1 BXOAa ncnonbzoBaHmem QR-Koada Apyroro
ycTponcTea. Heob6xoanmo NOBTOPHO
creHepmpoBaTb QR-KOA4 ANA akTUBaUMM.
JTnbo nponsowna owmnbKa aBTopMn3aLmm
YYETHOM 3aMmncK YCTPOICTBA.
Heobxoammo o0bpaTmuTbCs K CUCTEMHOMY
aAMUHMCTPaTOpPY
12 |AKTMBaLMA 3aBepLUEHA C OLIMDKON: OwnbKa aBTOPM3aLMM YYETHOM 3aNnCH
Y4yeTHan 3anucb 3ab610KMpOBaHa yCTpocTea. Heobxoanmo obpaTntbes K
CUCTEMHOMY aZAIMWUHNCTPATOPY
13 |AKTMBaUMA 3aBepLIeHa C OLLMDOKOMN: Bbino coBeplueHo Hbonee 3 NOMNbITOK
YyeTHas 3anmcb BpEMEHHO aKTMBaLMKN HeBepHbIM QR-Koaom (Man
3abnokmnposaHa. ObpatuTecs K JSON-damnom aktnsaumm). NMoaoxaaTb
aAMUHUCTPATOPY 15 MUHYT 1 NOBTOPUTb aKTUBALMIO C
HoBbIM QR-koaoM. Ecnm npobnema
coxpaHmnach, cneayet obpaTUTbCA K
CUCTEMHOMY aAMMHNCTPATOPY
14 | AKTMBaALMA 3aBepLUEHa C OLWNDKON: [MonbITKa aKTMBALMM YCTPOMCTBA C
Bpemsa aktmBauum nctekno. Obpatutecb |nomoulsto QR-koaa nam JSON ¢
K alMMHNCTPATOpPY 3@ HOBbIM QR KOIOM | NPOCPOYEHHON AATON aKTMBALUMN.
HeobxoaAnMMo NOBTOPHO CreHepMpoBaThb
QR-Kkopa, ans akTMBauMn. Ecnm npobrema
coxpaHumaach, cneayet obpaTUTbCA K
CUCTEMHOMY aAMMHNCTPATOPY
15 |AKTMBaUMA 3aBepLleHa C OLLMDOKOMN: HeobxoaMMo NOBTOPHO CreHepmnpoBaTh

YCTPOMCTBO HbINO aKTUBMPOBAHO paHee

QR-Kkopa, ans akTMBaumn. Ecnm npobnema
coxpaHunach, cneayet obpaTUTbCa K
CUCTEMHOMY aAMUHUCTPATOPY
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No OwmnbKa/TeKcT oWwmnbKK
n/n B MHTepdelce

[eicTBna ana ycTpaHeHus

16 |AKTMBaLMA 3aBeplUeHa C OWNOKOM:

HenpaBuabHbIN aapec cepsepa

[MonbITKa aKTMBALMM YCTPOMCTBA Yepes
QR-kog nan JSON ¢ HeBannaHoOM
MHPopMaumeinn. HeobxoanMmo NOBTOPHO
creHepunpoBaTb QR-KOA AN1A aKTUBaALMMW.
Ecam npobnema coxpaHunach, cneayet
006paTMTBLCA K CUCTEMHOMY
aAMUHUCTPaTOpPY

17 |AKkTMBaUMA 3aBepLUeHa C OLLMDOKOMN:

QR Kop He BanunaeH

[onbITKa aKTMBALMKM YCTPONCTBA Yepes
QR-Koa, ¢ HeBanMAHOM MHGOPMALMEN.,
HeobxoaMmo NOBTOPHO CreHepmMpoBaTh
QR-kopa, ans akTMBaumn. Ecnm npobnema
coxpaHumnach, cneayet obpaTUTbCa K
CUCTEMHOMY aAMUHNCTPATOPY

18 |CeTb HegOCTyMHa

BoccTaHOBUTL AOCTYN K CETU VIHTEepHeT
Ha YCTPOMCTBE U
NPOAO/IMKUT/NMOBTOPUTL aKTUBALMIO

19 |HeBepHbI IOTUH MK NAPOSb

[TpOBEPUTbL KOPPEKTHOCTb BBEAEHHbIX
NAHHbIX Y4ETHOM 3aMMCK1 NONb30BaTENSA
n3 LDAP-cepBepa v NOBTOPUTL
aBTOPM3aLMIO

20 |Owwnbka NnpmBA3KM NONb30OBaATENA

[MOBTOPUTH MNPOLLECC NPUBA3KM
yCTPOWCTBA K NOMb30BaTeNt0. Ecim
npobsiema coxpaHuaace, cneayet
06paTUTLCA K CUCTEMHOMY
alMUHUCTPATOpPY

21 |OwwnbKa BKAOYEHMA/BbIKAOYEHNS
dyHKUMM: YnpasneHue Bluetooth

22 |OwmnbKa BKAOYEHMA/BbIKNHOYEHMA
dyHKUMK: Kamepa

23 |OwwnbKa BKAOYEHMA/BbIKNOYEHNS

GYHKUMM: HacTpolKa AaTbl U BpEMEHM

24 |OWwmnBbKa BKAOYEHMA/BbIKNHOYEHMA
OYHKUMN: ABMAPEKNM

25 |OwwnbKa BKAOYEHMA/BbIKNOYEHNA
dyHKUMM: Touka goctyna WLAN

26  |OWwmnbKa BKAOYEHMA/BbIKAHOYEHMA
OYHKUMN: CHUMKN IKpaHa

BbINONHUTL Ha YCTPOMCTBE 3aMnpoc
onepauuit ¢ Cepsepa npunoxkeHnn My.
Ecan npobnema coxpaHunach, cneayet
006paTMTLCA K CUCTEMHOMY
aAMUHUCTPaTOpPY
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No OwmnbKa/TeKcT oWwmnbKK .

n/n B UHTEpdelice [evcTsna ana ycrpaHeHus

27 |OwmnbKa BKAOYEHMA/BbIKIOYEHUA
dyHKUMK: Mepenaya darnos Ha MK
(MTP)

28 |OwmnbKa BKAOYEHMA/BbIKIOYEHNA
dyHKUMM: YnpasneHne WLAN

29 |OwmnbKa BKAOYEHMA/BbIKIOYEHUA
OYHKUMK: BxoadLLMe BbI30OBbI

30 |OwmnbKa BKAKOYEHMA/BbIKAKOYEHMA
OYHKUMK: YNpaBAeHMe NPUIOHKEHNAMM

31 |OwmnbKa BKAOYEHMA/BbIKIOYEHUA
dyHKummn: Cetn WLAN

32 |OwmnbKa BrkatoveHua/BbikatodeHna WLAN

33  |OwmnbKa BKAOYEHMA/BbIKIOYEHUA
Bluetooth

34  |Owwnbkra popmmMpoBaHMA 3anpoca
ceptTudunKaTa

35 |Owwnbka gobasneHus
N0/1b30BATENBLCKOrO cepTUdMKaTa

36 |Owwnbka yganeHuns Noab30BaTENBCKOTO
ceptTudunKaTa

37 |OwunbKa NofyYyeHma AaHHbIX
NPUAOXKEHMA

38 |OwwnbKa yCTaHOBKM MPUNOKEHWNSA

39 | Owwnbka yaaneHuna npuaoKeHns

40 |OwmnbKa npn obHOBEHUN
penosnTtopues

41 |Owwmnbka nobasnenHua cetn WLAN

42  |OwmnbKa yaanenuma cetn WLAN

43 |OwnbKa pegaktnposaHuns WLAN ceTn

44 |OwnbKa 610KMPOBKIK/Pa3bAOKMPOBKM
yCTPOWCTBa

45  |OwmbKa OYNCTKM YCTPOMCTBA

46 |OwmbKa NoNy4eHnsa aBTOPU3aALMOHHbIX
AAHHbIX

47 |OwwnbKa aBTOpU3aUMmK, ByayT

0bOHOBANEHbI ydyeTHble AaHHble
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No OwmnbKa/TeKcT oWwmnbKK .

n/n B UHTEpdelice [evcTsna ana ycrpaHeHus

48 |OwmnbKa Npm NOMNbITKE CMEHbI MapPOA

49 |OwmnbKa aBTOPM3ALMM C
MCNO/Ib30BAHMEM COXPAHEHHbIX YY4ETHbIX
AAHHbIX

50 |Owwunbka npu murpaumm 6asbl AaHHbIX

51 |Owwmnbka npn nonyyeHmm sepcmm 6asbl
AAHHbIX

52 |Owwnbka npn KOHBEPTALMM BPEMEHM

53 |OwwunbKa npu murpaumm Tabamupl
installed

54 |Owmnbka npu BbiCTaBAEHWM Bepcun Hasbl
NAHHbIX

55 |HewnsBecTHas Bepcua H6a3bl AaHHbIX

56 |Owwunbka npu perncrpaummn cepsmca
yBEAOMIEHNM

57 |OwwunbKa yCTaHOBKM KOPHEBOrO
ceptTudunKaTa

58 |Owwnbka yaaneHmnsa KOPHEBOro
cepTudurKaTa

59 |Owwnbka gobasneHns nogkntodenma VPN

60 |Owwnbka yaaneHus nogkntoderma VPN

61 |Owwnbka peaakTMpoBaHMA NOAKAOYEHMS
VPN

62 |OwunbKa BKAOYEHMA PEKMMA KMOCKA

63 | OwnbKa BbIKAOYEHNSA PEKMMA KMOCKA

64 |Owwnbka aBTOPM3ALNM

65 |He yaanocb HalWTU XpaHUAMLLE YYETHbIX
NAHHbIX

66 |He yaanocb HANMTK NOTMH UAM NAPO/b B
XPaHUAMLLE YYETHbIX AaHHbIX

67 |OwwnbKa BblAa4YM pa3peLlleHnin ana
<Ha3BaHMe NPUNOKEHNA>

68 |Ownbka npumeHeHua TpeboBaHM K
Naposto

69 |Owwnbka ycTaHOBKM MHTEPBana

OOHOBNIEHNSA MECTOMNONOXKEHMA
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No OwmnbKa/TeKcT oWwmnbKK .
o [evcTsna ana ycrpaHeHus

n/n B MHTepdelce

70  |OwmnbKa NpMMEHEHMA OrPaHNYEHMIA Ha
YCTaHOBKY MPUAOKEHNM

71 |Owwnbka 3a4aHMA NPOBEPOK
coaepxmmoro darnos

72 |OwunbKa n3ameHeHMs NopaaKa
oTobpaXKeHMa naeHTMOMKaTopoB

73  |OwwnbKa yCcTaHOBKM HOBOIO MMEHM
YyCTPOMCTBA

74 |Ownbka gobaBneHMA TOYKM AOCTYNa
MODOMNBbHOM CeTK

1 OwmnbKa yaaneHma ToO4KM A0CTyna
MODMNbHOM CETK

2 OwnbKa peaakTMpoBaHMA TOYKKM AOCTyNa
MODOMNbHOM CeTH

3 OwmnbKa HaCTPOMKM NakeTa

4 OwnbKa aKTMBaLMM NO NPUrNALLIEHMIO.
Owwnbka pasbopa JSON

5 OwwnbKa akTMBaLMM NO NPUTAALLEHNIO.
Mony4nnm oT cepsepa NycTon OTBeT

6 OwmnbKa akTMBaLMM NO NPUTNALLEHMIO.
HeBO3MOKHO OTKPbITb Gaiin

7 OwwnbKa akTMBaLMM NO NPUTAALLEHNIO.
KonmyectBo NonbITOK akTUBaL MM
NpPeBbICMAO AONYCTUMOE

8 OwwnbKa akTMBaLMM NO NPUTAALLEHNIO.
HeT KoppeKTHbIX NAEHTUPUKATOPOB

9 OwmnbKa akTMBaALMM NO NPUrNALLEHMIO.
OTBeT cepBepa: YCTPOMCTBO yXKe
cywecTtsyeT

10 |OwmnbKa akTMBaLUMM NO NPUTNALLEHNIO.
OTBET CepBepa: HEKOPPEKTHbIE
NOEHTUPUKATOPDI

11  |OwmnbKa akTMBaALMM NO NpUrnalleHnto. B
danne JSON He xBaTaeT HEOOXOAMMbIX
nonem

12 |OwmnbKa akTMBaALMM NO NPUrNALLEHMUIO.
MNpurnaweHne HeakKTUBHO

13 |3anpoc Ha npuraaweHune ycTpomncTea Heobxoanmo 0b6paTnUTbCA K CUCTEMHOMY

HEeNPUMEHUM K YKa3zaHHOMY YCTPOMCTBY

aIMMHUCTPATOPY

41




PykoBoACTBO Mosib3oBatend. YacTtsb 9

] OTKPBLITAR
MOBMNBHASA
NAAT®OPMA

No OwmnbKa/TeKcT oWwmnbKK .
o JevcTBna ana ycrpaHeHma
n/n B MHTepdelce
14  |OwwnbKa akTMBaLMM NO NpuUrnaweHnto. B
CUCTEME CYLLECTBYeT HECKOJIbKO
YCTPOWCTB C TaKMMMU XKe
naoeHTUPUKaTOPamm
15 |3adABKa Ha akTMBaUMIO NO NpurnaweHunto |lNpesblWeH IMMUT NCNOIb30BaHMA
Ha pacCMOTPeHUK npuraaweHma B AeHb. Heobxoammo
MNOBTOPMTb MOMbITKY Ha CeayroWwmi
AeHb nan 06paTUTLCA K CUCTEMHOMY
aAMUHUCTPATOpPY
16 |OwwnbKa akTMBaLMM NO NpurnaweHnto:  |Heobxoammo obpaTUTbCA K CUCTEMHOMY

%1, roe %1 — n3BecTHble AaHHble 06
olwmnbKe, cenyac ato: Http Status Code u
code 13 oTBeTa cepaepa

aAMUHUCTPaTOpPyY

5.2. OrpaHuyeHun

B xone paboTbl ¢ npunoxeHnem «Aspopa LleHTp» moryT 6biTb Bblge/eHsbl

Pa3NIyHbIe OrpaHMYyeHMa B paboTe cUcTemMbl, MHPOPMALIMA O KOTOPbIX MPUBOAMUTCA B

AJOKYMeEHTEe

«Release Notes»,

https://auroraos.ru/documentation/.

PaCno/IOKEHHOM Ha

Beb-canTe:
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NEPEYEHb TEPMWUHOB W COKPALLIEHUI

|/|CI'IO/'Ib3yeIV\bIe B HACTOAWEM AOOKYMEHTE TEPMUHDBLI N COKPaWEHUNA NMPMBELEHDLI B

Tabnmue (Tabnnua 2).

Tabnnua 2
Tepmunk/ Pacwunéposka
CokpalyeHune

AAMUHUCTPATOP Monb3oBaTenb, 06n1aaatoLUMn NPaBaMM Ha BbINOHEHWE ONePaLIniA,
CBA3AHHbIX C aAMMNHUCTPUPOBAHNEM CUCTEMBI

0oC OnepaunoHHaa cucTtema

Monb3oBaTenb JTnuo, ncnonbaytollee CUCTEMY ANA BbINOSIHEHNA 3a/10KEHHbIX B
Hen QyHKLNM

rnro MprKNagHoe nporpammHoe obecneveHme «Aspopa LleHTp»

MNpunoxeHne MpunoxKeHnem sBnseTCS:
— MObUNbHOE NPUNOXKEHME, PYHKUMOHMPYIOLLLEE NOA,
ynpasneHmem OC Aspopa/OC Android;
— npunoxenue ana 3BM, dyHKUMOHMPYOLWEN NOA YNPaBAeHNEM
OC cememncTBa Linux

rny MNoacuctema Mnatdopma ynpasieHna

Tema ycTpomcTBa COBOKYMHOCTb B13yaNbHOro 0popMAEHMA BCEX SKPAHOB 1 LIBETOBOE

(ATmocdepa) obopmneHne nHtepdelica

YCTpOMCTBO Mopa, ycTPOMCTBOM NoApa3yMeBaeTcs MoObUAbHOE YCTPOMCTBO W/Mnn
3BM, Ha KOTOPOWN PYHKLMOHMPYOT COOTBETCTBYHOLLME KOMMOHEHTbI
nno

J2BM DNEeKTPOHHO-BbIYMCUTENbHAA MALLMHA

Bluetooth® CraHpapT becnpoBoAHOM cBA3M, obecneynBatoLLmnii obmeH
AAHHBbIMM MeX Ay YCTPOMCTBaMM Ha OCHOBE Y1bTPaKOPOTKMX
PaaNOBOH

LDAP Lightweight Directory Access Protocol — npoTokon NnpuknagHoro
YPOBHA AN1A A0CTyNa K cny»be KaTanoros X.500

MTP Media Transfer Protocol — ocHoBaHHbI Ha PTP
annapaTHO-HEe3aBUCKMMbI NPOTOKO, Pa3paboTaHHbI KOMNAHMEN
Microsoft ans noaxkntodeHna unMdpoBbIX Naeepos K IBM

QR-koa Quick response code — Koa b6bICTPOro pearnmpoBaHms,
npeaocTaBAAoWMIA MHGOPMaLMIO ANA ObICTPOro ee pacno3HaBaHMA
C MOMOLLIbHO KaMepbl Ha MOBUABHOM YCTPOCTBE

SIM Subscriber Identification Module — moaynb naeHTUPUKaLMN
aboHeHTa

WLAN Wireless Local Area Network — nokanbHaa ceTb, NOCTPOEHHAA Ha
ocHoBe 6ecnpoBOAHbIX TEXHONOMMN
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Her SMxopra@ 2 © RI62% M 11:52
Hacrpoiku
Bxoa B akkaynT Huawei

Aoc epercam Huawe

BecnpoBogHble cetu

VFEL Hactpodxm SINKapT, MoGunsnan cot

)]

Noaxnicyenwe YCTPORCTBA
Bluetooth, NFC, Nevats

@ &

Pabounit 3KpaH 1 06on
o

A86NOXMPOEKE KypHan, TeMs

]

3ByKH

He 6ecnoxkonTs, Menogua Bsi308a, Bubpayvn

8

Yeepomnenun
MeTiH, YOCAOMNONMSA Ha 336710KHPOBAHHOM

PpaHe

NpunoxeHns
Npasa, (punoxe

Mpunox

Barapen
P IHe

= Namars

PucyHok 1.1

Her SMxopreD T Q R162 % w1152
& MpunoxeHus Q

MNpunoxerun

Npasa

NprnoxeHUA No YMONYAHHIO

Llewtp urp

MNpunoxenue-KNoH BuikNtoueno

HACTPORKM NPHAOKEHN#H

S ranepes

3ameTku

Kanexgaps

Kouraxrbl

Cnyx6bl Tenedon

PucyHok 1.2

NMPUNOKEHUE 1

N3meHeHUWe cpeacTsa 3anycKa

BHUMAHUE! OnucaHHble AenctBma nNo M3MEHEHMUo
cpeacTBa 3anycka OblAM  BbINOAHEHbl AN1A YCTPOMCTBA
Huawei P Smart ¢ OC Android 9.

Ona nameHeHuA cpeacrtBa 3aMfyCKa Ha CTaHAapTHOe

CUCTEMHOE  MPUNOXKEHME  HEeobXOAMMO  BbIMOAHUTL
cneayrouime AencTemnsa:
— OTKPbITb  MPUAOXKEHMe «HacTpoMKM»  KacaHuem

COOTBETCTBYIOLWLErO 3HAYKA Ha DKpaHe NPUNOKEHWN;

— nepenTu B noapasaen «MprnoxeHmna»

(PncyHok 1.1);

— KOCHYTbCA MYHKTa «[PUIOKEHUS MO YMOAYAHUION

(PncyHokK 1.2);
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i mGsmOYR — KOCHYTbCA MyHKTa «ucnetyep 3anycKa»
& TPUNOKEHHA NO YMONYAHUIO

Aucneryep sanycka 10 ymonanmio ( P n CV HOK 1 . 3 ),
Tenedou 10 ymonwanmo

Coobyenva Mo ymonvanuio

Kamepa Mo yMom@anmo

lanepen 10 ymonanmio

My3bika Mo yMon@anmo

an. noyra Mo ymomsanmo

Bpayaep 10 yamonanmo

foxymenr PDF Anex

Loxymenr Word Tloxymunrsn

fokymenr Excel Tanwignr

foxymenr PowerPoint TMpoaenTaimn

Nokvmenr TXT Chrorme

PucyHok 1.3

pilastiinatas MEBROIER — BbIbpaTh CTaHA4apTHoe cpeacTso 3anycka

& [ucnetyep 3anycka

(PuncyHok 1.4);

=;  Pabounit akpan Huawei (o]

Aspopa LieHTp — Nepe3arpysnTb yCTpOlZCTBO.

PucyHok 1.4
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NMPUNOKEHNE 2

YcraHosKa 10 Cygwin

Ona yctaHoskm 10 Cygwin Heobxoammo:
— nepenanTe Ha Beb-canTe: https://www.cygwin.com/install.html;
— Ha)KaTb Ha ccbinky «setup-x86_64.exe» (PucyHok 2.1). B pe3synbTaTte

YCTaHOBOYHbIM ¢ain MO byaeT 3arpyKeH;

Cygwin

|
Install Cygwin
- Cygwin
Search Packages

Licensing Terms
Get that Linux feeling - on Windows

Cygwin/X

Community
Reporting Problems

e Installing and Updating Cygwin Packages

Newsgroups
IRC channels
Gold Stars

Mirror Sites i . . o
e Runlsetup-x86_64 exefany time you want to update or install a Cyvgwin package for 64-bit windows.

Installing and Updating Cygwin for 64-bit versions of Windows

Documentation The signature for setup-x86_64 exe can be used to verify the validity of this binary using the public key here.
FAQ

User's Guide General installation notes
API Reference

PucyHok 2.1
— OTKPbITb YCTAHOBOYHbIM dalin M nocnefoBaTeIbHO HaXKaTb Ha KHOMKY «/lanee» B
Cnefyowmx OKHax:
e Cygwin Setup;
e Cygwin Setup — Choose Installation Type;
e Cygwin Setup — Choose Installation Directory;
e Cygwin Setup — Select Local Package Directory;
e Cygwin Setup — Select Connection Type;
e Cygwin Setup — Choose Download Site(s).
NPUMEYAHMUE. MNpeagaputenbHo HeobxoamMmo BbI6paTb AOCTYMNHbIA BED-CAaNT ANnA
CKauYMBaAHMA YCTAaHOBOYHbIX dainos (Hanpumep: http://mirrors.163.com). B cnayvae ecnm
3arpy3Kka BbIMOIHAETCA MeAJIeHHO, HeobxoaMMOo HaxaTb «Hasaa» wm BblibpaTb Apyrou

[OCTYMHbIM BEO-CAUT AN CKaYMBaHUSA;
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e Cygwin Setup — Select Packages;
e Cygwin Setup — Review and confirm changes;
e Cygwin Setup — Installation Status and Create Icons.

[locne 3aBeplleHnA YCTaHOBKM HaxaTb KHOMKY «[oToBO» M 3anyctuTb [10.
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NMPUNONREHUE 3

MonyyeHne cuctemMHbIx coobLueHuit ¢ yctpolictea Ha 6a3e OC Android

YT0bbl CHATHL CUCTEMHbIE COObLLLEHMA C yCTPOoMCTBa Ha 6a3ze OC Android, Ha KoTopom
YCTAHOBNEHO NpuaoxKeHne «ABpopa LleHTp», Heobxoammo:

1) Ha ycTpoicTBe BKAOUYNTD peEXMM pa3paboTymKa 1 paspelnTb oTaaaky no USB;

2) MoakntounTb ycTporncteo K 3BM no USB (npm HeobxoaMmoCTM paspelinTb
NOAKNOYEHME Ha YCTPOMCTBE);

3) Ha 3BM nepelTti B nanky, rae Haxoaatca Platform Tools:

— ecnu npunoxeHne «Aspopa LeHTp» ycTaHoBneHOo Yepes APK-dainn, Bxoaswmii B
coctaB aucTpmbyTtmea [MO, nepenTn B NamKy C PacnakOBaHHbIM AaPXMBOM android-

aurora-center-installer.tar.gz W3 noctaBknm ABpopa LUeHTp. Hanpumep:

C:/AC/android-aurora-center-installer/win/platform-tools/;

— ec/nn npunoxeHue «Aspopa LIeHTp» yCTaHOBNEHO C MOMOLLbO CKaHMPOBAHMA
QR-kopaa, ckayatb M yctaHoBMTb Android SDK Platform Tools Ha 3BM, 3atem nepentn B
COoOTBeTCTBYOLLYtO nanky ¢ Platform Tools;

4) OTKPbITb U3 AAHHOM NANKMK:

— PowerShell ot umeHu agmuHuctpatopa (ana OC Windows);

— amynsaTop TepmmHana (ana OC cemerictsa Linux);

5) BbINOAHUTL KOMaHAY, YTOObI NoATBEPAUTL NoaxMtodeHme (ans OC Windows):

.\adb devices

6) BbINOAHMTE KOMaHAY A4 3aNnUCK CUCTEMHbIX COODLLEHNI:

.\adb logcat > log.txt

7) TpepBaTb 3aN1UCb CUCTEMHbIX COOBLLEHWNIM B HYXHbI MOMEHT, HaxkaB «Ctrl+C» u

NOJTY4UTb cbal?m C CUCTEMHbIMN COO6LLI,€HI/IFIN\I/I log.txt.
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