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'|'ch* *mco’“’E'oﬁUbLmtu*ananen _eom tE c h
/etc /resolv .conf€ . th T x tm Y@

3.210" " mt ha ™ i 'Eh x t c o Yetallt ~ ; gattway® § _ l&n

*

e t h m mo o t t mt m o} X a e

* < [ < @ - -

3.211° " " vt Ex Tt tox h a 'y m coao " E(

* < * - <

~

date -s'YYYY - MMDD HH:MI:SS'

date -s'2021 -03-3112:34:56'

3.2.12. h ™ xhcxh ™ K EYO " m h h . m coao " 'E

< < T *

reb oot
3_3_uoh’Y'"o_h “<ht.“ e*Ym*C‘.e mthom .
Q‘"’:s'"JIHh“” : h t . ~ e a e “m t>hCo:
e 0*30° a o c ho e " mn th oexXmxm™ ého h X chrh —h
< * * 1 e < * © — <L S S — 1 < o <
X ] ch e o ¥ D0 - a oom th eh™m @ oo te t temt t 3.2m c o
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I_x_o“o mtﬂo a*e*mth t o h |I111AT¢0PMA
]~y h~ - h t . ~ e Y e *Cmet hoo™ 490 ° xacoh ~
m —~ ) X ,O A 2 m t rYY
331" mt ~*eo t ’E «"Q xxhex Ty . e e o)
("7 713"
- € q < h m * 'Y
s TEt .. h o h 10.4
s T Et Yy .. 10.2.2
Astra Linux Special Editignz © “~ ) e 11.8.3.8
Debian 1111
Debian 12.8
Y P 7.3.6
Ubuntu 22.045
Ubuntu 24.04.2
"] s¢ " | P cmht” ~yOt a0’ tmo ¢~ "'E * 0 ot ’Em
ot~ ’”’“’YEe‘{Ct”’_ m h h c h o e (0))
332" "mtho t 'E m 0 Y a @ "m m t h h
c h 7o ’m eh h * aoe tan] eht h ~ a
" mtho - m t g€ " lomexh™ mTVYO"Y t my
m T e ™ . @
3.33""mt ho t 'E h c o - t oh
I AstralLinux SE, h m18:
] TNt o o oe X Rtfam/so@rcesdisc a t€ o go "
m “'OCDROKE - m c m "~ "omtxce . gefmdadbdo t ogh -~
ome o emaifdXx 0" ~ pageo B Xc @' toh ya .
# deb cdrom:[OS Astra Linux 1. 8.1 1. 8 x86 - 64 contrib main non - free
deb https://download.astralinux.ru/astra/stable/1.8 x86 - 64/repository -
exten ded/ 1.8 x86 - 64 main contrib non - free non -free -firmware
deb https://download.astralinux.ru/astra/stable/1.8 x86 - 64/repository -
main/ 1.8 x86 - 64 main contrib non - free non - free -firmware



R — "1 OTKPbITAA

X o) ) m t 0 * % a e m¢th™®1toh~ |hn432_¥|£3'l;lag
-I- ) (_ S A,Et y :e _ h ) /\* . Mn
¢ _oe xh™ ¢ o Rt€apt/3ourcesliSt _ ~ . .d/sources.list
e o% g0° ao CPDROMO: mE m ~ "omtxce . g h
e "m¢t ho t 'Em*e @ m (ﬁ]éirﬁ‘classic )h c o - t o h Ya Y

* * . €«

#rpm cdrom: ALT SP Server 11100-01 x86_64 build 2023-05-29]/ ALTLinux
main

rpm http :// ftp . altlinux . org / pub/ distributions / ALTLinux
pl0/branch/x86_64 classic gostcrypto

rpm http://ftp.altlinux.org/pub/distributions/ALTLinux

pl0/branch/x86_64  -i586 classic

rpm http://ftp.altlinux.org/pub/distributions/ALTLinux

pl0/branch/noarch classic

o

3_3_4_60 - t 'E e X & Ho tﬁ' . ’V’CEe<. ,m 0 ct* h’bom t

m o h’>5 a8 m c h t mo % % e e . S S

< * < * [ R S < © *

cd <fkls: ¢ COkOdscl

0

335 h _t " ys@nerom coao "EQ _oa~e’ .Y

cd <flkls: € ¢ Olsedizse Iz

3.3.6.7 © ¢ x M jnstalfer'E -ac-mt.sh ( " _installer  -ac-mt-spr.sh¥) m

C O a O na ,E ,@ -~ .e ol

bash installer - ac- mt.sh
d dzqf
bash installer - ac- mt- spr.sh

337. e~ oa tEMm Y m (-~ ¢, e _oee.a mo —

] Y to o3 cto o ch e Yt 'E (. ncxeep o
e o % 50 * a o com ochom?™ ZC.y/m’)rKne anf It
h " x TEt Tt ;. . %  _installér t Tac-@mtsh T m” t7 nfm a® " e
install -<9 jtmdw ® 17[">C N/inst@all, - Elease -v5.3.0.
WBr o~ - “ e m>t "8t " *h “ et comt "~ (0))
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- - = » » MOBMWIbHAS
_o_ o mt o a e mth®™toh NAATGOPMA

[ompéocs—app ~]% ./installer_ac.sh
JIMUEH3W0OHHOE COr NALMEHWE C KOHEYHBIM NONb30BATENEM

BAXHO! NMEPEL WCNOMb30BAHWEM NPOrPAMMHOIO OBECMEYEHWMA, K KOTOPOMY MPWNAMAETCA OAHHOE NWUEH3WOHHOE COMJAWE
HWE C KOHEYHbIM MOMb30BATENEM ([AMNEE MO TEKCTY — «JWUEH3WOHHOE COTNAWEHWE= ), MOKANYWCTA, BHUMATESbBHO NPOY
WTAWTE HWXECNEOYHAIWME YCNOBWA. ECNW Bbl HE COMNAWAETECH C YCNOBWAMA HACTOAWENO JIMUEH3IWOHHOIO COrNAWEHWA, T
0 Bbl HE WMEETE NMPABA WCMONb30BATL NPOTPAMMHOE OBECMEHEHWE B KAKWX-NWEOD UENAX.

1. ONPEOENEHWA

«MpaeocbnapaTent» — oBWECTED € OTPEHUYEHHOR OTEETCTEEHHOCTEW «0TKpHTaA MoGWNEHaA nnaToopma» (000 «0TKPWIT
aAa MobunsHaa nnaToopmax), 420500, Pecnybnuka TaTtapcTad, BepxHeycnoHckuid pafiod, r. WHHonmonmwe, yn. YHueepc
WTETCKaA, O. 7, ooMc 39, OMPH 11616900687020.

«M0» — NpWKnagHoe nporpaMMHoe obecneveHue «Aepopa UenTp» (MN0 «Aepopa LeHTp»), COCTOAWEE W3 CRefywUUx no
OCUCTEM: NpuKNagHoro nporpaMdHoro obecnedeHua «Aspopa UeHTp: MnateopMa ynpaeneduax (MNO «Aspopa UenTtp: N

naToopMa YNpaeneHWA= ), MPUKNagHoro nporpaMdioro obfecnededHna «Aepopa UeHTp: Mapket» (MN0 «Aepopa UeHTp: M
apkeT») U CepBuca yeepoMneHuldl Aspopa, noppobHoe onucaHue OYHKUWOHANbHLIX BO3MOKHOCTeld KoToporo cofepmaTtcs
B JokyMeHTauuu. [aHHoe JIMUSH3WOHHOE cOrnaweHWe npuMeHAeTcA kak K MNO0 «Aepopa LUeHTp», BKMOYawweMy B ceba
BCE MNepeYucreHHble Bhille NOACMCTEMbI, Tak W K Kakgoid nogcucTeMe B OTAENbHOCTH BHE 33BMCHMMOCTH OT KOMMAEKTH

OCTH.

«[JOKyMeHTaunA» — oTHocAwMecAa K MO conpoBofguTenbHele MaTepuans, B ToM 4ucne PykoBoOcTBO MO YCTaHOBKE W Hac

Tpoike, PykoeofcTEBO Monb20BaTenAa, PYKOBOOCTEC AQMAHMCTPaTOpa, KOTOphe npuHagnewaT lpaeoobnapaTens.

«YcTpoicTEO» — 3To annapaTHaa cucTeMa (QuU3M4ecKada WAW BUpTyanbHas) co BCTPOEHHBM 3anoMUHaKUWM ycTpolicTBo

M, Ha KOTopbiXx MoMeT OuThk 3anyweHo N0,

«[[pEEa Ha WHTENNEeKTyantHyw cOBCTEEHHOCTE® — BCE MPEEa Ha WHTENNEKTYaNbHYW W NPOMBIWNEHHYW COBCTEEHHOCTE,

BK/MW4aA Npaea Ha u3obpeTeHMA, OTKPHITMA M NaTeHTH Ha W3obpeTeHWA, BKMWYaA 33ABKW Ha Bhifady NaTeHToOB W nep

eM3aHHble NaTeHTel, NOBTOPHHE 33ABKW WAM 3349BKW B ﬂbonOHMEHme M 43CTU4HBIE NPOOONKEHWA; aBTOpPCKME MNpaea; o

Bpazusl M NpoMbIWIEHHbe ofpa3ubl; TOBAapHBIE 3HAKW, 3HAKU OBCNYXWESHUA, ODOPMIEHWE TOBAapa W MPaEa Ha aHanorud

Hele 06bLeKThl; cekpeThl NPOW3BOACTEA (HOy-Xay), KOMMepYecKyw TalHy M KOHOMOeHUWanbHyw MHOOPMauWlw; npaBa Ha

TONOACTMW MHTErpankHelX MUKPOCXEM W NMpaBa Ha 0oTowabnoHu; W gpyrue WCKNKYWUTENbHLEIE Npaea.

«JIIEeH3MOHHOe cOrnaweHWe» — nNpefpocTaenfeMoe Bam MpaeooBnapjaTeneM orpaHUY4eHHOE MPEEO Ha WCMOMb30BAHWE OYH

KUnoHansHoc T M0 Ha ycNoBUAX NpPocTod (HeWCKMW4MTenbHol) NUUeH3MM B COOTBETCTEMW € YCMOBWAMW HacToawero f

WMUEHIWOHHOT O COrnaweHns .

«KOHe4HtIli MoMb2oBaTens» — nwboe wpuAgMyHeckoe nuUuo (opraHMzayua), koTopoe npuobpenoc MO0 gnA cobBCTBEHHOro MC

NonL30BaHWA U He [Q1A NPofamu.

«MloNb20BaTENL» — QW3MYECKOEe MULUO, HEenoCcpefdCcTEEHHO OCYWeCTEAAWWEs 3KCNAyaTauww MO B UenAax W Nopagke, onpe

penfaeMoM KoHeYHbM NoNb3oBaTeneM.

Hactoauwee fliUeH3MOHHOE cOrnaleHdHMe ABNAETCA WPMOWYECKWUM cornaweHueM MexAy Bamu (panee no TekcTy — KoHeYHml

H nonezoeaTent) W MpaecobnapaTensaM.

mx:ﬁ6o_

< * T < * < v <

()
e a 67 epdfn &~ 9

ac"“_L’)t c h e 'Yt E o @ _|’“'Y - t oa ™ t
mo 7% " e Y e o7 g0 " aqcceptMligefise E- 0 "t 'E "
bash installer -ac- mtsh -- accept - license
q dzqg _
bash installer -ac- mt- spr.sh  -- accept - license

¢c" 7" Iis "] HMm X : ~ e m o " m Y m —
mco""Eo ~ e “ ¢ h "o tm YO
3.3.8. h t “ t * o m o m e e “ h "Ya

cd install -<go jtemdw 11 [ >facmd/t al |

d dzd
cd install -<9 jtemdw 11 [ >/facmd-ts@/l |
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ssh-copy-i d
ssh-copy-id <d d3w

<qdBv

ftsdz! LB OIsj dzv>@<mjtco jto 1 >

I_x_o“o*mtﬂo * % a e mth=toh~ J”RE‘P&JSEG?

""" ch -a . h
cd install -release -v5.3.0/ install -ac-mt/

,_,._" J,5-|m",-\.|'39<m . °<wmt“*’y cC o Xm¢t ™ e o
mh(* xe_e*oe*hoﬁ"’e*’y ._.._.LZ* t"’_’< .
_"" t * o )}

339 "mt~ eo tE e”Y &xieh* Ciyp“e o% g0° a
meg e”h E@ &8 EOEQ . Fame "
sudo bash control - node - prerequisites.sh

LT 1’ sJ'm"’q*rtp<*x t m 'y mco TEo ~ ot ’Epw:po*n
c byPl regisiry )= ctho H"“ho*et<<o’:'\5®°*ao m o Tt E
* _Jétc /pipconf mo T h> . om ™ " x Q"  e*mtho
[global]
index -url =< OHtJjid)  sSL d Is BYPH>w
trusted -host =<HB®Rjd ~sMisO M i tsLdlssted j &3

" ch *-a . h
[global]
index -url=  https://fexample.com/repository/pypi - pypi.org/simple
trusted - host = example.com

3.3.107 " m t h §SHt opn t x ¢ x ¢ h™"¢ ry@”® h  h™a ch
m<h“<h*"' ao extheht“(()h""“‘"a’ . 3 m "X ;"'< “Z'Y_Co:“*m"’< hx”c<
xmt'"eo“f:(.‘e):. e ”

'|'m‘oha*h_o":’(j;t<’Ex’o c * h x e ™ xch"’H""Y’O’<a
ssh-keygen -trsa -b 4096

fjm_oc¢ ho ~“t E ot h t co:oh*’“"‘O'OZerg;h)im_l‘hh.ﬁ
_oe tm <eht%:< h
ssh-copy-id <dd&3w ftsdzt LtsoOlsj dzv>@<Mmjtco jte §ftoddztsy j ded 2 >

fsd L 5o Ofs jziz¥ fgleis o j >
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._X _o 3 0 m t 3 0] a ) e ) mt h t o h |I111AT¢0PMA
7Tc¢cho h t 'E " omt x ¢ m X ¢ h * ~YO-© , a ~
m<h~2<h_|*.oetm<<eht“(2055|-|_ O;x Och* “.co e<e**
c”ho 7Yy e o T e t h ) “t Em Y)Y
ssh v o fsdz Lo Olsj dzv > @< ts

<ddB o4t ftoddtsyj dedw >
ssh <dfz3v ftsdz! LtsoOjdvw>@<Mmjto jtc 1 >
ssh <ddzv f tsdz' L 59 O1s gzlizy fzjeds o j tc >

» 1T ssTethl*d TYO” oa*e” .3 o h a h x

< JE— . * <

S ¢ h T Otm’y m *mcSSH’.\’E'o“’”e a c hoto

34 cho * eeem*t'YWo m *"c oao *'EQ e t h ~ t e o

BekOD e * < — * o

cho ™ e&mtyhomcd® T'E"x "t mmyt hd 'Y e *mtho

< * 0O — < @ ©
*

Om Y e t I

- * <

h g " “mt ho - X m * "0 e

— voox ot (S S * % WO — —_— L — - *

o
D
<

to’“’Eo m™a . o5 e o*ooaf’yago:)mtc”"'hmahthkn"’Ych

-

L <

Jm "t ~x ]S *"h mm heo e _1*02 *pr’ﬁgp@*sqy 0 ox

€« < * o <o * <
~c¢ch o *” e e ™ 'ycamt 8 €6 t *xmt¢t ™* e o t
< Y ! Y., L . E ... .
m o " e o0 a d ~ X e ™ o " e 0 a m
Iu < - On.nn.n L * (3 -I <
o " e m h h c h o e o “ e m h
* < - < * < * [ee) * * < - <
~ ~ ~ < ~~ . ~
e e . h h o™ae te X tm ’ moc o ’ 0] t
-I © - < —l < < Y * E - E L
L d ~ bl ~ ~ »
0] a 0 a o eoonrrtt’*’Va’ e m X ’ m X
- * o E* OI_I » z\ ! YO <
cC X e t
¢ chog mm 0 e ” o a¥ xt™ x"t'Fenmo o hxam th*oe o™ e
< < — * < (] * - - —

~ >

C T T o _hox " jRiendtés  / < dzOL o Odzd § s thdsty | yimi)y > /

_oe xh~" g oeehx’ & 'Y coffig”/énvironment ¥/ < dzOL 9 O dac
sCteky jpqwes/ ho* e~y e oha~geg Y o oe xbh
ch*H<°<1({3_"2_8wh*ccp(o*o*o°a*<aen<met**’yH adée0<ﬁe‘"‘
h x e x Od

- H
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X 0 o " mt o “ % a e mth™toh™ P—-Il?'lgé%ll}llmﬂﬂ
el = . “ . . J NNATGOPMA
] 7Y o e™ oa t<"Eeom xmt ™ eo . Lo
° oo mt oYY
3_4_1_=”cxmt*t’Eme<e"‘h*m xmt*eo”_* m co
ANSIBLE USER " <d 3% f sdz' L 59 Qllploylzvsh "-e <dzOL 9 Oded | Sz y J
STt s e o _hx ' e fory ave” -t e a @
"™ ¢ h ra h
ANSIBLE_USER="omp" ./ deploy .sh -e test env
3_4_2_¢choemmmo’“e<e*’ym_h*ct" e<o*30°*a
'“"°“"'[’Em"<°x’O"'*< c”h=”a th .Yy
i agpotmt h  h ™ ch “GetAuroraCenter APPhast e " ¢ h
Set Aurora Center APP host: ocs - app.local
'|'*a5Yb“rntm<h’:“H"'<'h.”'*"’ee.oz e ch a hy
Set Aurora Center DB host: ocs - app.local
i URE " h m e e 0 ¥ 7" em ho " ~ gc h

Use external balancer [n]: y
Set Aurora Center external URL(example - http(s)://mydomain.com):
http://mydomain.com

¢ """ Is "URKHN m X - - tm yYe¥e ‘¢pm a

— - <

| hm_ ~OPbstgreSQE “ ¢ h :a h

- <

-

o

PostgreSQL version  [15]: 15

343, o "t ho"h ht 'E t ® b Mme ¢gh 5 a et”hcoh -a h
Ansible deployment user =omp
Aurora Center APP host = 0CSs - app.local
Aurora Center DB host = ocs - app.local
Aurora Center external URL = http://mydomain.com
PostgreSQL version =15
is this ok [y/n]? y

69

~~



- - A
% .0 m t .0 a_ €., m th toh 'nHATd)OPMA
~~ ] b ~ oy r r ~ ~
¢ m B 0 Eﬁ . h y)z< ee Y e th Y xmt eo n), L
T x * t c o e e o it h * e m e e ® h Y o ox m ot
o h o] e *mt¢tho oOoacoe eto m h -
3'5'|.| ’Y —_— © * — < o <
"o s " B “ h X m¢t ™ eo c o ° o T YOt
et '] (—t<'l@ * % - * o YO
Xmt¢t ™ eo X > 0~ t - ’ oacoe eto m h ?
h *’e 0 o_hx <e*mcp ._.Oh YOQ . oueum*'{‘hy*h
o _hx’ e ¢ 18.10,14 © _ e c @
351" “mtho - 0O acoe et o m h ®
e h " m ¢t h x t x h e o) 0O ac o e et o

] s "hpd I om h t .3 to e . T o T e

< — < —_— <

te mo'°"’“h"""”"*ﬁte’|Et<h0°>5e_H. E 6__ h 77 e~ e ®
cho*< "mcwe*""’Ee .<cp m_|*oac“xom"_.“"<tm’y *mco’\’E
mc<¢*"“’\'Ee.:< m*aHoA.
$&*() -=_;.

] Y e”‘mthow‘_e*to“_oamnm<e°. ‘xe_ug*ho*e*l
*elh““mthx_txhe.ge_‘_o?\cooé*eoom.Eg:\e*t’Em’

3.5.1.1. . h AL . _”tmh‘) , m o (')_r"~Ct<~§’iﬁ§t%ﬂ|”Y-Ya*
<9 jtmdw 11 [ >fdcnmg/t al 1 /install -<9 jtemdw 1Y [ >Facme-t al
spr /).

35.1.2¢ e e t ™ hv o7&pyentories/hosts.yml [ S S
m<h“<ho“ (’)*a<e‘" Oomto“l')z e ” o toh .
lxe_e*oe*hoH"'*ee*"Y"'umutth_txhe.< _oacoe<et

¢ om~e coh yr ~ "”""”*ee”’Yet"ﬁ‘b'”E)mm"b“
inventories/hosts.yml ch 7 31012 ¢ &

_|’“’Yoto*h*":é?(’YO*Bbjrpao ﬁ.co’“e*t'E_o
hostname
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I_x_o“o*mtﬂo ’”*a*e*mth*toh* J”RE‘P&JSEG?
Hh*a“h”‘.m ’}fbsls_ym|°’\dY’eoeo°*o_“’\d“21t‘_h)eeotm'xh”
ch 7 "t.” samples /ac/inventories /.
¢ om™e c ” he” a etth®h & o ““fhyentories /hosts .yml
ch " ®dl1 ¢ o
3.5.1.3° _oe  xh" ¢ @offi§ q\ﬁars/_yé“rsm.ir\nle<°+:)°°
R S ~ "*“:‘o coa<e'Yt’Ech<°xmt”’eo“’\<ee <
|c”“h““a<th co°_’\’o;<e*Yco”m mt a L
postgresqgl
port :5 432
._.h* mco"’E‘oH*e* T 7" e m ho“’* - X
""’“"em*ho“’* ) e”’ch*a<hY
postgresql:

host: "10.189.221.57"

~ty2 3G 3INBalt =

~ox ] omx " mt Y tmoy m coao "'EQO m ¢ e ™ h

< < - <

T ¢ h o E m X C . h OpQ)stgreE"'Oh Xt ]

<

* < -

pg_superuser_password: "postgres"

I hm O Tx 1Yy

u<h<;<e’E°ocxmt*a.3 'e"’;<e*m""c*"‘"h1*_21)ea”‘<t
- ~4e”
=e",‘eﬁ< c *h C<hm*'Y(_"X_|
14 PostgreSQL 14
15 PostgreSQL 15
16 PostgreSQL 16
14- pro Postgres Pro Standard 14
14- stdcert Postgres Pro Certifielh
15-pro Postgres Pro Standaré 1
15- stdcert Postgres Pro Certifielb
16- pro Postgres Pr&tandard &
16- stdcert Postgres Pro Certifielb
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~ - ~ -~ MOBUJIbHAA
X 0 0 m t 0] a e mt h t o h |I111AT¢0PMA

i_a’y ¢ ho ™ co TE o ~t fepfcatom* I t 2 &\

pg_replication_user:
name: replication
password: 123FD5648ert**h

T a 'y c“ho T'E mxc hco T'E" o ~ Y x T oxt

omx " m t Yt Em Y o xmt Y e o - Y

< - - — [

pg_custom_superuser:
username: 0CSs_superuser
password : ClacVob * TwesOLs6

P77 h DN® h o phTory" 7ot

- <

~ "EeUbuntd 22,04, Ubuptu 24.04.

14, gomch a
dnsmasq_upstream_servers: "192.168. 137.1, 10.189.211.10 "
__‘__”Z_]’sL'c”*_lmqje*< c“h=~a tho _oe  xh-~
xmt ™ eo . mh<" xe_C*oe*hoH”’e*Y L.z
c h “9:<m~a*0_Oe.*'Xh:*Gi_Paa;‘?)tT“m:\t@“
35145 _oe xh™ ¢ ocenfRySedtetym ~ _ T "t 'E ¢~
m h<t to e Y
T¢c*ho ~E "omtxc?™ _ox ]y
database:

password: CHANGEMIBcs

fc™ho TE "omuygkey ¢ ™ h "\akeyt Massword :

valkey :
password: " CHANGEMEDrTT9089087fslk"

Tm h t e . AO, ®

< — < oo —

hmac:
key: " CHANGEMBEFAULT F1IWp0tsdY5lYIJrm7H - DEFAULT"

T to e “"omt x c ~ m*mt<@005u|_o’:“e*hx

_— < —_—

consul:
token: " CHANGEMBEBe9f5abb - 6b8f - 9252 - 59¢5 - 53bcb651f182"

12
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I_x_o“o*mtﬂo ’”*a*e*mth*toh* J”RE‘P&JSEG?

'|'m<_h<te.m _"'O; _’\*<eto“ (’)m<h~*mo“0‘
defaultOidcClientSecret: " CHANGEMEWfwehfol OHwfe233WEfvwewe"

]‘_""O; ’*‘hoH"'e*’Ym< h<to“z Oh*e’Y"'*:)rT
encrypt:

keys:

- "CHANGEMHnaster - key"

Q"”Zs'u”h_]*Ho*eo“"‘(e** L x T Tyt E mot
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system:
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keepalived _auth_pass: " CHANGEMEavJulis*Im5"
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private_key: |
----- BEGIN PRIVATE KEY -----
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----- BEGIN CERTIFICATE -----
----- END CERTIFICATE-----
._.._” _]' s'(_’:[]q;* . ~ ot "’_h to'mooot_ﬁ"‘(’o;m"t
m’“<°x’o"'*a th<*oﬁ”‘e*’YaY
i . ¢ ©ommonName(CN)" ©¢ 7’ eo * .t 'E x _“a"yqo "o a
i, m_ ht "t "o 7 e ogybechAltNEmME t It T @ " Tt
_otoho o "o T eo mo ¢ °C5mi’ndENa'ﬁ1é)(CN)';e - e a
'|'mi]t* . “ ot °0’“’<e “30°*t'E 5 e, Cco ;
X mt h o m t 3 " 9

75



— "] OTKPbITAS

jcoht Yy mooct h tam tRgg%Oyhdst external_port,

o e x h ™ ¢ c8nfgRafs/avars.yml _ .

76

» o - - MOBMJIbHASA
I_x_o“o mtﬂo a*e*mth t o h |I111AT¢0PMA
I - - m h t ot - h t o 0 C c"o'o;; -
m h t *t o (0]
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admin Address:
"http://{{groups[‘app’]|first}}:${ nginxVhos tExternalAdminPort }
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35243URE " h m~ mco TET x Ot M "~ oa, e

< [ * <

~ ~

¢ ’ e e 0 a m x - cqmmopAddl“ess@ ) tem'< bh; aoh o tvo (

* N

(http . " https), . @ 'Y "~ o ACPOMAIN . ¢ oeh™tmxt ho ece . e '@

e < <

T e m h o S e ™ ch a h Yy

* - * < * <

ac:
commonAddress: "https://acenter.example.ru”
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commonAddress: "http s:/lacenter.example.ru”
adminAddress :" http s:// admin . example
3.5.245URE “h m~ mco TE x Ot h = "e .
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cdn:
address: " https://external.cdn.example.ru "
originAddress: " https://acenter.example.ru:8024 "
auth:
adminCrossTenantAddress: "http s:/lauthadmin.example”
publicAddress: "http s:/lauthpublic.acenter.example.ru”
aps:
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prerequisites.ymi -wW -u <ddw f sdz L o &l -dears
"node_type=app" -- limit app

Tm h h x 1Y
ansible - playbook - iinventories/hosts.yml play - managed- node -
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prerequisites.ymi -wW -u <ddw f sdz' L 5o &l -ears
"node_type=content" -- limit content

Tm h h m e h * motah oxo et xehte™ aa 0

e h " mt h x t x h e 0O acoe e t Xmt¢t * e ™ -

ansible - playbook - iinventories/hosts.yml play - managed- node -
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< — & < < o
~ ~w N ~ "
_oe : Ee ) _ 920 § — om X
m¢th>*1toh ™ X c h T xmt ~®eo — e eo
d * < - <
o) Tcooom Y

e Y | RYAYX2VYLINHzi a Al ®NYzT
h o Adrin123!

2» < >
h » h ; m
J sI_l *J @ < - O a e#-t <0@ Qo - * aI_IOI_I | a < e *

“ T F o aEEA™ ¢ h B e .. 0*e"mho ™ ~ *

* C< J—SLD * - < < — < < [e<] @ <
L4 ~ -~ 2 & ~
- 0oemo h m o e m*o
- E URE M oe .

o

TE " " a e |http(sy//<m . h ¢ hh To ’>8609/dth/admindi

o

~E "~ a e |htp(sy/e b h

- <

¢c h 7o ">:8609/dNpstore/admini

~E h "~ h” Fhgp(sp/e b N

<

¢c h "o ’>:8609/dNpstore/dewi

TE " " a _® |http(Y K K §FM _ h h ch 7o ey

- < * <

TE " " a e |http(Y K K FM _h h ch 770

< o <

~E "~ " a e |http(sp//am _h chh o ’>;8©0*97ph(sh/admindi*
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e, omtb o a e mth toh |I111AT¢0PMA
38, ¢ m™*e e “mtho co"m mt a

381. ¢ m ™ e e':mtho
'"‘mthom_"‘ ._.eA '"‘_’\O,*<tm’Ym“he”Igvetr"égo(’)m
proxy)z ~ t"'_’< } e"’mthom_< chotOpUSh."’:‘*aoLn‘*'
[ ) ¢
381.1°*mt hoo®* h ™t eo wm Ik hoh ™
Lé'h"te.mm<CmPr‘el/mS*eéproxyl’) m’\x’*t "\A'Y Oé'hm
gc o~ Qo0 o Txpe t ig)oQurghi aopge * ) co e " e eo
th~em ™ ho ~ e 'Ht 0 ™ chomo e"cp
h a h 0 e xh ™ ¢ o0ee 59 m ~h ’T\R\Ijiy"’o""Yh
o e 0 e o ) 0 aeo oeo "o 0 B e 0 e x h
samples/ ac/nginx_external - balancer/conf_stream.d/
]7TY e~*mtho oof hi t N@iffx® oc hgo "m a o
m ~~ o} X ,O o ~ m t ,YY
3.8.111 _oc¢ ho ~tE "~ 7 samples/ac/nginx_external
balancer/conf_stream.d/onaode.conf 0. . samples/ac/nginx_external
balancer/conf_stream.d/thre@ode.conf —Y aeo oeo "o o ™ D% "0
/etc/nginx/conf_stream.d/, c h a e oqgcSpuskstream.eonfn ¢ o ao ”
oa™ e .Y
-7 7Y o T eoeo o 0 0 e x h * ¢ Y
sudo cp samples/ac/nginx_external - balancer/conf_stream.d/one - node.conf
/etc/nginx/conf_stream.d/ocs - push - stream.conf
-7 Ay o o e o "ooe o x h ™ ¢ Y
sudo cp samples/ac/nginx_external - balancer/conf_stream.d/three -
node.conf /etc/nginx/conf_stream.d/ocs - push - stream.c onf
3.8.1.1.% m _ @Gpstream _©°o€e  xh™ g o0eeds-pgush-
Streamconf'ﬂﬂwt'E * ® h m ~ e o ” h h o c h —~o

< € < - < - *
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I_x_o“o mtﬂo a*e*mth t o h |I111AT¢0PMA
upstream internal -lb - stream - 8025 {
server ocs - app.local:8025 max_fails=3 fail_timeout=60 weight=1,;
least _conn;
}
3.8.1.13 0 " T "Ttt’E "o Y- dh "Nyginxe . Y "o
mkdir -p <f z2ls/ ¢ COBOd&tscl
" ch -a h
mkdir -p /var /log / nginx / external _balancer /
38114 ™ sewer Tt E "e” . e Y m~—T "x Q"
-coht ¥ ot ohoaxxfMmx hoy¥ met®c™h QY 'Em
listen 999 ssl so_keepalive=on;
-c x t E ~ h t o a x 0O x m h t "
mco TE"o Tt UEm Y of 0T Y xen t€ e toyy e ~ cgh[ {a h Yy

*

*

ssl_certificate /etc/nginx/ssl/cert.pem;
ssl_certificate_key /etc/nginx/ssl/privkey.pem;

” L ” ~ ~ N g, .
Lo ] S e<ﬂ¢p* . t _h to'moootM<O’Wt
m~™ “x0O" a th %o ~e Ya Y
i . ¢ CommonName (CN) o —7 eo % .t 'E x = ""eo "oa
[, m _ht "t "o 7T eogypfechAltNEmE t I t S @~ ¥t
otoho ) "o T eo m o c °C5mPndENafﬁ1é’(CN)';e "o e a
[ mht ot T o0 " e 'E c_ ¢co : X "o h
X mt h o ,m t . o)
I ~ - m h t S ~ h t o o} A'C)’ ~
m h t ¥t o ()
h am oh - by . t o ) ~0:"- m h t h ot
. ©3%8.12
_cx t E- * 7" a brAj o E cctIR11.F emMch a hy
access_log /var/log/nginx/external_balancer/access - 999.log basic;
error_log /var/log/nginx/external_balancer/error - 999.log;
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_x _o o mtﬂo a*e*mth t oh |I111AT¢0PMA
3.81.15 ho ho ht hg teomt 'E o e X hc"oga o & "
oa™ e .Y
sudo nginx -t
(.‘mx;< otmxtmt“*’Yo *'o_'x'<t . )
nginx: the configuration file /etc/nginx/nginx.conf syntax is ok
nginx: configuration file /etc/nginx/nginx.conf test is successful
38116 . h  ~~“chkIAYR B coao " EQ _oa~e” .Y
sudo systemctl reload nginx
3.81.2. h am oh = 7 ™ €& Ay . t o 0 ~0:" m h t
¢ s " " hH ° e e e ”"mt o Yy"” a cC X e t c
m T 0O; t €. Ef oy o e 0 a e Jyom e ¢ 0 &
~0:;: 0 e o ha™ ¢ "o T eo omx " mt Y
h —~ a et ™ a 'Homc e ™~ t° “hex O
] Y o h a h o e Y - h t o ) ’“O; -
mco TE x a 73 T 7Y xmt *eo h ~ t® ¢ dm e b o n "
ao . Ee a xmpu§ho@moteJé‘eIaQ*) ¥ L ao 3 c o e
B m t YY
3.8.1.2.1 0o t 'E _hoot - 0 o0 he .0 o

openssl genpkey - algorithm RSA-out <f 2Is€ W O2dipL OCter IsT d3 & dz¥ yts
aes-128-cbc - pkeyopt rsa _keygen bits :4096 -pass pass:

"™ ¢ h a h
openssl genpkey - algorithm RSA - out rootCA.key -aes-128- cbc - pkeyopt
rsa_keygen_bits:4096 - pass pass:
3_8_1_2_26l0ha*h0“"'t’E ) co"‘c*m"’tmE c_uaa;"
oa™ e .Y

openssl req -x509 -new -nodes -key <f zIs§ W O2 difgL OC te" Isr d3 € dz¥ yYts ¢
Cistedzj o tsets fj tolsEHa@3bOlda)ys 1024 -out <f ZIs€ W O2 dif
Cotedzj 9" &3 My ls>dW d& Olstsdi
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openssl req -x509 -new -nodes - key rootCA.key -sha256 -days 1024 - out
rootCA.crt

3.8.1.23 0 " "1t Eh t m h CQ;0 " KT reo o
coao "'EQ :0a~e?”"
openssl genpkey - algorithm RSA-out <f zIs€ W O2 difgL OC ter Is" o5 & dzy yts

sBtcOIsdzts 6 5 -tfntg e D fipds Rkeyopt

rsa _keygen _bits :4096

""" ch -a h

<

openssl genpkey
rsa_keygen_bits:4096

- algorithm RSA

- out

server .key

- pkeyopt

3.8124 0 " "t E o e XTh * g todde. . T x® T 1)
o h a h o e Y " ¢ hcohmo®mmeh™ mh *h t "ot
.0 e xh~* e o0ee - - % o0 mo o t t
-_.¢ " h™acombonName(CN" ¢ ~ 7 eo T .t 'E x " ""eo 7
-7 0 Tch mxtmet ™o ~AgebtAltName , € ~ ; eo t o b o
"o 7’ eo moo ce’™":t ‘E nCommonNanfe PCN,
h a h o e xh~” ¢ o0eeo 0 - ~"Y
[ req 1
default _bits =2048
prompt = no

default_md = sha256
reg_extensions = req_ext
distinguished_name = dn

[dn]

C=RU

ST = Russia

L = Moscow

O =OMP

OU = OMP Aurora Center
CN = example .test

[ req_ext]
subjectAltName = @alt_names

[ alt_names ]
DNS.1 = example .test

89



— "] OTKPbITAS

' MOBUJIbHAA
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[v3 ext]

authorityKeyldentifier=keyid,issuer:always
basicConstraints=CA:FALSE
keyUsage=keyEncipherment,dataEncipherment,digitalSignature
extendedKeyUsage=serverAuth,clientAuth

subjectAltName =@lt _names

o] c ®* h ™ a

Y

<

t hc”on

me

<<

<

h® *o X

he Tt o a

<

< T

OpenSSihttps:// docsopensslorg/3.0/manl/openssireg/#configurationfile-format.
3.8.1.25 o©

~

¢

~ ~

h

<

th

<

T YYtc’ph om e m t m

* v

-

openssl req -newkey rsa :4096
sBtcOls dzts ¢ 5 -tfintg B9 fipds Qut
-config <f kls! ¢ CtdW dcbkteOydBsdzdzts 3iz

- keyout

¥ O2 aziz

oo

rY’-‘

t x*

o hH ™ me oc

<f kG ¥ O dilgL OCter 57 &5  dzv y
<fllsC WO2dipL OFf essd dz®@ Mmptwisd

C

h h

<

s a

. "

openssl req

- newkey rsa:4096

- keyout

server .key

- out

.CSr

server

config

csr .conf

~ Oé’mm“

<

t

3.8.1.26 °c = "Tm th'E

* v

emo hcbo acoh ™o’'F 'y
- < 1 E—®' P

openssl x509 -req -in <fkls¢ W O2dipL Of tctsfigddg j tols d W o ¢ ©As
<fkzls: € WO2dzkz M ¢ stodzj o >d3 CAleys Isfdisf* ¢ CKls sidP 2 dziz
Cdzt ysdz Ctstodzj 9o s6 5 H)jGlweptesfalOIls O out <f 2Is+ ¢
My telsdW d ¢ ®ests@3s dzs 6 5 -iigadCl Mpdfddays 500 - sha256 - extensions
v3_ext - extfile <CtsdW e kztcOydsdedzr 2 W02z

f

W O2 dziz

o

roow

h h

<

C a

. "

- CA rootCA.crt
-days 500 - sha256

-in server .csr
server .crt

- CAkey rootCA.key
- extensions v3_ext

openssl x509
CAcreateserial

-req
- out

extfile csr .conf

38.127. 0 """t E ¢_"co

©

o h

e

<

"~ EO

0

©

-

c o ao (0]

cat <flzls! ¢ WO2dk f SCttdyor>>ffzdy §C @O
jtdWdCOsd SBLOMEE PEOSC MJ
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% .0 m t .0 a_ €., m th toh |I111AT¢0PMA
"™ ¢ h ‘a h
cat rootCA.crt >> server .crt
38128 "~ t'E ¢ ho TE m - h t o 0 20;
m h h ~ m coao "'EQO oa™e?"
openssl rsa -in <fEZIs¢ W O2difpL OCter IsT d3 C dzé ysdz tsSBtc@Ilsdzs @ s
M tco pts@ut <f zIsE ¥ O2 difpL OCte" IsT d3 € dz¥ Yytsdy tsB tc Ofig A& jStc @
B J L Otct>dzw
" ™® ¢ h a h
openssl rsa -in server .key -out new.server .key
3813 mt hohoto o "~ - ao © ‘m ta o e’y § mmt
“m¢t ho m t - - m aom-t ot Xm¢t ™ e o
mco TEx Ot h ~ e h m c h ot oh o;’“*e'E
choto_o ) *ao <mmtﬁ*YxmthO'm’rﬁj*_B)c.; m .
¢ h m c m®™ e
< E [ * * <
choto
0 ¢ hm hyto o —* T Ty o c os oh™ he™ Yo
< * — 1 L <« — < *
X t . e t o C . O xmt h ommt 3 ) L
2 ¢ hme hyto o —* " Ty o c os oh™ he™ 'YX
< * —_— T L <« —_— < * o
omo * e eomtt aeo oco TE'o ot ~'Em
X t . e t . o C . O xmt h ommt 3 ) L
3 C e "0 e h m ¢ Mo t'o g e~ K ox t e t
€0 - -:O;< € * % —mu«Atm)YuOL €« <Sh~h0h -
" ] s”m”™ p@P 'E" o0 ~ e c hoto o ™
X m 7o Xm¢t ™ e o - m o a m t e¢o
- * * - * [ <« - <
e oa m x - . mco o0 d o E choto o
=~ % % e c hoto o "~ omx ™ m t Y
allowedDeviceProtocolVersions _oe xh~” g oemdal °-<9 jtEidWw

} 1 ¥/ install - ac- mt/ config
7 " md mnyo )
mco TETo ¥t 'Em

*

O " e eco*ah * a t

<

)

a ™ cmh oat*o”"'‘Be"6Yh * 'Y h m o 7Y~ h

/ subsystems / push /config.yml

~~

h m c h ot

<

m ¢t X c e (6] (0]

)

- * © —_—

Y
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X 0 o " mt 0 ~ " a e m¢th™<1toh ™ V‘ARE_%'&';'G?
XxXmt h o m t oa ¥ ) h ma hh hoa™"®™e Y e ™
allowedDeviceProtocolVersions T Y o o
e ” e c - c m®™ e
) < * < 5 * * <
allowedDeviceProtocolVe ¢ o ~Q0: e~ co” " h >
rsions: [] " Xt et c hx t x m t
[ < * v * * <
c hoto o 7 ~ m thhmo em t gcqphs ° ~ O
c hoto o o h ~ ao "~ m t
“ Xt e t -~ C ()
]~ eeo e : e mco TE X
allowedDe viceProtocolVe “mth o m t - - ao " m t X
rsions: [0, 2] h m n —~ h m H D
omx ™ m t Y tmy
allowedDeviceProtocolVe ¢ ~* ao” m t o "t 'E m C
rsions: [3] co "™ " h ° 0" chogao o
omx ™ m t Yy ot X ot e t ~
om e m e Y a e e e o % 50 7
- - m coao " 'EO oa™e“ Y

ANSI BLE_USER="<( d&w

f sdzt L tsed&lshf dzwaetionconfigd e pl oy

~

3.8.2. ¢ m e e
- m h m o a X
[ € < - *
“h t o h ~ . m 0]
—_— 1 vox 1 < —_— ©
3.821° " mt ho ”
¢m Tx - e o *
c ot h ¥ ox t m "y c o

h o
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X 0 o " mt 0 * " a e m¢th™toh™ V‘ARE_%‘S;‘G?
3.82.1.2Z ~ h m t h h o Ut E e" c ho t
m e " mtho " angbil¥ app_ ac_push_project.json .
app_server_ac_push_project.json ® "emthx g Y co mo "% "e
"o xa et { x o o*"mBtE s mc m TFa 6 m™ tx o
38213 " " cth’'Et o o TF ° g a’“<'\e o j h t ¢ h eté*' &” ;e
c “h ™ a t h = "o T eo mo o t t m tpyst? public tadBress” © .
_oe  xh™ g o e gpg derver ac push_project.json 0 P 177y Ht
_oe xh™ g oee o gonfig/configlyml.j2 R S c
config.publicUris.push.publicAddress > edchy
publicUris:
push:
publicAddress: "http s:/l acenter.example.ru "

3.8214 " " " 0 EE<AC DOMAIN, € 0o h t xmt"h ofpiBKRY _a o.e ™ [

joa ecoh? xX"mTxy o *mt" Ot m 'Y pyshNdlificationSystem

_Oet*'XhmC*Oec‘%)nﬁglfco‘hfig.ymll.jﬁm’\m* h "mchomth™e "Y(
t e "¢t .o x a o "+ " e mdbileHosthameé X _nMt" “ e o a 'y ¢ h
c h —o e ()

pushNotificationSystem

mobileHostname: "  acenter.example.ru "

mobilePort : 999

0 a e c o h t ao’ eo ‘”‘°”‘t’E .0 emo
3 co ecc eg)82:|_@p ¢ e e 0 a m X . e m ¢t h o _ .
e ~ t B~ a t ™ 9 ot oho o} .C0 e YTT"m'E e ”mtho
Lol o satyl @oa e 3 © " T " nibileMo$tname 0 ¢ “Yh & a
m o c " "t 'E m a e a m h h ~ “ * h m c x ¥ 7

- * < < < - < < * 1

¢ h apyblfeWristauth. publicAddress

- < <

3.8.2.1.5 h xmt ™ @e&oo0o0 tm'E tmt36.%5 mmc P~ m

(=] -

omx " m t 'Y tm’Y c¢com Xm¢t ™* e o ~

< - < < -
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9.0 m L0 a_ €., m th toh |I111AT¢0PMA

382165 .0 e m " a e m¢th™®1toh ™ ~ éiZs'**am teh om
CZ”et hcz(g by m X " oa T e s hoh"‘nl’) T
€« < h - < h ¢ h * 0 < € * © [ * [ <« (D

) c ) m e . Y e ‘e D e . Y c h a . t h o ) . C
) X a e t Z X 0 0o " mt o gdc o "OVE M nt tt a Y d
X ¢ h ~ — e ’Yn b

3.8.22. x :e = fyt heo ¢~ "cohm t"x ° Zes ™o h ~ : e t
.85 _ hoh™Android

.o X a o : e 0O 'omt’OxésHlohch* o<é<tde1*n e
- t oa ™t : m c ho ¢ m m Xm¢t ™ e o 1

_|"HYx;eeo"mtho chom"bX(Z'B HOQo h ~ : ethn

c o e t 'E T hxk O"YY

- * < o8

3.8221 - "o’ xmitEeo o :APK "~ TRPM 6_cht (7o e

<

Z s h oh ™ 3 " "'< e ’t“d"nHr]o . Q_.mﬂ”"oe”"""**m"'e<o oof M Tign@atﬁbﬁ(
/clientDownload _oe  xh™ e " e ®T%te/nginx/conf.d/locs - emm
static - files.nginx.conf € oxao T~ e” tO Toeslemm/clients ), . * o0
c”h™a rpdth xoe xh™ " ofm$tal X9 jtomdw 11 [>Lldcnst
mt/config/subsystems/emm/applications/ocs - emm static - files/ocs - emm
static - files.nginx.conf.j2 me_ €e"xmt™eo
"mt*eo“o;e.’“’(e.‘”‘i.”‘ta’E"‘"hz’”e. m"‘<°x’o"'*a 0
. [ client s/

Db tandroid -<9 j emdw [ u>

b C b klient . noarch . apk

C btaurora -<9 jteidvw [ u>
Cbklient . <OQterndilsj Clpintc©> .

/ ocs/ emmclient s/
Db tandroid - 10
b C b klient . noarch . apk
¢ b taurora -5.0.0
Db klient .arm .rpm
C b Klient .arm64. rpm
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_ X 0 3 0 m t 3 0] a . e . mt h t o h J NNAT®OPMA
~ . ~ N -, v ~ . L r r v
¢ m x - <xm<tn e*omai"hoye’broot : <thot

a o’ eo *mccm’*"aE;a):“*t;’Em_gyn’{Bo“Cm"ﬁk.’)ik” H 'Y o a -

) CD _| Y m o e Y m ea 00° 0*0; ma 00 mmc mo . E

e} * * * < @

< % J— © *

In -sf <tslsdzetsmdlsj dz' dz' 2apK-t B2 ezklient . noarch . apk
q dzd
In -sf <tslsdetsmdlIsj dz' dz" 2rpny-tf ©®C jsdhient . rpm

"™ ¢ h a h Y

* <

In -sf omp-emmclient -4.0.0.4+2 -android.armeabi  -v7a.apk
client . noarch . apk

c m>e*m¢t h o - o " 6°'Y gh T ea T" "&
xmt”"eomdo;e’“og ch*"‘o’<e*’Y ngpog_gm_'<ethn
3.8222%2 m _ ¢, config .provisioning .android . signatureChecksum

_oe  xh™ g o"e e0” 0 install  -<o j tefpdw 11§ install -ac-
mt/ config / subsystems /emmiconfig .yml =~ 7 TottE .Mt &t Ot~
choH<h o} *h5a§e@lmcoao"_E@oh“oxtg.tco echtoEm(Y[_
T APK T o
"™ ¢ h a h
provisioning:
android:

signatureChecksum : "xHOmnjhoe_m - 8NcBRphnlH9h3DwagZdIPaWfacX8stE"

~

0 x t 'JE ot c T to APK h™t —~ m™ tc¥0 aaco™’ B
keytool - printcert - jarfile <d i3W O 2 tzPperl - nle "print $& if
m{(?<=SHA256:) .*}" | xxd -r -p | openssl base64 | tr -d'="tr --
I+/:II - 1
T IR S S O« T S YySegdzz2f _o0” t  momt
3.8.2.2.3 h xmt™ewoe t 'Exh ™ ¢ oee.h™ dggdemm -
enrollments -apim ¢ o ao " 'EQ Yoa"™e

ANSIBLE USERZ<d d&3™f s dz! L ts9 @'ls jddploy -ac.sh -- subsystemsemm --
apps ocs-emmenrollments -api -- action config
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3823”7  hx™h o h ;. m _o ™ eToo hoa ™ ggh ~e
y - ? ron —~ ., P -~ -~
Lo -] su o] Ixgn o : e . O Lo e m <t h o . e o e
om 0 m 0 o7 7" mt b ] 7Y c¢70 “Txeo0 eo Y * I

JE— - JE— © * * * T < e * o -—c

e o % 50 ° a o o*h”'tgetm);’\?(m**m"bxh’ *Txc ht "yt o ty

— ——

k4
A
k4

e o h a~ c mo o t t mt ’(ﬁ‘onfig.m%TﬂeﬁSE)uﬁ‘:Q t h o

* © o - < - * *

o e x h ™ e o e e oconflg /subsyStems /"emnfapplications/ 0CS - emm

—_— vk T *

~

locations - api / ocs - emmlocations - api.yml € o X ao DT

/ ocs / emni maps/ map. osm. mbtiles )M o © "m* ta’E o X ‘@ m ™ [symbolic link )

e ™~ ™ ~ m “h t o h ~ - m o] e o ha®™ @ m

©  — * [ 1 <  — © * . * < o

cp <ddzw W O2 az®emm maps/
sudo In -sf /ocs/emmmaps/ < d dzv W O2 az®'emm maps/ map. osm. mbtiles

~ ’ "o c xm - t me a o fi"c o TME TR 0" tmhE™. a
e comh “"mt —eeo m"~a ” config®mBTResSqourget m t
3.8.2.3.2 _ h =7 anx mhtgcstefamlocations -api™ ¢ 0 ao " 'EQ _ ¢
ANSIBLE USER=<d d&3™f s dz! L ts9 @'ls jddploy -ac.sh -- subsystemsemm --
apps ocs-emmlocations -api -- action restart
3.83. ¢ m ~ e e "m¢t ho
" R * * < © * —- o L €«
m t h 0 © — [ L <« <—C O;< t<0 tu—om ooY égoubo <er*hfk* —_
-I Y t h X * ¢ — < oot Oowg m < e(— * @k oL L < € Z € m t h 0
mootﬁ<tmtrl**"3<jg’eo<a)'30'*ao “.CO e*t’Em .
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_ X _o 3 0 m t 3 0] a . e . mt h t o h |I111AT¢0PMA
h mht r . ey m. O ~ ~ ~~ o
3'8'3'1'6—0 ¢ * oc-v ﬁC 0 E - 0— Ee ) ooor 0 “Ob + e * (A, L
h dn*c“ y tL Hah* m c _‘_o'"o_ttE’" o ' e”e D a[OOtth‘<_C
location / pkgrepo / mobile _oe ~xh™ g oeed

[ etc / nginx / conf . d/ locations - external /ocs - pkgrepo -nginx - static . location

€ oxao T e t'( Técs/pkgrepo /repos ), . T o ¢ ¥ h “ a repds _root

JE— *

o e x h ™ g o e"e 07""0 jnstall -<o jtefpdw 11§ install -ac-

T *

JE— P

mt/ config / subsystems / pkgrepo /vars / ocs - pkgrepo - nginx - static .yml

me<e th*t< e o

- [ R ST R

*

tar -xf <ddfzvy WO O M OBRfEtsBZ>¢C COlsOwse kz>
Mm <ddiw W¥WO02dz0 fm Otn do tsd3>

"™ ¢ h a h

* 7 <

tar -xf 4.0.235 .tar -C /ocs/pkgrepo/repos
rm 4.0.2.35. tar

3832 - "h ~ mth o "t E . h 7 o, . h
Jocs/pkgrepo/meta/main.json oc mT emc ¢ T 7 7 fheta T €60

Meta= ©~ ¢ h =~ tmy ~a mtco m t8h 9"y ooa’
ch "m¢t~ 7~y t modhajgpnt ~ & t  gndinljsof ® X
meta_"“m"‘x ""°"’<tm’YH o " e o a o m’“<°x’o"'*

i alia s M _ __ Clocation / pkgrepo / mobile /meta __©° e x h”
ot / etc / nginx / conf . d/ locations - external / ocs - pkgrepo - nginx -

@

static .locaton 6¢ o x a o """ e ocs@pkarepot/ metad; . Y
i meta_root _©0€ X h™ ¢ ojs@ald -29 jtehd" " ihstal] >/

ac- mt/ config / subsystems / pkgrepo /vars / ocs - pkgrepo - nginx - static .yml

me, e * h L Xmt¢t * e o ) . Lo ()
¢ "is "7 "™M]H . ° . ee . ) e *mto Y" . a c X e
- ch*ﬁ<*<e m_TQO; t  TEeo Ty o *
" ~ ©® "rheta, ’“w "o T e ~ t 'E m oha ho
c h a h = “ c o e e YS ¢ h ® e e 2 e ’ .
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I_x_o“o"mtﬂo '”"a*e* th*toh™ J”RE—P:#SEG?
) o o he :_”“oea* . co meta.‘o”‘ ’:e’t”e
|e<o*30”*ao mo~*® Ot 'E oF ¢ch~ 77

ch —mo % "e  T"NS{|
|e<o+30"*ao __oh __teo x Ut E om T

“<hm** L s“hoh"’z o} _otoh om¢t x c e o
|m’\<“cxh<*t”<h’*“”t'Em'Y c h o e e o) h<_
|'m’\<"x<t *mco"’E o“’"t’E mthxa<et

co® oto T eeo o ~ -~ O
Meta_""mm"bmto*t . e(m_o""E o) ”’“o_oﬁ

ch*H<“<e "*’“<<Y
n.s L., T ey

{ "brand": "OMP",

"releases": []

}

L "brand": "OMP%g® * "~ 'Y | ;oha”™ ¢ Y
- "releases™: [}~ "o _ co ot Trya T
2)x"‘o_ c o ao°<""Ya xmthowmt

{

"deviceModel": "aq_ns220r",
"latest": "4.0.2.249",

"versions": [
"version": "4.0.2.249",
"from": [
"4.0.2.209"
]
b
{ _
"version": "4.0.2.209",
"from™: [
"4.0.2.175",
"4.0.2.89"
]
b
{

"version": "4.0.2.175",
"from": [
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"4.0.2.89",
"4.0.1.43",
"4.0.1.20"
]
b
{ .
"version": "4.0.2.89",
“from™: [
"4.0.1.43",
"4.0.1.20"
]
b
{ .
"version": "4.0.1.43",
“from™: [
"4.0.1.20"
]
}
]
}
- "deviceModel: "ag n220" ¢ a° " _ TE x m Aduariys"N&20V5.2,
c h "mt ~ — ee ™Y _o*o 0o a e ™ a e o * e
"7 oset 'mpgx m 0”0 o e a
m — 7 x t ™ c¢c h om t 'E e e ha™ ¢ 0O x c ho
- "latest": "4.0.2.249¢c o m A< e Y'Y Tomtxce™ Yy L h m
- "versions": [ "o _ mc¢ m_~ hm T
3)x"‘o o Oc m_ " h m Y
{ .
"version": "4.0.2.249",
"from": [
"4.0.2.209"
]
}
- "version": "4.0.2.24%e o % go " a7y  hm vy s
- "from": ['4.0.2.209"]¢m ¢ mo L h m s . Ll 2 m .
Xmt¢tho m t ) 0 e o % 590 ao h m . s

© o < * ©
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A

~ ~ R -~ ~ 0
_x _o o mt o a*e*mth t oh |hn4n2_¥|£3;|ag
h a h "™ cgnetg “e e ® »® momt ~ e e Aquarius
N<20R" x T e a o "ao e omt o ¥ eo — e Y
4.0.2.249:.
{
" brand":"OMP",
"releases":[
{
"deviceModel":"aq_ns220r",
"latest":"4.0.2.249",
"versions":[
{
"version":"4.0.2.249",
“from":[
"4.0.2.209"
]
}
]
}
]
}
3833, h 7 commh todfE pkgrepo - pkg-repo -api M coao
_oa™~e?” Y
ANSIBLE USERZ<d di3™f s dz! L ts9 O'ls jdeploy -ac.sh -- subsystems pkgrepo
-- apps ocs - pkgrepo - pkg-repo -api -- action restart
3834 h o thEo h h  'Feemnt h d Yy e 08 50" ao
.0emo T'E ™~ " a e m¢th®1toh~ ~S B c h
Zs”a e m t h h o “ e n h " m h “ 0" am Yy
Z*eo ’“r]e* ?((_t’Em’YZ cto ot o h ™ "xQtmhyo ma -

* o nt te x.

< 3 < hn_m* *m *X 27}2 -—

0
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._X—ouo mtno a*e*mth toh |I111AT¢0PMA
+ WHTerpayma 4 UHTerpaunm
» Cepeep NpUNOMeHWA http://ocs-emm-egress-api-gw.local/appstore/api
~ OB6HoBNeHWe OC 1 MHTErpaumna
« https:/rel-ocs.ompcloud.ru/pkgrepo/mobile %
- 3.5.0.7 Inoi R7, gmp-m1-n, ag_ns220
Inoi R7 3.5.06,3.5.0.3,3.5.0.1,3.4.0.856, 3.4.0.62,3.4.0.48
gmp-m1-n 3.5.0.6,3.5.0.3,3.5.0.1, 3.4.0.86, 3.4.0.62, 3.4.0.48
ag_nszz0 3.5.0.6,3.5.0.3,3.5.0.1, 3.4.0.86, 3.4.0.62, 3.4.0.48
m x 70
3.84. ¢ m™e DN t h o
m t h @QN'_ L O, . t'm Y_oﬁ e tem< <(£vnhtt%h<lohmo_”<
1Y e "mt¢tho m h b e t e e o % 90 7 a o
® m t YY
3.84.1° m coment. € _ _ & t ™ h e pyenfories/hdsts.yml” T Tt
* % h m ~ m h h o O a e ™ gomt o O S el o t ¢
"™ ¢ h a h
content:
hosts:
acentercdnO1:
acentercdn02:
acentercdn 03:
c m ™~ e c oh vy - v "% e ’Yet"’ﬁb"‘om"b
inventories/hosts.yml| ch 7 31012 ¢ &

3842 “m oaa et ho m”™t ® ‘O content _servers _map

o e x h ™ ¢ oc®nAfig® /vals /_vars .yml.

J— v % T

3.8.4.3¢ 7 © e emo c -’ '"htttpE " h m mo eht eh t~ c o X

< < — < - <<

¢ ™ h ™ acontent _servers _map. default
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content_servers_map:
default :"< OH tc jShys dzls j figlstc 0 p'tc O
ro omtheth c o fa@f‘;"“ec@ e ch ™ Y
m tko®m t o tmxtmdontert Oserverd _map.ontent C_servers
3.8.4.4° m e, content _servers _map. content _servers
_oe xh™ g™ o €gnflg /%rs/ vars.yml, ¢ h e 0% go ™ T“d&otn
c h~ = c h e"’ch"’e””“eom!Yth'e"’t(chh.omﬁ*t’E
m tko " m ot e ™ m *h % ch“cxote te ®dh ™~ Tyt Em 'Y
content_servers:
- server " <OH tg jSifs dzls | fizlstc 0 p'tc O
addresses :
- "<OH ] M MjtsHh pls d
<OHtej f Mfj sk H'1s d
" c¢ch -a h
content_servers:
- server."  http://ocs - cdnO1. testoru "
addresses :
- "192.168.79.128 :8009 "
- "192.168.79.1 33"
- server."  http://ocs - cdn02. testoru "
addresses :
"192.168. 0.0/16 "
3.845% m  comtent servers mapdelete _©°€ X h™ g oee
config /vars /_vars .yml ¢ h e 0% go0o" aomTm tE£T Mt E "~
ot oh e "o T e h*mchomth™e "yt 'Em
content _servers _map. content _servers
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_ X _o 3 0 m t 3 0] a ) e ) mt h t o h |I111AT¢0PMA
»” . ? o 4 . 12 ~
[ - - '] S-I Y @ < m ¢ < ] < € * Y 0 t —_— m0< h nJ t< h ©
= t 'E h ~ h e x t aeo oeo "o 0 0o e
e ™ h x] 7Y dqHt o 0 h 0 a e T x tm "y omc o TE
c.3.10.% ~ t "~ ’ c h a h o a o e x h ~* ¢ 0O e eo
ch 7 _eeo samples/ac/nginx _external -balancer /conf .d/content -
server . conf .
39, ¢ m e e mt ho . . ‘ . o o o oL e
391" “"mthed - —o o) agh ™ e - ! c 0o " m m
] 7Y e”mtho - o o) oh ™ e — " c
m ™ " x 0O ® m t YY
3.9.1.1..0 T E"/o®. e” Te” . t'E o " o0es,
c o~ ot oh a h ~ % o-:t ~ Ot m h m
sudo mkdir - p/ocs
sudo chown ocs:ocs /ocs
3.9.1.2¢ mx o7 _mco E'o ™e 7Y 7 eo o
c o e t ' E ad &€ e elmo o™ eh ™ e Tocs” “t * To
¢ - " s "h] 'H mc¢c Tx *t "~ C " m
€ < h = < h ¢ h * 0 < € * ® [ L m* a|_|< .tZE [ o m t X En
5 h e . . X @ . 0o o0t L tmt L eeo Yy 3 m . e o
e “m<t ho e e ~ h * % ot x m T v e e a ~ o a
¢ ™ h et c oh "yY"o e ”mtho T om
- —o 0 a X oh ™ e - 392 c h ® e c o
39.13 " "mtho tE ~ To o oh ~e T 7
c h —~o °’ e 0 oe £ "y mt h()fE "o™ .h3X "Wt a2
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I_x_o“o*mtﬂo ’”*a*e*mth*toh* J”RE‘P&JSEG?

| 7Y Ht_o~™ to” ’@@sre<<*030°*ao m o R S —E e
C~h~a<thoafilestoragePath _oe‘*'xh*e*oeeo'o
config/subsystems/appstore/config.yml o ¢ mo " " eeoa e
mo ° 7 ™ t 'Eappliatois ~%-api . €~ "e” ; tE o T%qges,
c o~ _ot*odwt."a’Oth*m<h“*m. LY
sudo mkdir - p /ocs/appstore/applications - api
sudo chown ocs:ocs /ocs/appstore/applications - api

.~ h ™ a thfjestoragePath _oe ~xh™ g o0e®o ™%
config / subsystems /appstore /config .ymla o’ & m7E T x Q"""
filestoragePath . "locs/appstore”

3914 " mt ho tE T o o oh ~e 7 " 7
xmt”"eowo‘;’”ewh’:‘."‘o’ N Y ZS*H h_o”’hh”’t o'Hhe”'th*rI;(m_"

7Y 'Ht o o e(o*go°*ao H.co’“e*t'Em"‘<*x

3.9.1.4.1¢_”t~76039<<0+:)Oq*ao . moot —  foBtt
m _ €, . location / clientDownload _oe ~xh" g o0oeeo
/ etc / nginx / conf . d/ ocs - emmstatic -files . nginx .conf OC © x ao TTr"e
/ocs/emniclients 0 X T o c fobt™ @ et hoa h™ ¢ o gngtall A ©
<9 jtemd ¥ >ihsktall -ac-mt/ config /subsystems /emm applications / ocs - emm
static -files /ocs-emmstatic -files .nginx .conf.j2m ¢ _ € ™ h x mt "~
mo -~ % * t E et ~ e "0 . tE o0 ) A"OC?Sz ’E’Ee°< a_octoo"h’E.'a
m h m ~

sudo mkdir -p <fkls! COOdizc z>
sudo chown ocs:ocs <ffkzlss € COIlsOdzise kz>

"™ ¢ h -a h

* " <

sudo mkdir -p /ocs/emmclients
sudo chown ocs:ocs /ocs/emm/clients
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= § _O ° ° mt hd ° 8 * € * mth toh NNAT®OPMA
3.914.2% “t "~ Tfocs e o 590 " mooo t tmrmd * h ~ a t
config.mbTilesSource o e xh~* e oeeo o =~ 7~

—_— [ 1 * 1 v ®

config/subsystems/emm/applications/eesnmlocationsapi/ocsemm-locationsapi.ymil

¢ ox a o T % [pcs/dmm/maps/map.osm.mbtilgg o © T "t tE o™ e ™ - ot
—~ " TEE R 0 odscto oY oh ™ Eo m* Ot m
sudo mkdir -p <fkls: ¢ COOd&sek>

sudo chown ocs:ocs <ff kzls: € COIlsOdztse kz>

" ™® ¢ h a h Y

* <

sudo mkdir -p /ocs/emnmmaps
sudo chown ocs:ocs /ocs/emm/maps

3915""mtho t 'E - o o5 oh”e®tohta * X

* v ® —_— * * <

c ~ t .
< " L €

] 7Y 'Ht & td Tgese 0% gomo a0  tt’Em™o0 "t & s a t

T <

root m __ ¢ location / pkgrepo / mobile _oe xh™ g 0eced

vox 1 *u ©

/ etc / nginx / conf . d/ locations - external /ocs - pkgrepo -nginx -

.~ € t D /foes/pkgrepo /repos ), . “co” h " a i

<

~—~

static . location ¢ ox ao

repos _root _ 0 €& x h ™ ¢ "0 e"Hstall 0-<9 jtefpdw hsta)l > £ ac-

* T

mt/ config / subsystems / pkgrepo /vars / ocs - pkgrepo - nginx - static . yml

m e e “xrmt * e o
< *

< e e —

mkdir -p <f k! ¢ COkLO&sEL>

row

c h a h

* 1 <

mkdir - p /ocs/pkgrepo/repos

392" "mt ho - "om¢t x c ™ e o © m h h ~ c
L. ©  — < - <
oh * e - "X
h H mc"‘x"‘t"‘e " m t m hhe o h
d * — * % et d e - — < < - < o
c h —o ° e T o T e a t 'E "omt x c S i o t
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S S G L
e o © m(hﬁ<h”“ ch*"o’<e*m io)uwtm/\o&“-da'EX o
m~= " x Q0" a mcomo ™ ™ a Y
[ m e gh o e G Y ~m/\0“ a L ,,,m,\O“
m h h~ c h o <Cm**wﬁom5y%ﬂ}ir@{]\°;'h EO
I*mCO’“Eo%’"e*< <°*eo'o *mﬁoﬁoto 5h
3921 "mthm e 3hoe ~~ Fo a =y - o
7 "om e o " . m(hH<h'“ ch*"o’s‘/rﬁ:thirlg/m coao "
_h, 7o S§ncthing _ . Co Temn’yetghoq@Q " ¢go h 7 c
h(*ArEeo'oaH’h"(xa <eeo***a* m<hﬁ<h* Ch*"‘o’<e*
]y e*mthom_*sync*thingxmfaéq)9°*ao _ - co Te
" m t Y'Y

39211 h “xa”tE ¢ ho " co TE'0o "t 3&%) §

~Y T omtxc” h ~ - m 0 a X e t h m x c

J— + v ox 1 < J— * < v o< ©

3.9.2.1.2(_ o h a h o .t ,EC 5 ’Hb A’Y m m Cc O %EyptO m ~ e

* — *

coao " 'EQO m’“<°x:’0"' o) _oa"’e°

sudo apt install python3 - passlib python3 - berypt

ansible all - i localhost, -mdebug -a "msg={{ ' <fOtetsdz: > |
password_hash(‘bcrypt’) }}"

3.9.21.3 ¢ * h ™ a gyhcthing .gui _password _°e ~  xh™ ¢” o &%

config /secret .yml =~ 7 " & "E; g¢H'0 Tt™ h o Ty

syncthing:
gui_password:
'$2a$10$N.9m94jj3ciTDtIUhxudwu2rGE3jgh4A0GUCT30KsUIEIbdcPZIx6'

3.9.214 ¢~ h ™ a &yhcthing.gui_apikey_oe ~  xh ™ ¢ "0 e®"

config/secretyml —Op m t_ XAPf"h "o ’: e Y

<

gui_apikey: ' CHANGEMBRgpY4dv2tdcwcNXSmhnxW55euHD55Eyf
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3.9.2.1.5% m _ ¢, syncthing

config /vars /_vars .yml¢c he o~

90 "

_folders _ 0 .

a omt

syncthing_folders:
pkgrepo:
path: /ocs/pkgrepo
appstore:
path: /oc  s/appstore
emm:
path: /ocs/emm

39216 mt~eo tE

c h

* <

A

m c o ao

EO

ANSI BLE_USER="<dd&" {§sd L ts9ibfla.ghdz? >¢ syncthidge pl oy

"® ch na h
ANSIBLE_USER="omp" ./deploy - infra.sh - ¢ syncthing

¢~ isr "] xmt™eo ch*"or«e«h’Y“ e*msy"'*
c"’h.z_otoh*’Y*mco""E'x<tm’Y°""Y *’*’<e
ch*’“o’<e*’yz h”"ﬁ<hext a e ” m<hﬁ<h”"oq)
m’“x’*< L. _oachoa<t’"e**oz e(o”30°*ao X

""“:é\*< ch*’\o’<e*’yomx"'<mtﬁ’\’Y<tm’Ym
ANSI BLE _USER="<dd&vw §td L tseibfla.ghdzv >¢ syncthidge p tAy
flush_all

3_9_2_2_uh*a<h e”’mthom ) (**eo'o ’”m’“oHo

I eo ‘“m ’\oﬁo< gh"”e*oﬁ\*" 'é< ec h’Y* a‘““em 'V<otﬁrr
0. 0o e e*’ZO Im._E*VLLa 0 . c"’_<toH L<-CD

] Y e"‘mthom . <”*eo'o "‘w’“o"oto
m ™ " x Q0" - m t O YY

107



- - oA
Jx_°e o mt o a e mth tonh |nnAT¢0PMA
3922 Imt “ e o t 'E b C{ m h h mo o t tm
€ " L <« W S R I Il u Z ¢ h * - < i < € eo ©
https://access.redhat.c om/documentation/en -
us/red_hat_enterprise_linux/7/html/storage_administration_guide/nfs -
serverconfig
3.9.222 " .. h”" 9 ch "o e _ - locs
e ™ e "~ t E 0 " " ocsSEe o & c @ TEho. a~ th ™yt
[ . €« Y
sudo mkdir  -p /ocs
sudo chown ocs:ocs /ocs
¢~ " iIsT "h] 'H mc Tx ¥t~ @ ~* m t
m h h o c h —o e "o T e
< - < - * < * © [ * [ ' <«
ah ~ e — "X O 0 o0t t mt eeo Y m e o ™ o "W eh.
* * (3 - < - < - - <L L <« <
e *"m¢thoh®®o0e¢g m T v e e a ~ —o a ah ~ e -
39223F.c o e t 'E a o et h o e - " 9Pocs M
coao "™ 'EO oa~ e .Y
mount example.com:/export/ocsfs /ocs
T i < Y
i examplecom ¢ & Y x =~ 7 " “NFS;e o m h h~
I /export/ocsfs ¢ " t” 7o ¥ _oto hexgmpleddmmc o h t hx
i locs ¢ "t~ 7o S ot ohoax omx " mt —Y
"1 |17 sro"ejtp ho ~e ~ NESt  ° m anot’ at
. .co’\e<eo c omh <*mt“oa /efb/tstéb""_qi *Jh’b’Y‘"’Ht*o’Y o

- ~ e o % 50 ° a o ® o ¥ o~ t ' E -~ ¢ m'E m ™ " x O

v @ < * - * * <

example.com:/export/ocsfs /ocs nfs defaults 0 0

~ t h o * e Jetc/fstab ~ —® 0 T e o omx ™ n

m X c hco T'E o ~ ot — a O

< - < <
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https://rustdesk.com/doc#n/self-host/rustdeskserveross/install/.

7 a"»”~ a o

kol

m t

<d O &

RustDegk h

-

<

~

- ~ R -~ -~ MOBUJIbHAA
% .0 mt“o a*e*mth toh |I111AT¢0PMA
39224 'Y c¢ho h o h t e omt aoet
oa™ e x Y
Is /ocs
x ¥ B t 'Em 'YS - to co Tx e e m c m o -
lexport/ocsfs € © 0 a c ekA@ple,com, .
3.10.{o c o e t —'Ee e m h o m h
3101 " mt ho ~ ™~ ao” m t Y m h mhm* h c h h ¢
x =" 7™ eeo oe RMDesk O;
.0 mSaMdzadncoe TE x _tmy Y x _eeo
- t h o * e e o 0 xXmt h o m D T t - ’ Y
¢ " s " "]I'MH e X e ¢ oe ™ ™ om¢t x ¢ e
X e—C* 0 € * h X O * o ¢ O! Y.RNBAR * < en.*6< as LE—t [7\y‘
» J"' s T ” Y
[ h 0 a e 7 x tm "y mco TVEo hmit1’g m h h W
T emt h x c Y c o Xmt¢t ™ e o h *mc¢co “o°’
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Cxema nHTerpaumm Aespopa LleHTp 1 RustDesk
BHYTPEHHWA NepUMeTp
(T Cornet ¢ capacaus Aapopa LierTp
Port mapping
! :443 -> :8009/TCP
: 1099 -> 8025/TCP
: 21115 -> 21118TCP
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net . ipv 4. tcp _timestamps =0

3.106.22 “"mtho ~ "SSH 6m home *h  h "~ a ch 7o’ e
c”ho "0

3.106.221 ¢ _oe xh ™ ¢ /gtcfssh/Ssid_config . ~ . " T "t
m ™ " xQ0O" e ™~ e ““h““a<thoHY

< * <

PasswordAuthentication no
PubkeyAuthentication yes
AuthenticationMethods publickey

3106222 . h " cxmtghyME mdxd *EQ _oa ~e
sudo service sshd reload

3.106.23 “mtho  ~ . *a‘“’\’Eeom m’\o’eomt*

"’"mthow_“" m "o eomt* c ®ho 7Yy omx"'<mtﬁ
letc/security/pwquality.conf . ca e x tmy Tttt E oM
c"’h"’a<thoHY

'|'a*e*a'"’\’Ee““’Y° . u c”ho VYWY
minlen = 8

]‘”"“”’H*t c “ho ™Y Oa e*a"""’Eeo< _o"‘*
m*aﬁOAO"OY
minclass = 4

[ a ™ m a ™ T'Ee * Y -~ e~ com’“ab'bCEHMHoﬁ"ﬂEe*orr

maxsequence = 3
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R mt, o a e mth toh |I111AT¢0PMA
[ a _m a Ee o ;. m 0 . X 9 ¢co h Yy 0
maxrepeat =3
» |7 sT™mp@® o e X h™* e o%e@® T’ge ™~ ~ Te ¢ e

. Lo ) 9]
ch* o ’,m< (eh*m<h* & q:nt<<hth< h
3.10.71_ 0 ~x ; t'E mc mo e<o”30“*a 2 ¢ _
. h e E e<o+30**a.3 c”’*_:tt’Eﬁ){mt_’”oetooﬁr
m h o h . c h’m*<"hoH’ <<h*e . B qthhe;tZ h- =~ % " e play _man“é_goaedT<
node - prerequisites.yml| > e” go Ty am’y Tt o m o

a 0" a m ™ " x O"x QO mthx t x h x Y

- name: install requirements on < st J tcOyd sidafizply H 30

- name:< 4 j tc Oy J sfdafid®ls > BB node | Install OS packages
loop :
<fJtjuyjd H0O0Cjlsse Mjteo jte® 17 >
- name: <tff jttOydsddzOv MHEMAYsde dfOmnstall 0S

packages
loop :
<fjtj WjEjlYse Mmjtte O foddsyjdd?>
¢ m pame: install requirements on <tsff jeOydsdedzOW fy(
‘"°"'<tm’Y c h . eE ¢c” to Y x2_c"‘o‘°"rne<e_o(.;m
3 o toh . g '““""<tm’Y c h . e’E ¢ h toh~ °
_oetm<<ehth <h*
¢ co " Mpamec<tsf jteOYdsddzOYy fmdfhlsjBO> | DB no
packages tmy ¢ h . e Excp _to T Ty m o ho
¢ co°mfo_c(.;*r1'”€*oee”"y m mt a® pf v It t
"”*"”(tm’Yc(h<’<eEc"_<toﬁ "m“:YPrIT':P‘cp“<h'” c
uh*a<h c<h<,eY c"‘_<toH ’m"‘<’"h’YH<mh«”'h >(<)]a_"t<
m<haz<hl”‘xe_e*oe h x O~ 53 ¢o” x ¢ h ~ — e a




o) o " mt 0 * % a e m¢th™®1toh~

— "] OTKPbITAS

MOBUJIbHAA
' MNAT®OPMA

name: Install requirements on CentOS
block:
- debug:
msg: Install requirements on CentOS

- name: CentOS | DB node | Install OS packages
package:
name: "{{ item }}"
state: present
loop:
- acl
epel - release
- a9
- unzip
- perl -libs
- libxslt
- postgresgl - libs
- libicu
- libselinux - python3
- python3 - psycopg2
- Ccreaterepo
when: node_type == "db" or node_type == "all"

- name: CentOS | APP node | Ins
package:
name: "{{ item }}"
state: present
loop:
- acl
net - tools
epel - release
- ja
- unzip
- perl -libs
- libxslt
- postgresqgl - libs
- libicu
- bind - utils
- libselinux
- rsync
- pcre2
- iptables
- dnsmasq
- createrepo
| ibuser
when: node_type == "app" or node_type == "all"
when:
- ansible_distribution == "CentOS"

- python3

tall OS packages
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_x _o o mtﬂo a*e*mth t oh |I111AT¢0PMA
3.10.7.2 mt " e o t'E ¢ 7 t
“mt ™*eo - c - t o omx ™ mt Y tmy n
» | s™Tm”t|*qe o ~ c ~ to m Yo T y"” “ %
3.108. t _ T0O; . e SELinuxTFirewalld
J7TY ot TQO; e Y m~™x>*% [f9[AydzE . CANE,
° m t YY
3.10.8.1° _oe xh™ g o e/gcpelinux/confi§ < Tt

SELINUX=disabled

3.108.2. t _T0O; ' E a 'm t 0 H h~e

* - s <« < < < - © —_—

oa~e Y

systemctl stop firewalld
systemctl disable firewalld

3.10.83._ . h " “hoxh® cto’B o " 'EQ oa™e” .Y

< 1 —_—

reboot

LT ]T st 140 |t BSEDMnUX Firdwalle _ © ¥ g0 " ao e
eo"( _’\‘"mt<h"‘q)

3_10_9:h(~o””‘e*y_xmt”’eoH < ) e ”“mtho
Ch*a<N©in<)9

"mt*e*oﬁi""‘mthom_”’ e " e ) Ng)inxo*m’”x""‘*<ernmt“h"b
co’“'E'oﬁ”‘t(""Ya* (’)m*mt<ae.a* ’”"‘a*e*mth”’t
T e m . h o ) ’* "o T L h:@:ﬁttﬁ ,htj:p*m“O”J?E ec<heo*_”

] Y cho“<h . _ 0 Tao’ etgpmto Ehgerywhoem"
3 c o e _t’E ¢ho h X o hNgiD)m_toecnanot EQo eo a ™ &

sudo nginx -t
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g ol ~ ~ MOBUJIbHAA
X 0 0 m t 0] a e mt h t o h |I111AT¢0PMA

¢ m7™x -* o to®h*{ipnknoWnmaiorettsyveEW st el

o tE ¢ o " "ngdstreant modulesox ®Y!{ Y ‘Hto o e oF
[ _oe xh™ e oNgm¥ 6 ~ _ /et nginx /nginx .conf)

"o %~ t E mtho xY

load module 6/ usr /|l ib64/ nginx/ modules/ ngx_stream_n

T cC h '""cNg'myql*do’an""E’o oa~e” .Y

sudo systemctl reload nginx

3.109.17 " m t ho . fTTrem ho ot " T TUY o

O — * - k —

>

i .7 . 77 dadE €ACDOMAIN ~ 7Y o Fh e vy

- <

acenter .example.ru ;

i . coxmt t 'E m  ht ~ ot ""oTa'y § ;n  oe ~ coh

- * < * Uk e— < e < 1 *

acenter .example.ru ,

~ o

.I. 0 - * t-'E" C *ﬁny‘,E i A,Y m - 0 < 1T o é 6 a |] ? a <
acenter.example.ru :
i o e X h ™ e oeeoa - - e e o ~
m.oo .0 Toa e e "@"ho aa RbptErewalple .ru. h a _h
_oe ~xh~" g oee . g " "TI “gAlEs /ac/ nginx, ®xternal -
balancer /conf . d:
7 one-node.conf ¢ ¢ h —a ~h _oe  xh® g oeeo o0
c h —~o ° e T
9 content -serverconf ¢ h a h _o0oe ~  xh™ g o0eeo0o
m h h ~ ©®
3.10.9.2.r ~ m t h o ~ T ow A~ e m h ) A ~ » ,-\,Y ‘
0 e X h ” @
¢ m Y . m t . a > to ) Y o o t e
e o % 50 ° a o e *m¢tho t 'E o ¥ h ™ * ot X ® 0 a e
T " e m h o " S c o e m ™ " x 0O ® n
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X 0 0 m t 0] a e mt h t o h |I111AT¢0PMA

i, -7 . 7 ddE €ACDOMAIN = 7Y o T h Tt e Y
acenter .example.ru ;
T . C X mot'* .t ;’E wilgcard* m . h t ‘ t . Y m 0

e ™ ch agentdr .example.ru . *.acenter.example.ru ;

iTe T fTEC RYE T Y Mmoo o wildeard T BTR
co®"oa eo  pceftef.ekafpledu. h _ *.acenter.example.ru ;

i ~_oe  xh” g oeeoa T e ‘e o0 *
m.o ., 0° Toa e” 6"0a _eo ) acefiter.®%ampl e
*.acenter.example.ru ® h a h . ~0oe  xh® g oee. g

samples / ac/ nginx _extern al - balancer [/ conf . d:

7 one-node.conf ¢ ¢ h a ~h _oe ~xh™ g oeeo o0
c h o e T

7 content -server .conf ¢¢ h ~a h ~_0e ~~ xh™ g o0eeo
m h h"“cp

3.10.10s __t e, Y 6h T 7 7o h o 0 x ; _ teo
Sq|_'”'chom”' X ]

_ 0 *hoﬁ_ x;<te 0 c*m<°a c o
s T a e m¢t h ™t oh oa x t e 9 “ c m m c oao
x ; _te Y c m'E s a*e*mth t oh x ;. te .9
oe c h . a . h S c h . . t <a *Ee*ommt he <t o_ht . “xe ’0<mtte*

¢ Ht o a m X . Y h . 0 *ho” . x;‘
m/-\ ?X,O.I. -~ mt ,YY

~

310101u0 ) _AO, X t maa{h l,)_ mx |c ouaxo -r-érE,O 0a ™ e ™ . A

psql -U auth -h <ip-OHtej M MmJ tco j@Gauth >

psgql -Uauth -h192.168.0.107 -d auth
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I_X_O“O mt~0 a*e*mth toh MNAT®OPMA

3.10.10.2, © ~ 7 "o ho ~t'E x, tex(Q ~"~~c mnE ¢
“chom™Y

update accounts_users.accounts set is_active=true,
|l ast _activity_at=now() where |l ogin="<email |{ff

update accounts_users.accounts set is_active=true,
last_activity _at=now() where login="admin@omprussia.ru’;

3.10.11 4 m t Y cemthomiitonm™m a e "mtho
< o - % < —0 - - *
*“hamtho m t H o~ t 0 - 0o " m a
<« oo - < < ot —_— - *
X m¢t h o m- -t~ m a omt ot mcomo**chg’\co’he en
- 0 - = % * * * * € K M LK
h —o * h oh ™ ¢ h e b ) * h oh ~ ™ h t " a o
cn. ¢ =M ) e n¢ =..n, _.tnv
—~ ~ ~ ~ I3 ~ —~
Y0 ot m "~ h o e . o] c h oe™ -~ ‘e o
* E < < - Y E © @ <
om mmbhbbme ma* Ho 7 a o .c o0 e t ' E m — 7
[ < © < - * - * <
1) “mt *eocht Eo’ e Y m c oxnm™t h o mofeh o A
- % Ched hd KL < * < 0 * -

2) st hxom t*hto’E m t ~ o mo o t t mt m B
c o AIE- 0 ~ Aqu) > m t ’E o q) o " m m t a ™ et
3) *eo c¢ch 'EFTo e Y mo o t” o txmat @ txo am o~

co TE o ™t ThYPTO " me E Tgps t hoph * Ty oc  h ™ g
S ho_h"‘n

- ~

3.10.12_°0 h 'Y o o

Inventories/hosts.yml

¢ e et~ e digentories /hosts .yml =7 " " Otm’Yy ~ 7 h m
0. a< e ,e\)ﬂmt_oo“tx@ht.Foﬁ' x< & I (§mt)_oaaoczao"‘e< <ee.t
X e C oe h oy ™ e By m t h x t x h e . cod amc md a t
=~ % % e * % h m o 0" o a e e o) a e ) omx ”
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- - oA
I_x_o“o mtﬂo a*e*mth t o h |I111AT¢0PMA
app:
hosts:
acenterappO1:
acenterapp02:
acenterapp03:

Jocxm ~ tmy " o* "~ ™ e “ " h mo c h
RN = ’ 0 c h mco TE" o0 ~ e Y h xcc @
hxcaigpz otoh™ "y * c o e e ™ ! Y

ocCs:

children:

app:

hosts:
acenterappO1:
acenterapp 02:
acenterapp 03:
nginx :
children
app:

Joc xm - tm 'y ma "~ e eo T e “ " h
hosts 3 t ™ ’ c omh " m t 0 a "o T — e
c h mco TETo T Y 'ngipixécxc"‘(p( tr t:"h"‘*’"ae< h z"’aff)rgl:':’\fh
otoh™ "y ”‘c’o’“é”h*m*.ho’s'@':m C

ocCs:

children:

app:

hosts:
acenterappO1:
acenterapp02:
acenterapp03:

nginx:

children:
app:

hosts
acenterapp 04:
acenterapp 05:

h e 0% g0 a omt XxXmt¢t * eo e & gon

h * X tmy com ’“< “ ® h om subsy8téing “m °co<':”h"’”’*

"m mt a y e ™ch a h Y
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app:
hosts:
acenterappO1:
subsystems: auth

acenterapp02:
subsystems: emm

acenterapp03:
, pkgrepo

subsystems : appstore
" x. e cC oe h o i

fm t "y emoh T X
e €a ae gcg-app. local

. x h” & m"gee %
h*mthxoaxhe .eged]> ¢m” oa

=

all:
children:
ocCS:
children:
app:
hosts:
ocs - app.local:
content:
hosts:
postgresql:
hosts:
ocs - app.local:
nginx:
children:
app:
content:
consul:

children:
consul_servers:

children:
app:
consul_agents:
children:
consul_content:
children:
content:
consul_template:
children:
app:
content:
nats_streaming_server:
children:
app:
redpanda:
children:
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app:
valkey
children:

app:

children:

app:
sentinel:
children:
app:
syncthing:
children:
app:

h a h". “Hosts.yml =~ ~0Y  eoeo "o “¢mt Mmeo  xh
c h .7 _e . " t "™ Tosamples / ac/ inventories  / (., . _"tr o
samples / ac/ inventories

c m~e “ he” a etth™h & o ““fhventories /hosts . yml
c h R -~ N A O

3_10_13_uoh’Y' e*mthom ) mho_* Oh”“e<e*’Y

ho ah ~ e Y mo * o é<fetérﬁioﬁm35m&f\*e
partman . part _config events X | auth ). 0

1Y chomaoth™ ho = "ajgk™e ey "\ e<o*3(
m x 0" x O ¢ ’\<*o“‘“t<’\’Eeomt’E°<mmt“*mY

3.10.13.1_0° t EraufYo_m xgoaax QO _oa”e”
psql -U auth -h <ip-OHtej m Mmj tco j@Gauth >

" ® ¢ h ta h
psql -Uauth -h192.168.0.107 - d auth

3.10.13.2_,homao t h t E

<

<

X .!-0 h ~

< < *

select retention from partman.part_config where parent_table =

‘audit.audit_events';

3.10.13.3" " a

'‘E mho

Qh'“e e

< *

Y m coao " E

UPDATE partman.part_config SET retention = '<

where parent_table = 'audit.audi

t_events’,

¢ tsdzd yJ frHsdgjsHays'
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UPDATE partman.part_config SET retention = '90 days' where
parent_table = 'audit.audit_events’;

3.10.14. o h Y™ o e ”mtho Ty 0 X m

.¢c_e~"h xmt ™ eo . c o "o’\’Y’Ot 3 c o “e
t” 0o acoe e to m h S X e ¢ o e h o e Y
0 h x ° e S . c o0 e m ™ " x QO B m t A

3.10.141, .t " findtall ® -<9@ W 101 [ ¥lach st
mt/ " Jfinstall -<9o jthmdw 11 [ >/adcma-tsm /)l

3.10.14.2, 0 ~ " "t E e et " hhgstsyml ¢ T te xy
inventories/ <dzOLoOdedj Ctlzyjdd¥>/ hosts.yml

c m "~ e c “eh ~ ae tt"hhe §ostPym| ¢ h T B29.1

3.10.143,.° ~ 7 "t 'E configt /"envi®dnments / < dzOL 8 Odzd ] Sty

mo " "t E i " " e eo0a _”’t”""‘o'< th<*x<a . B
h*mco 7o’ e  pdnfig *_*'t”‘“”""‘ott’E t h *xh<”aa. the”™ @

xo T co*ho*e"”’Y*eloha”e*'Y c o h ~ % o t
o hx’ e Y chi328 B e ) c &

3_10_14.4.¢.co"‘e* t 'E xmt"’eoﬁ_x _oacoe eto
— } moot“<tmt”3*‘6°*’“m{ c"o"““hé‘e'cfﬂo’“oqa_hx’<e*
xmt"’eoﬁ . cxt'E_ *e”(et"‘heoax "‘m"‘x . .

_ha h _oa”e" Yy

j _oa™e ™"~ xmt ~eo . .m 9 c” __to e "
c h o ”rr<1<eh*hm.< x ] oent he ® h.* ~m ao ot ot

ansible - playbook - iinventories/< dzOL 9 Odzd J ts € Hhpsisjymitglay -

managed- node - prerequisites.ymi -wW -u <ddw ftsdzt L s9 Olsj dzw >
T oa™ e "™ Xmo % e oe e to m h oL X e I
e h " mt h x t x heet 0 o 0O acoe

132



— "] OTKPbITAS

~ - ~ -~ MOBUJIbHAA
X 0 0 m t 0] a e mt h t o h |I111AT¢0PMA

ANSIBLE USER " <d 3% {ff sdz' L ts9 Qllploylzvinfra .sH - env " <dzOL 9 Odzd j
sCtelzy j dedw > "

T o a ™ e ~ Xmt-* e o

—_ - o -

*

ANSIBLE_USER"< d &3% ff sdz! L t5'9 @ ldgpldgy >ac.sh - env " < dzOL 9 Odzd j
sCtelzy j dedw > "

3_10_15_A°””“<e* ) c hmoe™ TEe . 9 " ee . g
c hmoe™ TEe . 9 " ee . g _oet™ teo o — e”
_oet™ teo 0 - ¢c” cho< t

3.10.1514 7Y x "¢ Thmoeyr "Fe .5 *“ee . g X ;
e(o*go°*ao _-co0Te tEmT " x0O" Tooomt

fco” TO;, t EeuNO_mxdoaxEO mT " x 0"

psql -U auth -h <ip-OHtej m Mmj tco j@Gauth >

"™ ch -a h

<

psgql -Uauth -h192.168.0.107 - d auth

T .co’“gq|_'t”"EhomY

-

update accounts_users.accounts set login=", last_name=",
first _name="'""'", patronymic=

where | ogin="'"<em

"™ ch -a h

* " <

update accounts_users.accounts set login=", last_name=",
first_name=", patronymic=" where login="ivanov@omprussia.ru’;

3.10.15.24 7Y x Tt Thmoey” TEe . 59 " "ee .9 oet ™

<
L ol ~ —~ o

e 0% no ° a o . CoO e t 'E m x O" m t

< * - * < * < < © - *

T . cCo e t 'E “hh gt ¢ eQ@® o -~ 7 < m

-

T h 9 h o “eo T

I c o q ~ ,O ; ) t ,Em rn,m m XC _IO a “OA 4 ,E ,@ m ~ o X ,O A

psql -Umt -h <ip-OHtej M Mjtco jt€dOmty 1 >
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"™ c¢c h a h Y

psql -U mt -h 192.168.0.107 -d mt

T .co’“gq|_'t”"EhomY

-

UPDATE organizations.contact_persons

SET first_name='Deleted’,
last_name='Deleted’,
patronymic=NULL,
comment=NULL,

phone='112',
email=id::text || '@example.com'
WHERE del eted_at IS NOT NULL AND email =" <emai
" ch -a h

* " <

UPDATE organizations.contact_persons
SET first_name='Deleted’,
last_name='Deleted’,
patronymic=NULL,
comment=NULL,
phone='112',
email=id::text || '@example.com’
WHERE deleted_at IS NOT NULL AND email="ivanov@omprussia.ru' ;

3.10.15.34 7Y x T Tc7 hem o7y " TUEe . g " " ee xmthooo N
e o % 90 7 a o . c o0 e t ’'E m™ " x QO = m t "

[ ot 3 . hto;_xxntrca)m’:m’Et'“o.“cot<e*YtE
co TE"o ot ~Ys m co TE"o ~ ot TE e S |

- < < * - < <

7T¢co” ’“’O; . t 'EremM) ™ xc Jo a“o"’O'E:Om m o0 & X e

psql -U emm-h <ip-OHtej M MmJ tco j@Oemmy >

"™ ¢ h a h Y

<

psql -U emm-h 192.168.0.107 -d emm

T .co’“gq|_'t”"Ehom.Y

-

UPDATE users_service.users
SET first_ name = 'Deleted’,
last_ name ='Deleted’,
patronymic = NULL,
job_title = NULL,
phone_number = NULL,
email = id::text || '@example.com’
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WHERE email = '<emall f sdz! L 59 Oflsg' d&dD deleted_at IS NOT NULL;

UPDATE users_service.users_read_model
SET first_name ='Deleted’,

last name ='Del eted’,
patronymic = NULL,

job_title = NULL,

phone_number = NULL,

email = id::text || '@example.com'’
WHERE email = '<emall f sdz! L 59 Oflsg' ddD deleted_at IS NOT NULL;

"™ c¢ch -ra h

* " <

UPDATE users_service.users

SET first_ name = '‘Deleted’,

last_ name ='Deleted’,
patronymic = NULL,

job_title = NULL,

phone_number = NULL,

email = id::text || '@example.com'

WHERE email = 'ivanov@omprussia.ru’ AND deleted_at IS NOT NULL;

UPDATE users_service.users_read_model
SET first_name ='Deleted’,
last_ name ='Deleted’,
patronymic = NULL,
job_title = NULL,
phone_number = NULL,
emalil = id::text || '@example.com’
ted_at IS NOT NULL,;

WHERE email = 'ivanov@omprussia.ru’ AND dele
3.10.1544 7Y x Tt Theoey” TEe . 59 " " ee _oet
e o% 0" ao .coTe tE M7 "xQO" mt
Tco” _’\’O; ot 'Empi)éhl')_ mx |c oua(_o" TBHO m T (O} o
psql -Upush -h <ip-OHtej m Mmjtco j@Coushr >
" ch a h
psql -Upush -h 192.168.0.107 - d push

T .co’“gq|_'t”"EhomY

-
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UPDATE main.contact_persons
SET

first_name='Deleted’,
last_name='Deleted’,
patronymic='Deleted’,
position='Deleted’,
phone='112',
email=id::text || '@example.com’
WHEREemail ='< email ¢ tsdzls O¢ Is dizg dp®
"™ ¢ h ra h
UPDATE main.contact_persons
SET
first_name='Deleted’,
last_name='Deleted’,
patronymic='Deleted’,
position="Deleted’,
phone='112',
email=id::text || '@example.com’
WHEREemail="ivanov@omprussia.ru’;
3_10_16_€*hom c*ho 7Y x : t e o "M coom
¢ m"x;* X t h c “ho 7Y ot X t eo
Y oc m e 0O "ao0o’ eomt 0 ommt¢t ¥ e o
LT e TR DY "¢ mE mpyxe~o*eed
m ™ " x Q" 8 m t Y 7Y m*hom~ c*ho Ty
fco”™ TO; t EauNy_mxgoaax”FEQO oa”e” Y
psql -U auth -h <ip-OHtej m Mmj tco j@Gauth >
"™ ¢ h ‘a h
psgql -Uauth -h192.168.0.107 - d auth
| " samples / sql / activate _user _account .sql X h " mc o "o

accountLogin text := '‘admin@omprussia.ru'
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fm_oc¢c ho "t 'E mo TycivAte _ @sé _account ,sql” __ 0 emo

. C o e t 'E m h c tEﬁte,rch o — "X 14

om c o e e Y X ~ “ e e o) ® m t
(admim @

3.10.175 o m m t e o L oo te o ©Lmy ¢
x > o ~ e yY

] Y _ommt e o .e Y x,, teo 'm’éx*’m*<
x T T e Y e 0 950 a o c o e t 'E m — T x Q7

fco® _TO;, t EaNO_mxdoax @O m " "~ x O

psql -U auth -h <ip-OHtej m Mmj tco j@Gauth >

psql -Uauth -h192.168.0.107 - d auth

T " _ 7" samples /sql /create _tenant _default _user _account . sql ,

e ~ o7 'Y fam*W o g e ” hx m’'ya” e o Al T e t e*oc m
0 Y~—<- W tC< * Y * [EFRE TV — tB*,< ® *

€ “ h ™ a aécbuntlogin ) . _ o "t e " eft™h " a zchuntTenantCode ),

e ™ c h -a h

* " <

accountLogin text := '‘admin@omprussia.ru’;

accountTenantCode  text :=' default
Hh”:]'s"o’ﬁj¢<e”et'“ °omtxc;<e . _"hto
fm_oc¢c ho "t E ) _oemo TE m o
create _tenant _default _user _account .sqgl . o -co e t'E m_h ct
(Enten &
3.1018" " mtho " pt "T0OQ; ee YY h ~~ mth™ e
"*mtho "~ h  mth~ g mo*.t*m omx"'<
SR O " eAdPoihtXyml ™ = otoh . ~—h”"mco ™" = Qtm"y
*t ™ 7o Y

137



m t

— "] OTKPbITAS
h * t oh ™ |MOBVIJ1bHAFI

/ var | ocs/ config / subsystems / < dzOL 9 Odzd j
/| <dzOL © Odzd j

f sHfdMmls paglications

NAAT®OPMA
h dzs L Gendpdsnt Iszyinlo > /

"o

c h a h

* " <

Ivar/ocs/config/subsystems/auth/applications/ocs

gw/endpoints.yml

- auth - admin - api -

~

- 0 _*t"”"o m o m e €~ h "Ya Xm¢t ™ eo
config /subsystems / < dzOL 9 Odzd j 1 tsHapplifatonsdzr » £ dzOL 9 Odzed j N dzs
H 8 Mlis i fe@padints . yml
"™ ¢ h a h
config/subsystems/auth/applications/ocs - auth - admin - api -
gw/endpoints.yml
1Y ot T0; e Yk_ _ T 0; e Y h mth™ ¢
O 'He c o et ™ | e o % 50 7 a o i m e
'“_oaa e t h o "t’EKh"m_anOqttaz et choa™h g m .
- endpoint : /api/devices/{id}/operations/next
method: GET
backends:
- url_pattern: /vl/devices/{id}/operations/next
host: ocs - emmdispatcher - api.${domain}
forward_error: true
auth:
scope: operation:read
permissions:
resource_type: ope ration
action: read

context_field_map:
device.id: request.params.id

# audit:
# field_map:
#  action: get
#  object_id: response.body.id
#  object_label: response.body.type
#  object_type: deviceOperation
1~ - ~ m a omt
C h Xmt¢t * e o X 0o e
e o ha” g Y © X ¢ h ~




31019 "m ¢t ho  ~

. ~ > m f\,E’-* X ,O.r. C ~ h ~

I brandingLogourl ~¢m . =~

o h a t OI'

<

aScn 6
T brandingLogoAlt

"o ¥ h * > e . ) ot

I theme cc¢c m ™ e c

h o - e "m¢t ho

0 a e 7 x tm 'y a e

P — < <

"™ ¢ h a

* <

h 'y

qt, Wt

" oth’E t Feo®mo * h

— "] OTKPbITAS
t oh ™ MOBWJIbHAS
|nnA'rcb0PMA
h o “ e Y
t c ~ oacthe : m
h ™ ¢ confighnterdalym| = _ 7
Y
”‘o "~ "o T h "~ e
e : T ox 7 t h = a
*x " ch o ®6&*h~*
oomog a4l FNKE

(o]

JL I * <

6m a @ -dzAKKUQIdE3A0Y2KYKAYT dzAGdACR2

cth “T'E®y . h* " a

o wk * <

brandingLogoUrl

brandingLogoAlt: “"test branding text",

" data : image / png; base 64, iVBORWKGgoAAAANSUhEUgAAADKAAA

] 7 a

theme:
palette:
primary:
main: "#ff4200"
light: "#f4200"
dark:  "#ff4200"
contrastText: "#333333"
secondary:
main: "#ff4200"
light: "#f4200"
dark:  "#ff4200"
contrastText: '#333333'
3.10.20., _ h ~0,; . e h = fail6verkwiichoved) =
.. h _T0O; . e | ” ~ f ailovet/ = %witchover _)d ™
omx ™ mt Y tmoy e 0 a h ’ a
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I_x_o“o mtﬂo a*e*mth t o h |I111AT¢0PMA
¢ r " s " "hh H ¢ h ~0: e t h ~ a ¥ " a t’°”
ommt ™ e o — e Oome o e o 0 ] X “ eo e
]o - t e 0 a h ’ a (0] h o " eo h a
oL 0 e 8plitBraim @t x T e, Y
] Y ¢ h ’“’Q;me o iye b'h ®Je “ho ™ - h he .o a e 7 x
c o e t 'E m — T x O" ® m t YY
310201 h  _ mt  _ T"mt h x| h StandBy_ e o©
Primary
] Y 'Ht o 0 e oe™ 40’E ma® " x.@" T B m t Y
3.10201.1 mt " e o t 'E m h h X omeo e o
systemimtl!|l stop patroni
3.10.20.1.2. _ h omt T mt Stand®y] ™ ° mm@yMdne Y
c o e e ~ o0 " e o0 a 'm “jf T Ar O"x @O hoa™b&”"
patronictl - ¢ /etc/patroni.yml edit -config -- force -- set
standby_cluster=' '
3.10.20.1.3. h © h tEx ;to """ mth o TLeadem Y
C O a O 0a IEIO :o a ~ e S
patronictl - ¢ /etc/patroni.yml list
3.10.20.2_ . h _mo "oyt ot h vt e™ e e
ome o e o 0 ]~ h h e b
3.10.20.3. om omm¢t * eo - e Y " m t h =~
c h m t —* m t h  mxo]m t 0 SPAAUBY O e 0 a ]
] 'Yy Ht o 0 € 06 * 5901 'EFa o ® e ™ a -oom x 0O
e *mt h Standbyt cluster n m coao "'EQ m ’“< x 0" L. o0 a
patronictl - ¢ /etc/patroni.yml edit - config  -- force \
-- set standby_cluster.host='<new_cluster_vip>' \
-- set standby_cluster.port=5000 \
-- set standby_cluster.create_replica_methods=' - basebackup’
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I_x_o“o mtﬂo a*e*mth t o h |I111AT¢0PMA
" new cluster vip C@OANIdzrf Lt FRRNX&&a m _h h
h C ~—~ ~ C ) ,Y ol ~ e e 0
¢ r s "¢” pH a e t ommt * eo — e Y B
0o e t = _’ . ppinqary e <¢’l’ h €Yo e 0 C X mirﬁar;y t_’E“*hm*t+<ohto
3.10217 *mt h o - “ % h m = c ho h c o ° —~0
0 xa”oe O " 7Y <c¢ho h “"omt xc Yy
cx ¥ ™ seoax ~%h mx KX {_LIYtkokh -A_LIFnodm2tYXLINHga A
¢ m"x’“" mco TEo e Y xmt ho m t
" e t h e t )S e o % 50 7 a o e e . XK ot t X "t a
- h t o h m tmt h h & “"BNSe ©® “mo i 'y"h am "y §
]7TY to oy -t o * x m@ Hye 'Em tc h*o a b x> " o
e 0 70 ao 'y
3.10.21.1°¢ " h to m t eNgirx tmho o mE "™ QO
c * h ™ a t h * a Y
server {
listen 80;
server_ name <d dizMnj tco pitc O
access_log /var/log/nginx/access - ipv4.omprussia.ru.log main;
error_log /var/log/nginx/error - ipv4.omprussia.ru.log;
client_max_body_size 1K;
location /{
return 404,
}
location = /return_204 {
return 204,
access_log /var/log/nginx/ipv4_return_204_access.log;
}
}
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I_x_o“o"mtﬂo '”"a*e*mth’”toh’” J”RE—P:#SEG?

T sl ®ee . e*mtho a0 xt ¥ ot
T T""em ho " .z — Yo e ot® T'Ee o a m h
x " " ee . e o Mme hye 'E *'”‘Shg’<eocp

3.10.21.2°¢ ¢ ”h™a th ReteorkCheckSettings .ipv 4Url .
networkCheckSettings  .ipv 6Url _©o e x h ™ ¢™ 0 €% pgtalP -<o j tofyd W
1 1/ install -ac-mt/ config /subsystems /emmconfig .yml ~ 7 " t Em " H h
Nginx__o t o h*ox a” ex *th ~ ™ " tm ’Enh o, Jm e P“.°mh”< x ° ot " toa
h’"mchomth""e'Yt’Em'Y“ e”“mthom . _""°oro X m
”'a<e<e*< e"’mtho<_ e ~ xmt‘hoge:mﬁna’t%*rﬁb(ﬁ:tto
" hto . xmthomth*_ﬁ h""*<"‘< . omto "ye

3.1021.3, . h xmt~“ee tXEh ™ ¢ o0ee . gcs-emmstate-- M
manager-apim ¢ oao "'EQ _oa~ e " .Y
ANSIBLE _USER="<d d&3™f s dz!' L ts 9 O'ls/jegtvy -ac.sh -- subsystems emm --
apps ocs - emmstate - manager - api -- action config

3.10.22° " m t hcoo * ~7Q; e 'Y h Lljgux '~ toh 'y

__¢co o toh ljpux  mco TUETx tmy Y xmt ™~ e
cho'h’”aaeo'o o”<mc<;<e ’YeLTnuxxmthowmt“*;

“m¢tho _m t ) > m h . ¢co . o h . a a o X t ) >
,<h< Eo<ehtﬁ«ehtq) (‘”'*ao”<mmt*4*< m ﬂm<b9<l
th<<“:‘txm’Y } t 9 m Tx % Yo X o " e o7 go”
h . ¢co . toh* (@O

N o a o h™® "0 a Tx T omx " mt Tyt Em Y
"’H*m*t ot c"‘h"‘a(thoﬂ co*_’“’o;<e\*oe{zl*x'i‘h‘
h<co *toh*<"K“o"_’“’oh;<e(3<'*hnmﬂnjrt;y'é@_o h ~ ~
co"‘*t*_"a* ch*“<*<e } *o_xa<et< ( X _o
u’“"t‘oha"‘ xch"”ﬁ’“<e*’an)
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I_x_o“o*mtﬂo ’”*a*e*mth*toh* V‘ARE_%‘S;‘G?

¢ m Tx " S m - ao " m t m h
0o e tm eht h s t o e 0% 5907 am C
config.publicUri S. pkgrepo . linuxRepoAddre sses o e xh™ ¢ oeeo
config/config. yml.j2 * " T tTEm y ay” cht ac 3 Yy
pkgrepo :
# Linux -tcj f sLdlststedd, MtsHjtydhis] Ctltster i ftoj HisflsO
fj tco jler [

linuxRepoAddress  es:
- name: " test -repo" # vded S Odz' detsy dBY tj f 5L JIsstedw

Stsdzr €t fd dzo sdzr , tc OL tRLBj jdzdz" §j s s © € )
type :" rpm" # vd§ tjitsLrdsstdw 9 L Osdmddgmmlsd
deb, flatpak
address : https :// repo .linux .ru/ # o¢Htei M jfsLktsted VW

¢ r s ""a|"{ h c o t o h Y a o’ t mee& T TH OB
mtho :e +x_ o h)_"’\ c” e ocxm ~ t m

3.10.23" " m t h o ” TTLASSKH 0 e B oe o Y m x

0 xao"""’e (@) Y c o ” ""O; e Y c o " m
e ~ ol wle mo ~ ¢q te

310231 “mtho~ *~* eeo o ¢[{k{{[ mo " e
Xm¢t * e o

h XxXmt ™ eo 0 ox t2a03aINBa coao "
s h o h ™ e t h a tm Yy 0 ao’eomt 'E ~ t o a
m o ® e e Y é mco TE"oO *het a m**taoo c@ " ¢ m ~

1] 7~y 'Ht o ) e o % 590 7 a o c o e t 'JE m T 7 x

1), e h ho TOIE msht S “ott o h . a ¥ x
m h t ot m h h ~ x 1 3 e * c h a h Y
openssl genrsa -out ca_key.pem -aes256 # | Oftddzdls! § Otetsdz| €
openssl req -new -x509 -nodes -days 365000 -keyca key.pem -outca -
cert.pem

2)_|0*”’ CAE O: m h/tl ~ote xh ™" ¢ oee

config/vars/_vars.ymi
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o= . - . . |I111AT¢0PMA
ca_crt: |

----- BEGIN CERTIFICATE -----

e

----- END CERTIFICATE-----
ca_key:

----- BEGIN RSA PRIVATE KEY -----

e

----- END RSA PRIVATE KEY -----
ca_key_passphrase:
pg_with_tls: true
pg_auth_method: scram -sha-256# f skd@3sdzyOdetiy tsdz' L zZrhds mpw

3)'*mth©o"t’E""o- e m h m o x|

T < * < < - * - D —

~ ~

c  h a _ee. o e  corfiglvarsicvar8.yfnle © a:

< < - —_—

postgresqgl
# HBfEmMisdd 4 L dzOyd ded v :
#[ disable | require |verify -ca]verify -full ]
ssimode : require

B A R LA e
x_* e ) _oe‘*txh’”e*oee.g ""m"""o ch*

4)“ho*o’%”"*mtt’Eow_x . xmt~eo X ... 35
36

3_10_23_2_’*mtho‘"m"'*"'"'<eeo'o ¢[{K{{[ mo<°
xmt“”eo“:< G“X_|

npe~o;,tE ", " eeo0 e[ {k{{[ mo "
_ohe oax m ht  “tx BFOJ| PO NHBEtgreRyl.cho, h t
postgresqlkey U _ _oe  x h " g Qdtfredqhconf ~ ; . . X
ssl ="'on'

ssl_ca_file ='/var/lib/pgsql/14/data/../ca.crt’
ssl_cert_file = '/var/lib/pgsql/14/data/../postgresql.crt’

ssl_key file = 'var/lib/pgsql/14/data/../po stgresqgl.key’
2)" " mtho t ' E co” T0O; e m h m o .
c h _a ee . . __.o0e  configivarsicvar8.yfle o a: "~ 7
postgresql:
# HiEmMlsdd § L dzOyd ded v :
#[disable|require|verify - calverify - full]
ssimode: require
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hx_o“o*mt“o "’*a*e*mth’”toh’” ngg_pgggag

3)uho°o’é”"*mtt’Eom_x . xmt™eo X .35 m
3.6.

3_:|_O_24__|0*'”H”‘(e*< _ohe 0o o m ht i
"""'*"'<eeoto ¢[{K{{[mo<°*e<e*’y

310241 mt *~eo _~ _ohe "d 'y m hRHE(CeNtOS!
JldoT s T E

17Y h ~ %ot . © " TL$SSLmeoe 0" oe e Y e<o*oo"
mTUT x0T, T oYY

3102411~ "a mt t'E "o h ee . [etc/pkjths/terts/ . _~

C'”Zs'_[‘m_]”H* m(ht*l*_"’t cDEg‘x:c<oe<mo‘ceh<
c h _~oe ht h@ENM tCE0ao "OEDa " 0ae” .Y
openssl x509 - inform der - in /path/to/cert/test.cer - out test.pem

3.10.24.1.2, , h TTexmt tE omoh m . m ¢ o a

<

systemctl restart ocs - *

3.10.242 "mtho ~ ~ T L$SSH oe & o eoe Y 7 DéPian .

® *

(AstraLinux Ubuntu)

17Y h ~ * ot . '”TL$SSLmeoe<o*Hoe<e* Y e<o* 90 °
m’\<*x’o"'*( "‘(mmtﬁ*’YY

3.10.2421 " "a mt tE "o _h ee . m ht
lusr/local/share/ca - certificates/

C'”Zs'_[’m_]’H* m<ht*l*_"‘t CDE§X$<06<MO‘CEh
c<h<_oeﬁ<ht*hopﬁE|\’7]mt ’Eoﬂao""o’E’@”‘_toa”‘e*.Y
openssl x509 - inform der - in /path/to/cert/test.cer -out test. pem

3.10.2422 *eo t’E _ohe . m ht  ~t. m

update - ca- certificates -V
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I_x_o“o*mtﬂo ’”*a*e*mth*toh* J”RE‘P&JSEG?

3-10-24-2-3._.<h< '"“cxmt*t’E m<h“*m. Lo m C 0 a
systemctl restart ocs -

31025° "mtho % a0t o omt oY
e e a ””"“"‘em*hom"'* .

e co®™" h ot ¢htpyghx " o a T he o mco TUE"
Tt " eeo o chotoe ™ T™e [Ok{ @ €[ {"rmem™ ho
h*mco"o’<e"" e ~ o " e o a m<h“<zhmtco m a o°’hexor*ea"’*|
otch *pys_xﬁ . " o0 a "aHee*xm’{ T 0 m Dﬁ'{ ¢ce O(E[.{zz e
h"'mco"‘o’<e - e a (0))

] 7Y e”mtho ) H'”"*ao°<mmtﬁ*’Ye<o*30°

3.10.25.1” " a e t 'E o*t"ohh .m ¥ _mco T'E " X tm Yy ’me'f\'\

< * —_— < © < (=]

c x ¥ e o 0 e ™ ™ a xet h e e’ @ ™ ™~ & dydemUris
_oe xh” e oeygpRocsT coOnfig/subsystems/ emm/ c
systemuUris:
push:
publicAddress: "${publicUris.push.publicAddress}"
e ~
systemuUris:
push:
publicAddress: "http://ocs - push - public - api - gw.${domain}:8007"

3.10.25.27 7 ""t"’E Trmeyo Tx ;€7 'Yt oo h "Y gpoo e & 6y

< * e *

- . " * a 0 . < mw I_rlT] ('t ’A'-: ? TY* - *—HO e . * T X h : I.C ** won@< e h - *Zdﬁs”: emm
egress - api - gwn (/var/  ocs/config/subsystems/emm/applications/ocs - emm
egress - api - gw/endpoints.yml )¢ ™ h ™ alclignthassertion_audience ny

- endpoint: /push/public/api/vl/projects/{project_id}/messages
method: POST
backends:
- url_pattern: /api/vl/projects/{project_id}/messages

host: ${systemUris.push.publicAddress}
encoding: no  -op
forward_error: true
client_credentials:
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w7 ~ ~ MOBUJIbHAA
X 0 0 m t 0] a e mt h t o h |I111AT¢0PMA

auth_style: private_key_jwt

client_assertion_audience:
"${publicUris.auth.publicUri}${tokenEndpoi nt}
f OtcOd3J Ists

client_id: ${pushNotificationSystem.clientld}

audience: ${  pushNotificationSystem.audience}

token_url: ${pushNotificationSystem.tokenURL}

output_encoding: no -op
3.10.25.3° * " th 'Em " TY ¢ oo T , e Y o~ teo*m t h™o
e t h = ¢eh mo a X "0 &§ T _.e e”moas eh omht*H * tco th~
* < * € < * ek % - < - < * © * * — < <
- ¢ 0 h < Z m t h 0 © * r] h < ZZ(—S < hi - *e r

X *oa’“erLe*S’”ao’Ef’"* t h o "’t;Ehe”’nmt"’hox

< - * O ——

>

s hoqghp” ¢ ot h . ’ aTokeh URL e = m t c o (

B — - < e * <

http :// ocs- push - public -api - gw.${ domain }:8007/ auth / public /oauth 2/ token

eooh e*tE* a<e<e*Yq)
3.10.254, h =7 comm th tod&-emmegress -api -gw M coao ™
O a ~ -e o
systemctl restart ocs - emmegress - api - gw*
3.10.26.° " m t h o “ xha* ™ -QIRMi m T a x
co"* " h > - t ) ao’eomt 'E " x ¥ T hoec

] Y ¢ h . mo 7 t “x " t ™ e o % g0
me_e”™h ™ e o coffigt/subsystems/a uth /config.yml h”"m_ oaa et
f\oce_f ) R t ,E m f\< ) X :,O.l. ) < c ~ h ~ a < t h

i enabled ¢_._ " O;,t E , eSIEM, hm7tg a@ m

*

| address @~ " h SIEM m t . a

<

I port i ¢ o hSIEM mt a . T

<

I fieldMap Tmocomt ™ e co oa “cc e U
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' MOBUJIbHAA

_o " fielddam Y. Y.

t h * a Y

< *
~

i from ¢e ~

'I' to | e ~
1 default

. h ~eeo

- . -

e

h a <hh* - ® ZCéﬁf

e

tm'Y e ™

COA’Y

<

~ e

' <

<

L4

o h oema™ -c

ZWUHQF‘X t mt X t

NAAT®OPMA
“eh

c.meh  {n_"M0O;

. MZeXt*erlSiOHI]C 0 ’T‘O{h a CEE”
e ™ ° _ "{extensiomc °© "~ oh a CEF n C

~

< * -

- < .

cef:
enabled: true
address: "localhost"
port: 514
proto: "tcp”
tag : " audit - api
fieldMap:
- from:
sBl jJCIstsds
to: "act"
default: ™
- from:
mese " Isdw
to: "start"
default: "
- from: "subjectLogin"
to: "suser"
default: "
- from: "subjectld"
to: "suid"
default: "
- from: "subjectIP"
to: "dst"
default: "
from: "requestURL"
ydody detsd
to: "requestUrl!"
default: ™
from: "httpMethod"
to: "requestMethod”
default: ™
from: "requestID"
to: "externalld"
default: ™
from: "gatewayld"
to: "sourceServiceName"
default: ™
from: "gatewaylP"

dzOH

(14 §

event Ti

”action”

me "

#1P

# URL http

#HTTP

# 1D

#1P

#ID ddzed yd Olststc O

# 1D

| s¢ ddigzd yd Ols st ©

OHtejdzd yd Ols 56 g

L OftetsfO

-d3j IstsH

LOf tetsmO

Gj2la jw

OHtejdn 2Ise j W
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to: "src"
default: ™
- from: "event Out come"” #11 .

to: "eventOutcome"

default: "™

f.‘o'ao’e.< 'e““;(promn’:Yc*h*a<th*
" subjectLogin | scdEzd yd O tstc ©
"subjectld ™" ID ddzd ydoOlkstO
" subjectlP P Mkl j'§I0O
" subjectType vsdifddzd yd o tstc O
"objectld ™" ID tsBi j 50O
"objectLabel": 1 OLoOdzgdj BBI jJCIsO" ;
"objectType" "vdf Bl jClO";
"action": "rj?2fmsedj, MmMtse jteh jdedesy dzOH tsBi j S Itk
"result": " [YdH&jdsHW, HTTP
"endpoint" "l T L9 Odzedzr 2 LOfttsM" ;
"request Query" 1 OOy ster L Of esmO" ;

"httpMethod": "HTTP -d3J IstsH

"gatewayld": "ID 6j2bkojw

"‘gat ewayl P" : "I P 6j2lseajgw",

"event Time": "1 OO d otcj gy Mtse jteh jdzdWw MmMtsB" IgdW
"tenantCode": " S SHsJ dzOdzls ©

"requestiD": "ID LOf etsmO

"comment”: " s tdi3d3j dzls Otc R OdzdedZD s o3y dzls dzy d My tsdz' Lizf Ish
"requestURL" : "URL http -L Of te®8fif@tf j yd Odz dats g )

"eventOutcome"” : "t Jj L EWz0Ils o' § tsdzdzj dzd W' (Hig R iMsch@dz! dzts j )

C

. ¢ e.” T'Ee NB | 95 T MCevéritQutcomg ©° t mx tmt x Ot

Lot ~* x 7 t e h h x Otm vy ~ t o a

@ * [ W * 1 < < * -

) mcc mg e* T 'Ee . 9 'e”‘;frgnm: c ™ h ™ a t h ™

<

1) ({requestURfy -mom t ™ e o co ™ YeM™omet o 'y m ™

- < < © < <

“ h ™ a ty'h

©

i CO2Yy FAIDPt dzof AO! NRaADP! / ©/ 2YY2Yy! RRNB A

config/config.yml.j2 > e 7 c hhttp://otsap@locat800 T

(/apipolicies;

I . e ~ ; . e . ,Y Endﬁ@]n ~ . Z b) X h e -~ o ~ X -~ . t ~

~

[ e S Y R@@@QJE"}’*Z' > X h e ™~ "‘ex""“c*ht*"‘a

Z2limit\=5n
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I_x_o“o"mtﬂo ’”*a*e*mth*toh* J”RE‘P&JSEG?
_ h a” htoa~t - m . mC,°<’éI"€qU€i§tURﬂ:“ “eeo o
http :// ocs-app.local :8009/ api /policies ?limit \=5
2) leventOutcomg-¢ © — mo ® ~h’ ot e ™ . e resuln
X he™ ™~ ’”x**t"' T . ch*e*a’"< m’“<*x'o"'
i (failuren-¢ h e " o pesuln>3899; 7Y (
i (succesg-¢ h e " o pesuln<=3997"Y
om ™ e m e 'Y a e e <o*:)o“*a
- ~am coao""E'O_oa"’e* Y

® -

ANSIBLE _USER="<dd&w f§tsdz L ts9 Ols-jpacdsh >-- actioh doafig | o y-

subsystems auth

3.10.27. " m ¢t ho 7 he

LelCe T T emaw
X Y- . amo mcto(amo “'EQOQ h Z c

_|’“’Y’Htot«3)<o+ Qo°*'
config/subsystems/appstore/config.yml

i enabled ¢. _ ~O; ' E

| baseUrl i ™ " h APh co

| token ¥ _toh "7 ¢

I concurrency i a”_m a
c ~ _<;t o

e

T verificationIinterval

"™ ¢ h a h

* " <

tc o "h ™t

< * *

e omt

e h- e 1) Zml_' R

* ** <<

‘E RPM ©

DO et o n'y

ke ¢ e ¥

< —

releaseVerifications:
rtkFeniks:
enabled: true
baseUrl:  http://localhost:12345/
token: c¢token e
concurrency: 10
verificationInterval: ¢ he
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© — JE—

ANSI BLE_ _USER="<dd&v {§ tsdz L ts9&lshj dzvaetion configd e p-} oy
subsystems appstore

3.10.28" mt e @ " m™ hpx@ "h  h "~

mo " h > t PXB o h a

<

PXEp h h momto toacoea:"e fx Q" o)

< - < * <

i TFTP 0 h
i HTTP b, h

<

TETP h h mé‘d“(f"Y’Eh'x°e"t"n:1 Y ¢ . c o T'E" oh x™-

- < *

a e 'O _y\’t\'Y 9hq)"' ¥ oot . e 0 NmO’B aa Xa,(p,,,_ 65"'0’\ Y1

<

I autoexec.ipxe ¢~ 7 . h x ao -eqdRKE;

I ipxeefi ¢ =  hx =~ . a e 0 At-9 T 7Y _ 7T el

I undionly.kpxe ¢~  hx =~ . a e 0 At-9 T 7Y _ 7.

HTTP _h N o m cToTRYE hx  Term:y “cCol TUET 0 YT th Y
7o ¥ toot to ¥y ¢c* to °*mth*’:‘xt*ﬁ

71T sTITIYP xmt “eo h fx etny:DHCP _h | h
e”‘mtho<eeo'op)(@:'hbjshimaoxh’”m.'<eth

L“"“*m coh "Y' o xmt~eo ) ., co m 't Y

1) o ~x - Te co ~'E" o ﬁ|p_”'t° <h"'(2’n?’ - ® oot _ h h ") 0 (
Ja et T ot T BAME Qb

2)uo"‘x ;<e* . "'|PXE“ h & <'f‘:! .o ;"’ <a"x"' t'XI’E)(:"h"""’:ﬁr‘ﬁ“’-‘<

hm® md 6 xm o “eyQ"

- * €

h "0 'Y ¢h¢tr —oh oa eme om
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~ - - t oot t o
T m h ~ mnK mt ™ ™ " m t h
5) ° . _ e ©0 . @oo0e ;P Y ° . _
_.co Te e~ mposfinstao "hE'@ t o ¥ v _dfuxQ@ttmyyTp  h _h
”oe ¢c ~ ¢ Y . o0 - e “mt¢th 6 t oodhoftm go ° t
m t TTE Tt S mCTEMm
<« O< a < < - 0 T 0 Cno *anoﬁ < ® < E *;DHC&P *
h ~ *h h m M x -~ h =~ - t
PXE] < a * ¢ * - oK ie—< e_E@__‘_ 0< a - <P>QE
m h h ~ c K h r‘h(_i( enf x 2@))_

BHyTpeHHWIA nepumeTp

1)
UDP 67 ﬁ

DHCP

HTTP 80
NnK UDP 69 (TFTP)
Aspopa LleHTp
: PXE cepsep
m x 9o
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[Ounarpamma nHgopmMaumoHHbIx notokos Aspopa LieHTp.PXE
f Aspopa LieHTp
: cepBep NPUNOXEHNI :
5 T epenen PXE . T Cepancai ;
: . o Aspopa LienTp | :
: ‘ Dnsmasq ) E ;
i / TFTP server auth mt | ! :
; i 1 PXE MeHIO U 3arpy34mku : :
! onyuerue PXE I ; . " ; ] !
! (boot.ipxe, ipxe.efi, undionly.kpxe) ) '
; 3arpy34yvKoB U MEHIO ) .
: emm || pkgrepo | ! :
5 : Nginx E :
| Monyyenue agpa OC, ‘ HTTP server ' '
: ¢haiinos aBTOOTBETOB, . | sgpa OC, ghaiinel aBTOOTBETOB, NAKETHI h ;
: nakeToB AucTpubyTMBa Linux, BucTpubyTuBa, postinstall-ckpuntos pus appstore :
! postinstall-ckpunTos G ' !
E MepsuyHoe nony4exue IP :
: ceTeBoi KapToi,
' MepeHanpasnexue Ha !
b TFTP cepeep Tlerelina H
: ﬁ PXE cepaep
: Cepsucbl Aspopa LieHTp
’ DHCP ;
m X (o]
. 200 __
L - R ao® canT'E o S S R 11 h h o a
I™H, S E.°.. & OTMEDHCP, M
h h o a omx ™ m t — tm - m mco T 'E"o0
PXEB M . < .Y Y . E o
0 'Ht o a x c h e ™ 7 X h o - m o mt ohoe
c h xm“a o t I h - c o oo t ot T e e . X h o
< « E * < " 0 T

3.10.28.17 “mtho m* h 5| pf

" "I s " |H T cty i e e . c h™ “Tece@ @™ Ctx

DHCP _h  _h x xetmemo “e e e~ “.*"”;x“ Ccio
I[P ° h <21 oc h < "o X " o0 a . eeo To e Sy ”“"‘°’(j1‘<"‘*m@“
e * mt [o*< 0 g* mt.o“”’"E_o e “ mt hom_x 0 C c. . . c o
¢"7 s """ P hPHCP™ h e "h " oaaxt®toh . ’\* €
omx"'<mt“"*’Y<tm’Y 3 moot“<tmtﬁ** m ’H_mc’“
o ¥ ohx "o S Te O
1 =Y hhro. me Yoo ern<<ot“:'*oo "‘e*”‘amot ho t E c

co "“Ero " tT ¢TPHCP ah  ohcoeca TFTP / Boot Server Host Name
(Option66), © ¢ ¢ Baootfile Nam&Option67).

153



- - A
I_x_o“o mtﬂo a*e*mth t oh |I111AT¢0PMA
310281 "mtho ~ 2xyR2¢ga { SNIISNJ 51/t
31028111 "~“mtho ~~ & & MHTECEtHh™ OGhLIGAZ2)
] Ty mtho c h " m-. h ha* e e o¢*"Cqgot”™ a
m ~~ <~ X ,O na o m t ,YY
1)¢o x ¢ h ™ e Y 51/t e x ’ eooeth.o*"h‘”"th’E “mo ao
cC X e va4-]* > e ¥ . c h~ .o @cmp)eco_mmrcﬂ;(’)%:"yac <xee<_et
e”"m¢thbd T mt 0~ " IServerOptiongd~ Y ¢ h ea” met heo 'y m
m h hXx X 3 Tt E _oet  mt gQonfigure Optiany
C.mx2p
T DHCP
File  Action  Miew  Help
o | HEE Q= HE BE
G DHCP
LY j . )
v gy 1P
w [ Scope |
i} Address Poal
o Sddress Leases
z| Reservations
. Scope Option:
3| Palicies Configure Options...
7 Server Options Refresh
= Palicies
| ~ | F| Filters Help
) Allov
¥y Deny
% IPu6
m x 210
2)<.‘ ot h am 'Y o e(_ mex"g%))tx “OEc* @0 © ¢ ¢g¢o
TETP _h . h -~
" mt h ox c h °'”';|'|:Tp ha eh = t - ’ ao’eo
c oao " Eo@erghel:
i°T7TY CT{SNIWSNJ hLIiA2yan coTe tE _oar~
Set - DhcpServerv4OptionValue - OptionID 66 -Value" <HBd3j dgdetsy da&v |TF

fj e p60
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I_x_o“o mtﬂo a*e*mth t oh |I111AT¢0PMA
"™ ¢ h a h
Set - DhcpServerv4OptionValue - OptionID 66 -Value" pxe.local "

iTT¥{021LIS hLIWiA2yany

Set - DhcpServerv 40ptionValue  -Scopeld <dH j dzZlsd W d € Ols ts te- Optforslz §f © >
66 -Value " <H Bd3j dedets JFTRF Y tco j 6t O>"

" c¢c h -ra h

* " <

Set - DhcpServerv  40ptionValue - Scopeld <d H j dzls d ¥ d @& Idstdztdf -@ptionID
66 -Value "pxe.local "

Scope Options ? >

General  Advanced

Available Options Description »
(065 WIS+ Servers A list of IP a
0EE Boot Server Host Mame TFTF boct :
O 067 Boatfile M ame Booatfile Mar
O 062 Mobile 1P Home Agents t obile [P i w
L4 >
[rata entry

String walue:

|p:-:e. local

Cancel Apply

. m x 220 .
3.10.28.1.1.2 "~ mthoh "~ & e~ _7" h x (Option67)

h ° EFIUEFRDt™ h X 7 "yx ¥ _h
a e - Hge -0 ¥ ’50H°c*x ae Oj(L‘onfigure OptiOfT$(" a ._CD* m X 21? .

< * . © <1 %

. *theEe ¢ Badtfile NamgOption67). X t "E” “ipxe . efi

m ©o T 'F" o * Y ¢ TEmm T
] o T ¢ ToEd

- <

*< <
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= . - . . NAAT®OPMA
”“mtmh_ox c<h<°*;*_':a}bex*;*'“”;’\"t""_’< a o’
c oao " Ey@erghelj Y
i T { SNIYSN) hLIGA2y&aThe  xcyo Te tE
Set - DhcpServerv4OptionValue - OptionID 67 - Value "ipxe.efi"
iTT¥{021LIS hLIWiA2yany
Set - DhcpServerv4OptionValue -Scopeld <dHjdzlsd¥ d¢& OOIi@NIDN S sz
67 - Value "ipxe.efi"
L *mco"‘h'E;b”a"é'*h*xZ'[S*E”-()é Ehinzh*’:"*
"’ho*t’<tht<><”tx<tm’ye"mthom_”’ co’“t* (0))
1)"*mtho ~~* co ™~ t "7y [ S3lOe L h -
I7Y ermitho T 7% o T 8ALOEC ol pe
m"<"xo’*< °<mmtﬁ*yy

jmo " ~ VeflorGlasg = . - " h” . __o{Pv4yc_xmetZeBoSaF Aa

+SYR2NJ [ frazSan 6

ZE DHCP
File  Action Wiew Help

el nEEdz HE ELE

¥ DHCP
v g 1P
w [ ¢ Display Statistics..,
Mew Scope..,
Mew Superscope...
Mew Multicast Scope..,
3 S Configure Failowver...
5 F Replicate Failowver Scopes..,
#| F
Yo Define User Classes...
3 Define Vendor Classes..,
B IPvE Reconcile &ll Scopes..

Set Predefined Options..,
Wiy >

Refresh
Export List...

Properties

Help

m x 230

[ N
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i ot h . ".am’y o eecZ eRRA tEtt E - e
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“ h 9 t x3y t xoht .o h . _f_hl{ “"Omx-; DHOP X0 ™ h ™

c o

-

C.

mx25)),_

TCYDA AL P @ Yyl YSmx 240 Le{"/ClilerR /& ASY G)Y! NOK

Available classes:

Mame Drescription Add...
Microzoft Windows 20, Microzoft vendor-specific option. .. ]
Microzoft Windows 98 ... Microzoft vendor-specific option. .. Edi..
Microsaft Options Microzoft vendor-specific option...

Mews Class ? hed e

Dizplay name:
|P><ECIienl:Arch:DDDDD

Description:
|P><E Client [Legacy]

Close

d

1D: Binary: ASCII:
0000 50 58 45 43 6C 69 65 6E PHEClien
0008 74 34 41 72 63 68 34 30 tiArch:0
0010 30 30 30 30 ooon

(] 8 | Cancel |

m x 240

fmo % *t 'E co T ot X 7Y mocomt ™ — e Y

* * — - < * -

[

oet mtZeotagna t 2ONLOASEIN{ O2 LIS k D SKO MR

& DHCP
v g « :
v gy 1P
~ | Scope| Wi, 1
i Address Pool
@ Address Leases
| Reservations
. Scope Options
o Paolicies
5 o Mewy Policy...
3 Server Opti (B0 P
| Palicies Deactivate
v [F Fi.Iters _— .
dw Allowe
¥ Deny Refresh
i IP/6 Export List...
Help
m X 250
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X 0 0 m t 0] a e mt h t o h |I111AT¢0PMA

i o to*h~ " am ‘PolieyNemg) _ X "ce E Y
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e”ch a h 5.fBEHDETALEY

DHCP Palicy Configuration Wizard

Policy based IP Address and Option Assignment ‘ﬁ ~
Thiz feature allows you to distribute configurable settings [IP address, DHCP ophionsz) to
clients based on certain conditions (e.g. vendor class, user class, MAC address, etc.).

Thiz wizard will guide you setting up a new policy. Provide a name [2.g. WolP Phone
Configuration Policy] and description (e.0. NTP Server option for Yol Phones) for your

policy.
Policy Mame: |pxeclient-legacy
Drescription: |De|i\rers FE bootloader for legacy BIOS|

< Back Cancel

m x 26O
e mth™e C e “mtho e EcZ RRPH ¢ ot h

¢/ NR G.SNmL"ne E; e | (+SYyR2NJ [/t 8ang9lj“dz ¢
(__*mx27))* e ™ "t E ;e o0c X ZL_n
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Co| Add/Edit Condition ? X

-

4 Specify a condition far the policy being configured. Select a criteria, operator
4 and walues for the condition.

Criteria: |Vendor Clazs j
'i Operator: |Equals j
Walue[z)
Walue: |P><EEIient:Arch:DDDDD j Add

[~ Prefis wildzard[7)
[ Append wildcard(®)

Remove

Ok Cancel

< Back Mewt > Cancel

e ™ - e NdzfRA2YE DL LIESNH o
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DHCP Paolicy Configuration Wizard
Configure settings for the policy e
If the conditions specified in the policy match a client request, the settings will be
applied.
Vendor class:
Awailable Options Description A
[ 066 Boat Server Host Name TFTP boat server host name
067 Boatfile Name Boatfile Marme
[ 062 Mabile IF Home Aqents Mobile IP home agents in prior ¥
€ >
Data entry
String walue:
undionly_kpxe
< Back Cancel
m X 0
. 280 __
x* " t 'Em -’ -t o m " et . h " etr’E
I < * E Yz H - < o e b ox < - 3 * E <
c o T ot m X om 0o e e ’ © “ ™ m™teh ol
* (u * * 29?' — < - < * Y —_— Eseope C <
OptiOI’lS’]C oY tm 'Yy eo Y oc¢ ¢ Y m e o0 a

DHCP Palicy Canfiguration Wizard

Summary

I arne: preclient-legacy

A new policy will be created with the Following properties. To configure DMS zettings,
wiew properties of the policy and click the DMS tab.

Description: Delivers FE bootloader for legacy BIOS

Bootfile Mame

Conditions:  OR of

Conditions Operatar Walue

Wendor Class Equals F<E Client:Arch: 00000
Seltings:

Option Mame Wendor Class Walue

undionly. kpue

< Back

Cancel

mxggo_

hoa ¢cT1®
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o] sT™” hd Zun*d|o_n|ykpxqm o~ h m ht ct 3 c h

d e T < — * *

- t oa™t ;.M _  autoexecipkem _M” GLC ¢ht h™ @

<

T m t h ox c o "* t . t = . a o’ e OZPOWQ'I’Shé'lﬂ,< m
_-c o0 ’“He_ko a ~ e "
Add- DhcpServerv4Class - Name "PXEClIient:Arch:00000" - Type Vendor -
Description "PXEClIient (Legacy)" - Data "PXECIlient:Arch:00000"
Add- DhcpServerv4Policy - Name "pxeclient  -legacy" - Condition OR -

VendorClass EQ,PXECIient:Arch:00000*

Set - DhcpServerv4OptionValue - PolicyName "pxeclient -legacy" - OptionID
67 - Value "undionly.kpxe"

2)""m¢tho =7

€ EFIQERY __ |
" m¢t ho - coZE'F,{UEFmomx""M’Yt ~Y tmy ~e”

©  — < - <

co’“*t* Z[S“HT@@) .¢|_|q{1ﬁe<mm e *mtho ) _e

< ©

7. 0 ¢ undionly.kpXq ¢ ipxe.efh _ O6m x 806 _ " et h o Clof
C.mx8p _

DHCP Palicy Configuration Wizard

Configure settings for the policy —
|f the conditions specified in the policy match a client reguest, the zettings will be

applied.

Yendor class: DHCP Standard Options |

Available Options D escription A
0EY Bootfile Name Bootfile Mame
[ 068 Mabile P Home &gents tobile IP home agents in prior

[ 069 Simple Mail Transport Protocol [SMTP) Servers  List of SMTP servers available ¥
< >

Data entry

String value:

|ipxe.efi

< Back Cancel

mngo_

[
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DHCP Policy Configuration Wizard

Configure Conditions for the policy .;ﬁ i

A policy consists of one or more conditions and a zet of configuration settings [options, 1P
Address) that are distributed to the client. The DHCP server delivers these specific
zettings to clients that match these conditions.

@ & policy with conditions based on fully qualified domain name can have
= configuration settings for DMS but nat for options or IP address ranges.

Conditions Operator Walue
‘Wendaor Class Equalz F#EClient:Arch: 00007

" &ND * OR Add. | Edit . | Flemove|

< Back Caticel

_ mx3lo
"1 ] sTo"lagp T e o omco TCE‘o et  te&hm
o " eo co T ct. ~h g t txh o CRFM4578.7 © e m t ~
“h g t _txhy
# UEFI x86

PXECIlient : Arch :00002
PXECIlient : Arch :00006

# UEFI x64
PXECIlient:Arch:00007
PXECIlient : Arch :00008
PXECIlient : Arch :00009

] 'Y e *mtho w;ﬁ*hz(PCﬂNé-r\S*hélﬂ‘i o ¥ 50 T. caoco"e t E

- * *

Add- DhcpServerv4Class - Name "PXECIient:Arch:00007" - Type Vendor -
Description "PXEClient (UEFI x64)" - Data "PXECIlient:Arch:00007"
Add- DhcpServerv4Policy - Name "pxeclient - uefi64" - Condition OR -

VendorClass EQ,PXECIient:Arch:00007*

Set - DhcpServerv4OptionValue - PolicyName "pxeclient - uefie4" - OptionID
67 - Value "ipxe.efi"
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3.10.28.1.Z “mt hpHCP ™ h ~ h = m  mcchoo™ ' "Dpspiasq. . @
¢ ~ ;DHCp h h ~ a o’ t ¢ hmoc oh"”"d{qu_ “ht 'Bm 'Y

JE— -

~

0 e X h C Y

dhcp - match =set : efi -x86_64, option :client -arch ,7 # tsftcj Hj dzj dzd J
Otern disj € I8HA]"] tASO)

dhcp - match=set:efi - Xx86_64,0option:client -arch, 9 # Bfftej HJ dzj dzd 4§
Otecrndlsj Clskzter Cdzdj desO( EF I )

dhcp - match=set:bios,option:client -arch, O # tftcd HJ iz C
Orndlsy SIszter Cdzdj dz2sO( Bl OS)

dhcp - match =set : IPXE, 17 5 # Bt
ylss f0CJil ftedh jdz SEIPXEOGtkzL yd & O

dhcp - match =set : iPXE,77

# &kOL 2@l j OctckzL ydqeétso o LOoadMmMdBsmisd tsls Otemndlgj ¢
dhcp - boot=tag:efi - x86_64,"ipxe.efi"
dhcp - boot=tag:bios,"undionly.kpxe"
dhcp - boot=tag:iPXE,"autoexec.ipxe"

3102813 “mtho m~ h5| ¢t m  mechoo™ B "DMBPB = . a

0  —

¢ " ;DRMCP_h h~ mwoo T'E oh 0 tHEMKEPD h a h

- <

oe  xh fsce-dhep - serverY:

# BtcjH]Jdzjdd] dtso®RA- Bl YUzt O € dzd j dzls CRFCIS7TB)H 9|3
option client - architecture code 93 = wunsigned integer 16;

# JMmdzd Cdzdj dzls §toj HMIPRB"d-ZEKH OPDOECEZL sSydztsy d3d dz
if exists user - class and option user - class = "iIPXE" {
filename "autoexec.ipxe";

# i mMzQten diIsy ¢ SHA P dzls @( STandard PC BIOS) - SISHOlB'OctlzL yg¢<

H dzMegacy

} elsif option client - architecture = 00:00 {
filename  "undionly . kpxe";

# o somJ B tets ydnilzz yoOm g dlIs Qlsyls € dzd § dzlEFI/ UEFI
} else {

filename "ipxe.efi";
}
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_x _o o mt o a*e*mth t oh NNAT®OPMA

3.10.28.2- mt " e o e ""m tpKm h" ~h~

] 7Y xmtpX@o h e ho"¥ 507 ao . c o e t ' E m

joth =~ 't ho "t 'E _ o e configvarshvarsgymio € ey. x =77
3 c ~h ajpx& rfer name ~ " h m Toa eeo T Ca
co TE"o0 Txt®" xt o ¥ hpXg~ th’Ee Yxh a h Y
Ipxe_server_name :0CS - pxe - server.domain

|~C<h<a<®xé_@s_&list X t E_cnnec*mox__heze*_ﬁ_oto
Fx o Tox ot "omt xce . IPXE' eh™xc ho -ae ohay a e 0O

pxe_os_list:
# RBW CsdWdekzteOydd
- name: alt_pl10
iso:
# RABY WO2A&O | SO
file : alt -workstation -10.1 -x86_64. iso

# ltcd tbMmikzlsmModd "1 h0O ftetseo jtcC O dzj ftetso SH
MuyudlsOjIlsmw Cttctej CIsdzr 3.

shal: d6d2e7cf 551ab2045c07d19a95d2efbcce 25f 5ee

# URLHd&zv L OC B0 S tcOL OHHTB ( s yd tsdzOdz' dzts) .

teh jd20 kM jhdes (Jdzd dzai ftetseosHddzOm: ), ¢
adz s h J2 d&OXEd ey zMmisdlsmw.

# [ Mdzd BtOL fHftodmkzlsmMisoakzjls dzO0 EZf§f tcOo dzw s h j
LEtkzL CO 5 ¢ OURDAERBRY 2MmisdIlsmw.

S Od des o § pXe/Odabdsy € sdzW d ¢ Bas/Oyd d >/

# 1] CcwPsdd | %02 d H&VEFL OEFtetE ) § d B .
metadata_efi:

# Miffz B0 Hivw (e jtesd yYj dshisdshlsd seBteod O

q s 1

# [Mmdd SeEOL fted P p g sto fz08 | t L@ vy dzis s dat

yj esfisdesflsd L Oo jteh j dzO kMg jh dets ( ddzd daj §etso §H G

# [ MEBLdz ECOLOd ftdmM¢ BKOLO tMkh jMmilse dvw j

#url: https://<web_storage _domain>/alt - plO/alt - workstation -10.1 -
x86_64.iso

# wfdmMtst V@ z€sd JeztcOydd kmMisOdzssa h d ¢ O.

# Cdzj a3 dzls7 M dME O Bsecbkzls B IVURL gL Pdpr dzoW © I detg
fjtcotsd3 Mz yo] WO2dz BEzHjl ML OYOHE do szl Otz B5c ts
COOdzse 0.

# [ Mdz WO2dz ddzd JIs tg@Mh disj ded J wWo.dzv j Is mWinjd @,B dzts «
oMy u’Jtm[;fd;ngBIZlels ftcj HO OtedlIsj dz! des tcOMCter Isr d Mmtsi
CsfdY BiL w©WOMMjRE) ddw

# loér1 {: ftod dz@dzcﬂlmlaq’q’C@bDQfdzD LOfEMES BEHjIs ftcd
LOBBjdzaj jeBs dtsesoats? Csfidd. dzv eodaj mjded™- ftcQots
h OB dzts dz
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#- https://<web_storage_domain>/alt - p10/efi/autoinstall.scm.j2
#- https://<web_storage_domain>/alt - p10/efilvm - profile.scm
- autoinstall.scm.j2
- vm profile.scm
# 1t CsdWdekztcOydodedzr §J W O2 ddegasydzBIOS ©g pf 3§ d ¢
metadata_pcbios:
#- https://<web_storage_domain>/alt -
pl0/pcbios/autoinstall.scm.j2
#- https://<web_storage_domain>/alt - p10/pcbios/vm - profile  .scm
- autoinstall.scm.j2
- vm- profile.scm
# e dss MCtdflssal daindz'O dAfiAs fylef d
postinstall :
#- https ://< web_storage _domain >/ alt -
pl0/ alt _pl0_ workstation .sh.j2
- alt _pl0_workstation .sh.j2
# v dmMtse dejsen BOP dztseo, HEsMIEOzHrAZ AL p ( s yd s dzOcC
iso _assets :
# 1l bklsd LOHOEISMW BGlsdthdls] d ds ¢ stodv WM dzso f
metadata_efi:
- Metadata/pkg - groups.tar
metadata_pcbios:
- Metadata/pkg - groups.tar
# 1 tbrcOsdWdekzcOydw
- nhame: ...
[mo ~ % "t 'E o he < ) B hm ’“_+t°oxh’O"'x O~ mmt
"'to'"’o\“ ) moot t pxet os_list, m o m c m 0 a
pxe
Dbb <dd&w _CtsdWdekzttOydd>
b Dibob
b b ich&ge >. iso
b Drebadata
b b efDb b
b b C b b autoinstall >[ j 2| scm| cfg |...]
b b pabibsb
b b autothstal <>.[ j 2| scm| cfg |...]
b Cbb postinstall
b cCbb <postinstall script?>
D .
b Dbb i so
b Dbb met adat a
b Cbb postinstall
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X 0 o " mt o} ~ " a e m¢th®* 1t oh ™ |hn432_¥|£3'l;lag
Ty _”’ '_O:tmL’ﬁRelrsacg"‘EtsdedGIzter@?{q'q'wt ‘E ¢ o "

q isop xmMm t * eo. aoo X HF "oa mo ot L otmot x O

T¢YySdrRFOFR m ~_ Toa T 7

o] X a et-*e

7 Cefin-c o " ¢c ™ c = méetatlatafjre ™ _ " a " "EFIUBF ;
q {pcbiog)-c © " ¢ " c _~ métatatafre " a =  "BIOSX
TCLRAGAY Shelbf hnpect . X o toh . . c o Te

JE— < -

*

em¢t ™ T Ye ;f)OCC oe ™ T Ee o |)

2

7] s_|"”’L\{eq; s [ineta o ° e o e ” t c h a h

d e e} * * <

““Qutoinstafl.scm. j 2, vm - profile.scm, alt _p10_workstation .sh.j20

-

P A~

" h  tiastall -ac-*samples/ pxe/alt _pl0/ metadata . ~ _ €. o 7 go ”

e} < *
~

ot h "o t h o tta’E mnm ~ mxt - e e . 9 c ot h *e omt

< e — * Jo << <

"0 X a et ” ¢ cho x*ho"t R ”JZﬂcp hc em*e(

e — < * < © * * - “

e*mthkd " mt " * 7 me o t h ~ = h *:*hips:/fdocs.dltlinux.org/re

RU/altworkstation/10.1/html/altworkstation/instaldistro--autoinstali-chapter.html

TXmt~ e o PXE 'Eh e ™h e o ¥ gom® cao.a 0o "'EQD to.a

<

~

ANSBLE USER=" <d 3v f sdz'! L s9 Olsj dzyplayboolaplag i b mamaged- node -
prerequisites.yml - i inventories/hosts.yml -vw -- diff  -1pxe

""" c¢ch -a h

<

ANSIBLE_USER=omp ansible - playbook play - managed- node - prerequisites.ym|
- i inventories/hosts.yml -vw -- diff  -1pxe

~

Txmt ™ e EPXB thE h m coao " 'EQO o a ™ e

<

ANSIBLE USER" <d dz3v  sdz! L ts9.0deplagw-mfta .sh -c nginx , pxe -1
pxe

" ch -a h

<

ANSIBLE_USER=omp ./deploy - infra.sh - C nginx,pxe - | pxe
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~ - ~ -~ MOBUJIbHAA
X 0 0 m t 0] a e mt h t o h |I111AT¢0PMA

[ ot h ’ am 'Yy a e O “h "t xmt®eo X

[ com ™ "h¥ e Y xmt *eo co” ~0; t 'O
coao " 'EOQO ~ t " ¢ "0 e emofcmoTx ~5 e"® . 5 ch e |
~ t “C X mt hmo antt “tmt ~ om "o X a et oa
T *mt 'E od o " m mt a ™ )5 7" .tc oo Tfea ” x coha*™ e™" xe'Y
fusr/binf/omp - uem- client activate —-json="<0CIsdeo Oyd sdedzO™ TMilsts
# ddzg
/usr/bi  n/omp - uem client activate -file=<W0O02d 0¢sdesOydd>

3.10.29" “ m t hco o °_’”A’Of|a<tpa|,@* <'Yc o to h

Flatpak W , ¢ o © tohmec o T’E" x @tmmt ye of "y "o ' e

* * *

X ¢ h * ~YYC 4

-

Y ¢ ao X t o a o *ﬂatpakdn t co "™ tt Ehm a - e
;L h_‘_o‘e tm< <e ht wmthp ¢ - . a o ” f!atapakht . c* o< ) *mt o h o a -
m . h L h t h . X ) tm "y 3 t . 0 m X : Yo > _O . i}

.,como” ) **ao”<mth*’Yoch<°<""Y<t c o |
flatpakh . c o © toh O f|§tpakh_"?’@;'<*et*o<h Y omx " omt
coT t w0 g XM e, Y b cot tfathak M R 20T DO

oh Yo h ~ % ot m co 7 ot ~ a c h B e
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1)¢ m €, . config.publicUris.pkgrepo.linuxRepoAddress es
_oe  xh® g o edfRcorflig. [ Yyml. 2" "t E _ o ~7h

pkgrepo :
# Linux -tc]j i sLdltedd, MBHjty B Clststcr 7 ftoj HiSMISO
i e jle¥ |

linuxRepoAddress  es:

- name: " test -flatpak " # v dzgd C Odz! desj d@BY tojfSL st
(dmMfsdz LEjIsMw ksdz ¢ MdBosdzURLEBEPL tc§ B i detizts § ¢ d| lzv
type :" flatpak " # uvdf tjifsLdstedw o L OodMmd dG3sml

rom, deb, flatpak
address : http :// ocs-flatpak .local # ¢HtejMm tojftsLdlststcdW

" ”Is "a]J"{ h c o - t o h Y a o’ t maeo ° TR OB
mtho e . Tx 6_ N, ™7 e~ e Tocxm * tm

2) h x m t ™ eooe t 'R h™” e o0ee . CDNm —.c o a o *
_oa~e” .Y
ANSIBLE_USER"<d d3Mf s dzts® OIs j dzvw > " . {ad.shp }- @gtion config --
subsystems pkgrepo, cdn

3)“0?'°t°_“°et"*E'Xh*@:gg%fd;ﬁ"!o WO d&zO>. fl alt pa
e”‘mthoci”‘a_""o; e Y h co'ntoth’(jmo;"‘ h h
m ™ " x QO" c ® h ™ a th .Y

T Title Ce‘“ “"'e*< h<co‘*toh*’YT

T ul ge xt 'E h co ™ todywoOlsdyj mMmeda "ot fs Y
fmj tco j tpkyrepo /linux /flatpack /< dzOL o Odzd j tcjf sLdlstedw,
f Otc ©d3j Iscrifig.publicUris.linuxRepoAddresses.name CedW deztcOyd sd
W O2 deonfig /config .yml.j2>/ <f k! ¢ twjftsLdlststcds >

'I'Commentc_ht"_ 0 aa et ™ h _h c o ° t o

T Description C ¢o "ho®*eo 0 C m ™ e h cC o

c ” h ™ a thle

I GPGKeyge t h .t .h cooQO> o ho t'yh . mco TET X

©

co® T eeomt c ” t o S T O x g *o @™ 5'Ee . hc

—_ < o
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[Flatpak Repo]

Title=Protected repo for testing
Url=https://example.ac.ru/pkgrepo/linux/flatpak/test - flatpak - on-
premise/repo/

Comment=Some comment

Description=Some descriptinon

GPGKey=xsBNBGjs4z4BCAChOFjyZHQhep2Y XSrMx/Tv+xg263d2HKOw/WPhkkGicOlb
bXxDMwNw7Grrl6J2E8/D2h4qHAPGzACTTTK5ZPIGESIMIA4LnBbjwBVSBog80
QKGz7IE3f69ieN301Tc3M{VSi774Tu6sqayROZMWHKki++8QH8GYKE+VW5W9OY
SBWUBWPYJIrFhohyxORaqVG3AWDwWUOCWT rXzc8unznvlsPzg+LEnfOFwu62tZ
wkv4B92kyUD3F2Adma2kR3NEwWZNDO3ub0Ov1IRtCKhOnK6/foe3gFPtjglwlG
n4EHdRftjJJsh 5nPnAeYF30pJgRfCbDb+4P0n+x97fvROINwuMLasq5BcBABEB
AAHNDjJEYyM0BzZGZzY S5yc2RmwsCKBBABCAA+BYJo70M+BAsJBwgJkFmMR2sNB
OfM+AxUICgQWAAIBAhkBApsDAh4BFEEnN5SuUND50Wm/yNBjflIWZHaw0ES58z4A
AC5jB/43FPSShXhqHkF+fD001mf8gRQJod3//DbNcKckAqZUEWS3+Ny7d8i/
+s3YaQKh4TwPYKE/VHyz19qw L6f\WDtJ6/XODCWHhypEV+XHTPtqgUa+Al1+MXe
lIsxy6rzfX7IllpZyvt2jz6 K3nRRkOIUcBDY9/jg+F+ag0rBgR7gmLJ8gQO0);
KSB1ralg3/LIZEQUOKAUNMKGcOzwrll4xHidQsFPtxJW+UknF5Mcn3cYnfUw
0P90aNx8WYV8jg+x0ZPbSk7LKWucvH/ggcoG6HFWThubCdhWh2wVFVQKTbD
STR3irDL/IjNvall9DD3E7zqoXG7AYe6/047 s9dBoVmnhJByzsBNBGjs4z4B
CACopdRsfdIl+L5+IQJAj/Hg7TarpC6vsvSx+UQIiLOJcNyQ/9NMnOhTtJqgl
FS4/B8FMShKGP5xWQUwWMAO+RJImMKNcCdviIXwKR9YB9A3VfEw3taXV0let2gsd
M5ThMcxxgHjK501AxxgcWDMVjbdvE/j92Vgb/dOJU42FEXE/Vg9HTXi50yHg
CUsgkHUC5RcYN96E2b4bTdUA/IBAubloO85keiJgBXUuzmBg IrKOuzZ8JfWth
uX/cxiK37R8Lhwej49fA5EgP5HX41zZL4voqvhEIMibD4TbF2P/IJa+HWfRO
Frp71YmwLtcrx4EJwn7RNOwWWI4v2WacMOHP04mc21puvABEBAAHCWHYEGAEI
ACoFgmjs4z4JkFmR2sNBOfM+ApsMFIEEN5uND50WmM/yNBJjflWZHawOE58z4A
AlsmB/9a+A9TJdG+2gRJ6Zcf009Cx+DnPmf3KmBOdHQ6tXkeU97u93fJ19zY

96 TbRYsdKhSoO7wAo7aN/iCBCaqqpqljpKhcOx7mvRyFu8n8iW/Z2FMeCSNb
uokKYfPjBji20mSivitj+cPVJya2GJB40/CsHIJCbVBzAJg+c39TXhyzBaBB7
gABONAQ5ZTChh5Ji73x6SR4U1VK4KgzI14Cs1uizGtYk9QROKGiielLPtHuU9
PsQknOgEtKjQ8xBRXIsIkTSSe4MzkUMW+iS7TEQQqSlieWIXE5eZ5dKKn4ukZG
8A5+j/Dwe7i 2YzEEel44UBs53z45HrBjau7ss+pux8HF2xFN

t

h -

¢ .

=ifPZ

4) © a meet E xh " g xggw W0O2EO>. I aflapakk e
h<co‘*tCoﬁ:‘*’"Ee<w'<a ”‘°h<m_°"’eeoﬁaxco"""*m
¢oe , xhTe Y b co flapdk, ok, Q@UTOY *_
m co’“*t*_’”a* ch*ﬁ<*<e } °o_xa<e .
o " m m t a ~ —* t

o ha®™ x ¢ h ~ —~ e ’an)

[ * < — [ - < *
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X 0 0 m t 0] a e mt h t o h |I111AT¢0PMA

3.10.30." " m t ho " S33h ~ eh "7 T am

co"” " ho’ *a o’ etomt 'Em ® dg a humatghda e a "

*<

Y ohTe e Y ~ o " mt " Tt her-"
__" 1T syl d_ohh _teo e*mtho eo % et
Nt hexto {omgne T TMEe . Tt T oy o
¢ = » s"H”n_]*H*et< th:mh";eu’:L'Ena e< 'E'X”_‘_”‘t
cT_teL L TLTelo wbMee TUTg oo opandm
co’\x’<e "Y'”cm'“"cnoH_
/7Y e”"mtho ) et h* e e<0+30"*ao
1)¢ ¥ To __ fileStorageSetting _oe xh~” g oeeo
config/config. ym.j2 7"t E m7T "x Q"  ¢”h~a th
i type it  gh~e T "7 T8 77oe a opjectStorage ~ ;; . ©
i useSSL i  mco T'E o Te " sho e 'y ""cho

| address i~ " h QBmh e — "~

T bucketName i €& ~ Toe

- * <

h a h figStorageSeting Y

- *

#

# 1 OMstets?2Cd rteOdzj dzdw W O2 dztso

#

fileStorageSettings:

type: "objectStorage" # Isdf RtcOdzddzdh O W O2 dztso

# - fileSystem - ntcOdzj dzdj dzO W O2 dzts|o 5

fpd mls j d3d
# - objectStorage - nteOdzj dzdPB- o

Mo &) Misddssds - wOdzd dzd " J

objectStorage

useSSL: true # RMitd L o Oded J
hWtctso Odzdw L Of tesfise

address :" ocs-s3.local : 8080" # ¢o¢HtojMm sBI
nteOded dzd M O

bucketName : " example - backet - name" # 1 0LoOdzdd BOC,

Cslsster 8 BzHjls ©OBIOI! ¢4
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2) ¢ % To _ fileStorageSetting _oe ~xh™ g oeeo
config/ secret .yml =~ " Tt E 7 et T owoh x@PFhG,E T
. ~a e C ZcheSskey tskcretkey X € " ch a hYy
#
#1 OMistetsd & Pdzj IR dzts
#
fileStorageSettings:
objectStorage:
accessKey: "  KeylD"
secretKey: "Password"
3.10.31. o h 'Y o c 0o TX B e Y a t h
co®™" h> - t o "ao’eomt 'EF m¥oh™ a
Prometheu9 " oh a th = emMxX % ab o mrCay tm §hLISy¢
Collectork ot oh o *o"h a hex* *to h cax *t7h xc oth t x oy
m h h ~ c h To0 ’ Infetrics S ‘He T c o e t

curl http : / /| <] tffotg dedzts 3 2:8812 metrics

"™ ch -a h
curl http://ocs - app.local:8081/metrics
l7'Y ¢o Tx eocyh a5 th eeoeoo ' 500 ™ao

curl <gateway >/ admin / metrics

"™ ¢ h -a h

* " <

curlocs - auth - public - api - gw.local/admin/metrics

o —x - e e . T e e . a o X tGraranat 'E’1 0 oatc o httn

7ol s "h” Ja h o t* - X~ " 7Y Grafangeo “h g o~ ”° t m

[ - — * < . o < -

t ™ Safples / dashboards / krakend - telemetry - dashboard.json
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I_x_o“o*mtﬂo "’*a*e*mth’”toh’” J”RE—P:#SEG?

3_11_Hho“<h_‘ _ohh<_teomt* xmt‘eo” . .

3.11.1. % *m_ 7 e vy

¢ C(A'YO cho"<h . _ohh<_teomt* X mt * e
mh(" ‘xe_C*oe*ho“"‘e*’YuuLz“ momt"’ﬁ m
‘oha*hoﬁ"’e*’Y**’”'eomt*,<m_oto ot,<t"’q)

{7y  oha ho ~e 7y " " eomt - m 0 "o "ot
me_e”™h ‘ya xmt " gl _-<o jG@Mdw ” iﬁ\SPaL[,>YaC-mt/ . .
/install <9 jtemdw 11 [ >fdenns-tsmrlb o -Cco077e tE _0ar”
ansible - playbook play - diagnostic - report.yml - i inventories/hosts.yml -

W --user <ddw f§tsdz Ltse Olsj dzvw >

—~ -~ ~ ~

00 a e X
ansible - playbook play - diagn ostic - report.yml - i inventories /| <dzOL 9 Odzd j
5 ¢ 6z y j>dmopts.yml -wW --user <dd&w f tsd L--text@ls-yary >
"stage= <dzOL o O daf jtc iz ¥ j>tzd W
m th *x tmwy ~*°*t'E o hx?> e [0
C h . X A’Et ~ treport“'v X_1\~<ttw “mo n0<h a . férﬁr‘t__‘hf*mle . -
] “ e omt X m ot - t o h a h X htrhlm 'Y
mo ° h ° t m ™ " xQO" h ~ ® — Y
o~ "™y e oha™ g Y O mt ™ txm m h m o
|o”’”"Y e oha®™g Y O md¢t ™ t xm 0O acoe |
e h *mt h x t Xx h e 2 0O acoe et o
[ h ™ ® - S mo * h >~ ® t* T'Ee x O e 0
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3.11.2. ¢ m ™ e c ™ h ™ a t ho ® - e omt
" * "L * < < - * * * ] <
3.11.2.1. © ° 7 OS Sundmary
- - — m oe”™ ohh’a ™t ¢ ( o% e mt mow - -
[ < * u< * (:.': *Ex O < < [— 0032—2 —0 O
v OS Summary
05 Distribution Astra Linux 1.7 x86-64
Kernel 5.4.0-54-generic (Fastra3 1+cidQ-Ubuntu SMP Mon Mar 15 18:37:33 MSK 2021)
SELinux disabled
Service Manager systemd
Package Manager apt
LANG en USUTF-8
LC_ADDRESS
LC_IDENTIFICATION
LC_MEASUREMENT
LC_MONETARY
Codepage
LC_NAME
LC_NUMERIC
LC_PAPER
LC_TELEPHONE
LC_TIME
m X 0
. 820
o~ ~ v N A
3.11.2.2. . (5Aal { LI OSnq
- - ~ mo * h > t e o ha™ ¢ 1 0 c o e
[ S < < * * 19 C * O
chomth™®emt ”m&ggp_y o
Disk Space
Mount point Size total, MiB Size available, MiB Availability, %
/boot 1014.00 864.34 85.24
51175.00 46308.92 90.49
/home 45729.66 43128.35 9431
m x B30
c m ™ e e ™ e ™ e ’ mto ™% eo t ~
L * * < 1 < * Y C -
e ™ e ’ c h L ef\. . t ™ &~ - )
1 < * YO * - < < Zoxn * C < O
4 ~ o~ ~
20¢
[ . -~ q o . a 0 > e . .
4 c m®™ e <
mto 7% I . < 6ch a h . e
* <
~~ o ~ ~ ~ V|
. t 0] ot oh o a x X t 7 t
Mount o ] E
i h * e - " 3t o ~ a oee ® ch
points ) T 0 D _ Phomi Y
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X 0 0 m t 0 - a e mth=toh~ |M°5W"bHAﬂ
= J— . - * NNAT®OPMA
r - ¢o ao’ e
Y s c m®* e <
mto - * . < 6¢c h a h e
* <
- ~ 4
Size total, [ * "2 h 7 ~“0o 0o 0o gh " " A a .
i c h aoet h o “ e e o 0 D F e * ch a
MIB . * * T — Rad z *
i S a m o~ " eo 0 a m y a .
Slze A < - t < L Af oo * T <
H ~ ~—~ A . A ~
available, |[oh e . X ¢ h _aoet hﬁ > e c h _a
MiB “ T " e e a x “t * To X
Availability, ~ A, a m o0~ ~eo o a m n o M2
0 h ~ e - " c 0 @ e t e
%0 9] . . . _ c . 94.31
s c o e o0 ax o~ a x
o__ A V]
n s¢ 7 dx -~ m o * a m o\ T 0
[ - '] n‘] ¢ 1 < < * A < < < e M mn" E
- _h 7 . - ) tm Y ¢ L t oa @
3.11.2.3,. 7 | ({eauSYR | yAuU {04l Gdzan
. ~ hm a T " x| e @oh an™ gt @Om m dcac me e
— < < * O * . C * @ < ) - * <e
h B X e > 0o e h oe “he™ mY{Y h x x h e momd 0 e
< 19 — C * hed d * * - Y * Y — *0 — *
~~ o X ’, NA C 0 - h ~ kol Ao
< O * 0 < - Y
3.11.2.3.10CS Targets
o " h~* "% h "™ mtmo " e oha~ ( 0 mt * t xm 0
(=] < * < . C * O < —
[ [ ) | S S * @ X 34)). —
Systemd Unit Status
Name Unit Status Unit-file status
OCS Targets
ocs-appstore active (active) enabled
ocs-appstore-admin-api-gw active (active) disabled
ocs-appstore-adminconsole-ui active (active) disabled
ocs-appstore-applications-api active (active) disabled
ocs-appstore-client-api-gw active (active) disabled
ocs-appstore-dev-api-gw active (active) disabled
m X 340
c m ™ e e ™ e e ! mto % @o0 t * T -
L * * < T < * Y C - * C
-~ 12 7 o A~ ~ ~ o~ y
€ 1 < € * YO ¢ h * - < < € leﬁ t * C < O
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_ X _o 3 0 m t 3 0] a . e . mt h t o h |I111AT¢0PMA
T T 7 21e”

o c m®™ e o ao’ e e ™ e
mto —F . * . < < v < .Y
Name " a ,Y —0 e . * T X h " q O a o ) e < e ” 7 < e * 'Y

m h m o C h - e0 ea X h ~ ¢
< - * o < < — < voox 1 * © t
UnitStatus” e 0 ha™ ¢ . Y o© N active C, h x cc ™ m h .. mo
m h m o .cCo0 TTe 'y tm YT
activating ¢ hxcc™ m h  n

“ c xm - tm YT

—_— <

deactivating ¢ hxcc™ m h
TO; 7 tm YT

- J—

inactve ¢ hxcc™ m ~h — m
failed cc h . “coxm y ) h
c h o "o T O
i 0O a c o e e t ot mx |
missed C .
Unitfle |"e oha” ¢ Y o depapled ¢¢h mx tmt x t.
status o e Xx h " e o0 e ddisabled cotmx tmttox  "tc xm
T c o xm - h x c c
™ t o ™" cxm
3.11.2.3.20CS Services
o " h~ -7 ~ mo 7 h ° t e oha*em’ggg))_mt’”t
OCS Services
ocs-appstore-admin-api-gw (@ 0 actrve (running) disabled
ocs-appstore-adminconsole-eula active (exited) enabled
ocs-appstore-adminconsole-ui (@ 0 actrve (running) disabled
ocs-appstore-applications-api @ 0 active (running) dizabled
ocs-appstore-client-api-gw (@ 0 active (running) disabled
ocs-appstore-client-api-gw @ 1 actrve (running) disabled
m x 3Fo
Lc*m e*< e e ;<e*Ymt0 COﬁ t *C
~ r 7oA A~ -~ ~ o~ )
€ 1 < € * YO ¢ h * - < < € '*22):.. t * C < 0
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e L W)
CmF T22e”
mto“’“‘“ Lc*m"e*< ﬁ‘o‘ao’e.< ‘e';<e*'y
Name " " e m [Co "ao’ e . e - e Y o ¢
’ s <m h m o < < ; Ot
<d®Y cwkffr mjtwsdhtse > @<
L CLJBfdzvicO MjtcodmMO o G,tcl
e ™ ¢ h  @cs- Bppétore -admin - api -
gw@0.service
UnitStatus|” e o ha ™ ¢ 'Y |active ¢ _h = m “eox " e
moho.mT activatng ~¢n _h ~m “cxm ~
deactivating ¢gn  h_ - m . TO;
inacttve ¢ _h _ m . T0Q; e
failed ¢¢ N | T exm o oom h
o'**_““
Unitfile ”e‘oha"e*’Y enab|8dCCh*thmtﬁX<t;ﬁ -
status ch*mxtmt“**disamed Cotmxtmt“x<t 3 -
o e X h ~” ¢
- ~ "cxr?w
’"“‘:o "'cxm_:
3.11.2.3.3Mlandatory services
o " h "~ ® ~ mo * h > t e oha™g¢g 0O o mt ~

X e € ©Ooe h o “ ee N " m t h x txhe.@_ magﬁ}).oe e t

Mandatory services

consul-template service runmng enabled
consul.service runmng enabled
nats-streaming-server.service running enabled
NZINxX service running enabled

postgresgl-11 service
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._X_Oﬁo mt~0 a*e*mth toh |I111AT¢0PMA
~ H -~ r »
mto“’“'s' Lc*m e* ¢o ao e . e ,<e*Y0
Name o e me o ao’ e . e"', e Y a
| cacoe eticddvw MmjwednO>, sercvii ce Y
‘xe_e*o *h._ *h 'ot;*_oa)q)a8<'re<;;)<;ee
oo . . . consul - template.service
e h™mth X Jconsul.service
oacoe e “redpanda .service
— ) nginx.service
postgresql - 15.service
postgresql.service
UnitStatus|"e¢ o ha ™ ¢ active ¢n _h = m Tex Tooe
mt ® t x m activating cm h m “c Xxm - t
deactivatng ¢ _h _ m —0o; "
inactve ¢ _h  m . TQO; T
failed Cc h Y c Xm m h |
o ’ &~ ~ T
enabled cm h m mXx t mt X
disabled cm h m otmx tmt X
missed ¢ _© & ¢ o e e t otmx tmt
Unit-file e oha” ¢ lenabled ¢c¢h mx tm x ot T
status ch* mt“*disabled Cotmxtmt%x< t 3 "'Ht
0o e x h ™
m h m ~
™ t o “c xm
311.24. " 71 TL D2 {SNBAOS { Gt Gdzan
- ® ~ mo h > t e oha™” ¢ 0O o mt ~ t
*e ™ h x e Y m h m o @/xgwégzﬁ()q) ™~ eh
mth =™ ¢ m h m o m mt a o ¥ e ™ h x
API GW Services Status
Service name Code Status
ocs-appstore-admin-api-gw 200 passing
ocs-appstore-client-api-gw 200 passing
ocs-appstore-dev-api-gw 200 passing
ocs-auth-admin-api-gw 200 passing
ocs-auth-public-api-gw 200 passing
ocs-pkgrepo-device-api-gw 200 passing
m x 70

[
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e ;. YD c h . e -*24)C~ t o c, o
T T24c¢”
r o -~
° c m"e qO aO > e - e'- e IY
m¢t o 7 - * < < ' < R
Service |7 ° _ Me h m Co "ao’ e e ™ - e Y
name c h e a m h m o
Code <0 oK oLy " o ao’ e < e * . e Y
c h ot o o 7o a | ¢ ¢t
Status |”e oha” ¢ ‘Y o 1o "ao’ e oteh” © e Yt
.. Mth e, o my2yadAt © ot txm L3
m a o " e hix ho h - c ho ® e ~ X
m h m o 0 2)/

31125 " "¢/ 2yadz [/ fdzZAGSNI 9y RLIRAyGa !

“o " - mo ° h > t e o ha™ ¢ ( 0 c ho
[ = < < * * v C * O
X e . m mt a . o e ™ hx”’ e Y mm mcoh
. — C * © * < < * YI— * < 30-089* -k
c h a h oto*h™> e ’ e o ha™ ¢ 0 " omt
* < < * Y * v C * *
o ¥ e ™ h x>’ e Y m h m o
< * Y < - * - m
Consul Cluster Endpoints Availability
Node:Port Availability
inp1int03.ompcloud:8300 OPENED
inp1int03.ompcloud:8301 OPENED
inp1int03.ompcloud:8302 OPENED
inp1int03.ompcloud:8500 OPENED
inp1int02.ompcloud:8300 OPENED
inp1int02.ompcloud:8301 OPENED
inp1int02.ompcloud:8302 OPENED
inp1int02.ompcloud:8500 OPENED
m x 380
h - eet 'E h me . X e - X c
- < < T < <E vo< © O . B — C * © / 2 y a de
. H H ’ ” ~ ’ ~
(https://www.consul.io/docs/install/ports ® e oha”g¢g 7Y o om

xe_ng'é_dtf c h "omt ™ ~Y tmy t o "'E o
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= X _O . ° m t - ° a * € * m t h toh NNAT®OPMA
) C X m e L e e , . e X Y mt o C 0] . t . C
~ r, 7 o A A~ ~ ~ o~ ,
€ 1 < € * YO ¢ h * - < < € .*2qu t * C < 0
r ~
o c m?®>™e ¢o ao’ e e ” e o
m¢t o —~%F " * < 1 < * 'Y o)
Node:Port |s h m x[s © h m X e I c h "mt ~ -
<d®" AtmsO>. <f s>
h o h > cC o Te 'Yetmgy t§F 7]
e ~ m ™™ T x 0O" 3 coht™ gY y 0/l
"7 ¢ h  Acenter.dample:8300
Ava||ab|||ty . t X m ¢ m X . om¢t x c e omt . ) X e
"omtxceolZht 9b95nd
e _ ¢, . ¢ _ e oa m x . ) .o . t m Yy
och “Cunsel °
3.1126. " "¢/ 2yadd {SNBAOS 1S8FtdK / KSO1r
~ ° ~ mo * h > t e oha~g¢ 10O o mt ™~ t xm
Terthx e Yy m homxnggp /[ 2yadd o
Consul Service Health Check
service_location
ocs-appstore-admin-api-gw 200
htip-//ocs-app local 80/ ocs-appstore-admin-api-gw/admin ‘health/'ocs-appstore-admin-api-gw -
ocs-appstore-adminconsole-m 200
http-//ocs-app local: 80/ ocs-appstore-adminconsole-ui/admin ‘health/ocs-appstore-adminconsole-ui -
ocs-appstore-applications-api 500
http://ocs-app.local: 80/ ocs-appstore-applications-apy/admin health/'ocs-appstore-applications-apt -
ocs-appstore-client-api-gw 200
http-//ocs-app local: 80/ ocs-appstore-client-api-gw/admin health/'ocs-appstore-client-api-gw -
ocs-appstore-dev-api-gw 200
http://ocs-app.local: 80/ ocs-appstore-dev-api-gw/admin health/'ocs-appstore-dev-api-gw -
m X 390
) C . m e L e e , . e . 'Y mt o ’ C 0 . t . C
-~ r M T A ~ L N ,
€ 1 < € * Yo ¢ h * - < < € '*26):.. t * C < 0
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2.0 mt o a e mth tonh |I111AT¢0PMA
roe - o ao’ e e ™ -
«A's‘ c m?©®™ e . < " <
mt o . * * < e ;. e, .0
o< h - q - € * < m * URE* mh < ¢ ° ao € ' < € T <
mto ~*| xe ¢ 68SyRLRAypch " Tyotmy c
CKSIHEGKOKSO1 n o
Ctoho“o DKIU“ULJ Co "ao e . e P
mto % o c h B ~'YOt m 'y c¢ h
L. h ., m 7 " eo. “o'service location", "expose_location",
"service_vhost", "expose_port", "static" ¢h 7 m7.7 ocdnsul -template
3.11.2.7. "~ . ¢l tdzaiuSNJI b2RSa wSIOKIOoAfA
~ B ~ mo * h > t e oha~g¢g 10O o h x TUEt
oe o " 0 _I_"*”mmxt,gp)jh_““ 0
Cluster Nodes Reachability
Node Reachable
ocs-app.local OK
m x 4Qo
ocoom e e e ;e Y mto T eo t : C
e "~ : e ’YO C h M VI 4 e/‘\.27):m t ~w N C é
® c m ™ e o ao’ e e ™ - e A
m¢t o —~%F - * * < T < * 'Y 0
Node s™h m m h c h ® ~'Y tmy T oa e e a
Reachable |” e o ha”™ ¢ Y. 0 t c h e a”t ' “e” €
om¢t x cme ohm t[ om <t x c e om t 0 - m B H
o S o t oh o ppg h e f
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= X —O - ° m t - ° a * € * m t h toh NNAT®OPMA
311.28_ " " . 7 (b3AAYE {SNBAOS tNRE&n
~ ° ~ mo © h ° t e oha™g¢g 0O o c ho h
Mo Mmoo bIAYETZS0, PSNIENR ALY . 6
Nginx Service Proxy
Service name Upstreams Virtual server
ocs-appstore-settings-api OK
ocs-appstore-adminconsole-ui OK
ocs-pkgrepo-egress-api-gw OK
ocs-auth-idp-ui OK
ocs-pkgrepo-pkg-repo-api OK
ocs-auth-admin-api-gw OK
mnn nuth caerae maallia () i
m X 4]0
) Cc X m e L e e ;o e . Y mt o : CO . t ) . C
€ " 1 < € * ’YO ¢ h ok C« - <0eA.*28X:~* t B
~ AZBC*
r - ¢o ao’ e
» c m®™ e <
mto % . . e gc h a h e
* <
Service o * e m h m = o "ao’ e . e ”
name ch =  7yotmy
m h m o
Upstreams|- © ’\* ;. mt o H_ ~ ac A . o .m ’: e e .
0o e x h ™ ¢ 0O e e o0 a M 0 y‘
Virtual "e oha” ¢ Y o e” 7 - 1L g _ eervel
server X - “ e eo o} m h m ~ c h m X t;m t X t
oe  xh® g oeeoa ~“|lZp2 ASNISNIOHf
¢ T eeo m I “ " m @t myx tmt X
Z h t x ™ T 'Ee o opnp m h
omx " mt Yy ot c h e ”
(’)cho_m*hoﬁ_"‘"‘ec*h<otijo[4(ljé
¢h " 7Ee - . n 'H "~ ac ™Y
3.11.29. ~ ° ° T CAfTSauz2NY3IS /2y FTAIdAdzZNI GA 2
- B ~ mo © h > t e o ha™ ¢ 0O o o e
[ s & * r@ X 42P'

181



— "] OTKPbITAS

g o e e MOBUJIbHAA
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Filestorage Configuration

. Fﬂfgto[agelocaﬁon: focs/appstore/applications-api (@755 ocs:ocs)
Configuration file:

fvarfocs/appstorefocs-appstore-applications-api/ocs-appstore-applications-api.yml

s Filestorage location:
Configuration file: I/\\s

fvarfocs/appstore/config. yml

+ Filestorage location: (not exists)

I_*mx420_
mtho " JCAfSat2z2NI3IS f20F0A2Yn
¢ e mtho 7/ 2yFAIdNI GAZ2Y FAf Sn

®

roow

. ~ ’:‘meet ,E ~ AO 0 a X Oh ~ e ~~ ol X ¢

—_— [ © - * *

312, “aomto 'yt “Ee™ Y xmt™eo Pgstgres Proe ~

<

. XPostgreSQL 14/185

m O

m

-~

3121 mt *ee™ m 'Eh h . x] e o7 g0 "3107 c
3122)mt~eo & 'Ee_ "~ " _ho “t'E " x|
h e c - 7 G e"x_| e 0% 590 "7 a o
c ™ h ™ a t h o Y
LC_COLLATE 'en_US.UTF - 8'
LC_CTYPE 'en_US.UTF -8
ENCODINGUTR
“"mt*eo e e * 7T e Y 7 x| omx * mt Y
Xl
LU Tl s rhtga _ " 9 Po®tgrésePse T Y Tt TEe o "o
Xm¢t ™ e o —~ e . m T " x Q0O c ™ t .Y

I postgrespro -<stdlent> -<9 jtefpdw >

I postgrespro - <stdlent> -<o j tcfripd dlient
I postgrespro - <stdlent> -<aj tcfijg-vcontrib
I postgrespro - <stdlent> -<o j tcfipd Nbs |

I postgrespro - <stdlent> -<o j tc fipd gerver
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x o o mt o ’”*a*e*mth*toh* V‘ARE_%‘S;‘G?

3.123..,0 " " tmEXxc hco ™™ " om ™t Toao "'EQO m

samples/sql/create_superuser.sq| > _ .co0o e  oa”e”xY

psql -U<ftsdz LtsoaOlsjdz, s dqd3j ded SClststetsets -br ff sdzdzw

<OHtjMm ~tMmilsOf wreatef >uperuser .sgl -v login =' <d d&3w

Mz jtcf Bdz! L ts9 Osgasg:=> < ff Otetsdzr My jof sdztw ts9 Ols j dzv >

expr ="' <fMmMtes¢ Hj2Mlsoadw Bkyjldes?2 LOfdmd Mz jtef sdz L &
"* c h a h Y

psgl - U postgres -h192.168.137.15 - f create_superuser.sq|l -V

login="ompdbuser' - v pass='Admin123!' - v expr="10 years'

3124 e ™ . 't 'E ¢ ™ ho TE postgredY mc oc0’E 00" 'EQ m
_oa~e " Y
psql - U postgres
ALTER USER postgres with PASSWORD ' i Ote ts;dz!
exit
3.125¢ o e x h ™ ¢ o®egpg "hbad.conf  postagr
Tt Em T T x 0O c ™ h ™ a t h Y
[t c m o B e e Z'ysh *mo"’c’”_"'o‘e e Ltto x 1T
| a’yy x| ZxZ a 'y co TETo "t YT
fmcomo* * xt e t " e eto T
jc ho " co "E"0o “t  “pgYsuperiset gassword¢ ", h T a t h
3.126- mt el " m ¢ 'Ehpg partmdh _ pg cron™ ¢ oao " 'EQ _ 0 :
I .CentOS . hm7 ~ xPpstgreSQL4:
sudorpm -ivhpg _cron_14 -1.6.2 -1.rhel7.x86_64.rpm
tar Txfpg partman -- 5.1.0.tar .gz 7TC /usr/pgsql - 14/share/extension
I .CentOS . hm7 _~ xPpstgreSQLS:
sudorpm -ivhpg cron_15 -1.6.2 -1PGDG.rhel7.x86_64.rpm
tar 1 xfpg_partman -- 5.1.0tar .gz 71 C /usr/pgsqgl - 15/share/extension
I . CentOS hm7 = xPpstgredProls:
sudorpm -ivh pg_cron_14pro -std -1.6.2 - 1l.redos7.x86_64.rpm
tar 1 xfpg_partman -- 5.1.0.tar .gz 1 C /opt/pgpro/std - 14/share/extension
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i s TEt h 10 h_ " xPpstgreSQL4:

sudo rpm - ivh postgresqll4 -pg_cron -1.6.2 -1.alt.p10.x86_64.rpm
tar Txfpg_partman -- 5.1.0.tar .gz 1 C /usr/share/pgsql/extension

i s TEt h 10 h_ " xPpstgreSQLS:

sudo rpm - ivh postgresqll5 -pg_cron -1.6.2 -1.alt.p10.x86_64.rpm
tar Txfpg partman -- 5.1.0.tar .gz 71 C /usr/share/pgsgl/extension

i s T'Et h _10h_ "~ xPpstgreSQLG:

sudo rpm - ivh postgresql16 -pg_cron -1.6.2 -1.alt.p10.x86_64.rpm

tar Txfpg partman -- 5.1.0.tar .gz 71 C /usr/share/pgsgl/extension
i s Bt b 710 . © xPbstgreSQLS:

sudo rpm - ivh postgresqll5 -pg_cron -1.6.2 -1.alt.p10.x86_64.rpm

tar Txfpg partman -- 5.1.0.tar .gz T C /usr/share/pgsgl/extension
i s 7Bt b 710 . © xPbstgreSQLS6:

sudo rpm - ivh postgresqll6 -pg_cron -1.6.2 -1.alt.p10.x86_64.rpm

tar Txfpg partman -- 5.1.0.tar .gz 71 C /usr/share/pgsgl/extension
i s Bt b T10° " xPbstgreProl6:

sudorpm -ivh pg _cron_16pro -std -cert -1.6.2 -altl0.x86_64.rpm

tar 1xfpg partman -- 5.1.0.tar .gz 71 C /opt/pgpro/std - 16/share/extension
i s Bt b 710  _ " xPbstgres Pro 15 Cert

sudorpm -ivh pg _cron_15pro -std -cert -1.6.2 -altl0.x86_64.rpm
tar 1xfpg partman -- 5.1.0.tar .gz 71 C /opt/pgpro/std - 15/share/extension

T 11 .73 .~ xPobstgreSQL4:

L €

sudorpm -ivhpg_cron_14 -1.6.2 - 1l.redos7.x86_64.rpm
tar Txfpg partman -- 5.1.0.tar .gz 71C /usr/pgsql - 14/share/extension

| 11 .73 .~ xPbstgreSQLS:

L €

sudorpm -ivhpg_cron_15 -1.6.2 - 1l.redos7.x86_64.rpm
tar 1 xfpg_partman -- 5.1.0tar .gz 71 C /usr/pgsqgl - 15/share/extension

| 11 .73 .~ xPbstgreSQL6:

L €

sudorpm -ivhpg _cron_16 -1.6.2 - 1l.redos7.x86_64.rpm
tar 1 xfpg_partman -- 5.1.0tar .gz 71 C /usr/pgsqgl - 16/share/extension
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x_o“o*mtﬂo * % a e mth=toh~ V‘ARE_%‘S;‘G?
P .14 .73 . xPostgrefrols:
sudorpm -ivh pg_cron_15pro -std -1.6.2 - 1l.redos7.x86_64.rpm
tar 1 xfpg_partman -- 5.1.0.tar .9z 1 C /opt/pgpro/std - 15/share/extension
TP .14 .73 _° XPostgrerol6:

sudo rpm
tar

i xf pg_partman

-std - 1.6.2 - 1.redos7.x86_64.rpm
.gz 1 C /opt/pgpro/std - 16/share/extension

-ivh  pg_cron_16pro
-- 5.1.0.tar

[N

11 .73 .~ xPobstgres Pro 14 Cert

€

sudorpm -ivh pg_cron_14pro -std -cert -1.6.2 - 1l.redos7.x86_64.rpm

tar 1xfpg partman -- 5.1.0.tar .gz 71 C /opt/pgpro/std - 14/share/extension
P . 14.73 .~ xPbstgres Pro 15 Cert

sudorpm -ivh pg _cron_15pro -std - 1.6.2 - 1l.redos7.x86_64.rpm

tar T1xfpg partman -- 5.1.0.tar .gz 71 C /opt/pgpro/std - 15/share/extension
P .. 14.8 7 xPostgreSQLE:

sudorpm -ivhpg cron_16 -1.6.2 -1.red80.x86_64.rpm

tar Txfpg partman -- 5.1.0.tar .gz 71C /usr/pgsql - 16/share/extension
P .. 14.8 . xXPostgredrole6:

sudorpm -ivh pg_cron_16pro -std -1.6.2 - 1l.redos7.x86 64.rpm

tar 1xfpg partman -- 5.1.0.tar .gz 71 C /opt/pgpro/std - 16/share/extension
i AstraLinux SE 1.7 = xPostgreSQ14:

sudorpm -ivhpg -cron_1.6.2 14 smolensk.amd64.deb

tar Txfpg partman -- 5.1.0.tar .gz 71C /usr/pgsql - 14/share/extension
i AstraLinux SE 1.7 = XPostgreSQL5:

sudo rpm -ivh pg -cron_1.6.2_15 smolensk.amd64.deb

tar Txfpg partman -- 5.1.0.tar .gz 71C /usr/pgsql - 15/share/extension
i  Astralinux SE 1.7 ~ xPobstgreSQL6:

sudodpkg -i pg-cron_1.6.2 16 _smolensk.amd64.deb

tar 1 xfpg_partman -- 5.1.0tar .gz 71 C /usr/pgsqgl - 16/share/extension
i  Astralinux SE 1.7 =~ xPostgres Pro 14 Cert

sudodpkg -ipg -cron_1.6.2 pro -std -cert -14 smolensk.amd64.deb

tar

i xf pg_partman

-- 5.1.0.tar T C /opt/pgpro/std - 14/share/extension

.0z
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[N

JAstra Linux SE 1.7 © xPbstgres Pro 15 Cert

sudo dpkg
tar

i xf pg_partman

-ipg -cron_1.6.2 15 smolensk
-- 5.1.0tar .gz 71 C /opt/pgpro/std

- pro - std - cert.amd64.deb
- 15/share/extension

[N

JAstra Linux SE8L. . © *PbstgreSQL6:

sudo rpm
tar

i xf pg_partman

-ivh  pg-cron_1.6.2 16 _smolensk.amd64.deb

-- 5.1.0tar .gz 71C /usr/lpgsql - 16/share/extension

[N

JAstra Linux SE8L. . © xPbstgres Pro 16 Cert

sudorpm -ivh pg-cron_1.6.2 16 smolensk - pro - std - cert.amd64.deb

tar Txf pg_partman -- 5.1.0.tar .gz 71 C /opt/pgpro/std - 16/share/extension
I Ubuntu , h m22.04 _ ~ xPpstgreSQL41L

sudo rpm - ivh postgresq| -14-cron - 1.6.2 -1.jammy.amd64.deb

tar 1xfpg_partman -- 5.1.0.tar.gz i C /usr/share/postgresq| /14 [extension
I Ubuntu , h m22.04 ,_ = xPpstgreSQL5L

sudo rpm - ivh postgresq| -15-cron - 1.6.2 -1.jammy.amd64.deb

tar 1xfpg _partman -- 5.1.0.tar.gz i C /usr/share/postgresq| / 15/extension
I Ubuntu , h m22.04 .~ xPpstgreSQL6L

sudo rpm -ivh postgresql -16-cron -1.6.2 - 1.jammy.amd64.deb

tar 1xfpg _partman -- 5.1.0.tar.gz i C /usr/share/postgresq| / 16/extension
I Ubuntu , h m22.04 "~ xPpstgres Pro 16

sudo rpm -ivh postgresql - 16pro -cron -1.6.2 -1.jammy.amd64.deb

tar 1xfpg partman -- 5.1.0.tar .gz 71 C /opt/pgpro/std - 16/share/extension
I Ubuntu , h m24.04 , "~ xPpstgreSQL6L

sudorpm -ivh postgresql -16-cron_1.6.5 -1.pgdg24.04+1 amd64.deb

tar 1xfpg _partman -- 5.1.0.tar.gz i C /usr/share/postgresq| / 16/extension
i _ .Debian , hml1 _~ xPbstgreSQL4L

sudo rpm - ivh postgresq| -14-cron - 1.6.2 - 1.bullseye.amd64.deb

tar 1 xfpg_partman -- 5.1.0.tar.gz i C lusr/share/postgresq| /14 [extension
I _Debian _ hm1 _~ xPbstgreSQL5L

sudo rpm - ivh postgresq| -15-cron - 1.6.2 - 1.bullseye.amd64.deb

tar 1 xfpg_partman -- 5.1.0.tar.gz i C lusr/share/postgresq| / 15/extension
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I _Debian _ hm1 _~ xPostgreSQL 16:

sudo rpm - ivh postgresq| -16-cron - 1.6.2 - 1.bullseye.amd64.deb
tar 1xfpg_partman -- 5.1.0.tar.gz i C /usr/share/postgresq| / 16/extension

i _Debian _ hm2 _~ xPpstgreSQL 14

sudo rpm - ivh postgresq| -14-cron - 1.6.2 - 1.bookworm.amd64.deb
tar 1xfpg_partman -- 5.1.0.tar.gz i C /usr/share/postgresq| /14 [extension

i . Debian _ hm2 _~ xPobstgreSQL5L

sudo rpm -ivh postgresql - 15-cron -1.6.2 - 1.bookworm.amd64.deb
tar 1xfpg_partman -- 5.1.0.tar.gz i C /usr/share/postgresq| / 15/extension

I .Debian _ hm2 _~ xPobstgreSQL 16:

sudo rpm - ivh postgresq| -16-cron - 1.6.2 - 1.bookworm.amd64.deb
tar 1xfpg_partman -- 5.1.0.tar.gz i C lusr/share/postgresq| / 16/extension

I .Debian _ hm2 _~ xPostgres Pro 16

sudorpm -ivh postgresql - 16pro -cron - 1.6.2 - 1.bookworm.amd64.deb
tar Txfpg partman -- 5.1.0.tar .gz 71 C /opt/pgpro/std - 16/share/extension

I Platform V SberLinux OS Se®édr . ~ xPlatformV PangolinDB6:

tar 1xfpg_partman -- 5.2.4.tar .gz 1 C /usr/pangolin/share/extension

~

~ " RPM T Th 5ge ™ .go0 "e'YDVDY ™ hx'cagJe'xa’\’

J— P—

“h o9 __  [server /install -infra .tar .gz/install -

(S ] L -

infra / binary [/ postgresql /.

3_:|_2_7_u<h< "“cmx<rrhtﬁ**tm’E x| mo o t t mt

<« - - < - *
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4' e J J - (Y J I_J'I -I - -
HZ s '\:‘H"\ oo rsJ:rn z J ¢ ”
el hd R [ €« (- e - e bd €« [ €«
r s =y »” ”» ”»
S . S . ¢ Y
€« e v €« JI—II_I. -I €« € L€ J
~ch "~ — e oacoe et ™ a m h B
4'1' o < * < — < * < *
e h *mt hax ot ax choea e t
* . F— < M e
~c h ™ ~~ eoacoe et ™ a m h ® X e @ 0 €
*elh mthx_txhe.a* '_o_ac ’e<<ettm"a(*H _..9 X m t
©T,e ., omx " omt 7Y gdplol -irfftashc © ae " EOt "m
install -<o jtefpdw X1 1M& T Yeé€e o he™ Htt . e ylx
6co " h"33" 7
“ o ha™t oa™e " . x ¢ h ™ — e 'Y m h m * a

—_— - < * < - * *

ANSIBLE USER"< d 3" f tsdz' L ' O ldepldy” >infra .sh <§ O Odsj ster >

c m ™~ e c ™ h ™ a t h o oa™e " . x ¢ h ™~ — e

[N * * < < - —_— - <

DN<ddiw fsdz L s9 Olsj dzv >
¢ c “ hHK a X o - tm "y a 'Y ccho T'E 70 * th o

< < —_— - < * - E3 < et * <

ot oh . a e ” m tomot xec {_{|m<h“<’hm““<ahﬁc>kin_rao’oe.et

]~ e e . c “ h ™ a t h e t ® m t S
u<h<1<eE ocxmt*amogt“«tmmmtt%x*g*K *a e
c h T e TR ”'\2"9)(:.’"“ c o

e " e c -Jadtior m t
i . -adtionp 1. . o e e
deploy “mt ™~ eo -
start =" c xXxm
stop mt¢t ™ eo -
flush_all ~R T e
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config /vars /_vars .yml.

189

Y

_x _0o o mt o a e mth™toh~ J”RE—P:#SEG?

.o xao’\7““e*'o c"‘h"‘a<th é<m’\* e -
deploy,

3)-c, -- components

]~ ee . c"'h"’a<th "’""’(t _oacoeumeht
e h”mthx txhe . Z_Gé‘dYoe_foeﬂt*o(hto“uom . cC o0 e
xch"’H’“<e*’Y* ao’(t ch*e*a’"t’Em"‘<*x’O"'*

i dnsmasq;

i nginx ;

i consul ;

i consul -content ;

I consul -template ;

i redpanda ;

i valkey ;

i ocs-user ;

i db;

I syncthing

¢ T " eeoa c”h™a th a o’ it ‘"*"'ﬁ"t'Em
-- components dnsmasq, nginx

0 xao"\,*e (@) ()(m"‘* c * h ™ a t h e ™
ch*a(e<e"’ o Hm’<a_oacoe<et"‘a

4) -d, -- database

u<h<’<e’E ocxmt*a 0 e'";e*m c ”
6ma "¢’ T14e "

0 xao""”’e (@) ()<m"\ c"’h"’a< h e -
"‘°"‘eeo< i cﬁgﬂvé”rsqaorlth_‘_oe‘*t h*c*oeeo



- - A
2.0 mt o a e mth tonh |I111AT¢0PMA
. h X ot mx t mt L. . ~ X 4 . Cc . h - 1c§mponent_s() a C
e ™ e T " eeo 0 c”h®a -th?" T x ° t e o h
5) -- skip - database
h e~ T - T eeo ) c*h ™ a- - th~" ~ox e
— * * L * T 3 €«
6) -1, - limit
]~ e e . c * h ™ a t h e r o t c h . e 'E Jonm
oa™~e "™ "™ x ¢ h ~ — e YS e ™ coh a h Y
- limit exampleO01.omp,example02.omp
_oxao : @Hm(j“* c h a t h e : e .
ch a e e7 _ o o m o a gomt ~ a iﬁv@nttorlfé\s* m/hosts . yrAl; _ €
7) -x, -- extra -vars
¢ " “ e e o0 a c “h ™ a t h c h T 0Ot my e
h = - h t . e Y ¢ mco TVE'x Otm 'y m T 7 X
I pg_uninstall_delete_data=true ¢m Tx 1t Y o x T T e
x =" 7 e PostgréSqL
8)-- force -infra - install
T m —x t Y x ¢ h ™ — e Y c h oe x *
0 acoe e to m h oL x ee ch "omet hhxo t“xeh e’y ¥
m x YoX _ o “<hm*Y_oacoe<etoﬁ e .
e ;e YY
| false ¢¢ © tohe™®™ " 'Y xmt™eo > 0O acoe e to
¥ x " t T
i true ¢7 x 7 t “codetehe™ 'Y xmt= eo - 0
t o 0 a e " m E h m Y - e t P
.o X a o : e O 6. m ) . ) e true | e 0 .
9)-e, --env
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I_x_o“o*mtﬂo ’”*a*e*mth*toh* J”RE‘P&JSEG?

j*ee . a ct*hh -~ "~ " T'yYhxdteho o e 0% g
e”mthom_x __oa&mdé‘_(exent“’“o_‘_i co°ho*e“’y*e‘oha
Lo °’\’Yxmt"“eoﬁ . .o e ” h = °3710.14e - . o h

10) -- help

Qﬁo mch"'“o’eom e oha"c**q)

._.h oa h x_coha"""’%e”“< e YY

1ymt ~eo T o¥eo T e . m 9 _oaco
ANSIBLE_USER="omp" ./deploy - infra.sh -- database 12

2ymt ~eo T o0%eo ots-dpp.local bIAYE e~ 9
ANSIBLE_USER="omp" ./deploy - infra.sh -- components nginx -- limtocs -
app.local

3"~ ~. e  bpbIAYVEY
ﬁNﬁlBlﬁE_USER:"omp" Jdeploy  -infra.sh -- components nginx -- action
ush_a

47" " T _ e  PostgfeSQIN x T 7 T e ra T Tee .9y

ANSIBLE USER=< d d3v { tsdz' L ts' @deplogz" infra.sh -- componentsdb -
- action flush_all -- extra -vars "pg_uninstall_delete_data=true"

5)Ho’“x;<e*< mch"‘ﬁo;eom *e‘oha"‘e**Y
Jdeploy - infra.sh -- help

4_2_"ch"”"‘<e*< m<h“*m”a* Lo

"ch”‘“’\<e*< m<h“*m"'a* Lo ”‘_’\O""<tm
c<h< *c o xm <Z* a e e e”‘mtho< *dep|063,mx
ac.sh . =~ _ " tifsfallc -Z¢ jtefpdw 51 1Mo """ " eeo o e~ 'Ht
x ¢ h ™~ 5 ’:"Y'@".‘é<c o " h "‘3_3)_° < -

o ha ™t oa™e " . x ¢ h ~ — e 'Y m h m * a

- < * < - * *

ANSIBLE USER"<d i3 sdz! L ts9 O'ls jJ dipley -ac.sh <f OtcOd3j Iste™ >
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Lc*m”"e*< c"‘h“”a<tho” _oa*e° xch*ﬁ’\<e

D<ddiw fsdz L s Olsj dzw >

¢ c”“h"‘a<th< x_"‘ ““'< tm "y *.cao’Y"E'hOH“"’*t’L
_otoh a e”"m*tohnot<xec {_{ |m<hﬁ <E"’m<hcﬁ>h<_l*h"’"oi’o<e_et*“
m(hﬁ<;h"’a

2)-s, -- subsystems

]~ e e i c“"h""a<th ”°”<t co°m*mt<axz"'
xch*ﬁ’\<e*’Yz* ao’<t ch*e*a*t’Em’\<°x’O"'*<

T auth (A'Y X 0T

I appstore 0~ 7Y _ T O0OT

i emmo” 7Y _" 0T

imo™ Y 7 0T

T push( =Y ;. .~ 0

i cdn 0~ TDR;

I pkgrepo 6° 7Y .. 0O

¢" " e e o a c"’h““at<th< ao’<t "‘°"’ﬁ”’t’Em’Ym
-- subsystems auth,appstore,pkgrepo,emm,mt, cdn, push

.o xao’\7’“e*'Oc““h"'a<th ()<m’\* e o e ”
-- subsystems auth,appstore,pkgrepo,emm,mt,push

3)-a, -- apps

_|"‘eec.““mh"”a<th ‘"*‘“<t c<h<’<e'Em<h“*mo
_oa"'e*““ xch"‘“’:e*'Yq) r"‘ch*a<hY
-- apps ocs - auth - adminconsole - ui , ocs - appstore - adminconsole - ui

Jm"‘* e<o*30°*ao ) co’“e*t’E_oa"‘e°x m
coth<+x<tm’Y c(h':";c*’mt’i‘*’o ‘E m:; hm “h m c o "

e"”’<e*< c'”h'“a<th"'Y

-- apps all
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_ X _o 3 0 m t 3 0] a ) e ) mt h t o h ' NNAT®OPMA
.o X a o : e O c h a t h o, m . e o gl e
¢ m X ;"’ . <m . o ’_"_gpps.m<< h* *m 7 h ”téa< . tmho(c
% * e e ., a --Csu"bs*i/sferﬁs ctoh® m an“ta ¥ x c h ~ ~YO" " 'Y
h m ™ a c h a e e ™ e ox 7 t ® h 'Ht o a
" T0 o Tomt xc* | omx m t ~Y tmy h * a
h< e e ’<e q)eomt 3 c o m*rﬁ\go)ea Ch*~< .
e ™ - e c ®* h h m .
) < * < € < o *
. -~ L] .4 -~
{—subsysterns (" i.°, . c-appsha th
X
auth ocs - auth - admin - api - gw

ocs - auth - public - api - gw

ocs - auth - admin - cross -tenant -api - gw
ocs - auth - server - public - proxy
ocs - auth -idp - api

ocs - auth - accounts - devices - api
ocs - auth - accounts - users - api
ocs - auth - server -admin

ocs - auth - server - public

ocs - auth - audit - api

ocs - auth - subsystems - api

ocs - auth - config - api

ocs - auth - adminconsole - ui

ocs - auth -idp - ui

appstore ocs - appstore - applications - api
OCSs - appstore - settings - api

0Cs - appstore - adminconsole - ui
ocs - appstore - devconsole - ui
ocs - appstore - admin - api - gw
oCs - appstore - client - api - gw
0Cs - appstore - dev- api - gw

0Cs - appstore - egress - api - gw

~

emm ocs - emra applications - api
ocs - emrmdispatcher - api
ocs - emm devices - api

0CS - emrA state - manager - api
ocs - emm enrollments - api
ocs - emrm policies - api

0CS - emrmreports - api

OCS - emr users - api

ocs - emmjournal - api
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e ™ . e cC ™ h h m .
) < * < € < o *
. -~ . -~ -~
{--subsystems (e~ ;.e, . c-appspa  th

ocs - emmjobs - api

ocs - emmlocations - api

0Cs - emm admin - api - gw

0Cs - emrm device -api - gw

0CS - emr egress - api - gw

mt ocs - mt- tenants - api

0CSs - mt- organizations - api

0cs - mt- admin - api - gw

0CS - mt- egress - api - gw

- €

push 0CS - push - main - api

0ocs - push - transport

ocs - push - admin - api - gw

0CS - push - public - api - gw

0CS - push - egress - api - gw

[y [y

pkgrepo 0CS - pkarepo - pkg - repo - api

ocs - pkgrepo - device -api - gw

ocs - pkgrepo - admin - api - gw

ocs - pkgrepo - egress - api - gw

CDN

cdn 0cCs - cdn - admin - api - gw

ocs - cdn - mobile - api - gw

4) - A, -- action

]~ e e . c *h ™ a t h et t ° m t
u<h<7<eE ocxmt*a o) <mmtﬁ*m . m o o
c h T e o “Sfl)cf‘* c o

e ™ e c . Adtict m
* < -adtlorm -I < © t o * <
deploy “mt ¥ eo ~
start =" c X
stop m¢t ™ eo -
restart h “ Cc X m
config " a e e e ~ 0 oc
e X h ~ C 0O e eo 0] -
flush_all ~T T T e

. 0] X a o : e . O c h a . t h 0. m . e . ’

deploy
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% .0 mt“o a*e*mth toh |I111ATCDOPMA

¢ - " s "™mtH* e o - c o™ m m t a "o T e
m"<°x’o"'<m com“("‘o"“"t< T'E€e o @DN_ Y7 _x X _ X

5) -C, -- clients

]~ e e . c”h~aQpP@_ "~ T€é€rot sy T TVY ot oh
oa™~e " "™ x ¢ h ~ — e YO "~ ch a h Yy
-- clients auth - admin - console , aps-admin - console

h e o % 90 ° aomt . c o e t ADC ¢ a ~ e 1)
coth<'x<thc<h<,*m *O|DCE; Ie(t *coytx’o
c ™ h ™ a t h* Yy
-- clients all

0 xao’“”‘e O ¢~ h™a t h o m ™ e alf * ~ e

6) -d, -- database

]~ e e . c ™ h ™ a t h e t m xh] ¥ hotal "

© < < <« < @ e—

ocxmt*a 9 e ’<e*m c h”“maa<qjﬁ ;|_4)e’ﬁ*ﬁ<'<e

"™ ¢ h a h Y
-- database 12

0 xao"\;”'e (@) o m ™ c ® h ™ a t h e - °
* " " e eo Cﬁghvé"rsff’onth 0o e x h * ¢ 0Ooeeo
config /vars /_vars .yml;

7)-e, --env

]~ e ec.™h t h et t’° ©O'Yh xd t @ ho 0 e 0 I
e "m¢t ho X X|(Dt3‘<96" xco’ho':“e”"Y e o ha™
X m t e o ) ., 0 e h ) *;e3._:|_<0_:|_4o_hx e Y c h

8) -- help

CHo m c h Ho’eow *eloha C**(D

h a h o a "™ e Xx ¢ h ™ — e YY

1)mt"‘eo - m o) m h m o Y
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ANSIBLE_USER= ompg' ./deploy -ac.sh -- action stop

2)7 cxm h  Bcd-appstore - applications -api ., ocs - appstore -
adminconsole
ANSIBLE_USER= ompg' ./deploy -ac.sh -- subsystems appstore -- apps ocs -
appstore - applications - api,ocs - appstore -adminconsole -- action start
3)“0’“x;<e*< mch"ﬁo;eom *e‘oha”'e**y

Jdeploy -ac.sh -- help

4_3_"ch‘”’“<e*< e"mthow_‘a* m<h“*mo“ . [

"ch"ﬁ"‘<e*< e"’mthom_*a* m<hﬁ*moH . c
2mcomo':""a*q)

4_3_1_€como+ M oh oa<e°x<a.ml’)

4311~ "~ "~ t E th<“:'x<a.< e” . e Y ¢”h”a
me e”h xmt ~eo . — . co*m*mt<a —

4312, h xmt~eo t'E oe  xMHEQDc¢c_o0ate’ ‘
ANSIBLE_USER=< d d&3W § sdz/ L t8'6 @dspjoyz" >ac.sh -- action config

uo"ho“eo< oc m™e c hd’emox_ta@_ghgh*:girpg
co"h""Z{_Z’\<

4,32, ¢ o mo *

4321~ " "t E th<':“x<a.< e~ . e Y ¢”h”a
m<h“*mo“ . co"m*mt<a Lo ¢ m~e c
me<e"”h*<H xmt ™ eo . co*‘m**<m_|’_3_<<a L ch*ﬁ<

4_3_2_2_H<h<""cxmt*t’Eth<*x<a.< m h m m
ANSIBLE USER"<d d3w f tsdz' L ts' @ ldgpldy” >ac. sh -- subsystems
<dHjdsdWdC Otste § mrappd fxlyjidgji>j dz@ MmJjteditse -fsumdf
action restart

o " ho%eo 0 C m ™ e c’"hd‘epqoy_ta@_ghch""c%

*
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t c o 0 0 * h e t ™ Xmt¢t ™* e o m h ®
: h e o o cC h o “~e* e o ¢cO me mt *eo
5'1'|_< < o < — * o * < o < *< 'Yg [ TS
om X m c e o X m¢t ™ e o 0o T eo —~ e ¢
_o0c¢c O _install "*x g Jtepdw ihsktal >Fac-mt/ ( ~ finstall -<9 jtemdw
11 [ >/ i nsacamtispr/).
h - . m h : h h -
5'2'|.|< *0 * | I —o< < < ueo< —oc* o» e*
Xmt¢t ™ eo ) o ¥eo —~ e
@ — @© .3 < * @
h o~ eomt 'E h h e o ) 0 C h o * e
'H mc Tx *t h x ’O"' o h ~ e e (0))
h o © . m 0 h h e o 0o C h o * e
Xmt¢t ™ e o 0 o ¥ eo — e .cCo0 e Y tmy c h
o " ho% e~y e¥ obm6 g dye oom th vygooc h oy ~ e
c h ® e ~ Z " o oxaa ee€e t* ¢ c o h : h e 0 a X

< * * < <
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0O a Cc oc X

6_1_Hoh'Y"‘o_o"eo“ e
¢ h=a ~ 9 co*"(h’
eom t . ae e oe Y3 e
o”h““_t<h*mt*_ . XxXmt h ™
jo T e e ohar
T omx’<mt“""Y<tm’Y c omh

coth<**t<"‘<wmh<**Km*t"‘“*
ch “chh™yth ot . = 0 K

Hh(*xmaoth<e m
coth<”*t<""YaY

Totch’”ﬁ_"’ eoﬁow )

pex F T T @ty [ {h”

e, " TEe <on“l'“a“"m t c h
https://auroraos.ru).

I_.Oth<”*t<’-\’E '[""'_’<
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0. **h"‘<tm’Y_""_ "'O*ooo m“o*o°e ) “‘"“h<m
Xmt ™~ eo hmetdl |'b) db eo MY o t h t 'E e * m t|pro” he em.o
ao’ eo c h a}spect.aﬂdresses ’ ot onh a o’ em C 0 & « :
oa™e" Y
kubectl get ipaddresspool -A -oyamil
I DNS domain C_ ¢© e "o a e 3 eo™t ‘o h™ .e aa om
Tx Tt oha H&h T m Ehtpl(s)f< dzOL o Oded§  t5¢ LDNS dzd
domain >;
I cluster name¢_ & Y™ " m tKuberfietes, otoh . T x® ot
o . T mt h c h " “ h t ~'Ee o "o T e * t
ao’eo m coao "'EQO oa~e” Y
kubectl config get - Clusters
I storage class (e . e _oh ”®” mRubériietegStorageClags m
ot oh . at Tmxo® © 7 "t o¥at*’Em ‘Yyh e e yhlumes " e e "$taveful O
c h o @ma ot h t 'E mec m o ~" mmo aoh ™ e -
kubectl get storageclasses
I public key ¢o t __h .d4sh O; c o E'o T o Yoto
Y cxm X mt M éyo ™ h e o % 950 a omt ~0:;
m o h a h o “t 'E om coao " 'EQO oa™e" Y
ssh - keygen -trsa -b 4096
i nfs server ¢CNF® _h h 5 mT o YEjK™®™ .0 Y ch 7
0o o e S "RPM e “ott..)X $dc *Jm 7t o c h c o "~ -
e " en h S H® oo 70X "a o™ t|PgE " h @@ o xmt ™~ ed e a
"o T’ e .md .1 "Ee m ¢ t ™eonmeho” - 39)Px |m T NFS80 tho oh
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X o o " mt ) “ " a e m¢th>1toh™ jagéﬂﬂmﬂﬂ
= J— . - * * NNAT®OPMA
e t F ©G goo'mta¥o t 'E 'Ht o co T c XNF® . & F xh" 7%
xmt”e0’~f‘ga*t* ;<muge*metesexth

_ha h '”“°”“e*’yc”“h”“a<tho“Y
. deploy -k8s.sh -e k8s -A configs
_Please answer a few questions for creating k8s stage configs and
inventories -
Choose Aurora Center deployment mode [testing/production]: testing
Aurora Center external IP: 10.188.25.196
Aurora Center external DNS domain: myd omain.ru
K8s cluster name: microk8s - Cluster
K8s storage class name: microk8s - hostpath
SSH public  key, that will be used for connections to the Management
Server:
ssh - rsa

AAAAB3NzaClyc2EAAAADAQABAAABgQC5A0ABANTQrVxIcCPrgkuXMXOI0y27Z26291KTM+D
xJTwjEj1n78a50xr9P/rdGOSINWFQRZ3pBeINCiYWB8OqvLMEOhCBQQ498EI64DnC7BepS
4tSQyiPnlaprChQBD9VBx4leMUMhoRI01tCHeOcqCBtjvRgp/3ZJScPLMCStU29¢J310nP
P29+JduN9FRO5fI7/MG1h4MetWFcYc6D2eQJ78pAJ0+1CO KEAzpzLRW4Qdw4mki+ukOob2
uunEjOeows2yCumXcKiNpOcp0zV+Ktey2072rVWrPXN1Zs8wya7dmCULmMjKzkOPIBGVATf
fHByWXBBnvcIP7P/86wVwecLrjubmdNTAsDONO+pd1vuuH89Pz8vQxjHEaNPho/Q38RhUX
5EIP4jsNIUVOsgVwdfnJPCdyL7Kal+GOd332YEB8tPHUUbCX+wOKCO10qzkwUPMFXTNh6v
HhO40PthwbCEgZv5jgraW5 D5JqcJIXIEtSZZSMo9WUXaBsNbOtIGts= root@ubuntu22

NFS server for shared storage(ip/hostname or leave empty to deploy in -
cluster nfs server):

* -

¢ h "x TEt 't m h.&a ®"ete m'Yoha ho *e

< < —_—

~ >

" . @ " YinveMtories / < dzOL o Odafkjtclz ) j dbfsts>. yml), ” t

— <

o e x h ™ ¢ oeehx’' € 'Y codfig " énvironfents Y/ < dzOL 9 O dac

—_— [ T * —_— < < v *

sCtolzy j RJwe/ ho e ™y e oha™ g 'Y 0o T6e o xhh

© — * T

c h " 1328 h ¢ ® o0o% 50 “a ae met 4% a8 eee@ mt’"
“hx e x 09
¢ " "l s "YmtH e o c™h "co T~ - t e ™ a ™ e mt hc

- —_— < - L + < *k Tk <

(cluster -admin)_ Kubernetes




- A
X o) o ° - ° - - '
— J— - m t - 0 a * € * m t h toh NNAT®0OPMA
h otmx tmt c h~ * % a e m tmh™ t"oxh@g"

* *

~

T m e h & oe Y a ET 'Ee . . ¢ h RBAG >

e mot % o (

<

*

Xmt¢t ®* e o o ¥ eo —~ e Y m coao ™ 'EQO 0

* * - < * (S AT R

J deploy -k8s.sh -e <dzOL 9 Odzd j ¢ tcAyendiad Wrbac

"™ c¢c h a h Y

* <

. deploy -k8s.sh -ek8s -A render _rbac

¢h<'x’“:Et.’COj“em(eh**:\éx“nx:[oha*hg”::‘éﬁ‘c.h"H*a
Tomt X €®mt " e ¢ " : “rvendered/ocs -rbac/ocs -rbac - initial.yaml ) .
o e e Y (™ : Téenderedlocs -rbaclocs - rbac - update.yaml ).

fc h T ot t'Ee h ho ~ee . T “Kuberrietésa” *’\e’Y* |
mo " ™ e Yoox t e o T c m > m _otoho *x T

10.28..° " "t B "RZMOIMSNJmao
10281~ "t E T "o _x 0O .

7™t o ooe xh™ ¢" o &gnfiy & environments / < dzOL 9 O dac
5Ctolzy j dadfrs » fvars .ymle _ © ¥ go " amo T "*xT(Q"t 'E ¢ Y h T a i
docker _os: <OS>#  ubuntu|sberlinux|astralinux|redos|altlinux
docker_registry_basepath: <docker_registry basepath>

"™ ¢ h a h
docker _os: ubuntu # ubuntu|sberlinux|astralinux|redos|altlinux
docker_registry_basepath: "docker.test.ru/ac"

10.2827 _ " tT tc’)Exmt T e o .

Jm¢t 'E H * h et ™ h = = h t . ¥ e Y

1)/ o m *oh o ot D ::' Ee o TRY2 QT._.S_.N:P o m

2)/ 0 m ¥ o h ) oo¥%"h ~




- - A s

I_x_o“o mtﬂo a*e*mth t o h |I111AT¢0PMA
1 7Y Hto o . _oe  cophAficg/enoicrrfonmént’s/
sCtelzy jdd¥w>/varsf _varsoymlao 77"t 'E m”™ T x Q"

.I. ~ h wl :e t ~

-

k8s_per_service_images: true

.I. ~ h . ~ e t ~ H Y

-

k8s_per_service_images: false

10.2.8.37~ 7o e t 'Em Y mt hRPTGIHSNI © Thkx > e

T <
o ¥ h ™~
;
- n

] 7Y 't o Fogo ° a o . x Tr b E*re TxyYx O

* - <

docker login <registry>

"™ ch -a h
docker login docker.test.ru

10.2.84F - co Te t 'E m%oh x  oet dockdrregistryn ¢
coao "'EQ _oa”~e” .Y

bash deploy -k8s.sh -e <dzOL o O dadk jtc z 4 j>dzd\build_docker_images

"™ ch -a h

<

bash deploy -k8s.sh -ek8s - A build_docker_images

10.2.9¢ . c o "e t 'JE xmt *eo X : m coao " E(

* - — [ R R

bash deploy -k8s.sh -e <dzOL o O dadkjtc z  j>dzd W

"™ ch -a h

<

bash deploy -k8s.sh -ek8s

¢ m T™x - ™ X m c e o Xmt ™ e o *ox 7 t

1 < < © -

Congratulations, all done!

You can access AC from the following URLS -
Ul http://k8s.mydomain.ru/auth/admin/
management - server: ssh ocs@k8s.mydomain.ru
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X 0 o " mt 0 * % a e m¢th™®1toh~

— "] OTKPbITAS
MOBWJIbHASA
' NNATOOPMA

IWarning!

check that k8s.mydomain.ru has a correct DNS record
k8s.mydomain.ru A 10.188.25.196

or alternatively add to yo ur local /etc/hosts file
10.1 88.25.196  k8s. mydomain. ru

h oe ™ - ™* T 'Ee . o ”°
< - 1 E o - o -
* % a e m¢th™>1toh ™ X c h X
* * d * <
CO ~ h ~ . 2 /\O a
3.7.

10.3..0 h 'Y o x 7 * Rybernetés _ _ .

~ S ~ ~

. ¢, . Kuberneteg mx " mt 7Y

tm’Ym c o ao

bash deploy -k8s.sh -e <dzOL o O dadkjtc iz y j>dzd\"delete
kubectl -n <dzOL 9 O dafjtc z 3 j>daiglete pve -- all
kubectl delete ns <dzOL o Odefjtclz ¥ j>dzd W

"™ c¢c h -a h

* " <

bash deploy -k8s.sh -ek8s - A delete
kubectl - n k8s delete pvc - all
kubectl delete ns k8s
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11. ‘] _ . 7! _  CTGRAFANA |

?

"I ]T s mjtgpho ~e  c@rafagna’ hTom EMMOY ¢

-

1Y acoht ™ ot - t o DWJ-’T|-°YX|-@"€ m 90

T < - -

111" mt “ed BN Tl yI mo o t t mt o m

3 - < -

h = h ~ % qhttps://grafana.com/grafana/download?pg=get&platform=docker&plcmt
=selfmanagedox:O G I M3 SRAUGA2Yy T 2-¥% 0 x0 a~efixa h 3

docker run -d -- name=grafana - p 3000:3000 grafana/grafana - 0SS

Lot sem e b 0 m DN} FLEYlF | T Teeoa
* 7 h  hfth:¥localhost:3000/ 07 ° adnmfnY ¢ ~ tadmin)EY

11.2. 0" _70; "B 7o x ° 6SYYL | _ ", mt
Source)

_|’“’Prtoe”oo*oo**ao _.co0o e tEM™T " x Q"

1121, ot e~ o hax . %f@efu™> Cofndctons € - _ ~

> Data sources ).

- A

112277 ~te € I*RR RIF Gl &a2dz2NOSn®
11.2.35- * h ~_t 'EPbstgreSQL

11.247 " c o ""e t’'E m ™ " x Q" c ™ h ™~ a t h . c o "
TNamee”"H*e*< *mto;e*_”‘ T *ee .39 e(jcchho**z
AC_emny,

T HostURL:® " h m ~ coht = x| T

1 Database name :emn)

1 Username . emm

1 Password ;¢ " h @ ©'E'E" 0o emmt . 7Y

1 TLS/SSL Mode : disabled ;

t Version :_ . hm " “PpstgreSQL ~ PostgresPrg mc o “"'E°" x a " Y

€

112577 ~teEZ {N S YR ¢Saidno
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CooTBETCTBHE NONUTHKAM

X 0 o " mt ) “ " a e mth™toh™ P—-Il?'lgé%ll}llmﬂﬂ
= J— . - * * J NNAT®OPMA
11.3.¢ - c o “"e at Ehott tdévices -dashboardjson ,  audit -
dashboard.json, distribute - applications - dashboard.json, distribute -
scripts - dashboard.json, linux - updates - dashboard.json applications -
dashboard.json
Tl T st ; ettogo T 'YUm Y gamples / dashboards /.
J77Yy _acoh it~ ot,Mtcooﬁ’“eeﬂto’E:)rrtn”\<**axo’0"'*< "
1131, 0t o ha (mend £>%Dhshbbards®)t ; ,  t 0
1132 "t E _eoc_x ThSgnod
11.3.3” o .c¢”"*0" o mc m_~ .7 h*t E 7L
11.3.4.40° 7~ t ‘Bevicés!- dashboard . json o ¥ T* m t ‘Ejsor ~
R « )
11357 "t 'E _eoc X (LYLEZNIN®
¢ h "x TBENIF) YL coy tny ce eohaE ¢ RE
ot : toa ¢ _h a h cfi mxaPpe e~ h mxe

YpaneHsi (
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9.0 m L0 a_ €., m th toh |I111AT¢0PMA
11.3.6_0 _ t ochx et | 331135 "W x 9 ot ; to
L I ST " p@ ;¢ ¢ .mcoh ~o ° e e co "
et b <« * — < * © <
XxXm¢th o r]thd’"amo c h o e q e codc % DOt
© * ™ * —_— * < * © < < -

m mt ae . c h —o 8 hOhL*hZ-!L.){eRI\Fm'ERZ [AYdZE
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T a e m¢th>*toh~”

' MOBUJIbHAA

MNAT®OPMA

12 "7t st L 1 T

- — I.” (-J J SS J‘q

S
V ok €€ J |
- A r . 9 r 9 C 5 »r T S 7 A ’ A " IJ r
* - e bk M L - € - * (W TS ‘I.
12.1.. 0 e Xh=™* e oee - - me e~ h X
e h “mt h X t x he 9 oacoe eto
12.1.1.” e _ e t ~ N eifyentories/hosts.yml
¢ e e t ™ higvénries/hosts,yml mo® h>®tmwy = %h
O a -=po*m t o 0SS e~ ot oh Xmt™eo ~ e o~*
X e C 0 e h o “ e Y c mc™*oe® m mct ™~ ha ™. a h oc¢
* _ inventories/hosts.yml ch 7 eo ~ mYaoa U >
- — m g e ™h Y xmt ®eo Y xmt ¥ eo
e h " m ¢t h x t x he . g eo "a gmo eh e tho m “ 0 a e e
ocs-app.ocal . a  _t m ™ " xQo" 7Y
all:
children:
OCSs:
vars:
# 1 0L90Odzdj G dzOMIsjtcO® wvLI| Postgres
# patroni_cluster: ocs - primary
# Jl deszodz-dgy H® (virtual I P) , Colsste” j| B
OCIsd o dzts d3lz
# Mo jtelz 11 o tsMmdztso dzStdpdBy dd@bylisrj g toe §j tolz |4 T
tcjL jtco desf

# CdzOMiIsj toj

# keepalived_cluster_vip:

# ocs - primary: X.X.X.X
children
# ujtco jucdodztly j dzed 2 11
app:

hosts:

ocs - app.local:

# stdzlshgzleo j 6O
content:
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0 m t 0] a*e*mth t o h |I111AT¢0PMA

hosts:
# "wduvi1gr Postgres
postgresql:
hosts:
ocs - app.local:
# sihdtkzs "-d)3 b
dnsmasq:
children:
app:
content:
redpanda:
# 1 0dzOdzmMqesoh d¢ Mjtoadmse " Ngi nx Web Se
nginx :
children
app:
content
pxe:
# wdmMspd@Otclzy j dzdv MLosufMsig o j 6O { tod dzts
consul :
children
# wjto JjtcO® MdMmisy Bi3F B RZOtclz gonslddw MmJ tco d i
consul_servers:
children:
app:
# ¢c6jdzlst MmMdMmisj gz B tpPtc f ftso " Consul "
consul_agents:
children
# postgresql
# wdMmlsj ©30 BB dZOtclz ) § dzCnsuln’y tc® H dglsp gzt o § tc O
consul_content:
children
content :
# gt HMidzoftdc Grg dzd™WtsdeW d 6 Iz tc Oy g & elsd fj Sansul

Template "

Server

consul_template:
children:
app:
content:
# dwjtcodfm cOttOdzlsdtctso Odzdzts?2 H NATESCBreamingfn s ts B

nats_streaming_server:
children:
app:
# wjtcodm cOtOdzlsdictso Odzdzs?2 H sSRdelEAaRda'd Mitss
redpanda :
children
app:
valkey :
# wU Nalkey Hdzv RteOdgj dzdw fj fMfgd 2
children
app:

59

—J
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8 - = - - MOBUJIbHASA
_x _o o mt“o a*e*mth t oh |I111AT¢0PMA
# Valkey Sentinel tBiMfjydeaOjls or Mtk HMiSEY
Valkey
sentinel
children
app: - - -
# ltoddzsy jdzdj Hdzw fd den tes8gdcthidgyd d W 02 dzts o
syncthing
children
app:- . -
# PXEfmJjtco jto Hdzv L Ow tefigjLi€d ¢
pxe:
children:
app:
hosts:

1212 " mt hom ¢ e hkmt ™ emh T x e ¢ o e h o “ e
*e‘h*mthx_txhe 0 _oaﬁco_eo(eet*omxh”‘uemtigé"”‘.
configvard_varsyml_ configsubsystemge = ~ T @ m>Aarga varsyml

¢ v e e o) o e x h™* e o0ee o) ~ " 9
_oacoe RedpandaGonsul, = xValkey , = *PbstgreS@G .°oe x h~

Avars_ym|mco"’E'x’Otm’Yto"'Eo cho g mm

c m ™ e c *h ™ a t ho O evarsymlx B ¢ ®€& e e
o e x h ™ e o0ee o) - —™ 9 B 0 a a e t

12.1.3.°" " m t h o c ® ho ™ m h t o 0 a

e h * mt h x t x h e 9 0O a oe@ e e Kk &b " ¢ o e
configkecretymt configsubsystems fe = ~ e  &erretym mt 2 B K
¢ T ee . g o e xh ™ ¢ o0ee o) - —~~ 9 -

—_— PR T

o acoe RedpandaGonsul, =~ xValkey . = *PbstgreSQL
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(/ vars/ ocs/

X 0 o " mt ) “ " a e mth™toh™ MOBUJIbHASA
NN - . . |I111AT¢0PMA
13.‘ rT » 'l" S ” ”rl roa J — s
6, 1 s _"I1S L, 67 .7
€« — - e L -
13.1. * *~ Y e oo h ao*eg Yxh=~ g oee 9 v T 4
"1 ]T s ¢ Im@ e c*h™~a tho o e x h ~

XxXm¢t ™ eo o oe c¢ch xh* ¢ eoece 0 - =

ethx_txh" _oe *'xh”'e*oee o) *m"‘o“
h m x e m X 440 ¢ h e a h t o a B - e
h .o t h o “ e (@X0) .o t h o ~ e c “h ™ a
c h " ¢co T~ - tm Y]
/ var / ocs/ config /
Db kenvironmen ts
b Cbb <dzOL90Odzdj BStelzy J ddw >
b valsb b
b b  varsc.lyrbl
b canfigb. yml
D b tsubsystems
b Cbb <dzOL 9 Odzdy HBHMIMIsy d3r >
b a[iphcaiions
b b Dbb <d&OL90dzdj MJtoadmO>
b b vars cbb
b b services D.byinl
b b vars . yinb b
b cdofigb. yml
b inlersed . yml
b spied . yml
Db kconfig . yml
Db bnternal . yml
C b tsecret .yml

m x 4o
mo ° h > t m ™ " x QO t c _oe x h
j_oe xh™ & o078 ejars/ocs/canfig/config.yml );
0 0 e X h ™ e o0ee - - cC o

nfig/ subsystems/ <d&zOL9o0O0dzd); §sHMmdMmI
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I_x_o“o"mtﬂo ’”"a*e*mth*toh* J”RE‘P&JSEG?

| _oe .. Xxh " ¢ oee . ""m’\ m c”“ho"Ya*
xe_C*oe*ho"”eHY *Euij”"mthx_txhe L. 0
(/vars/ocs/config/ secret .yml );

T 0o e xh* ¢ o0ee ~ - m h lyars/8ts

—_— v T * < [ ©

/ config/subsystems/ <dzOL 9 Odzd j

fsumdmlsj &g >/

< T <

fnj o d MO>/
¢ 0o e x h™ ¢ oeeoa - - m ® h >~
¢ 0 e x h™” @ oee .ag mo*® “h*’ 4 tcmo "Yme "mmtt h o
~ ’ o e x h ™ ¢ oee - - c " m m
ot~ ~Ee e “mtho m h m o S otoh
" " e e o0 a m Tx . 0 e xh™* e oeeoa h~ m -
""ch a h ¥ m  @cs-Nth-accduntd - users - &pi” STy ot om
o~ h "~ 0o a vy
o e
# Parameters for user accounts
o mmmmmmmeeeee e
ocs - auth - accounts - users - api:
#it
# The number of recently used passwords,
# which system will store for forbidding use it for new password
creating.
H#H
passwordHistoryDepth: 3
H#H
# Maximum inactivity period 45 days.
# If account not use system during this time, account will be
blocked.
# Must be greater or equal to OIDC refresh token lifetime.
Hit
maxAccountinactivityPeriod :"1080 h"
¢"’:s"'JH"’ t h o “ e . 90 e ~ £h c ™ etle
c h "co ™™ ~ tm Y]
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I_x_o“o"mtﬂo * " a e mth=toh~ V‘ARE_%‘S;‘G?
13.2. = "~ Y e oha®g e Y o oe xh™* e oe
ethx t x h ™ 0 e x h~” ¢ o0ee o) > o

c h B e ™ e ™ mhox Ahkdg h & a h t o a

co"*® —~ >~ " h "”’_t h o “ e O ""’_t h o

c h " c o T~ - tm Y]

install  -ac-mt

D b tconfig

b D b tenvironments

b b Cbb <dzOL90Odzdj tsCtelzy j dzdw >

b D b tsubsystems

b Db Cbb <dzOL9OdzdJ Y BHMdMISy d&3g" >

b b D b tapplications

b b b Cbb <dZOLo9Oddj MJjtodmO>

b b Db vars

b b b Db tservices .yml

b b b C b bvars .yml

b b Db tconfig . yml( d dzdonfig .yml. | 2)

b b Db dnternal . yml

b Db C b tscopes . yml

b Db btvars

b Db C bbyvars .yml

b Db tconfig .yml.j 2

b Db dnternal . yml

b Db tyamllint . release . yml

b C b tsecret .yml

C b Bnventories
Dbb <dzOL 9 OdedJ tSGtlkzy j dzdvw >
C b thosts.yml

m x 450

. C e “ h X m t e o mo ° h > =t

i e et ™M enyeptories /hosts .yml;

| _oe x h ™ ¢ 0 e e - - m e e ™
config /vars /_vars .yml;

j __oe x h ™ @ 0 e e - - m ¢ e “ h
config /subsystems / < dzOL 9 Odzd § 1§ 5H Qb lsvarsizr yml/;

i "7 Toe _oe xh” g configdhfigyml. " 27" L L
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I o e x h* ¢ o0ee - - co

—_— vk 1 * < [ ©

(config/ subsystems/ <dzOL 9 Qdzedj Yy, mdMmilsj d&3* >/ conf |

P Toe . o e x h~” e oee . g * "o

—_— [ T * [ ©

(config/subsystems/ <dzOL o Odedj 4§ SHjRfMIS &d" >/ conf |

| _oe X h ™ ¢ o0ee . . . m h m
(config/ subsystems/ <dzOL 9 Odzd § fsufmdmlsj d&ir >/
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