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1. OBLAA MUHOOPMALIMA

1.1. HazHayeHue u cocTas MO

MMNO aBnseTca NPUKNALHbIM MNPOrpPammHbIM obecneyeHMemM CO BCTPOEHHbIMM
MEeXaHM3MaMn 3alNUTbl  MHPOPMALMM OT HEeCaHKUMOHMpOoBaHHOro aoctyna (HCA),
npeaHasHa4YyeHHbIM ANA:

— ynpasieHusa  ycTpoicTBamn®,  OYHKUMOHMPYIOWMMKU  MOA4  YNpasBieHUem
onepaunoHHom cuctembl (OC) ABpopa, OC Android n OC cemeiicTBa Linux;

— YNPaBAEHWA XXMU3HEHHbIM LIMKIOM MPUNOKEHNR?;

— OoTnpaBKM push-yBeaOMNEHWIA Ha YCTpOMCTBA (Kpome YyCTPOMCTB NOA,
ynpasnenmnem OC ceme;

— obHoBneHna OC ABpopa m OC cemenctBa Linux nytem nonydyeHus u3
[OBEPEeHHOro XpaHuaunua naketos ¢ MameHeHnamm OC (obpasza OC) n nux yctaHoBKK. Mpu
3TOM YKa3aHHble MPOLECChbl BbIMOAHATCA WTaTHbIMKU cpeactBamm camomn OC, a MMO
y4acTBYeT Wb B UX MHULMaNM3aumm B OC 1 He rapaHTUpyeT UX YCNeLWHOro 3aBepLlleHuns;

— aBTOMaTM3MPOBAHHOW 06PabOTKM cneayoWmMx BUA0B MHPOPMALINK:

e 06UWen0CTYNHON MHPOPMaLMK;

o MHOOPMALMM OrpaHMYEHHOro JA0CTyna, He CcoAep)Kallen cBeaeHUn,
COCTaBMAOWMX [OCYAAPCTBEHHYIO TaWHy, noanexallen 3aluTe B COOTBETCTBMM C
TpeboBaHMAMM AENCTBYIOLLErO 3aKoHOA4ATeNbCTBaA Poccuinckon depepaumm B obnactu

MHGOPMALMOHHOM Be30MacHOCTH.

! OnpepeneHune TepmuHa «YCTponcTBo» npmuseaeHo B Tabanue (Tabanua 35).
2 Onpepenenve TepmuHa «lMpunoxenne» npmuseneHo s Tabauue (Tabauua 35).
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MMNO moxeT 6bITb MCMNONAb30BAHO, HO HE OrPaHMYMBATBLCS, B CAEAYHOLWMX CUCTEMAX
M obbeKTax:

— B TOCYAapCTBEHHbIX WMHOOPMaAUMOHHbLIX cucTtemax (IMC), He coaeprKalumx
MHGOPMaLMM, COCTaBAAOLLIEN FOCYAaPCTBEHHOM TalHbl, A0 1 Knacca 3aWmUeHHOCTH
BKOYNTENBHO B COOTBETCTBMMU C AOKYMEHTOM «TpeboBaHMA 0 3aLMTe MHDOPMaLMK, He
COCTaBMAKOWEN TOCYAAPCTBEHHYIO TaMHy, COAepXKalenca B rOCYyAapCTBEHHbIX
NHPOPMALMOHHbIX CUCTEMAX», yTBEPKAEHHbIM NpnKkazom PCTIK Poccum ot 11 peBpans
2013 r.Ne 17;

— B MHOOPMALMOHHbBIX CUCTEMAX NepcoHabHbIX AaHHbIX (MCMAH) Ao 1 ypoBHS
3aWMLLEHHOCTM BKIIOYNUTENBHO B COOTBETCTBUU C AOKYMEHTOM «COCTaB U coAeprKaHue
OpraHn3auUMOHHbIX U TEXHUYECKMX Mmep No obecneyeHnto 6e30nacHOCTU NePCOHaNbHbIX
NAHHbIX NpU MX 0H6paboTKe B MHGOPMALMOHHbBIX CUCTEMAX MEPCOHANbHbIX AAHHbIX»,
yTBEpKAEHHbIM Npukazom OCTIK Poccum ot 18 dpeBpana 2013 r. Ne 21;

— B aBTOMATM3MPOBAHHbIX CMCTEMAxX ynpasaeHua 40 1 Knacca 3aWMULEeHHOCTM
BKNOYNTENBHO B COOTBETCTBMW C AOKYMEHTOM «TpeboBaHMA K obecnevyeHnto 3auThl
MHOOPMAUMM B aBTOMATM3MPOBAHHbIX CUCTEMAX YyNpaBAeHMA MNPON3BOACTBEHHbLIMMK U
TEXHONOTMYECKMMM MPOLLECCAaMM Ha KPUTUYECKM BarKHbIX 0ObeKTax, MOTeHUMaNbHO
OonacHbIX 0OBbEKTaX, a TakKe 0ObeKTax, NPeACTaBAAOLULMX NOBbILLEHHYK ONACHOCTb ANA
KM3HW U 340POBbA NOAEN U ANA OKPYKAKOLWEN NPUPOAHOM Cpeabl», YTBEPHKAEH HbIM
npukaszom ®CTIK Poccum ot 14 asrycta 2014 r. Ne 31;

— Ha 3HAaYMMbIX OOBEKTAX KPUTUYECKOMN MHPOPMALMOHHON MHPACTPYKTYpbl 40 1
KaTeropmMm BKAKOYUTENbHO B COOTBETCTBMWM C AOKYMeHTOM «TpeboBaHWs Mo
obecneyeHnto H6€30MaCHOCTU 3HAYMMbIX ODBEKTOB KPUTMUYECKOM WMHPOPMALMOHHON
NHPpPacTPyKTypbl Poccuiickon @epepaumny, yTeepKaeHHbIM npukaszom OCTIK Poccum

oT 25 pnekabpsa 2017 r. No 239;
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— B MHOOPMaAUMOHHbIX cucTtemax (MC) obuwero nonb3oBaHMA A0 2 Kiacca
BK/IOYMTENBHO B COOTBETCTBUM C AOKYMEHTOM «TpeboBaHWsA O 3awmTe MHGoOpMaLUK,
cofeprallenca B MHPOPMALMOHHbBIX cMCTeMax ObLWEero Noab30BaHUAY, YTBEPKAEHHbIM
npukasom OChb Poccum n ®CTIK Poccum ot 31 asrycta 2010 1. Ne 416/489.

MroO cocTonT 13 cneayroWmMx NOACUCTEM:

— noacuctema 6esonacHocTtu (MB);

— noacuctema «MapkeT» (MM);

noacucrema Mnatpopma ynpasnenma (MY);

— noacucTema ynpasneHus TeHaHTamm (MYT);

— noacuctema Cepsuc ysegomnenuin (MCY);

— noacuctema obHosneHns OC (MOOC);

— noacucTema AocTaBKkM KoHTeHTa (CDN).

NMPUMEYAHUE. TMO cocTouT Takke 3 MHPPACTPYKTYPHbIX KOMMOHEHTOB,
npueeaeHHbIx B n. 1.1.2.

Bsaumopencreame mexay noacMCTEMaMM M KOMMOHEHTaMM  MOACUCTEM
OCYLLEeCTB/IAETCA C MCMNOJib30BaHMeM npoTokona HTTP craHgapt RFC 2616, npn 3tom
obmeH aaHHbIMM ocyllecTBaseTca B popmaTe RFC 8259 (JSON).

[Ona nonydeHus push-yBegomneHMn Ha yCTPOMCTBA MCMNOAb3yeTcA push-aAemoH.
Push-nemoH, B cBoto o4vepeab, B3aumoaencrayeT ¢ [MCY no 3awmiieHHoMy npoToKony TLS
(RFC 5246, RFC 8446) c npoTokosiom TCP (RFC 793) Ha TpaHCNOPTHOM YPOBHE.

B kauectBe cepBepa 6a3bl gaHHbix (B) mMcnonb3yetca cepBep C OA4HOW M3
cneaytoumx YCTaHOBAEHHOM cMcTemon ynpasneHua 6asamm ganHHbix (CYB/) Postgres Pro,
Platform V Pangolin naun PostgreSQL, B KoTopon xpaHATca aaHHble MO, ana 4yero npu
pa3BepTbiBaHUM co3aaeTtca cneumanbHaa bl. [na xpaHeHMs MHGOPMAUMM O Ceccuax
ncnonbvsyetca CYB/ Valkey naum Platform V Radish.

Moacuctemsl, BxoadAwme B cocTtas MO, NO3BONAT BbINOAHATL NOrMPOBaHME
MHOOPMALMOHHbBIX CcoobWEeHnn, coobueHnn 06 owunbkax, npeaynpexaeHuin wn

OTNaA04HON MHDOPMALUMM B cUCTEMHbIN KypHan OC (systemd-journald).
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OnuncaHne unHTepdencoB noacuctem, Bxoaswmx B coctas [0, npuBeseHo B
Cnenyowmnx 4OKYMEHTaXx:

— «PykoBoacTBO nonb3osatend. Yacte 1. [loacuctema  6e3onacHoOCTU»
AAMI.20134-01 90 01-1;

— «PyKoBOACTBO no/Jib30BaTenA. Yactb 2. lNoacucrema «MapkeT»
AAMTI.20134-01 90 01-2;

— «PykoBoacTBO nonb3osatend. HYactb 3. Moacuctema lMNnatdopma ynpasneHma»
AQMTI.20134-01 90 01-3;

— «PykoBoacTBO nonb3osatena. HYactb 4. [loacmuctema ynpas/ieHUA TeHaHTaMmM»
AAMTI.20134-01 90 01-4;

— «PykoBoacTtBo monb3osatend. Yactb 5. Moacuctema CepBUC yBEAOMIEHUN»
AAMT.20134-01 90 01-5.

NMPUMEYAHUE. OnucaHne pasaenos mHTepdenca MMNO npuBeseHO B AOKYMEHTE
«Onucanme npumeHenHuna» AAMI.20134-01 31 01.

OnuncaHune paboTbl NPUNOKEHWNN NPUBEAEHO B JOKYMEHTAX:

— «PyKkoBoACTBO nonb3oBaTenda. Yactb 6. lNpunoxeHune «Aspopa MapkeT» and
onepaumoHHom cuctembl ABpopa» AAMI.20134-01 90 01-6;

— «PykoBoacteo nonb3osatenda. Yactb /. [lpunoskeHune «Aspopa LeHTp» and
onepaumoHHom cuctembl ABpopa» AAMI.20134-01 90 01-7;

— *«PykoBoacTBo nonbzosaTens. Yactb 8. MpunoxkeHne «Apopa MapkeT» ans
onepaumoHHOM cuctembl Androidy;

— «PykoBoactBo nonb3osatena. Yactb 9. [llpunoxeHune «Aspopa LeHTp» and
onepaumoHHom cuctembl Android» AZIMI.20134-01 90 01-9;

— *«PykoBoacTBo nonb3osatens. Yactb 10. MpunoxkeHne «ABpopa MapkeT» And
onepauynoHHbIX CUCTEM cemencTBa Linux»;

— *«PykoBoacTBo nonb3osatend. Yacte 11. MpunoxkeHne «Agpopa UeHTp» ana

onepauUyoHHbIX CMCTEM cemencTBa Linux».
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BHUMAHMWE! [lokymeHTbl, OTMeYEHHble *, He BXOAAT B COCTaB CEPTUPUKALMOHHOTO
komnaekTa MMo.

MPUMEYAHMUE. MoapobHana nHbopmauma o paboTe C NPUNOHKEHNAMM, BXOAALLMMM
B COCTaB nno 7z GYHKLMOHMPYOLW MMM Ha cootgeTcTBytowmx  OC,
npvBeaeHa Ha oburuManbHOM Beb-canTe npeanpuATUA-
pa3paboTtumka: https://auroraos.ru/documentation#!/tab/565511138-2. MNpwn
HeobXoAMMOCTM ANA NOAYyYEHUA AONONHUTENBHON MHPOPMALMM MOXKHO HaAMpaBMTb

3aMnpocC Ha 3N1EKTPOHHYIO No4Ty: info@omp.ru.
1.1.1. OnncaHne noacmucrtem

1.1.1.1. Noacuctema besonacHOCTH

MPUMEYAHUE. Bonee noapobHaa nHdopmauma o MNb npuBeaeHa B AOKYMEHTE
«PykoBOACTBO NoNb30BaTeNA. YacTtb 1. Moacuctema 6e3onacHOCTU»
AIMT.20134-01 90 01-1.

b npeaHa3HadYeHa ANa peanmsaummn cneayoumnx GyHkumim 6esonacHoctum MMO:

— NMAEHTUPUKALUM M ayTEHTUDUKALMKN NONb30BATENEN U YCTPONCTB;

— ynpaBAeHUAa NAeHTUPUKATOPaMM NONb30BaTENEN N YCTPOWCTB;

— ynpaBAeHuA cpeacTBaMn ayTeEHTUPUKALNK;

— YNPaB/EHMA YYETHLIMM 3aMUCAMM NONb30BATENEN U YCTPOMCTB;

— ynpaB/eHuAa 40CTyNnom cybbeKToB A0CTyNna K 06beKTam 40CTyna;

— perucTpaumm cobbiTnin besonacHocTy;

— NpeaocTaBAeHMA NONb30BaTENAM A0CTyNa K MHTepdency Mb.

B cocTouT 13 cneayroLmMx KOMNOHEHTOB:

— KoHconb Bxoga nosib3oBaTene;

— KoHconb aagmuHucTpatopa [1b;

— CepBep npunoxeHun Mb.


mailto:info@omp.ru
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KoHconb BxoAa No/sb3oBaTeselt no3sondeT nonb3osatenam MO ocyuwlectsnaTb
BBOA, MAEHTUPUKALUMOHHOM N ayTEHTUPUKALMOHHOM MHGOPMALUN.

KoHconb agmuHucTpatopa [16 no3sonAeT ynpaBAATb YYETHbIMKU  3aMUCAMM
nonb3oBaTenen n paboTaTb C XKyPHANOM pPerncTpaumm codbITUN.

Cepsep npunoxeHuit Mb npeactasnaet coboi COBOKYNHOCTb BED-MPUNOKEHNN,
peanmsyrowmx OGyHKUMM OEe30MacHOCTM, a TaKKe MNO3BOMAKWMX XpaHUTb B B
nNpeaocTaBnAaTb nonb3osatenam MMO AocTyn K AaHHbIM 06 YYETHbIX 3aNUCAX U KYpHany
permcTpaumm cobbITui,

1.1.1.2. Noacucrema «MapKeT»

MPUMEYAHMUE. Bonee noapobHaa nHpopmauma o MM npuseaeHa B CneayroLimx
NOKYMEHTax:

— «PykoBOACTBO no/Nb30BaTens. YacTb 2. Noacucrtema «MapkeT»
AAMTI.20134-01 90 01-2;

— «PykoBoAcTBO nosb3oBatend. Yactb 6. lMpunoxeHne «Aspopa MapKkeT» ans
onepaumoHHom cuctembl ABpopa» AAMI.20134-01 90 01-6.

MMM npeaHasHayeHa Ana obecneyeHma:

— YNPaBAEHMA KM3HEHHbIM LMKJIOM MNPUAOKEHMA (3arpy3ka, cornacoBaHue,
yaanexHue n nybankauma);

— ynpaBieHua auctpubyumer onyob/IMKOBAHHbIX MPUAOKEHMA (CKauMBaHMe,
yCTaHOBKa, 0OHOB/IEHWNE U yaaNneHune);

— NpeaocTaBNeHUA NONb30BATENAM A0CTyNa K MHTepdecy MM,

MM coctonT 13 cneayrowmx KOMMNOHEHTOB:

KoHconb aamuHucTpatopa [NV

— KoHconb pa3zpaboTtynka MM;

— lMpunoxeHne «ABpopa MapKeT»;

— Cepsep npuaoxeHui NM.

KoHconb aamuuHuctpatopa [1IM  nos3BondeT OCyWwecTBAATb B3aMMOAENCTBUE

AamnHuctpatopa Aspopa MapkeTa ¢ [MTM B 4acTh paboTbl C NPUNOKEHUAMM.
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KoHconb paspaboTtumka M nossonAeT Ao6aBnATb HOBble M OOHOBAATL paHee
3arpy)XeHHble MNPUIOKEHMA, a TaKXKe NoayyaTb AOCTyN K XPaHMMOW MHPopmauum o
NPUIOXKEHUAX.

MpunoxxeHwne «ABpopa MapkeT» BbIMNONHAETCA Ha YCTPOWNCTBAX,
OYHKUMOHMPYOWMX noA ynpasneHnem OC, M CAYXKUT ANA OoTOOparKeHWs [AaHHbIX O
NPUNOMNKEHMAX, @ TAKXKe ANS UX 3arPy3KM, YCTaHOBKM, OOHOBAEHMA N yaANEHNA.

Cepsep npunoxerHuit MM npeactasnaeT cobor COBOKYNMHOCTb BEO-NPUNOIKEHUN,
No3BONAKOWNX XpaHUTb B B[l 1 npesoctasnaTb nonb3osatenam MO nHPopmaumto o
npuNoXKeHnAax. [pn 3TOM CaMu MPUNOXNKEHMA, UX 3HAYKM M CKPUHLWOTbI XPaHATCA B
dannoBOM XpaHUANLLE.

1.1.1.3. NMoacuctema MNMnatpopma ynpasaeHms

MPUMEYAHMUE. Bonee noapobHaa nHbopmauma o MY npuBeaeHa B CAedyOLINX
NOKYMEHTax:

— «PykoBoacTtBo nonb3osatena. Yactb 3. Moacucrtema Mnatdopma ynpasBaeHma»
AOMI.20134-01 90 01-3;

— «PykoBoacTBO nonb3osaTena. Yactob /. llpunoxxeHune «Aspopa LeHTp» AnA
onepaumoHHoM cuctembl ABpopa» AAMI.20134-01 90 01-7;

— «PykoBoacTBO nonb3oBaTena. Yacte 9. [llpunoxeHne «Aspopa LeHTp» ans
onepaumoHHom cuctembl Android» AAMI.20134-01 90 01-9.

MY npeaHasHavyeHa Ana obecneyeHms:

— ynpaBaeHna OTAeNbHbIMW YCTPOMCTBAMW (onepaTMBHOE ynpaBAeHWE) W
rpynnamum yCTPOMCTB;

— yNpaBAeHWA NOAUTUKAMU, OPNaNH-CLEHAPUAMMY;

— ynpaBAeHKnA 3anncamm 06 yCTPOMCTBAX M NOJIb30BATENAX YCTPOMCTB;

— YMpaB/eHNA NPUNOKEHMAMM HA YCTPOMUCTBAX;

— KOHTPO/A COCTOAHMA YCTPOWCTB;

— KOHTPO/A NPUMEHEHMA NOIUTUK Ha YCTPOMCTBAX;

— MOHUTOPUHTIA COBbLITUI M NPeAOCTaBNEHNA OTYETHOCTH;



16
AOMI.20134-0191 01

— NpeaocTaBaeHMA NONb30BATENSAM A0CTyNa K nHTepdeicy Y.

Y cocTouT 13 cneayrowmx KOMNOHEHTOB:

— KoHconb agmunHucTpatopa [1Y;

— MpunoxeHne «ABpopa LieHTp»;

— Cepsep npuaoxenHun Y.

KoHconb aamuHucTpatopa [1Y no3BonAeT OCyWecTBAATb B3aMMOAENCTBUE
AamuHuctpaTtopa Maatdopmbl ynpasaeHuma c Y.

MpunoxeHune «ABpopa LleHTp» BbINOAHAETCA Ha YCTPOMCTBAX, GYHKLMOHMPYHOLLUX
noa ynpasneHnem OC, 1 N03BONAET OCYLLECTBAATL B3anmoaencrame MY c yCTPOMCTBOM, a
TaKXe B 3aBMCMMOCTM OT YMNPaBAAOLWEro COOOWEHUA WMAW Ha3HAYeHHOro odpnamH-
CueHapusa, nonyvyeHHoro ot Cepsepa NpuaoXKeHu MY, nmeeT BO3MOXKHOCTb yNpPaBaATb
Pa3/INYHbIMK QYHKLMAMKN YCTPONCTBA.

Cepsep npunoxeHnn MY npeacrtaBnaer coboin COBOKYMHOCTb BED-NPUNOKEHUN,
NO3BONAKOLWNX XPaHUTb B B/l n npeaocTaBnaTe Nonb3oBaTensam MNMO gaHHbIe 0 HACTPOMKAX
n KoHourypaumm OC, a Takke GopmMpoBaTb ynpaBastouinme coobuieHns nu odbnaiH-
CLeHapun ana npunoxeHna «Aspopa LleHTp».

1.1.1.4. loacucrtema ynpas/ieHnAa TEHaHTaMM

MPUMEYAHUE. Bonee noapobHaa nHbopmauma o MYT npuBeaeHa B AOKYMEHTe
«PykoBoAcCTBO nosib3oBatenda. Yacte 4. [loacuctema  ynpas/ieHWMA  TeHaHTaAMKU»
AMT.20134-01 90 01-4.

MYT npeaHasHavyeHa ans obecneyeHusa:

— YNpaBAEHMA KU3HEHHbIM LMKAOM TEHAHTOB (Cco3daHue, peAakTMpoBaHMe W
yaaneHune TEHaHTOB);

— yMpaB/ieHMA OpraHM3auMAMK;

— YMpPaB/IeHNA KOHTAKTHbIMM INLLAMM OPraHn3aLnm.

MYT cocTonT 13 cneytoULmMx KOMMNOHEHTOB:

— KoHcosb agmnHucTpatopa MNyT;

— CepBep npunoxeHuni MNYT.
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KoHconb agmuHuctpatopa [YT nNo3BOAAET OCYWECTBIATb B3aMMOAENCTBUE
AAMWMHUCTPaATOpa TeHaHTOB C [TYT.

Cepsep npunoxeHunn MNYT npeactaBnaetT cobo COBOKYNMHOCTb BED-NPUNOKEHUN,
NO3BONAIOWMX XPaHUTL B B/l 1 npefocTaBnATb Nnosb3oBaTenam MO gaHHble O TeEHAHTaX,
a TaKXe OCyLeCTBAATb yNpaBAeHMe TEHAHTAMM.

1.1.1.5. Noacnctema CepBUC yBEAOMAEHNM

MPUMEYAHUE. Bonee noapobHaa nHdopmauma o MNMCY npuBeaeHa B AOKYMEHTe
«PykoBoactBo  nonb3oBatena.  Yacte 5. [loacuctema  CepBuC  yBEAOMAEHUIA»
AMTI.20134-01 90 01-5.

MCY npeaHa3HayeHa Ana obecneyeHms:

— [0CTaBKM push-yBeAOMNEHMN A0 YCTPOMCTB nod ynpasaeHnem OC ABpopa U
OC Android;

— YNPaBAEHUA KM3HEHHbIM UMKAOM NpoekToB (Ao6aBneHWe, HaAcTpoMKa U
yaaneHue);

— NpeaocTaBAeHMA NONb30BATENAM A0CTyNa K MHTepdency MCY.

MNCY cocTounT 13 cneayroumx KOMNOHEHTOB:

— KoHconb agmnHucTpatopa MCy;

— Cepsep npunoxkerHuin MNCy.

KoHconb aamuHuctpaTopa [CY no3BONAe€T OCyWecTBAATb B3auMMOAEeNCcTBMe
AamunHuctpatopa Cepsuca ysegomneHumin ¢ MCY B 4aCTu yNpaBAeHUA HKU3HEHHbIM LMKIOM
NpoeKToB. [1pn 3TOM NPOEKTbI COAEPKAT CAeayoLLY0 MHPOPMALMIO:

— HacTpoMKku B3ammoaenctemna MNCY n cepsepa BHELHETO NPUIOKEHMA;

— MHOOPMALMIO O BHELIHUX MNPUAOXKEHMAX, Push-yBeAOMNEHWA OT KOTOPbIX
nepeaatoTca Ha YCTPOWCTBA;

— MHPOPMALMIO O KOHTAKTHbIX AMLIAX.
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Cepsep npunoxkerHnin MCY npeacraBnseT cobon COBOKYNHOCTb BED-NPUNOKEHNN,
NO3BONAOWMX XPaHUTb B B[l 1 npeaoctaBnath cybbektam aoctyna MNMO nHPopmaumio o
NPOEKTax, a TakXKe peannsyeT QYHKLUMOHAN AOCTaBKM push-yBeaoOMIeHWM A0 YCTPOMCTB
nocpeacTsom tcp-cepsepa.

1.1.1.6. NMoacuctema obHoBneHua OC

MOOC npeaHasHavyeHa Ana obecneyeHms:

— npeaocTaBaeHua nHeopmaumm o naketax OC;

— ynpasneHua anctpmndyumen naketos OC.

MOOC coCcTonUT 13 cneayowero KOMMNoOHeHTa:

— Cepsep npunoxerHui NOOC.

Cepsep NPUNOKEHNM MoOC npeacrasnaer cobo COBOKYMHOCTb
BEO-NPUNOKEHNI, NO3BONAOLWMX XPaHUTb B B/ 1 npeaocTaBnaTb MHGOPMaLMIO U aapeca
XpaHeHMA NakeTos 3arpyso4vyHoro moayna OC.

Ona xpaHeHua n anctpmbyumm naketoB OC npumeHseTca ¢alinoBbIM cepBep,
Pa3BEPHYTbIN C NCNONAb30BaHMeEM Nginx.

1.1.1.7. Noacmncrtema A4OCTaBKM KOHTEHTA

CDN saBnaetcA onumoHanbHon noacuctemon [MNO wm npegHa3HayeHa ANA
ONTUMM3ALUNM [0CTaBKM KoHTeHTa MMMO (ycTaHOBOYHbIE dalibl NPUIONKEHUIN, 3HAYKM,
CKPUHWOTHI, NakeTbl 06HoBAEHMA OC) nyTem X pa3MeLLeHns (KenpoBaHma) Ha KOHTEHT-
cepBepax TakMm o06pa3om, 4YTOoObl Bpemsa OXWAaHMAa Ana nonb3osaTena 6bino
MUHUMANIbHbIM.

CDN coctouT 13 cneaytowero KOMMNoHeHTa:

— KOHTeHT-cepBepa (KOHTEeHT-cepBepos).

KoHTeHT-cepBep npeacTaBnset cobol  Beb-NpuaoxKeHWe, MN03BOAANOLLEE
KewmnpoBaTb B GanNoBOM xpaHuauule KoHTeHT MMNO n npenoctaBnAaTb K HEMY A0CTYnN
npunoxexHnam «Aspopa LeHTp» n «ABpopa MapKeT», a Takxe OC, Ha KOTOpYylO

BbIMOAMHAETCA AOCTABKa KOHTEHTA.
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1.1.2. OnucaHne nHPPaCcTPYKTYPHbIX KomnoHeHToB MO

K MHOPACTPYKTYPHbIM KOMMOHEHTAM OTHOCATCA KOMMOHEHTbI, KOTOpble He
peanusytoT ueneson GyHkumoHan MMNO mn BbINOAHAOT CEPBUCHbIE QYHKUMW: yNpaBAeHME
cepBMCaMy, TPAHCMOPTMPOBKA 3aMpPOCOB, XpaHeHMe MUHPOopMaLMKM, CUHXPOHM3aLMA
bannos B pacnpeaeneHHom ¢GalMA0OBOM XpPaHWUAWLLE, 3aMyCK 3aZa4 MO PaCciMCaHuio,
napTUUMOHMpPOBaHMe Tabauu, B B/,

MMNO cocTounT 13 cneayroWmx MHOPACTPYKTYPHbIX KOMNOHEHTOB:

— BHYTPEHHUI BaNaHCMPOBLUMK;

— cuctema obHapyxeHusa cepsmcos Consul;

— CpeAacTBo ynpasaeHma koHourypaumamm cepsmcos Consul Template;

— CepBWUC rapaHTMPOBAHHOM A0CTaBKM coobueHunin Redpanda;

— CYbB[ Valkey (fork CYB/ Redis);

— pacwupeHune PG Partition Manager (pg_partman) ans CYB/[ PostgreSQL wu
Postgres Pro;

— MAAHUPOBLUMK 3aaa4d pg_cron ana CYB/ PostgreSQL n Postgres Pro;

— MPUNOXKEHNE AN CUMHXPOHM3aUmMK darnos Syncthing.

Bonee noapobHoe onmcaHme MHPPACTPYKTYPHbIX KOMMOHEHTOB MpMBEAEHO B

noapasaene 2.1.
1.2. CybbekTbl A0CTyNa U NpaBa Ha A4OCTyn K uHTepdencam MNMNO

1.2.1. CybbekTbl goctyna (poau) Mo

CybbeKkTamum A0CTyna MOryT ABNATLCA:
— nonb3oBatenu MM0O;

— npouecchl bes y4yactTus nonb3oBaTenein.
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CybbeKktam [ocTyna MoKeT ObiTb Ha3HayeHa o4Ha WM HECKOMbKo poneit,
NO3BONAOLWMX BbINOHATL CAeAytolLmMe AeNCTBUA:

— AOMWHUCTPATOP YYEeTHbIX 3anuMcer — YyNpaBAATb YYETHbIMW  3aNUCAMM
nonb3oBaTenen (Hannume ponu obszatenbHo B MM0);

— AamuHuctpaTtop ABpopa MapkeTa — ynpasaaTe 1M yepes nHtepdeic MNMO;

— AamuHuctpaTop lNnatdopmbl ynpaBaeHna — ynpaBaaTb 1Y yepes nHTepdeic
MNnno;

— AAMUHUCTPATOP yCcTpoMncTB naThopmbl ynpaBaeHuns — ynpasnatb Y yepes
nHTepdenc MMO 6e3 gocTyna K U3BMEHEHUAM KPUTUYECKMX HACTPOEK;

— AOMWHUCTPATOP TeHaHTOB — ynpasnsaTb YT yepe3 nHtepdenc MMO;

— AamunHuctpatop CepBuca yBEAOMAEHMN — YNPaBAATb XM3HEHHbIM LMKIOM
NPOEKTOB;

— CneuyanncT TeXxHMYeckoro obCcny»KMBaHma ycTponcTe MNaaTthopmbl ynpasaeHma
— ynpaBnath MY yepes nHtepdeinc MMO 6e3 gocTyna ynpasaeHMEM NAaPKOM YCTPOMCTB;

— Cneumannct  TexHUYeckon  noaaepxku  [natdopmbl  ynpaBneHums  —
OCYLLECTBAATb YAaEeHHY0 NOAAEPKKY NOSIb30BaTENEN;

— Onepatop ayamTa — paboTaTtb C XKypHANOM perncTpaumm cobbiTuii,

— Pa3paboTumk — n06aBNATL HOBblE, OOHOBAATH PaHee 3arpyKeHHble NPUNOKEHMA
M NoAy4aTb MHGOPMALMIO O HUX;

— Pepaktop npunoxKeHU — OOHOBNATL WM NoOAy4YaTb MHPOPMALMIO O paHee
3arpy*KEHHbIX MPUNOKEHNAX;

— Monb3oBaTenbs ABpopa MapKeTa — 3arpyXaTb NPUAOKEHMA U NOAy4aTb
MHGOPMALMIO O HUX;

— MobunbHoe npunoxeHue (npouecc 6e3 yyactTua nonb3osaTenei) — noayyaTb

push-yBegomneHus;

* Bosee noapobHoe OnucaHWe HEKOTOPbIX Poaei MNpUBEAEHO B MPUNOXKEHUM [OKyMeHTa «PyKOBOACTBO

nonb3oBaTens. Yactb 1. MNoacucrema 6esonacHocTn» AAMI.20134-01 90 01-1.
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— MpunoxeHne «ABpopa LeHTp» (npouecc 6e3 ydyacTua nonb3oBatenemn) —
Ha3HavyaeTcA yY4eTHbIM 3aNncAM NpUAoKeHUs «ABpopa LieHTp»;
— CepBep BHeLWIHEro nNpuaoXeHus (npouecc Ha cepsepe 6e3 yvacTva UAM C
yyacTMem nosb3oBaTenei) — Ha3HavyaeTcs cepBepam  BHELWHWUX  MPUIOKEHUN,
oTnpaBastoWmx push-ysegomneHuns Ha Cepsep npunoxenuit NCY, ans nx nocneayoulen

nepeaayn B COOTBETCTBYOLLEE MOBUIBHOE MPUIOKEHNE.
1.2.2. MpaBa Ha AocTyn K nHTepderncam MMO

MpaBa Ha AOCTYN K COOTBETCTBYIOLMM pasaenam nHtepodeica MO npuseaeHsl B

Tabnamue (Tabamua 1).



Tabnnua 1
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WUHTepdeiic NMNO

MNpasa Ha gocTyn

Paspen

MNoapasaen

MNoacucrema

KoHconb

CybbeKT gocTyna

MynbTUTEHAHT

TeHaHTbI

MnyT

KoHconb agmuHucTpaTopa MNyT

A,EI,N\I/IHI/ICTpaTOp TEHAHTOB

OpraHmsaumm

MnyT

KoHconb agmmHucTpaTopa MNyT

A,EI,N\I/IHI/ICTpaTOp TEHAHTOB

MOHWUTOPUHT

NHAWKaTOpP®I

ry

KoHconb agmuHucTpaTopa My

— AamuHuctpaTop MNnaatdopmbl ynpasaeHus;
— AamuHucTpaTop ycTponcTs Maatdopmsl
ynpaBneHus;

— Cneunannct TEXHNUYECKOro 0bCNyKMBaHMA
YCTPOWCTB;

— CneumanncT TeXHUYECKOM NoAAEPHKKN
MnatdopMbl ynpasaeHns

Ayant

b

KoHcosb agmuHunctpatopa b

OnepaTop ayauTa

YnpasneHue

YcTponcTea

rny

KoHconb agmnHucTpaTopa My

— AamuHuctpaTtop Mnatdopmbl ynpaBaeHus;
— AAMUHKUCTPaATOpP YCTPOMCTB MNaaTdopmbl
ynpasneHus;

— Cneuyannct TexHMYecKoro obcnyKnBaHMs
YCTPOWCTB;

— Cneuyannct TeEXHMYECKON NoAAEPKKM
Mnatdopmbl ynpasaeHna
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NHTepdenc MNMO

MNpaea Ha gocTyn

Paspen

MNoapasaen

MNoacucrema

KoHconb

CybbeKT gocTyna

[Tonb3oBaTeun

rny

KoHconb agmuHucTpaTopa My

— AamuHuctpaTtop Mnatdopmbl ynpaBaeHus;
— AOMUHKUCTPATOpP YCTPOMCTB MNaaThopmbl
ynpas/ieHus;

— Cneuynannct TexHM4YecKoro obcay>KMBaHNMA
YCTPOMCTB;

— Cneunannct TEXHNYECKOM NoAAEPHKKM
MnaTdopmbl ynpaBaeHua

[MOANTUKK

rny

KoHconb aamuHmuctpatopa 1Y

— AamunHuctpatop MNnatdopmbl ynpaBaeHus;
— AamuHucTpaTop ycTpoicTs Mnatdopmsl
ynpasneHus;

— Cneumannct TEXHNYECKOro 0bCNyKMBaHMA
YCTPOMWCTB;

— Cneunannct TEXHNYECKOM Noaaep KM
Mnatdopmbl ynpaBaeHua

CueHapum

[y

KoHconb aamuHmuctpatopa [y

— AamunHuctpatop MNnatdopmbl ynpaBneHus;
— AAMUHUCTPATOP yCTpoMcTB MNnatdopmbl
yrnpaBAeHNS;

— Cneuyannct TexHMYeCcKoro obcayKnBaHMA
YCTPOWCTB;

— Cneumannct TEXHNMYECKOM Noaaep KM
Mnatdopmbl ynpasBieHua
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NHTepdenc MNMNO MpaBa Ha gocTyn
Pasnen MNoapaspoen |loacucrtema KoHconb CybbeKT gocTyna

®annbl rny KoHconb agmuHucTpatopa Ny [— AamuHuctpaTtop MNaatdopmbl ynpasaeHus;
— AOMUHKUCTPATOpP YCTPOMCTB MNaaThopmbl
ynpaBneHuna;
— Cneunannct TEXHNUYECKOro 0bCNyKMBaHMA
YCTPOMCTB;
— Cneunannct TeXHNYECKOM NoAAEPHKKN
MnaTdopmbl ynpaBaeHua

NMpunoxeHua |[1M KoHconb agmuHuctpatopa MM |AammnHucTtpatop Aspopa MapkeTta

BUTpPUHBI WY KoHconb agmuHuctpatopa MM |AammnHucTpatop Aspopa MapkeTta

CBA3KMK M KoHconb agmuHuctpatopa MM | AamunHuctpatop Aspopa MapkeTa

KAtouen

AOMUHUCTPUPOBAHME |YYeTHble MNb KoHconb aammHucTpaTopa MNb  |AAMUHUCTPATOP YYETHbBIX 3aNnCEN

3anumcu

HacTponkn rny KoHconb agmuHunctpatopa MY | — AgmuHuctpatop Maathopmbl ynpaBaeHus;
— AAMMHKUCTPATOP YCTPOMNCTB MNaaTdopmbl
ynpaBaeHus;
— Cneunannct TEXHNUYECKOro 0BCNYyKMBaHMA
YCTPOWCTB;
— Cneumannct TEXHNYECKOM Noaaep KM
Mnatdopmbl ynpaBaeHuna
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NHTepdenc MNMNO MpaBa Ha gocTyn
Pasnen MNoapaspoen |loacucrtema KoHconb CybbeKT gocTyna
Opr. cTpykTypa | MY KoHconb agmuHuctpatopa MY |- Agmunuctpatop MaaTdopmbl ynpasneHus;

— AOMUHKUCTPATOpP YCTPOMCTB MNaaThopmbl
ynpas/ieHus;

— Cneuynannct TexHM4YecKoro obcay>KMBaHNMA
YCTPOMCTB;

— Cneunannct TeXHNYECKOM NoAAEPHKKN
MnaTdopmbl ynpaBaeHua

Bepcuun OC LY KoHconb agmuHuctpatopa MM |AammnHuctpatop Aspopa MapkeTa
KoHconb pa3paboTtumka MM LY KoHconb pa3paboTtumka MM Pa3paboTumk, PefakTop NpUAOKEHN
[NpoeKThbl rncy KoHconb agmuumctpaTopa MNCY |AamunHmnctpatop CepBuca yBeaoMIeHUIN
[MpnnoxeHne «Aspopa MapkeT» WY [lonb3oBaTesib ABpopa MapkeTa
[MpunoxeHne «Aspopa LeHTp» rny [Mpouecc npunoxeHna «Aspopa LleHTp»
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1.3. OnucaHue npmHumMnos 6esonacHon paboTbl cpeacTea

1.3.1. Obwan nHdopmaLms

MMNO peanunsyeT cneaytouwme GyHKUMM Be3onacHOCTH:

— NnAaeHTUdMKaumMa n ayTeHTMdMKauma cybbeKToB A0CTyNa M 0OBEKTOB A0CTYNa;

— ynpaB/aeHMe AOCTyNnoM CybbeKToB A0CTyNa K 0bbeKkTam 40CTyna;

— peructpauma cobbiTmin 6esonacHocTy.

Mpwn ncnonbzosaHmn MMNO HeOOXOAMMO BbINOAHEHWE CNEAYHOLMX Mep NO 3almTe
MHPOPMaALIMM OT HECAHKLIMOHMpPOBaHHOro aoctyna (HCA):

— cobntoaeHne NapoabHOM NONNTUKMK;

— cobntoaeHne TpeboBaHMA, COrNAacHO KOTOPOMY Naposb He A0/IKEH BKAOYATb B
ceba nNerko BblYMCAAEMbIE COYETAHMA CUMBO/IOB;

— OTCYTCTBME Y MO/1b30BaTeNA NpaBa Nepesadn IMYHOro Naposia TPETbUM NINLLAM;

— 00A3aHHOCTb NO/Ib30BaATENA NPWU BBOAE NAPOAA MCKAOUYNMTb BO3MOMKHOCTb €ro
nepexsaTa TPETbUMM INLLAMU N TEXHUYECKMMWN CpeaCTBaMM.

Mpw akcnayatauymm MMO 3anpewaeTca:

— OCTaBNATb 6e3 KOHTPOA He3abN0KMPOBaHHbIE MPOrpaMmHble cpeacTBa U/ mnm
MNnno;

— pasrnawartb Napoau, BbIBOAWUTb MAPOAW Ha AUCMAEN, MPUHTEP WAWU MHblE

cpeacTsa oTobparkeHma MHGopMaLLMK.
1.3.2. KomnpomeTauma naposen

Moa KomnpomeTalymen naponen HeobxoAMMo NOHMMaTL Caeaytollee:

— GU3MYECKyto yTpaTy HOCMTENA C NAaPOIbHON MHPOPMaALLNEN;

— nepeaavy MaeHTUGUKALMOHHOM MHGOPMALIMM MO OTKPLITLIM KaHasaM CBS3M;
— nepexsaT Napoas Npu pacnpeaeneHnn naeHTMPnKaTopos;

— CO3HaTeNbHY0 nepeaady nHbopmaumm TPETbUM INLLAM.
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MPUMEYAHUE. Tpu  KOMNpomeTaumm  Napona  nonb3oBaTenb  06A3aH

He3amMedNTENbHO ONOBECTUTb A,EI,N\VIHVICTpaTOpa YYETHbIX 3anucen.

1.3.3. OnucaHne napameTpoB (HAcTpoeKk) 6e3onacHOCTM cpeacTBa, AOCTYMHbIX

Ka*kA0W poan Nonb3osBaTenen, 1 nx besonacHble 3Ha4YeHKs

HacTponku napameTpos 6e3zonacHocT MMNO AOCTyMNHbI TONIbKO NO/b30BATENAM C
PONbIO AAMMHUCTPATOP YYETHbIX 3aMMCEN M 3aKAOYAKOTCA B BO3MOXKHOCTWU YyMNpaBaeHUs
ponamun nonbzosatenen MMO.

Monb3osatenam [MMO fOMKHbI HA3HAYATbCA MUHMMA/IbHbIE NPaBa W NPUBUAETNN,

HeobxoAnMble 414 BbINOJHEHMUA UMUK CBOUX AOMKHOCTHbIX 06A3aHHOCTEN (DYHKLMN).

1.4. YcnoBus BbINO/HEHUA

Ons  dyHKUMOHMpoBaHMA [IMNO  HeobxoAMMbl  OMNMCAHHbLIE B HACTOALLEM
noapasaene NPorpaMMHO-TEXHMYECKME CPpeaCTBa.

1.4.1. AnnapaTHble XapaKTePUCTUKN

AnnapaTHble XapaKTePUCTUKK NpuBeaeHbl B n. 2.3.1.

1.4.2. lNporpaMmHble XapaKTepUCTUKN

B Tabnunue (Tabaunua 2) npmuBeneHbl NPOrpaMMHbIE XapaKTEPUCTUKM INEKTPOHHO-

BbIYMCANTENBHOM MallMHbI (OBM), Ha KOTopOoW pacnonaraetca cepsep npunoxeruin MMoO.

Tabnunua 2
MNapameTp 3Ha4vyeHue NHPopmaums 0 nnLeH3nn
OnepaunoHHasd CentOS Bepcun 7 GNU General Public License,
cucTtema version 2
Ubuntu Bepcumn 22.04 Free software, plus some
proprietary device drivers
Ubuntu Bepcumn 24.04 Free software, plus some
proprietary device drivers
Debian Bepcun 11 DFSG-compatible licenses, plus

proprietary firmware files
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MapameTp 3HayeHue NHbopmaups o nmueHsnm
Debian Bepcun 12 DFSG-compatible licenses, plus
proprietary firmware files
AnbT 8 CM* peans 10 KommepyecKasn

Anbt Cepsep 10

PEZ OC 7.3°
(cepTMdULUMPOBaHHbIN)
PEA OC 7.3

PEJ OC 8.0

Astra Linux Special Edition
1.7% (CmoneHck)

Astra Linux Special Edition
1.87 (CMoneHck)

Platform V SberLinux OS
Server 9.1 (fstec)®
Platform V SberLinux OS

Server
NpuKknagHoe Mo «Aspopa LeHTp» Kommepyeckas
nporpammHoe
obecneyeHme

NHdpacTpyKTypHblEe KOMNOHeHTbI MO
BanaHcMpoBLUMK Nginx Web Server Bepcum 2-clause BSD-like license
CepBMCOB 1.27.4 vnn Bbllwe

Platform V SynGX Kommepyeckasn

Cuctema obHapy»eHus |Consul Bepcun 1.22.0 nnm Mozilla Public License, version 2.0
CepBMCcoB BblllE

Cpeactso ynpasneHus |Consul Template Bepcum Mozilla Public License, version 2.0
KoHbUrypaumamm 0.41.2 nnu Bblwe

CepBMCcoB

Cepsuc Redpanda Bepcumn 24.3.9 Redpanda Business Source
rapaHTUMPOBAHHOWM WAV Bbllle License 1.1 (BSL 1.1)

nocTaBku coobuleHnin  |Platform V Corax KommepuecKasn

* Ceptudukat cootsetctauna ®CTIK Poccmm Ne 3866, pevicteuteneH ao 10 asrycra 2028 T.

°> CepTuduKaT cootsetcTeusa ®CTIK Poccun No 4060, aeicteutener Ao 12 aneapsa 2024 r. (OKoH4YaHMe Cpoka
TeXHWYecKon noaaepKkm 31.12.2030 r.).

® Ceptudukat cootseTcTeua ®CTIK Poccmm Ne 2557, peicteuteneH ao 27 aHsapa 2026 T.

7 Ceptndmkat cootetctsua PCTIK Poccun Ne 2557, gercteutesneH 4o 27 aHsapa 2026 r.

8 Ceptudurat cootsetcTBma PCTIK Poccum Ne 4884, nelicteuteneH Ao 04 nekabpa 2029 r.
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MapameTp 3HayeHue NHPopmaums 0 anueHsun
MpunoxkeHne ana Syncthing sepcun 1.25.0 nam |Mozilla Public License, version 2.0
CUHXPOHM3aLMM BblLLE
dannos
Cuctema ynpasaenua |Platform V DropApp (fstec)® |Kommepueckas
KOHTEeMHepamm Platform V DropApp

NMPUMEYAHUE. OC nonkHa bbITb yCTaHOBAEHA B MUHUMANAbHOM KOHGUrypaumum 6es
rpadpuyeckoro nHTepdenca.

BHUMAHWE! B oaHon mn3 cneaytowmx Bepcmm MNMNO naaHmpyeTca npeKkpalleHne
noaaepkm OC CentOS Bepcun 7.

B Tabnuue (Tabnuua 3) npuBedeHbl NPOrpamMMHbie XapakTepuctukn IBM, Ha

KOTOpOW pacnonaraetcs cepsep b/.

Tabnunua 3
MNapameTp 3Ha4yeHue NHpopmauma o anueHsnm
OnepaumoHHan CentOS Bepcun 7 GNU General Public License,
cucrtema version 2

Ubuntu Bepcumn 22.04 Free software, plus some
proprietary device drivers

Ubuntu Bepcun 24.04 Free software, plus some
proprietary device drivers

Debian Bepcun 11 DFSG-compatible licenses, plus
proprietary firmware files

Debian Bepcuu 12 DFSG-compatible licenses, plus
proprietary firmware files

Anbt 8 CIl penns 10 KommepuecKasn

AnbT Cepsep 10

PEA OC 7.3

(cepTMPULMPOBAHHbIN)

PEQ OC 7.3

PEA OC 8.0

Astra Linux Special Edition

1.7 (CMoneHcK)

% Ceptudukat cootsetcTBma PCTIK Poccum Ne 4883, nelictemteneH Ao 04 nekabpa 2029 r.
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MNapameTp

3HayeHue

MHbopMaLMA O NNLIEH3UK

Astra Linux Special Edition
1.8 (CMoneHcK)

Platform V SberLinux OS
Server 9 (fstec)

Platform V SberLinux OS
Server

CYB/,

Postgres Pro Certified
14.18.1% unu sbiwe

Postgres Pro Certified
15.13.1 nav Bblwe

Postgres Pro Certified 16.9.1
WUAN BblLLIE

Postgres Pro Standard
14.19.1 van BblWwe

Postgres Pro Standard
15.14.1 vav Bblwe

Postgres Pro Standard
16.10.1 nau Bbiwe

Platform V Pangolin DB
6.4.2-cve2-fstec'! unm Bblwe

Platform V Pangolin DB 5

Platform V Pangolin DB 6

KommepyecKasn

PostgreSQL 14.19 nnu sbiwe

PostgreSQL 15.14 van Bblwe

PostgreSQL License

PostgreSQL 16.10 naun Bbiwe

NHbpacTpyKTypHbIE KOMMNOHE

HTb! 10

CYB/l ana xpaHeHus
ceccumn

Valkey Bepcum 8.1.4 nnn
Bbllle

BSD-3-Clause License

Platform V Radish

KommepuecKasn

PacwunpeHune CYB/,
PostgreSQL ana
NapTULMOHMPOBAHMA
Tabnnu /1

PG Partition Manager
(pg partman) Bepcumn 5.1.0
VNV BblLle

PostgreSQL License

[1aHNPOBLLMK 33434
ana PostgreSQL

pg_cron Bepcun 1.6.2 nnu
S

PostgreSQL License

10 Ceptudukar cootsetcrauna PCTIK Poccun Ne 3637, aelcteutener ao 05 oktabpa 2029 T.
11 CepTudukat cootsetctauna PCTIK Poccum Ne 4704, nelicteuteneH o 22 asrycta 2028 .
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MapameTp 3HauyeHue NHPopmauma o anueHsnm
Cepsuc ans Patroni Bepcun 3.3.0 naum The MIT License (MIT)
ynpaB/ieHMA KNacTepom |Bbllle
Postgresql
Cepsuc ansa Keepalived GNU General Public License,
6anaHCUPOBKM version 2
Harpy3Ku u
obecneyeHus
OTKa30yCTOMNYMBOCTH
Cuctema ynpasneHuna |Platform V DropApp (fstec) |Kommepuyeckasn
KOHTEMHEepamMum Platform V DropApp

MPUMEYAHMUE. OC ponkHa bbiTb yCTaHOBEHA B MUHUMANbHOM KOHPUIypaLumnm bes

rpadpuyeckoro nHTepdenca.

B tabnunue (Tabnumua 4) npuBeaeHbl NPOrpaMmMHbIe XapaKTEPUCTUKM YCTPOMCTB.

Tabnnua 4
MNapameTp 3HayeHne
OnepaumoHHaa cuctema OC ABpopa, OC Android, OC cemelrictBa Linux
[MpnKnagHoOe NnporpammHoe — npuaoxeHue «ABpopa LleHTp»;
obecneyeHme — npunoxeHune «Aspopa MapkeT»

1.4.3. TpeboBaHMsA K pabo4ynm mecTam Nob30BaTeNEM

MPUMEYAHUE. [1nsa paboTbl nonb3osaTenen ¢ nHrepdemncom MMO HeobxoamMmo
BbIMO/IHEHME CAeAyOWMX YCAOBUI:

— Beb-bpay3ep [Oo0/KeH noaaep:kuBaTb cneaytoume TexHonormm: TLS, CSS3,
HTML5, ECMAScript 5 n Cookie. PekomeHayeTca mncnonb3oBaTb Beb-6pay3ep Chrome
Bepcun 90 nnu BbiLLE;

— Beb-bpay3ep B NC, obpabaTbiBatOWmMX MHGOPMALMIO OTPAaHNYEHHOro A0CTYNa,
Tpebytouwyto 3auWmMTbl B COOTBETCTBMM C 3aKoHOoAaTenbCctBom PO Heobxoanmo
ncnonb3oBatb M3 coctaBa OC, umetowen cepTudumkat cootBetcTBua OCTIK Poccuu.
PekomeHayeTcs MCnonb3oBaTb Beb-Opay3epbl: Firefox ESR Bepcum 91.4 mam Bbllle,
Chromium Bepcumn 87 nnu Bbile;

— pas3peleHne akpaHa MOHUTOPA A0MKHO bbITb He meHee 1280x960 px.
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1.4.4. BapmnaHTbl KOHPUIYPaLMI, A5 KOTOPbLIX MPOBOANNOCE TECTUPOBAHME

BapunaHTbl KOHPUrypaumm cpeabl GYHKLUMOHUPOBAHMA, B KOTOPbIX MPOBOANIOCH

TecTuposaHue MMNO, npuseaeHsl B Tabauue (Tabanua 5).

Tabnnua 5
0oC CyeA

Cent0S-7.9.2009 PostgreSQL 14.19
Cent0S-7.9.2009 PostgreSQL 15.14
Cent0S-7.9.2009 Postgres Pro Standard 14.19.1
AnbT CepBep 10.4 PostgreSQL 14.19
AnbT CepBep 10.4 PostgreSQL 15.14
Anbt Cepsep 10.4 PostgreSQL 16.10
Anbt 8 CI1 penns 10.2.2 PostgreSQL 15.14
Anbt 8 CIM penn3 10.2.2 PostgreSQL 16.10
AnbT 8 Cll penns 10.2.2 Postgres Pro Standard 16.10.1
AnbT 8 Cll penns 10.2.2 Postgres Pro Certified (Bepcua aapa postgres: 15.13.1)
PEANOC7.3 Postgres Pro Certified (Bepcus agpa postgres: 14.18.1)
(cepTMdmUMpPOBaHHbIN)
PEAOC7.3 Postgres Pro Certified (Bepcua aapa postgres: 15.13.1)
(cepTndmuUMpOBaHHbIN)
PENOC7.3.6 PostgreSQL 14.19
PENOC7.3.6 PostgreSQL 15.14
PEAOC7.3.6 PostgreSQL 16.10
PEO OC7.3.6 Postgres Pro Standard 15.14.1
PEOOC7.3.6 Postgres Pro Standard 16.10.1
PEA OC8.0.2 PostgreSQL 16.10
PEO OC8.0.2 Postgres Pro Standard 16.10.1
Astra Linux Special Edition PostgreSQL 14.19
1.7.8.6 (CMoneHcK)
Astra Linux Special Edition PostgreSQL 15.14
1.7.8.6 (CMoneHck)
Astra Linux Special Edition PostgreSQL 16.10
1.7.8.6 (CMoneHcK)
Astra Linux Special Edition Postgres Pro Certified (Bepcus agpa postgres: 14.18.1)
1.7.8.6 (CMmoneHck)
Astra Linux Special Edition Postgres Pro Certified (Bepcus agpa postgres: 15.13.1)
1.7.8.6 (CMoneHcK)
Astra Linux Special Edition PostgreSQL 16.10
1.8.3.8 (CMoneHck)
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OC

CYb/,

Astra Linux Special Edition
1.8.3.8 (CMoneHck)

Postgres Pro Certified (Bepcusa aapa postgres: 16.9.1)

Ubuntu 22.04.5

PostgreSQL 14.19

Ubuntu 22.04.5

PostgreSQL 15.14

Ubuntu 22.04.5

PostgreSQL 16.10

Ubuntu 22.04.5

Postgres Pro Standard 16.10.1

Ubuntu 24.04.2

PostgreSQL 16.10

Debian 11.11 PostgreSQL 14.19
Debian 11.11 PostgreSQL 15.14
Debian 11.11 PostgreSQL 16.10
Debian 12.8 PostgreSQL 14.19
Debian 12.8 PostgreSQL 15.14
Debian 12.8 PostgreSQL 16.10
Debian 12.8 Postgres Pro Standard 16.10.1

Platform V SberLinux OS
Server 9.1.0 (fstec)

Platform V Pangolin DB 6.4.3
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2. APXUTEKTYPA MNO N BAPUAHTbI YCTAHOBKW MO

2.1. OnncaHue KOMMNOHEeHTOB

Ha pucyHkax (PucyHok 1, PUcyHOK 2) npeacTaBneHa Gpuanyeckan apxutekTypa M

aAmarpamma passepTbiBaHmA [1110.

®uanyeckan apxuTekTypa Aspopa LleHTp - 1 cepeep npunoxenuin n 1 cepeep b

3 CermeHT ¢ cepBrucamu “-‘ .” . CermMeHT cepBMCoB O6LLero HasHaqYeHnA

3 Aspopa LleHTp H

! ¥npaenAeman | 5aTCP (DNS) i O
HTTPS 443 \\ | Pabouan MawmHa . UDP123(NTP) :

; Microsoft Micros

TGP 999 Linux Port mapping | TCP 25,465 (SMTP) |
N :;;g > :ggg | TCP 389,636 (MS AD)! Active Directory Active Directory
' @ | 1999 -> i , H ive Dir¢
Vipeanmonos Intemet { | WrTPSIs 4 § HTTP 8008 ;TGP0 (MSADCS) : Certficate Services
MOGUnbHO® ‘ EF TCPgo2s  Aepopallewtp !
JCTROfCTEG : g § o o 2 Cepsep npunoxexui 1 : H
Aspopa/Android S Jd8 S | : !
w 3o 1 : 4 4
! ¥ - TCP 5432 4 1
HTTPS 443 | @y Brewnwit ; : L @ ©
HTTPS 443 TCP 999 L = HanaHCcUpOBLUMK ; H “
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2.1.1. CepBep NpUNOKEHUN
2.1.1.1. 1MNO «Aspopa LUeHTp»

MMNO coctout M3 cneayouwmnx noacuctem: Mb (auth), MM (appstore), MOOC
(pkgrepo), MY (emm), NOYT (mt), CDN (cdn), MCY (push). Kaxpgas noacuctema
npeactasaseT coboi Habop cepBMUCOB.

CepBMCbl pa3HbIX NOACUCTEM MOTYT ObITb Pa3BEPHYTbI KaK HAa OAHUX U TEX Ke HOoAax
cepBepa NPUNOXKEHWNI, TaK U Ha OTAeNbHbIX. Kaxabin cepBuc paboTaeT TO/bKO CO CBOMMM
NAHHbIMK, KOTOPbIE NeXaT B OTAENbHbIX cxemax B b[]. Cxembl MOTYT ObITb pa3BepHyTbl KaK
B 0bwen BJ], Tak 1 B pa3HbiX.

CepBuCbl B3aMMOAENCTBYIOT Mmexay coboit nocpeactsom HTTP 3anpocoB w
obmeHa coobueHnaMM depe3 wWKMHy Redpanda. Bce meKcepBUCHble 3ampochl
ayTEHTUPMUMPOBAHDI.

Ona KoppekTHOW paboTbl cepsucoB noacuctem MM, MY n MOOC B KnacTtepe K
HOOAM cepBepa MPUIOKEHUN HeobXoAMMO MNPMMOHTMPOBATL (GaMN0BOE XPaHUAWULILE

cornacHo n. 3.9.2.
2.1.1.2. BHyTpeHHUI BaNaHCUPOBLLMK

Ha Ka*kaom cepBepe NPUAOXKEHMN YCTaHABAMBAETCSA BHYTPEHHNI HaNaHCMPOBLIMK
Nginx. OH BbINONHAET QYHKUMIO reverse proxy, CAYXKUT A1 BaNaHCMPOBKM M Nepenaum
TpaduKa K cepumcam MMO, a Takke obecneynBaeT MeKCepPBMCHOE B3anumoaencTame. [ns
HEKOTOPbIX KOHEYHbIX TOYEK HACTPOEHO K3LLIMPOBaHME 3aNPOCOB K CEPBMUCAM.

Nginx HacTpanBaeTcA aBTOMATMYECKM Ha OCHOBE MHGOPMaALLMKM O CTaTyCe CEPBMCOB
M3 cuctembl 0bHapyeHuns cepsmrcos Consul.

C Lenbto 3alUTbl CEPBEPOB NPUNOKEHNN OT NPEBbILLEHMA NPeAeNbHOM Harpy3KM Ha
nHTepdeincax, obpabaTtbiBalOWMX BHELWHME 3anpoCbl C NpuaokeHua «Aspopa LeHTpy,

HAaCTPOEHHO OrpaHuYeHne oAHOBPEMEHHO 0bpabaTbiBaeMbIX 3aMPOCOB (TPOTT/IMHT).
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2.1.1.3. Cncrtema obHapyxeHusa cepsucos Consul

Cucrtema o6Hapy>+<eva CepBMCcoB KMCNosibdyetca Aaa MOHUTOPKMHIA COCTOAHWUA

cepsucos MMO. Consul aonkeH ycTaHaBAMBATbCA HA HEYETHOM KONMYECTBE CEPBEPOB.
2.1.1.4. CpeactBo ynpasneHus KoHourypaumamm cepsmncos Consul Template

CpeacTBo ynpaBaeHua KoHOUIypaUuamm CAYKUT A1 aBTOMATUYECKON HAaCTPOMKM
pacnpeaeneHns 3anpocoB MEeXKAY 3SK3eMNAApamu CEepBMCOB 33 CYET M3MeHeHMus
KoHoUrypaumm Nginx Ha ocHoBe MHbOpMmauum o cTaTyce cepsucos MNMO, nonyvyaemomn 13

cmcTembl obHapyKeHna cepsmncos Consul.
2.1.1.5. CepBucC rapaHTMpPOBaHHOM A0CTaBKK cooblueHmin Redpanda

CepBUC rapaHTMPOBAHHOM [A0CTaBKM COODOLLEHWIN MCnoNb3yeTcA AnAa obmeHa
coobuieHnammn mexay cepsucamu MNMO. Cepsuc RedPanda gonkeH ycTaHaBAMBaATbLCA Ha

HEe4YeTHOM KO/InYeCTBe CepBepPOB.
2.1.1.6. CYB/ Valkey

CYb/A Valkey (fork CYB/ Redis) ncnonbsyerca Ana xpaHeHuns Beb-ceccui.
[lna ynpaBneHua oTKkasoycTonumaom koHburypaumen Valkey ncnonb3syerca cepsuc

Sentinel, KOTOPbI AOMKEH YCTAaHABAMBATLCA HA HEYETHOM KOJINYECTBE CEPBEPOB.
2.1.2. Cepsep b/l

B kauvectBe cepsepa b/l ncnonbsyetca CYb/[ PostgreSQL wnnm PostgresPro. [na
paboTbl Takke TpebyeTcA yCTaHOBKA PaCLUMPEHWN pg partman ANA aBTOMATUYECKOTO
MapTULMOHMPOBAHMNA M OYUCTKM HAKAMIMBAOLWMXCA AAHHbIX, U pg cron A4 BbIMOJIHEHWNA

dyHKUNMIM B Bl No pacnucaHuto.
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B HeHarpyXeHHbIXx KOHOUIypaUMsax BCE [AaHHble pPa3MeLLaloTca B  O4HOM
dum3myeckom MHcTaHce BJl. BHyTpu co3patoTca normyeckune b Ans Kaxkaom 13 NnoAcucTem
MMO. JaHHble CepBMCOB BHYTPU IOTMYECKMX 6a3 pa3meLllatoTca B OTAENbHbIX CXEMaX, YTO
MCKNKOYaeT BO3MOXHOCTb 0OpalleHMs OAHMX CEPBMCOB K AaHHbIM APYrMx CEPBUCOB.
OnuncaHHaaA KOHPUTypaLUMa CHUKAET CBA3HOCTb MEX Y CEPBUCAMM N NPU HEOOXOAMMOCTH
NO3BOJIAET BbIHECTM [aHHble MOACUCTEM WU OTAE/IbHbIX CEPBMCOB Ha BblAe/IEHHbIe
cepsepsbl B/.

B BbICOKOHArpy»KeHHbIX KOHPUIypaumax pPeKoMeHAyeTcAa BblAeNUTb AaHHble
Hanbonee HarpyskeHHbix noacuctem b (auth) n MY (emm) B oTAeNbHblIE GU3MYECKMe
6a3bl 4N MUHUMM3ALMK B3AUMHOIO BAMAHMA APYT Ha ApYra.

BA MCY (push) cneayeT BbIHOCUTb B OTAENAbHbIA MHCTAHC MPU  BbICOKOM
MHTEHCMBHOCTM 3anpocos, bonee 500rps.

Cepsep B[] MOXKeT bbITb YCTAHOBAEH KaK C MOMOLbO cUeHapues ycTaHoBkM [0,
TaK M CAaMOCTOATE/NIbHO. B cUeHapMM YCTaHOBKM BKAOYEHbI MUHMMa/IbHbIE BO3SMOXHOCTH
MO YCTAHOBKe primary U replica CEPBEPOB, a TaKXKe HACTPOMKa penamkaumun. B cayyae
OTKa3a OCHOBHOro cepsepa b/l, mepeKkntoyeHMe Ha pPe3epBHbIM CepBep BbIMOAHAETCA

aBTOMATUYECKMU.
2.1.3. BHewHWn 6anaHCHMpOoBLIMK

BHewHNM BanaHCUPOBLLUMK MCNONb3YETCA ANA pacnpeneneHusa TpaduKka Mexay
HOZLAMM CepBepa NPUNOKEHMNN. ITO N03BONAET COaNAHCMPOBATbL HArPy3Ky MeXay HOAaMM
cepBepa NPUNOXKEHUI U NepeHanpaBuTb TPadUK Ha AOCTYMNHble HOAb! B CIy4ae BbIXoAa U3
CTPOA OAHOrO M3 CEPBEPOB MPUIOKEHNN.

BHewHnn ©GanaHcupoBLWKMK He BxoauT B coctas [1MO, onpepenaetca U
pPa3BOpaYMBAETCA MONAb30BATENAMM CAMOCTOATENbHO. B AMpeKTopuM samples B
AMCTPMOYTMBE MMeeTcAa NpMMep KOHUrypaumoHHoro ¢anna ana banaHcmposLmka Nginx

AN 3-X HOA0BOW KOHPUTYpPaLMM cepBepPa NPUNONKEHNNA.
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Ha BHewHem 6anaHCMpOBLLMKE MOXKeT OblTb HAaCTPOEHa 3aliMTa KaHana CBA3M
(npoTtokon HTTPS), noanep:kumeatotcs B Tom ymncne FOCT anropnTmbl. Takxe cyliecTsyeT
BO3MOXHOCTb OTAE/IUTb KOHCO/b aAMWUHUCTPATOpPa OT APYrMx MHTepdencos, BblAEAMB

OTAEeNbHbIM AoOMeEH (NoAA0MEH) UK NOPT.
2.1.4. BHewHwne cnyKobobl

B AdaHHOM NYHKTE nMpmBedeHbl OMMCaHMA BHELWHWX C}'Iy)-l-(6, KOTOpble HE

YCTaHaB/IMBAOTCA BMECTE C OCHOBHbIMM KOMMOHEHTaMM.
2.1.4.1. Cepsep DNS

Cepsep DNS ncnonbayetcs Ana noaydeHma nHbopmaumm o gomeHax (IP-agpeca no

MMeHM xocTa IBM mnam ycTponcTaa).

2.1.4.2. CepBep NTP
Cepsep NTP ncnonb3syeTtcs AnA aBTOMAaTUYECKON CUHXPOHM3ALMM BPEMEHW Ha BCEX

cepsepax.

2.1.4.3. Tlo4yTOBbIN CepBEP
[MoYTOBbLIN CepBep WMCNOAb3yeTcA ANA PACCbIIKM KOAOB aKTMBaALMM YCTPOWCTB,

nonyvyenHna AnarHoCTUY4eCKMX OTHETOB C yCTpOVICTB nT. 4.

2.1.4.4. Microsoft Active Directory
NHTerpauma MMO ¢ Microsoft Active Directory ncnonb3yetcs Ana aBTOMaTUYECKOM
CMHXPOHM3AUMKM CNMCKA NOAb30BaTenen ycTponcts B 1Y CO CNMCKOM MNOAb30BaTeNEN

OpraHuM3aLmMmn, a TakKe 418 aBTOMATMUYECKON NPUBA3KM YCTPOMCTBA K NO/1b30BATEHO.

2.1.4.5. Chyxxbbl ceptudmkato Active Directory (Active Directory Certificate
Services)

Cny»6bl cepTndmKkaToB Active Directory ncnonb3ytoTcs Ana ynpaBaeHMa KAto4eBomn
MHbOpPMaLMeln (3aKPbITbl KAKOY, OTKPbLITBbIA KUY, CepTUOMKAT OTKPbLITOro K/ouya)

NO/Ib30BaTeENEN YCTPOMCTB.
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2.1.5. CepBep BHELWIHEro NpuaoxKeHna

CepBep BHELWHEro MPUIOKEHUS ABNAETCA CEPBEPHOM YacCTblO MPOM3BOLHOMO
BHelWHero (no oTHoweHuo K MMO) npunoskeHuns, Kotopoe ¢ nomolbto NCY ocywecTeaseT

nepeaavy push-yBegomMneHMin Ha COOTBETCTBYOLLEE MOBUIbHOE NPUNOKEHME.,

2.2. BHelwHne nHTepdencol cepsepa npunoxkenui Mo

Mepen, HOAaMW cepBepa MPUAOXKEHWI MOTYT pPacnofiaratbCA pas/inyHble
KOMMOHEHTbI CeTeBOM MHPPACTPYKTYPbl (HAaNpUMep, MEKCEeTeBOW 3KpaH, BHELHUA
6anaHCUPOBLUMK, CPeACTBO KpunTorpadpmyeckom sawmTsl MHGopMaLmnm 1 ap.), Kotopblie
0bpabaTbiBalOT NOCTYNatoWMe K CepBepY NPUAOKEHMIA 3aNpPOChI.

Mo ymon4yaHUIO HoAbl cepBepa NPUAOKeEHU AnA 06paboTKM BHELWHMX 3aNpOCoB
MCNONb3YIOT CheumanbHble BblAeNEeHHble MOPTbl, B3aUMOAENCTBME C  KOTOPbIMM
OCYLLECTBAAETCA MO He 3aLlNLLEHHOMY MPOTOKOAY.

Ona toro 4ytobbl MMO 6bIN0 AOCTYNHO U3 BHELIHEN CETU, Ha KOMMOHEHTaX CETEBOM
MHDPACTPYKTYPbl HEOBXOAMMO HAaCTPOUTL NepeaapecaLmto NOPTOB.

Mpumep Tabanubl nepeaapecaumm noptoB (port mapping) npuBedeH Ha

dU3NYECKOM apXxXMTEKTYPe, a TakKe B Tabauue (Tabanua 6).

Tabnnua 6
Ha3sHaveHue nopTa ropr cepBep“a MNopt CK3U
NPUNOKEHUM
ObpaboTKa 3anpocoB KOHCONEN 8009 (http) 443 (HTTPS)
no/ib3oBaTenei/aAMMHNCTPATOPOB, a TaKKe
3anpocoB NpuaoxkeHnn «Aspopa LeHTp» n «MapkeT»
Ob6paboTKa 3anpoCoOB KOHTEHT-CEPBEPOB 8024 (http) 8443 (HTTPS)
ObpaboTka 3anpocoB OT ycTponcTs K MNCY ans 8025 (tcp) 999 (tls)
nony4yeHua push-ysegomneHni

Ona obpauweHuns Kk MMNO nmeeT cMmbicn 3aBecTy oTaenbHbln gomeH <AC_DOMAIN>
M Ha3HaYMUTb ero Ha CaMbli NepPBbI KOMMOHEHT CeTeBOM MHPPACTPYKTYPbI, KOTOPbLIN

NPUHUMAET 3anpocbkl OT noab3osaTenen MNMO n ycTponcTs.
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NomeH <AC_DOMAIN> w©n BHelWwHWe NOPTbl AO/MKHbI  ObITb  yKasaHbl B

COOTBETCTBYHOLWMX KOHPUTYPALMOHHbIX dannax MNMO B npoL,ecce ero HaCTPOMKM.

2.3. BapuaHTbl ycTtaHosku 110

B 3aBMCMMOCTM OT TpeboBaHUI K KONMYECTBY MNOAAEPKMBAEMbIX YCTPOMCTB

NMPUMEHAIOTCA Pa3/indHble BapmaHTbl ycTaHoBKM [1110.
2.3.1. TpeboBaHMA K anNapaTHbIM XapaKTEPUCTUKAM

[Ona 3anycka MMNO mn CYB/[ Ha 1 cepsepe TpebytoTca cneayowime MUHUMaNbHblEe
annapaTHble XapaKTEePUCTUKM:

— 3 Aaapa npoueccopa;

— 8 b onepaTMBHOM NamATw;

— 50 b cBOHOAHOrO MecTa Ha *KeCTKOM AMCKe.

[aHHY0 KOHOUIYpaLWUIO PEKOMEHAYEeTCA WMCMO/b30BaTb B KAayeCcTBE TECTOBOrO
CTeHAa ANs 03HaKomaeHnA ¢ dyHKUMoHanom MIMO M MHbIX CAyYasx, rae He NPeabABAAOTCA
TpeboBaHMA K NPOM3BOAMNTENBHOCTMU.

BHUMAHWE! Tpoueccopbl cepBepoB C CEPBMCOM FAapPaHTUPOBAHHOW [A0CTaBKM
coobueHnin RedPanda go/mKHbl Noaaep»neaTb Habop MHCTpyKumin SSE 4.2 (Streaming
SIMD Extensions 4.2).

MPUMEYAHUE. B Tabanuax HUKe yKasaHbl annapaTHble TpeboBaHMAa K 3BM B
3aBUCMMOCTM OT MaKCMMANbHOIO KOAMYECTBA NOAAEPKUBAEMbIX YCTPOMCTB.

B Tabnuue (Tabnuua 7) npuBedeHbl annapaTHble XapakKTepucTuku IBM, Ha

KOTOpPbIX pacnoaaratotcsa cepsepbl npuaoxkexuin Mro.

Tabnnua 7
Mapametp Konnuectso yctponcrs
10 000 50000 | 100000 | 200000 | 500 000
[Mpoueccop, KONMYeCTBO AAep 4 4 10 16 12
Obbem onepaTtMBHOM NamaTn, b 10 12 12 16 16
Obbem xecTtkoro amcka HDD, I'b 75 50 110 130 160
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NapameTp KonnyecTtso ycTponcrs
10000 50000 | 100000 | 200000 | 500 000
iops 100 100 100 100 100
CkopocTb ceTu, MbaiT/c 50 50 90 200 220
KonunyecTtso cepsepos 3 3 3 3 6
NMPUMEYAHUE. Tlpu pasmelwleHn GaMoBOrO  XpPaHMAWLLIA Ha  CcepBepe

MPUNOMKEHNA, ODBEM KECTKOTO [AMCKA HEeobXoAMMO YBEWYWUTb Ha pasmep [AaHHOro

XpaHWanila.

B Tabnnue (Tabnnua 8) npneeaeHbl annapaTHble XapaKTepUCTMKM IBM, Ha KOTOPbIX

pacnonaratTca cepsepsl b/,
Tabnuua 8
Konunyectso ycTpomcTts
200 000 500 000
Napametp MM, 1Y, MM, ncy
10 000 {50 000/100 000 e MyT, e ry,
MNoaQC, MyT,
Nncy NooC
[Mpoueccop, KONMYECTBO 4 6 8 4 12 6 22 12
anep
Ob6bem onepaTMBHOM 4 6 8 12 12 22 24 32
namatu, b
Obbem »ecTKoro Amcka 700 | 3200 | 6300 [7200| 6300 |18300(16800| 2800
SSD, b
iops 200 200 200 | 200 | 800 200 | 2000 | 5000
CkopocTb ceTn, MbainT/c 20 50 80 90 120 90 150 150
KonunyecTtso cepBepos 2 2 2 2 2 2 2 2

B Tabnuue (Tabnnua 9) npneeaeHbl annapaTHble XapaKTepucTMKn IBM, Ha KOTOPbIX

pacnosaratoTca cepBepbl C MHGPACTPYKTYPHbBIMKU KOMNOHeHTamu MI10.
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Tabnunua 9
Napamerp KosinyecTso ycTponcTs
10 000 50000 |100000 | 200000 | 500000
[Mpoueccop, KONMYEeCTBO A4ep NHPPaCTPYKTYpPHblE 2 4 6
Obbem onepatMBHOM NamaTn, b KomnoHeHTbI M0 8 10 12
Obbem x»ecTtkoro amncka SSD, I'b pacno/siaratoTca Ha 50 70 70
iops cepBepe NpuaoKeHnn | 2000 2000 3000
CkopocTb ceTn, MbanT/c nno 80 80 150
KonunyecTtso cepsepos 3 3 3

B Ttabnuue (Tabnumua 10) npuBedeHbl annapaTHble XapaKTepucTukiu IBM, Ha

KOTOPbIX pacno/jiaratoTca CcepBepbl C  BHEWHWUM DHanaHCUMpoOBLIMKOM (B Cayyae
ncnosib3oBaHma Nginx).
Tabnunua 10
Nabamer Konnuectso ycTponcTts

P P 10 000 50 000 100 000 | 200 000 | 500 000
[Mpoueccop, KOAMYEeCTBO A4ep 2 4 4 4 6
O6bem onepaTMBHOM NamaTn, I'b 2 4 4 6 6
Obbem xecTtkoro amcka HDD, I'b 90 90 50 30 50
iops 30 30 30 30 50
CkopocTb ceTn, MbainT/c 20 60 60 70 140
KonunyecTtso cepBepos 2 2 4 6 6

B Ttabnunue (Tabnuua 11) npuBedeHbl annapaTHbie XapaKTepucTuku IBM, Ha

KOTOPbIX paCno/siaratoTCA KOHTEHT-CEepBEpPbLI.

Tabnuua 11
Mapamerp KonnuecTtso ycTponcts
10 000 50000 | 100000 | 200000 | 500 000
[Mpoueccop, KOAMYECTBO A4ep - 2 2 2 4
Obbem onepatMBHOM NamaTn, I'b - 4 4 6 8
Obbem xecTtkoro amcka HDD, I'b - 150 150 200 200
iops - 100 100 200 200
CkopocTb ceTn, MbaunT/c - 1100 1100 2200 3000
KonunyecTtBo cepBepos - 2 4 4 6
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B Ttabnuue (Tabnuua 12) npuBedeHbl annapaTHble XapaKTepucTuku IBM, Ha

KOTOPbIX PacnonaratoTcA BHELWHKWE 6aJ'IaHCl/IpOBLLl,l/II-(l/I AONA KOHTEHT-CEPBEPOB (B caydae

ncnonb3soBaHnsa Nginx).

Tabnuua 12
Napamer KoinyecTso ycTponcTs
P P 10 000 50 000 100 000 | 200 000 | 500 000

[Npoueccop, KONMYEeCTBO A4epP - 4 2 4 4
Ob6bem onepaTMBHOM NamaTn, I'b - 12 6 6 4
O6bem xectkoro gmcka HDD, b - 20 20 20 50
iops - 30 30 30 50
CkopocTb ceTu, Mbait/c - 1100 1100 1500 3000
KonunyecTtso cepBepos - 2 4 6 6

[anee npusefeHbl cxembl ycTaHoBKM [1110.

2.3.2. KoHourypaumsa sce B ogHom (MMNO n CYB/[, Ha ogHOM cepepe)

Cepsucbl MMO, WMHPpPaACTPYKTYpHble KomnoHeHTbl [0, KOMNOHEHTbI cpeapbl

dyHKumMoHmnposaHua TMNO, a Takxke cepsep b/l yctaHOBAEHbl Ha OAHOM cepBepe

(PucyHoK 3).
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BHYTPEHHWI NnepyMeTp

Aspopa LleHTp
Cepsep npunoxeHni 1

PucyHok 3



45
AOMTI.20134-0191 01

MPUMEYAHUE. BHewHmn 6anaHcmpoBwmK 1 CK3M He ncnonb3ytoTca.

[aHHYO I-(OH(I)I/II'ypaLJ,l/II-O perkomeHayeTcaA WMCNnoab3oBaATb A/A O3HAKOMNIEHUNA C

dyHKUMOHanom MMNO UM MHbIX CAydYasx, rae He npeabsaBastoTca TpeboBaHMA K

NpPon3BOAMTENLHOCTM, 6E30MNaCHOCTM U HaZexXHoCTK (PUCyHOK 4).

[Ownarpamma paseepTbieaHua Aspopa LieHTp
KoHdurypauwms - Bce B 04HOM

Pa:spaGanwK D
NpUNoXKeHWUA
Ynpaenremoe
MOGMnbHOE YCTPOACTBO

Browser
AnmMuHucTpaTop Aspopa/Android
Ynpaenaeman
Pabouan mawwHa
TCP 8025
HTTP 8009 HTTP 5009 HTTP 8008
\ j // Cepeep ABpopa LleHTp
HTTP L meeeocoas .
BHyTpeHHMA m < ﬁm ] G:’: ;
6anaHCUpPOBLUMK - = i :
Nginx i\ Consul |
Consul |
HTTP 1000010500 Template f @ 1
TCP 10500-11000 i ;
'\ Sentinel |!
™ o @ i
TCP 26379, 637 : )
auth J appstore pkgrepol CP 26379, 6379 '\ Valkey )|
TR
emm || push || cdn mt TCP 9092 } F :
:| RedPanda Nerexpa
l TCP 5432 Basa fnaHHbIX
— B ﬁ"""’-'—-r-;\\ LUnHa cOoBLIeHHi
— - — Kaw
| | [ [ |
@ BanaHcvpoBLMK
auth appstore || pkgrepo mt |
L ) Service Discovery
e, Cepsucsl

PucyHoK 4
2.3.3. KoHpurypauma n3 ogHoro cepsepa NpUAoKeHMM n oaHoro cepsepa b/l

Cepsuchl MMNO 1 nHpacTpyKTypHble KOMMNOHeHTbI MMO ycTaHOBAEHbI Ha OAHOM
cepsepe, a cepsep b/l ycTaHOBNEH Ha OTAE/IbHOM CcepBepe. TaKk¥Ke HAaCTPOEHbl BHELHWI

6anaHCMPOBLLMK, HAa KOTOPOM 3aaaH BHewHM gomeH MNMO, n CK3WM ans 3awmTbl KaHana

CBA3MN.
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[aHHyt0 KOHOUIypauMio PEeKOMEHAYyeTCs WMCMOAb30BaTb B KayecTBe TeCTOBOW,
AMbo B CAy4asx, Korga He npeabasnatoTca TpeboBaHMS K OTKA30yCTOMYMBOCTU U

NPoOM3BOAUTENLHOCTU (PUCYHOK 5, PUCYHOK 6).

duandeckan apxutekTypa Aspopa LleHTp - 1 cepBep npunoxeHnid u 1 cepsep B[

. CermenT ¢ cepaucamn
Aspopa LleHTp

CermeHT cepeucoB 06Lero HasHaueHuA

N ! YnpaenAeman
HTTPS 443 /" . i Paboyar mawmHa
TCP 999 —>/ N Linux
( I

53/TCP (DNS) i -
e . UDP 123 (NTP)
'ort mapping | TCP 25,465 (SMTP) 3 Mi
. * 443 > 5005 ‘ ToPasecs (USAD) | Miarsolt Active Directony
\ 2| 1999 -> 3 . TCP 80 (MSADCS) ! ive Dir
Vnpasnremoe \, Internet ¢ i HTTPS 443, 2 & HTTP 8008 | TCP 80 (MSADCS) Certificate Services
MOGMNLHOE ( N <2 TCPEOZSC Azpopa!LIeHTE I
yCTpORCTBG \,\ /{/ ; 8 § _.O: : Cepaep npunoxeHuii 1 :
Aspopa/Android N ' o 3 ~ ‘ | :
T ' ) | —
Y 4 TCP 5432 ) i
— @ % BHeLwwHuii 4 CF 543 ' | @ @
443 & = GanaHcMpOoBLUMK 1 H
E & post : ! Cepeep DNS  [MouTosbiii cepeep Cepeep NTP
2 H
HTTPS 443
’ —
i f
Patovee mecto . Postgres - primary Neren,
pa3spaboTynka Me’;'?::'m” Cepeep B0 1 Aa
NpyAoXKeH1 Cepeucbl 06Lero HaaHaveHnA
! Cepsucel Aepopa LieHTp
i Paboyee mecTo
\, aAMMHUCTpaTopa

PUCYHOK 5
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Hwnarpamma passepTiiBaHWA Aspopa LieHTp
1 cepsep npunoxeHuin u 1 cepeep B[]

X

U O

PaspatoTumnk
NPUNOMEHWA
Ynpaenaemoe
MOBMNLHOE YCTPOMCTBO
AfMuHMCTpaTOp Aepopa/Android Vnpasnaeman
HTTPS HTTPS
PafoyanA mawnHa
 — L S
- Internet .
HTTPS

HTI'F'S:#<AC_DOM’AIN>
CP:fl<AC_DOMAIN=>:999

Ay &

|4N BHeWHWi

] BHanaHcUpOBLLIMK
HTTP B009/TCP 8025
Cepsep NpUNoXxeHnia
\ 4
BHyTpeHHMIA :

6anaHcupoBiLMK :

HTTP 10000-10500
TCP 10500-11000

Sentinel

L4

s @ |
appstore "pkrepo ’ b )

l auth

C O o o — 3
auth appstore || pkgrepo push
\\___7_ =

| Valkey .
st
emm || push || cdn mt TCP 9092 : @
: HadF'andg:
vy " B

Nerenpa

TGP 5432 Basa paHHbIX
v Postgres - primary| LWnra coobiueHuit
— ___———*—992‘?_‘_9955- Kaw
- e
BanaHcupoBLMK
Kpanunuwe

CucTtema o6Hapy»eHnAa
CepBUCOB

Cepeuckl

P1CyHOK 6
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2.3.4. KnactepHaa KoHpUrypaums (nopaeprkka Ao 10000 ycTponcTs)

B oTanumm oT npeaplayuwlen KoHPUrypaumm B AaHHOM KOHOUrypauum And
obecneyeHns oTkasoycTomumsoctn cepsucbl MNMO M MHPPACTPYKTYPHbIE KOMMOHEHTHI
MMNO cobupatoTca B KNacTep M3 Tpex HoA, Kaxdad M3 KOTopbix obpabaTbiBaeT 3anpocsl.
TaK)Ke yCTaHaBAMBAETCA pe3epBHbIM cepsep b/.

[laHHytO cxemy yCTaHOBKM pPEKOMEeHAyeTCA WCMOo/ab30BaTb B  KayecTse
OTKa30yCTONYMBON KOHIUrypaumn, nogaepkmnsatowen go 10000 ycTporicts (PUcyHOK 7,

PucyHok 8).

dusnveckan apxutexTypa Aspopa LleHTp (10K yCTpoicTB)

BHYTPeHHWA NeprMeTp

CermeHT ¢ CepeHcamn

1 CermeHT CYB[ Postgres
i _ Aspopa LienTp ! o ]
H R «— TCPIUDP : !
8301,8302 !
Postgres L ‘1 CP 5432
; TP cluster Postgres - Leader -
H 5aaa Virtual Cepsep b1
! ¥Ynpaenreman P -
i Pabouan mawwHa
TTPS 443 Linux N Postgres - Replica
- TCP 839 H N\ Port mapping: Cepaep B 2
Ynpasnsewce — ! P 443 > 8009 Ampopallewtp 1 e 08 peep oz .
MOGUNbHOR i e 999 -> 18025 Cepeep NpUNOXEHMA 1 e
yeTpoicTBO . )t s CermeHT cepancos O6ILEro HASHA4EHWA
Aspopa/Android _ Internet { : TP 8008 h i

TCP#<AC_DOMAIN=999

HTTPS 443

H H
"O;‘ TcPeoas T i
I S3/TCP (DNS) f
-
5

1.0 UDP 123 (NTP) | Microsoft Microsoft
=(_J)2 [-HTTP 8009p TCP 25,485 (SMTP) ! Active Directol Active Directory
TCP 8025 Aspopa Lientp TCP 389,636 (MSAD) | w Cerificale Services

; - Cepaep npinoxetii 2 TCP 80 (MSADCS) | :
. BHewHWA I :
H BanascUpoBLUMK H ]
Pabouee mecto : HTTPS 443 ] 5 :
paspafoTiuka H : (©) :

=

HTTPSf<AC_DOMAIN>

NPUNOXEHAN Gepeep DNS Mo4ToBbLIA cepeep Cepaep NTP

MesxceTesoi
aKpaH

=

Aspopa LieHtp
Cepaep NpunoxeHui 3 Nerexpa
Paboqee mecTo
aaMMHMCTpaTopa CepBuch! 0BLIEro HasHAYSHIA
Cepeuctl Aspopa Lieutp

PucyHoK 7/
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Ouwarpamma passepTtbiBaHUA Aspopa LieHTp - 10K ycTpoicTs
i Paspador D
nprnoMewid  Ynpasanewos
Browser Aspopa/Andraid
Jr— Ynpasnaevan
HTTPS 'ab04an MaLnHa
----- e
_____ 4 wrTPS,
HTTPS o )
.
- Biewwh | | o Brewwm
“/b' ‘ Banancnposuwk 1 | le— 3 ‘i\' BanchMpnauMK 2|
I \ \
l l Agpopa LieHTp
f HTTP 8009/TCP 8025 HTTP 8009/TCP 8025 HTTP 8009/TCP 8025 ]
T I
- ) "ﬁ'u%gg:upun 1 = HTTP 8500 LJ Cepeep
BHyTpeHHMT m . HTTP 8500, P! 4 ! .l m BHYTDEHHMA NPUNOXKEHNA 2
6anaHCHpoBILLIMK e = | Consul cluster TCPAUDP 8301,8302 Ngine 6anaHCUpoBLLMIC
Consul G"“"“ i ) Consul T
Template: . I AL Template g
e L‘},‘fu‘;““}m ® Sentinel cluster TCP 26379 i ' T6F  lo500-11600
Sentinel .| | /| sentinel 4, v .
A > Redis replication TCP 6379 i e [ ]
. r ’ TGP 26379,6379 locs/appst
gf,pﬁgf.'u;’ — appstars push auth TGP 26379, 6579 1 yaiay i Valkey auth push || appstore > mwfg:“;’
_’@ { edPanda cluster TCP 33145 : i f o
pkgmpn ml ndn emm TCP 9092 ; X Sl emm | cdn = mt || pkarepo >
RedPanda | i | Redpansa | §
SRR A R Cepsep
ICRiLL o B pwroxern 3
N d = N GanaHeHpoBLIK
i ensdt T Consul
r'@ Template HTTP 10000-10500
TCP 10500+ 11000
Sentinel |
\_,@ e —
| Vakey [TOP 263796378 auth push | appstore | > jcspesor
: focs/emm
3 @
TCP s0oz emm || cdn | mt pkgrspc‘ — =5
FesgPanca
"""" : I
TCP 5432 TCP 5432
TCP 5432 TCP 5432 Jerexna
==r
TCP 5432
TCP 5432 : TCP 5432 Wnka coobweHmi
Cepaep5ﬂ1 - ¥ o o~ -~ v cn psnz Kaw
B o e _— o
Postgres - Leader TcP 8008 mnm Postgres - Replica BanancuposIMK
_% Xpanunmue
CucTena obHapyxeHu
Emm pstcrepigropol| mt Patium Pa\rum s [bopstore|pigrepo|| mt | pusn cepBIcon
C,: Cepauctl
nsu| Agent c-nsu Agent
I
TGP 543

PucyHok 8

2.3.5. KnactepHasa KoHoUrypauma ¢ KOHTeHT-cepBepamm (noagepska Ao 100000
YCTPOWCTB)

B oTanumm ot KoHbuUrypaunm, nogaepkunsatouiert 4o 10000 ycTpONCTB, B AAaHHOM
KOHOUIrypaumm ana onTMMmM3aumm AOCTaBKM KOHTEHTA M CHUMKEHMA HarpysKkM Ha cepsep

ﬂpl/I/'IOH-(eHVIlZ MCNOJIb3YHOTCA KOHTEHT-CEPBEPDLI.



[aHHyto

KOHOUIypaLUn peKomeHayeTcA

50
AOMT.20134-01 9101

MCNo/1b30BaTh,

Koroa TpebyeTtcs

noggep:ka Ao 100000 ycTpoictB u/uam B caydae OONbLION TEPPUTOPUAIbHOM

yAaNeHHOCTWN YCTPOMCTB OT cepBepa npunoxeHunin (PucyHok 9, PucyHok 10).

duanyeckan apxutekTypa Aspopa LleHTp ¢ KOHTeHT cepBepamu (0o 100K ycTpoicTs)

I.]

]

Pabouee mecto
paapaboTunka
PHNOKEHARA

MexceTegoit
aKpaH

Paboqee mecTo
anMUHvCTpaTopa

HTTPSi<AC_CONTENT_DOMAIN>

CerMeHT ¢ cepaicami

| MpUnoxexiiA Aspopa LieHTp |

=

i ¥npasnAeman
! Faﬁu\la:n MaLMHa
- TTPS 443 L Port mapping: i Aspopa Liextp
TCP 938 443 -> 18008 | Cepsep npunoxeHud 1
Ynpasnaemoe ~___ HTTPS 443 1000 = 025 1
HoBAnEHOS p ) 8443 > 8024
YCTRORCTBO /
Aspopa/Android { ! {
Por N nemet Q0 i HTTP 8008 |
\ ) B TCP 8025
N - 52
/ o=
g DI§
S_ Q
HTTPS 243 7 3 . . R Pt
HTTPS 443 E 5 TCF 8025 * Cepaep NPUNOXeHMiA 2
TCP 999 F |

Brewnwnid
BanaHCHPOBUIMK

N

HTTPS 443
'S:<AC_DOMAIN=>:8443

BHyTpeHHWiA nepumeTp

‘Cerment CYB/] Postgres
TCP/UDP
8301,8302 H
Postgres P 54%2] -
.__Tce__ ) cluster Postgres - Leader
5432 Virtual Cepeep B 1
P -
Postgres - Replica
Cepeep 602
GermeHT cepsncoe OBWEro HA3HAYEHNA
53TCP (DNS)
UDP 123 (NTP) |
! TCP 25,465 (SMTP) |
i TCP 389,636 (MS AD) | Microsoft Microsoft
| TCPa0 (MSADCS) | Active Directory Active Directory
i 1 Certificate Services

lEi

Anpupa Llem'p

Aspopa LienTp
CTEDRITEIEILIS Cepeap DNS Mouroekid cepaep  Cepaep NTP
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,
CeruenT KoHTeHT cepaepos
Aspopa LiexTp
. . . . —

ABpopa Llem'p

Cepeuchl 06Wero HasHaueHHA

Anpnpa Uentp Aspopa Llem'p 1
paep 3  KoHTeHT-cepeep 4/

BHewHwi
BanaHcrpoBLIMK

Cepewucsl Aspopa LieHTp

PucyHok 9
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Ouarpamma passepTbiaHvA Aspopa LieHTtp - 100K ycTpoiicTs

HTTPS1<AG GONTENT DOMAN>

- “ p —
‘,1, Brausni Breuwsui
CANAHOUPOBUK 1 GanacuposuK 2

HTTP 8009

- ABpopa uentp |
) . Aspopa Lientp KOHTEHT capaep
HTTP 8009/TCP 8025 HTTP 8008/TCP 8025 HTTP B0QS/TCP 8025 i
v
Hiwp 2500 Cepaep H
BryTpeh = HTTP 8500, Hnnvtnoxeuuw TN = o C q npunoxerud 2| | |
GanancaposwK Q -« | = (@ " Gonsul cluster TCP/UDP 8301,8302 | ISR EI e GananeupoaLm
tgra. o ! Consul R © or
nsul i ‘ i Consul
i x Template 3 5 | Templale
T 00 10500 ) Sentinel cluster TCP 26379 ® Tor oo
! | sentinel ‘ Sentinel
Valkey replication TCP 6379 o - 5
TCP 26378,6379
el appstore| | push auth TCR 2679, 6478 |y M Valkay | uth push | appstore ooy
focsiemm fcyliamn
S iR [ RodPanda cluster TOP 33145 | R
phgrepo || mt | cdn | emm | TCPsosz 4 : emm || cdn | mt || pkgrep
| pasparca R
f ¥
W Gepeep
Feb asTn_—. J® . " npHnOXENWA 3
Consul Fotin Mo Lo
onsul
,@ Tomplale TP 1000010500
TeP | 10500 1000
‘Sentinel v
- f—
Vaker. 4 auth push appmnm| > e
ety
R
ee emm || cdn | mt | pkgrepo
eabarca
\ \ [ e ]
5432 - TGP 64
&
- Podpeschte Vil P e
TeoDR i
£301.8302 H Kow
T i : Ceppep 6112 H
- — E— . &3 _ —r Ry i pv—
[rem—
Crncrena ofmapymeriR
CEpBMCOR
Cepancu
Consu Agert

— PenmukauR-TCP sk

PucyHok 10

2.3.6. KnactepHas KOHOUIrypauma c KOHTEHT-CEPBEPOM M pasaenbHbIMKU CeEpBEPaMM

B (nopaeprkka Ao 500000 ycTpoiicTs)

B AaHHOW KOHPUrypauum Ana MUHUMMU3ALMM B3AUMHOIO BAMAHUA APYr Ha Apyra
OCyLLecTBNsAeTCA pa3aeneHne Hambonee HarpyxeHHbix b Mb (auth) n MY (emm) no
oTAeNbHbIM cepBepamM. WMHOpacTpyKTypHble KoMnoHeHTbl MO ycTaHaBAMBAOTCA Ha
OTAEeNbHbIX cepBepax, cepsuckl MMNO cobupatoTca B Knactep M3 wectu HoAd. KOHTEeHT-
CepBepbl MOXKHO Pa3MeCTUTb Ha OTAE/IbHbIX NAoWaAKaxX (Hanpumep, B pasHbiX PpernoHax).

[aHHY0O KOHOUIypauMio pPeKoMeHAyeTcA MCNoab30BaTb A8  NOAAEPHKKM

MaKCMManbHOro Kosinyectsa ycTpoincts (a0 500000 yctponcTs) (PrcyHok 11, PucyHok 12).
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ITTPS 443
TCP 999
Ynpaennenoe
MOBHNbHOE
yeTpoicTeo
Aspopa/Android
HTTPS 443
HTTPS 443
TCP 999

PaBouee mecTo
Ppa3pacoTymia
npUNOXKEHNit

MesxceTesoil
akpaH

Pusnyeckan apxmTekTypa Aspopa LIeHTp ¢ KoHTeHT cepeepamu (0o 500K ycTpoicTs)

B beruewr € cepeMcaMi
NpUNoXeHAR ABpODA LIEHTD
TCP Postgres
Aepopa LiexTp 8432 cluster Virtual IP
Cepaep npunoxeti 1 ;
TcP Postgres auth
Aspopa LienTp 432 cluster Virtual IP
Cepaep npunoxeHnii 2 ]
Vnpasnreman Port mapping: -
Pabouan MawnHa 443 -> 8009 . Tee Postgres push
Linux | 5432 cluster Virtual IP
Aspopa Lientp ] 1
HiTPs ans Cepaep NPHUNOXEHNA 3
28 TCP 8025
FH
o
82
$2
g
2 Q -HTTP 8009~
E é TCP 8025 Aspopa LiekTp
Brewsmit Cepaep NPHIOKEHA 4
GanaHcMpoBILMK
HTTPS 43 |irTPSu<AC_DOMAIN> 8443 TCP 9092 (Redpanda)
Aspopa Liewtp 1
Cepaep npUNOXeHMi 5 |
TCP 53 (DNS)
Patouee MecTo Uop 195 0o
AfuuHUCTpaTopa e TCP 25,485 (SMTP)
——TCP 389,636 (MS AD)|—>
Cepachlr DN D TCP 80 (MS ADCS)
A
i
2 R
g GErMeHT KOHTEHT cepeepos 1
8 Aspopa Lientp
H
@ [~ [~
g
: -0 e iz . .
3 - Aspopallektp  AspopalleHTp  Aspopa LieHTp .
@ KOHTEHT-CEPBEP  KOHTEHT- KoHTenT-cepeep N
E 1 2 3
':‘ - [~ =
-02 - L - -
BrewHuA Aspopa LieHTp Aepopa LieHTp  Aepopa LieHtp
GANAHCHPOBLUMK K peep K peep K peep
6

BiyTpesHWii nepumeTp

CerwenT CYB[] Postgres

Postgres - Leader
Cepeep 501

Postgres - Leader
Cepaep B[} auth 1 [—
-
Postgres - Replica
Cepaep 6/ auth 2
P 5432
Postgres - Leader -
Cepaep B[] push 1
-
Posigres - Replica
Cepaep B[] push 2
,,,,,,,,,,,,,,,, [ reeRRARS
TCPIUDP
83018302

1 TCP 26379

H TCP 6379
TCP/UDP 8301,6302(Consul) | TCP 33145 >
TCP 26379(Sentinel) — / Al
TCP 6379(Redis) 1 1 \ :

Cepaep
HHODPACTRYKTYDHAX
3 KOMNOHEHTOE 1

CErMeHT MH(DPACTDYKTYPHLIX KOMNOHEHTOB ABPOpPa LIEHTD

TCP/UDP 8301,8302

MHEPACTPYKTYDHBIX
KOMNOHEHTOB 2

Cepaep
UHEBPACTYKTYPHBIX
KoMnoHeHToe 3

CerNeHT Cepaico OBILIerD HasHaveHHA |

Microsoft
Microsoft Active Directory
Active Directory Certificate Services
Cepeep DNS Mourosuii cepsep  Cepeey

Nerenna

CepBiuce! GBILEro HasHANEHIHA

Cepevce: Aspopa LiewTp

PucyHok 11
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Ouarpamma paseepTtbiBaHuA ABpopa LieHTp - 500K ycTpoiicTe

7%‘
PaspaboTimx D
NPRNCHKEHMA
[orowser ] weommonr:
Browser L Mﬂmvrrm VnpaenAenan
Aawvamndmld mgnm va
l‘”’“‘ Linu

AnmwmcTpaTtop

HITPS

HTTPS

MTTPS<AG_CONTENT DOMAIN 1>

HTTPSU/<AC, ]I;UMAIN> HTTPS JACENTER DOMAIN 8440

TCP AT m;.mn:—-ass

P o,
Briowrmii Brousmn
‘&" GanancupoBLK 1 | ‘i" GanancuposiKK 2
o g

[l uiuiutuiuiuiaiiietelieieleleteleleletel Aspopa UeHTp i g
HTTP 8010 | HTTP B00S/TCP 8025 :
Y ¥ Capeep nownamenan 1| [~ ma mm‘ “ﬂ;’;‘-cm s
2 | i il N Toe 2 ;
. - — > (o 3 LG
Btmnenmw C [ o wrm| | Consul cluslarTCP.'UDP&SBI.BSOZ A= |
L | | 1 ] . < .,
Tompatn — A e 4 -, ; 5
;E'S 'm'?s:‘. ! e 3'39?‘:: \ Sentinel cluster TCP 26379 Emm“ nn:::’:ﬁ::::;g 1
— = L 1S @ S ¥ / @‘ L Koot
| app: n | emm repzmnLe | | Hmyﬁ\ \ Va\kay replication TCP 6379 / 7\,““ ] m cepsep 1
' Q_ 1 \ /A : <
mw"w" l pkarepa ‘ (XD ‘ LI om0 RETTIN RedPanda cluster TCP 33145 | /|| @ : | rgnx .
e \ [ J : Lj\ oo e custer s as : .4 Cansul
l I " Redeanca | \\ // / Rodpanda ooo0 oty Tomglate
reeeeees : e HTTP
\\ A | cdn I 8500

. NN

[
N
\

Content Cache _Consul

ToP 5432 _ TCPsas2 TeP5is

Cepeep 6 N C
C (== mel;mln[
— Paront
: /4 -
g o I » T €2 nerenaa
_r |
“E Repiicatio VRAP jon’ VRAP Basa faHHLX
£ TCP 5432 y o .
ooweepinz _ @ta Capeap BLLE ea WihHa coobiuemi
" Postgres- Replca TGP 8008 . i, Toros ow
(——— —— & Lf Postgres - Reulm ) ' ((Postgres - Replca ) ,‘}
= _a —] * ,7 — -% — 5 BanancupoB k.
Lt P Patroni Patroni — atron!
e v oum v [ X e
Clasl & & G - = G s Ao
TCP/UDP 8301 8302 Cepauce

PucyHok 12

2.3.7. KatacTtpodoyctonumBaa KnactepHasa KoHourypauma ¢ yCTaHOBKOM CepBepoB
NPUNOXKeHM 1 cepsepoB b/l B ABYX LieHTPax 06paboTKM AaHHbIX

B A@aHHOM KOHOUIYPaALMM C LLENIbHO 3aLMTbl OT MPUPOAHbLIX, TEXHOTEHHbIX KaTacTpod
UM TepakToB M obecnevyeHna HeENpPepbIBHOCTU BM3HEC-NPOLIECCOB YCTaHOBKA CEPBEPOB
NPUNOXeHWn 1 cepBepoB b/l ocyulecTBnAeTca B ABYX UeHTpax 06paboTKM AaHHbIX

(LLOdax) — ocHOBHOW W pe3epBHbIM (PrcyHoK 13).
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ﬂ-;k V
Pa6ouee mecTo

paspaGorumka
MPUNOKEHWIA

| Paboyee mecTo
| aaMMHMCTpaTopa

®uanyeckan apxutekTypa Aspopa LienTp (10k ycTpoiicTs) 2 LIOa

OcHosHown LIOO
(Active)
=
|1 Port mapping:
_— 443 -> :8009
YnpasnAemoe v
MobunsHoe 3 gpaanﬁemag “OE
yetpoficTao aboMan Mauiwa HTTP 8009
Aspopa/Android Linux C TCP 8025
/ HTTPS 443
HTTPS 443
TCP 999
L]
z23
< A
g =
_HTTPS 443 =} 3 vimal L
Internet  * ~ y5p ggg % 8‘ P
2@ \
MesxceTesoii P ﬁ Vo emmmmmmeememooee oo e
aKpaH = PeaepBHbM uon
e \ § (stand by)
A
¥
HTTPS 443 :a‘

HTTPS 443 I

HTTP 8009
- -0z []-F2 2
=
. Port mapping:
:443 -> :8008

53/TCP (DNS)

CermenT ¢ copavcami UDP 123 (NTF)

BHyTpeHHWiA nepumeTp

CermenT cepeucos |

© TGP 25465 (SMTP)
TCP 389,636 (MS AD)
TGP 80 (MS ADCS)

Aspopa LieHTp

CermeHT CYB[]
—— Primary knactep
~

oni
=
P Postgres - Leader
--...CepsepBOA1 —
Anwpa Llemp

Cepaep =
NPUNOKEHHHA 3

TCP/UDP

8301,8302

v

Postgres - Replica

CermeHT CYBO

—&s, StandBy knactep
-

CermeHT ¢ cepBrcamn
Aspopa Lientp

Cepsep B[1 2 ;

F~ ] i
L s -
= ) - | TCP wnuaJ Postgres - StandBy Leader|
Aspopa LieHtp |~ 5432 P Cepeep B[ 1
Ceppep | 90 T . - ]
npANOXeHMii 1 _ ! _‘\\ e
=
Aspopa LievTp TCPIUDP =
[~ Cepsep  +—g301 302 \%
e Poslgres - replica
= i Cepeep B2
Aspopa LienTp — 53/TCP (DNS)
Capsp UDP 123 (NTP)
nipiAncokatf 3 TCP 25,465 (SMTP)
TCP 389,636 (MS AD)
TCP 80 (MS ADCS)

o6lero HazHaueHuA :

(L

Microsoft
Active Directory

g. \
Sl &
S

Active Directory
Certificate Services

v /‘\
/

Cepeep DNS

Y / \
) /

MouToBkii cepeep

Q

Cepeep NTP

Nerexpa

Cepaucel obwero HaaHax
Cepsucsl Aspopa LieHTp

B kaxagom UOJ[e ycTaHaB/aMBaeTcA

PucyHok 13

NONHbIA  Habop

OTKa30yCTONYMBON KOHPUTrypaumm (n. 2.3.4 - 2.3.6).

OcHoBHOM LUO/ dpyHKLUMOHUPYET B aKTMBHOM pexknme (Active), T.e. obpabaTbiBaeT

BeCb nocTynatowmnii Tpaduk. Cepsepbl B ocHosHoro LIO[a cobupatotca B Primary

cepBnCoB

rnno

KnacTtep. OanH 13 cepsepos b1 BbicTynaeT B poan Leader, BTopoit cepsep B poan Replica,

penanumpya gaHHble ¢ Leader cepsepa 13 Tekyuwero LUO/a.

PesepBHbit LLOJ GyHKUMOHMPYET B pexknme oxxungaHus (StandBy) — Bce cepsucsl

dKTNBHHbI,

HO TpaduK B AaHHbIM LOA He nopaetca. Cepsepbl bl pesepsHoro LO/a

cobupatotca B StandBy knactep. OamH 13 cepsepos b/l BbicTynaeT B poan StandBy Leader,

penanumpya AaHHble ¢ cepBepa M3 ocHoBHoro LIO[da. Btopon cepsep B/l BbicTynaeT B

ponu Replica, penanumnpys gaHHble ¢ cepsepa M3 Tekyuero LLO/a.
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CepBepbl NpPUAOKEHUIA M3 pa3Hbix LOJoB He cBA3aHbl mexay coboi.
CUHXpOHM3auma cocToaHmna mexay LOJdamu peanusyetca 3a CHET CXeMbl KaCKagHOM
penankaunm gaHHbix bl n3 ocHosHoro LUO/la B pe3epBHbIN.
MepekntoyeHne  Tpaduka MeXay LOdamu (failover/switchover)
ocyllecTsaseTca B pydyHom pexkume (n. 3.10.20). MoTepa gaHHbIX Npu nepekntodeHmnn b/,

byaeT paBHa 3a4eprKKe (nary) penavkaumm.
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3. YCTAHOBKATINO

BHUMAHUE! AamuHuctpatopy/pa3paboTumky npu KOMUPOBAHUM KOMaHA W3
HACTOALLEro AOKYMeHTa B dopmaTte .pdf HEOOXOAMMO MPOABAATb BHMMATENbHOCTb M
NOMONHUTENBHO NPOBEPATb Pe3y/ibTaTbl BbIMOJAHEHMS COOTBETCTBYHOLMX KOMaHA Ha

aKpaHe.
3.1. Obwas nHpopmauua

YctaHoBKa MNMO 1 KomnoHeHTOB cpeabl GyHKUMOHUpoBaHMA MNIMO ocyuwecTeaaeTca
C NoMOUbtO cueHapueB ycTaHOBKM [0, BbINOAHAEMbIX Ha ynpasadwwen IBM u
HaMWCaHHbIX C WCMNOJIb30BAHMEM LAEKNAPATUBHOIO A3blKa PaA3MeTKM A1A ONUCAHUA
KoHourypaumm Ansible. CueHapum yctaHoBKK MMO No3BOAAT BbINONHUTL YCTAHOBKY KakK
NIOKaNbHO (BCce KoMMnoHeHTbl Ha 1 9BM), Tak n ¢ yaaneHHon IBM (ynpasnastowen IBM)

(PucyHok 14).

Ynpasnatowana N3B

| |

CC?B EED npgﬁ g}izguﬁ | KOHTEHT cepeep |
E | NG | | CDN |
~—°

M | il |
]| | O
\""“*mr"”/ | myT |
(e | | O

[ | I |

PucyHok 14
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MPUMEYAHUE. VYnpasnswowaa 3SBM HeobxoaMma TONbKO ANA  YCTAaHOBKMW,
HacTponKkn 1 ynpasnenma MMNO u He TpebyeTtca ans GyHKUMoHMpPoBaHKMA MNIMO.

BHUMAHWE! [ns yctaHoBku MNMO HeobxoaAnMMO Hanmnyme CTabmabHOro MHTEPHET-
COeAMHEHNA Ha cepBepax NPUIOKeHWUN, cepBepax b/l, KOHTEHT-cepBepax, a TakXe Ha
ynpasaawoowen 3BM.

[na yctaHoBKM MMO HeobX0AMMO BbIMOAHUTL CAeaytoumMe AeACTBUA:

1) Ybeputbes, yto cobnoaeHsbl TpeboBaHWA, NpuBeAeHHble B noapasaene 1.4;

2) YcTaHOBUTb M HacTpouTb OC Ha cepBepbl NPUAOXKEHWUI, cepsepbl B 1 npu
HeobXoAMMOCTM Ha KOHTEHT-cepBepbl (noapasaen 3.2);

3) Pa3BepHyTb M HacTpoUTb ynpasastoLlyto 3BM (noapasaen 3.3);

4) HactpouTb WMHGOPACTPYKTYpHble KOMMNOHEHTbl MO M KOMMNOHEHTbl cpeapl
dyHKUMoHMpoBaHuma MMO (n. 3.5.1);

5) Hactpoutb MMNO (n. 3.5.2);

6) YcTaHOBUTb WMHOPACTPYKTYPHbIE KOMMOHeHTbl MO ¥ KOMNOHeHTbl cpeapbl
dyHKUMOHMPoBaHKMA MMO (n. 3.6.1);

7) YctaHosuTb MMO (n. 3.6.2);

8) HacTtpoutb noacuctemsl MMNO (noapasaen 3.8);

9) Mpn HeobxoAMMOCTM BbINOAHUTL  AONOAHUTENbHbIE HacTpolku N0,
MHPPACTPYKTYPHbIX  KOoMnoHeHToB MO wn  cpeabl  ¢yHKUMOHMpPOBaAHKMA  [1MO
(noppasaen 3.10);

10) MpoBepuTb  KOPPEKTHOCTb  YCTaHOBKM U QyHKUMOHMpoBaHua  MNMO

(noapasnen 3.11).

3.2. NopAapoK ycTaHOBKKU U HacTpoiKkn OC Ha cepBepax NPUNOKeHUN, cepaepax bl 1

KOHTEHT-CepBepax

3.2.1. YcTaHOBUTb Ha CepBepbl NPUIOKeHMN, cepsepbl B 1 npn Heobxoa4MMOCTH Ha

KOHTeHT-cepBepbl oaHY 13 cneaytouwmx OC, npusedeHHbIx B n. 1.4.2.
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BHUMAHME! MNepepn yctaHoBko OC He0HXOAMMO 03HAaKOMUTLCA C TPEOOBAHUAMM,
npuBeaAeHHbIMW B AOKYMeHTaumm Ha C3N HC/A.
OC ponkHa bbITb yCTAaHOBMEHA B MMHUMA/IbHOM KOHOUrypaumm be3 rpaduyeckoro

uHTepdelica. Hanpumep, npu yctaHoBke OC AnbT HEOBXOAMMO BbIOpaTbh KOHGUIYpaLIMIO

«Minimal Install» (PncyHok 15) npu yctaHoske OC.

SiEEMinimal Install -

PucyHok 15

3.2.2. ObecneumnTb BbIMNONHEHWE CAeayoLWmMX TPeOOBaHNM

3.2.2.1. TpeboBaHua K npeaycTtaHoBAeHHbIM B OC nakeTam

Ha cepBepax npunoxkeHuin, cepsepax bl M KOHTEHT-cepBepax A0XHbl ObiTb
YCTaHOB/IEHbI CAeAytolme NakeTbl:

— sudo;

— python Bepcumn 3.6 nau BbilLe.

3.2.2.2. TpeboBaHua K HacTpomke ceTn OC

Heobxogumo, u4tobbl HacTpolkm cetn OC COOTBETCTBOBAAM  CAEAYHOLLINMM

TpeboBaHUAM:
1) [lnA  OCHOBHOrO  CeTeBOro  WHTepdenca  OO/KEH  MNPMCYTCTBOBATb
KOHOUIYPaALMOHHbIN Gann(bl):

— OC CentOS 1 OC PE[ OC: /etc/sysconfig/network-scripts/ifcfg-<umsa

uHTepberca>

— OC Anbrt:

/etc/net/ifaces/<uma mHTepdeiica>/ipviaddress
/etc/net/ifaces/<mMa uHTepderca>/ipviroute
/etc/net/ifaces/<mumsa uHTepderica>/options

— OC Astra Linux, Debian: /etc/network/interfaces

— OC Ubuntu: /etc/netplan/*.yml

2) CeTeBoM MHTepdenc AONKEH aBTOMATUUYECKM 3anycKaTbeA nNpu 3arpyske OC.



59
AOMI.20134-01 91 01
[na aToro Heob6xoAMMO:
— B KOHpUrypaumoHHom danne /etc/sysconfig/network-scripts/ifcfg-
<mMma wunHTepoderica> (Ana OC CentOS mam OC PEA OC) unn /etc/net/ifaces/<ums

mnHTepbdetica>/options (Ana OC AnbT) 3a4aTh caeaylollee 3Ha4YeHne napameTpa ONBOOT:

ONBOOT=yes

— B KOHOUIypaumoHHbI dain /etc/network/interfaces (ana OC Astra Linux

nnn Debian) BHeCTX caeaytoLLyo 3anmch:

auto <umMs mHTepbemca>

— B OC Ubuntu aBTO3anyck ceteBoro nHTepderica HacTpoeH No yMOYaHMIO.
3) MpuoputeTbl B KOHPUIYpaLUMOHHOM daline /etc/nsswitch.conf AOMKHbI

BbIMNALETL CAeAyoWMM 06pa3om (MNP MCNONb30BaHUM dnsmasq):

hosts: files dns

roe ... — oCTaNbHble ONUMKN, ECAN OHW UCMONL3YIOTCA;

4) Ha ceTeBbIlx MHTepdencax cepBepoB NPUAOKEHUN, cepBepoB b 1 KOHTEHT-
CepBEPOB  AO/IKHbl  OblTb  HACTPOEHbl CTaTUYecKkMe ip-agpeca (MCNonb3oBaHMe
AMHaMMYECKUX aapecos, Bbigasaembix no DHCP, He gonyckaeTca).

5) B cnyuae, koraa cepsepa npunoxkeHmin MMNO HaxoaATCcA 33 NPOKCU-CEPBEPOM,
HeobX0AMMO OTKIOUYUTL MPOKCMPOBaHME 3anpocoB K cepsucam [MO.

[na 3Toro B MNEpemMeHHOMW no proxy  KOHQUrypaumoHHoro  darna
/etc/environment HeEOOXOAMMO YKa3aTb CMUCOK AOMEHHbIX MMeH uan |P-aapecos

CepBepoB NPUAOKEHNN, A1 KOTOPbLIX HE CNeayeT UCMO/b30BaTb MPOKCUPOBaHME:

NO PROXY=localhost,127.0.0.0/8, .local,<moMeH cepBepa MNPMIIOXEHUI>

Hanpumep:

NO_PROXY=localhost,127.0.0.0/8,.local,omp.acenter.example




60
AOMI.20134-01 91 01
3.2.3. [lepenTu B y4ETHYIO 3aNMCb CyNnepnonb30BaTeNsA C MOMOLLbK KOMaHAbI:

— OC CentOS, OC AnbT 1 PELI OC:

— OC Astra Linux, OC Debian n OC Ubuntu:

sudo -1

3.2.4. HacTpouTb penosmnTopum:

— OC Astra Linux SE sBepcun 1.7:

B KOHOUIrypaunmoHHOM danne /etc/apt/sources.list HEOOXOANMO NCKAOUNTD
CD-ROM 13 cnmncKa AOCTYMHbIX Peno3nTopueB, a TaKXKe HACTPOUTb AOCTYMN K OCHOBHOMY

(main) 1 6a3oBoMYy (base) peno3untopmnam OC:

# deb cdrom: [0S Astra Linux 1.7.0 1.7 x86-64 contrib main non-free
deb http://dl.astralinux.ru/astra/stable/1.7 x86-64/repository-main/
1.7 x86-64 main contrib non-free

deb http://dl.astralinux.ru/astra/stable/1.7 x86-64/repository-base/
1.7 x86-64 main contrib non-free

deb http://dl.astralinux.ru/astra/stable/1.7 x86-64/repository-
extended/ 1.7 x86-64 main contrib non-free

— OC Anbt 8 CI'1 penns 10:
B KoHOWrypaunmoHHom danne /etc/apt/sources.list.d/sources.list
HeobxoamMmo uckNtoYnTe CD-ROM M3 cnmMcka AOCTYMHbIX Peno3nTopueB, a TaKKe

HAaCTPOMUTb 0CTYN K OCHOBHbIM (main, classic) penosutopuam OC:

#rpm cdrom: [ALT SP Server 11100-01 x86 64 build 2023-05-29]/ ALTLinux
main

rpm http://ftp.altlinux.org/pub/distributions/ALTLinux
pl0/branch/x86 64 classic gostcrypto

rpm http://ftp.altlinux.org/pub/distributions/ALTLinux
pl0/branch/x86 64-i586 classic

rpm http://ftp.altlinux.org/pub/distributions/ALTLinux
pl0/branch/noarch classic

— OC CentOS:
[na HacTpoOMKM A0CTyna K Peno3nTopmam HeobxoaMmo BbIMONHUTL Cleaytoume

KOMaHAbl:
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sed -1 's/mirrorlist/#mirrorlist/g' /etc/yum.repos.d/CentOS-*

sed -i
's|#baseurl=http://mirror.centos.org|baseurl=http://vault.centos.orglg
' /etc/yum.repos.d/CentOS-*

3.2.5. HazHaunTb nonb3osatenam OC npaBa Ha BbIMNOJIHEHME KOMaHA OT MMEHM

cynepnosib3oBaTenAd bes BBOJa Napod C NOMOLWbKO KOMaHAbI:

echo '<umMms noJsib3oBaTesig> ALL=(ALL:ALL) NOPASSWD: ALL' | EDITOR='tee -
a' visudo -f /etc/sudoers.d/<mMmMa nonbs30BaTENIA>

Hanpumep:

echo 'omp ALL=(ALL:ALL) NOPASSWD: ALL' | EDITOR='tee -a' visudo -f
/etc/sudoers.d/omp

BHUMAHWME! TpaBa Ha BbIMOJAHEHME KOMaHA OT WMMEHW Cynepnosib30BaTens
[O/KHbI ObITb Ha3HaYeHbl BCeM MOJb30BaTenAM (Ha ynpasaatowen IBM, cepsepax
NPUNOXKeHWI, cepeepax bl N KOHTEHT-cepBepax), KOTOPbIMM OCYLLECTBAAETCA YCTAHOBKA
KOMNOHEHTOB cpeabl yHKUMoHMpoBaHna, CYB 1 MMO. B npoTMBHOM cny4ae B npoLecce
YCTaHOBKM BO3HMKHYT OLWINOKM.

3.2.6. OTKAOYMTL  HaAcTpoMKy 6esonacHocTn «astra-sudo-control» (B caydae

ncnonbaosanma OC Astra Linux):

sudo astra-sudo-control disable

3.2.7. 334aTb MMs XOCTa C MOMOLLbI KOMaHAbI:

hostnamectl set-hostname "wmMa xocTa.umMa momMeHa'

BHUMAHME! Mpn 3apaHnM MMeHn xocTa 06A3aTe/IbHO A0MKHO ObITb 334aHO UMS

NlOMeHa, KOTopoe OTAenseTca ToYKon. Hanpumep:

hostnamectl set-hostname ocs-app.local

3.2.8. B HacTpoikax DNS-cepsepa nnm ¢annax /etc/hosts yKkasaTb MMEHA XOCTOB

(hostname) M NOAHbIE UMEHA JIOMEHOB (FQDN) BCeX CEpPBEPOB KnacTepa:

"ip-agpec" "umMmA xocTa.mMA _goMmeHa'
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Hanpumep (B dalne /etc/hosts):

192.168.0.108 ocs-app.local

3.2.9. 3apaTb agpeca DNS-cepsepos:
Appeca DNS-cepBepoB 3apatoTca B danne /etc/resolv.conf B Cledylolem

dopmare:

nameserver "ip-anpec"

Hanpumep:

nameserver 192.168.0.1

NMPUMEYAHUA:

— B C/lyy4ae OTCyTCTBMA Panna /etc/resolv.conf HEOBXOAMMO ero co3aaTh;

— npun  ucnonb3oBaHum OC Ubuntu 24.04 BHOCUTbL nNpaBkM B  ann
/etc/resolv.conf He TpebyeTcs.

3.2.10. HacTpouTb MapLlpyT MO yMOAN4YaHuio (default gateway) 4epe3 lan
MHTepdEeNC B COOTBETCTBMM C AOKYMeHTaumeln Ha OC.

3.2.11. 3apaTb TekyLime AaTy 1 Bpema C MNOMOLLbIO KOMaHAb!:

date -s 'YYYY-MM-DD HH:MI:SS'

Hanpumep:

date -s '2021-03-31 12:34:56"

3.2.12. MNepe3arpy3unTtb ynpasaatouyo 3BM n cepsepbl C MOMOLLbIO KOMaHAb!:

reboot

3.3. NopAapok pa3BepTbiBaHUA U HACTPOMKM ynpasastowein 3BM

BHUMAHUE! [lepen pa3BepTbiBaHMEM UM HACTPOMKOW ynpaBastouen 3ISBM
HeobXoAMMO NPON3BECTM YCTAaHOBKY, HacTpoKky OC Ha cepBepax NPUIOKEHM, cepBepax

b npu H€O6XO,£I,I/IN\OCTI/I Ha KOHTEHT-CeEpPBEPAX B COOTBETCTBMIK C NMNOAPA3OE/TIOM 3.2.
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[lna pa3BepTbiBaHMA M HACTPOMKKM ynpaBaatower IBM HeobxoaMMO BbIMOAHUTb
cnepywouwme AenCTBUA:
3.3.1. YcTtaHoBUTb Ha ynpasastouyto 3BM oany n3 OC, npuBeaeHHbIX B Tabauue

(Tabnunua 13).

Tabnnua 13
OC Bepcus

AnbT Cepsep 104

AnbT 8 CI1 10.2.2

Astra Linux Special Edition (CmoneHck) 1.8.3.8

Debian 11.11

Debian 12.8

PEAQ OC 7.3.6

Ubuntu 22.04.5

Ubuntu 24.04.2

MPUMEYAHUE. B kauyectBe ynpasndatowen IBM MOXKET MCNOAb30BaTbCA Kak
oTaenbHas 3BM, Tak n cepsep npunoxenun MMO.

3.3.2. HacTpouTb ceTeBoe B3ammoaencTBue ynpasaatwouwen 3BM c cepsepamu
NPUNOXEHMN, cepBepamm B N KOHTEHT-CepBEPaMM.

HacTpoika cetn Ha ynpasaawowen IBM ocywecTtBnsetca B COOTBETCTBUM
c 2] Ha OC.

3.3.3. HactpouTb penosmtopum:

— OC Astra Linux SE sBepcumn 1.8:

[inAa 3Toro B KOHPUrypaumoHHOM dalne /etc/apt/sources.list HeobxoaMmMoO
nckntounTb CD-ROM M3 cnncKa AOCTYMHbIX PENO3UTOPUEB, @ TaKKe HAaCTPOUTb AOCTYN K

OCHOBHOMY (main) 1 6a3oBoMy (base) peno3utopuam OC:

# deb cdrom: [0S Astra Linux 1.8.1 1.8 x86-64 contrib main non-free

deb https://download.astralinux.ru/astra/stable/1.8 x86-64/repository-
extended/ 1.8 x86-64 main contrib non-free non-free-firmware

deb https://download.astralinux.ru/astra/stable/1.8 x86-64/repository-
main/ 1.8 x86-64 main contrib non-free non-free-firmware
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— OC Anbt 8 CI1 penuns 10:
B KOHOUrypaumoHHOM ¢alne /etc/apt/sources.list.d/sources.list
HeobxoanMmo wuckAuYMTe CD-ROM M3 cnucka AOCTYMHbIX Peno3nTopueB, a TaKkKe

HACTPOWUTb AOCTYN K OCHOBHbIM (main, classic) peno3utopuam OC:

#rpm cdrom: [ALT SP Server 11100-01 x86 64 build 2023-05-29]/ ALTLinux
main

rpm http://ftp.altlinux.org/pub/distributions/ALTLinux
pl0/branch/x86 64 classic gostcrypto

rpm http://ftp.altlinux.org/pub/distributions/ALTLinux
plO0/branch/x86 64-i1586 classic

rpm http://ftp.altlinux.org/pub/distributions/ALTLinux
pl0/branch/noarch classic

3.3.4. Co3aatb Ha ynpasadatowen IBM oOTAeNbHbIA KaTa/lor, CKONMPOBATb B HEro

coaepxmmoe DVD c MMNO v nepenTn B CO34aHHbIN KaTanor ¢ MOMOLLbIO KOMaHAbI:

cd <nyThk K KaTaJioTy>

3.3.5. [lepenT B KaTanor /server C MOMOLLbI KOMAHAbI:

cd <OyTh K KaTaJIoTy Server>

3.3.6. 3anycTUTb installer-ac-mt.sh (MAM installer-ac-mt-spr.sh®?) ¢

MOMOLBKO KOMaHAbI:

bash installer-ac-mt.sh
VI
bash installer-ac-mt-spr.sh

3.3.7. O3HaKOMUTbCA C «JINLEH3MOHHbBIM COr/lalleHMEeM» U NPUHATL ero.

[Ons  TOro, 4tobbl MNPUHATL «JIMUEH3NMOHHOEe cornaweHune» (PucyHok 16),
HeobxoAMMO nocae Bonpoca «Bbl NpMHUMaETe yCA0BUS NNLEH3MK (Y/N)?» BBECTU «y», B
pe3ynbTaTe 4yero B Katanore ¢ ¢amNomMm installer-ac-mt.sh OyAeT co3daH KaTanor

install-<Bepcua MIIO>. Hanpumep, /install-release-v5.3.0.

12 HassaHue daiina 3aBMcKT OT BapuaHTa noctasku MMO.
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[ompéocs—app ~]% ./installer_ac.sh
JNWUEH3W0OHHOE COr NAWEHWE C KOHEYHBIM NONb30BATENEM

BAXHO! NMEPEL WCNOMb30BAHWEM NPOrPAMMHOIO OBECMEYEHWA, K KOTOPOMY MPWUNAMAETCA OAHHOE NWUEH3WOHHOE COrJAWE
HWE C KOHEYHbIM MOMb30BATENEM ([OAMNEE MO TEKCTY — «/WUEH3WOHHOE COTNAUWEHWE» ), MOMANYWCTA, BHUMMATENbHO NPOY
WTAWTE HWEECNEOYWAIME YCNOBWA. ECNW Bbl HE COMNAWAETECH C YCNOBWAMA HACTOAWErO NWUEH3WOHHOMO COrNAWEHWA, T
0 Bbl HE WMEETE NMPABA WCMONb30BATL NPOTPAMMHOE OBECMEHEHWE B KAKWX-NWED UENAX.

1. OMNPEOENEHWA

«MpaeoocbnapaTent» — oBWECTED € OTPEHUYEHHOR OTEETCTEEHHOCTEW «0TKPHTaA MoGUNBHaA nnaToopma» (000 «0TKPHIT

af MobunsHana nnaToopmax), 420500, Pecnybnuka TaTtapcTad, BepxHeycnoHckwid paliod, r. WHHononwc, yn. YHUBepc

UTEeTCKaA, 0. 7, oouc 59, OMPH 1161690687020.

«M0» — NpUKNafgHoe nporpaMMHoe obecneveHue «Aepopa UenTp» (MMN0 «Aepopa LeHTp»), COCTOAWEE W3 CREAyHUWUX MO

[CUCTEM: NpUKNagHoOro nporpaMdHoro obecnedeHud «Aspopa UeHTp: MnatoopMa ynpaeneduax (N0 «Aspopa UenTp: N

naToopMa YNpaeneHWAa» ), MPUKNagHoro nporpaMdioro obecnededHua «Aepopa UeHTp: Mapket» (MN0 «Aepopa UeHTp: M

apkeT») U CepBUCa yEepomneHuil Aspopa, noppobHoe onuUcaHWe QYHKUWOHaNbHHIX BO3MORHOCTEWd KoToporo copepsaTcs
B JokyMeHTauuu. [OaHHoe JIMUSH3IWOHHOE COrNaleHWe npuMeHAeTcA kak kK NNO0 «Aepopa UeHTp», BKMWYawweMmy B ceba
BCE MepeYuCcreHHble Bhille NOACHCTEMbI, Tak W K Kakgod nMogcucTeMe B OTAENbHOCTH BHE 33BMCHMMOCTH OT KOMMAEKTH

OCTH.

«[JOKYMeHTauuA» — oTHocAwMecAa K MO conpoBofguTenbHble MaTepuans, B ToM 4dcne PykoBoAcCTBO NO YCTaHOBKE W Hac

Tpoike, PykoeoAcTEBO onb20BaTenA, PYKOBOOCTEC AQMAHMCTPaTOpa, KOTOpHe NpuHagnesaT lpaeoobnapaTenw.

«YcTpolicTEO» — 3To annapaTHas cucTeMa (Qu3M4ecKasa WKW BUpTyanbHaa) co BCTPOEHHbM 3anoMMHawLUM ycTpolcTBO

M, Ha KOTopbiXx MoMeT OwThk 3anyweHo NO.

«[IpEE& Ha WHTENNeKTyantHyw cOBCTEEHHOCTE® — BCE NMPaBa Ha WHTENNEKTYankHY®w M NPOMBIWNEHHYW COBCTEEHHOCTE,

BEK/MW4aA npaea Ha u3obpeTeHMA, OTKPHITMA M NaTeHTH Ha W3obpeTeHWA, BKMWYAA 33ABKW Ha B34y NaTeHTOB W nep

eU3[aHHble NMaTeHTel, NOBTOPHHIE 33ABKW WAM 33ABKW B mbononmeume M 43cCTU4HBIE NPOOONKEHWA; aBTOpPCKWE Npaea; o

Bpazubl M NPOoMbIWTEeHHbe ofpazubl; TOBAapHBIE 3HEKW, 3IHEKW OBCNYKWUBEHUA, ODOPMNEHWE TOBAPa W MPEEa Ha SHamOrKM

Hele 06bLeKThl; cekpeTel NPOW3BOACTEA (HOy-Xay), KOMMEpYecKyw TafiHy W KoHOMOeHUWaNnbLHYW WHOOPMauulW; fnpaBa Ha

TONOACTMW MHTErpankHelX MUKPOCXEM W NMpaBa Ha QoTowabnoHu; M OpYrue MCKAKYWTENbHLIE Npaea.

«[IUUEeH3MOHHOe cOrnaweHWe» — nNpefocTaenfaeMoe Bam MpaBooBnafjaTeneM orpaHUY4eHHOE MPEEC Ha WCMOMb3OBAHWE OYH

KUnoHansHoc T M0 Ha ycNoBUAX NPocTod (HencKMw4MTensHol ) NMUUEH3MM B COOTBETCTEMW C YCNOBWAMH HacToAwero J1

WMUEH3WOHHOT O COrnaweHuns .

«KOHe4Hulli MoMb3o0BaTens» — nwboe wpuAMyHeckoe nNuUo (opraHMzauyua), kKoTopoe npuobBpeno MO gnAa cobBCTBEHHOro WC

NonL30BaHWA U He [ONA Npofamu.

«[loNb20BaTENL» — QU3MHECKOe MUUD, HEenoCpefCcTEEHHO OCYWeCTENAWWEs 3KCNNyaTauww MO0 B UenAX W Nopagke, onpe

penfaeMoM KoHeYHbM MoNbIoBaTefneM.

Hactoauwee JlMUEeH3MOHHOE COrnaleHWe ABNAETCA WPMOWYECKUM cornaweHueM Mexay Bamu (panee no TekcTy — KoHeYHl

H nonezoeaTent) W MpaecobnapaTensaM.

PucyHok 16
TaKkKe BO3MOXHO aBTOMATUYECKOe MPUHATUE JIMLEH3MOHHOINO COrnalleHua
(6e3 610KMPOBKM NpoLlecca YCTaHOBKK). B JaHHOM ciydae HEOOBXOAMMO O3HAKOMUTBLCA C
NIMUEH3NOHHbIM cornawennem (dbann «J/IMueH3noHHoe cornawenune.pdfy BxoanT B
Komnnekt 3[) u npuHATb ero. [1na aBTOMATMYECKOro MPUHATMA ULEH3NOHHOTO

cornawenHnA H€O6XO,£I,I/IN\O NMCNoJ/Ib30BaTb d)nar --accept-license:

bash installer-ac-mt.sh --accept-license
W
bash installer-ac-mt-spr.sh --accept-license

BHMMAHUE! B cnyyae HecornacuMa € JIMUEH3MOHHBIM  COTAALIEHUEM
ncnonb3osaHme M0 3anpewaeTca.

3.3.8. [epenT B KaTanor co CLEeHAPMAMM YCTAHOBKM C MOMOLLLbIO KOMaHAb!:

cd install-<Bepcus IIO>/install-ac-mt/
VI
cd install-<Bepcus IIO>/install-ac-mt-spr/
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Hanpumep:

cd install-release-v5.3.0/install-ac-mt/

MPUMEYAHME. JanbHenwme oeNCTBMA NO YCTaHOBKE M HAaCTPOMKE KOMMOHEHTOB
cpeabl GyHKUMOHMpoBaHua MO, a Takxke MO, HeobXxoAMMO BbINOAHATL M3 AAHHOTO
KaTanora.

3.3.9. YcTaHOBUTbL Ha ynpasastowen IBM nakeTbl, Heobxoaumble AN 3anycKa

cueHapmeB YCTaHOBKK, C MOMOLbHO KOMAHAbI:

sudo bash control-node-prerequisites.sh

MPUMEYAHME. Echn TpebyeTca Mcnonb3oBaTb COOCTBEHHbIN peno3uTopuin PyPl-
nakeToB (PyPI registry), TO NpeaBapuTeIbHO HEOHXOAMMO CO34aTb KOHOUTYPALIMOHHbIN

dann /etc/pip.conf coaepKalini cneayrolme HacTPOMKMN:

[globall]
index-url = <agmpec penosurTopusa PyPI>
trusted-host = <gomeH xocCcTa C penozmUTOPUEM>

Hanpumep:

[global]
index-url = https://example.com/repository/pypi-pypi.org/simple
trusted-host = example.com

3.3.10. Hactpoutb SSH poctyn ynpasnatouwer 3BM K cepBepam NpUAOKEHUN,
cepBepam B[l 1 KOHTEHT-cepBepam (aaxe B caydae, Koraa ynpasaatowas 3BM n cepsepsl
yCTaHOBEHbI Ha 1 9BM):

— chopMMPOBaATbL KAOUYEBYIO Napy Ha yNpPaBAAIOLLIEM CEpBepE:

ssh-keygen -t rsa -b 4096

— CKOMMPOBATb OTKPbITbIM KAOY Ha CcepBepbl MNPUNOXKEHUN, cepBepbl B U

KOHTEHT-CepBepbI:

ssh-copy-id <umsa nosnbszoBaTessa>d<cepBep IPUIIOXSHMUI>
ssh-copy-id <umsa nonbszoBaTensa>d<cepsep BI>
ssh-copy-id <umsa nosbzoBaTesa>d<KOHTEHT CepBep>
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— MNPOBEpPUTb AOCTYN C YMNPaBAAOWEA MaLWMHbl Ha CEpBEPbl MPUNONKEHUN,
cepBepbl B, 1 KOHTEHT-cepBepbl NO SSH KAtYy (MpY BbINOAHEHMM KOMAHA, HUMXKE BBOA,

Napons He J0/KeH TpeboBaTbes):

ssh <umsa nosb30BaTeNna>@<cepBep NPUIIOXEHUST>
ssh <ums noxbp3o0BaTesgs>@<cepsep B>
ssh <umsa nosb30BaTesI>@<KOHTEHT CepBep>

MPUMEYAHMUE. Ynpasnsatowme KomaHabl, GOpMMpyeMble CLLEHAPUAMM YCTaHOBKM

Mo, nepenatoTca C UCNOb30BAHNEM NPOTOKO1a SSH.

3.4. YnpouleHHas HacTporKa MNMO ¢ noMoLLbl0 MHTEPAKTUBHOIO MEHIO

YnpouleHHaa HacTpoMKa wucnonb3lyetca Ans ObICTPOM HACTPOWKM  Ha30BOM
KoHpurypaumm MMO. Hactponka MMNO cBOAMUTCA K YKA3aHUIO B UHTEPAKTUBHOM MEHIO
TONbKO CaMbIX HEODXOAMMbIX MAapPaMeTPOB: MMA XOCTa cepsepa npuaoxkeHuin MMO, nma
xocta CYB/l, anpec BHewHero 6anaHcuposwmKka, Bepcua CYB/ PostgreSQL.

YnpouleHHada ycTaHoBKa N03BoAAeT ycTaHOoBUTb M0 B KOHGUIypaLmax:

— Bce B ogHom (MMNO n CYB[ Ha ogHOM cepBepe);

— O[INH CepBep NPUNOKEHUN 1 oanH cepsep B.

[1aHHbIM BapMaHT pekoMeHAOyeTCA MCMNONb30BaTb B O3HAKOMUTENbHbIX LENAx C
6a30BbIMM BO3MOXKHOCTAMK [1MO, B OCTaNbHbIX CAy4Yasax cnedyeT NPonyCcTUTb AaHHbIN
MYHKT.

B npouecce 03HaKOMUTENIbHOM YCTAaHOBKM OyayT CPOPMMPOBAHbI MHBEHTAPHbIN
dann okpyxKeHua (daln: inventories/<HaspaHMe OKpyxeHusa>/hosts.yml), a TaKKe
KOHOUIypaumoHHble dannbl OKpyXKeHua (KaTanor: config/environments/<uaseanue
oxpyxenus>/). [oapobHaa nHbopmauma o KOHOUIYPaLMOHHbLIX dannax OKpPYyKeHWUM
npueeaeHa B n. 13.2.8. Mpn HE0BXOAMMOCTU U3MEHEHUA B AaHHble Gainibl MOXKHO BHECTHU

BPYYHYIO.
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Ons o3HakomuTenbHoM ycTaHoBKM MO HeobXxoAMMO BbIMONAHUTL CaeaykoLlime
nencTema:

3.4.1. 3anyCTUTb CLEHaPMN1 YCTAHOBKM C MOMOLLLbKO KOMaHAb!:

ANSIBLE USER="<uma nojpszoBarensa>" ./deploy.sh -e <HasBaHME OKPYyXeHUs>

MPUMEYAHUE. HazBaHMe OKPYKEHNA MOXKET MMETb Nt0H0E 3HAYEHME.

Hanpumep:

ANSIBLE USER="omp" ./deploy.sh -e test env

3.4.2. B npouecc BbINOAHEHUA CKPUMNTA HEOOXOAMMO B MHTEPAKTUBHOM pPEXKMME

3a/aTb Cieayroume napameTpbl:

— MMA XocTa cepBepa npunoxeHn MNMO (Set Aurora Center APP host), Hanpumep:

Set Aurora Center APP host: ocs-app.local

— MMA XOCTa cepBepa basbl AaHHbIX, HaNnpUmep:

Set Aurora Center DB host: ocs-app.local

— URL-agpec BHewHero 6anaHCMpPOoBLLMKa (NpY €ro Hain4ymmn), Hanpumep:

Use external balancer [n]: vy
Set Aurora Center external URL(example - http(s)://mydomain.com) :
http://mydomain.com

BHUMAHME! URL-agpec yKkasbiBaeTcs 6€3 CMMBOJIA «/» B KOHLE.

— Bepcuto CYB/l PostgreSQL, Hanpumep:

PostgreSQL version [15]: 15

3.4.3. NoaTBepAnTb KOPPEKTHOCTb 3aJaHHbIX MapaMeTpoB, Hanpumep:

Ansible deployment user = omp

Aurora Center APP host = ocs-app.local
Aurora Center DB host = ocs-app.local
Aurora Center external URL = http://mydomain.com
PostgreSQL version = 15

is this ok [y/n]? ¥y
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B cnyyae noatsepxaeHuna (y), HauHeTcs ycTaHoBka [MMO. B cayyae oTKasa (n),

byaeT BbINONHEHO 3aBEPLIEHNE CLEHAPUA YCTAHOBKM.
3.5. NopAanok HaCTPOMKN KOMMOHEHTOB cpeabl PyHKUMoHMpoBaHuA MMNO v MMNO

MPUMEYAHUE. CueHapum YCTAHOBKM MNO3BOAAKT BbINONHUTb HACTPOMKY U
ycTtaHoBKy M0, a TakKe KOMNOHEHTOB cpeabl GyHKLMOHNPOBaHMA MO Ana HECKONbKMX
PA3/IMYHbIX OKPYKEHWI. [opAaoK KOHOUTYPUPOBaHMA M ycTaHOBKM MNIMO Ans HECKONbKUX

OKpYKeHun npuseaeH 8 n. 3.10.14.

3.5.1. HactpoWika KOMMOHEHTOB cpeAapbl OYHKLUMOHMPOBAHMA rnro n

MHPPACTPYKTYPHbIX KOMNoHeHTOoB MO

MPUMEYAHWE. Maponu, cekpeTbl, TOKEHbI A0KHbI OblITb HE MeHee 8 CMMBOAOB, a
TaKKe coaep)KaTb 3arnaBHble M CTPOYHble BYKBbI (KMpUAAMLA He AO0MNyCKaeTca), undpsbl,
npobenbl M cneuyanbHble CMMBOAbLI. [lomyCKaeTcA MCNOAb30BaTb  Caeaytolime

cneynanbHbleé CUMBOJIbI:

S&x ()-=_; .

[ns  HacTpPOMKM  KOMMNOHEHTOB  cpedbl  PyHKUMOHMpoBaHMa  MMNO  u
MHDPACTPYKTYPHbIX KOMNOHEHTOB MO HeobxoAMMO BbINOAHUTL CAeaytolLMe AeNCTBUA:

3.5.1.1. NepenTtn B KaTa/Nor CO CLEHAapUAMM YCTaHOBKM (KaTasnor: /install-
<Bepcwmusa IMIO>/install-ac-mt/ WAW /install-<Bepcusa IIO>/install-ac-mt-
spr/).

3.5.1.2. B unHBeHTapHOM ¢aine inventories/hosts.yml 3adaTb ajpeca
cepBepoB (MMeHa XOCTOB), Ha KOTopble OyayT YCTAHOBAEHbl KOMMOHEHTbI cpeapbl
dyHKUMOHMpoBaHMA MMNO 1 MHPPACTPYKTYPHbIE KomnoHeHTbI MN10.

OnucaHue nopaaKa 3aZaHuA aApecos B NHBEHTAPHOM banne
inventories/hosts.yml npuBeaeHo 8 n. 3.10.12

[ns oTobpaxkeHua agpeca IBM HeobxoAMMO BbINOSHUTL KOMaHAY:

hostname
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Mpumepbl $annoB hosts.yml ANA OAHOHOAOBOM W KNACTEPHOM KOHOUrypaumm
npuvBeaeHbl B KaTasore samples/ac/inventories/

OnncaHne napameTpoB  MHBEHTApPHOro darna inventories/hosts.yml
npusegeHo s n. 12.1.1.

3.5.1.3. B KoHOUrypaumoHHom daine config/vars/ vars.yml HeobxoaAMmo
3a4aTb MO0 NOMEHATb NPeayCTaHOBAEHHbIE 3HAYEHMA CAeAYOLLMX NAapaMeTPOB:

— napameTpbl nogkntodeHna noacuctem MMO K bA:

postgresqgl:
port: 5432

Mpu mcnonb3oBaHMM banaHcupoBWMKa B HeobxoaMmo 3adaTb afpec XocTa

6anaHCMpPOBLLMKA, HaNnpUmep:

postgresqgl:
host: "10.189.221.57"

— naponb cynepnonb3oBatena "postgres" CYB[ Postgresql, ecan yctaHoBKa

CYB/l ocylecTBnAeTCA C NMOMOLLbIO CLleHapueB YCTaHOBKM:

Pg superuser password: "postgres"

— Bepcuto CYB/:

pg_version: 15

MepeyeHb AONYCTUMbIX 3HaYeHUI NapameTpa NpuseaeH B Tabauue (Tabavua 14).

Tabnuua 14
3Ha4YeHMe napameTpa Bepcua CYbB/]
14 PostgreSQL 14
15 PostgreSQL 15
16 PostgreSQL 16
l4-pro Postgres Pro Standard 14
ld-stdcert Postgres Pro Certified 14
15-pro Postgres Pro Standard 15
15-stdcert Postgres Pro Certified 15
lé6-pro Postgres Pro Standard 16
1l6-stdcert Postgres Pro Certified 16
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— MMA 1 naponb nonb3zoBatena CYB/ Postgresql c ponbto «replication»:

pPg replication user:
name: replication
password: 123FD5648ert**h

— MMA M naposb cynepnonb3osatena CYB/ Postgresgl, oT umeHn KoToporo byaet

OCYLLEeCTBNIATbLCA YCTaHoBKa [1M10:

pPg_custom superuser:
username: OCS_ superuser
password: ClacVob*TwesOLs6

— aapeca DNS-cepsepos (oba3zatenbHo ana OC Ubuntu 22.04, Ubuntu 24.04 wn
PEA OC 8.0), Hanpumep:

dnsmasq upstream servers: "192.168.137.1,10.189.211.10"

MPUMEYAHUE. OnuncaHne napameTpoB KOHOUIYPaAUMOHHbIX $alaoB cLeHapues
YCTAaHOBKM cpeabl dyHKUMoHMpoBaHuAa [1MO, cueHapues yctaHoBku [1MO u MMO
NpUBEAEHO B CAMMX KOHOUIYPaLMOHHbIX Galifax B BMAE KOMMEHTApMEB.

3.5.1.4. B KoHOUrypaumoHHOM dalne config/secret.yml 3a4aTb MNaponu,
CeKpEeTbl M TOKEHbI:

— napoab goctyna K b/:

database:
password: CHANGEME-ocs

— naponb goctyna Kk CYB/[, Valkey B napameTpe valkey password:

valkey:
password: "CHANGEME-@rTT9089087fslk"

— CEKPEeTHbIM KN4 ANa ayTeHTUPUKaLUMmM 3anpocos K cepsucam MMMO:

hmac:
key: "CHANGEME-DEFAULT-F1IWpOt5dY51YJrm7H-DEFAULT"

— TOKEH A0CTyna K cucteme obHapy»KeHua cepBncoB Consul:

consul:
token: "CHANGEME-ae9f5abb-6b8f-9252-59¢c5-53bcb651£f182"
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— CEKPETHbIN KoY KNMEHTOB (CepBMCOB):

defaultOidcClientSecret: "CHANGEME-HWfwehfoIOHwfe233WEfvwewe"

— KAOY WKdpoBaHMA CEKPEeTOB, XpaHAaumxca B b/

encrypt:
keys:
- "CHANGEME-master-key"

BHUMAHMUE! Mpun obHosneHmn MMNO yaanatb cTapble KNO4YM 3anpellaetca. Hosble
KAto4n Heobxoanmmo A06aBNATb B HAYAN0 CNUCKA;
— Maponu, UCNONb3yemble ANA 3aWMTbl KPUTMYHOM MHbOPMaLMKM (Hanpumep,

cookie ceccunm):

oidcpSecrets:
system:
- kdj%93cxk+57nMa4
cookie:
- 9v _wer8*&r= hY8u

BHUMAHWE! JnvHa napona aonxHa bbiTb He MeHee 16 cumBooB. [pn 0bHOBAEHMM
MMNO yaanATb cTapble Naponu 3anpeuaercd. HoBble naponn Heobxoammo aA06aBAATbH B
Ha4aN0 CMMCKa;

— MNapo/b A0CTyNa K CEPBUCY rapaHTMPOBAHHOM AOCTaBKN COObLLIEHNI Redpanda:

redpanda:
password: 'CHANGEME-%GJJ690t5-0"

— Maposib cynepnonb3oBaTesia cepBUCa FapaHTVIpOBaHHOM A0OCTaBKN COO6LLI,€HMPI

Redpanda:

redpanda_ superuser:
name: admin
password: CHANGEME-Tes%3@@poi

— Mapoab AOCTyNa K CePBUCY ynpasBaeHua Knactepom bl Patroni:

patroni:
api password: "CHANGEME-VV4445@@@3kJ5"

— Mapo/ib AOCTYNa K cepBucy BanaHCMPOBKM HArpy3kn Keepalived:

keepalived auth pass: "CHANGEME-ravJulis*Im5"
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3.5.2. Hactpowka MMO (noacuctem MMNO)

BHUMAHWE! Tepen BbINONHEHMEM HACTPOEK HeobXxoAMMO WM3y4UTb MOPAAOK
PaboTbl C KOHOUTYPALUMOHHBIMK daltnamm, npueeaeHHbIM B . 13.2.9.

MPUMEYAHWUE. Maponu, cekpeTbl, TOKEHbI A0NXKHbI ObITb HE MeHee 8 CMMBOJIOB, a
TaKXe CcoAepKaTb 3arnaBHble U CTPOYHble DYKBbI (KMpMAAMLA He AonyckaeTtca), undpsl,
npobenbl W cneumanbHble CUMMBOAbLI. [lonycKaeTca MCNOAb30BaTb  CAedytolime

cneynaibHble CUMBOJIbI:

S6*% ()-=_; .

[Ons HacTponkn MIMO HeobxoANMMO BbIMONHUTL CAeayolme AeNCTBUA:

3.5.2.1. B wuHBeHTapHOM ¢aine inventories/hosts.yml 3adaTb ajpeca
cepBepoB (MMeHa XOCTOB), Ha KOTopble ByayT ycTaHoBAeHbl noacucTems! MMO.

OnuncaHune nopAzaka 3a4aHunA aapecos B NHBEHTAPHOM banne
inventories/hosts.yml npusegeHo B n. 3.10.12.

3.5.2.2. BbinosHUTL HACTPOMKY nopTta ana AAMUHUCTPATUBHbIX
(npuBmMnernpoBaHHbIX) MHTEpdencos MNMO (npn HeobxoaMMOCTH).

Mo yMOAYaHWIO MPUBMAETMPOBAHHbIE W HEMPUBUAETMPOBAHHbIE WMHTepdeENChI
NPUHMUMALOT 3anpocel Ha nopTy 8009.

B T[IMNO npeaycmoTpeHa  BO3MOXHOCTb  Ha3HayMTb  AAMMHUCTPATUBHbLIM
(npmBmnernposaHHbIM) MHTepdericam MMNO oTAeNbHbIM NOPT. ITO NO3BOAAET OrPaAHMUYNTD
alelonaVly HEeNpPMBUAETMPOBAHHbIX nonb3oBaTenemn K AAMUHUCTPATUBHBIM
(npuBMnernpoBaHHbIM) MHTepdencam MMO.

[lna HasHayeHMA OTAeNbHOro nopta AA8 aAMWHUCTPATUBHOIO WHTepdeinca
HeobXoaAMMO B KOHOUTYPaLMOHHOM dalne config/vars/ vars.yml yKa3aTb NOPTbl A1A
HEeMPUBWMNErMPOBaHHbIX WHTepdeincoB (NapameTp: nginx vhost external port) W
aAMUHUCTPATUBHbBIX (NpuBMNErMPOBAHHbIX) MHTepdencos (napameTp:

nginx vhost external admin port), Hanpumep:
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nginx vhost external port: 8009
nginx vhost external admin port: 8010

M3meHeHMe nopTa HeoHXO0AMMO y4mTbIBaTb B HacTporkax URI B nn. 3.5.2.3.

3.5.2.3. BbINnoAHUTb HacTporky TLS ana BHewHux uHTepdencos MMNO (npu
HEeobX0ANMMOCTH).

HacTponka TLS moxeT noTpeboBaTbCA A1A 3aLUMTbl KaHANOB CBA3W, Hanpumep,
MeXay BHeWHMM 6anaHCUPOBLUMKOM U CEPBEPOM  MPUIOKEHUN  WUAN  MeXay
ynpaBaAEMbIMWU YCTPOMCTBAMM 1 CEPBEPOM NMPUIOKEHNN.

Mo yMONYaHMIO cepBep MPUHMMAET 3anpocbl No NpoTokony HTTP. [1as HacTponKm
cepBepa Ha 006paboTKy 3ampocoB MO 3aWMLLEHHOMY MpoTOKoay TLS Heobxoanmo
BbIMO/IHUTb CAeayowme AeNCTBUA:

3.5.2.3.1 B KOH®urypaumoHHom danne config/vars/ vars.yml BKIOYUTb
ONUMIO nginx vhost external tls M yKa3aTb 3aKPbITbIA KAKOY U LeNOYKy cepTnduKaTa

3aKkpbITOro kKAto4a 8 PEM popmate, Hanpumep:

nginx vhost external tls:
enabled: true
private key: |
————— BEGIN PRIVATE KEY-—----

MPUMEYAHUE. CepTuduKaT 3aKpbITOrO KAYa AO/IKEH COOTBETCTBOBATH
cneayowmm TpeboBaHMAM:

— B NoOJle Common Name (CN) AO0/IKHO ObITb YKa3aHO JOMEHHOE UMS;

— B cepTudMKaTe AO0/MKHO MNPUCYTCTBOBATb MONEe subjectAltName, 3HAYEHWE
KOTOPOro A0/1XHO COBMNAaZaTh CO 3Ha4YeHMeM B Nojie Common Name (CN);

— cepTMdMKAT AO0/MKEeH BXOAMTb B LIEMOYKY [0Bepua CcepTUPMKATOB Ha

YCTPOWCTBAX;
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— ¢dann  cepTudMKaTa  3aKPbLITOrO  KAYa  AOJ/IKEH  BKAKYATb  LIEMOYKY
CepTUPUKATOB.

MpuMmep co3agaHmA 3aKPbITOro KAtoYa U cepTUdMKATa 3aKPbITOro KAoYa npuseaeH
B nn. 3.8.1.2.

3.5.2.3.2 B koHOUrypaumoHHom daine config/vars/ vars.yml HeobxoaAMmo
OTAENUTb NOPT A4 BHELHWX BbI30BOB (MapameTp: nginx vhost external port) OT
BHYTPEHHEro  nopta A4  MEXNOACUCTEMHOro  B3aummogdencTsua  (napametp:

nginx_vhost_system_port).Haﬂpmmep,yKaBaTbCﬂeAyKnumeﬂOprH

nginx vhost external port: 8009
nginx vhost system port: 8007

MPUMEYAHUE. HacTtponkn TLS coeamHeHna ByayT NpuUMeHeHbl K Cleayroummm
NopTam:

— MNOPT 414 BHELWHMX BbI30BOB (MapamMeTp: nginx vhost external port);

— nopTt aAMWUHNCTPATUBHOTIO nHTepdelica (napameTp:
nginx vhost external admin port);

— nopT  ANA  npuMema  3anpocoB  OT  KOHTEHT-CepBepoB  (MapameTp:
nginx_vhost_external_cdn_origin_port)

3.5.2.4. BbinonHuTb HacTpomnky URL-aapecos MMMO.

URL-aapeca MMNO 3apatoTcs B CEKUMM publicUris B KOHPUrypaumoHHOM darine
config/config.yml.]j2.

BHUMAHMUE! URL-agpeca yka3biBatoTCcs 63 CMMBO/IA «/» B KOHLLE.

Mo ymonyaHuto URL-agpeca MNMO HacTpoeHbl cneayowmm obpas3om:

— MPOTOKOAN: HTTP;

— hostname: COOTBETCTBYET NEPBOM 3aNMCK B rpynne app B UHBEHTAapHOM daline

inventories/hosts.yml;
— HOpTZCOOTBQKTBVETﬂepeMeHHom nginx_vhost_external_port, SaAaHHOﬁ

B KOHQUIypauMoHHOM parne config/vars/ vars.yml.
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[laHHble HACTPOMKM COOTBETCTBYKOT OAHOHOAOBOM KOHPUIypauumM CUCTEMbI C
He3aWMLUEHHbIM  coeAnHeHNneM, O0bWMM MNOPTOM  AA8  NPUBUAETMPOBAHHbLIX U
HEeNPMBMAETMPOBAHHbIX MHTepdEencoB 1 6e3 NCNob30BaHMA BHelHero 6anaHCMpPOBLMKA.

Bo3MOXKHbI cneaytolle BapnmaHTbl HACTPOMKM:

3.5.2.4.1 URL-aapeca MNMO ncnonb3ytoT 1 aomeH, 6e3 BHellHero 6anaHCMPOBLLMKA.

[laHHble HACTPOMKM NPUMEHWUMbI TONbKO K OAHOHOAOBOW KOoHdUrypaumm. B
napameTpe publicUris.ac.commonAddress — MO YMOJ/IMAaHMIO YKa3aH hostname,

COOTBETCTBYHOLIMMA NepBOM 3anMcum B rpynne app B WHBEHTapHOM  ¢alne

inventories/hosts.yml

ac:
commonAddress:
"http://{{groups['app']|first}}:${nginxVhostExternalPort}"

Ecrm B nn. 3.5.2.2 Obln Ha3HayeH OTAENbHbIM NOPT ANS aAMUHUCTPATUBHBbIX
(NnpuBMANernpoBaHHbIX) MHTEPdENCoB, TO HEODXOAMMO B MEPEMEHHOM publicUris.ac.
adminAddress VYyKasaTb 3TOT nopt. [nAa yKasaHMA nopTa MOXMHO MCMO/b30BaTb

nepemMeHHyto nginxvVhostExternalAdminPort UM HENOCPEACTBEHHO 334aTb 3HAYEHME:!

ac:
adminAddress:
"http://{{groups['app'] |first}}:${nginxVhostExternalAdminPort}"

3.5.2.4.2 Hactporka URL-agpecos [MNO npm MCNONb30BAHUM 33ALUMLLIEHHOrO
coeAnHEHMA.

HesawmueHHoe (npotokon HTTP) coeanHeHune ¢ cepBepom npunioxkeHuit MMO
[ONYyCTUMO  MCMNONb30BaTb B MWIOTHbIX MPOEKTax, rae oTcyTcTByeT 06paboTKa
KOHPUAEHUMANbHOM WMHPOPMALMKU. B OCTanbHbIX Cayd4aax A0MKHA obecnevymBaTbCs
3allMTa KaHaAN0B CBA3M.

MMNO noaaepnBaeT BO3MOXKHOCTb MCMNOMb30BAHMA 3aWMLWEHHOrO COeAMHEHNA
TO/IbKO C MCMNOJIb3OBAHMEM BHELIHEr0 KPUNTOLW3a WUAM HACTPOMKKM TLS Ha BHeWHeMm

6aﬂaHCl/|pOBLLI,l/IKe.
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Mpn  McCnonb3oBaHMA  3awmuweHHoro coeamHeHua B  URL-agpecax [1M10

HeobxoaMMOo yKa3sbiBaTb NpoTokoa HTTPS:

ac:
commonAddress: "https://acenter.example.ru"

3.5.2.4.3 URL-agpeca MMO ncnonb3ytoT 1 AOMEH Ha BHelwHeM 6anaHCUPOBLIMKE.
B aaHHOM cnydae B napameTpe commonAddress HeEOOXOAMMO 3a4aTb MPOTOKON
(http mnam https), uma gomeHa <AC_DOMAIN> 1 nopT, HAaCTPOEHHble Ha BHELIHEM

6anaHCMpPOBLIMKe, HaNpUMmep:

ac:
commonAddress: "https://acenter.example.ru"

3.5.2.4.4 URL-agpeca MMNO pa3geneHbl Ha BHELWHWA M BHYTPEHHMN OOMEHbI Ha
BHellHeM 6anaHCMpPOBLMKE.

MoanobHoe pasaeneHue, TpebyeTcd, Hanpumep, Korda HeobXoAMMO OrpaHNYNTb
[0CTyn K KOHCONAM agMMHNCTPATOPOB 13 BHELLHEN CETMU.

B aaHHOM cnydae B napameTpe commonAddress HeEOOXOAMMO 3a4aTb MPOTOKON
(http man https), nmsa aomeHa <AC_DOMAIN> n nopT Ana BHELWHWUX a[pecoB, a B
napameTpe adminAddress 334aTb MPOTOKO/, MMA AOMEHa W NOPT ANA BHYTPEHHMX

aflpecos, Hanpumep:

ac:
commonAddress: "https://acenter.example.ru"
adminAddress: "https://admin.example

3.5.2.4.5 URL-aapeca NMO ncnonb3yoT pasHble AOMEHbI.
B paHHOM cnydae ans Kaxkagown noacuctemsl MMO 3agaeTcs cBOM COOCTBEHHbIM

AJOMEH, Hanpnmep:

cdn:
address: "https://external.cdn.example.ru"
originAddress: "https://acenter.example.ru:8024"
auth:
adminCrossTenantAddress: "https://authadmin.example"
publicAddress: "https://authpublic.acenter.example.ru"
aps:
adminAddress: "https://apsadmin.acenter.example.ru"

devAddress: "https://apsdev.acenter.example.ru"
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marketAddress: "https://apsmarket.acenter.example.ru"
push:

adminAddress: "https://pushadmin.example"

publicAddress: "https://pushpublic.acenter.example.ru"

mt:
adminAddress: "https://mt.example"

pkgrepo:
adminAddress: "https://pkgrepoadmin.example"
mobileAddress: "https://pkgrepomobile.acenter.example.ru"

repoAddress: "https://pkgrepo.acenter.example.ru"

3.5.2.5. OTpenaKktTMpoBaTb KOHOUIYPAUMOHHbBIN Gain config/config.yml. 2.
B pmaHHOM KoHdurypaumoHHom darne HeobxoAMMo 3aaaTb MO0 M3MEHUTH
npeayCcTaHOB/IEHHbIE 3HAYEHMA:

— AOMEH YYETHbIX 3anucen Nnonb3oBaTeNen ONA TeHaHTa "default":

defaultIdentityDomain: "omprussia.ru"

— YpOBEHb AeTann3aumm CcoobLIeHUA NOrMPoBaHUSA (pekomeHayeTcs 3a4aThb

"info" NPW TECTOBOM 3KCMAyaTaUMM M "warn" NPM NPOMbILIAEHHOM 3KCAyaTaumun):

logger:
level: "info"

3.5.2.6. Hactpoutb dparinosoe xpaHunumuie MNMo.

OnucaHme HacTponku dannosoro xpaHuaumuwa MO (parnosbix xpaHuauw, MM, MY n
MOOC) npuseaeHo B noapasaene 3.9.

3.5.2.7. BbInOAHUTb HacTporku ©BesonacHoctn MO, apyrme A0NOAHUTENbHbIE
HacTpolku MMO u HacTpoinkn noacmctem MMO (Npu HeobxoanMMOCTH).

BHUMAHUE! T[epen yctaHoskon [MO TpebyeTca BbIMNOAHUTL  HACTPOMKM
6esonacHoctu MMNO, gononHuTenbHble HacTporku MNMO 1 HacTpolkn nogcuctem MMO (npw
HeobxoaMMOoCTH).

[lepedyeHb W  oONWCaHWe  AONOJIHUTENbHbIX HacTpoeK (MO  npuBedeH B

nogpasgene 3.10.
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3.6. MNopAaaoK yCTaHOBKN KOMMOHEHTOB cpeabl yHKUMoHnposanHusa MIMO un MMNO

3.6.1. YcTaHOBKa KOMMOHEHTOB cpenbl OYHKUMOHNPOBAHMA Mo n

MHDPACTPYKTYPHbIX KoOMNoHeHToB M0

3.6.1.1. ObecneynTb CUHXPOHN3ALMIO BPEMEHM MEXAY HOAAMWN KnacTepa.

Mpwu akcnayataumm MNMO B KnacTepHoON KOHGUrypaumm Heobxoanmmo obecneymTb
CMHXPOHM3aUMI0 BPEMEHN MeXKAy HOAaMW KnacTtepa (Hanpumep, € MOMOLLbIO YTUAUTbI
chrony).

[lna NnpoBepKM CUHXPOHM3ALUMM BPEMEHN HEODXOAMMO BbIMNONHUTL KOMAHAY:

ansible-playbook play-check-time-on-hosts.yml --inventory-file
inventories/hosts.yml -vv --diff

[lo pe3ynbTaTaM BbINOJHEHMA KOMaHAbI 6yp,eT BblBEAEHO Tekywee BpemMAa Ha

KaXXaoWM HoZle Knactepa, Hanpumep:

acenterapp03.ompcloud 2022-11-09 09:48:38.394115
acenterappO4.ompcloud 2022-11-09 09:48:38.394533
acenterapp05.ompcloud 2022-11-09 09:48:38.394939
acenterappl06.ompcloud 2022-11-09 09:48:38.395490
acenterappOl.ompcloud 2022-11-09 09:48:38.393034
acenterapp02.ompcloud 2022-11-09 09:48:38.393631

3.6.1.2. YcTaHOBUTb Ha cepBepbl NpuUAoxKeHn, cepsepbl B[] 1 KOHTEHT-cepBepbl
HeobxoAMMble NaKeTbl.

BHUMAHWE! Mocne 3aBeplueHna ycTaHOBKM NakeToB cay»kbbl SELinux u Firewalld
OyayT OTKAHOYEHDI.

[lna ycTaHOBKM NaKeToB HEOHXOAMMO BbIMONHUTL CAeayrowme AeNCTBUA:

3.6.1.2.1 YCTaHOBWUTb NaKeTbl C MOMOLLbIO CAeAyoLen KOMaHabl:

ansible-playbook -i inventories/hosts.yml play-managed-node-
prerequisites.yml -vv -u <mMa [IOJIL30BATEJISA>

TakKe npesycMOTPeHa  BO3MOMHOCTb  YCTAaHOBKM  MaKeToB  BMecTe C
KOMMNOHeHTamu cpeabl GyHKUMOHMpoBaHMA MMO 1 MHGPACTPYKTYPHBIMU KOMMOHEHTaMM

MMNO ¢ NOMOLLbIO KOMaHAbI:
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ANSIBLE USER="<mma nosbz3oBaTensa>" ./deploy-infra.sh --install-
prerequisites

Hanpumep:

ANSIBLE USER="omp" ./deploy-infra.sh --install-prerequisites

Ana omeanoﬁ YCTaHOBKMW MaKeTOoB H€O6XO,£I,MIV\O BbIMOMHNUTL Cheayrowmne
KOMaH/4bl:

— CcepBepbl MPUITOKEHUN:

ansible-playbook -i inventories/hosts.yml play-managed-node-

prerequisites.yml -vv -u <umMSa HOJIb30OBaATeNsa> —-—-extra-vars
"node type=app" --limit app

— cepsepbl b/:
ansible-playbook -i inventories/hosts.yml play-managed-node-
prerequisites.yml -vv -u <umMSa HOJIb30OBaATeNsa> —--—-extra-vars
"node type=db" --limit postgresqgl

— KOHTEHT-CepBepbi:

ansible-playbook -i inventories/hosts.yml play-managed-node-
prerequisites.yml -vv -u <uMdg HOOJbL30BATENS> —--exXtra-vars
"node type=content" --limit content

— cepBep C  WMHPPACTPYKTYPHbIMM  KOMMOHEHTaMW (B Caydae, Koraa

MHPPACTPYKTYPHbIE KOMNOHEHTbI YCTAHABNMBAOTCA Ha OTAENbHbIN cepBep):

ansible-playbook -i inventories/hosts.yml play-managed-node-
prerequisites.yml -vv -u <uMga [OJb30BaTeNsa> —--extra-vars
"node type=app" --limit=consul, redpanda,valkey

Hanpumep, yCTaHOBKa MaKeTOB Ha CepBepbl MPUIOXKEHWUI OCyLlecTBaAseTcA C

MOMOLLBIO KOMaHAbI:

ansible-playbook -i inventories/hosts.yml play-managed-node-
prerequisites.yml -vv -u omp --extra-vars "node type=app" --limit app

3.6.1.2.2 Ha cepBepax nNpunoKeHun, cepBepax bl M KOHTEHT-cepBepax noj

ynpasneHmem OC PE/] OC BKAOUYMTb aBTO3aMyCK CAYKDObl network C MOMOLLbIO KOMaHAbI:

sudo systemctl enable network
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3.6.1.2.3 MNepe3arpy3unTb cepBepbl NPUAOKEHMN, cepBepbl B, 1 KOHTEHT-CepBepbl €

NMOMOLBbKD KOMaHAbI:

sudo reboot

MopAAOK [AencTBMM ANA CaMOCTOATE/NIbHOM YCTAaHOBKM MAKETOB, a TaKxkKe
oTKAtoYeHuto cnyxkb SELinux n Firewalld npuseaer 8 n. 3.10.7 n 3.10.8.

3.6.1.3. lNepenTn B KaTanor co CLueHapMaAMM YCTAaHOBKM B COOTBETCTBUM C M. 3.3.8.

3.6.1.4. YCTaHOBUTb ~ KOMMOHEHTbI  cpeabl  PyHKUMOHMPOBaHMA  TIMNO  n©

MHOPACTPYKTYPHbIE KOMMNOHEHTbI MIMO ¢ NOMOLLLbIO KOMaHAPbI:

ANSIBLE USER="<mma nosnb3oBaTens>" ./deploy-infra.sh

Hanpumep:

ANSIBLE USER="omp" ./deploy-infra.sh

B pe3ynbTaTe BbIMOJHEHWA KOMaHAbl B KaTanore logs byaeT cdopmmnposaH nor-
dann ycTaHOBKM KOMMOHEHTOB cpedbl GyHKUMOHMpoBaHMA MO 1 MHOPACTPYKTYPHbIX
KomnoHeHTos [1110.

OnuncaHne napameTpoB 3anyCKa CKpPWUNTa deploy-infra.sh M MX BO3MOMXHble
3HayeHMA npmeedeHbl B noapasaene 4.1.

BHUMAHWUE! CkpunT deploy-infra.sh MNO3BOAAET YCTaHaB/AMBATb TO/bKO
CYb/[ PostgreSQL 14/15/16. CYBAl  Postgres Pro HeobxoAMMo  yCTaHaBAMBaTb
CaMOCTOATE/NbHO.

Mpu  wncnonsv3osaHmm  CYBJ,  Postgres Pro nmbo, ecam  yCTaHOBKY
CYB/ PostgreSQL 14/15/16 ~ Heobxoanmo BbINOJHWUTL  camocTosTenbHO  (6es
MCNONb30BaHNA CLLEHAPMEB YCTAHOBKM KOMMOHEHTOB cpeabl GyHKUMOHMpPOoBaHMA MO n
MHDPACTPYKTYPHbIX KOomnoHeHToB [1MO), KoMaHAa YCTaHOBKM KOMMOHEHTOB cpeApbl
dyHKUMOHMPOoBaHMA MIMO 1 nHGPACTPYKTYPHbIX KomnoHeHToB MMO nmeeT cneayowmin

BMA,:

ANSIBLE USER="<mma nosnszoBaTensa>" ./deploy-infra.sh --skip-database
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OnuncaHue ycTaHOBKM M HacTpoinkn CYB/[ Postgres Pro, a Take TpeboBaHMA K

camocToaTenbHoW yctaHoBKke CYB/l npmnBeaeHsbl B noapasaene 3.12.

Takxke

npeaycmoTpeHa

BO3MOXHOCTb

YCTaHOBKMU

KOMMOHEHTOB

cpeapbl

dyHKUMoHMpoBaHma MMNO 1 MHOpacTpyKTypHbIX KOomnoHeHToB MIMO No oTAeNbHOCTU C

NMOMOLbIO ChedyrWnX KOMaHA:

ANSIBLE USER="<wum#a
ANSIBLE USER="<wmmsa
ANSIBLE USER="<wmmsa
ANSIBLE USER="<wum#a
ANSIBLE USER="<mmsa
ANSIBLE USER="<wumsa
ANSIBLE USER="<uMmsa
ANSIBLE USER="<wumsa
ANSIBLE USER="<uMmsa

nojab3oBaTensa>"
noas3oBarensa>"
noas3oBaTensa>"
nojab3oBaTesna>"
noas3oBaTensa>"
noas3oBaTensa>"
noar30Bareasa>"
noas3oBaTensa>"
noar30Bareasa>"

./deploy-infra.
./deploy-infra.
./deploy-infra.
./deploy-infra.
./deploy-infra.
./deploy-infra.
./deploy-infra.
./deploy-infra.
./deploy-infra.

sh
sh
sh
sh
sh
sh
sh
sh
sh

-C
-C
-C
-C
-C
-C
—-C
-C
—-C

dnsmasq

nginx

consul
consul-content
consul-template
redpanda

valkey

ocs-user

db

3.6.2. YcTtaHoska 110

[ns yctaHosKku MNMO HeobxoAMMO BbINOAHUTL KOMaHAY:

ANSIBLE USER="<wnmsa

rnoJjb30BaTejya>"

./deploy-ac.sh

Onuncanne NnapameTpoB 3anyCka CKpWNTa deploy-ac.sh W WX BO3MOXXHbIE

3HaYeHua npueeaeHbl B noapasaene 4.2.

Hanpumep:

ANSIBLE USER="omp"

./deploy-ac.sh

B pe3ynbTaTe BbIMNOSHEHUSA KOMaH/bl B KaTanore logs byaeTt cdopmmnpoBaH nor-

dann yctaHosku MMO.

[lna yCcTaHOBKM MNOACUCTEM MO OTAE/NbHOCTM HeobxoAMMO B MapameTpe --

subsystems 3a4aTb UMA NOACUCTEMDI.

BHUMAHWE! YctaHoska noacuctem (MO A0MKHA OCYLWECTBAATbCA CTPOro B

cneaywoulen nocnegosatenbHocTu: b6, MM, NMOOC, MY, NYT, CDN, MCY.

[Mpmep YyCTaHOBKM NOACUCTEM

no OTAE/IbHOCTU:

ANSIBLE USER="omp"
ANSIBLE USER="omp"
ANSIBLE USER="omp"
ANSIBLE USER="omp"
ANSIBLE USER="omp"

sh
sh
sh
sh
sh

./deploy-ac.
./deploy-ac.
./deploy-ac.
./deploy-ac.
./deploy-ac.

--subsystems
—-—-subsystems
—--subsystems
—--subsystems
—-—-subsystems

auth
appstore
pkgrepo
emm
mt
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ANSIBLE USER="omp" ./deploy-ac.sh --subsystems cdn
ANSIBLE USER="omp" ./deploy-ac.sh --subsystems push

Ecnn Heobxoammo yctaHoBUTb [CY oTaenbHO oT apyrux noacuctem MO, Toraa

[,0CTAaTOYHO yCcTaHOBUTL 16 1 MNCY € NOMOLLbIO KOMaHAbI:

ANSIBLE USER="<umsa nojbs3oBaTensa>" ./deploy-ac.sh --subsystems
auth, push

Nns yctaHosku MNMO 6e3 MNCY HeobxoaMMO BbINOAHUTb KOMaHAY:

ANSIBLE USER="<umsa nojb3oBaTensa>" ./deploy-ac.sh --subsystems
auth, appstore, pkgrepo, emm, mt

3.6.3. BbinonHeHMe HacTponkn noacuctem MO

BHUMAHME! Mpun HeBbINOAHEHWUM AAHHbIX HACTPOEK YacTb GyHKUMK MNMO moxeT
He paboTaTb UM paboTaTb HEKOPPEKTHO.

HacTpoika noacuctem MMO ocylecTBAAETCA B COOTBETCTBMM C noapa3aenom 3.8.
3.6.4. BbinoNHEHME OTPaHNYEHNI MO MPUMEHEHMIO

Mpwu akcnayaTauum MNMO Heobxoamumo cobntoaats cneaytowmne OFPAHUYEHNA MO
MPUMEHEHNIO:

— [CY He ocylecTBAAET ayTEHTUOUKALMIO MOAKNOYAEMbIX K HEMY YCTPOMCTB MOA,
ynpasneHnem OC ABpopa Bepcum 5.0.0 n Huxke, a Takxke OC Android, nostomy npwm
HeobxoamMmocTh obecneyeHmns KOHPUAEHLUMANBHOCTH, LENOCTHOCTU M AOCTYNHOCTM push-
yBEAOMAEHMA  HEobXOAMMO  WMCMNONb30BAaTb  KOMMEHCUMPYIOLWIME  Mepbl  3alMThI
MHDOPMaLUMM, Hanpumep, Kpuntorpadmuyeckyto 3alMTy KaHana CBA3WM C ABYCTOPOHHEM
ayTeHTUPUKaumen mexay Cepsepom npunoxeHuin NCY u ycrpoincrtsamu. [ns ycTpoOMUCTB
noa ynpasneHnem OC Apopa Bepcun 5.1 n Bbilwe B MCY peannsoBaHa ayTeHTUGUKaLUS,
NO3TOMY MCNONb30BaHNE KOMMEHCUPYIOLWMX Mep He TpebyeTcs;

— nocne ycTaHOBKM M HacTporKu MMNO HeobxoaMMO BbINOAHUTbL OFPaHNUYEHNA NO
NPUMEHEHWNIO,  MNPOM3BECTM  HACTPOMKM  He30MacHOCTM  KOMMOHEHTOB  cpeapbl
dyHKUMOHMPOoBaHMA MO, MHOPACTPYKTYPHbIX KomnoHeHToB (MO u HactpouTb C3W.

Heobxoanmaa nHdopmauma npmeeaeHa s n. 3.10.4.
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3.6.5. [poBepKa KOPPEKTHOCTM YCTAHOBKM U GYHKLMOHMpoBaHMs M0

MpoBepKa OCyLLECTBAAETCA B COOTBETCTBMM C noAapasaenom 3.11.
3.7. Aagpeca Beb-KoHconem

MepBoHa4vanbHbin  BXx0A, B [MO ocywectBaseTca € nomoubto  KoHcoam
aaAMMHUCTpaTopa b 1 npeayCcTtaHOBAEHHOM YY4ETHOM 3amMMCKh C POab0 AOAMMUHUCTPATOP
YYETHbIX 3anncen:

— NormH: admin@omprussia.ru;

— naponb: Admin123!

MPUMEYAHMUE. Mpun nepsom Bxoae B MNMO HeobXxoAMMO CMEHUTb NAPOb.

B Tabnunue (Tabnnua 15) npueeaeHbl agpeca Beb-KOHCONEN.

Tabnuua 15

Be6-koHcoNb URL-agpec Be6-KoHCOM

KoHconb agmuHmctpaTopa M | http(s)://<cepsep npunoskeHna>:8009/auth/admin/ui
KoHconb agmmHuctpaTopa MM | http(s)://<cepsep
npunoxkeHna>:8009/appstore/admin/ui

KoHcosb pa3paboTtumka MM http(s)://<cepsep
npunoxkeHna>:8009/appstore/dev/ui

KoHconb agmmHuctpatopa MY | http(s)://<cepsep npunoxenma>:8009/emm/admin/ui
KoHconb agmumHuctpatopa MNYT | http(s)://<cepsep npunoxenuna>:8009/mt/admin/ui
KoHconb agmuHmctpaTopa MCY | http(s)://<cepsep npunoskeHna>:8009/push/admin/ui
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3.8. OnncaHue HacTpoiku noacuctem MMO

3.8.1. OnuncaHme HacTponkn MNCY

HacTtpolika MNCY 3aKkno4aeTcs B HaCTPOMKe 0bpaTHOrO NPoOKCK-cepBepa (reverse
proxy), a TaKKe B HaCTPOMKe MPOTOKO/Ma B3aMMOAENCTBUA YCTPOMCTB (push-aemoHa) ¢

Mey.
3.8.1.1. HacTpoika obpaTHOro NpoKcu-cepBepa

ObpaTHbIM NpoKcU-cepBep (reverse proxy) CAYKUT Ans 06paboTKM 3anpocos
(mnoAKNtOYEHUIN) MOBUIBbHBIX YCTPOMCTB (push-gemoHa) no 3alnLLLeHHOMY NPOoToKoay TLS
N TPAHCAMPOBaHMeE 3TKX 3anpocos B NCY.

Mpumepbl KOHOUIYpaUMOHHbIX danoB obpaTHOro npokcu-cepsepa Nginx ana
OJHOHOAOBOM M MHOFOHOZOBOM  KOHOMrypaumi  npuBedeHbl B KaTajnore
samples/ac/nginx external-balancer/conf stream.d/.

[na HacTponku obpaTHoro npokcu-cepsepa Nginx HeobXoAMMO BbIMOSHUTb
cnepytouime aencTema:

3.8.1.1.1 CkonnpoBaTb dann samples/ac/nginx_external-
balancer/conf_stream.d/one-node.conf (nnn samples/ac/nginx_external-
balancer/conf_stream.d/three-node.conf ana mMHOroHoA0BOM KOHGUrypaLmMm) B KaTanor
/etc/nginx/conf_stream.d/ n nepeumeHoBaTb ero B ocs-push-stream.conf ¢ nomotlbto
KOMaH/bl:

— 418 OAHOHOA40BOW KOHGUIYpaLMN:

sudo cp samples/ac/nginx external-balancer/conf stream.d/one-node.conf
/etc/nginx/conf stream.d/ocs-push-stream.conf

— ANA MHOTOHOZ0BOM KOHbUIypaLuuu:

sudo cp samples/ac/nginx external-balancer/conf stream.d/three-
node.conf /etc/nginx/conf stream.d/ocs-push-stream.conf

3.8.1.1.2B ceKuMm upstream KOHOUrypaumoHHoro danna ocs-push-

stream.conf 3a4aTb agpeca Hoa CepsepoB npuaoxeHun MCY, Hanpumep:
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upstream internal-lb-stream-8025 {
server ocs-app.local:8025 max fails=3 fail timeout=60 weight=1;
least conn;

}

3.8.1.1.3 Co3aatb KaTanor ans xpaHeHua nor-pannos Nginx:

mkdir -p <OoyTb K KaTajory>

Hanpumep:

mkdir -p /var/log/nginx/external balancer/

3.8.1.1.4 B ceKumun server 3a7aTb 3HAYEHMA CIeAYOLIMX NAPAMETPOB:

— MOpPT, K KOTOPOMY ByayT NOAKAYATLCS YCTPOMCTBA, HaNnpUmep:

listen 999 ssl so keepalive=on;

— NYTb K 3aKPbITOMY KAOYY U cepTMdUKATy 3aKPbITOro Katoya, KoTopble OyayT

MCMO/1b30BaTLCA A/1A YCTAaHOBKK TLS-coeaMHeHMA, Hanpumep:

ssl certificate /etc/nginx/ssl/cert.pem;
ssl certificate key /etc/nginx/ssl/privkey.pem;

MPUMEYAHUE. CepTudmKaT 3aKpbITOrO KAKYa AO0/KEH COOTBETCTBOBATH
cnepyouwmm TpeboBaHMAM:

— B Nojsie Common Name (CN)ﬂpﬂHﬁK)6uTbyKa3aﬂ3AOMGHHoeMNm;

— B cepTudMKaTe AO0/KHO MPUCYTCTBOBATb MOJEe subjectAltName, 3HaYeHMe
KOTOPOro AO0/I)KHO COBMNaAaThb CO 3Ha4YeHWeM B Nose Common Name (CN);

— cepTMdMKAT AO0/MKEeH BXOAMTb B LEMOYKYy [O0Bepus cepTUdMKATOB Ha
YCTPOMCTBAX;

— Pann  cepTudmMKaTa  3aKPbLITOrO  KAOYA  JO/KEH  BKAOYATb  LEMOYKy
cepTUdUKaTOoB.

MpuMep co3aaHMA 3aKPbITOrO KAKYa M cepTUdLMKaTa 3aKPbITOro KAKYa npmeeaeH
B nn. 3.8.1.2;

— nyTb K nor-darnam Nginx B cootseTcTBMM ¢ Nn.3.8.1.1.3, Hanpumep:

access_log /var/log/nginx/external balancer/access-999.log basic;
error log /var/log/nginx/external balancer/error-999.log;
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3.8.1.1.5 MNpoBepUTb KOPPEKTHOCTb KOHPUTYPALMOHHbIX hannoB Nginx ¢ NOMOLLbIO

KOMaHAbl:

sudo nginx -t

B cnyyae oTcyTcTBMA OWMOOK ByaeT BbiBeAEHO CooblieHMe:

nginx: the configuration file /etc/nginx/nginx.conf syntax is ok
nginx: configuration file /etc/nginx/nginx.conf test is successful

3.8.1.1.6 llepe3anyctutb Nginx c MOMOLWbIO KOMaHAbI:

sudo systemctl reload nginx

3.8.1.2. Mpumep co3aaHMA 3aKPbITOro KAtoYa 1 cepTUdUKaTa 3aKPbITOrO KAK4a

BHUMAHWUE! T[puBegeHHbIM B  HACTOAWEM MNYyHKTE NpMMep npuBeaeH
NCKHOUYNTE/IbHO B LIeSIX O3HAKOMIEeHUs ¢ dyHKUMoHanom MNCY. Co3paHne n ynpasieHune
KNto4eBOM MHbOPMaUMen A0NXKHO OCYLECTBAATLCA B COOTBETCTBMU C TPEOOBAHUAMMK U
pernameHTaMm aKCNAyaTUPYIOLLEN OpraHn3aumu.

Ons  GOPMMPOBAHUSA 3aKPLITOrO K/Ya M cepTUPUMKATa 3aKPbITOrO KAua,
MCMNOJIb3YEMbIX /18 YCTaHOBKM 3aLMLLEHHOTO coeAnHEeHUs 0BPaTHOrO NPOKCU-cepBepa C
MOOUABHBIMK YCTPOMCTBAMKU (push-aAemoHOM), HEeOobXOAMMO BbINOAHUTL CaeayoLlime
NEencTema:

3.8.1.2.1 Co34aTb 3aKPbITbIN KAHOY KOPHEBOIO CePTUPMKATA C MOMOLLBIO KOMaHAPbI:

openssl genpkey -algorithm RSA -out <nyTe k Galyly C BAKPHITBEIM KJIIOUOM> -
aes-128-cbc -pkeyopt rsa keygen bits:4096 -pass pass:

Hanpumep:

openssl genpkey -algorithm RSA -out rootCA.key -aes-128-cbc -pkeyopt
rsa_keygen bits:4096 -pass pass:

3.8.1.2.2 CdopmmpoBaTb M NOANUCATb KOPHEBOM CEPTUPMKAT C MNOMOLLbIO

KOMaHab!:

openssl req -x509 -new -nodes -key <nyThb kK damyy C SBaKPBTBM KJIIOUOM
KOPHEeBOTO cepTuduxkaTa> -sha2b56 -days 1024 -out <nyTe k danny cC
KOPHEBEIM CepTUPMKaTOM>
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Hanpumep:

openssl req -x509 -new -nodes -key rootCA.key -sha256 -days 1024 -out
rootCA.crt

3.8.1.2.3 Co34aTb 3aKpbITbi KAOY cepTUdMKaTa 0OpPaTHOro NPOKCKM-cepBepa C

NMOMOLWbKO KOMaHAbI:

openssl genpkey -algorithm RSA -out <nyTe k Gamiy C 3aKPHTHM KJIIOUOM
0bpaTHOTO NPOKCH-CepBepa> —-pkeyopt rsa keygen bits:4096

Hanpumep:

openssl genpkey -algorithm RSA -out server.key -pkeyopt
rsa_keygen bits:4096

3.8.1.2.4 Co3naTb KOHOUIYpPaLMOHHbIN daln, KoTopbln ByaeT MCNONb30BaTLCA ANA
bopmMmnpoBaHMA 3anpoca Ha cepTUPUKAT NPOKCK-CcepBepa.

KoHPUrypaLuMOHHbI Gpainn A0NKEH COOTBETCTBOBATL CAEAYHOLLMM TPeboBaHUAM:

— B NapameTpe Common Name (CN) A0/KHO ObITb yKa3aHO AJOMEHHOE UMSA;

— [O/IKEeH NPMUCYTCTBOBATb MapameTp subjectAltName, 3Ha4YeHWe KOTOPOrO
[O/I’KHO COBMaZaTb CO 3HAYEHMEM B Noae Common Name (CN).

Mpumep KoHbUrypaumoHHoro danna:

[ req ]

default bits = 2048
prompt = no
default md = sha256

req_extensions = reqg ext
distinguished name = dn
[ dn ]

C = RU

ST = Russia

L = Moscow

O = OMP

OU = OMP Aurora Center
CN example.test

[ reg ext ]
subjectAltName = (@alt names

[ alt names ]
DNS.1 = example.test
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[ v3 _ext ]

authorityKeyIdentifier=keyid, issuer:always
basicConstraints=CA:FALSE
keyUsage=keyEncipherment,dataEncipherment,digitalSignature
extendedKeyUsage=serverAuth,clientAuth
subjectAltName=@alt names

MoapobHaa MHGOPMALMA O NapameTpax KOHPUrypauMoHHOro ¢arnna u nopsaxke
ero opMMpPOBaHNA NpuBeLEeHa B AOKYMEHTaUMK Ha KpunTtorpaduueckyto 6mbamnoTteky
OpenSSL: https://docs.openssl.org/3.0/manl/openssl-req/#configuration-file-format.

3.8.1.2.5 Co3aaTb 3anpoc Ha cepTUdMKaAT 0b6paTHOro NPOKCM-CepBEPA C MOMOLLLbHO

KOMaHAbl:

openssl req -newkey rsa:4096 -keyout <nyTb K Qanjay C BaKPBTHM KJIOUOM
0BpaTHOT'O NPOKCHU-cepBepa> -out <nyTh K Qanjly C 3alpoCoM Ha cepTudmuxaTr>
-config <nyThb K KOHQUI'YPALUMOHHOMY OGarimy>

Hanpumep:

openssl req -newkey rsa:4096 -keyout server.key -out server.csr -
config csr.conf

3.8.1.2.6 Co3aatb cepTndmKaT 06paTHOro NPOKCU-CEPBEPA C MOMOLLLbIO KOMAHAbI:

openssl x509 -req -in <nyTe k OGanmiay C 3anpocoM Ha cepTudmxar> —-CA
<nyTb K Ganmily C KOpPHEBEM cepTupmxaroM> —-CAkey <noyTb k Ganjly C 3aKPBITBEM
KJIIOUOM KOPHEBOTO cepTudukarTa> -CAcreateserial -out <nyTe kK Qanny c
cepTudmMkaTOM OOPATHOTO MNPOKCU-cepsBepa> -days 500 -sha256 -extensions
v3 ext -extfile <KOHQUI'YPaLMOHHEN Qani>

Hanpumep:

openssl x509 -reqg -in server.csr -CA rootCA.crt -CAkey rootCA.key -
CAcreateserial -out server.crt -days 500 -sha256 -extensions v3 ext -
extfile csr.conf

3.8.1.2.7 Co3patb ¢ain c uenodkon ceptudurkatoB. [ns 3TOro HeobHXxoAMMO
KOpPHEBOM cepTUdMKaT 3anmcaTb B dann ¢ cepTudmukatom obpaTHOro NpPoKcU-cepBepa C

NMOMOLBKO KOMaHAbI:

cat <nyTe K Qanyly C KOPHEBHEM CepTUOMKaATOM> >> <OyTh K Qanyy C
ceprTudmMkaToM OBPATHOTO MNPOKCH-CepBepa>
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Hanpumep:

cat rootCA.crt >> server.crt

3.8.1.2.8 YoanuTb Napo/ib C 3aKPbITOrO KAto4Ya cepTuduKaTa obpaTHOro MpoKCK-

cepBepa C MNOMOLLbIHO KOMaHAbl:

openssl rsa -in <noyTe K Galyly C BaKPHTEM KJIOUYOM OOPATHOI'O IIPOKCU-
cepBepa> -out <nyTh K Ganily C 3aKPHITEIM KJIOUOM OOPATHOTO INPOKCU-CepBepa
Bes napoJjiga>

Hanpumep:

openssl rsa -in server.key -out new.server.key

3.8.1.3. HacTpolka npoTokoNa B3aMMOAeNCTBMNA yCTPoMcTB (push-aemoHa) ¢ MNCY

YcTpoicTBa B 3aBMCMMOCTM OT YCTAHOB/MEHHOM Ha Hux Bepcum OC ABpopa
MCMO/Ib3YIOT pPasHble BepCUM MpoToKona B3ammogencTems c [CY. lepedyeHb Bepcui

NPOTOKONA B3anmoaenctana yctpoicts ¢ MCY npueeaeH B Tabnnue (Tabamua 16).

Tabnunua 16

Bepcua OnucaHue
NPOTOKO/A
0 Bepcua npotokona ana OC ABpopa 3-ro nokoseHwAa. He noggeprkvsaet
ayTeHTudmKaumto yctpomncts B MNCY
2 Bepcusa npotokona ans OC ABpopa 4-ro NMOKONEHMA, B KOTOPOM y4TeHbl
0CcobeHHOCTM MHOronosib3oBaTenbckoro pexuma OC. He noaaep:kunsaet
ayTeHTMduMKaumio yctpomcts B MNCY
3 B AaHHOM BepCcMM NPOTOKONA pPeann3oBaHa ayTeHTUOUKALMA YCTPONCTB Npu
noakntoveHnmn K MCY. NMoanepkmeaetca OC Aspopa Bepcun 5.1 u BolLle.
NMPUMEYAHUE. Mcnonb3oBaHWe NpoTOKONa BepcuM 3 A0NYCTMMO NpwU
ycnosum yctaHoBKkM MCY coBmecTHO ¢ Y n akTmBauum yctponcTs B Y. B
MHOM CNy4ae HeobXoAMMO MCNONb30BaTb MPOTOKON BEPCUN 2

3agaHue NPoOTOKO/a ocylecTsaseTca B napameTpe
allowedDeviceProtocolVersions KOHPUIypaUMOHHOrO danna install-<sepcus
MIO>/install-ac-mt/config/subsystems/push/config.yml. B AaHHOM MapameTpe
3a[,aeTcA CNMUCOK AO0CTYMHbIX BEPCUM NpOoTOKOMa. Ecam 3aaaHO HEeCKOIbKO Bepcuin, To byaeT

MCMO1Ib30BaATbCA MaKCMMaAJIbHAA BepCMA TMPOTOKOJ1a, KOTOpPaA noaaepXmnBaetca wu



YCTPOWUCTBOM, n

CepBepPOM.
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Mpnmepbl 3aaHMA  3HAYEeHUN napameTpa

allowedDeviceProtocolVersions nNpuBeaeHsl B Tabauue (Tabamua 17).

Tabnuua 17

3Ha4YeHMe napameTpa

OnucaHue

allowedDeviceProtocolVe
rsions: []

B MNCY BKAoYeHa noaaeprKKa BCex BEPCM MPOTOKO/A.
MCY ayTeHTMdUUMpPYEeT YCTPOMUCTBA, NOAAEPKMUBAIOLIME
NPOTOKOAN Bepcun 3. YCTPOMCTBA, HEe NOAAepKMBatoLmMe
NPOTOKON Bepcum 3 B3ammoaenctaytoTr ¢ [ICY 6e3
ayTeHTMdMKaumm.

[JaHHOe 3HaYeHMe NUCNONb3YEeTCA N0 YMOIYAHUIO

allowedDeviceProtocolVe
rsions: [0, 2]

YctponcTtea B3aumogenctsytoT ¢ [ICY no npoTokony
Bepcum O nam Bepcun 2. AyTeHTUDMKaLMA YCTPOMCTB He
OCYLLeCTBAAETCA

allowedDeviceProtocolVe
rsions: [3]

B3anmopenctsoBaTb ¢ [ICY MOryT TOAbKO YCTPOWMCTBA,
noagepxueatowme  npotokon  sepcun 3. TICY
OCYLLLECTBAAET ayTEHTUDMKALMIO YCTPOMICTB

Mocne BHECEHUA U3MEHEHWn HeobXOoAMMO MepeyCcTaHOBUTb KOHOUIypaLMOHHbIE

dannbl C NOMOLLI KOMaHAPbI:

ANSIBLE USER="<umsa nosbzoBaTejsa>"

./deploy-ac.sh --action config

3.8.2. OnucaHme HacTponkn MYy

HacTporka Y 3akato4aeTcs B HaCTponKe B3anmoaenctesmna Cepsepa NPUNOKEHNM

MY c Cepsucom ysegomneHmin Aspopa Bepcum 1.1.2 mam TICY, a TakKe B 3arpyske

KapTorpaduyeckon nHbopmaumm B darnosoe xpaHuauuie My.

3.8.2.1. Hactpoiika B3anmoaenctamna Cepsepa npuaoxkenHuin My c Ncy

B cnydyae HeobxogmmocTn B3ammoaenctema Cepsepa npunoxenuin MY c MCY

noTpebyeTca BbINOMHUTL CAeAyOWME HACTPONKM:

3.8.2.1.1 CuHxpoHM3MpOBaTb Bpema mexay Cepsepom npuaoxkenuin MY mn rncy.
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3.8.2.1.2 3apernctpmposaTtb B [NCY NpoeKT 1 Noay4nTb KOHOUIYPaALMOHHbIE Gaibl
C HAaCTPOMKaMM: mobile app ac push project.json n
app_server_ac_push_project.json.MHCprKuMﬂFK)CO3AaHMK)Hp0eKTaHpeppTaBﬂeHa
B AOKymMeHTe «PykoBoacTBO nonb3osaTena. Yactb 5. MNoacuctema CepBuUC yBEAOMIEHNIAY
AOMI.20134-01 90 01-5.

3.8.2.1.3 3apaTb NPOTOKOA, AOMEH M nNopT Ana obpauweHma K MCY (3HayeHume
napameTpa AO/IKHO COOTBETCTBOBAaTb 3HAYEHWIO NapameTpa push public address B
KOHPUrypaumoHHom ¢arne app_server_ac_push_project.json) Ona sT10r0 B
KOHPUIYPaLMOHHOM banne config/config.yml.j2 3a4aTb napameTp

config.publicUris.push.publicAddress, HANPUMeEP:

publicUris:
push:
publicAddress: "https://acenter.example.ru"

3.8.2.1.4 3apaTb 4OMEH <AC DOMAIN> u nopt MNCY ana yctpoicts (push-gemoHa).

[omeH 1 nopt MNMCY Ansa yCTpOMCTB 3a4at0TCA B CEKUMM pushNotificationSystem
KOHOUIypaumoHHoro ¢ahna config/config.yml.j2 W PACNPOCTPAHAOTCA Ha BCe
TeHaHTbl. 10 YMONYaHMIO B KayecTBe mobileHostname YKa3aHO MMA NEpPBOro cepsepa

NPUIOXKEHUN,

pushNotificationSystem:
mobileHostname: "acenter.example.ru"
mobilePort: 999

Takke OOMeH M MOoPT MOXHO 3a4aTb B KoOHCOAM aamuHUcTpaTopa [1Y npwu
BbiNoNHEHMK Nn. 3.8.2.1.6. B gaHHOM C/ly4ae HaCTPOMKKM ByayT pacnpoCcTPaHATLCA TObKO
Ha TEHAHT B PaMKax KOTOPOro BbINOAHANACb HACTPOMKa.

NMPUMEYAHMUE. Nimsa nomeHa, 3aaaBaemoe B NnapamMeTpe mobileHostname, AOMKHO
coBMaAaTb C UMeHeM cepBepa aapec nybanyHoro APl cepsepa aBTopM3aLMn, 3a43aBaeMoro
B NEPeMEHHOM publicUris.auth. publicAddress.

3.8.2.1.5 MNepeycTaHoBuTb Y B COOTBETCTBMM C M. 3.6.2, B C/Zly4ae €C/IM HACTPOMKaA

OCYLLEeCTB/AETCA Noc/ae YCTaHOBKM [1Y.
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3.8.2.1.6 B KoHconun agmuHuctpaTopa MY («KAAMUHUCTPUPOBAHME» — « HACTPOMKM»
— «MHTerpayma» — «Cepsuc ysegomneHuin ABpopa») 3a4aTb NapameTpbl B3aMMOAENCTBUA
Cepsepa npunoxeHuin MY mn Mcy.
OnMcaHMA HasHavyeHMA napameTpoB M NOPAAOK HACTPOMKWM NpuBEAEHbl B
[OKyMeHTe «PyKoBoACTBO Nosib3oBaTena. YacTb 3. MNoacmuctema MNaatdopma ynpaBaeHmsa»

AAMT.20134-01 90 01-3.

3.8.2.2. PyyHaa HacTpoMKa [A0CTyna K npunoxeHuto «Aspopa UeHTp» AanAa

OC ABpopa 1 OC Android

Mo ymMon4YaHWtio AOCTyn K npuaoxeHuto «Aspopa LeHTp» HacTpamsaeTcs
aBTOMaTU4YecKu B npolecce yctaHosku MI0.

[ns py4HOW HACTPOMKM AOCTyna K NpuaoxkeHuto «Aspopa LleHTp» Heobxoammo
BbIMONHUTL CAeaylolme AencTBUS:

3.8.2.2.1 BblnonTb ycTaHOBOYHbIN dann (APK-panin nan RPM-nakeT) npunoxkeHums
«ABpopa LleHTp» B pannoBoe xpaHuamule Y cornacHo napameTpy root CEKUMM Llocation
/clientDownload  KOHPUrypaumoHHoro ¢ahna /etc/nginx/conf.d/ocs-emm-
static-files.nginx.conf (MO YMONYaHWIO KaTanor: /ocs/emm/clients), AMbO

napameTpy root KOHPUrypauMoOHHOro ¢anna install-<eepcmsa MHIIO>/install-ac-
mt/config/subsystems/emm/applications/ocs—-emm-static-files/ocs—-emm-

static-files.nginx.conf.j2 cueHapues yctaHoBKu [110O.

YcTaHoBOYHblE hainbl 4ONKHbBI ObITb pa3melleHbl caeayowmm obpasom:

./clients/

—— android-<Bepcusa OC>
client.noarch.apk

—— aurora-<eepcuda 0C>
client.<apxmurTekTypa>.rpm

Hanpumep:

/ocs/emm/clients/

—— android-10
client.noarch.apk

—— aurora-5.0.0

—— client.arm.rpm

—— client.arm64.rpm
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B cay4ae ecam MMs YCTaHOBOYHOTO daitia OTnYaeTca oT WwabioHa, TO BMECTO HEro
MOMHO MCMONb30BaTb CUMBOIMYECKYHO CCbIKY (symbolic 1link) Ha PALOM NeXKalluii

d)al\/lU'I. [na cozpaHma CMMBO/IMYECKOM CCbINKN H€O6XO,£I,I/IN\O NCMOJ/Ib30BaTb KOMaHAY:

1In -sf <oTHoOcCuUTeNnbHEM NyTh K apk-danny> client.noarch.apk
W
ln -sf <oTHOCUTEJNILHEM YyTh K rpm-nakeTy> client.rpm

Hanpumep:

In -sf omp-emm-client-4.0.0.4+2-android.armeabi-v7a.apk
client.noarch.apk

OnucaHMe HaACTpOMKM dannoBoro xpaHunuwga Y ans pasmelleHna B Hem
YCTaHOBOYHbIX halnoB npunoxeHuns «Aspopa LleHTp» npnseaeHo 8 n. 3.9.1.

3.8.2.2.2B  ceKuuu config.provisioning.android.signatureChecksum
KOHPUIYPaLMOHHOIO danna ny install-<Bepcus [10>/install-ac-
mt/config/subsystems/emm/config.yml 33a4aTb OTNEYaTOK CepTUPMKATa K/o4a
nposepku Il B KOAMPOBKE base64, C MOMOLLbIO KOTOPOro ByAeT BbIMOAHATHCA NPOBEPKA
3N APK-dannos.

Hanpumep:

provisioning:
android:
signatureChecksum: "xHOmnjhoe m-8NcBRphnlH9h3DwagzZdIPaWfacX8stE"

MoNy4nTb OTNEeYaToK cepTudmkaTa MoxKHO 13 APK-dpaiina ¢ NOMOLLbIO KOMaHAb!:

keytool -printcert -jarfile <uma danna> | perl -nle "print $& if
m{ (?<=SHA256:) .*}" | xxd -r -p | openssl base6d4 | tr -d '=' | tr --
l+/:l T_

MPUMEYAHMUE. YTnunnta Keytool BxoamT B coctas Java SDK (nnm JRE).
3.8.2.2.3 NepeycTaHOBUTb  KOHOUIypaumoHHble  dalibl  cepBMca ocs-emm-

enrollments-api C MOMOLLbIO KOMaH/bI:

ANSIBLE USER="<mma nosezoBaTens>" ./deploy-ac.sh --subsystems emm --
apps ocs-emm-enrollments-api --action config
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3.8.2.3. 3arpy3Ka kaptorpapuyeckon nHpopmaumm B dannosoe xpaHmauuie My

MPUMEYAHMUE. Mo ymonyanuto MMO HacTpoeHo Ha paboTy ¢ KapTon MOCKBbI U
MocKoBckon obnactu. [nAa nonydeHua KapTbl EBpa3vm mAmM HOBOM BEPCUM KapTbl
HeobxoaMMo 0b6paTUTCA B CYKDY TEXHUYECKOM NOAAEPKKM NPeanpUATUA-U3TOTOBUTENA.

[ns 3arpy3kn Kaptorpadpuyeckomn MHPopmaummn B xpaHunuule Y, HacTpoeHHoe B
COOTBETCTBMM C noapa3aenom 3.9, HeobxoAMMO BbIMONHUTL CleaytoLLmne AeNCTBUA:

3.8.2.3.1 B ¢amnosoe xpaHunuue Y ckonmpoBaTb ¢aln C KapTorpapuyeckomn
MHbGOpMaumMen WM B COOTBETCTBMM C  MNapameTpoMm config.mbTilesSource
KOHPUIYPaLMOHHOrO danna config/subsystems/emm/applications/ocs-emm-
locations-api/ocs—-emm-locations-api.yml (no YMONYaHUIO:
/ocs/emm/maps/map.osm.mbtiles) CO34aTb CUMBO/IMYECKYIO CCbINKY (symbolic link)

Ha dalin c KapTorpaduyeckoin MHGoPMaLIMEn C MOMOLLLIO CeAyHOLLMX KOMaHA:

cp <umsa damnna> /ocs/emm/maps/
sudo 1n -sf /ocs/emm/maps/<uma odanna> /ocs/emm/maps/map.osm.mbtiles

Takxe [onyckaeT He WCNOAb30BaTb CMMBOJIMYECKYHO CCbIIKY, a pa3mellaTb
HenocpeacTBeHHO cam Galin B COOTBETCTBMM C NapaMeTpoM config.mbTilesSource.

3.8.2.3.2 [lepe3anycTuTb CePBUC ocs—emm-locations-api C MOMOLWbIO KOMAHAbI:

ANSIBLE USER="<mma nosme3oBatTens>" ./deploy-ac.sh --subsystems emm --
apps ocs-emm-locations-api --action restart

3.8.3. OnucaHme HacTponkm MOOC

HacTpoika MOOC 3akntovaeTca B 3arpy3ke naketo OC B palinoBoe XpaHUIULLE.
Ons 3arpy3kn naketos OC B ¢annosoe xpaHuamuwe [MOOC, HacTpoeHHoe B

COOTBETCTBMM C NoApasaeom 3.9, Heo6X0AMMO BbINONHUTL Ceayoline AeNCTBUA:
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3.8.3.1. CKonnpoBaTb B MPOM3BO/bHbIN KaTanor ¢arnoBoro xpaHuauuwa MNOOC
apxmB ¢ naketamum OC 1 pacnakoBaTb ero B KaTasor, 3aaHHbIM B MapameTpe root CeKLmUM

location /pkgrepo/mobile KOHOUIypaLUMOHHOIo danna
/etc/nginx/conf.d/locations-external/ocs-pkgrepo-nginx-static.location
(no ymonyaHuto KaTanor: /ocs/pkgrepo/repos), nMbO B NapameTpe repos root
KOHPUTYpPaUMOHHOIO darna install-<sepcus Mro>/install-ac-
mt/config/subsystems/pkgrepo/vars/ocs-pkgrepo-nginx-static.yml

cueHapues yctaHoBku [1110:

tar -xf <umsa Q¢amya c apxmuBoM> —-C <OyTh K KaTaJoTy>
rm <muMmsa danyia ¢ apxXuUBOM>

Hanpumep,

tar -xf 4.0.2.35.tar -C /ocs/pkgrepo/repos
rm 4.0.2.35.tar

3.8.3.2. 3apeructpmpoBaTb nepeAaHHblin penus (Bepcuto), aobasme B dann
/ocs/pkgrepo/meta/main.json ONMUCaHME M3 CNeumManm3npoBaHHoro meta-danna.

Meta-panin nepenaetcA BMecTe C apxMBOM peno3utopua obHosaeHna OC u
npeacTtaBnseT cobon dann B popmate .json M MMeEET Ha3BaHME main.json. MyTb K
meta-dainy 3aaeTca B OAHOM M3 CAeayoLMX NapameTpoB:

— alias CeKUMM location /pkgrepo/mobile/meta KOHPUIYPALMOHHOTO
danna /etc/nginx/conf.d/locations—-external/ocs-pkgrepo-nginx-
static.location (MO YMOMYAHUIO KaTanor: /ocs/pkgrepo/meta);

— meta root KOHPUrypauMoOHHOro ¢panna install-<sepcms II0O>/install-
ac-mt/config/subsystems/pkgrepo/vars/ocs-pkgrepo-nginx-static.yml

cueHapues yctaHoBku [M10.

BHUMAHMUE! MNpuBeaeHHble B HACTOALLEM MYHKTE MPUMEPbI 3anoaHeHUs meta-
dalina npreeaeHbl UCKAOUYMTENbHO AN 0OWEro 03HAKOM/IEHMA C BO3MOXKHOM CTPYKTYPOM
danna. Mtorosbln meta-dann AoNKeH OblTb CPOPMUPOBAH C y4EeTOM pPeKoMeHAaLMn U
nprmepa 3ano/IHEHWA, NPUBEAEHHbIX HUXKE.

Obume pekoMeH4aLMn No 3anoHeHno meta-dana:
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— Heobxoanmo cobntoaaTb obuime NpaBuaa CTPYKTYPbl M CMHTaKCMca ¢opmaTa json
npwv co3gaHnmnm meta-panna;

— HeobxoaAMMO KOPPEKTHO YKa3blBaTb CAeAyrolLMe AaHHble: MOAeNb YCTPOMCTBA U
Bepcunm OC ABpopa, 40 KOTOPbIX A0CTYNHO OOHOBNEHME;

— chepyeT NPUAEPKMBATLCA NPUBEAEHHbIX PEKOMEHAALMIA NO 3anoAHeHUO Gaina;

— cnefyeT  MCMNONb30BaTb  MHCTPYMEHTbl  ANA  MPOBEPKM  CUMHTAKCUCA
NoAroToBAEHHOro gpanna.

Meta-dalin COCTOMT M3 HECKONbKMX ONOKOB, MPUMMEPbl 3aNONHEHUA KOTOPbIX
npuBedeHbl Aanee:

1) O6bwmnit 6nok:

"brand": "OMP",
"releases": []

roe:
— "brand": "OMP" - 0bwwaa nupopmaums;

— "releases": [] = 610k No moaenam;

2) Bnok no moaenam ycTpomncTs:

"deviceModel": "ag ns220r",
"latest": "4.0.2.249",
"versions": [
{
"version": "4.0.2.249",
"from": [
"4.0.2.209"
]
Yy
{
"version": "4.0.2.209",
"from": [
"4.0.2.175",
"4.0.2.89"
]
by
{
"version": "4.0.2.175",
"from": [
"4.0.2.89",
"4.0.1.43",

"4.0.1.20"
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]
by
{

"version": "4.0.2.89",
"from": [
"4.0.1.43",
"4.0.1.20"
]
b
{

"version": "4.0.1.43",
"from": [
"4.0.1.20"
]
}
]
}

roe:
— "deviceModel": "ag_ns220r" - moaenb ycTtporctea Aquarius NS220v5.2,
npeacTaBAeHHan B KOAOBOM HaMeHOBaHMM: "ag_ns220r".
NMPUMEYAHMUE. B cnyvae ecnm KogoBOe HAaMMEHOBAHME YCTPOMCTBA HEM3BECTHO
cnefyeT 3anpocuTb MHQOPMALMIO Y MPON3BOANTENA:
— "latest": "4.0.2.249" — nocneaHsa goctynHas Bepcua OC ABpopa 418 YCTPOMUCTBA;
— "versions": [] = 610K cnucKka Bepcuit;

3) BnaokK cnucka Bepcuii:

"version": "4.0.2.249",
"from": [
"4.0.2.209"
]
}

roe:
— "version": "4.0.2.249" — Heobxoammas Bepcus OC ABpopa;
— "from": ["4.0.2.209"] - cnucok Bepcuit OC, C KOTOPbIX MOXHO OOHOBUTH
YCTPOMCTBO A0 Heobxoammon Bepcum OC ABpopa.
Mpumep 3anonHeHHOro meta-danna, COCTaBAEHHbIM ANA yCTpoMcTBa Agquarius

NS220R c yka3zaHuem Bo3moxHocTn obHosieHna OC Aspopa ¢ Bepckmn 4.0.2.209 no Bepcum

4.0.2.249:
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{
"brand":"OMP",
"releases": [
{
"deviceModel":"aq ns220r",
"latest":"4.0.2.249",
"versions": [
{
"version":"4.0.2.249",
"from": [
"4.0.2.209"
]
}
]
}
]
}
3.8.3.3. [lepe3anyCcTnTb CepBUC ocs-pkgrepo-pkg-repo-api C MNOMOLLbIO
KOMaHAb!:

ANSIBLE USER="<mma nose3oBaTens>" ./deploy-ac.sh --subsystems pkgrepo
-—apps ocs-pkgrepo-pkg-repo-api --action restart

3.8.3.4. MNpoBepUTb KOPPEKTHOCTb HACTPOMKKM, ANA 4ero HeobxoAMMO BOWTU B
KoHconb agmuHuctpatopa [1Y, nanee nepentm B nogpasgen «Hactpomku» pasaena
«AAMUHUCTPUPOBAHMEY, B pPacKpbiBatollemcss none «WMHTerpauma» BblOpaTb BKAAAKY
«ObHoBneHMe OC» n ybeanTbca, YTO oTobparKatoTCA MMA cepBepa, MOAENN YCTPONCTB M

poctynHble sepcun OC (PucyHok 17).

~ WHTerpauma 4 UHTErpaumm
» Cepeep NpUNoMeHni http://ocs-emm-egress-api-gw.local/appstore/api
~ O6HoeneHue OC 1 MHTErpauun
+ hitps://rel-ocs.ompcloud.ru/pkgrepo/mobile %
- 3.5.0.7 Inoi R7, gmp-m1-n, ag_ns220
Inoi R7 3.5.0.6,3.5.0.3, 3.5.0.1, 3.4.0.86, 3.4.0.62, 3.4.0.48
gmp-m1-n 3.5.0.6,3.5.0.3,3.5.0.1,3.4.0.86, 3.4.0.62, 3.4.0.48
aq_ns220 3.5.0.6,3.5.0.3,3.5.0.1,3.4.0.86, 3.4.0.62, 3.4.0.48

PucyHok 17
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3.8.4. OnucaHme HacTponkn CDN

HacTpoika CDN 3akato4aeTca B HACTPOMKE KOHTEHT-CEPBEPOB.

[na  HaACTPOMKM KOHTEHT-CepBEpPOB HeOoHXOAMMO BbIMOAHUTL Caeayroume
nencTema:

3.8.4.1. B ceKumm content MHBEHTAPHOro Paina inventories/hosts.yml 3a4aTb
apeca cepBepoB (MMeHa XOCTOB), Ha KOTopble ByAyT yCTaHOBAEHbI KOHTEHT-CEPBEPDI.

Hanpumep:

content:

hosts:
acentercdnO1l:
acentercdn02:
acentercdn03:

Onuncanue nopsaaKa 3a4aHuA aapecos B MHBEHTAPHOM banne
inventories/hosts.yml npmusegeHo 8 n. 3.10.12.

3.8.4.2. PackoMMeHTMpoOBaTb ceKkuuto content servers map
KOHOUrypaumoHHoro ¢anna config/vars/ vars.yml.

3.8.4.3. B paHHOW cekuMn 3aaaTb http agpec KOHTEHT-cepBepa MO YMONYaHMUIO,

NapamMeTp content servers map.default:

content servers map:
default: "<ampec KOHTeHT ceppepa>"

Ha KOHTeHT-cepBep MO ymofYaHWtio OyayT nepeHanpasasTb 3anpocbl U3
CeTeM/HOAceTeﬁCﬂCYKTBmeNM(BceKuMM content servers map.content servers.
3.8.44.B ceKkumm content servers map.content servers
KOHOUTYpPaLUMOHHOrO ¢alna config/vars/ vars.yml, Npu HeobxoAMMOCTM, 3a4aTb
npaBuWaa nepeHanpaBieHUa 3anpocoB Ha KOHTEHT-cepBepbl (T.e. 3aJaTb M3 KaKux

ceTei/noaceTen Ha KakMe KOHTEHT-cepBepbl OyayT nepeHanpaBasTbCA 3anpochl):

content servers:
- server: "<ampec KOHTeHT cepeepa>"
addresses:
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- "<ampec cetu/noncetu>"
- "<agmpec ceru/nomceTm>"

Hanpumep:

content servers:
- server: "http://ocs-cdnOl.test.ru"
addresses:
- "192.168.79.128:8009"
- "192.168.79.133"
- server: "http://ocs-cdnO2.test.ru"
addresses:
- "192.168.0.0/16"

3.8.4.5. B ceKkumm content servers map.delete KOHOUIypaLMOHHOrO damna
config/vars/ vars.yml Npu HeOBXOAMMOCTM 33aTb ajpeca ceTeil/noaceTeid, Ha
KoTopble He OONKHbI PacnpOCTPaHATbCA npasuna n3 cekumm
content servers map.content servers.

MPUMEYAHUE. [na obecnevyeHna OTKA30YCTOMYMBOCTM KOHTEHT-CEPBEP MOMXKET
OblTb Pa3BepHYT B MHOIMOHOAOBOW KOHPUIypaumm C BHEWHMM ©OanaHCUPOBLLMKOM
Harpysku. [1aa aToro pekomeHayeTcs BOCMO/b30BaTbCA MHOPMaUMEN, NpUBEAEHHOM B
n. 3.10.9, a TakXe NpuMepomMm KoHOUrypauMoHHOro danna BHelWwHero HanaHCMPOBLIMKA,
npuBeaeHHOro B samples/ac/nginx external-balancer/conf.d/content-

server.conf.
3.9. OnucaHue HacTpoiiku paiinoBoro xpaHuauwa Mo

3.9.1. HacTtpoMka pannosbix xpaHuauu, noacuctem Mo

[ns HacTpolKkn darnosbix xpaHunuw, nogcmuctem MMNO HeobXoAMMO BbIMOAHWUTb
cnepytouime aencTema:
3.9.1.1. Co3aaTb KaTasior /ocs M Ha3HA4YMTb ero BAade/bLem No/b30BaTeNA ocs,

noJ, KoTopbiM paboTatoT cepsucs MNMO:

sudo mkdir -p /ocs
sudo chown ocs:ocs /ocs
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3.9.1.2. B cnyyae mMcnonb3oBaHUA eanMHOro $anaoBOro XpaHuamua Heobxoanmmo

BbIMONHUTb MOHTUPOBaHME JaHHOTO XPaHWUAWLLLA K KaTanory /ocs.

BHUMAHWE! Mpwu skcnayatauum MMO B KNacTepHOW KOHPUrypauum Bce HOAbI
Cepsepa npunoxkeHuin MMNO ¢ MM, MY n NMOOC AoMKHbI MMETb AO0CTYN K dannosomy
xpaHunuuy. CooTBeTcTBEHHO, BCce HoAabl Cepsepa npuaoxeHuit MMNO AoAXKHbI ObITb
HACTPOeHbl Ha PaboTy ¢ AaHHbIM GaNN0BbIM XPAHUAULLEM.

BapmaHTbl M NOPAAOK HacTpoMkm aoctyna Hoa Cepsepa npunoxkenHum [MNO K
dannoBOMY XpaHMAMLLY NpuBeaeHbl B N. 3.9.2.

3.9.1.3. HactpouTb dparnosoe xpaHuauue MM, B KoTopom ByayT XpaHUTbCa panbl
NPUNOXKEHUN (MKOHKK, CKPUHLWOTbI, RPM-nakeTbl), 3arpy*kaemble pa3paboTymKkamum.

[lna sTOoro B KaTanore /ocs HeobxoAMMO CO34aTb KaTasor B COOTBETCTBUM C
napameTpom filestoragePath KOHOUIYPaLMOHHOrO danna
config/subsystems/appstore/config.yml. B co3gaHHOM KaTanore noTtpebyeTca
C034aTb KaTa/0l applications-api U HAa3HA4YUTb €ro BAaAE/bLEM MONb30BATENA oCS,

noJ KoTopbiM paboTatoT cepauchl [MM:

sudo mkdir -p /ocs/appstore/applications-api
sudo chown ocs:ocs /ocs/appstore/applications-api

MNapameTp filestoragePath KOHPUIYpaLMOHHOro danna

config/subsystems/appstore/config.yml MOXET UMETb CeAyoWmMn BUA,

filestoragePath: "/ocs/appstore"

3.9.1.4. HactpouTb ¢annosoe xpaHunuuwe [1Y, B KoTopom OyayT XpaHWUTbCA
yCTaHOBOYHbIe Galinbl NpuaoxKeHua «Aspopa LleHTp» 1 KapTorpaduyeckana MHGopmaums.

[lns aToro Heob6xoAMMO BbINOAHUTbL CieaytoLine AeNCTBUA:

3.9.1.4.1 B katanore /ocs HeobHxoAMMO B COOTBETCTBMM C MAPaMeETPOM root
cekumm location /clientDownload KOHOUIypaLUMOHHOro danna
/etc/nginx/conf.d/ocs-emm-static-files.nginx.conf (MO YMONYaHMIO KaTasor:

/ocs/emm/clients), MMH6O NapameTpom root KoHoUrypauumoHHoro ¢amna install-

<Bepcus IIO0>/install-ac-mt/config/subsystems/emm/applications/ocs—-emm-
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static-files/ocs-emm-static-files.nginx.conf.j2 cueHapues yctaHosKku [110
C03/4aTb KaTaa0r N Ha3Ha4YMTb €ro BAaAenbLeM NONb30BaTeENS ocs, NOA KOTOPbIM paboTatoT

cepsucol Y:

sudo mkdir -p <nyTh kK KaTajory>
sudo chown ocs:ocs <IOyTb K KaTaJloTy>

Hanpumep:

sudo mkdir -p /ocs/emm/clients
sudo chown ocs:ocs /ocs/emm/clients

3.9.1.4.2 B kaTanore /ocs HeobxoAMMO B COOTBETCTBMM C MNapaMeTpoM
config.mbTilesSource KOHPUIypauUMOHHOTO danna
config/subsystems/emm/applications/ocs-emm-locations-api/ocs-emm-locations-api.yml
(no ymonuaHuto: /ocs/emm/maps/map.osm.mbtiles) co3maTb KaTanor M HasHa4UTb ero

B/1aAesibLeEM NO/b30BAaTE/IA OCS, NOA KOTOPbIM pa60Ta+0T cepBuUChbl Mny:

sudo mkdir -p <nyTh kK KaTajgory>
sudo chown ocs:ocs <OyTh K KaTaJory>

Hanpumep:

sudo mkdir -p /ocs/emm/maps
sudo chown ocs:ocs /ocs/emm/maps

3.9.1.5. Hactpoutb ¢ainosoe xpaHunuuie MNOOC, B KOTOpom byayT XpaHWUTbCA
nakeTbl OC.
[lns 3TOro B Katanore /ocs HeoHXoAMMO CO34aTb KaTaslor COrlaCHO NapameTpy

root cekumnm location /pkgrepo/mobile KOHPUIYypPaLMOHHOTO danna
/etc/nginx/conf.d/locations-external/ocs-pkgrepo-nginx-
static.location (N0 YMOAYaHWIO KaTanor: /ocs/pkgrepo/repos), MO0 NapameTpy
repos _root KOHOUIypauMOHHOro ¢anna install-<eepcma II0>/install-ac-
mt/config/subsystems/pkgrepo/vars/ocs-pkgrepo-nginx-static.yml

cueHapwues ycTtaHoBkM [110:

mkdir -p <OyTb K KaTajory>
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Hanpumep,

mkdir -p /ocs/pkgrepo/repos

3.9.2. Hactpoika poctyna Hoa cepBepa npunoxenun [MO K  dannosomy

XPaHUANLLY

Mpwn akcnayatauum MO B KnacTepHOM KOHGUrypaumm BCe HOAbl CepBepa
npunoxennin MMNO A0MKHbI MMeTb A0CTYyN K (aloBOMY XPaHWAMLLY, B KOTOPOM
pacnonaratoTcsa darnbl npunoxkeHuin, naketbl OC, KapTorpaduryeckas MHPopmauma. JocTtyn
HOA, cepBepa MPUIOKEHMN K GalioBOMY XPaHUAMLLY MOXKeT ObiTb OpraHM3oBaH
cnenyrouwmmm cnocobamm:

— CUHXpOHM3aUMA dannoB mexay GannoBbIMM XPaHUAULIAMM KaxKAOW HOAbI
cepBepa NPUIOKEHWNI C MOMOLLLbIO NPUNOXKEHMA Syncthing;

— NCMoNb30BaHME eaANHOrIo d)aﬁmosoro XpaHWanLa.

3.9.2.1. HacTpoMKa cuHXpoHM3auum dannos mexay $GannoBbIMU XPaHUAULAMMU

KaXKa0M HoAbl cepBepa NPUIOKEHWIM C MOMOLLbIO NpuaoxeHusa Syncthing

MpunoxeHne Syncthing BbINONHAET CUMHXPOHM3aAUMIO GaNoB B  peXMME
peanbHOro BpemMeHu mexay Hogamu cepsepa npunoxeHuin Mro.

[lns HACTPOMKM M YCTAHOBKM Syncthing HEOBXOAMMO BbIMOAHUTL Caeaytoline
NencTens:

3.9.2.1.1 MpmaymaTtb Napoab No/sb3oBaTeNna (N0 yMOAYaAHUIO NOJIb30BaTe/lb ocs)
ANA 00CTyNa K rpadunyeckomy nHTepdercy NpuaoKeHs.

3.9.2.1.2 CoopmmnpoBaTb X3LI-KoA Napoas ¢ MCNONb30BaHUEM aNrOPUTMA berypt C

MOMOLLIO CAeAYOLWMX KOMaHA,:

sudo apt install python3-passlib python3-bcrypt
ansible all -i localhost, -m debug -a "msg={{ '<napomns>' |
password hash ('bcrypt') }}"

3.9.2.1.3 B napameTtpe syncthing.gui password KOHOWUrypaumoHHoro darna

config/secret.yml 334aTb 3Ha4YEHME X3LW-KOA4A NAPONA:
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syncthing:
gul password:
'$2a$108N.9m9%4533¢ciTDt1lUhxudwu2rGE3jgb4A0GUCT30KsUIEIbdcPZIx6"

39.2.1.4B napametpe syncthing.gui_apikey KoHUrypaumoHHoro ¢arna

config/secret.yml kntoy goctyna Kk AP npunoxeHua:

gul apikey: 'CHANGEME-AgpY4dv2tdcwcNXSmhnxW55euHD55Eyf!

39.2.15B ceKkuuMn  syncthing folders KOHOUrypaumoHHoro  danna
config/vars/ vars.yml Npy HEOBXOAMMOCTU N3MEHNTb NPEeLyCTaHOBNEHHbIE 3HaYEHMA

KaTaﬂOFOB,AﬂﬂKOTOpHXTpe6yeTOqBHHOﬂHﬂTbCMHXpOHMBBMMDI

syncthing folders:
pkgrepo:
path: /ocs/pkgrepo
appstore:
path: /ocs/appstore
emm :
path: /ocs/emm

3.9.2.1.6 YCTaHOBWUTb NPUJIOXKEHME C MOMOLLBIO KOMAHAbI:

ANSIBLE USER="<mmsa nojybs3oBaTens>" ./deploy-infra.sh -c syncthing

Hanpumep:

ANSIBLE USER="omp" ./deploy-infra.sh -c syncthing

BHUMAHWE! Mpw ycTaHOBKE NPUNOKEHMA OCYLLECTBAAETCA reHepauma Ka4eBomn
napbl, KOTOPaA UCNONb3YeTCA 414 3aLUMUEHHOrO OOMEHa AaHHBIMM MEXK Y SK3EMMNASPaAMM
NPUAOXKEHMA, Pa3BepPHYTbIMW Ha cepsepax. 1A cmeHbl KAto4YeBOM Mapbl (Hanpumep, B
C/ly4ae ee KOMNpomeTalLmm), HeobxXxoAMMO YaanNTb NPUNOKEHME M YCTAHOBUTbL €ro 3aHOBO.

YaoaneHwve NMPUNNOXEHNA OCYLLECTBNAETCA C MOMOLLBLIKO KOMaHAbl:

ANSIBLE USER="<mma nosszoBatTensa>" ./deploy-infra.sh -c syncthing -A
flush all

3.9.2.2. MNpumep HaCTPOMKN eaNHOro GarnaIoBOro XxpaHuanLLa

EavHoe dannoBoe xpaHUAWULLE NPUMeHAeTCs AN XpaHeHna GaioB NPUIoKEHNM

(MKOHKM, CKpUHLWOTLI, RPM-nakeTbl) 1 naketos OC.
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[na HacTponkm eamHoro ¢anaoBOro XpaHuaMuia HeobXoAMMO  BbIMOAHUTD
cnefytouine AencTBumA:
3.9.2.2.1 YctaHoBuTb NFS cepBep B COOTBETCTBMM C OPULIMANBHOM AOKYMEHTALUMEN

Ha OoC RedHat, npuBeaeHHON Ha CTpaHuLUe:

https://access.redhat.com/documentation/en-
us/red hat enterprise linux/7/html/storage administration guide/nfs-

serverconfig.

3.9.2.2.2 Ha Cepsepax npuaoxeHunin MM n TOOC co3paTb KaTanor /ocs WM

Ha3HA4YNTb €ro Baages/ibuem Mnosib3oBaTeNA ocs, NO4d KOTOPbIM pa60Ta+0T cepBUCobl MMM un

MoocC:

sudo mkdir -p /ocs
sudo chown ocs:ocs /ocs

BHUMAHUE! Mpu akcnayataumm MMNO B KnacTepHoOM KoHPUrypaumm BCe HOApb
cepBepoB npunoxkeHut MM n MOOC A0NKHbI MMETb AOCTYN K eauMHOMY (GannoBomy
XxpaHunuuly. CooTBeTCTBEHHO, BCe HOAbI cepBepoB npuaokeHnit MM 1 NMOOC AoNKHbI ObITb
HAaCTPOEHbI Ha PaboTy C AaHHbIM GaTOBLIM XPAHWU/TULLEM.

3.9.2.2.3 BbINONHMUTb MOHTMpPOBaHMe pannoBoin cnuctembl NFS K KaTanory /ocs C

MOMOLLbIO KOMaHAbI:

mount example.com:/export/ocsfs /ocs

roe:

— example.com— MMA y3na pannosoro cepsepa NFS;

- /export/ocsfs-—KaTaﬂor,KOTOpbWﬁ3KCﬂOpTMpyeTexample.com;

— /ocs — KaTasor, K KOTOPOMY OCYLLECTBAAETCA MOHTUPOBAHME.

MPUMEYAHUE. MoHTupoBaHne dannosont cuctembl NFS Takke MoxeT ObiTb
BbIMO/IHEHO MOCPEACTBOM pedaKTMpoBaHusa ¢alna /etc/fstab. N8 3TOro B AaHHbIM

dann HeobxoaMMo A00aBUTL 3aNUCh CieAyoLLEero BMAA:

example.com: /export/ocsfs /ocs nfs defaults 0 O



https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/html/storage_administration_guide/nfs-serverconfig
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/html/storage_administration_guide/nfs-serverconfig
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/html/storage_administration_guide/nfs-serverconfig
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PenaktnpoBaHue danna /etc/fstab OOJTI)KHO OCYLLLECTB/IATHLCA
Cynepno/sib3oBaTeIeEM.
3.9.2.2.4 Ina npoBepPKU KOPPEKTHOCTM MOHTUPOBAHMA HEOOXOAMMO BbIMOAHUTD

KOMaHAY:

ls /ocs

M ybeamnTbcs, YTO NONYYEHHbIM CMMCOK PanioB COOTBETCTBYET CNUCKY Gal0B B KaTanore

/export/ocsfs Ha KOMMNbOTEPE example.com.

3.10. lononHuTenbHble HacTponku MMO un cpenbl PyHKLMOHMpPOBaHMA MNMNO

3.10.1. HacTporKka B3aMMOAENCTBUA CcepBepa npuaoxKeHun Y ¢ cepBepom

y/AaNeHHoro noaxatodeHumsa RustDesk

Cepsep RustDesk ncnonbsyerca ona yaaneHHoOro nogkMoveHma K paboyemy crony
aKTMBMPOBAHHOTIO YCTPOWMCTBA, a TaKKe 414 obmeHa dparnamum ¢ nomoupto MY.

BHUMAHWE! [daHHbiM  yHKUMOHAN  AOCTYNeH TONbKO  ANA  YCTPOMCTB,
dyHKUMoHMpytowmx noa ynpasneHnem OC Android n OC AnbT Linux.

MPUMEYAHUA:

— pekomeHayeTcsa ncnonb3oBaTb cepsep RustDesk Bepcum 1.1.8;

— WMHCTPYKLUMA NO YCTAHOBKE pPaCMo/oXeHa Ha oduUUMANbHOM  CcanTe:
https://rustdesk.com/docs/en/self-host/rustdesk-server-oss/install/.

Cxema B3aumogerctana MMO u RustDesk npueeaeHa Ha pucyHKe (PucyHok 18).
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Cxema nHTerpaunn Aespopa LleHTp u RustDesk
BHYTPEHHWHA NepUMETD
CermeHT ¢ cepavcami Aspopa LlenTp
Port mapping
:443 -> :BO0S/TCP
1999 == 8025/TCP
21115 > 221118/TCP
! H 21116 -> :21116/TCP
- ' : HTTPS 8009
( ) ~ | Gies aimenoe Jor e
N ! p P
Mo » [ HTTPS 443 | i {Aurara Conter) Aspopa Lientp
Agpopa LenT" [T aurora center) \ TCReEes | Cepeep npuoxeHmi
[ > - (Murora Center) |
) . ' Internet | N | !
{ \ - — — —> TCP 21115-21117
RustDask T
client CP 2111521117 / TePamsamy = .
B uDP 21116 - MexceTesoi upe211e o (RustDesk client)
(RusiDesk clienty ~ “.__" aKpaH (RustDesk client) |4 HTTPS 443 T
O X ! : (Aurora Center) T
- 1 .
TCP 21115-21117 3 H TGP 2111521117
TCF 443 UDP 21116 [ UDP 21116
(Aurora Genter) (RustDesk client) | ! (RustDesk client)
' H Cepeep RustDesk
.y e
\I>J CermeHT nonbaosarenei
YoaneHHoe
patioues MecTo
aMuHMCTpaTopa
Mnarhopmel ynpasnesma
PaBouee MecTo

: ! agMuHMCTpaTopa

—» [Rocmynk RustDesk i ! YHETHBIX 3anvcei

—» [Joctyn k Aspopa Llentp

PucyHoK 18
[ns HacTponkm B3aumopaenctema Cepsepa npunoxkeHuii MY c cepsepom RustDesk
HeobxoaMmo B ceKkumnm remoteControl KOHOUIYPaLMOHHOro banna
config/config.yml.j2 334aTb Tpebyemble 3HAaYEHUA:
— aapec cepsepa RustDesk (napameTp: serverUrl);
— KN4 goctyna K cepsepy RustDesk (napameTp: serverKey).

Hanpumep:

remoteControl:
serverUrl: "rustdesk.server:21116"
serverKey: "<RUSTDESK KEY>"
sessionTimeout: "30m"

[Nlocne wn3meHeHMA HaCTpoeK H€O6XO,£I,I/IN\O nepeycraHoBUTb KOH(I)I/II'ypaLI,l/IOHHbIe

daliNibl C NTOMOLLbIO KOMaHAb!:

ANSIBLE USER="<mma nosezoBaTens>" ./deploy-ac.sh --subsystems emm --
action config
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3.10.2. HacTpolika pa3aenenma TpaduKa

MNO nossonseT pas3aenatb Bxogswmin Tpadmk (URL-3anpockl) cneayrolmmm
cnocobamu:

— Nobasepath—Kaxaaa KoHconb aamuHucTpaTopa/paspabotunka (nmbo APl ana
B3aMMOAEMNCTBUA C NPUNOKEHNAMM) NPUBA3aHA K ONpeaeneHHOMY basepath. Basepath
33/1aHbl B CEKUMM config.publicUris KOHPUIYPALMOHHOrO palna internal . yml;

— No AomeHam (cybaomeHam) — Kaskaan KoHconb aaMUHUCTpaTopa/pa3paboTynka
n APl ana B3aMmoAencTBMA C NPUAOKEHUAMU (nnbo rpynna KoHconen u  API)
ONUMOHANBbHO MOXeT OblTb MNpuMBA3aHa K onpeaeneHHoOMy AOMeHy. PekomeHayeTcs
nybanyHble KoHconn n APl npmBA3bIBaTb K AOMEHY, KOTOPbIM MMeeT AO0CTyn W3 CeTu
NHTepHeT, a BHYTPeHHMEe KoHcon (KoHCONM aAMMHUCTPATOPOB) NPMBA3bLIBATL K JOMEHY,
He nmetroemy AocTyn 13 cetn NHTepHeT. PasaeneHne TpadmKka No AOMEHAM NPUBEAEHO
B nn. 3.5.2.3;

— MO NOpTam — BHYTPeHHMe n BHelWwHMe agpeca MMO npuBA3aHbl K OTAENbHbIM

noptam. OnucaHue HaCTPOMKM pa3geneHuna Tpadurka no noptTam npmuseaeHo B nn. 3.5.2.2.
3.10.3. HacTpomKa KaWnpoBaHMA OTBETOB CEPBMCOB

[na ysennyeHma nponssoamtenoHocTn MMNO NnpMmMeHAETCA KIWMPOBaHMe OTBETOB
cepBmcoB C nomouwbto Nginx. [lpn 3TOmM AOCTYyN K 3aK3WMPOBAHHLIM  AaHHbIM
ocyuLecTsaseTca Yepes Wwato3sbl aoctyna MMM10.

HacTpoMKM KaWMpoBaHMA 3a4at0TCA B CAeAyOWMX KOHOUTYPALMOHHbBIX dannax
CLeHapueB YCTAHOBKM cpedbl OyHKUMOHMpoBaHua [MNO  ©n  MHOPACTPYKTYPHbIX
KomnoHeHToB [1M10:

1) B KoHdurypaumoHHom daine shared roles/nginx/defaults/main.yml
334at0TCA caeayoliMe napameTpbl:

— cache enabled — BKNtOYEHME/BbIKNOYEHME KILLIMPOBAHUSA;

— cache path — KaTanor XpaHeHWA Kalla;
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— cache keys zone — MMA 30Hbl B pa3genaemon namatu, rae byaeTt XpaHuTbeA
KaLW;
- cache_keys_zone_size-—pa3mep3OHbIBpa3AenﬂeMOﬁrmNMTw
— cache max size — MaKCUManbHbIM pasmep BblAENAEMOMN MO K3W MamATH

(Koraa mecTo 3akaHumBaeTcs, Nginx yaanseT ycTapeslne AaHHbIe);

— cache inactive — BpemA, MNOCNe KOTOPOro Kaw 6yaeT aBTOMATUYeCKM
O4YNLWaTbCA.
Hanpumep:
cache enabled: true
cache path: "/var/cache/nginx"
cache keys zone: "proxy cache"
cache keys zone size: "50m"
cache max size: "10G"
cache inactive: "30m"

NMPUMEYAHUE. MaKkcrmanbHbI pa3mep BblAeNAEMOW NOA K3W MamMATU A0KEH
ObITb He meHee 10 'b;

2)B KOHPUIypaLMOHHbIX bannax config/subsystems/<HasBaHue
nomcucTeMer>/vars/services.yml 3agatorca APl dyHkumm (endpoint-bi) MMNO, ans
KOTOPbIX HEOHXOAMMO BbIMONHATL K3LWMPOBAHME, @ TaKXKe NapameTpbl KILWMPOBaHMA ANA
Kaxkaon APl dyHKLNM:

— proxy cache — BK/ItOYEHWE KaWwmnposaHma ana APl dyHKumu;

— proxy cache valid — Bpemsa K3WWPOBaHMA OTBETA (BO3MOXKHO 334aTb BPEMA
K3LWMPOBAHMA ANA onpeae/ieHHbIX CTaTyCOB OTBETA);

— proxy cache lock — MapameTp onpeaenseT BO3MOXHOCTb MPOXOXAEHWA
HECKO/IbKMX 3anpocoB Ha 63KkeHA (K cepsucam MMM0O). Mpu 3Ha4YeHUM «on» 3anpeLlaeTca
NPOX0OXKAeHMe HEeCKONbKMX 3anpocoB K cepsucy MO, Bce NOBTOpPHbIe 3anpockl byayT
OXWaaTb NOABAEHMA OTBETA B K3lWe AMbo TanmayTa 61OKMPOBKM 3anpoca K CTPpaHULE;

— proxy cache use stale — NapameTp ONpefenaeT, B KaKUX Cy4aax MOXKHO

MCMO/1b30BaTb YCTAPEBLUNIM 3aKILMPOBAHHbIM OTBET;
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— add header: "X-Cache-Status Supstream cache status" — AMPEKTMBA
nobasnset http-3aronoBoK, coAepKalMii CTaTyC KILWMPOBAHMS.

Hanpumep:

nginx location dashboard:
path: "~ /vl/dashboards/["/]+$"
proxy cache: "proxy cache"
proxy cache valid: "200 {{ cache interval dynamic }}"

proxy cache lock: "on"
proxy cache use stale: "updating"
proxy cache background update: "on"

add header: "X-Cache-Status Supstream cache status"

3.10.4. lenctema no 6e30nacHOM YCTAaHOBKE M HAaCTPOWKe cpeacTBa

NMPUMEYAHUE. VYctaHOBKa, HaAcTpoWKa W 3akcnayaTauma [MNO  gonxkHa
OCYLLEeCTBNATbCA B cooTBeTCTBMM € I/ Ha 10,

Mpu ncnonbzosaHum MMO B rocyAapcTBEHHbIX MHGOPMaLMOHHbLIX cucTemax (MC)
(MHPOPMALIMOHHbBIX CMCTEMAX MEPCOHAJbHbIX AaHHbIX, aBTOMATM3MPOBAHHbIX CMCTEMAX
yNpaBAeHNsa, KPUTUYECKOM MHPOPMALMOHHOM WHOPACTPYKTYPE), He coaeprKallimx
MHbOPMaLMM, COCTaBAANOLWEN TFOCYAAPCTBEHHOM TalHbl, B 3aBUMCMMOCTM OT Kjacca
3aLLUMLLEHHOCTM A0/XHblI OblTb YCTAaHOB/EHbI 3HAYEHMA MapamMeTpPOB, NPUBEAEHHbIE B

Tabnamue (Tabnmua 18).
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MNapameTp

3HayeHune
(oana MNC 4-ro knacca)

3HayeHune
(ona TNC 3-ro knacca)

3HavyeHune
(ana MNC 2-ro knacca)

3HayeHune
(ona TNC 1-ro knacca)

KoHdurypaumoHHbin darin MNb (cueHapua yctaHoBKkM [B): /var/ocs/config/subsystems/auth/config.yml

(config/subsystems/auth/config.yml)

[Nepunon BpemeHu
HEeMcnob30BaHMA
naeHTudmnKaTopa (y4eTHom
3anmcu) nonb3osBaTens, yepes
KOTOpOEe NPOUCXOANT ero

HNOKMPOBaAHME:
config.maxAccountInactivi
tyPeriod

YcTaHaBAMBaeTCA Ha
YCMOTPEHME onepaTopa
NC, Hanpumep:
maxAccountInactivity
Period: 2160h

He 6bonee 90 nHen,
Hanpumep:
maxAccountInactivi
tyPeriod: 2160h

He 6bonee 90 aHen,
Hanpumep:
maxAccountInactivity
Period: 2160h

He 6bonee 45 aHen,
Hanpumep:
maxAccountInactivi
tyPeriod: 1080h

MuHUManbHaA OTNMHa NMaponAa:
config.passwordSettings.m
inLength

He meHee 6 cMMBO/0B,
Hanpumep:
config.passwordSetti
ngs.minLength: 6

He meHee 6 cMmBONOB,
Hanpumep:

config.passwordSet
tings.minLength: 6

He meHee 6 cMMmB0/08,
Hanpumep:
config.passwordSetti
ngs.minLength: 6

He meHee 8 cMMBOOB,
Hanpumep:

config.passwordSet
tings.minLength: 8

AndaBuUT Napona ANA y4eTHbIX
3anmMcen Nonb3oBaTenen He
HacTpaunsaeTca. [laponu
YYETHbIX 3anncen
noab3oBaTenen A0/IKHbI
coaepKaTb OYKBbl BEPXHETO U
HUXHEro PerncTpos, undpbl 1
cneupnanbHble CUMBObLI (3TO
KoHTpompyeTca MM0O).

He meHee 30 cMMBO/I0B,
Hanpumep:
minDigits: 1

minUpperLetters: O
minLowerLetters: 1

minSpecialChars: O

He meHee 60

CMMBOI0B, HaNpumep:
minDigits: 1

minUpperLetters: 1
minLowerLetters: 1

minSpecialChars: 0

He meHee 70 cMMBO/IOB,
Hanpumep:
minDigits: 1

minUpperLetters: 1
minLowerLetters: 1

minSpecialChars: 1

He meHee 70

CMMBOI0OB, HaNpumep:
minDigits: 1

minUpperLetters: 1
minLowerLetters: 1

minSpecialChars: 1
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MNapameTp

3HayeHune
(oana MNC 4-ro knacca)

3HayeHune
(ona TNC 3-ro knacca)

3HayeHue
(oana MNC 2-ro knacca)

3HayeHune
(ona TNC 1-ro knacca)

AndaBuUT Napona ANA y4eTHbIX
3anumcen yCTPOMCTB:
— MWHMMaNbHOE YNCNOo UMdpP B

napone:
config.passwordSettings.
minDigits
— MWUHWMaIbHOE YNCNIO0 6y|-(B
BEPXHEro perncrpa B napone:
config.passwordSettings.
minUpperletters

— MMWHWUMa/IbHOE YNCNO0 6yI-(B

HUXKHEro perncTpa B napone:
config.passwordSettings.
minUpperLetters

— MWHWUMa/lbHOE YNCN0

cneucrmBo/10B B Nnapose:
config.passwordSettings.m
inSpecialChars

MaKcrmasibHoe BpemA

,EI,GVICTBMFI napona:
config.passwordExpiration
Time

He 6onee 180 aHewn,
Hanpumep:
passwordExpirationTi
me: "4320h"

He 6onee 120 aHewn,
Hanpumep:
passwordExpiration
Time: "2880h"

He 6onee 90 aHen,
Hanpumep:
passwordExpirationTi
me: "2160h"

He 6onee 60 aHewn,
Hanpumep:
passwordExpiration
Time: "1440h"

MaKcrManbHoe Bpems
NEeNCTBMA KNtoYa Y4ETHOM

3anucK cepBepa NPUIOKEHUN:
config.ttl.client jwks

He 6onee 1 ropa u 3
Mec., Hanpmumep:

client jwks: 10950h

He 6onee 1 ropa u 3
MecC., Hanpumep:

He 6onee 1 ropa u 3
MecC., Hanpumep:

client jwks: 10950h

He 6bonee 1 roga n 3
Mec., Hanpmumep:
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MNapameTp

3HayeHune
(oana MNC 4-ro knacca)

3HayeHune
(ona TNC 3-ro knacca)

3HayeHune
(oana MNC 2-ro knacca)

3HayeHune
(ona TNC 1-ro knacca)

client jwks:
10950h

client jwks:
10950h

Yucno nocnegHmx
MCMO/b30BaAHHbIX MApPOaen,
KOTOpble 3anpeLleHo
MCNONb30BaTb MO/b30BATENAMM

NpW CO34aHNN HOBbIX Mapoe:

config.passwordHistoryDep
th

YcTaHaB/MBaeTCA Ha
YCMOTpEeHMe onepaTopa
NC, Hanpumep:

passwordHistoryDepth
: 3

YCcTaHaB/IMBaeTCA Ha
YCMOTpEeHMe
onepatopa UC,
Hanpumep:
passwordHistoryDep
th: 3

YCcTaHaB/MBaeTCA Ha
yCMOTpeHue onepaTopa
NC, Hanpumep:

passwordHistoryDepth
: 3

YCcTaHaB/IMBaeTCA Ha
YCMOTpEHMe
onepatopa UC,
Hanpumep:
passwordHistoryDep
th: 3

MaKcrmanbHoe KOAMYecTBo
HeyCneLlHbIX NoMbITOK
ayTeHTMduKaumm (BBoaa
HenpasWAbLHOro Napona) Ao

HONOKNPOBKM:
config.failedLoginTries

OT 3 o 10 nonbITOK,
Hanpumep:

failedLoginTries: 10

OT 3 ao 10 nonbITOK,
Hanpumep:
failedLoginTries:
10

OT 3 A0 8 NOMbLITOK,
Hanpumep:
failedLoginTries: 8

OT 3 40 4 NonbITOK,
Hanpumep:
failedLoginTries:
4

Bpema 6/10KMPOBKM y4ETHOM
3anucK Noab3oBaTeNs B C/yyae
[OCTUNKEHMA YCTaHOBNEHHOTO
MaKCMMa/IbHOTO KOJIMYECTBa
HeycneLlHbIX NoMNbITOK

ayTeHTUPUKaLMM:
config.failedLoginBlockTi
me

OT1 3 00 15 MUHYT,

Hanpumep:

failedLoginBlockTime
"3m"

O15 10 30 MUHyT,
Hanpumep:
failedLoginBlockTi
me: "5m"

OT1 10 o 30 MUHyT,

Hanpumep:

failedLoginBlockTime
"lom"

Ot 15 o 60 MUHYT,
Hanpumep:
failedLoginBlockTi
me: "15m"
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MNapameTp

3HayeHune
(oana MNC 4-ro knacca)

3HayeHune
(ona TNC 3-ro knacca)

3HayeHune
(oana MNC 2-ro knacca)

3HayeHune
(ona TNC 1-ro knacca)

Konnyectso oaAHOBPEMEHHbIX
ceccumn ana
NPUBUNETMPOBAHHbBIX YY4ETHbIX

3anuncemn:
config.privilegedSessions
Limit

YCTaHaBAMBAETCA Ha
YCMOTPEHME OnepaTopa
NC, Hanpumep:
privilegedSessionsLi
mit: 10

YCTaHaB/IMBaeTCA Ha
YCMOTpeHue
onepatopa UC,
Hanpumep:
privilegedSessions
Limit: 10

YcTaHaBAMBaeTCA Ha
YCMOTpEeHMe onepatopa
NC, Hanpumep:

privilegedSessionsLi
mit: 10

He bonee 2-x,
Hanpumep:
privilegedSessions
Limit: 2

KonnuyectBo oagHOBPEMEHHbIX
ceccun ana
HENPUBUNETMPOBAHHbIX YY4ETHbIX

3anucen:
config.
unprivilegedSessionsLimit

YCTaHaBAMBAETCA Ha
YCMOTPEHME onepaTopa
NC, Hanpumep:
unprivilegedSessions
Limit: 10

YcTaHaBAMBaeTCA Ha
yCMOTpEeHue
onepatopa UC,
Hanpumep:
unprivilegedSessio
nsLimit: 10

YCTaHaB/MBAETCA Ha
YCMOTPEHMe ornepaTopa
NC, Hanpumep:
unprivilegedSessions
Limit: 10

YCTaHaB/MBAETCA Ha
YyCMOTpEeHMe
onepatopa UC,
Hanpumep:
unprivilegedSessio
nsLimit: 10

O6Wmin KoHPUrypaumoHHbIn pann MMNO (wabnoH obuiero KoHpUrypaumoHHoro danna MMoO):

/var/ocs/config/config.yml

(config/config.yml.j2)

Bpems 6e3neincrama
(HeaKTMBHOCTW) NONb30BaTENS,
Yyepes KOTOPOe OCyLLEeCTBAAETCA
3aBeplleHne ceaHca

Nno/ib30BaTeNnA:

config.session.rememberFo
r

YcTaHaBAmBaeTCcHa Ha
YCMOTPEHMe onepaTopa
NC, Hanpumep:

rememberFor: 30m

YcTaHaBMBaEeTCA Ha
YCMOTpEeHMe
onepatopa UC,
Hanpumep:

rememberFor: 30m

He 6onee 15 MmunHyT,
Hanpumenp:

rememberFor: 15m

He 6onee 5 MnHyT,
Hanpumep:

rememberFor: 5m
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3.10.5. fenctBrMAa no cmeHe ayTeHTUPUKaUMOHHOM uHPopMaumn (naponen,

CEeKPEeTOoB, TOKEHOB, KtoYen)

Mpwu 3kcnayaTaumm [MNO  pomkHa obecneymBaTbCA Nepumoamyeckas CMeHa
ayTEHTUDUKALMOHHOM MHGOPMaLUN. epnoaMyHOCTb  CMeHbl  onpedensetca
3KCnAyaTupytowen opraHmsaumen. CmeHa ayTeHTUOUKALMOHHOM MHPOPMALMKN TaKKe
NONXKHA OCYLLECTBAATLCA B CAyYae ee KOMMpoMeTaumn. K cobbiTmam KomnpomeTaLmm
OTHOCATCA (HO He orpaHMYMBatOTCA), creaytolme cobbITUA:

— HCA Kk cepsepam npunoxenuit MMNO n/mam ynpasnstoulen 3BM;

— NoTeps HOCUTENSA, COAEPHKALLErO ayTEHTUPMKALMOHHYO MHGOPMALMIO;

— YBO/IbHEHME COTPYAHWKOB, MMEBLUMX AO0CTYN K ayTeHTUPUKALMOHHOM
MHDOPMaLNK;

— BO3HWKHOBEHME NOAO3PEHMN HA YTEUKY ayTEHTUOUKALMOHHON MHPOPMaLMK;

— C/y4au, Koraa Henb3A AOCTOBEPHO YCTAaHOBWUTb, YTO MPOM3OLL/IO C HOCUTENEM
ayTeHTUOMKAUMOHHON MHPOPMaLMK (HanpUMep, He MOHATHA NPUYMHA BbIXOAA HOCUTENS
13 CTpos).

AyTeHTUOUKAUMOHHAA MHOOPMALMA KOMMNOHEHTOB cpeabl GYHKLMOHNMPOBAHMSA
MMNO, wnHOPaACTPYKTYpPHbIX KOomMoHeHToB [0, a Tak¥e CEeKPEeTHbIN K4 KAWMEHTOB
(cepBMCcOB) M K04 WKPPOBAHUA CEKPETOB 334atoTCA B KOHOUIYPaALMOHHbLIX dalnax
config/vars/ vars.yml W config/secret.yml. [INA  CMeHbl, YKa3aHHOW
ayTEHTUPUKAUMOHHOM MHPOPMaLMM HEOBXOAMMO BbINONHUTL Ceaytolme AeNCTBUA:

3.10.5.1. M13mMeHMTb Napo/in, CEKPEeTbl, TOKEHbl B KOHOUIypauUMOHHbIX dalnax
config/vars/ vars.yml Wconfig/secret.yml.

3.10.5.2. YcTaHOBUTb  KOMMOHEHTbl  cpeabl  dyHKUMOHMpoBaHua (N0 n

MHOPACTPYKTYPHbIE KOoMNoHeHTbI MO B cooTBeTcTBUM C 1. 3.6.1.
3.10.5.3. YcrtaHosuTb 1110 B cooTBeTCTBUM C M. 3.6.2.

3.10.6. dencTteunA no peanusaumm OYHKUMI 6e3onacHocTH cpeapbl

OyHKUMOHMpPOoBaHMA MMNO 1 MHGpPaCTPyKTypPHbIX KOMNOHeHTOB MIM0
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3.10.6.1. TpeboBaHMA K MEXKCETEBOMY IKPAHUPOBAHMIO

Heobxoanmo, 4Tobbl 3aWuTa nepumeTpa (GU3NYECKUX AU Norndecknx rpannt) UC
OCYLLEeCTBAANACH C UCNO/b30BaHMEM MEXCETEBOro 3KpaHa Tpebyemoro Knacca 3aluThbl.
MeceTeBoM aKpaH A0/IKEeH NPONycKaTb TPadUK TONbKO Ha BHellHWe nopTbl M0,

NPW 3TOM OCTa/IbHOM TPAaPUK A0MKEH ObITh 3anpetlleH. MNepeyeHb BHelwHMX nopToBs M0 B

3aBUCMMOCTM OT BapmaHTa HaCTPOMKM NpneeaeH B Tabauue (Tabaumua 19).

Tabnuua 19

Homep nopta
(npoTokon)

OnwucaHue

KoHdurypauuoHHbin pann, B
KOTOPOM 334a€eTcA NopT

Tun nopta®?

Cepswucbl MNMNO «Aspopa LeHTp»

10000 — 10500
(tcp)

[MopTbl cepsumcos MO

shared roles/systemd-
deploy/templates/system
d-supplicant.sh.j2
/usr/bin/systemd-
supplicant.sh

BHYTPEHHNM

nepeHanpaBAAOTCA

Nginx cornacHo n. 3.8.1

3anpocsl ¢ 999 nopTa

Nginx
80 (tcp) CAYXWT ons shared_roles/consul- BHYTPEHHMUI
B33MMOENCTBIA CEPBUCOB template/defaults/main.
Mro apyr c Apyrom ymd
999 (tls) CAyXKuT ans KoHdUrypaumoHHbIn dain  |BHEWHMA
B3amMmoaencTama yctpomncTs [INginx cornacHo n. 3.8.1
cncy
8007 CRy»KuT ans config/vars/ vars.yml |gHyTpeHHWUM
MEeXKMNOACUCTEMHOTO
B3aMMOJENCTBUA.
8009 (tcp) BanaHCUPOBLLMK CEPBMCOB Conggﬁvari(_vari-yf;l BHELLHWM
. conri conrig.ymdi.
(Nginx Web Server) /etc/gginx/cgnz.d/écs.c
onf
8024 (tcp) MopT Ana npuvema 3anpocos |config/vars/ vars.yml  |gHeluHwWiA
OT KOHTEHT-CePBEPOB
8025 (tcp) Ha gaHHbI nopT KoHbUrypauMoHHbIN Galil  |[BHYTPEHHW

13 OnmcaHme TMNOB NOPTOB NpMBeAeHO B Tabauue (Tabamua 35).
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Homep nopra

KoHdurypaumoHHbi pann, B

OnvcaHue Tun nopta®®
(npoTtokon) KOTOPOM 3343€eTCA NOpPT
CYb/ PostgreSQL
5432 (tcp) CYB/[, PostgreSQL shared_roles/postgresql gyyTpeHHMN
/defaults/main.yml
CYbA, Valkey
6379 (tcp) valkey-server shared roles/valkey/def |guyTpeHHuit
aults/main.yml
26379 (tcp) valkey-sentinel shared roles/valkey/def |guyTpeHHuit
aults/main.yml
Consul
8300 (tcp) https://www.consul.io/docs BHYTPEHHUI
/install/ports
8301 (tcp/udp) |https://www.consul.io/docs BHYTPEHHUI
/install/ports
8302 (tcp/udp) |https://www.consul.io/docs BHYTPEHHUI
/install/ports
8600 (tcp/udp) |https://www.consul.io/docs |shared roles/consul/def |gyTtpeHHnii
Jinstall/ports aults/main.yml
8500 (tcp) https://www.consul.io/docs [shared_roles/consul/def |gHyTpeHHN
Jinstall/ports aults/main.yml
Redpanda
8080 (tcp) redpanda_ console port shared_roles/redpanda/d.BHYTpeHHMm
efaults/main.yml
9092 (tcp) redpanda_kafka api shared_roles/redpanda/d.BHYTpeHHMm
efaults/main.yml
9644 (tcp) redpanda_admin shared_roles/redpanda/d.BHyTpeHHMm
efaults/main.yml
33145 (tcp) redpanda_rpc_server shared_roles/redpanda/d.BHyTpeHHMm
efaults/main.yml
Syncthing
8384 (tcp) https://docs.syncthing.net/ |shared_roles/syncthing/ gHyTpeHHuil
users/firewall.html defaults/main.yml
22000 https://docs.syncthing.net/ |shared_roles/syncthing/|gHyTpeHHwi
(tcp/udp) users/firewall.html defaults/main.yml
21027 (udp) https://docs.syncthing.net/ BHYTPEHHWI
users/firewall.html
Dnsmasq
53 dnsmasq BHYTPEHHUI



https://www.consul.io/docs/install/ports
https://www.consul.io/docs/install/ports
https://www.consul.io/docs/install/ports
https://www.consul.io/docs/install/ports
https://www.consul.io/docs/install/ports
https://www.consul.io/docs/install/ports
https://www.consul.io/docs/install/ports
https://www.consul.io/docs/install/ports
https://www.consul.io/docs/install/ports
https://www.consul.io/docs/install/ports
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Homep nopta KoHdUrypaumoHHbIn dann, 8
p nop OnMcatme durypal daitn,

Tun nopta®®
(npoTokon) KOTOPOM 33/1aeTCA NopT

OnepaunoHHaa cuctema

22 MopT SSH. Micnonb3yeTca BHYTPEHHNM
ONA pa3BepTbIBAHMA U
aamuHucTpuposaHua MM0.
BHUMAHMWE! BozmoxHOCTb
MCMONb30BaHMNA AAHHOIO
nopTta onpeaenaeTcs
nokymeHTaumen C3U ot
HC/,

NMPUMEYAHUE. PekomeHayetca 3anpetntb goctyn K MMO npuBnaerMpoBaHHbIX
Nosb30BaTeNen M3-3a NPeaeoB KOHTPOAMPYEMOM 30HbI, 3anpeTmsB A0CTyn K KoHconu
agmuHucTpatopa lMb. Takke Npyn HeEOHXOANMOCTM MOXKHO 3aNPETUTL AOCTYN K OCTa/IbHbIM
Beb-koHcoNAM. [ns 3Toro cnedyeT paspewnTb TpaduK ToAbKo Mo Tpebyembim

URL-aapecam B cootBeTctBun ¢ n. 3.10.1.
3.10.6.2. Hactpomka OC CentOS, OC Debian 1 OC Ubuntu

MPUMEYAHUE. HacTtpoinka OC Astra Linux, OC AnbT n PEAl OC ocyuiectsnsaeTca B
COOTBETCTBMM C IKCMYyaTaLMOHHOW AOKYMeHTaumen Ha aaHHble OC.

3.10.6.2.1 Ana 3aTpyaHeHWA BO3MOXKHOCTEM cbopa WHPOpMALMM O CcUCTEME
HeobXoAMMO UCKAKUYUTL METKM BPEMeHW UK3 3aronoBkoB TCP nakeTos, BbIMOJAHMB
cneayrouime AencTemns:

3.10.6.2.1.1 B KOHPUrypaumoHHbIN dann  /etc/sysctl.conf [06aBUTb

CTPOKY:

net.ipvéd.tcp timestamps = 0
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3.10.6.2.1.2 MpMeHUTb KOHOUTYPaLMIO, BbIMOSHUB KOMaHAY:

sysctl -p /etc/sysctl.conf

3.10.6.2.1.3 [MpOBEPUTb KOPPEKTHOCTb KOHOUIYPaLMM, BbINOSHNMB KOMaHAY:

sysctl -a | grep net.ipvéd.tcp timestamps

Ecnm HaCTpOMKM 3a4aHbl NMPaBuUAbHO, AO/1KHO ObITb BblBEAEHO 3HA4YEHME!

net.ipvé4.tcp timestamps = 0

3.10.6.2.2 Hactporka 3anpeTa SSH gocTyna K cepBepam NpUIOKEHMA MO NOTUHY U
napoito.
3.10.6.2.2.1 B koHOUrypaumoHHom danne /etc/ssh/sshd config 3a4atb

cneayrowmne sHa4eHnA napameTpos:

PasswordAuthentication no
PubkeyAuthentication yes
AuthenticationMethods publickey

3.10.6.2.2.2 Mepe3anycTuTb CAYXKOy sshd C NOMOLLbIO KOMaHAbI:

sudo service sshd reload

3.10.6.2.3 HacTpoka MUHMMANbHOM CNOKHOCTU NAPONS.

HacTpoiKka CNOXHOCTM Mapoas OCYLLECTBAAETCA B KOHPUrypaumoHHOM ¢aiine
/etc/security/pwquality.conf. PeKkomeHAayeTcA 3adaTb c/aeadylolwme 3HaYeHMA
NnapamMeTpoB:

— MWHWMMaJIbHaA O/INHA NMapoaA:

minlen = 8

- a}'ld)aBl/IT naponA (Ml/IHl/lI\/\aﬂbHOG KONM4eCTBO  UNCMONb3YEMbLIX  K/1aCCOB

CMMBOJI0B):

minclass = 4

— MaKCcMMa/ibHasa AauHa nocsenosateibHOCTM cumBoios (abed, 12345 n T.n.):

maxsequence = 3

— MaKCMMmaJibHOE YMCAo naywmnx noapad ognHaKoBbIX CMMBOJIOB:
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maxrepeat = 3

MPUMEYAHUE. HacTponKka KOHOUIYpaLMOHHbBIX GalioB A0MKHA BbINOAHATLCA Ha

KaXkaoW HoZe KnacTepa.

3.10.7. CamocTosiTeNIbHAA YCTaHOBKA HEOobXOAMMbIX MNaKeToB Ha CcepBepbl

NPUAOXKEeHUN, cepBepbl B N KOHTEHT-cepBepbl

3.10.7.1. Mony4mTb CNMCOK HEOBXOAMMbIX NAKETOB.

[MepevyeHb HeobXOAMMbIX MAKETOB, KOTOPble AO/KHbl OblTb YCTaHOB/IEHbI Ha
cepBepbl NPUNOKEHNI, cepsepbl B/l 1 KOHTEHT-cepBepsbl, 3aAaH B Galne play-managed-
node-prerequisites.yml, HAXO4ALWEMCA B KaTanore Co cueHapuamm yctaHoBku 1110 un

MMEIOLWEM CeayoLLyo CTPYKTYPY:

- name: install requirements on <omnepalumoHHaAs cUcCTeMa>

- name: <omnepaumoHHas cucrTtemMa> | DB node | Install OS packages
loop:
<IlepeueHb IakKeTOB cepBepa BI>
- name: <onepaumoHHasa cuctemMa> | APP node | Install OS
packages
loop:

<IIepeyeHb MMaKEeTOB CepBepa MNIPUIIOXEHUI>

B ceKumm name: install requirements on <omnepauuMoHHasd CHUCTeMa>
3a4aeTcA NepeyeHb NakeToB A4 yKa3aHHoM OC. [laHHaA cekuma COAEPKMUT 2 NOACEKLNM,
B KOTOpPbIX 3a4aeTcA MnepeyvyeHb MaKeTOB A5 CepBepa MNPWIOXKeHWI, cepsepa B wm
KOHTEHT-CcepBepa.

B noacekuMn name: <onepaumoHHasa cucTemMa> | DB node | Install OS
packages 3aJaeTca nepevyeHb NakeToB ANA cepBepa b/.

B noacekumm <onepaumoHHas cuctema> | APP node | Install OS packages
33/aeTCA NepeyeHb NAKETOB A/1A CePBeEPA NPUNOKEHNUIN U KOHTEHT-CEpPBEPA.

Mpnumep nepevyHA MakeToB A/1A CepBepa NPUNOXKEHWN, cepBepa bl M KOHTEHT-

cepBepa, PyHKUMOHMpYoWmMx noa ynpasaeHmem OC CentOS 7:
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- name: Install requirements on CentOS
block:
- debug:
msg: Install requirements on CentOS

- name: CentOS | DB node | Install OS packages
package:
name: "{{ item }}"
state: present
loop:
- acl
- epel-release
- Jg
- unzip
- perl-libs
- libxslt
- postgresqgl-libs
- libicu
- libselinux-python3
- python3-psycopg?2
— Createrepo
when: node type == "db" or node type == "all"

- name: CentOS | APP node | Install OS packages

package:
name: "{{ item }}"
state: present
loop:
- acl

- net-tools
- epel-release
- Jq
- unzip
- perl-libs
- libxslt
- postgresgl-1libs
- libicu
- bind-utils
- libselinux-python3
- rsync
- pcre2
- iptables
- dnsmasqg
— Createrepo
- libuser
when: node type == "app" or node type == "all"
when:
- ansible distribution == "CentOS"
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3.10.7.2. YCTaHOBUTb NaKeTbI.
YCTaHOBKa NaKeTOB OCYLLECTBAAETCA B COOTBETCTBMM C AOKYMeHTaunen Ha OC.
NMPUMEYAHWUE. YcTaHOBKA MaKeTOB A0/XHA BbIMOMHATLCA ANA KaXKAoM HOAbl

Knactepa.
3.10.8. OTkAtoYeHme cnyKb SELinux 1 Firewalld

[Ons oTkntoveHna cnyx6 SELinux n Firewalld HeobxoamMmo BbINOAHUTL Caeaytouime
nencTeua:
3.10.8.1. B KoHOurypaumoHHOM  danne  /etc/selinux/config  3aA4aTb

cneayrouiee 3Ha4yeHure napameTpa SELINUX:

SELINUX=disabled

3.10.8.2. OtkNto4nTb B OC MerXKCceTeBOM 3KpaH C MOMOLLLbHO BbINMO/IHEHMA C/1eAYOLLLNX

KOMaHA;:

systemctl stop firewalld
systemctl disable firewalld

3.10.8.3. lepe3arpy3nTtbs IBM ¢ nomoLLbto KOMaHAbI:

reboot

MPUMEYAHUME. OTKkAtoumTb cny»kbbl SELinux 1 Firewalld Heobxoammo Ha Kaxkaomn

HOJAE K/1aCTepa.

3.10.9. TpeboBaHMA K YCTaHOBKE M HACTPOWKe BHelwHero 6anaHcMpoBLUIMKA (Ha

npumepe Nginx)

YCTaHOBKA W HACTpOMKa BHelwHero 6HanaHcuposliMka Nginx ocyLlecTBaaTCA
NoAb30BaTENAMMN (CUCTEMHbBIMM aaMUHUCTPaTOpamn) MMO camocToaTeNbHO. BHeLHMR
6aNaHCUPOBLUMK AOMKEH NOAAEPHKMBATL MPOKCUPOBAHME http U tcp-COeANHEHUN.

[lNA NpOBEpPKU BO3MOXHOCTM MPOKCMPOBAHMA tcp-COeAMHEHUN HeobXoaMmo

BbIMO/IHWUTbL MPOBEPKY KOPPEKTHOCTU KOHbUIypaumm Nginx ¢ MOMOLLbIO KOMaHAbI:

sudo nginx -t
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B cnyyae otobparkeHma coobuleHna unknown directive «stream» TpebyeTca
£00aBUTb NOAAEPHKKY MOAYNA ngx stream module.so. [1na 3T0ro HeobxoANMO:
— B KoHourypaumoHHom damnne Nginx (pann: /etc/nginx/nginx.conf)

n06aBUTb CTPOKY:

load module ‘/usr/lib64/nginx/modules/ngx stream module.so’;

— nepe3anyCctnTb Nginx C NTOMOLWbKO KOMaHAbI:

sudo systemctl reload nginx

3.10.9.1. Hactpoika banaHCcMpoBLIMKa ANA OAHOTEHAHTHOM KOHGUIypaLMn:

— Bblaenntb aomeH <AC_DOMAIN> pana obpaweHus K MO, Hanpumep,
acenter.example.ru;

— BbINYCTUTb CepTUOMKAT AnAa CcBOero AomeHa (AOMeHOoB), Hanpumep,
acenter.example.ru;

— pobasuTb dns-3anmMcb  ANA  CBOEro  JAOMeHa  (AoMeHOoB), Hanpumep,
acenter.example.ru,

— B KOHOUrypaumMoHHOM dpainne BHellHero banaHcnMpoBsLmMKa 4o0b6aBnTL 06paboTKy
cBOero AomeHa  (OAomeHoB), Hanpumep, acenter.example.ru.  [lpumepsl
KOHQUIypaumMoHHbIX $alnoB npuseaeHbl B KaTanore samples/ac/nginx external-
balancer/conf.d:

® one-node.conf — MNpuMep KOHOUrypaumoHHOro daina ans cepsepa
NPUNOXKEHNI;
® content-server.conf — NPUMepP KOHPUIYPaLUMOHHOro pana ANA KOHTEHT-

cepsepa.

3.10.9.2. HacTtpolka ©OanaHCMPOBLIMKA ANA  MNOAAEPHKKM  MYNbTUTEHAHTHOM
KoHdUrypaumm.

B cBA3M C Tem, YTO A4 Ka)KAOro TEHaHTa MCNOJb3yeTCA OTAENbHbIN NOAAOMEH,
HeobXxoAMMO  HacTpouTb 06paboTKy [AOMeHa M NOAAOMEHOB Ha  BHELIHeEM

6anaHCUpPOBLIMKE, BbINMOJIHWB CAeAyoLlne AeNCTBUA:
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— Bblaenntb aomeH <AC_DOMAIN> pans obpaweHus K MO, Hanpumep,
acenter.example.ru;

— BbINYCTUTb 0BbIYHbIN U wildcard cepTUdUMKaTbl ANA CBOEro AOMEHA (4OMEHOB),
HanpMMep acenter.example.ru M *.acenter.example.ru;

— nobaBuTb dns-3anuncb 419 CBOEro AomMeHa (4oMeHOB) M wildcard 3anncb Ana
noAOOMEHOB, HANPUMEP acenter.example.ru M *.acenter.example.ru;

— B KOHOUrypaumMoHHOM painne BHellHero banaHcnMpoBsLMKa 4o0baBnTb 06paboTKy
cBoero AoMmeHa (AOMGHOB) M nNoagaoomMeHoB, HaNpPUMMeEP acenter.example.ru u
*.acenter.example.ru. [lpuMepbl KOHOUTYPALMOHHbLIX GaI0B NPUBEAEHbI B KaTanore
samples/ac/nginx external-balancer/conf.d:

® one-node.conf — MNPUMepP KOHOUrypauMoHHOro danna AaAna cepsepa
NPUNOKEHNI;

® content-server.conf — NPUMepP KOHPUIYPaUMOHHOro dana ANA KOHTEHT-
cepBepa.

3.10.10. AKktnBauma (pa3baokMpoBKa) y4ETHOM 3aMMCK NOAb30BaATENA C MOMOLLBLO
sql-3anpoca Kk /1

Pa3bnoknmpoBKa Yy4eTHbIX 3anuceilr nonb3osatenen [MNO  ocyuwecTBadeTcs
AZAMUHNCTPATOPOM YYETHbIX 3anNMcen ¢ NOMOLLbo KoHcoan aamnHmnctpatopa Mb. OaHako
y4yeTHada 3anncb AAMUHUCTPATOPA YYETHbIX 3anmcen TakKe MOXKeT ObiTb 3ab/10KMpoBaHa
(Hanpumep, NPU ANUTENBHON HEAKTUBHOCTM AAMUHUCTPATOPA YYETHbIX 3anucein).

B sTom cnyvae ana pa3biOKMPOBKM yYETHOM 3anmMcn HeobXoAMMO BbINMOAHUTD
cneayrouwme AencTBumA:

3.10.10.1. Moakntoumtca kK B Mb (auth) c NOMOLLLIO KOMaHAbI:

psgl -U auth -h <ip-azmpec cepBepa BI> -d auth

Hanpumep:

psgl -U auth -h 192.168.0.107 -d auth
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3.10.10.2. Pa3bnokmpoBaTb Y4YETHYK 3amnucCb NO/b30BATENS C MOMOLLBIO C Sql-

3anpoca:

update accounts users.accounts set is active=true,
last activity at=now() where login='<email nosne3zoBaTena>';

Hanpumep:

update accounts users.accounts set 1is active=true,
last activity at=now() where login='adminC@omprussia.ru';

3.10.11. dencTBma nocne cbpoca yCTPOMCTB K 3aBOACKMM HACTPOMKaM

Cbpoc ycTpoMcTBa BO3BpaALL@eT ero K 3aBOACKMM HacTpoMkam. [locne cbpoca
YCTPOMCTB B 3aBMCUMMOCTM OT cnocoba mx nepBoHaYaNbHOM YCTAaHOBKKN npuaoxkenua MMNO
(npunoxeHne «Apopa LeHTp» 1 npunoxkeHue «ABpopa MapKeT») MOryT OTCyTCTBOBATb
NmMb0o ObITb COPOLLIEHbI A0 NEPBOHAYA/IbHOM BEPCUMN.

Mocne cbpoca ycTponcTBa HEOHXOAMMO BbINONHUTL CAeaytolmMe AeNCTBUA:

1) YctaHoBuTb npunoxenus MO, ecnn nocne cbpoca YyCTPOMCTBA OHU
OTCYTCTBYIOT;

2) AKTMBMpPOBATb YCTPONCTBO B 1Y B COOTBETCTBMU C JOKYMEHTOM «PyKOBOACTBO
nonb3oBaTens. YacTb 3. Moacuctema MNMnatdopma ynpasnenma» AAMI.20134-01 90 01-3;

3) O6HOBUTbL NpuaoxkeHua MMO B COOTBETCTBMU C AOKYMEHTOM «PYKOBOACTBO
nonb3oBaTens. Yactb 7. MNpunoxkeHue «ABpopa LleHTp» Ans onepaumoHHOW CUCTEMBbI

Aspopa» AAMI.20134-01 90 01-7.

3.10.12. MopAanoK 3a4aHna agpecoB (AOMEHHbIX MMEH) B WMHBEHTApPHOM danne

inventories/hosts.yml

B nHBeHTapHOM ¢alne inventories/hosts.yml 33[atOTCA agpeca CEpPBepOB
(MMeHa XOCTOB), Ha KOTOpble YCTaHOBAEHbl (OyAyT YCTaHOB/IEHbI) KOMMOHEHTbI cpeabl
dyHKUMOHMpoBaHMA MMNO, MHPPaCTPYKTYpPHble KomnoHeHTbl MNMO 1 noacuctems MMO.

3aJaHue aapecoB (4OMEHHbIX MMEH) OCYLLLECTBAAETCA NOCPEACTBOM UX A0DaBAEHMA

B CEKUMIO hosts, Hanpumep:
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app:
hosts:
acenterapp0l:
acenterapp02:
acenterapp03:

[lonyckaeTtcs nobasneHue aapecos Npu NOMOLLM A0OaBAEHUA XOCTOB B rpynmnbl U
NanbHenWero nepencnonb3oBaHus rpynn. Hanpumep, ans Nginx 6yayT 3aaaHbl agpeca 13

rpynmnbl app, KOTOPAA 3arnoJ/IHEHA BbllUE:

ocs:
children:
app:
hosts:
acenterapp0l:
acenterapp02:
acenterapp03:
nginx:
children:
app:

NlonyckaeTcs cMellaHHOEe 3a4aHue aapecoB NOCPeACTBOM X 0DABNEHNA B CEKLIMIO
hosts, a TaKXKe MnocpeacTBOM A00aBAeHMA XOCTOB B rpynnbl W Aa/ibHeNLWero
nepencnonib3oBaHma rpynn. Hanpumep, ans Nginx 6yayT 3a4aHbl agpeca M3 rpynnbl app,

KOTOPaA 3anoJ/iIHeHa Bblle, N agpeca U3 CeKUUN hosts:

ocs:
children:
app:
hosts:
acenterapp0l:
acenterapp02:
acenterapp03:
nginx:
children:
app:
hosts:
acenterapp04:
acenterapp05:

Mpn HeobXxoAMMOCTM YCTAHOBKM Ha XOCT onpefeneHHbix noacuctem MO
noTpebyeTca nocne agpeca xocTa [A006aBUTb MNapameTp subsystems C NEPEYHEM

noAcCUCTEM, Hanpumep:
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app:
hosts:
acenterappO1l:
subsystems: auth
acenterapp02:
subsystems: emm
acenterapp03:
subsystems: appstore, pkgrepo

KoHdurypaumoHHbI Garn cueHapma YCTaHOBKM cpeabl GyHKUMOHMpPoBaHKMA MNIMO
MHPPACTPYKTYPHbIX KOMNOHeHTOB MO Ha 1 3BM ¢ AOMEHHbIM MMEHEM ocs-app.local

MMeeT CleayroLmni BUA,:

all:
children:
ocs:
children:
app:
hosts:
ocs—-app.local:
content:
hosts:
postgresqgl:
hosts:
ocs—-app.local:
nginx:
children:
app:
content:
consul:
children:
consul servers:
children:
app:
consul agents:
children:
consul content:
children:
content:
consul template:
children:
app:
content:
nats streaming server:
children:
app:
redpanda:
children:

app:
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valkey:
children:
app:
children:
app:
sentinel:
children:
app:
syncthing:
children:
app:

Mpumepbl $annoB hosts.yml ANA OAHOHOAOBOM W KNACTEPHOM KOHUrypaumi
npuBeaeHbl B KaTasnore samples/ac/inventories/ (nnm B KaTasnore
samples/ac/inventories/).

OnucaHne napaMeTpoB  WMHBEHTApHOro @¢anna inventories/hosts.yml

npuseaneHo s n. 12.1.1.
3.10.13. NopsaaoK HAaCTPOMKM CPOKa XpaHeHNA cobbITni 6e3onacHOCTH

CpOK XpaHeHua cobbiTMin 6e30NacHOCTU 3a4aeTcA B Nofe retention Tabaumubl
partman.part config events b/ b (auth).

[na npocmoTpa W WM3MEHEHMA CPOKa XpaHeHMA HeobXoAMMO BbIMOAHUTb
CAefytoLLyto nocneaoBaTeIbHOCTb AeNCTBUIA:

3.10.13.1. Noakntountbea K B MB (auth) ¢ NOMOLWbIO KOMaHAb!:

psgl -U auth -h <ip-azmpec cepBepa BI> -d auth

Hanpumep:

psgl -U auth -h 192.168.0.107 -d auth

3.10.13.2. lpocMmOTpeTb TeKyLLee 3HaYeHMe CPOKa XPaHEHMA C MOMOLLbIO CKpUNTa:

select retention from partman.part config where parent table =
'audit.audit events';

3.10.13.3. A3MeHUTb CPOK XpaHEeHMA C MOMOLLLbIO CKPUNTA:

UPDATE partman.part config SET retention = '<kojmuecTBO nHel> days'
where parent table = 'audit.audit events';
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Hanpumep:
UPDATE partman.part config SET retention = '90 days' where
parent table = 'audit.audit events';

3.10.14. Mopsagok HacTponku MMNO ana ero ycTaHOBKM Ha Pa3nNYHbIe OKPYXKEHNA

CueHapun yCTaHOBKM MO3BONAIOT BbIMOJHWUTL HACTPOMKY M ycTaHosky [0, a
TaKXXe KOMMOHEHTOB cpeabl GyHKUMOHMPOBaHWA TMO ANA HECKONbKMX PasMYHbIX
OKPYKEHWN, BbINONHMB CAeayowme AeNCTBUA:

3.10.14.1. NepenTn B KaTanor (Katanor: /install-<eepcua MINO>/install-ac-
mt/ WIN /install-<eepcusa IMHNO>/install-ac-mt-spr/).

3.10.14.2. Co3gatb MHBEHTAPHbIM bann hosts.yml no nyTu:
inventories/<HaszBaHue OkpyxeHusa>/hosts.yml.

OnuncaHMe NnapamMeTpoB MHBEHTAPHOro Ganna hosts.yml NpueegeHo s n. 12.1.1.

3.10.14.3. Co3aaTtb KaTanor config/environments/<Has3BaHue OKpPYyXeHMA>/,
co34aTb B [AaHHOM KaTanore Tpebyemble KOHPUIypaUMOHHble dalnbl C y4eToOM UX
PACMNONOXKEHNA B KaTaslore config M 3a4aTb Tpebyemble 3Ha4YeHMA NapamMeTpOB.

Bonee noapobHas MHPopmaums no paboTe c KOHPUIYpPaLMOHHbIMK datnamm
OKpYy*XeHunA npueedeHa 8 n. 13.2.8.

3.10.14.4. BbINO/IHNUTb YCTAHOBKY KOMMOHEHTOB cpeabl PyHKLUMOHMpoBaHusa MIMO n
MroO B cooTBeTCcTBMM C NoApasaesiom 3.6 A4 3a4aHHOIO OKPYXKEHMUA, YKa3aB B KOMaH4ax
YCTAaHOBKM MyTb K MUHBEHTAPHOMY daily U UMA OKPYKEHUA.

[MpUMepbl KOMaHA:

— KOMaH[a YCTAHOBKM BCex MakeToB Ha BCe cepBepbl (Ha Bce cepBepbl

NPUNOXKEHWI, cepBepbl B 1 KOHTEHT-cepBepbl HE3aBUCUMO OT MX TUNA):

ansible-playbook -i inventories/<HasBahnue OKpyxeHMsa>/hosts.yml play-
managed-node-prerequisites.yml -vv -u <uMsa [HOJIL30BATEJIA>

— KOMaHAa YCTaHOBKM KOMMOHEHTOB cpeabl GyHKUMOHMpoBaHMA TMO 1

MHPPACTPYKTYPHbIX KomnoHeHToB [MO:
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ANSIBLE USER="<mma nosmpzoBaTens>" ./deploy-infra.sh --env "<uassazme
OKpyXeHus>"

— KOmaHpAa yctaHoBku [1110:

ANSIBLE USER="<mma nosezoBatTens>" ./deploy-ac.sh --env "<HaszBaHue
OKpyXeHua>"

3.10.15. YaaneHne nepcoHanbHbIX AaHHbIX M3 YYEeTHOW 3amnmcu MNOo/Jb30BaTens,
NepCoHaNbHbIX [AaHHbIX KOHTAKTHOrO /MU@ OpraHM3auMm U NepcoHasbHbIX AaHHbIX

KOHTAQKTHOTIO /1InUa MPOEKTa

3.10.15.1. AnAa yaaneHuns nepCoHanbHbIX AAHHbIX M3 Y4ETHOW 3aNnCK NONb30BaTeNA
HeobX0AMMO BbINONHUTbL Ceaytolne AeNCTBUA:

— noakntounTbea K b1 Mb (auth) ¢ NnomMoLLbio Cheaytowe KoMaHabl:

psgl -U auth -h <ip-ampec cepsepa BI> -d auth

Hanpumep:

psgl -U auth -h 192.168.0.107 -d auth

— BbINOAHWUTB sqgl-3anpoc:

update accounts users.accounts set login='"', last name='",

first name='"', patronymic='"' where login='<email nose3oBarena>';
Hanpumep:

update accounts users.accounts set login='"', last name='",

first name='"', patronymic='"' where login='ivanov@omprussia.ru';

3.10.15.2. Ana yaaneHna nepcoHasibHbIX AaHHbIX KOHTAKTHOTO ML@ OpraHn3aumm
HeobXxoAMMO BbINOAHUTL CleaytoLlme AeNCTBUS:

— BbIMOAHWUTL APXMBALMIO KOHTAKTHOrO /MUQ, €CAM KOHTAaKTHOE /ULO He
32aPXMBUPOBAHO;

— noakntoumnTbea K B MYT (mt) ¢ noMoLLbio caeaytowet KoMaHabl:

psgl -U mt -h <ip-ampec ceprepa BI> -d mt
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Hanpumep:

psgl -U mt -h 192.168.0.107 -d mt

— BbINONHWUTbL Sql-3anpoc:

UPDATE organizations.contact persons
SET first name='Deleted',
last name='Deleted',
patronymic=NULL,
comment=NULL,
phone="'112",
email=id::text || '(@example.com'
WHERE deleted at IS NOT NULL AND email='<email KOHTaxKTHOTO Jjuua>';

Hanpumep:

UPDATE organizations.contact persons
SET first name='Deleted',
last name='Deleted',
patronymic=NULL,
comment=NULL,
phone="'112",
email=id::text || '@example.com'
WHERE deleted at IS NOT NULL AND email='ivanov@omprussia.ru';

3.10.15.3. AnAa ypaneHWs MNepCcoHaNbHbIX [AaHHbIX MOJIb30OBaTE/IEN YCTPOMCTB

HeobxoAMMO BbINOMHUTL CAeayolWme AeNCTBUS:

— 3aMTM B KaAPTOYKYy NO/Nb30BATENA YCTPOMCTBA M BbINOAHUTL APXMBALMIO

Nnoab30BaTeNA, eC/ZIM NO/1b30BATE/Ib HE 3aaPXMBUPOBAH,

— noaknounTbea K b1 MY (emm) c NOMOLLbIO creaytollein KoMaHabl:

psgl -U emm -h <ip-azmpec cepeepa BI> -d emm

Hanpumep:

psgl -U emm -h 192.168.0.107 -d emm

- BHHOHHMTbSQL3aﬂpOCHZ

UPDATE users service.users

SET first name = 'Deleted',
last name = 'Deleted',
patronymic = NULL,
job title = NULL,

phone number = NULL,
email = id::text || '(@example.com'
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WHERE email = '<email nosne3zoBatresna MYy>' AND deleted at IS NOT NULL;

UPDATE users service.users read model

SET first name = 'Deleted',
last name = 'Deleted’',
patronymic = NULL,
job title = NULL,
phone number = NULL,
email = id::text || '@example.com'
WHERE email = '<email nonesoeaTena MYy>' AND deleted at IS NOT NULL;
Hanpumep:

UPDATE users service.users

SET first name = 'Deleted’',
last name = 'Deleted’,
patronymic = NULL,
job title = NULL,
phone number = NULL,
email = id::text || '@example.com'
WHERE email = 'ivanov@omprussia.ru' AND deleted at IS NOT NULL;

UPDATE users service.users read model

SET first name = 'Deleted',
last name = 'Deleted',
patronymic = NULL,
job title = NULL,
phone number = NULL,
email = id::text || 'Gexample.com'
WHERE email = 'ivanov@omprussia.ru' AND deleted at IS NOT NULL;

3.10.15.4. lna yaaneHnAa nepcoHasibHbIX AAHHbIX KOHTAKTHOrO /inua npoekta [MNCY
HeobX0AMMO BbINOAHUTL Ceaytolne AenCTBUA:

— noakntountbea K b MCY (push) ¢ nOMOLLbIO cneaytolWe KoMaHabl:

psgl -U push -h <ip-azmpec cepsepa BI> -d push

Hanpumep:

psgl -U push -h 192.168.0.107 -d push

— BbINOAHWUTH sqgl-3anpoc:
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UPDATE main.contact persons
SET
first name='Deleted',
last name='Deleted',
patronymic='Deleted',
position="'Deleted’,
phone="'112",
email=id::text || '(@example.com'
WHERE email='<email KOHTAKTHOTO Julia>';

Hanpumep:

UPDATE main.contact persons
SET
first name='Deleted',
last name='Deleted',
patronymic='Deleted',
position='Deleted',
phone="'112",
email=id::text || '@example.com'
WHERE email='ivanovW@omprussia.ru';

3.10.16. Cbpoc napona y4eTHOM 3anmcu

B cnyyae yTepu napons OT y4eTHOM 3amnucu C Poabto AOMUHUCTPATOP YYETHbIX
3anmncein M HeBO3MOMKHOCTWN ero BOCCTAHOB/IEHMA LWTATHbIM CNOCODOOM (Hanpumep, ecnu B
MMNO 6blna ToNbKO 1 y4yeTHas 3amnucb C YKa3aHHOM pPO/blo), HEODXOAMMO BbIMOAHUTD
cnepytoume aenctema ans cbpoca napona y4eTHOM 3anuncu:

— nogkntoumnTtbes K b1 Mb (auth) ¢ NOMOLLBIO KOMaHAbI:

psgl -U auth -h <ip-azmpec cepmBepa BI> -d auth

Hanpumep:

psgl -U auth -h 192.168.0.107 -d auth

— B ¢aﬁne samples/sgl/activate user account.sqgl, Pacno/JOXeHHOM B
KaTa/aore co cueHapuamm yctaHoskm MO, 3a4aTb NOTUH YyYETHOM 3anMcK B MapameTpe

accountLogin, Hanpumep:

accountLogin text := 'admin@omprussia.ru'

- CKOﬂMpOBaTbCOAepHﬂMMOG(baHﬂa activate user account.sgl B KOHCO/b

BbIMO/IHWUTbL CKPUNT, HaXKaB KnaBuuy «Entery.
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Mocne BbINO/MIHEHMA YKa3aHHbIX AENCTBMA Naposb OyaeT MMeTb 3HaveHue

«adminy».

3.10.17. BocCTaHOBNEHNE YYETHOM 3anMcK MNOJIb30BaTeNA TeHaHTa B C/yvae ee

yAaneHus

[lna BOCCTQHOBMEHWA YYETHOM 3anMCKM MNONAb30BaTeNA TeHaHTa B Cayvae ee
yaaneHma HeobxoaAnMMo BbIMONHUTb CeaytolmMe AeNCTBUA:

— noakntounTbea K b1 Mb (auth) ¢ NOMoLWbO caeayolen KomaHab!:

psgl -U auth -h <ip-ampec cepmBepa BI> -d auth

Hanpumep:

psgl -U auth -h 192.168.0.107 -d auth

— B  ¢anne  samples/sqgl/create tenant default user account.sql,
HaxXxo4AWeMCA B KaTasiore Cco CueHapmnamm yCTaHOBKHA HHO, 3a4aTb JIOTUH yquHOﬁ 3alncu

(mnapameTp: accountLogin) W KoA TeHaHTa (mapameTp: accountTenantCode),

Hanpumep:
accountLogin text := 'admin@omprussia.ru';
accountTenantCode text := 'default';

NPUMEYHAHMUE. Koa TeHaHTa AOCTYNEH B KAPTOYKe TEHAHTA;
— CKOMWpOoBaTb B KOHCO/b coLepxnmoe danna
create tenant default user account.sgl W BbIMONHUTb CKPUNT, HaXaB K/aaBuLlly

«Enter».
3.10.18. HacTpoiKa BKIOUYEHMA/OTKAOYEHMA perncTpaLmm cobbiTui

HacTpoika permcrpaumm cobbiTil OCyLLECTBASETCA B KOHPUIYPALIMOHHbIX dhainnax
LWA30B A0CTyNa endpoints.yml, KOTOPbIE PACMONAratoTCA Ha CepBepe MPUIOKEHUN

MO B KaTanore:

/var/ocs/config/subsystems/<uaszBaHue
nomcucreMer>/applications/<HasBaHue uuw3a goctTyna>/endpoints.yml
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Hanpumep:

/var/ocs/config/subsystems/auth/applications/ocs—-auth-admin-api-
gw/endpoints.yml

nnbo B KaTanore co cueHapuamm yctaHosku MMO:

config/subsystems/<Has3BaHue nomcucreme>/applications/<HazBaHmue mIw3a
nocryna>/endpoints.yml

Hanpumep:

config/subsystems/auth/applications/ocs—-auth-admin-api-
gw/endpoints.yml

[na  OoTKAYEeHUA/BKAOYEHUA pernctTpaumm cobbitua  ana  dyHkumm Mo
(3HAnOMHTA) HeobxoaMmo B ceKkumnm Tpebyemoro 3HAMNOWHTA

3aKOMMEHTMPOBATL/PAaCKOMMEHTMPOBATb CEKLMIO audit, Hanpumep:

- endpoint: /api/devices/{id}/operations/next
method: GET
backends:
- url pattern: /vl/devices/{id}/operations/next
host: ocs-emm-dispatcher-api.${domain}
forward error: true

auth:
scope: operation:read
permissions:

resource type: operation
action: read
context field map:
device.id: request.params.id
audit:
field map:
action: get
object id: response.body.id
object label: response.body.type
object type: deviceOperation

#
id
#
id
id
#

[anee B 3aBUCMMOCTM OT TUMa KOHPUrypauMoHHOro dainna BbINOAHUTb
nepeyctaHoBKY KoHOUrypauMoHHOro ¢anna wuam nepesanyck cepsuca. [loapobHas

nHdopmauma o0b ynpaBaeHmnn Hactponkamm cepsucos MMNO npuseaeHa B nogpasaene 4.3.
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3.10.19. HacTtpolika bpeHamposaHuna MMO

[na nobasneHns norotmna KOMNaHMM 1 Bblbopa LIBETOBOM CXeMbl rpadryecKkoro
nHtepdenca MMNO HeobxoaMMO B KOHPUTypaUMOHHOM ¢anne config/internal.yml
3a4aTb cneaytollme napameTpbi:

— brandingLogoUrl — CCbI/ZIKa Ha n3obpaxeHune, nnbo nsobparkeHne norotmna B
dopmaTte baseb4d (M306pakeHme byaeTt pasmepom 160x32 Touek);

— brandingLogoAlt — TEKCT, KOTOpbI byaeT oTobparkaTbCa NpuM HaBeaeHMM Ha
n3obparkeHne NorotTmna;

— theme —onuncaHme UBeToBOM cxembl Material Ul: LBeTa KHONOK M TEKCTa, a TaKKe
npoynme HacTpolkm (cm. https://mui.com/material-ui/customization/palette/). He
PEKOMEHAYETCA MEeHATb WPUPTbl M UX pPa3Mepbl, T.K. HEMPaBU/IbHblE 3HAYEHMA MOTyT
HapPYLWMWTb KOPPEKTHOCTb OTOBPaKkeHns nHTepdenca.

Hanpumep:

brandingLogoUrl: "data:image/png;base64, iVBORwWOKGgOAAAANSUhEUgAAADKAAA
oWy
brandingLogoAlt: "test branding text",
theme:
palette:
primary:
main: "#££4200"
light: "#££4200"
dark: "#££4200"
contrastText: "#333333"
secondary:
main: "#££4200"
light: "#££4200"
dark: "#££4200"
contrastText: '#333333'

3.10.20. MepekntoveHue Tpadurka mexay LUOdamu (failover/switchover)

[NepeKkntoyeHmne TpaduKa Mexay LOdamu (failover/switchover)

OCYyLWLEeCTB/NIAETCA B PYHYHOM peEXNMME.
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BHUMAHMUE! TMpu nepekntoveHnn Tpadumka mexay UOLdamu, a Takke npu
BOCCTaHOB/EHMN ocHOBHOro LIO/1a, BaXHO He A0NYCTUTb O4HOBPEMEHHYO paboTy oboumx
LLOJos B akTMBHOM pexume. Mpn oaHoBpemeHHON paboTte obomx LLOoB B aKTMBHOM
pexnme BO3HMKHET cuTyaumsa «Split Brainy.

[na nepekntodyeHma Tpadumka ¢ ocHoBHoro LUOJla Ha pe3epBHbI pekoMeHayeTCA
BbINO/NHUTb CAeaytowme AeNCTBUA:

3.10.20.1. Mepesectn knactep b/ B pesepsHom LIO[e m3 coctoarHuma StandBy B
Primary.

[1na 3Toro HeobxoAMMO BbINONHUTL CleaytoLne AeNCTBUA:

3.10.20.1.1 OctaHoBuUTb cepsepbl bl B ocHoBHOM L|O/[le c momMOoLWbio KOMaHAbI:

systemctl stop patroni

3.10.20.1.2 NepeBecTtn Knactep b/l n3 coctoaHms StandBy B coctoaHue Primary,

BbINOJIHMB Ha o AHOM M3 cepBepos b/l pesepsHoro UOda cneaytollyto KOMaHAay:

patronictl -c /etc/patroni.yml edit-config --force --set
standby cluster=""

3.10.20.1.3 MpoBepuTb, 4YTO B KaacTepe noasuaca cepsep b B ponn Leader ¢

MOMOLBKO KOMaHAbI:

patronictl -c /etc/patroni.yml list

3.10.20.2. NepeBecTn BXOAAWMA TpaPUK Ha BHeWHeM ©OaNaHCUPOBLLNKE K3
ocHoBHoro LUO/la B pe3epBHbIi.

3.10.20.3. llocne BoCCTaHOBNEHMA KnacTepa b, B ocHosHom LO/[e, MOXHO
nepesectu Knactep b/l 8 ocHoBHoM LIO/le B cocToAHME StandBy.

[Ons aToro HeobxoAMMOo A00aBUTb B AMHAMMYECKYIO KOHPUrypaumto KnacTepa

HaCTPOMKY «standby cluster» C MOMOLLbIO CAeAytoLLEeN KOMaHAbI:

patronictl -c /etc/patroni.yml edit-config --force \
--set standby cluster.host='<new cluster vip>' \
--set standby cluster.port=5000 \

--set standby cluster.create replica methods='- basebackup'
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roe new cluster vip —virtual IP address cepsepa, ¢ kKoToporo byaeT HacTpoeHa
penanKkauma AaHHbIX.
BHUMAHWE! B MOMeEHT BOCCTAHOB/IEHMA BblLIEALWEro paHee 0OCHOBHOIO K/1acTepa,

OH TaK¥e OCTaHeTCA primary. BaXXHO He A0ONYCTUTb paboTbl ABYX primary KNAaCTEPOB.
3.10.21. HacTpoiKa agpeca NPOBEPKN NOAKNHOYEHNA YCTPOWCTB K CETU

Mo ymoAnyaHuio, ANA NPOBEPKWM AOCTyNa K CeTM, yCTpoicTBa obpaulatotcs K
nyb6anuHomy agpecy http:// ipv4d.omprussia.ru, KOTopbi 4OCTyNeH 13 cetn MIHTepHeT.

B cnydae nMcnonb3oBaHMA YCTPOMCTB B 3aKPbITON ceTh (ceTb 6e3 AocTyna K cetu
NHTepHeT), HeobXxoAMMO AaHHbIN aPEC 3aMEHUTb Ha aApec, KOTOpPbI byaeT AOCTyNeH U3
3aKPbITON CETU M 3aperncTpmpoBaH Ha cepsepe DNS, HaxogALEMCA B 3aKPbITOMN CceTH.

Ons TOro, 4tobbI YCTPOMCTBA MOTMAM BbINOAHATL MPOBEPKY [A0CTyMa K CeTu
Heobxoanmo:

3.10.21.1. B 3akpbiTo cetu HacTpouTb cepBep Nginx co caeayrowmmm

napameTpamu:

server {
listen 80;

server name <uMsa cepBepa>;
access log /var/log/nginx/access-ipvé4.omprussia.ru.log main;
error log /var/log/nginx/error-ipvé4.omprussia.ru.log;

client max body size 1K;

location / {
return 404;

}

location = /return 204 ({
return 204;
access_log /var/log/nginx/ipvé4 return 204 access.log;
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MPUMEYAHMUE. YKazaHHble HAaCTPONKM MOTYT BbITb BbINOAHEHbLI MO0 Ha BHELLIHEM
6anaHcMpoBUWMKe, NMHBO Ha oTAenbHOM cepBepe. Ha BHyTpeHHemM 6anaHCUMPOBLIMKE
YKa3aHHble HAaCTPOMKM BbINOHATbL 3aNpeLleHo.
3.10.21.2. B napameTpax networkCheckSettings.ipv4Url n
networkCheckSettings.ipv6Url KOHPUrypaumoHHoro ¢anna MY install-<sepcus
[II0>/install-ac-mt/config/subsystems/emm/config.yml 3a4aTb aApec cepsepa
Nginx, K KoTopomy byayT obpauatbca ycTponcTea. JaHHbin agpec byaeT aBTOMAaTUYECKM
PACNPOCTPaHATLCA B HACTPOMKM Kaxaoro yctpormctea ¢ OC ABpopa, noaKAto4eHHOoro K Y.
MN3meHeHWe HAaCTPOEeK Ha yCcTpomcTBe byaeT oTparkeHo B KoHconn agmuHucTpatopa MY B
KapTo4Ke ycTponcTea B pa3aene «CocToAaHMe.
3.10.21.3. NepeycTaHOBUTb KOHOUTYPaLMOHHbIe hainbl CEPBMCA ocs—emm-state-

manager-api C NTOMOLWbIO KOMaHAbI:

ANSIBLE USER="<umsa nojp3oBarens>" ./deploy-ac.sh --subsystems emm --
apps ocs-emm-state-manager-api --action config

3.10.22. HacTtpomnka noakntoveHua penosmtopmsa OC Linux

Penosutopuin OC Linux wucnonb3lyetca ANAa YCTAaHOBKM W 0BHOBNEHMA
nporpammHoro obecneyeHna Ha yctponcteax ¢ OC cemencTsa Linux.

YCcTpoicTBa C peno3nToprMem MOryT B3aMMOAEMNCTBOBATb KaK HaMpAMYyto, TaK M
yepe3 KOHTeHT-cepsep. B3ammopencrsme c penosnTopMem Yepes KOHTEHT-CepBep
TpebyeTcA B Tex C/Ayyasx, Koraa HeobxoAuMm ayTeHTMOUUMPOBAHHbLIA A0CTYyn K
Peno3nTopuIo.

Kakum obpa3om OyaeT OCyW,ecTBAATbLCA B3aMMOAENCTBUE C PENO3UTOPUEM
3aBMCUT OT NapameTpPoB NOAKAOYEHNA, YKa3aHHOTO B NpaBuae NOANTUKM « KOHDUIypaLuma
peno3uTtopmnes/logKkNtOYEHNE  CUCTEMHbLIX  peno3uTopues». [lopaaok paboTbl C
NONNTUKAMM NPUBEAEH B AOKYMeHTe «PykoBoACTBO Nonb3osaTend. YacTtb 3. MNoacucrema

Mnatpopma ynpasnenmsa» AAMI.20134-01 90 01-3.
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B cnydae, ecnu B3aMMOﬂ£MCTBMG C peno3snTopmnem OCylecCTB/IAETCA 4Yepes
KOHTEHT-CepBep, TO H€O6XOAMMO B cexkunun
config.publicUris.pkgrepo.linuxRepoAddresses KOHQUIypauUMoOHHOro ¢arna

config/config.yml.j2 3a4aTb €ro agpec, UMs U TUM, HanpUMep:

pkgrepo:
# Linux-penosmurTopun, COIEPXMMOE KOTOPHX IIPEeNOCTAaBJISeTCHI UYepe3 KOHTEHT
cepsepr IIIIO

linuxRepoAddresses:

- name: "test-repo" # VYHUKaAJBHOE ¥MS PENO3UTOPUS (MCIOJIB3YETCH
TOJIBKO CMMBOJIBI, paspeueHHee ajsa URL ©e3 KOOUPOBKMU)
type: "rpm" # Tun penosuTopMsS B BaBUCUMOCTM OT IAaKeTOB: rpm,

deb, flatpak
address: https://repo.linux.ru/ # Ampec penosuTopud

BHUMAHMWUE! Nms peno3mtopms MOXKeT coaeprKaTb TONbKO UMbpbI, 3ari1aBHblie U

CTPOYHbIEe BYKBbI (KUPUAAMLE HE AOMYyCKaeTcs).
3.10.23. HacTpoiika 3awmuieHHoro TLS/SSL coeamHenma ¢ b/

Mo ymonyaHuto 4na noaknadeHma noacmctem (MO Kk B mcnonb3lyeTtca
He3auwmueHoe TCP-coeanHeHMe.

3.10.23.1. HacTtpolika 3awmuieHHoro TLS/SSL coeanHeHMa ¢ NOMOLLbIO CKPUMTOB
ycTaHoBKu [11MO

Mpu yctaHoBke CYB/l Postgres ¢ momoLllbio CKPMMNTOB M3 coCTaBa AMUCTPUOYTMBA
ABpopa LeHTp nmeeTca BO3SMOMHOCTb aBTOMATMYECKM HACTPOWUTb 3alimileHHoe TLS/SSL
COeZIMHEHMA C UCNONb30BAHMEM CAMONOANMCAHHbIX CEPTUPUKATOB.

[1ns aTOro Heo6xoAMMO BbINONHUTL CAeAytoLMe AEeNCTBUA:

1) CreHepupoBatb CA-katod un  CA-cepTUdMKaAT, KOTOpbIM OyaeT noanucaH

cepTudukat cepsepa b/, Hanpumep:

openssl genrsa -out ca key.pem -aes256 # 3anoOMHMUTBL NapoJjib K KJIOYUY
openssl req —new -x509 -nodes -days 365000 -key ca key.pem -out ca-
cert.pem

2) JobaButb CA-kntod  m CA-ceptvduMKaT B KOHOUIYPALMOHHbLIA  dann

config/vars/ vars.yml:
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ca crt: |

ca key passphrase:
pPg with tls: true
pg auth method: scram-sha-256 # mo ymojuYaHMio MCHOJIb3yeTcsa mdb

3) HacTpouTb MOAKAOYEHME CepBMCOB K B[] B 3aUMLEHHOM peXume, 3a4as

nepemeHHble B KOHOUTYpaUMOHHOM dalne config/vars/ vars.yml:

postgresqgl:
# IOOIIYyCTVIMBIE 3HAYEHIMA:
#[disable|require|verify-ca|verify-full]
sslmode: require

MPUMEYAHMUE. CepTtndnkaT cepsepa bl byaer aBTOMaTUYECKMU CreHEPUMPOBAH M
YKa3aH B KOHPUIypaLMOHHbIX Gpannax npu yctaHoske MMIM10.

4) MpoaonKnTb HACTPOMKY M ycTaHoBKY MO B cOOTBETCTBMM C NoApa3aenamm 3.5
n3.6

3.10.23.2. HacTtpolika 3awmuieHHoro TLS/SSL coeamMHeHMs Npmn CaMoCTOATENbHOM
ycTaHoBsKe CYB/:

1) BkatounTb 3awmiieHHoe TLS/SSL coeamHenune (ssl = ‘on’) u yKasaTb nyTb K
KOpHeBOMY cepTUdUMKaTy (ca.crt), ceptudukaty m knody CYB[ (postgresgl.crt W

postgresql.key) B KOHPUTypaumoHHom darne CYB/[l postgresqgl.conf:

ssl = 'on'

ssl ca file = '/var/lib/pgsql/l4/data/../ca.crt’

ssl cert file = '/var/lib/pgsqgl/l4/data/../postgresqgl.crt'
ssl key file = '/var/lib/pgsqgl/l4/data/../postgresqgl.key’

2) HacTpouTtb nogkntoveHne cepsucos K b/l B 3alMLIEHHOM pexume, 3a4aB

nepemeHHble B KOHQUTYPaUMOHHOM dalne config/vars/ vars.yml:

postgresqgl:
# JOITYyCTVIMBIE 3HAUYEHWMA:
#[disable|require|verify-ca|verify-full]
sslmode: require
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3) MpoAo/KUTb HACTPOMKY 1 ycTaHoBKY MO B cCOOTBETCTBUM C NoApa3aenamm 3.5

n3.6.

3.10.24. JobaBneHne KOpHEBOro cepTUdMKaTa B AOBEPEHHbIE ANA HACTPOWMKMU

3awmueHHoro TLS/SSL coeanHeHms

3.10.24.1. YcTaHOBKa KopHeBoro cepTtudumkata gna OC Ha 6a3e RHEL (CentOS,
PEQ OC, AnbT)

Ona  pabotbl 3awmuleHHoro TLS/SSL  coeamHeHWs HeobxoAMMO  BbIMNOHUTL
cneayouine oencTems:

3.10.24.1.1 Pa3mecTuTb A0BEPEHHbIN cepTudMKaT B KaTanore /etc/pki/tls/certs/

BHUMAHWME! Ecnn ceptmudukat nonydyeH B ¢dopmate DER, To ero Heobxoammo

nepekoHBepTUPOBaTb B dopmaTt PEM ¢ nomoLlblo KOMaHAabI:

openssl x509 -inform der -in /path/to/cert/test.cer -out test.pem

3.10.24.1.2 Nepe3sanyctntb cepauchl MMO ¢ NOMOLLbD KOMaHAbI:

systemctl restart ocs-—*

3.10.24.2. HacTtpolika 3awmiuieHHoro TLS/SSL coeamHenma ana OC Ha 6a3e Debian

(Astra Linux, Ubuntu)

[na pabotbl 3awmileHHoro TLS/SSL  coeamHeHWs HeobxoAMMO  BbIMNOMHUTL
cneayouime aencTems:

3.10.24.2.1 PaamecTuTb [OBEPEHHbIN cepTudmKaT B KaTanore
/usr/local/share/ca-certificates/

BHUMAHUE! Ecnn ceptmudukat nonydyeH B ¢dopmate DER, To ero Heobxoammo

nepekoHBepTUPOBaTb B dopmaT PEM C NOMOLLbIO KOMaHAb!:

openssl x509 -inform der -in /path/to/cert/test.cer -out test.pem

3.10.24.2.2 O6HOBUTb KOPHEBbLIE CEPTUPUKATLI C MOMOLLBIO KOMAHAbI:

update-ca-certificates -v
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3.10.24.2.3 MNepe3sanyctntb cepsuchl 11O ¢ noMoLLbO KOMaHAbI:

systemctl restart ocs-—-*

3.10.25. Hactpomnka B3anmoaenctsmna MY u MCY npu ncnons3dosaHum GOST TLS Ha

BHEWHEM 6al'|aHCl/IpOBLLLl/l Ke

MMNO He noaaep)KMBAeT OTNPaBKYy push-yBeAOMAEHMN NPU MCNOSb30BAHNM
3almueHHoro npotokona GOST TLS Ha BHewHem 6anaHcuposwmke. Ecan TICY
pPacnosioXeHa Ha OAHOM cepBepe C APYrMMM NOACUCTEMAMM, TO BO3SMOXHO HACTPOUTb
OTNpaBKy push-yBegomneHunin, muHya w3 ¢ GOST TLS, cpa3y Ha HOAbl, KOTOpble
PACMONOXKeHbl 338 HUM.

[1ns HAaCTPOMKM B3aMMOAENCTBMA HEOOXOAMMO BbINOMHUTL CAeayolnMe AeNCTBUA:

3.10.25.1. N13meHnTb aapec, KOTopbIN ncnonb3yetca ans obpauieHuma MY k MCY, ¢
nybAMYHOrO Ha  BHYTPEHHWIA, 3aMEHMB 3HayeHWe napameTpa systemUris B

KoH®UrypaumMoHHOM dpaline /var/ocs/config/subsystems/emm/config.yml c:

systemUris:
push:
publicAddress: "S${publicUris.push.publicAddress}"

Ha:

systemUris:
push:
publicAddress: "http://ocs-push-public-api-gw.${domain}:8007"

3.10.25.2. 3apaTtb agpec and noaydeHua [1Y aBTOPM3aUMOHHbLIX TOKEHOB A/1A
B3aumogaenctema ¢ [CY, gobaBmMB B KOHPUIypaLMOHHbIN alia cepBMca «ocs-emm-
egress—-api-gw» (/var/ocs/config/subsystems/emm/applications/ocs—emm-

egress—api—gw/endpoints.yml)HapaMGTp«client_assertion_audience»:

- endpoint: /push/public/api/vl/projects/{project id}/messages
method: POST
backends:
- url pattern: /api/vl/projects/{project id}/messages
host: ${systemUris.push.publicAddress}
encoding: no-op
forward error: true
client credentials:
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auth style: private key jwt

client assertion audience:
"S$S{publicUris.auth.publicUri}${tokenEndpoint}" # IoBaBjsgeMslt
napamMeTp

client id: ${pushNotificationSystem.clientId}

audience: ${pushNotificationSystem.audience}

token url: ${pushNotificationSystem.tokenURL}
output encoding: no-op

3.10.25.3. YKa3aTtb agpec A4nA Noay4yeHMa aBTOPM3aLUMOHHbIX TOKEHOB B HAaCTPOMKAX
nHTerpaunm ¢ Cepsmncom ysegomnenunit Aspopa. B KoHconmn agmuHmctpatopa MY nepentu
B noapasaen «HacTponkm» pasgena «AAMUHUCTpMpOBaHMe». BHM3y noadaoka «CepBuc
yBeaomMneHnn ABpopa» HaxaTb «PeaaKTMpoBaTb HacTpouku Cepsuca yBeAOMAEHMUI

ABpopa». B oTKpbiBWEMcs okHe B none «Token URL» BBecTu:

http://ocs-push-public-api-gw.S${domain}:8007/auth/public/cauth2/token

CoxpaHUTb M3MEHEHMUA.
3.10.25.4. llepe3anyCTnuTb  CepBUC ocs-emm-egress-api-gw C  MOMOLLbIO

KOMaH/bl:

systemctl restart ocs-emm-egress—-api-gw*

3.10.26. HacTpomnKka nepenaym xxypHana ayamta B SIEM-cuctemy

MMNO noaaep*KMBaeT BO3MOXKHOCTb AyH6AMpoBaHMA cObbITUIA ayanTa BO BHELLHIOK
SIEM-cucremy.

Ona nepepayn cobbITUA ayauTa HeobXxoaAMMO B KOHPUrypauMoHHOM ¢alne
CLeHapueB YCTAHOBKM config/subsystems/auth/config.yml PacCKOMMEHTMPOBATb
610K cef W 3a4aTb CieaytollMe NapaMeTpbl:

— enabled — BK/KOYMUTb MHTerpaumto ¢ SIEM-cuctemon;

— address — agpec SIEM-cucrtemsl;

— port - nopt SIEM-cucrtemei;

— fieldMap - conocTas/sieHue nonen (MannuHr) cobbiTnin ayamta MMO.

Mone «fieldMap» asnseTcs Habopom Map «KAOY - 3HAYEHME» CO CAeayoLUMM

napameTpamu:
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— from — HasBaHWe NoAA M3 KypHana ayamTta [1M10;

— to - Ha3BaHMe «extension» nona popmata CEF;

— default - Ha3BaHWe «extension» nons dpopmata CEF, ecnm B KypHane ayamTa

MMO BbIbpaHHOE 3HaYeHMe OTCYTCTBYET MAK aBaseTca «null».

Mpumep pa3gena «cefr»:

cef:
enabled: true
address: "localhost"
port: 514

proto: "tcp"
tag: "audit-api"
fieldMap:

- from: "action"

Hang OOBeKTOM
to: "act"
default: ""

- from: "eventTime"

COOHBITUSA
to: "start"
default: ""

- from: "subjectLogin"
to: "suser"
default: ""

- from: "subjectId"
to: "suid"
default: ""

- from: "subjectIP"
to: "dst"
default: ""

- from: "requestURL"

(cmeumnasapHOE)
to: "requestUrl"
default: ""

- from: "httpMethod"
to: "requestMethod"
default: ""

- from: "requestID"
to: "externalId"
default: ""

- from: "gatewayId"
to: "sourceServiceName"
default: ""

- from: "gatewayIP"
to: "src"
default: ""

- from: "eventOutcome"

memcrBusa (crneumaljibHOe)

IeycTBMEe, COBEpPUEHHOEe

JaTa M BpeMda COBepleHMd

JJoTMH mMHMLIMaTOpa

ID mHMUMaTOpPA

IP ampec mHuMLUMaTOpPAa

URL http-3anpoca

HTTP-meTOn

ID zanpoca

ID remrBed

IP ampec renuTeesd

PesysbTaT BEIIOJIHEHUA
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to: "eventOutcome"
default: ""

BO3MOKHble 3HaYeHUa napameTpa «from»:

"subjectLogin": "JlormH mHMULIMaTOPA";

"subjectId": "ID wmHUMUMaTOpa";

"subjectIP": "IP cybwexkTa';

"subjectType": "Twun wmHuumarTopa'";

"objectId": "ID obwekTa";

"objectLabel": "HazpaHume oOwbekTa'";

"objectType": "Tun obOwexTa';

"action": "IeMcTBMe, COBeplleHHOe Han obwekToM";

"result": "Oxmpmaercsa HTTP-xonm";

"endpoint": "Br3BaHHE 3amnpoc";

"requestQuery": "llapameTpr 3anpoca';

"httpMethod": "HTTP-meToOn";

"gatewayId": "ID reurBeda";

"gatewayIP": "IP remurmea";

"eventTime": "IlaTa u BpeMs COBepumeHUd COOBITHA";
"tenantCode": "Konm TenaHTa";

"requestID": "ID zamnpoca;

"comment": "KommeHTapuM" (Ha HOaAHHEM MOMEHT He MCIOJIB3YyeTCH)
"requestURL": "URL http-zamnpoca" (cneumasbHOe)
"eventOutcome": "PesynbTaT BHIOJHEHUd JercTBua" (chneumalibHOE)

CneumanbHble nona «requestURL» n «eventOutcome» OTCYTCTBYIOT B KypHane
cobbiTuit ayanTta MNMO 1 reHepUpPyOTCA aBTOMATUYECKM, CN 3a4aHbl B KOHPUTYPALMOHHOM
danne. OnmcaHme cneumanbHbix 3Ha4eHMN NnapameTpa «from»:

1) «requestURL» - coctaBHOe mnose, COCTOALLEe M3 3HAYEeHUM CaeaytoLmx
NapameTpOB:

— «config.PublicUris.AC.CommonAddress» KOHPUIYPaLMOHHOro danna
config/config.yml.32, Hanpumep «http://ocs-app.local:8009»;

— 3HayeHMsa KAva «Endpoint» w13 KypHana ayguta (MO, Hanpumep
«/api/policies»;

— 3HadeHuMa Kada «RequestQuery» u3 KypHana ayauta [0, Hanpumep
«?limit\=5».

Mpumep aBTOMATUYECKM CreHepnpoBaHHOro nona «requestURLy:

http://ocs-app.local:8009/api/policies?limit\=5
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2) «eventOutcome» - Nose COAEPKUT 3HaYEHME B 3aBUCMMOCTM OT NOAA «resulty
ypHana ayamta MNMO 1 npuHUMaET cneayrowme 3Ha4YeHmA:
— «failure» - npu 3Ha4YeHMN nona «result» > 399;
— «SUCCess» - MPW 3HaYeHNM nona «result» <= 399,
[Mocne BHECEHWA U3MEHEHWUI HEODXOAMMO MepeyCcTaHOBUTb KOHOUIYpaLMOHHbIE

dannbl M ¢ NoMoLLblo KOMaHab!:

ANSIBLE USER="<uma nospszoBatrena>" ./deploy-ac.sh --action config--
subsystems auth

3.10.27. HacTpoWka nHTerpaumm c penosmtopmem «PTK-OeHnKe»

MO noanepXMBaeT BO3MOXKHOCTb npoBepkn RPM-naketoB Ha Hanunudume
YA3BMMOCTEM C MOMOLLBIO peno3nTopma «PTK-OeHnKe».

Ona 3TOro HeobxoaMmo 3a4aTb B KOHPUIYpPaLMOHHOM danne
config/subsystems/appstore/config.yml careayroLime NnapameTpbl:

— enabled — BK/KOYUTb UHTErpaLuto ¢ penosmtopmem «PTK-OeHnKey;
— baseUrl - agpec APl penosutopua «PTK-OeHUKe»;

— token - aBTOPWM3ALUMOHHbIN TOKEH;

— concurrency — MaKCMMaJibHOE KOJIMYeCTBO OAHOBpPEMEHHbLIX MPOBEPOK
MakeToB.,

— verificationInterval - WHTEPBA/Z BPEMEHU MEXAY NEPUNOOUNYECKMMU
NpoOBEPKaAMMU.

Hanpumep:

releaseVerifications:
rtkFeniks:
enabled: true
baseUrl: http://localhost:12345/
token: «token»
concurrency: 10
verificationInterval: «1lh»

[Mocne BHECEHUA UBMEHEHMI H€O6XO,EI,VIN\O nepeycrtaHoBuTb I-(OHd)l/Il'ypaLl,l/IOHHble

dannbl MM ¢ NOMOLLBIO KOMaHABbI:
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ANSIBLE USER="<mma nose3oBaTens>" ./deploy-ac.sh --action config--
subsystems appstore

3.10.28. YcTtaHOBKa 1 HacTponka PXE-cepsepa

MMNO coaepuT B cBoem cocTaBe PXE-cepsep, mo3BonAwOWMA YCTaHABAMBATL
OC no cetn.

PXE-cepBep COCTOUT 13 Cneayrowmx KOMMNOHEHTOB:

— TFTP-cepsep;

— HTTP-cepsep.

TFTP-cepBep ncnonbdyetca Ana nepedavm Ha 3BM nonb3oBaTena 3arpy3vymKkos u
MeHto iPXE. ina paboTbl He0bXxo0AMMO Hannyme cneayolmx ¢annos:

— autoexec.ipxe — 3arpy3o4yHoe meHto iPXE;

— ipxe.efi —3arpysunk meHto iPXE gns knmenTos c EFI/UEFI;

— undionly.kpxe — 3arpy3dumk meHto iPXE gna knmeHtos c BIOS.

HTTP-cepsep ucnonb3yetca ana nepenadn Ha IBM nonb3osatena aapa OC,
$aliNoB aBTOOTBETOB, MAaKETOB ANCTPMUOYTMBA, @ TaKXKe CKPUMTOB.

MPUMEYAHUE. Adna yctaHoBkn OC Tpebyetca Hanmume DHCP-cepsepa,
HAaCTpoeHHOro Ha paboTy c PXE-cepsepom ABpopa LieHTp.

O6wumit nopanokK ycraHosku OC no ceTu:

1) MonyyeHrne 3BM nonb3oBatensa |P-agpeca, agpeca boot-cepsepa (TFTP) u
MMeHu darna-3arpysdmnka iPXE ot DHCP-cepBepa;

2) MonyyeHue 3arpysumka iPXE n nepegaya emy ynpaBneHusa, 3arpyska ¢anna c
MHTEPAKTUBHbIM MEHIO;

3)3arpy3ka no cetm c¢ HTTP-cepsepa sapa, BpemeHHOM $HanaoBOM CUCTEMbI
BblbpaHHOM OC (initrd) n dalina aBTOOTBETOB,

4) Mepepgava ynpasaeHusa s4py, Hadano yctaHoBkM OC Ha ocHoBe MHbOpMaLUKM U3

dalina aBTOOTBETOB;




150
AOAMI.20134-0191 01
5) Hactpoika OC nocne OoKOH4YaHWA ee ycTaHOBKM. HacTponka OC moxeT ObiTb
BbIMO/IHEHA C Nmomowbto postinstall-ckpuntos, KoTopblie 3arpyatoTca ¢ HTTP-cepsepa.
MHuumMauma BbI30Ba HACTPOMKM NPOMCXOANT M3 Ganna aBTOOTBETOB B M. 4.
Cxema CceTeBOro B3aMMOAENCTBMA nonb3oBaTensckon 3IBM ¢ DHCP- n
PXE-cepBepamn npmBeaeHa Ha pucyHKe (PucyHok 19). Cxema passepTbiBaHna PXE-

cepBepa npuBeaeHa Ha pucyHke (PucyHok 20).

Aspopa LeHTp.PXE

BHyTpeHHUiA nepumeTp

1)
UDP 67 ﬁ

DHCP

HTTP 80
nK UDP 69 (TFTP)

' Apopa LleHTp
PXE cepeep

’

PucyHok 19
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[Ounarpamma nHgopmMaumoHHbIx notokoB Aspopa LieHTp.PXE

Aspopa LleHTp
cepBep NPUTOXEHWIA

cepsucbl PXE | Cepsucbl
; Aspopa LieHTp |

' Dnsmasq P
// TFTP server . |auth
Monyuekue PXE i PXE mMeH!0 1 3arpy34mkn

=

(boot.ipxe, ipxe.efi, undionly.kpxe)

3arpy34vKoB 1 MEHIO ' '
| emm || pkgrepo | !
Nginx { 5
Monyyenue appa OC, : HTTP server : :
¢hainios aBTOOTBETOB, aapa OC, ghasinibl aBTOOTBETOB, NaKeTsl : h 4 ;
nakeTos AucTpubyTuea Linux, AncTpubyTnBa, postinstall-ckpunros i pus appstore
postinstall-ckpuntos s H ;

MepsuyHoe nony4exue IP

ceTeBOW KapToMu,
MepeHanpasneHve Ha
TFTP cepeep INerenpa
ﬂ PXE cepsep
i Cepsucsl Aspopa LieHTp
DHCP
PucyHok 20

BHUMAHUE! B3ammopencteme nonb3osaTenockon IBM c¢ DHCP-cepsepom u
PXE-cepBepom OCyLLeCTBAAETCA C WCMNOAb30BaHMEM He3alWMLLEHHbIX MNPOTOKO/0B.
MosToMy MNpW HaAWMYMKM Yrpo3 CO CTOPOHbI BHYTPEHHEro Hapywutend Heobxoaumo

npeaycMOTPEeTb Mepbl MO 3aWmTe OT AAHHbIX YTPO3.
3.10.28.1. HacTtpownka DHCP-cepsepa

BHUMAHWE! [enctsmA, npuBedeHHble B AaHHOM MyHKTe, NpeanoaaratoT, 4To
DHCP-cepBep y»e VyCTaHOBJIEH M HACTPOEH Ha Bblda4vyy MNoab3oBaTeNbCKMM IBM
IP-anpecos, nepenadyy AOMEHHOW 30HbI, aApPeCOB CEPBEPOB MMEH, LWIAO3a M NPOYMX
HaCTPOEK, M ONUCbIBAIOT TO/IbKO HACTPOMKY OMUMIA U NONUTUK, CBA3AHHbIX ¢ PXE.

BHUMAHWE! Hactpolika DHCP-cepBepa Ha KOMMYTaToOpe UAM Ha MapLupyT1u3aTope
OCYLLEeCTBAAETCA B COOTBETCTBMM C 3SKCM/yaTaUMOHHOM AOOKYMeHTauMen Ha AaHHoe
obopyaoBaHue.

[Ona passepTbiBaHna OC no ceTM HeobxoAMMO HACTpOUTb nepeaady
nonb3oBaTenbckum IBM  DHCP-cepsepom onumm TFTP / Boot Server Host Name

(Option 66) 1 onuun Bootfile Name (Option 67).
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3.10.28.1.1 Hactpomka Windows Server DHCP

3.10.28.1.1.1 HacTpolika nepegaun umenun TFTP-cepsepa (Option 66)

Ona HacTponkm nepepavm wumeHn TFTP-cepBepa HeobHX0AMMO BbIMOAHUTb
cnepywouwme AeNCTBUA:

1) B okHe ynpasneHua DHCP Hy»KHO BblOpaTb CBOM KOHTPOI/IEP AIOMEHA, PACKPbLITb
NYHKT «IPv4» 1, HaxkaB NpaBOM KHOMKOW Ha MyHKT «Scope Options» (AnA M3MeHeHKA
HacTpoek obnacTu agpecos) nam «Server Options» (41A NPUMEHEHMA HACTPOEK KO BCEMY
cepBepy), BbI3BaTb KOHTEKCTHOE MeH U BblibpaTb nyHKT «Configure Options»

(PucyHok 21);

F DHCP
File  Action ‘iew Help

Qm@$| q_;?|[j S = |[] ﬂ?|!!!E

F DHCP
v . =
W i [Pred
w [ | Scope|

i Address Poal

o Sddress Leases

2| Reservations

. Scope Options

3 Palicies Configure Options...

_3 Ser\..fe.ertiDns Refresh
i) Policies
w [F| Filters Help
gy Allov
¥y Deny
% IPvE

PucyHok 21
2) B oTKpbIBLIEMCA OKHE HalTK onuuio 66 (PUCyHOK 22) 1 yKa3aTb AOMEHHOE UMA
TFTP-cepBepa.
HacTponky nepepaunm wmmeHu TFTP-cepBepa TaKKe MOXKHO OCYLLECTBUTb C
nomoulbto «PowerShell»:

— ana «Server Options» BbINONHUTbL KOMaHAY:

Set-DhcpServerv4OptionValue -OptionID 66 -Value "<pmomeHHoe wmMmsa TEFTP-
cepsepa>"
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Hanpumep:

Set-DhcpServerv4OptionValue -OptionID 66 -Value "pxe.local"

— ana «Scope Options»:

Set-DhcpServerv4OptionValue -Scopeld <mumeHTuUdMKaTOp ckoyna> -OptionID
66 —-Value "<pgomeHHOe uMa TFTP-cepsepa>"

Hanpumep:

Set-DhcpServerv4OptionValue -Scopeld <umeHTUOMKATOP Cckoyna> -OptionID
66 -Value "pxe.local"

Scope Options ? >

General  Advanced

Available Options Dezcription A
[ 065 MIS+ Servers & listof IP a
066 Boot Server Host Mame TFTF boat :
[ 067 Eoatfile M ame Bootfile Mar
[ 0B& Mobile IP Home Agerts tobile [P b w
£ >
Data entry

String value:

||:u:-<e.|u:u:a[

Cancel Apply

PUCyHOK 22
3.10.28.1.1.2 HacTpolika nepegadn umeHun panna-3arpysymka (Option 67)
Ecnn nonb3osaTensckmne IBM noagepskusatoT EFI/UEFI 3arpy3Kky, ana nepenaym
MMeHu dalna-3arpysdnka Heobxoammo B nyHKkTe «Configure Options» (cm. PucyHok 21)

BbiOpaTb onuuto Bootfile Name (Option 67) 1 yka3aTb dalin ipxe.efi.
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HacTpoliky nepepayn MmeHu dainna-3arpy3dmka TaKKe MOXKHO OCYyLWEecTBUTb C
nomoulbto «PowerShell»:

— ans «Server Options» BbIMONHUTL KOMaHAY:

Set-DhcpServerv4OptionValue -OptionID 67 -Value "ipxe.efi"

— ana «Scope Options»:

Set-DhcpServerv4OptionValue -Scopeld <mmeHTuUdMKaTOpP ckoyna> -OptionID
67 -Value "ipxe.efi"

Mpy MCNONb30BaHUKM pexmMma 3arpy3km «lLegacy BIOS», nnbo npu pasnmymm
apXUTEKTYp, TPebyeTca HAacTPOMKa NONNTUK.

1) HacTpoika nonuntmnkm ans «Legacy BIOS»

Ona HacTpomkn nonntnukm ansa «Legacy BIOS» HeobxoAMMO BbIMOAHUTL
cnepytouime aencTema:

— co3aaTb «Vendor Class», BbibpaB B KOHTEKCTHOM MeHK «IPv4» nyHKT «Define

Vendor Classes» (PucyHok 23);

F DHCP
File  Action  View Help

e nHEdz HE EL

S DHCP
w i 1Pwd
w [ ¢ Display Statistics...
Mewe Scope..
Mewy Superscope..,
Mews Multicast Scope..,
3 q Configure Failover..,
g F Replicate Failover Scopes..
# F
v Define User Classes..,
3 Define Vendor Classes..
& IPv6

Reconcile &l Scopes..
Set Predefined Options..,
Wieww b

Refresh
Export List..,

Properties

Help

PucyHok 23
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— B OTKpbIBWEMCA OKHE HaXXaTb KHOMRY «Add» un 3a4aTb TUN KAMEHTCKOM

apPXMUTYKTYpPbl, KOTOpbI nepeaatoT BIOS 3arpy3umku npm obpauweHnn k DHCP, yka3as B

nonsx «Display name» n «ASClI» (PucyHok 24) 3HauyeHme «PXEClient:Arch:00000»;

Available classes:

Mame Deszcription Add...
Microzoft Windows 20...  Microzoft vendor-specific option. .. ]
Microzoft Windows 98 ... Microzoft vendor-specific option. .. Edi...
Microsaft Options Microzoft vendor-specific option...
Mews Class ? hed ey
Dizplay name:
|FH4E Client:Arch:00000
Description:
|P><EEIient [Legacy]
Close
1D: Binary: ASCII:
gooo 50 58 45 43 6C 69 65 6E  PEEClien
0008 74 34 41 72 63 68 34 30 tiArch:0
0010 30 30 30 30 ooon
(] 8 | Cancel |
PucyHok 24

— €034aTb NOUTUKY A5 CONOCTaBAEHNS Knacca BeHaopa ¢ onunein DHCP, Bbibpas

B KOHTEKCTHOM MeHio «IPv4/Policies» nnn «IPv4/Scope/Policies» nyHKT «New Policy»

(PucyHok 25);

DHCP
g :
v G 1P
w | Scope| i,
i} Address Pool
i Sddress Leases
i| Reservations
., Scope Options
| Palicies
. MNew Palicy...
23 Server Optin v EOlicy
| Palicies Deactivate
v [F] Fi.Iters -
Vi Dllowy
¥z Deny Refresh
i 1PV Expart List...
Help

PucyHok 25
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— B oTobpasmBwemcA okHe B none «Policy Name» yKasaTb MMA MOAUTUKM,

Hanpumep, «pxeclient-legacy» (PucyHoK 26);

DHCP Policy Configuration YWizard

Policy based IP Address and Dption Assignment ‘ﬁ ~
Thiz feature allows you to diztribute configurable settings (IP addrezs, DHCP oplions) to
clients bazed on certain conditions [e.g. vendor class, uzer clazs, MAC address, etc.].

Thiz wizard will guide you setting up a new policy. Provide a name [e.g. YolP Phone
Configuration Policy] and description [2.g. MTP Server option for YolP Phanes) for wour

policy.
Policy Wame: |pxeclient-legacy
D escription: |D elivers PE bootloader for legacy BIOS]

< Back Cancel

PucyHok 26
— Ha CTpaHMLLE HAaCTPOMKM YCNOBMIM HaXKaTb KHOMKY «Add». B oTKpbIBWEMCA B NONe
«Criteria» BblbpaTb 3HauyeHune «Vendor Class», a B none «Operator» - «Equals»

(PUcyHOK 27) 1 HaxKaTb KHOMKY «OK»;
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Co| Add/Edit Condition ? X §U
¥ Specify a condition for the policy being configured. Select a criteria, operator
F and values for the condition.
Criteri: | ¥endor Class |
'il Dperator: |Equals ﬂ
Walue(z)
Walue: |P><ECIient:Arch:ElElDDD j Add

[ Prefis wildeard(™)
I Append wildcard(*)

FE Clignt:Arch: 00000" Bemave

Ok Caticel
< Back Hext > Cancel
PucyHok 27

— Ha CTPaHWLLEe HacTPOoeK NONMUTMKM OTKa3aTbCA OT NepeonpeaeneHns AMana3oHa
afpecos, BbI6paB NyHKT «No»;
— Ha cneaywowen ctpaHuue BblbpaTb M3 cnucka onuuio 67 (Bootfile Name) u

BBeCTU 3Ha4veHune «undionly.kpxe» (PrucyHok 28);
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DHCP Policy Configuration YWizard
Configure settings for the policy —y
If the conditions specified in the policy match a client request, the settings will be
applied.

Wendor class:

Available Options Dezcription ~
[ 066 Boat Server Host Name TFTP boot zerver host name
067 Bootfile Name Bootfile Mame
[ 063 Mabile IP Home Agents tabile IP home agents in prior ¥
L4 >
Data entry

String walue:

undionly. kpxe

< Back Cancel

PucyHok 28
— ybeanTbCcA, 4TO BCe BBEAEHHblE 3HAYEHWMA BEPHbI, U 3aBEPLIMTb HACTPOMNKY

NOAUTUKKN (PrcyHOK 29). Mocne BbINONHEHMA YKa3aHHbIX AENCTBUI HA CTpaHuUe «Scope

Options» NoABMTCA HOBAA OMNUKMA C HOMepom 67.

DHCP Palicy Configuration Wizard

Summary 1@ -

A new policy will be created with the following properties. To configure DMS zettings,
view properties of the policy and click the DMS tab.

M arne: preclient-legacy
Description: Delivers FE bootloader for legacy BIOS
Condtions:  OR of

Conditionz Operator Walue

“endor Class Equals F=E Client.Arch: 00000*
Settings:

Option Mame Wendor Class Walue

B ootfile Mame undionly.kpue

< Back Cancel

PucyHok 29
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MPUMEYAHUE. 3arpysumk «undionly.kpxe» cogepXuUT CKPUNT, Npu 3arpyske
aBTOMATMYECKM 3anyCcKaloLlWni autoexec. ipxe ¢ TFTP-cepBepa.
HacTpomKy MONUTUKM TaKKe MOXKHO OCYyLW,eCTBUTb C nomouibto «PowerShell»,

BbIMO/THNB KOMaH/Abl:

Add-DhcpServerv4Class —-Name "PXEClient:Arch:00000" -Type Vendor -
Description "PXEClient (Legacy)" -Data "PXEClient:Arch:00000"

Add-DhcpServerv4Policy -Name "pxeclient-legacy" -Condition OR -
VendorClass EQ,PXEClient:Arch:00000*

Set-DhcpServerv4OptionValue -PolicyName "pxeclient-legacy" -OptionID
67 -Value "undionly.kpxe"

2) Hactpolika noamtukn gnsa «EFI/UEFI»

HacTpolika nonutukmn ans «EFI/UEFI» ocyliecTsnserca aHaAoOrMYHO HaACTPOMKe
nonntukn ana «lLegacy BIOS». B npouecce HacTpoOMKM HEOBXOAMMO 3ameHUTb daiin-
3arpy3umk «undionly.kpxe» Ha «ipxe.efi» (PucyHoOK 30) 1 MAEHTUDUKATOPLI APXUTEKTYPbI

(PucyHok 31).

DHCP Palicy Configuration Wizard

Configure settings for the policy —
If the conditions specified in the palicy match a client request, the zettings will be

applied.

Wendor class: DHCP Standard Options j
Auwvailable Optiong Description A
0EY Bootfile Wame Bootfile Mame
[ 068 Mobile IP Home Agents tabile IF home agents in prior

[ 069 Simple Mail Transport Protocol [SMTP] Servers  List of SMTP servers available ¥
< >

Drata entry

String walue:

|ip>:e.efi

< Back Cancel

PucyHok 30
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DHCP Policy Configuration Wizard

o9 A palicy with conditions based
= configuration settings for DNS

Configure Conditions for the policy Fﬁ )

A policy consists of one or more conditions and a zet of configuration settings [options, 1P
Address] that are distributed ta the client. The DHCP server delivers these specific
zettings to clients that match these conditions.

on fully qualified domain name can have
but not for options or IP address ranges.

" AND * 0R

Conditions Operator Walue

Vendor Class E quals PE ClienitArch: 00007

m¢_| mm_| Hmwe|

< Back Caticel

PucyHok 31

NMPUMEYAHUE. BO3MOXHO WCMNONb30BAaHME HECKONbKUX APXUTEKTYP B pPaMKax

OZIHOM MONUTUKWU. TUNbl apXMTETYP OonucaHbl B cTaHaapTe RFC 4578. MaeHTudMKaTOpbI

APXUTEKTYP:

# UEFI x86
PXEClient:Arch
PXEClient:Arch

# UEFI x64

PXEClient:Arch
PXEClient:Arch
PXEClient:Arch

: 00002
:00006

:00007
:00008
:00009

[lns HacTPOMKN NOAUTUKK Yepes «PowerShell» HeobxoAnMMO BbINONHUTL KOMaHAbI:

Add-DhcpServerv4Class —-Name "PXEClient:Arch:00007" -Type Vendor -

Description "PXEClient

(UEFI x64)" -Data "PXEClient:Arch:00007"

Add-DhcpServerv4Policy -Name "pxeclient-uefi64" -Condition OR -
VendorClass EQ,PXEClient:Arch:00007%*

Set-DhcpServerv4OptionValue -PolicyName "pxeclient-uefi64" -OptionID
67 -Value "ipxe.efi"
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3.10.28.1.2 HacTtpomka DHCP-cepBepa ¢ ncnonb3oBaHMem nporpammbl Dnsmasq

B kauectBe DHCP-cepBepa MOXeT MCNO/1b30BaTbCA NPOrpamma dnsmasgq. [pumep

KOHPUTIypaLum:

dhcp-match=set:efi-x86 64,option:client-arch,7 # onpeznenenue
APXUTEKTYPH kJIMeHTa (EFI)

dhcp-match=set:efi-x86 64,option:client-arch,9 # onpernenenue
APXUTEKTYPH kJIMeHTa (EFI)

dhcp-match=set:bios,option:client-arch, 0 # ompenenenue
APXUTEKTYPE kJMeHTa (BIOS)

dhcp-match=set:iPXE, 175 # omnpenejyeHue TOTO,
4yTO HnakeT Npumel OT 3arpys3uuka 1iPXE

dhcp-match=set:1PXE, 77

# Ha3HAQUYEeHNME 3al'Py3UMKOB B 3aBUCHMMOCTUM OT aAPXUTEKTYPEI KIIMEHTAa
dhcp-boot=tag:efi-x86 64, "ipxe.efi"
dhcp-boot=tag:bios, "undionly. kpxe"
dhcp-boot=tag:1iPXE, "autoexec.ipxe"

3.10.28.1.3 HacTtpomka DHCP-cepBepa c ncnonb3oBaHnem nporpammbsl DHCPD

B kayectse DHCP-cepBepa MoOXeT Mcnonb3osaTbca nporpamma DHCPD. lMpumep

KOHOUrypaumm ans isc-dhcp-server:

# ompernejieHVe HOBOM ONUUM — aAPXUTEKTypa KiaMeHTa (xonm 93 nmo RFC4578)
option client-architecture code 93 = unsigned integer 16;

# ecynu xamMeHT npencTaBuiicsa kak "iPXE" - oTmaTbh 3arpy30UYHOE MEHI0
if exists user-class and option user-class = "iPXE" {
filename "autoexec.ipxe";

# ecu apxurekTypa kameHta - 0 (STandard PC BIOS) - oTmaTh 3arpys3uuk
nns legacy
} elsif option client-architecture = 00:00 {

filename "undionly.kpxe";

# BO BCex NpPoOUuMX CJydYasx CUMTaATh, UTO KIMEeHT — EFI/UEFI
} else {
filename "ipxe.efi";

3.10.28.2. YcTaHOBKa M HacTpomka PXE-cepsepa

[ns yctaHoBKKN PXE-cepBepa HEOOXOAMMO BbINONHUTL CeaytoLline AenNCcTBMA:
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— OTPeAaKTMPOBATb KOHOUIYPALMOHHBIN Gain config/vars/ vars.yml, yKa3as
B NMEepeMeHHOl ipxe server name afpec WAM AOMEHHOE MMA, No KoTtopomy 3BM

nonb3oBaTtenen byayT obpallatbea K PXE-cepsepy, Hanpumep:

ipxe server name: ocs-pxe-server.domain

— B NepemMeHHOM pxe os list YyKasaTb CMMCOK KoHourypaumn OC, KoTopble

OyayT AOCTYMNHbI B 3arpy304HOM meHto iPXE, Hanpumep:

pxe os list:
# VMg xoHOUTYpauUMm
- name: alt pl0
iso:

# Uma damma ISO

file: alt-workstation-10.1-x86 64.iso

# Xem-cyMMa IJig NPOBEPKU LEJOCTHOCTM ofpasa (OMNLUMOHAJBLHO) .

# Ilpy OTCYyTCBMM X3lla NPOBEPKA HEe MNPOBOIUTCHA M Galy mo yMoJIdaHMU
cuMTaeTCsa KOPPEKTHEHIM.

shal: d6d2e7cf551ab2045c07d19%9a95d2efbcce25f5ee

# URL nnsa sarpysku ISO ob6pasza mo HTTP (ONUMOHAJILHO) .

# Ecim oBpas npucyTcTByeT Ha PXE cepBepe M OpOBEepKa LEJOCTHOCTH
3aBeplleHa yYCIEeWHO (MM He NPOBOOMIIACH), [NOBTOPHAaS €ro 3arpys3ka C
yopasagaomer Maumebe Ha PXE He 3anycTHUTCA.

# Ecyiu ofpas IpUCYTCTBYET Ha YIPAaBJAKNIEM XOCTe ¥ IpOoBepKa
LEeJIOCTHOCTM 3aBeplleHa YCIEeWHO (MJIM He NpOBOOMIIaCh), HNOBTOPHAad €ro
3arpys3ka o ykasaHHoMy URL He 3anyCTUTCH.

# Ecyimu URL He ykasaH, IOUCK ofOpasa OCYyIEeCTBJISeTCId TOJILKO
JIOKAJIbHO B KaTajiore pxe/<uMsa KOHOuTypaumm>/iso/.

#url: https://<web storage domain>/alt-plO/alt-workstation-10.1-
x86 64.1is0

# Cnmcoxk daryoB Oad KOHOUTYpalUUM yCTaHOBIMKA .
# DJeMeHTH CcOMcKa MOTYT OBTh yKasaHwe B Buie URL unu muMEH ¢danyior. B

nepBoM ciyudae danna OymeT ckKauaH, BO BTOPOM - B34T U3 JIOKAJBHOTO
KaTajsora.

# Ecau danna uMeeT pacumpeHme .Jj2°, T.e. gABagerca madmoHoMm Jinjaz,
BCe IepeMeHHbe OyOyT MNPpelBapUTEsSIbHO PACKPHTH M CO3IaH €TI0 MTOTOoBasd
konus 0Oes pacumpeHus .2 .

# BAXHO: npwm Hamvuuym daryia Jinja kKaxIelM 3anyck OyIeT NPUBOIOUTH K
3aMeHe €TI0 MTOTOBOM Konum. IS BHECEHMA NPpaBO HYXHO HOpaBUTbL Ganii-
mabJIoH.

assets:

# lpexoHbOUTYpPALIMOHHEE (Al Mg 3arpy3ku B EFI/UEFI pexume.
metadata efi:
#- https://<web storage domain>/alt-plO/efi/autoinstall.scm.j2
#- https://<web storage domain>/alt-pl0/efi/vm-profile.scm
- autoinstall.scm.j2
- vm-profile.scm
# IpexoHbOUTYpPaALMOHHEE OGaliel s 3arpy3ku B Legacy BIOS pexwuwme.
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metadata pcbios:
#- https://<web storage domain>/alt-

pl0/pcbios/autoinstall.scm.j2
#- https://<web storage domain>/alt-pl0/pcbios/vm-profile.scm
- autoinstall.scm.j2
- vm-profile.scm
# COMCOK CKPUITOB IJis [NOCT-MHCTAJIISLUN
postinstall:
#- https://<web storage domain>/alt-
pl0/alt pl0 workstation.sh.j2
- alt plO workstation.sh.j2

# Cnucok HeoOXoImMMBIX GanjioB, OOCTYIHHX B 1S5S0 obBpasze (ONUMOHAJILHO)
iso_assets:
# IIyTu 3amamnTcd OTHOCUTEJILHO KOpHS GaljioBOM cucCTeMu BHYTpU IS0
metadata efi:
- Metadata/pkg-groups.tar
metadata pcbios:
- Metadata/pkg-groups.tar

# Ipyras xoHOUI'ypaums
- name:

— Cc034aTb B KOPHEBOW [AMPEKTOPUU AUCTPUOYTMBA CAeAyloUlyto CTPYKTYpy

KaTa/zloros B COOTBETCTBMM CO CMMNCKOM pxe os list:

pxe
— <uMA_ KOHQUTypaumm>
—— 1iso
L— <image>.iso
—— metadata
—— efi

L — <autoinstall>.[j2|scm|cfg]...]
— pcbios

L — <autoinstall>.[j2|scm|cfg]...]
— postinstall
— <postinstall script>

— iso
—— metadata
— postinstall

— ana Kaxaon OC B KaTa/lorax pxe/<umsa KoHOuUTypauLmu> CO34aTb NOANAMNKN:
® «iSO» C YCTaHOBOYHbIM iSO-0bpa3zom cooTBeTcTBytOLWEN OC;

e «metadata» ¢ pannom nam dparnamm aBTOOTBETOB MHCTANNATOPA HA OCHOBE

ANoKymeHTaumnm OC;
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e «efi» - nognanka Katanora «metadata» ¢ panamu 3arpysumka ans EFI/UEFI;
e «pchios» - noananka KaTanora «metadata» ¢ dannamum 3arpysymnka ana BIOS;
e «postinstall» - shell-ckpunTbl, KOoTOpble BbINOAHATCA NPW  OKOHYAHWUM
NHCTaNNALUM (ONUMOHANBHO);

MPUMEYAHUE. Ona OC AnbT LinuX MOMKHO HaMTM Npumepbl NpeasanonHeHHbIX
dannos (autoinstall.scm.j2, vm-profile.scm, alt pl0 workstation.sh.j2)B
AVPEKTOPUN install-ac-*/samples/pxe/alt plO/metadata. Palabl Heobxoanmo
OTpenakTMpoBaTb C Yy4eTOM CODCTBEHHbIX MOTpebHoCcTel B COOTBETCTBMM C
nokymeHTaumnen npomnssoantens OC u ybpaTb pacwmpeHune «.j2». OnucaHne Gpannos m
HaCTpoeK npeAcTaBleHo Ha canTe paspaboTtumka OC AnbT: https://docs.altlinux.org/ru-
RU/alt-workstation/10.1/html/alt-workstation/install-distro--autoinstall--chapter.html.

— YCTaHOBWUTb Ha PXE—cepBep H€O6XO,£I,VIMbIe MNakeTbl C NTOMOLWbKO KOMaHAbl:

ANSIBLE USER="<wummsa nosae3zoBaTena>" ansible-playbook play-managed-node-
prerequisites.yml -i inventories/hosts.yml -vv --diff -1 pxe

Hanpumep:

ANSIBLE USER=omp ansible-playbook play-managed-node-prerequisites.yml
-i inventories/hosts.yml -vv --diff -1 pxe

— YCTaHOBUTb PXE-cepBep C NOMOLLbIO KOMaHAbI:

ANSIBLE USER="<mma nosnez3oBaTensa>" ./deploy-infra.sh -c nginx,pxe -1
pxe

Hanpumep:

ANSIBLE USER=omp ./deploy-infra.sh -c nginx,pxe -1 pxe

3.10.28.3. YctaHoBka OC no cet Ha OBM nonb3oBaTenemn

[Ona yctaHoBkk OC Ha IBM nonb3osaTenen HeobxoaAMMO:
— 3anycTnTtb 3BM nonb3oBaTens, BbibpaB NPUOPUTETHOM 3arpy3Ky Mo ceTu;

— B OTKPbIBLUEMCS MEHI0 BbibpaTb yCTaHOBKY Tpebyemoin OC;
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— MOC/e 3aBeplleHuAa YCTaHOBKM noarkawoymtb IBM nonbsosatena K [110 ¢
NOMOLLBK aKTUBALMOHHOIO dakna AN CTPOKKM, NOMYYEHHbIX NPU MHMLMAUMKM NpoLLecca
aKTMBaLMW ycTpoiicTea B 1Y (B COOTBETCTBMM C AOKYMEHTOM «PyKOBOACTBO NO/Ib30BATENA.

YacTb 3. Moacuctema Mnatdpopma ynpasneHuna» AAMI.20134-01 90 01-3), BbINOAHMB

KOMaHAay:

/usr/bin/omp-uem-client activate --json='<axkTuBauLUMOHHAS CTPOKa>'
#

/usr/bin/omp-uem-client activate --file=<dparn axTuBaLUUM>

3.10.29. Hactpomnka noakntoverusa flatpak penosmtopures

Flatpak peno3uTopuMm  MCNONb3YKOTCA AN YCTAHOBKW  MPUIOXKEHWIM  Ha
ynpasnaemole IBM.

3BM moryT B3ammoaenctsoBath ¢ flatpak peno3mtoprem Kak Hanpamyto, TaKk U
yepe3 KoHTeHT-cepsep [MMO. B3anmoaencTtene c flatpak penosmntopmem yepes KOHTEHT-
cepBep TpebyeTca B Tex cay4daax, Korga HeobxoAMmM ayTeHTUOULMPOBAHHbIM AOCTYN K
PENO3UTOPUIO.

Cnocob B3anmoaencTema onpeaensaeT NopaaoK HACTPOMKKM noakatodeHma MMO K
flatpak peno3sutoputo. NMoakntoyeHne flatpak penosmTopma ocyllecTBNAeTCs ¢ NOMOLLbIO
nonntukn  «KoHourypauma penosutopues/MoakntoveHme flatpak penosuTopunes».
MopAanoKk paboTbl C NOANTUKAMM NpuBeAEeH B AOKyMeHTe «PyKOBOACTBO MO/b30BaTENS.
YacTb 3. Moacuctema Mnatdopma ynpasneHna» AAMI.20134-01 90 01-3.

B cnyuae, ecnmn BzaumopaeincTame c flatpak penosmtopmem ocyuiecTsnaeTca yepes
KOHTEHT-CepBepP, TO HEOOXOAMMO AOMNONHUTEIbHO BbIMOAHUTL CAeayolme AeNTBUA:

1)B cexkumnm config.publicUris.pkgrepo.linuxRepoAddresses
KOHPUIypaunmoHHoro pamna config/config.yml.j2 3a4aTb €ro agpec, MmMa u Tun,

Hanpumep:

pkgrepo:
# Linux-peno3mTopuy, COIEPXMMOE KOTOPHX MNPENOCTaBJISeTCs Uepe3 KOHTEHT
ceprepr IIIIO

linuxRepoAddresses:
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- name: "test-flatpak" # YHuMKaNIbHOE ¥MMS PENO3UTOPUS
(MCrIONIBEBYyEeTCAa TOJIBKO CMMBOJIH, pas3peumeHHble s URL 6e3 KOOUPOBKM)
type: "flatpak" # Tun peno3suTopus B 3aBUCUMOCTM OT [AaKETOB:

rem, deb, flatpak
address: http://ocs-flatpak.local # Ampec penosuTopus

BHUMAHMUE! Nms peno3mtopms MOXKeT coaeprKaTb TONbKO UMbpPbI, 3ari1aBHbIe U
CTPOYHble BYKBbI (KMPUAAMLA He AoNycKaeTca).
2) NepeycTtaHoBUTb  KOHUrypaumoHHble ¢arnbl NMOOC u CDN ¢ nomoulbto

KOMaH/4bl:

ANSIBLE USER="<mma nosme3oBaTens>" ./deploy-ac.sh --action config--
subsystems pkgrepo, cdn

3) NoArotoBUTb  KOHOUIYPAUMOHHBIM  daln  <ums  daitna>.flatpakrepo C
HAaCTPOMKaMM MOAKNOYEHMA K PEno3MTOpUI0 Yepe3 KOHTEHT-CepBep, COoAepXKalimi
cneaytouime napameTpsbi:

— Title — Ha3BaHWe pPeno3nTopus;

— Url — NyTb K Peno3uMtoputo B PopmaTe: <pakTmueckmit aImpec KOHTEHT

cepBepa>/pkgrepo/linux/flatpack/<HazBaHue penosuTopus, COTJIACHO
napameTrpy config.publicUris.linuxRepoAddresses.name KOHOUIYPALMOHHOTO

bamna config/config.yml.j2>/<nyTe K PENOSUTOPUIO>;

— Comment — KPTaKM KOMMEHTaPUI K peno3nToputo (onumMoHanbHbIM NnapameTp);

— Description — noapobHoe onucaHWe penosuTopua (OMNUMOHA/bHbIN
napameTp);

— GPGKey — OTKPbITbIM K04 PENO3UTOPUA, KOTOPbIM MCNOb3YETCA AN MPOBEPKM
NOA/IMHHOCTW NAaKeTOB, 3arpyaemblx U3 Peno3nTopmnes (ONuUMoHaAbHbIM NapameTp).

Hanpumep:

[Flatpak Repo]

Title=Protected repo for testing
Url=https://example.ac.ru/pkgrepo/linux/flatpak/test-flatpak-on-
premise/repo/

Comment=Some comment

Description=Some descriptinon
GPGKey=xsBNBGjs4z4BCAChOFjyZHQhep2YXSrMx/Tv+xg263d2HKOw/WPhkkGicO0lb
bxDMwNw7Grrl16J2E8/D2h4gHdPGzACTTTk5ZP1GESImIA4LNBbjwBVSBog80
QKGz71E3f691ieN301Tc3MfVSi774Tu6sgqayROZMWHk1++8QH8GYKE+VIWS5WIY
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SBWUBWPyJIrFhohyx0ORagVG3AWDWUOCWrXzc8unznvlsPzg+LEnfOFwu62tZz
wkv4B92kyUD3F2Adma2kR3NEwWZNDO3ub0v1IRtCKhOnK6/foe3gFPtjglwlG
n4EHARftjIsh5nPnAeYF30pJgRECbDb+4P0n+x97 fvRONwuMLasg5BcBABEB
AAHNDJEyMO0BzZGZzYS5yc2RmwsCKBBABCAA+BYJo 70M+BAsJBwgJkFmR2 sNB
OfM+AXUICgQWAAIBAhkBAPpsDAh4BFiEEN5uUND50Wm/yNB) fIWZHawOE58z4A
AC5jB/43FPSShXhqHkF+£fD001mf8gRQJod3/ /DbNcKckAqZUEWS3+Ny7d81 /
+s3YaQKh4TwPYkE/VHyz19qwL6fWDtJ6/x0DCWHhypEV+XHTPtqUa+Al+MXe
11sxy6rzfX7IIIpZyvt2jz6K3nRRkOIUcCBDY/jg+F+ag0rBgqR7gmLJI8gQO0]
KSBlralg3/L1ZEquOKdUNMkGcOzwrlI4xHidQsFPtxJW+UknF5Mcn3cYnfUw
0P90aNx8WYV8jg+x0ZPbSk7LKWucvH/ggcoG6HFWEThubCdhWh2wVEVQKTbD
STR31rDL/1jNvall9DD3E7zqoXG7AYe6/047s9dBoVmnhJByzsBNBGjs4z4B
CACopdRsfdI1+L5+iQJAj/Hg7TarpCovsvSx+UQiLOJcNyQ/INMnOhTtJIggl
FS4/B8FMShKGP5xWQUWmMAO+RIMkNcCAvEXwKROYBIA3VIEW3taXvV0let2gsd
M5ThMcxxgHjK501AxxgcWDMVjbdvE/j92Vab/dOJU42FEXE/VgIHEXi50yHg
CUsgkHUCS5RcYn96E2b4bTdUA/18AubIo085kei JgBXUuzmBgIrKOuz8JfWth
uX/cxiK37R8Lhwej49f45EgP5HX41272L4vogqvhEIMibD4TbF2P/1Ja+HWERO
Frp7I¥YmwLtcrx4EJwn/7RNOwWWI4dv2WacMOHPO4mc21puvABEBAAHCWHYEGAET
ACoFgmjs4z4JkFmR2sNBOfM+ApsMFiEEN5uNDS50Wm/ yNB) fIWZHawOES58z4A
AIsmB/9a+A9TJdG+2gRJI6Z2cf009Cx+DnPmE3KmMBOdHQ6tXkeU97u93£J192zY
96TbRYsdKhSoO7wAo7aN/iCBCaggpql jbKhcOx7mvRyFu8n8iW/Z2FMeCSNb
UokKYfPjBji20mSivitj+cPVIya2GJIB40/CsHICbVBzAJg+c39TXhyzBaBB7
gABONAQ5Z2TChh5J173x6SR4U1VK4KgzI14CsluizGtYk9QR0OkGiiel LPtHuU9
PsQknOgEtKjQ8xBRX1sIkTSSedMzkUMW+iS7EQQS1ieWIxE5eZ5dKKndukzG
8A5+7]/Dwe712YzEEeI44UBs53z45HrBjau7ss+pux8HF2xFN

=ifPZ

4) Pa3amecTnTb KOHOUTYPaALMOHHbBIN daln <mms odarna>. flatpakrepo B flatpack
peno3nTopuun. B aanbHenwem agpec K AaHHoOMy ¢paniany HeobXoAMMO yKa3aTb B NOUTUKE
«KoHourypauusa penosutopues/MoakntoveHue flatpak penosutopmes». NMopaaok paboThbl
C NOAUTUKAMWU nNpuBeAEeH B [AOKyMeHTe «PyKoBoACTBO nonb3oBatens. Yactb 3.

MNoacuctema Mnatdopma ynpasneHma» AAMI.20134-01 90 01-3.
3.10.30. HacTponKa nHTerpaumm ¢ S3 XpaHUanwem

MO noaaep*KMBaAET BO3SMOXHOCTb MHTErpaumm ¢ S3-COBMECTUMbIM XPaHUINLLEM
ANA XpaHeHWAa GainoB B KaYeCTBe a/IbTepPHATMBbI GaliI0BOMN CUCTEME.

MPUMEYAHUE. [nA KOPPEKTHOM HACTPOMKM MHTErpauum AO0MKHO  ObiTb
Pa3BepPHYTO S3 XpaHMANLLE M CO34aH OTAENbHbIN BakeT Ana aaHHbIx M110.

BHUMAHMUE! Mpwn nuterpaumm MO ¢ S3 xpaHunumuiem He byaeT paboTtaTb 3arpyska
naketoB B ¢amnosoe xpaHuamuwe MOOC M CUMHXPOHM3aAUMA C git-peno3uTopmem ANA

noay4yeHmna nanok u ¢pannos.
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[1ns HAaCTPOMKM MHTErpaUmm HeobxoanMmo:
1)B bnoke fileStorageSetting KOHPUIypaLMOHHOIo danna
config/config.yml.j2 3a4aTb CAeaytolie NnapameTpbi:
— type — TUN XpaHuanua Gannos, 4ONKEH UMETb 3HAaYEHNE objectStorage;
— useSSL - MCMNO/Ab30BaHWe WNPPOBAHMA 3aMPOCOB;
— address - ajapec S3-XpaHUANLLA;
— bucketName - Ha3BaHMe DakeTa.

Mpumep bnoka «fileStorageSetting»:

#
# HacTpomkm xpaHeHMS GaiiosB
#
fileStorageSettings:
type: "objectStorage" # Tun xpaHuaMma GaMIOB
# - fileSystem - xpaHeHue Ha OGalyoBOM
cucTeme
# - objectStorage - xpaHeHue B S3-
COBMECTHMMOM XPaHWMJIMIIE
objectStorage:
useSSL: true # VlcrioJib30BaHUE
mdpoBaHUSa 3aIpPOCOB
address: "ocs-s3.local:8080" # Ampec OOBEKTHOTO
XpaHuInIa
bucketName: "example-backet-name" # HazBahnume OakeTa C

KOTOpPEM OynmeTr pabtorars All

2) B H6noke fileStorageSetting KOHOUTYPaALMOHHOIO danna
config/secret.yml 334aTb MASHTUOUKATOP KAOYA M KAKOY A0CTyna K S3-xpaHuauly,

N3IMEHNB NapaMeTpPbl accessKey U secretKey, HANpnmep:

#
# HacTpoliku xpaHeHus GaijioB
#
fileStorageSettings:
objectStorage:
accessKey: "KeyID"
secretKey: "Password"
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3.10.31. MNMopaaok nonydeHna metpuk MMM10

MMNO noaaep*KMBaeT BOSMOXKHOCTb COOpa METPUK Ha W3ax AocTyna B dopmaTe
Prometheus. C60p MeTpuMK OCyLLLeCTBAAETCA KonnekTopom Tenemetpun (OpenTelemetry
Collector), kKoTopbin dopmmpyeT obWmMini Habop MeTpUK 1 NybanKyeT ero Ha nopTy 8081
cepBepa NPUNOKEHWUIM, SHANOUHT /metrics.

,B,J'IFI nony4eHmnAa BCex MeTpPUK HeO6XO,£I,l/IIV\O BbINMO/THUTb KOMaHAY:

curl http://<cepBep npunoxenwuin>:8081/metrics

Hanpumep:

curl http://ocs-app.local:8081/metrics

[na nonyyeHua MeTPUK ONpeaeneHHOro wWaw3a HeobxoAMMO BbIMONHUTbL

KOMaHAy:

curl <gateway>/admin/metrics

Hanpumep:

curl ocs-auth-public-api-gw.local/admin/metrics

[MonyyeHHble AaHHble MOryT ObITb MMNOPTUPOBaHbI B Grafana B cooTBeTCTBUM C
n. 11.
MPUMEYAHUE. Mpumep darna otyeta ana mmnopta B Grafana Haxoautca B

KaTanore samples/dashboards/krakend-telemetry-dashboard. json.
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3.11. NposepKa KOPPEKTHOCTM YCTAaHOBKU U PYHKLMOHMPOBaHUA MO

3.11.1. Obwme ceBeaeHmA

B Lenax NpoBepKM KOPPEKTHOCTM YCTAaHOBKM 1 GyHKUMOHMPOBaHMA M0, a Takxke
cpeabl pyHKUMOoHMpoBaHMA MMMO, B cocTaB cCLUeHapMeB YCTAaHOBKM BKAKOYEHA YTUAUTA ANA
d)OpN\VIpOBaHMFI ANarHOCTNYECKOIro OTHETA.

Ons popmMMpoOBaHMA ANATHOCTMYECKOTO OTYeTa HEODHXOAMMO NEPENTM B KaTanor CO
CUEHAPUMAMM YCTaHOBKW (KaTanor: install-<eepcma MHNO>/install-ac-mt/ WK

/install-<Bepcus MINO>/install-ac-mt-spr/) M BbINOJHUTb KOMAHAY:

ansible-playbook play-diagnostic-report.yml -i inventories/hosts.yml -
Vv ——-user <mMd IIO0JIE30BaTeJidg>

nmMbo KomaHay:

ansible-playbook play-diagnostic-report.yml -i inventories/<HasBaHue
oKpyXeHus>/hosts.yml -vv —--user <umMg [OJIb30BaATeNgS> —--extra-vars
"stage=<HazBaHUE OKpPyXeHUa>"

ecnn TpebyeTcA 3a4aTb OKPYKEHME.

B pe3ynbTaTe B KaTanore report byaet chopmmnpoBaH pann B report .html.

[narHocTnyecknin otyet dopmupyetca B Buae darna B dopmate .html WU
COAEPXKUT cneaytoline pasaens:

— obuwaa nHpopmauma o ctatyce cepsucos M0;

— obwaa nHdopmauma o cTaTyce KOMMNOHEHTOB cpeabl yHKUMOHMpPoBaHKMA M0
N MHOPACTPYKTYPHbIX KomnoHeHToB MMM0;

— pasgennl, coaeprkalime AeTanbHy MHPopMaumto 0B oTAeNbHbIX CepBMCcax
MMNO, kKomnoHeHTax cpeabl GyHKUMOHMpPOoBaHMA MMO 1 NHPPACTPYKTYPHbBLIX KOMMOHEHTaX

rno.
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3.11.2. OnmncaHne napameTpoB AMArHOCTMYECKOro oT4eTa

3.11.2.1. Pazgen «OS Summary»

Paspnen coaepnt nnbpopmaunto ob6 OC 1 ee HacTporkax (PucyHok 32).

v OS Summary

05 Distribution
Kernel

SELinux

Service Manager

Package Manager

Codepage

Astra Linux 1.7 x86-64

5.4.0-54-generic (Fastra3 1+cid9-Ubuntu SMP Mon Mar 15 18:57:33 MSK 2021)

disabled

systemd

apt

LANG

LC_ADDRESS

LC IDENTIFICATION
LC MEASUREMENT
LC MONETARY

LC NAME

LC NUMERIC

LC PAPER
LC_TELEFHONE
LC_TIME

en USTUTF-8

PucyHok 32

3.11.2.2. Pazaen «Disk Space»

Pasaen comepuT MHPOPMALMIO O MOJHOM W

[OCTYNHOM 0bbeme AMCKOBOro

npocTtpaHcTtea aaa MO (PucyHok 33).

Disk Space
Mount point Size total, MiB Size available, MiB Availability, %
/boot 1014.00 864.34 85.24
51175.00 46308.92 90.49
/home 45729.66 43128.35 94.31

PucyHok 33

OnucaHue HaszHavyeHuA CcToNOLOB TabanLbl, @ TakKe MHPOPMALMA O BO3MOMKHbBIX

3Ha4yeHuAx npueedeHsbl B Tabanue (Tabaunua 20).

Tabnunua 20
Ha3ssaHue BO3MOXKHble 3HaYeHuA
OnwucaHue o
ctonbua (npnumepbl 3HaYeHMI)
Mount KaTtanor, K KoTopomy MOHTUpyeTca pannosoe |IyTb K KaTanory,
points XpaHUAULLLE (TOYKa MOHTMPOBAHMA) Hanpumep: /home
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(K nonHOMY 0HbEMY)

HassaHue BO3MOXHble 3Ha4yeHuA
OnucaHue o
cTonbua (npumepbl 3Ha4YeHNN)
Size total, |Pa3mep $pannoBoro xpaHuMAnLLa, Ob6bem pm3nYeckon NnamaTu
MiB NPUMOHTMPOBAHHOIO K 3aJaHHOMY KaTanory B M6, Hanpumep: 45729,66
Size O6bem cBoH6OAHOrO MecTa B Gan10BOM O6bem PpUsnyecKom NamaTK
available, |xpaHuauwe, NPMMOHTMPOBAHHOIO K B M6, Hanpumep: 43128,35
MiB 3aaHHOMY KaTanory
Availability, |O6bem cBoboaHOro mecta B $pailoBOM Ot 0 go 100, Hanpumep:
% XpaHUIuLLe B NPOLEHTHOM COOTHOLLEHUN 9431

MPUMEYAHUE. B cnyyae ecam obbem cBoboaHoro mecta meHee 15%, none

3aKpaWnBaeTCA L BETOM.

3.11.2.3. Pazaen «Systemd Unit Status»

Pagen coaep:uT obulyto MHbopmaumio o ctaTyce cepsucos MMO, KOMNOHEHTOB

cpeabl pyHKUMOHMPOBaHMA MMO 1 MHPPACTPYKTYPHbIX KoMnoHeHToB [MMNO 1 cocTomT 13

cneayrowmx Noapasaenos:

3.11.2.3.1 OCS Targets

Moapasnen coaepXmnT nMHGopmaumio o crtatyce KoHdUrypauumii rpynn cepBmMcoB

MMNO (PucyHok 34).

Systemd Unit Status

Name Unit Status Unit-file status
OCS Targets
ocs-appstore active (active) enabled
ocs-appstore-admin-api-gw active (active) disabled
ocs-appstore-adminconsole-ui active (active) disabled
ocs-appstore-applications-api active (active) disabled
ocs-appstore-client-api-gw active (active) disabled
ocs-appstore-dev-api-gw active (active) disabled
PucyHok 34

OnuncaHmne Ha3HaveHuA CTO/'I6LI,OB Ta6/'II/ILI,bI, d TaKxXe l/lHCI)OpN\aLI,MH O BO3MOXHbIX

3HaYyeHuAx npueeaeHsbl B Tabanue (Tabaunua 21).
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Tabnnua 21
Ha3saHue o
OnucaHue Bo3moKHble 3Ha4eHMA (MpUMepbI 3HAYEHUI)
cTonbua
Name Nmsa KoHPUrypaumm rpynnbl Bo3moXHble 3Ha4YeHMA onpeaenaroTca
cepBmcos nepeyHem KOHOUrypaLumi rpynn cepemncos
Mnno
Unit Status|MIHGopmauma o ctaTyce rpynnbl [active — rpynna cepBMCOB 3anyLleHa U
cepBmcoB BbIMNO/HAETCA;
activating —rpynna CepsBMcoB
3anycKaeTcs;

deactivating —rpynna CeEPBMCOB
BbIK/tOYaeTCS;

inactive —Trpynna CepBMCOB BbIKIOYEHQ;
failed — NpW 3anycke rpynmnbl CEPBMCOB
npousowna owmnbKa;

missed — KOMMOHEHT OTCYTCTBYET

Unit-file NHbopmauma o NpucyTcTBmMmn enabled — NPUCYTCTBYET B aBTO3aMyCKE;
status KOH®UrypaumoHHoro danna disabled — OTCYTCTBYET B aBTO3anycKe
3aMycKa rpynnbl CEPBMCOB B
aBTO3anycke

3.11.2.3.2 OCS Services

MNoapasaen coaeput nHdopmaumto o ctatyce cepsucos MMO (PucyHok 35).

OCS Services

ocs-appstore-admin-api-gw (@ 0 actrve (running) disabled

ocs-appstore-adminconsole-eula active (exited) enabled

ocs-appstore-adminconsole-ui (@ 0 actrve (running) disabled

ocs-appstore-applications-api @ 0 active (running) dizabled

ocs-appstore-client-api-gw (@ 0 actrve (running) disabled

ocs-appstore-client-api-gw @ 1 active (running) dizabled
PucyHok 35

OnucaHue HasHa4vyeHMA CToNOLOB TabanLbl, a TakKe MHPOPMALMA O BO3MOMKHbIX

3HaYyeHuAx npueeaeHsbl B Tabanue (Tabaunua 22).
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Tabnnua 22
HassaHue o
OnucaHue Bo3MoOKHble 3Ha4YeHUA (NpUMepbl 3HAYEHUI)
ctonbua
Name HassaHue cepsuca [1MO | Bo3MOXKHble 3HaYeHnAa OnNpeaenaoTCca NepeyHem

gw@0.service.

cepsucos MO n nmetoT cheayowmin popmat
<M T'PYyNNEl CEePBUCOB>W@<HOMEpP

SK3EeMIJIApa CepBMCa B Ppynne>.service,

HanpMmMmep: ocs-appstore-admin-api-

Unit Status |MHPopmaLums o cTaTyce active — CepPBWC 3anyLLeH M BbIMOJHAETCA;

cepBuca activating — CepBMC 3anycKaeTcs;
deactivating — CepPBUC BbIKIOYAETCS;
inactive — CEPBUC BbIKIOYEH;

failed —npu 3anycKke cepsuca NPoOM30LLIa

olnbKa
Unit-file NHbopmauma o enabled — NPUCYTCTBYET B aBTO3aMNyCKe;
status NPUCYTCTBMM disabled — OTCYyTCTBYET B aBTO3aMnycKe
KOHPUIYypPaLUMOHHOTO
dalina 3anycKka cepsuca B
aBTO3anycke

3.11.2.3.3 Mandatory services

|_|O,£I,p83,£l,efl CoaePKUT VIHCI)OpI\/\aLI,l/II-O O CTaTyCe CepBMUCOB KOMMOHEHTOB Cpebl

dyHKUMOHMPOoBaHMA MNIMO 1 nHpacTpyKTypHbIX KomnoHeHToB MNMO (PucyHok 36).

Mandatory services
consul-template service
consul service
nats-streaming-server.service
NgINK service

postgresgl-11.service

PucyHok 36

running
running
running

running

OnuncaHmne Ha3HaveHuA CTO/'I6LI,OB Ta6/'II/ILI,bI, d TaKxXKe

3HaYyeHuAx npueeaeHsbl B Tabanue (Tabanua 23).

enabled
enabled
enabled
enabled

l/IHCIDOpN\a UMA O BO3MOXHbIX
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Tabnnua 23
HasBaHue .
OnucaHue Bo3MOXKHble 3Ha4YeHUA (NpUmepbl 3Ha4YEeHW)
ctonbua
Name Ha3BaHue cepBuca BO3MOKHble 3Ha4YEeHUs UMEOT caeayowmin opmaT

KOMIMNOHEHTa Cpedbl <uMsa cepBHuca>.service W ONPeaenarTcA
¢yHKuMOHMpOBaHMﬂ Pa3pa6OTQMKOM.ﬂepequbBO3MOHﬁﬂﬂX3HaquMﬁ:

Mo nan consul-template.service
MHPPACTPYKTYPHOTO  |consul.service
KOMMoOHeHTa MNMNno redpanda.service

nginx.service
postgresgl-15.service
postgresqgl.service

Unit Status |MHbopmaums o active — CepBMC 3anyLEH 1 BbINOHAETCS;
CTaTyce cepBuca activating — CcepBMC 3anycKaeTcs;
deactivating — CepPBMC BbIK/IOYAETCA;
inactive — CepBMC BbIKAIOYEH;

failed — MNpwu 3anycKe cepsunca NpomsoLia
OLWKnOKa;

enabled — CEPBMC NPUCYTCTBYET B aBTO3aMNYyCKE;
disabled — CepPBUC OTCYTCTBYET B aBTO3aMyCKE;
missed — KOMMOHEHT OTCYTCTBYET

Unit-file NHbopmauma o enabled — NPUCYTCTBYET B aBTO3aMyCKe;

status NPUCYTCTBUM disabled— OTCYTCTBYET B aBTO3aMycKe
KOHPUIYypaLUMOHHOTO
danna 3anycka
cepsumca B
aBTO3anycke

3.11.2.4. Pasgen «API GW Service Status»

Pasgen coaepXuT MHOOpPMaLMIO O CTaTyce PerucTpaumm CepBMCOB B CUCTEME
obHapyxeHua cepsucos (Consul). Ha pucyHke (PucyHok 37) npusedeH npumep craTyca

perncrtpaunm cepBmcoB B CNCTEME O6Hapy>+(EHl/IFI cepBHCOB.

API GW Services Status

Service name Code Status

ocs-appstore-admin-api-gw 200 passing
ocs-appstore-client-api-gw 200 passing
ocs-appstore-dev-api-gw 200 passing
ocs-auth-admin-api-gw 200 passing
ocs-auth-public-api-gw 200 passing
ocs-pkgrepo-device-api-gw 200 passing

PucyHok 37




176
AOMI.20134-01 91 01
OnuncaHne HasHavyeHMsa CcToNBLOB Tabaumubl, @ TakKe MHGOPMaLMA O BO3MOXKHbIX

3HaYeHuAX NnpuBeaeHsl B Tabauue (Tabanua 24).

Tabnuua 24
HasBaHue "
OnucaHue Bo3MOXKHble 3Ha4YeHus (Nprmepbl 3Ha4YeHWUN)
ctonbua
Service HassaHue cepsuca [0 BO3MOXHble 3Ha4YeHMA onpeaenaroTca
name nepevyHem cepsucos 10
Code Koa http-oTseTa BO3MOXHble 3HaYeHmA onpeaenarTca
npoTtokonom HTTP
Status NHbopmauma o cTaTyce BO3MOXKHble 3Ha4YeHMA onpeaenAroTCA
perncTpaumm cepsmca B Consul. CtaTyc «passing» 03HayaeT, YTo
cmcteMe 0bHapyReHuA NpoBepKa NponaeHa yCcnewHo
cepsucos (Consul)

3.11.2.5. Pazaen «Consul Cluster Endpoints Availability»

Pasgen comeput uHPOpMaLMIO O NpoBepKe AOCTYMHOCTU WHTepPdENCHbIX
bYyHKUMN cnucTembl 0b6HapyKeHuA cepsuncos (Consul). Ha pucyHke (PucyHok 38) npuseaeH
npumMmep oTobpaxkeHna MHPOPMALMM O AOCTYMHOCTM MHTEPPENCHBIX QYHKLUMIA CUCTEMDI

0bHapyXeHna cepBmCoB.

Consul Cluster Endpoints Availability

Node:Port Availability
inp1int03.ompcloud:8300 OPENED
inp1int03.ompcloud:8301 OPENED
inp1int03.ompcloud:8302 OPENED
inp1int03.ompcloud:8500 OPENED
inp1int02.ompcloud:8300 OPENED
inp1int02.ompcloud:8301 OPENED
inp1int02.ompcloud:8302 OPENED
inp1int02.ompcloud:8500 OPENED
PucyHok 38

MNepeyeHb MHTepdencHbIx dyHKUMn Consul npuBeaeH B AoKymeHTaumm Ha Consul
(https://www.consul.io/docs/install/ports). UHbopmauma o 4OCTYNHOCTU MHTEPDEMNCHbIX
dyHKkumin Consul npeaocTaBnAeTcA TOMbKO B C/Ayvae KaacTepHol (MHOroHoaoBOM)
KoHUrypaumm.

OnucaHue HasHavyeHuA CToNOLOB TabAnLbl, a TakKe MHPOPMALMA O BO3MOMKHbIX

3HaYyeHuAx npusedeHbl B Tabanue (Tabaunua 25).


https://www.consul.io/docs/install/ports
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Tabnnua 25
Ha3BaHue .
OnucaHune Bo3moKHble 3Ha4eHMA (MpUMepbI 3HAYEHUI)
ctonbua

Node:Port |Aapec dyHKUMKM |Aapec GyHKUMM NPeacTaBieH B cieaytowem dopmaTe:
<uM4d xXocTa>: <HOpT>.

[poBepKa BbIMOAHAETCA TONbKO AN GYHKUMIA, AOCTYNMHbIX
Ha cneayrouwmx noptax: 8300, 8301, 8302, 8500.
Hanpumep: acenter.example: 8300

Availability |CraTtyc B cnyyae AOCTYNHOCTN QYHKLMM MPUHUMAET 3HAYEHME
AOCTYMHOCTH «OPENED».
byHKUMM B MHOM cny4vae BbIBOAMTCA KO OLWIMOKM M cOODLLEHME,

onpeaensemoe Consul

3.11.2.6. Pa3gen «Consul Service Health Check»
Pasaen coaepxuTt MHPopMaLMio O cTaTyce pernctpaunm cepsmcos MMO B cucteme

obHapyxeHua cepsmcos Consul (PucyHok 39).

Consul Service Health Check

service_location

ocs-appstore-admin-api-gw

A
http://ocs-app.local:80/ ocs-appstore-admin-api-gw/admin ‘health/'ocs-appstore-admin-api-gw L
ocs-appstore-adminconsole-ui 200
http://ocs-app.local:80/ ocs-appstore-adminconsole-ui'admin ‘health 'ocs-appstore-adminconsole-ui -
ocs-appstore-applications-apt 200
http-//ocs-app local-80/ocs-appstore-applications-apt/admin health/'ocs-appstore-applications-apt -
ocs-appstore-client-api-gw 200
http://ocs-app.local:80/ ocs-appstore-client-api-gw/ admin health/'ocs-appstore-client-api-gw -
ocs-appstore-dev-apt-gw 200

http-//ocs-app local-80/ocs-appstore-dev-api-gw/admin health/'ocs-appstore-dev-api-gw

PucyHok 39
OnucaHue Ha3zHa4vyeHMA CToNOLOB TabanLbl, a TakKe MHPOPMALMA O BO3MOMKHbIX

3Ha4yeHuAx npueeaeHsbl B Tabanue (Tabanua 26).
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Tabnnua 26

HasBaHue Bo3MoXKHble 3Ha4YeHuA (Npumepbl

OnucaHwue o
ctonbua 3HayeHun)
MNepBbln HassaHwe cepsuca [0 n URL-agpec |Bo3moxKHble 3Ha4YeHUA
ctonbel, dyHKUMKM (endpoint) cepsuca onpeaenarTcA nepevyHem CepBmCcoB
«healthcheck» Mno

BTopowu Kog http-oTgeTa Bo3moOKHbIe 3HaYeHUA

ctonbel, onpeaenarTca npotokonom HTTP
[lepeyncneHHble 3aroN0BKU "service location", "expose location",

"service vhost", "expose port", "static" — peXxunmbl paboTbl consul-template.

3.11.2.7. Pa3pgen «Cluster Nodes Reachability»

Pasaen coaeputT MHPOPMaLMIO O pe3ybTaTax NPOBEPKM AOCTYMHOCTU CEPBEPOB
(Hoa) knacTepa (PucyHok 40).

Cluster Nodes Reachability

Node Reachable
ocs-app.local OK
PucyHok 40

OnucaHue Ha3HavyeHuA cToNbLOB Tabanubl, a TakXKe MHGOPMALMA O BO3SMOMKHbIX

3HaYeHuAx npueeaeHsbl B Tabanue (Tabanua 27).

Tabnuua 27

HasBaHue
ctonbua
Node Anpec cepsepa (xocTta) |OnpeaenaeTca AOMEHHbIMM MMEHAMM XOCTOB
Reachable |MHpopmauma o MorKeT NpuHUMaTb 3Ha4YeHmaA: «OK» (B caydyae

NOCTYNHOCTM cepBepa |A0CTYNHOCTN) UAK coaepyKaTb cooblleHme 06
OLIMDOKE, KOTOPOEe BEPHET YyTUAMTA ping

Onucanue Bo3MoXHble 3Ha4YeHUA (Npumepbl 3Ha4YeHUN)




179
AOAMI.20134-019101

3.11.2.8. Pasnen «Nginx Service Proxy»

Pasgen coaeput MHGopmaumio o0 nposBepKke KoHdUrypaumm HanaHCMpOBLLMKA

cepsucoB Nginx Web Server ans kaxgoro cepsuca MMO (PucyHok 41).

Nginx Service Proxy

Service name Upstreams Virtual server
ocs-appstore-settings-api OK
ocs-appstore-adminconsole-ui OK
ocs-pkgrepo-egress-api-gw OK
ocs-auth-idp-ui OK
ocs-pkgrepo-pkg-repo-api OK
ocs-auth-admin-api-gw OK
i narth s skl oy
PucyHok 41

OnuncaHmne Ha3HavyeHuA CTOI'I6IJ,OB Ta6/'ll/ILI,bI, d TaKxke I/IHCI)OpMaLI,Mﬂ O BO3MOXHbIX

3HaYyeHuAx npueeaeHsbl B Tabanue (Tabanua 28).

Tabnuua 28
HassaHue BO3MOXHble 3Ha4YeHus
OnucaHuve o

ctonbua (Nnpumepbl 3HaYeHUi)
Service HassaHwue cepsuca [0 BO3MOXKHble 3Ha4YeHKA
name onpenenarTca nepevyHem

cepsucos 1O
Upstreams |KonnyecTBO 3K3eMNIApPOB CepBMCa, 3a4aHHbIX | LlesioumncaeHHble 3Ha4YeHnA oT
B KOHPUIypaumnmoHHOM panne Nginx 1p0n

Virtual NHbopmauma 0 Hannume cekumm «servery ana|«OK» — cekuma server
server yKazaHHoro cepsuca 10 B NPUCYTCTBYET;

KoHdUrypaumoHHom darne Nginx.

B AaHHOM CeKUMM 3a4aHbl HACTPOMKM
«BUpPTyanbHoro» cepsuca MO, KOTopbIM
OCYLLLECTBAAET NepeHanpaBaeHmne
(npokcupoBaHme) http-3anpocos Ha
«peanbHble» 3K3eMNAAPbI cepBuca

«No server block found!» —
CeKumsa oTcyTCTBYeT

3.11.2.9. Pa3gen «Filestorage Configuration»

Pazgen coaeput MHPopmaumto o KoHdurypaumm Gannosbix xpaHuauu, MM n

MOOC (PucyHok 42).
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Filestorage Configuration

. Fﬂfgto[agelocaﬂon: focs/appstorefapplications-api (@755 ocs:ocs)
Configuration file:

fvarfocs/appstorefocs-appstore-applications-api/focs-appstore-applications-api.yml

s Filestorage location:
Configuration file: L\\s

/varfocs/appstore/config.yml

+ Filestorage location: (not exists)

PucyHok 42
HacTpolika «Filestorage location» cogep*KMT NyTb K KaTanory 1 ero cTaTyc.
B HacTpoinke «Configuration file» ykazaH KOHOUIypauMoOHHbIN $alin, B KOTOPOM

3a4aH NyTb K aIoBOMY XpPaHUAMLLY.

3.12. CamocToAaTeNnbHasA YCTaHOBKa M  Hactpouka CYBJ Postgres Pro wu

CYB/ PostgreSQL 14/15/16

3.12.1. YcTaHOBUTb Ha cepBepbl Bl Heobxoammble nakeTbl cornacHo n. 3.10.7.
3.12.2. YcTaHOBUTb U MHUUManm3mnposaTb CYB/I.
Mpu mHuumanmuszaumm CYB[ HeobxoAMMO YCTAaHOBUTb CAeaAylolMe 3HaYeHuA

napameTpoB:

LC COLLATE 'en US.UTF-8'
LC CTYPE 'en US.UTF-8'
ENCODING UTFS8

YcTaHOBKa M MHUUManmn3auma CYbJ[l ocyuiectsnserca B cooTseTcTBMM ¢ I/l Ha
CYb/.

MPUMEYAHUE. B pamkax yctaHoBKM Postgres Pro ob6s3aTenbHO A0AXHbI ObITb
YCTAHOB/IEHbI CNeAyIoLLMe NaKeTbl:

— postgrespro-<std|ent>-<repcusa>,

— postgrespro-<std|ent>-<Bepcusa>-client;

— postgrespro-<std|ent>-<Bepcusa>-contrib;

— postgrespro-<std|ent>-<epcusa>-1ibs;

— postgrespro-<std|ent>-<pepcuga>-server
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3.12.3. Co3pgaTtb Cynepnob30BaTesiAa C MOMOLLbIO CKpunTa

samples/sqgl/create superuser.sql, BbIMOJHNB KOMaHAY:

psgl -U <nomp30BaTe]lb, OT MMEHM KOTOPOI'O BEHIIOJHAETCHS KOMaHZma> -—h
<ampec xoctra CYBI> -f create superuser.sql -v login='<wumsa
cymnepnosb30oBaTeya>' -v pass='<napoJib Cyneplnojb3oBaTeya>' -v
expr="<CpOK IOEeMCTBMUSA YyUEeTHOM 3alMCHU CYIeploJb30BaTejyga>'

Hanpumep:

psgl -U postgres -h 192.168.137.15 -f create superuser.sql -v
login="ompdbuser' -v pass='Adminl23!' -v expr='1l0 years'

3.12.4. Ha3Ha4nTb Mapoab ANA NONb30BaATENA postgres C MOMOLLBIO CNeAyHLLIMX

KOoMaHA;:

psgl -U postgres
ALTER USER postgres with PASSWORD 'nmapoJb';
exit

3.12.5. B koHOUrypaumoHHbix dannax CYB[ pg hba.conf u postgresqgl.conf
334aTb cAeaytolime napameTpbl:

— TUN coeanHeHunA, AmanasoH IP-aapecos kKaneHToB b/;

— nma bll, umaA nonb3oBartens;

— cnocob ayTeHTUPUKALNMM KNMEHTOB;

— naponb nonb3osatenia CYB/l B napameTpe pg superuser password.

3.12.6. YCTaHOBUTb paClIMPEHNA pg partman M pg cron C NMOMOLLbIO KOMaHA:

— OC CentOS Bepcun 7 1 CYB/, PostgreSQL 14:

sudo rpm -ivh pg cron 14-1.6.2-1.rhel7.x86 64.rpm
tar —xf pg partman--5.1.0.tar.gz -C /usr/pgsqgl-14/share/extension

— OC CentOS Bepcun 7 1 CYB/ PostgreSQL 15:

sudo rpm -ivh pg cron 15-1.6.2-1PGDG.rhel7.x86 64.rpm
tar —xf pg partman--5.1.0.tar.gz -C /usr/pgsqgl-15/share/extension

— OC CentOS Bepcuun 7 n CYb/M Postgres Pro 14:

sudo rpm -ivh pg cron l4pro-std-1.6.2-1.redos7.x86 64.rpm
tar -xf pg partman--5.1.0.tar.gz -C /opt/pgpro/std-14/share/extension
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— OC Anbt Cepsep 10 n CYB/, PostgreSQL 14

sudo rpm -ivh postgresgll4-pg cron-1.6.2-1.alt.pl0.x86 64.rpm
tar -xf pg partman--5.1.0.tar.gz -C /usr/share/pgsgl/extension

— OC Anbt Cepsep 10 n CYB/, PostgreSQL 15:

sudo rpm -ivh postgresgllb5-pg cron-1.6.2-1.alt.pl0.x86 64.rpm
tar -xf pg partman--5.1.0.tar.gz -C /usr/share/pgsgl/extension

— OC Anbt Cepsep 10 n CYB/, PostgreSQL 16:

sudo rpm -ivh postgresgll6-pg cron-1.6.2-1.alt.pl0.x86 64.rpm
tar -xf pg partman--5.1.0.tar.gz -C /usr/share/pgsgl/extension

— OC AnbT 8 CIl penns 10 n CYB/ PostgreSQL 15:

sudo rpm -ivh postgresqgllb-pg cron-1.6.2-1.alt.pl0.x86 64.rpm
tar -xf pg partman--5.1.0.tar.gz -C /usr/share/pgsgl/extension

— OC AnbT 8 CIl penns 10 n CYB/ PostgreSQL 16:

sudo rpm -ivh postgresgll6-pg cron-1.6.2-1.alt.pl0.x86 64.rpm
tar -xf pg partman--5.1.0.tar.gz -C /usr/share/pgsgl/extension

— OC Anbt 8 CI1 penns 10 v CYB/L Postgres Pro 16:

sudo rpm -ivh pg cron lépro-std-cert-1.6.2-altl0.x86 64.rpm
tar —-xf pg partman--5.1.0.tar.gz -C /opt/pgpro/std-16/share/extension

— OC Anbt 8 CI'l penns 10 n CYB/ Postgres Pro 15 Cert:

sudo rpm -ivh pg cron 15pro-std-cert-1.6.2-altl0.x86 64.rpm
tar —-xf pg partman--5.1.0.tar.gz -C /opt/pgpro/std-15/share/extension

— OCPEL OC 7.3 n CYB/ PostgreSQL 14:

sudo rpm -ivh pg cron 14-1.6.2-1.redos7.x86 64.rpm
tar —xf pg partman--5.1.0.tar.gz -C /usr/pgsqgl-14/share/extension

— OCPEL OC 7.3 1 CYB/ PostgreSQL 15:

sudo rpm -ivh pg cron 15-1.6.2-1.redos7.x86 64.rpm
tar —xf pg partman--5.1.0.tar.gz -C /usr/pgsqgl-15/share/extension

— OCPEL OC 7.3 n CYB/[ PostgreSQL 16:

sudo rpm -ivh pg cron 16-1.6.2-1.redos7.x86 64.rpm
tar —xf pg partman--5.1.0.tar.gz -C /usr/pgsqgl-16/share/extension
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— OCPEL OC 7.3 n CYB/, Postgres Pro 15:

sudo rpm -ivh pg cron 15pro-std-1.6.2-1.redos7.x86 64.rpm
tar -xf pg partman--5.1.0.tar.gz -C /opt/pgpro/std-15/share/extension

— OCPEL OC 7.3 n CYB/, Postgres Pro 16:

sudo rpm -ivh pg cron lépro-std-1.6.2-1.redos7.x86 64.rpm
tar -xf pg partman--5.1.0.tar.gz -C /opt/pgpro/std-16/share/extension

— OCPEL OC 7.3 n CYB/, Postgres Pro 14 Cert:

sudo rpm -ivh pg cron l4pro-std-cert-1.6.2-1.redos7.x86 64.rpm
tar -xf pg partman--5.1.0.tar.gz -C /opt/pgpro/std-14/share/extension

— OCPEL OC 7.3 n CYB/ Postgres Pro 15 Cert:

sudo rpm -ivh pg cron 15pro-std-1.6.2-1.redos7.x86 64.rpm
tar -xf pg partman--5.1.0.tar.gz -C /opt/pgpro/std-15/share/extension

— OCPEL OC 8 n CYB/] PostgreSQL 16:

sudo rpm -ivh pg cron 16-1.6.2-1.red80.x86 64.rpm
tar -xf pg partman--5.1.0.tar.gz -C /usr/pgsqgl-16/share/extension

— OCPEL OC 8 n CYB/ Postgres Pro 16:

sudo rpm -ivh pg cron lépro-std-1.6.2-1.redos7.x86 64.rpm
tar —-xf pg partman--5.1.0.tar.gz -C /opt/pgpro/std-16/share/extension

— OC Astra Linux SE 1.7 n CYB/, PostgreSQL 14:

sudo rpm -ivh pg-cron 1.6.2 14 smolensk.amd64.deb
tar —xf pg partman--5.1.0.tar.gz -C /usr/pgsqgl-14/share/extension

— OC Astra Linux SE 1.7 n CYB/, PostgreSQL 15:

sudo rpm -ivh pg-cron 1.6.2 15 smolensk.amd64.deb
tar —-xf pg partman--5.1.0.tar.gz -C /usr/pgsqgl-15/share/extension

— OC Astra Linux SE 1.7 n CYb/l PostgreSQL 16:

sudo dpkg -i pg-cron 1.6.2 16 smolensk.amd64.deb
tar —xf pg partman--5.1.0.tar.gz -C /usr/pgsqgl-16/share/extension

— OC Astra Linux SE 1.7 n CYb/ Postgres Pro 14 Cert:

sudo dpkg -i pg-cron 1.6.2 pro-std-cert-14 smolensk.amdb64.deb
tar —xf pg partman--5.1.0.tar.gz -C /opt/pgpro/std-14/share/extension
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— OC Astra Linux SE 1.7 n CYB/L Postgres Pro 15 Cert:

sudo dpkg -i pg-cron 1.6.2 15 smolensk-pro-std-cert.amd64.deb
tar -xf pg partman--5.1.0.tar.gz -C /opt/pgpro/std-15/share/extension

— OC Astra Linux SE 1.8 n CYB/1 PostgreSQL 16:

sudo rpm -ivh pg-cron 1.6.2 16 smolensk.amd64.deb
tar -xf pg partman--5.1.0.tar.gz -C /usr/pgsqgl-16/share/extension

— OC Astra Linux SE 1.8 n CYB/l Postgres Pro 16 Cert:

sudo rpm -ivh pg-cron 1.6.2 16 smolensk-pro-std-cert.amd64.deb
tar -xf pg partman--5.1.0.tar.gz -C /opt/pgpro/std-16/share/extension

— OC Ubuntu Bepcumn 22.04 n CYB/M, PostgreSQL 14:

sudo rpm -ivh postgresgl-1l4-cron-1.6.2-1.jammy.amd64.deb
tar -xf pg partman--5.1.0.tar.gz -C /usr/share/postgresql/1l4/extension

— OC Ubuntu Bepcumn 22.04 n CYB/M, PostgreSQL 15:

sudo rpm -ivh postgresgl-15-cron-1.6.2-1.jammy.amd64.deb
tar -xf pg partman--5.1.0.tar.gz -C /usr/share/postgresql/15/extension

— OC Ubuntu Bepcumn 22.04 n CYB/[, PostgreSQL 16:

sudo rpm -ivh postgresqgl-1l6-cron-1.6.2-1.jammy.amd64.deb
tar —-xf pg partman--5.1.0.tar.gz -C /usr/share/postgresgl/l6/extension

— OC Ubuntu Bepcumn 22.04 n CYB/ Postgres Pro 16:

sudo rpm -ivh postgresgl-l6pro-cron-1.6.2-1.jammy.amd64.deb
tar —-xf pg partman--5.1.0.tar.gz -C /opt/pgpro/std-16/share/extension

— OC Ubuntu Bepcumn 24.04 n CYB/[, PostgreSQL 16:

sudo rpm -ivh postgresgl-l6-cron 1.6.5-1.pgdg24.04+1 amd64.deb
tar —-xf pg partman--5.1.0.tar.gz -C /usr/share/postgresgl/l6/extension

— OC Debian Bepcun 11 1 CYB/] PostgreSQL 14:

sudo rpm -ivh postgresgl-1l4-cron-1.6.2-1.bullseye.amd64.deb
tar —xf pg partman--5.1.0.tar.gz -C /usr/share/postgresqgl/l4/extension

— OC Debian Bepcun 11 1 CYBA PostgreSQL 15:

sudo rpm -ivh postgresgl-15-cron-1.6.2-1.bullseye.amd64.deb
tar —xf pg partman--5.1.0.tar.gz -C /usr/share/postgresgl/15/extension
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— OC Debian Bepcun 11 1 CYB/1 PostgreSQL 16:

sudo rpm -ivh postgresgl-16-cron-1.6.2-1.bullseye.amd64.deb
tar -xf pg partman--5.1.0.tar.gz -C /usr/share/postgresqgl/l6/extension

— OC Debian Bepcun 12 1 CYB/1 PostgreSQL 14:

sudo rpm -ivh postgresgl-1l4-cron-1.6.2-1.bookworm.amd64.deb
tar -xf pg partman--5.1.0.tar.gz -C /usr/share/postgresql/l4/extension

— OC Debian Bepcun 12 1 CYB/ PostgreSQL 15:

sudo rpm -ivh postgresgl-15-cron-1.6.2-1.bookworm.amd64.deb
tar -xf pg partman--5.1.0.tar.gz -C /usr/share/postgresql/15/extension

— OC Debian Bepcun 12 1 CYB/1 PostgreSQL 16:

sudo rpm -ivh postgresgl-16-cron-1.6.2-1.bookworm.amd64.deb
tar -xf pg partman--5.1.0.tar.gz -C /usr/share/postgresql/l6/extension

— OC Debian Bepcun 12 1 CYB/1 Postgres Pro 16:

sudo rpm -ivh postgresgl-l6pro-cron-1.6.2-1.bookworm.amd64.deb
tar -xf pg partman--5.1.0.tar.gz -C /opt/pgpro/std-16/share/extension

— Platform V SberLinux OS Server 9.1 n CYB/, Platform V Pangolin DB 6:

tar —xf pg partman--5.2.4.tar.gz -C /usr/pangolin/share/extension

YKa3zaHHble RPM-nakeTbl 1 apxmBbl HaxoaATcA Ha DVD ¢ 3arpy3o4HbIMM MOAYNAMM
rnro B apxuse /server/install-infra.tar.gz/install-
infra/binary/postgresqgl/.

3.12.7. Nepe3anyctnTtb cepsuc CYB/ B cooTBeTCTBMM C AOKYMeHTaumen Ha CYB/.
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4. YMPAB/TEHUE KOMIMOHEHTAMU CPEABI PYHKUMOHUPOBAHWA
MMNo, UHPPACTPYKTYPHBIMU KOMIMNOHEHTAMMW MMNO, CEPBUCAMMU,
HACTPOMKAMW CEPBMCOB M NMOACUCTEM

4.1. YnpaBneHne  KOMNOHeHTamu  cpeabl  QyHKUMOHMpoBaHma  [MNO  un

NMHPPACTPYKTYPHLIMM KOMNOHeHTamu M0

YnpasneHue KOMMNOHEeHTaMm cpeAabl GYHUMOHMPOBAHMSA rnro 7
MHOPACTPYKTYPHbIMM KOMNOHeHTaMK MO 3aKknto4aeTca B UX YCTaHOBKe, 0OHOBIEHUM U
yAaNeHUU U OCYLLEeCTB/IAETCA C MOMOLBbIO CKpUNTa deploy-infra.sh W3 KaTanora
install-<Bepcmsa [IIO>, CO3[aHHOrO Ha 3Tane pas3BepTbiBaHMA ynpasaatoowen IBM
(noapasgen 3.3).

dopmaT KOMaHAbl YyNpaBAEHMA CePBUCAMN MMEET CAeAYHOLLNI BUA:

ANSIBLE USER="<umsa nospszoBarensa>" ./deploy-infra.sh <napamerper>

OnwucaHne MNapameTpoB KOMaH/Abl YNpPaBJAEHUNA:

1) <uma nonezoBaTena>

B napameTpe yKa3blBaeTCA MMA MPUBUAETMPOBAHHOIO sudo-noab30BaTena, Noj
KOTOpbIM HacTpoeH SSH pocTyn K cepBepam npuaoxkeHun, cepsepam bl M KOHTEHT-
cepsepam;

2)-A, --action

[laHHbIK nNapameTp 3a4aeT AeNCTBME, KOTOpoe HeobXOAMMO  BbIMOJHUTD.
MNepeyeHb AO0OMNYCTUMbIX AEMUCTBMA WM COOTBETCTBYHOLIME MM 3HAYeHMA NapameTpa

npueeaeHbl B Tabanue (Tabanua 29).

Tabnunua 29
3HayeHWe napameTpa «--action» Hencrene
deploy YcTaHOBKa
start 3anyck
stop OcTaHOBKa
flush_all yﬂ‘aneHme
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Mo ymonyaHuio napameTp (ecam He 3a4aHO MHOe 3HavyeHue) MMeeT 3HavyeHue
deploy;
3)-c, --components
[aHHbIM napameTp 3a4aeT KOMMOHEeHT cpeabl dyHKumoHuposaHua MMNO wnan
MHOPACTPYKTYPHbIN KomnoHeHT [MO, ana KoToporo OyaeT BbIMONHEHA KOMaHAaa

ynpasaeHna n MOXeET NPUHMMaTb Cieayrone 3Ha4eHnA:

dnsmasdg;

— nginx;

— consul,;

— consul-content;
— consul-template;
— redpanda;

— valkey;

— ocs-user;

— db;

— syncthing.

B AaHHOM NnapaMeTpe MOXET 3a4aBaTbCA CMUCOK NMNOACUCTEM, HallpMmMmep:

-—-components dnsmasq, nginx

Mo ymonyaHuio (ecanm napameTp Ha 3a4aH) KomaHaa ynpasneHus 6byaet
NPUMEHEHa KO BCEM KOMMOHEHTaM;

4) -d, --database

MepeyeHb  AOMNYCTUMbIX  3HA4YeHW MNapameTpa nNpuBedeH B  Tabauue
(cm. Tabnumua 14).

Mo ymonyaHuto (ecnm napameTp He 3adaH) OyaeT MCNoib30BaTbCA 3HAYeHMUe,
3aZlaHHOe B napametpe pg version KOHOUIYpPaLMOHHOTO daina
config/vars/ vars.yml.

Mpu otcyTtctBumn CYB/J B nepeyHe KOMMOHEHTOB (NapameTp --components)

3Ha4YeHne JaHHOro napameTpa byaeT UTHOPMPOBATLCS;
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5) --skip-database

[Mpn Hann4umMm gaHHoro napametpa CYb/l He yCTaHAaBAMBAETCA;
6) -1, --limit
,ﬂ,aHHbIM MnapamMeTp 3a4aeT nepedyeHb XOCTOB, A/1d KOTOPbIX 6y;|,eT BbIMOJ/IHEHA

KOMaHAa ynpaBaeHnsa, Hanpumep:

--limit exampleOl.omp,example02.omp

Mo ymonyaHuio (ecnn napameTp Ha 3a4aH) KomaHaa ynpasneHus 6Oyaet
NPMMEHEHA KO BCEM XOCTaM COMNaCHO MHBEHTAPHOMY danly inventories/hosts.yml;

7) -x, --extra-vars

B LOLaHHOM napameTpe nepenaldTCA BHELWHWE MepemeHHble A8 CKPUNTOB
pa3sepTbiBaHKMA. B 1110 ncnonb3yoTca cneayrouie BHEWHNE NepeMeHHbIe:

— pg uninstall delete data=true — CAYXKUT AONA yAa/l€HUA AaHHbIX MPpU
yvaoaneHun CYB/[ PostgreSQL;

8) --force-infra-install

®dnar CcAyKUT ANA  ynpaBAeHUas NPUHYAUTENbHOM MOBTOPHOW YCTAHOBKOW
KOMMOHEHTOB cpefibl GYHKLUMOHMPOBAHMA U UHPPACTPYKTYPHbIX KomnoHeHTos MO, B
C/ly4anx, Koraa Bepcua KOMMNOHEHTOB HE M3MEHWAACb U MOXKET NPUHMMATbL CaeaytoLine
3HaYeHUs:

— false — NOBTOpPHAaA YCTAHOBKA KOMMOHEHTOB TOM e BEPCUM BbINOJIHEHA He
byaer;

— true — OyAeT BbINONHEHA NOBTOPHAA YCTaHOBKA KOMMOHEHTOB HE3aBMCMMO OT
TOr0 U3MEHMNAChb BEPCUSA UM HET.

Mo ymonyaHuto (ecnu dnar He 3aaaH) Gaar UMeeT 3HaYeHme true,

9)-e, --env

[aHHbIN NapameTp 3a4aeT OKPYKEeHWe, AN1A KOTOPOro HeobXxoAMMO BbIMOJHUTb
HACTPOMKY M YCTAaHOBKY KOMMOHEHTOB. bonee noapobHaa MHPopmaLMa MO HACTPOMKe

MMO gna yCTaHOBKM ero Ha pas/indHble OKpy*KeHuAa npmueegeHa s n. 3.10.14;
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10) --help
BbIBOA, CNPAaBOYHON MHPOPMALMN.
Mpumepbl KOMaHA, ynpaBaeHuA:

1) YcTaHOBKa MM 0O6HOB/IEHME BCEX KOMMOHEHTOB:

ANSIBLE USER="omp" ./deploy-infra.sh --database 12

2) YcTaHoBKa nnan obHoBnaeHMe Nginx Ha XocTe ocs-app. local:

ANSIBLE USER="omp" ./deploy-infra.sh --components nginx --limit ocs-
app.local

3) YoaneHue Nginx:

ANSIBLE USER="omp" ./deploy-infra.sh --components nginx --action
flush all

4)Ynanenune CYB/l PostgreSQL (c yaaneHnem aaHHbIX):

ANSIBLE USER="<mmsa nojbs3oBaTens>" ./deploy-infra.sh --components db -
—action flush all --extra-vars "pg uninstall delete data=true"

5) NMonyyeHne cnpaBoYHON MHPOPMALMN:

./deploy-infra.sh --help

4.2. YnpasneHue cepsucamm MO

YnpasneHue cepsucamm MO 3akno4aeTca B UX YCTAaHOBKE, 3aMyCKe, OCTAHOBKE,
nepesanycke, M3MeHEeHUN HACTPOEK M OCYLLECTBAAETCA C MOMOLLbIO CKpMNTa deploy-
ac.sh W3 KaTanora install-<sepcusa IIIIO>, CO3[@aHHOTO Ha 3Tane pa3BepTbiBaHMA
ynpasnaiowern 9BM (nogpasaen 3.3).

dopmaTt KOMaHZbl ynpaBaeHUa cepBncamm MMeeT caeayoumin Bua;

ANSIBLE USER="<uma nospszoBaTena>" ./deploy-ac.sh <napameTpsr>

OnuncaHne NnapaMeTpPoOB KOMaHAbl yNpaBaAeHNs:

1) <uma nonbpzoBaTeNA>
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B napameTpe yKa3blBaeTca UMA NPUBWUAETMPOBAHHOIO sudo-nonb30BaTensa, Noa
KOTOPbIM HacTpoeH SSH pocTyn K cepBepam MPUAOXKEHWUM, cepBepam b/l M KOHTEHT-
cepBepam;

2)-s, --subsystems

[aHHbI NapameTp 3afaeT NOACUCTEMY, A1A KOTOPOK ByAeT BbiNo/HEHA KOMaHAa
yMNpaBAeHWA, U MOXKET NPUHUMATb Cheaytolme 3Ha4YeHUA:

— auth (ans MNb);

— appstore (ana MNM);

— emm (ana NY);

— mt (gna NyT);

— push (gna MNcy);

— cdn (ans CDN);

— pkgrepo (ans NMNOOC).

B AaHHOM MapameTpe MOXKeT 3a[4aBaTbCA CMUCOK NOACUCTEM, HAaNpUMep:

--subsystems auth, appstore, pkgrepo, emm,mt, cdn, push

o YMOJTHaHUIO MapaMeTp (ecnm NMHOE 3Ha4YeHNE HE 3ap,aHo) MMeeT 3Ha4YeHHne:

--subsystems auth, appstore, pkgrepo, emm,mt, push

3) -a, --apps
,ﬂ,aHHb|M MNapaMeTp 3a44a€eT rnepevyeHb CeEPBUCOB, A1 KOTOPbIX 6yAET BbIMOJ/IHEHA

KOMaHAa ynpasneHua. Hanpumep:

—-—apps ocs—-auth-adminconsole-ui, ocs-appstore-adminconsole-ui

Ecnn HeobxoAMMO BbINONAHUTL KOMaHAy Cpasy A4 BCeX CepPBUCOB MOACUCTEMBI,
notpebyeTcA nNepeyncnmTb Yepes 3anATytd BCE CEPBMCbl MOACUCTEMbI AMOO 3a4aTb

3Ha4YeHne napamMeTpa:

-—apps all

Mo yMmon4YaHMio napameTp (ecam MHoe 3HaYeHue He 3aJaH0) UMeeT 3HaYeHme all.



B cnyyae ecnu 3agaHHble B nMapameTpe --apps CEPBUCbI HE COOTBETCTBYHOT
3a4aHHbIM B MapameTpe --subsystems NOACMCTEMAM, YNIPaBAAKOWAA KOMaHAA K TaKMM
cepBMcam NpumeHeHa He byaet. Npu 3TOM ynpaBaeHuMe WA03aMn A0CTyna (cepsBmcamm

LI/O30B A0CTyMNa) OCYLLECTBAAETCA B pPamKax TOW MOACUCTEMbI, O/1A KOTOPOW OHM
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npeaHasHavyeHbl. CocTaB noacuctem npuseseH B Tabauvue (Tabanua 30).

Tabnunua 30

3Ha4yeHue napameTpa
«--subsystems»

Cepsucol

(3Ha4eHne napameTpa «--apps»)

M6

auth

ocs-auth-admin-api-gw

ocs—auth-public-api-gw

ocs-auth-admin-cross-tenant-api-gw

ocs-auth-server-public-proxy

ocs-auth-idp-api

ocs—auth-accounts-devices-api

ocs-auth-accounts-users-api

ocs—-auth-server-admin

ocs-auth-server-public

ocs-auth-audit-api

ocs-auth-subsystems-api

ocs—auth-config-api

ocs—auth-adminconsole-ui

ocs—-auth-idp-ui

MM

appstore

ocs—-appstore-applications-api

ocs-appstore-settings-api

ocs-appstore-adminconsole-ui

ocs-appstore-devconsole-ui

ocs—appstore-admin-api-gw

ocs-appstore-client-api-gw

ocs-appstore-dev-api-gw

ocs-appstore-egress-api-gw

[y

emm

ocs—-emm-applications-api

ocs—-emm-dispatcher-api

ocs-emm-devices-api

ocs-emm-state-manager-api

ocs—-emm-enrollments-api

ocs—-emm-policies—-api

ocs-emm-reports-api

oCcs—-emm-users—-api

ocs—-emm-journal-api

ocs-emm-jobs-api

ocs—-emm-locations-api

ocs—-emm-admin-api-gw




192
AOAMI.20134-019101

3Ha4yeHue napameTpa Cepsuchbl
«--subsystems» (3HayeHWe napameTpa «--apps»)

ocs-emm-device-api-gw

ocs-emm-egress-api-gw

nyT

mt ocs-mt-tenants-api

ocs-mt-organizations-api

ocs-mt-admin-api-gw

ocs-mt-egress-api-gw

Nncy

push ocs-push-main-api

ocs-push-transport

ocs-push-admin-api-gw

ocs-push-public-api-gw

ocs-push-egress-api-gw

MOOC

pkgrepo ocs-pkgrepo-pkg-repo-api

ocs-pkgrepo-device-api-gw

ocs-pkgrepo-admin-api-gw

ocs-pkgrepo-egress-api-gw

CDN

cdn ocs-cdn-admin-api-gw

ocs-cdn-mobile-api-gw

4) -p, --action
AaHHHM NnapamMeTp 3a4daeT ﬂﬁmCTBME, KOTOpoe HeO6XOAMMO BbIMO/THUTb.
ﬂepequb AOMYCTUMBbIX AeﬁCTBMﬁ n cooTBeTcTByrowine mMm 3Ha4d4eHUA MNapaMeTpa

npueeaeHsbl B Tabanue (Tabnnua 31).

Tabnnua 31
3Ha4yeHume napameTpa «--action» [encTaue
deploy YcTaHOBKa
start 3anyck
stop OcTaHOBKa
restart Mepe3anyck
config l3meHeHWe HacTpoeK (MepeycTaHOBKa
KoHUrypaumoHHoro daina)
flush_all yAaneHme

Mo ymonyaHuio napameTp (ecam He 3a4aHO MHOe 3HavyeHue) MMeeT 3HavyeHue
deploy.

BHUMAHWE! YctaHoska noacuctem (MO A0MKHA OCYWECTBAATbCA CTPOro B
cnepytoulen nocnegosatensHocTu: b6, MM, MOOC, MY, NYT, CDN, MCY;

5) -¢, --clients
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[aHHblM napameTp 3agaet OIDC KAMEHTOB, AN KOTOPbIX OyAeT BbIMO/HEHA

KOMaHZa ynpasnieHua. Hanpumep:

--clients auth-admin-console, aps—-admin-console

Mpu HeobXoAMMOCTM BbIMOAHUTL KOMaHAy cpa3sy ana scex OIDC KaneHToB
notpebyeTtca nepeymcantb Yepes 3anaTtyto Bce OIDC kaveHTbl MO0 334aTb 3HaveHMe

napameTpa:

--clients all

o YMOJTHaHUIO NMNapamMeTp (ECIII/I Heé 3a4aHO NMHOEe 3Haqume) MMEET 3Ha4YeHne all,

6) -d, --database

[aHHbln napameTp 3agaeT CYB/], KoTopas ycTaHoBAeHa Ha cepBepe b/, MNepeyeHb
[OMYCTUMbIX 3HAa4YeHUI NnapameTpa npuseaeH B Tabanue (cm. Tabanua 14).

Hanpumep:

-—-database 12

Mo ymonyaHuto (ecnm napameTp He 3adaH) OyaeT MCNONb30BaTbCA 3HAYEHME,
3aflaHHOe B napameTpe pg_version KOHQUIYpPaLMOHHOro danna
config/vars/ vars.yml,

7)-e, --env

[laHHbIA NapamMeTp 3a4aeT OKPyKeHue, ANA KOTOPOoro HeobXoAMMO BbIMONHWUTb
HacTpoMKy u yctaHoBky [MO. bonee nogpobHas nHPopmauma no Hactponke MMO ans
YCTAQHOBKM €ro Ha pas/indHble OKpYKeHuAa npmeedeHa 8 n. 3.10.14;

8) --help

BbiBOA, CNPAaBOYHON MHPOPMALMN.

[MprMepbl KOMaHA YNpaBAeHUA:

1) OcTaHoBKa Bcex cepsmcos [MM:

ANSIBLE USER="omp" ./deploy-ac.sh --action stop

2) 3anycKk CcepBUCOB ocs-appstore-applications-api W ocs-appstore-

adminconsole [1M:
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ANSIBLE USER="omp" ./deploy-ac.sh --subsystems appstore --apps ocs-
appstore-applications—-api, ocs—-appstore-adminconsole --action start

3) MonyveHne cnpaBoOYHON MHOPMALMN:

./deploy-ac.sh --help

4.3. YnpaBneHne HacTpokamu cepsmcos u nogcuctem MNMno
YnpaBaeHne HacTpomkamm cepsmcos m nogcuctem MMNO MOXKET OCyLLeCTBAATHCA
2 cnocobamm.

4.3.1. Cnocob 1 (pekomeHayeMbli)

4.3.1.1. 3apaTtb Tpebyemble 3Ha4YEeHUA NAaPaMeTPOB B KOHPUIYPALMOHHbLIX dalnax
cueHapues yctaHoBku 110 n noacuctem [1M10.

4.3.1.2. MNepeycTaHOBUTb KOHPUTYPALIMOHHbIE Galiibl C NOMOLLbIO KOMaHAbI:

ANSIBLE USER="<mmsa nojybp3oBaTens>" ./deploy-ac.sh --action config

NoapobHoe onmcaHne NapaMeTpoB 3anyCcKa CKpUNTa deploy-ac.sh NpUBEAEHO B

noapasaene 4.2.

4.3.2. Cnocob 2

4.3.2.1. 3apaTb Tpebyemble 3Ha4YEeHNA MapPaMeTPoB B KOHOUIYPaALMOHHbBIX darnax
cepsmcoB u noacuctem [1MO. OnucaHne napaMeTpoB KOHOUIypauUMOHHbIX ainnos
cueHapues ycTtaHoBKKM noacuctem MIMO npueeaeHo B pasaene 13.

4.3.2.2. Nepe3anycTntb Tpebyemble CepPBUCHI C MOMOLLbIO KOMaHAbI:

ANSIBLE USER="<mma nosme3oBaTens>" ./deploy-ac.sh --subsystems
<UOeHTUOMKATOP NOOCUCTEMB> ——apps <IepedeHb CEPBMCOB INIOOCUCTEMBI> —-—
action restart

MoapobHoe onncaHMe NnapameTpoB 3aMycka CKpUNTa deploy-ac.sh NPUBEAEHO B

noapasanene 4.2.
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5. PE3EPBHOE KOIMNMMPOBAHUE

BHUMAHME! MpuneeaeHHble HMKE MMeHa GallioB M KaTaNoOroB XapaKTepHbl A1s

TMNOBOro BapmaHTa yctaHoBKM MO u cpeabl dyHKUMOHMPoBaHMA MM0.
5.1. Pe3epBHOe KonupoBaHWe nocne yctaHoBku (o6HosneHus) MMNO

Mocne ycnewHon ycTaHoBKM (0bHoBAeHMA) MO HeobX0AMMO CO34aTb PE3EPBHYHO
KOMUIO KaTanora install-<eepcus IMINO>/install-ac-mt/ (MAM /install-<Bepcus

[I0>/install-ac-mt-spr/).

5.2. Neprognyeckoe pesepBHOE KONMPOBaHWE M Pe3epBHOE KOMMPOBaHWE nepes,

YCTaHOBKOW OOHOBNEHWM

MepuoanYHOCTL  PEe3epPBHOr0  KOMMPOBAHMA  OnpeaenseTca pernameHTamu
9KCMAYaTMPYIOLLEM opraHmnsaLmm.

Mepuoamnueckoe pes3epBHOE KOMMPOBAHME M pe3epBHOE KOMMpoBaHME nepeq,
YCTaHOBKOWM OOHOBNEHWNI BbINONHAETCA B MPUBEAEHHOM HMXKE NOCNeA0BaTENbHOCTMY.

MoapobHaa wnHPopmauma o6 0CODBEHHOCTAX pe3epBHOro KonuposaHua [0
npuBedeHa B  [OKyMeHTe «PekomeHauuMm N0  Pe3epBHOMY  KOMUPOBAHUIOY

AOMTI.20134-01 91 02.
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6. OBHOBJ/IEHWNE MMNO U OC ABPOPA

6.1. Nopapok obHoBNEHMA

B pamKax nogaeprKku Km3HeHHoro umkna [MMNO npeanpuatTMe-n3roToBUTENb
BHOCMT B HEro W3MEHEeHWs, HanpaB/AeHHble Ha YAy4YlleHWe 3KCNAyaTaLMOHHbIX
XapaKTePUCTMK N yCTPaHEHNE HeAOCTaTKOB.

[oseneHne nHGopmaumm o Bbinycke obHoBaeHM MNIMO ao Kaxaoro notpebutena
MMNO ocyuwecTBNAeTca NOCPeACTBOM OTMPAaBKM COOOWEHWUI Ha 3NEKTPOHHble aapeca
notpebutenen un/vamM  nocpeAcTsOmM nNybAMKauMM Ha oduuManbHOM Beb-calTe
npeanpuaTua-paspabotynka (https://www.omp.ru, https://auroraos.ru).

MpeaycmoTpeHbl  cneaytouwme  cnocobbl  npeaocTaBneHmMa  0H6HOBAEHW
noTpebuTenam:

— oTnpaBKa HoBoM Bepcum MNIMO ¢ conpoBOANTENBHBIM MUCBMOM;

— nybamkaumsa 1SO-obpa3a 3arpysoyHoro moayns Hoson Bepcum [MNO  Ha
odUnLMaNbHOM Beb-canTe npeanpuaTua-paspaboTymKa (https://www.omp.ru,
https://auroraos.ru).

MoTpebutenb TakKe MMeeT BO3MOXHOCTb MOAYYMTb MHOOPMALMIO O BbIXOAe
0OHOB/IEHMI 4Yepe3 CAYKOy TexHUYecKoM MNOoAAEPKKM npeanpuaTua-paspadboTymka
no ten.: +7 (495) 269-09-80 nnb0O No aNeKTPOHHOM noyTe: support@omp.ru.

YcTtaHoBKa obHoBneHut [MO  Ao0MKHA OCYWECTBAATLCA B COOTBETCTBUMU C
TpeboBaHNAMM, NPUBEAEHHBIMM B HACTOALLEM AOKYMEHTE.

Ecanm noTtpebutens MMO He MOXKET peann3oBaTb KOMMEHCUMPYHOLME MePbl MO
3awmTe MHOOPMAUMKU UAW  OrpaHMyeHMa no npumeHeHuto T1MO, pekomeHayeTcA
NPeKpaTUTb ero NPUMeHeHMe.

O6HoBneHue MMO go Tpebyemoin BepCcMmn BO3MOXKHO TONbKO C BEPCUIN, YKa3aHHbIX

B Tabanue (Tabanua 32).


mailto:support@omp.ru.
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Tabnnua 32
Tpebyemas Bepcua PaHee ycTaHOB/IEHHAA BepcUA
2.2.0 2.1.3*
2.2.1* 2.1.3%,2.2.0
2.2.2* 2.1.3%,2.2.0,2.2.1*
2.3.0 2.2.2*
2.4.0 2.2.2%,2.3.0
2.5.0 2.2.2*,2.3.0,2.4.0
2.5.1* 2.2.2%,2.3.0,2.4.0,2.5.0
3.0.0 2.5.1*
3.01 2.5.1*,3.0.0
3.1.0 2.5.1*,3.0.1
3.1.1* 2.5.1%,3.0.1,3.1.0
3.1.2%* 2.5.1%,3.1.0,3.1.1*
3.2.0 3.1.0,3.1.2*
4.0.0* 3.1.2%,3.2.0
4.1.0* 3.1.2*,4.0.0*
5.0.0* 3.2.0,4.0.0*%, 4.1.0*
5.1.0* 4.1.0*, 5.0.0*
5.2.0 4.1.0*,5.0.0*% 5.1.0*
5.3.0* 4.1.0*,5.0.0*%, 5.1.0*%,5.2.0
5.4.0 5.0.0*,5.1.0%,5.2.0, 5.3.0*
54.1 5.0.0*,5.1.0%,5.2.0,5.3.0%,54.0
5.4.2 540,541
5.4.3* 5.3.0%,54.1,54.2

* —Bepcum MNO, npoweawme ceptudmnkaumo 8 CTIK Poccun,

6.2. ObHoBNEHUe cepBepa NpunoxeHuit MMO

BHUMAHWE! Ona yctaHoBKkM obHOoBAeHMsA MO KoamyecTBo cBOHOAHOINO MecTa Ha
KecTKkom aucke cepsepa b/l Mb A01KHO ObITb HE MeHblle, Yem pasmep camor b/ MB. Mpwn
HeAO0CTaTOYHOM Ko/iMmyecTBe CBODOAHOro MecTa Ha KeCTKOM AWCKe ero Heobxoaumo
yBennunTb. MpoaonKknutenbHocTb npouecca ob6HoBaeHma MMO 3aBMcKUT OT paszmepa b/ u
MOXeT 3aHATb A/IMTeIbHOEe BPeEMA.

Ona obHoBneHua cepBepa npunoxeHun MMNO  HeobxoAMMO  BbINOAHWUTL

OMMCaHHbIE HNXKE ,D,el\/JICTBl/IFIZ
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6.2.1. Co3gatb pe3epBHYtO KOMMIo AaHHblX, [0 © KOMNOHEHTOB cpeapbl
PYHKLUMOHMPOBAHMA B COOTBETCTBMM C pa3aesiom 5.

6.2.2. CkonnpoBaTb Ha ynpasastowyto IBM apxmB ¢ HoBon Bepcuen MO n
pacnakoBaTb ero B cootsetcTeum c n. 3.3.4—-3.3.7.

6.2.3. O6bHOBWTb Ha ynpasAastowen IBM nakeTbl B cooTBeTCcTBMM C M. 3.3.9.

6.2.4. HacTponTb KOMMOHEHTbl cpedbl GyHKUMOHMpoBaHua TMO wn MMNO B
COOTBETCTBMM C Noapasaenom 3.5.

BHUMAHWUE! KoHourypaumoHHble ¢annbl B 3aBucumoctn o1 Bepcum [M0O
Pa3/IN4aLOTCA, MOSTOMY KOMMPOBAHME MUX NAPAMETPOB OCYLLLECTBAAETCA BPYUHY!O.

6.2.5. ObHoBneHne CYB/[ PostgreSQL 14/15/16 po HoBOW cTapuel Bepcum'
(major version) HeOBXOAMMO OCYLLECTBAATb B cooTBeTcTBMM C 3/[1 Ha CYB/. lMNepeyeHsb
noaaep*kmeaemolx sepcuin CYB/ npueeaeH s n. 1.4.2.

6.2.6. YCTaHOBUTb KOMMOHEHTbI cpeapl OYHKLUMOHMPOBAHMSA rro n
MHOPACTPYKTYpPHble KoMnoHeHTbI MO B cooTBeTCTBMM C M. 3.6.1.

6.2.7. YctaHosuTb 1110 B cooTBeTcTBMM C n. 3.6.2.

6.2.8. MNocne obHosneHus MMNO c Bepcun 4.0.0 (nam Huxe) go sepcum 4.1.0 (nan

BbilLe) Heobxoammo yaanntb Nats Streaming Server ¢ NOMOLLbO KOMaHAb!:

ANSIBLE USER="<mma nosnez3oBaTens>" ./deploy-infra.sh -A flush all -i
inventories/hosts.yml -c nats-streaming-server

6.2.9. OnosectnTb Nonb3osaTenek MMNO o HeobXoAMMOCTM OYUCTUTL KILWL M cookies
BeO-Opay3epa. WMHaue npu  OTKpbITUM  umHTepdeica [MNO  byaeTr  owmbka

HTTP ERROR 400.

1% CornacHo cneumdmkaumm SemVer 2.0.0
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MPUMEYAHMUE. MNMocne obHoBNeHUs cepBepa NpunoxeHuin MNMO pekomeHayeTcs
0OHOBUTL MODMIbHOE NpunoxKeHue «ABpopa MapKeT» B COOTBETCTBMM C AOKYMEHTOM
«PykoBOACTBO nob3oBaTend. Yactb 6. [lpunoxeHune «ABpopa MapkeT» ANA
onepaumMoHHoM cuctembl ABpopa» AAMI.20134-01 90 01-6 n npunoxkeHue «ABpopa
LleHTp» B COOTBETCTBUM C [AOKYMEHTOM «PyKOBOACTBO Mo/ib30oBaTtend. Yactb 7.

[MpunosxeHwne «ABpopa LeHtp»  4onA onepaLmoHHOM cuctembl  ABpopa»

AAMT.20134-01 90 01-7.
6.3. O6HoBNeHUe OC ABpopa ¢ nomoLbto MY

O6HosneHne OC ABpopa BbINOAHAETCA B CAeAytoLLLen NOCAeA0BaTENbHOCTMU:

6.3.1. O6HOBUTL cepBep NpunoxeHuit MMNO B cOOTBETCTBMM € NoApasaenom 6.1.

6.3.2. 3arpy3uTb B paninoBoe xpaHuauuie NMOOC nakeTbl Tpebyemon Bepcum OC B
cooTseTcTBMM C M. 3.8.3.

6.3.3. O6HoBUTL OC ABpOpa A0 Tpebyemon BepcHMmn Ha TECTOBOW rpynne yCTPOMCTB
C Uenbkd  MNPOBEPKM  KOPPEKTHOCTM  OBHOBAEHMA C  MNOMOLLBbHO  MOJIUTUKM
«MpunnoskerHns/YctaHosuTb Bepcuto OC». Mopsaok paboTbl C NMOAUTUKAMM M Tpynnamm
YCTPOMCTB NMpuBeaeH B AOKymeHTe «PykoBOACTBO Mno/sb3oBaTend. Yactb 3. lNMoacmctema
Mnatdopma ynpasneHma» AAMI.20134-01 90 01-3.

6.3.4. YbeanTbcs, 4TO MOCNE OKOHYaHMA, 3a4aHHOroO B MNpaBuUIe BPEMEHHOTO
MHTEepBaNa OOHOBNEHMS B KApPTOYKE KaXKaoro VYCTPOMCTBA W3 TECTOBOW rpymnmnbl
oTobparkaeTca Tpebyeman sepcua OC ABpopa.

6.3.5. O6HOBUTL NpunokeHuns MMNO Ha TeCTOBOW rpynne YyCTPOMCTB B COOTBETCTBUM
C JOKYMeHTOM «PyKOBOZCTBO No/b30BaTenA. Hacte /. lNpunoxkeHne «Aspopa LleHTp» ana
onepaumoHHom cuctembl Aspopa» AAMI.20134-01 90 01-7.

6.3.6. BbINONHUTL OOHOBAEHME aHANOTMYHbIM 06PA30M A1 OCTaNbHbIX YCTPOMCTB

nocne ycnewHoro obHosneHmns OC ABpopa 1 NPUNOKEHWUIM Ha TECTOBOW rpynne yCTPOMCTB.
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7. YOANEHVE NNO

Ons yoanenua MNMO Heobxo4MMO BbINOAHUTL CAeayolmMe AeNCTBUA:
7.1. TlepenTun B KaTanor co cueHapuammn yctaHosku MMM0O.

7.2. Ypanutb [1MNO ¢ nomoubo KoMmaHabl:

ANSIBLE USER="<umsa nojbs3oBaTens>" ./deploy-ac.sh --action flush all

MoapobHoe onmncaHne NapameTpoB 3aMycKka CKpMNTa deploy-ac.sh Np1MBeAeHO B
noapasaene 4.2.

7.3. YOanuTb KOMMNOHEHTbI cpeabl GyHKLUMoHMpoBaHMA MMNO 1 MHGPaACTPYKTYPHbIE
KOMMNOHeHTbI 11O ¢ noMoLbO KOMaHAbI:

— 6e3 yaganeHna aaHHbIX, XxpaHawmxcsa B CYB/ PostgreSQL:

ANSIBLE USER="<mma nosezoBatTensa>" ./deploy-infra.sh --action flush all

— CyAaneHnem AaHHbIX, xpaHawmxca B CYB/ PostgreSQL:

ANSIBLE USER="<mma noseszosaTensa>" ./deploy-infra.sh --action flush all
--extra-vars "pg uninstall delete data=true"

MoapobHoe onucaHMe napameTpPoB 3anycka CcKpunTa deploy-infra.sh

npueeneHo B noapasaene 4.1.
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8. BAPUAHTbI YCTAHOBKW MNCY

8.1. YctaHosBKa NCY Ha oanH cepBep (xocT) ¢ apyrnmu noacuctemamu MNMNO
[aHHbIN BapnaHT ycTaHoBKM MO ocywecTBAAeTCca MO YMOTYAHUIO.
8.2. YcTaHoBKa MCY Ha oTaenbHbIi cepsep (XxocT)

3aflaHMe aApecoB CepBeEPOB (MMEH XOCTOB), Ha KOTOpble OyayT YCTAaHOB/EHbI
noacuctemb! MMO, ocyuwecTBaaeTca Ha aTtane Hactpouku MMNO (nn. 3.5.2.1). Ana Toro,
4yTOobbl ycTaHOBMTbL [ICY Ha oTAenbHbI cepBep, HEOOXOAMMO B MHBEHTApHOM daline
inventories/hosts.yml 3a4aTb afipec cepBepa (MmaA XocTa), Ha KOTOpPbIN HeobxoaMMOo

ycTaHoBUTb MNCY (push), Hanpumep:

app:
hosts:
ocs—-app.local:
subsystems: auth, appstore,emm,mt, pkgrepo,
acenterapp02:
ocs-push.local: push

OnucaHue nopaaKka  3adaHWs  aapecoB B MHBEHTApHOM  dalne

inventories/hosts.yml npmusedeHo 8 n. 3.10.12.
8.3. OTaenvHan ycraHoska NCY (yctaHoBKa 16 v MCY)

Ona otaenbHon yctaHoBKkM [ICY HeobBXOAMMO  BbIMOAHUTL  C/eAyOLLYHO
nocneaoBaTeNbHOCTb AENCTBUM:

8.3.1. BoinosHMTL nocnefoBaTe/IbHOCTb NencTeumn, npeasycMOTPEHHYIO
noapasgenom 3.2 —n. 3.6.1.

8.3.2. YctaHoBUTb 1B 1 MCY ¢ NOMOLLBIO KOMaHAbI:

ANSIBLE USER="<uma nojb3oBaTena>" ./deploy-ac.sh --subsystems
auth, push

8.3.3. BbinosHMTL nocnefoBaTe/IbHOCTb NencTeumn, npeasycMOTPEHHYIO

n.3.6.3-3.6.5.
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9. BAPUAHTbI YCTAHOBKWN CYB/,

9.1. HeknactepHas (standalone) yctaHoska CYB/]

B maHHOM BapuWaHTe YyCTaHaBAMBAETCA TONbKO oAuH cepBep BJ. MNpumeHseTcs
TaKas yCTaHOBKa B 0AHOHOA0BOM KoHUrypaumm MMNO (n 2.3.2 n 2.3.3).

[lna TOro, 4tobbl BLINONHUTL standalone YCTAaHOBKY cepBepa b/l AocTaTo4HO B
MHBEHTApPHOM ¢alne inventories/hosts.yml B nMpouecce HAaCTPOMKM KOMMOHEHTOB
cpeabl dyHKUMOHMpPOBaHMA TMO M MHPpPACTPYKTYPHbIX KomnoHeHToB [MO (n. 3.5.1)

3a/aTb a4pec X0CTa, Ha KOTOpbI byaeT ycTaHoBMAeH cepBep b/, Hanpumep:

postgresqgl:
hosts:
ocs-db.local:

9.2. YctaHoBKa CYB/] B KnacTepHOM KOHGUrypauum

KnactepHaa ycTaHoBKa cepsepa b/l npumeHaeTcAa B KaTacTpodOyCTONYMBOM
KnactepHo KoHourypaumm [MNO wn npeanonaraeT ycTaHOBKy KnactepoB CYB/ B
Heckonbkmx LUOdax (n. 2.3.7).

BHUMAHMWE! Mpwn yctaHoske MMNO B KNacTepHOM KOHUTYpaUMmM He AonyCcKaeTcs
yCTaHaBAMBaTb cepBepbl npunoxeHni MMO n cepsepbl B Ha 0g4HOM XOCTe.

[Ons yctaHoBkM CYB/[l B KnacTepHoM KoHdUrypaumm Heobxoammo B npolecce
HAaCTPOMKM KOMMOHEHTOB cpedbl @yHKUMOHMpoBaHMA [IMO 1 MHOPACTPYKTYPHbIX
KomnoHeHToB MO (n. 3.5.1) BbINOAHUTb CAeaytolMe HACTPOMKM:

9.2.1. B Katanore inventories CO cuUeHapuamn yctaHoBkM [1MO co3gaTb
OKPY)KeHUA Ansa ocHosHoOro (primary) n pesepsHoro (standby) KnactepoB ¢ MOMOLLbIO

cAeayoLmx KoMaHa,:

mkdir -p inventories/<HasBaHME OKPYXEHMI>
cp inventories/hosts.yml inventories/<HaszsBaHue OKPYXeHUI>/
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Hanpumep:

mkdir -p inventories/ocs-primary
cp inventories/hosts.yml inventories/ocs-primary/
mkdir -p inventories/ocs-standby
cp inventories/hosts.yml inventories/ocs-standby/

MoapobHaa nHbopmauma o HacTpomnkm MMO AnA yCTaHOBKM ero Ha pas/inyHble
OKpy»KeHua npuseaeHa 8 n. 3.10.14.
9.2.2. BbINONHUTb HACTPOWMKY WMHBEHTApPHOro danna hosts.yml A48 OCHOBHOIO

KnacTtepa.

Ona 3TOrO B NHBEHTAPHOM danne inventories/<HasBanue
oxpyxeHua>/hosts.yml HeOOXOAMMO 3a4aTb CAeayroWMe NnapameTpbl:

— patroni cluster — Ha3BaHWe KnacTepa. HazBaHue Knactepa LO/KHO MMETb
CﬂeAVDUHWﬁ¢OpMaT<HasBaHme KJjacTrepa>-—<TUII KnaCTepa>.TMﬂKﬂmjepaﬂpﬂmeH

6bITb primary (OCHOBHON). Hanpumep:

patroni cluster: ocs-primary

— keepalived cluster vip — BUMpPTyanbHbit IP-agpec (virtual IP), koTopbli

byaeT NpMCBOEH aKTMBHOMY cepBepy b/l B OCHOBHOM K/iacTepe, Hanpumep:

keepalived cluster vip:
ocs-primary: 192.168.1.60

NMPUMEYAHUE. BupTtyanbHbin |IP-agpec wcnonb3yeTca Aaa NOAKAKYEHUS
NPUNOXKEHWI (KNMEHTOB) K akTUBHOMY cepBepy b/l.

— ajpeca XoCTOB, Ha KoTopble ByayT yCTaHOBAEHbI cepBepb! B/, Hanpumep:

postgresqgl:
hosts:
acenterdbO1:
acenterdb02:
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— ajgpeca XOCToB, Ha KoTopble OyayT ycTaHoBAeHbl areHTbl Consul. T.K. areHTbl
Consul ycTtaHaBAMBatoTCA Ha cepBepbl B[], BMECTO XOCTOB AOCTATOMHO yKas3aTb rpynny

postgresqgl:

consul agents:
children:
postgresqgl:

BHUMAHME! He nonycKaeT ycTaHoOBKa areHTa un cepsepa Consul Ha oAHOM XOcCTe.

Mpumep MHBeEHTapHOro dalna ANA OCHOBHOrO KjaacTepa npuBedeH B danne
samples/ac/inventories/hosts-patroni-two-dbnode-primary.yml.

9.2.3. BbINONHUTb HACTPONKY WMHBEHTAPHOro ¢aina hosts.yml ANA PE3ePBHOrO

(standby) knacTepa.

Ona 5TOrO B MHBEHTapHOM daiine inventories/<HasBaHue
oxpyxeHus>/hosts.yml HEODXOAMMO 3a4aTb CAeayIoLlLMe NapaMeTpbl:

— patroni_cluster — Ha3BaHWMe Knactepa. Ha3BaHue KNactepa AO0/1KHO MMETb
cnepylowmm GopmaT <HaszBaHME OCHOBHOTO KJjacTepa>-<TuUI KjacTepa>. [UMN

Knactepa A0o/KeH ObiTb standby (pe3epBHbIN). Hanpumep:

patroni cluster: ocs-standby

— keepalived cluster vip-BupTyanbHble IP-agpeca (virtual IP) ana akTmeHOroO
cepepa bJ] B ocHoBHOM Knactepe u ana StandBy Leader cepsepa b/l B pe3epBHOM

Knactepe, Hanpumep:

keepalived cluster vip:
ocs-primary: 192.168.1.60
ocs-standby: 192.168.1.61

— aapeca XOCTOB, Ha KoTopble bByayT ycTaHOBAeHbl cepBepbl b pe3epBHOro

Knactepa, Hanpumep:
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postgresqgl:
hosts:
acenterdbll:
acenterdbl?2:

— ajZipeca XOCTOB, Ha KoTopble byayT ycTaHoBAeHbl areHTbl Consul. T.K. areHTbl
Consul ycTtaHaBnAMBatoTCA Ha cepBepbl BJl, BMECTO XOCTOB [A0OCTATOYMHO yKasaTb rpynny

postgresqgl:

consul agents:
children:
postgresqgl:

BHUMAHME! He nonycKkaeT ycTaHoBKa areHTa u cepsepa Consul Ha oAHOM XOcCTe.

MpuMmep MHBEHTapHOro danna Ans Pe3epBHOro Knacrtepa npuBedeH B danne
samples/ac/inventories/hosts-patroni-two-dbnode-standby.yml.

9.2.4. BoinonHUTb  Apyrme  Hactporku  [MNO 1M KOMMNOHEHTOB  cpeapbl
dyHKUMOHMpoBaHuA MMO B cOOTBETCTBMM C Noapa3aenom 3.5.

9.2.5. BbINOAHUTb YCTAHOBKY KOMMNOHEHTOB cpeapbl PyHKUMOHMpoBaHKMa MMO 1 MNMNO
B COOTBETCTBMW C NOAPA3Le/IOM 3.6 AN1A KaXKA0ro KiacTepa, yKa3asB B KOMaHAax YCTaHOBKM

NyTb K MIHBEHTAPHOMY dalny UAM Ha3BaHME OKPYKEHUA.

[MpuMmepbl KOMaHA:

— KOMaH/Aa YCTaHOBKM BCEX MAKETOB Ha CepBepbl NPUAOKEHNN 1 cepBepbl BA:

ansible-playbook -i inventories/<uas3BaHue OkKpyxeHus>/hosts.yml play-
managed-node-prerequisites.yml -vv -u <uMsa [HOJIL30BATEJII>

— KOMaHAa YCTaHOBKM KOMMOHEHTOB cpeabl GyHKUMOHMpoBaHMA TMO 1

MHPPACTPYKTYPHbIX KoMnoHeHToB [MM10:

ANSIBLE USER="<uma nojp3oBaTena>" ./deploy-infra.sh --env "<uaszBaHue
OKpyXeHua>"

— KOomaHpAa yctaHoBkM [M110:

ANSIBLE USER="<uma nojps3oBaTena>" ./deploy-ac.sh --env "<uaszBaHue
OKpyXeHua>"
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10. YCTAHOBKA MO B KUBERNETES

10.1. MopanoK pa3BepTbiBaHWUA U HACTPOMKMN CepBepa NPUIONKEHU

B tabnuue (Tabnuua 33) npueedeHbl MUHUMaAbHbIE MPOrpammHO-annapaTHble

XapPaKTEPUCTMKM CepBeEpPa NPUNOKEHMUN.

Tabnuua 33
Mapametp 3Ha4yeHune
Testing Production
[Npoueccop 2 aapa 5aaep
Obbem onepaTMBHOM NAMATU 816 1276
Obbem KecTKoro amcka 4076 4076
MO ans ynpaBneHus KoHTeHepamm | Kubernetes Bepcum 1.25 nnu Bbiwe, nnbo cbopka
oT Canonical microk8s

NMPUMEYAHUE. Kubernetes " Platform \ DropApp ABNAOTCA
B3aMMO3aMeHAEMbIMW KOMMOHEHTaMM.

Mpumep ycTaHoBKKM microk8s Ha OC Ubuntu 22.04:

10.1.1. YcTaHOBUTb Ha cepBep MPUAONKEHUI HEODXOAMMble MAKEeTbl C MOMOLLbIO

KOMaHAb!:

apt update && apt -y install ansible python3-pip curl snapd
pip3 install kubernetes
snap install microk8s -classic

10.1.2. BKAto4nTb  paclwimpeHme  hostpath-storage, Heobxoaumoe  ANs
coxpaHeHua AaHHbIx stateful-npunoxkeHnin (NPUNOKEHNN, KOTOPbIM TPebyeTCcA COXPaHATb

,EI,aHHbIe), npun nepesarpy3ke KOHTeVIHepOB C NOMOLbKO KOMaHbl:

microk8s enable hostpath-storage

10.1.3. BKAtOUYMTb pacliMpeHne metallb, HeobxoanMmoe ANA AOCTyNa K CepBMCaM

MMNO (nopTbl 80 1 8009) cHapy*KKn KnacTepa, C NOMOLLbIO KOMaHAb!:

microk8s enable metallb:<mmamnazoH IP-aIpecoB IOICETU CepBepa
IPUIIOXE HUM>
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Hanpumep:

microk8s enable metallb: 10.188.25.196-10.188.25.197

MPUMEYAHUE. Yncno IP-aapecoB B Anana3oHe MOXKET ObITb He MeHee ABYX WTYK.
10.1.4. Y6eamnTbca, YTO pacliMpeHns microk8s M metallb YCNELWHO BKAKOYEHbI U

HaXO04ATCA B CMMCKe AOCTYMNHbIX (enabled) paCLIJl/IDEHI/IVI C NMOMOLWbKO KOMaH4bl:

microk8s status

10.1.5. Ana ynobctBa pabotel ¢ Kubernetes pekomeHayeTcs yCTaHOBMUTb

KOHCOﬂbHHmKﬂMeHTk9S,aTBWKekubectl(:ﬂOMoubK)KOMaHAI

wget
https://github.com/derailed/k9s/releases/download/v0.32.3/k9s linux am
de4d .deb

dpkg -1 k9s linux amd64.deb

curl -LO https://dl.k8s.io/release/ curl -LS
https://dl.k8s.io/release/stable.txt /bin/linux/amd64/kubectl

chmod +x ./kubectl

sudo mv ./kubectl /usr/local/bin/kubectl

10.1.6. Ans paboTbl M3-Noa, HENPUBMAETMPOBAHHOIO NOAb30BaTENS HEODXOAMMO

AOMNONMHNTENIbHO BbINO/THNTL CNhedyrolwme KOMaHAbl:

USER=<uMS [OJIb30BaTEJISI>

sudo usermod -a -G microk8s SUSER
sudo mkdir -p ~/.kube

sudo chown -f -R SUSER ~/.kube

ﬂﬂﬂee,ﬂepe3amﬂ4ByHeTHWO3aﬂMCbb1ﬂOCﬂeaTOK)BHﬂOﬂHMTbKOMaHAW

microk8s config > ~/.kube/config

10.2. Nopapok yctaHoBku MNMNO B Kubernetes

10.2.1. Co3aaTb Ha cepBepe NPUNOKEHMN OTAENbHbIN KaTaa0r, CKOMMPOBATb B HETO

coaepxmmoe DVD c MMNO n nepenTn B CO34aHHbIN KaTanor ¢ NOMOLLbIO KOMaHAbI:

cd <OyThb K KaTaJoTry>

10.2.2. MNepenTn B KaTanor /server C NOMOLLbK KOMAHAbI:

cd <OyThk K KaTaJIoT'y server>
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10.2.3. 3anycTuTb installer-ac-mt.sh WAM installer-ac-mt-spr.sh® ¢

NMOMOLWBbKO KOMaHAbI:

bash installer-ac-mt.sh
W
bash installer-ac-mt-spr.sh

10.2.4. O3HakoMUTbCA C  «JIMUEH3MOHHbLIM COr/lallEHNEM» U MNPUHATL €ro B
cooTtseTcTBMM C M. 3.3.7.

10.2.5. MepenTn B KaTanor co CLEHAapWAMM YCTAHOBKM (KaTanor: /install-
<Bepcmsa IIIO>/install-ac-mt/ WAW /install-<Bepcus MIO>/install-ac-mt-
spr/).

10.2.6. ina paboTbl cueHapues ycTaHoBKM 1110 HeobxoaMMo yCTaHOBUTL B ansible-

KONNEKUMWM NAarnHbl kubernetes.core M community.general C MOMOLLbHO KOMaHAbI:

ansible-galaxy install --role-file requirements-k8s.yml --force

10.2.7. ChopmmpoBaTb KOHPUIypaLUmoHHble panabl MNMO.
[lna aToro HeobxoAMMO NMPUAYMaTb Ha3BaHME OKPY)KeHWs (Hanpumep, k8s) U

3anyCTUTb CKPUNT reHepaLmnmn KOHPUIrypaLMoHHbIX GanioB BbINOAHNUTb KOMAHAY:

./deploy-k8s.sh -e <HaszBaHMe OKpyxkeHusa> -A configs

B npouecc BbINOAHEHMA CKPpUNTa HEOOXOAMMO B MHTEPAKTMBHOM peXxume 3a4aTb
cneayrolme napameTpbi:

— deployment mode — PEXWM YCTAaHOBKWU (testing MAW production). Pexunm
testing pEKOMEHAYeTCA NCNO/b30BaTbh B 03HAKOMUTEbHbIX Lienax. [Mpn ncnoab3oBaHnm
pPeXMMa testing: BCE  KOMMOHEHTbl  cpedbl  GYyHKUMOHMpOBaHMa MMNO u
MHPPACTPYKTYPHble KomnoHeHTbl MMNO ycTaHaBAMBAOTCA B OAHOM 3K3emnaspe b6es
pe3epBMpPOBaHMA, OTCYTCTBYET HEOOXOAMMOCTb B HACTPOMKE BHELIHero 6anaHCMpoBLLMKa
(Bce ycTaHaBAMBaEeTCA Ha ingress-koHTponnepe Kubernetes), KoHTelHepam MeHblue

BblAENAETCA pecypCoB npoueccopa n OI'IepaTl/lBHOl\/’I MNaMATHU,

> HassaHue daltna 3aBMCUT OT BapuaHTa noctaskm MMNO.
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— external ip — BHewHun IP-agpec, no koTopomy byaeTr poctynHo MO
(BbIbMpaeTca Kak ntobon cBOOOAHbIM aApec M3 AMana3oHa, KOTOPbIM yKasbiBaaACA npu
YCTAaHOBKe paclumpeHma metallb). [MOCMOTPETb HACTPOEHHbIM AMana3oH |P-agpecos
MOXHO B MapameTpe .spec.addresses, KOTOPbIM MOMHO MOJYYMUTb C MOMOLLbIO

KOMaH/4bl:

kubectl get ipaddresspool -A -o yaml

— DNS domain — BHELWHWN AOMEH, KOTOPbIA BMECTe C Ha3BaHWMEM OKPYKEHWA
bynetr ¢opmmposatb URL-agpec TMMO http(s)://<HazBanue OKpyxkeHusa>.<DNS
domain>;

— cluster name — MM#A Knactepa Kubernetes, B KoTopblit ByaeT ycTaHOBAEHO
MMNO. Knactep npeaBapuTenbHO A0axeH ObiTb co34aH. [TOCMOTPETb CMMCOK KIacTepoBs

MOHO C MOMOLLbIO KOMaHApb!:

kubectl config get-clusters

— storage class — Ha3BaHMe Knacca xpaHunuwa Kubernetes (StorageClass), c
KOTOpbIM OyAyT c034aBaThCd TOMa XpaHeHusa AadHHbix  (volumes) ana  stateful-

I'IpVIJ'IO)HGHVIVI. HOCMOTpeTb CMMCOK KNaCCoB XPaHUANLL MOXKHO C MOMOLLBbHO KOMAHAbI:

kubectl get storageclasses

— public key — OTKPbITbIK ssh-kaod nons3osaTend OC, mM3-nof, KOTOPOro
3anyckaetca yctaHoBka [MO. Tpu  HEOOXOAMMOCTM  KAKOYEBYHD Mapy  MOMKHO

CHOPMMPOBATL C MOMOLLLIO KOMAHAbI:

ssh-keygen -t rsa -b 4096

— nfs server — NFS cepBep, Mcnonb3yembiit Ans xpaHeHns ¢pannoB NPUAOKEHUI
(MKOHKM, CKpUHLWOTLI, RPM-nakeTsl) n naketos OC. Ecam npeanonaraetca UCnoab3oBaTh
BHEWHUN cepBep, TO HEobxoAaMMO yKasaTb ero |P-agpec (40 yCTaHOBKM Ha HEM yiKe
[OMXHbI ObITb CO34aHbl KaTasoru cornacHo noapasaeny 3.9). Ecav rotosoro NFS cepsepa
HeT, TO HeoHbXoAMMO OCTaBMUTb 3TO Moae NycTbiM, B AaHHOM caydae NFS cepsep byaer

yCTaHOBMEH aBTOMaTUYecKM BHYTpU Kubernetes.
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Mpumep 3aZaHMA NapaMeTPOB:

./deploy-k8s.sh -e k8s -A configs

Please answer a few questions for creating k8s stage configs and
inventories -

Choose Aurora Center deployment mode [testing/production]: testing
Aurora Center external IP: 10.188.25.196

Aurora Center external DNS domain: mydomain.ru

K8s cluster name: microk8s-cluster

K8s storage class name: microk8s-hostpath

SSH public key, that will be used for connections to the Management
Server:

ssh-rsa
AAAAB3NzaClyc2EAAAADAQABAAABGQCSAOASANTgrVxIcCPrgkuXMXOIOy27Z2629IKTM+D
xJTwiEj1In78a50xr9P/rdGOSENWFQRZ3pBeINCiYWB8OgvLMEOhCBQQ498EI64DnC7BepS
4tSQyiPnTaprChQBDI9VBx41eMUMhoR101tCHe0cqgCBtjvRgp/3Z2JScPLMCStU29¢cJ310nP
P29+JduN9FRO5f17/MG1h4MetWFcYc6D2eQJ78pAJ0+1COKEAZpzLRW4QdwidmkI+ukOob2
uunEjOeows2yCumXcKiNpOcp0zV+Kt6y2072rVWrPXN1Zs8wya7dmCULmjKzkOP18GVvATE
fHBYWXBBnvcI9P7P/86wVwecLrjubmdNTAsSDONO+pdlvuuH89Pz8vQxjHEaNPho/Q38RhUX
5E1P4jsNIUVOsgVwdfnIPCdyL7KaI+GOd332YEB8tPHUULCX+wOKCO10gzkwUPMEXTNh6V
HhO40PthwbCEgZv5]jgraWbD5JgcIXiEtSZZ2SMo9WUXaBsNbOt1Gts= root@ubuntu2?2

NFS server for shared storage (ip/hostname or leave empty to deploy in-
cluster nfs server):

B pe3ynbTaTe BbINOAHEHMA CKpUNTa, ByayT chopmMMpoBaHbl MHBEHTAPHbLIA dainn
OKpy)KeHuns (daln: inventories/<uasBanme okpyxeHma>/hosts.yml), a TaKxKe
KOHOUIypaUmoHHble dannbl OKpyXKeHua (KaTanor: config/environments/<uaspaHue
oxpyxenus>/). [loagpobHaa MHOOpMaUMA O KOHOUIYPALMOHHbLIX dalinax OKPYKEHWUM
npueeaeHa B n. 13.2.8. MNpn HE0BXO0AMMOCTU U3MEHEHUA B AaHHble Gainbl MOXKHO BHECTHU
BPYYHYIO.

BHUMAHMUE! YctaHoska MO npegnonaraer HaauymMe npasB aAMWUHUCTPATOPa
(cluster-admin) B Kubernetes.

Mpu OTCYyTCTBMWM MpaB aAMUHUCTPATOpPa HeobxoAMMO BbIMOAHUTL CAeaytolne

nencTema:
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— CreHepupoBaTb MWHWMMaNbHble npaea goctyna (RBAC), Heobxoammble Ans

YCTaHOBKM M 0bHOoBAeHMA MMO ¢ NOMOLWb0 KOMaHAbI:

./deploy-k8s.sh -e <Haz3BaHMe OKpyxXeHMsa> -A render rbac

Hanpumep:

./deploy-k8s.sh -e k8s -A render rbac

B pesynbTate BbINONHEHMA cKpunTa, 6yayT cdopmmpoBaHbl daiabl ¢ NpaBamu
AOCTyNa ANA yCTaHOBKM (Pain: rendered/ocs-rbac/ocs-rbac-initial.yaml) W
obHoBneHuA MMO (dann: rendered/ocs-rbac/ocs-rbac-update.yaml).

— nepefaTb CreHepumpoBaHHble dalabl agMuHucTpaTopy Kubernetes pana
CO34aHMA YYETHOM 3anncK, ¢ KOTopon byaeT Npom3BeaeHa YCTaHOBKA ManM obHoBAeHUE
nno.

10.2.8. Co3paTb docker-obpasbi cepsumcos MMM0.

10.2.8.1. 3aaatb 6a3osyto OC:

[Ons 3TOro B KOHGUrypauMoHHOM ¢alne config/environments/<HaspaHue

OKpyXeHus>/vars/ vars.yml HeobxoaMMOo 3a4aTb Ceaytolme NnapameTpbl:

docker os: <OS> # ubuntul|sberlinux|astralinux|redos|altlinux
docker registry basepath: <docker registry basepath>

Hanpumep:

docker os: ubuntu # ubuntul|sberlinux|astralinux|redos|altlinux
docker registry basepath: "docker.test.ru/ac"

10.2.8.2. YKa3aTb TN YCTaHOBKMU.

EcTb 2 BapunaHTa pa3sepTbiBaHuA MNMO B Kubernetes:

1) Co cbopkomn otaenbHoro docker-obpasa ans Kaxaoro cepsuca MMO;

2) Co cbopkoi obuero docker-obpasa, MCnoab3yemoro A4 3anycka KOHTeMHepoB
MMNO, B KOTOPble MCMONHAEMblE MOAYNM ByAyT 3arpysKeHbl B MOMEHT 3amnycKa.

[na storo B KOHOUrypaumoHHOM daline config/environments/<HazBanue
OKpyXeHus>/vars/ vars.yml HeobxoaMMo 3a4aTb CieAyoWmin NnapameTp:

— BapuaHTa 1:
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k8s per service images: true

— BapWaHTa 2:

k8s per service images: false

10.2.8.3. 3anornHntbca B docker-peecTp, Kyaa byayT 3arpykeHbl cobupaemblie
obpa3sbl.

[1ns 3TOro HeobXoAMMO BbINONHUTL CIEAYIOLLYI0 KOMaHAY:

docker login <registry>

Hanpumep:

docker login docker.test.ru

10.2.8.4. BbinonHUTb cOOPKY KOHTEMHEPOB N NepemecTutb Mx B docker-registry c

NOMOLWBKO KOMaHAbl:

bash deploy-k8s.sh -e <uaseanHme OxpyxeHua> -A build docker images

Hanpumep:

bash deploy-k8s.sh -e k8s -A build docker images

10.2.9. BbinonHuTb ycTaHoBKY (1110 ¢ noMouLbo KOMaHAbI:

bash deploy-k8s.sh -e <HazBaHME OKPYXeHUI>

Hanpumep:

bash deploy-k8s.sh -e k8s

B cnyyae ycnelwHoM yCTaHOBKK DyaeT BbiBeAeHO coobuieHne cneayollero BMaa:

Congratulations, all done!

You can access AC from the following URLs -
Ul: http://k8s.mydomain.ru/auth/admin/
management-server: ssh ocs@k8s.mydomain.ru

!Warning!

check that k8s.mydomain.ru has a correct DNS record
k8s.mydomain.ru A 10.188.25.196

or alternatively add to your local /etc/hosts file
10.188.25.196 k8s.mydomain.ru
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[MepBOHa4yanbHbiM Bxoa B MO ocyuwectBasetca C  nomoluipto  KoHconm
agMuHuctpatopa b M npeayCcTaHOBNEHHOW YYeTHOW 3anMcKM B COOTBETCTBMM C

noapasaenom 3.7.
10.3. Nopaaok yaaneHua NMNO u3 Kubernetes

Ynanenue MMNO n3 Kubernetes ocyLecTBAAETCA C NMOMOLLbIO CAeAYOLINX KOMaHA,:

bash deploy-k8s.sh -e <HazBaHMe OKpyxeHUaA> —-A delete
kubectl -n <maszspaHue okpyxeHMusa> delete pvc --all
kubectl delete ns <Ha3BaHME OKPYXEHMUI>

Hanpumep:

bash deploy-k8s.sh -e k8s -A delete
kubectl -n k8s delete pvc --all
kubectl delete ns k8s
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11. NOPAOOK UMIMOPTA OTHETOB B GRAFANA

MPUMEYAHUE. TectnpoBaHune npoBoannock ana Grafana sepcmun 11.6.2.

[nsa nmnopTa otyeToB B Grafana Heo6xoAMMO BbINOAHUTL Caeayolme AeACTBUA:

11.1. YctaHoBuTb Grafana B COOTBETCTBUM C  WMHCTPYKUMEM C  CaiTa
pa3pabotumka (https://grafana.com/grafana/download?pg=get&platform=docker&plcmt

=selfmanaged-box1-ctal&edition=0ss), Hanpumep, BbINOJHNB KOMAHAY:

docker run -d --name=grafana -p 3000:3000 grafana/grafana-oss

MPUMEYAHUE. Beb-nHtepderic Grafana B gaHHoOmM cnydae byaeT AOCTyneH No
aapecy http://localhost:3000/ (NOrMH: admin, NAapob: admin).

11.2. MNoakntoumnTb 6a3y AaHHbIX MY (emm) B KayecTBe UCTOYHMKA AaHHbIX (Data
Source).

[lna sToro Heob6xoAMMO BbINOAHUTbL Ceaytoline AeNCTBMA:

11.2.1. Nepentn Ha dopmy BbiIbOpa MCTOYHMKA AaHHbIX (menu -> Connections -
> Data sources)

11.2.2. HaxaTb KHOMKy «Add data source».

11.2.3. Boibpatb CYB/] PostgreSQL.

11.2.4. 3an0onHUTb cneayolme napameTpbl NOAKAIOYEHNSA K Ba3e AaHHbIX:

— Name: Ha3BaHWe MCTOYHMKA [AaHHbIX (NPOM3BONAbHOE Ha3BaHWE, Hanpumep,
AC_emmﬁ

— Host URL: agpec u nopt CYb/;

— Database name: emm;

— Username: emm,

— Password: Napo/ib NONb30BaATE/IA emm;

— TLS/SSL Mode: disabled;

— Version: Bepcma CYB/ PostgreSQL nam PostgresPro, ncnonosyemas s [110.

11.2.5. HaxkaTb KHOMKy «Save and Test».
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11.3. BbINOAHUTL  MMMOPT OTYEeTOB devices-dashboard.json, audit-
dashboard. json, distribute-applications-dashboard.json, distribute-

scripts-dashboard.json, linux-updates-dashboard.json W applications-
dashboard. json.
NMPUMEYAHUE. Pannbl oT4eTOB Hax0AATCA B KaTanore samples/dashboards/.
[ns umnopTa OTYETOB HEOHXOAMMO BbINMOAHUTL CAeAyolmMe AeNCTBUA:
11.3.1. MNepenTtn K Gopme MMNOPTa OTYETOB (menu -> Dashboards).
11.3.2. HaxaTb KHOMKy «New».
11.3.3. V3 BbiNnagatoLLero cnnucka Boibpatb «Import».

11.3.4. Jo6aBuTb OT4YeT devices-dashboard.json B 06/1acCTb 3arpysku json-

11.3.5. HaxaTb KHOMKyY «Import».
B pesynbtate B Grafana nossutcA MHPOpmauUMOHHaa naHenb (dashboard) c

oTyeToM. Mpumep nNpueeseH Ha pucyHke (PrucyHok 43).

~ 06was nHpopmMaLmua No YCTPORCTBaAM

Bcero yctp He B apxue 3eperucTp AKTUBMpOBR Aktue G YpaneHso! (i

LINUX

49072 3297 95 1868

MNnatdopmMbl Tun ycTpoAcTE Mopaenu ycTpodcTe

== [naHwer

== Android 5 = CMapTHoH

Tuns OC Crarychl CooTBETCTEHE NOANUTHKAM

46 28 18 |C"u»|u4-:u

B apxuBe

F‘.F’HE‘“DDEEH
. - B NpOLEcCE aKTHBALMK
33perucTPUpOBaH

Sailfish  Aurora  Android [opbkuii

PucyHok 43
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11.3.6. NostopuTb NyHKTbI 11.3.1-11.3.5 AnA ApyrMx OT4ETOB.
NMPUMEYAHUE. B ot4yeTbl «CnMCOK NPUNOXKEHWM HE noa ynpaBAeHMEM Mo
ycTponctBam» M «CnMCOK NPUNOXKEHUA He NoA ynpaBieHMem» He MonadatdT CAMCKM

cuctemMHbix npunoxkeruin OC Android, OC Aspopa, PEJ OC n OC AnbT Linux.
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12. KOHOUTYPAUMOHHBIE ®AN/TbI CLLEEHAPUEB YCTAHOBKM CPEAPbI
®YHKLIMOHUPOBAHWA NMNO Y UHOPACTPYKTYPHbIX KOMMOHEHTOB
nno

12.1. KoHdpurypaumoHHble $aitnibl CLieHapueB YCTaHOBKN cpeapbl GYHKLIMOHUPOBAHUA

MNO n HPpPaCTPYKTYPHbIX KOMNOHeHTOoB MNMNO

12.1.1. MHBeHTapHbIN dain inventories/hosts.yml

B MHBeHTapHOM daline inventories/hosts.yml COAEPHKATCA agpeca CepBepos
(MmeHa XOCTOB), Ha KOTOpble YCTaHOB/AEHbI (DyayT yCTaHOB/AEHbI) KOMMOHEHTbI Cpeabl
dyHKUMoHMpoBaHmAa MMNO mn noacuctemsl MMO. OnmMcaHne NapameTpoB MHBEHTAPHOTO
dalna inventories/hosts.yml NpMBeAEHO B CaMOM dainne.

®ann cueHapusa yCTAaHOBKM ANA YCTAaHOBKM cpeabl PyHKUMOHMpoBaHMA M0 u
MHOPACTPYKTYPHbIX KOMMOHeHTOoB [1MO Ha 1cepBepe C [AOMEHHbIM WMMEHEM

ocs-app.local MMEET CAeayoLLni BUA:

all:
children:
oCs:
vars:
# HaszsBauue kjacrtepa CYB] Postgres
# patroni cluster: ocs-primary

# BupTyanbhwele IP-ampeca (virtual IP), KoTopee OyOyT NIPUCBOEHE
AKTVMBHOMY
# cepBepy Bl B OCHOBHOM kJjlacTepe u StandBy Leader cepsepy EBI B
pPe3epPBHOM
# wJacrepe
# keepalived cluster vip:
# ocs-primary: X.X.X.X
children:
# Cepeepa npwuiioxenust IO
app:
hosts:
ocs—-app.local:
# KouHTeHT-cepBepa
content:
hosts:
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# CYBI Postgres
postgresqgl:
hosts:
ocs—-app.local:
# Kemmpymoumii DNS-cepBep
dnsmasqg:
children:
app:
content:
redpanda:
# BamaHcupoBuuk cepBucoB "Nginx Web Server"
nginx:
children:
app:
content:
pxe:
# Cucrema oOHapyxenus cepBucor "Consul" cepBepa NPUIOXEHUN
consul:
children:
# CepBepa cucrTems oBHapyxeHmsa cepBucoB "Consul"
consul servers:
children:
app:
# AreHTH cucTeMel OOHapyxeHus cepBucoB "Consul"
consul agents:
children:
# postgresqgl:
# Cucrema oOHapyxeHus cepBucor "Consul" KOHTeHT-cepBepa
consul content:
children:
content:
# CpencTBO ymnpaByieHus KoHOuUITypaumsamm cepsucos "Consul
Template"
consul template:
children:
app:
content:
# CepBHMC TapaHTUPOBAHHOM mocTaBku coobmeHmr NATS Streaming
Server
nats streaming server:
children:
app:
# CepBmMC TapaHTUPOBAHHOM IOOCTaBKM coobmeHmy "Redpanda"
redpanda:
children:
app:
valkey:
# CYBI Valkey nons XpaHeHUS CeCCHUM
children:
app:
# Valkey Sentinel ofecneumBaeT BECOKYK OOCTymnHOCTb CYEI
Valkey
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sentinel:
children:
app:
# [puioxeHMe g CUHXPOHM3aumm oarnnos Syncthing
syncthing:
children:
app:
# PXE cepBep mjia 3arpy3KM IO CeTU
pxe:
children:
app:
hosts:

12.1.2. HacTponKM cueHapmeB YCTaHOBKM cpeapl PyHKUMoHMpoBaHMA [MNO 1
MHOPACTPYKTYPHbIX KOMMOHEHTOB Mnno B KOHPUIYPaLMOHHbIX dannax

config/vars/ vars.yml n config/subsystems/<Ha3BaHue nogcuctembi>/vars/ vars.yml

B AaHHbIX KOHOUIypaUMOHHbLIX dannax 3a4atoTca  HACTPOMKM  CAedytolmx
KomnoHeHTOB: Redpanda, Consul, CYB/, Valkey n CYB/[] PostgreSQL. KoHpUrypaumoHHble
dannbl _vars.yml MCMONB3YIOTCA TONIBKO B NPOLLECCEe YCTAHOBKM.

OnucaHne napameTpoB KOHOUIypauMOHHbIX dannoB vars.yml NpuMBeAEeHO B

KOHPUTYPaLMOHHbIX bannax B BUAE KOMMEHTAPUEB.

12.1.3. HacTpoMKKM naponen 1 cekpeToB KOMMNOHEHTOB cpeabl PyHKUMOHUPOBAHMA
MO  ”  MHPPACTPYKTYpPHbIX KomnoHeHToB (MO B  KOHQUIypaumMoHHbIX  dainax

config/secret.yml n config/subsystems/<Ha3BaHune noacucremsl>/secret.yml

B AaHHbIX KOHOUTYPALUMOHHbLIX Gainax 3a4atoTcs NAPOAM U CEKPETLI CNeayoLMX

KomnoHeHToB: Redpanda, Consul, CYB/[, Valkey n CYb/, PostgreSQL.
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13. KOHOUTYPALIMOHHBIE ®AMNNBI NMNO
(CLEHAPUEB YCTAHOBKW MMNO)

13.1. O6bwasa uHPopmaLma 0 KOHPUIYPaALUMOHHBIX paitnax MMNO

MPUMEYAHUE. OnuncaHne napameTpoB KOHOUIYpaUMOHHbIX $anaoB cueHapues
yctaHoBKku MNMO m MMNO npuBeaeHO B KOHPUTYPALUMOHHbIX Gainnax B BUAE KOMMEHTAPUEB.
CTpyKTypa KOHPUrypaumoHHbix darnos MO B obuem Buae npuBeaeHa Ha
pucyHke  (PucyHok 44). MupHbiM  WpndTOM  BblAeNeHbl  Ganabl, noaaexauime
pefaKTMpoBaHMO.  PedaKTMpoOBaHMe  NapameTpoB B OCTadbHbiX  daniax  He

npegnonaraeTcAa.

/var/ocs/config/
—— environments
L <Has3BaHMue Opr%(eHI/IF.{>
—— vars
L— vars.yml
L config.yml
—— subsystems
L — <naspanme nomcucremer>
—— applications
—— <Ha3BaHMe CcepBuUCa>
— vars
—— services.yml
—— vars.yml
- config.yml
—— internal.yml
—— scopes.yml
—— config.yml
—— internal.yml
—— secret.yml

PucyHok 44
MO coaepxunT cneaytolime TMnbl KOHGUIYPaLNOHHbIX GainaoB:
— KOHOUrypaumoHHbit dann MMO (/vars/ocs/config/config.yml);
— KOHUIYypaUMOHHble dannbl noacucrem rnro

(/vars/ocs/config/subsystems/<HaspaHue nomcucTemer>/config.yml);
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— KOHOUIypaumMoHHble dalnbl C NAPOASMMU M TOKEHAMM KOMMOHEHTOB cCpeapl
OYHKLUMOHMPOBAHMUSA Mro 7 NHPPACTPYKTYPHbIX KOMMNOHEHTOB rnro
(/vars/ocs/config/secret.yml);

— KoHdUrypaumoHHble  dannbl  cepsucos  (moaynen) TMNO  (/vars/ocs
/config/subsystems/<HazBaHue noncucremu>/applications/<HazBaHue
cepsuca>/).

B KoHduUrypaumoHHom dparine MMO coaepratca HacTporku MMMO.

B KOHDUIypaLUMOHHbIX Galiax NoACUCTEM COAEPHKATCA HAaCTPOMKM noacuctem MMM0O.
Tak¥e B KOHPUrypauMoHHble ¢anabl MOACUCTEM BblHECEHbl (MOryT ObiTb BbIHECEHbI)
OTAeNbHble HAacTPOoMKM cepBunco MNMMO, KOTopble MOXKET M3MeHATb aamuHmucTpaTtop MMO. B
NAHHOM C/ay4ae B KOHPUrypauMoHHOM daline CoAepHUTCA CeKuma C MMEHEM CepBMca.
Hanpumep, cekuma Ansa cepeBuca ocs-auth-accounts-users-api BbIIIAANT CAEAYHOWLMM

obpazom:

ocs—-auth-accounts-users-api:

##

# The number of recently used passwords,

# which system will store for forbidding use it for new password
creating.

##

passwordHistoryDepth: 3

##

# Maximum inactivity period 45 days.

# If account not use system during this time, account will be
blocked.

# Must be greater or equal to OIDC refresh token lifetime.

##

maxAccountInactivityPeriod: "1080h"

BHUMAHUE! PepaktnpoBaHMe KOHPUIypaUMOHHbIX ¢aliioB CepBUCOB  He

npegnonaraeTca.




222
AOMTI.20134-0191 01

13.2. O6wasn ntHpopmauma 0 KOHPUTrypaUMOHHbBIX pannax cueHapues yctaHoBKkM MNMO

CTpYKTYpa KOHPUTYpaLMOHHbIX GpalinoB cleHapues ycTaHosKM MMO B obuiem Buae
npuBeaeHa Ha pucyHke (PucyHok 45). HupHbim wpudTtom BblaeNeHbl  dalinbl,
noasexalme peaakTMpoBaHuio. PelakTMpoBaHe napameTpoB B OCTa/lbHbIX dalinax He

npegnonaraeTcAa.

install-ac-mt
—— config
—— environments

L — <uasBanme OKPYXEeHUI>
—— subsystems

L <HasBaHmMe I[NOICUCTEMEBI>
—— applications

<Haz3BaHMUE CepBUCA>

—— vars

services.yml

— _vars.yml

—— config.yml (unmn config.yml.j2)
—— internal.yml

—— scopes.yml

—— vars
L— vars.yml

—— config.yml.j2

—— internal.yml

—— yvamllint.release.yml
— secret.yml

— inventories

— <Ha3BaHMEe Opr%(eHI/IF{>
— hosts.yml

PucyHok 45

CueHapum yctaHoBkM TMO coaep:kaT cneayouime TUnbl KOHOUIYPaALMOHHbIX
darnnos:

— WHBEHTAPHbIN pain inventories/hosts.yml;

— KOHOUIYPALMOHHbIN bann cueHapuAa YCTaHOBKM rro
config/vars/ vars.yml,

— KOHOUrypaumoHHble  dalnbl  CUeHapueB  yCTaHOBKM  noacuctem  [MO
config/subsystems/<HasBaHme nomcmucrTeme>/vars/ vars.yml,

— wabnoH koHdurypaumnmoHHoro dana MMO (config/config.yml.j2);
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— KOHPUrypauMoHHble dannbl noacmcrem rro
(config/subsystems/<uasBaHme nomcucTems>/config.yml);
— WabnoHsbl KOHPUTIYpPaLMOHHbIX dannos noAacucTem Mno

(config/subsystems/<uasBaHue nomcucTems>/config.yml.j2);

— KOHOUIypaLUMOHHble bannbl cepBucoB (moaynen) nno
(config/subsystems/<uasBaHue nomcucTeMer>/applications/<HazBaHue
cepsuca>/);

— KOHOUrypaumoHHbIN Gann C NaponaMm M TOKEHAMW KOMMOHEHTOB Cpeabl

dyHKUMoHnpoBaHuA MMNO n MHGPaCcTPYKTYPHbIX KOMNOHeHTOB MIMO config/secret.yml.
13.2.1. HBeHTapHbIM dain inventories/hosts.yml

B MHBEHTapHOM dalifie inventories/hosts.yml COAEPKATCA agpeca CepBepOB
(MmeHa XOCTOB), Ha KOTOpble yCTaHOBAEHbl (byAyT yCTaHOBAEHbI) KOMMOHEHTbI Ccpeabl
dyHKuMoHnposaHua MNMO, MHPpaACTPYKTYPHblIe KOMNOHeHTbI MNIMO 1 noacuctems MMO.

OnucaHve napameTpoB MHBEHTApHOro ¢anna inventories/hosts.yml

npueeaneHo s n. 12.1.1.

13.2.2. Obwmn KOHPUTIYPaLMOHHbIN dann CLeHapueB YCTaHOBKM

config/vars/ vars.yml

KoHourypaumoHHbin ¢ann config/vars/ vars.yml ABAAETCA OOWMM ANA BCeEX
noacuctem u moaynen MMO M coaepKMT NOAHLIA NepevyeHb OOLWKMX NapaMeTpos,
OTHOCALMXCA K noacnctemam n moaynam Mro.

KoHourypaumoHHble darinbl  vars.yml WCNOAb3YOTCA TO/MbKO B MpoLecce
YCTAHOBKMW, MPM 3TOM KOHPUrypaumoHHble ¢alnbl config.yml (config.yml.j2)

MCMO/Ib3YIOTCA KaK B NPOLIECCe YCTaHOBKM, TaK M B npoliecce aKkcnayaTtauum MMMo.
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13.2.3. KoHpurypaumnmoHHble dalinbl cLueHapueB yCTaHOBKM ans noacuctem M0

(bannbl: config/subsystems/<HassaHne noacucremsi>/vars/ vars.yml)

KoHburypaumnmoHHble dainbl _vars.yml MNOACUCTEM COAEPXKAT NapameTpsl,
OTHOCALWMECA K KOHKPeTHOM noacucTeme. TakKe AaHHble Gainbl MOTyT ObITb AOMONHEHDI
napameTpamm 13 obuiero KOHPUrypauMoHHOro Ganna, 3Ha4YeHUs KOTOPbIX HEOBXOANMMO
nepeonpenennTb ANA 3a4aHHOM NOACUCTEMBI.

KoHurypaunoHHble ¢alnbl  vars.yml B OCHOBHOM COAEPXKAT HACTPOMKM
B3aMMOAEMNCTBUA MNOACUCTEM C KOMMOHEHTaMW cpedbl dyHKUMOoHMpoBaHMa [MMNO un
MHOPACTPYKTYPHbIMKU KOMNoHeHTamu MO, PacnonaratoTca B KaTanore co cueHapuamm

YCTAaHOBKM NO CAefytoemy nyTm:

config/subsystems/<unaszBaHue nomcmucreMmer>/vars/ vars.yml

Hanpumep, KOHOUIypaUMOHHbIM dann vars . yml Ana Mb6:

config/subsystems/auth/vars/ vars.yml

13.2.4. WabnoHbl KoHPUrypaunoHHbix pannos MMO n noacuctem MMO

Ha ocHoBe paHHbIX $annoB B npouecce yctaHoBku T[1MO  dopmunpytoTca
KOHPUrypaumoHHbie ¢pannbl MMO n noacuctem MMO. 3HavyeHMs NapameTpoB B WabioHax
KOHPUTypaUMOHHbIX dannos noacuctem [MMO 3apatoTca agMUHUCTPATOPOM, a TaKKe
CLUEeHapWAMM YCTAHOBKM HaA OCHOBE 3HaYeHWM, 3a4aHHbIX aAMWHUCTPATOPOM B
KOHOUIYpPauUMOHHbIX Gannax vars.yml.

[laHHble KOHGUIypaLMOHHble Galibl pacnonaraoTcs No caeayrowemy nyTn:

config/config.yml.j2
config/subsystems/<uasBaHme nomcucremu>/config/services/config.yml.j2

Hanpumep, WwabnoH KoHbUrypaumoHHoro darna rMb:

config/subsystems/auth/config/services/config.yml.j2
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13.2.5. KoHOUrypaLUMOHHbIM Gaan ¢ NaponaMM U TOKEHAaMM KOMMOHEHTOB cpe/pbl

PyHKUMOHMpoBaHMA MMNO 1 MHGPaACTPYKTYPHbLIX KomnoHeHTos MMO config/secret.yml

B AaHHOM KOHQUrypaumoHHOM aine 3a4atoTcAa Naponam M ToKeHbl Redpanda,
Consul, CYb/ Valkey, CYB/[, PostgreSQL, a TakKe CEKPETHbIM KN4 KAMEHTOB (CepBMCOB) U
KoY  WKnPpoBaHMA CceKpeToB, xpaHAwmxca B8 bBA. Mpu yctaHoBke [MNO aaHHble

KOHOUIypaumoHHble Galiibl KONMPYHOTCA Ha CEPBEPbLI MPUIONKEHNI.
13.2.6. KoHourypaumoHHble dannbl noacmctem MO

B AaHHbIX KOHPUIypauUMOHHbIX dalnax 3adatoTca  3HAYeHMA napameTpos
noacuctem MMO. B oTanyme ot wabnoHoB KOHPUrypaunmoHHbIX ¢annos noacmctem MMMO
3HaYeHMA NapaMeTpPOB 3a4at0TCA TO/IbKO aAMUHUCTPATOPOM.

NaHHble KOHGUTYpaLUMOHHbIe dai/ibl pacnosaralTca No cAeyoWwemy nyTu:

config/subsystems/<HazBaHue noncucremu>/config/services/config.yml

Hanpumep, wWabnoH KoHPUrypaumoHHoro panna MNMM:

config/subsystems/appstore/config/services/config.yml.j2

13.2.7. KoHpurypaumoHHble parnbl cepsmcos MMO

KoHdUrypaumnmoHHble ¢palinbl CEPBMCOB PAcnoaaratoTca B KaTaaore co CLeHapusamm

YCTQHOBKM NO caeaytouemy nyTu:

config/subsystems/<Haz3BaHue noncucrTeme>/applications/<HazBanue
cepBuca>/

Hanpumep, KOHPUrypaumoHHble ¢alnbl cepBuca ocs-auth-adminconsole-ui

Mb:

config/subsystems/auth/applications/ocs—-auth-adminconsole-ui/

OnucaHMe napameTpoB KOHOUIypauUMOHHbIX ¢alioB CepBMCOB NPMBEAEHO B
CaMUX KOHPUTYPaALIMOHHbIX dalinax B BUAE KOMMEHTAPMEB.
BHUMAHUE! PepaktnpoBaHue KoHOUTypauMoHHbIX dannos cepsucos MO He

npegnonaraeTcAa.
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13.2.8. KoHpuUrypaunoHHble Gaiiabl OKPYKEHUIN

B KOHOMIrypaUMOHHbIX dainax OKpPYKeHuAa nepeonpenenatoTca napameTpsl

KOHPUIYpPaLUMOHHbIX GannoB, onucaHHbix B N. 13.2.1 — 13.2.7 andA 3a4aHHOr0 OKPYKEHMUA.

Pacnonaratotca [aHHble KOHOUTYpPaLIMOHHbIe bannbl B KaTanorax
config/environments/<HazBahHue OKpPYyXeHUs>/ 7 inventories/<HasBaHue
OKPYyXeHUs>/.

BHUMAHWUE! B KoHPUIrypaUMOHHBLIX dalnax OKPYXKEHUA He [A0nycKaeTcs
MCMNO/1b30BaTb WabA0HbI KOHOUTYPALMOHHbLIX halioB (PannoB C paClMPEHUEM «.j2»).

[Ona nepeonpegeneHva napameTpa HeobXoAMMO BbIMOAHUTL Caeaytolime
NEencTemA:

— CO34aTb B KaTa/siore inventories/<HasBaHue OKPyXeHMUSI>/ MHBeHTapHuﬁ
dann hosts.yml N0 aHaNoOrmm ¢ pamnom inventories/hosts.yml 1 334aTb B CO34aHHOM
dalne Tpebyemble 3HaYEHNA NAPaAMETPOB;

— C034aTb B KaTanore config/environments/<HazBaHue OKpYXeHMuI>/
Tpebyemblin KOHPUTYPALMOHHbBIN Galn C y4eTOM €ro pacnonoXKeHma B KaTanore config.

Hanpumep, AnA nepeonpeaeneHna MNapameTpoB KOHGUrypaumoHHoro darna
config/vars/ vars.yml ANA OKPYKEHWA release AO/KeH OblTb CO34aH CAeAyOWNA
KOHQUIYPaUMOHHbLIM Gann: config/environments/release/config/vars/ vars.yml;

— CKonmpoBaTb Tpebyemblt NapameTp (BKAOYAA CeKLUMIO, B KOTOPYH BXOAUT
napameTp) M3 obuwero kKoHouUrypaunmoHHoro ¢arna cueHapues yctaHoBku MO mnau
KOHOUrypaumoHHoro daiina cueHapues ycTaHoBKM noacuctem MMo;

— BCTaBWTb CKOMMPOBAHHOE 3HAYeHMe B aHANOMMYHbIA KOHOUIYPAUMOHHbBIA Gainn
NNs 3a1aHHOTO OKPYXKEHUS;

— 3a4aTb Tpebyemoe 3HaYeHne napameTpa.
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13.2.9. NMopsaaok paboTbl C KOHPUTYPALMOHHBbIMKU GalaMn CLEHAPNEB YCTAHOBKM

Mno

MapameTpbl KOHOUIYpPaLMOHHbIX GalfoB CLEeHapWeB YCTAaHOBKM MPUMEHSHOTCA

COTNacHoO NpuopuTeTam, 3a4aHHbim B Tabanue (Tabavua 34).

Tabnuua 34

Tunbl KOHPUTYPALMOHHBIX
dannos

Katanor (ums ¢aiina)

MopAnoK NPUMEHEHMA
napameTpos (npuopuret

napameTpoB)
Obwwme (ana scex noacmuctem |config/vars/ vars.yml 1 (camblt HU3KNM
n moaynen MNMo) npUopuTeT)

KOHOUIypauynoHHble dainnbl
(WaboHbl
KOHOUIYpaUMOHHbIX hainos)
cueHapues yctaHoBkK 1110

config/config.yml.j2

KoHdurypaumoHHble daitnsl  |config/subsystems/<Hassan |2
>

cLeHapueB YCTaHOBKM e momcycTeMt>/vars/

noacuctem MMO
Hanpumep,
config/subsystems/auth/va
rs/

Ob6wme (ana scex noacucTem config/environments/<uHase |3

n moaynen MNro)

KOHPUIypaLUMOHHbIe panbl
cueHapues yctaHoBKkK 1110
ANA 3a0aHHOTO OKPYXeHMUA

anue
OKpyXeHmsa>/vars/ vars.yml

config/environments/<HasB
aHue
okpyxenus>/config.yml

KoHdurypaumoHHble panbl
CLLeHapuMeB YCTaHOBKM
noacucrtem MNMNO ans
3a/1aHHOTO OKPYXKEHMUA

config/environments/<oxpy
XeHue>/<HasBaHUE
noncucTeMer>/vars/

4 (camMblit BbICOKMI
npuopuTeT)
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Mpu yctaHoske TMO napameTpbl KOHOUTYPALMOHHbBIX GaliioB NMPUMEHSIOTCA B
COOTBETCTBMM C MOPAAKOM, npuBedeHHbIM B Tabnuue (Tabnuua 34), T.e. cUeHapui
yCTaHOBKM  0b6pabaTbiBaeT CHa4vasna KOHPUrypauMoHHble  dalabl B KaTanore
config/vars/, 3aTem B KaTanore config/subsystems/<Has3Banue
noncucTemer>/vars/ W T.4. Ecam, Hanpumep, Kakon-nnbo napameTp OAHOBPEMEHHO
33f4aH M B config/vars/ W config/subsystems/<uHassanue nomcucremer>/vars/, [1110
bynet YyCTaHOB/IEHO co 3HaYeHneMm napameTpa, 3a4aHHbIM B
config/subsystems/<Ha3BaHue MNOOCHCTEME>/vars/

Huxe onuncaHbl Npasuaa 06paboTkM cueHapmamm ycTaHoBkM MMO napameTpos,
MaCCMBOB N CMUCKOB, €C/TM OHW OAHOBPEMEHHO 3a4aHbl B HECKONbKNX KOHOUIYPALIMOHHbIX
dannax.

Mpasnno 06paboTkM NapameTpoB: 3HAYEHME NapameTpa B KOHPUIypPaLMOHHOM
danne c Honee BbLICOKMM NPUOPUTETOM MepeonpeaenseT 3HadyeHue MnapameTpa B
KOHPUIypaumoHHOM paine ¢ 6onee HU3KUM NPUOPUTETOM.

[Mpumep napameTpa:

valkey password: "example valkey password"

MpaBuno 06paboTKM MaccKMBOB: MAaccMB B KOHPUIrypaUMOHHOM dainne c bonee
BbICOKMM MPUOPUTETOM NepeonpeaenseT MacCus B KOHOUrypaumoHHom ¢anne c bonee
HU3KMM NPUOPUTETOM.

[Mprmep maccmBa:

pPg_hba settings:

- type: local # Unix-socket access
name: all
database: all
method: trust

- type: host # Localhost IPv4 access
name: all
database: all
address: 127.0.0.1/32
method: trust

- type: host # Localhost IPv6 access
name: all
database: all
address: ::1/128
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method: trust
- type: host # Gitlab CI vbox-testing
name: all
database: all
address: 172.17.0.0/16
method: md5

MpaBni10 06pPabOTKM CMMCKOB: €C/IN CNUCOK B KOHOUTYypaLMOoHHOM dpanne c bonee
HU3KMM  NPUOPUTETOM  COAEPXKMT HOBble 3/71emMeHTbl (KOTopbix He 6Obl1o B
KoHOUrypaunmoHHom ¢arne c 6onee BbICOKMM MNPUOPUTETOM), OHM A00aBAAKOTCA K
MCXOAHOMY  CMMCKY.  3HayeHMe MapameTpa B  CAMCKe, COAep’kallemca B
KoHOUrypaumoHHom darine ¢ 60s1ee BbICOKMM NPUOPUTETOM, NepeonpenensieT 3HaYeHme
napameTpa M3 CMUCKa, COAEeprKalleroca B KOHOUrypaumoHHOM dpaine ¢ bonee HU3KUM
NPUOPUTETOM.

[Mpumep cnucka:

postgresqgl:
dbname: example db name # database name
port: 5432 # port
user: example user # user
password: ocs # password
extensions: ["pg trgm", "pg stat statements", "pgcrypto", "pg cron",

"auth delay", "uuid-ossp"] # necessary extensions
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NEPEYEHb TEPMMHOB 1 COKPALLIEHWUI

|/|CI'IOJ'|b3yeN\b|e B HaCTOAWLEM AOKYMeEHTE TEPMUHbI N COKPALLEHWNA NPUBENEHDbI B

Tabnnue (Tabnnua 35).

Tabanua 35
CoTri)F; A:L:/Me Pacwunéposka

b, ba3za gaHHbIX

rMc focyaapcTBeHHas MHGOPMALIMOHHAA cucTeMa

nc NHbOPMaLMOHHbIE CUCTEMDI

HCA HecaHKUMOHMPOBAHHbIM AOCTYN

0oC OnepaumoHHasa cucTema

b MNoacnctema 6e3onacHoOCTH

LY MNoacuctema «MapkeT»

o MporpammHoe obecneyeHme

NnoocC MNoacuctema obHoneHna OC

rncy Moacuctema CepBUC yBEAOMIEHMN

rny MNoacuctema Mnatdopma ynpaBneHmn

nyT [NogcncTema ynpaBaeHMA TeEHaHTaMM

rnro MpuKknagHoe nporpamMmHoe obecneveHne «Aspopa LleHTp»

MNpegnpuaTtune- Ob6LLecTBO C OrpaHMYEHHOM OTBETCTBEHHOCTbIO « OTKPbITas

M3roTOBUTENb, MobunbHaa nnatpopma» (000 «OTKpbITad MOOUIbHASA

npeanpuaTne- nnatbopma»)

pa3paboTymk

[MpunoxkeHune [MpunoxeHnem ABNAETCA:
—  MObOUNbHOE NPUNOXKeHNe, PyHKLMOHMPYIOLWEE Noa,
ynpasneHnem OC Aspopa/OC Android;
— npunoxeHne ans 3BM, PyHKLMOHMPYIOLLLEN MO,
ynpasneHnem OC cemencTsa Linux

PTK-®eHunKc [loBepeHHbI peno3nTopuin, obecnevymnsatolmim BO3MOXHOCTb
npumeHeHuna 6esonacHbix bubnnotek ceoboaHoro MO B
npoekTax paspaboTku M0O. PazpabotaH OO0 «PTK UT»

C3U CpeacTBo 3aWuUTbl MUHGOPMaLNM

Ccno CneunanbHoe nporpammHoe obecneyeHme

cybA Cuctema ynpasneHuns 6azamm AaHHbIX

TokeH TOKeH - ayTeHTUOMKALMOHHbIE AaHHble, KOTOPbIE BblAatOTCA
NONb30BaTE/NHO NOC/AE YCNEeLWHOM aBTOPMU3aUMM 1N ABNAIOTCA
KAOYOM ANA AOCTyNa K cay»Kbam
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TepmuH/
CokpalyeHune

Pacwunéposka

Twunbl nopToB

1. BHewWwHnn — AoCTyN K AaHHOMY TUMY NOPTOB OCYLLLECTBAAETCA
13-3a NpeaenoB KOHTPOIMPYEMOM 30Hbl. Hanpumep, 3anpocbl OT
nonb3oBaTenen ¢ ponbto MNonb3osatens ABpopa MapkeT. [locTyn K
[AHHbIM MOPTamM MMeeT HapyLUUTE b;

2. BHYTpeHHUIM — A0CTYyN K AaHHOMY TNy NOPTOB MOXET
OCYLLECTBAATLCA TONbKO M3 KOHTPOAMPYEMOM 30HbI. [laHHble
NOpPTbl MCMOBb3YHOTCA AN1A B3aMMOAENCTBMA APYT C APYTrOM
cepsumcos MMNO, KomnoHeHTOB cpeabl yHKUMOHMPOBaHMA MIMO 1
MHOPACTPYKTYPHbIX KoMmnoHeHToB M0, a Taxke AnA
B3aMMOZENTBMA NPUBUAETMPOBAHHbIX NOAb30oBaTenem ¢ MMO

YCcTponcTBo

oA, yCTPOMCTBOM Noapa3ymeBaeTca MOOUAbHOE YCTPONCTBO
n/mnn 3BM, Ha KOTOPO GYHKLMOHUPYIOT COOTBETCTBYHIOLLNE
KOMMoHeHTbI 110

LoA

LleHTp 06paboTKn AaHHbIX

3BM

9ﬂ€KTpOHHO—BbILH/ICfIl/ITEJ'IbHaﬂ MallnHa

24

JKcnayaTauMOoHHaA AOKYMeHTaums

API

Application Programming Interface — onncaHme cnocobos (Habop
Knaccos, npoueayp, GyHKUMNA, CTPYKTYP UAN KOHCTAHT),
KOTOPbIMM O4Ha KOMMbIOTEPHAA NPOrPamma MOXKeT
B3aMMO/EeNCTBOBATL C APYroM NPOrpaMmmon

CD-ROM

Compact Disc Read-Only Memory — pa3HOBMAHOCTb KOMMNAKT-
AMCKOB C 3aNMCaHHbIMMW Ha HUX AA@HHbIMMK, AOCTYNHbIMM TONbKO
ANA YTEeHUA

CDN

Moacuctema AoctaBku KoHTeHTa (Content Delivery Network)

Cookie

Hebonblion pparmeHT AaHHbIX, OTNPABAEHHbIM BEO-cepBepoM t
XpaHUMbI Ha 9BM nonb3osaTena. Be6-kameHT (0ObI4HO
Beb-Opay3ep) BCAKMI pa3 NPM NOMbITKE OTKPbITb CTPAHMLLY
COOTBETCTBYlOLLEro Beb-cainTa nepecbliaeT 3TOT parmeHT
NaHHbIX Beb-cepBepy B cocTase http-3anpoca

CSS3

Cascading Style Sheets 3 — cneundukauma CSS. MNpeactasnser
coboit dopMasnibHbIM A3bIK, PeaNM30BaHHbIN C MOMOLLbIO A3bIKa
pa3meTKu

DHCP

Dynamic Host Configuration Protocol — ceTeBol npoTokon,
NO3BOIAOLLNIM CETEBLIM YCTPOMCTBAM aBTOMATMUYECKM MOAYy4aThb
IP-agpec n apyrne napameTpbl, HeobxoaMmble A8 PaboTbl B
cetn TCP/IP

DNS

Domain Name System - KomnbtoTepHaa pacnpeaeneHHas
cucTema Aansa noayvyeHua nHdopmaumm o AoMeHax
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TepmuH/
CokpalyeHune

Pacwunéposka

DVD

Digital Video Disc — onTnyecknit Hocutenb MHGOPMaLLMWK,
BbINO/IHEHHbIM B GOpMe AMCKa, ANA XPAaHEHNA Pa3IMYHOM
MHbOpMaumm B UMdpoBOM BMAE

ECMAScript 5

BcTpanBaembl paclumpaemblii He MMEOLWLMI CpeacTs
BBO/a-BbIBOAA A3bIK NPOrPaMMMPOBAHNA, NCMOb3yEMbIN B
KayecTBe OCHOBbI ANA MOCTPOEHMA APYTNUX CKPMNTOBbLIX A3bIKOB

HTML5

HyperText Markup Language, version 5 — A3bIk AnA
CTPYKTYPUPOBAHUSA M NPeacTaBAEHNSA COAEPHKMMOro Beb-
CTpaHMUbI

HTTP

HyperText Transfer Protocol — npoTokon npnknaaHoro ypoBHs
nepenayn aaHHbix. OcHosoM HTTP aBnaeTcsa TexHonornsa
«KIMEHT-CcepBep», TO eCTb NpeanosiaraeTca CyLecTBOBaHMe
noTpebutenemn (KNMEHTOB), KOTOPbIE MHULIMMPYIOT COeANHEHNE U
NOCbINIAtOT 3aNpPOC, M NOCTABLLMKOB (CepBEPOB), KOTOPbIE
OXMAOQKT COegUHEHMA ANA NONYYEHMA 3anpoca, NPOU3BOAAT
HeobxoAMMble AENCTBMA M BO3BPaALLAOT 06paTHO cooblieHmne ¢
pe3y/ibTaToOM

HTTPS

Hypertext Transfer Protocol Secure — paclmnpeHne npoTokona
HTTP ana noanepku WndpoBaHMA B LLEAX NOBbIWEHUS
Hbe3onacHocTK. [laHHble B npoTokone HTTPS nepeaatoTca noBepx
Kpmuntorpapuyeckmx npotokonos SSL mam TLS

Internet Protocol - ocHOBHOM NPOTOKO CETEBOIO YPOBHS,
ncnonbaytowmincs B UHTepHeTe n obecneymBatoWwmin e AMHYO
CXEeMY NOrMYecKom aapecalmm ycTPOMCTB B CETU U
MapLLPYTM3aUMIO AaHHbIX

ISO-06pa3

O6pa3 onNTMYeCcKoro AMCKa, CoaepKallmii GannoByo CMCTEMY
cTaHaapTa ISO 9660

JSON

JavaScript Object Notation — TekcToBbI dopmaT oOmeHa
AaHHbIMW, OCHOBAHHbIN Ha JavaScript

MTP

Media Transfer Protocol —annapaTHO-He3aBUCUMbINA NPOTOKON,
OCHOBaHHbIM Ha PTP

NFS

Network File System —npoTokon ceTeBoro A0cTyna K ¢annosbim
CMCTEMAM, NO3BONAOLLINI MOHTMPOBATL (NOAKAOYATH)
yOaneHHble pannoBble CUCTEMbI Yepes CeTb. 3@ OCHOBY B3AT
NPOTOKOA BbI30Ba yaAanéHHbIx npoueayp (ONC RPC)

Nginx

Beb-cepBep M NOYTOBLIM NPOKCU-cepBep, paboTatowmin Ha
Unix-nogobHbix OC



https://ru.wikipedia.org/wiki/%D0%92%D0%B5%D0%B1-%D1%81%D0%B5%D1%80%D0%B2%D0%B5%D1%80
https://ru.wikipedia.org/wiki/%D0%9F%D1%80%D0%BE%D0%BA%D1%81%D0%B8-%D1%81%D0%B5%D1%80%D0%B2%D0%B5%D1%80
https://ru.wikipedia.org/wiki/Unix
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TepmuH/
CokpalyeHune

Pacwunéposka

OIDC

OpenlID Connect — ypoBeHb ayTeHTUPMKaumm OAuth 2.0,
MHOPACTPYKTYpbl aBTopM3aumm. KoHTponnpyetca OpenliD
Foundation

PXE

Preboot eXecution Environment — cpeaa a1 3arpy3km 3BM ¢
MOMOLLbIO CETEBOM KapTbl 6€3 MCNO/b30BAHNA NOKANbHbIX
HoCUTENemn (ecTKMX AMCKOB, KOMNAKT-AMCKOB M APYTUX
YCTPOWCTB)

RPM-naket

®ain dpopmaTta . rpm, MO3BONAKOWMI YCTaHABAMBATD, YAANATb U
0OHOBNATL MPUNOKEHMA HA YCTPONCTBAX

SIEM-cucTtema

Cuctema 419 MOHUTOPUHIA, aHaM3a M ynpasaeHns cobbITuaMmn
6e3onacHoCTU

SMTP

Simple Mail Transfer Protocol — ceTeBolt npoTokon,
npeaHasHa4YeHHbIN AN8 nepeaadym 3NeKTPOHHOM NOYTbI B CETAX
TCP/IP

SSH

Secure SHell — ceTeBOM NPOTOKON NPUKNAAHOTO YPOBHS,
MO3BO/IAIOLLNIM NPOU3BOANTL yAaneHHoe ynpasaeHne OC u
TYHHenupoBaHne TCP-coeanHeHn (Hanpumep, A8 nepeaaym
dannos)

TCP

Transmission Control Protocol — npoTokon TpaHCMoOpPTHOro
YPOBHA, rapaHTMPYIOLWMI LeNOCTHOCTb NepeaaBaeMblX AaHHbIX U
yBeAOMNEeHWe OTNPaBUTENA O pe3y/ibTaTax nepesayn

TLS

Transport Layer Security — Kpuntorpadu4eckmnin NpoToKon,
obecneymBatoLLNI 3aWMLLEHHYIO Nepeaady AaHHbIX MexXay
y3namum B cetn MIHTepHeT

URL

Uniform Resource Locator — eanHoobpasHbIii IokaTop
(onpeaennTenb MECTOHAXOXKAEHNS) pecypca
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