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AHHOTALUWA

HacTtoAawmim AOKYMEHT ABNAETCA NEepBOM 4YacTblo PyKOBOACTBA pa3paboTymka
noacuctembl Cepsuc ysegomnenHmin (MNCY), BxoaAwen B COCTaB MNPUKNAAHOrO
nporpammHoro obecnedyeHus «Aspopa LeHtp» (manee — MNMO) penns 5.5.0.

NMPUMEYAHUA:

v MoapobHaa nHpopmauma o coctase u HasHadeHum M0, a Taxkke TpeboBaHMA K
YCNOBMAM BbINONHEHMA NPUBEAEHbI B JOKYMEHTe «PyKOBOACTBO aAMMUHNCTPATOPAY;

v MogpobHaa uHbopmauma 06 OCOBEHHOCTAX PEe3epBHOr0 KOMMUPOBaHMA
npuBeaeHa B AOKYMeHTe «PekomeHaaumm no pe3epBHOMY KOMMPOBAHMUIO».

HacTtoAawmMm AOKYMEHT COAEPKUT MHCTPYKUMKM ANA pa3paboTymKa NPUIONKEHUN,
BbIMO/HAOLMX OTNPABKY push-yBeAOMAEHMA Ha YCTPOMUCTBA, GYHKLMOHMpPYOLWME NOA

ynpasneHnem onepaumoHHomn cuctemsl (OC) Aspopa.
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1. ObLWLWAA UHPOPMALUA

MPUMEYAHUE. DYHKLMOHANBLHOCTL NOAYYEHMA push-yBeaOMNEHWIA AOCTYyMNHa B
OC ABpopa HauMHana c Bepcun 3.2.2.

Echm Ha MOMEHT OTnpaBkM push-yBeaoMaeHMA YCTPOMCTBO HeAOCTYMHO,
NPUNOXKEHME NONYYNT push-yBegomaeHme Nocae NOAKAOYEHMA K ceTU, obecneymBatoLLem
noctyn kK Cepsepy npunoxennn MCY.

[na wncnonb3oBaHMA push-yBeAOMIEHWI B CBOMX CUCTEMax pa3paboTyMKam
HeobxoaAMMO pacwnpuTb OGYHKUMOHANbHOCTb MPUIOKEHMA W CepBepa BHELIHEro
NPUNOXKEHWNA, OTNPABAAIOLLErO push-yBegomneHua.

MPUMEYAHUE. He pekomeHAayeTCA C NTOMOLLbI push-yBeAOMAEHMA OCYLLLECTBAATD
nepeaavyy KOHPUAEHUNANbHON M YYBCTBUTENBHON MHPOPMALMWN B HE3ALLMLLIEHHbIX CETAX,
T.K. MNPOTOKOA B3ammogencTemsa yctponctea c Cepsepom npunoxeHun T[CY He
noapa3symeBaeT nepeaayvy KOHPUAEHUMANbHON MHDOPMaUMK.

Mpn pa3paboTke NPUAOKEHUN AOCTYyMHblI Ccheayroulme cnocobbl TECTMPOBAHMA
dGYHKUMOHANbHOCTKN push-yBeAOMNAEHNIA:

— NOAKNYEHME K TECTOBOMY CEPBEPY;

— MCNoNb30BaHMe NaarnHa ana asmyaaumm Cepsepa npuaoxeHun MCy.
1.1. Paborta c TectoBbiM CepBepom npunoxxeHuin MCY

[na Toro, 4tobbl NCNONL30BATL B pa3paboTke TecToBbIM CepBep npunoxkeHuin NCY
ANA OTNPaBKM push-yBegomMNeHMn, HEODXOANMMO BbINONHUTL CAeAYIOLNE LWarun:

1) MonyuynTb gocTyn K TectoBomy Cepsepy npunoxkenun MCy:

— HanpaBWTb 3aMpoC B TEXHMYECKYKD NOAAEPXKKY NnpeanpuAtTua-paspaboTymKa
dev-support@omp.ru;

— MOAYYUTb KAKOYM ANA A0CTyNa K TectoBomy Cepsepy npunoxkenuin MCY;
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— MNCNOb30BaTb KJAKOYKM MPU B3al/IN\O,£I,el\/JICTBl/IM cepBepa BHeEWHEro npmnMnoxeHma C

TectoBbIM CepBepom npunoxeHni MCy;

2) Co3aaTb M YyCTAaHOBUTb NPUIOXKEHME HA YCTPOMCTBE:

— YCTAHOBUTb 3aBUCUMOCTH,

— nepenatb B MNPUNOKEHME applicationlId,

pPa3paboTynKOB;

NONYYEHHbIN OT MNOAAEPHKKM

— 3apPerncTpmpoBaTbCA B pUSh-,ﬂ,eN\OHe C NOMOUWMbBK applicationId, NONYYUB B

OTBET Ha 3aMpoC registrationId Ana TectoBoro Cepsepa npuaoxeHuin MNCy;

3) OpraHunsoBaTb Nepeaady push-yBegoMAeHN cepBepa BHELWHEro NPUIOKEHNA

yepe3 TecToBblM CepBep npunoxkeHmn MCY:

— nepefatb registrationId CepBepy BHELIHEro MNPUIOKEHUA O0BEPEHHbIM

Cnocobom OT MPUNOKEHUA. ITO MO3BONUT CEPBEPY BHELIHEro NMPUAONKEHMA OTNPaBAATb

TapreTMpoBaHHble push-yBeOMAEHNA K CBOUM NPUIOKEHUAM Ha KOHKPETHOM YCTPOMCTBE;

— MNONYYMTb TOKEH A0CTyna Ha TectoBom CepBepe npunoxkeHni MNCY yepes cepsep

BHEWHENO MNPUNOXKEHNA,

— nepefaTb Yepes cepBep BHELIHero NpuUaoKeHna push-ysegomneHmns, Mcnob3yn

TOKEH A0CTyNna U NAeHTUOUKATOP CBA3KM NPUNOKEHNE — YCTPONCTBO registrationId.

Mpouecc peructTpaumm NpUIoKeHnn npuseaeH Ha pucyHke (PucyHok 1).
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3ar|poc Ha perncrpayunto I'Ipl/U'IO)KeHMl\/ﬁ AO1XKeH MNMPOnCXoamTb MNpn Kaxaom ero

3anycKe, T.K registrationId MMEET CPOK }KU3HU, HE 3aBUCALLNIM OT NPUIOKEHUN.
1.2. MonyyeHune poctyna K Tectosomy Cepsepy npunoxeHmin MCY

NMPUMEYAHUE. [1ns TecTMpoBaHMA cepBepa BHELIHEro MPUAOXKEHWUA, KOTOPbIM
OoTNpaBAAeT push-yBeaoMaeHMA, U NPUNOKEHNSA, KOTOPOE NMoAy4YaeT push-ysegomneHums,
HeobxoAMMO MCNoNb3oBaTb TecToBbIM CepBep npunoxkeHnn MCY.

[na nonyyeHMa HaCTpOeK NOAKAOYEHMA K TecToBoMy CepBepy npunoxeHuin MNCy
HeobxoaAnMmMo HanpaBMTb NMUCbMO B TEXHUYECKYHO noAaePHKKY
npeanpuaTna-paspabotyinKka: dev-support@omp.ru, YyKas3aB Ha3BaHWMe OpPraHWsaLmm,
KoTopol TpebyeTcA NnpeaocTaBUTb A4OCTYN. B oTBeTHOM NmncbMe ByayT HanpaB/aeHbl aapec
M NOPT, a Takxke ¢ann c HacTtpohkamm Cepsepa npunoxkeHuin MNCY M HacTporKkamm
npunoxeHun. HacTtporkn Cepsepa npunoxenum [CY BblgatoTcA B €AMHCTBEHHOM
9K3eMNnaApe Ha OpraHM3auMto, MPU 3TOM MNPUNOKEHMNA (KarKaoe M3 KOTOPbIX MMeeT
HACTPOMKN) MOXKET BbITb HECKOBKO.

HacTpolikn HeobxoaMmO yKasaTb B  KOHQUIypauum cepBepa  BHELIHEro
NPUNOXKEHWNA, KOTOPbIM NOCAE NPOXOXAEHMA ayTEHTUPUKALMM NONYyYaeT TOKEH AOCTyNa U
oTnpasnaeT push-ysegomnenua yepes Cepsep npunoxxeHun MCy.

CNMCOK HacTpoeK ANA NOAKNOYEHNSA CEPBEPA BHELLIHETO MPUNOXKEHNA K TECTOBOMY
Cepsepy npunoxeHun MCY:

— project id — YHUWKanbHbIN naeHTMdumKatop (ID) npoekTa;

— push public address - agpec TectoBoro Cepsepa npunoxerHuit MCY, Ha
KOTOpPbIM OyAyT OTNPaBAATLCA 3aNPOChl;

— api url — agpec APl Tectosoro Cepsepa npunoxkeHun MNCY;

— client id - QaKKayHT y4eTHOM 3anucu paspaboTymMka B noAcucTeme

6e3onacHocTK TecTtoBoro Cepsepa npunoxeHui MNCY, obbiyHO coBnaaaeT ¢ ID NpoekKTa;

— scopes — CMUCOK AENCTBUI, KOTOPbIE MOTYT ObITb Pa3peLleHbl NPUNOKEHMUIO;
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— audience - npeanonaraembii NOTpebuTeNb TOKEHA, Kak NpPaBmao, 3TO CepBep
pecypcos (API), K NpUNOKEHMIO KOTOPOro HEOOX0AMMO NONYYNTb AOCTYI;

— token url — afpec noay4eHnA TOKeHa aBTOPM3aLMKM /18 3aNPOCOB K TECTOBOMY
Cepsepy npunoxenum MCy;

— key id — wnaeHTMOMKaATOP NpuBaTHOrO KAtoda RSA ana nepesaym coobueHumi
MeX Oy CeEPBEPOM BHeELLHEro npuaoxenuna n Cepsepom npmunoxkenni MCy;

— private key — nNpuMBaTHbIM KAo4 RSA ana nepepaun coobuieHuin mexay
CEPBEPOM BHELWHEro npuaoxeHna u TectoBbiM Cepsepom npuaoxenun TCY.
PekomeHaumMmM Mo poTaLMmM NPUBATHOIO K/1tO4a NPOeKTa npuseaeHsl B M. 2.3.6.

[na NpUNoXKEHUM AOCTYNHA HAaCTPOMKa CleayoLWmMx NapameTpoB:

— application id — YHMWKaAbHbIN WAEHTUDUKATOP NPUIOKEHWIA, KOTOPbIN
HeobxoAMMo A00aBUTb B MPUNOIKEHWE;

— project id —YHUKaNbHbIK MAEHTUGUKATOP NPOEKTA.

MPUMEYAHMUE. Application id Heobxo4MMO MCNONBL30BaTb ANA PETUCTPALUN B
push-oemoHe Ha yctponcTse. KaxaoMy application id MOXET COOTBETCTBOBATb TO/IbKO

1 npunoxeHue.
1.3. MnarvH ana amynaumm push-ysegomneHnm

B ABpopa SDK npeaycmoTpeHa BO3MOXKHOCTb MPOTECTUPOBATb PAabOTYy CTOPOHHErO
NPUNOXKEHWA, OTNPABAAIOLLErO push-yBeAOMAEHMA, Ha IMYNATOpE.

[na  HacTpoWKkM nnarMHa  push-yBegomneHuit  HeobxoAMMO  BbIMONHWUTD
cneayroume AencTBuA:

1) CreHepl/IpOBaTb CepTl/Id)VIKaT cert.pem M K/NOY key.pem, BbINOJIHMB KOMaHAY
openssl B TEPMMHaNe B cucCTeMe pa3paboTyMka. Bmecto mMHOrotoumit aonyckaetcs
3aNOMHUTbL NONA B ONUMK —subj COBCTBEHHbIMM 3HAYEHMAMM AN ONYCTUTb. OrpaHMYeHmA

Ha AdHHble 3Ha4YeHNA OTCYTCTBYIOT.
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NMpumep:

openssl reqg -x509 -newkey rsa:4096 -keyout key.pem -out cert.pem -days
365 -nodes -sub]
"/C=RU/ST=.../L=.../0=.../0U=.../CN=.../emailAddress=..."

2) B ABpopa IDE 3anyctnTb malwimHy cbopkmn Aspopa Build Engine, HaxkaB KHOMKY
3aMyCKa, PacnoIOXeHHYI B HUXHEM N1eBOM yray okHa ABpopa IDE;

3) CosaaTb daln HacTpoek ana cnybol push-ysegomneHunii: «lapameTpbi» ->
«Push-yBegomneHuna» -> Bknagka «Cnyxba» -> «Pann HacTpoek» -> «Co3aaTb»;

4) Ha Ton e BKnagke «Cnyxba» B pasgene «KoHourypaums» yKasaTb
cepTUdmKaT M KAto4d 13 wara 1 8 nonax «dann ceptndumkata» n «dann Knoya»;

5) Mpu HeobxoammocTn [06aBUTb 3HAYEHME MO YMOAYaHMIO ANA  MNoaen
«[1aHHbIEe» M «3aroN0BOK» BO BKAAAKE «3HAYEHME N0 YMOMYAHWUIO ANA YBEAO0 MAEHUIAY;

6) HaxkaTb KHOMKY «[TPUMEHUTBLY;

7) YCTaHOBMTb Ha 3MynATope NakeT push-example W3  CUCTEMHbIX
penosutopmnes. [nAa 3Toro HeobXxoAMMO MNOAKMOUMTLCA K 3IMYNATOPY M BbINONHUTL

KOMaHAY pkcon:

ssh -p 2223 -i ~/AuroraOS/vmshare/ssh/private keys/Aurora OS-Emulator-
latest/nemo nemo@localhost
pkcon install push-example

8) OTKpbITb NPUNOKEHME push-example Ha IMYNATOPE;

9) B ABpopa IDE OTKpbITb HUMKHIOW BKAAAKY «Push-yBegomneHusa» UM HaxaTb
coyeTaHune Knasmw Alt+9;

10) BbibpaTb MAeHTUOMKATOP YCTPOMNCTBA;

11) BBecTM naeHTUOMKATOP MPUIOKEHUA B MNoae crnpaBa OT MAeHTUdUKATOpa
ycTponcTsa. [Ans push-example aTo testApplication;

12) Beectun TEeKCT  yBeAOM/IeHUA " HaXkaTb KHOMKY «OTnpaBuTb
push-yBegomneHue.

MnarvH Ana asmynaumm push-yseaoMmneHnin N03BoAAET OTNPaBAATb YBEAOMAEHMA
He TONbKO Ha TEeCcTOBOE, HO M Ha COOCTBEHHble MpUAOXKeHMA. s 3Toro HeobxoaAMMO
BbIMONIHMUTL CAeaytolne 4enCcTBuA:

— 3anyCTUTb NPUNOXKEHNE;
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— B ABpopa IDE BO BKnaagke «Push-yBegomneHma» yka3aTb B KayecTse
naeHTMOMKaTopa applicationId, C KOTOPbIM MPUIOXKEHME pPErUCTPUPYETCA B
push-ngemoHe. NaeHTUOUKATOP ANA IMYIATOPA MOXKET ObITb /10ObIM.

MPUMEYAHUE. MoapobHoe onucaHne npouecca pa3paboTkm cobcTBEHHOrO

npunnoxeHna anAd pUSh—yBe,ﬂ,OMIIEHVIm npmneeaeHO B HactoAweM AOKYMEHTE.
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2. ONMNCAHWE PABOTDI

2.1. NoaroToBKa K pabote

[na nonyyeHua push-yBeaoMaeHMn Ha YCTPOMCTBE MCNOAb3yeTca push-aemoH,
ABNALOLMIMCA CUCTEMHBIM KOMNoHeHTom OC ABpopa.

MPUMEYAHWUE. Mpn paspaboTke NnpuaoxeHnn cneayet ybeamnTbca, 4To B ABpopa
SDK # Ha ycTpoMCcTBax MMetoTCA HeEODX0AMMblE NAKETbI.

[ns Bxona B ABpopa Build Engine HeobxoaAMMO BbINOAHUTL KOMaHAY:

ssh -p 2222 -i ~/AuroraOS/vmshare/ssh/private keys/engine/mersdk
mersdk@localhost

[lna ycTaHOBKM nakeToB (ecanm OHWM oTcyTCTBYtOT) B ABpopa Build Engine

H€O6XOAMMOBmeﬂHMTbKOMaHAW

zypper in push-daemon-libs push-daemon-devel

[1ns Bxo4a Ha YyCTPOMCTBO HEOHXOAMMO BbIMONHUTL KOMaHAY (device ip cneayet
YTOYHWTb B HAaCTPOMKax YyCTPOWCTBA; username Ana Bepcui OC ABpopa HaumHada ¢ 4.0 —

defaultuser, 414 BEPCUIM HUXKE — nemo):

ssh <username>@<device ip>

[na ycTponcTBa HEOHXOAMMO BbINONHNUTL KOMAHAY YCTaHOBKM BUOAMOTEK:

pkcon install push-daemon push-daemon-libs

[ns npoBepKkn Hannumsa naketa B ABpopa Build Engine Heobxoa4MMO BbINOAHUTD

KOMaHA4y:

zypper search <umsa naxkeTa>

Mpumep KOMaHabl A5 YCTPONCTBA:

pkcon search <umsa nakera>

10




— "1 OTOKPbITAFI
PykoBoACTBO pa3paboTymka. Yactb 1 ' ".—,"nﬂ'ﬂg,';'ﬁﬂ

2.2. Pa3paboTka npunoxKeHuna

2.2.1. Obuwee onuncaHue

MPUMEYAHUE. OyHKUMOHAN nonyyeHuMa push-yBeAOMAEHMN AOCTyneH B
OC ABpopa HaumHana c Bepcun 3.2.2.

BHUMAHWE! TMpueeseHHoe B HacToAwem MoApasaene OnMcaHWe KAacCoB M
dyHKUMM npumeHnmo ana OC ABpopa HaumHas ¢ Bepcumn 4.0.

[na nonHoueHHoM paboTbl push-4emoHa NpUAOXKEeHMe AO0MKHO NOAAEPKMBATb
paboTy B GOHOBOM peXMMe, T.e. MPOLLeCC AO0/KEH BbIMOAHATLCA M MPU 3aKPLITUM
rpaduyeckoro nHTepdelica.

OCHOBHOM KNacc, MCNoNb3yemblt ana paboTbl € push-yBegomneHnamn, -—
Aurora: :PushNotifications::Client.

B Hauane paboTbl NpunoKeHna HeobXoAMMO YCTaHOBMTb applicationId C
MOMOLULbIO MeTo[a Aurora: : PushNotifications::Client: :setApplicationId().

3HayeHne applicationId HeoHXOAMMO MONYYUTb B TEXHUYECKOM MNOAAEPIKKE
npeanpuAaTUa-paspadboTymKka. JaHHbln NAEHTUPUKATOP MOXKHO BbIHECTM B KOHOUTYPALNIO
NPUAOXKEHUM UAM MPOrPaMMHO 3anpawureaTb Y CepBepa npuaoxeHuin MNCY Ao Havana
npouecca perncrTpaumu.

NMPUMEYHAHUE. Kakoomy applicationId MOXeT COOTBETCTBOBATb TOJIbKO
OHO MPUAOKEHME.

Ha ocHoBe applicationId push-A4emMOH BbIMOJHAET MOUCK COOTBETCTBYHOLLETO
eMy registrationId, NOCNe Yero MNpu BbI30BE MeTOoAa registrate() 3Ta Napa
OTNpaBAAeTCA Ha CepBep, rae NPoM3BOAMTCA NPOBEPKA ee aKTyaNbHOCTU. Ecam napa He
aKTyanbHa (MM eCcAn registrationId MyCcTOM B C/Ay4ae MepBOM permctpauum), To
reHepmMpyeTCca HOBbIM registrationId, KOTOPbIM BO3BPALWLAETCA NPUIOKEHMEM Yepes
push-gemoH. Ecnm e napa yxe Oblna akTyasibHa, TO BO3BPALLAETCA CYLLECTBYHOLLLNM
registrationId, MO3TOMY registrationId ABAAETCA MNOCTOAHHbIM [AAA CBA3KMK

NPUNOXKEHMA N YCTPOMCTBA.

11
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B cnyyae HeaKTMBHOCTWU MOMb30BaTeNA B TEYEHME ANUTENbHOTO BPpeMeHn byaeT
OTMNPaB/eH CUrHan clientInactive, NPU 3TOM €CAM NPUNOKEHMe paboTaeT B GOHOBOM
PEXUME U He BbIMNOMHAETCA HUKAKUX aKTUBHbLIX NMPOLIECCOB, TO OHO [0/IKHO 3aBepLLUTb
paboTy B LeNSX SKOHOMUM 3apada akkymynatopa. B ganbHenwem ans BO30OHOBAEHUA
PaboTbl NPUNOKEHMA ero noTpebyeTca 3anyCTUTb 3aHOBO.

Kaxpgoe push-yBesomneHme coaepKuUT noas Aas 3aro/ioBKa, TeN0 COOOLWEHNA U
06BbEKT C JaHHbIMK, KOTOPbIM npeacTaBnseT coboi Habop nap «KAY-3HAYEHUEY.

CTpyKTypa C onMcaHnem push-ysegomneHms:

struct Push
{
QString data; // cTpoka, comepxamas cepualu30BaHHHM JSON-0OBEKT
QString title; // 3aroyioBOK COOOWEHUSI
QString message; // Tesyio coolueHUs
QString action; // 3ape3epBUpPOBAHO Wid OyOyHEero MCIOJb30BAHMUA
QString image; // Bape3epBUPOBAHO Mg OyOylEeTO MCIOJb30BAHMS
QString sound; // 3ape3epBMPOBAHO IJid OyIyleTro MCIIOJb30BaHUS
quint32 categoryId = 0; // 3ape3epBMPOBAHO IOJd OyIOymeTO MCIOJb30-
BaHMA

}s

NMPUMEYHAHUE. Bce nona, Kpome data, npeaHasHadeHbl ANA CUCTEMblI U HeT
rapaHTUK, 4To OHM ByayT NepenaBaTbCA B MPUIOKEHNE BCErAa.

Data fABNAETCA CepuManm3oBaHHbIM B CTPOKy JSON-obbektom. dPopmart
JSON-06bekTa B data MOXeT OblTb NPON3BOAbHbIM. ATPUOYT data, B YaCTHOCTM, MOXKHO
MCNONb30BaTb AN1A YKasaHWA Tuna push-yBeaomneHma — text, command M T.A4.,
Hanpumep, «{«type»: «command», «text»: «value»}».

Cnucok 3TUX CTPYKTYP Aurora::PushNotifications: :PushList
BO3BpaALWAETCA C CMTHA/NOM Aurora: :PushNotifications::Client::notifications
(cm. APl Aurora::PushNotifications::Client). Kaxpgoe push-yBegomnenue,
Noy4yeHHOe TakMM 00pa3om, B Aa/bHENLLIEM MOXKET OblTb BbIBEAEHO KaK yYBEAOMIEHME
(n.2.2.2).

APl KAMeHTa Aurora::PushNotifications::Client ona  pabotbl  C

pUSh-,ﬂ,el\/\OHON\ COCTOUNT U3 METOA0B N CNTHAJIOB.
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OCHOBHbEIMeTOAbH

— void setApplicationId(const QString &applicationId) —
YCTaHaB/IMBaeT O6'beKTy Knacca Client applicationId NPUAOHKEHUA, AOIKEH ObITb
Bbl3BaH HENOCPEACTBEHHO NMepen BbI3OBOM startHandler.

Mpumep:

bool Application::start(const QStringList &arguments)
{
auto applicationId = getApplicationId();
m client->setApplicationId(applicationId); // m client - =TO
oBbwekT kJjlacca Aurora::PushNotifications::Client®
if (!m client->startHandler()) {
gWarning () << "Failed to start push client, can not start han-
dler";
return false;
}
if (arguments.indexOf (QStringLiteral ("--gui")) != -1) {
startGui () ;
}

return true;

— QString applicationId() — BO3BpalLAET YyCTAaHOBAEHHbIM B 0ObEKTE Knacca
Client applicationId.

Mpumep:

gDebug () << "Current client applicationId:" << m client-
>applicationId(); // m client - sTO 0OBEKT KJacca
Aurora: :PushNotifications::Client

— void registrate() — oTnpasAnsAeT 3anpoc Ha Cepsep npunoxeHuin MCY Ha
PEerncTpaunio NPUNOKEHNA (CnedyeT Bbi3blBaTb NPU KaXKAOM 3aMyCcKe NPUNOKEHMA);
— bool isPushSystemReady () — BO3BpallaeT CTaTyC T[OTOBHOCTU
push-gemoHa:
® true, ec/nu push-gemoH moxeT 06pabaTbiBaTb 3aNPOChl MPUNOKEHWS;
e false — BMPOTMBOMO/IOKHOM C/yyae;

— int error () —MNO3BOASAET NOJYYNTb KOA NOCAeAHEN OWNOKN perncTpaunm;

13
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— QString errorMessage () — MNO3BOJAET NOJY4YUTb TEKCTOBOE OMMUCaHMe

nocneaHen owmnbKkm pernctpaummn.

OCHOBHbIe CUTHaNbI:

— void pushSystemReadinessChanged (bool status) — nNepegaeTca npu
M3MEHEHWM COCTOSHUA push-AemoHa. Status MMEET 3HayeHMe true, €CAM YCTPOMCTBO
CNocobHO nosyyaTb push-yBegomnenms, false — B NPOTMBOMNONOKHOM Cy4Yae.

NMpumep:

connect (m client, &Aurora::PushNotifications::Client::pushSystemReadi-
nessChanged, this, [] (bool status) {
gDebug () << "Daemon can receive push notifications: " << status;

1)

— void registrationId(const QString &registrationId) — NepegaeTcs
npu  Noay4YeHWMM OOBEKTOM Knacca Client registrationId, coAepKallero
naeHTMOUKaTop npunoxKeHua. [daHHbIn MAeHTUOUKATOP A0/MKeH ObiTb OTNpaB/ieH Ha
CepBep npunoxeHmin MCY ana peanmsaumm BO3MOXKHOCTM OTNPaBKKU push-yBeaOMNEHNA.

NMpumep:

connect (m_client, &Aurora::PushNotifications::Client::registrationld,
this, [this] (const QString &registrationId) {
gDebug () << QString("Registration is successful for %$1. Registra-
tionId: %2") .arg(applicationId()) .arg(registrationId);
setRegistrationId(registrationId);

1)

— void registrationError () - nepenaeTca B C/Ay4ae HeyaauyHoM
perncTpaumu.

NMpumep:

connect (m client, &Aurora::PushNotifications::Client::registrationEr-
ror, this, [this] () {

gWarning () << "Registration error for " << applicationId();
1)

— void notifications (const Aurora: :PushNotifications: :PushList

&pushList) - nepegaeTca npm  noaydyeHmm 0ObEeKTOM Knacca Client push—

YBEAOMNEHWUN. PushList COAEPHKUT CMUCOK COODLLEHNI.

14
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NMpumep:

connect (m_client, &Aurora::PushNotifications::Client::notifications,
this, [this] (const Aurora::PushNotifications::PushList &pushList) {
for (const Aurora::PushNotifications::Push &push : pushList) {
gInfo () << "Push title" << push.title;
gInfo () << "Push message" << push.message;

— void clientInactive() — MepeaaeTcs B CAyYyae, eCAu NPUOXKEHWE He
B3aMMOAENCTBOBANO C push-yBeAOMAEHMAMM AnnTenbHoe Bpems. Ecnn npunoxkeHue
3anyLeHo B POHOBOM PEXMME, Er0 PEKOMEHIYETCS BbIKIHOYMNTb.

Mpumep:

connect (m client, &Aurora::PushNotifications::Client::clientInactive,
this, [this] () {
if (!m guiStarted) {
gInfo() << "Handling inactivity in background mode";
QGuiApplication::instance () ->quit () ;
return;

}

gInfo() << "Ignoring inactivity signal";

1)

2.2.2. Pabota c push-yBegomneHunamm ot sepcmn OC 4.0 1 Bbilwe

Mpumep CTOpPOHHEro npunoxkeHna Push Receiver peMoHCTpupyeT Mcnonb3oBaHKWe
APl Push daemon, nonydyeHne u 00paboTKy push-yBeaOMNeHUIA, a TaKkKe Uux
oTobparkeHue. Mpumep MNONHOCTbIO onybankoBaH Ha pecypce
https://gitlab.com/omprussia/examples.

APXUTEKTYPA NPUNOKEHNA BKAOYAET CAEAYIOLLINE SNEMEHTDI:

— main.cpp — CTApPTOBaA TOYKa MPUNOKEHUA,

— ApplicationController — KAacCC, peanmaytolmi kameHtckoe APl ans paboTbl
c push-ysegomnenmamu. YHacnegosaH ot QObject;

— ApplicationService — KAacc, peanmsyroLlmnii CeEPBUC ANA KOHTPOAA PaboTbl
npunoxeHma B GOHOBOM pexMme/Ha nepeaHem niaHe ¢ nomollbto D-Bus-cepBuca wu

aprymeHToB KOMaHAHOW CTPOKKN. YHacneaosaH ot QDBusAbstractAdaptor;

15
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— BCMOMoOraTenbHble Knaccbl M gml-koa Ana rpaduyeckoro uHTepdeica (B

HaACTOALLEM AOKYMEHTE He NPMUBOAATCA, MOTYyT BbITb OnpeaeneHbl NPON3BOJIbHO).
2.2.2.1. Ob6bABNeHME NPUNOHKEHMA

®parmeHT KoZa Kaacca, oTBevalowero 3a B3auMmoaeictame APl push-gemoHa u

MHTepdeca NPUNOKEHNA:

// SPDX-FileCopyrightText: 2023 Open Mobile Platform LLC <commu-
nityC@omp.ru>
// SPDX-License-Identifier: BSD-3-Clause

#ifndef APPLICATIONCONTROLLER H
#define APPLICATIONCONTROLLER H

#include <QtCore/QObject>

#include <push client.h>
#include <auroraapp.h>

class QQuickView;

class NotificationsModel;

class ApplicationController : public QObject

{
Q OBJECT

Q PROPERTY (NotificationsModel *notificationsModel READ notifica-
tionsModel CONSTANT)

Q PROPERTY (QString applicationId READ applicationId NOTIFY appli-
cationIdChanged)

Q PROPERTY (QString registrationId READ registrationId NOTIFY reg-
istrationIdChanged)

public:
explicit ApplicationController (QObject *parent = nullptr);
ApplicationController (const QStringList &arguments, QObject *par-
ent = nullptr);

NotificationsModel *notificationsModel () const;
QString applicationId() const;
QString registrationId() const;

signals:
void applicationIdChanged(const QString &applicationId);
void registrationIdChanged (const QString &registrationId);

public slots:
void showGui () ;
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private slots:
void setApplicationId(const QString &applicationId);
void setRegistrationId(const QString &registrationId);
void pushListToNotificationList (const Aurora::PushNotifica-
tions::PushList &pushList);
void quitOnClientInactive();

private:
OString readApplicationId() const;

private:

Aurora: :PushNotifications::Client *m notificationsClient{ nullptr
i

NotificationsModel *m notificationsModel{ nullptr };

QQuickView *m view{ nullptr };

OString m registrationId{};
bi

#endif // APPLICATIONCONTROLLER H

API Aurora::PushNotifications AOCTYNHO NpPW NOAKAHOYEHMN BUBAMOTEKM
libpushclient, OCHOBHble KAaCCbl 0OBABAEHbI B 3aro/10BOYHOM dpanne push client.h.
B KOHCTpYKTOpE npoucxoanT NoAKAOYEeHMe CUrHaNoB

Aurora::PushNotifications::Client K C/IOTaM Application:

connect (m_notificationsClient, &Client::clientInactive, this,
&ApplicationController::quitOnClientInactive);
connect (m_notificationsClient, &Client::pushSystemReadiness-
Changed, [] (bool status) {
gWarning () << "Push system is" << (status ? "available" : "not
available");
}) s
connect (m notificationsClient, &Client::registrationId, this,
&ApplicationController:: setRegistrationId);
connect (m notificationsClient, &Client::registrationError,
[1() { gWarning () << "Push system have problems with reg-
istrationId"; });
connect (m notificationsClient, &Client::notifications, this,
&ApplicationController: :pushListToNotificationList);

17
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2.2.2.2. NaeHTMdUKaTOp NPUAOKEHNN

Ona  ycnewHon  paboTbl  NPUNOXKEHMA  HeobxoaAMmo  co34atb  Gann
/usr/share/ru.auroraos.PushReceiver/applicationid W pgo0b6aBuTb B Hero
NOEHTUPUKATOP NPUNOKEHMA, KOTOPbIM Dbl NOMYYEH BMECTE C APYTMMM HACTPOMKamM
noakntoyeHma K Cepsepy npunoxenHuin TICY (CNUMCOK HACTpoOeK npueeaeH B

noapasaene 1.2). ina atoro TpebyeTcs BbINOAHUTb Ha YCTPONCTBE KOMAHAY:

echo "upnentupmxaTop" >
/usr/share/ru.auroraos.PushReceiver/applicationid

Cneanyet ybeanTbca, 4To Yy palna AOCTAaTOYHO MpaB, YTOObI NO/b30BaTENb MOT

4YuTaTb 3TOT Parn. [Jna Bblaa4m npas Ganay MOXKHO BbIMOAHUTL HA YCTPONCTBE KOMAHAY:

chmod 644 /usr/share/ru.auroraos.PushReceiver/applicationid

B Knacce ApplicationController naeHTUOUKaTop n3
/usr/share/ru.auroraos.PushReceiver/applicationid CYMTbIBAeTCA B METOAE

_readApplicationId() cneaytowmm obpasom:

OString ApplicationController:: readApplicationId() const
{
QFile applicationIdFile(QStringLiteral (APP ID FILE PATH));
return applicationIdFile.exists () &&
applicationIdFile.open (QIODevice: :ReadOnly)
? applicationIdFile.readAll () .trimmed()
QString () ;

roe APP ID FILE PATH = /usr/share/ru.auroraos.PushReceiver/application
id.

ANbTepPHATMBHbIM BAPWMAHTOM YKa3aHMA applicationId ABAAETCA 33a4aTb ero
HenocpeaCTtBeHHO B KOAE NMPUNOKEHUA.

B KOHCTPYKTOpEe Knacca ApplicationController CYMUTbIBAETCA MAEHTUPMKATOP

NPUNOXKEHMA, KOTOPbIN 3aTeM NepeaaeTca push-aAemoHy:

18
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ApplicationController::ApplicationController (const QStringList
&arguments, QObject *parent)

QObject (parent),
m notificationsClient (new Client (this)),
m notificationsModel (new NotificationsModel (this))

gRegisterMetaType<NotificationsModel *>("NotificationsModel *")

_setApplicationId( readApplicationId());

if (arguments.indexOf (QStringLiteral ("/no-gui")) == -1)
showGui () ;

Takxe npu ctapTe 06pabaTbiBAOTCA apryMeHTbl KOMaHAHOW CTPOKU arguments.

OTcyTCTBME apryMeHTa /no-gui MOMET CAYXKMTb CUIHAAOM 3amnycka rpaduyeckoro
MHTepderca B meToae showGui () :

void ApplicationController::showGui ()

{
if (m view) {
m view->raise () ;
m view->showFullScreen () ;
} else {
m view = Aurora::Application::createView();

m view->rootContext () ->setContextProperty (QStringLiteral ("Ap-
plicationController™), this);

m view->setSource (Aurora: :Application::pathTo (QStringLit-
eral ("gml/PushReceiver.gml")));

m view->show();
}

2.2.2.3. PerncrpaumnmoHHbIn naeHTUPUKaTopP

Pe3ynbTaT permcrtpaumm B

push-nemoHe 6yaer ob6pabotaH B cnoTe

_setRegistrationId() ApplicationController:

void ApplicationController:: setRegistrationId(const QString &regis-
trationId)

{
if (registrationId == m registrationId)
return;

m registrationId = registrationId;

emit registrationIdChanged(registrationId);
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Mocne 3anycka nNpWAOMKeHMe MblTaeTcs 3apernctpuposathcad Ha Cepsepe
npunoxenun MCY ©n B caydyae ycnexa noayyaeT MAEHTMOMKATOP perucrpaumm

registrationId. BKOHCOAM /journalctl 0TobpasnTcs cooblieHne caeayoLlero Bnaa:

»62bbal07e-1000-4d6e-ad8b-47935elb7d64"

[MpunoxeHne AOMKHO MNepefatb registrationId B cBOM cepBep BHeLWHEro
NMPUNOKEHNA, 4yTODObI cepBep BHELWHErNo NpmnaoXeHma Mmor oTrnpaBaATb pUSh-yBe,ﬂ,OMJ’IeHMFI

ONA KOHKPETHOTO registrationId.
2.2.2.4. Push-yBegomneHus

Monyyme push-yBegomneHune, NnpuaoKeHMe cHavyana NPoBEPSET, HE HAaXOANTCS NN
NPUNOXKEHWE Ha NepeaHEeM nfaHe, a 3aTeM BbINOAHAET aHanM3 Nona AaHHbIX push-
yBEeAOMNEHUA M MOUCK KNtoYa mtype B noaydyeHHom JSON.

Ecan mtype paBHO:

— action — yBeAOM/eHMe He byaeT oTobparkaTbes;

— notify — ByaeT oTobpaKeH TO/IbKO BEPXHWUI BaHHep;

— system notify — yBegomneHune OyaeT OTOOpaXkaTbCA TONbKO B LEHTpe
yBEAOMNEHUN.

Mpn nobom Apyrom 3HaYeHUM, a TaKKe MPM NYyCTOM 3HAYEHUW UAW OTCYTCTBUM
mtype OyayT oTobparkaTbea 2 push-ysegomneHuns (6aHHep 1 LEHTP YBEAOMAEHUN).

Boibop cnocoba oTobparkeHus push-yBegomneHns peanm3oBaH B MeToae

pushListToNotificationList Knacca ApplicationController:

void ApplicationController::pushListToNotificationList (const PushList
&pushlList)
{
for (const auto &push : pushList) {
m notificationsModel->insertPush (push) ;

QJsonDocument jsonDcoument = QJsonDocu-
ment::fromJson (push.data.toUtf8¢());

QString notifyType = jsonDcoument.ob-
Jject () .value ("mtype") .toString() ;

if (notifyType == QStringLiteral ("action"))
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continue;
static QVariant defaultAction = Notification::remoteAction (

QStringLiteral ("default"), tr("Open app"), Applica-
tionService::notifyDBusService (),

ApplicationService::notifyDBusPath (), Application-
Service::notifyDBRusIface(),

ApplicationService: :notifyDBusMethod()) ;

Notification notification;

notification.setAppName (tr ("Push Receiver"));
notification.setSummary (push.title);

notification.setBody (push.message) ;
notification.setIsTransient (false) ;
notification.setItemCount (1) ;

notification.setHintValue ("x-nemo-feedback", "sms exists");
notification.setRemoteAction (defaultAction);
notification.publish{();

2.2.2.5. Cepsuc ana ynpaBneHna npuaoKeHnamm

[na ynpasneHmna npuaoxKeHmnem, cnocobHbim Kak paboTaTb B POHOBOM pexume,
TaK M 3anyckaTb rpapuyecknin mHTepdenc, co3aaeTca KnacC ApplicationService,

KOTOPbIM HacneayeTcs OT QDBusAbstractAdaptor:

// SPDX-FileCopyrightText: 2023 Open Mobile Platform LLC <commu-
nitylomp.ru>

// SPDX-License-Identifier: BSD-3-Clause

#ifndef APPLICATIONSERVICE H
#define APPLICATIONSERVICE H

#include <QtDBus/QDBusAbstractAdaptor>

class ApplicationService : public QDBusAbstractAdaptor

{
Q OBJECT

Q CLASSINFO ("D-Bus Interface", DBUS INTERFACE)

public:
explicit ApplicationService (QObject *parent = nullptr);
~ApplicationService () override;

static bool isRegistered();
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static QString notifyDBusService() ;
static QString notifyDBusPath();
static QString notifyDBusIface ()
static QString notifyDBusMethod () ;

static int updateApplicationArgs (const QStringlList &arguments);

signals:
void guiRequested() ;

public slots:
void handleApplicationArgs (const QStringlList &arguments);
void handleApplicationWakeUp () ;

}s

#endif // APPLICATIONSERVICE H

Ha3BaHne cepsuca, NyTb W WHTepdeilc, KOTOopble MOXKeT WCMNO/b30BaTb
npunoxeHune, orpaHnyeHsl opmatom orgName.appName (noapobHee B nn. 2.2.2.6).

B KOHCTpYyKTOpPEe permnctpupyetca D-Bus-cepsuc:

ApplicationService: :ApplicationService (Q0bject *parent) : QDBusAb-
stractAdaptor (parent)

{
setAutoRelaySignals (true) ;

QODBusConnection dbus = QDBusConnection::sessionBus () ;
dbus.registerObject (dbusPathStr, this, QDBusConnection::Expor-
tAllSlots);

if (!'isRegistered()) {
bool success = dbus.registerService (dbusServiceStr);
if (!success)

gApp->quit () ;

MeTtoa  updateApplicationArgs (const QStringList &arguments)
NCnosib3yeT 3TOT CepBUC, 4TOOBI NMPUMEHNTLb ANA NPUNOKEHNA apPryMeHTbI KOIV\aH,D,HOlZ

CTPOKM, BbI3BaB handleApplicationArgs (const QStringList &arguments):
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int ApplicationService::updateApplicationArgs (const QStringList
&arguments)

{
QDBusMessage message =
QDBusMessage: :createMethodCall (dbusServiceStr, dbusPathStr,

dbusIfaceStr,

dbusMeth-
odStr) ;
message.setArguments (QList<QVariant> () << arguments) ;
QDBusMessage reply = QDBusConnection::sessionBus () .call (message);
return 0O;
}
MeTtoa  handleApplicationArgs (const QStringList &arguments)

OTNpPaBAAeT CUrHan O HeoObXOAMMOCTU OTKPbITb rpadpuyeckmin mnHTepdenc, ecam B

aprymeHTax KOI\/\aH,EI,HOl;I CTPOKMN MMEEeTCA —gui:

void ApplicationService::handleApplicationArgs (const QStringList &ar-
guments)

{
if (arguments.indexOf (QStringLiteral ("/no-gui")) != -1)

return;

emit guiRequested() ;

CepBuC CO34aeTCA 1 3aMyCKaeTca B main. cpp:

int main(int argc, char *argvl[])

{
QScopedPointer<QGuiApplication> application (Aurora::Applica-

tion::application(argc, argv));
application->setOrganizationName (QStringLiteral ("ru.auroraos"));
application->setApplicationName (QStringLiteral ("PushReceiver"));

QStringlList applicationArgs = application->arguments () ;
applicationArgs.removeFirst () ;

if (ApplicationService::isRegistered()) {
return ApplicationService::updateApplicationArgs (application-
Args) ;
} else {
QScopedPointer<ApplicationService> applicationService (

new ApplicationService (application.data())):;
QScopedPointer<ApplicationController> applicationController (
new ApplicationController (applicationArgs, applica-
tion.data()));
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QO0bject::connect (applicationService.data (), &Application-
Service: :guiRequested,
applicationController.data(), &Application-
Controller: :showGui) ;

return application->exec();

CHayvana nposepsaeTca, He Dbl N CEPBUC yKe 3anylleH. B aTom ciyyae y Hero
TONbKO OBHOBAAIOTCA apPryMeHTbl KOMaHAHOM CTPOKW. MHauye co3gmaeTca M 3anyckaeTcs

HOBbIN CEPBUC, a TaKKe NPUIOXKEHME, KOTOPOE NOYYaeT apryMeHTbl KOMaHAHOM CTPOKM.
2.2.2.6. [lononHUTeNbHbIE HACTPOMKM KOHPUTYpaLMU

Ona npunoxeHusa HeobxoaMmo B dalne .desktop YKasaTb BO3MOMHOCTb

NPUHMMATb uri B KA4YeCTBE aprymeHTa:

Exec=/usr/bin/ru.auroraos.PushReceiver $%u

,B,J'IFI AO0CTyMna K pUSh-,ﬂ,eI\/\OHy NPUNOKEHNIO H€O6XO,£I,VII\/\O paspeweHne
PushNotifications, KOTOpPO€ MOXHO 334aTb B MNOJI€ Permissions CEKUUU

X-Application ¢alna .desktop:

[X-Application]
Permissions=PushNotifications

OrpaHnyeHne Ha MMeHa D-Bus WKH, KOTOpble MOXET NOAHWUMATb MPUIOKEHNUE.
,ﬂOCTyﬂHbITOﬂbKO MMeHa BWOa orgname.appname, 1€ orgname N appname 3a4a0OTCA B

CeKUMM x-Application ¢aina .desktop:

[X-Application]
OrganizationName=ru.auroraos
ApplicationName=PushReceiver

B pro-dpainne HeobxoAMMO yKaszaTb, YTO NpuaoxeHune mucnonblyetr Qt D-Bus u

AONONHUTENbHbIE BUDBANOTEKU pushclient M nemonotifications-qt5:
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QT += dbus

PKGCONFIG += \
pushclient \
nemonotifications—-gth

MPUMEYAHWE. Mocne perncrpaumm NpMAOKeHMA B push-a4emoHe OHO oTnpasBaseT
Ha CBOWM CepBep BHELWIHEro MPUIOXKEHMA YHUKANbHbIM registrationId, MpPM 3TOM Ha
cepBepe BHEWHEro NpuaoKeHna HeobxoamMm NpoLecc, CNocobHbIM Noay4YaTb M COXPaHATb

registrationId ANA AaNbHENLIEN TapreTMPOBaHHOM OTNPaBKM push-yBeaomaeHnn.
2.2.3. Ul yBegomnerus (ana OC ot Bepcum 5.0 1 Bbile)

B OC Bepcun 5.0 peanmsoBaH HOBbIM MeXaHM3M A0OCTaBKM push-yBeaomneHuni
Hanpsamyto B Ul (noapa3aen 2.3). [laHHbIN mexaHn3m younpaeT HeobxoaMMOCTb CO34aBaTb
yBeAOMNEeHMA HeNOCPEACTBEHHO U3 NPUAOKeEHUSA. [lepexos Ha HOBbIM MexaHW3M TpebyeT

TONIbKO NOAKAOYEHUSA HOBON BUOBAMOTEKN 1ibpushapi :

PKGCONFIG += pushapi

NMPUMEYHAHUE. Echv paHee npuaoxkeHne cos3gaBano yBeAOMNAEHUA C AAHHbIMU,
npuweawnMn B push-yBegomneHua, To nNpu nepexode Ha HOBbIM MexaHW3M, O
nsbexaHma aybanMpoBaHWA yBeAOMAEHWUIN, CTOUT M30aBUTbCA OT CAMOCTOATENbHOTO
CO34aHuA.

MpunoxeHne MOXKeT peann3oBaTb B cBoem D-Bus cepBuce meTtos, KOTopbin byaeT
BbI3BaH NPW KAMKe Ha push-yBeaOMAEHWNE, eCN €ro MMA OblN0 NepeaaHo B No/e action
push-yseaomneHua. Ha TekyWmMin MOMEHT noaaepxmBaeTcs Tonabko 1 meton Ha push-
yBe4oMNeHMe 1 He NoAAepKMBAOTCA MeToAbl C apryMeHTamu. [Ana Toro 4tobbl meTos,
BbIMONHANCA (B TOM 4YMCAe MPU BbIKIHOYEHHOM MPUAOKEHUN), HEOOXOAMMO cAenaTtb
npunoxeHne DBus activatable nytem pobaBneHnMA nons ExecDBus B CEKUMIO

X-Application ¢panna .desktop:

[X-Application]
ExecDBus=/usr/bin/ru.auroraos.PushReceiver %u

25




— "1 OTOKPbITAFI
PykoBoACTBO pa3paboTymka. Yactb 1 ' ".—,"nﬂ'ﬂg,';'ﬁﬂ

BHUMAHWE! MopaepkKka mexaHM3ama, onmcaHHoro B nn. 2.3.3.2, coxpaHAeTcs B
NAHHbIM MOMEHT, ANA NPOA0/IKEHMA PAaboTbl He TpebyeTcA A0NONHUTENbHbBIX M3MEHEHWNI
B MPUNOXKEHMN UM NepechopK.

MPUMEYAHUE. Bubanotekn libpushclient U libpushapi KOHPAMKTYIOT APYr C

APYrom, 04HOBPEMEHHO MOXHO MCMOJIb30BaTb TOJIbKO OAHY U3 HUX.
2.3. Otnpaska push-ysegomneHuii

Push-yBegomneHma oTnpaBaAOTCA C cepBepa BHELWHEro npuaoxKeHua yepes API
Cepsepa npunoxenuin MCY, KoTopbin 3awmueH npotokonom OAUTH2 OpenID Connect
cornacHo JSON Web Token (JWT) Profile for OAuth 2.0 Client Authentication. Mpu atom
MCMONb3yeTcA MeToA ayTeEHTUOUKALMN private key Jwt.

Mpu permnctpaumm npoekta Ha CepBepe npuaoxkenuit MCY paspaboTunky byayT
HanpaBaeHbl KOHOUIypaUMOHHbIE HACTPOMKM MNPUNOKEHUA W CepBepa BHELIHEro
NPUNOXKeHNA. B KOHOUIypaumm NnpeacTaBaeHbl NapameTpbl, HeobXoaMMble A1A HACTPOMKM
KAneHTa npoTokona aBTopm3saumnm OpenlD Connect n dopmmnposaHmsa URL ana otnpasKku
push-yBeaomneHuin, NnpnBeaeHHble B noapasaene 1.2.

Tanbl OTNPaBKK push-yBeAOMNAEHNIA:

1) MonyyeHne TOKeHa, MO3BO/AKWEro B TeYeHWe BPEMEHM €ero KU3HU
0OTNpPaBAATbL push-ysegomnenua (n. 2.3.1);

2) HenocpeacTBeHHO oTNpaBKa push-ysegomnenums (n. 2.3.3).
2.3.1. 3anpoc TOKeHa aBTOpM3aLMK

[na nonyyeHns ToKeHa HEOOXOAMMO BbINMOAHUTL HEABTOPM3OBAHHbIM 3aMpoc Nno
aZpecy 13 napameTpa token url (nogpasgen 1.2).

3anpoc:

POST {token url}
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NMpumep:

POST http://example.ru/auth/public/ocauth2/token

3aro0BOK Content-Type A0/KEH MMETb 3Ha4YeHMe application/json.

Obs3aTenbHble NapaMeTpbl TeNa 3anpoca npmsedeHsl B Tabauue (Tabanua 1).

Tabnunua 1
ObsasatenbHocTb | MapameTp Tun OnucaHune
[a scope String |Cnucok AenCTBUI, KOTOpble MOTYT BbiTb
pa3peLleHbl MPUIOKEHMIO.
3Ha4yeHuMA U3 Gpanna C HaCTPOMKAMM NPOEKTA
(noapasnen 1.2).
[Mpumep: openid offline message:update
project:read
[a audience |String [[Ipegnonaraembiii NOTPEOUTE b TOKEHA, KaK
npasuno, aTo cepsep pecypcos (API), K
KOTOPOMY NPUNOKEHMIO HEODHXOANMMO
NONYy4YUTb AOCTYM.
3HauyeHus n3 parna c HaCTPOMKaMM NPOEKTA
(noapa3snen 1.2).
[Mpumep: http://example.ru/auth/public
http:// example.ru /push/public
Ha grant_typ|String |Tun asTopu3auun cepsepa BHELIHEro
© npunoxenua B Noacucreme 6e3o0nacHOCTH
Push-cepsepa.
MepenaTb 3HayeHMe: «client credentials»
[a client as|String |[lepegaTb 3HaYeHME, KaK CTPOKY:
sertion t «urn:ietf:params:oauth:client-
ype assertion-type:jwt-bearer»
[a client_as|String |ChopmmpoBaHHbI camocToaTenbHO JWT,
sertion

coaepKawmn nHdopmaumo ans
ayTeHTUPUKaUMM KnneHTa. OH AoKeH ObiTb
noAnmMcaH UMppoBOM NOANMCHIO C
MCNONb30BaHMEM 3aKPbITOrO K/to4Ya, 3HaYeHue
KOTOPOro HaxoAMTCA B NapameTpe

private key M3 dalina c HaCTPOMKamm
npoekTa (noapa3aen 1.2). TpeboBaHMsA K
dbopmmpoBaHmto TokeHa JWT MOXKHO
nocMmoTpeTb B Tabauue (Tabauua 2)
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JWT ponskeH copeprkaTb obs3aTesnibHble NapameTpbl, npuBedeHHble B Tabauue

(Tabnnua 2).

Tabnuua 2

0Ob6a3aTenbHOCTb

MNapameTp

Tun

OnucaHue

iss

String

Issuer. [lo/mKeH cogepkaTb client id
knmeHTa OAuth

sub

String

Subject. [lonxkeH coaep»aTb client id
KnneHTa OAuth

aud

String

Audience.

Mpeanonaraembit NOTpebUTENb TOKEHA, KaK
npaBuao, 370 cepsep pecypcos (API), K
KOTOPOMY NPUNOKEHMIO HEODXOANMMO
NONYYMTb AOCTYn.

CepBep aBTOpPM3aLMM AONKEH NOATBEPANTD,
YTO OH ABNSAETCA LeNeBon ayautopuen ana
TOKeHa. 3HayeHne A0MKHO NPeACcTaBNATb
cobon URL KOHEYHOW TOYKM cepBepa
aBTOPM3aLMM

[a

Jti

String

JWT ID.

YHUKaNbHbIN MAEHTMOUKATOP TOKEHA,
KOTOPbINA MOXKET ObITb MCMONb30BAH AN1A
npenoTBpalLeHns NOBTOPHOTO
MCNONb30BaHNA TOKEHA. TakmMe MapKepbl
NOMKHbBI MCMNO/b30BaTbCA TO/IbKO OAMH Pas3,
€C/I TO/IbKO YCNOBMA MOBTOPHOrO
MCNONb30BAHNA He Dbl OrOBOPEHbI MEXayY
CTOPOHaMM; Ntobble TakMe NneperoBopsbl
BbIXOAAT 3@ PAMKM AaHHOM cneundmKaumm

[a

exp

String

Bpema ncTtevyeHMA CpoKa AeNCTBMA TOKEHA, NO
ncredeHmm kotoporo JWT He nosiKeH
NPUHMMaTbCA K 06paboTke

2.3.2. [loaonucb TOKeHa aBTOpM3aLMK

JWT ponxeH 6biTb nognucaH UmMdpoBon NOANUCHIO C UCNONb30BAHNEM 3aKPbLITOTO

KNto4Ya B aCMMMeTpUYHOM Kpuntorpadumm RS256.
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KAWEeHT,  uMcnonb3ylowui  mMeTod, — ayTeHTUdMKauuMM,  OO/KeH  3apaHee
3aperncTpmMpoBaTh CBOM OTKPLITLIA KAOY (MapameTp key id) Ha cepBepe aBTOpM3auuy,
YTOObI CEPBEP MOT MPOBEPUTL assertion.

MpoBepPUTb KOPPEKTHOCTb BbIMYLLEHHOrO TOKEHA MOMHO, K MPUMEpY, Ha caiTe
https://jwt.io/.

OTBEeT Ha 3anpoc Noay4YeHns TokeHa npueeaeH B Tabauue (Tabaunua 3).

Tabnnua 3

O6a3aTeNnbHOCTb MNapameTp Tun OnucaHue

Na access_token|String|TokeH aBTOpM3aLMM, C KOTOPLIM
HeobX0AMMO BbINOAHATL 3aNPOChI K
cepsepy

[a expires_in |String|Bpemsa AeiCTBMA TOKEHa aBTOPM3aLMM

[a scope String|Cnucok OeNCcTBUA, KOTOPbIE MOTYT BbITb
pa3peLleHbl MPUIOKEHNAM

Aa token_type |String|Tun TtokeHa

[a expires_at |String|Bpems OKOHYaHWA AEMCTBUA TOKEHA
aBTOpPM3aL MM

N3 oTBETa cneayeT cumTaTh aTpPUOYThl, KOTOPbIE BO3BPALLLAIOT TOKEH, U BPEMA €ro
nencTeua.

Mpumepbl Koga Ha Python u Java ana nonydyeHua TOKeHa A0CTyna NpuBeeHbl B
noapasaene 2.4.

Mpumepbl Koda npuBedeHbl Ha nopTane pa3paborumkos OC ABpopa:
https://community.omprussia.ru/documentation/software_development/guides/push/s
erver.html#texample.

B cnyvae, ecnm BblWen CPoOK [AeWCTBMA access token, HeobxogMmo

MHMLUMMPOBATL NpoLeaypy NoaydeHma TokeHa (n. 2.3.1).
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2.3.3. OnpaBKa push-yBegomneHnm
2.3.3.1. O6uwaa nHpopmaumsa

Nna otnpaBkK push-yBegomaeHmsa Heobxoammo chopmmpoBaTh 3anpoc Ha Cepsep

npunoxeHun MNCY, ykasaHHbIM B api url (noapasgen 1.2).

POST {api url}/projects/{project id}/messages

3aro/I0BOK Content-Type AO/XKEH MMETb 3HaYeHMne: application/json.

3arof0BoK Authorization AO/MKEH UMETb 3Ha4yeHWe: Bearer access token,
NOMIy4YeHHbIM B 3anpoce aBTopusaumm (n. 2.3.1).

K appecy Cepsepa npunoxeHun [CY Heobxoammo n06aBuTb GparmeHT c
YKa3aHMeM project id.

MapameTpbl Tena 3anpoca npueeseHsl B Tabauue (Tabanua 4).

Tabnuua 4
Ob6sasatenbHocTb | MapameTp Tun OnucaHue
[a target String |YKasblBaeTcA registrationId,
NOJIYYEHHbIM M3 MPUNOKEHWNA NOC/E ero
permcTpaummn Ha Cepsepe npunoxkeHuin MNCY
[a type Enum NoaaepsKkmnBaeTcs 3HaYeHne device
(String)
[a ttl String  |Bpems »M3HM push-yBegomaeHMS,
Hanpumep, 5h30m. MoxeT bbITb 3a4aHO0
TONIbKO B CNeAyWMX eANHMLAX: s —
CeKYHZbl, h — 4acbl, m — MUHYTb
[Na notificat |OBJ CoaepaHue push-ysegomneHus
ion Notifica
tion

MapameTpbl 06beKTa Notification NpmeeaeHbl B Tabauue (Tabanua 5).

Tabnnua 5
ObssaTtenbvHocTb | Mapametp | Tun OnucaHune
Het title string |3aronosok (4o 512 cumesonos)
Het message |string |Tesno coobuweHua (0o 2048 cMmBOI0B)
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ObsasatenbHocTb | MapameTtp | Tun OnucaHune

Het data Object |O6beKT 414 NapameTpoB KAtoU-3HaYeHue,
MOHO Nepenanatb Ntobble HeobxoaMmble
npunoxeHuto nona (ao 1024 6anT)

Het action string |[lefcTeue, KoTopoe ByaeT BbIMOAHEHO B

NPUAOXKEHWN, NOC/NE HAXKAaTMA NONb30BaTE/IEM
Ha yBeZOoMeHuMe.

[enctena 3aaatoTca pa3paboTynkom
NPUIOXKEHUN.

Hanpumep, ecnm y npunoxeHua ectb D-Bus
cepBuc, B KOTOpoM onpeaeneH metos «Openy,
Toraa «Open» MOXKHO NepeaaTthb B N0Je U
meToa byaeT BbI3BaH CUCTEMOMN NPU KAMKe Ha
yBeZLOoMNEHMeE.

Mone nONKHO coaepaTb He bonee 255
CMIMBO/10B.

MeTopa aonKeH 6bITb 1 Ha Noae N MeTo, He
AONMKEH coAepXaTb NapamMeTpbl.

[ns TOro, 4tobHbl HbINA BO3MOXKHOCTL BbI3BATb
action, push-yBegomneHune A0NKHO
0TOOpPa3nTbCA B CUCTEMHOM Tpee

Bo3morKHble Koabl olWMHOK NnpuBeaeHbl B Tabauue (Tabanua 6).

Tabnuua 6

Kopg v cTatyc
owmnbKn

OnucaHue

[encTBuna ansa ycrpaHeHns owmnbkm

400 Bad Request

ttl limit is exceeded

Heobxoammo npoBepuTb
[ONYCTMMOE BPeMA XM3HKU push-
YBEOMNEHNA B COOTBETCTBMM C
HaACTOAWMM JOKYMEHTOM

type

unsupported message

Heobxoamnmo npoBepuTb AOCTYMHblE
TUMNbI AOCTABKM YBEAOMAEHUI B
COOTBETCTBUW C HACTOALLMM
[OKYMEHTOM

title length

invalid notification

Heobxoamnmo npoBepuTb AOCTYMHblE
orpaHMYyeHmMsa Ha cosaaHune
yBEJOMNIEHNN B COOTBETCTBUM C
HaCTOAWMM JOKYMEHTOM
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Kog v cTatyc
oWwmnbKun

OnucaHue

NNAT®O0PMA
[encTBuna ana yctpaHeHna owmnbKkm

invalid notification
message length

HeobxoamMmo npoBepuTb AOCTYMHblE
orpaHMYeHMa Ha co3aaHune
yBEeOMIEHNI B COOTBETCTBUM C
HaCTOAWMM JOKYMEHTOM

invalid target

HeobxoamMmo npoBepuThb AOCTYMHblE
3HaYeHMA B COOTBETCTBUM C
HaCTOAWMM JOKYMEHTOM

target not found
(YKa3aHHbIM
registration idHe
HanaeH)

registration idHeobxoanmo
NONYYUTb NOC/Ee perncTpaLmm
YCTPOWMCTBA M NPUNOKEHNA Ha
Cepsepe npunoxkenHun MCy

401 Unauthorized

MCTeKCpOKﬂﬁﬁCTBMHTOKeHa
aBTOpPUM3aunin

HeobxoaMMo NoNy4YnTb HOBbIN
TOKeH aBTopusaumm (n. 2.3.1)

Client authentication
failed, the provided
client JSON Web key is

expired (He yaanocb
BbIMNO/IHUTb ayTeHTUDUKALMIO.
CpoK aencreums
NpeAoCTaBAEHHOro K/to4a
NCTEK)

Heobxoanmo o0bpatmTbes K
AgmnHuctpatopy Cepsuca
yBEeZAOM/IEHWNIM C NPOCLOOWA
BbIMYCTUTb HOBbIN KHOY
H6e30MacHOCTM NPOEKTa M NpUcNaThb
ero, Nocse Yero cneayeT YCTaHOBUTb
HOBbIN KAtOY M MOBTOPMUTb 3aMpPOC

403 Forbidden

OTCyTCTBYIOT HEODXOANMbIE
npaBa 4OCTyNa ANA
BbIMO/IHEHMA 3anpoca

Heobxoammo obpatmTbes K
CUCTEMHOMY aZlMMHUCTPATOPY ANA
Ha3Ha4YyeHWA Npas

413 Request
Entity Too Large

Obuwmin paamep JSON-
obbeKkTa B Tene coobuleHmns
npesbllaeT 4 K6

HeobxoanMmo yMeHbWNTb pasmep
JSON-0b6beKTa B Tesie cooblleHums

429 Too Many
Requests

[OCTUTHYT TMMUT KOMYECTBA
3anpoCcoB B CEKYHAY

HeobxoAMMO COKpaTUTb KONMYECTBO
3anpoCoB B CEKYHAY A/1A NPOeKTa

500 Internal
Server FError

BHyTpeHHAA cMCTeMHaA
owmnbKa Cepsepa
npunoxxenun NCy

Heobxoammo obpatmTbes K
CUCTEMHOMY aZlMUHUCTPATOPY

504 Gateway
Timeout

NHdpacTpyKTypa Cepsuca
yBEAOMNEHNIM HEAOCTYMHA

Heobxoammo obpatmTbes K
CUCTEMHOMY aZIMUHUCTPATOPY
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NMpumep 3anpoca:

POST https://global-push.domain/api/projects/project-from-ui-
bthsc2ig44tso869%9omt0/messages

Content-Type: application/json

{

"target": "442125d4-6041-4f72-ab4b-1e5fd3ad389a",
"ttl": "2h",
"type": "device",
"notification": {

"title": "some title",

"message": "some message",

"data": {

"another key": "value"

I

"action": "command"
}
}

Mpymep oTBETA B C/ly4ae ycrnexa MMeeT ciedytoLlmii BUA,

"expiredAt": "2020-10-06T07:44:43.9675762",
"id": "1526c09c-1cad4-48ea-8357-elb8aaz2f3fc3",
"notification": {

"data": {

"another key": "value"

b

"message": "some message",

"title": "some title",

"action": "command"

}y

"StatUS": "",

"string": "", "target": "442125d4-6041-4f72-ab4b-1e5fd3ad389%a",
"type": "device"

2.3.3.2. Co3paHue push-ysegomnenuma ana OC sepcum 3.2.2 U Bbllle

Push-yBegomneHue ¢ AaHHbIMW B NOAAX data, title W/MAM message OyaeT
NOCTaBNATbCA HAMPAMYIO B MPUIONKEHUE, MUHYA OTODparKeHme B CUCTEMHOM Tpee

ycTponcTsa. Ecnm npunoxkeHume He HbI10 3anyLLeHo, OHO byaeT 3anyleHo B dpoHe.
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2.3.3.3.  Co3paHue push-ysegomnenua ana OC ot Bepcum 5.0 1 Bbile

MPUMEYAHUE. B cnyydae, ecanm npunoxkeHwe He 6bl1O0 adanTMpPoOBaHO ANA
npumeHeHna B OC Bepcumn 5.0, To HeobxoaMMo 0bpalLaTbCA K Caeayowen MHPopMaLmNn:

— NIOrMKa co3aaHuma push-ysegomneHnin (nn. 2.3.3.2);

— OnucaHue aganTaumm npunoxenuma (n. 2.2.3).

Push-yBegomneHne ¢ JaHHbIMM B Mofax title W/MAM message OyaeT
oTObOparKaTbCA B CMCTEMHOM Tpee YCTPOMCTBA. VICKAOYeHMeEM ABAAETCA CAyyal, Koraa
NPUNOXKEHWE 3anyLLEHO M pa3BepHYTO, TOrAda BCe AaHHble MOMaayT B MPUIOXKEHWE U
push-ysegomneHue He byaeT otobparkaTbCsA B CUCTEMHOM Tpee. ECAN NpuaoKeHne He
6blI0  3aMylUleHO B MOMEHT TMOAYYeHUss YCTPOMCTBOM push-yBegomneHua, Toraa
npunoxeHne He OyaeT 3anyckatbca, a push-yBegomneHne Oyaetr oTobparkaTbCA B
CUCTEMHOM Tpee.

Push-yBegomneHune ¢ AaHHbIMKW B None data OyaeT AOCTaBAATLCA HANPAMYH B
NPUNOKEHNE, MUHYA OTODParKEHNE B CUCTEMHOM Tpee YyCTPOMUCTBA. ECin npunoxKeHne He
6b110 3anyLLeHo, oHO byaeT 3anyueHo B poHe.

Push-yBegomneHune ¢ JaHHbIMM B NOAAX data, title W/MAM message bByaeT
OTOOparKeEHO B CUCTEMHOM Tpee M [AO0CTaBNEHO B MNPUIOXKEHME OAHOBPEMEHHO.
NcKkntoyeHnem byaeT cnydvan, Koraa NpuaoXKeHWe 3anylleHo M pa3BepHyTO, Toraa Bee
[aHHble nonaayT B MNpuAOXKeHWe W push-yBegomneHue He 6byaeT oTobparkaTbCA B

CUCTEMHOM Tpee.
2.3.4. TlonyyeHne nHPopmaLmm 0 NPoeKTe push-yBegomaeHmin

Cepsep npunoxkeHun MNCY npeaocTaBaseT BO3MOXXHOCTb MOYYNUTb CAEAYHOLLYHO
nHPopmauumio:

— o aoctynHocTn Cepsepa npuaoxenmin MNCy;

— 00 aKTyanbHOCTU KAtoyel 6e30nacHOCTU NpoeKTa push-yBeaoMAEHN;

— 00 aKTMBHOCTM NpoeKTa push-yBeaoMAEHUN.
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Heobxoaumo chopmmnposaTh 3anpoc Ha Cepsep npunoxerHnin MCY, ykasaHHbIN B

api url (noagpaszen 1.2):

GET {api url}/projects/{project id}

3aro/I0BOK Content-Type AO/XKEH MMETb 3HaYeHMe: application/json.

3aro/I0BOK Authorization AO/MKEH MMETb 3HAYEHWE: Bearer access token,
NOsIy4eHHbI B 3anpoce aBTopmsaumm (n. 2.3.1).

Mpn dopmumposaHum URL ana 3anpoca BmecTo {project id} HeobxogmMmo
yKa3aTb nAeHTUOMKATOP NPOEKTa U3 KOHOUIYypaumMm.

MapameTpbl oTBETA NpMnBeaeHbl B Tabauue (Tabanua 7).

Tabnunua 7
O6a3aTenbHOCTb MNapameTp Tun OnucaHue
[a id String NaeHTUdMKATOP NpoeKTa
Na name String HasBaHWe npoeKTa
Na isActive Boolean AKTUBHOCTb NpOeKTa
a serviceAccount |OBJ O6beKT c MHPpopmaumen o
ServiceAccount |\cangycom akKkayHTe NpoeKTa
[a createdAt String [laTa co34aHnsA NpoeKTa
[a updatedAt String [laTa 06HOBNEHWUSA NPOEKTa

MapameTpbl 06beEKTa serviceAccount NpuBeAeHbl B Tabauue (Tabanua 8).

Tabnnua 8

Ob6sasatenvHocTb | [MapameTp Tun OnucaHune

[a clientId string |peHTUPUKATOP CEPBMCHOMO aKKayHTa,
COBMAAET C MAEHTUGUKATOPOM NPOEKTa

Na clientName |string |Ha3paHue CEPBMCHOIO aKKayHTa, COBMNaaaeT
C Ha3BaHWEM MpPOEKTa

[a publicKeys |Object |O6beKT c MHbOPMaLMEN O CPoKe AeCTBUA
K/toYelt 6e30nacHOCTM NPOeKTa

Na scope string |Cnuncok AencTBMIM, KOTOPbIE MOTYT BbITh
paspeLleHbl NPUNOKEHUIO

[a audience Arrayl[s |Mpeanonaraemblii noTpebutens TokeHa, Kak

Eringl  |nnasuno, sTo cepsep pecypcos (API), k

KOTOPOMY MPUIOHKEHNIO HEOOXOANMO
NOMY4YMTb AOCTYN

35




— "] OTKPbITAS

PykoBoACTBO pa3paboTymka. Yactb 1 ' HRE#‘;J&;‘QQ

MapameTpbl 06beKTa publicKeys npmBeaeHsbl B Tabanue (Tabanua 9).

Tabnunua 9

Ob6nasatenbHocTb | Mapametp | Tun OnucaHue

[a

meta ObJject|O6beKT ¢ nHdopMmaLmelt o Katoye 6e30nacHoOCTH
NpoeKTa.

CoAep*KnUT 3HaYeHMe NapamMeTpPOB:

— public: {3HaueHue} - MAeHTM¢MKaTOp
NyBANYHOTO KNHOY3;

— assigned at - [aTa Ha3HaYeHWA Kayen
6e30nacHOCTM NPOEKTa;

— expired at - [JaTa OKOHYaHWA AENCTBUA
Kntoyen 6e30nacHOCTM NPOeKTa

OTBeT byaeT npeAcTaBAeH B caeaytollem popmaTe:

by

"createdAt":"2023-09-13T21:43:29.7120934+03:00",
"id":"acs 1384 test ckl05k9pfb78114a8n8g",
"isActive":true,

"name" :"acs-1384-test",

"serviceAccount": {

"audience": [
"http://example.ru/auth/public",
"http://example.ru/push/public”

1y

"clientId":"acs 1384 test ckl05k9pfb78114a8n8g",

"clientName":"acs-1384-test",

"publicKeys": {

"meta":{
"public:WcKEc])7wQQ" : {
"assigned at":"2023-09-13T18:43:582",
"expired at":"2024-12-13T00:43:582"

}
by

"scope":"openid offline message:update project:read"

"updatedAt":"2023-09-13T21:44:43.73058+03:00"

36



http://example.ru/auth/public
http://example.ru/push/public

PykoBoACTBO pa3paboTymka. Yactb 1

— "] OTKPbITAS

' MOBWUJIbHAA

NNAT®O0PMA

Bo3MOHble KoAbl OWNOOK npuseaeHsbl B Tabanue (Tabaumua 10).

Tabnunua 10

Kog v cTatyc
OWMOBKM

OnucaHue

[encTBuna ana yctpaHeHna owmnbKkm

401 Unauthorized

MCTeKCpOKﬂﬁﬁCTBMHTOKeHa
adBTOpPUN3aunin

HeobxoAMMO NoMYyYNUTb HOBbIN TOKEH
asTopm3aumm (n. 2.3.1)

Client authentication
failed, the provided
client JSON Web key is

expired (He yaanocb
BbINOJIHUTb
ayTeHTUudmKaumio. Cpok
NencTBums
NpeaoCcTaBAEHHOro KAto4a
NCTEK)

Heobxoammo obpatmtbes K
AamunHuctpaTtopy Cepsuca
yBEAOMNEHWNI C NPOCLOOM BbINYCTUTb
HOBbIM KNtOY Be30MacHOCTM NPOeKTa
M NpucnaTb ero, Nocse 4yero cnegyet
YCTaHOBWUTb HOBbIM K/tOY M MOBTOPUTH
3anpoc

403 Forbidden

[locTyn K pecypcy 3anpelleH

MpoBepuUTb KOPPEKTHOCTb HAaCTPOEK
nepefaHHOro npoekTa. B cnyyae
NoBTOPEHMA oWKnbKM 06paTUTLCA K
AamuHuctpatopy Cepsuca
yBEAOMNEHNM

404 Not Found

Pecypc He HanaeH

[MpoBEPUTb KOPPEKTHOCTb HACTPOEK
nepenaHHOro npoekTa. B cayyae
noBTOPEHMA OWKnbKM 06paTUTLCA K
AgmunHuctpatopy Cepsuca
yBEAOMNEHNM

429 Too Many
Requests

|[LOCTI/I FTHYT IMMUT
KO/1M4eCTBa 3arpocoB B

CeKyHAay

HeobxoAMMO COKPaTUTb KOIMYECTBO
3aMpoCoB B CEKYHAY A/1A NpoeKTa

500 Internal
Server Error

BHyTpeHHAA cucTemHan
owmnbKa Cepsepa
npunoxenuin NCyY

Heobxoanmmo obpaTntbes K
CUCTEMHOMY aZIMUHUCTPATOPY

504 Gateway
Timeout

NHdpacTpyKTypa Cepsuca
yBEAOMIEHWNI HEAOCTYMHA

Heobxoammo obpatmutbes K
CMCTEMHOMY aIMMHUCTPATOPY
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2.3.5. PekomeHaaumum MCNONb30BAHMA 3anpoca

[Meproamyeckn, c 4acToTOM He MeHee OZIHOrO pas3a B CYTKM, C CeEpBEPA BHELLIHEro
NPUNOXKEHNA HeoDBXOAMMO BbIMONHATL 3anpoc Ha CepBep npunoxeHui MCY, 4TobbI
MO/ly4aTb aKTya/ibHble AaHHbIE MO NPOEKTY:

— aTpubyT isActive A0/MKEH ObITb paBeH true. B c/ayyYae HapylleHWI CBA3ATHCA
c AoMmnHmcTpaTopom CepBuca yBeAOMNEHUI;

— 3HayeHMe expired at [ANA WCNOAb3yEMOro KAYa AO/MKHO ObiTb C
AencTeytolLen AaTon. PekomeHayeTca Noay4mTb HOBbIM KAto4 6e30MacHOCTM NpoeKTa, He
NOXNAAACh AaTbl OKOHYAHWA AENCTBMA TeKyLero. Mpouecc aBTOMaTUYECKOM CMEHbI K1toYa
6e30nacHOCTX NPOEeKTa NpmuBeaeH B n. 2.3.6;

— 3HAMNOWMHT AO/KEH BO3BpalWlaTb CTaTyC 200 OK — 3TO 3HauuT, 4yto Cepsep
npunoxeHuin MCY puanyeckn A4OCTyNeH ANA OTNPaBKM COODLEHMN N3 cepBepa BHELIHEro
npunoxeHma. B cayvyae HapyweHuM cBA3aTbcA € AamuHuctpatopom  Cepsuca

yBEAOMNEHUN.
2.3.6. ABTOMaTMyeckas CMeHa Kato4a 6e30MacHOCTM NPOEeKTa

B cnyyae, ecam npu BbINOAHEHWUN 3aMpoca Ha NoaydYeHne nHbopmaumm o NpoekTe
(n.2.3.4), byaeT 3ameyeHo, YTO CPOK JAENUCTBMA KJ4Ya WUCTeKaeT, Heobxoaumo
3ab61aroBpeMeHHO BbINMONHUTL CAeaytoLLne AencTBuUA:

— CreHepmpoBaTb HOBYIO Napy, COCTOALLYO M3 OTKPbLITOrO M 3aKPbITOro KAtoYa;

— YCTAHOBUTb NYBANYHBIM KNHOY /19 aKKayHTa CBOEro NpoeKTa;

— OOHOBUTb KOHOUIypauMlo CBOEro CepBepa BHELWHEro MNpUIOXKeHWA ANA
MCNO/Ib30BAHMA HOBOIO K/tO4Ya NPM MoJIyYeHUn aBTOPM3ALMOHHOMO TOKEHa.

[lna reHepauum napbl KAtoYen HeobXoAMMO BbIMOAHMUTbL 3aMPOC HUKE:

POST {api url}/keyPairs

3aroNoBOK Content-Type AO/KEH MMETb 3HaYeHMe: application/json.

MapameTpbl Tena 3anpoca npueeseHsl B Tabanue (Tabaunua 11).

38



— "] OTKPbITAS
PykoBoACTBO pa3paboTymka. Yactb 1 ' HRE%SEQQ
Tabnnua 11
ObsasatenbHocTb | Mapametp Tnn OnucaHune
Ha alg String |AAropuTm ANS NOAMMCK TOKEHa. JOMKHO BbITb
YKa3aHO 3Ha4yeHuMe RS256.
Na kid String |aoentndukatop Kaoda. CTpoka annHoi 10

CMMBO/JI0B, coAep Kalllaa undpbl 1 ByKBbl
NAaTUHCKOro andaBnTa B HUKHEM M BEPXHEM
perncrpax

Na use String |llenesoe HasHauyeHMe aaropUTMa WnGposaHus.
[loNKHO ObITb YKa3aHO 3Ha4YeHMe sig

3aro/IOBOK Authorization AO/KEH UMETb 3HAYEHUNE: Bearer access token,
NOMIy4eHHbIM B 3anpoce aBTopusaumm (n. 2.3.1).
Koabl ownboK aHaNorMyHbl TeM, YTO NpuBeaeHbl B Tabanue (cm. Tabaumua 6).

[na cnyyana ycnexa napaMeTpbl OTBETa NpuBeaeHbl B Tabanue (Tabaunua 12).

Tabnnua 12
Ob6sasatenbHocTb | MapameTp Twn OnuncaHune
Ha private OBJ private |O6beKT c MHPOPMaLMER O 3aKPbITOM
Kntoue
Na public OBJ public |O6beKT ¢ MHPOopMaLMen 06 OTKPLITOM
Katoue

MapameTpbl 06beKTa private NpuBeaeHbl B Tabauue (Tabamua 13).

Tabnunua 13
Ob6sasatenbHoctb | MapameTp Twun OnucaHune
Na Jwk OBJ privatedWK |O6beKT C ONUMCaHMEM 3aKPbITOro
Kato4a
Ha pem String CTpOKa C 3aKpbITbIM K/TIHO4YOM B
dopmaTe .pem

MapameTpbl 06beKkTa privateJWK npuBedeHbl B Tabauue (Tabnvua 14).

[eTanbHas nHbopmaums goctynHa B RFC 7518.
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Tabnunua 14
ObaszatenbHOCTL | MNapameTtp Twun OnucaHune
Ha alg String |Kpuntorpaduyeckuilt airoputm, B KOTOPOM
npeanosaraeTca NCNOAb30BaHWE KAKOYA
Ha d String |3kcnoHeHTa RSA, yyacTsylolas B
bopMMpPOBaHMM 3aKPLITOrO KAtoYa. [aa
noaknto4eHua K NCY He ncnonbsyercs
Aa e String |My6aunyHas skcnoHeHTa RSA. [ns
noakntodeHua K MNCY He ncnonb3yeTtca
Na kid String |MaeHTudmKaTop KAtoda. CTpoka AnmHoi 10
CMMBO/JI0B, coAeprKallasn umdpbl 1 OYKBbI
NIATUHCKOTO andaBumTa B HUKHEM N BEPXHEM
perncrpax
Ha kty String |CemeMCcTBO a/IrOPUTMOB WNGPOBAHMS,
MCNONb3yeEMOE NPU reHepaLmnm Kawva.
3HayeHwne byaeT pasHO RSA
Ha n String Moaynb RSA. Ana noaxatoueHms K MCY He
Mcnonb3yeTcs
Ha p String |[lepsblit NPOCTON MHOXUTENb. [ns
noakatodeHma K MNCY He ncnonblyeTtca
[a q String |Bropoi NpocTon mHOKUTENb. a8
noakatoyeHma K MNCY He ncnonblyerca
[a use String ||lenesoe Ha3HayYeHMe aaropuTMa
wmdpoBaHmMa. JonKHO ObiTb YKa3zaHO
3HaYyeHMne sig
MapameTpbl 06beKTa public NpuBeaeHsbl B Tabaunue (Tabamua 15).
Tabnunua 15
Ob6azatenbHocTb | MapameTp Tun OnucaHune
[Na jwk OBJ publicdWK /O6beKT ¢ onmncaHMem OTKPbITOro

K/1lO4a

MapameTpbl 06beKTa publicJIWK NpuBeaeHbl B Tabanue (Tabaunua 16). detanu

noctynHbl B RFC 7518.
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Tabnunua 16
ObaszatenbHOCTL | MNapameTtp Twun OnucaHune

Ha alg String |Kpuntorpaduyeckuilt airoputm, B KOTOPOM
npeanosaraeTca NCNOAb30BaHWE KAKOYA

[a e String |My6aunyHas skcnoHeHTa RSA. A
nogkntoveHus K MNCY He ncnosb3syerca

Na kid String | aoeHTMdMKATOP KtOYa

Ha kty String |CemeiCcTBO aNropuTMOB LNGPOBAHMS,

MCNoNb3yeMoe Npu reHepaLmm Katoua.
3HayeHue byaeT paBHO RSA

[a n String |Mogaynb RSA. na nogknouerus K MNCY He
ncnonb3lyeTtca
[a use String ||lenesoe Ha3HayeHMe aNropuTMa

wmnpposBaHuna. JomKHO ObITb yKa3aHO
3HaYyeHMe sig

ﬂpwv\ep OTBETa NpPeacTaB/ieEH HUXeE!

Jwk": {
"alg":"RS256",
"d":"HD ..... PAHPkp Vébyeaf-GO", // coxpameHo nAJnd
oToDpaxeHms
"e" : "AQAB " ’
"kid":"private:tt9jjwRIxx",
" kty" : "RSA" ,

"n":"39% ....... LRs9J ROgPUk", // coxpameHO njd OTOOpaxeHUSd
"p":"8BU ....... fZW-RclDaPw", // cokpaleHOo mojsa OTODOpaXxeHUd
"g":"7g3 ... ... PdGvp62dw", // cokpameHO mJjsa OTOOpaXeHMS
"uSe" : "Sig"
b
"pem" :"-———— BEGIN RSA PRIVATE KEY—-———- \nMIIJQ ...... JKgthG\n-----
END RSA PRIVATE KEY----- \n" // cokpameHo mid OoToOpaxeHUs
b
"public": {
"jWk": {
"alg" : "RS256" ’
"e" : "AQAB" ’

"kid":"public:tt9jjwRIxx",

Hktyﬂ . "RSA",

"n":"3% ...... BLRs9J RogPUk", // coxpameHO njs oTOOpaxeHMA
Huseﬂ . "Sig"

Hpemﬂ . mww
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Mocne reHepauyum napbl KAYEn HEOBXOAMMO NPUMEHUTL NYOHANYHbIN KAtoY ANs

aKKayHTa cBoero npoekTta. [na atoro HeO6XO,£I,l/IN\O caenatb cnep,yroumﬁ 3anpoc:

PUT
{api url}/projects/{project id}/serviceAccounts/{client id}/publicKeys

[TapameTpbl {project id} 7 {client id} NOACTaB/IAKOTCA n3
KOHOUrypaunmoHHoro garna npoekTa, Noay4yeHHOro ot Baagensua MNCy.
3aro/I0BOK Content-Type AO/XKEH MMETb 3HaYeHMne: application/json.

MapameTpbl Tena 3anpoca npuseaexsl B Tabanue (Tabamua 17).

Tabnunua 17

Ob6asatenbHocTb | MapameTp Tun Onucanue

Ha keys Array of OBJ Maccus ¢ JaHHbIMK 0O OTKPbITOM
publicJWK KNtoYe, ONUCaHHbIV B TabauLe
(cm. Tabnumua 16)

B Teno 3anpoca B maccuB keys A0/mKeH ObITb 4obaBNeH 00beKT public.jwk M3
OTBETA Ha 3aNpocC NO reHepaLmn KAYen.

[Mpumep Tena 3anpoca:

"keys": [
{
"alg":"RS256",
"e" : "AQAB"’
"kid":"public:tt9jjwRIxx",
"kty" : "RSA"’
"n":"39% ......... Rs9J RogPUk", // coxpameHO HOJsS OTOOPaXeHMUS
"use" : "Sig"

3aroNoBOK Authorization AO/IKEH MMETb 3HAYEHUE: Bearer access_ token,
Mosly4eHHbI B 3anpoce aBTopusauum (n. 2.3.1).
Koabl owunbok B OTBETE aHaNOlMM4YHbl Tem, 4YTO nNpuBedeHbl B Tabauue

(cm. Tabnuua 6).
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B cnydae ycnexa npumep OTBETAa MOXKET BbITIAL4ETb TakK:

"audience": [
"https://ocs-int.ompcloud.ru/auth/public",
"https://ocs—-int.ompcloud.ru/push/public"
1y
"clientId":"kushnarev test cla7thirvkjfc4j9glelO",
"clientName":"kushnarev-test",
"scope":"openid offline message:update project:read keyPairs:create
serviceAccount:update"

}

Ha 3akntouMTenbHoM 3Tane HeobxoauMmo 0OHOBUTb KOHUrypaumioo cepsepa
BHELIHEro NPUAOKeHUs (M BCex y3N0B Knactepa npu Haanymm) ANS MCNOJSb30BaHMA
HOBOTO Kto4a NPW MNONYYEHUN aBTOPM3ALMOHHOIO TOKEHa.

Mpy 3TOM NONYYEHHbIE paHee Ha OCHOBAHWW CTAapPOro K/to4Ya TOKEHbl MOTYT ObITb

MCNO/Ib30BaHbl 40 MCTEYEHNA CPOKA UX AENCTBUA.
2.4. MNpumep Koaa cepeepa BHELWHEro NPUAOXKEHUA

2.4.1. Kogpa Ha a3bike Python

TecToBbIM NPMMEpP Ha A3blke NporpammupoBaHns Python pemoHcTpupyeT Bce
OMNMCaHHble  paHee  wWaru. Mpumep  MNONHOCTBO  AOCTyMeH Ha  pecypce
https://gitlab.com/omprussia/tools/PushSenderPython.

Mporpamma cuyMTbiBaeT HACTpPOMKM npoekTa un3 YAML-paina, yKasaHHOro B
napameTpe config, AeNaET 3aNpPoC Ha NOJyYEHME TOKEHA AOCTyNa WU B 3aBUCUMOCTM OT
napameTpa action BbINOJHAET Ty UM UHYIO NOTUKY, AOCTYNHYIO Yepes3 API.

[eTann ncnonb3oBaHWA YTUANTbI ONMCAHbl B conpoBoxkaatoulem kog README.md

danne.
2.4.2. Kopa Ha A3blKe Java

TecToBbIV NPUMEP Ha Java AeMOHCTPUPYET Ty e GYHKLMOHANBHOCTb M B MOJTHOM

BMAe A0CTyneH Ha pecypce https://gitlab.com/omprussia/tools/PushSenderlava.
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[leTanu Mcnonb3oBaHWA YTUAMTbLI ONMCaHbl B conpoBoXxaatoem koa README.md
danne.

HasHayeHMe K1accoB B NpMmepe cepBepa BHELWHEro NpuaoXKeHmA:

— KJ1aCCbl PushNotificationSystem n Config B nakete
ru.omp.push.example.config OTBEYAKOT 33 YTEHME U XPaHEHME HACTPOEK KAMEHTA
npunoxernua n Cepsepa npunoxeHun MCy;

— KNacC ru.omp.push.example.auth.TokenFetcher — 3anpoc M nNoayvyeHue
TOKeHa oT CepBepa npunoxkerHunm MCy;

— KNAcC TestPushClient — CTAapTOBAA TOYKA MPUIOKEHWMA, 3arpy3Ka HACTPOEK 13
danna, nonyyeHme TOKEHa C MOMOLUbD TokenFetcher, MPOBEPKA TOKEHa, OTMPaBKa
push-yBegomneHuna, nonydyeHme MHGOPMaLMM 0 NPOEKTE U OOHOBAEHWNE KNHOYEN.

Heobxoanmo obpaTuUTb BHMMAHME Ha cleaytollee:

— nepepn, TeMm, Kak AenaTb 3anpoc Ha OTNpaBKy push-yBemomneHui, Tpebyetca
NPOBEPUTb TOKEH Ha aKTya/IbHOCTb (CM. MeTO/, validateToken Knacca TokenFetcher);

— ec/nu 3anpoc Ha oTnpasBky push-yBegomnenuna sepHyn HTTP code 401, ToKeH
HeBanMAHbIA. TpebyetcA 06HOBMTL ero 4epe3d MeToA authenticate Knacca
TokenFetcher M NPOM3BECTM NOMbITKY OTNPaBUTbL push-yBeagomneHune (Takoe noseaeHme

MOMET 3aBUCETb OT CTPpaTernn cepBepa BHELWIHErNo I'IpVIfIO)KEHVIH).
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3. OFPAHUYHEHUA

B OC HauymHaa c Bepcum 4.0 6bin paclimpeH NPoToKoN B3ammoaencTtama Cepepa
npunoxxeHui NCY n push-gemoHa.

Obuwaa /NOorMKa B3aMMOAEMCTBMA OCTanaCb MNPEXHEN, OAHAKO W3MEHEHMe
NPOTOKO/1a NPOM30LLIO BBUAY MU3MEHEHMA B3aMMOAENCTBMA push-4eMoHa C KOMNOHEHTaMM
ynpasneHuna npunoxxkeHmamm 8 OC Aspopa.

Ons Bepcum 1 push-gemoHa 6bino Heobxoammo 3anyckatb GUI, a B Bepcum 2
push-aemoHa 3anyck GUI He TpebyeTca BBUAY HAaMYMA MCNONb3YEMOTO KAKYa nogui.

CooTBeTcTBEHHO, A5 06paboTkKM push-yBegomneHuni 6es 3anycka GUI Heobxoanmo
peann3oBaTb NOAAEPHKKY COOTBETCTBYHOLLErO PEXMMA B CAMOM MPUIOKEHMN.

NMPUMEYAHUE. [JononHuTenbHble OrpaHUYeHMA nNpuBeAeHbl B  AOKYMEHTe

«PyKOBOACTBO aIMMHNCTPATOPAY.
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NEPEYEHb TEPMWHOB N COKPALLIEHNM

|/|CI'IOJ'|b3yeN\b|e B HaCToAWLEM AOKYyMeHTE TEPMUHbLI N COKpaWleHNA npmeedeHbl B

Tabnunue (Tabnnua 18).

Tabnnua 18
COLE;ZAS;:/MG Pacwudposka

Aspopa SDK Cpepna pa3paboTkm ABpoOpa, BKAOYatOLWas B ceba cneaytouime
KOMMOHEHTbI:
— ABpopa IDE;
— Aspopa Emulator;
— Aspopa Build Engine

OC OnepayMoHHasa cucTema

rnro MpWKnagHoe nporpammHoe obecneveHne «Agpopa LleHTp»

MpunoxeHne MpunoxKeHnem ABNAETCA MOBUNBHOE NPUNOKEHME,
dyHKUMOHMPYtoWwee noa ynpasneHmem OC Aspopa

MNpeanpuaTtne- ObuWecTBO C OrpaHNYEHHON OTBETCTBEHHOCTbLIO « OTKPbITAs

pa3paboTumk MmobunbHaa nnatpopma» (OO0 «OTKpbITad MOOUIbHAA
nnathopma»)

rncy Moacuctema CepBUC yBEAOMAEHUM, peann3ytollas NormKy

ynpasneHna KN3HEHHbIM UMKJOM MPOEKTA pUSh-yBe,EI,OI\/\ﬂeHVIPI

CepBep BHeLIHero

BHewWwHsAn cucTema, no oTHoweHwuto K MNCY, peanmsytollas busHec-

NPUAOKEHNA nornky. NMcnonbdyet dyHkUMoHan Cepeepa npunoxkeHuma Cepsuca
yBeAOMNEHMN ANS AOCTAaBKM push-yBeOMNEHMA HA YCTPOMCTBA

Cepsep Backend noacuctembl CepBuca yBegoMNeHUIN NnpeaocTaBnseT API

npunoxenunit MCY | ansa cepepa NPUAOKEHWNN NO CO3A4aHMIO push-yBeaomaeHMA

YcTpomncTeo Mopa, ycTponcTBOM NoApa3ymeBaeTcs MObBMAbHOE YCTPOMCTBO, Ha
KOTOPOM GYHKLMOHMPYIOT COOTBETCTBYOLWME KOMNOHEHTbI M0

API Application Programming Interface — nporpaMmHbiin nHTEpdeinc
NPUNOXKEHWA, onncaHne cnocobos (Habop Knaccos, Npoueayp,
OYHKUMIM, CTPYKTYP MAM KOHCTAHT), KOTOPbIMKW OAHA
KOMMNbIOTEPHAA MPOrpaMma MOXKeT B3aMMOAENCTBOBATbL C APYromn
nporpammom

D-Bus Desktop Bus — cuctema mexknpoLeccHOro B3aMMoaencTema,

KOTopasa N03BOJIAET NPUIOKEHNAM B ONEPALIMOHHOM cUCTeEMe
coobuwaTbeca Apyr ¢ ApYyrom
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GUI

Graphical User Interface — pa3HOBMAHOCTb NONb30BATENBCKOrO
MHTepderica, B KOTOPOM 31eMEHTbI MHTepdelica (MeHIO, KHOMKM,
3HAYKM, CMUCKM), NpeacTaBaeHHble NOb30BaTE/O Ha AMC/Iee,
MCMNOJIHEHbI B BUAE rpadUYeCcKnx n3obpaxeHuni

HTTP

HyperText Transfer Protocol — npoToKoa NpMKNaaHOro ypoBHA
nepefayu AaHHbIX (M3HA4YaNbHO B BUAE rMNEepPTEKCTOBbIX
AokymeHToB). OcHoBOM HTTP ABnseTcA TEXHONOTNA KKANEHT-
cepsep», T.e. NpeAnoaaraeTca cyllecTBoBaHme notpeburtene
(KNMEeHTOB), KOTOPblEe MHULMUPYIOT COeAMHEHME N NOCbINAOT
3anpoc, M NOCTaBLLMKOB (CEpBEPOB), OXKMAAOT COEANHEHNA ANA
No/ly4eHmna 3anpoca, NPom3BoAAT HeobxoaMMble AEeNCTBUA U
BO3BpalLatoT 06bpaTHO coobueHne ¢ pe3yabTaTom

Internet Protocol — 0CHOBHOM NPOTOKO/ CETEBOrO YPOBHSA,
MCMNONb3YHOLNICA B CeTU MIHTEepHET n obecneymBatoWmi eanHYO
CXeMY /IOrMYeCcKon afpecaLmm yCTPOMCTB B CETU U
MapLUPYTU3aLMIO AaHHbIX

JSON

TeKcToBbIM dpopmaT obmeHa AaHHbIMKU, OCHOBAHHbIM Ha JavaScript

JWT

JSON Web Token

Push-yBegomneHus

TeKkcToBble cooblleHMs, NpeaHa3HaYeHHble 1A onepaTUBHOMN
(MrHOBEHHOW) AOCTABKMU Ha YCTPOMCTBA NOb30BaATENEN

RSA KpunTtorpapuryecknit anropmuTm C OTKPbITbIM KHOUYOM,
OCHOBBbIBAOLWMMNCA Ha BbIYMCAUTENBHON CIOKHOCTU 334341
daKkTopM3aLMM BONBLINX LLENBIX YNCEN

Ul User Interface — nonb3oBaTenbckmin nHTEpdeEic

URL Uniform Resource Locator — egmMHO00Opa3HbIM IOKATOP

(onpeaennTenib MECTOHAXOXKAEHNS) pecypca
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