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AHHOTALUWA

HacTtoAawmmm AOKYMEHT SBAAETCA BTOPOM YacTbld PYKOBOACTBA pa3paboTymka
noacuctembl Cepsuc ysegomnenHmin (MCY), BxoaAwen B COCTaB MNPWMKNAAHOrO
nporpammHoro obecnedyeHus «Aspopa LeHTtp» (manee — MNMO) penns 5.5.0.

NMPUMEYAHUA:

v MoapobHaa nHpopmauma o coctase n HasHadeHum MNMNO, a Takke TpeboBaHUA K
YCNOBMAM BbINONHEHMA NPUBEAEHbI B JOKYMEHTe «PyKOBOACTBO aAMMUHNCTPATOPAY;

v MogpobHaa uHbopmauma 06 OCOBEHHOCTAX PEe3epBHOr0 KOMMUPOBaHMA
npuBeaeHa B AOKYMeHTe «PekomeHaaumm no pesepBHOMY KONMMPOBAHMIOY.

HacTtoAawmm AOKYMEHT COAEPKUT MHCTPYKLUMM ANA pa3paboTymKa NPUAOKEHWN,
BbIMO/HAOLMX OTNPABKY push-yBeAOMAEHMA Ha YCTPOMUCTBA, GYHKLMOHMpPYOLWME NOA

ynpasneHnem onepaumoHHom cuctembl (OC) Android.
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1. ObLWLWAA UHPOPMALUA

Echm Ha MOMEHT OTnpaBkM push-yBeaoOMAEHMA YCTPOMCTBO HEAOCTYMHO,
NPUNOKEHME NONYYNT push-yBegomneHne nocae NOAKAOUYEHMA K CeTH, obecneymBatoLLem
noctyn kK Cepsepy npunoxexuni MCY.

[na mncnonb3oBaHMA push-yBeAOMAEHMI B CBOMX CUCTEMax pa3paboTymkam
HeobXoAMMO pacWUpPUTb GYHKLUMOHANBbHOCTb MNPUAOKEHUIM U CepBepa BHELLIHEro
NPUNOXKEHWA, OTNPaBAAOLLErO push-yBeAOMAEHMA.

MPUMEYAHUE. He pekomeHAayeTCA C NTOMOLLbI push-yBeAOMAEHMA OCYLLLECTBAATD
nepeaavyy KOHPMAEHUMANBHON M YYBCTBUTENBHON MHPOPMALMM B HE3ALLMLLIEHHbBIX CETAX,
T.K. MNPOTOKON B3aMmoaencTsms yctponctea c Cepsepom npunoxeHun [ICY He
noapa3symeBaeT nepeaayvy KOHPUAEHUMANbHON MHDOPMaUMK.

Mpw pa3paboTKe NPUAOKEHNI AOCTYNHO NOAKAOYEHME K TECTOBOMY CepBepy A4

TeCTMpoBaHMA GYHKLMOHANBbHOCTM push-yBeOMNEHNA.
1.1. /lnueH3noHHOe cornawieHue

MporpammHoe obecneyenme (MO) Aurora Center Services SDK asnsetcs
UHTennekTyanbHol cobctBeHHocTblo OO0 «OTKpbITaa MobunbHaa nnathopma» W
NINLEH3MpyeTcA Ha ocHoBe JIMUEH3MOHHOIO COrnaleHna € KOHEeYHbIM MOJ/b30BaTe/IeM
(EULA).

JINUEeH3NOHHOEe  COrflalleHMe  C  KOHEYHbIM  MO/b30BaTe/iemM  ABAAETCA
NPUNOKEHNEM K HACTOALLEMY PYKOBOACTBY pPa3paboTyMKa M pacnonaraetca no aapecy:

https://maven.omp.ru/repository/filestorage/sdk/EULA.



https://maven.omp.ru/repository/filestorage/sdk/EULA%20Aurora%20Center%20Services%20SDK.txt
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1.2. MNony4yeHue poctyna K TectoBomy Cepsepy npunoxxenun MNCy

MPUMEYAHUE. Ona TecTMpoBaHWA CepBepa BHELWHEro MPUAOMKEHWA, KOTOPbIM
OTNpaBAAeT push-yBeaoMaeHMA, U NPUNOKEHUA, KOTOPOE NOJyYaeT push-ysegomneHums,
HeobXoAMMO MCNONb30BaTb TecToBbIM CepBep NpuaoxeHui MCY.

[na nonyyeHmMa HaCTpoOeK NOAKAOYeHMA K TecToBoMy CepBepy npuaoxeHunn MCY
Heobxoammo 0bpaTnTbCa K AoMMHUCTpaTopy ABpopa LleHTp 1 nony4mTb agpec 1 NopT, a
TakKe pann c HacTponKkamm Cepsepa npunoxeHni NMCY 1 HacTpoOMKaMUM NPUIOKEHUN.

HacTpolikn HeobxoamMmo yKasaTb B KOHQUrypaumm cepsBepa BHELWHEro
NPUNOMKEHWNA, KOTOPbLIN NOC/IE NPOXOXKAEHNA ayTEHTUOUKALMM NOYYaeT TOKEH A0CTYNa U
oTnpasaseT push-ysegomneHuma yepes Cepsep npuaoxenni MCy.

CNMCOK HaCcTpOeK ANA NOAKNOYEHMA CeEPBEPA BHELHETO NMPUAOXKEHMA K TECTOBOMY
Cepsepy npunoxeHui MCY:

— project id — YHWKanbHbIM naeHTMdMKatop (ID) npoekTa;

— push public address - agpec TectoBoro Cepsepa npunoxeHuit MCY, Ha
KOTOpPbI OyAyT OTNPaBAATLCA 3aNPOCh;

— api url — agpec APl Tectosoro Cepsepa npunoxeHun MNCY;

— client id — aKKayHT y4yeTHOW 3anucu paspabortumka B [logcucteme
6e3onacHocTn TectoBoro Cepsepa npunoxkerHni MNCY, obblyHO coBnagaeT ¢ ID npoekTa;

— scopes — CMWCOK AENCTBMIA, KOTOPble MOTYT ObITb Pa3peLleHbl MPUIOKEHNIO;

— audience - npeanonaraembii NoTpebuTeNb TOKEHA, KaK NPaBMUAO, 3TO CepBep
pecypcos (API), K NPUNOKEHMNIO KOTOPOTrO HEOHXOANMMO NOAYYUTb AOCTYM;

— token url — agpec noay4yeHua TOKeHa aBTopM3aLUmMmM 41 3aNPOCOB K TECTOBOMY
Cepsepy npunoxeHunn MNCy;

— key id — wnaeHTMPMKaATOP NpuBaTHOrO KAtoda RSA ana nepesaym coobuyeHumi
MeX 1y CEPBEPOM BHeLLHero npmaoxeHus n Cepsepom npmnoxenuin MNCy;

— private key — npwuBaTHbIKX KMo RSA ana nepenayun coobueHnin mexay
CEPBEPOM BHELWIHEro npuaoxkeHna un TectoBbiM CepBepom npuaoxeHun TICY.

PekomeHZaumm no pPOoTaunn NPMBATHOIO K/1KOYa MPOEKTa NpmuBedeHbl B 1. 2.2.6.



https://aurora-partner-push-test.ompcloud.ru/
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[ns NpUNoXKEeHNM AOCTyNHA HAaCTPOMKa CeayoLWmMx NapameTpoB:

— application id — YHWKaNbHbIA WAEHTUOUKATOP NPUIOKEHUN, KOTOPbIN
HeobxoaMmo A00aBUTbL B NPUNOKEHME;

— project id —YHWKaNbHbLIN NAEHTUPMKATOP NPOEKTA.

MPUMEYAHMUE. Application id HeObBXO4MMO MCNONBL30BaTb ANA PETrNCTPALUN B
push-gemoHe Ha ycTpoicTee. KaxkaoMy application id MOXET COOTBETCTBOBATb TO/BbKO

1 npunoxkeHwue.
1.3. Paborta c TectoBbiM CepBepom npunoxeHuin NCY

[ns TOr0, 4TobbI MCNONBL30BATL B Pa3paboTke TecToBbI CepBep npunoxkeHni MNCY
ANA OTAPaBKKM push-yBegomaeHunin, HeobxoaAMMO BbIMONHUTL CAeAyroWMe Warn:

1) YcTaHoBMTb NpuaoxKeHne «ABpopa LleHTp» Ha yCTPOMCTBO M aKTUBMPOBATb €ro
C MOMOLLBIO CKaHMpoBaHMA QR-Koaa.

NMPUMEYAHMUE. Mpouecc ycTaHOBKM NpunoxkeHna «Aspopa LeHTp» M akTMBauum
YCTPOMCTBA MOXKET ObITb BbINOSHEH AAMMHUCTPATOPOM [TNaTPopmbl ynpaBaeHUs;

2) Monyuntb goctyn K TectoBomy Cepsepy npunoxkenuin MCY:

— HanpasWTb 3anpoc AaMmnHUCTpaTopy Mnatdopmbl ynpaBneHus;

— NOAYYUTb KNOYM NS A0CTyna K TectoBoMy Cepsepy npunoxeHmia MCY;

— MCMNONb30BaTb KAKOYM NPU B3aMMOZENCTBMM CEpPBEPA BHELIHErO NPUIOKEHMUA C
TectoBbIM CepBepom npunoxexHni MCy;

3) Co3aaTb M YyCTAaHOBUTb NPUIOKEHME HA YCTPOMCTBE:

— nepefatb B NPUIOXKEHWe applicationId, MNOAYYEHHbIN OT AAMMHMCTPATOpPa
Mnatdopmbl ynpaBaeHUs;

— 3apermcTpmMpoBaTbhCa B push-AemMOHe C MOMOLIbK applicationId, NOAYYMB B

OTBET Ha 3aNpoC registrationId AnA TectoBoro Cepsepa npuaoxenuin MNCY;
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4) OpraHun3oBaTb Nepeaady push-yseaomneHuin cepepa BHELWHEro npuaoxKeHms
yepe3 TecToBbIM CepBep npunoxkeHun MNCY:

— nepenatb registrationId CepBepy BHELWHEro MPUIOKEHUA [OO0BEPEHHbIM
cnocobom OT NPUNOKEHUA. ITO NO3BOAUT CEPBEPY BHELIHETO NPUNOKEHMA OTNPABAATL
TapreTMpoBaHHbIE push-yBeAOMIEHNA K CBOMM MNPUNOKEHMAM Ha KOHKPETHOM YCTPOWCTBE;

— NO/y4nUTb TOKEH AOCTyNa Ha TectoBom Cepsepe npunoxeHui MCY yepes cepsep
BHELLIHEro NPUIOXKEHMUA;

— nepeaaTtb Yepes cepBep BHELWHErO NPUAOKEHMA push-yBe4OMIEHMA, MCNOb3YA
TOKEH A0CTyNa U MAEHTUPUKATOP CBA3KM MPUNOKEHME — YCTPONCTBO registrationId.

Mpouecc perncTpaunm NPUAOKEHNN NpmBeaeH Ha pucyHke (PucyHoK 1).

MobunbHoe ycTponcTBO Cepeep npunoxexus MNCY

Mo6unbHoe npunoerMel Push-daemon | Cepsuc transport—apil |Cepaep MOOMNLHOr O NPUNOXEHUS
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MobunbHoe npunoxexune Push-daemon Cepsuc transport—apil |Cepaep MOBUNBLHOr0 NpUNoXeHus

PucyHok 1
3anpoc Ha perucTpaumio NPUNOKEHUIA O0MKEH MPOMUCXOAMUTb MPU KaXKAOM €ero
3aMnycKe, T.K. registrationId MMEET CPOK }KU3HU, HE 3aBUCALLMIA OT NPUIONKEHN.
MPUMEYAHME. Mpun nepexoae c Tectosoro Cepsepa npunoxkeHni NMCY Ha 0CHOBOWM
HeobxoAMMO MONYYUTb HOBbIM MPOEKT push-yBegomneHun M nobaBuTb ero B CBOe

NMPUNNOXKEHNE.



https://community.omprussia.ru/documentation/software_development/guides/push/server.html
https://aurora-partner-push-test.ompcloud.ru/
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2. ONMNCAHWE PABOTDI

2.1. PaspabotKa npunoxeHua

2.1.1. [dobasnenune Aurora Center Services SDK B npoekT Android

Ona wHterpaumm npunoxkeHmsa ¢ Aurora Center Services SDK Heobxoammo

ncnonb3osatb Android Studio IDE v a3bik pa3paboTkm Java.

HeobxoamMmo BbINONHUTL CAeAytoWme Waru:

1) Monyuntb NnpoeKT B CepBUCe yBeaoMNeHUN 0T AaMMHMCTpaTopa ABpopa LleHTp
(cm. noapasaen 1.2). B pe3ynbrate OyaeT NonyyYeH applicationId,;

2) 3anOMHWTb M COXPaHUTb MNOAYYEHHbIN applicationId. OH NoHagobutca B
nanbHenwem npu nHterpaumm ¢ Aurora Center Services SDK;

3) dobaBuTb maven PeNoO3UTOPUI omp B $aln settings.gradle:

dependencyResolutionManagement ({
repositoriesMode.set (RepositoriesMode.FAIL ON PROJECT REPOS)
repositories {
google ()
mavenCentral ()
maven {
url "https://maven.omp.ru/repository/maven/"

}

4) NobaBuTb aurora-center-services-push B 3aBUCHMMOCTU B

build.gradle/build.gradle.kts (B COOTBETCTBMM C HACTPOMKAMM NPOEKTA):

dependencies {

implementation " ru.omp.aurora-center-services:aurora-center-ser-

vices-push:1.1.5"

}
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2.1.2. TlonyyeHwne perncTpauyoHHOro TOKeHa

Y106bl NONMYYUTb PETrUCTPALMOHHBIA TOKEH (registrationId), HEObXoAMMO
Bbl3BaTb MeTOA getToken Y PushSdk, nepeaas Context M applicationId, MONYYEHHbIN

Bbille (cm. n. 2.1.1):

PushSdk.getInstance () .getToken (getApplicationContext (), m appld)
.addOnCompletelistener (new OnCompletelListener () {
@Override
public void onComplete (@NonNull Task task) {
if ('task.isSuccessful()) {
Log.w (TAG, "Fetching registration token
failed: " + task.getResult());
return;

}

String token = task.getResult();
Log.d (TAG, "token: " + token);

1)

2.1.3. TecTtoBOe coobLleHMe

2.1.3.1. HacTponKkmM nony4yeHma TeCToBOro coobLLEeHMA
Y10bbI NPUHATL TECTOBOE COODLIEHME, HEODXOAMMO:

1) OTpenakTMpoBaTb MaHUPECT NPUIOKEHMA, 10O6ABMB CEKUMIO service:

<service
android:name=".MyPushService"
android:enabled="true"
android:exported="false">
<intent-filter>
<action android:name="ru.omp.services.REGISTRATION STATUS" />
<action android:name="ru.omp.services.PUSH AVAILABLE" />
<action android:name="ru.omp.services.PUSH MESSAGES" />
</intent-filter>
</service>

2) YHacnenoBaTb Kacc Service (Nepeonpenenms meto onMessageReceived):

public class MyPushService extends PushService {

@Override
public void onMessageReceived (PushMessage message) {
Log.d (TAG, "onMessageReceived: " + message.getMessage());

}
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MPUMEYAHUE. MMonyyeHHoe B NPUAOXKeHUM push-yBeaomneHne A0KHO ObiTb
06paboTaHO NOTMKOM NPUNOKEHUI:

1) Twuxui push 6e3 oTobpaxkeHns Nob30BaTENIO;

2) BbiBecTn yBegomneHue nons3osatento B Ul (Notification tray).

2.1.3.2. OTnpaBneHmne TeCTOBOro coobLeHMs B MPUNOKEHME

Mcnonb3ya MNOAYYEHHbIA Bblle TOKEH, HeobXxoAMMO OTNpPaBUTb TECcTOBOE
coobleHne B NPUNOKEHHNE.

[NAa 3TOro MOXXHO BOCMO/1b30BATLCA IMYJIATOPOM CepBEPa BHELHErO NPUIOXKEHNA
Ha A3blke NporpammmpoBaHuMa Python umnm oTnpasuTb push-yBegomneHue co CBOero
cepBepa BHELIHEro NpuaoXKeHus.

IMYJIATOP A0CTyneH Ha pecypce
https://gitlab.com/omprussia/tools/PushSenderPython.

Mporpamma cuyMTbiBaeT HACTPOMKM npoekTa un3 YAML-paina, yKasaHHOro B
napameTpe config, AeNaET 3aNpoc Ha NOJyYeHMe TOKEHA AOCTyna M B 3aBUCUMOCTMK OT
napameTpa action BbINOJHAET Ty UAU UHYIO NOTUKY, AOCTYMHYIO Yepe3 API.

Ncnonb3oBaHue:

1) 3apaTb KOHPUrypauUMO OAHMUM M3 ABYX CNOCOOOB:

— npuopuTeT —3arpy3nTb pann YAML cepBepa 13 HAaCcTpPOeK NpoekTa Yepe3 KoHCcoNb
aaMmuHuctpaTopa MNCY 1 coxpaHUTb ero pAaoM Cmain.py NO4 UMEHEM push-server.yml;

— ecnn paln push-server.yml He HalaeH, TO B KOHOUIYpPaALMOHHbIN dann
BCTaBAsETCA BCA MHOOPMALMA, MONAYYEHHAA M3 HACTPOEK MPOeKTa OT AAMMHMCTpaATopa
Aspopa LeHTp;

2) YCTaHOBWUTb 3aBUCMMOCTMU:

python3 -m venv venv
source ./venv/bin/activate
pip install -r requirements.txt

3) 3anyctuThb:

python ./main.py \
-—action one of:
* send - send message (default)

10


https://gitlab.com/omprussia/tools/PushSenderPython
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* get-project - get information about the project
* update-key - generate a new key pair, update the public
key for the service account and send a test message (if the --reglD
parameter is specified)
-—config <path to app server xxx.yaml, downloaded from the Push
project settings (push-server.yml by default)>
--reglID <registration ID received in the push daemon or emula-
tor during registration (default e3bbd700-6a76-4ad6-a699-ac284dabblab
for TARGET NOT FOUND check)>
--messageText <message for push notification body ("some text"
by default)>

HaﬂpMMep,QTO6blOTﬂpaBMﬂDCOO6M£HMG,H€O6X0AMMO BbIMOJIHNUTL CNedyroLWwyro

KOMaHAy:

python main.py --action send --config ~/configs/push/push-
feat/app server kaa smoke 111 c5kg2iig44trvsk5lsmO.yaml --regID
22be010d-abcc-4£9d-96be-366d4c5432ca

Mocne ycnewHon oTnpaBKM NPOrpaMmma BbiBEAET Ha 3KpaH pesyabTar.

Mpumep:

Project options:
push public address: "http://ocs-push-
dev.devel.pro:8009/push/public"
project id: "novyi proekt btpivpvlbabfanlsg8rO"
client id: "novyil proekt btpivpvl5abfanlsg8r0"

audience: "ocs-auth-public-api-gw ocs-push-public-api-gw"
scope: "openid offline message:update"
private key id: "public:sVnj2ES7UQ"
private_key: "l BEGIN RSA PRIVATE KEY—-———-
\nMIIJ...RYJhsSgPoLA==\n----—- END RSA PRIVATE KEY-
____\nl "

Got token endpoint:

"http://ocs-push-dev.ompcloud.ru/auth/public/cauth2/token"
Result:

response: {'access token': 'eyJhbGci...foJLY', 'expires in':
3599, 'scope': 'openid offline message:update', 'token type': 'bear-
er', 'expires at': 1601966682}

access_token: eyJhbGci...fojLY
Send push message result:

response: "{'expiredAt': '2020-10-06T07:44:43.967576Z2"', 'id':
'1526c09c-1cad4-48ea-8357-elb8aa2f3fc3', 'notification': {'data':
{'action': 'command', 'another key': 'value'}, 'message': 'somem
message', 'title': 'some title'}, 'status': '', 'string': '', 'tar-
get': 'Tcefc0dl-b262-4bcc-a959-497c7bfd38f4"', , 'type': 'device'}"

id: "1526¢c09c-1cad4-48ea-8357-elb8aal2f3fc3"

11
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KomaHaa ana nonyyeHuns MHGopmMaLmm o NpoeKTe:

python main.py --action get-project --config ~/configs/push/push-
feat/app server kaa smoke 111 c5kg2iig44trvsk51lsm0.yaml

KomaHaa ana nepesbinycka KAtoYen y4eTHOM 3anncu CayKobl:

python main.py --action update-key --config ~/configs/push/push-
feat/app server kaa smoke 111 c5kg2iig44trvsk51lsm0O.yaml

Ecnan TpebyeTca cpasy NpoBepuTb, YTO COObLLEHME OTNPABAEHO YCMELHO C HOBbIM

KTKO4YOM, H€O6XO,£I,MN\O YKa3aTb VI,EI,eHTVIC])VII-(aTOp perncrtpaunm B Ka4eCTtBeE NMNapamMeTpa.

python main.py --action update-key --config ~/configs/push/push-
feat/app server kaa smoke 111 c5kg2iig44trvsk5lsmO.yaml --regID
22be010d-abcc-4£9d-96be-366d4ch5432ca

2.1.4. Tlpumep TECTOBOro NPUIOKEHNA

B KayectBe npumepa 6blN0 NMOArOTOBAEHO TeCcToBOe MpuaoxKeHne «QuickStart
Push».

McxoaHbIM Ko, c nprMepom nHTerpaumm npmnoxkenma « QuickStart Push» ¢ Aurora
Center Services SDK BO3MOXHO NoJly4nTb no azpecy:

https://github.com/omprussia/quick-start-push.
2.2. OtnpaBka push-ysegomneHmm

Push-yBegomneHuna OTNPaBAAOTCA C CepBepa BHELWHEro MNpUAOXKEeHMA 4epes
AP| CepBepa npunoxkeHuin [CY, KoTopbi 3awmuieH npotokonom OAUTH2 OpenlD
Connect cornacHo JSON Web Token (JWT) Profile for OAuth 2.0 Client Authentication. Mpwu
3TOM MCNONb3YyeTCA METOA ayTEHTUDMKALUMN private key jwt.

Mpu pernctpaumm npoekta Ha CepsBepe npunoxkeHuit MNCY paspabotymky byayT
HanpaBNeHbl KOHPUIyYpaLUMOHHblIE HACTPOMKM MPUIOKEHMA W CepBepa BHELIHEro
NPUNOXKEHWNA. B KOHOUIYpaLmm NpeacTaBAeHbl NapameTpbl, HE0bXoAMMble A/1A HACTPOMKM
KAMeHTa npoTokona aBTopusaumm OpenlD Connect 1 popmumposaHma URL ans oTnpasku

push-yBegomneHuni, npuseaeHHble B nogpasaene 1.2.
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3Tanbl OTNPaBKM push-yBegoMAEHNI:
1) MonyyeHre TOKeHa, MNO3BO/AKOWEr0 B TeYEHME BPEMEHU €Ero KU3HU
0TNpPaBAATb push-ysegomnenua (n. 2.2.1);

2) HenocpeacTBeHHO oTNpaBKa push-ysegomneHuma (n. 2.2.3).
2.2.1. 3anpoc TOKeHa aBToOpM3aLMK

[na nonyyeHms TokeHa HeOOXOAMMO BbIMOAHUTL HEABTOPM30BAHHbIM 3aMpoc Nno
aZpecy M3 napameTpa token url (nogpasgen 1.2).

3anpoc:

POST {token url}

NMpumep:

POST http://example.ru/auth/public/ocauth2/token

3aro/I0BOK Content-Type AO/IKEH MMETb 3HaYeHMe application/json.

ObsA3aTenbHble NapaMeTpbl TeNa 3anpoca NpmueeaeHsbl B Tabamue (Tabamua 1).

Tabnunua 1

Ob6sasatenbHocTb | MapameTp Tvn OnucaHune

Ha scope String |CnucoK AencTBuiA, KOTOPbIE MOTYT BbITb
pa3peLlleHbl NPUIOKEHMIO.

3Ha4yeHuMA 13 Gpanna C HaCTPOMKAMM NPOEKTA
(noapasnen 1.2).

[Mpumep: openid offline message:update
project:read

Ha audience |String [[Ipegnonaraembiii NoTpebUTENb TOKEHA, KaK
npasuao, aTo cepsep pecypcos (API), K
KOTOPOMY NPUNOKEHMIO HEOHXOANMMO
NONYy4YUTb AOCTYM.

3HayeHKnA 13 ¢paina c HaCTPOMKaMM NPOEKTa
(noapasnen 1.2).

[Mpumep: http://example.ru/auth/public
http:// example.ru /push/public

[a grant_typ|String |Tyn asTopu3aLmMm cepsepa BHELWHero
© npunoxerua 8 Moacmncteme 6e30nacHOCTM
Push-cepsepa.
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ObsasatenbHocTb | MapameTp Tun OnucaHune
[Nlepenatb 3HayeHue: «client credentials»
Ha client as|String |flepegaTb 3HaYeHUE, Kak CTPOKY:
sertion t «urn:ietf:params:oauth:client-
ype assertion-type:jwt-bearer»
Ha client_as|String |ChopmmnpoBaHHbIM camocToaTenbHo JWT,
sertion

coaepawmn MHpopmaumo Ana
ayTeHTUbMKaumm knmeHTa. OH AoNKeEH ObITb
noAanncaH UMPpPoBOM NOANUCHIO C
MCMONb30BaHMEM 3aKPbITOro KAto4Ya, 3HaYeHue
KOTOPOro HaxoAMTCA B NapameTpe

private key 13 dalna c HaCTPOMKamm
npoekTa (noapasgen 1.2). TpeboBaHMsA K
dbopmunpoBaHmto TokeHa JWT MOMKHO
nocmoTpeTb B Tabauue (Tabanua 2)

JWT ponxkeH cogepskaTb obasaTenbHble nMapameTpbl, NpuMBeAeHHble B Tabauue

(Tabnnua 2).

Tabnnua 2

0Oba3zaTenbHOCTb

MNapameTp

Twvn

Onucanune

[a

iss

String

Issuer. [lo/mKeH cogepskaTb client id
knmneHTa OAuth

[a

sub

String

Subject. lonkeH copepaTb client id
knneHTa OAuth

[a

aud

String

Audience.

Mpeanonaraembii NOoTPebUTENb TOKEHA, KaK
npaBuio, 370 cepBep pecypcos (API), K
KOTOPOMY MPUAOKEHWIO HEODXOANMMO
NOAYYUTb AOCTYM.

CepBep aBTOPU3aLIMM AOKEH NOATBEPAMUTD,
YTO OH ABNAETCA LeNeBon ayantopuen ana
TOKeHa. 3HayeHne AOMKHO NPeacTaBATb
coboit URL KoHeYHOM TOYKM cepBepa
aBTOPM3aLMM

Ha

Jjti

String

JWT ID.

YHUKaNbHbIN MAEHTUGUKATOP TOKEHA,
KOTOPbIM MOXeET OblTb MCMONb30BaH ANA
npeaoTBpalLeHNs MOBTOPHOTO
MCNONb30BaHNA TOKEHA. TakmMe MapKepbl
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ObsasatenbHocTb | [MapameTp Tun OnucaHue

AOJIKHbI MCMNONb30BATbLCA TOIbKO OAMH Pas3,
€C/I1 TO/IbKO YC10BMA MOBTOPHOrO
MCNONb30BaHNA He BblIM OrOBOPEHBI MEXAyY
CTOPOHaMM; Ntobble TakMe NeperoBopbl
BbIXOAAT 33 PAMKM AaHHOWN cneundurKaLmm

Ha exp String |Bpemsa UcCTeYEHMUA CPOKa AEMCTBUA TOKEHa, NO
ncrevyeHnn Kotoporo JWT He Ao/1KeH
NPUHMMATbCA K 06paboTke

2.2.2. Tloanucb TOKEeHa aBTOpM3aL MM

JWT nonxeH 6bITb nognmcaH umMdpoBo NOANMUCHIO C MCNONb30BAHNMEM 3aKPbITOrO
Kto4Ya B aCUMMeETPUYHOM Kpuntorpadmm RS256.

KaneHT,  ucnonb3ywowmii  mMeTond,  ayTeHTUPMKauuM,  O0/KEeH  3apaHee
3aperncTpmMpoBaTb CBOM OTKPbITbIA KAtOY (MapameTp key id) Ha cepBepe aBTOPM3aLUK,
4TOObI CEPBEP MOT MPOBEPUTL assertion.

[MpoBEPUTb KOPPEKTHOCTb BbIMYLIEHHOTO TOKEHA MOMHO, K MPUMepy, Ha cailTe
https://jwt.io/.

OTBET Ha 3anpoc Noay4YeHMAa TokeHa npueeaeH B Tabauue (Tabauua 3).

Tabnuua 3

O6a3aTenbHOCTb MapameTp Tun OnucaHue

Ha access_token|String |TokeH aBTOpPM3aLUN, C KOTOPBIM
HeobX0AMMO BbIMOAHATL 3aNPOChI K
cepsepy

Na expires_in |String|Bpems AeiCTBMNA TOKEHA aBTOPM3ALMY

Ha scope String (Cnucok AeNCTBMI, KOTOPble MOTYT BbiTb
pa3peLleHbl MPUIOKEHMAM

Na token type |String |Tun TokeHa

[a expires_at |String|Bpemsa OKOHYaHMA AENCTBUA TOKEHA
aBTOPM3aLMM

13 oTBETa CAeAyeT cunTaTb aTPUOYThI, KOTOPblEe BO3BPALLAIOT TOKEH, M BPpeMA ero

nencTenA.
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Mpumep Koda Ha Python ana nonyyeHma TOKeHa AO0CTyna npuBeAeHbl B

noapasaene 2.3.

B cnydae, ecam  BblwWesn  CPOK ,E,GVICTBMFI access_token, HEO6XO,£I,VII\/\O

MHULMMPOBATbL NpoLeaypy NONyYeHuA ToKeHa (n. 2.2.1).
2.2.3. OnpaBka push-yBegomneHuni
2.2.3.1. Obuwas nHdopmaLms

[na oTnpasBku push-ysegomneHns Heobxoammo chopmmnpoBsaTb 3anpoc Ha Cepsep

npunoxeHun MCY, ykasaHHbIM B api url (noapasgen 1.2).

POST {api url}/projects/{project id}/messages

3aroN0BOK Content-Type AO/IKEH UMETb 3Ha4YeHMe: application/json.

3aroNI0BOK Authorization AO/IKEH MMETb 3Ha4yeHuWe: Bearer access token,
NO/Iy4eHHbIM B 3anpoce aBTopusauum (n. 2.2.1).

K appecy Cepsepa npunoxeHuin MCY Heobxoammo [006aBUTb dparmMeHT C
YKa3aHWeM project id.

MapameTpbl Tena 3anpoca npueeaeHs! B Tabamue (Tabanua 4).

Tabnunua 4
TeNbHOCTb meT un NUCcaHu
Ob6sasaTenbHoC Mapame T Onucanue
[a target String |YKasblBaeTcA registrationId,
NOJIYYEHHbIM U3 MPUNONKEHWUA NOC/E ero
permcTpaummn Ha Cepsepe npunoxkeHuin MCy
[a type Enum MNoaneprkmnBaeTca 3HadYeHne device
(String)
[a ttl String  |Bpems »M3HM push-yBegomaeHMS,
Hanpumep, 5h30m. MoxeT bbITb 3a4aHO
TO/IbKO B CNeAyWMX eANHMLAxX: s —
CeKyHAbl, h — 4acbl, m — MUHYTb
Na notificat |OBJ CoaepxaHue push-ysegomneHus
ion Notifica
tion

16



PykoBOACTBO pa3paboTymka. YacTb 2

— "] OTKPbITAS

' MOBWUJIbHAA

NNAT®O0PMA

MapameTpbl 06bekTa Notification NpuBeaeHsl B Tabauue (Tabaumua 5).

Tabnnua 5

Ob6sa3atenbHocTb | MapameTtp | Tun OnucaHue

Het title string |3aronosok (0o 512 cumeonos)

Het message |string |Teno coobuweHua (0o 2048 cMmBOI0B)

Het data Object |O6beKT 419 NapameTpoB KAtoUY-3HaYeHue,
MOXHO nepenasaTb Ntobble HeOHXOAMMblE
npunoxeHuto nonsa (ao 1024 6anT)

Het action string |iHdopmaLMOHHOE Nose, B KOTOPOM
BO3MOKHO NnepeaaBaTb Cay»KebHble
COOOLEHNA ANA NPUNOKEHNS.

Mone nONKHO coaepaTb He bonee 255
CMMBOOB.
MPUMEYAHUE. B 6yayuimx penmsax BO3MOXHO
N3MeHeHne NoBeaeHMA 3TOro Nons

Bo3moXHble Koabl olMBOK npuBeaeHbl B Tabauue (Tabanua 6).

Tabnuua 6

Kopg v cTatyc "
(fILUVIGKl;Iry Onucanwve [enctemAa ana yctpaHeHna ownbKu

400 Bad Request

ttl limit is exceeded

Heobxoamnmo npoBepuTb A0NYCTUMOE
BPEMS }KU3HW push-yBeJOMAEHUA B
COOTBETCTBMW C HACTOALLMM
[OKYMEHTOM

type

unsupported message

HeobxoamMmo npoBepuTb AOCTYMHblE
TUMNbI AOCTABKM YBEAOMAEHUI B
COOTBETCTBMW C HACTOALLMM
[OKYMEHTOM

title length

invalid notification

HeobxoamMmo npoBepuTb AOCTYMHblE
OrpaHnYeHus Ha co3aHne
yBEOMIEHWNIN B COOTBETCTBUM C
HaCTOAWMM JOKYMEHTOM

message length

invalid notification

Heobxoamnmo npoBepuTb AOCTYMHblE
orpaHMYyeHmMsa Ha cosaaHune
yBEOMIEHNN B COOTBETCTBUM C
HaCTOAWMM JOKYMEHTOM
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Kog v cTatyc
OnucaHwue encTBmA AN1A YCTPaHEeHWA OWNOKK
oWwmnbKun a AR YCTP
invalid target Heobxoammo npoBepmnTb AOCTYMNHbIE

3Ha4YeHnA B COOTBETCTBNN C
HaCTOAWNMM JOKYMEHTOM

target not found registration idHeobxoAMMO
(YKasaHHbIN NONy4YnTb NOCNE PErncTpaLmm
registration idHe YyCTPOMCTBa M NpunoxeHuns Ha Cepsepe
HanneH) npunoxeHuit Cepsuca yseLomneHum

401 Unauthorized|||cTeKk cpoK AencTBuMA HeobxoaMmo Nony4YnTb HOBbIM TOKEH
TOKEeHa aBTOpM3aLmM asTopu3aumm (n. 2.2.1)

Client authentication Heo6xo'£|‘l/”v\o O6paTl/|TbCﬂ K
failed, the provided A
: MUHUcTpaTopy Cepsuca
client JSON Web key A P . Py F)6 .
\ \ M HUW C N n INYCTUT
is expired (He yaanocb ysep,ou ne C NPOCEOON BBIMYCTUTE
HOBbIN K/1IF04 Be30MacHOCTH NPOEeKTa n

BbINO/IHUTb
ayTEHTMMKALMIO. CPOK npucnaTb ero, nocune yero cnepyet
nelicTaus YCTAHOBWUTb HOBbIM KNOY M MOBTOPUTL
NpeaoCTaBAEHHOrO Kto4a 3anpoc
NCTEK)

403 Forbidden OTCyTCTBYIOT HeobxoanMmo 0bpaTuntbea K
HeobxoaMMble NpaBa CMCTEMHOMY aAMWUHUCTPATOPY ANSA
N0CTyNa ANA BbINOAHEHUS |HA3Ha4yeHMA Npas
3anpoca

413 Request O6uwmit pasamep JSON- HeobxoaMmMo yMeHbLWNTb pasmep

Entity Too L
tity Too Large| gy ekra B Tese coobuleHns |JSON-06beKTa B Tene coobiieHNs

npesbliwaeT 4 Kb

429 Too Many JOCTUTHYT AMMKT HeobxoAMMO COKPaTUTb KOMYECTBO

Requests KO/IM4YecTBa 3anpoCcoB B 3aMpOCOB B CEKYHAY A/1A NPOEKTa
CeKyHay

500 Internal BHYTpeHHAs cucTtemHasn Heobxoanmmo obpatmTbes K

server bBrror owwnbKa Cepsepa CUCTEMHOMY aZiMUHUCTPATOPY
npunoxxenun NCY

504 Gateway MudpacTtpykTypa Cepsuca |Heobxoammo obpaTtutbea K

Timeout

YBe,EI,ONU'IeHl/Il\/JI HeJOCTyMHa |CMCTeEMHOMY aAMUHUNCTPATOPY

[NMpumep 3anpoca:

POST https://global-push.domain/api/projects/project-from-ui-

bthsc2ig44tso869omt0/messages

Content-Type: application/json

{
"target": "442125d4-6041-4f72-ab4b-1e5fd3ad389a",
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"ttl": "2h",
"type": "device",
"notification": {

"title": "some title",

"message": "some message",

"data": {

"another key": "value"
by
"ac_
tion": "command"

}

Mpymep oTBETA B C/ly4Yae ycrnexa MMeeT cieaytoLlmii BUA,

"expiredAt": "2020-10-06T07:44:43.9675762",
"id": "1526c09c-1cad4-48ea-8357-elb8aaz2f3fc3",
"notification": {
"data": {
"another key": "value"
Yo
"message": "some message",
"title": "some title",
"ac-
tion": "command"
I
"status": "",
"string": "", "target": "442125d4-6041-4f72-abdb-1e5fd3ad389%9a",
"type": "device"

2.2.4. TlonyyeHne nHPopmaLmm o NpPoeKTe push-yBegomaeHmin

Cepsep npunoxeHun NCY npeaocTaBAseT BO3MOXHOCTb MOAYYUTb CAeAyHOLLYHO
MHGOPMaLNIO:

— o goctynHocTn Cepsepa npunoxkeHnin MNCYy;

— 00 aKTyanbHOCTMK KNtoYen 6e30nacHOCTM NPoeKTa push-yBeaoMAEHN;

— 06 aKTMBHOCTM NPOEKTa push-yBeaomneHn.

Heobxoammo chopmmpoBaThb 3anpoc Ha Cepsep npunoxeHunin NCY, yKasaHHbIM B

api url (noagpaszen 1.2):

GET {api url}/projects/{project id}

19




PykoBOACTBO pa3paboTymka. YacTb 2

— "] OTKPbITAS

' MOBWUJIbHAA

NNAT®O0PMA

3aro/I0BOK Content-Type AO/IXKEH MMETb 3HaYeHMe: application/json.

3aro/sI0oBOK Authorization AO/MKEH MMETb 3HAYEHWE: Bearer access token,

NOMIy4eHHbIM B 3anpoce aBTopusaumm (n. 2.2.1).

Mpn dopmmposaHum URL anAa 3anpoca BmecTto {project id} HeobxoguMmo

yKa3aTb MAeHTUOUKATOP NPOEKTA M3 KOHOUTYPALNK.

MapameTpbl oTBETa NpmuBeaeHbl B Tabauue (Tabauua 7).

Tabnnua 7
O6a3aTeNnbHOCTb MNapameTp Twn OnucaHune
Na id String MoeHTMdMKaTop NpoekTa
[a name String Ha3BaHMWe nNpoeKTa
Na isActive Boolean AKTUBHOCTb NPOEeKTa
Na serviceAccount |[OBJ . O6beKT € MHPOpMaLmelt o
ServiceAccount | ongycHom akKayHTe NpoekTa
[a createdAt String [aTa co3gaHuns npoekTa
Ha updatedAt String [ata 0OHOBNEHMA NPOEKTA
MapameTpbl 06bEeKTa serviceAccount NpPUBeAEHbl B Tabauue (Tabaunua 8).
Tabnnua 8
Ob6sazatenbHocTb | [MapameTp Tun OnucaHune
[a clientId string | neHTUGMKATOP CEPBUCHOTO aKKayHTa,
COBMAAET C MAEHTUGUKATOPOM NPOEKTA
[a clientName |string |Ha3gaHuWe CEPBMCHOrO aKKayHTa, coBrnagaer
C Ha3BaHWEM MpPOEKTa
[a publicKeys |Object |Q6beKT c nHGOPMALMEN O CPOKE AeNCTBMA
Kntoyel 6e30nacHOCTM NPOeKTa
Ha scope string |Cnuncok AencTBui, KOTopble MOryT BbiTb
paspeLleHbl MPUNOKEHUIO
Na audience Arrayl[s |Mpeanonaraembiit noTpebuTens TokeHa, Kak
tringl nnaguno, sto cepsep pecypcos (API), k
KOTOPOMY MPUIOHKEHNIO HEOOXOANMO
MNOMYYUTb AOCTYN
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MapameTpbl 06beKTa publicKeys npmBeaeHsbl B Tabanue (Tabanua 9).

Tabnunua 9

Ob6nasatenbHocTb | Mapametp | Tun OnucaHue

[a

meta ObJject|O6beKT ¢ nHdopMmaLmelt o Katoye 6e30nacHoOCTH
NpoeKTa.

CoAep*KnUT 3HaYeHMe NapamMeTpPOB:

— public: {3HaueHue} - MAeHTM¢MKaTOp
NyBANYHOTO KNHOY3;

— assigned at - [aTa Ha3HaYeHWA Kayen
6e30nacHOCTM NPOEKTa;

— expired at - [JaTa OKOHYaHWA AENCTBUA
Kntoyen 6e30nacHOCTM NPOeKTa

OTBeT byaeT npeAcTaBAeH B caeaytollem popmaTe:

by

"createdAt":"2023-09-13T21:43:29.7120934+03:00",
"id":"acs 1384 test ckl05k9pfb78114a8n8g",
"isActive":true,

"name" :"acs-1384-test",

"serviceAccount": {

"audience": [
"http://example.ru/auth/public",
"http://example.ru/push/public”

1y

"clientId":"acs 1384 test ckl05k9pfb78114a8n8g",

"clientName":"acs-1384-test",

"publicKeys": {

"meta":{
"public:WcKEc])7wQQ" : {
"assigned at":"2023-09-13T18:43:582",
"expired at":"2024-12-13T00:43:582"

}
by

"scope":"openid offline message:update project:read"

"updatedAt":"2023-09-13T21:44:43.73058+03:00"
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Bo3MOHble KoAbl OWNOOK npuseaeHsbl B Tabanue (Tabaumua 10).

Tabnunua 10

Kog v cTatyc
OWMOBKM

OnucaHue

[encTBuna ana yctpaHeHna owmnbKkm

401 Unauthorized

MCTeKCpOKﬂﬁﬁCTBMHTOKeHa
adBTOpPUN3aunin

HeobxoAMMO NoMYyYNUTb HOBbIN TOKEH
aBTopum3aumm (n. 2.2.1)

Client authentication
failed, the provided
client JSON Web key is

expired (He yaanocb
BbINOJIHUTb
ayTeHTUudmKaumio. Cpok
NencTBums
NpeaoCcTaBAEHHOro KAto4a
NCTEK)

Heobxoammo obpatmtbes K
AamunHuctpaTtopy Cepsuca
yBEAOMNEHWNI C NPOCLOOM BbINYCTUTb
HOBbIM KNtOY Be30MacHOCTM NPOeKTa
M NpucnaTb ero, Nocse 4yero cnegyet
YCTaHOBWUTb HOBbIM K/tOY M MOBTOPUTH
3anpoc

403 Forbidden

[locTyn K pecypcy 3anpelleH

MpoBepuUTb KOPPEKTHOCTb HAaCTPOEK
nepefaHHOro npoekTa. B cnyyae
NoBTOPEHMA oWKnbKM 06paTUTLCA K
AamuHuctpatopy Cepsuca
yBEAOMNEHNM

404 Not Found

Pecypc He HanaeH

[MpoBEPUTb KOPPEKTHOCTb HACTPOEK
nepenaHHOro npoekTa. B cayyae
noBTOPEHMA OWKnbKM 06paTUTLCA K
AgmunHuctpatopy Cepsuca
yBEAOMNEHNM

429 Too Many
Requests

|[LOCTI/I FTHYT IMMUT
KO/1M4eCTBa 3arpocoB B

CeKyHAay

HeobxoAMMO COKPaTUTb KOIMYECTBO
3aMpoCoB B CEKYHAY A/1A NpoeKTa

500 Internal
Server Error

BHyTpeHHAA cucTemHan
owmnbKa Cepsepa
npunoxxenun NCY

Heobxoanmmo obpaTntbes K
CUCTEMHOMY aZIMUHUCTPATOPY

504 Gateway
Timeout

NHdpacTpyKTypa Cepsuca
yBEAOMIEHWNI HEAOCTYMHA

Heobxoammo obpatmutbes K
CMCTEMHOMY aIMMHUCTPATOPY
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2.2.5. PekomeHaaumum MCNONb30BAHMA 3anpoca

Meproamyeckn, c 4YacToTOM He MeHee OZIHOrO pas3a B CYTKM, C CepBeEPaA BHELLIHEro
NPUNOXKEHNA HeobxoaMMOo BbINOAHATbL 3anpoc Ha Cepsep npunoxkeHuit MCY, y4ToObI
MO/ly4aTb aKTya/ibHble AaHHbIE MO NPOEKTY:

— aTpubyT isActive A0/MKEH ObITb paBeH true. B c/ayyYae HapyleHWI CBA3ATHCA
c AoMmnHmcTpaTopom CepBuca yBeAOMNAEHWI;

— 3HayeHMe expired at [ANA  MWCNOAb3yEMOro KAYa AO/MKHO ObiTb C
AencTeytollen aaTon. PekomeHayeTca Noay4mTb HOBbIM KAtoY 6e30MacHOCTM MpoeKTa, He
NOXNAAACh AaTbl OKOHYAHWA AENCTBMA TeKyLero. Mpouecc aBTOMaTUYECKOM CMEHbI K1toYa
6e30nacHOCTM NPOEeKTa NpmuBeaeH B n. 2.2.6;

— 3HAMNOWHT AO/IKEH BO3BpalWlaTb CTaTyC 200 OK — 3TO 3HauuT, 4yTo Cepsep
npunoxeHmn TCY du3nyeckm [0CTyNeH ANna OTNpaBKM CoobLWEeHMA K13 cepBepa
NPUNOXeHMn. B cnyyae HapyweHuin cBaszatbca ¢ AgmuHuctpatopom  Cepsuca

yBEAOMNEHUN.
2.2.6. ABTOMaTMyeckas CMeHa Kato4a 6e30MacHOCTU NPOEeKTa

B cnyyae, ecam npu BbINOAHEHWUN 3aMpoca Ha NoaydYeHne nHbopmaumm o NpoekTe
(n.2.2.4), byaeT 3ameyeHO, YTO CPOK JAENUCTBMA KJ4Ya WUCTeKaeT, Heobxoaumo
3ab61aroBpeMeHHO BbINMONHUTL CAeaytoLLne AencTBuUA:

— CreHepmpoBaTb HOBYIO Napy, COCTOALLYO M3 OTKPbLITOrO M 3aKPbITOro KAtoYa;

— YCTAHOBUTb NYBANYHbIM KNHOY A/19 aKKayHTa CBOEro NpoeKTa;

— OOHOBUTb KOHOUIypauMlo CBOEro CepBepa BHELWHEro MNpUIOXKeHWA ANA
MCNO/Ib30BAHMA HOBOIO K/tO4Ya NPM MoJIyYeHUn aBTOPM3ALMOHHOMO TOKEHa.

[lna reHepauum napbl KAtoYen HeobXoAMMO BbIMOAHMUTbL 3aMPOC HUKE:

POST {api url}/keyPairs

3aroNoBOK Content-Type AO/KEH MMETb 3HaYeHMe: application/json.

MapameTpbl Tena 3anpoca npueeseHsl B Tabanue (Tabaunua 11).
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Tabnnua 11
ObsasatenbHocTb | Mapametp Tnn OnucaHune
Ha alg String |AAropuTm ANS NOAMMCK TOKEHa. JOMKHO BbITb
YKa3aHO 3Ha4YeHune RS256
Na kid String |aoentndukatop Kaoda. CTpoka annHoi 10

CMMBO/JI0B, coAep Kalllaa undpbl 1 ByKBbl
NAaTUHCKOro andaBnTa B HUKHEM M BEPXHEM
perncrpax

Na use String |llenesoe HasHauyeHMe aaropUTMa WnGposaHus.
[loNKHO ObITb YKa3aHO 3Ha4YeHMe sig

3aro/IOBOK Authorization AO/KEH UMETb 3HAYEHUNE: Bearer access token,
NOMIy4eHHbIM B 3anpoce aBTopusaumm (n. 2.2.1).
Koabl ownboK aHaNorMyHbl TeM, YTO NpuBeaeHbl B Tabanue (cm. Tabaumua 6).

[na cnyyana ycnexa napaMeTpbl OTBETa NpuBeaeHbl B Tabanue (Tabaunua 12).

Tabnnua 12
Ob6sasatenbHocTb | MapameTp Twn OnuncaHune
Ha private OBJ private |O6beKT c MHPOPMaLMER O 3aKPbITOM
Kntoue
Na public OBJ public |O6beKT ¢ MHPOopMaLMen 06 OTKPLITOM
Katoue

MapameTpbl 06beKTa private NpuBeaeHbl B Tabauue (Tabamua 13).

Tabnunua 13
Ob6sasatenbHoctb | MapameTp Twun OnucaHune
Na Jwk OBJ privatedWK |O6beKT C ONUMCaHMEM 3aKPbITOro
Kato4a
Ha pem String CTpOKa C 3aKpbITbIM K/TIHO4YOM B
dopmaTe .pem

MapameTpbl 06beKkTa privateJWK npuBedeHbl B Tabauue (Tabnvua 14).

[eTanbHas nHbopmaums goctynHa B RFC 7518.
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Tabnunua 14
ObaszatenbHOCTL | MNapameTtp Twun OnucaHune
Ha alg String |Kpuntorpaduyeckuilt airoputm, B KOTOPOM
npeanosaraeTca NCNOAb30BaHWE KAKOYA
Ha d String |3kcnoHeHTa RSA, yyacTsylolas B
bopMMpPOBaHMM 3aKPLITOrO KAtoYa. [aa
noakntoveHua K NCY He ncnonbsyercs
Aa e String |My6aunyHas skcnoHeHTa RSA. [ns
noakntodeHma K MCY He ncnonbayeTcs
Na kid String |MaeHTudmKaTop KAtoda. CTpoka AnmHoi 10
CMMBO/JI0B, coAeprKallasa umMdppbl 1 OYKBbI
NIATUHCKOTO andaBumTa B HUKHEM N BEPXHEM
perncrpax
Ha kty String |CemeMCcTBO a/IrOPUTMOB WNGPOBAHMS,
MCNONb3yeEMOE NPU reHepaLmnm Kawva.
3HayeHwne byaeT pasHO RSA
Ha n String Moaynb RSA. Ana noaxatodeHusn K MCY He
Mcnonb3yeTcs
Ha p String |[lepsblit NPOCTON MHOXUTENb. [Ns
noakatodeHma K NCY He ncnonb3yeTca
[a q String |Bropoi NpocTon mHOKUTENb. a8
noakatodeHma K NCY He ncnonbsyeTcs
[a use String ||lenesoe Ha3HayYeHMe aaropuTMa
wmdpoBaHmMa. JonKHO ObiTb YKa3zaHO
3HaYyeHMne sig
MapameTpbl 06beKTa public NpuBeaeHsbl B Tabaunue (Tabamua 15).
Tabnunua 15
Ob6azatenbHocTb | MapameTp Tun OnucaHune
[Na jwk OBJ publicdWK /O6beKT ¢ onncaHnem OTKPLITOro

K/1lO4a

MapameTpbl 06beKTa publicJIWK NpuBeaeHbl B Tabanue (Tabaunua 16). detanu

noctynHbl B RFC 7518.
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Tabnunua 16
ObaszatenbHOCTL | MNapameTtp Twun OnucaHune

Ha alg String |Kpuntorpaduyeckuilt airoputm, B KOTOPOM
npeanosaraeTca NCNOAb30BaHWE KAKOYA

[a e String |My6aunyHas skcnoHeHTa RSA. A
nogkntoveHua K MNCY He ncnonb3syeTtca

Na kid String | aoeHTMdMKATOP KtOYa

Ha kty String |CemeiCcTBO aNropuTMOB LNGPOBAHMS,

MCNoNb3yeMoe Npu reHepaLmm Katoua.
3HayeHue byaeT paBHO RSA

[a n String |Mogaynb RSA. na nogknouerus Kk MCY He
ncnonb3lyeTtca
[a use String ||lenesoe Ha3HayeHMe aNropuTMa

wmnpposBaHuna. JomKHO ObITb yKa3aHO
3HaYyeHMe sig

ﬂpwv\ep OTBETa NpPeacTaB/ieEH HUXeE!

"jWk" : {
'lalg'l : '1R8256'l ,
"d":"HD ..... PAHPkp Veébyeaf-GO", // coxpameHOo njd oTobpaxe-
HIA
'lell : VIAQAB " ’
"kid":"private:tt9jjwRIxx",
" ktyll : VIRSAVI ,
"n":"39% ....... LRs9J ROgPUk", // coxpameHO njd OTOOpaxeHUSd
"p":"8BU ....... fZW-RclDaPw", // cokpaleHOo mojsa OTODOpaXxeHUd
"g":"7g3 ... ... PdGvp62dw", // cokpameHO mJjsa OTOOpaXeHMS
"uSe" : "Sig"
b
"pem" :"-———— BEGIN RSA PRIVATE KEY—-———- \nMIIJQ ...... JKgthG\n-----
END RSA PRIVATE KEY----- \n" // cokpameHo mid OoToOpaxeHUs
b
"public": {
"jwk": {
"alg":"RS256",
"e" : "AQAB" ’

"kid":"public:tt9jjwRIxx",

Hktyﬂ . "RSA",

"n":"3% ...... BLRs9J RogPUk", // coxpameHO njs oTOOpaxeHMA
Huseﬂ . "Sig"

Hpemﬂ . mww
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Mocne reHepauyum napbl KAYEn HEOBXOAMMO NPUMEHUTL NYOHANYHbIN KAtoY ANs

aKKayHTa cBoero npoekTta. [na atoro HeO6XO,£I,l/IN\O caenatb cnep,yrom,mﬁ 3anpoc:

PUT
{api url}/projects/{project id}/serviceAccounts/{client id}/publicKeys

MapameTpbl {project id} n {client id} NoACTaBAAKOTCA n3
KOHQUIYPaUMOHHOro daina npoekTa, Noay4eHHOro OoT AAMUHWUCTpaTopa [lnaTdopmbl
ynpasaeHuA.

3aroN0BOK Content-Type A0/IKEH MMETb 3Ha4YeHMe: application/json.

MapameTpbl Tena 3anpoca npueeseHsl B Tabauue (Tabanua 17).

Tabnunua 17

Ob6asatenbHocTb | MapameTp Tun Onucanue

na keys Array of OBJ 'Maccus c gaHHbIMM 06 OTKPbLITOM
publicJmwK KNtoYe, ONMCaHHbIM B TabauLe
(cm. Tabnumua 16)

B Teno 3anpoca B maccuB keys Ao0/mKeH ObiTb 4obaBNeH 006beKT public.jwk M3
OTBETA Ha 3aMpocC Mo reHepaLmn Kaden.

Mpumep Tena 3anpoca:

"keys": [
{
"alg":"RS256",
"e":"AQAB",
"kid":"public:tt9jjwRIxx",
"kty":"RSA",
"n":"3% ......... Rs9J RogPUk", // coxpameHO HOJsS OTOOPaXeHMS
"use":"sig"

3aronoBOK Authorization AO/IKEH MMETb 3HAYEHUE: Bearer access_ token,
Mosly4eHHbI B 3anpoce aBTopusauum (n. 2.2.1).
Koabl owunbok B OTBETE aHaNOlMM4YHbl Tem, 4YTO nNpuBedeHbl B Tabauue

(cm. Tabnuua 6).
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B cnydae ycnexa npumep OTBETAa MOXKET BbITIAL4ETb TakK:

"audience": [
"https://ocs-int.ompcloud.ru/auth/public",
"https://ocs—-int.ompcloud.ru/push/public"
1y
"clientId":"kushnarev test cla7thirvkjfc4j9glelO",
"clientName":"kushnarev-test",
"scope":"openid offline message:update project:read keyPairs:create
serviceAccount:update"

}

Ha 3akntouMTenbHom 3Tane HeobxoauMmo OOHOBUTb KOHOMrypauuio cepsepa
BHELIHEro NPUAOKeHUs (M BCex y3N0B Knactepa Npu HaanymMm) ANS MCNOJSIb30BaHMA
HOBOTO Kto4a NPM NONYYEHNM aBTOPU3ALMOHHOMO TOKEHa.

Mpy 3TOM NONYYEHHbIE paHee Ha OCHOBAHWW CTAapPOro K/to4Ya TOKEHbl MOTYT ObITb

MCNO/Ib30BaHbl 40 MCTEYEHNA CPOKA UX AENCTBUA.
2.3. lMNpumep Koaa cepeepa BHELHEro NPUIOKEHWU

2.3.1. Kogp Ha a3bike Python

TecToBbIM NpUMep Ha A3blke nNporpammmpoBaHuns Python aemoHcTpupyeT Bce
ONMUCaHHble  paHee  warn. [lpumep  NOAHOCTbKO  AOCTYNEeH  Ha  pecypce
https://gitlab.com/omprussia/tools/PushSenderPython. MoapobHan paboTa C
nporpammor npmeeaeHa B nn. 2.1.3.2 (a TakKe B CONPOBOXAatoLIEM KOA README .md
danne).

[MporpamMma CYMTbIBAET HACTPOMKM npoekta wn3 YAML-panna, yKka3aHHOro B
napameTpe config, AenaeT 3anNpocC Ha NOJyYeHMe TOKeHa A0CTyna M B 3aBUCMMOCTM OT

napameTpa action BbIMOJHAEGT TY UNU UHYIO NOTUKY, AOCTYMHYIO Yepe3 API.
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NEPEYEHb TEPMWHOB N COKPALLIEHNM

|/|CI'IOJ'|b3yeN\b|e B HaCToAWLEM AOKYyMeHTE TEPMUHbLI N COKpaWleHNA npmeedeHbl B

Tabnnue (Tabnnua 18).

Tabnnua 18
COLE;ZAS;:/MG PacwmnopoBka

OC OnepayMoHHasa cucTema

rno MporpammHoe obecneyeHune

rnro MprKnagHoe nporpammHoe obecneveHne «Agpopa LleHTp»

MpunoxeHne MpunoxKeHnem ABNAETCA MOBUNBHOE NPUNOKEHME,
dyHKUMOHMpPYtoWwee noa ynpasneHmem OC Android

rncy MNoacnctema CepBUC yBEAOMAEHUM, PEANN3YIOLLAA NOTUKY

yNpPaBieHNA KU3HEHHbIM LIMKNOM NPOEKTa push-yBegomaeHumin

CepBep BHeLHero

BHelwHAA cucTema, no oTHoweHuto K MCY, peannsytowas busHec-

NPUNOKEHWA nornky. Mcnonbsyet dyHKunoHan Cepsepa npunoxeHns Cepsuca
yBEAOMNEHMN AN AOCTABKM push-yBeOMNEHMA HA YCTPOMCTBA
Cepsep Backend noacuctembl CepBuca yBegomneHnin npeaoctasnaet API
npunoxenuni NMCY ANA cepBepa NPUNOXKEHMIA NO CO34aHNI0 push-yBegoMAeHUA
YcTpomncTeo MNopa, ycTponcTBOM NoApa3ymeBaeTcs MObBMAbHOE YCTPOMCTBO, Ha
KOTOPOM GYHKLMOHMPYIOT COOTBETCTBYOLWME KOMNOHEHTbI 110
API Application Programming Interface — nporpaMmHbiin nHTEpdEC

NPUNOXKeHWA, onncaHne cnocobos (Habop Knaccos, Npoueayp,
OYHKUMI, CTPYKTYP MAM KOHCTAHT), KOTOPbIMKW OAHA
KOMMbIOTEPHAA NPOrpaMma MOXKET B3aMMOAENCTBOBATb C APYroM
NpPOrpaMmmom

Aurora Center
Services SDK

SDK ana nHterpaumm ¢ Aspopa LeHTtp

|P Internet Protocol — 0CHOBHOWM NPOTOKON CETEBOrO YPOBHS,
MCNONb3YOLWMNCA B CETU MHTepHET 1 obecneymBatoLLmin eauHyo
CXeMy 10rMYyecKkom aapecaumm yCTponCTB B CETU U
MapLpPYyTM3aLMIO AAHHbIX

JSON TekcToBbIN dpopmaT obmeHa AaHHbIMK, OCHOBAHHbLIN Ha JavaScript

JWT JSON Web Token

Push-yBeaomneHus

TeKcToBble coobleHMa, npeaHa3HaYeHHble A58 onepaTUBHOM
(MFHOBEHHOW) AOCTAaBKM Ha YCTPOMCTBA NO/Ib30BaTeIeN
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Tepmur/ PacwmnopoBka
CokpalueHue P
QR-kop, Quick Response Code — kop, 6bICTporo pearmpoBaHums,

NpeaoCcTaBAAOWNIA MHDOPMaLMIO ANA ObICTPOro ee
Pacno3HaBaHMA C MOMOLLLbIO KaMepbl Ha MOBUIBLHOM YCTPOMCTBE

RSA Kpuntorpaduyeckmin airopuTM C OTKPbITbIM KAHOUOM,
OCHOBbIBAOLLMICA HA BbIYMCANTENBHOM CIOXKHOCTM 3a4a4n
dakTOopM3aLMM BONbLINX LEeNbIX YnCen

Ul User Interface — nonb3oBaTeNbCKMt MHTEPDEIC

URL Uniform Resource Locator — eamMHO00OpPa3HbIM IOKATOP

(onpeaennTenb MeCTOHaxoXaeHua) pecypca
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JINCT PETUCTPALIMM U3MEHEHWIA

Ne sepcuu
DOKYMeHTa

CopepxaHne N3MeHeHus

ol7le

[aTa

1.0

HavanbHaA BepcuA

Nebenes A.

28.01.2026 .
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