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AHHOTALNA

HacToAawmm AOKyMEHT ABIAETCA PeKOMEeHAALUMAMM NO Pe3epPBHOMY KOMMPOBAHMIO
MpuKknagHoro nporpammHoro obecneveHnsa «Aspopa LleHTp» (nanee —MMO) penns 5.6.0.

HacToAawmnm 4OKYMEHT COAEPKUT MHPOPMALMIO O pe3epBHOM KONMPOBaHMK 6a3bl
AaHHbIX  (BJl), BOCcTaHOBNeHWM B[l M3 pe3epBHOM KOMUKU, MONHOM pPe3epBHOM
KONMPOBAaHMM W BOCCTAHOB/IEHMW W3 PE3EPBHON KOMWMKU BCeN PalOBOM CUCTEMbLI C
MCMONb30BaHMEM rsync, a TaKXe pe3epBHOM KOMMPOBAHMM WM BOCCTAHOBAEHUW U3
pPe3epBHOM KOMWUW KaTasiora CLEeHapueB YCTAHOBKM, eamHOro ¢GalnoBOro XpaHuauuia,

cepBepa NPUNOKEHNN, KOMNOHEHTOB cpeabl GYHKUMOHMpoBaHMA (CD).
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1. PESEPBHOE KOMMPOBAHWE BA3bl JAHHbIX

1.1. CpaBHUTE/NbHLIA aHaAU3 MHCTPYMEHTOB CO34aHVUA pe3epBHOM Konuu B,

pg_basebackup v pg_dump/pg_dumpall

Bu6oplwemﬂypg;basebackupl4pg_dump3aBMCMTOTueﬂMOﬂepauMM
1.1.1. pg basebackup npegnoyTUTENbHEE pg dump B CAEAYHOLWMX KIHOYEBbIX

cueHapmnax:

1.1.1.1. NonHan konusa Knactepa b/l (pun3nyecknin 6akan)

pg basebackup cO34aeT BUHapHytO (Pu3myeckyto) Konuto Bcex GannoB AaHHbIX
Knactepa PostgreSQL (Bkatovasa Bce Hasbl, CUCTEMHbIE KaTanoru, dainbl KoHbUrypaumm,
WAL-ypHanbl U T.4.). 9TO KCHUMOK» AaHHbIX Ha AMCKE.

BuHapHaa (dusmyeckas) Konus UCNONb3yeTCs:

— ANa pa3BepTbiBaHMA penanku (standby-cepsepa) AN BbICOKON AOCTYNHOCTU U
HanaHCUPOBKM HArpPy3KHy;

— ANa  CcO34aHMA  NONHOUEHHOM TOo4YkM BoccTaHoBneHus (PITR). Wcnonb3aysa
pg_basebackup B KOMBMHauuK ¢ apxusaumen WAL, BO3SMOXKHO BOCCTaHOBUTb KNacTep A0
NtoO0Oro MOMeHTa BPEMEHM B NMPOLLIOM;

— ANA KaTacTpOodPHOro BOCCTAHOB/NEHMA BCEro cepBepa, Koraa HYKHO ObICTpo
NOAHATb KNACTEP B TOM XK€ COCTOSAHUMN;

— KOrga pasmep [AaHHbIX O4eHb OONbWOW, M NOTUYECKMI 3KCNopT (pg dump)
3aHUMAEeT HEMPUEMIEMO MHOTO BPEMEHM.

1.1.1.2. Konua ¢ MMHUMa/IbHbIM BpemeHem BoccTaHoBaeHuA (RTO)

pg basebackup: BOCCTaHOBAeHWE U3 duU3Myeckoro 63kana — KOMMPOBaHME
dannoB Ha amck. ns 6onblimx 6a3 aTo ropas3no bbicTpee, Yem BbinonHeHne SQL-cKkpmunToB

OT pg_dump.
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pg dump: BOCCTaHOBNEHWe TpebyeT MNOBTOPHOrO BbIMOSHEHWA BCEX KOMaHA
CREATE TABLE M INSERT. [JaHHbIM NPOLECC MOMET 3aHATb NPOAOMIKUTENbHOE BPEMA,
HanpPMMep, Yacbl UAK AHWU ANA TepabanTHbIX Has.

1.1.1.3. ToyHan konua (but-B-6uT)

pg basebackup: COXpPaHAET AaHHble TOYHO B TOM e BHyTpeHHem dopmarTe,
BK/ItOYAA:

— naeHTudukatopbl 06bvekToB (OID);

dun3myeckoe pacnonokeHune aaHHbIx B darnax (TOAST, MHAEKCDI);

— CTATUCTUKY, NCMONb3YEMYIO NAAHMPOBLLMKOM 3aNpOCOB;

— MeTadaHHble, KOTopble He aKCcnopTupytoTca Yepes SQL.

pg dump: 3KCMOPTUPYET TONbKO JIOTUYECKYIO CTPYKTYpy W  AaHHble. [lpu
BOCCTAHOB/MEHUN OyaeT co3fgaHa «HoBas» 6asa ¢ HosbimM OID M dUsUYECKUM
pacnonoxeHnem. 3To pakTMYecku aBnseTca gepparmeHTaumnen.

1.1.2. pg dump npegnoytuTesbHee pg basebackup B CAEAYHOLIMX KIHOYEBbIX

cueHapumAax:

1) TpebyeTca 63Kan ToNbKO 0AHOM 6a3bl UAM OTAENbHbIX TabANL;

2) TpebyeTca nepeHOC [AaHHbIX MeXAy pPasHbIMWM  MaKOPHbIMKM  BEPCUAMM
PostgreSQL (Hanpumep, ¢ 12-1 Ha 15-10). pg basebackup paboTaeT TONbKO B pamKax
O4HOM Ma*KOPHOW BEPCUN;

3) TpebyeTca GpMAbTPOBATL AAHHbIE UM CTPYKTYPY (Hanpumep, BbINOAHUTL 63Kan
TONbKO CXeMbl 6€3 AaHHbIX MU UCKAKOYNTb HEKOTOPbIE Tabanupl);

4) TpebyeTca nepeHoC AaHHbIX Ha APYryto NAaTdopMy UAM apxXMTEKTYpY (c x86 Ha
ARM). SQL-pamn — nnatdopmMmoHe3aBUCUMbI GOPMaT;

5)0na 3apa4y  pa3paboTkm M nepepaun  HebonbWwmMx HabopoB  AaHHLIX.
[Namn — TekcToBbIM SQL-Paia, KOTOPbIK NErko CxKaTb, MOCMOTPETb M OTNPABUT;

6) Mpwn OTCYTCTBMM Ha cepBepe cBOOOAHOro MecTa A8 NOAHOM BUHAPHOM KOMUN.

Pg_dump MOXXHO BbIFpy*aTb Cpa3y B CXaTbl NOTOK U nepeaaBatb Ha ,qpyroﬁ HOCUTEb.
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1.1.3. CpaBHuTenbHadA Tabamua pg dump U pg_basebackup (Tabauua 1).

Tabnnua 1
Kputepuit pg_basebackup pg_dump/pg_dumpall

Tun 63Kana ®dusnyeckuit (bUHapHbIN) Nornyecknin (SQL)

Ob6beKkT 63Kkana |Becb knacTep (Bce bA) OTpnenbHaa b1, cxema, Tabaunua
(pg dump) nnau Bce b
(pg_dumpall)

CKopoCTb BbicTpee (KonupoBaHue MeaneHHee (4TeHune u

co3faHuA dannos) npeobpasosaHme B SQL)

CKopoCTb HamHoro bbicTpee MepaneHHo (BbinonHeHue SQL,

BOCCTAaHOB/IEHUA |(KonupoBaHue dainnos) nepeco3aaHne MHAEeKCcoB)

BepcMOHHOCTb TONbKO B paMKax 04HOM MOMHO nNepeHoCUTb Mexxay

Ma*KOPHOW BEpCUM Pa3HbIMU MAXOPHbIMU BEPCUAMM
Pasmep MpUMEpPHO paBeH pasmepy O6bl4HO MeHbLe (0cobBeHHO
NaHHbIX Ha AMCKe noc/e CxKaTtma), TaK Kak He

BK/IOYAET MHAEKCHI, @ TONIbKO
KOMaH/bl MX CO34aHMA

[JononHutensbHble |OcHOBa Ans penankaumm n PITR | TMbKocTb: HaKkan TONbKO CXEMbI,

BO3MOHOCTMU TONBbKO AaHHbIX, BbIOOp 0OBbEKTOB

BoccTaHoBneHue |HeT (apxutektypa/OC gomkHbl | [a

Ha Apyrom ObITb COBMECTUMbI)

obopyaoBaHNM

1.2. Pe3epBHoe KonunpoBaHue bl c ucnonbzosaHnem pg_dumpall

NMPUMEYAHUE. pg dumpall npeaHasHavyeHa 4158 Pe3epBHOrO KOMMPOBAHWA BCEX
B knacTepa PostgreSQL B oanH dann 8 opmaTe CKpUNTA. pg dumpall TaKXKe BbIrpy>KaeT
rnobanbHble 06beKTbl, 0blwme ansa scex b, a UMeHHO poaun, TabanYHbIe NPOCTPAHCTBA U
NpaBa, BblAaHHbIE 414 MAapaMeTPOB KOHOUIypaumm.

BHUMAHWE! Mpn co3aaHnm pe3epBHOM KONMN 3HAYEHWA NOCAEeA0BaATENbHOCTEN
(sequence-oB) He coxpaHsaTca. [M03TOMy NMPU BOCCTAHOBAEHMU [aHHbIX W3 AAHHbIX
pe3epBHOM Konum 3HaYeHKA nocneaoBaTeNbHOCTEMN (sequence-o0B) He

BOCCTAHAB/NBAKOTCA, CHET HAYNHAETCA C Ha4dana.
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1.2.1. Co3paTb pe3epBHyto Konuto Bcex b/ 1 rnobanbHbix 06bekToB B popmaTte SQL

eAMHbMA¢aMﬂOM,BHHOHHMBKOMaHAW

su - postgres
pg dumpall -f backup.sql

1.2.2. Co3paTb pe3epBHYH KOMUIO POJIEN, BbINOJIHMB KOMaHAY:

su - postgres
pg dumpall -U postgres --roles-only -f roles.sql

1.3. Pe3epBHoe KonupoBaHue b/l c ucnonb3osaHmem pg_dump

MPUMEYAHMUE. MMporpamma pg dump BbITpY»KaeT TONbKO oaHY B/l. A BbIrpy3ku
BCEro Kaactepa WAM coxpaHeHua rnobanbHbix 0OBbEKTOB, OTHOCALWMXCA KO BCem B[ B
KnacTepe, Hanpumep, ponein 1 TabanyHbIX NPOCTPaAHCTB, HEOHXOAMMO BOCMO/1b30BaATHCA
nporpammon pg dumpall (n.1.2.2).

1.3.1. Co3paTb pe3epBHYtO Konuto Ana Kaxkaom b/l:

1.3.1.1. Pe3epBHadA Konus B apxmMBHOM popmaTe:

su - postgres
pg dump -Fc <backup dbname>.dump

Hanpumep:

su - postgres

pg _dump -Fc auth > auth.dump

pg _dump -Fc appstore > appstore.dump
pg dump -Fc emm > emm.dump

pg_dump -Fc mt > mt.dump

pg dump -Fc push > push.dump

pg dump -Fc pkgrepo > pkgrepo.dump
pg_dump -Fc postgres > postgres.dump

1.3.1.2. Pe3epBHada konusa B SQL ¢opmare:

su - postgres
pg_dump <db name> > <backup dbname>.sqgl
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Hanpumep:

su - postgres

auth > auth.sqgl
appstore > appstore.sql
emm > emm.sqgl

mt > mt.sqgl

push > push.sqgl

pkgrepo > pkgrepo.sqgl
postgres > postgres.sqgl

pg_dump
Pg_ dump
pg_dump
pg_dump
Pg_ dump
pg_dump
Pg_ dump

1.4. Pe3sepBHoe KonuposaHue b/ ¢ ncnonb3osaHnem pg_basebackup

1.4.1. Co3paTb pe3epBHyto Konuto B[] Ha cepsepa mydbserver M COXPaHUTb e B

JIOKA/IbHOM KaTasiore "$S PG DUMP'":

_PG_DUMP="/tmp/pg dump/" PG HOST="/var/run/postgresqgl/" # MoxeT OHTE

coker,

ip,

dnsname

pg basebackup -h § PG HOST -D $ PG DUMP --checkpoint=fast

Mprmep pesepBHON KOMUN:

drwx—------ 19 postgres postgres 4.0K Feb 18 08:12

drwxrwxrwt 1 root root 4.0K Feb 18 08:12 ..
—rW-——————-— 1 postgres postgres 3 Feb 18 08:12 PG VERSION
—rTW——————— 1 postgres postgres 225 Feb 18 08:12 backup label
—rW-——————-— 1 postgres postgres 134K Feb 18 08:12 backup manifest
drwx—--—--- 5 postgres postgres 4.0K Feb 18 08:12 base
drwx—--—--- 2 postgres postgres 4.0K Feb 18 08:12 global
drwx—-—-—---- 2 postgres postgres 4.0K Feb 18 08:12 pg commit ts
drwx—--—--- 2 postgres postgres 4.0K Feb 18 08:12 pg dynshmem
drwx—--—--- 4 postgres postgres 4.0K Feb 18 08:12 pg logical
drwx—----- 4 postgres postgres 4.0K Feb 18 08:12 pg multixact
drwx—--—--- 2 postgres postgres 4.0K Feb 18 08:12 pg notify
drwx—----- 2 postgres postgres 4.0K Feb 18 08:12 pg replslot
drwx—----- 2 postgres postgres 4.0K Feb 18 08:12 pg serial
drwx—----- 2 postgres postgres 4.0K Feb 18 08:12 pg snapshots
drwx—--—--- 2 postgres postgres 4.0K Feb 18 08:12 pg stat
drwx—----- 2 postgres postgres 4.0K Feb 18 08:12 pg stat tmp
drwx—----- 2 postgres postgres 4.0K Feb 18 08:12 pg subtrans
drwx—--—--- 2 postgres postgres 4.0K Feb 18 08:12 pg tblspc
drwx—----- 2 postgres postgres 4.0K Feb 18 08:12 pg twophase
drwx—----- 4 postgres postgres 4.0K Feb 18 08:12 pg wal
drwx—----- 2 postgres postgres 4.0K Feb 18 08:12 pg xact
—rW——————- 1 postgres postgres 88 Feb 18 08:12 postgresgl.auto.conf
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1.4.2. Co3paHune pe3epBHOM KOMMK B OTAENbHbIX CKaTbIX Gpalifax tar AN KarKaoro
TabNIMYHOrO MPOCTPAHCTBA M COXPaHEHWEe KX B KaTasore $ PG DUMP C WHAMKATOPOM

nporpecca B rnpouecce BbIMOJIHEHWA!

PG _DUMP="/tmp/pg dump tar/"
PG HOST="/var/run/postgresqgl/" # MoxeT OhTbL cokeT, ip, dnsname

pg basebackup -D $§ PG DUMP -Ft -z -P —--checkpoint=fast

OXKnaaembll pesynbTaT:

backup manifest
base.tar.gz
pg wal.tar.gz

1.4.3. Co3gaHne pe3epBHOM KoOMUW flokanbHOM B ¢ oaHMM  TabAMYHbIM

MNPOCTPAHCTBOM M CHKaThe ee C MOMOLLbIO bzip2:

PG DUMP="/tmp/backup.tar.gz"

pg basebackup -D - -Ft -X fetch --checkpoint=fast | gzip > $ PG DUMP

MPUMEYAHUE. KomaHaa npepseTcA c owmnbron, ecnn B8 B bByaeT HECKOAbKO
TabAMYHbIX MPOCTPAHCTB.

OXMAaemMbllt pesynbTaT:

backup.tar.gz
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2. BOCCTAHOB/IEHUE BA3bl JAHHbIX M3 PE3EPBHOM KOMWUM
PG_DUMP/PG_BASEBACKUP

2.1. YctaHoBKa CYB/],

Mpu  OTCYTCTBMWU  CUCTEMbI ynpasBneHus Haszamum  AaHHbix  (CYBA) wam
MCNONb30BAaHUM TONbKO YTO ycTaHoBAeHHOM CYB/[l, HeobxoanMmMo nepenTn B KaTanor co

cueHapuamm yctaHoBkM 1110 1 BbINOAHUTL KOMAHAY:

ANSIBLE USER="<umsa nojbs3oBaTens>" ./deploy-infra.sh -c db

Hanpumep:

ANSIBLE USER="omp" ./deploy-infra.sh -c db

2.2. BocctaHoBneHue b/l gns 63Kkana, caenaHoro pg_dump 8 SQL ¢opmate

2.2.1. Yoanutb BJ. lna aToro HeobxoaAMmo:

2.2.1.1. 3anpeTnTb co34aBaTb coeamHeHnA ¢ b/], BbINONHMB KOMaHAb!:

su - postgres

psgl -d templatel -U postgres

UPDATE pg database SET datallowconn = 'false' WHERE datname =
'<db names>"';

Hanpumep:

su - postgres

psgl -d templatel -U postgres

UPDATE pg database SET datallowconn ='false' WHERE datname in
('auth', 'appstore', 'emm', 'mt', 'push', 'pkgrepo', 'postgres');

2.2.1.2. OTKNHOUYNTb aKTUBHbIE COeAMHEHNA, BbINO/IHUB KOMaHbl:

SELECT pg terminate backend(pid) FROM pg stat activity WHERE datname
= '<db_names>"';

Hanpumep:

SELECT pg_ terminate backend(pid) FROM pg stat activity WHERE datname
in ('auth', 'appstore', 'emm', 'mt', 'push', 'pkgrepo', 'postgres');

10
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2.2.1.3. Ypanntb B/l, BbINONHMB KOMAHAbI:

DROP DATABASE <db name>;

Hanpumep:

DROP DATABASE auth;
DROP DATABASE appstore;
DROP DATABASE emm;

DROP DATABASE mt;

DROP DATABASE push;
DROP DATABASE pkgrepo;
DROP DATABASE postgres;

2.2.2. BocctaHoBuTb BJl. [lna aTOro HeobxoaAMMo:

2.2.2.1. Co3patb B/l «postgres», BbINO/IHMB KOMAHAY:

CREATE DATABASE postgres OWNER postgres;

2.2.2.2. BocctaHoBuTb B[ (ecnn 6bina mcnonb3oBaHa pg dumpall), BbIMOAHWB
KOMaHAb!:
su - postgres
psgl -f backup.sqgl

2.2.2.3. BocctaHoButs B[l (ecan 6bina umcnonb3oBaHa pg dump), BbINOAHMB

KOMaHAbl:

su - postgres
psgl -d templatel -u postgres

CREATE DATABASE <db name> OWNER ocs superuser;
psgl -d <db_name> -f <backup dbname>.sql

Hanpumep:

su - postgres
psgl -d templatel -u postgres

CREATE DATABASE auth OWNER OCs_superuser;
CREATE DATABASE appstore OWNER ocs superuser;
CREATE DATABASE emm OWNER ocs superuser;
CREATE DATABASE mt OWNER ocs superuser;
CREATE DATABASE pkgrepo OWNER ocs superuser;
CREATE DATABASE push OWNER ocs superuser;

psgl -d postgres -f postgres.sql

11
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psgl -d auth -f auth.sqgl

psgl -d appstore -f appstore.sql
psgl -d emm -f emm.sqgl

psgl -d mt -f mt.sqgl

psgl -d push -f push.sql

psgl -d postgres -f postgres.sqgl
psgl -d pkgrepo -f pkgrepo.sql

2.2.2.4. BbINONHUTb AENCTBUA, ONUCaHHbIe B noapa3aene 2.4,

2.3. BoccraHoBnenue bl ana 63kana, caenanHoro pg_dump 8 buHapHoOmM popmaTe

BHUMAHMUE! pg restore HEeCOBMeCTUM o pg dumpall, noaTomy

paccMaTpMBaeTCA TOIbKO OAMH BapuaHT BOCCTAaHOBAEHMA M3 pPe3epBHOW KomM
Noay4yeHHOM NoCcpeacTBOM pg dump.

2.3.1. Yaanuts BA. [1na 3Toro HeobxoaMmo:

2.3.1.1. 3anpeTnTb co34aBaTb coeamHeHnA ¢ b/], BbINONHMB KOMaHAb!:

nu,

su - postgres
psgl -d templatel -U postgres

UPDATE pg database SET datallowconn = 'false' WHERE datname
= '<db_names>"';

Hanpumep:

su - postgres
psgl -d templatel -U postgres

UPDATE pg database SET datallowconn = 'false' WHERE datname in
('auth', 'appstore', 'emm', 'mt', 'push', 'pkgrepo', 'postgres');

2.3.1.2. OTKNOUNTb aKTUBHbIE COeAMHEHNA, BbINOJIHUB KOMaHAbI:

SELECT pg terminate backend(pid) FROM pg stat activity WHERE datname
= '<db_names>"';

Hanpumep:

SELECT pg_ terminate backend(pid) FROM pg stat activity WHERE datname
in ('auth', 'appstore', 'emm', 'mt', 'push', 'pkgrepo', 'postgres');

2.3.1.3. Yoanntb B/l, BbINO/NHMB KOMAHAbI:

DROP DATABASE <db name>;

12
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Hanpumep:

DROP DATABASE auth;
DROP DATABASE appstore;
DROP DATABASE emm;

DROP DATABASE mt;

DROP DATABASE push;
DROP DATABASE pkgrepo;
DROP DATABASE postgres;

2.3.2. BocctaHoBuTb B/1. 1na aTtoro HeobHxoaMMo:

2.3.2.1. Co3paTtb nycTble b/, BbINONHMB KOMAH/AbI:

CREATE DATABASE <db name> OWNER <db owner name>;

Hanpumep:

CREATE DATABASE auth OWNER ocs superuser;
CREATE DATABASE appstore OWNER ocs superuser;
CREATE DATABASE emm OWNER ocs superuser;
CREATE DATABASE mt OWNER ocs superuser;
CREATE DATABASE push OWNER ocs superuser;
CREATE DATABASE pkgrepo OWNER ocs superuser;
CREATE DATABASE postgres OWNER postgres;

2.3.2.2. BocctaHoBUTb b1, BbINOAHWB KOMaHAbI:

su - postgres
pPg restore -d <dbname> <backup dbname>.dump

Hanpumep:

su - postgres

Pg _restore -d auth auth.dump

pPg restore -d appstore appstore.dump
pPg restore -d emm emm.dump
Pg_restore -d mt mt.dump

pPg restore -d push push.dump

pPg restore -d pkgrepo pkgrepo.dump
Pg_restore -d postgres postgres.dump

2.3.2.3. BbINOAHUTb AENCTBUSA, ONUCaHHbIe B noapa3aene 2.4,
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2.3.2.4. Pa3pewnTb co34aBaTb coeanHeHnA ¢ b1, BbINO/IHMB KOMaHAb!:

su - postgres
psgl -d templatel -U postgres

UPDATE pg database SET datallowconn = 'true' WHERE datname
= '<db_names>"';

Hanpumep:

su - postgres
psgl -d templatel -U postgres

UPDATE pg database SET datallowconn = 'true' WHERE datname in
('auth', 'appstore', 'emm', 'mt', 'push', 'pkgrepo', 'postgres');

2.4. BocCTaHOB/IEHWE HOMEPOB NOC/eA0BaTENLHOCTEN (Sequence-HOMEPOB)

Mocne BoccTaHoBNeHMA B/l ana koppekTHoM paboTbl MMO HeobxoaMMO 3anyCTUTb

OAHHbIV CKPUAT ANA Kaxaon b:

su - postgres
psgl -d <db name> -U <db owner>

DO $$
DECLARE
c record;
d text;
e text;
BEGIN
raise notice '%',timeofday();
for ¢ in select seq ns.nspname as sequence_ schema,
seg.relname as sequence name,
tab ns.nspname as table schema,
tab.relname as related table
from pg class seq

join pg namespace seg ns on seqg.relnamespace = seq ns.oid
JOIN pg depend d ON d.objid = seg.oid AND d.deptype = 'a'
JOIN pg class tab ON d.objid = seqg.oid AND d.refobjid =
tab.oid
JOIN pg namespace tab ns on tab.relnamespace = tab ns.oid
where seqg.relkind = 'S'
LOOP
EXECUTE 'SELECT
setval ('||quote literal (c.sequence schemal||'.'||c.sequence name) | |"',
(SELECT MAX (id) FROM
'"|lc.table schemal||'."'||c.related table||')+12345)"';
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EXECUTE 'select max(id) max table num,

nextval ('| |quote literal (c.sequence schemal|'.'||c.sequence name) ||")
max seq num from '||c.table schemal|'.'||c.related table into d,e;
raise notice '%', 'Table - '||c.related table [|', Seq - '|/|
c.sequence name ||', Maxvalue - '[| d [| ":'||e;
END LOOP;
ENDS$S;

2.5. BocctaHoBnenue b ana 63kana, caenaHHoro pg_basebackup

2.5.1. Insa BoccTaHoBAeHMA K3 63Kana, co3gaHHoro B n. 1.4.1, HeobxoAMmo

BbIMO/IHUTb CAeayoWme AeNCTBUA:

— OYUCTUTb [AMPEKTOPUIO SPG DATA OT BCex GanaoB WAM CO343aTb HOBYHO
ANPEKTOPUIO, Hanpumep, /tmp/pg dump restore,

— nepeHecTn cogepxumoe H63kana B AMPEKTOPUIO /tmp/pg dump restore;

— ﬂepeHeCH4MﬂMCOSAaﬂ>¢aﬁﬂblpostgresql.confl4pg_hba.conf;

— Ha3HayuTb BAaZeNbUeM ANPEKTOPUM /tmp/pg dump restore MNOJIb30BaTENA
postgres ¢ npasamu 0700;

— 3anycTuTb ba3sy n yKa3aTb CO3aHHYIO ANPEKTOPUIO:
/usr/lib/postgresql/17/bin/postgres -D /tmp/pg dump restore/.

2.5.2. lnsa BoccTaHOBAEHMA W3 63Kana, co3gaHHoro B M. 1.4.2, HeobxoAnmmo

BbIMNOJIHNTL Caeaytoune ,£|1€l\/I1CTBl/IF|Z

— OYMCTUTb AMPEKTOpUI0 $PG DATA OT BCcex GaWnoB WKW CO34aTb HOBYHO
ANPEKTOPULO, Hanpumep, /tmp/pg _dump restore tar;

— pacnakoBaTb Gpanibl C MOMOLLIO CAEAYHOLLMX KOMAHA:

tar -xzf /tmp/backup/ -C /tmp/pg dump restore tar/
tar -xzf /tmp/backup/pg wal.tar.gz -C /tmp/pg dump restore tar/pg wal/

— ﬂepeHeCH4MﬂMCO3AaﬂD¢aﬁﬂblpostgresql.confL4pg_hba.conf;
— Ha3HayuTb BAafeNbUeM ANPEKTOPUM /tmp/pg dump restore MNOJIb30BaTENA

postgres ¢ npasamu 0700;
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— 3anyCcTuUTb 6a3y 7 yKa3aTb CO34aHHYIO ANPEKTOPUIO:

/usr/lib/postgresqgl/17/bin/postgres -D /tmp/pg dump restore tar/
2.5.3. [lna BoccTaHoOBNeHMs M3 O3Kana, co3gaHHoro B n. 1.4.3, HeobxoamMmo

BbINO/IHUTbL CAeaytoline AeNCTBUS:

— OYUCTUTb AMPEKTOPWMIO $PG DATA OT Bcex (ailNoB MAM CO34aTb HOBYHO
ANPEKTOPUIO, Hanpumep, /tmp/pg dump restore gz,

— pacnakoBaTb $panbl C MOMOLLIO CAeAyIoLWe KOMaHabl:

tar -xzf ~/backup.tar.gz -C /tmp/pg dump restore gz/

— ﬂepeHeCH4MﬂMCOSAaﬂ>¢aﬁﬂblpostgresql.confl4pg_hba.conf;

— Ha3HayuTb BNaZEeNbLEM ANPEKTOPUN /tmp/pg dump restore MNOJIb30BaTENA
postgres ¢ npasamu 0700;

— 3anyCcTuTb 6a3sy n yKa3aTb CO34aHHYH AMNPEKTOPUIO:

/usr/lib/postgresqgl/17/bin/postgres -D /tmp/pg dump restore gz/.
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3. MO/THOE PE3EPBHOE KOMNMWUPOBAHWE U1 BOCCTAHOB/1EHUE U3
PE3EPBHOW KOMWUW BCENA ®ANTOBOWN CUCTEMbI C
MCNOJZIb3OBAHUEM RSYNC

MPUMEYAHUE. PesepsHOe KonmpoBaHMe bJl BbIMOAHAETCA BMeCTe C MOJHbIM
pe3epBHbIM KOMMPOBaHMEM BCen GalIoOBON CUCTEMBI.

[1ns NONHOro pe3epBHOro KOMMPOBAHMA M BOCCTAHOBAEHUA M3 PEe3epPBHOM KOMuM
BCen GpaiNoBOM CMCTEMbI C MCMONB30BAaHNEM rsync HEOBXOAMMO BbINMOJAHUTL Caeaytolime
NENCTBUA:

3.1. Co3aaTb CNWMCOK MWCKAOYEHUM (ignore-list) Ana dalnoB, KOTOpble He
[OIKHbI MONACTb B Pe3epBHYI0 KOMNMIO (CUCTEMHbIE daibl, BpeMeHHble daiabl U T.4.).

Hanpumep:

vi ignore-list.txt

/boot

/dev

/ tmp

/sys

/proc

/root

/etc/hosts

/etc/resolv.conf
/etc/sysconfig/network-scripts/

3.2. BbINONHWTL HACTPOMKY PE3EPBHON 3NEKTPOHHO-BbIYUCANTENbHOM MaLUMHbI
(3BM). [lna aToro Heob6xoaAMMo:
3.2.1. HactpouTb ceTs.

3.2.2. YCTaHOBUTb NaKeT rsync, BbINOJHNB KOMaHAY:

sudo yum install rsync

3.2.3. BPEJ OC OoTKNtOYNTb firewall:

sudo systemctl stop firewalld
sudo systemctl disable firewalld
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3.3. MNepeHecTn AaHHble Ha pe3epBHyto IBM, BbINOAHMB KOMaHAY:

sudo rsync -vPa -e 'ssh -o StrictHostKeyChecking=no' --exclude-
from=<nyTs k ¢Qainy ignore-list.txt> / <ip-ampec pes3epBHOM OBM>:/

Hanpumep:

sudo rsync -vPa -e 'ssh -o StrictHostKeyChecking=no' --exclude-
from=/root/ignore-list.txt / 192.168.137.161:/

B cnyyae, ecnm IP-agpec pesepsHon IBM oTanvaetca ot IP-agpeca 3BM, ¢ KoTopon

NpOM3BOAMNTCA PE3EepPBHOE KOMMPOBaHME, HEOHBXOAMMO M3MeHUTb IP-aapec B daiinax:

/etc/otelcol/config.yml
/etc/valkey/valkey.conf
/etc/valkey/sentinel.conf
/opt/consul/consul.d/consul.json
/var/lib/<postgres>/data/pg hba.conf
/var/ocs/config/config.yml

BbINONHUTL Nepe3arpysky:

sudo reboot
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4. PE3EPBHOE KOMWPOBAHME M BOCCTAHOB/IEHUE U3 PESEPBHOM
KOMNUN KATAJTIOTA CLLEHAPUEB YCTAHOBKW

[na pe3epBHOro KONMPOBAHMA M BOCCTAHOB/IEHMA N3 PE3EPBHOM KOMUK KaTasiora
CLLeHapMeB YCTAaHOBKM HEODXOAMMO BbINONAHUTbL CAeAyoLIne AeNCTBUS:

4.1. Co34aTb pe3epBHYO KOMKMIO KaTasiora CUugHapues YCTaHOBKM.

[ns aToro HeobxoAMmo Ha ynpasaawouwen IBM co3gaTb KOMKUKO KaTanora co

cueHapmnammn yCtaHoBKW, BbIMO/IHMB KOMaHAYV:

tar -czvf <HasBaHuMe apxmuBa> install-<eepcwusa IIO0>/install-ac-mt/
(install-<Bepcusa IIIIO>/install-ac-mt/)

Hanpumep:

tar -czvf install.tar.gz /home/omp/install-release-v5.5.0/install-ac-
mt /

4.2. BocCTaHOBUTb KaTa/lor CLLeHapMeB YCTaHOBKM.

[na aToro HeobxoAMMO Ha ynpasastowen IBM pacnakoBaTb apxvB, BbIMNOAHMB

KOMaHAy:

tar -xf <uazBaHume apxupa> -C /

Hanpumep:

tar -xf install.tar.gz -C /
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5. PE3EPBHOE KOMMPOBAHWE WM BOCCTAHOB/IEHWUE U3 PE3SEPBHOM
KoMK EAMHOIO ®ANNOBOIO XPAHUULLA

[lna pe3epBHOro KOMMPOBAHWUS M BOCCTAHOB/IEHMA M3 PE3EPBHON KOMUN eANHOTO
dalinoBoro xpaHmnuiLa HeobXoAMMO BbIMOAHUTL CAeaytoLine AeNCTBUA:
5.1. Co3paTb pesepBHyt0 Konuto dalnoB eanHoro GalaoBoro XpaHWAMLLa,

BbIMOJIHMB KOMaHAY:

tar -czvf <HazspBaHMe apxmpBa> <HaszBaHMe KaTajora c OGawmmamm 110>

Hanpumep:

tar -czvf ocs.tar.gz /ocs

5.2. BoccTtaHoBUTb paiinbl eanHoro ¢panioBoro XpaHUanLLa.

HeO6XO,£I,l/IMO pacCriakoBaTb apXuB, BbIMO/IHNB KOMaHAY:

tar -xf <uazBaHme apxua> -C /

Hanpumep:

tar -xf ocs.tar.gz -C /
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6. PE3EPBHOE KONMMPOBAHWUE Y BOCCTAHOB/IEHWE U3 PE3EPBHOW
KON CEPBEPA NMPUTOXKEHNIA

[lnsa pe3epBHOro KONMPOBAHMA M BOCCTAHOBEHMA M3 PEe3epBHOM KOMUKW CepBepa
NPUNOXKEHUIA HEODXOANMMO BbINONHUTL CieayoLMe AeNCTBUS:

6.1. Co3aaTb pe3epBHYO Konuto GainnoB cepBepa NPUNOKEHUN.

NMPUMEYAHMUE. Mpn ncnonb3oBaHnm noacuctembl CepBUC YBEAOMIEHUN TaKKe
HeobxoaAMMO caenaTh Pe3ePBHYH KOMMIO KAtoYa U cepTUdMKaTa. MNyTb K HUM yKa3aH B Ganne
/etc/nginx/conf stream.d/ocs-push-stream.conf.

[ns co3gaHma pe3epBHOM Konuu GalnoB cepBepa NPUAOKEHMN HeobXxoaAnmmo

3anyCTuTb CKPUNT C NOMOLWbIO KOMaHdbl:

sudo backup-restore.sh app-backup

MPUMEYAHUE. Coaepxummoe CKpunTa backup-restore.sh NpWBEeAeHO B
npunoxeHuun (Mpunoxenune 1).

6.2. BocCTaHOBUTb CcepBep MPUNOXKEHMN (BO3MOXKHO BOCCTaHOBAEHME Ha IBM c
APYIMM ip/hostname). [1ns 3Toro Heob6xoaAMMO:

6.2.1. OctaHoBUTb cepBuc CYB/:

systemctl stop <CYBI>

Hanpumep:

systemctl stop postgresqgl-16

6.2.2. 3anyCTUTb CKPUNT C NOMOLLbKO KOMaHAbI:

sudo backup-restore.sh app-restore

6.2.3. 13MeHUTb ip/hostname (NpK HEOBXOAMMOCTH).
MpaBKK MoryT noTpeboBaTbCs B caeayoWmx dannax:

6.2.3.1. PEA OC 7.3.6, PEL OC 8:
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/etc/hosts

/etc/otelcol/config.yml

/var/lib/pgsqgl/<Bepcmsa postgresqgl>/data/pg hba.conf
/var/ocs/config/config.yml

/etc/valkey/valkey.conf

/etc/valkey/sentinel.conf
/opt/consul/consul.d/consul.json

6.2.3.2. OC Anbt Cepsep 8 CI1 10, OC AnbT Cepsep 10:

/etc/hosts

/etc/otelcol/config.yml
/etc/valkey/valkey.conf
/etc/valkey/sentinel.conf
/opt/consul/consul.d/consul.json
/var/ocs/config/config.yml
/var/lib/<postgres>/data/pg hba.conf

6.2.3.3. OC Astra Linux SE 1.7 (CmoneHcK), OC Astra Linux SE 1.8 (CMoneHckK):

/etc/hosts

/etc/otelcol/config.yml

/etc/valkey/valkey.conf

/etc/valkey/sentinel.conf
/opt/consul/consul.d/consul.json
/var/ocs/config/config.yml

/var/lib/<postgres>/<Bepcmsa postgres>/data/pg hba.conf

6.2.3.4. OC Debian 11.11, OC Debian 12.13, OC Ubuntu 22.04, OC Ubuntu 24.04:

/etc/hosts

/etc/otelcol/config.yml

/etc/valkey/valkey.conf

/etc/valkey/sentinel.conf

/etc/postgresqgl/<Bepcus postgres>/main/pg hba.conf
/opt/consul/consul.d/consul.json
/var/ocs/config/config.yml

NMPUMEYAHMUE. TMpwn BOCCTAHOBAEHMW CepBepa MNPUAOKEHMN B MHOFOHOA0BOM
KOHOUIypauum HeobxoamMmOo BbINONHUTb AENCTBUA, NPUBEAEHHbIE B HACTOALLEM MYHKTE,

ANR KaxkaoM HoAbl KnacTepa.
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6.2.4. OBHOBUTb CMWCOK CEPTUPUKATOB M NepesarpyanTb CepBep, BbIMOJHMB

KOMaHAY:

# PEI OC, AJbBT
update-ca-trust

# Astra, Debian, Ubuntu
update-ca-certificates
sudo reboot

6.2.5. HacTponTb A0CTyN K $annoBOMY XPaHUANLLLY.
Mocne BoOCCTaHOBAEHMA HeobXoAMMO HACTPOUTb MNOAKAYEHWE K dalnoBomy

XPaHWIMLLY, COTNACHO AOKYMEHTY «PyKOBOACTBO aAMWHUCTPATOPa», €CAM OHO He Oblio

ycnewHo nogKk/to4yeHo.
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7. PE3EPBHOE KOMMPOBAHWE W BOCCTAHOB/IEHWME U3 PE3SEPBHOM
KOMUN KOMIMOHEHTOB CPEAbLI ®YHKUNOHNPOBAHUA

[na pe3epBHOro KOMMPOBAHMA W BOCCTAHOBAEHWMA W3 pPE3EpPBHOM KOMUM
KomnoHeHToB CP HeobXx0AMMO BbIMONHUTL Ceaytolme AeACTBUA:

7.1. Co3aaTb pe3epBHYH Konmto KoOMnoHeHToB CO.

[ns co3aaHuns pe3epBHOM KonumM KomnoHeHToB CP HeobX0AMMO 3anyCTUTb CKPUNT

C MOMOLLbIO KOMaHAPb!:

sudo backup-restore.sh infra-backup

NPUMEYAHUA:

v’ CopepXmMmoe cKpunTa backup-restore.sh MNPUBEAEHO B MPUIOKEHUU
(Mpunoxenune 1);

v' B cnydae, ecam NaaHMpyeTca BOCCTAHaBAMBATL KOMMOHEHTbl CO Ha 3ToM e
9BM, parinbl /etc/passwd, /etc/group U /etc/shadow HY)KHO COXPaHUTb OTAE/IbHO BO
n3bexkaHue owmnbOK AOCTYNa.

7.2. BoccTaHOBUTb KOMMOHEHTbI CP (BO3MOXKHO BOCCTaHOBIEHWE Ha IBM ¢ apyrum
ip/hostname). [lns 3TOro HEOHXOANUMO:

7.2.1. 3anyCTUTb CKPUNT C NOMOLLbIO KOMaHAb!:

sudo backup-restore.sh infra-restore

7.2.2. BKNOYNTb aBTO3aMyCcK CEPBUCOB.
NMPUMEYAHMUE. Cnncok cepBMCOB MOXKET OTAMYATLCA B 3aBUCMMOCTU OT pPenmsa u
Bepcum OC. TakKe HeobXoAMMO yKa3aTb MCMOIb3yEMYIO BEPCUIO postgres.

[1ns 3TOro HeobxoAMMO BbIMOJHUTL KOMAHAbI:

systemctl enable consul-service-check
systemctl enable consul-template
systemctl enable consul

systemctl enable dnsmasqg

systemctl enable nginx

systemctl enable valkey

systemctl enable valkey-sentinel
systemctl enable <epcusa postgresqgl>
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systemctl enable otelcol
systemctl enable keepalived
systemctl enable redpanda
systemctl enable redpanda-tuner

Hanpumep:

systemctl enable consul-service-check
systemctl enable consul-template
systemctl enable consul
systemctl enable dnsmasq
systemctl enable nginx

systemctl enable valkey
systemctl enable valkey-sentinel
systemctl enable postgresqgl-16
systemctl enable otelcol
systemctl enable keepalived
systemctl enable redpanda
systemctl enable redpanda-tuner

7.2.3. l3ameHUTb ip/hostname (Npy HEOOXOAMMOCTH).

MpaBku moryT noTpeboBaTbCA B Cedyowmx dannax:

7.2.3.1. OC Anbt Cepsep 10, OC AnbT Cepsep 8 CIT 10, OC Astra Linux SE 1.7
(CmoneHck), OC Astra Linux SE 1.8 (CmoneHck), PEA OC 7.3, PEJ OC 8:

/etc/hosts

/etc/otelcol/config.yml
/etc/valkey/valkey.conf
/etc/valkey/sentinel.conf
/opt/consul/consul.d/consul.json
/var/lib/<postgres>/data/pg hba.conf

7.2.3.2. OC Debian 11.11, OC Debian 12.13, OC Ubuntu 22.04, OC Ubuntu 24.04:

/etc/hosts

/etc/otelcol/config.yml

/etc/valkey/valkey.conf

/etc/valkey/sentinel.conf

/etc/postgresql/<Bepcus postgres>/main/pg hba.conf
/opt/consul/consul.d/consul.json

NMPUMEYAHUE. Tpm BoccTaHOBAEHMM KOMMOHeHTOoB CO® B MHOrOHO4OBOM
KOHOUIypauum HeobxoaMmMO BbINOAHUTb AENCTBUA, ONMCAHHbIE B HAaCTOALLEM NYHKTE, ANA
KaXk[40WM HOAbl KnacTepa.

7.2.4. Tlepe3arpysunTb cepsep, BbINONHMB KOMaHAY:

sudo reboot
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8. PE3EPBHOE KOMWPOBAHWME ¥ BOCCTAHOB/IEHWUE U3 PESEPBHOM
KOMUN KNACTEPA

[nsa pe3epBHOro KOMMPOBAHWMA M BOCCTAHOBAEHMA M3 Pe3epPBHOM KOMMK KnacTepa
HeobXx0AMMO BbINONHUTL CAeaytoLMe AeNCTBUS:

8.1. Co3aaTb pe3epBHYIO KOMUIO HOA KacTepa.

[lns 3TOro ANA Kakaon HoAbl HEOOXOAMMO BbIMONHUTL AEMCTBMA, ONUCAHHbIE B
pasgene 3.

8.2. BocCcTaHOBUTb HOABI KNacTepa.

[na 3TOro0 HeobxoAMMO [ONA  KaKAOW HOAbl KAacTepa WM BO  BHELWHEM

6al'laHCl/IpOBLLI,l/IKe M3MEHUTb ip-ampec/hostname CTapbIX HOA Ha HOBbIE:

/etc/hosts
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MEPEYEHb TEPMWUHOB ¥ COKPALLEHUI

|/|CI'IOJ'|b3yeIV\b|e B HaCTOAWLEM AOKYyMeHTE TEPMUHbLI N COKpaWeHNA npmeedeHbl B

Tabnnue (Tabnnua 2).

Tabnunua 2
Tepmur/ Pacwundposka
CokpalueHue

b, ba3a gaHHbIX

BocctaHoBneHue |Mpoueaypa nssnedyeHma MHPoOpMaL MM C 3aNOMUHAKOLLETO

AAHHbIX YCTPOMCTBA B C/ly4ae, KOrAaa oHa He MOXKeT ObITb NpoYMTaHa
06bI4HbIM cnocobom

OC OnepaunoHHasa cucTema

rnro MpuKnagHoe nporpaMmHoe obecneveHne «Aspopa LeHTp»

PesepBHoe Mpouecc co3gaHmna KOMMM AaHHbIX Ha HocKTene (ecTKOM AMCKe,

KonupoBaHue AMCKeTe U T. 4.), NpeAHa3HaYeHHOM A8 BOCCTAaHOB/IEHNA AAHHbIX B
OPUTMHANBHOM WA HOBOM MECTE UX PACMOJIOXKEHUA B CyYae UX
NoBpeXAeHNA NN paspyLLleHmns

Ckpunt [Mporpamma, KOTopasa aBTOMaTU3MpPYeT NpoLeaypy BbIDOPKM AaHHbIX
MO KOHKPEeTHOMY 3anpocy, 1MHBo Nporpamma, Kotopas
aBTOMATU3MPYeT 3a4a4y N0 MHCTaANALMM NaTYa

CYb/ Cuctema ynpasaeHua 6azamm AaHHbIX - CNeLmnann3npoBaHHbIi
KOMMAEKC Nporpamm, npesiHasHa4eHHbI ANA OpraHM3aLmnm u
BeneHunAa b/

Co Cpena GYyHKUMOHMPOBAHMS

J2BM DNEKTPOHHO-BbIYMNC/INTEIbHAA MALUMHA

P Internet Protocol - 0CHOBHOW NPOTOKON CETEBOrO YPOBHS,
ncnonb3ytowmincs B MHTepHeTe 1 obecneynBatolnii e AUHYH0 CXeMY
IOTMYEeCKOM aapecaumm yCTPOMCTB B CETU M MapLUPYTM3aLMIO AaHHbIX
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NMPUNOXEHUE 1

Copeprkmmoe ckpunta backup-restore.sh

#!/bin/bash

# CxpunT CO3ImaHMA PE3EPBHOM KOIMUM CepBepa MIPMUIIOXEHUN
# ABTomMaTuuecku omnpenessgeT OC U MCIOJL3YEeT COOTBETCTRBYWIMN Ha®oOp OyTen

_ BACKUP NAME="app.tar.gz"

_ BACKUP STORAGE="/home/omp/"
_BACKUP_RESTORE PATH="/"

_BACKUP NAME INFRA="infra.tar.gz"

# OnpemnejieHye ONEepPaLMOHHOM CMCTEMHE Ha OCHOBe /etc/os-release
detect os () {
if [ -f /etc/os-release ]; then
/etc/os-release
OS_NAME="S$ID"
OS_VERSION=$VERSION_ID

# HonomuuTesnbHasa oOpaboTka mig pas3Hex OC
case "$0S NAME-$OS VERSION" in
"astra-1.7 x86-64")
OS_VERSION=$VERSION_ID
_BACKUP_ PATH="/etc/nginx/ /etc/dnsmasg*
/etc/group* /etc/shadow* /etc/gshadow* /etc/passwd*
/etc/systemd/system/consul* /etc/systemd/system/timers.target.wants/
/etc/systemd/system/multi-user.target.wants /etc/systemd/system/ocs*
/ocs/ /var/ocs/ /var/lib/redpanda /var/lib/nginx /usr/share/nginx/
/var/lib/pgsql* /usr/pgsgl* /usr/bin/consul* /usr/bin/ocs-*
/usr/bin/systemd-supplicant* /usr/bin/mt* /usr/bin/emm* /usr/bin/auth*
/usr/bin/appstore* /usr/bin/pkgrepo* /usr/bin/push*"
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"] OTKPbITAS
MOBMJIbHAS
PekomeHAaUMmM No pe3epBHOMY KOMMPOBAHMIO |nnxmmpMA

_BACKUP NAME INFRA PATH="/etc/keepalived*
/etc/init.d/keepalived* /etc/dbus-1/system.d/*keepalived*
/etc/default/keepalived* /usr/lib/systemd/system/keepalived*
/etc/dbus-1/system.d/dnsmasqg.conf /etc/group* /etc/shadow*
/etc/gshadow* /etc/passwd* /etc/resolv* /etc/dnsmasg* /etc/consul-
template/ /etc/systemd/system/nginx* /etc/rc* /etc/valkey/
/etc/redpanda* /etc/olelcol* /etc/nginx/ /etc/default/dnsmasqg /ocs/
/opt/ /usr/sbin/dnsmasg /usr/lib/systemd/system/dnsmasqg*
/usr/share/dnsmasg* /usr/lib/tmpfiles.d/dnsmasg*
/usr/bin/dnsmasq iptables helper.sh /usr/bin/psql* /usr/bin/valkey*
/usr/bin/redis-* /usr/sbin/nginx* /usr/sbin/consul*
/etc/init.d/dnsmasq /etc/init.d/nginx /etc/ufw/applications.d/nginx
/etc/default/redpanda /etc/default/nginx /etc/logrotate.d/nginx
/etc/systemd/system/consul* /etc/systemd/system/redpanda*
/etc/systemd/system/otelcol* /var/lib/redpanda /var/tmp/requirements *
/var/www /var/lib/systemd/deb-systemd-helper-enabled /var/log/nginx/
/var/lib/valkey/ /var/lib/pgsql* /usr/pgsgl* /var/log/valkey/
/usr/share/nginx/ /usr/share/redpanda /usr/local/bin/otelcol*
/usr/1lib/x86 64-linux-gnu/lib* /usr/lib/systemd/system/valkey*
/usr/lib/systemd/system/postgres* /usr/lib/systemd/system/redpanda*
/usr/lib/redpanda /usr/lib/systemd/system/nginx* /usr/lib/resolv*
/var/lib/nginx /usr/lib/nginx /var/log/astra/prevlogin-redpanda
/usr/share/vim/addons/ --exclude=/etc/nginx/*ocs—*"

"astra-1.8 x86-64")

OS VERS ION=SVERS ION ID

_BACKUP PATH="/etc/nginx/ /etc/dnsmasg*
/etc/group* /etc/shadow* /etc/gshadow* /etc/passwd*
/etc/systemd/system/consul* /etc/systemd/system/timers.target.wants/
/etc/systemd/system/multi-user.target.wants /etc/systemd/system/ocs*
/ocs/ /var/ocs/ /usr/bin/consul* /usr/bin/ocs-* /usr/bin/systemd-
supplicant* /usr/bin/mt* /usr/bin/emm* /usr/bin/auth*
/usr/bin/appstore* /usr/bin/pkgrepo* /usr/bin/push* /var/lib/pgsqgl*
/var/lib/redpanda /var/log/nginx/ /usr/share/nginx/ /usr/pgsgl*
/usr/lib/x86 64-linux-gnu/lib*"
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"] OTKPbITAS
MOBMJIbHAS
PekomeHAaUMmM No pe3epBHOMY KOMMPOBAHMIO | NAATOOPMA

_BACKUP NAME INFRA PATH="/etc/group* /etc/shadow*
/etc/gshadow* /etc/passwd* /etc/resolv* /etc/dnsmasg* /etc/nginx/
/etc/consul-template/ /etc/valkey/ /etc/redpanda* /etc/otelcol*
/etc/systemd/system/consul* /etc/systemd/system/redpanda*
/etc/systemd/system/otelcol* /etc/logrotate.d/nginx
/etc/systemd/system/nginx* /etc/default/redpanda /etc/default/nginx
/etc/init.d/nginx /etc/rc* /etc/ufw/applications.d/nginx /ocs/
/opt/ /etc/keepalived* /etc/init.d/keepalived* /etc/dbus-
1/system.d/*keepalived* /etc/default/keepalived*
/usr/lib/systemd/system/keepalived*
/usr/bin/dnsmasqg iptables helper.sh /usr/bin/psql* /usr/sbin/consul*
/usr/bin/valkey* /usr/bin/redis-* /usr/sbin/nginx* /usr/sbin/dnsmasqg
/etc/default/dnsmasg /etc/init.d/dnsmasqg /var/log/nginx/
/var/log/valkey/ /var/lib/valkey/ /var/lib/pgsqgl/
/var/lib/systemd/deb-systemd-helper-enabled /var/lib/redpanda
/var/lib/nginx /var/www /var/tmp/requirements * /usr/share/nginx/
/usr/share/redpanda /usr/lib/systemd/system/dnsmasqg*
/usr/share/dnsmasg* /usr/pgsqgl* /usr/lib/tmpfiles.d/dnsmasg*
/usr/lib/redpanda /usr/lib/nginx /usr/lib/resolv*
/usr/lib/systemd/system/valkey* /usr/lib/systemd/system/postgres*
/usr/lib/systemd/system/redpanda* /usr/lib/systemd/system/nginx*
/usr/local/bin/otelcol* --exclude=/etc/nginx/*ocs-*"

"altlinux-10"|"altlinux-10"%*)
if BUILD ID="ALT SP Server 10";
then
OS_VERSION=$VERSION_ID
_ BACKUP_ PATH="/ocs /etc/dnsmasg* /etc/group*

/etc/shadow* /etc/gshadow* /etc/passwd* /etc/systemd/system/ocs*
/etc/systemd/system/consul* /etc/systemd/system/timers.target.wants/
/etc/systemd/system/multi-user.target.wants /etc/nginx/ /var/ocs/
/var/lib/redpanda /var/log/nginx/ /var/lib/pgsql/ /usr/share/nginx/
/usr/share/pgsql/ /usr/bin/consul* /usr/bin/mt* /usr/bin/emm*
/usr/bin/auth* /usr/bin/appstore* /usr/bin/pkgrepo* /usr/bin/push*
/usr/bin/ocs-* /usr/bin/systemd-supplicant*"
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"] OTKPbITAS
MOBMJIbHAS
PekomeHAaUMmM No pe3epBHOMY KOMMPOBAHMIO |nnxmmpMA

_BACKUP_NAME INFRA PATH="/opt/ /ocs /etc/nginx/
/etc/group* /etc/shadow* /etc/gshadow* /etc/passwd* /etc/resolv*
/etc/dnsmasq* /etc/redpanda* /etc/consul-template/ /etc/valkey/
/etc/tcb/consul /etc/tcb/ valkey* /etc/control.d/facilities/postgresqgl
/etc/tcb/ nginx /etc/tcb/redpanda /etc/tcb/ dnsmasqg /etc/tcb/postgres
/etc/systemd/system/valkey* /etc/systemd/system/nginx*
/etc/systemd/system/redpanda* /etc/systemd/system/otelcol* /etc/rc*
/etc/systemd/system/consul* /etc/keepalived* /etc/monitrc.d
/usr/sbin/keepalived* /etc/sysconfig/keepalived*
/lib/systemd/system/keepalived* /etc/sysconfig/postgresgl
/etc/sysconfig/redpanda /etc/logrotate.d/nginx /etc/logrotate.d/valkey
/etc/sysconfig/nginx /etc/sysconfig/dnsmasqg /var/log/nginx
/var/lib/pgsql/ /var/lib/redpanda* /var/log/valkey
/var/tmp/requirements * /var/spool/nginx/ /var/lib/valkey
/lib/systemd/system/valkey* /lib/systemd/system/dnsmasqg.service
/lib/systemd/system/nginx.service
/1lib/systemd/system/postgresqgl.service /usr/share/pgsql/
/usr/share/dnsmasqg /usr/share/redpanda /usr/share/nginx/
/usr/1ib64/pgsgl /usr/lib64/valkey /usr/lib64/nginx /usr/lib/redpanda
/usr/bin/valkey-* /usr/bin/postgres* /usr/sbin/consul-template
/usr/sbin/nginx/ /usr/sbin/dnsmasqg* /usr/bin/pg* /usr/bin/oid2name
/usr/bin/psgql /usr/bin/*db /usr/bin/*user
/usr/bin/dnsmasqg iptables helper.sh /usr/libexec/valkey*
/usr/lib/systemd/system* /usr/lib64/lib* --exclude=/etc/nginx/*ocs-*"

else

OS VERS ION=SVERS ION ID

_BACKUP_PATH="/etc/group* /etc/shadow*
/etc/gshadow* /etc/passwd* /etc/dnsmasg* /ocs /etc/nginx/
/etc/systemd/system/timers.target.wants/ /etc/systemd/system/ocs*
/etc/systemd/system/consul* /var/ocs/ /var/log/nginx/ /var/log/valkey/
/var/lib/redpanda/ /var/lib/pgsqgl/ /usr/lib64/pgsgl* /usr/bin/ocs-*
/usr/share/nginx/ /usr/bin/systemd-supplicant* /usr/bin/consul*
/usr/bin/mt* /usr/bin/emm* /usr/bin/auth* /usr/bin/appstore*
/usr/bin/pkgrepo* /usr/bin/push*"
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"] OTKPbITAS
MOBMJIbHAS
PekomeHAaUMmM No pe3epBHOMY KOMMPOBAHMIO |nnxmmpMA

_BACKUP_NAME INFRA PATH="/opt/ /ocs /etc/nginx/

/etc/rc* /etc/group* /etc/shadow* /etc/consul-template/ /etc/passwd*
/etc/resolv* /etc/valkey/ /etc/dnsmasg* /etc/gshadow* /etc/redpanda*
/etc/keepalived* /usr/sbin/keepalived* /etc/sysconfig/keepalived*
/etc/otelcol* /etc/logrotate.d/nginx /etc/logrotate.d/valkey
/etc/control.d/facilities/postgresgl /etc/tcb/consul /etc/tcb/ nginx
/etc/tcb/ valkey* /etc/tcb/redpanda /etc/tcb/postgres /etc/tcb/otelcol
/etc/systemd/system/nginx* /etc/monitrc.d /etc/systemd/system/valkey*
/1lib/systemd/system/keepalived* /etc/systemd/system/consul*
/etc/systemd/system/otelcol* /etc/systemd/system/multi-
user.target.wants/ /etc/systemd/system/redpanda*
/etc/systemd/system/timers.target.wants/ /etc/sysconfig/dnsmasqg
/etc/sysconfig/postgresgl /etc/sysconfig/nginx /etc/sysconfig/redpanda
/1ib/systemd/system/valkey* /lib/systemd/system/dnsmasqg*
/lib/systemd/system/dnsmasqg.service /lib/systemd/system/postgres*
/1lib/systemd/system/nginx* /usr/1ib64/pgsqgl /usr/lib64/valkey
/usr/1lib64/nginx /usr/share/redpanda /usr/share/pgsqgl/
/usr/share/dnsmasqg /usr/share/nginx/ /usr/1lib64/1lib*
/usr/1lib64/python3/site-packages/psycopg2* /usr/local/bin/otelcol*
/usr/bin/dnsmasqg iptables helper.sh /usr/sbin/dnsmasg*
/usr/bin/oid2name /usr/bin/psgql /usr/bin/*db /usr/bin/*user
/usr/bin/valkey-* /usr/bin/postgres* /usr/sbin/consul-template
/usr/sbin/nginx/ /usr/bin/*.py /usr/bin/pg* /usr/libexec/valkey*
/var/log/nginx /usr/lib/systemd/system* /usr/lib/redpanda
/var/lib/pgsql/ /var/log/valkey /var/lib/redpanda*
/var/tmp/requirements * /var/lib/valkey /var/spool/nginx/ --
exclude=/etc/nginx/*ocs—-*"

fi

"redos-7.3")

OS VERS ION=SVERS ION ID

_BACKUP_PATH="/etc/group* /etc/shadow*
/etc/gshadow* /etc/passwd* /etc/dnsmasg*
/etc/systemd/system/timers.target.wants/ /etc/systemd/system/multi-
user.target.wants/ /etc/nginx/ /etc/systemd/system/ocs*
/etc/systemd/system/consul* /var/lib/redpanda /var/ocs/
/var/log/nginx/ /var/lib/nginx/ /var/lib/pgsql/ /usr/bin/systemd-
supplicant* /usr/bin/mt* /usr/bin/emm* /usr/bin/auth*
/usr/bin/appstore* /usr/bin/pkgrepo* /usr/bin/push* /usr/bin/ocs-*
/usr/bin/consul* /usr/share/nginx/ /ocs/ /usr/pgsgl*"
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"] OTKPbITAS
MOBMJIbHAS
PekomeHAaUMmM No pe3epBHOMY KOMMPOBAHMIO |nnxmmpMA

_BACKUP NAME INFRA PATH="/opt/ /ocs/ /etc/group*
/etc/shadow* /etc/gshadow* /etc/passwd* /etc/dnsmasg* /etc/resolv*
/etc/otelcol* /etc/systemd/system/redpanda*
/etc/systemd/system/consul* /etc/systemd/system/otelcol* /etc/valkey/
/etc/logrotate.d/nginx /etc/logrotate.d/valkey /etc/redpanda*
/etc/sysconfig/redpanda /etc/consul-template/ /etc/nginx/
/etc/pam.d/postgresqgl /etc/alternatives/ /etc/systemd/system/nginx*
/etc/keepalived* /etc/sysconfig/keepalived* /etc/dbus-
1/system.d/dnsmasq.conf /etc/sysconfig/pgsql /var/lib/pgsgl/
/var/lib/valkey/ /var/lib/redpanda* /var/log/nginx/ /var/log/valkey/
/var/tmp/requirements * /var/lib/nginx /var/lib/dnsmasq
/var/lib/alternatives/pgsqgl-* /usr/share/nginx/ /usr/share/redpanda
/usr/pgsqgl* /usr/local/bin/otelcol* /usr/lib/redpanda
/usr/lib/systemd/system/nginx* /usr/lib64/nginx/ /usr/lib64/valkey/
/usr/sbin/consul* /usr/libexec/keepalived* /usr/libexec/valkey*
/usr/libexec/nginx* /usr/bin/valkey* /usr/bin/postgresqgl*
/usr/sbin/nginx* /usr/lib/systemd/system/valkey*
/usr/lib/systemd/system/postgresgl* /usr/lib/systemd/system/redpanda*
/usr/lib/systemd/system/dnsmasg* /usr/1ib64/1lib* /usr/sbin/dnsmasqg
/usr/share/dnsmasg* /usr/sbin/keepalived*
/usr/lib/systemd/system/keepalived* /usr/lib/tmpfiles.d/postgresqgl*
/usr/bin/redpanda* /usr/bin/pg* /usr/bin/*user /usr/bin/*db
/usr/bin/dnsmasq iptables helper.sh /usr/bin/post* /usr/bin/consul*
/usr/lib/sysusers.d/dnsmasg* --exclude=/etc/nginx/*ocs-*"

"redos-8.0.2")

OS VERS ION=SVERS ION ID

_BACKUP_PATH="/etc/group* /etc/shadow*
/etc/systemd/system/ocs* /etc/gshadow* /etc/passwd* /etc/nginx/
/etc/dnsmasqg* /etc/systemd/system/consul*
/etc/systemd/system/timers.target.wants/ /etc/systemd/system/multi-
user.target.wants/ /var/ocs/ /var/log/nginx/ /ocs /var/lib/pgsql/
/var/lib/redpanda /var/lib/nginx /usr/share/nginx/ /usr/bin/consul*
/usr/pgsgl* /usr/bin/ocs-* /usr/bin/systemd-supplicant* /usr/bin/mt*
/usr/bin/emm* /usr/bin/auth* /usr/bin/appstore* /usr/bin/pkgrepo*
/usr/bin/push*"
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"] OTKPbITAS
MOBMJIbHAS
PekomeHAaUMmM No pe3epBHOMY KOMMPOBAHMIO | NAATOOPMA

_BACKUP NAME INFRA PATH="/opt/ /ocs/ /etc/group*
/etc/shadow* /etc/gshadow* /etc/passwd* /etc/dnsmasg* /etc/resolv*
/etc/otelcol* /etc/alternatives/ /etc/valkey/ /etc/consul-template/
/etc/sysconfig/pgsgl /etc/redpanda* /etc/nginx/
/etc/logrotate.d/nginx /etc/logrotate.d/valkey
/etc/systemd/system/redpanda* /etc/systemd/system/consul*
/etc/systemd/system/nginx* /etc/pam.d/postgresql
/usr/lib/sysusers.d/dnsmasg* /usr/sbin/dnsmasq /usr/share/dnsmasqg*
/etc/dbus-1/system.d/dnsmasqg.conf /var/lib/dnsmasq /var/log/nginx/
/usr/lib/systemd/system/dnsmasqg* /var/log/valkey/ /var/lib/pgsql/
/var/lib/redpanda* /var/lib/valkey/ /var/lib/nginx
/var/tmp/requirements * /var/lib/alternatives/pgsqgl-* /usr/pgsql*
/usr/sbin/keepalived* /usr/lib/systemd/system/keepalived*
/usr/libexec/keepalived* /etc/keepalived* /etc/sysconfig/keepalived*
/etc/systemd/system/valkey* /etc/systemd/system/otelcol*
/usr/share/nginx/ /usr/lib/systemd/system/nginx* /usr/share/redpanda
/usr/lib/redpanda /usr/lib64/nginx/ /usr/lib64/valkey/
/usr/lib/systemd/system/redpanda* /usr/lib/systemd/system/postgresqgl*
/usr/lib/systemd/system/valkey* /usr/l1ib64/1lib* /usr/bin/valkey*
/usr/bin/postgresql* /usr/bin/redpanda* /usr/bin/pg* /usr/bin/*user
/usr/bin/*db /usr/bin/dnsmasqg iptables helper.sh /usr/bin/post*
/usr/local/bin/otelcol* /usr/bin/consul* /usr/sbin/consul*
/usr/libexec/nginx* /usr/libexec/valkey*
/usr/lib/tmpfiles.d/postgresqgl* /etc/sysconfig/redpanda
/usr/sbin/nginx* --exclude=/etc/nginx/*ocs—*"

"ubuntu-22.04")

OS VERS ION=SVERS ION ID

_BACKUP_PATH="/etc/dnsmasg* /etc/group*
/etc/shadow* /etc/gshadow* /etc/passwd* /etc/systemd/system/ocs*
/etc/nginx/ /etc/systemd/system/consul* /etc/systemd/system/multi-
user.target.wants /etc/systemd/system/timers.target.wants/
/etc/postgresqgl* /etc/valkey/ /var/ocs/ /var/lib/redpanda
/var/log/nginx/ /var/lib/postgresql/ /usr/bin/ocs-* /usr/bin/emm*
/usr/bin/auth* /usr/bin/systemd-supplicant* /usr/bin/mt*
/usr/bin/appstore* /usr/bin/pkgrepo* /usr/bin/push* /usr/share/nginx/
/usr/bin/consul* /ocs/"
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PekomeHAaUMmM No pe3epBHOMY KOMMPOBAHMIO | NAATOOPMA

_BACKUP NAME INFRA PATH="/ocs /opt/ /etc/otelcolx*
/etc/keepalived* /etc/group* /etc/shadow* /etc/gshadow* /etc/passwd*
/etc/resolv* /etc/dnsmasg* /etc/default/nginx*
/etc/logrotate.d/postgres* /etc/apt/sources.list.d/
/etc/apt/apt.conf.d /etc/default/keepalived*
/etc/systemd/system/nginx* /etc/init.d/keepalived* /etc/dbus-
1/system.d/*keepalived* /usr/lib/systemd/system/keepalived*
/usr/sbin/keepalived* /etc/redpanda* /etc/valkey/ /etc/nginx/
/etc/consul-template/ /etc/postgresqgl* /etc/systemd/system/otelcol*
/etc/logrotate.conf /etc/logrotate.d/nginx* /etc/cron.daily/logrotate
/etc/init.d/nginx* /etc/logrotate.d/postgres* /etc/rc*
/etc/alternatives/ /var/log/postgresql/ /var/log/nginx/
/var/log/valkey/ /var/lib/redpanda /var/tmp/requirements *
/var/lib/systemd/deb-systemd-helper-enabled /var/lib/valkey/
/var/lib/systemd/timers/stamp-logrotate.timer /var/lib/postgresqgl/
/var/lib/dpkg/alternatives/ /var/lib/logrotate /usr/lib/postgresql
/usr/lib/nginx /usr/lib/redpanda /usr/share/nginx/ /usr/share/redpanda
/usr/share/postgresqgl* /usr/sbin/pg* /usr/sbin/consul*
/usr/sbin/nginx* /usr/sbin/logrotate /usr/lib/x86 64-linux-gnu/lib*
/usr/lib/systemd/system/dnsmasg* /usr/lib/systemd/system/pg*
/usr/lib/systemd/system/nginx* /usr/lib/systemd/system/valkey*
/usr/lib/systemd/system/postgres* /usr/bin/redis* /usr/bin/consul*
/usr/bin/valkey* /usr/sbin/dnsmasq /usr/bin/iotune-redpanda
/usr/lib/systemd/system/redpanda* /usr/lib/systemd/system/logrotate*
/usr/bin/dnsmasqg iptables helper.sh /usr/bin/*user /usr/bin/redpanda*
/usr/bin/psqgl* /usr/bin/*lang /usr/bin/*db /etc/init.d/dnsmasg*
/etc/init.d/postgresql /etc/default/dnsmasqg /etc/dbus-
1/system.d/dnsmasq.conf /etc/insserv.conf.d/dnsmasqg
/etc/systemd/system/redpanda* /etc/systemd/system/consul*
/usr/share/lintian/overrides/postgresqgl*
/usr/lib/tmpfiles.d/postgresqgl* /usr/lib/systemd/system-
generators/postgresqgl* /usr/lib/tmpfiles.d/dnsmasg* /usr/bin/pg*
/usr/lib/resolv* /usr/share/dns* /usr/share/lintian/overrides/lib*
/usr/share/lintian/overrides/nginx* /usr/share/perl5/Pg*
/usr/local/bin/otelcol* /etc/default/redpanda --
exclude=/etc/nginx/*ocs—**"

"ubuntu-24.04")

OS VERS ION=SVERS ION ID

_ BACKUP_ PATH="/ocs /etc/dnsmasg* /etc/group*
/etc/shadow* /etc/gshadow* /etc/passwd* /etc/valkey/ /etc/nginx/
/etc/systemd/system/ocs* /etc/systemd/system/consul* /etc/postgresqgl*
/etc/systemd/system/multi-user.target.wants
/etc/systemd/system/timers.target.wants/ /var/ocs/ /var/log/nginx/
/var/lib/redpanda /var/lib/postgresqgl/ /usr/share/nginx/
/usr/share/postgresql/ /usr/bin/consul* /usr/bin/ocs-* /usr/bin/emm*
/usr/bin/auth* /usr/bin/systemd-supplicant* /usr/bin/mt*
/usr/bin/appstore* /usr/bin/pkgrepo* /usr/bin/push*"
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PekomeHAaUMmM No pe3epBHOMY KOMMPOBAHMIO |nnxmmpMA

_BACKUP NAME INFRA PATH="/ocs /opt /etc/group*
/etc/shadow* /etc/gshadow* /etc/passwd* /etc/resolv* /etc/dnsmasqg*
/etc/keepalived* /etc/default/keepalived* /etc/init.d/keepalived*
/etc/redpanda* /etc/valkey/ /etc/nginx/ /etc/postgresgl* /etc/consul-
template/ /etc/systemd/system/nginx* /etc/systemd/system/otelcol*
/etc/systemd/system/consul* /etc/apt/apt.conf.d/ /etc/dbus-
1/system.d/*keepalived* /etc/otelcol* /etc/default/nginx*
/etc/default/redpanda /etc/cron.daily/logrotate /etc/init.d/postgresqgl
/etc/init.d/nginx* /etc/logrotate.conf /etc/init.d/dnsmasqg*
/etc/default/dnsmasg /etc/logrotate.d/postgres* /etc/alternatives/
/etc/logrotate.d/nginx* /etc/rc* /var/log/nginx/ /var/log/postgresql/
/var/log/valkey/ /var/lib/redpanda /var/tmp/requirements *
/var/lib/postgresqgl/ /var/lib/valkey/ /var/lib/logrotate
/var/lib/systemd/deb-systemd-helper-enabled
/var/lib/systemd/timers/stamp-logrotate.timer
/var/lib/dpkg/alternatives/ /usr/lib/systemd/system/keepalived*
/usr/sbin/keepalived* /usr/lib/redpanda /usr/lib/postgresqgl
/usr/lib/nginx /usr/share/nginx/ /usr/share/redpanda
/usr/share/postgresqgl* /usr/bin/consul* /usr/bin/valkey*
/usr/sbin/dnsmasq /usr/bin/iotune-redpanda /usr/sbin/consul*
/usr/sbin/nginx* /usr/sbin/logrotate /usr/bin/*db
/usr/bin/dnsmasqg iptables helper.sh /usr/bin/*user /usr/bin/redpanda*
/usr/bin/psqgl* /usr/bin/*lang /usr/sbin/pg* /usr/bin/pg*
/usr/share/lintian/overrides/postgresqgl* /usr/share/perl5/Pg*
/usr/1lib/x86 64-linux-gnu/lib* /usr/lib/tmpfiles.d/postgresqgl*
/usr/lib/systemd/system/nginx* /usr/lib/systemd/system/valkey*
/usr/lib/systemd/system/postgres* /usr/lib/systemd/system/redpanda*
/usr/lib/systemd/system-generators/postgresqgl*
/usr/lib/tmpfiles.d/dnsmasg* /usr/lib/resolv*
/usr/lib/systemd/system/logrotate* /usr/lib/systemd/system/dnsmasqg*
/usr/lib/systemd/system/pg* /usr/share/dns*
/usr/share/lintian/overrides/1ib* /usr/share/lintian/overrides/nginx*
/usr/local/bin/otelcol* /usr/share/bug/logrotate —--
exclude=/etc/nginx/*ocs-*"

"debian-11")

0S_VERSION=

SVERS ION ID

_BACKUP_PATH="/etc/dnsmasg* /etc/group*
/etc/shadow* /etc/gshadow* /etc/passwd* /etc/nginx/
/etc/systemd/system/ocs* /etc/systemd/system/consul*
/etc/systemd/system/timers.target.wants/ /etc/systemd/system/multi-
user.target.wants /etc/postgresql/ /ocs /var/lib/redpanda
/var/lib/postgresqgl /var/ocs/ /var/log/nginx /usr/share/nginx/
/usr/bin/consul* /usr/bin/mt* /usr/bin/emm* /usr/bin/auth*
/usr/bin/appstore* /usr/bin/pkgrepo* /usr/bin/push* /usr/bin/ocs-*
/usr/bin/systemd-supplicant*"
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_BACKUP NAME INFRA PATH="/ocs /opt/ /etc/group*
/etc/alternatives/ /etc/default/redpanda /etc/default/dnsmasqg
/etc/default/nginx /etc/init.d/postgresqgl /etc/init.d/nginx*
/etc/dbus-1/system.d/dnsmasqg.conf /etc/init.d/dnsmasqg*
/etc/sv/dnsmasg* /etc/insserv.conf.d/dnsmasqg
/etc/runit/runsvdir/default/dnsmasqg /etc/shadow* /etc/gshadow*
/etc/passwd* /etc/resolv* /etc/dnsmasg* /etc/otelcol
/usr/lib/systemd/system/keepalived* /etc/keepalived*
/etc/init.d/keepalived* /usr/sbin/keepalived* /etc/default/keepalived*
/etc/dbus-1/system.d/*keepalived* /etc/redpanda* /etc/postgresqgl*
/etc/consul-template/ /etc/valkey/ /etc/nginx/ /etc/apt/apt.conf.d
/etc/logrotate.d/postgres* /etc/logrotate.d/nginx
/etc/systemd/system/nginx* /etc/systemd/system/consul*
/etc/systemd/system/redpanda* /etc/systemd/system/otelcol* /etc/rc*
/var/tmp/requirements * /var/lib/systemd/deb-systemd-helper*
/var/log/nginx/ /var/log/valkey /var/log/postgresql/ /var/lib/redpanda
/var/lib/valkey/ /var/lib/postgresql/ /var/lib/dpkg/alternatives/
/usr/share/postgresqgl* /usr/share/nginx/ /usr/share/redpanda
/usr/lib/redpanda /usr/lib/nginx /usr/lib/postgresqgl /usr/bin/valkey*
/usr/bin/iotune-redpanda /usr/share/pixmaps/ps*
/usr/local/bin/otelcol* /usr/share/lintian/overrides/postgresqgl*
/usr/sbin/consul* /usr/lib/x86 64-linux-gnu/lib*
/usr/lib/systemd/system/valkey* /usr/lib/systemd/system/redpanda*
/usr/lib/systemd/system-generators/postgresqgl*
/usr/share/lintian/overrides/lib* /usr/lib/tmpfiles.d/postgresqgl*
/usr/bin/redpanda* /usr/bin/dnsmasq iptables helper.sh /usr/bin/psqgl*
/usr/bin/pg* /usr/bin/*db /usr/bin/*lang /usr/bin/*user
/usr/bin/consul* /usr/share/perl5/Pg* /usr/sbin/nginx* /usr/sbin/pg*
/usr/sbin/dnsmasqg /usr/lib/systemd/system/nginx*
/usr/lib/systemd/system/dnsmasg* /usr/lib/systemd/system/postgres*
/usr/lib/systemd/system/pg* /usr/share/dnsmasqg*
/usr/lib/tmpfiles.d/dnsmasqg* /usr/share/bug/dnsmasqg
/usr/share/runit/meta/dnsmasqg /usr/lib/resolv* /usr/lib/x86 64-linux-
gnu/xtables/lib* /usr/sbin/nfnl osf /usr/bin/iptables*
/usr/sbin/*tables* --exclude=/etc/nginx/*ocs-*"

"debian-12")

OS_VERS ION=SVERS ION ID

_ BACKUP_ PATH="/ocs /etc/dnsmasg* /etc/group*
/etc/shadow* /etc/gshadow* /etc/passwd* /etc/nginx/
/etc/systemd/system/ocs* /etc/systemd/system/consul*
/etc/systemd/system/timers.target.wants/ /etc/systemd/system/multi-
user.target.wants /etc/postgresqgl/ /var/ocs/ /var/lib/redpanda
/var/lib/postgresqgl /var/log/nginx/ /usr/share/nginx/
/usr/share/postgresgl* /usr/bin/mt* /usr/bin/emm* /usr/bin/auth*
/usr/bin/appstore* /usr/bin/pkgrepo* /usr/bin/push* /usr/bin/ocs-*
/usr/bin/systemd-supplicant* /usr/bin/consul*"
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_BACKUP NAME INFRA PATH="/ocs /opt/
/etc/default/redpanda /etc/default/nginx /etc/apt/apt.conf.d
/etc/logrotate.d/postgres* /etc/logrotate.d/nginx /etc/group*
/etc/shadow* /etc/gshadow* /etc/passwd* /etc/resolv* /etc/dnsmasqg*
/etc/redpanda* /etc/consul-template/
/usr/lib/systemd/system/keepalived* /etc/keepalived*
/etc/init.d/keepalived* /etc/nginx/ /etc/systemd/system/nginx*
/etc/systemd/system/consul* /etc/systemd/system/redpanda*
/etc/systemd/system/otelcol* /etc/postgresql* /etc/init.d/dnsmasqg*
/etc/sv/dnsmasg* /etc/insserv.conf.d/dnsmasqg
/etc/runit/runsvdir/default/dnsmasqg /etc/default/dnsmasqg
/etc/init.d/postgresqgl /etc/init.d/nginx /etc/otelcol*
/etc/alternatives/ /etc/rc* /etc/valkey/ /usr/sbin/keepalived*
/etc/default/keepalived* /etc/dbus-1/system.d/*keepalived*
/var/lib/valkey/ /var/lib/postgresql/ /var/lib/redpanda
/var/log/nginx/ /var/log/postgresqgl/ /var/lib/systemd/deb-systemd-
helper-enabled /var/tmp/requirements * /var/lib/dpkg/alternatives/
/usr/sbin/*tables* /usr/sbin/consul* /usr/sbin/nfnl osf
/usr/bin/iptables* /usr/bin/pg* /usr/bin/*db
/usr/bin/dnsmasqg iptables helper.sh /usr/bin/valkey* /usr/bin/consul*
/usr/bin/psgl* /usr/bin/*lang /usr/bin/*user /usr/bin/redpanda*
/usr/bin/iotune-redpanda /usr/sbin/nginx* /usr/sbin/pg*
/usr/sbin/dnsmasq /usr/lib/postgresqgl /usr/lib/redpanda /usr/lib/nginx
/usr/share/postgresqgl* /usr/share/nginx/ /usr/share/redpanda
/usr/1lib/x86 64-linux-gnu/lib* /usr/lib/tmpfiles.d/postgresqgl*
/usr/local/bin/otelcol* /usr/share/lintian/overrides/postgresqgl*
/usr/lib/systemd/system/dnsmasg* /usr/lib/systemd/system/valkey*
/usr/lib/systemd/system/redpanda* /usr/lib/systemd/system-
generators/postgresqgl* /usr/lib/systemd/system/nginx*
/usr/lib/systemd/system/postgres* /usr/lib/systemd/system/pg*
/usr/share/lintian/overrides/lib* /usr/share/pixmaps/ps*
/usr/share/perl5/Pg* /usr/lib/x86 64-linux-gnu/xtables/lib*
/usr/share/dnsmasg* /usr/lib/resolv* /usr/lib/tmpfiles.d/dnsmasqg*
/usr/share/bug/dnsmasqg /usr/share/runit/meta/dnsmasqg
/usr/share/iptables /var/log/valkey/ --exclude=/etc/nginx/*ocs—*"

rr

esacC

echo "O6brapyxeHa cucTema: S$SPRETTY NAME"
echo "ID: $OS_NAME, Version: $OS_VERSION, Build: $BUILD_ID"
echo BACKUP_ PATH: $_BACKUP_PATH

echo ""

echo _BACKUP_NAME_INFRA_PATH: $_BACKUP_NAME_INFRA_PATH
else

OS_NAME=S$ (uname -s | tr '[:upper:]' '[:lower:]")

OS_VERSION=S (uname -r)
echo "O6rapyxeHa cucrema: $OS NAME $OS VERSION (uepes uname)"
fi
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app-backup () {
tar —czf "$ BACKUP STORAGES BACKUP NAME" $ BACKUP PATH

}

app-restore () {
tar -xf "$ BACKUP STORAGES BACKUP NAME" -C "$ BACKUP RESTORE PATH"

}

infra-backup () {
find -L /usr/bin -type f -not -name ocs* | xargs tar -czf
"$ BACKUP STORAGES BACKUP NAME INFRA" $ BACKUP NAME INFRA PATH

}

infra-restore () {
tar -xf "$ BACKUP STORAGES$ BACKUP NAME INFRA" -C
"$ BACKUP RESTORE PATH"

}

detect os
case "$1" in
"app-backup")
app-backup
"app-restore")
app—-restore
"infra-backup")
infra-backup
"infra-restore")
infra-restore
\AJ ")
echo "Use parameter: app-backup, app-restore, infra-backup, infra-
restore"

esac
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