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1. ObLLAA UHPOPMALNA

1.1. HazHayeHue u cocTas MO

MMNO asnseTcs NPUKNAAHLIM NPOrpPamMmmMHbIM obecnedyeHmem, NpeaHa3HaYeHHbIM
ANA:

— YNpaB/eHUs YCTPOMCTBAMMY, a TaKKe MPUIOKEHUAMM? U UX MU3HEHHbIM
LMKIOM;

— OoTnpaBKM push-yBeaOMNEHWIA Ha YCTpOMCTBA (KpomMe yCTPOMCTB MO/,
ynpasneHnem OC cemencTsa Linux);

— obHoBeHUsA onepaumoHHoM cuctembl (OC) ABpopa 1 OC cemeincTsa Linux nytem
Noy4eHMA U3 JOBEPEHHOro XpaHunauua naketos ¢ nameHeHmamm OC (obpasza OC) u ux
YCTaHOBKW. [pn 3TOM yKa3aHHble NPOLLECChI BbIMOAHAKTCA WTAaTHbIMK CPEACTBAMM CaMOW
OC, a MO yyacTByeT Anwb B X nHUUManm3aumm 8 OC 1 He rapaHTUpPyeT MX YyCNeLwHOoro
3aBepLIeHms.

MroO cocTonT 13 cneayroWmMX NOACUCTEM:

noacucrema 6esonacHoctu (MB);

— noacuctema «Mapket» (MM);

— noacuctema Mnatdopma ynpasnenuma (MY);

— noacucTema ynpasneHus TeHaHTamm (MYT);

— noacuctema Cepsuc ysegomnenni (MCY);

— noacuctema obHosneHus OC (MOOC);

— noacucTema AocTaBKkM KoHTeHTa (CDN).

MPUMEYAHUE. TIMO cocToMT Takke W3 MHPPACTPYKTYPHbIX KOMMOHEHTOB,

npueeaeHHbIx B M. 1.1.2.

! OnpepeneHune TepmuHa «YCTponcTBO» NpuseseHo B Tabauue (Tabanua 36).
2 Onpegenexune TepMmuHa «IMpunoxerne» npuseaeHo 8 Tabaumue (Tabamua 36).
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Bsavmogencreme Mexay NoACUCTEMAMM WM KOMMOHEHTaMW  MOACUCTEM
OCYLLECTB/IAETCA C MCNO/Ib30BaHMeM npoTokona HTTP ctaHgapt RFC 2616, npu sTOM
obmeH aaHHbIMM ocyllecTBaseTca B popmaTe RFC 8259 (JSON).

[ns nonydyeHua push-yBeaoMneHMn Ha YCTPOMCTBA MCMOAb3yeTcs push-AemoH.
Push-gemoH, B cBOtO ovepeab, B3anmoaenctayet ¢ MNCY no 3awmueHHoOMy NpoTokoay TLS
(RFC 5246, RFC 8446) c npoTokosiom TCP (RFC 793) Ha TpaHCNOPTHOM YPOBHeE,

B KauecTBe cepsepa 6a3bl gaHHbIX (B[) mMcnonb3lyetca cepBep C OAHOW W3
CnefytoLMX YCTAHOBNEHHbIX cUCTeM ynpaBaeHuna 6asammn gaHHbix (CYB/[) Postgres Pro,
Platform V Pangolin nnn PostgreSQL, B KoTopon xpaHAaTcs AaaHHble M0, ana yero npu
pa3BepTbiBaHMM co34aeTca cneumanbHada b/,

[ns xpaHeHna nHbopmaumm o ceccusax ncnonbsyetca CYb/ Valkey nnum Platform V
Radish.

NPUMEYAHMUE. Moacmnctemsl, Bxogaume B coctas M0, BbINOAHAKOT OrMPOBaHME
B cucTeMHbIN XKypHan OC (systemd-journald) cneaytouein MHGopmaLmu:

— MHGOPMALMOHHbBIX COODLLEHN;

— coobuweHni o6 owmnbkax;

— npeaynpexaeHni;

OTNAA04YHOMN MHPOPMALMN.

B MMO peann3oBaHa BO3MOXKHOCTb MHTErPALMMN C BHELLIHEN CUCTEMOM YNpPaBAeHUS
[OCTYyNoM K MHbopMauUMoHHbIM pecypcam (CYAWNP), nocTpoeHHOW C MCNOAb30BaHMEM
cepTudULMpoBaHHOro nporpammHoro obecneyenus (MO) «Platform V IAM SE»3.

Platform V IAM SE (Identity & Access Management) — Habop MHCTPYMEHTOB A5
ynpaBaeHna AOoCTyNnom K MHPOPMALMOHHBIM pecypcam, BKAOYAKOLWMI caeayolimne
KOMMOHEHTbI:

— |AM Keycloak — npoBanaep naeHTUPUKaumm, npeactaBnseT coboi xpaHuamile

YYEeTHbIX 3anucen u MHCI)OpI\/\aLI,I/II/I O NO/1b30BaATENAX,

3 CepTudurar cootsetctama ®CTIK Poccum Ne 4999, percteuteneH o 26 Hoabpa 2030 T.
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— |AM Proxy =~ —  peBepCuMBHbIi npoKcK-cepsep, obecneumsatoLLmi
ayTEHTUDMUMPOBAHHDIM AOCTYN K pecypcam.

BHUMAHWE! B cnyuae wuHterpaumm c CYAUP ¢yHKumMm B NOAHOCTbIO MAK
4acTnyHo nepepatotca CYAUP. Tpu wmHTerpauum MMNO ¢ CYAUP KoHconb BXxoAa
nonb3oBaTenen n KoHconb agMmmHucTpaTopa Nb cTaHOBATCA HEeAOCTYNHbI. B Takom cnyyae
ayTeHTUOMKauma nonb3osaTenen B8 [IMNO ©  ynpaBaeHWe YyYeTHbIMKM  3aNUCAMMU
BbINONHAOTCA Yepe3 komnoHeHT IAM Keycloak MO «Platform V IAM SE».

OnucaHne unHTepdencoB noacuctem, Bxoaauwmx B coctas IO, npueBeaeHo B
cneyowmx 4OKyMeHTax:

— «PykoBoacTBO Nonb3osaTens. Yactb 1. MNoacnuctema 6e30nacHOCTMY;

— «PykoBOACTBO Nosib3oBaTesiAa. HacTb 2. [loacuctema « MapkeT»;

— «PykoBoacTBO nonb3osatena. Yactb 3. MNoacucrtema lMNaatpopma ynpaBneHna»;

— «PykoBoacTBo nosnb3osatena. Hactb 4. [loacncrema ynpasaeHMA TEHAHTaMM»;

— «PykoBoAcCTBO Nonb3oBaTena. Yactb 5. MNoacuctema CepBuc yBeaOMNEHNINY.

OnuncaHune paboTbl NPUNOKEHWI NPUBEAEHO B AOKYMEHTAX:

— «PyKoBoAcCTBO nonb3oBaTena. Yactb 6. [NpunoxkeHune «Aspopa MapkeT» and
onepaumMoHHOM cucTeMbl ABpopay;

— «PykoBoactBo nosib3oBatend. YHacte /. llpunoxeHue «Aspopa LeHTp» anAa
onepaumMoHHOM cUCcTeMbl ABpopay;

— «PyKoBoAacTBO nonb3oBaTena. Yactb 8. [NpunoxkeHune «Aspopa Mapket» and
onepaumoHHoM cnctembl Android»;

— «PyKoBoAcCTBO nosib3oBaTend. Yactb 9. lpunoxeHue «Aspopa LleHTp» anA
onepaumoHHOM cuctembl Androidy;

— *«PykoBoacTso nonb3osatend. Yactb 10. MpunoxeHne «Aspopa MapkeT» ans
onepaLMoHHbIX CUCTEM cemencTBa Linux»;

— *«PykoBoacTtBo nonb3osatena. Yactb 11. MpunoxkeHne «Apopa LeHTp» ana

OonepaunoHHbIX CUCTEM cemencTBa Linuxy.
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BHUMAHMUE! [lokymeHTbl, OTMeYeHHble *, He BXOAAT B COCTaB CepPTUPMKALMOHHOTO

komnnekTa MMM0.
1.1.1. Onucanne noacucTem

1.1.1.1. Noacuctema besonacHOCTH

MPUMEYAHUE. Bonee noapobHaa mHPopmauma o MNb npuseaeHa B AOKYMEHTe
«PykoBoAcCTBO Nonb3oBaTend. Yactb 1. Moacnuctema 6e30nacHOCTMY.

b npeaHa3sHavyeHa Ana peannsaumm cneayrowmx yHKkumim 6esonacHoctym MMO:

— NABHTUPUKAUMN U ayTeHTUPMKALMM MONb30BATENEN, YCTPOMCTB U BHELIHUX
cepsucos?;

— ynpaBneHna uaAeHTUPUKATOpaMM MNOJSb30BaATENEN, YCTPOMCTB M BHELIHMX
CEepBUCOB;

— yNpaBAeHunA cpeaCcTBaMm ayTEHTUPUKALLNK;

— YNpPaBAeHMA YYETHbIMM 3aNMCAMM NONb30BATENIEN N YCTPOMCTB;

— yNpaBAeHMA A4OCTYNOM CyObeKTOB A0CTyNa K 06bekTam A0CTyna;

— pernctpaummn cobbiTnin 6esonacHoCTu;

— NpeaocTaBNeHMNs NONb30BATENAM A0OCTyNa K MHTepdeicy Mb.

[N cocTOUT N3 cneayroumMX KOMMNOHEHTOB:

— KoHconb BXxoaa Nonb3oBaTenem;

— KoHconb aagmuHucTpaTopa [1b;

— Cepsep npuaoxeHun Mb.

KoHconb BXxoAa monb3oBaTenen no3sosdeT noab3osBaTenam MO ocywectBaATb
BBOA, MAEHTUPUKALUMOHHOM N ayTEHTUPUKALMOHHOM MHGOPMALLUN.

KoHconb aamuHucTpatopa [1b no3BoadAeT ynpasaATb YYETHbIMWU  3anMUCAMMU
NoNb30BaTeENEN N TEXHUYECKMMM YYETHBIMW 3aMUCAMMU, a TaKKe paboTaTb C XKypHa/OM

perMcTpaLmmn cobbITUNA,

* Mop, BHELHUMUK cepBUCaMM NOAPasyMeBatoTca Ntobble cucTembl, B3anmoaencTaytowme ¢ MMNO yepes ero API.
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Cepsep npunoxeHnn Mb npeacrasnaer cobon COBOKYMHOCTb BEO-NPUNOKEHUN,
peanmsyrowmx OyHKUMM Oe30MacHOCTM, a TaKXKe MNO3BONAAKWMX XpaHWUTb B B w
nNpeaocTaBnATb Nonb3osatenam MMO A4ocTyn K AaHHbIM 06 YYETHbIX 3anNuCAX M XKYypHany
perncTpaumm cobbiTU.

1.1.1.2. Noacuctema «MapKeT»

MPUMEYAHMUE. Bonee noapobHaa mHPopmaumsa o MM npuBeaeHa B CAedytoLLmX
AOKYMEHTaXx:

— «PykoBoAcCTBO Nosib3oBaTena. HacTb 2. [Noacnucrema «MapkeT»;

— «PyKoBOACTBO nonb3oBaTtena. Yactb 6. [NpunoxeHne «Aspopa MapkeT» And
onepaumnmoHHOM cnucTembl ABpopa»;

— «PyKoBoAcCTBO nonb3osatesia. HacTtb 8. lpunoxkeHne «ABpopa MapkeT» anA
onepaumoHHoM cuctembl Androidy;

— «PykoBoacTtBo nonb3osatena. Yactb 10. MMpunoxkeHne «ABpopa MapKkeT» and
onepauMoHHbIX CUCTEM CeMeNCTBa Linux».

MM npeaHa3HayeHa Ana obecneyeHums:

— YNPaBAEHMA KM3HEHHbIM LMKJIOM MNPUAOKEHMA (3arpy3ka, cornacoBaHue,
yaanexHue n nybankauma);

— ynpaBieHua auctpubyumer onyob/IMKOBAHHbIX MPUAOKEHMN (CKauMBaHMe,
yCTaHOBKa, 06HOBNEHWNE U yaaneHune);

— NpeaocTaBNeHUA NONb30BATENAM A0CTyNa K MHTepdency MM,

MM cocTouT 13 cnenyrowmx KOMNOHEHTOB:

— KoHconb agmuHucTpatopa [NV

— KoHconb pa3zpabotynka MM

— lMpunoxeHne «Aspopa MapkeTy;

— Cepsep npuaoxeHui NM.

KoHconb aamuHuctpatopa [1M  nosBondeT OCyWecTBAATb B3aMMOAENCTBUE

AamumHucTpatopa Aspopa MapkeTa ¢ [TM B YacTh paboTbl C NPUNOKEHUAMM.
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KoHconb paspabotynka MM nossondeT Ao06aBnATb HOBble M OBHOBAATL paHee
3arpy»keHHble MNPUIOKEHMA, a TaK¥Ke MNoAyyYaTb AO0CTyNn K XPaHMMOW MHPopMauuM O
NPUNOXKEHUAX.

MpunoxeHne «ABpopa MapKeT» CAYKUT ANA  OTOBpParkeHMA [AaHHbIX O
NPUNOMKEHMAX, @ TAKXKe ANS UX 3arPy3KK, YCTaHOBKM, OOHOBNEHMA M yaaNeHuA.

Cepsep npunoxkeHuin MM npeactaBnaeT cobo COBOKYNMHOCTb BED-NPUNOKEHMN,
NO3BONAKLWMX XpPaHUTb B B n npeaoctasnatb nonbzosatenam MO nHbopmaunto o
npuaoxeHnax. MNpn 3Tom camm NPUNOXKEHUA, UX MKOHKM WM CKPUHLIOTbI XPaHATCA B
dannoBOM XpaHMAULLE.

1.1.1.3. NMoacuctema MNMnatpopma ynpasaeHms

MPUMEYAHMUE. Bonee noapobHaa nHbopmauma o MY npuBeaeHa B CAeayoLLMX
AOKYMEHTaXx:

— «PykoBoacTBo nonb3osatena. Yactb 3. MNoacuctema Maathopma ynpaBneHmusa»;

— «PykoBoacTtBo nonb3osaTena. Yacto /. [lpunoxeHue «Aspopa LleHTp» ana
onepaumnmoHHOM cnucTembl ABpopa»;

— «PykoBoacTtBO nonb3oBaTena. Yactb 9. llpunoxeHune «Aspopa UeHTp» anA
onepaumoHHOM cnuctembl Android»;

— «PykoBoacTtBo nonb3osatena. Yacto 11. lpunoxkeHune «Aspopa LeHTp» ana
onepaLMoHHbIX CUCTEM cemelcTBa Linuxy.

MY npeaHasHayeHa ana obecnevyeHums:

— ynpaBaeHna OTAeNbHbIMM yCTPOMCTBAMKW (OonepaTMBHOE yMNpaB/ieHWe) W
rpynnamm yCTPOMCTB;

— yNpaBAeHWA NOAUTUKAMU, OPNaNH-CLEHAPUAMMY;

— ynpaBAeHKnA 3anncamm 06 yCTPOMCTBAX M NOJIb30BATENAX YCTPOMCTB;

— YNpaBAeHNA NPUIOKEHNAMMN HA YCTPOMCTBAX;

— KOHTPO/A COCTOAHMA YCTPOMCTB;

— KOHTPOA NPUMEHEHNA MONTUTUK Ha yCTpOVICTBaX,'
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— MOHUWTOpPMHIa cobbITUIM M NPeaoCTaBAEHMA OTYETHOCTH;

— MOHMWTOPWHIA reoNoKaLMm YyCTPOMNCTB;

— 3arpy3kmn ¢amnos M nanok B [IMO ¢ N0OKanbHOro KOMMbKOTEPA WAM K3
NOAKNOUYEHHbIX git-peno3nTopmes 41A NOCAeAYOUEro pacnpoCTpaHeHWA Ha YCTPOMCTBA;

— COr/lacoBaHMA 3arpysKeHHbIx GanaoB MAM NanoK nepes pacnpocTpaHeHNEM Ha
YCTPOMNCTBA;

— NpeaocTaBaeHMA N0Nb30BaTENAM A0CTyNa K nHTepdemncy Y.

MY coCcTouT M3 cneayrolmMx KOMNOHEHTOB:

— KoHcosb agmunHucTpatopa [1Y;

— MpunoxeHune «ABpopa LeHTp»;

— Cepsep npuaoxenHun Y.

KoHconb agmuHucTpatopa [1Y no3BOASET OCyWecTBAATb B3aMMOAENCTBME
AamuHuctpaTtopa MNnhatpopmbl ynpasneHus ¢ MY.

MpunoxeHne «ABpopa LLeHTp» BbINOAHAETCA Ha YCTPOMCTBAX, GYHKLMOHMPYOLLMX
noa ynpasneHnem OC, n N03BONAET OCYLLECTBAATL B3anmoaencrame Y ¢ yCTpOMCTBOM, a
TaKXe B 3aBMCMMOCTM OT ynpaBaAtollero coobuleHMa WMAM Ha3HaYeHHoro odaalH-
cueHapus, nonydyeHHoro ot Cepsepa npunoxeHui MY, nMmeeT BO3IMOXKHOCTb YNPaBAATb
PA3NNYHbIMU PYHKLMAMM YCTPOMCTBA.

Cepsep npunoxeHni MY npeacrtaBnaer cobon COBOKYMHOCTb BEDO-NPUNOKEHMUN,
NO3BONALWMX XPaHUTb B B/l M npeaocTaBnATb Nonb3oBaTenam MMO gaHHble O HACTPOMKaX
n KoHPUurypaumm OC, a Takke GopmuMpoBaTb ynpaBaawowme coobuleHns n odnamH-
CUeHapuu ana npunoxeHns «Aspopa LeHTp».

1.1.1.4. [loacuctema ynpas/ieHnA TEHAaHTaMM

MPUMEYAHMUE. Bonee noapobHaa nHbopmauma o MNYT npuBeaeHa B AOKYMEHTE

«PyKOBO,ﬂ,CTBO nosb3osaTena. Yacto 4. lNoacncrema yrnpaBaeHnAa TeEHaHTaMn».
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MYT npeaHasHayeHa ans obecneyeHuna:

— YNPaBAEHUA KU3HEHHbIM LMKIOM TEHaHTOB (CcOo3daHue, peaakTMpoBaHue u
yOaneHue TEHAHTOB);

— yMpaB/IEHMA CMPABOYHNKOM OpPraHmM3aumin, NCNOAb3YOWMX TEHAHTbI;

— ynpaBAeHua MHGOPMaUMeENn O KOHTAKTHbIX NNLLAX OPraHn3aLmMin, MCNOAb3YHOLWMX
TEHaHTbI;

MYT coCcToUT 13 cneaytowmx KOMMNOHEHTOB:

— KoHconb agmmnHucTpatopa MNyT;

— Cepsep npunoxenHuin MyT.

KoHconb agmuHucTpatopa [YT no3sonAeTr OCyWeCcTBAATb B3aMMOAeNCTBUE
AOMWMHUCTPaTOpa TeHaHTOB C [TYT.

Cepsep npunoxeHnn MNYT npeactaBnaeT cobon COBOKYNMHOCTb BED-NPUNOKEHUN,
NO3BOIAKOLMX XPaHUTb B B n npenoctaBnATb nonb3osaTtenam lNMNO gaHHble O TEHAHTAX,
a TaKXe OCyLeCTBAATb YNpaBAeHME TEHAHTAMMU.

1.1.1.5. NMoacnctema CepBUC yBEAOMAEHNM

MPUMEYAHMUE. Bonee noapobHaa nHpopmauma o MNMCY npuBeaeHa B AOKYMEHTE
«PykoBoacTBO nosb3oBatena. Yactb 5. MNMoacmuctema CepBurc yBEAOMIEHNIAY.

MNCY npeaHa3HayeHa Ana obecneyeHus:

— [0CTaBKM push-yBegomneHui no yctponcTs noa ynpasneHmem OC Aspopa n OC
Android;

— YNpaBAEeHMA KM3HEHHbIM UMKAOM NpoekToB (Aob6aBneHWe, HACTpOMKa M
yaaneHue);

— NpeaocTaBAeHWA NONb30BATENAM A0CTYNa K nHTepdency MCY.

MCY cocTouT 13 cneayroumx KOMNOHEHTOB:

— KoHcosb agmnHucTpatopa MCy;

— Cepsep npunoxkerHuin MNCy.
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KoHconb aamuHuctpaTopa [1CY nNO3BOAAET OCyLLECTBAATb B3aMMOAENCTBUE
AammHuctpatopa Cepsuca ysegomneHuit ¢ NCY B 4acTn ynpaBAeHUA *KU3HEHHbBIM LMKIOM
NpoeKTOoB. [1pn 3TOM NPOEKTbI COAEPKaT CAeayoLLyto NHGOPMaLMIO:

— HacTpowKkn B3anmogenctama MNCY n cepBepa BHELWHErO NPUIOKEHUA;

— MHOOPMALMIO O BHELIHUX NPUAOXKEHMAX, push-yBeAOMNEHUS OT KOTOPbIX
nepeaatoTCA Ha YCTPOMCTBA;

— MHOOPMALMIO O KOHTAKTHbIX INLAX.

Cepep npunoxenmin MCY npeacrtaBnset cobon COBOKYMHOCTb BEO-NPUNOKEHMN,
NO3BONAOWMX XpaHMTb B B/l 1 npeaoctaBnate cybbektam aoctyna MNMO nHpopmaumio o
NPOEKTax, a TakKe peanndyeT GyHKUMOHAN AOCTaBKM push-yBeAOMNEHWUI A0 YCTPOMUCTB
nocpeacTBOM tcp-cepsepa.

1.1.1.6. Noacuctema obHosneHma OC

MOOC npeaHa3sHavyeHa ana obecneyeHms:

— npeaocTasneHua nHdopmaumm o naketax OC;

— ynpasBneHua auctpunbyumeint naketos OC.

MOOC coCcTonUT 13 cneayowero KOMMNoHeHTa:

— Cepsep npunoxeHuin NOOC.

Cepsep NPUNOKEHNM MoOC npeacTasaaeT cobol COBOKYMHOCTb
BEO-NPUNOKEHWI, NO3BONAOLIMX XPaHUTb B B/] M NnpeaocTaBasaTb MHPOPMaLMIO 1 aapeca
XPaHeHMA NakeToB 3arpysoyHoro moayna OC.

[na xpaHeHua n auctpmbyumm naketoB OC npumeHaeTca GainoBblM cepsep,
Pa3BEepPHYTbIM C MCNoAb30oBaHMeEM Nginx.

1.1.1.7. lNoacmncrtema AOCTaBKM KOHTEHTA

CDN saBnaetca onuMoHanbHOM noacuctemon [MO v npeaHasHavyeHa ANA
ONTUMM3aUMM A0CTaBKM KOHTeHTa [1MO (ycTaHOBOYHbIe dalbl NPUAOKEHWNI, 3HAUKM,

CKPUHLWOTbI, MaKeTbI obHOBNEHMUA OC) nyTem mx paamelleHna (KeLLIl/IpOBaHl/IH) Ha KOHTEHT-
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cepBepax TakuMm o06pa3om, 4ToObl BpemA OXMAaHMA ANd nonb3osatena 6biio
MUHUMAbHbIM.

CDN cocTouT 13 cneayroulero KOMNOHeHTa:

— KOHTEeHT-cepBepa (KOHTEHT-CEPBEPOB).

KoHTeHT-cepBep npeacTaBnder cobol  Beb-MpuUAOKeHWe, NO3BOAAOLLEE
KewmnpoBaTb B Ga10BOM XpaHuaulie KoHTeHT MMNO 1 npeaocTtaBaAaTb K HEMY A0CTyn
npunoxeHnam «Aspopa LeHTp» n «ABpopa MapkeT», a Takxke OC, Ha KOTOpylo

BbIMO/NHAETCA AOCTaBKa KOHTEHTA.
1.1.2. CocTtaB MHPPACTPYKTYPHbIX KomnoHeHTOoB M0

K MHOPacTpyKTypHbIM KOMMOHEHTAM OTHOCATCA KOMMOHEHTbI, KOTOpble He
peanusytoT uenesoi eyHkumoHan MMO n BbINOAHAOT CEPBUCHbIE GYHKUMW: yNpaBAeHMe
cepBMCamm, TPAHCNOPTMPOBKA 3anNpoOCOB, XpaHeHWe WHOOPMALMKN, CUHXPOHU3ALMA
dannoB B pacnpeseneHHom GalNoBOM XpPaHWAMLLE, 3aNyCcK 3a4a4y Mo PacrnmcaHuio,
napTMUMOHMpoBaHMe Tabaunu B B/.

MMNO cocTonT 13 cneayowmx MHGPACTPYKTYPHbBIX KOMMOHEHTOB:

— BHYTPEeHHM 6aNaHCUPOBLLKK;

— cuctema obHapyeHus cepsucos Consul;

— CpeacTBO ynpasieHua KoHourypaumamm cepsumcos Consul Template;

— CepBMC rapaHTMPOBaAHHOM A0CTaBKM cooblieHmin Redpanda;

— CYb[ Valkey (fork CYB/ Redis);

— pacwupeHne PG Partition Manager (pg_partman) ans CYB[ PostgreSQL w
Postgres Pro;

— NAAHMPOBLLUMK 3aaa4d pg_cron ana CYb/l PostgreSQL n Postgres Pro;

— NPUNOXKEHME ANA CUHXPOHM3aUMM Gannos Syncthing;

arperatop (Konnektop) ana cbopa metpmk OpenTelemetry Collector.
Bonee noapobHoe onmcaHue MHPPACTPYKTYPHbIX KOMMOHEHTOB MPMBEAEHO B

noapasaene 2.1.
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1.2. Cy6beKTbl AOCTYNa M NpaBa Ha AoCTyn K nHtepdencam MMO

1.2.1. CybbekTbl goctyna (poaun) MNMO

CybbeKkTamum A0CTyna MOryT ABAATLCA:

— nonv3osatenu MM0O;

— npouecchl 6e3 yyactna nosb3osaTesniel (YCTPOMCTBa U BHELLHWE CepBUCHI°).

CybbeKTam AoCTyna (KpoMe BHELIHWX CEPBMCOB) MOXKET BbITb HazHaYeHa 0AHa UK
HECKOJ/IbKO posieit®, No3BONAIOLWMX BLINONHATL CAeAyiolme 4eUCTBUA:

— AOMWHUCTPATOP Y4YEeTHbIX 3anucer — YyNpaBaATb YYETHbIMW  3aMUCAMM
nonb3oBaTenen (Hannume ponun obszatensHo B MM0);

— AamunHuctpatop Aspopa MapkeTa — ynpasnath MM yepes nntepderic MMo;

— AamunHuctpatop Mnatdopmbl ynpasneHuns — ynpasnatb MY yepes nHTepdelic
Mnno;

— AAMUHUCTPATOP yCTpoMcTB naTdopmbl ynpaBaeHuns — ynpasnatb Y yepes
nHTepderic MMNO 6e3 aocTyna K U3BMEHEHUAM KPUTUYECKMX HACTPOEK;

— AAMWHUCTPATOP TeHaHTOB — ynpasaaTb YT yepes nHtepdeiic MNMO;

— AamunHuctpatop CepBuca yBEAOMAEHMN — YNPaBAATb XKM3HEHHbIM LMKIOM
NPOEKTOB;

— CneuyanncT TeXHNYeCcKoro obCyKnMBaHMa yCTPONCTB INnaThopMbl ynpaBaeHMs
— ynpaBnatb MY yepes nHtepdeic MNMO 6e3 gocTyna ynpaBaeHMEM NapKOM YCTPOWCTB;

— Cneumannct  TexHMYeckon  noaaepkku  lMnatdopmbl  ynpaBaeHua  —
OCYLLECTBAATb YAANEHHYI0 NOAAEPKKY NONb30BaTENEN;

— OnepaTop ayamTa — paboTaTh C XKYPHANOM PErnMcTpaumm cobbITnii;

> [log, BHEWHUMM CepBMCamMM noapasymesatoTcs /obble cuMcTembl (mpouecchl B cucteme 6e3  ydacTus
nosib3oBaTenein), B3anmogaencraytouime ¢ MMO yepes ero APl. B oTHoWweHMM AOCTyna BHEWHUX cepeucos K MMO
pPeann3oBaH ANCKPEUMOHHbIA MeToA, YNPaBAEHNA AOCTYNOM.

® Bonee noapobHoe ONWCaHWe HEKOTOPbIX POJel, MPUBEAEHO B MPUIONKEHWM [AOKYMeHTa «PyKOBOACTBO
nosnb3osaTenda. Yactb 1. NMoacncrema 6€30nacHoOCTUY.
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— Pa3paboTumk —006aBNATL HOBblE, 0OHOB/IATL PaHEE 3arpyKeHHbIE MPUNOKEHNSA
M NOAy4aTb MHGOPMALMIO O HUX;

— Pepnaktop npuaoxeHun — OBHOBAATb M MNOAy4aTb MHOOPMALMIO O paHee
3arpy»XeHHbIX MPUNOKEHUAX;

— [lonb3osatens ABpopa MapKeTa — 3arpyxaTb MPUIOKEHMA W MNOAYyYaTb
MHOOPMALNIO O HUX;

— MobunbHoe npunoxeHue (npouecc 6e3 yyacTma nonbloBaTenein) — Noayyatb
push-yBegoOMNEHUS;

— MpunoxeHne «ABpopa UeHTp» (npouecc 6e3 y4yacTva nonb3oBaTenemn) —
Ha3Ha4YaeTCcA yY4eTHbIM 3aNMCAM NPUNOXKeHMA «ABpopa LeHTp»;

— CepBep BHeLWHero nNpuaoKeHusa (npouecc Ha cepBepe He3 yyacTua MAM C
yyacTMemM nonb3oBaTenei) — Ha3HayaeTca CcepBepam  BHELWHUX  NPUNOXKEHWUN,
oTnpasaalowWmx push-ysegomnenma Ha Cepsep npunoxerHui MNCY, ana nx nocneaytolemn

nepeaayn B COOTBETCTBYHOLLEE MOBUIBHOE MPUIOKEHME,
1.2.2. MpaBa Ha AocTyn K nHTepderncam Mo

MpaBa Ha AOCTYN K COOTBETCTBYOLWMM pa3aenam nHtepdeica MMNO npuseneHsl B

Tabamue (Tabamua 1).
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Tabnnua 1

WUHTepdeiic NMNO

MNpasa Ha gocTyn

Paspen

MNoapasaen

MNoacucrema

KoHconb

CybbeKT gocTyna

MynbTUTEHAHT

TeHaHTbI

Myt

KoHconb agmuHucTpaTopa My T

A,EI,MMHMCTpaTOp TEHAHTOB

OpraHusaumnm

MnyT

KoHconb agmuHucTpaTopa MNyT

A,EI,N\I/IHVICTpaTOp TEHAHTOB

MOHWUTOPWUHT

NHAMKaTopsl

rny

KoHconb aamuHmuctpatopa [y

— AamunHuctpatop MNnatdopmbl ynpaBaeHus;
— AamuHucTpaTop ycTponcTs Maatdopmsl
ynpaBneHus;

— Cneumannct TEXHNUYECKOro 0bCNyKMBaHMA
YCTPOWCTB;

— CneumanncT TeXHUYECKOM NoaAAEPHKKN
Mnatdopmbl ynpasaeHmns

Ayaunt

b

KoHconb aamuHuctpaTopa b

OnepaTop ayamTa

YnpasneHue

YcTpolicTBa

[y

KoHconb aamuHmuctpatopa [y

— AamunHuctpatop MNnatdopmbl ynpaBaeHus;
— AAMMHKUCTPATOpP YCTPOMCTB MNaaTdopmbl
ynpaBaeHuns;

— Cneunannct TEXHNUYECKOro 0BCNYyKMBaHMA
YCTPOWCTB;

— Cneunannct TEXHNYECKOM Noaaep KM
Mnatdopmbl ynpaBaeHuna
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NHTepdenc MNMO

MNpaea Ha gocTyn

Paspen MNoapasaen

MNoacucrema

KoHconb

CybbeKT gocTyna

[Tonb3oBaTeun

rny

KoHconb agmuumctpatopa MY  |— AgmunHucTpatop MNaatdopmbl ynpasaeHus;

— AAMMHKUCTPATOP YCTPOMNCTB MNnaTdopmbl
ynpas/eHus;

— Cneuyannct TeXHMYEeCKoro obcnyKMBaHNS
YCTPOMCTB;

— Cneuyannct TeXHMYECKoN NoaaepHKKM
MnaTdopmbl ynpaBaeHua

[MONANTUKHU

rny

KoHconb agmuuuctpatopa Y |— AamuHuctpatop MNnatdopmbl ynpaBaeHus;

— AAMUHUCTPATOP yCcTpomcTB MNnatdopmbl
ynpaBaeHus;

— Cneuynannct TexHM4Yeckoro obcayKnBaHMA
YCTPOMCTB;

— Cneuyannuct TeXHMYECKON NoaaepHKKM
Mnatdopmbl ynpaBaeHua

CueHapum

[y

KoHconb agmuuuctpatopa Y |— AamuHuctpatop MNnatdopmbl ynpaBneHus;

— AAMUHUCTPATOP yCTpoMcTB MNnatdopmbl
ynpaBaeHus;

— Cneuyannct TexHM4YecKoro obcayKnBaHMs
YCTPOWCTB;

— Cneumannct TEXHNYECKOM NOAAEPKKN
Mnatdopmbl ynpasBieHua
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NHTepdenc MNMNO MpaBa Ha gocTyn
Pasnen MNoapaspoen |loacucrtema KoHconb CybbeKT gocTyna

®annbl rny KoHconb agmuHucTpatopa Ny [— AamuHuctpaTtop MNaatdopmbl ynpasaeHus;
— AamuHucTpaTop ycTponcTs Maatdopmel
ynpaBneHuna;
— Cneuynannct TexHM4YecKkoro obcay»KMBaHMA
YCTPOMCTB;
— Cneunannct TEXHNUYECKOM NoAAEPHKKN
MnaTdopmbl ynpaBaeHua

MpunoxeHua |[1M KoHconb agmuHuctpatopa MM |AammnHucTtpatop Aspopa MapkeTta

BUTpPUHBI WY KoHconb agmuHuctpatopa MM |AammnHucTtpatop Aspopa MapkeTta

CBA3KMK M KoHconb agmuHuctpatopa MM | AamunHuctpatop Aspopa MapkeTa

KAtouen

AOMUHUCTPUPOBAHME |YYeTHble MNb KoHconb agmmHucTpaTopa MNb  |AAMUHUCTPATOP YYETHbBIX 3aNUCEN

3anumcu

HacTponkn rny KoHconb agmuHunctpatopa MY | — AgmuHuctpatop Maathopmbl ynpaBaeHus:;
— AAMUHKUCTPATOpP YCTPOMCTB MNaaTdopmbl
ynpaBneHus;
— Cneunannct TEXHNUYECKOro 0bCNyKMBaHMA
YCTPOMWCTB;
— Cneunannct TEXHNYECKOM NoAAEPKKN
Mnatdopmbl ynpasaeHua
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NHTepdenc MNMNO MpaBa Ha gocTyn
Pasnen MNoapaspoen |loacucrtema KoHconb CybbeKT gocTyna
Opr. cTpykTypa | MY KoHconb agmuHuctpatopa MY |- Agmunuctpatop MaaTdopmbl ynpasneHus;

— AAMUHKUCTPATOpP YCTPOMCTB MNaaThopmbl
ynpas/eHus;

— Cneuyannct TeXHMYEeCKoro obcnyKMBaHNS
YCTPOMCTB;

— Cneuyannuct TeXHMYECKON NoaaepKKM
MnaTdopmbl ynpaBaeHua

Bepcuun OC LY KoHconb agmuHuctpatopa MM |AamunHuctpatop Aspopa MapkeTa
KoHconb pa3paboTtumka MM LY KoHconb pa3paboTtumka MM Pa3paboTumk, PefakTop NpUAOKEHN
[MpoeKTbl rncy KoHconb aamumHuctpaTopa MNCY |AammnHmnctpatop CepBuca yBeaOMIEHWIN
[NMpunnoxeHne «Aspopa MapkeT» WY [lonb3oBaTesib ABpopa MapkeTa
[MpunoxeHune «Aspopa LeHTp» rny [Mpouecc npunoxeHna «Aspopa LleHTp»
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1.3. OnucaHue npuHumMnos 6esonacHoi paboTbl cpeacTea

1.3.1. Obwan nHdopmaLms

MMNO peanunsyeT cneaytouwme GyHKUMM Be3onacHOCTH:

— MAEHTUPUKaAUMA N ayTeHTMOMKauMAa cybbeKTOB A0CTyNa M 0OBEKTOB AOCTYN3;

— ynpaBaeHMe AOCTyNnoM cybbeKkToB A0CTyna K 0bbeKTam 40CTyna;

— perucTpaums cobbiThin besonacHoCTH.

Mpwn ncnonbzosaHmn MMNO HeEOOXOAMMO BbINOAHEHWE CNEAYIOLINX MEP NO 3aWmTe
MHPOPMaALIMK OT HECAHKLIMOHMpPOBaHHOro aoctyna (HCA):

— cobatogeHne NapoibHOM NONUTUKK;

— cobntoaeHne TpeboBaHMA, COrNAacHO KOTOPOMY Naposib He A0/KEH BKAKOYATb B
ceba nerko BblYMCAAEMbIE COYETAHMA CUMBO/IOB;

— OTCYTCTBME Y NONb30BaTENA NPaBa nepeaayn AMYHOro Naponsa TPETbUM NLAM;

— 00A33aHHOCTb NO/b30BaTENA NMPW BBOAE NAPOSA UCKAOYMUTb BO3MOXKHOCTb €ro
nepexsaTta TPETbUMM ANLAMMN N TEXHUYECKMMM CPEACTBAMM.

Mpw akcnayataumm MMO 3anpeuwaeTca:

— OCTaBNATb 6e3 KOHTPOA He3abN0KMPOBaAHHbIE NPOrpamMmMHble cpeacTBa u/mnm
Mnno;

— pasrnawaTtb Naponu, BbIBOAWUTb MAPOAW Ha AWCNAEN, MPUHTEP WAWU WUHblE

cpeacTBa oTobparkeHms MHGopMaLUK.
1.3.2. KomnpomeTauma naponemn

Moa KomnpomeTaumeln naponen HeobxoaMMo NOHUMATL creaytollee:

— QU3NYECKYIO YTPaTy HOCUTENSA C NAaPOSIbHON MHPOPMaLMe;

— nepefady naoeHTUOUKALMOHHON MHDOPMALMM MO OTKPbITbIM KaHanam CBA3K;
— nepexBaT Napo/ia Npu pacnpeaeneHnm aeHTUPGUKATOPOB;

— CO3HaTesbHYlo Nepeaadyy MHGopPMaLMM TPETBUM NNLAM.
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MPUMEYAHUE. Tpu  KOmMNpomeTaumm  MNaponAa  nonb3oBaTenb  06A3aH

He3amMedINTENbHO ONOBECTUTb A,EI,N\MHVICTpaTOpa YYETHbIX 3anucen.

1.3.3. OnucaHmne napameTpoB (HAcTpoeKk) 6e3onacHOCTM cpeacTBa, AOCTYMHbIX

KaH,ﬂ,OVI poan I'IO/'Ib3OBaTeerVI, N nx 6esonacHble 3HaYeHun

HacTponku napametpos 6e3onacHocT MMNO AOCTyMHbI TONbKO MNO/b30BATENAM C
PONbID AAMMHUCTPATOP YYETHbIX 3aMMCEN W 3aKAHYAKOTCA B BO3MOXKHOCTM yNpaBieHUA
ponamu nonbzosatenen MMO.

Monb3osatenam MO fOMKHbI HAa3HAYaTbCA MUHMMA/IbHbIE NMPaBa U NPUBUIETUN,

HeobxoaMMble A4 BbINOAHEHMA UMUK CBOUX AONHKHOCTHbIX 06A3aHHOCTEN (DYHKLMNA).

1.4. YcnoBus BbINO/HEHUA

Ons  dyHKUMOHMpoBaHMA [IMNO  HeobxoAMMbl  OMUCAHHbIE B  HACTOALLEM
noapasaene NPorpaMMHO-TEXHMYECKME CpeaCcTBa.

1.4.1. AnnapaTHble XapaKTePUCTUKN

AnnapaTHble XapaKTeEPUCTUKN NpuBedeHbl B n. 2.3.1.

1.4.2. lNporpaMmHble XapaKTepUCTUKN

B Tabnunue (Tabnaunua 2) npmeeneHbl NPOrPaMMHbIE XapaKTEPUCTUKU SNEKTPOHHO-

BbIYUCAUTENBHOM MallMHbI (9BM), Ha KOTopoW pacnonaraeTtca cepsep npuaoxkeruit Mro.

Tabnunua 2
MNapameTp 3Ha4vyeHue NHPopmaums 0 nnLeH3nn
OnepaumoHHan Ubuntu Bepcumn 22.04 Free software, plus some
cucTtema proprietary device drivers
Ubuntu Bepcumn 24.04 Free software, plus some
proprietary device drivers
Debian Bepcun 11 DFSG-compatible licenses, plus
proprietary firmware files
Debian Bepcun 12 DFSG-compatible licenses, plus

proprietary firmware files
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MapameTp 3HayeHue NHbopmaups o nmueHsnm

AnbT 8 CN7 penns 10 Kommepyeckas

Anbt Cepsep 10

PEJ OC 7.38

(cepTMdULUMPOBaAHHbIN)

PEO OC /.3

PEO OC 8.0

Astra Linux Special Edition

1.7° (Open, BopoHex)

Astra Linux Special Edition

1.8%° (Open, BopoHes)

Platform V SberLinux OS

Server 9.2 (fstec)*

Platform V SberLinux OS

Server
[NMpuknagHoe Mro «Aspopa LeHTp» Kommepueckasn
nporpaMmmHoe
obecneyeHune

NHPpacTpyKTypHbIe KOMNOoHeHTbl MNMNO
BanaHcMpoBLMK Nginx Web Server sepcum 2-clause BSD-like license
CepBMCOB 1.30.0 nnun BblWwe

Platform V SynGX Kommepyeckas
Cuctema obHapy»keHua |Consul Bepcmmn 1.22.7 nau Mozilla Public License, version 2.0
CepBuMCcoB BbllLE
Cpeactso ynpasneHua |Consul Template Bepcumn Mozilla Public License, version 2.0
KOHPUIrypaumamm 0.42.0 nnu Bbliwe
CepBMCcoB
Cepsuc Redpanda Bepcumn 26.1.9 Redpanda Business Source
rapaHTUPOBAHHOM WU BblLLE License 1.1 (BSL 1.1)
nocTaBku coobuleHnin  |Platform V Corax KommepuecKasn

7 Ceptudukar coorsetctana CTIK Poccum Ne 3866, pelctentener oo 10 asrycra 2028 T.

8 CepTtudukar cootsetcTema ®CTIK Poccum Ne

TeXHWYecKon noaaepxkm 31.12.2030 r.).

9 CepTtudukar coorsetctemna ®CTIK Poccum Ne

TeXHUYecKon noaaepxkm 31.12.2050 r.).

10 Ceptudmkar cootserctana ®CTIK Poccum No

TeXHUYecKon noaaepxkm 31.12.2050 r.).
11 Ceptndurat cootsetctua GCTIK Poccun Ne 4884, nelicteuteneH ao 04 aekabpa 2029 r.

4060, pericteuTteneH Ao 12 aneapa 2024 r. (OKOHYaHME CPOKa
2557, pencteuteneH ao 27 axnsapa 2026 r. (OKOHYaHMEe Cpoka

2557, penctBuTteneH Ao 27 aHeapa 2026 r. (OKOHYaHWE CPOKa
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MapameTp 3HayeHue NHbopmaups o nmueHsnm

MpunoxkeHune ana Syncthing sBepcun 2.1.0 uan | Mozilla Public License, version 2.0

CUHXPOHM3ALMM Bbllle

dannos

Cuctema ynpasaenua |Platform V DropApp (fstec)!? |Kommepueckas

KOHTEMHEepamMum Platform V DropApp

MPUMEYAHME. OC ponHa 6biTb YyCTaHOBIEHA B MUHUMAIbHOM KOHDUIypaLunm bes
rpaduryeckoro nHTepdeica.
B tabnuue (Tabnuua 3) npuBeaeHbl NPOrpamMMHble XapaKTepPUCTMKM IBM, Ha

KOTOpOW pacnonaraetca cepsep b/.

Tabnuua 3
MNapameTp 3Ha4yeHue NHpopmauma o anueHsnm
OnepaunoHHas Ubuntu Bepcumn 22.04 Free software, plus some
cmcTema proprietary device drivers
Ubuntu Bepcun 24.04 Free software, plus some
proprietary device drivers
Debian Bepcun 11 DFSG-compatible licenses, plus
proprietary firmware files
Debian Bepcuu 12 DFSG-compatible licenses, plus
proprietary firmware files
Anbt 8 CIl penns 10 KommepuecKasn
Anbt Cepsep 10
PEO OC 7.3
(cepTMPULMPOBAHHbIN)
PEA OC 7.3
PEA OC 8.0

Astra Linux Special Edition
1.7 (Open, BopoHex)
Astra Linux Special Edition
1.8 (Open, BopoHex)
Platform V SberLinux OS
Server 9 (fstec)

Platform V SberLinux OS
Server

12 Ceptdurat cootsetcTua PCTIK Poccun Ne 4883, pelicteuteneH ao 04 aekabpa 2029 .
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MNapameTp

3HayeHue

MHbopMaLMa O NNLLEH3UK

CYB/

Postgres Pro Certified
14.22.1 nnv Bblwe

Postgres Pro Certified
15.17.1 vav Bblwe

Postgres Pro Certified
16.13.1 naw Bblwe

Postgres Pro Certified 17.9.1
WAN BbILLIE

Postgres Pro Standard
14.21.1 vav Bbllwe

Postgres Pro Standard
15.16.1 nau Bbiwe

Postgres Pro Standard
16.12.1 nau BbiWwe

Postgres Pro Standard 17.8.1
UAN BblLLIE

Platform V Pangolin DB
6.4.2-cve2-fstec™ nnm Bblwe

Platform V Pangolin DB 6

Platform V Pangolin DB 7

KommepyecKas

PostgreSQL 14.20 nau Bblwe

PostgreSQL 15.15 nau soiwe

PostgreSQL 16.11 nau sbiwe

PostgreSQL 17.7 nnun Bolwe

PostgreSQL License

NHPpacTpyKTypHbIE KOMMOHEe

HTbI MMO

CYB/l ana xpaHeHus
ceccumn

Valkey Bepcum 9.0.4 nnn
Bbllle

BSD-3-Clause License

Platform V Radish

KommepuecKasn

PacwupeHune CYB/,
PostgreSQL ana
NapTUUMOHMPOBAHMA
Tabnnu /1

PG Partition Manager
(pg partman) Bepcumn 5.1.0
VNN BblLle

PostgreSQL License

MNaHMpPOBLLMK 3a4aH
ana PostgreSQL

pg_cron Bepcun 1.6.2 nau
BbiLLE

PostgreSQL License

Cepsuc ana
ynpaBAeHMA KNacTepom
Postgresql

Patroni Bepcumn 3.3.0 nnn
BbllLE

The MIT License (MIT)

13 CepTtndukat cootsetctaua ®CTIK Poccun Ne 4704, nercteuteneH Ao 22 asrycta 2028 .
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MapameTp 3HauyeHue NHpopmauma o anueHsnm
Cepsuc ans Keepalived GNU General Public License,
H6anaHCMPOBKM version 2
Harpy3Ku u
obecneyeHus
OTKA30yCTOMYMBOCTM
Cuctema ynpasneHunsa |Platform V DropApp (fstec) |Kommepueckasn
KOHTEMHEepamm Platform V DropApp

MPUMEYAHME. OC ponkHa b6biTb yCTaHOB/IEHA B MUHUMANbHOM KOHPUrypaLumnm bes

rpadpuyeckoro nHTepdenca.

B Tabanue (Tabnuua 4) npmseneHbl NPorpammMHbIe XapaKTePUCTUKN YCTPOMCTB.

Tabnnua 4

MapameTp

3HayeHue

Orlepa LULMOHHaA CMCTEMA

OC ABpopa, OC Android, OC cemelictBa Linux

obecneyeHue

[MpnKnagHoe nporpamMmmHoe

— npunoxeHune «Aspopa LeHTp»;
— NpuUNoxKeHne «ABpopa MapkeT»

1.4.3. TpeboBaHMA K pabouynm mecTam Nob30BaTeNEN

MPUMEYAHUE. [1na paboTbl nonb3osaTenen ¢ nHrepdencom MMNO Heobxoammo

BbINO/IHEHME CAeAyOWMX YCAOBUIA:

— Beb-bpay3ep [Oo0/KeH Nnoaaep)kuBaTb cneaytoume TexHonormm: TLS, CSS3,

HTML5, ECMAScript 5 n Cookie. PekomeHayeTca mncnonb3oBaTb Beb-6pay3ep Chrome

Bepcun 90 nau Bbllwe;

— paspelleHmne akpaHa MOHUTOpPa He meHee 1280x960 px.

1.4.4. BapmnaHTbl KOHGUIYypaLMi, A58 KOTOPbIX NMPOBOANAOCE TECTUPOBAHME

BapunaHTbl KOHUrypaumm cpeabl GYHKLUMOHUMPOBAHMA, B KOTOPbIX MPOBOAMAOCH

TecTupoBaHue MMNO, npuseaeHsl B Tabauue (Tabamua 5).

Tabnnua 5

OC

CYB/

AnbT Cepsep 10.4

PostgreSQL 14.22

AnbT Cepsep 10.4

PostgreSQL 15.17
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OC

CYb/,

AnbT Cepsep 10.4

PostgreSQL 16.13

AnbT Cepsep 10.4

PostgreSQL 17.9

AnbT 8 Cl penns 10.2.2

PostgreSQL 15.17

Anbt 8 Cl penns 10.2.2

PostgreSQL 16.13

Anbt 8 Cl penns 10.2.2

Postgres Pro Standard 16.13.1

AnbT 8 Cl penns 10.2.2

Postgres Pro Standard 17.9.1

Anbt 8 Cl penns 10.2.2

Postgres Pro Certified (Bepcua aapa postgres: 15.17.1)

PEOOC 7.3
(cepTMdmUMpPOBaHHbIN)

Postgres Pro Certified (Bepcua aapa postgres: 14.22.1)

PEA OC 7.3
(cepTndmuUmMpOoBaHHbIN)

Postgres Pro Certified (Bepcus agpa postgres: 15.17.1)

PEN OC7.3.6 PostgreSQL 14.20
PEOC7.3.6 PostgreSQL 15.15
PENOC7.3.6 PostgreSQL 16.11

PEN OC7.3.6 PostgreSQL 17.7

PEOC7.3.6 Postgres Pro Standard 15.17.1
PEOOC7.3.6 Postgres Pro Standard 16.13.1
PEN OC7.3.6 Postgres Pro Standard 17.9.1
PEQ OC 8.0.2 PostgreSQL 16.11

PEJ OC8.0.2 PostgreSQL 17.7

PEJ OC8.0.2 Postgres Pro Standard 16.13.1
PEO OC8.0.2 Postgres Pro Standard 17.9.1

Astra Linux Special Edition
1.7.10.72 (Open, BopoHex)

PostgreSQL 14.22

Astra Linux Special Edition
1.7.10.72 (Open, BopoHex)

PostgreSQL 15.17

Astra Linux Special Edition
1.7.10.72 (Open, BopoHex)

PostgreSQL 16.13

Astra Linux Special Edition
1.7.10.72 (Open, BopoHex)

PostgreSQL 17.9

Astra Linux Special Edition
1.7.10.72 (Open, BopoHex)

Postgres Pro Certified (Bepcus agpa postgres: 14.22.1)

Astra Linux Special Edition
1.7.10.72 (Open, BopoHex)

Postgres Pro Certified (Bepcus agpa postgres: 15.17.1)

Astra Linux Special Edition
1.7.10.72 (Open, BopoHex)

Postgres Pro Certified (Bepcus agpa postgres: 16.13.1)

Astra Linux Special Edition
1.8.4.48 (Open, BopoHe)

PostgreSQL 16.13
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0oC CyeA
Astra Linux Special Edition PostgreSQL 17.9
1.8.4.48 (Open, BopoHe)
Astra Linux Special Edition Postgres Pro Certified (Bepcus agpa postgres: 16.13.1)
1.8.4.48 (Open, BopoHex)
Astra Linux Special Edition Postgres Pro Certified (Bepcua agpa postgres: 17.9.1)
1.8.4.48 (Open, BopoHe)
Ubuntu 22.04.5 PostgreSQL 14.22
Ubuntu 22.04.5 PostgreSQL 15.17
Ubuntu 22.04.5 PostgreSQL 16.13
Ubuntu 22.04.5 PostgreSQL 17.9
Ubuntu 22.04.5 Postgres Pro Standard 16.13.1
Ubuntu 22.04.5 Postgres Pro Standard 17.9.1
Ubuntu 24.04.3 PostgreSQL 16.13
Ubuntu 24.04.3 PostgreSQL 17.9
Debian 11.11 PostgreSQL 14.20
Debian 11.11 PostgreSQL 15.15
Debian 11.11 PostgreSQL 16.11
Debian 12.13 PostgreSQL 14.22
Debian 12.13 PostgreSQL 15.17
Debian 12.13 PostgreSQL 16.13
Debian 12.13 PostgreSQL 17.9
Debian 12.13 Postgres Pro Standard 16.13.1
Debian 12.13 Postgres Pro Standard 17.9.1

1.5. BapuaHTbl nocTaBKu

BapuaHT nocTaBKkM onpeaenseTtca ycaosMaAMmM JINLLEH3MOHHOIO 40roBopa.

CocTtaB KOmnieKTa AOKyMeHToB Ha [0, BXxoAAWMA BO BCE YKa3aHHble BapWaHTbI
MOCTaBKMU:

— «PykoBoacTBO nonb3osaTend. Yactb 1. [oacuctema 6e30nacHOCTNY;

— «PykoBOACTBO Nosib30BaTeNA. HacTb 2. [Noacuctema « MapKeT»;

— «PykoBoacTBO nonb3osatena. Yactb 3. MNoacucrtema lMNaathopma ynpaBneHna»;

— «PyKoBOACTBO NoJsib3oBaTend. Yactb 4. [loacnctema ynpas/ieHUA TEHAHTaAMNY;

— «PykoBoacTBo nonb3osatend. Yactb 5. MNoacuncrema CepBUC yBEAOMAEHNINY;
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— «PykoBoacTtso nosib3osaTtend. Yactb 6. lNpunoxeHune «Aspopa MapkeT» aAnA
onepauyoHHOM cucTeMbl ABpOpa»;

— «PyKoBOACTBO no/sib3oBaTend. Yactb 7. [punoxkeHne «Aspopa LeHTp» anA
onepaLmnmoHHOM cnucTembl ABpopa»;

— «PykoBopacTtso nosib3osatena. Hactb 8. lNpunoxkeHune «Aspopa MapkeT» AN
onepaumoHHoOM cnuctembl Android»;

— «PyKoBOACTBO nosb3oBaTend. Yactb 9. [lNpunoxkeHne «Aspopa LeHTp» anA
onepaumoHHoOM cnctembl Android»;

— «PykoBopacTtso nonb3osatena. HYactob 10. lNMpunoxkeHne «Aspopa Mapket» ans
onepauMoHHbIX CMCTEM cemencTBa Linuxy;

— «PykoBopacTtso nonb3osatena. Yacte 11. lMpunoxeHune «Aspopa UeHTp» ana
onepaunoHHbIX CMCTEM cemencTsa Linux»;

— «PyKoBOACTBO aAMUHUCTPATOPAY;

— «PekomeHOauUMKM MO pe3epBHOMY KOMUPOBAHUIO»;

— «PykoBoAcCTBO pa3paboTtymKka. Yactb 1. Moacuctema CepBUC yBEAOMIEHUI ANA
onepaumnmoHHOM cnucTembl ABpopa»;

— «PykoBoacTBO paspaboTymka. Yactb 2. MNMoacuctema CepBucC yBegoMneHn ana

onepaumoHHOM cuctembl Androidy.
1.6. YKasaHuA no aKcnayaTauum

Mpw akcnayaTaumm MMNO Heobxoanmmo cobntogaTtb caeaytoline pekomeHaaumm:

— MpaBOM A0CTyMa K cepBepam C ycTaHoBAeHHbIM MIMO goxkHbl 0613aaaTh AMLa,
obecneynsatolime GyHKUMOHMPOBAHME MHPOPMALMOHHON cucTtembl (MC), npowealme
COOTBETCTBYHLLYK MNOATOTOBKY, 03HAKOMMBLUMECHA C SKCM/IyaTaUMOHHOW AOKYMEHTaUMeN
(34) Ha MMNO 1 He paccmaTpuBatoWMeca B KavyecTBe Hapywutenen MHPOpMaLMOHHOM

6e30nacHOCTU;
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— [O/MKHbI  OblTb  MPeayCMOTPEHbI  MEepPbl,  WCKAKYaLWME  BO3MOMXKHOCTb
HECAaHKUMOHNPOBAHHOIO WM3MEHEHMA anmapaTHOM 4YacTM TeXHUYEeCKMXx CpeacTB, Ha
KOTOpbIX ycTaHosaeHOo [1110;

— [O01KHa obecneymBaTbCca nepuoamnyeckas (He pexke 1 pasa B MecAl) NpoBepKa
LeNOCTHOCTM NPOrPaMMHbIX KomnoHeHToB [110;

— Ha YCTPOWCTBax 1 cepBepax C ycTaHoBAEeHHbIM [0 A0KHbI ObITb peann3oBaHbI
Mepbl, UCKAtOYAOWME BO3MOXHOCTb MCNONb30BAHMA CPeACTB Pa3paboTKM M OTAaA4MKOB
ANs pefakTMPOBaHMA KOAa M ONepaTUBHOM NamATK, ncnonbsyemon MMo;

— [O/MKHbI  OblITb  obecneyeHbl  Mepbl,  MCKAOYalOUWME  BO3MOMKHOCTb
HECAHKLMOHNPOBAHHON MOANPUKALIMM NPOrPAMMHbIX N MHGOPMALMOHHBIX KOMNOHEHTOB
MNnno;

— QU3NYecKUit gocTyn K cepBepaM C ycTaHoBneHHon CYB/J — gonkeH
NpeaoCTaBAATbCA nnuam, BK/KOYEHHbIM 3KCNAyaTUPYIOLLLEN opraHmsaumen
(onepaTopom/notpebutenem) MC B nepeyeHb /WL, KOTOPble HE pacCMaTpMBaloTCA B
KayecTBe HapywmTena nHdopmaLMoHHON Be3onacHoCTy;

— KaHa bl CBA3M, PACNONOKEHHbIE B Npefeniax KOHTPOAMPYEMOM 30Hbl, AO/KHbI
6bITb 3aWMLLEHBI OPraHN3aLMOHHO-TEXHNUYECKMMM MEPAMMU;

— KaHaNbl CBA3W, pPACNONOMEHHble 3a MnpeaenaMm KOHTPOAMPYEMOM 30HbI,
[OMKHbI ObITb 3alUMLEHbI C MCMNOAb30BAHMEM CPEACTB KPUNTOrpadmuyecKom 3alumThbl
nHGopmMaLnm;

— [O/KHbI ObITb NPeANnPUHATbI MEPbLI MO MEXCETEBOMY 3KPAHNUPOBAHMIO.

Mpu akcnayaTauum MMNO pekomeHAyeTca NPUMEHATb CaeytoLme AONO/IHUTE/IbHbIEe
OpraHn3aLMOHHbIE U TEXHUYECKME MepPbI:

— B npouecce 3kcnayataumm TMO aomKHO 6bITb obecnevyeHo peryaspHoe
OTCNEXMBAHME HAAMYMA U OCYLLECTBNEHWE YCTAaHOBKM OOHOBAEHMI 6e3sonacHOCTH
nporpammuoro obecnevyerHns (M0O), Bxoasawero B cpeay ¢yHKUMoHMposBaHua TMMO, B

COOTBETCTBMW C Nnoapasaenom 1.4;
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— eXeMeCAYHO [AO0/KEeH MPOoM3BOAMTLCA MOMUCK aKTyalbHbIX YA3BUMOCTEM W
ceefeHut 06  yassumoctax MMNO  um  cpeapl  OGYHKUMOHWMPOBAHWMA,  aHaANM3
NOEHTUOUMUMPOBAHHbIX YA3BMMOCTEM Ha NpeaMeT BO3MOMKHOCTU UX MCNONb30BaHNA ANA
HapyLlleHna 6esonacHoCTy;

— B cpeae o¢yHKUMoHMpoBaHMa TMO (obuwecmuctemHoe [10, yKkasaHHoe B
noapasaene 1.4) p[OonKHbI  OblTb  YCTAaHOBAEHbI BCE Mmetowmecs OOHOBAEHUSA
6e30nacHOCTM 1 «NaTYM» ANA NTNKBUAALUMM U3BECTHbIX YA3BMMOCTEN,;

— B C/lydae obHapykeHus yassumocTteint B MO MMNO AoAKHO NPOM3BOAUTLCA MX
yCTpaHeHMe B COOTBETCTBMM C MeTod4amum W npouedypamu, yCTaHOBAEHHbIMMU
npeanpuaTMemM-paspaboTumKkom;

— onepaTop C MNEepMOAMYHOCTbID OAMH pa3 B HeAent JAOMKEH Noay4aTb
nHPopmaunto o BbiIxoae obHoBneHu [MNO yepe3 cnyxKby TEXHMYECKOM MNOAAEPHKKM

npeagnpnuaTnA-m3IroToBUTENA.

35



— "] OTKPbITAS
MOBUJIbHASA

PyI-(OBO,EI,CTBO AdAMUNHNCTPATOpPA MNAT®OPMA

2. APXUTEKTYPATIMNO 1 BAPUAHTbBI YCTAHOBKKM MMO

2.1. OnncaHue KOMMNOHEeHTOB

Ha pucyHkax (PucyHok 1, PUCyHOK 2) npeacTaBneHa Gpuanyeckan apxutektypa u

Anarpamma passepTbiBaHma MM10.

®duanyeckan apxutekTypa Aspopa LleHTp - 1 cepBep npunoxenuin n 1 cepeep b}
BHyTpeHHUiA nepvwsm
temam ¢ cepavcamm CermeHT cepB1coB 06LLero HasHa4eHNA B
Aspopa LieHTp
i YnpaenAeman 53/TCP (DNS)
HTTPS 443 Paﬁouan MawmHa . . _UDP123(NTP)
TCP 999 Linux Port mapping | _TCP 25,465 (SMTP) | Micros
" :443 -> :8009 | TCP 380,636 (MS AD): AmM'cl’gWg Active Directory
2 -> :802 1 ive Directo
Vnpaenaemoe oene! * HTPsdas. A § (9992808 | | g | TCP8O(MSADCS) | Y Cortiicate Services
MoGHLHo )| i2 TP e At
YCTROHCTBO /'/ | 82 -.Ofo pece e
Agpopa/Android ' J8 ~ |
: o TCP 5432 ;
HTTPS 443 | » §’. Brewnma |
HTTPS 443 TCP 999 0 = GanaHCcMpOoBLUMK
/ |::: % cgpgep DNS [louToBbiid cepsep Cepsep NTP
2
D HTTP/S 443
Pa6ouee MecTo o Postgres - primary n
paspaboTunka Me):zs::aou ; Cepeep Bl 1 erenna
NPUNOXEHIIA Cepauchl 061Lero HadHa4YeHUA
' Cepaucel Aepopa LieHTp
; Pabouee mecro .
\, AAMMHUCTDATOPA

PucyHok 1
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[warpamma passepTuigaHua Aspopa LIeHTp
Cepeep BHELIHEro g
NPUNOKEHUR ? ')
(oTnpaeka push- -
o ” YEELOMNEHUIA) v
ABMUHUCTPATOP n:mxgr::; MoBuneHoe ycrpoiicteo T BHelwHue
P ‘ABpopa LieTp HTTP/HTTPS e
eSS Be6-6paysep "Agpopa Maprer’) e
HTTPHTTPS HTTPHTTPS
HTTPHTTPS HTTPHTTPS TCP/TLS
CepBsep NPUNOKEHUI
v y v y \ 2
BHYTpeHHMIA - -
’ DanaHcMpoBLUK '?“ N E‘
. S Consul HTTP
HTTP 101000-10500 Template 8500
TCP  10500-11000
A 4
" )
i P TCP 26379, 6379
Jocsipkg ;
MotAg 809 ns nM || mooc
—)— [ ny Nncy || CDN || NyT ’ TCP 9092
Nerexpa
TCP 5432 e
= 2 ——— CepsenBn LLnKa coobieHni
2 Kaww
BanaHCcpoBLIMK
' XpaHunuue
nyT
CucTema oBHapyXeHna
CepBucoB
[ pg_partman [ pg_cron = i

PUCYHOK 2
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Ha pucyHke (PucyHOK 3) npeacTtaBneHa Auarpamma passepTbiBaHua MO npu

nHTerpaumm c CYJNP.

[uarpamma pasgepToisaHns Aspopa LieHTp npu uHTerpauum ¢ CYOQUP
Cepsep BHELHEro '
NPUNOXEHNUA ? r
(otnpaeka push- <
yBeJoMneHwit) Lig
AIMUHUCTPATOP Pa3paGomu1<
NPUNOXEHUA \os )
WNBHOE YCTPOWCTED HTTPHTTPS
| Be6-6paysep I Be6-6paysep | (npunoxerus "Aspopa Lientp" HTTPHTTPS
; v v "Aspopa Mapket")
prmmemenamenenend O
1
! HTTPHTTPS
HTTPHTTPS HTTPHTTPS TERLS
v
‘ I1AM Keycloak 11—-) IAM Proxy
|
HTTPHTTPS
BHelwHune
; cepaucel
CepBep NpUNoXeHUi
L2 vy v v
BHYTpPEHHMIA .
DanaHcMpoBLMK )
Nginx
T - Consul HTTP
HTTP 10'000-10500 Template 8500
TCP  10500-11000
Gl
| consur !
S—
v ‘| sentinet J:
- ~ H )
Kmuiee) TCP 26379, 6379 A @ :
locs/pkgrepo [ 5 i )
Jocslemm ne M fnooc 1\ Valkey :
7 E E
——— ny || ncy || coN || nyT TCP 9092 o=
RedPanda)
) o SU— i
Nerexga
TCP 5432 Ba3a AaHHbIX
¥ CepsepENl LLina coodiuexmit
& > Kalu
N ey
= L BanaHCHpOBLLMK
a2 = =
XpaHunuwe
ne ny nv || nooc || nvT ncy
@ Cucrema oOHapyxeHuA
CepBHCOB
\».\7_» [pg _partman ][ pg_cron ] = i

PncyHoK 3
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2.1.1. CepBep NpuIOKEHWUI
2.1.1.1. 1MNO «Aspopa LUeHTp»

MMNO coctout M3 cneaytouwmnx noacuctem: Mb (auth), MM (appstore), MNOOC
(pkgrepo), MY (emm), MYT (mt), CDN (cdn), MNCY (push). Kaxkaaa nogcmcrema npeacrtaBnseT
cobow Habop cepBMCOB.

CepBuCbl pa3HbIX NOACUCTEM MOTYT BbITb Pa3BEPHYTbI KaK Ha OAHWUX U TEX e HOAaX
cepBepa NPUNOKEHWUM, TaK M Ha OTAeNbHbIX. KaXablh cepBmC paboTaeT TO/IbKO CO CBOMMM
NAHHbIMKM, KOTOPbIE NeXaT B OTAEbHbIX cxemax B BJ]. Cxembl MoryT 6bITb pa3BepHYTbI Kak
B 0buwern bJ], Tak 1 B pa3HbIX.

CepBuCbl B3aMMOZENCTBYIOT Mmexay cobol nocpeactsom HTTP 3anpocoB
obmeHa coobuleHnamn 4yepesd wmHy Redpanda. Bce mexcepBUCHble 3anpochl
ayTEHTUPULMPOBAHDI.

[Ona KoppekTHOW paboTbl cepsucos noacuctem MM, MY mn MOOC B Knactepe K
HOZlAM CepBepa MNPUIOKEHUA HeobxoAMMO NPUMOHTUPOBATbL (Ga0BOE XPaHUIULLE

cornacHo n. 3.9.2.
2.1.1.2. BHyTpeHHNI BanaHCUPOBLLMK

Ha Kaxkaom cepBepe NpUIoKeHn ycTaHaBAMBaAETCA BHYTPEHHMIN BanaHCMPOBLIMK
Nginx. OH BbINOAHAET QYHKUMIO reverse proxy, CAYXKUT 41 BaNaHCMPOBKM M Nepeaaym
TpaduKa K cepsmcam MNMMO, a TakKke obecneynBaeT mexKcepBMUCHOe B3aumoaencreme. [na
HEKOTOPbIX KOHEYHbIX TOYEK HAaCTPOEHO K3LWMPOBAHME 3aMNPOCOB K CEPBMCAM.

Nginx HacTpanBaeTCcA aBTOMATMYECKM Ha OCHOBE MHPOPMaLLMM O CTaTyce CEPBMCOB
N3 cucTembl obHapyxeHmna cepsmcos Consul.

C Lenblo 3alMTbl CEPBEPOB NPUIONKEHNN OT NPEBbLIEHNA NPeaeIbHOM Harpy3KM Ha
nHTepdeincax, obpabaTbiBalOWMX BHELWHME 3aNpPoCbl C NpuaokeHuna «Aspopa LeHTpy,

HaAaCTPOEHHO OrpaHn4yeHmne ogHoBpemMeHHO O6pa6aTb|BaeN\b|X 3anpocos (TpOTTﬂl/IHI').
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2.1.1.3. Cuctema obHapykeHuna cepsmncos Consul

Cucrtema o6Hapy>+<eva CepBnUCOB UMCMONb3yeTCA AONA MOHUTOPUHIa COCTOAHUA

cepsucos MMM0O. Consul A0NKeH yCTaHAaBAMBATHCA HA HEYETHOM KOJIMYECTBE CEPBEPOB.
2.1.1.4. CpeactBo ynpasneHuns KoHourypaumamm cepsmncos Consul Template

CpeacTBo ynpasaeHma KOHOUIypauuMamMm CAYKUT 419 aBTOMATUYECKON HACTPOMKM
pacnpefeneHuns 3anpoCcoB MeXAy 3K3eMMNAspaMM CEepBMCOB 33 CYET M3MeHeHuA
KoHoUrypaumm Nginx Ha ocHoBe MHbOpMaumMm o cTaTyce cepsucos MO, nonydyaemon ns

cmctembl obHapyKeHna cepsmncos Consul.
2.1.1.5. CepBuc rapaHTMpoOBaHHOM A0CTaBKM coobuleHnin Redpanda

CepBUC rapaHTMPOBAHHOM [A0CTaBKM COODOLLEHWIN Mcnonb3yeTcA AnAa obmeHa
coobuieHnammn mexay cepsucamm MMO. Cepsuc RedPanda AonKeH ycTaHaBAMBATLCA Ha

He4YeTHOM KO/IM4YeCcTBe CepBepOB.
2.1.1.6. CYB/ Valkey

CYb/A Valkey (fork CYB/l Redis) ncnonb3ayetca ana xpaHeHus seb-ceccui.
[lns ynpaBneHma 0TKa3oycTonumsomn koHourypaumen Valkey ncnonbsyetcs cepsuc

Sentinel, KOTOpPbI A0ONKEH YCTAaHABAMBATLCA HA HEYETHOM KOJINYECTBE CEPBEPOB.
2.1.1.7. NMpunoxeHne Ans CUHXPOHM3aUnm pamnos Syncthing

Syncthing — nporpammHoe obecneyenune ([10), KOTopoe MO3BOASAET BbINOAHATH
CUHXPOHM3aUMo GarNoB Mexay cepBepamm no P2P npoTokony.
NMPUMEYHAHMUE. Vicnonb3oBaHMe 4aHHOTO NMPUAOXKEHUA ABNAETCA OMNUMOHANbHBIM

M 3aBUCUT OT KOHPUrypaumm MMO.
2.1.1.8. ArperaTop (konnektop) ana cbopa metpuk OpenTelemetry Collector

Arperatop (Konnektop) Heobxoamm ana cbopa MeTPUK CO BCEX HOJA cepsepa
npunoxenunit MMNO, ux arperaummn n NydAMKaLUN Pe3yNbTaTOB A8 CUCTEMbI MOHUTOPUHTA

Prometheus.
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2.1.2. Cepsep b1

B kaudectBe cepsepa b/l ncnonbsyetrca CYb/ PostgreSQL wvnun PostgresPro. [na
paboTbl TakxKe TpebyeTcA yCTaHOBKa PacCWMPEeHWM pg partman A1A aBTOMATUYECKOro
MapTULMOHMPOBAHUA U OYUCTKM HAKANAMBAIOLWMXCA AAHHbIX, U pg cron A/1A BbINOJHEHWA
dyHKUMIM B B[], no pacnmcaHumto.

B HeHarpyXeHHbIX KOHPUrypaumsax BCe [AaHHble pPa3MellatTcd B  OAHOM
dum3nyeckom nHcTaHce b, BHyTpu co3gatotca nornyeckme bl ana Kaxaom n3 noacuctem
MMO. JaHHble CepBMCOB BHYTPW Iornyecknx 6a3 pa3meLlatoTca B OTAENbHbIX CXeMaX, YTO
MCK/IIOYAET BO3MOMKHOCTb ODpalleHMA OAHWUX CEPBMCOB K AaHHbIM APYrnx CEepBUCOB.
OnuncaHHaa KOHPUIypaLMa CHUKAET CBA3HOCTb MEX Ay CEPBUCAMMN MU NPU HEODXOAMMOCTH
NO3BOJIAET BbIHECTM [aHHble MOACUCTEM WU OTAE/IbHbIX CEePBMCOB Ha BblAe/IeHHble
cepsepsbl BA.

B BbICOKOHArpy»KeHHbIX KOHQUIypauUMaxX PEKOMEeHAYeTCA BblAeNUTb [AaHHble
Hanbonee Harpy*eHHbIX noacmctem Mb (auth) M MY (emm) B 0TAENbHbIE dU3NYECKME HaA3b
ANA MUHUMM3AUMM B3aUMHOTO BAMAHMA APYr Ha Apyra.

BA TMCY (push) cneayeT BbIHOCUMTb B OTAE/bHbIA WMHCTAHC MNPU  BbICOKOM
MHTEHCMBHOCTM 3anpocoBs, bonee 500rps.

Cepsep B/] MOXKeT ObITb YCTAHOBAEH KaK C MOMOLLbIO CLieHapues ycTaHoBKK M0,
TaK M CAMOCTOATENIbHO. B cueHapumn YCTaHOBKM BK/IKOYEHbI MUHMMA/IbHbIE BO3MOXHOCTU
MO YCTAaHOBKE primary m replica CEPBEPOB, a TaKXKe HACTPOWMKa penaunkaumn. B cayyae
OTKa3a OCHOBHOro cepsepa b/l, mepeKkntoyeHMe Ha pPe3epBHbIM CepBep BbIMOJIHAETCA

aBTOMATMYECKM.
2.1.3. BHewHnn 6anaHCcHMpoBLIMK

BHeWHNM 6anaHCMPOBLLMK MUCNOAb3YyeTCcA AN pacnpeaeneHma Tpaduka mexay
HOAAMM cepBepa NPUAOKEHWI. ITO N03BOASET COaNaHCMPOBATb HArpPy3Ky Mexay Hoaamm
cepBepa NPUAOKEHUN 1 NepeHanpaBuTb TPadMK Ha AOCTYNHbIE HOAbI B C/lyYae BbIXOAa U3

CTPOA OHOTO N3 CEPBEPOB NPUIOKEHMUN.
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BHewHWn ©GanaHCcMpoBLWMK He BxoauT B coctaB [0, onpeaenseTrca w
pPa3BOPaAYMBAETCA MONb30BATENAMM CAMOCTOATE/IbHO. B AWpekTopum samples B
AMCTPMbYTMBE MMeeTCA NpumMmep KoHQUIrypaumMoHHOro gamna ana anaHcnmposLmKa Nginx
ANs 3-X HOAOBOM KOHOUIYpaLMM cepBepa NPUIOKEHUN.

Ha BHewHem 6anaHCMpOBLUMKE MOXKeT OblTb HACTpOEeHa 3allMTa KaHajia CBA3M
(npoTtokon HTTPS), noaaep:kmnsatotca B Tom ymcne FOCT anropuTmbl. TakKe cyllectsyeT
BO3MOHOCTb OTAEAUTb KOHCO/b aAMMHMCTPATOPa OT APYrux MHTepdencos, BblAENMB
oTAEeNbHbIM AOMEH (NoAA0MEH) UK NOPT.

BHUMAHME! Mpu ycTaHOBKe pekomeHayeTca B paline nginx conf.d A400aBUTb

chegyrouine HaCTpOVIKl/I ANA BHeEWHero 6aﬂaHCVIpOBU_Ll/IKaZ

http {
proxy buffers 8 16k;
proxy buffer size 16k;

Mpumep darna HaACTPOMKM nginx, BO3MOMXKHO MOCMOTPETb B AMCTpubyTMBE:

./samples/ac-mt/nginx external-balancer/conf.d
2.1.4. BHelwHWe cnyKbbl

B OaHHOM nNyHKTE nNpuMBeAEHbl OMUCAaHWA BHELWHUX CAY»KO, KoTopble He

YCTaHaB/IMBAOTCA BMECTE C OCHOBHbIMU KOMMOHEHTaMM.
2.1.4.1. Cepsep DNS

Cepep DNS ncnonbayetcs A4na nonyd4eHna nHpopmaumm o gomeHax (IP-agpeca no

MMeHM xocTa IBM nnum yctponcTaa).

2.1.4.2. Cepsep NTP
Cepsep NTP ncnonb3yerca 418 aBTOMAaTUYECKON CUHXPOHU3ALMN BPEMEHW Ha BCEX

cepBepax.
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2.1.4.3. loyToBbIN CepBeEp

MoYTOBbLIN cepBep MCNOAb3yeTCA ANA PacCCblZIKM KOAOB aAKTUBaAL UK yCTpOVICTB,

nonyyvyeHmna AnarHoCTU4eCKmMx OTHETOB C yCTpOMCTB nT. 4.

2.1.4.4. Cnyx0bl KaTanoros

MHuTerpauma MMO co caykbamm Katanoros (Microsoft Active Directory, ALD Pro,
Samba DC) ncnonb3yeTca ans aBTOMATUYECKON CMHXPOHM3aLMK CMMCKa Noab30BaTeNeN
yCTPOMCTB B 1Y CO CMMCKOM NONb30BaTENEN OpraHM3aLLMK, a TaKKe ANA aBTOMATUYECKOM

NPUBSA3KM YCTPOMCTBA K NO/b30BATENIO.

2.1.4.5. Chyxbbl ceptudmratos Active Directory (Active Directory Certificate

Services)

Cny»bbl cepTndmratoB Active Directory ncnonb3ytoTcs A8 ynpaBaeHMa KNto4eBomn
MHbopMaumer (3aKpbITbIM KUY, OTKPbLITbIA K4, cepTUPMKAT OTKPbLITOrO Ktoya)

NoNb30BaTeNEN YCTPOMCTB.
2.1.5. CepBep BHELWIHEro NpuaoxKeHnaA

CepBep BHELWHEro MNPUIOXKEHUA ABAAETCA CEPBEPHOM YaCTbtd MPOW3BOJIbHOIO
BHewHero (no oTHoweHuto K MIMO) npunoxkeHns, Kotopoe ¢ nomolubto MCY ocywecTsnaeT

nepeaavy push-yBegomneHMin Ha COOTBETCTBYOLLLEE MODUABHOE NPUIOKEHUE.,
2.1.6. llepeyeHb NCNONb3YEMbIX BHELLHMX PENO3UTOPMEB

B T1abnuue (Tabnuua 6) npmBeaeH CNUCOK BHELIHMX PEno3uTopueB, KOTopble

MCNonb3ytoTCA Npun yctaHoske [1M10.

Tabnnua 6

Ha3sHayeHue pecypca CcblnKa Ha pecypc
OduumansHbii penosutopuin Python Packaging Authority [https://bootstrap.pypa.io/
(PyPA) ana Ha4yaibHOM 3arpy3KM U YCTAHOBKM MHCTPYMEHTOB

yNpaBAeHUA NaKeTaMU, TakKUX KaK pip, setuptools WU
wheel

XpaHunumuwe MO ana asbika nporpammumposaHma Python https://pypi.org/

43



— ~] OTKPbITASA
PyKoBOACTBO aAMUHMUCTPATOPA | .“422%‘335'»‘22

NMPUMEYAHUE. Echm paHHble pecypcbl HeAOCTYMHbl MO MNPUYMHE 3aKPbITOro
KOHTypa, Toraa HeobxoaMmo 06paTtuTbCA B CAyXKOy TEXHMYECKOM NOoAAEePKKU
npeanpmatmna-nsrotosmutena MMNO 1 3aNpoCUTb apxXmMB C 3aBUCMMOCTAMW ONA YCTAHOBKMU

MMNO 6e3 AoCTyna K YKa3aHHbIM pecypcam.

2.2. BHelwH1e nHTepdencol cepsepa npunoxkenun Mo

Mepen HoOZaMW cepBepa MNPUAOKEHMI MOFYT pacnonaratbCs pPasNnyHble
KOMMOHEHTbl CeTeBOM MHOPACTPYKTYpPbl (Hanpumep, MeXKCeTeBOM 3KpaH, BHeELHMUN
6anaHCUMpPOBLIMK, CPeACTBO KpunTorpadmyeckom 3awmTsl nHGopmMmauum 1 4p.), KOTopble
06pabaTbiBaOT NOCTyNatoULME K CepBEPY MPUIOKEH NI 3aNPOChI.

Mo ymoN4YaHUIO HOAbl CepBepa NPUAOKEHUM AnA 06paboTKM BHELWHMX 3aNpOCOB
MCNONb3YIOT CheunanbHble BblA€NEeHHble MNOPTbl, B3aMMOAENCTBME C  KOTOPbIMM
OCYLLECTBASAETCA MO He 3aLNLLEHHOMY NPOTOKONY.

[Ona toro ytobbl MMO 6bIN0 AOCTYNHO U3 BHELWHEN CETU, HAa KOMMOHEHTAX CETEBOW
MHPPACTPYKTYpbl HEOBXOAMMO HAaCTPOUTL NepeapecaLmio NoOpPTOB.

Mpumep Tabanubl nepeagpecaunm nopToB (port mapping) npuBeaeH Ha

dU3NYECKOM apXxXMTEKTYPE, a TaKKe B Tabaumue (Tabanua 7).

Tabnuua 7
Ha3HayeHMe nopTta rlopr cepBep“a Mopt CK3U
NPUNOKEHUM

Ob6paboTka 3anpocoB KOHCONEN 8009 (http) 443 (HTTPS)
no/sib3oBaTenen/afMMHUCTPATOPOB, a TaKKe
3anpocoB npunoxeHunn «Aspopa LleHTp» 1 «MapkeT»
ObpaboTKa 3anpoCoOB KOHTEHT-CEPBEPOB 8024 (http) 8443 (HTTPS)
ObpaboTka 3anpocoB OT ycTponcTB K MCY ans 8025 (tcp) 999 (tls)
nony4yeHua push-ysegomneHni

Ana obpawerua k MNMMO nmeeT cMbICN 3aBECTU OTAENbHbLIN JOMEH <AC DOMAIN> U
Ha3HaA4YMTb €ero Ha Cambli MEepPBbIM KOMMOHEHT CeTeBOM WMHPPACTPYKTYPbI, KOTOPbIM

NPUHUMAET 3anpockl OT Nosb3osaTenen MMNO 1 yCTPOonCTs.
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omeH <AC DOMAIN> W BHeWHME NOpPTbl AOSKHbI ObITb YKa3aHbl B

COOTBETCTBYHOLWMX KOHPUTYPaLMOHHbIX dannax MMNO B npoLecce ero HaCTPOMKM.
2.3. BapuaHTbl ycTtaHosku 110

B 3aBuMcMmocTM OT TpebOoBaHWI K KOAMYECTBY NOAAEPKMBAEMbIX YCTPOMCTB

NPUMEHAIOTCA Pa3/iMyHble BapuaHTbl ycTaHoskuK [1110.
2.3.1. TpeboBaHMA K anNapaTHbIM XapaKTePMCTMKAM

[Ona 3anycka MMNO n CYB/[ Ha 1 cepBepe TpebytoTca cneayowme MUMHUMaNbHbIE
anmnapaTHbIe XapaKTePUCTUKN:

— 4 aapa npoueccopa;

— 8 b onepaTnMBHOM NamATK;

— 50 b cBOHOAHOrO MecTa Ha *KeCTKOM AMCKe.

[aHHYO KOHOUIypauMio PeKoOMEeHAYeTCA MCNO/b30BaTb B Ka4eCTBe TeCTOBOrO
CTeHAa ANs 03HaKomAeHnA ¢ dyHKLUMoHanom MIMO n MHbIX CyYasx, rae He NpeabaABAATCA
TpeboBaHNA K NPOM3BOAUTENBHOCTH.

BHUMAHWE! Tpoueccopbl cepBepoB C CEPBMCOM TapaHTUMPOBAHHOM A0CTaBKM
coobueHnin RedPanda go/mKHbI Noaaep»KneaTb Habop MHCTpyKUMi SSE 4.2 (Streaming
SIMD Extensions 4.2).

NPUMEYAHUNA:

v’ B Tabnumuax HUXe yKasaHbl annapaTtHble TpeboBaHma K SBM B 3aBMCHMMOCTM OT
MaKCMMabHOIO KOMYEeCTBa NOAAEPKMBAEMbIX YCTPOMCTB;

v Mpu pasmelleHnn $painnoBoOro xpaHuauLLIA Ha CepBepe MPUIOXKEHUN, obbem
KEeCTKOro AMCKa cepBepa NPUNOXKEHUIM HeobXoAMMO YBENUYUTb Ha Pasmep AaHHOro
XPaHUANLLA.

B Ttabnnue (Tabnuvua 8) npuBeeHbl annapaTHble XapakTepuctuku IBM, ana

paboTbl ¢ 10 000 yCcTpOMCTB.
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Tabnunua 8
MapameTpbl gna 10 000 ycTponcTs
C Mpoueccop, Ob6bem Obbem CKopocCTb
epsepa o : Konnyectso
KONIMYECTBO | ONEpPaTUBHOM | KeCTKoro | iops | ceTwn,
Anep namaTtu, N6 | ancka SSD, ' réwr/c cepBepos
Cepsep 4 10 75 200 0,1 3
NPUNOXKEHWUI
Cepsep b/ b, 4 4 700 200 0,1 2
MM, T1Y, NYT,
MoocC, ncy
BHelWwHMM 2 2 20 30 0,1 2
HanaHCMPOBLLMK

(nginx)

B Tabnunue (Tabnmua 9) nprBeaeHb! annapaTHble XapakTepucTukn 3BM, ans paboTbl

¢ 50 000 ycTpouncTs.
Tabnunua 9
MapameTpsbl s 50 000 ycTponcTs
Cepsepa Mpoueccop, Ob6bem _ O6bem | CKopocTb KOSMUYECTEO
KONMYECTBO | ONEepaTUBHOM |  XKeCTKoro | iops | cetwn,
anep namaty, N6 | amcka SSD, b réwr/c cepeepos
Cepsep 6 12 100 600 0,1 3
NPUNOXKEHUI
Cepsep b/l b, 6 6 3200 200 0,1 2
MM, 1Y, NVYT,
MooC, ncy
Content Server 2 4 150 100 1 2
BHelwHWI 4 4 30 30 0,1 2
H6anNaHCUPOBLLMK
(nginx)
BHewHu 2 2 20 30 1 2
H6anNaHCUPOBLLMK

content (nginx)

B tabnuue (Tabauua 10) npuseseHsi

paboTbl co 100 000 ycTponCTB.

annapaTHble XapaKTepuctukm IBM, ans
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Tabnunua 10
MapameTpsl gna 100 000 ycTpoicTs
CepBepa Mpoueccop, Obbem ) O6bem | CKopocTb KoNMuecTBo
KONMYECTBO| ONEepaTUBHOM |  KeCTKoro | iops | cetwn,
Anep namaTtu, N6 | ancka SSD, ' réwr/c cepeepos
Cepsep 10 14 110 100 0,2 3
NPUNOXKEHUN
Cepsep b/ b, 8 8 6300 600 0,2 2
MM, 1Y, NVYT,
MoOoC, ncy
Cepsep 2 8 50 1000 0,1 3
MHOPACTPYKTYPHbIX
KOMMOHEHTOB
Content Server 2 4 150 100 2,5 4
BHeLWwHWM 4 4 30 30 0,2 4
HanaHCMPOBLLMK
(nginx)
BHelWwHMM 2 4 20 30 2,5 4
HanaHCMPOBLLMK
content (nginx)

B Tabnnue (Tabnnua 11) npueeseHbl annapaTHble XapakTepucTukm 3BM, Ha ana

paboTbl ¢ 200 000 ycTpOMCTB.

Tabnuua 11
MapameTpsbl gna 200 000 ycTpoincTs
Cepsepa Mpoueccop, Ob6bem ) O6bem | CKopocTb KOSMUECTEO
KONNYECTBO | ONEepaTUBHOM | MKECTKOro | iops | ceTw,
anep namatn, 6 | aucka SSD, I'b réwr/c cepeepos

Cepsep 16 16 130 100 0,2 3
NPUIOXKEHWUI
Cepsep B/, MNb 4 12 7000 400 0,2 2
Cepsep b/] MM, 12 12 7000 800 0,2 2
ny, NyT, NOOC,
ncy
Cepsep 4 10 70 2000 0,1 3
NHOPACTPYKTYPHbIX
KOMMOHEHTOB
Content Server 2 6 200 200 5 6
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Mapametpsbl gns 200 000 ycTponcts
CepBepa Mpoueccop, Obbem _ O6bem | CKopocTb KoNMuecTBo
KONIMYECTBO | ONEpPaTUBHOM | KeCTKoro | iops | ceTwn,
Anep namaTtu, N6 | ancka SSD, ' réwr/c cepbepos
BHelwHWI 4 6 30 30 0,2 6
6aNaHCMPOBLLMK
(nginx)
BHewHu 4 4 20 30 5 6
HanaHCMPOBLLMK
content (nginx)

B 1abnunue (Tabnuua 12) npuBeaeHbl annapaTHble XapakTepuctukm I3BM, ana

paboTbl ¢ 500 000 ycTpoMCTB.

Tabnuua 12
MapameTpbl 500 000 ycTpoiicTs
Cepsepa Mpoueccop, Ob6bem _ O6bem | CKopocTb KOSMUYECTEO
KONMYECTBO | ONEepaTUBHOM |  XKeCcTKoro | iops | cetwn,
Anep namatu, N6 | ancka SSD, 6 réwr/c cepbepos
Cepsep 12 18 160 100 0,2 6
NPUNOXKEHUN
Cepsep b, b 6 22 18000 200 0,2 2
Cepsep b/l MM, 22 24 18000 2000| 0,2 2
[y, MyT,
MoOC,Nnecy
Cepsep b MNCY 20 24 2000 200 0,2 2
Cepsep 6 12 70 3000 0,1 3
NHOPACTPYKTYPHbIX
KOMMOHEHTOB
Content Server 6 8 200 200 5 6
BHewHu 6 8 50 50 1 6
HanaHCMPOBLLMK
(nginx)
BHewWwHWM 6 4 30 50 5 6
HanaHCMPOBLLNK

content (nginx)

Hanee npusefeHbl cxeMbl ycTaHoBKM [1110.
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2.3.2. KoHourypauma sce B ogHom (MMO n CYB[ Ha ogHOM cepsepe)

Cepsucbl MMO, WHPPACTPYKTYPHbIE KOMMOHEHTbl MO, KOMMNOHEHTbl Ccpeabl

dyHKUMOHMpoBaHMA MO, a Takxke cepsBep bl ycTaHOBAEHbl Ha OAHOM cepBepe

(PucyHok 4).

®Pusnyeckan apxutekTypa Aspopa LleHTp
KoHthurypauuna - ece B 0gHOM

BHyTpeHHWiA nepumeTp

> HTTP 8009 — Ynpasnaeman
[ M~ i Pafiovan malwuvHa
u TCP 8025 —7>~; \ | i
O [ ) |
R Lo
Ynpaenremoe SRLIELE. HTTP 8009 2w
Mo6UnbHOe | | TCPTLS 8025~ @ g
YCTpOHCTBO A i z2
Aspopa/Android N § g
28
H 808
HTTP 8009 o 0‘
HTTP 8009  1cpgpzs ! 3%
= Aepopa LieHTp
E % CepBep NpunoxeHui 1
~_ EF

D/

HTTP 8009
Pabouee mecto MexceTesoii
paapaboTumka H
NPUNOXKEHWIA 3Kpan
Pa6ouee mecTo
aAMWHUCTpaTopa
PucyHok 4

MPUMEYAHUE. BHewHWIn 6GanaHcnpoBlwmKk n CK3M He ncnonb3yroTcs.

[laHHYtO KOHUIypaLMlo pPeKoMeHAyeTCs WCMNo/b30BaTb A8 O3HAKOMAEHMA C

dyHKUMoHanom MMO M MHLIX cay4dasax,

NpPon3BOAMTENBHOCTM, 6€30MaCHOCTM M HaAeXHOCTU (PUCyHOK 5).

roe He npeabAaBaaroTCA Tpe6OBaHI/IFI K
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XX

Paspa6oTyuk
AnmuHucTpaTop -

NPANIOKEHNiA YnpasnAemoe
T MOGUNLHOR YCTPOACTBO
Browser Aepupamdnruld
HTTP HTTP' soas HTTP 8009

TCP 8025
HTTP 8008 JeP bozs

Ownarpamma paseepTeiBaHWA ABpopa LieHTp
KoHdurypauma - Bce B 0a4HOM

YnpaenAeman
Pafiouan MalHa
Linux

HTTP

Nginx
Consul
HTTP 10000-10500 Template
TCP  10500-11000

auth J (pkgrepo ‘ TCP 26379, 6379

L TCP 5432

@ @Ewsmmj@@@ '

appstore

T
\ l / / Cepsep Aspopa Lientp

BHyTpeHHMi m 8500 |
6anaHCMpOBLIMK

<)

Consul

@

Valke!

Nerenpa

Ba3sa faHHbIX

LLinHa coobieHunit

Kaw

BanaHcMpoBLLIMK

Service Discovery

Cepauchl

PUCYHOK 5

2.3.3. KoHpurypauma n3 oaHoro cepsepa NpuAoKeHn n oaHoro cepsepa b/l

Cepsuchl MMO 1 nHdpacTpyKTypHble KOMMNOHeHTbI MO ycTaHOBAEHbI HA OAHOM

cepsepe, a cepsep b[] ycTaHOBAEH Ha OTAE/NbHOM cepBepe. TaKkKe HaCTPOEHbl BHELLHWA

DanaHCUMpPOBLLNK, HAa KOTOPOM 3aaaH BHeWwHMM aomeH MMNO, n CK3W ana 3aWmTbl KaHana

CBA3MN.

,ﬂ,aHH\/I-O KOHCI)MpraLI,I/II-O perkomeHayeTCcad MCNo/b30BATb B KaA4YeCTBe TECTOBOVI,

nmbo B Cnydanax, Korda He npeabAB/IAKOTCA TpE6OBaHl/IFI K OTI-(a30yCTOI‘/J1‘-Il/IBOCTl/I 7

NPOM3BOAUTENBHOCTU (PUCYHOK 6, PUCYHOK 7).
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®uanyeckan apxutekTypa Aspopa LieHTp - 1 cepeep npunoxenuii n 1 cepsep B

CermeHT ¢ cepsucauﬁ:
E Aspopa LlenTp

53/TCP (DNS)
UDP 123 (NTP)
| TCP 25,465 (SMTP)

~_ Ynpaenreman

HTTPS 443 Paboyan mawmHa

TCPITLS 9997/ Linux Pormapping
0 :443 > :8009

Aspopa Ll.aHTp

BHyTpeHHWIA NepuMeTp

;' CermeHT cepsucoB oBLero HasHauyeH1A
! Microsoft MouToBbIA

HTTPS 443 5 :999 -> :8025 Actlve Directory Be| !
Vnpaenaemoe $ fnéernet Topmis asod & ' Cepaep npunoxenwii 1 | TCP 389,638 (MSAD) | B :
6unbHoe g2 HTTP 8009 : TCP80(MSADCS) ! :
MoGun B - TGP 8025 | | TCP 21114(Rustdesk) :
yeTpoicTeo 8% o = O o [ TCP 5432 ] : ]
Aspopa/Android o8 ~ ! ¢ ] ! ]
| S ! ] i :
Yo H ] ! :
o BHewHuiA ¢ ' H :
@ H ] ! :
HT"PS 443 a g GanaHcUpoBLLMK i g J ) :
E & ! s \  Prometheus  Grafana Rustdesk Micros :
= H | TCP 8081 (Prometheus) | Active Directory ;
/ H TCP 5432 (Grafana) Certificate Serwces ;
. Postgres - primary
HTTP"S 443 : Cepsep B 1
Pabouyee mecto { a8 Nerew
o ! Aa
paspasoTuMKa Ma’gﬁ;:““ i ;
MpUNoXeH! . - Cepeuchbl 06LLEro Ha3HaveHWA
TCP 21114-21117 (Rustdesk client) Cepeucel Aspopa LleHTp
UDP 21116 (Rustdesk client)
PaGouee mecTo TCP 3000 (Grafana)
anMUHUCTpaTopa
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Ovarpamma passepTbiBaHnA Aspopa LieHTp
1 cepBep npunoxxexuii u 1 cepsep 61
PaspaboTumk
NPUNOXEHNIA
Vnpasnaemoe
MO6UNBHOE YCTPONCTBO
ApmuHucTpaTop Aspopa/Android v
s npaenaeman
SZ Pa6oyana mawmuHa
. HTTPS
HTTPS £ > TCPLS
\HTTPS:/I<AC_DOMIAIN>
CP://<AC_DOM‘AIN>:999
7
P
4}' BHewHuii
6anaHcupoBLLUK
HTTP 8009/TCP 8025
CepBep NpUNoXXeHui
Y
BHyTpeHHui ‘ o '
‘ 6anaHCMPOBLUNK m ‘ ! :
: NI i Consul !
Consul ]
HTTP 1000010500 Template @
TCP 10500-11000 ! 1
“‘ ' |_Sentinel )
— 9
B 4 @ :
TCP 26379, 6379 A i
auth {appstoreJ pkgrepo 5 Valkey ).
] i
emm || push || cdn || mt TCP 9092 : J
' |RedPandaj:
/ L ¢
= Nerenpa
TCP 5432 Basa naHHbIx
LLinHa coobLieHnin
v Postgres - primary
Cepsep B[] Kaw
BanaHcupoBLmK
XpaHunuuie
Cucrema o6Hapy>xeHuA
auth emm appstore pkgrepo push CcepBucoB
CepBuchbl
[ pg._| panman pg_cron

PucyHok 7
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2.3.4. KnactepHaa koHourypauma (noagaepka o 10000 ycTponcTs)

B oTanumMm oT npeablaywen KoHPurypaumm B AaHHOW KoHdUrypauum Ans
obecneyeHns oTKaszoycTonumsocTn cepsucbl MMNO 1M MHOPACTPYKTYPHbLIE KOMMNOHEHTHI
MMNO cobupatoTca B KNacTep U3 Tpex HOA, KarKaas U3 KOTOopbix obpabaTbiBaeT 3anpochl.
TaK»Ke yCTaHaBAMBAETCA pe3epBHbI cepBep B/.

[laHHytO cXemy YCTaHOBKM pPEKOMEeHAyeTCcA MCNoNb30BaTb B  KayecTse

OTKa30yCTOMYMBON KOHDUIypaumm, nogaepkmsatower o 10000 ycTponcts (PUCyHOK 8§,

PucyHok 9).

®usnyeckan apxutektypa Aspopa LleHTp (10k yCcTpoiAcTB)

BHyTpeHHWA nepumeTp

' CermeHT c cepsucamm N
: Aspopa LeHTp CermeHt CYB/] Postgres

1 — » TCPIUDP
i —_—

Postgres - Leader

: 1 -~ q TCP

| 1 ; 5432 Cepeep B 1

! ¥npaanaeman | pepopallewp | =

i PaGosan mauwxa | Ceppep NpuOXeHHi 1 L}
Q TTPS 443 ] LinuX | rree 443 Port mapping: H : i Posigres - Replica.

TCP 989 ] :443 > :B009 1 1 “ Cepaep 612
Ynpasnaemoe L~ : TCP 999 : | epeep B/l .
MoBunbHoS ~a/ — H ~ : il .
yeTpolicTeo I ) i ; o N I CermMenT Cepeicos 0BLLEro Ha3HaNeHHA
Aspopa/Android o ntemet ! WP aos | 3 m?m:(m?) ! 1
( ' TCP8025 | -~ D | TCP25465(SMTP) H

HTTPS 443

[D/
PaGouee mecto

paspaGoTuuka
NpUAoXEHHA

: Microsoft MouTossii
| Actve Directory  copaep

E%Em@@ﬁ

| TCP BOB1 (Prometheus) Prometheus ~ Grafana Rustdesk
e Aspopa Liewtp a3 | TOP5432 (Grafana) | Active Directory
| LEPBSP NPMIOXEHMA S b Certificate Services 4:

l | TCP 369,636 (MSAD) |
i Aspopa Liextp | TCPBO(MSADCS) |
| Cepaep npunoxenui 2 } TCP 21114(Rustdesk)

HTTPS:/<AC_DOMAIN=
TCP:l<AC_DOMAIN>:898

MexceTepoi i 1
3KpaH ] H 1 x

= Nerexina

Cepaucs BLLETO HasHANEHNA
TCP 21114-21117 (Rustdesk client)

UDP 21118 (Rustdesk client)
Fetoseouerro. Top doda Crane o

PucyHok 8
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[Ouarpamma pa3sepTbiBaHvA Aspopa LleHtp - 10K ycTpoicTe
AnMuHHCTDATOD g
YnpasnAewan
ahw:_i:‘:uuuu
HTTPS =0
§ T
Aspopa LleHtp
[ wrTP B008/TCP 8025 HTTP BOOSITCP 8025 i
¢‘ Cepaep . v Cepsep
y HTTP 8500 NPMAOXEHMA 1 i Hm’ 8500 — npUnoxXeHuil 2|
armmone QT WC: T ol oaster TEPUDR 8301 6868 | FACH: -0 .
HIP 1000010500 e _@ Sentinel cluster TCP 26379 } r@ oo TP o8 ia00
| Sentinel | || sentiner ~
o) N l o | [Cam -Tcmmam%‘?;i@w : Redis replication TCP 6379 B : REE=TE I S \ i IW [ ] oevmppstrs
= = Y
——— A‘K‘prmdumrTGPs‘Mﬁ:, Vai oo r \ r -
|WWJ " g@ TR e Prorece | i l " ] ol

""" Cepeep

HTTP 8! i
s C it} _fT:\ m B i NPUNOXEeHHiA 3
f 1 ‘BanaHcHpOBLIMK
Consul ek
@ Template HrTP 1000010500
| TCP 1050011000
Senhr-el

Volkey, Tor asarasare ‘ push ‘ ‘

[ j TCP 9082 o o I*DNDD‘
FadPanda

X “_‘ E—

TCPS432
TCP 5432 Basa nanHex
Wwka coobueHmi
CoprepBR1 v CacupBﬂE Kaw

Postgres - Leader TCRUDP ? Pastgres - Replica —
e | B
ﬂ ’@ﬁﬂ@ c—1e DD[]D@ =

ot v ol 1 S | I N I 0 | ey et et o ey [ e

oo | pupwmn) St g Conen Joagumn]
Pennukauwa—TCP 5432
PucyHoK 9

2.3.5. KnactepHasa KoHoUrypauma ¢ KOHTeHT-cepBepamm (noagepka Ao 100000
YCTPOWCTB)

B oTanume oT KoHbUrypaumn, noaaepxmsatowen 4o 10000 ycTpoicTs, B AaHHOWN
KOHOUrypauum ana onTMMM3aLUmMm A0CTaBKM KOHTEHTA M CHUKEHWUA Harpy3KM Ha cepsep

ﬂpM/'IOH-(eHMlZ NCMOJIb3YKOTCA KOHTEHT-CEPBEPHDLI.
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[aHHyl0 KoHOMrypaumio pekomeHayeTca MCNonb3oBaTb, Koraa Tpebyetca
noggep:ka Ao 100000 ycTpoicTB u/mam B caydae OONbLWION TEeppPUTOPUaIbHON

YyAANeHHOCTWN YCTPOMCTB OT cepBepa NpunoxeHunin (PucyHok 10, PucyHok 11).

®duanyeckan apxuTekTypa Aspopa LIeHTp ¢ KOHTeHT cepeepamu (Oo 100K ycTpoicTs)

BHyTpeHHHiA nepumeTp
" GerueHT ¢ copavcama . .
| npunoxeHui Aspopa Liestp | I Cerment CYB[L Postgres ]
«——TCPAUDP !
; 8301,8302
) ]
: cp CP 5432
i 5432 Poslgres - Leader
! Vnpasnaeman = ] Cepaep B3 1
H Paﬂmfin MALIMHE - As 1
'S 443 H mapping: Cepeep npunoxexni 1 ) N
Vnpaanaeuos 10" S - ; HTIEG 143 1443 > 8009 1 i RELEEEn
MoBUNbHOE \ ~ H s 1
YCTPORCTEO rd ‘| H 1 e
Aspopa/Android i V' (—~ : S3TCP (DNS) s CermenT cepeucon oblIero HaaHauenua .
p (o N 28 HTTP 8009 | UDP123(NTP) | peK == ]
| ) 9 TCP 8025 > | TCP 25,465 (SMTP) ' :
N g z | TGP 369,636 (MS AD) | :
N E = | TCPEBO(MSADCS) - :
2 | TCP 21114 g :
‘.gﬂ, BHewHwi Aspopa Lientp | Top2 m“’“‘"‘)r - :
=Q GanancuposwmKk Cey NpUNONEHIA 2 : ! C |
HTTPS 443 33 P ERSHURR ; : - ]
£ A : = ® ]
/ E s : 3
TF : { Microsolt  Moutoswit DNS NTP :
—~ ; : Active Directory  cepeep '
HTTPS://<AC_DOMAIN>8443 ] :
3 f 3
Zzzmeem = | TCP 8081 (Prometheus) | |
MpHROKBHMA Aapopa LisHTp | TGP 5432 (Grafana) i
. Cepeep npunowenwii 3 | : J |
: . Prometheus  Grafana Rustdesk  Micros :

TGP 2111421117 (Rustdesk client)

UDP 21116 {Rustdesk client)
Pafiouse MecTo. TGP 3000 (Grafana)
aamvHKcTRaTOPa )

Mexcereaoi
aKpan

CorMeHT KOHTBHT CapBepoB

H : ABj
i HTTPS:/<AC_CONTENT_DOMAIN- Port mapping: 1 oL
: 443 -> 8009 H

: —

~ [ = Nerevna
Cepaucs! 06Wero HasHaveH
BHewkwi i
6ANAHCHPOBLLAK . Aspopa LienTp Aspopa Llentp Aspopa LienTp Aspopa Lienwtp Cepanes Aspopa LiewTp
' KoWTeHT-cepeep 1 KoWTeWT-cepaep2 KOHTeHT-cepeep3 KoWTeHT-cepaep 4 .

PucyHok 10
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[uarpamma paseepTteisaHuA Aspopa LleHTp - 100K ycTpoicTs

. ¢ ABpopa LeHTp
) Aspopa LeHTp i KOHTEHT cepeep
HTTP B00S/TGP 8025 HTTP B00S/TCP 8025 HTTP B003/TCP 8025 | :
!
Copoop ¥ Cepaep
A eree a0~ AEATGONAA 1 TP as00 _‘ o A npunCxeH 2|
Sanavcvpomn: ® —F 4<. Consu ciusier TCRAUDP 83018302 G 5] Sanacrponase:
Mg Conul Bonsul LS
e | [ Cormut
Tnpisto Torplaia \
fuigg ] e @ Sentinel cluster TGP 26379 ) ? T Ve o
Sontinel | 4 | somee
: L || Valkey repiication TGP 6379 B fa——
i 1 appstore | push auth TCP 28370 8370 - \opeey I Valkey e auth push | appstore * ‘ccsphgreps
s ——
| R || RedPandacluster TCP 33145 - @._ o
pkgrepo || mt || cdn ||emm | | TCPsoaz o ‘ emm || cdn || mt || pkgrepo | >
Fadrarda - 4 s
Copaop
b s ) @ R Pprnoxesa 3
DO g |t =
1_@ Tempiate HTTP 1000010500
O ot
| Sartinet
H L 4 ;
U< oo nmas) | wan || push | appuns koot
e
TF o2 | | aram | || mt || phorapo
pa—
- TNeresina
[p—
Ko
‘BanancHpon L
oo k4 [r—
sty Patroni | | |
' Crcron coapra
Sipmwcon
c Capamcn
Caonsul
Agent

Penmaumn—TCP 5432

PucyHok 11

2.3.6. KnactepHas KOHGUrypaumsa c KOHTEHT-CEPBEPOM M Pa3aebHbIMKU CEPBEPAMM

B (noaaeprkka Ao 500000 ycTpoicTs)

B AaHHOM KOHUIypauum N8 MUHUMM3ALMM B3aMMHOTO BAUAHWA APYr Ha Apyra
ocyllecTBNseTcs pa3geneHue Hambonee HarpyseHHbix b Mb (auth) v MY (emm) no
oTAeNbHbIM cepBepamM. MHPPacTpyKTypHble KomnoHeHTbl MO ycTaHaBAMBAKOTCA Ha
oTAeNbHbIX cepBepax, cepsuchl MMNO cobupatoTca B KnacTep M3 WeCTU Hog,. KOHTEeHT-
cepBepbl MOXKHO PAa3MeCTUTb Ha OTAE/bHbIX NAoWaAKaX (Hanpumep, B PasHbiX permoHax).

[aHHY0O  KOHOUIYpaLUIO PEeKOMEHAYeTCA WCMO/b30BaTb A1  MOALEPMKKM

MaKCKMManbHOTo KosinmyecTtsa ycTpoincTs (a0 500000 yctpoincTs) (PrucyHok 12, PucyHok 13).
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Duanyeckan apxutekTypa Aspopa LIeHTp ¢ KOHTeHT cepeepamu (Ao 500K ycTporcTs)

" Ceruewccepsucamn
npunowewwi Apopa LienTp

Ei.

ABpopa Lientp
CepBep NpMNOXeHWA 1

b

Aspopa Liewtp
Cepaep npunoenii 2

5432 |

Dl\nnps 443
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TcBunsHoE ~ TN Port mapping: Aspopa Lieutp
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— i
2
HTTPS 443 | i %
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,g . e s
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TCP 25,465 (SMTP)
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TCP 2111421117 (Rustdesk client)
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WYMMWI
5 . %
Aspopa Liewp  Aspopa Liewtp Mpooaump

| KoWTewT-cepeep  KOHT@HT-CEpBep

“““*

Brewswit E
Aspopa LienTp
KoHTeKT-cepaep

anancupouLi

HTTPS/i<AC_CONTENT_DOMAIN_1>

Aspopa Liewtp
Kmm«ﬂ-annp

BHyTpeHHWR nepumeTp

E\cpm
Postgres - Leader
Cepasp BA 1
Postgres - Replica
Cepoep BA 2
P 5432
Poslgres - Leader
Cepaep B auth 1

E\m ST
Cepsep B[] auth 2

P 5432

Postgres - Leader

Cepeep B push 1

= Nerevaa

Cepancs OBWETD HAIHAYEHNA
Cepamcsl ABpopa LieHTp.

PucyHok 12
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MOBUJIbHAA
PyKOBOACTBO afMUHMCTPATOPa AT®OPMA
Ouarpamma passepTbiBaHnA Aspopa LleHTp - 500K ycTpoicTs
AsmsHncTpaTop
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f ) : PN A" ; i | ‘ :
% Phampo || """‘ ‘ — T | [a\ " “PedPandaciusterToPaatas /7 AR) | | . é
- | fedpanca | \\ NN ———obe ,-"’ RedPanda | Content Gache Consul
[ | . RN e A
: /
[
‘ 7
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: Topaca BIL3 Cmﬂﬂi
E TCP 5432 — T
H __ Postgres - Leader | “r | | s
Paire o _ Patron Palmnl
¥ — v
L 1@
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| Replication T Replication’ i Ba3a AaHHBIX
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v
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L L TCPIUDP 83018302 Cepoics

PucyHok 13

2.3.7. KaTacTpodoycTonumBan KnactepHana KOHPUrypaLumsa ¢ yCTaHOBKOM CcepBeposB

NPUNOXKeHU 1 cepsepoB b/l B ABYX LieHTpax 06paboTKM AaHHbIX

B 4aHHOM KOHOUIYpPaLMK C Lebto 3aLUTbl OT MPUPOAHbBIX, TEXHOTEHHbIX KaTacTpood
AW TePaKTOB M obecnevyeHma HeNpepbIBHOCTM OM3HEC-NPOLLECCOB YCTAaHOBKA CEPBEPOB

NPUNOXKeHUn 1 cepsepoB bJ] ocyllecTBaseTca B ABYX UEHTpax 06paboTKM AaHHbIX

(LLOax) — ocHOBHOM 1 pe3epBHbI (PrucyHok 14).
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®duanyeckan apxutektypa Aspopa LieHTp (10k yctpoiicTs) 2 LIOOa

i OcHosHoi LIOA,

53/TCP (DNS)
(Active)

UDP 123 (NTP)
TCP 25,465 (SMTP)

CermeHT ¢ cepsvcami TG 280,636 (MS AL)

BHyTpeHHuiA nepumeTp
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e = . =
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Cepaep .oz fon
MOGMnbHOE PYggj\snueuan /< npUnOXeHwi 1 > 5 ‘ _
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Aspopa/Android Lintix : TCP 8025 = = sa32 > ; i Microsoft
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TCP 999 % 3 -
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28 Copaon - L :
- ;t 3 npunoxeHA 3 Postgres - Replica =
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i _HTTPS 443 | 0F— .02 e i =
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LT 3o e weneTOP 5482 e tciccuaacuscsamianins N
= 3% PeaepsHbiii LIOA :
Mexceresoi [ (stand by) : =
3KpaH Ea Y, N 5
T E CermeHT ¢ cepsucamu Cerment CYB[ MoyToBbIi cepsep
Aspopa Lientp TCP 5432?". StandBy knactep
\ == A [ roni i
HTTPS 443 : HTTP 8009 = G‘-‘ TCP )
HTTPS 443 TCP 8025 | 5432 = e
/ % = B Postgres Cepsef NiE
. p 3 Aspopa Llentp |~ G=5 TCP/UDP StandBy Leader " -
. H Cepaep “8301,8302 CepsepBA1 &
A S NpUROXeHWA 1 ~ g,
- =)
H . T I A""g"’“"""’ S3/TCP (DNS) = Rustdesk
e R e AR
. TCP 25,465 (SMTP) ostgres - replica —
Paboice Mecid PaGoep MecTo J TCP 389,636 (MS AD) Copep B2 (ais ~
paspaboTumka aamuHucTpaTopa TCP 80 (MS ADCS) : !
NPUNOXKEHWIA ‘“c“:':!';l:"'p ~TCP 2111 ) =
TCP 8081 (Prometheus) Grafana
& Nerexpa Prometheus
Cepaucst 06Wero HasHaveHuA
Cepauchi Aspopa LieHtp
B kaxagom LUO[de vycrtaHaBnmMBaeTca nNoOAHbIM  Habop cepsucos MO B

OTKa30yCTONYUBOM KOHOUrypaumm (n. 2.3.4 —2.3.6).

OcHoBHoOM LUO/ GpyHKUMOHMPYET B aKTUBHOM pexkume (Active), T.e. obpabaTbiBaeT

BeCb noctynatouwmm Tpaduk. Cepsepbl b/l ocHosHoro LIOJa cobupatotca B Primary

kKnactep. OanH 13 cepsepoB b/l BbicTynaeT B ponn Leader, BTopoi cepsep B poaun Replica,

penanumpya AaHHble ¢ Leader cepsepa 13 Tekyuwero LO/a.

PesepBHbit LLOJ GYHKUMOHMPYET B pexMMe oxunaaHua (StandBy) — Bce cepBUCHI

aKTUBHbI, HO TpaduKk B AaHHbIM LIOJ He nopaetca. Cepsepbl b/l pesepsHoro LO/da

cobupatotca B StandBy knactep. OamH 13 cepepos b/l BbicTynaeT B poan StandBy Leader,

penanumpya AaHHble ¢ cepBepa M3 ocHoBHoro LUO/[da. Btopon cepsep B/ BbicTynaeTt B

ponu Replica, penanunpya gaHHble ¢ cepBepa M3 TeKkyuero LIOa.
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CepBepbl NpWAOKeHUA M3 pasHbix LIOJoB He cBA3aHbl mexay cobon.
CUHXpPOHM3auma coctoaHna mexay LOdamn peannsyertcA 3a CYET CXeMbl KaCKaaHOM
penanKkaunm aaHHbix b1 n3 ocHosHoro LUIO/la B pe3epBHbIN.

MepekntoyeHne  Tpadumka MeXay LOdamm (failover/switchover)
OCYLLECTBAAETCA B py4HOM pexkunme (n. 3.10.21). MoTepa AaHHbIX NpK nepekntodeHmnn b/,

byaeT paBHa 3a4ep:KKe (nary) penankaumuu.
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3. YCTAHOBKA MNO

BHUMAHUE! AamuHuctpatopy/pa3paboTumky npu KOMUPOBAHWUM KOMaHA W3
HACTOALLEro AOKYMeHTa B dopmaTte .pdf HEOOXOAMMO MPOABAATb BHMMATENbHOCTb M
NOMONHUTENIbHO MNPOBEPATb Pe3yNbTaTbl BbIMOJAHEHMA COOTBETCTBYHOWMX KOMaHA Ha

aKpaHe.
3.1. Obwas nHpopmauua

YctaHoBKa MNMO 1 KomnoHeHTOB cpeabl GyHKUMOHUpoBaHMA MNIMO ocyuwecTeaaeTca
C MNOMOLULbIO clLeHapueB ycTaHoBKM [0, BbIMOAHAEMbIX Ha ynpaBaswowen IBM wu
HaMMCaHHbIX C MCMNOMb30BAHMEM [AEKNAPaTMBHOIO A3blka Pa3MeTKM A/1A ONMCaHuA
KoHourypaumm Ansible. CueHapum yctaHoBKK MO No3BONAOT BbINONHUTL YCTAHOBKY KakK
NIOKaNbHO (BCe& KOMMOHEHTbl Ha 1 9BM), Tak 1 ¢ yaaneHHon IBM (ynpasnatowein 3BM)

(PucyHok 15).

ynpaenawwaa N3Bh

,, |

Cgﬁggp npgne g}i:ﬁuﬁ B KoHTeHT cepsep | 1
| | = S
NG
\""“‘*F""J | MM |
&H‘TJ./ | — |
\'""T’/ | My T |
E [ nooc |
[ I I |
PucyHok 15
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NMPUMEYAHUE. Ynpasnsatowas 3BM HeobxoaMma TONbKO AN YCTAaHOBKM,
HacTponKkM 1 ynpasnenma MMNO u He TpebyeTtca ansa GyHKUMoHMpoBaHKMA MNMO.

BHUMAHWE! [ins yctaHoBku MIMO HeobXxoaANMMO Hanmnyme cTabmabHOro MHTEPHET-
coeMHEHNA Ha cepBepax NPUNOXKeHWM, cepepax b/l, KOHTEHT-cepBepax, a TaKXKe Ha
ynpasaatowen 3BM.

[na yctaHosku MMNO HeOHBXOANMMO BbIMOAHUTL CAeaytolwme 4eUCTBUA:

1) Yb6epuTbes, yTo cobnoaeHsbl TpeboBaHmA, NpuBeaeHHble B noapasaene 1.4;

2) YcTaHoBUTb M HacTpouTb OC Ha cepBepbl NPUIOKEHWI, cepsepbl b 1 npwu
HeobxoAMMOCTM Ha KOHTeHT-cepBepbl (noapasaen 3.2);

BHUMAHME! [ns kKoppekTHoM ycTaHoBKK MIMO Ha OC Astra Linux Special Edition
«CMOIeHCK» HeobXoaMMO OTKAUYUTL PEXXMM 3aMKHYTOM mporpammHoin cpeabl (3M1C).
Pexkum 3MC bnoKknpyeT 3anyck BMHapHbIX $alioB, HE UMEDLWMX NOANNCK MPOU3BOAUTENS
OC Astra Linux. B atom pexume OC npenatcteyeT paboTte KomnoHeHTos MO m ero
cnenyeT OTKUYUTL, BbINONHMB Caeaytowme AeUCTBUA:

— OTKAUMTE pexknm 3[1C c NoOMOLWbIo KOMaHAbI:

sudo astra-digsig-control disable

— obHOBUTE initramfs:

sudo update-initramfs -uk all

— nepe3sanyctute OC:

sudo reboot

[anee cnepynte peKOMeHAaUMAM, YKa3aHHbIM B M. 3.6.1 n n. 3.6.2.

3) Pa3BepHyTb M HacTpPOUTb ynpasasatoulyto IBM (noapasaen 3.3);

4) HactpouTb WHOPACTPYKTYpPHbIE KOMMNOHEHTbl MO M KOMMNOHEHTbI cpeabl
PyHKUMOHMPOBaHMA MMO (n. 3.5.1);

5) Hactpoutb MMNO (n. 3.5.2);

6) YCTaHOBUTb MHPPACTPYKTYPHble KOMMOHeHTbl MMNO M KOMMNOHEHTbl cpeabl

dyHKumoHmposaHua MMO (n. 3.6.1);
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7) YctaHosuTb MMO (n. 3.6.2);

8) HacTtpoutb noacuctemsl MMO (noapasaen 3.8);

9) Mpun HeobxoAMMOCTM BbLINONHWUTL AOMNOAHWUTENbHble HacTpolhku (MO,
MHOPACTPYKTYPHbIX  KOomMnoHeHToB  [MMO w1 cpeabl  dyHKUMOHMpoBaHMA [0
(noppasaen 3.10);

10) NMpoBepuTb  KOPPEKTHOCTb  YCTaHOBKM U dyHKUMOHMpoBaHua  [MMO

(noapasgen 3.11).

3.2. NopAanoK ycTaHOBKKU U HacTporKkn OC Ha cepeepax NPUNOXKEHWUN, cepsepax bl 1

KOHTEHT-cepBepax

3.2.1. YCTaHOBMUTb Ha CePBEPbI MPUIOKEHNI, cepBepbl Bl 1 Npy HEOBXO0AMMOCTH Ha

KOHTEHT-cepBepbl oaHY 13 cneaytowmx OC, npusedeHHbix B n. 1.4.2.

BHUMAHWE! Mepen yctaHoBkon OC HEOOXOAMMO 03HAKOMUTLCA C TPEOOBaHMAMM,
npuBeAeHHbIMWU B AOKYMeHTaumm Ha C3 HC/A.

OC pomKkHa bbITb YCTAaHOBNEHA B MUHMMA/IbHON KOHGUIypaumm 6es rpadmyeckoro
nHtepdeinca. Hanpumep, npu yctaHoske OC AnbT HeobxoaMMo BblbpaTb KOHOUIypaLmto

«Minimal Install» (PrucyHok 16) npu yctaHoske OC.

SiEEMinimal Install -

PucyHok 16

3.2.2. ObecneynTb BbINONAHEHME CAeayoWMX TpeboBaHMM

3.2.2.1. TpeboBaHuAa K npeaycTtaHoBAeHHbIM B OC nakeTam

Ha cepBepax npunoxeHui, cepsepax bl M KOHTeHT-cepBepax AO/IKHbl ObiTb
YCTAHOB/IEHbI CNeAytoLLme NakeTbl:

— sudo;

— python Bepcumn 3.6 nau BbilLe.
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3.2.2.2. TpeboBaHua K HacTpomke ceTn OC

Heobxoammo, 4tobbl HacTponkm cetm OC COOTBETCTBOBAAM CleadyHOLMM
TpeboBaHUAM:

1) [lnA  OCHOBHOrO  CeTeBOrO  WHTepdenca  OO/KEH  MPUCYTCTBOBATb
KOHOUIYPaLMOHHbIN Gan(bl):

— OC AnbrT:

/etc/net/ifaces/<umMma mHTepderica>/ipvdaddress
/etc/net/ifaces/<umMmsa uHTepberica>/ipvidroute
/etc/net/ifaces/<uma muHTepodeiica>/options

— OC Astra Linux, Debian: /etc/network/interfaces;

— OCUbuntu: /etc/netplan/*.yml;

2) CeTeBon MHTEpdENC AONKEH aBTOMATMYECKM 3anycKaTbca npu 3arpyske OC.

[na aToro HeobxoaMMo:

— B KOH®UrypaumoHHOM ¢anne /etc/sysconfig/network-scripts/ifcfg-
<yMs murepderrica> (ana  OC  PEA  OC) wam  /etc/net/ifaces/<ums
nnrepdeiica>/options (ana OC AnbT) 3a4aTb chneaytollee 3HAYeHWEe napameTpa

ONBOOT:

ONBOOT=yes

— B KOHOUIrypaumoHHbIt dann /etc/network/interfaces (ana OC Astra Linux

nnn Debian) BHECTX caeayoLLyo 3anmch:

auto <umsa mHTepbeMrca>

— B OC Ubuntu aBTO3anycKk ceTeBoro nHTepderca HacTPoeH No YMOAYaHUIO.
3) TMpuoputeTbl B KOHPUIypaLUMOHHOM daine /etc/nsswitch.conf A0NXKHbI

BbIMNALETbL CAeAyoWMM 06pa3om (MPprM MCNONb30BaHUM dnsmasq):

hosts: files dns

rae ... — OCTaNbHble ONUMKN, ECIU OHU UCNONb3YIOTCS;
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4) Ha ceTeBblx MHTepdencax cepBepoB NPUNONKEHUIM, cepBepoB b/l M KOHTEHT-
CepBEPOB  AO0/KHbl  OblTb  HACTPOEHbl CTaTUYecKMe ip-agpeca (Mcnonb3oBaHMe
AMNHAMUYECKUX aZpecos, BblaaBaemMbix No DHCP, He gonycKkaeTcs).

5) B cnyuae, Koraa cepBepa npunoxkeHuin MMNO HaxoasTCA 3a NPOKCM-CEPBEPOM,
HeobX0AMMO OTKIOUYUTb MPOKCMPOBaHME 3anpocoB K cepsucam [M0.

[na 3TOr0 B NEPemMeHHOM no proxy  KOHOUrypauumoHHoro  damna
/etc/environment HeOBXOAMMO YKa3aTb CMMCOK AOMEHHbIX MMeH wunau IP-agpecos

cepBepos I'IpVI/'IO)-I-(GHMlZ, ANA KOTOPbIX HE CeAyeT MCMNO/1b30BaTb MPOKCNPOBaHNE!

NO PROXY=localhost,127.0.0.0/8, .local,<moMeH cepeepa MNPMIIOXEHUI>

Hanpumep:

NO PROXY=localhost,127.0.0.0/8, .local,omp.acenter.example

3.2.3. [epenT B y4ETHYIO 3aNMCb CyNnepnonb30BaTeNsA C MOMOLLbK KOMaHAbI:

— OCAnbTm PEA OC:

su -

— OC Astra Linux, OC Debian n OC Ubuntu:

sudo -1

3.2.4. HacTpouTb penosmTopum:

— OC Astra Linux SE Bepcumn 1.7:

B KOHPUrypaumnmoHHOM danne /etc/apt/sources.list HEOOXOAMMO UCKAOUNTD
CD-ROM 13 cnmncKa AOCTYMHbIX Peno3nTopumeB, a TakKXKe HACTPOUTb AOCTYMN K OCHOBHOMY

(main) 1 6azoBOMy (base) peno3utopuam OC:

#deb cdrom: [0S Astra Linux 1.7.9.41 1.7 x86-64 DVD 1/ 1.7 x86-64
contrib main non-free

deb https://download.astralinux.ru/astra/stable/1.7 x86-64/repository-
main/ 1.7 x86-64 main contrib non-free

deb https://download.astralinux.ru/astra/stable/1.7 x86-64/repository-
base/ 1.7 x86-64 main contrib non-free

deb https://download.astralinux.ru/astra/stable/1.7 x86-64/repository-
extended/ 1.7 x86-64 main contrib non-free
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— OC Astra Linux SE Bepcumn 1.8:
B KOHOUrypaumoHHOM daine /etc/apt/sources.list HEOBXOANMMO UCKNIOUYNTD
CD-ROM 13 cnmncKa AOCTYMNHbIX PENO3UTOPMEB, @ TaKKe HACTPOUTb AOCTYN K OCHOBHOMY

(main) 1 6azoBoMy (base) peno3utopuam OC:

deb https://download.astralinux.ru/astra/stable/1.8 x86-64/repository-
extended/ 1.8 x86-64 main contrib non-free non-free-firmware

deb https://download.astralinux.ru/astra/stable/1.8 x86-64/repository-
main/ 1.8 x86-64 main contrib non-free non-free-firmware

#deb cdrom: [0S Astra Linux 1.8.4.48 1.8 x86-64 DVD]/ 1.8 x86-64
contrib main non-free non-free-firmware

— OC Anbt 8 CI1 penuns 10:
B KoHOUrypaumoHHom danne /etc/apt/sources.list.d/sources.list
HeobxoAMMO MCKMoUMTL CD-ROM M3 cnucka [OCTYMHbIX PEeno3uTopues, a TaKke

HACTPOWUTb AOCTYN K OCHOBHbIM (main, classic) peno3uTtopusam OC:

#rpm cdrom: [ALT SP Server 11100-01 x86 64 build 2023-05-29]/ ALTLinux
main

rpm http://ftp.altlinux.org/pub/distributions/ALTLinux
pl0/branch/x86 64 classic gostcrypto

rpm http://ftp.altlinux.org/pub/distributions/ALTLinux
pl0/branch/x86 64-i586 classic

rpm http://ftp.altlinux.org/pub/distributions/ALTLinux
pl0/branch/noarch classic

3.2.5. HazHaunTb nonb3osatendam OC npaBa Ha BbIMNOJIHEHME KOMaHZ, OT MMEHM

cynepnosib3oBaTenAd bes BBOJa Napoda C NOMOLLbKD KOMaHAbI:

echo '<umMmsa nosbs3oBaTesig> ALL= (ALL:ALL) NOPASSWD: ALL' | EDITOR='tee -
a' visudo -f /etc/sudoers.d/<uMmsa noJjb30BaTEJIA>

Hanpumep:

echo 'omp ALL=(ALL:ALL) NOPASSWD: ALL' | EDITOR='tee -a' visudo -f
/etc/sudoers.d/omp

BHUMAHMUE! lMpaBa Ha BbINOAHEHME KOMaHA OT MMEHW Cynepnoab30BaTeNs
NOMKHbI ObITb Ha3HayeHbl BCeM MoJb3oBaTeNnaAM (Ha ynpasnswowen IBM, cepsepax

npunoXeHui, cepeepax bl n KOHTEHT-cepBepax), KOTOPbIMM OCYLLECTBAAETCS YCTAHOBKA
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KOMMNOHEHTOB cpeabl yHKUMoHMpoBaHnA, CYB n MNMO. B npoTMBHOM Cayyae B npolecce
YCTAaHOBKM BO3HMKHYT OLWNOKM.

MPUMEYAHMUE. Monb3oBaTeNnb «0oMp» MCNONb3YETCA AN YCTAaHOBKM M OOHOBAEHNS
MMNO. [aHHbIM nonb3oBaTeNb MOXKeT ObiTb OTKAOYeH B npouecce pabotel MMO u
BK/IIOYATbLCA TONbKO Npu 06HOBAEHMK K HacTpolke 1M0.

3.2.6. OTKAOYMTL  HaAcTpoMKy 6esonacHocTn «astra-sudo-control» (B caydae

ncnonbaosanma OC Astra Linux):

sudo astra-sudo-control disable

3.2.7. 3a4aTb MMA XOCTa C MOMOLLbIO KOMaHAb!:

hostnamectl set-hostname "wuma xocrTa.umsa nmomeHa"

BHUMAHWE! Mpu 3apaHnm nmeHun xocta 0b6A3aTteNbHO A0/IKHO ObITh 334aHO MMA

NOMEeHa, KOTOPOEe OTAENAEeTCA TOYKON. Hanpumep:

hostnamectl set-hostname ocs-app.local

3.2.8. B HacTpoiKax DNS-cepsepa nam ¢pannax /etc/hosts yKkazaTb MMEHa XOCTOB

(hostname) M NONHbIE UMEHA AOMEHOB (FQDN) BCEX CEPBEPOB KNacTepa:

"ip-agpec" "umMmAa xocTa.mMA pgoMmeHa'

Hanpumep (B danne /etc/hosts):

192.168.0.108 ocs—-app.local

3.2.9. 3apaTb agpeca DNS-cepBepos:
Anpeca DNS-cepBepoB 3agatoTcs B panne /etc/resolv.conf B cneayolem

dopmarTe:

nameserver "ip-anpec"

Hanpumep:

nameserver 192.168.0.1

NPUMEHAHUA:

v’ B cnyvae oTeyTCTBUA dpaina /etc/resolv.conf HEOBXOAMMO €ro co34aTh;
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v' Mpu  ucnonbsosaHun OC  Ubuntu 24.04 BHOCUTb npaBkn B  dals
/etc/resolv.conf He TpebyeTcA.

3.2.10. HacTponTb MapLlpyT Mo yMoON4YaHuio (default gateway) 4epe3 lan
MHTepPPeNC B COOTBETCTBMMU C AOKYMeHTaumen Ha OC.

3.2.11. 3apaTb TekyLwme AaTy U BPEMA C MOMOLLbIO KOMaHAb!:

date -s 'YYYY-MM-DD HH:MI:SS'

Hanpumep:

date -s '2021-03-31 12:34:56"

3.2.12. MNepe3arpy3unTtb ynpasaatouyto IBM n cepBepbl C MOMOLLbIO KOMaHAb!:

reboot

3.3. MNopsapok pa3sepTbiBaHWUA U HACTPOMKKM ynpasastowen IBM

BHUMAHWE! TMepen pa3BepTbiBAHMEM W HACTPOMKOM ynpasaawowen 3ISBM
HeobxoAMMO NPOM3BECTM YCTAHOBKY, HAacTponKy OC Ha cepBepax NPUAOKEHUN, cepBepax
B4 v npn HeObXOAMMOCTM Ha KOHTEHT-CEPBEPAX B COOTBETCTBUM C noapa3aenom 3.2,

[lna pa3BepTbiBaHMA M HACTPOMKKM ynpaBastowen 3BM HeobxoaAMMO BbINOAHUTb
cneayrouwme AencTBumA:

3.3.1. YcTaHoBMUTbL Ha ynpasnaatouwyto 3BM oaHy ns OC, npuBeaeHHbIX B Tabauue

(Tabnunua 13).

Tabnunua 13

OC Bepcua

AnbT Cepsep 104
AnbT 8 CI1 10.2.2
Astra Linux Special Edition (Open, BopoHerk, CmoneHck) [1.8.4.48
Debian 11.11
Debian 12.8
PE OC 7.3.6
Ubuntu 22.04.5
Ubuntu 24.04.3
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MPUMEYAHUE. B kayectBe ynpaBaswolwen IBM MoKeT MCNONb30BaTbCA Kak
oTaenbHas 3BM, TaKk 1 cepsep npunoxxenuin MMoO.

3.3.2. HacTpouTb ceTeBoe B3ammoaencTeme ynpasnatowenn IBM ¢ cepsepamu
NPUIOXKEHMN, cepBepamm bl 1 KOHTEHT-CepBeEpPaMM.

HacTponka cetn Ha ynpasaawowen ISBM ocyliecTBAAeTcA B COOTBETCTBMM
¢ 31 Ha OC.

3.3.3. HactpouTb penosmTtopum:

— OC Astra Linux SE Bepcumn 1.8:

[inAa sToro B KOHPUIrypaUMoHHOM daine /etc/apt/sources.list HeobxoaMmo
nckntounTb CD-ROM 13 cnncKka AOCTYMHbIX PENO3UTOPUEB, @ TaKXKe HAaCTPOUTb AOCTYN K

OCHOBHOMY (main) 1 6a3oBomy (base) peno3uTtopusam OC:

# deb cdrom: [0S Astra Linux 1.8.4.48 1.8 x86-64 DVD]/ 1.8 x86-64
contrib main non-free non-free-firmware

deb https://download.astralinux.ru/astra/stable/1.8 x86-64/repository-
extended/ 1.8 x86-64 main contrib non-free non-free-firmware

deb https://download.astralinux.ru/astra/stable/1.8 x86-64/repository-
main/ 1.8 x86-64 main contrib non-free non-free-firmware

— OC Anbt 8 CI1 penuns 10:
B KOHOUrypaumoHHOm daine /etc/apt/sources.list.d/sources.list
Heobxoammo uckmtounTe CD-ROM M3 cnmcKka AO0CTYMHbIX PEeno3nTopueB, a TaKxKe

HACTPOWUTb AOCTYN K OCHOBHbIM (main, classic) penosuTopusam OC:

#rpm cdrom: [ALT SP Server 11100-01 x86 64 build 2023-05-29]/ ALTLinux
main

rpm http://ftp.altlinux.org/pub/distributions/ALTLinux
plO0/branch/x86 64 classic gostcrypto

rpm http://ftp.altlinux.org/pub/distributions/ALTLinux
plO0/branch/x86 64-i586 classic

rpm http://ftp.altlinux.org/pub/distributions/ALTLinux
pl0/branch/noarch classic
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3.3.4. Co3paTtb Ha ynpasaatwouwern 3BM oTaenbHbIM KaTanor, CKONMPoBaTb B HEro
cogepmmoe Kaxagoro DVD, coaepauwero MMNO, nHOpacTpyKTypHble KOMMOHEHTbI W
Tpebyemble KANMEHTCKME NPUAOKEHNA, 3aTEM NEPENTU B CO3AaHHbIM KaTa/ior C NOMOLLbHO

KOMaHAbl:

cd <OyTb kK kKaTaJloTy>

B pe3ynbTaTe A0/1XKHA NONYYNTLCA CAeaytoLlan CTPYKTypa:

/

—— installer-ac-mt.sh

—— install-ac-mt.tar.gz

—— install-infra.tar.gz

— <client-apps>.tar.gz
Hanpumep:

/

—— installer-ac-mt.sh

—— install-ac-mt.tar.gz
install-infra.tar.gz

—— client-apps-aurora.tar.gz

—— client-apps-android.tar.gz

—— client-apps-linux-alt.tar.gz
—— client-apps-linux-astra.tar.gz
—— client-apps-linux-redos.tar.gz
—— client-apps-linux-ubuntu.tar.gz

3.3.5. 3anycTnTb installer-ac-mt.sh C NOMOLLb KOMaH/bI:

bash installer-ac-mt.sh

3.3.6. [epenT B KaTanor co CLUeHapMAMM YCTAHOBKM C MOMOLLLbIO KOMaHAbI:

cd install-<Bepcus IIO>/install-ac-mt/

Hanpumep:

cd install-release-v5.3.0/install-ac-mt/

NMPUMEYAHMUE. JanbHenwmne AenCcTBUA NO YCTaHOBKE M HACTPOMKE KOMMOHEHTOB
cpeapl dyHKUMoHMpoBaHua MMO, a Takxke MO, HeobxoAMMO BbINOAHATL M3 AAHHOrO

KaTajsiora.
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3.3.7. YcTaHOBUTb Ha ynpasastowen IBM nakeTbl, Heobxoammble ANA 3anycka
CLLeHapMeB YCTAHOBKM:

— YCTaHOBWUTb CUCTEMHDbIE MaKeTbl C NTOMOLLBbIO KOMaHAbI:

sudo bash ./cnp-system-pkgs.sh

— YCTaHOBUTb PyP|-I'IaI-(eTbI C MOMOLWbKO KOMaHdbl:

bash ./cnp-python-pkgs.sh

NMPUMEYAHMUE. CkpunT ycTaHOBKM PyPl-nakeToB MOKeT BblAaTb NpeaynpexaeHue
00 OTCYTCTBMW KaTanora C UCNonHAembiMK dannamm B nepemeHHon PATH. [daHHoe
npeaynpexaeHne yKasblBaeT Ha TO, YTO YCTaHOBAEHHble Python-nakeTbl MOryT OKasaTbcA
HeAOCTYNHbIMKM ANA BbI30Ba M3 KOMAHAHOW CTPOKM.

PekomeHayeTtca [06aBuTb B nepemeHHyto PATH Katanor ¢ ycTaHOBAEHHbIMM
MakeTaMu B COOTBETCTBUM C PEKOMEHAALMEN.

MPUMEYAHME. Ecnmn TpebyeTca Mcnonb3oBaTb COOCTBEHHLIN peno3nTopuin PyPl-
nakeToB (PyPI registry), TO NpeaBapuUTeNbHO HEODXOAMMO CO34aTb KOHPUTYPALIMOHHbIN

dann /etc/pip.conf coaepHKalMi cneaytowme HaCcTPOMKMK:

[globall

index-url = <agpec penoz3muropusa PyPI>

trusted-host = <gomMeH XxoCTa C pPeno3UTOpPMUeEM>
Hanpumep:

[global]

index-url = https://example.com/repository/pypi-pypi.org/simple
trusted-host = example.com

3.3.8. Hactpoutb SSH poctyn ynpasastowen IBM K cepBepam MNPUIOKEHUN,
cepBepam bl 1 KOHTEHT-cepBepam (aaxe B caydae, Korga ynpasaatowana 3BM m cepsepbl
yCTaHOBAEHbI Ha 1 9BM):

— chopMMPOBaATbL KIOUYEBYIO Napy Ha YNpPaBAAOLLEM CEpBeEpE:

ssh-keygen -t rsa -b 4096
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— CKOMMPOBATb OTKPbITbIM KDY Ha CepBepbl MPUAOXKEHUNM, cepsepbl B K

KOHTEHT-CEPBEPDLI:

ssh-copy-id <mMsa nojb30BaTena>@<cepBep NPUIIOXEHUM>
ssh-copy-id <mmMsa nonbpz0BaTena>@<cepsep B>
ssh-copy-id <mMsa nojbp30BaTeNa>@<KOHTEHT CepBep>

— NPOBEPUTbL AOCTYN C YNpPaBAAlOWEN MalWHbl Ha CepPBEPbI MPUIOKEHUI,
cepBepbl b/l 1 KOHTEHT-cepBepbl N0 SSH Katouy (MNP BbINMOAHEHWUM KOMAHA, HUXKe BBOL,

napons He AoMKeH TpeboBaTbCA):

ssh <ums noJjb30BaTeNa>@<cepBep NPUIIOXEHMSI>
ssh <umsa nojbp3o0oBaTesna>d<cepeep BI>
ssh <umMsa nonp30oBaTeNA>@<KOHTEHT CepBep>

MPUMEYAHUE. Ynpasnstouime KomaHabl, PopMMpyeEMble CLEHAPUAMM YCTAHOBKM

MNro, nepegatoTca C UCNOMb30BAHNEM NPOTOKO1a SSH.

3.4. YnpouleHHas HacTporKa MNMNO ¢ noMOoLLblO MHTEPAKTUBHOIO MEHHO

YnpouleHHaa HaCcTpoMKa Mcnonb3yetrca A1a ObICTPOM HaAcTponKkM 6Ha3oBoi
KoHpurypaumm MMNO. Hactponka MMNO cBOAMUTCA K YKa3aHUIO B MHTEPAKTUBHOM MEHIO
TO/IbKO CambIX HEOHXOAMMbIX MapPamMeTPOB: MMA XOCTa cepBepa npuaoxeHuit MMO, nma
xocTa CYB/], aapec BHewHero banaHcnposLmKka, sepcmusa CYB/[ PostgreSQL.

YnpouleHHada ycTaHoBKa No3BoAseT ycTaHoBUTb MO B KOHPUTrypaumax:

— Bce B oaHom (MMNO n CYB[ Ha oaHOM cepBepe);

— OAMH cepBep NPUIOKEHUN N oanH cepsep b/,

[1aHHbIM BapMaHT pPeKoMeHOyeTCs MCNOAb30BaTb B O3HAKOMMUTENbHbIX LENAX C
6a30BbiMM BO3MOXKHOCTAMM T1MO, B OCTaNbHbIX CAyYasx caedyeT NPOnyCTUTb AaHHbIM

MYHKT.
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B npouecce O3HAKOMUTENbHOM YCTAHOBKM ByayT cHOPMMPOBAHbI MHBEHTAPHbIN
¢aﬁn OprmeHMﬂ(¢aMﬂ:inventories/<HaSBaHme OprmeHMH>/hosts.yml),aTaKHe
KOHOUTYpaLUMOHHbIe dalnbl OKPY)KeHUA (KaTanor: config/environments/<HaspaHue
oxpyxenus>/). [logpobHad MHPOPMaALMA O KOHPUIYPaAUMOHHBIX alnax OKPYKEHWN
npueeaeHa B n. 13.2.8. MNpn Heob6XxoAMMOCTN M3MEHEHWNA B AaHHble Gaibl MOXHO BHECTU
BPYYHY!O.

[na o3HakomuTenbHom yctaHoBku MO HeobxoAMMO BbIMOAHUTL Caedytoline
nencTema:

3.4.1. 3anyCTUTb CLUEHAPMN YCTAHOBKM C MOMOLLIbKO KOMAHAb!:

ANSIBLE USER="<mma nose3oBaTensa>" ./deploy.sh -e <HazBaHMe OKPyXeHMSI>

MPUMEYAHUE. Ha3BaHMe OKPYKEHNA MOXKET MMeTb Ntoboe 3HaveHue.

Hanpumep:

ANSIBLE USER="omp" ./deploy.sh -e test env

3.4.2. B npouecc BbINOAHEHUA CKPUMNTA HEOOXOAMMO B MHTEPAKTUBHOM pPEXKMME

3a/aTb CAefytoline NapameTpbl:

— UMA xocTa cepBepa npunoxeHni MMO (Set Aurora Center APP host), Hanpumep:

Set Aurora Center APP host: ocs-app.local

- MMHXOCTacepBepa6a3buanHux,Hanpmmep:

Set Aurora Center DB host: ocs-app.local

— URL-agpec BHelwHero 6anaHcMpoBLImMKa (NpKn ero Haandmm), Hanpumep:

Use external balancer [n]: y
Set Aurora Center external URL (example - http(s)://mydomain.com) :
http://mydomain.com

BHUMAHME! URL-agpec yKkasbiBaeTcs 6€3 cMMBO/Ia «/» B KOHLE.

— Bepcuto CYB/1 PostgreSQL, Hanpumep:

PostgreSQL version [15]: 15
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3.4.3. NoAaTBEpANTb KOPPEKTHOCTb 3aAaHHbIX MapPaMeTpoB, Hanpumep:

Ansible deployment user = omp

Aurora Center APP host ocs—app.local
Aurora Center DB host ocs—app.local
Aurora Center external URL http://mydomain.com
PostgreSQL version = 15

is this ok [y/n]? y

B cnyyae noatsepxkaeHuna (y), HauHeTcs ycTaHoBka [MO. B cayyae oTkasa (n),

6yaeT BbINONHEHO 3aBepLUEHME CLEeHAPMA YCTAHOBKM.
3.5. MopAnoK HAaCTPOMKKU KOMMNOHEHTOB cpeabl GyHKumnoHnposaHua MMO mn MNMO

MPUMEYAHUE. CueHapum YCTAaHOBKM MO3BOAAKT BbINOJHUTb HACTPOMKY U
ycTtaHoBKy M0, a TakKe KOMNOHEHTOB cpeabl GyHKLMOHNPOBaHMA MMO Ana HECKONbKUX
PA3/INYHbIX OKPYKEHWI. [opaaoK KOHOUTYpUpoBaHMA M ycTaHoBKKM MIMNO AnAa HECKONbKMX

OKpY*KeHun npmueeaeH 8 n. 3.10.15.

3.5.1. HactpoWika KOMMOHEHTOB  cpedpbl OYHKUMOHNPOBAHMSA rnro n

MHOPACTPYKTYPHbLIX KOMNoHeHTOoB MMO

MPUMEYAHWE. Maponu, cekpeTbl, TOKEHbI A0KHbI OblITb HE MeHee 8 CMMBOOB, a
TaKXe CcoAepaTb 3arnaBHble M CTpOoYHble DYKBbI (KMpMAanLa He aonyckaetca), undpsl,
npobenbl UK cneumanbHble CMMBOJbLL.  [lonycKaeTca MCNOb30BaTb  creaytouime

cneynaibHble CUMBOJIbI:

S&x ()-=_; .

[Ons  HacTpPOMKM  KOMMNOHEHTOB  cpedbl  yHKUMOHMpoBaHusa  [TMNO  u
MHDPACTPYKTYPHbIX KOMNOHEHTOB MO HeobX0AMMO BbINOAHUTL CAeaytolMe AENCTBUS:

3.5.1.1. Mepentn B KaTaaor CO CLEHAPUAMWM YCTAHOBKM /install-<sepcus

[II0>/install-ac-mt/.
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3.5.1.2. B unHBeHTapHOM (aine inventories/hosts.yml 334aTb ajpeca
cepBepoB (MMeHa XOCTOB), Ha KOTopble OyayT YCTAHOBAEHbl KOMMOHEHTbI cpeapbl
dyHKUMOoHMpoBaHMa MMNO n nHPPaCTPYKTYpPHbIE KOMNOHeHTbI MM10.

OnucaHue nopaaka 3aaHuA aapecos B MHBEHTAPHOM danne
inventories/hosts.yml npueegeHo s n. 3.10.12.

[na otobpaxkeHuns agpeca IBM HeoOX0AMMO BbINONHUTL KOMaHAY:

hostname

Mpumepbl $annoB hosts.yml ANA OAHOHOAOBOM W KNACTEPHOM KOHUrypaumm
npuBeAeHbl B KaTanore samples/ac/inventories/.

OnucaHMe NapaMeTpoB  MHBEHTApHOro dalna inventories/hosts.yml
npusegeHo s n. 12.1.1.

3.5.1.3. B KoHdurypaumoHHom o¢anne config/vars/ vars.yml HeobxoAnmo
3a4aTb MO0 NOMEHATb NpeayCTaHOBAEHHble 3HAYeHMA CAeayoWMX NapaMeTpPOB:

— napameTpbl nogkntodeHua noacucrtem MMMM0O K b

postgresqgl:
port: 5432

Mpn uncnonb3oBaHUM bOanaHcMpoBUMKa bl HeobxoaMmo 3a4aTb aapec XocTa

6anaHCMpPOBLLMKA, HaNnpUmep:

postgresqgl:
host: "10.189.221.57"

— Napoaib Cynepnonb3oBaTena "postgres" CYEBI Postgresgl, €CNM YCTAaHOBKaA

CYB/l ocylecTBnAeTCA C MOMOLLbIO CLleHapueB YCTaHOBKM:

Pg_superuser password: "postgres"

— Bepcuto CYB/:

pg version: 15

MepeyeHb AONMYCTUMbIX 3Ha4YEeHUM napameTpa npmseaeH B Tabauvue (Tabanua 14).
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3Ha4YeHMe napameTpa Bepcua CYb/]

14 PostgreSQL 14

15 PostgreSQL 15

16 PostgreSQL 16

17 PostgreSQL 17

l4-pro Postgres Pro Standard 14
l4-stdcert Postgres Pro Certified 14

15-pro Postgres Pro Standard 15
15-stdcert Postgres Pro Certified 15

l6-pro Postgres Pro Standard 16
1l6-stdcert Postgres Pro Certified 16

17-pro Postgres Pro Standard 17
17-stdcert Postgres Pro Certified 17

— 1uMmAa 1 naponb nonb3osatena CYB/ Postgresql c ponbto «replication»:

pg replication user:
name: replication
password: 123FD5648ert**h

— UMA 1 Naponb cynepnonb3oBatena CYB/[ Postgresql, oT umeHn koTtoporo byaet

OCYLLEeCTBAATbCA YcTaHoBKa [110:

pPg_custom superuser:
username: OCS_superuser
password: ClacVob"TwesOLs6

— agpeca DNS-cepsepos (obasatenbHo ana OC Ubuntu 22.04, Ubuntu 24.04 wn
PE[ OC 8.0), Hanpumep:

dnsmasq upstream servers: "192.168.137.1,10.189.211.10"

MPUMEYAHUE. OnuncaHre napameTpoB KOHPUIypaUMOHHbIX $GannoB cleHapunes
YCTAaHOBKWU cpeabl PyHKUMOHMpoBaHua [0, cueHapunes yctaHoBku MO um MMO
NpUBeAEHO B CAMMX KOHPUTYPaUMOHHbIX paiiax B BMAE KOMMEHTAapMEB.

3.5.1.4. B KoHbuUrypaumoHHOM ¢alnne config/secret.yml 3a4aTb MNapoOK,
CeKpeTbl 1 TOKEHbI:

— Maponb goctyna K bAl:
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database:
password: CHANGEME-ocs

— naponb goctyna k CYB/[, Valkey B napameTpe valkey password:

valkey:
password: "CHANGEME-@rTT9089087fslk"

— CEKPETHbIN KoY ANA ayTEHTUPMKaLMM 3anpocos K cepsucam MIMO:

hmac:
key: "CHANGEME-DEFAULT-F1IWpOt5dY51YJrm7H-DEFAULT"

— TOKEeH A0CTyna K cucteme obHapy»KeHusa cepBmcoB Consul :

consul:
token: "CHANGEME-ae9f5abb-6b8f-9252-59¢5-53bcb651£f182"

— CEKPETHbIN KoY KNMEHTOB (CepBMCOB):

defaultOidcClientSecret: "CHANGEME-HWfwehfoIOHwfe233WEfvwewe"

— K04 WNPPOBAHUSA CEKPETOB CepBMUCA ocs—auth-config-api, XPaHALWMXCA B

bA:

encrypt:
keys:
- "CHANGEME-master-key"

—-Kﬂ@qlﬂM¢pOBaHMHCEerTOBcepBMCaOCS—emm—poliCieS—api,XpaHHMMXCHB

bA:

encryption:
keys:
- "CHANGEME-master-key"

— K04 WKMPPOBaHMA CEKPEeTOB CepBMCA ocs-appstore-settings-api,

XpaHauwmxca 8 bA:

secret:
- "you really need to change this"

BHUMAHMUE! Mpun obHoBneHMn MMNO yaanatb cTapble KAto4M 3anpetlaerca. Hosble

K/THO4Y U H€O6XO,£I,I/IN\O ,D,O6aBﬂﬂTb B Ha4a/si0 CMUCKa,

77




— ~] OTKPbITASA
PyKoBOACTBO aAMUHMUCTPATOPA | .“432%‘335'»‘22

— Maposin, UCMNOAb3yemble A5 3alMTbl KPUTUYHOM WMHPOPMaLUMK (Hanpumep,

cookie ceccunm):

oidcpSecrets:
system:
- kdj%93cxk+57nMa4d
cookie:
- 9v _wer8*&r= hY8u

BHUMAHWE! JnvHa napona aonxHa bbiTb He MeHee 16 cumBooB. [Tpn 0bHOBAEHMM
MMNO ynanatb cTapble Naponu 3anpeuwaerca. HoBble naponn Heobxoammo nA06aBnATbL B
Ha4a/0 CMMCKa;

— Maponb [A0CTyna K CepBWCY TapaHTMPOBAHHOM [A0OCTaBKM coobuieHui

Redpanda:

redpanda:
password: 'CHANGEME-%GJJ690t5-0"

— Mapo/ib Cynepnonb30BaTeNa CepBmMca rapaHTMPOBAHHON AOCTaBKU COOBLLEHWNM

Redpanda:

redpanda_ superuser:
name: admin
password: CHANGEME-Tes%3@@poi

— Mapoab AOCTYyNa K CeEPBUCY ynpasaeHua knactepom b/l Patroni:

patroni:
apl password: "CHANGEME-VV4445@@@3kj5"

— Naponb A0CTyna K cepsucy 6anaHCMPOBKM Harpy3kn Keepalived:

keepalived auth pass: "CHANGEME-ravJulis*Imb5"

3.5.2. Hactpowka MMNO (noacuctem MMNO)

BHUMAHWE! Tepen BbINONHEHMEM HACTPOEK HEobXxoAMMO WM3y4UTb MNOPAAOK

PaboTbl C KOHOUTYPALMOHHbIMK dainamm, NnpuseaeHHbIn B . 13.2.9.
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MPUMEYAHWUE. Maponu, cekpeTbl, TOKEHbI A0MKHbI ObITb HE MeHee 8 CUMBOJIOB, a
TaKXe CoAepXaTb 3arnaBHble U CTPOYHble DYKBbI (KMpuaanua He aonyckaetca), undpsl,
npobenbl M cneumanbHble CUMMBOAbLI.  [lonycKaeTca MCNOAb30BaTb  Caedytolime

cneunanbHble CUMBOJIbI.

S&* () —=_7 .

Ona HacTtponkm MMO HeobxoAMMO BbINOAHUTbL CeaytoLlmne AeNCTBUA:

3.5.2.1. B wunHBeHTapHOM (anne inventories/hosts.yml 334aTb ajpeca
cepBepoB (MMeHa XOCTOB), Ha KOTopble ByayT ycTaHOoBAeHbI noacMcTembl MM10.

OnuncaHue nopaaka 3a4aHuA aapecos B MHBEHTAPHOM darne
inventories/hosts.yml npmusegeHo 8 n. 3.10.12.

3.5.2.2. BbinonHUTL HACTPOMKY nopTa Ana aAMMHUCTPATMBHbBIX
(npuBmMnernpoBaHHbIX) MHTEpderncos MNMO (npu HeobxoAMMOCTH).

Mo YMONYaHWIO MNPUBUNETMPOBAHHbIE U HEMPUBUAETMPOBAHHbIE WHTEPHENCDI
NPUHMMAIOT 3anpocsl Ha nopTy 8009.

B [IMNO npeaycmoTpeHa  BO3MOXHOCTb  Ha3HayUTb  aAMUHUCTPATUBHbLIM
(npuBMnernpoBaHHbIM) nHTEepdpencam MMNO oTaeNbHbIM NOPT. ITO NO3BOASET OrPAHUYNTD
[ocTyn HENPUBUNETMPOBAHHbIX No/sib30BaTeNeMn K aAMNHUCTPATUBHbIM
(npuBMnernpoBaHHbIM) MHTepdencam MMO.

[lna HasHayeHMA OTAEeNbHOro nopTa ANA aAMWHUCTPATMBHOrO MHTepdeiica
HeobXxoaAMMO B KOHOUTYpaLMOHHOM daline config/vars/ vars.yml yKa3aTb NOpPTbl ANA
HEeMPUBMNETMPOBaHHbIX WHTepdeicoB (NapameTp: nginx vhost external port) WU
aAMUHUCTPATUBHBbIX (MpUBUNEIMPOBAHHbIX) NHTepdencos (napameTp:

nginx_vhost_external_admin_portLHaﬂpmmep:

nginx vhost external port: 8009
nginx vhost external admin port: 8010

N3meHeHne nopTa HeobXoAMMO YYMTbIBATL B HacTponKkax URI B nn. 3.5.2.3.
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3.5.2.3. BbinonHuTts Hactponky TLS ana BHewHux wuHTepderncos [MMNO (npwu
HEeobX0ANMMOCTH).

Hactpoika TLS morkeT noTpeboBaTbCA ANA 3alMTbl KaHa/NA0B CBA3M, Hanpumep,
MeXay BHEWHMM OaNnaHCUMPOBLUMKOM U CEPBEPOM  MPUIOKEHUN  WUAKM  MeXay
YyNpPaBAAEMbIMM YCTPONCTBAMM M CEPBEPOM MPUIOKEHMNA.

Mo yMON4YaHWMIO cepBep NPMHMMAET 3anpocbkl No npoTokoay HTTP. [ns HacTponkm
cepBepa Ha 06paboTKy 3anpocoB MO 3alUMULIEHHOMY MpoTokoay TLS Heobxoammo
BbIMO/IHMTbL CAeaytoline AeNCTBMA:

3.5.2.3.1 B KoHOUrypaumoHHom danne config/vars/ vars.yml BK/IOYUTD
ONUMIO nginx vhost external tls M yKa3aTb 3aKPbITbIA KAKOY U LLEeNOYKy cepTndmKaTa

3aKkpbIToro knto4a 8 PEM popmaTte, Hanpumep:

nginx vhost external tls:
enabled: true
private key: |
————— BEGIN PRIVATE KEY-----

MPUMEYAHUE. CepTuduKaT 3aKpbITOrO KAtOYa A0/IKEH COOTBETCTBOBATb
cneayowmm TpeboBaHMAM:

— B MOJle Common Name (CN) AO0/IKHO ObITb YKa3aHO OMEHHOE UMS;

— B cepTudMKaTe AO0/MKHO MPMUCYTCTBOBATb MOJEe subjectAltName, 3HAYEHME
KOTOPOro A0/1I)KHO COBMNAZaTb CO 3HAa4YeHMeM B MoJjie Common Name (CN);

— cepTMdMKAT AOO0MKEH BXOAMTb B LIEMOYKYy [0Bepua CcepTUPMKATOB Ha
YCTPOMCTBAX;

— dann  ceptMdmMKaTa  3aKPLITOTO  KAKYa  AO/KEH  BKAOYATb  LEMOYKY

CepTUPUKaTOB.
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Mpumep co3aaHMA 3aKPbITOrO KAtoYa U cepTMdMKaTa 3aKPbITOro KAYa NpuBeaeH
B nn. 3.8.1.2.

3.5.2.3.2 B KoHouUrypaunmoHHom o¢anne config/vars/ vars.yml Heobxoanmmo
OTAENNTb NOPT ANA BHELWHWX BbI30BOB (MapameTp: nginx vhost external port) OT
BHYTPEHHEro  nopTa A48  MEXMNOACUCTEMHOroO  B3aMMOAENCTBMA  (MapameTp:

nginx_vhost_system_port).Haﬂpmmep,yKa3aTbCﬂeAyKnumeﬂOprH

nginx vhost external port: 8009
nginx vhost system port: 8007

MPUMEYAHUME. Hactpoikn TLS coeamHeHna byayT NPUMEHEHbI K CAeayo MMM
nopTam:

- ﬂOpTﬂﬂﬂBHeMHMXBbBOBOB(HapaMGTp:nginx_vhost_external_portﬁ

— nopTt aAMWUHNCTPATUBHOTIO NHTepdeinca (napameTp:
nginx vhost external admin port);

— NopT  ANA  MNpuMema  3anpocoB  OT  KOHTEHT-CepBepoB  (MapameTp:
nginx vhost external cdn origin port).

3.5.2.4. BbinonHnTb HacTpomky URL-aapecos MMMO.

URL-aapeca MMNO 3aaatoTca B CEKUMN publicUris B KOHOUIypaUMoHHOM daiine
config/config.yml.j2.

BHUMAHME! URL-agpeca yka3biBatoTcs 63 CMMBO/IA «/» B KOHLLE.

Mo ymonyaHuto URL-agpeca MNMO HacTpoeHbl cneayowmm obpasom:

— NPOTOKO/: HTTP;

— hostname: COOTBETCTBYET MEPBOM 3aNMUCK B Fpynne app B UHBEHTAapHOM daline
inventories/hosts.yml;

— MNOpT: COOTBETCTBYET nepemeHHom nginx vhost external port,
33/1aHHON B KOHQUTIYpaLUMOHHOM dane config/vars/ vars.yml.

[laHHble HACTPOMKM COOTBETCTBYOT OAHOHOZO0BOM KOHOUrypaumm CUCTEMbI C
He3aWMLUEHHbIM  COeAMHEHNEM, OOWMM MNOPTOM  AAS  NPUBUAETMPOBAHHbLIX U

HeﬂpMBMﬂeFMpOBaHHHXMHTep¢EMCOBb46e3MCﬂOﬂbSOBaHMHBHEMHGFO68H8HCMDO&HMK&
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Bo3MOXKHbI cneaytolie BapmaHTbl HACTPOMKM:

3.5.2.4.1 URL-agpeca MMO ncnonb3ytoT 1 gomeH, 6e3 BHelHero 6anaHCMpPOoBLLMKA.

[laHHble HACTPOMKM NPUMEHWUMbI TONbKO K OAHOHOAOBOM KOoHOUrypauwuu. B
napameTpe publicUris.ac.commonAddress — N0 YMOJIMAaHUIO VYKa3aH hostname,

COOTBETCTBYHOLMIA NEepBOM 3anuMcu B Trpynne app B WHBEHTapHOM  danne

inventories/hosts.yml

ac:
commonAddress:
"http://{{groups['app'] |first}}:${nginxVhostExternalPort}"

Ecam B nn. 3.5.2.2 Obln Ha3HayeH OTAEeNbHbIM NOPT ANS aAMUHUCTPATUBHbBIX
(NnpuBMNernpoBaHHbIX) MHTepdENcos, TO HEOOXOANMMO B NEPEMEHHOM publicUris.ac.
adminAddress VyKa3aTb 3TOT nopT. [Ns yKa3aHMA nopTa MOMHO WCMNONb30BaTh
NepeMeHHyl0 nginxVhostExternalAdminPort WAW  HENOCPEACTBEHHO  3a34aTb

3Ha4YeHne:

ac:
adminAddress:
"http://{{groups|['app'] |first}}:${nginxVhostExternalAdminPort}"

3.5.2.4.2 Hactporika URL-agpecos [MNO npu MCNONb30BAHUM 3aALLMLLEHHOTO
coeanHEeHMA.

HesawmuieHHoe (npotokon HTTP) coeanHeHue ¢ cepsepom npunoxkeHuin MMoO
NOMNYCTUMO  MCMNONb30BaTb B  MWIOTHbLIX MPOEKTax, rae oTcyTcTByeT o0bpaboTKa
KOHPMAEHUMANbHOM MHPOPMaLUMK. B OCTanbHbIX CAy4asx AoMKHa obecnevymBaTbCA
3allMTa KaHa/10B CBA3M.

MMO noanepmBaeT BO3IMOXHOCTb MCMO/Ib30BAaHMA 3aLMLLIEHHOIO COeAMHEHMA
TO/IbKO C UCNO/Ib30BAHMEM BHELLIHEro KPMMATOLWAK33a UAM HACTPOMKKM TLS Ha BHelHem
HGanaHCcMpOoBLLMKE.

Mpn  MCNonb3oBaHMKM  3awmuleHHoro coeanHeHma B URL-agpecax T[1M10

HeobxoaMMOo yKa3biBaTb NpoTokon HTTPS:
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ac:
commonAddress: "https://acenter.example.ru"

3.5.2.4.3 URL-aapeca MNMO ncnonb3ytoT 1 AOMEH Ha BHellHeM HaNaHCUPOBLLMKE.
B AaHHOM cnyyae B napameTpe commonAddress HEOBXOAMMO 3a4aTb MPOTOKON
(http mnam https), uma gomeHa <AC_DOMAIN> 1 nopT, HAaCTPOEHHble Ha BHELHEeM

6anaHCUMPOBLUMKE, HaNnpUMep:

ac:
commonAddress: "https://acenter.example.ru"

3.5.2.4.4 URL-agpeca MMNO pa3geneHbl Ha BHELWHWUA U BHYTPEHHMA AOMEHbI Ha
BHelHeM 6anaHCcMpPOoBLIMKeE.

MoaobHoe pasaeneHue, TpebyeTcd, Hanpumep, Korga HeobxoaMMo OrpaHUYUTb
[0CTyn K KOHCONAM aAMUHUCTPATOPOB M3 BHELLIHEN CETMU.

B naHHOM cnyyae B napameTpe commonAddress HEOBXOAMMO 33a4aTb MPOTOKON
(http man https), uma aomeHa <AC_DOMAIN> n nopT ANAa BHELWHWX aapecos, a B
napameTpe adminAddress 3a4aTb MPOTOKOA, MMA AOMeHa W NOPT ANA BHYTPEHHMUX

aZlpecos, Hanpumep:

ac:
commonAddress: "https://acenter.example.ru"
adminAddress: "https://admin.example

3.5.2.4.5 URL-agpeca MNMO ncnonb3yoT pa3Hble JOMEHbI.
B paHHOM cnydae ana Kaxaon noacuctembl MO 3agaeTca cBOM CODCTBEHHbIN

NOMEH, Hanpumep:

cdn:
address: "https://external.cdn.example.ru"
originAddress: "https://acenter.example.ru:8024"
auth:
adminCrossTenantAddress: "https://authadmin.example"
publicAddress: "https://authpublic.acenter.example.ru"
aps:
adminAddress: "https://apsadmin.acenter.example.ru"
devAddress: "https://apsdev.acenter.example.ru"
marketAddress: "https://apsmarket.acenter.example.ru"
push:

adminAddress: "https://pushadmin.example"
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publicAddress: "https://pushpublic.acenter.example.ru"

mt:
adminAddress: "https://mt.example"

pkgrepo:
adminAddress: "https://pkgrepoadmin.example"
mobileAddress: "https://pkgrepomobile.acenter.example.ru"

repoAddress: "https://pkgrepo.acenter.example.ru"

3.5.2.5. OTpepaKktMpoBaTb KOHOUIYPAUMOHHbBIN Gain config/config.yml. 2.
B maHHOM KoHdurypaumoHHom darne Heobxoammo 3aaaTb NMOO M3MEHWUTb
npeayCTaHOBNEHHbIE 3HAYEeHUA:

— [OMEH YYeTHbIX 3anmMcen nosib3oBatenen Ana TeHaHTa "default":

defaultIdentityDomain: "omprussia.ru"

— YpOBEHb JeTannsaumm CcoobLIEeHUA NOrMpoBaHUs (pekomeHayeTcs 3a4aTb

"info" npu TecToBOM aKCNAyaTaUMM U "warn" NpuM NPOMbILIEHHON 3KCAyaTaLUN):

logger:
level: "info"

3.5.2.6. HactpouTb ¢parmnosoe xpaHuauuie MO.

OnucaHme HacTponkmn dannosoro xpaHuaumuwa MO (pannosbix xpaHuamu, MM, MY n
MNOOC) npuseaeHo B noapasaene 3.9.

3.5.2.7. BbinonHnTb HacTpoikmn 6esonacHoctn MO, apyrve AONOAHUTENbHbIE
HacTpoMku MMO u HacTporkn noacmctem MMO (Npu HeobxoANMMOCTH).

BHUMAHWUE! Tepen yctraHoskom [IMNO  TpebyeTca BbIMNOAHUTL  HACTPOWNKM
6esonacHoctu MMNO, gononHuTenbHble HacTporku MIMO 1 HacTpolikn noacuctem MMO (npw
HeobxoAMMOCTH).

[lepeyeHb UM onucaHWe AONONHWUTENbHbIX HacTpoek (1110 npueeneH B8

nogpasgene 3.10.
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3.6. NopAnoK yCTaHOBKM KOMMOHEHTOB cpeapl GyHKLUMoHUpoBaHus MNMNO u MNO

3.6.1. YcTaHOBKa KOMMOHEHTOB cpeapbl OYHKLMOHNPOBAHMA Mro n

MHDPACTPYKTYPHbIX KOMNoHeHTOoB M0

3.6.1.1. ObecneynTb CUHXPOHN3ALMIO BPEMEHN MEXKAY HOAAaMM KnacTepa.

Mpwn akcnayataumm MNMO B KNacTepHON KOHGUrypaumm Heobxoanmmo obecneymTb
CMHXPOHM3aUMIO BPEMEHU MEXAy HOAAaMM KnacTepa (Hanpumep, € NOMOLLBIO YTUANTSI
chrony).

[lna NpoBepKM CUHXPOHM3ALUMM BPEMEHN HEODXOAMMO BbIMNONHUTL KOMAHAY:

ansible-playbook play-check-time-on-hosts.yml --inventory-file
inventories/hosts.yml -vv --diff

[lo pe3ynbTaTaM BbINOJHEHMA KOMaHAbI 6yp,eT BblBEAEHO TeKyllee BpemAa Ha

KaXkO0M HoZle KnacTepa, Hanpumep:

acenterapp03.ompcloud 2022-11-09 09:48:38.394115
acenterappO4.ompcloud 2022-11-09 09:48:38.394533
acenterapp05.ompcloud 2022-11-09 09:48:38.394939
acenterappl06.ompcloud 2022-11-09 09:48:38.395490
acenterappl0l.ompcloud 2022-11-09 09:48:38.393034
acenterapp02.ompcloud 2022-11-09 09:48:38.393631

3.6.1.2. YCcTaHOBUTb Ha cepBepbl NpUAOXKeHUN, cepBepbl B 1 KOHTEHT-cepBepbI
HeobxoaMMble NakeTbl.

BHUMAHMWE! Mocne 3aBepLueHna ycTaHOBKM NakeToB cay»Kbbl SELinux n Firewalld
OyayT OTKAHOYEHDI.

[lna ycTaHOBKM NaKeToB HEOHXOAMMO BbIMONHUTL CAeayroWme AeNCTBUA:

3.6.1.2.1 YCTaHOBWUTb NaKEeTbI C MOMOLLbIO CAeAYOLLEN KOMAHObI:

ansible-playbook -i inventories/hosts.yml play-managed-node-
prerequisites.yml -vv -u <uMa [IOJIbL30BATEJSA>

Take npeaycMoTpeHa BO3MOMHOCTb  YCTQHOBKM  MaKeTOB  BMecTe C
KOMMNOHeHTamu cpeabl GyHKUMOHNPoBaHMA MIMO 1 MHGPACTPYKTYPHLIMU KOMNOHEHTAMM

MMNO ¢ NOMOLLbIO KOMaHAbI:
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ANSIBLE USER="<uma nospszoBatrena>" ./deploy-infra.sh --install-
prerequisites

Hanpumep:

ANSIBLE USER="omp" ./deploy-infra.sh --install-prerequisites

Ana OT,EI,e/'IbHOl\/JI YCTaHOBKKN MaKeToB H€O6XO,£I,MN\O BbIMO/THNUTL Cheayrouwmne
KOMaH/4bl:

— CcepBepbl MPUITOKEHUN:

ansible-playbook -i inventories/hosts.yml play-managed-node-

prerequisites.yml -vv -u <umMSa HOJIb30OBaTeNs> —--—-extra-vars
"node type=app" --limit app

— cepsepsbl b/;:
ansible-playbook -i inventories/hosts.yml play-managed-node-
prerequisites.yml -vv -u <uMg HOOJb30BATENS> —--exXtra-vars
"node type=db" --limit postgresqgl

— KOHTEHT-CepBepbl:

ansible-playbook -i inventories/hosts.yml play-managed-node-
prerequisites.yml -vv -u <uMdg HOOJbL30BATENS> —--exXtra-vars
"node type=content" --limit content

— cepBep C  WMHPPACTPYKTYPHbIMM  KOMMOHEHTaMu (B caydae, Koraa

MHPPACTPYKTYPHbIE KOMMNOHEHTbI YCTAHABNMBAOTCA Ha OTAENbHbIN cepBep):

ansible-playbook -i inventories/hosts.yml play-managed-node-
prerequisites.yml -vv -u <uMga [OJb30BaTeNsS> —--extra-vars
"node type=app" --limit=consul, redpanda,valkey

Hanpumep, yCTaHOBKA MaKeTOB Ha CepBepbl MPUIOXKEHWI OCyLLecTBASeTCA C

MOMOLLLbKO KOMAHAbI:

ansible-playbook -i inventories/hosts.yml play-managed-node-
prerequisites.yml -vv -u omp --extra-vars "node type=app" --limit app

3.6.1.2.2 Ha cepBepax nNpunoKeHun, cepBepax bl n KOHTEHT-cepBepax noj

ynpasneHmem OC PE/] OC BKAOUYMTb aBTO3aMyCK CAYKDObl network C MOMOLLbIO KOMaHAbI:

sudo systemctl enable network
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3.6.1.2.3 lNepe3arpy3unTb cepBepbl NPUAOKEHMN, cepBepbl B/l 1 KOHTEHT-CepBEpPLI C

NMOMOLBbKD KOMaHAbI:

sudo reboot

MopAOOK [AenCcTBMW ANA CAaMOCTOATENIbHOW YCTAHOBKM MAKeTOB, a TaKXe
oTKAtoYeHuto cnyx6 SELinux n Firewalld npuseaer 8 n. 3.10.7 1 3.10.8.

3.6.1.3. lNepenT B KaTanor co CLueHapMAMM YCTAaHOBKM B COOTBETCTBUM C . 3.3.6.

3.6.1.4. YCTaHOBUTb ~ KOMMOHEHTbl  cpeabl  PyHKUMOHMPpOBaHMA  TMO  u

MHOPACTPYKTYPHblE KOMNOHEHTbI MO ¢ NOMOLLbIO KOMaHAb!:

ANSIBLE USER="<mma nosezoBaTens>" ./deploy-infra.sh

Hanpumep:

ANSIBLE USER="omp" ./deploy-infra.sh

B pe3ynbTaTe BbIMONHEHNA KOMaHAbl B KaTanore logs byaeT cdopmmnposaH nor-
dann yCTaHOBKM KOMMOHEHTOB cpedbl GyHKUMOHMpPOoBaHMA MO 1 MHOPACTPYKTYPHbIX
KomnoHeHTos [1110.

OnucaHMe napameTpoB 3amnyCKa CKpUNTa deploy-infra.sh M MX BO3MOMHble
3HayeHndA npueeaeHbl B nogpasgene 4.1.

BHUMAHWUE! CKkpunT deploy-infra.sh M03BONAET YCTaHAaBAMBATb TO/bKO
CYb/[ PostgreSQL 14/15/16/17. CYBAl Postgres Pro HeobxoAMMO YyCTaHaBAMBATb
CaMOCTOATENbHO.

Mpu  wncnonsv3osaHmm  CYBJ,  Postgres Pro nmbo, ecnnm  yCTaHOBKY
CYb/[ PostgreSQL 14/15/16/17 HeobxoAMMO  BbLINOAHUTL  CamoCTosTeNbHO  (6es
MCNONb30BaHNA CLLEHAPMEB YCTAHOBKM KOMMOHEHTOB cpeabl GyHKUMOHMpPoBaHuA MO n
MHOPACTPYKTYPHbIX KomnoHeHToB [1M0), KOMaHAa YCTaHOBKM KOMMOHEHTOB Ccpe/pbl
dyHKUMOoHMpoBaHUA MIMO 1 MHPPACTPYKTYPHbLIX KoMmnoHeHToB MO nmeeT cneayowmi

BMA,:

ANSIBLE USER="<mma nosszoBaTensa>" ./deploy-infra.sh --skip-database
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OnucaHue yCcTaHOBKM M HacTponkm CYBJl Postgres Pro, a Takxe TpeboBaHMA K

camocToaTenbHoW ycTaHoBKe CYB/] npmnBeaeHsbl B noapasaene 3.12.

Takxke

npeaycmoTpeHa

BO3MOXHOCTb

YCTaHOBKMU

KOMMNOHEHTOB

cpeapl

dyHKUMOHMpoBaHMA MMNO 1 MHPPACTPYKTYPHbIX KomnoHeHToB MMO no oTAeNbHOCTU C

NMOMOLbIO ChedyrWnxX KOMaHA:

ANSIBLE USER="<wumsa
ANSIBLE USER="<wmmsa
ANSIBLE USER="<wum#a
ANSIBLE USER="<wum#a
ANSIBLE USER="<wumsa
ANSIBLE USER="<umMmsa
ANSIBLE USER="<mMmsa
ANSIBLE USER="<wumsa
ANSIBLE USER="<uMmsa

nojab3oBaTeynsa>"
noas3oBaTens>"
nojab3oBaTena>"
nojab3oBaTena>"
noas3oBaTens>"
noar30BaTensa>"
noar30BaTensa>"
noas3oBaTensa>"
noar30BaTensa>"

./deploy-infra.
./deploy-infra.
./deploy-infra.
./deploy-infra.
./deploy-infra.
./deploy-infra.
./deploy-infra.
./deploy-infra.
./deploy-infra.

sh
sh
sh
sh
sh
sh
sh
sh
sh

-C
-C
-C
-C
-C
—-C
—-C
-C
—-C

dnsmasq

nginx

consul
consul-content
consul-template
redpanda

valkey

ocs-user

db

3.6.2. YcTtaHoska 1110

[ns yctaHoBKku MNMO HeobxoAMMO BbINOAHUTL KOMaHAY:

ANSIBLE USER="<wumsa

rnoJjb30BaTejya>"

./deploy-ac.sh

Onucanne NnapameTpoB 3anyCka CKpuWNTa deploy-ac.sh W WX BO3MOXHbIE

3HaYeHua npueeaeHbl B noapasaene 4.2.

Hanpumep:

ANSIBLE USER="omp"

./deploy-ac.sh

B pe3ynbTaTe BbIMNOSHEHUSA KOMaH/bl B KaTanore logs byaeT cdopmmnpoBaH nor-

dann yctaHosku MMO.

Ana YCTaHOBKK noAacnctem no oOTAe/ibHOCTHU H€O6XOAMNK) B MapameTpe --

subsystems 3aaaTb UMA NOACUCTEMBI.

BHUMAHWME! YctaHoBka noacuctem MO A0MKHA OCYWECTBAATLCA CTPOro B

cneaytoulen nocnengosatensHocTu: b6, MM, NMOOC, MY, NYT, CDN, MCY.

Mpumep yCTaHOBKM NoACUCTEM

no OTAE/NIbHOCTU!

ANSIBLE USER="omp"
ANSIBLE USER="omp"
ANSIBLE USER="omp"
ANSIBLE USER="omp"

./deploy-ac.sh --subsystems auth
./deploy-ac.sh --subsystems appstore
./deploy-ac.sh --subsystems pkgrepo
./deploy-ac.sh --subsystems emm

88




— ~] OTKPbITASA
PyKoBOACTBO aAMUHMUCTPATOPA | .“432%‘335'»‘22

ANSIBLE USER="omp" ./deploy-ac.sh --subsystems mt
ANSIBLE USER="omp" ./deploy-ac.sh --subsystems cdn
ANSIBLE USER="omp" ./deploy-ac.sh --subsystems push

Ecan Heobxoammo yctaHoBuUTb MCY oTaenbHo oT Apyrux noacuctem MMO, Toraa

[0CTAaTOYHO ycTaHOBKUTL 1B 1 MCY ¢ nomoLlbto KOMaHAb!:

ANSIBLE USER="<mma nose3oBaTens>" ./deploy-ac.sh —--subsystems
auth, push

Ona yctaHosku MO 6e3 MNCY Heobxo0AMMO BbIMONHUTL KOMaHAY:

ANSIBLE USER="<mma nose3oBaTens>" ./deploy-ac.sh —--subsystems
auth, appstore, pkgrepo, emm, mt

3.6.3. BbinonHeHMe HacTponkmn noacuctem MO

BHUMAHME! Mpn HeBbINOAHEHMWN A@HHbIX HAacTpoekK YacTb GyHKUMK MO moxKeT
He paboTaTb MAM paboTaTb HEKOPPEKTHO.

HacTtpoika noacmuctem MIMO ocyuwlecTBaAeTcA B COOTBETCTBMI C nogpa3aenom 3.8.
3.6.4. BbinonHeEHME OrpaHnYeHnit N0 NPUMEHEHMIO

Mpw akcnayaTaumm MMNO Heobxoammo cobntoaath cneaytowme OFPAHNUYEHNA MO
MPUMEHEHWIO:

— [CY He ocyllecTBAAET ayTEHTUPMKALMIO NOAKAOHAEMbIX K HEMY YCTPOMCTB NOA
ynpasneHnem OC Aspopa Bepcum 5.0.0 n HmMKe, a Takke OC Android, noatomy npwu
HeobxoaumocTu obecneyeHna KOHPUAEHLMANBHOCTU, LLeNOCTHOCTM M A0CTYNHOCTM push-
yBEAOMIEHUIA  HEeobXxOAMMO  MCNONb30BaTb  KOMMEHCUMpYOLWME  Mepbl  3alWuThl
MHGOPMALIMM, HANPUMeEP, KPUNTOrpapuyeckyro 3aliMTy KaHana CBA3M C ABYCTOPOHHEWN
ayTeHTMdUKaumen mexay Cepsepom npunoxkeHni MCY n yctporncteamu. [Ans ycTponcTs
nop ynpasneHmem OC ABpopa Bepcun 5.1 n Bbiwe B MNCY peannsoBaHa ayTeHTUUKALNA,

MNO3TOMY MCNO/b30BaAHNE KOMMEHCUNPYHOLWNX MeEpP He Tpe6yeTCH,'
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— nocne ycTaHOBKM 1 HacTponku MO HeobxoaMmMOo BbIMOAHUTL OrpaHUYEHNA NO
NPUMEHEHWNIO,  MNPOM3BECTM  HACTPOMKM  He30MacHOCTM  KOMMOHEHTOB  cpeapl
dyHKuMoHmnposaHua [MMO, MHPpaACTPYyKTypHbIX KomnoHeHToB MO wn HacTpouTb C3U.

Heobxoanmaa nHdopmauma npmeeaeHa s n. 3.10.4.
3.6.5. [poBepKa KOPPEKTHOCTK YCTAHOBKMN U GYHKLMOHMpoBaHMs M0

MpoBepKa OCYLLECTBAAETCA B COOTBETCTBMM C noAapasaenom 3.11.
3.7. Aagpeca Beb-KoHconem

MepBoOHa4YanbHbiM Bxod B (MO ocywecTBaseTca C  NOMOWbo  KoHconm
aaAMMHUCTpaTopa b 1 npeayCcTaHOBAEHHOW YYETHOM 3anmcK C POSblo AAMUHUCTPATOP
YYeTHbIX 3anncen:

— nornH: admin@omprussia.ru;

— naponb: Admin123!

MPUMEYAHMUE. Mpun nepsom Bxoae B MNMO HeobXx0AMMO CMEHUTb NAPOb.

B Tabnunue (Tabnnua 15) npueeaeHbl agpeca BeH-KOHCONEN.

Tabnuua 15

Be6-koHconb URL-agpec Be6-KoHCOM

KoHconb agmuHmctpaTopa M6 | http(s)://<cepsep npunoskeHna>:8009/auth/admin/ui
KoHconb agmmHnctpatopa MM | http(s)://<cepsep
npunoxkeHna>:8009/appstore/admin/ui

KoHcosnb pa3paboTtumka MM http(s)://<cepsep
npunoxkeHna>:8009/appstore/dev/ui

KoHconb aammnHmcTpaTopa Iy http(s)://<cepBep npunoxeHns>:8009/emm/admin/ui
KoHconb agmmHuctpatopa MNYT | http(s)://<cepsep npunoxenmna>:8009/mt/admin/ui
KoHconb agmuumctpaTopa MCY | http(s)://<cepsep npunoskerHna>:8009/push/admin/ui
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3.8. OnucaHue HacTporku nogceuctem MMMO

3.8.1. OnuncaHme HacTponkn MNCY

HacTtpolika MNCY 3aKkno4aeTcs B HaCTPOMKe 0OpaTHOrO NPoKCK-cepBepa (reverse
proxy), @ TaKKe B HAaCTPOMKe NPOTOKONA B3aMMOAEMNCTBMA YCTPONCTB (push-aemoHa) ¢

MNey.
3.8.1.1. HacTpolka obpaTHOro NpoKcu-cepeepa

ObpaTHbIM NpPoKcU-cepBep (reverse proxy) CAYKUT Ans 06paboTKM 3anpocos
(noaKNtoYeHUM) MOBUABHBIX YCTPOMUCTB (push-gemoHa) no 3alnLLLeHHOMY NPOTOKoAY TLS
N TPaHCAMpPOBaHMe 3TKX 3anpocos B [CY.

Mpumepbl KOHOUIYpaUMOHHbIX danoB obpaTHOro npokcu-cepsepa Nginx ana

OAHOHOAOBOW W MHOMOHOAOBOW  KOHUIypauuin  npuMBedeHbl B KaTanore
samples/ac/nginx external-balancer/conf stream.d/.

[ns HacTpolkM obpaTHOro npokcu-cepsepa Nginx Heob6XOAMMO BbIMONHUTD
cnepytouime aencTema:

3.8.1.1.1 CKkonunpoBsaTb dann samples/ac/nginx external-
balancer/conf stream.d/one-node.conf (MM samples/ac/nginx external-
balancer/conf stream.d/three-node.conf A4 MHOIOHO/40BOW KOH¢MrypauMM) B
KaTanor /etc/nginx/conf stream.d/ W MNEPEMMEHOBATb €ro B ocs-push-
stream.conf C NOMOLLbKO KOMaHAbl:

— 418 OAHOHO40BOW KOHOUTYPALUK:

sudo cp samples/ac/nginx external-balancer/conf stream.d/one-node.conf
/etc/nginx/conf stream.d/ocs-push-stream.conf

— ANA MHOTOHOZ0BOM KOHbUIypaLuuu:

sudo cp samples/ac/nginx external-balancer/conf stream.d/three-
node.conf /etc/nginx/conf stream.d/ocs-push-stream.conf

3.8.1.1.2B cekuum upstream KOHPUrypaumoHHoro ¢arna ocs-push-

stream.conf 3a4aTb agpeca Hoa CepsepoB npuaoxeHun MCY, Hanpumep:
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upstream internal-lb-stream-8025 {
server ocs-app.local:8025 max fails=3 fail timeout=60 weight=1;
least conn;

}

3.8.1.1.3 Co3aatb KaTanor ans xpaHeHuna nor-pannos Nginx:

mkdir -p <OyTb K KaTajory>

Hanpumep:

mkdir -p /var/log/nginx/external balancer/

3.8.1.1.4 B cekumun server 3a4aTb 3HAYEHMA CeAYOLIMX NAPAMETPOB:

— MOPT, K KOTopoMy ByayT NOAKNOYATLCA YCTPOMCTBA, Hanpumep:

listen 999 ssl so keepalive=on;

— NYTb K 3aKPbITOMY KUYy M CcepTUUKATY 3aKPbITOro Katoua, KoTopble byayT

MCMO/1b30BaTbCA A/1A YCTAaHOBKK TLS-coeaMHeHMA, Hanpumep:

ssl certificate /etc/nginx/ssl/cert.pem;
ssl certificate key /etc/nginx/ssl/privkey.pem;

MPUMEYAHUE. CepTuduKaT 3aKpbITOrO KAKYa AO/KEH COOTBETCTBOBATH
cnepyowmm TpeboBaHMAM:

— B NoJle Common Name (CN) AO0/IXKHO ObITb YKa3aHO JIOMEHHOE NUMA;

— B cepTUdMKaTe AO0/KHO MPUCYTCTBOBATb MOJe subjectAltName, 3HaYeHMe
KOTOPOro A0/I*KHO COBNaAaThb CO 3Ha4YeHWeM B Nose Common Name (CN);

— CepTUPUMKAT [JO/MKEH BXOAWTb B LEMNOYKYy [O0Bepua CepTMPMKATOB Ha
YCTPOWCTBAX;

— Pann  cepTuPMKaTa  3aKPbLITOrO  KAOYA  JO/KEH  BKAOYATb  LEMOYKYy
cepTUdUKaTOB.

MpuMmep co3gaHmA 3aKPbITOro KA4Ya 1 cepTUdMKATa 3aKPLITOro KAtova NpmseaeH
Bnn. 3.8.1.2;

— nyTb K or-¢parnam Nginx B cootsetcTBmm ¢ nn.3.8.1.1.3, Hanpumep:
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access log /var/log/nginx/external balancer/access-999.log basic;
error log /var/log/nginx/external balancer/error-999.1log;

3.8.1.1.5 MpoBepnTb KOPPEKTHOCTb KOHPUTYPALMOHHBIX GarnioB Nginx ¢ MoOMOoLbO

KOMaHAbI:

sudo nginx -t

B cnydae OTCYyTCTBMA owmnbok 6yp,eT BbIBEAEHO COO6LLI,eHl/IeZ

nginx: the configuration file /etc/nginx/nginx.conf syntax is ok
nginx: configuration file /etc/nginx/nginx.conf test is successful

3.8.1.1.6 lepe3anyctutb Nginx c MOMOLbIO KOMaHAbI:

sudo systemctl reload nginx

3.8.1.2. Mpumep co3aaHMA 3aKPbITOro KAtoYa 1 cepTUdUKaTa 3aKPbITOrO KAko4a

BHUMAHWUE! T[puBegeHHbIM B  HACTOAWEM MNYyHKTE Npumep npuBeaeH
NCKHOUYNTE/IbHO B LENSAX O3HaKOMIeHUA ¢ dyHKUMOoHanom MCY. Co3aaHue n ynpasieHune
KNto4eBoM MHbOopMaUMen A0KHO OCYLWECTBAATLCA B COOTBETCTBMU C TPEOOBAHUAMMK U
pernaMmeHTaMm aKCNAyaTUpYyoLWen opraHmsaumm.

Ons  GOPMMPOBAHUSA 3aKPLITOrO K/AYa M cepTUPMKATa 3aKPbITOro KAoua,
MCMOJIb3YEMbIX /18 YCTaHOBKM 3aLUMLLEHHOrO coeaMHeHMs 0bpaTHOro NpPoKcK-cepsepa C
MOOUNBHBIMKU YCTPOMCTBAMKN (push-aemoHOM), HEeobXOoAMMO BbINOAHUTL Caeaytolime
NencTema:

3.8.1.2.1 Co34aTb 3aKPbITbIN KAHOY KOPHEBOIO CePTUPMKATA C MOMOLLBIO KOMAHARbI:

openssl genpkey -algorithm RSA -out <nyTe k Galyly C BAKPHITBEIM KJIIOUOM> -
aes-128-cbc -pkeyopt rsa keygen bits:4096 -pass pass:

Hanpumep:

openssl genpkey -algorithm RSA -out rootCA.key -aes-128-cbc -pkeyopt
rsa_keygen bits:4096 -pass pass:
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3.8.1.2.2 ChopmmnpoBaTb M NoANMCATb KOPHEBOM CepPTUPMKAT C MNOMOLLbLO

KOMaHAbI:

openssl req -x509 -new -nodes -key <noyThb kK damyly C SBaKPHBTBM KJIOUYOM
KOPHEeBOTO cepTuduxkaTa> -sha?256 -days 1024 -out <oyTe k danny cC
KOPHEBEIM CepTudmuraToM>

Hanpumep:

openssl req -x509 -new -nodes -key rootCA.key -sha?256 -days 1024 -out
rootCA.crt

3.8.1.2.3 Co34aTb 3aKpbITbl KAOY cepTUdMKaTa 0OpPaTHOro MNPOKCU-CepBepa C

NOMOLWBHO KOMaHAbI:

openssl genpkey -algorithm RSA -out <noyTe k Qamiy C BaKPHBTHM KJIOUOM
0OpaTHOT'O NPOKCH-Cepkepa> —-pkeyopt rsa keygen bits:4096

Hanpumep:

openssl genpkey -—-algorithm RSA -out server.key -pkeyopt
rsa_keygen bits:4096

3.8.1.2.4 Co3naTb KOHOUIYpPaLMOHHbIN dalin, KoTopbln ByaeT MCNOAb30BaTLCA A5
dopMMpPOBaHMA 3aNpoca Ha cepTUPUKAT NPOKCU-CcepBepa.

KoHPUrypaLuMOHHbIA Gpainn A0NKEH COOTBETCTBOBATL CAEAYIOLLMM TPebOBaHUAM:

— B MapameTpe Common Name (CN) AOJ/IKHO ObITb YKa3aHO AJOMEHHOE UMS;

— [O/KEeH NPUCYTCTBOBATb MNapaMeTp subjectAltName, 3HAa4YeHME KOTOPOro
JONKHO COBMaAaTb CO 3Ha4YeHMEM B NOJ1€ Common Name (CN).

Mpumep KoHbUrypaumoHHoro danna:

[ req |

default bits = 2048
prompt = no
default md = sha256

req_extensions = reqg ext
distinguished name = dn
[ dn ]
C = RU
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OU = OMP Aurora Center
CN = example.test

[ reqg ext ]
subjectAltName = (@alt names

[ alt names ]
DNS.1 = example.test

[ v3 ext ]

authorityKeyIdentifier=keyid, issuer:always
basicConstraints=CA:FALSE

keyUsage=keyEncipherment, datakEncipherment,digitalSignature
extendedKeyUsage=serverAuth,clientAuth
subjectAltName=@alt names

MoapobHaa MHPopmaumsa O NapameTpax KOHOUIypauMoHHoro ¢arna 1M nopaake
ero popMMpOBaHNA NMpMBeAEHa B AOKYMEHTaUMM Ha Kpuntorpaduyeckyro 6ubamoteky
OpenSSL: https://docs.openssl.org/3.0/manl/openssl-req/#configuration-file-format.

3.8.1.2.5 Co3aatb 3anpoc Ha cepTUuPuMKaT 0OpaTHOro NPOKCK-cepBepa C MOMOLLbLO

KOMaH/bl:

openssl req -newkey rsa:4096 -keyout <nyTb K Qanijay C 3aKPBTHM KJIOUOM
00paTHOTO IpPOoKCU-cepkBepa> -out <noyTe K Qanjay C 3alpoCOoM Ha cepTudmuxaT>
-config <nyTep kK KOHOUI'YpPALMOHHOMY Garniy>

Hanpumep:

openssl req -newkey rsa:4096 -keyout server.key -out server.csr -
config csr.conf

3.8.1.2.6 Co3naTb cepTUdMKaT 06paTHOro NMPOKCU-CepBEPA C MOMOLLLIO KOMaHAb!:

openssl x509 -reqg -in <nyTbs k ®annay C 3anpocoM Ha cepTtubmxar> -CA
<nyThb K Qanny C KOpHeBEM cepTudmxaTrom> —-CAkey <nyThb kK Qanyy C 3aKpPBITEM
KJIIOUOM KOPHEBOTO cepTudukaTa> -CAcreateserial -out <myTp K danny c
cepTudUKaATOM OOpPaATHOT'O NPOKCU-cepsBepa> -days 500 -sha?256 -extensions
v3 ext -extfile <xkOHQUI'YpPALUMOHHEI Qani>

Hanpumep:

openssl x509 -reqg -in server.csr -CA rootCA.crt -CAkey rootCA.key -
CAcreateserial -out server.crt -days 500 -sha256 -extensions v3 ext -
extfile csr.conf
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3.8.1.2.7 Co3aatb pann c uenovykon cepTudukatos. [na 3Toro HeobxoaMMo
KOpHEeBOW cepTuduKaT 3anmcatb B ¢paln c cepTudpmnKkaTtom 0bpaTHOro NpoKCcU-cepsepa C

NMOMOLBbKD KOMaHAbI:

cat <oyTer kK Qanyly C KOPHEBHM cepTudmxaToM> >> <OyTb kK Qamyiny cC
cepTudmraToM OOPATHOTO NPOKCHU-CepBepa>

Hanpumep:

cat rootCA.crt >> server.crt

3.8.1.2.8 YoanuTb Napo/ib C 3aKPbITOro K/At4a cepTudmKaTa 0O6paTHOro MpPOKCU-

cepBepa C NOMOLLbHO KOMaHAbl:

openssl rsa -in <OoyTb kK Qalyly C BaKPBTHM KJIOUOM OOPATHOTO IIPOKCU-—
ceppepa> -out <nyTe K Qalyly C BaKpPHITEM KJIOUOM OOPaTHOI'O MNPOKCU-CepBepa
Be3 napoJja>

Hanpumep:

openssl rsa -in server.key -out new.server.key

3.8.1.3. HacTpolka npoToKoaa B3aMMOAENCTBNA YCTPoMCTB (push-aemoHa) ¢ MNCY

YcTpoicTBa B 3aBMCMMOCTM OT YCTaHOB/AEHHOM Ha Hux Bepcum OC Aspopa
MCMONb3YIOT PasHble BepcuM npoTokona B3ammopgenctema ¢ [CY. lNepeyeHb Bepcuit

NPOTOKONa B3anmoaenctans yctpoicts ¢ MCY npueeaeH B Tabanue (Tabavua 16).

Tabnumua 16

Bepcus OnucaHue
NpOTOKONA
0 Bepcua npotokona gna OC Aspopa 3-ro nokoneHuwA. He noagep»kusaet
ayTeHTudmKaumto yctpomncts B MNCY
2 Bepcua npotokona ana OC ABpopa 4-ro MOKOJIEHWA, B KOTOPOWM Y4TEHbI
0CcObeHHOCTM MHOronosnb3oBaTenbckoro pexxmma OC. He nopaepkmBaet
ayTeHTMduKaumto yctpomcts B MNCY
3 B AaHHOM BepCMM NPOTOKONA Peann3oBaHa ayTEHTUPUKALMA YCTPOMCTB Npun
noakntoveHnmn K MCY. NMoanepkmnsaetca OC ABpopa Bepcnn 5.1 u BbiLLe.
MPUMEYAHUE. Vicnonb3oBaHMe NPOTOKOAA BepcuM 3 A0MNYCTMMO MNpu
ycnosum yctaHoBKu MCY coBmecTHo ¢ Y n akTMBaumm yctponcts B Y. B
MHOM C/ly4ae HeobxoaMMO MCMOIb30BaTb MPOTOKO/1 BEPCUM 2
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3ap,aHv1e NMPOTOKONa OCyLecCTBNnAETCA B napameTpe
allowedDeviceProtocolVersions KOHOUIypaUMOHHOro ¢alna install-<sepcus
MII0>/install-ac-mt/config/subsystems/push/config.yml. B gaHHOM napameTpe
3a4aeTCA CMMCOK AOCTYNHbIX BepCl/IVI NnPOTOKONA. Ecam 33d3dHO HECKOJ/IbKO Bepcmﬁ, TO 6V,£I,€T
NCMONBb30BATbCA MaKCUMaA/IbHAA BEPCKMA TMPOTOKOJ1a, KOTOPAA MNoaaepXmBaeTca wu
YCTPOMCTBOM, 7 CEePBEPOM. Mpumepsl 3a4aHuA 3HaAYeHUM napameTpa

allowedDeviceProtocolVersions nNpuBeaeHsl B Tabauue (Tabamua 17).

Tabnunua 17
3Ha4eHWe napameTpa OnucaHune

allowedDeviceProtocolVe | B [ICY BKAtOYeHa NOAAEP’KKa BCEX BEPCUIM MPOTOKO/A.
rsions: [] NCY ayTeHTUGULMPYET yCTPOMCTBA, NOAAEPMKMBAIOLLME
NPOTOKO/ BepcumM 3. YCTPOICTBa, He NoAAepsKMBatoLLme
npoToKon Bepcum 3 B3ammogenctsytoT ¢ [ICY 6e3
ayTeHTUPUKaUMN.

[aHHOe 3HaYeHMe NCNO/b3yeTCa Mo YMOAYaHUIO
allowedDeviceProtocolVe | Yerpoiictea B3avmogenctsytoT ¢ MCY no npoToKoay

rsions: [0, 2] Bepcun O nam Bepcum 2. AyTeHTUOUKaALMA YCTPOMCTB He
oCyLLecTBNAeTCA

allowedDeviceProtocolVe | BsgumopeitctsoBate ¢ MCY MOryT TOMbKO YCTPOWCTBA,

rsions: [3] noafepsknsatowme  nportokosn  sepcun 3. TICY

OCYyLLECTBAAET ayTEHTUOUKAUMIO YCTPOMCTB

[ocne BHECEHMA M3MEHEHUN HeobXOoAMMO NepeyCcTaHOBUTb KOHPUIYpPaLMOHHbIE

$alifibl C NOMOLLbIO KOMaH/b!:

ANSIBLE USER="<mma nosne3oBaTens>" ./deploy-ac.sh --action config

3.8.2. OnucaHme HacTponKkn MYy

HacTtpownKa MY 3aknto4aeTca B HaCTpoMKe B3anmoaenctesmna Cepsepa NpUIoKEHNIM
MY c Cepsucom ysegomneHmin Aspopa Bepcum 1.1.2 mam TICY, a TakxKe B 3arpyske

KapTorpaduyeckon nHbopmaumm B parinosoe xpaHuauuie My.
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3.8.2.1. Hactpoika B3anmoaemnctena Cepsepa npunoxenHuni My c rncy

B cnyyae HeobxogmmocTn B3ammoaenctema Cepsepa npunoxenuin MY c MCY
noTpebyeTcA BbINONHUTbL CAeAyoLUInMe HAaCTPOMKM:

3.8.2.1.1 CuHxpoHM3MpoBaTb Bpema mexay Cepsepom npuaokennm My mn Mcy.

3.8.2.1.2 3apernctpmpoBsaTtb B [MCY NpoeKT 1 NoAy4nTb KOHOUIYPaLMOHHbIE Galibl
C HaCTPOMKamM: mobile app ac push project.json n
app_server_ac_push_project.json.MHCprKuMﬂFK)CO3AaHMK)HpoeKTaﬂpeppTaBﬂeHa
B AOKyMeHTe «PyKoBoacTBO Nosib3osaTenda. Yactb 5. MNoacnctema CepBUC yBEAOMAEHNIAY.

3.8.2.1.3 3agaTb NPOTOKOA, AOMEH M NopT Ana obpauweHua K [CY (3HayeHume
napameTpa AO/IKHO COOTBETCTBOBATb 3HAYEHWIO NapameTpa push public address B
KOHOUTypaUMOHHOM dalne app server ac push project.json). [na 3T0oro B
KOHPUIYPaLUMOHHOM banne config/config.yml.j2 3a4aTb napameTp

config.publicUris.push.publicAddress, HANPUMeEP:

publicUris:
push:
publicAddress: "https://acenter.example.ru"

3.8.2.1.4 33paTtb 4OMEH <AC_DOMAIN> u nopt MCY ana yctpoicTs (push-aemoHa).

JomeH v nopt MCY ana ycTpomcTB 3a4at0TCA B CEKUMN pushNotificationSystem
KOHOUIypaumoHHoro ¢ahna config/config.yml.j2 W PacNPOCTPAHAOTCA Ha Bce
TEHaHTbl. 10 YMONYaHMIO B KayecTBe mobileHostname YKa3aHO MMA MEPBOro cCepsBepa

NPUIOKEHUN.

pushNotificationSystem:
mobileHostname: "acenter.example.ru"
mobilePort: 999

Takxe AomMeH W MOPT MOXHO 33a4aTb B KoHcoau agmuHuctpatopa [1Y npu
BbiNoAHeHMN nn. 3.8.2.1.6. B AaHHOM C/y4ae HAaCTPOMKM ByayT PacnpOCTPAHATLCA TONbKO

Ha TEHAHT B paMKax KOTOPOro BbIMO/HANACL HACTPOMKa.
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NPUMEYAHMUE. Nmsa nomeHa, 3aaaBaemoe B NnapamMeTpe mobileHostname, AOMKHO
CoBMaAaTb C UMeHeM cepBepa aapec nybanyHoro API cepBepa aBTOpM3aLIMK, 33[4aBaEMOro
B NepemMeHHOM publicUris.auth. publicAddress.

3.8.2.1.5 NepeyctaHoBuTb 1Y B cOOTBETCTBUM C M. 3.6.2, B C/ly4ae eC/iM HAaCTPOMKa
OCYLLECTB/IAGTCA NOCae YCTaHOBKM [1Y.

3.8.2.1.6 B KoHconun agmuHuctpaTopa MY («KAAMUHUCTPUPOBAHME» — « HACTPOMKM»
— «MHTerpauma» — «CepBuc yBegomMneHnin ABpopa») 3a4aTb NapameTpbl B3aMMOAENCTBUA
Cepsepa npunoxeHun MY mn Mcy.

OnucaHMA Ha3HAYeHMA NapamMeTpoB M MNOPAAOK HACTPOMKM NpuBeAeHbl B
NOKyMeHTe  «PykoBoACTBO  nonb3oBaTensa. Yactb 3. T[loacuctema  natdopma

ynpaBaeHma».

3.8.2.2. PyyHaAa HacTpoMKa AOoCTyna K npuaoxeHuto «Aspopa LleHTp» anA

OC ABpopa 1 OC Android

Mo ymon4YaHuto [AO0CTyn K npunoxeHuto «Aspopa LleHTp» HacTpamBaeTcA
aBTOMaTU4ecKu B npolecce yctaHosku MI0O.

[na py4HOM HACTPOMKM AOCTyNa K NpuAoKeHuto «Aspopa LleHTp» Heobxoammo
BbIMO/IHWTL CAeAytolme AeNCTBUSA:

3.8.2.2.1 BblnoXu1Tb yCTaHOBOYHbIN dann (APK-pann nanm RPM-nakeT) npunorKeHums
«ABpopa LleHTp» B dannoBoe xpaHmamue Y cornacHo napameTpy root CEKUMM location
/clientDownload  KOHPUrypaumoHHoro ¢aklna /etc/nginx/conf.d/ocs-emm-
static-files.nginx.conf (MO YyMOAYaHMIO KaTanor: /ocs/emm/clients), Ambo

napameTpy root KOHPUrypauMoHHOro ¢amna install-<eepcmsa IIO>/install-ac-
mt/config/subsystems/emm/applications/ocs—-emm-static-files/ocs—-emm-

static-files.nginx.conf.j2 cueHapues ycTaHoBku [M10.
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YcTaHoBOYHbIE haibl AONKHbBI ObITb pasmelleHbl cneayowmm obpasom:

./clients/

—— android-<Bepcus OC>
client.noarch.apk

—— aurora—-<mepcua 0OC>
client.<apxurexTypa>.rpm

Hanpumep:

/ocs/emm/clients/

—— android-10
client.noarch.apk

— aurora-5.0.0

—— client.arm.rpm

—— client.arm64.rpm

B cnyyae ecam MMaA yCTaHOBOYHOTO daiina oTMYaeTcs oT WwabaoHa, TO BMECTO Hero
MOXHO MCMNO/Mb30BaTb CMMBOJIMYECKYHO CCbIIKY (symbolic 1link) Ha PSAAOM NexKallui

¢amﬂ.ﬂﬂﬂCOBABHMHCMMBOHM%GCKO%CCHHKMH€O6XOAMMOVmﬂOﬂb3OBaTbKOMaHAy

1In -sf <oTHOcCUTeNbHEM NyTh K apk-danny> client.noarch.apk
1N
In -sf <OTHOCMTeJNIBHHM yTb K rpm-IakeTy> client.rpm

Hanpumep:

In -sf omp-emm-client-4.0.0.4+2-android.armeabi-v7a.apk
client.noarch.apk

OnucaHue HACTPOMKM GannoBoro xpaHunuuwa MY ana pasmelleHns B Hem
YCTaHOBOYHbIX GpaliioB npunoxeHuna «Aspopa LUeHTp» npusegeHo 8 n. 3.9.1.

3.8.2.2.2B  cekuuu config.provisioning.android.signatureChecksum
KOHOUIYypaLUMOHHOIo danna ny install-<Bepcus [IO>/install-ac-
mt/config/subsystems/emm/config.yml 3a4aTb OTMNEYaTOK cepTUPMKaTa K/toYa
npoBepku 31 B KOAMPOBKE base64, C MOMOLLIO KOTOPOro byaeT BbIMONHATLCA MNPOBEPKA
3N APK-dpainos.

Hanpumep:

provisioning:
android:
signatureChecksum: "xHOmnjhoe m-8NcBRphnlH9h3DwagZdIPaWfacX8stE"
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MoNy4nTb OTNEYaToK cepTudmKkaTa MoXKHO M3 APK-baina c nomMoLLLbio KOMaHAbI:

keytool -printcert -jarfile <uma damna> | perl -nle "print $& if
m{ (?<=SHA256:) .*}" | xxd -r -p | openssl base6d4d | tr -d '=' | tr --
l_|_/:l TVt

MPUMEYAHMUE. YTunnta Keytool BxoamnT B coctas Java SDK (nnm JRE).
3.8.2.2.3 NepeyCcTaHOBUTb  KOHPUIypaumMoHHble  dalibl  cepBMCa ocs-emm-

enrollments—-api C NTOMOLLbO KOMaHAbI:

ANSIBLE USER="<mma nosezoBatens>" ./deploy-ac.sh --subsystems emm --
apps ocs-emm-enrollments—-api --action config

3.8.2.3. 3arpy3Ka KapTorpapuyeckomn nHpopmaumm B pannoBoe xpaHmanuie My

MPUMEYAHME. Mo ymonyanuto MMNO HacTpoeHo Ha paboTy ¢ KapTo MOCKBbI U
MocKkoBckon obnactu. [Ana nonydeHua KapTbl EBpa3vm mamM HOBOW BEPCUMW KapThbl
HeobxoaMmo 0bpaTmUTCa B CyKOYy TEXHUYECKOW NOAAEPHKKN NPeanpuaATUA-U3roToBUTENA.

[ns 3arpy3kn Kaptorpaduyeckom nHdopmaumm B xpaHuauule MY, HacTpoeHHoe B
COOTBETCTBMM C nogpasaenom 3.9, HeobxoAMMO BbIMONHUTL CleaytoLLmne AeNCTBUA:

3.8.2.3.1 B ¢damnnosoe xpaHunuuie MY ckonupoBaTb daiin Cc KapTorpadpuyeckomn
MHbOpMmaumMen WM B COOTBETCTBMM C  MNapameTpoM config.mbTilesSource
KOHPUIYPaLMOHHOIO danna config/subsystems/emm/applications/ocs-emm-
locations-api/ocs—-emm-locations—api.yml (no YMOYaHUIO:
/ocs/emm/maps/map.osm.mbtiles) CO34aTb CUMBO/IMYECKYIO CCbINKY (symbolic 1link)

Ha dainn ¢ KapTorpaduyeckon MHGopMaLMen C NOMOLLIO CAeayoWMX KOMaHA,:

cp <umsa dbamna> /ocs/emm/maps/
sudo 1ln -sf /ocs/emm/maps/<uma ¢anna> /ocs/emm/maps/map.osm.mbtiles

Takxe AO0MNYyCKaeT He WUCMNoJ/ib30BaTb CUMMBOJ/IMHECKYHKO CCbIJIKY, a pPa3MeLllaTb
HenocpeaCTBEHHO CaM c|>al7m B COOTBETCTBUWM C MAPaMETPOM config.mbTilesSource.

3.8.2.3.2 [lepe3anycTuTb CEPBUC ocs—emm-locations-api C MOMOLWbIO KOMAHAbI:

ANSIBLE USER="<mma nosezoBaTens>" ./deploy-ac.sh --subsystems emm --
apps ocs-emm-locations-api --action restart
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3.8.3. OnucaHme HacTponkn MOOC

HacTtpomka MOOC 3akntovaeTca B 3arpy3ke naketo OC B pannoBoe xpaHUAMLLE.

Ona 3arpy3kn naketoB OC B ¢amnosoe xpaHuamuwe MNOOC, HacTpoeHHOe B
COOTBETCTBMM C Noapazaenom 3.9, HeobxoaMMO BbINONHUTL Cleaytoline AeNCTBMA:

3.8.3.1. CKonnpoBaTb B MPOM3BOAbHbIM KaTanor ¢arnoBoro xpaHuauuwa MNOOC
apxme ¢ nakeTamm OC 1 pacnakoBaTb ero B KaTa/nor, 3aJ4aHHbli B MapaMeTpe root CEKUMM

location /pkgrepo/mobile KOHOUIypaLUMOHHOIo danna
/etc/nginx/conf.d/locations-external/ocs-pkgrepo-nginx-static.location
(N0 ymonyaHWto KaTanor: /ocs/pkgrepo/repos), NMbO B NapameTpe repos root
KOHPUTYpPaUMOHHOTO darna install-<sepcus [o>/install-ac-
mt/config/subsystems/pkgrepo/vars/ocs-pkgrepo-nginx-static.yml

cueHapues yctaHoBku [110:

tar -xf <umMmsa Q¢amya c apxmuBoM> —-C <OyTh K KaTaJjoTy>
rm <muMsa danyia ¢ apxXuUBOM>

Hanpumep,

tar -xf 4.0.2.35.tar -C /ocs/pkgrepo/repos
rm 4.0.2.35.tar

3.8.3.2. 3apeructpupoBaTb nepeaaHHblin penms (Bepcuto), aobasms B dann
/ocs/pkgrepo/meta/main.json ONMCaAHWE U3 CNeLMannN3MpoBaHHoro meta-ganna.

Meta-daln nepenaetca BMecTe C apxMBOM peno3uTtopus obHosneHuns OC u
npeacTtaBnseTr cobon dann B popmate .json M MMeEET Ha3BaHME main.json. MyTb K
meta-dainy 3a4aeTca B 0AHOM M3 CAeayroLWmMX NapamMeTpoB:

— alias CeKUMM location /pkgrepo/mobile/meta KOHPUIYPaLMOHHOTO
danna /etc/nginx/conf.d/locations—-external/ocs-pkgrepo-nginx-
static.location (MO YMOMYaHUIO KaTanor: /ocs/pkgrepo/meta);

— meta root KOHPUIypaumoHHoOro ¢amna install-<sepcusa I[IO>/install-
ac-mt/config/subsystems/pkgrepo/vars/ocs-pkgrepo-nginx—-static.yml

cueHapues yctaHoBKu [M10.
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BHUMAHMWE! MNpuBeaeHHble B HACTOALLEM MYHKTE MPUMEPbI 3anoaHeHUs meta-
danna npuBeaeHbl NCKAOUYMTENBHO ANA 0DOLLLErO 03HAKOMIEHMA C BO3SMOMXKHOM CTPYKTYPOM
danna. Mtorosbln meta-dpann AoMKeH ObiTb CPOPMMPOBAH C Y4ETOM PEKOMEHAAUMN U
npumepa 3ano/IHEHWA, NMPUBEAEHHbIX HUXKE.

Obuwme pekomeHAaLUMM N0 3aN0NHeHWUO meta-danna:

— Heobxoammo cobntoaaTtb obuime Nnpasmaa CTPYKTYPbI M CUHTaKCMca dopmaTa json
npwu co3gaHnmnm meta-panna;

— HeobxoaMMO KOPPEKTHO YKa3blBaTb CAeAyrolLMe AaHHble: MOAeNb YCTPOMCTBA U
Bepcun OC ABpopa, 0 KOTOPbIX AOCTYNHO OOHOB/IEHUE;

— cneayeT NPUAEPKMBATLCA NPMBEAEHHbIX PEKOMEHAALLMN NO 3aN0AHeHWIO danna;

— cnedyeT  MCMNONb30BaTb  WMHCTPYMEHTbl  AN1A  MPOBEPKM  CUHTAKCUCA
NoAroToBNEHHOro Gpanna.

Meta-daln COCTOMT M3 HECKONbKMX ONOKOB, NMPMMEPbl 3aNOAHEHWMSA KOTOPbIX
npuBeLeHbl Aanee:

1) O6bwmnin 6nok:

"brand": "OMP",
"releases": []

roe:
— "brand": "OMP" - 06wwasa nupopmaums;

— "releases": [] - 610Kk No moaenam;

2) Bnok no moaenam ycTpomcTs:

{
"deviceModel": "ag ns220r",
"latest": "4.0.2.249",
"versions": [
{
"version": "4.0.2.249",
"from": [
"4.0.2.209"
]
b
{
"version": "4.0.2.209",

103



— ~] OTKPbITASA
PyKoBOACTBO aAMUHMUCTPATOPA | .“422%‘335'»‘22

"from": [
"4.0.2.175",
"4.0.2.89"
]
b
{
"version": "4.0.2.175",
"from": [
"4.0.2.89",
"4.0.1.43",
"4.0.1.20"
]
b
{
"version": "4.0.2.89",
"from": [
"4.0.1.43",
"4.0.1.20"
]
b
{
"version": "4.0.1.43",
"from": [
"4.0.1.20"
]
}

roe:

— "deviceModel": "ag_ns220r" - mogenb ycTporctsa Aquarius NS220v5.2,
npeacTaBneHHaa B KOAOBOM HaumeHoBaHuKM: "aq_ns220r".

MPUMEYAHMUE. B cnyyae ecnm KoaoBoe HaMMeHOBaHWE YCTPOMCTBA HEM3BECTHO
cnefyeT 3anpocuTb MHGOPMALLMIO Y NPON3BOAUTENA:

— "latest": "4.0.2.249" — nocnepnHsaa aoctynHas Bepcna OC ABpopa A5 YCTPOMCTBa;

— "versions": [] — 610K cnucka Bepcuis;

3) Bnok cnucka Bepcuii:

"version": "4.0.2.249",
"from": [
"4.0.2.209"
]
}
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roe:

— "version": "4.0.2.249" — Heobxoammasa Bepcus OC ABpopa;

— "from": ["4.0.2.209"] - cnucok Bepcuit OC, C KOTOPbIX MOXHO OOHOBWUTb
yCTpoMcTBO A0 Heobxoammon sBepcum OC ABpopa.

Mpumep 3anonHeHHOro meta-¢panna, COCTaBNEHHbIM ONA YCTPOWCTBa Aquarius
NS220R c yka3zaHnem Bo3MOXKHOCTN 0bHoBNeHMA OC ABpopa ¢ Bepcumn 4.0.2.209 oo Bepcumn

4.0.2.249:

{
"prand":"OMP",

"releases": |
{
"deviceModel":"aq ns220r",
"latest":"4.0.2.249",
"versions": [
{
"version":"4.0.2.249",
"from": [
"4.0.2.209"
]

3.8.3.3. [lepe3anyCcTnTb CepBUC ocs-pkgrepo-pkg-repo-api C MNOMOLLbIO

KOMaHAb!:

ANSIBLE USER="<mma nome3oBaTens>" ./deploy-ac.sh --subsystems pkgrepo
-—apps ocs-pkgrepo-pkg-repo-api --action restart

3.8.3.4. [poBEpPUTb KOPPEKTHOCTb HACTPOMKW, ANA 4Yero HeobxoaMmo BOMTM B
KoHconb agmuHucTpaTopa [1Y, manee nepelTn B noapasgen «HacTpolku» pasaena
«AAMUHUCTPUPOBAHMEY, B pacKpbiBatollemcs none «WHTerpauma» BblOpaTb BKAAAKY
«ObHoBneHMe OC» n ybeamnTbcs, YTO oTobpaXKaTCA MMA cepBepa, MOAENN YCTPONCTB M

poctynHble sepcun OC (PucyHok 17).
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+ WHTerpauyua 4 WHTerpauum
» Cepeep NpUNOMeHWA http://ocs-emm-egress-api-gw.local/appstore/api
+ O6HoBneHwe OC 1 MHTErpauua
« https://rel-ocs.ompcloud.ru/pkgrepo/mobile I/\\—y
- 3.5.0.7 Inoi R7, gmp-m1-n, aq_ns220
Inoi R7 3.5.0.6,3.5.0.3,3.5.0.1, 3.4.0.86, 3.4.0.62, 3.4.0.48
gmp-m1-n 3.5.0.6,3.5.0.3,3.5.0.1, 3.4.0.86, 3.4.0.62, 3.4.0.48
ag_ns220 3.5.0.6, 3.5.0.3, 3.5.0.1, 3.4.0.86, 3.4.0.62, 3.4.0.48
PucyHok 17
3.8.4. OnucaHme HacTponKkn CDN
HacTtpoika CDN 3aknto4aeTca B HaCTPOMKe KOHTEHT-CEPBEPOB.
,B,J'IFI HaCTpOlZKl/I KOHTEHT-CePBEPOB H€O6XO,£I,MMO BbIMO/IHNUTL  Cheayroumne

NencTema:

3.8.4.1. BceKuum content MHBEHTAPHOro ¢parna inventories/hosts.yml 3a4aTb

aZipeca cepBepoB (MMeHa XOCTOB), Ha KOTOpble ByayT yCTaHOB/EHbI KOHTEHT-CePBEePbI.

Hanpumep:

content:

hosts:
acentercdnO1l:
acentercdn02:
acentercdn03:

OnucaHune nopAaKa 3a4aHus aapecos B NHBEHTAPHOM banne

inventories/hosts.yml npuBeaeHo 8 n. 3.10.12

3.8.4.2. PaCKOMMEHTNPOBATb CeKLMIo content servers map

KOHOUIypaLMOHHOro darna config/vars/ vars.yml.

3.8.4.3. B gaHHOW cekuun 3aaaTb http agpec KOHTEHT-cepBepa MO YMOAYaHMUIO,

napamMeTp content servers map.default:
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content servers map:
default: "<ampec KOHTeHT cepBepa>"

Ha KOHTeHT-cepBep MO YyMONYaHWtio OyayT nepeHanpaBasTb 3anpochbl U3
CeTeM/ﬂOﬂpeTeﬁCﬂCVKﬁBy@UﬂO(BceHuMMcontent_servers_map.content_servers

3.84.4.B cekumm content servers map.content servers
KOHOUTypaUMOHHOro daina config/vars/ vars.yml, Npu HeobxoAMMOCTM, 3a4aTb
npaBWAa NepeHanpaB/ieHNs 3anNpoCcoB Ha KOHTEHT-cepBepbl (T.e. 334aTb M3  KaKMX

ceTei/noaceTen Ha KakMe KOHTEHT-cepBepbl byayT nepeHanpaBaaTbCcA 3anpochl):

content servers:
- server: "<agpec KOHTEHT cepBepa>"
addresses:
- "<ampec ceru/nomceTrm>"
- "<agmpec ceru/nomceTm>"

Hanpumep:

content servers:
- server: "http://ocs-cdn0Ol.test.ru"
addresses:
- "192.168.79.128:8009"
- "192.168.79.133"
- server: "http://ocs-cdn02.test.ru"
addresses:
- "192.168.0.0/16"

3.8.4.5. B ceKkumn content servers map.delete KOHOUIypauUMOHHOro ¢anna
config/vars/ vars.yml NpU HeoBXOAMMOCTM 3aAaTb ajpeca ceTei/noacertei, Ha
KOTOpble He AOKHbI PacnpocCTpaHATbLCA npasnna n3 cexkunmn

content servers map.content servers
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MPUMEYAHUE. [na obecnevyeHna OTKA30YCTOMYMBOCTM KOHTEHT-CEPBEP MOMXKET
ObITb pPa3BepHYT B MHOIMOHOAOBOW KOHPUrypauum C BHEWHMM 6HanaHCUMPOBLUMKOM
Harpy3ku. [1na 3Toro pekomeHayeTca BOCNO/Ab30BaTbCA MHPOPMaLMeEnN, NpuBeaeHHON B
n. 3.10.9, a TaKkXKe npumepom KoHoUrypaumoHHoro ¢aina sBHewHero 6anaHCUpPOBLIMKA,
npuBeaAeHHOro B samples/ac/nginx external-balancer/conf.d/content-

server.conf.
3.9. OnucaHue HacTpoiiku paiinoBoro xpaHuauwa Mo

3.9.1. Hactporka damnnosbix xpaHuauw, noacuctem Mo

[ns HacTpolKkn darnosbix xpaHunuw, noacmuctem MMNO HeobXx0AMMO BbINONHUTL
cnepytouime aencTema:
3.9.1.1. Co3paTb KaTa/ior /ocs W Ha3Ha4YUTb ero BJade ibLuem Mo/sib30BaTeNd ocs,

noJ, KoTopbiM paboTatoT cepsucs MMO:

sudo mkdir -p /ocs
sudo chown ocs:ocs /ocs

3.9.1.2. B cnyyae ncnonb3oBaHUs eamMHOro GpamaoBOro XpaHuamiia Heobxoammo

BbIMONHUTb MOHTUPOBaHME JaHHOIO XPaHWUAULLA K KaTanory /ocs.

BHUMAHWE! Mpu akcnayatauum MMO B KnacTtepHon KOHUrypaumm BCce HOAbI
Cepsepa npunoxeHuin MMNO ¢ MM, MY n MNOOC aoaKHbl MMeTb A0CTYN K dainnoBomy
xpaHunuuwy. CooTBeTcTBeHHO, Bce Hoabl Cepsepa npunoxkeHuin MMNO Ao0MKHbI ObITh
HaCTPOEHbI Ha PaboTy C AaHHbIM GPANNOBbLIM XPAHUAULLEM.

BapuaHTbl M NOpAAOK HACTPOWKM goctyna Hoa Cepsepa npunoxkeHuin MMNO K
dannoBOMy XpaHMAMLLY NpuBeaeHb! B n. 3.9.2.

3.9.1.3. Hactpoutb pannosoe xpaHunuuie MM, B KoTopom ByayT xpaHuTbea daiibl

NPUNOXKEHUN (MKOHKM, CKPUHLLOTbI, RPM-nakeTbl), 3arpykaemble paspaboTymkamm.
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[na 3TOro B Katanore /ocs HeobXxoAMMO CO34aTb KaTanor B COOTBETCTBMM C
napameTpom filestoragePath KOHPUIypaLMOHHOTO danna
config/subsystems/appstore/config.yml. B co3maHHOM KaTanore noTpebyeTca
CO34aTb KaTasor applications-api M Ha3HA4YMTb €ro BAaAE/bLEM MOJIb30BAaTENA ocCs,

noJ KoTopbiM paboTatoT cepsuchl [MM:

sudo mkdir -p /ocs/appstore/applications-api
sudo chown ocs:ocs /ocs/appstore/applications-api

MapameTp filestoragePath KOHQUIYPaLMOHHOro banna

config/subsystems/appstore/config.yml MOXET MMETb CAeAYOLWNIA BUA:

filestoragePath: "/ocs/appstore"

3.9.1.4. Hactpoutb darnosoe xpaHunuuie 1Y, B KOTOpomM OyayT XpaHUTbCA
yCTaHOBOYHble Ganabl NpunoxeHuna «Aspopa LieHTp» 1 KapTorpadumyeckas MHGopmauma.

[1na 3Toro HeobxoAMMO BbINOAHUTL CeaytoLine AeNCTBMA:

3.9.1.4.1 B katanore /ocs HeobXxoAMMO B COOTBETCTBMM C MAPAaMETPOM root
cekumm location /clientDownload KOHOUIypaLUMOHHOIo danna
/etc/nginx/conf.d/ocs-emm-static-files.nginx.conf (N0 YMONYaHWIO KaTanor:

/ocs/emm/clients), MO0 NapameTpom root KOHPUrypaumoHHOro ¢amna install-
<Bepcus II0>/install-ac-mt/config/subsystems/emm/applications/ocs—-emm-
static-files/ocs-emm-static-files.nginx.conf.j2 cueHapues ycTaHoBku [1M10
CO3/4aTb KaTaaor M Ha3HA4YMTb €ro BAaAenbLemM NoAb30BaTeNs ocs, Mo KOTOPbIM paboTatoT

cepsuchbl 1Y:

sudo mkdir -p <nyTh kK KaTajgory>
sudo chown ocs:ocs <OyThk K KaTaJory>

Hanpumep:

sudo mkdir -p /ocs/emm/clients
sudo chown ocs:ocs /ocs/emm/clients
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3.9.1.4.2B «katanore /ocs HeobXOoAMMO B COOTBETCTBMM C MaPaMETPOM

config.mbTilesSource KOHPUIypauUMOHHOTO danna
config/subsystems/emm/applications/ocs-emm-locations-api/ocs—emm-
locations-api.yml (MO YyMOANYaHWUIO: /ocs/emm/maps/map.osm.mbtiles) €034aTb

KaTa/0lr N Ha3HAa4YNTb €ro BaiaAeibueM noib3oBaTesid OCs, MNo4 KOTOPbIM pa60Ta+0T cepBUChbl

my:

sudo mkdir -p <OyTb K KaTaJoIy>
sudo chown ocs:ocs <OoyTh K KaTaJloTy>

Hanpumep:

sudo mkdir -p /ocs/emm/maps
sudo chown ocs:ocs /ocs/emm/maps

3.9.1.5. Hactponutb ¢ainosoe xpaHunuuie MNOOC, B KoTopom byayT XpaHUTbCA
naketbl OC.
[lna 3TOro B Katanore /ocs HeobxoAMMO CO34aTb KaTa/or COrlacHO napameTpy

root cekunm location /pkgrepo/mobile KOHPUIypaLMOHHOTO danna
/etc/nginx/conf.d/locations—-external/ocs-pkgrepo-nginx-static.location
(no ymonyaHuto KaTanor: /ocs/pkgrepo/repos), MbO napameTpy repos root
KOHOUIYPaLMOHHOIO danna install-<Bepcus [IIIO>/install-ac-
mt/config/subsystems/pkgrepo/vars/ocs-pkgrepo-nginx-static.yml

cueHapues ycTaHoBKM [1110:

mkdir -p <OyTb K KaTajory>

Hanpumep,

mkdir -p /ocs/pkgrepo/repos
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3.9.2. Hactponka poctyna Hoa cepBepa npuaoxenun T[MNO K  dannosomy

XPaHUANLLY

Mpn 3akcnayataumm [MNO B KnNacTepHoOM KoHbUrypaumMm BCe HOAbI cepBepa
npunoxeHnn MMNO A0MKHBbI MMETb A0CTyNn K GailoBOMY XPaHWAULLY, B KOTOPOM
pacnonaratoTca Gannbl npunoxeHunin, naketol OC, KapTorpadumyeckana nHbopmauma. Joctyn
HO4 cepBepa MNPUAOKEHWN K GaNNOBOMY XpPaHWMAMLLY MOXET OblTb OpraHM3oBaH
cnenyrouwmmm cnocobamm:

— CUMHXPOHM3auMa ¢annoB mexay GarnoBbIMM XPAaHUAULLAMW KaxKa0M HOAbI
cepBepa NPUNOKEHUI C MOMOLLBK NPUAOKEHNA Syncthing;

—-MCﬂOﬂb3OBaHMeeAMHOK)¢aﬁﬂOBOFOXpaHMﬂMMﬁ.

3.9.2.1. HacTponKa CUHXPOHM3aUMKN GannoB mexay GanaoBbIMM XPAHUAULLAMMN

KaXJ0M HoAbl cepBepa NPUIOKEHWI C NMOMOLLbIO NpUaoKeHns Syncthing

MpunoxeHne Syncthing BbINONHAET CUHXPOHM3AUMIO GannoB B pexume
pPeanbHOro BPeEMEHM MeXay Hodamun cepsepa npunoxkenum Mro.

[lnAa HaCTPOMKM M YCTAHOBKM Syncthing HEOOXOAMMO BbIMOAHUTL CAeaytoulme
NEencTBus:

3.9.2.1.1 MpuaymaTb Naposib Nonb3oBaTens (N0 ymMoa4YaHWO NONAb30BaTeslb ocs)
ANA AOCTyNa K rpadmyeckomy MHTepdency NpuaoKeHus.

3.9.2.1.2 CoopmmpoBaTb X3LI-KOA Napoas ¢ MCNONb30BaHUEM aNrOPUTMA berypt C

MOMOLLIO CAeAYHOLMX KOMaHA:

sudo apt install python3-passlib python3-bcrypt
ansible all -i localhost, -m debug -a "msg={{ '<napomnb>' |
password hash ('bcrypt') }}"

3.9.2.1.3 B napameTtpe syncthing.gui password KOHPWUrypaumoHHoro damna

config/secret.yml 33[aTb 3Ha4YE€HME X3LW-KOAa NapoNs:

syncthing:
gul password:
'$2a$108N.9m94333¢ciTDt1Uhxudwu2rGE3jgb4A0GUCT30KsUIEIbdcPZIx6"
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3.9.2.14 B napameTpe syncthing.gui apikey KOH®UrypaumoHHoro ddanna

config/secret.yml KAOY AocTyna K APl npuaoxeHuma:

gul apikey: 'CHANGEME-AgpY4dv2tdcwcNXSmhnxW55euHD55Eyf!

39.2.1.5B  ceKkuuu syncthing folders KoH®UrypaumMoHHoro  dainna
config/vars/ vars.yml NPy HEOBXOANMMOCTU M3MEHNTb NPEeLyCTaHOBNEHHbIE 3HaYeHMA

KaTaa0ros, 414 KOTOPbIX Tpe6yeTCﬂ BbIMO/THATb CUHXPOHMN3aLUUIO:

syncthing folders:
pkgrepo:
path: /ocs/pkgrepo
appstore:
path: /ocs/appstore
emm:
path: /ocs/emm

3.9.2.1.6 YCTaHOBWUTb NPUJIOXKEHME C MOMOLLBIO KOMAHAbI:

ANSIBLE USER="<mmsa nojb3oBaTens>" ./deploy-infra.sh -c syncthing

Hanpumep:

ANSIBLE USER="omp" ./deploy-infra.sh -c syncthing

BHUMAHWE! Mpw ycTaHOBKE NPUNOKEHMA OCYLLECTBAAETCA reHepaLma KA4YeBom
napbl, KOTOPaA MCNONb3YeTCA A1 3aLUMUEHHOrO OOMEHa AaHHBIMM MEXK Y IK3eMNASPaMM
NPUAOXKEHMA, Pa3BePHYTbIMW Ha cepBepax. [nA cmeHbl KAto4eBOW Napbl (Hanpumep, B
C/ly4ae ee KOMNpomeTalmm), HeobxoAMMO yaaNNTb MPUNOKEHME M YCTAHOBUTbL €ro 3aHOBO.

YaoaneHwe NMPUNNOXEHNA OCYLLECTBNAETCA C MOMOLLBLIO KOMaH/Abl:

ANSIBLE USER="<muma nosezoBaTens>" ./deploy-infra.sh -c syncthing -A
flush all

3.9.2.2. MNpumep HaCTPOMKN eanMHOro GarnaioBOro XpaHuAnLLa

EavHoe GannoBoe xpaHUANULLE NPUMEHAETCS AN XpaHeHnAa GaioB NPUNOKEHWUIN
(MKOHKM, CKPUHLWOTbLI, RPM-nakeTbl) 1 naketos OC.
[ns  HacTponkm eanHoro @anaoBOro XpaHuaua HeobXoAMMO BbIMOAHUTD

cnepyrouine AencTena:
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3.9.2.2.1 YctaHoBuTb NFS cepBep B COOTBETCTBUM C OPULMANBHOM AOKYMEHTALMEN

Ha OC RedHat, npuBeaeHHON Ha CTpaHMLUe:

https://access.redhat.com/documentation/en-
us/red hat enterprise linux/7/html/storage administration guide/nfs-

serverconfig.

3.9.2.2.2 Ha Cepsepax npuaoxeHmnin MM wn TOOC co3paTb KaTanor /ocs WM
Ha3Ha4YMTb ero BAaAe/bLEeM MO0/b30BaTeNs ocs, NOA KOTOpbIM paboTtatoT cepsuchl MM un

MOOC:

sudo mkdir -p /ocs
sudo chown ocs:ocs /ocs

BHUMAHMWUE! Mpu akcnayataumm MMNO B KNacTepHOM KOHPUIypauMm BCe HOAbI
cepepoB npunoxkeHut MM n MOOC AoXHbI MMETb AO0CTyNn K eanHOMy GarioBOMY
xpaHunuuly. CooTBeTCTBEHHO, BCE HOAbI cepBepoB npuanoxkeHun NV n MOOC aonKHbl ObITb
HACTPOeHbl Ha PaboTy C AaHHbIM GANN0BLIM XPAHUAULLEM.

3.9.2.2.3 BbINOAHUTbL MOHTMpOBaHMe dannoBoin cnuctembl NFS K KaTanory /ocs C

NOMOLWBHO KOMaHAbl:

mount example.com:/export/ocsfs /ocs

roe:
— example.com— MMA y3na pannosoro cepepa NFS;
— /export/ocsfs — KaTanor, KOTOPbIA 3KCNOPTUPYET example . com;
— /ocs — KaTanor, K KOTOPOMY OCYLLLECTBIAETCA MOHTMPOBAHME.
MPUMEYAHUE. MoHTupoBaHne dannoson cuctembl NFS Takke MmoxKeT ObiTb
BbIMO/IHEHO MOCPEACTBOM pefaKTMpoBaHMA danna /etc/fstab. [ 3TOro B AaHHbIM

dann HeobxoaMMo A00aBUTL 3aNUCh CieyHoLLEero BMAA:

example.com: /export/ocsfs /ocs nfs defaults 0 O

PenakTupoBaHue banna /etc/fstab AOMKHO OCYLLECTBAATLCA

cynepnoab30BaTeENNEM.
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3.9.2.2.4 na npoBEPKN KOPPEKTHOCTU MOHTMPOBAHMA HEOHXOAMMO BbIMOAHUTL

KOMaHAY:

ls /ocs

n ybeamTbCs, YTO NOJTYYEHHbIN CMUCOK GaliIoB COOTBETCTBYET CNMCKY Gali/oB B KaTanore

/export/ocsfs Ha KOMNbOTEPE example.com.
3.10. JononHutenbHble HacTpoiku MMO 1 cpeabl pyHKUMOHMpPOBaHUA MMO

3.10.1. HacTpomMKa B3aMMOAEUCTBUA cepBepa npuaoxKeHun [1Y ¢ cepBepom

yAaneHHoro noaxatodeHunsa RustDesk

CepBep RustDesk ncnonbsyetca Ana yAaNeHHOrO NOAKAOYEHUA K pabodemy cTony
aKTMBMPOBAHHOIO YCTPOWMCTBA, a TaKxKe 414 obmeHa dparnamum ¢ nomoupsto MY.

BHMMAHME! [daHHbIM  OYHKUMOHAN  AOCTYNeH TONbKO ANA  YCTPOWCTSB,
byHKUMOHMpYtoWwmx noa ynpasneHmnem OC Android n OC AnbT Linux.

MPUMEYAHUA:

— pekomeHayeTca Mcnonb3oBaTh cepBep RustDesk sepcun 1.1.8;

— WMHCTPYKLUMA NO YCTAHOBKE paCMo/ioeHa Ha oduUMaNbHOM  canTe:
https://rustdesk.com/docs/en/self-host/rustdesk-server-oss/install/.

Cxema B3anmmopaenctana MMO n RustDesk npueeaeHa Ha pucyHKe (PucyHok 18).
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Cxema nHterpaunn Aepopa LieHTp 1 RustDesk

BHYTpeHHWA nepuMeTp

CermenT ¢ cepaucamv Aspopa LlesTp

Port mapping
443 > :8009/TCP
1909 > 8025/TCP

21115 > 21116TCP

! 21116 -= 21116/TCP
. I HTTPS BOO09
( 3 P 21117 -> 22111 7/TCP TCF 8025
HTTPS 443 N | ! 21116 = 21116/UDP
"Aspopa Llenp" Vs - GepBep NpUNoKEHHRA
(Aurora Center) { (Aurora Center) | ! pecp
| : >
p . ' Internet | :
RustDesk ( | —————— TCP 21115-2117
client J r 2111_'5_21”?-_ TCP 21115-21117 | i T _UDP21116
UDP 21116 " MesxceTesoi ubP21116 (RustDesk client)
(RustDesk client)y aKpaH (RustDesk client) ;| HTTPS 443
O \ ! (Aurera Center) T
. oy ' |
TCP 2111521117 o TCP 21115-21117
purces G une 21116 . UDP 21116
(Aurgra Centar) (RustDesk client) : ! (RustDesk client)
o Cepaep RustDesk
= | O
\9 CerMmeHT nonsaosarenei
YaaneHHoe
pafiouee MecTo

aaMUHUCTpaTopa
Mnatehopmsl yrpasneHna

Pafouee mecTo

agMuHUCTpaTopa
YHETHBIX 3anucei

— s [ocTyn K RustDesk

——» [ocTyn K Aspopa LienTp

PucyHok 18
[ns HacTponkn B3ammopaeictemna Cepsepa npunoxkerHuii MY c cepsepom RustDesk
HeobxoaMmo B ceKkumnm remoteControl KOHPUIYPaLMOHHOrO danna
config/config.yml.j2 334aTb Tpebyemble 3HaYeHUs:
— aapec cepBepa RustDesk (napameTp: serverUrl);
— KN4 aocTtyna K cepsepy RustDesk (napameTp: serverKey).

Hanpumep:

remoteControl:
serverUrl: "rustdesk.server:21116"
serverKey: "<RUSTDESK KEY>"
sessionTimeout: "30m"

Mocne M3MeHeHMA HaCTPOeK HeobXoAMMO NepeycTaHOBUTb KOHOUIypaLMOHHbIe

daliNibl C NTOMOLLbIO KOMaHAb!:

ANSIBLE USER="<uma nojps3oBaTena>" ./deploy-ac.sh --subsystems emm --
action config
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3.10.2. HacTpoKka pa3aeneHma TpaduKa

MNO nossonseT pasgenatb Bxoaawmin Tpadmuk (URL-3anpockl) cneayrolwmmm
cnocobamm:

— MO basepath —Kaxaas KoHCOoNb agMUHUCTPaTopa/paspaboTunka (nmbo APl ann
B3aMMOAEMNCTBUA C NPUNOKEHMAMMN) NPUBA3AHA K ONpeaeNeHHOMY basepath. Basepath
3a4aHbl B CEKUMM config.publicUris KOHPUIYpaLUMOHHOro ¢ana internal . yml;

— No gomeHam (cybaomeHam) — Kaxaan KoHconb aaMMHUCTpaTopa/pa3paboTyumnka
n APl ana B3aumoadencTsua c npuaoxeHuamum (nmbo rpynna KoHconen wu  API)
ONUMOHANBbHO MOXeT OblTb MNpuMBA3aHa K onpeaeneHHoOMy AOMeHy. PekomeHayeTcH
nybanyHble KoHconn u APl npuBA3bIBaTb K AOMEHY, KOTOPbIM MMeeT AO0CTyn W3 CeTu
NHTepHeT, a BHYTPeHHMEe KOHCOoAM (KOHCONM aAMMHNCTPATOPOB) NPMBA3bLIBATL K JOMEHY,
He nmetolemMy A0CTyn 13 ceTn MHTepHeT. Pa3aeneHne TpaduKa No AOMeHaM NPUBEAEHO
B nn. 3.5.2.3;

— N0 NopTam — BHYTPeHHWe 1 BHellHWe aapeca MNMO npuBA3aHbl K OTAENbHbIM

noptam. OnucaHne HaCTPOMKM pasaeneHmna Tpadurka Nno nopTam npmueeseHo B8 nn. 3.5.2.2.
3.10.3. HacTpolKa KalmnpoBaHMA OTBETOB CEPBMCOB

[na ysennyeHna nponssoantenoHocTu MNMO npuMeHAeTCA K3WMPOBaHNE OTBETOB
cepBmcoB C nomouwbto Nginx. [lpyn 3TOM AOCTYyN K 3aK3WMPOBAHHLIM  AaHHbIM
ocyliecTsaseTca Yepes wnto3bl goctyna MMM0.

HacTpoMKM K3aWMpoBaHMA 3a4at0TCA B CAeAyoWMX KOHOUIYPaLMOHHbIX dannax
CLeHapueB YCTAHOBKM cpeabl OyHKUMOHMpoBaHMa [MNO 1 MHOPACTPYKTYPHbIX
KomnoHeHToB [1110:

1) B KoHdurypaumoHHoMm aine shared roles/nginx/defaults/main.yml
334at0TCA Caeaytoline napameTpbl:

— cache enabled — BKAOYEHWE/BbIKNIOYEHME KILLIMPOBAHMA;

— cache path — KaTanor XpaHeHNA Kalla,
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— cache_keys zone — MMA 30Hbl B pa3fenaemon NamaTu, rae dyaeT XpaHuTbCA
K3LW;

- cache_keys_zone_size-—pamwep3OHbIBpa3ﬂeﬂﬂeMOM MaMATH;

— cache max size — MaKCUMa/bHbIN pa3mep BblAENAEMOMN MO KIW MNaMATU

(Koraa mecTo 3akaHumBaeTcs, Nginx yaanseT ycTapeBlne AaHHbIe);

— cache inactive — Bpemda, NOCAe KOTOPOro Ksuw 6yp,eT aBTOMaTun4eCKu
O4YMLWLaTbCA.
Hanpumep:
cache enabled: true
cache path: "/var/cache/nginx"
cache keys zone: "proxy cache"
cache keys zone size: "50m"
cache max size: "10G"
cache inactive: "30m"

NMPUMEYAHUE. MaKcrmanbHbI pa3mep BblAeNAEMON NOA K3W MamATU AOKEH
6bITb He meHee 10 Ib;

2)B KOHPUIYpPaLMOHHbIX bannax config/subsystems/<HazsBaHue
nomcucrTeMer>/vars/services.yml 3agatorca APl ¢yHKumm (endpoint-bi) MMO, ana
KOTOPbIX HEOOXOAMMO BbIMOAHATL K3LWMPOBAHME, @ TaKXKe MapamMeTpbl KILWMPOBaHMA ANA
Kaxkaon APl dyHKLNM:

— proxy cache — BK/ItOYEHWeE KaWwnpoBaHma ana APl dyHKumK;

— proxy cache valid — Bpema K3WIMPOBaHMA OTBETA (BO3MOXHO 334aTb BpEMA
K3LWMPOBAHMA ANA onpeaeieHHbIX CTaTyCOB OTBETA);

— proxy cache lock — MapameTp onpefendaer BO3MOXHOCTb MNPOXOXAEHWUA
HECKO/IbKMX 3anpocoB Ha 63KkeHA (K cepsucam MMM0O). Mpu 3HaYEHUN «ON» 3anpeLlaeTcs
NPOXOXAEHME HECKONbKMX 3anpocoB K cepsucy IO, Bce NMOBTOPHble 3anpocbl byayT
0XMAaTb NOABAEHWNA OTBETA B Kalle NMbHO TaiMmayTa BNOKMPOBKM 3aNpoca K CTPaHULE;

— proxy cache use stale — MapameTp ONpefendaeT, B KakuX C/ly4adax MOXKHO

MCMO/1b30BaTh YCTAPEBLUMIN 3aK3WMPOBAHHbIN OTBET;
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— add header: "X-Cache-Status Supstream cache status" — AMPEKTMBA
nobasnaeT http-3aronoBoK, cogeprKallmMi CTaTyC KILWMPOBAHKA.

Hanpumep:

nginx location dashboard:
path: "~ /v1/dashboards/["/]+$"
proxy cache: "proxy cache"
proxy cache valid: "200 {{ cache interval dynamic }}"
proxy cache lock: "on"
proxy cache use stale: "updating"
proxy cache background update: "on"
add header: "X-Cache-Status Supstream cache status"

3.10.4. lenctema no 6e30nacHOM YCTaHOBKE M HAaCTPOWKe cpeacTBa

MPUMEYAHUE. YcTaHOBKa, HacTporka M 3kcnayaTauma MMNO  AoMKHa
OCYLLEeCTBNATbCA B cooTBeTCTBMM € I/ Ha 110,

Mpu ncnonbzoBaHum MMO B rocyAapcTBEHHbIX MHGOPMaLMOHHbLIX cucTemax (FC)
(MHOOPMALIMOHHbBIX CMCTEMAX MEPCOHANbHbIX AAaHHbIX, aBTOMATM3MPOBAHHbIX CMCTEMAX
yNpaBAeHnsa, KPUTUYECKOM MHPOPMALMOHHOM WHOPACTPYKTYpPE), He coaeprKallmnx
MHGOPMALIMM, COCTABAAIOWEN TrOCYAAaPCTBEHHOM TalHbl, B 3aBUCMMOCTM OT K/jacca
3aLLUMLLEHHOCTM AO0/IKHbI ObITb YCTAaHOB/IEHbI 3HAYEHMA MapPaMeTpPoB, MPUBEAEHHble B

Tabnamue (Tabnamua 18).
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Tabnunua 18
3HayeHue 3HayeHue 3HayeHue 3HayeHue
MNapameTp

(oana TNC 4-ro knacca)

(ona TNC 3-ro knacca)

(ana MNC 2-ro knacca)

(ona TNC 1-ro knacca)

KoHdurypaumoHHbin darin MNb (cueHapua yctaHoBKkM MB): /var/ocs/config/subsystems/auth/config.yml

(config/subsystems/auth/config.yml)

[Nepunon BpemeHu
HEeMcnob30BaHMA
naeHTMdunKaTopa (y4eTHom
3anmcu) nonb3osBaTens, Yepes
KOTOpOEe NPOUCXOANT ero
HNOKMpPOBaHME:

config.maxAccountInactivi
tyPeriod

YCTaHaBAMBaeTCA Ha
YCMOTpEeHMe onepaTopa
NC, Hanpumep:

maxAccountInactivity
Period: 2160h

He 6bonee 90 aHen,
Hanpumep:

maxAccountInactivi
tyPeriod: 2160h

He 6bonee 90 aHen,
Hanpumep:

maxAccountInactivity
Period: 2160h

He 6bonee 45 aHen,
Hanpumep:

maxAccountInactivi
tyPeriod: 1080h

MWHUMaNbHaA 4anHa napona:

config.passwordSettings.m
inLength

He meHee 6 CMUMBONOB,
Hanpumep:

config.passwordSetti
ngs.minLength: 6

He meHee 6 CMMBOOB,
Hanpumep:

config.passwordSet
tings.minLength: 6

He meHee 6 CMMBOOB,
Hanpumep:

config.passwordSetti
ngs.minLength: 6

He meHee 8 CMMBOOB,
Hanpumep:

config.passwordSet
tings.minLength: 8

AndaBuT Napons ANA y4eTHbIX
3anucen Nnonb3oBaTenen He
HacTpaunsaeTca. [laponu
YYETHbIX 3anncen
No/ib30BaTeNEN AONKHbI
cofeprkaTb OYKBbI BEPXHErO U
HUXHEro perncTpos, undpbl 1

He meHee 30 cMMBO/I0B,
Hanpumep:

minDigits: 1
minUpperLetters: O

minLowerLetters: 1

He meHee 60
CMMBOI0OB, Hanpumep:

minDigits: 1
minUpperLetters: 1

minLowerLetters: 1

He meHee 70 cMMBO/IOB,
Hanpumep:

minDigits: 1
minUpperLetters: 1

minLowerLetters: 1

He meHee 70
CMMBOI0B, Hanpumep:

minDigits: 1
minUpperLetters: 1

minLowerLetters: 1
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MNapameTp

3HayeHue

(oana TNC 4-ro knacca)

3HayeHue

(ona TNC 3-ro knacca)

3HayeHue

(ana MNC 2-ro knacca)

3HayeHue

(ona TNC 1-ro knacca)

cneupanbHble CUMBObI (3TO
KoHTpoampyeTca MMO).

AndaBuT Napona ANA y4eTHbIX
3anmMcen yCTpOMCTB:

— MMHWMaNbHOE Yncno unodp B
napone:

config.passwordSettings.

minDigits

— MMHWManbHOEe Ymcno HByKs
BEPXHEINO PErncTpa B napone:

config.passwordSettings.
minUpperLetters

— MWUHWMMaIbHOE YNCN0 6yI-(B
HUXHENO PerncTpa B napose:

config.passwordSettings.
minUpperLetters

— MWHWMMa1bHOE YNC/0
cneucnmBOo/10B B Napose:

config.passwordSettings.m
inSpecialChars

minSpecialChars:

0

minSpecialChars:

0

minSpecialChars:

1

minSpecialChars: 1
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MNapameTp

3HayeHue

(oana TNC 4-ro knacca)

3HayeHue

(ona TNC 3-ro knacca)

3HayeHue

(ana MNC 2-ro knacca)

NMNAT®0PMA
3HayeHue

(ona TNC 1-ro knacca)

MaKcmmanbHOe BpemA
AGVICTBMFI napond:

config.passwordExpiration
Time

He bonee 180 aHen,
Hanpumep:

passwordExpirationTi
me: "4320h"

He bonee 120 aHen,
Hanpumep:

passwordExpiration
Time: "2880h"

He 6bonee 90 aHen,
Hanpumep:

passwordExpirationTi
me: "2160h"

He 6bonee 60 aHen,
Hanpumep:

passwordExpiration
Time: "1440h"

MaKcrMmanbHoe Bpems
NEeNCTBMA KNtoYa Y4EeTHOM
3anmcu cepBepa NPUNOKEHNI:

config.ttl.client jwks

He 6onee 1 ropa n 3
Mec., Hanpumep:

client jwks: 10950h

He 6onee 1 ropa u 3
MecC., Hanpmumep:

client jwks:
10950h

He 6onee 1 ropa u 3
MecC., Hanpumep:

client jwks: 10950h

He 6onee 1 rogan 3
MecC., Hanpumep:

client jwks:
10950h

Yucno nocneaHmx
MCMOb30BaAHHbIX MAPONEN,
KOTOpble 3anpeLleHo
MCMNO/Ib30BaTb NO/Ib30BaTENAMM
npv CO34aHUKM HOBbIX MAPONEN:

config.passwordHistoryDep
th

YCTaHaBAMBAETCA Ha
YCMOTPEHME onepaTopa
NC, Hanpumep:

passwordHistoryDepth
3

YcTaHaBAMBaETCA Ha
ycCMoTpeHue
onepatopa UC,
Hanpumep:

passwordHistoryDep
th: 3

YcTaHaBAmBaeTCcH Ha
YCMOTPEHME onepaTopa
NC, Hanpumep:

passwordHistoryDepth
3

YCTaHaBAMBAETCA Ha
YCMOTpEHMEe
onepatopa UC,
Hanpumep:

passwordHistoryDep
th: 3

MaKCcMManbHOe KOAMYeCcTBO
HeyCrneLwHbIX NOMbITOK
ayTeHTMduKaumm (BBoaa
HenpaBW/IbHOro Napons) Ao
ONOKMPOBKM:

config.failedLoginTries

OT 3 go 10 nonbITOK,
Hanpumep:

failedLoginTries: 10

OT 3 ao 10 nonbITOK,
Hanpumep:

failedLoginTries:
10

OT 3 A0 8 NOMbLITOK,
Hanpumep:

failedLoginTries: 8

OT 3 40 4 NonNbITOK,
Hanpumep:

failedLoginTries:
4
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MNapameTp

3HayeHue

(oana TNC 4-ro knacca)

3HayeHue

(ona TNC 3-ro knacca)

3HayeHue

(ana MNC 2-ro knacca)

NMNAT®0PMA
3HayeHue

(ona TNC 1-ro knacca)

Bpemsa 610KMPOBKN y4ETHOM
3aMMcK No/sib3oBaTeNA B C/yyae
NOCTUXKEHMA YCTaHOBIEHHOTO
MaKCMMa/IbHOTO KOIMYecTBa
HeycneLHbIX MOMbITOK
ayTeHTUPUKaummn:

config.failedLoginBlockTi
me

OT 3 00 15 MUHYT,
Hanpumep:

failedLoginBlockTime
w 3m"

OT5 10 30 MUHyT,
Hanpumep:

failedLoginBlockTi
me: "5m"

OT1 10 go 30 MUHyT,
Hanpumep:

failedLoginBlockTime
" :I_Om"

OT1 15 go 60 MUHYT,
Hanpumep:

failedLoginBlockTi
me: "15m"

Konnyectso oAHOBPEMEHHbIX
ceccun ana
NPUBUNETMPOBAHHbIX YY4ETHbIX
3anucen:

config.privilegedSessions
Limit

YCcTaHaBAMBaeTCA Ha
YCMOTpeHMe onepaTtopa
NC, Hanpumep:

privilegedSessionsLi
mit: 10

YcTaHaBAMBaeTCA Ha
yCMOTpeHue
onepatopa UC,
Hanpumep:

privilegedSessions
Limit: 10

YcTaHaBAMBaeTCA Ha
YCMOTpeHMe onepaTopa
NC, Hanpumep:

privilegedSessionsLi
mit: 10

He bonee 2-x,
Hanpumep:

privilegedSessions
Limit: 2

KonnyectBo 0AHOBpPEMEHHbIX
ceccumn ana
HENPUBUNETMPOBAHHbIX YY4ETHbIX
3anucemn:

config.
unprivilegedSessionsLimit

YcTaHaBAMBaeTCA Ha
YCMOTPEHME onepaTopa
NC, Hanpumep:

unprivilegedSessions
Limit: 10

YCcTaHaBAMBaeTCA Ha
yCMOTpeHue
onepatopa UC,
Hanpumep:

unprivilegedSessio
nsLimit: 10

YcTaHaBAMBaeTCA Ha
yCMOTpeHMe onepaTopa
NC, Hanpumep:

unprivilegedSessions
Limit: 10

YCTaHaBAMBaeTCA Ha
yCMOTpeHue
onepatopa UC,
Hanpumep:

unprivilegedSessio
nsLimit: 10
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MNapameTp

3HayeHue

(oana TNC 4-ro knacca)

3HayeHue

(ona TNC 3-ro knacca)

3HayeHue

(ana MNC 2-ro knacca)

3HayeHue

(ona TNC 1-ro knacca)

O6LWmM KoHPUTrypaumoHHbIM dann MMNO (WwabnoH obuiero koHdUrypaunoHHoro daina MMoO):

/var/ocs/config/config.yml

(config/config.yml.j2)

Bpemsa b6e3nenctems

(HeaKTMBHOCTW) NONb30BaTENS,
Yyepes KOTOpPOe OCyLLLECTBAAETCA

3aBepueHne ceaHca
No/1b30BaTENA!

config.session.rememberFo

r

YCcTaHaBAMBaAETCA Ha
YCMOTPEHME onepaTopa
NC, Hanpumep:

rememberFor: 30m

YCcTaHaB/IMBaeTCA Ha
yCMOTpeHue
onepatopa UC,
Hanpumep:

rememberFor: 30m

He 6onee 15 MUHYT,
Hanpumep:

rememberFor: 15m

He 6onee 5 MUHYT,
Hanpumep:

rememberFor: bm
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3.10.5. denctBns No CMeHe ayTeHTUPUKALUMOHHON MHPopmMauum (naponen,

CEeKPEeTOoB, TOKEHOB, KtoYen)

Mpwu 3kcnayaTaumm [MNO  pomkHa obecneymBaTbCA MNepumoamyeckas CMeHa
ayTEHTUPUKALMOHHOM MHGopMaLUK. llepnoAnYHOCTbL  CMeHbl  onpegenaeTca
3KCnAyaTupytowen opraHmsaumen. CmeHa ayTeHTUOUKALMOHHOM MHPOPMALMM TaKKe
NONXKHA OCYLLECTBAATLCA B CAydYae ee KomnpomeTaumm. K cobbiTmam KomnpomeTaumm
OTHOCATCA (HO He orpaHMYMBaAtOTCA), creaytolme cobbITUA:

— HC/A K cepsepam npunoxkenunii MMNO n/mnm ynpasnawouwen 3BM;

— noTeps HOCUTENS, COAEPKALLErO ayTEHTUPUKALMOHHYIO MHGOPMALMIO;

— YBO/IbHEHME COTPYAHWKOB, MMEBLUMX AO0CTYN K ayTeHTUPUKALMOHHOM
MHDOPMaLNK;

— BO3HWKHOBEHWE NOAO3PEHNIM HA YTEUYKY ayTEHTUPUKALUMOHHOM MHPOPMALNK;

— C/y4au, Koraa Henb3A AOCTOBEPHO YCTAaHOBWUTb, YTO MPOM3OLW/IO C HOCUTENEM
ayTEHTUPUKALUMOHHOM MHPOPMALMKN (HAaNPMMEpP, HE MOHATHA NPUYNHA BbIXOAA HOCUTENS
13 CTpoSA).

AyTeHTUOUKAUMOHHAA MHbOPMaLMA KOMMOHEHTOB cpeabl OYHKLMOHMPOBAHMA
MMNO, MHPPaACTPYKTYPHbIX KOoMnoHeHToB [0, a TaKKe CEeKPEeTHbIN KoY KAMEHTOB
(cepBMcOB) M KAtOY WKMPPOBAHNA CEKPETOB 334at0TCs B KOHPUIypaLMOHHbIX dannax
config/vars/ vars.yml u config/secret.yml. [nA CMeHbl, YKa3aHHOM
ayTeHTUOMKAUMOHHON MHGOPMaLMM HEODXOAMMO BbIMOAHUTL CAeaytolme AeNCTBUA:

3.10.5.1. M13mMeHMTb Napo/in, CEKPEeTbl, TOKEHbl B KOHOUIypauUMOHHbIX daliax
config/vars/ vars.yml Wconfig/secret.yml.

3.10.5.2. YcTaHOBUTb  KOMMOHEHTbl  cpeabl  dyHKUMOHMpoBaHua N0 u

MHOPACTPYKTYPHbIE KoMNoHeHTbI MO B cooTBeTCcTBUM C . 3.6.1.

3.10.5.3. YctanosuTb lNIMO B cooTBeTCTBUM C N. 3.6.2.
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3.10.6. denctBua

no

peannsaumnm

PYHKLMA

OyHKUMOHMpPOBaHMA MMNO 1 MHbpPaCTPyKTypPHbIX KOMNoHeHTOB M0

3.10.6.1. TpeboBaHMA K MEKCETEBOMY 3KPAHUPOBAHMIO

be3onacHoCTH

cpeapl

Heobxoammo, 4tobbl 3aWmMTa nepumeTpa (GU3nYecknx nam normdeckmnx rpaHni) MC

ocywecTtsiaNacCb C NCNONB30BaHMEM MEXCETEBOIO 3KPdHA4 TpE6V€I\/\OFO K/1aCCa 3anThbl.

MesKceTeBOoM aKpaH A0/KeH NPONycKaTb TPAadUK TONbKO Ha BHelLHKWe nopTbl M0,

NPV 3TOM OCTaNbHOM TpadUK A0NKeEH ObITb 3anpelieH. NepedyeHb BHelHMX nopTos MMO B

3aBMCUMOCTM OT BaphaHTa HacTponKM NnpmseaeH B Tabaunue (Tabanua 19).

Tabnuua 19

Homep nopTta
(npoTokon)

OnuncaHue

KoHpurypauunoHHsiit ¢paiin, B
KOTOPOM 334aeTca NopT

Tun noptat*

Cepswcbl MNMNO «Aspopa LieHTp»

10000 — 10500
(tcp)

MopTbl cepsucos MO

shared roles/systemd-
deploy/templates/system
d-supplicant.sh.j2
/usr/bin/systemd-
supplicant.sh

BHYTPEHHNM

OT KOHTEHT-CepPBEPOB

Nginx
80 (tcp) CNy»KUT ans shared_roles/consul- BHYTPEHHMI
B3aNMOE/CTBIA CEPBUCOB template/defaults/main.
Mo apyr c Apyrom ymd
999 (tls) Cy»KuT ans KoHdurypaunoHHbin dain  |BHELWHMA
B3amMmoaemncTama yctponcTs [Nginx cornacHo n. 3.8.1
cMncy
8007 CNy»KuUT ans config/vars/_vars.yml |gyyTpeHHUN
MEeXXMNOoACMCTEMHOrO
B3aMMOELNCTBUS.
8009 (tcp) banaHCMpPOBLLMK CEpBMCOB Conﬁégﬁvarz(_vari-yfzﬂl BHELLHNM
. conri conrig.ymdi.
(Nginx Web Server) /etc/gginx/cgnz.d/gcs.c
onf
8024 (tcp) MopT ans npurema 3anpocos [config/vars/ vars.yml  |gHewHm

% OnucaHue TMNoOB NopToB NpuseaeHo B Tabauue (Tabaunua 36).
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Homep nopta

KoHdurypaumoHHbi pain, B

OnucaHue Tun nopta®*
(npoTokon) KOTOPOM 333€eTcs nopT
8025 (tcp) Ha aaHHbIV nopT KoHburypaumoHHbin dan  |BHYTPEHHWM
nepeHanpasaATCA Nginx cornacHo n. 3.8.1
3anpocsl ¢ 999 nopTa
8081 (tcp) Cnyut ana cbopa meTpuk |shared roles/telemetry/ |gHyTpeHHWIA
Ha LWAl03aX A0CTyNa defaults/main.yml
CYb/ PostgreSQL
5432 (tcp) CYB/[, PostgreSQL shared_roles/postgresql gyyTpeHHMN
/defaults/main.yml
Cyb/ Valkey
6379 (tcp) valkey-server shared roles/valkey/def |guyTpeHHuit
aults/main.yml
26379 (tcp) valkey-sentinel shared roles/valkey/def |guyTpeHHui
aults/main.yml
Consul
8300 (tcp) https://www.consul.io/docs BHYTPEHHUI
/install/ports
8301 (tcp/udp) |https://www.consul.io/docs BHYTPEHHUI
/install/ports
8302 (tcp/udp) |https://www.consul.io/docs BHYTPEHHUI

/install/ports

8600 (tcp/udp)

https://www.consul.io/docs
/install/ports

shared roles/consul/def
aults/main.yml

BHYTPEHHNM

8500 (tcp) https://www.consul.io/docs |shared_roles/consul/def |gHyTpeHHW
Jinstall/ports aults/main.yml
Redpanda
8080 (tcp) redpanda_ console port shared_roles/redpanda/d.BHYTpeHHMm
efaults/main.yml
9092 (tcp) redpanda_kafka api shared_roles/redpanda/d.BHyTpeHHMm
efaults/main.yml
9644 (tcp) redpanda_admin shared_roles/redpanda/d.BHyTpeHHMm
efaults/main.yml
33145 (tcp) redpanda_rpc_server shared_roles/redpanda/d.BHyTpeHHMm
efaults/main.yml
Syncthing
8384 (tcp) https://docs.syncthing.net/ |shared_roles/syncthing/|gHytpeHHui

users/firewall.html

defaults/main.yml
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Homep nopta KoHdurypaumoHHbi pain, B

OnucaHue Tun nopta®*
(npoTokon) KOTOPOM 333€eTcs nopT
22000 https://docs.syncthing.net/ |shared roles/syncthing/ |gHyTpeHHui1
(tcp/udp) users/firewall.html defaults/main.yml
21027 (udp)  |https://docs.syncthing.net/ BHYTPEHHW
users/firewall.html
Dnsmasq
53 dnsmasq BHYTPEHHUI

OnepaunoHHaa cuctema

22 MopT SSH. Micnonb3yeTca BHYTPEHHNM
ONA pa3BepTbiBaHMA U
aaAMUHUCTpmposaHmAa Mro.
BHUMAHME! BoamokHOCTb
MCNONb30BaHMNA AAHHOIO
nopTa onpeaenseTcs
nokymeHTaumen C3U ot
HCA

NMPUMEYAHUE. PekomeHayeTtca 3anpetntb goctyn K MNMO npuBnaerMpoBaHHbIX
Nosb30BaTeNen M3-3a NPeaeoB KOHTPOAMPYEMOM 30HbI, 3anpeTms A0CTyn K KoHconu
agMunHucTpaTtopa Mb. Takke Nnpn He0HXOAMMOCTM MOXKHO 3aNPETUTb AOCTYM K OCTa/IbHbIM
Beb-koHcoNAam. [na 3Toro cneayet paspewnTb TpaduK TOAbKO No  TpebyembiM

URL-aapecam B cootBeTctBum c n. 3.10.1.
3.10.6.2. Hactpomnka OC Debian 1 OC Ubuntu

NMPUMEYAHUE. HacTtponka OC Astra Linux, OC AnbT 1 PEJ OC ocyuwectBaseTca B
COOTBETCTBMM C IKCNYyaTaLMOHHOW AOKYMeHTaumen Ha AaHHble OC.

3.10.6.2.1 Ana 3aTpyaHeHWs BO3MOXKHOCTen cbopa MHPOpmaLUM O CUCTEME
HeobXoAMMO UCKAUYUTL METKM BPEMeHW Mn3 3aronoBkoB TCP nakeToB, BbIMOAHMB
cnepyoume oeNCTBUA:

3.10.6.2.1.1 B KOHOUIrypauUMOHHbIM daln  /etc/sysctl.conf [A06aBUTbL

CTPOKY:

net.ipvé4.tcp timestamps = 0
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3.10.6.2.1.2 [MPUMEHNTb KOHPUTYPALMIO, BbIMOIHUB KOMaHAY:

sysctl -p /etc/sysctl.conf

3.10.6.2.1.3 [MpOBEPUTb KOPPEKTHOCTb KOHOUIYPaLMM, BbINOSHNMB KOMaHAY:

sysctl -a | grep net.ipvéd.tcp timestamps

Ecnm HaCTpOMKM 3a4aHbl MPaBuUAbHO, AO/1XKHO ObITb BblBEAEHO 3HAaYEHMUE!

net.ipvé4.tcp timestamps = 0

3.10.6.2.2 Hactporka 3anpeTa SSH gocTtyna K cepBepam NPUIOKEHUIA NO NOTUHY U
napoito.
3.10.6.2.2.1 B koHOUrypaumoHHom danne /etc/ssh/sshd config 3a4atb

cneayrouwmne sHa4eHnA napameTpos:

PasswordAuthentication no
PubkeyAuthentication yes
AuthenticationMethods publickey

3.10.6.2.2.2 Mepe3anycTuTb CAyXKOy sshd C MOMOLLbIO KOMaHAbI:

sudo service sshd reload

3.10.6.2.3 HacTpoika MUHMMANbHOM CNOKHOCTWU NAPONS.

HacTpolika CNOMKHOCTM Mapoaa OCyLecTBAAeTCA B KOHOUrypaunMoHHOM dainne
/etc/security/pwquality.conf. PexkomeHayeTcA 3adaTb craeaytoline 3Ha4YeHMs
NnapamMeTpoB:

— MWHWMMaJIbHaA AJ/INHA NMaponA:

minlen = 8

- a}'ld)aBl/IT naponA (N\l/IHl/II\/\aﬂbHOG KONM4eCTBO  UNCMONb3YEMDLIX  K/1aCCOB

CMMBOJIOB):

minclass = 4

— MaKCMMasbHaA ANnHa nocaeaoBaTe/IbHOCTM cumBonoB (abed, 12345 mn T.n.):

maxsequence = 3
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— MaKCMmaJibHOE YMCno naywmnx noapad oanHaKoBbIX CMMBOJ/IOB:

maxrepeat = 3

MPUMEYAHUE. HacTpoika KoHOUIypaLUMOHHbIX GainnoB A0NKHA BbINOMHATLCA Ha

KaXka4oW HoZle KnacTepa.

3.10.7. CamocToAaTeNlbHaA yYCTaHOBKA HeoOXOAMMbIX MaKeTOB Ha CcepBepbl

npuaoXKeHuin, cepsepbl bl 1 KOHTEHT-cepBepbl

3.10.7.1. Mony4mTb CNNCOK HEOBXOAMMbIX NAKETOB.

MepeyeHb HeOOXOAMMbIX MAKETOB, KOTOPble AOMKHbI ObITb YCTAaHOBAEHblI Ha
cepBepbl NPUNOXKEHNI, cepBepbl bl 1 KOHTEHT-CcepBepbl, 3a4aH B daine play-managed-
node-prerequisites.yml, HaXO4AWEMCA B KaTasore co cueHapuamm yctaHosku (1110 un

MMEIOLLLEM CeAyIOLLYO CTPYKTYPY:

- name: install requirements on <omnepauMoHHas CHUCTeMa>

- name: <omnepaumoHHas cucteMmMa> | DB node | Install OS packages
loop:
<IepedeHb [NaKeTOB cepsBepa B>
- name: <onepaumoHHasa cuctemMa> | APP node | Install OS
packages
loop:
<IlepeueHb I[IaKeTOB CcepBepa NPUJIOXEHUI>
B CeKUMMN name: install requirements on <omnepaluoHHas CUCTeMa>

3a/1aeTcA nepeyeHb NaketTos AnAa ykasaHHon OC. [laHHaA cekuma coaepKnT 2 Noacekumm,
B KOTOPbIX 3aJaeTcA nepeyeHb MAKeTOB A1 CepBepa NpuAoXKeHuin, cepsepa bl wu
KOHTEHT-CepBepa.

B noaceKumMn name: <onepaumonHHas cucrema> | DB node | Install OS
packages 3aJaeTcA nepeyeHb NakeTos AnA cepsepa b/l.

B noacekuuun <onepaumonsHasa cucrteMa> | APP node | Install OS packages
3a/aeTCA NepeyvYeHb NaAaKeToB A5 CEPBEPA MPUNOKEHNIN N KOHTEHT-CEPBEPA.

MpMep nepeyHs NakeToB ANA CepBepa NPUNOXKeHWN, cepBepa B[l M KOHTEHT-

cepBepa, PyHKUMOHMpYoWMX noa ynpasneHmem OC Astra Linux:
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- hame:

Install requirements on Astra Linux
block:
- debug:
msg: Install requirements on Astra Linux
- name: Astra Linux | Add en US.UTF-8 locale

locale gen:
name: en US.UTF-8

state: present
- name: Astra Linux | DB node | Install OS packages
apt:
name: "{{ item }}"
state: present
update cache: true
loop:
- acl

- python3-apt
- python3-distutils
- Jq
- unzip
- curl
- psmisc
- sgml-base
- libxml2
- libxsltl.1l
- ssl-cert
- xXml-core
- python3-psycopg?2
- Xz-utils
- rsync
when: node type == "db" or node type == "all"
- name: Astra Linux |
apt:
name: "{{ item }}"
state: present
update cache:
loop:
- acl
- python3-apt
- dnsutils
- net-tools
- Jaq
- curl
- unzip
- rsync
- libpcre3
- zliblg
- psmisc

APP node |

true

Install OS packages
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- iptables
- dnsmasqg
- xz-utils
- rsync
- libuser
when: node type == "app" or node type == "all"
when: ansible distribution | regex search('Astra Linux')

3.10.7.2. YCTaHOBUTb NAKETHI.
YCTaHOBKa MaKeTOB OCYLLECTBAAETCA B COOTBETCTBUM C AOKYMeHTaumen Ha OC.
NMPUMEYAHWUE. YcTaHOBKA MaKeTOB A0/XHA BbIMONHATLCA ANA Ka)kAoW HoAbl

KnacTepa.
3.10.8. OTkAtoveHme cnyxK6b SELinux u Firewalld

[ns oTkntoveHna cnyx6 SELinux n Firewalld HeobxoamMmo BbINONHUTL cieaytolme
NEencTemA:
3.10.8.1. B KoHpUrypaumoHHom  danne  /etc/selinux/config  3a4aTb

cnepyrouiee 3Ha4yeHure napameTpa SELINUX:

SELINUX=disabled

3.10.8.2. OtkAtounTb B OC MeXKCeTeBOM 3KPaH C MOMOLLbHO BbIMOJIHEHMA CIEeAYOLLLNX

KOMaHA;:

systemctl stop firewalld
systemctl disable firewalld

3.10.8.3. lepe3arpy3ntb 3BM Cc nomoLbto KOMaHAb!:

reboot

MPUMEYAHUME. OTKkAtoumTb cny»kbbl SELinux 1 Firewalld Heobxoammo Ha Kaxkaomn

HOJE K/1aCTepa.
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3.10.9. TpeboBaHMA K YCTaHOBKE M HACTPOMKe BHellHero 6anaHcMpoBLIMKa (Ha

npumepe Nginx)

YCTaHOBKA WM HACTPOMKa BHelwHero bHanaHcupoBlmMKa Nginx ocyl,ecTBAAKTCA
NONb30BaTENAMM (CUCTEMHBIMW aaMUHMUCTPaTopamu) MMNO camocToAaTeNnbHO. BHewHNM
6anaHCMPOBLIMK A0MKEH NOAAEPHKMBATb MPOKCMPOBAHME http M tcp-COeAMHEHNN.

[na nNpoBepKM BO3MOXHOCTM MPOKCMPOBAHMA tcp-COeAMHEHUM HeobxoaMmo

BbIMO/IHUTL NPOBEPKY KOPPEKTHOCTU KOHOUIypaLmm Nginx ¢ NOMOLLbIO KOMaHAb!:

sudo nginx -t

B cnyvae otobparkeHMa cooblWeHNs unknown directive «stream» TpebyeTcs
£,06aBUTb MOAAEPHKKY MOAYNA ngx stream module.so. 114 3Toro Heobxoanmo:
— B KOHdUrypaumoHHom damne Nginx (dann: /etc/nginx/nginx.conf)

n06aBUTb CTPOKY:

load module ‘/usr/lib64/nginx/modules/ngx stream module.so’;

— nepe3anyctntb NgiNnx C NOMOLbIO KOMaHAb!:

sudo systemctl reload nginx

3.10.9.1. Hactpoika banaHCcMpoBLIMKa 414 OAHOTEHAHTHOM KOHGUIYypaLuK:

— Bblaenntb aomeH <AC _DOMAIN> pans obpaweHna k MO, Hanpumep,
acenter.example.ru,

— BbINYCTUTb  CepTUOMKAT [NAa CBOero JAomeHa (AomeHOoB), Hanpumep,
acenter.example.ru;

— pobaBuTb dns-3anmMcb  ANA  CBOero  AoMeHa (AOMeHOoB), Hanpumep,
acenter.example.ru,;

— B KOHPUrypaumMoHHOM daline BHellHero banaHcMposLmMKa 406aBNTb 06paboTKy
CBOEro AomeHa  (AOMeHOB), Hanpumep, acenter.example.ru. Mprmepsbl

KOHQUIypaumMoHHbIX $annoB npuBeAeHbl B KaTanore samples/ac/nginx external-

balancer/conf.d:
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® one-node.conf — MNPUMeEpP KOHPUrypauMoOHHOro ¢akna Aans cepsepa
NPUNOXKEHNI;

® content-server.conf — NPUMeEP KOHOUTYPALUMOHHOTO Gpakia ANA KOHTEHT-

cepsepa.

3.10.9.2. Hactpolika 6OanaHCMpoBLIMKA AN  NOAAEPMKKM  MYNbTUTEHAHTHOM
KOHPUIypaumm.

B cBA3M C TEM, YTO AN5 KarKAOro TeHAHTa UCNO/b3YeTCA OTAENbHbIN NOAAOMEH,
HeobxoaMmo  HacTpouTb 06paboTKy AOMeHa M NOAAOMEHOB Ha  BHELIHEM
6anaHCMPOBLIMKE, BbIMONHUB CAeaytoline AeNCTBMA:

— Bblaenntb aomeH <AC _DOMAIN> pana obpaweHus K [0, Hanpumep,
acenter.example.ru,

— BbINYCTUTb 0ObIYHbIN U wildcard CePTUPUKATLI A5 CBOETO AOMEHA (AOMEHOB),
Hanpumep acenter.example.ru M *.acenter.example.ru,

— nob6aBuTb dns-3anncb A8 CBOEro AOMeHa (AOMeHOB) M wildcard 3anucb AN
noaaOMEHOB, HANPUMEP acenter.example.ru M *.acenter.example.ruy;

— B KOHOUrypaunmoHHoOM daline BHellHero 6anaHcnMpoBLiMKa 406aBUTb 06paboTKy
CBOEro JomeHa (AOMeHOB) M MNOAAOMEHOB, HaMNpUMep acenter.example.ru U

*.acenter.example.ru. [Ipumepbl KOHOMUIYPALMOHHbLIX GaliI0B NPMBEAEHbI B KaTanore

samples/ac/nginx external-balancer/conf.d:

® one-node.conf — MNpPUMep KOHPUrypaumoHHOro ¢arna AnAa cepsepa
NPUNOXKEHNI;

® content-server.conf — NPUMepP KOHPUIYPALNMOHHOro Gpanna ANa KOHTEHT-

cepsepa.
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3.10.10. AkTnBaumAa (pa3bNOKMPOBKA) y4ETHOM 3aMMCKU NOAb30BATENA C MOMOLLbIO
sqgl-3anpoca Kk b/l

Pa3bnoknmpoBKa Yy4eTHbIXx 3anmceilt nonb3osatenen [MNO  ocyuwecTBadeTcA
AAMWHUCTPATOPOM YYETHbIX 3anmncein ¢ nomoubto KoHconn aammHuctpaTopa MNb. OaHako
y4yeTHan 3annmcb AOMWUHUCTPATOPA YYETHbIX 3aNncel TakKe MOXKeT ObiTb 3a6/10KMPOBaAHa
(Hanpumep, NP ANUTENBHOM HEAKTUBHOCTM AAMMHMNCTPATOPA YYETHbIX 3aNnCEN).

B sTom cnyvae ana pa3biOKMPOBKM yYETHOM 3anmMcn HeobXoAMMO BbINMOAHUTD
cneayroume AencTeuma:

3.10.10.1. Moakntountca K B MNB (auth) C NOMOLWbIO KOMaHAb!:

psgl -U auth -h <ip-ampec cepsepa BI> -d auth

Hanpumep:

psgl -U auth -h 192.168.0.107 -d auth

3.10.10.2. Pa3bnokmpoBaTb YYETHYH 3anMcCb MNOAb30BaTeNs C MOMOUIbO € sql-

3anpoca:

update accounts users.accounts set is active=true,
last activity at=now() where login='<email nosne3o0BarTena>';

Hanpumep:

update accounts users.accounts set is active=true,
last activity at=now() where login='admin@omprussia.ru';

3.10.11. denctBuAa nocne cbOpoca yCTPOMCTB K 3aBOACKMM HAaCTPOMKaM

Cbpoc ycTpoincTea BO3BpalL@eT ero K 3aBOACKMM HacTpolkam. lNocne cbpoca
YCTPOWCTB B 3aBUCMMOCTM OT cnocoba nx nepBOHaYaibHOM YCTaHOBKM npuaoxeHuna Mo
(npunoxkeHne «Aspopa LeHTp» 1 npunoxeHne «ABpopa MapKeT») MOryT OTCYTCTBOBaTb
b0 6bITh cOpoLLEeHbl A0 NepBOHAYaIbHOM BEPCUM.

Mocne cbpoca ycTpoicTBa HeEOHX0AMMO BbIMNONHUTL CAeaytoLlme AeNCTBUA:

1) YctaHoBuTb npunoxkenma [MNO, ecan nocne cbpoca YCTPOMCTBA OHM

OTCYTCTBYIOT;
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2) AKTMBMPOBATbL YCTPOMCTBO B 1Y B COOTBETCTBUM C AOKYMEHTOM «PyKOBOACTBO
nonb3osaTena. Yactb 3. Moacuctema lMNnaatdopma ynpasaeHua»;

3) O6HoBUTb NpuaoxKeHua MMO B COOTBETCTBUM C AOKYMEHTOM «PyKOBOACTBO
nonb3osaTena. Yactb 7. lNMpunoxeHne «Aspopa UeHTp» AnA onepauyoOHHON CUCTEMbI

ABpopar.

3.10.12. MopanoK 3adaHua agpecoB (AOMEHHbIX MMEH) B MHBEHTapHOM daline

inventories/hosts.yml

B nHBeHTapHOM ¢alne inventories/hosts.yml 3a4at0OTCA agpeca CepBepos
(MMeHa XOCTOB), Ha KOTOpble YyCTaHOBAEHb! (byayT yCTaHOB/EHbl) KOMMOHEHTbI Cpeabl
dyHKUMOHMpoBaHMA MMO, nHbpacTpyKTypHble KomnoHeHTbl MMNMO 1 noacuctemsl MIMO.

3a4aHKne aapecoB (4OMEHHbIX MMEH) OCYLLLECTBAAETCA MOCPEeACTBOM UX A0DaBAEHMA

B CEKLMIO hosts, Hanpumep:

app:
hosts:
acenterappO1l:
acenterapp02:
acenterapp03:

[lonyckaeTtcs nobasneHue aapecos Npu NOMOLLM A0OaBAEHUA XOCTOB B rpynnbl U
NanbHENLWero nepencnonb3oBaHus rpynn. Hanpumep, ans Nginx 6yayT 3aaaHbl agpeca 13

rpynmnbl app, KOTOPAA 3aM0J/IHEHA BblLUE:

ocs:
children:
app:
hosts:
acenterapp0l:
acenterapp02:
acenterapp03:
nginx:
children:
app:
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[lonyckaeTcs cMellaHHoe 3a4aHue aApecoB NoCPeaCTBOM UX A06aBNEeHUA B CEKLMIO
hosts, a TaKXKe MnocpeacTBOM A00aBAeHMA XOCTOB B rpynnbl W AafbHeNnLero
nepencnonib3oBaHuMa rpynn. Hanpumep, ans Nginx 6yayT 3a4aHbl agpeca M3 rpynnbl app,

KOTOpPaA 3aMno/IHeEHA BblWeE, N afpeca N3 CEKUMM hosts:

ocs:
children:
app:
hosts:
acenterappO1l:
acenterapp02:
acenterapp03:
nginx:
children:
app:
hosts:
acenterapp04:
acenterapp05:

Mpn HeobxoAMMOCTM YCTAHOBKM Ha XOCT onpegeneHHbix noacuctem [MMO
notpebyerca nocne agpeca xocta [A00aBUMTb MNapamMeTp subsystems C NepeyHeM

NoACUCTEM, Hanpumep:

app:
hosts:
acenterapp0l:
subsystems: auth
acenterapp02:
subsystems: emm
acenterapp03:
subsystems: appstore,pkgrepo

KoHPUIrypaumoHHbIM daiin cueHapus yCTaHOBKM cpedbl GyHKUMOHMPOoBaHMA MMO 1
MHOPACTPYKTYPHbIX KoMmnoHeHToB MO Ha 1 3BM ¢ JOMEHHbIM UMEHEM ocs-app.local

NMEET CNeayoLLNIA BUA:

all:
children:
ocs:
children:
app:
hosts:
ocs—-app.local:
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content:
hosts:
postgresqgl:
hosts:
ocs—-app.local:
nginx:
children:
app:
content:
consul:
children:
consul servers
children:
app:
consul agents:
children:
consul content:
children:
content:
consul template:
children:
app:
content:
redpanda:
children:
app:
valkey:
children:
app:
children:
app:
sentinel:
children:
app:
syncthing:
children:
app:

Mpumepbl $annoB hosts.yml ANA OAHOHOAOBOM W KAACTEPHOM KOHOUrypaumi

npmeegeHsol B KaTaaore
samples/ac/inventories/).
OnucaHWe nNapameTpos

npueegeHo s n. 12.1.1.

samples/ac/inventories/

MHBEHTapHOro  dalna

(nnn B  KaTajore

inventories/hosts.yml
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3.10.13. NMopaaoK HaCTPOMKM CPOKa XpaHeHMA cobbITUIN Be30nacHOCTH

CpoK xpaHeHusa cobbiTuin 6e30MacHOCTM 3a4aeTcs B NOMe retention Tabauubl
partman.part config events b/ b (auth).

[ns npocMoTpa M WM3MEHEHMA CPOKa XpaHeHMAa HeobXxoAMMO BbINMOAHUTL
cneayroLLyto NOC/1Ie40BaTeIbHOCTb AENCTBUM:

3.10.13.1. NoakntounTbea K B MB (auth) ¢ NOMOLLbIO KOMaHAb!:

psgl -U auth -h <ip-azmpec cepmBepa BI> -d auth

Hanpumep:

psgl -U auth -h 192.168.0.107 -d auth

3.10.13.2. lpocmoTpeTb TeKyLlee 3Ha4YeHne CPOKa XPaHEHMA C MOMOLLbIO CKpMNTa:

select retention from partman.part config where parent table =
'audit.audit events';

3.10.13.3. A3MeHUTb CPOK XpPaHEHMA C MOMOLLbIO CKPUNTA:

UPDATE partman.part config SET retention = '<kojmuecTBO nHewn> days'
where parent table = 'audit.audit events';
Hanpumep:
UPDATE partman.part config SET retention = '90 days' where
parent table = 'audit.audit events';

3.10.14. NMopaaoK HACTPOMKM CPOKA XPaHeHMA COObITUI M3 KypHana coobLieHui

YCTPOWNCTB

CpoK XpaHeHWsa cobbITUIM M3 KypHana coobWEHUM YCTPOWCTB 3adaeTcs B nose
retention Tabanupl partman.part config events [1Y (emm).

[Ons npocMoTpa M WM3MEHEHMA CPOKa XpaHeHuAa HeobXoAMMO  BbINMOAHUTb
cneayoLlyo Nocaea0BaTeIbHOCTb AENCTBUM:

3.10.14.1. NoakntoumTbea K B MY (emm) ¢ NOMOLLbIO KOMaH/bI:

psgl -U emm -h <ip-ampec cepeepa BI> -d emm
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Hanpumep:

psgl -U emm -h 192.168.0.107 -d emm

3.10.14.2. lpoCcMOTpeTh TeKYLLEE 3HAYEHME CPOKA XPAHEHMA C MOMOLbIO CKpUMTa:

select retention from partman.part config where parent table =
'journal.client journal messages';

3.10.14.3. 13MeHUTb CPOK XpaHEeHMA C MOMOLLLBIO CKpUNTA:

UPDATE partman.part config SET retention = '<kojmuecTBO nOHelr> days'
where parent table = 'journal.client journal messages';

Hanpumep:

UPDATE partman.part config SET retention = '180 days' where
parent table = 'journal.client journal messages’;

3.10.15. Mopagok HacTtponku MMNO ana ero yCTaHOBKM Ha Pa3IMyHbIe OKPYXEHNA

CLEeHapUM YCTaHOBKM MO3BOMAIOT BbIMOAHUTL HACTPOMKY M ycTaHosky MMO, a
TaKXe KOMMOHEHTOB Cpeabl (I)yHKLl‘VlOHleOBaHMﬂ Mo ANA  HECKOJIbKNX Pa3/INYHbIX
OKPY)KEHWIA, BbINONHMB CAedyloLLme AeACTBUA:

3.10.15.1. MNepenTn B KaTanor /install-<eepcus IIO>/install-ac-mt/

3.10.15.2. Co3gatb MHBEHTAPHbIM bann hosts.yml no nyTn:
inventories/<HaszsBaHue OKpyxeHus>/hosts.yml.

OnuncaHMe napameTpoB MHBEHTAPHOro dana hosts.yml npueseaeHo s n. 12.1.1.

3.10.15.3. Co3aaTtb KaTanor config/environments/<Ha3BaHue OKPYyXEHMA>/,
co34aTb B [AaHHOM KaTtasnore Tpebyemble KOHQUrypaumoHHble Galibl C y4eTOM  UX
PACMNONIOXKEHNA B KaTanore config M 3a4aTb Tpebyemble 3HaYEHMA NapameTPOB.

Bonee noapobHaa MHPopmauma no pabote C KOHPUTYPAUMOHHbIMKM Pariamm
OKpYyXeHunAa npmeedeHa 8 n. 13.2.8.

3.10.15.4. BbINONHUTbL YCTAHOBKY KOMMOHEHTOB cpebl GyHKLUMoHMpoBaHMA MMO r
MroO B cooTBeTCTBMM C nNoapasaesiom 3.6 A4 3aaHHOIO OKPYXKEHMA, YKa3aB B KOMaH4ax

YCTAHOBKM MyTb K UHBEHTAPHOMY banay U UMSA OKPYKEHUA.
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Mpumepbl KOMaHA,
— KOMaHAa YCTaHOBKM BCeX MaKeToB Ha Bce cepBepbl (Ha Bce cepsepsbl

NpuNoXKeHui, cepsepbl Bl M KOHTEHT-cepBepbl HE3aBMUCMMO OT UX TMNa):

ansible-playbook -i inventories/<uas3BaHue OKpyxeHus>/hosts.yml play-
managed-node-prerequisites.yml -vv -u <mmMs I[IOJIb30BaTeJa>

— KOMaHAa YCTAHOBKM KOMMOHEHTOB cpedbl GyHKUMOHMpoBaHua MO u

MHPPACTPYKTYPHbIX KOMNOHeHTOB [MM0:

ANSIBLE USER="<mma nosmpzoBaTens>" ./deploy-infra.sh --env "<uassazme
OKpyXeHua>"

— KOomaHpAa yctaHoBku [1110:

ANSIBLE USER="<mma nose3oBatTens>" ./deploy-ac.sh --env "<HaszBaHue
OKpyXeHua>"

3.10.16. YaaneHne nepcoHanbHbIX AaHHbIX M3 YYEeTHOW 3amnmMcK MNO/Jb30BaTens,
NepCoHaNbHbIX [AaHHbIX KOHTAKTHOrO /MU@ OpraHM3auMm U NepcoHasbHbIX AaHHbIX

KOHTAQKTHOIO nLa NPOEKTa

3.10.16.1. AnAa yaaneHuns NepCcoHanbHbIX AAaHHbIX M3 y4eTHOW 3aNnCK NoNb30BaTeNA
HeobX0AMMO BbINONHUTbL Ceaytolne AenCTBUA:

— noakntounTbea K b1 Mb (auth) c nomoulbio cneaytolen KomaHabl:

psgl -U auth -h <ip-azmpec ceprBepa BI> -d auth

Hanpumep:

psgl -U auth -h 192.168.0.107 -d auth

— BbINONHUTb sgl-3anpocC

update accounts users.accounts set login='', last name='",

first name='"', patronymic='' where login='<email nosnep3zoBarena>';
Hanpumep:

update accounts users.accounts set login='"', last name='",

first name='"', patronymic='"' where login='ivanov@omprussia.ru';
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3.10.16.2. Ana yoaneHna nepcoHasibHbIX AaHHbIX KOHTAKTHOIO M@ OopraHn3aumm
HeobX0AMMO BbINONHUTbL Ceaytolne AeNCTBUA:

— BbINOAHUTL aAPXMBALMIO KOHTAKTHOIO /MUA, €CAW KOHTAKTHOe MU0  He
32apPXMBMPOBAHO;

— noakntounTbea K B MYT (mt) ¢ NOMOLLbIO Cheaytolet KOMaHabl:

psgl -U mt -h <ip-ampec cepBepa BI> -d mt

Hanpumep:

psgl -U mt -h 192.168.0.107 -d mt

— BbINOAHWUTL sql-3anpoc:

UPDATE organizations.contact persons
SET first name='Deleted',
last name='Deleted',
patronymic=NULL,
comment=NULL,
phone="'112",
email=id::text || '@example.com'
WHERE deleted at IS NOT NULL AND email='<email KOHTaxkTHOTO Jjuua>';

Hanpumep:

UPDATE organizations.contact persons
SET first name='Deleted',
last name='Deleted',
patronymic=NULL,
comment=NULL,
phone="'112",
email=id::text || '(@example.com'
WHERE deleted at IS NOT NULL AND email='ivanov@omprussia.ru';

3.10.16.3. AnAa ypaneHWs MNepcoHanbHbIX [AaHHbIX MOJIb30BATE/IEN YCTPOMCTB
HeobxoAMMO BbIMONHUTL CAeaytowme AeNCTBUS:

— 3aMTM B KAPTO4YKy NO/Ab30BaTeNA YCTPOMCTBA W BbINOAHUTb aPXMBALMIO
NONb30BaTeNA, €C/IN NONb30BaTE/Ib HE 3aaPXMBMPOBAH;

— noAkMuYnTLEA K B MY (emm) ¢ noMoubio caeaytollein KomaHab!:

psgl -U emm -h <ip-azmpec cepeepa BI> -d emm
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Hanpumep:

psgl -U emm -h 192.168.0.107 -d emm

— BbINOMHWUTbL Sql-3anpocsl:

UPDATE users_ service.users

SET first name = 'Deleted',
last name = 'Deleted’',
patronymic = NULL,
job title = NULL,
phone number = NULL,
email = id::text || 'Gexample.com'
WHERE email = '<email nonesoeatTena My>' AND deleted at IS NOT NULL;

UPDATE users service.users read model

SET first name = 'Deleted',
last name = 'Deleted’',
patronymic = NULL,
job title = NULL,
phone number = NULL,
email = id::text || 'Gexample.com'
WHERE email = '<email nosne3oBaTensa MYy>' AND deleted at IS NOT NULL;
Hanpumep:

UPDATE users service.users

SET first name = 'Deleted',
last name = 'Deleted',
patronymic = NULL,
job title = NULL,
phone number = NULL,
email = id::text || 'Gexample.com'
WHERE email = 'ivanov(@omprussia.ru' AND deleted at IS NOT NULL;

UPDATE users service.users read model

SET first name = 'Deleted’',
last name = 'Deleted',
patronymic = NULL,
job title = NULL,
phone number = NULL,
email = id::text || '@example.com'
WHERE email = 'ivanov(@omprussia.ru' AND deleted at IS NOT NULL;

3.10.16.4. na yaaneHma nepcoHa bHbIX AaHHbIX KOHTAKTHOrO inua npoekta MNCY
HeobxoAMMO BbINONHUTL CAeayolme AeNCTBUS:

— noakntountbea K b MCY (push) ¢ NOMOLLbIO CAeayoLWen KoMaHab!:

psgl -U push -h <ip-azmpec cepBepa BI> -d push
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Hanpumep:

psgl -U push -h 192.168.0.107 -d push

— BbIMNONHUTb sgl-3anpoc

UPDATE main.contact persons
SET N
first name='Deleted',
last name='Deleted',
patronymic="'Deleted’',
position="'Deleted',
phone="'112",
email=id::text || '(@example.com'
WHERE email='<email KOHTaKTHOTO Jula>"';

Hanpumep:

UPDATE main.contact persons
SET
first name='Deleted',
last name='Deleted',
patronymic='Deleted’',
position="'Deleted',
phone="'112",
email=id::text || '@example.com'
WHERE email='ivanovW@omprussia.ru';

3.10.17. Cbpoc napona y4eTHOM 3anmcu

B cnyyae yTepu napons OT YY4eTHOM 3anmMch C pPoabto AAMUHUCTPATOP YYETHbIX
3anmncein M HeBO3MOMKHOCTWN ero BOCCTAHOB/IEHMA LWTATHbIM CNOCODBOM (Hanpumep, ecnu B
MMNO 6bina ToNbKO 1 y4yeTHas 3amnucb C YKA3aHHOW POJbio), HEOHBXOAMMO BbIMOJAHUTD
cneaytouime AencTena ana cbpoca Nnapona y4eTHoOM 3anmncu:

— nogkntoumnTtbes K b1 Mb (auth) ¢ NOMOLLbIO KOMaHAbI:

psgl -U auth -h <ip-azmpec ceprBepa BI> -d auth

Hanpumep:

psgl -U auth -h 192.168.0.107 -d auth
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— B danne samples/sgl/activate user account.sgl, PaCNONIOEHHOM B
KaTajsiore co cueHapmnamm yCtTaHOBKA |_||_|O, 3a4aTb NOIrnH yquHOM 3arfMcn B napameTpe

accountLogin, Hanpumep:

accountLogin text := 'admin@omprussia.ru'

— CKOHMpOBaTbCOAepHﬂMwoe(baﬁﬂa activate user account.sgl B KOHCO/ib U
BbIMO/IHNUTbL CKPWNT, HaXKaB Kaasuwy «Enter».
[Mocne BbINOAHEHMA YKa3aHHbIX AeNCTBMA napoab byaeT MMeTb 3HadyeHume

«admin».

3.10.18. BoccTaHOBNAEHME YYETHOM 3aMMCKM MNOJIb30BaTENA TEeHaHTa B C/y4ae ee

YAa/1eHNA

[lNs BOCCTAHOBNEHWS YYETHOW 3amnucK MNONAb30BaTeNd TeHaHTa B C/y4ae ee
yAaneHns HeobxoaMMOo BbINONHUTL Cleaytoline AencTBmA:

— noakntounTbea K B Mb (auth) C NOMOLbIO cAeaytollen KOMaHAbI:

psgl -U auth -h <ip-ampec cepsepa BI> -d auth

Hanpumep:

psgl -U auth -h 192.168.0.107 -d auth

— B ¢aﬁne samples/sqgl/create tenant default user account.sql,
HaxodAWeMCA B KaTasiore Co CueHapmnamm yCTaHOBKHA |_||_|O, 3a4aTb JIOTUH y‘-IETHOﬁ 3alnCu

(ﬂapaMGTp:accountLogin)MKOATeHaHTa(HapaMeTp:accountTenantCodeLHaﬂpMMEp:

accountLogin text := 'admin@omprussia.ru';
accountTenantCode text := 'default';

NMPUMEYAHUE. Koa TeHaHTa AOCTyNeH B KapTOYKe TEHAHTA;
— CKOMMpOBaThb B KOHCO/1b coaeprkmmoe danna
create tenant default user account.sgl W BbINO/IHUTb CKPWUNT, HAXaB KAaBuLLY

«Enter».
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3.10.19. HacTpoliKa BKAOUYEHMA/OTKAOUYEHNA PerucTpaLmm cobbiTunit

HacTpoika perncrpaumm cobbITUiM OCyLLLECTBAAETCA B KOHPUTYPALMOHHbLIX Ppaiiax
W/t030B A0CTyNa endpoints.yml, KOTOPble Pacno/iaratoTCA Ha CepBepe MPUIONKEHWM

[1MO B KaTanore:

/var/ocs/config/subsystems/<uaszBaHue
nomcucreMe>/applications/<HasBaHue uuiw3a gocryna>/endpoints.yml

Hanpumep:

/var/ocs/config/subsystems/auth/applications/ocs—-auth-admin-api-
gw/endpoints.yml

nnbo B KaTanore co cueHapuamm yctaHosku MMO:

config/subsystems/<Has3BaHue nomcucreme>/applications/<HazBaHmue mIw03a
nocryna>/endpoints.yml

Hanpumep:

config/subsystems/auth/applications/ocs—-auth-admin-api-
gw/endpoints.yml

[na  OoTKAYEeHUs/BKAOYEHMA pernctTpaumm cobbitua  ana  dyHkumm  MMNoO
(sHanonHTA) HeobxoaMmo B cekumm Tpebyemoro SHAMNOMHTA

3aKOMMEHTMPOBATL/PAaCKOMMEHTMPOBATL CEKUMIO audit, Hanpumep:

- endpoint: /api/devices/{id}/operations/next
method: GET
backends:
- url pattern: /vl/devices/{id}/operations/next
host: ocs-emm-dispatcher-api.${domain}
forward error: true

auth:
scope: operation:read
permissions:

resource type: operation
action: read
context field map:
device.id: request.params.id
audit:
field map:
action: get
object id: response.body.id
object label: response.body.type
object type: deviceOperation

id
#
#
#
id
id
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[anee B 3aBMCMMOCTM OT TuMa KOHOUIYPaUMOHHOTO daina BbINOAHUTb
nepeycTaHOBKY KOHOUrypaUMOHHOTro daina uaM nepesanyck cepsuca. MoapobHan

nHdopmauma 06 ynpaBneHmnn Hactpomkamm cepsucos MMNO npueeaeHa B nogpasaene 4.3.
3.10.20. HacTpownka bpeHamnposaHua MNMoO

[ns nobaBneHMA NoroTmna KOMNaHMM 1 BbIDOPA LIBETOBOM CXEMbI rpaduyecKoro
nHtepdenca MMO HeobxoAMMO B KOHPUIypaUMOHHOM ¢anne config/internal.yml
3a4aTb Cneaytoline NnapameTpbl:

— brandingLogoUrl — CCbI/IKa Ha n3obparkeHune, nmbo n3obpakeHne noroTnna B
dopmaTe basebd (M30b6parkeHune byaeT paamepom 160x32 Touek);

— brandingLogoAlt — TEKCT, KOTOPbIN ByaeT oTobparkaTbCA NPM HaBeAEHMM Ha
n3obparkeHne NoroTmna;

— theme —onucaHue UBeToBOM cxeMbl Material Ul: uBeTa KHOMOK 1 TEKCTA, a TaKXKe
npoyne HacTpolkm (cm. https://mui.com/material-ui/customization/palette/). He
peKOMeHAYeTCA MeHATb WPUEOTbl U UX Pa3mepbl, T.K. HEMNPABUbHblE 3HAYEHMA MOTYT
HaPYLWMTb KOPPEKTHOCTb OTObOPaKeHUs NHTepdenca.

Hanpumep:

brandingLogoUrl: "data:image/png;base64, iVBORWOKGgoAAAANSUNEUgAAADKAAA
oWy
brandingLogoAlt: "test branding text",
theme:
palette:
primary:
main: "#££4200"
light: "#££4200"
dark: "#££4200"
contrastText: "#333333"
secondary:
main: "#££4200"
light: "#££4200"
dark: "#££4200"
contrastText: '#333333'
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3.10.21. MNepekntodeHue Tpadurka mexay LUOdamu (failover/switchover)

MNepekatoyeHne TpadmKa MexXay LOJdamu (failover/switchover)
OCYLLECTB/IAETCA B PYYHOM peXMME.

BHUMAHMUE! TMpu nepekntoyeHnn Tpadmka mexay ULO[Jdamu, a Takxke npu
BOCCTaHOBAeHUM ocHoBHOro LUO/la, BaXKHO He A0NYCTUTb OA4HOBPEMEHHYO PaboTy 0bomx
LOJloB B aKTMBHOM pexkume. lNpn ogHoBpemeHHoM paboTte oboux LLIOoB B aKTMBHOM
pexnme BO3HMKHET cuTyauma «Split Brainy.

[nsa nepekntoyeHma TpaduKka ¢ ocHoBHoro LUO/la Ha pe3epBHbINM peKkoMeHayeTca
BbIMONIHWUTb CAeAytolLne AeNCTBUA:

3.10.21.1. MNMepeBectn Knactep b/l B pesepsHom LIO[e mn3 coctoaHma StandBy B
Primary.

[nsa aToro Heob6xoAMMO BbIMONHUTL CleaytoLLmMe AeNCTBUA:

3.10.21.1.1 OcTtaHoBUTbL cepsepsbl bl B ocHoBHOM LO/le ¢ nomoLLbio KOMaHAb!:

systemctl stop patroni

3.10.21.1.2 NepeBecTtn knactep b/l n3 cocroaHma StandBy B coctoaHume Primary,

BbIMNOJIHMB Ha 0 AHOM M3 cepBepoB b/l pesepsHoro LUO/da cneaytollyto KOMaHAay:

patronictl -c /etc/patroni.yml edit-config --force --set
standby cluster=""

3.10.21.1.3 MpoBepuTb, 4TO B KaacTepe nosasuacs cepsep b/l B ponun Leader c

MOMOLLbIO KOMaHAbI:

patronictl -c /etc/patroni.yml list

3.10.21.2. NepeBecTy BXOAAWMK TpadUK Ha BHewHem OaNaHCUPOBLLUKE K3
ocHoBHoro UO/la B pe3epBHbIN.
3.10.21.3. lNocne BocCCTaHOBNEHMA Knactepa bl B ocHosHOM LO/[le, MOXHO

nepesecTtu Knactep bl B8 ocHoBHOM LIO/le B cocToAHME StandBy.
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Nna atoro HeobxoAMMO A00aBUTb B AMHAMWUYECKYHD KOHOUIypauuio Knactepa

HacTpomnKy «standby cluster» c nomoulbto cneaytowen KomaHabl:

patronictl -c /etc/patroni.yml edit-config --force \

--set standby cluster.host='<new cluster vip>' \

-—-set standby cluster.port=5000 \
-—-set standby cluster.create replica methods='- basebackup'

roe new cluster vip —virtual IP address CepBepa, C KOTOPOro byaeT HacTpoeHa
penanKauma OaHHbIX.
BHUMAHWE! B MOMeEHT BOCCTAHOB/IEHMA BblLIEALWEro paHee 0OCHOBHOIO K1acTepa,

OH TaK¥e OCTaHeTCA primary. BaXHO He AONYCTUTb PabOoTbl ABYX primary KJ1acTepOB.
3.10.22. HacTpoiKka agpeca NpoBEPKN NOAKAHOYEHNA YCTPOWCTB K CETU

Mo ymon4aHWIO, ANA NPOBEPKM AO0CTyNa K CEeTM, YCTpoincTBa obpallatotca K
nyb6anyHomy agpecy http:// ipv4d.omprussia.ru, KOTOpbIM A4OCTYNEH U3 ceT MHTepHeT.

B cnydae nMcnonb3oBaHMA YCTPOMCTB B 3aKPbITON ceTh (ceTb Be3 AocTyna K cetu
NHTepHeT), HeobXxoAMMO AaHHbIN aiPeC 3aMEHUTb Ha aapec, KOTOPbI ByaeT AOCTyneH 13
3aKPbITOM CETU M 3aperncTprpoBaH Ha cepBepe DNS, HaxogALEMCA B 3aKPbITON CETH.

[na Toro, 4ToObl YCTPOMCTBA MOIMAM BbIMOAHATL MPOBEPKY AO0CTyNa K CeTu
HeobxoaAnmo:

3.10.22.1. B 3akpbiTot cetu HacTpouTb cepBep Nginx co caeaylowmmm

napameTpamu:

server {
listen 80;

server name <mMms cepBepa>;
access log /var/log/nginx/access-ipvé4.omprussia.ru.log main;
error log /var/log/nginx/error-ipvé4.omprussia.ru.log;

client max body size 1K;

location / {
return 404;
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location = /return 204 {
return 204;
access log /var/log/nginx/ipv4 return 204 access.log;

MPUMEYAHWE. YKa3aHHble HaCTPOMKM MOTyT BbITb BbINOAHEHbI MO0 Ha BHELLIHEM
6anaHcMpoBLWMKe, MO0 Ha OTAeNbHOM cepBepe. Ha BHyTpeHHem 6anaHCMPOBLIMKE
YKa3aHHble HAaCTPOMKM BbIMOAHATL 3aMpeLLeHO.

3.10.22.2. B napameTpax networkCheckSettings.ipv4Url 7
networkCheckSettings.ipv6éUrl KOHOUrypaumoHHoro danna MY install-<sepcus
[I0>/install-ac-mt/config/subsystems/emm/config.yml 3a4aTb aApec cepsepa
Nginx, K KoTopomMy byayT obpallatbcs yCcTponcTBa. JaHHbI aapec byaeT aBTOMaTUYECKK
PACNPOCTPAHATLCA B HACTPOMKM Kaxkaoro yctpomnctea ¢ OC ABpopa, NoaK/Ato4eHHOro K Y.
M3meHeHMe HacTpoeK Ha ycTpoicTee byaeT oTparkeHo B KoHconn agmuHuctpatopa MY 8
KapTO4YKe yCcTponcTBa B pasaene «CocTosHMeY.

3.10.22.3. lNepeyCcTaHOBUTb KOHOUIYpaLMOHHbIe Gainbl CEpBMCA ocs—emm-state-

manager-api C NTOMOLLbIO KOMaHAbI:

ANSIBLE USER="<mma nomezoBaTens>" ./deploy-ac.sh --subsystems emm --
apps ocs-emm-state-manager-api --action config

3.10.23. HacTtpomnKka noakntoveHua penosmtopmsa OC Linux

Penosutopuin  OC Linux wucnonb3yeTcs ANA  YCTAaHOBKM U 0OHOBAEHMUS
nporpammHoro obecneyeHms Ha yctponcTteax ¢ OC cemencTsa Linux.

YcTpoicTBa C peno3nTopuMem MOryT B3aMMOAEMCTBOBATb KaK HaMpsaMyto, Tak U
yepe3 KOHTeHT-cepBep. B3ammozencrteve ¢ peno3nTopMeM 4Yepe3 KOHTEHT-cepBep
TpebyeTca B Tex C/y4aax, Koraa Heobxoaum ayTeHTUOUUMPOBAHHbLIM A0CTYyNn K

Peno3nTopUIO.
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Kakum obpasom 6OyaeT ocywecTBAATLCA B3aMMOAENCTBME C PEno3nTopuem
3aBMCMTOTﬂapaMeTpOBHOAKﬂquHMH,yKa3aHHOK)BﬂpaBMﬂeHOﬂMTMKM«KOH¢MpraMMﬂ
penosntopunes/MNoaKNOYEHNE  CUCTEMHBIX  penosutopues». [opsgok paboTel ¢
NONUTUKAMM NpMBeAEH B AOKyMeHTe « PyKOBOACTBO Nosb3oBaTens. YacTe 3. MNoacmcrema
Mnatdopma ynpasaeHns».

B cnydae, ecau B3aMMOﬂ£ﬁCTBMe C peno3snTopmnem OCyLlecCTBIAETCA Yepes3
KOHTEHT-CepBep, TO H€O6XOAMMO B cexkunun
config.publicUris.pkgrepo.linuxRepoAddresses KOHPUIypaLMOHHOTO danna

config/config.yml.j2 3a4aTb ero apec, UMa 1 TUMN, HaNpUMep:

pkgrepo:
# Linux-peno3mTopuy, COINEPXMMOE KOTOPHX MNPENOCTAaBJISETCS UYepe3 KOHTEHT
cepsepr [IIIO

linuxRepoAddresses:

- name: "test-repo" # VYHUKaAJBHOE ¥MSA PENO3UTOPUS (MCIOJIBL3YETCSH
TOJIBKO CHMMBOJIEI, pa3pelieHHble 019 URL ©e3 KOIOUPOBKM)
type: "rpm" # Tun penos3uTOopMsS B BaBUCUMOCTM OT IMAaKeTOB: rpm,

deb, flatpak
address: https://repo.linux.ru/ # Ampec penosmuToOpusd

BHUMAHUE! ma peno3mtopmra mMoXKeT coaepaTb TONbKO LMdpPbl, 3arnasBHblie U

CTPOYHbIEe BYKBbI (KMPUAIMLIA HE AOMYCKAeTCs).
3.10.24. HacTpoiika 3awmieHHoro TLS/SSL coeamHenma ¢ B/

Mo ymonyaHuto 4na noakatodeHma noacmctem (MO Kk B mcnonbsyetca
He3awmueHoe TCP-coeanHeHMe.

3.10.24.1. HacTtpolika 3awmuieHHoro TLS/SSL coeanHeHMa ¢ NOMOLLbIO CKPUMTOB
ycTaHoBKu [1MO

Mpu yctaHoBke CYB/l Postgres ¢ momoLLbio CKPUMMNTOB M3 cOoCTaBa AMUCTPUOYTMBA
ABpopa LeHTp nmeeTca BO3MOMKHOCTb aBTOMATMYECKM HACTPOUTb 3aliuuieHHoe TLS/SSL

COGAMHEHMH(:MCHOﬂbSOBBHMQN\CaMOﬂOAﬂMCaHHHXCepTM¢MKaTOB
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[ns sToro HeobxoAMMO BbIMONHUTL CAeAytoLMe AENCTBUA:
1) CreHepupoBatb CA-kntod un  CA-cepTudMKaT, KOTOpbIM OyaeT noAanucaH

cepTudukat cepsepa b/, Hanpumep:

openssl genrsa -out ca key.pem -aes256 # 3amnoOMHUTEL NapoJjib K KJIOUY
openssl req —new -x509 -nodes -days 365000 -key ca key.pem -out ca-
cert.pem

2) Jobasutb CA-kntod m CA-ceptvduKaT B KOHOUIypaUMOHHbLIA  dain

config/vars/ vars.yml:

ca crt: |

ca_ key passphrase:
pPg with tls: true
pg auth method: scram-sha-256 # no ymosuaHmuwo mMcrnojb3yeTcsa mdb

3) HacTpouTb nogkntoveHme cepsucos K bl B 3alMLIEHHOM pexMme, 3a4aB

nepemeHHble B KOHOUIypauMoHHOm darne config/vars/ vars.yml:

postgresqgl:
# JOITYyCTVIMBIE 3HAUYEHWMA:
#[disable|require|verify-calverify-full]
sslmode: require

MPUMEYAHUE. CepTtndukat cepsepa bl byaeT aBTOMATUYECKM CreHEPUPOBaH U
YKa3aH B KOHPUIypaLMOHHbIX dpainax npu yctaHoske MMMO.

4) MpoaonKnTb HACTPOMKY K ycTaHoBKY MO B cOOTBETCTBUM C NoApasaenamm 3.5
n3.6

3.10.24.2. Hactpolika 3awmileHHoro TLS/SSL coeamMHeHUs nNpm camMoCTOoATENbHOM
ycTtaHoBke CYB/:

1) BkAtounTb 3awmuieHHoe TLS/SSL coeamnHermne (ss1 = ‘on’) M yKasaTb NyTb K
KopHeBOMY cepTudmkaty (ca.crt), ceptudukaty mn kaody CYB/ (postgresql.crt m

postgresql.key) B KOHPUTypaumoHHom darne CYB/[ postgresqgl.conf:
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ssl = 'on'
ssl ca file = '/var/lib/pgsqgl/l4/data/../ca.crt’
ssl cert file = '/var/lib/pgsqgl/l4/data/../postgresqgl.crt’
ssl key file = '/var/lib/pgsql/l4/data/../postgresql.key’

2) HacTpouTb noakntoveHme cepBucos K b/l B 3alMLIEHHOM pexMMme, 3aaaB

nepemeHHble B KOHQUTYPaUMOHHOM dalne config/vars/ vars.yml:

postgresqgl:
# monmycTuMEIE 3HAUEHUA:
#[disable|require|verify-ca|verify-full]
sslmode: require

3) MpoAo/IKUTb HACTPOMKY M ycTaHOBKY MO B cCOOTBETCTBUM C noapasaenamm 3.5

n 3.6.

3.10.25. JobaBneHne KopHeBOro cepTnduKkaTta B AOBEPEHHbIE ANA HACTPOWMKMU

3awmueHHoro TLS/SSL coeagmnHeHmn
3.10.25.1. YcTaHoBKa KopHeBoro ceptudukata ans OC Ha 6a3e RHEL (PE OC, AnbT)

Ona pabotbl 3awmuleHHoro TLS/SSL  coeauHeHWs HeobxoAMMO  BbIMNOHUTL
cneayolime oencTeuma:

3.10.25.1.1 PazmecTuTb [OBEPEHHbIN cepTudmnKaT B KaTanore
/etc/pki/tls/certs/

BHUMAHUE! Ecnn ceptmudukat nonyyeH B ¢dopmate DER, To ero Heobxoammo

nepekoHBepTUPOBaTb B dopmaT PEM ¢ NOMOLLbIO KOMaHAb!:

openssl x509 -inform der -in /path/to/cert/test.cer -out test.pem

3.10.25.1.2 MNepe3sanyctntb cepsuchbl MO ¢ nomoLLblo KOMaHAbI:

systemctl restart ocs-—-*

3.10.25.2. HacTtpolika 3awmiieHHoro TLS/SSL coeamHenma ana OC Ha 6a3e Debian

(Astra Linux, Ubuntu)

Ona  paboTtbl 3awmuleHHoro TLS/SSL  coeamHeHWs HeobxoAMMO  BbIMNOHUTL

cneaytolime AencTema:
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3.10.25.2.1 PazmecTuTb [OBEPEHHbIN cepTuduKaT B KaTanore
/usr/local/share/ca-certificates/

BHUMAHWE! Ecnm ceptudukat nonyyeH B dpopmate DER, To ero Heobxoammo

nepekoHBepTUPoBaTb B dopmaT PEM C NOMOLLbIO KOMaHAb!:

openssl x509 -inform der -in /path/to/cert/test.cer -out test.pem

3.10.25.2.2 O6HOBUTb KOPHEBbLIE CEPTUPUKATLI C MOMOLLBIO KOMAHAbI:

update-ca-certificates -v

3.10.25.2.3 MNepesanyctntb cepsuchl MO ¢ noMoLLbo KOMaHAbI:

systemctl restart ocs-—-*

3.10.26. Hactpomnka B3anmoaenctsmna MY u MCY npun ncnons3dosanmm GOST TLS Ha

BHEWHEM 6aﬂaHCl/lpOBLLLl/l Ke

MMNO He noaAep)KMBaAeT OTNPaBKY push-yBeAOMAEHMA NPW MUCNOJIb30BAHUMU
3awmuieHHoro npotokona GOST TLS Ha BHewHem 6anaHcuposuwmKke. Ecam TCY
pPacnosioXXeHa Ha OAHOM cepBepe C APYrMMKM NOACUCTEMAMM, TO BO3MOXKHO HACTPOUTb
OTNpaBKy push-yBegomneHunin, muHya wno3 ¢ GOST TLS, cpa3y Ha HOAbl, KOTOpble
PACNOIOXKEHbl 32 HUM.

1A HaCTPOMKM B3aMMOAeNCTBMA HEOOXOAMMO BbINONHUTL CAeaytollne AeACTBUA:

3.10.26.1. 13meHUTb aapec, KOTOPbI ncnonb3yetca ans obpauenuma MY Kk MCY, ¢
ny6/MYHOrO Ha BHYTPEHHWMN, 3aMeHMB 3HayYeHMe mnapameTpa systemUris B

KOHPUIrypaumoHHom ¢arne /var/ocs/config/subsystems/emm/config.yml c:

systemUris:
push:
publicAddress: "${publicUris.push.publicAddress}"

Ha:

systemUris:
push:
publicAddress: "http://ocs-push-public-api-gw.${domain}:8007"
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3.10.26.2. 3agaTtb agpec And noaydeHua [1Y aBTOPM3aALMOHHbLIX TOKEHOB A/
B3anmogenctena c [CY, nobaBuB B KOHOUIypPauUMOHHbIA daln cepBMCa «ocs-emm-
egress—-api-gw» (/var/ocs/config/subsystems/emm/applications/ocs-emm-

egress—api—gw/endpoints.yml)HapameTp«client_assertion_audience»:

- endpoint: /push/public/api/vl/projects/{project id}/messages
method: POST
backends:
- url pattern: /api/vl/projects/{project id}/messages
host: ${systemUris.push.publicAddress}
encoding: no-op
forward error: true
client credentials:
auth style: private key jwt
client assertion audience:
"S{publicUris.auth.publicUri}${tokenEndpoint}" # IobBaBiigaeMbll
rnapaMmeTp
client id: ${pushNotificationSystem.clientId}
audience: ${pushNotificationSystem.audience}

token url: ${pushNotificationSystem.tokenURL}
output encoding: no-op

3.10.26.3. YKa3aTtb agpec A4NA Noay4eHMa aBTOPM3aLUMOHHbIX TOKEHOB B HACTPOMKAX
nHTerpaumm c Cepsmcom yBeaomneHunin Aspopa. B KoHconn agmmnHmnctpatopa MY nepentn
B noapasaen «HacTponkm» pasgena «AAMUHUCTPUpOBaHMe». BHM3y noabnaoka «Cepsuc
yBeaoMneHnn ABpopa» HaxkaTb «PegakTmpoBaTb HacTponkn CepBuca yBeAOMAEHUN

ABpopa». B oTKpbiBWeEMcs okHe B none «Token URL» BBecTu:

http://ocs-push-public-api-gw.S${domain}:8007/auth/public/cauth2/token

CoxpaHUTb M3MEHEHMA.
3.10.26.4. llepe3anyCTnuTb CepBUC ocs-emm-egress-api-gw C  MOMOLLbIO

KOMaHAb!:

systemctl restart ocs-emm-egress—-api-gw*

3.10.27. HacTpoiKa nepenaym xypHana ayauta B SIEM-cuctemy

MO noaaepKmMBaeT BO3MOMXKHOCTb AyHAMPOBaHMA COBbITUIN ayanTa BO BHELLIHIOH

SIEM-cucremy.
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Ona nepepayn cobbITMA ayauTa HeobXoAMMO B KOHPUrypauMOHHOM ¢alne

CUeHapuneB YCTAHOBKM config/subsystems/auth/config.yml PAaCKOMMEHTMPOBATb

O6NOK cef N 3a4aTb caedyroumne napamMeTpbl:

— enabled — BKAOYMTb MHTerpaumio ¢ SIEM-cmuctemoi;

— address — agpec SIEM-cuctemsl;

— port — nopt SIEM-cuctemsl;

— fieldMap — conocTaBAeHMe noaen (Mannuur) cobbiTnii ayamta MMoO.

Mone «fieldMap» aBnsetca HabopoM Map «KAKY - 3HAYEHMEN» CO CAEAYHOLLMMM

napameTpamu:

— from— Ha3BaHMWe NOJA U3 XKypHana ayauta lM0;

— to — Ha3BaHue «extension» nona popmata CEF;

— default — Ha3BaHMe «extension» nons popmaTta CEF, ecnum B KypHane ayamnTa

MO BbIbpaHHOE 3HaYeHMe OTCYTCTBYET UK ABaaeTca «null».

Mpumep pasagena «cefr»:

cef:
enabled: true
address: "localhost"
port: 514

proto: "tcp"
tag: "audit-api"
fieldMap:

- from: "action"

Hano OOBEKTOM
to: "act"
default: ""

- from: "eventTime"

COOHITUS
to: "start"
default: ""

- from: "subjectLogin"
to: "suser"
default: ""

- from: "subjectId"
to: "suid"
default: ""

- from: "subjectIP"
to: "dst"
default: ""

IeyicTBMe, COBEpPULEHHOE

aTa M BpeMsa COBEpPLEHUHA

JJoOr'MH MHMLIMaToOpa

ID mHMuLUMAaTOpPAa

IP ampec mHHMLMaATOPAa
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- from: "requestURL" # URL http-zamnpoca
(crmeumaJyibHOE)
to: "requestUrl"
default: ""
- from: "httpMethod" # HTTP-meTOn
to: "requestMethod"
default: ""
- from: "requestID" # ID s3amnpoca
to: "externalId"
default: ""
- from: "gatewayId" # ID remnTBed
to: "sourceServiceName"
default: ""
- from: "gatewayIP" # IP ampec rTenTBes
to: "src"
default: ™"
- from: "eventOutcome" # Pe3yJsbTaT BHIIOJIHEHUS
oercTeusa (crneumalibHoe)
to: "eventOutcome"
default: ""

BO3MOKHble 3HaYeHua napameTpa «from»:

"subjectLogin": "JlormH wmHHMUMaTOpa";

"subjectId": "ID wmHHMUMaTOpa";

"subjectIP": "IP cybrwexTa;

"subjectType": "Tun wmHMUMaTOpPa";

"objectId": "ID obwekTa";

"objectLabel": "HazpaHue obOwbekTa'";

"objectType": "Tun odOwerkTa';

"action": "IeMcTBMe, COBeplleHHOe Han obwekToM";

"result": "Oxmpmaercsa HTTP-xon";

"endpoint": "Br3BaHHEM 3anpoc";

"requestQuery": "llapameTprel 3anpoca'";

"httpMethod": "HTTP-meTon";

"gatewayId": "ID remurmesa";

"gatewayIP": "IP remrrea";

"eventTime": "IlaTa U BpeMsa COBeplleHUs COOBITUA";
"tenantCode": "Konm TenantTa";

"requestID": "ID 3anpoca;

"comment": "KommeHTapum" (Ha IJaHHBEM MOMEHT HE MCIIOJIB3YyeTCHd)
"requestURL": "URL http-zanpoca" (cneumasbHOE)
"eventOutcome": "PesynabTaT BHIOJHEHUI JercTBua" (chneumaljbHOE)

CneumanbHble nona «requestURL» mn «eventOutcome» OTCYTCTBYIOT B KypHane
cobbiTnin ayanta MMNO 1 reHepupytoTCA aBTOMATUYECKM, €CAM 33[aHbl B KOHOUTYPALMOHHOM

dane. OnuncaHme cneumanbHbIX 3HaYeHUn napameTpa «fromy:
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1) «requestURL» - cocTaBHOe MNone, COCTOALLEE W3 3HAYEHWA CAedyrOLMX
napameTpos:

— «config.PublicUris.AC.CommonAddress» KOHPUIypaLMOHHOTo banna
config/config.yml.32, Hanpumep «http://ocs-app.local:8009»;

— 3HayeHMsa Kaw4da «Endpoint» ©n3  KypHana ayguta [0, Hanpumep
«/api/policies»;

— 3HaveHMAa ka4va «RequestQuery» K3 KypHana ayauta [0, Hanpumep
«?limit\=5».

[Mpymep aBTOMATUYECKM CTeHEePUPOBAHHOTO Nnona «requestURL»:

http://ocs-app.local:8009/api/policies?limit\=5

2) «eventOutcome» - None COAepPKUT 3HaYeHMe B 3aBUCMMOCTM OT NoAA «result»
ypHana ayamuta MMNO 1 npuHUMaET cneaytolme 3HaYeHNs:

— «failure» - npu 3HaYeHMN nona «resulty > 399;

— «SUCCesS» - MPW 3HaYeHUM nona «result» <= 399,

Mocne BHeceHUA M3MEHEHW HeobXxoAMMO MnepeycTaHOBUTb KOHOUIypaLMOHHbIe

dannbl M6 ¢ NOMOLLBbIO KOMaHAbI:

ANSIBLE USER="<muma noseszoBaTens>" ./deploy-ac.sh --action config--
subsystems auth

3.10.28. HacTpoWka nHTerpaumm c penosmtopmem «PTK-OeHnKe»

MO noaaep*MBaeT BO3MOXHOCTb NpoBepKn RPM-nakeTtoB Ha Haaudume
YA3BMMOCTEM C MOMOLLbIO peno3nTopma «PTK-OeHnKe».

Ona 3TOrO HeobXxoAnMMo 334aTb B KOHOUIypaumoHHOM danne
config/subsystems/appstore/config.yml caeayrolme napameTpbl:

— enabled — BKAYUTb MHTErPaUMto C penosmtopmnem «PTK-PeHnKey;

— concurrency — KOJIMYECTBO OAHOBPEMEHHbIX 3anpocoB B «PTK-OeHMKC»

NMPOBEPOK MNMaKeTOB,
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npoBepKamu;

— baseUrl - aapec APl penosutopua «PTK-®eHnKe»;
— token — TOKeH O/1A aBTOPMU3aALMN.

Hanpumep:

releaseVerifications:
rtkFeniks:

enabled: true
concurrency: 10
verificationInterval: "12h"
conditions:

OS ALT LINUX:

- "PACKAGE TYPE RPM"

connection:
baseUrl: http://localhost:12345/
token: "some token"

insecureSkipVerify: false

Mocne BHECEHUA U3MEHEH U HeOBXOAMMO NepeyCcTaHOBUTb KOHPUIYPaALIMOHHbIE

dannbl MM ¢ NOMOLLLbIO KOMAHAbI:

ANSIBLE USER="<mma nosme3oBaTens>" ./deploy-ac.sh --action config--
subsystems appstore

3.10.29. YcTtaHOBKa 1 HacTpomnka PXE-cepsepa

MMNO coaepnuT B cBoem cocTaBe PXE-cepBep, NO3BOAAOWMA YyCTaHABAMBATb

OC no ceTw.

PXE-cepBep COCTOMT 13 cneayrowmx KOMMNOHEHTOB:

— TFTP-cepBep;

— HTTP-cepsep.

TFTP-cepBep ncnonbsyetca ana nepedadm Ha 3BM nonb3oBaTena 3arpy3yumkos u
MmeHto iPXE. na paboTbl HEOHXOAMMO Hanmnume cneayromx Gamnnos:

— autoexec.ipxe — 3arpy3o4yHoe meHto iPXE;

— ipxe.efi —3arpysumk meHto iPXE ana knneHTtos ¢ EFI/UEFI;

— undionly.kpxe — 3arpysymk meHto iPXE gna knneHtos ¢ BIOS.
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HTTP-cepsep ucnonb3yetca aAna nepegadn Ha IBM nonb3osatena agpa OC,
dannoB aBTOOTBETOB, NAaKETOB ANCTPMDOYTMBA, a TaKKe CKPMMTOB.

MPUMEYAHUE. [dna yctaHoBkn OC Tpebyetca Hannume DHCP-cepsepa,
HAaCTPoeHHOro Ha paboTy ¢ PXE-cepsepom ABpopa LieHTp.

Obwmit nopagokK yctaHosku OC no cetu:

1) MonyyeHrne 3BM nonb3osBaTens |IP-agpeca, agpeca boot-cepsepa (TFTP) u
nMmeHn dpamnna-3arpysdmnka iPXE ot DHCP-cepBepa;

2) Nony4yeHue 3arpysumka iPXE n nepenava emy ynpasneHusa, 3arpyska ¢anna c
MHTEPAKTUBHbBIM MEHIO;

3)3arpy3ka no cetm c HTTP-cepepa saapa, BpemeHHOM ¢alnoBOM CUCTEMbI
BbibpaHHOM OC (initrd) 1 ¢dalina aBTOOTBETOB;

4) MNepenava ynpasneHua aapy, Hadano yctaHoBkn OC Ha ocHOBe MHDOpMaLMM 13
dalna aBTOOTBETOB;

5) HacTtpoiika OC nocne oKoH4YaHMA ee ycTaHOBKM. HacTpoika OC moxeT bbiTb
BbIMO/IHEHA C NomoLlblo postinstall-ckpunToB, KoTopble 3arpyratotca ¢ HTTP-cepBepa.
MHMumMauma BbI30Ba HACTPOMKN NponcxoamT n3 ¢dalna aBTOOTBETOB B Wware 4.

CxemMa CceTeBOro B3aMMOAELUCTBMA Moab3oBaTenbckon SBM ¢ DHCP- n
PXE-cepBepamu npuBeaeHa Ha pucyHKe (PucyHok 19). Cxema passepTbiBaHuUsa PXE-

cepBepa npueeseHa Ha pucyHke (PucyHok 20).
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Aspopa LeHTp.PXE
:' BHyTpeHHuWIA nepumeTp \:
: E.:- i
UDP 67 ™ E
5 DHCP ;
; HTTP 80 i
' nK UDP 69 (TFTP) ;
E Apopa LleHTp i
! PXE cepeep :
PucyHok 19

[vnarpamma nHdopmaLmoHHbIx noTokosB Aspopa LleHTp.PXE

Monyyenue PXE
3arpy341KOB U MEHI0

Monyyexue agpa OC,

PXE mMeH!0 1 3arpy34mkn
(boot.ipxe, ipxe.efi, undionly.kpxe)

Nginx
HTTP server

¢haiinos aBTOOTBETOB,
naketoe aucTpubyTtuea Linux,
postinstall-ckpuntos

fAapa OC, ghaiinbl aBTOOTBETOB, NaKeThb!
AaucTpubytusa, postinstall-ckpuntos

Aspopa LleHTp

cepBep NPUOXXEHWIA
S cepeucelPXE, T Cepeuchi
b o : Aspopa LienTp !
: Dnsmasq | | 5
L TFTP server ! | auth mt |

emm || pkgrepo
push || appstore

MepsuyHoe nony4exue IP
ceTeBOW KapToMu,
MepeHanpasneHve Ha
TFTP cepeep

Nerenpa

PXE cepsep

Cepsucbl ABpopa LieHTp

PucyHok 20
BHUMAHUE! Bsammopelcteme nonb3osaTenbckon 3BM ¢ DHCP-cepsepom w
PXE-cepBepom oOcCylleCcTBAAETCA C MCMNOMb30BAaHMEM HE3aAWMUEHHbIX MNPOTOKO/0B.
MosToMy MNpWM HaAMYMKM Yrpo3 CO CTOPOHbI BHYTPEHHEro Hapywutenda Heobxoaumo

npeaycMoTPeTb Mepbl MO 3alMTe OT AaHHbIX Yrpo3.
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3.10.29.1. Hactponka DHCP-cepsepa

BHUMAHWE! [enctsmna, npuseneHHble B AaHHOM MNYHKTE, NpeanonaratoT, YTo
DHCP-cepBep y)Ke YyCTaHOBAEH W HACTPOEH Ha BblAayy MNOAb30BaTeNbCKMM IBM
IP-agpecoB, nepegavyy AOMEHHOM 30Hbl, aJPECOB CEPBEPOB WMMEH, LW/IO3a M MNPOYMX
HaCTPOEK, N OMUCbIBAIOT TO/IbKO HACTPOMKY OMNUMIA MU MOAUTUK, CBA3AHHbIX ¢ PXE.

BHUMAHWE! Hactpolika DHCP-cepBepa Ha KOMMYTaTOpE MM Ha MapLllpyTn3aTope
OCYLLEeCTBAAETCA B COOTBETCTBMM C ISKCM/AyaTaUMOHHOM [AOKYMEHTauMen Ha AaHHoe
obopyaoBaHue.

Ona passepTbiBaHna OC no cetm HeobxoAMMO HACTpPOUTb nepedavy
nonb3oBaTensckum 3BM  DHCP-cepsepom onumun TFTP / Boot Server Host Name

(Option 66) 1 onuun Bootfile Name (Option 67).

3.10.29.1.1 Hactpomka Windows Server DHCP

3.10.29.1.1.1 HacTtpolika nepegaun umenun TFTP-cepsepa (Option 66)

Ona HacTponkn nepepadm wmmeHn TFTP-cepBepa HeoHXO0AMMO BbIMOAHUTb
cnepyouie AemncTema:

1) B okHe ynpasneHna DHCP Hy»KHO BbiOpaTb CBOM KOHTPOANEP AOMEHA, PACKPbITh
NYHKT «IPv4» K, HaxaB NpaBOM KHOMKOWM Ha MYyHKT «Scope Options» (4na M3meHeHuA
HacTpoek obnacTtu agpecos) nnm «Server Options» (ANA NPUMEHEHUA HAaCTPOEK KO BCEMY
cepBepy), BbI3BaTb KOHTEKCTHOE MeH U BbibpaTb nyHKT «Configure Options»

(PucyHok 21);
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¥ DHCP
File  Action Wiew Help
x| rEEcE HE B

F DHCP
W | v
(v i [Poed
w [ ] Scope|

it Address Poal
o Address Leases

s1| Reservations
. Scope Option:

I Palicies Configure Options...
c SEV‘\.."EIFOFItII:IFIS Refresh
2| Policies
| w [F| Filters Help
Ja Alloy
3, Deny
B IPvE
PucyHok 21

2) B oTKpbIBLIEMCA OKHE HalTK onumto 66 (PUCYyHOK 22) 1 yKa3aTb AOMEHHOE MMA
TFTP-cepBepa.

HacTpoinky nepepaunm umeHu TFTP-cepBepa TaKKe MOXKHO OCYLLECTBUTb C
nomoulbto «PowerShell»:

— ana «Server Options» BbIMONHUTb KOMaHAY:

Set-DhcpServerv4OptionValue -OptionID 66 -Value "<pgomeHHOe umMsa TEFTP-
cepeepa>"

Hanpumep:

Set-DhcpServerv4OptionValue -OptionID 66 -Value "pxe.local"

— ana «Scope Options»:

Set-DhcpServerv4OptionValue -Scopeld <upmeHTuUdMKaATOpP ckoyna> -OptionID
66 —-Value "<pgomeHHOe uMa TFTP-cepsepa>"

Hanpumep:

Set-DhcpServerv4OptionValue -Scopeld <umeHTudMkaTop ckoyna> -OptionID
66 -Value "pxe.local"
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Scope Options 7 >

General  Advanced

Avallable Options Dezcription
1 085 MIS+ Servers A list of IP &
066 Boot Server Host Mame TFTF boot :
[ 067 Eootfile Mame Bootfile Mar
[ 088 Mobile IP Home &gents b obile [P i we
£ >
[rata entry

String value:

||JHE.|DCEI'

Corcel | [ oo

PucyHok 22

3.10.29.1.1.2 HacTpoika nepeaayun umeHn ¢aina-3arpysdnka (Option 67)

Ecnv nonb3osBaTenbckme IBM nogaepxusatoT EFI/UEFI 3arpy3Ky, ans nepenayn
MMeHu dalna-3arpysdnka Heobxoammo B nyHKTe «Configure Options» (cm. PucyHok 21)
BbIOpaTb onuuto Bootfile Name (Option 67) 1 ykasaTb dann ipxe.efi.

HacTpoiky nepefaun MmeHW daina-3arpy3ymka TaKKe MOXHO OCyLLeCTBUTb C
nomoulbto «PowerShell»:

— Ana «Server Options» BbINO/IHUTbL KOMAHAY:

Set-DhcpServerv4OptionValue -OptionID 67 -Value "ipxe.efi"

— ana «Scope Options»:

Set-DhcpServerv4OptionValue -Scopeld <upmeHTuUdMKaATOpP ckoyna> -OptionID
67 -Value "ipxe.efi"

Mpn MCNoNb30BaHMK pexkmma 3arpysku «Legacy BIOS», nnbo npu pasnmymm

apxXMTeKTyp, TpebyeTcs HacTpOMKa NONUTUK.
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1) HacTtpoika nonnTtunkm ana «Legacy BIOS»

[ns  HaCTPOMKM MONUTUKM  ONn

cneayroume AencTens:

«Legacy BIOS»

H€O6XO,£I,I/IN\O BbINMO/THNTb

— co3aatb «Vendor Class», BbiIbpaB B KOHTEKCTHOM MeHK0 «IPv4» nyHKT «Define

Vendor Classes» (PucyHok 23);

ZE DHCP

File  Action

e AR A ERERES

Yiewe  Help

7 M (=)=

¥ DHCP

b

[ [

<

B IPuE

v g 1P

Display Statistics...

Mewe Scope..
Mew Superscope..

Mewy Multicast Scope..,

Configure Failover..,

Replicate Failover Scopes..

Define User Classes...,

Define Wendor Classes..
Reconcile &l Scopes..,
Set Predefined Options..,
Wieww

Refresh
Export List.,

Properties

Help

PucyHok 23

— B OTKPbLIBLIEMCA OKHE HasKaTb KHOMKy «Add» M 3agatb TUM KAMEHTCKOM

apPXUTYKTYPbI, KOTOPbIM nepenatoT BIOS 3arpy3unkm npu obpauieHnmn Kk DHCP, yka3as B

nonsx «Display name» n «ASClI» (PucyHok 24) 3HadyeHme «PXEClient:Arch:00000%;
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Available classes:

Mame Deszcription Add
Microzoft Windows 20...  Microzoft vendor-specific option. ..
Microzoft Windows 98 ... Microzoft vendor-specific option. .. Edi...
Microsaft Options Microzoft vendor-specific option...

Mews Class ? hed

s

Remave

Dizplay name:
|P><EEIient:Arch:DDDDD

Description:
|P><E Client [Legacy]

Close

d

1D: Binary: ASCII:
gooo 50 58 45 43 6C 69 65 6E  PEEClien
0008 74 34 41 72 63 68 34 30 tiArch:0
0010 30 30 30 30 ooon

(] 8 | Cancel |

PucyHok 24
— €03/4aTb NOJUTUKY A5 CONOCTaBNEHNA KNacca BeHaopa ¢ onunein DHCP, Bbibpas
B KOHTEKCTHOM MeHto «IPv4/Policies» unn «IPv4/Scope/Policies» nyHKT «New Policy»

(PucyHok 25);

& DHCP
v g « .
v B IPd
w [ Scope | "
£} Address Poal
o Address Leases
| Reservations
., Scope Cptions
| Palicies
N Mewy Palicy...
23 Server Optis Euy P DlIEY
i Palicies Deactivate
v [T Fillters Views ,
da Allo
¥ Deny Refresh
B P Export List..,
Help
PncyHOK 25

— B oTobpasuBwemca okHe B nose «Policy Name» yKa3aTb MMA MONUTUKM,

Hanpumep, «pxeclient-legacy» (PucyHoK 26);
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DHCP Palicy Configuration YWizard
Policy based IP Address and Option Assignment .

Thiz feature allows you to distibute configurable settings [P address, DHCP options] ta
clients based on certain conditions [e.g. vendor class, user class, MAC address, etc.)

Thiz wizard will guide you setting up a new policy. Provide a name [e.g. YolP Phone
Configuration Policy] and description [e.g. NTP Server option for WYolP Phones) for your

policy.
Policy Name: |pxeclient-|egacy
Drescription: |De|ivers P*E bootloads for lsgacy BIOS|

< Back Cancel

PUCyHOK 26
— Ha CTPaHMLLE HAaCTPOMKM YCNOBUIM HaXKaTb KHOMKY «Add». B OTKpbIBLIEMCA B NONE
«Criteria» BblOpaTb 3HayeHune «Vendor Class», a B none «Operator» - «Equals»

(PucyHOK 27) 1 HaxKaTb KHOMKY «OK»;

Co| Add/Edit Condition ? X

Specify & condition for the policy being configured. Select a criteria, operator
and values for the condition.

Lriteria: |Vendo| Class j
L Operator: |Equals j
Walue(z]
Value: | FXEClientArch:00000 =l Add
™ Prefix wildzard(*)

[ Append wildeard(”)

Remove

Ok Cancel

< Back Next > Cancel
PucyHok 27
— Ha CTpaHKMLUEe HaAaCTpPpoeK NOJIMTUKN OTKA3aTbCA OT nepeonpeaesieHnAa gnarna3oHa

afpecos, BbI6paB NyHKT «No»;

— Ha cneaytolwen cTpaHuue BbibpaTb M3 cnucka onunto 67 (Bootfile Name) u

BBeCTU 3HayeHune «undionly.kpxe» (PucyHok 28);
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DHCP Policy Configuration Wizard

Configure settings for the policy —
If the conditions specified in the policy match a client request, the settings will be
applied.

Wendor class:

Available Options Drescription ~
[ 086 Boat Server Host Name TFTP boct server host name
0E7 Bootfile Mame Buaotfile M ame
[ 0B M obile [P Home Agents Mabile IP home agents in prior ¥
£ >
[rata entry

Sting value:

undionly. kpxe

< Back Cancel

PucyHokK 28
— ybeanTbCcA, YTO BCe BBEAEHHble 3HAYEHWA BEPHbI, M 3aBEPLUNTb HACTPOMKY

NOAUTUKN (PrcyHOK 29). Mocne BbINONHEHMA YKa3aHHbIX AENCTBMN Ha CTpaHuLe «Scope

Options» NoABMTCA HOBAA OMNUKMA C HOMepom 67.

DHCP Palicy Configuration Wizard

Summary .‘

A new policy will be created with the following properties. Ta configure DMS settings,
wiew properties of the policy and click the DNS tab.

Mame: preclient-legacy
Description: Delivers F<E bootloader for legacy BIOS
Conditions:  OR of

Conditions Operatar Walue

Yendar Clazs Equals Fi<E Client:Arch:00000%
Settings:

Option Mame Wendor Class Walue

Bootfile Name

undionly. kpxe

< Back Cancel

PucyHok 29
MPUMEYAHUE. 3arpysumk «undionly.kpxe» comepKuT CKPMNAT, NpPW 3arpyske

aBTOMATMYECKM 3aMyCKaloLWnMIM autoexec.ipxe ¢ TFTP-cepsepa.
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HacTponKy MOAUTUKM TaKKe MOMKHO OCYLLeCTBUTb C nomouipto «PowerShell»,

BbIMO/JTHNB KOMaH/Abl:

Add-DhcpServerv4Class —-Name "PXEClient:Arch:00000" -Type Vendor -
Description "PXEClient (Legacy)" -Data "PXEClient:Arch:00000"

Add-DhcpServerv4Policy -Name "pxeclient-legacy" -Condition OR -
VendorClass EQ,PXEClient:Arch:00000%*

Set-DhcpServerv4OptionValue -PolicyName "pxeclient-legacy" -OptionID
67 -Value "undionly.kpxe"

2) Hactpolika noamtukn ans «EFI/UEFI»

HacTponka noantukm ans «EFI/UEFI» ocywecTsnaeTcs aHaAOrMYHO HaCTPOMKe
nonntukn ana «Legacy BIOS». B npouecce HacTpoMKM HeobxoaAMMO 3aMeHuTb dalin-
3arpy3umk «undionly.kpxe» Ha «ipxe.efi» (PucyHok 30) n naeHTUOMKATOPbLI apPXUTEKTYPbI

(PucyHok 31).

DHCP Palicy Configuration YWizard

Configure settings for the policy —
I the conditions specified in the policy match a client request, the settings will be

applied.

Yendor class: DHCF Standard Options |
Awailable Options Description -
0E7 Eootfile Mame Boatfile Mame
[ 058 Mobile IP Home Agents Mabile IP home agents in prior
[ 089 Sirmple Mail Transport Protocol [SMTP] Servers  List of SMTP servers available
£ >
[rata entmy

String value:

|ipHe.efi

¢ Back Cancel

PucyHok 30
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DHCF Paolicy Configuration Wizard

Configure Conditions for the policy 1% ™

A policy consists of ane or more conhditiohs and a set of configuration settings (options, IP
Address] that are distributed to the client. The DHCP server delivers these specific
settings to clients that match these conditions.

-ﬂ A policy with conditions based an fully qualified domain name can have
= cohfiguration settings for DMS but nat for options or IP address ranges.

= AND

Conditions

* 0OR

Operator Walue

E quals PHE Client:Arch; 00007

ﬁﬁ_| Eﬂ_| %mw|

< Back Cancel

PucyHok 31

NMPUMEYAHUE. BO3MOXHO WCMNONb30BaHME HECKONbKUX APXUTEKTYP B PaMKax

O4HOM NONUTUKK. TUnbl apxmuTeTyp onucaHbl B cTaHaapTe RFC 4578. NaeHTudMKaTOpPLI

APXUTEKTYP:

# UEFI x86

PXEClient:Arch:
PXEClient:Arch:

# UEFI x64

PXEClient:Arch:
: 00008
: 00009

PXEClient:Arch
PXEClient:Arch

00002
00006

00007

[nsa HacTpolKkn nonnTnkn yepes «PowerShell» HeobxoaMMO BbIMONHUTL KOMaHAb!:

Add-DhcpServerv4Class —-Name "PXEClient:Arch:00007" -Type Vendor -
Description "PXEClient

(UEFI x64)" -Data "PXEClient:Arch:00007"

Add-DhcpServerv4Policy -Name "pxeclient-uefi64" -Condition OR -
VendorClass EQ,PXEClient:Arch:00007%*

Set-DhcpServerv4OptionValue -PolicyName "pxeclient-uefi64" -OptionID
67 -Value "ipxe.efi"
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3.10.29.1.2 Hactporika DHCP-cepBepa ¢ ncnonb3oBaHem nporpammbl Dnsmasq
B kavectBe DHCP-cepBepa MOXeT WCNOMAb30BaTbCA MporpamMmma dnsmasd.

Mpumep KoHbUrypaLmm:

dhcp-match=set:efi-x86 64,option:client-arch,7 # onpegnenenue
apXUTeKTYypr kJameHTa (EFTI)

dhcp-match=set:efi-x86 64,option:client-arch,9 # onpenenenue
aApXUTeKTYpr kjameHTa (EFI)

dhcp-match=set:bios,option:client-arch, 0 # ompenenenue
ApPXUTEKTYpPE kJMeHTa (BIOS)

dhcp-match=set:iPXE, 175 # omnpenejyeHue TOTO,
UYTO IakeT IpMIIeJ] OT 3arpy3uuka 1PXE

dhcp-match=set:iPXE, 77

# Ha3HaA4YeHNre 3al'Py34UYVMKOB B 3aBMCHMOCTNM OT APXUMTEKTYPHRl KIJIMEHTA
dhcp-boot=tag:efi-x86 64, "ipxe.efi"

dhcp-boot=tag:bios, "undionly. kpxe"

dhcp-boot=tag:1iPXE, "autoexec.ipxe"

3.10.29.1.3 Hactpowka DHCP-cepsepa ¢ ncnonb3oBaHnem nporpammbl DHCPD
B kauyectBe DHCP-cepBepa MOXeT MCnonb3oBaTbca nporpamma DHCPD. lMpumep

KOHPUIrypaumm ans isc-dhcp-server:

# omnpenejieHye HOBOM ONUMM - apPXUTEKTypa kjmeHTa (kom 93 mo RFC4578)
option client-architecture code 93 = unsigned integer 16;

# ecnu xkImMeHT npencraBmicsa kak "iPXE" - oTmaTh 3arpy30YHOE MEH
if exists user-class and option user-class = "iPXE" {
filename "autoexec.ipxe";

# ecnu apxurekTypa kamenHTa - 0 (STandard PC BIOS) - oTmaTh 3arpy3UMK
onns legacy
} elsif option client-architecture = 00:00 {

filename "undionly.kpxe";

# BO BCex NpPoOUuMX CJydYasx CUMTATh, UYTO KJIMEeHT — EFI/UEFI
} else {
filename "ipxe.efi";
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3.10.29.2. YcTaHOBKa 1 HacTponKa PXE-cepsepa

[ns yctaHoBKKN PXE-cepBepa HEOOX0AMMO BbINONHUTL CAeaytoWmMe AeNCTBUA:
— OTPefaKTMPOBaTb KOHOUIYPAUMOHHBIN dalin config/vars/ vars.yml, yKa3as
B NEepeMeHHOl ipxe server name aApec WAM [AOMEHHOE WMA, Mo KoTopomy SBM

nonb3oBaTenen byayt obpawaTteca K PXE-cepBepy, Hanpumep:

ipxe server name: ocs-pxe-server.domain

— OTpefaKTMpoBaTb  KOHOUrypauMOHHbIM  dann  config/vars/ vars.yml,
nob6aBmB NnepemeHHble (6e3 BNOXEHWIA B ApyriMe CI0BapM) C MAapOiAMM OT CO34aBaeMbIX

YyYeTHbIX 3anuncen npu yctaHoske OC. Hanpumep:

pxe guest system grub password: "12345678" # Ilaposnb nna GRUB

pxe guest system root password: "12345678" # Ilaposb mjsa root-—
[I0JIb30BaTeNs

pxe guest system sysadmin password: "87654321" # I[lapojib IJiA NePBUUHOTO
sysadmin-rnojib30BaTesnsa

pxe guest system sysadmin password hash:

"$6SOEYU9JwGeh . PS1RyNBvmb235xKgdt zhVPeF . q81ZN37IAKZCcKMAb5SMWt SOKiTuAyX8
041d94bsG7smD5SVUe3ZR2NLLW22Trv4 . " # Xsm-napossa sysadmin-mnonbp30BaTesid.
Vcnonesyercsa, eciu TpebyeTcs BalMCEBATH [1aPOJIb HE B OTKPHETOM BUIE

NMPUMEYAHUE. XalWw-napons ona nepemeHHom
pxe guest system sysadmin password hash MOXHO NONYYUTD, NCNoab3yA

cneayoLlyto KoMaHay:

mkpasswd -m sha-512 <napomnae> <cojb>

BAXHO! [1o6aBneHune yKasaHHbIX MEPEMEHHbIX ONpeaenaeTcs MX Haauymem B
preseed-¢anine. Ecnm nepemeHHble B preseed-daline He yKasaHbl, X He Tpebyetca
N06aBNATb U 3aNONHATD.

— B NepemMeHHOW pxe os list yKasaTb CAMCOK KoHourypaumin OC, KoTopble

byayT AOCTYNHbI B 3arpy304HOM MeHto iPXE, Hanpumep:

pxe os list:
# Vma xoHOUTYypaumm
- name: alt pl0
iso:
# IMma damma ISO
file: alt-workstation-10.1-x86 64.1iso
# Xem-cymMmMa Ojig INpPOBEepPKM LEJIOCTHOCTM ofpasa (OMNLUMOHAJIBHO) .
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# IlpyM OTCYTCBMM X3lla MNPOBEepKa He TNPOBOIUTCHS M Galya Mo yMoJIdaHUo
CUMTAEeTCHd KOPPEKTHEM.

shal: d6d2e7cf551ab2045c07d19%a%5d2efbcce25fbee

# URL nnsa sarpysku ISO obBpasza nmo HTTP (ONUMOHAJILHO) .

# Ecau ofpas npucyrcTByeT Ha PXE cepBepe M NpoBepka LEJOCTHOCTU
3aBeplleHa YCIEWHO (MM He NPpOBOAOMIJIACh), I[NOBTOPHAA €ro 3arpys3ka C
yopasadpmer MaumMee Ha PXE He 3anycTmUTCA.

# Ecyu ofpas IpUCYTCTBYET Ha YIPAaBJAKIEM XOCTE U IpOBepKa
LIeJIOCTHOCTM 3BaBeplieHa yCIeWHO (MM He NOpOoBROoIOMJIach), IOBTOPHAas e€ro
3arpys3ka o ykasaHHoMy URL He 3anyCcTuUTCH.

# Ecam URL He yKa3aH, NOMCK ofpa3a OCyWEeCTBJISeTCS TOJIBKO
JIOKAJIbHO B KaTajiore pxe/<mumMsa KoHbuTypaumm>/iso/.

#url: https://<web storage domain>/alt-plO/alt-workstation-10.1-
x86 64.1is0

# Cnmucok GamnyioB IOJS KOHOUITYpPAlKUM YyCTAaHOBIMKA .
# DJIeMEeHTH CHMCKAa MOTYT OHTbL ykas3aHu B BuIe URL wmim uMEéH daiioB. B

nepBoM ciyuae ¢amnn OyoeT CkKauaH, BO BTOPOM - B34T U3 JIOKAJBHOTO
KaTasora.

# Ecau danna uMeeT pacumpeHme .Jj2°, T.e. sgaBagercsa madjmoHoMm Jinjaz,
BCe I[epeMeHHHe OyIOyT NpeOBapPUTEJIbHO PACKPHTH M CO3IaH €I'0 MTOI'oBasd
kKonmusa 0es pacumpeHms .32 .

# BAXHO: npm Hasmuum darnia Jinja KaxIwell 3alyck OyIeT NPUMBOOUTL K
3aMeHe eT'0 MTOTOBOM KonmuM. [JId BHECEHMS MNPpaBO HYXHO NPaBUTbL Qanji-
waOJIoH .

assets:

# [pexoHbUTypalLMOHHEE Galiu OJsg 3arpy3ky B EFI/UEFI pexuMe.
metadata efi:
#- https://<web storage domain>/alt-pl0/efi/autoinstall.scm.j2
#- https://<web storage domain>/alt-pl0/efi/vm-profile.scm
- autoinstall.scm.j2
- vm-profile.scm
# TpexoHbUTypaAlIMOHHEE Galiye Ojd 3arpy3ku B Legacy BIOS pexume.
metadata pcbios:
#- https://<web storage domain>/alt-
pl0/pcbios/autoinstall.scm.j2
#- https://<web storage domain>/alt-pl0/pcbios/vm-profile.scm
- autoinstall.scm.j2
- vm-profile.scm
# Comcoxk CKPUIITOB OJIA IIOCT-MHCTAJIJIALMM
postinstall:
#- https://<web storage domain>/alt-
pl0/alt pl0 workstation.sh.j2
- alt pl0O workstation.sh.j2

# CnmMcok HeoOXOoIMMHBIX (arjioB, OOCTYIHHX B 1S5S0 ofpase (OINLUMOHAJIBHO)
iso_assets:
# I[IyTu 3amailnTcsd OTHOCUTEJSBHO KOPHSA (AaMjoBOM CHUCTEeMH BHYyTpu 1S5S0
metadata efi:
- Metadata/pkg-groups.tar
metadata pcbios:
- Metadata/pkg-groups.tar

# Ipyras KOHOUTypaLMd
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— hame:

— €034aTb B KOPHEBOW AMPEKTOPUM AUCTPUDOYTMBA CAedylolyo CTPYKTYpy

KaTa/i0ros B COOTBETCTBMM CO CMUCKOM pxe os list:

pxe
— <uMfa_ KOHOUI'ypaumm>
—— iso
L— <image>.iso
—— metadata
— efi

L <autoinstall>.[j2|scm|cfg]...]
— pcbios

L — <autoinstall>.[j2|scm|cfg]...]
— postinstall

L <postinstall script>

—— iso
—— metadata
— postinstall

— ana kaxgon OC B KaTanorax pxe/<muMsa KoHOMTypalmu> CO34aTb NOAMNAMNKMU:

® «iSO» C YCTAaHOBOYHbIM isO-06pa3om cooTseTcTBytOWEN OC;

e «metadata» c pannom mnm dannamm aBTOOTBETOB MHCTANNATOPA HAa OCHOBE
noKkymeHTaumnmn OC;

e «efi» - nognanka katanora «metadata» c datnamu 3arpysdmnka gnsa EFI/UEFI;

e «pchios» - noananka KaTanora «metadata» ¢ dannamum 3arpysdmnka ana BIOS;

e «postinstall» - shell-ckpunTbl, KOTOpPble BbLINOAHATCA MNPU  OKOHYAHWUM
MHCTaNNAUNM (ONUMOHANBbHO);

NMPUMEYAHUE. Ona OC AnbT Linux MOXHO HaTW NpMMepbl Npea3anoHeHHbIX
dannos (autoinstall.scm.j2, vm-profile.scm, alt pl0 workstation.sh.j2)B
AVPEKTOPUN install-ac-*/samples/pxe/alt plO/metadata. Panabl HeobxoanMmo
OTPeaaKTMpoBaTb C Yy4eTOM COOCTBEHHbIX NoOTpebHOCTEM B  COOTBETCTBUM C

AoKymeHTaumnern npoussoantens OC n ybpaTtb pacwmpeHune «.j2». OnucaHne Gannos m
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HaCTpoeK NpeacTaBAeHOo Ha canTe paspaboTtumka OC AnbT: https://docs.altlinux.org/ru-
RU/alt-workstation/10.1/html/alt-workstation/install-distro--autoinstall--chapter.html.

— YCTaHOBWUTb Ha PXE-cepBep HeO6XO,£I,l/IN\bIe MakeTbl C MTOMOLWbKO KOMaHAbI:

ANSIBLE USER="<wumma none3oBaTena>" ansible-playbook play-managed-node-
prerequisites.yml -i inventories/hosts.yml -vv --diff -1 pxe

Hanpumep:

ANSIBLE USER=omp ansible-playbook play-managed-node-prerequisites.yml
-i inventories/hosts.yml -vv --diff -1 pxe

— yCTaHOBUTb PXE-cepBep C NOMOLLBbKD KOMaHAb!I:

ANSIBLE USER="<mma nome3oBaTens>" ./deploy-infra.sh -c nginx,pxe -1
pxe

Hanpumep:

ANSIBLE USER=omp ./deploy-infra.sh -c nginx,pxe -1 pxe

3.10.29.3. YcTaHoBka OC no cet Ha 9BM nonb3osaTenen

[Ona yctaHoskn OC Ha 9BM nonb3osaTtenen Heobxoammo:

— 3anycTnTtb 3BM nonb3oBaTens, BbIbpaB NPUMOPUTETHOM 3arpy3Ky No CeTu;

— B OTKPbIBLLUEMCS MeHI0 BblbpaTb ycTaHOBKY Tpebyemon OC;

— MOoC/ne 3aBeplleHMAa YCTaHOBKM noarkatoumTb IBM nonb3osatena K [0 ¢
MOMOLLbIO aKTMBALMOHHOTO daiaa UAM CTPOKKM, MOAYYEHHbIX MPU MHMLMALMM NpoLLecca
aKTMBauUMM ycTpoicTea B 1Y (B COOTBETCTBMN C AOKYMEHTOM «PyKOBOACTBO NO/Nb30BaTENA.

YacTtb 3. Moacuctema Mnatdbopma ynpasaeHma»), BbINONHMB KOMaHAY:

/usr/bin/omp-uem-client activate --json='<akTuBaLUMOHHAS CTpPOKa>'
# unm
/usr/bin/omp-uem-client activate --file=<dparn axTuBaLNL>

3.10.30. Hactpowka noakntoveHus flatpak penosntopmnes

Flatpak penosuTopmm  MCNONBL3YIOTCA ANA  YCTAHOBKM  MNPUNONKEHUA  Ha

ynpasnaemole 2BM.
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9BM moryT B3anmoaencteoBaTb c flatpak penosmtopnem Kak Hanpamyto, Tak u
yepes3 KoHTeHT-cepep [M0. BaanmoaencTtene c flatpak penosntopmem yepes KOHTEHT-
cepBep TpebyeTcA B Tex cayvadax, Korga HeobxoAMM ayTeHTUOUUMPOBAHHbIM AOCTYN K
PENO3MTOPMUIO.

Cnocob B3aMMoOAENCTBMA onpeaenseT NopAaaoK HAaCTPOMKK noakatodeHma MNMO K
flatpak peno3sutoputio. MNMoakntoyeHne flatpak penosnTopma ocyllecTBnAeTCs ¢ NOMOLLbIO
nonntukn  «KoHourypauma penosutopues/MoakntoveHme flatpak penosuTopmnes».
MopAanoKk paboTbl C NOAUTUKAMK NpUBEAEH B AOKYMeHTe «PyKOBOACTBO MO/b30BaTeNA.
YacTtb 3. Moacuctema MNnatdopma ynpaBaeHma».

B cnyyae, ecnun B3anmopaenctene ¢ flatpak penosmtopmnem ocyuiectensetca yepes
KOHTEHT-CepBepP, TO HEOOXOAMMO AONONHUTENBHO BbINOAHUTL CAeAyoLLNE AENTBUA:

1)B cekunn config.publicUris.pkgrepo.linuxRepoAddresses
KOHPUIypaumoHHoro pamna config/config.yml.j2 3a4aTb €ro agpec, Mma u Tun,

Hanpumep:

pkgrepo:
# Linux-penosurTopun, COIEPXMMOE KOTOPHX IPEeNOCTAaBJISETCS uYepe3 KOHTEHT
ceprepr IITIO

linuxRepoAddresses:

- name: "test-flatpak" # YHuUKaAIbHOE UMS PENO3UTOPUS
(McmmoJIpb3yeTCsa TOJIBKO CHUMMBOJIH, pa3peleHHbe 08 URL ©e3 KOIOUPOBKM)
type: "flatpak" # Tun penosmuTopus B 3aBUCUMOCTM OT IIAaKETOB:

rpm, deb, flatpak
address: http://ocs-flatpak.local # Ampec penosmrTopus

BHUMAHMUE! Nms peno3mtopms MOXKeT coaepKaTb TONbKO LUudpbl, 3arnaBHble u
CTPOYHbIEe BYKBbI (KMPUAIMLIA HE AOMYCKAeTCs).
2) NepeycTtaHoBUTbL KoHUrypaunmoHHble ¢annbl NMOOC u CDN ¢ nomoulbto

KOMaH/dbl:

ANSIBLE USER="<uma noseszoBaTena>" ./deploy-ac.sh --action config--
subsystems pkgrepo, cdn
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3) NoArotoBUTb  KOHOUIYPAUMOHHBLIM  daln  <ums  daitna>.flatpakrepo C
HAaCTPOMKaMM MNOAKAOYEHMA K PEno3UTOPUID Yepe3 KOHTEHT-CepBep, COoAeprKalimit
cneaytouime napameTpbi:

— Title — Ha3BaHMe PENO3UTOPUS;

— Url — NyTb K peno3utoputo B dopmaTe: <baxTudeckuit ampec KOHTEHT

cepBepa>/pkgrepo/linux/flatpack/<HazBaHue PenosmTopms, COTJIaCHO

napameTrpy config.publicUris.linuxRepoAddresses.name KOHOUI'YPALMOHHOT'O

bamma config/config.yml.j2>/<n0yTh K PENO3UTOPWIO>;

— Comment — KPTaKMM KOMMEHTAPUI K Peno3nTopmto (ONUMOHaNbHbIA NapaMeTp);

— Description — noapobHoe onucaHWe penosuTopma (OMNUMOHA/NbHbIN
napameTp);

— GPGKey — OTKPbITbIM K04 PENO3UTOPMSA, KOTOPbIA MCNONb3YEeTCA ANA MPOBEPKM
NOA/IMHHOCTWN NAaKeTOB, 3arpy*aemblx U3 penosnutopumes (ONUMOHaNAbHbIM NapameTp).

Hanpumep:

[Flatpak Repo]

Title=Protected repo for testing
Url=https://example.ac.ru/pkgrepo/linux/flatpak/test-flatpak-on-
premise/repo/

Comment=Some comment

Description=Some descriptinon
GPGKey=xsBNBGJjs4z4BCAChOF]yZHQhep2YXSrMx/Tv+xg263d2HKOw/WPhkkGicO0lb
bxDMwNw7Grr16J2E8/D2h4gHdPGzACTTTKk5ZP1GESImIA4L.nBbjwBVSBog80
QKGz71E3f691eN301Tc3MEtVSi774TubsqayROZMWHk1++8QH8GYkKE+VWSWIY
SBWUBWPyJIrFhohyx0ORagVG3AWDWUOCWrXzc8unznvlsPzg+LEnfOFwu62tZz
wkv4B92kyUD3F2Adma2kR3NEwWZNDO3ub0v1IRtCKhOnK6/foe3gFPtjglwlG
n4EHAREft]Ish5nPnAeYF30pJgRECbDb+4P0n+x97£vRONwuMLasg5BCcBABEB
AAHNDjEyMOBzZGZzYS5yc2RmwsCKBBABCAA+BYJo70M+BAsJBwgJKkFmR2 sNB
OfM+AxXUICgQWAAIBAhkBApsDAh4BFiEEN5uNDS0Wm/ yNBj fIWZHawOE582z4A
AC59B/43FPSShXhgHkF+fD0olmf8gRQJod3//DbNcKckAGZUEWS3+Ny7d81 /
+s3YaQKh4TwPYKE/VHyz19qwL6fWDtJ6/x0DCWHhypEV+XHTPtqUa+Al+MXe
11sxy6rzfX7IIIpZyvt2jz6K3nRRkOIUcCBDY/jg+F+ag0rBgR7gmLJI8gQ00]
KSBlralg3/L1ZEquOKdUNMkGcOzwrlI4xHidQsFPtxIJW+UknF5Mcn3cYnfUw
0P90aNx8WYV8jg+x0ZPbSk7LKWucvH/ggcoGoHFWEThubCdhWh2wVEVQKTbD
STR3irDL/1jNvall9DD3E7zqoXG7AYe6/047s9dBoVmnhJByzsBNBGjs4z4B
CACopdRsfdI1+L5+1QJA]j/Hg7TarpC6vsvSx+UQiLOJcNyQ/9NMnOhTtJggl
FS4/B8FMShKGP5xWQUWmMAO+RIMkNcCAvEXwKROYBRIA3VIEW3taXv0let2gsd
M5ThMcxxgqHJK501AxxgcWDMVjbdvE/j92Vab/dOJU42FEXE/VgIHEXi50yHg
CUsgkHUC5RcYN96E2b4bTdUA/18AubIo085kei JgBXUuzmBgIrKOuz8JfWth
uX/cxiK37R8Lhwej49f45EgP5HX412%L4voqvhEIMibD4TbF2P/1Ja+HwER0
Frp7I¥YmwLtcrx4EJwn7RNOWWI4dv2WacMOHPO4mc21puvABEBAAHCWHYEGAET
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ACoFgmjsd4z4JkFmR2sSNBOfM+ApsMFiEENS5uUNDS0Wm/ yNBj fIWZHawOES58z4A
ATIsmB/9a+A9TJdG+2gRJI6Zcf009Cx+DnPmE3KmBOdHQ6tXkeU97u93£JI192Y
96TbRYsdKhSoO7wAo7aN/iCBCaggpgql jbKhcOx7mvRyFu8n8iW/Z2FMeCSNb
UokKYfPjBji20mSivitj+cPVIya2GJIB40/CsHICbVBzAJg+c39TXhyzBaBB7
gABONAQ5Z2TChh5J173x6SR4U1VK4KgzI14CsluizGtYk9QR0OkGiiel LPtHuUO
PsQknOgEtKJjQ8xBRX1sIkTSSedMzkUMW+iS7EQQS1ieWIxES5eZ5dKKndukzG
8A5+7]/Dwe712YzEEeI44UBs53z45HrRBjau7ss+pux8HEF2xFN

=ifPZ

4) Pa3amecTnTb KOHPUTYPaLUMOHHbIA Galin <umsa odaina>. flatpakrepo B flatpack
peno3nTopuun. B ganbHenwem agpec K AgaHHOMY danny HeobxoAMMO yKa3aTb B NOAUTUKE
«KoHdpurypaums penosutopues/MoakntoveHme flatpak penosutopmes». Mopagok paboTbl
C MNOAUTUKAMWU NpuMBeAEeH B [AOKyMeHTe «PyKoBoACTBO nonb3oBatens. Yactb 3.

MNoacuctema Mnatdopma ynpaBaeHma».
3.10.31. HacTponKa nHTerpaumm ¢ S3 XpaHuanwem

MMNO noaaepxmBaeT BO3MOXKHOCTb MHTerpaumm ¢ S3-COBMECTMMbIM XPaHUAMLLEM
ANs xpaHeHnsa GaNoB B KAYeCTBe aNbTePHaTMBbI GaiIoBOM CUCTEME.

MPUMEYAHUNE. [ns KOPPEKTHOM HACTPOMKM MHTerpaumm O0AKHO ObITb
Pa3BepPHYTO S3 XpaHMANLLE U CO3AaH OTAEeNbHbIN BakeT ans aaHHbIX MM0.

BHUMAHWE! Mpu nuterpaumm MMO ¢ S3 xpaHuauuwem He ByaeT oCyLecTBAATLECA
3arpy3Kka AaHHbix B pannosoe xpaHuauuie MOOC 1 CMHXPOHM3ALMA C git-peno3nTopmem
AN NonydyeHus nanok u dannos. Ana peanusaumm yHkumoHana MMOOC Tpebyetca
MCNONb30BaTb XPaHMIMLLE APYrOro TMMa - NOKaNbHbIN AMCK, 1nbo NFS.

[lnAa HacTPOWMKM MHTErpaumm HeobXoaAnMMO:

1)B 6noke fileStorageSetting KOHOUIYPaLMOHHOro banna
config/config.yml.j2 3a4aTb CAeAylOLWMe NapameTpbl:

— type — TUN XpaHuanuwa ¢Gannos, A0KEH MMETb 3HaYeHMEe objectStorage;

— useSSL — MWCNONb30BaHME LWNPPOBAHMA 3aNPOCOB;

— address — afgpec S3-xpaHUInLLa;

— bucketName — Ha3BaHue bakeTa.
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Mpumep bnoka «fileStorageSetting»:
#
# HacTpoMku xpaHeHUS OGaioB
#
fileStorageSettings:
type: "objectStorage" # Tun xpaHuIMma GaMIOB
# - fileSystem - xpaHeHue Ha GaMJIOBOM
cucreme
# - objectStorage - xpaHeHue B S3-
COBMECTUMOM XPaHUJINIIE
objectStorage:

useSSL: true # Vcnosb30BaHME
mubpoBaHMa 3aIpPOCOB

address: "ocs-s3.local:8080" # Anpec OOBEKTHOTO
XpaHUIMIAa

bucketName: "example-backet-name" # HazBahnume OakeTa C
KOTOpPEM Oyner pabtorars Al

2) B H6noke fileStorageSetting KOHOUIYpPaLMOHHOro banna

config/secret.yml 334aTb MAEHTUPUKATOP KAtOYA M KAKOY A0CTyna K S3-xpaHuauuly,

N3IMEHNB NAapPaMETPbl accessKey U secretKey, HANMPUMEP:

#
# HacTpolku xpaHeHUus GaiioB
#
fileStorageSettings:
objectStorage:
accessKey: "KeyID"
secretKey: "Password"

3.10.32. lNMopaaok nonydeHma metpuk MO

MMNO noaaep*KmMBaeT BOSMOMXKHOCTb COOpa METPUK Ha W3ax A40ocTyna B dopmaTte
Prometheus. C6op MeTpuK ocywecTBaseTcs Koanektopom tenemetpun (OpenTelemetry
Collector), koTopbit dopmupyeT 06Nt Habop MeTpuKk 1 NybaMKyeT ero Ha nopTy 8081
cepBepa NPUNOKEHUN, SIHAMNOUHT /metrics.

ana nony4yeHmnAa BCcex MeTpmkK H€O6XO,£I,I/IN\O BbIMOJHNUTb KOMaHAY:

curl http://<cepBep npunoxenwmir>:8081/metrics
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Hanpumep:

curl http://ocs-app.local:8081/metrics

Ons nonyyeHns MeTPUK ONpeaeneHHOro LWa3a HeobXoAMMO  BbIMOAHWUTH

KOMaHAay:

curl <gateway>/admin/metrics

Hanpumep:

curl ocs-auth-public-api-gw.local/admin/metrics

[MonyyeHHble AaHHble MOryT ObITb MMNOPTUPOBaHbI B Grafana B cooTBeTCTBUM C
pasaenom 11.
MPUMEYAHUE. Mpumep ¢arna otyeta ans mmnopta B Grafana HaxoauTtca B

KaTasnore samples/dashboards/krakend-telemetry-dashboard. json.
3.10.33. HacTpomnKa yganeHHoro npobyxaeHuns komnbtotepa B KMNCA

[lnA HacTPOMKM yaaNeHHOro NpobyKaeHMA yCTPONCTB (417 BbINOAHEHUS NONUTUKM
c npasuaom «lMpunoxeHua/YnpasneHue npuaokeHnamm» mam «Cuctema/ObHoBeHNE

OC) Tpebyerca 3amatb B 6n0Ke  config  KoHbMrypaumoHHoro  daina
/var/ocs/config/subsystems/emm/applications/ocs-emm-state-manager-—

api/ocs-emm-state-manager-api.yml CAeAyHOWME NAapaMeTpbl:

wakeOnLanSettings:

enabled: # BxioueHMe/BHKJIOUEHME YIAJIEHHOT'O MNPOBYyXIeHMS .
CocToaHME II0 YyMOJIUaHMK: BEIKJIOUEHO.

workerInterval: # VuTepBaJyl BpeMeHU MexIy BallyCckaMu BOPKepa,
OTBEUYanIUEero 3a BHOOP OyIamMx YyCTPOMCTB.

maxTargetDevices: # MaxcumajyibHOE KOJMUECTBO YCTPOMCTB, KOTOPEE B
KaXIOM ceIMeHTe OynyT Ha3HaAYeHbB KaXIOoMy NPpOoOyXIaoleMy YCTPOMCTBY .

Hanpumep:

wakeOnLanSettings:

enabled: true # BxJIOUEHME/BHKJIIOUCHME YOAJISHHOTO
npobyxneHus. COCTOSHME IO YMOJIUAHMIO: BHKJIIOUEHO.

workerInterval: 10s # lVuTepBaJl BpeMeHM MexIy 3allyCkaMu BOPKepa,
OTBEUAaIEero 3a BHOOP OyOAlMX YCTPOMCTB.

maxTargetDevices: 253 # MaxcuMmasyibHOE KOJMUECTBO YCTPOMCTB, KOTOPEHE

B KaxJIOM ceTMeHTe OyIyT Ha3HaueHH KaxIoMy OpobyXIanleMy YCTPOMCTBY .
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ﬂepe3aﬂWﬁMTbcepBMCocs—emm—state—manager—api(2HOM0ubK)KOM8HAbH

systemctl restart ocs-emm-state-manager-api*

3.10.34. HacTponKa NpoBepKM CPOKa KMU3HN YNPaBAAEMbIX NepPEMEHHbIX

ynpaBnﬂemaﬂ nepemeHHana npeactaBafaeT cobon Knoy w© 3Ha4eHMne, KOTOpPbIE
XPaHATCA B 3alUMLEHHOM XpaHuauue cepsepa MNMO ¢ nocneayroulen nepenayen yepes
NOMNTUKWN Ha yCTpOVICTBa. yl'lpaBJ'IFIeMbIe nepemMeHHble MCNOJIb3YKOTCA MPW BbINOJIHEHNN
CKPUNTOB, HACTPOMKax KoHoUrypaumi npunoxeHunin mn LBS-cepBmcoB Ha yCTpoMCTBax.
Takxe Y ynpasaaemblX nepemeHHbIX MOXET 3a4aBaTbCA CPOK XWM3HWU, MO MCTEYEHMUIO
KOTOPOro OoHM BAOKMPYHOTCA M YCTPOMCTBO MepecTaeT MX NpuHUMaTb. [as Toro, 4ytobsl
OTCNeXnBaTb CPOK XKU3HUN YMNPaBAAEMbIX MEPEMEHHbLIX B MMNO ecTb BO3SMOXXHOCTb 3aaBaTb
MHTEpPBA/ibl MacCOBOW NPOBEPKM.

ﬂﬂﬂ HaCTpomKM NMPOBEPKN CPOKA KU3HUN YyNPaBAAEMbBIX NEPEMEHHbIX TpE6y€TUﬁ
YKa3aTb KOAMYECTBO MOTOKOB 415 0OpaboTKM 3anpoca M MHTEpPBAn BPEMEHM MexKay
3anyckaMm MacCOBOM MPOBEPKM CPOKA KU3HW yNpaBAAeMblX NepemMeHHbIX. [na atoro B
KOHPUIypaumMoHHOM  dainne config/subsystems/emm/applications/ocs—-emm-
policies-api/ocs-emm-policies-api.yml Heobxo4Mmo 3a4aTb napameTpbl
config.managedVariables.workersCount n

config.managedVariables.workerSleepInterval COOTBETCTBEHHO, HANpPUMepP:

config:
managedVariables:
workersCount: 1 # KosmuecTBO MNOTOKOB,
obpabaTHBaKIMX 3alpocC.
workerSleepInterval: 'lm' # VuTepBan 3amnycka OIPOBEPKM Cpoka
KUMSHM OJIA YIPaBJIAEMBIX TI€pPEMEHHBIX. 3HaueHue B MMHYTaxXx. MUHMMAJIBEHOE
3HaueHMe - 1lm, MakcuMalJibHOe 3HaueHue - 60m.

I'Iepe3anyCT1/|Tb CePBUC ocs—emm-policies—-api C MOMOLLbHO KOMaHAbI:

systemctl restart ocs-emm-policies-api*
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3.10.35. HacTponKa nHTerpaumm c BHewHen cuctemon Platform V IAM SE

[aHHaa wHTerpauma nossonaeTr 4epes Beb-uHTepdenc [MNO ocywecTBAATb
ayTeHTMOMKaLUMIO M aBTOPM3aLMIO MONb30BaTeNEeN, KOTOpble YMNPaBAAKOTCA BHELIHEN
IAM-cuctemon Platform V IAM SE.

BHUMAHMWUE! NHTerpauma ycnelwHo npotecTnpoBaHa Ha Bepcuax Platform V IAM SE
3.2.0 n IAM Proxy 4.6.0. COBMeCTUMOCTb C APYTMMM BEPCUAMM TaKKe BO3SMOXKHA.

[pWn BKAKOYEHHOM MHTErpaLmMu:

— NMNO penervpyet Bo BHewHtow IAM-cuctemy Platform V IAM SE dyHKUMM
ayTeHTUPMKALMM y4eTHOM 3anuck nonbzosatena MMO (BanMaaumoo y4eTHbIX AaHHbIX,
CPOKa AeNCTBMA MapoasA, HeyAaudHblX MOMbITOK BXOAA), y4eTa KONMYeCTBO MapannenbHo
3anyLWEeHHbIX CeCCUM NMPUBUNETMPOBAHHbLIX YYETHbIX 3aNMCEN U NPOBEPKY KOMYECTBO
AHEN HEAaKTUBHOCTM YYETHOM 3aNnCK C ee AanbHelLen BOKUPOBKOM;

— MO perncTpmpyeT y4eTHY0 3aMUCb NO NOTUHY M CMIUCKY PONEN, MONYYEHHbIX 13
BHewHen |AM-cucTembl NpU NEPBUYHON ayTEHTUPUKALNK;

— MMNO orpaHW4yMBaeT BO3MOMHOCTb ayTeHTUDMKALMMU NIOKANbHbLIX YYETHbIX
3anMcen, ynpaBAeHWA JNOKaNbHbIMKU YyYeTHbIMW 3anncamum (co3gaHune, oOOHOBAEHME,
yoaneHne n 6N10KMPOBKY A0CTyNa). YNpasaeHue y4eTHbIMKU 3anUCAMKU OCYLLLEeCTBAAETCA
LEeHTpaIM30BaHO Yepes BHelHIo IAM-cuctemy. NCKAKOYEHMAMM ABNAKOTCA C/ly4aun, Koraa
npoucxoamT nepsad ycTaHoBka IO ¢ nocneayowMm aBTOMATUYECKMM CO34aHUEM
y4yeTHOM 3anmcb admin@omp.ru W Koraa BPYYHYK CO343eTCA TeXHMYecKaa yyeTHan
3anucb (TY3);

— MMNO obecneymBaeT ayTEHTUPUKALMIO YYETHON 3aNUCK NO NoaydyeHHomy |IAM-
TOKEHY [ANA CO034aHMA BHYTPEHHEM MNONb30BAaTE/NIbCKOM CEecCuM U aBTOpM3aLMio
nonb3oBaTenen nNpm mx obpauleHnn yepes IAM Proxy B ayTeHTMOMUMPOBAHHOM BUAE.
ABTOpM3auUMA NONb30BaATENA BbINONHAETCA ANA Ka)KAOro 3anpoca B COOTBETCTBMU C

NONYY4EeHHbIMU AaHHbIMK (NOTUH 1 CNNCOK posielt) B IAM-ToKeHe.
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Mpn BbIkAtOYEHHOW MHTerpauum MMO npofoKaeT ceoto paboTy 6e3 nameHeHun.
[ocTynHa naeHTUPUKauma, ayTeHTMPUKaumMa 1 aBTOpM3aLLMA NOKaNbHbIX YH4ETHbIX 3anncen,
a TaKXe BO3MOXHOCTb ynpaBieHuA (co3gaHne, obHOBNEHWe, yaaneHne n HBAOKMPOBKa
N0CTyna) UMu.

HacTpoka wHTerpaumm ¢ BHewHel |AM-cuctemon  ycTaHaBAMBAETCA B
KOHPUIYpaUMOHHOM ¢anne config/enviroments/dropapp/config.yml B CEKLUM

IAMConfig CneayrowmMmm napameTpamum:

IAMConfig:

enabled: true # BxioueHye/BHKIOUeHME MHTeTpaumuy c 1AM

audience: "" # Ampecatr IAM-TOKeHa

issuer: "" # OmmTeHT IAM-TOKEHA

logoutUri: "" # A@pec IJisa BBIIOJIHEHMS BHXOIA M3 BHemHey 1AM

JwksUri: "" # URL 1Jig [OJyUYeHUSA CHOMCKa OYOJIMUHBEX KJIOUEN
OJid [NpoBepkM nomnmucu IAM-TOKeHa

JjwksUriTimeout: "" # TarMmayT IOJid [IOJIyYeHWUS CIOMUCKAa [IyOJMUHBIX
KJIo4Yem

jwksCacheDuration: "" # I[IPOHOOJIXMTEJILHOCTH KBUWMPOBAHMS CIIMCKA
NyOJUYHEIX KJIIOUEN

tokenHeaderName: "" # HazsBaHMe 3aroJjioBka, cormepxamero I[AM-TOKeH

Hanpumep:

IAMConfig:

enabled: true

audience: "AuroraCenter-dropapp"

issuer: "<iam-server-url>"

logoutUri: "<iam-server-url>/logout?revoke=true&logout idp=true"
jwksUri: "<iam-server-url>/certs"

JwksUriTimeout: "60s"

jwksCacheDuration: "15m"

tokenHeaderName: "IAMTokenHeader"

[ocne BHeECEHMA M3MEHEHUN HeobXOoAMMO NepeycTaHOBUTb KOHPUIYpPaLMOHHbIE

dannbl Mb ¢ NOMOLLBIO KOMAHAbI:

ANSIBLE USER="<mma nosnesz3osaTens>" ./deploy-ac.sh --action config --
subsystems auth

MMNO BbINOAHAET ayTEHTUOUKALMIO M aBTOPM3aLUMIO MONAb30BATENA Ha OCHOBE
AaHHbIX 13 |AM-TOKeHa B COOTBETCTBMM C MNOJSIAMM subject U roles. [lpn nosydeHnmn

3anpoca, B KOTopom |IAM-TOKEH COAEPKUT M3MEHEHHbIM cnncok poner, MMNO obHoBUT
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MHPOPMALMIO O POAAX MNONb30BATENA W BbINOAHUT MNOCAEAYIOLLYIO aBTOPU3ALMIO B
COOTBETCTBMM C aKTyaNlbHbIMM PONAMM.

NMPUMEYAHUE. CropoHa, mcnonb3ytowas MMO 1 ocywecTBAAOWAA MHTErpaumio,
AO/MKHA BHECTM POJIM BO BHewWwH |AM-cuctemy M Ha3HauYMTb YYETHbIM 3aMUCAM
nosb3osatenein. Mpu HasHa4YeHUn posien y4eTHOM 3anNncK NOb30BaATENA He LOMYCKaoTCA
nepeceyeHna mexay Cneaytolmmm PONamu:

— AagmuHuctpatop Mnatdopmsbl ynpasneHuns (EMM_ADMIN);

— AagmunHucTpatop yctporcts MNMnatdopmbl ynpasneHns (EMM _DEVICE_ADMIN);

— Cneumanuct TeXHUYECKOM NOAOEPKKM MnatdopMmbl ynpaBaeHmA
(EMM_SUPPORT);

— Cneurannct TexHn4eckoro obcay»KmBaHna ycTporncTs MNaatdopmbl ynpasaeHma
(EMM_DEVICE_SUPPORT).

[Mpn nonyvyeHmnmn 3anpoca c IAM-ToKeHOM, B KOTOPOM nepeceKkaroTca aTn poau, MIMo
OTBeTUT oWwmnbKo IDP ROLE CONFLICT.

B Tabnunue (Tabnauua 20) npneeaeHbl POAN AOCTYMNHbIE ANA HA3HAYEHUA.

Tabnunua 20
MNepeyeHb ponei
Ponb B Beb6-unHTepdeitce MMo Ponb B cnpasovHuke MO He[OCTYNHbIX ANA
nepece4yeHunA

Pa3paboTumk APS DEVELOPER -
AamnHuctpaTtop ABpopa APS_ADMIN
MapkeT )
PenaKTop NPUAOKEHNM APS_APPLICATIONS _EDITOR -
lNonb3osaTesib ABpopa Mapketa |APS _DEVICE USER -
AOMMHNCTPATOP YYETHbIX AUTH_ADMIN
3anuncen )
Onepatop ayanTa AUTH_AUDITOR -
AOMMHUCTPATOP TEHAHTOB MT_ADMIN -
AamnHuctpatop Cepsuca PNS_ADMIN
yBEeAOMNEHNM )
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Ponb B Beb-nHTEepdeice MMO

Ponb 8 cnpasoyHuKe IMMO

MNepeyeHb ponen
HeAOCTYMNHbIX A4/1A
nepeceyeHuns

AamunHncTpaTtop Mnatdopmbl
ynpasaeHus

EMM_ADMIN

EMM_DEVICE_ADMIN
EMM_SUPPORT
EMM_DEVICE_SUPPORT

AOMWHUCTPATOP YCTPOMNCTB
Mnatdopmbl ynpasaeHua

EMM_DEVICE_ADMIN

EMM_ADMIN
EMM_SUPPORT
EMM_DEVICE_SUPPORT

Cneumanmnct TeEXHUYECKoM
noaaep*Kku Maatdopmeol
ynpasneHus

EMM_SUPPORT

EMM_ADMIN
EMM_DEVICE_ADMIN
EMM_DEVICE_SUPPORT

Cneumannct TeEXHNYECKOro
00CNYKUBAHMA YCTPONCTB
Mnatdopmbl ynpasBneHmsa

EMM_DEVICE_SUPPORT

EMM_ADMIN
EMM_DEVICE_ADMIN
EMM_SUPPORT

Bonee noapobHoe onucaHue Kaxaoh ponu NpUBEAEHO B COOTBETCTBYHOLLEM

NPUNOXKEHUM  OOKYMEHTa
6e30nacHOCTU.
NPUMEYAHUE. Ponb

«PyKoBOACTBO

«AZIMUHNCTPATOP YYEeTHbIX 3anucen»

[Monb3oBaTens.

Yacte 1. [lloacuctema

npeagocrtasadeT

MNOJIHOMOYMA ANA YNPABAEHUA YyY4EeTHbIMU 3anncaMn nonb3osatenel B MMO. [laHHYO pob

He peKomeHAayeTCA Ha3Ha4d4aTb YYeTHbIM 3alnnCAm no/sib3oBaTenen AnAa BbINOAHEHWNA

CTaHAAPTHbIX 3a4a4. [pK 3TOM 3Ty POSb HEOHXOAMMO Ha3HaAYMTbL NPKU co3aaHnm TY3.

Pe KOMeHayemble Warn:

1) ADMUHUCTPATOP BHELLHENR

IAM-cuctemsl

BbldaeT pPOJib

«AOMWHUCTPATOP

YYETHbIX 3anncen» ANs y4eTHOM 3anmcK yNnoHOMOYEHHOTO COTPYAHMKA;

2) YNO/NIHOMOYEHHbIM COTPYAHUK nepexoauT B Beb-uHTepdenc MMO u cospaer
Heobxoaumble TY3;

3)Mpu 3aBeplieHnM npouecca co3gaHma TY3, agMUHUCTPATOP BHELWIHeM

IAM-cncTeMbl OT3bIBAaeT POab «AAMUMHUCTPATOP YYETHbIX 3anMMCcen» y y4eTHOM 3anmcu

YNO/IHOMOYEHHOrO COTPYAHMKA.
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BHUMAHWE! Mpwn Bbixoae nonb3osatena 13 MO cHavyana 3aBepLIaeTCcA ero ceccus
B MO, 3aTem aBTOMATMYECKM HaNpaBAAETCA 3aNPOC Ha 3aBepLUEHNE CeCCMM BO BHELLHEN
IAM-cucteme. Tllocne Toro, Kak BHewHAa |AM-cuctema  yCnewHo  3aBeplunT
MO/Ib30BATE/IbCKYKO CECCUIO, OH HE CMOMET MOAYYUTb AOCTyn K ¢yHKumoHany MMO. AnA
AanbHenwero ncnonb3osaHma MMNO nonb3oBaTento Heobxoamumo byaeT NMOBTOPHO MPOMNTH

npouecc aytTeHTudMKaLmMm BoO BHellHel |IAM-cucteme.

3.11. NpoBepKa KOPPEKTHOCTW YCTAaHOBKN U PpyHKLMOHMpoBaHMA MNMNO

3.11.1. Obwme cBeaeHUs

B Lenax npoBepKn KOPPEKTHOCTUN YCTAHOBKM M dyHKLUMOHKMpoBaHMA M0, a Takke
cpeabl PyHKUMOHMPOoBaHMA MO, B cOCTaB cLEHapMeB YCTaHOBKM BKAOYEHA YTUAMTA ONA
boOpMMPOBAHMA ANATHOCTMYECKOrO OTYETa.

nsa GopmmMpoBaHMA ANMATHOCTMYECKOrO OTYeTa HEOHXOAMMO NEPENTHM B KaTanor Co
cueHapuaAMKM YCTaHOBKW install-<eepcumsa [IIO>/install-ac-mt/ W BbINOAHUTb

KOMaHAay:

ansible-playbook play-diagnostic-report.yml -i inventories/hosts.yml -
Vv —-user <uMA II0JIb30oBaTeJid>

nMbo KomaHAay, ecnm TpebyeTca 3a4aTb OKPYHKEHME:

ansible-playbook play-diagnostic-report.yml -i inventories/<Has3BaHue
OKpyXeHusa>/hosts.yml -vv —--user <uMga MOJIb30BaATeNg> —--extra-vars
"stage=<HazBaHUE OKpPpyXeHUa>"

B pe3ynbTaTe B KaTanore report byaet chopmmnpoBaH pann B report .html.

[dnarHocTnyecknin otyet dopmmpyetca B Buae darna B dopmate .html WU
COLEPKUT Ceaytolme pasaens:

— obwaa nHpopmauma o ctatyce cepsucos MM0;

— 06uwan nHdopmauma o cTaTyce KOMNOHEHTOB cpebl yHKUMOHMPoBaHMA M0

N MHOPACTPYKTYPHbIX KomnoHeHToB MMM0O;
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— pa3genbl, coaepxaune AeTasbHYyHo VIHCI)OpN\aLI,VHO 06 OoTAeNbHbIX CepBUCaxX

MO, KomnoHeHTax cpeabl GyHKUMOHUPOoBaHUSA MO 1 MHOPACTPYKTYPHbIX KOMMOHEHTaX

rno.

3.11.2. OnmncaHne napameTpoB AMArHOCTMYECKOro oT4eTa

3.11.2.1. Pazgen «OS Summary»

Pasnen coaepnt nnbpopmaunto o6 OC n ee HacTpoiKkax (PrucyHok 32).

v OS Summary

0% Distribution
Kernel

SELinux

Service Manager

Package Manager

Astra Linux 1.7 x86-64

5.4.0-54-generic (Fastra3 1+ci49-Ubuntu SMP Mon Mar 15 18:37:33 MSK 2021)

disabled
systemd
apt
LANG

en USTUTF-8

LC_ADDRESS
LC_IDENTIFICATION
LC MEASUREMENT
LC_MONETARY

LC NAME
LC_NUMERIC
LC_PAPER
LC_TELEPHONE

LC TIME

Codepage

PncyHok 32
3.11.2.2. Pazgen «Disk Space»

Pasgen CoOAEPHKUNT I/IHCI)OpN\aLI,MI-O O NOJHOM N AOCTYNHOM obbeme ANCKOBOTO

npocTtpaHcTtea ana MMoO (PucyHok 33).

Disk Space
Mount point Size total, MiB Size available, MiB Availability, %
/boot 1014.00 864.34 85.24
/ 51175.00 46308.92 90.49
/home 45729.66 43128.35 94.31
PucyHok 33

OnuncaHmne Ha3HavYeHuA CTOII6LI,OB Ta6/'II/ILI,bI, d TaKxXKe VIHCI)OpI\/\aLI,MH O BO3MOXHbIX

3HaYyeHuAaAx npueeaeHsbl B Tabanue (Tabanua 21).
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Tabnuua 21
HasBaHwue Bo3MOXHble 3HaYeHuA
OnucaHue o

cTonbua (npumepbl 3Ha4YeHNN)
Mount KaTtanor, K KoTopoMy MOHTUpYeTcA Ganosoe |IyTb K KaTanory,
points XpaHUAULLE (TOYKA MOHTMPOBAHMA) Hanpumep: /home
Size total, |Pa3mep $pannoBoro xpaHuMAnLLa, Ob6bem pmU3nYeckon NamaTu
MiB MPUMOHTUPOBAHHOIO K 3a4aHHOMY KaTasory B M6, Hanpumep: 45729,66
Size O6bem cBoH6OAHOrO MecTa B Gan0BOM Ob6bem PpusnyecKom NamaAaTH
available, |xpaHuauwe, NPMMOHTUPOBAHHOTO K B M6, Hanpumep: 43128,35
MiB 3aaHHOMY KaTanory
Availability, |O6bem cBoboaHOro mecTta B $paina0BOM Ot 0 go 100, Hanpumep:
% XpPaHUANLLE B NPOLLEHTHOM COOTHOLLEHWM 94.31

(K nonHOMY 0HbeMY)

MPUMEYAHUE. B cnyyae ecam obbem cBoboaHoro mecta meHee 15%, none

3aKpallnBaeTCA LBETOM.
3.11.2.3. Pazaen «Systemd Unit Status»

Pagen coaeput obulyto MHdopmaumto o cTaTyce cepsmncos MO, KOMNOHEHTOB
cpeabl PyHKUMOHMPOBaHMA MO 1 MHPPACTPYKTYPHbIX KOMNoHeHToB MO 1 cocTomT 13

cneayroLwmx noapasaenos:

3.11.2.3.1 OCS Targets
Moapasaen coaepXuT MHPOPMaALMIO O CTaTyce KOHPUrypaumii rpynn cepBMCOB
MMNO (PucyHok 34).

Systemd Unit Status

Name Unit Status Unit-file status

OCS Targets

ocs-appstore

enabled

disabled
disabled
disabled
disabled
disabled

active (active)
ocs-appstore-admin-api-gw active (active)
ocs-appstore-adminconsole-ui active (active)
ocs-appstore-applications-api active (active)
ocs-appstore-client-api-gw active (active)

ocs-appstore-dev-api-gw active (active)

PucyHok 34
OnuncaHne HasHavyeHus cToNbLOB TabauMLbl, a TakKe MHPOPMALMA O BO3SMOMKHbIX

3HaYyeHuAx npueeaeHsbl B Tabanue (Tabanua 22).
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Tabnuua 22
Ha3saHue "
OnucaHue Bo3MoXHble 3Ha4YeHUA (NMpumepbl 3Ha4YEHUN)
cTonbua
Name Nmsa KoHPUrypaumm rpynnbl BO3MOXHble 3HaYeHMA onpenenaroTca
cepBmcos nepeyHem KOHOUrypaLumin rpynn cepeBmncos
Mnno
Unit Status|MIHbopmauma o ctatyce rpynnbl [active — rpynna cepBMCOB 3anyLleHa U
Ccepsucos BbINONHAETCA;
activating —rpynna cepBucos
3anyckKaeTcs;

deactivating—rpynna cepBncos
BbIK/tOYaeTCH;

inactive —Trpynna CepBMCOB BbIKIOYEHQ;
failed — NpwW 3anycKe rpynnbl CEPBMCOB
npousowna owmnbKa;

missed — KOMMOHEHT OTCYTCTBYET

Unit-file NHbopmauma o NpucyTcTBmMmn enabled — NPUCYTCTBYET B aBTO3aMyCKe;
status KOHbUrypaumoHHoro ¢ainna disabled — OTCYTCTBYET B aBTO3aMycKe
3aMycKa rpynnbl CEPBMCOB B
aBTO3anycke

3.11.2.3.2 OCS Services

Moapasaen coaepkut nHpopmaumto o ctatyce cepsucos MNMO (PucyHok 35).

OCS Services

ocs-appstore-admin-api-gw (@ 0 actrve (running) disabled

ocs-appstore-adminconsole-eula actrve (exitted) enabled

ocs-appstore-adminconsole-ui (@ 0 actrve (running) disabled

ocs-appstore-applications-apt @ 0 actrve (running) disabled

ocs-appstore-client-api-gw (@ 0 actrve (running) disabled

ocs-appstore-client-api-gw @ 1 active (running) dizabled
PucyHok 35

OnucaHue Ha3zHavyeHuA cToNOLOB TabanLbl, @ TakKe MHPOPMALMA O BO3MOMKHbBIX

3HaYyeHuAx npueeaeHsbl B Tabanue (Tabanua 23).
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Tabnuua 23
HasBaHue "
OnucaHue Bo3MoXHble 3Ha4YeHUA (NMpumepbl 3Ha4YEHUN)
ctonbua
Name HassaHwue cepsuca MO |BO3MOXKHbIe 3HAa4YeHWA ONpeaeiAtoTCA NepeyHem

cepsucos MO n nmetoT cneayowmin popmat
<M T'PYyNNEl CEePBUCOB>W@<HOMEpP

SK3eMIlIgpa CepBMCa B I'pylnne>.service,
HanpMMmep: ocs—-appstore-admin-api-

gw@0.service.

Unit Status |MHdopmaLums o cTaTyce active — CepPBWC 3anyLLEeH M BbINMOJHAETCA;
cepsuca activating — CEPBMUC 3aMyCKaeTCs;
deactivating — CEPBMUC BbIKIOYAETCA;
inactive — CEPBWC BbIK/IIOYEH;

failed — npw 3anycke cepBmca NPOMU30LLNG

olwmbKa
Unit-file NHDOopMauma o enabled — NPUCYTCTBYET B aBTO3aMyCKE;
status NPUCYTCTBUM disabled — OTCYTCTBYET B aBTO3aMyCKe
KOHPUIYPaLUMOHHOTO
dalina 3anycKka cepsuca B
aBTO3anycke

3.11.2.3.3 Mandatory services
Moapasaen coaeput MHOOpPMAUMIO O CTaTyce CEepPBMCOB KOMMOHEHTOB cpefpl
dyHKUMOHMPOoBaHMA MMO 1 nHpacTpyKTypHbIX KomnoHeHToB MNMMO (PucyHok 36).

Mandatory services

consul-template service running enabled
consul.service running enabled
nats-streaming-server.service running enabled
NgINK service running enabled

postgresgl-11.service

PucyHok 36
OnuncaHne HasHavyeHus CcToNbLOB Tabaumubl, @ TakKe MHOOPMALMA O BO3MOXKHbIX

3HayeHuAx npueeaeHsbl B Tabanue (Tabanua 24).
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Tabnuua 24
HasBaHue .
OnucaHue BO3MOMKHbIE 3HaueHUs (MpUMepbl 3Ha4eH i)
ctonbua
Name Ha3ssaHue cepsrca  |BO3MOMHbIE 3HAUYEHUA UMEIOT caeayrowmin GopmaT

KOMIMNOHEHTa Cpedbl <uMsa cepBHuca>.service W ONPeaenarTcA
¢yHKuMOHMpOBaHMﬂ Pa3pa6OTQMKOM.ﬂepequbBO3MOHﬁﬂﬂX3HaquMﬁ:

Mo nan consul-template.service
MHPPACTPYKTYPHOrO |consul.service
KOMMoOHeHTa MNMNno redpanda.service

nginx.service
postgresgl-15.service
postgresqgl.service

Unit Status |MHPopmauma o active — CepBUC 3aNyLLEH M BbIMONHAETCS;
CTaTyce cepBuca activating — CepPBWIC 3aNyCcKaeTcs;
deactivating — CEpPBMC BbIKNOYAETCA;
inactive — CepBMC BbIKAIOYEH;

failed — MNpwu 3anycKe cepsunca NpomsoLna
OLWKnOKa;

enabled — CEPBUC NPUCYTCTBYET B aBTO3aMyCKe;
disabled — CEPBUC OTCYTCTBYET B aBTO3aMyCKeE;
missed — KOMMNOHEHT OTCYTCTBYET

Unit-file NHbopmauma o enabled — NPUCYTCTBYET B aBTO3aMyCKe;

status NPUCYTCTBMM disabled — OTCYyTCTBYET B aBTO3aMnycKe
KOHPUIYypPaLUMOHHOTO
dalna 3anycka
cepBuca B
aBTO3amnycke

3.11.2.4. Pazgen «API GW Service Status»

Pasgen comepXuT MHOOpPMaLMIO O CTaTyce PerucTpaumm CepBMcOB B CUCTEME
obHapyxeHua cepsucos (Consul). Ha pucyHke (PucyHok 37) npuseseH npumep craTyca

pernctpaunmn cepBmcoB B CNCTEME O6Hapy>+(EHl/IFI cepBHCOB.

API GW Services Status

Service name Code Status

ocs-appstore-admin-api-gw 200 passing
ocs-appstore-client-api-gw 200 passing
ocs-appstore-dev-api-gw 200 passing
ocs-auth-admin-api-gw 200 passing
ocs-auth-public-api-gw 200 passing
ocs-pkgrepo-device-api-gw 200 passing

PucyHok 37

190



— ~] OTKPbITASA
PyKoBOACTBO aAMMHMUCTPATOPA | .“432%‘335'»‘22

OnuncaHmne Ha3HaveHuA CTO}'I6LI,OB Ta6/'II/ILl,bI, d TaKXke I/IHC])OpN\aLl,l/IFI O BO3MOXHbIX

3HaYeHuAX NnpuBeaeHsl B Tabauue (Tabanua 25).

Tabnuua 25
HassaHue y
OnucaHue Bo3MOXKHble 3Ha4YeHus (Nprmepbl 3Ha4YEeHUN)
ctonbua
Service HaseaHwue cepsuca MO BO3MOXKHble 3HaYeHMA onpeaenaroTcA
name nepevyHem cepsmcos 10
Code Koa http-oTseTa BO3MOKHble 3HAa4YEHWNA ONpPeaenatoTCs
npoTtokonom HTTP
Status NHbopmauma o cTaTyce BO3MOXKHble 3HaYeHMA onpeaenarTca
perncTtpaumm cepsmca B Consul. CtaTyc «passing» 03HayaeT, YTo
cmucteMe 0bHapyKeHua nNpoBepKa NponaeHa yCnewHo
cepsucos (Consul)

3.11.2.5. Pazgen «Consul Cluster Endpoints Availability»

Pasgen comepUT WMHPOPMaUMIO O MNPOBEPKE AOCTYNHOCTU WHTEPPENCHbIX
bYHKLUNI cncTembl obHapykeHua cepsucos (Consul). Ha pucyHke (PucyHok 38) npueeaeH
npumep otobparkeHma MHGOPMaUMM O AOCTYNHOCTN UHTEPDENCHbLIX QYHKLMIA CUCTEMDI

0bHapyXeHna cepBmCOB.

Consul Cluster Endpoints Availability

Node:Port Availability
inp1int03.ompcloud:8300 OPENED
inp1int03.ompcloud:8301 OPENED
inp1int03.ompcloud:8302 OPENED
inp1int03.ompcloud:8500 OPENED
inp1int02.ompcloud:8300 OPENED
inp1int02.ompcloud:8301 OPENED
inp1int02.ompcloud:8302 OPENED
inp1int02.ompcloud:8500 OPENED
PucyHok 38

MepeyeHb MHTepdencHbIX GyHKUMK Consul npuBeaeH B AOKyMeHTaumm Ha Consul
(https://www.consul.io/docs/install/ports). UHbopmauma o 4OCTYNHOCTU MHTEPDEMNCHbIX
dyHKUMI Consul npeaocTaBndeTcA TONAbKO B C/y4ae KAacCTepHOM (MHOroHoa0BOW)

KOHPUIypaumm.
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OnuncaHmne Ha3HaveHuA CTO}'I6LI,OB Ta6/'II/ILl,bI, d TaKXke I/IHC])OpN\aLl,MFI O BO3MOXHbIX

3HaYeHuAX NnpuBeaeHsl B Tabauue (Tabanua 26).

Tabnuua 26
HasBaHue .
OnucaHue Bo3moKHble 3Ha4YeHuMA (Mpmepbl 3HaYEeHUN)
ctonbua

Node:Port |Aapec PyHKLMM

Aapec PyHKLMKM NpeacTaBaeH B caeaytowem popmaTe:
<umMmsa xocTa>:<IopT>.

[MpoBepKa BbIMONHAETCA TONbKO ANA QYHKLUMI, 4OCTYMHbIX
Ha cneayrouwmx noptax: 8300, 8301, 8302, 8500.
Hanpumep: acenter.example: 8300

Availability |CraTtyc
[OCTYMHOCTM

byHKUMM

B cnyyae AOCTYNHOCTM QYHKUMU MPUHMMAET 3HaYeHMe
«OPENEDW.

B MHOM cny4ae BbIBOAMTCS KO, OLLMOKM M cOObLLEHNE,
onpeaenaemoe Consul

3.11.2.6. Pa3gen «Consul Service Health Check»

Pasaen coaepunt nHbopmaLmio o cTatyce permctpaumm cepsucos MO B cucteme

obHapyxeHusa cepsucos Consul (PucyHok 39).

Consul Service Health Check

service_location

ocs-appstore-admin-api-gw

-
http-//ocs-app local-80/ocs-appstore-admin-api-gw/'admin ‘health/'ocs-appstore-admin-api-gw 200
ocs-appstore-adminconsole-w 200
http://ocs-app.local:80/ ocs-appstore-adminconzole-ui/admin ‘health/'ocs-appstore-adminconsole-ui -
ocs-appstore-applications-api 200
http://ocs-app.local:80/ ocs-appstore-applications-apy/ admin health/'ocs-appstore-applications-apt -
ocs-appstore-client-api-gw 200
http-//ocs-app local-80/ ocs-appstore-client-api-gw/admin health/'ocs-appstore-client-api-gw -
ocs-appstore-dev-api-gw 200

http://ocs-app.local:80/ocs-appstore-dev-api-gw/'admin health/'ocs-appstore-dev-api-gw

PucyHok 39

OnuncaHmne Ha3HaveHuA CTO/'I6LI,OB Ta6/'|l/ILI,bI, a TaKXe MHCI)OpN\aLI,I/IFI O BO3MOXHbIX

3HaYyeHuAx npueeaeHsbl B Tabanue (Tabanua 27).
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Tabnuua 27
Ha3BaHue Bo3MoKHble 3Ha4eHMA (Npumepbl
OnucaHue "
ctonbua 3HayeHun)
MNepBbln HassaHwe cepsuca M0 n URL-agpec |Bo3moXxHble 3Ha4YeHMUA
ctonbel, dyHKUMKM (endpoint) cepsuca onpeaenarTcA nepevyHem CepBmCcoB
«healthcheck» Mno
BTopon Koa http-oTBeTa Bo3mMoOXHble 3HaYeHUA
ctonbel, onpeaenarTca npotokonom HTTP

[lepeyncneHHble 3aroN0BKU "service location", "expose location",

paboTel consul-

"static" - pexmMe

"service vhost", "expose port",

template.

3.11.2.7. Pa3pgen «Cluster Nodes Reachability»

Pasaen coaeput MHGopMaLmMio 0 pesyabTaTax MPOBEPKN AOCTYNMHOCTM CEpPBEPOB
(Hoa) knacTepa (PucyHok 40).

Cluster Nodes Reachability

Reachable
OK

Node

ocs-app.local
PucyHok 40
OnucaHue HasHa4vyeHMA CToNOLOB TabanLbl, a TakKe MHPOPMALMA O BO3MOMKHbIX

3HaYyeHuAx npueeaeHsbl B Tabanue (Tabanua 28).

Tabnuua 28
HasBaHue .
OnucaHue Bo3moHble 3Ha4YeHMA (NpUMepbI 3HaYEHUI)
ctonbua
Node Anpec cepsepa (xocTta) |OnpeaenaeTca AOMEHHbIMM MMEHAaMM XOCTOB
Reachable |MHpopmauma o MorKeT NpruHUMaTb 3Ha4YeHma: «OK» (B caydyae

[OCTYMHOCTM) UK COAEePKaTb coobLleHne 06
OLMOKe, KOTOPOe BEPHET YTUANTA ping

NOCTYNHOCTM cepBepa
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3.11.2.8. Pa3gen «Nginx Service Proxy»

Pasgen coaepsnt MHPopmMaLMio O NpoBepKe KOHUrypaumm HGanaHCMpOBLLMKA

cepsucoB Nginx Web Server ans kaxaoro cepsuca MMO (PucyHok 41).

Nginx Service Proxy

Service name Upstreams Virtual server
ocs-appstore-settings-api OK
ocs-appstore-adminconsole-ui OK
ocs-pkgrepo-egress-api-gw OK
ocs-auth-idp-ui OK
ocs-pkgrepo-pkg-repo-api OK
ocs-auth-admin-api-gw OK
i narth s skl oy
PucyHok 41

OnuncaHmne Ha3HavyeHuA CTO/'I6IJ,OB Ta6/'ll/ILI,bI, d TaKxke VIHCI)OpMaLI,Mﬂ O BO3MOXHbIX

3Ha4yeHuMAx npmeeaeHsl B Tabanue (Tabanua 29).

Tabnuua 29
HasBaHue BO3MOXHble 3Ha4YeHus
OnucaHue o
ctonbua (npuMepbl 3Ha4YeHUI)
Service HassaHwue cepsuca M0 BO3MOXKHble 3Ha4YeHKA

KoHdUrypaumoHHom darne Nginx.

B AaHHOM CeKUMM 3a4aHbl HACTPOMKM
«BUpPTyanbHoro» cepsuca MO, KOTopbIN
OCYLLLeCTBAAET NepeHanpaBneHune
(npokcupoBaHme) http-3anpocos Ha
«peanbHble» 3K3eMNAApPbI cepsuca

name onpeaenatnTCca NepeyHem
cepsucos 10O
Upstreams |Konn4ecTBO 3K3eMNAAPOB CepPBMCa, 3a4aHHbIX | LlenoyncneHHble 3Ha4eHnA oT
B KOHPUIypaumMoHHOM panne Nginx 1p0n
Virtual NHPOpPMaLMA O HAMYMU CEKLIMKM KServer» «OK» — cekuma server
server ONA ykasaHHoro cepsuca MMO 8 NPUCYTCTBYET;

«No server block found!» —
CeKumMsa oTcyTCTBYEeT

3.11.2.9. Pa3gen «Filestorage Configuration»

Pasaen coaeput mHdopmaumio o KoHdurypaumm darnosbix xpaHuauu, MM u

MOOC (PucyHok 42).
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Filestorage Configuration

. Fﬂfgto[agelocaﬂon: focs/appstorefapplications-api (@755 ocs:ocs)
Configuration file:

fvarfocs/appstorefocs-appstore-applications-api/focs-appstore-applications-api.yml

s Filestorage location:
Configuration file: L\\s

/varfocs/appstore/config.yml

+ Filestorage location: (not exists)

PucyHok 42
HacTpoika «Filestorage location» coaep»MT NyTb K KaTanory n ero cTaTyc.
B HacTpoike «Configuration file» yKasaH KOHPUrypaUMOHHbIN ¢alin, B KOTOPOM

3a4aH NyTb K aIoOBOMY XPaHWAMLLY.

3.12. CamocToATeNbHAA YCTaHOBKAa UM HacTpouka CYBZ Postgres Pro wu

CYBA PostgreSQL 14/15/16/17

3.12.1. YcTaHOBUTb Ha cepBepbl Bl Heobxoammble nakeTbl cornacHo n. 3.10.7.
3.12.2. YcTaHOBUTb N MHUUManm3nposaTb CYB/.
Mpu mHuumanmuszaumm CYB[ HeobxoAMMO YCTAaHOBUTb CAeaAylolMe 3HaYeHuA

napameTpos:

LC COLLATE 'en US.UTF-8'
LC CTYPE 'en US.UTF-8'
ENCODING UTFS8

YCTaHOBKa M MHUUManmn3auma CYBJ[l ocyuiecTBaaeTca B COOTBETCTBMM C D[l Ha
CYB/.
MPUMEYAHUE. B pamkax ycTtaHoBKW Postgres Pro o6s3aTenbHO A0MKHbI ObiTb

YCTaHOB/1IEHbI CheAyoWNne NMaKkeTbl:

— postgrespro-<std|ent>-<repcusa>;

— postgrespro-<std|ent>-<Bepcusa>-client;
— postgrespro-<std|ent>-<Bepcusa>-contrib;
— postgrespro-<std|ent>-<Bepcusa>-1libs;

— postgrespro-<std|ent>-<Bepcusa>-server.
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3.12.3. Co3gaTtb Cynepnoanb3oBaTesisa C NMOMOLLbO CKpunTa

samples/sqgl/create superuser.sql, BbIMOJHNB KOMaHAY:

psgl -U <nosb30BaTejlb, OT MMEHM KOTOPOT'O BHIIOJIHAETCS KoMaHIa> -h
<ampec xoctra CYBI> -f create superuser.sql -v login='<wumsa
cymneprnojib3oBarTessa>' -v pass='<napoJjb Cyleprnojb3oBaTensa>' -v
expr="'<CpoK HOeMCTBMS YyUeTHOM 3alMCHU Cylepllojib30oBaTensa>'

Hanpumep:

psgl -U postgres -h 192.168.137.15 -f create superuser.sql -v
login="ompdbuser' -v pass='Adminl23!' -v expr='1l0 years'

3.12.4. Ha3Ha4nTb Napoab ANA NONb30BaTENA postgres C MOMOLLBIO CAeayHLLMX

KOMaHA;:

psgl -U postgres
ALTER USER postgres with PASSWORD 'mapodJb';
exit

3.12.5. B koHbUrypaumoHHbix dannax CYB pg hba.conf u postgresqgl.conf
334aTb caeayolime napameTpbl:

— TUN coeanHeHunA, AmanasoH IP-aapecos kaneHToB b/;

— nma bll, umaA nonb3oBaTtens;

— cnocob ayTeHTUPUKALNMM KNMEHTOB;

— naponb nonb3osatenia CYB/l B napameTpe pg superuser password.

3.12.6. YCTaHOBUTb PaClINPEHNA pg partman M pg cron C MOMOLLBIO KOMaHA:

— OC Anbt Cepsep 10 n CYB/, PostgreSQL 14

sudo rpm -ivh postgresgll4-pg cron-1.6.2-1.alt.pl0.x86 64.rpm
tar —xf pg partman--5.1.0.tar.gz -C /usr/share/pgsgl/extension

— OC Anbt Cepsep 10 n CYB/, PostgreSQL 15:

sudo rpm -ivh postgresgll5-pg cron-1.6.2-1.alt.pl0.x86 64.rpm
tar —xf pg partman--5.1.0.tar.gz -C /usr/share/pgsgl/extension

— OC Anbt Cepsep 10 n CYB/, PostgreSQL 16:

sudo rpm -ivh postgresgll6-pg cron-1.6.2-1.alt.pl0.x86 64.rpm
tar —xf pg partman--5.1.0.tar.gz -C /usr/share/pgsgl/extension
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— OC Anbt Cepsep 10 n CYB/ PostgreSQL 17:

sudo rpm -ivh postgresgll7-pg cron-1.6.7-altl.x86 64.rpm
tar —xf pg partman--5.1.0.tar.gz -C /usr/share/pgsgl/extension

— OC Anbt 8 CIN penn3 10 n CYB/ PostgreSQL 15:

sudo rpm -ivh postgresgllb5-pg cron-1.6.2-1.alt.pl0.x86 64.rpm
tar -xf pg partman--5.1.0.tar.gz -C /usr/share/pgsgl/extension

— OC Anbt 8 Cl'l penns 10 n CYB/L PostgreSQL 16:

sudo rpm -ivh postgresgll6-pg cron-1.6.2-1.alt.pl0.x86 64.rpm
tar -xf pg partman--5.1.0.tar.gz -C /usr/share/pgsgl/extension

— OC Anbt 8 CI1 penns 10 n CYB/L Postgres Pro 16:

sudo rpm -ivh pg cron lépro-std-cert-1.6.2-altl0.x86 64.rpm
tar -xf pg partman--5.1.0.tar.gz -C /opt/pgpro/std-16/share/extension

— OC Anbt 8 CI1 penns 10 n CYB/L Postgres Pro 17:

sudo rpm -ivh pg cron l7pro-std-cert-1.6.3-altl0.x86 64.rpm
tar -xf pg partman--5.1.0.tar.gz -C /opt/pgpro/std-16/share/extension

— OC Anbt 8 CI'l penns 10 n CYB/ Postgres Pro 15 Cert:

sudo rpm -ivh pg cron 1l5pro-std-cert-1.6.2-altl0.x86 64.rpm
tar —-xf pg partman--5.1.0.tar.gz -C /opt/pgpro/std-15/share/extension

— OCPEL OC 7.3 n CYB/ PostgreSQL 14:

sudo rpm -ivh pg cron 14-1.6.2-1.redos7.x86 64.rpm
tar —-xf pg partman--5.1.0.tar.gz -C /usr/pgsqgl-14/share/extension

— OCPEA OC 7.3 n CYB/ PostgreSQL 15:

sudo rpm -ivh pg cron 15-1.6.2-1.redos7.x86 64.rpm
tar —-xf pg partman--5.1.0.tar.gz -C /usr/pgsqgl-15/share/extension

— OCPEA OC 7.3 n CYB/ PostgreSQL 16:

sudo rpm -ivh pg cron 16-1.6.2-1.redos7.x86 64.rpm
tar —xf pg partman--5.1.0.tar.gz -C /usr/pgsqgl-16/share/extension

— OCPEA OC 7.3 n CYB/ PostgreSQL 17:

sudo rpm -ivh pg cron 17-1.6.4-1.redos7.x86 64.rpm
tar —xf pg partman--5.1.0.tar.gz -C /usr/pgsqgl-16/share/extension
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— OCPEA OC 7.3 nCYB/ Postgres Pro 15:

sudo rpm -ivh pg cron 15pro-std-1.6.2-1.redos7.x86 64.rpm
tar —xf pg partman--5.1.0.tar.gz -C /opt/pgpro/std-15/share/extension

— OCPEA OC 7.3 n CYB/ Postgres Pro 16:

sudo rpm -ivh pg cron lépro-std-1.6.2-1.redos7.x86 64.rpm
tar -xf pg partman--5.1.0.tar.gz -C /opt/pgpro/std-16/share/extension

— OCPEL OC 7.3 n CYB/, Postgres Pro 17:

sudo rpm -ivh pg cron l7pro-std-1.6.3-1.redos7.x86 64.rpm
tar -xf pg partman--5.1.0.tar.gz -C /opt/pgpro/std-16/share/extension

— OCPEL OC 7.3 n CYB/ Postgres Pro 14 Cert:

sudo rpm -ivh pg cron l4pro-std-cert-1.6.2-1.redos7.x86 64.rpm
tar -xf pg partman--5.1.0.tar.gz -C /opt/pgpro/std-14/share/extension

— OCPEL OC 7.3 n CYB/ Postgres Pro 15 Cert:

sudo rpm -ivh pg cron 15pro-std-1.6.2-1.redos7.x86 64.rpm
tar -xf pg partman--5.1.0.tar.gz -C /opt/pgpro/std-15/share/extension

— OCPEA OC 8 n CYB/ PostgreSQL 16:

sudo rpm -ivh pg cron 16-1.6.2-1.red80.x86 64.rpm
tar —xf pg partman--5.1.0.tar.gz -C /usr/pgsqgl-16/share/extension

— OCPEA OC 8 wn CYB/ PostgreSQL 17:

sudo rpm -ivh pg cron 17-1.6.3-1.red80.x86 64.rpm
tar —xf pg partman--5.1.0.tar.gz -C /usr/pgsqgl-16/share/extension

— OCPEL OC 8 n CYB/ Postgres Pro 16:

sudo rpm -ivh pg cron lépro-std-1.6.2-1.redos7.x86 64.rpm
tar —-xf pg partman--5.1.0.tar.gz -C /opt/pgpro/std-16/share/extension

— OCPEA OC 8 1 CYb/ Postgres Pro 17:

sudo rpm -ivh pg cron 1l7pro-std-1.6.3-1.redos7.x86 64.rpm
tar —xf pg partman--5.1.0.tar.gz -C /opt/pgpro/std-16/share/extension

— OC Astra Linux SE 1.7 n CYb/ PostgreSQL 14:

sudo rpm -ivh pg-cron 1.6.2 14 smolensk.amd64.deb
tar —xf pg partman--5.1.0.tar.gz -C /usr/pgsqgl-14/share/extension
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— OC Astra Linux SE 1.7 n CYB/, PostgreSQL 15:

sudo rpm -ivh pg-cron 1.6.2 15 smolensk.amd64.deb
tar —xf pg partman--5.1.0.tar.gz -C /usr/pgsqgl-15/share/extension

— OC Astra Linux SE 1.7 n CYB/, PostgreSQL 16:

sudo dpkg -i pg-cron 1.6.2 16 smolensk.amd64.deb
tar -xf pg partman--5.1.0.tar.gz -C /usr/pgsqgl-16/share/extension

— OC Astra Linux SE 1.7 v CYB/1 PostgreSQL 17:

sudo dpkg -i pg-cron 1.6.3 17 smolensk.amd64.deb
tar -xf pg partman--5.1.0.tar.gz -C /usr/pgsqgl-16/share/extension

— OC Astra Linux SE 1.7 n CYB/] Postgres Pro 14 Cert:

sudo dpkg -i pg-cron 1.6.2 pro-std-cert-14 smolensk.amd64.deb
tar -xf pg partman--5.1.0.tar.gz -C /opt/pgpro/std-14/share/extension

— OC Astra Linux SE 1.7 v CYB/1 Postgres Pro 15 Cert:

sudo dpkg -i pg-cron 1.6.2 15 smolensk-pro-std-cert.amd64.deb
tar -xf pg partman--5.1.0.tar.gz -C /opt/pgpro/std-15/share/extension

— OC Astra Linux SE 1.7 n CYB/1 Postgres Pro 16 Cert:

sudo dpkg -1 pg-cron 1.6.2 16 smolensk-pro-std-cert.amd64.deb
tar —-xf pg partman--5.1.0.tar.gz -C /opt/pgpro/std-15/share/extension

— OC Astra Linux SE 1.8 n CYB/l PostgreSQL 16:

sudo rpm -ivh pg-cron 1.6.2 16 smolensk.amd64.deb
tar —xf pg partman--5.1.0.tar.gz -C /usr/pgsqgl-16/share/extension

— OC Astra Linux SE 1.8 n CYb/l PostgreSQL 17:

sudo rpm -ivh pg-cron 1.6.3 17 smolensk.amd64.deb
tar —xf pg partman--5.1.0.tar.gz -C /usr/pgsqgl-16/share/extension

— OC Astra Linux SE 1.8 n CYb/l Postgres Pro 16 Cert:

sudo rpm -ivh pg-cron 1.6.2 16 smolensk-pro-std-cert.amd64.deb
tar —xf pg partman--5.1.0.tar.gz -C /opt/pgpro/std-16/share/extension

— OC Astra Linux SE 1.8 n CYb/l Postgres Pro 17 Cert:

sudo rpm -ivh pg-cron 1.6.3 17 smolensk-pro-std-cert.amd64.deb
tar —xf pg partman--5.1.0.tar.gz -C /opt/pgpro/std-16/share/extension

199



— ~] OTKPbITASA
PyKoBOACTBO aAMMHMUCTPATOPA | .“432%‘335'»‘22

— OC Ubuntu Bepcum 22.04 n CYB/, PostgreSQL 14:

sudo rpm -ivh postgresgl-14-cron-1.6.2-1.jammy.amd64.deb
tar —xf pg partman--5.1.0.tar.gz -C /usr/share/postgresqgl/l4/extension

— OC Ubuntu Bepcum 22.04 n CYB/[, PostgreSQL 15:

sudo rpm -ivh postgresgl-15-cron-1.6.2-1.jammy.amd64.deb
tar -xf pg partman--5.1.0.tar.gz -C /usr/share/postgresql/15/extension

— OC Ubuntu Bepcumn 22.04 n CYB/M, PostgreSQL 16:

sudo rpm -ivh postgresgl-1l6-cron-1.6.2-1.jammy.amd64.deb
tar -xf pg partman--5.1.0.tar.gz -C /usr/share/postgresql/l6/extension

— OC Ubuntu Bepcumn 22.04 n CYB/M, PostgreSQL 17:

sudo rpm -ivh postgresgl-17-cron-1.6.3-1.jammy.amd64.deb
tar -xf pg partman--5.1.0.tar.gz -C /usr/share/postgresql/l6/extension

— OC Ubuntu Bepcumn 22.04 n CYB/] Postgres Pro 16:

sudo rpm -ivh postgresgl-l6pro-cron-1.6.2-1.jammy.amd64.deb
tar -xf pg partman--5.1.0.tar.gz -C /opt/pgpro/std-16/share/extension

— OC Ubuntu Bepcumn 22.04 n CYB/] Postgres Pro 17:

sudo rpm -ivh postgresgl-17pro-cron-1.6.3-1.jammy.amd64.deb
tar —-xf pg partman--5.1.0.tar.gz -C /opt/pgpro/std-16/share/extension

— OC Ubuntu Bepcumn 24.04 n CYB/[, PostgreSQL 16:

sudo rpm -ivh postgresqgl-l6-cron 1.6.5-1.pgdg24.04+1 amd64.deb
tar —xf pg partman--5.1.0.tar.gz -C /usr/share/postgresgl/l6/extension

— OC Ubuntu Bepcumn 24.04 n CYB/[, PostgreSQL 17:

sudo rpm -ivh postgresqgl-17-cron-1.6.3-1.noble.amd64.deb
tar —xf pg partman--5.1.0.tar.gz -C /usr/share/postgresgl/l6/extension

— OC Debian Bepcun 11 1 CYBA PostgreSQL 14:

sudo rpm -ivh postgresgl-1l4-cron-1.6.2-1.bullseye.amd64.deb
tar —xf pg partman--5.1.0.tar.gz -C /usr/share/postgresgl/l4/extension

— OC Debian Bepcun 11 1 CYBA PostgreSQL 15:

sudo rpm -ivh postgresgl-15-cron-1.6.2-1.bullseye.amd64.deb
tar —-xf pg partman--5.1.0.tar.gz -C /usr/share/postgresgl/15/extension
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— OC Debian Bepcun 11 1 CYB/ PostgreSQL 16:

sudo rpm -ivh postgresgl-16-cron-1.6.2-1.bullseye.amd64.deb
tar —xf pg partman--5.1.0.tar.gz -C /usr/share/postgresgl/l6/extension

— OC Debian Bepcun 12 n CYB/] PostgreSQL 14:

sudo rpm -ivh postgresgl-1l4-cron-1.6.2-1.bookworm.amd64.deb
tar -xf pg partman--5.1.0.tar.gz -C /usr/share/postgresql/l4/extension

— OC Debian Bepcun 12 1 CYB/ PostgreSQL 15:

sudo rpm -ivh postgresgl-15-cron-1.6.2-1.bookworm.amd64.deb
tar -xf pg partman--5.1.0.tar.gz -C /usr/share/postgresql/15/extension

— OC Debian Bepcun 12 1 CYB/ PostgreSQL 16:

sudo rpm -ivh postgresgl-16-cron-1.6.2-1.bookworm.amd64.deb
tar -xf pg partman--5.1.0.tar.gz -C /usr/share/postgresql/l6/extension

— OC Debian Bepcun 12 1 CYB/ PostgreSQL 17:

sudo rpm -ivh postgresgl-17-cron-1.6.3-1.bookworm.amd64.deb
tar -xf pg partman--5.1.0.tar.gz -C /usr/share/postgresql/l6/extension

— OC Debian Bepcun 12 1 CYB/ Postgres Pro 16:

sudo rpm -ivh postgresgl-l6pro-cron-1.6.2-1.bookworm.amd64.deb
tar —-xf pg partman--5.1.0.tar.gz -C /opt/pgpro/std-16/share/extension

— OC Debian Bepcun 12 1 CYB/ Postgres Pro 17:

sudo rpm -ivh postgresgl-17pro-cron-1.6.3-1.bookworm.amd64.deb
tar —-xf pg partman--5.1.0.tar.gz -C /opt/pgpro/std-16/share/extension

— Platform V SberLinux OS Server 9.1 n CYB/, Platform V Pangolin DB 6:

tar —xf pg partman--5.2.4.tar.gz -C /usr/pangolin/share/extension

YKa3zaHHble RPM-nakeTbl 1 apxmBbl HaxoaAaTcA Ha DVD ¢ 3arpy3o4HbIMM MOAYNAMM
rnro B apxuse /server/install-infra.tar.gz/install-
infra/binary/postgresqgl/.

3.12.7. Nepe3anyctmTtb cepsuc CYB/ B cooTBeTCTBMM C AOKYMeHTaumen Ha CYB/.
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4. YNNPABNEHWE KOMNOHEHTAMW CPEAbI ®YHKUNOHUPOBAHUA
MMNoO, UHPPACTPYKTYPHbIMU KOMIMNOHEHTAMMW MMNO, CEPBUCAMMU,
HACTPOMKAMW CEPBMCOB M NMOACUCTEM

4.1. YnpaBneHne  KOMMOHEHTamMu  cpedbl  OyHKUMOHMpoBaHua MMNO  u

NMHPPACTPYKTYPHLIMM KOMNOHeHTamu MO

YnpasneHue KOMMOHEHTaMM cpenpl GYHUMOHNPOBAHMA nno 7
MHPPACTPYKTYPHbIMU KOMNOHEeHTamu MNMO 3akao4aeTca B UX YCTaHOBKE, 0OHOBAEHUU U
YOANEHWUM M OCYLLECTBASETCA C MOMOLLbIO CKpUNTa deploy-infra.sh W3 KaTanora
install-<Bepcusa IIO>, CO3A4AHHOIO Ha 3Tane pasBepTbiBaHMA ynpasastowein IBM
(noapasgen 3.3).

dopmaT KOMaHAbl YyNpaBAeHUA CePBUCAMN MMEET CAeAYHOLLINN BUA:

ANSIBLE USER="<mma nome3oBaTens>" ./deploy-infra.sh <mapamerprr>

OnncaHne NapaMeTpPOB KOMaHAbl ynpaBaeHma:

1) <mMma nomesoBaTens>

B napameTpe yKa3blBaeTCA MMA NMPUBUAETMPOBAHHOIO sudo-noab30oBaTena, noj
KOTOpbIM HacTpoeH SSH goctyn K cepBepam MPUAOXKeHUn, cepBepam B M KOHTEHT-
cepsepam;

2)-A, --action

[laHHbIK nNapameTp 3a4aeT AeNCcTBME, KOTOpoe HeobXOoAMMO BblIMOAHUTD.
MNepeyeHb AO0OMNYCTUMbIX AEUCTBMA UM COOTBETCTBYHOLIME WM 3HAYEeHMA MapamMeTpa

npueeaeHbl B Tabanue (Tabanua 30).

Tabnunua 30
3HavyeHWe napameTpa «--action» Hencrene
deploy YcTaHOBKa
start 3anyck
stop OcTaHOBKa
flush_all yﬂ‘aneHme
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Mo YMOTHaHUNIO MapaMeTp (eCﬂM Heé 3a4aHO MHOe 3Haqume) mmeeT 3HayvyeHune
deploy;
3)-c, --components

[laHHbIM NapameTp 3a4aeT KOMMOHEHT cpedbl GyHKUMOHMpoBaHMA MO mnan
MHOPACTPYKTYPHbIM KoMmnoHeHT [1MO, ana KoToporo OyAeT BbINOJIHEHA KOMaHAA

ynpasaeHnNAa N MOXET NPUHMMaTb Cieayrone 3Ha4eHnA
— dnsmasq;
— nginx;
— consul;
— consul-content;
— consul-template;
— redpanda;
— valkey;
— ocs-user;

— db;

syncthing.

B 4aHHOM MapameTpe MOXKET 33/1aBaTbCA CMMCOK MOACUCTEM, Hanpumep:

-—-components dnsmasq, nginx

Mo ymonuyaHuto (ecnn napameTp Ha 33JaH) KomaHaa ynpasneHua 6yaet
NPMMeHeHa KO BCEM KOMMOHEHTaM;

4) -d, --database

MepeyeHb  AONYCTUMbIX  3HA4YeHWM NapameTpa nNpueBedeH B  Tabauue
(cm. Tabnumua 14).

Mo ymonyaHuto (ecnm napameTp He 3adaH) OyaeT MCNONb30BaTbCA 3HA4YeHue,
3a4aHHoe B napameTpe pg _version KOHOUIYpPaLMOHHOTO daina
config/vars/ vars.yml.

Mpu otcytctBum CYBJ B nepeyHe KOMMOHEHTOB (MapameTp --components)

3Ha4YeHWe JaHHOro napameTpa byaeT UTHOPUPOBATLCS;
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5) --skip-database

Mpu Hannuum gaHHoro napametpa CYB/, He ycTaHaBAMBaETCH;

6) -1, --limit

,D,aHHbIM MnapamMeTp 3a4aeT nepedeHb XOCTOB, AN1d KOTOPbIX 6y,£|,eT BbIMOJ/IHEHA

KOMaHAa ynpaBaeHns, Hanpumep:

--limit exampleOl.omp,example02.omp

Mo ymonyaHuio (ecnn napameTp Ha 3a4aH) KomaHaa ynpasneHus 6Oyaet
NPMMEHEHa KO BCEM XOCTaM COINacHO MHBEHTAPHOMY Galny inventories/hosts.yml;

7) -x, --extra-vars

B LOLaHHOM napameTpe nepenaldTCA BHELWHWE MepemMeHHble A8 CKPUNTOB
pa3sepTbiBaHKMA. B 1110 ncnonb3yoTca caedytolume BHEWHME NepeMeHHble:

— pg uninstall delete data=true — CAYXUT 4/1A yAaNe€HWA [OaHHbIX MPKU
yaoaneHun CYB[ PostgreSQL;

8) --force-infra-install

®nar cAyKUT ANA  ynpaBAeHus MNPUHYAUTENbHOW MOBTOPHOM YCTAHOBKOWM
KOMMOHEHTOB cpefibl GYHKLUMOHMPOBAHMA U MHPPACTPYKTYPHbIX KomnoHeHTos MMO, B
CAy4anx, Koraa Bepcusa KOMMOHEHTOB He M3MEHWIACb U MOXKET NPUHMMATL caeaytollme
3HaYeHUs:

— false — NOBTOpPHAA YCTAHOBKA KOMMOHEHTOB TOM e BEPCUM BbINOJIHEHA He
byaert;

— true — OyAeT BbINONHEHA NOBTOPHAA YCTaHOBKA KOMMNOHEHTOB HE3AaBMCUMO OT
TOr0 U3MEHMNAChb BEPCUSA UM HET.

Mo ymonyaHuto (ecnu dnar He 3aa4aH) Gaar UMeeT 3HaYeHme true,

9)-e, --env

[aHHbIN NapameTp 3a4aeT OKPY)KeHMe, A1 KOTOPOro HeobXoAMMO BbIMOAHUTH
HACTPOMKY M YCTAaHOBKY KOMMOHeEHTOB. bonee noapobHas MHbopmaLmMs NO HACTPOMKe

MMO gna yCTaHOBKM ero Ha pas/indHble OKpy*KeHuAa npmueegeHa s n. 3.10.15;
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10) --help
BbiBOA, CNPAaBOYHON MHPOPMALMN.
MpuMepbl KOMaHA ynpaBAeHus:

1) YcTaHOBKa MM 0OHOB/IEHME BCEX KOMMOHEHTOB:

ANSIBLE USER="omp" ./deploy-infra.sh --database 12

2) YcTaHoBKa uan obHoBaeHMe Nginx Ha XocTe ocs-app.local:

ANSIBLE USER="omp" ./deploy-infra.sh --components nginx --limit ocs-
app.local

3) YoaneHune Nginx:

ANSIBLE USER="omp" ./deploy-infra.sh --components nginx --action
flush all

4)Ypanenune CYB/l PostgreSQL (c yaaneHnem aaHHbIX):

ANSIBLE USER="<mmsa nojbs3oBaTens>" ./deploy-infra.sh --components db -
—action flush all --extra-vars "pg uninstall delete data=true"

5) NonyyeHne cnpaBoYHOM MHPOPMALMN:

./deploy-infra.sh --help

4.2. YnpasneHue cepsucamm MO

YnpasneHue cepsucamm MMNO 3akno4aeTca B UX YCTAaHOBKE, 3aMyCKe, OCTAHOBKE,
nepesanycke, M3MEHEeHUN HACTPOEK M OCYLLECTBASETCA C MOMOLLbIO CKpUNTa deploy-
ac.sh W3 KaTanora install-<eepcus IIIO>, CO3[4aHHOIO Ha 3Tane pa3BepTbiBaHMUA
ynpasaaiower 9BM (noapasgen 3.3).

(DOpMaTKOMaHﬂpIyﬂpaBﬂeHMﬂCepBMCaNW1MMeeTCﬂeAyKMMMﬁBMAI

ANSIBLE USER="<uma nosbpszoBaTena>" ./deploy-ac.sh <napameTpsr>

OnuncaHne NnapaMeTpPoOB KOMaHAbl yNpaBaeHUs:

1) <uma nonbzoBaTeNA>
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B MnapaMeTpe yKa3sblBaeTCA MMA NMPUBUNETMPOBAHHOTIO SUdO-ﬂOﬂb3OBaTeﬂﬂ,|70A
KOTOPbIM HacTpoeH SSH AOCTyn K cepBepam MpUAOKeHul, cepeepam Bl M KOHTEHT-
cepsepam;

2) -s, --subsystems

ﬂaHHHMﬂapaMeTp3aﬂaeTnOﬂUMjeMy,ﬂﬂﬂKOTOpOﬁ6yAeTBHﬂOﬂHeHaKOMaHﬂa
ynpasaeHnAa, 1 MOXET MNPUHNUMaTb Ceayroumne 3Ha4eHnA:

— auth (ans NB);

— appstore (ana NMM);

— emm (ana NY);

— mt (ana NYT);

— push (ans NCY);

— cdn (ans CDN);

— pkgrepo (ans NMNOOC).

B AaHHOM MapameTpe MOXKeT 3a[4aBaTbCA CMNMCOK NOACUCTEM, HaNpUMep:

--subsystems auth, appstore, pkgrepo, emm,mt, cdn, push

Fk)yMOanHMK)napameTp(ech MHoesHaqume|4e3aAaHo)MmeeT3Haqume:

--subsystems auth, appstore, pkgrepo, emm,mt, push

3) —a, —--apps
[laHHbIM NnapameTp 3aJaeT nepeyeHb CEPBUCOB, 419 KOTOPbIX byaeT BbINOAHEHa

KOMaHAa ynpasneHua. Hanpumep:

—-—apps ocs—auth-adminconsole-ui, ocs-appstore-adminconsole-ui

Ecnn HeobxoAMMO BbINONAHUTL KOMaHAy Cpasy A4 BCeX CePBUCOB MOACUCTEMBI,
notpebyeTca NepeyncnmTb 4epes 3anaTyld BCE CEepBMCbl MoAcCUCTEMbl NMOO 3a4aTb

3Ha4YeHne napamMeTpa:

-—apps all
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HoymonanMK)napameTp(ecnmMHoe3HaqumeHe3aAaHo)MmeeT3Haqumea11.

B cnydae ecnu 3afaHHble B MapameTpe --apps CEPBUCbI HE COOTBETCTBYHOT
3a/laHHbIM B NapameTpe --subsystems NOACUCTEMAM, YNPABAAOLLAA KOMAHAA K TaKUM
cepBMcam NpuUMeHeHa He byaeT. Mpu 3ToM ynpasaeHue LW3aMmu A0CTyna (cepBucamm
LWNO30B [0CTyNa) OCYWECTBAAETCA B pPaMKax TOM MNOACUCTEMbI, AN KOTOPOW OHM
npeaHasHayeHbl. CocTaB noacuctem npmuseaeH B Tabaumue (Tabnnua 31).

Tabnnua 31

3Ha4yeHue napameTpa Cepsuchbl
«--subsystems» (3Ha4yeHne napameTpa «--apps»)
M6

auth ocs—-auth-admin-api-gw
ocs-auth-public-api-gw
ocs-auth-admin-cross-tenant-api-gw
ocs-auth-server-public-proxy
ocs-auth-idp-api
ocs-auth-accounts-devices-api
ocs-auth-accounts-users-api
ocs—auth-server-admin
ocs-auth-server-public
ocs-auth-audit-api
ocs-auth-subsystems-api
ocs-auth-config-api
ocs—auth-adminconsole-ui
ocs—-auth-idp-ui

LY
appstore ocs—appstore-applications-api
ocs—-appstore-settings-api
ocs-appstore-adminconsole-ui
ocs-appstore-devconsole-ui
ocs—-appstore-admin-api-gw
ocs-appstore-client-api-gw
ocs—appstore-dev-api-gw
ocs-appstore-egress-api-gw

ny
emm ocs—-emm-applications-api
ocs-emm-dispatcher-api
ocs-emm-devices-api
ocs—-emm-state-manager-api
ocs—-emm-enrollments-api
ocs—-emm-policies-api
oCcs—-emm-users—-api
ocs—-emm-journal-api
ocs-emm-jobs-api
ocs-emm-locations-api

207



PyKoBOACTBO aAMMUHNCTPATOPA

— "] OTKPbITAS

| MOBUJIbHAA

NNAT®OPMA

3Ha4yeHuMe napameTpa
«--subsystems»

Cepsuceol
(3HayeHwWe napameTpa «--apps»)

ocs-emm-admin-api-gw

ocs—-emm-device-api-gw

OoCs-emm-egress-api-gw

nyT

mt

ocs-mt-tenants-api

ocs-mt-organizations-api

ocs—-mt-admin-api-gw

ocs-mt-egress-api-gw

Nncy

push

ocs-push-main-api

ocs-push-transport

ocs-push-admin-api-gw

ocs-push-public-api-gw

ocs-push-egress-api-gw

MOOC

pkgrepo

ocs-pkgrepo-pkg-repo-api

ocs-pkgrepo-device-api-gw

ocs-pkgrepo-admin—-api-gw

ocs-pkgrepo-egress—-api-gw

CDN

cdn

ocs-cdn-admin-api-gw

ocs-cdn-mobile-api-gw

4) -p, --action

[aHHbIN

MepeyeHb AOONYCTUMbIX AENCTBUM M COOTBETCTBYHOLWIME MM 3HAYeHuA

napameTp 3agaeT AeicTsue,

KOTOpoOe H€O6XOAMMO BbIMOJ/IHNUTD.

napameTpa

npueeaeHbl B Tabanue (Tabanua 32).

Tabnunua 32
3Ha4yeHWe napameTpa «--action» Hencrsue
deploy YCTaHOBKa
start 3anyck
stop OcTaHOBKa
restart [Mepe3anyckK
config M3MmeHeHne HacTpoek (nepeycTaHOBKa
KOHPUrypaumoHHoro ¢aina)
flush_all yAaneHme
Mo ymonuyaHuio napameTp (ecnmM He 3a4aHO MHOE 3HayeHue) MMeeT 3HavyeHue
deploy.

BHUMAHWUE! YctaHoska noacuctem (MO A0MKHA OCYLWECTBAATbCA CTPOro B

Cﬂe,ELyl-OLLI,elZ nocnenoBatTe/qlbHOCTH

: 116, MM, NOOC, My, NYT, CDN, MCY;
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5) -C, --clients
NaHHbIi napameTp 3agaeT OIDC KAMEHTOB, ANA KOTOPbIX ByaeT BbINOAHEHa
KOMaH/4da ynpaBaeHumA.

Hanpumep:

--clients auth-admin-console, aps-admin-console

Mpn HEeobXxoAMMOCTU BbINOAHUTL KOMaHay cpasy ana Bcex OIDC KaneHToB
notpebyetca nepeyncantb Yepes 3anaTyto Bce OIDC kaneHTbl NMbO 3a4aTb 3HAYeHUe

napameTpa:

—--clients all

o ymon4yaHuto napameTp (ecam He 3a4aHO MHOE 3HAYeHME) MMeeT 3HadyeHne all;

6) -d, --database

[aHHbln napameTp 3agaeT CYB/, KoTopas ycTaHOBAeHa Ha cepBepe b/. MNepeyeHb
NOMNYCTUMbIX 3HAaYeHMIN NapameTpa npueeaeH B Tabanue (cm. Tabanua 14).

Hanpumep:

-—-database 12

Mo ymonyaHuto (ecnu napameTp He 3adaH) OyaeT MCNONb30BaTbCA 3HAYEHMUE,
3aZlaHHOe B napametpe pg version KOHOUIYypaLMOHHOTO danna
config/vars/ vars.yml,

7)-e, --env

[laHHbIM NapaMeTp 33aJa€T OKPYKEHME, AN KOTOPOro HeobxoAaMMO BbIMOAHWUTb
HacTponKy u yctaHoBky [1M0. bonee nogpobHas nHPopmauma no HacTpouke MNMO ans
YCTAHOBKM €ro Ha pas/indHble OKpy*KeHuAa npmeedeHa 8 n. 3.10.15;

8) --help

BbiBOA, CMPaBOYHON MHDOPMaLMN.

[MpMMepbl KOMaHA YyNpaBAeHUA:

1) OcTaHoBKa Bcex cepaucos MM:

ANSIBLE USER="omp" ./deploy-ac.sh --action stop
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2)3anycKk CcepBUCOB ocs-appstore-applications-api W ocs-appstore-

adminconsole [1M:

ANSIBLE USER="omp" ./deploy-ac.sh --subsystems appstore --apps ocs-
appstore-applications—-api,ocs—-appstore-adminconsole --action start

3) MonyyeHne cnpaBo4YHON MHPOPMALMM:

./deploy-ac.sh --help

4.3. YnpaBneHue HacTpoKkamu cepsumcos n noacucrem Mo
YnpaBneHune HacTpolkamu cepBmncos 1 noacuctem MMO moXKeT OCyLLEeCTBAATbCA
2 cnocobamu.

4.3.1. Cnocob 1 (pekomeHayembii)

4.3.1.1. 3apaTtb Tpebyemble 3HAaYEHUA NAPaAMETPOB B KOHOUIYPALMOHHbIX dainnax
cueHapues yctaHoBku 110 n noacuctem [1M10.

4.3.1.2. NepeycTaHOBUTb KOHPUTYPALIMOHHbIE hai/ibl C MOMOLLLbIO KOMaHAbI:

ANSIBLE USER="<mma nose3oBaTens>" ./deploy-ac.sh --action config

MoapobHoe onncaHMe NapameTpoB 3anycka CKpUNTa deploy-ac.sh NPUBEAEHO B

noapasaene 4.2.

4.3.2. Cnocob 2

4.3.2.1. 3apaTb Tpebyemble 3Ha4YEeHUA NapameTpoB B KOHOUIYPaLMOHHbIX dainnax
cepsucoB u noacuctem [MMO. OnucaHMe napameTpoB KOHPUIypaLUMOHHbLIX (ainos
cueHapues yctaHoBKKM noacuctem MIMO npueeaeHo B pasaene 13.

4.3.2.2. MNepe3sanyctuTb Tpebyemble CepBUCHI C MOMOLLLbIO KOMaHAbI:

ANSIBLE USER="<umma nojb3oBaTena>" ./deploy-ac.sh —--subsystems
<UOeHTUOUKATOP [NOACUCTEME> ——-apps <IIepedueHb CEPBMCOB IIOACUCTEMB> —-—
action restart

MoapobHoe onucaHWe nNapaMeTpoB 3anycka ckpunta deploy-ac.sh

npueeaeHo B noapasaene 4.2.
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5. PESEPBHOE KOINMUPOBAHUE

BHUMAHME! MpueeaeHHble HMKE MMeHa GallioB M KaTaNoOroB XapaKTepHbl A1s

TMNOBOro BapmaHTa yctaHoBKM MO n cpeabl dyHKUMoHMpoBaHma MMO.

5.1. Pe3epBHOE KonupoBaHue nocse yctaHoBKU (obHoBneHus) NNO

Mocne ycnewHon ycTaHOBKM (0bHoBAeHMA) MTMNO HeobxoAMMO CO34aTb PE3EPBHYHO

KONWIO KaTanora install-<sepcusa MNIO>/install-ac-mt/.

5.2. Neproanyeckoe pesepBHOE KOMMPOBaHWE M Pe3epBHOE KOMMPOBaHWE nepea,

YCTaHOBKOM OBHOBNEHMI

MepuoanYHOCTL  PEe3epPBHOr0  KOMMPOBAHMA  OnpeaenseTca pernameHTamu
9KCMAYaTMPYIOLLEM opraHmnsaLmm.

Mepuoamnyeckoe pesepBHOE KOMWPOBAHME M pe3epBHOE KOMMpPOBaHME nepeq,
yCTaHOBKOM OOHOBNEHWNI BbINONHAETCA B NPUBEAEHHOW HUKE NOCNEe0BaTENbHOCTY.

MNoapobHaa wnHPopmauma ob ocobeHHOCTAX pe3epBHOro kKonupoBaHua [1MM0

npuBeAeHa B OKYMeHTe «PeKomeHaaumm no pe3epBHOMY KOMMPOBAHMUIOY.
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6. OBHOBJ/IEHWNE MO U OC ABPOPA

6.1. Nopapok obHoBNEHMA

B pamkax noadepsKKku KusHeHHoro umkna MMNO npeanpuaTMe-m3roToBUTENb
BHOCUT B HEro W3MEHEeHMWA, HanpasAeHHble Ha yaydlleHMe 3KCMyaTaluMOHHbIX
XapaKTePUCTUK M YCTPaHEHME HeJ0CTaTKOB.

[oBeneHne nHdopmaumm o Bbinycke obHosneHMn MIMO A0 Kaxaoro notpebutens
MMNO ocyuwecTBNAeTCA MNOCPEeACTBOM OTMPABKU COODOLWEHUI Ha 3N1EKTPOHHblIe aapeca
notpebutenen un/vaM  nocpeAcTsBOM nNybAMKauuMM Ha oduuManbHOM Beb-caliTe
npeanpuaATUa-paspaboTymKa (https://www.omp.ru, https://auroraos.ru,
https://cve.omp.ru).

MpeaycMoTpeHbl  cneaytouwme  cnocobbl  NpeaoctaBneHns  0OHOBAEHUM
noTpebuTenam:

— oTnpasKka HosoM Bepcum MIMO ¢ conpoBOANTENbHBIM MUCbMOM;

— nybamkaumsa 1SO-obpas3a 3arpysoyHoro moayns Hoson Bepcum [MNO  Ha
odmUMaANbHOM Beb-canTe npeanpuaTnsa-pa3paboTymka (https://www.omp.ru,
https://auroraos.ru).

MoTpebutenb TakKe MMeeT BO3MOXHOCTb MOJYyYUTb MHOOPMALMIO O BbIXOAe
0OHOB/IEHMI 4Yepe3 CAYKOy TexHUYecKoM MNOoAAEPKKM npeanpuaTua-paspadboTymka
no ten.: +7 (495) 269-09-80 nnb0o No aNeKTPOHHOM noyTe: support@omp.ru.

YcTtaHoBKa obHoBneHut [MO  A0MKHA OCYWECTBAATLCA B COOTBETCTBUMU C
TpeboBaHNAMM, NPUBEAEHHbIMM B HACTOALLEM AOKYMEHTE.

Ecan noTtpebutensd MMO He MOXKET peann3oBaTb KOMMEHCUMPYHOLWME Mepbl Mo
3aWmTe MHOOPMALMM UAM  OrpaHMYeHMa no npumeHeHuto MO, pekomeHayeTcs
NPeKpaTUTb ero NPMMeHeHMe.

O6HoBneHue MMNO ao Tpebyemoit BepCHMM BO3MOMKHO TOJIbKO C BEPCUI, YKa3aHHbIX

B Tabanue (Tabanua 33).
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Tabanua 33
Tpebyemas Bepcua PaHee ycTaHOB/1EHHAA BepcUA
2.2.0 2.1.3*
2.2.1* 2.1.3%,2.2.0
2.2.2* 2.1.3%,2.2.0,2.2.1*
2.3.0 2.2.2*
2.4.0 2.2.2%,2.3.0
2.5.0 2.2.2*,2.3.0,2.4.0
2.5.1* 2.2.2*,2.3.0,2.4.0,25.0
3.0.0 2.5.1*
3.0.1 2.5.1%,3.0.0
3.1.0 2.5.1%,3.0.1
3.1.1* 2.5.1%,3.0.1,3.1.0
3.1.2* 2.5.1%,3.1.0,3.1.1*
3.2.0 3.1.0,3.1.2*
4.0.0* 3.1.2%,3.2.0
4.1.0* 3.1.2*,4.0.0*
5.0.0* 3.2.0,4.0.0*% 4.1.0*
5.1.0* 4.1.0*, 5.0.0*
5.2.0 4.1.0*,5.0.0*% 5.1.0*
5.3.0* 4.1.0*,5.0.0*% 5.1.0%,5.2.0
5.4.0 5.0.0*,5.1.0%,5.2.0, 5.3.0*
54.1 5.0.0*,5.1.0%,5.2.0,5.3.0%,5.4.0
5.4.2 54.0,54.1
5.4.3* 5.3.0%,54.1,54.2
5.5.0* 5.3.0%,54.1,5.4.2,5.4.3*
5.6.0* 54.1,54.2,654.3% 55.0*

* —Bepcun MNO, npoweatwmne ceptudnrkaumio 8 PCTIK Poccun,

6.2. ObHoBNEHMe cepBepa npunoxerHuin MMNO

BHUMAHWE! Ona yctaHoBKkM obHOoBAeHMA MO KonmyecTBo cBOHOAHOIrO MecTa Ha
}ecTkom amcke cepsepa b/l Mb gonKHO bbITb HE MeHbLUEe, Yem pa3mep camor b MNB. Mpwu
HeAO0CTAaTOYHOM KOAMYyecTBe CBOOOAHOrO MecCTa Ha EeCTKOM AWCKe ero Heobxoammo
yBeNnunTb. MpoaonKnutenbHoCcTb npouecca ob6HoBneHus MMO 3aBUCKT OT pasmepa b/l 1

MOKET 3aHATb A/INTE/NIbHOE BPEMA.
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Ona obHoBneHuAa cepsepa npuaoxeHun [MMNO  HeobxoaMmMO  BbINOAHUTL
OMUCaHHbIE HUXE AEeNCTBMA:

6.2.1. Co3gaTtb pe3epBHYHO KONMKo AaHHbIX, [0 M  KOMMNOHEHTOB cpeabl
PYHKLUMOHMPOBAHMA B COOTBETCTBMM C Pa3aesiom 5.

6.2.2. CKonnpoBaTb Ha ynpasndawowyto IBM apxms ¢ Hoson Bepcuen MO w
pacnakoBaTb ero B cootseTcTamm c n. 3.3.4 —3.3.5.

6.2.3. O6bHOBUTbL Ha ynpasaatoler IBM nakeTbl B cooTBeTCTBUM C M. 3.3.7.

6.2.4. HacTponTb KOMMOHEHTbI cpedbl ¢GyHKUMOHMpoBaHmua MMNO u MMNO B
COOTBETCTBMM C NoApasaenom 3.5.

BHUMAHMUE! KoHdurypaumoHHble dannbl B 3aBucumoctn oT Bepcun [0
Pa31M4aoTCA, MO3TOMY KONMMPOBAHWE MX MAPAMETPOB OCYLLECTBAAETCA BPYUHY!O.

6.2.5. O6HoBneHne CYB/[ PostgreSQL 14/15/16 no HoBOW cTapliei Bepcum®®
(major version) HEOBXOAMMO OCYyLLECTBAATL B cooTBeTCTBMM ¢ 3] Ha CYB/. MNepevyeHb
noaaep*kmeaemolx sepcuin CYB/ npueeaeH s n. 1.4.2.

6.2.6. YCTaHOBUTL KOMMOHEHTHI cpenbl OYHKUMOHMpPOBaAHMA rnno n
MHOPACTPYKTYPHbIE KOMNOHeHTbI MO B cooTBeTcTBUM C 1. 3.6.1.

6.2.7. YctaHosuTb MMM0O B cooTBeTCcTBUM C N. 3.6.2.

6.2.8. OnosectnTb Nonb3osBaTeneh MMNO o HeobXoAMMOCTU OYUCTUTL KW U cookies
Beb-bpay3epa. MHaye npu  OTKpbITUM  UMHTepdenca [MMNO  byaeT  owmbKa
HTTP ERROR 400.

MPUMEYAHMUE. B chyyae, ecnn B npouecce obHoBneHMA MO BO3HMKaAET OWNDOKa,
CBA3aHHAA C NgiNX-nakeTamu, TO PeKOMeHAYeTCA BbIMONHUTL CAeayowme AeNCTBUA:

— YAa/NTb consul template BbINONHWB:

ANSIBLE USER=omp ./deploy-infra.sh -c consul-template -A flush all

— YA2NUTb Nginx BbINOAHUB:

ANSIBLE USER=omp ./deploy-infra.sh -c nginx -A flush all

15 CornacHo cneupdumkaumm SemVer 2.0.0.
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— OYMCTUTb MNAKETbl nginx C NOMOLLbHO KOMaHAbl:

sudo apt remove --purge nginx nginx-common

— MOBTOPHO YCTAHOBWTb nginx BbIMNO/IHUB:

ANSIBLE USER=omp ./deploy-infra.sh -c nginx -A deploy

— 3aTeM YCTaHOBUTb KOMIMOHEHTbI Mro noo4vyepeaHo BbIMOJTHMB:

ANSIBLE USER=omp ./deploy-infra.sh -A deploy
ANSIBLE USER=omp ./deploy-ac.sh -A deploy

— MPOBEPUTb CTaTyCbl health-check MCNO/b3ysA KOMaHAY:

sudo /usr/bin/consul service health check.sh | grep -v 200

MPUMEYAHMUE. MNMocne obHoBNeHUs cepBepa NpunoxeHunin MNMO pekomeHayeTcs
0OHOBUTb MOBUAbHOE NpUAoXKeHWe «ABpopa MapKeT» B COOTBETCTBMM C AOKYMEHTOM
«PykoBoactBo nonb3oBatena. Yacte 6. [lpunoxeHue «ABpopa Mapket» AaAnA
onepaumnoHHOM cuctembl ABpopa» M npunoxeHune «Aspopa LleHTp» B COOTBETCTBUM C
NOKYMEHTOM «PyKOBOACTBO Mosib3oBaTenAa. Yacte 7. lNpunoxeHne «Aspopa LeHTp» ana

onepaumnmoHHOM cnctembl ABpopa».
6.3. O6HoBneHne OC ABpopa ¢ nomoLbto MY

BHUMAHWE! Mocne obHoBneHua MMNO pekomeHAyeTCcs BbINOAHUTb HACTPOMKM
BHellHero 6anaHcMpoBLIMKa B cooTBeTcTBMM C . 2.1.3.

O6HoBneHne OC ABpopa BbIMONHAETCA B CAedytollel NocieA0BaTeIbHOCTH:

6.3.1. O6HOBUTL cepBep NpunoxeHuit MMNO B cooTBETCTBMM € NoApasaenom 6.1.

6.3.2. 3arpy3unTb B pannosoe xpaHuauuie NMOOC nakeTbl Tpebyemon sepcum OC B
cooTBeTcTBMM C . 3.8.3.

6.3.3. O6HoBUTL OC ABpoOpa A0 Tpebyemoin Bepchm Ha TECTOBOW rpynne yCTPOMCTB
C Uenbkd  MNPOBEPKM  KOPPEKTHOCTM  OOHOBAEHMA C  MNOMOLLBIO  MOJIUTMKK

«Mpunoxenns/YctaHosuTb Bepcuio OC». Mopagok paboTbl C NOAUTUKAMM U TPYNNamMu

215




— ~] OTKPbITASA
PyKoBOACTBO aAMMHMUCTPATOPA | .“422%‘335'»‘22

YCTPOMCTB npuBeAeH B AOKyMeHTe «PyKoBOACTBO nosib3oBaTensa. Yactb 3. Moacucrema
Mnatdopma ynpaBneHmns».

6.3.4. Y6eaMTbca, 4TO NOCAe OKOHYaHWA, 334aHHOTO B MNpaBuIe BPEMEHHOIO
MHTEepBana OOHOBNEHMS B KApTOYKE KaxKAOro YCTPOWCTBA W3 TECTOBOW rpymnmnbl
oTobparkaetca Tpebyemasn sepcunsa OC Aspopa.

6.3.5. O6HOBUTb NpUNoKeHma MMO Ha TeCTOBOW rpynne yCTPOMCTB B COOTBETCTBUM
C JOKYMeHTOM «PyKOBOACTBO No/sib3oBaTenda. Yacts 7. MNpunoxeHne «Aspopa LeHTp» ans
onepaumoHHOM cncTeMbl ABPOpa».

6.3.6. BbINOAHUTL 0OOHOBNEHME aHANOrMYHbIM 06Pa30M ANSA OCTabHbIX YCTPOMCTB

nocse ycnetwHoro obHosneHna OC ABpopa M NPUIONKEHWI Ha TECTOBOW rpynne yCTPOWCTB.
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7. YOAJTEHUE NNO

Ons yoanenua MNMO Heobxo4MMO BbIMOAHUTL CAeAyOLLINE AENCTBUA:
7.1. TlepenTun B KaTanor co cueHapuammn yctaHoskm [MI10.

7.2. Ypanntb MO ¢ nomouwbo KOMaHabl:

ANSIBLE USER="<umsa nojybs3oBaTens>" ./deploy-ac.sh --action flush all

MoapobHOe onmncaHne NapameTpoB 3aMycka CKpMNTa deploy-ac.sh NpMBeAeHO B
noapasaene 4.2.

7.3. YOoanuTb KOMNOHEHTbI cpeabl yHKUMOHMpoBaHMA MMNO 1 MHPPACTPYKTYPHbIE
KOMMNOHEeHTbI 11O ¢ NOMOLLBIO KOMAHAbI:

— 6e3 yganeHuna aaHHbIX, xpaHauwmxca 8 CYB/ PostgreSQL:

ANSIBLE USER="<mma nosme3oBatTensa>" ./deploy-infra.sh --action flush all

— CyAaneHmem AaHHbIX, XxpaHauwmxca 8 CYB/ PostgreSQL:

ANSIBLE USER="<mma noseszoBaTensa>" ./deploy-infra.sh --action flush all
-—extra-vars "pg uninstall delete data=true"

MoapobHoe onucaHMe napameTpoB 3anycka CcKkpunTa deploy-infra.sh

npueeneHo B noapasaene 4.1.
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8. BAPUAHTbI YCTAHOBKU MNCY

8.1. YctaHoBKa NCY Ha oanH cepep (xocT) ¢ apyrnmu noacuctemamu MNMNO
[aHHbIN BapnaHT ycTaHoBKM MO ocywecTBAAeTca Mo YyMOTYaHUIO.
8.2. YcTtaHoBKa NCY Ha oTaenbHbIi cepsep (XocT)

3ajaHne aapecoB cepBepoB (MMEH XOCTOB), Ha KoTopble OyayT YCTaHOBAEHbI
noacuctemsbl MMO, ocyulecTBadeTca Ha aTtane HacTporku MMNO (nn. 3.5.2.1). Ana Toro,
4yTobbl ycTaHoBUTL MNCY Ha OTAEeNbHbIA cepBep, HEOOXOAMMO B WMHBEHTapHOM daline
inventories/hosts.yml 3a4aTb aApec cepsepa (MMs XocTa), Ha KOTOPbI HEOBX0AMMO

ycTaHoBUTb MNCY (push), Hanpumep:

app:
hosts:
ocs—-app.local:
subsystems: auth, appstore, emm,mt, pkgrepo,
acenterapp02:
ocs-push.local: push

OnucaHue nopaaKka  3adaHWs  aapecoB B MHBEHTApHOM  dalne

inventories/hosts.yml npueeaeHo 8 n. 3.10.12
8.3. OtaenvHan yctaHoBka NCY (ycraHoBKa 16 v MCY)

Ona otaenbHon yctaHoBkM [ICY HeobBXOAMMO  BbIMOAHUTL  C/eAYIOLLYIO
nocneaoBaTeNbHOCTb AENCTBUM:

8.3.1. BoinosHMTL nocnenoBaTesIbHOCTb NEeNCTBNM, npeayCcMOTPEHHYIO
nogpasgenom 3.2 —n. 3.6.1.

8.3.2. YctaHoBuTb 1B 1 MCY ¢ nOMOLLBIO KOMaHAbI:

ANSIBLE USER="<uma nojb3oBaTena>" ./deploy-ac.sh —--subsystems
auth, push

8.3.3. BbinonHutb nocneaoBaTe/IbHOCTb AEeNCTBUN, npeaycMoTPEHHYIO

n.3.6.3-3.6.5.
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9. BAPUAHTbI YCTAHOBKWN CYB/,

9.1. HeknactepHas (standalone) yctraHoska CYB/]

B naHHOM BapuWaHTe YyCTaHaBAMBAETCA TONbKO oAuH cepsep BA. MNpumeHseTcs
TaKas yYCTaHOBKa B 04HOHOA40BOM KoHburypaumm MMNO (n 2.3.2 n 2.3.3).

[ns Toro, 4tobbl BbINONHUTL Standalone yCcTaHOBKY cepBepa b/l 4OCTaTOYHO B
MHBEHTAPHOM ¢alne inventories/hosts.yml B NpoLEcCe HACTPOMKM KOMMOHEHTOB
cpeabl dyHKUMOHMPOBaHMA TMO M MHPpPACTPYKTYPHbIX KOomnoHeHToB MO (n. 3.5.1)

3a/aTb aZlpec XoCTa, Ha KOTopbI ByaeT ycTaHoBAeH cepsep b/, Hanpumep:

postgresqgl:
hosts:
ocs-db.local:

9.2. YctaHosKa CYB/] B KnacTepHOM KoHurypaumm

KnactepHaa ycTaHOBKa cepBepa bl npumeHsaeTca B KaTacTpodOyCTOMYMBOM
KnactepHon KoHpurypaumm TMO wn npeanonaraeT ycTaHOBKY Knactepos CYB/[ B
Heckonbkux UOdax (n. 2.3.7).

BHUMAHWE! Mpwn yctaHoske MO B KNacTepHOM KOHOUTYpaLUMm He AonycKaeTca
yCTaHaB/MBaTb cepBepbl npunoxkeHmin MMNO n cepsepsl b/l Ha oAHOM XOCTe.

[Ons yctaHoBkM CYB/l B KnacTtepHoi KoHourypaumm HeobxoamMmo B npouecce
HAaCTPOMKM KOMMOHEHTOB cpeabl PyHKUMOHMPoBaHMA [IMNO M MHPPACTPYKTYPHbIX
KomnoHeHToB MMO (n. 3.5.1) BbINOAHUTL CAeAYOWME HACTPOMKMN:

9.2.1. B Katanore inventories CO cuUeHapuamn yctaHoBkM [1MO co3gatb
OKPY!KEHMA AN OCHOBHOTO (primary) M pe3epBHOro (standby) KAacTepoB C MOMOLLBHO

CNeAyHoLMX KOMaHA:

mkdir -p inventories/<HasBaHME OKPYXEHMI>
cp inventories/hosts.yml inventories/<Ha3BaHue OKPYXeHUS>/
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Hanpumep:

mkdir -p inventories/ocs-primary
cp inventories/hosts.yml inventories/ocs-primary/
mkdir -p inventories/ocs-standby
cp inventories/hosts.yml inventories/ocs-standby/

MoapobHaa nHPopmauma o HacTpoiKke MO s yCTaHOBKM €ro Ha pas3/inyHble
OKpy*eHuAa npusegeHa s n. 3.10.15.
9.2.2. BbINONHUTb HACTPOWMKY WMHBEHTApPHOro d®anna hosts.yml A48 OCHOBHOrO

KnacTtepa.

Ona 3TOro B NHBEHTAPHOM danne inventories/<HasBanue
okpyxeHMsa>/hosts.yml HEOOXOAMMO 334aTb CleAyloLLME NAaPaMETPbI:

— patroni cluster — Ha3BaHWe KnacTepa. HasBaHme knactepa AONKHO MMETb
cnepyouwmin GopmaT <HasBaHMe KJlacTepa>-<Tul KjacTepa>. |MN KNacTepa A0KeH

ObITb primary (OCHOBHOM). Hanpumep:

patroni cluster: ocs-primary

— keepalived cluster vip — BUPTyanbHbiN IP-agpec (virtual IP), KOTOPbIW

byaeT NpMCBOEH akKTUBHOMY cepBepy b/l B OCHOBHOM Knactepe, Hanpumep:

keepalived cluster vip:
ocs-primary: 192.168.1.60

NMPUMEYAHUE. BupTtyanbHbin |IP-agpec wmcnonb3yeTcA Ana NOAKAKYEHUS
NPUNOXKEHWI (KNMEHTOB) K akTUBHOMY cepBepy b/l.

— ajpeca XOCTOB, Ha KOTopble byayT yCTaHOBAEHbI cepsepb! B/, Hanpumep:

postgresqgl:
hosts:
acenterdbO1:
acenterdb02:
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— afpeca XOCTOB, Ha KOTOpPble 6y,£I,yT YCTaHOB/1EHbI areHTbl Consul. T.K. areHTbl

Consul yctaHaBAMBatoTCs Ha cepsepbl b/l, BMECTO XOCTOB AOCTATOYHO yKas3aTb rpynny

postgresqgl:

consul agents:
children:
postgresqgl:

BHUMAHMWE! He nonyckaeTtca ycTaHOBKa areHTa 1 cepsepa Consul Ha oagHOM XxocCTe.

MpuMmep MHBEHTapHOro ¢anna ANA OCHOBHOMO KiaacTepa npuseaeH B ¢anne
samples/ac/inventories/hosts-patroni-two-dbnode-primary.yml.

9.2.3. BbINONHUTb HACTPOMKY MHBEHTAPHOro ¢alna hosts.yml ANA pPe3epPBHOro

(standby) knacTepa.

Ona 3TOro B MHBEHTapHOM daline inventories/<nasBanue
oxpyxeHusa>/hosts.yml HEOBXOAMMO 3a4aTb CAeAylolLve NapameTpbl:

— patroni_cluster — Ha3BaHWMe Knactepa. Ha3BaHue KNactepa AO0/1KHO MMETb
cnepylouwmi GopmaT <HaszpaHME OCHOBHOTO KJjacTepa>-<Tul KJjacTepa>. [MM

Knactepa A0/KeH ObiTb standby (pe3epBHbIN). Hanpumep:

patroni cluster: ocs-standby

— keepalived cluster vip - BMpTyanbHble IP-agpeca (virtual IP) AAA
akTMBHOro cepBepa b/l B ocHoBHOM Knactepe m ana StandBy Leader cepsepa B/l B

pe3epBHOM KnacTepe, Hanpumep:

keepalived cluster vip:
ocs-primary: 192.168.
ocs-standby: 192.168.

e
o)
= O

— ajpeca XOCTOB, Ha KoTopble ByayT ycTaHOBAeHbl cepBepbl b pesepBHOro

Knactepa, Hanpumep:
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postgresqgl:
hosts:
acenterdbll:
acenterdbl?2:

— afpeca XOCTOB, Ha KOTOpPble 6ypyT YCTaHOB/1EHbI areHTbl Consul. T.K. areHTbl

Consul yctaHaBaMBatoTCs Ha cepsepbl B/l, BMECTO XOCTOB AOCTATOYHO yKas3aTb rpynny

postgresqgl:

consul agents:
children:
postgresqgl:

BHUMAHMWE! He nonyckaeTtca ycTaHOBKa areHTa 1 cepsepa Consul Ha ogHoM xocTe.

Mpumep MHBeEHTapHOro darna ANA pe3epBHOro KaacTepa npueBeaeH B danne
samples/ac/inventories/hosts-patroni-two-dbnode-standby.yml.

9.2.4. BoinonHUTb  Apyrne  HacTporku  [MNO 1M KOMMNOHEHTOB  cpeabl
dyHKUMOHMpoBaHumA MMO B cOOTBETCTBMM C noapa3aenom 3.5.

9.2.5. BbINOAHUTb YCTAHOBKY KOMMNOHEHTOB cpeapbl PyHKUMOHMpoBaHKMa MMO 1 MNMNO
B COOTBETCTBMM C NOAPa3LeoM 3.6 A/1A KaXKA0ro KacTepa, yKa3aB B KOMaHAaxX YCTaHOBKM

NyTb K MHBEHTAPHOMY dalNy UaM Ha3BaHME OKPYKEHUA.

[MpMmepbl KOMaHA:

— KOMaH/Aa YCTaHOBKM BCEX MaKeTOB Ha CepBepbl NPUAOKEHNIN 1 cepsepbl b

ansible-playbook -i inventories/<uas3BaHue OKpyxeHus>/hosts.yml play-
managed-node-prerequisites.yml -vv -u <uMsa [HOJIL30BATEJII>

— KOMaHAa@ YCTAHOBKM KOMMOHEHTOB cpedbl byHKUMoHMpoBaHua [MNO u

MHOPACTPYKTYPHbIX KoMnoHeHToB [MM0:

ANSIBLE USER="<mma nosszosaTensa>" ./deploy-infra.sh --env "<uassaHme
OKpyXeHua>"

— KOMaHpAaa yctaHoBkM [M10:

ANSIBLE USER="<mma nosezoBaTens>" ./deploy-ac.sh —--env "<HasBaHue
OKpyXeHua>"
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10. YCTAHOBKA 1IN0 B KUBERNETES

10.1. MopaaoK pa3BepTbiBaHWUA U HACTPOMKMN CeEpBEPa MPUIOKEHUI

B tabnuue (Tabnuua 34) npueedeHbl MUHUMANbHbIE MPOrpPamMmHO-annapaTHble

XapaKTePUCTUKM cepBepa NPUIOKEHWI.

Tabnunua 34
Napametp - 3HayeHune .
Testing Production

[Npoueccop 2 aapa 5aaep

Obbem onepaTMBHOM NAMATU 816 1276

Obbem KecTkoro gmcka 60 6 60 6

MO ana ynpaBneHua koHTenHepamm | Kubernetes Bepcumn 1.25 mnum Bblwe, nnbo cbopkKa

oT Canonical microk8s

NMPUMEYAHUE. Kubernetes " Platform Vv DropApp ABNALOTCA
B3aMMO3aMeHAEMbIMY KOMMOHEHTAMMU.

Mpumep ycTaHoBKKM microk8s Ha OC Ubuntu 24.04:

10.1.1. YcTaHOBUTb Ha CepBep MPUNOKEHUI HEODXOAMMbIE MAKETbl C MOMOLLbIO

KOMaHAb!:

sudo apt update && sudo apt -y install snapd nfs-common
sudo apt install docker.io
sudo snap install microk8s -classic

NMPUMEYAHUE. YcTaHoBKa naketa nfs-common sBnaaeTca obA3aTeNbHOM Ans
paboumnx cepBepoB, MCMOMb3YHOLMX CeETEBOE XpaHuauule no npoTokony NFS. B caydvae
NPUMEHEHMNA aNbTePHATUBHbIX TUMOB XPaHUAMLL YCTaHOBKA AJaHHOTO NakeTa He TpebyeTcs.

10.1.2. YcTaHOBUTb Tpebyemble CUCTEMHbIE KOMMNOHEHTbI. [aa 3Toro notpebyeTcs
ONCK C KAMEHTCKMMW MNpuaoXKeHusmu (bonee noapobHoe onucaHue npuBeAeHO B
noapasaen 3.3), nocse Yero pacnakoBaTb M YCTaHOBUTbL Tpebyemble nakeTbl C MOMOLLbIO

KOMaHz;:
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cd <nyTh K KaTaJloTy>

bash installer-ac-mt.sh

cd install-<Bepcus IIO>/install-ac-mt/
sudo ./cnp-system-pkgs.sh
./cnp-python-pkgs.sh

10.1.3. BKAtounTb  pacwimpeHme  hostpath-storage, Heobxoaumoe  ANs
COXpPaHeHMA [AaHHbIX stateful-NPUNOKEHUA (NPUNOKEHWUNM, KOTOpPbIM TpebyeTcs

COXPaHATb AaHHbIE), NPU Nepe3arpyske KOHTEMHEPOB C MOMOLLbIO KOMaHAb!:

sudo microk8s enable hostpath-storage

NMPUMEYAHUE. B cnyyae oTCcyTCTBMA YCTAHOB/IEHHOrO cepBepa (registry) ANA
docker images, noTpebyeTcA OCYyLECTBUTb €ro YCTAaHOBKY (AaHHAA BO3MOMKHOCTb
npeAHa3sHayYeHa UCKAKYMTENbHO A8 03HAKOMUTENbHbIX Lenel). [1aa sToro Heob6xoaAMmo

BOCMO/1b30BaTbCA C/eAytoLLel KOMaHAOM:

sudo microk8s enable registry

10.1.4. BKNtounTb paclimpeHne metallb, Heobxoanmmoe ANA AOCTyNa K CEpBMCaM

MMNO (nopTbl 80 1 8009) cHapy*Kun KnacTepa, C NOMOLLbI KOMaHApbI:

sudo microk8s enable metallb:<gmanazoH IP-ampecoB INOICETU CepBepa
IPUIIOXEHU>

Hanpumep:

sudo microk8s enable metallb:10.188.25.196-10.188.25.197

MPUMEYAHWE. Yucno IP-aapecoB B AnanaszoHe MOXKET ObiTb HE MeHee ABYX LITYK.
10.1.5. Y6beaunTbca, 4TO paclimMpeHma microk8s, metallb M registry yCnewHo
BK/HOYEHbI M HAxXo4ATCA B CAWMCKe AOCTYMHbIX (enabled) paclMPEHW C MOMOLLbIO

KOMaHAbl:

sudo microk8s status

10.1.6. lna ypobctBa pabotbl ¢ Kubernetes pekomeHayeTca YCTAaHOBUTL

KOHCOﬂbHHHKﬂMeHTk9S,aTawKekubectl(:ﬂOMoqu)KOMaHAI

sudo wget
https://github.com/derailed/k9s/releases/download/v0.32.3/k9s linux am
d64.deb
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sudo dpkg -i k9s linux amdb64.deb

sudo curl -LO https://dl.k8s.io/release/ curl -LS
https://dl.k8s.io/release/stable.txt /bin/linux/amd64/kubectl
sudo chmod +x ./kubectl

sudo mv ./kubectl /usr/local/bin/kubectl

10.1.7. Ans paboTbl M3-Noa, HENPUBMAETMPOBAHHOIO NOAb30BaTENS HEODXOAMMO

AONONHNTENIbHO BbINO/THNTL ChedyroWwne KOMaHAbl:

USER=<uMA T[OJIb30BaATEJIS>

sudo usermod -a -G microk8s SUSER
sudo mkdir -p ~/.kube

sudo usermod -a -G docker SUSER
sudo chown -f -R SUSER ~/.kube

Ona TOro, 4tOoObI MNPUMMEHMAMCH HacTpokm u3 nn. 10.1.1 Heobxoanmmo
nepesarpy3antb OC uMAM NepenoakNluMTbCcA NOo  Ssh K cepBepy, Ha KOTOPOM
OCyLLEeCcTBASAETCA pa3BepTbiBaHWE. B MpPOTMBHOM C/yvae, OMMCAHHYKD HUKE KOMaHAy
NPUAETCA BbINONHATL NOA CyNepnoib3oBaTeNeM.

[anee BbINONHUTE KOMaHA4y, KOTOpaAa NpeaocCTaBuUT AOCTyN kubectl:

microk8s config > ~/.kube/config

10.2. NMopaaok yctaHoskm MMO B Kubernetes

10.2.1. MepenT B KaTanor CO CLUEHAPUAMM YCTAHOBKM /install-<sepcusa
[ro>/install-ac-mt/.

10.2.2. ina paboTbl cueHapuesB ycTaHoBKM [0 HeobxoAMMO YCTaHOBUTL B
ansible-konnekumMn nnarnMHbl kubernetes.core W community.general C MOMOLbIO

KOMaHab!:

ansible-galaxy install --role-file requirements-k8s.yml --force

10.2.3. ChopmmpoBaTb KOHOUTYPaLMOHHbIE Ganbl MIMO.
[lna atoro HeobxoAMMO MpUAyMaTb Ha3BaHWE OKpPyKeHuAa (Hanpumep, k8s) m

3anyCTUTb CKPUNT reHepaLmMmn KOHPUIypaLUMOoHHbIX GaiioB, BbIMOJHUB KOMaHAY:

./deploy-k8s.sh -e <HaszBaHue oOkpyxeHms> —-A configs
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B npougecc BbINONHEHMA CKPMNTa HEOBXOAMMO B MHTEPAKTUBHOM PEXMME 3a4aTb
cnefyolme napameTpbl:

— deployment mode — PEXUM YCTAHOBKU (testing MAN production). Pexunm
testing peKOMeHAyeTCcA UCMO/Ib30BaTb B O3HAKOMUTEIbHbIX LLenax. [pr ncnoab3oBaHWm
peXMma testing: BCE KOMMOHEHTbl  cpeabl  QyHKUMOHMpoOBaHMA TMO  w
MHOPACTPYKTYPHble KOoMMNoHeHTbl [MO ycTaHaBAMBatOTCA B OAHOM 3K3emnnaape 6e3
pe3epBMPOBaHMA, OTCYTCTBYET HEOBXOAMMOCTb B HAaCTPOMKe BHelHero 6an1aHCMpoBLLMKA
(Bce ycTaHaBnMBaeTCcA Ha ingress-koHTponnepe Kubernetes), KoHTelHepam MmeHblle
BblAE/IAETCA PECYPCOB NPOLLEeCCOopa M ONepaTMBHOM NaMATH;

— external ip — BHewHWM |P-agpec, no kKotopomy byaeTr poctynHo [MO
(BbIGUpaeTca Kak ntobor ceoboaHbIM aapec M3 AMana3oHa, KOTOPbIM yKasbiBaACA npu
YCTaHOBKE pacwunpeHna metallb). [na npocmoTpa 3a4aHHOrNO0 MNepBoOHaYyaNbHO

AnanasoHa IP-agpecos, HEOOX0AMMO BOCNONb30BATLCA KOMAHAO0M:

kubectl -nmetallb-system get ipaddresspool -o
Jjsonpath="{.items[*].spec.addresses}"

— DNS domain — BHELWHMA AOMEH, KOTOPbIM BMECTE C HAa3BaHWMEM OKPYKEHMA
oynetr dopmuposBaTb URL-agpec TMMO http(s)://<uHaspaHue OKpyxeHUs>.<DNS
domain>;

— cluster name — MMA KnacTepa Kubernetes, B KoTopbln ByaeT yCTaHOBAEHO
MMO. Knactep npeaBapnTenbHO A0AXeH ObiTb co34aH. [TOCMOTPETb CMMCOK K1acTepos

MOXHO C MOMOLbHO KOMaHAbI:

kubectl config get-clusters

— storage class — Ha3BaHWe Knacca xpaHuaumuwa Kubernetes (StorageClass), ¢
KOTOpbIM OyayT co34aBaTbCA TOMa XpaHeHuAa fAdaHHbix  (volumes) ana  stateful-

I'Ipl/IJ'IOH-(eHl/IVI. ﬂOCN\OTpeTb CNMUCOK K1aCCOB XPaHUINLL, MOXKHO C MOMOLLbKO KOMaHAbl:

kubectl get storageclasses
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— k8s infra components[..] - YKa3blBaeTcA nepeyeHb MHOPACTPYKTYPHbIX
KOMMOHEHTOB, MNOANEXAWMX YCTaHOBKe B Knactep Kubernetes, npu 3Tom Aana
OTKA30YCTOMYMBBLIX  KOHOUIypaumi  MHOPACTPYKTYPHblE  CEPBMUCbI  C  BbICOKMMMU
TpeboBaHMAMM K AMCKOBOM noacucteme (Hanpumep, CYB[, PostgreSQL naun 6pokep
coobueHunin Redpanda) BbIHOCATCA Ha BblAe/NeHHbIE CEPBEPHI, M B TAKOM C/ly4ae B Mose
dUKCMpyeTcAa CNMCOK CEPBMCOB, Pa3BOPaYMBaeMbix HenocpeacTBeHHO B Kubernetes, a mx
BHELIHAA HACTPOMKaA, C MANMMHIOM POJIEN HA KOHKPETHble U3NYECKME UAK BUPTYa/ibHblE
cepBepbl, BbIMNONHAETCA B COOTBETCTBUM C WMHCTPYKUMAMM MO HACTPOMKE inventory,
Ha4YMHaA c noapasgena 3.5;

— public key — OTKpbITbI ssh-katoy nonb3oBatens OC, M3-Mod KOTOPOro
3anyckaetca yctaHoBka [1M0O. [lpn HeobXoAMMOCTM  KAKYEBYD MNapy MOMXKHO

CPOPMMPOBATL C MOMOLLLI KOMaHAbI:

ssh-keygen -t rsa -b 4096 && cat ~/.ssh/id rsa.pub

— Docker registry basepath — 3TO agpec NPMBATHOrO registry, rae dyayT
COXpPaHeHbl image;

— nfs server —NFS cepBep, UCNOAb3yeMbIN ANA XPaHEHNA GaNN0B NPUIOKEHN
(MKOHKM, CKpuHWOTLI, RPM-nakeTbl) n naketoB OC. Ecan npeagnonaraetca MCMNO/b30BaTb
BHEWHMN cepBep, TO HeobxoaMMO YKaszaTb ero IP-agpec (40 YCTaHOBKM Ha HeEM yKe
NOMKHbI ObITb CO3aHbl KaTanoru cornacHo noapasaeny 3.9). Ecav rotosoro NFS cepsepa
HeT, TO HeobXOAMMO OCTaBUTb 3TO Moae MycTbiM, B AaHHOM caydae NFS cepsep byaet

yCTaHOBMEH aBTOMaTMYECKM BHYTPK Kubernetes.
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Mpumep 3a4aHMA NapPamMeTpOoB:

./deploy-k8s.sh -e k8s -A configs

Please answer a few questions for creating k8s stage configs and
inventories -

Choose Aurora Center deployment mode [testing/production]: testing
Aurora Center external IP: 10.188.25.196

Aurora Center external DNS domain: mydomain.ru

K8s cluster name: microk8s-cluster

K8s storage class name: microk8s-hostpath

SSH public key, that will be used for connections to the Management
Server:

ssh-rsa
AAAAB3NzaClyc2EAAAADAQABAAABGQCS5A0ASANTqrVxIcCPrgkuXMXOIOy272629IKTM+D
xJTwiEj1In78a50xr9P/rdGOSENWFQRZ3pBeINCiYWB8OgvLMEOhCBQQ498EI64DnC7BepS
4tSQyiPnTaprChQBDIVBx41eMUMhoR101tCHe0cqgCBtjvRgp/3Z2JScPLMCStU29¢cJ310nP
P29+JduN9FRO5f17/MG1h4MetWFcYc6D2eQJ78pAJ0+1COKEAZpzLRWAQdwidmkI+ukOob2
uunEjOeows2yCumXcKiNpOcp0zV+Kt6y2072rVWrPXN1Zs8wya7dmCULmjKzkOP18GVvATE
fHBYWXBBnvcI9P7P/86wVwecLrjubmdNTAsSDONO+pdlvuuH89Pz8vQxjHEaNPho/Q38RhUX
5E1P43sNIUVOsgVwdfnJPCdyL7KaI+GOd332YER8tPHUUbCX+wOKCO10gqzkwUPMEXTNh6V
HhO40PthwbCEgZv5jgraWbD5JgcIX1ELtSZZ2SMo9WUXaBsNbOt1Gts= root@ubuntu2?2

Docker registry basepath for AC containers: 127.0.0.1:32000

NFS server for shared storage(ip/hostname or leave empty to deploy in-
cluster nfs server):

B pe3ynbTate BbINOAHEHMS CKpuNTa, ByayT cGOPMMUPOBAHbI MHBEHTAPHbIN dann
OKpy)KeHuns (daln: inventories/<uaszBaHme OKpyxeHMa>/hosts.yml), a TaKkKe
KOHOUIYpaLUMOHHbIe dalnbl OKPY)KeHMA (KaTanor: config/environments/<HaspaHue
oxpyxenusa>/). [oapobHaa MHPopMaLMA O KOHOUIYpPaUMOHHbLIX dainax OKpPyKeHWUI
npueeaeHa B n. 13.2.8. Mpn HE0OXO0AMMOCTU U3MEHEHMA B AaHHble painibl MOXXHO BHECTU
BPYYHY!O.

BHUMAHMUE! YctaHoska MMMNO npeanonaraet HaauvymMe NpasB agMUHUCTPATOPA

(cluster-admin) B Kubernetes.
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Mpu OTCYTCTBMW NpaB aAMUHMCTPATOPaA HEeobBXOAMMO BbIMOAHUTL Caeayolime
nencTema:
— CreHepupoBaTb MWHUMAa/NbHble NpaBa goctyna (RBAC), Heobxoammblie Ana

YCTaHOBKM 1 06HOoBAeHMA MO ¢ NnomoLLbio KOMaHAb!:

./deploy-k8s.sh -e <uaszpaHue okpyxeHus> —-A render rbac

Hanpumep:

./deploy-k8s.sh -e k8s -A render rbac

B pe3ynbTate BbINOMHEHMA cKpunTa, byayT cdopmmnpoBaHbl ¢alibl ¢ NpaBamm
LOCTyNa ONA yCTaHOBKM (dain: rendered/ocs-rbac/ocs-rbac-initial.yaml)
obHoBneHuA MMO (ban: rendered/ocs-rbac/ocs-rbac-update.yaml).

— nepepaTtb CreHepupoBaHHble ¢annbl agmuHucTtpatopy Kubernetes ansd
CO3/[aHMA y4eTHON 3anncuK, ¢ KoTopon ByaeT Npom3BeaeHa yCTaHOBKA UM 0B6HOBAEHME
Mnrao.

10.2.4. Co3paTb docker-o6pasbl cepsucos MMM0.

10.2.4.1. 3apaTtb 6a3osyto OC:

[na 3TOro B KOHOUrypaUMoOHHOM danne config/environments/<HaspaHue

oxpyxeuus>/vars/ vars.yml HEOBXOAMMO 334aTb Cnesytoluie NapameTpbl:

docker os: <0OS> # ubuntu|sberlinux|astralinux|redos|altlinux
docker registry basepath: <docker registry basepath>

Hanpumep:

docker os: ubuntu # ubuntu|sberlinux|astralinux|redos|altlinux
docker registry basepath: "docker.test.ru/ac"

MPUMEYAHUE. YT10ObI 0OHOBUTL Bepcum 6aszosbix 0b6pazos OC HeobxoaMMO
£06aBuTb B aln config/vars/ vars.yml NepemMeHHylo docker initial images.

Hanpumep:

docker initial images:
ubuntu: ubuntu:22.04
sberlinux: sberlinux.sbertech.ru/ubi9/ubi:9.7
redos: registry.red-soft.ru/redos7c/ubi:latest
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altlinux: registry.altlinux.org/alt/alt:cl0f2

astralinux: registry.astralinux.ru/library/astra/ubil8:latest
nginx: nginx:1.28.0

nfs-server: phusion/baseimage:noble-1.0.0

10.2.4.2. YKa3aTb TN YCTaHOBKM

EcTb 2 BapmnaHTa pa3sepTbiBaHumA M0 B Kubernetes:

BHUMAHMWE! Ecnun TpebyeTca nepeiTn ¢ BTOPOro BapuaHTa pa3eepTbiBaHma M0
Ha nepBbIi, HeobxoanMmo nepeyctaHoBUTb MMMO. A 3Toro HeobXoAMMO BHaYane yaannTb
MMNO, He 3aTparMeaa MHGPACTPYKTYPHbIE KOMNOHEHTbI, cneaya n. 10.3, 3aTem pa3BepHyTb
Mro, cneaya NHCTPYKLMKN HUXKE.

1) Co cbopkomn otaensHoro docker-obpasa ans kaxagoro cepsuca MMoO;

2) Co cbopkoi obulero docker-obpasa, Mcnonb3yemoro A4 3anycka KOHTeMHepPoB
MMO, B KOTOPblE UCNONTHAEMbIE MOAYIN BYyAYT 3arpyKeHbl B MOMEHT 3anycKa.

[na 3TOoro B KOHOUrypauMoOHHOM dainne config/environments/<HazBaHue
oxpyxeHus>/vars/ vars.yml HEODXOAMMO 334aTb CeAyoWmii NapameTp:

— BapwaHTa 1:

k8s per service images: true

— BapWaHTa 2:

k8s per service images: false

10.2.4.3. 3an0rMHnTLCA B docker-peecTp, Kyaa OyayT 3arpy*keHbl cobupaemble
0bpasbl. B cnyyae, ecam MCNonb3yeTca NAarMH registry y microk8s, TO 3TO MYHKT MOXHO
NponycTuTb.

[lns 3TOro He0bX0AMMO BbINMONHUTL CAEAYIOLLYIO KOMAHAY:

docker login <registry>

Hanpumep:

docker login docker.test.ru

10.2.4.4. BbinoNHUTb COOPKY KOHTEMHEPOB M MEPEMECTUTb MX B docker-registry

C NOMOLLbKO KOMaH/bl:

230




— ~] OTKPbITASA
PyKoBOACTBO aAMMHMUCTPATOPA | .“432%‘335'»‘22

./deploy-k8s.sh -e <uaszspanue oxpyxeHus> -A build docker images

Hanpumep:

./deploy-k8s.sh -e k8s -A build docker images

10.2.5. lob6aBunTb MHPPACTPYKTYpHble 0bpa3bl MNMMO. [Ana aToro Tpebyetca Noay4nTb
OTAENbHbIM aPXMB C MHPPACTPYKTYPHbIMKN 0Hpa3amum.
10.2.5.1. PacnakoBaTb apxmnB C MHPPACTPYKTYPHbIMKM 0bpa3zamu MMO ¢ nomoLLbio

KOMaHAbl:

tar -xzf ./docker-images.tar.gz

10.2.5.2. 3arpy3nTb pacnakoBaHHble 00pasbl M3 AMPEKTOPUM docker-images B

docker-peecTp C NOMOLLbIO KOMaHAbl:

docker load -i docker-images/<mHbpacTpyKTypHHI oBpas>

Hanpumep:

for item in $(ls docker-images/); do docker load -i docker-
images/S$item; done

Loaded image: nginx/nginx-ingress:5.4.1

Loaded image: nginx:1.30.0

Loaded image: otel/opentelemetry-collector-contrib:0.141.0
Loaded image: docker.redpanda.com/redpandadata/redpanda:v26.1.7
Loaded image: valkey/valkey:9.0.4

10.2.5.3. lob6aBuTb Tern Ha obpasbl B COOTBETCTBMM C PEMNO3UTOPMEM, Ky/[a OHM

6yayT 3arpyKeHbl, Hanpumep:

docker tag nginx:1.30.0 127.0.0.1:32000/nginx:1.30.0

docker tag nginx/nginx-ingress:5.4.1 127.0.0.1:32000/nginx/nginx-
ingress:5.4.1

docker tag valkey/valkey:9.0.4 127.0.0.1:32000/valkey/valkey:9.0.4
docker tag docker.redpanda.com/redpandadata/redpanda:v26.1.7
127.0.0.1:32000/redpandadata/redpanda:v26.1.7

docker tag otel/opentelemetry-collector-contrib:0.141.0
127.0.0.1:32000/0tel/opentelemetry-collector-contrib:0.141.0

10.2.5.4. 3arpy3unTb 0H6pa3bl B CBOM PENO3UTOPUIN, HANPUMEP:

docker push 127.0.0.1:32000/nginx:1.30.0
docker push 127.0.0.1:32000/nginx/nginx-ingress:5.4.1

231




— ~] OTKPbITASA
PyKoBOACTBO aAMMHMUCTPATOPA | .“432%‘335'»‘22

docker push 127.0.0.1:32000/valkey/valkey:9.0.4

docker push 127.0.0.1:32000/redpandadata/redpanda:v26.1.7
docker push 127.0.0.1:32000/otel/opentelemetry-collector-
contrib:0.141.0

10.2.5.5. Yka3aTb 06pa3bl B 6/10Ke k8s image names KOHOUIypaLMOHHOrO Gania
config/environments/<uaszBahHue OKpyXeHmsa>/vars/ vars.yml, Hanpumep,

N3MeHNB config/environments/k8s/vars/ vars.yml:

k8s image names:
app: "{{ docker registry basepath }}/ocs-base-image: {{

docker ac images|['base image'] ['version'] }}-{{ docker os }}"
init: "{{ docker registry basepath }}/ocs-base-image: {{
docker ac images|['base image']['version'] }}-{{ docker os }}"
ssh-server: "{{ docker registry basepath }}/ocs-ssh-server: {{
docker ac images|['ssh server']['version'] }}-{{ docker os }}"
nfs-server: "{{ docker registry basepath }}/ocs-nfs-server:{{
docker ac images|['nfs server']['version'] }}"

nginx: "{{ docker registry basepath }}/nginx:1.30.0"

nginx-ingress: "{{ docker registry basepath }}/nginx/nginx-
ingress:5.4.1"

valkey: "{{ docker registry basepath }}/valkey/valkey:9.0.4"

redpanda: "{{ docker registry basepath
}}/redpandadata/redpanda:v26.1.7"

collector: "{{ docker registry basepath }}/otel/opentelemetry-
collector-contrib:0.141.0"

10.2.6. BbInonHUTb ycTaHOBKY (1110 ¢ NOMOLLBIO KOMAHAbI:

./deploy-k8s.sh -e <HaszBaHue OKPYXEHUI>

Hanpumep:

./deploy-k8s.sh -e k8s

MPUMEYAHUE. B npouecce yctaHoBkM [MO, Takke byayT 3anyuleHbl obpasbl

MHOPACTPYKTYPHbIX KOMMOHEHTOB, KOTOpble OblAM 3anylleHbl paHee B registry —
nginx-ingress, nginx, redpanda, valkey, opentelemetry-collector-

contrib.

B cayyae ycnewHoM yCTaHOBKM OyAeT BbiBeAeHO coobLleHne caeayoLLero snaa:

Congratulations, all done!

You can access AC from the following URLs -
Ul: http://k8s.mydomain.ru/auth/admin/
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management-server: ssh ocs@k8s.mydomain.ru

'Warning!

check that k8s.mydomain.ru has a correct DNS record
k8s.mydomain.ru A 10.188.25.196

or alternatively add to your local /etc/hosts file
10.188.25.196 k8s.mydomain.ru

MepBOHa4yanbHbIM BxoA B (MO ocyuwecTBaseTcd €  MNOMOUWbO  KoHCOoAM
aamMunHuUcTpaTtopa B ¥ npeayCcTaHOBAEHHOM Y4Ye€THOM 3alMMCWM B COOTBETCTBUM C

noapasgenom 3.7.
10.3. Nopaaok yaaneHua NMNO u3 Kubernetes

Ynanerue MMNO n3 Kubernetes ocyLecTBNA€TCA C NMOMOLLbIO CAeAyoWMX KOMaHA,:

bash deploy-k8s.sh -e <HazBaHMe OKpyxXeHUa> -A delete
kubectl -n <maszspaHue oOkpyxeHusa> delete pvc --all
kubectl delete ns <Ha3BaHME OKPYXEHUI>

Hanpumep:

bash deploy-k8s.sh -e k8s -A delete
kubectl -n k8s delete pvc --all
kubectl delete ns k8s

Echn Tpebyetca yaanutb Tonbko [MMNO He 3aTparnBaa WHOPACTPYKTypHble

komnoHeHTbl (Valkey, Red Panda 1 T.4.), He06X04MMO BbINOAHUTL CAEAYIOLLYHO KOMAHAY:

bash deploy-k8s-ac.sh -e <HazBaHUMe OKpyXeHUaA> —-A delete

Hanpumep:

bash deploy-k8s.sh -e k8s -A delete
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11. UMMOPT OTYETOB ¥ HACTPOVUKA ABTOMATUYECKOW PACCBINIKK
B GRAFANA

11.1. NopAaaoKk umnopTa otyeToB B Grafana

BHUMAHWE! ®yHKUMM MMNOpTa M aBTOMATMYECKOM PACChIJIKM OTYETOB HE BXOAMIN
B 0OBEM CePTUPUKALMOHHbBIX MCMbITAHWUA.

MPUMEYAHMUE. TectnpoBaHune nposoamnnocs ana Grafana sepcum 11.6.2.

[na umnopTa oTyeTos B Grafana He0HX0A4MMO BbINONHWUTL CAeAytOLLIME AeACTBUA:

11.1.1. YctaHoBuTb Grafana B COOTBETCTBUM C MHCTPYKUMEN C carTa pa3paboTymnKa
(https://grafana.com/grafana/download?pg=get&platform=docker&plcmt=selfmanaged-

box1-ctal&edition=0ss) BbINOAHMB KOMaHAY:

docker run -d --name=grafana -p 3000:3000 grafana/grafana:11.6.2

MPUMEYAHUE. Beb-nHtepderic Grafana B gaHHOm cnyvae byaeT AOCTyneH No
agpecy http://localhost:3000/ (nornH: admin, naponb: admin).

MPUMEYAHMUE. Mpu ncnonb3oBaHUM NaarMHa A8 paccbiikn oTyeToB 13 Grafana
Ha NOYTOBbIE apeca HeobxoAMMO BOCMONb30BaATbCA MHCTPYKLMEN B cOOTBETCTBUM c Nn. O

11.1.2. Co3gaTh nNo/sb30BaTeNd W BblAaTb €My MpaBa Ha YTeHWe, 3anuchb,
obHOBNEHME U vAaneHmne AaHHbIX 13 Ta6ﬂmubIB Cxeme grafana reports C MOMOLLBIO

CKpUNTa create reporting user.sql.

11.1.2.1. Mpn “Cnonb30BaHMKM NAarMHa ANs8 PaACCbINOK oTyeToB M3 Grafana Ha
MNOYTOBblE aApeca PeKOMeHAyeTCA CHavafna co34aTb CXxeMy grafana reports B Oase
AAHHbIX emm B cooTtBeTcTBMM € nn. 11.2.3.2, a 3aTemM BbINO/IHUTb  CKPUNT
create reporting user.sqgl.

11.1.2.2. Mpn  OTCYTCTBMM  nNAarMHa  HeoBXOAMMO  BbIMOAHUTL  CKPUNT

create reporting user.sgl NOCAe yAaneHUA U3 HEro CAeAYIOWMX KOMaHA!

234



https://grafana.com/grafana/download?pg=get&platform=docker&plcmt=selfmanaged-box1-cta1&edition=oss%20
https://grafana.com/grafana/download?pg=get&platform=docker&plcmt=selfmanaged-box1-cta1&edition=oss%20

— ~] OTKPbITASA
PyKoBOACTBO aAMMHMUCTPATOPA | .“422%‘335'»‘22

-- Grant access schemas emm

GRANT USAGE, SELECT ON ALL SEQUENCES IN SCHEMA grafana reports TO bi;
-— Grant access to tables emm

GRANT USAGE, CREATE ON SCHEMA grafana reports TO bi;

GRANT SELECT, INSERT, UPDATE, DELETE ON ALL TABLES IN SCHEMA

grafana reports TO bi;

11.1.3. Moakntountb 6a3y AaHHbIX MY (emm) n B (auth) B KayecTBe WUCTOYHMKA

faHHbix (Data Source). [ns 3Toro HEOOXOAMMO BbINOHUTL CAeaytoLne AeNCTBUS:

11.1.3.1. MepeiTn Ha dopMy BbIbOPa MCTOYHMKA AaHHbIX (menu -> Connections
-> Data sources).

11.1.3.2. HaxkaTb KHONKy «Add data source».

11.1.3.3. Bbibpatb CYB/] PostgreSQL.

11.1.3.4. 3anonHUTb cneaytowpme napaMmeTpbl NOAKNOYEHMA K Ba3e AaHHbIX emm:

— Name: Ha3BaHMe WCTOYHMKA AaHHbIX (MPOW3BO/IbHOE Ha3BaHWeE, Hanpumep,
AC_emm);

— Host URL: aapec v nopt CYB/;

— Database name: emm;

— Username: mma nonb3osatena CYB/, co3naHHOro npu MOMOLLM CKpMMTa
create_reporting_user.sql;

— Password: naponb nonb3osatena CYB/, co3aaHHbIA NPy MOMOLWM CKPMMTA
create_reporting_user.sql;

— TLS/SSL Mode: disabled;

— Version: Bepcuna CYB/, PostgreSQL nnu PostgresPro, ncnonssyemaa s M10.

11.1.3.5. HaxkaTb KHOMKY «Save and Test».

11.1.3.6. MoBTOopUTb NYyHKTbLI 11.1.3.1-11.1.3.5, ncnonb3ys y4yeTHble AaHHble 6a3bl
AaHHbIX auth ANA NOAKAOYEHMA.

11.1.4. BbinONAHUTL  MMNOPT  OTYETOB, KOTOPble  HAaxXo4ATCA B  KaTasore

samples/dashboards/.
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[ns nmnopTa 0T4eTOB HEOHXOAMMO BbINONHUTL CAeaytoLlime AeNCTBUA:

11.1.4.1. NepenTtn kK dopme MMMNOPTa OTYETOB (menu -> Dashboards).

11.1.4.2. HaxkaTb KHOMKY «New».

11.1.4.3. /13 pacKpblBatoLLLEroca CNMCKa BbibpaTb «Importy.

11.1.4.4. lo6aBnTb 0T4YeT devices-dashboard.json B 00/1aCTb 3arpy3Kku
JSON-¢pamna.

11.1.4.5. HaxKaTb KHOMKY «Import».

B pesynbtate B Grafana nossutcs mHGOpmauMOHHas nNaHenb (dashboard) C

oTyeToM. Mpumep NpuBeseH Ha pucyHke (PucyHok 43).

~ 06wWwas nHpopMaLKMa No YCTPoOHCTBAM

Bcero ycTp He B apxue 3epeructp AKTUBUPOR AkTHE YaaneHsb! (1

49072 3297 95 1868

MnaTgopMbl Tvn ycTpoicTa Mopenu ycTpoincTs

Android | pgpops

26685
30767
0%

== Appopa == [InaHwer

= Android 5 = CMapTdoH 24629 = INOI P4903

Tune OC Crarychl CoOTBETCTEBWE NOANTUKAM

']8 |C:--mu.u:|<

28 46 28
B apxuBe
|
AKTMBMDOBAH
B NpOLECCE aKTHBALMK
M -
33perucTPUpOBaH

Sailfish Aurora  Android TopbKui

PucyHok 43
11.1.5. NosTtopuTb NyHKTbI 11.1.4.1-11.1.4.5 Aona Apyrmx oT4eToB.
NMPUMEYAHUE. B oTueTbl «CnMCOK MNPUNOXKEHUN He noA ynpaBaeHWeEM no
ycTponctBam» M «CNMCOK MPUIOXKEHUI He MNoZ ynpaBieHWemM» He MOonaZatoT CMMCKM

cucTeMHbIx npunoxkenuin OC Android, OC Aspopa, PE/1 OC 1 OC AnbT Linux.
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11.2. YcTaHOBKa U HAaCcTPOMKa MjiarMHa ANA aBTOMATUYECKOW PACCblIKM OTYETOB U3

Grafana Ha nouty

MPUMEYAHME. MnarmnH npoTectmposaH Ha Grafana sepcum 11.6.2

11.2.1. Onucanune nnarnHa «OMP Grafana Email»

NMPUMEYAHUE. [daHHbIA nNAarMH  He OTHOCUTCA K  CepTUPMLMPOBAHHbLIM
anctpnbytmeam MMO.

MnarmH  «OMP Grafana Email» no3Bonsetr co3gaBaTb M HacTpauBaTb
aBTOMaTMYECKMEe PaCCbIIKM OTYETOB CMMCKY aapecaTos. [Mpn co3gaHnUm MAM HACTPOMKe
PacnNMcaHMA MOMHO BblOpaTb HyXHbIM Aawbopa, NPUMeEHUTb GUALTPbLI ANS AAHHbIX,
334aTb CMMCOK NoNyYyaTenen n NepmoanYHoCTb GOPMUPOBAHMA OTYETA M €r0 PACCHINKM.

MPUMEYAHUE. [Ona KoppeKkTHOM paboTbl C MPOCMOTPOM WU HACTPOMKOM
nawbopaa ¢ paccbiNkamm NaarMHa — HeobxoAMMO Ha CTOPOHE MOAb30BaTeNbCKOM IBM
BblATb CETEBOM A0CTYN A0 PAa3BEPHYTON CEPBEPHON YaCTM NAarnHa.

B pe3ynbTaTe OCyLWECTBAEHUA PACCbIIKM B COOTBETCTBMM C  33aAaHHbIM
pacnucaHMem agpecaTam aBTOMATMUYECKU NPUXoAUT cGOPMMPOBaHHbLIN Gaiin B dopmaTe
XLSX, coaepalinin Tabauubl 1 anarpammbl 13 aawbopaa. MonydeHHbln Gain npuroaeH
ANA BM3YaNbHOrO aHann3a 1 nocneaytoulen obpaboTKM KaKk BPYYHYHO, Tak M CpeacTBamm
aBTOMaTM3aLMN.

MPUMEYAHUE. CbopmmnpoBaHHbI Gain ANA PacCblIKM MOXKET MMETb A0CTaTOYHO
6oNbWON pasmep W MNOYTOBbIA CEPBEP MOXKET He nponycTUTb €ero, MnosTomy
pPeKoOMeHAyeTCA HaCTPOWTb MOYTOBbLIM CepBep Ha OTMNPaBKy MMCEM C BAOXKEHUMAMM
no 150-200 MB.

11.2.2. Coctas nnarmHa OMP Grafana Email

[NarnH CoOCTOMUT U3 ABYX KOMMNOHEHTOB:

— KomnoHeHT «OMP Grafana Email Panel Plugin» obecneunBaeT rpaduyeckumit
MHTepdEenc ANA HaCTPOMKM M yNPaBAEHMA PACCHIOK M UX PACNMCAHUAMM HEMNOCPEACTBEHHO

B naHenu Grafana. B Hero BXOONT OTHET C MOMOLLBIKO KOTOPOro OCYLECTBNAETCA YMpaB/ieHNE
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PACCbIIKAMW M UX PacClMCaHMAMKU dashboard.json, HaxoAAwWMMCA B apxmee daina
provisioning NO NyTK /provisioning/dashboards.

— KomnoHeHT «OMP Grafana Email Backend» peanmnsyeT cepBepHyr N0rMKy
nnarvHa, obpabaTbiBasa 3anpocbl CO CTOPOHbI MHTepdelnca M BbINOAHAS HeobxoaMmble
onepaunm Ha CTOpPOHe cepsepa.

11.2.3. MNpeaBapuTenbHble Warn A0 YCTaHOBKM M HAaCTPOMKM NaarnHa

11.2.3.1. Co3aaHne TeEXHNYECKOM Y4ETHOM 3anMCKn 1N TOKEHA 418 Hee

11.2.3.1.1 TexHn4eckme y4yeTHble 3aNnUCK 1 UX TOKEHbI MOTYT ObITb MCMNONb30BaHbI
Ans ayteHTUdUKaumm yepes APl Grafana. na Toro, 4tobbl cO34aTh TEXHNUYECKYIO YYETHYHO
3anncb Heobxoammo nepenTtn B «Administration» — «Users and access» —> «Service

accounts» (PucyHok 44).

9 Grafana

% New!

& Administration

Users and access

l Service accounts

PucyHok 44
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11.2.3.1.2 HaxaTtb Ha KHonKy «Add service account» (PucyHok 45).

Service accounts Addsenice accout

PucyHok 45
11.2.3.1.3 Co30aTb TeXHMYECKYHD Y4YeTHyK 3anucCb, BbINOJHWUB C/edytoume
NencTBns:

1) 3agaTb Mms yyeTHoM 3anuck B none Display name (PucyHoK 46);

Create service account

Display name *

account_grafana

PucyHok 46
2) YKka3aTtb ponb Viewer B nose «Role» (PucyHok 47);

Role

Viewer

PucyHok 47

3) HaskaTb kKHOMKy «Create» (PucyHoK 48).

Create service account

Display name *

account_grafana

Role

Viewer

Create

PucyHok 48
11.2.3.1.4 CreHepupoBaTb TOKEH ANA TEXHWYECKOM y4eTHOW 3anmcu. [Jna 3Toro

HaXaTb Ha KHoMKy «Add service account token» (PucyHok 49).
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#n account_grafana

Delete service account Disable service account
Information

Numerical identifier

Name account_grafana

D sa-1-account_grafana

Roles Viewer

Creation date 2025-10-3017:25:24

Tokens + Add service account token

Name Expires Created Last used at

PucyHok 49
11.2.3.1.5 B oTKkpbIiBWEMCA ModanbHOM oKHe «Add service account token» npwu
HeobxoAMMOCTM 334aTb CPOK KM3HW TOKEHA.
BHUMAHMUE! o wucTteyeHMM CpoKa KM3HWM TOKeHa ero Heobxoamumo Oyaet
CreHepupoBaTb 3aHOBO (TO/ILKO A1 TOKEHOB CO CPOKOM KW3HMW). s 3TOro HeoHXxoaAnMMO
M3MEHUTb 3HayeHWe napameTpa grafanaAPIKey B KOHQUrypaumoHHOM daine

config.json M NepPe3anyCcTnTb CEPBMC C MOMOLLBHO KOMaHAbI:

systemctl restart grafana-sender

11.2.3.1.6 HaxaTtb KHOMKy «Generate token» (PucyHok 50).

Add service account token

Display name *

Expiration

No expiration

Generate token

PucyHok 50
11.2.3.1.7 B oTKpbIBLIEMCA MOAANbHOM OKHe «Service account token created»

CKOMMPOBATb M COXPaHWUTb CreHePMPOBAHHbIN TOKEH, NOCAE Yero HaxKaTb KHoMKy «Copy to

clipboard and close» (PucyHok 51).
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Service account token created

glsa_YLwY0f6X079QeWgLHEpCq52c6wmsPky8 © Copy clipboard

Copy to clipboard and close

PucyHok 51

11.2.3.2. [lobaBneHme cxembl B 6a3y AaHHbIX 418 HACTPOEK pacnMcaHma NaarMHa

Heobxoammo co34aTb HOBYO CXeMy A1A NOAKA0YEHHOM H6a3bl AaHHbIX 1110 ¢ uenbto
COXPaHEeHMA HAaCTPOEK PaACNMCaHMUA PACCLIIOK U UX KOPPEKTHOM PaboTbl C NIAarMHOM.

MPUMEYAHUE. PekomeHayeTcs co3aaTh cxeMy B 6ase AaHHbIX emm.

BHUMAHMWE! YKka3aHHble B J@aHHOM NYHKTE METOAbl ABAAOTCA MPUMEPAMM TOTO, KaK
MOXHO C034aTb HOBYK cxemy B 0ase AaHHbIX. [JONyCcTMMO MCMNOAb30BaHWE APYroro
cnocoba.

1) Yepes TepmunHan:

— MOAKNIOYMTBCA C MPaBaMM Cynepnonb3oBaTena K 6ase AaHHbIX, 418 KOTOPOW
TpebyeTca co34aTb CXEMY;

— €034aTb CXeMY C NMOMOLLbIO KOMaH/Ab!:

CREATE SCHEMA grafana reports;

— €034aTb NONb30BaTeNd C NpPaBaMW Ha 3anucb/JYTeHME M3 CO3AaHHOM CXeMbl
grafana reports, BbINO/IHNB sgl-ckpunT create reporting user.sql.

2) Yepes MHCTpymeHT ynpasnenus b (Ha npumepe pgAdmin):

— HaWTM Ba3y AaHHbIX, B KOTOPON HEOBXOAMMO co34aTb cxemy (pekomeHayeTcs
emm);

— HakKaTb NPaBON KHOMKOM MblwK Ha B/l 1 BbibpaTh Create (Co3aaTk) -> Schema
(Cxema);

— B OTKPbIBLUEMCA OKHe MepenTu Ha BKAaaky «General» (Obuwme) 1 BBECTU UMS

AN5 HOBOM cxeMbl B nosie «Schema name» (Mms cxembl);
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— HakaTb KHOMKY «Save» (CoxpaHuTb);

— €034aTb NONb30BaTeNd C MPaBaMW Ha 3anuUCb/JYTeHME M3 CO3AaHHOM CXeMbl
grafana reports, BbINO/IHUB sql-CKPUNT create reporting user.sqgl.

11.2.3.3. Co3gaHue no4ToBOro AumMKka Ha SMTP-cepsepe

MPUMEYAHUE. Ecnm ecTb CO34aHHbIM NOYTOBLIM ALWMK Ha SMTP-cepsepe, KOTOpbIN
TpebyeTca B AaNbHENLWEM MCNONb30BaTb A1A PACChINIKM NPM NOMOLLM ayTEHTUOUKALUMM Ha
SMTP-cepBepe, TO AaHHbIN LWAr MOXXHO NPONYCTUTb.

[na ocyuwecTBNEHMA PaACCbIIKM MOXHO WMCMNOAb30BaTb aHOHMMHbIN MOYTOBbIM
afpec uamM co3gaTb MNOYTOBLIM AWMK Ha cBoem SMTP-cepsepe, AnA 3TOro Heobxo0AMMO
00bpaTUTBCA K CUCTEMHOMY aaMUHUCTPaTopy SMTP-cepsepa.

11.2.4. HacTpolika KoHbUrypaumm naarnmHa nepes ycTtaHOBKOM

B KOHPUrypaumoHHOM dpaine config. json HEOOXOAMMO 3aNONHUTL CAeaytoLLne
napamMmeTpbl 418 HACTPOMKM:

— grafanaBaseUrl: URL Grafana;

— grafanaAPIKey: TOKEH, CreHEepMpPOBaHHbIM B Nn. 11.2.3.1;

— mail:

® defaultSubject: TeMa NMCbMa 414 PACCHIIKK;

® cmailFrom: aZpec 3/1eKTPOHHOM MOYTbl - AHOHMMHbIA MAKU CO3AaHHbIA Ha
SMTP-cepsepe;

® cmailUserName: JIOTUH A4 VILI,eHTVI(I)l/IKaLI,VIVI Ha [MNOYTOBOM cCepBepe
(onumoHanbHbIM  NapameTp, MNpPU  OTCYTCTBMM pacCblika OyaeT OCyLWecTBAATbCA C
aHOHMMHOrO MOYTOBOrO AULMKA);

® cmailPassword: MapoNb ANA ayTeHTMOUKAUMM Ha MNOYTOBOM CepBepe
(onumoHanbHbIM  NapameTp, MNPU  OTCYTCTBMM paccblika OyaeT OCyWecTBAATbCA C
aHOHMMHOrO MOYTOBOrO ALLMKA);

e smtpHost: agapec Ao SMTP-cepsepa;

® smtpPort: nopT SMTP-cepsepa;
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e useTLS: ucnonb3soBaHume TLS;

— dbUser: NOTWH noNnb30BaTenA, CO3AaHHOTO npun nomMoLin CKpnnTa
create reporting user.sqgl;

— dbPassword: Mapo/ib MNOAb30BaTeNA, CO3[4aHHbLIA MNPM MNOMOLIM CKPUMTA
create reporting user.sgl;

— dbHost: YKAa3blBAETCA apeC XOCTa 6a3bl AaHHDbIX;

— database: YKa3bIBaeTCA MMA 6a3bl AaHHDbIX,

— searchPath: cxema, co3fgaHHasa s nn. 11.2.3.2;

— httpPort: YKa3bIBaeTCA NOPT, Ha KOTOPOM 3anylleHa cepBepHand 4acCTb nNjaarnHa.

Hanpumep:

"grafanaBaseUrl": "http://localhost:3001",

"grafanaAPIKey": "glsa TZlyDJn3Si70G9ejTuiyFQ16ScOzcTgK b558286f",

"mail"™: {
"defaultSubject": "Grafana Report",
"emailFrom": "example@gmail.com",
"emailUserName": "example@gmail.com",
"emailPassword": "password",
"smtpHost": "smtp.gmail.com",
"smtpPort": 465 ,
"useTLS": true

br

"debugModel": true,

"pdfTitleAlign":"left",

"fontPath":"",

"dbUser":"bi",

"dbPassword":"bi",

"dbHost":"localhost:5432",

"database":"emm",

"searchPath":"grafana reports",

"httpPort": 10511,

"cors": {
"allowOrigin": "x",
"allowCredentials": "true",
"allowHeaders": "*",
"allowMethods": "*"
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11.2.5. YcTaHoBKa nnarmHoB ans Grafana

11.2.5.1. 3arpy3ka komnoHeHTa OMP Grafana Email Panel Plugin

11.2.5.1.1 ins nokanbHO ycTaHoBNAeHHOM Grafana

BHUMAHWE! [npekTopmnmn 13 npmumepa MoryT OTAMYaTCA OT BalUMX AMPEKTOPUMN.
TaKkKe HeobXxoAMMO YCTAaHOBWTb MNAArkMH ANS8 reHepaumm un3obparkeHun B oTyeTax,
KoTopble ByayT OTNPaBAATLCA Ha NMOYTOBbIE aApeca. YCTaHOBKa naarnHa Grafana-image
OCyLlecTBAseTCA B  COOTBETCTBMM C  oduuManbHOM  AoKymeHTaumen  Grafana
(https://grafana.com/docs/grafana/latest/setup-grafana/image-rendering/).

[AnpeKTopmmn yKasaHbl B KOHOUIYPaUMOHHOM daine grafana.ini, Hanpumep:

# Directory where grafana will automatically scan and look for plugins
;plugins = path/plugins

# folder that contains provisioning config files that grafana will
apply on startup and while running.
;provisioning = path/provisioning

[lns 3arpy3kn KOMNOHEHTa HeobxoAMMO:

1) YaanuTb CUMBOA «;» N B NEPEMEHHOM path yKa3aTb NyTb A0 MANOK plugins U
provisioning B KOHOUrypauMoHHOM dpaline grafana.ini;

2) B KoHOUrypaumoHHOM dalne grafana.ini 3a4aTb 3HavyeHWe nNapameTpa

allow loading unsigned plugins YAa/iInB CUMBO/ «;»:

# Enter a comma-separated list of plugin identifiers to identify
plugins to load even if they are unsigned. Plugins with modified s>
allow loading unsigned plugins = omp-grafanaemail-panel

3) Co3aaTtb nanky omp-grafanaemail-panel B AMPEKTOPUN path/plugins/;

4) CKonupoBaTb  COAEPKMMOE  apxuBa samples/grafana/plugins/omp-
grafanaemail-panel-plugin.tar.gz B path/plugins/omp-grafanaemail-

panel/, rge path —nNyTb 40 Nankun omp-grafanaemail-panel
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5) CKonupoBaTb  COAEPXMMOE  apxuBa samples/grafana/plugins/omp-
grafanaemail-panel-provisioning.tar.gz B path/provisioning/, rae path —

nyTb 40 NAaNKW provisioning

6) B danne path/provisioning/dashboards/default.yml B napameTpe

providers.options.path HEOBXO0AMMO YyKasaTb MyTb A0 Aawbopaa C PaccbiKoW,

Hanpumep:

apiVersion: 1

providers:

- name: 'Grafana Email'
type: file
allowUiUpdates: true
options:

path: path/provisioning/dashboards

7) Mepe3anycTuUTb CEPBUC C MOMOLLbIO KOMaHAbI:

systemctl restart grafana-server

11.2.5.1.2 Ans Grafana, cobpaHHon yepe3 Docker

MPUMEYAHUE. YKa3zaHHbIN MeTod ABAAETCA MPUMEPOM 3arpy3kM M 3amnycKa
KOMMNOHEeHTa cepBepHOM YacTu. JlonycTMMO MCNONb30BaHWe Apyroro cnocoba. YcTaHoBKa
nnarnHa Grafana-image ocyLecTBNAETCA B COOTBETCTBMU C OPULMATbHOM OKYMEHTaLMEN
Grafana (https://grafana.com/docs/grafana/latest/setup-grafana/image-rendering/).

[1na 3arpy3kM KOMMNOHEHTa HeobxoAMMO:

— €034aTb ¢ann docker-compose.yaml CO CAEAYIOLNM COAEPHKUMbIM:

services:
grafana:
user: root
network mode: host
image: grafana/grafana:11.6.2
container name: test-grafana
restart: unless-stopped
ports:
- 3000:3000
environment:
GEF PLUGINS ALLOW LOADING UNSIGNED PLUGINS: omp-
grafanaemail-panel
GF_RENDERING SERVER URL: http://localhost:8084/render
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GF_RENDERING CALLBACK URL: http://localhost:3000/
volumes:
- grafana-storage:/var/lib/grafana
- path on local/provisioning:path on docker/provisioning
- path on local/dist:path on docker/plugins/omp-
grafanaemail-panel
renderer:
image: grafana/grafana-image-renderer:latest
network mode: host
ports:
- 8084
volumes:
grafana-storage: {}

— BbINOJ/IHNTb KOMaHAY:

docker compose up

11.2.5.2. 3arpy3ka komnoHeHTa OMP Grafana Email Backend

NMPUMEYAHUE. YKa3zaHHbIN MeTOod ABAAETCA MNPUMEPOM 3arpy3kM M 3amnycKa
KOMMOHEHTa cepBepHOM YacTu. JlonycTMMO MCNONb30BaHKWE APyroro cnocoba.

BHMMAHMUE! ®daitn config.json A0/MKEH OblTb NpeaBapuTENbHO HACTPOEH,
MHavye HeobXOAMMO BbIMONHUTL KOMaHAy ANA nepesanycka cepsuca. lNpeaBaputenbHan
HaCTPOMKa NaarMHa nepea ycTtaHoOBKOM onuncaHa B nn. 11.2.4.

[1ns 3arpy3kmM KOMNOHeHTa HeE0HXOAMMO:

— NONYYUTH n3 apxuea samples/grafana/grafana-email/grafana-
email.tar.gz MUCNONHAEMbIM  dain grafana-email M co3gatb  dann

/etc/systemd/system/grafana-sender.service CO CIeAYHOLWMM COAEPKNUMbBIM:

[Unit]
Description=Grafana Sender service

[Service]

Restart=always

User=root

Group=root

ExecStart=path to binary/grafana-email \
--config=path config/config.json

WorkingDirectory=/tmp/

ExecStop=/usr/bin/kill grafana-email

[Install]
WantedBy=multi-user.target
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— BMECTO NepemMeHHOM path to binary VyKasaTb nyTb, Beaywuin [0
ncnonHaemoro ¢panna grafana-email;

— B —--config yKa3aTb abCcONOTHbIN NyTb A0 Panna config.json, KOTOPbIA BbiN
HacTpoeH B nn. 11.2.4;

— Nepe3anyCcTnTb AEMOH system C MOMOLbO KOMaHAbl:

systemctl daemon-reload

— 3alyCTnTb CcepBUC NaarMHa C NOMOULbKO KOMaHAbI:

systemctl start grafana-sender

— BRKJIKOYNTb aBTO3alMyCK CepBMCa NaarnHa.:

systemctl enable grafana-sender

11.3. UmnopT gawbopaa B Grafana ¢ ncnonbsosaHnem Prometheus

11.3.1. [NloAroToBKa MCXOAHbIX AAHHbIX

McxoaHbIM endpoint A8 NONYYEHMA METPUK:

http://<server>:8081/metrics

Hanpumep:

http://ac-app-server:8081/metrics

11.3.2. YcTaHOBKa M HacTpolka Prometheus

11.3.2.1. YcTaHoBuTb Prometheus

1) CkayaTb NnocneaHow Bepcuto ¢ opulmansHoro canta (https://prometheus.io);
2) PacnokoBaTb apXx1B B LLeNEBYO ANPEKTOPUIO;

3) HacTpouTb KOHOUIYPALMOHHbBIN pann prometheus.yml .

11.3.2.2. HacTponTb KOHPUTYypaL Mo

BHecTu cneaytolime MU3MeHeHMUA B KOHOUIYPaLMOHHbIM Gpalin prometheus. yml:
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scrape configs:
- Jjob name: 'ac metrics'
static configs:
- targets:
- ac-app-server:8081

# IoBaBbTe BCe HeOOXOIVMEIE CEPBEPE

11.3.3. Hactpoutb cbop meTpuK

1) Jo6asuTb BCe cepBepbl npunoxeHnin MMNO B KoHPUrypaumto Prometheus;

2) MpoBepuTb AOCTYNHOCTb SHAMNOMHTA C MOMOLLbIO KOMaHAbI:

curl http://<server>:8081/metrics

Hanpumep:

curl http://ac-app-server:8081/metrics

3) Nepe3anycTntb Prometheus ans npumMeHeHUs U3MEHEHUI

11.3.4. YcTtaHoBUTb Grafana

1) BbINONHWTbL yCTaHOBKY B cooTBeTcTBUM ¢ nn. 11.1.1;

2) 3anyctutb cepsuc Grafana.

11.3.5. HacTpouTb UCTOYHUK AaHHbIX

1) Bolitn B nHTepdeiic Grafana;

2) Nepentn B «Configuration» - «Data Sources»;

3) J06aBUTb HOBbIM UCTOYHWUK JAHHbIX:

— Twun: «Prometheus»

— URL: Agpec Bawiero cepsepa Prometheus

— COXpaHUTb HAaCTPOMKM

11.3.6. UmnopTnpoBaTtb Aawbopa,

1) MNepenTn B pasgen «Dashboards»;

2) HaxkaTb KHOMKY «Import»;
3) BbibpaTb cnocob nmnopTa:
— «Import via file»: 3arpy3uTb ¢aln ac-telemetry-dashboard.json;

— «Import via URL»: YKa3aTb nyTb K dpanny.
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4) YKazaTb NapameTpbl UMNoOpTa:

— BbIOpaTb CO34aHHbIN UCTOYHMK AaHHbIX Prometheus;
— 334aTb MmMA gawbopaa;

— HaMXaTb KHOMKY «Import».

11.3.7. MNposepunTb paboToCcnocobHOCTb

YbeauTbea, YTo NaHenun gawbopaa oTobparkatoT AaHHbIE.
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12. KOHOUTYPALIMOHHbBIE ®AW/bI CUEHAPUEB YCTAHOBKM CPEADI
OYHKUMOHNPOBAHUA MMNO N NHPPACTPYKTYPHbIX KOMIMOHEHTOB
Mo

12.1. KoHpUrypaumoHHble ¢aiinbl CLeHapyeB YCTaHOBKM cpeabl GYHKLMOHUPOBaHNA

MNO u HPpPaACTPYKTYPHbIX KOMNOHeHTOoB MNMNO

12.1.1. MHBeHTapHbIn dain inventories/hosts.yml

B MHBEHTapHOM dalifie inventories/hosts.yml COAEPKATCA agpeca CepBepOB
(MmeHa XOCTOB), Ha KOTOpble yCTaHOBAEHbl (byAyT yCTaHOBAEHbI) KOMMOHEHTbI Cpeabl
dyHKumMoHmnposaHuma MMNO n noacuctemsb! MMO. OnucaHne napameTpoB MHBEHTAPHOIO
dalna inventories/hosts.yml NpMBeaAeHO B CaMoM dainne.

®ann cueHapua yCTaHOBKM ANA YCTaHOBKM cpeabl PyHKUMOHMpoBaHMA MMNO u
MHOPACTPYKTYPHbIX KOMMoHeHToB [1MO Ha 1cepBepe C [AOMEHHbIM WMMEHEM

ocs-app.local MMeEET CaeayroLuni BUA:

all:
children:
ocs:
vars:
# HaszsBauue kjactepa CYB] Postgres
# patroni cluster: ocs-primary

# BupTyanbhele IP-ampeca (virtual IP), KoTopele OyOyT MNIPUCBOEHE
AKTUBHOMY
# cepBepy Bl B OCHOBHOM kJjlacTepe M StandBy Leader cepsepy EBI B
pPe3epPBHOM
# wJacrepe
# keepalived cluster vip:
# ocs-primary: X.X.X.X
children:
# CepBepa npuiioxenust IO
app:
hosts:
ocs—-app.local:
# KoHTeHT-cepBepa
content:
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hosts:
# CYBI Postgres
postgresgl:
hosts:

ocs—-app.local:
# Kemmpyommt DNS-cepBep
dnsmasq:
children:
app:
content:
redpanda:
# BasmaucupoBmmk cepBucoB "Nginx Web Server"
nginx:
children:
app:
content:
pxe:
# Cumcrema oOHapyxeHus cepBucob "Consul" cepBepa NPUIIOXEHUN
consul:
children:
# CepmBepa cucremu oOHapyxeHus cepBucor "Consul"
consul servers:
children:
app:
# ATeHTH CcuCTeMbBl OOHapyxeHusa cepBucoB "Consul"
consul agents:
children:
# postgresql:
# Cucrema oOHapyxeHus cepBucor "Consul" KOHTeHT-cepBepa
consul content:
children:
content:
# CpencTrBO yhnpaBJieHMs KOHOUI'ypauusamu cepBucoB "Consul
Template"
consul template:
children:
app:
content:
# CepBUC TapaHTUPOBAHHOM mocTaBku coobmenutrt "Redpanda"
redpanda:
children:
app:
valkey:
# CYBI Valkey mia xXpaHeHMUS CeCCUin
children:
app:
# Valkey Sentinel ofecneumBaeT BECOKYK OOCTymnHOCTb CYEI
Valkey
sentinel:
children:

app:
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# IpuinoxeHue OJjs CUHXPOHMBaUuuM danmoB Syncthing
syncthing:
children:
app:
# PXE cepBep mjia 3arpy3KM IO CeTU
pxe:
children:
app:
hosts:

12.1.2. HacTpoMKM clUeHapuneB YCTaHOBKM cpeabl PyHKUMoHMpoBaHMA [1MO 1
MHPPACTPYKTYPHbIX KOMMOHEHTOB nno B KOHPUTYPaLMOHHbIX danax

config/vars/_vars.yml n config/subsystems/<Ha3saHune noacuctembr>/vars/ vars.yml

B 4OaHHbIX KOHOUIypaUMOHHbLIX dannax 3a4atoTca  HACTPOWKKM  Caeayrolmx
KomnoHeHTOB: Redpanda, Consul, CYB/, Valkey n CYB/[] PostgreSQL. KoHpUrypaumoHHble
dannbl _vars.yml MCMONB3YIOTCA TONBKO B NPOLLECCE YCTAHOBKM.

OnucaHne napameTpoB KOHOUIypaumoHHbIX GannoB vars.yml NpuMBEAEHO B

KOHOUIYPaALMOHHbIX dalinax B BUAE KOMMEHTapPUEB.

12.1.3. HacTponKM naposen n cekpetoB KOMMNOHEHTOB cpebl GYHKLUMOHNPOBAHMSA
MMNO ©n  UMHPPACTPYKTYPHbIX KOomnoHeHToB [MO B KOHOUIypaUMOHHbLIX  daknax

config/secret.yml n config/subsystems/<Ha3BaHune noacucremsl>/secret.yml

B AaHHbIX KOHOUTYPALMOHHbLIX Paniax 3a4atoTcA Napoan U CEKPETbI CaeayoLLmX

KomnoHeHToB: Redpanda, Consul, CYB/[, Valkey n CYb/, PostgreSQL.
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13. KOHOUTYPAUMOHHBIE ®AMBI NMNO
(CLLEHAPUEB YCTAHOBKM MNO)

13.1. O6bwasa uHPopmaLmsa 0 KOHPUIYPaALMOHHBLIX paitnax MMNO

MPUMEYAHUE. OnuncaHre napameTpoB KOHOUIYPaLMOHHbIX $ailnaoB clLeHapues
yctaHoBKu MNMO m MMNO npuBeaeHO B KOHOUTYPALMOHHbBIX Gainax B BUAE KOMMEHTAPMEB.
CTpyKTypa KOHPUrypaumoHHbix darnos MO B obuwem Buae npuBeaeHa Ha
pucyHke  (PucyHok 52). MupHbiM  wpudTOM  BblaeneHbl  danabl, noanexaline
pefaKTMpoBaHMO.  PefaKTMpOBaHWME  MapameTpoB B OCTa/ibHbIX  daniax  He

npegnonaraeTcAa.

/var/ocs/config/
—— environments
L <Has3BaHUE Opr?KGHI/[H>
vars
L— vars.yml
— config.yml
—— subsystems
<Ha3BaHME [NOICUCTEMBI>
—— applications
—— <Ha3BaHMe CcepBuUCa>
—— vars
—— services.yml
—— vars.yml
- config.yml
—— internal.yml
—— scopes.yml
—— config.yml
—— internal.yml
—— secret.yml

PucyHok 52
MO coaepxnT cnenytoLime TUNbl KOHOUTYPaALLMOHHbLIX GaliNoB:
— KOHUrypaumoHHsln dann MNMO (/vars/ocs/config/config.yml);
— KOHOUIYpPaUMOHHble dannbl noacucrem rnro

(/vars/ocs/config/subsystems/<HaszBaHue nomcucremer>/config.yml);
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— KOHOUIypaumoHHble dalnbl C NaponaAMM UM TOKEHAMM KOMMOHEHTOB cpeapl
GYHKUMOHNPOBAHMA Mro 7 NHPPACTPYKTYPHbIX KOMMOHEHTOB rnro
(/vars/ocs/config/secret.yml);

— KOHOUrypaumoHHble  dalnbl  cepBucos  (moaynein) TMMNO  (/vars/ocs
/config/subsystems/<HazBaHue noncucremu>/applications/<HazBaHue

cepsuca>/).

B KoHpUrypaumoHHom dpamne MMO coageprKatcsa HacTponkm MMO.

B KOHOUIypaUMOHHbIX Galiax NoACMCTEM COAEPKATCA HACTPOMKKM noacmctem MMI10.
Tak¥e B KOHPUrypauMoHHble Ganabl NOACUCTEM BblHECEHbI (MOryT ObiTb BbIHECEHbI)
OTAeNIbHble HAacTPOoMKM cepBmncos MO, KOTopble MOXKET M3MeHATb aamuHmucTpatop MMO. B
NAaHHOM C/ay4ae B KOHPUrypauMoHHOM daline CoAepHMTCA CeKuMAa C MMEHEM CepBuCa.
HaﬂpMMep,CeKuMﬂﬂﬂﬂCemecaocs—auth—accounts—users—apiBbWﬂﬂAMTCﬂEAyKnuMM

obpazom:

ocs—-auth-accounts-users-api:

##

# The number of recently used passwords,

# which system will store for forbidding use it for new password
creating.

##

passwordHistoryDepth: 3

##

# Maximum inactivity period 45 days.

# If account not use system during this time, account will be
blocked.

# Must be greater or equal to OIDC refresh token lifetime.

##

maxAccountInactivityPeriod: "1080h"

BHUMAHUE! PepaktnpoBaHMe KOHOUIypaLMOHHbIX $anaoB CepPBUCOB He

npegnonaraeTca.
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13.2. O6bwasa nHGopmMauma 0 KOHPUIYPaLMOHHbIX pannax cueHapues yctaHosKM MO

CTpYKTYpa KOHGUTYpaLMOHHbIX GpalinoB cleHapues ycTaHosKM MMO B obuiem Buae
npuBeaeHa Ha pucyHke (PucyHok 53). HMupHbim  wpudTom BblaeNeHbl  dalinbl,
noa/iexalme peaakTMpoBaHuio. PelakTnpoBaHie napamMeTpoB B OCTa/ibHbIX dalinax He

npegnonaraeTcAa.

install-ac-mt
—— config
—— environments
L — <uasBanme oxpyxenms>
—— subsystems
L <HasBaHMe I[NOICUCTEMEBI>
—— applications
L — <uasBaume cepsuca>
—— vars
—— services.yml
— _vars.yml
—— config.yml (unmn config.yml.j2)
—— internal.yml
—— scopes.yml

— vars
L— vars.yml

—— config.yml.j2

—— internal.yml

—— yvamllint.release.yml
— secret.yml
inventories

— <Ha3BaHUEe OprerMF{>
— hosts.yml

PucyHok 53

CueHapuum yctaHoBkM TMO coaep:kaT cneayouime TUnbl KOHOUIYPaALMOHHbIX
darnnos:

— WHBEHTAPHbIN pain inventories/hosts.yml;

— KOHOUIYPALMOHHbIN bann cueHapuAa YCTaHOBKM rro
config/vars/ vars.yml,

— KOHOUIypaumoHHble  dalnbl  CUeHapueB  yCTaHOBKM  noacuctem  [MO
config/subsystems/<HasBaHme nomcucrTeMe>/vars/ vars.yml,

— wabnoH koHdurypaumnmoHHoro darna MMO (config/config.yml.j2);
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— KOHOUrypaumoHHble dannsbl noAcucTem nno
(config/subsystems/<uasBaHue nomcucTems>/config.yml);
— WabnoHsbl KOHPUTIYpPaLMOHHbIX dannos noAacucTem Mno

(config/subsystems/<uaszpanme nomcucTeMmur>/config.yml.j2);

— KOHOUIypaLUMOHHble bannbl cepBucoB (moaynen) nno
(config/subsystems/<uaspaHue noncucTeMe>/applications/<uazBanue
cepsuca>/);

— KOHOUIypaUMOHHbI daln Cc napofdmMM U TOKEHaMW KOMMOHEHTOB cpejpbl

dyHKUMOHNpoBaHMA MIMNO 1 MHPPacTPYKTYPHbIX KOMNOHEHTOB M0 config/secret.yml.
13.2.1. HBeHTapHbIM dain inventories/hosts.yml

B MHBEHTapHOM dalifie inventories/hosts.yml COAEPKATCA agpeca CepBepOB
(MMeHa XOCTOB), Ha KOTOpble yCTaHOBAEHbl (byayT yCTaHOBAEHbI) KOMMOHEHTbI cpeabl
dyHKUMoHnpoBaHua MNMO, HPpPaACTPYKTYPHbIe KOMNOHeHTbI MMO 1 noacuctems MMO.

OnuMcaHne napameTpoB MHBEHTApHOro ¢anna inventories/hosts.yml

npusegeHo s n. 12.1.1.

13.2.2. Obwmn KOHPUIYPaLMOHHbIN dann CLeHapues YCTaHOBKM

config/vars/ vars.yml

KoHourypaumoHHbin ¢ann config/vars/ vars.yml ABAAeTCA OOWMM ANA BCEX
noacuctem u moaynen MMO M coaepMT NOAHbLIA NepedyeHb OOLWMX MapameTpos,
OTHOCALWMXCA K noacmctemam n moaynam [ro.

KoHourypaumoHHble darnbl  vars.yml WCNOAb3YOTCA TO/MbKO B MpoLecce
YCTAaHOBKMW, MpPM 3TOM KOHOUrypauMoHHble dalnbl config.yml (config.yml.j2)

MCMO/Ib3YIOTCA KaK B NPOLLecce YCTaHOBKM, TaK W B npoliecce skcnayaTaumm MMO.

256



— ~] OTKPbITASA
PyKoBOACTBO aAMMHMUCTPATOPA | .“432%‘335'»‘22

13.2.3. KoHpuUrypaunmoHHble ¢arnbl CLeHapueB yCTaHOBKM ans noacuctem M0

(bannbl: config/subsystems/<HassaHne noacucremsi>/vars/ vars.yml)

KoHurypaumoHHble ¢annbl  vars.yml MNOACUCTEM COAEPXKAT MapameTpbl,
OTHOCALLMECA K KOHKPeTHOW noacucteme. TakKe AaHHble Ganabl MOryT ObITb 40NONHEHDI
napameTpamm 13 obuiero KOHPUrypaumMoHHOro Ganna, 3Ha4YeHUsA KOTOPbIX HEOBXOANMMO
nepeonpeaennTb ANA 3a4aHHOM NOACUCTEMDI.

KoHdurypaumoHHble ¢alnbl  vars.yml B OCHOBHOM COLEPXKAT HACTPOMKM
B3aMMOAENCTBMA MNOACUCTEM C KOMMOHEeHTamMu cpedbl QYHKUMOHMpoBaHua [1MNO u
MHOPACTPYKTYPHbIMM KOMNoHeHTamu MMO. PacnonaratoTca B KaTanore co CUEHapUsaMM

YCTQHOBKM NO caeaytouemy nyTu:

config/subsystems/<unaszBaHue nomcucreMmer>/vars/ vars.yml

Hanpumep, KOHOUIypaUMOHHbIM dann vars . yml Ana Mb:

config/subsystems/auth/vars/ vars.yml

13.2.4. WabnoHbl KoHPUrypaunoHHbix pannos MMO n noacuctem MMO

Ha ocHoBe paHHbIX ¢annoB B npouecce yctaHoBku T[1MO  dopmunpytoTca
KOHPUrypaumoHHbie ¢pannbl MMO n noacuctem MMO. 3HayeHMs NapaMeTpoB B WaboHax
KOHOUIrypaumoHHbix ¢annos noacuctem MMMO 3amatoTca aAMUHMCTPATOPOM, a TaKXkKe
CLUEeHapWAMM YCTAHOBKM HA OCHOBE 3HaYeHWM, 3a4aHHbIX aAMWHUCTPATOPOM B
KOHOUIYPaUMOHHbIX Gannax vars.yml.

[laHHble KOHPUTrypaLMOHHbIE daliNbl pacnonaratoTca No cneayolemy nyTu:

config/config.yml.j2
config/subsystems/<HazBaHue noncucrTemu>/config/services/config.yml.j2

Hanpumep, WwWabnoH KoHpUrypaumoHHoro panna Mb:

config/subsystems/auth/config/services/config.yml.j2
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13.2.5. KoHouMrypaumoHHbIA dain ¢ Naponsmm M TOKEHaMM KOMMOHEHTOB cpeapl

PyHKUMOHMpoBaHMA MMNO 1 MHGPaACTPYKTYPHbLIX KomnoHeHTos MMO config/secret.yml

B AaHHOM KOHQUrypaumoHHOM aine 3a4atoTca Naponam M ToKeHbl Redpanda,
Consul, CYb/ Valkey, CYB/[, PostgreSQL, a Take CEKPETHbIN K04 KIMEHTOB (CEPBMCOB) U
KoY  WnPpoBaHMA ceKpeToB, xpaHAwmxca B8 bBA. Mpu yctaHoBke [MNO aaHHble

KOHPUTypaLMOHHble ¢palibl KONUPYIOTCA Ha CEPBEPbI MPUNOKEHUN.
13.2.6. KoHourypaumoHHble dannbl noacmctem MO

B AaHHbIX KOHOMrypauMoHHbIX dalnax 3a4atoTcs  3HAYeHMA MnapameTpos
noacuctem MMO. B oTanyme oT wabaoHOB KOHPUTypaLMOHHbIX dannos noacuctem MMO
3HaYeHMA NapPaMEeTPOB 334at0TCA TOJIBKO aAMUHUCTPATOPOM.

NaHHble KoOHGUTYpaUMOoHHble dai/bl pacnoiaratoTca No cieaytoLlemy nyTn:

config/subsystems/<HazBaHue noncucteme>/config/services/config.yml

Hanpumep, wabnoH KoHbUrypaumoHHoro daina MNM:

config/subsystems/appstore/config/services/config.yml.j2

13.2.7. KoHdpurypaumoHHble parnbl cepsmcos MMO

KoHurypaumnmoHHble ¢palinbl CEPBMCOB PAacnoaaratoTca B KaTaaore co CLueHapusamm

YCTaHOBKM NO caeaytoLemy nyTu:

config/subsystems/<Haz3BaHue noncucrTeme>/applications/<HazBanue
cepBuca>/

Hanpumep, KOHPUrypauynoHHble ¢alnbl cepBuca ocs-auth-adminconsole-ui

Mb:

config/subsystems/auth/applications/ocs-auth—-adminconsole-ui/

OnuncaHMe napameTpoB KOHOUIypauUMOHHbIX ¢alioB CepBMCOB NPMBEAEHO B
CaMUX KOHPUTYPaALIMOHHbIX dalinax B BUAE KOMMEHTAPUEB.
BHUMAHMUE! PepaktnpoBaHue KoHOUTypauMoHHbIX dannos cepsucos MO He

npegnonaraeTcAa.
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13.2.8. KoHpuMrypauymoHHble Gannbl OKpyReHMin

B KOHOMIrypaUMOHHbIX dainax OKPYKeHMAa nepeonpenenatoTca napameTpsl

KOHPUIYpPaLUMOHHbIX GannoB, onucaHHbix B N. 13.2.1 — 13.2.7 andA 3a4aHHOrO OKPYKEHMA.

PacnonaratoTcs [aHHble KOHPUIYPaLIMOHHbIE dalinbl B KaTanorax
config/environments/<uHaszBaHume  OKPYXeHUS>/ 7 inventories/<HasBaHwue
OKPYXeHUa>/.

BHUMAHWUE! B KoHOUrypauMoOHHbIX ¢aiiax OKPYKeHUM He [0onycKaeTcs
MCMNO/1b30BaTb WabA0HbI KOHOUTYPALMOHHbLIX halnoB (pananoB C paClUMPEHNEM «.j2»).

[Ons nepeonpegeneHua napameTpa HeobXoAMMO BbINOAHUTL Caeaytolime
NEencTemA:

— CO34aTb B KaTanore inventories/<HasBaHue OKpyXeHUs>/ MHBeHTaprIVI
daln hosts.yml NO aHanormm ¢ Ganmnom inventories/hosts.yml W 334aTb B
co3aaHHOM ¢daline Tpebyemble 3HAYEHMA NAaPaAMETPOB;

— C034aTb B KaTanore config/environments/<HasBaHue  OKPYXeHUS>/
TpebyemMblin KOHPUTYPALMOHHbBIM daln C y4eTOM €ro pacnoNoXKeHms B Katanore config.

Hanpumep, AnA nepeonpeaeneHna napameTpoB KoHOUrypaumoHHOro daina
config/vars/ vars.yml ANA OKPYXeEHUA release AO/MKEH OblTb CO34aH CeayOWNM
KOHPUTYpaLMOHHbIN dann:
config/environments/release/config/vars/ vars.yml,;

— CKonmpoBaTb Tpebyemblh nNapameTp (BKAOYAA CeKUMO, B KOTOPYH BXOAWUT
napameTp) 13 obuiero KoHoMrypaumoHHoro darna cueHapmes ycTaHoBku MO man
KOHPUrypaumoHHoro ¢aina cueHapme ycTaHoBKM noacuctem MMM0O;

— BCTaBUTb CKOMMPOBAHHOE 3HAaYeHMe B aHaA/TOTMYHbIN KOHOUTYPALIMOHHbIM Gain
NNs 3a1aHHOTO OKPYKEHUSA;

— 3ajaTb Tpebyemoe 3HaYeHne napameTpa.
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13.2.9. NMopsaaok paboTbl C KOHPUTYPALMOHHBIMKU GalNaMKn CLLEHAPNEB YCTAHOBKM

Mno

MapameTpbl KOHOUIYpPaLMOHHbIX GalfioB ClLEeHapWeB YCTAaHOBKM MPUMEHSIOTCA

corflacHo npuopuTeTam, 3agaHHbiMm B Tabauue (Tabamua 35).

Tabnunua 35

Tunbl KOHOUTYPALMOHHBIX

Katanor (ums ¢aiina)

MopAnoK NPUMEHEHMA
napameTpos (npuoputet

darinos
NnapameTpoB)
Obwwme (ana scex noacmuctem |config/vars/ vars.yml 1 (camblt HU3KNM
n moaynen MNro) npuopuTeT)

KOHOUIypauynoHHble bannbl
(wabnoHsbl
KOHOUIYpaUMOHHbIX hainos)
cueHapues yctaHoBkK 1110

config/config.yml.j2

KoHdurypaumoHHble daitnsl  |config/subsystems/<Hassan |2
>

cLeHapueB YCTaHOBKM e momcycTeMt>/vars/

noacuctem MMO
Hanpumep,
config/subsystems/auth/va
rs/

Ob6wme (ana scex noacucTem config/environments/<uHase |3

n moaynen MNMo)

KOHPUIYpaLUMOHHbIe panbl
cueHapues yctaHoBkK 1110
ANA 3a0aHHOTO OKPYXeHMUA

aHue
OKpyxeHmnsa>/vars/ vars.yml

config/environments/<HasB
aHue
okpyxenus>/config.yml

KoHdurypaumoHHble panbl
CLLeHapMeB YCTaHOBKM
noacucrtem MNMNO ans
33[@HHOr0 OKPYKEHMA

config/environments/<oxpy
XeHue>/<HasBaHUE
noncucTeMer>/vars/

4 (camMblit BbICOKMI
npuopuTeT)
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Mpwn yctaHoske TMO napameTpbl KOHOUIYPAUMOHHbBIX GalioB NPUMEHAOTCA B
COOTBETCTBMM C MOPAAKOM, NpuBeaeHHbIM B Tabauue (Tabnuua 35), T.e. cueHapui
YCTaHOBKM  0bOpabaTbiBaeT CHa4yasna  KOHQUrypauWoOHHble  (alabl B KaTanore
config/vars/, 3aTem B KaTanore config/subsystems/<uazBahue
nomcucTemer>/vars/ W T.4. Ecam, Hanpumep, Kakon-nmbo napameTp OAHOBPEMEHHO
334aH U B config/vars/ U config/subsystems/<HazsBaHMe MNOIACUCTEMH>/vVars/,
nno byoer  yCTaHOBAEHO CO  3HayeHnem napameTpa, 3a4aHHbIM B
config/subsystems/<Haz3BaHME MNOIOCUCTEMH>/vars/.

Huxe onuncaHbl npasuia 0b6paboTKkM cueHapmamm yctaHoBkM MNMO napameTpos,
MaCCMBOB N CMUCKOB, €C/TN OHWN OAHOBPEMEHHO 3a4aHbl B HECKONbKMX KOHOUTYPALIMOHHbIX
dannax.

Mpasnno 06paboTkM NapamMeTpoB: 3HAYEHME NapamMeTpa B KOHOUIypaLMOHHOM
danne c Honee BLICOKMM NPUOPUTETOM MepeonpeaensdeT 3HadyeHue MnapameTpa B
KOHOUIypaunMoHHOM daine c bonee HU3KMM NPUOPUTETOM.

[Mpumep napameTpa:

valkey password: "example valkey password"

MpaBuno 06paboTKM MaccKMBOB: MAaccMB B KOHPUrypaUMOHHOM dainne c bonee
BbICOKMM MPUMOPUTETOM NepeonpeaenseT MacCus B KOHOUrypaumoHHom ¢anne c bonee
HU3KMM NPUOPUTETOM.

[Mprmep maccmBa:

pg_hba settings:

- type: local # Unix-socket access
name: all
database: all
method: trust

- type: host # Localhost IPv4 access
name: all
database: all
address: 127.0.0.1/32
method: trust

- type: host # Localhost IPv6 access
name: all
database: all
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address: ::1/128
method: trust
- type: host # Gitlab CI vbox-testing
name: all
database: all
address: 172.17.0.0/16
method: md5

Mpasnno 06paboTKM CMMCKOB: €CAN CMUCOK B KOHPUTypaumMoHHOM dainne ¢ bonee
HM3KUM  MPUOPUTETOM  COZEPKUT HOBble 31eMeHTbl  (KOTOpblIXx He Obiio B
KOoHPUrypaumoHHom ¢anine ¢ 6onee BbICOKMM MNPUOPUTETOM), OHM AobaBaatoTca K
MCXOAHOMY  CMMCKY. 3HayeHMe napameTpa B  CNUCKe, CcoAep’kallemca B
KOHPUrypaumoHHOM daine c 6onee BbICOKMM NPUOPUTETOM, NepeonpeaenaeT 3HayeHmne
MmapameTpa M3 CMUCKa, CoAeprKalleroca B KOHOUrypaumoHHom ¢aine ¢ bonee HU3KUM
NPUOPUTETOM.

[Mpnmep cnucka:

postgresqgl:

dbname: example db name # database name

port: 5432 # port

user: example user # user

password: ocs # password

extensions: ["pg trgm", "pg stat statements", "pgcrypto", "pg cron",
"auth delay", "uuid-ossp"] # necessary extensions
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14. TAPAHTUWHbBIE OBA3ATENLCTBA

MNpeanpuATMe-n3rotoBUTENL  rapaHTupyet  pabotocnocobHocts  MMO B
COOTBETCTBMMU C 3aSIBNEHHbIMU XapaKTEPUCTUKAMKU, NPEayCMOTPEHHbLIMM HACTOALLMM
[OKYMEHTOM, Npu cobntoaeHnmn notpebutenem TpebosaHmin 3/,

MpeanpunATMe-n3roToBUTENb NPOBOAUT MOHUTOPUHT 0bLLLEAOCTYMHbBIX MCTOYHNKOB
MHGopMaLMmM, NyBAMKYOLWMX CBeAEHNA 0O YA3BMMOCTAX, Ha NpeaMeT NOABAEHMA B HUX
cBeAeHUM 06 yA3BMMOCTAX B KoMnoHeHTax MMO 1 NnpuHUMaeT Mepbl, HanpaBAeHHbIE Ha
yCTPaHeHMe BbISBNEHHbIX YA3BMMOCTEN AN UCKAOYAKOLWME BO3SMOMXKHOCTb MCMONb30BaHMA
HapPYLWNTENAMM BbIABNEHHbIX YA3BUMMOCTEN.

MpeanpuATMe-n3roToBUTENb obecneumBaeT yCTpaHeHMe yA3BMMOCTEN
nocpeacTBoOm npeaocTaBaeHmA noTpebutenam OnMcaHmA HeobXoAMMbIX
OpraHM3auUMOHHO-TEXHUYECKMX NpoLeayp, HanpaBAEeHHbIX Ha YCTPAHEHWE BbIABMEHHOM
YA3BMMOCTM. TaKXKe npeanpusaTMe-u3roToBuTeNb, B PaMKax nposeaeHua paboT no
YCTPaHEHMWIO BbISIBNEHHbIX YA3BMMOCTEM, pa3pabaTbiBaeT o6HoBAeHMA [10.

MpeanpuaTMe-n3roToBMTENb He NPeaoCcTaBAseT rapaHTU UAM YCNOBUI (ABHbIX
MAN NOoAPa3yMeBaeMbIX 3aKOHOAATeNbCTBOM Poccuitckon Peaepallm) OTHOCUTENbHO
rapaHTMin TOBApPHOW MPUrOAHOCTN, MHTErPUPYEMOCTU, TOAHOCTM K MCMNONb30BAHUIO ANA
BbIMO/IHEHMA KOHKPETHbIX 3a4ay noTpebutensa, OTCYTCTBMA OLWMOOK, BO3MOXKHOCTM
OYHKUMOHMPOBAHMA MNPU MCMONb30BAHMM COBMECTHO C /1t0ObIM MPOrpaMMHbIM  UAK
annapaTHbIM obecneyeHnem.

B cnyyae BbiasneHuns B MO ownbok n aedekToB, CBUAELTENLCTBYIOWMX O
HEeCOOTBETCTBUM rnro 211 n He ABNAOLLMXCA YA3BMMOCTAMM rnnao,
npeanpuATUe-n3roToBMTENb NO GaKTy MNONYYEHMA peKknamaumm noTpebutena obsasyetcs
YCTPaHUTb OWMOKM N/Mnm nedeKTbl Npu Bbinycke 0O6HOBAEHHbIX Bepcui MMO 1 yBeaOMUTb

06 aTom notpedbutenen MMO.
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Peknamaumun notpedbutens NpuMHUMaOTCA npu ycnosuu, 4yto aedekt B MMO He
BbI3BaH AOMNYWEHHbIMW CO CTOPOHbI NOTPebUTeNA HapyweHWAMM B ISKCHAyaTaumu,
XpaHeHnn n TpaHcnopTuposke MM10.

Agpec npeanpuATMA-U3roTOBUTENA OAA HanpasaeHwa peknamaumm: 420500,
Pecnybaunka TaTapcTaH, BepxHeyCAOHCKMIA panoH, r. MHHonoAuc, ya. YHMBepCUTeTCKasn,

a.7,0émnc 59, OFPH 1161690087020.
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Tabnnue (Tabnnua 36).

MEPEYEHb TEPMWUHOB ¥ COKPALLEHUI

|/|CI'IOJ'|b3yeN\b|e B HAaCToOAWLEM AOKYMEHTE TEPMUHbLI N COKpaWleHNA npmBedeHbl B

Tabnunua 36
Colep?:;:/ e Pacwndposka

b, ba3za gaHHbIX

Mc focypapcTBeHHas MHGOPMALIMOHHAA cMCTEMA

3MC 3aMKHyTaA NporpammHas cpeza

nc NHdOopMaLMOHHbIE CUCTEMBI

HCA HecaHKUMOHMPOBAHHbIM AOCTYN

0oC OnepauMoHHasa cucTema

MapTuumoHmpoBaHue |PasaenerHne Tabanubl Ha OTAENbHbIE YAaCTK (NAPTULLMKM) C LENBIO
YAYYLWUTb NPOU3BOAUTENBHOCTb BbiNO/IHEHMA SQL 3anpocos.
MapTMUMOHMPOBaHME NO3BOAAET Pa3aeNnTb AaHHble Ha bonee
ynpasafaemMble 4acTu, yay4laa nx 40CTyNHOCTb M 06paboTKy.
Kaxkaaa napTuuma MoxeT ObiTb He3aBMCcMMO 06paboTaHa, 4To
YNPOLLAET M YCKOPAET BbINOJIHEHWE 3aNPOCOB

Nnb MNoacuctema 6e3onacHOCTH

Y Moacuctema «MapkeT»

no MporpammHoe obecneyeHune

MnoocC MNoacnctema obHoBReHUs OC

rncy MNoacuctema CepBUC yBEAOMAEHNM

rny Moacuctema Mnatpopma ynpaBaeHms

nyT MNoacucTema ynpasaeHnAa TeHaHTamm

rnro MpuKnagHoe nporpammHoe obecneveHne «Aspopa LleHTp»

MNpegnpuaTtne- ObuecTBo ¢ OrpaHUYeHHOM OTBETCTBEHHOCTBIO « OTKPbITAnA

M3roTOBUTEND, MmobunbHaa nnatpopma» (000 «OTKpbITad MOOUIbHASA

npeanpuaTne- nnathopmar)

pa3paboTumk

[MpunoxeHune [NpunoxeHnem ABNAETCA:
—  MobUAbHOE NpunoKeHne, PYHKLUMOHMPYLOLLLEE NOA,
ynpasneHnem OC Aspopa/OC Android;
—  npunoxeHne ana IBM, dyHKUMOHMpYOLWEN noa,
ynpasneHnem OC cemencTta Linux
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TepmuH/
P Pacwunéposka
CokpalyeHune
PTK-®eHuMKc JloBepeHHbIN peno3ntopuin, obecneynBaroLLMim BO3MOKHOCTb

npumeHeHna 6esonacHbix bnbanotek ceoboaHoro MO B
npoekTax pa3paboTku MO. PazpabotaH OO0 «PTK NT»

TY3 TexHnyecKana y4eTHana 3anmcb

C3U CpeacTBo 3aWmThl MHPOPMALMK

cno CneumanbHoe nporpammHoe obecneyeHune

CYB/A Cuctema ynpasnieHma 6azamm AaHHbIX

cyanp Cuctema ynpaBaeHna A0CTyNoM K MHGOPMALMOHHbBIM pecypcam
TokeH AyTeHTMOUKALMOHHbIE AaHHble, KOTOPble BblAAKOTCA

Nnoab30BaTENIO MNMocae YCI'IeU_IHOl\/ﬁ dBTOpPKM3aUMN N ABNAKOTCA
KAKYOM AN1A AOCTYyNa K cny>+<6alv\

Tunbl nopTOB

1. BHeWwHnm — gocTyn K AaHHOMY TNy NOPTOB OCYLLECTBAAETCA
M3-3a NpeaenoB KOHTPOAMPYEMOW 30HbI. Hanpumep, 3anpockl oT
nonb3oBaTenen c ponbto Monb3oBaTens ABpopa MapkeT. JocTyn K
AAHHBIM MOPTAM MMEET HapyLKTENb;

2. BHyTpeHHUI — A0CTYyN K A@HHOMY TUMY MOPTOB MOXKET
OCYLLECTBAATLCA TO/IbKO M3 KOHTPOIMPYEMOM 30HbI. [JaHHble
NOPTbl MCMONb3YHOTCA ANA B3aMMOAENCTBMA APYT C APYTrOM
cepsmcos MO, KomnoHeHTOB cpeabl GyHKUMOHMPOBaHKMA MMO n
MHOPACTPYKTYPHbIX KomnoHeHToB M0, a Taxe Ans
B3aMMOAENTBUA NPUBMNETMPOBAHHbIX NOsb3oBaTenen ¢ MMO

YCTponcTBo Mop, yCTPOMCTBOM Noapa3ymeBaeTca MOOUAbHOE YCTPONCTBO
n/mnn 3BM, Ha KOTOPOM GYHKLMOHMPYIOT COOTBETCTBYIOLLME
KomMmnoHeHTsI 1710

Loa LleHTp 06paboTKn AaHHbIX

J2BM DNEeKTPOHHO-BbIYUC/INTENbHAA MalLMHa

21 JKCn/yaTauMoHHaA AOKYMeHTauUmA

API Application Programming Interface — onncanme cnocobos (Habop
Knaccos, npoueayp, GyHKLUMN, CTPYKTYP UIN KOHCTAHT),
KOTOPbIMM O4HA KOMMNbIOTEPHAA MPOrpaMmMa MOXKET
B3aMMO/eMNCTBOBATL C APYroM NpPorpammon

CD-ROM Compact Disc Read-Only Memory — pa3HOBUAHOCTb KOMMaKT-
IMCKOB C 3aNMMCaHHbIMW Ha HUX A@HHbIMW, AOCTYNHbIMW TONBKO
ONS YTEHUA

CDN MNoacuctema aoctaBkun KoHTeHTa (Content Delivery Network)
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Cookie Hebonblion ¢pparmMeHT AaHHbIX, OTNPaBAEHHbI BeO-CepBepom U

XpaHUMbI Ha 9BM nonb3osaTtena. Beb-kameHT (0bbl4HO Beb-
6pay3ep) BCAKNIM pa3 Npu NONbITKE OTKPbLITb CTPAHMULLY
COOTBETCTBYHOLWErO Beb-caTa NnepecbinaeT 3TOT GparmMeHT
NaHHbIX Beb-cepBepy B cocTaBe http-3anpoca

CSS3

Cascading Style Sheets 3 — cneumnduraums CSS. MNMpeacrasnaet
cobo popmManbHbIN A3bIK, PEaNN30BaAHHbIM C MOMOLLLIO A3bIKA
pa3MeTKM

DHCP

Dynamic Host Configuration Protocol — ceTeBoit npoToKo,
NO3BONAOLLNIM CETEBBIM YCTPOMCTBAM aBTOMATMYECKM NOyYaTb
IP-agpec n apyrme napameTpsbl, Heobxoanmble ans paboTbl B
cetn TCP/IP

DNS

Domain Name System - KOMMNbtOTEPHAA pacnpeseneHHada
cucTema ans nonydeHua nHdopmaumm o AomeHax

DVD

Digital Video Disc — onTnyecknit Hocutenb MHGOPMaLLMK,
BbIMO/IHEHHbIM B pOpMe ANCKAE, ANA XPaHEHNA PA3INYHOM
nHbopmaunm B UMGpPOBOM BUAE

ECMAScript 5

BcTpanBaembl paclumpaembl He MMEOLWMIM CpeacTs
BBO/a-BbIBOAA A3bIK MPOrPaMMMPOBAHNA, MCMOIb3YEMbIN B
KayeCTBe OCHOBbI 414 MOCTPOEHMA APYTMX CKPMATOBbLIX A3bIKOB

HTML5

HyperText Markup Language, version 5 — a3blk Ana
CTPYKTYPMPOBAHMA N NpeAcTaBAeHNA COAEPHKMMOTOo BeD-
CTPaHMLbI

HTTP

HyperText Transfer Protocol — npoTokon nprKknaaHOro ypoBHS
nepefaym aaHHbIx. OcHoBon HTTP aBnseTca TexHONOrms
«KNMeHT-cepBep», TO eCTb NpeAnosiaraeTca cylecTBoBaHme
noTpebuTenen (KIMeHToB), KOTOPbIe MHULIMUPYIOT CoeanHEeHNE v
MOCbINAT 3aMpPocC, 1 NOCTaBLLMKOB (CepBepoB), KOTOPbIE
OXXMAAT coeAnHEHNA 1A NOJly4eHMa 3anpoca, NPoOn3BoAAT
HeobxoaMMble AeNCTBMA 1M BO3BPALLAOT 06paTHO cooblleHme ¢
pe3y/ibTaTOM

HTTPS

Hypertext Transfer Protocol Secure — paclmnpeHume npoTokona
HTTP ans noaaep*KKku WndpoBaHMs B LLEAX MNOBbILLEHNS
6e3onacHocTK. [laHHble B npoTokone HTTPS nepeaatoTca nosepx
Kpuntorpadpuyeckmx npotokonos SSL mam TLS
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1= Internet Protocol - 0CHOBHOW NPOTOKO/ CETEBOrO YPOBHS,

MCnonb3yloWMincs B IHTepHeTe n obecneynsatolmii eanHyHo
CXeMy IOrMYecKor agpecaumm yCTPOUCTB B CETU U
MapLIPYTU3aLMIO AaHHbIX

ISO-06pa3

O6pa3 oNTUYECKOro AMCKa, CoAeprKalLMin GaNNoBYO cUCTEMY
cTaHaapTa ISO 9660

JSON

JavaScript Object Notation — TekcToBbI popmaT 0OMeHa
NaHHbIMW, OCHOBAHHbIN Ha JavaScript

MTP

Media Transfer Protocol — annapaTHO-He3aBMCUMBbIA NPOTOKON,
OCHOBAHHbIN Ha PTP

NFS

Network File System —npoTokon ceTeBoro Aoctyna K $pannosbim
CMCTEMAM, MO3BONAOLLMN MOHTUPOBATL (MOAKNOYATDL)
yOaneHHble GanaoBble CUCTEMbI Yepes CeTb. 3@ OCHOBY B3AT
NPOTOKO/ BbI30Ba yaanéHHbix npoueayp (ONC RPC)

Nginx

Beb-cepBep 1 NOYTOBLIN NPOKCU-CepPBEP, paboTatowmii Ha
Unix-nogo6Hbix OC

OIDC

OpenlD Connect — ypoBeHb ayTeHTUGMKaumm OAuth 2.0,
MHPPACTPYKTYpPbl aBTOpM3aumn. KoHtpoamnpyetca OpenlD
Foundation

PXE

Preboot eXecution Environment — cpeaa ana 3arpy3kn 3BM ¢
MOMOLLbIO CETEBOM KapTbl 6€3 MCMO/Ib30BaAHNA T0KANbHbIX
HOCUTeNen (KeCcTKMX AMCKOB, KOMMNAKT-ANCKOB U APYTX
YCTPOWCTB)

RPM-naket

dann dopmaTta . rpm, NO3BONAOLINIM YCTAHABANBATD, YAANATb U
0OHOBNATL MPUNOKEHMA HA YCTPONCTBAX

SIEM-cucTtema

Cuctema Ana MOHUTOPUHIA, aHaM3a M ynpaBaeHns cobbiTamMm
6e3onacHoOCTH

SMTP

Simple Mail Transfer Protocol — ceTeBo npoToKkon,
npeAHa3HaYeHHbIN ANs nepeaadm 3NeKTPOHHOM MNOYTbl B CETAX
TCP/IP

SSH

Secure SHell — ceTeBOM NPOTOKO/ NPUKNAAHOIO YPOBHS,
NO3BOAIOLINM NPOM3BOANTL YaAaneHHoe ynpasaeHne OC u
TyHHenunposaHune TCP-coeanHeHMn (Hanpumep, ANA nepeaadn
dannos)

TCP

Transmission Control Protocol — npoTokon TpaHCNOPTHOro
YPOBHA, rapaHTUPYHOLLNIM LLeNOCTHOCTb NepeaaBaembiX AaHHbIX U
yBe4OM/IeHWe OTNpaBuUTeNIA O pe3y/ibTaTax nepesayn
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TLS Transport Layer Security — Kpuntorpadpu4eckmin NpoToKo,
obecneymBatoWMin 3aWMLLEHHYIO NepeaaYvy AaHHbIX MexXay
y371aMu B ceTu VIHTepHeT

URL

Uniform Resource Locator — eanHoobpasHbI IoKaTop
(onpeaennTenb MeCTOHAXOXAEHMA) pecypca
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