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AHHOTALNA

HacToAawmin AOKYMEHT ABAAETCA MNepBOM 4YacTbld PYKOBOACTBA pa3paboTymka
noacuctembl  Cepsuc yBegomnenuit (MCY), Bxoaswen B COCTaB MNPUKAALHOTO
nporpamMmmHoro obecneyermna «Aspopa LleHTp» (nanee — MMNO) penns 5.6.0.

NMPUMEYAHUA:

v NMoapobHasa MHGopMaLmMa 0 cocTase 1 HasHadeHuu MIMO, a Takxke TpeboBaHUA K
YC/NIOBMAM BbIMOIHEHWUA NPMUBEAEHbI B lIOKYMeHTe «PyKOBOACTBO aIMUHMCTPATOPAY;

v MoapobHad uWHPopmauma o6 0CoBEeHHOCTAX Pe3epBHOro  KOoMMpoBaHMA
npuBeaeHa B OKYMeHTe «PekomeHaaummn no pesepsHOMY KONMMPOBAHMIOY.

HacToAaWwmMiM AOKYMEHT COAEPXMT MHCTPYKUMW ANA pa3paboTymKa NPUAOKEHUN,
BbINONHAOWMX OTNPABKY push-yBeAOMNEHWI Ha YCTPOMCTBA, QYHKLUMOHUPYHOLME MNOA

ynpasneHnem onepaumoHHon cuctemsl (OC) Aspopa.
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1. ObLWAA NHO®OPMALINA

MPUMEYAHUE. OyHKUMOHANbHOCTb NO/YyYEHMA push-yBeaOMAEHMI AOCTynHa B
OC ABpopa HaumMHaA c Bepcumn 3.2.2.

Echv Ha MOMeHT OoTnpaBkM push-yBegoMAeHMA yCTPOMCTBO HEAOCTYMHO,
NPUNOXKEHME NONYUNT push-yBeaoMAeHNE NOCAe NOAKNOHEHNA K CeTH, obecneymBatoen
noctyn kK Cepsepy npunoxenmn MCy.

Ona wncnonb3oBaHMA push-yBeAOMNeHMIA B CBOMX cMCTeMax pa3paboTymkam
HeobxoaMMO pacWMpnTb OYHKUMOHANbHOCTb MNPUAOXKEHUIA W CepBepa BHELWHEero
NPUNOXKEHWA, OTNPABAAIOLLErO push-yBegoMAeHNA.

NMPUMEYAHUE. He pekomeHayeTCA C NOMOLLbIO push-yBeOMIEHWIA OCYLLECTBAATD
nepeaayy KOHPMAEHUMANBHOM N YyBCTBUTENBHOM MHPOPMALMM B HE3ALWMLLEHHbIX CETAX,
T.K. MNPOTOKOAN B3ammopmencTema ycTponctea ¢ Cepepom npunoxkenun [ICY He
noApa3symeBaeT nepeaadyy KoHPUAEeHUMANbHOM MHPOPMaLMN.

Mpu pa3paboTke NPUAOKEHUI AOCTYMHbI caeaytolinme cnocobbl TECTUPOBAHMA
OYHKLMOHANBHOCTM push-yBeAOMNEHUIA:

— NOAK/OYEHME K TECTOBOMY CEPBEPY;

— MCNO/Ib30BaHMe naarnHa ans amynaumm Cepsepa npunoxennn McCy.
1.1. Paborta c TectoBbiM CepBepom npunoxenum MNCy

[Ona Toro, 4tobbl ICNONL30BATL B pa3paboTke TecToBbI CepBep NpunoxkeHuin NCY
NNA OTNPaBKM push-yBegoMneHmnin, He0b6XoAMMO BbIMONHUTbL CieAytoLLMe Waru:

1) Monyuntb goctyn K TectoBomy Cepsepy npunoxkenuin MNCY:

— HanpaBWUTb 3aMpPOC B TEXHWYECKYHD MNOAAEPNKKY NpeanpuaTMa-paspaboTymka
dev-support@omp.ru;

— MOAYYUTb KUK ANA AoCTyna K TectoBomy Cepsepy npunoxeHuni MCY;
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— WUCMNONb30BaTb KAOYM NPU B3aMMOAENCTBUM CepBepa BHELIHEro NPUAOKEHMA C
TectoBbiM CepBepom npunoxenuin MNCy;

2) Co34aTb M YCTAaHOBUTb NPUIOKEHME HA YCTPOMCTBE:

— YCTaHOBWTb 3aBMCUMOCTY;

— nepefatb B NPUAOXMKEeHMe applicationId, MOAYYEHHbIM OT MNOAAEPHKKM
pa3paboTymKoB;

— 3aperncTpupoBaTbCca B push-gemoHe ¢ momoulbto applicationId, NOAYYnB B
OTBET Ha 3anpocC registrationId ans TectoBoro Cepsepa npuaoxeHnn MNCY;

3) OpraHu3oBaTb Nepeaayvy push-yBeaoMAeHUIN cepBepa BHELWHETO NPUAOKEH NS
yepes TecToBbIN CepBep npunoxkeHuin MNCY:

— nepefatb registrationId cepBepy BHELWHEro MNPUIOXKEHUA AOBEPEHHbIM
cnocobom OT MPUAOKEHMA. ITO NO3BONT CEPBEPY BHELIHErO MPUIOKEHMA OTNPABAATH
TapreTMpoBaHHble push-yBeaOMAEHMA K CBOMM NPUAOKEHMAM Ha KOHKPETHOM YCTPOMCTBE;

— NO/ly4nTb TOKEH A0CTyna Ha TectoBom CepBepe npunoxeHuit NCY yepes cepsep
BHELIHEro NPUAOXKEHNA;

— nepenaTb Yepes cepBep BHELWHEro NPUAOKeHMA push-yseaoMNeHNA, NCNOb3YA
TOKEH A0CTyNa U MAEHTUPUKATOP CBA3KM NPUIOKEHNE — YCTPOMCTBO registrationId.

MpoLuecc pernctpaumm NPpUIoKeHUn NnpuBeaeH Ha pucyHke (PucyHok 1).

MobunbHoe ycCTpoOHCTBO Cepsep npunoxenus MNCY
MobunbHoe npvmo»(eHMel |Cepevnc transport—apil lCepeep MOBUNBLHOTO NPUNOXEHUS
T T T T
' ' ! !
' 1+ 1 Perngrpaums ycTtponcTsa | '
| r !
|2 Ycnewwas perucrpauus ‘ '
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:3Perwcrpauuﬂ npunoxeHus ¢ application_id i : ;
T { 1 !
: :4Perucrpauun CBA3KW NPUNOXEHUs + YECTPOWCTBO : :
! ' " c application_id u device_id ' !
>
| | !
i lg2.Yeneunan peructpauns c registratfon id :
i ' i
_6YcnewHas perucrtpaums c registration_id !
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' . . . !
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PucyHok 1
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3anpoc Ha PerucTpauuio MPUNOKEHUI AOMKEH NPOUCXOANTL NMPW KaKAOM €ero

3aMnyCKe, T.K registrationId UMEET CPOK KM3HM, HE 3aBUCALLMA OT NPUNOKEHUN.
1.2. Nony4yenune goctyna K Tectosomy Cepsepy npunoxenumn MCy

MPUMEYAHWUE. [ina TecTMpoBaHMA cepBepa BHELIHEro MPUAOXKEHWUA, KOTOPbIM
OTNpaBAAeT push-yBeAoMAEHWA, U NPUNOKEHMA, KOTOPOE NOyYaeT push-yBegomnenuns,
HeobxoaMMO MCNOb30BaTb TeCToBbIN CepBep NpuaoxeHun MNCY.

[na nonyyeHmAa HacTpoeK NoaKAtoHeHUA K TecToBomy CepBepy npuaoxKenum MNCy
HeobxoaMmo HanNpaBuTb NMUCbMO B TEXHUYECKYIO NOALEPKKY
npeanpuatmMa-paspaboTynKka: dev-support@omp.ru, ykasaB Ha3BaHWe OpraHM3aumm,
KoTopou TpebyeTca npeaocTaBMTb A0CTyN. B oTBeETHOM NMcbMe ByAyT HanpaBaeHbl aapec
M NOPT, a TakxKe dann c HacTporkamum Cepsepa npunoxkeHuit MCY n HacTporKkamm
npunoxeHun. Hactponkm Cepsepa npunoxkeHnin [CY BbiAaOTCA B €AMHCTBEHHOM
9K3eMNAAPe Ha OpraHM3aumio, Npuv 3TOM MNPUNOKEHUI (KarKaoe M3 KOTOPbIX MMeeT
HACTPOMKM) MOXKET BbITb HECKO/BKO.

HacTpoinkn HeobxoAMMO yKas3aTb B KOHOUrypauum cepBepa BHELIHEro
NPUNOMXKEHMA, KOTOPbIN NOCAE NPOXOXAEHMA ayTEHTUDMKALMM NONYyHaeT TOKEH A0CTyNa U
oTnpasnaeT push-ysegomnerHuna yepes Cepsep npunoxkeruin MNCy.

CnMCOK HaCTpOEK A4 NOAKNIOYEHMA CEPBEPA BHELWHETO NPUIOXKEHMA K TECTOBOMY
Cepsepy npunoxeHun MNCY:

— project id — YyHUMKanbHbIM naeHTUdMKaTop (ID) npoekTa;

— push public address - agpec TectoBoro Cepsepa npuaoxeHun MCY, Ha
KOTOpbI OyayT OTNPaBAATLCA 3aMpPOChl;

— api url - agpec APl tectosoro Cepsepa npuaoxkeHun MNCYy;

— client id — QaKKayHT Yy4YeTHOW 3anucu pas3paboTyMka B MNOACUCTEME

6e3onacHocTn TectoBoro Cepsepa npunoxkenuin NCY, obbiyHO coBnagaeT ¢ ID npoekTa;

— scopes — CMWUCOK AENCTBUM, KOTOPbIE MOTYT BbiTb pa3pelleHbl MPUIOKEHUIO;
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— audience - npeanonaraemblit NoTpebuTeb TOKEHA, KaK NPaBK/IO, 3TO CePBEP
pecypcos (API), K NPUNOXKEHMIO KOTOPOro HEOHXOAMMO MOMYYUTbL AOCTYN;

— token url — agpec nony4yeHWA TOKeHa aBTOPU3aLMM ANA 3aNPOCOB K TECTOBOMY
Cepsepy npunoxkenum MCy;

— key id — unaeHTUdMKATOP NpMBaATHOrO Katova RSA ana nepenadm coobluieHnn
MeX Ay CEPBEPOM BHELLHEro npuaoxKeHua n Cepsepom npunoxkenuin MCy;

— private key — TnNpuBaTHbIM KMtod RSA OnAa nepefadm COOBLLEHUI Mexay
CepBepOM BHELWIHEro npuaoXKeHua u TectoBbiM CepBepom npunoxeHunin TCY.
PekomeHaauUMm NO poTaLuMm NPUBATHOMO KAto4Ya NPOeKTa NpmuBeaeHb! B . 2.3.6.

[ONa NPpUNOXKEHWIA AOCTYNHA HAaCTPOMKA CAeAyOLLINX MAapPaMeTPOB:

— application id — YHWKaNbHbIN WMAEHTUOUKATOP NPUIOKEHWUIA, KOTOPbLIA
Heobxoammo A06aBUTb B MPUNOKEHUE;

— project id —YHMKaNbHbIN NAEHTUOMKATOP NPOEKTA.

NMPUMEYAHMUE. Application id HEOBXOAMMO MCMONBL30BATL ANA PETUCTPALUN B
push-aemoHe Ha ycTponcTtee. Kaxgomy application id MOXeT COOTBETCTBOBATb TO/BKO

1 npunoxxeHue.
1.3. MnaruH ana asmynaymm push-ysegomneHum

B ABpopa SDK npeaycmoTpeHa BO3MOKHOCTb MPOTECTMPOBATbL PaboTy CTOPOHHErO
NPUNOKEHMSA, OTNPABAAIOLLETO PUSh-yBeAOMAEHWA, Ha IMYNATOpPE.

[Ons  HacTpoWKM  nnarMHa  push-yBegomneHnin  HeobxoaMMO  BbIMONHUTb
cnepyrolime AencTenA:

1) CreHepunpoBaTb CePTUOUKAT cert.pem M KNOY key.pem, BbINOJHMB KOMAHAY
openssl B TepMMWHane B cUCTeEMe pa3paboTymKa. BmecTto MHOroToumMin gonyckaerca
3aN0/HUTb NONA B ONUMKM —subj COBCTBEHHbIMM 3HAYEHUAMM AN ONYCTUTb. OrpaHMyeHmA

Ha AaHHble 3Ha4YeHWMA OTCYTCTBYIOT.
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[Mpnumep:

openssl req -x509 -newkey rsa:4096 -keyout key.pem -out cert.pem -days
365 -nodes -sub]
"/C=RU/ST=.../L=.../0=.../0U=.../CN=.../emailAddress=..."

2) B Aspopa IDE 3anyctmuTb malmHy cbopkmn ABpopa Build Engine, HaxkaB KHOMKyY
3aMyCKa, Pacrno/IOKeHHYH B HUXKHEM 1eBOM Yy okHa Aspopa IDE;

3) Cospatb dann HacTpoek Ana cayxbbl push-yBegomneHunin: «MapameTtpbi» ->
«Push-yBegomneHua» -> Bknagka «Cnyxkba» -> «®ann HacTpoek» -> «Co34aTb»;

4) Ha Ton xe BKnagke «Cnyxba» B pasgene «KoHourypaums» ykasaTb
cepTUdUKaT M KoY M3 wara 1 8 nonax «Pann ceptudnkata» n «dain Knoyay;

5) Mpn HeobxoamMmocTM [06aBUTb 3HAYEHME MO YMOJYAHUID ANA Nonewn
«JaHHble» N «3aro/I0BOK» BO BKAAAKE «3HaYEeHMe N0 YMONYAHWNIO ANS YBEAOMAEHUINY;

6) HaxaTb KHOMNKY «[TPUMEHNTLY;

7) YCTQHOBUTbL Ha 3My/ATOpe NakeT push-example W3  CUCTEMHbIX
penosnTopmes. [nA 3Toro HeobXoAMMO MNOAKAKUMTBCA K 3IMYIATOPY W BbIMOJAHUTH

KOMaHAyYy pkcon:

ssh -p 2223 -i ~/AuroraOS/vmshare/ssh/private keys/Aurora OS-Emulator-
latest/nemo nemo@localhost
pkcon install push-example

8) OTKPbITb NPUIOKEHNE push-example Ha IMYIATOPE;

9) B ABpopa IDE OTKpbITb HUMNKHIOK BKAAAKY «Push-yBegomaeHua» UAM HaxaTb
coyeTaHue Knasmw Alt+9;

10) BbibpaTb naeHTMPUKATOP YCTPOMCTBA;

11) Beect naeHTMOUKATOP NPUNOKEHUA B MOJAe cnpaBa OT MAeHTUPMKATOpa
ycTponcTea. [Ana push-example aTo testApplication;

12) BeecTtn TEeKCT yBeAOMIEHMA n Ha*aTb KHOTKY «OTnpasuTb
push-yBegomneHme.

MnarnH gna amynaumm push-yseaomneHnin No3BOAAET OTNPABAATb YBEAOMAEHMUA
He TO/NIbKO Ha TeCTOBOE, HO U Ha COOCTBEHHble MpPUAOXKeHMA. [Ana 3Toro HeobxoaMmo
BbINONIHUTb CAeaytoline AeNCTBNA:

— 3dNyCTUTb NPUIOKeEHNE,;
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— B ABpopa IDE BO Bknagke «Push-yBegomneHumsa» yKasaTb B KayecTBe
naeHTMdMKaTopa applicationId, C KOTOPbIM MNPUIOMKEHUE PErUCTpMpyeTca B
push-gemoHe. MaeHTUPUKATOP ANA IMYNATOPA MOXKET ObITb Nt0ObLIM.

MPUMEYAHWUE. TMogpobHoe onmcaHme npouecca pa3paboTkm cobCTBEHHOrO

npnnoxeHma gnA pUSh-yBe,EI,OI\/\/'IEHVIVI npmneegeHoO B HaCToAWEM AOKYMEHTE.
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2. ONNCAHUE PABQOTDI

2.1. NoAaroToBKa K pabote

Ona nonydyeHuma push-yBeAOMAEHMIA Ha YCTPOMCTBE MCNOAb3yeTcA push-4eMOoH,
ABNALOLLNIMCA CUCTEMHBIM KOMNoHeHTom OC ABpopa.

NMPUMEYAHMUE. Mpn pa3paboTke NpunoxKeHnin cneayet ybeamTbea, 4To B ABpopa
SDK 1 Ha ycTpoMncTBax MMetoTcsaA HeobxoaMmble NaKeTbl.

[na Bxona B ABpopa Build Engine He0b6x0AMMO BbINONHUTL KOMaHAY:

ssh -p 2222 -i ~/AuroraOS/vmshare/ssh/private keys/engine/mersdk
mersdk@localhost

[Ons yCTaHOBKM MaKeToB (ec/iM OHWM OTcyTCcTBYOT) B ABpopa Build Engine

HEeobXxoAMMO BbINONHUTL KOMaHAY:

zypper in push-daemon-1libs push-daemon-devel

[na Bxoaa Ha YCTPOMCTBO HEOHXOAMMO BbIMONHUTL KOMaHAY (device ip cneayet
YTOYHUTb B HAaCTPOMKAX YCTPOMCTBA; username ANa Bepchin OC ABpopa HavmHas ¢ 4.0 —

defaultuser, 419 BEPCUM HUXKE — nemo):

ssh <username>@<device ip>

[na ycTponcTBa HEOH6XOAMMO BbIMOAHUTL KOMAHAY YCTaHOBKM 61MbanoTEK:

pkcon install push-daemon push-daemon-1libs

[Ona npoBepKkn Hanmnymsa nakeTta B ABpopa Build Engine Heob6xoaAMMO BbINONHUTb

KOMaHAay:

zypper search <umsa naxkeTa>

Mpumep KoMaHabl 414 YCTPOMCTBA:

pkcon search <umsa nakera>

10
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2.2. Pa3pabotKka npunorKeHua

2.2.1. Obuwee onncaHue

MPUMEYAHUE. O®yHKUMOHAN noayyYeHMs push-yBegoMNeHMn A0CTyNeH B
OC ABpopa HaumMHaA c Bepcumn 3.2.2.

BHUMAHWE! TlpuseaeHHoe B HacToAWeM noapasaene onuvcaHuMe KJacCoB W
OYHKUMI npuMmeHnmo ans OC ABpopa HaumHana ¢ Bepcun 4.0.

[Ona nonHoueHHoW paboTbl push-AemoHa NPUAOKEHME AO0MKHO NOAAEPKMBATH
paboty B GOHOBOM pexumme, T.e. NPOLLECC AO/KEH BbINOMHATLCA M MNPU 3aKPbITUK
rpaduyeckoro nHTepdeica.

OCHOBHOWM Kfnacc, Mcnonb3dyembln Ana paboTbl C  push-yBegomneHuamm, —
Aurora: :PushNotifications::Client.

B Hayane paboTbl NPUNOKEHMA HeobXxoAMMO YCTAaHOBUTb applicationId C
MOMOLLbIO MeTo4a Aurora: : PushNotifications::Client::setApplicationId().

3HayeHMe applicationId HeOHXOAMMO MONYYUTb B TEXHMYECKON MNOAAEPIKKE
npeanpuatTma-paspabotynka. JaHHbIM NAEHTUOUKATOP MOXKHO BbIHECTU B KOHOUTYPALMIO
NPUNOXKEHUN UAN NPOrPaMMHO 3anpawmeate y Cepepa npunoxeHnit NCY go Havana
npoLecca permcTpaumu.

MPUMEYAHUE. Kaxaomy applicationId MOXeET COOTBETCTBOBATb TO/bKO
OZHO MPUAOKEHME.

Ha ocHoBe applicationId push-A4eMOH BbINOMHAET MOUCK COOTBETCTBYIOLLENO
eMy registrationId, nocae 4Yero Npu BbI30OBE METOAAd registrate() 3Ta Napa
OTNpaBAAeTCA Ha CepBep, rae NPoOM3BOAMTCA MPOBEPKA ee aKTyanbHOCTU. Ecan mapa He
aKTyanbHa (MNM ecnn registrationId MNyCTOM B C/lyd4ae MNEpPBOM perncrpaumm), To
reHepMpyeTcAa HOBbIN registrationId, KOTOPbIM BO3BPALLAETCA MPUAOKEHNEM Yepe3
push-gemoH. Ecnm ke napa yxe Oblna akTyasbHa, TO BO3BPALLAETCA CYLLECTBYHOLLMMA
registrationId, MO3TOMY registrationId ABAAETCA MOCTOAHHbIM ANA CBA3KMK

NPUIOMKEHNS U YCTPOIMCTBA.

11
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B cnyyae HeaKTMBHOCTM MONb30BATENA B TeYEHME ANUTENbHOro BpemeHu byaet
OTNpaB/AeH CUTHAN clientInactive, NPK 3TOM €CAN NPUNOKEHMEe paboTaeT B pOHOBOM
PEXMME N He BbINOMHAETCA HMKAKMX aKTUBHbIX NMPOLECCOB, TO OHO AO0/MXHO 3aBEepLWUTb
paboTy B LENAX IKOHOMWUKN 3apsaaa akKyMynaTopa. B ganbHelwem aAna Bo30H6HOBAEHUA
PaboTbl NPpUNOXKEHNA ero NnoTpebyeTcsa 3anyCTUTb 3aHOBO.

Kaxaoe push-yBegomneHne coaepKMT Noas ANA 3arofioBka, Teno coobuieHma un
00beKT C AaHHbIMM, KOTOPbIA NpeacTaBnaeTr cobolt Habop Mmap «KAKOY-3HAYEHMEY.

CTpyKTypa c onmcaHnem push-yseaomaeHums:

struct Push

{
QString data; // crTpoka, comepxamasa cepuaan30BaHHBM JSON-0OBEKT
QString title; // 3arosoBok coOOmWEHMS
QString message; // Tesno coolmeHus
QString action; // 3Bape3epBUPOBAHO IJIS OyIOyllero MCIIOJb30BAHUM
QString image; // Bape3epBUPOBAHO g OyIOyWeTO MCIOJb30BAaHMSI
QString sound; // Bape3epBUPOBAHO g OYyIOylWEeTO MCIOJb30BAHMSI
quint32 categoryId = 0; // 3apes3epBMpOBaHO Ijsg Oynoymero

MCIIOJIE 30BAHNUSA

}i

MPUMEYAHUE. Bce nona, Kpome data, npeAHasHadyeHbl ANA CUCTEMbI U HET
rapaHTWmM, 4TOo OHM ByAyT NepenaBaTbCA B NPU/IOKEHME BCeraa.

Data fABAAETCA Cepuanm3oBaHHbIM B CTPoKy JSON-obbekTOmM. DPopmaTt
JSON-06beKkTa B data MOXeT OblTb NPOM3BOAbHLIM. ATPMOYT data, B YaCTHOCTM, MOXKHO
MCNONb30BaTb ANA YKa3aHMA Tuna push-yBegomneHms — text, command W T.A4.
Hanpumep, «{«type»: «command», «text»: «value»}».

Cnucok 3TUX CTPYKTYP Aurora: :PushNotifications: :PushList
BO3BpalWlaeTCA C CUTHANOM Aurora: :PushNotifications::Client::notifications
(cm. APl Aurora::PushNotifications::Client). Kapgoe push-yBegomnenue,
Nosly4yeHHOe TakMM 0Bpa3om, B AaNbHENLLIEM MOXKET ObiTb BbIBEAEHO KaK yBeAOM/IEHNE
(n.2.2.2).

APl K/iMeHTa Aurora::PushNotifications::Client ans  pabotbl  C

pUSh-,ﬂ,eN\OHOM COCTOUNT N3 MeTO40B N CMTHATOB.
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OCHOBHble MeToAbl:

— void setApplicationId(const QString &applicationId)
YCTaHaB/INBaET O6'b€KTy Knacca Client applicationId NPUNOXKEHUA, OONXKEH ObITb
Bbl3BaH HEMOCPEACTBEHHO Nepen BbI30OBOM startHandler.

Mpumep:

bool Application::start(const QStringList &arguments)
{
auto applicationId = getApplicationId();
m client->setApplicationId(applicationId); // m client - =TO
obbekT kJjlacca Aurora::PushNotifications::Client’
if (!m client->startHandler()) {
gWarning () << "Failed to start push client, can not start han-
dler";
return false;

}
if (arguments.indexOf (QStringLiteral ("--gui")) != -1) {

startGui () ;

}

return true;

— QString applicationId() — BO3BpalWl@eT yCTaHOB/IEHHbIN B 0OBbEKTE Knacca

Client applicationId.

MNpumep:

gbDebug () << "Current client applicationId:" << m client-
>applicationId(); // m client - 3TO oOBEKT KJIACCa
Aurora: :PushNotifications::Client

— void registrate() — oTnpaBaseT 3anpoc Ha Cepsep npuaoxkeHun MCY Ha
PEerncTpaumo NPUNOKEHMA (CneayeT Bbi3blBaTb MPU KaXKAOM 3anyCKe NPUNOKEHUA);
— bool isPushSystemReady () — BO3BpallaeT CTaTyC TOTOBHOCTHU

push-gemoHa:
® true, €CAM push-aemMoH MoXeT 0bpabaTbiBaTb 3aMPOChI MPUNOKEHNS;
® false — BMNPOTMBOMOJIOXKHOM C/lyYaeE;

— int error()'—HO3BOﬂﬂeTﬂOﬂquTbKOLLHOCﬂeAHem(MMM6KM perncTtpaunin,

13
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— QString errorMessage () — MO3BOAAET MOJY4YUTb TEKCTOBOE ONUCaHWe

nocnegHen oWnBKM perncTpaumm.

OCHOBHble CUTHaNbl:

— void pushSystemReadinessChanged (bool status) — nNepegaeTcsa npu
nMameHeHmM COCTOAHUA pUSh-,EI,EMOHa. Status MMeeT 3Ha4YeHUNe true, €CNu yCTpOVICTBO
CcnocobHo Nnosly4aTb pUSh-yBe,ﬂ,Ol\/\fleHl/IFl, false — B NPOTUBOMNOJIOXKHOM C/y4ae.

MNpumep:

connect (m client, &Aurora::PushNotifications::Client::pushSystemReadi-
nessChanged, this, [] (bool status) {
gDebug () << "Daemon can receive push notifications: " << status;

P

— void registrationId(const QString &registrationId) — NepenaeTcA
npu  nonaydyeHnn ob6bbEeKTomM Knacca Client registrationId, coOAepXalero
MOEHTUPUKATOP NpuaoKeHuA. [JaHHbIM MAEHTUOUKATOP AO0MKeH OblTb OTNpaBAeH Ha
Cepsep npunoxkeHni MCY ana peannsaumm BO3MOXKHOCTU OTNPaBKK push-yBeaoMIEH NI

MNpumep:

connect (m client, &Aurora::PushNotifications::Client::registrationlId,
this, [this] (const QString &registrationId) {
gDebug () << QString("Registration is successful for %$1. Registra-
tionId: %2") .arg(applicationId()) .arg(registrationId);
setRegistrationId(registrationId);

1)

— void registrationError () - nepefaeTca B C/lyd4ae HeyaavyHoM
permcrTpauum.

MNpumep:

connect (m_client, &Aurora::PushNotifications::Client::registrationEr-
ror, this, [this] () {
gWarning () << "Registration error for " << applicationId();

1)

— void notifications (const Aurora: :PushNotifications: :PushlList

&pushList) - nepegaetca npn noay4eHnu 0ObeKTOM Kjacca Client push—

yBEAOMNEHUN. PushList COAEPKUT CMUCOK COODLLEHWI.

14
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MNpumep:

connect (m_client, &Aurora::PushNotifications::Client::notifications,
this, [this] (const Aurora::PushNotifications::PushList &pushList) {
for (const Aurora::PushNotifications::Push &push : pushList) {
gInfo() << "Push title" << push.title;
glnfo () << "Push message" << push.message;

— void <clientInactive() — TnNepenaeTca B C/ydae, ec/in NpPpUNoxKeHne He
BBaMMOAeMCTBOBaﬂO C pUﬁFyBeAOMﬂeHMHMM AnvTenbHoe BpemA. Ecan npunoxkeHue
3anyuweHo B CI)OHOBON\ pexnme, ero peKoMeHaAyeTCA BbIKTHOYUTb.

MNpumep:

connect (m client, &Aurora::PushNotifications::Client::clientlInactive,

this, [this] () {
if (!m guiStarted) {

gInfo() << "Handling inactivity in background mode";
QGuiApplication::instance () ->quit ()
return;

}

gInfo() << "Ignoring inactivity signal";

1)

2.2.2. Pabora c push-ysegomneHunamm ot sepchm OC 4.0 u Bblwwe

Mpumep cTopoHHEro npunoxeHnsa Push Receiver pemoHCTpupyeT Mcnonb3oBaHmue
APl Push daemon, nonydyeHne u 06paboTky push-yBeAOMANEHUI, a TakXKe Wux
oTobpaxeHue. Mpumep NONHOCTbIO onybnKoBaH Ha pecypce
https://gitlab.com/omprussia/examples.

ApXUTEKTYpa NPUNOKEHNA BKAKOYAET CAedyolUne 3IEMEHTbI:

— main.cpp — CTapTOBaA TOYKA MPUIOMKEHUA;

— ApplicationController — KAacc, peanmsyowmin knneHTckoe APl ans paboTbl
c push-yBegomnennamu. YHacnenosaH ot QObject;

— ApplicationService — KAacc, peanmsytolinin CeEpBMUC AN KOHTPOAA PaboTbl
npunoxeHma B GOHOBOM peXKMMe/Ha nepeaHem nnaHe ¢ nomoubto D-Bus-cepsuca u

aprymeHToB KOMaHAHOM CTPOKM. YHacnenosaH ot QDBusAbstractAdaptor;

15
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— BCNoOMoOraTesibHble Kaaccbl M gml-koa ana rpaduyeckoro uHTepdenca (B

HacToALLEM AOKYMEHTE He NPUBOAATCA, MOTYT ObITb OnpeaeneHbl NPON3BObHO).
2.2.2.1. ObbAaBNeHME NPUNOKEHMUA

dparmeHT KoAa Knacca, oTBeyalolw,ero 3a B3aumogencTane APl push-gemoHa u

NHTepdEeNnca NPUNOKEHMA:

// SPDX-FileCopyrightText: 2023 Open Mobile Platform LLC <commu-
nity@omp.ru>
// SPDX-License-Identifier: BSD-3-Clause

#ifndef APPLICATIONCONTROLLER H
#define APPLICATIONCONTROLLER H

#include <QtCore/QO0bject>

#include <push client.h>
#include <auroraapp.h>

class QQuickView;
class NotificationsModel;
class ApplicationController : public QObject

{
Q OBJECT

Q PROPERTY (NotificationsModel *notificationsModel READ notifica-
tionsModel CONSTANT)

Q PROPERTY (QString applicationId READ applicationId NOTIFY appli-
cationIdChanged)

Q PROPERTY (QString registrationId READ registrationId NOTIFY reg-
istrationIdChanged)

public:
explicit ApplicationController (QObject *parent = nullptr);
ApplicationController (const QStringList &arguments, QObject *par-
ent = nullptr);

NotificationsModel *notificationsModel () const;
QString applicationId() const;
QString registrationId() const;

signals:
void applicationIdChanged (const QString &applicationId);
void registrationIdChanged (const QString &registrationId);

public slots:
void showGui () ;
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private slots:
void setApplicationId(const QString &applicationId);
void setRegistrationId(const QString &registrationId);
void pushListToNotificationList (const Aurora::PushNotifica-
tions::PushlList &pushlList);
void quitOnClientInactive();

private:
QString readApplicationId() const;

private:

Aurora::PushNotifications::Client *m notificationsClient{ nullptr
s

NotificationsModel *m notificationsModel{ nullptr };

QQuickView *m view{ nullptr };

QString m registrationId{};
b

fendif // APPLICATIONCONTROLLER H

API Aurora::PushNotifications AOCTYMHO NPW NOAKAKOYEHUM BUOBANOTEKM
libpushclient, OCHOBHbIE K1aCCbl 0OBbABAEHbI B 3aroI0BOYHOM darne push client.h.
B KOHCTpYKTOpE NpPOUCXOaNT NOAKAOYEHME CUIHanoB

Aurora: :PushNotifications::Client K C/A0TaM Application:

connect (m notificationsClient, &Client::clientInactive, this,
&ApplicationController::quitOnClientInactive);
connect (m notificationsClient, &Client::pushSystemReadiness-
Changed, [] (bool status) {
gWarning () << "Push system is" << (status ? "available" : "not
available");
1)
connect (m notificationsClient, &Client::registrationId, this,
&ApplicationController:: setRegistrationId);
connect (m notificationsClient, &Client::registrationError,
[1() { gWarning() << "Push system have problems with reg-
istrationId"; });
connect (m_notificationsClient, &Client::notifications, this,
&ApplicationController: :pushListToNotificationList);

17
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2.2.2.2. NaeHTMdPUMKaTOp NPUAOKEHWNI

Ona  ycnewHon  paboTbl  NPUNOXKEHMA  HeobxoauMmo  co3aatbh  Gann
/usr/share/ru.auroraos.PushReceiver/applicationid u [0006aBUTb B Hero
NAEHTUOUKATOP NPUNONKEHUA, KOTOPLIN Obl NOAYYEH BMECTE C APYrMMW HAaCTPOMKaMM
noakntodeHma K Cepsepy npunoxeHur [ICY  (cnMCcOK HacTpoek npuBedeH B

noapasaene 1.2). ina atoro TpebyeTca BbINONHUTb Ha YCTPOMCTBE KOMaHAY:

echo "mpmeHTHUMKaTOP" >
/usr/share/ru.auroraos.PushReceiver/applicationid

Cnenyet ybeauTbca, 4To Yy Pania AOCTAaTOYHO MpaB, YTOObI MO/b30BaTe/lb MOT

4YnTaTb 3TOT Pann. [na Bblaayum npas Ganay MOXKHO BbIMONHUTb Ha YCTPOMCTBE KOMaHAY:

chmod 644 /usr/share/ru.auroraos.PushReceiver/applicationid

B Knacce ApplicationController naeHTMdMKaTop n3
/usr/share/ru.auroraos.PushReceiver/applicationid CYMTbIBAETCA B MeToAe

_readApplicationId()CﬂeAyKHuMN\O6pa3OM:

QOString ApplicationController:: readApplicationId() const
{
QFile applicationIdFile(QStringLiteral (APP ID FILE PATH));
return applicationIdFile.exists () &&
applicationIdFile.open (QIODevice: :ReadOnly)
? applicationIdFile.readAll () .trimmed/()
QString () ;

roe APP ID FILE PATH = /usr/share/ru.auroraos.PushReceiver/application
id.

Al'IbTepHaTl/IBHbIN\ BApMaHTOM YKa3aHMA applicationId ABAAETCA 3a4aTb €ro
HenocpeacTBeHHO B KOAe MPUAOKEHNA.

B KOHCTpyKTOpe Knacca ApplicationController CYMTbIBAETCA NAEHTUPUKATOP

NPUNOXKEHUS, KOTOPbIM 3aTeM NepeaeTcs push-aemoHy:

18
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ApplicationController::ApplicationController (const QStringlList
&arguments, QObject *parent)

QObject (parent),

m notificationsClient (new Client (this)),

m notificationsModel (new NotificationsModel (this))

gRegisterMetaType<NotificationsModel *>("NotificationsModel *");
_setApplicationId( readApplicationId());

if (arguments.indexOf (QStringLiteral ("/no-gui™)) == -1)
showGui () ;

TaKkxe npu cTapTe 06pabaTbiBalOTCA apryMeHTbl KOMaHAHOW CTPOKM arguments.

OTCcyTCTBME aprymeHTa /no-gui MOMET CAYKUTb CUIHANOM 3anycka rpaduyeckoro

MHTepdenca B metoae showGui () :

void ApplicationController::showGui ()
{
if (m view) {
m view->raise();
m view->showFullScreen();
} else {
m view = Aurora::Application::createView();
m view->rootContext () ->setContextProperty (QStringLiteral ("Ap-
plicationController™), this);
m view—->setSource (Aurora: :Application::pathTo (QStringLit-
eral ("gml/PushReceiver.gml")));
m view->show() ;

}

2.2.2.3. PerncrpaumoHHbI naeHTMdmnKaTop

PesynbTaT peructpaumm B  push-gpemoHe byaetr obpabotaH B cnoTe

_setRegistrationId() ApplicationController:

void ApplicationController:: setRegistrationId(const QString &regis-
trationId)
{
if (registrationId == m registrationId)
return;

m registrationlId = registrationId;

emit registrationIdChanged(registrationId);
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Mocne 3anycka npuaoXeHMe MbiTaeTca 3apeructpupoBaTbcs Ha CepBepe
npunoxennin MCY wn B cAydyae ycnexa noaydaeT WAEHTUPMKATOP perucrTpaumnm

registrationId. BKOHCOMM /journalctl oTobBpasnTca cooblleHne cneaytouero snaa:

»62bbal07e-1000-4d6e-ad8b-47935elb7d64"

[MpunoxeHne LOONKHO NepenaTb registrationId B cBOM cepBep BHeLWHEro
ﬂpMﬂOHEHMﬂ,QTO6HCepBepBHGMHGFOHDMHOHEHMHIMOFOTﬂpaBﬂﬂﬂapUShVBEAOMﬂeHMH

ONA KOHKPETHOro registrationId.
2.2.2.4. Push-yBegomneHuns

Monyumns push-yBegomneHune, NpUNOKeEHME CHa4YaNa NPOBEPAET, HE HAXOAUTCA N
NPUNOXKEHNE Ha NepeAHeM MaaHe, a 3aTemM BbINOAHAET aHaAM3 MNOoAA AaHHbIX push-
yBeAOMNEHMA N MOUCK KNtoHa mtype B nosyd4eHHom JSON.

Ecan mtype paBHoO:

— action — yBeaoMm/ieHMe He byaeT oTobpaxKaTbCs;

— notify — byaeT oTobpaxKeH TONbKO BEPXHUIM DaHHep;

— system notify — yBegomaeHve byaeT oTobpa)kaTbCA TOMbKO B LEHTpe
yBEAOMIEHMUN.

Mpn ntobom Apyrom 3HaYeHUM, a TaKKe NpPK NYCTOM 3HAYEHUW UM OTCYTCTBMMU
mtype OyayT oTobparkaTbca 2 push-ysegomneHms (baHHeEp U LEHTP YBEAOMIEHNI).

Boibop cnocoba oTobparkeHus push-yBeaomIeHMA peann3oBaH B MeToae

pushListToNotificationList Knacca ApplicationController:

void ApplicationController::pushListToNotificationList (const PushList
&pushList)
{
for (const auto &push : pushList) {
m notificationsModel->insertPush (push);

QJsonDocument jsonDcoument = QJsonDocu-
ment::fromdson (push.data.toUtf8());

QString notifyType = jsonDcoument.ob-
ject () .value ("mtype") .toString () ;

if (notifyType == QStringLiteral ("action"))
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continue;

static QVariant defaultAction = Notification::remoteAction (
QStringLiteral ("default"), tr("Open app"), Applica-
tionService::notifyDBusService (),
ApplicationService: :notifyDBusPath (), Application-
Service::notifyDBusIface (),
ApplicationService::notifyDBusMethod()) ;

Notification notification;

notification.setAppName (tr ("Push Receiver"));
notification.setSummary (push.title);

notification.setBody (push.message) ;
notification.setIsTransient (false);
notification.setItemCount (1) ;

notification.setHintValue ("x-nemo-feedback", "sms exists");
notification.setRemoteAction (defaultAction):;
notification.publish{();

2.2.2.5. CepBuc oNna ynpasneHua npuaoKeHnamm

[Ona ynpaBneHna npuaoXKeHnem, cnocobHbIM Kak paboTaTb B POHOBOM peRMME,
TaK W 3anyckaTb rpadpuyecknin nHTepdenc, co3gaeTca Knacc ApplicationService,

KOTOpPbIM HacneayeTcA OT QDBusAbstractAdaptor:

// SPDX-FileCopyrightText: 2023 Open Mobile Platform LLC <commu-
nity@omp.ru>
// SPDX-License-Identifier: BSD-3-Clause

#ifndef APPLICATIONSERVICE H
#define APPLICATIONSERVICE H

#include <QtDBus/QDBusAbstractAdaptor>

class ApplicationService : public QDBRusAbstractAdaptor
{
Q OBJECT

Q CLASSINFO ("D-Bus Interface", DBUS INTERFACE)

public:
explicit ApplicationService (QObject *parent = nullptr);
~ApplicationService () override;

static bool isRegistered();
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static QString notifyDBusService();
static QString notifyDBusPath() ;
static QString notifyDBusIface();
static QString notifyDBusMethod() ;

static int updateApplicationArgs (const QStringList &arguments);

signals:
void guiRequested() ;

public slots:
void handleApplicationArgs (const QStringList &arguments):;
void handleApplicationWakeUp() ;

i

#endif // APPLICATIONSERVICE H

HasBaHue cepBuca, NyTb M MUHTepdenc, KoTopble MOXKeT MCNOo/b30BaTb
npunoxeHune, orpaHnyeHbl popmatom orgName.appName (nogpobHee B nn. 2.2.2.6).

B KOHCTpyKTOpEe peructpupyetca D-Bus-cepsuc:

ApplicationService::ApplicationService (Q0bject *parent) : QDBusAb-
stractAdaptor (parent)

{
setAutoRelaySignals (true);

ODBusConnection dbus = QDBusConnection: :sessionBus/() ;
dbus.registerObject (dbusPathStr, this, QDBusConnection::Expor-
tAllSlots) ;

if (!isRegistered()) {
bool success = dbus.registerService (dbusServiceStr);
if (!success)
gApp->quit () ;

MeTona updateApplicationArgs (const QStringList &arguments)
MCMONIb3YEeT 3TOT CepPBUC, 4YTOObI NMPUMEHNTb ANA NMPUNOXKEHNA aPryMeHTbI KOMaH,EI,HOP’I

CTPOKM, BbI3BaB handleApplicationArgs (const QStringList &arguments):

22



— "1 OTOKPbITAFI
PykoBoacTBO pa3paboTtymka. YacTtb 1 ' ".—,"nﬂ'ﬂgﬁ'ﬁﬂ

int ApplicationService::updateApplicationArgs (const QStringList
&arguments)
{
QDBusMessage message =
QODBusMessage: :createMethodCall (dbusServiceStr, dbusPathStr,
dbusIfaceStr,
dbusMeth-
odStr) ;
message.setArguments (QList<QVariant> () << arguments);
ODBusMessage reply = QDBusConnection::sessionBus () .call (message);

return 0;

MeToz, handleApplicationArgs (const QStringList &arguments)
OTNpaBAAeT CUrHan O HeobXOAMMOCTU OTKPbITb rpapuyeckMin MHTepdenc, ecnm B

aprymeHTax KOMaHAHOM CTPOKM MMeeTcA —gui:

void ApplicationService::handleApplicationArgs (const QStringList &ar-
guments)

{
if (arguments.indexOf (QStringLiteral ("/no-gui")) != -1)
return;

emit guiRequested();

CepBuC cO3aaeTCA U 3aNyCKaeTca B main. cpp:

int main(int argc, char *argvl])

{
QScopedPointer<QGuiApplication> application (Aurora: :Applica-

tion::application(argc, argv));
application->setOrganizationName (QStringLiteral ("ru.auroraos"));
application->setApplicationName (QStringLiteral ("PushReceiver"));

QStringlList applicationArgs = application->arguments () ;
applicationArgs.removeFirst () ;

if (ApplicationService::isRegistered()) {
return ApplicationService::updateApplicationArgs (application-
Args) ;
} else {

QScopedPointer<ApplicationService> applicationService (
new ApplicationService (application.data())):
QScopedPointer<ApplicationController> applicationController (

new ApplicationController (applicationArgs, applica-
tion.data()));
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QObject: :connect (applicationService.data (), &Application-
Service::guiRequested,
applicationController.data (), &Application-
Controller: :showGui) ;

return application->exec();

CHavyana npoBepsieTca, He Dbl I CEPBUC YyrKe 3anylleH. B aTom cnyyae y Hero
TONIbKO OBOHOBAAIOTCA apPryMeHTbl KOMaHAHOW CTPOKMW. MHaye co3gaeTcsa M 3anyckaeTca

HOBbIN CEPBUC, a TaKKe NPUIOKEHNE, KOTOPOE NOJTy4aeT apryMeHTbl KOMaHAHOM CTPOKM.
2.2.2.6. [1ononHUTeNbHbIe HACTPOMKM KOHPUTYypaLmm

Ona npunoxeHma HeobxoaMmo B danne .desktop YKasaTb BO3MOMHOCTb

NPUHMMATb uri B KayecTBe apryMeHTa:

Exec=/usr/bin/ru.auroraos.PushReceiver %u

Ona poctyna K push-AeMOHYy MPUIOXKEHUIO HeobXxoAMMOo  paspelleHune
PushNotifications, KOTOpPOE€ MOXHO 334aTb B TMNOJe Permissions CEKUNU

X-Application ¢alhna .desktop:

[X-Application]
Permissions=PushNotifications

OrpaHunyeHne Ha MmeHa D-Bus WWH, KOTOpble MOXeT NoAHMMATb MPUIOKEHME.
AOCTyﬂHbITOﬂbKO MMeéHa BMOa orgname.appname, 1€ orgname N appname 3a4ad0OTCA B

CeKuMn X-Application ¢akhna .desktop:

[X-Application]
OrganizationName=ru.auroraos
ApplicationName=PushReceiver

B pro-daiine HeobxoAMMO YyKasaTb, YTO NpuaoxKeHme mcnonb3yet Qt D-Bus u

LONoONHUTENbHblE BUOAMOTEKM pushclient M nemonotifications-qt5:
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QT += dbus

PKGCONFIG += \
pushclient \
nemonotifications-qth

MPUMEYAHWE. Mocne pernctpaumm NnpmMaoxKeHna B push-gemoHe oHO OTNpaBAaseT
Ha CBOM CepBep BHELWHEro NPUIOXKEHNA YHUKANbHbIM registrationId, NPM 3TOM Ha
cepBepe BHELWHEero NpuaoXeHna HeobxoanMm Npouecc, CNOCOBHbIM NOMYyYaTb M COXPAHATb

registrationId ANA AanbHeNLlen TapreTMpoBaHHOM OTNPaBKM push-yBeaOMAEHUN.
2.2.3. Ul yBegomnenus (ana OC ot Bepcumn 5.0 1 BblLIE)

B OC Bepcun 5.0 peanmsoBaH HOBbIM MexaHW3M [0CTaBKM push-yBegomieHu
Hanpsamyto B Ul (noapasaen 2.3). JaHHbI MexaHn3m yornpaeT HeobxoAMMOCTb CO3/4aBaThb
YyBEOM/IEHMA HEeNOCPEACTBEHHO U3 NMPUNOKEHUA. [epexos Ha HOBbI MexaHu3m TpebyeT

TO/IbKO NOAKNOYEHUSA HOBOM BUOANOTEKM 1libpushapi :

PKGCONFIG += pushapi

MPUMEYAHUE. Echn paHee npunoxeHue co3gaBano yBeAOMIEHUA C AAaHHbIMMU,
npuweawmmmnm B push-yBegomneHuns, TO NpM nNepexole Ha HOBbIM MexaHu3m, ANA
n3bexkaHma aybnMpoBaHMA yBeAOMAEHUM, CTOUT M3DaBUTbCA OT CAaMOCTOSATENbHOrO
co3aaHus.

MpunoxeHne MoXKeT peann3oBaTb B cBoem D-Bus cepBuce meTos, KOTOpbIn byaeT
BbI3BaH NMPW KAMKe Ha push-yBeaoMaeHme, ecn ero MMa Bbino NnepeaaHo B No/e action
push-yBegomneHua. Ha TeKkywmin MOMEHT NOoAAEPKMBAETCA TONbKO 1 meToa Ha push-
yBeOM/IEHME N He NMOAAEPKMBAKOTCA METOAbl C aprymeHTamu. [Ana Ttoro 4tobbl meToA
BbINONHANCA (B TOM YMC/AEe MPU BbIKAOYEHHOM MPUNOKEHMKN), HEODXOAMMO CcAenatb
npunoxeHne DBus activatable nytem pobaBneHna nona ExecDBus B CEKUMIO

X-Application paina .desktop:

[X-Application]
ExecDBus=/usr/bin/ru.auroraos.PushReceiver %u
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BHUMAHMWE! Mogaeprkka mexaHn3ama, onmcaHHoro B nn. 2.3.3.2, coxpaHAeTca B
[AHHbIA MOMEHT, ANA NPOA0KeHMA paboTbl He TpebyeTcA AONONHUTENbHbIX MU3MEHEHUI
B MPUNOXKEHUN UAKN NepechOopKM.

MPUMEYAHUE. brubnnoTtekn libpushclient U libpushapi KOHQAUKTYIOT APYT C

APYrom, 0O4HOBPEMEHHO MOYHO MCMNO/b30BaTb TO/IBKO OAHY U3 HUX.
2.3. OTtnpaBKa push-yBegomneHui

Push-yBegomneHuna oTnpaBaAoTCA C CepBepa BHELWHEro npuaoxKenuna vyepes API
Cepsepa npunoxkernuin MCY, KoTopbl 3awmuieH npotokonom OAUTH2 OpenlID Connect
cornacHo JSON Web Token (JWT) Profile for OAuth 2.0 Client Authentication. Mpu aTom
MCMONb3yeTcA MeTo, ayTeHTUOMKAUMK private key Jwt.

Mpu pernctpaunm npoekta Ha Cepsepe npunoxkeHuin MNCY paspabotymky dyayT
HanpaBaeHbl KOHOUIYpPaLMOHHbIE HACTPOMKM MNPUIOKEHMA W CepBepa BHELHEro
NPUNOXKEHMA. B KOHOUIypaumm npeacTaBieHbl MapameTpbl, HEOOXOAMMbIE AN HACTPONKM
KAneHTa npoToKkona astopm3aumm OpenlD Connect n popmmnposanHma URL ans otnpasku
push-yBegoMneHMN, NpuBeaeHHble B nogpasaene 1.2.

STanbl OTNPaBKM push-yBegoMNEHN:

1) MonyyeHue TOKeHa, MO3BOMAKOWEro B TeYEeHMEe BPEMEHW €ero KU3HU
oTNpaBaATb push-ysegomnenus (n. 2.3.1);

2) HenocpeacTtBeHHO oTnpaBKa push-yseagomneHus (n. 2.3.3).
2.3.1. 3anpoc TOKeHa aBTopM3aLMMK

[na nony4eHna TokeHa HeobXxoAMMO BbIMOJIHUTL HEABTOPM30BAHHLIN 3anNpoc Mo
aZpecy n3 napameTtpa token url (noapasgen 1.2).

3anpoc:

POST {token url}
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Mpumep:

POST http://example.ru/auth/public/oauth2/token

3aro/I0BOK Content-Type AO/IXKEH UMETb 3HAa4YeHMEe application/json.

Obs3aTesbHble NapaMeTpbl TeNa 3anpoca npmeeaeHbl B Tabauue (Tabaunua 1).

Tabnnua 1

0O6a3aTeNbHOCTb

MNapameTp

Twvn

OnucaHue

[a

scope

String

CnMCcoK AencTBUIA, KOTOPble MOTYT ObITb
paspelleHbl NPUIOKEHMIO.

3Ha4yeHKnA 13 ¢pariana Cc HaCTPOMKaMM NPOEKTA
(nogpasaen 1.2).

[MpMep: openid offline message:update
project:read

[a

audience

String

Mpeanonaraembit noTpebuTenb TOKEHa, Kak
npaBuao, 370 cepsBep pecypcos (API), K
KOTOPOMY NPUNOKEHMIO HEODBXOAMMO
NONY4YMTb AOCTYn.

3Ha4yeHunA 13 dparaa c HaCTPOMKaMM NPOEKTA
(nogpasaen 1.2).

[MpyMmep: http://example.ru/auth/public
http:// example.ru /push/public

Ha

grant typ
e

String

Tvin aBTOPU3aLMK cepBepa BHELWHEro
npunoxenua B Noacucreme 6e30MacHOCTH
Push-cepBepa.

[Mepenatb 3Ha4YeHMe: «client credentials»

Ha

client as
sertion t

ype

String

[lepenaTb 3Ha4YeHMe, KaK CTPOKY:
«urn:ietf:params:oauth:client-
assertion-type:jwt-bearer»

Ha

client as
sertion

String

CdopmmpoBaHHbIN camocTonaTesnbHO JWT,
coaeprawmin MHpopmaumo Ans
ayTeHTUPUKALMM KnneHTa. OH A0 KeH ObiTb
noanucaH umMdpoBOM NOANMCHLO C
MCNONb30BAHMEM 3aKPbITOrO K/t0Ya, 3HaYeHune
KOTOPOro HaxoAMTCA B MapameTpe

private key u3 darnna c HaCTpoOMKamu
npoekTa (nogpasnen 1.2). TpeboBaHums K
dopmmpoBaHmMto TokeHa JWT MOXKHO
nocmoTpeTb B Tabanue (Tabanua 2)
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JWT ponskeH copepaTb obsasaTenbHble MapameTpbl, NpuBedeHHble B Tabauue

(Tabnnua 2).

Tabnnua 2

06a3aTenbHOCTb

MNapameTp

Twvn

OnucaHue

iss

String

Issuer. JomKkeH coaep>aTb client id
KaneHTa OAuth

sub

String

Subject. JonxeH copepatb client id
KaneHTa OAuth

aud

String

Audience.

Mpeanonaraembit NoTpebuTEeNb TOKEHA, KaK
npaBunao, 3To cepBep pecypcos (API), K
KOTOPOMY NPUNOKEHMIO HEODBXOAMMO
NONY4YMTb AOCTYn.

CepBep aBTOpM3aLMMN AOKEH NOATBEPAMNTD,
YTO OH ABNIAETCA LeNeBOon ayanTopmen ans
TOKeHa. 3HayeHMe J0/1KHO NPeacTaBAATb
coboit URL KOHEeYHOM TOYKM cepBepa
aBTOPM3aLMNM

Ha

Jti

String

JWT ID.

YHUKaNbHbIN MAEHTUPUMKATOP TOKEHQ,
KOTOPbIM MOXKeT OblTb MCNONb30BaH AN
npenoTBpalLeHMA MOBTOPHOrO
MCNONb30BaHUA TOKeHa. TakMe MapKepbl
NONKHbI MCMONb30BATbCA TONbKO OAMH Pas3,
€C/IN TONIbKO YCI0BMA NOBTOPHOTO
MCNONb30BaHMNA He DblIN OrOBOPEHBI MEXAayY
CTOPOHamM; Ntobble Takne NneperoBopsbl
BbIXOAAT 33 PaMKM A@HHOM cneunduKkaumm

Ha

exp

String

Bpema ncreveHma cpoka 4enCcTBMA TOKEHA, MO
ncredeHmm kotoporo JWT He gonKeH
NPUHMMaTbLCA K 0bpaboTke

2.3.2. Tloaonucb TOKeHa aBTopM3aLnm

JWT pgonxeH 6biTb NoANMcaH UMPPOoBOM NOAMNMUCHIO C UCMOJIb30BAHUEM 3aKPbITOrO

KAto4a B aCMMMeTPUYHOM Kpuntorpadumm RS256.
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KAneHT,  umcnonb3ywowmuii  MeTon  ayTeHTUPUKauMKM,  [AO/KEH  3apaHee
3aperncTpupoBaTh CBOM OTKPLITLIN KAOY (NapameTp key id) Ha cepBepe aBTOpU3aLuu,
4YTOObI CEPBEP MOT MPOBEPUTL assertion.

MpPoBEPUTb KOPPEKTHOCTb BbIMYLIEHHOrO TOKEHA MOXKHO, K MPpUMepy, Ha caiTe
https://jwt.io/.

OTBEeT Ha 3anpoc NoAy4YeHns ToKkeHa npueeaeH B Tabauue (Tabauua 3).

Tabnuua 3

06Aa3aTeNnbHOCTb MNapameTp Tun OnucaHune

[a access_token|String|TokeH aBTOpM3aLMM, C KOTOPbIM
HeobXxoAMMO BbINOHATL 3aNPOCHI K
cepsepy

Ha expires_in |String |Bpems AeNCTBMA TOKEHA aBTOPM3aLMK

Ha scope String |Cnucok AencTsui, KoTopble MOryT BbiTb
paspelleHbl NPUAOKEHMAM

Na token_type |String |Tun TokeHa

Na expires_at |String|Bpems OKOHYaHWA OENCTBMA TOKEHA
aBTOpM3aLNM

N3 oTBETa CnedyeT cuMTaTb aTpMOyYTbl, KOTOPble BO3BPALLLAKOT TOKEH, M BPEMA €ro
[encTemA.

Mpumepbl Koaa Ha Python 1 Java ans nonydyeHua TOKeHa A0CTyna NpuBeaeHbl B
nogpasgene 2.4.

Mpumepbl Koaa npuBedeHbl Ha nopTtane paspaborymkos OC Aspopa:
https://community.omprussia.ru/documentation/software_development/guides/push/s
erver.html#texample.

B cnyvae, ecnu BblWen CPOK [AeWCTBMA access token, HeobxoaMmo

MHUUMNPOBATb NpoLeaypy NoaydyeHna TokeHa (n. 2.3.1).
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2.3.3. OnpaBKa push-yBegomneHui
2.3.3.1. Obuwas nudopmauma

Nna oTnpaBkM push-yseaomneHus Heobxoanmo chopmmpoBaTh 3anpoc Ha Cepsep

npunoxeHun MNCY, ykasaHHbIN B api url (nogpasaen 1.2).

POST {api url}/projects/{project id}/messages

3aroNoBOK Content-Type AO/IXKEH MMETb 3HA4YeHMe: application/json.

3aroNIoBOK Authorization AO/IKEH MMETb 3Ha4YeHWe: Bearer access token,
NOMly4YEeHHbIM B 3anpoce asTopm3aumm (n. 2.3.1).

K aapecy Cepsepa npunoxeHuin [CY Heobxoammo p[06aBUTb GparmeHT C
yKa3aHMem project id.

MapameTpbl Tena 3anpoca npueeaeHsl B Tabauue (Tabanua 4).

Tabnuua 4
Ob6sazaTtenbHocTb | MapameTp Tun OnucaHue
[a target String  |YKasblBaeTcs registrationId,
NONYYEHHbIN M3 NPUNOKEHNA NOCAE ero
pernctpaunmn Ha Cepsepe npunoxenumin MNCY
Ha type Enum MNoanepmBaeTcsa 3Ha4YeHMe device
(String)
[Na ttl String |Bpems sku3HM push-yBegomaeHuns,
Hanpumep, 5h30m. MoxeT 6bITb 3a4aHO0
TONbKO B CeAYOWNX eAMHMLAX: s —
CEeKYHAbl, h — 4Yacbl, m — MWHYTbI
Na notificat |OBJ CoaepskaHue push-ysegomneHus
ion Notifica
tion

MNapameTpbl 06beKTa Notification NnpuBeaeHbl B Tabanue (Tabanua 5).

Tabnuua 5
Ob6szatenbHocTb | Mapametp | Twun OnucaHune
Het title string |3aronosok (4o 512 cumeonos)
HeT message |string |Teno coobuleHua (0o 2048 cumsonos)
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Ob6s3atenbHocTb | Mapametrp | Twun Onucanue

Het data Object |O6beKT 418 MapameTPoB KtoY-3HaYeHue,
MOXHO nepeaasatb Nt0bble HeobxoaMMble
npunoxeHuto nons (ao 1024 6ainT)

Het action string |[leincreme, KoTopoe ByaeT BbINOJAHEHO B

NPUNOMKEHNM, MOCNE HAXKaTUA NONb30BATENEM
Ha yBeJoM/eHMe.

[encTema 3aaatoTcs pa3paboTynkom
NPUNOXKEHNN.

Hanpumep, ecam y npunoxkenua ectb D-Bus
cepBuc, B KOTOpoM onpeaeneH metoa «Openy,
Toraa «Open» MOXHO NepeaaTb B Nose u
meToa 6yaeT BbI3BaH CUCTEMOM MPU KNMKE Ha
yBeJoMIeHME.

Mone AoNKHO coaepaTb He bonee 255
CMMBO/IOB.

MeToa AoKeH ObITb 1 Ha NoNe U MeTo He
NOJIKEH CoAeprKaTb NapameTpbl.

[na Toro, 4tobbl Hbl1a BO3IMOXKHOCTb BbI3BATb
action, push-yBegomneHne A0NKHO
0T06pPa3nTbCA B CUCTEMHOM Tpee

Bo3MOXHble Koabl oWMbOoK npuseaeHbl B Tabaunue (Tabanua 6).

Tabnmua 6

Koa v craTyc
OLWKnbKM

OnucaHue

JeicTBua ona ycrpaHeHua owmnbKku

400 Bad Request

ttl limit is exceeded

Heobxoammo npoBepuTb
[ONYyCTMMOE BPEMSA KM3HM push-
yBeOM/IEHMA B COOTBETCTBUM C
HaACTOALLMM JIOKYMEHTOM

type

unsupported message

Heobxoanmo npoBepmnTb A0CTYMHbIE
TUMbI JIOCTABKM YBEAOMIEHUI B
COOTBETCTBMM C HACTOALLMM
[OKYMEHTOM

title length

invalid notification

Heobxoanmo npoBepmnTb A0CTYMHbIE
OrpaHMYeHmnsa Ha co3aaHme
yBeAOM/IEHUI B COOTBETCTBUM C
HACTOALLMM JOKYMEHTOM
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Kopa n cTatyc
owunbkmn

OnucaHue

NNAT®0PMA
Jencteua ana yctpaHeHus owmnbku

invalid notification
message length

HeobxoaMMo NpoBepuTb AOCTYMHbIE
orpaHuYeHmna Ha co3gaHue
yBEAOMNEHUI B COOTBETCTBUM C
HaACTOSALLMM JOKYMEHTOM

invalid target

HeobxoaMMO NPoBEpPUTb AOCTYMHbIE
3HaYeHMsA B COOTBETCTBUM C
HaACTOSLMM AOKYMEHTOM

target not found
(YKa3aHHbIN
registration idHe
HanaeH)

registration idHeobxoaMmo
NONYy4YnTb NOC/E pPerncTpaumm
YCTPOMCTBA M NPUIOKEHUA Ha
CepBepe npunoxeHuin NCyY

401 Unauthorized

VIcTeK cpoK AencTBMA TOKEHa
aBTOPU3aLMM

HeobxoamMmo nonyy4mTb HOBbIM
TOKeH aBTopu3aumm (n. 2.3.1)

Client authentication
failed, the provided
client JSON Web key is

expired (He yaanocb

BbIMNO/NHUTbL ayTEHTUOUKALMIO.

Cpok aencrama
NpeaoCcTaBAEHHOTO KAto4a
NCTeK)

Heobxoammo obpaTnTbea K
AomunHuctpaTopy Cepsuca
yBeIOMNEHMI C NPOCbHOM
BbIMYCTUTb HOBbIN K/tOY
6e30MacHOCTN NPOEeKTa 1 NpUcnaThb
ero, Nocne Yyero cneayeT yCTaHOBUTb
HOBbIM K/AtOY M MOBTOPUTL 3aNpocC

403 Forbidden

OTCyTCTBYIOT HEOHXOAMMblE
npasa AocTyna ann
BbIMNO/HEHMA 3anpoca

Heobxoammo obpatuTbea K
CUCTEMHOMY aAMUHMCTPATOPY ANS
Ha3Ha4YeHWs nNpas

413 Request
Entity Too Large

Obuwmin paamep JSON-
0b6beKTa B Tesie coobLeHms
npesblwaeT 4 KO

HeobxoaMMo yMeHbLLINUTb pa3mep
JSON-ob6bekKTa B Tene coobueHmns

429 Too Many
Requests

[lOCTUTHYT IMMUT KOSIMYECTBa
3aMnpoCoOB B CEKyHY

HeobxoAMMO COKpPaTUTb KOIMYECTBO
3aMpoCoOB B CEKYHAY A/19 NPOEKTa

500 Internal
Server Error

BHyTpeHHAA cucTemMHanA
owmnbka Cepsepa
npuaoxeHun NCY

Heobxoammo obpaTnTbea K
CUCTEMHOMY aAMUHUCTPATOPY

504 Gateway
Timeout

NHdpacTpykTypa Cepsuca
yBEAOMNEHWNN HeAOCTYMHa

Heobxoammo obpatnTbea K
CUCTEMHOMY aAMUHUCTPATOPY
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MNpumep 3anpoca:

POST https://global-push.domain/api/projects/project-from-ui-
bthsc2ig44tso869%9omt0/messages

Content-Type: application/Jjson

{

"target": "442125d4-6041-4f72-ab4b-1e5fd3ad389%a",
llttl": l|2hl|,
"type": "device",
"notification": {
"title": "some title",
"message": "some message",
"data": {
"another key": "value"
by
"action": "command"

}

}

Mpumep oTBETA B CAyYae ycrnexa MMeeT CAeayoLmii BUA:

"expiredAt": "2020-10-06T07:44:43.9675762",
"id": "1526c09c-1cad4-48ea-8357-elb8aaz2f3fc3",
"notification": {

"data": {

"another key": "value"

b

"message": "some message",

"title": "some title",

"action": "command"

}y
"Statusﬂ: ""’
"string": "", "target": "442125d4-6041-4f72-ab4b-1e5fd3ad389%a",
"type": "device"

2.3.3.2. CospaHue push-ysegomneruna ana OC sepcum 3.2.2 1 Bbllle

Push-yBegomieHue ¢ AaHHbIMM B MOAAX data, title W/MAM message bByaeT
NIOCTaBNATbCA HAMPAMYIO B TMPUIOKEHUE, MUHyA OTODOparkeHue B CUCTEMHOM Tpee

ycTporcTBa. Ecnm npunoxkeHune He 66110 3anyLLeHo, oHOo byaeT 3anyueHo B doHe.
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2.3.3.3.  CospaHue push-ysegomnexusa gna OC ot Bepcum 5.0 n Bbilwe

MPUMEYAHUE. B cnydae, ecnm npunoxkeHue He 6bI10 aganTMPOBAHO AAS
npumeHeHns B OC Bepcnm 5.0, To Heobxoammo obpallaThcs K cneaytouiein nHdopmaumm:

— JIorMKa co3aaHuna push-ysegomnenmin (nn. 2.3.3.2);

— OonucaHue aganTaunm npunoxkeHuns (n. 2.2.3).

Push-yBegomneHne ¢ JAaHHbIMM B MoAax title W/MAM message 6Oyaer
oTODparKaTbCA B CUCTEMHOM Tpee ycTponcTBa. MCKatoYeHMeM ABAAETCA CAyyan, Koraa
NPUNOXKEHWE 3anyLWeHOo W pa3BepHyTO, TOraa BCe AaHHble MonaayT B MPUAOXKEHWE U
push-yBegomneHne He byaeT oTobparkaTbCA B CUCTEMHOM Tpee. ECan npunoxkeHme He
6bl10 3aMyLWEeHO B MOMEHT MOJy4YeHMA yYCTPOMCTBOM push-yBegoOmaeHWa, Toraa
npunoxeHne He OyaeT 3anyckatbcsa, a push-yBeaomneHune 6yaeT oTobparkaTbCsa B
CMCTEMHOM Tpee.

Push-yBegomneHue c AaHHbIMKM B None data OyAeT AOCTAaBAATLCA HANPAMYH B
NPUNOXKEHNE, MUHYA OTODparKeHMe B CUCTEMHOM Tpee yCTpoKMCTBa. Ecam npunoxkeHune He
6bIN10 3anyLeHo, oOHo byaeT 3anyLLeHo B GoHe.

Push-yBegomneHne ¢ gaHHbIMW B Nonsx data, title WU/MAM message byaeT
oTODparKeHO B CUCTEMHOM Tpee W [OO0CTaBNeHO B MNPUAOXKEHME OAHOBPEMEHHO.
NcknoveHnem byaeT caydar, Koraa NpuaoxKeHue 3anylleHo M pa3BepHyTO, Toraa Bce
[aHHble nonagyT B NpuaoxeHue K push-yBegomneHune He OyaeT oTobparkaTbca B

CUCTEMHOM Tpee.
2.3.4. Tony4yeHune nHopMaLMM O NpoekTe push-yBeaoMIEHNI

Cepsep npunoxeHnn MNCY npenocTaBaseT BO3MOXKHOCTb MOYYNTb CAEAYOLLYHO
MHGOPMALNIO:

— o goctynHoctn Cepsepa npunoxkeHuin MNCY;

— 00 aKTyaNbHOCTM KNtoYel 6e30nacHOCTM NPOeKTa push-yBeaoMAEHN;

— 00 aKTMBHOCTM NpoeKTa push-yBeaoMAEHNIA.
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Heobxoammo chopmmpoBaTb 3anpoc Ha Cepsep npunoxeHunit MCY, ykasaHHbIN B

api url (noapasgen 1.2):

GET {api url}/projects/{project id}

3aroNI0BOK Content-Type AO/IXKEH UMETb 3HAa4YeHMe: application/json.

3aroNoBOK Authorization AO/IKEH MUMETb 3HaYeHMWe: Bearer access_token,
NOMly4YeHHbIM B 3anpoce asTopusauum (n. 2.3.1).

Mpn ¢opmuposaHmmn URL ana 3anpoca BmecTo {project id} Heobxoaumo
yKa3aTb MAEHTMOUKATOP NPOEKTA M3 KOHOUTYpaLMK.

MNapameTpbl oTBETa NpueeaeHbl B Tabauue (Tabavua 7).

Tabnnua 7
0O6Aa3aTeNnbHOCTb MNapameTp Tun OnucaHue
[a id String MaeHTUOMKATOP NPoeKTa
a name String HasBaHuWe npoekTa
[a isActive Boolean AKTMBHOCTb NPOEKTa
Na serviceAccount |OBJ O6beKT ¢ Hdopmaumen o
ServiceAccount | canpycHom akKayHTe NPOEeKTa
Na createdAt String [laTa co34aHMA NpoeKTa
[Na updatedAt String [laTa 0OHOBNEHMA NPOEKTA

MapameTpbl 06beKTa serviceAccount NpuBeaeHsbl B Tabauue (Tabanua 8).

Tabnnua 8

Ob6sazatenbHocTb | lMapameTtp Twun OnucaHue

Na clientId string | aeHTUGMKATOP CEPBMCHOrO aKKayHTa,
coBnaaaeT ¢ MAEHTUHUKATOPOM MPOEKTa

Na clientName |string |HasgaHuWe CePBUCHOrO aKKayHTa, coBnagaeT
C Ha3BaHMEeM MPOEKTa

Na publicKeys |Object |O6bekT ¢ uHbopmaLmelt o cpoke AencTeus
KAto4yen 6e30nacHOCTM NPoeKTa

Ha scope string |Cnucok AenCTBUiA, KOTOPblE MOTYT BblTb
paspeLleHbl MPUIOKEHNIO

Ha audience ArFaY [s |Mpeanonaraemblit noTpebuTe b TOKEHA, KaK

tring] npaBuao, 3To cepsep pecypcos (API), K

KOTOPOMY MPUNOKEHMIO HE0DbX0AMMO
NONYYNTb AOCTYN
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MNapameTpbl 06bEKTa publicKeys NpuBeaeHbl B Tabauue (Tabauua 9).

Tabnnua 9

Ob6asatenbHoCcTb | Mapametp | Twun OnucaHue

Ha

meta Object |O6beKT ¢ MHPOopMaLumen o katoye 6e30nacHoCTH
NpoeKTa.

CoaepKnT 3HaYeHNe NapameTpOB:

— public: {3Hauenne} - WUAEHTUPMKATOP
nyb6AMYHOrO KNtoYa;

— assigned at - [aTa Ha3HA4YeHWA Kao4en
6e30MacHOCTN NPOEKTa;

— expired at — [aTa OKOHYaHWA AeicTBMA
Kntoyen 6e30nacHOCTM NpoeKTa

OTBeT byaeT npeAcTaBaeH B caeaytoulem popmaTe:

by

"createdAt":"2023-09-13T721:43:29.712093+03:00",
"id":"acs 1384 test ckl05k9pfb78114a8n8g",
"isActive":true,

"name" :"acs-1384-test",

"serviceAccount": {

"audience": [
"http://example.ru/auth/public",
"http://example.ru/push/public"

1,
"clientId":"acs 1384 test ckl05k9pfb78114a8n8g",

"clientName":"acs-1384-test",
"publicKeys": {
"meta": {
"public:WcKEcT7wQQ" : {
"assigned at":"2023-09-13T18:43:582",
"expired at":"2024-12-13T00:43:582"

}
by

"scope":"openid offline message:update project:read"

"updatedAt":"2023-09-13T21:44:43.73058+03:00"

36



http://example.ru/auth/public
http://example.ru/push/public

PyKoBOACTBO pa3spabotymKka. YacTs 1

— "] OTKPbITAS
MOBWJIbHAS
' NAAT®OPMA

Bo3morKHble Koabl oWMbOK npmuBeaeHbl B Tabaunue (Tabanua 10).

Tabnnua 10

Kopa n cTatyc
owunbkun

OnucaHue

JencteuaA ana yctpaHeHua owmnbku

401 Unauthorized

MCTeKCpOKﬂﬁmCTBMHTOKeHa
dBTOpM3aLUnn

HeobxoaMMOo NONYyYUTb HOBbIN TOKEH
aBTOpM3aumm (n. 2.3.1)

Client authentication
failed, the provided
client JSON Web key is

expired (He yaanocb
BbINO/IHUTb
ayteHTndumKaumto. Cpok
NencTBums
NpeaoCcTaBAEHHOro K/4a
NCTeK)

Heobxoammo obpaTnTbea K
ApgmunHunctpatopy Cepsuca
yBEAOMNEHM C NPOCLOON BbINYCTUTb
HOBbIM K/t04 HE30MaCHOCTN NPOEKTa
M NpUCNaTb ero, Nocae Yero cnenyet
YCTaHOBMTb HOBbIM KAKOY M MOBTOPUTb
3anpoc

403 Forbidden

[locTyn K pecypcy 3anpeLleH

[MpoBEPUTb KOPPEKTHOCTb HACTPOEK
nepenaHHoOro npoekKTa. B cnyyae
NOBTOPEHMA OLWNOKM 0OPaTUTLCA K
AgmunHuctpatopy Cepsuca
yBEeOMIEHUI

404 Not Found

Pecypc He HalaeH

[MpoBEPUTb KOPPEKTHOCTb HACTPOEK
nepenaHHoOro npoekTa. B cnyyae
NOBTOPEHMA OLWNOKM 0OPaTUTLCA K
AamunHuctpatopy Cepsuca
yBEAOMIEHMUNN

429 Too Many
Requests

LOCTUTHYT AMMUT
KOJin4ecTBa 3anpoCcoB B

CeKkyHay

HeobxoaMMo COKpPaTUTb KOIMYECTBO
3aMpoCoB B CEKYHAY A/19 NPOEeKTa

500 Internal
Server Error

BHyTpeHHAA cncTemMHan
owmnbka Cepsepa
npuaoxeHun NCY

Heobxoammo obpaTnTbea K
CUCTEMHOMY aAAMUHUCTPATOPY

504 Gateway
Timeout

NHdpacTpykTypa Cepsuca
yBEAOMNEHWNN HeAOCTYMHa

Heobxoammo obpaTnTbea K
CUCTEMHOMY aAMUHUCTPATOPY

37



— "1 OTOKPbITAFI
PykoBoacTBO pa3paboTtymka. YacTtb 1 ' ".—,"nﬂ'ﬂg,';'ﬁﬂ

2.3.5. PekomeHaaumm MCnob30BaHMA 3anpoca

MepnoamMyeckm, C 4YacTOTOM He MeHee OHOro pasa B CYTKM, C CepBepa BHELWHEro
NPUNOXEHNA HeobXxoAMMO BbINONHATL 3anpoc Ha Cepsep npuaoxeHun [MCY, 4TobbI
NoNyyYaTb aKTyaNbHble AaHHbIe MO MPOEKTY:

— aTpmbyT isActive A0MKeH OblTb paBeH true. B cayvae HapyleHWI CBA3ATLCA
c AamnHucTpatopom CepBurca yBeAOMAEHUN;

— 3HayeHMe expired at ANA  WCNOAb3YEMOro K/KYa [OMKHO ObiTb C
[encTeytollen aaton. PekomeHayeTca Noay4ymTb HOBbIN KAo4 6e30MacHOCTU NPOeKTa, He
NOXMAAACh AATbl OKOHYAHMA AENCTBUA TeKyllero. [pouecc aBTOMATMYECKOM CMeHbI Kato4a
H6e3onacHOCTK NpoeKTa NpueeaeH B n. 2.3.6;

— 3HAMNOWHT AO0/KEeH BO3BpalllaTb CTaTyCc 200 OK — 3To 3HauuT, 4to Cepsep
npunoxenuit NMCY dnsmyeckn AoCcTyneH Ans oTNPaBKM COObLLEHWIA U3 cepBepa BHELLIHEro
NpUNoXeHWA. B cnyvyae HapyweHwu cBA3aTbcA C  AamuHuctpatopom  Cepsuca

yBEAOMNEHMUNA.
2.3.6. ABTOMaTM4ecKana CMeHa Katoda 6e3onacHoOCTM NpPoeKTa

B ciyyae, ecam npu BbINOJHEHWM 3anNpoca Ha nosydeHne MHGOPMaLMmM O NPOeKTe
(n.2.3.4), b6ymeTr 3ameyeHO, YTO CPOK JAENCTBMA K/Ya WCTeKkaeT, Heobxoaumo
3a61aroBpeMeHHO BbINOAHUTL CAeaytoline AencTBmA:

— creHepupoBaTb HOBYIO NMapy, COCTOALLYIO M3 OTKPbLITOrO M 3aKPbITOro KAYa;

— YCTaHOBWUTb NYBANYHBIN KAtOY ANA aKKayHTa CBOETo NPOEKTa;

— OOHOBUTb KOHPUIypaLUuMio CBOEro cepsBepa BHELWHEro npPUAOKeHUs 4an
MCMNO/Ib30BaHUSA HOBOTO K/Ato4a NPY NOAYYEHUN aBTOPU3aLMOHHOIO TOKEHa.

,ﬂ,J'IFI reHepaunm rapbobl K/1oYen HeO6XO,£I,MMO BbIMOJ/IHNTb 3aNPOC HMXKE:

POST {api url}/keyPairs

3aro/IoBOK Content-Type AOKEH UMETb 3HaYeHMe: application/json.

MapameTpbl TeNa 3anpoca npueeaeHbl B Tabauue (Tabamua 11).
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Tabnnua 11

Ob6asatenvHocTb | [MapameTp Tun OnucaHue

Ha alg String | AAropuTtm 4S8 NOANUCKH TOKeHa. JoMKHO BbiTb
YKa3aHO 3Ha4YeHMe RS256.

Na kid String | UpeHnTudumKkaTtop Kaoda. CTpoka annHoi 10
CMMBO/I0B, cofeprKallias umdpbl 1 OyKBbI
NATUHCKOro andaBmMTa B HUKHEM N BEPXHEM
perncrpax

Na use String | |lenesoe HasHaYeHMe aNropuTMa WnpposaHms.
[loNKHO BbITb YKa3aHO 3HaYeHWe sig

3aro/I0oBOK Authorization AO/KEH MMETb 3HAYEeHME: Bearer access_ token,

NOMly4YEeHHbIM B 3anpoce aBTopm3aunm (n. 2.3.1).

KoAabl oWMBOK aHanorMyHbl TeM, 4TO NpuBeaeHbl B Tabanue (cm. Tabauua 6).

[lna cnyyas ycnexa napamMeTpbl 0TBeTa NpmBeaeHbl B Tabauvue (Tabavua 12).

Tabnuua 12
Ob6sazaTtenbHocTb | MapameTp Tun OnucaHue
Na private |OBJ private |Q6beKT c MHPOPMaLMeEN O 3aKPbITOM
Kntoue
Na public OBJ public |O6beKT c MHPOPMaLMER 06 OTKPLITOM
Kntoue
MapameTpbl 06beKTa private NpuBeaeHbl B Tabauue (Tabamua 13).
Tabnnua 13
Ob6szatenbHocTb | [MapameTp Tvn OnucaHue
Na Jwk OBJ privatedWK |QHbeKT C ONMCaHMeM 3aKpbITOTO
KAto4a
Na pem String CTpOKa C 3aKPbITbIM K/IlOYOM B
bopmate .pem
MNapameTpbl 0bObBEKTA privatedWK npueBedeHbl B Tabauue (Tabauua 14).

[eTanbHaa nHbopmauma aoctynHa B RFC 7518.
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Tabnuua 14
Ob6asatenvHocTb | lMapameTp Tun OnucaHue
Ha alg String |Kpuntorpaduyeckunit airoput™, B KOTOPOM
npeanonaraeTca MCNob30BaHNE KOYa
Ha d String |3kcnoHeHTa RSA, yuacTsytoulas B
dbopmMMpoBaHMM 3aKpPbITOro KAtoYa. [na
noakntoveHuna K MCY He ncnonbsyeTtca
[a e String |My6aunyHan skcnoHeHTa RSA. s
noakntoveHuna K MCY He ncnonbsyeTtca
Na kid String |YpeHTUPUKATOP Katoda. CTpoka aanHom 10
CMMBO/I0B, CoAepKallasa uMdpbl 1 OYKBbI
NIATUHCKOTO andaBuTa B HUKHEM U BEPXHEM
permcrpax
[a kty String | CemeMCcTBO a/ifOPUTMOB WNPPOBAHMUS,
MCMNONb3yeMOe NPK reHepaLmnm Ka4a.
3Ha4yeHKne byaeT paBHO RSA
Ha n String 'Mogaynb RSA. Ansa nogkntouenus Kk MCY He
Mcnonb3yeTcA
Na p String |epsblit NPOCTON MHOMKUTEN. A
nogkntodeHua K MCY He ncnonblyeTtca
[a q String |Btopoi NpocTon MHOXUTENb. N4
noakatoveHua K MNCY He ncnonblyeTca
Ha use String | |lenesoe Ha3HaYeHWe asropuTMa
wndpoBaHma. JoNKHO ObITb YKa3aHO
3HayeHune sig
MNapameTpbl 06bEKTa public NnpuBeaeHbl B Tabauue (Tabanua 15).
Tabnuua 15
Ob6s3atenbHocTb | [MapameTp Tun OnucaHue
Na Jwk OBJ publicJWK |O6beKT C onmMcaHnem OTKPbLITOro

K/THO4a

MapameTpbl 06bEKTa publicJIWK npuBeaeHbl B Tabauue (Tabauua 16). deTtanm

noctynHel B RFC 7518.
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Tabnmua 16
Ob6asatenvHocTb | lMapameTp Tun OnucaHue

Ha alg String |Kpuntorpaduyeckunit airoput™, B KOTOPOM
npeAnonaraeTca NCNoab30BaHMe KaoYa

[a € String |My6anyHan skcnoHeHTa RSA. a4
noakntoyeHuna K NCY He ncnonbyerca

Na kid String UpeHTUdMKATOP KatoYa

[a kty String  CemeWCcTBO a/ifOPUTMOB WNGPOBAHMS,

MCNONb3yeMOe NpU reHepaLnm Kaua.
3Ha4yeHKe byaeT paBHO RSA

Ha n String |Mogaynb RSA. na noaknoderms K NCY He
Mcnonb3yeTca
Ha use String ||lenesoe Ha3zHa4YeHWe anropmuTMa

wmdpoBaHma. JoNKHO ObITb yKa3aHO
3HayeHue sig

Mpumep oTBETa NPEACTaBAEH HUKE:

"private": {
"jwk": {
"alg":"RS256",
"d":"HD ..... PAHPkp Veébyeaf-GO", // coxpameHO nid
oToOpaxeHms
"e" . "AQAB ",
"kid":"private:tt9jjwRJIxx",
" kty" . "RSA" ’

"n":"3% ....... LRs9J ROgPUk", // cokpalleHO IJjis OTOOpaxeHMUI
"p":"8BU ....... fZW-RclDaPw", // cokpameHO mjs OTOOpaxeHUs
"g"i"7g3 ... ... PdGvp62dw", // cokpameHo g OTOOpaXeHMS
"use" : "Sig"
by
"pem" :"————— BEGIN RSA PRIVATE KEY----- \nMIIJQ ...... JKgthG\n-----
END RSA PRIVATE KEY----- \n" // cokxpameHo mig OTOOpaxeHUS
}y
"public": {
"jWk" : {
"alg" : "R8256"’
"e" : "AQAB " ,

"kid":"public:tt9jjwRIxx",
"kty" : "RSA"’
"n":"3% ...... BLRs9J RogPUk", // coxpalleHO nOJsa OTOOpPaxeHMA
"usel :"Sig"
b

"pem" s 1T TY
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MNocne reHepauum Napbl KAoYen HeobXoAMMO NPUMEHUTL NYDANYHbBIN KAKOY ANA

dKKayHTa CBOEro npoekKTa. [na saToro HeO6XO,£I1VIN\O COenatb cneﬂ,yrom,mﬁ 3anpoc:

PUT
{api url}/projects/{project id}/serviceAccounts/{client id}/publicKeys

MNapameTpbl {project id} n {client id} noACTaBANAOTCA n3
KOH¢MrypauMOHHOFO(baMﬂa NpoeKTa, NONYy4YeHHOro oT Baagensua MNCy.
3aroN0BOK Content-Type AO/IXKEH MMETb 3Ha4YeHMe: application/json.

MapameTpbl Tena 3anpoca npuseaeHsbl B Tabanue (Tabamua 17).

Tabnnua 17

O6a3atenvHocTb | MapameTp Tun OnucaHue

Hla keys Array of OBJ |Maccus ¢ gaHHbIMK 06 OTKPbLITOM
publicJwk KNtoYe, ONUCaHHbIN B TabauLe
(cm. Tabnumua 16)

B Teno 3anpoca B MacCuB keys A0MKeH ObiTb A0b6aBNeH 00beKT public.jwk U3
OTBETa Ha 3amnpoc Mo reHepauun Kayen.

[Npumep Tena 3anpoca:

"keys": [
{
"alg":"RS256",
"e" : "AQAB"’
"kid":"public:tt9jjwRIxx",
l'ktyll : IVRSA",
"n":"39%9 ......... Rs9J RogPUk", // coxpameHO njsa OTOOpaxeHMd
"uSe' :"Sig"

3arofIoBOK Authorization AO/IKEH MMETb 3HaYeHUe: Bearer access token,
NONYYEeHHbIM B 3anpoce aBTopm3aumm (n. 2.3.1).
Koabl owmnbok B OTBETE aHANOrMM4YHbl TEM, YTO NpPuUBEAEHbl B Tabauue

(cm. Tabnnua 6).
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B cnayyae ycnexa npumep oTBETa MOXKET BbIrA4eTb Tak:

"audience": [
"https://ocs-int.ompcloud.ru/auth/public",
"https://ocs—-int.ompcloud.ru/push/public"
] 14
"clientId":"kushnarev test cla7thirvkjfc4j9glel",
"clientName":"kushnarev-test",
"scope":"openid offline message:update project:read keyPairs:create
serviceAccount:update"

}

Ha 3akntwounTenbHom 3Tane Heobxoaumo 0OB6HOBUTbL KOHOMUrypauuio cepsepa
BHELIHEro MPUOXKEHUA (M BCEX Y3/10B KnacTepa Npu Haanuum) ANS WUCMO/b30BaHMA
HOBOTO K/t04Ya MNPu NONYYEeHUN aBTOPM3ALMOHHOIO TOKEHa.

Mpn 3TOM NOMyYeHHble paHee Ha OCHOBAHWM CTAPOro K/ato4a TOKEHbl MOryT ObiThb

MCNONb30BaHbl 40 NCTEYEHMUA CPOKA X AENCTBUA.
2.4. lpumep Koaa cepBepa BHELIHEero NpuioXeHus

2.4.1. Kogp Ha a3bike Python

TecToBbIM NMpUMeEp Ha A3blKke NporpamMmmpoBaHma Python aemoHcTpupyeT Bce
OMWCaHHble  paHee  LWaru. Mpumep  MNONHOCTbIO  AOCTYyNeH  Ha  pecypce
https://gitlab.com/omprussia/tools/PushSenderPython.

MporpamMma cYMTbIBAaeT HACTPOMKM npoekTa m3 YAML-danna, ykasaHHOro B
napameTpe config, AenaeT 3anNpoc Ha NoJiyYeHne TOKeHa A4O0CTyna U B 3aBUCMMOCTU OT
napameTpa action BbIMOJHAET TY UM UHYIO JIOTUKY, LOCTYNHYH Yyepes API.

[eTannm ncnonb3oBaHWA YTUANTLI ONMUCAHbI B conpoBoxaatoem kog README. md

danne.
2.4.2. Kop Ha A3blke Java

TecToBbIM NPUMEP Ha Java AEMOHCTPUPYET Ty Ke OYHKLMOHANIbHOCTL M B MOJIHOM

BMAE AOCTYNeH Ha pecypce https://gitlab.com/omprussia/tools/PushSenderlava.
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[eTann ncnonb3oBaHMA YTUAUTLI ONMUCAHbI B cONpoBoXKaatoem koa README.md
danne.

Ha3HayeHne KnaccoB B Npumepe cepBepa BHELWHEro NPUAOKeHMA

— KJaccol PushNotificationSystem n Config B nakerte
ru.omp.push.example.config OTBEYalOT 3a YTEHWE U XPaAHEHME HACTPOEK KAMEHTA
npunoxenua n Cepsepa npunoxenmin MNCy;

— KNacC ru.omp.push.example.auth.TokenFetcher — 3anpoc U MNonyyeHue
ToKeHa oT Cepsepa npuaoxeHui MCY;

— KNacC TestPushClient — CTapTOBaA TOYKA NPUAOKEHMA, 3arpy3Ka HACTPOeEK 13
daina, nonydyeHme TOKEHa C MOMOLLbIO TokenFetcher, MPOBEpPKa TOKeHa, OTMNpaBKa
push-yBegomMneHMNs, NoaydYeHne MHPopMaLMm 0 MPOeKTe M OOHOBNEHME KtOYEN.

Heobxoanmo obpaTuTb BHMMaHME Ha cneaytoulee:

— nepea TeM, Kak AenaTb 3anpoc Ha OTnpaBky push-yBegomneHuin, TpebyeTtcs
NPOBEPMUTb TOKEH Ha aKTyaNbHOCTb (CM. meToa, validateToken Knacca TokenFetcher);

— ec/nu 3anpoc Ha oTnpaBKy push-yBeaomneHuna sepHyn HTTP code 401, TokeH
HeBanuaHbIM. TpebyeTcs O0OHOBUTL ero 4Yepe3d MeTod, authenticate KJjacca
TokenFetcher M NPOW3BECTM MOMbITKY OTNPaBMUTb push-yBeaomaeHne (Takoe noseaeHmne

MOXET 3aBMCETb OT CTPATErMN CepBepa BHELIHEro NpuaoXKeHus).
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3. OFPAHUYEHUA

B OC HauunHaa c Bepcmn 4.0 Hbln paclwivpeH NPOTOKoA B3ammoaenctemna Cepsepa
npunoxkeHun MCY n push-gemoHa.

Obulasa norMka B3aMMOAENCTBMA OCTanacb MPEXHeW, OAHAKO M3MeHeHue
NPOTOKO/1a MPOM30LLN0 BBUAY MSMEHEHWNA B3aMMOAENCTBMA push-AeMOHa C KOMNOHEHTaMM
ynpassieHna npunoxeHnamm 8 OC Aspopa.

Onsa Bepcun 1 push-gemoHa 6bino Heobxoammo 3anyckatb GUI, a B Bepcum 2
push-aemoHa 3anyck GUI He TpebyeTca BBUAY HAMUYMA MCNONb3YEMOTO KAto4a nogui.

CooTtBeTcTBEHHO, A1A 06paboTkM push-yBegomneHumin 6e3 3anycka GUI Heobxoammo
peann3oBaTb NOAAEPHKKY COOTBETCTBYIOLLETO PEXMMA B CAMOM MPUNOIKEHWNMN.

MPUMEYAHUE. [dononHutenbHble oOrpaHUYeHWA npuBedeHbl B AOKYMEHTe

«PyKOBOACTBO aAMWUHUCTPATOPA».
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NEPEYEHb TEPMWHOB N COKPALLIEHUI

Micnonb3yemble B HAaCTOALWEM AOKYMEHTE TEPMMHbI M COKpaLLEeHWs NpuBeaeHbl B

Tabnunue (Tabnunua 18).

Tabnnua 18
COTK(:)F;A:J'V;:/ e Pacwunéposka

Aspopa SDK Cpepna pa3paboTkm ABpopa, BKAtOYatoWan B ceba cneaytouime
KOMMOHEHTbI:
— Aspopa IDE;
— Aspopa Emulator;
— Aspopa Build Engine

OoC OnepauyoHHasa cucTema

rnro MprKknagHoe nporpammHoe obecneyeHmne «Aspopa LleHTp»

MpunoxeHne MpunoxeHnem aBaaeTcs MOOUAbHOE NPUNOKEHNE,
dyHKLUMOHMpPYtoLLee noa ynpasneHem OC Aspopa

MNpeanpusatmne- ObuwecTBo C OrpaHMYEeHHON OTBETCTBEHHOCTbIO « OTKpPbITaA

pa3paboTymK MmobunbHaa nnatpopma» (000 «OTKpbITas MObUAbHaA
nnatTpopma»)

Nncy Moacuctema CepBuKC yBeAOMAEHNI, PEaNN3YIOLLAA IOTUKY

ynpaBAeHUs XKMU3HEHHbIM LMKAOM NPoeKTa push-yseaomneHumnin

CepBep BHelWwHero

BHewHAs cnctema, no oTHoweHuto K MCY, peannsytoulaa busHec-

NPUNOXKEHNA nornky. McnonbsyeT pyHKUMOHaN CepBepa npunoxeHuns Cepsuca
yBeAOMNEHUA ANA AOCTAaBKM push-yBeOMNEHMA Ha YCTPOMCTBA

Cepsep Backend noacuctembl CepBuca yBegomaeHuin npeagoctasnaeT API

npunoxeHnn MCY | ans cepsepa NPUAOKEHNI NO CO34aHNI0 push-yBeaOMAEHMS

YCTpOMnCTBO Moa yCcTPOMCTBOM NnoapasymeBaeTca MobuibHoe yCTPOMCTBO, Ha
KOTOPOM QYHKLMOHMPYIOT COOTBETCTBYOLLME KOMNOHEHTbI MO

API Application Programming Interface — nporpammHbiin MHTepdeic
NPUNOXKEHUS, onucaHue cnocobos (Habop Knaccos, npoueayp,
OYHKUMIA, CTPYKTYP UAM KOHCTAHT), KOTOPbIMM OAHa
KOMMbIOTEPHAA MPOrpaMma MOXKeT B3aMMOAEeNCTBOBATL C APYron
nporpammol

D-Bus Desktop Bus — cuctema mMexnpoLeccHOro B3anmoaemncTams,

KOTopas No3BOAAET NPUIOKEHMAM B ONepaLMoHHON cucteme
coobLWaTbca Apyr ¢ APYyrom
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GUI

Graphical User Interface — pa3HoOBMAHOCTb MONb30BATENBCKOrO
UHTepdelca, B KOTOPOM 3/1eMeHTbl MHTepdeiica (MeHto, KHOMKM,
3HAYKM, CMUCKKN), NpeacTaBAeHHble NONb30BaTEO Ha AMCMNEeE,
MCNONHEHbI B BUAE rpadpmyeckmx n3obparkeHuni

HTTP

HyperText Transfer Protocol — npoToKon npuKknagHoro yposHA
nepenayn AaHHbIX (M3HAYaNbHO B BUAE FMMNEPTEKCTOBbIX
nokymeHToB). OcHOBOM HTTP ABNAETCA TEXHOOMMNA KKANEHT-
cepBep», T.e. NpeAnonaraeTcs CyL,ecTBOBaHMe NoTpebutenen
(KAMEHTOB), KOTOPbIE UHULMMPYIOT COEAMHEHME U MOCbINALOT
3anpoc, M NOCTaBLLMKOB (CEPBEPOB), OXKNAAT COeAMHEHMA ANA
Noay4YyeHWsa 3anpoca, NPoM3BOAAT HeEODXOANUMbIE AENCTBUA U
BO3BpaLLatoT 06paTHO cooblleHMe C pe3y1bTaToOM

Internet Protocol — ocHOBHOW NPOTOKON CETEBOrO YPOBHS,
MCNONb3YHOLWMICA B CETU MIHTEPHET M 0becnevymnBatoLLMii e AMHYIO
CXeMy N0rnyecKkom aapecaumm yCTPOUCTB B CETU U
MapLpyTU3aLMIO AAHHbIX

JSON

TeKcToBbIN popmaT obmeHa AaHHbIMM, OCHOBAHHbIM Ha JavaScript

JWT

JSON Web Token

Push-yBegomneHuns

TeKcToBble cO0bLLIEHMA, NPeaHa3HAYeHHble A1 ONepaTUBHOMN
(MrHOBEHHOW) A0CTaBKM Ha YCTPOMCTBA NOb30BaTeIEN

RSA Kpuntorpadmnyeckmin anropnuTmMm C OTKPbLITbIM K/THOYOM,
OCHOBbIBAOWMMCA Ha BbIYMCANTENbHOM CNOXKHOCTM 3a4a4M
bakTopMn3aumnm BONbLINX LEeNbIX YMCen

Ul User Interface — nonb3oBaTeNbCKNIM MHTEPDENC

URL Uniform Resource Locator — eanHoobpa3HbIi NOKaTOP

(onpepennTenb MeCTOHAxXoXAeHMA) pecypca
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