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1. OBLAA MHOOPMALLMA

1.1. HazHayeHue u cocTas MO

MMNO asnseTca NPUKNAAHbIM NMPOrPamMMHbIM obecneyeHMemM CO BCTPOEHHbIMM
MeXaHM3MaMn 3alnUTbl  MHPOPMALMM  OT HEeCaHKUMOHMpoBaHHOro aoctyna (HCA),
npeaHasHa4YeHHbIM ANA:

— ynpasaeHusa  ycTponcTBamml,  OYHKLUMOHMPYIOWMMM  MOL  YNpaBaeHUEM
onepaunoHHom cuctembl (OC) ABpopa, OC Android 1 OC cemeicTsa Linux;

— YNPaBAEHWA XXMU3HEHHbIM LIMKIOM MPUNOKEHNR?;

— OoTnpaBKM push-yBeaOMNEHWIA Ha YCTpOMCTBA (Kpome YyCTPOMCTB NOA,
ynpasneHnem OC cemencTaa Linux);

— obHoBneHna OC ABpopa M OC cemenctBa Linux nytem nonyvyeHua u3
[OBEPEHHOro XpaHuauna naketos ¢ MameHeHuamm OC (obpasza OC) n ux yctaHOBKK. Mpu
3TOM YKa3aHHble MPOLECCbl BbIMOAHATCA WTaTHbIMKU cpeactBamm camoml OC, a MMO
y4acTBYeT Wb B UX MHUUMaNm3aumm B8 OC 1 He rapaHTUpPYET MX YCNeLHOro 3aBepLlUeHns;

— aBTOMATM3MPOBAHHOW 06PabOTKM cneayoWmx BUAOB MHGOPMALNM:

e 06UWen0CTYNHON MHPOPMaLMK;

e MHOOPMALMM OrpaHUYEeHHOro JAOoCTyna, He CoAepKallen CcBeaeHun,
COCTaBMAKOWMX [OCYAAPCTBEHHYIO TaMHy, NoANeXalleh 3aumte B COOTBETCTBUMM C
TpeboBaHMAMM AENCTBYIOLLErO 3aKoHOoAATeNbCcTBa Poccuiickon Pepepaumm B obnactu

MHGOPMALMOHHOM Be30MacHOCTH.

! OnpepeneHune TepmuHa «YCTponcTBO» NpuseseHo B Tabauvue (Tabanua 36).
2 Onpepenenve TepmuHa «lMpunoxenne» npmuseneHo s Tabauue (Tabauua 36).



10
AOAMT.20134-0191 01
MMNO moxeT b6bITb MCNOAb30BAHO, HO HE OrPaHMYMBATBLCS, B CAEAYHOLWMX CUCTEMAX
M obbeKTax:

— B TOCYAapCTBEHHbIX WMHOOPMaLMOHHbIX cuctemax (IMC), He coaepKawmx
MHGOPMaLMM, COCTaBAAOLLEN FOCYAaPCTBEHHOM TalHbl, 40 1 Knacca 3aliMLLLEHHOCTH
BKOYNTENBHO B COOTBETCTBMMU C AOKYMEHTOM « TpeboBaHMA O 3aWMTe MHPOPMALIMK, He
COCTaBMAKOWEN TOCYAAPCTBEHHYIO TaMHy, COAepalenca B  rocyAapCTBEHHbIX
NHPOPMALMOHHbIX CUCTEMAXY, YTBEPHKAEHHbIM NpnKazom PCTIK Poccmm ot 11 peBpana
2013 r.Ne 17;

— B MHPOPMALMOHHbIX CUCTEMAX NepcoHanbHbIX AaHHbiXx (MCIMAH) Ao 1 ypoBHA
3aWMLLEHHOCTM BKIIOYNUTENBHO B COOTBETCTBUMU C AOKYMEHTOM «COCTaB U coAepXKaHue
OpraHn3auUMOHHbIX M TEXHUYECKMX Mep No obecneyeHnto 6e30MNaCHOCTM NepCcoHanbHbIX
NaHHbIX NpU MX 0b6paboTke B MHOOPMALMOHHBIX CUCTEMAX MEPCOHANbHbIX AAHHBIXY,
yTBEpKAEHHbIM Npukazom OCTIK Poccum ot 18 dpeBpana 2013 r. Ne 21;

— B aBTOMATM3MPOBAHHbIX CMCTEMAxX ynpasaeHua 40 1 Knacca 3aWMULEHHOCTM
BKNOYNTENBHO B COOTBETCTBUM C AOKYMEHTOM «TpeboBaHMA K obecneyeHunto 3amThbl
MHOOPMaUMM B aBTOMATM3MPOBAHHbIX CUCTEMAX YMPaBAEHUS MPOM3BOACTBEHHbIMU U
TEXHONOTMYECKMMM MPOLLECCAaMM Ha KPUTUYECKM BaKHbIX 0b6beKTax, MOTEHLMANbHO
OonacHbIX 0OBbEKTAX, a TakKe 06beKTax, NPeACTaBAAOLMX NOBbILLEHHY ONAaCHOCTb ANA
XM3HW U 300POBbA NOAEN U ANA OKPYXKAKOLWEN NPUPOAHOM Cpebl», YTBEPHKAEHHbIM
npukaszom ®CTIK Poccum ot 14 asrycta 2014 r. Ne 31;

— Ha 3HAaYMMbIX OOBEKTAX KPUTMYECKOM MHPOPMALMOHHON MHOPACTPYKTYpbI 40 1
KaTeropmMm BKAOYUTENbHO B COOTBETCTBMM C [AOKYMeHTOM «TpeboBaHMA Mo
obecneyeHnto 6€30MNaCHOCTU 3HAYMMbIX ODBEKTOB KPUTUYECKOM WMHPOPMALMOHHOM
NHdpPacTpyKTypbl Poccuinckon Pepepaummny, yTeepKaeHHbIM npukazom ®CTIK Poccum

oT 25 pnekabpsa 2017 r. No 239;
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— B MHPOPMaAUMOHHbIX cucTtemax (MC) obuwero nonb3oBaHMAa A0 2 Kiacca
BK/IIOYMTENBHO B COOTBETCTBMM C AOKYMEHTOM «TpeboBaHMA O 3alimTe MHPOpPMaLMK,
cofeprallenca B MHPOPMALMOHHbBIX CUCTEMAX 0OLWEero NoNb30BaHMUAY», YTBEPKAEHHbBIM
npukasom OChb Poccnm n ®CTIK Poccum ot 31 asrycta 2010 1. Ne 416/489.

MroO cocTonT 13 cneayroWmMx NOACUCTEM:

— noacuctema b6esonacHocTn (MB);

— noacuctema «MapkeT» (MM);

noacucrema Mnatpopma ynpasnenma (MY);

— noacucTema ynpasneHus TeHaHTamm (MYT);

— noacuctema Cepsuc ysegomnenuin (MCY);

— noacuctema obHosneHns OC (MOOC);

— noacucTema AocTaBKkM KoHTeHTa (CDN).

NMPUMEYAHUE. TIMO cocTouT Takke 3 MHPPACTPYKTYPHbIX KOMMOHEHTOB,
npueeaeHHbIx B n. 1.1.2.

Bsaumopencreame mexay nNoAcMCTEMaMM M KOMMOHEHTaMM  MOACUCTEM
OCYLLEeCTB/IAETCA C MCNO/Ib30BaHMem npoTokona HTTP ctanpaapT RFC 2616, npu aTom
obmeH aaHHbIMM ocyllecTaseTca B popmaTe RFC 8259 (JSON).

[Ona nonydeHns push-yBegomMNeHM Ha yCTPOMCTBA MCNOMb3yeTca push-AeMoH.
Push-nemoH, B cBoto ovepeab, B3aumoaenctayet ¢ [MCY no 3awmieHHoMy npoTtokony TLS
(RFC 5246, RFC 8446) c npoTokosiom TCP (RFC 793) Ha TpaHCNOPTHOM YPOBHE.

B kauecTBe cepBepa 6a3bl AaHHbix (B[) vcnonb3yeTca cepBep C OAHOW U3
CneayoWmx yCTaHOBAEHHbIX cUCTEM ynpaBaeHua 6a3zamm aaHHbix (CYB/) Postgres Pro,
Platform V Pangolin nnun PostgreSQL, B KoTopoi xpaHATca aaHHble MO, agna yero npu
pa3BepTbIiBaHMM cO3aaeTcA cneunanbHaa b/l.

[Ona xpaHeHna nHpopmaumm o ceccusax ncnonbsyetca CYB/ Valkey naum Platform V

Radish.
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NMPUMEYAHMUE. Moacunctemsl, Bxogdauime B coctas [0, BbINOMHAOT 0TMPOBaHMeE
B cucTeMHbIM XKypHan OC (systemd-journald) cneaytouwen MHGopmaLmn:

— MHPOPMALMOHHbIX COOBLLLEHN;

— coobueHnin 06 owmnbKax;

— npeaynpexaeHunm;

— 0OTAaA04YHON MHGOPMaLMN.

B MMNO peann3oBaHa BO3MOXHOCTb MHTErpaumm C BHELWHEN CUCTEMOM YNpaBaeHuMA
[OCTYNOM K MHbOpMaLMOHHbIM pecypcam (CYWNP), NocTpoeHHOW C MCNOAb30BaHUEM
cepTUdULMpPOBaHHOro nporpammuoro obecneyenus (MO) «Platform V IAM SE»3.

Platform V IAM SE (Identity & Access Management) — Habop MHCTPYMEHTOB ANS
ynpaBAeHWA A[O0CTYNOM K WMHPOPMALMOHHBIM pecypcam, BKAKYAKOWMI caeayoume
KOMMOHEHTbI:

— |IAM Keycloak — npoBanaep naeHTMdUKaLMm, NnpeacTaBaseT cobon XxpaHMauLLe
YYETHbIX 3anncen n MHPopmaLmMm 0 NONb30BaATENSAX;

— 1AM Proxy - PEBEPCUBHbIN NPOKCK-cepBep, obecneuymsatoLLMi
ayTEHTUOUUMPOBAHHbBIN AOCTYN K PECYpPCaM.

BHUMAHUE! B cnyyae wHTerpaumm ¢ CYOUP dyHKUMM B NONHOCTbIO MAK
YacTMyHo nepepatotca CYAUP. Tpu umHTerpaumum MMNO ¢ CYAUNP KoHconb BXxoAa
nonb3oBaTenen n KoHconb agMmnHncTpaTopa Mb ctaHoBATCA HEAOCTYNHbI. B Takom cayyae
ayTeHTMoumKauma nonb3osatenen B MMO w  ynpaBaeHWe y4YeTHbIMM  3aMUCAMM
BbINONHAOTCA Yepe3 komnoHeHT IAM Keycloak MO «Platform V IAM SE».

OnucaHne uHTepdencoB noacuctem, Bxoaauwmx B coctas [0, npuBeaeHO B
cnenylowmx AOKYMeHTax:

— «PykoBoactBo  nonb3oBatena.  Yactb 1. MNoacuctema  6e3onacHOCTU»

AOMTI.20134-01 90 01-1;

3 Ceptudukar coorserctana CTIK Poccum Ne 4999, nelctenteneH 4o 26 Hoabpa 2030 T.



13
AOMTI.20134-0191 01

— «PyKoBOACTBO No/ib30BaTeNA. YacTb 2. [Noacucrtema «MapkeTt»
AOMT.20134-01 90 01-2;

— «PykoBOACTBO nonb3osaTena. Yactb 3. MNMoacuctema lMnatdopma ynpasaeHma»
AOMT.20134-01 90 01-3;

— «PykoBoacTtBO nosib3oBaTena. Yactb 4. lloacmctema ynpasieHWUA TEHAHTaMM»
AAMTI.20134-01 90 01-4;

— «PykoBoacTBO nonb3oBatena. Yactb 5. lMoacuctema Cepsuc yBeAOMAEHUN»
AOMT.20134-01 90 01-5.

NMPUMEYAHUE. Onuncanune pasaenos nHtepderica MNMO npuBeaeHO B AOKYMEHTE
«OnuncaHune npumeHenna» AAMI.20134-01 31 01.

OnuncaHune paboTbl NPUNOKEHWI NPUBEAEHO B AOKYMEHTAX:

— «PykoBoacTtBO nonb3osaTena. Yactb 6. [lpunoxkeHne «ABpopa Mapket» AnA
onepaumoHHom cuctembl ABpopa» AAMI.20134-01 90 01-6;

— «PykoBoacTtBo nosib3oBatenda. Yactb /. llpunoxeHune «Aspopa UeHTp» 4nAa
onepaumoHHoM cuctembl ABpopa» AAMI.20134-01 90 01-7;

— «PykoBoacTtBO nonb3osaTena. Yactb 8. [lpunoxkeHne «ABpopa Mapket» AnA
onepaumoHHom cuctembl Android» AAMI.20134-01 90 01-8;

— «PyKoBoAcCTBO nosib3oBaTend. Yactb 9. [punoxeHune «Aspopa LleHTp» anA
onepaumoHHom cuctembl Android» AAMI.20134-01 90 01-9;

— *«PykoBoacTtso nonb3osatens. Yactb 10. MpunoxeHne «ABpopa MapkeT» Ans
OonepaunoHHbIX CUCTEM cemMencTBa Linux»;

— *«PykoBoacTtBo nonb3osatenda. Yactb 11. MpunoxkeHne «Aspopa LeHTp» ana
onepaLyMOoHHbIX CUCTEM CemencTBa Linuxy.

BHUMAHMUE! [lokymeHTbl, OTMeY€eHHble *, He BXOAAT B COCTaB CEPTUPUKALLMOHHOTO

komnnaekta MMM0.
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MPUMEYAHMUE. MoapobHaa nHpopmaums o paboTe C NPUNOKEHUAMMU, BXOAALLMMM
B coctaB MMNO 1 OYHKUMOHUPYOLLMMM Ha  cooTBeTcTBytowmnx  OC,
npveeaeHa Ha odnUManbHOM Beb-canTe npeanpuaTUA-
pa3paboTumka: https://auroraos.ru/documentation#!/tab/565511138-2. Mpw
HEeobX0AMMOCTM AN MOJYYEHUA AOMNONHUTENBHOM MHOOPMAUMM MOXKHO HanpasuUTb

3aMpOoC Ha 3N1EKTPOHHYIO NoYTy: info@omp.ru.
1.1.1. Onucanne noacucTem

1.1.1.1. Noacmnctema He30nacHOCTH

MPUMEYAHUE. Bonee noapobHaa mHdopmauma o MNb npueeaeHa B AOKYMEHTe
«PykoBOACTBO NoNb30BaTeNA. YacTb 1. Moacuctema H6e3onacHOCTU»
AOMI.20134-01 90 01-1.

B npeaHa3HavyeHa ANa peannsaummn cneayowmx dyHkumnim 6esonacHoctum MMO:

— NABHTUPUKAUMN M ayTeHTUPUKALMM NMONb30BATENEN, YCTPOMUCTB U BHELIHUX
cepBucos®;

— ynpaBAeHna uaeHTUPUKATOPaMM MONb30BATENEN, YCTPOWCTB M BHELHUX
CEepBUCOB;

— ynpaBAeHuA cpeacTBaMn ayTeEHTUPUKALNK;

— YNpPaBAEeHMUA YYETHbIMM 3aNNCAMM NOSTb30BATENEM U YCTPOMNCTB;

— yNpaBAeHMA AOCTYNOM CyObeKTOB A0CTyNa K 06beKkTam A0CTyNa;

— perucTpaumm cobbiTnin besonacHocTy;

— NpeaocTaBAeHMA NONb30BaATENSAM A0CTyNa K nHTepdeincy MMb.

Mb cocTonT 13 cneayroLnMX KOMNOHEHTOB:

— KoHconb Bxoga nosib3oBaTeneu;

— KoHconb aagmuHucTpatopa [1b;

— CepBep npunoxeHun Mb.

* Mo BHELWHMMM CEPBUCAMM MOAPA3YMEBAIOTCA N0DbIe CUCTeMbl, B3anmogencTsaytowume ¢ MMNO vepes ero API.


mailto:info@omp.ru
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KoHconb BXxoAa monb3oBaTenen nossosdeT noab3osaTenam [0 ocywecTBnATb
BBOA, MAEHTUPUKALUMOHHOM N ayTEHTUPUKALMOHHOM MHGOPMALUN.

KoHconb agmuHuctpatopa [1B nosBondeT ynpasBAATb YYETHbIMM  3aMUCAMM
NoNb30BaTeNEN N TEXHUYECKMMM YYETHbIMM 3aNUCAMM, a TaKKe paboTaTb C KypHaAoM
perncTpaumm cobbiTU.

CepBep npunoxeHuit MNb npeactasnaet coboi COBOKYNHOCTb BED-NPUNOKEHUN,
peanmsyrowmx OyHKUMM DEe30MaCHOCTM, a TaKXKe MO03BOAAKLWMX XpaHUTb B B U
npeaocTaBnAaTb nonb3osatenam MMO A0CTyN K AaHHbIM 06 YYETHbIX 3aMUCAX U KYpHany
permcTpaumm cobbITui,

1.1.1.2. Noacuctema «MapKeT»

MPUMEYAHMUE. bonee noapobHas nHPopmaums o MM npuBeaeHa B CAedyOLLINX
NOKYMEHTax:

— «PykoBOACTBO nosb3oBaTena. YacTb 2. Noacuctema «MapkeT»
AIMT.20134-01 90 01-2;

— «PyKoBOACTBO nonb3oBaTtena. Hactb 6. [NpunoxkeHne «Aspopa MapkeT» anA
onepaumoHHom cuctembl ABpopa» AAMI.20134-01 90 01-6;

— «PykoBoAcTBO monb3osBaTena. Yactb 8. lpunoxkeHne «Aspopa MapkeT» a1
onepaumoHHom cuctembl Android» AAMI.20134-01 90 01-8.

MM npeaHasHa4vyeHa gna obecnevyeHms:

— YNPaBAEHUA KU3HEHHbIM LMKJAOM MNPUAOKEHMA (3arpy3ka, cornacoBaHue,
yaaneHue n nybamkauma);

— ynpaBaeHna AncTpubyumen onybAMKOBAHHbIX MNPUAOKEHUI (CKauMBaHMe,
YyCTaHOBKa, 0OHOB/IEHWE U yaaneHune);

— NpeaocTaBAEHNA NONb30BATENAM A0CTYNa K nHTepdecy MM.

MM cocTonT 13 cneayomx KOMMNOHEHTOB:

— KoHconb agmmnHucTpaTtopa MNM;

— KoHconb pa3pabotynka MM

— [MpunoxeHne «Aspopa MapkeTy;
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— Cepsep npuaoxeHui MNM.

KoHconb aamuHuctpatopa [1M  no3BondeT OCYyWEeCTBAATb B3aMMOAENCTBUE
AamumHuncTtpatopa Aspopa MapkeTa ¢ [TM B 4acTh paboTbl C NPUAOKEHUAMM.

KoHconb paspabotynka MM nossondet Ao06aBnATb HOBble M OBHOBAATL paHee
3arpyXeHHble MPUIOKEHWUA, a TaK¥Ke MNoayyaTb AO0CTYyN K XPaHUMMOW MHPopMaLmm O
NPUAOXKEHUNAX.

MpunoxeHne «ABpopa MapKeT» CAYKUT ANnAa  oTobpaKeHMA OaHHbIX O
NPUNOXKEHMAX, @ TAKKe ANA UX 3arpy3KM, YCTAaHOBKN, OOHOBAEHMA N yaaNEHUA.

Cepsep npunoxeHuin MM npeacrtaBnaeT cobo COBOKYNMHOCTb BED-NPUNOIKEHMN,
NO3BONALWNX XpPaHUTb B Bl n npenoctasnatb nonb3osatenam MO nHbopmaunto o
npunoXxKeHnAax. Mpu 3TOM CamMn NPUAOKEHMA, UX MKOHKM W CKPUHLIOTbI XPaHATCA B
dannoBOM XpaHMAULLE.

1.1.1.3. Moacuctema MNMnatdpopma ynpaBneHms

MPUMEYAHUE. Bonee noapobHaa nHbopmauma o MY npueeaeHa B caeayOLLMX
NOKYMEHTax:

— «PykoBoacTBO nonb3osaTens. Yactb 3. MNoacuctema Mnatdopma ynpasaeHma»
AIMT.20134-01 90 01-3;

— «PykoBoacTBO nonb3oBatenda. Yactb /. llpunoxkeHune «Aspopa LeHTp» ana
onepaunoHHom cuctembl ABpopa» AAMI.20134-01 90 01-7;

— «PykoBoacTBO nonb3osaTena. Yacte 9. [llpunoxeHne «Aspopa LeHTp» ans
onepaumoHHom cuctembl Android» AAMI.20134-01 90 01-9.

MY npeaHasHayeHa Ana obecnevyeHms:

— ynpaBAeHua OTAeNbHbIMK yCTPOMCTBAaMKW (onepaTMBHOE ynpas/ieHue) w
rpynnamm yCTPOWCTB;

— yNpaBAeHWA NOAUTUKAMU, OPNaNH-CLEHAPUAMMY;

— ynpaBaeHKna 3anmcamm 06 yCTPoMCTBaX M NONb30BaTENAX YCTPOMNCTB;

— YNpaBAEHUSA NPUNOKEHUSMM HA YCTPOMCTBAX;

KOHTPOS COCTOAHMA YCTPONCTB;
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— KOHTPOANA NPUMEHEHMA MONUTUK Ha YCTPOUCTBAX;
— MOHUTOPWHIa cobbITUI U NPefoCTaBNEHNA OTYETHOCTH;

— MOHUTOPUHIA redJiokaunm yCTpOl\/'ICTB,'

3arpyskn damnos m nanok B [MO c NOKanbHOro KOMMbOTEPA MAW U3
NOAKNOYEHHbIX git-peno3nTopmes 41A NOCAeAYOLLEro pacnpoCcTPaHeHNA Ha YCTPOMUCTBA;

— COrNacoBaHMA 3arpy*KeHHbIX GanaoB MK NanoKk nepen PacnpPoCcTpaHeEHNEM Ha
YCTPOMCTBA;

— NpeaocTaBaeHMA N0Nb30BaTENAM A0CTyNa K nHTepdeicy Y.

1Y cOCTOUT 13 cneayowmx KOMMNOHEHTOB:

— KoHcosb agmnHucTpatopa IY;

— MpunoxeHune «ABpopa LUeHTp»;

— Cepsep npuaoxeHuin Y.

KoHconb agmuHucTpatopa [1Y no3BoOMAET OCYWEeCcTBAATbL B3aMMOAENCTBUE
AamuHuctpaTtopa MNnhatpopmbl ynpasneHus ¢ MY.

MpunoxeHne «ABpopa LLeHTp» BbINOAHAETCA Ha YCTPOMCTBAX, GYHKLMOHMPYOLLMX
noa ynpasneHnem OC, n N03BOAAET OCYLLECTBAATb B3anmoaencrtame Y ¢ ycTPOMCTBOM, a
TaKXe B 3aBMCMMOCTM OT ynpaBaAtollero coobuleHMa WMAM HasHaYeHHoro odaalH-
cueHapus, nonydyeHHoro ot Cepsepa npunoxeHui MY, nMmeeT BO3IMOMXKHOCTb YNPaBasaTb
PA3NNYHbIMU PYHKLMAMM YCTPOMCTBA.

Cepsep npunoxeHni MY npeacrasnaer cobor COBOKYNHOCTb BEO-NPUNOKEHUN,
NO3BONALWMX XPaHUTb B B/l M npeaocTaBnATb Nonb3oBaTenam MMO gaHHble O HACTPOMKax
n KoHPUurypaumm OC, a Takke GopmMpoBaTb ynpaBaawowme coobuleHns n odnaiH-
CUueHapuun ana npunoxxeHua «Aspopa LeHTp».

1.1.1.4. lloacuctema ynpas/ieHnAa TeHAaHTaMM

MPUMEYAHMUE. Bonee noapobHaa nHbopmauma o MYT npuBeseHa B AOKYMEHTE
«PykoBoactso nonb3osatena. Yacte 4. [loagcuctema  ynpasaeHWA  TEHaHTaMm»

AOMI.20134-01 90 01-4.
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MYT npeaHasHayeHa ans obecneyeHuns:

— YNPaBAEHUA KU3HEHHbIM LMKIOM TEHAHTOB (co3daHue, peaaKTMPOBaHWE U
yOaneHume TEHAHTOB);

— YNpaBAeHMA CNPaBOYHNUKOM OpPraHmM3aLmi, NCNONb3YIOWMX TEHAHTDI;

— ynpaBAeHua MHGOPMaUMeNn O KOHTAKTHbIX NNLLAX OPraHn3aLMin, MCNONb3YHOLWMX
TEHAHTbI;

MYT coCcToOUT 13 cneaytowmx KOMMNOHEHTOB:

— KoHconb agmuHmucTpatopa MNyT;

— Cepsep npunoxeHuni MNyT.

KoHconb agmuHuctpatopa YT nNO3BOASAET OCYLLECTBAATL B3aMMOAENCTBME
AOMWHUCTPaTOpa TeHaHTOB C [TYT.

Cepsep npunoxeHuit MNYT npeacrtaBnset cobon COBOKYMHOCTb BEO-NPUNOKEHUN,
NO3BOIAOLWMX XPaHUTb B B n npenoctaBnATb nonb3osaTtenam MO gaHHble O TEHAHTAX,
a TaKXe OCyLeCTB/NATb yNpaBAeHMe TEHAHTAMMU.

1.1.1.5. NMoacnctema CepBUC yBEAOMAEHNM

MPUMEYAHMUE. Bonee noapobHaa nHpopmauma o MNMCY npuBeaeHa B AOKYMEHTE
«PykoBoactBo mnonb3oBatena. Yacte 5. [oacuctema  CepBuC  yBEAOMAEHWUI»
AIMTI.20134-01 90 01-5.

MNCY npeaHa3HayeHa Ana obecneyeHums:

— [0CTaBKM push-yBegomneHui no yctponcTs noa ynpasneHmem OC Aspopa n OC
Android;

— YNpaBAEeHMA KM3HEHHbIM UMKAOM NpoekToB (Aob6aBneHWe, HACTpOMKa M
yaaneHue);

— NpeaocTaBAEeHUA NONb30BATENAM A0CTYNa K nHTepdency MCY.

MCY cocTouT 13 cneayroumx KOMNOHEHTOB:

— KoHconb agmuHucTpatopa MNCy;

— Cepsep npunoxkenHuin MNCy.
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KoHconb agmuHucTpatopa [ICY no3sondeT OCyWeCTBAATb B3aMMOAENCTBUE
AammHuctpatopa Cepsuca ysegomneHuit ¢ NCY B 4acTn ynpaBAeHUA *KU3HEHHbBIM LMKIOM
NpoeKToB. [1pn 3TOM NPOEKTbI COAEPKAT CAeayoLLYyto NHGOPMaLMIO:

— HacTpoMKku B3ammoaemnctama MNCY n cepsepa BHELWHErO NPUNOKEHUS;

— MHOOPMALMIO O BHELIHUX MNPUAOXKEHMAX, Push-yBeAOMNEHWSA OT KOTOPbIX
nepeaatoTca Ha YCTPOWNCTBA;

— MHOOPMALMIO O KOHTAKTHbIX INLLAX.

Cepep npunoxennin MCY npeacrtaBnset cobon COBOKYMHOCTb BEO-NPUNOKEHMNA,
N03BONAOWMX XPaHUTb B B/l 1 npeaoctaBnath cybvektam goctyna MNMO nHdopmaumo o
NPOEKTax, a TakKe peannsyeT PyHKUMOHAN AOCTaBKU push-yBeAOMNEHWUI A0 YCTPOMUCTB
nocpeacTsom tcp-cepsepa.

1.1.1.6. NMoacuctema obHoBneHua OC

MOOC npeaHa3sHavyeHa ana obecneyeHms:

— npepocTaBneHna nHpopmaumm o naketax OC;

— ynpasBneHua auctpmnbyumeint naketos OC.

MOOC coCcTonUT 13 Cneayowero KOMMNoHeHTa:

— Cepsep npunoxeHui NOOC.

Cepsep NPUNOKEHNM MoOC npeacTasnaeT cobol COBOKYMHOCTb
BeO-NPUNOKEHWIA, NO3BONAOLIMX XPaHUTb B B/] M npeaocTaBnsaTb MHPOPMaLMIO 1 aapeca
XpaHeHMA nakeToB 3arpy3ovHoro moaynsa OC.

[na xpaHeHua n auctpmbyumm naketoB OC npumeHaeTca GainoBbl cepBep,
pa3BepHyTbIM C MCNONb30BaHNEM Nginx.

1.1.1.7. lNoacmncrtema AOCTaBKM KOHTEHTA

CDN saBnaetca onuMoHanbHOM noacuctemon [MO v npedHasHavyeHa ANA
ONTUMM3ALUMM AO0CTaBKM KOHTeHTa (MO (ycTaHOBOYHble dalabl NPUAOKEHWUN, 3HAYKMK,
CKPUHLLOTbI, NakeTbl 06HoBAeHMA OC) nyTem UX pasmMelleHmna (KeWmMpoBaHMA) Ha KOHTEHT-
cepBepax TakMm obpas3om, 4TObObl BpemMa OXMAaHMA ANA MNonb3oBaTens 6Obino

MNHWUMa/IbHbIM.
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CDN coctouT 13 cneayrowero KOMMNoHeHTa:
— KOHTEeHT-cepBepa (KOHTEHT-CcepBepoOB).
KoHTeHT-cepBep npeactasnder cobon  Beb-NpuaoKeHWe, NO3BOAAOLLEE
KeWwunpoBaTb B $annoBOM xpaHuauuie KoHTeHT MO n npenocTaBaaTb K HEMY A0CTyN
npunoxxeHnam «Aspopa LeHTp» n «ABpopa MapkeT», a Takke OC, Ha KOTOpyto

BbIMO/IHAETCA AOCTaBKA KOHTEHTA.
1.1.2. CocTaB MHPPACTPYKTYPHbIX KoMmnoHeHToB M1M0

K MHOPACTPYKTYPHbIM KOMMOHEHTAM OTHOCATCA KOMMOHEHTbI, KOTOpble He
peannsytoT uenesomn GyHkumoHan MMNO n BbINOAHAOT CEPBUCHbIE QYHKUMW: yNpaBAeHMeE
cepBMCaMy, TPAHCMOPTUPOBKA 3aMpoOCoB, XpaHeHue WHOoPMaLMKU, CUHXPOHU3ALMA
dannoB B pacnpeaeneHHom Gal0BOM XpaHWAMLLE, 3aMyCK 3a4ay MO pPacrnucaHuio,
napTUUMOHMpPOBaHMe Tabaunu, B B/,

MMNO cocTomnT 13 cneayroWmMx MHOPACTPYKTYPHbIX KOMNOHEHTOB:

— BHYTPEHHUI BaNaHCMPOBLUMK;

— cuctema obHapyKeHus cepsmncos Consul;

— CpeAcTBO ynpasaeHua KoHourypaumamm cepsmncos Consul Template;

— CepBUC rapaHTUPOBAHHOW A0CTaBKM coobuleHnin Redpanda;

— CYB[, Valkey (fork CYB/ Redis);

— pacwupenune PG Partition Manager (pg_partman) ans CYB/[ PostgreSQL w
Postgres Pro;

— MAAHUPOBLUMK 3aaa4d pg_cron ana CYB/ PostgreSQL v Postgres Pro;

— MPUAOXKEHNE ANA CMHXPOHM3aUMK darnos Syncthing;

— arperaTop (Konnektop) ans cbopa metpuk OpenTelemetry Collector.

bonee noapobHoe onucaHuMe WHOPACTPYKTYPHbIX KOMMOHEHTOB MNPWBEAEHO B

noapasaene 2.1.
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1.2. Cyb6bekTbl 4OCTYNa U NpaBa Ha AocTyn K nHtepdencam MMNO

1.2.1. CybbekTbl goctyna (poaun) MNMoO

CybbeKkTamum A0CTyna MOryT ABAATLCA:

— nonb3oBatenu MM0O;

— npougecchl 6e3 y4acTva nonb3osatenei (yCTponcTsa U BHELHMUE CEPBUCHI®).

CybbekTam AocTyna (KpoMe BHELLHUX CEPBMUCOB) MOXKET DbITb Ha3Ha4YeHa o04Ha UAn
HECKOJ/IbKO posieit®, No3BONAIOLWMX BLINONHATL CAeAyiolme 4eUCTBUA:

— AOMWHUCTPATOP Y4YEeTHbIX 3anucer — YyNpaBAATb YYETHbIMW  3aMNUCAMM
nosb3oBaTenen (Hanndme ponun obszatensHo B MM0);

— AamunHuctpatop ABpopa MapkeTa — ynpasnath [NMM yepes nHtepderic Mo;

— AamuHuctpatop Mnatdopmbl ynpasneHmns — ynpasnatb MY yepes nHTepdelc
MNnno;

— AAMUHUCTPATOP yCTpoMcTB naThpopmbl ynpaBaeHuns — ynpasnatb Y yepes
nHTepdenc MMO 6e3 gocTyna K U3IMEHEHUAM KPUTUYECKNUX HACTPOEK;

— AAMWHUCTPATOP TeHaAHTOB — ynpasnaTb YT yepes nHtepdeiic MNMO;

— AamunHuctpatop CepBuca yBEAOMAEHMN — YNPaBAATb XM3HEHHbIM LMKIOM
NPOEKTOB;

— CneuyanncT TeXHNMYecKoro obCcny»KMBaHMa yCcTPoncTB MNaaTPopmbl ynpasBaeHma
— ynpaBnatb MY yepes nHtepdeinc MMO 6e3 gocTyna ynpasieHMeM NapKOM YCTPOMCTB;

— Cneumannct  TeXHUYecKoM  noaaep*km  [natbopmbl  ynpaBneHus  —
OCYLLECTBAATb YAANEHHYI0 NOAAEPHKKY NONb30BaTENEN;

— OnepaTtop ayauTa — paboTaTh C *KYPHANOM perncTpaumm cobbiTui;

° Mon, BHEWHUMM cepsmcamm  noapasymeBaroTcA ntobble  cucTembl (I'IpOLLECCbI B cucteme 6es3 y4acTtna

nosib3oBaTenen), B3anmoaencraytouime ¢ MMO yepes ero APl. B oTHoWweHMM AOCTyNa BHEWHUX cepBuncos K MMO
Peann3oBaH ANCKPELMOHHBIA METOA YNPaBAeHNA AOCTYNOM.

® Bonee noapobHoe ONUCaHWe HEKOTOPbIX POJei, MPUBEAEHO B MPUIOKEHWM [AOKYMeHTa «PyKOBOACTBO
nonb3oBaTens. Yactb 1. MNoacucrema 6esonacHocTn» AAMI.20134-01 90 01-1.
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— Pa3paboTumk —n06aBNATL HOBblE, 0OHOB/IATL PaHEE 3arPyKEHHbIE MPUNOKEHNS
M NoNy4aTb MHOOPMALMIO O HUX;

— PepaKktop npunoxeHuin — o0BHOBAATL M NoOAyyYaTb WMHOOPMAUMIO O paHee
3arpyKeHHbIX MPUNOKEHUSAX;

— [lonb3osatens ABpopa MapKeTa — 3arpyxaTb MNPUIOKEHMA W MNOAYyYaTb
MHOOPMALINIO O HUX;

— MobunbHoe npunoxeHue (npouecc 6e3 y4yacTma nonbloBaTeneint) — Noayyatb
push-yBegomneHmus;

— MpunoxeHne «ABpopa LleHTp» (npouecc 6e3 yyacTma nonb3oBaTenen) —
Ha3HaYyaeTCcA y4eTHbIM 3aNNUCAM NPUNOKEHNSA «ABpopa LleHTp»;

— CepBep BHELWHero nNpuaoXKeHus (npouecc Ha cepBepe He3 yyacTua WAM C
y4yacTMeM noab3oBaTesnei) — Ha3HayaeTcaA CcepBepam  BHELWHUX  MPUIOKEHWU,
oTnpaBastowmx push-ysegomneHma Ha Cepsep npunoxerHni MNCY, ans nx nocneaytollem

nepeaayvn B COOTBETCTBYHOLLLEE MOBUNBbHOE NPUNOKEHME.
1.2.2. MpaBa Ha AocTyn K nHTepderncam Mo

MpaBa Ha AOCTYN K COOTBETCTBYOLWMM pa3aenam nHtepdeica MMNO npuseneHsl B

Tabnnue (Tabnnua 1).



Tabnnua 1
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WUHTepdeiic NMNO

MNpasa Ha gocTyn

Paspen

MNoapasaen

MNoacucrema

KoHconb

CybbeKT gocTyna

MynbTUTEHAHT

TeHaHTbI

MnyT

KoHconb agmuHucTpaTopa MNyT

A,EI,N\I/IHI/ICTpaTOp TEHAHTOB

OpraHmsaumm

MnyT

KoHconb agmmHucTpaTopa MNyT

A,EI,N\I/IHI/ICTpaTOp TEHAHTOB

MOHWUTOPUHT

NHAWKaTOpP®I

ry

KoHconb agmuHucTpaTopa My

— AamuHuctpaTop MNnaatdopmbl ynpaBaeHus;
— AamuHucTpaTop ycTpoicTs Mnatdopmsl
ynpaBneHus;

— Cneunannct TEXHNUYECKOro 0bCNyKMBaHMA
YCTPOWCTB;

— CneumanncT TeXHUYECKOM NoAAEPHKKN
MnatdopMbl ynpasaeHns

Ayant

b

KoHcosb agmuHunctpatopa b

OnepaTop ayauTa

YnpasneHue

YcTponcTea

rny

KoHconb agmuHucTpaTopa My

— AamuHuctpaTtop Mnatdopmbl ynpaBaeHus;
— AAMUHKUCTPaATOpP YCTPOMCTB MNaaTdopmbl
ynpasneHus;

— Cneuyannct TexHMYecKoro obcnyKnBaHMs
YCTPOWCTB;

— Cneuyannct TeEXHMYECKON NoAAEPKKM
Mnatdopmbl ynpasaeHna
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NHTepdenc MNMO

MNpaea Ha gocTyn

Paspen

MNoapasaen

MNoacucrema

KoHconb

CybbeKT gocTyna

[Tonb3oBaTeun

rny

KoHconb agmuHucTpaTopa My

— AamuHuctpaTtop Mnatdopmbl ynpaBaeHus;
— AOMUHKUCTPATOpP YCTPOMCTB MNaaThopmbl
ynpas/eHus;

— Cneuynannct TexHM4YecKoro obcay>KMBaHNMA
YCTPOMCTB;

— Cneunannct TEXHNYECKOM NoAAEPHKKM
MnaTdopmbl ynpaBaeHua

[MOANTUKK

rny

KoHconb aamuHmuctpatopa 1Y

— AamunHuctpatop MNnatdopmbl ynpaBaeHus;
— AamuHucTpaTop ycTpoicTs Mnatdopmsl
ynpasneHus;

— Cneumannct TEXHNYECKOro 0bCNyKMBaHMA
YCTPOMWCTB;

— Cneunannct TEXHNYECKOM Noaaep KM
Mnatdopmbl ynpaBaeHua

CueHapum

[y

KoHconb aamuHmuctpatopa [y

— AamunHuctpatop MNnatdopmbl ynpaBneHus;
— AAMUHUCTPATOP yCTpoMcTB MNnatdopmbl
yrnpaBAeHNS;

— Cneuyannct TexHM4YecKkoro obcayKnBaHMs
YCTPOWCTB;

— Cneumannct TEXHNMYECKOM Noaaep KM
Mnatdopmbl ynpasBieHua
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NHTepdenc MNMNO MpaBa Ha gocTyn
Pasnen MNoapaspoen |loacucrtema KoHconb CybbeKT gocTyna

®annbl rny KoHconb agmuHucTpatopa Ny [— AamuHuctpaTtop MNaatdopmbl ynpasaeHus;
— AOMUHKUCTPATOpP YCTPOMCTB MNaaThopmbl
ynpaBneHuna;
— Cneunannct TEXHNUYECKOro 0bCNyKMBaHMA
YCTPOMCTB;
— Cneunannct TEXHNYECKOM NoAAEPHKKM
MnaTdopmbl ynpaBaeHua

NMpunoxeHua |[1M KoHconb agmuHuctpatopa MM |AammnHucTtpatop Aspopa MapkeTta

BUTpPUHBI WY KoHconb agmuHuctpatopa MM |AammnHucTpatop Aspopa MapkeTta

CBA3KMK M KoHconb agmuHuctpatopa MM | AamunHuctpatop Aspopa MapkeTa

KAtouen

AOMUHUCTPUPOBAHME |YYeTHble MNb KoHconb aammHucTpaTopa MNb  |AAMUHUCTPATOP YYETHbBIX 3aNnCEN

3anumcu

HacTponkn rny KoHconb agmuHunctpatopa MY | — AgmuHuctpatop Maathopmbl ynpaBaeHus;
— AAMMHKUCTPATOpP YCTPOMNCTB MNaaTdopmbl
ynpaBaeHus;
— Cneunannct TEXHNUYECKOro 0BCNYyKMBaHMA
YCTPOWCTB;
— Cneumannct TEXHNYECKOM Noaaep KM
Mnatdopmbl ynpaBaeHuna
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NHTepdenc MNMNO MpaBa Ha gocTyn
Pasnen MNoapaspoen |loacucrtema KoHconb CybbeKT gocTyna
Opr. cTpykTypa | MY KoHconb agmuHuctpatopa MY |- Agmunuctpatop MaaTdopmbl ynpasneHus;

— AOMUHKUCTPATOpP YCTPOMCTB MNaaThopmbl
ynpas/eHus;

— Cneuynannct TexHM4YecKoro obcay>KMBaHNMA
YCTPOMCTB;

— Cneunannct TEXHNYECKOM NoAAEPHKKM
MnaTdopmbl ynpaBaeHua

Bepcuun OC LY KoHconb agmuHuctpatopa MM |AammnHuctpatop Aspopa MapkeTa
KoHconb pa3paboTtumka MM LY KoHconb pa3paboTtumka MM Pa3paboTumk, PefakTop NpUAOKeEHN
[NpoeKThbl rncy KoHconb aamuHmctpaTopa MNCY |AammnHmnctpatop CepBuca yBeaoMNEHUIN
[MpnnoxeHne «Aspopa MapkeT» WY [lonb3oBaTesib ABpopa MapkeTa
[MpunoxeHne «Aspopa LeHTp» rny [Mpouecc npunoxeHna «Aspopa LleHTp»
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1.3. OnucaHune npmHuuynos 6esonacHoi paboTbl cpeacTsa

1.3.1. Obwan nHdopmaLms

MMNO peanunsyeT cneaytouwme GyHKUMM Be3onacHOCTH:

— NnAaeHTUdMKaumMa n ayTeHTMdMKauma cybbeKToB A0CTyNa M 0OBEKTOB A0CTYNa;

— ynpaB/ieHMe AOCTYyNoM CyObeKTOB AOCTyNa K 06beKkTam A40CTyna;

— peructpauma cobbiTmin 6esonacHocTy.

Mpwn ncnonbzosaHmn MMNO HeEOOXOAMMO BbINOAHEHWE CAEAYOLINX MEp NO 3aWmTe
nHopmaumm ot HCA:

— cobntoaeHne NapoabHOM NONNTUKMK;

— cobntoaeHne TpeboBaHMA, COrNAacHO KOTOPOMY Naposb He A0/KEH BKAOYATb B
ceba nNerko BblYMCAAEMbIE COYETAHMA CMMBO/IOB;

— OTCYTCTBME Yy NO/Nb30BaTENA NPaBa nepesadn AMYHOro Napoaa TPETbUM INLAM;

— 00A3aHHOCTb NO/1b30BaATENA NPWU BBOAE NAPOAA MCKAKOUYNTb BO3MOMKHOCTb €ro
nepexsaTa TPETbMMU NNLAMM U TEXHUYECKMMM CPEeACTBAMM.

Mpw akcnayatauymm MMO 3anpewaeTca:

— OCTaBNATb 6e3 KOHTPO/A He3ab0KMPOBaHHbIE NPOrpamMMHble cpeacTsa u/mnm
MNnno;

— pasrnawaTtb Napoau, BbIBOAWUTb MAPOAW Ha AWCNAEN, MPUHTEP WAMU UHbIE

cpeacTsa oTobparkeHma MHGopMaLLMK.
1.3.2. KomnpomeTauma naposen

Moa KomnpomeTalymen naponen HeobxoAMMo NOHMMaTL Caeaytollee:

— GUM3MYeCKyto yTpaTy HOCUTENA C NAaPOIbHON MHPOPMaLLIMeEl;

— nepeaavy MaeHTUGUKALMOHHOM MHGOPMALIMM MO OTKPLITLIM KaHasaM CBS3M;
— nepexsaT Napoas Npu pacnpeaeneHnn naeHTMPnKaTopos;

— CO3HaTeNbHY nepeaady nHGopmaLUmm TPETbUM NLAM.
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MPUMEYAHUE. Tpu  KOMNpomeTaumm  nNapona  nonb3oBaTenb  06s3aH

He3amMedNTENbHO ONOBECTUTb A,EI,N\MHVICTpaTOpa YYETHbIX 3anucen.

1.3.3. OnucaHmne napameTpoB (HAcTpoeKk) 6e3onacHOCTM cpeacTBa, AOCTYMHbIX

Ka*kA0W poan Nonb3osBaTenen, 1 nx besonacHble 3Ha4YeHKs

HacTponku napametpos 6e3zonacHocT MMNO AOCTYyMHbI TONIbKO MO/b30BATENAM C
PONbIO AAMWMHUCTPATOP YYETHbIX 3aMMCEN M 3aKAKOYAKOTCA B BO3MOMKHOCTM yMpaBaeHuA
ponamun nonbzosatenen MMO.

Monb3osatenam MO fOMKHbI HAa3HAYaTbCA MUHMMA/IbHbIE NPaBa M NPUBUIETNN,

HeobxoAnMble 414 BbINOJHEHMUA UMUK CBOUX AOMKHOCTHbIX 06A3aHHOCTEN (DYHKLMN).

1.4. YcnoBus BbINO/HEHUA

Ana  dyHKUMOHMPOBaHMA (MO HeobxoAMMbl OMMCAHHblE B  HACTOALWLEM
noApaszesne NPorpaMmMHO-TEXHUYECKME CPeCTBa.

1.4.1. AnnapaTHble XapaKTePUCTUKN

AnnapaTHble XapaKTePUCTUKK npueeaeHsl B n. 2.3.1.

1.4.2. lNporpaMmHble XapaKTepUCTUKN

B Tabnunue (Tabnaunua 2) npmeeneHbl NPOrPaMMHbIE XapaKTEPUCTUKMU SNEKTPOHHO-

BbIYMCANTENBHOM MallMHbI (OBM), Ha KOTopoW pacnonaraetca cepsep npunoxkenuii MoO.

Tabnunua 2
MNapameTp 3Ha4vyeHue NHPopmaums 0 nnLeH3nn
OnepaunoHHas Ubuntu Bepcumn 22.04 Free software, plus some
cucTtema proprietary device drivers
Ubuntu Bepcumn 24.04 Free software, plus some
proprietary device drivers
Debian Bepcun 11 DFSG-compatible licenses, plus
proprietary firmware files
Debian Bepcun 12 DFSG-compatible licenses, plus

proprietary firmware files
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1

MapameTp 3HayeHue NHbopmaups o nmueHsnm

AnbT 8 CN7 penns 10 Kommepyeckas

AnbT Cepsep 10

PEJ OC 7.38

(cepTMdULUMpPOBAHHbIN)

PEO OC /.3

PEO OC 8.0

Astra Linux Special Edition

1.7° (Open, BopoHex)

Astra Linux Special Edition

1.8%% (Open, BopoHesx,

CMONEHCK)

Platform V SberLinux OS

Server 9.2 (fstec)™*

Platform V SberLinux OS

Server
MNpuKknagHoe Mo «Aspopa LeHTp» KommepyecKkas
nporpaMmmHoe
obecneyeHune

NHPpacTpyKTypHbIe KOMNOoHeHTbl MNMNO
BanaHcMpoBLIMK Nginx Web Server Bepcum 2-clause BSD-like license
CepBMCOB 1.30.0 nnun BblWwe

Platform V SynGX Kommepyeckasn
Cuctema obHapykeHua |Consul Bepcun 1.22.7 nnun Mozilla Public License, version 2.0
CepBMCcoB BblllE
Cpeactso ynpasneHua |Consul Template Bepcum Mozilla Public License, version 2.0
KoHGUrypaumamm 0.42.0 nnun BbiWwe
CepBuMCcoB
Cepsuc Redpanda Bepcumn 26.1.9 Redpanda Business Source
rapaHTUPOBAHHOM WU BbllLe License 1.1 (BSL 1.1)
nocTaBkM coobuieHnin  |Platform V Corax KommepuecKasn

’ Ceptudurar coorsetctana ®CTIK Poccum Ne 3866, aeicteuteneH o 10 asrycra 2028 T.

8 Ceptudumkat cootsetctana ®CTIK Poccum No

TeXHWYecKkon noaaepKkm 31.12.2030 r.).

° CeptudumkaT cootserctema ®CTIK Poccum Ne

TeXHWYecKkon noaaepKkm 31.12.2050 r.).
10 Ceptudmkat cootsetctana ®CTIK Poccum Ne 2557, peicteuteneH 0o 27 aHsapsa 2026 r. (OKOHYaHMe Cpoka
TeXHUYecKon noaaepxkm 31.12.2050 r.).
11 Ceptudurat cootsetcTBua PCTIK Poccun Ne 4884, nelicteuteneH ao 04 aekabpa 2029 r.

4060, pencteuTeneH Ao 12 aHsapa 2024 r. (OKOHYaHME cpoKa

2557, pencreuteneH ao 27 axneapa 2026 r. (OKOHYaHMe CpoKa
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MapameTp 3HayeHue NHPopmaums 0 anueHsun
MpunoxkeHne ana Syncthing sBepcun 2.1.0 uanm | Mozilla Public License, version 2.0
CUHXPOHM3aLMM BblLLE
dannos
Cuctema ynpasaenua |Platform V DropApp (fstec)!? |Kommepueckas
KOHTEeMHepamm Platform V DropApp

MPUMEYAHMUE. OC ponHa 6biTb yCTaHOB/IEHA B MMHUMANbHOM KOHOUIypaLumm bes
rpadpuyeckoro nHTepdenca.
B Tabnuue (Tabnuua 3) npuBeaeHbl NPOrpammHble XapaKTepUCTMKM IBM, Ha

KOTOpOW pacnonaraetca cepsep b/.

Tabnumua 3
MNapameTp 3Ha4yeHue NHpopmauma o anueHsnm
OnepaunoHHas Ubuntu Bepcumn 22.04 Free software, plus some
cmcTema proprietary device drivers
Ubuntu Bepcun 24.04 Free software, plus some
proprietary device drivers
Debian Bepcun 11 DFSG-compatible licenses, plus
proprietary firmware files
Debian Bepcuu 12 DFSG-compatible licenses, plus
proprietary firmware files
Anbt 8 CIl penns 10 KommepuecKasn
Anbt Cepsep 10
PEO OC 7.3
(cepTMPULMPOBAHHbIN)
PEA OC 7.3
PEO OC 8.0

Astra Linux Special Edition
1.7 (Open, BopoHex)
Astra Linux Special Edition
1.8 (Open, BopoHex,
CMO/IeHCK)

Platform V SberLinux OS
Server 9 (fstec)

Platform V SberLinux OS
Server

12 Ceptudurat cootsetcTBma PCTIK Poccum Ne 4883, nelicteuteneH ao 04 nekabpa 2029 .
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1

MNapameTp

3HayeHue

MHbopMaLMA O NNLIEH3UK

CYB/

Postgres Pro Certified
14.22.1 nav Bblwe

Postgres Pro Certified
15.17.1 vav Bblwe

Postgres Pro Certified
16.13.1 nau Bblwe

Postgres Pro Certified 17.9.1
WAN BblILLIE

Postgres Pro Standard
14.21.1 vav Bbllwe

Postgres Pro Standard
15.16.1 vau Bbiwe

Postgres Pro Standard
16.12.1 nau BbiWwe

Postgres Pro Standard 17.8.1
UAN BblLLIE

Platform V Pangolin DB
6.4.2-cve2-fstec™ nnm Bblwe

Platform V Pangolin DB 6

Platform V Pangolin DB 7

KommepyecKas

PostgreSQL 14.20 nau Bbiwe

PostgreSQL License

PostgreSQL 15.15 nau sbiwe

PostgreSQL 16.11 nau sbiwe

PostgreSQL 17.7 nnun Bblwe

NHPpacTpyKTypHbIE KOMMOHEe

HTbI MMO

CYB/l ana xpaHeHus
ceccum

Valkey Bepcum 9.0.4 nnn
Bbllle

BSD-3-Clause License

Platform V Radish

KommepuecKasn

PacwunpeHune CYB/,
PostgreSQL ana
NapTUUMOHMPOBAHMA
Tabnnuy, /1

PG Partition Manager
(pg partman) Bepcumn 5.1.0
VNN BblLle

PostgreSQL License

MNaHMpPOBLLMK 3a4aY
ana PostgreSQL

pg_cron Bepcun 1.6.2 nau
BbiLLE

PostgreSQL License

Cepsuc ana
ynpaBAeHMA KNacTepom
Postgresql

Patroni Bepcumn 3.3.0 nnn
BbllLE

The MIT License (MIT)

13 CepTudukat cootsetcTsuna PCTIK Poccum Ne 4704, nelicteuteneH o 22 asrycta 2028 .
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MapameTp 3HayYeHue NHPopmauma o anueHsnm
CepBuc ans Keepalived GNU General Public License,
H6anaHCMPOBKM version 2
HarpysKu u
obecneyeHus
OTKA30yCTOMYMBOCTM
Cuctema ynpasnenuna |Platform V DropApp (fstec) |Kommepyeckasn
KOHTEMHEepamm Platform V DropApp

MPUMEYAHME. OC ponkHa b6biTb yCTaHOB/IEHA B MUHUMANbHOM KOHPUrypaLumnm bes

rpadpuyeckoro nHTepdenca.

B Tabanue (Tabnuua 4) npmseneHbl NPporpammMHbIe XapaKTePUCTUKN YCTPOMCTB.

Tabnuua 4
MNapameTp 3HayeHne
OnepaunoHHada cucTema OC Aspopa, OC Android, OC cemeincta Linux
[MpnKnagHoOe NporpammHoe — npuaoxeHue «ABpopa LleHTp»;
obecneyeHune — npunoxeHue «Aspopa MapkeT»

1.4.3. TpeboBaHMA K pabouynm mecTam Nob30BaTeIeEN

MPUMEYAHUE. [1nsa paboTbl nonb3osaTenen ¢ nHtepdpencom MMNO Heobxoammo
BbIMO/IHEHME CAeayOWMX YCAOBUIM:

— Beb-Opay3ep AomKeH noaaep:kmeatb cneaytouwme TtexHonormm: TLS, CSS3,
HTML5, ECMAScript 5 n Cookie. PekomeHayeTca mncnonb3oBaTb Beb-6paysep Chrome
Bepcun 90 nau Bblilwe;

— Beb-bpay3ep B NC, obpabaTbiBatoWmMX MHGOPMALMIO OTPAaHNUYEHHOTO AOCTYNa,
Tpebytouwyto 3aWmTbl B COOTBETCTBMM C 3aKoHOAATenbCctBom PO Heobxogumo
ncnonb3oBatb M3 coctaBa OC, umetowen ceptnudukat cootsetctena PCTIK Poccum.
PekomeHayeTcs MUCnonb3oBaTb Beb-Opay3epbl: Firefox ESR Bepcun 91.4 mnm Bbllle,

Chromium Bepcum 87 nnu Bbille;

— pas3pelleHne skpaHa MOHUTOPA A0/IKHO bbITb He meHee 1280x960 px.
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1.4.4. BapmnaHTbl KOHPUIYPaLMI, A5 KOTOPbLIX MPOBOANNOCE TECTUPOBAHME

BapunaHTbl KOHPUrypaumm cpeabl GYHKLUMOHUPOBAHMA, B KOTOPbIX MPOBOAMIOCH

TecTuposaHue MMNO, npuseaeHsl B Tabauue (Tabanua 5).

Tabnuua 5

OoC

CYb/,

AnbT Cepsep 10.4

PostgreSQL 14.22

AnbT Cepsep 10.4

PostgreSQL 15.17

AnbT Cepsep 10.4

PostgreSQL 16.13

AnbT Cepsep 10.4

PostgreSQL 17.9

AnbT 8 Cl penns 10.2.2

PostgreSQL 15.17

Anbt 8 Cl penns 10.2.2

PostgreSQL 16.13

Anbt 8 Cl1 penns 10.2.2

Postgres Pro Standard 16.13.1

AnbT 8 Cl penns 10.2.2

Postgres Pro Standard 17.9.1

Anbt 8 Cl penns 10.2.2

Postgres Pro Certified (Bepcua aapa postgres: 15.17.1)

PEAOC7.3 Postgres Pro Certified (Bepcua agpa postgres: 14.22.1)
(cepTMdmUMpPOBaHHbIN)

PEANOC7.3 Postgres Pro Certified (Bepcus agpa postgres: 15.17.1)
(cepTndmuUMpOBaHHbIN)

PEN OC7.3.6 PostgreSQL 14.20

PEA OC7.3.6 PostgreSQL 15.15

PEA OC7.3.6 PostgreSQL 16.11

PEAOC7.3.6 PostgreSQL 17.7

PEO OC7.3.6 Postgres Pro Standard 15.17.1

PEOOC7.3.6 Postgres Pro Standard 16.13.1

PEO OC7.3.6 Postgres Pro Standard 17.9.1

PEN OC8.0.2 PostgreSQL 16.11

PEJ OC8.0.2 PostgreSQL 17.7

PEJ OC8.0.2 Postgres Pro Standard 16.13.1

PEO OC8.0.2 Postgres Pro Standard 17.9.1

Astra Linux Special Edition
1.7.10.72 (Open, BopoHex)

PostgreSQL 14.22

Astra Linux Special Edition
1.7.10.72 (Open, BopoHex)

PostgreSQL 15.17

Astra Linux Special Edition
1.7.10.72 (Open, BopoHex)

PostgreSQL 16.13

Astra Linux Special Edition
1.7.10.72 (Open, BopoHex)

PostgreSQL 17.9
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OC

CYb/,

Astra Linux Special Edition
1.7.10.72 (Open, BopoHex)

Postgres Pro Certified (Bepcua aapa postgres

:14.22.1)

Astra Linux Special Edition
1.7.10.72 (Open, BopoHex)

Postgres Pro Certified (Bepcua agpa postgres

:15.17.1)

Astra Linux Special Edition
1.7.10.72 (Open, BopoHex)

Postgres Pro Certified (Bepcuna aapa postgres

. 16.13.1)

Astra Linux Special Edition
1.8.4.48 (Open, BopoHex,
CMONEHCK)

PostgreSQL 16.13

Astra Linux Special Edition
1.8.4.48 (Open, BopoHex,
CMONEHCK)

PostgreSQL 17.9

Astra Linux Special Edition
1.8.4.48 (Open, BopoHex,
CMONEeHCK)

Postgres Pro Certified (Bepcua aapa postgres

:16.13.1)

Astra Linux Special Edition
1.8.4.48 (Open, BopoHex,
CMONEHCK)

Postgres Pro Certified (Bepcua aapa postgres

:17.9.1)

Ubuntu 22.04.5

PostgreSQL 14.22

Ubuntu 22.04.5

PostgreSQL 15.17

Ubuntu 22.04.5

PostgreSQL 16.13

Ubuntu 22.04.5

PostgreSQL 17.9

Ubuntu 22.04.5

Postgres Pro Standard 16.13.1

Ubuntu 22.04.5

Postgres Pro Standard 17.9.1

Ubuntu 24.04.3

PostgreSQL 16.13

Ubuntu 24.04.3

PostgreSQL 17.9

Debian 11.11 PostgreSQL 14.20

Debian 11.11 PostgreSQL 15.15

Debian 11.11 PostgreSQL 16.11

Debian 12.13 PostgreSQL 14.22

Debian 12.13 PostgreSQL 15.17

Debian 12.13 PostgreSQL 16.13

Debian 12.13 PostgreSQL 17.9

Debian 12.13 Postgres Pro Standard 16.13.1
Debian 12.13 Postgres Pro Standard 17.9.1
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2. APXUTEKTYPA MNO U BAPUAHTbBI YCTAHOBKW MO

2.1. OnncaHue KOMMNOHEeHTOB

Ha pucyHkax (PucyHok 1, PUCyHOK 2) npeacTaBneHa Gpuanyeckan apxutekTypa u

aAmarpamma passepTbiBaHmA [1110.

®uanyeckan apxuTekTypa Aspopa LleHTp - 1 cepeep npunoxenuin n 1 cepeep b

3 CermeHT ¢ cepBrucamu “-‘ .” . CermMeHT cepBMCoB O6LLero HasHaqYeHnA

3 Aspopa LleHTp H

! ¥npaenAeman | 5aTCP (DNS) i O
HTTPS 443 \\ | Pabouan MawmHa . UDP123(NTP) :

; Microsoft Micros

TGP 999 Linux Port mapping | TCP 25,465 (SMTP) |
N :;;g > :ggg | TCP 389,636 (MS AD)! Active Directory Active Directory
' @ | 1999 -> i , H ive Dir¢
Vipeanmonos Intemet { | WrTPSIs 4 § HTTP 8008 ;TGP0 (MSADCS) : Certficate Services
MOGUnbHO® ‘ EF TCPgo2s  Aepopallewtp !
JCTROfCTEG : g § o o 2 Cepsep npunoxexui 1 : H
Aspopa/Android S Jd8 S | : !
w 3o 1 : 4 4
! ¥ - TCP 5432 4 1
HTTPS 443 | @y Brewnwit ; : L @ ©
HTTPS 443 TCP 999 L = HanaHCcUpOBLUMK ; H “
/ ';:: % ' : Cepsep DNS  [llouToBbiii cepsep Cepeep NTP
[=4 : i
[Iz HTTPS 443
’
Pa6ouee mecTo o Postgres - primary Nerenpa
paspaboTunka Meskceteson | Cepeep B/l 1 ;
NpUNOXEHNIA oKpan

Cepsuchl 06lLero HazHa4eHWA

Cepsucsl Aepopa LieHTp

f Pabouee mecto
\_ aAMUHUCTpaTopa

PucyHok 1
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[Ovarpamma passepToieasus Aspopa LienTtp

Cepeep BHELUHEro ?'
TPUMNOKEHUA
(oTnpaeka push- -
o . YEEAOMNEHUI) 2
MUHUCTPATO) A i
ApasmCipaTp MPUNOXEHMI MoGunbHoe yctpoicteo | BHewHue
‘Aepopa LlexTp HTTPHTTPS cepauce!
Be6-6payaep | Be6-6paysep I u"ABpopalManser”)
HTTPHTTPS HTTPHTTPS
HTTPHTTPS HTTPHTTPS TCP/TLS
Cepsep NpUNoXeHWi
N y v 4 A4
BHyTpPeHHMiA m - ,
GanaHCUpOBLMK >t
. S Consul HTTP
HTTP 10L30c»10500 Template 8500
TCP  10500-11000
s, S
G
i|_Consul_J;
(®)
v ‘| sentinel J;
” ) B A
k] TCP 263796379 @ |
locsipkgrepo | 5 \ '
ity n6 nm nooc ' valkey J:
2 Y- — X
. o (7] |
= ny ncy CDN nyT TCP 9092 ' —
Nerexga
TCP 5432 Ba3sa gaHHbIX
e — ———_ CepaepBA LLinxa coobuieHuii
P Kaw
— L == BanaHCHpoBLUMK
o | e e
Xpanunuwe
ne ny nm |l nooc || nyT ncy
CucTema 0DHapyKeHna
CEPBUCOB
[ ][ ] Cepaucel
< -

pg_partman pg_cron

~

PUCYyHOK 2




Ha pucyHke (PucyHok 3) npeactaBneHa auarpamma passepTbiBaHua MMNO npwu

nHTerpaumm c CYJNP.
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[uarpamma pasgepToisaHns Aspopa LieHTp npu uHTerpauum ¢ CYOQUP

Cepsep BHELHEro L
NPUNOXEHUA ? .l
(oTnpaexa push- o
yBEOMNEHMA) . g
AIMUHACTPATOP Paapaﬁowuf
NPUNOXEHUA \os )
WNbHOE YCTPOMCTED HTTPHTTPS
| Be6-Gpaysep | Be6-Gpaysep | (Mpunoxenua "Aspopa LienTp” HTTPHTTPS
; . v "Aspopa Mapket")
prmmemmmsmasennsd O
H
! T HTTPHTTPS
HTTPHTTPS HTTPHTTPS TEPLS
v
‘ I1AM Keycloak 14—-’ IAM Proxy
' I
HTTPHTTPS
BHelwHue
; cepaucel
CepBep NPUNOXEHUN
Y v v
BHYTpPEHHUIA -
DanaHCcUpoBWMK ’
Nginx
- Consul HTTP
HTTP 1(]000-10500 Template 8500
TCP  10500-11000
|
<
i|_Consul_};
(@)
E | sentinel J:
» Nawr——t
Ragonin TCP 263796379 ©)
locsipkgrepo [ 5 '
Jocs/emm nb M nooc 1\ Valkey J!
\ !
: E ]
e ny || ney || con || nvr TCP 9092 2
[RedPandg)
Ay, o S— i
Nerexpa
TCP 5432 ba3sa faHHbIX
— r ———_ CepeepBll LLinsa coobLuenmit
- ™ Kalw
p—— e BanaHCUpoBLLNK
= ey e S
Xpanunuue
ne ny nv || nooc || nyT ncy
Cuctema oBHapyXeH!A
Cepsucos
h [pg _partman ][ pg_cron ] 4 S

PncyHoK 3
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2.1.1. CepBep NpUNOKEHUN
2.1.1.1. 1MNO «Aspopa LUeHTp»

MMNO coctount M3 cneaytouwmx noacucrtem: Mb (auth), MM (appstore), MOOC
(pkgrepo), MY (emm), MYT (mt), CDN (cdn), NCY (push). Kaxaaa nogcmctema npeacraBaseT
cobow Habop cepBMCOB.

CepBUCbl pa3HbIX NOACUCTEM MOTYT ObITb Pa3BEPHYTbI KAK Ha OAHUX U TEX Ke HOAaX
cepBepa NPUNOKEHWNM, TaK U HA OTAENbHbIX. KaxAabl cepBuC paboTaeT TO/bKO CO CBOMMM
NAHHbIMKM, KOTOPbIE NeXaT B OTAEbHbIX cxemax B BJ]. CxeMbl MoryT 6bITb pa3BepHYTbI Kak
B 0bwen BJ], Tak 1 B pa3HbiX.

CepBMCbl B3aMMOZENCTBYIOT Mmexay cobol nocpeactsom HTTP 3anpocoB
obmeHa coobuleHnamn 4yepes wKHy Redpanda. Bce mexcepBMCHble 3anpochl
ayTEHTUPMUMPOBAHDI.

Ona KoppekTHOW paboTbl cepBucos noacuctem MM, MY mn MOOC B Knactepe K
HOOaM cepBepa MPUNOKEHMN HEODXOAMMO NPUMOHTMPOBATL $alNoBOE XpaHWAULLE

cornacHo n. 3.9.2.
2.1.1.2. BHyTpeHHUI BaNaHCUPOBLLMK

Ha Ka*kaom cepBepe NPUAOXKEHMN YCTaHABAMBAETCSA BHYTPEHHNI BaNaHCMPOBLLMK
Nginx. OH BbINOAHAET QYHKUMIO reverse proxy, CAYXKUT 417 DaNaHCMPOBKM M Nepeaaym
TpaduKa K cepsmcam MNMMO, a TakKke obecneynBaeT mexcepBMCHOe B3anmoaencTame. [na
HEKOTOPbIX KOHEYHbIX TOYEK HACTPOEHO K3LLIMPOBAHME 3aNpPOCOB K CEPBMCAM.

Nginx HacTpanBaeTCcA aBTOMATMYECKM Ha OCHOBE MHPOPMaALLMM O CTaTyce CEPBMCOB
M3 cuctembl 0bHapyKeHus cepsmncos Consul.

C Lenbto 3alMTbl CEPBEPOB NPUIONKEHNN OT NPEBbILLEHMA NPeAebHOM Harpy3KM Ha
nHTepdeincax, obpabaTtbiBalOWMX BHELWHME 3anpocbl C NpuaoxkeHua «Aspopa LeHTpy,

HAaCTPOEHHO OrpaHuYeHne ogHOBPEMEHHO 0bpabaTbiBaeMbIX 3aMPOCOB (TPOTTANHT).
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2.1.1.3. Cuctema obHapykeHua cepsmncos Consul

Cucrtema o6Hapy>+<eva CepBNCOB UMCMONb3YETCA ANA MOHUTOPUMHIA COCTOAHWUA

cepsucos MMO. Consul aonkeH ycTaHaBAMBATbCA HA HEYETHOM KONMYECTBE CEPBEPOB.
2.1.1.4. CpeactBo ynpasneHus KoHourypaumamm cepsmncos Consul Template

CpeacTBo ynpaBaeHma KOHOUIypaumMamm CAYKUT 419 aBTOMATUYECKON HACTPOMKM
pacnpeaeneHmna 3anpoCcoB MeXKAYy 3SK3eMNNApamuM CEePBMCOB 33 CYET W3MEHEHUS
KoHoUrypaumm Nginx Ha ocHoBe MHbOpMaumm o cTaTyce cepsucos MO, nonydyaemon ns

cucTembl obHapyxeHua cepsmcos Consul.
2.1.1.5. CepBucC rapaHTMpOBaAHHOM A0CTaBKK coobuleHmin Redpanda

CepBUC rapaHTMPOBAHHOM [A0CTaBKM COODOLLEHWIN Mcnoab3yeTca Aas obMeHa
coobueHnammn mexay cepsucamm MNMO. Cepsuc RedPanda gonkeH ycTaHaBAMBATLCA Ha

HEe4YeTHOM KO/InYeCTBe CepBepPOB.
2.1.1.6. CYB/ Valkey

CYb/A Valkey (fork CYB/ Redis) ncnonb3ayetca ana xpaHeHus seb-ceccui.
[lna ynpaBneHua oTKkasoycTonumsom kKoHburypaumen Valkey ncnonb3syerca cepsuc

Sentinel, KOTOpbIN AOMKEH YCTaHAaBAMBATbCA HA HEYETHOM KO/IMYEeCTBE CEPBEPOB.
2.1.1.7. MpunoxeHune onsa CMHXpoHM3aumn damnos Syncthing

Syncthing — nporpammHoe obecneyenme ([10O), KOTopoe MNO3BOASET BbIMNOJHATbL
CUHXPOHM3aUMo GarnoB Mexay cepBepamm no P2P npoTokony.
NMPUMEYAHMUE. VMcnonb3oBaHMe AaHHOTO NPUAOXKEHMA ABIAETCA ONUMOHANbHbLIM

M 3aBUCUT OT KOHPUrypaumm MMO.
2.1.1.8. ArperaTop (Konnektop) ana cbopa meTtpuk OpenTelemetry Collector

Arperatop (KonnekTop) HeobxoaMm ana cbopa METPUK CO BCex HoA cepsepa
npunoxenui MMNO, ux arperaummn n NydAMKaLUK Pe3ynbTaToB A1 CUCTEMbI MOHUTOPUHTIA

Prometheus.
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2.1.2. Cepsep b/l

B kaudectBe cepsepa b/l ncnonbsyetrca CYb/ PostgreSQL wvnun PostgresPro. [na
paboTbl Takke TpebyeTcA yCTaHOBKa pacCWMPeHWN pg partman A1A aBTOMATUYECKOro
NapTULMOHMPOBAHMA MU OYUCTKM HAKANAMBAIOLWMXCA AAHHbIX, U pg cron AJ1A BbINOJIHEHMA
dyHKUMIM B B[], No pacnucaHuto.

B HeHarpyxeHHbIX KOHOUrypaumMsax BCE [AaHHble pa3MeLllaTca B  OAHOM
dum3myeckom nHcTaHce b1, BHyTpu co3gatotca nornyeckme bl ana Kaxaom n3 noacmcTem
MMO. JaHHble CepBMCOB BHYTPW JIornyecknx 6a3 pa3meLlatoTca B OTAENbHbIX CXEMaX, YTO
MCKNtOYaeT BO3MOMHOCTb 0OOpalleHMa OAHMX CEePBMCOB K AaHHbIM APYrnx CEpBUCOB.
OnuncaHHaa KOHPUIypaLMa CHUKAET CBA3HOCTb MEX Ay CEPBUCAMMN U NPU HEODXOAMMOCTHU
NO3BOJIAET BbIHECTM [aHHble MNOACUCTEM WU OTAE/IbHbIX CEePBMCOB Ha BblAE/IEHHbIE
cepsepbl b/.

B BbICOKOHArpy»KeHHbIX KOHPUIypaumax PeKoMeHAyeTcA BblAeNUTb [AaHHble
Hanbosee Harpy*KeHHbIx nogcmuctem Mb (auth) M MY (emm) B oTAENbHbIE dU3MYECKME Ha3bl
ANA MUHUMM3AUMM B3aUMHOTO BAMAHMA APYr Ha Apyra.

BA TMCY (push) cneayeT BbIHOCUMTb B OTAE/bHbIA WMHCTAHC MNPU  BbICOKOM
MHTEHCMBHOCTK 3anpocos, bonee 500rps.

Cepsep B/] MOXKeT ObITb YCTAaHOBAEH KaK C MOMOLLbIO CLieHapues ycTaHoBKK M0,
TaK M CAMOCTOATE/NIbHO. B cueHapumn yCTaHOBKM BK/IKOYEHbI MUHMMA/IbHbIE BO3MOXHOCTH
MO YCTAHOBKE primary m replica CEPBEPOB, a TAKXKe HACTPOWKa penaunkaumn. B cnyyae
OTKa3a OCHOBHOro cepsepa b/l, nmepekntoyYeHMe Ha Pe3epPBHbLIM CepBepP BbIMOHAETCA

aBTOMATUYECKMU.
2.1.3. BHewHnn 6anaHCcHMpoBLIMK

BHeWHN 6anaHCMPOBLLMK MUCNOAb3yeTca AN pacnpeaeneHua Tpaduka mexkay
HOZAMM cepBepa NPUIOKEHWI. ITO NO3BONSET COaNAHCMPOBATb HAarPy3Ky MexKay Ho4amm
cepBepa NPUAOKEHUN 1 NepeHanpaBuTb TPadUK Ha AOCTYMNHbIE HOAbI B C/lyYae BbIXOAa U3

CTPOA OHOTO N3 CEPBEPOB NPUIOKEHMUN.
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BHeWwHWn ©GanaHCcMpoBLIMK He BxoauT B coctas [0, onpegenserca u
pPa3BOpPaYMBAETCA MO/Ab30BATENAMM CAMOCTOATENbHO. B AMpeKkTOopuM samples B
AMCTPMOYTMBE MMEeTCA NPMMeEP KOHPUIypaumoHHoro ¢panna ana banaHcmposLmKka Nginx
ANA 3-X HOA0BOW KOHPUTYPaLUMM CepBepa NPUIOKEHUN.

Ha BHewHem 6anaHCMpoBLUMKE MOXKeT OblTb HACTpOeHa 3allMTa KaHana CBA3M
(npotokon HTTPS), noaaepkmBatotca B Tom ymncne FOCT anropmtmbl. TakKe cyllecTsyeT
BO3MOHOCTb OTAEANTb KOHCONb aAMMHUCTPATOPa OT APYrux MHTepdencos, BblAENMB
OTAENbHbIM JOMEH (MoAA0MEH) UK MOPT.

BHUMAHMUE! Mpun ycTaHOBKe pekomeHayeTca B ¢alne nginx conf.d A4006aBUTb

chegyroune HaCTpOVIKl/I ANA BHeEWHero 6aﬂaHCVIpOBU_Ll/IKaZ

http {
proxy buffers 8 16k;
proxy buffer size 16k;

Mpumep darna HaACTPOMKM nginx, BO3MOMXKHO MOCMOTPETb B AMCTpubyTMBe:

./samples/ac-mt/nginx external-balancer/conf.d
2.1.4. BHelwHWe cnyKbbl

B OaHHOM nNyHKTE nNpuMBEeAEHbl OMUCAaHWA BHELWHUX CAY»KO, KoTopble He

YCTaHaB/IMBAtOTCA BMECTE C OCHOBHbIMM KOMMOHEHTaMM.
2.1.4.1. Cepsep DNS

Cepep DNS ncnonbayetcs A4na nonyd4eHna nHpopmaumm o gomeHax (IP-agpeca no

MMeHM xocTa IBM nnum yctponcTaa).

2.1.4.2. CepBep NTP
Cepsep NTP ncnonb3ayerca 418 aBTOMATUYECKON CUHXPOHU3ALMN BPEMEHM Ha BCEX

cepBepax.
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2.1.4.3. To4yTOBbIN CEPBEP

MoYTOBbLIN cepBep MCNoab3yeTcAa ANA PacCCblZIKM KOAOB aAKTUBaAL UK yCTpOMCTB,

nonyyvyeHna AnarHoCTM4eCKmMx OTHETOB C yCTpOMCTB nT. 4.

2.1.4.4. Cnyxbbl KaTanoros

MHTerpauma MMO co caykbamm Katanoros (Microsoft Active Directory, ALD Pro,
Samba DC) ncnonb3yetca Ana aBTOMATUYECKON CMHXPOHM3ALUMKM CMUCKA NONb30BaTeNei
yCTPOWCTB B 1Y CO CMMCKOM NONb30BaTENEN OpraHM3aLLMK, a TaKKe ANA aBTOMATUYECKOM

NPUBSA3KM YCTPOMCTBA K NO/b30BaTENIO.

2.1.4.5. Cnyx6bl cepTnudmrato Active Directory (Active Directory Certificate

Services)

Cny»bbl cepTndmratos Active Directory Mcnonb3yoTca ANs ynpasBaeHUsa KAto4eBoM

MHGoOpPMaLMern (3aKpbITbIM KUY, OTKPbLITbIA KAOY, CcepTUPMKAT OTKPbLITOrO Kouya)

NoNb30BaTeNEN YCTPOMCTB.
2.1.5. CepBep BHELWHEro NpuaoXKeHnA

CepBep BHELWHEro MNPUIOXKEHMA ABAAETCA CEPBEPHOM YaCTbtd MPOW3BOJIbHOIO
BHewHero (no oTHoweHwuto K MMO) npunoxkeHuns, Kotopoe ¢ nomolubto MCY ocywecTenaeT

nepeaavy push-yBegomMieHMn Ha COOTBETCTBYOLLEE MOBUABHOE NPUNOKEHME.,

2.1.6. llepeyeHb NCNONb3YEMbIX BHELLHMX PENO3UTOPUEB

B T1abnuue (Tabnuua 6) npuBeseH CMNUCOK BHELWIHUX PEno3MTOpMeB, KOTOpble

MCNONb3YHTCA Npun ycTaHoske [M10.

Tabnnua 6

Ha3sHayeHue pecypca CcblnKa Ha pecypc
OdunumansHbi penosmtopuin Python Packaging Authority  |https://bootstrap.pypa.io/
(PyPA) ona HavanbHOM 3arpy3KM U YCTaHOBKM
MHCTPYMEHTOB yNpaBaeHMA NakeTamm, TakKnx Kak pip,
setuptools U wheel

XpaHunuue MO ana A3bika NporpammmpoBaHma Python https://pypi.org/
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NMPUMEYAHUE. Ecan paHHble pecypcbl HEAOCTYMHbl MO MNPUYMHE 3aKPbLITOrO
KOHTypa, Torga HeobxoaMmo 06patntbcA B CAYKOY TEXHWYECKOW NOALEPHKKM
npeanpuatna-nsrotosntena MMO n 3aNpocUTb apxmB C 3aBUCUMOCTAMMW ANA YCTAHOBKM

MO 6e3 AocTyna K yKasaHHbIM pecypcam.
2.2. BHelwHne nHTepdencol cepsepa npunoxkenui Mo

Mepen HOAaMW cepBepa MPUAOKEHMI MOFYT pacnoaaratbCa pPasanyHble
KOMMOHEHTbI CeTeBOM MHPPACTPYKTYPbl (HAanNpUmep, MEXKCEeTEeBOM 3KpaH, BHELIHWUM
6anaHCUpPOBLIMK, CPEACTBO KPpUNTOrpadMyecKkom 3almnTbl MHPOPMALUK U AP.), KOTopble
0bpabaTbiBaAOT NOCTyNatoLWME K CEPBEPY NPUNOKEHNIM 3aNPOCHI.

Mo ymoN4YaHWIO HOAbl CepBepa NPUAOKEHUM AnAa 0b6paboTKM BHELWHMX 3aNpOCOB
MCNONb3YIOT CheumanbHble BblA€NEeHHble MOPTbl, B3aMMOAENCTBME C  KOTOPbIMM
OCYLLEeCTBAAETCA NO He 3alMLLLEHHOMY NPOTOKOAY.

[Ona toro ytobbl MMO 6bIN0 AOCTYNHO U3 BHELWHEN CETU, HAa KOMMOHEHTAX CETEBOW
MHDPACTPYKTYPbl HEOBXOAMMO HAaCTPOUTL NepeapecaLmio NopPTOB.

Mpumep Tabanubl nepeagpecauym nopToB (port mapping) npuBedeH Ha

dU3NYECKOM apXxXMTEKTYPE, a TaKKe B Tabaumue (Tabanua 7).

Tabnnua 7
HasHayeHUWe nopTa Iopr cepBepfl MNopTt CK3U
NPUNOKEHUM

ObpaboTka 3anpocoB KOHCONEN 8009 (http) 443 (HTTPS)
no/sib3oBaTenei/afMMHUCTPATOPOB, a TaKKe
3anpocoB NpuaoxkeHnn «Aspopa LeHTp» n «MapkeT»
Ob6paboTKa 3anpoCcoB KOHTEHT-CEPBEPOB 8024 (http) 8443 (HTTPS)
ObpaboTka 3anpocoB OT yCcTPoNCTB K MCY ans 8025 (tcp) 999 (tls)
nony4yeHua push-ysegomneHni

Ana obpawerua k MNMMO nmeeT cMbICN 3aBECTU OTAE/bHbBIN AOMEH <AC DOMAIN> U
Ha3HaA4YMTb €ero Ha Cambli MEepPBbIi KOMMOHEHT CeTeBOM WMHPPACTPYKTYPbI, KOTOPbIM

NPUHUMAET 3anpocbkl OT noab3osaTenen MNMO n ycTponcTs.
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[lomeH <AC DOMAIN> MW BHellHWMe NOpTbl AOMKHbI  OblTb  yKa3aHbl B

COOTBETCTBYHOLWMX KOHPUTYPaLMOHHbIX dannax MMNO B npouecce ero HaCTPOMKM.
2.3. BapuaHTbl ycTtaHosku 110

B 3aBMCMMOCTM OT TpeboBaHUI K KONMYECTBY MNOAAEPKMBAEMbIX YCTPOMCTB

NMPUMEHAIOTCA Pa3/indHble BapmaHTbl ycTaHoBKM [1110.
2.3.1. TpeboBaHMA K annapaTHbIM XapaKTEPUCTUKAM

[Ona 3anycka MMNO n CYB/[ Ha 1 cepsepe TpebytoTca cneayowime MUHUMaAbHblE
anmnapaTHble XapaKTEPUCTUKN:

— 4 agpa npoueccopa;

— 8 b onepaTMBHOM NamATw;

— 50 b cBOHOAHOrO MecTa Ha *KeCTKOM AMCKe.

[aHHY0 KOHOUIypaLMIO PEKOMEHAYEeTCA MCNO/Nb30BaTb B KA4eCTBE TECTOBOrO
CTeHAa ANs 03HaKomAeHNA ¢ dyHKUMoHanom MIMO M MHbIX CAyYasx, rae He NpeabaABAAIOTCA
TpeboBaHMA K NPOM3BOANTENBHOCTM.

BHUMAHWE! Tlpoueccopbl cepBepoB C CEPBMCOM TapaHTUPOBAHHOM [A0CTaBKM
coobueHnin RedPanda go/mKHbI Noaaep»KneaTb Habop MHCTpyKUMi SSE 4.2 (Streaming
SIMD Extensions 4.2).

NPUMEYAHUNA:

v B Tabnumuax HUXe yKasaHbl annapaTtHble TpebosaHMa K SBM B 3aBMCMMOCTM OT
MaKCMMaNbHOIO KOMYECTBa NOAAEPKUBAEMbIX YCTPOMCTB;

v Mpu pasmelleHnn $painnoBoOro xpaHUaMLLA Ha CepBepe MPUIOXKEHUN, obbem
YKECTKOro AMcKa cepBepa MNPUAOKEHWN HEobXoAMMO YBENWYUTb Ha pa3mep AaHHOro
XPaHUANLLA.

B Ttabnnue (Tabnuua 8) npusBeeHbl annapaTHbie XapakTepucTtuku IBM, anas

paboTbl ¢ 10 000 ycTponCTB.
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Tabnunua 8
MapameTpbl gna 10 000 ycTponcTs
C Mpoueccop, Ob6bem Obbem CKopocCTb
epsepa o : Konnyectso
KONIMYECTBO | ONEpPaTUBHOM | KEeCTKoro | iops | ceTwn,
Anep namaTtu, N6 | ancka SSD, b réwr/c cepBepos
Cepsep 4 10 75 200 0,1 3
NPUNOXKEHWUI
Cepsep b/ b, 4 4 700 200 0,1 2
MM, T1Y, NYT,
MoocC, rncy
BHewWwHMM 2 2 20 30 0,1 2
HanaHCMPOBLLMK

(nginx)

B Tabnunue (Tabnmua 9) npmeeaeHbl annapaTHble XapakTepucTmkn 3BM, ansa paboTsbl

¢ 50 000 ycTpouncTs.
Tabnunua 9
MapameTpsbl s 50 000 ycTponcTs
Cepsepa Mpoueccop, Ob6bem _ O6bem | CKopocTb KOSMUYECTEO
KONNYECTBO | ONEepaTUBHOM |  XKECTKOro | iops | ceTw,
anep namatn, 6 | aucka SSD, I'b réwr/c cepeepos
Cepsep 6 12 100 600 0,1 3
NPUIOXKEHWI
Cepsep b/l B, 6 6 3200 200 0,1 2
MM, 1Y, NYT,
MOOC, Ncy
Content Server 2 4 150 100 1 2
BHelwHWI 4 4 30 30 0,1 2
HanaHCMpPOBLLMK
(nginx)
BHewHWM 2 2 20 30 1 2
H6anaHCUPOBLLMK

content (nginx)

B tabnuue (Tabaunua 10) npuseseHsi

paboTbl co 100 000 ycTpOnCTB.

annapaTHble XapaKTepuctukm IBM, ans
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Tabnunua 10
MapameTpsl gna 100 000 ycTpoicTs
CepBepa Mpoueccop, Obbem ) O6bem | CKopocTb KoNMuecTBo
KONMYECTBO | ONEepaTUBHOM |  KeCcTKoro | iops | cetwn,
Anep namaTtu, N6 | ancka SSD, ' réwr/c cepbepos
Cepsep 10 14 110 100 0,2 3
NPUNOXKEHUN
Cepsep b/ b, 8 8 6300 600 0,2 2
MM, 1Y, NYT,
Mooc, ncy
Cepsep 2 8 50 1000 0,1 3
MHOPACTPYKTYPHbIX
KOMMNOHEHTOB
Content Server 2 4 150 100 2,5 4
BHeLWwHWM 4 4 30 30 0,2 4
HanaHCHMPOBLLMK
(nginx)
BHelWwHMM 2 4 20 30 2,5 4
HanaHCHMPOBLLMK
content (nginx)

B Tabnunue (Tabanua 11) npusedeHbl annapaTHble XapakTepucTukmu IBM, Ha ana

paboTbl ¢ 200 000 ycTpoMncTB

Tabnumua 11
MapameTpbl gna 200 000 ycTpoiicTs
Cepsepa Mpoueccop, Ob6bem _ O6bem | CKopocTb KOAMIECTEO
KONWYECTBO | ONEepaTUBHOM | XKECTKOro | iops | ceTw,
anep namatn, 6 | aucka SSD, I'b réwr/c cepeepos

Cepsep 16 16 130 100 0,2 3
NPUIOXKEHWI
Cepsep b/ b 4 12 7000 400 0,2 2
Cepsep b/ MM, 12 12 7000 800 0,2 2
ny, NyT, NOOC,
ncy
Cepsep 4 10 70 2000 0,1 3
NHOPACTPYKTYPHbIX
KOMMOHEHTOB
Content Server 2 6 200 200 5 6
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Mapametpsbl gns 200 000 ycTponcts
Cepsepa Mpoueccop, Obbem _ O6bem | CKopocTb KO/MYECTEO
KONIMYECTBO | ONEpPaTUBHOM | KeCTKoro | iops | ceTwn,
Anep namaTtu, N6 | ancka SSD, ' réwr/c cepbepos
BHelwHWI 4 6 30 30 0,2 6
6aNaHCMPOBLLMK
(nginx)
BHewHm 4 4 20 30 5 6
HanaHCUMPOBLLMK
content (nginx)

B 1abnuue (Tabnmua 12) npuBeaeHbl annapaTHble XapakTepuctukn IBM, ana

paboTbl ¢ 500 000 ycTpoMCTB.

Tabnunua 12
MapameTpsbl 500 000 ycTpouncTs
Cepsepa Mpoueccop, Ob6bem _ O6bem | CKopocTb KOSMUYECTEO
KONMYECTBO | ONEepaTUBHOM | XKECTKOro | iops | ceTw,
Anep namatu, N6 | ancka SSD, 6 réwr/c cepbepos
Cepsep 12 18 160 100 0,2 6
NPUNOXKEHUIN
Cepsep b/l MNb 6 22 18000 200 0,2 2
Cepsep b/l MM, 22 24 18000 2000| 0,2 2
My, NOyT,
Moo, necy
Cepsep b/ MNCY 20 24 2000 200 0,2 2
Cepsep 6 12 70 3000 0,1 3
MHOPACTPYKTYPHbIX
KOMMOHEHTOB
Content Server 6 8 200 200 5 6
BHewHu 6 8 50 50 1 6
H6anNaHCUPOBLLMK
(nginx)
BHelwHWI 6 4 30 50 5 6
HanaHCMPOBLLNK

content (nginx)

Hanee npusefeHbl cxembl ycTaHoBKM [1110.
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2.3.2. KoHdurypauma sce 8 ogHom (MMO n CYB/ Ha ogHOM cepBepe)

Cepsucbl MMO, MHPPACTPYKTYPHbIE

KomnoHeHTbl [1M10O, KOMMNOHEHTbI

cpeapl

dyHKUMOHMpoBaHMA MO, a Takxke cepsBep bl ycTaHOBAEHbl Ha OAHOM cepBepe

(PucyHoK 4).

®usnveckan apxutekTypa Aspopa LleHTp
KoHourypaumna - Bce B 0gHOM

Q HTTP 8009 N YnpaenAeman
/ N Pa6oyan mawuHa
TCP 8025 —» \.‘ ; Linux
Q | | i
YnpaBnAemoe > HRIoEt (‘=. HTTP 8009 § 1
MoGHUnbHOE { K TCP/TLS 8025~—~_@ 3
~ A /o AN
YCTPOiCcTBO APy Vel 22
Aspopa/Android N % <
H'I'I'[P 8009 l D‘ 8|
: o
HTTP 8009 1cpgpas 3%
/ =3 Aepopa LleHTp
[ & Cepsep npunoxeHuii 1
T+
ﬂj m HTTP 8009
Pabouee mecto MexceTenoi
paspaboTymka aKpaH
NPUNOXEHUA P

Pabouyee mecto
agMMHUCTpaTopa

BHyTpeHHWIA NnepumeTp

PucyHok 4

MPUMEYAHWME. BHewHMn BanaHcKpos

wmk n CK3M He ncnonb3yroTcA.

,ﬂ,aHHWO KOHd)MpraLI,l/II-O perkomeHAayeTCa MCNoab30BaATb AAA O3HaKOMNEHUNA C

dyHKUMoHanom TMNO M MHbIX Ccay4vasx,

roe He npeabsasaaloTca TpeboBaHMs

NPOM3BOAMTENBHOCTM, O€30MaCHOCTM M HaAeKHOCTU (PUCYHOK 5).

K
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[warpamma passepTbiBaHua Aspopa LieHTp
KoHurypauua - Bce B OAHOM

XA

PaspaboTumrk
AamunncTparop NPUNOKEHUit o
MOGHA CTPOACTBO Ynpasnreman
Browser Browser Aa:;:);\dnro?d PaGouan MawwvHa
7 " Linux
HTTP 8009 HTTP 8009
HTTP 8009 TCP
S ss TCP 8025 8025

\ l / / Cepeep Aspopa LieHTp

HITP  ,csaceec :

it O —E$C)

Consul ;‘——
HTTP 1000010500 Tomplate @ |
TCP 1050011000 : :
v ! Sentinel )
) ®
[ auth ]appsm] [pkgropo] TCP 26379, 6379 | val :

emm || push || cdn || mt TCP 9092 ’ B
; (R ). = Nerewna
J Sewwssuey
lTCPSdGz Basa panHbix
- ) WnkHa coobweHnin
i Kaw
'
auth omm apps.oro pk.gropo
Lpg cron J pg_partman ] i CODDHCH
PUCYHOK 5

2.3.3. KoHdurypauma ns ogHoro cepsepa NpUIoKeHM n oaHoro cepsepa b/l

Cepsucol MMO 1 nHpacTpyKTypHbIe KOMMNOHeHTbI MIMO ycTaHOBAEHbI HA OAHOM
cepBepe, a cepBep b/l ycTtaHOBAEH Ha OTAENbHOM cepBepe. TaKKe HAaCTPOEeHbl BHELLIHMA
H6anaHCMPOBLLMK, HA KOTOPOM 3adaH BHelwHU gomeH MMO, n CK3W ana 3awmTbl KaHana
CBA3MW.

[JaHHYO KOHPUrypaumo pekomeHOyeTcs MCNoAb30BaTb B KA4eCTBE TeCTOBOM,
nmbo B caydvaax, Korga He npeabasastoTca TpeboBaHMA K OTKA30YCTOMYMBOCTU W

NPoOM3BOANTENBHOCTU (PUCYHOK 6, PUCYHOK 7).
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®uanyeckan apxutekTypa Aepopa LieHTp - 1 cepsep npunoxeHuid u 1 cepeep B[]

EHyTpeHHui nepumeTp

LB

— ;" CerMenT ¢ cepsucam

" 5a/TCP (DNS)

Pabouan MawmnHa T =
Linux CEE i) UDP 123 (NTP : :
:443 -> 18009 ] o ey | Microsoft :
HTTPS 443 1999 -> 18025 ” Aspopallentp 5465 (SMTP) | active Directory  cepaep ,
TCPITLS 999~ . Cepaep npunoxenwia 1 | TCP 389,636 (MSAD) '

HTTP 8009 . TCP80(MSADGCS)
TGP 8025 | TCP 21114(Rustdesk) | % ﬂ a ]
—— p h F E :
| TCP 8081 (Prometheus) | Active Directory
TCP 5432 (Grafana) Certificate Services |

]
F;:ma F:? n:?:: MesxceTeson Nerexpa
» K] .
MPUnGKEHHA pan T - Cepaucsl 061ero HasHaueHnA
TCP 21114-21117 (Rustdesk client) Cm ﬁprpﬂLlﬁHTp

UDF 21116 (Rustdesk client)
TCP 3000 (Grafana)

Pabouee mecTo
afMUHMCTpaTopa

PucyHoK 6
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[uarpamma passepTbiBaHuA ABpopa LieHTp
1 cepBep npunoxexuii u 1 cepsep b

< U0

P

Browser MOGUNBHOE YCTPOCTBO

AnmuHucTpar i
parop Hn:sspopalAndrmd Ynpasnaeman
TOPITL Paboyan mawuHa
Browser gl Linux
HTTPS
HTTPS TCPTLS

HTTPS://<AC_DOMAIN>
CPJI<AC_DOMAIN>:999

=Y
Brewnwuin
'é' J 6anaHCMPOBLUMK

HTTP 8009/TCP 8025

CepBep NpUnoXeHui

L 4

[ amm oFBEE)

Consul

HTTP '10000-10500 Template
TCP 10500-11000

A 4

™ §
o]

emaonnnan

[emm] push] cdn ][ mt ] TCP 9092 H '
4 b e i —

= Nerexpa

TCP 5432 Basa naHHbIX
LUnHa CooBLIeHMA

v Postgres - primary

Cepsep B/l Kaw
BanaHcvpoBLMK
Xpanunuuwe
P Y YL o [
Cucrema obHapyxeHua
Cepaucb!
[ pg_partman ][ pg_cron ]

PucyHok 7
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2.3.4. KnactepHaa KoHpUrypaums (nopaeprkka Ao 10000 yctponcTs)

B oTanumMm oT npeablaywein KoHPUrypaumm B AaHHOW KoHdUrypauum Aans
obecneyeHns oTKaszoycTonumeocTn cepsucbl MMNO U MHDPACTPYKTYPHbIE KOMMOHEHTI
MMNO cobupatoTca B KNacTep M3 Tpex HOA, KaxKkaas M3 KOTopbix obpabaTbiBaeT 3anpocChl.
TaK)Ke yCTaHaBAMBAETCA pe3epBHbIM cepsep b/.

[JaHHyl0O  cXxemy YCTaHOBKWM pPEKOMeHAyeTCA WCMNOoJIb30BaTb B KayecTse
OTKa30yCTOMYMBON KOHOUIypaumm, nogaepkmeatowen 4o 10000 yctponcTts (PUCYHOK 8,

PucyHok 9).

®duanyeckan apxutektypa Aspopa LieHTp (10K ycTpoiicTs)

AcweDureaoty copoop

Bﬂy‘w nepumeTp
2 Cervenr CYBA Posigres
: TCPAUDP
: [D T g301,8302
: CP 5432
t —_—
s TCP Postgres - Leader
: 5432 Cepaep 601
: Ynpasnseman r:
i PaGouan mawmna L3
C 443 2 Linux og 443 Port mapping: Postgres - Replica
TCP 999 H TCP 999 443 > 8009 Cepeep 60 2
Ynpasnaemoe \ = : 999 > 8025
\ a
YETPORCTOO : Cennm cepencos ocunm nmm Y
Aspopa/Android . Intemet & [ HTTP 8009 %E;‘m
28 2 Topeues TCP 25,465 (SMTP)
N 33 TCP 389,636 (MSAD)
z TCP 80 (MSADCS)
/ §'§  S— _TCPZARusdes)
43 3%' © Microsoft  Mowtossit
@
&%
E o
o
=

._lEiEi;

Aspopa Liowtp TCP 8081 (Prometheus) Prometheus ~ Grafana Rustdesk
TCP 5432 (Grafana) :
Cepeep npunoxenmit 3 [ Centificate Services

Cepancel 06WOro KaaHawHUA

PucyHok 8
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[uarpamma passepTbiBaHuA ABpopa LleHTp - 10K ycTpoiicTs
ynpasnaouan
AO0ER MR-
Unux
Aspopa LienTp
HTTP 8009/TCP 8025 H
v Copuap v Copoop
,.T HTTP 8500 n%-oxmm ) ""Pmﬁ-x‘ 0 BryTporewi NPUAOKEHMA 2|
canamcvposian il B Consul cluster TCP/UDP 8301,8302 | Co1 0w
T voseo a0 k e Sentinel cluster TCP 26379 [ #1i-® b o
ey } {m
NG Redis replication TCP 6379 & 2« {
Jocapparre TCP 26379, 6379 ol | TCP 263796379 auth 1 | focsgputore
o cana appsiore | push auth Valkey y. | @ | oo ‘mg :wm
> @ " RedPandaciuster TCP33145 | P p—— i —
ipkgrepo || mt || cdn lemm | TCPs092 P I mm‘me»
|
g v Cepeop
‘. G bbbk 2 | BN m Dot npunoei 3
1l e Sanancuponus
Wit 4 '
| Sentinei
:L@.;'rcwmnssn ah [ push | lappetors N oomod
= s
Top e omm | cdn | mt  pkgrepo
PecPards
= vca.sm T Nerewna
TCP 5432 6ada pavenax
W cootruomi
Cepoep B 1 ¥ CMB&? Kow
Posigres - Leader ’? TCPAOP M
————— P-'i“ pa P-m — [x,..,..... ‘
A ————— Hogtmneas,
FFEE R 4 M }.,,.,M,. w@ e
— S D Consul -/\—’ S :‘cmm
[ _po_cron |[pa_partman | ‘Agent “pg_cron Hmnmmn )
Pennukaumn  TCP 5432
PucyHoK 9

2.3.5. KnactepHasa KoHoUrypauma ¢ KOHTeHT-cepBepamm (noagepka Ao 100000

YCTPOWCTB)

B oTanume oT KOHOUrypaumn, noagaepmsatoulert 4o 10000 ycTpoONCTB, B AaHHOM
KOHOUIypaumm ans onTMMM3aumMm AOCTAaBKM KOHTEHTA U CHUMKEHMA HArpy3kM Ha cepBep
NPUNOMKEHUI UCNONb3YHOTCA KOHTEHT-CEePBEpbI.

[aHHylO KOoHOUIypaumio pPeKomMeHayeTcs MCnonb30BaTb, Koraa Tpebyetca
nogaepskka go 100000 yctpoictB wu/mam B caydae 60/blION TeppuUTopUanbHOM

yOaNeHHOCTWN YCTPONCTB OT cepBepa NpunoKeHni (PucyHok 10, PucyHok 11).
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®duanyeckan apxutekTypa Aspopa LIeHTp ¢ KoHTeHT cepsepamu (Ao 100K ycTpoiicTs)

| | e
A —gaan

TCP 21114-21117 (Rustdesk client)
UOP 21116 (Rusidesk client) B
MexcoTesoR Pas TCP 3000 (Grafana)

w

Copumces COWEro KAIMAONAA

PucyHok 10
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[varpamma passepTtbiBaHua Aspopa LieHtp - 100K ycTpoiicTs
e owree oo
! . Agpopa Lewtp
HTTP 8000/TCP 8025 HTTP 8000/TCP 8025 HTTP 8009/TCP 8025
J: (HETE S00/ILE W = = 2 ,
X | Y Cepoep
Doyrpeosti o () HTP e /.,M-ml“ ? ,',":”w“" N Bypesen npunost 2|
Lanamcugoem N Consul cluster TCPAUDP 83018302 J s Sarmopossen
Conaut Sodll H J 5o Conmt
gt - ® Sactinel custor TCP 26379 ® o ond T e
g e || e rran (B [ —
@ | [/ Radeanda st TP 33145 ?}._ ——
pkgrepo | mt | cdn | emm P 0002 | = emm cdn  mt | pigrepo
1
e & & 2
- wire oson At
NGE! - Q BoryToovosst
| s Ll e, Canmmnponon
Coreu
@ VP s
Sectrel
oY A R —
i "
T | oot [ | kg
v
Neconza
Eada amesn
s i |
Commptay $ f : Gtz | =
2 Banacuposcsm
Poitgres - Primary 3 cokae 9; Posgees - Ragica
: ——— Qi *’-T- o e bl = =" > s
== 1- NEE=E=EE.
sl gt o [1 J\. < G 1) e
5o | (pg_parman Seme ‘;'_‘-‘ ,W““"‘r'anm—r
Ponnuapm - TCP 5432
PucyHok 11

2.3.6. KnactepHasa KOHPUIypaLma C KOHTEHT-CEPBEPOM U1 Pa3aebHbIMM CEPBEPAMM

B, (nogaeprkka 4o 500000 ycTpoiicTs)

B maHHOM KOHOUrypaUmMm AN MUHUMMU3ALMN B3AUMHOIO BAMAHUS APYr Ha Apyra
ocyllecTBaseTca pasaeneHne Hambonee HarpyseHHblx B MbB (auth) n MY (emm) no
oTAeNbHbIM cepBepam. MHOpacTpyKTypHble KOMMoHeHTbl MO ycTaHaBAMBalOTCA Ha
oTAeNbHbIX cepsepax, cepsuchl MMO cobupatoTca B Knactep M3 WecTU Hohd. KOHTeHT-
cepBepbl MOXKHO PA3MECTUTb Ha OTAENbHbIX NAOLWaAKaX (HAaNpMMepP, B Pa3HbIX PErMOHAX).

[laHHYtO  KOHOUrypaumio pPeKomMeHAyeTca MCNo/Ab30BaTb AN  NOAAEPHKKM

MaKCMManbHOro Koanyectsa yctponcts (Ao 500000 yctporicTts) (PucyHok 12, PucyHok 13).
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Duanyeckan apxutekTypa Aspopa LIeHTp C KOHTEeHT (no 500K ycrpowicrs)

BryTpereust nepuverp
 Cormont ¢ copecawm B Posigres
MWM c
5432
Postgres - Leader
Cepoep B 1
Aspopa Lientp
Cepeep nprnoxenmi 1 ¢
: Postgres -
: Copoop A2
5432
g Cepoep B auth 1
Aspopa LiewTp
@ ‘Cepaep npunoxermit 2
Postgres - Replica
Cepoep B auth 2
5432
Ynpeanneusa - Leader
PaboE MawHHA Cepeep 64 push 1
Uln\ Copuop nprnowensh 3
i : Posigros - Ropica
e | | Cepaep B push 2
) - HTTP 8009 { 70"[&0"
i/ =03 | [ Tcras—> mlm
1
\ S Y e
il - — —
EQ Pt | Copoep npunoxend 4
3 TCPAIDP 83018302
TCP 26379
— Tows —»
TCPIUOP 8301.8302{Consss)
_TCP 26370(Sentinel)
TCp 637aR0d) B N
HTTPSUeAC_DOMANS 8443 Aspopa LiewTp TGP 9002 (Redpands) i Copesp
fravmaary IREPACTRYXTYPHLX KOMNONEHTOB.
Copotp 8 © KOMNOHONTOR 1 <
HTTPS 443 §
$ Cepaop.
i w“"u’m‘:% KOMNOHEHTOD 3
m:';:mm rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr
Aspopallewtp . TCPSBBBIOIMSAD) L.
Cepoep npunoxesasi 6 "&ﬁ‘(":sw‘ OGS CorvenT COpencon OGUIBTO HAIHANEHWA
Patored THETO ﬁ i a i
TCP 21114-21117 (Rusidesk clent)
ACMIHCTPATORS shdesk Nenrossi DNS NTP
mfc‘é‘fuﬁm-um‘?“l Active Directory  copuep

Kammmmmmmi

PucyHok 12
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[warpamma paseeptbisaHmA Aspopa LleHTp - 500K ycTpoiicte

=
EN q‘“ E

HTTPScAC_CONTENT_DOMAR 1>

Consul cluster TCRIUDP B301,8304 " S 5

Sentinel cluster TCP 26379

PucyHok 13

2.3.7. KatacTpodoycToinumsan knactepHaa KOHOUIypaLms ¢ YyCTaHOBKOW cepBepos

NPUIOXKEHUN 1 cepBepoB b/l B ABYX LiEeHTPax 06paboTKM AaHHbIX

B 4aHHOM KOHOUIYPaLMK C Le1bto 3aLUTbl OT MPUPOAHbBIX, TEXHOTEHHbIX KaTacTpod
WNWN TePaKTOB N obecnedyeHmna HenpepbIBHOCTM BU3HEC-NPOLLECCOB YCTaHOBKA CEpPBEPOB
NPUNOXKeHUn 1 cepsepoB bJ] ocyllecTBaseTca B ABYX UEHTpax 06paboTKM AaHHbIX

(LLOdax) — oCHOBHOM U pe3epBHbIN (PrcyHOK 14).
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Duanveckan apxutexktypa Aspopa LienTp (10x yctpoiicte) 2 LIOfa
BHyTpeHHui nepumeTp
T e
: (Active) UDP 123 (NTP) CermeHT cepancos
TCP 25,465 (SMTP) OBWEro HASHAYEHHUA
T et TGP 389,636 (MS AD) . —
Aspopa Lentp v'c%"z?-’mifmm’» i i i H
d< (\‘G TCP 8081 (Prometheus) :’ t
= Active Directory
E ~ ] J TCPAIDP Coruenr CYBQ s
e Lleton SR “g301,8302 s Erioiaey Kiotep
Ynpasnaemoe " =5 sz
MOGUNLHOS P pas/eNRR : NPMNOXEHAR 1 !1—,
yCTPOHCTBO aﬁmﬂ:,"m""' | HTTP 8009 TCP
Anpopa/Android =S : TCP 8025 G S 430
/ : l/\;’—' ¥ Aspopa Uewp
HTTPS 443 H%zz;;a :‘ NN 2
TCP 999 oo
28 Cepaop
‘ - Y Apunoxod 3
_ 52
HTTPS 443 2 =
Intemet . ~ 7cp ggg g 8 — {_;::
R 73  Pesepanuia LIOA
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o
B kaxgom LO[de vycrtaHaBamMBaeTca nNoAHbIM Habop cepsucos MO

OTKa30yCTONYUBOMN KOHPUrypaumm (n. 2.3.4 —2.3.6).

OcHoBHOM LUO/ dpyHKUMOHMPYET B aKTUBHOM pexkume (Active), T.e. obpabaTbiBaeT
BeCb noctynatouwmm Tpaduk. Cepsepbl b/l ocHosHoro LOJa cobupatotca B Primary

kKnacTtep. OanH 13 cepsepos b/l BbicTynaeT B ponu Leader, BTopoit cepsep B poan Replica,

penanumpya gaHHble ¢ Leader cepsepa 13 Tekyuwero LO/a.

PesepBHbit LLOJ GYHKUMOHMPYET B pexmMme oxunaaHua (StandBy) — Bce cepBucChI
aKTUBHbI, HO TpaduK B AaHHbIM LIOA He nopaetca. Cepsepbl b/l pesepsHoro LO/a
cobupatotca B StandBy knactep. OamH 13 cepepos b/l BbicTynaeT B poan StandBy Leader,

penanumpya AaHHble ¢ cepBepa M3 ocHoBHoro LUO[a. Btopon cepsep B/ BbicTynaeTt B

ponu Replica, penanunpys gaHHble ¢ cepBepa 13 Tekyuero LOda.
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CepBepbl NpPUAOKEHUA K3 pa3Hbix LIOJoB He cBA3aHbl MeXay Ccobon.
CUHXpOHM3aumAa cocToaHmna mexay LOJ[amn peanusyetca 3a CHET CXeMbl KaCKaaHOM
penankaunm gaHHbix b 13 ocHosHoro UO/Ja B pe3epBHbIN.
MepekntoyeHne  Tpaduka Mexay LOJdamu (failover/switchover)
ocyllecTBaseTca B pydyHom pexkume (n. 3.10.21). MoTepa gaHHbIX Npn nepekntodeHmnn b/,

byneT paBHa 3a4epKKe (nary) penankaumu.
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3. YCTAHOBKATIMO

BHUMAHUE! AamuHuctpatopy/pa3paboTumky npu KOMUPOBAHWUM KOMaHA W3
HACTOALLEro AOKYMeHTa B dopmaTte .pdf HEOOXOAMMO MPOABAATb BHMMATENbHOCTb M
NOMONHUTENBHO MNPOBEPATb Pe3y/bTaTbl BbIMONHEHMA COOTBETCTBYIOLWIMX KOMaHA Ha

aKpaHe.
3.1. Obwas nHpopmauua

YctaHoBKa MNMO 1 KoMnoHeHTOB cpeabl dyHKUMOHMpoBaHMs MNIMO ocyLlecTBAsETCS
C MNOMOLULbIO clLeHapueB ycTaHoBKM [0, BbIMOAHAEMbIX Ha ynpaBaswouwen IBM wu
HaMWCaHHbIX C WCMNOJIb30BAHMEM [AEKNAPATUBHOIO A3blKka PA3ZMETKU A4 OMNMCaHKA
KoHourypaunm Ansible. CueHapum yctaHosKu MNMO no3BONAOT BbIMOAHUTb YCTAHOBKY KakK
NIOKaNbHO (BCe& KOMMOHEHTbl Ha 1 9BM), Tak 1 ¢ yaaneHHon IBM (ynpasnatowein 3BM)

(PucyHok 15).

ynpaenawwaa N3Bh

\, |

ngg;p npgne SEZEM i KOHTEHT cepsep |

E | NG | | CDN |
~ "

MM | il |
| |
\""“T""/ | My T |
(e | | O

[ | I |

PucyHok 15
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MPUMEYAHUE. VYnpasnsiowaa 3BM HeobxoauMma TONbKO AN YCTAHOBKM,
HacTponKkn 1 ynpasnenma MMNO u He TpebyeTtca ans GyHKUMoHMpPoBaHKMA MNIMO.

BHUMAHWE! [ins yctaHoBku MMO HeobXxoANMMO Hanmnyme cTabmabHOro MHTEPHET-
COeAMHEHNA Ha cepBepax NPUIOXKeHUN, cepBepax bl, KOHTEHT-cepBepax, a TaKKe Ha
ynpasaatowen 3BM.

[na yctaHosku MMNO HeobX0ANMMO BbIMOAHUTL CAeaytoume AeACTBUA:

1) Yb6epuTbes, uto cobnoaeHsbl TpeboBaHmA, NpuBeaeHHble B noapasaene 1.4;

2) YcTaHoBUTb M HacTpouTb OC Ha cepBepbl NPUAOKEHUM, cepsepbl B 1 npu
HEeobX0AMMOCTUN Ha KOHTEHT-cepBepbl (nogpasaen 3.2).

BHUMAHME! Ons kKoppekTHoM ycTaHoBKK MIMO Ha OC Astra Linux Special Edition
«CMOIeHCK» HEOobXoAMMO OTKIUYUTL PEXXMM 3aMKHYTOM nporpammHoin cpeabl (3MC).
Pexkmum 3MMC 6baoknpyeT 3anyck BUHapHbIX Ganaos, He MMeroWKMX NOANUCK NPON3BOANTENA
OC Astra Linux. B atom pexume OC npenatctByeT paboTte KomnoHeHTos [MMO m ero
cnenyeT OTKAYUTL, BbINONHMB CAeaytoume AeNCTBUA:

— OTKAUMNTE pexknm 31C c NOMOLWbIO KOMaHAbI:

sudo astra-digsig-control disable

— obHOBUTE initramfs:

sudo update-initramfs -uk all

— nepe3sanyctute OC:

sudo reboot

[anee cnepynte pekoMeHAaumam, ykasaHHbim B n. 3.6.1 n n. 3.6.2;

3) Pa3BepHyTb M HacTpPOUTb ynpasastoLlyto 3BM (noapasaen 3.3);

4) HactpouTb WHOPACTPYKTYpPHbIE KOMMNOHEHTbl MO M KOMMNOHEHTbI cpeabl
dyHKUMOHMPOoBaHKMA MMO (n. 3.5.1);

5) Hactpoutb MMNO (n. 3.5.2);

6) YCTaHOBUTb MHPPACTPYKTYPHble KOMMOHeHTbl MO M KOMMNOHEHTbI cpepl

dyHKumoHmposaHua MMO (n. 3.6.1);
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7) YctaHosuTb MMO (n. 3.6.2);

8) HacTtpoutb noacuctemsl MMNO (noapasnen 3.8);

9) Mpn HeobxoAMMOCTM BbINONHWUTL AOMONHUTENbHblE HacTpoiku [MO,
MHPPACTPYKTYPHbIX  KOoMnoHeHToB MO  un  cpeabl  PyHKUMOHMpoBaHMa [0
(noapasanen 3.10);

10) MpoBepuTb  KOPPEKTHOCTb  YCTAHOBKM U dyHKUMOHMpoBaHma  T1MN0O

(noapasgen 3.11).

3.2. NopAanoK ycTaHOBKKU U HacTporKkn OC Ha cepsepax NPUNOXKeHUI, cepsepax bl 1

KOHTEHT-cepBepax

3.2.1. YcTaHOBWTb Ha CepBepbl NPUAOKeEHMI, cepBepbl B 1 Npn HeobXxoAMMOCTHM Ha

KOHTEHT-cepBepbl oaHy 13 cneaytowmx OC, npusedeHHbIX B n. 1.4.2.

BHUMAHME! MNepepn yctaHoBko OC HeE0HXOAMMO 03HAKOMUTLCS C TPeOOBaAHMAMMU,
npuBeAeHHbIMWU B AOKYMeHTaumm Ha C31 HC/A.

OC ponkHa bObITb yCTaHOBNEHA B MUHUMANbHOM KoHGUIrypaumn 6e3 rpaduyeckoro
nHtepdenca. Hanpmumep, npu yctaHoske OC AnbT HeobxoaMMo BblbpaTb KOHOUIypaLmto

«Minimal Install» (PrucyHok 16) npu yctaHoske OC.

il Minimal Install -

PucyHok 16

3.2.2. ObecneynTb BbINONHEHME CAeayoWMX TpeboBaHMM

3.2.2.1. TpeboBaHuA K npeaycTtaHoBAeHHbIM B OC nakeTtam

Ha cepBepax npunoxkeHuin, cepsepax bl n KOHTEHT-cepBepax A0XKHbl ObiTb
YCTaHOB/IEHbI CAeAytoLme nakeTbl:

— sudo;

— python Bepcumn 3.6 nau BbilLe.
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3.2.2.2. TpeboBaHWA K HacTpolke ceTn OC
Heobxoanmmo, 4tobbl HacTponkm cetm OC CcOOTBETCTBOBA/AW CAeAyHoLMM
TpeboBaHUAM:
1) Ona  OCHOBHOrO  ceTeBOro  WHTepdenca  [AOMKEeH  MPUCYyTCTBOBATb
KOHOUIypaunoHHbI dana(bl):

— OC Anbr:

/etc/net/ifaces/<umMma mHTepderica>/ipvdaddress
/etc/net/ifaces/<umMmsa uHTepberica>/ipvdroute
/etc/net/ifaces/<uma muHrepodeica>/options

— OC Astra Linux, Debian: /etc/network/interfaces;

— OCUbuntu: /etc/netplan/*.yml;

2) CeTeBoW MHTEPPENC AONKEH aBTOMATUYECKM 3anyCcKaTbca npu 3arpyske OC.

[ns aToro HeobxoAMMO:

— B KOH®UrypaumoHHOM ¢anne /etc/sysconfig/network-scripts/ifcfg-
<M murepberrica> (ana  OC  PEA  OC) wam  /etc/net/ifaces/<ums
mHTepdeiica>/options (ana OC AnbT) 3a4aTb cieaylollee 3HaYeHWe napameTpa

ONBOOT:

ONBOOT=yes

— B KOHOUIypaumoHHbIi dain /etc/network/interfaces (ana OC Astra Linux

nnn Debian) BHECTX caeaytoLLyo 3anmch:

auto <umsa mHTepbeMrca>

— B OC Ubuntu aBTO3anycKk ceTeBoro nHTepderca HaCcTpPoeH No YMOAYaHUIO.
3) MpuoputeTbl B KOHPUIYpaLMOHHOM dalne /etc/nsswitch.conf AOMKHbI

BbIMNALETL CAeAyoWMM 06pa3om (MNP MCNONb30BaHUM dnsmasq):

hosts: files dns

rae ... — OCTaNbHble ONUMKN, ECU OHU UCNONb3YIOTCS;
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4) Ha ceTeBbIx MHTepdencax cepBepoB NPUAOKeEHUIM, cepBepoB B/l M KOHTEHT-
CepBepoOB  AO0/MKHbI  OblTb  HACTPOeHbl CTaTUyeckue ip-agpeca (Mcnonb3oBaHuMe
AMHAMUNYeCKMX aapecos, Bblaasaembix no DHCP, He gonyckaeTca).

5) B cnyyae, Koraa cepsepa npunoxerHnin MMO HaxoaATCA 3@ MPOKCM-CEPBEPOM,
HeobX0AMMO OTKIOUYMTb MPOKCMPOBaHME 3anpocoB K cepsucam [MO.

[na 3Toro B NepemMeHHOM no proxy  KOHQUrypaumoHHoro  danna
/etc/environment HEOBXOAMMO YKa3aTb CMMCOK OOMEHHbIX MMeH uau IP-agpecos

CepBepoB NPUNOKEHWNN, AN KOTOPbIX HE CAeayeT UCMOAb30BaTh MPOKCUMPOBaHME:

NO PROXY=localhost,127.0.0.0/8, .local,<moMeH cepBepa MNPUIOXEHUI>

Hanpumep:

NO PROXY=localhost,127.0.0.0/8, .local,omp.acenter.example

3.2.3. MepenTn B y4ETHYO 3aNnCb Cynepnoaib3oBaTeia ¢ MOMOLLbIO KOMaHbI:

— OCAnbTm PEA OC:

su -

— OC Astra Linux, OC Debian n OC Ubuntu:

sudo -1

3.2.4. HacTpouTb penosmTopum:

— OC Astra Linux SE Bepcumn 1.7:

B KOHPUrypaumnmoHHOM panne /etc/apt/sources.list HEOOXOANMO UCKAOUNTD
CD-ROM 13 cnmncKa AOCTYMNHbIX Peno3nTopmeB, a TaKXKe HACTPOUTb A0CTYN K OCHOBHOMY

(main) 1 6azoBOMy (base) peno3utopuam OC:

#deb cdrom: [0S Astra Linux 1.7.9.41 1.7 x86-64 DVD ]/ 1.7 x86-64
contrib main non-free

deb https://download.astralinux.ru/astra/stable/1.7 x86-64/repository-
main/ 1.7 x86-64 main contrib non-free

deb https://download.astralinux.ru/astra/stable/1.7 x86-64/repository-
base/ 1.7 x86-64 main contrib non-free

deb https://download.astralinux.ru/astra/stable/1.7 x86-64/repository-
extended/ 1.7 x86-64 main contrib non-free

— OC Astra Linux SE Bepcumn 1.8:
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B KOHOUrypaumMoHHOM daine /etc/apt/sources.list HEOBXOANMMO UCKIIOUNTD
CD-ROM 13 cnmcka A0CTYNHbIX Peno3MTOPMEB, a TaKKe HAaCTPOUTb AOCTYN K OCHOBHOMY

(main) n 6a3oBoMy (base) penosutopuam OC:

deb https://download.astralinux.ru/astra/stable/1.8 x86-64/repository-
extended/ 1.8 x86-64 main contrib non-free non-free-firmware

deb https://download.astralinux.ru/astra/stable/1.8 x86-64/repository-
main/ 1.8 x86-64 main contrib non-free non-free-firmware

#deb cdrom: [0S Astra Linux 1.8.4.48 1.8 x86-64 DVD]/ 1.8 x86-64
contrib main non-free non-free-firmware

— OC Anbt 8 CI1 penuns 10:
B KOHOUrypaumoHHOm darne /etc/apt/sources.list.d/sources.list
Heobxoaumo wmckntoumte CD-ROM M3 cnmcKka [AOCTYMHbIX PEno3MTOPMEB, a TaKXkKe

HACTPOWUTb AOCTYN K OCHOBHbIM (main, classic) penosuTtopusam OC:

#rpm cdrom: [ALT SP Server 11100-01 x86 64 build 2023-05-29]/ ALTLinux
main

rpm http://ftp.altlinux.org/pub/distributions/ALTLinux
pl0/branch/x86 64 classic gostcrypto

rpm http://ftp.altlinux.org/pub/distributions/ALTLinux
plO0/branch/x86 64-i586 classic

rpm http://ftp.altlinux.org/pub/distributions/ALTLinux
pl0/branch/noarch classic

3.2.5. HazHaunTtb nonb3osatendm OC npaBa Ha BbIMNOJIHEHME KOMaHA OT MMEHM

cynepnosib3oBaTenAd bes BBO/Ja4 Napoada C NOMOLWBbKO KOMaHAbl:

echo '<umMmsa nosbs3oBaTesig> ALL=(ALL:ALL) NOPASSWD: ALL' | EDITOR='tee -
a' visudo -f /etc/sudoers.d/<mMmsa noJab30BaTENS>

Hanpumep:

echo 'omp ALL=(ALL:ALL) NOPASSWD: ALL' | EDITOR='tee -a' visudo -f
/etc/sudoers.d/omp

BHUMAHWUE! TlpaBa Ha BbIMOAHEHME KOMaHA OT WMMEHW Cynepnosib30oBaTens
NOMKHbI ObITb Ha3HayeHbl BCeM MoJb3oBaTeNnaAM (Ha ynpasnawowen IBM, cepsepax
NPUNOXKEHWI, cepBepax bl n KOHTEHT-cepBepax), KOTOPbIMK OCYLLECTBAAETCA YCTAHOBKA
KOMMNOHEeHTOB cpebl yHKUMoHMpoBaHna, CYB v MNMO. B npoTMBHOM Cayyae B npouecce

YCTAaHOBKW BO3HUKHYT oWwNBKM.
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MPUMEYAHMUE. MNMonb3oBaTenb «omp» UCNOAb3yeTCs ANA YCTAaHOBKM M 0OHOB/IEHNS
MMO. [aHHbIM MoNb30BaTeNb MOXKET OblTb OTKAtOYeH B npouecce pabotbl MO wm
BK/IKO4ATBLCA TO/IbKO Npu 06HOBAEHUWN 1 HacTpouke MMM0.
3.2.6. OTKAOYMTL  HacTpoMKy 6esonacHocTn «astra-sudo-control» (B caydae

ncnonb3osaHuma OC Astra Linux):

sudo astra-sudo-control disable

3.2.7. 334aTb MMsA XOCTa C MOMOLLbI KOMaHAbI:

hostnamectl set-hostname "uma xocra.uma nmomeHa'

BHUMAHME! Mpn 3apaHnm nmeHn xocTa 06A3aTeIbHO A0NKHO ObITb 334aHO UMSA

[lOMEeHa, KOTopoe oTAenseTca ToYKon. Hanpumep:

hostnamectl set-hostname ocs-app.local

3.2.8. B HacTpoinkax DNS-cepsepa nam ¢pannax /etc/hosts yKasaTb MMeHa XOCTOB

(hostname) M NO/IHblIE UMEHA AOMEHOB (FQDN) BCEX CEPBEPOB KnacTepa:

"ip-ampec" "mMA xocTa.uMA mgoMeHa'

Hanpumep (B palne /etc/hosts):

192.168.0.108 ocs-app.local

3.2.9. 3apaTb agpeca DNS-cepBeposB:
Anpeca DNS-cepBepoB 3aaatoTca B danne /etc/resolv.conf B CAedytoUEM

dopmarTe:

nameserver "ip-anpec"

Hanpumep:

nameserver 192.168.0.1

NMPUMEYAHUA:
v’ B cnyvae oTeyTCTBUA dpaina /etc/resolv.conf HEOBXOAMMO €ro co34aTh;
v' Mpu  ucnonbsosaHun OC Ubuntu 24.04 BHOCUTb npaBkn B  daln

/etc/resolv.conf He TpebyeTcA.
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3.2.10. HacTponTb MapLlpyT MO YMOAYaHUIO (default gateway) 4epe3 lan
MHTepdENC B COOTBETCTBMN C AOKYyMeHTaumen Ha OC.,

3.2.11. 3apaTb TekyLime AaTy U BpemaA C MOMOLLbIO KOMaHAb!:

date -s 'YYYY-MM-DD HH:MI:SS'

Hanpumep:

date -s '2021-03-31 12:34:506"

3.2.12. Nepe3sarpy3unTtb ynpasaatowyto IBM n cepsepbl C MOMOLLbIO KOMaHAb!:

reboot

3.3. NopAapoK pa3BepTbiBaHUA U HACTPOMKM ynpasastowen IBM

BHUMAHWE! T[MMepen pa3BepTbiBAHMEM W HACTPOMKOM ynpasaawowen IBM
HeobXoAMMO NPON3BECTM YCTAaHOBKY, HacTpolKy OC Ha cepBepax NPUAOKEHMI, cCepBepax
BA v npn HEOBXOAMMOCTM Ha KOHTEHT-CEPBEPAX B COOTBETCTBUM C Noapasaenom 3.2,

[nsa pa3BepTbiBaHWA M HACTPOMKKM ynpasadawowen 3BM Heobxoammo BbIMONHUTL
cnepytouime aencTema:

3.3.1. YcTtaHoBUTb Ha ynpasasatowyto 3BM oaHy n3 OC, npuBeaeHHbIX B Tabauue

(Tabnunua 13).

Tabnuua 13
OC Bepcusa

AnbT Cepsep 104

AnbT 8 CI1 10.2.2

Astra Linux Special Edition (Open, BopoHer, CmoneHck) [1.8.4.48

Debian 11.11

Debian 12.8

PEZl OC 7.3.6

Ubuntu 22.04.5

Ubuntu 24.04.3

NMPUMEYAHUE. B kayectBe ynpaBadawowen IBM MOXKeT MCNO/b30BaTbCA KakK

otaenbHana 3BM, Tak u cepsep npuaoxenHuin MMO.
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3.3.2. HactpouTb ceTeBoe B3ammogenctsme ynpasadatouwen IBM c cepsepamu
NpUAOXKeHU, cepsepamm Bl 1 KOHTEHT-cepBEpamMm.

HacTpolika ceTn Ha ynpasaawowen IBM ocywecTBnaeTca B COOTBETCTBUM
¢ 31 Ha OC.

3.3.3. HactpouTb penosutopuu:

— OC Astra Linux SE sBepcun 1.8:

[na 3T0ro B KOHOUrypauMoHHOM danne /etc/apt/sources.list HEOBXOAMMO
nckMounTs CD-ROM M3 cnmcKa AOCTYMHbIX PENO3UTOPMEB, @ TaKKe HacTpPOUTb AOCTynN K

OCHOBHOMY (main) 1 6a30BoMy (base) peno3mtopuam OC:

# deb cdrom: [0S Astra Linux 1.8.4.48 1.8 x86-64 DVD]/ 1.8 x86-64
contrib main non-free non-free-firmware

deb https://download.astralinux.ru/astra/stable/1.8 x86-64/repository-
extended/ 1.8 x86-64 main contrib non-free non-free-firmware

deb https://download.astralinux.ru/astra/stable/1.8 x86-64/repository-
main/ 1.8 x86-64 main contrib non-free non-free-firmware

— OC Anbt 8 CI1 penuns 10:
B KoHOurypaunmoHHom danne /etc/apt/sources.list.d/sources.list
HeobxoamMmo uckatouYnTe CD-ROM M3 cnucKka AOCTYMHbIX PEno3uTOpMEB, a TaKKe

HAaCTPOMUTb IOCTYN K OCHOBHbIM (main, classic) peno3utopuam OC:

#rpm cdrom: [ALT SP Server 11100-01 x86 64 build 2023-05-29]/ ALTLinux
main

rpm http://ftp.altlinux.org/pub/distributions/ALTLinux
pl0/branch/x86 64 classic gostcrypto

rpm http://ftp.altlinux.org/pub/distributions/ALTLinux
pl0/branch/x86 64-i586 classic

rpm http://ftp.altlinux.org/pub/distributions/ALTLinux
pl0/branch/noarch classic

3.3.4. Co3aaTtb Ha ynpasnawouwer 3BM oTaenbHbIM KaTanor, CKONMPOBaTb B HEro
coaepxmmoe Kaxagoro DVD, copepkawero MMO, MHPPACTPYKTYPHbIE KOMMOHEHTbI M
Tpebyemble KANMEHTCKME NMPUNOKEHNSA, 3aTEM NEPENTU B CO3AaHHbIA KaTasor C MOMOLLbHO

KOMaHb!:

cd <OyThb K KaTaJory>
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B pe3ynbTaTe A0KHA NONYYUTLCS CAeaytoWasn CTPYKTypa:

/

—— installer-ac-mt.sh

—— install-ac-mt.tar.gz

—— install-infra.tar.gz

— <client-apps>.tar.gz
Hanpumep:

/

—— installer-ac-mt.sh

—— install-ac-mt.tar.gz

—— install-infra.tar.gz

—— client-apps-aurora.tar.gz

—— client-apps-android.tar.gz

—— client-apps-linux-alt.tar.gz
—— client-apps-linux-astra.tar.gz
—— client-apps-linux-redos.tar.gz
— client-apps-linux-ubuntu.tar.gz

3.3.5. 3anyctnTb installer-ac-mt.sh C NOMOLLbO KOMaHAbI:

bash installer-ac-mt.sh

3.3.6. NepenTn B KaTanor co CLeHapUAMM YCTAaHOBKM C MOMOLLLbIO KOMaHApbI:

cd install-<Bepcus IIO>/install-ac-mt/

Hanpumep:

cd install-release-v5.3.0/install-ac-mt/

NMPUMEYAHMUE. JanbHenwmne AeNCTBUA NO YCTAaHOBKE M HACTPOMKE KOMMOHEHTOB
cpeabl GpyHKUMoHMpoBaHua MO, a Takxke MMNO, HeEOHOXOAMMO BbINOAHATL M3 AAHHOIO
KaTanora.

3.3.7. YcTaHOBUTb Ha ynpasastowen IBM nakeTbl, Heobxoammble ANA 3anycka
CLLEeHApMeB YCTAHOBKM:

— YCTaHOBWUTb CUCTEMHDbIE MaKeTbl C TOMOLWBbIO KOMaHAbI:

sudo bash ./cnp-system-pkgs.sh

— yCTaHOBUTL PyPl-nakeTbl ¢ NOMOLLbIO KOMaHAb!:

bash ./cnp-python-pkgs.sh
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NMPUMEYAHMUE. CkpmnT ycTaHoBKM PyPl-nakeToB MOKeT BblAaTb NpeaynpexaeHue
006 OTCyTCTBMWM KaTanora C ucnonHAembiMn dannamm B nepemeHHonm PATH. [daHHoe
npeaynpexaeHne yKasbiBaeT Ha TO, YTO YCTaHOBAEHHble Python-nakeTbl MOryT oKasaTbCA
HeAOCTYNMHbIMM ANA BbI30Ba M3 KOMAHAHOW CTPOKM.

PekomeHayeTtcs nobaBuTb B nepemeHHyto PATH KaTanor ¢ YyCTaHOBNEHHbIMM
MakeTaMy B COOTBETCTBUM C PEKOMEHAALMEN.

MPUMEYAHMUE. Ecnm TpebyeTca mcnonb3oBaTb COOBCTBEHHLIM peno3nTopuin PyPl-
nakeToB (PyPI registry), TO NpeaBapuUTeIbHO HEODXOAMMO CO34aTb KOHOUTYPALMOHHbIN

dann /etc/pip.conf coaepHKalMi cneayowme HaCcTPOMKMK:

[global]
index-url = <agmpec penosurTopusa PyPI>
trusted-host = <gomeH xXoCTa C penoszmUTOPUEM>

Hanpumep:

[global]
index-url = https://example.com/repository/pypi-pypi.org/simple
trusted-host = example.com

3.3.8. Hactpoutb SSH poctyn ynpasnstowen IBM K cepBepam NPUIOKEHUN,
cepBepam B[l 1 KOHTEHT-cepBepam (aaxe B caydae, Korga ynpasaatiowana 9BM m cepsepbl
yCTaHOBAEHbI Ha 1 9BM):

— chopMMPOBaATb KAOYEBYIO NApy Ha YNPaBAAIOLLEM CEPBEpE:

ssh-keygen -t rsa -b 4096

— CKOMMPOBATb OTKPbITbIM KAKOY Ha CepBepbl MPUAOKEHWUN, cepsepbl B wu

KOHTEHT-CepBepbI:

ssh-copy-id <umsa nomnbszopaTena>@<cepBep IPUIIOXEHMUI>
ssh-copy-id <umsa nonbszoBaTensa>d<cepsep BI>
ssh-copy-id <umsa nosbzoBaTesa>d<KOHTEHT CepBep>

— NpoOBeEpPUTb AOCTYN C YyNpaBAAlOWEN MaWWHbI Ha CepBepbl MPUAOKEHWUMN,
cepBepbl b/l 1 KOHTEHT-cepBepbl Mo SSH Katouy (NP BbINOAHEHWUM KOMAHA, HUXKe BBOS,

napons He AoxeH TpeboBaTbea):

ssh <umMmsa nosbp30oBaTeNa>@<cepBep NPUIIOXEHUSI>
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ssh <wumsa nonbzoBaTens>@<cepeep BI>
ssh <mMsa nosnb30BaTesg>@<KOHTEHT CepBep>

MPUMEYAHME. Ynpasnsatowme KomaHabl, GOpmMpyemble CLEHAPUAMMU YCTaHOBKM

Mo, nepenatoTca C UCNOb30BAHNEM NPOTOKO1a SSH.
3.4. YnpoleHHana HacTpoliKa MNMNO ¢ NOMOoLLbIO MHTEPAKTUBHOIO MEHIO

YnpouleHHaa HaCcTpOMKa WCMonb3yeTca A1Aa ObICTPOM HacTpoMKkM ©Ha30BOM
KoHourypaumm TMMO. Hactporka MMO cBOAMTCA K YKa3aHWUIO B MHTEPAKTUBHOM MEHIO
TONbKO CaMbIX HEODXOAMMbIX MAapPaMeTPOB: MMA XOCTa cepsepa npunoxeHuit Mo, nma
xocta CYB/l, aapec BHewHero 6anaHcMpoBLLnKa, Bepcma CYB/ PostgreSQL.

YnpolleHHada ycTaHOBKa N03BOAAET yCcTaHOBUTL 1110 B KOHPUIypaumax:

— Bce B ogHom (MMNO n CYB[ Ha ogHOM cepBepe);

— OAMH CepBep NPUIOKEHUN N oANH cepBep b/,

[laHHbIM BapMaHT peKkomMeHAyeTCA MCNOAb30BaTb B O3HAKOMMUTE/IbHbIX LENAX C
6a30BbIMM BO3MOXKHOCTAMKM [0, B OCTanbHbIX CAyYaax cnedyeT NPOnyCTUTb AaHHbIM
MYHKT.

B npouecce 03HaKOMUTENIbHOM YCTAaHOBKM OyaAyT CPOPMMPOBAHbI MHBEHTAPHbIN
dann okpyxkeHuna (baln: inventories/<uaspaHme okpyxeHMa>/hosts.yml), a TaKKe
KOHOUIYpaLUMOHHble dalnbl OKPY)KeHMA (KaTanor: config/environments/<HaspaHue
oxpyxeHus>/). MNoapobHaa MHPopMaLMA O KOHOUIYPaALMOHHbLIX dalnax OKPyKeHUR
npueeaeHa B n. 13.2.8. MNpn He0HX0AMMOCTU U3IMEHEHMA B AlaHHble Gainibl MOXKHO BHECTM

BPYYHYIO.
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Ons o3HakomuTenbHoOM ycTaHoBKM MO HEobXoAMMO BbIMOAHUTL CAeaykolime
nencTema:

3.4.1. 3anyCTUTb CLEHaPMN1 YCTAHOBKM C MOMOLLLbKO KOMaHAb!:

ANSIBLE USER="<uma nojpszoBarens>" ./deploy.sh -e <HasBaHME OKPYyXeHUs>

MPUMEYAHUE. HazBaHMe OKPYKEHNA MOXKET UMETb Nt0H0e 3HaYeHMe.

Hanpumep:

ANSIBLE USER="omp" ./deploy.sh -e test env

3.4.2. B npouecc BbINOAHEHUA CKPUMNTA HEOOXOAMMO B MHTEPAKTUBHOM pPEXKMME

3a/aTb Cieayroume napameTpbl:

— UMA xocTa cepBepa npunoxeHuni MNMO (Set Aurora Center APP host), Hanpumep:

Set Aurora Center APP host: ocs-app.local

— MMA XOCTa cepBepa H6asbl AaHHbIX, Hanpumep:

Set Aurora Center DB host: ocs-app.local

— URL-agpec BHewHero 6anaHCMpPOoBLLMKa (NpY €ro Hain4ymmn), Hanpumep:

Use external balancer [n]: vy
Set Aurora Center external URL(example - http(s)://mydomain.com) :
http://mydomain.com

BHUMAHME! URL-agpec yKkasbiBaeTcs 6€3 cMMBOIA «/» B KOHLE.

— Bepcuto CYB/ PostgreSQL, Hanpumep:

PostgreSQL version [15]: 15

3.4.3. NoaTBepANTb KOPPEKTHOCTb 3aJaHHbIX MapaMeTpPoB, Hanpumep:

Ansible deployment user = omp

Aurora Center APP host = ocs-app.local
Aurora Center DB host = ocs-app.local
Aurora Center external URL = http://mydomain.com
PostgreSQL version = 15

is this ok [y/n]? ¥y
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B cnyyae noatsepxaeHuna (y), HauHeTcsa ycTaHoBka [MO. B cayyae oTkasa (n),

byaeT BbINONHEHO 3aBEPLIEHNE CLEHAPUA YCTAHOBKM.
3.5. NopAanok HaCTPOMKN KOMMOHEHTOB cpeabl PyHKUMoHMpoBaHuA MMNO v MMNO

MPUMEYAHUE. CueHapum YyCTAHOBKM MNO3BOMAKT BbINOAHUTb HACTPOMKY U
ycTtaHoBKy M0, a TakKe KOMNOHEHTOB cpeabl PyHKUMOHMPOBaHKUA MNMO ANs HECKONbKMX
PA3/INYHbIX OKPYKEHWI. [opAaaoK KOHOUTYPUPOBaHMA M ycTaHOBKK MO AnAa HECKONbKMX

OKpYKeHun npmuseaeH 8 n. 3.10.15.

3.5.1. HactpoWika KOMMOHEHTOB cpeAapbl OYHKLUMOHMPOBAHMA rnro n

MHPPACTPYKTYPHbIX KOMNoHeHTOoB MO

MPUMEYAHWE. Maponu, cekpeTbl, TOKEHbI A0MKHbI OblITb HE MeHee 8 CMMBOOB, a
TaKKe coAep)KaTb 3araaBHble M CTPOYHble DYKBbI (KMpUAAMLA He AonycKaeTcd), umdpsl,
npobenbl M cneumanbHble CUMMBOALI. JlomycKaeTcA MCNOAb30BaTb  Caeadytouime

cneynanbHble CUMBOJIbI:

S&x ()-=_; .

[Ons  HAcTpPOMKM  KOMMNOHEHTOB  cpedbl  yHKUMOHMpoBaHusa  [TMNO  u
MHDPACTPYKTYPHbIX KOMNOHEHTOB MO HeobXoAMMO BbIMOAHUTL CAeaytolme AeNCTBUS:

3.5.1.1. Mepentn B KaTalor CO CUEHAPUAMWU YCTAHOBKMU /install-<Bepcus
[ro0>/install-ac-mt/.

3.5.1.2. B unHBeHTapHOM ¢aine inventories/hosts.yml 3aZaTb ajpeca
cepBepoB (MMeHa XOCTOB), Ha KOTopble OyayT YCTAHOBAEHbl KOMMOHEHTbI Cpeapbl
dyHKUMOHMpoBaHMA MMNO 1 MHGpPACTPYKTypPHble KoMNoHeHTbI MM0.

OnuncaHune nopAzakKa 3a4aHunA aapecos B NHBEHTAPHOM dbarne
inventories/hosts.yml npuBeaeHo 8 n. 3.10.12

[Onsa otobpaxkeHns agpeca IBM HeobxoaMMO BbINOSIHNUTL KOMaHAY:

hostname
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Mpumepbl $annoB hosts.yml ANA OAHOHOAOBOM W KNACTEPHOM KOHUrypaumm
npuvBeaeHbl B KaTanore samples/ac/inventories/

OnncaHne napameTpoB  MHBEHTApPHOro darna inventories/hosts.yml
npusegeHo s n. 12.1.1.

3.5.1.3. B KoH®UrypaumoHHom danne config/vars/ vars.yml HeobXxoAMMO
3a4aTb MO0 NOMEHATb NPeayCTaHOBAEHHbIE 3HAYEHMA CAeAYOLLMX NAapaMeTPOB:

— napameTpbl nogkntodeHna noacuctem MMO K bA:

postgresqgl:
port: 5432

Mpu ucnonb3oBaHMM banaHcupoBWMKa B HeobxoaMmo 3a4aTb aApec XocTa

6anaHCMpPOBLLMKA, HaNnpUmep:

postgresqgl:
host: "10.189.221.57"

— Mapoab cynepnonb3osBaTend "postgres" CYBEI Postgresqgl, eCin YCTaHOBKA

CYB/l ocylecTBnAeTCA C NMOMOLLbIO CLleHapueB YCTaHOBKM:

Pg superuser password: "postgres"

— Bepcuto CYB/:

pg_version: 15

MepeyeHb AONYCTUMbIX 3HaYeHUI NapameTpa NpuseaeH B Tabauue (Tabavua 14).

Tabnuua 14
3Ha4YeHMe napameTpa Bepcua CYb/]
14 PostgreSQL 14
15 PostgreSQL 15
16 PostgreSQL 16
17 PostgreSQL 17
ld-pro Postgres Pro Standard 14
ld-stdcert Postgres Pro Certified 14
15-pro Postgres Pro Standard 15
15-stdcert Postgres Pro Certified 15
16-pro Postgres Pro Standard 16
16-stdcert Postgres Pro Certified 16
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3HaYeHMe napameTpa Bepcua CYb/]
17-pro Postgres Pro Standard 17
17-stdcert Postgres Pro Certified 17

— MMAa 1 naponb nonblosatena CYB/[ Postgresql c ponbto «replication»:

pPg replication user:
name: replication
password: 123FD5648ert**h

— MMA M naponb cynepnonb3osatena CYB/ Postgresgl, oT umeHn KoToporo byaeT

OCYLLLEeCTBNATbLCA YCTaHoBKa [1M10:

Pg _custom superuser:
username: OCS superuser
password: ClacVob”"TwesOLs6

— aapeca DNS-cepsepos (oba3atensHo ana OC Ubuntu 22.04, Ubuntu 24.04 wn
PEA OC 8.0), Hanpumep:

dnsmasq upstream servers: "192.168.137.1,10.189.211.10"

MPUMEYAHUE. OnuncaHne napameTpoB KOHPUIYPaUMOHHbIX GailaoB cCLeHapues
YCTAaHOBKM cpeabl dyHKUMoHnpoBaHma T[1MO, cueHapues ycTtaHoBku [MNO w MO
npvBeAeHO B CaMUX KOHOUIYPaUMOHHbIX Gaianax B BUAE KOMMEHTapUeB.

3.5.1.4. B KoHOUrypaumoHHOM ¢anne config/secret.yml 3a4aTb Napoau,
CEeKpEeTbl M TOKEHbI:

— naponb goctyna K bAl:

database:
password: CHANGEME-ocs

— naponb goctyna kK CYB/[, Valkey B napameTpe valkey password:

valkey:
password: "CHANGEME-@rTT9089087fslk"

— CEKPEeTHbIM KN4 ANa ayTeHTMdGUKaummn 3anpocos K cepsucam MMoO:

hmac:
key: "CHANGEME-DEFAULT-F1IWpOt5dY51YJrm7H-DEFAULT"
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— TOKEH AO0CTYyMNa K CUCteme O6Hapy)+(eHl/|FI CcepBuncoB Consul:

consul:
token: "CHANGEME-ae9f5abb-6b8f-9252-59¢5-53bcb651£f182"

— CEKPETHbIN KoY KNMEHTOB (CepBMCOB):

defaultOidcClientSecret: "CHANGEME-HWfwehfoIOHwfe233WEfvwewe"

— KJ1tOM mM¢pOBaHMﬂCereTOBcepBMGBOcs—auth—config—api,XpaHHMMXCﬂB

bA:

encrypt:
keys:
- "CHANGEME-master-key"

— KAtOY WKdPOBAHMA CEKPETOB CEPBUCA ocs-emm-policies-api, XPaHALLMXCA B

bA:

encryption:
keys:
- "CHANGEME-master-key"

— KJ1HOM LUM¢pOBaHMH CEKPETOB CepBUCa ocs-appstore-settings-api,

XpaHauwmxca 8 bA:

secret:
- "you really need to change this"

BHUMAHMUE! Mpun obHoBneHmn MIMNO yaanatb cTapble KNo4YM 3anpellaetca. Hosble
KNtouM Heobxoammo A06aBAATb B HA4aN0 CAMUCKA;
— Maponu, UCNONb3yemble ANA 3aWMTbl KPUTMYHOM MHbOPMaLMKM (Hanpumep,

cookie ceccum):

oidcpSecrets:
system:
- kdj%93cxk+57nMad
cookie:
- 9v _wer8*&r= hY8u

BHUMAHWE! JnnHa napona aonkHa ObiTb He MeHee 16 cumBo10B. [pn 06HOBAEHNN
MMNO yaanaTb CTapble naponu 3anpellaetca. HoBble naponn Heobxoammo A00aBNATbH B

Ha4a/10 CMNNCKa,
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— Naponb [OCTyna K CepBUCY TapaHTUPOBAHHOM [OCTAaBKM COODLLIEHWM

Redpanda:

redpanda:
password: 'CHANGEME-%GJJ690t5-0"

— Mapoab cynepnoanb3oBaTesida CepBUCa FapaHTMpOBaHHOM AJOCTaBKU COO6LLI,€HVIIZ

Redpanda:

redpanda_superuser:
name: admin
password: CHANGEME-Tes%3@@poi

— Mapoab AOCTYyNa K CepPBUCY ynpasaeHua knactepom b/l Patroni:

patroni:
api password: "CHANGEME-VV4445@@@3kjj"

— Mapo/ib AOCTYNa K cepBucy 6anaHCMPOBKM Harpy3km Keepalived:

keepalived auth pass: "CHANGEME-ravJulis*Imb5"

3.5.2. Hactpoika MMNO (noacuctem MMNO)

BHUMAHMUE! lepen BbINONHEHMEM HACTPOEK HEOOXOAMMO W3Yy4YMTb MOPSAO0K
pPaboTbl C KOHGUTYpPaLMOHHbIMMK daltnamum, NnpnuseaeHHbIn 8 n. 13.2.9.

NMPUMEYAHMUE. Maponu, cekpeTbl, TOKEHbI A0NXKHbI ObITb HE MeHee 8 CMMBOJIOB, a
TaKKe coAepyKaTb 3arnaBHble W CTPOYHble DYKBbI (KMpUAAMLA He AonycKkaeTca), umdpsl,
npobenbl M cneunanbHble CMMBOAbLI. J[lomyckaeTcA MCNOAb30BaTb  Caeaykolme

cneynaibHble CUMBOJIbI:

S&*()-—=_;.

[Ona HacTponkn MMO HeobxoaMMO BbINOAHUTL CAeaytolne AencTBmuA:

3.5.2.1. B wuHBeHTapHOM ¢aine inventories/hosts.yml 33aJaTb ajpeca
CepBepPOB (MMeHa XOCTOB), Ha KOTopble ByayT ycTaHoBAEHbI noacucTems MMM0.

OnucaHune nopsaaka 3aaHunA aZpecos B NHBEHTAPHOM danne

inventories/hosts.yml npuBeaeHo 8 n. 3.10.12
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3.5.2.2. BbINONHUTL HACTPOMKY nopTa ans AAMUHUCTPATUBHbIX
(npuBmMnernpoBaHHbIX) MHTEpdencos MNMO (nNpu HeobxoAMMOCTH).

Mo YMONYaHWIO MNPUBUMAETMPOBAHHbIE WM HEMPUBUAETMPOBAHHbIE WHTEPdENChI
NPUHMMALOT 3anpocsl Ha nopTy 8009.

B [IMNO npeaoycmoTpeHa  BO3MOXHOCTb  Ha3HayUTb  aAMUHWUCTPATUBHbLIM
(npmBmnernposaHHbIM) MHTepdericam MMNO oTAeNbHbIN NOPT. ITO NO3BOAAET OrPaAHMUYNTD
A0CTyN HEeNPMBUAETMPOBAHHbIX nonb3oBaTenem K aAMUHNCTPATUBHBIM
(npuBMnernpoBaHHbIM) nHTepdencam MMO.

[lna  HasHayeHMA OTAeNbHOro nopta AN8 aAMWHUCTPATUBHOIO WHTepdenca
HeobXxoaMMO B KOHOUTYpPaLMOHHOM daline config/vars/ vars.yml yKa3aTb NOPTbl ANA
HENPMBUAETMPOBAHHbIX WHTepdencoB (napameTp: nginx vhost external port) MU
aAMUHUCTPATUBHBIX (NpmBMANErMPOBaAHHbIX) NHTepdencos (napameTp:

nginx vhost external admin port), Hanpumep:

nginx vhost external port: 8009
nginx vhost external admin port: 8010

N3meHeHne nopTa HeobXoAMMO Y4MTbIBATb B HacTponKkax URI B nn. 3.5.2.3.

3.5.2.3. BbinonHuTs Hactponky TLS ana BHewHux wuHTepderncos MMNO (npwu
HEeobXoANMMOCTH).

HacTponka TLS moxkeT noTpeboBaTbCcA A1A 3alMTbl KaHAN0B CBA3W, Hanmpumep,
MeXay BHeWwHMM 6anaHCUMPOBLIMKOM W CEPBEPOM  MPUAOKEHUA WUAN  Mexay
YyNpPaBAAEMbIMN YCTPOMCTBAMM M CEPBEPOM MPUTOKEHUN,

o yMON4YaHUIO cepBep NPUHUMAET 3anpockl No npotokony HTTP. [1ns HacTponKM
cepBepa Ha 06pabOTKy 3anpocoB MO 3allMlIEHHOMY npoTokony TLS Heobxoammo
BbIMO/IHUTb CAeaytoline AeNCTBUA:

3.5.2.3.1 B KoHourypaumoHHom danne config/vars/ vars.yml BKIKOYUTb
ONUMIO nginx vhost external tls M yKa3aTb 3aKPbITbIA KAKOY W LLenoYKy cepTndmKaTa

3aKpbITOro kKnto4a B PEM popmaTte, Hanpumep:
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nginx vhost external tls:
enabled: true
private key: |

MPUMEYAHUE. CepTuduKaT 3aKpbITOrO KAtOYa AO0/IKEH COOTBETCTBOBATHL
cneayrowmm TpeboBaHMAM:

— B None Common Name (CN) AO0MKHO ObITb YKa3aHO JOMEHHOE UMS;

— B cepTudMKaTe AO0/MKHO MNPMCYTCTBOBATb MoONe subjectAltName, 3HaYeHWe
KOTOPOro AO/I*KHO COBMNaAaTh CO 3HAa4YeHMEM B Nofe Common Name (CN);

— CepTUPUKAT [O/MKEH BXOAWTb B LEMNOYKY [A0Bepua CcepTMPUKATOB Ha
YCTPOWCTBAX;

— Qann  cepTUPMKaTa  3aKPLITOTO  KAOYA  [AO/KEH  BKAKOYATb  LEMOYKY
CepTUPUKATOB.

Mpumep co3aaHMA 3aKPbITOrO KAtoYa U cepTUdMKaTa 3aKPbITOro KAoYa NpmuBeaeH
B nn. 3.8.1.2.

3.5.2.3.2 B KoHOUrypaumoHHom daine config/vars/ vars.yml Heobxoanmo
OTAENWTb NOPT ANA BHELWHWX BbI30BOB (MapameTp: nginx vhost external port) OT
BHYTPEHHEro  nopta 444  MEeXNoACUMCTEMHOro  B3auMmodencTeua  (napameTtp:

nginx_vhost_system_port).Haﬂpmmep,yKaBaTbCﬂeAyKnumeﬂOprH

nginx vhost external port: 8009
nginx vhost system port: 8007

MPUMEYAHUE. Hactpoinkmn TLS coeamHeHnsa OyayT NPUMEHEHbI K CAeayoL MM
nopTam:

— MNOPT 414 BHELWHMX BbI30BOB (MapaMeTp: nginx vhost external port);

— nopTt aAMUHNCTPATUBHOIO NHTepdeinca (napametp:

nginx_vhost_external_admin_portﬁ
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— NopT ANA  NpuMema  3anpocoB  OT  KOHTEHT-cepBepoB  (MapameTp:
nginx vhost external cdn origin port).

3.5.2.4. BbinonHuTb HacTporky URL-aapecos MMMO.

URL-aapeca MMNO 3agatoTca B CEKUMM publicUris B KOHOUIypaUMoHHOM daine
config/config.yml.j2.

BHUMAHMUE! URL-agpeca yKasbiBatoTca He3 CMMBOJA «/» B KOHLLE.

Mo ymonyaHuto URL-agpeca MMO HacTpoeHbl cneayrowmm obpas3om:

— MPOTOKOAN: HTTP;

— hostname: COOTBETCTBYET NEPBOM 3aNMUCK B Fpynne app B UHBEHTAapHOM daline
inventories/hosts.yml;

— MNOpT: COOTBETCTBYET nepemeHHom nginx vhost external port,
33a4aHHOW B KOHOUTYpaUMOHHOM panne config/vars/ vars.yml.

[laHHble HACTPOMKM COOTBETCTBYOT OAHOHOAOBON KOHOUIypaLMM CUCTEMbI C
He3aWMLUEHHbIM  COeAUHEHNEM, OOWMM MNOPTOM  AN8  NPUBMAETMPOBAHHbLIX U
HenpPUBUAETMPOBAHHbIX MHTEPdENCOB 1 Be3 MCNoNb30BaHMA BHeLLIHero 6anaHCMpoBLIMKaA.

Bo3MoOXKHbI cneaytowe BapnmaHTbl HACTPOMKM:

3.5.2.4.1 URL-agpeca MMO ncnonb3ytoT 1 AomeH, 6e3 BHellHero 6anaHCMpPOoBLLMKA.

[1aHHble HACTPOMKM NPUMEHMMbI TONBKO K OAHOHOAO0BOM KOHUrypauuu. B
napameTpe publicUris.ac.commonAddress — MO YMOJYAHUIO YKa3aH hostname,

COOTBETCTBYIOLWMIA MNepBOM 3anucu B rpynne app B MHBEHTApHOM  daine

inventories/hosts.yml

ac:
commonAddress:
"http://{{groups['app']|first}}:${nginxVhostExternalPort}"

Echrm B nn. 3.5.2.2 6bln HasHayeH OTAENbHbIM MNOPT ANS AAMUHUCTPATUBHLIX
(NpuBMNErnMpoBaHHbIX) MHTepdENcoB, TO HEOHBXOANMMO B NEPEMEHHOM publicUris.ac.
adminAddress VYKasaTb 3TOT noOpT. [Na yKaszaHMA NopTa MOXHO MCMNO/b30BaTb
nepemMeHHyro  nginxVhostExternalAdminPort nnn  HenocpeacrtTBeHHO  3a4aTb

3Ha4vYeHune:




81
AOMT.20134-019101

ac:
adminAddress:
"http://{{groups|['app'] |first}}:${nginxVhostExternalAdminPort}"

3.5.2.4.2 Hactporka URL-agpecos [MNO npm MCNONb30BAHUM 33LUMLLIEHHOrO
coeMHEeHMA.

HesawmueHHoe (npotokon HTTP) coeanHeHue ¢ cepsepom npunoxkeHuin MMoO
[OMNYCTUMO  MCMNOAb30BaTb B MW/IOTHbIX MPOEKTax, rae oTcyTcTByeT 0b6paboTKa
KOHOUAEHUMANBbHON MHPOPMALUMK. B oCTanbHbIX CAyyYasx A0/MKHA obecneymBaThCs
3allMTa KaHa/lI0B CBA3M.

MO noaoaep*MBaeT BO3SMOXHOCTb MCMONb30BaHMA 3aWMLUIEHHOro coegmHeHunA
TO/IbKO C UCMONIb30BAaHMEM BHELIHEro KPMNTOLWAK33a UAM HACTPOMKKM TLS Ha BHelHem
HanaHCcUMpoBLIMKE.

[Mpn  Mcnonb3oBaHMKM  3awmuieHHoro coegnHeHma B URL-agpecax T[1M10

HeobxoAMMO yKa3biBaTb NPOoTOKoA HTTPS:

ac:
commonAddress: "https://acenter.example.ru"

3.5.2.4.3 URL-aapeca MNMO ncnonb3ytoT 1 AOMEH Ha BHelHeM HanaHCUPOBLLMKE.
B naHHOM cnyyae B napameTpe commonAddress HEOOXOAMMO 3a4aTb MPOTOKON
(http wam https), nma gomeHa <AC DOMAIN> W MOPT, HACTPOEHHble Ha BHeELWHeM

HGanaHCMPOBLLMKE, HANPUMep:

ac:
commonAddress: "https://acenter.example.ru"

3.5.2.4.4 URL-agpeca MMNO pa3geneHbl Ha BHELWHWUA U BHYTPEHHMA AOMEHbI Ha
BHellHeM 6anaHCMPOBLIMKE.
MoanobHoe pasaeneHue, TpebyeTcsa, Hanpumep, Korda HeobXoaAMMO OrpaHUYnTb

AOCTYyNn K KoHconam dAMUHNCTPATOPOB 13 BHELLHEWM CeTun.
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B naHHOM caydyae B napameTpe commonAddress HEOHXOAMMO 33/aTb MPOTOKO/
(http nawm https), uma gomeHa <AC_DOMATIN> M NOPT A4/19 BHELHUX 3APECOB, a B NapameTpe
adminAddress 3aZaTb MNPOTOKO/, MMA AOMEHa W NOPT AN BHYTPEHHWUX a[pecos,

Hanpumep:

ac:
commonAddress: "https://acenter.example.ru"
adminAddress: "https://admin.example

3.5.2.4.5 URL-agpeca lNMMO ncnonb3yoT pa3Hble 4OMEHDbI.

B gaHHOM caydae Aaa Kaxaon nogcuctembl MMNO 3apaeTca cBOW CODCTBEHHbIN

NOMEH, Hanpumep:

cdn:
address: "https://external.cdn.example.ru"
originAddress: "https://acenter.example.ru:8024"
auth:

adminCrossTenantAddress: "https://authadmin.example"
publicAddress: "https://authpublic.acenter.example.ru"

aps:
adminAddress: "https://apsadmin.acenter.example.ru"
devAddress: "https://apsdev.acenter.example.ru"
marketAddress: "https://apsmarket.acenter.example.ru"
push:

adminAddress: "https://pushadmin.example"
publicAddress: "https://pushpublic.acenter.example.ru"
mt:
adminAddress: "https://mt.example"
pkgrepo:
adminAddress: "https://pkgrepoadmin.example"
mobileAddress: "https://pkgrepomobile.acenter.example.ru"
repoAddress: "https://pkgrepo.acenter.example.ru"

3.5.2.5. OTpenakTnpoBaTb KOHPUTYPALUMOHHbIN Ppain config/config.yml.j2.
B AaHHOM KOHUrypaunmoHHOM ¢arne HeobxoAMmMo 3a4aTb AMOO M3MEHUTb
npeayCcTaHOB/NEHHbIEe 3HAYEHNA:

— [IOMEH YYEeTHbIX 3anMMnCcen Noab3oBaTenen AN TeHaHTa "default":

defaultIdentityDomain: "omprussia.ru"
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— YPOBEHb JAeTanu3aumm CcoobLWEeHUA NOTMPOBAHUA (pekomMeHayeTca 3a4aThb

"info" npu TecToBOM aKCNAyaTaUMM N "warn" NpuM NPOMbILWIEHHON SKCAyaTaLnn):

logger:
level: "info"

3.5.2.6. HactpouTb ¢parmnosoe xpaHuauuie MoO.

OnucaHme HacTponku dannosoro xpaHuaumuwa MO (pannosbix xpaHuamu, MM, MY u
MOOC) npuseaeHo B noapasaene 3.9.

3.5.2.7. BbinonHMTb HacTpoikmn 6esonacHoctn MO, apyrve AONOAHUTENbHbIE
HacTpolku MMO u HacTpoikn noacmuctem MMO (npun HeobxoaMMOCTH).

BHUMAHUE! Tepen yctraHoskom [IMNO  TpebyeTca BbIMNOAHWUTL  HACTPOWNKMK
6esonacHocTu MMNO, gononHuTenbHble HacTporkm MMO 1 HacTpolkn noacuctem MMO (npw
HeobxoAMMOCTH).

[MepeyeHb W ONUCaHWe [AONOMHUTENbHbIX HacTpoek [MNO  npuBeaeH B

nogpasgene 3.10.
3.6. MopAnoK YCTaHOBKM KOMNOHEHTOB cpeabl PyHKLMOHMpoBaHus MNMNO u NMNO

3.6.1. YcTaHOoBKa KOMMOHEHTOB cpeapl OYHKUMOHNPOBAHMA Mo n

MHOPACTPYKTYPHbIX KOMNoHeHTOoB MNMO

3.6.1.1. ObecneuymnTb CMHXPOHM3ALMIO BPEMEHN MEXAY HOAaMM KNacTepa.

Mpw akcnayataumm MMNO B KNactepHon KoOHOUrypauum Heobxoanmmo obecnevmTb
CMHXPOHM3AUMIO BPEMEHWU MEXAY HOAAMM Knactepa (Hanpumep, C NOMOLLbID YTUAUTDI
chrony).

[N NpoBEpPKM CUHXPOHM3ALMN BPEMEHN HEODXOAMMO BbIMONHNUTL KOMAHAY:

ansible-playbook play-check-time-on-hosts.yml --inventory-file
inventories/hosts.yml -vv —--diff
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Mo pe3ynbTaTam BbINONHEHMA KOMaHAbl OyaeT BbIBEAEHO Tekyllee BPemMa Ha

KaXXaoWM HoZle Knactepa, Hanpumep:

acenterapp03.ompcloud 2022-11-09 09:48:38.394115
acenterappO4.ompcloud 2022-11-09 09:48:38.394533
acenterapp05.ompcloud 2022-11-09 09:48:38.394939
acenterappl06.ompcloud 2022-11-09 09:48:38.395490
acenterapplOl.ompcloud 2022-11-09 09:48:38.393034
acenterapp02.ompcloud 2022-11-09 09:48:38.393631

3.6.1.2. YCTaHOBUTb Ha cepBepbl NPUAOKeHWIN, cepsepbl b 1 KOHTEHT-cepBepbl
HeobxoaMMble NakeTbl.

BHUMAHME! Mocne 3aBeplueHmns ycTaHOBKM NakeToB cayxoObl SELinux un Firewalld
OyayT OTKAHOYEHDI.

[1nAa ycTaHOBKM NaKeToB HEOHXOAMMO BbIMONHUTL Creayrowme 4eNCTBUA:

3.6.1.2.1 YCcTaHOBWUTb NaKeTbl C MOMOLLbIO CeAYOLLEN KOMaHAb!:

ansible-playbook -i inventories/hosts.yml play-managed-node-
prerequisites.yml -vv -u <muMs IIOJIb30BaTeJIA>

Takke npeaycMOTPeHa  BO3MOMHOCTb  YCTAaHOBKM  MaKeToB  BMecTe C
KOMMNOHeHTamu cpeibl GyHKUMoHMpoBaHuAa MMO 1 MHGPACTPYKTYPHBIMU KOMMNOHEHTAMM

MMNO ¢ NOMOLLbIO KOMaHAbI:

ANSIBLE USER="<mmsa noseszosatTensa>" ./deploy-infra.sh --install-
prerequisites

Hanpumep:

ANSIBLE USER="omp" ./deploy-infra.sh --install-prerequisites

[Ons OTAeNbHOW YCTAaHOBKW MaKeTOB HeobXOoAMMO BbIMOAHUTL caeayloLlmne
KOMaHAb!:

— cepBepbl NPUNOKEHNN:

ansible-playbook -i inventories/hosts.yml play-managed-node-
prerequisites.yml -vv -u <uMga [OJb30BaTeJ S>> —--extra-vars
"node type=app" --limit app
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— cepsepbl BA:
ansible-playbook -i inventories/hosts.yml play-managed-node-
prerequisites.yml -vv -u <uMsa OOJIL30OBATENA> ——-extra-vars
"node type=db" --limit postgresql

— KOHTEeHT-CepBepbl:

ansible-playbook -i inventories/hosts.yml play-managed-node-
prerequisites.yml -vv -u <uMsg HOoJb30BaTENS> —--extra-vars
"node type=content" --limit content

— cepBep C  WMHOPACTPYKTYPHbIMM  KOMMOHEHTaMW (B C/Ayyae, Koraa

MHOPACTPYKTYPHbIE KOMMOHEHTbI YCTaHaBAMBAOTCA Ha OTAE/bHbIN cepBep):

ansible-playbook -i inventories/hosts.yml play-managed-node-
prerequisites.yml -vv -u <mMsa HOJIb30BaTeNs> —-—-extra-vars
"node type=app" --limit=consul, redpanda,valkey

Hanpumep, yCcTaHOBKA MaKeTOB Ha CepBepbl MPUIOXKEHWI OCyLLecTBASeTCA C

MOMOLLbIO KOMaHAbI:

ansible-playbook -i inventories/hosts.yml play-managed-node-
prerequisites.yml -vv -u omp --extra-vars "node type=app" --limit app

3.6.1.2.2 Ha cepBepax npunoxkeHun, cepsepax b M KOHTEHT-cepBepax noj

ynpasneHmem OC PE/1 OC BKAOUYMTb aBTO3aMYCK CAYKDObl network C MOMOLLbIO KOMaHAbI:

sudo systemctl enable network

3.6.1.2.3 MNepe3arpy3nTb cepBepbl NPUAOKEHM, cepBepbl B/ 1 KOHTEHT-CepBeEpPLI C

MOMOLLbHO KOMaHAbI:

sudo reboot

MopAAOK [AencTBMM ANA CaMOCTOATENbHOM YCTAaHOBKM MAKETOB, a TaKXKe
oTKAtoYeHuto cnyk6 SELinux n Firewalld npuseaex 8 n. 3.10.7 1 3.10.8.

3.6.1.3. lNepenTn B KaTanor co CLeHapUAMM YCTAaHOBKM B COOTBETCTBMM C M. 3.3.6.

3.6.1.4. YCTaHOBUTb ~ KOMMOHEHTbl  cpeabl  PpyHKUMOHUPOBaHMA  TMO  u

MHOPACTPYKTYPHbIE KOMMNOHEHTbI MIMO ¢ NOMOLLLbIO KOMaHAbI:

ANSIBLE USER="<uma nojb3oBaTena>" ./deploy-infra.sh
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Hanpumep:

ANSIBLE USER="omp" ./deploy-infra.sh

B pe3ynbTaTe BbINOAHEHWA KOMaHAbl B KaTanore logs byaeT cpopmmpoBaH Nor-
daln ycTaHOBKM KOMMOHEHTOB cpedbl GyHKUMOHMpoBaHMA MO 1 MHOPACTPYKTYPHbIX
KomnoHeHTOoB [1110.

OnucaHmne napameTpoB 3anycka CKPUNTA deploy-infra.sh U UX BO3MOMXHble

3HaYeHua npueeaeHbl B noapasaene 4.1.

BHUMAHUE! CkpunT deploy-infra.sh N03BOAAET YCTaHAaBAMBATb TOJIbKO
CYB/ PostgreSQL 14/15/16/17. CYB[, Postgres Pro HeobxoAMmo ycTaHaBAMBaTb
CaMOCTOATE/NbHO.

Mpn  wmcnonv3osaHum  CYBJ  Postgres Pro nambo, ecnm  yCTaHOBKY
CYB/ PostgreSQL 14/15/16/17 HeobxoAMMO  BbINOAHWUTL  camocToATenbHO  (6es

MCNO/Ib30BaHMA CLUEHAPMEB YCTAHOBKM KOMMNOHEHTOB cpeabl GyHKLUMOHMPOBaHMA MMO n
MHOPACTPYKTYPHbIX KomnoHeHToB [1MM0), KomaHaa YCTaHOBKM KOMMOHEHTOB Cpeabl
dyHKUMOHMPOoBaHMA MMNO 1 MHGPACTPYKTYPHbIX KomnoHeHToB MIMO MmeeT cneaytoLmi

BMA,:

ANSIBLE USER="<uma nosnszosaTensa>" ./deploy-infra.sh --skip-database

OnuncaHue ycTaHOBKM M HacTpoirkn CYB/[ Postgres Pro, a Takke TpeboBaHMA K
camocToaTenbHon yctaHoBKke CYB/] npuBeaeHsbl B noapasaene 3.12.

Takxe npegycmoTpeHa BO3MOXHOCTb  YCTaHOBKH KOMMNOHEHTOB

cpenpbl
dyHKUMOHMPOBaHMA MO 1 MHPPACTPYKTYPHbIX KomnoHeHToB MO no oTAeNbHOCTU C

MOMOLLIO C/IeAYIOLWMX KOMAH/,:

ANSIBLE USER="<uma nospszoBaTena>" ./deploy-infra.sh -c dnsmasqg
ANSIBLE USER="<mma nosezoBaTens>" ./deploy-infra.sh -c nginx

ANSIBLE USER="<uma nojbs3oBaTena>" ./deploy-infra.sh -c consul

ANSIBLE USER="<uma nojbzoBaTena>" ./deploy-infra.sh -c consul-content
ANSIBLE USER="<mma nossz3oBaTensa>" ./deploy-infra.sh -c consul-template
ANSIBLE USER="<uma nospszoBaTena>" ./deploy-infra.sh -c redpanda
ANSIBLE USER="<wmmMmsa nomeszoBatens>" ./deploy-infra.sh -c valkey

ANSIBLE USER="<mma noseszoBaTens>" ./deploy-infra.sh -c ocs-user
ANSIBLE USER="<uma nojbpz3oBaTena>" ./deploy-infra.sh -c db
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3.6.2. YcTtaHoBkKa 110

Ona yctaHosku MMMNO He0OX0ANMMO BbINONHUTL KOMaHAY:

ANSIBLE USER="<ummsa nojb3oBaTens>" ./deploy-ac.sh

OnucaHve napameTpoB 3amnycka CKpunTa deploy-ac.sh M UX BO3MOXHble
3Ha4YeHuUs NpuBedeHbl B noapasaene 4.2.

Hanpumep:

ANSIBLE USER="omp" ./deploy-ac.sh

B pe3ynbTaTe BbIMOSHEHNA KOMaHAbl B KaTanore logs byaeT cdopmmnposaH nor-
dann yctaHosku MMO.

[na yCTaHOBKM MNOACUCTEM MO OTAENbHOCTM HeobxoAMMO B MapameTpe --
subsystems 334aTb MMA NOACUCTEMDI.

BHUMAHWE! YctaHoska noacuctem (MO A0MKHA OCYLWECTBAATbCA CTPOro B
cnepytouen nocnegosatensHocTtu: b6, MM, MOOC, MY, NYT, CDN, MCY.

MpuMmep yCTaHOBKM NOACUCTEM MO OTAENbHOCTM:

ANSIBLE USER="omp" ./deploy-ac.sh --subsystems auth
ANSIBLE USER="omp" ./deploy-ac.sh --subsystems appstore
ANSIBLE USER="omp" ./deploy-ac.sh --subsystems pkgrepo
ANSIBLE USER="omp" ./deploy-ac.sh --subsystems emm
ANSIBLE USER="omp" ./deploy-ac.sh --subsystems mt
ANSIBLE USER="omp" ./deploy-ac.sh --subsystems cdn
ANSIBLE USER="omp" ./deploy-ac.sh --subsystems push

Ecnmn Heobxoammo yctaHoBuTb MCY oTaenbHO oT Apyrmux noacuctem MO, Toraa

A0CTAaTOYHO ycTaHOBKUTL 1B 1 MCY ¢ nomoLbto KOMaHAb!:

ANSIBLE USER="<uma nosezoBaTens>" ./deploy-ac.sh —--subsystems
auth, push

Ona yctaHosku MMNO 6e3 MNCY HeobxoAMMO BbINMOAHUTb KOMaHAY:

ANSIBLE USER="<mma nosezoBaTens>" ./deploy-ac.sh —--subsystems
auth, appstore, pkgrepo, emm, mt
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3.6.3. BbinonHeHMe HacTponkn noacuctem Mo

BHUMAHMWE! Mpn HEBLINONHEHUM AAHHbIX HACTPOEK YacTb GpyHKUMM MO MmoxKeT
He paboTaTb MM paboTaTb HEKOPPEKTHO.

HacTponka noacuctem MIMO ocylecTBAAeTcA B COOTBETCTBMM C noapa3aenom 3.8.
3.6.4. BbiInONHEHME OTPaHNYEHNI MO MPUMEHEHMIO

Mpu akcnayaTauymm MNMO Heobxoammo cobntoaate cneaytouwme OFPAHUYEHMA MO
NMPUMEHEHNIO:

— [CY He ocyulecTBAAET ayTEHTUDMKALUMIO NOAKNOYAEMbIX K HEMY YCTPOMCTB N0,
ynpasneHnem OC Aspopa Bepcun 5.0.0 n HmMKe, a Takke OC Android, noatomy npwu
HeobxoamMmocTh obecnedyeHns KOHPUAEHLUMANBHOCTN, LUENOCTHOCTU M AOCTYNMHOCTM push-
yBeAOMAEHMN  HeobXoAMMO  WMCMNONb30BAaTb  KOMMEHCUMPYHOLWME  Mepbl  3alUThbI
MHGOPMaLMM, HaNpUMep, Kpuntorpaduyeckyrto 3alWmMTy KaHana CBA3M C ABYCTOPOHHEM
ayTeHTUPUKaumen mexay Cepsepom npunoxeHuin NCY mn yctponctsamu. [Ana ycTpoicts
noA ynpasneHmem OC ABpopa Bepcum 5.1 1 Bbiwe B [NCY peannsoBaHa ayTeHTUPUKALMA,
NO3TOMY MCMNONb30BaHNE KOMMEHCUPYIOLIMX Mep He TpebyeTcs;

— nocne ycTaHOBKM 1 HacTponku MMNO HeobXxoAMMO BbINONHNUTL OrPaHUYEHMS MO
NPUMEHEHWNIO,  MPOM3BECTM  HACTPOMKM  HE30MaCHOCTM  KOMMOHEHTOB  cpeabl
dyHKUMOHMpOoBaHMA MO, nMHGPACTPYKTYpPHbIX KomnoHeHToB MO u HacTpouTb C3U.

Heobxoamnmaa nHdopmauma npmeeaeHa s n. 3.10.4.
3.6.5. [poBepKa KOPPEKTHOCTU YCTAHOBKM N PYHKLIMOHMpoBaHMs MO

[MpoBepKa OCYLLECTBNAETCA B COOTBETCTBMM C noapasaenom 3.11.
3.7. Anpeca Beb-KoHconemn

MepBOHa4YanbHbiM Bxoa B (MO ocywecTBaseTca C  NOMOLWbO  KoHcoam
aaMMHUcTpaTopa MNb 1 NpeayCcTaHOBAEHHOW YYETHOM 3anMMCK C POAbI0 AAMUHUCTPATOP
YYETHbIX 3aMnCen:

— NormH: admin@omprussia.ru;
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— naponb: Admin123!
MPUMEYAHMUE. Mpun nepsom Bxoae B MNMO HeobXxoAMMO CMEHUTb NaPOb.

B Tabnunue (Tabnanua 15) npuseaeHsl agpeca Beb-KOHCONEN.

Tabnuua 15

Beb-koHcoNb URL-agpec Beb6-KoHcon

KoHconb agmuHuctpaTopa Mb | http(s)://<cepsep npunoskeHna>:8009/auth/admin/ui
KoHconb agmmHuctpaTopa MM | http(s)://<cepsep
npunoxkeHna>:8009/appstore/admin/ui

KoHcosnb pa3paboTtumka MM http(s)://<cepsep
npunoxerHna>:8009/appstore/dev/ui

KoHconb agmuHuctpaTopa MY | http(s)://<cepsep npunoskeHma>:8009/emm/admin/ui
KoHconb agmuHmctpaTopa MYT | http(s)://<cepsep npunoskeHma>:8009/mt/admin/ui
KoHconb agmuHmctpaTopa MCY | http(s)://<cepsep npunoskerHna>:8009/push/admin/ui

3.8. OnncaHue HacTponkm noacuctem MMO

3.8.1. OnucaHme HacTpomnKku MNCY

HacTpoika MCY 3akato4aeTcs B HacTpolike 0b6paTHOro NpoKcu-cepeepa (reverse

proxy), a TaKKe B HAaCTPOMKe MPOTOKO/MA B3aMMOAENCTBMA YCTPOMUCTB (push-aemoHa) ¢

ney.
3.8.1.1. HacTpoika 0bpaTHOro NpoKcu-cepsepa

Ob6paTHbIN NPoOKCU-CepBep (reverse proxy) CAYKUT Ans 06paboTKM 3anpocos
(mnoAKNtOYEHUIN) MOBUNBHBIX YCTPOMUCTB (push-gemoHa) No 3alnLLLeHHOMY NPOTOKoAY TLS
N TPaHCAMPOBaHMeE 3TKX 3anpocos B NCY.

Mpumepbl KOHOUTYPaLMOHHbIX darnoB 0bpaTHOro npokcu-cepsepa Nginx Ans

OJlHOHOZAOBON U MHOFOHOAOBOM  KOHPUrypauuin  npuBeaeHbl B KaTanore
samples/ac/nginx external-balancer/conf stream.d/.

[na HacTpokum obpaTHoOro npokrcu-cepsepa Nginx HeobBXOAMMO BbINOAHUTb

cneayrouime AencTBuA:
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3.8.1.1.1 CkonupoBsaTb bann samples/ac/nginx external-
balancer/conf stream.d/one-node.conf (nnn samples/ac/nginx external-
balancer/conf stream.d/three-node.conf ANA MHOIOHO/40BOW KOH¢mrypaumm) B
KaTanor /etc/nginx/conf stream.d/ W NepenMmeHoBaTb €ro B ocs-push-
stream.conf C NOMOLbIO KOMaHAbl:

— ANA OAHOHOZOBOM KOHDUIYpaLMK:

sudo cp samples/ac/nginx external-balancer/conf stream.d/one-node.conf
/etc/nginx/conf stream.d/ocs-push-stream.conf

— ANA MHOTOHOZ0BOW KOHOUIypaunuu:

sudo cp samples/ac/nginx external-balancer/conf stream.d/three-
node.conf /etc/nginx/conf stream.d/ocs-push-stream.conf

3.8.1.1.2B ceKkuumn upstream KOHPUIypaumoHHoro ¢anna ocs-push-

stream.conf 334aTb aapeca Hoa CepBepoB npuaoxeHun MCY, Hanpumep:

upstream internal-lb-stream-8025 {
server ocs-app.local:8025 max fails=3 fail timeout=60 weight=1;
least conn;

}

3.8.1.1.3 Co3aatb KaTanor ans xpaHeHuna nor-pannos Nginx:

mkdir -p <OyTb K KaTajory>

Hanpumep:

mkdir -p /var/log/nginx/external balancer/

3.8.1.1.4 B ceKumun server 3a7aTb 3HAYEHMA CeAYOLIMX NAPAMETPOB:

— NOpT, K KOTOpoMy ByayT NOAKAYATLCA YCTPOMCTBA, Hanpumep:

listen 999 ssl so keepalive=on;

— MNyTb K 3aKPbITOMY KUYy M cepTUdUKATY 3aKPbITOro K/toya, KoTopble byayT

MCNO1b30BaTbCA ANA YCTAHOBKM TLS-coeaAnHEHMA, Hanpumep:

ssl certificate /etc/nginx/ssl/cert.pem;
ssl certificate key /etc/nginx/ssl/privkey.pem;




91
AOAMTI.20134-0191 01

MPUMEYAHUE. CepTuduKaT 3aKpbITOrO KAtOYa AO0/IKEH COOTBETCTBOBATHL
cneayrowmm TpeboBaHMAM:

— B NoJe Common Name (CN) AO/XKHO OblTb YKa3aHO AOMEHHOE UMS;

— B cepTudMKaTe AO/MKHO MNPMCYTCTBOBATb Mose subjectAltName, 3Ha4YeHWe
KOTOPOTro AO/IKHO COBMaAaTh CO 3Ha4YeHWEM B MoJ/ie Common Name (CN);

— CepTUPUKAT [O/MKEH BXOAWTb B LEMNOYKY [O0Bepua CepTMPUKATOB Ha
YCTPOWCTBAX;

— ¢ann  cepTUPMKaTa  3aKPbLITOrO  KAOYA  JO/KEH  BKAOYATb  LEMOYKy
CepTUPUKATOB.

Mpumep co3aaHna 3aKPbITOro KAtoYa 1 cepTudmKaTa 3aKpbITOro Katoya NpuBeaeH
Bnn. 3.8.1.2;

— NyTb K nor-gannam Nginx B cootTBetcTBMmM ¢ nNn.3.8.1.1.3, Hanpumep:

access log /var/log/nginx/external balancer/access-999.log basic;
error log /var/log/nginx/external balancer/error-999.1log;

3.8.1.1.5 MpoBepUTb KOPPEKTHOCTb KOHPUTYPALMOHHbIX hanoB Nginx ¢ NOMOLLbIO

KOMaHAb!:

sudo nginx -t

B cnyyae oTcyTCTBMA OWMOOK ByaeT BbiBeAEHO COODLeHMe:

nginx: the configuration file /etc/nginx/nginx.conf syntax is ok
nginx: configuration file /etc/nginx/nginx.conf test is successful

3.8.1.1.6 lepe3anyctutb NgiNX C MOMOLLbIO KOMaHAbI:

sudo systemctl reload nginx

3.8.1.2. Mpumep co3aaHnA 3aKPLITOro KatoYa 1 cepTUdMKaTa 3aKPbITOrO KAto4a

BHUMAHUE! TpmBedeHHbIM B  HACTOAWEM MyHKTE MNpUMep nNpuBeaeH
MCKIOUYNTENbHO B LENAX 03HaKoMIeHMA ¢ dyHKUMoHanom MCY. Co3aaHue n ynpasaeHune
KNto4eBOM MHbOpMaUMen AO0NKHO OCYLLECTBAATLCA B COOTBETCTBMM C TPEDOOBAHUAMM U

pernameHTaMm aKCNAyaTUPYHOLLEN OpraHM3aLmnn.
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Onsa  GOpMMPOBAHMA 3aKPLITOTO KAYa M CepTUPMKATa 3aKPbLITOrO KAua,
MCNOJIb3YEeMbIX A5 YCTaHOBKM 3aLMLLEHHOTO coeanHEeHns 0b6paTHOro NPOKCU-cepBepa C
MOOUNBHBIMK YCTPOMCTBAMWN (push-a4emMoHOM), HEeobXOAMMO BbINOAHUTL Caeayolme
nencTema:

3.8.1.2.1 Co3aaTb 3aKPbITbIN KAtOY KOPHEBOTO CEPTUPMKATA C MOMOLLbIO KOMaHAbI:

openssl genpkey -algorithm RSA -out <noyTe k Qanjyly C BaKPHTHM KJIOUOM> —
aes-128-cbc -pkeyopt rsa keygen bits:4096 -pass pass:

Hanpumep:

openssl genpkey —-algorithm RSA -out rootCA.key -aes-128-cbc -pkeyopt
rsa_keygen bits:4096 -pass pass:

3.8.1.2.2 CoopmmpoBaTb M NoANMCAaTb KOPHEBOW CEPTUPMKAT C MNOMOLLbIO

KOMaHAbl:

openssl req -x509 -new -nodes -key <noyThb kK Gamjy C 3aKpPBITEIM KJIOUOM
KOpHeBOTO cepTudmkaTa> -sha256 -days 1024 -out <nyTe k odanny cC
KOPHEBEIM CepTUPMKaTOM>

Hanpumep:

openssl reqg -x509 -new -nodes -key rootCA.key -sha256 -days 1024 -out
rootCA.crt

3.8.1.2.3 Co34aTb 3aKpbITbIA KoY cepTuduKaTa 0bpaTHOro NPOKCK-cepBepa C

MOMOLLbIO KOMaHAbI:

openssl genpkey -algorithm RSA -out <nyTe k Gamiy C BAKPHTHM KJIIOUOM
0OpaTHOT'O NPOKCH-CepBepa> —-pkeyopt rsa keygen bits:4096

Hanpumep:

openssl genpkey -algorithm RSA -out server.key -pkeyopt
rsa keygen bits:4096

3.8.1.2.4 Co34aTb KOHOUTYPALMOHHbIM Gaintn, KOTOpbIM DyaeT MCNOb30BaTbCA ANA

GopMMpOBaHMA 3aNpoca Ha CepTUPUKAT NPOKCU-CepBepa.
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KoHdurypaunoHHbIin pann 40NKEH COOTBETCTBOBATL CAEAYOWMM TPeDOBAHMAM:
— B NapameTpe Common Name (CN) AO0MKHO ObITb YKa3aHO OMEHHOE UMS;
— NO/IKEeH NPUCYTCTBOBATb MapameTp subjectAltName, 3HA4YeHWE KOTOPOro
[NOIXKHO COBMaZlaTb CO 3HAYEHMEM B No/e Common Name (CN).

Mpumep KOHOUTYPaLMOHHOro gpakna:

[ req ]

default bits = 2048
prompt = no

default md = sha256
req_extensions = reqg ext
distinguished name = dn

[ dn ]

C = RU

ST = Russia

L = Moscow

O = OMP

OU = OMP Aurora Center
CN = example.test

[ reqg ext ]
subjectAltName = (@alt names

[ alt names ]
DNS.1 = example.test

[ v3 ext ]

authorityKeyIdentifier=keyid, issuer:always
basicConstraints=CA:FALSE

keyUsage=keyEncipherment, datakEncipherment,digitalSignature
extendedKeyUsage=serverAuth,clientAuth
subjectAltName=@alt names

MNoapobHaa MHGoOPMaLMA O NapameTpax KOHPUrypaumMoHHoOro darmna n nopaake
ero GOpMMpPOBaHMA NpMBEAEHA B AOKYMEHTALMM Ha Kpuntorpapuyeckyro bubamnmoteky
OpenSSL: https://docs.openssl.org/3.0/manl/openssl-req/#configuration-file-format.

3.8.1.2.5 Co3aaTb 3anpoc Ha cepTUdUKaT 0bpaTHOro NPoKCM-cepBepa C NOMOLLLbIO

KOMaHAb!:

openssl req -newkey rsa:4096 -keyout <moyTb K Qanjay C S3aKPBTHM KJIOUOM
OBpPAaTHOTO HNPOKCHU-cepbBepa> -out <nyThb K Qanny C 3adpoCcoM Ha cepTudmxaT>
-config <nyTe kK KOHOUI'ypPallMOHHOMY Galny>
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Hanpumep:

openssl req -newkey rsa:4096 -keyout server.key -out server.csr -
config csr.conf

3.8.1.2.6 Co3pnaTb cepTUdMKaT 06pPaTHOro NPOKCU-CEPBEPA C MOMOLLbIO KOMaHAb!:

openssl x509 -req -in <nyTe k Ganiny C 3anpocoM Ha cepTudmxar> —-CA
<nyTb K Ganmyy C KOpPHEeBEIM cepTudmxkatroM> —-CAkey <nOyTb k Galjy C 3aKPBITBEM
KJIDUOM KOPHEBOTO cepTubmkara> —-CAcreateserial -out <noyTes k danny cC
cepTudmMKaATOM OOPATHOTO MNPOKCU-cepsBepa> -days 500 -sha256 -extensions
v3 ext -extfile <KOHOUI'YPaLMOHHEI Qani>

Hanpumep:

openssl x509 -reqg -in server.csr -CA rootCA.crt -CAkey rootCA.key -
CAcreateserial -out server.crt -days 500 -sha256 -extensions v3 ext -
extfile csr.conf

3.8.1.2.7 Co3aatb pann c ueno4ykon cepTudukaTtos. A 3Toro HeobxoaAMmo
KOpHeBOM cepTuduKaT 3anmcatb B daln ¢ cepTudpmKkaTtom 0bpaTHOro NpoKcU-cepsepa C

NOMOLWBKO KOMaHAbl:

cat <oyTe k Qanmsly C KOPHEBHM cepTudmraToM> >> <OyTb K Qamny cC
cepTudmMraTOM OBOPATHOTO IPOKCHU-CepBepa>

Hanpumep:

cat rootCA.crt >> server.crt

3.8.1.2.8 YoanuTb Napo/b C 3aKPbITOro KAlo4Ya cepTuduKkaTta 0bpaTHOro nMpPOKCU-

cepBepa C MNOMOLLbKO KOMaHAbl:

openssl rsa —-in <OyTbk K Qaniy C BaKPBITHM KJIOUOM OOPaTHOTO IPOKCU-—
ceppepa> -out <nyTe K Qalyly C BaKpPHITEM KJIOUOM OOPaTHOI'O MNPOKCU-CepBepa
Be3 napoja>

Hanpumep:

openssl rsa —-in server.key -out new.server.key
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3.8.1.3. HacTpolika npoToKoaa B3auMoAencTBmna yctponcts (push-gemonHa) c MNCy

YcTpolicTBa B 3aBMCMMOCTM OT YCTAHOBAEHHOM Ha Hux Bepcum OC ABpopa
MCNONb3YIOT pPasHble BepcuMM MNPOTOoKOoNa B3ammogenctsma ¢ [CY. [NepeyeHb Bepcui

NPOTOKO/a B3aumoaenctans yctponcts ¢ MCY npuseaeH B Tabanue (Tabavua 16).

Tabnnua 16

Bepcus OnucaHue
NPOTOKO/1a
0 Bepcua npoTtokona ana OC Aspopa 3-ro nokoneHuA. He nogaepxmsaet
ayTeHTUduMKaumto yctpomncts B MNCY
2 Bepcusa npotokona ana OC ABpopa 4-ro NoOKOAEeHMA, B KOTOPOM yYTEHbI
0COHBEeHHOCTM MHOroMNo01b30BaTeNbCKOro pexnma OC. He noaaepxmBaeT
ayTeHTUduMKaumto yctpomncTs B MNCY
3 B AaHHOM BepCMM NPOTOKONA pPeannm3oBaHa ayTeHTUOUKALMA YCTPONCTB
npw noarkatodeHun K MNCY. MNogaepkmsaetca OC ABpopa Bepcun 5.1 un
BbILLE.

MPUMEYAHUE. Mcnonb3oBaHWe NpoTOKONa BEPCMM 3 A0ONYCTUMO NPU
ycnosum yctaHoBkM MCY coBmecTHO ¢ MY 1 aktmBaumm yctponcts B MY. B
MHOM C/ly4ae HeobxoaMMO MCMO/Ib30BaTb MPOTOKO/ BEPCUM 2

3adaHue NpOoTOKO/a ocylecTBaAeTcA B napameTpe
allowedDeviceProtocolVersions KOHPUIypaUMOHHOrO ¢anna install-<sepcus
MII0>/install-ac-mt/config/subsystems/push/config.yml. B gaHHOM napameTpe
33aeTCA CMUCOK A0CTYMHbIX BEPCMN NPOTOKONA. Ecam 3a4aH0 HECKONIbKO BEpCUiA, TO byaeT
MCNONb30BATbCA MaKCMManbHas BepcuMsa MNPOTOKONA, KOTopas MNoAJeprKMBaeTca U
YCTPOMCTBOM, 7 CepBEPOM. Mpumepbl 3a4aHuA 3HaYeHUI napameTpa

allowedDeviceProtocolVersions NpuBeaeHsl B Tabauue (Tabamua 17).

Tabnunua 17
3Ha4YeHue napameTpa OnucaHue

allowedDeviceProtocolVe | B [ICY BK/o4eHa NOAAEPHKKa BCEX BEPCUI NPOTOKONA.
rsions: [] MNCY ayTeHTUGULMPYET YCTPOMCTBA, NOAAEPHKMBAIOLLME
NPOTOKO/ Bepcumn 3. YCTPOICTBa, He NoaaepXusatoLme
NPOTOKOAN Bepchm 3 B3anmopenctsytoT ¢ MNCY 6e3
ayTeHTUPUKaUMN.

[laHHOe 3HaYeHMe UCNOob3yeTCs Mo YMOAYaHMIO
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3HaYeHMe napameTpa OnucaHue

allowedDeviceProtocolVe | YcrpoitcTea B3aumoaenctaytoT ¢ MCY no npoTtokony
rsions: [0, 2] Bepcum O nam Bepcun 2. AyTeHTUPUKaUMA YCTPOMCTB He
OCYLLLECTBNAETCH

allowedDeviceProtocolVe | BzgumopeiicTeoBath ¢ [1CY MOTYT TO/IbKO YCTPOMCTBA,
rsions: [3] noALepKMBatoLLMe NPOTOKoN Bepckm 3. MCY
OCYLLECTBAAET ayTEHTUDUKALIMIO YCTPOWCTB

[Mocne BHeceHMA M3MEHEHWN HEOBXOAMMO MepeycTaHOBUTb KOHOUIypPaLMOHHbIE

dannbl C NOMOLLK KOMaHAPbI:

ANSIBLE USER="<mma nose3oBaTens>" ./deploy-ac.sh --action config

3.8.2. OnuncaHme HacTponkn MYy

HacTtpomka MY 3aknto4aeTca B HacTponke B3anmoaenctema Cepsepa NpUaoKeHumn
MY c Cepsucom ysegomneHmin Aspopa Bepcum 1.1.2 mam TICY, a TakxKe B 3arpyske

KapTorpadumyeckon nHdpopmaumm B parnosoe xpaHunumule MYy.
3.8.2.1. Hactpoika B3anmoaemnctena Cepsepa npuaoxenHuin My c rNcy

B cnydyae HeobxogmmocTn B3ammoaenctema Cepsepa npunoxenHun MY c MCY
noTpebyeTca BbIMONHUTbL C/leAYOLWIME HACTPOMKMN:

3.8.2.1.1 CuHxpoHM3MpoBaTb Bpema mexxay Cepsepom npuaoxeHun MY m McCy.

3.8.2.1.2 3apeructpuposaTb B MCY NpoeKT 1 NoNy4MTb KOHOUTYPaLMOHHbIE Galibl
C HACTPOMKamM: mobile app ac push project.json n
app_server_ac_push_project.json.MHCprKuMﬂrN)CO3AaHMK)Hp0eKTaﬂpeppTaBneHa
B AJOKYMeHTe «PyKoBoACTBO nonb3osaTend. Yactb 5. Moacucrema Cepsuc yBEAOMAEHUN»
AAMTI.20134-01 90 01-5.

3.8.2.1.3 3apaTb NPOTOKOA, AOMEH M NopT Ana obpauweHua K MNCY (3HayeHume
MapameTpa AO/MKHO COOTBETCTBOBATb 3HAYEHWIO NapameTpa push public address B
KoHPUrypaumoHHom ¢arne app_server_ac_push_project.json) Ona >sT10r0 B
KOHPUTIYPaLMOHHOM danne config/config.yml.]j2 3a4aTb napameTp

config.publicUris.push.publicAddress, HaNnpUMmep:
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publicUris:
push:
publicAddress: "https://acenter.example.ru"

3.8.2.1.4 3apaTtb 4OMEH <AC_DOMAIN> u nopTt MCY ana yctpoicTs (push-aemoHa).

NomeH v nopt MCY ansa yCcTpoMCTB 3a4at0TCA B CEKUMN pushNotificationSystem
KOHPUIypaumMoHHOro ¢amna config/config.yml.j2 W pPACNPOCTPAHAOTCA Ha BCe
TeHaHTbl. 10 YMONYaHMIO B KayecTBe mobileHostname YKa3aHO MMA MEPBOro cepsepa

NPUNOKEHUN.

pushNotificationSystem:
mobileHostname: "acenter.example.ru"
mobilePort: 999

Takxe OOMeH M NOPT MOXHO 3a4aTb B KOHCOAM agMUHWUCTpaTopa [1Y npu
BbiNo/NIHEHMN Nn. 3.8.2.1.6. B AgaHHOM c/ly4ae HAaCTPOMKM ByayT pacnpoCcTPaHATLCA TONbKO
Ha TEHAHT B PAaMKax KOTOPOro BbINOAHANACb HACTPOMKa.

NMPUMEYAHUE. Vima nomeHa, 3aaaBaemoe B NapameTpe mobileHostname, 4OXKHO
COBMaZaTb C UMeHeM cepBepa aapec nybanyHoro APl cepsepa aBTOpM3aLLMK, 334aBaEMOTO
B NepeMeHHOM publicUris.auth. publicAddress.

3.8.2.1.5 NepeyctaHoBuTb 1Y B cOOTBETCTBUM C M. 3.6.2, B C/1ly4ae eCNM HAaCTPOMKa
OCYLLEeCTB/AeTCA Nocae yCTaHoBKM [1Y.

3.8.2.1.6 B KoHconun agmuHuctpaTopa MY («KAAMUHUCTPUPOBAHME» — « HACTPOMKMY»
— «HTerpauma» — «CepBuc yBeaoMeHN ABpopa») 3a4aTb NapameTpbl B3aMMOAENCTBUA
Cepsepa npunoxeHuin MY mn Mcy.

OnuncaHMA Ha3HayYeHMA MapaMeTpoB W MNOPSAAOK HACTPOMKWM NpuBedeHbl B
NOKymeHTe «PykoBoACcTBO nosib3oBaTena. Yactb 3. Moacucrema Mnatdopma ynpaBaeHma»

AOMT.20134-01 90 01-3.
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3.8.2.2. PyyHaa HacTpoOMKa [A0CTyna K npuaoxkeHuto «Aspopa LleHTp» anAd

OC ABpopa 1 OC Android

Mo ymonYyaHUl JOCTYyN K MpuioxeHuto «ABpopa LleHTp» HacTpauBsaetcs

aBTOMATMYeCKM B npoLlecce yctaHosku MIO.

[nAa py4yHOW HACTPOWMKM AOCTyna K nNpuaoxeHuto «Aspopa LleHTp» Heobxoammo

BbIMONHUTL CAeaytolme AencTBumA:

3.8.2.2.1 BblnoxnTb ycTaHOBOYHbIN dann (APK-pain nnmn RPM-nakeT) npunoxeHums
«ABpopa LleHTp» B parinoBoe xpaHuaumuie MY cornacHo napameTpy root CEKUMM location
/clientDownload  KOHGUrypaumoHHoro ¢akhna /etc/nginx/conf.d/ocs-emm-
static-files.nginx.conf (MO YMONYaHWIO KaTanor: /ocs/emm/clients), AMbO

napameTpy root KOHPUrypauMoOHHOTro ¢amna install-<eepcmsa IIO>/install-ac-
mt/config/subsystems/emm/applications/ocs-emm-static-files/ocs—-emm-

static-files.nginx.conf.j2 cueHapues ycTaHoBku [M10.

YcTaHOBOYHbIE dalibl A0/IKHbI OblTb pa3mMeLleHbl caeayroumnm obpasom:

./clients/

—— android-<Bepcusa OC>
client.noarch.apk

—— aurora-<mepcusa 0OC>
client.<apxurTekTypa>.rpm

Hanpumep:

/ocs/emm/clients/

—— android-10
client.noarch.apk

—— aurora-5.0.0

—— client.arm.rpm

— client.arm64.rpm

B cnyvae ecam nmaA ycTaHOBOYHOro daiina oTamyaeTca oT waboHa, TO BMECTO Hero
MOHO MCMONb30BaTb CMMBOIMYECKYIO CCbIIKY (symbolic 1link) Ha PAZOM NeXKallWM

dann. Ans co3gaHna CUMBOIMYECKOMN CCbITIKM HEOHXOAMMO MCNONb30BaTh KOMAHAY:

In -sf <oTHOCUTEeNnbHEM NOyTh K apk-darny> client.noarch.apk
jZRpeZi

In -sf <OTHOCWUTEJILHEIM NYyThH K rpm-rnakeTy> client.rpm
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Hanpumep:

In -sf omp-emm-client-4.0.0.4+2-android.armeabi-v7a.apk
client.noarch.apk

OnucaHMe HACTPOMKM GannoBoro xpaHunuwa Y ans pasmelleHna B Hem
YCTaHOBOYHbIX GaNoB NpunoxKeHua «Aspopa LleHTp» npmuBegeHo B n. 3.9.1.

3.8.2.2.2B  cekuumn config.provisioning.android.signatureChecksum
KOHPUIYPaLMOHHOIO danna rny install-<Bepcus [Io>/install-ac-
mt/config/subsystems/emm/config.yml 3a4aTb OTNEYaTOK cepTUPMKaTa K/toYa
npoBepku I B KOAMPOBKE base64, C MOMOLLLIO KOTOPOro ByaeT BbIMONHATLCA MPOBEPKA
3N APK-¢dainos.

Hanpumep:

provisioning:
android:
signatureChecksum: "xHOmnjhoe m-8NcBRphnlH9h3DwagzdIPaWfacX8stE"

[Moay4nTb OTNeYaToK cepTudmKaTa MOXKHO 13 APK-banna c nomolLbio KOMaHAbI:

keytool -printcert -jarfile <mumsa damna> | perl -nle "print $& 1if
m{ (?<=SHA256:) .*}" | xxd -r -p | openssl base6d4 | tr -d '=' | tr --
l+/:l T_

MPUMEYAHMUE. YTnunnta Keytool BxoamT B coctas Java SDK (nnm JRE).
3.8.2.2.3 NepeyCcTaHOBUTb  KOHOUIypaumMoHHble  ¢alabl  CepBMCa ocs-emm-

enrollments—-api C NOMOLLbIO KOMaHAbI:

ANSIBLE USER="<uma nojsezoBaTens>" ./deploy-ac.sh —--subsystems emm --
apps ocs-emm-enrollments—-api --action config

3.8.2.3. 3arpy3Kka KapTorpadpuyeckon nHpopmaumm B dparnosoe xpaHunumuie My

MPUMEYAHMUE. Mo ymonyaHuto MMNO HacTpoeHo Ha paboTy ¢ KapTol MOCKBbI U
MocKkoBckon obnactu. [na nonydeHua KapTbl EBpa3vm mamM HOBOW BEPCUMWM KapTbl
HeobXxoanMMo 0bpaTUTCA B CAYXKOY TEXHMYECKOM NOAAEPHKKM NPEeAnpPUATMA-N3rOTOBUTENS.

[lna 3arpy3kn KapTorpaduyeckon MHdopmaLmm B xpaHuaumule MY, HacTpoeHHoe B

COOTBETCTBUMU C nogpasaenom 3.9, HeobxoAMMO BbIMONHUTL Ceaytollmne AeNCTBUS:
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3.8.2.3.1 B ¢ainnosoe xpaHuaumuie MY ckonupoBaTb ¢ann C KapTorpaduyeckom
MHbopmaumMen M B COOTBETCTBMM C  MNapameTpoMm config.mbTilesSource
KOHPUIYPaLMOHHOIO danna config/subsystems/emm/applications/ocs—emm-
locations-api/ocs-emm-locations—-api.yml (no YMO/TYaHWIO:
/ocs/emm/maps/map.osm.mbtiles) CO34aTb CUMBO/IMYECKYIO CCbINKY (symbolic 1link)

Ha dalin c KapTorpaduyeckon MHGoPMaLIMen C MOMOLLLIO CeAYHOLLMX KOMaHA:

cp <umsa damna> /ocs/emm/maps/
sudo 1n -sf /ocs/emm/maps/<umsa damnna> /ocs/emm/maps/map.osm.mbtiles

Takxe [OMycKaeT He WCMOoAb30BaTb CMMBOIMYECKYIO CCbIIKY, a pasmeLlaTb
HenocpeacTBeHHO cam Galin B COOTBETCTBMM C NapaMeTpPoM config.mbTilesSource.

3.8.2.3.2 [lepe3anycTuUTb CEPBUC ocs—emm-locations-api C MOMOLWbIO KOMAHAbI:

ANSIBLE USER="<uma nosp3oBarens>" ./deploy-ac.sh --subsystems emm --
apps ocs-emm-locations—-api --action restart

3.8.3. OnucaHme HacTponkn MNOOC

HacTpoika MOOC 3akntovaeTca B 3arpy3ke naketo OC B pannoBoe xpaHUAMLLE.

Ons 3arpy3kn naketos OC B ¢annosoe xpaHunmue MNOOC, HacTpoeHHoe B
COOTBETCTBMM C Noapasaenom 3.9, HeobxoAMMO BbINONHUTL Cieaytoline AeNCTBMA:

3.8.3.1. CKonnpoBaTb B NPOW3BO/bHbLIA KaTanor ¢pannosoro xpaHuamuia MOOC
apxmB ¢ nakeTamm OC 1 pacnakoBaTb ero B KaTa/or, 3aaHHbli B MapaMeTpe root CEKLUMM

location /pkgrepo/mobile KOHOUIypaLUMOHHOIo danna
/etc/nginx/conf.d/locations-external/ocs-pkgrepo-nginx-static.location
(no ymonyaHuto KaTanor: /ocs/pkgrepo/repos), nMbO B NapameTpe repos root
KOHOUIYpPaLMOHHOIo danna install-<Bepcus [IO>/install-ac-
mt/config/subsystems/pkgrepo/vars/ocs-pkgrepo-nginx-static.yml

cueHapues yctaHoBku [1110:

tar -xf <umsa Qanya c apxuBoM> —-C <OyTh K KaTaJoTy>
rm <muMmsa Qanya ¢ apxXUBOM>
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Hanpumep,

tar -xf 4.0.2.35.tar -C /ocs/pkgrepo/repos
rm 4.0.2.35.tar

3.8.3.2. 3apeructpmpoBaTb nepeaaHHbin penns (Bepcuto), aobasms B dann
/ocs/pkgrepo/meta/main.json ONMCaHWE U3 CNeLManM3npoBaHHOro meta-panna.

Meta-panin nepenaetcA BmMecTe C apxMBOM peno3utopusa obHosneHna OC wm
npeactasnser cobon pann B dopmate .json M MMEET Ha3BaHWE main.json. [yTb K
meta-panny 3agaeTcs B 04HOM M3 CAeayoLWMX NapaMeTPOB:

— alias CeKUMM location /pkgrepo/mobile/meta KOHPUIYPaLMOHHOTO
danna /etc/nginx/conf.d/locations-external/ocs-pkgrepo-nginx-—
static.location (MO YMOMYAHUIO KaTanor: /ocs/pkgrepo/meta);

— meta root KOHOUIypaumoHHOro damna install-<eepcusa I[IO>/install-
ac-mt/config/subsystems/pkgrepo/vars/ocs-pkgrepo-nginx-static.yml
cueHapues yctaHoBku [110.

BHUMAHME! MNpuBeaeHHble B HACTOALLEM MYHKTE MPUMEPbI 3anoaHeHUs meta-
dalina npreeaeHbl UCKAOUYMTENbHO AN 0OWEro 03HAKOMIEHMA C BO3MOXKHOM CTPYKTYPOW
danna. Mtorosbln meta-dpann AoNKeH ObiTb CPOPMMPOBAH C y4EeTOM PeKoMeHAALMN U
npUMepa 3anoaHEHMA, NPUBEAEHHbIX HMXKE.

Obuwme pekomeHAaLUMM N0 3aN0NHeHWUO meta-daina:

— Heobxoammo cobntoaaTh obLmMe NpaBuaa CTPYKTYPbl M CMHTaKcMca ¢opmaTa json
npu co3aaHmnmn meta-danna;

— HeobxoaAMMO KOPPEKTHO YKa3blBaTb CAeAytollmMe AaHHble: MOAENb YCTPOMCTBA U
Bepcunm OC ABpopa, 40 KOTOPbIX AOCTYNHO OOHOBNEHME;

— cneayeT NPUAEPKMBATLCA NPMUBEAEHHbIX PEKOMEHAALIMN NO 3aN0NHEHWIO danna;

— cnepyeT  MCMNOMb30BaTb  MHCTPYMEHTbl A8  MPOBEPKM  CUHTAKCMCa
noAroToBAeHHOro dakna.

Meta-dpalin COCTOMT M3 HECKONbKMX ONOKOB, MPMMEPbI 3aNOSHEHWUSA KOTOPbIX

npuBeaeHbl ganee:
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1) O6bwmnin 6rok:

"brand": "OMP",
"releases": []

}

roe:
— "brand": "OMP" - 0bwwasa nupopmauus;
— "releases": [] - 610k no moaenam;
2) Aok Mo moaensam yCTPOMCTB:

{

"deviceModel": "aqg ns220r",
"latest": "4.0.2.249",
"versions": [

{
"version": "4.0.2.249",
"from": [
"4.0.2.209"
]
Yo
{
"version": "4.0.2.209",
"from": [
"4.0.2.175",
"4.0.2.89"
]
b
{
"version": "4.0.2.175",
"from": [
"4.0.2.89",
"4.0.1.43",
"4.0.1.20"
]
b
{
"version": "4.0.2.89",
"from": [
"4.0.1.43",
"4.0.1.20"
]
b
{
"version": "4.0.1.43",
"from": [
"4.0.1.20"
]
}
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roe:
— "deviceModel": "aqg _ns220r" - mopgenb yctponctea Aquarius NS220v5.2,

npeacTaB/eHHasa B KOAOBOM HaumeHoBaHuK: "aq_ns220r".

MPUMEYAHMUE. B cnyyae ecnm KogoBoe HaMMeHOBaHWE YCTPOMCTBA HEM3BECTHO

cnenyeT 3anpocuTb MHOGOPMALIMIO Y MPOU3BOANTENA:

— "latest": "4.0.2.249" - nocneaHaa aoctynHas Bepcna OC ABpopa AN YCTPOMCTB3;
— "versions": [] - 610K cnucka Bepcuis;

3) Baok cnucka Bepcuii:

"version": "4.0.2.249",
"from": [
"4.0.2.209"
]
}

roe:
— "version": "4.0.2.249" — Heobxoammasa Bepcus OC ABpopa;
— "from": ["4.0.2.209"] - cnucok Bepcuit OC, C KOTOPbIX MOMKHO OOHOBUTb
yCTpOMNCTBO A0 Heobxoammon sepcumn OC ABpopa.
Mpyvmep 3anonHeHHOro meta-galina, COCTaBAEHHbIM ANnA yCTponcTBa Aquarius

NS220R c ykaszaHnem Bo3MoXKHOCTN obHoBNeHMA OC ABpopa ¢ Bepcumn 4.0.2.209 oo Bepcumn

4.0.2.249:

{
"prand":"OMP",

"releases": |

{

"deviceModel":"ag ns220r",
"latest":"4.0.2.249",
"versions": [

{

"version":"4.0.2.249",
"from": [

"4.0.2.209"
]
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3.8.3.3. [lepesanyCcTntb CepBUC ocs-pkgrepo-pkg-repo-api C MNOMOLLbIO

KOMaHAbl:

ANSIBLE USER="<umsa nojbszoBaTens>" ./deploy-ac.sh --subsystems pkgrepo
-—apps ocs-pkgrepo-pkg-repo-api --action restart

3.8.3.4. [poBEpPUTb KOPPEKTHOCTb HACTPOMKW, ANA 4ero HeobxoAMmO BOMTM B
KoHconb agmuHuctpaTtopa (1Y, ganee nepenTn B noapasgen «HacTpomkm» pasaena
«AOMWHUCTPMPOBAHMEY, B PacKpbiBatowemca none «MHTerpaumsa» BblOpaTb BKAAAKY
«ObHoBneHMe OC» n ybeamnTbcs, YTo 0TOBpParKatOTCA MMA cepBepa, MOAENN YCTPOMCTB M

noctynHble sepcum OC (PucyHok 17).

+ WHTerpauyua 4 WHTerpauum
» Cepeep NpUNOMeHWA http://ocs-emm-egress-api-gw.local/appstore/api
+ O6HoBneHwe OC 1 MHTErpauua
« https://rel-ocs.ompcloud.ru/pkgrepo/mobile I/\\—y
- 3.5.0.7 Inoi R7, gmp-m1-n, aq_ns220
Inoi R7 3.5.0.6,3.5.0.3,3.5.0.1, 3.4.0.86, 3.4.0.62, 3.4.0.48
gmp-m1-n 3.5.0.6,3.5.0.3,3.5.0.1, 3.4.0.86, 3.4.0.62, 3.4.0.48
aq_ns220 3.5.0.6, 3.2.0.3, 3.2.0.1, 3.4.0.86, 3.4.0.62, 3.4.0.48
PucyHok 17

3.8.4. OnucaHme HacTponkn CDN

HacTtpoika CDN 3aknto4aeTca B HaCTPOMKe KOHTEHT-CEPBEPOB.

[lna  HaACTPOMKM KOHTEHT-CEpBEpPOB HEeObBXOAMMO BbIMONHUTbL CAeaytoline
NencTema:

3.8.4.1. BceKuum content MHBEHTAPHOro parna inventories/hosts.yml 3a4aTb

aZipeca cepBepoB (MMeHa XOCTOB), Ha KOTOpble ByAyT YyCTaHOB/EHbI KOHTEHT-CEPBEPSbI.
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Hanpumep:

content:

hosts:
acentercdnO1l:
acentercdn02:
acentercdn03:

OnucaHue nopaaKa 3a4aHuA aapecos B MHBEHTAPHOM danne
inventories/hosts.yml npueegeHo 8 n. 3.10.12.

3.8.4.2. PackoMMeHTMpOBaTb ceKkuuto content servers map
KOHOUIypaLMOHHOro danna config/vars/ vars.yml.

3.8.4.3. B paHHOW cekumn 3aaaTb http agpec KOHTEHT-cepBepa Mo YMOAYaHMUIO,

napamMmeTp content servers map.default:

content servers map:
default: "<ampec KOHTeHT ceppepa>"

Ha KOHTEeHT-cepBep MO YyMOAYaHUIO OyayT nepeHanpasasTb 3anpocbl W3
CeTeM/ﬂOACETeﬁCﬂtVKﬁBVDUMM(BCEKuMM content servers map.content servers.
3.84.4.B ceKkumm content servers map.content servers
KOHOUTYpPaUMOHHOrO ¢aina config/vars/ vars.yml, Npu HeobxoAMMOCTM, 3a4aTb
npaBuWia nepeHanpaBieHUa 3anpocoB Ha KOHTEHT-cepBepbl (T.e. 3aJaTb M3 KaKux

ceTei/noaceTen Ha KakMe KOHTEHT-cepBepbl ByayT NnepeHanpaBaATbCA 3aNPOChI):

content servers:
- server: "<ampec KOHTeHT cepeepa>"
addresses:
- "<amnpec certu/nomceTtu>"
- "<anpec certu/nomceTtu>"
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Hanpumep:

content servers:
- server: "http://ocs-cdnOl.test.ru"
addresses:
- "192.168.79.128:8009"
- "192.168.79.133"
- server: "http://ocs-cdnO2.test.ru"
addresses:
- "192.168.0.0/16"

3.8.4.5. B cekuun content servers map.delete KOHPUrypaumoHHoro damna
config/vars/ vars.yml Npu HeOBXOAMMOCTM 334aTb ajpeca ceTeil/noaceTeit, Ha
KOTopble He OO/TKHb PacNpPOCTPaHATLCA npaBmna n3 cekumm
content servers map.content servers.

MPUMEYAHUE. [na obecnevyeHna OTKA30YCTOMYMBOCTM KOHTEHT-CEPBEP MOMXKET
OblTb pPa3BepHYT B MHOMOHOAOBOW KOHPUrypauum € BHeEWHUMM 6OaNaHCUPOBLLMKOM
Harpy3ku. [lnsa aToro pekomeHayeTcs BOCNOAb30BaTbCA MHPOPMALIMEN, NPUBEAEHHOM B
n. 3.10.9, a TaKk¥e NpuMepom KoHOUrypauMoHHOro ¢panna BHelHero HanaHCMPOBLLMKA,
npuBeaAeHHOro B samples/ac/nginx external-balancer/conf.d/content-

server.conf.
3.9. OnucaHue HacTpoiiku paiinoBoro xpaHuauwa Mo

3.9.1. Hactpoka damnnosbix xpaHuauw, noacuctem Mo

[ns HacTpolKkn darnosbix xpaHunuuw, nogcmuctem MMNO Heobx04MMO BbIMOAHUTD
cnepyrouime aencTema:
3.9.1.1. Co3aaTb KaTasor /ocs M Ha3Ha4YUTb ero BAaZeNblLem NoJsib30BaTeNda ocs,

noJ, KoTopbiM paboTatoT cepsucs MNMO:

sudo mkdir -p /ocs
sudo chown ocs:ocs /ocs

3.9.1.2. B cnyyae ncnonb3oBaHuUs eamMHOro GpamaoBOro XpaHuamiia Heobxoammo

BbINONHUTb MOHTUPOBaHME JAaHHOIO XPaHUAULLA K KaTanory /ocs.
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BHUMAHME! Mpwn skcnayataumm MMO B KnacTepHoM KoHOUIypauum BCE HOAbI
Cepsepa npunoxkenuin MMNO ¢ MM, MY n NMOOC A0MKHbI MMEeTb A0CTYN K GannoBomMy
xpaHuanuy. CooTBeTcTBeHHO, Bce HoAbl Cepsepa npuaoxeHuin MMNO Ao0AKHbI ObITb
HACTPOeHbl Ha PaboTy C AaHHbIM GanN0BbIM XPAaHUANLLEM.

BapuaHTbl M NOpAOOK HAcTpOWKM goctyna Hoa Cepsepa npuaoxerHun MMO K
dannoBomy xpaHuauLLy npueeaeHbl 8 n. 3.9.2.

3.9.1.3. HactpouTb dparnosoe xpaHuauue MM, B KoTopom ByayT XpaHUTbCA dalibl
NPUNOMKEHUN (MKOHKK, CKPUHLWOTLI, RPM-nakKeTbl), 3arpy*kaemble pa3paboTymnkamu.

[na 3TOro B Katanore /ocs HeobXoAMMO CO34aTb KaTanor B COOTBETCTBMM C
napameTpom filestoragePath KOHOUIYPaLMOHHOro danna
config/subsystems/appstore/config.yml. B co3maHHOM KaTasnore noTpebyeTcs
CO34aTb KaTanor applications-api M Ha3HA4YUTb €ro BAAAE/IbLLEM MOJIb30BaTENA ocCs,

noA, KOTopbIM paboTatoT cepsuckl NMM:

sudo mkdir -p /ocs/appstore/applications-api
sudo chown ocs:ocs /ocs/appstore/applications-api

MapameTp filestoragePath KOHOUIYPaLMOHHOro danna

config/subsystems/appstore/config.yml MOXET UMETb CNeAYOLMIA BUA:

filestoragePath: "/ocs/appstore"

3.9.1.4. Hactpoutb damnosoe xpaHunuuwe [1Y, B KOTOpOM OyayT XpaHUTbCA
YyCTaHOBOYHbIe dalibl NnpunoxkeHus «Aspopa LleHTp» n kapTorpadpumyeckana nHdopmauma.

[na 3Toro Heob6xoAMMO BbINONHUTbL CAeayoUmMe AENCTBUSA:

3.9.1.4.1 B katanore /ocs HeobOXOAMMO B COOTBETCTBMM C MAPAaMETPOM root
ceKkLmnm location /clientDownload KOHOUIypaLMOHHOIo danna
/etc/nginx/conf.d/ocs-emm-static-files.nginx.conf (N0 YMONYaHWIO KaTanor:

/ocs/emm/clients), MMH6O NapameTpom root KOHPUrypaumoHHOro ¢amna install-
<pepcwusa IIIIO>/install-ac-mt/config/subsystems/emm/applications/ocs—-emm-

static-files/ocs-emm-static-files.nginx.conf.j2 cueHapueB ycTaHoBKM (110
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CO3/4aTb KaTa/lor U Ha3Ha4YMTb ero BAaZe/bLiem Nob30BaTeNs ocs, NOA KOTOPbIM paboTatoT

cepsucol Y:

sudo mkdir -p <nyTh kK KaTajory>
sudo chown ocs:ocs <IOyTb K KaTaJloTy>

Hanpumep:

sudo mkdir -p /ocs/emm/clients
sudo chown ocs:ocs /ocs/emm/clients

3.9.1.4.2B «katanore /ocs HeobXO0AMMO B COOTBETCTBMM C MAPaMETPOM

config.mbTilesSource KOHOUIypaLUMOHHOro danna
config/subsystems/emm/applications/ocs-emm-locations-api/ocs—emm-

locations-api.yml (MO YyMOANYaHWUIO: /ocs/emm/maps/map.osm.mbtiles) €034aTb
KaTa/0lr N Ha3HA4YNTb €ro BsiaAeibuemM noib3oBaTesiad OCs, MNo4 KOTOPbIM pa60Ta+0T cepBUCobl

Mny:

sudo mkdir -p <nyTh kK KaTajgory>
sudo chown ocs:ocs <OyTh K KaTaJory>

Hanpumep:

sudo mkdir -p /ocs/emm/maps
sudo chown ocs:ocs /ocs/emm/maps

3.9.1.5. Hactpoutb ¢ainosoe xpaHunuuie MNOOC, B KoTopom OyayT XpaHUTbCA
naketbl OC.
[lna 3TOro B Katanore /ocs HeobXxoAMMO CO34aTb KaTasor COracHO napameTpy

root cekunm location /pkgrepo/mobile KOHPUTIypaLMOHHOTO danna
/etc/nginx/conf.d/locations—-external/ocs-pkgrepo-nginx—-static.location
(no ymonyaHuto KaTanor: /ocs/pkgrepo/repos), NMBO nNapameTpy repos root
KOHOUIYPaALMOHHOrO danna install-<Bepcus [IO>/install-ac-
mt/config/subsystems/pkgrepo/vars/ocs-pkgrepo-nginx-static.yml

cueHapwues ycTtaHoBkM [110:

mkdir -p <OyTb K KaTajory>
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Hanpumep,

mkdir -p /ocs/pkgrepo/repos

3.9.2. HacTtpoika pgoctyna Hof cepBepa npunoxkenmin [MNO K dannosomy

XPaHUANLLY

Mpwn akcnayatauum TMO B KNacTepHOM KOHGUrypaumm BCe HOAbl CepBepa
npunoxenmin MMNO A0MKHbI MMeTb A0CTYyN K GaMNoBOMY XPaHWAMLLY, B KOTOPOM
pacnonaratoTcsa darnbl npunoxkeHuin, naketbl OC, KapTorpapuyeckasa MHpopmauma. [ocTyn
HOZ, cepBepa MNPUIOKEHUN K GalNoBOMY XpPaHUAMLLY MOXEeT OblTb OpraHn3oBaH
cnenyrouwmmm cnocobamm:

— CUHXpOHM3aUMA dannoB mexay GannoBbIMM XPaHUAULWLAMM KaxKAOW HOAbI
cepBepa NPUIOKEHNIM C MOMOLLBIO NPUNOKEHNA Syncthing;

— NCMoNb30BaHME eaANHOrIo d)aﬁmosoro XpaHWanLa.

3.9.2.1. HacTpolKka cuHXpoHM3auumn dannos mexay GpannoBbIMU XPaHUAMLLAMM

KaXKa0M HoAbl cepBepa NPUIOKEHWI C MOMOLLbIO NpUaoKeHus Syncthing

MpunoxeHne Syncthing BbINONHAET CUMHXPOHM3AUMIO GaNNoOB B peXMME
peanbHOro BpemMeHu mexay Hogamm cepsepa npunoxenui Mro.

[lns HaCTPOMKM M YCTAHOBKM Syncthing HEOBXOAMMO BbINOAHUTL CAeaytoline
NencTens:

3.9.2.1.1 MpmaymaTtb Napoab No/sb3oBaTeNna (N0 yMOAYaAHUIO NOJIb30BaTe/lb ocs)
ANA 00CTyNa K rpadunyeckomy nHTepdercy NpuaoKeHs.

3.9.2.1.2 CoopmmnpoBaTb X3LI-KoA Napoas ¢ MCNONb30BaHUEM aNrOPUTMA berypt C

MOMOLLIO CAeAYOLWMX KOMaHA,:

sudo apt install python3-passlib python3-bcrypt
ansible all -i localhost, -m debug -a "msg={{ '<napomns>' |
password hash ('bcrypt') }}"

3.9.2.1.3 B napameTtpe syncthing.gui password KOHPWUrypaumoHHoro ¢amnna

config/secret.yml 334aTb 3Ha4YEHME X3LW-KOAA NAPONA:
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syncthing:
gul password:
'$2a$108N.9m9%4533¢ciTDt1lUhxudwu2rGE3jgb4A0GUCT30KsUIEIbdcPZIx6"

3.9.2.14 B napameTpe syncthing.gui apikey KOHUrypaumoHHoro ddanna

config/secret.yml KAOY AocTyna K APl npuaoxeHuma:

gul apikey: 'CHANGEME-AgpY4dv2tdcwcNXSmhnxW55euHD55Eyf!

39.2.1.5B  ceKkuuu syncthing folders KoH®UrypaumMoHHoro  dainna
config/vars/ vars.yml Npu HEOBXOANMMOCTU N3MEHNTb NPEeLyCTaHOBNEHHbIE 3HAYeHMA

KaTaﬂOFOB,AﬂﬂKOTOpHXTpe6yeTOqBHHOﬂHﬂTbCMHXpOHMBBMMDI

syncthing folders:
pkgrepo:
path: /ocs/pkgrepo
appstore:
path: /ocs/appstore
emm :
path: /ocs/emm

3.9.2.1.6 YCTaHOBWUTb NPUJIOXKEHME C MOMOLLBIO KOMAHAbI:

ANSIBLE USER="<mmsa nojybs3oBaTens>" ./deploy-infra.sh -c syncthing

Hanpumep:

ANSIBLE USER="omp" ./deploy-infra.sh -c syncthing

BHUMAHWE! Mpw ycTaHOBKE NPUNOKEHMA OCYLLECTBAAETCA reHepaLma KA4YeBom
napbl, KOTOPaA MCNONb3yeTCA A1 3aLUMUEHHOrO 0OOMEHa AaHHBIMM MEXK Y IK3eMNASPaMM
NPUAOXKEHMA, Pa3BePHYTbIMW Ha cepsepax. 1A cmeHbl KAto4YeBOM Mapbl (Hanpumep, B
C/ly4ae ee KOMNpomeTalmm), HeobXxoAMMO YAaNNTb NPUIOKEHME M YCTAHOBUTb €ro 3aHOBO.

YaoaneHwe NMPUNNOXEHNA OCYLLECTBAETCA C MOMOLLBLIO KOMaH/Abl:

ANSIBLE USER="<mma nosszoBatTensa>" ./deploy-infra.sh -c syncthing -A
flush all

3.9.2.2. MNpumep HaCTPOMKN eaNHOro GarnaIoBOro XxpaHuanLLa

EavHoe GannoBoe xpaHUANULLE NPUMEHAETCA AN XpaHeHnAa GaoB NPUNOKEHWUIN

(MKOHKM, CKpUHLWOTbLI, RPM-nakeTbl) 1 naketos OC.
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[na HacTponkm eamHoro ¢anaoBOro XpaHuauuia HeobXxoAMMO  BbIMOAHUTD
cnefytouine AencTBumA:
3.9.2.2.1 YctaHoBuUTb NFS cepBep B COOTBETCTBMM C OPULMANBHOM AOKYMEHTALMEN

Ha OC RedHat, npuBeaeHHON Ha CTpaHuUe:

https://access.redhat.com/documentation/en-
us/red hat enterprise linux/7/html/storage administration guide/nfs-

serverconfig.
3.9.2.2.2 Ha Cepsepax npuaoxeHunin MM n TOOC co3paTb KaTanor /ocs WM
Ha3Ha4YMTb ero BAaAe/bLEM MO0/b30BaTeNs ocs, NOA KOTOpbIM paboTatoT cepsuchl MM un

MoocC:

sudo mkdir -p /ocs
sudo chown ocs:ocs /ocs

BHUMAHMWUE! Mpu akcnayataumm MMNO B KnacTepHoM KoHPUrypauum BCe HOAbI
cepBepoB npunoxkeHut MM n MOOC A0NKHbI MMETb AOCTYN K eauMHOMY (GannoBomy
XxpaHunuuly. CooTBETCTBEHHO, BCe HOAbI cepBepoB npuaoxeHuit MM n NMOOC AoNXKHbI ObITb
HacTpoeHbl Ha pPaboTy ¢ AaHHbIM GANNIOBBIM XPAHWUIULLEM.

3.9.2.2.3 BbINONHUTL MOHTMpOBaHMe pannoBoint cnuctembl NFS K KaTanory /ocs C

MOMOLLbIO KOMaHAbI:

mount example.com:/export/ocsfs /ocs

roe:

— example.com— MMA y3na pannosoro cepepa NFS;

— /export/ocsfs — KaTanor, KOTOPbIA 3KCMNOPTUPYET example . com;

— /ocs — KaTa/ior, K KOTOPOMY OCYLLLECTBAAETCA MOHTUPOBAHME.

NMPUMEYAHUE. MoHTupoBaHMe dannosoint cuctembl NFS TakKe MoOXKeT ObiTb
BbIMO/IHEHO MOCPEACTBOM pefaKTMpoBaHMA dalna /etc/fstab. [ 3TOro B AaHHbIM

dann HeobxoaMMo 400aBUTL 3aNUCb CeayoLLero BMaa:

example.com: /export/ocsfs /ocs nfs defaults 0 O



https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/html/storage_administration_guide/nfs-serverconfig
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/html/storage_administration_guide/nfs-serverconfig
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/html/storage_administration_guide/nfs-serverconfig
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PenaktnpoBaHue dainna /etc/fstab NO/IKHO OCYLLLECTB/IATHLCA
Cynepno/sib3oBaTeIeEM.
3.9.2.2.4 nAa npoBEPKN KOPPEKTHOCTM MOHTUPOBAHMA HEOOXOAMMO BbIMOAHUTD

KOMaHAY:

ls /ocs

n yb6eamnTbCs, YTO NONYYEHHbIM CMMCOK $paloB COOTBETCTBYET CNMCKY GpannoB B KaTanore

/export/ocsfs Ha KOMNbOTEPE example.com.

3.10. lononHuTenbHble HacTponku MMO un cpenbl PyHKLMOHMpPOBaHMA MNMNO

3.10.1. HacTporKka B3aMMOAENCTBUA CcepBepa npuaoxKeHun [Y ¢ cepBepom

y/AaneHHoro noaxatodeHunsa RustDesk

Cepsep RustDesk ncnonbsyerca ona yaaneHHoOro nogkMoveHma K paboyemy crony
aKTMBMPOBAHHOTIO YCTPOWMCTBA, a TaKKe 414 obmeHa dparnamum ¢ nomoupto MY.

BHUMAHWE! [daHHbiM  dyHKUMOHAN  AOCTYyNeH TONbKO ANS  YCTPOWCTS,
dyHKUMoHMpytowmx noa ynpasneHnem OC Android n OC AnbT Linux.

MPUMEYAHUA:

— pekomeHayeTcsa Ucnonb3oBaTb cepsep RustDesk Bepcum 1.1.8;

— WMHCTPYKLUMA NO YCTAHOBKE paCMno/ioeHa Ha oduUMaANbHOM  canTe:
https://rustdesk.com/docs/en/self-host/rustdesk-server-oss/install/.

Cxema B3aumopaenctansa MMNO n RustDesk npueeaeHa Ha pucyHKe (PucyHok 18).
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Cxema nHterpauvn Aepopa LleHTp 1 RustDesk

BHYTpeHHWil NepumMeTp

CermeHT ¢ cepaucami Aspopa LieHTp

Port mapping
:443 > :8008/TCP
1999 -> B025/TCP

21115 == 21115 TCP

21116 -> :21116/TCP

S — HTTPS 8009
f N 21117 -= 2111 7/TCP TCP 8025
HTTPS 443 N 21116 > :21116/UDP
"Aspopa LleHTp" L | Cepeep npunoxeHwia
{Aurara Center) i (Aurora Center) | Paep np!
| »|
p . ' Internet |
R { \ : TCP 21115-21117
ustDesk ) i __ UDP 21118
client CP 21115-21117 TCP 2111521117 - !
uDP 21116 © MexceTeson UDP 21116 ! (RustDesk c_lrlp_rjt}
(RustDesk client) ./ 3KpaH (FlustDesk client) | HTTPS 443
O ~ (Aurcra Center) -
A
TCP 443 TGP 2111521117 TCP 2111521117

UDP 21116
(RustDesk client)

UDP 21116

(Aurora Center) {RustDesk client)

Cepeep RustDesk

CermexT nonssosarenei

YpoaneHHoe
pafiouee mecTo
anMUHMCTpaTopa
MnaropMel YNpasneHnA

Pafouee mecTo

anMUHNCTpaTopa
YHETHBIX 3anuced

— 5 [octyn K RustDesk

——» [ocTyn K Aspopa LienTp

PucyHoK 18
[ns HacTponkn B3aumopaeictemna Cepsepa npunoxkerHuii MY c cepsepom RustDesk
KOHOUIYpPaLMOHHOTO danna

HeobxoaMmo B remoteControl

ceKkumnm
config/config.yml.j2 3a4aTb Tpebyemble 3HaYeHUA:

— aapec cepsBepa RustDesk (napameTp: serverUrl);

— KN4 aocTtyna K cepsepy RustDesk (napameTp: serverKey).

Hanpumep:

remoteControl:
serverUrl: "rustdesk.server:21116"
serverKey: "<RUSTDESK KEY>"
sessionTimeout: "30m"

[locne wm3ameHeHMA HaCTpoeK H€O6XOAMNK) nepeycraHoBUTb KOH¢MprauMOHHbE

daliNibl C NTOMOLLLbIO KOMaHAb!:

ANSIBLE USER="<mma nosezoBaTens>" ./deploy-ac.sh —--subsystems emm --

action config
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3.10.2. HacTpolika pa3genenma TpaduKa

MNO nossonseT pasgenatb Bxoaawmin Tpaduk (URL-3anpockl) cneayrolwmmm
cnocobamu:

— MO basepath —Kaxaas KoHCONb agMUHUCTPaTopa/paspaboTunka (nmbo APl ann
B3aMMOAEMNCTBUA C NPUNOKEHMAMN) NPUBA3AHA K ONpeaeNeHHOMY basepath. Basepath
33/1aHbl B CEKUMM config.publicUris KOHPUIYpaUMOHHOTO Ppanna internal.yml;

— Mo AomeHam (cybaomeHam) — Kaskaana KoHcoMb aaMUHMUCTPaTOpa/pa3paboTynka
n APl ana B3aMmoaencTeMa C npuaoxkeHuamm (nnbo rpynna KoHconen u  API)
ONUMOHANBbHO MOXeT OblTb MNpuMBA3aHa K onpeaeneHHOMy AOMeHy. PekomeHayeTcH
nybanyHble KoHconn u APl npuBA3bIBaTb K AOMEHY, KOTOPbIM MMeeT AOCTyn M3 CeTu
NHTepHeT, a BHyTPeHHMEe KoHcoNn (KoOHCONM aAMMHNCTPATOPOB) NPMBA3bLIBATL K AOMEHY,
He nmetroemy AocTyn 13 cetn NMHTepHeT. PasaeneHne Tpadmka No AOMEHAM NPUBEAEHO
B nn. 3.5.2.3;

— MO NOpPTam — BHYTPeHHMe U BHelWwHMe agpeca MMO npmBA3aHbl K OTAE/IbHbIM

noptam. OnucaHue HaCTPOMKM pasaeneHmna Tpadurka no noptam npmueeseHo 8 nn. 3.5.2.2.
3.10.3. HacTpomKa KaWnpoBaHMA OTBETOB CEPBMCOB

[Ona ysennyeHmna nponssoamntenbHocTn MMNO npumeHAETCA KIWMPOBaHMe OTBETOB
cepBmcoB C nomouwbto Nginx. [lpn 3TOM AOCTYyN K 3aK3WMPOBAHHLIM  AaHHbIM
ocyulecTsaseTca Yepes wato3bl goctyna [1M10.

HacTpoMKM K3aWMpoBaHMA 3a4at0TCA B CAeAyoWMX KOHOUIYPaLMOHHbIX dannax
CLeHapueB YCTAHOBKM cpedbl @yHKUMOHMPOBaHMA [INO 1 MHOPACTPYKTYPHbIX
KomnoHeHToB [1M10:

1) B KoHdurypaumoHHom aine shared roles/nginx/defaults/main.yml
334at0TCA caeayoliMe napameTpbl:

— cache enabled — BKAOYEHWE/BbIKNIOYEHME KILLIMPOBAHMA;

— cache path — KaTanor XpaHeHNA Kalla,
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— cache keys zone — MMA 30Hbl B Pa3aenaeMon NamaTu, rae byaeT XxpaHUTbCA
KaLW;
- cache_keys_zone_size-—pamwep3OHbIBp33ﬂ€ﬂﬂeMOM MaMATH,
— cache max size — MaKCMMa/bHbIM pa3mep BblAENAEMOMN MO, KIW MNaMATU

(Koraa mecTo 3akaHumBaeTcs, Nginx yaanseT ycTapeslne AaHHbIe);

— cache inactive — Bpemsa, NOC/Me KOTOPOro K3w OyaeT aBTOMATUYeCKM
O4YNLWaTbCA.
Hanpumep:
cache enabled: true
cache path: "/var/cache/nginx"
cache keys zone: "proxy cache"
cache keys zone size: "50m"
cache max size: "10G"
cache inactive: "30m"

NMPUMEYAHUE. MaKkcrmanbHbIA pasmep BblAeNseMON Noa, K3Ww NamATY A0KEH
ObiTb He meHee 10 I'b;

2)B KOHPUIYpPaLMOHHbIX bannax config/subsystems/<Has3BaHue
nomcucrTeMer>/vars/services.yml 3agatotca APl ¢yHKumm (endpoint-bi) MMO, ana
KOTOPbIX HEOHXOAMMO BbINMONHATL KIWNPOBAHME, a TaKXKe NapamMeTpbl K3LWNPOBAHMA ANA
Kaxkaon APl dyHKLNM:

— proxy cache — BK/tOYEHWeE KaWwWmposaHma ana APl dyHKumnu;

— proxy cache valid — BpPems K3WWPOBaHMA OTBETA (BO3MOXHO 334aTb BPEMA
K3LWMPOBAHMA ANA onpeae/ieHHbIX CTaTyCOB OTBETA);

— proxy cache lock — MapameTp onpeaendaer BO3MOXHOCTb MNPOXOXAEHMUA
HECKO/IbKMX 3anpocoB Ha 63KkeHA (K cepsucam MMM0O). Mpu 3Ha4YeHUM «on» 3anpeLlaeTca
NPOXOXKAEHME HECKONbKMX 3anpocoB K cepsucy [0, Bce NMOBTOPHble 3anpockbl byayT
OXWaaTb NOABAEHMA OTBETA B K3lWe AMbo TanmayTa 61OKMPOBKM 3anpoca K CTPpaHULE;

— proxy cache use stale — MapameTp ONpefendaeT, B KakWX C/ly4aax MOMXKHO

MCMO/1b30BaTb YCTAPEBLUNIM 3aKILMPOBAHHbIM OTBET;
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— add header: "X-Cache-Status Supstream cache status" — AMPEKTMBA
nobasnset http-3aronoBoK, coAepKalMii CTaTyC KILWMPOBAHMS.

Hanpumep:

nginx location dashboard:
path: "~ /vl/dashboards/["/]+$"
proxy cache: "proxy cache"
proxy cache valid: "200 {{ cache interval dynamic }}"

proxy cache lock: "on"
proxy cache use stale: "updating"
proxy cache background update: "on"

add header: "X-Cache-Status Supstream cache status"

3.10.4. lenctema no 6e30nacHOM YCTAaHOBKE M HAaCTPOWKe cpeacTBa

NMPUMEYAHUE. VYctaHOBKa, HacTpoWKa W 3akcnayaTauma [MNO  gonxHa
OCYLLEeCTBNATbCA B cooTBeTCTBMM € I/ Ha 10,

Mpu ncnonbsosaHum MMO B rocyaapcTBeHHbIX MHGOPMALMOHHBIX cuctemax (MC)
(MHOOPMALIMOHHbBIX CMCTEMAX MEPCOHA/bHbIX AAHHbIX, aBTOMATU3MPOBAHHbLIX CMCTEMAX
yNpaBAeHnsa, KPUTUYECKOM MHPOPMALMOHHOM WHOPACTPYKTYpPE), He coaeprKallmnx
MHbOPMaLMM, COCTaBAANOLWEN TFOCYAAPCTBEHHOM TalHbl, B 3aBUMCMMOCTM OT Kjacca
3aLLUMLLIEHHOCTU AOMKHbI ObITb YCTAHOB/EHbI 3HAYEHMA MapPaMeTpoB, NPUBEAEHHbIE B

Tabnamue (Tabnmua 18).




Tabnumua 18
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MNapameTp

3Ha4yeHue

(oana TNC 4-ro knacca)

3Ha4yeHue

(ona TNC 3-ro knacca)

3Ha4yeHue

(ana MNC 2-ro knacca)

3Ha4yeHue

(ona TNC 1-ro knacca)

KoHdurypaumoHHbin darin MNb (cueHapua yctaHoBKM MB): /var/ocs/config/subsystems/auth/config.yml

(config/subsystems/auth/config.yml)

[Nepunon BpemeHu
HEeMcnob30BaHMA
naeHTudmnKaTopa (y4eTHom
3anmcu) nonb3osBaTens, yepes
KOTOpOEe NPOUCXOANT ero
HNOKMPOBaAHME:

config.maxAccountInactivi
tyPeriod

YCTaHaBAMBaeTCA Ha
yCMOTpeHune onepatopa
NC, Hanpumep:

maxAccountInactivity
Period: 2160h

He 6bonee 90 aHen,
Hanpumep:

maxAccountInactivi
tyPeriod: 2160h

He 6bonee 90 aHen,
Hanpumep:

maxAccountInactivity
Period: 2160h

He 6bonee 45 aHen,
Hanpumep:

maxAccountInactivi
tyPeriod: 1080h

MuHnmanbHaa AsMHa napond:

config.passwordSettings.m
inLength

He meHee 6 cMMBONOB,
Hanpumep:

config.passwordSetti
ngs.minlLength: 6

He meHee 6 cMmBONOB,
Hanpumep:

config.passwordSet
tings.minLength: 6

He meHee 6 cMmBONOB,
Hanpumep:

config.passwordSetti
ngs.minLength: 6

He meHee 8 cMMBOOB,
Hanpumep:

config.passwordSet
tings.minLength: 8

AndaBuUT Napona ANA y4eTHbIX
3anucen Nnonb3oBaTenen He
HacTpaunsaeTca. [laponu
YYETHbIX 3anncen
noab3oBaTenen A0/IKHbI
coaepKaTb OYKBbl BEPXHETO U
HUXHEro PermcTpos, undpbl 1

He meHee 30 cMMBO/10B,
Hanpumep:

minDigits: 1
minUpperLetters: O

minLowerLetters: 1

He meHee 60
CMMBOI0OB, HaNpumep:

minDigits: 1
minUpperLetters: 1

minLowerLetters: 1

He meHee 70 cMMBO/IOB,
Hanpumep:

minDigits: 1
minUpperlLetters: 1

minLowerLetters: 1

He meHee 70
CMMBOI0OB, HaNpumep:

minDigits: 1
minUpperLetters: 1

minLowerLetters: 1
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MNapameTp

3HayeHue 3HayeHue

(ona TNC 4-ro knacca) | (ons T'MC 3-ro kKnacca)

3HayeHue

(oana MNC 2-ro knacca)

3HayeHue

(ona TNC 1-ro knacca)

cneupanbHble CUMBObI (3TO
KoHTpoampyeTca MMO).

AndaBuT Napons ANA y4eTHbIX
3anncen yCTPOMCTB:

— MWHMMaNbHOE YNCNOo UMdpP B
napone:

config.passwordSettings.
minDigits

— MWHMMaNbHOE YNCNO DBYKB
BEPXHEro perncrpa B napose:

config.passwordSettings.
minUpperLetters

— MMHWUMaJIbHOE YMC/10 6yKB
HUXHENO PerncTpa B napose:

config.passwordSettings.
minUpperLetters

— MWUHWMMa1bHOE YNCN0
cneucnmBo/10B B NMapoe:

config.passwordSettings.m
inSpecialChars

minSpecialChars: O minSpecialChars: 0

minSpecialChars:

1

minSpecialChars:

1
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MNapameTp

3HayeHue

(oana TNC 4-ro knacca)

3HayeHue

(ona TNC 3-ro knacca)

3HayeHue

(oana MNC 2-ro knacca)

3HayeHue

(ona TNC 1-ro knacca)

MaKcmmanbHOe BpemA
AGVICTBMFI napond:

config.passwordExpiration
Time

He bonee 180 aHen,
Hanpumep:

passwordExpirationTi
me: "4320h"

He bonee 120 aHen,
Hanpumep:

passwordExpiration
Time: "2880h"

He 6bonee 90 aHen,
Hanpumep:

passwordExpirationTi
me: "2160h"

He 6bonee 60 aHen,
Hanpumep:

passwordExpiration
Time: "1440h"

MaKcrMmanbHoe Bpems
NEeNCTBMA KNtoYa Y4EeTHOM
3anmcu cepBepa NPUNOKEHNI:

config.ttl.client jwks

He 6onee 1 ropa u 3
Mec., Hanpumep:

client jwks: 10950h

He 6onee 1 ropa u 3
MecC., Hanpmumep:

client jwks:
10950h

He 6onee 1 ropa u 3
MeC., Hanpumep:

client jwks: 10950h

He 6onee 1 rogan 3
Mec., Hanpumep:

client jwks:
10950h

Yucno nocneaHmx
MCMNOIb30BAHHbIX MAPONEN,
KOoTopble 3anpeLleHo
MCNONb30BaTb NO/1b30BATENAMM
npv CO34aHUN HOBbIX NAPONEN:

config.passwordHistoryDep
th

YCcTaHaBAMBaAETCA Ha
YCMOTPEHME onepaTopa
NC, Hanpumep:

passwordHistoryDepth
3

YcTaHaBAMBaETCA Ha
yCMOTpeHue
onepatopa UC,
Hanpumep:

passwordHistoryDep
th: 3

YcTaHaBAmBaeTCcH Ha
YCMOTPEHME onepaTopa
NC, Hanpumep:

passwordHistoryDepth
3

YCTaHaBAMBAETCA Ha
YCMOTpEHMe
onepatopa UC,
Hanpumenp:

passwordHistoryDep
th: 3

MaKcrmanbHoe KOAM4ecTBo
HeycneLlHbIX NoMNbITOK
ayTeHTMduKaumm (BBoaa
HenpaBW/IbHOro Napons) Ao
HNOKNPOBKM:

config.failedLoginTries

OT 3 go 10 nonbITOK,
Hanpumep:

failedLoginTries: 10

Ot 3 ao 10 nonbITOK,
Hanpumep:

failedLoginTries:
10

OT 3 A0 8 NOMbLITOK,
Hanpumep:

failedLoginTries: 8

OT 3 40 4 NonNbITOK,
Hanpumep:

failedLoginTries:
4
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MNapameTp

3HayeHue

(oana TNC 4-ro knacca)

3HayeHue

(ona TNC 3-ro knacca)

3HayeHue

(oana MNC 2-ro knacca)

3HayeHue

(ona TNC 1-ro knacca)

Bpemsa 610KMPOBKN y4ETHOM
3anMcK Nosib3oBaTeNA B C/yyae
NOCTUXKEHMA YCTAHOBAEHHOTO
MaKCMMa/IbHOTO KOIMYecTBa
HeycneLHbIX MOMbITOK
ayTeHTUPMKaumm:

config.failedLoginBlockTi
me

OT 3 00 15 MUHYT,
Hanpumep:

failedLoginBlockTime
w 3m"

OT5 10 30 MUHyT,
Hanpumep:

failedLoginBlockTi
me: "5m"

OT1 10 o 30 MUHyT,
Hanpumep:

failedLoginBlockTime
" :I_Om"

OT1 15 go 60 MUHYT,
Hanpumep:

failedLoginBlockTi
me: "15m"

Konnyectso oaAHOBPEMEHHbIX
ceccun ana
NPUBUNETMPOBAHHbIX YY4ETHbIX
3anucen:

config.privilegedSessions
Limit

YCcTaHaBMBaeTCA Ha
YCMOTpEeHMe onepaTopa
NC, Hanpumep:

privilegedSessionsLi
mit: 10

YCcTaHaBAMBaeTCA Ha
yCMOTpeHue
onepatopa UC,
Hanpumep:

privilegedSessions
Limit: 10

YcTaHaBAMBaeTCA Ha
YCMOTpeHMe onepaTopa
NC, Hanpumep:

privilegedSessionsLi
mit: 10

He bonee 2-x,
Hanpumep:

privilegedSessions
Limit: 2

Konnyectso oAHOBPEMEHHbIX
ceccumn ana
HEeNPUBUNETMPOBAHHbIX YYETHbIX
3anucen:

config.
unprivilegedSessionsLimit

YcTaHaBAMBaeTCA Ha
YCMOTPEHME onepaTopa
NC, Hanpumep:

unprivilegedSessions
Limit: 10

YCcTaHaBAMBaeTCA Ha
yCMOTpeHue
onepatopa UC,
Hanpumep:

unprivilegedSessio
nsLimit: 10

YcTaHaBAMBaeTCA Ha
yCMOTpeHMe onepaTopa
NC, Hanpumep:

unprivilegedSessions
Limit: 10

YCTaHaBAMBaeTCA Ha
yCMOTpeHune
onepatopa UC,
Hanpumep:

unprivilegedSessio
nsLimit: 10
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MNapameTp

3HayeHue

(oana TNC 4-ro knacca)

3HayeHue

(ona TNC 3-ro knacca)

3HayeHue

(oana MNC 2-ro knacca)

3HayeHue

(ona TNC 1-ro knacca)

O6LWm KoHPUTrypauMoHHbIM pann MMNO (wabnoH obuiero KoHpuUrypaumoHHoro danna MMO):

/var/ocs/config/config.yml

(config/config.yml.j2)

Bpems 6e3neincrama

(HeaKTMBHOCTW) NONb30BaTENS,
Yyepes KOTOpOoe OCyLLLeCTBAAeTCA

3aBepueHne ceaHca
No/ib30BaTENA!

config.session.rememberFo

r

YCTaHaB/IMBaETCA Ha

NC, Hanpumep:

rememberFor: 30m

YCMOTpEHME onepaTopa

YcTaHaBAMBaETCA Ha
ycCMoTpeHue
onepatopa UC,
Hanpumep:

rememberFor: 30m

He 6onee 15 munHyT,
Hanpumep:

rememberFor: 15m

He 6onee 5 MnHyT,
Hanpumep:

rememberFor: 5m
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3.10.5. fdenctBnMa no cmeHe ayTeHTUPMKAUMOHHOM nHPopmaummn (naponen,

CEeKPEeTOoB, TOKEHOB, KtoYen)

Mpwu 3kcnayaTaumm [MNO  pomkHa obecneymBaTbCA Nepumoamyeckas CMeHa
ayTEHTUDUKALMOHHOM MHGOPMaLUN. epnoaMyHOCTb  CMeHbl  onpedensetca
3KCNAyaTUpytowen opraHmsaumen. CmeHa ayTeHTUOUKALUMOHHOM MHPOPMALMK TaKKe
NONXHA OCYLLECTBAATLCA B C/yYae ee KOMMpomeTaumu. K cobbiTmam KOMMNpomeTaumm
OTHOCATCA (HO He orpaHMYMBatOTCA), creaytolme cobbITUA:

— HC/A K cepsepam npunoxkenunii MMNO n/mnm ynpasnawouwen 3BM;

— NoTeps HOCUTENSA, COAEPHKALLErO ayTEHTUPMKALMOHHYO MHGOPMALMIO;

— YBO/IbHEHME COTPYAHWKOB, MMEBLUMX AO0CTYN K ayTeHTUPUKALMOHHOM
MHDOPMaLNK;

— BO3HWKHOBEHME MNOAO3PEHMN HA YTEUKY ayTEHTUOUKALMOHHON MHPOPMaLMK;

— C/y4au, Koraa Henb3A AOCTOBEPHO YCTAaHOBWUTb, YTO MPOM3OLL/IO C HOCUTENEM
ayTeHTUdMKaUMOHHON MHPOPMaLMK (HaNpUMep, He MOHATHA NPMYKMHA BbIXOAa HOCUTENA
13 CTpos).

AyTeHTUOUKAUMOHHAA MHOOPMAUMA KOMMOHEHTOB cpeabl GYHKLMOHMPOBAHMA
MMNO, wnHOPaACTPYKTYpPHbIX KOomMoHeHToB [0, a Tak¥e CEeKPEeTHbIN K4 KAWMEHTOB
(cepBMCcOB) M KAtOY WKMPPOBAHNA CEKPETOB 334at0TCs B KOHPUIypaLMOHHbIX dannax
config/vars/ vars.yml u config/secret.yml. [nA CMeHbl, YKa3aHHOM
ayTEHTUPUKALUMOHHOM MHPOPMALMM HEOBXOAMMO BbINONHUTL Cleaytolie AeNCTBUA:

3.10.5.1. M13mMeHMTb Napo/in, CEKPEeTbl, TOKEHbl B KOHOUIypauUMOHHbIX dalnax
config/vars/ vars.yml Wconfig/secret.yml.

3.10.5.2. YcTaHOBUTb  KOMMOHEHTbl  cpeabl  dyHKUMOHMpoBaHua  [MNO  u

MHOPACTPYKTYPHbIE KoMNoHeHTbI MO B cooTBeTcTBUM C N. 3.6.1.

3.10.5.3. YctaHoBuTb IMIMO B cooTBeTCTBUM C N. 3.6.2.
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3.10.6. lencTtBuA no peannsaumm PYHKLMIA 6e3o0nacHOCTH cpeapbl

dyHKUMOHMpPOoBaHMA MMNO 1 MHbpPaCTPyKTypPHbIX KOMNoHeHTOB M0
3.10.6.1. TpeboBaHMA K MEKCETEBOMY 3KPAHUPOBAHMIO

Heobxoanmo, 4Tobbl 3almTa nepumeTpa (GUsnyeckmnx nam normdeckmnx rpadnu) NC
OCYLLECTBASANACh C UCMOIb30BAHMEM MEXCETEBOro 3KpaHa Tpebyemoro Knacca 3aluThbl.

MesKceTeBOoM aKpaH A0/KEH NPOMNYCcKaTb TPadUK TONbKO Ha BHellHKWe nopTbl M0,
NPV 3TOM OCTaNbHOM TPadUK A0MKEH ObITb 3anpelleH. NepeyeHb BHelwHMx noptos MMO B

3aBMCUMOCTM OT BaphaHTa HacTponKM NnpmseaeH B Tabaunue (Tabanua 19).

Tabnunua 19
Homep nopTa KoHpuUrypaumoHHbi dain, B
P rop OnvcaHue durypau ¢ Tun noptat*
(npoTokon) KOTOPOM 3343€eTcA NopT
Cepsucbl MMNO «Aspopa LieHTp»
10000 — 10500 |MopTbl cepsucos MMO shared _roles/systemd-  |gyyTpeHHMN
(tcp) deploy/templates/system
d-supplicant.sh.j2
/usr/bin/systemd-
supplicant.sh
Nginx
80 (tcp) CNy»uT ans shared roles/consul-  |gHyTpeHHMN
B3aMMOAECTBUA CEPBUCOB ;i?plate/defamtsmaln'
Mo apyr c Apyrom
999 (tls) Cy»KuT ans KoHburypaumoHHbin dain  |BHELWHMIA
B3amMmoaemncTama yctponcTs [INginx cornacHo n. 3.8.1
cMncy
8007 CNy»KuUT ans config/vars/_vars.yml |gyyTpeHHUN
MEeXKMNOACUCTEMHOTO
B3aMMOELNCTBUS.
8009 (tcp) BanaHCMPOBLIMK CEPBUCOB Configﬁvars/_varS-yml BHELIHWUI
. config/config.yml.j2
(Nginx Web Server) /etc/nginx/conf.d/ocs.c
onf
8024 (tcp) MopT Ana npuvema 3anpocos |config/vars/ vars.yml  |gHeluHwMiA
OT KOHTEHT-CepPBEpPOB

1 Onucanme TMNOB NOPTOB NpMBeAeHO B Tabauue (Tabamua 36).
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Homep nopta

KoHdurypaumoHHbi pann, B

OnvcaHue Tun nopta**
(npoTtokon) KOTOPOM 3343€eTCA NOpPT
8025 (tcp) Ha paHHbIM nopT KOH®UrypaumoHHbId dain  |BHYTPEHHWMIA
nepeHanpaBaATCA Nginx cornacHo n. 3.8.1
3anpocsl ¢ 999 nopTa
8081 (tcp) Cnykut ana cbopa meTpuk |shared roles/telemetry/ |gHyTpeHHWIA
Ha LWl03aX A0CTyNa defaults/main.yml
CYb/ PostgreSQL
5432 (tcp) CYB/[, PostgreSQL shared_roles/postgresql gyyTpeHHMN
/defaults/main.yml
Cyb/, Valkey
6379 (tcp) valkey-server shared roles/valkey/def |guyTpeHHuit
aults/main.yml
26379 (tcp) valkey-sentinel shared roles/valkey/def |guyTpeHHuit
aults/main.yml
Consul
8300 (tcp) https://www.consul.io/docs BHYTPEHHUI
/install/ports
8301 (tcp/udp) |https://www.consul.io/docs BHYTPEHHUI
/install/ports
8302 (tcp/udp) |https://www.consul.io/docs BHYTPEHHUI

/install/ports

8600 (tcp/udp)

https://www.consul.io/docs
/install/ports

shared roles/consul/def
aults/main.yml

BHYTPEHHNM

8500 (tcp) https://www.consul.io/docs [shared_roles/consul/def |gHyTpeHHN
Jinstall/ports aults/main.yml
Redpanda
8080 (tcp) redpanda_ console port shared_roles/redpanda/d,BHYTpeHHMm
efaults/main.yml
9092 (tcp) redpanda_kafka api shared_roles/redpanda/d,BHYTpeHHMm
efaults/main.yml
9644 (tcp) redpanda_admin shared_roles/redpanda/d.BHyTpeHHMm
efaults/main.yml
33145 (tcp) redpanda_rpc_server shared_roles/redpanda/d.BHyTpeHHMm
efaults/main.yml
Syncthing
8384 (tcp) https://docs.syncthing.net/ |shared_roles/syncthing/|gHyTpeHHWi
users/firewall.html defaults/main.yml
22000 https://docs.syncthing.net/ |shared_roles/syncthing/|gHytpeHHui

(tcp/udp)

users/firewall.html

defaults/main.yml



https://www.consul.io/docs/install/ports
https://www.consul.io/docs/install/ports
https://www.consul.io/docs/install/ports
https://www.consul.io/docs/install/ports
https://www.consul.io/docs/install/ports
https://www.consul.io/docs/install/ports
https://www.consul.io/docs/install/ports
https://www.consul.io/docs/install/ports
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Homep nopta KoHdurypaumoHHbi pann, B

(npoTokon) Onucanme KOTOPOM 334a€eTcA NopT Thn nopra™®
21027 (udp)  |https://docs.syncthing.net/ BHYTPEHHMI
users/firewall.html
Dnsmasq
53 dnsmasq BHYTPEHHM

OnepaunoHHaa cuctema

22 MopT SSH. Micnonb3yeTca BHYTPEHHNM
ONA pa3BepTbIBaHMA U
aamuHucTpuposaHua MMM0.
BHMMAHME! BoamoxHOCTb
MCMNONb30BAHMA JAHHOIO
nopTa onpeaenaeTcs
nokymeHTaumen C3U ot
HC/,

NMPUMEYAHUE. PekomeHayetca 3anpetntb goctyn K MMO npuBnaerMpoBaHHbIX
Nosb30BaTeNen M3-3a NpPeaeoB KOHTPOAMPYEMOM 30HbI, 3anpeTms A0CTyn K KoHconu
agMmuHucTpatopa [Mb. Takke Npmu HeEOHXOAMMOCTM MOXKHO 3aNPETUTL AOCTYN K OCTa/IbHbIM
Beb-KoHcoNAM. [ns 3Toro cnedyeT paspewntb TpaduK TOAbKO Mo Tpebyembim

URL-aapecam B cootBeTcTBum ¢ n. 3.10.1.
3.10.6.2. Hactpotka OC Debian n OC Ubuntu

MPUMEYAHUE. Hactponka OC Astra Linux, OC AnbT 1 PE[l OC ocyulecTsaseTca B
COOTBETCTBMM C IKCNyaTaLMOHHOW AOKYMeHTaumen Ha AaHHble OC.

3.10.6.2.1 Ana 3aTpyaHeHUA BO3MOXKHOCTeM cbopa WHbOpMALMKM O cUCTEME
HeobXoAMMO UCKAKUYUTL METKM BPeMeHW K3 3aronoBkoB TCP nakeToB, BbIMOJAHMB
cnepyoume oeNCTBUA:

3.10.6.2.1.1 B KOHPUrypaumoHHbIM dann  /etc/sysctl.conf A06aBUTb

CTPOKY:

net.ipvéd.tcp timestamps = 0
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3.10.6.2.1.2 MpMeHUTb KOHOUTYPaLMIO, BbIMOSHUB KOMaHAY:

sysctl -p /etc/sysctl.conf

3.10.6.2.1.3 [MpOBEPUTb KOPPEKTHOCTb KOHOUIYPaLMM, BbINOSHNMB KOMaHAY:

sysctl -a | grep net.ipvéd.tcp timestamps

Ecnm HaCTpOMKM 3a4aHbl NMPaBuUAbHO, AO/1KHO ObITb BblBEAEHO 3HA4YEHME!

net.ipvé4.tcp timestamps = 0

3.10.6.2.2 Hactporka 3anpeTa SSH gocTtyna K cepBepam NPUAOKEHMN MO NOTUHY U
napoito.
3.10.6.2.2.1 B koHOUrypaumoHHom danne /etc/ssh/sshd config 3a4atb

cneayrowmne sHa4eHnA napameTpos:

PasswordAuthentication no
PubkeyAuthentication yes
AuthenticationMethods publickey

3.10.6.2.2.2 Mepe3anycTuTb CAYXKOy sshd C NOMOLLbIO KOMaHAbI:

sudo service sshd reload

3.10.6.2.3 HacTpoka MUHMMANbHOM CNOKHOCTU NAPONS.

HacTpoiKka CNOXHOCTM Mapoas OCYLLECTBAAETCA B KOHPUrypaumoHHOM ¢aiine
/etc/security/pwquality.conf. PekomeHAyeTcs 3a4aTb CaedytollMe 3HavyeHuA
NnapamMeTpoB:

— MWHWMMaJIbHaA O/INHA NMapoaA:

minlen = 8

- a}'ld)aBl/IT naponA (MVIHMI\/\aﬂbHOG KOTIM4eCTBO  UNCMOJb3YEMbBIX  K/1aCCOB

CMMBOJI0B):

minclass = 4

— MaKCcMMa/ibHasa AauHa nocsenosateibHOCTM cumBoios (abed, 12345 n T.n.):

maxsequence = 3

— MaKCMMmaJibHOE YMCAo naywmnx noapad ognHaKoBbIX CMMBOJIOB:
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maxrepeat = 3

MPUMEYAHUE. HacTpoiKka KOHOUIypaUMOHHbIX GalnnoB A0NXKHA BbINOJHATLCA Ha

KaXkaoW HoZe KnacTepa.

3.10.7. CamocTosiTeNIbHAA YCTaHOBKA HEOobXOAMMbIX MNaKeToB Ha CcepBepbl

NPUAOXKeHUN, cepBepbl B U KOHTEHT-cepBepbl

3.10.7.1. Mony4mTb CNMCOK HEOBXOAMMbIX NAKETOB.

[MepevyeHb HeobXOAMMbIX MAKETOB, KOTOPble AOMKHbl OblTb YCTAaHOB/IEHbI Ha
cepBepbl NPUNOKEHNM, cepsepbl bl M KOHTEHT-cepBepbl, 3a4aH B dalne play-managed-
node-prerequisites.yml, HaXO4AWEMCA B KaTasore co cueHapuamm yctaHoskm (1110 un

MMEIOLWEM CeayoLLyo CTPYKTYPY:

- name: install requirements on <omnepalumMoHHas cuUcTeMma>

- name: <omnepaumoHHas cucteMmMa> | DB node | Install OS packages
loop:
<IlepeueHb IakKeTOB cepBepa BI>
- name: <omnepaumMoHHas cucTteMa> | APP node | Install OS
packages
loop:
<IlepeueHb I1akKeTOB CepBepa IPUJIOXEeHMUI>
B cekuMn name: install requirements on <omepalLMOHHAs CHCTEMa>

3a4aeTcA NepeyeHb NakeToB 414 yKa3aHHoM OC. [laHHaA cekuma CoAepKMnT 2 NoACEKUMN,
B KOTOpPbIX 3343eTcA MnepeyvyeHb MNaKeTOoB ANA CepBepa MNPUAOXKeHM, cepsepa b/ u
KOHTEHT-CepBepa.

B noacekumMn name: <onepaumoHHasa cucrtema> | DB node | Install OS
packages 3aJaeTcA nepevyeHb NakeTos 414 cepsepa b/.

B noagcekuun <onepaumonHasa cucrtema> | APP node | Install OS packages
33/[1aeTCA NepeyeHb NAaKeToB A4 cepBepa NPUAOKEHMA M KOHTEHT-CepBepa.

Mpnumep nepevyHA MakeToB A4 CepBepa NPUNOXKeHWN, cepsepa b/l M KOHTEHT-

cepBepa, PyHKUMOHUpYoWMxX noa ynpasaeHnem OC Astra Linux:
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- name: Install requirements on Astra Linux
block:
- debug:
msg: Install requirements on Astra Linux

- name: Astra Linux | Add en US.UTF-8 locale
locale gen:
name: en US.UTF-8
state: present

- name: Astra Linux | DB node | Install OS packages
apt:
name: "{{ item }}"

state: present

update cache: true
loop:

- acl

- python3-apt

- python3-distutils

- Jg

- unzip

- curl

- psmisc

- sgml-base

- libxml2

- libxsltl.1

- ssl-cert

- xml-core

- python3-psycopg?2

- xz-utils

- rsync
when: node type == "db" or node type == "all"
- name: Astra Linux | APP node | Install OS packages
apt:
name: "{{ item }}"

state: present

update cache: true
loop:

- acl

- python3-apt

- dnsutils

- net-tools

- g

- curl

- unzip

- rsync

- libpcre3

- z1liblg

- psmisc

- iptables
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- dnsmasqg
- xz-utils
- rsync
- libuser
when: node type == "app" or node type == "all"
when: ansible distribution | regex search('Astra Linux')

3.10.7.2. YCTaHOBWUTb NaKeTbl.
YCTaHOBKa MaKeToB OCYLLECTBAAETCA B COOTBETCTBUM C AOKYMeHTaumen Ha OC.
NMPUMEYAHUE. YcTaHOBKa MaKeToB A0/1KHA BbIMOAHATLCA AN Ka)KAOM HoAbI

Knactepa.
3.10.8. OTKAtoyeHme cnykb SELinux u Firewalld

Ona oTkntoverHma cny»kb SELinux un Firewalld Heobxoanmo BbINONHUTL caeaytolime
NencTema:
3.10.8.1. B KoHOurypaumoHHOmM  danne  /etc/selinux/config  3a4aTb

cnepytroulee 3Ha4yeHMe NapameTpa SELINUX:

SELINUX=disabled

3.10.8.2. OTkNto4nTb B OC MerXKCceTeBOM 3KpaH C MOMOLLbHO BbIMO/IHEHMA C/1eAYHOLLLNX

KOMaHA;:

systemctl stop firewalld
systemctl disable firewalld

3.10.8.3. lepe3arpy3nTtb 3BM c nomoLLbto KOMaHAb!:

reboot

NMPUMEYAHUE. OTkntoumTtb cnykbbl SELinux 1 Firewalld Heobxoammo Ha KaxkaoMm

HoA4e Knacrtepa.
3.10.9. TpeboBaHMA K YCTAHOBKE M HACTPOWKe BHelWHero 6anaHcMpoBLIMKA (Ha
npumepe Nginx)

YCTaHOBKA WM HaACTpoOMKa BHelWHero bHanaHcuposlmka Nginx ocyLlecTsaaTCs
NoAb30BaTENAMMN (CUCTEMHbBIMM aaMUHUCTPaTOpamn) MMO camocToaTeNbHO. BHeLHMR

6anaHCUPOBLIMK AO/IKEH NOAAEPHKMBATL MPOKCUPOBAHNE http M tcp-COAUHEHUN.
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[lna npoBepKM BO3MOMKHOCTM MPOKCMPOBAHMA tcp-COeAMHEHUM HeobxoaMmo

BbIMO/IHUTL NPOBEPKY KOPPEKTHOCTN KOHPUTYpauymm Nginx ¢ NOMOLLbIO KOMaHAb!:

sudo nginx -t

B cnyyae oTobpaxeHna cooblleHmna unknown directive «stream» TpebyeTcs
£,063BUTb NOAAEPHKKY MOAY/IA ngx_stream module.so. A 3T0ro Heobxoanmo:
— B KOHdurypaumoHHom danne Nginx (dann: /etc/nginx/nginx.conf)

n06aBUTb CTPOKY:

load module ‘/usr/lib64/nginx/modules/ngx stream module.so’;

— nepe3anyctntb NgiNx C NOMOLbIO KOMAHAb!:

sudo systemctl reload nginx

3.10.9.1. Hactpotka 6anaHcMpoBLMKa AN OAHOTEHAHTHOM KOHPUIYypaLUm:

— BblAENVTb JOMeH <AC DOMAIN> nana obpaweHua Kk T[MO, Hanpumep,
acenter.example.ru,

— BbINYCTUTb CepTUOMKAT [ANAa CBOero JAomeHa (AomeHOoB), Hanpumep,
acenter.example.ru;

— pobasuTb dns-3anmMcb  A4NA  CBOEro  JoMeHa  (AOMeHOoB), Hanpumep,
acenter.example.ru;

— B KOHOUrypaunmoHHOM daline BHellHero 6anaHcnMpoBLiMKa 406aBUTb 06paboTKy
CBOEro AomeHa  (AOMeHOB), Hanpumep, acenter.example.ru. Mpumepbl

KOHQUIypaumMoHHbIX $annos npusedeHbl B KaTanore samples/ac/nginx external-

balancer/conf.d:

® one-node.conf — MNpUMep KoHPUrypaumoHHoro oarna ana cepsepa
NPUNOXKEHNI;

® content-server.conf — NPUMepP KOHPUIYPaLMOHHOro Gpanna ANa KOHTEHT-

cepsepa.

3.10.9.2. HacTtpolika ©anaHCMpPOBLUIMKA ANA  NOAAEPHKN  MYNbTUTEHAHTHOWM

KOHPUIrypaumm.
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B cBA3M C TEM, YTO A5 KarKAOro TeHaHTa UCMNOJb3YeTCA OTAENbHbIN NOAAOMEH,
HeobXxoAMMO  HacTpouTb 06paboTKy AOMeHa M NOAAOMEHOB Ha  BHELIHeMm
6anaHCMPOBLIMKE, BbINONHUB CAeaytoline AeNCTBUA:

— BblAeNUTb JOMeH <AC DOMAIN> anda obpaweHua Kk [MNO, Hanpumep,
acenter.example.ru;

— BbINYCTUTb 0bObIYHbIN M wildcard CepTUPUMKATLI A58 CBOETO AOMEHA (AOMEHOB),
HanpMMep acenter.example.ru M *.acenter.example.ru;

— nob6aBuTb dns-3anncb AN CBOEro AoMeHa (AOMeHOB) M wildcard 3anucb Ans
noaaOMEHOB, HANPUMEP acenter.example.ru M *.acenter.example.ruy;

— B KOHOUrypaunoHHOM daline BHellHero 6anaHcnMpoBLMKa 406aBUTb 06paboTKy
CBOEro JOMeHa (AomMeHOB) M NoAAOMEHOB, HanpuMMep acenter.example.ru U

*.acenter.example.ru. [Ipumepbl KOHOUIYPALMOHHbIX GaliI0B NPMBEAEHbI B KaTanore

samples/ac/nginx external-balancer/conf.d:
® one-node.conf — MNpUMep KOHPUIrypaumoHHOro ¢arna AnAa cepsepa
NPUNOXKEHNI;
® content-server.conf — NpUMep KOHOUIYPaLMOHHOTO danna ANA KOHTEHT-
cepBepa.
3.10.10. AktnBaums (pa3baoKMpPOBKa) y4ETHOM 3anmcK Noab3oBaTeNs C MOMOLLbIO
sqgl-3anpoca K b/l
Pa3bnokMpoBKa Yy4yeTHbIX 3anucelt nosnb3osaTenen [MNO  ocyuwecTsnseTca
AZIMUHNCTPATOPOM YYETHbIX 3anmcen ¢ NomoLbio KoHconn aamuHmnctpatopa Mb. OaHako
yyeTHasA 3anncb AAMMHUCTPATOPA YYETHbIX 3aNMCel TaKkKe MOXKeT OblTb 3ab10KMPOBaHa
(Hanpumep, NpU ANUTENBHON HEAKTUBHOCTM AAMMUHUCTPATOPA YHETHbIX 3anuncein).
B aTom cnyyae anA pa3biOKMPOBKM YYETHOM 3anmMch HEOBXOAMMO BbIMOAHUTH
cneayrouime AencTBuA:

3.10.10.1. Moakntoumteca K b1 Mb (auth) c NOMOLLbIO KOMaHAbI:

psgl -U auth -h <ip-azmpec cepmBepa BI> -d auth
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Hanpumep:

psgl -U auth -h 192.168.0.107 -d auth

3.10.10.2. Pa3zbnokmnpoBaTb YYETHYK 3anMcb MNOAb30BaTeENs C MOMOUIblO € sql-

3anpoca:

update accounts users.accounts set 1s active=true,
last activity at=now() where login='<email nonep3zoBaTena>';

Hanpumep:

update accounts users.accounts set is active=true,
last activity at=now() where login='adminComprussia.ru';

3.10.11. dencTBma nocne cbpoca yCTPOMCTB K 3aBOACKMM HACTPOMKaM

Cbpoc ycTponcTBa BO3BpalL@eT ero K 3aBOACKMM HacTpolkam. locne cbpoca
YCTPOMCTB B 3aBMCMMOCTM OT cnocoba mx nepBoHaYaNbHON YCTAaHOBKM npuaoxeHma MMNO
(npunoxeHune «Aspopa LeHTp» 1 npunoxeHne «ABpopa MapKeT») MOryT OTCYyTCTBOBaTb
NmMbo ObITb COPOLLIEHbI A0 NEPBOHAYA/IbHOM BEPCUMN.

Mocne cbpoca ycTpoicTBa He0bXo0AMMO BbINONHUTL CAeaytoLlme AeNCTBUA:

1) YctaHoBuUTb npunoxkenma [MNO, ecan nocne cbpoca YCTPOMCTBA OHM
OTCYTCTBYIOT;

2) AKTMBMPOBATb YCTPOMCTBO B [1Y B COOTBETCTBUM C AOKYMEHTOM «PYyKOBOACTBO
nonb3osaTens. Yactb 3. Moacuctema MNnatpopma ynpasnenma» AAMI.20134-01 90 01-3;

3) O6HoBUTbL NpuaoxkeHua MMO B COOTBETCTBUM C AOKYMEHTOM «PyKOBOACTBO
nonb3oBatens. Yactb 7. lpunoxeHne «Aspopa LeHTp» Ana onepauMOHHON CUCTEMbI

Aspopa» AAMI.20134-01 90 01-7.

3.10.12. NopAaoK 3aAaHWs aapecoB (AOMEHHbIX MMEH) B MHBEHTApHOM daine

inventories/hosts.yml

B nHBeHTapHOM ¢aine inventories/hosts.yml 3a[atOTCA agpeca CEpPBepoB
(MMeHa XOCTOB), Ha KOTOpble YCTaHOBAEHbl (OyAyT YCTaHOB/EHbI) KOMMOHEHTbI cpeabl

dyHKUMOHMpoBaHMA MMNO, nHPpacTpyKTypHble KomnoHeHTbl MIMO 1 noacmuctems MMO.
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3agaHue aapecos (JOMEHHbIX UMEH) OCYLLECTBASETCA MOCPeACTBOM MX A4006aBAeHNA

B CEKUMIO hosts, HanNnpumep:

app:
hosts:
acenterappO1l:
acenterapp02:
acenterapp03:

[onyckaeTca aobasneHme agpecos npy nomoum AobasBaeHMA XOCTOB B rpynmnbl U
NanbHenero nepencnonb3oBaHma rpynn. Hanpumep, ana Nginx byayT 3agaHbl agpeca us

rpynnbl app, KOTOPasA 3aNoHEHa BbIlLE:

ocs:
children:
app:
hosts:
acenterappO1l:
acenterapp02:
acenterapp03:
nginx:
children:
app:

[lonyckaeTcs cMellaHHoe 3a4aHne aApecoB NoCPeACcTBOM UX A06aBNEHUA B CEKLNIO
hosts, a TaKXKe MnocpeacTBOM A00aBAeHMA XOCTOB B rpynnbl W AaNbHeNnLWero
nepencnonb3oBaHuMa rpynn. Hanpumep, ana Nginx 6yayT 3a4aHbl aapeca M3 rpynnbl app,

KOTOPaA 3anoJ/iIHeHa Bblle, N agpeca U3 CeKunn hosts:

ocs:
children:
app:
hosts:
acenterappO1l:
acenterapp02:
acenterapp03:
nginx:
children:
app:
hosts:
acenterapp04:
acenterapp05:
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Mpy HEeobXOAMMOCTM YCTAHOBKM Ha XOCT onpedeneHHblx noacuctem [MMNO
noTpebyetca nocne agpeca Xxocta [A00aBUTb MNapameTp subsystems C MNepeyHem

noacmcTem, Hanpummep:

app:
hosts:
acenterapp0l:
subsystems: auth
acenterapp02:
subsystems: emm
acenterapp03:
subsystems: appstore,pkgrepo

KoHburypaumoHHbIn Garn cueHapma YCTaHOBKN cpeabl GyHKUMoHMpoBaHus MMO
MHOPACTPYKTYPHbIX KomnoHeHToB MO Ha 1 3BM ¢ JOMEHHbIM UMEHEM ocs-app.local

MMeeT creayoLwni Bua;

all:
children:
ocs:
children:
app:
hosts:
ocs—-app.local:
content:
hosts:
postgresqgl:
hosts:
ocs—-app.local:
nginx:
children:
app:
content:
consul:
children:
consul servers:
children:
app:
consul agents:
children:
consul content:
children:
content:
consul template:
children:
app:
content:
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redpanda:
children:
app:
valkey:
children:
app:
children:
app:
sentinel:
children:
app:
syncthing:
children:
app:

Mpumepbl $annoB hosts.yml ANA OAHOHOAOBOM W KNACTEPHOM KOHOUrypaumi
npuBeAEHbI B KaTasnore samples/ac/inventories/ (nnm B KaTasore
samples/ac/inventories/).

OnncaHme napameTpoB  MHBEHTApHOro ¢alna inventories/hosts.yml

npuseaneHo s n. 12.1.1.
3.10.13. MNopsaaoK HAaCTPOMKM CPOKa XpaHeHNA cobbITui 6e3onacHOCTH

CpOK XpaHeHua cobbiTMin 6e30MacHOCTN 3a4aeTcA B Mofe retention Tabaumubl
partman.part config events B/ b (auth).

[na npocmoTpa WM WM3MEHEHMA CPOKa XpaHeHuA HeobXxoAMMO BbIMOAHUTb
CAefytoLLyto NocneaoBaTeIbHOCTb AENCTBUIA:

3.10.13.1. NoakntounTbea K B MB (auth) ¢ NOMOLWbIO KOMaHAb!:

psgl -U auth -h <ip-ampec cepBepa BI> -d auth

Hanpumep:

psgl -U auth -h 192.168.0.107 -d auth

3.10.13.2. lpocmoTpeTb TeKyLlee 3Ha4YeHne CPOKa XPaHEHMA C MOMOLLbIO CKpMNTa:

select retention from partman.part config where parent table =
'audit.audit events';

3.10.13.3. A3MeHUTb CPOK XpPaHEHMNA C MOMOLLIbIO CKPUNTA:
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UPDATE partman.part config SET retention = '<kojmuecTBO nOHelr> days'
where parent table = 'audit.audit events';
Hanpumep:
UPDATE partman.part config SET retention = '90 days' where
parent table = 'audit.audit events';

3.10.14. NopaaoK HACTPOMKM CPOKA XPaHEHMA CODbITUI M3 KypHana coobLieHui

YCTPOWCTB

CpoK XpaHeHWsa cobbITUM M3 KypHana coobWEHUM YCTPOWCTB 3adaeTcs B none
retentionTa6ﬂMUblpartman.part_config eventsljy(emm)

[nsa npocMoTpa M  WM3MEHEHMA CPOKa XpaHeHuAa HeobxoAMMO BbINOAHUTL
CcneayroLLyto NoC/1ie40BaTebHOCTb AENCTBUM:

3.10.14.1. NoakntoumnTbca K B, MY (emm) ¢ NOMOLLbIO KOMaHAbI:

psql -U emm -h <ip-ampec cepBepa B> -d emm

Hanpumep:

psgl -U emm -h 192.168.0.107 -d emm

3.10.14.2. lpocmoTpeTb TeKyLlee 3Ha4YeHne CPOKa XPaHEHMA C MOMOLLbIO CKpUMTa:

select retention from partman.part config where parent table =
'journal.client journal messages';

3.10.14.3. A3MmeHUTb CPOK XPaHEHMA C MOMOLLbIO CKPUNTA:

UPDATE partman.part config SET retention = '<kojmuecTBO nHel> days'
where parent table = 'Journal.client journal messages';

Hanpumep:

UPDATE partman.part config SET retention = '180 days' where
parent table = 'Jjournal.client journal messages’;

3.10.15. Mopaagok HacTtponkn MIMO ans ero yCTaHOBKWM Ha Pa3/INYHbIE OKPYKEHWA

CueHapumn YCTaHOBKW MO3BOAIOT BbIMNOSIHUTL HACTPOMKY M ycTaHoBKy MO, a
TAKKe KOMMOHEHTOB cpedpbl (yHKUMOHUPOBaHMSA MO AnA HECKONAbKUX PasaNYHbIX

OKPYXXEHWMN, BbINOAHMUB Caeayoumne AencTBus:
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3.10.15.1. NepenTn B KaTanor /install-<eepcus II0>/install-ac-mt/

3.10.15.2. Co3aatb NHBEHTAPHbIM dann hosts.yml no nyTu:
inventories/<HazBaHue OkKpyxXxeHus>/hosts.yml.

OnucaHMe NnapameTpoB MHBEHTAPHOro ¢parna hosts.yml npueegeHo s n. 12.1.1.

3.10.15.3. Co3aaTtb KaTanor config/environments/<HaspBaHue OKPYyXEHUS>/,
co3gaTb B [AAaHHOM KaTanore Tpebyemble KOHPUIypaUMOHHble dalnbl C Yy4eTOM MX
PACMNONOXKEHNA B KaTanore config M 3a4aTb Tpebyemble 3HAaYEHMA NapamMeTPOB.

Bonee noapobHaa MHPopmauma no pabote C KOHOUTYPAUMOHHbIMK danamm
OKpYy*XeHunAa npmeedeHa B n. 13.2.8.

3.10.15.4. BbINONHUTb YCTAaHOBKY KOMMOHEHTOB cpeapbl PyHKLUMOHUPOoBaHMA M0 u
MNroO B cooTBeTcTBMM C nNoApasaesiom 3.6 A/1A 3a4aHHOIO OKPYXKEHMUA, YKa3aB B KOMaH4ax
YCTQHOBKM NYTb K MHBEHTAPHOMY Paialy M MMA OKPYIKEHNS.

[MpuMmepbl KOMaHA:

— KOMaHAa YCTAHOBKM BCeX MaKeToB Ha BCe cepBepbl (Ha Bce cepBepbl

NpUNOXKeHU, cepsepbl Bl M KOHTEHT-cepBepbl HE3aBMCMMO OT UX TMNa):

ansible-playbook -1 inventories/<HaszsBahHue OKpyxeHusa>/hosts.yml play-
managed-node-prerequisites.yml -vv -u <uMsa [HOJIL30BATEJII>

— KOMaHAa YCTaHOBKM KOMMOHEHTOB cpeabl yHKUMOHMpoBaHMA TMO wn

MHOPACTPYKTYPHbIX KoMnoHeHToB [MM0:

ANSIBLE USER="<uma nojbp3oBaTena>" ./deploy-infra.sh --env "<uaszBaHue
OKpyXeHMmsa>"

— KOomaHpAa yctaHoBku [M110:

ANSIBLE USER="<uma nojbps3oBaTena>" ./deploy-ac.sh --env "<uaszBaHue
OKpyXeHMsa>"
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3.10.16. YaaneHne nepcoHanbHbIX AaHHbIX M3 YYEeTHOM 3amnmcu MNOJb30BaTeNs,
NepCoHaNbHbIX [AaHHbIX KOHTAKTHOrO /MU@ OpraHuM3aumu M NepCoHasibHbIX  AAHHbIX

KOHTAQKTHOTIO /1InUa MPOEKTa

3.10.16.1. AnAa yaaneHns NepCcoHa bHbIX AAaHHbIX M3 y4eTHOW 3aNnCK NONb30BaTeNA

HeobXx0AMMO BbINONHUTL CAeaytoLMe AeNCTBUS:

— noakntounTbea K b Mb (auth) c nomoulbto cheaytowen KomaHabl:

psgl -U auth -h <ip-azmpec cepmBepa BI> -d auth

Hanpumep:

psgl -U auth -h 192.168.0.107 -d auth

— BbINONHUTb sgl-3anpocC

update accounts users.accounts set login='"', last name='",

first name='"', patronymic='' where login='<email nosnerszoBaTena>';
Hanpumep:

update accounts users.accounts set login='"', last name='",

first name='"', patronymic='' where login='ivanov@omprussia.ru';

3.10.16.2. Ana yaoaneHna nepcoHasibHbIX AaHHbIX KOHTAKTHOIO AMLa OpraHn3aumm
HeobX0AMMO BbINONHUTbL Ceaytolne AenCTBUA:

— BbINO/HUTL APXMBALMIO KOHTAKTHOrO /MUA, €C/AIM  KOHTAKTHOEe JINLO He
33aPXMBUPOBAHO;

— noakntounTbea K B MYT (mt) ¢ NOMOLLbIO cneaytolet KoMaHabl:

psgl -U mt -h <ip-ampec cepsepa BI> -d mt

Hanpumep:

psgl -U mt -h 192.168.0.107 -d mt

— BbINOAHUTL sql-3anpoc:

UPDATE organizations.contact persons
SET first name='Deleted',
last name='Deleted',
patronymic=NULL,
comment=NULL,
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phone="'112",
email=id::text || 'Gexample.com'
WHERE deleted at IS NOT NULL AND email='<email KOHTaxKTHOTO Jjuma>';

Hanpumep:

UPDATE organizations.contact persons
SET first name='Deleted',
last name='Deleted',
patronymic=NULL,
comment=NULL,
phone="'112",
email=id::text || '(@example.com'
WHERE deleted at IS NOT NULL AND email='ivanov@omprussia.ru';

3.10.16.3. Ana ypaneHus MNepcoHanbHbIX [AaHHbIX MO/b30BaTe/EN YCTPOMCTB
HeobxoAMMO BbIMONHWUTL CAeayolwme AeNCTBUS:

— 3aMUTM B KAPTOYKYy NO/b30BaTeNA YCTPOMCTBA W BbINOAHUTb aPXMBALMIO
NONb30BaTeNA, €C/IN NOJIb30BaATE/Ib HE 33aPXMBMPOBAH;

— noAkntunTbea K B MY (emm) ¢ noMoubio cneaytollein KomaHab!:

psgl -U emm -h <ip-ampec ceprepa B> -d emm

Hanpumep:

psgl -U emm -h 192.168.0.107 -d emm

— BbINOAHUTL sql-3anpochkl:

UPDATE users service.users

SET first name = 'Deleted’',
last name = 'Deleted',
patronymic = NULL,
job title = NULL,
phone number = NULL,
email = id::text || '@example.com'
WHERE email = '<email nosne3oBaTena MYy>' AND deleted at IS NOT NULL;

UPDATE users service.users read model

SET first name = 'Deleted’,
last name = 'Deleted’,
patronymic = NULL,
job _title = NULL,
phone number = NULL,
email = id::text || '@example.com'

WHERE email = '<email none3oBaTena My>' AND deleted at IS NOT NULL;




140
AOMTI.20134-0191 01

Hanpumep:

UPDATE users service.users

SET first name = 'Deleted',
last name = 'Deleted',
patronymic = NULL,
job title = NULL,
phone number = NULL,
email = id::text || '@example.com'
WHERE email = 'ivanov@omprussia.ru' AND deleted at IS NOT NULL;

UPDATE users service.users read model

SET first name = 'Deleted',
last name = 'Deleted',
patronymic = NULL,
job title = NULL,
phone number = NULL,
email = id::text || 'Gexample.com'
WHERE email = 'ivanov@omprussia.ru' AND deleted at IS NOT NULL;

3.10.16.4. Ana yaaneHnAa nepcoHasibHbIX AaHHbIX KOHTAKTHOro inua npoekta MNCY
HeobX0AMMO BbINONHUTbL Ceaytolne AeNCTBUA:

— noakntountbea K b1 MCY (push) ¢ NOMOLLbIO CAeayoLlen KomaHab!:

psgl -U push -h <ip-ampec cepsepa BI> -d push

Hanpumep:

psgl -U push -h 192.168.0.107 -d push

— BbINONHUTb sgl-3anpocC

UPDATE main.contact persons
SET
first name='Deleted',
last name='Deleted',
patronymic="'Deleted',
position='Deleted',
phone="'112",
email=id::text || '(@example.com'
WHERE email='<email KOHTAKTHOTO Jula>';

Hanpumep:

UPDATE main.contact persons
SET
first name='Deleted',
last name='Deleted',
patronymic='Deleted',
position="'Deleted',




141
AOMTI.20134-0191 01

phone="'112",
email=id::text || '(@example.com'
WHERE email='ivanov@omprussia.ru';

3.10.17. Cbpoc napona y4eTHOM 3anncu

B cnyyae yTepu napons OT Y4eTHOM 3anucu C POoablo AOMUHUCTPATOP YYETHbIX
3anucen U HeBO3MOXKHOCTM ero BOCCTAHOBAEHMS LWTAaTHbIM cnocobom (Hanpumep, ecnm B
MMNO 6bina ToNbKO 1 y4yeTHas 3anMcb C YKa3aHHOM Po/ibio), HEOHXOAMMO BbIMOAHUTL
cnepytolime AencTema ana cbpoca napoasd y4eTHOM 3anucu:

— nogkntoumnTtbes K b1 Mb (auth) ¢ NOMOLbIO KOMaHAbI:

psgl -U auth -h <ip-ampec cepmBepa BI> -d auth

Hanpumep:

psgl -U auth -h 192.168.0.107 -d auth

— B danne samples/sgl/activate user account.sgl, PaCNONIOEHHOM B
KaTanore co cueHapusamm yctaHoBkM MMO, 3a4aTb NOTMH YYETHOM 3aNnCK B NapameTpe

accountLogin, HANpUMep:

accountlLogin text := 'admin@omprussia.ru'

— CKOMMPOBAaTb coZepykmmoe Gailna activate user account.sgl B KOHCOAb U
BbIMO/IHWUTbL CKPUNT, HaXKaB KnaBuuy «Entery.
[Mocne BbINONHEHMA YKa3aHHbIX AeNCTBMA Naponb OyaeT MMeTb 3HayeHume

«adminy».

3.10.18. BoccTaHOBNEHME YYETHOM 3aMnMMcK MNOJIb30BaTENA TeHaHTa B C/y4ae ee

yAaneHnmA

[lna BOCCTQHOBNEHWS YYETHOW 3anucK MNONAb30BaTeNdA TeHaHTa B C/ydyae ee
yAaneHns HeobxoAMMOo BbINONHUTL Ceayoline AenNcTBmA:

— noakntounTbea K b1 Mb (auth) c NOMOLWbIO caeayolen KoMaHab!:

psgl -U auth -h <ip-azmpec cepBepa BI> -d auth
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Hanpumep:

psgl -U auth -h 192.168.0.107 -d auth

— B banne samples/sgl/create tenant default user account.sql,
HaxXodAWeMCA B KaTasiore Co cueHapnamm yCTaHOBKHN HHO, 3a4aTb JIOTUH quTHOM 3arnncu

(mnapameTp: accountLogin) M KOA TeHaHTa (MapaMeTp: accountTenantCode), HaNpUMep:

accountLogin text := 'admin@omprussia.ru';
accountTenantCode text := 'default';

NMPUMEYAHWUE. Koa TeHaHTa AOCTyNeH B KapTOYKE TEHAHTA;
— CKOMMpOBaTb B KOHCO/1b coaeprknmmoe danna
create tenant default user account.sgl W BbINO/IHNTb CKPWUNT, HaXaB KNaBuLIy

«Enter».
3.10.19. HacTpoWKa BKIOUYEHMA/OTKAOYEHMA PerncTpaLmm cobbiTui

HacTpoiKka perncrpaumm cobbiTUIM OCYLLECTBAAETCA B KOHPUTYPaLMOHHbIX dalinax
L0308 A0CTYyNa endpoints.yml, KOTOPble PAaCcnoaaraldTCA Ha CepBepe MPUIOKEHWUI

MO B KaTanore:

/var/ocs/config/subsystems/<uaszBaHue
noncucreMer>/applications/<HasBaHue uuw3a nocryna>/endpoints.yml

Hanpumep:

/var/ocs/config/subsystems/auth/applications/ocs-auth-admin-api-
gw/endpoints.yml

NmMbOo B KaTanore co cueHapuamm yctaHoskm MMMO:

config/subsystems/<Haz3BaHue noncucrTeme>/applications/<HazsBahHue uo3a
nocryna>/endpoints.yml

Hanpumep:

config/subsystems/auth/applications/ocs—-auth-admin-api-
gw/endpoints.yml
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Nna OTKAOYEHUA/BKAOYEHUA pernctpaumm cobbitma ana  dyHkumm  MNO
(sHOnoOWHTa) Heobxoanmo B ceKkunm Tpebyemoro SHAMNOWHTA

3aKOMMEHTMPOBATL/PAaCKOMMEHTMPOBATL CEKUMIO audit, Hanpumep:

- endpoint: /api/devices/{id}/operations/next
method: GET
backends:
- url pattern: /vl/devices/{id}/operations/next
host: ocs-emm-dispatcher-api.${domain}
forward error: true

auth:
scope: operation:read
permissions:

resource type: operation
action: read
context field map:

device.id: request.params.id

# audit:

# field map:

# action: get

# object id: response.body.id

# object label: response.body.type
# object type: deviceOperation

[anee B 3aBMCMMOCTM OT TuMNa KOHOUIYPAUMOHHOTO ¢aina BbINOAHUTL
nepeycTaHoOBKYy KOHOUrypauMoHHOro dalna uam nepesanyck cepsuca. [MoapobHas

nHdopmauma 06 ynpaBneHmnn Hactponkamum cepsucos MMNO npuseaeHa B nogpasaene 4.3.
3.10.20. HacTpownka bpeHamnposaHua MNMoO

Ona nobaBneHms norotmna KOMNaHUM 1 Bbibopa LBETOBOM CXeMbl rpadpuyeckoro
nHtepdenca MMO HeobxoAMMO B KOHPUIypaUMOHHOM ¢anne config/internal.yml
3a4aTb cneayroume napameTpbi:

— brandingLogoUrl — CCbl/IKa Ha n3obpaxeHune, nMbo n3obpakeHne noroTmna B
dopmaTte baseb4 (M306pakeHme byaeTt pasmepom 160x32 Touek);

— brandingLogoAlt — TEKCT, KOTOPbIN DyaeT oTobparkaTbCa NP HaBeAEHWM Ha
n3o0bparkeHne NoroTmna;

— theme —onucaHue UBeToBon cxembl Material Ul: uBeTa KHOMOK M TEKCTA, a TaKxKe

npoyme HacTporkm (cm. https://mui.com/material-ui/customization/palette/). He
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PEKOMEHYEeTCA MEeHATb WPUGTbl M UX pa3mepbl, T.K. HEMpaBW/bHbIE 3HAYEHUS MOTYT
HapyLMTb KOPPEKTHOCTL OTODPaXKeHNs MHTepdeiica.

Hanpumep:

brandingLogoUrl: "data:image/png;base64, iVBORWOKGgoAAAANSUNEUgAAADKAAA
brandingLogoAlt: "test branding text",
theme:
palette:
primary:
main: "#££4200"
light: "#££4200"
dark: "#f£4200"
contrastText: "#333333"
secondary:
main: "#££4200"
light: "#££4200"
dark: "#f£4200"
contrastText: '#333333'

3.10.21. NepekntoyeHme Tpaduka mexay LLOdamu (failover/switchover)

[NepeKkntoveHme TpaduKa Mmexay LOdamu (failover/switchover)
OCYLLECTBJIAETCA B PYYHOM peXnMe.

BHUMAHMUE! TMpu nepekntoyeHnn Tpaduka mexay ULO[Jdamu, a Takxke npu
BOCCTaHOB/eHMN ocHoBHOro LIO/1a, BaXKHO He A0NYCTUTb 0OAHOBPEMEHHYO paboTy obomx
LOJoB B akTMBHOM pexume. lNpn ogHoBpemeHHoM paboTte oboux LUIO[oB B akTMBHOM
pexnme BO3HMKHET cuTyaums «Split Brainy.

Ona nepekntoveHuna Tpadpurka ¢ ocHosHoro LIO[a Ha pe3epBHbIM pekomeHayeTca
BbINONHUTb CAeaytowme AenCTBUA:

3.10.21.1. Mepesectn knactep b/l B pesepsHom LIOJe m3 coctoAaHuma StandBy B
Primary.

[1ns 3TOoro Heo6XoAMMO BbIMONHUTL CieaytoLLMe AeNCTBUA:

3.10.21.1.1 OcTtaHoBUTL cepBepbl b/l B ocHoBHOM LIO/le ¢ noMOoLLbiO KOMaHAbI:

systemctl stop patroni
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3.10.21.1.2 Nepesectn Knactep b mn3 coctosHma StandBy B coctoaHue Primary,

BbINO/IHMB Ha 0AHOM M3 cepsepos b/ pesepsHoro LIOa cheaytolilyto KOMaHAay:

patronictl -c /etc/patroni.yml edit-config --force --set
standby cluster="'"

3.10.21.1.3 MpoBepuTb, 4TO B KaacTepe nosasuacs cepsep b/l B ponun Leader c

NMOMOLBbKD KOMaHAbI:

patronictl -c /etc/patroni.yml list

3.10.21.2. NepeBectn BXOAAWMK TpaduK Ha BHelwHem OaNaHCUPOBLLUKE U3
ocHoBHoro LUO/la B pe3epBHbIi.

3.10.21.3. llocne BoCCTaHOBAEeHMA KnacTepa b B ocHoBHOM LO[e, MOXHO
nepesectu Knactep b, 8 ocHosHOmM LUO/le B cocToAHME StandBy.

[na sToro HeobxoaMmo A06aBUTb B AMHAMMYECKYKD KOHPUIypaumto KaacTepa

HacTpolKy «standby cluster» c nomoulblo cneaytollen KomaHab!:

patronictl -c /etc/patroni.yml edit-config —--force \

—--set standby cluster.host='<new cluster vip>' \

--set standby cluster.port=5000 \
-—-set standby cluster.create replica methods='- basebackup'

rije new cluster vip —virtual IP address cepBepa, C KoToporo byaeT HacTpOeHa
peninkauma AaHHbIX.
BHUMAHWE! B MOMeEHT BOCCTAHOB/IEHMA BblLIEALWEro paHee OCHOBHOIO K/1acTepa,

OH TaK¥e OCTaHeTCA primary. BaXHO He AONYCTUTb PAabOoTbl ABYX primary KJ1acTepoB.
3.10.22. HacTpomnKa aapeca NpoBEPKN NOAKNKOYEHNA YCTPOWCTB K CETU

Mo ymonyaHwWto, AN8 NPOBEPKM [AO0CTyna K CeTu, yCTpoMcTBa obpaulatoTca K
nyb6anuHomy agpecy http:// ipv4.omprussia.ru, KOTOpbIM AOCTYNeH U3 ceT MHTepHeT.

B cnyyae MCNonb30BaHMA YCTPOMCTB B 3aKPbITOM ceTh (ceTb 6e3 gocTyna K cetu
NHTEepHEeT), He0bXOAMMO AaHHbIN aApec 3aMeHUTb Ha aApec, KOTopbI byaeT AOCTyNeH 13

3aKPbITON CETU 1 3apernctTpmposaH Ha cepeepe DNS, HaxoaALLEeMCA B 3aKPbITOM CETy.
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[na Toro, 4Tobbl YCTPOMCTBA MOMAM BbIMOAHATL MPOBEPKY AO0CTyNa K CeTu
Heobxoanmo:
3.10.22.1. B 3akpbiTo cetu HacTpouTb cepBep Nginx co caeayrowmmm

napameTpamu:

server {
listen 80;

server name <uMsa cepBepa>;

access_log /var/log/nginx/access-ipvé4.omprussia.ru.log main;
error log /var/log/nginx/error-ipvé4.omprussia.ru.log;

client max body size 1K;

location / {
return 404;

}

location = /return 204 {
return 204;
access log /var/log/nginx/ipv4 return 204 access.log;

MPUMEYAHWE. YKa3aHHble HaCTPOMKM MOTYT BbITb BbINOAHEHbLI MO0 Ha BHELLIHEM
H6anaHcMpoBLUMKe, MO0 Ha OTAeNbHOM cepBepe. Ha BHyTpeHHem 6anaHCUMpOBLIMKE
YyKa3aHHble HaCTPOMKM BbINOJIHATL 3aNpeLleHo.

3.10.22.2. B napameTpax networkCheckSettings.ipv4Url n
networkCheckSettings.ipv6éUrl KOHOUrypaumoHHoro danna MY install-<sepcus
[110>/install-ac-mt/config/subsystems/emm/config.yml 3a4aTb aApec cepsepa
Nginx, K KoTopomy byayT obpaliaTbcs ycTponcTea. JaHHbln agpec ByaeT aBTOMATUYECKM
PACNPOCTPaAHATLCA B HACTPOMKM Kaxkaoro yctpornctea ¢ OC ABpopa, NoaxAto4eHHoro K MY.
M3meHeHMe HacTpoeKk Ha ycTponcTe byaeT oTpaxkeHo B KoHconm agmuHuctpatopa MY 8

KapTo4yKe yCTpoicTBa B pasaene «CocToaHne».



147
AQMI.20134-01 91 01
3.10.22.3. NepeycTaHOBUTb KOHOUTYpaLMOHHbIe dainbl CEPBUCA ocs-emm-state-

manager—-api C NTOMOLULbIO KOMaHAbl:

ANSIBLE USER="<uma nojpszoBaTena>" ./deploy-ac.sh --subsystems emm --
apps ocs-emm-state-manager—-api --action config

3.10.23. Hactpouka noakntodeHma penosntopma OC Linux

Penosutopuin OC Linux wucnonb3lyetca ANA YCTaHOBKM W 0BHOBNEHMA
nporpammHoro obecneyeHms Ha yctponcrteax ¢ OC cemencTsa Linux.

YcTponctea C peno3nTopuMem MOryT B3aMMOAEMCTBOBATb KaK HaMpAMYyo, Tak M
yepe3 KOHTeHT-cepBep. B3ammopencteme C penosuMTopMem 4epes KOHTEeHT-Cepsep
TpebyeTtca B Tex Cay4adax, Koraa Heobxoaum ayTeHTUOUUMPOBAHHbLIM AO0CTYyNn K
PENO3NTOPUIO.

Kakum obpasom 6yaeT ocCywecTBAATbCA B3aMMOAENCTBME C PEMNO3UTOPUEM
33aBUCUT OT NAaPaMeTPOB NOAKAOYEHMS, YKAa3aHHOTO B NpaBuae NOAUTUKK « KoHPUTrypauma
peno3utopunes/logKkNtOYeEHNE  CUCTEMHBLIX peno3uTopues». [lopagok paboTbl C
NONUTUKaMM NpMBeAEH B AOKyMeHTe « PyKOBOACTBO Nosb3oBaTens. YacTe 3. MNoacmcrema
Mnatpopma ynpasneHmsa» AAMI.20134-01 90 01-3.

B cnyyae, ecnM B3aMMOZENCTBME C PEMNO3UTOPMEM OCYLLECTBAAETCA 4Yepes
KOHTEHT-cepBep, TO HeobxoaAnMo B cekummn
config.publicUris.pkgrepo.linuxRepoAddresses KOHOUrypaumMoHHoro  ¢anna

config/config.yml.j2 3a4aTb €ro afpec, UMaA 1 TUM, Hanpumep:

pkgrepo:
# Linux-peno3mTopuy, COIEPXMMOE KOTOPHX MNPENOCTaBJISETCS UYepe3 KOHTEHT
cepsepr IIIIO

linuxRepoAddresses:

- name: "test-repo" # YHMKAJIBLHOE MMS PEINO3UTOPHUS (MCHOJL3YyeTCs
TOJIBKO CHMMBOJIEI, pa3pemleHHBle Ojd URL ©e3 KOOUPOBKM)
type: "rpm" # Tun peno3uTOpMsS B B3aBUCUMOCTM OT MAKeTOB: rpm,

deb, flatpak
address: https://repo.linux.ru/ # Ampec peno3mTopms

BHUMAHMUE! Nms peno3mtopmsa MOXKeT coaepKaTb TONbKO UMbpbl, 3arnasHble u

CTPOYHbIe BYKBbI (KMPUAAMLIA HE AOMYCKAeTCs).
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3.10.24. HacTpoWKa 3awmuieHHoro TLS/SSL coeanHenma ¢ b/,

Mo ymonyaHuto Ana noakadeHma noacmctem (MO kK B  mcnonbsyeTca
He3awmuweHoe TCP-coeanHeHme.

3.10.24.1. HacTtpolika 3awmuieHHoro TLS/SSL coeanHeHMAa ¢ MOMOLLbIO CKPUMTOB
yctaHosKu 1O

Mpwn yctaHoBke CYB/l Postgres ¢ MOMOLLbI CKPUNTOB M3 COCTaBa AMUCTPUOYTMBA
ABpopa LeHTp nmeeTca BO3MOMHOCTb aBTOMATMYECKM HACTPOWUTb 3alimuleHHoe TLS/SSL
CoeIMHEeHMA C UCNONb30BaAHMEM CaMONOANMCAHHbIX CEPTUPMKATOB.

[1ns aToro Heo6xoAMMO BbIMONHUTL CAeAytoLLMe AENCTBUA:

1) CreHepupoBatb CA-kntod un  CA-cepTuduMKaT, KOTOpbIM OyaeT noanucaH

cepTnudmKaT cepsepa b/l, Hanpumep:

openssl genrsa -out ca key.pem -aes256 # 3anoMHUTBL NapoJjib K KJIOUY
openssl req —-new -x509 -nodes -days 365000 -key ca key.pem -out ca-
cert.pem

2) Jobasutb CA-kntod  m CA-ceptvdmnKaT B KOHOUIYpPaUMOHHbLIN  dann

config/vars/ vars.yml:

ca crt: |

ca key passphrase:
pPg with tls: true
pg _auth method: scram-sha-256 # no ymosdaHmuo mMcnojb3yeTcsa mdb

3) HacTpouTb nogkntoveHue cepsucos K b/l B 3alMLEHHOM pexume, 3a4aB

nepemeHHble B KOHPUTYpaUMOHHOM palne config/vars/ vars.yml:

postgresqgl:
# JOITYyCTVIMBIE 3HAUYEeHWMA:
#[disable|require|verify-ca|verify-full]
sslmode: require
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MPUMEYAHUE. CepTtndukaT cepsepa bl byaeT aBTOMATUYECKM CreHEpPUPOBaH U
YKa3aH B KOHPUIypauMoHHbIX Garnax npu yctaHoske MM10.

4) NpoAoNKMTb HACTPOWMKY M ycTaHoBKY MIMO B cooTBETCTBMM C Nogpasaenamn 3.5
n3.6

3.10.24.2. HacTpoiKa 3alwmieHHoro TLS/SSL coeamHeHMa npu camocToATe1bHOM
yctaHosKe CYB/;:

1) BkAtounTb 3awmiieHHoe TLS/SSL coegmHermne (ss1 = ‘on’) M yKasaTb NyTb K
KopHeBOMy cepTudukaty (ca.crt), ceptudukaty u knody CYB[ (postgresgl.crt u

postgresql.key) B KOHPUTrypaumoHHom pane CYB[ postgresqgl.conf

ssl = 'on'

ssl ca file = '/var/lib/pgsqgl/l4/data/../ca.crt’

ssl cert file = '/var/lib/pgsql/l4/data/../postgresqgl.crt'
ssl key file = '/var/lib/pgsqgl/l4/data/../postgresqgl.key’

2) HacTpouTb noAakntoyeHne cepsBucoB K bl B 3alMLIEHHOM pexKMme, 3a4aB

nepemeHHble B KOHOUTYpaUMOHHOM Ganne config/vars/ vars.yml:

postgresqgl:
# JOITYyCTVIMBIE 3HAUYEeHWMA:
#[disable|require|verify-ca|verify-full]
sslmode: require

3) MpoAo/IKUTb HACTPOMKY M ycTaHoBKY MO B COOTBETCTBUM C NoApaszaenamm 3.5

n3.6.

3.10.25. JlobaBneHne KopHeEBOro cepTndMKaTta B AOBEPEHHbIE ANA HACTPOWMKMU

3awmueHHoro TLS/SSL coeagmnHeHmn
3.10.25.1. YcTaHOoBKa KopHeBoro ceptudmrkata ans OC Ha 6a3e RHEL (PE[ OC, AnbT)

Ona pabotbl 3awmuleHHoro TLS/SSL  coeamHeHWs HeobxoAMMO  BbIMNOHUTL
cneayrolime AemncTBmA:

3.10.25.1.1 PazmecTuTb [0BEPEHHbIN cepTudumKaT B KaTanore

/etc/pki/tls/certs/
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BHUMAHWUE! Ecnm ceptmudukat nonydyeH B ¢dopmate DER, To ero Heobxoammo

nepekoHBepTUPoBaTb B dopmaT PEM ¢ nomolLLbto KOMaHAbI:

openssl x509 -inform der -in /path/to/cert/test.cer -out test.pem

3.10.25.1.2 MNepesanyctntb cepsuchl 11O ¢ noMoLLbO KOMaHAbI:

systemctl restart ocs-—-*

3.10.25.2. HacTtpolika 3awmiieHHoro TLS/SSL coegmHenma ana OC Ha 6a3e Debian

(Astra Linux, Ubuntu)

[na  paboTbl 3auwmuieHHoro  TLS/SSL  coeamHeHus HeobXxoAMMO  BbIMOSHUTD
cneayolime oencTeuma:

3.10.25.2.1 PazmecTuTb [OBEPEHHbIN cepTuduKaT B KaTanore
/usr/local/share/ca-certificates/

BHUMAHWUE! Ecnn ceptudumkat nonyyeH B Ppopmate DER, To ero Heobxoammo

nepexkoHBepTUPOBaTb B dopmaT PEM C nomoLbto KOMaHab!:

openssl x509 -inform der -in /path/to/cert/test.cer -out test.pem

3.10.25.2.2 O6HOBUTb KOPHEBbLIE CEPTUPUKATLI C MOMOLLLKO KOMAH/bI:

update-ca-certificates -v

3.10.25.2.3 MNepe3sanyctntb cepsuchl MO ¢ noMoLLbo KOMaHAbI:

systemctl restart ocs-—-*

3.10.26. Hactpomnka B3anmoaenctsna MY u MCY npu ncnonvsosanum GOST TLS Ha

BHeEWHEM 6aﬂaHCl/IpOBLLLl/| Ke

MMNO He noaaepXuMBaeT OTNPaBKy push-yBeAOMAEHMA NpPU MCNO/Ib30BaAHWUM
3almueHHoro npotokona GOST TLS Ha BHewHem 6anaHcmposumke. Ecam TICY
PAcrnonoXeHa Ha OAHOM CepBepe C APYrMMK NOACUCTEMAMM, TO BO3MOXKHO HACTPOUTb
OTNpaBKy push-yBegomneHmin, mumHya wno3 ¢ GOST TLS, cpa3y Ha HOAbl, KOTOpble
PACMONOXKEHbI 33 HUM.

[l HAaCTPOMKM B3aMMOAENCTBUSA HEOOXOAMMO BbINONHUTL CAeAytolmMe AeNCTBUS:
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3.10.26.1. '3MmeHUTb afpec, KOTOPbIA Mcnonb3yeTca Ana obpaweHma MY k MCY, ¢
ny6AMYHOrO Ha  BHYTPEHHWMIN, 3aMeHMB 3HayYeHMe napameTpa systemUris B

KOHPUIypaumMoHHOM ¢arne /var/ocs/config/subsystems/emm/config.yml c:

systemUris:
push:
publicAddress: "S${publicUris.push.publicAddress}"

Ha:

systemUris:
push:
publicAddress: "http://ocs-push-public-api-gw.${domain}:8007"

3.10.26.2. 3apaTtb agpec and noaydeHua [1Y aBTOPM3aUMOHHbLIX TOKEHOB A/1A
B3ammogaenctema ¢ [1CY, gobaBmB B KOHPUIypauUMOHHbIN (ala cepBMCa «ocs-emm-
egress—-api-gw» (/var/ocs/config/subsystems/emm/applications/ocs—emm-

egress—api—gw/endpoints.yml)napameTp«client_assertion_audience»:

- endpoint: /push/public/api/vl/projects/{project id}/messages
method: POST
backends:
- url pattern: /api/vl/projects/{project id}/messages
host: ${systemUris.push.publicAddress}
encoding: no-op
forward error: true
client credentials:
auth style: private key jwt
client assertion audience:
"S{publicUris.auth.publicUri}${tokenEndpoint}" # IoBaBJigeMult
napamMeTp
client id: ${pushNotificationSystem.clientId}
audience: ${pushNotificationSystem.audience}

token url: ${pushNotificationSystem.tokenURL}
output encoding: no-op

3.10.26.3. YKa3aTtb agpec A4NA Noay4eHMa aBTOPM3aLUMOHHbIX TOKEHOB B HAaCTPOMKAX
nHTerpaumm c Cepsmcom yseaomnenunit Aspopa. B KoHconn agmmnHmncTpatopa MY nepentn
B noapasaen «HacTponku» pasgena «AAMUHUCTPUPOBaHME». BHU3Y noabdnoka «CepBuc
yBeaoOMAeHU ABpopa» HaxKaTb «PeaaKTMpoBaTb HacTponKku CepBuca yBeAOMIEHWUN

ABpopa». B oTKpbIBLIEMCA OKHe B nosne «Token URL» BBecTH:

http://ocs-push-public-api-gw.S${domain}:8007/auth/public/ocauth2/token
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COXpaHUTb U3MEHEHUA.
3.10.26.4. llepe3anyCTnUTb CePBUC ocs-emm-egress-api-gw C  MOMOLLbIO

KOMaHAbl:

systemctl restart ocs-emm-egress—-api-gw*

3.10.27. HacTtpoWka nepenaym »ypHana ayamta B SIEM-cuctemy

MMNO nopaep*KMBaeT BO3MOXHOCTb AyHDAMPOBaHNA CODbITUI ayaMTa BO BHELLHIOW
SIEM-cucremy.

Ons nepepayn cobbiTUMiA ayamTa HeobxoaAMMO B KOHPUrypaumoHHOM danne
CLEeHapueB YCTAaHOBKM config/subsystems/auth/config.yml PACKOMMEHTUPOBATL
610K cef M 3a4aTb Cneayrollme NnapaMeTpbi:

— enabled — BKAKOYUTb MHTerpaumnto ¢ SIEM-cncrtemon;

— address — agpec SIEM-cuctemsl;

— port — nopt SIEM-cuctemsl;

— fieldMap — conocTaBAeHWe nonen (Mannuur) cobbiTnii ayanta MMoO.

Mone «fieldMap» asnseTcs Habopom Map «KAOY - 3HAYEHME» CO CAeayoLUMM
napameTpamu:

— from— Ha3BaHWe NOAA U3 KypHana ayamta lM0;

— to — HasBaHue «extension» nona popmarta CEF;

— default — Ha3BaHMe «extension» nona popmata CEF, ecnm B XKypHane ayanTa
MMO BbIOpaHHOE 3HAYeHMe OTCYTCTBYET UK aBaaeTcs «null».

Mpumep pa3gena «cefr»:

cef:
enabled: true
address: "localhost"
port: 514

proto: "tcp"
tag: "audit-api"
fieldMap:
- from: "action" # IericTBUe, COBEPIUEHHOE
Hag OOBeKTOM
to: "act"
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default: ""

- from: "eventTime" # IaTa u BpeMsa COBEpPIEHUS

COOHRITHUSA
to: "start"
default: ™"
- from: "subjectLogin" # JloruH mMHMLMAaTOPAa
to: "suser"
default: ™"
- from: "subjectId" # ID mHMUIMaTOpa
to: "suid"
default: ™"
- from: "subjectIP" # IP ampec mHUIIMATOPA
to: "dst"
default: ""
- from: "requestURL" # URL http-zamnpoca
(cnneumasarHOE)
to: "requestUrl"
default: ""
- from: "httpMethod" # HTTP-meTOn
to: "requestMethod"
default: ""
- from: "requestID" # ID sanpoca
to: "externalId"
default: ""
- from: "gatewayId" # ID remnurBes
to: "sourceServiceName"
default: ""
- from: "gatewayIP" # IP ampec renTBed
to: "src"
default: ""
- from: "eventOutcome" # Pe3yJsbTaT BHIIOJIHEHUS
oercTBUua (crneumajabHOoe)
to: "eventOutcome"
default: ""

Bo3MOKHble 3HaYeHMA napameTpa «from»:

"subjectLogin": "JloruH wmHULUMaTOpPAa";
"subjectId": "ID wmHHMUMaTOpPa";
"subjectIP": "IP cybwexTa';
"subjectType": "Tun wmHULUMaTOPAaA";
"objectId": "ID obwekTa";
"objectLabel": "HazpaHue obOwbekTa'";
"objectType": "Tun odwerkTa';
"action": "IeMcTBMe, COBeplleHHOe Han obwekToM";
"result": "Oxupmaercs HTTP-xon";
"endpoint": "Br3BaHHEM 3anpoc";
"requestQuery": "llapameTprel 3amnpoca';
"httpMethod": "HTTP-meTon";
"gatewayId": "ID remurBesa";
"gatewayIP": "IP remrreqa";

"eventTime": "IlaTa U BpeMsa COBepmeHMUs COObITHA";
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"tenantCode": "Kon TenHaHTa";

"requestID": "ID 3anpoca;

"comment": "KommeHTapuM" (Ha HOAHHHM MOMEHT HEe MCIIOJIB3yeTCH)
"requestURL": "URL http-zanpoca" (cneumanbHoe)
"eventOutcome": "PesynbTaT BHIOJHEeHUS rJercTBua" (cneumajbHoOE)

CneumanbHble nona «requestURL» n «eventOutcome» OTCYTCTBYIOT B XKypHane
cobbITuit ayanTta MNMO 1 reHepnpyOTCA aBTOMATUYECKM, CN 3a4aHbl B KOHPUTYPALMOHHOM
danne. OnncaHme cneumanbHbiX 3HAYEHNM NapameTpa «fromy»:

1) «requestURL» - coctaBHOe none, COCTOALLEE M3 3HAYEHWI CneayrLmX
NapameTpOB:

— «config.PublicUris.AC.CommonAddress» KOHPUIypaLMOHHOTo banna
config/config.yml.j2, Hanpumep «http://ocs-app.local:8009»;

— 3HayeHMs Kawua «Endpoint» w3  KypHana ayauta [0, Hanpumep
«/api/policies»;

— 3HaveHMAa Katoda «RequestQuery» w3 ypHana ayaumta [0, Hanpumep
«?limit\=5».

[MTpymep aBTOMATUYECKM CTeHEePUPOBAHHOTO nNona «requestURL»:

http://ocs-app.local:8009/api/policies?limit\=5

2) «eventOutcome» - None CoOAepPKUT 3Ha4YEeHMe B 3aBUCMMOCTM OT NoAA «resulty
)ypHana ayamta MNMO 1 npuHUMaET cneayrowme 3Ha4YeHmA:

— «failure» - npu 3HaYeHMn nona «resulty > 399;

— «SUCCess» - MPW 3Ha4YeHUM nona «result» <= 399,

[Mocne BHECEHMA M3MEHEHMN HeobXxoAMMO MNepeyCcTaHOBUTb KOHPUIypaLMOHHbIEe

dannbl MBb ¢ NOMOLLbIO KOMaHAbI:

ANSIBLE USER="<mma noseszoBaTens>" ./deploy-ac.sh --action config--
subsystems auth

3.10.28. HacTpomnKa nHTerpaunm ¢ penosntopmem «PTK-OeHnKe»

MO noaaep*MBaeT BO3MOXHOCTb NpoBepKn RPM-nakeTtoB Ha Haandume

YA3BMMOCTEM C MOMOLLbIO peno3nTopmsa « PTK-DeHMKey.
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Ona  sTO0r0  HeobxoAMMO  3a4aTb B KOHQUIypauuoHHOM  daline
config/subsystems/appstore/config.yml caeayrowme napameTpbl:

— enabled — BKAOYUTb MHTErpaLMio ¢ penosntopnem «PTK-OeHnKey;

— concurrency — KOJMYECTBO OAHOBPEMEHHbIX 3anpocoB B «PTK-OeHuKe»
NMPOBEPOK MaKETOB,

— verificationInterval - MHTEPBAZl BpeMeHn mexagy nepnoamndeCknmm
NpPOBEPKaMU;

— baseUrl — apgpec APl penosutopua «PTK-®eHunKey;

— token — TOKeH A4/1A aBTOPWM3aLUnNK

Hanpumep:

releaseVerifications:
rtkFeniks:

enabled: true
concurrency: 10
verificationInterval: "12h"
conditions:

OS ALT LINUX:

- "PACKAGE TYPE RPM"

connection:
baseUrl: http://localhost:12345/
token: "some token"

insecureSkipVerify: false

HOCﬂeBHeCGHMHM3M€H€HM%HGO6XOAMNK)ﬂepeWﬂHHOBMTbKOH¢MprauMOHHME

dannbl MM ¢ NOMOLLBIO KOMaHABbI:

ANSIBLE USER="<mma nome3oBaTens>" ./deploy-ac.sh --action config--
subsystems appstore

3.10.29. YcTtaHOBKa 1 HacTponka PXE-cepBepa

MMNO coaepnT B cBoem cocTaBe PXE-cepBep, NO3BOAAOWMA YyCTaHABAMBATb

OC no ceTwn.
PXE-cepBep COCTOUT 13 CieayroLMX KOMMIOHEHTOB:
— TFTP-cepBep;
— HTTP-cepsep.
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TFTP-cepBep ncnonbsyetca ona nepegadm Ha 3BM nonb3oBaTena 3arpy3ymkos u
MeHto iPXE. na paboTbl HEOBXOAMMO Hannume cneaytowmx Gamnnos:

— autoexec.ipxe — 3arpy3so4yHoe meHto iPXE;

— ipxe.efi —3arpysymnk mexto iPXE ana kamentos ¢ EFI/UEFI;

— undionly. kpxe — 3arpy3sunk mexto iPXE ana knmentos c BIOS.

HTTP-cepsep ucnonbsyetca ana nepegadn Ha IBM nonb3osatena agpa OC,
dannoB aBTOOTBETOB, NAKETOB AUCTPMOYTNBA, @ TaKXKe CKPMMTOB,.

NMPUMEYAHUE. [ns yctaHoBkn OC Tpebyetca Hannume DHCP-cepBsepa,
HacTpoeHHOro Ha paboTy ¢ PXE-cepsepom ABpopa LeHTp.

O6wmit nopagokK yctaHosku OC no cetu:

1) MonyyeHne 3BM nonb3oBaTens IP-agpeca, aapeca boot-cepsepa (TFTP) wu
nmeHn darna-3arpysymka iPXE ot DHCP-cepBepa;

2) NMonyyeHne 3arpysumka iPXE 1 nepegavya emy ynpasneHua, 3arpyska édarna c
MHTEPAKTUBHbIM MEH!O;

3)3arpy3ka no cetm c HTTP-cepsepa saapa, BpemeHHOM ¢aNoBON CUCTEMbI
BbiOpaHHOM OC (initrd) 1 ¢dalina aBTOOTBETOB;

4) MNepefada ynpaBaeHua aapy, Hayano yctaHoBku OC Ha ocHoBe MHPOPMaL UK 13
dalna aBTOOTBETOB;

5) HacTtporika OC nocne oKoH4YaHWsA ee ycTaHoBKKW. HacTpoiika OC moxkeT ObiTb
BbIMO/IHEHA C NMOMOLLb postinstall-ckpunTos, KoTopble 3arpykatoTca ¢ HTTP-cepsepa.
MHWUMaumMA BbI30Ba HACTPOMKM NPOUCXOANT M3 Galina aBTOOTBETOB B Ware 4.

CxemMa CceTeBOro B3aMMOAENCTBMA Moab3osBaTensckon IBM ¢ DHCP- n
PXE-cepBepamu npuBegeHa Ha pucyHKe (PucyHok 19). Cxema passepTbiBaHUsa PXE-

cepBepa npueeseHa Ha pucyHke (PucyHok 20).
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Apopa LeHTtp.PXE
BHYTpeHHWIA nepumeTp :
UDP 67 . i
; DHCP i
; HTTP 80
' nK UDP 69 (TFTP) |
Aspopa LieHTp E
PXE cepsep H
PucyHok 19
[vnarpamma nHdopmaLmoHHbIx noTokosB Aspopa LleHTp.PXE
Aspopa LleHTp
cepBep NPUOXXEHWIA
" cepmuehlPXE: T Cepaycsl
i Aspopa LleHTp |

1 Dnsmasq | | 5
//; TFTP server 1 lauth mt |
i PXE MeHI0 v 3arpy34ukn : | ]
MonyueHne PXE : (boot.ipxe, ipxe.efi, undionly.kpxe) ‘ i '

3arpy34nKoB U MeHIo AN J :
‘; .| emm ||pkgrepo | !
5 Nginx P

Mony4eHue agpa OC, i HTTP server ; : '
(haiinos aBTOOTBETOB, . aapa OC, ¢hasinbl aBTOOTBETOB, NaKeThl . ]
nakeTos AucTpubyTuea Linux, H AancTpubyTusa, postinstall-ckpuntos ] i push || appstore
postinstall-ckpuntos b ] :

MepsuyHoe nony4exue IP
ceTeBOW KapToMu,
MepeHanpasneHve Ha
TFTP cepeep

Nerenpa

PXE cepsep

Cepsucbl ABpopa LieHTp

PucyHok 20
BHUMAHUE! B3sammopencteme nonb3osatenbckon 3BM ¢ DHCP-cepsepom u
PXE-cepBepom oOCyLeCTBAAETCA C WCMNOJIb30BaHMEM He3alWMULEeHHbIX MNPOTOKOJIOB.
MosToMy MNpW HaAMYMKM Yrpo3 CO CTOPOHbI BHYTPEHHEro Hapywutend Heobxoaumo

npegycMoTpeTb Mmepbl MO 3allnTe OT AaHHbLIX YIpPpo3.
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3.10.29.1. HacTtpownka DHCP-cepBepa

BHUMAHWE! [enctsmna, npuseaeHHble B AaHHOM MNYHKTE, NpeanonaratoT, YTo
DHCP-cepBep y»e ycTaHOBJieH M HACTPOEH Ha BblAayy Mo/ab30BaTeNbCkMM IBM
IP-agpecoB, nepegavyy AOMEHHOM 30Hbl, aJPECOB CEPBEPOB WMMEH, LW/I3a M MNPOYMX
HaCTPOEK, N OMUCbIBAIOT TO/IbKO HACTPOMKY ONUMIM U NOIUTUK, CBA3AHHbIX C PXE.

BHUMAHWE! Hactpolika DHCP-cepBepa Ha KOMMYTaTOpe UM Ha MapLlipyTn3aTope
OCYLLEeCTBAAETCA B COOTBETCTBMM C ISKCM/AyaTaUMOHHOM [OOKYMEHTauMen Ha AaHHoe
obopyaoBaHue.

Ona passepTbiBaHna OC no ceTm HeobxoAMMO HACTpPOUTb nepedavy
nonb3oBaTenbckum 3BM  DHCP-cepsepom onumun TFTP / Boot Server Host Name

(Option 66) 1 onuun Bootfile Name (Option 67).

3.10.29.1.1 Hactpomka Windows Server DHCP

3.10.29.1.1.1 HacTpolika nepeaaun umenn TFTP-cepsepa (Option 66)

Ona HacTponkn nepepadm wmmeHn TFTP-cepBepa HeoHXO0AMMO BbIMOAHUTb
cnepytouime AencTeuma:

1) B okHe ynpasaeHna DHCP Hy»KHO BblOpaTb CBOM KOHTPOAEP AOMEHA, PACKPbITh
NYHKT «IPv4» K, Ha)aB NMpaBOM KHOMKOWM Ha MYyHKT «Scope Options» (418 M3meHeHuA
HacTpoek obnacTtu agpecos) nnm «Server Options» (ANA NPUMEHEHMA HAaCTPOEK KO BCEMY
cepBepy), BbI3BaTb KOHTEKCTHOE MeHto W BblbpaTb nyHKT «Configure Options»

(PucyHok 21);
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T DHCP
File  Action Wiew Help

ol AR lc(NERENEYN ? Nos(f )=

F DHCP
v 7 : =
(v i [Prsd
w [ ] Scope|
it Address Poal
o Address Leases

s1| Reservations
. Scope Option:
I Palicies Configure Options...
—ﬂ Ser\..-'e.rOptic'ns Refresh
2| Policies
w [F| Filters Help
Ja, Al
¥, Deny

% IPvE

PucyHok 21
2) B oTKpbIBLIEMCA OKHE HalTK onumto 66 (PUCYHOK 22) 1 yKa3aTb AOMEHHOE MMA
TFTP-cepBepa.
HacTponky nepepayn mmeHu TFTP-cepBepa TaKKe MOXKHO OCYLLECTBUTb C

nomoulbto «PowerShell»:

— anq «Server Options» BbIMOAHUTb KOMaHAY:

Set-DhcpServerv4OptionValue -OptionID 66 -Value "<pgomeHHOe umMsa TEFTP-
cepeepa>"

Hanpumep:

Set-DhcpServerv4OptionValue -OptionID 66 -Value "pxe.local"

— ana «Scope Options»:

Set-DhcpServerv4OptionValue -Scopeld <umeHTudMkaTOop Cckoyna> -OptionID
66 —-Value "<pgomeHHOe uMa TFTP-cepsepa>"

Hanpumep:

Set-DhcpServerv4OptionValue -Scopeld <umeHTudMkaTOop Cckoyna> -OptionID
66 -Value "pxe.local"
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Scope Options ? >

General  Advanced

Available Options Dezcription A
[ 0B5 MIS+ Servers A listof IP a
(66 Boot Server Host Mame TFTP boot
[ 067 Bootfile Mame Bootfile Mar
[ 0B& Mobile IP Home Agerts tobile [P b w
£ >
Data entry

String value:

||:u:-<e.|u:u:a[

Cancel Apply

PUCyHOK 22

3.10.29.1.1.2 HacTpolika nepegadn umeHn dpaina-3arpysdmka (Option 67)

Ecnv nonb3osaTenbckme IBM nogaepxusatoT EFI/UEFI 3arpy3Ky, ans nepenayn
MMeHu dalna-3arpysdnka Heobxoammo B nyHKTe «Configure Options» (cm. PucyHok 21)
BbIOpaTb onuuto Bootfile Name (Option 67) 1 ykasaTb pann ipxe.efi.

HacTpoiky nepegaun mmeHm darna-3arpysymka TaKKe MOXMHO OCYLLECTBUTb C
nomoulbto «PowerShell»:

— ana «Server Options» BbINOAHUTb KOMaHAY:

Set-DhcpServerv4OptionValue -OptionID 67 -Value "ipxe.efi"

— ana «Scope Options»:

Set-DhcpServerv4OptionValue -Scopeld <upmeHTudMKaATOpP ckoyna> -OptionID
67 -Value "ipxe.efi"

Mpn MCNoONb30BaHMN pexkmma 3arpysku «Legacy BIOS», nnbo npu pasnmymm
apPXUTEKTYp, TpebyeTca HaCTPOMKa NONNUTHUK.

1) Hactponka nonuntmkm ans «Legacy BIOS»
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[Ona HacTpoMknm nonntmkm ans  «lLegacy BIOS» HeobxoAMMO  BbINOAHUTD
cnepywouwme AenCTBUA:
— co3gaTb «Vendor Class», BbibpaB B KOHTEKCTHOM MeHt «IPv4» nyHKT «Define

Vendor Classes» (PucyHok 23);

F DHCP
File  Action View Help
L A1 ENEREYN ¢ Mo (=] =

S DHCP
v [ cliimm——m—
v i 1Pd
v [ § Display Statistics...
Mew Scope..
Mewy Superscope..,
Mew Multicast Scope..
jq Configure Failower..,
g F Replicate Failowver Scopes...
# F
v Define User Classes..,
3 Define Wendor Classes..
® IP6 Recaoncile &l Scopes..,

Set Predefined Options..,
Wfie ¥

Refresh
Export List..,

Properties

Help

PucyHok 23
— B OTKPbIBLIEMCA OKHE Ha)kaTb KHOMKY «Add» © 3agaTb TUN KAMEHTCKOWM
apPXUTYKTYPbI, KOTOPbIK nepenatoT BIOS 3arpy3unkm npu obpauieHnmn Kk DHCP, yka3as B

nonsx «Display name» n «ASClI» (PucyHok 24) 3HauyeHune «PXEClient:Arch:00000»;
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Available classes:

Mame D ezcription Add...

Microzoft Windows 20...  Microzoft vendor-specific option. ..

Microsoft Windows 98 .. Microsoft vendor-specific option... Edi...

Microzoft Options Microsoft vendor-specific option...
Remave
Mews Class ? hed
Dizplay name:

|P><EEIient:Arch:DDDDD

Drescription:
|P><E Client [Legacy]

f

Close

1D: Binary: ASCII:
0000 50 58 45 43 6C 69 65 6E PHEClien

0008 74 34 41 72 63 68 34 30 t:iArch:0
0010 30 30 30 30 ooon

(] 8 | Cancel |

PucyHok 24
— €034aTb NONTUKY A1A CONOCTaBNEHMA Knacca BeHAopa ¢ onuymen DHCP, Bbibpas

B KOHTEKCTHOM MmeHto «IPv4/Policies» unn «IPv4/Scope/Policies» nyHKT «New Policy»

(PucyHok 25);

@ DHCP
v B

{ i

& Pud
w [ Scope |
:E Address Poal
.f) Address Leases
1| Reservations
. Scope Options
“f| Policies -
5 Server Opti Mew Policy...
3| Policies Deactivate
v [F] Fillters o X
i Allowy

¥ Deny Refresh
i P Export List..,

Help

PucyHoK 25
— B oTobpasuBwemca okHe B nose «Policy Name» yKasaTb MMA MONUTUKM,

Hanpumep, «pxeclient-legacy» (PucyHoK 26);
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DHCP Policy Configuration Wizard

Policy based IP Address and Option Assignment .‘

Thiz feature allows you to distibute configurable settings [P address, DHCP options] ta
clients bazed on certain conditions [e.g. vendar class, uzer class, MAC address, ete.)

Thiz wizard will guide you setting up a new policy. Provide a name [e.g. YolP Phone
Canfiguration Policy] and description [e.g. MTP Server aption far WolP Phones) far your

policy.
Policy Name: |pxeclient-|egacy
Drescription: |De|ivers PE bootioader for legacy BIOS]|

< Back Cancel

PUCyHOK 26
— Ha CTPaHMLLE HAaCTPOMKM YCNIOBMIM HaXKaTb KHOMKY «Add». B OTKpbIBLLEMCA B NOAE
«Criteria» BblbpaTb 3HayeHume «Vendor Class», a B none «Operator» - «Equals»

(PucyHOK 27) 1 HaxKaTb KHOMKY «OK»;

Co| Add/Edit Condition ? X

Specify & condition for the policy being configured. Select a criteria, operator
and values for the condition.

Lriteria: |Vendo| Class j
L Operator: |Equals j
Walue(z]
Value: | FXEClientArch:00000 =l Add
™ Prefix wildzard(*)

[ Append wildeard(”)

Remove

Ok Cancel
< Back Next > Cancel
PucyHok 27

— Ha CTpaHWLLE HAaCTPOeK MOSIMTUKM OTKA3aTbCs OT NepeonpeaeneHma amManasoHa
aapecos, BbIOpaB NyHKT «NO»;
— Ha cneaytowen ctpaHuue BblibpaTb M3 cnucka onunto 67 (Bootfile Name) u

BBeCTU 3HayeHune «undionly.kpxe» (PucyHok 28);
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DHCP Policy Configuration Wizard

Configure settings for the policy —
If the conditions specified in the policy match a client request, the settings will be
applied.

Wendor class:

DHCP Standard Options

Available Options
[ 0BE Boot Server Host Mame

Diescription -

TFTF boot server host name

0E7 Bootfile Mame Buaotfile M ame
[ 068 Mobile IP Home Agents tMobile IP home agents in prior ¥
£ >
[rata entry

Stiing value:

undionly. kpxe

< Back Cancel

PucyHok 28
— ybeanTbCcA, 4YTO BCe BBEAEHHblE 3HAYEHWUA BEPHbl, M 3aBEPLUUTb HACTPOMKY

NOAUTUKN (PrcyHOK 29). Mocne BbINONHEHMA YKa3aHHbIX AENCTBMN Ha CTpaHuLe «Scope

Options» NoABMTCA HOBAA OMNUKMA C HOMepom 67.

DHCP Policy Configuration \Wizard

Summary .‘

A new policy will be created with the following properties. To configure DNS settings,
view properties of the policy and click the DNS tab.

Mame: preclient-legacy
Description: Delivers FXE bootloader for legacy BIOS
Condtions:  OF of

Conditions Operator Walue
Yendor Class Equals Fi<E Client:Arch: 00000*
Settings:
Option Mame endar Class Walue
Buaotfile Narme

undionly. kpre

< Back Cancel

PucyHok 29
MPUMEYAHUE. 3arpysumk «undionly.kpxe» coaepuT CKpWUNT, Npu 3arpyske

aBTOMATMYECKM 3aMyCKaloLWnMIM autoexec.ipxe ¢ TFTP-cepsepa.
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HacTpoiKy MOANTUKKM TaKKe MOMHO OCYLLeCcTBMTb C nomoullbto «PowerShelly,

BbINMO/JTHNB KOMaH/Abl:

Add-DhcpServerv4Class —-Name "PXEClient:Arch:00000" -Type Vendor -
Description "PXEClient (Legacy)" -Data "PXEClient:Arch:00000"

Add-DhcpServerv4Policy -Name "pxeclient-legacy" -Condition OR -
VendorClass EQ,PXEClient:Arch:00000%*

Set-DhcpServerv4OptionValue -PolicyName "pxeclient-legacy" -OptionID
67 -Value "undionly.kpxe"

2) Hactpolika noamtukn ans «EFI/UEFI»

HacTpolka nonutukn ans «EFI/UEFI» ocyuwiectsnsaeTca aHanOrMYHO HaACTPOWKe
nonntukn ana «Legacy BIOS». B npouecce HacTpoMKM HeobxoaAMMO 3amMeHuTb dalin-
3arpy3umk «undionly.kpxe» Ha «ipxe.efi» (PncyHok 30) N naeHTUOMKATOPbLI apPXUTEKTYPbI

(PucyHok 31).

DHCP Palicy Configuration YWizard

Configure settings for the policy —
I the conditions specified in the policy match a client request, the settings will be

applied.

Yendor class: DHCF Standard Options |
Awailable Options Description -
0E7 Eootfile Mame Boatfile Mame
[ 058 Mobile IP Home Agents Mabile IP home agents in prior

[ 089 Sirmple Mail Transport Protocol [SMTP] Servers  List of SMTP servers available
£ >

[rata entmy

String value:

|ipHe.efi

¢ Back Cancel

PucyHok 30
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DHCP Paolicy Configuration Wizard

Configure Conditions for the policy ‘ﬁ -

A policy consists of one or more conditions and a et of configuration settings [options, 1P
Addressg] that are distibuted to the client. The DHCP server delivers these zpecific
zettings to clients that match these conditions.

.ﬂ. A policy with conditions bazed on fully qualified domain name can have
= configuration settings for DS but not for options or IP address ranges.

Conditions QOperator Walue

Yendor Class Equals FE Client:Arch: 00007

" AND * OR add.. | Edi. | Remove |

< Back Cancel

PucyHok 31
NMPUMEYAHUE. BO3MOXHO WMCMNONb30BaHME HECKONbKUX APXUTEKTYP B pPaMKax

OZIHOM MONUTUKWU. TUNblI apXMTETYP onmcaHbl B cTaHaapTe RFC 4578. MaeHTudUKaTOPbI

apXUTEKTYP:

# UEFI x86
PXEClient:Arch:00002
PXEClient:Arch:00006

# UEFI x64

PXEClient:Arch:00007
PXEClient:Arch:00008
PXEClient:Arch:00009

[nsa HacTponKkn nonnTnkm yepes «PowerShell» HeobxoaMMO BbINONHNUTL KOMaHAbI:

Add-DhcpServerv4Class —-Name "PXEClient:Arch:00007" -Type Vendor -
Description "PXEClient (UEFI x64)" -Data "PXEClient:Arch:00007"

Add-DhcpServerv4Policy -Name "pxeclient-uefi6d4" -Condition OR -
VendorClass EQ,PXEClient:Arch:00007%*

Set-DhcpServerv4OptionValue -PolicyName "pxeclient-uefi64" -OptionID
67 -Value "ipxe.efi"
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3.10.29.1.2 Hactpomka DHCP-cepBepa ¢ ncnonb3oBaHMem nporpammbl Dnsmasq

B kavectBe DHCP-cepBepa MOXeT WCNOMAb30BaTbCA MporpaMmma dnsmasd.

Mpumep KoHOUrypaLumm:

dhcp-match=set:efi-x86 64,option:client-arch,7 # onpegnenenue
APXUTEKTYPH kJIMeHTa (EFI)

dhcp-match=set:efi-x86 64,option:client-arch,9 # onpenenenue
APXUTEKTYPH kJIMeHTa (EFI)

dhcp-match=set:bios,option:client-arch, 0 # ompenejnenue
APXUTEKTYpPE kJMeHTa (BIOS)

dhcp-match=set:iPXE, 175 # onpenejyeHue TOTO,
UYTO IakeT IpMuIIeJl OT 3arpy3uuka 1iPXE

dhcp-match=set:1PXE, 77

# Ha3HA4YeHNrEe 3al'Py34UYVMKOB B 3adaBUMCHMMOCTHM OT APXUTEKTYPHR KIIMEHTA
dhcp-boot=tag:efi-x86 64, "ipxe.efi"
dhcp-boot=tag:bios, "undionly. kpxe"
dhcp-boot=tag:1iPXE, "autoexec.ipxe"

3.10.29.1.3 Hactpowka DHCP-cepsepa ¢ ncnonb3oBaHnem nporpammbl DHCPD

B kauyectBe DHCP-cepBepa MOXeT MCnonb3oBaTbca nporpamma DHCPD. lMpumep

KOHPUrypauum ans isc-dhcp-server:

# omnpemnejieHye HOBOM ONUMM - aAPXUTEKTypa kjmeHTa (konm 93 mo RFC4578)
option client-architecture code 93 = unsigned integer 16;

# ecnu xkImeHT npencraBmica kak "iPXE" - oTmaTh 3arpy30YHOE MEH
if exists user-class and option user-class = "iPXE" {
filename "autoexec.ipxe";

# ecnu apxurekTypa kamenHTa - 0 (STandard PC BIOS) - oTHmaTh 3aTrpy3UMK
onns legacy
} elsif option client-architecture = 00:00 {

filename "undionly.kpxe";

# BO Bcex MNpouMX CJyUasgx CUMTaTh, UYTO KJIMeHT - EFI/UEFI
} else {
filename "ipxe.efi";




168
AOAMI.20134-019101

3.10.29.2. YcTaHOBKa 1 HacTpownKa PXE-cepsepa

Nna yctaHoBKM PXE-cepBepa HeEOBX0AMMO BbIMONHUTL CAeaytolimne AeNCTBUA:
— OTPefaKTMPOBaTb KOHOUIYPAUMOHHBIN dalin config/vars/ vars.yml, yKa3as
B NepemMeHHOl ipxe server name aJpec WAW AOMEHHOe MMA, Mo KoTopomy 3BM

nonb3oBaTenen byayt obpawaTteca K PXE-cepBepy, Hanpumep:

ipxe server name: ocs-pxe-server.domain

— OTpefaKTMpoBaTb  KOHOUIrypauMoOHHbIM  dann  config/vars/ vars.yml,
nobasmB nepemeHHble (6e3 BNOXEHMI B Apyrie cioBapK) C NapoiaAMM OT CO34aBaeMblX

YYETHbIX 3anuncen npu yctaHoske OC. Hanpumep:

pxe guest system grub password: "12345678" # Ilaposnb nna GRUB

pxe guest system root password: "12345678" # Ilaposb mjsa root-—
[oJIb30BaTeNsa

pxe guest system sysadmin password: "87654321" # I[lapojib IJiA NEePBUUHOTO
sysadmin-rnojib30BaTensa

pxe guest system sysadmin password hash:

"S6SOEYyU9JwGeh . PS1RyNBvmb235xKqdtzhVPeF.g81ZN37IAKZCcKMAb5MWt SOK1 TuAyX8
041d94bsG7smD5SVUe3ZR2NLLW22Trv4 . " # Xsm-naposga sysadmin-nojib3o0BaTesis.
Vcnonesyercsa, eciu TpebyeTCcs BalMCBIBATH [1aPOJIb HE B OTKPHETOM BUIE

NPUMEYAHMUE. X3W-napona ana nepemeHHoM
pxe guest system sysadmin password hash MOXHO NONYYUTD, NCNoab3yA

CneayoLLyto KomaHay:

mkpasswd -m sha-512 <napojb> <cCoJjib>

BAXHO! [obaBneHne yKazaHHbIX MepemeHHbIX onpeaensaeTcs UX HaAM4Mem B
preseed-¢anine. Ecam nepemeHHble B preseed-daline He ykasaHbl, X He TpebyeTca
N06aBNATb U 3aNONHATD.

— B NepemeHHOW pxe os list yKas3aTb CNMCOK KoHurypaumm OC, KoTopble

6yayT AOCTYNHbI B 3arpy304HOM MeHto iPXE, Hanpumep:

pxe os list:
# VMg xoHOUTYpaLMU
- name: alt pl0
iso:
# IMma damma ISO
file: alt-workstation-10.1-x86 64.1iso
# Xem-cymMmMa njga TPOBEPKMU IIEJIOCTHOCTHM ofpasza (OomiMOHAaJBLHO) .
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# Ipy OTCYyTCBUM XbBlla NPOBEepKa He NPOBOOMTCHS M Galj MO YyMOJIYAHUI
CUMTAETCHd KOPPEKTHEM.

shal: d6d2e7cf551ab2045c07d19%a%5d2efbcce25fbee

# URL mns sarpys3kxu 1SO obpaza no HTTP (ONUMOHAJIBHO) .

# Ecau ofpas npucyrcTByeT Ha PXE cepBepe M NpoBepka LEJOCTHOCTU
3aBeplleHa YCIEWHO (MM He NPpOBOAOMIJIACh), I[NOBTOPHAA €ro 3arpys3ka C
yhopaBJjgomey MmammHel Ha PXE He 3anycTmTCcsA.

# Ecyu ofpas IpUCYTCTBYET Ha YIPAaBJAKIEM XOCTE U IpOBepKa
LIeJIOCTHOCTM 3aBeplleHa YCIeWHO (MM He IPOBOOWUJIACh), [IOBTOPHAad e€ro
3arpys3ka no ykasaHHoMy URL He 3anyCcTUTCH.

# Ecam URL He ykKa3aH, NOMCK ofpa3a OCyWEeCTBJISeTCS TOJIbKO
JIOKAJIbHO B KaTajiore pxe/<uMsa KoHOuTypaumm>/iso/.

#url: https://<web storage domain>/alt-plO/alt-workstation-10.1-
x86 64.1is0

# Cnmucok GamnnoB IOJiS KOHOMITYpPALMM YCTAHOBIMKA .
# DJeMeHTH COMcKa MOTYT OBTbL yKasaHwe B Buie URL unu uMEH ¢anior. B

nepBoM ciydae ¢ann OymeT ckauaH, BO BTOPOM - B3AT U3 JIOKAJLHOTO
KaTajjora.

# Ecyu darnn uMeeT pacumpenme .j2°, T.e. gBidgercd mabioxHom Jinjaz,
BCe IepeMeHHHe OyIyT NpenBapuTeJIbHO PaCKPHTH M CO3IaH €TI0 MTOT'OBAs
konmusa 0es pacumpeHms .2 .

# BAXHO: npm Hammuum darnia Jinja KaxIwell 3alyck OyIeT NPUMBOOUTL K
3aMeHe eI'0 MTOTOBOM KonuM. [JId BHECEHMS NPpaBO HYXHO NPaBUTbL Qanji-
mabJIoH .

assets:

# [pexoHbUTypalLMOHHEE Galiu oJsg 3arpy3ky B EFI/UEFI pexuMe.
metadata efi:
#- https://<web storage domain>/alt-pl0/efi/autoinstall.scm.j2
#- https://<web storage domain>/alt-pl0/efi/vm-profile.scm
- autoinstall.scm.j2
- vm-profile.scm
# IpexoHOUTYpPALIMOHHEE Galju OJS 3arpy3ku B Legacy BIOS pexume.
metadata pcbios:
#- https://<web storage domain>/alt-
pl0/pcbios/autoinstall.scm.j2
#- https://<web storage domain>/alt-pl0/pcbios/vm-profile.scm
- autoinstall.scm.j2
- vm-profile.scm
# Comcoxk CKPUIITOB OJIA IIOCT-MHCTAaJIJIALMM
postinstall:
#- https://<web storage domain>/alt-
pl0/alt pl0 workstation.sh.j2
- alt plO workstation.sh.j2

# Cnucoxk HeoOXommMeIX GanioB, OOCTYIHEIX B 13S0 ofBpase (ONUMOHAJIBHO)
iso_assets:
# I[IyTu 3amailnTcsd OTHOCUTEJNBHO KOPHS (AaMjoBOM CHUCTEeMH BHYyTpu 150
metadata efi:
- Metadata/pkg-groups.tar
metadata pcbios:
- Metadata/pkg-groups.tar

# Ipyras KoHOUI'ypauus
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- hame:

— €034aTb B KOPHEBOM AMPEKTOpUM AUCTPUOYTMBA CAEAyIOWY CTPYKTYpY

KaTa/i0ros B COOTBETCTBMM CO CMUCKOM pxe os list:

pxe
— <uMfa_ KOHOMIypaumm>
—— 1iso
L— <image>.iso
—— metadata
— efi
L — <autoinstall>.[j2|scm|cfg]...]
— pcbios
L — <autoinstall>.[j2|scm|cfg]|...]
— postinstall
L <postinstall script>

— iso
—— metadata
— postinstall

— ana kaxgon OC B KaTanorax pxe/<muMsa KoHOMTypalmu> CO34aTb NOAMNAMNKMU:

® «iSO» C YCTAaHOBOYHbIM isO-06pa3om cooTseTcTBytOWEN OC;

e «metadata» c pannom mnm dpannamm aBTOOTBETOB MHCTANNATOPA HAa OCHOBE
noKkymeHTaummn OC;

e «efi» - nognanka katanora «metadata» c datnamu 3arpysdumnka gnsa EFI/UEFI;

e «pchbios» - noananka KaTanora «metadata» ¢ dannamum 3arpysymnka ana BIOS;

e «postinstall» - shell-ckpunTbl, KOTOpPble BbLINOAHATCA MNPU  OKOHYAHWUM
MHCTaNNAUMM (ONLMOHANBbHO);

NMPUMEYAHUE. OAna OC AnbT Linux MOXHO HaMUTU NpMMeEpPbl Npea3ano/IHEHHbIX
dannos (autoinstall.scm.j2, vm-profile.scm, alt pl0 workstation.sh.j2)B
ANPEKTOPUN install-ac-*/samples/pxe/alt plO/metadata. ®annbl HeobxoaAnMmo
OTPeaaKTMpoBaTb C Yy4eTOM COOCTBEHHbIX NoOTpebHOCTEM B  COOTBETCTBUM C
AoKkymeHTaumnen npoussoantens OC n ybpaTb pacwmpeHme «.j2». OnucaHne Gannos m
HaCTpoeK npeacTaBAeHo Ha calTe paspaboTtumka OC AnbT: https://docs.altlinux.org/ru-

RU/alt-workstation/10.1/html/alt-workstation/install-distro--autoinstall--chapter.html.
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— YCTaHOBWUTb Ha PXE-cepBep HeobxoaMmble NakeTbl C MOMOLLbIO KOMaHAbI:

ANSIBLE USER="<umsa noye3oBaTena>" ansible-playbook play-managed-node-
prerequisites.yml -i inventories/hosts.yml -vv --diff -1 pxe

Hanpumep:

ANSIBLE USER=omp ansible-playbook play-managed-node-prerequisites.yml
-1 inventories/hosts.yml -vv --diff -1 pxe

— YCTaHOBUTb PXE-cepBep C NOMOLLbIO KOMaHAbI:

ANSIBLE USER="<umsa nojbs3oBaTens>" ./deploy-infra.sh -c nginx,pxe -1
pxe

Hanpumep:

ANSIBLE USER=omp ./deploy-infra.sh -c nginx,pxe -1 pxe

3.10.29.3. YctaHoBka OC no cet Ha 9BM nonb3oBaTenen

[ns yctaHoBkn OC Ha 3BM nonb3oBaTenein HeobxoanMmo:

— 3anycTnTb IBM nonb3osaTens, BbibpaB NPUOPUTETHOM 3arpy3Ky Mo CceTw;

— B OTKPbIBLLUEMCA MeHI0 BblbpaTb ycTaHOBKY Tpebyemoi OC;

— Moc/ae 3aBeplleHMA YyCTaHOBKWM noakAounTb IBM nonb3osatena K [0 ¢
MOMOLLBK aKTMBALIMOHHOTO dakia MAKM CTPOKM, MOMYYEHHbIX NPU MHMLMALMKM NPOLLeCCa
aKTMBaLMW ycTpoicTea B 1Y (B COOTBETCTBMM C AOKYMEHTOM «PyKOBOACTBO NO/Ib30BATENA.

YacTb 3. Moacuctema Mnatdpopma ynpasneHna» AAMI.20134-01 90 01-3), BbINOAHMB

KOMaHA4y:

/usr/bin/omp-uem-client activate --json='<axkTuUBaLUMOHHAS CTpPOKa>'
# unm

/usr/bin/omp-uem-client activate --file=<bamnn axkTuBalMM>

3.10.30. Hactporka noakntodenms flatpak penosutopmes

Flatpak peno3utopum  MCNONb3YHOTCA A4S YCTAHOBKM  MPUNOXKEHMIA  Ha

ynpasnaemole DBM.
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3BM moryT B3anmoaenctesosaTh c flatpak penosmtopnem Kak Hanpsamyto, Tak u
yepe3 KoHTeHT-cepep [M0. Baanmoaenctene c flatpak penosntopmem yepes KOHTEHT-
cepBep TpebyeTcA B Tex cayvadx, Korga HeobxoAMM ayTeHTUOUUMPOBAHHbIM AOCTYyN K
PEno3nTOPMUIO.

Cnocob B3aMMoOAEeNCTBMA onpeaenseT NopAaaoK HAaCTPOMKK noakatodeHma MMO K
flatpak penosutoputo. MoakntoveHue flatpak penosmtopma ocylecTBAAETCA C MOMOLLbHO
nonntukn  «KoHourypauma penosutopmes/MoakntoveHme flatpak penosuTtopunes».
Mopaaok paboTbl C NOANTUKAMKM NpUBEAEH B AOKYMeHTe «PyKoBOACTBO MO/ab30BaTeNA.
YacTb 3. MNMoacuctema Mnatdopma ynpasneHna» AAMI.20134-01 90 01-3.

B cnyyae, ecnun B3anmopaeictene ¢ flatpak penosmtopmnem ocyuiectensetca yepes
KOHTEHT-CepBep, TO HEOOXOAMMO AONONAHUTENBHO BbIMONAHUTL CAeAyOLLNE AENTBUA:

1)B cekummn config.publicUris.pkgrepo.linuxRepoAddresses
KOHPUIypaunMoHHoro pamna config/config.yml.j2 3a4aTb €ro agpec, Mma u Tun,

Hanpumep:

pkgrepo:
# Linux-penosurTopun, COIEPXMMOE KOTOPHX IPEeNOCTAaBJISETCS UYepe3 KOHTEHT
ceppepr IITIO

linuxRepoAddresses:

- name: "test-flatpak" # YHuKaNIbHOE ¥MMS PENO3UTOPUS
(McmmoJIp3yeTCsa TOJIBKO CHUMMBOJIH, pa3peleHHbe 08 URL ©e3 KOIOUPOBKM)
type: "flatpak" # Tun penosmuTopus B 3aBUCUMOCTM OT IIAaKETOB:

rpm, deb, flatpak
address: http://ocs-flatpak.local # Ampec penosmurTopus

BHUMAHMUE! Nms peno3mtopms MOXKeT coaepKaTb TONbKO Ludpbl, 3arnaBHble u
CTPOYHbIEe BYKBbI (KMPUAAMLIA HE AOMYCKAeTCs).
2) NepeycTtaHoBUTbL KoHUrypaunmoHHble ¢annbl NMOOC u CDN ¢ nomoulbto

KOMaHAbl:

ANSIBLE USER="<uma nosaeszoBaTena>" ./deploy-ac.sh --action config--
subsystems pkgrepo, cdn
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3) MoAroTOBUTL  KOHPUIYPALMOHHbLIM  dann  <ums  darna>.flatpakrepo C
HAaCTPOMKaMM MOAKMOYEHMA K PEno3uMTOpPMI0 Yepe3 KOHTEeHT-CEPBEpP, COAepXKaliui
cneaytolme napameTpsi:
— Title — Ha3BaHWe peno3nTopus;

— Url — NyTb K peno3utoputo B dopmaTe: <baxTudeckuit ampec KOHTEHT

cepBepa>/pkgrepo/linux/flatpack/<uazBaHue penosuTopusd, COTJIAaCHO

napamerpy config.publicUris.linuxRepoAddresses.name KOHOUI'YPALMOHHOTO

bamna config/config.yml.j2>/<0yTe K PEHIO3UTOPUIO>;

— Comment — KPTaKMM KOMMEHTAPUI K Peno3nToputo (ONUMOHaNbHbIA NapaMeTp);

— Description — noapobHoe onucaHWe penosuTopma (OMNUMOHA/bHbIN
napameTp);

— GPGKey — OTKPbITbIN KAOY PENO3UTOPUSA, KOTOPbIN MCNONb3YETCA A5 NPOBEPKM
NOA/IMHHOCTWN NAKETOB, 3arpy*KaeMbIX U3 PENO3UTOPMEB (ONUMOHANBLHbIA NapameTp).

Hanpumep:

[Flatpak Repo]

Title=Protected repo for testing
Url=https://example.ac.ru/pkgrepo/linux/flatpak/test-flatpak-on-
premise/repo/

Comment=Some comment

Description=Some descriptinon
GPGKey=xsBNBGJs4z4BCAChOFjyZHQhep2YXSrMx/Tv+xg263d2HKO0w/WPhkkGicO0lb
bxDMwNw7Grrl16J2E8/D2h4gHdPGzACTTTk5ZP1GESImIA4LnBbjwBVSBog80
QKGz71E3f691eN301Tc3MtVSi774TubsqayROZMWHk1++8QH8GYkKE+VWSWIY
SBWUBWPyJIrFhohyx0ORagVG3AWDWUOCWrXzc8unznvlsPzg+LEnfOFwu62tZz
wkv4B92kyUD3F2Adma2kR3NEwZNDO3ub0v1IRtCKhOnK6/foe3gFPtiglwlG
n4EHAREft]Ish5nPnAeYF30pJgRECbDb+4P0n+x97£fvRONwuMLasg5BcBABER
AAHNDjEyMOBzZGZzYS5yc2RmwsCKBBABCAA+BYJo70M+BAsJBwgJKkFmR2 sNB
OfM+AxXUICgQWAAIBAhkBApsDAh4BFiEEN5uNDS0Wm/ yNBj fIWZHawOES58Zz4A
AC57B/43FPSShXhgHkF+fD0o1lmf8gRQJod3//DbNcKckAqZUEWS3+Ny7d81i/
+s3YaQKh4TwPYKE/VHyz19qwL6fWDtJ6/x0DCWHhypEV+XHTPtqUa+Al+MXe
11sxy6rzfX7IIIpZyvt2jz6K3nRRkOIUcCBDY/jg+F+ag0rBgR7gmLJI8gQ00]
KSBlralg3/L1ZEquOKdUNMkGcOzwrlI4xHidQsFPtxIJW+UknF5Mcn3cYnfUw
0P90aNx8WYV8jg+x0ZPbSk7LKWucvH/ggcoGoHFWEThubCdhWh2wVEVQKTbD
STR3irDL/1jNvall9DD3E7zqoXG7AYe6/047s9dBoVmnhJByzsBNBGjs4z4B
CACopdRsfdI1+L5+1QJA]j/Hg7TarpC6vsvSx+UQiLOJcNyQ/9NMnOhTtJqggl
FS4/B8FMShKGP5xWQUwWmMAO+RIMkNcCAvEXwKROYRIA3VIEW3taXvV0let2gsd
M5ThMcxxgqHJK501AxxgcWDMVjbdvE/j92Vab/dOJU42FEXE/VgIHEXi50yHg
CUsgkHUC5RcYN96E2b4bTdUA/18AuUbIo085kei JgBXUuzmBgIrKOuz8JfWth
uX/cx1K37R8Lhwej49f45EgP5HX4122L4vogqvhEIMibD4TbF2P/1Ja+HWERO
Frp7I¥YmwLtcrx4EJwn7RNOWWI4dv2WacMOHPO4mc21puvABEBAAHCWHYEGAET
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ACoFgmjs4z4JkFmR2sNBOfM+ApsMFiEEN5uNDS0Wm/ yNB) fIWZHawOES58z4A
ATIsmB/9a+A9TJdG+2gRJI6Zcf009Cx+DnPmf3KmMBOdHQ6tXkeU97u93£JI92zY
96TbRYsdKhSoO7wAo7aN/iCBCaqggpgl jbKhcOx7mvRyFu8n8iW/Z2FMeCSNb
UOkKYfPjBji20mSivitj+cPVIya2GJIB40/CsHICbVBzAJg+c39TXhyzBaBB7
gABONAQ5Z2TChh5J173x6SR4U1VK4KgzI14CsluizGtYk9QR0OkGiiel LPtHuUO
PsQknOgEtKJjQ8xBRX1sIkTSSedMzkUMW+iS7EQQS1ieWIxE5eZ5dKKn4ukzG
8A5+7j/Dwe7i2YzEEeI44UBs53z45HrBjau7ss+pux8HF2xFN

=ifPZ

4) Pa3amecTnTb KOHPUTYPaLUMOHHbIM Galin <umsa odaina>. flatpakrepo B flatpack
peno3nTopuun. B panbHenwem agpec K agaHHOMY danny HeobxoaMMO yKas3aTb B NOANTUKE
«KoHourypauusa penosutopues/MNoakntoveHue flatpak penosutopues». NMopaagok paboTsbl
C MNONUTUKAMW nNpuBeaeH B AOKymMeHTe «PyKkoBoacTBO nosb3oBatend. Yactb 3.

MNoacuctema Mnatdopma ynpasneHma» AAMI.20134-01 90 01-3.
3.10.31. HacTponKa nHTerpaumm ¢ S3 XxpaHuanuem

MMNO noaaepxmBaeT BO3MOXKHOCTb MHTErpaumm ¢ S3-COBMECTMMbIM XPaHUANLLEM
ONA XpaHeHnAa pannoB B KaYecTBe a/ibTepHaTMBbI GaliI0BOM CUCTEME.

MPUMEYAHUNE. [ns KOPPEKTHOM HACTPOMKM MHTerpaumm A0AKHO ObITb
Pa3BepHYTO S3 XpaHMANLLE U CO3AaH OTAEeNbHbIM BakeT ans aaHHbIx MM0.

BHUMAHME! Mpn nuterpaumm MMO ¢ S3 xpaHuamwem He OyaeT oCyLLeCTBAATLCS
3arpy3Kka AaHHbix B pannosoe xpaHmaunue NOOC 1 CMHXPOHM3aALUMA C git-peno3nTopmem
ANa nonyyeHma nanok u ¢anmnos. Ana peanmsaumm ¢yHkumoHana MOOC Tpebyetca
MCNONb30BaTb XPaHMIULLE APYrOro TMMa - NOKaNbHbIN AMCK, 1nbo NFS.

[lnAa HacTPOMKM MHTErpaumm HeobXoaAnMMO:

1)B b6noke fileStorageSetting KOHOUIYPaLMOHHOro daina
config/config.yml.j2 3a4aTb CAeAylOLWMe NapameTpbl:

— type — TUN XpaHuanua ¢Gannos, A0/KEH MMETb 3Ha4YeHME objectStorage;

— useSSL — MWCNONb30BaHMWE WNPPOBAHMA 3aNPOCOB;

— address — afgpec S3-xpaHUInLa;

— bucketName — Ha3BaHMWe DakKeTa.
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Mpumep 610Ka «fileStorageSetting»:

#
# HacTpolku xpaHeHUs OGamjios
#
fileStorageSettings:
type: "objectStorage" # Tun xpaHwmnuma OGanIoB
# - fileSystem - xpaHeHue Ha GaMJIOBOM
cucTeme
# - objectStorage - xpaHeHue B S3-
COBMECTMMOM XPaHUJIUIIE
objectStorage:
useSSL: true # Vicriosib30BaHME
mMPpPOBaHMA BAlIPOCOB
address: "ocs-s3.local:8080" # Anpec OOBEKTHOTO
XPaHUIINIA
bucketName: "example-backet-name" # HazBahnume OakeTa C

KOTOPEIM OyneT paborarTs All

2) B H6noke fileStorageSetting KOHOUIYpPaLMOHHOro banna
config/secret.yml 33a4aTb MAEHTUPUKATOP KAKOYA M KAOY AOCTyNa K S3-XpaHuauLly,

N3IMEHWNB NAapPaMeTPbl accessKey U secretKey, HANMPUMEP:

#
# HacTpolku xpaHeHus GaijioB
#
fileStorageSettings:
objectStorage:
accessKey: "KeyID"
secretKey: "Password"

3.10.32. lNopaaok nonydeHna metpuk M0

MMNO noaaep*KmMBaeT BOSMOMXKHOCTb COOpa METPUK Ha LW3ax A40CcTyna B dopmaTte
Prometheus. C60p MeTpUK ocyLLecTBAAETCA KonnekTopom TenemeTpum (OpenTelemetry
Collector), koTopbit dopmupyeT 06N Habop MeTpuK 1 NybaAMKyeT ero Ha nopTy 8081
cepBepa NPUNOKEHUN, IHAMNOUHT /metrics.

[lns nonyyeHns Bcex MeTpmK HeobxoAMMO BbINONHUTL KOMaHAY:

curl http://<cepBep npunoxenwmir>:8081/metrics
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Hanpumep:

curl http://ocs-app.local:8081/metrics

Ons nonyyeHns MeTPUK ONpeaeneHHOro LWa3a HeobXoAMMO  BbIMOAHWUTH

KOMaHAay:

curl <gateway>/admin/metrics

Hanpumep:

curl ocs-auth-public-api-gw.local/admin/metrics

Mony4yeHHble AaHHble MoryT 6biTb MMNOPTMPOBaHbl B Grafana B cOOTBETCTBMMU C
pasaenom 11.
MPUMEYAHUE. Mpumep ¢anna otyeta ans mmnopta B Grafana HaxoauTtca B

KaTanore samples/dashboards/krakend-telemetry-dashboard. json.
3.10.33. HacTpomnKa yganeHHoro npobyxaeHuns komnbtotepa B KMNCA

[lns HAaCTPOMKN yaaneHHoro NpobyKaeHMA YCTPOMCTB (415 BbINOAHEHUA MOAUTUKM
c npasuaom «lMpunoxeHua/YnpasneHune npuaoKeHnamm» mnm «Cuctema/ObHoBAEHNE

OC) Tpebyerca 3amatb B 6n0Ke  config  KoHbMrypaumoHHoro  daina
/var/ocs/config/subsystems/emm/applications/ocs—-emm-state-manager-—

api/ocs-emm-state-manager-api.yml CaeAyloLiMe NapameTpbl:

wakeOnLanSettings:

enabled: # BxioueHMe/BHKJIOUEHME YIAJIEHHOTO MNPOBYyXIeHMUS .
CocTodaHME 10 YyMOJIUaHMK: BEIKJIIOUEHO.

workerInterval: # VuTepBaJyl BpeMeHU MexIy BalyCkaMu BOPKepa,
OTBEUanIUETro 3a BHOOP OyIdamMxX YCTPOMCTB.

maxTargetDevices: # MaxcumMajyibHOE KOJMUECTBO YCTPOMCTB, KOTOPHE B
KaXIOM CceIMeHTe OynyT Ha3HAaYeHB KaXIOoMy NpOoOyXIaoleMy YCTPOMUCTBY .

Hanpumep:

wakeOnLanSettings:

enabled: true # BxJIOUEHME/BHKJIIOUCHME YOAJIEHHOTO
npobyxneHus. COCTOSHME MO YyMOJIUAHMIO: BHKJIOUEHO .

workerInterval: 10s # lVuTepBaJl BpeMeHM MexIy 3allyCkaMu BOPKepa,
OTBEeUYanIero 3a BHOOP OyIdamMX YCTPOMCTEB.

maxTargetDevices: 253 # MaxcumasyibHOEe KOJMUECTBO YCTPOMCTB, KOTOPEHE

B KaxJIOM ceTMeHTe OyIyT Ha3HaueHH KaxIoMy NpoOyXIalleMy YCTPOMCTRBY .
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ﬂEpGBaI'IVCTVITb CePBUC ocs-emm-state-manager-api C NOMOLLbIO KOMaHAbI:

systemctl restart ocs-emm-state-manager-api*

3.10.34. HacTponKa NpoBepKM CPOKa KMU3HN YNPaBAAEMbIX NepPEMEHHbIX

ynpaBnﬂemaﬂ nepemeHHana npeactaBafeT cobon Knoy w© 3Ha4eHne, KOTOpPbIE
XPaHATCA B 3alLMLLEHHOM XpaHuauue cepsepa MMMO ¢ nocneaytouwen nepengaden yepes
NOMNUTUKWN Ha yCTpOl\/JICTBa. yI'IpaBJ'IFIeMbIe nepemMeHHble MCNOJIb3YKOTCA MPW BbINOJIHEHNN
CKPUNTOB, HACTPOMKax KoHdUrypaumin npunoxeHunin mn LBS-cepBmcoB Ha yCTpoOMCTBax.
Takxe Y ynpaBaaemblX nepemeHHbIX MOXKET 3a4aBaTbCA CPOK XWU3HN, MO MNCTEYEHUIO
KOTOPOro oHM BAOKMPYHOTCA M YCTPOMCTBO MepecTaeT MX NpUHUMaTb. [as Toro, 4ytobsl
OTCNEeXNBATb CPOK XKU3HU YINpPaBAAEMbIX MEPEMEHHDBIX B MMO ecTb BO3MOXHOCTb 3a4aBadTb
MHTEpPBA/bl MacCOBOWN NPOBEPKM.

ﬂﬂﬂ HaCTpomKM NMPOBEPKN CPOKa MU3HW YMNPaABAAEMbIX NMEPEMEHHbBIX TpE6y€TOH
YKa3aTb KOJIMYECTBO MMOTOKOB /A4 O6pa6OTHM 3afpoCa N NHTEpPBA/l BpPpeEMEHU MeXAY
3anyckaMm MacCcOBOM MPOBEPKM CPOKA KU3HW yNpaBAAeMbIX NepeMeHHbIX. na aToro B
KOHPUIypaunMoHHOM  dainne config/subsystems/emm/applications/ocs—-emm-
policies-api/ocs-emm-policies-api.yml Heobxo4Mmo 3a4aTb napameTpbl
config.managedVariables.workersCount n

config.managedVariables.workerSleepInterval COOTBETCTBEHHO, HANPUMEP:

config:
managedVariables:
workersCount: 1 # KosmuecTBO MNOTOKOB,
obpabaTeEBaIMX 3aNOpPocC.
workerSleepInterval: 'Im' # lVuTepBaJ 3amnycka IPOBEPKM CpoKa
KUMSHM OJIA YIPaBJIAEMBIX II€PEMEHHBIX. B3HaUeHMe B MMHYTaxXx. MyHMMAaJIbHOE
3HaueHmMe - 1lm, MakcuMaJibHOe 3HaueHume - 60m.

I'Iepe3anyCT1/|Tb CePBUC ocs—-emm-policies—-api C MOMOLLbHO KOMaHAbI:

systemctl restart ocs-emm-policies-api*
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3.10.35. HacTpolika nHTerpaumm c BHewHen cuctemolt Platform V IAM SE

[aHHaa wHTerpauma nossonaeTr 4epes Beb-uHTepdenc MO ocywecTsAATb
ayTeHTMOMKaLUMIO M aBTOPM3aLUMIO MONb30BaTeNen, KOTOpble YMNPaBAAKOTCA BHELIHEW
IAM-cuctemon Platform V IAM SE.

BHUMAHMWUE! NHTerpauma ycnelwHo npotecTnpoBaHa Ha Bepcuax Platform V IAM SE
3.2.0 n IAM Proxy 4.6.0. COBMEeCTUMOCTb C APYTMMU BEPCUAMM TaK¥KE BO3MOXKHA.

[pWn BKAKOYEHHOM MHTErpaLmMu:

— NMNO penermvpyet Bo BHewHtow IAM-cuctemy Platform V IAM SE dyHKUMM
ayTeHTMdMKauMmM y4eTHOM 3anucu nosb3osaTena MMNO (BanMaauMio yYeTHbIX AaHHbIX,
CPOKa AeNCTBMA MapoasA, HeyAaudHblX MOMbITOK BXOAA), Y4eTa KONMYeCTBO MapannenbHo
3aMyLLEHHbIX CEeCCUIM MPUBMAETMPOBAHHbBIX YYETHbIX 3aMUCEN M NMPOBEPKY KOAMYECTBO
NHEe HeaKTUBHOCTMN YYETHOM 3aNnCK C ee AanbHelwen 610KMPOBKON;

— MO perncTpmpyeT y4eTHYO 3aNUCb NO NOTUHY M CMIUCKY PONEN, MOYYEHHbIX 13
BHelwHeln |IAM-cnctembl NPy NePBUYHOM ayTEHTUPUKALMK;

— MMNO orpaHMyYMBaeT BO3MOXKHOCTb ayTEHTUDUKALUMM NIOKASIbHBIX YYETHbIX
3anMcen, ynpaBAeHWs JNIOKA/IbHbIMM YYETHbIMM 3anMcAMKM (co3aaHne, OOHOBAEHME,
yoaneHne n 6NOKMPOBKY A0CTyNa). YNpasaeHMe y4YeTHbIMW 3anUCAMKM OCYLLLECTBAAETCA
LEeHTPaIM30BaHO Yepes BHelHIo IAM-cnuctemy. NCKAKOHYEHMAMM ABNAKOTCA C/ly4aun, Koraa
npoucxoamT nepsad ycTaHoBka IO ¢ nocneaytowMm aBTOMATUYECKMM CO34aHMEM
y4yeTHOM 3anmcb admin@omp.ru W Koraa BPYYHYK CO343eTCA TeXHMYeCKaa yyeTHan
3anucb (TY3);

— MMNO obecneymBaeT ayTEHTUPUKALMIO YYETHON 3aNUCK NO NoaydyeHHomy |IAM-
TOKEHY [ANA CO34aHMA BHYTPEHHEM MONb30BATE/NIbCKON CECCMM WU aBTOPM3ALMIO
nonb3oBaTenen npu mx obpaweHmnn yepes |IAM Proxy B ayTEHTUOULMPOBAHHOM BUAE.
ABTOpM3auUMA NONb30BaATENA BbINONHAETCA AONA Ka)KAOro 3anpoca B COOTBETCTBMU C

NONYYEeHHbIMU AaHHbIMK (NOTUH 1 CNNCOK poneit) B IAM-ToKeHe.


mailto:admin@omp.ru
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Mpwn BbIKNOYEHHOM MHTerpaumm MNMO npoaonkaeT ceoto paboTy He3 N3MeHeHU.
[ocTynHa naeHTMdmnKauma, ayTeHTUPMKaLUMA M aBTOPM3aLMA NOKAbHBIX YY4ETHbIX 3anmncen,
a TaKKe BO3MOXHOCTb ynpaBieHusa (co3paHue, obHoBNeHWe, yaaneHne n ONOKMPOBKA
[0CTyna) UMu.

HacTpoka wHTerpaumm ¢ BHewHel |AM-cuctemon  ycTaHaBAIMBAETCA B
KOHOUIypauMoHHOM ¢aine config/enviroments/dropapp/config.yml B CEKLMK

IAMConfig CneayrowmMmm napameTpamum:

IAMConfig:

enabled: true # BxioueHye/BHKJOUeHME MHTeTpaumy c 1AM

audience: "" # Anmpecat IAM-TOKeHa

issuer: "" # OmmTenT IAM-TOKEHA

logoutUri: "" # A@pec IJisa BBIIOJIHEHMS BHXOIA M3 BHemHey 1AM

JjwksUri: "" # URL 1Jigd MOJIydeHUS CHOUCKA NYyOJMUHBIX KJIOUEN
OJid NpOoBepkM nomnmucu IAM-TOKeHa

JjwksUriTimeout: "" # TarMmayT IOJid [IOJIyYeHMUS CIOMCKA I[IyOJIMUHBEIX
KJIo4Yem

jwksCacheDuration: "" # I[IpPOOOIXUTENBEHOCTL KB3UWMPOBAHMS CIOMCKA
NyOJIUYHEIX KJIIOUEN

tokenHeaderName: "" # HazsBaHMe 3aroJjioBka, cormepxamero I[AM-TOKeH

Hanpumep:

IAMConfig:

enabled: true

audience: "AuroraCenter-dropapp"

issuer: "<iam-server-url>"

logoutUri: "<iam-server-url>/logout?revoke=true&logout idp=true"
jwksUri: "<iam-server-url>/certs"

JwksUriTimeout: "60s"

jwksCacheDuration: "15m"

tokenHeaderName: "IAMTokenHeader"

[Mocne BHECEHMA M3MEHEHWI H€O6XQQMMO nepeyCcraHoBUTb KOH¢MprauMOHHbE

dannbl MNb ¢ NOMOLLLIO KOMaHAbI:

ANSIBLE USER="<mma nosnsz3osaTens>" ./deploy-ac.sh --action config --
subsystems auth

MMNO BbINOAHAET ayTEHTUOUKALMIO M aBTOPM3aLUMIO MONb30BATENA HA OCHOBE
AaHHbIX 13 |AM-TOKeHa B COOTBETCTBMM C MNOJSIAMM subject U roles. [lpn nonydeHnmn

3anpoca, B KOTOpoM IAM-TOKEH COAEPHMUT U3IMEHEHHbIN cnncok ponen, MNMO obHOBUT
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MHOOPMALMIO O pPONAX MNOAb30BATENA WM BbIMOAHUT MOCAEAYIOLWYO aBTOPM3aAUMIO B
COOTBETCTBMM C aKTyaNlbHbIMM PONAMM.

NMPUMEYAHUE. CropoHa, mcnonb3ytowas MMNO 1 ocywecTBAAOWaA UHTErpaLuto,
[O/KHA BHECTM pPOAM BO BHEWH IAM-cucTtemy M Ha3Ha4MTb YYEeTHbIM  3anMCAM
nosb3osatenein. Mpu HasHa4YeHUn posien y4eTHOM 3aNncK NONb30BATENA He LOMYCKaoTCA
nepeceyeHna Mmexay CeyoLmnmm PONAmK:

— AagmuHuctpatop Mnatdopmsl ynpasneHns (EMM_ADMIN);

— AgmunHuctpaTtop yctporcTts MNaatdopmsl ynpasneHns (EMM_DEVICE_ADMIN);

— Cneumanuct TEXHWNYECKOM NOAAEPKKN Mnatdopmbl ynpaBaeHns
(EMM_SUPPORT);

— Cneunannct TexHn4eckoro obcayKmBaHmna yctporncTs Maatdopmbl ynpasaeHma
(EMM_DEVICE_SUPPORT).

Mpwn nonyvyeHnmn 3anpoca c IAM-ToOKeHOM, B KOTOPOM nepeceKatoTca aTn poau, MMo
OTBeTUT owmnbKo IDP ROLE CONFLICT.

B Tabnunue (Tabnnua 20) npueeaeHbl POAN AOCTYMNHbIE ANA HA3HAYEHUA.

Tabnunua 20
MepeyeHb ponei
Ponb B Beb6-unHTepdeitce MMo Ponb B cnpasovHuke MO He[OCTYNHbIX ANA
nepece4yeHunA

Pa3paboTumk APS DEVELOPER -
AamnHuctpaTtop ABpopa APS_ADMIN
MapkeT )
PenaKTop NPUAOXKEHNM APS_APPLICATIONS _EDITOR -
Nonb3osaTesb ABpopa Mapketa |APS _DEVICE USER -
AOMWHUCTPATOP YYETHbIX AUTH _ADMIN
3anuncen )
OnepaTop ayamTa AUTH_AUDITOR -
AOMUHUCTPATOP TEHAHTOB MT_ADMIN -
AamnHuctpatop Cepsuca PNS_ADMIN
yBEeAOMNEHNM )
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Ponb B Beb-nHTEepdeice MMO

Ponb 8 cnpasoyHuKe IMMO

MepeyeHb ponen
HeAOCTYMNHbIX A4/1A
nepeceyvyeHunn

AamuHncTpaTtop Maatdbopmbl
ynpasaeHus

EMM_ADMIN

EMM_DEVICE_ADMIN
EMM_SUPPORT
EMM_DEVICE_SUPPORT

AOMWHNCTPATOP YCTPOMUCTB
Mnatdopmbl ynpasaeHua

EMM_DEVICE_ADMIN

EMM_ADMIN
EMM_SUPPORT
EMM_DEVICE_SUPPORT

Cneumanmnct TeEXHMYECKOM
noaaep*Kku Maatdopmeol
ynpasneHwus

EMM_SUPPORT

EMM_ADMIN
EMM_DEVICE_ADMIN
EMM_DEVICE_SUPPORT

Cneumannct TeEXHNYECKOro

EMM_DEVICE_SUPPORT

EMM_ADMIN

EMM_DEVICE_ADMIN
EMM_SUPPORT

06CNYKMBAHMA YCTPOMCTB
Mnatdopmbl ynpasneHmsa

Bonee noapobHoe onucaHue Kaxaoh poan NPUBEAEHO B COOTBETCTBYHOLLEM

NPUNOXEeHNN OOKyMeHTa «PykoBoAcTBO [losnb3oBaTtenda. Yacte 1. [lloacuctema
6e3onacHocTn» AAMI.20134-01 90 01-1.
NMPUMEYAHUE. Ponb «AOMMHUCTPATOP Y4YEeTHbIX 3anncer» npeaocTtaBaseT

NONHOMOYMA ANA YNPaBAEHMA YYETHbIMM 3anncamm nonb3osateneit B MM0. aHHYO ponb
HEe PEKOMEeHJyeTCA Ha3HayaTb YYeTHbIM 3anucaAm MNOoAb30BaTenel ANA BbIMOAHEHMA
CTaHAAPTHbLIX 3a4a4. [pn 3TOM 3Ty POSIb HEOHXOAMMO HA3HAYMUTb NPU co3aaHum TY3.

PekomeHayemble LWaru:

1) AoMUHUCTPaTOp BHewHen IAM-cuctembl BblAaeT pPoab  «AOMUHUCTPATOP
YYETHbIX 3anncen» Ana y4eTHOM 3anmMcm YyNnoAHOMOYEHHOIO COTPYAHMKA;

2) YNO/NIHOMOYEHHbIM COTPYAHUK nepexoauT B Beb-uHTepdenc MMO u cospaer
Heobxoanmble TY3;

3)Mpn 3aBeplieHnM npouecca co3gaHna TY3, agMUHUCTPATOP BHELWIHEM
IAM-cncTembl OT3bIBAaeT Poab «AAMUHUCTPATOP YYETHbLIX 3aMUCEM» Y YYETHOW 3anmncu

YNO/THOMOYEHHOTIO COTPYAHWNKA.



182
AMT.20134-01 9101
BHUMAHME! Mpwn Bbixoae nonbzosatena 13 MO cHavana 3aBepLIaeTCca ero ceccus
B MO, 3aTem aBTOMATMYECKM HaNpaBAAETCA 3aNPOC Ha 3aBepLUEHNE CECCMM BO BHELLHEN
IAM-cucteme. Tllocne TOro, Kak BHewHAa |AM-cuctema  yCnewHo  3aBeplnT
N0/1b30BATE/NIbCKYHD CECCUIO, OH HE CMOXKET MOAYy4YUTb A0CTyn K QyHKumoHany MMO. AnA
AanbHenwero ncnonb3osaHma MMNO nonb3oBaTento HeobxoamMmo byaeT NMOBTOPHO MPOMNTH

npouecc aytTeHTMdMKaLMmM BO BHelWHen IAM-cucTeme.
3.11. NpoBepKa KOPPEKTHOCTW YCTAaHOBKM M PpyHKLMOHMpoBaHMA MMNO

3.11.1. Obwme cBeaeHUs

B Lenax npoBepKM KOPPEKTHOCTMN YCTAHOBKM M GyHKLUMOHMpPOBaHMA [0, a Takxke
cpedbl PyHKUMOHMPOoBaHMA MO, B cOCTaB cLEHapMeEB YCTaHOBKM BKAOYEHA YTUAMTA 1A
dOpMMPOBAHMA AMATHOCTUYECKOrO OTYETa.

[na dopmmnpoBaHMA AMArHOCTUHECKOTO OTHETa HEOHXOAMMO NEepPEenTM B KaTanor co
cueHapuaAMKM YCTaHOBKW install-<eepcumsa IIO>/install-ac-mt/ W BbINOAHUTb

KOMaHAy:

ansible-playbook play-diagnostic-report.yml -i inventories/hosts.yml -
Vv —-user <uMA II0oJIb30BaTeJid>

nmbo KomaHay, ecnu TpebyeTca 3a4aTb OKPYKEHMeE:

ansible-playbook play-diagnostic-report.yml -i inventories/<Has3BaHue
OKpyXeHus>/hosts.yml -vv —--user <uMga MOJb30BaTeNga> —--extra-vars
"stage=<HazBaHME OKpPpyXeHMa>"

B pe3ynbTaTe B KaTanore report byaet cbopmmnpoBaH pann B report .html.

[narHocTnyecknin otyet dopmmpyetca B Buae darina B dopmate .html WU
COLEPKUT Creayolme pasaens:

— obwaa nHpopmauma o ctatyce cepsucos MM0;

— obwaa nHdopmaLma o cTaTyce KOMMNOHEHTOB cpeabl PyHKLUMOHMPOBaHMA M0

N MHOPACTPYKTYPHbIX KoMnoHeHToB [M0;




AOMTI.20134-0191 01

183

— pa3genbl, coaepxalne AeTa/bHYHO VIHCI)OpMaLI,MPO 06 OoTAeNbHbIX CepBUCax

MO, KomnoHeHTax cpeabl yHKUMOHUPOoBaHUSA MO 1 MHOPACTPYKTYPHbIX KOMMOHEHTaX

rno.

3.11.2. OnncaHme napameTpoB AMArHOCTUYECKOro OTHeTa

3.11.2.1. Pazgen «OS Summary»

Pasnen coaepnt nnbpopmaunto o6 OC 1 ee HacTporKkax (PucyHok 32).

v OS Summary

0% Distribution
Kernel

SELinux

Service Manager

Package Manager

Codepage

Astra Linux 1.7 x86-64

5.4.0-54-generic (Fastra3 1+ci49-Ubuntu SMP Mon Mar 15 18:37:33 MSK 2021)

disabled

systemd

apt

LANG

LC_ADDEESS
LC_IDENTIFICATION
LC MEASUREMENT
LC MONETARY

LC NAME

LC NUMERIC
LC_PAPER
LC_TELEFHONE
LC_TIME

en USTUTF-8

3.11.2.2. Pasnen «Di

Pasgen copepuT MHPOPMALMIO O MOJAHOM U

sk Space»

npocTtpaHcTtea ana MMO (PucyHok 33).

PncyHok 32

AOCTYMNMHOM obbeme ANCKOBOTIO

Disk Space
Mount point Size total, MiB Size available, MiB Availability, %
/boot 1014.00 864.34 85.24
51175.00 46308.92 90.49
/home 45729.66 43128.35 9431
PucyHok 33

OnuncaHmne Ha3HaveHuA CTOII6LI,OB Ta6/'II/ILI,bI, d TaKxXKe VIHCI)OpI\/\aLI,MH O BO3MOXHbIX

3HaYyeHuAaAx npueeaeHsbl B Tabanue (Tabanua 21).
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Tabnnua 21
HasBaHwue Bo3MOKHble 3HaYeHuA
OnucaHue o

cTonbua (npumepbl 3HaYeHNN)
Mount KaTanor, K KoTopoMy MOHTUpYeTcA Gainosoe |IyTb K KaTanory,
points XpaHUAULLE (TOYKA MOHTMPOBAHMA) Hanpumep: /home
Size total, |Pa3mep $pannoBoro xpaHuMAnLLa, Ob6bem pmn3nYeckon NamaTu
MiB NMPUMOHTUPOBAHHOIO K 3a4aHHOMY KaTasiory B M6, Hanpumep: 45729,66
Size O6bem cBoH6OAHOrO MecTa B Gan10BOM Ob6bem Ppusnyeckomn NamaAaTK
available, |xpaHuauLe, NPUMMOHTUPOBAHHOTO K B M6, Hanpumep: 43128,35
MiB 3aaHHOMY KaTanory
Availability, |O6bem cBob60AHOrO MecTa B paniioBOM OT1 0 go 100, Hanpumep:
% XpPaHUAULLE B NPOLLEHTHOM COOTHOLLEHUNM 94.31

(K nonHOMY 0H6bemy)

MPUMEYAHUE. B cnyyae ecam obbem cBoboaHoro mecta meHee 15%, none

3aKpaWwnBaeTCA LBETOM.

3.11.2.3. Pazgen «Systemd Unit Status»

Pagen coaep»uT obliyto MHPopmaLmto o ctaTyce cepsucos MO, KOMNOHEHTOB

cpeapbl dyHKUMoHUpoBaHMA MMO 1 MHGPACTPYKTYPHbIX KoMnoHeHToB MO 1 cocTouT K13

cneayroLwmx noapasaenos:

3.11.2.3.1 OCS Targets

MNoapasaen coaepKuT MHGOPMALMIO O CTaTyce KOHOUrypaumin rpynn cepBMcOoB

MMNO (PucyHok 34).

Systemd Unit Status

Name Unit Status

Unit-file status

OCS Targets

ocs-appstore

ocs-appstore-admin-api-gw
ocs-appstore-adminconsole-ui
ocs-appstore-applications-api

ocs-appstore-client-api-gw

ocs-appstore-dev-api-gw

PucyHok 34

active (active)
active (active)
active (active)
active (active)
active (active)

active (active)

enabled

disabled
disabled
disabled
disabled
disabled

OnucaHue HasHavyeHuA CToNOLOB TabAnLbl, @ TakKe MHPOPMALMA O BO3MOMKHbIX

3Ha4yeHuAx npuBeaeHsbl B Tabanue (Tabanua 22).
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Tabnnua 22
Ha3saHue o
OnucaHue Bo3moKHble 3Ha4eHMA (MpUMepbI 3HAYEHUI)
cTonbua
Name Nmsa KoHPUrypaumm rpynnbl Bo3moXHble 3Ha4YeHMA onpeaenaroTca
cepBmcos nepeyHem KOHOUrypaumn rpynn cepeBmncos
Mnno
Unit Status|MIHGopmauma o ctaTyce rpynnbl [active — rpynna cepBMCOB 3anyLleHa U
cepBmcoB BbIMNO/HAETCA;
activating —rpynna CepsBMcoB
3anycKaeTcs;

deactivating —rpynna CeEPBMCOB
BbIK/tOYaeTCS;

inactive —Trpynna CepBMCOB BbIKIOYEHQ;
failed — NpW 3anycke rpynmnbl CEPBMCOB
npousowna owmnbKa;

missed — KOMMOHEHT OTCYTCTBYET

Unit-file NHbopmauma o NpucyTcTBmMmn enabled — NPUCYTCTBYET B aBTO3aMYCKE;
status KOH®UrypaumoHHoro danna disabled — OTCYTCTBYET B aBTO3anycKe
3aMycKa rpynnbl CEPBMCOB B
aBTO3anycke

3.11.2.3.2 OCS Services

MNoapasaen coaepKut nHdopmaumto o ctatyce cepsucos MNMO (PucyHok 35).

OCS Services

ocs-appstore-admin-api-gw (@ 0 actrve (running) disabled

ocs-appstore-adminconsole-eula active (exited) enabled

ocs-appstore-adminconsole-ui (@ 0 actrve (running) disabled

ocs-appstore-applications-api @ 0 active (running) dizabled

ocs-appstore-client-api-gw (@ 0 actrve (running) disabled

ocs-appstore-client-api-gw @ 1 active (running) dizabled
PucyHok 35

OnucaHue HasHa4vyeHMA CToNOLOB TabanLbl, a TakKe MHPOPMALMA O BO3MOMKHbIX

3HaYyeHuAx npueeaeHsbl B Tabanue (Tabanua 23).
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Tabnnua 23
HassaHue o
OnucaHue Bo3MoOKHble 3Ha4YeHUA (NpUMepbl 3HAYEHUI)
ctonbua
Name HassaHue cepsuca [1MO | Bo3MOXKHble 3HaYeHnAa OnNpeaenaoTCca NepeyHem

gw@0.service.

cepsucos MO n nmetoT cheayowmin popmat
<M T'PYyNNEl CEePBUCOB>W@<HOMEpP

SK3EeMIJIApa CepBMCa B Ppynne>.service,

HanpMmMmep: ocs-appstore-admin-api-

Unit Status |MHPopmaLums o cTaTyce active — CepPBWC 3anyLLeH M BbIMOJHAETCA;

cepBuca activating — CepBMC 3anycKaeTcs;
deactivating — CepPBUC BbIKIOYAETCS;
inactive — CEPBUC BbIKIOYEH;

failed —npu 3anycKke cepsuca NPoOM30LLIa

olnbKa
Unit-file NHbopmauma o enabled — NPUCYTCTBYET B aBTO3aMNyCKe;
status NPUCYTCTBMM disabled — OTCYyTCTBYET B aBTO3aMnycKe
KOHPUIYypPaLUMOHHOTO
dalina 3anycKka cepsuca B
aBTO3anycke

3.11.2.3.3 Mandatory services

|_|O,£I,p83,£l,efl CoaePKUT VIHCI)OpI\/\aLI,l/II-O O CTaTyCe CepBMUCOB KOMMOHEHTOB Cpebl

dyHKUMOHMPOBaHMA MMO 1 nHdpacTpyKTypHbIX KomnoHeHToB MMMO (PucyHok 36).

Mandatory services
consul-template service
consul service
nats-streaming-server.service
NgINK service

postgresgl-11.service

PucyHok 36

running
running
running

running

OnuncaHmne Ha3HaveHuA CTO/'I6LI,OB Ta6/'II/ILI,bI, d TaKxXKe

3HaYyeHuAaAx npueeaeHsbl B Tabanue (Tabanua 24).

enabled
enabled
enabled
enabled

l/IHCIDOpN\a UMA O BO3MOXHbIX
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Tabnuua 24
HasBaHue .
OnucaHue Bo3MOXHble 3HaYeHuA (Npymepbl 3HAYEeHWUI)
ctonbua
Name Ha3sBaHue cepsuca BO3MOXKHble 3HaYeHUA MMetoT caeayrowmnin opmat

KOMIMNOHEHTa Cpedbl <uMsa cepBHuca>.service W ONPeaenarTcA
¢yHKuMOHMpOBaHMﬂ Pa3pa6OTQMKOM.ﬂepequbBO3MOHﬁﬂﬂX3HaquMﬁ:

Mo nan consul-template.service
MHPPACTPYKTYPHOTO  |consul.service
KOMMoOHeHTa MNMNno redpanda.service

nginx.service
postgresgl-15.service
postgresqgl.service

Unit Status |MHbopmaums o active — CepBMC 3anyLEH 1 BbINOHAETCS;
CTaTyce cepBuca activating — CcepBMC 3anycKaeTcs;
deactivating — CepPBMC BbIK/IOYAETCA;
inactive — CepBMC BbIKAIOYEH;

failed — MNpwu 3anycKe cepsunca NpomsoLia
OLWKnOKa;

enabled — CEPBMC NPUCYTCTBYET B aBTO3aMNYyCKE;
disabled — CepPBUC OTCYTCTBYET B aBTO3aMyCKE;
missed — KOMMOHEHT OTCYTCTBYET

Unit-file NHbopmauma o enabled — NPUCYTCTBYET B aBTO3aMyCKe;

status NPUCYTCTBUM disabled— OTCYTCTBYET B aBTO3aMycKe
KOHPUIYypaLUMOHHOTO
danna 3anycka
cepsumca B
aBTO3anycke

3.11.2.4. Pasgen «API GW Service Status»

Pasgen coaepXuT MHOOpPMaLMIO O CTaTyce PerucTpaumm CepBMCOB B CUCTEME
obHapyxeHua cepsucos (Consul). Ha pucyHke (PucyHok 37) npusedeH npumep craTyca

perncrtpaunm cepBmcoB B CNCTEME O6Hapy>+(EHl/IFI cepBHCOB.

API GW Services Status

Service name Code Status

ocs-appstore-admin-api-gw 200 passing
ocs-appstore-client-api-gw 200 passing
ocs-appstore-dev-api-gw 200 passing
ocs-auth-admin-api-gw 200 passing
ocs-auth-public-api-gw 200 passing
ocs-pkgrepo-device-api-gw 200 passing

PucyHok 37
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OnuncaHne HasHavyeHMsa CcToNBLOB Tabaumubl, @ TakKe MHGOPMaLMA O BO3MOXKHbIX

3HaYeHuAX NnpuBeaeHsl B Tabauue (Tabanua 25).

Tabnuua 25
HasBaHue "
OnucaHue Bo3MOXKHble 3Ha4YeHus (Nprmepbl 3Ha4YeHWUN)
ctonbua
Service HassaHue cepsuca [0 BO3MOXHble 3Ha4YeHMA onpeaenaroTca
name nepevyHem cepsucos 10
Code Koa http-oTseTa BO3MOXHble 3HaYeHmA onpeaenarTca
npoTtokonom HTTP
Status NHbopmauma o cTaTyce BO3MOXKHble 3HaYeHMA onpeaenaroTCA
perncTpaumm cepsmca B Consul. CtaTyc «passing» 03HayaeT, YTo
cmcteMe 0bHapyReHuA NpoBepKa NponaeHa yCcnewHo
cepsucos (Consul)

3.11.2.5. Pazaen «Consul Cluster Endpoints Availability»

Pasgen comeput uHPOpMaLMIO O NpoBepKe AOCTYMHOCTU WHTepPdENCHbIX
bYyHKUMIN cnucTembl 0bHapyKeHuA cepsuncos (Consul). Ha pucyHke (PucyHok 38) npuseaeH
npumMmep oTobpaxkeHna MHPOPMALMM O AOCTYMHOCTM MHTEPPENCHBIX QYHKLUMIA CUCTEMDI

0bHapyXeHna cepBmCoB.

Consul Cluster Endpoints Availability

Node:Port Availability
inp1int03.ompcloud:8300 OPENED
inp1int03.ompcloud:8301 OPENED
inp1int03.ompcloud:8302 OPENED
inp1int03.ompcloud:8500 OPENED
inp1int02.ompcloud:8300 OPENED
inp1int02.ompcloud:8301 OPENED
inp1int02.ompcloud:8302 OPENED
inp1int02.ompcloud:8500 OPENED
PucyHok 38

MNepeyeHb MHTepdencHbIX GyHKUMN Consul npmuBeaeH B AoKymeHTaumm Ha Consul
(https://www.consul.io/docs/install/ports). UHbopmauma o 4OCTYNHOCTU MHTEPDEMNCHbIX
dyHKkumin Consul npenocTaBnAeTcs TONbKO B C/Ayvae KaacTepHoM (MHOroOHOA0BOM)
KoHUrypaumm.

OnucaHue HasHavyeHuA CToNOLOB TabAnLbl, a TakKe MHPOPMALMA O BO3MOMKHbIX

3Ha4yeHuAx npueedeHbl B Tabanue (Tabanua 26).


https://www.consul.io/docs/install/ports
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Tabnnua 26
Ha3BaHue .
OnucaHune Bo3moKHble 3Ha4eHMA (MpUMepbI 3HAYEHUI)
ctonbua

Node:Port |Aapec dyHKUMKM |Aapec GyHKUMM NPeacTaBieH B cieaytowem dopmaTe:
<uM4d xXocTa>: <HOpT>.

[MpoBepKa BbIMOAHAETCA TONbKO AN GYHKUMIA, AOCTYMHbIX
Ha cneayrouwmx noptax: 8300, 8301, 8302, 8500.
Hanpumep: acenter.example: 8300

Availability |CraTtyc B cnyyae AOCTYNHOCTN QYHKLMM MPUHUMAET 3HAYEHME
AOCTYMHOCTH «OPENED».
byHKUMM B MHOM cny4vae BbIBOAMTCA KOA OWMOKM M cOobLLEHME,

onpeaensemoe Consul

3.11.2.6. Pa3gen «Consul Service Health Check»
Pasaen coaepxuTt MHPopMaLMio O cTaTyce pernctpaunm cepsmcos MMO B cucteme

obHapyxeHua cepsmcos Consul (PucyHok 39).

Consul Service Health Check

service_location

ocs-appstore-admin-api-gw

A
http://ocs-app.local:80/ ocs-appstore-admin-api-gw/admin ‘health/'ocs-appstore-admin-api-gw L
ocs-appstore-adminconsole-ui 200
http://ocs-app.local:80/ ocs-appstore-adminconsole-ui'admin ‘health 'ocs-appstore-adminconsole-ui -
ocs-appstore-applications-apt 200
http-//ocs-app local-80/ocs-appstore-applications-apt/admin health/'ocs-appstore-applications-apt -
ocs-appstore-client-api-gw 200
http://ocs-app.local:80/ ocs-appstore-client-api-gw/ admin health/'ocs-appstore-client-api-gw -
ocs-appstore-dev-apt-gw 200

http-//ocs-app local-80/ocs-appstore-dev-api-gw/admin health/'ocs-appstore-dev-api-gw

PucyHok 39
OnucaHue Ha3zHa4vyeHMA CToNOLOB TabanLbl, a TakKe MHPOPMALMA O BO3MOMKHbIX

3HaYeHuAx npueeaeHsbl B Tabanue (Tabanua 27).
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Tabnnua 27
HasBaHue Bo3MoKHble 3Ha4YeHuA (Npumepbl
OnucaHwue o
ctonbua 3HayeHun)
MNepBbln HassaHwe cepsuca [0 n URL-agpec |Bo3moXxHble 3Ha4YeHMUA
ctonbel, dyHKUMKM (endpoint) cepsuca OnpenenatTca nepeyHem CepBmCcoB
«healthcheck» nro
BTopowu Kog http-oTgeTa Bo3moOKHbIe 3HaYeHUA
ctonbel, onpeaenarTca npotokonom HTTP
[lepeyncneHHble 3aroN0BKU "service location", "expose location",
"service vhost", "expose port", "static" — pexXumbl paboTbl consul-
template.

3.11.2.7. Pa3pgen «Cluster Nodes Reachability»

Pasaen coaeput MHGopMaLMio O pesyabTaTax NPOoOBEPKN AOCTYNMHOCTM CEpPBEPOB
(Hoa) knacTepa (PucyHok 40).

Cluster Nodes Reachability

Node Reachable
ocs-app.local OK
PucyHok 40

OnucaHue HasHa4vyeHuA CcToNOLOB TabanLbl, a TakKe MHPOPMALMA O BO3MOMKHbIX

3Ha4yeHuAx npueeaeHsbl B Tabanue (Tabanua 28).

Tabnuua 28

HasBaHue
ctonbua
Node Anpec cepBepa (xocTa) |OnpeaenaeTca 4OMEHHbIMM MMEHAMM XOCTOB
Reachable |MHdopmauma o MorKeT NpuHUMaTb 3Ha4YeHua: «OK» (B caydae

NOCTYNHOCTM cepBepa |A0CTYNHOCTN) UAK coaepkaTb cooblleHne 0b
OLINBKe, KOTOPOE BEpPHET YTUAMTA ping

OnucaHue Bo3MoHble 3HaueHuA (NpUmepbl 3HaYeHUN)
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3.11.2.8. Paspnen «Nginx Service Proxy»
Pasgen coaepxut nMHGoOpmaumio O nNpoBepKke KOHOUrypaumm HanaHCMpOBLLMKA

cepsucoB Nginx Web Server ans kaxagoro cepsuca MMNO (PucyHok 41).

Nginx Service Proxy

Service name Upstreams Virtual server
ocs-appstore-settings-api OK
ocs-appstore-adminconsole-ui OK
ocs-pkgrepo-egress-api-gw OK
ocs-auth-idp-ui OK
ocs-pkgrepo-pkg-repo-api OK
ocs-auth-admin-api-gw OK
i narth s skl oy
PucyHok 41

OnuncaHmne Ha3HavyeHuA CTOI'I6IJ,OB Ta6/'ll/ILI,bI, d TaKxke I/IHCI)OpMaLI,Mﬂ O BO3MOXHbIX

3HaYyeHuAx npueeaeHsbl B Tabanue (Tabanua 29).

Tabnuua 29
HassaHue BO3MOXHble 3Ha4YeHus
OnucaHuve o
ctonbua (Nnpumepbl 3HaYeHUi)
Service HassaHwue cepsuca [0 BO3MOXKHble 3Ha4YeHKA
name onpenenarTca nepevyHem

cepsucos 1O

Upstreams |KonnyecTBo 3K3eMnAspoOB CepBuca, 3aaHHbIX | LlenoyncneHHble 3HaueHns ot

B KOHPUIypaumnmoHHOM panne Nginx 1p0n
Virtual NHbOopMaLMA O HANNYMKM CEKLMM «Servery «OK» — cekuma server
server ANnA ykasaHHoro cepsuca MO B NPUCYTCTBYET;
KoHdUrypaumoHHom darne Nginx. «No server block found!» —
B AaHHOM CeKUMM 3a4aHbl HACTPOMKM CeKumMa oTcyTCcTBYET

«BUpPTyanbHoro» cepsuca MO, KOTopbIM
OCYLLLECTBAAET NepeHanpaBaeHmne
(npokcupoBaHme) http-3anpocos Ha
«peasibHble» 3K3eMNAAPbI CEPBUCa

3.11.2.9. Pa3gen «Filestorage Configuration»
Pazgen coaeput MHPopmaumto o KoHdurypaumm Gannosbix xpaHuauu, MM n

MOOC (PucyHok 42).
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Filestorage Configuration

. Fﬂfgto[agelocaﬂon: focs/appstorefapplications-api (@755 ocs:ocs)
Configuration file:

fvarfocs/appstorefocs-appstore-applications-api/focs-appstore-applications-api.yml

s Filestorage location:
Configuration file: L\\s

/varfocs/appstore/config.yml

+ Filestorage location: (not exists)

PucyHok 42
HacTpolika «Filestorage location» cogep*KMT NyTb K KaTanory 1 ero cTaTyc.
B HacTpoinke «Configuration file» ykazaH KOHOUIypauMoOHHbIN $alin, B KOTOPOM

3a4aH NyTb K aIoBOMY XpPaHUAMLLY.

3.12. CamocToATeNbHasA YCTaHOBKAa M HacTtpouka CYBJ Postgres Pro wu

CYBA PostgreSQL 14/15/16/17

3.12.1. YcTaHOBUTb Ha cepBepbl Bl Heobxoammble nakeTbl cornacHo n. 3.10.7.
3.12.2. YcTaHOBUTb U MHUUManm3mnposaTb CYB/I.
Mpu mHuumanmuszaumm CYB[ HeobxoAMMO YCTAaHOBUTb CAeaAylolMe 3HaYeHuA

napameTpoB:

LC COLLATE 'en US.UTF-8'
LC CTYPE 'en US.UTF-8'
ENCODING UTFS8

YCTaHOBKa M MHMUMann3auma CYB/ ocyulectBadeTca B cooTBeTcTBMM € D[] Ha
CYb/.

MPUMEYAHUE. B pamkax ycTtaHoBKWM Postgres Pro o6s3aTenbHO A0MKHbI ObiTb
YCTAHOB/IEHbI CNeAyIoLLMe NaKeTbl:

— postgrespro-<std|ent>-<Bepcusa>;

— postgrespro-<std|ent>-<Bepcusa>-client;

— postgrespro-<std|ent>-<Bepcusa>-contrib;

— postgrespro-<std|ent>-<Bepcusa>-1libs;

— postgrespro-<std|ent>-<pepcug>-server.
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3.12.3. Co3pgaTtb Cynepnob30BaTesiAa C MOMOLLbIO CKpunTa

samples/sqgl/create superuser.sql, BbIMOJHNB KOMaHAY:

psgl -U <nomp30BaTe]lb, OT MMEHM KOTOPOI'O BEHIIOJHAETCHS KOMaHZma> -—h
<ampec xoctra CYBI> -f create superuser.sql -v login='<wumsa
cymnepnosb30oBaTeya>' -v pass='<napoJib Cyneplnojb3oBaTeya>' -v
expr="'<CpOK IOEeMCTBMUSA YyUEeTHOM 3alMCHU CYIeploJb30BaTesyga>'

Hanpumep:

psgl -U postgres -h 192.168.137.15 -f create superuser.sql -v
login='ompdbuser' -v pass='Adminl23!' -v expr='1l0 years'

3.12.4. Ha3Ha4MTb Mapoab A1A NONb30BaTENA postgres C MOMOLLBIO CNeAyHLLIMX

KOoMaHA;:

psgl -U postgres
ALTER USER postgres with PASSWORD 'mapoJb';
exit

3.12.5. B koHOUrypaumoHHbix dannax CYB[ pg hba.conf u postgresqgl.conf
334aTb cAeaytolime napameTpbl:

— TUN coeanHeHunA, AmanasoH IP-aapecos kKaneHToB b/;

— nma bll, umaA nonb3oBartens;

— cnocob ayTeHTUPUKALNMM KNMEHTOB;

— naponb nonb3osatenia CYB/l B napameTpe pg superuser password.

3.12.6. YCTaHOBUTb paClIMPEHNA pg partman M pg cron C NMOMOLLbIO KOMaHA:

— OC Anbt Cepsep 10 n CYB/, PostgreSQL 14

sudo rpm -ivh postgresgll4-pg cron-1.6.2-1.alt.pl0.x86 64.rpm
tar —xf pg partman--5.1.0.tar.gz -C /usr/share/pgsgl/extension

— OC Anbt Cepsep 10 n CYB/, PostgreSQL 15:

sudo rpm -ivh postgresgll5-pg cron-1.6.2-1.alt.pl0.x86 64.rpm
tar —xf pg partman--5.1.0.tar.gz -C /usr/share/pgsgl/extension

— OC Anbt Cepsep 10 n CYB/, PostgreSQL 16:

sudo rpm -ivh postgresgll6-pg cron-1.6.2-1.alt.pl0.x86 64.rpm
tar -xf pg partman--5.1.0.tar.gz -C /usr/share/pgsgl/extension
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— OC Anbt Cepsep 10 n CYB/, PostgreSQL 17:

sudo rpm -ivh postgresgll7-pg cron-1.6.7-altl.x86 64.rpm
tar -xf pg partman--5.1.0.tar.gz -C /usr/share/pgsgl/extension

— OC Anbt 8 Cl'l penns 10 n CYB/L PostgreSQL 15:

sudo rpm -ivh postgresgllb5-pg cron-1.6.2-1.alt.pl0.x86 64.rpm
tar -xf pg partman--5.1.0.tar.gz -C /usr/share/pgsgl/extension

— OC Anbt 8 Cl'l penns 10 n CYB/L PostgreSQL 16:

sudo rpm -ivh postgresgll6-pg cron-1.6.2-1.alt.pl0.x86 64.rpm
tar -xf pg partman--5.1.0.tar.gz -C /usr/share/pgsgl/extension

— OC Anbt 8 CI1 penns 10 n CYB/L Postgres Pro 16:

sudo rpm -ivh pg cron lépro-std-cert-1.6.2-altl0.x86 64.rpm
tar -xf pg partman--5.1.0.tar.gz -C /opt/pgpro/std-16/share/extension

— OC Anbt 8 CI1 penns 10 n CYB/L Postgres Pro 17:

sudo rpm -ivh pg cron l7pro-std-cert-1.6.3-altl0.x86 64.rpm
tar -xf pg partman--5.1.0.tar.gz -C /opt/pgpro/std-16/share/extension

— OC Anbt 8 CI'l penns 10 n CYB/L Postgres Pro 15 Cert:

sudo rpm -ivh pg cron 15pro-std-cert-1.6.2-altl0.x86 64.rpm
tar —-xf pg partman--5.1.0.tar.gz -C /opt/pgpro/std-15/share/extension

— OCPEL OC 7.3 n CYB/ PostgreSQL 14:

sudo rpm -ivh pg cron 14-1.6.2-1.redos7.x86 64.rpm
tar —xf pg partman--5.1.0.tar.gz -C /usr/pgsqgl-14/share/extension

— OCPEL OC 7.3 n CYB/ PostgreSQL 15:

sudo rpm -ivh pg cron 15-1.6.2-1.redos7.x86 64.rpm
tar —-xf pg partman--5.1.0.tar.gz -C /usr/pgsqgl-15/share/extension

— OCPEA OC 7.3 n CYB/[ PostgreSQL 16:

sudo rpm -ivh pg cron 16-1.6.2-1.redos7.x86 64.rpm
tar —xf pg partman--5.1.0.tar.gz -C /usr/pgsqgl-16/share/extension

— OCPEA OC 7.3 n CYB/ PostgreSQL 17:

sudo rpm -ivh pg cron 17-1.6.4-1.redos7.x86 64.rpm
tar —xf pg partman--5.1.0.tar.gz -C /usr/pgsqgl-16/share/extension
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— OCPEL OC 7.3 n CYB/, Postgres Pro 15:

sudo rpm -ivh pg cron 15pro-std-1.6.2-1.redos7.x86 64.rpm
tar -xf pg partman--5.1.0.tar.gz -C /opt/pgpro/std-15/share/extension

— OCPEL OC 7.3 n CYB/, Postgres Pro 16:

sudo rpm -ivh pg cron lépro-std-1.6.2-1.redos7.x86 64.rpm
tar -xf pg partman--5.1.0.tar.gz -C /opt/pgpro/std-16/share/extension

— OCPEL OC 7.3 n CYB/, Postgres Pro 17:

sudo rpm -ivh pg cron l7pro-std-1.6.3-1.redos7.x86 64.rpm
tar -xf pg partman--5.1.0.tar.gz -C /opt/pgpro/std-16/share/extension

— OCPEL OC 7.3 n CYB/ Postgres Pro 14 Cert:

sudo rpm -ivh pg cron l4pro-std-cert-1.6.2-1.redos7.x86 64.rpm
tar -xf pg partman--5.1.0.tar.gz -C /opt/pgpro/std-14/share/extension

— OCPEL OC 7.3 n CYB/ Postgres Pro 15 Cert:

sudo rpm -ivh pg cron 15pro-std-1.6.2-1.redos7.x86 64.rpm
tar -xf pg partman--5.1.0.tar.gz -C /opt/pgpro/std-15/share/extension

— OCPEA OC 8 n CYB/ PostgreSQL 16:

sudo rpm -ivh pg cron 16-1.6.2-1.red80.x86 64.rpm
tar —xf pg partman--5.1.0.tar.gz -C /usr/pgsqgl-16/share/extension

— OCPEA OC 8 wn CYB/ PostgreSQL 17:

sudo rpm -ivh pg cron 17-1.6.3-1.red80.x86 64.rpm
tar —xf pg partman--5.1.0.tar.gz -C /usr/pgsqgl-16/share/extension

— OCPEL OC 8 n CYB/ Postgres Pro 16:

sudo rpm -ivh pg cron lépro-std-1.6.2-1.redos7.x86 64.rpm
tar —-xf pg partman--5.1.0.tar.gz -C /opt/pgpro/std-16/share/extension

— OCPEA OC 8 1 CYB/ Postgres Pro 17:

sudo rpm -ivh pg cron l7pro-std-1.6.3-1.redos7.x86 64.rpm
tar —xf pg partman--5.1.0.tar.gz -C /opt/pgpro/std-16/share/extension

— OC Astra Linux SE 1.7 n CYb/ PostgreSQL 14:

sudo rpm -ivh pg-cron 1.6.2 14 smolensk.amd64.deb
tar —xf pg partman--5.1.0.tar.gz -C /usr/pgsqgl-14/share/extension
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— OC Astra Linux SE 1.7 v CYB/1 PostgreSQL 15:

sudo rpm -ivh pg-cron 1.6.2 15 smolensk.amd64.deb
tar -xf pg partman--5.1.0.tar.gz -C /usr/pgsqgl-15/share/extension

— OC Astra Linux SE 1.7 v CYB/1 PostgreSQL 16:

sudo dpkg -i pg-cron 1.6.2 16 smolensk.amd64.deb
tar -xf pg partman--5.1.0.tar.gz -C /usr/pgsqgl-16/share/extension

— OC Astra Linux SE 1.7 v CYB/1 PostgreSQL 17:

sudo dpkg -i pg-cron 1.6.3 17 smolensk.amd64.deb
tar -xf pg partman--5.1.0.tar.gz -C /usr/pgsqgl-16/share/extension

— OC Astra Linux SE 1.7 n CYB/] Postgres Pro 14 Cert:

sudo dpkg -1 pg-cron 1.6.2 pro-std-cert-14 smolensk.amd64.deb
tar -xf pg partman--5.1.0.tar.gz -C /opt/pgpro/std-14/share/extension

— OC Astra Linux SE 1.7 n CYB/1 Postgres Pro 15 Cert:

sudo dpkg -1 pg-cron 1.6.2 15 smolensk-pro-std-cert.amd64.deb
tar -xf pg partman--5.1.0.tar.gz -C /opt/pgpro/std-15/share/extension

— OC Astra Linux SE 1.7 n CYB/] Postgres Pro 16 Cert:

sudo dpkg -i pg-cron 1.6.2 16 smolensk-pro-std-cert.amd64.deb
tar —xf pg partman--5.1.0.tar.gz -C /opt/pgpro/std-15/share/extension

— OC Astra Linux SE 1.8 n CYB/, PostgreSQL 16:

sudo rpm -ivh pg-cron 1.6.2 16 smolensk.amd64.deb
tar —-xf pg partman--5.1.0.tar.gz -C /usr/pgsqgl-16/share/extension

— OC Astra Linux SE 1.8 n CYB/], PostgreSQL 17:

sudo rpm -ivh pg-cron 1.6.3 17 smolensk.amd64.deb
tar —xf pg partman--5.1.0.tar.gz -C /usr/pgsqgl-16/share/extension

— OC Astra Linux SE 1.8 n CYb/l Postgres Pro 16 Cert:

sudo rpm -ivh pg-cron 1.6.2 16 smolensk-pro-std-cert.amd64.deb
tar —xf pg partman--5.1.0.tar.gz -C /opt/pgpro/std-16/share/extension

— OC Astra Linux SE 1.8 n CYb/l Postgres Pro 17 Cert:

sudo rpm -ivh pg-cron 1.6.3 17 smolensk-pro-std-cert.amd64.deb
tar —xf pg partman--5.1.0.tar.gz -C /opt/pgpro/std-16/share/extension
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— OC Ubuntu Bepcumn 22.04 n CYB/[, PostgreSQL 14:

sudo rpm -ivh postgresgl-14-cron-1.6.2-1.jammy.amd64.deb
tar -xf pg partman--5.1.0.tar.gz -C /usr/share/postgresql/l4/extension

— OC Ubuntu Bepcumn 22.04 n CYB/A, PostgreSQL 15:

sudo rpm -ivh postgresgl-15-cron-1.6.2-1.jammy.amd64.deb
tar -xf pg partman--5.1.0.tar.gz -C /usr/share/postgresql/15/extension

— OC Ubuntu Bepcumn 22.04 n CYB/[, PostgreSQL 16:

sudo rpm -ivh postgresgl-16-cron-1.6.2-1.jammy.amd64.deb
tar -xf pg partman--5.1.0.tar.gz -C /usr/share/postgresql/l6/extension

— OC Ubuntu Bepcumn 22.04 n CYB/M, PostgreSQL 17:

sudo rpm -ivh postgresgl-17-cron-1.6.3-1.jammy.amd64.deb
tar -xf pg partman--5.1.0.tar.gz -C /usr/share/postgresql/l6/extension

— OC Ubuntu Bepcumn 22.04 n CYB/] Postgres Pro 16:

sudo rpm -ivh postgresgl-l6pro-cron-1.6.2-1.jammy.amd64.deb
tar -xf pg partman--5.1.0.tar.gz -C /opt/pgpro/std-16/share/extension

— OC Ubuntu Bepcumn 22.04 n CYB/] Postgres Pro 17:

sudo rpm -ivh postgresqgl-1l7pro-cron-1.6.3-1.jammy.amd64.deb
tar —-xf pg partman--5.1.0.tar.gz -C /opt/pgpro/std-16/share/extension

— OC Ubuntu Bepcumn 24.04 n CYB/[, PostgreSQL 16:

sudo rpm -ivh postgresgl-l6-cron 1.6.5-1.pgdg24.04+1 amd64.deb
tar —xf pg partman--5.1.0.tar.gz -C /usr/share/postgresgl/l6/extension

— OC Ubuntu Bepcumn 24.04 n CYB/M, PostgreSQL 17:

sudo rpm -ivh postgresqgl-17-cron-1.6.3-1.noble.amd64.deb
tar —xf pg partman--5.1.0.tar.gz -C /usr/share/postgresgl/l6/extension

— OC Debian Bepcun 11 1 CYB/ PostgreSQL 14:

sudo rpm -ivh postgresgl-1l4-cron-1.6.2-1.bullseye.amd64.deb
tar —xf pg partman--5.1.0.tar.gz -C /usr/share/postgresqgl/l4/extension

— OC Debian Bepcun 11 1 CYBA PostgreSQL 15:

sudo rpm -ivh postgresgl-15-cron-1.6.2-1.bullseye.amd64.deb
tar —xf pg partman--5.1.0.tar.gz -C /usr/share/postgresgl/15/extension
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— OC Debian Bepcun 11 1 CYB/1 PostgreSQL 16:

sudo rpm -ivh postgresgl-16-cron-1.6.2-1.bullseye.amd64.deb
tar -xf pg partman--5.1.0.tar.gz -C /usr/share/postgresql/l6/extension

— OC Debian Bepcun 12 1 CYB/1 PostgreSQL 14:

sudo rpm -ivh postgresgl-1l4-cron-1.6.2-1.bookworm.amd64.deb
tar -xf pg partman--5.1.0.tar.gz -C /usr/share/postgresqgl/1l4/extension

— OC Debian Bepcun 12 1 CYB/ PostgreSQL 15:

sudo rpm -ivh postgresgl-15-cron-1.6.2-1.bookworm.amd64.deb
tar -xf pg partman--5.1.0.tar.gz -C /usr/share/postgresql/15/extension

— OC Debian Bepcun 12 1 CYB/ PostgreSQL 16:

sudo rpm -ivh postgresgl-16-cron-1.6.2-1.bookworm.amd64.deb
tar -xf pg partman--5.1.0.tar.gz -C /usr/share/postgresql/l6/extension

— OC Debian Bepcun 12 1 CYB/1 PostgreSQL 17:

sudo rpm -ivh postgresgl-17-cron-1.6.3-1.bookworm.amd64.deb
tar -xf pg partman--5.1.0.tar.gz -C /usr/share/postgresql/l6/extension

— OC Debian Bepcun 12 1 CYB/ Postgres Pro 16:

sudo rpm -ivh postgresqgl-l6pro-cron-1.6.2-1.bookworm.amd64.deb
tar —-xf pg partman--5.1.0.tar.gz -C /opt/pgpro/std-16/share/extension

— OC Debian Bepcun 12 1 CYB/ Postgres Pro 17:

sudo rpm -ivh postgresqgl-17pro-cron-1.6.3-1.bookworm.amd64.deb
tar —-xf pg partman--5.1.0.tar.gz -C /opt/pgpro/std-16/share/extension

— Platform V SberLinux OS Server 9.1 n CYB/, Platform V Pangolin DB 6:

tar —xf pg partman--5.2.4.tar.gz -C /usr/pangolin/share/extension

YKa3zaHHble RPM-nakeTbl 1 apxmBbl HaxoaATcA Ha DVD ¢ 3arpy3o4yHbIMM MOAYNAMM
rnro B apxuse /server/install-infra.tar.gz/install-
infra/binary/postgresqgl/.

3.12.7. Nepe3anyctmTtb cepsuc CYB/ B cooTBETCTBMM C AOKYMeHTaumen Ha CYB/.
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4. YMPAB/TEHUE KOMIMOHEHTAMU CPEABI PYHKUMOHUPOBAHWA
MMNoO, UHPPACTPYKTYPHbIMU KOMIMNOHEHTAMMW MMNO, CEPBUCAMMU,
HACTPOMKAMW CEPBMCOB M NMOACUCTEM

4.1. YnpaBneHne  KOMNOHeHTamu  cpeapl  ¢yHKUMOHMpoBaHma  TMNO  u

NMHPPACTPYKTYPHbIMM KOMNOHeHTamu MMO

YnpasneHue KOMMNOHEeHTaMu cpeabl dYHUNOHMpPOBAHMA rnro 7
MHOPACTPYKTYPHbIMM KOMNOHeHTaMK MO 3aKknto4aeTca B UX YCTaHOBKe, 0OHOBIEHUM U
yAaNleHUU U OCYLLeCTBAAETCA C MOMOLLbIO CKpUNTa deploy-infra.sh W3 KaTanora
install-<Bepcusa [IIO>, CO34aHHOIO Ha 3Tane pa3BepTbiBaHWA ynpasaatlowen IBM
(noapasgen 3.3).

dopmaT KOMaHAbl YyNpaBAeHMA CepBUCAMIN MMEET CAeayoWmniA BUA,:

ANSIBLE USER="<umsa nosps3oBarens>" ./deploy-infra.sh <napamerper>

OnwucaHne MNapameTpoB KOMaH/Abl YNpPaBJAEHUNA:

1) <mMma nomesoBaTens>

B napameTpe yKa3blBaeTCA MMA NMPUBUAETMPOBAHHOIO sudo-noab30BaTendA, Noj
KOTOpbIM HacTpoeH SSH goctyn K cepBepam MPUAOXKeHun, cepsepam bl U KOHTEHT-
cepsepam;

2)-A, --action

[laHHbIK nNapameTp 3a4aeT AeNCTBME, KOTOpoe HeobXOAMMO  BbIMOJHUTD.
MNepeyeHb AO0OMNYCTUMbIX AEUCTBMA M COOTBETCTBYHOLIME WM 3HAYeHMA MapamMeTpa

npueeaeHbl B Tabanue (Tabanua 30).

Tabnunua 30
3HayeHWe napameTpa «--action» Hencrene
deploy YcTaHOBKa
start 3anyck
stop OcTaHOBKa
flush_all yﬂ‘aneHme
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Mo ymonyaHuio napameTp (ecam He 3a4aHO MHOE 3Ha4YeHWe) MMeeT 3HayeHue
deploy;
3)-c, --components
[aHHbIK napameTp 3aZaeT KOMMOHeHT cpeabl dyHKumoHmposaHuma MMO maum
MHOPACTPYKTYPHbIM KomnoHeHT [MO, ana KoTtoporo 6OyaeT BbINOJHEHA KOMaHAA

ynpasaeHna n MOXeET NPUHMMaTb Cieayrone 3Ha4eHnA:

— dnsmasqg;

— nginx;

— consul;

— consul-content;
— consul-template;
— redpanda;

— valkey;

— ocs-user;

— db;

— syncthing.

B AaHHOM NnapaMeTpe MOXET 3a4aBaTbCA CMUCOK NMNOACUCTEM, HallpMUmMmep:

--components dnsmasq, nginx

Mo ymonyaHuio (ecanm napameTp Ha 3a4aH) KomaHaa ynpasneHus 6byaet
NPUMeEHEHa KO BCEM KOMMOHEHTaM;

4) -d, --database

MepeyeHb  AOMNYCTUMbIX  3HA4YeHW MNapameTpa nNpuBedeH B  Tabauue
(cm. Tabnumua 14).

Mo ymonyaHuto (ecnm napameTp He 3adaH) OyaeT MCMNoib30BaTbCA 3HAYEHMUE,
3aZlaHHOe B napametpe pg version KOHOUIYpPaLMOHHOTO daina
config/vars/ vars.yml.

Mpu otcyTtctBumn CYB/Jl B nepeyHe KOMMOHEHTOB (MapameTp --components)

3Ha4YeHne JaHHOro napameTpa byaeT UTHOPUPOBATLCS;
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5) --skip-database

ﬂpl/l HaaM4YUM AaHHOTO NapaMeTpa CyE,ﬂ, Heé YCTAaHaBJ/IMBAETCA,

6) -1, --limit

,D,aHHbW] MnapamMeTp 3a4aeT nepedyeHb XOCTOB, A/1d KOTOPbIX 6y,£|,eT BbIMOJ/IHEHA

KOMaHAa ynpaBaeHna, Hanpumep:

--limit exampleOl.omp,example02.omp

Mo ymonyaHuio (ecnn napameTp Ha 3a4aH) KomaHaa ynpasneHus 6Oyaet
NPMMEHEHA KO BCEM XOCTaM COMNaCHO MHBEHTAPHOMY danly inventories/hosts.yml;

7) -x, --extra-vars

B LOaHHOM napameTpe nepefardTCA BHELWHWME MepemMeHHble A8 CKPUMNTOB
pa3sepTbiBaHKA. B 110 ncnonb3yoTca caedytoume BHEWHME NepeMeHHble:

— pg uninstall delete data=true — CAYXKUT AONA yAa/l€HUA AaHHbIX MPpU
yvaoaneHun CYB/[ PostgreSQL;

8) --force-infra-install

®dnar cAyKUT ANA  ynpaBAeHUs MNPUHYAUTENbHOW MOBTOPHOM YCTAHOBKOWM
KOMMOHEHTOB cpeabl GYHKLUMOHMPOBAHMUA U MHPPACTPYKTYPHbIX KomnoHeHTos MO, B
C/ly4anx, Koraa Bepcua KOMMNOHEHTOB HE M3MEHWAACb U MOXKET NPUHMMATbL CaeaytoLine
3HaYeHUs:

— false — NOBTOpPHAaA YCTAHOBKA KOMMOHEHTOB TOM e BEPCUM BbINOJIHEHA He
byaer;

— true — OyAeT BbINONHEHA NOBTOPHAA YCTaHOBKA KOMMNOHEHTOB HE3AaBMCUMO OT
TOr0 U3MEHMNAChb BEPCUSA UM HET.

Mo ymonyaHuto (ecnu dnar He 3aaaH) Gaar UMeeT 3HaYeHme true,

9)-e, --env

[aHHbIM NapameTp 3a4aeT OKPY)KeHMe, A8 KOTOPOro HeobXoAMMO BbIMOAHUTH
HACTPOMKY M YCTAaHOBKY KOMMOHEHTOB. bonee noapobHaa MHPoOpMaLMA MO HACTPOMKe

MMO gna yCTaHOBKM ero Ha pas/indHble OKpy*KeHuAa npmueegeHa s n. 3.10.15;
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10) --help
BbiBOA, CNPaBOYHOM MHPOPMALMN.
Mpumepbl KOMaHA, ynpaBaeHuA:

1) YcTaHOBKa MM 0OHOB/IEHME BCEX KOMMOHEHTOB:

ANSIBLE USER="omp" ./deploy-infra.sh --database 12

2) YcTaHoBKa uan obHoBnaeHme Nginx Ha XocTe ocs-app.local:

ANSIBLE USER="omp" ./deploy-infra.sh --components nginx --limit ocs-
app.local

3) YoaneHue Nginx:

ANSIBLE USER="omp" ./deploy-infra.sh --components nginx --action
flush all

4)YnaneHnune CYB/l PostgreSQL (c yaaneHnem AaHHbIX):

ANSIBLE USER="<mmsa nojbs3oBaTens>" ./deploy-infra.sh --components db -
—action flush all --extra-vars "pg uninstall delete data=true"

5) NMonyyeHne cnpaBo4YHOM MHPOPMALMN:

./deploy-infra.sh --help

4.2. YnpasneHue cepsucamm MO

YnpasneHue cepsucamm MO 3akno4aeTca B UX YCTAaHOBKE, 3aMyCKe, OCTAHOBKE,
nepesanycke, M3MeHEeHUN HACTPOEK M OCYLLECTBAAETCA C MOMOLLbIO CKpMNTa deploy-
ac.sh W3 KaTanora install-<eepcus IIIO>, CO3[aHHOIO Ha 3Tane pa3BepTbiBaHMUA
ynpasaaiower 9BM (noapasgen 3.3).

dopmaTt KOMaHZbl ynpaBaeHUa cepBncamm MMeeT caeayoumin Bua;

ANSIBLE USER="<uma nosbpszoBaTena>" ./deploy-ac.sh <napameTpsr>

OnuncaHne NnapaMeTpPoOB KOMaHAbl yNpaBaAeHNs:

1) <uma nonbpzoBaTeNA>
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B napameTtpe yKasblBaeTcs MMA NPUBMAETMPOBAHHOIO sudo-noib30BaTensa, Noa
KOTOPbIM HacTpoeH SSH aocTyn K cepBepam MNpUAOXKeHWin, cepsepam B M KOHTEHT-
cepBepam;

2) —s, --subsystems

[aHHbIM NapameTp 3aZaeT NoACUCTEMY, ANA KOTOPOM ByaeT BbiNosHEHA KOMaHAa
yMNpaBAeHWA, U MOXKET NPUHUMATb Cheaytolwme 3Ha4YeHUA:

— auth (ons MNB);

— appstore (ana NMM);

— emm (ana NY);

— mt (ana NYT);

— push (ans NCY);

— cdn (ans CDN);

— pkgrepo (a8 NOOC).

B AaHHOM MapameTpe MOXKeT 3a[aBaTbCA CMUCOK NOACUCTEM, HAaNpUMep:

--subsystems auth, appstore, pkgrepo, emm,mt, cdn, push

o YMOJTHaHUIO MapaMeTp (ecnm NMHOE 3Ha4YeHNE HE 3ap,aHo) MMeeT 3Ha4YeHne:

—--subsystems auth, appstore, pkgrepo, emm, mt, push

3) —a, —--apps
[laHHbIM napameTp 3aJaeT nepedyeHb CEPBUCOB, A1 KOTOPbIX OyAeT BbiNOJHEHA

KOMaHAa ynpasaeHuAa. Hanpumep:

-—apps ocs—auth-adminconsole-ui, ocs-appstore-adminconsole-ui

Ecan HeobxoAMMO BbIMOAHUTL KOMaHAy cpasy A4 BCEX CEPBMCOB MOACUCTEMBI,
notTpebyeTca MNepevyncinTb 4Yepes 3anATyio BCe CEepBUCHI MOACUCTEMbI MO0 3a4aTb

3Ha4YeHne napameTpa:

-—apps all
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Mo ymonyaHuto napameTp (ecm MHoe 3HayeHue He 331aH0) MMeeT 3HayeHne all.

B cnydyae ecnu 3afaHHble B napameTpe --apps CEPBUCbI HE COOTBETCTBYHOT
3a/laHHbIM B NapameTpe --subsystems NOACUCTEMAM, YNPABAAIOLLAA KOMAHAA K TaKUM
cepBMcam NpuUMeHeHa He byaeT. Mpu 3ToM ynpasaeHue LW3aMmy A0CTyna (cepBncamm
LWNO30B [0CTyNa) OCYWECTBAAETCA B pPaMKax TOM MNOACUCTEMbI, AN KOTOPOW OHM
npeaHasHayeHbl. CocTaB noacuctem npmuseaeH B Tabaumue (Tabnnua 31).

Tabnuua 31

3Ha4yeHue napameTpa Cepsuchbl
«--subsystems» (3Ha4yeHne napameTpa «--apps»)
M6

auth ocs—-auth-admin-api-gw
ocs-auth-public-api-gw
ocs-auth-admin-cross-tenant-api-gw
ocs—-auth-server-public-proxy
ocs-auth-idp-api
ocs-auth-accounts-devices-api
ocs-auth-accounts-users-api
ocs—auth-server-admin
ocs-auth-server-public
ocs-auth-audit-api
ocs—-auth-subsystems-api
ocs—-auth-config-api
ocs—auth-adminconsole-ui
ocs—-auth-idp-ui

LY
appstore ocs—appstore—-applications-api
ocs—-appstore-settings-api
ocs-appstore-adminconsole-ui
ocs—-appstore-devconsole-ui
ocs—appstore-admin-api-gw
ocs—-appstore-client-api-gw
ocs—-appstore-dev-api-gw
ocs-appstore-egress-api-gw

ny
emm ocs—-emm-applications-api
ocs-emm-dispatcher-api
ocs-emm-devices-api
ocs—-emm-state-manager-api
ocs—-emm-enrollments-api
ocs-emm-policies-api
ocs—-emm-users-api
ocs—-emm-journal-api
ocs—-emm-jobs-api
ocs-emm-locations-api
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3Ha4yeHue napameTpa
«--subsystems»

Cepsuceol
(3Ha4yeHwue napameTpa «--apps»)

ocs-emm-admin-api-gw

ocs—-emm-device-api-gw

ocs-emm-egress-api-gw

nyT

mt

ocs-mt-tenants-api

ocs-mt-organizations-api

ocs-mt-admin-api-gw

ocs-mt-egress-api-gw

Mcy

push

ocs-push-main-api

ocs-push-transport

ocs-push-admin-api-gw

ocs-push-public-api-gw

ocs-push-egress—-api-gw

MOOC

pkgrepo

ocs-pkgrepo-pkg-repo-api

ocs-pkgrepo-device-api-gw

ocs-pkgrepo-admin-api-gw

ocs-pkgrepo-egress—-api-gw

CDN

cdn

ocs-cdn-admin-api-gw

ocs-cdn-mobile-api-gw

4) -p, --action

[aHHbIW  nNapameTp 3adaeT [AencTBMe, KoTopoe HeobxoaMMO  BbIMOAHUTL.

MepeyeHb AOONYCTUMbIX [OEMCTBMM M COOTBETCTBYIOUIME WM 3HA4YeHMA napameTpa

npueeaeHbl B Tabanue (Tabanua 32).

Tabnnua 32
3Ha4yeHume napameTpa «--action» [encTaue
deploy YCTaHOBKaA
start 3anyck
stop OcTaHOBKa
restart [Mepe3anyckK
config l3meHeHMe HacTpoeK (NepeycTaHOBKa
KoHUrypaumoHHoro daina)
flush_all yAaneHme

Mo ymon4aHMio napameTp (ecin He 3a4aHO MHOe 3HaYyeHMe) MMeeT 3HavyeHue

deploy.

BHUMAHWE! YctaHoska noacuctem (MO A0MKHA OCYWECTBAATbCA CTPOro B

cnepytoulen nocnegosatensHoctu: b6, MM, MOOC, MY, NYT, CDN, MNCY;
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5) -C, --clients
[JaHHbln napameTtp 3agaeT OIDC KAMEHTOB, ANA KOTOPbIX OyAeT BbIMOAHEHa
KOMaHAa ynpaBaeHua.

Hanpumep:

--clients auth-admin-console, aps-admin-console

Mpn HEobXxoAMMOCTU BbINOAHUTL KOMaHay cpasy ana Bcex OIDC KaneHToB
notpebyetca nepedyncantb Yepes 3anaTyto Bce OIDC KaneHTbl NMbBO 3a4aTb 3HAYEHMe

napameTpa:

—--clients all

o ymon4yaHuto NnapameTp (ecam He 3a4aHO MHOE 3HAYeHME) MMeeT 3HavyeHne all;

6) -d, --database

[aHHbln napameTp 3agaeT CYB/, KoTopas ycTaHoBAeHa Ha cepBepe b/. MNepeyeHb
NOMNYCTUMbIX 3HAaYeHWIM NapameTpa npueeaeH B Tabauue (cm. Tabanua 14).

Hanpumep:

-—-database 12

Mo ymonyaHuto (ecnu napameTp He 3adaH) OyaeT MCNoib30BaTbCA 3HAYEHMUE,
3aZlaHHOe B napametpe pg version KOHOUIYypaLMOHHOTO danna
config/vars/ vars.yml,

7)-e, --env

[laHHbIM NapaMeTp 33aeT OKPYXKeHMe, AN KOTOPOro HeobXxoAMMO BbINMOIHUTL
HacTponKy u yctaHoBky [1M0O. bonee nogpobHas nHPopmauma no HacTpomke MNMO ans
YCTAHOBKM €ro Ha pas/indHble OKpy*KeHuA npmeedeHa 8 n. 3.10.15;

8) --help

BbiBOA, CMPaBOYHON MHDOPMaLMN.

[MpMMepbl KOMaHA yNpaBaeHUA:

1) OcTaHoBKa Bcex cepaucos MM:

ANSIBLE USER="omp" ./deploy-ac.sh --action stop




207
AOMI.20134-0191 01
2)3anycKk CepBUCOB ocs-appstore-applications-api W ocs-appstore-

adminconsole [1M:

ANSIBLE USER="omp" ./deploy-ac.sh --subsystems appstore --apps ocs-
appstore-applications—-api,ocs—-appstore-adminconsole --action start

3) MonyyeHne cnpaBo4YHON MHPOPMALMM:

./deploy-ac.sh --help

4.3. YnpaBneHue HacTpokamu cepsumcos un noacucrem MO
YnpaBneHune HacTpolkamm cepsmncos n noacuctem MO mMoXKeT oCyLLecTBAATLCA
2 cnocobamu.

4.3.1. Cnocob 1 (pekomeHayembii)

4.3.1.1. 3apaTtb Tpebyemble 3Ha4YEeHUA NAapPaMeTPoB B KOHPUIYPaALMOHHbLIX dalnax
cueHapues yctaHoBku 110 n noacuctem [1M10.

4.3.1.2. TlepeycTaHOBUTb KOHOUTYPALIMOHHbIE hai/ibl C MOMOLLLIO KOMaHAbI:

ANSIBLE USER="<mmsa nojyb3oBaTens>" ./deploy-ac.sh --action config

MoapobHoe onncaHMe NnapameTpoB 3anycka CKpUNTa deploy-ac.sh NPUBEAEHO B

noapasaene 4.2.

4.3.2. Cnocob 2

4.3.2.1. 3apaTb Tpebyemble 3HaYEHUA NaPamMeTpPoB B KOHOUIYpPaLMOHHbIX dainnax
cepsmcoB u noacuctem [1MO. OnucaHne napaMeTpoB KOHOUIypauUMOHHbIX dainnos
cueHapues ycTtaHoBKKM noacuctem MIMO npueeaeHo B pasaene 13.

4.3.2.2. MNepe3sanyctnuTb Tpebyemble CepPBUCHI C MOMOLLLbIO KOMaHAbI:

ANSIBLE USER="<muma nojbp3oBaTena>" ./deploy-ac.sh —--subsystems
<UOeHTUOUKATOP [NOACUCTEME> ——-apps <IIE€pedueHb CEePBUCOB IIOACUCTEMB> —-—
action restart

MoapobHOoe onucaHMe napaMeTpoB 3amMycka Cckpunta deploy-ac.sh

npueeaeHo B noapasaene 4.2.
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5. PE3EPBHOE KOIMNMMPOBAHUE

BHUMAHME! MpuneeaeHHble HMKE MMeHa GallioB M KaTaNoOroB XapaKTepHbl A1s

TMNOBOro BapmaHTa yctaHoBKM MO u cpeabl dyHKUMOHMPoBaHMA MM0.
5.1. Pe3epBHOe KonNupoBaHWe nocne yctaHoBKu (0bHoBaeHus) MMNO

Mocne ycnewHon ycTaHOBKM (obHoBAeHMA) MIMNO HeobxoAMMO CO34aTb PE3EPBHYHO

KONWIO KaTanora install-<sepcus MNIO>/install-ac-mt/.

5.2. Neprognyeckoe pesepBHOE KONMPOBaHWE M Pe3epBHOE KOMMPOBaHWE nepes,

YCTaHOBKOW OOHOBNEHWM

MepuoanYHOCTL  PEe3epBHOrO0  KOMMPOBAHWA  onpeaenseTca  pernameHTamu
9KCMAYaTMPYIOLLEM opraHn3aLumm.

Mepuoamnyeckoe pes3epBHOE KOMMPOBAHME M pe3epBHOE KOMMpoBaHMe nepeq,
YCTaHOBKOWM OOHOBNEHWNI BbINONHAETCA B MPUBEAEHHOM HMXKE NOCNeA0BaTENBHOCTMY.

MoapobHaa wnHPopmauma ob ocobeHHOCTAX pe3epBHOro kKonuposaHusa [0
npuBeaeHa B  [OKyMeHTe «PeKomeHZauuu Mo  pPe3epBHOMY  KOMMPOBAHMIO»

AOMTI.20134-01 91 02.
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6. OBHOBJ/IEHWNE MMNO U OC ABPOPA

6.1. Nopapok obHoBNEHMA

O6HosneHue MMO go Tpebyemoit BEPCMN BO3IMOMKHO TONIbKO C BEPCUIM, YKa3aHHbIX

B Tabamue (Tabaumua 33).

Tabnunua 33
Tpebyemas Bepcua PaHee ycTaHOB/1EHHAA BepcUA
2.2.0 2.1.3*
2.2.1* 2.1.3%,2.2.0
2.2.2* 2.1.3%,2.2.0,2.2.1*
2.3.0 2.2.2*
2.4.0 2.2.2%,2.3.0
2.5.0 2.2.2%,23.0,24.0
2.5.1* 2.2.2*,2.3.0,2.4.0,25.0
3.0.0 2.5.1*
3.0.1 2.5.1%,3.0.0
3.1.0 2.5.1%,3.0.1
3.1.1* 2.5.1%,3.0.1,3.1.0
3.1.2* 2.5.1%,3.1.0,3.1.1*
3.2.0 3.1.0,3.1.2*
4.0.0* 3.1.2%,3.2.0
4.1.0* 3.1.2*,4.0.0*
5.0.0* 3.2.0,4.0.0%, 4.1.0*
5.1.0* 4.1.0*, 5.0.0*
5.2.0 4.1.0* 5.0.0*%, 5.1.0*
5.3.0* 4.1.0* 5.0.0*%, 5.1.0*%,5.2.0
5.4.0 5.0.0%,5.1.0%, 5.2.0, 5.3.0*
54.1 5.0.0*,5.1.0%,5.2.0,5.3.0%,5.4.0
5.4.2 540,541
5.4.3* 5.3.0%,54.1,54.2
5.5.0* 5.3.0%,54.1,54.2,54.3*
5.6.0* 54.1,54.2,54.3% 55.0*

* —Bepcun MNO, npoweawmne ceptudnkaumio 8 PCTIK Poccun,
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6.2. ObHoBNEeHMe cepBepa npunoxeHnt MMNO

BHUMAHWE! Ona yctaHoBKkM obHOoBAeHMA MO KonmyecTtBo cBOHOAHOIrO MecTa Ha
ecTKkom amcke cepsepa b/l Mb 4onkHO bbITb HE MeHbLUEe, Yem pa3mep camor B MNB. Mpwu
HeAO0CTAaTOYHOM KoAmyecTBe CBODOOAHOrO MeCTa Ha XEeCTKOM AWCKe ero Heobxoammo
yBeNMUnTb. MMpoaonKntenbHoCcTb npouecca ob6HosneHna MNMO 3aBUCKT OT pasmepa b/l 1
MOXeT 3aHATb A/IMTeNIbHOE BPeEMA.

Ona obHoBneHnsa cepsepa npuaoxKeHun [MNO  HeobXxoAMMO  BbINONHUTL
OMMUCaAHHbIE HMXE AENCTBUA:

6.2.1. Co3gaTb pe3epBHYHO KONMKo AaHHbIX, [0 M  KOMMNOHEHTOB cpeapbl
OYHKLUMOHMPOBAHMA B COOTBETCTBMM C Pa3AeioM 5.

6.2.2. CkonnpoBaTb Ha ynpasastowyto IBM apxme ¢ HoBou Bepcuen MMO un
pacrnakoBaTb ero B cootseTcTamm c n. 3.3.4—3.3.5.

6.2.3. O6HOBUTbL Ha ynpasaatouer IBM nakeTbl B cooTBeTCTBUM C M. 3.3.7.

6.2.4. HacTpouTb KOMMOHEHTbI cpedbl ¢GyHKUMOHMpoBaHmua MMO u MMO B
COOTBETCTBMM C NoApasaenom 3.5.

BHUMAHUE! KoHdurypaumoHHble dannbl B 3aBuckMmoctn oT Bepcun [0
PA3/1MYatOTCA, NOITOMY KOMMUPOBAHME MUX MAPAMETPOB OCYLLECTBAAETCA BPYUHY!O.

6.2.5. O6HoBneHne CYB/[ PostgreSQL 14/15/16 no HOBOW cTapliei Bepcum®®
(major version) HeEOBXOAMMO OCyLLECTBAATL B cooTBeTCTBMM ¢ /1 Ha CYB/. MepeyeHb
noaaeprkmnsaemoix sepcuin CYb/ npueeneH s n. 1.4.2.

6.2.6. YCTaHOBUTb KOMMOHEHTHI cpedpl OYHKLUMOHMPOBAHMA rnro n
MHOPACTPYKTYPHbIE KOMNOHeHTbI MO B cooTBeTcTBUM C 1. 3.6.1.

6.2.7. YctaHoBuTb [MMO B cooTBeTcTBMM C N. 3.6.2.

6.2.8. OnosectnTb nonb3osBaTenek MMNO o HeobXoAMMOCTM OYUCTUTL K3LWL M cookies
Beb-6bpay3epa. MHaye npu  OTKpbITUM  UMHTepdernca [MMNO  byaet  owwmbKa

HTTP ERROR 400.

15 CornacHo cneumdmkaumm SemVer 2.0.0.
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MPUMEYAHMUE. B chyyae, ecnm B npouecce obHoBneHma MMNO BO3HMKAET ownbKa,
CBA3aHHaA C NgiNxX-NakeTamu, TO PEKOMEHAYETCA BbIMONHUTL CAeaytolimne AeNCTBUA:

— YAa/nNTb consul template BbINONHWB:

ANSIBLE USER=omp ./deploy-infra.sh -c consul-template -A flush all

— YAaanTb nginx BbIMO/HNB:

ANSIBLE USER=omp ./deploy-infra.sh -c nginx -A flush all

— OYMUCTUTb MaKeTbl nginx C NOMOLLbHO KOMaHAbI:

sudo apt remove --purge nginx nginx-common

— MOBTOPHO YCTaHOBUTb nginx BbINO/IHWB:

ANSIBLE USER=omp ./deploy-infra.sh -c nginx -A deploy

— 3aTeM YyCTaHOBUTb KOMMOHeHTbI [0 noovepeAHO BbIMOJHMB:

ANSIBLE USER=omp ./deploy-infra.sh -A deploy
ANSIBLE USER=omp ./deploy-ac.sh -A deploy

— MPOBEPUTb CTaTyCbl health-check MCNOb3Ys KOMaHAY:

sudo /usr/bin/consul service health check.sh | grep -v 200

MPUMEYAHUE. Mocne obHoBNeHUA cepBepa NpunoxeHun MNMO pekomeHayeTcA
0OHOBUTbL MOBOUAbHOE NpuioKeHWe «ABpopa MapKeT» B COOTBETCTBUM C AOKYMEHTOM
«PykoBoACTBO nosib3oBatenda. Yactb 6. [lpunoxeHune «Aspopa Mapket» A4NA
onepaumoHHoM cuctembl Apopa» AAMI.20134-01 90 01-6 n npunoxkeHue «ABpopa
LleHTp» B COOTBETCTBMM C [AOKYMEeHTOM «PYyKOBOACTBO MO/ib30BaTenda. Yactb 7.
MNpunoxeHune «ABpopa UeHTp»  AnAa onepaumMoHHOM CUCTEeMBI ABpopa»

AOMT.20134-01 90 01-7.

6.3. O6bHoBneHne OC ABpopa ¢ nomoLLbto MY

BHUMAHMUE! Mocne obHosneHus MMMNO pekomeHAyeTCA BbINOJHUTL HACTPOMKM
BHellHero 6anaHcMpoBLLMKa B cooTBeTcTBMM C . 2.1.3.

O6HoBneHne OC ABpopa BbINONHAETCA B CAeAYOWEeN Nocef0BaTeIbHOCTH:
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6.3.1. O6HOBUTL cepBep NpunoxeHuit MMNO B cOOTBETCTBMM € Noapasaenom 6.1.

6.3.2. 3arpy3nTb B ¢parnosoe xpaHuaunwe NOOC nakeTbl Tpebyemon Bepcun OC B
cooTBeTcTBMM € n. 3.8.3.

6.3.3. O6HoBUTL OC ABpoOpa A0 Tpebyemon BepchM Ha TECTOBOW rpynne yCTPOMCTB
C Ue/nbld  MPOBEPKM  KOPPEKTHOCTM  OOHOBAEHMA  C  MOMOLWbBK  MOJIUTUKM
«MpunoxeHna/YctaHoBuTb Bepcuto OC». TNopaaok paboTbl ¢ NOAUTUKAMKU U TPYNNamM
YCTPOWCTB NpuBeAeH B AOKYMeHTe «PyKOBOACTBO Monb3osaTtena. Yactb 3. MMoacucrema
Mnatdopma ynpasneHuma» AAMI.20134-01 90 01-3.

6.3.4. Ybeantbca, 4TO MOCNE OKOHYaHWA, 33a[aHHOrO B MpaBuae BPEMEHHOrO
WHTepBasa OOHOBNEHMA B KApTOYKe KaXAOro YCTPOWCTBA W3 TECTOBOW rpynmbl
oTobparkaetcs Tpebyeman Bepcma OC Apopa.

6.3.5. O6HOBUTL NpunoxkeHna MMNO Ha TeCToBOW rpynne YyCTPOMCTB B COOTBETCTBUM
C LOKYMEHTOM «PyKOBOACTBO No/b30BaTena. Hacte /. [NpunoxeHne «Aspopa LleHTp» ana
onepaumoHHom cuctembl Aspopa» AAMI.20134-01 90 01-7.

6.3.6. BbinonHWTL 06HOBAEHME aHANOrMYHBIM 0BPA30OM A1A OCTalbHbIX YCTPOMCTB

nocne ycnewHoro obHosneHmna OC ABpopa 1 NPUNOKEHUI Ha TECTOBOW rpynne yCTPOMUCTB.
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7. YOANEHVE NNO

Ons yoanenua MNMO HeobxoAMMO BbINOAHUTL CAeayolme AeNCTBUA:
7.1. TlepenTun B KaTanor co cueHapuammn yctaHoskm MIM10.

7.2. Ypanutb [1MNO ¢ nomoubo KoMmaHabl:

ANSIBLE USER="<umsa nojbs3oBaTens>" ./deploy-ac.sh --action flush all

MoapobHoe onmncaHne NapameTpoB 3aMycKa CKpMNTa deploy-ac.sh NPUBEAEHO B
noapasaene 4.2.

7.3. YOanuTb KOMMNOHEHTbI cpeabl GyHKLUMoHMpoBaHMA MMNO 1 MHGPaACTPYKTYpPHbIE
KOMMNOHEHTbI [0 ¢ NOMOLLBIO KOMAHAbI:

— 6e3 yganeHuna aaHHbIX, xpaHauwmxca 8 CYB/ PostgreSQL:

ANSIBLE USER="<mma nosmebzoBatTens>" ./deploy-infra.sh --action flush all

— CyAdaneHnem AaHHblX, XpaHawmxca 8 CYB/L PostgreSQL:

ANSIBLE USER="<mma noseszoBaTensa>" ./deploy-infra.sh --action flush all
--extra-vars "pg uninstall delete data=true"

MoapobHoe onucaHMe napameTpPoB 3anycka CcKpunTa deploy-infra.sh

npueeneHo B noapasaene 4.1.
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8. BAPUAHTbI YCTAHOBKW MNCY

8.1. YctaHosBKa NCY Ha oanH cepBep (xocT) ¢ apyrnmu noacuctemamu MNMNO
[aHHbIN BapnaHT ycTaHoBKM MO ocywecTBAAeTCca MO YMOTYAHUIO.
8.2. YcTaHoBKa MCY Ha oTaenbHbIi cepsep (XxocT)

3aflaHMe aZpecoB CepBepPOB (MMEH XOCTOB), Ha KOTOpble OyayT YCTaHOB/EHbI
noacuctemb! MMO, ocyuwecTBaaeTca Ha aTane Hactponku MMO (nn. 3.5.2.1). Ana Toro,
4yTOobbl ycTaHOBMTbL [ICY Ha oTAenbHbI cepBep, HEOOXOAMMO B MHBEHTApHOM daline
inventories/hosts.yml 3a4aTb afipec cepepa (MmaA XocTa), Ha KOTOPbIN HeobxoaMMOo

ycTtaHoBuTb MNCY (push), Hanpumep:

app:
hosts:
ocs—-app.local:
subsystems: auth, appstore, emm,mt, pkgrepo,
acenterapp02:
ocs-push.local: push

OnucaHue nopaaKka  3adaHWs  aapecoB B MHBEHTApHOM  dailne

inventories/hosts.yml npmusedeHo 8 n. 3.10.12.
8.3. OtaenvHan yctaHoBka NCY (ycraHoBKa 16 v MCY)

Ona otaenbHon yctaHoBKkM [ICY HeobBXOAMMO  BbIMOAHUTL  C/eAyHOLLYHO
nocneaoBaTeNbHOCTb AENCTBUM:

8.3.1. BoinosHMTL nocnefoBaTe/ibHOCTb NencTeumn, npeasycMOTPEHHYIO
noapasgenom 3.2 —n. 3.6.1.

8.3.2. YctaHoBuTb 1B 1 MCY ¢ nOMOLLBIO KOMaHAbI:

ANSIBLE USER="<uma nojb3oBaTena>" ./deploy-ac.sh —--subsystems
auth, push

8.3.3. BbinosHMTL nocnefoBaTe/IbHOCTb NencTeumn, npeasycMOTPEHHYIO

n.3.6.3-3.6.5.
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9. BAPUAHTbI YCTAHOBKWN CYB/,

9.1. HeknactepHas (standalone) yctaHoska CYB/]

B naHHOM BapuaHTe yCTaHaBAMBAETCA TONbKO oauH cepsep B. MpumeHaeTcs
TaKas yCTaHOBKa B 0AHOHOA40BOM KoHburypauum MMNO (n 2.3.2 n 2.3.3).

[na Toro, 4tobbl BbINONHUTL sStandalone ycTaHOBKY cepBepa b/l 40CTaTOYHO B
MHBEHTApPHOM ¢alne inventories/hosts.yml B nMpouecce HAaCTPOMKM KOMMOHEHTOB
cpeabl dyHKUMOHMpPOBaHMA MO M MHPpPACTPYKTYPHbIX KomnoHeHToB [MO (n. 3.5.1)

3a/aTb aipec X0CTa, Ha KOTOpbI byaeT ycTaHoBNAeH cepBep b, Hanpumep:

postgresqgl:
hosts:
ocs-db.local:

9.2. YctaHosKa CYB/] B KnacTepHOM KoHurypaumm

KnactepHaa ycTaHOBKa cepBepa bl npumeHsaeTcs B KaTacTpodOyCTOMYMBOM
KnactepHo KoHourypaumm [MNO wn npeanonaraeT yCcTaHOBKY Knactepos CYB/ B
Heckonbkux UOdax (n. 2.3.7).

BHUMAHWE! Mpwn yctaHoske MO B KNacTepHOM KOHOUTypaLUmm He AonyCcKaeTca
yCTaHaB/MBaTb cepBepbl NpunoxkeHmin MMNO n cepsepsbl b1 Ha oAgHOM XOCTe.

[Ons yctaHoBkn CYB/l B KnacTtepHol KoHdUrypaumm HeobxoamMmo B npolecce
HAaCTPOMKM KOMMOHEHTOB cpedbl GyHKUMOHMpOoBaHMA TMO ©  MHPPACTPYKTYPHbIX
KomnoHeHToB MMO (n. 3.5.1) BbINOAHUTb CAeaytoWme HaCTPOMKM:

9.2.1. B Katanore inventories CO cuUeHapuamMn yctaHoBkM [1MO co3gatb
OKPY!KEHWA A1 OCHOBHOTO (primary) M pe3epBHOro (standby) KAacTepoB C MOMOLLbHO

CNeAyroLMX KOMaHA:

mkdir -p inventories/<HasBaHME OKPYXEHMI>
cp inventories/hosts.yml inventories/<Ha3BaHue OKPYXeHUS>/
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Hanpumep:

mkdir -p inventories/ocs-primary
cp inventories/hosts.yml inventories/ocs-primary/
mkdir -p inventories/ocs-standby
cp inventories/hosts.yml inventories/ocs-standby/

MoapobHana nHpopmauma o HacTpoiKke MO Ans yCTAaHOBKM €ro Ha pas3/inyHble
OKpy*eHuAa npusegeHa s n. 3.10.15.
9.2.2. BbINONHUTb HACTPOWMKY WMHBEHTApPHOro danna hosts.yml A48 OCHOBHOIO

KnacTtepa.

Ona 3TOrO B NHBEHTAPHOM danne inventories/<HasBanue
oxpyxeHua>/hosts.yml He0bXoAMMO 3a4aTb Ceaytoline NapaMeTpbl:

— patroni cluster — Ha3BaHWe KaacTepa. HazBaHme Knactepa LO/MHKHO MMETb
CﬂeAVDUHWﬁ¢OpMaT<HasBaHme KJjacrepa>—-<TUII KnaCTepa>.TMﬂKﬂamepaﬂpﬂmeH

6bITb primary (OCHOBHON). Hanpumep:

patroni cluster: ocs-primary

— keepalived cluster vip — BUPTyanbHbiN IP-agpec (virtual IP), KOTOPbIW

byaeT NpMCBOEH akKTUBHOMY cepBepy b/l B OCHOBHOM Knactepe, Hanpumep:

keepalived cluster vip:
ocs-primary: 192.168.1.60

NMPUMEYAHUE. BupTtyanbHbin |IP-agpec wcnonb3yeTca Aaa NOAKAKYEHUS
NPUNOXKEHWI (KNMEHTOB) K akTUBHOMY cepBepy b/l.

— ajpeca XoCTOB, Ha KoTopble ByayT yCTaHOBAEHbI cepBepb! B/, Hanpumep:

postgresqgl:
hosts:
acenterdbO1:
acenterdb02:
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— ajpeca XOCTOB, Ha KoTopble ByayT ycTaHoB/MeHbl areHTbl Consul. T.K. areHTbl

Consul yctaHaBaMBatoTCs Ha cepsepbl b/l, BMECTO XOCTOB AOCTATOYHO yKas3aTb rpynny

postgresqgl:

consul agents:
children:
postgresqgl:

BHUMAHMWE! He nonyckaeTtca ycTaHOBKa areHTa 1 cepsepa Consul Ha oagHoOM xocTe.

MpuMmep MHBEHTapHOro ¢anna ANA OCHOBHOMO KaacTepa npuseaeH B ¢anne
samples/ac/inventories/hosts-patroni-two-dbnode-primary.yml.

9.2.3. BbINONHUTb HACTPOMKY MHBEHTAPHOro ¢amna hosts.yml ANA Pe3epPBHOro

(standby) knacTepa.

Ona 3TOro B MHBEHTapHOM daline inventories/<nasBanue
oxpyxeHus>/hosts.yml HEOBXOAMMO 3a4aTb CAeAyIoLLMe NapaMeTPbI:

— patroni_cluster — Ha3BaHWe Knacrtepa. Ha3BaHue KNacTtepa AO0/TKHO MMETb
cnepylouwmin GopmaT <HaszpaHME OCHOBHOTO KJlacTepa>-<Tul KJjacTepa>. [MM

Knactepa 01KeH bbiTb standby (pe3epBHbI). Hanpumep:

patroni cluster: ocs-standby

— keepalived cluster vip - BMpTyanbHble IP-agpeca (virtual IP) AAA
akTMBHOro cepsBepa b/l B ocHoBHOM KnacTtepe m ana StandBy Leader cepsepa B/l B

pe3epBHOM KnacTepe, Hanpumep:

keepalived cluster vip:
ocs-primary: 192.168.1.60
ocs-standby: 192.168.1.61

— ajpeca XOCTOB, Ha KoTopble OyayT ycTaHOBAEeHbl cepsepbl B pesepsBHOro

Knactepa, Hanpumep:
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postgresqgl:
hosts:
acenterdbll:
acenterdbl?2:

— afpeca XOCTOB, Ha KOTOpPble 6ypyT YCTaHOB/1EHbI areHTbl Consul. T.K. areHTbl

Consul yctaHaBaMBatoTcs Ha cepsepbl b/l, BMECTO XOCTOB AOCTATOYHO yKas3aTb rpynny

postgresqgl:

consul agents:
children:
postgresqgl:

BHUMAHMWE! He nonyckaeTtca ycTaHOBKa areHTa 1 cepsepa Consul Ha ogHoM xocTe.

Mpumep MHBEHTAapHOro danna Ana pPes3epBHOro Knactepa npueeaeH B dalne
samples/ac/inventories/hosts-patroni-two-dbnode-standby.yml.

9.2.4. BoinonHUTb  Apyrme  Hactporku  [MNO 1M KOMMNOHEHTOB  cpeabl
dyHKUMOHMpoBaHMA MMO B COOTBETCTBUM C NoApa3aenom 3.5.

9.2.5. BbINOAHUTb YCTAHOBKY KOMMNOHEHTOB cpeapbl PyHKLUMOHMpoBaHKMaA MMO 1 MNMNO
B COOTBETCTBMM C NOAPa3LeoM 3.6 A/1A KaXKA0ro KJacTepa, yKa3aB B KOMaHAaxX YCTaHOBKM

NyTb K MHBEHTAPHOMY daiay MM Ha3BaHME OKPYKEHUS.

[MpMmepbl KOMaHA:

— KOMaH/Aa YCTaHOBKM BCEX MaKeTOB Ha CepBepbl NPUAOKEHNN 1 cepsepbl b

ansible-playbook -i inventories/<uas3BaHue OkpyxeHus>/hosts.yml play-
managed-node-prerequisites.yml -vv -u <uMsa [OJIL30BATEJIA>

— KOMaHAa@ YCTAHOBKM KOMMOHEHTOB cpedbl GyHKUMoHMpoBaHua [MNO u

MHOPACTPYKTYPHbIX KoMnoHeHToB [0

ANSIBLE USER="<mma noseszosaTensa>" ./deploy-infra.sh --env "<uassaHme
OKpyXeHMsa>"

— KOomaHpAaa yctaHoBkM [MM10:

ANSIBLE USER="<mma nosezoBaTens>" ./deploy-ac.sh —--env "<HaszBaHue
OKpyXeHua>"
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10. YCTAHOBKA MO B KUBERNETES

10.1. MopaaoK pa3BepTbiBaHWUA U HACTPOMKMN CeEpBEPa MPUIOKEHUI

B tabnuue (Tabnuua 34) npueedeHbl MUHUMANbHbIE MPOrpPamMmMHO-annapaTHble

XapPaKTEPUCTMKN cepBepa NPUNOKEHWIA.

Tabnunua 34
Napametp - 3HayeHune .
Testing Production

[Npoueccop 2 aapa 5anep

Ob6bem onepaTMBHOM NAMATH 816 1276

Obbem KecTKoro amcka 60 6 60 6

MO ans ynpaBneHus KoHTeHepamm | Kubernetes Bepcumn 1.25 nau Bbiwe, nmbo cbopKa

oT Canonical microk8s

NMPUMEYAHUE. Kubernetes " Platform \ DropApp ABNAOTCA
B3aMMO3aMeHAEMbIMY KOMMOHEHTaAMMU.

Mpumep yctaHoBKK microk8s Ha OC Ubuntu 24.04:

10.1.1. YcTaHOBUTb Ha CepBep MPUAONKEHUI HEODXOAMMble MAKEeTbl C MOMOLLbIO

KOMaHAbl:

sudo apt update && sudo apt -y install snapd nfs-common
sudo apt install docker.io
sudo snap install microk8s -classic

NMPUMEYAHUE. YcTaHoBKa naketa nfs-common sBnaeTca obA3aTeNbHOM ANs
paboymx cepBepoB, UCMONb3YIOLWMX ceTeBoe XpaHuauuie no npotokony NFS. B cayyae
NPUMEHEHMNA aNbTePHATUBHbIX TUMOB XPaHWAMLL YCTaHOBKA AJaHHOTO NakeTa He TpebyeTcs.

10.1.2. YcTaHOBUTb Tpebyemble CMCTEMHbIE KOMMNOHEHTbI. [1as 3Toro notpebyetca
ANCK C KAMEHTCKMMW npuaoxeHuamu (bonee noapobHoe onucaHue npuBeAeHO B
noapasaen 3.3), nocne 4yero pacnakoBaTb M YCTaHOBUTb Tpebyemble NakeTbl C MOMOLLbIO

KOMaHz;:
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cd <OyTb K kKaTaJloTy>

bash installer-ac-mt.sh

cd install-<Bepcwusa IMIO>/install-ac-mt/
sudo ./cnp-system-pkgs.sh
./cnp-python-pkgs.sh

10.1.3. BKAtounTb  paclwimpeHme  hostpath-storage, Heobxoaumoe  ANs
COXPaHEeHMA AaHHbIX stateful-NPUNOKEHUN (NPUNOKEHUM, KOTOPbIM TpebyeTcs

COXpPaHATb ,EI,aHHbIe), npwn nepesarpys3ke I-(OHTel\/JIHepOB C MOMOLLbKO KOMaHAbl:

sudo microk8s enable hostpath-storage

NMPUMEYAHUE. B cnyyae oTCyTCTBMA YCTAHOB/IEHHOTO cepBepa (registry) ANA
docker images, noTpebyeTcA OCyLIECTBUTb €ro YCTaHOBKY (A4aHHaAa BO3MOMKHOCTb
npeaHasHayYeHa UCKNKYMTENBHO AN 03HAKOMUTENbHbIX Lenel). [1na aToro Heob6xoaAnMMo

BOCMO/1b30BaTbCA C/eAytoLLel KOMaHAOM:

sudo microk8s enable registry

10.1.4. BKNtounTb pacliMpeHne metallb, Heobxoanmmoe ANA AOCTyNa K CEpBMCaM

MMNO (nopTbl 80 1 8009) cHapy*Kn KnacTepa, C NOMOLLbI KOMaHAPbI:

sudo microk8s enable metallb:<gmanazoH IP-ampecoB INOICETU CepBepa
[IPUJIOXEHUI>

Hanpumep:

sudo microk8s enable metallb:10.188.25.196-10.188.25.197

MPUMEYAHWUE. Yumcno IP-aapecoB B Anana3zoHe MOXKeT ObiTb HE MeHee ABYX LITYK.
10.1.5. Y6eaunTbca, 4TO paclimMpeHma microk8s, metallb M registry yCnewHo
BK/OYEHbl M HAxoAATCA B CAWUCKE [AOCTYMHbIX (enabled) paclIMPEHW C MOMOLLbIO

KOMaHAbl:

sudo microk8s status

10.1.6. lna ypobctBa paboTtbl ¢ Kubernetes pexkomeHayeTcA YCTaHOBUTL

KOHCO/IbHbIN KANEHT k9s, a TaK*Ke kubectl C NTOMOLLbKO KOMaHA:

sudo wget
https://github.com/derailed/k9s/releases/download/v0.32.3/k9s linux am
d64.deb
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sudo dpkg -1 k9s linux amd64.deb

sudo curl -LO https://dl.k8s.io/release/ curl -LS
https://dl.k8s.io/release/stable.txt /bin/linux/amd64/kubectl
sudo chmod +x ./kubectl

sudo mv ./kubectl /usr/local/bin/kubectl

10.1.7. Ans paboTbl M3-Noa, HENPUBMAETMPOBAHHOIO NOAb30BaTENSA HEODXOAMMO

AONONHNTENBHO BbINO/THNTL ChedyoWne KOMaHAbl:

USER=<uMA [OJIb30BaTEJSg>

sudo usermod -a -G microk8s SUSER
sudo mkdir -p ~/.kube

sudo usermod -a -G docker SUSER
sudo chown -f -R SUSER ~/.kube

Ona TOro, 4toObI MNPUMMEHMAMCH HacTpokm u3 nn. 10.1.1 Heobxoanmmo
nepesarpy3ntb OC UWAM NepenoaKkNouMTbca No  Ssh K cepBepy, Ha KOTOPOM
OCYLLEeCcTBASE€TCA pa3BepTbiBaHWE. B MPOTMBHOM C/ay4ae, OMMCAHHYKD HUMKE KOMaHAy
NPUAETCA BbINONHATL NOA CyNepnoib3oBaTeNeM.

[anee BbINO/NHUTE KOMaHA4y, KOTOpaAa NpeaoCTaBuT AOCTYyN kubectl:

microk8s config > ~/.kube/config

10.2. Nopapok yctaHoBku MNMNO B Kubernetes

10.2.1. MNepenT B KaTanor CO CUEHAPUAMM YCTAHOBKM /install-<sepcusa
[ro>/install-ac-mt/.

10.2.2. Ans paboTtbl cueHapueB ycTaHoBKM [1MO HeobxoAMMO YCTaHOBUTbL B
ansible-konnekumMn nnarnMHbl kubernetes.core W community.general C MOMOLIbIO

KOMaHAb!:

ansible-galaxy install --role-file requirements-k8s.yml --force

10.2.3. ChpopmmpoBaTb KoHOUrypaLumoHHble dannsl MMO.
[na aToro HeobxoAMMO NPUAYMATb Ha3BaHME OKPYXeHus (Hanpumep, k8s) wu

3anyCTUTb CKPUNT reHepaumnmn KoHOUrypaLUMOHHbIX GainaoB, BbIMONHNUB KOMAHAY:

./deploy-k8s.sh -e <HaszBaHue oOkpyxeHus> —-A configs
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B npouecc BbINOAHEHMA CKPpUNTa HEOHXOAMMO B MHTEPAKTMBHOM pexume 3a4aTb
cneayrolLme napameTpbl:

— deployment mode — PEXUM YCTAHOBKU (testing MAN production). Pexunm
testing peKOMeHAyeTcA NCMNOb30BaTb B O3HAKOMUTE/IbHbIX LenaX. [1pn MCnoab30BaHUK
peXMma testing: BCE KOMMOHEHTbl  cpeabl  GyHKUMOHMpoOBaHMA TMO  w
MHDPACTPYKTYpHble KomnoHeHTbl MO ycTaHaBAMBAOTCA B OAHOM 3K3emnaspe 6e3
pe3epBMpPOBaHMA, OTCYTCTBYET HEOHXOAMMOCTb B HACTPOMKe BHeLWHero 6anaHCMpoBLLMKa
(Bce ycTaHaBnMBaeTcA Ha ingress-koHTponnepe Kubernetes), KoHTelMHepam MeHblue
BblAENAETCA PECYPCOB NPOLLECCOpa U ONepaTUBHOM NaMATH;

— external ip — BHewHWM |P-agpec, no kKotopomy byaeTr poctynHo [MO
(BbIbUpaeTca Kak nobor csoboaHbIM aapec M3 AMana3oHa, KOTOPbIM YKasblBaaca Npu
YCTaHOBKE pacwupeHna metallb). [na npocmoTpa 3a4aHHOrN0 nepsBoHayaNbHO

AnanasoHa IP-agpecos, HEOOX0AMMO BOCNONb30BATLCA KOMAHAO0M:

kubectl -nmetallb-system get ipaddresspool -o
Jjsonpath="{.items[*].spec.addresses}"

— DNS domain — BHEWHMA AOMEH, KOTOPbIM BMECTE C Ha3BaHMEM OKPYKEHMA
byner dopmumposBaTb URL-agpec TMMO http(s)://<uaspaHue OxpyxeHus>.<DNS
domain>;

— cluster name — MMA KnacTepa Kubernetes, B KoTopbln ByaeT yCTaHOBNEHO
MMNO. Knactep npeaBapuTenbHO A0AXeH ObiTb co34aH. [TOCMOTPETb CMMCOK K1acTepos

MOXHO C NOMOLW,bO KOMaHAbI:

kubectl config get-clusters

— storage class — Ha3BaHWe Knacca xpaHuamuwa Kubernetes (StorageClass), ¢
KOTOpbIM OyayT co34aBaTbCs TOMa XpaHeHuAa JdaHHbix  (volumes) ana  stateful-

I'Ipl/IJ'IOH-(eHl/IVI. ﬂOCN\OTpeTb CNMUCOK K1aCCOB XPaHUINLL, MOXKHO C MOMOLLbKO KOMaHAbl:

kubectl get storageclasses
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— k8s infra components[..] - YKa3blBaeTcA nepeyeHb MHOPACTPYKTYPHbIX
KOMMOHEHTOB, MNOA/NEXallMX YCTaHOBKe B Knactep Kubernetes, npu stom Ans
OTKA30YCTOMYMBBLIX  KOHOUIypaumi  MHOPACTPYKTYPHbIE  CEPBMUCbI  C  BbICOKMMMU
TpeboBaHMAMM K AMCKOBOM noacucteme (Hanpumep, CYBM PostgreSQL wnam 6pokep
coobuieHunin Redpanda) BbIHOCATCA Ha BblAeNeHHbIE CepPBeEpPbI, M B TAKOM C/ly4ae B nose
dUMKCHMpyeTCa CNUCOK CEPBMUCOB, Pa3BopayYMBaeMblx HenocpeacTBeHHO B Kubernetes, a mx
BHELIHAA HACTPOMKaA, C MANMMHIOM POJIEN Ha KOHKPEeTHble GU3NYECKMe AN BUPTYaNbHblE
cepBepbl, BbIMNONHAETCA B COOTBETCTBUM C WMHCTPYKUMAMM MO HACTPOMKE inventory,
Ha4yMHaA c nogpasaena 3.5;

— public key — OTKpbITbIM ssh-katoy nonb3oBatens OC, M3-Mod KOTOPOro
3anyckaetca yctaHoBka [1MO. [lpn HeobXoAMMOCTM  KAKOYEBYHD Mapy MOXKHO

ChOPMMPOBATbL C MOMOLLLIO KOMaHAbI:

ssh-keygen -t rsa -b 4096 && cat ~/.ssh/id rsa.pub

— Docker registry basepath — 3TO agpec NPMBATHOrO registry, rae dyayT
COXpPaHeHbl image;

— nfs server —NFS cepBep, MICNONb3YEMbIN ANS XPAaHEHWUSA GANN0OB NPUNOKEHN
(MKOHKM, CKpuHWOTLI, RPM-nakeTbl) n naketoB OC. Ecan npeagnonaraetca UCMNO/b30BaTb
BHEWHUN cepBep, TO HeobXxoaMMO YKaszaTb ero |P-agpec (40 YCTaHOBKM Ha HeEM yKe
NOMKHbI ObITb CO3aHbl KaTanoru cornacHo noapasaeny 3.9). Ecav rotosoro NFS cepsepa
HeT, TO HeobXOAMMO OCTaBUTb 3TO Moae MycTbiM, B AaHHOM caydae NFS cepsep byaet

yCTaHOB/MEH aBTOMaTMYECKM BHYTPK Kubernetes.
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Mpumep 3aZaHMA NapaMeTPOB:

./deploy-k8s.sh -e k8s -A configs

Please answer a few questions for creating k8s stage configs and
inventories -

Choose Aurora Center deployment mode [testing/production]: testing
Aurora Center external IP: 10.188.25.196

Aurora Center external DNS domain: mydomain.ru

K8s cluster name: microk8s-cluster

K8s storage class name: microk8s-hostpath

SSH public key, that will be used for connections to the Management
Server:

ssh-rsa
AAAAB3NzaClyc2EAAAADAQABAAABGQCSAOASANTgrVxIcCPrgkuXMXOIOy27Z2629IKTM+D
xJTwiEj1In78a50xr9P/rdGOSENWFQRZ3pBeINCiYWB8OgvLMEOhCBQQ498EI64DnC7BepS
4tSQyiPnTaprChQBDI9VBx41eMUMhoR101tCHe0cqgCBtjvRgp/3Z2JScPLMCStU29¢cJ310nP
P29+JduN9FRO5f17/MG1h4MetWFcYc6D2eQJ78pAJ0+1COKEAZpzLRW4QdwidmkI+ukOob2
uunEjOeows2yCumXcKiNpOcp0zV+Kt6y2072rVWrPXN1Zs8wya7dmCULmjKzkOP18GVvATE
fHBYWXBBnvcI9P7P/86wVwecLrjubmdNTAsSDONO+pdlvuuH89Pz8vQxjHEaNPho/Q38RhUX
5E1P4jsNIUVOsgVwdfnIPCdyL7KaI+GOd332YEB8tPHUULCX+wOKCO10gzkwUPMEXTNh6V
HhO40PthwbCEgZv5]jgraWbD5JgcIXiEtSZZ2SMo9WUXaBsNbOt1Gts= root@ubuntu2?2

Docker registry basepath for AC containers: 127.0.0.1:32000

NFS server for shared storage(ip/hostname or leave empty to deploy in-
cluster nfs server):

B pe3ynbTate BbINOAHEHUS CKpuNTa, ByayT cGOPMUPOBAHbLI MHBEHTAPHbIM dain
OKpy)KeHuns (daln: inventories/<uaszBaHme OKpyxeHMa>/hosts.yml), a TaKkKe
KOHbUrypaumoHHble dalnbl OKpPyKeHWs (KaTanor: config/environments/<Has3BaHue
oxpyxenusa>/). lloapobHaa MHPopMaLMA O KOHOUIYpaLMOHHbLIX dainax OKpPyKeHWUI
npueeaeHa B n. 13.2.8. MNMpn HE0OXOAMMOCTU U3MEHEHMA B AaHHbIe painibl MOXKHO BHECTU
BPYYHY!O.

BHUMAHMUE! YctaHoska MMMNO npegnonaraet HaavymMe nNpas agMUMHUCTPATOPA

(cluster-admin) B Kubernetes.
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Mpn OTCYyTCTBMM MNpaB aAMMHUCTPATOPa HEOobXOAMMO BbIMOMHUTL Caeaytoline
nencTema:
— CreHepupoBaTb MMHWMManbHble npaBa agoctyna (RBAC), Heobxoaumble ana

YCTaHOBKM M 0bHOoBAeHMA MMO ¢ NOMOLWb0 KOMaHAbI:

./deploy-k8s.sh -e <uaspaHue okpyxeHus> —-A render rbac

Hanpumep:

./deploy-k8s.sh -e k8s -A render rbac

B pe3ynbTate BbINOMHEHMA cKpunTa, byayT cdopmmnpoBaHbl ¢alibl C NpaBamm
AOCTyNa ONA YCTaHOBKM (dPain: rendered/ocs-rbac/ocs-rbac-initial.yaml) "
obHoBneHuA MMO (dan: rendered/ocs-rbac/ocs-rbac-update.yaml).

— nepepnaTtb CreHepupoBaHHble ¢annbl  agmuHucTtpatopy Kubernetes ansd
CO34aHMNA YYETHOM 3anncK, C KOTopon byaeT Npom3BeaeHa YCTaHOBKA MM obHoBAEHME
nno.

10.2.4. Co3paTb docker-o6pasbl cepsucos MMM0.

10.2.4.1. 3apatb 6azosyto OC:

[Ona 3TOro B KOHOUrypaUMOHHOM danne config/environments/<HaspaHue

OKpyXeHus>/vars/ vars.yml HeobxoaMMo 3a4aTb Cneaytolme NnapameTpbl:

docker os: <0OS> # ubuntu|sberlinux|astralinux|redos|altlinux
docker registry basepath: <docker registry basepath>

Hanpumep:

docker os: ubuntu # ubuntu|sberlinux|astralinux|redos|altlinux
docker registry basepath: "docker.test.ru/ac"

MPUMEYAHUE. YT10ObI 0OHOBUTL Bepcum 6aszosbix 0b6pazos OC HeobxoaMMO
£06aBuTb B aln config/vars/ vars.yml NepemMeHHylo docker initial images.

Hanpumep:

docker initial images:
ubuntu: ubuntu:22.04
sberlinux: sberlinux.sbertech.ru/ubi9/ubi:9.7
redos: registry.red-soft.ru/redos7c/ubi:latest
altlinux: registry.altlinux.org/alt/alt:cl0f2
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astralinux: registry.astralinux.ru/library/astra/ubil8:latest
nginx: nginx:1.28.0
nfs-server: phusion/baseimage:noble-1.0.0

10.2.4.2. YKa3aTb TUN YCTaHOBKMU

EcTb 2 BapunaHTa pa3sepTbiBaHuA MNMO B Kubernetes:

BHUMAHWE! Echn TpebyeTcs nepelTn ¢ BTOPOro BapuaHTa pa3sepTbiBaHuA M0
Ha nepBbli, HeobxoanMmo nepeyctaHoBuTb [0, A sToro HeobxoAMMO BHaYa e yAaAUTb
MMO, He 3aTparnBas MHGPACTPYKTYPHbIE KOMNOHEHTLI, cneaya n. 10.3, 3aTem pa3BepHYTb
MO, cneaya MHCTPYKLUN HUXKE.

1) Co cbopkoi otaensHoro docker-obpasa ans Kaxaoro cepsuca lNM0O;

2) Co cbopkoi obuero docker-obpasa, MCMOAb3YEMOro A4 3aMyCcKa KOHTEeMHepoB
MMO, B KOTOPble UCNOSTHAEMbIE MOAYAMN ByAyT 3arpyKeHbl B MOMEHT 3aMycKa.

[Ons 3T0ro B KOHOUrypaUMOHHOM dainne config/environments/<HazBaHue
oxpyxeHusa>/vars/ vars.yml HeEOBXOAMMO 334aTb CAeAytoLWMIA NapameTp:

— BapwaHTa 1:

k8s per service images: true

— BapWaHTa 2:

k8s per service images: false

10.2.4.3. 3an0rMHKUTLCA B docker-peecTp, Kyaa OyayT 3arpyeHbl cobupaemble
obpasbl. B cnyyae, ecnm Ucnonb3lyeTca NAarnMH registry y microk8s, TO 3TO MYHKT MOXHO
NPonycTUTb.

[lns 3TOro HeobXo4MMO BbINMOIHUTL CAEAYIOLLYI0O KOMAHAY:

docker login <registry>

Hanpumep:

docker login docker.test.ru

10.2.4.4. BbINONHUTb COOPKY KOHTEMHEPOB N NEPEMECTUTL UX B docker-registry

C MOMOLLLbIO KOMaHb!:
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./deploy-k8s.sh -e <uaszpaHue oxpyxeHus> —-A build docker images

Hanpumep:

./deploy-k8s.sh -e k8s -A build docker images

10.2.5. o6aBuTb MHGpPaCTPyKTypHble 0bpa3bl MNMO. Ana aToro TpebyeTca Noay4mnThb
OTAENbHbIM aPXMB C MHPPACTPYKTYPHbIMKW 0H6pa3amum.
10.2.5.1. PacnakoBaTb apxunB C MHOPACTPYKTYPHbIMKU 0bpazamum MIMO ¢ nomoLllbto

KOMaHAbl:

tar -xzf ./docker-images.tar.gz

10.2.5.2. 3arpy3nTb pacnakoBaHHble 00pa3bl M3 AMPEKTOPUM docker-images B

docker-peecTp C NOMOLLbIO KOMaHAbl:

docker load -1 docker-images/<mHbpacTpyKTypHEIT 00pas>

Hanpumep:

for item in $(ls docker-images/); do docker load -i docker-
images/$item; done

Loaded image: nginx/nginx-ingress:5.4.1

Loaded image: nginx:1.30.0

Loaded image: otel/opentelemetry-collector-contrib:0.141.0
Loaded image: docker.redpanda.com/redpandadata/redpanda:v26.1.7
Loaded image: valkey/valkey:9.0.4

10.2.5.3. lob6aBuTb Tern Ha obpasbl B COOTBETCTBMM C PEMNO3UTOPMEM, Ky/[a OHM

6yayT 3arpyKeHbl, Hanpumep:

docker tag nginx:1.30.0 127.0.0.1:32000/nginx:1.30.0

docker tag nginx/nginx-ingress:5.4.1 127.0.0.1:32000/nginx/nginx-
ingress:5.4.1

docker tag valkey/valkey:9.0.4 127.0.0.1:32000/valkey/valkey:9.0.4
docker tag docker.redpanda.com/redpandadata/redpanda:v26.1.7
127.0.0.1:32000/redpandadata/redpanda:v26.1.7

docker tag otel/opentelemetry-collector-contrib:0.141.0
127.0.0.1:32000/0tel/opentelemetry-collector-contrib:0.141.0

10.2.5.4. 3arpy3unTb 06pa3bl B CBON PENO3UTOPUIA, HAaNpUMep:

docker push 127.0.0.1:32000/nginx:1.30.0
docker push 127.0.0.1:32000/nginx/nginx-ingress:5.4.1
docker push 127.0.0.1:32000/valkey/valkey:9.0.4
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docker push 127.0.0.1:32000/redpandadata/redpanda:v26.1.7
docker push 127.0.0.1:32000/0otel/opentelemetry-collector-
contrib:0.141.0

10.2.5.5. YKka3atb 0bpasbl B 6/10Ke k8s image names KOHOUrypaumoHHoro damnna
config/environments/<Haz3BaHue OprerMH>/vars/_vars.yml, Hanpumenp,

N3MeHMB config/environments/k8s/vars/ vars.yml:

k8s image names:
app: "{{ docker registry basepath }}/ocs-base-image: {{

docker ac images|['base image']['version'] }}-{{ docker os }}"
init: "{{ docker registry basepath }}/ocs-base-image: {{
docker ac images|['base image'] ['version'] }}-{{ docker os }}"
ssh-server: "{{ docker registry basepath }}/ocs-ssh-server: {{
docker ac images|['ssh server']['version'] }}-{{ docker os }}"
nfs-server: "{{ docker registry basepath }}/ocs-nfs-server: {{
docker ac images['nfs server']['version'] }}"

nginx: "{{ docker registry basepath }}/nginx:1.30.0"
nginx-ingress: "{{ docker registry basepath }}/nginx/nginx-
ingress:5.4.1"
valkey: "{{ docker registry basepath }}/valkey/valkey:9.0.4"
redpanda: "{{ docker registry basepath
} }/redpandadata/redpanda:v26.1.7"
collector: "{{ docker registry basepath }}/otel/opentelemetry-
collector-contrib:0.141.0"

10.2.6. BbInonHuTb ycTaHoBKY MO ¢ NOMOLLbO KOMaH/bI:

./deploy-k8s.sh -e <HasBaHME OKPYXSHUI>

Hanpumep:

./deploy-k8s.sh -e k8s

MPUMEYAHUE. B npouecce yctaHoBku [0, Takke OyayT 3anyulieHbl 0b6pasbl

MHOPACTPYKTYPHbIX KOMMOHEHTOB, KOTOPble OblAM 3anylleHbl paHee B registry —
nginx-ingress, nging, redpanda, valkey, opentelemetry-collector-

contrib.

B cnyyae ycrnewHoM yCTaHOBKN ByaeT BbiBeAEHO COODLLeHMe caeayowWwero snaa:

Congratulations, all done!

You can access AC from the following URLs -
UTl: http://k8s.mydomain.ru/auth/admin/
management-server: ssh ocs@k8s.mydomain.ru
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!Warning!

check that k8s.mydomain.ru has a correct DNS record
k8s.mydomain.ru A 10.188.25.196

or alternatively add to your local /etc/hosts file
10.188.25.196 k8s.mydomain.ru

MepBoHaYanbHbIi  BXxo4, B [MNO ocyuwecTsnserca € NOMOLbio  KoHCoAM
agMunHuctpatopa b M npeaycTaHOBAEHHOW YYETHOW 3anMcKM B COOTBETCTBUMM C

noapasgenom 3.7.
10.3. Mopaaok yaanenua MMO u3 Kubernetes

Ynanenue MMNO n3 Kubernetes ocyLecTBAAETCA C NOMOLLbIO CAeAYOLNX KOMaHA,:

bash deploy-k8s.sh -e <Ha3BaHMe OKpyXeHUs> —-A delete
kubectl -n <HasBaHMe OKpyXeHua> delete pvc --all
kubectl delete ns <Ha3BaHME OKPYXeHUA>

Hanpumep:

bash deploy-k8s.sh -e k8s -A delete
kubectl -n k8s delete pvc --all
kubectl delete ns k8s

Echn Tpebyetca ypanutb Tonbko [MO He 3atparmeas WHPPACTPYKTYPHblE

komnoHeHTbl (Valkey, Red Panda 1 T.4.), He06X04MMO BbINONHUTL CAEAYIOLLYO KOMAHAY:

bash deploy-k8s-ac.sh -e <Ha3BaHMe OKpPyXeHUs> —-A delete

Hanpumep:

bash deploy-k8s.sh -e k8s -A delete
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11. UMMNOPT OTYETOB 1 HACTPOMKA ABTOMATUYECKOW PACCbI/TKA
B GRAFANA

11.1. NopAaaoKk umnopTa otyeToB B Grafana

BHUMAHWE! ®yHKUMM MMNOpPTa M aBTOMATMYECKOM PACChI/IKM OTYETOB HE BXOAMNN
B 0OBEM CePTUPUKALMOHHbBIX MCMbITAHWUA.

MPUMEYAHMUE. TectnpoBaHune nposoamnnocs ana Grafana sepcum 11.6.2.

[na nmnopTa otyeToB B Grafana He0BXxo04MMO BbINOAHUTL CAeayowme AeNCTBUA:

11.1.1. YctaHoBuTb Grafana B COOTBETCTBUM C MHCTPYKUMEN C carTa pa3paboTymnKa
(https://grafana.com/grafana/download?pg=get&platform=docker&plcmt=selfmanaged-

box1-ctal&edition=0ss) BbINOAHMB KOMaHAY:

docker run -d --name=grafana -p 3000:3000 grafana/grafana:11.6.2

MPUMEYAHUE. Beb-nHtepderic Grafana B gaHHOmM cnyvae byaeT AOCTyneH No
agpecy http://localhost:3000/ (nornH: admin, naponb: admin).

MPUMEYAHME. Mpu ncnonb3oBaHUM NaarMHa A8 paccbiikn oTyeToB 13 Grafana
Ha NOYTOBbIE aZpeca HeOHX0AMMO BOCNO/1b30BATLCA MHCTPYKUMEN B cooTBETCTBMM c Nn. O

11.1.2. Co3gaTh nNo/sb30BaTeNd W BblAaTb €My MpaBa Ha YTeHWe, 3anuchb,
obHOBNEHME U vAaneHne AaHHbIX 13 Ta6ﬂmubIB Cxeme grafana reports C MOMOLLbBIO

CKpUNTa create reporting user.sqgl.

11.1.2.1. Mpn “Cnonb30BaHMKU NAarMHa AN PaccblNoK oTyeTtoB M3 Grafana Ha
MNOYTOBblE aApeca PeKOMeHAyeTCA CHavaNa co34aTb CxeMy grafana reports B 0ase
AAHHbIX emm B cooTteBeTcTBMM € nn. 11.2.3.2, a 3aTemM BbINOJIHUTb CKPUNT
create reporting user.sqgl.

11.1.2.2. MNMpn  OTCYyTCTBUMU naarnHa HEOOXOAMMO  BbIMOAHUTb  CKPUNT

create reporting user.sgl NOCAe yAaneHUA U3 HEro CAeAyoWMX KOMaHA:



https://grafana.com/grafana/download?pg=get&platform=docker&plcmt=selfmanaged-box1-cta1&edition=oss%20
https://grafana.com/grafana/download?pg=get&platform=docker&plcmt=selfmanaged-box1-cta1&edition=oss%20
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-—- Grant access schemas emm

GRANT USAGE, SELECT ON ALL SEQUENCES IN SCHEMA grafana reports TO bi;
-—- Grant access to tables emm

GRANT USAGE, CREATE ON SCHEMA grafana reports TO bi;

GRANT SELECT, INSERT, UPDATE, DELETE ON ALL TABLES IN SCHEMA

grafana reports TO bi;

11.1.3. Moakntountb 6a3y AaHHbIX MY (emm) n MBb (auth) B KayecTBe WUCTOYHMKA

faHHbIx (Data Source). ns 3Toro HEO6X0AMMO BbIMONHUTL CAeayoWme AeNCTBUS:

11.1.3.1. MepeiTn Ha dopMy BbiIbOPa MCTOYHMKA AaHHbIX (menu -> Connections
-> Data sources).

11.1.3.2. HaxaTb KHonKy «Add data source».

11.1.3.3. Bbibpatb CYB/] PostgreSQL.

11.1.3.4. 3anonHUTb cneaytowyme napaMmeTpbl NOAKNOYEHMA K Ba3e AaHHbIX emm:

— Name: Ha3BaHMe WCTOYHMKA AaHHbIX (NPOWM3BONbHOE Ha3BaHWe, Hanpumep,
AC_emm);

— Host URL: agpec vt nopt CYB/;

— Database name: emm;

— Username: mma nonb3osatena CYB/, co3QaHHOro npu MNOMOLWM CKPUNTA
create_reporting_user.sql;

— Password: nmaponb nonb3oBatena CYB/, co3aaHHbIM Npu MOMOLWM CKpMMTa
create_reporting_user.sql;

— TLS/SSL Mode: disabled:

— Version: Bepcuna CYB/, PostgreSQL nnu PostgresPro, ncnonssyemaa s M10.

11.1.3.5. HaxkaTb KHOMKy «Save and Test».

11.1.3.6. MoBTOopUTb NYyHKTbLI 11.1.3.1-11.1.3.5, ncnonb3ys y4eTHble AaHHble 6a3bl
AaHHbIX auth A1A NOAKAOYEHNA.

11.1.4. BbinOAHUTL  MMNOPT  OTYETOB, KOTOPble HAxO4ATCA B  KaTasore

samples/dashboards/.
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[lna nmnopTa oT4eTOB HEOHXOAMMO BbIMOAHUTL Cleaytouime AeNCTBUA:
11.1.4.1. NepenTtn kK dopme MMMNOPTa OTYETOB (menu -> Dashboards).
11.1.4.2. HaxkaTb KHOMKY «New».
11.1.4.3. V13 packpbliBatoLLEroca CNMCcKa BbibpaTb «Import».
11.1.4.4. lo6aBnTb 0T4YeT devices-dashboard.json B 00/1aCTb 3arpy3Kku
JSON-damna.
11.1.4.5. HaxKaTb KHOMKY «Import».
B pesynbrate B Grafana nossutcA MHbOpPMaUMOHHAA NaHenb (dashboard) c

oTyeToM. MNpumep NpuBeaeH Ha pucyHke (PrucyHok 43).

~ 06wWwas nHpopMaLKMa No YCTPoOHCTBAM

Bcero ycTp He B apxue 3epeructp AKTUBUPOR AkTHE YaaneHsb! (1

49072 3297 95 1868

MnaTgopMbl Tvn ycTpoicTa Mopenu ycTpoincTs

A

(]
5%

TN

== [InaHwer

= Android 5 = CMapTdoH ; = INOI P4

Tune OC Crarychl CoOTBETCTEBWE NOANTUKAM

']8 |C:--mu.u:|<

B apxuBe

28 46 28
|
AKTMBMDOBAH
Bn 8 aKTHBaLMKH
M -
33perucTPUpOBaH

Sailfish Aurora  Android TopbKui

PucyHok 43
11.1.5. NosTtopuTb NyHKTbI 11.1.4.1-11.1.4.5 Ana Apyrmx oT4eTOB.
NMPUMEYAHUE. B oTyeTbl «CNMCOK MNPUIOKEHWM He noA ynpaBAeHWem no
ycTponctBam» M «CNMUCOK MPUNOKEHUIA He Mnog ynpaBaeHMem» He MonagatoT CMUCKK

cucTeMHbix npunoxkeHuin OC Android, OC Aspopa, PE/1 OC 1 OC AnbT Linux.
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11.2. YcTaHOBKa M HaCcTpOMKa MnarMHa AnA aBTOMATUYECKOM PaCCbl/IKM OTYETOB U3

Grafana Ha nouty

MPUMEYAHME. MnarmnH npoTectmposaH Ha Grafana sepcum 11.6.2

11.2.1. Onucanme nnarnHa « OMP Grafana Email»

NMPUMEYAHUE. [daHHbIM nNAarMH  He OTHOCKUTCA K  CepTUPMLMPOBAHHbLIM
anctpmnbyTtmeam MMMO.

MnarmH  «OMP Grafana Email» no3Bonsetr co3gaBaTb M HacTpauBaTb
aBTOMAaTMYECKMEe PaCCbIIKM OTYETOB CMMUCKY aapecaToB. [1pn CcO34aHMM MAM HACTPOMKe
PACMMCaHMA MOXKHO BbIOpPaTb HY)KHbIM gawbopa, NMPUMEHUTb PUABLTPbLI ANA AdHHbIX,
334aTb CMMCOK NonyYyaTenen n Nepmoan4HoCTb GOPMMUPOBAHMA OTYETA M €r0 PACCHINKM.

MPUMEYAHUE. [na KoppeKkTHOM paboTbl C MPOCMOTPOM WU HACTPOMKOM
fawbopaa € paccblikamu naarMHa — HeobxoAMMO Ha CTOPOHE MOoJib30BaTeibCcko IBM
BblATb CETEBOM A0CTYN A0 PAa3BEPHYTON CEPBEPHON YaCTM NAarnHa.

B pe3ynbTate OCyLLECTBAEHMA PACCbIIKM B COOTBETCTBMM C  3a[aHHbIM
pacnuMcaHMem agpecaTam aBTOMATUYECKM NpuxoauT cdopmMmnpoBaHHbIN dalin B dopmaTe
XLSX, coaepalinin Tabanubl n anarpammbl n3 gawbopaa. NonyyeHHbin dain npuroaeH
ANA BM3YaNbHOTO aHanM3a u nocneaytollet o6paboTkM Kak BpyYHYO, Tak U CpeacTBamm
aBTOMaTM3aLMN.

MPUMEYAHUE. CbopmmnpoBaHHbI Gain ANA pacCblIKM MOXKET MMETb A0CTaTOYHO
6oNbWON  pa3mMep U  MNOYTOBbIM CEPBEP MOXET He nNpPonycTUTb €ero, Mno3Tomy
pPeKOMeHAyeTCA HaCTPOWTb MNOYTOBbLIM CepBep Ha OTMNPaBKy MMCEM C BAOXKEHUMAMM
0o 150-200 M.

11.2.2. Coctas nnarmHa OMP Grafana Email

[narnH CoOCTOMUT U3 ABYX KOMMOHEHTOB:

— KomnoHeHT «OMP Grafana Email Panel Plugin» obecneumnBaeT rpaduyeckuit
MHTepdEenc ANA HAaCTPOMKN M yNPaBAEHMA PACCHIIOK MU UX PAacNMCaHNAMM HENOCPEACTBEHHO

B naHenu Grafana. B Hero BXOOUNT OTHET C NMOMOLBIKO KOTOPOTo OCYLWECTBNAETCA YNpaB/ieHNeE
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PACCbIIKAMW M UX PaCNMCAHMAMU dashboard.json, HaxoAaWMACs B apxuBe daiina
provisioning NO NyTW /provisioning/dashboards.

— KomnoHeHT «OMP Grafana Email Backend» peanunsyeT cepBepHyr N0rMKy
nnarnHa, obpabaTbiBasa 3anMpocbl CO CTOPOHbI MHTepdelnca M BbINOAHAA HeobxoaMmble
onepauum Ha CTOPOHe cepBepa.

11.2.3. NMpeaBapuTeibHble WarK 40 YCTaHOBKM M HACTPOMKKM NAarmHa

11.2.3.1. Co3aaHne TeEXHNYECKOM YYETHOM 3aNnCK 1N TOKEHA ANA Hee

11.2.3.1.1 TexHn4eckme y4yeTHble 3aNnUCK 1 UX TOKEHbI MOTYT ObITb MCMNONb30BAHbI
Ansa ayteHTudukaumm yepes APl Grafana. [1ns Toro, 4Tobbl CO34aTb TEXHUYECKYIO YYETHYIHO
3anncb Heobxoammo nepenTtn B «Administration» — «Users and access» —> «Service

accounts» (PucyHok 44).

G New!

@ Administration

Users and access

l Service accounts

PucyHok 44
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11.2.3.1.2 HaxaTb Ha KHoMKy «Add service account» (PucyHok 45).

Service accounts Addsenvice accout

PucyHok 45
11.2.3.1.3 Co34aTb TEeXHMYECKYID YYEeTHYK 3anucCb, BbLINOJHWUB Cledytoume
NencTBus:

1) 3apgaTb Ms yyeTHoOM 3anuck B none Display name (PucyHoK 46);

Create service account

Display name *

account_grafana

PucyHok 46
2) Yka3atb ponb Viewer B nose «Role» (PucyHok 47);

Role

Viewer

PucyHok 47

3) HaxaTtb kHoMKy «Create» (PucyHoK 48).

Create service account

Display name *

account_grafana

Role

Viewer

PucyHok 48
11.2.3.1.4 CreHepupoBaTb TOKEH ANA TEXHUYECKOM y4yeTHOW 3anmcu. [Jna 3Toro

HaXaTb Ha KHoMKy «Add service account token» (PucyHok 49).
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#n account_grafana

Delete service account Disable service account

Information
Numerical identifier
account_grafana
sa-1-account_grafana
Roles Viewer

Creation date 2025-10-30 17:25:24

Tokens + Add service account token

Name Expires Created Last used at

PucyHok 49
11.2.3.1.5 B oTKpbIBLWEMCA MOodanbHOM OkHe «Add service account token» npwu
HeobxoAMMOCTM 334aTb CPOK KU3HW TOKEHA.
BHMMAHME! TMo wncTteyeHMM CpoKa KWM3HM TOKEHaA ero Heobxoammo bOyaet
CreHepupoBaTb 3aHOBO (TO/ILKO A4/1A TOKEHOB CO CPOKOM XKM3HM). [aa sToro Heobxoammo
M3MEHUTb 3HayeHWe napameTpa grafanaAPIKey B KOHQUrypaumMoHHOM daine

config.json M NepPe3anyCcTnTb CEPBMC C MOMOLLBHO KOMaHAbI:

systemctl restart grafana-sender

11.2.3.1.6 HaxaTtb KHOMKy «Generate token» (PucyHok 50).

Add service account token

Display name *

Expiration

No expiration

Generate token

PucyHok 50
11.2.3.1.7 B oTKpbIBLIEMCA MOAANbHOM OKHe «Service account token created»

CKOMMPOBATb M COXPaHWUTb CreHEePMPOBAHHbIN TOKEH, NOCAE Yero HaxKaTb KHoMKy «Copy to

clipboard and close» (PucyHok 51).
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Service account token created

glsa_YLwYO0f6X079QeWgLHEpCqg52c6wmsPky8 © Copy clipboard

Copy to clipboard and close

PucyHok 51

11.2.3.2. [lobaBneHme cxembl B 6a3y AaHHbIX 418 HACTPOEK pacnMcaHma NaarMHa

Heobxoammo co3aaTb HOBYO CxeMy A/1A NOAKAKOYEHHOM H6a3bl AaHHbIX 1110 ¢ uenbto
COXPaHEeHMA HAaCTPOEK PaCNMCaHMUA PACChIIOK U UX KOPPEKTHOM PaboTbl C NIarMHOM.

MPUMEYAHUE. PekomeHayeTcs co3aaTh cxeMy B 6ase AaHHbIX emm.

BHUMAHME! YKka3aHHble B JaHHOM NMyHKTE METOAbl ABAAKTCA MPUMEPAMM TOrO, KakK
MOXHO C034aTb HOBYK cxemy B 0ase AaHHbIX. [OnNycTMMO MCMNOAb30BaHWE APYroro
cnocoba.

1) Yepes TepmunHan:

— MOAKNIOYMTBCA C MPaBamMM Cynepnonb3oBaTena K 6ase AaHHbIX, ANA KOTOPOW
TpebyeTca co34aTb CXemy;

— €034aTb CXeMY C MOMOLLbIO KOMaH/Ab!:

CREATE SCHEMA grafana reports;

— €O3[4aTb NO/Mb30BaTeNd C MpPaBamMu Ha 3anucb/YTeHMe M3 CO34aHHON CXEMb
grafana_reports,BMHOHHMBSqLCKpMHTcreate_reporting_user.sql.

2) Yepes MHCTpymeHT ynpasneHus b (Ha npumepe pgAdmin):

— HaWTM 6a3y AaHHbIX, B KOTOPON HEObXOAMMO co34aTb Cxemy (pekomeHayeTcs
emm);

— HakaTb NPaBON KHOMKOM MblwK Ha B/l 1 BbibpaTh Create (Co3aaTk) -> Schema
(Cxema);

— B OTKPbIBLUEMCA OKHe MepenTu Ha BKAaaky «General» (Obuwme) 1 BBECTU UMS

AN5 HOBOM cxeMbl B nosie «Schema name» (Mms cxembl);
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— HaXKaTb KHOMKY «Save» (CoxpaHuTb);

— €034aTb NONb30BaTeNA C MPaBaMW Ha 3anuUCb/JYTeHME M3 CO3AaHHOM CXeMbl
grafana reports, BbINO/IHNUB sql-CKPUNT create reporting user.sqgl.

11.2.3.3. Co3gaHue noYToBOro AumKka Ha SMTP-cepsepe

MPUMEYAHUE. Echm ecTb CO34aHHbIM NOYTOBLIM AWMK Ha SMTP-cepsepe, KOTOpbIN
TpebyeTca B AanbHeENWEM MCMNOb30BaTb A8 PACCHIIKM MPU MOMOLM ayTEHTUPMKALMM Ha
SMTP-cepBepe, TO AaHHbIN LWar MOXXHO NPONYCTUTb.

[na ocyuwecTBNEHUA PACCbIIKM MOXHO WMCMOAb30BaTb aHOHMMHbIN MOYTOBbIM
aapec Uam co3aatb NOYTOBbLIA AWMK Ha cBoem SMTP-cepBepe, Ana 3Toro HeobHXoaAMMO
006paTUTLCA K CUCTEMHOMY aaMUHUCTPaTopy SMTP-cepsepa.

11.2.4. HacTpolika KoHbUrypaumm naarnmHa nepes ycTtaHOBKOM

B KOHPUrypaumoHHom darine config. json He0BX0AMMO 3aNONAHUTL CAeaytoLLne
napameTpbl 418 HACTPOMKM:

— grafanaBaseUrl: URL Grafana;

— grafanaAPIKey: TOKEH, CreHEepMpPOBaHHbIM B Nn. 11.2.3.1;

— mail:

® defaultSubject: TeMa NMCbMa 41A PACCHIIKY;

® cmailFrom: afpec 3/1eKTPOHHOM MOYTbl - aHOHMMHbIA MAW CO3AaHHbIA Ha
SMTP-cepsepe;

® cmailUserName: JIOTUH A4 VILI,eHTVI(I)l/IKaLI,VIVI Ha [MNOYTOBOM cCepBepe
(onumoHanbHbIM NapameTp, MNpPU  OTCYTCTBMM pacCblika OyaeT OCyLecTBAATbCA C
aHOHMMHOrO MOYTOBOrO AULMKA);

® cmailPassword: MapoNb ANA ayTeHTMOUKAUMM Ha MNOYTOBOM CepBepe
(onumoHanbHbIM  NapameTp, NpPU  OTCYTCTBMM pacCblika OyaeT OCyLecTBAATbCA C
aHOHMMHOTO MNOYTOBOrO ALLMKA);

e smtpHost: agpec Ao SMTP-cepsepa;

® smtpPort: nopT SMTP-cepsepa;
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e useTLS: ncnonb3oBaHue TLS;

— dbUser: NOTWH noNnb30BaTenA, CO3AaHHOTO npun nomMmoLin CKpHnnTa
create reporting user.sqgl;

— dbPassword: Mapo/sb MN0O/1b30BaATeENA, CO3AaHHHﬁ npn nomown CKpUMNTa
create reporting user.sqgl;

— dbHost : YKa3blBaeTCcA afpec XxocTa 6a3bl AaHHbIX;

— database: YKa3blBaeTcA MM Da3bl AaHHbIX;

— searchPath: cxema, co3gaHHaa 8 nn. 11.2.3.2;

— httpPort: YyKa3blBaeTCA MOPT, HAa KOTOPOM 3anylLleHa cepBepHas 4acTb NaarnHa.

Hanpumep:

"grafanaBaseUrl": "http://localhost:3001",

"grafanaAPIKey": "glsa TZlyDJn3Si70G9ejTuiyFQ16ScOzcTgK b558286f",

"mail": {
"defaultSubject": "Grafana Report",
"emailFrom": "example@gmail.com",
"emailUserName": "example@gmail.com",
"emailPassword": "password",
"smtpHost": "smtp.gmail.com",
"smtpPort": 465 ,
"useTLS": true

by

"debugModel": true,

"pdfTitleAlign":"left",

"fontPath":"",

"dbUser":"bi",

"dbPassword":"bi",

"dbHost":"localhost:5432",

"database":"emm",

"searchPath":"grafana reports",

"httpPort": 10511,

"cors": {
"allowOrigin": "*",
"allowCredentials": "true",
"allowHeaders": "*",

"allowMethods": "*"
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11.2.5. YctaHoBKa nnarmnHos ans Grafana

11.2.5.1. 3arpy3ka komnoHeHTa OMP Grafana Email Panel Plugin

11.2.5.1.1 ins nokanbHO ycTaHoBNAeHHOM Grafana

BHUMAHWE! npektopmnmn n3 npmumepa MoryT oTAM4aTca OT BalIMX AUPEKTOPUNA.
TaKkKe HeobXxoAMMO YCTAaHOBMTb MAArkMH ANS8 reHepaumm mn3obparkeHun B oTyeTax,
KoTopble ByayT OTNPaBAATbLCA Ha MOYTOBble aApeca. YcTaHoBKa naarMHa Grafana-image
OCYyLLeCTBAAETCA B  COOTBETCTBMM C  OdUUMANbHOM  AOKymeHTaumen  Grafana
(https://grafana.com/docs/grafana/latest/setup-grafana/image-rendering/).

[INpeKTopuK yKasaHbl B KOHPUTYpaUMOHHOM ¢aline grafana.ini, HANpUmep:

# Directory where grafana will automatically scan and look for plugins
;plugins = path/plugins

# folder that contains provisioning config files that grafana will
apply on startup and while running.
;provisioning = path/provisioning

[lnAa 3arpy3KkM KOMMNOHEHTa HeoHX0AMMO:

1) Yaanutb CUMBOA «;» N B NEPEMEHHOM path yKa3aTb NyTb A0 NanokK plugins U
provisioning B KOHOUrypauMoHHOM dpaline grafana.ini;

2) B KoHbUrypaumoHHom daine grafana.ini 3a4aTb 3Ha4yeHWe napameTpa

allow loading unsigned plugins YAanMB CUMBOJ «;»:

# Enter a comma-separated list of plugin identifiers to identify
plugins to load even if they are unsigned. Plugins with modified s>
allow loading unsigned plugins = omp-grafanaemail-panel

3) Co3aaTtb Nanky omp-grafanaemail-panel B AMPEKTOPUN path/plugins/;

4) CKonupoBaTb  COAEPKMMOE  apxuBa samples/grafana/plugins/omp-
grafanaemail-panel-plugin.tar.gz B path/plugins/omp-grafanaemail-

panel/, rge path —NyTb 40 Nankun omp-grafanaemail-panel


https://grafana.com/docs/grafana/latest/setup-grafana/image-rendering/

241
AOAMI.20134-019101
5) CKonupoBaTb  COAEPXKMMOE apxmBa samples/grafana/plugins/omp-
grafanaemail-panel-provisioning.tar.gz B path/provisioning/, rae path —

nyTb 40 NAaNKW provisioning

6) B danne path/provisioning/dashboards/default.yml B napameTpe
providers.options.path HEOBXO0AMMO YyKasaTb MyTb A0 Aawbopaa C PacCbiKoW,

Hanpumep:

apiVersion: 1

providers:

- name: 'Grafana Email'
type: file
allowUiUpdates: true
options:

path: path/provisioning/dashboards

7) Nepe3anycTnTb CEPBUC C MOMOLLLIO KOMaHAbI:

systemctl restart grafana-server

11.2.5.1.2 Ans Grafana, cobpaHHon yepe3 Docker

MPUMEYAHUE. YKa3zaHHbIN MeTOod ABAAETCA MNPUMEPOM 3arpy3kM M 3amnycka
KOMMOHEeHTa cepBepHOM YacTu. [JonycTMMO ncnonb3oBaHMe apyroro cnocoba. YcTaHoBKa
nnarnHa Grafana-image ocyL,ecTBNAETCA B COOTBETCTBMN C OPMLMANIbHOM JOKYMEHTaLMEN
Grafana (https://grafana.com/docs/grafana/latest/setup-grafana/image-rendering/).

[1na 3arpy3KknM KOMMNOHEHTa He0bXxoAMMO:

— €034aTb ¢ann docker-compose.yaml CO CAEAYIOLNM COAEPHKUMbIM:

services:
grafana:
user: root
network mode: host
image: grafana/grafana:11.6.2
container name: test-grafana
restart: unless-stopped
ports:
- 3000:3000
environment:
GEF PLUGINS ALLOW LOADING UNSIGNED PLUGINS: omp-
grafanaemail-panel
GF_RENDERING SERVER URL: http://localhost:8084/render
GF_RENDERING CALLBACK URL: http://localhost:3000/
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volumes:
- grafana-storage:/var/lib/grafana
- path on local/provisioning:path on docker/provisioning
- path on local/dist:path on docker/plugins/omp-
grafanaemail-panel
renderer:
image: grafana/grafana-image-renderer:latest
network mode: host
ports:
- 8084
volumes:
grafana-storage: {}

— BbINOJ/IHNTb KOMaHAY:

docker compose up

11.2.5.2. 3arpy3ka komnoHeHTa OMP Grafana Email Backend

MPUMEYAHUE. YKaszaHHbIA MeToA SABAAETCA MNPUMMEPOM 3arpy3kM W 3amnycka
KOMMOHEHTa cepBepHOM YacTu. [lonycTMMO MCNONb30BaHKE APyroro cnocoba.

BHMMAHMUE! ®daitn config.json A0/MKEH OblTb NpeaBapuTENbHO HACTPOEH,
MHa4vye HeobXOAMMO BbINOMHUTL KOMAHAY ANA nepesanycka cepsuca. lNpeaBaputensHan
HaCTPOMKa NaarnHa nepea yctaHoBKOW onuncaHa B nn. 11.2.4.

[1ns 3arpy3kmM KOMNOHeHTa HeEOHXOAMMO:

— NONYYNTb n3 apxmBa samples/grafana/grafana-email/grafana-
email.tar.gz MUCNONHAEMbIM  dain grafana-email M co3gatb  dann

/etc/systemd/system/grafana-sender.service CO CIeAYHOLLMM COAEPKUMbBIM:

[Unit]
Description=Grafana Sender service

[Service]

Restart=always

User=root

Group=root

ExecStart=path to binary/grafana-email \
--config=path config/config.json

WorkingDirectory=/tmp/

ExecStop=/usr/bin/kill grafana-email

[Install]
WantedBy=multi-user.target
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— BMeCTO nNepemMeHHOM path to binary VyKasaTb MNyTb, BeAyWWA [0
ncnonHAaemoro ¢arnna grafana-email;
— B —--config yKa3aTb abcoNtOTHbIM NyTb A0 $alna config.json, KOTOPbIA BbiN
HacTpoeH B nn. 11.2.4;

— Nepe3anyCcTnTb AEMOH system C MTOMOLbO KOMaHAbl:

systemctl daemon-reload

— 3anyCTnTb CepBUC NAalrMHa C NTOMOLW b KOMaHAbl:

systemctl start grafana-sender

— BRJIKOYNTb aBTO3alyCK CepBMCa NaarnHa.:

systemctl enable grafana-sender

11.3. UmnopT gawbopaa B Grafana ¢ ncnonb3osaHnem Prometheus

11.3.1. [loAroToBKa MCXOAHbIX AAHHbIX

NcxoaHbI endpoint ANA NOAYYEHUA METPUK:

http://<server>:8081/metrics

Hanpumep:

http://ac-app-server:8081/metrics

11.3.2. YcTaHOBKa M HacTpolka Prometheus

11.3.2.1. YctaHoBuTb Prometheus

1) CkayaTb nocneaHow0 Bepcuto ¢ opuumansHoro canta (https://prometheus.io);
2) PacnokoBaTb apxuB B LIeNEBYIO ANPEKTOPUIO;

3) HacTpounTb KOHPUIYPaALMOHHbIM pailn prometheus . yml .

11.3.2.2. HacTpouTb KOHPUIypaL Mo

BHecTM cneaytoline MsMeHeHns B KOHGUTIypaumoHHbIM dann prometheus. yml:
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scrape configs:
- Jjob name: 'ac metrics'

static configs:
- targets:
- ac-app-server:8081 # IoBaBbTe BCe HeODOXOIMMEIE CEPBEPH

11.3.3. HacTtpoutb cbop meTpumK
1) lobaBuTb BCe cepBepbl NpunoxeHnin MMNO B KOHPUrypaumto Prometheus;

2) MpoBepunTb AOCTYNHOCTb 3HAMNOMHTA C MOMOLLbIO KOMaHAbI:

curl http://<server>:8081/metrics

Hanpumep:

curl http://ac-app-server:8081/metrics

3) Nepe3anyctuTtb Prometheus ans npumeHeHNs M3MEHEHN
11.3.4. YcTtaHoBuTb Grafana

1) BbINONHWTbL yCTaHOBKY B cooTBeTcTBUM ¢ nn. 11.1.1;

2) 3anyctuTtb cepsBuc Grafana.

11.3.5. HacTpounTb UCTOYHUK AaHHbIX

1) Bolitn B nHTepdeiic Grafana;

2) Nepentn B «Configuration» - «Data Sources»;

3) 06aBUTb HOBbIM UCTOYHWUK AAHHbIX:

— Twun: «Prometheus»

— URL: Agpec Bawero cepsepa Prometheus

— COXpaHUTb HAaCTPOWMKM

11.3.6. MimnopTupoBaTb Aawbopa

1) MepenTn B pasaen «Dashboards»;

2) HaxkaTb KHOMKY «Import»;

3) BbibpaTb cnocob nmnopTa:

— «Import via file»: 3arpy3uTb ¢aln ac-telemetry-dashboard.json;

— «Import via URL»: YKa3aTtb nyTb K dpanny.
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4) YKa3aTb NapameTpbl UMMNopTa:
— BbIG6pPaTb CO3AaHHbIM MCTOYHMK AaHHbIX Prometheus;
— 334aTb MMA fawbopaa;
— HaXKaTb KHOMKY «Import».
11.3.7. MNposepunTb paboToCcnocobHOCTb

Y6eanTbea, YTo NaHenu gawbopaa oTobpakatoT AaHHbIE.
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12. KOHOUTYPAUMOHHBIE ®AN/TbI CLLEEHAPUEB YCTAHOBKM CPEAPbI
®YHKLIMOHUPOBAHWA MMNO Y UHOPACTPYKTYPHbIX KOMMOHEHTOB
nno

12.1. KoHdpurypaumoHHble $aitnibl CLieHapueB YCTaHOBKN cpeapbl GYHKLIMOHUPOBAHUA

MNO u HPpPACTPYKTYPHbIX KOMNOHeHTOoB MNMNO

12.1.1. MHBeHTapHbIN dain inventories/hosts.yml

B MHBeHTapHOM daline inventories/hosts.yml COAEPHKATCA agpeca CepBepoOB
(MmeHa XOCTOB), Ha KOTOpble yCTaHOBAEHbl (byAyT yCTaHOBAEHbI) KOMMOHEHTbI Ccpeabl
dyHKUMoHMpoBaHma MMNO mn noacuctemsl MNMO. OnucaHMe nNapameTpoB WUHBEHTAPHOrO
dalna inventories/hosts.yml NpMBeAEHO B CaMOM dainne.

®ann cueHapusa yCTaHOBKM ANA YCTaHOBKM cpeabl GyHKUMOHMpOBaHMA TMO u
MHOPACTPYKTYPHbIX KOMMoOHeHToB [1MO Ha 1cepBepe C [AOMEHHbIM WMMEHEM

ocs-app.local MMEET CAeayoLLni BUA:

all:
children:
oCs:
vars:
# HaszsBauue kjacrtepa CYB] Postgres
# patroni cluster: ocs-primary

# BupTyanbhwele IP-ampeca (virtual IP), KoTopee OyOyT NIPUCBOEHE
AKTVMBHOMY
# cepBepy Bl B OCHOBHOM kJjlacTepe u StandBy Leader cepsepy EBI B
pPe3epPBHOM
# wJacrepe
# keepalived cluster vip:
# ocs-primary: X.X.X.X
children:
# CepBepa npwuiioxenust IO
app:
hosts:
ocs—-app.local:
# KouHTeHT-cepBepa
content:
hosts:
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# CYBI Postgres
postgresqgl:
hosts:
ocs—-app.local:
# Kemmpymoumii DNS-cepBep
dnsmasqg:
children:
app:
content:
redpanda:
# BamaHcupoBuuk cepBucoB "Nginx Web Server"
nginx:
children:
app:
content:
pxe:
# Cucrema oOHapyxeHus cepBucor "Consul" cepBepa NPUIOXEHUN
consul:
children:
# CepBepa cucrTems oBHapyxeHmsa cepBucoB "Consul"
consul servers:
children:
app:
# AreHTH cucTeMel OOHapyxeHus cepBucoB "Consul"
consul agents:
children:
# postgresqgl:
# Cucrema oOHapyxeHus cepBucor "Consul" KOHTeHT-cepBepa
consul content:
children:
content:
# CpencTBO ymnpaBiieHus KoHOuUIT'ypaumsamm cepsucor "Consul
Template”
consul template:
children:
app:
content:
# CepBHMC TapaHTUPOBAHHOM nmocTaBku coobmeHmun "Redpanda"
redpanda:
children:
app:
valkey:
# CYBI Valkey nns XpaHeHUS CeCCHUM
children:
app:
# Valkey Sentinel ofecneumBaeT BECOKYK OOCTynHOCTb CYEI
Valkey
sentinel:
children:
app:
# lpwunoxenue misa cuHXpoHM3auum oGaniaor Syncthing
syncthing:
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children:
app:
# PXE cepBep mjig 3arpy3KU IO CETU
pxe:
children:
app:
hosts:

12.1.2. HacTpomnKM clLeHapuneB YCTaHOBKM cpeabl PyHKUMoHMpoBaHMA [1MO u
MHPPACTPYKTYPHbIX KOMMOHEHTOB nno B KOHPUTYPaLMOHHbIX danax

config/vars/ vars.yml n config/subsystems/<Ha3BaHue nogcuctembi>/vars/ vars.ymil

B AaHHbIX KOHPUIypaUMOHHbLIX dannax 3a[4atoTCA  HACTPOWMKWU  CAedyroLmx
KomnoHeHTOB: Redpanda, Consul, CYB/, Valkey n CYB/[] PostgreSQL. KoHpUrypaumoHHble
dannbl vars.yml MCMONB3YIOTCA TONBKO B NPOLLECCE YCTAHOBKM.

OnucaHve napamMeTpoB KOHOUIYpaUMOHHbIX GanaoB vars.yml NPUBEAEHO B

KOHOUIYPaALUMOHHbIX dainax B BUAE KOMMEHTAPMEB.

12.1.3. HacTpolKkuK naponein n cekpeToB KOMMNOHEHTOB cpeabl GYHKLUMOHNPOBAHMS
MMNO ©n  UMHPPACTPYKTYPHbIX KOomnoHeHToB [MO B  KOHOUIypaUMOHHbLIX  daknax

config/secret.yml u config/subsystems/<Ha3BaHune noacucremsl>/secret.yml

B AaHHbIX KOHQUIYPaLMOHHbBIX dalfax 3a4atoTca Napoan U CeKPeTbl CAeaytomx

KomnoHeHToB: Redpanda, Consul, CYB/, Valkey n CYb/, PostgreSQL.
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13. KOHOUTYPALIMOHHBIE ®AMNNBI NMNO
(CLEHAPUEB YCTAHOBKW MMNO)

13.1. O6bwasa uHPopmaLmsa 0 KOHPUIYPaALMOHHBLIX paitnax MMNO

MPUMEYAHUE. OnuncaHne napameTpoB KOHOUIYpaUMOHHbIX $anaoB cueHapues

yctaHoBKku MNMO m MMNO npuBeaeHO B KOHPUTYPALUMOHHbIX Gainnax B BUAE KOMMEHTApPUEB.

CTpyKTypa KOH®UrypauuoHHbix ¢arnos MO B obuiem Buae npumBedeHa Ha

pucyHke  (PucyHok 52). MupHbIM  WpUdTOM  BblaeNeHbl  Ganbl,
pefaKkTMpoBaHMO.  PenakTuMpoBaHMe  nNapameTpoB B OCTaslbHbIX

npegnonaraeTcAa.

noaneskauwme

dannax He

/var/ocs/config/
—— environments
L <Has3BaHMue Opr%(eHI/IF.{>
—— vars
L— vars.yml
L config.yml
—— subsystems
L — <naspanme nomcucremer>
—— applications
—— <Ha3BaHMe CcepBuUCa>
— vars
—— services.yml
—— vars.yml
- config.yml
—— internal.yml
—— scopes.yml
—— config.yml
—— internal.yml
—— secret.yml

PucyHok 52

MMNO coaepKnT cneaytoLime TMnbl KOHOUIYPaLMOHHbIX GannoB:

— KOHUrypaumoHHsln dann MNMO (/vars/ocs/config/config.yml);

— KOHOUIypaLMOHHbIe darnbl noacucTem

Mno

(/vars/ocs/config/subsystems/<HasBaumue nomcucreMer>/config.yml);
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— KOHOUrypaumoHHble Ganabl C NAapoaAMM M TOKEHAMM KOMMOHEHTOB Cpeabl
OYHKLUMOHMPOBAHMUSA Mro 7 NHPPACTPYKTYPHbIX KOMMNOHEHTOB rnro
(/vars/ocs/config/secret.yml);

— KOHQUrypaumoHHble  dannbl  cepsucos (moaynern) [MMNO (/vars/ocs
/config/subsystems/<HazBaHue noncucTeMme>/applications/<HazBaHue

cepsuca>/).

B KoHUrypaumoHHom dpamne MMO coaeprxatcsa HacTponkm MMO.

B KOHDUIypaUMOHHbIX Galiax NoACMCTEM COAEPKATCA HACTPOMKKM noacmctem [MI10.
Tak¥e B KOHPUrypauMoHHble ¢anabl MOACUCTEM BblHECEHbl (MOryT ObiTb BbIHECEHbI)
oTAeNbHble HAacTpoMKKM cepBmnco MMM0O, KoTopble MOXKET M3MeHATb aamuHucTpatop MMO. B
[aHHOM Cay4yae B KOHPUIypauMOHHOM daiie COAepXKUTCA CEKUMSA C MMeHeM cepBuca.
Hanpumep, cekuma And cepBmca ocs-auth-accounts-users-api BbIIAANT CAEAYOULMM

obpazom:

ocs-auth-accounts-users-api:

##

# The number of recently used passwords,

# which system will store for forbidding use it for new password
creating.

##

passwordHistoryDepth: 3

##

# Maximum inactivity period 45 days.

# If account not use system during this time, account will be
blocked.

# Must be greater or equal to OIDC refresh token lifetime.

##

maxAccountInactivityPeriod: "1080h"

BHMMAHUE! PepaktnpoBaHuMe KOHPUIypaLMOHHbIX $anaoB CepBUCOB He

npegnonaraeTca.
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13.2. O6wasn ntHpopmauma 0 KOHPUTrypaUMOHHbBIX pannax cueHapues yctaHoBKkM MNMO

CTPYKTYpa KOHPUTYPaLMOHHbIX paliioB cleHapunes ycTaHosku MMO B obliem Buae
npuBeaeHa Ha pucyHke (PucyHok 53). HupHbim  wpudTom BblaeNeHbl  dalinbl,
noa/sexalme peaaktMpoBaHuio. PeakTMpoBaHe NapaMeTpoB B OCTa/fibHbIX dalinax He

npegnonaraeTcAa.

install-ac-mt
—— config
—— environments

L — <uasBanme OKPYXEeHUI>
—— subsystems

L <HasBaHmMe I[NOICUCTEMEBI>
—— applications

<Haz3BaHMUE CepBUCA>

—— vars

services.yml

— _vars.yml

—— config.yml (unmn config.yml.j2)
—— internal.yml

—— scopes.yml

—— vars
L— vars.yml

—— config.yml.j2

—— internal.yml

—— yvamllint.release.yml
— secret.yml

— inventories

— <Ha3BaHMEe Opr%(eHI/IF{>
— hosts.yml

PucyHok 53

CueHapum yctaHoBkM TMO coaep:kaT cneayouime TUnbl KOHOUIYPaALMOHHbIX
darnnos:

— WHBEHTAPHbIN pain inventories/hosts.yml;

— KOHOUIYPALMOHHbIN bann cueHapuAa YCTaHOBKM rro
config/vars/ vars.yml,

— KOHOUIypaumoHHble  dalnbl  CUeHapueB  yCTaHOBKM  noacuctem  [MO
config/subsystems/<nasBaHme nomcmucrTeme>/vars/ vars.yml,

— wabnoH koHdurypaumnmoHHoro dana MMO (config/config.yml.j2);
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— KOHPUrypauMoHHble dannbl noacmcrem rro
(config/subsystems/<uasBaHme nomcucTems>/config.yml);
— WabnoHsbl KOHPUTIYpPaLMOHHbIX dannos noAacucTem Mno

(config/subsystems/<uasBaHue nomcucTems>/config.yml.j2);

— KOHOUIypaLUMOHHble bannbl cepBucoB (moaynen) nno
(config/subsystems/<uasBaHue nomcucTeMer>/applications/<HazBaHue
cepsuca>/);

— KOHOUIypauMoHHbIA Gann Cc NaponsdaMm W TOKEHAMW KOMMOHEHTOB Cpeabl

dyHKUMoHnpoBaHuA MMNO n MHGPaCcTPYKTYPHbIX KOMNOHeHTOB MIMO config/secret.yml.
13.2.1. HBeHTapHbIM dain inventories/hosts.yml

B MHBEHTapHOM dalifie inventories/hosts.yml COAEPKATCA agpeca CepBepOB
(MmeHa XOCTOB), Ha KOTOpble yCTaHOBAEHbl (byAyT yCTaHOBAEHbI) KOMMOHEHTbI Ccpeabl
dyHKuMoHnposaHua MNMO, MHPpPaACTPYKTYPHblIe KOMNoHeHTbI MIMO 1 noacuctems MMO.

OnucaHve napameTpoB MHBEHTapHOro @¢anna inventories/hosts.yml

npueeaneHo s n. 12.1.1.

13.2.2. Obwmn KOHPUTIYPaLMOHHbIN dann CLeHapueB YCTaHOBKM

config/vars/ vars.yml

KoHdurypaumoHHbit ¢ann config/vars/ vars.yml ABAAeTCA OOWMM ANA BCeEX
noacuctem u moaynen MMO M coaepXMT NOAHbIA NepedyeHb OOLWMX MapameTpos,
OTHOCALMXCA K noacnctemam n moaynam Mro.

KoHourypaumoHHble darinbl  vars.yml WCNOAb3YOTCA TO/MbKO B MpoLecce
YCTAaHOBKW, MPU 3TOM KOHOUrypaumoHHble dalnbl config.yml (config.yml.j2)

MCMO/Ib3YIOTCA KaK B NPOLIecce YCTaHOBKM, TaK W B npoliecce skcnayaTaumm MMO.
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13.2.3. KoHpurypaumnmoHHble dalinbl cLueHapueB yCTaHOBKM ans noacuctem M0

(bannbl: config/subsystems/<HassaHne noacucremsi>/vars/ vars.yml)

KoHourypaumoHHble dannbl  vars.yml MNOACUCTEM COAEPXKAT NapameTpbl,
OTHOCALWMECA K KOHKPeTHOW noacucTeme. TakKe AaHHble daiabl MoryT ObiTb 4OMNONHEHDI
napameTpamm 13 obuiero KOHPUrypauMoHHOro Ganna, 3Ha4YeHUs KOTOPbIX HEOBXOANMMO
nepeonpenennTb ANA 3a4aHHOM NOACUCTEMBI.

KoHurypaunoHHble ¢annbl vars.yml B OCHOBHOM COAEPXKAT HACTPOMKM
B3aMMOAEMNCTBMA MNOACUCTEM C KOMMOHEHTaMW cpedbl dyHKUMoHMpoBaHMA TMO 1
MHDPACTPYKTYPHbIMKU KOMNoHeHTamu MO, PacnonaratoTca B KaTanore Co CUeHapuamm

YCTAaHOBKM NO CAefytoemy nyTm:

config/subsystems/<unasBaHue nomcmucreMer>/vars/ vars.yml

Hanpumep, KOHOUIypaUMOHHbIM dann vars . yml Ana Mb6:

config/subsystems/auth/vars/ vars.yml

13.2.4. WabnoHbl KoHPUrypaunoHHbix pannos MMO n noacuctem MMO

Ha ocHoBe paHHbIX $annoB B npouecce yctaHoBku T[1MO  dopmunpytoTca
KOHPUrypaumoHHbie ¢pannbl MMO 1 noacmuctem MMO. 3HaYeHMs NapameTpoB B WabaoHax
KOHPUTypaUMOHHbIX dannoB noacuctem (MO 3apat0oTca agMUHUCTPATOPOM, a TaKKe
CLUEeHapWAMM YCTAHOBKM HaA OCHOBE 3HaYeHWM, 3a4aHHbIX aAMWHUCTPATOPOM B
KOHOUIYpPauUMOHHbIX Gannax vars.yml.

[laHHble KOHGUIypaUMOHHbIe Galbl pacnonaratoTca No CAeayroWwemy nyTn:

config/config.yml.j2
config/subsystems/<uasBaHme noncucteme>/config/services/config.yml.j2

Hanpumep, WwabnoH KoHbUrypaumoHHoro darna rMb:

config/subsystems/auth/config/services/config.yml.j2
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13.2.5. KoHOUrypaLUMOHHbIM Gana ¢ NaponaMM M TOKEHaMM KOMMOHEHTOB cpe/pl

PyHKUMOHMpoBaHMA MMNO 1 MHGPaACTPYKTYPHbLIX KomnoHeHTos MMO config/secret.yml

B AaHHOM KOHQUrypaumoHHOM aine 3a4atoTcAa Naponam M ToKeHbl Redpanda,
Consul, CYb/ Valkey, CYB/[, PostgreSQL, a TakKe CEKPETHbIM KN4 KAMEHTOB (CepBMCOB) U
KAto4  WndpoBaHMA ceKkpeToB, XxpaHAwmxcA B bA. Mpu yctaHoBke [MNO aaHHblE

KOHOUIypaumoHHble Galiibl KONMPYHOTCA Ha CEPBEPbLI MPUIONKEHNI.
13.2.6. KoHourypaumoHHble dannbl noacmctem MO

B AaHHbIX KOHPUIypauUMOHHbIX dalnax 3adatoTca  3HAYeHMA napameTpos
noacuctem MMO. B oTanyme oT wabnoHOB KOHPUIypaUnoHHbIX darnnos noacuctem MMO
3HaYeHMA NapaMeTpPOB 3a4at0TCA TO/IbKO aAMUHUCTPATOPOM.

NaHHble KoOHGUTYpaUMOoHHbIe ai/bl pacnoiaratoTca No cieaytolemy nyTn:

config/subsystems/<HazBaHue noncucrteme>/config/services/config.yml

Hanpumep, WwWabnoH KoHPUrypaumoHHoro damna MM:

config/subsystems/appstore/config/services/config.yml.j2

13.2.7. KoHpurypaumoHHble parnbl cepsmcos MMO

KoHdUrypaumnmoHHble ¢palinbl CEPBMCOB PAcnoaaratoTca B KaTaaore co CLeHapusamm

YCTQHOBKM NO caeaytouemy nyTu:

config/subsystems/<Haz3BaHue noncucrTeme>/applications/<uazBanue
cepBuca>/

Hanpumep, KOHPUrypaumoHHble ¢alnbl cepBuca ocs-auth-adminconsole-ui

Mb:

config/subsystems/auth/applications/ocs—-auth-adminconsole-ui/

OnucaHMe napameTpoB KOHOUIypauUMOHHbIX ¢alioB CepBMCOB NPMBEAEHO B
CaMUX KOHPUTYpPaLMOHHbIX dalinax B BUAE KOMMEHTAPMUEB.
BHUMAHUE! PepaktnpoBaHue KoHOUTypauMoHHbIX dannos cepsucos MO He

npegnonaraeTcAa.
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13.2.8. KoHpuUrypaunoHHble Gaiiabl OKPYKEHUIN

B KOHOMIrypaUMOHHbIX dainax OKpPYKeHuAa nepeonpenenatoTca napameTpsl

KOHPUIYpPaLUMOHHbIX GannoB, onucaHHbix B N. 13.2.1 — 13.2.7 andA 3a4aHHOr0 OKPYKEHMUA.

PacnonaratoTcs [aHHble KOHPUIYpPaLMOHHbIE dalinbl B KaTa/siorax
config/environments/<HaszBaHue  OKPYXeHUS>/ 7 inventories/<HaszsBaHwue
OKPYyXeHUsa>/.

BHUMAHWUE! B KoHOUrypauUMOHHbIX ¢alnax OKPYKeHUM He [onycKkaeTtca
MCMNO/1b30BaTb WabA0HbI KOHOUTYPALMOHHbLIX halioB (pannoB C paClUMPEHUEM «.j2»).

[na nepeonpegeneHua napametpa HeobxoAMMO BbINOAHUTL Caeayrollme
NEencTemA:

— CO34aTb B KaTanore inventories/<HasBaHue OKpyXeHUs>/ MHBeHTaprIVI
dann hosts.yml NO aHanormm ¢ GaNoOM inventories/hosts.yml M 334aTb B
co3aaHHOM ¢daline Tpebyemble 3HaYEHMA NapPaAMETPOB;

— C034aTb B KaTanore config/environments/<Ha3BaHMe  OKPyXeHUI>/
Tpebyemblin KOHPUTYPALMOHHbBIM daln C y4eTOM €ro pacnoNoXeHus B Katanore config.

Hanpumep, AnA nepeonpeneneHnsa napameTpoB KOHPUrypaumMoHHoro ¢anna
config/vars/ vars.yml ANA OKPYXEHWA release AO/MKEH OblTb CO34aH CAeAyOWNMA
KOHPUTIYpPaLLMOHHbIM bann:
config/environments/release/config/vars/ vars.yml,

— CKonMpoBaTb Tpebyemblih napameTp (BKAOYAA CeKUMIO, B KOTOPYI BXOAWUT
napameTp) 13 obuwero KoHourypaumoHHoro d¢akna cueHapues ycTaHosku MO mam
KOHOUrypaumoHHoro dakna cueHapures ycTaHoBKM noacuctem MMo;

— BCTaBUTb CKOMMPOBAHHOE 3HAaYeHMe B aHaA/IOTMYHbIN KOHOUTYPALIMOHHbIM Gain
NNs 3a1aHHOTO OKPYXKEHUSA;

— 3a4aTb Tpebyemoe 3HaYeHne napameTpa.
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13.2.9. NMopsaaok paboTbl C KOHPUTYPALMOHHBbIMKU GalaMn CLEHAPNEB YCTAHOBKM

Mno

MapameTpbl KOHOUIYpPaLMOHHbLIX GalfioB CLEHAapWeB YCTAaHOBKM MPUMEHAIOTCS

COTNacHoO NpuopuTeTam, 3adaHHbim B Tabanue (Tabaumua 35).

Tabnuua 35

Tunbl KOHPUTYPALMOHHBIX
dannos

Katanor (ums ¢aiina)

MopAnoK NPUMEHEHMA
napameTpos (npuopuret

napameTpoB)
Obwwme (ana scex noacmuctem |config/vars/ vars.yml 1 (camblt HU3KNM
n moaynen MNMo) npUopuTeT)

KOHOUIypauynoHHble dainnbl
(WaboHbl
KOHOUIYpaUMOHHbIX hainos)
cueHapues yctaHoBkK 1110

config/config.yml.j2

KoHdurypaumoHHble daitnsl  |config/subsystems/<Hassan |2
>

cLeHapueB YCTaHOBKM e momcycTeMt>/vars/

noacuctem MMO
Hanpumep,
config/subsystems/auth/va
rs/

Ob6wme (ana scex noacucTem config/environments/<uHase |3

n moaynen MNro)

KOHPUIypaLUMOHHbIe panbl
cueHapues yctaHoBKkK 1110
ANA 3a0aHHOTO OKPYXeHMUA

anue
OKpyXeHmsa>/vars/ vars.yml

config/environments/<HasB
aHue
okpyxenus>/config.yml

KoHdurypaumoHHble panbl
CLLeHapuMeB YCTaHOBKM
noacucrtem MNMNO ans
3a/1aHHOTO OKPYXKEHMUA

config/environments/<oxpy
XeHue>/<HasBaHUE
noncucTeMer>/vars/

4 (camMblit BbICOKMI
npuopuTeT)
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Mpu yctaHoske TMO napameTpbl KOHOUTYPALMOHHbBIX GaliioB NMPUMEHSIOTCA B
COOTBETCTBMM C MOPAAKOM, NpuBeaeHHbIM B Tabauue (Tabnuua 35), T.e. cueHapui
yCTaHOBKM  0b6pabaTbiBaeT CHa4vasna KOHPUrypauMoHHble  dalabl B KaTanore
config/vars/, 3aTem B KaTanore config/subsystems/<uaszBaHue
nomcucTemer>/vars/ W T.4. Ecam, Hanpumep, Kakon-nmbo napameTp OAHOBPEMEHHO
334aH U B config/vars/ W config/subsystems/<HaszsBaHme MNOACUCTEMH>/vars/,
nno byoer  yCTAHOBAEHO  CO  3HAYeHWeMm napameTpa, 3a4aHHbIM B
config/subsystems/<Ha3BaHMe MHOOCHCTEeMB>/vars/.

Huxe onuncaHbl Npasuaa 06paboTkM cueHapmamm yctaHoBkM MIMO napameTpos,
MaCCMBOB N CMUCKOB, €C/TM OHW OAHOBPEMEHHO 3a4aHbl B HECKONbKNX KOHOUIYPALIMOHHbIX
dannax.

Mpasuno 06paboTkM NapameTpoB: 3HAYEeHME NapamMeTpa B KOHOUIypaLMOHHOM
danne c Honee BbLICOKMM NPUOPUTETOM MepeonpeaenseT 3HadyeHue MnapameTpa B
KOHPUTypaunMoHHOM paine ¢ bonee HU3KUM NPUOPUTETOM.

[Mpumep napameTpa:

valkey password: "example valkey password"

MpaBuio 06paboTKM MacCMBOB: MAaccuB B KOHOUrypauUMoHHOM daiine ¢ bonee
BbICOKMM MPUOPUTETOM NepeonpeaenseT MacCus B KOHOUrypaumoHHom ¢anne c bonee
HU3KMM NMPUOPUTETOM.

[Mprmep maccmBa:

pPg_hba settings:

- type: local # Unix-socket access
name: all
database: all
method: trust

- type: host # Localhost IPv4 access
name: all
database: all
address: 127.0.0.1/32
method: trust

- type: host # Localhost IPv6 access
name: all
database: all
address: ::1/128
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method: trust
- type: host # Gitlab CI vbox-testing
name: all
database: all
address: 172.17.0.0/16
method: md5

MpaBnio 06pabOTKM CMMCKOB: €C/TIN CMUCOK B KOHPUIypaumMoHHOM darine c bonee
HU3KMM  NPUOPUTETOM  COAEPXKMT HOBble 3/71emMeHTbl  (KOTopbix He 6Obl1o0 B
KoHOUrypaumoHHom ¢anne c 6onee BbICOKMM MNPUOPUTETOM), OHM Ao0baBnAtoTCA K
MCXOOAHOMY  CMMCKY.  3HayeHMe napameTpa B  COUCKe, COAEpPrKallemcs B
KOHOUrypaunmoHHom darine ¢ 6onee BbICOKMM NPUOPUTETOM, MepeonpenensieT 3HaYeHme
napameTpa M3 CNMCKa, coaeprkallerocs B KOHPUrypaumoHHoM dpanne ¢ bonee HU3KMM
NPUOPUTETOM.

[Mpumep cnucka:

postgresqgl:
dbname: example db name # database name
port: 5432 # port
user: example user # user
password: ocs # password
extensions: ["pg trgm", "pg stat statements", "pgcrypto", "pg cron",

"auth delay", "uuid-ossp"] # necessary extensions
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NEPEYEHb TEPMMHOB 1 COKPALLIEHWUI

Ncnonb3yemblie

Tabnnue (Tabnnua 36).

B HaCToAWLEM AOKYyMeHTE TEPMUHbLI N COKpaWleHNA npmeedeHbl B

Tabnunua 36
ColepF;ALll\J,Me:/ e Pacwunéposka

b, basa gaHHbIX

rMc focypapcTBeHHas MHGOPMALIMOHHAA cucTeEMaA

3MC 3aMKHyTaA NporpammHas cpeaa

nc NHdopMaLMOHHbIE CUCTEMBI

HCA HecaHKUMOHWMPOBAHHbIM AOCTYN

OC OnepauMoHHasa cucTema

MapTMumnoHmpoBaHme |PasaeneHme Tabamupl Ha OTAENbHbIE YAaCTK (MAPTULMK) C LENBIO
YAYYLWUTb NPOU3BOAUTENBHOCTb BbiNO/IHEHMA SQL 3anpocos.
MapTUUMOHMPOBAHME NO3BONAET PA3AeNnTb AaHHble Ha bonee
ynpasafaemMble 4acTu, yay4laa ux 40CTyNnHOCTb 1 06paboTKy.
Kaxkaas napTuums MoxKeT bbiTb He3aBMCMMO obpaboTaHa, YTo
YNPOLLAET M YCKOPAET BbINOJIHEHWE 3aNPOCOB

Mb MNoacuctema 6e3onacHOCTH

Y Moacuctema «MapkeT»

o MporpammHoe obecneyeHune

NnoocC MNoacuctema obHoBReHUs OC

rncy MNoacuctema CepBUC yBEAOMNEHNM

rny Moacuctema Mnatpopma ynpaBaeHms

MnyT lNoacmuctema ynpas/ieHnA TeHaHTaMM

rnro MpuKknagHoe nporpammHoe obecneveHne «Aspopa LieHTp»

MNpegnpuaTtne- ObuecTBo € OrpaHMYeHHOM OTBETCTBEHHOCTLIO « OTKPbITaA

M3roTOBUTENb, MmobunbHaa nnatpopma» (OO0 «OTKpbITad MOOUIbHASA

npeanpuaTne- nnathopmar)

pa3paboTumk

[MpunoxeHune [NpunoxeHnem ABNAETCA:
—  MOobUAbHOE NpunoKeHne, PYHKLUMOHMPYLOLLLEE NOA,
ynpasneHnem OC Aspopa/OC Android;
—  npunoxeHne ana IBM, dyHKUMOHMpYOLWEN nos,
ynpasneHnem OC cemencTsa Linux
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CoTKepF;ASJ,Me:/ e Pacwunéposka

PTK-®eHunKc JloBepeHHbIN peno3ntopuin, obecneynBaroLLmMim BO3MOKHOCTb
npumeHeHna 6esonacHbix bnbamnotek ceoboaHoro MO B
npoeKTax pa3paboTkm MO. PazpabotaH OO0 «PTK UT»

TY3 TexHnyecKkana y4eTHana 3anmcb

C3U CpeacTBo 3aWmThl MHPOPMALMK

cno CneumanbHoe nporpammHoe obecneyeHune

CYB/A Cuctema ynpasnieHma 6azamm AaHHbIX

cyanp CucTtema ynpaBneHus 4oCTyrnom K MHGOPMaLMOHHbIM pecypcam

TokeH AyTeHTMOUKALMOHHbIE AaHHble, KOTOPblE BblAAKOTCA

Nnoab30BaTeENHO NMocae yCﬂeUJHOﬁ dBTOpPU3aUNUN N ABNAKOTCA
KAKYOM ANA AOCTYMNa K cny>+<6alv\

Twunbl nopToB

1. BHewWHn — ooCTyn K AaHHOMY TNy NOPTOB OCYLLECTBASAETCA
M3-3a NpeaenoB KOHTPOAMPYEMOW 30HbI. Hanpumep, 3anpockl oT
nonb3oBaTenen c posbto Monb3oBaTenb ABpopa MapkeT. JocTyn K
AAHHBIM MOPTAM MMEET HapyLKTENb;

2. BHYTpeHHWI — AOCTYyN K AQHHOMY TUMY NOPTOB MOXKET
OCYLLECTBAATLCA TONbKO M3 KOHTPOAMPYEMOM 30HbI. [laHHble
NOPTbl MCMOb3YHOTCA ANA B3aMMOAENCTBMA APYT C APYTrOM
cepsmcos MO, KomnoHeHTOB cpeabl GyHKUMOHMPOBaHKMA MMO n
MHOPACTPYKTYPHbIX KomnoHeHToB M0, a Taxe Ans
B3aMMOAENTBMA NPUBUNETMPOBAHHbLIX Noab3oBaTenei c MNMo

YCTponcTBO Mo, yCTPOMCTBOM Noapa3ymeBaeTca MOOUAbHOE YCTPONCTBO
n/mnn 3BM, Ha KOTOPOM GYHKLMOHMPYIOT COOTBETCTBYIOLLME
KOomMmnoHeHTsI 110

Loa LleHTp 06paboTKn AaHHbIX

J2BM DNEeKTPOHHO-BbIYUC/INTENbHAA MalLMHaA

21 JKCn/yaTauMoHHaA AOKYMeHTauUMA

API Application Programming Interface — onncanme cnocobos (Habop
Knaccos, npoueayp, GyHKLUMN, CTPYKTYP UIN KOHCTAHT),
KOTOPbIMM O4HA KOMMNbOTEPHAA MPOrpaMmMa MOXKET
B3aMMO/EeMNCTBOBATL C APYroM Nporpammoln

CD-ROM Compact Disc Read-Only Memory — pa3HOBMAHOCTb KOMMAKT-
[MCKOB C 3aMMCaHHbIMW Ha HUX AAHHbIMW, AOCTYMHbIMMK TONbKO
ANA YTeHMA

CDN MNoacuctema aoctaBkun KoHTeHTa (Content Delivery Network)
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TepmuH/
P Pacwunéposka
CokpalyeHune
Cookie Hebonblion ¢pparmMeHT AaHHbIX, OTNPaBAEHHbI BeO-cepBepom U

XpaHUMbI Ha 9BM nonb3osaTtena. Beb-kameHT (06blyHO Beb-
Opay3ep) BCAKNI pa3 NpM NOMbITKE OTKPbITb CTPAHULLY
COOTBETCTBYHOLWErO Beb-caTa nepecbinaeT 3ToT GparmMeHT
NaHHbIX Beb-cepBepy B cocTaBe http-3anpoca

CSS3

Cascading Style Sheets 3 — cneumnduraums CSS. MNMpeacrasnaet
cobo opmManbHbIN A3bIK, PEaNN30BaAHHbIM C MOMOLLLIO A3bIKa
pa3MeTKn

DHCP

Dynamic Host Configuration Protocol — ceTeBoit npoToKo,
NO3BOAOLLNIM CETEBBIM YCTPOMCTBAM aBTOMATMYECKM NOyYaTb
IP-agpec n apyrme napameTpbl, Heobxoanmble ans paboTbl B
cetn TCP/IP

DNS

Domain Name System - KOMMNbtOTEPHAA pacnpeseneHHada
cucTema ansa noayvyeHna nHbopmaumm o AoMeHax

DVD

Digital Video Disc — onTnyecknit Hocutenb MHGOPMaLLUK,
BbINMO/IHEHHbIM B dOpME AMCKA, ANA XPAaHEHUA PA3NNYHOM
nHbopmaLumm B UMGpPOBOM BUAE

ECMAScript 5

BcTpamBaemMbll paclumMpaeMblil He MMetoLW MM CpeacTB
BBO/1a-BbIBOAA A3blK MPOrpPaMMmMPOBAHNSA, NCMOJb3yEMbIN B
KayecTBe OCHOBbI 414 MOCTPOEHMA APYrMX CKPMMTOBbLIX A3bIKOB

HTML5

HyperText Markup Language, version 5 — a3blk Ana
CTPYKTYPUPOBAHMA M NpeacTaBNEeHNA COAEPHKMMOro Beb-
CTPaHMLbI

HTTP

HyperText Transfer Protocol — npoToKkon NpuKnaaHoro ypoBHn
nepenayn gaHHbIx. OcHoBon HTTP ABAsieTcA TEXHONOIUSA
«KNIMEHT-cepBep», TO eCTb NpeAnonaraeTca CyL,ecTBoBaHMe
notpebutenei (KIMEHTOB), KOTOPbIE MHUUMUPYIOT COeAMHEHNE U
NOCbINAIOT 3aMpPOC, M NOCTaBLLMKOB (CepBepOB), KOTOPbIE
OXWAOAQKT CoOeAMHEHMA ANA NONYyYeHMA 3anpoca, NPON3BOAAT
HeobxoaMMble AEeNCTBMA 1M BO3BPALLAOT 06paTHO cooblleHMe ¢
pe3y/1bTaToOM

HTTPS

Hypertext Transfer Protocol Secure — paclwmnpeHme npoTokona
HTTP ans noaaep*KKku WndpoBaHMa B LLENAX MNOBbIWLEHNS
6e3onacHocTK. [laHHble B npoTokone HTTPS nepeaatoTca noBepx
Kpuntorpadpuyeckmx npoTokonos SSL mam TLS
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TepmuH/
CokpalyeHune

Pacwunéposka

IP

Internet Protocol - 0CHOBHOM NPOTOKON CETEBOro YPOBHS,
MCNoNb3yLWMNCa B IHTepHeTe n obecneynsatolmii eanHyHo
CXeMy /I0rM4ecKon aapecaLmm yCTPONCTB B CETU U
MapLpPyTU3aUMIO JaHHbIX

ISO-06pa3

Obpa3 oNTMYeCKoro AMcKa, coaepKalinim GannoByto CUCTEMY
cTaHaapTa ISO 9660

JSON

JavaScript Object Notation — TekcToBbI dopmaT obmeHa
NaHHbIMW, OCHOBAHHbIN Ha JavaScript

MTP

Media Transfer Protocol —annapaTHO-HE3aBMCUMbIM NPOTOKO,
OCHOBAHHbIN Ha PTP

NFS

Network File System — npoToKkon ceTeBoro AocTyna K $pannoBbiM
cMCTEMaM, MO3BONAIOLIMN MOHTMPOBATL (NOAKAOYATD)
yAaneHHble pannoBble CUCTEMbI Yepes CeTb. 3a OCHOBY B3AT
NPOTOKO/ BbI30Ba yaanéHHbix npoueayp (ONC RPC)

Nginx

Beb-cepBep 1 NOYTOBLIN NPOKCU-CePBEP, paboTatowmi Ha
Unix-nogo6Hbix OC

OIDC

OpenlD Connect — ypoBeHb ayTeHTUdMKaumm OAuth 2.0,
MHPPACTPYKTYpPbl aBTOpM3aumn. KoHtpoamnpyetca OpenlD
Foundation

PXE

Preboot eXecution Environment — cpeaa ana 3arpy3kn 3BM ¢
MOMOLLbIO CETEBOM KapTbl H€3 MCNO/b30BaAHMA NOKANbHbIX
HOCUTEeNEen (KEeCTKMUX AMCKOB, KOMMNAKT-ANCKOB U APYTX
YCTPOWCTB)

RPM-nakeTt

®ain dopmaTta . rpm, NO3BOAALWMA YCTAaHABANBATD, YAANATb U
0H6HOBNATL NPUNOKEHNA HA YCTPOMCTBAX

SIEM-cucTtema

Cuctema A/1a MOHUTOPUHIA, aHan3a M yrnpasaeHns cobbITaMun
6e3onacHoCTH

SMTP

Simple Mail Transfer Protocol — ceTeBoit npoTokon,
npeAHasHaYeHHbIM ANA Nepeaadm 3NeKTPOHHOM NoYTbl B CETAX
TCP/IP

SSH

Secure SHell — ceTeBOM NPOTOKO/ NPUKNAAHOIO YPOBHS,
NO3BONAIOLLINI NPOM3BOANTL yaAaneHHoe ynpasaeHmne OC u
TyHHenunposaHune TCP-coeanHeHMn (Hanpumep, 4NA nepeaaydm
dannos)

TCP

Transmission Control Protocol — npoTokon TpaHCNOPTHOro
YPOBHA, rapaHTUPYHOLLNIM LLeNOCTHOCTb NepeaaBaemMbiX AaHHbIX U
yBeLOM/IeHWE OTNPaBUTEIA O pe3y/ibTaTax nepesayn



https://ru.wikipedia.org/wiki/%D0%92%D0%B5%D0%B1-%D1%81%D0%B5%D1%80%D0%B2%D0%B5%D1%80
https://ru.wikipedia.org/wiki/%D0%9F%D1%80%D0%BE%D0%BA%D1%81%D0%B8-%D1%81%D0%B5%D1%80%D0%B2%D0%B5%D1%80
https://ru.wikipedia.org/wiki/Unix
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COT:;ZAS:;:/ e Pacwunéposka
TLS Transport Layer Security — Kpuntorpadu4yeckmnim NpoToKon,
obecneymBatoWM 3alMLLEHHYIO NepeaaYy AaHHbIX MeXay
y3/1amu B ceTu VIHTepHeT
URL

Uniform Resource Locator — eanHoobpasHbI IoKaTop
(onpenennTenb MeCTOHaXOXAEHMA) pecypca
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JINCT PEFUCTPALUMWN N3SMEHEHUM

Homep 3ameHeHHble | Bcero NaoeHTndumKatop
BEpCUM JINCTbI JIMCTOB | [AOKYMeHTa OCHOBaHuA

Uam. [aTa
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