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1. ObLWLWAA UHPOPMALUA

Echm Ha MOMEHT OTnpaBkM push-yBeaoMaeHMA YCTPOMCTBO HeAOCTYMHO,
NPUNOXKEHME NONYYNT push-yBegomaeHMe Nocne NOAKAOYEHMA K ceTH, obecneymBatoLLem
noctyn kK Cepsepy npunoxeHnn MNCy.

[na wncnonb3oBaHMA push-yBeAOMAEHWI B CBOMX CUCTEeMax pa3paboTyMKam
HeobXoAMMO pacWUpPUTb  GYHKLUMOHANBbHOCTb NPUAOKEHUIA U CepBepa BHELLIHEro
NPUNOXKEHWNA, OTNPABAAIOLLErO push-yBegoOMNeHMA.

MPUMEYAHUE. He pekomeHAayeTCA C NTOMOLLbI push-yBeAOMAEHMA OCYLLLECTBAATD
nepeaavy KOHPUAEHUMANBHON M YYBCTBUTENBHON MHPOPMALIMWN B HE3ALLMLLIEHHBIX CETAX,
T.K. MNPOTOKOA B3aMmmoaencTemsa ycTponctea ¢ Cepepom npunoxkeHun [ICY He
noapa3symeBaeT nepeaayvy KOHPUAEHUMANbHON MHDOPMaUMK.

Mpwn pa3paboTke NPUAOKEHNI AOCTYNHO NOAKAOYEHME K TECTOBOMY CEPBEpPY A1

TeCTUPOBaHMA PYHKLMOHANBHOCTM push-yBeaOMIEHUN,
1.1. /lnueH3noHHOe cornawieHue

MporpammHoe obecneyenme (MO) Aurora Center Services SDK asnsetcs
UHTennekTyanbHol cobctBeHHocTblo OO0 «OTKpbITaa MobWAbHAa nnathopma» W
NINLEH3MpYeTcA Ha ocHoBe JIMLEH3MOHHOIO COrnaleHna € KOHEeYHbIM MOJ/b30BaTe/ieM
(EULA).

JINUEH3NOHHOEe  COrflalleHMe  C  KOHEYHbIM  MO/b30BaTe/iemM  ABAAETCA
NPUNOKEHNEM K HACTOALLEMY PYKOBOACTBY pPa3paboTymMKa M pacnonaraetca no agapecy:

https://maven.omp.ru/repository/filestorage/sdk/EULA.
1.2. MNonyyeHune aoctyna K Tectosomy Cepsepy npunoxenumn MNCy

NMPUMEYAHUE. [1na TecTMpoBaHMA cepBepa BHELWHEro MPUIOXKEHUA, KOTOPbIN
OTNpaBAAeT push-yBegoMaeHUA, U NPUNOKEHMA, KOTOPOE NOJyYaeT push-ysegomneHms,

HeobxoaMMO NCNONb30BaThb TeCTOBLIM CepBep npunoxeHui MCY.


https://maven.omp.ru/repository/filestorage/sdk/EULA%20Aurora%20Center%20Services%20SDK.txt
https://aurora-partner-push-test.ompcloud.ru/
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[na nonyyeHMa HaCTpoeK NoAKAoYeHMA K TecToBomy Cepsepy npuaoxkenuin MNCY
Heobxoammo 0bpaTnUTbCs K AaMMHUCTpaTopy ABpopa LieHTp 1 nony4mTb agpec 1 nopT, a
Takxe ¢pann c HacTpokamm Cepsepa npunoxkeHni NCY n HacTpoMKamm NPUNOKEHNA.

HacTpoikn HeobxoaMmo yKa3aTb B  KOHQUrypauum cepBepa BHELIHEro
NPUNOXKEHWNA, KOTOPLIN NOC/E NPOXOXKAEHNA ayTEHTMOUKALMM NONYYaeT TOKEH AOCTyNa U
oTnpasaaeT push-ysegomneHns yepes Cepsep npunoxenni MCY.

CnKMCOK HaCTpoeK A/1A NOAKNOYEHMA CepBepa BHELWHEro NPUIOXKEHNA K TECTOBOMY
Cepsepy npunoxenun MCY:

— project _id — YHWKanbHbIM naeHTUdMKaTop (ID) npoekTa;

— push public address - agpec TectoBoro Cepsepa npunoxerHuit MCY, Ha
KOTOpbIM ByayT OTNPaBAATbLCA 3aMPOChI;

— api url — agpec APl Tectosoro Cepsepa npunoxeHun MNCY;

— client id — aKKayHT y4yeTHOW 3anucu paspabortumka B [logcucteme
6e3onacHocTn TectoBoro Cepsepa npunoxkerHni MNCY, obblyHO coBnagaeT ¢ ID npoekTa;

— scopes — CMUCOK AeNCTBUIM, KOTOPblE MOTYT ObITb Pa3peLleHbl MPUIOKEHNIO;

— audience - npeanosaraembln NoTpebutenb TOKEHA, Kak NPaBMIO, 3TO CepBep
pecypcos (API), K NpMAOKEHMIO KOTOPOro HEObX0AMMO NONYYNTb AOCTY;

— token url — afpec Nojy4yeHna TOKeHa aBTOPM3aLLMK /1A 3aNPOCOB K TECTOBOMY
Cepsepy npunoxenun MCy;

— key id — wuaeHTMdMKaATOp NpuBaTHOrO KAtoda RSA ana nepefayn coobueHumi
MeX 1y CEPBEPOM BHeELLHEro npmaoxeHus n Cepsepom npmnoxenumin MNcCy;

— private key — TnNpuMBaTHbIM KAo4 RSA ana nepepadn coobleHun mexay
CEPBEPOM BHELWHEero npuaoxKeHna u TectoBbiM CepBepom npuaoxenun [CY.
PekomeHaauUMm NO poTaLMM NPUBATHOTO KAOYa NPOEKTa NnpuBeaeHbl B M. 2.2.6.

[Ona npuAoOXKEHMM AOCTYMHA HAaCTPOMKA CeAyOLLMX NapaMeTPOB:

— application id — YHWKaAbHbI WMAEHTUOUKATOP NPUNOKEHUI, KOTOPbIN
HeobxoaMMo A00aBUTbL B NPUIOKEHME;

— project id —YHUKaNbHbIN MAEHTUPHUKATOP NPOEKTa.
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MPUMEYAHMUE. Application id HeOHBXO4MMO MCNONBL30BaTb ANA PErNCTPALUN B
push-gemoHe Ha ycTpoicTee. KaxkaoMy application id MOXET COOTBETCTBOBATb TObKO

1 npunoxkeHwue.

1.3. Pabota c TectoBbim Cepepom npunoxeHui MCy

[ns TOr0, 4TObbLI MCNONBL30BATL B Pa3paboTKe TecToBbI CepBep npunoxeHni MNCY
ONs OTNpaBKM push-yBegOMAEHNI, HEODOXOAMMO BbIMONAHUTL CAEAYIOLLINE AT W:

1) YcTaHoBMTb NpuaoxKeHne «ABpopa LleHTp» Ha yCTPOMCTBO M aKTUBMPOBATb €10
C MOMOLLBIO CKaHMpoBaHMA QR-Koaa.

NMPUMEYAHMUE. Mpouecc ycTaHOBKM NpunoxkeHna «Aspopa LeHTp» M akTMBauum
YCTPOMCTBA MOXET ObITb BbINOIHEH AAMMHMCTPATOPOM [TnaTdopmbl ynpaBaeHmA;

2) Monyuntb goctyn K TectoBomy Cepsepy npunoxkenuin MNCY:

— HanpaBUTb 3anpoc AaMnHMcTpaTopy MNaatbopmbl ynpasaeHums;

— NOAYYUTb KAOYM NS A0CTyna K TectoBoMy Cepsepy npunoxeHmia MCY;

— MCMNONb30BaTb KAKOUYM NPU B3aMMOAENCTBMM CepBepa BHELIHEro NPUIOKEHMUA C
TectoBbIM CepBepom npunoxexHni MCy;

3) Co3aaTb M YCTAaHOBUTb NPUIOKEHWNE HA YCTPOMCTBE:

— nepefatb B NPUIOXKEHWe applicationId, MNOAYYEHHbIM OT AAMMHMCTPATOpPa
Mnatdopmbl ynpaBneHus;

— 3apermcTpmMpoBaThCa B push-AemMOHe C MOMOLIbK applicationId, NOAYYMB B
OTBET Ha 3aNpoC registrationId Ana TectoBoro Cepsepa npunoxeHuin MCy;

4) OpraHun3oBaTb Nepeady push-yseaomneHuin cepBepa BHELWHEro NpuaoXKeHmsa
yepe3 TecToBbIM CepBep npunoxkenun MNCY:

— nepefatb registrationId CepBepy BHELWHEro MNPUIOXKEHUA [OOBEPEHHbIM
cnocobom OT NPUAOKEHWUA. ITO MO3BOAUT CEPBEPY BHELIHETO MPUNOKEHMA OTNPABAATb
TapreTMpoBaHHbIe push-yBeAOMIEHNA K CBOMM MNPUNOKEHMAM Ha KOHKPETHOM YCTPOWCTBE;

— MOAYYUTb TOKEH A0CTyNa Ha TectoBom CepBepe npuaoxeHuin MCY yepes cepsep

BHEWHENo NPpUNOXKeHMA,


https://community.omprussia.ru/documentation/software_development/guides/push/server.html
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— nepeaaTb Yepes cepBep BHELWHEro NpUAoKeHNa push-ysesomneHna, ncnob3ya
TOKeH J0CTyna v NAEHTUOUKATOP CBA3KM NPUIOXKEHME — YCTPOMCTBO registrationId.

MpoLlecc perncTpaumm NPUIoKEHNN NpuBeaeH Ha pucyHKe (PucyHok 1).

MobunbHoe ycTponcTBO Cepeep npunoxexus MNCY

Mo6unbHOE npunoxexue h ‘ |Cepswc transport-api l’ |Cepaep MOBUNBHOTrO NPUNIOXEHNUS

1 1
1 1 Perndrpauus ycTponcTea |
i 1

|

|
|
> !
' |
| _ 2 YcnewHas peructpauus !
'( ........................................................................................... 1 '
3 Peructpauua npunoxenus c application_id ] ] :
> ! !
:4Peruchauwa CBA3KW MPUNOXEHUS + YETPOACTBO | .
' 7 ¢ application_id u device_id < !
>
1 1 1
!

SolCieuHan perncTpaums c registratlONSiC . :

16 YcnewHas peructpauus c registration_id

07 Nepepaya registration_id
1

8 Craryc nepepaun registration_id
<

e e

MobunbHoe npunoxexune h ] Cepsuc transport-api l[ |Cepaep MOBUNBLHOrO NpUNoXeHus

PucyHok 1
3anpoc Ha perucTpaumio NPUNOKEHUA O0MKEH MPOMUCXOAMUTb MPU KaXKAOM ero
3aMnycKe, T.K. registrationId MMeET CPOK }KU3HU, HE 3aBUCALLMIA OT MPUIOKEHN.
MPUMEYAHME. Mpun nepexoae c Tectosoro Cepsepa npunoxkeHni NMCY Ha 0CHOBOWM
HeobxoAMMO MONYYUTb HOBbIM MPOEKT push-yBegomneHun M nob6aBuTb ero B CBoe

NMPUNNOXKEHNE.


https://aurora-partner-push-test.ompcloud.ru/
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2. ONMNCAHWE PABOTDI

2.1. Pa3paboTka npunoxeHna

2.1.1. [dobasnenue Aurora Center Services SDK B npoekT Android

Ona wHterpaumm npunoxkeHmsa ¢ Aurora Center Services SDK Heobxoammo

ncnonb3osatb Android Studio IDE 1 a3bik pa3paboTku Java.

HeobxoamMmo BbINONHUTL CAeAytoWMe LWaru:

1) Monyyntb npoeKT B CepBuce yseaomneHunin ot AaMmmHucTpaTopa Aspopa LieHTp

(cm. noapasaen 1.2). B pe3ynbrate OyaeT NoAyyYeH applicationId,

2) 3anOMHWTb M COXPaHUTb MNOAYYEHHbIN applicationId. OH NoHagobutca B

nanbHenwem npu nHterpaumm ¢ Aurora Center Services SDK;

3) dobaBuTb maven PeNO3MTOPUI omp B $aln settings.gradle:

dependencyResolutionManagement ({
repositoriesMode.set (RepositoriesMode.FAIL ON PROJECT REPOS)
repositories {
google ()
mavenCentral ()

maven {
url "https://maven.omp.ru/repository/maven/"

4) [NobaBuTb aurora-center-services-push B 3aBMCUMOCTM B

build.gradle/build.gradle.kts (B COOTBETCTBMM C HACTPOMKAMM NPOEKTA):

dependencies {

implementation " ru.omp.aurora-center-services:aurora-center-ser-

vices-push:1.1.5"

}
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2.1.2. TlonyyeHwne perncTpauyoHHOro TOKeHa

YT06bl NONYYUTb PETUCTPALMOHHLIA TOKEH (registrationId), HeEobXoAMMO
Bbl3BaTb MeTOA getToken Y PushSdk, nepeaas Context M applicationId, MONYYEHHbIN

Bbille (cm. n. 2.1.1):

PushSdk.getInstance () .getToken (getApplicationContext (), m appId)
.addOnCompletelistener (new OnCompletelListener () {
@Override
public void onComplete (@NonNull Task task) {
if ('task.isSuccessful()) {

Log.w (TAG, "Fetching registration token
failed: " + task.getResult());

return;

}

String token = task.getResult();
Log.d (TAG, "token: " + token);

1)

2.1.3. TecTtoBOe coobLleHMe

2.1.3.1. HacTponKkM nonyyeHma TeCToBOro COOOLLEHMA

Y10bbI NPUHATL TECTOBOE COODLLEHME, HEODXOAMMO:

1) OTpenakTMpoBaTb MaHMbECT NPUNOKEHNS, 406aBUB CEKUMIO service:

<service
android:name=".MyPushService"
android:enabled="true"
android:exported="false">
<intent-filter>
<action android:name="ru.omp.services.REGISTRATION STATUS" />
<action android:name="ru.omp.services.PUSH AVAILABLE" />
<action android:name="ru.omp.services.PUSH MESSAGES" />
</intent-filter>
</service>

2) YHacnenoBaTb Kacc Service (Nepeonpenenms meto onMessageReceived):

public class MyPushService extends PushService {

@Override
public void onMessageReceived (PushMessage message) {
Log.d (TAG, "onMessageReceived: " + message.getMessage());

}
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MPUMEYAHUNE. MMonyyeHHoe B NpUAOXKeHUM push-yBeaomneHne A0KHO ObiTb
06paboTaHO NOTMKOM NPUNOKEHUI:

1) Twuxui push 6e3 oTobpaxkeHMs NoNb30BaTENIO;

2) BbiBecTn yBegomneHue nons3osatento B Ul (Notification tray).

2.1.3.2. OTnpaBneHmne TeCTOBOro coobLEeHMs B MPUNOKEHME

Mcnonb3ya MNOAYYEHHbIA Bbllle TOKEH, HeobXxoAMMO OTNpPaBUTb TECcTOBOE
coobleHne B NPUNOKEHHNE.

[NAa 3TOro MOXXHO BOCMO/1b30BATLCA IMYJIATOPOM CepBEPA BHELIHErO NPUIOXKEHNA
Ha A3blke NporpammmpoBaHuMa Python umnm oTnpasuTb push-yBegomneHue co CBOEero
cepBepa BHELIHEro NpuaoXKeHus.

IMYJIATOP A0CTyneH Ha pecypce
https://gitlab.com/omprussia/tools/PushSenderPython.

Mporpamma cuyMTbiBaeT HACTPOMKM npoekTa un3 YAML-paina, yKasaHHOro B
napameTpe config, AeNaET 3aMNpPoC Ha NOJyYeHMe TOKEHA AOCTyNa MU B 3aBUCMMOCTU OT
napameTpa action BbINOJHAEGT TY UAU UHYIO NOTUKY, AOCTYMHYIO Yepes3 API.

Ncnonb3oBaHue:

1) 3apaTb KOHPUrypauUMo OAHMUM M3 ABYX CNOCOOOB:

— npuopuTeT —3arpy3nTb pann YAML cepBepa 13 HAaCcTpPOeK NpoekTa Yepe3 KoHCcoNb
aaMmuHuctpaTopa MNCY 1 coxpaHUTb ero pAAoM Cmain.py NO4 UMEHEM push-server.yml;

— ecnn paln push-server.yml He HalaeH, TO B KOHOUIYpPaLMOHHbIN dann
BCTaBAsETCA BCA MHOOPMALMA, NOAYYEHHAA M3 HACTPOEK MPOeKTa OT AAMMHMCTpATopa
Aspopa LeHTp;

2) YCTaHOBWUTb 3aBUCUMOCTU:

python3 -m venv venv
source ./venv/bin/activate
pip install -r requirements.txt

3) 3anyctuThb:

python ./main.py \
-—action one of:
* send - send message (default)
* get-project - get information about the project



https://gitlab.com/omprussia/tools/PushSenderPython
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* update-key - generate a new key pair, update the public
key for the service account and send a test message (if the --reglD
parameter is specified)

-—config <path to app server xxx.yaml, downloaded from the Push
project settings (push-server.yml by default)>

--reglID <registration ID received in the push daemon or emula-
tor during registration (default e3bbd700-6a76-4ad6-a699-ac284dabblab
for TARGET NOT FOUND check) >

--messageText <message for push notification body ("some text"
by default)>

HaﬂpMMep,QTO6blOTﬂpaBMﬂDCOO6M£HMG,H€O6X0AMMO BbIMOJIHNUTL CNedyroLWwyro

KOMaHA4y:

python main.py --action send --config ~/configs/push/push-
feat/app server kaa smoke 111 c5kg2iig44trvsk5lsm0O.yaml --regID
22be010d-abcc-4£9d-96be-366d4c5432ca

Mocne ycnewHon oTnpaBKM NPOrpaMmma BbiBEAET Ha 3KpaH pesyabTar.

Mpumep:

Project options:
push public address: "http://ocs-push-
dev.devel.pro:8009/push/public"
project id: "novyi proekt btpivpvlbabfanlsg8rQ"
client id: "novyi proekt btpivpvlb5abfanlsg8r0"

audience: "ocs-auth-public-api-gw ocs-push-public-api-gw"
scope: "openid offline message:update"
private key id: "public:sVnj2ES7UQ"
private_key: "D'-————- BEGIN RSA PRIVATE KEY—-———-
\nMIIJ...RYJhsSgPoLA==\n---—-—- END RSA PRIVATE KEY-
____\nl n

Got token endpoint:

"http://ocs-push-dev.ompcloud.ru/auth/public/cauth2/token"
Result:

response: {'access token': 'eyJhbGci...foJjLY', 'expires in':
3599, 'scope': 'openid offline message:update', 'token type': 'bear-
er', 'expires at': 1601966682}

access_ token: eyJhbGci...fojLY
Send push message result:

response: "{'expiredAt': '2020-10-06T07:44:43.967576Z2"', 'id':
'1526c09c-1cad4-48ea-8357-elb8aa2f3fc3', 'notification': {'data':
{'action': 'command', 'another key': 'value'}, 'message': 'somem
message', 'title': 'some title'}, 'status': '', 'string': '', 'tar-
get': 'Tcefc0dl-b262-4bcc-a959-497c7bfd38f4"', , 'type': 'device'}"

id: "1526¢c09c-1cad4-48ea-8357-elb8aa2f3fc3"
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KomaHaa ana nonyyeHmns MHGopMaLmMm o NpoeKTe:

python main.py —--action get-project --config ~/configs/push/push-
feat/app server kaa smoke 111 c5kg2iig44trvsk51sm0O.yaml

KomaHaa ana nepesbinycka KAtoyen y4eTHOM 3anncu CayKobl:

python main.py --action update-key --config ~/configs/push/push-
feat/app server kaa smoke 111 c5kg2iig44trvsk51lsm0O.yaml

Ecan TpebyeTca cpasy NpoBepuTb, YTO COObLLEHME OTNPABAEHO YCMELHO C HOBbIM

KAH0YOM, HEOBXOAMMO YKa3aTb MAEHTUDMKATOP PErMCTPALLMN B KaYecTBe NapameTpa:

python main.py —--action update-key --config ~/configs/push/push-
feat/app server kaa smoke 111 c5kg2iig44trvsk51lsmO.yaml --regID
22be010d-abcc-4£9d-96be-366d4c5432ca

2.1.4. Tlpumep TECTOBOro NPUIOKEHNA

B kauyecTBe npumepa OblIO NOArOTOBAEHO TeCTOBOe npuaoxkeHue «QuickStart
Push».

McxoaHbIM Ko, c nprMepom MHTerpaumm npmnoxkenma « QuickStart Push» ¢ Aurora
Center Services SDK BO3MOXHO NONYYNTb no aapecy:

https://github.com/omprussia/quick-start-push.
2.2. OtnpaBka push-ysegomneHmm

Push-yBegomneHna OTNpaBAAOTCA C CepBepa BHELWHEro MNpUAOXKEeHMA yepes
AP| CepBepa npunoxkenuin [CY, KoTopbii 3awmuieH npotokonom OAUTH2 OpenlD
Connect cornacHo JSON Web Token (JWT) Profile for OAuth 2.0 Client Authentication. Mpwu
3TOM MCNONb3YyeTCA METOA ayTEHTUDMKALUMN private key jwt.

Mpu pernctpaumm npoekta Ha CepsBepe npunoxkeHuit MNCY paspabotymky byayT
HanpaBieHbl KOHPUIyYpaUMOHHblE HACTPOMKM MPUIOKEHMA W CepBepa BHELWHEro
NPUNOXKeHWA. B KOHPUTypaummn npeacTaBaeHbl NapameTpbl, Heobxoammble ANA HACTPOMKM
KAMeHTa npoTokona asTopusaumm OpenlD Connect n popmmnposanma URL ans oTnpasku

push-yBegomneHuni, npuseaeHHble B nogpasaene 1.2.


https://github.com/omprussia/quick-start-push
https://openid.net/specs/openid-connect-core-1_0.html#ClientAuthentication
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3Tanbl OTNPaBKK push-yBeaOMNEHWNA:
1) lMonyyeHre TOKeHa, MNO3BOAKOWEIO B TeYEHME BPEMEHU €ro KU3HU
0TNpPaBAATbL push-ysegomnenua (n. 2.2.1);

2) HenocpeacTBeHHO oTNpaBKa push-ysegomneHuma (n. 2.2.3).
2.2.1. 3anpoc ToKeHa aBToOpM3aLmMmn

[lna nonyyeHna TokeHa HEOBX0AMMO BbINONHUTL HEABTOPU3OBAHHbLIM 3anNpoc Mo
aZpecy n3 napameTtpa token url (noapasgen 1.2).

3anpoc:

POST {token url}

NMpumep:

POST http://example.ru/auth/public/ocauth2/token

3aro/I0BOK Content-Type AO/IKEH MMETb 3HaYeHMe application/json.

Obsa3aTenbHble NapaMeTpbl Tena 3anpoca npmuseaeHsl B Tabamue (Tabamua 1).

Tabnunua 1

Ob6sasatenbHocTb | MapameTp Tvn OnucaHune

Ha scope String |Cnucok AeNCTBUIA, KOTOPbIE MOTYT BbITb
pa3peLlleHbl NPUIOKEHMIO.

3Ha4yeHMA 13 Gpanna C HaCTPOMKAMM NPOEKTA
(noapasgen 1.2).

[Mpumep: openid offline message:update
project:read

Ha audience |String [[Ipegnonaraembiii NOTPebUTE b TOKEHA, KaK
npasuno, 3To cepsep pecypcos (API), K
KOTOPOMY NPUNOKEHMIO HEOHXOANMMO
NONYy4YUTb AOCTYM.

3HayeHuMA 13 Gpanna C HaCTPOMKAMM NPOEKTA
(noapasnen 1.2).

[Mpumep: http://example.ru/auth/public
http:// example.ru /push/public



http://example.ru/auth/public%20http:/%20example.ru%20/push/public
http://example.ru/auth/public%20http:/%20example.ru%20/push/public
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ObsasatenbHocTb | MapameTp Tun OnucaHune

[a grant_typ|String |Tun asTopu3auun cepeepa BHELIHEro

© npunoxenua B Moacmncteme 6e3onacHOCTM
Push-cepsepa.

MMepefaTtb 3HayeHue: «client credentials»

[a client_as|String |[lepegaTb 3HaYEHME, KaK CTPOKY:
sertion t «urn:ietf:params:oauth:client-
ype assertion-type:jwt-bearer»

a client_as|String |ChopmmpoBaHHbI camocToaTebHO JWT,
sertion

coAepKalmn nHbopmaumo ana
ayTeHTUPUKaUMM KnneHTa. OH AoKeH ObiTb
noAnuMcaH UMPpoBOM NOANMUCHIO C
MCMNO/Ib30BAHMEM 3aKPbITOrO K/Ato4Ya, 3Ha4YeHue
KOTOPOro HaxoAMTCs B NapameTpe

private key M3 dalina c HaCTpOMKamu
npoekTa (noapa3aen 1.2). TpeboBaHMsA K
dbopmmpoBaHmMto TokeHa JWT MOXKHO
nocmoTpeTs B Tabauue (Tabauua 2)

JWT ponxeH coaeprkaTb 0bs3aTenbHble NapameTpbl, NpuBedeHHble B Tabauue

(Tabnnua 2).
Tabnnua 2
Ob6sazatenbHocTb | MapameTp Tun OnucaHue

[a iss String (|ssuer. [lonKeH cogepatb client id
kKnneHTa OAuth

[a sub String |Subject. lo/mkeH cogepsaTb client id
knneHTa OAuth

[a aud String |Audience.

Mpeanonaraembli noTpebuTeNb TOKEHA, KaK
npasmao, 370 cepBep pecypcos (API), K
KOTOPOMY NPUIOKEHMIO HEODXOANMMO
NOlyYMTb AOCTYn.

CepBep aBTOPU3aLMM AOIKEH NOATBEPAMNTD,
YTO OH ABNAETCA LeNeBOn ayamTopuen ana
TOKEHa. 3Ha4YeHMe A0/IKHO NPeACTaBAATb
cobon URL KOHEYHOM TOYKM cepBepa
aBTOPM3aLMM
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ObsasatenbHocTb | [MapameTp Tun OnucaHue

Ha Jti String [JWT ID.

YHWKaNbHbIN MAEHTMOUKATOP TOKEHA,
KOTOPbIM MOXET BbITb MCNO/b30BaH ANA
npeaoTBpaLLEHMA NOBTOPHOIO
MCNO/Ib30BaHMA TOKEHA. Takne mapkepbl
AONXKHbI MCMNONBb30BATHCA TO/IbKO OAMH Pas3,
€C/I1 TO/IbKO YC10BMA NMOBTOPHOrO
MCNO/Ib30BaHMA He OblIM OrOBOPEHbI MeEXAyY
CTOPOHaMM; Ntobble TakMe NeperoBopsbl
BbIXOAAT 33 PAMKM AaHHOWN cneundurKaLmm
Ha exp String |Bpems UCTEYEHMA CPOKA AEMUCTBUA TOKEHa, NO
ncredeHmm kotoporo JWT He nosiKeH
NPUHMMATbCA K 0bpaboTke

2.2.2. [loaonucb TOKeHa aBTOpM3aLMmM

JWT ponxeH 6bITb noAnNMcaH UMPpPoBOM NOANMUCHID C UCMONb30BAHMEM 3aKPLITOTO
KAto4a B aCMMMETPUYHOM Kpuntorpadumm RS256.

KaneHT,  ucnonb3ywowmii  mMeTond,  ayTeHTUPMKauuM,  O0/KEeH  3apaHee
3aperncTpmMpoBaTb CBOM OTKPbITbIA KAtOY (MapameTp key id) Ha cepBepe aBTOPM3aLUK,
4yTOObI CcepBep MOl NpoBeEPUTb assertion.

[MpoBEPUTb KOPPEKTHOCTb BbIMYLLEHHOrO TOKEHA MOXHO, K MPUMEpPY, Ha canTe
https://jwt.io/.

OTBET Ha 3anpoc Noay4YeHMa TokeHa npueeaeH B Tabauue (Tabauua 3).

Tabnuua 3

O6a3aTenbHOCTb MapameTp Tun OnucaHue

Ha access_token|String |TokeH aBTOpPM3aLUN, C KOTOPBIM
HeobX0AMMO BbIMOAHATL 3aNPOChI K
cepBepy

Na expires_in |String|Bpems feiCTBMNA TOKEHA aBTOPM3ALMY

[a scope String (Cnucok AeUCTBUI, KOTOPbIE MOTYT ObITb
pa3peLleHbl NPUAOKEHMAM

Na token_type |String |Tun TokeHa

Ha expires_at |String | Bpems OKOHYaHWA AENCTBUA TOKEHA
aBTOpM3aumm
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13 oTBETa CNeayeT cYMTaTb aTPUOYTLI, KOTOPble BO3BPALLLAOT TOKEH, M BPEMA €ro
nencTenA.
Mpumep Koaa Ha Python pgns nonyyeHms TOKeHa AOCTyna MpuMBeAEeHbl B

nogpasaene 2.3.
B cnyyae, ecnn BblWen CPOK AeNCTBMA access token, Heobxogmmo

MHMLMMPOBATL NpoLLeaypy NoayYyeHus TokeHa (n. 2.2.1).
2.2.3. OnpaBka push-yBegomneHui
2.2.3.1. Obwaa nHpopmaums

Nna otnpaBkK push-yBegomneHmsa Heobxoammo chopmmpoBaTh 3anpoc Ha Cepsep

npunoxeHuit MCY, ykasaHHbIM B api url (noapasgen 1.2).

POST {api url}/projects/{project id}/messages

3aroN0BOK Content-Type A0/IKEH MMETb 3Ha4YeHMe: application/json.

3aro/IOBOK Authorization AO/IKEH MMETb 3Ha4YeHume: Bearer access_token,
NosIy4eHHbI B 3anpoce aBTopusauum (n. 2.2.1).

K appecy Cepsepa npunoxeHuin MNCY Heobxoammo [006aBUTb GparMeHT cC
YKasaHMem project id.

MapameTpbl Tena 3anpoca npueeaeHsl B Tabamue (Tabnnua 4).

Tabnuua 4
Ob6sazatenbHocTb | MapameTp Tun OnucaHue
[a target String |YkasblBaeTcA registrationId,
NOMYYEHHbIN U3 NPUIOKEHNA NOCNE ero
perncTpaummn Ha Cepsepe npunoxkeHui MCY
[a type Enum [Moaaep»KMBaeTca 3Ha4YeHme device
(String)
[a ttl String  |Bpems su3Hu push-ysesomaeHus,
Hanpumep, 5h30m. MoxeT bbITb 3a4aHO0
TO/IbKO B CeAyoWmX eANHNLAX: s —
CeKyHAbl, h — 4acbl, m — MMUHYTbI
Na notificat |OBJ CoaepskaHue push-ysegomaeHms
ion Notifica
tion
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MapameTpbl 06bekTa Notification NpuBeaeHsl B Tabauue (Tabaumua 5).

Tabnunua 5

Ob6sa3atenbHocTb | MapameTtp | Tun OnucaHue

HeT title string |3aronoBok (80 512 cmB0OI0B)

HeTt message |string |Teno coobuweHua (0o 2048 cMmBOI0B)

Het data Object |O6beKT 419 NapameTpoB KAtoU-3HaYeHue,
MOHO Nepenasatb Ntobble HeobxoaMmble
npunoxerHuto nonsa (ao 1024 6anT)

HeT action string |/iHpopmaLMOHHOE MOJE, B KOTOPOM
BO3MOXHO nepesaBaTb CAyXKebHble
CoOBLWEHMA ANSA NPUNOKEHNS.

MNone Ao/MKHO coaep»KaTb He bonee 255
CMMBO/IOB.
MPUMEYAHUE. B byayuimx penmsax BO3MOXKHO
M3MeHeHWe NoBeeHNs 3TOro NoNa

Bo3moxKHble Koabl OlWMHOK NpuBeaeHbl B Tabauue (Tabanua 6).

Tabnuua 6

Kog u cTatyc "
g‘mmmw Onuncanue [enctemAa ana yctpaHeHna ownbKu

400 Bad Request

ttl limit is exceeded |HepbHx0AMMO NPOBEPUTL AOMYCTUMOE

BPEMS }KM3HM push-yBeaOMAEHMA B
COOTBETCTBMW C HACTOALLMM
[OKYMEHTOM

type

unsupported message HeobxoanMmo npoBepuTb AOCTYMHbIE

TUNbl AOCTABKH yBe,ﬂ,ON\J'IeHl/Il\/II B
COOTBETCTBNN C HACTOALLNM
AJOKYMEHTOM

title length

invalid notification |HeopbxoAMMO NPOBEPUTL AOCTYMHbIE

OorpaHnN4YeHmA Ha Co3aHne
yBe,EI,OMﬂeHI/IVI B COOTBETCTBUN C
HaCToOAWNMM JOKYMEHTOM

message length

invalid notification |HeobxoAMMO NPOBEPUTL AOCTYMHbIE

OorpaHnN4YeHmA Ha Co3aHne
yBe,EI,ON\HEHI/IVI B COOTBETCTBUUN C
HaCToOAWNMM JOKYMEHTOM

invalid target

Heobxoanmo npoBepuTb AOCTYMNHbIE
3HaYeHUsA B COOTBETCTBUN C
HACTOALLMM JOKYMEHTOM
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Kog v cTatyc

OnucaHue
OWMOBKM

[enctemA Ana ycTpaHeHna ownbKu

target not found
(YKa3aHHbIM
registration idHe
HanaeH)

registration id HeobxoanMmo
MNONYYNTb NOCNE PErncTpaLmnm
YyCTPOMCTBa M NpuaoxkeHna Ha Cepsepe
npunoxeHunit Cepsmca yBeaoMAEHNM

401 Unauthorized||cTeKk cpok aeincrams

TOKEéHa aBTOpM3aUunn

HeobxoAMMO NONY4YUTb HOBbIM TOKEH
asTopm3aumm (n. 2.2.1)

Client authentication
failed, the provided
client JSON Web key

is expired (He yganocb

Heobxoanmo obpatuTbes K
ApgmunHuctpatopy Cepsuca
yBEAOM/IEHWNIM C NPOCLOOM BbINYCTUTb
HOBbIM K/1t04 H@30MaCcHOCTM NPOEKTa U

HeobxoAMMble NpaBa
N0CTyna ANA BbINOAHEHNS
3anpoca

BbIMNO/HWUTb
ayTeHTUGMKALMIO. CPOK npUCnaTs ero, nocne Hero cneayet
neiicTeus YCTaHOBUTb HOBbIV K/tOY U MOBTOPUTH
NpeaocTaBneHHoro ktoda | 2o Po¢
NCTEK)

403 Forbidden OTcyTCTBYIOT HeobxoamMmo 06paTuTbea K

CUCTEMHOMY aAMUHUCTPATOPY A/1A
Ha3Ha4YeHMaA npas

413 Request
Entity Too Large

O6uwmit pasamep JSON-
0bbeKTa B Tesie coodbueHms
npesbliwaeT 4 Kb

HeobxoAMMO YyMEHbLIUTL pa3mep
JSON-0b6beKTa B Tene coobuleHms

429 Too Many
Requests

NOCTUTHYT AMMNUT
KOJIn4ecTBa 3anpocos B

CekyHay

HeobxoAMMO COKPaTUTb KONMYECTBO
3aMpOCOB B CEKYHAY A/1A MPOEKTa

500 Internal
Server FError

BHyTpeHHAA cMCTeMHaA
ownbka Cepsepa
npunoxenun NCY

Heobxoammo obpatmTbes K
CUCTEMHOMY aZIMUHUCTPATOPY

504 Gateway
Timeout

NHbpacTpyKTypa Cepsuca
yBeAOMNEHNI HeAOCTYNHA

Heobxoammo obpaTnTbea K
CUCTEMHOMY aAMUHUCTPATOPY

[NMpumep 3anpoca:

POST https://global-push.domain/api/projects/project-from-ui-

bthsc2ig44tso869omt0/messages
Content-Type: application/json
{
"target":
"ttl": "2h",
"type": "device",
"notification": {
"title": "some title",
"message": "some message",

"442125d4-6041-4f72-ab4db-1e5fd3ad389%a",
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"data": {
"another key": "value"
}I
"ac_
tion": "command"
}
}
[MpMep OTBeTa B C/ly4ae ycrnexa MMeeT C/ieaytowmin BUAa,:
{
"expiredAt": "2020-10-06T07:44:43.9675762",
"id": "1526c09c-1cad4-48ea-8357-elb8aaz2f3fc3",
"notification": {
"data": {
"another key": "value"
bo
"message": "some message",
"title": "some title",
"ac-
tion": "command"
br
"status": "",
"string": "", "target": "442125d4-6041-4f72-ab4db-1e5fd3ad389%a",
"type": "device"

2.2.4. TlonyyeHne nHPopmaumm o NPoeKTe push-yBegomaeHmin

Cepsep npunoxeHuin NCY npeaocTaBAseT BO3MOXHOCTb MNOAYYUTb CAEAyHOLLYHO
MHPopmaLumto:

— o aoctynHoctn CepBepa npuaoxenuin MNCy;

— 06 aKkTyanbHOCTU KAtover be3onacHoCTM NpoekTa push-yBegoMNeHUN;

— 06 aKTMBHOCTM NPOEKTa push-yBeaomneHmni.

Heobxoammo chopmmnpoBaTth 3anpoc Ha CepBep npunoxkeHmin MCY, yKka3aHHbIN B

api url (nogpasgen 1.2):

GET {api url}/projects/{project id}

3aro/I0BOK Content-Type AO/XKEH MMETb 3HaYeHMe: application/json.
3aronoBOK Authorization AO/IKEH MMETb 3HAYEHUE: Bearer access_ token,

MoJly4eHHbIM B 3anpoce aBTopusauum (n. 2.2.1).
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Mpn dopmmposaHmmn URL ana 3anpoca BMeCTO {project id} HeobxoAMmMoO
yKa3aTb MAEeHTUDMKATOP NpoeKTa U3 KoHbUrypaumm.

[MapameTpbl oTBETA NpMBeAeHbl B Tabauue (Tabanua 7).

Tabnuua 7
Ob6asaTenbHOCTb MNapameTp Twn OnucaHune
Na id String NaeHTudUKaTop NpoekTa
Na name String Ha3BaHMe npoeKTa
Na isActive Boolean AKTMBHOCTb NPOEKTa
Na serviceAccount |OBJ O6beKT ¢ MHPopMaLmelt o
SELVLICEACCOUNT | onpcHOM aKKayHTE NPOEKTa
[a createdAt String [aTa co3gaHuns NpoekTa
[a updatedAt String [laTa 0OHOBNEHMA NPOEKTa

MapameTpbl 0ObEKTA serviceAccount NpPUBeAeHbl B Tabauue (Tabaunua 8).

Tabnunua 8

ObsasatenbHocTb | [MapameTp Twn OnucaHune

Ha clientId string | aeHTUOMKATOP CEPBUCHOTO aKKayHTa,
COBMaAaeT C MAEHTUOMKATOPOM NPOoeKTa

Ha clientName |string |HaspaHue CEPBMCHOrO akKayHTa, coBnagaer
C Ha3BaHMEM MPOEKTa

[a publicKeys |Object |O6beKT c MHbOPMaLMEN O CPoKe AeCTBUA
Kntoyen 6e30nacHOCTM NPOeKTa

Ha scope string |Cnuncok AencTBMi, KOTopble MOTyT BbiTb
paspeLleHbl NPUIOKEHNIO

Ha audience Arrayls |[peanonaraemblii noTpebuTens TOKeHa, Kak

tringl  |nnaguno, sTo cepsep pecypcos (API), k

KOTOPOMY MPUNOKEHMIO HEOBXOAMMO
NONYYNTb AOCTYN
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MapameTpbl 06beKTa publicKeys NpuBeaeHbl B Tabanue (Tabanua 9).

Tabnuua 9

Ob6nasatenbHocTb | Mapametp | Tun OnucaHue

meta Object|O6beKT ¢ nHdopmaLmelt o Katoye 6e30nacHoCTH
NpoeKTa.

CoAepKUT 3HaYEHME NapPaMETPOB:

— public: {3HaueHue} - MAeHTM¢MKaTOp
ny6AMYHOrO KNtoYa;

— assigned at - [aTa Ha3HaYeHWA KaKyen
6e30nNacHOCTM NPOEKTa;

— expired at - [AaTa OKOHYaHMA AEeNCTBUA
Kntoyen 6e30nacHOCTM NPOEeKTa

OTBeT byaeT npeAcTaBAeH B caeaytollem popmaTe:

"createdAt":"2023-09-13T21:43:29.712093+03:00",
"id":"acs 1384 test ckl05k9pfb78114a8n8g",
"isActive":true,

"name" :"acs-1384-test",
"serviceAccount": {
"audience": [

"http://example.ru/auth/public",
"http://example.ru/push/public"
1y
"clientId":"acs 1384 test ckl05k9pfb78114a8n8g",
"clientName":"acs-1384-test",
"publicKeys": {
"meta":{
"public:WcKEcC)7wQQ" : {
"assigned at":"2023-09-13T18:43:582",
"expired at":"2024-12-13T00:43:582"

}
by

"scope":"openid offline message:update project:read"

by
"updatedAt":"2023-09-13T21:44:43.73058+03:00"



http://example.ru/auth/public
http://example.ru/push/public
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Bo3MOHble Koabl OWNOOK npuseaeHbl B Tabanue (Tabaumua 10).

Tabnunua 10

Kog v cTatyc
owmnbKun

OnuncaHue

[denctsma ana ycTtpaHeHna oWnobKu

401 Unauthorized

NcTek CpOK ,El,el\/lICTBI/IFI TOKEHa
dBTOpKM3aunin

HeobxoaMMOo NOAYYUTb HOBbI TOKEH
asTopm3aumm (n. 2.2.1)

Client authentication
failed, the provided
client JSON Web key is

expired (He yaanocb
BbINOJHUTb
ayTeHTUdmKaumio. Cpok
nencrena
NpeaoCcTaBAEHHOro KAto4a
NCTEK)

Heobxoammo obpatmutbes K
AgmunHuctpatopy Cepsuca
yBEAOMNEHWNIM C NPOCLOOM BbINYCTUTb
HOBbIN KAtOY He30MaCHOCTM NPOEKTa
M NpUCNaTb €ro, NOCae Yero cneayet
YCTAHOBWTb HOBbIM K/AtOY M MOBTOPUTb
3anpoc

403 Forbidden

[locTyn K pecypcy 3anpelleH

MpoBepuUTb KOPPEKTHOCTb HAaCTPOEK
nepefaHHOro npoekTa. B cnyyae
NOBTOPEHMA OLWINDOKM 06PaTUTLCA K
AamunHucTtpatopy CepBsuca
yBEAOMNEHNM

404 Not Found

Pecypc He HanaeH

MpoBepuTb KOPPEKTHOCTb HAaCTPOEK
nepeaaHHOro npoekTa. B cnyyae
noBTOPEHMA OWKnbKM 06paTUTLCA K
AgmunHuctpatopy Cepsuca
yBEAOMNEHNM

429 Too Many
Requests

ﬂ‘OCTM FTHYT IMMUT
KO/IM4eCTBa 3aMpoCcoB B

CeKyHAay

HeO6XOAMNK)COKpaTMTbKOﬂquCTBO
3aMnpoCcoB B CeERKYHAY A1 MPOEKTA

500 Internal
Server Error

BHyTpeHHAA cMCTeMHaA
owmnbKa Cepsepa
npunoxenun NCY

Heobxoammo obpatmntbes K
CMCTEMHOMY aIMMHUCTPATOPY

504 Gateway
Timeout

NHdpacTpyKTypa Cepsuca
yBEAOMNEHNIM HEAOCTYMHA

Heobxoammo obpatmutbes K
CUCTEMHOMY aZIMUHUCTPATOPY
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2.2.5. PekomeHaaumum MCNONb30BAHMA 3anpoca

MepnoanyecKkmn, c 4acToTon He meHee OAHOrO Pasa B CYTKM, C CepBepa BHELIHEro
NPUNOXKEHNA HeobxoaMMOo BbINOAHATbL 3anpoc Ha Cepsep npunoxkeHuit MCY, 4ToObI
MO/ly4aTb aKTya/ibHble AaHHbIE MO NPOEKTY:

— aTpnbyT isActive A0/MKeH ObITb paBeH true. B cnyyae HapylueHWM CBA3ATLCA
c AoMunHmcTpaTopom CepBuca yBeAOMNAEHWUI;

— 3HayeHWe expired at A8 WCNOAb3YEMOro K43 AOMKHO ObiTb  C
AencTeytolLlen AaTon. PekomeHayeTca Noay4mTb HOBbIM KAtoY 6e30MacHOCTM NpoeKTa, He
NOXNAAACh AaTbl OKOHYAHWA AENCTBMA TeKyLero. Mpouecc aBTOMaTUYEeCKOM CMEHbI KtoYa
6e30nacHOCTM NpoeKTa NpueeaeH B n. 2.2.6;

— 3HAMNOWHT AO/IKEH BO3BpalWlaTb CTaTyC 200 OK — 3TO 3HauuT, 4yTo Cepsep
npunoxeHun TCY dusnyeckm [0CTyNeH ANna OTNpaBKM CcoobLeHMn K13 cepBepa
NPUNOXEHMA. B cnyyae HapyweHuin cBs3aTbcs ¢ AgmuHuctpatopom  Cepsuca

yBEAOMNEHUN.
2.2.6. ABTOMaTM4YecKas CMeHa Kato4Ya 6e30MacHOCTM NPOoeKTa

B cnyyae, ecnv npu BbINOHEHWM 3aNpoca Ha NoaydYeHne MHGOoOPMaLMmM O MPoeKTe
(n.2.2.4), byaeT 3ameyeHo, YTO CPOK JAENUCTBMA KJ4Ya WUCTeKaeT, Heobxoaumo
3a6,1aroBpeMeHHO BbINOIHUTL CAeaytolmne AencTBUA:

— CreHepuMpoBaTb HOBYO Mapy, COCTOALLYH M3 OTKPbLITOrO M 3aKPbITOTO K/oYa;

— YCTaHOBMWTb NYHAUYHBIN KAtOY A5 aKKayHTa CBOEro NpOeKTa;

— OOHOBWUTb KOHMUIypaLUMIO CBOEro CepBepa BHELWHEro MpUAoKeHua Ans
MCMO/b30BaHMSA HOBOIO K/to4a NPy Noly4eHMM aBTOPM3aLMOHHOTO TOKEHa.

ana reHepaunm napbol KAto4en H€O6XO,£I,I/II\/\O BbINMOAHNUTL 3aMpOC HMXKE!

POST {api url}/keyPairs

3aroNoBOK Content-Type AO/KEH UMETb 3HAYeHMe: application/json.

MapameTpbl Tena 3anpoca npueeseHsl B Tabanue (Tabaunua 11).
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Tabnumua 11

Ob6sa3atenvHocTb | Mapametp |  Tun OnuncaHue

Ha alg String |AAropuTm ANS NOAMMCK TOKEHa. JOMKHO BbiTb
YKa3aHO 3HayeHme RS256

Na kid String |aentndukatop Kaoda. CTpoka annHoi 10
CMMBO/IOB, coAepKallan undpbl 1 ByKBbI
NIATUHCKOro andaBnTa B HUKHEM U BEPXHEM
perncrpax

Na use String ||lefeBoe Ha3HaYeHMe aNropmuTma WrPpoBaHMA.
[lon*HO HbITb YKa3aHO 3HaYeHue sig

3aro/IoBOK Authorization AO/IKEH MMETb 3HAaYEHUNE: Bearer access_token,
NO/Iy4eHHbIM B 3anpoce aBTopusauum (n. 2.2.1).
Koabl ownboK aHaNorMyHbl TeM, YTO NpuBeaeHbl B Tabanue (cm. Tabaumua 6).

[lna cnyyasa ycnexa napamMeTpbl 0TBETa nNpuseaeHbl B Tabamue (Tabavua 12).

Tabnnua 12
Ob6sasatenbHocTb | MapameTp Twn OnuncaHune
Ha private OBJ private |06beKT c MHPOPMaLMER O 3aKPbITOM
Kntoue
[a public OBJ public |O6beKT ¢ MHboOpMaLmen 06 OTKPbITOM
Katoue

MapameTpbl 06beKTa private NpuBeaeHsbl B Tabauue (Tabamua 13).

Tabnunua 13
Ob6sasatenbHoctb | MapameTp Tun OnucaHune
[Na Jwk OBJ privatedWK |OHbeKT C OnMcaHMem 3aKpbIToro
KNto4a
Ha pem String CTpOKa C 3aKpbITbIM K/THOYOM B
dopmaTe .pem

MapameTpbl 06beKkTa privateJWK npuBeaeHbl B Tabauue (Tabnuua 14).

[eTanbHas nHbopmaums goctynHa B RFC 7518.


https://datatracker.ietf.org/doc/html/rfc7518#section-6.3
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Tabnunua 14
ObasatenbHOCTL | MNapameTtp Twun OnucaHune
Ha alg String |Kpuntorpaduyeckuilt airoputm, B KOTOPOM
npeanonaraeTca NCNoOAb30BaHME KAOYa
Na d String |3kcnoHeHTa RSA, yyacTsylowlan B
bopMMnpPOBaHMM 3aKPbLITOrO KAtoYa. [ns
nogkntoveHua K MNCY He ncnonbsyertca
[a e String |My6aunyHas skcnoHeHTa RSA. A
nogkntoveHua K MNCY He ncnonbsyeTtca
Na kid String |[pgeHTuduKatop Kkatoua. CTpoka anmnHon 10
CMMBOJ10B, coaep Kalliada undpbl 1 ByKBbI
NIATUHCKOTo andaBmTa B HUKHEM N BEPXHEM
perncrpax
a kty String |CemeMcTBO a/IrOPUTMOB WKdPOBaHMA,
MCNONb3yEMOE NPU reHepaLmnm Ka4a.
3HayeHue byaeT paBHO RSA
[a n String |Mogaynb RSA. na nogknouerus k MCY He
ncnonbayeTca
[a p String |[lepsbl NPOCTON MHOMKMTENb. 1A
nogkntoveHua K MNCY He ncnonbsyeTtca
Ha a String |BTopoM NpocTon MHOXKUTENb. 1A
noakatodeHma K NCY He ncnonbsyeTcs
[a use String ||lenesoe Ha3HayYeHMe aNropuUTMa
lwmnpposBaHuna. JomKHO ObITb yKa3aHO
3Ha4YeHne sig
MapameTpbl 06bEKTa public NpuBeaeHbl B Tabauue (Tabaumua 15).
Tabnnua 15
Ob6sasatenbHoctb | Mapametp Twun OnucaHune
Na Jwk OBJ publicJWK |O6beKT C OnMcaHMeMm OTKPbLITOTO

K/1lO4a

MapameTpbl 06beKTa publicJIWK NpuBeaeHbl B Tabanue (Tabaunua 16). detanm

noctynHbl B RFC 7518.


https://datatracker.ietf.org/doc/html/rfc7518#section-6.3
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Tabnunua 16

ObasatenbHOCTL | MNapameTtp Twun OnucaHune

Ha alg String |Kpuntorpaduyeckuilt airoputm, B KOTOPOM
npeanonaraeTca NCNoOAb30BaHME KAOYa

Na e String |My6aunyHas skcnoHeHTa RSA. Ad
nogkntoveHua K MNCY He ncnonb3syertca

Na kid String | peHTudUKaTOpP KAKOYa

Ha kty String |CemeMNCcTBO a/IrOPUTMOB WNdPOBaHMA,
MCMNONb3yEMOE NPK reHepaLnm Ka4a.
3HaveHKe byaeT paBHO RSA

[a n String |Mogaynb RSA. na nogknoverus k MCY He
ncnonbayeTca

[a use String LleneBoe HazHayYeHMe anropnuTma
lwnpposBaHuna. JomKHO ObITb yKa3aHO
3HaYyeHMe sig

Mpumep oTBETa NPeACTaBAEH HUNKE:

"private": {

"jWk" : {
"alg'l : 'IRSZ56" ,
"d":"HD ..... PAHPkp Veébyeaf-GO", // coxpameHOo njd oTobpaxe-
HWMA
"e" : "AQAB " ’
"kid":"private:tt9jjwRIxx",
" kty" : "RSA" ’
"n":"3% ....... LRs9J ROgPUk", // coxpameHO njg OTOOpPaxeHUsd
"p":"8BU ....... fZW-RclDaPw", // cokpaleHO mjisg OTOoOpaXxeHUd
"g"i:"7g3 ... .. PdGvp62dw", // coxkpameHO g OTOoOpaxeHMs
"use" : "Sig"
b
"pem" :"-———- BEGIN RSA PRIVATE KEY----—- \nMIIJQ ...... quthG\n —————
END RSA PRIVATE KEY----- \n" // cokpameHo IOJjg OTOOpaxeHUs
b
"public": {
"jWk": {
"alg" : "RS256",
"e" : "AQAB" ’

"kid":"public:tt9jjwRIxx",

Hktyﬂ . "RSA",

"n":"3% ...... BLRs9J RogPUk", // coxpameHO njs oTOOpaxeHMA
Huseﬂ . "Sig"
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Mocne reHepauymm napbl KAYEn HEOBXOAMMO MPUMEHUTL NYHANYHBIN KAtOY ANs

dKKadYyHTa CBOEro npoekKTa. [na satoro HEO6XO,£I,MMO caenartb cnep,yrom,mﬁl 3anpoc:

PUT
{api url}/projects/{project id}/serviceAccounts/{client id}/publicKeys

[MapameTpbl {project id} Z {client id} NOACTAaBAAKOTCA n3
KOHOUIYpaUMOHHOro daina npoekTa, Noay4eHHOro OoT AAMUHWUCTpaTopa [lnaTdopmbl
ynpaB/ieHUA.

3aro/I0BOK Content-Type AO/XKEH MMETb 3HaYeHMne: application/json.

MapameTpbl Tena 3anpoca npueeseHsl B Tabauue (Tabaunua 17).

Tabnnua 17

Ob6asatenbHocTb | MapameTp Tun Onucanue

na keys Array of OBJ 'Maccus c gaHHbIMM 06 OTKPbLITOM
publicJmwK KNtoYe, ONMCaHHbIM B TabauLe
(cm. Tabnumua 16)

B Teno 3anpoca B maccuB keys A0mKeH ObiTb 4obaBNeH 006beKT public.jwk M3
OTBETA Ha 3aMNpocC N0 reHepaLmn KAYen.

Mpumep Tena 3anpoca:

"keys": [
{
"alg":"RS256",
"e":"AQAB",
"kid":"public:tt9jjwRIxx",
"kty":"RSA",
"n":"3% ......... Rs9J RogPUk", // coxpameHO HOJsS OTOOPaXeHMS
"use":"sig"

3aronoBOK Authorization AO/IKEH MMETb 3HAYEHUE: Bearer access_ token,
NOsIy4eHHbIM B 3anpoce aBTopusauum (n. 2.2.1).
Koabl owunbok B OTBETE aHa/NOlMM4YHbl Tem, 4YTO nNpuBedeHbl B Tabauue

(cm. Tabnuua 6).




28
AOMTI.20134-01 95 01-2

B cnydae ycnexa npumep OTBETAa MOXKET BbITIAAETb TaK:

"audience": [
"https://ocs-int.ompcloud.ru/auth/public",
"https://ocs—-int.ompcloud.ru/push/public"
1y
"clientId":"kushnarev test cla7thirvkjfc4j9glelO",
"clientName":"kushnarev-test",
"scope":"openid offline message:update project:read keyPairs:create
serviceAccount:update"

}

Ha 3akntouMTenbHom 3Tane HeobxoauMmo OOHOBUTb KOHOMrypauuio cepsepa
BHELIHEro NPUAOXKeHUs (M BCex y3N0B Knactepa Npu HaanymMm) ANS MCNOJIb30BaHMA
HOBOTO K/to4a Npu NoSy4YeHNN aBTOPMU3aALMOHHOTO TOKEHaA.

Mpy 3TOM NONYYEHHbIE paHee Ha OCHOBAHWW CTAapPOro K/to4Ya TOKEHbl MOTYT ObITb

NMCMNOJ/Ib30BaHbl A0 NCTeEYEHUMA CPOKa NX ,EI,elZCTBl/IFI.

2.3. lNpumep Koaa cepsepa BHELLHErO NPUAOXKEHWUI

2.3.1. Kogp Ha a3bike Python

TecToBbI NPMMEpP Ha A3blke NporpammupoBaHna Python aemoHcTpupyeT Bce
OMWCaHHble  paHee  warn. [llpyumep  NOAHOCTBKD  AOCTYMeH  Ha  pecypce
https://gitlab.com/omprussia/tools/PushSenderPython. MoapobHan paboTa C
nporpammor npueeseHa B nn. 2.1.3.2 (a TakXe B CONPOBOXAANOLWEM Ko README .md
danne).

Mporpamma cuyMTbiBaeT HACTpPOMKM npoekTa un3 YAML-paina, yKasaHHOro B
napameTpe config, AeNaeT 3anNpocC Ha NoayYeHne TOKeHa AOCTyNna 1 B 3aBUCUMOCTU OT

napameTpa action BbIMOJHAEGT TY UAU UHYIO NOTUKY, AOCTYMHYIO Yepe3 API.



https://gitlab.com/omprussia/tools/PushSenderPython
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NEPEYEHb TEPMWHOB N COKPALLIEHNM

|/|CI'IO}'Ib3yeN\bIe B HaCTOALWLEM AOKYMEHTE TEPMUHbLI N COKPaWeHNA NMpmnBedeHbl B

Tabnunue (Tabnnua 18).

Tabnnua 18
COE)F; AL,:J,Z:/Me PacwmnopoBka

OC OnepayMoHHasa cucTtema

rno MporpammHoe obecneyeHune

rnro MprKnagHoe nporpammHoe obecneveHne «Agpopa LleHTp»

[MpunoxxeHwne MpunoxeHnem aBnaeTca MobMIbHOE NPUNOKEHME,
dyHKUMOHMPYtoWwee noa ynpasneHmem OC Android

rncy MNoacuctema CepBUC yBEAOMAEHUM, PEaNN3YIOLANA NOTUKY

yNpPaBieHNA KU3HEHHbIM LIMKNOM NPOEKTa push-yBegomaeHumin

CepBep BHeLWHero

BHewWwHAn cucTema, No oTHoweHuto K MCY, peannsytouaa 6usHec-

NPUNOKEHWA nornky. Mcnonbsyet dyHKUnoHan Cepsepa npunoxeHmns Cepsuca
yBEAOMNEHMN AN AOCTABKM push-yBeOMNEHMA HA YCTPOMCTBA
Cepsep Backend noacuctembl CepBuca yBegomneHnin npeaoctasnaet API
npunoxenuni NMCY ANA cepBepa NPUNOXKEHMIA NO CO34aHNI0 push-yBegoMAeHUA
YcTpomncTeo MNopa, ycTponcTBOM NoApa3ymeBaeTcs MObBMAbHOE YCTPOMCTBO, Ha
KOTOPOM GYHKLMOHUPYIOT COOTBETCTBYOLWME KOMIOHEHTbI 110
API Application Programming Interface — nporpaMmHbiin nHTEpdEC

NPUNOXKeHWA, onncaHne cnocobos (Habop Knaccos, Npoueayp,
OYHKUMI, CTPYKTYP MAM KOHCTAHT), KOTOPbIMKW OAHA
KOMMbIOTEPHAA NPOrpaMma MOXKET B3aMMOAENCTBOBATb C APYroM
NPOrpaMmmont

Aurora Center
Services SDK

SDK ana nHterpaumm ¢ Aspopa LeHTtp

|P Internet Protocol — 0CHOBHOWM NPOTOKON CETEBOrO YPOBHS,
MCMNONb3YOLWNICA B ceTU MIHTepHET n obecneynBatoWmin eanHyo
CXeMy 10rMYyecKkom aapecaumm yCTponCTB B CETU U
MapLIpyTU3aLMIO AaHHbIX

JSON TekcToBbIN dpopmaT obmeHa AaHHbIMK, OCHOBAHHbLIN Ha JavaScript

JWT JSON Web Token

Push-yBeaomneHus

TeKCcToBble COODLLEHNS, NpeHAa3HaYeHHbIe A1 OnepPaTUBHOM
(MrHOBEHHOW) AOCTaBKM Ha YCTPOMCTBA NOJIb30BaTE 1EN




30
AOMTI.20134-01 95 01-2

TepmuH/
CoKpalleHue Pacwudposka
QR-koA Quick Response Code — Koz 6bICTPOro pearnpoBaHums,

NpeaoCcTaBAAWMA MHPOPMaAUMO ANs ObICTPOro ee
pacno3HaBaHMA C MOMOLLbIO KaMepbl Ha MOBMAbHOM YCTPOMCTBE

RSA Kpuntorpaduyecknin anropuTm C OTKPLITbIM K/THOHOM,
OCHOBbIBAOLLMICA Ha BbIYUCANTENBHOM CIOXKHOCTM 3a4a4n
dakTOopM3aLMM BONbLINX LENbIX YNCeN

Ul User Interface — nonb3oBaTeNbCKM MHTEPDEIC

URL Uniform Resource Locator — eanHoobpa3HbI 1oKaTop

(onpeaennTenb MeCTOHaxoXaeHua) pecypca
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JINCT PEFUCTPALUMWN N3SMEHEHUM

Homep 3ameHeHHble | Bcero NaoeHTndumKatop
BEpCUM JINCTbI JIMCTOB | [AOKYMeHTa OCHOBaHuA

Uam. [aTa




	1. Общая информация
	1.1. Лицензионное соглашение
	1.2. Получение доступа к тестовому Серверу приложений ПСУ
	1.3. Работа с тестовым Сервером приложений ПСУ

	2. Описание работы
	2.1. Разработка приложения
	2.1.1. Добавление Aurora Center Services SDK в проект Android
	2.1.2. Получение регистрационного токена
	2.1.3. Тестовое сообщение
	2.1.3.1. Настройки получения тестового сообщения
	2.1.3.2. Отправление тестового сообщения в приложение

	2.1.4. Пример тестового приложения

	2.2. Отправка push-уведомлений
	2.2.1. Запрос токена авторизации
	2.2.2. Подпись токена авторизации
	2.2.3. Оправка push-уведомлений
	2.2.3.1. Общая информация

	2.2.4. Получение информации о проекте push-уведомлений
	2.2.5. Рекомендации использования запроса
	2.2.6. Автоматическая смена ключа безопасности проекта

	2.3. Пример кода сервера внешнего приложений
	2.3.1. Код на языке Python


	Перечень терминов и сокращений

