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1. ObLLWAA NHPOPMALIUA

1.1. HazHayeHue u cocTas MO

MMNO asnseTca NPUKNAAHbIM NPOrpPammMHbIM obecnedyeHmem, NpeaHa3HaYeHHbIM
AnA:

— yrpaB/ieHMa yCTponcTBaMu!, a TakXKe MNPUNONKEHUAMU? U UX MKUIHEHHBIM
LUMK/IOM;

— 0oTnpaBKu push-yBeaoMIEHNIA HA YCTPONCTBA;

— obHoBNeHWA onepaunoHHon cuctembl (OC) ABpopa nyTem noaydyeHua u3
[OBEPEeHHOro XxpaHuaunuwa naketos ¢ MameHeHnamm OC (obpasza OC) 1 1ux yctaHoBKK. Mpu
3TOM YKa3aHHble MPOLECChl BbIMOAHATCA WTaTHbIMKU cpeactBamm camor OC, a MMMO
y4yacTByeT AMlb B MX MHMUManm3aumm B OC ABpopa M He rapaHTUMPyeT MUX YCMeLHOoro
3aBepLIeHms.

MMNO coCcToUT U3 cneayoLWmx noacucTem?:

— noacuctema b6esonacHocTtu (MB);

— noacuctema «Mapket» (MM);

— noacuctema Mnatpopma ynpasnenma (MY);

— noacucTema ynpasneHus TeHaHTamm (MYT);

— noacuctema Cepsuc ysegomnenuin (MCY);

— noacuctema obHoBneHns OC (MOOC);

— noacmucrema AocTtaBku KoHTeHTa (CDN).

! OnpepeneHune TepmuHa «YCTponcTBo» npuseneHo B Tabanue (Tabanua 34).

2 Onpepenenve TepmuHa «lMpunoxenne» npuseneHo s Tabauue (Tabauua 34).

3 Cocrtas noacuctem MMO 3aBUCUT OT KOMMIEKTHOCTM BapMaHTOB MOCTaBKM, KOTOPbIE OMNPeAenstoTCa yYCA0BUAMM
JIMLLeH3MOHHOrO OroBOpa.

8



— ~] OTKPbITASA
PyKoBOACTBO aAMUHMUCTPATOPA | .“422%‘335'»‘22

Bsaumopencresme mexay nNoACUCTEMAaMM M KOMMOOHEHTaMM  MOACUCTEM
OCYLLECTB/IAETCA C MCNO/b30BaHMem npoTokona HTTP ctanaapT RFC 2616, npu sTom
obmeH aaHHbIMM ocyllecTsaseTca B popmaTe RFC 8259 (JSON).

[ina nonyyeHua push-yBegomneHuin Ha yCTPOMCTBAxX MCNOAb3yeTca push-AeMoH,
BxoasaWwmn B coctaB OC ABpopa. Push-gemoH, B cBOtO o4epeab, B3anmoaencteyeT ¢ MNCY
no 3awuieHHomy npotokony TLS (RFC 5246, RFC 8446) ¢ npotokonom TCP (RFC 793) Ha
TPAHCNOPTHOM YPOBHeE.

B kayecTBe cepBepa 6a3bl AaHHbIX (B[) ncnonb3yeTtca cepBep C YCTAHOBAEHHOM
cuctemor ynpasneHma 6azamum aanHHbix (CYB/) Postgres Pro nnmn PostgreSQL, B KoTopo#
XpaHATCcA gaHHble (1110, ana yero npu pasBepTbiBaHWUKM co3gaeTtca cneumanoHaa b, [na
XpaHeHmAa nHbopmaumm o ceccmax ncnonblyetca CYB/ Redis.

Moacuctemsl, BxoadAwme B cocTtas MO, NO3BONAT BbIMOAHATL NOrMPOBaHME
MHPOPMALIMOHHBIX coobuleHnin, coobueHnn o6 ownbkrax, npeaynpexxaeHnn wn

0TNaa04YHON MHGOPMaLMM B CUCTEMHDbIN XKypHan OC (systemd-journald).
1.1.1. Moacunctema 6e30MacHOCTU

B npeaHa3HavyeHa Ana peannsaummn cneayowmx dyHkunim 6esonacHoctum MMO:
— NAEHTUPUKAUMN U ayTEHTUPMKALMM MONb30BATE/IEN N YCTPOMCTB;
— yNpaB/eHuAa NAeHTUPUMKATOPaMM NONb30BATENEN U YCTPOWNCTB;

— yNpaBAeHMA cpeaCcTBaMM ayTEHTUPUKALLNK;

— YMpPaB/IEHMA YYETHLIMM 3aMUCAMM MONb30BATENEN N YCTPOMCTB;

— ynpaBaeHnA AOCTYNOM CybObeKTOB A0CTyNa K 0ObeKTaM A0CTyNa;
— perucTpaumm cobbiTnin besonacHocTy;

— NpeaocTaBAEHNA NONb30BATENAM A0CTYNa K MHTepdency Ib.

b cocTONT N3 cneayrolmMX KOMNOHEHTOB:

— KoHconb Bxoaa nonb3oBatenem;

— KoHcosb agmnHucTpatopa [1b;

— Cepsep npunoxeHun Mb.
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KoHconb Bxofa nonb3oBaTeselt no3sondeT nonb3osatenam MO ocywlecTsnatb
BBOA, MAEHTUPUKALUMOHHOM N ayTEHTUPUKALMOHHOM MHGOPMALLUN.

KoHconb agmuHuctpatopa [16 no3sonseTr ynpaBnATb YYeTHbIMK  3aMUCAMM
nosb3oBaTenen 1 paboTaTtb C XKyPHANOM PermcTpaLmm cobbiTui,

Cepsep npunoxeHuit Mb npeactasnaet coboil COBOKYNHOCTb BED-MPUNOKEHNN,
peannayowmx QyHKUMM 6HE30MacHOCTM, a TaKKe M03BONAKWMX XpaHUTb B B u
npenocTaBnAaTb Nonb3osatensm MNMO gocTyn K AaHHbIM 06 YyYeTHbIX 3aNUCAX U KypHany

permcTpaumm cobbITui,
1.1.2. Noacuctema «MapkeT»

MM npeaHa3HayeHa Ana obecneyeHums:

— YNPaBNEHMA XKM3HEHHbIM UMKNOM NPUNOKEHUN (3arpy3ka, CoriacoBaHue,
yaaneHue n nybamkauma);

— ynpaBAeHua AucTpubyumenn onybaMKOBAHHbLIX MPUNOKEHUN (CKauyMBaHMe,
yCTaHOBKa, 06HOBNEHWNE U yaaneHue);

— NpeAocTaBNeHUA NONb30BATENAM A0CTyNa K MHTepdelcy MM,

MM cocTouT 13 cneayrowmx KOMNOHEHTOB:

— KoHconb agmuHucTpatopa [NV

— KoHconb pa3zpabotynka MMM

— [MpunoxeHne «Appopa MapKeTy;

— Cepsep npuaoxeHui MNM.

KoHconb aamuuHuctpatopa [1M  nosBondeT OCyWecTBAATb B3aMMOAENCTBUE
AamnHuctpatopa Aspopa MapkeTa ¢ [TM B 4acTh paboTbl C NPUNOKEHUAMM.

KoHconb paspabotumka MM no3sondetr 06aBnATb HOBble M 0OHOBNATL paHee
3arpy»XeHHble NPUNOKEHMA, a TaKKE NOAYYaTb AOCTYN K XPaHMMOM B HUX MHOOPMaLMK.

MpunoxxeHue «ABpopa MapkeT» BbINO/IHAETCA Ha YCTPOWNCTBAX,
OYHKUMOHMPYLOWMX noa, ynpasneHnem OC, M CAYXUT ANa OTODParkeHWs AaHHbIX O

NMPUNOKEHNAX, a TaKKe ONA UX 3arpy3kn, YCTaHOBKMN, 0bHOBNEHMA U YAOaNeHNA.
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Cepsep npunoxkeHuin MM npeacTtaBnaeT cobo COBOKYNHOCTb BED-NPUNOIKEHUN,
NO3BONAIOWMX XpaHMTb B B[l M npeaoctaBnatb nonb3osatenam MO nHbopmaumto o
npunoxeHunax. Mpu 3Tom camm NPUNOKEHMA, UX 3HAYKM W CKPUHLIOTbI XPaHATCA B

$anoBOM XpaHMAMLLE.
1.1.3. Moacuctema Mnatdpopma ynpasaeHms

MY npeaHasHavyeHa Ana obecneyeHms:

— ynpaBneHua OTAeNbHbIMW YCTPOMCTBAMW (onepaTMBHOE ynpasaeHWe) w
rpynnamm yCTPOMCTB;

— yNpaBAeHUA NOAUTUKAMU, OPNaNH-CLEHAPUAMMY;

— ynpaBaeHna 3anmcamm 06 yCTPOMCTBAX M NONb30BaTENAX YCTPOMNCTB;

— YMpPaB/IEHMA NPUNOKEHUAMM Ha YCTPONCTBAX;

— KOHTPO/A COCTOAHMA YCTPOMCTB;

— KOHTPO/A NPUMEHEHMA NONIUTUK Ha YCTPOMCTBAX;

— MOHUTOpPWHIa cobbITUIN U NPeaOoCTaBAEHMA OTYETHOCTH;

— NpeaocTaBNeHUA NONb30BATENAM A0CTyNa K MHTepdelcy Y.

MY cocTouT 13 Cneayowmx KOMMNOHEHTOB:

— KoHconb agmmHucTpatopa [1Y;

— [MpunoxeHne «Aspopa LieHTp»;

— CepBep npunoxerHuin Y.

KoHconb agmuHuctpatopa [1Y no3BOAAET OCyWecTBAATb B3aMmoAencTBue
AamuHuctpaTtopa MNaatdopmbl ynpasaeHus c MY.

MpunoxeHune «ABpopa LleHTp» BbINOAHAETCA Ha YCTPOMCTBAX, GYHKLMOHMPYHOLLUX
nog ynpasneHmem OC, M NO3BONIAET OCYLLECTBAATbL B3aumoaencTame MY ¢ yCTpoMUCTBOM, a
TaKXe B 3aBMCMMOCTM OT YMNPaBAAOLWLErO COOOLWEHUA MAW Ha3HAYEeHHOro OodnamnH-
cueHapwua, nonydyeHHoro ot Cepsepa npunoxeHun MY, nmeeT BO3IMOXKHOCTb YMNPaBAATb

Pa3INMYHbIMU GYHKLMAMM YCTPONCTBA.
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Cepsep npunoxeHun MY npeacrtaBnaeT cobor COBOKYNHOCTb BEO-NPUNOKEHUN,
NO3BONAIOLWNX XPaHUTb B B/l 1 NpeaocTaBnaTb nonb3osatenam MMNO aaHHble O HACTPONKaX
n KoHpurypaumm OC, a Takke GOpMMPOBaTb ynpasaatwolmne coobueHna n opnamH-

CUeHapuu ana npunoxenHua «Aspopa LeHTp».
1.1.4. Noacuncrtema ynpaBneHUa TeEHaHTaMM

MYT npeaHasHayeHa ans obecneyeHuna:

— YNPaBAEHMUA KU3HEHHbIM LMKIOM TEHaHTOB (COo3daHue, peAakTMpoBaHMe u
yAaneHune TeHaHTOB);

— yNpaBAEeHMA OpPraHM3auMAMN;

— YMpPaB/EHMA KOHTAKTHbIMM INLL@AMM OPraHn3aLni.

MYT cocTonT 13 cnedytoUmx KOMMNOHEHTOB:

— KoHconb agmuHmucTpatopa MyT,;

— Cepsep npunoxkeHuin MYT.

KoHconb agmuHuctpatopa [YT nNo3BOASAET OCYWECTBIATbL B3aMMOAENCTBUE
AOMWHUCTPaTOpa TeHaHTOB C [TYT.

Cepsep npunoxkeHnin MYT npeactasnseT coboil COBOKYNMHOCTb BED-NPUNOKEHU,
NO3BOIAKOLWMX XPaHUTb B B/l n NnpenoctaBnAaATb nonb3osatenam MNMNO gaHHble O TEHAHTaX,

a TaKXXe OCyLeCTB/ATb ypaBAeHMe TEHAHTAMMU.
1.1.5. Noacuctema CepBuC yBeAOMIEHUNN

MCY npeaHa3HayeHa Ana obecneyeHms:

— [0CTaBKKM push-yBegoMneHMN A0 YCTPONCTB;

— YMNPaB/AEHUA KU3HEHHbIM LMKAOM NPOEKToB (Jo0baBneHMe, HacTpoMKa M
yaaneHue);

— NpeaocTaBaAeHNA NONb30BaTENAM A0CTYNa K nHTepdecy MCY.

12
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MNCY coCToUT 13 CieayroWwmMX KOMNOHEHTOB:

— KoHconb agmunHucTpatopa MCy;

— Cepsep npunoxkerHuin MNCy.

KoHconb agmuHucTpatopa [ICY no3sBondeT OCyWeCTBAATb B3aMMOAENCTBUE
AamumHuctpatopa Cepsuca ysegomaeHuit ¢ NCY B 4acTn ynpaBAeHUA KU3HEHHbIM LIMKJIOM
NpoeKToB. [1pn 3TOM NPOEKTbI CoAePKaT CaeayoLLyto NHGOoPMaLMIO:

— HacTpoMKku B3ammoaenctemna MNCY n cepeepa NPUNOKEHNUN;

— MHOOPMALMIO O MPUNOKEHUAX, push-yBeaoMaeHMA KOTOpbIX TpebyeTcA
nepenaBaTb C cepBepa NPUIOKEHMIA Ha YCTPOMCTBA;

— MHPOPMALMIO O KOHTAKTHbIX AMLAX.

Cepsep npunoxeHuit MNCY npeacranset coboi COBOKYNHOCTb BEB-NPUAOKEHMIA,
N03BONAOWMX XPaHUTb B B/l 1 npeaoctaBnath cybvektam goctyna MNMO nHdopmaumto o
NPOEKTax, a Takke peannsyeT PyHKUMOHAN AOCTaBKM push-yBeaoMNeHUM 40 YyCTPOMUCTB

nocpeacTsoM tcp-cepsepa.
1.1.6. Moacuctema obHosneHna OC

MOOC npeaHasHavyeHa Ana obecneyeHns:

— npepocTaBneHna nHpopmaumm o naketax OC;

— ynpasneHua anctpmndyumen naketos OC.

MOOC cocToUT 13 cneayouero KOMMNOHeHTa:

— Cepsep npunoxeHui NOOC.

Cepsep NPUNOKEHNN MoOC npeacrasnaeT cobo COBOKYMHOCTb
BEO-NPUNOKEHWI, NO3BONAOLINX XPaHUTb B B/l M npeaoctasnaTb MHGOPMALIMIO M aapeca
XpaHeHMA nakeToB 3arpysovHoro moayna OC.

Onsa xpaHeHua n anctpmbyumm naketos OC npumeHsaeTcAa GannoBbiM cepsep,

Pa3BEepPHYTbIN C UCNOoNb30BaHMeM Nginx.
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1.1.7. Noacmnctema 4OCTaBKM KOHTEHTA

CDN saBnaetca onuumoHanbHon noacuctemon MO n npegHasHayeHa ANA
ONTUMM3AUMM A0CTaBKM KOHTeHTa [1MO (ycTaHOBOYHble dalnbl MPUNOKEHWNI, 3HAYKM,
CKPUHLWOTbI, NakeTbl 06HoBAEHMA OC) NyTeEM MUX pa3MeLLEHNA (KELMPOBAHMA) HA KOHTEHT-
cepBepax TakuMm o6pa3om, 4YTOObl BpemA OXMAaHMA ANA  NoAb3oBaTens Obino
MUHUMANbHbIM.

CDN cocTouT n3 cneaytow,ero KOMNOHeHTa:

— KOHTeHT-cepBepa (KOHTEeHT-cepBepos).

KoHTeHT-cepBep npeacTaBnseT cobolt  Beb-npuaoxKeHwe, MNo3BOAANOLLEE
KewmnpoBatb B GanNoBOM xpaHuauule KoHTeHT MMNO 1 npenoctaBnaTb K HEMY A0CTYnN

npunoxxeHnam «Aspopa LleHTp» n «ABpopa MakeT», a Takxke OC Aspopa.
1.2. CybbekTbl A0CTyNa U NpaBa Ha A4OCTyn K uHTepdenicam MNMNO

1.2.1. CybbekTbl gocTyna (poau) Mo

CybbekTamm aoctyna AsaatoTca nonb3osatenu MO u npoueccbl 6e3 yyactma
nonb3oBaTesnen, nNpu 3TOM cybbekTam AocTyna MoXKeT ObliTb Ha3sHayeHa oAHa WM
HECKO/IbKO posiel, NO3BOAKOLWMX BbINONHATL CAeaytolme AeUNCTBUA:

— AOMWHUCTPATOP VY4YEeTHbIX 3anMcer — YyNpaBAATb YYETHbIMW  3aAMMUCAMM
nosb3oBaTenen (Hanndme ponum obssaTenbHO);

— OnepaTop ayamTa — paboTaThb C }KYPHANOM PErncTpaLmnm cobbiTmi;

— AamunHuctpatop Aspopa MapkeTa — ynpasnatb MM yepes nntepderic Mo,

— Pa3paboTynk — 0o6aBNATL HOBblE, 0OHOBAATL PaHee 3arpyKeHHble NPUAOKEHMA
M NoAy4aTb MHOOPMALINIO O HUX;

— PepnakTop nNpuAOXKeHUN — OOHOBAATbL M NOAyYaTb MHPOPMaALMIO O paHee
3arpyXeHHbIX NPUNOKEHUAX;

— MNonb3oBatens AsBpopa MapKeTa — 3arpyXaTb MNPUIOKEHMA U NOJy4aTb

MHPOPMALMIO O HUX;

14
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— AamuHuctpatop Mnatdopmbl ynpasneHunsa — ynpasnatb MY yepes nHTepdenc
MNnno;

— MpunoxeHne «ABpopa LleHTp» (nNpouecc 6e3 y4yacTma nonb3oBaTenen) —
Ha3HaYaeTCA YYETHbIM 3aNMCAM NMPUAoXKeHua «ABpopa LeHTp»;

— AOMWHUCTPATOP TeHaAHTOB — ynpasaaTb YT yepes nHtepdeiic MNMo;

— AamunHuctpatop CepBuca yBEAOMAEHUIA - YNPaBAATb MKM3HEHHbIM LMKIOM
NPOEKTOB;

— MobunbHoe npunoxeHue (npouecc 6e3 yyactTua nonb3osaTenei) — noayyaTb
push-yBegoMNeHuUs;

— CepBep MPUNOXKEHUN — HA3HA4YaeTCA cepBepam MNPUIOKEHUK ANA nepenavu

push-yBegomneHunin Ha Cepsep npunoxeHuin MNCy.
1.2.2. MpaBa Ha AocTyn K nHTepdercam MMO

MpaBa Ha AOCTYN K COOTBETCTBYIOLMM pasaenam nHtepodeica MO npuseaeHsl B

Tabnmue (Tabnamua 1).

Tabanua 1
NHTepdeic NMNO Mpasa Ha aocTtyn
Pasgen MNoapasaen Nopcuctema KoHconb/CybbeKT aocTyna
MynbTuTEHaHT | TeHaHThbI MyT KoHconb agmuHuctpaTtopa MyT
AOMMHUCTPATOP TEHAHTOB
OpraHmsaumm MyT KoHconb aamuHucTtpaTtopa Ny T
AOMUHUCTPATOP TEHAHTOB
MOHWUTOPUHT NHAMKaTopsl [y KoHconb agmunHmucTpaTtopa (1Y
AamunHuctpatop MNnaatdopmbl
ynpasneHua
Ayant b KoHconb aamuHucTpaTopa b
OnepaTop ayamTa
YnpasneHue YcTponcTtea [y KoHconb agmuHmucTpatopa (1Y
AamumHucTpatop Mnatdopmsl
ynpasneHusa
[lonb3oBaTeNn [y KoHconb agmunHmucTpaTtopa (1Y
AamunHuctpatop MNaatdopmbl
ynpasneHua
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NHTepdenc MNMO

MNpaea Ha gocTyn

Pasgen MNoapasaen

MNogcnctema

KoHconb/CybbeKT aocTyna

[MOANTUKK

ny

KoHconb agmuHucTpaTopa Iy
AammHunctpatop Mnatdopmsl
ynpasneHuna

CueHapuu

[y

KoHconb agmuHucTpaTopa Iy
AamumHunctpatop Mnatdopmsl
ynpas/ieHnA

dannbl

[y

KoHconb agMmuHucTpaTopa Iy
AamunHucTpaTtop MNaatdpopmsl
ynpasneHua

[MpnnoxeHna

MM

KoHconb agMmuHucTpaTtopa [N
AamuHuctpaTtop Aspopa MapkeTa

BUTpPUHBI

MM

KoHconb agmmHucTpaTopa N
AgmnHuctpaTop Aspopa MapkeTa

CBA3KM KAouen

MM

KoHconb agMmuHucTpaTtopa [N
AamuHuctpaTtop Aspopa MapkeTa

AOMWUHUCTPUPO | YYeTHble 3anmcu

BaHWE

Mb

KoHconb agmuHucTpaTopa b
AZMWUHUCTPATOP YYETHbIX 3aNMCeN

HacTpolkn

[y

KoHconb agMmunHmucTpaTtopa (1Y
AamunHuctpatop MNnatdopmbl
ynpaBaeHua

Opr. CTpPyKTypa

y

KoHconb agmuHucTpaTopa Iy
AamunHuctpatop MNnaatdopmbl
ynpaB/ieHnA

Bepcum OC

HY

KoHcosb agmuHuctpatopa MM
AamnHuctpaTop Aspopa MapkeTa

KoHconb pa3paboTumka MMM

MM

KoHconb pa3paboTyumka MMM
Pa3paboTumk, Pepaktop
NPUIOXKEHWNI

[MpoeKTbl

Mcy

KoHconb agmuHucTpaTopa MNCy
AamunHuctpatop Cepsuca
yBEeAOMNEHNM

MNpunoxeHne «ABpopa MapkeT»
nna OC Aspopa

HY

lNonb3osaTesib ABpopa MapKeTa

[MpnnoxkeHne «Aspopa LleHTp»
ana OC Aspopa

[y

[Npouecc npuaoxKeHna «ABpopa
LleHTp»

MNpunoxeHne «ABpopa MapKkeT»
ana OC Android

HY

lNonb3osaTesib ABpopa MapKeTa
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NHTepdenc MNMNO MpaBa Ha gocTyn
Pasgen MNoapasaen MNogcnctema KoHconb/CybbeKT aocTyna
[MpnnoxeHune «Aspopa LleHTp» [y [Mpouecc npunoxeHna «Aspopa
nna OC Android LeHTp»
[MpnnoxeHne «ABpopa MapkeT» WY [Nonb3osaTesib ABpopa MapKeTa

AN1A ONepauMoOHHbIX CUCTEM
cemencTsa Linux
MpunoxeHne «Aspopa LleHTp» [y [Mpouecc npunoxeHna «Aspopa
AN1A ONepaumoOHHbIX CUCTEM LeHTp»

cemencTsa Linux

1.3. OnucaHue npuHumMnos 6esonacHoi paboTbl cpeacTea

1.3.1. Obuwas nHdopmaLma

MMNO peanusyeT cneaytoume GpyHKLUMM Be30NacHOCTH:

— NAHTUPUKAUMA M ayTEHTUPMKALMA CYOBEKTOB A0CTYyNa M 0OBEKTOB A0CTYN3;

— ynpaBaeHne AocTynom cybbeKToB A0CTyNa K 0bbeKkTam A0CTyNa;

— perucTpaums cobbiThin HezonacHoCTH.

Mpn ncnonbzosaHmm MMO HeobxoAMMO BbINOSHEHME CAEAYIOWMX Mep MO 3aliuTe
MHPOPMaALIMM OT HECAHKLIMOHMpPOBaHHOro aoctyna (HCA):

— cobntoaeHne NapobHOM NONUTUKN;

— cobntoaeHne TpeboBaHMA, COrNAaCHO KOTOPOMY Napoib HE AO/IKEH BKAKOYATL B
cebA Nerko BblYMCAAEMbIE COYETAHNA CUMBO/IOB;

— OTCYTCTBME Yy NONb30BaTeNA NpPaBa nepesadn AMYHOro Napona TPETbUM NLAM;

— 06A3aHHOCTb NO/Mb30BaTENs MPU BBOAE MAPOAA UCKIOYUTb BO3MOXKHOCTb €ro
nepexsaTa TPETbMMM NNLAMM U TEXHUYECKMMM CPEeACTBAMM.

Mpw akcnayataumm MMO 3anpeuwaeTca:

— 0CTaB/ATb Oe3 KOHTPOA He3ab/0KMPOBaHHbIE NMPOrPamMMHble CpeacTBa 1/mMam
rnno;

— pasrnawartb Naponu, BbIBOAWTb MApPOAW Ha AWCMAEN, NPUHTEP WAW MHble

cpeacTea oTobparkeHns nHbopmaLmnn.
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1.3.2. KomnpomeTauma naponen

Moa KomnpomeTaumen naponen HeobxoaMMOo NOHNUMATb CaeaytolLee:

— QU3NYECKYIO YTPaATy HOCUTENA C NAaPOIbHON MHPOPMaLMe;

— nepeaayvy NAEHTUPUKALMOHHON MHGOPMALMM NO OTKPLITbIM KaHaNam CBA3N;

— nepexBaT Napons Npu pacnpeaeneHnm nAeHTMPHUKaTopOoB.;

— CO3HaTeNbHyk nepeaadyy MHGOpPMaLMKM TPETbUM NNLAM.

MPUMEYAHUE. Tpn  KOmMNpomeTaumm  NaponAa  nonb3oBaTenb  06A3aH

He3ameanTeNbHO ONOBEeCTUTb AAMUHUCTPATOPA YYETHbLIX 3anucen.

1.3.3. OnucaHme napameTpoB (HacTpoek) Oe30macHOCTM CpeacTBa, AOCTYMHbIX

I-(aH(,E,OVI poan I'IO/'Ib3OBaTe/'IeVI, N nx 6e3onacHble 3Ha4YeHus

HacTpoikn napameTpoB 6e3onacHocty MMO A0CTYNHbI TONIbKO MNOAb30BATENSM C
PONIbIO AOMUHUCTPATOP YYETHbIX 3aMUCelN M 3aKNH0YatoTCA B BO3SMOXHOCTM YynpasieHus

ponamu nonbzosatenen MMMO.
MNMonb3osatenam MNMNO AONXKHbI Ha3HAYaTbLCA MUHMMA/IbHbIE MPaBa U NPUBUNETUN,

HeobxoAMMble 414 BbINOAHEHMUA UMM CBOUX AO/IKHOCTHbIX 06A3aHHOCTEN (DYHKLMIRA).

1.4. Ycnosus BbINO/IHEHUA

Ona  ¢yHKUMOHMpoBaHMA TMO  HeobXxoAMMbl OMMUCAHHbIE B  HACTOALLEM
nogpasaene NPorpaMMHO-TEXHMYECKME CPeaCTBa.

1.4.1. AnnapaTHble XapaKTePUCTUKN

AnnapaTHble XapaKTepUCTUKKM NpUBeAEHbI B pa3aene 2.

1.4.2. TlporpammHble XapaKTePUCTUKM

B Ttabnuue (Tabnuua 2) npuBeaeHbl NPOrpamMmMHbIE XapaKTEPUCTUKN CepBepoB

npunoxeHun MMo.
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Tabnuua 2
MNapameTp 3HayeHue NHPopmaums o AnueH3nm
OnepaunoHHas CentOS Bepcun 7 GNU General Public License,
cucrtema version 2
Ubuntu Bepcumn 20.04 Free software, plus some
proprietary device drivers
Ubuntu Bepcumn 22.04 Free software, plus some
proprietary device drivers
Debian Bepcun 11 DFSG-compatible licenses, plus
proprietary firmware files
Debian Bepcun 12 DFSG-compatible licenses, plus
proprietary firmware files
AnbT 8 CM* penns 10 KommepuecKasn

AnbTt Cepsep 10.2

PEZL OC 7.3°
(cepTMdULUMPOBAHHbIN)
PEZLOC 7.3

Astra Linux Special Edition
1.7° (CMoneHck)

BanaHcMpoBLUMK Nginx Web Server Bepcum 2-clause BSD-like license
CepBMCOB 1.22.0 unn BblWwe

Cuctema obHapykeHuna |Consul Bepcun 1.16.6 nnm Mozilla Public License, version 2.0
CepBuMCcoB BbiLLe

Cpeactso ynpaBneHua |Consul Template Bepcumn Mozilla Public License, version 2.0
KOHPUrypaumamm 0.25.1 nnu Bbliwe

cepBMnCoOB

Cepsuc Redpanda Bepcumn 23.3.9 Redpanda Business Source
rapaHTUMPOBAHHOWM WAV Bbllle License 1.1 (BSL 1.1)

[OCTaBKWN COODLLEHWNI

MNpunoxeHune ana Syncthing Bepcumn 1.25.0 nnum |Mozilla Public License, version 2.0
CMHXPOHM3aLMM BbllLE

dannos

[NpuKnagHoe Mo «Aspopa LeHTp» KommepuyecKas

nporpammHoe

obecneyeHmne

4 Ceptudumkat cootsetctaua PCTIK Poccun Ne 3866, aelctautener go 10 asrycta 2028 .

> CepTtudukaT cootsetctema ®CTIK Poccum Ne 4060, pehcteutener o 12 ansapa 2024 r. (OKOHYaHME CPOKa
TeXHUYecKon noaaepxkm 31.12.2030 r.).

® Ceptudmkat cootseTcTeuna ®CTIK Poccmm Ne 2557, pevicteuteneH ao 27 aHsapa 2026 T.
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B Tabanue (Tabauua 3) npmseaeHbl NPorpamMmMHbIe XapakTepUCTUKN cepBepoBs B/.

Tabnuua 3

MNapameTp 3HayeHue NHopMauua o anueHsnm
OnepaumoHHan CentOS Bepcumn 7 GNU General Public License,
cucrtema version 2

Ubuntu Bepcum 20.04

Free software, plus some
proprietary device drivers

Ubuntu Bepcun 22.04

Free software, plus some
proprietary device drivers

Debian Bepcun 11

DFSG-compatible licenses, plus
proprietary firmware files

Debian Bepcuu 12

DFSG-compatible licenses, plus
proprietary firmware files

AnbT 8 CN7 penns 10

AnbTt Cepsep 10.2

PEJ OC 7.3
(cepTMPULUMPOBAHHbIN)

PEJLOC 7.3

Astra Linux Special Edition
1.7 (CmoneHcK)

CYB/,

Postgres Pro Certified
14.11.2% unun Bbiwe

Postgres Pro Certified 15.6.2
AN Bblille

Postgres Pro Enterprise
Certified 13.14.2° uau Bbiwe

Postgres Pro Standard
12.18.2 nav Bbiwe

Postgres Pro Standard
13.14.2 vnw Bbliwe

Postgres Pro Standard
14.11.2 vav Bblilwe

Postgres Pro Standard 15.6.1
AW Bblille

KommepyecKas

PostgreSQL 12.18 naun Bbllwe

PostgreSQL License

" Ceptudurat cootsetcTBua PCTIK Poccum Ne 3866, aelicteuteneH Ao 10 asrycta 2028 r.
8 Ceptudmkat cootserctaua PCTIK Poccun Ne 3637, gemcteutener 4o 05 oktabpa 2024 r.
% Ceptudurart cootsetcTBua PCTIK Poccum Ne 4063, aelictemteneH Ao 16 ansapa 2029 r.
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MapameTp 3HayeHue NHbopmaLmsa 0 AnMLEH3NK

PostgreSQL 13.14 nau Bbiwe
PostgreSQL 14.12 vau Bblwe
PostgreSQL 15.7 nau Bolwe

CYB/ ona xpaHeHus Redis Bepcun 7.2.4 nan BSD-3-Clause License
ceccum BbllLIE

Pacwmnpenune CYBA PG Partition Manager PostgreSQL License
PostgreSQL ans (pg_partman) Bepcun 4.6

NapTULUMOHMPOBAHMA  |UAM Bblle

Tabnunu B,

[NaHMPOBLLMK 3a43au pg cron Bepcun 1.5.2 unn  |PostgreSQL License
nns PostgreSQL BbllLIE

Cepswc an Patroni sepcuu 3.3.0 au The MIT License (MIT)
ynpaBAeHUsa KNacTepoMm |Bbille
Postgresq|

CepBuc ans Keepalived GNU General Public License,
HanaHCMPOBKM version 2

Harpy3Kku u
obecneyeHus
OTKa30yCTOMYMBOCTM

B Tabanue (Tabauua 4) npmseneHbl NPporpammMHbIe XapaKTePUCTUKN YCTPOMCTB.

Tabnuua 4
[MapameTp 3HayeHune
OnepaumoHHaa cuctema OC ABpopa, OC Android, OC cemencTBa Linux
MpuKknagHoe NporpaMmHoe — npunoxeHue «Aspopa LleHTp»;
obecneyeHmne — npunoxeHune «Aspopa MapkeT»

1.4.3. TpeboBaHMA K paboymm mecTam Nob30BaTeIEN

MPUMEYAHUE. [1nsa paboTbl nonb3oBaTenen ¢ nHrepdencom MMO HeobxoamMmo
BbIMO/IHEHME CAeayOWMX YCAOBUIM:
— Beb-Opay3ep Ao0MKeH noaaep:kuBaTb cneaytouwme TtexHonormm: TLS, CSS3,
HTML5, ECMAScript 5 n Cookie. PekomeHayeTca ncnonb3osaTb Beb-b6paysep Chrome
Bepcun 90 nnu Bollwe;

— paspelleHne aKpaHa MOHUTOpPa He meHee 1280x960 px.
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1.4.4. BapuaHTbl KOHPUIYpaLMKA, ANA KOTOPbIX MPOBOANNOCH TECTUPOBAHME

BapunaHTbl KOHPUrypaumm cpeabl GYHKLMOHMPOBAHMUA, B KOTOPbIX MPOBOAMIOCH

TectnpoBaHue MMNO, npuseaeHsl B Tabaunue (Tabanua 5).

Tabnuua 5

OoC Cyb/, C3U HCA

Cent0S-7.6 PostgreSQL 12.18 CMo C3n HCA,
«AKKOpA-X K»

CentOS-7.6 PostgreSQL 13.14
CentOS-7.6 PostgreSQL 15.7
Cent0S-7.6 Postgres Pro Standard 12.18.2
Cent0S-7.6 Postgres Pro Standard 14.11.2

AnbT Cepsep 10.2

PostgreSQL 12.18

AnbT Cepsep 10.2

PostgreSQL 13.14

AnbT Cepsep 10.2

PostgreSQL 14.12

AnbT Cepsep 10.2

PostgreSQL 15.6

Anbt 8 CI1 penns 10

PostgreSQL 15.6

AnbT 8 CI penns 10

Postgres Pro Standard 12.18.2

AnbT 8 CI1 penns 10

Postgres Pro Standard 13.14.2

Anbt 8 Cl1 penns 10

Postgres Pro Certified (Bepcua aapa
postgres: 15.6.2)

AnbT 8 CI penns 10

Postgres Pro Enterprise Certified
(Bepcua agpa postgres: 13.13.1)

PEOOC7.3 Postgres Pro Standard 13.14.2
(cepTndmuUMpOBaHHbIN)

PEOC7.3 Postgres Pro Certified (Bepcua agpa
(cepTMdmUMpPOBaHHbIN) postgres: 14.11.2)

PENOC7.3 Postgres Pro Certified (Bepcua aapa
(cepTndmUMpPOBaHHbIN) postgres: 15.6.2)

PEZ1 OC 7.3.4 PostgreSQL 12.18

PEO OC7.3.4 PostgreSQL 13.14

PEOOC7.3.4 PostgreSQL 14.11

PE/1OC 7.3.4 PostgreSQL 15.6

PEOC7.3.4 Postgres Pro Standard 15.6.2

Astra Linux Special Edition
1.7 (CmoneHcK)

PostgreSQL 12.18

Astra Linux Special Edition
1.7 (CMoneHcK)

PostgreSQL 13.14
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0oC Cyb/ C3N HCA,

Astra Linux Special Edition PostgreSQL 14.12

1.7 (CmoneHcK)

Astra Linux Special Edition PostgreSQL 15.7

1.7 (CMoneHcK)

Astra Linux Special Edition Postgres Pro Certified (Bepcua agpa

1.7 (CmoneHcK) postgres: 14.11.2)

Astra Linux Special Edition Postgres Pro Certified (Bepcua agpa

1.7 (CmoneHcK) postgres: 15.6.2)

Astra Linux Special Edition Postgres Pro Enterprise Certified

1.7 (CmoneHcK) (Bepcua aapa postgres: 13.13.1)

Ubuntu 20.04 PostgreSQL 14.12

Ubuntu 20.04 PostgreSQL 15.7

Ubuntu 22.04 PostgreSQL 14.12

Ubuntu 22.04 PostgreSQL 15.7

Debian 11.9 PostgreSQL 14.12

Debian 11.9 PostgreSQL 15.7

Debian 12.5 PostgreSQL 14.12

Debian 12.5 PostgreSQL 15.7

1.5. BapunaHTbl NOCTaBKU

MMNO MOXeT MMeTb HECKONbKO Pas3/InyHbIX KOHOUrypaumi, npm 3TOM BapuaHT
NOCTaBKM onpeaenaeTca ycioBMAMmM JIMLEeH3MOHHOTO 40roBopa.

CocTaB KOMNeKTa AOKYMeHTOB Ha [0, BXxoAALWMIA BO BCE YKa3aHHble BapMWaHTbI
nocrtaskm®:

— «PykoBoacTBO nonb3osaTend. Yactb 1. [oacuctema 6e30nacHOCTNY;

— «PykoBOACTBO Nosib3oBaTenAa. HacTb 2. [loacuctema « MapKeT»;

— «PykoBoacTBO nonb3osatena. Yactb 3. MNoacucrema lMNaatpopma ynpaBneHna»;

— «PykoBoacTBO nosb3oBatena. Hactb 4. [loacncrema ynpaBaeHMA TEHAHTAMKUY;

— «PykoBoacTBo nonb3osatend. Yactb 5. MNoacucrtema CepBuC yBEAOMAEHNINY;

— «PykoBoACTBO Mosb3oBaTenAa. HYacTb 6. lNpunoxeHne «Aspopa MapkeT» and

onepaLmoHHON cucteMbl ABpopa»;

10 1ONONHUTENBHO B COCTaB KOMMIEKTa AOKYMEHTOB BXOAMT daitn «/IMLeH3noHHoe cornawenne.pdf», ¢ koTopbim
HeobXxoAMMO 03HAKOMUTLCA Nepes Hadyanom ncnonbzosaHua MMNO (noapasaen 0).
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— «PyKoBOACTBO noJsb30BaTend. Yactb /7. [punoxkeHwe «Aspopa LeHTp» ana
onepauyoHHOM cucTeMbl ABpOpa»;

— «PykoBoacTtso nosib3osaTtend. Yactb 8. lNpunoxkeHune «Aspopa MapkeT» AN
onepaunoHHoM cnctembl Androidy;

— «PykoBoacTtso nonb3osatena. Yactb 9. [lpunoxeHue «Aspopa LeHTp» an4
onepaumoHHoOM cnuctembl Android»;

— «PyKoBoacTBO nosib3oBaTtend. HYacte 10. MNpunoxeHne «Aspopa MapkeT» ANnA
onepaunoHHbIX CUCTEM CeMencTBa Linux»;

— «PykoBopacTtso nonb3osatena. Yacte 11. lMpunoxeHne «Aspopa UeHTp» anA
onepauMoHHbIX CMCTEM cemencTBa Linuxy;

— «PyKOBOACTBO aAMWHUCTPATOPAY;

— «PekomeHaauUMKM NO pe3epBHOMY KOMMPOBAHUIOY;

— «PykoBoacTBO paspaboTunka. Moacucrema CepBUC YBEAOMAECHUIY .

1.6. YKa3aHusa no aKcnayaTaumm

Mpw akcnayaTtaumm MMNO Heobxoanmmo cobntogaTtb caeaytoline pekomeHaaumm:

— MpaBOM A0CTyMNa K cepBepam C ycTaHoBAeHHbIM MMO gonKHbl 0bnagatb Anua,
obecneumBatowme PyHKUMOHMPOBaAHME MHPOPMaLUMOHHON cuctembl (MUC), npolweaine
COOTBETCTBYHOLLYO NOArOTOBKY, O3HAKOMMBLUMECA C 3KCMNAyaTaLMOHHOM AOKYMeHTauUMen
(34) Ha MMNO n He paccmaTpuBatoWMeca B KavyecTBe Hapylwumtenen mHGopmMaLMOHHON
H6e3onacHoOCTU;

— [O/KHbI  ObITb  MPeaycMOTPeHbl  Mepbl,  WCKAKYAtOLWME  BO3MOMKHOCTb
HEeCaHKUMOHNUPOBAHHOIO M3MEHEeHMA annapaTtHOM 4YacTU TEexXHUMYEeCcKMX CpeacTB, Ha
KOTopbIX ycTaHoseHo [M10;

— [0/1KHa obecneymBaTbCca nepunoamyeckas (He pexke 1 pasa B Mecsl,) NpoBepKa

LEe/IOCTHOCTM NPOrpammMHbIX KomnoHeHTos [M110;
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— Ha YCTPOMCTBAX M cepBepax C ycTaHoBAEHHbIM MO A40KHbl ObiTb peann30BaHbl
Mepbl, UCKAtOYAOLWME BO3MOXHOCTb MCMOMb30BaHMA CPeACTB Pa3paboTKM M 0TNaA4YMKOB
ONA pefakTMPOBaHMA KoAa M onepaTMBHOM NaMATH, ncnonblyemom MM0;

— OO/MKHbI  OblITb  obecneyeHbl  Mepbl,  MCKAKOYatOWME  BO3MOMXKHOCTb
HEeCaHKLMOHNPOBAHHOM MOANDUKALMM NPOrPaMMHbIX 1 MHGOPMALMOHHBIX KOMMOHEHTOB
Mnro;

— ¢M3MYeCcKMn  OoCTyn K cepBepam C YycTaHosneHHon CYB[ — Ao/KeH
npenoCcTaBAATLCA muam, BK/IHOYEHHbIM 3KCNAyaTUPYIOLLLEN opraHmsaumen
(onepatopom/noTpebutenem) UC B nepeyeHb AuML, KOTOPble HE PacCMaTpMBAlOTCA B
KayecTBe Hapywmtena nHGopmMmaLMoHHON Be30nacHOCTy;

— KaHa/bl CBA3M, PACNONOXKEHHbIE B Npedesiax KOHTPOAMPYEMOM 30Hbl, A0/IKHbI
6bITb 3aWMLLEHBI OPraHM3aLUMOHHO-TEXHNUYECKMMM MEPAMMU;

— KaHanbl CBA3W, PACNO/OXEHHble 33 Npeaenamm KOHTPOAMPYEMOM 30HbI,
[O/KHbI ObITb 3alMUWEHbl C MCMO/Ib30BAaHMEM CPeacTB KpMnTorpapuyeckor 3alimThbl
nHbopMmaLnm;

— [O/KHbI ObITb NPeANPUHATbI MEPbLI MO MEXCETEBOMY 3KPAHNUPOBAHMIO.

Mpw akcnayaTaumm MNMO peKomeHAyeTCcA NPUMEHATb Ceaytolme A0NONAHUTEbHbIE
OpraHM3auMoHHbIe U TEXHUYECKNE Mepbl:

— B npouecce 3akcnayaTaumum MO pomkHO ObiTb obecneyeHo perynspHoe
OTCNEXXMBAHME HANMYMA U OCYLLEeCTBAEHME YCTAaHOBKM 0OHOBAeHMN 6e30macHOCTM
nporpammHoro obecneverHnsa (MN0O), Bxogdawero B cpedy dyHKUMOHMpoBaHMA [0, B
COOTBETCTBMM C noapasaenom 1.4;

— eXMEeMeCAYHO [0/KEeH NpPOoM3BOAMTLCA MOMCK aKTya/lbHbIX YA3BMMOCTEN M
ceeaeHnin o6  yassumoctax MO wn  cpeabl  PYHKUMOHMPOBAHMA,  aHANU3
MOEHTUOUUMPOBAHHbIX YA3BMMOCTEN Ha NpeaMeT BO3SMOMKHOCTU UX MCNONb30BaHNA ANA

HapyLlweHnA 6e3OI'IaCHOCTI/I,'
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— B cpene oyHKuMoHmposaHua TMO  (obuwecuctemHoe [10, yKasaHHoe B
noapasaene 1.4) p[o0MKHbI  OblTb  yCTaHOBAEHbl BCe MMelowmecs 06HOBNEHMA
6e30MacHOCTN M «NaTYM» ANA AMKBUAALUMMN N3BECTHBIX YA3BMMOCTEN;

— B cny4ae obHapyxeHus yazsumocTtein B MO MMNO A0AKHO NPOM3BOAMTLCA NX
yCTpaHeHne B COOTBETCTBMWM C MeTod4aMn W npoueaypamu, YCTAHOBJIEHHbIMM
npeanpuATMeM-pa3paboTimKom;

— onepaTop C NePMOANYHOCTbIO 1 pa3 B HeAe 0 AO/IKEH NOAyYaTb MHGOPMaALMIO
0 BbIxode obHosaeHun TMMO yepe3d cayby TexHUYeCKoM NOAAEPKKM MNpeanpuaTmA-

n3rotTosmTenA.
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2. APXUTEKTYPA MMNO N BAPUAHTBI YCTAHOBKUM MMNO

2.1. OnncaHue KOMMNOHEeHTOB

Puanyeckan apxutektypa Aspopa LieHTp - 1 cepeep npunoxennia n 1 cepsep b

BHyTpeHHui nepumeTp

' /" Cermen ¢ CepBMCaMmn
Agspopa LleHTp

! Ynpaenremasn i ! 53TCP (DNS) | - :
HTTPS 443 | Paouas MawwHa ! : UDP123(NTP) f
TCP 999 i Linux i i TCP 25,456 (SMTP) | WScies :

‘ | TCP 389,636 (MS AD)! Microsoft

Cermext cepsncoe OGI.LI@FD Ha3HauyeHWR

 totemet { | Hrrps\,, - : : TCPBOMSADCS) ©  Aclive Directory C::;Jﬂ\ézgggmges ;

Ynpasnremoe ' zZa HTTP 8009 > :

| 29 Aspopa Llentp ] ' ;

mobuneHoe , ; = TCP 8025 Conpep npunoxeHui 1 : ! H

ycTpoicTeo f | =S P / ; ~@pBep np i g

AspopalAdnroid - | g Zy -‘O: | ; g :

| =] ¢ : 1 = .

HTTPS 443 r 3 g g f E e 3 E

| [ I 1 3 '

3 = = PNAT 1 . Cepeep DNS  MMoutoswii cepeep Cepeep NTP

_ | o 443> 8009 | | : | 3

[ :999 -> 8025 | ! : e e eaann '
HTTPS N : :

Pafoyee MecTo o a | Postgres - primary =] Nerenna
pazpaboTumka Me’;{:s;iaw | H Cepeep b1 1 A
NpUNOKEHAA : ! Cepaucel 0bLero HazHaueHna
i Cepeucel Aepopa LieHtp
: Paboyee mecto ~ ~
. agMusmucTpaTopa
PucyHok 1
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[wuarpamma passepTbiBaHns Aspopa LieHTp
1 cepBep npunoxexun u 1 cepeep b

Pazpabotumnk _
NPUNOXEHNUI i
| Y

Browser | MOGMNBHOE YCTPONMCTED
AIMUHUCTPATOD popa/Adnroid
o G YE\DGBHHQMGF
HTTPS gl j Pabouan MalmHa
___Tessamasees CCELLSV i Linux
@ Internet 4
TIPS 4N
HTTPS://<AC_DOMAIN>
CP://<AC_DOMAIN>:999
y A
A ¥ &
'(I)‘ BHeLWHM
GanaxCcHpoBLLMK
{
| HTTP 8009/TCP 8025
Cepsep NpUNOXeHUi
\ 4
HTTP |, mzooo---
BHYTpeHHUIA s 8500
BanaHCcupoBLLKK
§ N9 ) Consul 3
Consul N
e Template
HTTP '10000-10500 =
TCP | 10500-11000 =
Sentl el
v : —]
D : 3
auth | |appstore| | pkgrepo FCRZBITI:H31 Redis
cdn TCP 9092 : @
||RedPand
------- TNerexaa
TCP 5432 Baza aaHHbIX
a c000! 7
] Posigres - primary| i
g — — .. Cepaep:,[l Kaw
[~ BanaHcuposLwmMK
w— —~ XpaHnnuuge
emm appstore DK repo
‘ CucTema OBHapyXeHUA
n cepeucos
Cepaucs!

2.1.1. CepBep NpUNoKReHUn
2.1.1.1. NO «ABpopa LleHTp»

MMNO coctout M3 cneaytouwmx noacuctem: Mb (auth), MM (appstore), MOOC
(pkgrepo), MY (emm), NYT (mt), CDN (cdn), MCY (push). Kaxpgas noacuctema
npeacTaBnseT coboi Habop cepBMCOoB.

CepBuCbI pa3HbIX MOACUCTEM MOTYT ObITb Pa3BEPHYTbI Kak Ha OZHWX U TEX XKe HOoAaX
cepBepa NPUAOKEHUN, TaK U Ha OTAeNbHbIX. Kaxapbii cepBuc paboTaeT TO/IbKO CO CBOMMM
JaHHbIMK, KOTOPbIE NIEXKAT B OTAENbHbIX cxemax B b1, CxeMbl MOTyT HbITb pa3BepHyTbI Kak

B obuwern bJl, Tak 1 B pasHbIX.
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CepBuCbl B3aMMoOAeNCTBYOT mexay cobon nocpeactsom HTTP 3anpocos m
obmeHa coobuleHnamn 4Yepes wuHy Redpanda. Bce mexcepBuMCHble 3anpochl
ayTEHTUDUUMPOBAHDI.

[ns KoppekTHOM paboTbl cepBucoB noackctem MM, MY n NMOOC B Knactepe K
HOMAM CepBepa MNPUIOKEHUIA HEeobXOAMMO NPUMMOHTUPOBATL (anI0BOE XpaHMAWLLE

cornacHo n. 3.8.2.
2.1.1.2. BHyTpeHHMN HaNnaHCUPOBLLMK

Ha Kaxaom cepBepe NpUIOKEHWIN YCTaHABANBAETCA BHYTPEHHUI BaNaHCMPOBLLMK
Nginx. OH BbiNONHAET QYHKUMIO reverse proxy, CAYXKUT AN BaNaHCMPOBKM M Nepenaum
TpaduKa Kk cepsucam MMO, a Takke obecnevynBaeT MexKcepBMCHoe B3anmoaerctene. Ana
HEKOTOPbIX KOHEYHbIX TOYEK HAaCTPOEHO K3LWMPOBAHME 3aNpPOoCOB K CEPBUCAM.

Nginx HacTpanmBaeTcA aBTOMATUYECKM Ha OCHOBE MHGOPMaLMM O CTaTyCe CEPBMCOB
M3 cnctembl 06HapyKeHna cepsmncos Consul.

C Le/1bio 3alNTbI CEPBEPOB NPUIOKEHNIM OT NPEBbLIWEHMA NPeaebHON HAarpy3KM Ha
nHTepdencax, obpabaTbiBatOWMX BHELIHWE 3aNpoChbl C MpuaoxKeHuAa «ABpopa LleHTp»,

HACTPOEHHO OrpaHMyYeHne oagHOBpPeMeHHO 0bpabaTbiBaeMblX 3aMPOCOB (TPOTTANHT).
2.1.1.3. Cuctema obHapykeHuna cepsmncos Consul

Cuctema OBHapyXKeHUs CepBMCOB WCMONb3YeTCA A8 MOHUTOPUHIA COCTOAHMS

cepsucos [MM0O. Consul AoNKeH yCTaHAaBAMBATLCA HA HEYETHOM KOJIMYECTBE CEPBEPOB.
2.1.1.4. CpeacTso ynpasaeHua KoHourypaumamm cepsmncos Consul Template

CpeAacTBo ynpaBaeHua KoHOUIypaumamm CAYKUT ANA aBTOMATUYECKON HAaCTPOMKM
pacnpefeneHna 3anpoCOB MEeXXAY 3K3eMNAApPaMM CEepBUCOB 33 CYET M3MEHeHMA
KoHPUrypaumm Nginx Ha ocHoBe MHPopMaummn o ctaTyce cepsucos MO, nonyyaemomn m3

cucTembl 0bHapyxeHunsa cepsucos Consul.
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2.1.1.5. CepBuC rapaHTMpPOBaHHOM A0CTaBKM cooblieHn Redpanda

CepBMC rapaHTMPOBAHHOW [0OCTaBKM COOOLEHWI MCNoNb3yeTcs Ana obmeHa
coobuieHnamn mexay cepsmcamm MMO. Cepsuc RedPanda gonkeH ycTaHaBAMBATbCA Ha

HEYEeTHOM KO/IMYeCcTBe CepPBEPOB.
2.1.1.6. CYB/ Redis

CYB/ Redis ncnonbayetca ans xpaHeHns seb-ceccui.
[na ynpaBneHna oTKka3oycTonymBomn KoHPuUrypaumen Redis ncnonb3yertca cepsuc

Sentinel, KOTOpPbIN AONKEH YCTaHABAMBATHCA HA HEYETHOM KOJIMYECTBE CEPBEPOB.
2.1.2. Cepsep b/l

B kauvectBe cepsepa b/l ncnonbsyetrca CYb/, PostgreSQL wam PostgresPro. [na
paboTbl Tak e TpebyeTcA yCTaHOBKA paCWIMPEHW pg partman A8 aBTOMATUYECKOro
NapTULMOHMPOBAHUA M OYUCTKM HAKANIMBAOLWMXCA AAHHbIX, U pg cron ANA BbIMOJHEHWNA
dyHKumMn B B/l no pacnucaHuto.

B HeHarpyeHHbIXx KOHOUIypaumsax BCE [AaHHble pPa3MeLLalnTca B OAHOM
dun3nyeckom mHctaHce bBJl. BHyTpu co3aatoTcsa normdeckme b ana Kaxkaom n3 noacuctem
MMNO. JaHHble cepBMUCOB BHYTPM N0TMYeCcKMX Ba3 pa3mellLatoTca B OTAENbHbIX CXeMaX, YTo
MCKOYaeT BO3MOXKHOCTb 0DpalleHMA OAHWUX CEPBMCOB K AAHHbIM APYTrMX CEepBMUCOB.
OnuncaHHaa KOHPUIypaLUmMa CHMKAET CBA3HOCTb MEXay CeEPBMCAMM M NPU HEOBXOAMMOCTH
NO3BOJIAET BbIHECTU [AaHHble MOACUCTEM WM OTAE/bHbIX CEPBMCOB Ha BblAENEHHble
cepsepbl b/.

B BbICOKOHArpy»KeHHbIX KOHOUIypaumsax pPeKoMeHAyeTCca BblAeNUTb AaHHble
Hanbosiee HarpyskeHHbix noacuctem Mb (auth) n MY (emm) B oTAeNbHble GU3MYECKME
6a3bl 4158 MUHUMM3ALMKM B3AUMHOIO BAMAHMA APYT Ha Apyra.

BO MCY (push) cneayeT BbIHOCUTb B OTAE/bHbLIA MHCTAHC TMPU  BbICOKOM

MHTEHCMBHOCTM 3anpocos, 6onee 500rps.
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Cepsep B/l moxKeT HbITb YCTAHOBEH KaK C MOMOLLbIO CLeHapues ycTaHoBkK MMO,
TaK M CaMOCTOATE/IbHO. B cUeHapum YCTaHOBKM BK/IKOYEHbI MUHUMA/IbHbIE BO3MOXKHOCTM
MO YCTAHOBKE primary W replica CEpBEpPOB, a TaKKe HACTPOMKa pensnKaummn.
ABTOMATMYECKOrO NMepeKItoYeHNs C OCHOBHOTO Ha pe3epBHbIi cepeep b B ciydae cbos
He NpeaycMoTpeHo. Mo3ToMy, B C/lydae 0TKasa OCHOBHOro cepsepa b/, nepekatoyeHne Ha

pe3epBHbIN cepBep HEOBXOAMMO BbIMONHUTL BPYYHY!O.
2.1.3. BHewHWn 6anaHCHMpPOBLIMK

BHewHWM BanaHCUMPOBLLUMK MCNONb3YETCA ANA pacnpeneneHusa TpaduKka mexay
HOZLAMM CepBEPa NPUNOKEHMN. ITO N03BONAET cOaNaHCMPOBATbL HArPy3Ky MeXK Ay HOAaMM
cepBepa NPUNOKEHNM U NepeHanpaBUTb TPadUK Ha AOCTYMNHbIe HOAbI B C/ly4ae Bbixoaa U3
CTPOA OA4HOrO M3 CEPBEPOB MPUIOKEHUN.

BHewHnn ©GanaHcupoBLWKMK He BxoAuT B coctas [1MO, onpepensetca U
Pa3BOpPAYMBALTCA MNONb30BATENAMM CAMOCTOATENbHO. B  AMpeKTopuMn samples B
ANCTPMDOYTMBE MMeeTCa NpUMep KoHUrypaumnmoHHoro ¢arna ana banaHcumposwmka Nginx
ANs 3-X HOA0BOW KOHOUTYpaLMM cepBepa NPUIOKEHUN.

Ha BHewHem GanaHCUMpPOBLIMKE MOXET OblTb HACTPOEHa 3aliMTa KaHana CBA3M
(npoTtokon HTTPS), noanepskumsatoTcs B Tom ymncne FOCT anropnTmbl. Tak¥Ke cyl,ecTByeT
BO3MOHOCTb OTAENNTb KOHCOAb aAMWHUCTPATOPa OT APYrux MHTepdencos, BblAeNMB

OTAE/bHbIM JOMEH (MoAA0MEH) UK MOPT.
2.1.4. BHewHme cnyxbbl

B AOaHHOM NyHKTE nNpuneeaeHbl OMMCaHNA BHELWHWX CJ'IV)-I-(6, KOTOpble He

YCTaHaB/IMBAOTCA BMECTE C OCHOBHbIMM KOMMOHEHTaMM.
2.1.4.1. Cepsep DNS

Cepsep DNS ncnosbayeTcs 418 noaydeHuma nHbopmaumnm o gomeHax (IP-agpeca no

MMeHM xocTa IBM nnum yctpoicTaa).
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2.1.4.2. Cepsep NTP
Cepsep NTP ncnonb3yerca AnA aBTOMaTUHECKOM CUHXPOHMU3ALLMM BPEMEHM HA BCEX

cepBepax.

2.1.4.3. To4yTOBbIN CEPBEP
[Mo4YTOBLIN CEpBEP MCMOAb3yeTCA ANA PACCbIZIKM KOAOB aKTMBALMWU YCTPOMCTB,

nonyyvyeHmna AnarHoCTU4eCKmMx OTHETOB C yCTpOMCTB nT. 4.

2.1.4.4. Microsoft Active Directory
NHTerpauma MMNO ¢ Microsoft Active Directory ncnonb3yetcs Ana aBTOMaTUYECKOM
CMHXPOHM3aUMM CNMCKA MONb30OBaTesie ycTpomcTs B 1Y cO CNMCKOM MNoOJib3oBaTenen

OopraHm3aunn, a Takxxe anAd aBTOMATUYECKOMN NMPUBA3KA yCTpOVICTBa K NO/1b30BaATENHO.

2.1.4.5. Chyxbbl ceptudmratos Active Directory (Active Directory Certificate
Services)

Cny»bbl cepTndmratoB Active Directory MCNONb3yOTCA ANS YNPABAEHMA KNHOYEBOM
MHGOPMaLMeln (3aKpbITbIM KUY, OTKPbLITbIA KAKOY, CEPTUPMKAT OTKPLITOrO KAK4a)

Nonb30BaTeNeN YyCTPOMCTB.
2.2. BHelwHuMe nHTepdencol cepsepa npunoxkenumi Mo

Mepen HoOAaMM CcepBepa MNPUAOKEHMA MOTYT pacnonaratbCa pPas/inyHble
KOMMOHEHTbI CeTeBOM MHPPACTPYKTYPbl (HAaNpUMep, MENKCEeTEeBOM 3KPaH, BHELWHUA
6anaHCUMpPOBLIMK, CPeACTBO KpunTorpadmyeckom 3awmTsl MHGopmMaLmnm 1 ap.), Kotopblie
0bpabaTbiBatOT NOCTyNatoLLME K CEPBEPY MPUIOKEHMN 3aMPOChHI.

Mo ymonyaHUO HoAbl cepBepa NPUAOKEHU AnA 06paboTKM BHELWHMX 3aNpOCoB
MCNONb3YKOT CrneumanbHble BblAeNEeHHble MNOPTbl, B3aMMOAENCTBME C KOTOPbIMM
OCYLLECTBAAETCA MO He 3alMLLEHHOMY NPOTOKOY.

[Ona Toro ytobbl MMO 6bIN0 AOCTYNHO M3 BHELWHEN CETU Ha KOMMOHEHTaxX CeTeBOM

MHPPACTPYKTYPbI HEOBXOAMMO HACTPOUTL NepeaapecaLmio NopPToB.

32



PyKoBOACTBO aAMUHNCTPATOPA

— "] OTKPbITAS
NAATOOPMA

| MOBUJIbHAA

Mpumep Tabauubl nepeaapecaunm noptos (Port NAT, PNAT) npuBeneH Ha

dU3NYECKOM apxXMTEKTYpe, a TakKe B Tabauue (Tabanua 6).

Tabnunua 6

HasHayeHune nopTa

MNopT cepsepa
NPUNOXKEHUN

MopTt CK3N

ObpaboTKa 3anpocoB KOHCONEN
nonb3oBaTenen/aaAMMHNCTPATOPOB, a TaKKe
3anpocoB npunoxeHnn «Aspopa LeHTp» n « MapkeT»

8009 (http)

443 (HTTPS)

O6paboTKa 3aNpoOCOB KOHTEHT-CEPBEPOB

8024 (http)

8443 (HTTPS)

ObpaboTKa 3anpocoB OT ycTponcTs K MCY ans
noay4eHua push-yseaomneHuni

8025 (tcp)

999 (tls)

[Ons obpauweHma K MNMO nmeeT cmbiCn 3aBeCcTU oTAeNbHbIM gomeH <AC_DOMAIN>

M HA3HAYMTb €ro Ha CaMblil NEepBblI KOMMNOHEHT ceTeBOM MHOPACTPYKTYPbl, KOTOPbIM

NPUHMMAET 3anNpocbkl OT Nnonb3oBaTenen MMNO n ycTponcTs.

JomeH <AC_DOMAIN> w©n BHelwHMKe

nopThbl

[ONKHbI

ObITb

YKa3aHbl B

COOTBETCTBYHOLLMX KOHOUTYPALMOHHbIX palnax MMO B npouecce ero HACTPONKM.

2.3. BapuaHTbl ycTtaHosku 110

B 3aBMCMMOCTM OT TpebOoBaHWM K KOAMYECTBY MNOAAEPHKMBAEMbIX YCTPOWMCTB

NPMMEHAIOTCA Pa3IMYHble BapuaHTbl ycTaHoBKM MM10.

[Ona 3anycka MMNO n CYB/[ Ha 1 cepsepe TpebytoTca cneayowime MUHUMaAbHbIE

annapaTHble XapPaKTEPUCTUKM:
— 3 Aaapa npoueccopa;
— 5TBb onepaTnMBHOM NamaATw;

— 50 b cBOHOAHOrO MecTa Ha eCTKOM AMUCKe.

,ﬂ,aHHyPO KOHC])MI'ypaLI,l/II-O peromeHayeTca WNCMnoab30BaTb A4 O3HAKOMJIEHMA C

dyHKUMOoHanom TMO M MHbIX Ccay4vasx,

NnPOnN3BOANTE/IBHOCTW.

roe He npeabasnatoTca TpeboBaHMA K
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B Tabnuue (Tabnunua 7) npuseaeHbl ToeboBaHMA K annapaTHbIM XapaKTEPUCTUKAM

cepBepos npuaoxeHui MMo.

Tabnuua 7
Mapametp Konnuecrso ycTponcrs
10000 50000 | 100000 | 200000 | 500 000
[Npoueccop, KONMYeCTBO A4ep 2 4 6 12 12
Ob6bem onepaTMBHOM NamaTn, I'b 6 8 8 10 12
Obbem kectkoro gmcka HDD, I'b 50 50 110 130 160
iops 100 100 100 100 100
CKkopocTb ceTu, MbaiT/c 50 50 S0 200 220
KonunyecTtso cepsepos 3 3 3 3 6

B Tabnnue (Tabnmua 8) npueeaeHbl TpeboBaHMA K anmnapaTHbIM XapakTepMUCTUKaM

cepsepos b/l.

Tabnuua 8
Konnuectso ycTponcts
200 000 500 000
Mapametp MM, 1y, MM, ncy
10 000 {50 000/100 000 Mk MyT, e ny,
MOOC, MyT,
Nncy NOOC
[Mpoueccop, KONMYECTBO 2 4 6 3 10 4 18 8
anep
Ob6bem onepaTMBHOM 4 6 8 12 12 16 24 12
namatu, b
Ob6beMm KeCcTKoro AncKa 700 | 3200 | 6300 |7200| 6300 |18300|16800| 2000
SSD, b
iops 200 200 200 | 200 | 800 200 | 2000 | 5000
CkopocTb ceTn, MbainT/c 20 50 80 90 120 90 150 150
KonunyecTtBo cepBepos 2 2 2 2 2 2 2 2

B Tabnnue (Tabnmua 9) npueeaeHbl TpeboBaHMA K anmnapaTHbIM XapaKTepUCTUKAM

CepBepoOB C KOMMNOHEHTaMM cpeabl PyHKLUMOHMPOoBaHMA MNIMO.
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Tabnunua 9
Mapamerp KoinyecTso ycTponcTs
10 000 50 000 100 000 | 200 000 | 500 000
[Mpoueccop, KoMYeCTBO AAEP KomnoHeHTbI cpespbl 4 6
Obbem onepatnBHOM NamaTn, b dyHKUMOHMpoBaHusa MMNO 8 8
Obbem xecTkoro amcka SSD, b pPacno/iaratoTcA Ha cepsepe 50 70
iops npunoxenmin NMoO 2000 3000
KonunyecTtso cepBepos 3 3

B Tabnuue

(Tabnnua 10)

npuBeaEHbLI

TpeboBaHMA

K annapaTHbIM

XapPaKTEPUCTUKaM CepBePOB C BHELWIHUM 6aflaHCl/IpOBLLl,l/II-(ON\ (B caydyae MCnob30BaAHMA

Nginx).
Tabnunua 10
Napamer Konnuectso ycTponcts
PaMETP 10000 | 50000 | 100000 | 200 000 | 500 000
[Mpoueccop, KOAMYEeCTBO A4ep 2 2 2 4 6
O6bem onepaTMBHOM NamaTn, I'b 2 4 4 6 6
Obbem xecTkoro amncka HDD, I'b 90 90 50 30 50
iops 30 30 30 30 50
KonunyecTtso cepBepos 2 2 4 6 6
B T1abnamue (Tabnuua 11) npusBedeHbl  TpeboBaHMA K annapaTHbIM
XapaKTepPUCTMKAM KOHTEHT-CEPBEPOB.
Tabnuua 11
Napamer Konunuectso ycTpomcTts
PaMETP 10000 | 50000 | 100000 | 200 000 | 500 000
[Npoueccop, KONMYEeCTBO A4epP - 2 1 2 4
Obbem onepatMBHOM NamaTn, I'b - 4 4 6 8
Obbem kectkoro amcka HDD, b - 150 150 200 200
iops - 100 100 200 200
KonunyecTtBo cepBepos - 2 4 4 6

35




— "] OTKPbITAS
MOBUJIbHASA
| NAATOOPMA

PyKoBOACTBO aAMUHNCTPATOPA

B Tabnuue (Tabnauua 12) npusBedeHbl  TpeboBaHMA K annapaTHbIM

XapPaKTEPUCTUKaM CepBepPOB C BHELWHMM 6anchv1posLu,m+<0M ANA KOHTEHT-CEPBEPOB (B

cnyyae ucnonb3oBaHma Nginx).

Tabnnua 12
NabameT KonnyecTtso ycTponcrs
P P 10 000 50 000 100 000 | 200 000 | 500 000

[Mpoueccop, KONMYEeCTBO A4ep - 4 2 4 4
Ob6bem onepaTMBHOM NamaTn, I'b - 12 6 6 4
Ob6bem ectkoro amcka HDD, b - 20 20 20 50
iops - 30 30 30 50
KonunyecTtso cepBepos - 2 4 6 6

[anee npusefeHbl cxembl ycTaHoBKM [1110.

2.3.1. KoHourypaumsa sce B ogHom (MMNO n CYB[ Ha ogHOM cepepe)

Cepsucbl  MMO, WHOPACTPYKTYpPHbIE  KOMMOHEHTbl  (KOMMOHEHTbI  cpeabl

dyHKUMOHMpPOoBaHMA) MMNO u cepsep B ycTaHOBAEHbI Ha 0AHOM cepBepe (PUCYHOK 3).

MPUMEYAHUE. BHewHMn 6anaHcnmposwmKk n CK3M He ncnonb3ytoTcs.

,ﬂ,aHHyFO KOHCI)MpraLI,VIFO peromeHayeTca WNCMoab30BaTb A4 O3HAKOMJIEHUMA C

dyHKUMOHanom [MNO 1 MHbIX cay4dasax,

NPOM3BOANTENBHOCTM, 6E30MAaCHOCTM U HaAEKHOCTU (PUCYHOK 4).

rone He npeabAaBaaroTCA Tpe6OBaHVIﬂ

K
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TCP | 10500-11000
|

v i\ senti
N : , e
TCP 26379, 6379 : :
auth ] {appstore] [pkgrepo] i|_ Redis
B D

TCP 9092

S I | R | (e S |
auth emm ||appstore || pkgrepo || mt push |

l TCP 5432

dusnyeckas apxutektypa Aepopa LlenTp
KoHdourypaums - Bce B ogHOM
= BHYTPEHHMA NepUMETD
. i b s YnpasnAeman
{0 e Pabouan MalMHa
TCP 8025 —7— \ Linux
[ |
‘. Internet @
¥rpaenAemoe 2 3 HTTP =
MoBunsHoe k ) H"\% 8
YCTPORCTBOD —, ad =z
AspopalAdnroid S g z
=5
DI Pl
HTTF 5009 Q' g
HTTR 8003 1cpgoas I3
/ =L Aspopa Llentp
£ae 5
~ & Cepgep npunoxeHni 1
T
PaGouee mecto " B
pazpaboTunka e);ze‘rﬁaon
NPHNOMEHWIA pa
PaGouee mecTo
aIMUHWCTPETOPA
PucyHoK 3
[warpamma passepTbiBaHns Aspopa LieHTp
KoHturypaums - Bce B O4HOM
PaspaboTtumk
NPUNOXEHUA —
| Browser | MOBUNbHOE YCTDOICTED T
AIMUH op ABpop: i
Ynpasnaemas
Pabouyan MawmHa
TCP 8025
HTTP 8000 HWF’ISDOQ HTTP 8009
T
\ j // Cepeep ABpopa LieHTp
HTTP
| -}
BHYTpeHHW | 500 %
‘ BanaHCcupoBLLMK m ;‘
‘ Consul
HTTP '10000-10500 Template

Nerexga

Baza AaxHsIx

Linxa cooBiieHnit

Kaw

BanaHCHpoBLLMK

Service Discovery

Cepeucsl

PucyHok 4
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2.3.2. KoHdurypauma ns 1 cepsepa npuaoxkeHunii n 1 cepsepa b/

Cepsuchl MMNO 1 nHpacTpyKTypHbIe KOMMNOHEHTbI MMO ycTaHOBAEHbI Ha OAHOM
cepBepe, a cepsep b/l yctaHOB/EH Ha OTAENbHOM cepBepe. TaKKe HAaCTPOEHbI BHELIHNM
H6anaHCMpPOBLLMK, HA KOTOPOM 3aaaH BHelHK gomeH MMM0, n CK3WN ana 3awmTbl KaHana
CBA3MN.

[laHHyt0 KOHOUrypaumlo peKomeHayeTca MCNo/ab30BaTb B KayecTBe TeCTOBOMW,
nmbo B CAydvadx, Koraa He npeabaBnatoTcs TpeboBaHMA K OTKA30yCTOMYMBOCTM U

NPoOM3BOAUTENBHOCTU (PUCYHOK 5, PUCYHOK 6).

dusnyeckas apxutektypa Aspopa LieHTp - 1 cepep npunoxeHuit n 1 cepeep b1

CerMeHT C cepencamu i’ CermeHT cepencos 0DLero HasHayeHua
Aspopa LiexTp 1 ]

a ! Ynpasnsemas | S¥TCP (DNS) ! <\
HTTPS 443 /7 ! PaBouan MalwmHa e ) i e e BT,
TCP 999 — H i ] 456 ( ! =
o, e ( ) i H 443 = 2009 ; | 7P 369 69 (45 AD)! et Ac,?f?{;’,fww
[ i 2 | 999 -= :8025 7 Al 4 ctive Directory " 3

Ynpaensemoe , Infernet { :  HTTPS 443 4 & HTTP 8009 m Certificate Services
MOGHNEHOE ( : =W TCP 8025 ABpopa LienTp ] :
yCTpOlicTE0 o= ~ Cepsep npunoxenwit 1 | |
3z4 =02 : 1 |
Aspopa/Adnroid a 8 i3 | 1 !
3 ] 1
: LA 2 : TCP 5432 ] :
HTTPS 443 | o o/ BHewsui ] !

HTTPS 443 L = BanaHCUpOoBLLMK ' ] ! 5
TCP 999 & ; . Cepeep DNS  MMouToseiit cepsep Cepeep NTP
e !
|

SSHTTPS

I

Padouyee mecTo &b Postgres - primary
paspaGoTunka Mexcetesort Cepeep B 1 Nerenga
5 3KpaH

NPUNOXEHUI Cepsucsl 06LEro HasHaueHns
: Cepsucsl ABpopa LiexTp
\ Paboweemecto. 00 SESSTIICIINSIINSS
\ 3AMMHUCTPaTOPa

PUCYHOK 5
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[wuarpamma passepTbiBaHns Aspopa LieHTp
1 cepBep npunoxexun u 1 cepeep b
Pazpabotumnk _
NPUNOXEHNUI i
| Browser | MOGMNBHOE YCTPONMCTED
AIMUHUCTPATOD popa/Adnroid
L wTTES ‘/gpasnﬂemaﬁ
HTTPS HUIR j Pabouan MalmHa
P ST TP Linux
8 Internet
HTTPS,
HTTPS./I<AC_DOMAIN>
CP:/I<AC_DOMAIN>:999
y A
A ¥ &
'(I}' BHeLuHuit
GanaxCcHpoBLLMK
{
| HTTP 8009/TCP 8025
Cepsep NpUNOXeHUi
\ HTTP  ,—zzc-ooo
BHyTpeHHui =] 800 o
BanaHCcupoBLLKK m i :f i C ]
o Nginx ) :|_Consul J!
Consul 15 =
e Template L = |
HTTP '10000-10500 | N
TCP | 10500-11000 | S
i\_Sentinel )|
Y i<
auth || appstore pkgrepo’ FCRZBITI:H31 | Reds |:
i 3
push || cdn TCP 9092 : B
' |RedPand:
y T
TNerexaa
TCP 5432 Baza aaHHbIX
| Posigres - primary| L
e = ————CepsepB]] Kaw
S - ‘ BanaHcuposLmK
e |
‘ XpaHnnuuge
auth emm ||appstore || pkgrepo mt push
‘ CHcTeMa 0OHapyKeHHA
e e I SN cepeucos
B e Cepauch!

P1CyHOK 6
2.3.3. KnactepHada koHourypauma (nopgaepxka 4o 10000 ycTponcTs)

B oTanumm oT npeaplaywlen KoHPurypaumm B AaHHOM KOHOUrypauum ana
obecneyeHmnsa 0oTKa30yCcTOMYMBOCTM cepBucbl MO U MHPPACTPYKTYPHbIE KOMMOHEHTbI
MMNO cobupatoTca B KNacTep M3 Tpex HOA, KaxKaad M3 KoTopbix obpabaTbiBaeT 3aMpocChl.
TaK)Ke yCTaHaBAMBAETCA pe3epBHbI cepsep B/,

[laHHYtO CXemMy YCTaHOBKM PEKOMeHAyeTCA WCNONb30BaTb B  KayecTBe
OTKa30yCTONYMBON KOHOUTYypaumn, nogaepkmnsatowen go 10000 ycTporicts (PUcyHOK 7,

PucyHoK 8).
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HTTPS 443
CP 999

i
Ynpaenaemoe
MoBusbHOe
YCTPOicTBO
Aspopa/Adnroid

Pabouee mecto
pa3spaboTumka
NPUNOXEHUA

B

Internet <

s o

HTTPS 443
TCP 999

MexceTesoit
3KpaH

dusnyeckasn apxutektypa Aspopa LieHTp (10K ycTpoicTs)

Ynpasnaemas
Paboyan mawmHa
Linux

HTTPS 44

PaGouee mecto
apMuHMCTpaTopa

© CermeHTC oepem:auu"

BHyTpeHHui nepumeTp

CermenT CYE[] Posigres |
e e ; TCPIUDP FAFos :
] 8301,8302
CP 5432 :
TCP cluster Postgres - Leader :
ji el Virtual Cepsep B 1 1
P ;
Postgres - Replica ;
! Aspopa LiexTp

| Cepsep npuUnoxeHui 1
| 4 CermeHT cepavcos 00LIero HasHaueHna ',
HTTP 8009 ! : !
8 Tcp 8025 3 i
9N g :
=z ! f
o= | i
o= i '
28 H :
2g syTCP (ONS) | > {
& % G s p UDP 123 (NTP) : Microsoft AnMncB:so; !
s > TCP 25,456 (SMTP) | Active Directol ive Directory
’% s TCP 025 | Agpopa LienTp TCP 389,636 (MS AD) | 4 Certificate Services :
i Cepsep npunoxeHuii2 | Tcpgo MSADCS) | ,
BHewHwit | i
DanaHcuposLUMK i H
! Cepaep DNS MouToBkIi cepaep Cepsep NTP '

Aspopa LieHTp ]
Cepeep npunoxeHuii 3 | Tlerenaa

Cepgucs! 00Wero HasHaueHns

Cepsucsl Aspopa LieHTp

PUCyHOK 7/
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Hwnarpamma passepTbiBaHus ABpopa LleHTp - 10K yctpoiict
Paspaboruik D
npunoxeHIi Ynpasnaenos
o 3
Browser Aspopa/Adnroid
p— Ynpagnemas
HTTPS aﬁwaa MalumHa
HTTPS K 4
T
HTTPS://<AC_DOMAIN>
TCP.II<AC_DOMAIN>9
- — Brewsuit Brewsuit
‘ é‘ ‘ GanaHcHposUK 1 | e—s] 4& ‘ GanaHCHpoBUK 2|
J\ L Aspopa LieHTp
( HTTP 8009/TCP 8025 HTTP 8009/TCP 8025 HTTP 8009/TCP 8025 ]
1 1
,,,,,,,,,, 2
— Fipoes
BHyTpesHuii m - HTTP 8500 D '* & . m BHyTpeHsMi NPUNOXEHHIt 2
GanaHcHpoBLMK 2 Consul cluster TCP/UDP 8301,8302 ] GanaHCHpoBLIK
Nginx Consi*: ' consul :
Consul ] { Consul
- ¥ Template R PP A =, | Template “TTP 10000-10500
e v" G| i Sentinel cluster TCP 26379 " NZ o8 tosoo-io00
i Sentinel |: 7| 1 sentiner | ) 2 .
- = = ‘ : 8 : [ A T |
P ———— Redis replication TCP 6379 ft e‘——
: iTCP 26379,6379 i s
{appsto(eJ push J auth J TCP26379,6379!  pRegis. ! | Redis auth push | |appstore i ey
: 4 i ocsiemm
1 " ES { o
| . S —
—— 4 . RedPanda cluster TCP 33145 8 “5F 5053
< pkarepo cdn |[emm| | TcPo0s2 i ] i ] emm|| can || mt
| RegPands | RedPanda |
i S - A Cepeep
i HTTP 851 & NPUNOKEHUI 3
i (o = o BHyTpeHHIin
e Tl e
| (RGBSR Consu)
> Template HTTP '10000-10500
2 e tosso-11000
|| Sentinel | ) v
T T
; Sy iTCP . = ‘ i ’:z:i::feir
: ; focslemm
: = mp—p
j FCR0092 emm || cdn mt ||pkgrepo| ——> =&
RedPanc:
,,,,,,,,, 8 J — J ) ‘
, T
TCP 5432 TCP 5432
TCP 5432 TCP 5432 Nerenga
Postgres cluster Virtual IP R
TCP 5432 ]
TP 5432 TCP 5432 Likia coonthemt
Cepsep Eu 1 v - p= a e F Cepaep 512 Kow
o = o
Postgres - Leader 4 TCP&ODB Tcp'5008 Postgres - Replica Banaxcuposumk
3 M XpaHunuwe
% Cuctema oGHapyxeHua
F'atmnl Patroni g m cepsucos
é Cepsiicet
Ccnsu\ Agent Consul Agent
Pennukauna-Tcp 5432

PucyHok 8

2.3.4. KnactepHasa KoHoUrypauma ¢ KOHTeHT-cepBepamm (noagepska Ao 100000

YCTPOWCTB)

B oTanumm ot KoHduUrypaumum, nogaepknsatowlent Ao 10000 ycTponCTB, B AaHHOM

KOH(I)MI'ypaLI,Ml/l ANA ONTUMMN3aUunN AOCTaBKM KOHTEHTA U CHUXKEHNA HAlrpy3kM Ha CepBep

ﬂpM/'IOH-(eHMlZ MCNOJIb3YHOTCA KOHTEHT-CEPBEPDLI.
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HaHHyto

KOHPUTypaLuio pekoMeHayeTcs

NCMOJZ1Ib30BaTb,

Koraa TpebyeTcs

noggep:ka Ao 100000 ycTpoictB u/uam B caydae OONbLION TEPPUTOPUAIbHOM

yAaNeHHOCTWN YCTPOMCTB OT cepBepa npuaoxeHunn (PucyHok 9, PucyHok 10).

;]\HTTPS 443

ynpaensemoe TCP 9.
MOOunbHOE
YCTPOWCTBO

Aspopa/Adnroid

HTTPS 443

PaGouee MecTo
pazpaboTumka
NPUNOXEHUI

HTTPS 443
TCP 999

MesxceTesoi
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PucyHok 10

B (noaaeprkka Ao 500000 ycTpoliicTs)

2.3.5. KnactepHasa KOHPUIypaLma C KOHTEHT-CEPBEPOM U1 Pa3ae/bHbIMM CEPBEPAMM

B gaHHOM KOHOUrypaUMmM ONa MUHUMM3ALMM B3aUMHOTO BAUAHMA APYr Ha Apyra

OCyLLecTBNsAeTCA pa3aeneHne Hambonee HarpyxeHHbix B MbB (auth) n MY (emm) no

oTAeNbHbIM cepBepam. VIHGpacTpyKTypHble KOoMMoHeHTbl MO ycTaHaBAMBatOTCA Ha

oTAeNbHbIX cepBepax, cepsuchkl MMO cobupatoTca B Knactep M3 LWecTn HoAd. KOHTeHT-

cepBepbl MOXKHO PAa3MECTUTb Ha OTAE/bHbIX NAOWaAKax (HanpMmep, B pa3HbIX PermoHax).

JaHHYO

KOHPUIypauuo peKoOMeHayeTcA

MCMOJ1b30BaATb

nns

noAaaepKKu

MaKCKMManbHOTo KosinyecTtsa ycTpoincts (a0 500000 yctponcTs) (PrcyHok 11, PucyHok 12).
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PucyHok 12

2.3.6. KatacTpodoyctonumBaa KnactepHasa KoHourypauma ¢ yCTaHOBKOM CepBepoB

NPUNOXKeHM 1 cepsepoB b/l B ABYX LieHTPax 06paboTKM AaHHbIX

B 4aHHOM KOHOUTYpaLMK C LEbio 3aWUTbl OT MPUPOAHbIX, TEXHOTEHHbIX KaTacTpod
AW TepaKToB M obecnedyeHmna HenpepbIBHOCTM BU3HEC-NPOLECCOB YCTAaHOBKA CEpPBEPOB
NPpUNOXKeHUn 1 cepsepoB bJ] ocyulecTBnseTca B ABYX LeHTpax 06paboTKM AaHHbIX

(LLOAax) - ocHOBHOM M pe3epBHbIN (PrcyHoK 13).
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PucyHok 13

NOJTHbIM

OTKa30yCTONYMBON KOHPUrypaumm (n. 2.3.3 - 2.3.5).

Habop

cepBncos

Mno

OcHoBHOM LUO/ GpyHKLMOHUPYET B aKTUBHOM pexknme (Active), T.e. obpabaTbiBaeT

Becb nocTtynatowmin Tpaduk. Cepsepbl b/l ocHosHoro LO[da cobupatotca B Primary

knactep. OanH 13 cepsepoB b/l BbicTynaeT B ponn Leader, BTopoi cepBep B ponun Replica,

penanumpya AaHHble ¢ Leader cepsepa 13 Tekyuwero LO/a.

PesepBHbit LUOJ dYHKLMOHUPYET B pexmme oxuaaHuma (StandBy) - Bce cepBucsl

aKTUBHbI, HO TpaduKk B AaHHbIn LIOJ He nopaetca. Cepsepbl B/l pesepsHoro LO/[a

cobupatoTca B StandBy knactep. OanH 13 cepsepos b/ BbicTynaeT B poan StandBy Leader,

penanumpya AaHHble ¢ cepBepa M3 ocHoBHoro LIO[da. Btopon cepsep B/l BbicTynaeT B

ponu Replica, penanunpya gaHHble ¢ cepBepa 13 TeKkyllero LLOa.
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CepBepbl NpuAOKeHMA K3 pasHbix ULUOJ[ax He cBA3aHbl Mexay CcoboMn.
CUHXPOHM3auma coctoaHna mexay LO[damn peannsyeTca 3a CYET CXeMbl KaCKaZHOM
penanKkaunm aaHHbix b n3 ocHosHoro LIOa B pe3epBHbI.

MepekntoyeHne  Tpadumka MeXay LOdamm (failover/switchover)
OCYLLECTBAAETCA B py4yHOM pexume (n. 3.9.20). MoTeps AaHHbIX NpK NnepekatodeHmnn b/l

byaeT paBHa 3a4epKe (nary) penamkaumm.

47



— "] OTKPbITAS

PyI-(OBO,EI,CTBO AdAMUNHNCTPATOpPA ”RE_II{I&;I&I;IG?

3. YCTAHOBKA MO

BHUMAHUE! AamuHuctpatopy/pa3paboTumky npu KOMUPOBAHUW KOMaHA W3
HACTOALLEro AOKYMeHTa B dopmaTte .pdf HEOOXOAMMO MPOABAATb BHMMATENbHOCTb M
NOMONHUTENbHO MNPOBEPATL pPe3y/bTaTbl BbIMOJHEHMA COOTBETCTBYHOWMX KOMaHA, Ha

aKpaHe.
3.1. Obwas nHpopmauua

YctaHoBKa NMO 1 KomnoHeHToB cpeabl dyHKUMOHMpPoBaHMA MMO ocyulecTBaseTCs
C NOMOLLbIO CueHapmeB ycTaHOBKM 1O, BbINO/IHAEMbIX Ha YNPaBAAIOLWLEN SNEKTPOHHO-
BbIYMCAUTENBHON MallMHe (3BM) M HanMCaHHbIX C MCMNONb30BAHMEM [AEKNAPATUBHOTO
A3blKa Pa3MeTKM ANs onucaHusa KoHpurypaumi Ansible. CueHapum yctaHosku [0
NO3BONAIOT BbINONHUTL YCTAHOBKY KaK /IOKa/bHO (BC& KOMMOHEHTbl Ha 1 9BM), Tak 1 ¢

yaaneHHon 3BM (ynpasnatouwer 3BM) (PucyHok 14).

ynpasnawuan MN3sm

| |

Cgff E,Zp npﬁﬁ E;::EHH | KOHTEHT cepsep | 1
: | M6 | CON |
L

M | L |
ah_Tﬂff | — |
\‘"“T‘#{ | nyT |
E | nooc |

[ | I |
PucyHok 14
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NMPUMEYAHUE. Ynpasnsatowas 3BM Heobxogmma TONAbKO AN  YCTAHOBKM,
HacTponKkM 1 ynpasnenma MMNO u He TpebyeTtca ansa GyHKUMoHMpoBaHKMA MNMO.

BHUMAHWE! [1ns yctaHoBku MNMO HeobxoaAnMMO Hanmnyme CTabmabHOro MHTEPHET-
coeMHEHNA Ha cepBepax MpuUNoXeHun, cepsepax b, KOHTeHT-cepBepax, a TaKXKe Ha
ynpasaatoouwen 3BM.

[na yctaHosku MMNO HeOHBXOANMMO BbIMOAHUTL CAeaytolwme 4eUCTBUA:

1) Ybeputbesa, uTo cobnoaeHbl TpeboBaHWA, NpuBeAeHHble B Noapasaene 1.4;

2) YcTaHoBUTb M HacTpouTb OC Ha cepBepbl NpUAoKeHU, cepsepbl b 1 npu
HeobxoAMMOCTM Ha KOHTEHT-cepBepbl (noapasaen 3.2);

3) Pa3BepHyTb M HacTpoUTb ynpasastoLlyto 3BM (noapasgen 3.3);

4) HacTpouTb KOMMNOHEHTbI cpeabl PyHKUMOHMPOoBaHKMA MMO (n. 3.4.1);

5) Hactpoutb MMNO (n. 3.4.2);

6) YCTaHOBUTb KOMMOHEHTbI cpedbl GyHKUMoHMpoBaHuMA MNMO (n. 3.5.1);

7) YctaHosuTb MMO (n. 3.5.2);

8) HacTtpoutb noacuctemsl MMNO (noapasanen 3.7);

9) Mpn HEobXxoAMMOCTM BbIMOAHUTL AOMOAHUTENbHbIE HacTponku MMNO n ero
cpeabl GyHKUMOHMpPOBaHUA (noapasaen 3.9);

10) MpoBepUTb  KOPPEKTHOCTb  YCTAHOBKM U dYHKUMOHMpOBaHMA  TMO

(noapasgen 3.10).

3.2. Nopsapok ycTaHOBKKM U HacTpoikn OC Ha cepBepax NpuaoKeHnn, cepsepax b/l

KOHTeHT-cepBepax
3.2.1. YcTaHOBUTb Ha CepBepbl NPUIOKeHMN, cepsepbl B 1 npn Heobxoa4MMOCTH Ha
KOHTEHT-cepBepbl 0aHY 13 cneaytoumx OC, npusedeHHbIX B n. 1.4.2.

BHUMAHMUE! Mepepn yctaHoBko OC He0HXOAMMO 03HAaKOMUTLCA C TPEOOBAHMUAMM,

npuBeAeHHbIMWU B AOKYMeHTaumm Ha C3 HCA.
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OC ponxHa 6bITb yCTAHOBNEHA B MMHUMANbHOW KOHPUrypaumm 6e3 rpapuyeckoro
nHTepdenca. Hanpumep, ana yctaHoBkn OC CentOS Bepcun 7 HEOBXOAMMO MCNONb30BaTb
ISO-06pas, B Ha3BaHMM KOTOPOro coaepxntca « Minimal» (Cent0S-7-x86 64-Minimal-
1810.1is0).

3.2.2. ObecneynTb BbINOAHEHWNE CAeaytolwmx TpeboBaHMM

3.2.2.1. TpeboBaHuAa K npeaycTtaHoBAeHHbIM B OC nakeTam

Ha cepBepax npuaoxeHui, cepsepax bl M KOHTeEHT-cepBepax A0/MKHbl bObiTb
YCTaHOB/IEHbI CNeaytoLLMe NaKeTbI:

— sudo;

— python Bepcuun 3.6 nau BbiLle.

3.2.2.2. TpeboBaHMA K HacTpolke ceTn OC

Heobxogmumo, 4tobbl HacTpolku cetm OC COOTBETCTBOBA/IM  CAEAYHOLLMM
TpeboBaHUAM:

1) Ans  ocHOBHOro ceTeBOoro  WHTepdelca  AO/KEH  NMPUCYTCTBOBATb
KOHOUIYPaALMOHHbIN Gan(bl):

— OC CentOS n OC PEA OC: /etc/sysconfig/network-scripts/ifcfg-<mumsa

uHTepbemca>

— OC Anbrt:

/etc/net/ifaces/<uma mHTepdeiica>/ipviaddress
/etc/net/ifaces/<mmsa uHTepderca>/ipviroute
/etc/net/ifaces/<uma muHTepodeica>/options

— OC Astra Linux, Debian: /etc/network/interfaces

— OC Ubuntu: /etc/netplan/*.yml

2) CeTeBoWt UHTepdeiic AOMKEH aBTOMATUYECKM 3anycKaTbea npu 3arpyske OC.

[na aToro Heob6xoAMMO:

— B KOHOUrypaumoHHOM ¢aine /etc/sysconfig/network-scripts/ifcfg-
<mMmsa  wunHTepodetica> (Ans OC CentOS mam OC PEA OC) unn /etc/net/ifaces/<ums

mHTepbdetica>/options (Ana OC AnbT) 3a4aTh caeaytollee 3Ha4yeHne napameTpa ONBOOT:
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ONBOOT=yes

— B KOHOUIrypaumMoHHbI dain /etc/network/interfaces (ana OC Astra Linux

nnun Debian) BHeCTM cneaytoLLyto 3anmch:

auto <umMsa mHTepbderica>

— B OC Ubuntu aBTo3anyck ceteBoro nHTepderica HacCTpoeH No yMO4aHuIO.
3) MpuoputeTbl B KOHPUTYpaLUMOHHOM daine /etc/nsswitch.conf AONXKHbI

BbIrNAAETb CAeayoLmm 06pa3om (Npu MCnoNb30BaHUM dnsmasq):

hosts: files dns

rae ... - OCTanbHble OMUMK, ECAM OHM UCMONb3YHOTCA;

4) Ha ceTeBblx MHTepdencax cepBepoB NPUAOKEHUN, cepBepoB b 1 KOHTEHT-
CEPBEPOB AO/KHbl  OblTb  HACTPOEHbI CTAaTU4YeCKMe ip-agpeca (MCnosb3oBaHMeE
AMHAaMMYECKUX aapecos, Bbiaasaembix no DHCP, He gonyckaeTca).

5) B cnydae, koraa cepsepa npuaokeHmin MMNO HaxoaAaTca 3@ NPOKCU-CEPBEPOM,
HeobX0AMMO OTKAKUYNTL MPOKCMPOBAHME 3aNpPOCoB K cepamcam [MM0.

[na 3Toro B MNEepemMeHHOW no proxy  KOHQUrypaumoHHOro  damna
/etc/environment HeOBXOAMMO YKas3aTb CMMCOK AOMEHHbIX MMeH unau IP-agpecos

CepBepOBﬂpMﬂOHEHMM,AﬂHKOTOpHXHE(meﬂyeTMCﬂOﬂbSOBaTbﬂpOKCMpOBaHMeI

NO PROXY=localhost,127.0.0.0/8, .local,<moMeH cepBepa MNPMIIOXEHUI>

Hanpumep:

NO PROXY=localhost,127.0.0.0/8, .local,omp.acenter.example

3.2.3. MepenTn B y4ETHYO 3aNnCb Cynepnoab3oBaTeia C MOMOLLbIO KOMaHabI:

sudo su

3.2.4. HactpouTb penosutopumn (B cnydae ucnonbzoBaHma OC Astra Linux SE

Bepcun 1.7).
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[na 3T0ro B KOHGUrypaunMoHHOM dalne /etc/apt/sources.list HEOBXO4MMO
nckMounTb CD-ROM M3 cnmcKa AOCTYMHbIX PENO3UTOPMEB, @ TaKKe HACcTPOUTb A0CTyn K

OCHOBHOMY (main) 1 6a3oBomy (base) penosutopusam OC:

# deb cdrom: [0S Astra Linux 1.7.0 1.7 x86-64 contrib main non-free
deb http://dl.astralinux.ru/astra/stable/1.7 x86-64/repository-main/
1.7 x86-64 main contrib non-free

deb http://dl.astralinux.ru/astra/stable/1.7 x86-64/repository-base/
1.7 x86-64 main contrib non-free

3.2.5. HazHaunTb nonb3osatenam OC npaBa Ha BbIMNOJIHEHME KOMaHA OT MMEHM

cynepnosib3oBaTenAd bes BBOJa Napoa C NTOMOLWBbKO KOMaHAbI:

echo '<umsa noawrzoBaTens> ALL=(ALL:ALL) NOPASSWD: ALL' | EDITOR='tee -
a' visudo -f /etc/sudoers.d/<mMsa noJjb30BaTENS>

Hanpumep:

echo 'omp ALL=(ALL:ALL) NOPASSWD: ALL' | EDITOR='tee -a' visudo -f
/etc/sudoers.d/omp

BHUMAHWE! TlpaBa Ha BbIMOJHEHME KOMaHA OT WMMEHW Cynepnosb30BaTens
NOMKHbI ObITb Ha3Ha4yeHbl BCeM MNonb3oBaTenam (Ha ynpasastowen IBM, cepsepax
NPUNOXKeHWI, cepBepax bl N KOHTEHT-cepBepax), KOTOPbIMM OCYLLECTBASAETCA YCTAHOBKA
KOMNOHEHTOB cpeabl yHKUMoHMpoBaHua, CYB v MNMO. B npoTMBHOM Cayyae B npolecce
YCTAaHOBKM BO3HMKHYT OLWINOKM.

3.2.6. YcTaHoBUTb KOAMPOBKY UTF-8 C MOMOLLbIO KOMaHAb!:

— OC CentOS Bepcun 7, OC PEA OC, OC Astra Linux, OC Ubuntu n OC Debian:

localectl set-locale LANG=en US.UTF-8

— OC Anbrt:
B KOHOUrypaumoHHoM dailne /etc/sysconfig/il8n 3a4aTb caeaytollee

3Ha4vyeHWne NapameTpa LANG:

LANG=en US.UTF-8

3.2.7. 334aTb MMS XOCTa C MOMOLLbI KOMaHAbI:

hostnamectl set-hostname "uma xocrTa.umsa nmomeHa'
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BHUMAHMWE! Mpun 3apaHnm nmeHun xocta 0b6A3aTtenbHO A0/IKHO ObITh 334aHO MMA

AOMeHa,KOTOpOeCﬁAeﬂﬂeTCﬂTOQKOﬁ.HaﬂpMMepZ

hostnamectl set-hostname ocs-app.local

3.2.8. B HacTpoikax DNS-cepsepa nam ¢pannax /etc/hosts yKkaszaTb MMeHa XOCTOB

(hostname) M NOAHbIE UMEHA JJOMEHOB (FQDN) BCEX CEpPBEPOB KaacTepa:

"ip-ampec" "mMA xocTa.uMA mgoMeHa'

Hanpumep (B dalne /etc/hosts):

192.168.0.108 ocs-app.local

3.2.9. 3apaTb agpeca DNS-cepBeposB:
Anpeca DNS-cepBepoB 3agatoTca B danne /etc/resolv.conf B CAedylOUEM

dopmarTe:

nameserver "ip-anpec"

Hanpumep:

nameserver 192.168.0.1

MPUMEYAHUE. B cnyyae oTcyTcTBuA palna /etc/resolv.conf HeobxoaMmo ero
co34aThb.

3.2.10. HacTpouTb MapLlpyT No ymMonyaHuto (default gateway) 4yepe3 lan
MHTepdENC B COOTBETCTBMN C AOKYyMeHTaumen Ha OC.,

3.2.11. 3apaTb Tekywime AaTy U BPpeEMA C MOMOLLbIO KOMaHAb!:

date -s 'YYYY-MM-DD HH:MI:SS'

Hanpumep:

date -s '2021-03-31 12:34:56"

3.2.12. Nepe3sarpy3unTtb ynpasaatouyto IBM n cepsepbl C MOMOLLbIO KOMaHAb!:

reboot
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3.3. MNopAanoK passepTbiBaHWA U HACTPOWUKKU ynpasAastoen IBM

BHUMAHWE! TMepen pa3BepTbiBAHMEM W HACTPOMKOM ynpasaawouwen 3SBM
HeobXo0AMMO NPON3BECTM YCTAHOBKY, HacTpoMKy OC Ha cepBepax NPUIOKEHMIN, CepBepax
B4 » npu HeobxoAMMOCTM Ha KOHTEHT-CepBepPax B COOTBETCTBUM C NoApa3aeom 3.2.

[1na pa3BepTbiBaHMA M HACTPOMKKM ynpasastowen 3BM HeobxoaAnMMO BbINOAHUTD
cnepywouwme AeNCTBUA:

3.3.1. YcTaHOBMTb Ha ynpasaatowyto IBM ogHy mn3 cneaytowmx OC: OC CentOS
Bepcum 7.9.2009, OC AnbT 8 CI1, OC PE[ OC, OC Ubuntu 20.04, OC Ubuntu 22.04 nau
OC Astra Linux SE Bepcun 1.7.

MPUMEYAHUE. B kauyecTBe ynpasastouein 3BM moxKeT ObiTb MCMNNb30BATLCA KaK
oTaenbHas 3BM, TaKk n cepsep npunoxenun MMNO.

3.3.2. HacTpouTb ceTeBoe B3ammoaencteme ynpasnatwowenn IBM ¢ cepBepamu
NpUAoXKeHu, cepepamm Bl 1 KOHTEHT-cepBepamMm.

HacTpoika cetn Ha ynpasaatowen 3BM ocyuiectBndaeTca B COOTBETCTBMM ¢ I/ Ha
OC.

3.3.3. Hactpoutb penosutopumn (B cnydae ucnonbzoBaHma OC Astra Linux SE

Bepcun 1.7)

[na 3T0ro B KOHGUrypauMoHHOM daine /etc/apt/sources.list HeobxogMmo

nckntounTb CD-ROM M3 cnncKa AOCTYMHbIX PENO3UTOPUEB, @ TaKKe HAaCTPOUTb AOCTYN K

OCHOBHOMY (main) 1 6a3oBomy (base) peno3uTtopusam OC:

# deb cdrom: [0S Astra Linux 1.7.0 1.7 x86-64 contrib main non-free
deb http://dl.astralinux.ru/astra/stable/1.7 x86-64/repository-main/
1.7 x86-64 main contrib non-free

deb http://dl.astralinux.ru/astra/stable/1.7 x86-64/repository-base/
1.7 x86-64 main contrib non-free

3.3.4. Co3paTtb Ha ynpasasatouwern IBM oTaenbHbIM KaTanor, CKONMPOBaTb B HErO

cogepxmmoe DVD c MMO v nepenTn B CO3AaHHbIN KaTanor C MOMOLLbIO KOMaHAbI:

cd <oyThk K KaTaJIoTy>
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3.3.5. [epenT B KaTanor /server C MOMOLLbI KOMaHAbI:

cd <OyTe K KaTaJIol'y server>

3.3.6. 3anyctuTb installer-ac.sh (MM installer-ac-mt.sh WM installer-

ac—mt—spr.shn)CﬂOMOU&M)KomaHAbH

bash installer-ac.sh

NI

bash installer-ac-mt.sh

Rz

bash installer-ac-mt-spr.sh

3.3.7. O3HakomMUTbCA C «JINLUEH3MOHHbBIM COrIalleHNnEM» N MPUHATL ero.

Ons  Toro, 4tobbl NpPUHATL «JIMUEH3MOHHOe cornawenune» (PucyHok 15),
HeobxoAMMo nocse Bonpoca «Bbl NpUHUMaETe YCA0BUA AMLEH3MK (y/N)?» BBECTM «y», B
pe3ynbTaTe 4ero B Katanore ¢ dannom installer-ac.sh OyaeT co3aaH KaTanor

install-<Bepcua MIIO>. Hanpumep, /install-release-v5.0.0.

[omp@ocs—app ~]% ./installer_ac.sh
NUUEH3WOHHOE COrNALEHWE C KOHEYHLIM NONb30BATENEM

BAKHO! NEPELO WCNONMb30BAHMEM MPOrPAMMHOMO OBECMEYEHWA, K KOTOPOMY NPWUNATAETCA [OAHHOE NWUEH3WOHHOE COrNAWE
HWE C KOHEYHRIM MONMb30BATENEM (OANEE MO TEKCTY — «/IMUEH3WOHHOE COTJIAWEHWE=), MNOMANYWCTA, BHAMATENEHO NPOY
WTAWMTE HWXECNEOYHWWE YCNOBWA. ECIW Bbl HE COrMNAWAETECE C YCNOBWAMW HACTOAWEr0 NWUEH3WOHHOrO COrMAWEHWA, T
0 Bbl HE WMEETE NMPAEA WCMONB30BATE NPOrPAMMHOE OBECNMEYEHWE B KAKWX-NWBO LENAX.

1. ONPEOENEHWA

«Mpaeoobnafatens» — oBWECTBO C OFpPaHUHMEHHOR OTBETCTEEHHOCTbI «0TKpeiTad MoBuUnbHaa nnatpopMas (000 «OTKPLIT
afn MobuneHaa nnatoopMax ), 420500, Pecnybnuka TaTtapcTad, BepxHeycnoHckuid padod, r. WHHononuc, yn. YHUBepc
uTeTckaa, A. 7, opuc 59, OTPH 1161698087020.

«M0» — npuknagHoe nporpaMMioe obecneveHue «Aepopa UenTtp» (MND «Aepopa UeHTp»), COCTOAWEE U3 CHAEQYWUMX MO
ACMCTEM: MPUKNaAHOTro MporpaMMHoro obecneveHwa «Aepopa LeHTp: MnatgopMa ynpaeneHuas (MNN0 «Aspopa UeHTtp: N

natoopMa ynpagneHuA» ), NpUKNagHoro nporpadqHoro ofecnededua «Aepopa UeHTp: Mapket» (MMN0 «Aepopa UeHTp: M
apkeT») W Cepeuca yeefoMneHWid Aspopa, noAapobHoe onUCaHWe OYHKUWMOHAaNBHLIX BEO3MOMHOCTEd KOTOPOro copepMaTca
B JokyMeHTauun. [OaHHoe JIMUEH3IUMOHHOE COrfaWeHue npuMeHAeTcA kKak k MN0 «Aepopa UeHTp», BkAn4Yawwemy B ceba
BCE MEpPeYUCNEeHHbIE Bbile NMOACUCTEMBI, Tak W K Kakpod NofcuMcTeMe B OTAENbHOCTU BHE 3EBUCMMOCTH OT KOMMMEKTH
OCTH.

«[JOKYMEHTaUUA» — OTHOCAWMECA K MO cConpoBOAWTENbHLIE MaTepWans, B ToOM 4Yu4cne PYKOBOACTEBO MO YCTaHOBKE M Hac
Tpofike, PykoeopcTeo Mone3oeaTens, PykoeoOcTEo AQMUHMCTRaTORa, KOTOpHE NpuHapgnesaT MpaeocobnapaTtenw.
«YCTpoRCTBO» — 3TO annapaTHafa cMcTeMa (QM3WHECKan UMW BUPTYanbHaf) €O BCTPOSHHLM 3anoMAHawWWM YyCcTpoRcTEO
M, H3 KOTOpuX MoseT OwITe 2anyweHo NO.

«MlpaBa Ha WHTENMNeKTyanbHyw COBCTEEHHOCTb» — BCE MPaBa Ha WHTENNeKTYanbHYW W NPOMLIWIEHHYD CoBCTBEHHOCTL,
BKNK43A NP3Ea Ha M300peTeHWA, OTKPHITUA M NaTeHTH Ha W200peTeHWA, BKNKYAA 23ABKM H3 BHOAYy NaTEHTOE W nep
EW3MaHHEIE NaTeHT, MOBTOPHWE 33ABKW WUNW 3aABKM B fpofjonkeHue U 4acTU4HLIE MPORONKEHWA; SBTOPCKHWE NpaBa; o
Bpazubl M NpoMeLNeHHBe 0BpPa3Ubl; TOBAPHHIE 2HAKW, 2HaKM obCNysMEaHWA, 0DOPMNEHWE TOEapPa W NPaBa Ha aHanoruy
Hble 0BbeKThl; CeKpeThl MPOW3BOACTEaE (HOY-Xay), KOMMepHecKyw TaiiHy W KOHOMAEHUWanbHYW WHOOPMauuw; npaBa Ha
TOMONOrMW WMHTErpanbHbX MUKPOCXEM W MPaBa Ha QOTowaGMOHEI; W APYrHMe WCKNKHWUTENbHHE NPaBa.

«JIMUEH3UOHHOE COrnaweHWe» — npefocTaenfeMoe Bam lMpaeoobnapgaTeneM orpaHUM4eHHOEe MPaEO0 Ha WCNONbL3OBaHWE OYH
KUWMOHaNEHoCTH MO Ha ycnoeuAx npocToid (Hedckmo4uTensHod) NUUEH3MKM B COOTEETCTEWMM C YCNOBMAMM HacToawero Jl
WL EH3UOHHOT O COrNaWeHus .

«KOHEeYHEIl nonb3oeaTens» — nwboe wpupM4eckKoe nMUuo (opraHW2auMa), koTopoe npueobpenc MO pgnA coBCTEEHHOTO WC
Nonb30BaHWA W He [NA NPoAaMA.

«MoNb30BaTene» — QU3MYECKOe JIMLD, HenocpedcTEEHHO OCYWecTEMAWWee 3KcnAyaTauuw MO B Uenax U nopagke, onpe
AenfAeMoM KOHEYHLIM MONb30BaTeneM.

HacToAwee JIMUEHIMOHHOE COrNaWeHUe ABMASTCA WPUOM4ECKUM COrnaweHweM Mmexay Bamu (panee no TekcTy — KOHE4YHb
i nonb3oeatens) W MpaeooBnapaTeneM.

PucyHok 15

1 HassaHue daltna 3aBUCUT OT BapuaHTa noctasku MMNO.
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TakKe BO3MOXHO aBTOMaTU4YEeCKOe MPUHATUE NLEH3MOHHOIO CornaleHns
(6e3 BIOKMPOBKM NpoLiecca YCTaHOBKK). B JaHHOM c/lydae HEOOXOAMMO O3HAKOMUTBLCA C
NMUEH3MOHHbIM cornawexHnem (pann «JlMueH3MoHHoe cornawenune.pdf» BxoauT B
KomnnekT 3[) M npuHATb ero. [aa aBTOMATUYECKOro MPUHATUA NULEH3NOHHOIO

cornaweHnA HeO6XO,£I,l/IMO NMCNoJib30BaTb d)nar --accept-license:

bash installer-ac.sh —--accept-license
WIIm

bash installer-ac-mt.sh --accept-license
VI

bash installer-ac-mt-spr.sh --accept-license

BHUMAHWE! B cnyyae Hecornacma C  JAMUEH3MOHHbBIM  COMNaLIEHMEM
ncnonbzosaHue MNMO 3anpeulaeTca.

3.3.8. [NepeiT B KaTanor co CLUeHapMUAMM YCTAaHOBKM C MOMOLLbIO KOMaHAbI:

cd install-<Bepcwusa MIO>/install-ac/

VI

cd install-<Bepcwusa IMIO>/install-ac-mt/

VI

cd install-<Bepcus IIO>/install-ac-mt-spr/

Hanpumep:

cd install-release-v5.0.0/install-ac/

NMPUMEYAHUE. JanbHenwimne AencTBMA NO YCTaHOBKE M HACTPOMKE KOMMOHEHTOB
cpeapl GyHKUMoHMpoBaHua MO, a Takxke MO, HeobXxoAMMO BbINOAHATL M3 AAHHOrO
KaTanora.

3.3.9. YcTtaHOBUTbL Ha ynpasastowen IBM nakeTbl, Heobxoammble ANA 3anycka

cueHapmeB YCTaHOBKK, C MOMOLWBKO KOMaHAbl:

sudo bash control-node-prerequisites.sh

MPUMEYAHMUE. Ecnmn TpebyeTca Mcnonb3oBaTb COOCTBEHHLIM peno3mTopuin PyPl-
nakeToB (PyPI registry), TO NpeaBapuUTEbHO HEOBXOAMMO CO34aTb KOHOUIYPALIMOHHbIN

dann /etc/pip.conf COAEPrKaLMIM CNeaytoLne HACTPOMKMN:
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[global]
index-url = <agpec penozuropmusa PyPI>
trusted-host = <goMeH XoCTa C PEHNO3UTOPUEM>

Hanpumep:

[global]
index-url = https://example.com/repository/pypi-pypi.org/simple
trusted-host = example.com

3.3.10. Hactpoutb SSH poctyn ynpasnatiowen 3BM K cepBepam MNpUIOKEHMUN,
cepBepam B[l 1 KOHTEHT-cepBepam (aaxe B caydae, Korga ynpasnatowana 3BM m cepsepbl
yCTaHOBANEHbI Ha 1 IBM):

— chopMMPOBaATb KAKOUYEBYIO Napy Ha YyNPaBAAIOLLEM CepBepe:

ssh-keygen -t rsa -b 4096

— CKOMWPOBATb OTKPbLITbIM KAOY Ha CepBepbl MPUAOXKEHWH, cepsepbl B

KOHTEHT-CepBepbl:

ssh-copy-id <umsa nonbszoBaTena>d<cepBep IPUIIOXESHUI>
ssh-copy-id <umsa nonbszorBaTensa>d<cepsep BI>
ssh-copy-id <ummsa nonb30BaTeNa>@<KOHTEHT CepBEpP>

— NPOBEPUTb AOCTYN C YNpaBAAlOWEN MaWWMHbI Ha CepPBEPbl MPUAOKEHWUN,
cepBepbl B 1 KOHTEHT-cepBepbl Mo SSH Katouy (Mpun BbINONHEHUM KOMAH/, HUMXKe BBO,

napons He AoaKeH TpeboBaTbCA):

ssh <ummMmsa nomnb30BaTeNa>@<cepBep NPUIIOXEHMI>
ssh <umsa nomnb30BaTena>@<cepsep BI>
ssh <uMmsa nosb30BaATENA>@<KOHTEHT CEpPBEpP>

MPUMEYAHMUE. Ynpasnstouime KomaHabl, OpMUMPyEMbIE CLLEHAPUAMM YCTAHOBKM

Mo, nepegatoTca C UCNOMb30BAHNEM NPOTOKO1a SSH.
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3.4. NopAanoK HaCTPOMKN KOMMOHEHTOB cpeabl pyHKUMoHMpoBaHuaA MMNO v MMNO

MPUMEYAHUE. CueHapum YCTAHOBKM MNO3BOAAKT BbINONHUTL HACTPOMKY U
ycTaHoBKy [0, a TakKe KOMNOHEHTOB cpeadbl GyHKLMOHNPOBaHMA MO ANA HECKONBbKMX
PA3/INYHbIX OKPYKEHWUI. [opAaOK KOHOUTYPMPOBaHMA M ycTaHOBKK MO AnAa HECKONbKMX

OKpY*KeHun npmeeaeH B n. 3.9.14.
3.4.1. HacTponKa KOMNOHEHTOB cpeabl PYHKLMOHMPOBAHMA

MPUMEYAHMUE. Mpun 3aa4aHnm naponen, CeEKPeToB, TOKEHOB KOMMOHEHTOB cpeapl
byHKUMOHMPOBaHMA MMNO AoNYCTMMO MCNOAb30BaTb CTPOYHbIE M 3araaBHble NaTUHCKME
OyKBbl (KMpuAAMLUa He JonyckaeTtcd), umdpbl, a TaKXke caedylowme cneumanbHble

CMMBOJbI:

~SE* () -=_ ;.

[na  HaCTPOWMKM  KOMMOHEHTOB cpedbl OYHKUMOHMPOBAHMA Heobxoammo
BbIMONIHMUTb CAeAytolLne AeNCTBUA:

3.4.1.1. NepenTn B KaTanor co CLEHAPUAMM YCTAaHOBKM (KaTanor: /install-
<Bepcusa IIO>/install-ac/ WAN /install-<Bepcua MIO>/install-ac-mt/ WU
/install-<Bepcus IIO>/install-ac-mt-spr/).

3.4.1.2. B wnHBeHTapHOM ¢anne inventories/hosts.yml 3adaTb ajpeca
cepBepoB (MMeHa XOCTOB), Ha KOTopble OyayT YCTAHOBAEHbl KOMMOHEHTbI cpeapbl
dyHKUMOHMpoBaHMa MMMO.

Onuncanne nopAaaKa 3a4aHuA aapecos B MHBEHTAPHOM darine
inventories/hosts.yml npusegeHo 8 n. 3.9.12.

[Onsa otobpaxkeHns agpeca IBM HeobxoaMMO BbINOSIHNUTL KOMaHAY:

hostname

MNpumepbl danoB hosts.yml A8 OAHOHOAOBOM WM KNACTEPHON KOHOUrypaLmm

npuBeaeHbl B KaTasore samples/ac/inventories/.
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OnncaHme napameTpoB  MHBEHTApPHOro darna inventories/hosts.yml
npmusegeHo s n. 11.1.1.

3.4.1.3. B KOHdUrypaumoHHom o¢anne config/vars/ vars.yml HeobxoAMmo
3a4aTb MO0 NMOMEHATb NpeAyCTaHOBAEHHbIe 3HAYeHMA CAeayoWwmX NapameTpos:

— napameTpbl nogkatodeHua noacucrtem M0 K B/

postgresqgl:
port: 5432

Mpu ucnonb3oBaHMM banaHcupoBWMKa B HeobxoaMmo 3adaTb afpec XocTa

6anaHCMPOBLLMKA, Hanpumep:

postgresqgl:
host: "10.189.221.57"

— naponb cynepnonb3oBatena "postgres" CYBJ Postgresql, ecan yctaHoBKa

CYB/l ocylecTBnAeTCA C NMOMOLLbIO CLleHapueB YCTaHOBKM:

Pg superuser password: "postgres"

— Bepcuto CYB/:

pPg _version: 15

MepeyeHb AONYCTUMbIX 3Ha4YeHUM napameTpa npmseaeH B Tabauue (Tabanua 13).

Tabnumua 13
3Ha4YeHMe napameTpa Bepcua CYbB/]
12 PostgreSQL 12
13 PostgreSQL 13
14 PostgreSQL 14
15 PostgreSQL 15
12-pro Postgres Pro Standard 12
13-pro Postgres Pro Standard 13
l4-pro Postgres Pro Standard 14
ld-stdcert Postgres Pro Certified 14
15-pro Postgres Pro Standard 15
15-stdcert Postgres Pro Certified 15
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— 1umAa 1 naponb nonb3osatena CYB/ Postgresql c ponbto «replication»:

pPg replication user:
name: replication
password: 123FD5648ert**h

— MMA M naponb cynepnonb3oBaTtena CYB/ Postgresql, oT umeHn KoToporo byaet

OCYLLEeCTBNATbLCA YcTaHoBKa [110:

pPg_custom superuser:
username: OCS superuser
password: ClacVob*TwesOLs6

— agpeca DNS-cepsepoB, Hanpumep:

dnsmasq upstream servers: "192.168.137.1,10.189.211.10"

MPUMEYAHUME. OnuncaHne napamMeTpoB KOHPUrypauMOHHbIX dalnnoB cLeHapues
YCTAaHOBKM cpeabl dyHKUMoHMpoBaHua (MO, cueHapues yctaHoBku [1MO u MMO
NpUBEAEHO B CAMMX KOHOUIYPaLMOHHbIX dalinax B BMAE KOMMEHTAapPMEB.

3.4.1.4.B KoHOUrypaumoHHOM ¢alne config/secret.yml 3a4aTb Naponu,
CeKpEeTbl M TOKEHbI:

— napoab goctyna K b/;:

database:
password: ocCs

— naponb goctyna k CYB/[, Redis B napameTtpe redis password:

redis:
password: "@rTT9089087fslk"

— CEKPEeTHbIM KN4 ANa ayTeHTMPUKaummn 3anpocos K cepsucam MMoO:

hmac:
key: "DEFAULT-F1IWpOt5dY51YJrm7H-DEFAULT"

— TOKEH A0CTyna K cucteme obHapy»KeHma cepBMcoB Consul:

consul:
token: "ae%9fbabb-06b8f-9252-59¢5-53bcb651£182"
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— CEKPETHbIN KAoY KANEHTOB (CepBMCOB):

defaultOidcClientSecret: "HWfwehfoIOHwfe233WEfvwewe"

— K4 WKdpOoBaHMA CEKPETOB, XpaHAaumxca B b/

encrypt:
keys:
- "master-key-example"

BHUMAHMUE! Mpn obHosneHmn MIMNO yaanatb cTapble KNO4YM 3anpellaetca. Hosble
KAto4n Heobxoammo A06aBNATb B HA4YaN0 CNMCKa.
— Maponu, UCNONb3yemble ANA 3alWMTbl KPUTMYHOM MHbOPMaLMKM (Hanpumep,

cookie ceccum):

oidcpSecrets:
system:
- kdj%93cxk+57nMa4
cookie:
- 9v _wer8*&r= hY8u

BHUMAHWE! dnnHa napona gonkHa bbiTb He MeHee 16 cumBo10B. [py 06HOBNAEHNN
MMNO ypanatb cTapble nNaponu 3anpeuwlaetca. Hosble naponn Heobxoammo A06aBNATbL B
Ha4yan0 CMMCKa.

— Napo/b A0CTyNna K CEPBUCY rapaHTMPOBAHHOM AOCTaBKN COObLLEHNI Redpanda:

redpanda:
password: '$GJJ690t5-0"

— Napo/b CyNepnoab30BaTeia CepBMca rapaHTMPOBAHHOM A0CTaBKM COODLLEHMN

Redpanda:

redpanda_ superuser:
name: admin
password: Tes%$3@@poi

— Mapoab AOCTyNa K CePBUCY ynpasBaeHua Knactepom bl Patroni:

patroni:
api password: "VV4445@Q@3kjj"

— Mapo/ib AOCTYNa K cepBucy BanaHCMPOBKM HArpy3kn Keepalived:

keepalived auth pass: "ravJulis*Im5"
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3.4.2. Hactpowka MNNO (noacuctem MO)

BHUMAHWE! Tepen BbINONHEHMEM HACTPOEK HeobXxoAMMO M3y4UTb MOPAAOK
PaboTbl C KOHOUTYPALUMOHHBIMK daltnamm, npueeaeHHbIM B . 12.2.9.

MPUMEYAHMUE. Mpwn 3agaHnm naponen, cekpeto, TOKeHOB [MMNO 1 KOMMNOHEHTOB
cpeabl PyHKUMOHMPOoBaAHKMA MO AONYCTMMO WMCMNONb30BaTb CTPOYHbIE M 3arnNaBHble
NAaTUHCKMe OyKBbl (KMpUAAMUE He JAOonycKaeTcd), uudpbl, a TaKke cheayouwme

cneynaibHble CUMBOJIbI:

~S&% () -=_ ;.

[Ons HacTponkn MMO HeobxoAMMO BbIMOAHUTL CieaytolLe AeNCTBUA:

3.4.2.1.B wnHBeHTapHOM ¢aine inventories/hosts.yml 3adaTb ajpeca
cepBepoB (MMeHa XOCTOB), Ha KOTopble ByayT ycTaHoBAeHbl noacucTems! MMO.

OnucaHue nopaaKa 3a4aHuA aapecos B NHBEHTAPHOM banne
inventories/hosts.yml npmeegeHo B8 n. 3.9.12.

3.4.2.2. BbinofHUTL HACTPOMKyY nopTta ana AAMUHUCTPATUBHbIX
(npuBmMnernpoBaHHbIX) MHTepdencos MNMO (npn HeobxoaMMOCTH).

MO YMONYaHWIO MNPUBMAETMPOBAHHbIE WM HEMNPUBUAEIMPOBAHHbIE WHTEPPENCHI
NPUHMUMALOT 3anpockl Ha nopTy 8009.

B [IMNO npeaycmoTpeHa  BO3MOXHOCTb  Ha3HayMTb  AMMHUCTPATUBHbLIM
(npmBmnernposaHHbIM) MHTepdericam MMNO oTAeNbHbIN NOPT. ITO NO3BOAAET OrPaAHMUYNTD
noctyn HenpuBUIErMpoBaHHbLIX nosb3oBaTenem K AAMUHUCTPATUBHbIM
(npuBMnernpoBaHHbIM) MHTepdencam MMO.

[lna HasHayeHMA OTAeNbHOro nopta AN8 aAMWHUCTPATUBHOIO WHTepdenca
HeobXxoaAMMO B KOHOUTYPaLMOHHOM dalne config/vars/ vars.yml yKa3aTb NOPTbl A1A
HENPMBUAErMPOBaHHbIX WHTepdencosB (NapameTp: nginx vhost external port) W
AAMUHNCTPATUBHBIX (NpuBMNETMPOBAHHbIX) MHTepdencos (napameTp:

nginx_vhost_external_admin_port), Hanpunmep:
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nginx vhost external port: 8009
nginx vhost external admin port: 8010

3meHeHMe nopTa HeoHXO0AMMO y4mTbIBaTb B HacTporkax URI B nn. 3.4.2.3.

3.4.2.3. BbinonHuTb HacTporky URL-aapecos MMO

URL-agpeca MMO 3agatoTca B CeKUMM publicUris B KOHOUrypaunmoHHom danne
config/config.yml.j2.

Mo ymonyaHuto URL-aapeca MMO HacTpoeHbl cneayowmm ob6pas3om:

— NPOTOKON: HTTP;

— hostname: COOTBETCTBYET nepBoﬁ 3afncu B rpynne app B UHBEHTAPHOM (I)alL/‘Ier
inventories/hosts.yml;

— MOpPT: COOTBETCTBYET NEPEMEHHON nginx vhost external port, 3aZaHHOW
B KOHOUIypaunMoHHOM darne config/vars/ vars.yml.

[laHHble HACTPOMKM COOTBETCTBYET OAHOHOAOBON KOHOUIypaumm CUCTEMbI C
He3alWMLEHHbIM  COeAMHEHMEM, OOWMM MNOPTOM A48  MNPUBMAETMPOBAHHBIX U
HenpPUBUAETMPOBAHHbIX MHTEPdENCOB 1 Be3 MCN0Nb30BaHMA BHELLHero banaHCMpoBLIMKa.

Bo3MOXKHbI cneaytolie BapmaHTbl HACTPOMKM:

3.4.2.3.1 URL-agpeca MMO ncnonb3ytoT 1 gomeH, 6e3 BHellHero banaHCcMpoBLLMKA.

[laHHble HACTPOMKM MPUMEHMMbI TONbKO K OAHOHOAOBOM KOHUrypaumu. B
napameTpe publicUris.ac.commonAddress — MO YMOJIMAaHMIO YKa3aH hostname,

COOTBETCTBYIOLWMIA MNepBOM 3anucM B rpynne app B MHBEHTApHOM  danne

inventories/hosts.yml

ac:
commonAddress:
"http://{{groups['app'] |first}}:${nginxVhostExternalPort}"

Ecam B nn. 3.4.2.2 6bln Ha3HayeH OTAEeNbHbIM NOPT ANS aAMUHUCTPATUBHbBIX
(NpuBMNErMpoBaHHbLIX) MHTEPdENCoB, TO HEOBXOAMMO B NEPeMeHHOM publicUris.ac.
adminAddress YyKasaTb 3TOT nNopT. [nA VyKaszaHMA MOopTa MOXHO MCMOAb30BaTb

nepemMeHHyo nginxvVhostExternalAdminPort MAM HENOCPEACTBEHHO 3a4aTb 3Ha4YeHUE:

ac:
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adminAddress:
"http://{{groups|['app']|first}}:${nginxVhostExternalAdminPort}"

3.4.2.3.2 Hactponka URL-agpecos [IMNO npu MCNONb30BaHUM  3ALUMULEHHOTO
coeMHeHMA.

HesawmueHHoe (npotokon HTTP) coeanHeHue ¢ cepBepom npunoxkenuit MMO
[ONYyCTMMO  WUCMOAb30BaTb B MNWIOTHbIX MNPOEKTax, rAe oTcyTcTByeT o06paboTKa
KOHOUAEHUMANBbHON WMHPOPMALUMK. B oCTanbHbIX CAyyYasx A0/KHA obecneymBaTbeA
3alUMTa KaHa/I0B CBA3MW.

MO noanep*mMBaeT BO3IMOXKHOCTb MCMO/b30BAaHMA 3aWMULEHHOIO COeAMHEHMA
TO/IbKO C UCMONIb30BAaHMEM BHELIHEro KPMNTOLWAK3a UAM HACTPOMKKM TLS Ha BHewHem
HanaHCMpPOBLLMKE.

[Mpn  MCnonb30BaHMA  3awmuweHHoro coeamHeHua B URL-agpecax [1M10

HeobxoAMMO yKa3biBaTb NpoTokon HTTPS:

ac:
commonAddress: "https://acenter.example.ru"

3.4.2.3.3 URL-agpeca MMO ncnonb3ytoT 1 AOMeH Ha BHellHeM HanaHCUPOBLLMKE.
B naHHOM ciydae B MapameTpe commonAddress HEOOXOAMMO 334aTb MPOTOKON
(http mnm https), uma gomeHa <AC_DOMAIN> 1 nopT, HAaCTPOEHHble Ha BHELIHEeM

HGanaHCMPOBLLMKE, HANPUMeEp:

ac:
commonAddress: "https://acenter.example.ru"

3.4.2.3.4 URL-agpeca MMMNO pa3geneHbl Ha BHEWHUA U BHYTPEHHMN OAOMEHbI Ha
BHelHeM 6anaHCMPOBLLMKE.
MonobHoe pasaeneHue, TpebyeTcd, Hanpumep, Korga HeobxoaMMO OrpaHUYUTb

AOCTYyNn K KoHconam dAMUHNCTPATOPOB 13 BHELLHEWM CeTun.
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B aaHHOM cnydae B napameTpe commonAddress HeEOOXOAMMO 3a4aTb MPOTOKON
(http man https), nma aomeHa <AC_DOMAIN> n nopT Ana BHELWHWMX aapecoB, a B
napameTpe adminAddress 3a4aTb MNPOTOKO/A, MMA AOMEHA W NOPT ANA BHYTPEHHUX

aZlpecoB, Hanpumep:

ac:
commonAddress: "https://acenter.example.ru"
adminAddress: "https://admin.example

3.4.2.3.5 URL-agpeca lNMMO ncnoab3yoT pa3Hble 4OMEHbI.

B paHHOM cnydae ansa Kaxkaown noacuctembl MNMO 3apaetcs cBon COBCTBEHHbIN

NOMEH, Hanpumep:

auth:
adminCrossTenantAddress: "https://authadmin.example"
publicAddress: "https://authpublic.acenter.example.ru"
aps:
adminAddress: "https://apsadmin.acenter.example.ru"
devAddress: "https://apsdev.acenter.example.ru"
marketAddress: "https://apsmarket.acenter.example.ru"
push:

adminAddress: "https://pushadmin.example"
publicAddress: "https://pushpublic.acenter.example.ru"
mt:
adminAddress: "https://mt.example"
pkgrepo:
adminAddress: "https://pkgrepoadmin.example"
mobileAddress: "https://pkgrepomobile.acenter.example.ru"
repoAddress: "https://pkgrepo.acenter.example.ru"

3.4.2.4. OTpeaakTMpPoBaTb KOHPUTYPALUMOHHbIN Ppain config/config.yml.j2.
B pmaHHOM KoHdurypaumoHHom darne HeobxoAMMo 3aaaTb MO0 M3MEHUTb

npegyCcraHoB/1e€HHblIE 3Ha4YEHUA!

— AOMEH YYETHbIX 3anmcen Nonb30oBaTeen ONA TeHaHTa "default™:

defaultIdentityDomain: "omprussia.ru"

— YpPOBEHb AeTanm3aumm CcooblWeHUn NorMpoBaHuA (pekomeHayeTcs 3a4aTb

"info" ﬂpMTECTOBOﬁSKCHﬂyaTaMMMb4"warn" ﬂpMijOMbHUHEHHOH3HCﬂﬂyaTauMMk

logger:
level: "info"
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3.4.2.5. HactpouTb ¢parmnosoe xpaHuauuie MMoO

OnucaHme HacTponku dannosoro xpaHuaumuwa MO (parnosbix xpaHuauw, MM, MY n
MNOOC) npuseaeHo B noapasaene 3.8.

3.4.2.6. BbinonHMTbL HacTpoiku 6esonacHoctn MO, apyrve AONOAHUTENbHbIE
HacTpolku MNMO n HacTpoinkn noacmctem MIMO (Npu HeobxoaMMOCTH).

BHUMAHWE! Tepen yctaHoskom [IMNO  TpebyeTca BbINOAHWUTL  HACTPOWNKMU
6e3onacHocTtu MMNO, gononHuTenbHble HacTporku MNIMO 1 HacTpolkn noacuctem MMO (npwu
HeobxoAMMOCTH).

[epeyeHb W OnNUCaHWe  AONONHUTENbHbIX HacTpoek [MNO  npuBeaeH B

noapasaene 3.9.
3.5. MNopsaaok yCTaHOBKM KOMMOHEHTOB cpeabl yHKUMoHnposanus MMO wn MMNO

3.5.1. YcTaHOBKa KOMMNOHEHTOB cpeabl PyHKLMOHUpoBaHMs M0

3.5.1.1. ObecneynTb CUHXPOHN3ALMIO BPEMEHM MEXKAY HOAAMW KNacTepa.

Mpwn akcnayataumm MNMO B KNnacTepHoOn KOHGUrypaumm Heobxoammo obecneymTb
CMHXPOHM3AUMIO BPEMEHWN MEXAY HOAAMM Knactepa (Hanpumep, C MOMOLLbK YTUAUTLI
chrony).

[N NpoBEPKM CUHXPOHM3ALMN BpEMEHN HEODXOAMMO BbINONHUTL KOMaHAY:

ansible-playbook play-check-time-on-hosts.yml --inventory-file
inventories/hosts.yml -vv --diff

Mo pe3ynbTaTam BbINONHEHWSA KOMaHAbl OyaeT BbiBeAeHO TeKylliee Bpema Ha

KaXkA0WM HoZle Knactepa, Hanpumep:

acenterapp03.ompcloud 2022-11-09 09:48:38.394115
acenterappO4.ompcloud 2022-11-09 09:48:38.394533
acenterapp05.ompcloud 2022-11-09 09:48:38.394939
acenterapp06.ompcloud 2022-11-09 09:48:38.395490
acenterappl0l.ompcloud 2022-11-09 09:48:38.393034
acenterapp02.ompcloud 2022-11-09 09:48:38.393631

3.5.1.2. YcTaHOBUTb Ha cepBepbl NpuUAoKeHU, cepsepbl B[] 1 KOHTEHT-cepBepbl

HEO6XO,£I,I/IN\b|e MakeTbl.
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BHUMAHMWE! Mocne 3aBeplueHna ycTaHOBKM MNakeToB cay»kbbl SELinux m Firewalld
6yayT OTKAOYEHDI.

[1nA yCTaHOBKM NakeToB HEOHXOAMMO BbINONHWUTL CAeaytolme AeNCTBUA:

3.5.1.2.1 YCTaHOBWTb NaKeTbl C MOMOLLBIO CNeAyrOWMX KOMaHA,:

— CcepBepbl MPUITOKEHUN:

ansible-playbook -i inventories/hosts.yml play-managed-node-

prerequisites.yml -vv -u <mummMsa nojb30BaTeNs> --extra-vars
"node type=app" --limit app

— cepsepbl b/
ansible-playbook -i inventories/hosts.yml play-managed-node-
prerequisites.yml -vv -u <uMdg HOoOJb30BaTENS> —-—-exXtra-vars
"node type=db" --limit postgresqgl

— KOHTEHT-CepBepbl:

ansible-playbook -i inventories/hosts.yml play-managed-node-
prerequisites.yml -vv -u <uMdg HOOJbL30BATENS> —-—-exXtra-vars
"node type=content" --limit content

HarlpMN\ep, YCTaHOBKaA TMMaKeToOB Ha CepBepbl I'Ipl/I/'IO)-KeHl/IVI ocywecTtBnAaAeTcAa C

NMOMOLLbKO KOMaHAbl:

ansible-playbook -i inventories/hosts.yml play-managed-node-
prerequisites.yml -vv -u omp --extra-vars "node type=app" --limit app

[lna yCTaHOBKM BCex MaKeTOB Ha BCe CepBepbl (Ha BCe cepBepbl MPUNOKEHWUN,
cepBepbl B/l M KOHTEHT-cepBepbl HE3aBMCMMO OT WX TMMNA) HEOOBXOAMMO BbINOAHUTb

KoMaHay:

ansible-playbook -i inventories/hosts.yml play-managed-node-
prerequisites.yml -vv -u <muMda IOJIb30BaTEJA>

3.5.1.2.2 Ha cepBepax nNpunoxKeHun, cepBepax bl M KOHTEHT-cepBepax noj

ynpasneHmem OC PE/1 OC BKAKOUYMTb aBTO3aMNyCK CAYKDObl network C MOMOLLbIO KOMaHAbI:

sudo systemctl enable network

3.5.1.2.3 [epe3arpy3nTb cepBepbl NPUAOKEHMN, cepBepbl Bl 1 KOHTEHT-CepBEPbLI C

MOMOLLbIO KOMaHbI:
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sudo reboot

MopAAOK AencTBMM ANA CaMOCTOATENbHOM YCTAaHOBKM MAKETOB, a TaKXkKe
oTKAtoYeHuto cnyxkb SELinux n Firewalld npuseaer 8 n. 3.9.7 n 3.9.8.
3.5.1.3. YCTaHOBUTb KOMMOHEHTbI cpeabl GyHKUMOHMPoBaHMA [MNO ¢ NoOMOLLbO

KOMaHAbI:

ANSIBLE USER="<umsa nojbs3oBaTens>" ./deploy-infra.sh

Hanpumep:

ANSIBLE USER="omp" ./deploy-infra.sh

B pe3ynbTaTe BbINOSHEHUA KOMaH/bl B KaTanore logs byaeT cdopmmnpoBaH nor-
daln yCTaHOBKM KOMMNOHEHTOB cpeabl GyHKLUMOHMpoBaHMsA MMMO.

OnuncaHne napameTpoB 3amycKa CKpWNTa deploy-infra.sh WU MX BO3MOXHble
3Ha4YeHuA npmueeaeHbl B nogpasgene 4.1.

BHUMAHUE! CkpunT deploy-infra.sh MNO3BOAAET YCTaHaBAMBATb TO/bKO
CYb/ PostgreSQL 12/13/14/15. CYB[l Postgres Pro HeobxoAMmo yCTaHaBAMBATb
CaMOCTOATE/NbHO.

Mpu  ucnonb3oBaHum  CYBJ  Postgres Pro n1mbo  ecnnm  yCTaHOBKY
CYB/[ PostgreSQL 12/13/14/15 HeobxoAMMO  BbIMOAHUTL  CamocTosATenbHO  (6es
MCNONb30BaHNA CLEHAPMEB YCTAHOBKM KOMMOHEHTOB cpedbl dyHKUMOoHMpoBaHusa [M10),

KOMaH/Aa YCTaHOBKM KOMMOHEHTOB cpeabl GYHKLMOHMPOBAHMA MMEET CeyoLniA BUA:

ANSIBLE USER="<uma nosnszoBaTensa>" ./deploy-infra.sh --skip-database

OnuncaHue ycTaHOBKM M HacTpoikm CYB[ Postgres Pro, a Takke TpeboBaHMA K
camocTtoaTenbHon yctaHoBke CYB/l npuBeaeHbl B noapasaene 3.11.
TaKkKe npeaycCMOTpPEHa BO3MOMHOCTb  YCTAHOBKM  KOMMOHEHTOB  cpedpbl

PYHKLMOHUPOBAHMA NO OTAE/bHOCTM C MOMOLLbIO CeAYIOWMX KOMAHA,:

ANSIBLE USER="<mma nosezoBaTens>" ./deploy-infra.sh -c dnsmasqg
ANSIBLE USER="<uma nospszoBaTena>" ./deploy-infra.sh -c nginx

ANSIBLE USER="<mma nosezoBaTens>" ./deploy-infra.sh -c consul

ANSIBLE USER="<mma nossz3oBaTensa>" ./deploy-infra.sh -c consul-template
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ANSIBLE USER="<wum#a
ANSIBLE USER="<wum#a
ANSIBLE USER="<wmmsa
ANSIBLE USER="<wum#a

nojab3oBaTeysa>"
nojab3oBaTeysa>"
noJap3oBaTesa>"
nojab3oBaTesna>"

./deploy-infra.sh
./deploy-infra.sh
./deploy-infra.sh
./deploy-infra.sh

redpanda
redis
ocs-user
db

3.5.2. YctaHoska MO

[ns yctaHosku MNMO HeobxoAMMO BbINOAHUTL KOMaHAY:

ANSIBLE USER="<umma nosbzoBaTeja>"

./deploy-ac.sh

OnucaHne napameTpoB 3anyCka CKpWMNTa deploy-ac.sh W WX BO3MOXHbIE

3Ha4YeHuA npmuBeaeHbl B nogpasaene 4.2.

Hanpumep:

ANSIBLE USER="omp"

./deploy-ac.

sh

B pe3ynbTaTe BbINOAHEHWS KOMaH/Abl B KaTasore logs bOyaeT cdopmmpoBaH nor-

dann yctaHosku MMO.

Ona YCTaHOBKK noAacmctem no oOTAe/ibHOCTHU H€O6XOAMNK) B MapameTpe --

subsystems 334aTb UMA NOACUCTEMbI.

BHUMAHWE! YctaHoBka noacuctem (MO A0MKHA OCYWECTBAATLCA CTPOro B

cnepytoulen nocneposatensHoctu: b, MM, MOOC, MY, NYT, CDN, MNCY.

Mpumep yCTaHOBKM NOACUCTEM NO OTAENBHOCTU:

ANSIBLE USER="omp"
ANSIBLE USER="omp"
ANSIBLE USER="omp"
ANSIBLE USER="omp"
ANSIBLE USER="omp"
ANSIBLE USER="omp"
ANSIBLE USER="omp"

./deploy-ac.
./deploy-ac.
./deploy-ac.
./deploy-ac.
./deploy-ac.
./deploy-ac.
./deploy-ac.

sh
sh
sh
sh
sh
sh
sh

—-—-subsystems auth
—-—-subsystems
—--subsystems
—-—-subsystems emm
—--subsystems mt

—--subsystems cdn

—-—-subsystems push

appstore
pkgrepo

Ecan Heobxoammo yctaHoBuTb MCY oTaenbHo oT Apyrmux noacuctem MMO, Toraa

NOCTAaTOYHO yCTaHOBUTL 16 1 T1CY ¢ MOMOLLbIO KOMaHAPbI:

ANSIBLE USER="<uma nombzoBaTeja>"

auth, push

./deploy-ac.sh --subsystems
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Ona yctaHosku MMO 6e3 MNCY HeobxoAMMO BbIMOSHUTL KOMaHAY:

ANSIBLE USER="<umsa nojbp3oBaTensa>" ./deploy-ac.sh --subsystems
auth, appstore, pkgrepo, emm, mt

3.5.3. BbinonHeHume HacTponKkmn noacuctem MO

BHUMAHMWE! Mpn HEBbINONHEHUM AAHHbIX HACTPOEK YacTb GyHKUMM MO moxkeT
He paboTaTb MM paboTaTb HEKOPPEKTHO.

HacTtponka noacmuctem MIMO ocyuiecTBnAaeTcsa B COOTBETCTBMM C noapasaenom 3.7.
3.5.4. BbiInoNHEHME OTPaHNYEHNI MO MPUMEHEHMIO

Mpu akcnayaTaumm MMNO Heobxoammo cobatoaaTs cneaytouwme ONPAHUYEHMA MO
NMPUMEHEHNIO:

— TCY He ocyllecTBAAET ayTEHTUDMKALMIO NOAKAKOYAEMbIX K HEMY YCTPOMCTB NOA
ynpasneHnem OC Aspopa Bepcum 5.0.0 m HMKe, nNo3TOMy nNpu HeobXoAMMOCTH
obecneyeHns KOHOUAEHLNANBHOCTU, LLEENOCTHOCTM M AOCTYNMHOCTM push-yBeaoMAeHWI
HeEOOXOAMMO MCMNO/b30BaTb KOMMEHCUPYIOLWIME MePbI 3aLLNTbI MHPOPMALLMK, HanpUMmep,
KpunTorpaduyeckyto 3alWmTy KaHana CBA3M C ABYCTOPOHHEN ayTeHTUOMKaAUMEN MexKay
CepBepom npunoxeHun TMCY un ycTtponctBamu. [na yCcTpOMCTB NOA YynpaB/ieHMEM
OC ABpopa Bepcum 5.1 un Bbiwwe B [ICY peanunsoBaHa ayTeHTUPUKAUMA, NOITOMY
MCNO/Ib30BaHME KOMMEHCUMPYHOLWMX Mep He TpebyeTcs;

— Moc/ie YyCTaHOBKM M HacTpolku MMNO HeobxoaMMO BbINOAHUTL OrPaHNYEHMS MO
NPUMEHEHWNIO,  MPOM3BECTM  HACTPOMKM  HE30MaCHOCTM  KOMMOHEHTOB  cpeabl

bYHKLMOHNPOBAHMA 1 HacTpouTb C3M. Heobxoammasa nHdpopmauma npueeaeHa 8 n. 3.9.4.
3.5.5. [poBepKa KOPPEKTHOCTM YCTAHOBKM M PYHKLIMOHMpPpoBaHMs M0

MpoBepKa OCYLWEeCcTBAAETCA B COOTBETCTBMM € noapasaenom 3.10.
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3.6. Aagpeca Beb-KoHconeu

MepBoHa4vanbHblin  BXx0A, B [MO ocywectBaaeTca € nomolbto  KoHconm
agMuHucTpatopa Mb 1 npeaycTaHOBAEHHOW YY4ETHOM 3anNuCKU C PObI0 AOMUHUCTPATOP
YYETHbIX 3anncen:

— NnornH: admin@omprussia.ru;

— naponb: Admin123!

MPUMEYAHMUE. Mpun nepsom Bxoae B MNMO HeobXxoAMMO CMEHUTb NAPOb.

B Tabnunue (Tabanua 14) npuseneHsl agpeca Beb6-KoOHCONEN.

Tabnuua 14

Beb6-KoHCONb URL-appec Be6-KoHconu

KoHconb agmuHmctpaTopa M6 | http(s)://<cepsep npunoskeHna>:8009/auth/admin/
KoHconb agmumHmctpaTopa MM | http(s)://<cepsep
npunoxexHuna>:8009/appstore/admin/

KoHconb pa3paboTymka MMM http(s)://<cepsep npunoxerHna>:8009/appstore/dev/
KoHconb agmuHucTpatopa MY | http(s)://<cepsep npunoxkeHnsa>:8009/emm/admin/
KoHconb agmuHuctpaTopa MYT | http(s)://<cepsep npunoskeHna>:8009/mt/admin/
KoHconb agmuHuctpaTopa MCY | http(s)://<cepsep npunoskerHna>:8009/push/admin/

3.7. OnucaHue Hactporku nogcuctem MMMO

3.7.1. OnucaHme HacTponKkn MCY

HacTtpolika MNCY 3aKknto4aeTcs B HaCTPOMKe 0OpaTHOro NpoKcK-cepeepa (reverse

proxy), a TaKKe B HAaCTPOMKe NPOTOKO/a B3aMMOAENCTBUSA YCTPOMCTB (push-gemoHa) ¢

ney.
3.7.1.1. HactpoWka obpaTHOro NpoKcu-cepeepa

ObpaTHbIM NpoKcU-cepBep (reverse proxy) CAYKAT Ans 06paboTKM 3anpocoB
(nogknto4eHuin) yctponcts (push-gemoHa) no 3awWMWEeHHOMY npoTokoay TLS u

TpaHCcAMpoBaHuMe 3Tux 3anpocos B [1CY.
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Mpumepbl KOHOUTYpPaLMOHHbIX dainoB obpaTHoOro npokcu-cepsepa Nginx ana
OAHOHOAOBOM M MHOrFOHOZOBOM  KOHbMrypaumi  npuBedeHbl B KaTasnore
samples/ac/nginx external-balancer/conf stream.d/.

[Ons HacTponkn obpaTHOro npokcu-cepepa Nginx HeobXoAMMO BbIMOAHUTL
cnepytouime oencTBmA:

3.7.1.1.1 CkonupoBaTb dann samples/ac/nginx_external-
balancer/conf_stream.d/one-node.conf (nnn samples/ac/nginx_external-
balancer/conf _stream.d/three-node.conf gna mMHOroHoA0BOM KOHGUrypaumm) B Katanor
/etc/nginx/conf _stream.d/ n nepemmeHoBaTb ero B ocs-push-stream.conf ¢ nomoubto
KOMaHAb!:

— ANA 0AHOHOAOBOM KOHDUIypaLMun:

sudo cp samples/ac/nginx external-balancer/conf stream.d/one-node.conf
/etc/nginx/conf stream.d/ocs-push-stream.conf

— ANA MHOTOHOZ0BOW KOHOUIypaunu:

sudo cp samples/ac/nginx external-balancer/conf stream.d/three-
node.conf /etc/nginx/conf stream.d/ocs-push-stream.conf

3.7.1.1.2B ceKuMm upstream KOHPUrypaumoHHoro ¢anna ocs-push-

stream.conf 334aTb agpeca Hoa CepsepoB npuaoxeHun MCY, Hanpumep:

upstream internal-lb-stream-8025 {
server ocs-app.local:8025 max fails=3 fail timeout=60 weight=1;
least conn;

}

3.7.1.1.3 Co3aatb KaTanor ans xpaHeHua nor-gannos Nginx:

mkdir -p <OyTb K KaTajory>

Hanpumep:

mkdir -p /var/log/nginx/external balancer/

3.7.1.1.4 B cekumun server 3a7aTb 3HAYEHMA CAYOLIMX NAPAMETPOB:

— NopT, K KOTOpOMY ByayT NOAKAYATLCSA YCTPOMCTBA, HAaNnpUMep:

listen 999 ssl so keepalive=on;
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— NYTb K 3aKPbITOMY K04y M cepTMdMKATy 3aKPbITOro Kawda, Kotopble byayT

NCMNOJ/Ib30BaTbCA A/14 YCTaHOBKA TLS-coegmHeHuns, Hanpmmep:

ssl certificate /etc/nginx/ssl/cert.pem;
ssl certificate key /etc/nginx/ssl/privkey.pem;

MPUMEYAHUE. CepTnduKaT 3aKpbITOro KAKOYA AOKEH BXOAWUTb B LEMOYKY
noBepua cepTUPMKATOB Ha YCTPOMCTBAX;

— nyTb K nor-painam Nginx B cooTBeTcTBmnmM ¢ Nn.3.7.1.1.3, Hanpumep:

access_log /var/log/nginx/external balancer/access-999.log basic;
error log /var/log/nginx/external balancer/error-999.1log;

3.7.1.1.5 MNpoBepUTb KOPPEKTHOCTb KOHPUTYPALMOHHbLIX panos Nginx ¢ NMOMOLLbHO

KOMaHAbl:

sudo nginx -t

B cnyyae oTcyTcTBMA oWMbOK byaeT BbiBeAEHO COODLLEHME:

nginx: the configuration file /etc/nginx/nginx.conf syntax is ok
nginx: configuration file /etc/nginx/nginx.conf test is successful

3.7.1.1.6 Mepe3anyctntb Nginx c NOMOLLbIO KOMaHAbI:

sudo systemctl reload nginx

3.7.1.2. HacTpolika npoToKona B3auMoAencTsmnsa yctponcts (push-gemonHa) c MNCy

YcTponcTBa B 3aBMCMMOCTM OT YCTAHOB/IEHHOM Ha Hux Bepcum OC ABpopa
MCNONb3YIOT pPa3Hble Bepcun NpoTokona B3ammoaenctema ¢ TCY. [lepeyeHb Bepcuin

NPOTOKOa B3anmoaenctans yctponcts ¢ MCY npuseaeH B Tabanue (Tabamua 15).
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Tabnuua 15

Bepcuna OnucaHue
NPOTOKO/1a
0 Bepcua npotokona ana OC Aspopa 3-ro nokosieHnA. He nogdeprkmsaeT
ayTeHTUdMKaumto yctpomncts B MNCY
2 Bepcua npotokona ans OC ABpopa 4-ro MOKONEHMA, B KOTOPOM y4YTeHbI
0COBEeHHOCTM MHOronosib3oBaTenbckoro pexmma OC. He noaaepskmsaet
ayTeHTUdMKaumto yctpoincts B MCY
3 B AaHHOM BepCHM NPOTOKONA pPeann3oBaHa ayTeHTMOMKaLMA YCTPOMCTB Npum
noakntodeHnun K MCY. Noanepkmeaetca OC Aspopa Bepcun 5.1 u BolLwe.
NMPUMEYAHUE. Mcnonb3oBaHWe NpoTOKONa Bepcun 3 AONYCTMMO NpwU
ycnosum yctaHoBKkM MNCY coBmecTHO ¢ Y n akTmMBauum yctponcTs B Y. B
MHOM CNy4ae HeobxoaMMO MCNOIb30BaTb MPOTOKO/ BEPCUM 2

3agaHue NpoTOKO/1a ocyllecTsnaeTca B napameTpe
allowedDeviceProtocolVersions KOHPUIypauMoHHOro ¢anna install-<sepcus
MIO>/install-ac/config/subsystems/push/config.yml. B JAaHHOM nMapameTpe
3a4aeTCA CMMCOK AOCTYNHbIX BepCl/lVI NnPOTOKONA. Ecam 3a4aHO HECKOJIbKO Bepcmﬁ, TO 6y,ﬂ,eT
MCMONb30BaATbCA MaKCMMaAJIbHAA BePCMA TMPOTOKOJ/1a, KOTOpPaA noaaepXmnBaetca wu
YCTPOWCTBOM, W Cepsepom. Mpuvmepbl  3agaHMAa  3HAYeHWM napameTpa

allowedDeviceProtocolVersions NpuBeaeHsbl B Tabauue (Tabanua 16).

Tabnuua 16
3Ha4vyeHWe napameTpa OnucaHue

allowedDeviceProtocolVe | B MCY BKAtOYeHa MOAAEPMKKa BCEX BEPCUIA MPOTOKOAA.
rsions: [] NCY ayTeHTUOULMPYET YCTPONCTBA, MOAAEPMHKMBAIOLLME
NPOTOKO/1 BepcumM 3. YCTPOMCTBa, HE NoAAepKMUBatoLLme
npoToKon Bepcun 3 B3ammogenctsytor ¢ [ICY 6e3
ayTeHTUPMKaLUK.

[laHHOe 3HaYeHue UCMO/b3YeTCA N0 YMOAYAHMIO.
allowedDeviceProtocolVe | Yerpoicrtea B3aumogeinctsytoT ¢ MCY no npoToKoay
rsions: [0, 2] Bepcun O MAK Bepcun 2. AyTEHTUGUKALMA YCTPOWCTB He
OCyLLLeCTBAAETCA.

allowedDeviceProtocolVe | BsgumopeictsoBate ¢ MNCY MOryT TOMbKO YCTPOWCTBA,
rsions: [3] noAJepxuBatollye  npoTtokon  Bepcum 3. MCY
OCYLLECTBAAET ayTEHTUPUKALMIO YCTPOMCTB.
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3.7.2. OnncaHme Hactpomnkm MYy

HacTtpoiika Y 3aknto4aeTca B HaCTpoMKke B3ammoaencTama Cepsepa NPUNOKEHMUI
MY c Cepsucom ysegomneHmin Aspopa Bepcum 1.1.2 mam TICY, a TakKe B 3arpyske

KapTorpaduyeckon nHpopmaumm B Gparnosoe xpaHuaumule Y.
3.7.2.1. Hactpouka B3anmoaenctamna Cepsepa npuaoxkeHuin MYy c Ncy

B cnydyae HeobxogmmocTn B3ammoaenctema Cepsepa npunoxenuin MY c MCY
noTpebyeTcA BbINOAHUTbL CAeAyoLUine HAaCTPOMKM:

3.7.2.1.1 CuHxpoHM3MpoBaTb Bpema mexxay Cepsepom npunoxeHuin MY mn Mcy.

3.7.2.1.2 3apeructpuposaTb B [ICY NpoeKT 1 NoNYyYnUTb KOHOUTYPALMOHHbIE Galinbl
C HaCTPOMKamM: mobile app ac push project.json n
app server ac push project.json. MIHCTPYKUMA MO CO3L4aHUNIO MPOEKTa NpeACcTaBieHa
B AOKyMeHTe «PyKoBoacCTBO nonb3osaTend. Yactb 5. MNoacuctema CepBUC yBeAOMAEHNIAY.

3.7.2.1.3 3apaTb NPOTOKOA, AOMEH M nopT Ana obpauweHua K MNCY (3HavyeHue
napameTpa AO/MKHO COOTBETCTBOBATb 3HAYEHWIO MapameTpa push public address B
KOHOUTypaUMOHHOM dalne app server ac push project.json). [na 3Toro B
KOHOUTYpPaUMOHHOM darine config/config.yml.]2 334aTb napameTp

config.publicUris.push.publicAddress, HaNpUmep:

publicUris:
push:
publicAddress: "https://acenter.example.ru"

3.7.2.1.4 3apatb LOMEH <AC_DOMAIN> u noptT MCY ana ycTponcts (push-aemoHa)

JomeH v nopt MCY ans ycTponCTB 3a4at0TCA B CEKUMN pushNotificationSystem
KOHOUIypaUMOHHOro ¢anna config/config.yml.j2. M PACNPOCTPAHAOTCA Ha BCe
TeHaHTbl. 10 YMONYaHMIO B KayecTBe mobileHostname YKa3aHO MMA NEPBOro cepsepa

NPUNOKEHUN.

pushNotificationSystem:
mobileHostname: "acenter.example.ru"
mobilePort: 999
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Takke OOMeH M MOPT MOXHO 334aTb B KOHCOAM agMuHucTpatopa [1Y npwu
BbiNOAHEeHMN nNn. 3.7.2.1.6. B AaHHOM c/ny4ae HaCTpPOMKKM ByayT pacnpoCTPaHATLCA TONbKO
Ha TEHAHT B PaMKax KOTOPOro BbINOAHANACb HACTPOMKA.

3.7.2.1.5 NepeyctaHoBuTb 1Y B cooTBETCTBUM C M. 3.5.2, B C/ly4ae ec/im HaCTPOMKa
OCYLLECTB/IAGTCA NOCAe YCTaHOBKM [1Y.

3.7.2.1.6 B KoHconn agmmnHmctpatopa MY («AogMUHUCTpUPOBaHMEY - « HACTPOMKMY»
- «MHTerpauma» - «CepBuUC ysegomneHnin ABpopa») 3aZaTb NapameTpbl B3aMMOAENCTBUA
Cepsepa npunoxeHuin MY mn Mcy.

OnucaHMA Ha3HAYeHMA NapamMeTpoB M MNOPAAOK HACTPOMKM NpuBeAeHbl B
NOKyMeHTe  «PykoBOoACTBO  nonb3oBaTensa. Yactb 3. T[loacuctema  natdopma

ynpaBaeHma».

3.7.2.2. PyyHaa HacTpoMKa [A0CTyna K npunoxeHuto «Aspopa UeHTp» anA

OC Aspopa 1 OC Android

Mo ymon4YaHulo A0CTyn K npuaoxeHuto «Aspopa LeHTp» HacTpauBaeTcA
aBTOMaTU4ecKu B npolecce yctaHosku MI0O.

[na py4HOM HACTPOMKM AOCTyna K NpuaoxeHuto «Aspopa LleHTp» Heobxoammo
BbIMO/IHWTL CAeAytolme AeNCTBUSA:

3.7.2.2.1 BblnoXnTb yCTaHOBOYHbIN daintn (APK-paiin nnn RPM-nakeT) npunoxkeHums
«ABpopa LleHTp» B dannosoe xpaHuamue Y cornacHo napameTpy root CEKUMM location
/clientDownload  KOHPUrypaumoHHoro ¢ahna /etc/nginx/conf.d/ocs-emm-
static-files.nginx.conf (MO YMOANYaHMIO KaTanor: /ocs/emm/clients), Ambo

napameTpy root KOHOUrypaumoHHOro @anna install-<eepcusa MIO>/install-
ac/config/subsystems/emm/applications/ocs-emm-static-files/ocs—emm-—

static-files.nginx.conf.j2 cueHapues yctaHosKu [1M10O.
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YcTaHOBOYHbIE haibl 4ONKHbBI ObITb pasmelleHbl caeayowmm obpasom:

./clients/
—— android-<Bepcus OC>
L — client.noarch.apk
—— aurora-<eepcusa 0OC>
L client.<apxurexTypa>.rpm

Hanpumep:

/ocs/emm/clients/
—— android-10

L client.noarch.apk
L— aurora-5.0.0
—— client.arm.rpm
L— client.arm64.rpm

B cnydae ecam MMs YyCTaHOBOYHOTO daiia oTandYaeTca oT wabsoHa, TO BMECTO Hero
MOXHO MCMO/Mb30BaTb CMMBOJIMYECKYHO CCbIKY (symbolic 1ink) Ha PSAAOM Nexallni

¢amﬂ.ﬂﬂﬂCOBAHHMHCMMBOHM%ECKO%CCHKMHGO6XOAMNK)MCﬂOﬂbBOBaTbKOMaHﬂyI

In -sf <oTHOCUTEJNIBLHEIM NyTh K apk-tdarnyny> client.noarch.apk
1N
In -sf <OTHOCMTEJNIBHHM IyTb K rpm-IakeTy> client.rpm

Hanpumep:

In -sf omp-emm-client-4.0.0.4+2-android.armeabi-v7a.apk
client.noarch.apk

OnucaHue HacTPOMKM dannoBoro xpaHuauwa Y ans pasmeweHna B HeM
YCTaHOBOYHbIX GpaiiaoB NpunoxkeHuns «Aspopa LeHTp» npuseneHo s n. 3.8.1.

3.7.2.2.2B  ceKuuu config.provisioning.android.signatureChecksum
KOHOUIYypaLUMOHHOIo danna ny install-<Bepcus Io0>/install-
ac/config/subsystems/emm/config.yml 3a4aTb OTNeYaTOK cepTMdUKATa KIHOYa
nposepku Il B KOAMPOBKE base64, C MOMOLLbIO KOTOPOro ByAeT BbIMONHATHCA NPOBEPKA
3N APK-dainos.

Hanpumep:

provisioning:
android:
signatureChecksum: "xHOmnjhoe m-8NcBRphnlH9h3DwagZdIPaWfacX8stE"
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MoNy4nTb OTNEYaToK cepTudmKkaTa MOXKHO M3 APK-baina c nomoLLbio KOMaHAbI:

keytool -printcert -jarfile <uma damna> | perl -nle "print $& if
m{ (?<=SHA256:) .*}" | xxd -r -p | openssl base6d4d | tr -d '=' | tr --
l_|_/:l TVt

MPUMEYAHMUE. YTnunnta Keytool BxoamuT B coctas Java SDK (nnm JRE).
3.7.2.2.3 NepeycTaHOBUTb  KOHOUrypaumoHHble  dalibl  cepBMca ocs-emm-

enrollments—-api C NTOMOLLbO KOMaHAbI:

ANSIBLE USER="<mma nosezoBatens>" ./deploy-ac.sh --subsystems emm --
apps ocs-emm-enrollments—-api --action config

3.7.2.3. 3arpy3Ka KapTorpapuyeckon nHpopmaumnm B parnosoe xpaHuanulie My

MPUMEYAHMUE. Mo ymonyaHuto MMO HacTpoeHo Ha paboTy ¢ KapTo MOCKBbI U
MockoBcKoM obnactu. na nonyyeHnsa KapTbl EBpasnm Heobxoammo obpaTnTca B CAyKOyY
TEXHUYECKOM NoAAEPKKN NpeanpuATUA-U3TOTOBUTENA.

[na 3arpy3kn Kaptorpaduyeckom MHPopmaummn B xpaHuauule MY, HaCTpoeHHoe B
COOTBETCTBMM C Nnoapa3aenom 3.8, Heob6XoAMMO BbIMONHUTL CleaytoLLmMe AeNCTBUA:

3.7.2.3.1 B ¢annosoe xpaHunuuie MY ckonupoBaTb dalin ¢ KapTorpaduyeckomn
MHbOpMmaumMen WM B  COOTBETCTBMM C  MNApamMeTpoM config.mbTilesSource
KOHPUIYPaLMOHHOIO danna config/subsystems/emm/applications/ocs-emm-
locations-api/ocs—-emm-locations—api.yml (no YMOYaHUIO:
/ocs/emm/maps/map.osm.mbtiles) CO34aTb CUMBO/IMYECKYIO CCbINKY (symbolic link)

Ha dain ¢ KapTorpaduyeckon MHGopPMaLMen C NOMOLLIO CAeayoWMX KOMaHA,:

cp <umsa dbamna> /ocs/emm/maps/
sudo 1ln -sf /ocs/emm/maps/<uma ¢anna> /ocs/emm/maps/map.osm.mbtiles

Takxe AOMNYyCKaeT He WUCMNOoJZib30BaTb CUMMBOJIMHECKYHO CCbI/IKY, a pPa3MellaTb
HenocpeaCTBEHHO CaM c|>al7m B COOTBETCTBUWM C MAPaMETPOM config.mbTilesSource.

3.7.2.3.2 [lepe3anyCcTuUTb CEPBUC ocs—emm-locations-api C MOMOLWbIO KOMAHAbI:

ANSIBLE USER="<mma nosezoBatTens>" ./deploy-ac.sh --subsystems emm --
apps ocs-emm-locations-api --action restart
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3.7.3. OnucaHme HacTponkm MNOOC

HacTpoika MOOC 3akntovaeTca B 3arpy3ke naketo OC B paliioBoOE XpaHUIULLE.

Ona 3arpy3km naketos OC B ¢amnoBoe xpaHuaumue [MOOC, HacTpoeHHoe B
COOTBETCTBMM C NoApa3aenom 3.8, HeobxoaMMO BbINONHUTL Cleaytoline AeNCTBMA:

3.7.3.1. CKonnpoBaTb B MPOM3BO/IbHbIN KaTanor ¢arnoBoro xpaHuauuwa MNOO0C
apxme ¢ nakeTammn OC 1 pacnakoBaTb ero B KaTasor, 3aJ4aHHblM B NapameTpe root CEKUMM

location /pkgrepo/mobile KOHOUIypaLUMOHHOIo danna
/etc/nginx/conf.d/locations-external/ocs-pkgrepo-nginx-static.location
(N0 ymonyaHuto KaTanor: /ocs/pkgrepo/repos), NMbO B NapameTpe repos root
KOHPUTYpPaUMOHHOTO daina install-<sepcus ro>/install-
ac/config/subsystems/pkgrepo/vars/ocs-pkgrepo-nginx-static.yml

cueHapues yctaHoBku [1110:

tar -xf <umMmsa Q¢amya c apxmuBoM> —-C <OyTh K KaTaJjoTy>
rm <muMsa danyia ¢ apxXuUBOM>

Hanpumep,

tar -xf 4.0.2.35.tar -C /ocs/pkgrepo/repos
rm 4.0.2.35.tar

3.7.3.2. 3apeructpmpoBaTb nepeaaHHblin penns (Bepcuto), aobasme B dann
/ocs/pkgrepo/meta/main.json ONMCaAHWE U3 CNeLMannN3MpoBaHHoOro meta-ganna.

Meta-daln nepenaetca BMeCTe C apxMBOM M npeacTasnaeT cobon dpan B popmaTte
.json M MUMeeT Ha3BaHne main. json. [lyTb K meta-dpaiiny 3a4aeTcs B 0AHOM M3 CAeayoLLLMX
NapamMeTpoB:

— alias CeKUMM location /pkgrepo/mobile/meta KOHPUIYPALMOHHOTO
danna /etc/nginx/conf.d/locations—-external/ocs-pkgrepo-nginx-
static.location (MO YMOMYaHUIO KaTanor: /ocs/pkgrepo/meta);

— meta root KOHPUrypaumoHHOro ¢anna install-<sepcms [I0O>/install-
ac/config/subsystems/pkgrepo/vars/ocs-pkgrepo-nginx—-static.yml

cueHapues yctaHoBKu [M10.
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BHUMAHWE! MNpuBeaeHHble B HACTOALLEM MYHKTE MPUMEPbI 3anoaHeHUs meta-
danna npuBeaeHbl NCKAOUYMTENBHO ANA 0BLLEr0 0O3HAKOMIEHMA C BO3SMOMXHOM CTPYKTYPOW
danna. Mtorosbln meta-dpann A0NKeH OblTb CPOPMUPOBAH C Yy4ETOM PEKOMEHAALMN U
npUMepa 3anoaHEeHMA, NPUBEAEHHbIX HUXKE.

Obuwme pekomeHAaLUMM N0 3aN0NHeHWUO meta-danna:

— Heobxogumo cobnoaatb obliMe NpaBuaa CTPYKTYPbl M CMHTaKCcMca popmata
json npu co3gaHun meta-panna;

— Heobxo4MMO KOPPEKTHO YKa3blBaTb Ceaytolime AaHHble: MOAe b YCTPOMCTBA U
Bepcun OC ABpopa, 0 KOTOPbIX AOCTYNHO OOHOB/IEHUE;

— cnepyeT NpUAEPKMBATbCA MNPUBEAEHHbIX PEKOMeHAAUMM N0 3anO0JHEHMUIo
danna;

— cneayer  WMCNONb30BaTb  MHCTPYMEHTbl  ANA  MPOBEPKM  CMHTAKCMCA
NoAroTOBNEHHOro Gpanna.

Meta-paiin CcoCTOMT M3 HEeCKONbKMX O0KOB, MPMMepPbl 3amMOJHEHWA KOTOPbIX
npuBeaeHbl aanee:

1) O6bwmin 6aok:

"brand": "OMP",
"releases": []

roe:
— "brand": "OMP" - 0buwas nupopmauus;

— "releases": [] - 610K N0 mogenam;

2) Bnok no moaenam ycTponCTB:

"deviceModel": "aqg ns220r",
"latest": "4.0.2.249",
"versions": [
{
"version": "4.0.2.249",
"from": [
"4.0.2.209"
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I
{

"version": "4.0.2.209",
"from": [
"4.0.2.175",
"4.0.2.89"
]
b
{
"version": "4.0.2.175",
"from": [
"4.0.2.89",
"4.0.1.43",
"4.0.1.20"
]
b
{
"version": "4.0.2.89",
"from": [
"4.0.1.43",
"4.0.1.20"
]
Yo
{

"version": "4.0.1.43",
"from": [
"4.0.1.20"
]
}

roe:

— "deviceModel": "ag_ns220r" - mopenb yctponctBa Aquarius NS220v5.2,
npeAcTaBAeHHas B KOAOBOM HaMMeHoBaHMK: "aq_ns220r".

MPUMEYAHMUE. B cnyyae ecnm KoaoBoe HaMMeHOBaHWE YCTPOMCTBA HEM3BECTHO
cnefyeT 3anpocuTb MHGOPMALLMIO Y MPON3BOAMTENA:

— "latest": "4.0.2.249" - nocneaHsa poctynHas Bepcms OC ABpopa AN1A YCTPOMCTBa;

— "versions": [] - 610K cnncKa Bepcuii;

3) Bnok cnucka Bepcuii:

"version": "4.0.2.249",
"from": [
"4.0.2.209"
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roe:

— "version": "4.0.2.249" - Heobxoanmasn Bepcua OC ABpopa;

— "from": ["4.0.2.209"] - cnucok Bepcuin OC, C KOTOPbIX MOXHO ODOHOBMUTL
yCTPOMCTBO A0 Heobxoammom Bepcumn OC Aspopa.

Mpyvmep 3anonHeHHOro meta-galna, COCTaBNEHHbIA ANA ycTponcTBa Aquarius
NS220R c yka3zaHuem Bo3amoxHocTn obHosneHna OC Aspopa ¢ Bepckmn 4.0.2.209 ao Bepcum

4.0.2.249:

{
"brand":"OMP",

"releases": [
{
"deviceModel":"ag ns220r",
"latest":"4.0.2.249",
"versions": [

{

"version":"4.0.2.249",
"from": [

"4.0.2.209"
]

3.7.3.3. [lepe3anyCTnTb CepBUC ocs-pkgrepo-pkg-repo-api C MNOMOLLbIO

KOMaHAbl:

ANSIBLE USER="<uma nosezoBaTens>" ./deploy-ac.sh —--subsystems pkgrepo
-—apps ocs-pkgrepo-pkg-repo-api --action restart

3.7.3.4. NpoBepUTb KOPPEKTHOCTb HACTPOMKKM, AN 4ero HeobxoAMMO BOMTU B
KoHconb agmuHuctpatopa [1Y, ganee nepentn B nopgpasnen «Hactponku» pasaena
«AOMWHUCTPMPOBAHMEY, B PacKpbiBatowemcs none «MHTerpaums» BblOpaTb BKAAAKY
«ObHoBNeHne OC» n ybeanTbca, YTo oTobparkatoTcs MMA cepBepa, MOAENN YCTPOMUCTB U

noctynHble sepcun OC (PucyHok 16).
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+ WHTerpauma 4 UHTerpaumnm
» Cepeep NPUNOMEHWA http://ocs-emm-egress-api-gw.local/appstore/api
+ OBHoBNeHue OC 1 UHTErpaumna
« https://rel-ocs.ompcloud.ru/pkgrepo/mobile [}9
v 3.3.0.7 Inoi R7, gmp-m1-n, aq_ns220
Inoi R7 3.5.0.6,3.5.0.3,3.5.0.1,3.4.0.86, 3.4.0.62, 3.4.0.48
gmp-m1-n 3.5.06,3.5.0.3,3.5.0.1,3.4.0.86, 3.4.0.62, 3.4.0.48
agq_ns220 3.5.06,3.5.0.3,3.5.0.1,3.4.0.86, 3.4.0.62,3.4.0.48
PucyHoK 16

3.7.4. OnucaHmne HacTponkn CDN

HacTponka CDN 3ak/to4aeTca B HACTPOMKE KOHTEHT-CEPBEPOB.

[lna  HACTPOMKM KOHTEHT-CEPBEPOB HEeObBXOAMMO BbIMOAHUTL CAeaytoline
NEencTemA:

3.7.4.1. BceKuumn content MHBEHTAPHOro parna inventories/hosts.yml 3a4aTb

aZipeca cepBepoB (MMeHa XOCTOB), Ha KOTOpble ByayT YyCTaHOBEHbI KOHTEHT-CePBEepbI.

Hanpumep:

content:

hosts:
acentercdnO1:
acentercdn02:
acentercdn03:

OnucaHune nopAzaka 3a4aHuA aapecos B MHBEHTAPHOM darine
inventories/hosts.yml npuseaeHo 8 n. 3.9.12.

3.7.4.2. PaCKOMMEHTNPOBATb CeKL Mo content servers map
KOHOUIypaLUMOHHOro darna config/vars/ vars.yml.

3.7.4.3. B gaHHOM cekuMn 3aaaTb http agpec KOHTEHT-cepBepa MO YMOIYaHMUIO,

napamMeTp content servers map.default:
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content servers map:
default: "<ampec KOHTeHT cepBepa>"

Ha KOHTeHT-cepBep MO YyMOAYaHWO OyayT nepeHanpasasTb 3anpocbl U3
ceTeM/noAceTeMcntymﬁsymuum<8ceKumm content servers map.content servers.
3.7.44.B cekumm content servers map.content servers
KOHOUTypaUMOHHOrO ¢alna config/vars/ vars.yml, Npu HeobxoAMMOCTM, 3a4aTb
npaBuAa MepeHanpaB/ieHNs 3anNpPoCOB Ha KOHTEHT-cepBepbl (T.e. 334aTb M3  KaKMX

ceTei/noaceTen Ha KakMe KOHTEHT-cepBepbl OyayT nepeHanpasasTbCa 3anpochl):

content servers:
- server: "<agpec KOHTEHT cepBepa>"
addresses:
- "<ampec ceru/nomceTru>"
- "<agmpec ceru/nomceTm>"

Hanpumep:

content servers:
- server: "http://ocs-cdn0Ol.test.ru"
addresses:
- "192.168.79.128:8009"
- "192.168.79.133"
- server: "http://ocs-cdn02.test.ru"
addresses:
- "192.168.0.0/16"

3.7.4.5. B cekumn content servers map.delete KOHQUrypaLMOHHOro damnna
config/vars/ vars.yml NPU HeobXoAMMOCTM 3afaTb ajpeca ceTteit/noaceteit, Ha
KOTOpble He AOKHbI PacnpocCTpaHATbLCA npasnna n3 cexkunmn

content servers map.content servers
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MPUMEYAHUE. [na obecnevyeHna OTKA30YCTOMYMBOCTM KOHTEHT-CEPBEP MOMXKET
ObITb pPa3BepPHYT B MHOIMOHOAOBOW KOHOUrypaumm C BHEWHWUM 6anaHCUPOBLLMKOM
Harpy3ku. [1ns 3TOoro pekomeHayeTcs BOCNOAb30BaTbCA MHbOPMaLMen, NpuBeaeHHOM B
n.3.9.9, a Takxe NpPMMeEpPOM KOHPUIypaUMOHHOro danna BHewHero 6anaHCUMpPOBLMKA,
npuBeaAeHHOro B samples/ac/nginx external-balancer/conf.d/content-

server.conft.

3.8. OnucaHue HacTpoiiku paiinosoro xpaHuauwa Mo

3.8.1. Hactpolka damnnosbix xpaHuauw, noacuctem Mo

[ns HacTpolKkn darnosbix xpaHunuw, noacmuctem MMNO HeobXoAMMO BbIMOAHUTb
cnepytouime aencTema:
3.8.1.1. Co3aaTb KaTasior /ocs M Ha3Ha4YUTb ero BAafe/ibLemM MNoJib30BaTeNA ocs,

noJ, KoTopbiM paboTatoT cepsucs MNMO:

sudo mkdir -p /ocs
sudo chown ocs:ocs /ocs

3.8.1.2. B cnyyae ncnonb3oBaHus eamHoro GamaoBoro xpaHuauiia Heobxoammo

BbIMONHUTb MOHTUPOBaHME JAaHHOTO XPaHWUAULLA K KaTanory /ocs.

BHUMAHWE! Mpwu akcnayataumm MIMO B KNacTepHOW KOHPUrypauum Bce HOAbI
Cepsepa npunoxenuin MMNO ¢ MM, MY n NOOC AonXHbl MMeTb A0CTyNn K GanaoBomy
xpaHunuuwy. CooTBeTcTBeHHO, Bce Hoabl Cepsepa npuaoxeHuin MMNO AonXKHbI ObITb
HaCTPOEHbI Ha PaboTy C AaHHbIM GPANNOBbLIM XPAHUAULLEM.

BapuaHTbl M NOpAAOK HAcTPOWKM goctyna Hop Cepsepa npunoxerHuint MMO K
darnoBOMy XpaHMAMLLY NpuBeaeHb! B n. 3.8.2.

3.8.1.3. Hactpoutb pannosBoe xpaHunuuie MM, B KoTopom ByayT XpaHUTbCA Gpalinbl

NPUNOXKEHUN (MKOHKM, CKPUHLLOTbI, RPM-nakeTbl), 3arpykaemble paspaboTymkamm.
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[na 3TOro B Katanore /ocs HeobXxoAMMO CO34aTb KaTanor B COOTBETCTBMM C
napameTpom filestoragePath KOHPUIypaLMOHHOTO darnna
config/subsystems/appstore/config.yml. B co3gaHHOM KaTanore noTtpebyeTca
CO34aTb KaTasor applications-api M Ha3HA4YMTb €ro BAaAE/bLLEM NOJIb30BATENSA ocCs,

noJ KoTopbiM paboTatoT cepsuchl [TM:

sudo mkdir -p /ocs/appstore/applications-api
sudo chown ocs:ocs /ocs/appstore/applications-api

MapameTp filestoragePath KOHOUIYPaLMOHHOro danna

config/subsystems/appstore/config.yml MOXET UMETb CeaytoWmn BUA.

filestoragePath: "/ocs/appstore"

3.8.1.4. Hactpoutb darnosoe xpaHuauwe 1Y, B KOTOpom OyayT XpaHUTbCA
yCTaHOBOYHbIe Galinbl NpuaoxKeHua «Aspopa LleHTp» n kapTorpaduyeckana MHGopmaums.

[1na 3Toro HeobxoAMMO BbINOAHUTL CeaytoLine AeNCTBMA:

3.8.1.4.1 B katanore /ocs HeobxoAMMO B COOTBETCTBMM C MAPaMETPOM root
cekumm location /clientDownload KOHOUIypaLUMOHHOro danna
/etc/nginx/conf.d/ocs-emm-static-files.nginx.conf (N0 YMOAYaHWIO KaTanor:

/ocs/emm/clients), MO0 NapameTpom root KoHoUrypaumoHHoro ¢amna install-
<Bepcusa [I10>/install-ac/config/subsystems/emm/applications/ocs—emm-
static-files/ocs-emm-static-files.nginx.conf.j2 cueHapues ycTaHoBKu [1I10
CO3/4aTb KaTaa0r M Ha3HA4YMTb €ro BAaAenbLeM NoAb30BaTeNs ocs, NOA KOTOPbIM paboTatoT

cepsuchbl [1Y:

sudo mkdir -p <nyTh kK KaTajgory>
sudo chown ocs:ocs <OyThk K KaTaJory>

Hanpumep:

sudo mkdir -p /ocs/emm/clients
sudo chown ocs:ocs /ocs/emm/clients
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3.8.1.4.2 B «KkaTanore /ocs HeobxoAMMO B COOTBETCTBMM C MNapaMeTpoM
config.mbTilesSource KOHPUIypauUMOHHOTO danna
config/subsystems/emm/applications/ocs-emm-locations-api/ocs-emm-locations-api.yml
(no ymonuaHuto: /ocs/emm/maps/map.osm.mbtiles) co3maTb KaTanor M HasHa4UTb ero

B/1ade/ibLEM NOJ/b30BATE/IA OCS, NOA KOTOPbIM pa60Ta+0T cepBuChbl ny:

sudo mkdir -p <nyTh kK KaTajory>
sudo chown ocs:ocs <nOyTh K KaTaJloTy>

Hanpumep:

sudo mkdir -p /ocs/emm/maps
sudo chown ocs:ocs /ocs/emm/maps

3.8.1.5. Hactpoutb ¢ainosoe xpaHunuuie MNOOC, B KOTopom byayT XpaHWUTbCA
naketbl OC.
[na 3TOro B Katanore /ocs HeobXxoAMMO CO34aTb KaTasloOr COr/lacHO NapameTpy

root cekunm location /pkgrepo/mobile KOHPUIypaLMOHHOTO danna
/etc/nginx/conf.d/locations-external/ocs-pkgrepo-nginx-
static.location (N0 YMONYaHWIO KaTanor: /ocs/pkgrepo/repos), MO0 NapameTpy
repos_root  KOHPUrypaumoHHOro ¢anna install-<sepcus [I0>/install-
ac/config/subsystems/pkgrepo/vars/ocs-pkgrepo-nginx—-static.yml

cueHapwues yctaHosku [110:

mkdir -p <OyTb K KaTajory>

Hanpumep,

mkdir -p /ocs/pkgrepo/repos
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3.8.2. Hactponka poctyna Hoa cepBepa npunoxenun TMO K pannosomy

XPaHUANLLY

Mpn akcnayaTaumm [MMNO B KNacTepHOM KOHbUrypauum BCe HOAblI CcepBepa
npunoxennin MMNO A0MKHbI MMeTb A0CTYN K aloBOMY XPaHWAMLLY, B KOTOPOM
pacnonaratoTca Gannbl npunoxeHunin, naketol OC, KapTorpaduryeckana nHdopmauma. JocTyn
HO4 cepBepa MNPUAOKEHWN K GaNN0BOMY XpPaHMAMLLY MOXET OblTb OpraHM3oBaH
cnenyrouwmmm cnocobamm:

— CUMHXpOHM3auMa ¢annoB mexay GarnoBbIMK XPAaHUAULIAMW KaxKaoM HoAbI
cepBepa NPUAOKEHMN C MOMOLLbI MPUNOKEHMA Syncthing;

—-MCﬂOﬂb3OBaHMeeAMHOK)¢aﬁﬂOBOFOXpaHMﬂMMﬁ.

3.8.2.1. HacTponKka CUHXPOHM3aUMKN GannoB mexay GaraoBbIMU XPAaHUAULLLAMMU

KaXKJ0M HoAbl cepBepa NPUIOKEHWI C NOMOLLBIO NpuaoxeHusa Syncthing

MpunoxeHne Syncthing BbINOAHAET CUHXPOHM3AUMIO GanNNoB B pexume
pPeanbHOro BPeEMEHM MexXay Hodamn cepsepa npunoxkenunm Mro.

[lnAa HaCTPOMKM M YCTAHOBKM Syncthing HEOOXOAMMO BbIMOAHUTL Caeaytouime
NEencTBus:

3.8.2.1.1 MpuaymaTb Naposib Nonb3oBaTens (Mo ymon4aHWO NoaAb30BaTeslb ocs)
ANA AOCTyNa K rpadmyeckomy MHTepdency NpuaoKeHus.

3.8.2.1.2 CoopmmpoBsaTb X3LI-KOA Napoas ¢ MCNONb30BaHUEM aNrOPUTMA berypt C

MOMOLLIO CAeAYHOLLMX KOMaHA:

sudo apt install python3-passlib python3-bcrypt
ansible all -i localhost, -m debug -a "msg={{ '<napomnb>' |
password hash ('bcrypt') }}"

3.8.2.1.3 B napameTtpe syncthing.gui password KOHOWUrypaumoHHoro darina

config/secret.yml 33[aTb 3Ha4YE€HME X3LW-KOAa Napons:

syncthing:
gul password:
'$2a$108N.9m94333¢ciTDt1Uhxudwu2rGE3jgb4A0GUCT30KsUIEIbdcPZIx6"
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3.8.2.1.4B napametpe syncthing.gui_apikey KoHUrypaumoHHoro ¢arna

config/secret.yml kntoy goctyna Kk APl npunoxeHua:

guli apikey: 'AgpY4dv2tdcwcNXSmhnxW55euHDS5Eyf"

3.8.2.1.5B  ceKkuuu syncthing folders KOHOUrypaumoHHoro  danna
config/vars/ vars.yml Npu HEOBXOAMMOCTU M3MEHNTb NPEeLyCTaHOBNEHHbIE 3HaYEHMA

KaTaa0ros, 414 KOTOPbIX Tpe6yeTCﬂ BbIMOJ/IHATb CUHXPOHWMN3aLUUIO:!

syncthing folders:
pkgrepo:
path: /ocs/pkgrepo
appstore:
path: /ocs/appstore
emm:
path: /ocs/emm

3.8.2.1.6 YCTaHOBWUTb NPUJIOXKEHME C MOMOLLBIO KOMAHAbI:

ANSIBLE USER="<mmsa nojybs3oBaTens>" ./deploy-infra.sh -c syncthing

Hanpumep:

ANSIBLE USER="omp" ./deploy-infra.sh -c syncthing

BHUMAHWE! Mpw ycTaHOBKE NPUNOKEHMA OCYLLECTBAAETCA reHepaLma KA4YeBom
napbl, KOTOPaA UCNONb3yeTCA A1 3aLUMEHHOrO 0OOMEHa AaHHBIMM MEXK Y SK3IEMMNASPAMM
NPUAOXKEHMA, Pa3BEPHYTbIMW Ha cepBepax. [nA cmeHbl KAto4eBOW Napbl (Hanmpumep, B
C/ly4ae ee KOMNpomeTalmm), HeobxoAMMO yaaNNTb MPUNOKEHME M YCTAHOBUTb €ro 3aHOBO.

YaoaneHwe NMPUNNOXEHNA OCYLLECTBNAETCA C MOMOLLBLIO KOMaH/Abl:

ANSIBLE USER="<uma nosezoBatens>" ./deploy-infra.sh -c syncthing -A
flush all

3.8.2.2. MNpumep HaCTPOMKN eanHOro GarnaIoBOro XxpaHuaAnLLa

EavHoe GannoBoe xpaHUAWLLE NPUMeHAeTCs AN XpaHeHna GanoB NPUIoKEHNM
(MKOHKM, CKPUHLWOTbLI, RPM-nakeTbl) 1 naketos OC.
[ns  HacTponkm eanHoro @annoBOro XpaHuauwa HeobXoAMMO BbIMOAHUTD

cnepyrouine AencTena:
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3.8.2.2.1 YctaHoBuUTb NFS cepBep B COOTBETCTBMM C OPULIMANBHOM AOKYMEHTALUMEN

Ha OoC RedHat, npuBeaeHHON Ha CTpaHuLUe:

https://access.redhat.com/documentation/en-
us/red hat enterprise linux/7/html/storage administration guide/nfs-

serverconfig.

3.8.2.2.2 Ha Cepsepax npunoxkexHmn MM un TOOC co3pgaTb Katanor /ocs M
Ha3HaAYMTb ero BAaZenbLemM MoAb30BaTeNA ocs, NOA KOTOpPbIM paboTatoT cepsuchl MM un

MOOC:

sudo mkdir -p /ocs
sudo chown ocs:ocs /ocs

BHUMAHMWUE! Mpu akcnnyataumm MMNO B KNacTepPHOM KOHPUIypaLMM BCE HOAbI
cepepoB npunoxkenut MM n MOOC AonXHbI MMETb AOCTYN K eAMHOMY ($annoBomy
xpaHunumuly. CooTBeTCTBEHHO, BCE HOAbI cepBepoB npunoxkeHuni NV n MOOC aoKHbI ObITh
HACTPOeHbl Ha PaboTy C AaHHbIM GANN0BLIM XPAHUAULLEM.

3.8.2.2.3 BbINONHMTbL MOHTMpOBaHMe dannoBoin cnuctembl NFS K KaTanory /ocs C

NOMOLWBHO KOMaHAbl:

mount example.com:/export/ocsfs /ocs

roe:
— example.com— MMA y3na pannosoro cepsepa NFS;
— /export/ocsfs — KaTanor, KOTOPbIA IKCMOPTUPYET example . com,
— /ocs — KaTanor, K KoOTOPOMY OCYLLECTBAAETCA MOHTMPOBAHME.
MPUMEYAHUE. MoHTupoBaHne dannosont cuctembl NFS Takke moxeT ObiTb
BbIMO/IHEHO MOCPEACTBOM peaakTMpoBaHMA dalna /etc/fstab. [lns 3TOro B AaHHbIN

dann HeobxoaMMo A00aBUTL 3aNUCh CieAyHoLLEero BMAA:

example.com:/export/ocsfs /ocs nfs defaults 0 O

PenakTupoBaHue danna /etc/fstab AOIKHO OCYLLECTBIATLCA

Cynepnosib3oBaTenem.
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3.8.2.2.4 1nA npoBepKU KOPPEKTHOCTM MOHTUPOBAHMA HEOOXOAMMO BbIMOAHUTD

KOMaHAY:

ls /ocs

n ybeamTbCs, YTO NOJTYYEHHbIN CMUCOK GatioB COOTBETCTBYET CNMCKY GalioB B KaTanore

/export/ocsfs Ha KOMMNbOTEPE example.com.
3.9. lononHutenbHble HacTponku MMNO u cpeabl pyHKUMOHMpoBaHMA MO

3.9.1. HacTpoWKa B3aumMoaemncTeumsa cepsepa npunoxkenumin My ¢ SMTP-cepsepom

HacTponka B3ammoaenctema Cepsepa npuaoxeHun [1Y ¢ SMTP-cepsepom
TpebyeTca ana obecneyeHWs OTMNPABKM Ha INEKTPOHHYI no4dTy daiina co CNUCKOM
CMCTEMHbIX coobeHMn 06 owmnbKax yCTPONCTB.

MPUMEYAHUE. OyHKuUMOHan AoCTyneH ToabKo anda yctpomncts ¢ OC Aspopa.

[Ona HacTpolku B3ammopaenctema Cepsepa npunoxkenuin MY ¢ SMTP-cepsepom
HEOOXOAMMO B CEKLMM smtp KOHPUrypaumoHHoro darna noacmuctembl MY config.yml
(config/subsystems/emm/config.yml) 3a4aTb Tpebyemble 3HaYEHMA:

— aApec 3N1eKTPOHHOM MNOoYTbl, C KOTOPOro OTMPaBAAOTCA MMCbMa (MapameTp:
from);

— aApec cepBepa 3NEKTPOHHOM NoYThbl (NapameTp: address);

— dnar BKAOYEHMA/OTKAOYEHMA WUCMOMb30BaHMA 3alUMLLEHHOro MNPOTOKO/a

SMTPS anqa 3aWmTbl coeaAMHeEHMA (NapameTp: tls);

— TMN ayTeHTMdUKaumm (napameTp: authType);

- ﬂapaMeprIAﬂﬂ3aﬂaHHOK)TMHaayTeHTM¢MKauMM(usrername, password U
ap.).

3HaYeHMs NapameTpoB from M username A0AXKHbI ObITb MAEHTNYHbBI, B NPOTUBHOM

C/ly4ae NoYToBbIN cepBep OyAeT OTKNOHATb COOBLEHMS.
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C nomouibto dnara "tls"™ HacTpamBaeTca HeobxXxOAMMOCTb WCMNO/b30BaHME
NPOTOKONA SMTPS A8 3alWMUTbl coeanHeHna mexay Cepsepom npunokeHunin MY n SMTP-
CepBEepoOM.

Mpu 3HadyeHun onara "tls: true" OyAET WCNONBL30BATHCA 3aALUMLLEHHbIN
NpoToKON SMTPS. Ecnnm SMTP-cepBep He noaaep*kmsaet npotokos SMTPS, to Cepsep
npunoxeHun MY BepHET oWwmnbKy "tls: first record does not look like a TLS
handshake" 1 coobuieHne oTnpaBaeHoO He byaerT.

Mpu 3HayeHun ¢nara "tls: false" ByAeT MCNONb30BATLCA MPOTOKONA SMTP. B
cnydae, ecnn SMTP-cepBep noaAepXKMBAET pacllMpeHue STARTTLS, TO Mepedaya
coobueHunin byaeT ocyLLeCcTBAATLCA C MCNONb30BaHMEM NPOTOKONA TLS.

B MY noaaepkmnBatoTca LOGIN, CRAM-MD5, PLAIN TUMbl ayTEHTUDUKAUMM SMTP. B

3aBUNCMMOCTU OT NCMOJIb3YEMOTO TUIMA ayTeHTl/lCI)VII-(aLI,VIM HeO6XO,£I,l/IMO 3a4aTb caegyroumne

napameTpbl (OCTanbHble NapaMeTPbl OCTaBUTb B3 N3MeHeHUI):

— LOGIN:
smtp:
from: "user@example.com"
address: "smtp.example.com:1025"

tls: true

authType: "LOGIN"
username: "test username"
password: "test password"

— CRAM-MDS5:
smtp:
from: "user@example.com"
address: "smtp.example.com:1025"

tls: true

authType: "CRAM-MDOL"
username: "test username"
secret: "test secret"

— 6e3 ayTeHTUPUKaLnu:

smtp:
from: "user@example.com"
address: "smtp.example.com:1025"

tls: true
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— PLAIN:

smtp:
from: "user@example.com"
address: "smtp.example.com:1025"
tls: true
authType: "PLAIN"
host: "smtp.example.com"
username: "test username"
password: "test password"
identity: "identity"

MPUMEYAHUE. [na ayTeHTUPMKauMM Tuna "PLAIN" B NOse host AOMKHO ObITb
YyKa3aHo 3HayeHne M3 nona address 6e3 yKasaHuAa nopta. TaKk »Ke Ans AaHHOro Tmna
ayTeHTMoMKaumMm HeobxoAMMO  Hanuume  3awumuleHHoro  TLS-coeamHeHua.  Ecam
TLS-coegmnHeHmne He NoAAepPKMBAETCA, TO NPU NOMbITKE OTNPaBUTL COOOLLEHNE BO3HUKHET
owunbKa "error: unencrypted connection" n coobuieHne He byaeT oTNpPaBaAEHO.

[ocne M3MEHEeHWs HACTPOeK HeobxXxoAMMO MnepeycTaHOBUTb KOHOUIypauMOHHbIe

dannbl C NOMOLLbIO KOMaHAbI:

ANSIBLE USER="<mma nosme3oBatens>" ./deploy-ac.sh --subsystems emm --
apps ocs-emm-dispatcher-api,ocs-emm-enrollments—-api --action config

3.9.2. HacTpolika pa3aeneHmnsa TpaduKa

MMNO no3BonseT pasgenatb Bxoaswmh Tpaduk (URL-3anpockl) cneayrowmmm
cnocobamm:

— Mo basepath - Kaxaas KoHconb aammMHUcTpaTopa/paspabotymka (nmbo APl ans
B3aMMO/AEMNCTBUA C NMPUNOKEHUAMM) NPUBA3aAHA K ONpesieIeHHOMY basepath. Basepath
3a/1aHbl B CEKUMM config.publicUris KOHOUIYPALMOHHOro parna internal . yml;

— no gomeHam (cybaomeHam) — Kaxkaan KoHconb aaMuMHUCTpaTopa/pa3paboTymKa
n APl ana B3aMmoAencTBMA C NPUAOKEHUaAMKU (nnbo rpynna KoHconen u  API)
OMNUMOHANBbHO MOXeT OblTb MNpuMBA3aHa K onpeaeneHHoOMy AoMeHy. PekomeHayeTcs
ny6anyHble KOHCcoNM 1 APl nNpuBA3bIBaTb K AOMEHY, KOTOPbIA MMeeT A0CTyn U3 CeTu

NHTepHeT, a BHYTPeHHMEe KoHcoM (KoHCONM aAMMHNCTPATOPOB) NPMUBA3bLIBATL K JOMEHY,
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He MMmetoLeMy AoCTyn M3 ceTn MIHTepHeT. PasaenerHune TpadurKka No AoMeHam NpuBeaeHo
Bnn. 3.4.2.3;
— MO NOpPTam — BHYTPeHHMe n BHelWwHMe agpeca MNMO npmBA3aHbl K OTAENbHbIM

nopTam. OnNucaHMe HaCTPOMKM pasaeneHua TpaduKka No nopTam npmeeaeHo B nn. 3.4.2.2.
3.9.3. HacTpoWKa KaWwmpoBaHMA OTBETOB CEPBNCOB

Ona ysennyeHuna nponssogutensHocTu MNMO npumeHAaeTca K3WnpoBaHMe OTBETOB
cepsucos C¢ nomoubto Nginx. [lpy 3TOM AOCTYyN K 33aK3WMPOBAHHBIM  [AAHHbIM
ocyLLecTBaseTca Yepes Wwato3bl aoctyna MMo.

HacTpoMKM KalWMpoBaHMA 3a4atoTCA B CAeAyroWmx KOHOUIypaumnoHHbIX dannax
CLeHapuneB yCTaHOBKK cpeabl GyHKUMOHUpoBaHuMa MMIM0O:

1) B KoHOurypaumoHHom @aine shared roles/nginx/defaults/main.yml
33/[3t0TCA Caedytowme napameTpsbl:

— cache enabled - BK/IOYEHME/BbIKNOYEHME KIWMPOBAHUSA;

— cache_ path - KaTa/lol XpaHeHWA K3La;

— cache keys zone - UMA 30Hbl B pa3fenaemon namatu, rae byaeT XxpaHUTbCA
KoL,

— cache_keys_zone_size-pammepSOHblBpasﬂeﬂﬂeMOHIWaMﬂTM;

— cache max_size - MaKCMMa/bHbIA pasmep BblAENAEMON MNOA KW MNaMATY

(korga mecTo 3aKkaHuymBaeTca, Nginx yaanaeT ycTapesline AaHHble);

— cache inactive - BpemAd, MNocCae KOTOPOro Ksuw 6y,ﬂ,€T dBTOMaTUNYECKN
O4YUNLWATbCA.
Hanpumep:
cache enabled: true
cache path: "/var/cache/nginx"
cache keys zone: "proxy cache"
cache keys zone size: "50m"
cache max size: "10G"
cache inactive: "30m"
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NMPUMEYAHUE. MaKkcmanbHbIA pa3mep BblAENAEMON NOA K3W NamATh AOKeEH
ObiTb He meHee 10 B;

2)B KOHPUIypaLMOHHbIX dannax config/subsystems/<HasBaHMe
nomcmcTemer>/vars/services.yml 3agatorca APl dyHkumm (endpoint-bi) MMO, ana
KOTOPbIX HEOOXOAMMO BbIMONHATL KILWMPOBAHME, @ TaKXKe NapameTpbl KILWMPOBaHMA ANA
Kaxkaon APl dyHKUMN:

— proxy cache - BK/IOYEHWE KIWMPOBaHMA ana APl dyHKLMK;

— proxy cache valid - BpemMA K3LWMPOBaAHWA OTBETa (BO3MOXHO 334aTb Bpems
K3LWMPOBaAHMA ANA ONpeAeeHHbIX CTaTyCOB OTBETA);

— proxy cache lock - MapameTp onpenenser BO3MOMKHOCTb MPOXOXKAEHUA
HECKO/IbKMX 3anpocoB Ha 63KkeHA (K cepsucam [MMM0O). Mpu 3HaYeHUM «on» 3anpeLlaeTca
NPOXOXKAEHME HECKONbKMX 3anpocoB K cepsucy MO, Bce NOBTOPHble 3anpockl 6yayT
0XMAaTb NOABNEHMA OTBETA B Kalle NMbOo TaiMayTa BNOKMPOBKM 3aNpoca K CTPaHULE;

— proxy cache use stale - MapaMeTp onpeaenAeT, B KaKMUX Cy4aax MOXKHO
MCNO/Ib30BaTb YCTAPEBLUMNM 3aK3WMPOBAHHbLIN OTBET;

— add header: "X-Cache-Status Supstream cache status" - AMWPEKTMBA
nobasnaeT http-3aronoBoK, coaeprKaLlMii CTaTyC KILWMPOBAHKA.

Hanpumep:

nginx location dashboard:
path: "~ /vl/dashboards/["/]+S"
proxy cache: "proxy cache"
proxy cache valid: "200 {{ cache interval dynamic }}"
proxy cache lock: "on"
proxy cache use stale: "updating"
proxy cache background update: "on"
add header: "X-Cache-Status Supstream cache status"

3.9.4. lenctBmna no 6He30nacHOM yCTaHOBKE M HACTPOMKe CpeacTBa

MPUMEYAHUE. YcTaHOBKa, HacTporka M 3kcnayaTauma [MMNO  goskHa

OCYLLEeCTBAATbCA B cooTBeTCTBMM € D[] Ha 0.
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Mpn ncnonbzosaHmm MMO B rocyaapcTBeHHbIX MHGOPMALMOHHbIX cucTemax (MMC)
(MHOOPMALMOHHBIX CUCTEMAX MePCOHaNbHbIX AAHHbLIX, aBTOMATU3MPOBAHHbIX CUCTEMAX
ynpaBAeHua, KPUTUYECKOM WHPOPMAUMOHHON WHOPACTPYKType), He coaeprKalimx
MHDOPMaLUMM, COCTaBAANOWEN TFOCYAAPCTBEHHOM TalHbl, B 3aBMCMMOCTM OT KJjacca
3aWMUWEHHOCTM AO/KHbI OblTb YCTAHOBAEHbI 3HAYEHWA MapamMeTpoB, MPMBEAEHHbIE B

Tabnnue (Tabnnua 17).
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Tabnnua 17
MapameTp 3HayeHue 3HavyeHue 3Ha4yeHue 3HayeHue

(ona TNC 4-ro knacca)

(ona TNC 3-ro knacca)

(ana MNC 2-ro knacca)

(ona TNC 1-ro knacca)

KoHdurypaumoHHbin darin MNb (cueHapua yctaHoBKM MB): /var/ocs/config/subsystems/auth/config.yml

(config/subsystems/auth/config.yml)

[Nepunon BpemeHu
HEeMcnob30BaHMA
naeHTMdunKaTopa (y4eTHom
3anmcu) nonb3osBaTens, Yepes
KOTOpOe NPOUCXOANT ero

HNOKMpPOBaHME:
config.maxAccountInactivi
tyPeriod

YCTaHaBAMBaeTCA Ha
YCMOTpEeHMe onepaTopa
NC, Hanpumep:

maxAccountInactivity
Period: 2160h

He 6bonee 90 aHen,
Hanpumep:
maxAccountInactivi
tyPeriod: 2160h

He 6bonee 90 aHen,
Hanpumep:
maxAccountInactivity
Period: 2160h

He 6bonee 45 aHen,
Hanpumep:
maxAccountInactivi
tyPeriod: 1080h

MuHnManbHas AdTNMHa NMaponA.
config.passwordSettings.m
inLength

He meHee 6 cMMBOJIOB,
Hanpumep:
config.passwordSetti
ngs.minLength: 6

He meHee 6 CMMBOOB,
Hanpumep:

config.passwordSet
tings.minLength: 6

He meHee 6 CMMBOOB,
Hanpumep:
config.passwordSetti
ngs.minLength: 6

He meHee 8 CMMBOOB,
Hanpumep:

config.passwordSet
tings.minLength: 8

AndaBuT Napons ANA y4eTHbIX
3anucen Nnonb3oBaTenen He
HacTpaunsaeTca. [laponu
YYETHbIX 3anncen
No/ib30BaTeNEN AONKHbI
cofeprkaTb OYKBbI BEPXHETO U
HUXHEro perncTpos, Undpbl 1

He meHee 30 cMMBO/10B,
Hanpumenp:
minDigits: 1

minUpperLetters: O

minLowerLetters: 1

minSpecialChars: O

He meHee 60

CMMBO10B, Harnpumep:
minDigits: 1

minUpperLetters: 1
minLowerLetters: 1

minSpecialChars: 0

He meHee 70 cMMBO/IOB,
Hanpumep:
minDigits: 1

minUpperLetters: 1
minLowerLetters: 1

minSpecialChars: 1

He meHee 70

CMMBO10B, Halnpumep:
minDigits: 1

minUpperLetters: 1
minLowerLetters: 1

minSpecialChars: 1
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MNapameTp

3HayeHune
(ona TNC 4-ro knacca)

3HayeHune
(ona TNC 3-ro knacca)

3HayeHue
(ana MNC 2-ro knacca)

MNATO®OPMA
3HayeHue
(ona TNC 1-ro knacca)

cneunanbHble CUMBOJIbI (3TO
KoHTpoampyeTca MMO).
AndaBUT Napons ANs y4eTHbIX
3anmMcen yCTpOUCTB:

— MWHMMaNbHOE YNCNOo UMdpP B
napone:

— config.passwordSetting
s.minDigits

— MWHWMa1bHOE YNCNO 6yHB
BEPXHEro perncrpa B napone:

— config.passwordSetting
s.minUpperLetters

— MWUHWMa1bHOE YNCNO 6yKB
HUXHENO PerncTpa B napose:

— config.passwordSetting
s.minUpperLetters

— MWUHWMMaIbHOE YNCN0

cneucnmBOo/10B B Naposne:
config.passwordSettings.m
inSpecialChars

MaKcrmasnbHoe Bpema

AEeNCTBNA Napons:
config.passwordExpiration
Time

He 6onee 180 aHewn,
Hanpumep:
passwordExpirationTi
me: "4320h"

He 6onee 120 aHewn,
Hanpumep:
passwordExpiration
Time: "2880h"

He 6onee 90 aHen,
Hanpumep:
passwordExpirationTi
me: "2160h"

He 6bonee 60 aHen,
Hanpumep:
passwordExpiration
Time: "1440h"
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MNapameTp

3HayeHune
(ona TNC 4-ro knacca)

3HayeHune
(ona TNC 3-ro knacca)

3HayeHune
(ana MNC 2-ro knacca)

MNATO®OPMA
3HayeHue
(ona TNC 1-ro knacca)

MaKcrMmanbHoe Bpems
NEeNCTBMA KNtoYa YY4ETHOM

3anmncK cepsepa NPUIOKEHNA:
config.ttl.client jwks

He bonee 1 ropgan 3
Mec., Hanpumep:

client jwks: 10950h

He bonee 1 roga n 3
Mec., Hanpumenp:

client jwks:
10950h

He bonee 1 ropga n 3
Mec., Hanpumenp:

client jwks: 10950h

He 6bonee 1 roga u 3
Mec., Hanpmumep:

client jwks:
10950h

Yucno nocnegHmx
MCMOIb30BaAHHbIX MAPONEN,
KOTOpble 3anpeLleHo
MCNONb30BaTb MO/b30BATENAMM

npn co3gaHNM HOBbIX naponeﬁ:
config.passwordHistoryDep
th

YCcTaHaBAMBaeTCA Ha
YCMOTPEHME onepaTopa
NC, Hanpumep:

passwordHistoryDepth
: 3

YcTaHaBAMBAETCA Ha
yCMOTpeHue
onepatopa UC,
Hanpumep:
passwordHistoryDep
th: 3

YCTaHaB/IMBAETCA Ha

yCMOTpeHMe onepaTopa

NC, Hanpumep:

passwordHistoryDepth
3

YcTaHaBAMBAETCA Ha
yCMOTpeHue
onepatopa UC,
Hanpumep:
passwordHistoryDep
th: 3

MaKcmMmaibHOe KOIM4eCcTBO
HeyCcnewHbIX MomnbITOK
ayTeHTMduKaumm (BBoaa
HenpaBM/IbHOro Napons) Ao

ONOKMPOBKM:
config.failedLoginTries

OT 3 go 10 nonbITOK,
Hanpumep:

failedLoginTries: 10

OT1 3 ao 10 nonbITOK,
Hanpumep:
failedLoginTries:
10

OT 3 A0 8 NONbITOK,
Hanpumep:
failedLoginTries: 8

OT 3 00 4 NonNbITOK,
Hanpumep:
failedLoginTries:
4

Bpemsa 610KMPOBKK y4ETHOM
3anMcK NoJsib3oBaTena B C/yyae
[OCTUXKEHMA YCTAHOBIEHHOTO
MaKCMMa/IbHOrO KOIM4YecTBa
HeycrneLwHbIX MOMbITOK
ayTeHTUPMKaummn:

OT1 3 00 15 MUHyT,

Hanpumep:

failedLoginBlockTime
|13m|l

O15 10 30 MUHyT,
Hanpumep:
failedLoginBlockTi
me: "5m"

OT1 10 o 30 MUHyT,

Hanpumep:
failedLoginBlockTime
":I_Om"

Ot 15 o 60 MUHYT,
Hanpumep:
failedLoginBlockTi
me: "15m"
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MNapameTp

3HayeHune
(ona TNC 4-ro knacca)

3HayeHune
(ona TNC 3-ro knacca)

3HayeHune
(ana MNC 2-ro knacca)

MNATO®OPMA
3HayeHue
(ona TNC 1-ro knacca)

config.failedLoginBlockTi
me

Konnyectso oaAHOBPEMEHHbIX
ceccum ana
NPUBUNETMPOBAHHbBIX YY4ETHbIX

3anucen:
config.privilegedSessions
Limit

YcTaHaB/MBaeTCA Ha
YCMOTpEHMe onepaTopa
NC, Hanpumep:
privilegedSessionsLi
mit: 10

YCTaHaB/IMBaeTCA Ha
yCMOTpeHue
onepatopa UC,
Hanpumep:
privilegedSessions
Limit: 10

YcTaHaBAMBaeTCA Ha
YyCMOTpEeHMe onepaTopa
NC, Hanpumep:
privilegedSessionsLi
mit: 10

He 6bonee 2-X,
Hanpumep:
privilegedSessions
Limit: 2

KonnyecTBo oa4HOBpPEMEHHbIX
ceccun ana
HENPUBUNETMPOBAHHbIX YY4ETHbIX

3anucen:
config.
unprivilegedSessionsLimit

YCTaHaB/IMBAETCA Ha
YCMOTPEHME onepaTopa
NC, Hanpumep:
unprivilegedSessions
Limit: 10

YCTaHaB/IMBAETCA Ha
yCMOTpEeHue
onepatopa UC,
Hanpumep:
unprivilegedSessio
nsLimit: 10

YcTaHaBAMBaeTCA Ha
YCMOTpEeHMe onepaTopa
NC, Hanpumep:

unprivilegedSessions
Limit: 10

YCTaHaB/MBAETCA Ha
yCMOTpeHue
onepatopa UC,
Hanpumep:
unprivilegedSessio
nsLimit: 10

06w min KoHPUrypaumoHHbIn pann MMNO (wabnoH obuiero KoHpUrypaumoHHoro danna MMO):

/var/ocs/config/config.yml

(config/config.yml.j2)

Bpemsa be3nenctama
(HeaKTMBHOCTW) NONb30BaTENS,
Yyepes KOTOpOe OCyLLLEeCTBAAETCA
3aBeplUeHMe ceaHca

Mo/1b30BaTeENA:
config.session.rememberFo
r

YcTaHaBAMBaeTCA Ha
YCMOTpEeHMe onepaTopa
NC, Hanpumep:

rememberFor: 30m

YCcTaHaBAMBaeTCA Ha
YCMOTpeHue
onepatopa UC,
Hanpumep:

rememberFor: 30m

He 6onee 15 MUHYT,
Hanpumep:

rememberFor: 15m

He 6onee 5 MUHYT,
Hanpumep:

rememberFor: b5m
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3.9.5. denctBns no cmeHe ayTeHTUPUKAUMOHHOM unHPopmMauum (naponen,

CEeKPEeToB, TOKEHOB, KAtoYen)

Mpwu 3kcnayaTaumm [MMNO  gonkHa obecneymBaTbCA NepuMoOAMYECKaa CMEHa
ayTEHTUPUKAUMOHHOM  MHbopMaumK.  [lepnoanMYHOCTb  CMEHbl  Onpeaensercs
3KCnAyaTupytowen opraHmsaumen. CmeHa ayTeHTUOUKALMOHHOM MHPOPMALMM TaKKe
NONXKHA OCYLLECTBAATLCA B C/NyYae ee KOMMpomeTaummn. K cobblTmam KOmMnpomeTaumm
OTHOCATCA (HO He orpaHMYMBatoTCA), caeaytolme cobbITUSA:

— HC/A K cepsepam npunoxkenunii MMNO n/mnm ynpasnawouwen 3BM;

— noTeps HOCUTENS, COAEPKALLErO ayTEHTUPUKALMOHHYIO MHGOPMALMIO;

— YBO/IbHEHME COTPYAHWKOB, MMEBLUMX AO0CTYN K ayTeHTUPUKALMOHHOM
MHDOPMaLNK;

— BO3HWKHOBEHME NOAO3PEHNIM HA YTEUYKY aYyTEHTUPUMKALMOHHON MHPOPMALMN;

— C/lyYyau, Koraa Henb3a AOCTOBEPHO YCTAHOBWUTb, YTO MPOM3OLWWAO C HOCUTENEM
ayTEHTUPUKALUMOHHOM MHPOPMALMKN (HAaNPMMEpP, HE MOHATHA NPUYNHA BbIXOAA HOCUTENS
13 CTpoSA).

AyTeHTUOUKAUMOHHAA MHOOPMALUMA KOMNOHEHTOB cpeabl GyHKLUMOHMPOBAHMSA, a
TaK¥Ke CeKPeTHbIN KoY KNMEHTOB (CEpBMCOB) U KNtoY WNdPOBAHNA CEKPETOB 33at0TCA B
KOHQUIYpauUMOHHbIX ¢alnax config/vars/ vars.yml W config/secret.yml. [nAa
CMeHbl, YKa3aHHOM ayTeHTUPUKAUMOHHON WHPOPMaALMM HeobXxoaMMO  BbIMOAHUTb
cneayrouwme AencTBumA:

3.9.5.1. M\3MeHUTb Naposn, CEKPETbl, TOKEHbl B KOHPUIypaLMOHHbIX dainax
config/vars/ vars.yml Wconfig/secret.yml.

3.9.5.2. YcTaHOBUTb KOMMOHEHTbI cpeabl PYHKLUMOHUPOBAHMUA B COOTBETCTBMU C

n.3.5.1.

3.9.5.3. YctanosuTb MNIMO B cooTBeTCcTBMM C M. 3.5.2.
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3.9.6. encrteus

no

dyHKUMOHMpoBaHua MMM0O

peannsaumm

OYHKLMM

3.9.6.1. TpeboBaHMA K MEKCETEBOMY 3KPAHNUPOBAHMIO

6e3onacHoOCTH

cpeabl

Heobxoammo, 4tobbl 3aWmMTa nepumeTpa (GU3nYecknx nam normdeckmnx rpaHni) MC

ocywecTtBs/iaNnacb C NCNONIb30BaHMEM MEKCETEBOIO 3KPadHa Tpe6yeM0ro K/1aCCa 3alnThbl.

MesKceTeBOoM aKpaH A0/KeH NPONycKaTb TPAadUK TONbKO Ha BHelLHKWe nopTbl M0,

NPV 3TOM OCTaNbHOM TPadUK A0MKEH ObITb 3anpelleH. NepeyeHb BHewHMx noptos MMO B

3aBMCMMOCTM OT BapuaHTa HaCTPOMKM NpueeaeH B Tabauue (Tabaunua 18).

Tabnumua 18

Homep nopta
(npoTokon)

OnuncaHue

KoHpUrypaumnoHHbiit ¢pann, B
KOTOPOM 3343€eTcA NopT

Tun nopta*?

Cepsucbl MNMNO «Aspopa LieHTp»

10000 - 10500
(tcp)

MopTbl cepsucos MO

shared roles/systemd-
deploy/templates/system
d-supplicant.sh.j2
/usr/bin/systemd-
supplicant.sh

BHYTPEHHNM

nepeHanpaBaATCA
3anpocsl ¢ 999 nopTa

Nginx cornacHo n. 3.7.1

Nginx

80 (tcp) CNy»KUT ans shared_roles/consul-  |BHyTpeHHMA
B3aMMOAECTBUA CEPBUCOB ;i?plate/defamtsmaln'
Mo apyr c Apyrom

999 (tls) Cy»KuT ans KoHdurypaunoHHbin dain  |BHELWHMA
B3amMmoaemncTama yctpomncTs [INginx cornacHo n. 3.7.1
cMncy

8009 (tcp) banaHCcMpPOBLLMK CEpPBMCOB COHf%g/VarS{_varS-yml BHELLHNM
(Nginx Web Server) PSSyt ey S

onf

8024 (tcp) MopT ans npuema 3anpocos |config/vars/ vars.yml  |gHewHm
OT KOHTEHT-CepBepOB

8025 (tcp) Ha naHHbIA nopT KOHOUIypaumoHHbIM dalin [BHYTPEHHWI

12 Onucanme TMNOB NOPTOB NpMBeAeHO B Tabaunue (Tabaunua 34).
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Homep nopra

KoHdurypaumoHHbi pann, B

OnucaHue Tun nopra®?
(npoTokon) KOTOPOM 333€eTcs nopT
CYb/ PostgreSQL
5432 (tcp) CYB/[, PostgreSQL shared_roles/postgresql |gyyTpeHHMN
/defaults/main.yml
CYb/ Redis
6379 (tcp) redis-server shared_roles/redis/defa_BHyTpeHHMm

ults/main.yml

26379 (tcp)

redis—-sentinel

shared roles/redis/defa
ults/main.yml

BHYTPEHHNM

Consul
8300 (tcp) https://www.consul.io/docs BHYTPEHHUI
/install/ports
8301 (tcp/udp) |https://www.consul.io/docs BHYTPEHHUI
/install/ports
8302 (tcp/udp) |https://www.consul.io/docs BHYTPEHHUI

/install/ports

8600 (tcp/udp)

https://www.consul.io/docs
/install/ports

shared roles/consul/def
aults/main.yml

BHYTPEHHNM

8500 (tcp) https://www.consul.io/docs |shared_roles/consul/def |gHyTpeHHW
Jinstall/ports aults/main.yml
Redpanda

8080 (tcp) redpanda_ console port shared_roles/redpanda/d.BHYTpeHHMm
efaults/main.yml

9092 (tcp) redpanda_kafka api shared_roles/redpanda/d.BHyTpeHHMm
efaults/main.yml

9644 (tcp) redpanda_admin shared roles/redpanda/d.BHyTpeHHMm

efaults/main.yml

33145 (tcp)

redpanda_rpc_server

shared roles/redpanda/d
efaults/main.yml

BHYTPEHHNM

Syncthing
8384 (tcp) https://docs.syncthing.net/ |shared roles/syncthing/ |gHyTpeHHui1
users/firewall.html defaults/main.yml
22000 https://docs.syncthing.net/ |shared roles/syncthing/ |gHyTpeHHWiA
(tcp/udp) users/firewall.html defaults/main.yml
21027 (udp) https://docs.syncthing.net/ BHYTPEHHWI
users/firewall.html
Dnsmasq
53 dnsmasq BHYTPEHHUI
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Homep nopta KoHdUrypaumoHHbIn dann, 8
p nop Onmcanme ¢urypatl daitn,

Tun nopra®?
(npoTokon) KOTOPOM 333€eTcs nopT

OnepaunoHHaa cuctema

22 MopT SSH. Micnonb3yeTca BHYTPEHHNM
ONA pa3BepTbIBAHMA U
aaMuHUcTpmposaHmAa MMoO.
BHUMAHMWE! BoamoHOCTb
MCNO/b30BaHMNA AAHHOIO
nopTta onpeaendaeTcs
nokymeHTaumen C3U ot
HC/,

NMPUMEYAHUE. PekomeHayeTtca 3anpetntb goctyn K MNMO npuBnaerMpoBaHHbIX
no/sb3oBaTeNe 13-3a NpPeaesioB KOHTPONIMPYEMOMN 30HbI, 3aNpeTnB A0CTyNn K KoHconm
agMmuHucTpatopa [Mb. Takke Npmu HeEOHXOAMMOCTM MOXKHO 3aNPETUTL AOCTYN K OCTa/IbHbIM
Beb-koHCcoNAM. [na 3Toro cneayet paspewnTb TpaduKk TOAbKO Mo  Tpebyembim

URL-aapecam B cooTBeTCcTBMM C M. 3.9.2.
3.9.6.2. Hactpomka OC CentOS

3.9.6.2.1 Ana 3aTpygHeHMs BO3MOXKHOCTelM cbopa WHPoOpmaUMM O cUcTeme
HeobXoAMMO MUCKNUYUTL METKM BPeEMeHW M3 3aronoBkoB TCP nakeToB, BbIMOJAHMB
cneayrouime AencTemns:

3.9.6.2.1.1 B KOHOUIrypaUMOHHbIM dann /etc/sysctl.conf 406ABUTb CTPOKY:

net.ipvé4.tcp timestamps = 0

3.9.6.2.1.2 NMpnMeHUTb KOHGUTYpPaLMIO, BbINOAHWUB KOMaHAY:

sysctl -p /etc/sysctl.conf

3.9.6.2.1.3 MNpoBepunTb KOPPEKTHOCTb KOHPUTYPALIMM, BbINOAHUB KOMAHAY:

sysctl -a | grep net.ipvéd.tcp timestamps

Ec/iv HaCTPOMKM 3a4aHbl NPaBUIbHO, AO/IXKHO ObITb BbIBEAEHO 3HAYEHME:

net.ipvé4.tcp timestamps = 0
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3.9.6.2.2 Hactpoka 3anpeTta SSH gocTyna K cepBepam NPUAOKEHMA MO NOTUHY U
MNaposto.
3.9.6.2.2.1 B kKoHbUrypaumoHHom danne /etc/ssh/sshd config 334aTb

cneayrouwine 3Ha4eHnA napameTpoB:

PasswordAuthentication no
AuthenticationMethods publickey

3.9.6.2.2.2 MNepe3anycTntb cny»by sshd ¢ NOMOLLbI KOMaHAbI:

sudo service sshd reload

3.9.6.2.3 HacTpolka MMHMMANLHOM CNOKHOCTMU NApPONS.

HacTpoiKka CNOXHOCTM Mapoas OCYLLECTBAAETCA B KOHPUrypaumoHHOM ¢aiine
/etc/security/pwquality.conf. PekomeHayeTcs 3a4aTb cCheaytolimMe 3Ha4YeHMs
NnapamMeTpoB:

— MWHWMMabHAA OJ/TNHA MapoaA:

minlen = 8

- aJ'ICI)aBl/IT NnaponA (MMHMN\a/'IbHOG KOMnM4eCTBO  UNCMONBb3YEMbBIX  K/1aCCOB

CMMBOJI0B):

minclass = 4

— MaKCcMMa/ibHas AauHa nocaenosaTeibHOCTM cumBoios (abed, 12345 n T.n.):

maxsequence = 3

— MaKCMMaJibHOE YMCA0 naywmnx noapad ognHaKoBbIX CMMBOJIOB:

maxrepeat = 3

3.9.7. CamocToATeNbHaA yCTaHOBKA HeobXoAMMbIX MaKeToB Ha  CcepBepbl

NPUNOXKeHWIN, cepBepbl B/ 1 KOHTEHT-CEpPBEpPDI

3.9.7.1. Mony4nTb CANCOK HEOBXOAMMbIX MAKETOB.
[MepeyeHb HeOOXOAMMbIX MAKETOB, KOTOPble AOMKHbl ObiTb YCTAaHOBAEHbI Ha

cepBepbl NPUNOXKEHUN, cepBepbl B/l M KOHTEHT, 3a4aH B dalne play-managed-node-
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prerequisites.yml, HaxoAALWEMCA B KaTajore co cueHapuamu yctaHosku MO wu

MMEIOLLEM CeyIOLLYIO CTPYKTYPY:

- name: install requirements to <omepaumoHHasd cucTeMa>

- name: install os packages on db node
loop:
<repedeHb [NaKeTOB cepsBepa BI>
- name: install os packages on app node
loop:
<IlepeueHb I1akeTOB CepBepa IPUIIOXEeHMUI>

B cekuMm name: install requirements to <omepauuoHHas CHUCTEeMa>
33/[1aeTCA NepeyeHb NakeToB AnA yKazaHHon OC. [laHHaA cekuma CoOAepKUT 2 NoACEKUMN,
B KOTOpPbIX 3a4aeTcA nepevyeHb MaKeTOB A1 CepBepa MNPWIOXKeHWI, cepsepa B w
KOHTEHT-CepBepa.

B noacekumm name: install os packages on db node 33[43€eTCA nepeyeHb
nakeToB Ana cepsepa b/l.

B noaceKumn name: install os packages on app node 33[a€TCA NepeyeHb
NaKeToB A/1A cepBepa NPUNOKEHNIM N KOHTEHT-CEpPBEpPa.

MpuMmep nepeyHs NakeToB ANA cepBepa NPUNOXKeHWN, cepBepa b M KOHTEHT-

cepBepa, PyHKUMOHUpYoWmMX noa ynpasaeHmem OC CentOS 7:

tasks:
- name: install requirements to Cent0S7
block:
- debug:
msg: install requirements to CentOS7

- name: install os packages on db node

package:

name: "{{ item }}"

state: present
loop:

- epel-release

- Jg

- unzip

- perl-libs

- libxslt

- postgresgl-1libs
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- libicu
when: node type == "db" or node type == "all"

- name: install os packages on app node

package:
name: "{{ item }}"
state: present
loop:

- net-tools
- epel-release
- Jq
- unzip
- perl-1libs
- libxslt
- postgresgl-1libs
- libicu
- dnsmasqg
- bind-utils
when: node type == "app" or node type == "all"
when: ansible distribution == "CentOS" and
ansible distribution major version == "7"

3.9.7.2. YCTaHOBWTb NaKeTbl.

YCcTaHOBKa MNaKeTOB OCYLLECTBASAETCA B COOTBETCTBMM C AOKYMeHTaumnen Ha OC.
3.9.8. OTkAtoveHme cnyxKb SELinux u Firewalld

Ona oTkntoveHma cny»kb SELinux un Firewalld Heobxoanmo BbINONHUTL caeaytolime
NencTema:
3.9.8.1. B KoHPUrypaumoHHoOMm daine /etc/selinux/config 3a4aTb cneaytoulee

3Ha4vyeHne NnapameTpa SELINUX:

SELINUX=disabled

3.9.8.2. OTkAto4nTb B OC MeXKCeTeBOM 3KPaH C MOMOLLbIO BbIMOAHEHNA CNeAYIOLLLNX

KOMaHA;:

systemctl stop firewalld
systemctl disable firewalld

3.9.8.3. lNepesarpy3nTtb IBM c nomoLbto KOMaHAb!:

reboot
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3.9.9. TpeboBaHMA K YCTAaHOBKE W HACTPOMKE BHelWHero 6anaHcMpoBLIMKa (Ha

npumepe Nginx)

YCTaHOBKA W HaCcTpOMKa BHellHero HanaHcmposliMKa Nginx ocyl,ecTBAAKTCA
NONb30BaTENAMM (CUCTEMHBIMW aaMUHMUCTPaTopamu) MMNO camocToAaTeNnbHO. BHewHNM
6anaHCMPOBLIMK AOMKEH NOAAEPKMBATb MPOKCMPOBAHME http U tcp-COeANHEHUN.

[na NpoBepKM BO3MOXKHOCTM MPOKCMPOBAHMA tcp-COeAMHEHUM HeobxoaMmo

BbIMO/IHUTL NPOBEPKY KOPPEKTHOCTN KOHOUIypaLmm Nginx ¢ NOMOLLbIO KOMaHAb!:

sudo nginx -t

B cnyyae otobpakeHus coobuleHna unknown directive «stream» TpebyeTcs
£,06aBUTb MOAAEPHKKY MOAYNA ngx stream module.so. [1na 3T0ro HeobxoANMO:
— B KOHdurypaumoHHom danne Nginx (bann: /etc/nginx/nginx.conf)

n06aBUTb CTPOKY:

load module ‘/usr/lib64/nginx/modules/ngx stream module.so’;

— nepe3anyctntb NgiNnx C NOMOLbIO KOMaHAb!:

sudo systemctl reload nginx

3.9.9.1. Hactpoika banaHcMpoBLIMKa 414 OAHOTEHAHTHOM KOHGUIypaLun:

— Bblaenntb aomeH <AC_DOMAIN> pana obpaweHus K MO, Hanpumep,
acenter.example.ru,

— BbINYCTUTb CepTUPUKAT [aNAa CcBOero JAomeHa (JOMeHOoB), Hanpumep,
acenter.example.ru;

— pobaBuTb dns-3anmMcb  ANA  CBOero  AOMeHa (AOMeHOB), Hanpumep,
acenter.example.ru,;

— B KOHOUrypaunoHHOM daline BHellHero 6anaHCcnMpoBLIMKa 406aBUTb 06paboTKy
cBOero  gomeHa  (oomeHoB), Hanpumep, acenter.example.ru.  [lpumepsl
KOHQUIYpauMoHHbIX $annoB npuseaeHbl B KaTanore samples/ac/nginx external-

balancer/conf.d:
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® one-node.conf — MNpuUMep KOHOUIypaumoHHoro ¢anna Ansa cepsepa
NPUNOXKEHNI;

® content-server.conf — NPMMeEP KOHPUTYPALMOHHOTO Gpanna ANA KOHTEHT-

cepsepa.

3.9.9.2. HacTtpoinKka 6anaHCMpOBLIMKA ANA  NOAAEPKKM  MYAbTUTEHAHTHOM
KOHPUIypaumm.

B cBA3M C TEM, YTO AN5 KarKAOro TeHAHTa UCNO/b3YeTCA OTAENbHbIN NOAAOMEH,
HeobxoaMmo  HacTpouTb 06paboTKy AOMeHa M NOAAOMEHOB Ha  BHELWHEM
H6anaHCUMpPOBLLMKE, BbINOJIHMB CAeaytoLLne AeNCTBUA:

— Bblaenntb aomeH <AC_DOMAIN> pana obpaweHus K MO, Hanpumep,
acenter.example.ru,

— BbINYCTUTb 0ObIYHbIN M wildcard cepTUdUKaTbl ANA CBOEro AoMeHa (40OMeHOB),
Hanpumep acenter.example.ru M *.acenter.example.ru,

— nob6aBuTb dns-3anmcb Ans cBOero AomeHa (A4omMeHoB) U wildcard 3anMcb AnA
noaaOMEHOB, HANPUMEP acenter.example.ru U *.acenter.example.ru;

— B KOHOUrypaunmoHHoOM daline BHellHero 6anaHcnMpoBLiMKa 406aBUTb 06paboTKy
CBOEro JomeHa (AOMeHOB) M NOAAOMEHOB, HaNPUMep acenter.example.ru wu
*.acenter.example.ru. [lpuMmepbl KOHOUTYPALMOHHbLIX GaI0B NPUBEAEHbI B KaTanore
samples/ac/nginx external-balancer/conf.d:

® one-node.conf — MNPUMeEP KOHOUIypauMoHHOro danna AaAnAa cepsepa
NPUNOXKEHNI;
® content-server.conf — NpUMep KOHPUIYpaUMOHHOro dpaina ANa KOHTEHT-

cepsepa.
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3.9.10. AkTnBauma (pa3b/ioKMPOBKA) YY4ETHOM 3amnncK NOAb30BaATENS C MOMOLLbIO
sqgl-3anpoca Kk b/l

Pa3bnoknmpoBKa Yy4eTHbIXx 3anmceilt nonb3osatenen [MNO  ocyuwecTBadeTcA
AAMWHUCTPATOPOM YYEeTHbIX 3anmncein ¢ nomoubio KoHconn agmmnHmucTpatopa Mb. OaHako
y4yeTHas 3anmcb ADMUHUCTPATOPA YYETHbIX 3aNMcen TakKe MoxeT bbiTb 3ab10KMpPOBaHa
(Hanpumep, NP ANUTENBHOM HEAKTUBHOCTM AAMMHMNCTPATOPA YYETHbIX 3aNnCEN).

B sTom cnyvae ana pa3biOKMPOBKM yYETHOM 3anmMcn HeobXoAMMO BbINMOAHUTD
cneayroume AencTBuaA:

3.9.10.1. Moakntountca K b MB (auth) C NOMOLWbIO KOMaHAb!:

psgl -U auth -h <ip-ampec cepsepa BI> -d auth

Hanpumep:

psgl -U auth -h 192.168.0.107 -d auth

3.9.10.2. Pa3bnoknpoBaTb Y4YeTHYH 3anMcb MNO/b30BaTeNA C MNoMoWbto C sql-

3anpoca:

update accounts users.accounts set 1is active=true,
last activity at=now() where login='<email nosnep3oBarensa>';

Hanpumep:

update accounts users.accounts set is active=true,
last activity at=now() where login='admin@omprussia.ru';

3.9.11. dencTtema nocne coOpoca yCTPOMUCTB K 3aBOACKMM HAaCTPOMKaAM

Cbpoc ycTpoincTBa BO3BpallaeT ero K 3aBOACKMM HacTpoikam. [locne cbpoca
YCTPOWCTB B 3aBMCMMOCTM OT cnocoba nx nepBOHaYaibHOM YCTaHOBKM npuaoxeHua MMO
(npunoxeHne «Aspopa LeHTp» 1 npunoxeHne «Aspopa MapKeT») MoryT oTCyTCTBOBaTb
NMbo 6bITh cOpoLIEHbl A0 NepBOHAYaIbHOM BEPCUN.

Mocne cbpoca ycTponcTea HeOHXOAMMO BbINONHUTL CAeaytolme AeNCTBUA:

1) YcraHoButb npunoxenus MO, ecnn nocne cbpoca YyCTPOMCTBA OHU

OTCYTCTBYIOT;
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2) AKTMBMPOBATbL YCTPOMCTBO B 1Y B COOTBETCTBMM C AOKYMEHTOM «PyKoBOACTBO
nonb3osaTena. Yactb 3. Moacuctema lMNnaatdopma ynpasaeHua»;

3) O6HoBUTbL NpunoxeHua MMNO B COOTBETCTBMMU C AOKYMEHTOM «PyKOBOACTBO
nonb3oBaTena. Yactb 7. MpunoxkeHne «Aspopa LleHTp» Ansa onepaumoHHOM CUCTEMBI

ABpopar.

3.9.12. MopAagoK 3afaHna aapecoB (AOMEHHbIX MMEH) B MHBEHTAapHOM daine

inventories/hosts.yml

B nHBeHTapHOM ¢alne inventories/hosts.yml 3a4at0OTCA agpeca CepBepos
(MMeHa XOCTOB), Ha KOTOpble yCTaHOBAEHbl (byAyT YCTaHOB/MEHbI) KOMMOHEHTbl cpeabl
dyHKUMOHMpoBaHMAa MMO n noacuctems MMO.

3a4aHKne aapecoB (4OMEHHbIX MMEH) OCYLLLECTBAAETCA MOCPEeACTBOM UX A0DaBAEHMA

B CEKLMIO hosts, Hanpumep:

app:
hosts:
acenterapp0l:
acenterapp02:
acenterapp03:

[lonyckaeTtcs gobasneHue aapecos NpW NOMOLLM A0OaBAEHUA XOCTOB B rpynnbl U
NanbHENLWero nepencnonb3oBaHus rpynn. Hanpumep, ans Nginx 6yayT 3aaaHbl agpeca 13

rpynmnbl app, KOTOPAA 3aM0J/IHEHA BblLUE:

ocs:
children:
app:
hosts:
acenterapp0l:
acenterapp02:
acenterapp03:
nginx:
children:
app:
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[lonyckaeTcs cMellaHHoe 3aAaHne aApecoB NOCPeACTBOM UX A06aBNEHUA B CEKLNIO
hosts, a TaKXKe MnocpeacTBOM A00aBAeHMA XOCTOB B rpynnbl M JdanbHenwero
nepencnonib3oBaHuMa rpynn. Hanpumep, ans Nginx 6yayT 3a4aHbl agpeca M3 rpynnbl app,

KOTOpPaA 3aMno/IHeEHA BbllWeE, N aApeca U3 CEKUWMN hosts:

ocs:
children:
app:
hosts:
acenterappO1l:
acenterapp02:
acenterapp03:
nginx:
children:
app:
hosts:
acenterapp04:
acenterapp05:

Mpn HeobxoAMMOCTM YCTAHOBKM Ha XOCT onpeaeneHHbix noacuctem [MO
notpebyerca nocne agpeca xocta [A00aBUMTb MNapamMeTp subsystems C NepeyHeM

NoACUCTEM, Hanpumep:

app:
hosts:
acenterapp0l:
subsystems: auth
acenterapp02:
subsystems: emm
acenterapp03:
subsystems: appstore,pkgrepo

KoHdurypaumoHHbin Gain cugHapusa yCTaHOBKM cpeapl dyHKUMOHMpoBaHua MMO

Ha 1 39BM c JOMEHHbIM UMEHEM ocs—-app.local UMEET caeayoLmni BUA:

all:
children:
ocs:
children:

app:

hosts:
ocs—-app.local:

content:

hosts:
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postgresqgl:

hosts:
ocs—-app.local:

patroni:
children:

hosts:
hosts:

children:
app:
content:
consul:
children:
consul servers:
children:
app:
consul agents:
consul content:
children:
content:
consul template:
children:
app:
content:

nats streaming server:

children:
app:
redpanda:
children:
app:
redis:
children:
redis masters:
children:
app:
sentinel:
children:
app:
hosts:
syncthing:
children:
app:

primary cluster:

standby cluster:

Mpumepbl $annoB hosts.yml AN OAHOHOAOBOM W KNACTEPHOM KOHUrypaLmin

npmeeaeHsbl B KaTanore samples/ac/inventories/

samples/ac/inventories/).

(nnm

B

KaTajore
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OnucaHne nNapameTpoB  WMHBEHTapHOro ¢aina inventories/hosts.yml

npmusegeHo s n. 11.1.1.
3.9.13. MNopAaaoK HaCTPOMKM CPOKa XpaHeHNA CODbITUIM Be3onacHOCTH

CpoK xpaHeHua cobbiTuit He30MacHOCTV 3ajaeTca B Mofe retention Tabauupl
partman.part config events b/ b (auth).

,D,flﬂ NMPOCMOTPa U UN3IMEHEHMA CPOKa XPaHEHUA HeO6XO,£|,MN\O BbIMONHUTb
CAefyIoLLYI0 NOCNeA0BaTeNbHOCTb AEMCTBUIA:

3.9.13.1. NoakntoumTbesa K B, MB (auth) ¢ NOMOLLBIO KOMaHAbI:

psgl -U auth -h <ip-ampec cepsepa BI> -d auth

Hanpumep:

psgl -U auth -h 192.168.0.107 -d auth

3.9.13.2. [IpocmOTpeTb TeKyllee 3Ha4YeHNe CPOKa XPaHEHMA C MOMOLLbIO CKpUMTa:

select retention from partman.part config where parent table =
'audit.audit events';

3.9.13.3. I3MeHUTb CPOK XpaHEHMA C MOMOLLbKO CKpPUNTA:

UPDATE partman.part config SET retention = '<kojuuecTBO nHern> days'
where parent table = 'audit.audit events';
Hanpumep:
UPDATE partman.part config SET retention = '90 days' where
parent table = 'audit.audit events';

3.9.14. MopAaaok HacTponKku IMMNO ans ero yCTaHOBKM Ha PasINyHbIe OKPYXKEHNA

CueHapum yCTaHOBKM MO3BOAAKT BbINOAHUTb HACTPOMKY M ycTaHoBKy [0, a
TaKXe KOMMOHEeHTOB cpeapbl GyHKUMOHMpoBaHMA [MO ANA HECKONbKMX Pa3MYHbIX
OKPYXXEHWN, BbINOAHMUB CAeayolne AenCcTBrA:

3.9.14.1. NepeinTn B Katanor (Katanor: /install-<eepcmsa MIO>/install-ac/
nan /install-<Bepcusa [110>/install-ac-mt/ iy /install-<Bepcusa

[II0>/install-ac-mt-spr/).
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3.9.14.2. Co3aatb MHBEHTAPHbIN bann hosts.yml no nyTu:
inventories/<HaszBaHue OKpyxeHua>/hosts.yml

OnucaHMe NnapameTpoB MHBEHTAPHOro ¢parna hosts.yml npuseaeHo s n. 11.1.1.

3.9.14.3. Co3aaTb Katasnor config/environments/<HasBaHue OKpPYyXeHMA>/,
co3gaTb B [AaHHOM KaTanore Tpebyemble KOHPUIypaUMOHHble dalnbl C Yy4eTOM UX
PACMNONOXKEHNA B KaTasore config M 3a4aTb Tpebyemble 3HAa4YeHMA NapamMeTpOB.

Bonee noapobHaa MHPopmauma no paboTte C KOHOUTYPAUMOHHbIMK danamm
OKpYy*XeHunAa npmeedeHa s n. 12.2.8.

3.9.14.4. BbINONHUTb YCTAaHOBKY KOMMOHEHTOB cpeapbl PyHKLMOoHMpoBaHMa MMO n
MNroO B cooTBeTcTBMM C nNoapasaesiom 3.5 A1A 3a4aHHOTO OKPYXKEHMA, YKa3aB B KOMaHA4ax
YCTQHOBKM NYTb K MHBEHTAPHOMY PaiNly M MMA OKPYIKEHNS.

Mpnumepbl KOMaHA;:

— KOMaHAa YCTaHOBKM BCex MaKkeToB Ha BCe cepBepbl (Ha Bce cepsepbl

NpuaoXKeHui, cepsepbl Bl U KOHTEHT-cepBepbl HE3aBMCMMO OT UX TMNa):

ansible-playbook -i inventories/<uas3BaHue OkKpyxeHus>/hosts.yml play-
managed-node-prerequisites.yml -vv -u <mMs IIOJIb30BaTeJa>

— KOMaH/a YCTaHOBKM KOMMNOHEHTOB cpeabl GyHKLUMOHMpoBaHKMa MMO:

ANSIBLE USER="<uma nojbp3oBaTena>" ./deploy-infra.sh --env "<uaszBaHue
OKpyXeHua>"

— KOMaHpAaa yctaHoBKkM [MM10:

ANSIBLE USER="<uma nosszoBaTens>" ./deploy-ac.sh —--env "<HaszBaHue
OKpyXeHua>"

3.9.15. YoaneHne nepcoHanbHbIX AaHHbIX M3 Yy4YEeTHOW 3anmucK MNoAb30BaTeNA,
NepCOHaNbHbIX AaHHbIX KOHTAKTHOINO /AMU@ OpraHM3aumm W NepCoHaNbHbIX AaHHbIX

KOHTAQKTHOTIO /1nUa MPOEKTa

3.9.15.1. AnAa yoaneHua nepcoHanbHbIX AaHHbIX M3 y4EeTHOW 3aNncK NoJb30BaTe A
HeobXx0AMMO BbINONHUTL CAeaytoLme AENCTBUS:

— noakntounTbea K b Mb (auth) ¢ nomouwbio caeayowen KomaHab!:
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psgl -U auth -h <ip-azmpec cepmBepa BI> -d auth

Hanpumep:

psgl -U auth -h 192.168.0.107 -d auth

— BbINOAHWUTB sql-3anpoc:

update accounts users.accounts set login='"', last name='"',

first name='"', patronymic='"' where login='<email nonerszoBarena>';
Hanpumep:

update accounts users.accounts set login='"', last name='"',

first name='"', patronymic='' where login='ivanov@omprussia.ru';

3.9.15.2. [InAa ynaneHna nNepcoHasbHbIX AaHHbIX KOHTAaKTHOIO AMUa OpraHm3aumm
HeobX0AMMO BbINONHUTbL Ceaytoline AeNCTBUS:

— BbINONHUTb APXMBALUMIO KOHTAKTHOrO /MUA, €CAM KOHTAKTHOE /MU0  He
32aPXMBMPOBAHO;

— noakntunTbea K b1 MYT (mt) ¢ nOMoLLbIO Cheaytolen KoMaHabl:

psqgl -U mt -h <ip-ampec cepBepa B> -d mt

Hanpumep:

psgl -U mt -h 192.168.0.107 -d mt

— BbINOAHWUTB sql-3anpoc:

UPDATE organizations.contact persons
SET first name='Deleted',
last name='Deleted',
patronymic=NULL,
comment=NULL,
phone="'112",
email=id::text || '(@example.com'
WHERE deleted at IS NOT NULL AND email='<email KOHTakKTHOTO Jjmua>';

Hanpumep:

UPDATE organizations.contact persons
SET first name='Deleted',
last name='Deleted',
patronymic=NULL,
comment=NULL,
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phone="'112",
email=id::text || '(@example.com'
WHERE deleted at IS NOT NULL AND email='ivanov(@omprussia.ru';

3.9.15.3. Ana yaaneHns NepcoHaNbHbIX [AaHHbIX MN0Ab30BATENEN YCTPOMCTB

HeobXoAMMO BbINONHUTL CAeayoWme AeNCTBUS:

— 3auUTn B KapTO4YKYy M0/1b30BaTENA YCTpOVICTBa N  BbINO/THNTE aAPXNBaU WO

Nnoab30BaTeENA, EC/ZIN NO/IB30BATE/1b HE 3dadPXNBUNPOBAH,

— noAkNtuYnTLEA K B MY (emm) C NOMOLbIO CAeayolen KOMaHab!:

psgl -U emm -h <ip-ampec cepBepa B> -d emm

Hanpumep:

psgl -U emm -h 192.168.0.107 -d emm

— BbINOAHUTb sgl-3anpocsi:

UPDATE users service.users

SET first name = 'Deleted’,
last name = 'Deleted’,
patronymic = NULL,
job title = NULL,
phone number = NULL,
email = id::text || '(@example.com'
WHERE email = '<email nosne3oBaTena My>' AND deleted at IS NOT NULL;

UPDATE users service.users read model

SET first name = 'Deleted’,
last name = 'Deleted',
patronymic = NULL,
job title = NULL,
phone number = NULL,
email = id::text || '(@example.com'
WHERE email = '<emaill nosnepz3oBaTensa My>' AND deleted at IS NOT NULL;
Hanpumep:

UPDATE users_service.users

SET first name = 'Deleted',
last name = 'Deleted',
patronymic = NULL,
job _title = NULL,
phone number = NULL,
email = id::text || 'Gexample.com'
WHERE email = 'ivanov(@omprussia.ru' AND deleted at IS NOT NULL;

UPDATE users service.users read model

117




— "] OTKPbITAS

PYKOBOACTBO afMMHUCTPaATOpPa | MopvnbRAA
SET first name = 'Deleted',

last name = 'Deleted',

patronymic = NULL,

job title = NULL,

phone number = NULL,

email = id::text || '@example.com'
WHERE email = 'ivanov@omprussia.ru' AND deleted at IS NOT NULL;

3.9.15.4. [Ina ynaneHna nepcoHanbHbIX AaHHbIX KOHTAKTHOro anua npoekta [CY
HeobXx04MMO BbINONHUTbL CAeaytoLme AeNCTBUS:

— noakntountbea K b1 MCY (push) ¢ NOMOLLbIO CAeaytoLLE KOMaHAbI:

psgl -U push -h <ip-ampec cepsepa BI> -d push

Hanpumep:

psgl -U push -h 192.168.0.107 -d push

— BbINOAHWUTB sql-3anpoc:

UPDATE main.contact persons
SET
first name='Deleted',
last name='Deleted',
patronymic='Deleted’',
position="'Deleted',
phone="'112",
email=id::text || '(@example.com'
WHERE email='<email KOHTAKTHOTO Jiuua>';

Hanpumep:

UPDATE main.contact persons
SET
first name='Deleted',
last name='Deleted',
patronymic='Deleted',
position="'Deleted’,
phone="'112",
email=id::text || '(@example.com'
WHERE email='ivanovW@omprussia.ru';
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3.9.16. Cbpoc napond y4eTHOM 3anncu

B cnyyae yTepu napons OoT YYETHOM 3anucu C posblo AAMUHUCTPATOP Y4YETHbIX
3anucen U HeBO3MOXKHOCTW ero BOCCTAHOBAEHUS LWTAaTHbIM cnocobom (Hanpumep, ecnm B
MNO 6bina ToNbKO 1 yyeTHas 3aMMCb C YKAa3aHHOM POAblD), HEOBXOAMMO BbIMOAHUTb
cneayouine aencTemna ana cbpoca Napons y4eTHOM 3anmcu:

— nogkntoumntbes K b1 Mb (auth) ¢ NOMOLLBIO KOMaHAbI:

psgl -U auth -h <ip-azmpec cepmBepa BI> -d auth

Hanpumep:

psgl -U auth -h 192.168.0.107 -d auth

— B ¢anne samples/sgl/activate user account.sgl, PacnoNOXeHHOM B
KaTanore co cueHapusamm yctaHoskuM MMO, 3a4aTb IOTUMH YY4ETHOM 3anMcK B napameTpe

accountLogin, HAaNpMUmMmep:

accountLogin text := 'admin@omprussia.ru'

— CKOMMPOBATb cofepxmmoe dalna activate user account.sgl B KOHCOMb U

BbIMO/IHWUTbL CKPUNT, HaXKaB KnaBuuy «Entery.

[locne BbINOJIHEHWA YKa3aHHbIX ﬂﬁmCTBMH Mnapojb 6yA€T MMETb 3Ha4YeHune

«adminy».

3.9.17. BocCTaHOBNAEHME YYETHOW 3amnucK MNoab30oBaTeNd TEeHaHTa B C/ydae ee

yAaneHmA

[lNs BOCCTAHOBNEHWS YYETHOW 3amnucKM MNOMAb30BaTeNdA TeHaHTa B C/ay4ae ee
yaaneHns HeobxoAMmMo BbINONHUTL Ceayoline AenNcTBmA:

— noaknounTbea K b1 Mb (auth) ¢ NOMOLWbIO cAeaytolen KoMaHab!:

psgl -U auth -h <ip-azmpec cepBepa BI> -d auth

Hanpumep:

psgl -U auth -h 192.168.0.107 -d auth
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— B danne samples/sgl/create tenant default user account.sql,
HaXxo4ALLEMCA B KaTasiore Co cueHapmnamum yctaHoskm NMM0O, 3a4aTb N10rmH yquHOVI 3afuncu

(napameTp: accountLogin) W KoA TeHaHTa (MapameTp: accountTenantCode),

Hanpumep:
accountLogin text := 'admin@omprussia.ru';
accountTenantCode text := 'default';

NMPUMEYAHUE. Koa TeHaHTa AOCTYNeEH B KAPTOYKE TEHAHTA;
— CKOMWMpPOBaTb B KOHCO/1b cofepKmmoe danna
create tenant default user account.sgl W BbIMONHWUTb CKPUNT, HaXaB KAaBuLy

«Enter».
3.9.18. HacTpoWKa BKAOYEHMA/OTKAOYEHMSA perucTpaLmm cobbiTnia

HacTpoiKka perncrpaumm cobbiTUIM OCYLLECTBAAETCA B KOHPUTYPaLMOHHbIX dalinax
WW/t030B AOCTyNa endpoints.yml, KOTOPble PAcNoONaraloTCA Ha CepBepe MPUIOKEHWM

MO B KaTanore:

/var/ocs/config/subsystems/<uaszBaHue
nomcucreMer>/applications/<HasBaHue uuw3a nocryna>/endpoints.yml

Hanpumep:

/var/ocs/config/subsystems/auth/applications/ocs—auth-admin-api-
gw/endpoints.yml

nmMbo B KaTanore co cueHapuamm yctaHosku MMIM10:

config/subsystems/<Has3BaHue nomcucrteme>/applications/<HazBaHue mIw03a
nocryna>/endpoints.yml

Hanpumep:

config/subsystems/auth/applications/ocs—-auth-admin-api-
gw/endpoints.yml

[na  OTKAOYEHUA/BKAOYEHUS  peructpauum cobbita  ana  eyHkumm  MMNo
(sHAnOMHTA) HeobxoaMmo B ceKkumnm Tpebyemoro SHAMOWHTA

3aKOMMEHTMPOBATL/PAaCKOMMEHTMPOBATb CEKLMIO audit, HaNnpumep:
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- endpoint: /api/identityTypes/user/accounts/{account id}/block
method: PUT

backends:
- url pattern: /vl/accounts/{account id}/block
host: ['ocs-auth-accounts-users-api.${domain}"']
rp: {}
auth:
scope: account:update
permissions:

resource type: userAccount
action: block
audit:
field map:

action: block
object id: request.params.account id
object label: response.body.login
object type: account

S o S S o e

[anee B 3aBUCMMOCTM OT TWNa KOHPUrypauUMOHHOro danna BbINOAHUTL
nepeycTaHoBKY KOHPUrypauUMoHHOro ¢anna WA nepesanyck cepsuca. [loapobHas

nHdopmauma 06 ynpaBneHmnn Hactponkamm cepsucos MMNO npuseaeHa B nogpasaene 4.3.
3.9.19. HacTtpomka bpeHamposaHusa MMO

Ona nobaBneHms norotmna KOMNaHMM M BbIBOPa LIBETOBOM CXeMbl rpapuyeckoro
nHtepdenca MMNO HeobxoaMMO B KOHPUTypaUMOHHOM ¢aine config/internal.yml
3a4aTb c/ieaytoline NnapamMeTpbl:

— brandingLogoUrl - CCbl/IKa Ha n3obpaxeHune, nMbo n3obpaxeHne norotmna B
dopmaTte baseb4 (M306pakeHme byaeTt paamepom 160x32 Touek);

— brandingLogoAlt — TEKCT, KOTOPbIA ByaeT oTobpaxKaTbca Npu HaBeAeHUN Ha
n3obpaxeHne norotTmna;

— theme - ONMcaHmMe UBeToBon cxembl Material Ul: LBeTa KHOMOK M TEKCTa, a TaKxKe
npoymMe HacTponkm (cm. https://mui.com/material-ui/customization/palette/). He
PEKOMEHAYETCA MEHATb WPUPTbl M MX Pa3Mepbl, T.K. HEMPaBU/IbHblE 3HAYEHMA MOTyT

HaPYLWMTb KOPPEKTHOCTb OTOOPakeHns nHTepdenca.
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Hanpumep:

brandingLogoUrl: "data:image/png;base64, iVBORWOKGgoAAAANSUNEUgAAADKAAA
brandingLogoAlt: "test branding text",
theme:
palette:
primary:
main: "#££4200"
light: "#££4200"
dark: "#f£4200"
contrastText: "#333333"
secondary:
main: "#££4200"
light: "#££4200"
dark: "#f£4200"
contrastText: '#333333'

3.9.20. NepekatodyeHme Tpaduka mexay LLOdamu (failover/switchover)

MepekntoyeHne  Tpaduka Mexay LOdamm (failover/switchover)
OCYLLLECTBAETCA B PYYHOM peEXMME.
BHUMAHWE! TMpu nepekntoyeHnn Ttpaduka mexay LOAamum, a Takxke npwu
BOCCTaHoB/ieHUM ocHoBHoro LO/la, Ba)kHO He AOMNYCTUTb OAHOBPEMEHHYIO paboTy
obounx LUOJoB B aKTMBHOM pexume. Mpn ogHoBpemeHHoM paboTte oboumx LOJdoBs B
aKTUBHOM peXxMme BO3HUKHET cuTyauma «Split Brainy».
[Ona nepekntoveHna Tpadurka ¢ ocHoBHoro LUO/la Ha pe3epBHbIN peKoMeHayeTCs
BbINMO/HUTL CAeaytolme AeNCTBUA:

3.9.20.1. Mepesectn knactep b/l B pesepsHom LIO[e mn3 cocTtosHmA StandBy B
Primary

[lns 3Toro HeobxoAMMO BbINONHUTL CeaytoLLMe AeNCTBUA:

3.9.20.1.1 OctaHoBUTb cepBepbl b/l B ocHoBHOM LIO/le ¢ NOMOLLbIO KOMaHAbI:

systemctl stop patroni

3.9.20.1.2 NepeBectn Knactep b n3 coctoaHms StandBy B coctosHue Primary,

BbIMNOJIHMB Ha oAHOM M3 cepBepos b/l pesepsHoro LOda creaytoulyto KOMaHAY:
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patronictl -c /etc/patroni.yml edit-config --force --set
standby cluster=""

3.9.20.1.3 MpoBepuTb, YTO B KaacTepe nossuaca cepsep B B ponun Leader ¢

NMOMOLWbKO KOMaHAbI:

patronictl -c /etc/patroni.yml list

3.9.20.2. NepeBecTn BXOAAWMMA TpadMK Ha BHewHem OaNaHCMPOBLLMKE U3
ocHosHoro UO/[a B pe3epBHbIN.

3.9.20.3. llocne BoOcCTaHOBNeHMA Knactepa b B ocHoBHom LO[e, MOXHO
nepesectu Knactep b, 8 ocHosHom LUO/le B cocToAHME StandBy.

[Onsa atoro HeobxoAMMO A00aBUTb B AMHAMMYECKYID KOHDUrypaumto Knactepa

HaCTPOMKY «standby cluster» C MOMOLLbIO CNeAytoLLeR KOMAHADI:

patronictl -c /etc/patroni.yml edit-config --force \

—--set standby cluster.host='<new cluster vip>' \

--set standby cluster.port=5000 \
--set standby cluster.create replica methods='- basebackup'

roe new cluster vip - virtual IP address cepsepa, ¢ kKoToporo byaeT HacTpoeHa
peninKauma AaHHbIX.
BHUMAHWE! B MOMEHT BOCCTAHOB/IEHMA BblLEALWEro paHee OCHOBHOIO K/1aCcTepa,

OH TaK)Ke OCTaHeTCA primary. BaKHO He AonycTUTb paboTbl ABYX primary KNacTepoB.
3.10. NpoBepKa KOPPEKTHOCTU YCTAHOBKU U GyHKUMOHMpPOBaHMA M1M0

3.10.1. Obwune ceBeaeHUs

B Lenax NpoBepKM KOPPEKTHOCTM YCTAaHOBKM 1 GyHKUMOHMPOBaHKA 110, a Takxke
cpeabl PyHKUMOHMPOoBaHMA MO, B cOCTaB cLEHapMeEB YCTaHOBKM BKAOYEHA YTUAMTA ONA

CI)OpN\l/IpOBaHMFI ANArHOCTUYECKOTO OTHETA.
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,D,}'IFI d)OpN\l/lpOBaHVIFI ANarHOCTN4YeCKOro oT4veTa H€O6XO,£I,I/IN\O nepeMTM B KaTa/Jior CO
CUEHAPMAMM  YCTAaHOBKMU (kaTanor: install-<Bepcus [ro>/install-ac/ Nnn
install-<Bepcua IMIO>/install-ac-mt/ UM /install-<eepcus IIO>/install-

ac-mt-spr/) 1 BbINONHUTb KOMaHAY:

ansible-playbook play-diagnostic-report.yml -i inventories/hosts.yml -
vV —--user <uMs I0JIb30BaTeJs>

nmbo KomaHay:

ansible-playbook play-diagnostic-report.yml -i inventories/<uas3BaHue
OKpyXeHMua>/hosts.yml -vv —--user <umMmda HOJIb30OBATENA> ——-extra-vars
"stage=<HazBaHUE OKpPyXeHUa>"

ecnn TpebyeTcA 3a4aTb OKPYKEHMe.
B pe3ynbTaTe B KaTanore report byaet cbopmmnpoBaH pann B report.html.
[narHocTnyecknin otvyet dopmumpyetca B Buae danna B dopmaTe .html u
COAEPXKUT cneaytoline pasaens:
— obuwan nHpopmauma o ctatyce cepsmcos [1M10;
— obuwan MHPopmaLma o cTaTyce KOMNOHEHTOB cpebl GYHKLMOHNPOBAHMUS;
— pasgensl, coaepKallme AeTanbHyo MHPOpPMaLmMio 06 oTaenbHbIX cepBuicax MMMO0

M KOMMNOHEHTax cpelibl PyHKLUMOHUPOBAHMA.
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3.10.2. OnncaHme napameTpoB AMArHOCTUYECKOro oTHeTa

3.10.2.1. Pazgen «OS Summary»

Pasaen copepxut nudopmaumto 06 OC 1 ee HacTponKax (PucyHok 17).

v OS Summary

05 Distribution

Kernel

SELinux

Service Manager

Package Manager

Codepage

Astra Linux 1.7 x86-64

5.4.0-54-generic (Fastra3 1+cid9-Ubuntu SMP Mon Mar 15 18:57:33 MSK 2021)
disabled

systemd

apt

LANG

LC_ADDRESS
LC_IDENTIFICATION
LC MEASUREMENT
LC MONETARY
LC_NAME

LC NUMERIC
LC_PAPER
LC_TELEPHONE

LC TIME

en USTUTF-8

PucyHok 17

3.10.2.2. Pa3gen «Disk Space»

Pasgen comeput nHdopmaumio O MOJHOM W AOCTYNHOM obbeme AMCKOBOro

npocTtpaHcTtea ana MMO (PucyHok 18).

Disk Space
Mount point Size total, MiB Size available, MiB Availability, %
/boot 1014.00 864.34 85.24
51175.00 46308.92 90.49
/home 45729.66 43128.35 9431
PucyHok 18

OnucaHue HasHavyeHuA CcToNbLOB TabAnLbl, @ TakKe MHPOPMALMA O BO3MOMKHbIX

3Ha4YeHNAX NpmnBedeHsbl

B Tabanue (Tabanua 19).
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Tabnuua 19
HasBaHwue Bo3MOXKHble 3HaYeHuA
OnwucaHue o

cTonbua (npumepbl 3Ha4YeHMI)
Mount KaTtanor, K KoTopoMy MOHTUpYyeTcA Ganosoe |IyTb K KaTanory,
points XpaHUAULLE (TOYKA MOHTMPOBAHMA) Hanpumep: /home
Size total, |Pa3mep $pannoBoro xpaHuMAnLLa, Ob6bem pmU3nYeckon NamaTu
MiB MPUMOHTUPOBAHHOIO K 3a4aHHOMY KaTasory B M6, Hanpumep: 45729,66
Size O6bem cBob6OAHOrO MecTa B $ani0BOM Ob6bem PpusnyecKom NamaAaTH
available, |xpaHuauwe, NPMMOHTUPOBAHHOTO K B M6, Hanpumep: 43128,35
MiB 3aaHHOMY KaTanory
Availability, |O6bem cBoboaHOro mecTta B $paina0BOM Ot 0 go 100, Hanpumep:
% XpPaHUANLLE B NPOLLEHTHOM COOTHOLLEHWM 94.31

(K nonHOMY 0HbeMY)

MPUMEYAHUE. B cnyyae ecam obbem cBoboaHoro mecta meHee 15%, none

3aKpaWwnBaeTCA LLBETOM.

3.10

.2.3. Pazgen «Systemd Unit Status»

B naHHOM pa3aene npueeaeHa obuias MHGopmauma o cTaTyce cepsucos MMO u

KOMMNOHEHTOB Cpeabl dDYHKIJ,VIOHVIpOBaHVIH N COCTOUT N3 chegyrowmnx noapa3 aenos:

3.10

.2.3.1 OCS Targets

Moapasaen coaepKuT MHGOPMALMIO O CTaTyce KOHOUrypaumin rpynn cepBMcoB

MMNO (PucyHok 19).

Systemd Unit Status

Name

Unit Status

Unit-file status

OCS Targets

ocs-appstore
ocs-appstore-admin-api-gw
ocs-appstore-adminconsole-ui
ocs-appstore-applications-api
ocs-appstore-client-api-gw

ocs-appstore-dev-api-gw

PucyHok 19

active (active)
active (active)
active (active)
active (active)
active (active)

active (active)

enabled

disabled
disabled
disabled
disabled
disabled

OnucaHue HasHavyeHuA cToNbLoB Tabauubl, a TakKe MHPOPMALMA O BO3SMOXKHbIX

3HaYyeHuAx npusedeHsbl B Tabanue (Tabanua 20).
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Tabnunua 20
Ha3saHue "
OnucaHue Bo3MoXHble 3Ha4YeHuA (Npumepbl 3Ha4YEHUN)
cTonbua
Name Nmsa KoHPUrypaumm rpynnbl BO3MOXHble 3HaYeHMA onpenenaroTca
cepBmcos nepeyHem KOHOUrypaLumin rpynn cepeBmncos
Mnno
Unit Status|MIHbopmauma o ctatyce rpynnbl [active - rpynna cCeEPBMCOB 3anyLLeHa U
Ccepsucos BbINONHAETCA;
activating - rpynna cepsmcos
3anyckKaeTcs;

deactivating - rpynna cCepBncoB
BbIK/tOYaEeTCS;

inactive -rpynna cepBMCOB BbIKAOYEHQ;
failed - NpW 3anycKe rpynmnbl CEPBUCOB
npousowna owmnbKa;

missed - KOMMNOHEHT OTCYTCTBYET

Unit-file NHbopmauma o NpucyTcTBmMmn enabled - MPUCYTCTBYET B aBTO3aMyCKe;
status KOHbUrypaumoHHoro ¢ainna disabled - OTCYTCTBYET B aBTO3amnycKe
3aMycKa rpynnbl CEPBMCOB B
aBTO3anycke

3.10.2.3.2 OCS Services

Moapasaen coaepkut nHdopmaumto o ctatyce cepsucos MNMO (PucyHok 20).

OCS Services

ocs-appstore-admin-api-gw (@ 0 actrve (running) disabled

ocs-appstore-adminconsole-eula actrve (exitted) enabled

ocs-appstore-adminconsole-ui (@ 0 actrve (running) disabled

ocs-appstore-applications-apt @ 0 actrve (running) disabled

ocs-appstore-client-api-gw (@ 0 actrve (running) disabled

ocs-appstore-client-api-gw @ 1 active (running) dizabled
PucyHok 20

OnucaHue HasHa4vyeHMA CToNOLOB TabanLbl, a TakKe MHPOPMALMA O BO3MOMKHbIX

3HaYyeHuAaAx npueeaeHsbl B Tabanue (Tabanua 21).
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Tabnuua 21
HasBaHue "
OnucaHue Bo3MoXHble 3Ha4YeHuA (Npumepbl 3Ha4YEHUN)
ctonbua
Name HassaHwue cepsuca 11O |BO3MOXKHble 3Ha4YeHNA ONpeaesIATCA NepeyHem

cepsucos MO n nmetoT cneayowmin popmat
<M T'PYyNNEl CEePBUCOB>W@<HOMEpP

SK3eMIlIgpa CepBMCa B I'pylnne>.service,
HanpMMmep: ocs—-appstore-admin-api-

gw@0.service.

Unit Status |MHdopmaLums o cTaTyce active - CepBMC 3anyLWeH 1 BbIMOJHAETCA;
cepsuca activating - CEPBUC 3aMNyCKaeTcs;
deactivating - CEPBMC BbIKJOYAETCA;
inactive - CepPBMC BbIK/IIOYEH;

failed - Npwu 3anycke cepsurca Npom3oLna

olwmbKa
Unit-file NHDOopMauma o enabled - NPUCYTCTBYET B aBTO3aMycCKe;
status NPUCYTCTBUM disabled - OTCYTCTBYET B aBTO3anycKe
KOHPUIYPaLUMOHHOTO
dalina 3anycKka cepsuca B
aBTO3anycke

3.10.2.3.3 Mandatory services
Moapasaen coaeput MHOOpPMAUMIO O CTaTyce CEepPBMCOB KOMMOHEHTOB cpefpl
OYHKUMOHMPOBAHMA (PUCYHOK 21).

Mandatory services

consul-template service running enabled
consul.service running enabled
nats-streaming-server.service running enabled
NgINK service running enabled

postgresgl-11.service

PucyHok 21
OnuncaHne HasHavyeHus CcToNbLOB Tabaumubl, @ TakKe MHOOPMALMA O BO3MOXKHbIX

3HaYyeHuAx npueeaeHsbl B Tabanue (Tabaunua 22).
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Tabnuua 22
HasBaHue .
OnucaHue BO3MOMKHbIE 3HaueHUs (MpUMepbl 3Ha4eH!i)
ctonbua
Name Ha3ssaHue cepsrca  |BO3MOMHbIE 3HAUYEHUA UMEIOT caeayrowmin GopmaT

KOMIMNOHEHTa Cpedbl <uMsa cepBHuca>.service W ONPeaenarTcA
dyHKUMOHMpOoBaHMA  |PaspaboTumkom. MepeyeHb BO3MOMKHbIX 3HAYEHUN:
consul-template.service

consul.service
redpanda.service
nginx.service
postgresgl-15.service
postgresqgl.service

Unit Status |MHPopmauma o active - CEPBUC 3anyLLEH M BbINOJIHAETCA;
CTaTyce cepBuca activating - CEPBUC 3aMNyCKaeTCs;
deactivating - CEPBUC BbIKIOYAETCH;
inactive - CEPBMC BbIKAOYEH;

failed - NMpW 3anycKe cepsmca NPoOmn3oLLNa
OLWKnOKa;

enabled - CEPBMC NPUCYTCTBYET B aBTO3aMyCKe;
disabled - CEPBMUC OTCYTCTBYET B aBTO3aMyCKe;
missed - KOMMOHEHT OTCYTCTBYET

Unit-file NHbopmauma o enabled - NPUCYTCTBYET B aBTO3aMycCKe;

status NPUCYTCTBMM disabled - OTCYTCTBYET B aBTO3aMnycKe
KOHPUIYypPaLUMOHHOTO
dalna 3anycka
cepBuca B
aBTO3amnycke

3.10.2.4. Pasgen «APl GW Service Status»

Pasgen comepXuT MHOOpPMaLMIO O CTaTyce PerucTpaumm CepBMcOB B CUCTEME
obHapyxeHua cepsucos (Consul). Ha pucyHke (PucyHoK 22) npuBeaeH npumep cTaTyca

pernctpaunmn cepBmcoB B CNCTEME O6Hapy>+(EHl/IFI cepBHCOB.

API GW Services Status

Service name Code Status

ocs-appstore-admin-api-gw 200 passing
ocs-appstore-client-api-gw 200 passing
ocs-appstore-dev-api-gw 200 passing
ocs-auth-admin-api-gw 200 passing
ocs-auth-public-api-gw 200 passing
ocs-pkgrepo-device-api-gw 200 passing

PucyHOK 22
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OnuncaHmne Ha3HaveHuA CTO}'I6LI,OB Ta6/'II/ILl,bI, d TaKXke I/IHC])OpN\aLl,l/IFI O BO3MOXHbIX

3HaYeHuAX NnpuBeaeHsl B Tabauue (Tabanua 23).

Tabnuua 23
HassaHue y
OnucaHue Bo3MOXHble 3Ha4YeHus (Nprmepbl 3Ha4YeHWUN)
ctonbua
Service HaseaHwue cepsuca MO BO3MOXKHble 3HaYeHMA onpeaenaroTcA
name nepevyHem cepsmcos 10
Code Koa http-oTseTa BO3MOKHble 3Ha4YeHMUA ONpeaenatoTCs
npoTtokonom HTTP
Status NHbopmauma o cTaTyce BO3MOXKHble 3HaYeHMA onpeaenarTca
perncTtpaumm cepsmca B Consul. CtaTyc «passing» 03HayaeT, YTo
cmucteMe 0bHapyKeHua nNpoBepKa NponaeHa yCnewHo
cepsucos (Consul)

3.10.2.5. Pazgen «Consul Cluster Endpoints Availability»

Pasgen comepUT WMHPOPMaUMIO O MNPOBEPKE AOCTYNHOCTU WHTEPPENCHbIX
bYHKLUNI cncTembl obHapykeHua cepsucos (Consul). Ha pucyHke (PucyHok 23) npueeaeH
npumMmep oTobpaxKeHna MHPOPMALMM O AOCTYNHOCTM MHTEPPENCHBIX QYHKLUMIA CUCTEMDI

0bHapyXeHna cepBmCoB.

Consul Cluster Endpoints Availability

Node:Port Availability
inp1int03.ompcloud:8300 OPENED
inp1int03.ompcloud:8301 OPENED
inp1int03.ompcloud:8302 OPENED
inp1int03.ompcloud:8500 OPENED
inp1int02.ompcloud:8300 OPENED
inp1int02.ompcloud:8301 OPENED
inp1int02.ompcloud:8302 OPENED
inp1int02.ompcloud:8500 OPENED
PucyHok 23

MepeveHb MHTepdelncHbIX dyHKLUMA Consul NnpuBeaeH B AoKyMeHTauumn Ha Consul
(https://www.consul.io/docs/install/ports). UHbopmauma o 4OCTYNHOCTU MHTEPDEMNCHbIX
dyHKUMI Consul npeaocTaBndeTca TONAbKO B C/yd4ae KaacTepHol (MHOroHOA0BOWN)

KOHPUIypaumm.
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OnuncaHmne Ha3HaveHuA CTO}'I6LI,OB Ta6/'II/ILl,bI, d TaKXke I/IHC])OpN\aLl,MFI O BO3MOXHbIX

3HaYeHuAX NnpuBeaeHsl B Tabauue (Tabanua 24).

Tabnuua 24
HasBaHue .
OnucaHue Bo3moKHble 3Ha4YeHMA (Mpmepbl 3HaYEHUN)
ctonbua

Node:Port |Aapec PyHKLMM

Aapec PyHKLMKM NpeacTaBaeH B caeaytowem popmaTe:
<umMmsa xocTa>:<IopT>.

[MpoBepKa BbIMOAHAETCA TONbKO AN GYHKUMIA, AOCTYMHbIX
Ha cneayrouwmx noptax: 8300, 8301, 8302, 8500.
Hanpumep: acenter.example: 8300

Availability |CraTtyc
[OCTYMHOCTM

byHKUMM

B cnyyae AOCTYNHOCTM QYHKUMU MPUHMMAET 3HaYeHMe
«OPENEDW.

B MHOM cny4ae BbIBOAMTCS KO, OLLMOKM M cOObLLEHNE,
onpeaenaemoe Consul

3.10.2.6. Pa3gen «Consul Service Health Check»

Pasaen coaepunt nHbopmaLmio o cTatyce permctpaumm cepsucos MO B cucteme

obHapykeHua cepsucos Consul (PucyHok 24).

Consul Service Health Check

service_location

ocs-appstore-admin-api-gw

-
http-//ocs-app local-80/ocs-appstore-admin-api-gw/'admin ‘health/'ocs-appstore-admin-api-gw 200
ocs-appstore-adminconsole-w 200
http://ocs-app.local:80/ ocs-appstore-adminconzole-ui/admin ‘health/'ocs-appstore-adminconsole-ui -
ocs-appstore-applications-api 200
http://ocs-app.local:80/ ocs-appstore-applications-apy/ admin health/'ocs-appstore-applications-apt -
ocs-appstore-client-api-gw 200
http-//ocs-app local-80/ ocs-appstore-client-api-gw/admin health/'ocs-appstore-client-api-gw -
ocs-appstore-dev-api-gw 200

http://ocs-app.local:80/ocs-appstore-dev-api-gw/'admin health/'ocs-appstore-dev-api-gw

PucyHok 24

OnuncaHmne Ha3HaveHuA CTO/'I6LI,OB Ta6/'II/ILI,bI, d TaKxXe l/IHCI)OpN\aLI,MH O BO3MOXHbIX

3HaYyeHuAx npuBeaeHsbl B Tabanue (Tabanua 25).
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Tabnuua 25
Ha3BaHue Bo3MoKHble 3Ha4eHMA (Npumepbl
OnucaHue "
ctonbua 3HayeHun)
MNepBbln HassaHwe cepsuca M0 n URL-agpec |Bo3moxHble 3Ha4YeHUA
ctonbel, dyHKUMKM (endpoint) cepsuca onpeaenarTcA nepevyHem CepBmCcoB
«healthcheck» Mno
BTopon Koa http-oTBeTa Bo3mMoOXHble 3HaYeHUA
ctonbel, onpeaenarTca npotokonom HTTP

[NlepeyncneHHble

"service vhost",

template.

3aroJioBKu

"expose port",

"service location",

"expose location",

"static" — 3TO peXumbl pPaboTbl consul-

3.10.2.7. Pazgen «Cluster Nodes Reachability»

Pasaen coaepuT MHGopmMaLMio 0 pesyabTaTax NpoBepKM A4OCTYNHOCTN CEPBEPOB

(Hoa) knacTepa (PucyHoK 25).

Cluster Nodes Reachability

Reachable
OK

Node

ocs-app.local
PucyHok 25

OnuncaHmne Ha3HavyeHuA CTO/'I6LI,OB Ta6l'|l/ILI,bI, d TaKXe VIH(I)OpI\/\aLI,l/IFI O BO3MOXHbIX

3Ha4yeHuAx npueeaeHsbl B Tabanue (Tabanua 26).

Tabnuua 26
HasBaHue .
OnucaHue Bo3moHble 3Ha4eHuA (NpUMepbl 3HaYEHUI)
cTtonbua
Node Anpec cepBepa (xocTa) |OnpeaenaeTca 4OMEHHbIMM MMEHAMM XOCTOB
Reachable |MH$opmauma o MorKeT NpUHUMaTb 3Ha4YeHua: «OK» (B caydae

[OCTYMHOCTM) UK COAEePKaTb cooblleHne 06
OLMOKe, KOTOPOe BEPHET YTUANTA ping

NOCTYNHOCTM cepBepa
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3.10.2.8. Pa3gen «Nginx Service Proxy»

Pasgen coaepsut MHGopmaumio O npoBepKke KoHdUrypaumm HanaHCUMpOBLLMKA

cepsucoB Nginx Web Server ans kaxaoro cepsuca MMO (PucyHok 26).

Nginx Service Proxy

Service name Upstreams

Virtual server

ocs-appstore-settings-api

ocs-appstore-adminconsole-ui

ocs-pkgrepo-egress-api-gw

ocs-auth-idp-ui

ocs-pkgrepo-pkg-repo-api

ocs-auth-admin-api-gw

e mmatls mseerae sanlalia

PUCyHOK 26

OK
OK
OK
OK
OK
OK

)

OnuncaHmne Ha3HavyeHuA CTO/'I6IJ,OB Ta6/'ll/ILI,bI, d TaKxke VIHCI)OpMaLI,Mﬂ O BO3MOXHbIX

3Ha4yeHuAx npueeaeHsbl B Tabanue (Tabanua 27).

Tabnuua 27
HasBaHue BO3MOXHble 3Ha4YeHus
OnucaHue "
ctonbua (npuMepbl 3Ha4YEeHUI)
Service HassaHwue cepsuca M0 BO3MOXKHble 3Ha4YeHKA

KoHdUrypaumoHHom darne Nginx.

B AaHHOM CeKUMM 3a4aHbl HACTPOMKM
«BUpPTyanbHoro» cepsuca MO, KOTopbIN
OCYLLLeCTBAAET NepeHanpaBneHune
(npokcupoBaHme) http-3anpocos Ha
«peanbHble» 3K3eMNAApPbI cepsuca

name onpeaenAarTca nepevyHem
cepsucos 10O
Upstreams |KonnyecTBO 3K3eMNIAPOB CePBUCA, 3a4aHHbIX | LlenoymncneHHble 3Ha4YeHnA oT
B KOHPUIypaumMoHHOM panne Nginx 1p0n
Virtual NHPopmauma o Hanmume cekumm «server» ana|«OK» - cekums server
server yKazaHHoro cepsuca M0 B npucyTCcTBYET

«No server block found!» -
CeKumMsa oTcyTCTBYeT

3.10.2.9. Pa3gen «Filestorage Configuration»

Pasgen coaeput mHdopmaumio o KoHdurypaumm darnosbix xpaHuauu, MM u

MOOC (PucyHok 27).
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Filestorage Configuration

. Fﬂfgto[agelocaﬂon: focs/appstorefapplications-api (@755 ocs:ocs)
Configuration file:

fvarfocs/appstorefocs-appstore-applications-api/focs-appstore-applications-api.yml

s Filestorage location:
Configuration file: L\\s

/varfocs/appstore/config.yml

+ Filestorage location: (not exists)

PucyHok 27
HacTpoika «Filestorage location» cogepK1T NyTb K KaTasory 1 ero cTaTyc.
B HacTpoike «Configuration file» ykasaH KOHQUrypauMOHHbIN $aitn, B KOTOPOM

3a4aH NyTb K aIoOBOMY XPaHWAMLLY.

3.11. CamocToATeNbHaA YcTaHOBKAa M HacTponka CYB[ Postgres Pro u

CYBA PostgreSQL 12/13/14/15

3.11.1. YcTtaHOBUTb Ha cepBepbl B/l Heobxoaumble NakeTbl cornacHo n. 3.9.7.
3.11.2. YcTtaHOBUTbL N MHUUManm3nposaTb CYB/.
Mpu mHuumanmuszaumm CYB[ HeobxoAMMO YCTAaHOBUTb CAeaAylolMe 3HaYeHuA

napameTpos:

LC COLLATE 'en US.UTF-8'
LC CTYPE 'en US.UTF-8'
ENCODING UTFS8

YcTaHOBKa M MHUUManmn3auma CYbJ[l ocyuiectsnseTrca B cooTsBeTcTBMM ¢ I/l Ha
CYB/.

MPUMEYAHUE. B pamkax yctaHoBKM Postgres Pro ob6s3aTenbHO A0AXHbI ObITb
YCTAHOB/IEHbI CNeAyIoLLMe NaKeTbl:

— postgrespro-<std|ent>-<Bepcus>,

— postgrespro-<std|ent>-<Bepcusa>-client;

— postgrespro-<std|ent>-<Bepcus>-contrib;

— postgrespro-<std|ent>-<epcusa>-1ibs;

— postgrespro-<std|ent>-<pepcuga>-server
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3.11.3. Co3gaTtb Cynepnoanb3oBaTesisa C NMOMOLLbO CKpunTa

samples/sqgl/create superuser.sql, BbIMOJHNB KOMaHAY:

psgl -U <nosb30BaTejlb, OT MMEHM KOTOPOT'O BHIIOJIHAETCS KoMaHIa> -h
<ampec xoctra CYBI> -f create superuser.sql -v login='<wumsa
cymneprnojib3oBarTessa>' -v pass='<napoJjb Cyleprnojb3oBaTensa>' -v
expr="'<CpoK HOeMCTBMS YyUeTHOM 3alMCHU Cylepllojib30oBaTensa>'

Hanpumep:

psgl -U postgres -h 192.168.137.15 -f create superuser.sql -v
login="ompdbuser' -v pass='Adminl23!' -v expr='1l0 years'

3.11.4. Ha3HaunTb Napoab ANA NONb30BaTENA postgres C MOMOLLBIO CNeAyrLLINX

KOoMaHA;:

psgl -U postgres
ALTER USER postgres with PASSWORD 'nmapoJb';
exit

3.11.5. B koHOUrypaumoHHbix pannax CYb pg hba.conf u postgresgl.conf
3a4aTb caeaytolme napameTpb:

— TWN coeaAnHEHMA, AMana3oH IP-agpecoB KaneHTos b/;

— nma bll, umAa nonb3osaTens;

— cnocob ayTeHTUPUKALUN KNUEHTOB;

— naponb nosb3osatend CYB/[] B napameTpe pg superuser password.

3.11.6. YcTaHOBUTb paClIMPEHUA pg partman M pg cron C MOMOLLbIO KOMaHA:

— OC CentOS Bepcuun 7 n CYb/A Postgres Pro 12:

sudo rpm -ivh pg partman 12pro-std-4.6.0-1.el7.x86 64.rpm
sudo rpm -ivh pg cron 12pro-1.5.2-1.el7.x86 64.rpm

— OC CentOS Bepcuun 7 n CYb/A Postgres Pro 14:

sudo rpm -ivh pg partman l4pro-std-4.6.0-1.el7.x86 64.rpm
sudo rpm -ivh pg cron l4pro-1.5.2-1.el7.x86 64.rpm

— OC Anbt 1 CYB/l Postgres Pro 12:

sudo rpm -ivh pg partman l2pro-std-4.6.0-1.alt.x86 64.rpm
sudo rpm -ivh pg cron 12pro-1.5.2-1.alt.x86 64.rpm
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— OC Anbt 1 CYb/M Postgres Pro 13:

sudo
sudo

rpm -ivh pg partman 13pro-std-4.6.0-altl.x86 64.rpm
rpm —-ivh pg cron 13pro-1.5.2-altl.x86 64.rpm

— OC AnbTt 1 CYB/ Postgres Pro 14 Cert:

sudo
sudo

rpm -ivh pg partman l4pro-std-4.6.0-altl.x86 64.rpm
rpm -ivh pg cron l4pro-std-cert-1.5.2-altl.x86 64.rpm

— OCPEL OC Bepcun 7.3 n CYB/], Postgres Pro 13:

sudo
sudo

rpm -ivh pg partman 13pro-std-4.6.0-1l.redos7.x86 64.rpm
rpm -ivh pg cron 13pro-std-1.5.2-1.redos7.x86 64.rpm

— OCPEL OC Bepcun 7.3 n CYB/L Postgres Pro 14 Cert:

sudo
sudo

rpm -ivh pg partman l4pro-std-4.6.0-1l.redos7.x86 64.rpm
rpm -ivh pg cron l4pro-std-cert-1.5.2-1.redos7.x86 64.rpm

— OCPEL OC Bepcun 7.3 n CYB/] Postgres Pro 15:

sudo
sudo

rpm -ivh pg partman 15pro-std-4.7.4-1.redos7.x86 64.rpm
rpm -ivh pg cron 15pro-std-1.5.2-1.redos7.x86 64.rpm

— OCPEL OC Bepcun 7.3 n CYB/ Postgres Pro 15 Cert:

sudo
sudo

rpm —-ivh pg partman 15pro-cert-4.7.4-1.redos7.x86 64.rpm
rpm —-ivh pg cron 15pro-cert-1.5.2-1.redos7.x86 64.rpm

— OC Astra Linux SE 1.7 n CYb/] Postgres Pro 14 Cert:

sudo
sudo

dpkg -1 pg-partman 4.6.0 std-14 smolensk.amd64.deb
dpkg -1 pg-cron 1.5.2 pro-std-cert-14 smolensk.amd64.deb

— OC Astra Linux SE 1.7 n CYb/ Postgres Pro 15 Cert:

sudo
sudo

dpkg -1 pg-partman 4.7.4 15 smolensk-pro-std-cert.amd64.deb
dpkg -1 pg-cron 1.5.2 15 smolensk-pro-std-cert.amd64.deb

— OC CentOS Bepcuun 7 n CYB/L PostgreSQL 12:

sudo
sudo

rpm -ivh pg partman 12-4.6.0-1.rhel7.x86 64.rpm
rpm —-ivh pg cron 12-1.5.2-1.rhel7.x86 64.rpm

— OC CentOS Bepcun 7 1 CYB/ PostgreSQL 13:

sudo
sudo

rpm -ivh pg partman 13-4.6.0-1.rhel7.x86 64.rpm
rpm —-ivh pg cron 13-1.5.2-1.rhel7.x86 64.rpm
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— OC CentOS Bepcumn 7 n CYB/, PostgreSQL 14:

sudo
sudo

rpm -ivh pg partman 14-4.6.0-1.rhel7.x86 64.rpm
rpm —-ivh pg cron 14-1.5.2-1.rhel7.x86 64.rpm

— OCPEA OC n CYB/[ PostgreSQL 12:

sudo
sudo

rpm -ivh pg partman 12-4.6.0-1.redos7.x86 64.rpm
rpm -ivh pg cron 12-1.5.2-1.redos7.x86 64.rpm

— OCPEL OC 1 CYB/, PostgreSQL 13:

sudo
sudo

rpm -ivh pg partman 13-4.6.0-1.redos7.x86 64.rpm
rpm -ivh pg cron 13-1.5.2-1.redos7.x86 64.rpm

— OCPEA OC w CYB/ PostgreSQL 14:

sudo
sudo

rpm -ivh pg partman 14-4.6.0-1.redos7.x86 64.rpm
rpm -ivh pg cron 14-1.5.2-1.redos7.x86 64.rpm

— OCPEA OC w CYB/ PostgreSQL 15:

sudo
sudo

rpm -ivh pg partman 15-4.7.3-3.redos7.x86 64.rpm
rpm -ivh pg cron 15-1.5.2-1.redos7.x86 64.rpm

— OC Astra Linux SE 1.7 v CYB/l PostgreSQL 12:

sudo
sudo

rpm —-ivh pg-partman 4.6.0 12 smolensk.amd64.deb
rpm —-ivh pg-cron 1.5.2 12 smolensk.amd64.deb

— OC Astra Linux SE 1.7 n CYB/l PostgreSQL 13:

sudo
sudo

rpm —-ivh pg-partman 4.6.0 13 smolensk.amd64.deb
rpm —-ivh pg-cron 1.5.2 13 smolensk.amd64.deb

— OC Astra Linux SE 1.7 n CYB/l PostgreSQL 14:

sudo
sudo

rpm -ivh pg-partman 4.6.0 14 smolensk.amd64.deb
rpm —-ivh pg-cron 1.5.2 14 smolensk.amd64.deb

— OC Astra Linux SE 1.7 n CYb/l PostgreSQL 15:

sudo
sudo

rpm -ivh pg-partman 4.7.4 15 smolensk.amd64.deb
rpm —-ivh pg-cron 1.5.2 15 smolensk.amd64.deb

— OC Anbt Cepiep 10.2 n CYB/A PostgreSQL 12:

sudo
sudo

rpm -ivh postgresgllZ2-pg partman-4.7.3-altl.x86 64.rpm
rpm —-ivh postgresgll2-pg cron-1.5.2-1.alt.pl0.x86 64.rpm
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— OC AnbT Cepsep 10.2 n CYB/ PostgreSQL 13:

sudo
sudo

rpm -ivh postgresgll3-pg partman-4.7.3-altl.x86 64.rpm
rpm —-ivh postgresgll3-pg cron-1.5.2-1.alt.pl0.x86 64.rpm

— OC Anbt Cepsep 10.2 n CYB/ PostgreSQL 14:

sudo
sudo

rpm -ivh postgresgll4-pg partman-4.7.3-altl.x86 64.rpm
rpm -ivh postgresqgll4-pg cron-1.5.2-1.alt.pl0.x86 64.rpm

— OC Anbt Cepiep 10.2 n CYB/ PostgreSQL 15:

sudo
sudo

rpm -ivh postgresgllb5-pg partman-4.7.3-altl.x86 64.rpm
rpm -ivh postgresqgll5-pg cron-1.5.2-1.alt.pl0.x86 64.rpm

— OC AnbT 8 CIl penns 10 n CYB/ PostgreSQL 15:

sudo
sudo

rpm -ivh postgresgllb5-pg partman-4.7.3-altl.x86 64.rpm
rpm -ivh postgresqgll5-pg cron-1.5.2-1.alt.pl0.x86 64.rpm

— OC Ubuntu Bepcumn 20.04 n CYB/M, PostgreSQL 14:

sudo
sudo

rpm -ivh postgresgl-l4-partman-4.7.4-1.focal.amd64.deb
rpm -ivh postgresgl-l4-cron-1.5.2-1.focal.amd64.deb

— OC Ubuntu Bepcumn 20.04 n CYB/A, PostgreSQL 15:

sudo
sudo

rpm -ivh postgresgl-15-partman-4.7.4-1.focal.amd64.deb
rpm -ivh postgresgl-15-cron-1.5.2-1.focal.amd64.deb

— OC Ubuntu Bepcumn 22.04 n CYB/M, PostgreSQL 14:

sudo
sudo

rpm -ivh postgresgl-l4-partman-4.7.4-1.jammy.amd64.deb
rpm -ivh postgresgl-1l4-cron-1.5.2-1.jammy.amd64.deb

— OC Ubuntu Bepcumn 22.04 n CYB/A, PostgreSQL 15:

sudo
sudo

rpm -ivh postgresgl-l5-partman-4.7.4-1.jammy.amd64.deb
rpm -ivh postgresgl-15-cron-1.5.2-1.jammy.amd64.deb

— OC Debian Bepcun 11 1 CYB/ PostgreSQL 14:

sudo
sudo

rpm -ivh postgresgl-l4-partman-4.7.4-1.bullseye.amd64.deb
rpm -ivh postgresgl-1l4-cron-1.5.2-1.bullseye.amd64.deb

— OC Debian Bepcun 11 1 CYBA PostgreSQL 15:

sudo
sudo

rpm -ivh postgresgl-l5-partman-4.7.4-1.bullseye.amd64.deb
rpm -ivh postgresgl-15-cron-1.5.2-1.bullseye.amd64.deb
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— OC Debian Bepcun 12 n CYB/] PostgreSQL 14:

sudo rpm -ivh postgresgl-l4-partman-4.7.4-1.bookworm.amd64.deb
sudo rpm -ivh postgresgl-1l4-cron-1.5.2-1.bookworm.amd64.deb

— OC Debian Bepcun 12 n CYB/ PostgreSQL 15:

sudo rpm -ivh postgresgl-15-partman-4.7.4-1.bookworm.amd64.deb
sudo rpm -ivh postgresgl-15-cron-1.5.2-1.bookworm.amd64.deb

YKa3zaHHble RPM-nakeTtbl Haxoaatca Ha DVD c¢ 3arpysodHbimmn moaynamu (110 8
apxuBe /server/install-infra.tar.gz/install-infra/binary/postgresqgl/

3.11.7. Nepe3anyctmTtb cepsuc CYB/ B cooTBETCTBUM C AOKYMeHTaumen Ha CYB/.
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4. YNPABNEHWUE KOMNOHEHTAMW CPEAbI ®YHKUNOHUPOBAHUA,
CEPBUCAMMW, HACTPOMKAMW CEPBMCOB M NOACUCTEM

4.1. YnpaBneHne KOMNOHeHTaMu cpepl PyHKLUMOHMpoBaHus MNMNO

YnpaBneHne KoOMMoHeHTamu cpeabl pyHUMoHMpoBaHma MMMO 3akao4aeTca B UX
yCTaHOBKe, OOHOBNEHUN W yAANEHUM U OCYLLECTBAAETCA C MOMOLLbIO CKpUNTa deploy-
infra.sh M3 KaTanora install-<eepcusa IIO>, CO3aHHOMO Ha 3Tane pPa3BepTbiBaHUS
ynpasnaiower 9BM (noagpasaen 3.3).

dopmaT KOMaHAbl YyNpaBAeHUA CePBUCAMN MMEET CAeAYHOLLINI BUA:

ANSIBLE USER="<mma nome3oBaTens>" ./deploy-infra.sh <mapamerprr>

OnucaHWe NapameTpoB KOMaHAb! yNpaBaeHUA:

1) <uma nonesoBaTena>

B MnapamMeTpe yKa3sblBaeTCA MMA NMPUBUNETMPOBAHHOTIO SUdO-I'IOfIb3OBaTe}'IFI, noa
KOTOPbIM HacTpoeH SSH JocTynm K cepBepam NPUAOXKeHui, cepsepam bl M KOHTEHT-
cepsepam;

2)-A, --action

,ﬂ,aHHbIM MnapameTp 3adaeT ,EI,GVICTBME, KOTOpOe H€O6XO,£|,I/1N\O BbINMO/THNTb, N MOXET
NMPUHMMaATbL cneayrouime 3Hav4yeHnA:

— MNapaMeTp OTCYyTCTBYyeT — 6y,£|,eT BblMO/IHEHA YCTAHOBKa WAN obHoBNEHME
KOMMOHEHTa (KOMMNOHEHTOB);

— flush_all — 6yAeT BbINOAHEHO yAaNeHWe KOMMOHEHTA (KOMMOHEHTOB);

3) -c¢, --components

[aHHbIM napameTp 3a43aeT KOMMNOHEHT cpebl GYHKUUOHUPOBAHMA, ANA KOTOPOro
6y,ﬂ,eT BbIMOJIHEHA KOMaHAa yNpaBaAeHNA, N MOXET NPUHUMATbL Cieayrowmne 3Ha4YeHNA!

— dnsmasgq;

— nginx;

— consul,;
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— consul-template;
— redpanda;

— redis;

— ocs-user;

— db;

— syncthing.

B AaHHOM MapameTpe MOXKeT 3a4aBaTbCA CMUCOK NOACUCTEM, HaNpUMep:

—--components dnsmasqg, nginx

Mo ymonuyaHuio (ecnm napameTp Ha 3a4aH) KomaHaa ynpasaeHusa 6yaet
NPUMEHEeHa KO BCEM KOMMOHEHTaM;

4) -d, --database

MepeyeHb  AONYCTUMbIX  3HA4YeHW NapameTpa nNpuBedeH B  Tabauue
(cm. Tabanua 13).

Mo ymonyaHuto (ecnm napameTp He 3adaH) OyaeT MCnosib30BaTbCA 3HAYeHuUe,
3aJaHHoe B napameTpe pg version KOHOUIYPaLMOHHOTO danna
config/vars/ vars.yml.

Mpwn otcytctBum CYBJ B nepeyHe KOMMOHEHTOB (MapameTp --components)
3HaYeHue AaHHOro napameTpa byaeT UTHOPUPOBATLCA;

5) --skip-database

[Mpn Hann4YMm gaHHoro napametpa CYB/l He yCcTaHaBAMBaETCA;
6) -1, --limit
[laHHbIM NapameTp 3aJaeT NepeyeHb XOCTOB, A1 KOTOPbIX OyAeT BbINO/HEHA

KOMaH4a ynpaBieHuns, Hanpumep:

--limit example(Ol.omp,example02.omp

Mo ymonuyaHuto (ecnn napameTp Ha 33JaH) KomaHaa ynpasneHua 6yaet

MPUMEHEeHa KO BCEM XOCTaM COrlacHO MHBEHTAapHOMY ¢aily inventories/hosts.yml;
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7) -x, --extra-vars

B OaHHOM napameTpe nepenarTcA BHeWHWMe nepemeHHble ANA CKPUNTOB
pa3sepTbiBaHKA. B 11O ncnonb3yoTca caedytouime BHELWHME NepeMeHHble:
— pg _uninstall delete data=true - CAYXWUT ANA YAANIEHMA [AAHHbIX MNPU
vaaneHun CYB/, PostgreSQL;

8) -—force-infra-install

®nar CAYKUT ONA  ynpaBAeHWA MNPUHYAUTENbHOM MOBTOPHOM YCTAaHOBKOM
KOMMOHEHTOB cpeabl GYHKLMOHNPOBAHMA, B CAyYadAXx, KOraa BEpCUA KOMNOHEHTOB cpeabl
OYHKUMOHMPOBAHMA HE M3MEHMAACh M MOXET NPUHUMATb C/leAyHoLLNe 3HAYEeHUA:

— false - MOBTOPHAA yCTaHOBKA KOMMOHEHTOB TOW € BEPCUWM BbINOAHEHA He
bynert;

— true - byaeT BbINONHEHA NOBTOPHAA YCTAHOBKa KOMMNOHEHTOB He 3aBMCUMO OT
TOro M3MEHMIACb BEPCUA UK HET.

Mo ymonyaHuto (ecnu dnar He 3aaaH) daar MMeeT 3HaYeHMe true,

9)-e, --env

[laHHbIA NapamMeTp 3a4aeT OKPyKeHue, ANA KOTOPOoro HeobXoAMMO BbIMOAHWUTb
HAaCTPOMKY W YCTAHOBKY KOMMOHEHTOB cpeabl dyHKunoHmnposaHma [1MN0O. bonee
noapobHaa MHbopmaums no HacTponke [MO AnNa yCTAaHOBKM e€ro Ha pas3/inyHble
OKpYy*XeHunAa npueeeHa 8 n. 3.9.14.

10) --help

BbiBOA, CMPaBOYHON MHDOPMaLUMN.

Mpumepbl KOMaHA, yNpaBaeHuA:

1) YCTaHOBKa MM 0OHOBNIEHWE BCEX KOMMOHEHTOB:

ANSIBLE USER="omp" ./deploy-infra.sh --database 12

2) YcTaHoBKa nnn obHoBneHMe Nginx Ha XocTe ocs-app.local:

ANSIBLE USER="omp" ./deploy-infra.sh --components nginx --limit ocs-
app.local
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3) YoaneHune Nginx:

ANSIBLE USER="omp" ./deploy-infra.sh --components nginx --action
flush all

4)Ypnanenune CYB/[ PostgreSQL (c yaaneHnem AaHHbIX):

ANSIBLE USER="<umsa nojb3oBaTens>" ./deploy-infra.sh --components db -
—action flush all --extra-vars "pg uninstall delete data=true"

5) MonyveHne cnpaBoYHON MHOPMALMN:

./deploy-infra.sh --help

4.2. YnpasneHnue cepsmcamm MO

YnpasneHue cepsmcamu MMNO 3aKknt04aeTcs B UX YCTAaHOBKE, 3aMyCKe, OCTAHOBKE,
nepesanycke, MU3MEHEeHUN HACTPOEeK M OCYLLECTBASETCA C MOMOLLbI CKpUNTa deploy-
ac.sh W3 KaTajsiora install-<eepcus MIO>, CO3[43aHHOrO Ha 3Tane pPa3BepTbiBaHUA
ynpasnaiower 9BM (noapasgen 3.3).

dopmaTt KOMaHAbl yNpaBAeHMA CepBUCAMM MMeEET CAeayoLWmMn BUA,:

ANSIBLE USER="<mma nome3oBaTens>" ./deploy-ac.sh <mapameTpsr>

OnuncaHne NnapaMeTpPoOB KOMaHAbl yNpaBaeHNs:

1) <uma nonbzoBaTena>

B napameTpe yKa3blBaeTCA MMA NMPUBUAETMPOBAHHOIO sudo-noab30oBaTena, noj
KOTOpbIM HacTpoeH SSH aocTyn K cepBepam npuaoxeHun, cepsepam bl M KOHTEHT-
cepBepam;

2)-s, --subsystems

[laHHbIN NapameTp 3a4aeT NOACUCTEMY, ANA KOTOPOWN DyaeT BbINONIHEHA KOMaHAa
YyNpaBaAeHUA, 1 MOXKET NPUHUMATb CAeaytolLne 3HaYeHNA:

— auth (ans MB);

— appstore (ana NMM);

— emm (gna NY);

— mt (ana NYT);
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— push (gna NCy);
— cdn (ans CDN);
— pkgrepo (a8 NOOC).

B AaHHOM NnNapaMeTpe MOXET 3a4aBaTbCA CMUCOK NOACUCTEM, HallpMUMep:

--subsystems auth, appstore, pkgrepo, emm,mt, cdn, push

10 YyMONYaHUIO NapameTp (ecnm MHOE 3Ha4YeHNE He 3ap,aHo) MMEET 3HaYeHUne:

--subsystems auth, appstore, pkgrepo, emm, mt, push

3) -a, --apps
,ﬂ,aHHb|M MNapaMeTp 3a44a€eT rnepedeHb CepPBUCOB, A4 KOTOPbIX 6y,£I,ET BbIMOJ/IHEHa

KOMaHJa ynpasieHua. Hanpumep:

—-—apps ocs—auth-adminconsole-ui, ocs-appstore-adminconsole-ui

Ecan H€O6XO,£I,I/IMO BbIMO/JHUTb KOMaHAY Cpa3sy Anda Bcex cepBncoB NoACUCTEMDbI,
I'IOTpe6yeTCFI nepedYncanTb 4epel 3anATyro BCe CepBUCbI MOACNCTEMBbI nmbo 3a4aTb

3Ha4vYeHne napameTpa:

-—apps all

Mo yMmOn4YaHMio NnapameTp (ecam MHoe 3HaYeHne He 3a[aH0) MMeeT 3HaYeHue all.
B cnyyae ecnu 3afaHHble B napameTpe --apps CEPBUCbI HE COOTBETCTBYHOT
3a/laHHbIM B NapameTpe --subsystems NOACUCTEMAM, YNPABAAIOLWLAA KOMaHAA K TakMm
cepBucam npumeHeHa He byaeT. Mpu 3TOM ynpasB/ieHue Wa3amu AoCTyna (cepBmucamm
WAO30B [0CTyna) OCYWECTBAAETCA B pPaMKax TOW MNOACUCTEMbI, AN KOTOPOW OHMU

npeaHasHayeHbl. CocTaB noacucTem npuseaeH B Tabaumue (Tabnnua 28).

Tabnuua 28
3HayeHuMe napameTpa Cepsucbl
«--subsystems» (3HaueHWe napameTpa «--apps»)
N6
auth ocs—auth-admin-api-gw

ocs—auth-public-api-gw
ocs-auth-admin-cross-tenant-api-gw
ocs—-auth-server-public-proxy

144




PyKoBOACTBO aAMUHNCTPATOPA

— "] OTKPbITAS
MOBUJIbHASA
| NAATOOPMA

3HavyeHue napameTpa
«--subsystems»

Cepsuceol
(3HauyeHwue napameTpa «--apps»)

ocs-auth-idp-api

ocs—-auth-accounts-devices-api

ocs—-auth-accounts-users-api

ocs—-auth-server-admin

ocs—-auth-server-public

ocs—-auth-audit-api

ocs-auth-subsystems-api

ocs-auth-config-api

ocs—auth—-adminconsole-ui

ocs-auth-idp-ui

LY

appstore

ocs-appstore-applications-api

ocs-appstore-settings-api

ocs-appstore-adminconsole-ui

ocs—-appstore-devconsole-ui

ocs-appstore-admin-api-gw

ocs-appstore-client-api-gw

ocs-appstore-dev-api-gw

ocs-appstore-egress-api-gw

ny

emm

ocs—-emm-applications-api

ocs-emm-dispatcher-api

ocs-emm-devices-api

ocs-emm-state-manager-api

ocs-emm-enrollments-api

ocs—emm-policies—-api

ocs—-emm-reports-api

ocs—-emm-users-api

ocs—-emm-journal-api

ocs—-emm-Jjobs-api

ocs-emm-locations-api

ocs-emm-admin-api-gw

ocs—-emm-device-apli-gw

oCs—emm-egress-apli-gw

nyT

mt

ocs—-mt-tenants-api

ocs—-mt-organizations-api

ocs-mt-admin-api-gw

ocs—-mt-egress—-api-gw

Nncy

push

ocs-push-main-api

ocs-push-transport

ocs-push-admin-api-gw

ocs-push-public-api-gw

ocs-push-egress-api-gw
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3Ha4yeHue napameTpa Cepsuchl
«--subsystems» (3HayeHWe napameTpa «--apps»)
NnooC
pkgrepo ocs-pkgrepo-pkg-repo-api

ocs-pkgrepo-device-api-gw

ocs-pkgrepo-admin-api-gw

ocs-pkgrepo-egress—-api-gw
CDN

cdn ocs-cdn-admin-api-gw

ocs-cdn-mobile-api-gw

4) -p, --action
ﬂaHHHM NnapaMeTp 3a4daeT ﬂﬁMCTBme, KOTOpOoe HeO6XOAMMO BbIMO/THUTb.
I_Iepequb A40MYCTUMBbIX AeHCTBMVI n cooTBeTcTByrowine mMm 3Ha4d4eHUMA MNapaMeTpa

npueeaeHbl B Tabanue (Tabanua 29).

Tabnunua 29
3HayeHue napameTpa «--action» Hencrsue
deploy YCTaHOBKa
start 3anyck
stop OcTaHoBKa
restart Mepesanyck
config I3meHeHWe HacTpoeK (MepeycTaHOBKa
KOHPUrypaumoHHoro ¢aiina)
flush all YnaneHue

Mo ymonyaHuo napameTp (ecam He 3aaHO MHOe 3HavyeHMe) MMeeT 3HavyeHue
deploy.

BHUMAHWE! YctaHoska noacuctem (MO A0MKHA OCYWECTBAATLCA CTPOro B
cnepytoulen nocnegosatensHocTtu: b6, MM, NMOOC, MY, NYT, CDN, MCY;

5) -C, --clients

[aHHbln napameTp 3agaeT OIDC KAneHTOB, 4NA KOTOpbIX OyAeT BbINOAHEHA

KoMaHAa ynpasneHusa. Hanpumep:

--clients auth-admin-console, aps—-admin-console
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Mpn HEeobXxoAMMOCTU BbINOAHUTL KOMaHay cpasy ana Bcex OIDC KAneHToB
notpebyetca nepedyncantb Yepes 3anaTyto Bce OIDC knauneHTbl NMbO 3a4aTb 3HaYeHUe

napameTpa:

—--clients all

Mo ymonyaHuio napameTp (ecnm He 3a/1aHO MHOe 3HaYeHNe) MMeeT 3HavyeHne all;

6) -d, --database

[aHHbln napameTp 3agaeT CYB/], KoTopas ycTaHoBAeHa Ha cepBepe b/. MNepeyeHb
NOMNYCTUMbIX 3HAa4YeHUIM NapameTpa npueeaeH B Tabauue (cm. Tabanua 13).

Hanpumep:

--database 12

Mo ymonyaHuto (ecnm napameTp He 3adaH) OyaeT MCNoNb30BaTbCA 3HAYEHMUE,
3a4aHHoe B napameTpe pg version KOHOUIYPaLMOHHOro danna
config/vars/ vars.yml,

7)-e, --env

[laHHbIM NapamMeTp 3a4aeT OKpPyXKeHue, ANA KOTOPOoro HeobXoaAMMO BbIMOAHMUTD
HacTponKy u yctaHoBky MMMO. bonee noapobHas MHPopmauma no Hactpomnke MMNO ana
YCTAHOBKM €ro Ha pas/indyHble OKPYXKeHuA npmeedeHa 8 n. 3.9.14.

8) --help

BbiBOA, CMPaBOYHOM MHDOPMaLMN.

Mpumepbl KOMaHA, yNpaBaeHuA:

1) OcTaHoBKa Bcex cepsucos MM:

ANSIBLE USER="omp" ./deploy-ac.sh --action stop

2)3anycKk CepBUCOB ocs-appstore-applications-api W ocs-appstore-

adminconsole [MM:

ANSIBLE USER="omp" ./deploy-ac.sh --subsystems appstore --apps ocs-
appstore-applications—-api, ocs—appstore-adminconsole --action start
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3) MonyyeHne cnpaBo4YHON MHPOPMALMM:

./deploy-ac.sh --help

4.3. YnpaBneHue HacTporKamu cepsumcos n noacucrem Mo

YnpaBneHune HacTpolkamm cepsmncos n noacuctem MO moXKeT oCyLLeCcTBAATLCA
2 cnocobamum.

4.3.1. Cnocob 1 (pekomeHayembii)

4.3.1.1. 3apaTtb Tpebyemble 3Ha4YEHUA NAaPaMeTPOB B KOHOUIYPALMOHHbLIX dalnax
cueHapues yctaHoBku [0 n noacuctem MO,

4.3.1.2. MNepeycTaHOBUTb KOHPUTYPALIMOHHbIE Galiibl C NOMOLLbIO KOMaHAbI:

ANSIBLE USER="<mma nose3oBaTens>" ./deploy-ac.sh --action config

MoapobHoe onncaHMe NnapameTpoB 3anycka CKpUnTa deploy-ac.sh NPUBEAEHO B

noapasaene 4.2.

4.3.2. Cnocob 2

4.3.2.1. 3apaTb Tpebyemble 3Ha4YEeHUA NapameTpPoB B KOHOUIYpPaLMOHHbIX dannax
cepsucoB M noacuctem [MMO. OnucaHne nNapameTpoB KOHPUIypaLMOHHbLIX (annos
cueHapues ycTaHoBKKM noacuctem MIMO npueeaeHo B pasaene 12.

4.3.2.2. MNepe3sanyctuTb Tpebyemble CepBUCHI C MOMOLLLbIO KOMaHAbI:

ANSIBLE USER="<mma nome3oBaTens>" ./deploy-ac.sh --subsystems
<UOeHTUOMKATOP NOOCUCTEMB> ——apps <IepedeHb CEPBMCOB INOOCUCTEMBI> —-—
action restart

MoapobHoe onncaHMe NnapameTpoB 3aMycka CKpUNTa deploy-ac.sh NPUBEAEHO B

noapasanene 4.2.
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5. PESEPBHOE KOIMNMUPOBAHUE

BHUMAHME! MpuneeaeHHble HUMKE MMeHa GalloB M KaTaNoOroB XapaKTepHbl A1s

TMNOBOro BapmaHTa yctaHoBKM [MMO u cpeabl dyHKUMOHMPoBaHMA MMM0.

5.1. Pe3epBHOE KONMpOBaHWE Nocae ycTaHoBKKU (0bHoBneHKA) MMNO

Mocne ycnewHom yctaHoBKM (obHoBieHNs) MMNMO HeobxoAMMO CO34aTb PE3EePBHYIO
KOMWIO KaTasiora install-<epcms MIO>/install-ac/ (MAM install-<eepcus

[Io>/install-ac-mt/ UAN /install-<eepcums IIO>/install-ac-mt-spr/).

5.2. Neproanyeckoe pesepBHOE KOMMPOBAaHWE M Pe3epBHOE KOMMPOBaHME nepea,

YCTaHOBKOI OBHOBNEHMI

MepuoanYHOCTL  PEe3epPBHOr0  KOMMPOBAHMA  OnpeaenseTca pernameHTamu
9KCMAYaTMPYIOLLEM opraHmnsaLumm.

Mepuoamnyeckoe pesepBHOE KOMMPOBAHME M pe3epBHOE KOMMpPOBaHME nepeq,
yCTaHOBKOWM OOHOBNEHWI BbINONHAETCA B NPUBEAEHHOW HUKE NOCNe0BaTENIbHOCTY.

MoapobHaa wnHPopmauma o6 0COHBEHHOCTAX pe3epBHOro KonuposaHusa [0

npuBeAeHa B AOKYyMeHTe «PekomeHaaumm no pe3epBHOMY KOMMPOBAHMIOY.

149



— ~] OTKPbITASA
PyKoBOACTBO aAMUHMUCTPATOPA | .“432%‘335'»‘22

6. OBHOBJ/IEHWNE MO U OC ABPOPA

6.1. Nopapok obHoBNEHMA

B pamKax nogaeprKku Ku3HeHHoro umkna [MNO npeanpuATMe-n3roToBUTENb
BHOCMT B HEro W3MEHEeHWs, HanpaB/AeHHble Ha YAy4YlleHWe 3SKCNAyaTaLMOHHbIX
XapaKTePUCTUK N yCTPaHEeHWE HeAOCTaTKOB.

[oseneHne nHGopmauymm o Bbinycke obHoBaeHM MNIMO ao Kaxaoro notpebutena
MMNO ocyuwecTBNAeTCA MNOCPEeACTBOM OTMPABKU COODOLWEHUI Ha 3NEKTPOHHblE aapeca
notpebutenen un/vaM  nocpeAcTsBOM nNybAMKauuMM Ha oduuManbHOM Beb-caliTe
npeanpuaTua-paspabotynka (https://www.omp.ru, https://auroraos.ru).

MpeaycMmoTpeHbl  cneaytouwme  cnocobbl  NpeaocTaBneHmMa  0H6HOBAEHWN
noTpebuTenam:

— oTnpaBKa HoBow Bepcum MNIMO ¢ conpoBoAMTENBHBIM MNCbMOM;

— nybamkaumsa 1SO-obpas3a 3arpysoyHoro moayns Hoson Bepcum [MNO  Ha
odnLMaNbHOM Beb-canTe npeanpuaTUa-paspaboTymKa (https://www.omp.ru,
https://auroraos.ru).

MoTpebutenb TakKe MMeeT BO3MOXHOCTb MOAYYMTb MHOOPMALMIO O BbIXOAe
0OHOB/IEHMI 4Yepe3 CAYKOy TexHUYecKoM MNOoAAEPKKM npeanpuaTua-paspadboTymka
no ten.: +7 (495) 269-09-80 nnbH0O No 31eKTPOHHOM noyTe: support@omp.ru.

YcTtaHoBKa obHoBneHut [MO  A0MKHA OCYWECTBAATLCA B COOTBETCTBUMU C
TpeboBaHNAMM, MPUBEAEHHBIMM B HACTOALLEM AOKYMEHTE.

Ecan noTtpebutensd MMO He MOXKET peann3oBaTb KOMMEHCUMPYHOLWME Mepbl Mo
3awmTe MHOOPMAUMKU MAW  OrpaHMyeHMa no npumeHeHuto T1MO, perkomeHayeTcA
NPeKpaTUTb ero NPUMeHeHMe.

O6HosneHue MMO go Tpebyemoin BepCcMmn BO3MOXKHO TONbKO C BEPCUIN, YKa3aHHbIX

B Tabanue (Tabanua 30).
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Tabnunua 30
Tpebyemas Bepcua PaHee ycTaHOB/IEHHAA BepcUA
2.2.0 2.1.3*
2.2.1* 2.1.3%,2.2.0
2.2.2* 2.1.3%,2.2.0,2.2.1*
2.3.0 2.2.2*
2.4.0 2.2.2%,2.3.0
2.5.0 2.2.2*,2.3.0,2.4.0
2.5.1* 2.2.2*,2.3.0,2.4.0,25.0
3.0.0 2.5.1*
3.0.1 2.5.1%,3.0.0
3.1.0 2.5.1%,3.0.1
3.1.1* 2.5.1%,3.0.1,3.1.0
3.1.2* 2.5.1%,3.1.0,3.1.1*
3.2.0 3.1.0,3.1.2*
4.0.0* 3.1.2%,3.2.0
4.1.0* 3.1.2*,4.0.0*
5.0.0* 3.2.0,4.0.0*% 4.1.0*

* - Bepcum MNO, npoweawmne ceptnudmkaumo 8 ®CTIK Poccum.

6.2. ObHoBNEeHUe cepBepa NpunoxeHuin MMO

BHUMAHMUE! Ons yctaHoBKM 06HOBAEHMA MO KonnyecTBo cBO6OAHOIo mecTa Ha
KecTKom amcke cepsepa b/l Mb A01KHO ObITb HE MeHblLe, Yem paamep camor b1 MB. Mpwn
HeAO0CTaTOYHOM KonmyecTBe cBOBOAHOrO MecTa Ha KeCTKOM AMUCKe ero Heobxoammo
yBeNnYnTb. Mpoao/KnTenbHOCTb Npouecca obHosneHua MNMO 3aBMcKUT oT pa3mepa b/ n
MOXeT 3aHATb A/INTeIbHOEe BPEMA.

Ons obHoBneHus cepsepa npuaoxKeHun MO  HeobXoAMMO  BbINOSHUTL
OMMCAHHbIE HMXKE AENCTBUA.

6.2.1. Co3gatb pe3epBHYO KONMto AaHHbIX, [0 M  KOMMNOHEHTOB cpeabl
OYHKLMOHMPOBAHMA B COOTBETCTBMM C Pa3aeiom 5.

6.2.2. CkonnpoBaTb Ha ynpasaatwouwyto 3BM apxms ¢ HoBom Bepcuen [M0O un

pacnakoBaTb ero B cootBetcTBum c n. 3.3.4-3.3.7.
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6.2.3. O6bHOBUTbL Ha ynpasaatoler IBM nakeTbl B cooTBeTCTBMUM C 1. 3.3.9.

6.2.4. HacTponTb KOMMOHEHTbI cpedbl ¢GyHKUMOHMpoBaHua MMO u MMNO B
COOTBETCTBMM C Nnoapasaenom 3.4,

6.2.5. O6HoBneHne CYB/ PostgreSQL 12/13/14/15 po HOBOW cTapuwel Bepcum®
(major version) HeOBXoAMMO OCyLLECTBAATb B cooTBeTcTBMM C 3/[1 Ha CYB/. lNepeyeHsb
noaaepkmnsaemolx sepcuit CYB/ npueeneH s n. 1.4.2.

6.2.6. YCTaHOBUTb KOMMOHEHTbI cpeabl QYHKUMOHMPOBAHMA B COOTBETCTBMM C
n.3.5.1.

6.2.7. YctaHosuTb 1110 B cooTBetctBum ¢ n. 3.5.2.

6.2.8. epe3anyCTuTb CePBUC ocs-pkgrepo-pkg-repo—-api C MOMOLLBH KOMaHAbI:

ANSIBLE USER="<mma nose3oBaTens>" ./deploy-ac.sh --subsystems pkgrepo
-—apps ocs-pkgrepo-pkg-repo-api --action restart

6.2.9. MNocne obHosneHus MMNO c Bepcun 4.0.0 (Mam Huxe) ao sepcum 4.1.0 (nan

BbilLe) Heobxoammo yaanntb Nats Streaming Server ¢ NOMOLLbO KOMaHAb!:

ANSIBLE USER="<mma nosme3oBaTens>" ./deploy-infra.sh -A flush all -i
inventories/hosts.yml -c nats-streaming-server

6.2.10. OnoBecTuTb Nosib3oBatenei MNMO o HeobXoA4MMOCTU OYNCTUTL KaLW U cookies
BeO-Opay3epa. WMHauye npu  OTKpbITUM  uHTepdeica [MNO  byaeTr  owmbka

HTTP ERROR 400.
6.3. O6HoBNeHUe OC ABpopa ¢ nomoLbto MY

ObHoBneHne OC ABpopa BbIMOAHAETCA B CAeAyIoLWLen Nocne0BaTeNbHOCTH:
6.3.1. O6bHOBUTbL cepBep NpunoxkeHuin MNMO B COOTBETCTBUM C Noapa3aenom 6.1.
6.3.2. 3arpy3uTb B pannosoe xpaHuauuie NMOOC nakeTbl Tpebyemon Bepcum OC B

cooTBeTCcTBMM Cc N. 3.7.3.

13 CornacHo cneupdwmkaumm SemVer 2.0.0.
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6.3.3. O6HoBUTL OC ABpOpa A0 Tpebyemon BepcHmn Ha TECTOBOM rpynmne yCTPOMCTB
C Uenblkd MNPOBEPKM  KOPPEKTHOCTM  OBHOBAEHMA C  MNOMOLWLbK  MOJIUTUKM
«MpunoskerHns/YctaHosuTb Bepcuto OC». Mopsaok paboTbl C MOAUTUKAMU M Tpynnamm
YCTPOMCTB MpmBeaeH B AOKymeHTe «PyKoBOACTBO mnosib3oBaTend. Yactb 3. lNMoacmcrema
Mnatdopma ynpasneHma».

6.3.4. YbeanTbcsa, 4TO MNOCNEe OKOHYaHMA, 3a4aHHOro B NpaBuie BPEMEHHOrO
MHTepBana OOHOBAEHMA B KApPTOYKE KaxKAoro yCTPOMCTBA W3 TeCcTOBOM rpynmbl
oTobparkaeTca Tpebyeman sepcua OC ABpopa.

6.3.5. O6HOBUTL NpunokeHuns MMNO Ha TeCTOBOW rpynne yCTPOMCTB B COOTBETCTBUM
C LOKYMEHTOM «PyKOBOZCTBO NO/b30BaTenA. HYactb /. lNpunoxkeHne «Aspopa LleHTp» ana
onepaumoHHOM cnuctembl ABpopa.

6.3.6. BbInoNHUTb 0OHOBAEHME aHANOTMYHbIM 06PaA30M A5 OCTaNbHbIX YCTPOMCTB

nocne ycnewHoro obHosneHmns OC ABpopa 1 NPUNOKEHNIM Ha TECTOBOW rpynne yCTPOMCTB.
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7. YOAJTEHUE NNO

Ons yoanenua MNMO Heobxo4MMO BbINOAHUTL CAeayoWmMe AeNCTBUA:
7.1. TlepenTun B KaTanor co cueHapuammn yctaHosku MMM0O.

7.2. Ypanntb MO ¢ nomouwbo KOMaHabl:

ANSIBLE USER="<umsa nojbs3oBaTens>" ./deploy-ac.sh --action flush all

MoapobHoe onncaHMe NapaMeTPOB 3aMnyCcKa CKpMNTa deploy-ac.sh NPUBEAEHO B
noapasanene 4.2.
7.3. YO0anuTb KOMNOHEHTbI cpeabl PyHKLMOHNMPOoBaHMA MO ¢ NOMOoLLbIO KOMaHAbI:

— 6e3 yaganeHna aaHHbIX, XxpaHawmxcs B CYB/ PostgreSQL:

ANSIBLE USER="<mma nosezoBaTensa>" ./deploy-infra.sh --action flush all

— CyAdaneHnem AaHHbIX, xpaHAawmxca B CYB/ PostgreSQL:

ANSIBLE USER="<muma nosszosaTena>" ./deploy-infra.sh --action flush all
--extra-vars "pg uninstall delete data=true"

MNoapobHoe onucaHWe NapaMeTpoB 3anycka CcKpunta deploy-infra.sh

npueeneHo B noapasaene 4.1.
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8. BAPUAHTbI YCTAHOBKU NCY

8.1. YctaHoBKa NCY Ha oamH cepep (xocT) ¢ apyrnmu noacuctemamu MNMNO
[aHHbIN BapnaHT ycTaHoBKM MO ocywecTBAAeTca Mo YyMOTYaHUIO.
8.2. YcTtaHoBKa NCY Ha oTae/nbHbIi cepsep (XocT)

3ajaHne aapecoB cepBepoB (MMEH XOCTOB), Ha KoTopble OyAyT YCTaHOBAEHbI
noacuctemsbl MMO, ocyulecTBadeTca Ha aTtane HacTporku MMNO (nn. 3.4.2.1). Ana Toro,
4yTobbl ycTaHoBUTL MNCY Ha OTAEeNbHbIA cepBep, HEOOXOAMMO B WMHBEHTapHOM daline
inventories/hosts.yml 3a4aTb afpec cepBepa (MMa XOCTa), Ha KOTOPbIM HEOHXOAMMO

yctaHoBuTb MCY (push), Hanpumep:

app:
hosts:
ocs—-app.local:
subsystems: auth, appstore, emm,mt, pkgrepo,
acenterapp02:
ocs-push.local: push

OnucaHue nopaaKka  3adaHWs  aapecoB B MHBEHTApHOM  dailne

inventories/hosts.yml npmeegeHo 8 n. 3.9.12.
8.3. OtaenvHan yctaHoBka NCY (ycraHoBKa 16 1 MCY)

Ona otaenbHon yctaHoBKkM [ICY HeobBXOAMMO  BbIMOAHUTL  C/eAyHOLLYHO
nocneaoBaTeNbHOCTb AENCTBUM:

8.3.1. BoinosHMTL nocnefoBaTe/ibHOCTb NencTeumn, npeasycMOTPEHHYIO
n.3.2-3.5.1.

8.3.2. YctaHoBuTb 1B 1 MCY ¢ nOMOLLBIO KOMaHAbI:

ANSIBLE USER="<uma nojb3oBaTena>" ./deploy-ac.sh —--subsystems
auth, push

8.3.3. BbinosHMTL nocnefoBaTe/IbHOCTb NencTeumn, npeasycMOTPEHHYIO

n.3.5.3-3.5.5.
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9. BAPUAHTbI YCTAHOBKU CYB/,

9.1. HeknactepHas (standalone) yctaHoska CYB/]

B OaHHOM BapwuaHTe yCTaHaB/AMBAETCA TOJIbKO oAMH cepsep BbA. [MpumeHAeTcA
TaKas yCTaHOBKa B 04HOHOA0BOM KoHuUrypaumm MMNO (n 2.3.1 1 2.3.2).

[Ona Toro, 4toObl BbINONHUTL standalone YCTAaHOBKY cepBepa b/l A0CTaTOYHO B
MHBEHTApPHOM ¢alne inventories/hosts.yml B nMpouecce HAaCTPOMKM KOMMOHEHTOB
cpeapl ¢yHKUMOHMpoBaHMa MO (n. 3.4.1) 3apaTh aapec XocTa, Ha KOTopbIin byaet

yCTaHoB/1ieH cepsep b/l, Hanpumep:

postgresqgl:
hosts:
ocs-db.local:

9.2. YctaHosKa CYB/] B KnactepHOM KoHurypaumm

KnactepHaa ycTaHoBKa cepsepa b/l npumeHaeTcAa B KaTacTpodOyCTONYMBOM
KnactepHo KoHourypaumm [MNO wn npeanonaraeT ycTaHOBKYy KnactepoB CYB/ B
Heckonbkux UO/dax (n. 2.3.6).

BHUMAHWE! Mpwn yctaHoske MMNO B KNacTepHOM KOHUTYpaUmm He aonycKaeTca
yCTaHaBAMBaTb cepBepbl npunoxeHni MMO n cepsepbl B Ha og4HOM XOCTe.

[Ons yctaHoBkM CYB/[l B KnacTtepHoM KoHdUrypaumm Heobxoammo B npolecce
HAaCTPOMKM KOMMNOHEHTOB cpeabl GyHKUMOHMpoBaHua [MO (n. 3.4.1) BbINOAHUTH
cnepytouime HaCTPOMKM:

9.2.1. B Katanore inventories CO cuUeHapuamn yctaHoBkM [1MO co3gaTb
OKPY)KEeHUsA Ansa ocHoBHoOro (primary) n pesepsHoro (standby) KnactepoB ¢ MOMOLLbIO

CNeAyroLMX KOMaHA:

mkdir -p inventories/<HasBaHME OKPYXEHMUI>
cp inventories/hosts.yml inventories/<Ha3BaHue OKPYXeHUS>/
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Hanpumep:

mkdir -p inventories/ocs-primary
cp inventories/hosts.yml inventories/ocs-primary/
mkdir -p inventories/ocs-standby
cp inventories/hosts.yml inventories/ocs-standby/

MoapobHaa nHdopmauma o HacTporku MMNO AnA yCTaHOBKM €ro Ha pas/inyHble
OKpYy*eHunAa npueedeHa 8 n. 3.9.14.
9.2.2. BbINONHUTb HACTPOWMKY WMHBEHTApPHOro d®anna hosts.yml A8 OCHOBHOIO

Kn1acTtepa

Ona 3TOrO B NHBEHTAPHOM danne inventories/<HasBanue
okpyxeHMsa>/hosts.yml HEOOXOAMMO 334aTb CAeAyOLIME NAaPaMETPbI:

— patroni cluster — Ha3BaHWe KnacTepa. HasBaHue Knactepa AOKHO MMETb
cnepyouwmin GopmaT <uasBaHMe KJlacTepa>-<Tul KjacTepa>. |MN KNactepa A0/KeH

ObITb primary (OCHOBHOM). Hanpumep:

patroni cluster: ocs-primary

— keepalived cluster vip - BWpPTyanbHbl IP-agpec (virtual IP), koTopblit

byaeT NpMCBOEH aKTMBHOMY cepBepy b/l B OCHOBHOM K/iacTepe, Hanpumep:

keepalived cluster vip:
ocs-primary: 192.168.1.60

NMPUMEYAHUE. BupTtyanbHbin |IP-agpec wcnonb3yeTcA Aaa NOAKAKYEHUS
NPUNOXKEHWUI (KNMEHTOB) K akTUBHOMY cepsepy b/.

— ajpeca XOCTOB, Ha KOTopble byayT yCTaHOBAEHbI cepsepb! B/, Hanpumep:

postgresqgl:
hosts:
acenterdbO1:
acenterdb02:
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— afpeca XOCTOB, Ha KOTOpPble 6y,£I,yT YCTaHOB/1EHbI areHTbl Consul. T.K. areHTbl
Consul YCTaHaB/IMBAKOTCA Ha cepsepbl b, N0O3TOMY BMeCTO XOCTOB AOCTAaTOYHO YKa3aTb

roynny postgresql:

consul agents:
children:
postgresqgl:

BHUMAHWE! He nonycKkaeT ycTaHOBKa areHTa u cepsepa Consul Ha ogHom xocTe.

Mpumep MHBeEHTapHoOro dalna ANA OCHOBHOrO KiaacTepa npuBedeH B danne
samples/ac/inventories/hosts-patroni-two-dbnode-primary.yml.

9.2.3. BbINONHUTb HACTPONKY WMHBEHTAPHOro ¢anna hosts.yml ANA PE3ePBHOrO

(standby) knacTepa

Ona 3TOro B NHBEHTAPHOM danne inventories/<HaszBaHue
okpyxeHusa>/hosts.yml HEOBXOAMMO 3a4aTb CAeaytoLIMe NapaMeTPbI:

— patroni cluster — Ha3BaHWe KaacTepa. Ha3BaHWe Knactepa AO/MKHO UMETb
cnegymnumﬁ ¢OpMaT <Ha3BaHME OCHOBHOTO KJacTepa>-<Tul kjacrepa>. [WMN

Knactepa A0/KeH ObiTb standby (pe3epBHbIN). Hanpumep:

patroni cluster: ocs-standby

— keepalived cluster vip-BuWpTyanbHble IP-agpeca (virtual IP) ana akTmBHOrO
cepepa bJ] B ocHoBHOM Knactepe u ana StandBy Leader cepsepa b/l B pe3epBHOM

Knactepe, Hanpumep:

keepalived cluster vip:
ocs-primary: 192.168.1.60
ocs-standby: 192.168.1.61

— aApeca XOCTOB, Ha KoTopble ByayT ycTaHOBAeHbl cepBepbl b pe3epBHOro

Knactepa, Hanpumep:
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postgresqgl:
hosts:
acenterdbll:
acenterdbl?2:

— ajZlpeca XOCTOB, Ha KoTopble byayT ycTaHoBAeHbl areHTbl Consul. T.K. areHTbl
Consul yctaHaBnmBatoTca Ha cepsepbl b1, MO3TOMYy BMECTO XOCTOB [0CTAaTOYHO yKas3aTb

roynny postgresql:

consul agents:
children:
postgresqgl:

BHUMAHME! He nonycKkaeT ycTaHoBKa areHTa u cepsepa Consul Ha oAHOM XOcCTe.

Mpumep MHBEHTapHOro danna Ans Pe3epBHOro Knactepa npuBeaeH B danne
samples/ac/inventories/hosts-patroni-two-dbnode-standby.yml.

9.2.4. BoinonHnTe  apyrme  Hactporku  [MMNO 1M KOMMNOHEHTOB  cpeapbl
dyHKUMOHMpoBaHuMA MMO B cooTBETCTBMM C NNoapasaene. 3.4 .

9.2.5. BbINOAHUTb YCTAHOBKY KOMMNOHEHTOB cpeapbl PyHKLUMOHMpoBaHKMa MMO 1 MNMNO
B COOTBETCTBMM C NOApa3aenom 3.5 A1A KaXKA0ro KaacTepa, yKa3aB B KOMaH4axX YCTaHOBKM

NyTb K MIHBEHTAPHOMY dalny UAM Ha3BaHME OKPYKEHUA.

[MpMmepbl KOMaHA:

— KOMaH/a YCTaHOBKM BCEX MAaKEeTOB Ha CepBepPbl NPUAOKEHNN 1 cepBepbl BA:

ansible-playbook -i inventories/<Has3BaHue OkKpyxeHus>/hosts.yml play-
managed-node-prerequisites.yml -vv -u <uMsa [IOJIL30BATEJIA>

— KOMaHZAa YCTaHOBKM KOMMOHEHTOB cpeabl PyHKLMOHUPoBaHMA MMNO:

ANSIBLE USER="<uma nojb3oBaTena>" ./deploy-infra.sh --env "<uaszBaHue
OKpyXeHua>"

— KOomaHpAa yctaHoBkM [M110:

ANSIBLE USER="<uma nojbszoBaTena>" ./deploy-ac.sh --env "<uaszBaHue
OKpyXeHua>"
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10. YCTAHOBKA 1IN0 B KUBERNETES

BHUMAHMUE! [aHHbIN PYyHKUMOHAN ABNAETCA 3SKCNEPMMEHTANbHbIM M MOXKET

coaepatb OwWmMbKKU. B cnyvyae BO3HMKHOBEHWMA owMboK Heobxoammo obpaTtuTbCca B

cny>K6y TEXHNYECKOM noaadepXKn npeanpmnAaTnAa-n3rotoBuUTeNA.

10.1. NopAanok pa3sepTbiBaHNA U HACTPOMKK CepBepa NPUNOKEHUN

B tabnuue (Tabnuua 31) npuBeaeHbl NPOrpaMmMHO-annapaTHbie XapakTepPUCTUKM

cepBepa NPUIOKEHUN.

Tabnuua 31
MapameTp 3HayeHune
Testing Production
[Npoueccop 2 aapa 5anep
Obbem onepaTMBHOM NAMATH 576 676
Obbem »ecTKoro Amcka 4016 4016

OC (pekomeHayemas)

Ubuntu 22.04

MO ans ynpaBAeHUs KOHTeMHepamm

Kubernetes Bepcum 1.25 nnn Bbiwe, nnbo cbopka

oT Canonical microk8s

Ana pa3BepTbiBAHNA N YCTaHOBKK CepPBEpPA I'Ipl/IfIO)-KeHl/II\/II HEO6XO,£I,I/IMO BbIMO/HUTD

cneaywoume AencTBns:

10.1.1. YCcTaHOBUTb Ha CepBep MPUNOKEHUN HEeobXOoAMMble MaKeTbl C MOMOLLLIO

KOMaHab!:

apt update && apt -y install ansible python3-pip curl snapd

pip3 install kubernetes

snap install microk8s -classic

10.1.2. Ans paboTbl cueHapues ycTaHoBKK MO HeobxoaAnMo ycTaHOBUTL B ansible-

KO/Inekunnm nnarnHbl kubernetes.core n community.general C MOMOLbO KOMaHbl:

ansible-galaxy install --role-file requirements-k8s.yml --ignore-

errors —force
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10.1.3. BKAtounTb  paclwimpeHme  hostpath-storage, Heobxoaumoe  ANs
coxpaHeHua AaHHbIx stateful-npunoxkeHnin (NPUNOKEHNN, KOTOPLIM TPEBYETCA COXPaHATb

ﬂ,aHHbIe), npwn nepesarpys3ke I-(OHTeleepOB C MOMOLLbKO KOMaHAbl:

microk8s enable hostpath-storage

10.1.4. BKNtoYmnTb pacliMpeHme metalib, Heobxoammoe Ans AOCTyNa K CepBMUCAM

MMNO (nopTbl 80 1 8009) cHapy*KKn KnacTepa, C NOMOLLbIO KOMaHAb!:

microk8s enable metallb:<mmamnazoH IP-aIpecoB IIOICETU CepBepa
[IPUIIOXE HUM >

Hanpumep:

microk8s enable metallb: 10.188.25.196-10.188.25.197

MPUMEYAHUE. Yncno IP-aapecoB B Anana3oHe MOXKET ObITb He MeHee ABYX LWTYK.
10.1.5. Y6eauTbca, 4TO pacliMpeHns microk8s M metallb YCNELWHO BKAOYEHbI U

Haxo4ATCA B CMMUCKe A0CTYMHbIX (enabled) pacluMpeHMii C MOMOLLLIO KOMaHAb!:

microk8s status

10.1.6. Ana yaobctBa pabotel ¢ Kubernetes pekomeHayeTcs yCTaHOBUTb

KOHCOﬂbHHmKﬂMeHTk9S,aTamKekubectl(:ﬂOMoqu)KOMaHAI

wget
https://github.com/derailed/k9s/releases/download/v0.32.3/k9s linux_ am
de4d .deb

dpkg -1 k9s linux amd64.deb

curl -LO https://dl.k8s.io/release/ curl -LS
https://dl.k8s.io/release/stable.txt /bin/linux/amd64/kubectl

chmod +x ./kubectl

sudo mv ./kubectl /usr/local/bin/kubectl

10.1.7. ina paboTbl 1M3-noa HEeNPUBUIErMPOBAHHOIO NO/b30BaTENA HEOOXOAMMO

AOMNOJHNTENIbHO BbINMO/IHNTL ChedyroLlme KOMaHAbl:

USER=<umMA [noOJIb30BaTEJISg>

sudo usermod -a -G microk8s S$SUSER
sudo mkdir -p ~/.kube

sudo chown -f -R SUSER ~/.kube
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ﬂaﬂee,ﬂepe3aﬁﬂ4ByquHWO3aHMCbb4HOCﬂeaTON)BHﬂOﬂHMTbKOMaHAy

microk8s config > ~/.kube/config

10.2. NMopaaok yctaHoskm MMO B Kubernetes

10.2.1. Co3aaTb Ha cepBepe NPUIOKEHUIN OTAENbHbIM KaTaNor, CKONMPOBATb B HErO

cogepxumoe DVD c MNMO n nepenTi B CO3A4aHHbIN KaTanor C MOMOLLbIO KOMaHb!:

cd <nyTh K KaTaJory>

10.2.2. MNepenTn B KaTanor /server C NOMOLLbK KOMAHAbI:

cd <OyTh K KaTaJIoTy Server>

10.2.3. 3anycTnTb  installer-ac.sh  (MAM  installer-ac-mt.sh WK

installer-ac-mt-spr.sh®) c NOMOLbIO KOMaHAbI:

bash installer-ac.sh

jZNEeZi

bash installer-ac-mt.sh

jZNEeZi

bash installer-ac-mt-spr.sh

10.2.4. O3HakoMUTbCA C  «JIMUEH3MOHHBLIM COr/lalleHNEM» U MNPUHATL €ro B
cooTBeTcTBMM C Nn. 3.3.7.

10.2.5. MNepentn B KaTanor CO CUEHAPUAMW YCTAHOBKWM (KaTanor: /install-
<Bepcmua MIO>/install-ac/ WAN /install-<Bepcusa IIO>/install-ac-mt/ WU
/install-<Bepcus IIO>/install-ac-mt-spr/).

10.2.6. ChpopmmpoBaTb KOHPUTYpaLUMOHHbIe panabl MNMO

[lna aToro HeobxoAMMO MPUAYMaTb Ha3BaHME OKPYKeHWs (Hanpumep, k8s) M

3anyCTUTb CKPUNT reHepaummn KoHOUrypaumMoHHbIX GainoB BbINMOAHUTL KOMaHAY:

./deploy-k8s.sh -e <uaszBauue okpyxeumus> -A configs

B npouecc BbINOAHEHMA CKPUNTA HEOOXOAMMO B MHTEPAKTMBHOM pexume 3a4aTb

cnegyrouine napameTpbl:

14 HassaHue dalina 3aBmcuUT oT BapuaHTa noctasku MMO.
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— deployment mode — PEXWM YCTAaHOBKU (testing WANM production). Pexunm
testing PEKOMeEHAYeTCA NCNONb30BaTb B 03HAKOMMUTENbHbIX Lenax. [pm MCnoab30BaHMM
PEeXMMa testing: BCE KOMMOHEHTbI cpeabl PYHKUMOHMPOBAHMA YCTaHABAMBAKOTCA B
OAHOM 3K3emnnspe 6e3 pe3epBMPOBAHMA, OTCYTCTBYET HEOOXOAMMOCTb B HACTPOMKM
BHelwHero 6anaHCMPOBLIMKA (BCe yCTaHAaBAMBAETCA Ha ingress-KoHTponnepe Kubernetes),
KOHTEeMHepam MeHblle BblAeNAeTCA pecypCcoB NpoLeccopa 1 onepaTMBHOM NaMATH.

— external ip — BHewHwun IP-agpec, no kKotopomy byaeT goctynHo [1MO
(BbIbMpaeTca Kak ntobon cBOOOAHbIM aApec M3 AMana3oHa, KOTOPbIM yKasbiBaaca npu
YCTaHOBKE pacWwuMpeHms metalib. NOCMOTpeTb HACTPOEeHHbIM Auana3oH |P-aapecos
MOXHO B MapameTpe .spec.addresses, KOTOPbIM MOMHO MNOJYYUTb C MOMOLLbIO

KOMaH/4bl:

kubectl get ipaddresspool -A -o yaml

— DNS domain - BHELWHMA AOMEH, KOTOPbIA BMECTE C Ha3BaHMEM OKPYMKEHUSA
oynetr ¢opmunposatb URL-agpec MMMO http(s)://<HazBanme OKpPyxeHUsa>.<DNS
domain>;

— cluster name — UMA Knactepa Kubernetes, B KoTopbli ByaeT yCTaHOBAEHO
MMO. Knactep npeaBaputenbHO A0/KeH bbiTb co3aaH. [TOCMOTPETb CMMCOK KNacTepos

MOXHO C NOMOLW,bKO KOMaHAbI:

kubectl config get-clusters

— storage class — Ha3BaHMWe Knacca xpaHunuuia Kubernetes (StorageClass), ¢
KOTOpbIM OyaeT co34aBaTbCA TOMa XpaHeHusa JaHHbix (volumes) ans  stateful-

I'IpVIJ'IO)HGHVIVI. HOCMOTpeTb CMMCOK KNaCCoOB XPaHUANLL MOXKHO C MOMOLLBbHO KOMAHAbI:

kubectl get storageclasses

— public key — OTKpbITbI ssh-katou nonb3osatena OC, M3-nog KOTOpOro
3anyckaetca yctaHoBka [MO. [Mpn HEOOBXOAMMOCTM  KAKOYEBYID MNapy MOMXKHO

CHOPMMPOBATL C MOMOLLLIO KOMAHAbI:

ssh-keygen -t rsa -b 4096
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— nfs server —NFS cepBep, nCNonb3yemblt ANa XpaHeHUa GanaoB NPUNOKEHWI
(MKOHKMK, cKpnHWOTbI, RPM-nakeTbl) 1 naketoB OC. Ecnmn npeanonaraetca Mcnoab3oBaThb
BHELWHWNIM cepBep, TO HEOOXOAMMO yKaszaTb ero IP-agpec (40 YCTAaHOBKM Ha HeM yxe
NONKHbI ObITb CO34aHbl KaTanoru cornacHo noapasaeny 3.8). Ecav rotosoro NFS cepsepa
HeT, TO HeobXxoAMMO OCTaBMTb 3TO Moae NycTbiM, B AaHHOM cnydae NFS cepsep byaet
yCTaHOB/IEH aBTOMaTM4ecKn BHyTpu Kubernetes.

Mpumep 3a4aHMA NapPamMeTpOoB:

./deploy-k8s.sh -e k8s -A configs

Please answer a few questions for creating k8s stage configs and
inventories -

Choose Aurora Center deployment mode [testing/production]: testing
Aurora Center external IP: 10.188.25.196

Aurora Center external DNS domain: mydomain.ru

K8s cluster name: microk8s-cluster

K8s storage class name: microk8s-hostpath

SSH public key, that will be used for connections to the Management
Server:

ssh-rsa
AAAAB3NzaClyc2EAAAADAQABAAABgQCSAOABANTgrVXIcCPrgkuXMXOIOy272629IKTM+D
xJTwjEJ1In78a50xr9P/rdGOSENWFQRZ3pBeINCiYWB8OgqvLMEOhCBQQ498EI64DnC7BepS
4tSQyiPnIaprChQBD9VBx41eMUMhoR101tCHeO0cqgCBtjvRgp/3Z2JScPLMCStU29¢cJ310nP
P29+ JduN9FRO5f17/MG1h4MetWFcYc6D2eQJ78pAJ0+1COKEAZpzLRWAQdwdmkI+ukOob2
uunEjOeows2yCumXcKiNpOcp0zV+Kt6y2072rVWrPXN1Zs8wya7dmCULmjKzkOP18GvAT7LE
fHBYWXBBnvcI9P7P/86wVwecLrjubmdNTAsDONO+pdlvuuH89Pz8vQxjHEaNPho/Q38RhUX
5E1P4jsNIUVOsgVwdfnJIPCdyL7KaI+GOd332YEB8tPHUULCX+wOKCO10gzkwUPMEXTNh6V
HhO40PthwbCEgZv5jgraWbD5JgcIX1ELtSZZ2SMo9WUXaBsNbOt1Gts= root@ubuntu2?2

NFS server for shared storage(ip/hostname or leave empty to deploy in-
cluster nfs server):
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B pe3ynbTate BbINOAHEHMA CKpMNTa, OyayT CPOPMMPOBAHLI MHBEHTAPHbLIN Gann
OKPYXEHNA inventories/<Has3BaHue okpyxenmsa>/hosts.yml, a TaKxKe
KOH¢MprauMOHHHe ¢aﬁﬂbl B config/environments/<HazBaHwue OKpYyXeHus>/.
MoapobHaa MHOOPMaUMA O KOHOUIYPaUMOHHbLIX alnax OKPYXKeHW npuBedeHa B
n. 12.2.8. MNpu HeobxoaAMMOCTU U3MeHEHMA B AaHHble Galiibl MOXKHO BHECTU BPYYHY!O.

10.2.7. BbInonHUTb ycTaHOBKY 110 ¢ NOMOLLbIO KOMaHAb!

bash deploy-k8s.sh -e k8s

B cnyyae ycrnelwHom ycTaHOBKM byaeT BbiBEAEHO CO0bLLeHWe cneaytoLLero Bnaa:

Congratulations, all done!

You can access AC from the following URLs -
Ul: http://k8s.mydomain.ru/auth/admin/
management-server: ssh ocs@k8s.mydomain.ru

'Warning!

check that k8s.mydomain.ru has a correct DNS record
k8s.mydomain.ru A 10.188.25.196

or alternatively add to yor local /etc/hosts file
10.188.25.196 k8s.mydomain.ru

MepBoOHa4yanbHbIM Bxoa B (MO ocyuwectBasetTca C  nomoluipto  KoHconm
aaMuMHUCTpaTtopa 1B M npeayCcTaHOBAEHHOM Y4Ye€THOM 3alMcM B COOTBETCTBUM C

noapasaenom 3.6.
10.3. Nopaaok yaanexua NNO u3 Kubernetes

Ynanenue MMNO n3 Kubernetes ocylecTBAAETCA C NOMOLLbIO CAeAYOLNX KOMaHA,:

bash deploy-k8s.sh -e k8s -A delete
kubectl -n k8s delete pvc --all
kubectl delete ns k8s
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11. KOHOUTYPALIMOHHbBIE ®AW/bI CUEHAPUEB YCTAHOBKM CPEADI
®YHKUMOHUPOBAHWA

11.1. KoHpUrypaumoHHble paitsibl CLieHapmeB YCTaHOBKM cpeabl QYHKLUMOHMPOBAHUA

11.1.1. UuBeHTapHbIM dain inventories/hosts.yml

B MHBEHTapHOM daline inventories/hosts.yml COAEPKATCA agpeca CepBepoOB
(MmeHa XOCTOB), Ha KOTOpble yCTaHOBAEHbl (ByayT yCTaHOBAEHbl) KOMMOHEHTbI Cpespbl
dyHKumoHmnposaHua MMO n noacuctemsol MMO. OnncaHne cekumin MHBeHTapHoOro ¢Ganna

inventories/hosts.yml npuseaeHo B Tabanue (Tabaunua 32).

Tabnuua 32

CeKuua KoOHPUrypaumoHHoro ¢gaiina OnucaHue

all.children.ocs.vars. patroni_c Ha3sBaHuMe KJacTepa CyB.ﬂ‘ Postgres
luster

all.children.ocs.vars.patroni_c | BuptyanbHble IP-agpeca (virtual IP), KoTopble
luster.keepalived cluster vip | gy 1t npycsoersl akTsHOMY cepsepy B/ B
OCHOBHOM Knactepe 1 StandBy Leader
cepsepy b/l B pe3epBHOM Knactepe

all.children.ocs.children.app CepBepa I_Ipl/lﬂO)‘KEHl/ll\/ll nno

all.children.ocs.children.conte | KouTeHT-cepBepa
nt
all.children.ocs.children.postg | CYE/] Postgres
resqgl.hosts

all.children.ocs.children.nginx BaﬂaHCI/IpOBU.Ll/IK CepBmCoB «Nginx Web
Server»
all.children.ocs.children.consu | Cuctema O6Hapy>1<eHl/|ﬂ cepBucoBs «Consul»
1 cepBepa NPUIOKEHUN
all.children.ocs.children.consu CepBepa CUCTEeMbI O6Hapy)+(EHl/lF| cepBuncos
l.children.consul servers «Consul»

all.children.ocs.children.consu | AreHTbl CUCTEMbI ODHAPYMKEHWA CEPBUCOB
l.children.consul agents «Consul»
all.children.ocs.children.consu CMCT@mao6HapymeHMHcepBMCOB«COnSUW
1 content KOHTEHT-cepBepa
all.children.ocs.children.consu | CpeacTBo ynpasaeHua KoHGUrypaumamm

1 template cepsucos «Consul Template»
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CeKuma KoHPUrypaumoHHoro ¢painna OnucaHue

all.children.ocs.vars.patroni_c | HassaHue knacrtepa CYB/, Postgres

luster

all.children.ocs.vars.patroni_c | ByprtyasnbHble IP-agpeca (virtual IP), KoTopble

luster.keepalived cluster vip OyayT NPUCBOEHbI aKTUBHOMY cepBepy b/l B
OCHOBHOM K/iacTepe 1 StandBy Leader
cepsepy b/] B pesepBHOM Knactepe

all.children.ocs.children.app CepBepa an]ﬂO)'l'(eHl/]l\/ﬁ nno

all.children.ocs.children.conte | KouTeHT-cepBepa

nt

all.children.ocs.children.postg | CYB/] Postgres

resqgl.hosts

all.children.ocs.children.nginx BanaHCMpOBLLl,VIK CepBMCOB «Nginx Web
Server»

all.children.ocs.children. CepBuC rapaHTUPOBAHHOM AOCTABKM

nats_streaming server coobuieHnit NATS Streaming Server

all.children.ocs.children. redpa CepBVIC rapaHTVIpOBaHHOP'I OOCTaBKK

nda coobLeHunii «Redpanda»

all.children.ocs.children.redis CyB'ﬂ‘ Redis ON1A XpaHEeHUA Ceccm[}']

.children.redis masters

all.children.ocs.children.redis | Redis Sentinel o6ecneunsaeT BbICOKYIO

.children.sentinel focTynHocTb CYB/ Redis

a}l .children.ocs.children. synct ﬂpmnomeHme AN CUHXPOHM3aLUMKn d)af/']ﬂOB

hiing Syncthing

®ann cueHapus YyCTaHOBKW AN YCTAHOBKW cpedbl GyHKUMOHMpoBaHMA MMNO Ha

1 cepBepe ¢ JOMEHHbIM UMEHEM ocs-app.local MMEET CAeayoLlnin BuA;

all:
children:
oCs:
vars:
# patroni cluster: ocs-primary
# keepalived cluster vip:
# ocs-primary: X.X.X.X
children:
app:
hosts:
ocs—-app.local:
content:
hosts:
postgresqgl:
hosts:
ocs—-app.local:
nginx:
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children:
app:
content:
consul:
children:
consul servers:
children:
app:
consul agents:
children:
# postgresql:
consul content:
children:
content:
consul template:
children:
app:
content:
nats streaming server:
children:
app:
redpanda:
children:
app:
redis:
children:
redis masters:
children:
app:
sentinel:
children:
app:
hosts:
syncthing:
children:
app:

11.1.2. HacTponKM cCLEeHapueB YCTaHOBKK cpedbl ¢GyHKUMOHMpoBaHua TMO B
KOHPUrypaumoHHbix  dainnax config/vars/ vars.yml u config/subsystems/<Ha3BaHune

noacucremsl>/vars/ vars.ymil

B AaHHbIX KOHPUIypaLMOHHbIX dalnax 3adatoTcA HACTPOMKM  CleayroLimx
KOMMOHEHTOB cpeabl pyHKUMoHMpoBaHua MMO: Redpanda, Consul, CYB/ Redis n CYb/
PostgreSQL. KoHdurypaumoHHble dainbl  vars.yml MCNOAb3YIOTCA TONbKO B npouecce

YCTAHOBKM.
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OnucaHWe napameTpoB KOHOUIypaLMOHHbIX GalinoB vars.yml NpuBeAEHO B

KOHPUTIYpaLUMOHHbIX Gainax B BUAE KOMMEHTAPMEB.

11.1.3. HacTponKM nNaponemn n ceKpeToB KOMMNOHEHTOB cpeabl GYHKLMOHNPOBAHMS
B KOHOUrypaumoHHbix darnax config/secret.yml wn config/subsystems/<Ha3BaHue

noacuctembl>/secret.yml

B AaHHbIX KOHOUIYpPaUMOHHbIX dalnax 3a4atoTcsa Napoan N CEKPETbI CAeayOLLNX
KOMMNOHEHTOB cpeabl PpyHKUMOHMpPoBaHMA MMO: Redpanda, Consul, CYB/[ Redis n CYB/
PostgreSQL.
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12. KOHOUTYPAUMOHHBIE ®AM/IBI NMMNO
(CLLEHAPUEB YCTAHOBKM MNO)

12.1. O6bwasa uHPopmaLma 0 KOHPUIYPaALMOHHbIX paitnax MMNO

MPUMEYAHUE. OnuncaHre napamMeTpoB KOHOUIYPaUMOHHbIX $ailaoB cLeHapues
yctaHoBKu MNMO m MMNO npuBeaeHO B KOHPUTYPALUMOHHbIX Gainnax B BUAE KOMMEHTAPUEB.
CTpyKTypa KOHPUrypaumoHHbix darnos MO B obuwem Buae npuBeaeHa Ha
pucyHke  (PucyHok 28). MupHbIM  WwWpndTOM  BblaeneHbl  Ganabl, noanexaline
pefaKTMpoBaHMO.  PedaKTMpoBaHMe  NapameTpoB B OCTadbHbiX — daniax  He

npegnonaraeTcAa.

/var/ocs/config/
—— environments
L <Has3BaHUE Opr?KGHI/[H>
vars
L— vars.yml
— config.yml
—— subsystems
<Ha3BaHME [NOICUCTEMBI>
—— applications
—— <Ha3BaHMe CcepBuUCa>
—— vars
—— services.yml
—— vars.yml
- config.yml
—— internal.yml
—— scopes.yml
—— config.yml
—— internal.yml
—— secret.yml

PucyHok 28
MO coaepxnT cnenytoLime TUNbl KOHOUTYPaALLMOHHbLIX GaliNoB:
— KOHUrypaumoHHbit dann MMNO (/vars/ocs/config/config.yml);
— KOHOUIYpaUMOHHble dannbl noacucrem rnro

(/vars/ocs/config/subsystems/<uaspaHue nomcucTemer>/config.yml);

170




— ~] OTKPbITASA
PyKoBOACTBO aAMUHMUCTPATOPA | .“422%‘335'»‘22

— KOHOUIypaumoHHble Galnbl C NAapoasAMM M TOKEHAMM KOMMOHEHTOB cpeapl
dyHKUMOHMPOoBaHMA MNMO (/vars/ocs/config/secret.yml);

— KoHdUrypaumoHHble ¢dannbl  cepsucos  (moaynen) TMMNO  (/vars/ocs
/config/subsystems/<HazBaHue noncucrTemu>/applications/<HazBaHue
cepsuca>/).

B KoHbUrypaumoHHom dparine MMO coaepratca HacTporku MMMO.

B KOHOUIypaLUMOHHbIX Galiax NoACMCTEM COAEPKATCA HACTPOMKKM noacmctem [MI10.
Take B KOHUrypaumoHHble ¢annbl MOACUCTEM BblHECEHbI (MOryT OblTb BbIHECEHDI)
OTAeNbHble HAacTPOoMKKM cepBuncos MNMMO, KOTopble MOXKET M3MeHATb aamuHmucTpaTtop MMNO. B
NAaHHOM C/ny4ae B KOHPUrypauMoHHOM daline COAEePHKMUTCA CeKUMA C MMEHEM CepBMUCa.
Hanpumep, cekuma Ansa cepeBuca ocs-auth-accounts-users-api BbIIIALANT CAE4YHOWLMM

obpasom:

ocs-auth-accounts-users—-api:

##

# The number of recently used passwords,

# which system will store for forbidding use it for new password
creating.

##

passwordHistoryDepth: 3

##

# Maximum inactivity period 45 days.

# If account not use system during this time, account will be
blocked.

# Must be greater or equal to OIDC refresh token lifetime.

##

maxAccountInactivityPeriod: "1080h"

BHUMAHUE! PepaktnpoBaHMe KOHOUIYpaLUMOHHbLIX $alnoB CepBMCOB He

npegnonaraeTcA.
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12.2. O6bwasn nHdopmMauma 0 KOHPUIYPaLMOHHbIX pannax cueHapues yctaHosKu MO

CTpYKTYpa KOHGUTYpaLMOHHbIX GpalinoB cleHapues ycTaHosKM MMO B obuiem Buae
npuBeaeHa Ha pucyHke (PucyHok 29). HupHbim wpudTom BblaeNEeHbl  dalinbl,
noa/iexalme peaakTMpoBaHuio. PelakTnpoBaHie napamMeTpoB B OCTa/ibHbIX dalinax He

npegnonaraeTcAa.

install-ac-mt
—— config
—— environments
L — <uasBanme oxpyxenms>
—— subsystems
L <HasBaHMe I[NOICUCTEMEBI>
—— applications
L — <uasBaume cepsuca>
—— vars
—— services.yml
— _vars.yml
—— config.yml (unmn config.yml.j2)
—— internal.yml
—— scopes.yml

— vars
L— vars.yml

—— config.yml.j2

—— internal.yml

—— yvamllint.release.yml
— secret.yml
inventories

— <Ha3BaHUEe OprerMF{>
— hosts.yml

PucyHok 29

CueHapuum yctaHoBkM TMO coaep:kaT cneayouime TUnbl KOHOUIYPaALMOHHbIX
darnnos:

— WHBEHTAPHbIN pain inventories/hosts.yml;

— KOHOUIYPALMOHHbIN bann cueHapuAa YCTaHOBKM rro
config/vars/ vars.yml,

— KOHOUrypaumoHHble  dalnbl  CUeHapueB  yCTaHOBKM  noacuctem  [MO

config/subsystems/<HasBaHme nomcmucTeMs>/vars/ vars.yml,

— wabnoH koHdurypaumnmoHHoro darna MMO (config/config.yml.j2);
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— KOHOUrypaumoHHble dannsbl noAcucTem nno
(config/subsystems/<uasBaHue nomcucTeMmsr>/config.yml);
— WabnoHsbl KOHPUTIYpPaLMOHHbIX dannos noAacucTem Mno

(config/subsystems/<uasBanue nomcucrems>/config.yml.j2);

— KOHOUIypaLUMOHHble bannbl cepBucoB (moaynen) nno
(config/subsystems/<uaspaHue noncucTeMe>/applications/<uazBanue
cepsuca>/);

— KOHOUTYpaUMOHHbIA daln C NapoNamMM U TOKEHaMW KOMMOHEHTOB cpefpbl

dyHKuMoHnpoBaHua MMNO config/secret.yml.
12.2.1. HBeHTapHbIM dain inventories/hosts.yml

B MHBEHTapHOM dalifie inventories/hosts.yml COAEPKATCA agpeca CepBepOB
(MMeHa XOCTOB), Ha KOTOpble yCTaHOBAEHbl (byayT yCTaHOBAEHbI) KOMMOHEHTbI cpeabl
dyHKumMoHmnposaHua MMO n noacmuctems MMO.

OnuMcaHne napameTpoB MHBEHTApHOro ¢anna inventories/hosts.yml

npusegeHos n. 11.1.1.

12.2.2. Obwmn KOHPUIYPaLMOHHbIN dann CLeHapues YCTaHOBKM

config/vars/ vars.yml

KoH®urypaumoHHbin ¢ann config/vars/ vars.yml ABAAeTCA OOWMM ANA BCeX
noacuctem u moaynen MMO u coaepKUT MNOAHLIA NepedvyeHb OOLKMX NapaMeTpos,
OTHOCALWMXCA K noacmctemam n moaynam [ro.

KoHourypaumoHHble darnbl  vars.yml WCNOAb3YOTCA TO/MbKO B MpoLecce
YCTQHOBKM, MpuU 3TOM KOHOUrypaumoHHble ¢ainbl config.yml (config.yml.j2)

MCMO/Ib3YIOTCA KaK B NPOLIecce YCTaHOBKM, TaK M B npoLecce akcnayaTtaumm Mro.
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12.2.3. KoHouMrypauyoHHble danabl cueHapueB ycTaHOBKM ana noacuctem MO

(bannbl: config/subsystems/<HassaHne noacucremsi>/vars/ vars.yml)

KoHburypaumoHHble dainbl _vars.yml MNOACUCTEM COAEPXKAT MNapameTpsl,
OTHOCALIMECA K KOHKPETHOM noacucteme. TakKe gaHHble Gpaiabl MOryT 6biTb 4ONOAHEHbI
napameTpamm 13 obuiero KOHPUrypaumMoHHOro Ganna, 3Ha4YeHUsA KOTOPbIX HEOBXOANMMO
nepeonpeaennTb ANA 3a4aHHOM NOACUCTEMBI.

KoHdurypaunoHHble ¢alnbl  vars.yml B OCHOBHOM COAEPXKAT HACTPOMKM
B3aMMOAEMNCTBMA MNOACUCTEM C  KOMMOHEHTaMW cpeabl  OYHKUMOHMPOBAHUA U

PacnosiaratoTcA B KaTasiore Co cueHapmnammn yCtaHoOBKKM Mo ciaeayrowemy nyTn:

config/subsystems/<unaszBaHue nomcucreMmer>/vars/ vars.yml

Hanpumep, KOHOUIypaUMOHHbIM dann vars . yml Ana Mb:

config/subsystems/auth/vars/ vars.yml

12.2.4. WabnoHbl KoHPUrypaunmoHHbIx pannos MMO n noacuctem MMO

Ha ocHoBe pgaHHbiXx ¢annoB B npouecce ycTtaHoBkM [MO  dopmupytoTcs
KOHPUrypaumoHHblie ¢pannbl MMO n noacuctem MMO. 3Ha4yeHWA NnapameTpoB B WabaoHax
KOHPUIypaunoHHbIX darnax noacuctem MMO 3aaa0Tca aAMUHUCTPATOPOM, a TaKxKe
CUEHapMAMKU YCTAHOBKM Ha OCHOBE 3HaYeHWM, 3aJaHHbIX AAMWHUCTPATOPOM B
KOHOUIYPauUMOHHbIX Gannax vars.yml.

[aHHble KOHGUIypaLMOHHbIe Galibl pacnosaratoTca No caeayolemy nyTu:

config/config.yml.j2
config/subsystems/<uasBaHme nomcucremu>/config/services/config.yml.j2

Hanpumep, wabnoH KoHbUrypaumoHHoro danna rMb:

config/subsystems/auth/config/services/config.yml.j2
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12.2.5. KoHOUrypaumoHHbIn dain ¢ Naponsmm M TOKEHAMM KOMMOHEHTOB cpeapl

dyHKUMoHMposaHua MMO config/secret.yml

B AaHHOM KOHQUrypaumoHHOM Gaine 3a4atoTca Napoam M ToKeHbl Redpanda,
Consul, CYB[ Redis, CYB/], PostgreSQL, a Tak»Ke CEKPETHbIN KAtOY KAMEHTOB (CEpBMCOB) U
KoY  WndpoBaHMA ceKkpeToB, XxpaHAwmxcAa B bA. Mpu yctaHoBke [MNO aaHHblE

KOHPUTypaLMOHHble ¢palibl KONUPYIOTCA Ha CEPBEPbI MPUNOKEHUN.
12.2.6. KoHourypaumoHHble dannbl noacmctem MO

B AaHHbIX KOHOMrypauMoHHbIX dalnax 3a4atoTcs  3HAYeHMA MnapameTpos
noacuctem MMO. B oTanyme oT wabnoHoB KOHPUTrypaumoHHbIX darnos noacmctem MMO
3HaYeHMA NapPaMEeTPOB 334at0TCA TOJIBKO aAMUHUCTPATOPOM.

NaHHble KOHGUTYpaUMOHHbIe dai/ibl pacnosaraTca No CAeAyoWwemy nyTu:

config/subsystems/<HazBaHue noncucreme>/config/services/config.yml

Hanpumep, wabnoH KOHPUrypaumoHHoro danna MNM:

config/subsystems/appstore/config/services/config.yml.j2

12.2.7. KoHpurypaumoHHble parnbl cepsmcos MMO

KoHurypaLumnmoHHbie palinbl CEPBMCOB PACcnoaaratoTca B KaTanore co CLeHapuamm

YCTaHOBKM NO caeaytoLemy nyTu:

config/subsystems/<Haz3BaHue noncucrTeme>/applications/<HazBanue
cepBuca>/

Hanpumep, KOHPUrypauynoHHble ¢alnbl cepBuca ocs-auth-adminconsole-ui

Mb:

config/subsystems/auth/applications/ocs-auth—-adminconsole-ui/

OnuncaHMe napameTpoB KOHOUIypauUMOHHbIX ¢alioB CepBMCOB NPMBEAEHO B
CaMMX KOHPUTYPaLIMOHHbIX daltnax B BUAE KOMMEHTapUEB.
BHUMAHMUE! PepaktnpoBaHune KoHOUTypauUMOHHbIX dannos cepsucos MO He

npegnonaraeTcAa.
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12.2.8. KoHoUMrypauymoHHble Gannbl OKpyReHui

B KOHOMIrypaUMOHHbIX dainax OKPYKeHMAa nepeonpenenatoTca napameTpsl

KOHPUTIYpPaLMOHHbIX pannos, onmncaHHbix B N. 12.2.1 - 12.2.7 Ana 3a4aHHOIr0 OKPY*KEHMA.

PacnonaratoTtca [aHHble KOHOUIypaLUnMoHHble bannbl B KaTasiorax
config/environments/<HazBahHue OKpPYyXeHMs>/ 7 inventories/<Has3BaHue
OKpYyXeHus>/.

BHUMAHWUE! B KoHPUIrypaUMOHHBLIX darnax OKPYXKEHWUM He [A0nycKaeTcs
MCMNO/1b30BaTb WabA0HbI KOHOUTYPALMOHHbLIX halnoB (pannoB C pacClMPEHNEM «.j2»).

[Ons nepeonpegeneHua napameTpa HeobXoAMMO BbINOAHUTL Caeaytolime
NEencTemA:

— CO34aTb B KaTa/siore inventories/<HasBaHue OKPyXeHMUSI>/ MHBeHTapHuﬁ
daln hosts.yml NO aHanormm c @anom inventories/hosts.yml M 334aTb B CO34aHHOM
dalne Tpebyemble 3HaYEHNA NAPaAMETPOB;

— C034aTb B KaTanore config/environments/<HazBaHue OKpYyXeHnI>/
TpebyemMblin KOHPUTYPALMOHHbBIN Galn C y4eTOM €ro pacnonoXKeHma B KaTanore config.

Hanpumep, AnAa nepeonpeaeneHna MNapameTpoB KOHPUrypaumoHHoro darna
config/vars/ vars.yml ANA OKPYXKEHWA release AO/KeEH OblTb CO34aH CAeayoWwmi
KOHQUIYPaUMOHHbLIM Gann: config/environments/release/config/vars/ vars.yml;

— CKonmpoBaTb Tpebyemblit NapameTp (BKAOYAA CeKLUMIO, B KOTOPYH BXOAUT
napameTp) M3 obuwero KoHburypaumoHHoro d¢akna cueHapues ycTaHoBku MO mam
KOHOUrypaumoHHoro daiina cueHapmes ycTaHoBKM noacuctem MMo;

— BCTaBMWTb CKOMMPOBAHHOE 3HAaYeHMe B aHaA/IOTMYHbIN KOHOUTYPALIMOHHbIM Gain
NNs 3a1aHHOTO OKPYXKEHUSA;

— 3a4aTb Tpebyemoe 3HaYeHne napameTpa.
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12.2.9. NMopsaaok paboTbl C KOHPUTYPALMOHHBIMKU GaNaMn CLLEHAPNEB YCTAHOBKM

Mno

MapameTpbl KOHOUIYpPaLMOHHbIX GalfioB ClLEeHapWeB YCTAaHOBKM MPUMEHSIOTCA

corflacHo npuopuTeTam, 3agaHHbiMm B Tabauue (Tabamua 33).

Tabnuua 33

Tvnbl KOHOUTYPALMOHHBIX

Katanor (umsa ¢aiina)

MopAnoK NPUMEHEHUA
napameTpos (npuoputet

darinos
NnapameTpoB)
Obwwme (ana scex noacmuctem |config/vars/ vars.yml 1 (camblt HU3KNM
n moaynen MNro) npuopuTeT)

KOHOUIypauynoHHble bannbl
(wabnoHsbl
KOHOUIYpaUMOHHbIX hainos)
cueHapues yctaHoBkK 1110

config/config.yml.j2

KoHdurypaumoHHble daitnsl  |config/subsystems/<Hassan |2
>

cLeHapueB YCTaHOBKM e momcycTeMt>/vars/

noacuctem MMO
Hanpumep,
config/subsystems/auth/va
rs/

Ob6wme (ana scex noacucTem config/environments/<uHase |3

n moaynen MNMo)

KOHPUIYpaLUMOHHbIe panbl
cueHapues yctaHoBKkK (1110
ANA 3a0aHHOTO OKPYXeHMUA

aHue
OKpyxeHmnsa>/vars/ vars.yml

config/environments/<HasB
aHue
okpyxenus>/config.yml

KoHdurypaumoHHble panbl
CLLeHapMeB YCTaHOBKM
noacucrtem MNMNO ans
33[@HHOr0 OKPYKEHMA

config/environments/<oxpy
XeHue>/<HasBaHUE
noncucTeMer>/vars/

4 (camMblit BbICOKMI
npuopuTeT)
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Mpn yctaHoske MMO napameTpbl KOHOUIYpaLUMOHHbLIX GaiioB NPUMEHATCS B
COOTBETCTBMM C MNOPSAAKOM, MNpuBeAeHHbIM B Tabauue (Tabauua 33), T.e. cueHapui
yCTaHOBKM  0bOpabaTbiBaeT CHa4vasna  KOHPUrypauMoHHble  (alabl B KaTajnore
config/vars/, 3aTem B KaTanore config/subsystems/<uasBaHue
nomcucreMer>/vars/ W T.4. Ecnn, Hanpumep, Kakon-nnMbo napameTp OAHOBPEMEHHO
33/laH U B config/vars/ M config/subsystems/<Hassaume noncucTemsr>/vars/, [0
6yﬂeT YCTaHOB/1EHO Cco 3Ha4YeHnem NnapamMeTpa, 3aadHHbIM B
config/subsystems/<Has3BaHue MNOOCHCTEME>/vars/

Huyke onucaHbl Npasuaa 0b6paboTKM cueHapuammM ycTaHoBku MMO napameTpos,
MaCCMBOBMCHMCKOB,eOW4OHMOAHOBpeMeHHOSaAaHbIBHECHOﬂbKMXKOH¢MprauMOHHHX
dannax.

Mpasnno 0bpaboTKM NapamMeTpoB: 3HaYeHWe napameTpa B KOHOUIypaLMOHHOM
daline c bonee BbICOKMM MPUOPUTETOM MepeonpenenaeT 3HadYeHue napameTpa B
KOHOUIrypaunmoHHom daine c bonee HU3KMM NPUOPUTETOM.

[Mpumep napameTpa:

redis password: "example redis password"

MpaBuno 06paboTKM MaccKMBOB: MAaccMB B KOHPUrypaUMOHHOM dainne c bonee
BbICOKMM MPUMOPUTETOM NepeonpeaenseT MacCus B KOHOUrypaumoHHom ¢anne c bonee
HU3KMM NPUOPUTETOM.

[Mprmep maccmBa:

pg_hba settings:

- type: local # Unix-socket access
name: all
database: all
method: trust

- type: host # Localhost IPv4 access
name: all
database: all
address: 127.0.0.1/32
method: trust

- type: host # Localhost IPv6 access
name: all
database: all

178




— ~] OTKPbITASA
PyKoBOACTBO aAMUHMUCTPATOPA | .“432%‘335'»‘22

address: ::1/128
method: trust
- type: host # Gitlab CI vbox-testing
name: all
database: all
address: 172.17.0.0/16
method: md5

Mpasnno 06paboTKM CANCKOB: €CAK CANCOK B KOHOMIypaunmoHHOM daline ¢ bonee
HM3KUM  MPUOPUTETOM  COZEPKUT HOBble 31eMeHTbl  (KOTOpblIXx He Obiio B
KoHOUrypaunmoHHom oarnine ¢ 6onee BbICOKMM MNPUOPUTETOM), OHM AobasnatoTca K
MCXOAHOMY  CMMCKY. 3HayeHMe napameTpa B  CNUCKe, CcoAep’kallemca B
KOHPUTrypaunMoHHOM darine ¢ 6onee BbICOKMM NPUOPUTETOM, NepeonpeaenaeT 3HayeHne
MmapameTpa M3 CMUCKa, codepxKalleroca B KoHOUrypaumoHHoM dainne ¢ bonee HU3KMM
NPUOPUTETOM.

[Mpnmep cnucka:

postgresqgl:

dbname: example db name # database name

port: 5432 # port

user: example user # user

password: ocs # password

extensions: ["pg partman bgw", "pg trgm", "pg stat statements",
"pgcrypto"] # necessary extensions
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13. TAPAHTMWHbBIE OBA3ATENLCTBA

MpeanpuATMe-n3rotoBUTENL  rapaHTupyet  paboTtocnocobHocts  MMO B
COOTBETCTBMMU C 3aSIBNEHHbIMU XapaKTEPUCTUKAMKU, NPEayCMOTPEHHbLIMM HACTOALLMM
[OKYMEHTOM, Npu cobatogeHnm notpebutenem TpebosaHuin 3.

MpeanpunATMe-n3roToBUTENb NPOBOAUT MOHUTOPUHT 0bLLLEAOCTYMHbBIX MCTOYHNKOB
MHGopMaLMmM, NyBAMKYOLWNMX CBeAEHNA 0O YA3BMMOCTAX, Ha NpeaMeT NOABAEHUA B HUX
cBeAeHUM 06 yA3BMMOCTAX B KOMNoHeHTax MMO 1 NnpMHUMaAeT Mepbl, HanpaBAeHHbIE Ha
yCTPaHeHMe BbISBNEHHbIX YA3BMMOCTEN AN UCKAOYAKOLWME BO3SMOMXKHOCTb MCMONb30BaHMA
HapPYLWNTENAMM BbIABNEHHbIX YA3BUMMOCTEN.

MpeanpuATMe-n3roToBUTENb obecneumBaeT yCTpaHeHMe YA3BMMOCTEM
nocpeacTBoOm npeaocTaBaeHmA noTpebutenam OnMcaHmA HeobXoAMMbIX
OpraHM3aUMOHHO-TEXHUYECKMX NpoLeayp, HanpaBAeHHbIX Ha YCTPAHEHWE BbIABMEHHOM
YA3BMMOCTM. TaKXKe npeanpusaTMe-u3roToBuTeNb, B PaMKax nposeaeHua paboT no
YCTPaHEHMWIO BbISIBNEHHbIX YA3BMMOCTEN, pa3pabaTtbiBaeT obHoBneHKA M0.

MpeanpuaTMe-N3roToBMTENb He NPeaoCTaBAseT rapaHTU UAM YCNOBUN (ABHbIX
MAN NOoAPa3yMeBaeMbIX 3aKOHOAATeNbCTBOM Poccuitckon Peaepallm) OTHOCUTENbHO
rapaHTMin TOBApPHOW MPUrOAHOCTN, MHTErPUPYEMOCTU, TOAHOCTM K MCMNONb30BAHUIO ANA
BbIMO/IHEHMA KOHKPETHbIX 3a4ay noTpebutens, oTCyTCTBMA OWMOOK, BO3MOXKHOCTU
OYHKUMOHMPOBAHMA MNPU MCMOAb30BAHUM COBMECTHO C 0ObIM MPOrPaMMHbBIM UK
annapaTHbIM obecneyeHnem.

B cnyyae BbiasneHuns B MO ownbok n aedekToB, CBUAELTENLCTBYIOWMX O
HEeCOOTBETCTBUM rnro 211 n He ABNAKOLLMXCA YA3BMMOCTAMM rnno,
npeanpuATUEe-U3roToBMTENb MO GaKTy NOMyYeHMA peknamaumm notpedbutena obasyerca
YCTPaHUTb OWMOKM N/Mnm nedeKTbl Npu Bbinycke 0O6HOBAEHHbIX Bepcui MMO 1 yBeaOMUTb

06 aTom notpedbutenen MMO.
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Peknamaummn notpedbutens NpuHUMatoTca npu ycnosum, uto gedekt 8 MMNO He
BbI3BaH AOMNYWEHHbIMW CO CTOPOHbI NOTPebUTeNA HapyweHWAMM B ISKCHAyaTaumu,
XpaHeHnn n TpaHcnopTuposke MM10.

Agpec npeanpuATMA-U3roTOBUTENA OAA HanpasaeHwa peknamaumm: 420500,
Pecnybaunka TaTapcTaH, BepxHeyCnOHCKMIA panoH, r. MIHHonoauc, ya. YHMBepPCUTETCKas,

a.7,0émnc 59, OFPH 1161690087020.
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NMEPEYEHb TEPMWUHOB ¥ COKPALLEHUI

|/|CI'IOJ'|b3yeIV\b|e B HaCTOAWLEM AOKYyMeHTE TEPMUHbLI N COKpaWeHNA npmeedeHbl B

Tabnnue (Tabnnua 34).

Tabnunua 34
Tepmur/ Pacwundposka
CokpalueHue

b, ba3a gaHHbIX

Mc focyaapcTBeHHas MHGOPMALIMOHHAA CUCTEMA

nc NHPOopMaLMOHHbIE CUCTEMDI

HCA HecaHKUMOHMPOBAHHbIM AOCTYN

OC OnepaunoHHasa cucTema

b MNoacuctema 6e3onacHoOCTH

LY MNoacuctema «MapkeT»

o MporpammHoe obecneyeHme

NnoocC MNoacuctema obHoBneHna OC

rncy Moacuctema CepBUC yBEAOMNEHUN

rny MNoacuctema Mnatdopma ynpaBneHmn

MnyT lNoacuctema ynpas/ieHnAa TeHaHTaMM

rnro MpuKknagHoe nporpamMmHoe obecneveHne «Aspopa LleHTp»

MNpeanpuaTne- Ob6LLecTBO C OrpaHMYEHHOM OTBETCTBEHHOCTbIO « OTKPbITas

M3roTOBUTEND, MobunbHaa nnatpopma» (000 «OTKpbITas MObUAbHAA

npegnpuaTune- nnatbopma»)

pa3paboTymk

[MpnnoxxeHune [MpunoxeHnem ABNAETCA:
— MobunbHoe NpUNOXKeHne, OYHKUMOHMPYLOLLEee noa
ynpasneHnem OC Aspopa/OC Android;
— MNpUIoXKeHWe  ANA JBM, OYHKUMOHMPYIOLLEM noa,
ynpasneHnem OC cemeincTsa Linux

C3U CpeacTBo 3aWuUTbl MUHGOPMaLNM

cno CneumanbHoe nporpammHoe obecneyeHue

cybA Cuctema ynpasneHuns 6azamm AaHHbIX

TokeH TOKeH - ayTeHTUOMKALMOHHbIE AaHHble, KOTOPblE BblAatoTCA
NONb30BaTE/NHO NOC/AE YCNELWHOM aBTOPMU3aLUMM N ABNAIOTCA
KAHOYOM ANA A0CTYNa K CNyKbam
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TepmuH/
CoKpalyeHune

Pacwundposka

Twunbl nopToB

1. BHeWHMM - A4OCTYyN K A@aHHOMY TUMNY NOPTOB OCYLLLECTBAAETCA 13-
3a NpeaenoB KOHTPOAMPYEMOM 30HbI. Hanpumep, 3anpocbl OT
nonb3oBaTenen ¢ ponbto MNonb3osatens ABpopa MapkeT. [locTyn K
[AHHBIM NOPTAaM MMeeT HapyLLnUTe b;

2. BHYTpeHHWI - 4OCTYyN K AaHHOMY TUMY NOPTOB MOXET
OCYLLECTBAATLCA TONbKO M3 KOHTPOAMPYEMOM 30HbI. [laHHble
NOPTbl MCMOb3YHOTCA ANA B3aMMOAENCTBMA: MEXIY CEPBMCAMM
MO, cepsmcos MMNO ¢ KOMNOHEHTaMK cpeabl PYHKLMOHMPOBAHMA
MO, KoMnoHeHTaMn cpeabl PyHKLUMOHMpPOoBaHMA M0,
NpPUBMAErMPOBaAHHbLIX Noab3oBaTenewn c MNMO

YcTponcTBo

oA, yCTPOMCTBOM Noapa3ymeBaeTca MOOUAbHOE YCTPOMCTBO
n/mnn 3BM, Ha KOTOPO GYHKLIMOHMPYIOT COOTBETCTBYHOLLNE
KOMMoHeHTbI 110

LoA

LleHTp 06paboTKn AaHHbIX

2BM

9ﬂ€KTpOHHO—BbILH/ICfIl/ITEJ'IbHaﬂ MallnHa

34

JKcnayaTaUuMOHHAs AOKYMEHTaLMSA

API

Application Programming Interface — onncaHme cnocobos (Habop
Knaccos, npoueayp, GyHKUUIM, CTPYKTYP UM KOHCTaHT),
KOTOPbIMM O4HA KOMMbIOTEPHAA NPOrpamma MoXKeT
B3aMMOAENCTBOBATbL C APYron NPOrpammon

CD-ROM

Compact Disc Read-Only Memory — pa3HOBMAHOCTb KOMMNAKT-
[MCKOB C 3aNMCaHHbIMMW Ha HUX AA@HHbIMMK, AOCTYNHbIMM TONBKO
ANA YTEeHMA

CDN

Content Delivery Network

Cookie

Hebonblion pparmeHT AaHHbIX, OTNPABAEHHbIM BEO-cepBepomM u
XpaHUMbI Ha 9BM nonb3osaTena. Beb-kameHT (06bl4HO
BeO-Opay3ep) BCAKMI pa3 NPM NOMbITKE OTKPbITb CTPAHMLLY
COOTBETCTBYlOLLEro Beb-cainTa nepecbliaeT 3TOT parmeHT
NaHHbIX Beb-cepBepy B cocTase http-3anpoca

CSS3

Cascading Style Sheets 3 — cneundukauma CSS. MNpeactasnser
coboi dopManbHbI A3bIK, Ppean30BaHHbIM C MOMOLLbIO A3blKa
pa3meTKu

DHCP

Dynamic Host Configuration Protocol - ceTeBolt npoTokon,
NO3BONAOLLNIA CETEBLIM YCTPOMCTBAM aBTOMATMYECKM NONAYYaTb
IP-appec n gpyrme napameTpbl, Heobxoaumble ans paboTbl B
cetn TCP/IP

DNS

Domain Name System - KomnbtoTepHaa pacnpeneneHHas
cucTema Aansa noayvyeHua nHdopmaumm o AoMeHax

183




— "] OTKPbITAS

PYKOBOACTBO afMMHUCTPaATOpPa | MopvnbRAA
TepmuH/
P Pacwundposka
CoKpalyeHune
DVD Digital Video Disc - onTuyeckmnin Hocutenb MHPoOpMaLUmu,

BbINONHEHHbIM B dopme AMCKa, ANA XPaHEH WA Pa3IMYHOM
nHPopmaumm B LMPpPoBOM BUAE

ECM

AScript 5

BcTpanBaembln paclumpAaembli He MMEOLWNI cpeacTs
BBO/a-BbIBOAA A3bIK NPOrPaMMMPOBAHMA, CMONb3YEMbIN B
KayecTBe OCHOBbI ANA MOCTPOEHMA APYTNX CKPMNTOBbLIX A3bIKOB

HTMLS

HyperText Markup Language, version 5 —a3blK AN
CTPYKTYPUPOBAHMA M NPeacTaBAEHNSA COAEPHKMMOro Beb-
CTpaHuUbI

HTTP

HyperText Transfer Protocol — npoTokon nprknaaHoOro ypoBHs
nepenayn aaHHbix. OcHosoM HTTP aBnaeTcsa TexHonornsa
«KIMEHT-CcepBep», TO eCTb NpeanosiaraeTca CyLecTBOBaHMe
noTpebutenen (KNMeHTOB), KOTOPblE MHULMMPYIOT COeANHEHME U
NOCbINAaT 3aNpoc, N NOCTaBLIMKOB (CepBepOB), KOTOpPbIE
OXMOAKOT COeANHEeHMA AN1A NOJly4eHMa 3anpoca, NPon3BoaAT
HeobxoaMMmble AeNCTBMA M BO3BpaLLatoT obpaTHO cooblleHume ¢
pe3y/ibTaToOM

HTTPS

Hypertext Transfer Protocol Secure - pacwunpeHne npoToKkona
HTTP ana noanepKku WndpPoBaHMUA B LLEAX NOBbIWEHUS
H6e3onacHocTK. [laHHble B npoTokone HTTPS nepepatoTca noBepx
Kpmuntorpapuyeckmx npotokonos SSL mam TLS

Internet Protocol - ocHOBHOM NPOTOKO CETEBOIO YPOBHS,
ncnonb3ytowmincs B UHTepHeTe n obecneymBatowmin e guHYO
CXEeMY NOrMYecKom aapecaLmmn ycTPOMCTB B CETU U
MapLLPYTM3aLUMIO AaHHbIX

ISO-06pa3

O6pa3 onNTMYeCcKoro AMCKa, CoaepKallmii GannoByo cMcTemy
cTaHaapTa ISO 9660

JSON

JavaScript Object Notation — TekcToBbI dopmaT oOmeHa
NaHHbIMW, OCHOBAHHbIN Ha JavaScript

MTP

Media Transfer Protocol - annapaTHO-HE3aBUCUMbI NPOTOKON,
OCHOBaHHbIM Ha PTP

NFS

Network File System — npoToKkon ceTeBoro Aoctyna K ¢panioBbim
CMCTEMAM, MO3BONAKWMN MOHTMPOBATL (MNOAKIOYATD)
yOanéHHble paniNoBble CUCTEMbI Yepes CeTb. 3@ OCHOBY B3AT
NPOTOKOA Bbl30Ba yaanéHHbix npoueayp (ONC RPC)

Ngin

X

Beb-cepBep M NOYTOBLIM NPOKCU-cepBep, paboTatowmin Ha
Unix-nogobHbix OC
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Tepmuth/ Pacwundposka
CoKpalyeHune P
OIDC OpenlID Connect — ypoBeHb ayTeHTUPMKaumm OAuth 2.0,

NHOPACTPYKTYpbl aBTOpu3aumm. KoHtponnpyetca OpenlD
Foundation

RPM-naket

®ain dpopmata .rpm, NO3BONAKOLULMIA YCTAaHABAMBATDL, YAANATb U
0OHOBNATL MPUNOKEHMA HA YCTPONCTBAX

SMTP

Simple Mail Transfer Protocol - ceTeBoit npoToKkon,
npeAHa3Ha4YeHHbIM AN Nepenayn 3N1eKTPOHHOM NOYTbI B CETAX
TCP/IP

SSH

Secure SHell — ceTeBOI NPOTOKOA NPUKNAAHOrO YPOBHSA,
No3BO/IAOWMI NPOU3BOANTL YaaneHHoe ynpasaeHune OC u
TyHHenmMpoBaHue TCP-coeanHeHWI (Hanpumep, Ans nepeaayn
dainnos)

TCP

Transmission Control Protocol - npoToKoA TPaHCNOPTHOrO YPOBHS,
rapaHTUPYOLWMM LEeNOCTHOCTb NepeaaBaeMbliX AaHHbIX W
yBeAOM/IeHWe OTNPaBUTeIA O pe3y/ibTaTax nepesayn

TLS

Transport Layer Security — Kpuntorpaduiecknii NpoToKon,
obecneynBatoMi 3aLLMLEHHYIO Nepeaayy AaHHbIX MeXAay
y3/lamu B ceTu NHTepHeT

URL

Uniform Resource Locator — egnMHo00bOpa3HbIM NOKATOP
(onpenennTenb MeCTOHAXOXKAeHWA) pecypca
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