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1. ObWWNE YRASAHNA

1.1. BBog B 3Kcnayataumto [NpuknagHoro nporpammHoro obecneverus (MM0O)
«ABpopa UeHTp» AIOMI.20134-01 (manee — W3penune) penns 5.0.0 npoBoaMTCA B
COOTBETCTBMM C HACTOAWMM AOKYMEHTOM M APYTMMM SKCNAYATAUMOHHbBIMW JOKYMEHTAMM
(31) Ha N3penue.

1.2. K sKkcnnyataumm Msgenna nonyckaeTca nepcoHan, ob6aaaatomin 3HaHUAMMN K
HaBblKaMn PaboTbl C 9/1EKTPOHHO-BbIYNCANTENBHON MALLMHOMN U TEXHUYECKMMM CpeaCcTBaMM
BbIYMC/IUTENbHbIX CETEMN.

1.3. Mepen Hayanom 3kcnayaTauum M3genma HeobxoAMMO  BHMMATENIbHO
O3HaKoMuUTbCA ¢ 3[l, nepeyeHb KOTOPOM nNpumBedeH B JAOKyMeHTe «BeaomocTb
3KCMNNyaTaUMOHHbIX AOKyMeHToB» ALIMI.20134-01 20 01.

1.4. YcTaHOBKA M BBOZA B 3KCryaTaumoo M3genva npoBoAMUTCA B COOTBETCTBUMU C
TpeboBaHMAMMU M YKa3aHUAMM, NPUBEAEHHbIMW B CeAYOLLMX AOKYMEHTAX:

— «PykoBoactBo nmonb3oBatena. Yacte 1. [lloacuctema  HesonacHOCTU»
AAMTI.20134-01 90 01-1;

— «PykoBoacTBO Nno/Nb30BaTens. HacTb 2. Noacmctema «MapKeT»
AMTI.20134-01 90 01-2;

— «PykoBoacTBO nonb3osaTens. Yactb 3. Moacuctema Mnathopma ynpaBaeHmUa»
AQMT.20134-01 90 01-3;

— «PykoBoacTso nonb3osaTend. Yactb 4. [loacvcrema ynpas/ieHUA TEHAaHTaMM»
AMTI.20134-01 90 01-4;

— «PyKkoBoacTtBo nonb3oBaTend. Yactb 5. Moacuctema CepBUC yBEeAOMIEHUMNY
AOMT.20134-01 90 01-5;

— «PykoBoAcCTBO Mosib3oBaTena. YacTb 6. lpunoxkeHne «Aspopa MapkeT» Ana
onepaumoHHoM cuctembl ABpopa» AAMI.20134-01 90 01-6;

— «PykoBoacTtBo nosib3oBatend. Yacte /. [lpunoxkeHue «Aspopa LeHTp» anAa

onepaumoHHoOM cuctembl ABpopa» AAMI.20134-01 90 01-7;
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— «PykoBoactBo agmuHuctpatopa» AAMI.20134-01 91 01,

— «PekomeHaaumm no pesepsHomy KonmposaHuto» AAMI.20134-01 91 02;

— «PykoBoactBo  pa3paboTymka. Moacuctema  CepBuUC  yBEAOMAEHWUM»
AOMI.20134-01 95 01.

1.5. I3penve moXKeT NocTaBNATbCA B BMAE (U3MYECKOM MOCTaBKM MAW B BUAE
3/IeKTPOHHOM nocTasku. Crnocob noctasku® M3genua onpeaensetca  yCNOBUAMM
JIMUeH31MOoHHOro A0roBopa.

1.6. KOMnieKTHOCTb MocTaBkM WM3genna npueeneHa B pasaene 7/ HacToAWwero
AOKYMeHTa. KomniekTHOCTb M3aenma npu  NOCTaBke onpeaenAaeTca  YCA0BUAMM
JIMueH3noHHOro Aorosopa.

1.7. DopmMynap BXOAMUT B KOMIMIEKT MOCTaBKM? M34enma u JOMeH MNOCTOAHHO
XPaHUTbCA B NOApa3aeeHnn, OTBETCTBEHHOM 33 ero 3KCnayaTaumio.

1.8. Bce 3anucm B dopmynsape [A0MKHbl MPOU3BOAMTLCA TOJIbKO YEPHbIMM
YepHWIaMmK, OTYETIMBO M aKKYPaTHO. MTOAYMCTKM, MOMAPKM M HE3aBEPEHHbIE NCMPaB/IEeHUA
HE JOMNYCKAKOTCA. HenpaBmabHaA 3anmMcb akKypPaTHO 3a4epPKMBAETCA, U PALOM AenaeTca
HOBaA, KOTOpPAaA 3aBepAeTCA OTBETCTBEHHbIM AMUOM. [locne NoANWCKM MPOCTaBAAOTCA
GaMMANA U MHULMANbI OTBETCTBEHHOIO NMLA (BMECTO NOANMUCKU A0MNYCKAaeTCcA NPOCTaBAATb

JIMYHBIM LITAMN UCTIONHUTENS).

1 O6uas nHbopmaLma 0 BO3MOXKHbIX crocobax nepeadn M HOCUTeNsax MHbopmaumu M3genvsa npvseaeHa B
COOTBETCTBYIOLLMX MPUNOMKEHUAX HACTOALWETO AOKYMEHTA.

2 Mpw 2NEKTPOHHOM NOCTaBKe M3aenma AnLo, OTBETCTBEHHOE 3a SKCM/lyaTalmio, pacnevaTbiBaeT KOMMI0 HaCTOALLEro
[OOKYMeHTa.
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2. OBLUME CBELAEHMA

2.1. NMonHoe HaumeHoBaHMWe: [lpuknagHoe nporpammHoe  obecneyeHue
«Apopa LeHTp».

2.2. CokpaleHHoe HanmeHoBaHue: [0 «Aspopa LeHTp».

2.3. Obo3HayeHune: AAMI.20134-01.

2.4. TMpeanpuatmne-paspaboTumk, npeanpuAatTMe-msrotosmtens: O6WeECTBO C
OrpaHMYeHHOM OTBETCTBEHHOCTbIO «OTKpPbITas MobunbHas naatdopma» (OO0 «OTKpbITan
MobMNbHaA NaaThopma):

— topuamyecknin agpec: 420500, Pecnybnuka TaTapcTaH, BepxHeyCNOHCKnM
PanoH, r. MIHHoNoAuc, yn. YHnsepcuteTtckas, 4. 7, opuc 59, ONPH 1161690087020;

— ¢dakTnyecknin agpec: 119415, r. MocKkBa, BH.TEp.r. MyHMUMNAAbHbIA OKpPYrT
[NpocnekT BepHaackoro, np-KT BepHaackoro, 4. 41, 8 aTax.

2.5. TexHM4ecKkad noanepyKKa NpeanpUATUA-U3rOTOBUTENA: INEKTPOHHAA MoYTa
support@omp.ru., Ten. +7 (495) 269-09-80.

2.6. Nzgenne moxkeT 6biTb MCNONB30BAHO, HO HE OrPaHMYMBATLCSA, B CAEAYOLLIMX
cMcTemax M obbekTax:

— B TOCYAapCTBEHHbIX WMHOOPMaUMOHHbIX cucTemax (IMC), He coaepKalmx
MHGOPMALIMM, COCTABAAIOLLEN FOCYAaPCTBEHHOM TaWMHbl, A0 1 Knacca 3aWMUWEHHOCTH
BK/IIOYNTE/IbHO B COOTBETCTBMU C AOKYMeHTOM «TpeboBaHMA O 3aluTe MHbOpMaLUK,
He COCTaBNAOWEN TOCYAapPCTBEHHYD TaWHy, COoAepKallenca B roCcyAapCTBEHHbIX
MHOOPMALIMOHHbIX CUCTEMAX», YTBEPHKAEHHbIM NprKkazom OCTIK Poccum ot 11 dpeBpana
2013 . Ne 17;

— B MHOOPMALMOHHbBIX CUCTEMAX NEePCOHaNbHbIX AaHHbIX (MCMAH) Ao 1 ypoBHS
3aLMLULEHHOCTM BK/IIOYUTENIBHO B COOTBETCTBUU C AOKYMeHTOM «COCTaB U coaepyKaHue
OpraHM3aUMOHHbIX U TEXHMYECKUX Mep no obecneyeHMto 6e30NacHOCTU NepPCcoHaNbHbIX
[AHHbIX Npu nx obpaboTke B MHPOPMALIMOHHbBIX CUCTEMAX MEPCOHANbHbIX AAHHbIXY,

yTBEPXKAEHHbIM NpuKkazom PCTIK Poccun o1 18 dpespans 2013 r. No 21;


mailto:support@omprussia.ru.
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— B aBTOMATM3MPOBAHHbLIX cucTemax ynpaeneHma (ACY) pmo 1 Knacca
3aLLUMLLIEHHOCTM BKAKOUYMTENIBHO B COOTBETCTBMM C [AOKYMEHTOM «TpeboBaHMA K
obecneyeHunto 3aWnTbl MHGOPMALMM B aBTOMATU3IMPOBAHHbLIX CUCTEMAX YMNpPaBAeHUA
NPOM3BOACTBEHHLIMM UM  TEXHONOIMMYECKMMM MNPOLECCaMU  HA KPUTUYECKM BaAXKHbIX
0bbeKTax, MOTeHUManbHO OnacHbix 06beKkTax, a TaKXe 0ObeKTax, NpeaCTaBAALMX
NOBbILWEHHYIO OMACHOCTb A1A XU3HW 1 300P0BbA NOL4EN U ONA OKPYKAtOLLEN NPUPOLHOM
cpeabl», yTBepKaAeHHbIM npukazom OCTIK Poccum oT 14 asrycta 2014 r. Ne 31;

— Ha 3HaYMMbIX O0ObBEKTaxX KPUTUYECKON MHGOOPMALMOHHON MHOPACTPYKTYPbI
(KUWN) po 1 KaTeropum BKAOYUTENbHO B COOTBETCTBMU C AOKYMEHTOM «TpeboBaHMA Mo
obecnevyeHnto He30MACHOCTM 3HAYMMbIX OOBEKTOB KPUTMYECKOM WHOOPMALMOHHOM
MHOpPacTpyKTypbl Poccninckon Pepepaunn», yTeepaeHHbIM npnkazom GPCTIK Poccum ot
25 pekabps 2017 r. Ne 239;

— B MHOOPMaAUMOHHbIX cuctemax (MC) obuwero nonbloBaHMA [0 2 Kiacca
BKOYMTE/IbHO B COOTBETCTBUM C AOKYMeHTOM «TpeboBaHMA O 3awmte MHPoOpmMaLmu,
cogeprallernca B MHPOPMALMOHHbBIX CUCTEMAx OOLWEro NONb30BaHMAY», YTBEPKAEHHbBIM
npukasom ®Cb Poccmm n ®CTIK Poccum oT 31 aBrycta 2010 r. Ne 416/489.

2.7. CocTtaB ¢annoB 3arpy3oyHoro moayna Msgenms c yKasaHMEM KOHTPO/bHbIX
cymm (KC) dpannos npuseseH B pasgene 7 HaCTOALWEro AOKYMEHTA.

2.8. HacToAauwmm 4OKYMEHT COAEPHKUT caeaytolme NPpUIoKeHNs:

— Mpunoxenne 1. TpeboBaHMA K Mepam 3alMTbl MHGOPMALMKM, peann3yemble B
N3pennu;

— MpunoxeHue 2. Mepbl no 3awmute nHdopmaumm B WNC, KoTopble MNO3BONAT
obecneymBaTb M3penne, nytem ero npumeHenua 8 IC ana ynpasieHUa yCTPONCTBAMU;

— MpunoxeHue 3.  Ob6WME  NONOKEHWA  NPeanpUATUA-M3roTOBUTENA MO
BO3MOXHbIM BapmMaHTam NocTaBku N3nenns;

— [MpunoxeHune 4. MNpnumep mapkmposkn DVD c Nsaennem.
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2.9. Uspenne ceptndmumposaHo B Cucteme cepTudMKauMmM CPeAcTB 3alUMTD

nHoopmaumm no  TpeboBaHuAm  He3onacHoctM  mHPopmaumm  OGCTIK  Poccum

Ne POCC RU.0001.01BM0O0 Ha cooTBeTcTBME TpeboBaHMAM AOKYMeHTa «TpeboBaHusa no

6e3onacHOCTM  MHPOPMALMK, YCTAaHABAMBAOWME YPOBHM O0BEpMA K CpeacTBam

TEXHMYECKOM  3aWMTbl  MHPOpPMAUMM K cpeacTBam obecneyeHnAa He3onacHoOCTH

MHPOPMALIMOHHbIX TEXHONOTMIA» — MO 4 YPOBHIO A0BEPUA.
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3. OCHOBHbIE XAPAKTEPUCTURKU

3.1. M3penne ABNAETCA  NPUKNAAHbIM - NPOrPaMMHbIM — obecnevyeHnem  Co
BCTPOEHHbIMK MeXaHM3MamMmM 3aWmnTbl MHGOPMALIMK OT HECAHKLUMOHWUPOBAHHOIO AOCTYNa
(HCA), npeaHa3Ha4yeHHbIM ANA:

— ynpasaeHus  ycTtponcTBamm®,  QYHKUMOHMPYOWMMKM  MOA  YNpasBieHUem
onepaunoHHon cuctembl (OC) ABpopa, UMellen AenNCTBUTeNbHbIM cepTudukaT
cooTBeTcTBMA PCTIK Poccuum;

— YNPaBAEHUA XU3HEHHbIM LIMKIOM NPUNONKEHNA?;

— OTNPaBKM push-yBeaOMIEHWNIA HA YCTPOMNCTBA;

— obHoBneHna OC nyTem MNOAyYeHMA M3 JOBEPEHHOrO XPaHWAMLLA NAKETOB C
nameHeHnamm OC (obpasa OC) M uMX yCTAHOBKM. [lpM 3TOM YyKa3aHHble MPOLEecChl
BbIMONMHAKTCA WTaTHbIMK cpeacTBammn camon OC, a M3genve y4vacTByeT Aullb B MX
MHMUManm3aumm B OC 1 He rapaHTUPyeT MX YCNELWHOro 3aBepLleHns;

— aBTOMaTM3MPOBAHHOMW 06PaboTKM cneaytolmx BUAOB MHGOPMALNM:

e 06UWen0CTYNHON MHPOPMaLMK;

e MHOOPMALMM OrpaHMYEHHOro JAOoCTyna, He CcoAep)Kallen cBeaeHUn,
COCTaBMAOWMX [OCYAAPCTBEHHYIO TaMHy, Noanexallenh 3aluTe B COOTBETCTBMU C
TpeboBaHUAMKN AENCTBYIOLWEro 3akoHoaaTenbctsa Poccuinckon depepaumm B obnactm
MHdopmMaLmoHHoM besonacHocTh (UB).

3.2. MporpaMMHO-TEXHUYECKME cpeacTBa Heobxoanmble Ana GYHKUMOHUPOBAHMA
N3nenna, a Takke BapuaHTbl KOHOUIypaumii, ANA KOTOPbIX MPOBOAMIOCH TECTMPOBaHME

npmueeaeHbl B JOKYyMeHTe «PyKoBOoACTBO agMmmnHuUcTpatopa» AAMI.20134-01 91 01.

3 Onpepenexve TepmuHa «YCTPOMCTBO» NpuseaeHo 8 Tabanue (Tabauua 14).
* Onpepenerve TepmuHa «Mpunoxenve» npuseneHo B Tabavue (Tabavua 14).
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3.3. M3penve cocTouT uU3 caeayowmx noacucrem>:
— noacuctema b6esonacHocTn (MB);
— noacuctema «Mapket» (MM);
— noacuctema MNnatdopma ynpasnenuma (MY);
— noAcucTema ynpasneHua TeHaHTamu (MYT);
— noacuctema Cepsuc ysegomnerunin (MCY);

— noacuctema obHoBneHns OC (MOOC);

noAcucTema AoCTaBKM KoHTeHTa (CDN).

Bsamopencteme  mexay NoACMCTEMAMM WM KOMMOHEHTAMW  MNOACKUCTEM
OCYLLECTBASAETCA C MCNONb30BaHMeM npoTtokona HTTP ctaHaapT RFC 2616, npu aTom 0bmeH
NaHHbIMMK ocyulecTBnaeTca B popmate RFC 8259 (JSON).

[ns nonyyeHma push-yBegOMAEHUI Ha YCTPOMCTBA WMCMONb3yeTcA push-AeMOH,
BxoaAwmm B coctaB OC ABpopa. Push-gemoH, B cBoto ovepeab, B3anmoaenctayeT ¢ [1CY no
3awmuieHHomy npotokony TLS (RFC 5246, RFC 8446) ¢ npoTtokosnom TCP (RFC 793) Ha
TPaHCNOPTHOM YpPOBHeE.

B KauyecTBe cepBepa 6a3bl AaHHbIX (B/l) ncnonb3yeTca cepsep C yCTaHOBAEHHOM
cuctemon ynpasneHunsa 6aszamm gaHHbix (CYB[) Postgres Pro mnm PostgreSQL, B KoTopoM
XPaHATCA AaHHble VI3aenua, 4na Yyero npu pa3BepTbiBaHMKM co3aaeTca cneumanbHaa b, [na
XpaHeHuAa nHPopmaLmm o ceccmsax ncnonbsyetcs CYB/ Redis.

Moacnctemsl, BXxoAdAulMe B COCTaB M3aennsa, Nno3BONAOT BbIMOAHATb 10rMPOBaHME
MHOOPMALIMOHHbIX CO0bLLEHMI, cO0bLLEHN 06 OLWIMDKaxX, NpeaynpexaeHnin n 0TAaA04HON
MHbOPMaLMK B cUcTeMHBbIN KypHan OC (systemd-journald).

OnuncaHune nHTepdeincoB NOACUCTEM, BXOAALLMX B COCTaB M3aenmnsa, npuBeaeHo B
cneayroumMx AOKYMEHTaX:

— «PykoBoactBo nonb3oBatensa. Yactb 1. [Moacuctema  6e3onacHOCTU»

AOMTI.20134-01 90 01-1;

> Cocras noacucrem M3penua 3aBUCUT OT BAPWMAHTOB MOCTaBKM, OMMCaHWE KOTOPbIX NMpuBedeHO B pasaene 7
HaCToALWEero AOKyMeHTa.
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— «PyKoBOACTBO no/Jib30BaTenA. Yactb 2. [Noacucrtema «Mapket»
AOMT.20134-01 90 01-2;

— «PykoBOoAcCTBO nonb3osatend. HYactb 3. MNMoacucrema Maatdpopma ynpasaeHUA »
AOMT.20134-01 90 01-3;

— «PykoBoacTBO nonb3osaTena. Yactb 4. [logcncrema ynpas/ieHUAa TeHaHTaMmM»
AAMTI.20134-01 90 01-4;

— «PykoBoacTBO nonb3osatend. Yactb 5. Moacucrema CepBuC yBEAOMAEHUIA »
AOMT.20134-01 90 01-5.

NMPUMEYAHUE. OnucaHue pasaenoB uHTepdernca WM3pgenma npuseaeHo B
AokyMmeHTe «OnucaHne npumeHenmna» ALAMI.20134-01 31 01. CoctaB pa3genos
nHTepderica M3aennsa 3aBUCUT OT BApMAHTOB MOCTaBKWM, NOAPOOHOE OMMCaHWe KOTOPbIX
npueBeLeHO B pasaene 7.

OnucaHne paboTbl NPUIOKEHMA NPUBEAEHO B JOKYMEHTAX:

— «PyKoBOACTBO Monb3oBaTesia. Yactb 6. lNpunoxeHune «Aspopa MapkeT» aAnA
onepaumoHHom cuctembl ABpopa» AAMI.20134-01 90 01-6;

— «PykoBoacTtBo nonb3osatena. Yacto /. [llpunoxeHune «Aspopa ULeHTp» ana
onepaumoHHoM cuctembl ABpopa» AAMI.20134-01 90 01-7.

3.3.1. [lMoacuctema 6e3onacHOCTH

b npeaHasHavyeHa a8 peannsaumm cneayoumx GyHKUmin 6esonacHocTn N3aenns:

— NAEHTUPUKAUMN M ayTEHTUPMKALMM MONb30BATE/IEN U YCTPOWNCTB;

— ynpaBaeHna naeHTMPUKaTopaMmn Nob30BaTeNEN U YCTPOMCTB;

— yNpaBAeHUA CpeACTBaMM ayTeHTUPUKALNNK;

— ynpaBAeHNA yY4eTHbIMM 3aNNUCAMM MNOIb30BATENEN U YCTPONCTB;

— ynpaBaeHnA AOCTYNOM CyHbeKTOB A0CTyNa K 0ObeKkTam A0CTyNa;

— perucTpaumm cobbiTnin 6esonacHocTy;

npeaocTaBAeHNs NoAb30BaTeNsM AOCTYNa K HTepdelcy Mb.
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b cocTouT N3 creayowmx KOMMNOHEHTOB:

— KoHconb Bxoaa nonb3oBaTenem;

— KoHconb agmunHucTpatopa l1b;

— Cepsep npunoxeHun M.

KoHconb BXxoaa No/sib30BaTesie MO3BOAAET NONb30BATENAM V3411 OCYLLECTBAATb
BBOA MAEHTUPUKALMOHHOMN N ayTEHTUPUKALMOHHON MHOPMALLMN.

KoHconb agamuHuctpatopa [1b no3BondeT ynpaBaATb YYETHbIMKU  3aNUCAMM
nonb3oBaTenen n pabotaTb C XKYPHANOM pPerncTpaLmm cobbITnin.

CepBep npunoxeHunin Mb npeacrtaBnsetr cobon COBOKYMHOCTb BEDO-NPUNOKEHUN,
peanuayolwmx QGyHKUMM OE30NacHOCTM, a TaKXKe MNO3BOAAKWMX XpaHuTb B B K
NpeaocTaBAATb NOAb30BaTENAM N3aenns 4OCTyN K AaHHbIM 06 YYeTHbIX 3aNnCAX U KypHany
perncTpaumnm cobbiTni.

3.3.2. Tlloacucrema «MapkeT»

MM npeaHa3HaveHa ans obecneyenHuma:

— YNPaBNEHMA XKM3HEHHbIM LMKNOM NPUNOKEHWI (3arpy3ka, COrnacoBaHue,
yaaneHue n nybamkauma);

— ynpaBaeHna AncTpubyumein onybAMKOBAHHbIX MPUIOKEHMN (CKavymMBaHMe,
yCTaHOBKa, 0OHOB/IEHWE U yaaNeHNe);

— NpeaocTaBAeHNA NONb30BATENAM A0CTYNa K nHTepdecy MM.

MM cocTouT 13 cneaytoumx KOMMNOHEHTOB:

— KoHconb agmmnHucTpaTtopa NM;

— KoHconb paspabotymka MMM;

— lMpunoxeHne «ABpopa MapKeT»;

— CepBep npunoxeHun MNMM.

KoHconb agmuHucTtpatopa [1IM  no3BO/AET OCYWECTBAATbL B3aMMOAENCTBUE
AamunHuctpatopa Aspopa MapkeTa ¢ [TM B 4acTh paboTbl C NPUNOKEHUAMM.

KoHconb paspaboTtumka MMM nossonaeT Ao6aBnATb HOBble M OOHOBAATL paHee

3arpy*KeHHble NPUNOKEHMA, @ TaKXKe NOoAy4YaTb AOCTYN K XPaHUMOM B HUX MHGOPMaLUMK.
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MpunoxeHne «ABpopa MapKeT» BbIMONHAETCA Ha YCTPONCTBE, PYHKLMOHNPYIOLLEM
noa ynpasneHmem OC, 1 CAyXKUT ANA OTODpaXKeHMA AaHHbIX O MPUAOXKEHMAX, a TaKXKe AnA
MX 3arpy3KM, yCTaHOBKK, OBHOBAEHMA N yaAaNEHNA.

CepBep npunoxeHun MM npeactaBnseTr cobor COBOKYMHOCTb BED-NMPUNOKEHUN,
NO3BONAOWMX XPaHUTbL B B/l 1 NpeaocTaBnATbL NoNb3oBaTeENAM M3aennsa nHbopmaumo o
npuaoXKeHuax. lMpn 3TOM cCamm NPUNONKEHUA, MX 3HAYKM W CKPUHLLIOTbI XPAHATCA B
dannoBom xpaHunuule.

3.3.3. Toacuctema Mnatdopma ynpasieHmns

MY npeaHa3sHavyeHa ans obecnevyeHus:

— yNpaBNeHMA OTAeNbHbIMM  YCTPOMCTBAMKU (ONepaTMBHOE YynpaB/ieHne) u
rpynnamm yCTPOMCTB;

— yNpaBAeHUA NOAUTUKAMU, OPNaNH-CLEHAPUAMMY;

— ynpaB/ieHuA 3anmcamm 06 yCTPOMCTBE M MONb30BATENAX YCTPOMCTBA;

— YNPaBAEHNA NPUIOKEHMAMM Ha YCTPOMUCTBE;

— KOHTPO/1A COCTOAHMA YCTPOMCTBA;

— KOHTPO/A NPUMEHEHMA NONUTUK Ha YCTPOMUCTBE;

— MOHMUTOPMHTIa COBbITUIA M NPeaoCTaBAEHNA OTYETHOCTY;

— NpeaocTaBAeHNA NO/Ib30BATENAM AOCTYNa K MHTepdency MY.

1Y cocTouT 13 cneayrolmMx KOMNOHEHTOB:

— KoHconb agmuHucTpatopa [1Y;

— [MpunoxeHne «Apopa LleHTp»;

— Cepsep npunoxeHuin Y.

KoHconb aamuHuctpatopa [1Y No3BOASET OCYWECTBAATbL B3aMMOAENCTBME
AamunHuctpatopa Mnatdopmbl ynpasneHus ¢ Y.

MpunoxeHne «ABpopa LleHTp» BbIMONHAETCA Ha YCTPOMUCTBE, GYHKLMOHNPYIOLLEM
noa, ynpasneHnem OC, CAYXUT ANA MNOAYYEHMA ynpaBaalowmx coobuieHunn ot MY u
nepeaavm mx komnoHeHtam OC, a TakxKe Ana nepegayn Y cBeAeHMIM O HACTPOMKax M

KoHPUrypaumm OC ABpopa. B 3aBUCMMOCTM OT yNpaBAstoLLEro cOObLLEeHMA, NONYYEHHOTO
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c MY, npunoxeHne «Aspopa LleHTp» nocpeAcTBOM BbI30Ba MHTEPPENCHbBIX OYHKLLMIA
OC ABpopa MMeeT BO3MOXKHOCTb:
— HacTpauBaTb AOCTYN K Kamepe, Beb-bpay3epy, MUKpodoHy n Bluetooth®;

— YMNpaBaATb BO3SMOXHOCTbIO CO3AaHNA CHMMKOB 3KPaHa yCTpOMCTBa,'

ynpasnAtTb Hactponkamm WLAN, B Tom ymncne Toukom aoctyna WLAN;

— HacTpamBaTb nepeaady pannos no npotokony MTP;

— YNpPaBAATb HACTPOMKaMWM aBMaApPEeXMMa, MCXOOAWMX M BXOAALLMX BbI30BOB, a
TaKXXe HaCTPOMKamMmM AaTbl MU BPEMEHM;

— cbpacblBaTb YCTPOMCTBO /A0 3aBOACKMX HACTPOEK, a TaKKe 3anpellaTb
BbIMO/IHEHME CcOpOCa;

— 0bHOoBANATL Ha ycTpoKcTee Bepcuto OC;

— NOy4aTb CUCTEMHbIE COODLLEHMA O COCTOAHMN YCTPOMNCTBA;

— nonyyatb coobuleHna o cobbiTuax 6e3onacHoCTU, MNpou3owealwnx Ha
YCTPOMCTBE, @ TaKKe HaCcTpamBaTb PUAbTPALNIO 3TUX COODLLEHN;

— MOJIly4aTb CUCTEMHbIE XKypHanbl (N0rK) ¢ YyCTPOMCTBA M HacTpamBaTb CNocob mx
XPaHeHMsA Ha YCTPOWUCTBE;

— yNpaBAATb NPUIOKEHUAMM (YCTaHOBKA, OOHOBAEHME, yaaneHme);

— YyCTaHaBAMBATb pacnumcaHne obmeHa AaHHbIMM yCTponcTBa c [1Y;

— M3MEHATb MNaposb YYeTHOM 3anMcK NoAb30BaTeNA M aAMMHUCTPATOPA
YCTPOWCTBA, a TaKKe 3a4aBaTb TPeb0oBaHMA K NApPOto;

— ynpaBasaTb BIOKMPOBKOM YCTPOMNCTBA;

— Ha3Ha4yaTb odnarH-cueHapum (6NOKMPOBKM YCTPOMCTBA, OYMCTKM YCTPOMCTBA,
CMEHbl MapoNaA Y4YeTHOW 3anMcu NOoAb30BaTeENA WAM aJMWHUCTPATOPa YCTPOMCTBA,
noay4yeHma cobbiTMii 6e30MacHOCTU C YCTPOMCTBA, 3anMpeT MCNOAb30BaHWA Kamepbl M
MWKPOGdOHa), KOTOpble CpaboTatoT Ha YCTPOMCTBE NPU CAEeAYIOLLIMX YCAOBUAX:

e npu cMmeHe SIM-KapTbl;

® [pu OTCYTCTBUM Yy YCTPOMCTBA CBA3U C cepBepom [1Y;

e npu Bxoae B 30HYy aenctama WLAN nan npu HaxoXKAeHUM BHE 3TOM 30Hbl;



14
AOMI.20134-01 3001
® MpPU HaxoXAeHUN Ha Tepputopunmn, onpegenaemon NFC-meTkamu;
® NPW HAXOXAEHWUW Ha TEeppUTOPUN/BHE TEppUTOPUM, onpeaenaembix
KoOpAMHarT.

CepBep npunoxeHunn MY npeacrtasnsetr cobon COBOKYMHOCTb BEO-NMPUAOKEHUN,
NO3BONAOWMX XpaHUTb B B[ M nNpenoctaBnATb NoAb30BaTeNAM M3aenma AaHHble O
HacTpoMKkax M KoHourypaumm OC, a Takke dopmMpoBaTb ynpasaAtoline COODLLIEHUS W
odnanH-cLueHapum Ana NpuaoxeHua «Aspopa LieHTp».

3.3.4. Tloacuctema ynpas/ieHMA TeEHaHTaMM

MYT npeaHa3sHavyeHa ans obecnevyerHusa:

— YNPaBAEHNA KU3HEHHbIM LMKIOM TEHaHTOB (co3daHue, peaakTMpOBaHWE U
yaaneHue);

— yNpaBAeHUA OPraHn3aUnAMMY;

— YMPaB/IEHMA KOHTAKTHbIMM NMLLAMWN OpPraHn3aLmi.

MYT cocTonT 13 cneayrolmx KOMNOHEHTOB:

— KoHconb aammHucTpatopa MyT;

— Cepsep npunoxerHui MYT.

KoHconb aamuHucTpatopa [YT no3BoaAeT OCywecTBAATb B3aMMOAENCTBUE
AomnHMcTpaTopa TeHaHTos C YT,

CepBep npunoxeHnn NYT npeactaBnseTr cobon COBOKYNHOCTb BED-NPUNOKEHUN,
no3BonArWMX XpaHUTb B B[ M npenoctaBnATb Mnonb3oBaTenam WMsgenna AaHHble O
TEeHaHTaX, a TaKXKe OCYLEeCTB/IATb YNpaBaeHne TeHaHTaMM.

3.3.5. TMoacuctema CepBuUC yBEAOMAEHMN

MNCY npeaHa3HayeHa Ana obecneyeHums:

— [OCTaBKM push-yBeJoMAEHNM 40 YCTPOMCTB;

— YNPaBAEHUA M3HEHHbIM LMKAOM NPoeKkToB (Aob6aBneHWe, HaAcTpoMKka U

yaaneHue);



15
AOMI.20134-01 3001

— NpeaocTaBAeHMA NONb30BATENAM A0CTyNa K MHTepdency MCY.

MCY cocTonT 13 cneayrowmx KOMMNOHEHTOB:

— KoHconb agmunHucTpatopa MCy;

— Cepsep npunoxkerHuin MNCy.

KoHconb aamumHuctpatopa [CY no3BOAAET OCyWecTBlATb B3aMMOAENCTBME
AamumHuctpatopa Cepsuca ysegomaeHuit ¢ NCY B 4acTn ynpaBAeHNA *KU3HEHHbBIM LMKIOM
NpoeKTOoB. [1pn 3TOM NPOEKTbI COAEPKAT CAeayoLLYyt0 NHGOPMaLMIO:

— HacTpowKkn B3anmopaenctams MCY n cepsepa NPUNOKEHUN;

— MHPOPMALMIO O TMPUIOKEHUAX, pPusSh-yBegoMIeHMA KOTOpbIXx TpebyeTca
nepenaBaTb C cepBepa NPUIOKEHMI Ha YCTPOMCTBA;

— MHGOPMALMIO O KOHTAKTHbIX NLLAX.

Cepsep npunoxeHuit MNCY npeacranset coboil COBOKYNHOCTb BEB-NPUNOKEHMUIA,
No3BONAOWMX XpaHnTb B B/l n npeaoctasnaTh cybbektam aoctyna M3genma MHpopmaLumio
O NPOEKTaxX, a TaKKe peannsyeT GyHKUMOHAN AOCTAaBKM push-yBeaoMAeHUM A0 YCTPONCTB
nocpeacTsom tcp-cepsepa.

3.3.6. lMoacuctema obHoBneHnA OC

MOOC npeaHasHayeHa aAna obecneyeHmns:

— npepocTaBneHna nHpopmaumm o naketax OC;

— ynpasneHua anctpmnbdyumen naketos OC.

MOOC cocTonT 13 cneaytollero KOMNOHEHTa:

— Cepsep npunoxeHui NOOC.

Cepsep NPWIOXKEHWNI MnoocC npeacrasiseT cobom COBOKYMHOCTb
BED-NPUIOKEHNIM, MO3BONAOLWMX XPaHUTb B B[] 1 NnpeaocTaBnaTb MHGOPMaLMIO M aapeca
XpaHeHMA nakeToB 3arpy3odHoro moayna OC.

Onsa xpaHeHua u amctpnbyumm naketos OC npumeHseTca dalinoBbi cepBep,

Pa3BEPHYTbIN C UCNOIb30BaHMEM Nginx.
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3.3.7. Tloacmucrtema A0CTaBKM KOHTEHTA

CDN saBnseTca onuuoHaNnbHOM noacuctemon WM3penusa u npeaHa3HavyeHa AaA
ONTUMM3ALMM AOCTABKM KOHTEHTa M3aenma (ycTaHOBOYHblE daliNbl MPUNOKEHMIA, 3HAUKM,
CKPUHLWOTbI, NakeTbl 06HoBAeHMA OC) nyTem MX pasmelleHma (KeWnpoBaHMaA) Ha KOHTEHT-
cepBepax TakMm o0b6pa3om, 4YTOObl BpemMa OXWAaHMA 44Aa nNoab3oBaTend 6bino
MWUHMMANbHbIM.

CDN cocTonT 13 cneaytollero KOMNoHeHTa:

— KOHTeHT-cepBepa (KOHTEeHT-cepBepos).

KoHTeHT-cepBep  npeactaBnseTr cobon  Beb-npuaoxKeHwe,  MNO3BOAAOLLEE
KelwunpoBaTb B paiIOBOM XPaHUAMLLE KOHTEHT M3aenva n npeaocTaBasTb K HEMY A0CTYN
npunoxeHmam «Aspopa LeHTp» n «ABpopa MakeT», a Takxke OC Aspopa.

3.4. N3penne peannsyeT psg TpeboBaHWMM K Mepam 3aWuTbl MHGOPMaLMMK,
NpUBeAEHHbIX B JOKYMEHTAX:

— «TpeboBaHMA O 3aWMUTE MHPOPMALMKN, HE COCTABAAIOLEN FOCYAAPCTBEHHYIO
TaHy, coaepKalleinca B rocyaapCcTBEHHbIX MHPOPMALMOHHbIX CUCTEMAX», YTBEPKAEHHOM
npukazom GCTIK Poccum ot 11 dpespans 2013 r. Ne 17;

— «CoCTaB M coAep)KaHMe OpraHM3aUMOHHbIX W TEXHUMYECKMX Mep Mo
obecneyeHnto 6e30MaCHOCTM  MNEpPCOHANbHbIX  AaHHbIX Npu  MX o0bpaboTke B
MHOOPMALMOHHbBIX CUCTEMAX MNEPCOHANbHbIX [AaHHbIX», YTBEPXKAEHHOM MPUKA3OM
®CTIK Poccum o1 18 pespana 2013 r. No 21;

— «TpeboBaHMA K obecnevyeHMto 3aUTbl MHGOPMALUMM B aBTOMATM3MPOBAHHbIX
CMCTeMax YMpaBAeHMA MNPOM3BOACTBEHHbIMW U TEXHOJNOIMYECKMMM MNpoLLeccamm Ha
KPUTMUYECKM BaKHbIX 0ObEKTaX, MOTEHLMANbHO OMAaCHbIX ODOBEKTAX, a TaKKe 0OBbeKTax,
NPeACTaBAAOWMX MOBbLILWEHHYKD OMACHOCTb ANA KM3HW WM 340POBbA AOAEN M ANA
OKPYXKalolen npupoagHoM cpeapl», yTBepKAeHHOM npukazom OCTIK Poccum ot

14 asrycta 2014 r. Ne 31;



17
AQMT.20134-01 3001

— «TpeboBaHna no obecnevyeHnto 6e30MaACHOCTM  3HAYMMBbIX  ODDBEKTOB
KPpUTUYECKOM  MHPOPMALMOHHOM  MHPPACTPYKTypbl  Poccuickon — depgepaumnmy,
yTBEpKAeHHOM npunkazom PCTIK Poccum oT 25 nekabpa 2017 r. Ne 239.

NPUMEYAHMUE. NMoapobHaa nHpopmauma o peanmsyemolx B M3aennm TpeboBaHMAX
K Mepam 3almTbl MHGOPMaLMKM NpuBeaeHa B NpUaoxKeHn (MpunoxkeHne 1).

N3nenne nossonset obecneymBaTb Habop mep, onpedeneHHblx 17-bim, 21-bim,
31-bim 1 239-biM nNpukaszamm OCTIK Poccmum no 3awmte nHpopmaumm B MC, nytem ero
npumeHeHna B IC ana ynpaBaeHmaA yCTPOMCTBAMM.

NMPUMEYAHUE. MoppobHaa mHopmauma o Habope mep, KOTOpble MO3BOAAET
obecneumBaTb M3anenne nytem ero npumeHeHua B MC ana ynpaBneHua yCTPOMCTBaAMMU,

npueeaeHa B npunoxeHun (MpunoxeHue 2).
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4. YKA3SAHUA MO 3KCIJTYATAUUN

4.1. Jkcnayatauma WM3pgenna LO/XKHA OCYLWEeCTBAATbCA B COOTBETCTBMM C I/,
nepevymcieHHon B AOKymeHTe  «BegomocCTb  3KCMYATaUMOHHBLIX  JOKYMEHTOBY
AMTI.20134-01 20 0O1.

4.2. N3pgenve n ero NporpaMMHble KOMMOHEHTbl A0MKHbI QYHKLMOHNMPOBATL Ha
CneunanbHo BblAENEHHbIX CEpBEpPax B COCTAaBE /I0KA/IbHOW BbIYMCANTENBHOM CETU U Ha
ycTpoucTeax noa ynpasaeHnem OC Aspopa.

4.3. Mpn akcnayaTaumm  M3penns  Heobxoammo  cobnoaaTb  caeaytolime
OrPAHUYEHWMA MO NPUMEHEHWIKO:

— NpaBOM A0CTyNa K CepBepam C YCTaHOBAEHHbIM M3aennem AonKHbl 06n1anaTh
nmua, obecneymBarolime PyHKUMOHMpoBaHMe WC, npouweawe COOTBETCTBYHOLLYHO
NoAroTOBKY, 03HakommBlUMeca ¢ 3/ Ha N3aenne n He pacCMaTPUBAIOLLMIMCA B KayecTBe
HapywwuTenen UB;

— [O/MKHbI  OblTb  NPeayCMOTPEHbI  MEepbl,  WUCKAOYaloLWME  BO3MOMKHOCTb
HECAaHKUMOHNPOBAHHOIO WM3MEHEHMA anmnapaTHOM 4YacTW TeXHUYEeCcKUXx CPeacTs, Ha
KOTOpPbIX YCTaHOB/IEHO M3aenue;

— [0/KHa obecneymBaTbCs nepuoamyeckan (He pexke 1 pasa B mecAL) NpoBepKa
LLeNOCTHOCTM NPOrPaMMHbIX KOMMOHEHTOB M3aenma nocpeacTBOM CepTUOULMPOBAHHbBIX
CpeAcTB KOHTPOIA;

— Ha YCTPOWMCTBAX W cepBepax C YCTaHOBAEHHbIM WM3aennmem [0MKHbl ObiTb
peann3oBaHbl Mepbl, MCKAOYatOLLME BO3MOXKHOCTb MCNONb30BAHMA CPEACTB Pa3paboTKM
M OTNAAYMKOB AN PeAaKTUPOBAHMA Koda WM OMNepaTMBHOM MNaMATU, MCMOAb3yeMOM
N3penvem;

— [O/MKHbI  OblTb  obecneyeHbl  Mepbl, MCKAtoYatloWwmMe  BO3MOXKHOCTb
HECaHKLMOHNPOBAHHON MOANPUKALIMM NPOrPAMMHbIX N MHGOPMALIMOHHBIX KOMNOHEHTOB

N3pnenuvs;
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— ¢u3MYecKMn  OocTyn K cepBepam C YycTaHosneHHon CYB[  AoKeH
NpeaoCTaBAATbCA nnuam, BK/HOYEHHbBIM 3KCNAyaTUPYIOLLLEN opraHusaumen
(onepatopom/noTpebutenem) NC B nepedyeHb ML, KOTOPble HE PAcCMaTPMBAlOTCA B
KayecTBe Hapywutena Ub;

— KaHa bl CBA3M, PACMONOXKEHHbIE B Npeaesiax KOHTPOAMPYEMOWN 30HbI, AOXKHbI
ObITb 3aWMLLEHBI OPraHN3aLUMOHHO-TEXHNUYECKMMM MEPAMMU;

— KaHaNbl CBA3W, PACNONOXEHHble 3a npeaenaMm KOHTPOAMPYEMOM 30HbI,
NO/KHbI ObITb 3alMLLEHbI C MCNONb30BAHMEM CPEACTB KPUNTOrpadu4eckon 3allmTbl
nHGopmaLnm, cepTUdnLUMpoBaHHbIX No TpebosaHmnam PCB Poccuu;

— [O/KHbI ObITb NPeANnPUHATBI MEPbI MO MEXKCETEBOMY SKPAHNUPOBAHMIO;

— akcnayaTtauma OC CentOS, OC Ubuntu nam OC Debian aonKHa ocywecTBAAaTbCA
COBMECTHO C YCTaHOB/IEHHbIM CPeACTBOM 3aLmTbl nHdopmaumun (C3U) «Secret Net LSP»°
WA CNeumanbHbIM nporpammHbim obecnedeHmem C3M HCA, «Akkopa-X K»” uav apyrum
C3M ot HC/ cepTndpmumpoBaHHbiM no TpeboBaHmam PCTIK Poccuu;

— [CY He ocyulecTBAAeT ayTeEHTUDMKALMIO NOAKAOYAEMbIX K HEMY YCTPOMCTB NoJa,
ynpasneHnem OC ABpopa Bepcum 5.0.0 m HMKe, nNo3aToOMy nNpu HEobXoAMMOCTK
obecnevyeHns KOHOMAEHUMANBHOCTWU, UENOCTHOCTM M AOCTYMHOCTM push-yBeaomMneHni
HeobBX0AMMO MCMNO/Ib30BaTb KOMMNEHCUPYIOLLIME MEpPbI 3aLLUTbl MHDOPMALIMK, HAaNnpUMep,
KpUnTorpaduyeckyto 3allmMTy KaHana CBA3M C ABYCTOPOHHEN ayTeHTUPMKaLMen mexkay
CepBepom npunoxeHu MNCY u ycTtponctsamu. [na ycTpoOMCTB NoJA ynpaBieHUMeEM
OC Aspopa Bepcun 5.1.0 u Bbiwe B [ICY peanunsoBaHa ayTeHTUPUKALMA, MOITOMY
MCNONb30BaHNE KOMMEHCUPYIOLWNX Mep He TpebyeTcs;

— npu akcnayataumm Mspenms 8 TMC (MCNAOH, ACY, KUW), He copeprkawmx
MHGOPMALIMM  COCTABAAOLLEN TFOCYAAaPCTBEHHOW TaMHbl, B 3aBUCMMOCTM OT KJ/lacca
3aLLMLLEHHOCTM, AO0/MKHbI ObiTb YCTAHOBAEHbI 3HAYEHUA MapPaMeTPOB, NPUBEAEHHbIE B

Tabnunue (Tabnnua 1).

® Ceptudurar coorserctana CTIK Poccum Ne 2790, aelctenuteneH oo 18 aekabpa 2028 r.
7 Ceptudukar coorsetctana CTIK Poccum Ne 4447, neicteutener oo 10 ceHTabpa 2026 r.
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Tabnnua 1
3Ha4yeHue
Mepa
NapameTp e MC4-ro MC 3-ro MTMC2-ro | TMC1-ro
Knacca Knacca Knacca Knacca
ABTOMaTMYECKOe NAD.3 | — He bonee He 6bonee | He bonee
H10KMpOBaHME yna.1 90 aHen 90 aHen 45 gHewn
naeHTMdmnKaTopa (y4eTHom
3anmcu) Nnonb3oBaTens
Yyepes nepmoa BpemeHu
HEeNnCcnob30BaHMA
AnvHa napona NMAD.4 | He meHee | He MeHee 6 | He MeHee | He MeHee
6 CMMBOJIOB | 6 8
CMMBO/I0B CMMBO/IOB | CUMBO/IOB
AndasuT napons NAD.4 | He MeHee | He meHee He meHee | He MeHee
30 60 70 70
CMMBO/IOB | CUMBO/IOB | CUMBO/IOB | CMMBOJIOB
MaKcrmanbHoe Bpema NMAD®.4 | 180 gHen | 120 aHeM 90 aHen 60 aHen
NencTBMA Napons
MaKkcnumanbHoe NMA®.4 |ot3p0010 |oT3 0010 |oT3008 |oT3004
KOMYEeCTBO HeyCnellHbIX
NOMNbITOK ayTEHTUDMKALMM
(BBOAA HEMPABU/IbHOIO
napona) 40 610KMPOBKM
BNOKMpPOBKa y4eTHOM NAD®.4 | OT 3 no Or5a030 |oTt1040 ot 15 go
3aMncK NoAb3oBaTe A B 15 MUHYT | MUHYT 30 MuHYT | 60 MUHYT
cay4yae AOCTMXKEHMA
YCTaHOB/IEHHOTO
MaKCMMaIbHOTO
KONMYeCTBa HeYyCNeLHbIX
NOMbITOK ayTEHTUPUKALMM
Konnyectso yna.se | — — — He bonee
OJHOBPEMEHHbIX CECCUI 2-X
ANA NPUBUMNETMPOBAHHbIX
YYETHbIX 3anncen
Bpemsa 6e3nencrama yna.10 | — — no 15 no 5
(HeaKTMBHOCTM) MWUHYT MUHYT
no/ab3oBaTens, yepes
KOTOpPOE OCyLLLeCTBAAETCA
3aBeplleHne ceaHca
No/ab30BaTENS
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4.4, MNpwn  sKkcnayataumm  M3pgenva  OO/DKHbl  MPUMEHATbCA  Cledyroulme
NONONHUTEIbHbIE OPraHM3aLUMOHHbIE N TEXHUYECKME MEpPbI:

— B MpoLlecce sKkcnayaTauum Msgenva AoaxKHO ObiTb obecneyeHO peryaspHoe
OTCNEXMBAHME HAAMYMA M OCYLLECTBAEHME YCTAaHOBKM 0OHOBAEHMM 6e30nacHOCTU
nporpammuHoro obecneyerus (M0O), Bxoaauwero B cpeay GyHKUMOHMPOBaAHMA M3aenva B
COOTBETCTBMM C 3.2 HACTOALLETO AOKYMEHTQ;

— e)XeMeCAYHO [0/KeH MNpPOoM3BOAMTbLCA MOMCK aKTyalbHbIX YA3BMMOCTEN U
ceegeHMn o6 yssBumocTax  WM3penva mn cpedbl  QYHKUMOHMPOBAHMA, aHa/InU3
MAEHTUPNLMPOBAHHBIX YA3ZBMMOCTEN Ha NpeaMeT BO3MOMXKHOCTM MX MCMNONb30BAHNA ONA
HapyleHna 6esonacHoCTy;

— B cpeae PyHKUMOHMPOBaHMA M3aenma (obuecnuctemHoe 0O, ykasaHHoe B 3.2
HACTOALLEr0 AOKYMEHTA) AO0/XHbl OblTb YCTAaHOBAEHbI BCE MMetolnecs 0OHOBAEHMS
6e30MacHOCTN M «NaTYM» ANA IMKBUAALUMMN N3BECTHBIX YA3BMMOCTEN;

— B C/y4vae obHapyKeHuaA yaszsmumocTer B [10 N3aenmna AonKHO NPOM3BOANTLCA MUX
yCTpaHeHMe B COOTBETCTBMW C MeToJamMu UM npoueaypamu, YCTaHOBAEHHbIMM
npeanpuATMEeM-pa3paboTinKom;

— onepaTop C NepuUoaAnYHOCTbIO 1 pa3 B HeAe Nt A0/MKEH NOAyYaTb MHOOPMALLMIO
O Bbixoge o0obOHOBNeHWM M3pgenma 4Yepe3  cAyxKby  TexXHMYecKom noaaeprKKu
npeanpuUATUA-U3roTOBUTENA.

4.5. B akcnnyatmpytowen M3nenmne MC nonxHbl 6biTb peann3oBaHbl TpeboBaHUA K
Mepam no obecneyeHnto 6e3o0nacHoOCTK:

— nHoopmauum B TMC ana 1-ro Knacca 3aWMLEHHOCTM B COOTBETCTBMU C
TpeboBaHUAMKN AOKyMeHTa «TpeboBaHWA O 3aWuTe MHOOPMALMM, HEe COoCTaBAAtoLLEN
rocyapCTBEHHYKO TalHy, COAEpPKaLleNCA B TrOCYAaPCTBEHHbIX MHPOPMALIMOHHbIX

cuctemax» (yreepskaeH npukasom PCTIK Poccum ot 11 pespana 2013 r. Ne 17);
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— mHPopmaumm B UCMAH ons 1-ro ypoBHA 3aLUMULEHHOCTM B COOTBETCTBMM C
TpeboBaHNAMM AOoKYMeHTa «COCTaB M COAEPKAHNE OPraHM3aLUMOHHbBIX N TEXHUYECKNX Mep
no obecnevyeHnto ©030MaCHOCTM MNEPCOHANbHbIX [AaHHbIX Npu KX o0bpaboTke B
MHOOPMALMOHHbBIX  CMCTEMAX  MNEepPCOoHabHbIX  AaHHbIX»  (YTBEPXKAEH  MNPMKA30oMm
®CTIK Poccum ot 18 dpespanda 2013 r. Ne 21);

— MHPopmaumm B ACY ao 1 Knacca 3almULEHHOCTM BKAIOYUTENBHO B COOTBETCTBMM
C  [OOKyMeHTOM  «TpeboBaHmAa K  obecnevyeHuto  3aWmTbl  MHOOPMaLMM B
aBTOMATM3MPOBAHHbIX CUCTEMAX YNPaBAEHNA NPOM3BOACTBEHHBIMM M TEXHONOTMYECKUMMN
NPOLLEeCCaMM Ha KPUTUYECKM BarKHbIX OObEKTax, MOTeHLMaNbHO OMacHbIXx ObbeKTax, a
Takke 06bekTax, NpeAcTaBAAOWMX MOBbIWEHHYD OMACHOCTb AAA KW3HM M 340POBbA
NOAEN U AN OKPYKAKOLWEN NPUPOAHON cpeabl» (yTBepaeH npukazom ®CTIK Poccmn ot
14 asrycta 2014 r. Ne 31);

— MHPOPMALMM  Ha 3HAYMMbIX OOBEKTaX KPUTMYECKOM WHPOPMALIMOHHOWM
MHOPACTPYKTYPbl A0 1 KaTeropuMm BKAOYUTENbHO B COOTBETCTBMMU C AOKYMEHTOM
«TpeboBaHMA no obecneyeHnto 6e30MaCHOCTU 3HAYMMbIX OOBEKTOB KPUTMYECKOM
MHOOPMALMOHHOM MHOPACTPYKTYpbl Poccuiickon depepaumm» (yTBEpPKAEH MPUKA3OM
®CTIK Poccum ot 25 nekabpsa 2017 r. Ne 239).

B cocTtaB mep A0NXKHbI BXOAMUTb:

— AByxdaKTopHaa ayTeHTUGUKaunsa nonb3osaTtenen (MA®D.1, ycunerue);

— aHTMBMPYCHaA 3almTa.
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5. NOAAEPMKA BE3ONACHOCTH

5.1. Mpeanpuatne-n3rotoBuTens obecneymBaeT NoAAepP)KKy  HeszonacHOCTH
N3penusa, npeaycmaTpmuBatoLLYHO:

— yCTpaHeHMe HeaocTaTkoB M aedekTtoB M3aenva, B TOM 4ucae yCTpaHeHue
YA3BMMOCTEM WU HedeKNapWMpOBaHHbIX BO3MOXHoOCTel WM3nenna (panee — ycTpaHeHue
HeJ0CTaTKOB);

— nHbopMmnpoBaHmMe notpebutenen ob obHoBneHUN N3penma u goseaeHue A0
noTpebutene obHoBneHN N3aenns, a Takke nameHeHunin 8 31 (nanee — obHoBNeHME
N3penus);

— MHPOPMMpOBaAHME 0O OKOHYaHWMKM NpomM3BOACTBA M (MAM) NOAAEPHKKM
6esonacHocTn M3aenua.

5.2. YcTpaHeHne HeloCTaTKoB VI3aenmna npeaycmaTpuBaeT:

5.2.1. TMouck B 0OWEAOCTYNHbIX MCTOYHMKAX WHOOPMALMM O HeaoCTaTKax
N3penua. B kayecTBe 0OLLEAOCTYNMHbIX MCTOYHMKOB B NEPBYHO oyepedb Mcnonb3yetca b/l
YA3BMMOCTEN B cOCTaBe HaHKa AaHHbIX yrpo3 6e3onacHoctn nHpopmauymm OCTIK Poccunm
(https://bdu.fstec.ru/, BbaHK [AaHHbIX yrpo3 6e30MacHOCTM UHPOPMaLMK), a TaKxKe
cneayroume [ONONHUTENbHbIE NCTOYHUKM: http://cve.omprussia.ru/,
https://cve.mitre.org/, https://nvd.nist.gov/, https://www.exploit-db.com/,
http://www.rapid7.com/db/, http://www.cvedetails.com/, http://www.securitylab.ru/ wn
apyrue. NMoncK ocyLwecTBAAETCA Nepruoanyeckm N He pexke 1 pasa B mecad,

5.2.2. TlonyyeHue ceBeaeHMin 0 HeaocTaTKax Msaenns ot notpebutenen N3pgenma.

5.2.3. TlpoBegeHune ncnoiTaHuin M3aenmna no BbISBAEHUIO HEAOCTAaTKOB B VI3aenunn,
B TOM YMC/1e NO BbIABNEHWNIO YA3BMMOCTEN M HEAEKAPMPOBAHHbIX BO3MOXHOCTEN M3aenma.

5.2.4. Pa3paboTKy KOMMEHCUMpPYOWMX Mep no 3awmuTte UHopmaumm  Uan
OrPaHMYEHUn MO NPUMEHEHUIO M34ennA, CHUMKAKWMX BO3MOMXKHOCTb 3KCM/yaTaLmm

HeJ0CTaTKOB (YA3BMMOCTEN).


https://nvd.nist.gov/
https://www.exploit-db.com/
http://www.rapid7.com/db/
http://www.cvedetails.com/
http://www.securitylab.ru/
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5.2.5. [loBeageHne uHPopmaumm O HedocTaTkax WM3genmd, a Takke O
KOMMEHCHMPYOLWMX Mepax Mo 3awmte MHGopmMaUMm MAM OrPaHUYEHUAX NO NPUMEHEHMIO
N3penna no notpebutenen Msnenna, PCTIK Poccnm n 6aHKa AaHHbIX Yrpo3 He30MacHOCTH
MHbopmaummn, sBeaeHme Kotoporo ocyuecteaseT PCTIK Poccnm B COOTBETCTBUM C MYHKTOM
21 nyHKkTa 8 [onoxeHma o PepepanbHOM CayxKbe No TEXHUYECKOMY M 3KCMEPTHOMY
KOHTPOtO, yTBEPKAEHHOro YKkaszom [lpesmaeHTta Poccuinckon Penepaunm oT 16 aBrycra
2004 r. Ne 1085.

5.2.6. YcTpaHeHMe HeaocTaTKoB M3aenua nytem aopaboTkn M3genma, npuHATUE
MHbIX MEP, CHMMAIOLIMX BO3MOXKHOCTb 3KCMyaTaLMM YyA3BMMOCTEN.

5.2.7. TectupoBaHMe (McnbiTaHMe) aopaboTaHHOro M3aenns mnm ero oTaenbHbIX
KOMMOHEHTOB Ha NpeaMeT YyCTpaHeHUA BAMAHMA O0BbHOBNEeHUI N3aenns Ha ero GyHKUMMK
6e30nacHOCTK, MNOATBEPXKAEHUA  YCTPAHEHMA  YA3BMMOCTEN, HEBHECEHWS  HOBbIX
yA3BMMOCTEN B M3aenme.

5.3. Pa3paboTka KOMMEHCUMpyKLWMX Mep N0 3awuTe MHOOpMaUMKM UK
OrpaHMYeHUn No NpUMeHeHKIo M3aenusa, a Takxke goseaeHne MHPOpMaLMM O HeJoCTaTKax
M YKa3aHHbIX Mepax 1 orpaHnYeHnax 4o noTpebutenein ocywecTBAAOTCA B CPOK He Honee
48 4yacoB C MOMEHTA BblIiIBNEHWNSA HeAOCTaTKa NyTeEM OTNPaABKM COOBLLEHWIA HA 3N1EKTPOHHbIE
aapeca notpebutenen.

5.4. [lopaboTka M3aenns, B Tom Yncne paspabotka obHosneHn MO N3penns, nam
pa3paboTka mep No 3aWuTe nHGoOPMaLUMnN, HENTPANNIYIOLMX HEAOCTATOK, OCYLLECTBNAETCS
B CPOK He bonee 60 AHEM C MOMEHTa BbIABNEHMA HeAOCTaTKa.

5.5. O6 OKOHYaHWM MPOM3BOACTBA M (MAM) noaaepKkM BesonacHocTn M3aenmns
npeanpuaTne-n3rotosmutenb MHPopmmpyet notpebutenenn n ®CTIK Poccum He no3gHee,

yem 3a 1 rof, 40 OKOHYaHWA NPOU3BOACTBA U (MKN) NoaaepKKn besonacHocTn N3penus.



25
AAMT.20134-01 30 01

6. NOPAAOK OBHOBJIEHUA

6.1. B pamKax NOALEPIKKN WU3HEHHOrOo LMKNa N3poenua
npeanpuATNE-U3roToBMUTENb BHOCUT B HEro M3MEHEHUA, HanpaBAEeHHble Ha YyAydlleHue
3KCNYyaTaLUMOHHbIX XapaKTEPUCTUK N YCTPAHEHNE HEAOCTATKOB.

6.2. JoseaeHne MHbOpMauUMM O BbiNycKe OOHOBAEHWM M3aennsa A0 Kaxkaoro
notpebutena N3aenma ocywecTBnaeTca NOCPeaCcTBOM:

— OTNpaBKM COOBLLEHWNN Ha INEKTPOHHbIE aZpeca NoTpebuTenen;

— nybavkaumm  Ha  oduumanbHom  Beb-calTe  npeanpuATMA-pa3paboTymMKa
(https://www.omp.ru, https://auroraos.ru).

6.3. MpeaycmoTpeHbl cneaytouwme cnocodbbl nNpeaocTaBaeHUs 0OHOBAEHUI
noTpedbutenam:

— OTNpaBKa HOBOW Bepcuu M3aenma c cConpoBOANTENbHBIM MNCbMOM;

— nybnukauma 1SO-obpas3a 3arpy3o4HOro moaysia HOBOW Bepcunm M3penus Ha
odnUManbHOM Beb-calTe npeanpuaTnsa-pa3paboTymka (https://www.omp.ru,
https://auroraos.ru);

6.4. ToTpebuTenb TakKe MMeEET BO3IMOMXKHOCTb NMOAYYNTb MHOOPMALIMIO O BbIXOAE
0OHOBNEHUIN Yepe3 CNyKDy TexHMYecKor noaaep:kku npeanpuaTna-paspaboTymka no
Ten.: +7 (495) 269-09-80 b0 No 3NEKTPOHHOM NoYTe: support@omp.ru.

6.5. ObHoBNeHMA M3aenns, Npu UX HaAMYMKM, BBOAATCA B 3KCM/AyaTauMto nocne
NpoBeAeHMA  AOMNONHUTENbHbIX  MCAbITAaHMA  ANa  noadepxanua  WMspgenva B
cepTUPMLMPOBAHHOM CTaTyce. B cnyyae BHeceHMa B M3aenve M3MeHEHUI, CBA3AHHbIX C
YyCTpaHEHMEM YA3BMMOCTEN, NPeanpuATUEe-U3roToBmTENb MHOOPMUPYET NOTpedbuTenen m
®CTIK Poccumn o HeobxoammocTn obHoBneHUs M3penma v A0BOAUT A0 NOTpebutenemn
obHOBNEHUA M3penua 00 NpoBedeHMA AOMOAHUTENbHbIX MCMbITAHWIA. ABTOMaTM4YECKOe

obHOBNEHWE cepTUdMLMPOBAHHOM Bepcumn MN3aenns He gonyckaeTca.


mailto:support@omprussia.ru.
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6.6. na ycTaHOBKM CcepTUOUUMPOBAHHbLIX OOHOBMIEHWI OMNEpPaTop A0/ KEH
BbIMO/IHMTbL CAeaytoline AeNCTBMA:

— NOAYYUTb OT nNpeanpuATUA-u3rotToBuTens Wsaenma cepTMOUUMPOBAHHbIE
obHoBNeHMA WM3agenusa, a TakxKe OOHOB/EHHbIM B COOTBETCTBMW C W3BelleHMem 06
M3IMEHeHNAX KomneKT 2/1 Ha M3anenune;

— NPOM3BECTM NMPOBEPKY MOAJAMHHOCTM U LLENOCTHOCTM MOCPEACTBOM MPOBEPKM
3aNeKTpoHHOM noanucu (3M) N3penns. MHCTPYKLUMA C onncaHem nopsagka nposepku I,
ceptnudukat nposepkn IM1, ckpunT nposepku 3 mn 31 pasmelleHbl Ha Beb-canTe
npeanpuatua-unsrotosutena Nsgenua (https://auroraos.ru/documentation);

— nposecTn pacyeT KC dannos cepTudumumMpoBaHHbIX 0bHOBAEHMN MN3aenma c
MCNO/NIb30BaHMEM MporpaMmbl  «llporpamma  ¢GuUKcauum U KOHTPOAS  LENOCTHOCTU
nHbopmauum  «OUKC-Unix 1.0» (paspaboTtumk 3A0 «LIBN-cepBuc», cepTudukat
cooTBeTcTBMA OCTIK Poccum No 680, aenctButeneH ao 26 ¢pespans 2021 r., OKOHYaHME
CPOKa TeXHMYECKOM noaaep:km 26 despans 2026 r.);

— cpaBHUTb KC dpannos 0bHOBAEHWNI C yKa3aHHbIMK B COOTBETCTBYIOLLEM pa3aene
obHoBneHHoro ¢opmynapa Ha Wsgenme. [Mpm  pacxoxaeHnm KC C 3TaNIOHHbIMM
3HAYEHMAMM, VYKa3aHHbIMM B dopmyaspe, HeobxoaAMMO o0OpaTUTbCa B  CAYXKOyY
TEXHUYECKOM NOAAEPKKM NPeanpuUATUA-U3roTOBUTENA M3aenus;

— B cny4dae cootseTcTBMA KC dpainoB cepTndmumMpoBaHHbIX 06HOBAEHWIA N3aenns
3TANIOHHbIM 3HAYeHUAM MPOM3BECTU YCTAHOBKY CEPTUPUUMPOBAHHbLIX OOHOBAEHUN
N3anenva B COOTBETCTBUM C TPpeOOBAHMAMM, NPUBEAEHHBIMW B JOKYMEHTax: « PyKOBOACTBO
agMuHuctpaTtopa» AAMI.20134-01 91 01 wn «PekomeHOaumu No pe3epBHOMY
KonunposaHuto» AAMI.20134-01 91 02.

6.7. Ecnn notpebutens M3aenms He MOXKET peann3oBaTb KOMMNEHCUPYIOLLME MEPbI
no 3awuTte MHGOPMALMM UAN OFPaHUYEHMA NO NPUMEHEHUIO M3aenna pekomeHayeTca

NnpeKkpaTunTb ero npmmeHeHune.
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6.8. Ecam yA3BMMOCTM (HeAeKNapupOBaHHbIE BO3MOXHOCTM) M3aenma He moryT
ObITb YyCTPaHEHbl C MOMOLLbD KOMMEHCUMPYOLWMX Mep Mo 3almte MHGopMauum uam
OrpaHMYeHMIn N0 NPUMEHEHMIO, MpeanpuATMe-U3roToBmTeNb N3aenmsa HesameanmTeNbHO U
rapaHTMPOBAHHO, C NOATBepXAeHMeMm, coobuaetr o6 3Tom Bcem noTpedbuTensm u
®CTIK Poccum. MNoTpebutenn npekpawatoT npuMmeHeHune Magenma.

6.9. ObHoBNeHMe M3aenns Ao Tpebyemol BepPCUMM BO3MOXKHO TO/NIbKO C BEPCUN,

yKasaHHbIX B Tabanue (Tabanua 2).

Tabnnua 2
Tpebyemasn Bepcus PaHee ycTaHOB/1IeHHaAA BepcuUA
2.2.0 2.1.3*
2.2.1* 2.1.3*%,2.2.0
2.2.2%* 2.1.3%,2.2.0,2.2.1*
2.3.0 2.2.2%*
2.4.0 2.2.2*%,2.3.0
2.5.0 2.2.2*%,2.3.0,2.4.0
2.5.1* 2.2.2%,2.3.0,24.0,2.5.0
3.0.0 2.5.1*
3.0.1 2.5.1*%,3.0.0
3.1.0 2.5.1%,3.0.1
3.1.1* 2.5.1%,3.0.1,3.1.0
3.1.2%* 2.5.1%,3.1.0,3.1.1*
3.2.0 3.1.0,3.1.2*
4.0.0* 3.1.2%,3.2.0
4.1.0* 3.1.2*,4.0.0*
5.0.0* 3.2.0,4.0.0*% 4.1.0*

* - Bepcuun Mspenuva, npoweame ceptndmkaumio 8 PCTIK Poccun.
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7. KOMMNJEKTHOCTb

noctaskn®

N3nenna

[LOJIXKHA

COOTBETCTBOBATbL

KOMMAEKTHOCTK, YKa3aHHOM B Tabanue (Tabnuua 3), B CTPOroin 3aBMCMMOCTM OT cnocoba

nepesaun’® Mspenva u cneundurkauumn Msgenuns, npeayCMOTPEHHOW B COOTBETCTBYIOLLEM

JInueH3noHHOM Aorosope.

Tabnunua 3
Kon. dusnyecKkaa | INEeKTPOHHaA
O603HauyeHune HanmeHoBaHue
L. NocTaBKa NOCTaBKa
AOMI.20134-01 [NpuknagHoe 1 |DVDc B
nporpammHoe 3arpy304HbIM  PAEKTPOHHOM
obecneyeHne «ABpopa Moaynem BMAE
LeHTp» N3pnennatl
AOMI.20134-01 30 01 |lNMpuknaagHoe 1 |B ne4yatHOm BMAeB
nporpammHoe (dopmaT A5)H  BreKkTpoHHOM
obecneyeHne «ABpopa BMAE
UeHTp». Dopmynap
3aBepeHHas Konua BblaaHHoro ®CTIK Poccum 1 B neyatHOM BMAaeB
cepTuduKaTa COOTBETCTBMA Cuctemsl (bopmat A5) 9/1EKTPOHHOM
cepTMdMKaLMmM CpeacTB 3alUMTbl MHPOPMALMK MO BMAE
TpeboBaHuAM  6e3onacHocTM  MHPOPMALMK

(cBupeTensctso Ne POCC RU.0001.016M100)

8 KomnaiekTHOCTb NocTaBKkK M3aenus onpenenserca ycaosuamm JINLEH3NMOHHOIO 40roBopa.
9 Ob6uwasn MHPOPMaLMA O BO3MONKHBIX Cnocobax nepedayn v Hocutensx uHdopmaumm Msgenus npuseaeHa B
COOTBETCTBYIOLLMX MPUIOMKEHUAX HACTOALWETO AOKYMEHTA.
10 DVD c 3arpy304HbIM MoZynem M3nenvs, Takske COAEPSKUT KOMMOHEHTbI cpeabl GyHKLMOHMPOBAHMA M KOMM/IEKT

3/1 Ha N3penme.

1 Mpu dusMyeckoit noctaBke HE3aBUCMMO OT KOJIMHYECTBa MOCTaBAAEeMbIX KOMNnekTos 3/ ®opmyaap Ha M3aenve
noctasnseTca B 1 ak3emnasape Ha ByMaxkHOM HOCUTENE Ha Kaxayto NapTuio YCTPOMCTB.
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7.2. 3penne MOXKeT MMeTb HECKOJIbKO Pa3/MyHbIX KOHQUIypauumin, npuv 3TOM
BapMaHT NOCTaBKM ONpeaensaeTca B COOTBETCTBYOWEM JIMLEH3MOHHOM A0roBOpE:

— BapuaHT NocTaBkM 1, COCTOAWMIM M3 KOMMIEKTA AOKYMEHTOB M CAeAyoLLInX
noacucrem: b, [IM, 1Y, TNCY, NOOC, npunoxeHne «AsBpopa MapkeTy,
npunoxeHune «Aspopa LeHTp»;

— BapuaHT NOCTaBKM 2, COCTOAWMM M3 KOMMAEKTA AOKYMEHTOB M CAeAyHLLNX
noacucrem: b, [IM, 1Y, TICY, T100C, npunoxeHne «ABpopa MapkeT»,

npunoxeHne «Aspopa UeHTp», Bratoyaa [MYT n CDN;

— BapuaHT NoCTaBKKU 3, COCTOAWMIM M3 KOMMAEKTA AOKYMEHTOB M CAeAyoLLInX
nogcuctem: [, [IM, 1Y, TICY, T1100C, npunoxeHne «ABpopa MapkeTy,

npunoxkeHune «Aspopa UeHTtp», Bra4vasa MNYT n CDN ¢ «/IMUEH3MOHHbBIM COralleHnemM»

ana Cepsuc-nposaiaepost?.

7.2.1. KomnnekT 3/, BxoAALMX B NOCTaBKYy: M3nenuma, onpeneneH B OKYMeHTe
«BeomocTb aKcnnyaTaumMoHHbIX 4oKyMmeHToB» AMI.20134-01 20 O1.

7.3. KC dannos M3anenma paccumTaHbl C UICNOAb30BaAHMEM Nporpammsl «[porpamma
dUKCaUMM M KOHTPOANS UeNnoCcTHOCTM WHbopmaumm «PUKC-Unix 1.0» (pa3paboTumk
3A0 «lUbWN-cepsucy, ceptndukat cootetctBus PCTIK Poccnm No 680, aencTsmuteneH ao
26 deBpans 2021 r., OKOHYAHME CPOKA TEXHUYECKOM NoaaepKkm 26 despana 2026 r.).

7.3.1. KC DVD c W3pennem, coaeprkalwymm 3arpy3odHbii moaynb W3penus,

KOMMNOHeHTamu cpeapbl GyHKLMOHMpPOoBaHMA N3aenns npmseseHa B Tabauue (Tabaunua 4).

12 Cepsuc-nposaiaep — opraHmsaLmsa, KOTopas MCNoib3yeT M3aenne B Ka4ecTse OHOTO M3 COCTABAAIOWMX A8
CO3[aHMsA CBOEW yCaAyrM WAM NpoayKTa. [aHHasa ycayra WA MPOAyKT npenocTasnsetca KaneHtam CepBuc-
nposangepa.

13 lonoNHUTENbHO B COCTaB KOMMIEKTA JOKYMEHTOB BXOAMUT Gaii/ «/IMLeH3NoHHoe cornatieHne.pdf», ¢ KoTopbim
HeobX0AMMO 03HaKOMMUTLCS Nepes HauyaNom UCNoNb3oBaHua M3aenns.
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Tabnuua 4
N3penune KCDVD e
U3penvem
MpuknagHoe  nporpammHoe  obecneyeHne  «Apopa  LleHtp». | C7EC0637
«CuHrnTeHaHt™ AAMI.20134-01 12 01
MpuknagHoe nporpammHoe  obecnevyeHne  «ABpopa  LeHTp». | 9460050D
«MynbtuteHanT» AAMI.20134-01 12 02
MpuknagHoe  nporpammHoe  obecneyeHne  «ABpopa  LleHTp». | 79928657

«MynbTuTeHaHT» ana Cepsuc-nposangepos AAMI.20134-01 12 03

7.3.2. BTabnuue (Tabnuua 5) npueeaeHbl KC pasmeweHHoro Ha DVD ¢ M3penvem

apxuBa, cofepxauiero ¢annbl M3penns, yctaHaBAMBaeMble Ha cepsep,

cueHapmneB YyCTaHOBKMN.

a Takxe dannbl

Tabnnua 5

Uma panna Pa3smep (6aiT) KC (wecTH.)
/server/installer-ac.sh 862368738 6DC6706E
(Bxoant 8 AAIMI.20134-01 12 01)
/server/installer-ac-mt.sh 958901172 CC57BF5F
(BxoamuT B AAMTI.20134-01 12 02)
/server/installer-ac-mt-spr.sh 958914110 30B7A15D
(BxoauT B AAMTI.20134-01 12 03)

7.3.3. B Tabnuue (Tabnumua 6) npuseseHbl KC daitnoB npunoxkeHus «Aspopa

MapKeT» 1 npunoxenuma «Aspopa LleHTp», pazmelleHHbIx Ha DVD ¢ Mspennem.

Tabnnua 6
KoHTponbHaA
" Pasmep
Homep Nma dainna " cymma
(6ainT)
(wecTH.)
KaTanor: client-apps/aurora center/aurora-4.0.2
1 omp-emm-client-5.0.0.13+1-aurora- 1109214 E9C9A777
4.0.2.armv7hl.rpm
2 omp-emm-installer-5.0.0.1+5-aurora- 519078 28F17ECD
4.0.2.armv7hl.rpm
3 omp-emm-wizard-quick-activation- 749154 3814E6D8
5.0.0.1+5-aurora-4.0.2.armv7hl.rpm
4 omp-emm-wizard-quick-activation- 9634 33D3D005
configuration-5.0.0.1+5-aurora-
4.0.2.armv7hl.rpm
NTOTO: |- 2387080 CAFFEF67
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KoHTponbHaA
" Pa3smep
Homep Nma danna " CyMma
(6ainT)
(wectH.)
Katasnor: client-apps/aurora center/aurora-5.0.
5 omp-emm-client-5.0.0.13+1-aurora- 1247791 C2C56EBF
5.0.1.aarch64.rpm
6 omp-emm-client-5.0.0.13+1-aurora- 1201558 B240E783
5.0.1.armv7hl.rpm
7 omp-emm-installer-5.0.0.1+5-aurora- 35000 FD2B3762
5.0.1.aarch64.rpm
8 omp-emm-installer-5.0.0.1+5-aurora- 32838 SE6A2B2A
5.0.1.armv7hl.rpm
9 omp-emm-wizard-quick-activation- 54882 12AAF6B1
5.0.0.1+5-aurora-5.0.1.aarché64.rpm
10 |omp-emm-wizard-quick-activation- 51680 OAB13D3E
5.0.0.1+5-aurora-5.0.1.armv7hl.rpm
11 omp-emm-wizard-quick-activation- 9533 C91ADD9B
configuration-5.0.0.1+5-aurora-
5.0.1.aarch64.rpm
12 |omp-emm-wizard-quick-activation- 9626 D626B986
configuration-5.0.0.1+5-aurora-
5.0.1.armv7hl.rpm
NTOTMO: |- 2642908 O4E33AE6
Ratanor: client-apps/aurora center/aurora-5.1.
13 omp-emm-client-5.0.0.13+1-aurora- 1247950 5DCB668SA
5.1.0.aarch64.rpm
14 |omp-emm-client-5.0.0.13+1-aurora- 1203651 225E67A3
5.1.0.armv7hl.rpm
15 omp-emm—-installer-5.0.0.1+5-aurora- 35005 FFD9DDRB9
5.1.0.aarch64.rpm
16 |omp-emm-installer-5.0.0.1+5-aurora- 32844 A0C9E9ER
5.1.0.armv7hl.rpm
NTOTO: |- 2519450 C085357B
KaTanor: client-apps/aurora market/aurora-4.0.2
17 feature-appstore-5.0.0.1+5-aurora- 8923 BD7E58EE
4.0.2.armv7hl.rpm
18 omp-appmanager-5.0.0.2+1-aurora- 98330 30F9634A
4.0.2.armv7hl.rpm
19 omp-appstore-client-5.0.0.3+3-aurora- 923268 B56958B6
4.0.2.armv7hl.rpm
UTOrO: | - 1030521 | 38EE6312
KaTtasor: client-apps/aurora market/aurora-5.0.1
20 feature-appstore-5.0.0.1+5-aurora- 8815 440340D5
5.0.1.aarch64.rpm
21 feature-appstore-5.0.0.1+5-aurora- 8907 57430B46
5.0.1.armv7hl.rpm
22 omp-appmanager-5.0.0.2+1-aurora- 102582 F3347126

5.0.1.aarch64.rpm




32
AAMT.20134-01 30 01

KoHTposbHaA
" Pa3smep
Homep Nma danna " CyMMa
(6anT)
(wecTH.)
23 omp-appmanager-5.0.0.2+1-aurora- 96895 BF47475B
5.0.1.armv7hl.rpm
4 omp-appstore-client-5.0.0.3+3-aurora- 737225 66D4ABCB
5.0.1.aarch64.rpm
25 omp-appstore-client-5.0.0.3+3-aurora- 713434 E989755A
5.0.1.armv7hl.rpm
NTOTO: |- 1667858 DO6EA37F
KaTtasor: client-apps/aurora market/aurora-5.1.0
26 feature-appstore-5.0.0.1+5-aurora- 8815 9C6B7DCA
5.1.0.aarch64.rpm
27 feature-appstore-5.0.0.1+5-aurora- 8906 2911BCES
5.1.0.armv7hl.rpm
28 omp-appstore-client-5.0.0.3+3-aurora- 792348 ABAF9A77
5.1.0.aarch64.rpm
29 omp-appstore-client-5.0.0.3+3-aurora- 769307 3B131BAF
5.1.0.armv7hl.rpm
UTOrO: |- 1579376 | C5C640FA

7.3.4. KC HeumsmeHAaeMbix ¢paiinos M3genusa, pasmelleHHbix B dannax Ha DVD ¢

N3pnenvnem, npuseaeHsl B Tabauue (Tabanua 7).

Tabnuua 7

Nma daina OnucaHue

/checksums/constant- | KC HemsmeHsembix Gainnos U3aenms, pacronoKeHHbIX Ha
files/server-const- cepsepe

files.fix.html

/checksums/constant- | KC HemsmeHsembix GaiiioB NpuaoKeHns «ABpopa MapKeT»
i;i:ii?i?;ii?i;ml W NpUaoXeHua «Aspopa LleHTp».

MHbopmauma B danne npuseaeHa no Kaxaomy RPM-nakety
B OTAE/NbHOCTU. [lepeyeHb ycTaHaBAMBaeMbix RPM-nakeTos
3aBUCUT OT NpunoxeHuna n sepcum OC, n npuseaeH B
Tabauvue (Tabnmua 6)
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8. MEPUOAMYECKMIN KOHTPO/Ib OCHOBHbIX XAPAKTEPUCTUK NPU
SKCMNNYATAUNN N XPAHEHNN

8.1. KoHTponb MW3penus npoBoAMTCA NpuM  ero MnNepBMYHOM YCTAHOBKE W
3aKpenaeHnn 3a OTBETCTBEHHbIM /IMLOM U B Aa/ibHENLEM — B COOTBETCTBMM C NOPAAKOM
NPOBEeAEHMA PernaMeHTHbIX PaboT KOMMNAeKca CPeacTB aBTOMaTM3aUMM 0ObeEKTA, HO He
pexe 1 pasa B roa.

8.2. KoHTponb N3pnenua npeaycmatpusaeT nposepKy DVD c M3genmem, KoTopas
NPOM3BOAMNTCA MYTEM MX BM3Ya/IbHOTO OCMOTPA C Le/IbI0 YAOCTOBEPUTLCA B TOM, YTO OHU He
MMetoT  aedopmaumii, MEexXaHMYEeCKMX WAW MHbIX NoBpexaeHnn. Kpome Toro, AnA
onpefeneHns Kadectsa 3anucu alioB 3arpy3odHbix moaynen Ha DVD npowussogat
noacyeT KC parinos 3arpy3ouHbix moaynen M3genva ¢ nocneayowmm nx CpaBHeEHUEM CO
3HaveHunamm KC dalnnos, yKasaHHbIX B 7.3 HAaCTOALLErO AOKYMEHTA.

8.3. OTBETCTBEHHOE INLO A0/IKHO He pexe 1 pa3a B Mmecal, Npon3BoANTb NoacyHeT
KC HeunsmeHAembix ¢alnoB M3aenns ¢ nocneayolmm nx CPaBHEHMEM CO 3HAYEHUAMM,
npuBeLeHHbIMM B 7.3 HACTOALLEro AOKYMEHTA.

8.4. MopacuyeT KC dpannos 3arpy3ouHbix moaynen N3nenma, paamelleHHbix Ha DVD,
AOMKEH NPOBOAMTLCA C MCNONBb30BAHMEM OAHOM M3 CAEAYOWMX MPOTrPAMM:

— «[llporpamma dUKcaumMm M KOHTPOANSA LENOCTHOCTU MHPopmaummnm «DPUKC-Unix
1.0» (paspaboTtunk 3A0 «LUBN-cepsucy, ceptudukat cootsetctema PCTIK Poccum Ne 680,
nencremutened ao 26 ¢espana 2021 r., OKOHYAHME CPOKA TEXHMYECKOM NOAAEPKKM 26
deBpans 2026 r.);

— «[lporpamma ¢uKCaLUMM U KOHTPOAA MCXOAHOFO COCTOAHMA MPOrPAMMHOrO
komnaekca «PUKC 2.0.2» (paspaboTumk 3A0 «LIBM-cepBuc», ceptudmnKkaT cooTBETCTBUSA
®CTIK Poccum Ne 1548, pencteutenen o 15 aHsaps 2025 r.), «YpoBeHb-3», KOHCTaHTa

Mo yMOJI4aHUIO.



8.5. Pe3synbTaThl

XpaHeHun dukcmpytoTcs B Tabanue (Tabamua 8).
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KOHTPONA OCHOBHbIX XaPaKTEPUCTUK MNpK  3KCNAyaTaunn wu

Tabnunua 8
[aTta nposeaeHUA NPOBEPKHU
20 . 20 . 20 .

x ~ o ~ x ~
© m D O (10} D () [0 0

HanmeHoBaHuWe lNpumeyaHue x| 58| 5z 58| 5| 6 38
o S O = o S O = O = O =
g I I C g Z I C g Z I C
S s Xxd9| S 2| x| S| ¥d
E = o E = o E = o
x O S x O S x O S
© o o C © o o C © o c C
= = 1<) = e =

[NpuKknagHoe [Npu npoBepke

nporpammHoe 3HayYeHne 4ONKHO

obecneyeHue coBnaZaTb CO

«ABpopa LleHTp» [BHaYeHuem, >= >= >=

DVD c VKa3aHHbIM B

302pY304YHbIM pasgene 7 (>=)

mooynem M3denusa
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9. CBUAETE/IbCTBO O NPUEMKE

[MpuKnagHoe NporpamMmHoe

obecneyeHune
AIMT.20134-01 3aB. No
«ABpopa LeHTp»
HanmeHOoBaHMe NPorpamMmmHoOro n3agenna o6o3Haqume

COOTBETCTBYET TPeboBaHMAM AOKYMeEHTa «TexHuyeckme ycnosma» AAMI.20134-01 99 01

NMPN3HaHO roAHbIM ONA 3KCNyaTaunin.

[laTa BbinycKa

PykoBoauTe b
14
npeanpuaATUs
noanncb paCLLIl/Id)pOBKa nognucun AaTa
M. N
OTBeTCTBEHHbIN
15
UCMONHUTENb
noanncb pacu.lmcprBKa noanucu AaTa

4 Mpu 21eKTPOHHOM MOCTaBKe MapKMpoBaHMe M3aenus ocyllecTBaseTca ¢ npumeHeHnem M, KoTopas
NPOCTaBAAETCA Ha TUTY/IbHOM SINCTE HACTOALLETO JOKYMEHTA.
15 TMpu 2neKTPOHHOM MOCTaBKe MapKupoBaHue WM3oenus OocylecTBaseTca ¢ npumeHeHrem I, KoTopas
NPOCTaBAAETCA Ha TUTY/IbHOM JINCTE HACTOALLErO JOKYMEHTA.
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10. CBMAETE/NIbCTBO OB YINAKOBKE 1 MAPKMPOBKE

[MprKnagHoe nNporpamMmmHoe

obecneyeHune
AOMT.20134-01 3aB. No
«Apopa LUeHTp»
HanMeHOBaHMe NPOorpaMmmHoOro n3aenna 0603Haqume

CKOMM/IEKTOBAHO, MapKMpoBaHoO M ynakosaHo OO0 «OTKpbITaa MobuabHaa naatdopmar
cornacHo TpeboBaHMAM, NPeAyCMOTPEHHbIM [JOKYMEHTOM «TexXHWYECKue yC0BUSA»

ALAMTI.20134-01 99 0O1.

KoHTponep OTK?!®

noAanmch pacluindpoBKa noanmucK nata

® TMpu 2neKTPOHHOWM MOCTaBKe MapKkupoBaHue W3menus OocylecTBaseTca C npumeHeHrem I, KoTopas

MPOCTaBAAETCA HA TUTY/IbHOM ZINCTE HACTOALWEro AOoKyMeHTa.
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11. TAPAHTUWMHbIE OBA3ATE/IbCTBA

11.1. MpeanpusaTne-n3roToBUTENb rapaHTUpyeT pabotocnocobHoCcTb M3aenmna B
COOTBETCTBMM C 33aAB/IEHHbIMM XaPAKTEPUCTMKAMMK, MNPenyCMOTPEHHbIMM HACTOALLMM
NOKYMEHTOM, Npu cobatoaeHmnn notpebutenem tpebosaHmin 3.

11.2. Mpeanpnatne-n3roToBuTENb  NPOBOAUT  MOHWUTOPUHI  0OWEA0CTYMHbIX
MCTOYHMKOB WHGOPMaUMn, nybanKyrowmx cBeaeHua 06 yA3BMMOCTAX, Ha npeamet
NOABNEHMNA B HUX CBeAEHMIN 00 YA3BMMOCTAX B KOMMNOHEHTax M3aenns, n npuHMMaeT Mepbl,
HampaB/IEHHblE HA YCTPAHEHWE BbIABIEHHbIX YA3BMMOCTEM MAW  UCKAKOYatowme
BO3MOMHOCTb MCMO/1b30BAaHMA HAPYLIMTENAMMN BbIABNEHHbIX YA3BMMOCTEN.

11.3. Mpeanpunatne-n3rotoBuTenb obecneymBaeT YCTPaHEHMEe  YA3BUMOCTEM
nocpeaACcTBOM npeaocTaBAeHUA noTpedbutenam onncaHmA HEeobXoAMMbIX
OpraHn3aLMOHHO-TEXHUYECKMX MpoLeayp, HanpaBNEHHbIX Ha YCTPaHEHWEe BblABAEHHOM
YA3BUMOCTU. TaK¥e npeanpusaTme-m3roToBnTeNlb, B PamKax nposeaeHUs paboT no
YCTPAHEHMUIO BbISIBNEHHbIX YA3BMMOCTEN, pa3pabaTbiBaeT obHoBNeHMA 0.

11.4. Mpeanpnatne-n3roToBUTENL He MNPeaoCTaBAAEeT rapaHTUM WAKU  YC/IOBUM
(ABHbIX  MAM  NoApa3ymeBaemMblx  3akoHodaTenbctBom  Poccuiickon  depepaumm)
OTHOCUTENbHO TAPaHTUIM TOBAPHOM MNPUrOAHOCTW, WHTErPUPYEMOCTM, TOAHOCTU K
MCNONb30BAHMIO ANA BbINONHEHMUA KOHKPETHbIX 33[a4 noTpebutensa, oTcyTCTBUSA OWNOOK,
BO3MOXHOCTM  QYHKUMOHMPOBAHMA MNPU  UCMNOJIb30BAHUM  COBMECTHO C  Nt0ObIM
NPOrpaMMmHbIM MM annapaTHbIM obecneyeHnem.

11.5. B cnyyae BbisBneHus B Mizgennm owmnbok 1 nepeKkToB, CBUAETENbCTBYIOLWMX O
HecooTBeTCcTBUM  W3penma D[, U He  ABAAKOWMXCA  YA3BMMOCTAMKU  M3aenus,
npeanpuATUe-U3roToBMUTENb NO GakTy NOAYYEeHMA peKknamaummn notpedbutens obasyetca
YCTPaHUTb OWWOKU U/ MAmn aedekTbl Npu BbiNyCKe OOHOBAEHHbIX Bepcuin MN3penma u

yBeoMUTb 06 3TOM noTpebutenen N3nenms.
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11.6. Peknamaumm notpebutena MNPMHMMAOTCA NpPU YCAOBWUKM, 4YTO AedeKT B
N3pennn He BbI3BaH [AOMNYLWEHHbBIMW CO CTOPOHbI NOTPebuTena HapyweHuaMn B
3KCNyaTaumm, XpaHeHn 1 TpaHCNopTUpoBKe N3aenma.

11.7. Peknamauuun npeanpuATUIO-U3roTOBUTENO  HAMpPaBAAKOTCA  OAHMM U3
cneayouwmx cnocobos:

— no aapecy: 420500, Pecnybnuka TaTapcTaH, BepxHeEyCNOHCKUIA pPanoH,
r. MHHonoAnwuc, yn. YHMBepcuTeTCcKasa, a. 7, opuc 59;

— MO 3N1EKTPOHHOM NoYTe: support@omp.ru.


mailto:support@omprussia.ru.
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12. CBEAEHWA O PEKJIAMALNAX

12.1. Notpebutens MOXKeT npeabasnTb peKsamaumio
npeanpuATUIO-M3rOTOBUTENIO B MEPUOA, FAaPaHTUMHOIO CPOKa 3KcnayaTaumm N3aenma npm
obHapyKeHnn  aedeKkToB  PYHKUMOHMPOBAHMA, a TaKXKe nNpu  HEeCOOTBETCTBUM
KOMM/IEKTHOCTKM, YMAKOBKM W MAPKUMPOBKW MNOCTaBAeHHOro W3aenus TpeboBaHMAM,
npusedeHHbIM B D/1.

12.2. Peknamauuun npenbaABAAOTCA NPeanpUATUIO-U3TOTOBUTENO B MUCbMEHHOM
BM/AE C YKaszaHMeM AaTbl 0OHApYyKeHMA HeMcnpaBHOCTM (HECOOTBETCTBMA), XapaKTepa ee
NPOABAEHMA N YCIOBMIN BOSHUKHOBEHMUA.

12.3. Peknamaumua NoANMUCbIBaeTCA pyKoBOAMTEIEM noapasaeneHus,
NPUHMUMAIOLLEro UK SKCNyaTupytowero N3aenne.

12.4. CBegeHMA O peKknamaumax W mepax, TMPUHATBIX N0  pPeKJamMaunam,

perncTpupytotca B Tabamue (Tabanua 9).

Tabnnua 9

Mepbl, NPUHATLIE NO Moanvcy
HaTta CopneprkaHue peknamauum P e’KﬂFa)MaU,I/II/I OTBETCTBEHHOrO
P mua
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13. CBEAEHUA O XPAHEHUWU

13.1. DVD c Uspenvem v 31 AOKHbI XPAaHUTLCA B BEPTUKA/IBHOM MONOXKEHUN HA
npedHasHa4YeHHOM  AnA  3TOWM  UenAn  CTenfaxXe B YNaKOBKe,  MOCTAaB/AEHHOW
npeanpuaTMeM-n3roToBmuTeNIem, MNpu TemnepaType OKpyxawouwero Bosayxa ot +10°C
00 +20°C 1 oTHOCUTENIbHOW BNAXKHOCTKN BO3Ayxa oT 20% a0 65%.

13.2. B nomelweHnn ONA XpPaHEeHUA He OO0/KHO OblTb arpecCcMBHbIX NMPUMECEMN,
BbI3bIBAOLLMX PA3PYLIEHME NAKOKPACOYHbIX MOKPbLITUN M NAaCTMacC.

13.3. llpn XxpaHeHUM He [OOMYCKAKTCA pe3KkMe W3MeHeHWA TemnepaTypbl
OKpysKatollero Bo3ayxa (6onee 20°C/4) M BO3AENCTBMA BHELWHUX MarHUTHbLIX MOJEN
Hanpsa»eHHocTbio bonee 4000 A/m.

13.4. CpoKku un ycnosus xpaHeHua N3agenma 3aHocaT B Tabaumuy (Tabauvua 10).

Tabnunua 10

[aTta VenoBUA [onKHOCTb, Gamnnma un

YCTaHOBKM CHATUA XpaHeHNs noAnMCb NLA, OTBETCTBEHHOMO
Ha XpaHeHue | C XpaHeHuA 3a XpaHeHwue
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14. CBEAEHWA Ob N3SMEHEHUAX

14.1. N3meHeHna B W3penune  paspelaeTcd  BHOCUTb  MPeacTaBuUTENAM
NpeanpuATUA-U3roTOBMTENA B MNPUCYTCTBUM  CAYKObl  3KCMyaTauMmM Ha OCHOBAHWM
btonneteHen 06 N3IMeHeHUw.

14.2. CBepeHunsa 06 nsmeHeHunsax B M3genunn saHocatcs B Tabanuy (Tabamua 11).

Tabnuua 11
O/IKHOCTb
OcHoBaHue A ! MNoanucb
o o damuanan
(BxopAwmii Homep [aTta MopaaKoBbIi OTBETCTBEHHOIO
CopneprkaHue| noanucb
CONpoOBOAUTENIbHOT NPOBEeAEHUA Homep 33
N3MeHeHuA OTBETCTBEHHOIO
O JOKYMEHTa U | U3MeHeHus U3MEHEeHMA 3KCnyaTaumio
3a nposeAeHne
harta) U3penna

N3mMeHeHWnA
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15. CBEAOEHWA Ob YCTAHOBKE

15.1. CBepeHusa 06 yctaHoBKe M3aenns 3aHocATca B Tabaumuy (Tabanua 12).

Tabnnua 12
HanmeHoBaHuWe U damunnums Noanuce
Homep aoKkymeHTa 06
3aB. HOmep OTBETCTBEHHOro OTBETCTBEHHOIO
N YyCTaHOBKe
YCTPOMCTBA mua iMua n gaTa
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16. CBEAEHWA O 3AKPENJERHNU MNMPU SKCNAYATALNN

16.1. CBeneHua o 3akpenneHnun N3nenma 3aHocsaTca B Tabauuy (Tabanua 13). Mpu
NepBMYHOM 3aKpenaeHnn HeobxoaAMMO MPOBECTN KOHTPO/Ib OCHOBHbIX XapaKTEPUCTUK B

COOTBETCTBUK C NONOKEHNAMU pa3ae/a 8 HacToAwero AJOKYMEHTA.

Tabnuua 13

LJOMKHOCTb damunusa Homep v gata npukasa Nognuceb
OTBETCTBEHHOrO | OTBETCTBEHHOIO OTBETCTBEHHOIO

o} 06
mua nua HasHaYeHUn | 0CBOBOXKAEHUN nua
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17. OCOBbIE OTMETKU
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NEPEYEHb TEPMWHOB 1 COKPALLIEHWUI

|/|CI'IOJ'Ib3yeN\b|e B HAaCTOAWLEM AOKYMEHTE TEPMUHDLI N COKpalWleHNA npmeBedeHbl B

Tabnmue (Tabnmua 14).

Tabnuua 14
Tepmutk/ Pacwundposka
CokpaueHue

AH3 KoHTpoAnb (aHanm3) 3aWmeHHOCTM MHPOopMaL MM

ACY ABTOMaTM3MPOBAHHAA CMCTEMA YNpaBaeHUA

AY[l AyamnT 6e3onacHoCTH

b/, ba3a AaHHbIX

ButpuHa Mpynna NnpunoxeHuin, o6beAMHEHHbIX N0 oNpeaeneHHOMY
NPU3HaKy

MC focypapcTBeHHaa MHGOPMaALUMOHHAA CUCTEMA

3HN 3alUmMTa MaWMHHBIX HOCKUTeNen MHGopMaLMM

NAD NpeHTudunKauma 1 ayTeHTUPMKaums

Nb NHpopmaumoHHaa 6e3onacHoCTb

N3penne MpuKnagHoe nporpammHoe obecneveHne «ABpopa LleHTp»

nc NHPopmaLMOHHaA cMCTeEMA

NCMaH NHPopMaLMOHHAA CMCTEMA NEePCOHANbHbIX AaHHbIX

KN Kputnyeckaa nHbopmaumoHHas MHOPACTPYKTYpPa

KC KOHTpO/IbHaA cymma

MynbTUTEHAHTHOCTb | CBOMCTBO apXMTEKTYPbI M3aenmna, no3BoALLEE MCNONb30BaTb
1 sk3emnnAap MHCTanNAUMKM N3genma MHOTMM OpraHM3aumam
(fropmnAan4ecknm nnuam) COBMECTHO, MPM 3TOM KarKaas
opraHusauma paboTtaeT co CBOMM HabOPOM AaHHbIX

HCA HecaHKUMOHWMPOBAHHbIM AOCTYN

OnepaTtop/ OpraHunsaumna, skcnayatmpytowasa Msgenne

MoTpebutens

OorcC OrpaHuyeHne NporpammHoOM cpeapl

OC OnepaumoHHas cucTtema

OTK OTAen TeEXHNYEeCKOro KOHTPONA

ouJ1 ObecneyeHune uenoctHoct MC n nnbopmaumm

Mb MNoacuctema 6e3onacHoOCTH

Y MNoacuctema «MapKkeT»

Mo MporpammHoe obecneyeHme

MNOoOC MNoacuctema obHoBeHMs OC

rnro MpuKNagHoe NnporpaMmmHoe obecnevyeHune




47
AIMT.20134-01 30 01

Colep?sg:l/ “e Pacwundposka
MNpeanpuatne- O6LLecTBO C OrpaHMYEHHOM OTBETCTBEHHOCTbIO «OTKPbITAA
pa3paboTunk, MobunbHan nnatpopma» (000 «OTKpbITad MOBUAbHASA
npegnpuaTne- nnaThopmar»)
N3roTOBUTENb
MpunoxkeHne MpunoxkeHnem asnaeTca MobunbHOe NPUIOXKEHME,

dyHKUMOHMpYtowee noa ynpasneHem OC ABpopa

rny Moacuctema Mnatdopma ynpaBneHms
MyT [Noacucrema ynpasaeHua TeHaHTaMm
rncy Moacuctema CepBuC yBeAOMAEHMNA
PCB Pernctpauma cobbiTnim 6e3onacHocTH

CepBuc-nposaiiaep

OpraHu3auma, KoTopada ncnoib3yeT M3aenve B KayecTse O4HOMO
M3 COCTaBAAOLLMX 1A CO3AaHMNA CBOEM YCAYTM UAM NPOAYKTA.
[aHHas ycnyra uam NpoayKT npeaoctaBnsetca KnneHtam CepBuc-
npoBanaepa

C3U CpeacTBo 3alWuUTbl MHGOPMaALNM

CYb/ Cuctema ynpasneHua 6azamm AaHHbIX

M YnpasneHne AO0CTYyNOM

YCcTponcTBo Mopa ycTpoicTBOM NoApasymeBaeTca MoObuabHOE yCTPOMCTBO, Ha
KOTOPOM PYHKLMOHNPYIOT COOTBETCTBYIOLLIME KOMMOHEHTI
N3pnenua

®Cb Poccum depepanbHasa cnyxba beszonacHocTn Poccuinckon Peaepaumm

OCT3K Poccum

denepanbHas cnyba No TEXHUYECKOMY M SKCMOPTHOMY
KOHTpo/to Poccuinckom ®enepaummn

o[ JKCNyaTauMOHHbIEe IOKYMEHTbI

Sl DNEeKTPOHHaA NoANuch

Bluetooth® CtaHaapT becnpoBoAHOM CBA3K, obecneymBatoLmMii 0bMeH
AAHHBIMM MeXAay YCTPOMCTBAMM Ha OCHOBE Y1bTPAKOPOTKMX
pPaaMoBO/H

CDN Content Delivery Network

DVD Digital Video Disc — onTu4eckuit HocuTenb MHGOPMaLNY,
BbIMO/IHEHHbIM B GOpMe AMCKa, ANA XPAaHEHNA PAa3INYHOM
nHpopmaumm B LnMdpoBom Buae

Endpoint KoHe4yHan To4YKka — camo obpalleHme K MapLUpyTy OTAEeNbHbIM

HTTP meTo40oM. DHAMNOWHT BbINMONHAKT KOHKPETHYHO 3a4au4y,
NPUHMMAIOT NapamMeTpbl M BO3BPALLAIOT AaHHble KAneHTy
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TepmuH/
CokpaueHue

Pacwundposka

HTTP

HyperText Transfer Protocol — npoTokon NpuKaaaHOro ypoBHA
nepefayun AaHHbIX (M3HA4aNbHO — B BMAE T’MNEPTEKCTOBbIX
AokymeHToB). OcHoBon HTTP ABnAeTca TeXHONOTUA
«KNINEeHT-cepBep», T.e. NpeanosiaraeTca CyLwecTsoBaHume
notpebuTenen (KNMEHTOB), KOTOPbIE MHNULMMPYIOT COeANHEHME U
MOCbINAOT 3aNpPOC, M MNOCTABLLMKOB (CepBEPOB), KOTOPbIe
OXXWMAOAIOT COeAMHEHMA ANA NOJyYeHWA 3anpoca, NPOU3BOLAT
HeobxoaMMble AeNCTBUA M BO3BPALLAIOT cooblieHure ¢
pes3y/ibTaToM

IMEI

International Mobile Equipment Identity — yHMKanbHbI HOMEP
YCTPOWCTBA, cCOCTOALWMM 13 15 umdp

ISO-06pa3

O6pa3 onNTMYecKoro AMCKa, Coaepalimin GannoByo cMcTemy
cTaHaapTa ISO 9660

JSON

JavaScript Object Notation — TekcToBbIN popmaT obmeHa
NaHHbIMW, OCHOBAHHbIN Ha JavaScript

LDAP

Lightweight Directory Access Protocol — npoTokon npuknagHoro
YPOBHA 415 AOCTyNa K cayxbe KaTanoros

MAC

Media Access Control — yHUKanbHbI MaeHTUDUKATOP,
MPMCBANBAEMbIN KaXKa0W eaAnHMLE 060pPYyA0BaHNA
KOMMbIOTEPHbIX CETEM

MTP

Media Transfer Protocol — annapaTHO-HE3aBUCMMbIA NPOTOKO,
OCHOBaHHbIM Ha PTP

QR-Kopa

Quick Response Code — koA, 6bICTPOro pearMpoBaHms,
npeaocTaBAAoWMIA MHGOPMaUMO Ana BbICTPOro ee
pacno3HaBaHMA C MOMOLLbIO KaMepbl Ha YCTPOMCTBE

RFC

Request For Comments — 3anpoc KOMMeHTapureBs

RPM-nakeTt

®ann dopmata .rpm, NO3BONAOLMIA YCTAHABAMBATD, YAANATb U
0b6HOBNATb NPUNOKEHME HA YCTPOMNCTBE

SIM

Subscriber Identification Module — Moaynb naeHTudmnKaumm
aboHeHTa

TCP

Transmission Control Protocol — npoToKon TpaHCNOPTHOTo
YPOBHA, rapaHTMPYOLWMI LLeNOCTHOCTb NepeaaBaeMblX AAHHbIX U
yBeAOM/IeHWe OTNPaBUTe IA O pe3y/ibTaTax nepesadn

TLS

Transport Layer Security — Kpuntorpapuyeckuin NnpoToKoN,
obecneymBatoLMin 3aLUMLULEHHYIO NepeaaYy AaHHbIX MexXay
y31amMu B ceTun VIHTepHeT
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Tepmuh/ Pacwundposka
CokpaueHue
USB Universal Serial Bus — nocnenosaTenbHbi nHTEPdENC ANA
NOAKNOYEHNA NEPUPEPUIMHBIX YCTPOMNCTB K BbIYUCAUTENBHOMN
TEXHMKeE
WLAN Wireless Local Area Network — noKanbHas ceTb, NOCTPOEHHAA Ha

ocHOBE 6eCI'IpOBO£I,H bIX TEXHONOT NI
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[MPUNOXKEHUE 1

TpeboBaHMa K Mepam 3aWmTbl HGOPMaLMK, peanmnsyemble B U3aenmu

Peannsyemble B M3aennn TpeboBaHMsa K mepam 3alLmTbl MHGOPMaLMKM NpMBEeAEHDI

B Tabnnue (Tabnnua 1.1).

Tabnunua 1.1

YcnosHoe 0603Ha4yeHre 1 HOMepP Mepbl B HOTaLLMK

17-oro npuKasa
®CTIK Poccumn
(r’nc)

21-oro
npuKasa
®CTaK

Poccuu

(MCNAR)

31-oro
npvKasa

®CTIK

Poccuu

(ACY)

239-oro
npvKasa
®CTIK
Poccuun
(KNN)

Mepa 3awmTbl nHbopMaLmm

NoeHTnduKkauma n ayTeHTudUrKauma cybbeKkToB A4ocTyna n obbekTos gocTtyna (MAD)

NAD.1 NAD.1 |[MAD.1 |MAD.1 |NaeHTMdMKaUMA M ayTeHTUPUKALUMA
nosb3oBaTenemn

NAD.2 NAD®.2 |NAD.2 |NAD.2 |NpeHTUdPKMKAUMA M ayTEHTUPMKALMA
YCTPOMCTB

NAD.3 NAD.3 [NAD.3 [NAD.3 |YnpaBneHue naeHTMGMKaTOPaMm

(c ycunenuem 16,

26)

NAD.4 NA®.4  |NAD.4 |MAD.4 |YnpaBneHue cpeacTBamm

(c ycunenuem 1r) ayTeHTUdMKaLmm

NAD.5 NAD.5 3auwmTta obpaTHOM CBA3KM NPU BBOAE

ayTeHTUPUKALMOHHOM MHPOPMALLNM

YnpasneHue AOCTYNOM CyHObeKT

OB A0CTyn

a K obbekTam goctyna (YN/A)

yiha.l yna.l1 |yng.l |YnA.l |YnpasneHue y4eTHbIMKU 3anmcaAMm

(c yennennem 36) nosb3oBaTenen

yna.2 yna.2 |\yna.2 |yYnAd.2 |Pa3srpaHuyeHmna goctyna cybbekTos

(c ycnnenuem 1, 4) K 0ObeKTaM CUCTEMbI

YNA.6 yna.e |yng.e |YMNA.6 |OrpaHunyeHne HeycnelwHbIX NonbITOK
(c ycunenmem 1) BX0/a

yna.o yrna.s |\yng.o |Yrna.9 |OrpaHudeHue yncna napanienbHbolx
(c ycunenuem 1a, 3) ceaHcos

YMa.10 yna.10 |ynga.10 |Yna.10 |bnoknpoBaHue ceaHca AOCTyNa

(c yeunennem 16, 3)

Nno1b30BaTeNA NP HEAKTUBHOCTU
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YcnoBHoe 0603Ha4eHme u HOMep Mepbl B HOTaunn

17-oro npukasa 21-oro | 31-oro |239-oro
®CT3K Poccn | npukasa | Npukasa [npukasa Mepa 3alLuTbl MHGOPMaLINK
(1) ®CT3K | ®CTIK | CTIK
Poccun | Poccumn | Poccuun
(Mcngw) | (Acy) | (KUn)
yna.11 yna.11 |yna.11 |yna.11l |3anpeta AenCTBUIM NONb30BaTENEN,

paspeLleHHbIX 40 NAEHTUPUKALNN K
ayTeHTUdMKaLMM

Perncrtpauma cobbitnin 6esonacHocTn (PCh)

PCB.3 PCB.3 Aya.4  |AYO.4  |PerucTpaums cobbiTmi
H6e3onacHoCTH

PCB.7 PCB.7 AY[N.6 |AY[.6 |3awmTa MHGOPMALMM O CODbITMAX
H6e3onacHoOCTK

PCB.8 ObecneyeHne BO3MOXKHOCTH

npocMmoTpa MHPopmaLmm o
NeNCTBMAX OTAENbHbIX
Nonb30BaTeNeM

MPUMEYAHUE. [lanee no TeKcTy OyaeT MCNONb30BATLCA MAEHTUDMKAUMA Mep B
HoTaumn npunkasa GCTIK Poccum ot 11 dpeBpana 2013 r. Ne 17.
NaeHTUdMKaums u ayTeHTUudMKaumua cybbekToB AocTyna n obbektos aoctyna (MAD)

NpeHTndUMKauMa U ayTeHTMdUKaumMa nosab3osatenen Wspenvsa, aBaaOLLUXCS

paboTHWKamu onepatopa (MAD.1) B yacTu:

— MAeHTUOUKaummn nonbloBatenen N3apenms;

— ayTeHTUdUKauMmM Nonb3oBaTenemn M3genma c MCnonb3oBaHMEM NapoNen;

— ayTeHTMdUMKaUMM nonb3oBaTenen M3penma c ponbto CepBep MPUIOKEHUN C
ncnonb3oBaHmem II1.

NpoeHTUdUKaUMa U ayTeHTMdOUKauMa YCTPOMCTB, B TOM YMCAe CTaLMOHAPHBLIX,

MOBUNBHBIX M MopTaTUBHbIX (MAD.2) B yacTu:

— WAEHTUOMKAUMM  YCTPOMCTB MO /IOTMYECKMM  MMeHaM. AyTeHTUdbUKaums

YCTPOWUCTB B M3aennmm AonxKHa ocylecTBnatbca no npotokony OpenlD Connect 1.0 n ¢

Mcnonb3oBaHMem napona, popmupyemoro Mb.
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NoeHTUOMKauma 1 ayTeHTUdMKauMa YCTPOWMCTB JO/KHA  OCYLECTBAATLCA C
MOMOLLbIO NPUAOKeHUA «ABpopa LieHTp».

YnpasneHve naeHtnomnkatopamm (MA®.3) 8 yactu:

— C034aHuA aeHTMdMKaTopa Nob3oBaTens U(1Man) yCTponcTea;

— UCK/IOYEHUA MOBTOPHOIO MCMNOMb30BaHME WAEHTUPMKATOpa MOSb3oBaTeNd B
TeyeHue — He meHee 3 feT (ans peannsaunm ycuneHusa 16);

— BNOKMPOBAHUA MAEHTMDMKATOPa NONb30BATENSA Yepes 3a4aHHbIM B HACTPOMKaX
N3nenns nepnosa BpeMeHn HEUCMNO/Tb30BaHMA.

YnpasneHuve cpeactsamm ayteHTnomnkaumm (MAD.4) 8 yactu:

— M3MEHEeHUs ayTeHTUOUKALMOHHOM MHPopMaLMN;

— reHepauma 1 Bblaa4ya HauyanbHOM ayTeHTUOMKALNMOHHON MHGOPMaLMK;

— YCTaHOB/IEHWE XapPaKTEPUCTMK Napona.

YCTaHOBIEHWE CNeAyOLLMX XapaKTEPUCTUK Napons:

— MWHUMaANbHAsA C/IOXKHOCTb Maponsa C onpeaensembiMn TpeboBaHUAMM K
PEerncTpy, KONIMYECTBY CMMBOOB, COYETAHUIO BYKB BEPXHETO U HUMKHEro perucTpa, umdp
M cneuyanbHbIX CUMBO/IOB;

— MWHUMANbHOE KOAMYECTBO WM3MEHEHHbIX CMMBOJIOB MPM CO3AaHUM HOBbIX
naponen (gonkHa obecneynmBaTbCA HEBO3MOMHOCTb MOBTOPEHMA TEKYLLIEro napons M
TpeboBaTbCA UIMEHEHMA KaK MUHUMYM 1 CMMBO/1a OTHOCUTE/IbHO CTApOro Napos);

— MaKCMMa/ibHOE Bpemsa AeNCTBUA Napons, a TakKe Katoda I,

— YMCNO  NOoCNeAHWUX  WMCMNONb30BAaHHbIX  Maposen, KoTopble  3anpelleHo
MCMNO/1b30BaTb NOb30BATENAMM NPU CO3AAHNN HOBbIX MAPONEN;

— MaKCMMa/ibHOE KOJMYECTBO HeyCnellHbIX MOMbITOK ayTeHTUuduKaumm (BBOAA
HenpaBW/IbHOTO Napons) A0 6/OKNMPOBKK;

— BPEMS,, Ha KOTOpoe OcCylwecTsideTcas O/10KMPOBKA  y4YeTHOM  3amnucu
NoNb30BaTeNA B C/yYae AOCTUNKEHUA YCTAHOBNEHHOrO MaKCMMa/IbHOTO KO/MYecTBa

HeyCnewHbIX MOMbITOK ayTeHTl/ICI)l/IKaLLl/IM.
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3alyTa 0bpaTHOM CBA3M NPY BBOAE ayTEHTUDUKAUMOHHON MHPopmMaLumn (MAD.5) B

4acTu:
— COKpbITMA OT N0/b30BaTENN AEUCTBUTEIbHOMO 3HAYEHMA ayTeHTUGUKALMOHHOM
MHPOPMaLMM B npouecce ayTeHTUIUKaUMU. BBOAMMbIE CUMBO/bLI MAPOAs AO/KHbI
0OTOOPaXKaTbCs YCAOBHBIMMU 3HAKAMM «*» UK «o .
YnpaBneHue goctynom cybbekTos gocTyna K obbektam goctyna (YNA)

YnpasneHue (3aBefeHune, aKtvBauusa, ON0KMpPOBaHME) VYYETHbIMWU  3anUCaAMU

nons3osatenen (YMN/A.1) 8 yactu:

— YNpaBAEHUS YYETHbIMM 3aNMCAMM NoAb3oBaTenen N3aenmns;

3aBeeHuA, akTMBaLMmM, ONOKMPOBAHNA U YAANEHUA YYETHbIX 3aNUCEN;

— moandUKaLMKM y4eTHbIX 3anmceit nonb3oBatenen N3nenms;

aBTOMaTUYeCKOro O/IOKMPOBAHMA HEAKTUBHbLIX (HEUCMONb3YeMbIX) Y4YETHbIX
3anncei nonb3oBatenen Msgenma nocne nepuoaa  BPEMEHM  HEWCMNOb30BaHMA
3a@aHHOro B HaCTpoMKax M3aenns.

Peann3auma AMCKPELMOHHOIO 1 POIEBOro MeToA0B ynpasaeHua aoctynom (Y/1.2)

B YacCTu:

— peanusaumm  AUCKPELMOHHOro UM PONEBOro ynpaBAeHMA AO0CTynom Ans
cybbvekToB M3aenns K obbektam N3nenns;

— NpaBMaa pasrpaHMyeHns AoCTyna AOJ/KHbl  obecneymBaTb  ynpaBaeHue
[OCTYyrnom cybbekToB npu Bxoae B Msgenue (ans peannsaumm ycmnenma 1);

— NpaBMNa pasrpaHMyeHns A0CTyna JO/KHbl  obecneymBaTb ynpaBaeHue
noCTynom cybbekToB K o0ObekTam, co3gaBaembiM WM3pgenvem (ona peanvsaumm
ycunexus 4).

CybbeKkTamum A0CTyna ABAAOTCA Nosb3oBaTenn M3genma u npougecchl 6es3 ydyactma
no/sb30BaTenen, npu STOM CyObeKkTam [AOoCTyna MOXeT ObiTb Ha3HavyeHa oJHa WAu
HECKO/IbKO ponel, No3BONAOLWMX BbIMONHATL CAeAytoLne AeNCTBMA:

— AIMWHUCTPATOP VYYETHbIX 3anuce — YyNpaBaATb YYETHbIMWU  3aAMUCAMM

nonb3oBaTenen (Haanume ponm obs3aTenbHoO);
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— Onepatop ayamTta — paboTaTtb C XKypHaNOM perncTpaumm cobbiTni,

— AamunHuctpatop Aspopa MapkeTa — ynpasaaTtb [TM yepes nHtepdenc N3penns;

— Pa3paboTyumk — 006aBAATL HOBblE, 0OHOBAATL PAaHEE 3arpyKeHHbIe MPUAOKEHMA
M NoAy4aTb MHGOPMALMIO O HUX;

— PepnakTop nNpUAOXKeHUN — OOHOBAATbL M NOAyYaTb MHPOPMALMIO O paHee
3arpy*KEHHbIX NPUNOKEHUAX;

— Monb3oBaTens ABpopa MapKeTa — 3arpyaTb MNPUAOKEHWA W MNOAYyYaTb
MHPOPMALMIO O HUX;

— AamuuHucTpatop Mnatdopmbl ynpasneHua — ynpaBaatb 1Y yepes nHtepdenc
N3penuvs;

— MpunoxeHne «ABpopa LeHTp» (npouecc 6e3 yyacTma nosnb3oBaTenemn) —
Ha3HaYaeTcA y4eTHbIM 3aNnMCAM NPUNoKeHua «ABpopa LieHTp»;

— AAMMHUCTPATOP TEHAHTOB — yNpaBaaTh MYT yepe3 nHTepdenc M3agenns;

— AamunHuctpatop CepBuca yBeAOMAEHUMN — yNPaBAATb XKM3HEHHbIM LMKIOM
MNPOEKTOB;

— MobunbHoe npunoxeHue (npouecc 6e3 yyactTma nonb3osaTenen) — noayyaTb
push-ysegomneHus;

— CepBep NPUAOXKEHUIN — Ha3HA4YaeTCsa CepBepam MPUAOKEHWM ANA Nepeaayu
push-yBegomnerHunin Ha Cepsep npunoxkenuin MNCYy.

[octyn K obbekTam pgoctyna M3genus ocyllecTBAAETCA NOCPpeACcTBOM Bbl30Ba
OYHKUMI, KaXKOaa W3 KOTOPbIX peanv3oBaHa B BWAE OTAENbHOrO MPUKAALHOrO
obpaboTtumka. PyHKUMM MMetOT CBOe npeacTaBneHWe B MHTepdelce nonb3oBaTens.
MNepeyeHb OGYHKUMA M OOBEKTOB AOCTyNa MNPMBEAEH B MPUIOKEHUU [JOKYMEHTA
«OnucaHue npumeHeHns» AAMI.20134-01 31 01.

OrpaHu4yeHmne HeycnewHblx NonbIToK Bxoaa 8 M3aenue (YMN/.6) B yactu:

— dBTOMaTn4eckKkoe 6/'IO|-(l/IpOBaHl/le y‘-IETHOH 3afnMcn  noab3oBaTesIa  Mnpu
npesblWEHWN MO/Ib30BATENEM OrpaHNYEHNA KONMNYeCTBa HeyCnelwHblX MonbITOK BXO4da B

M3nenne 3a YCTaHOBAEHHbIM NEepuos BPEMEHM C BO3MOXKHOCTbIO Pa3bAOKMPOBAHMA
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TONBKO aAMUHNCTPATOPOM UM UHBIM INLLOM, UMEIOLLIMM COOTBETCTBYIOLLME MOTHOMOYMSA
(ponb) (ons peanusaunm ycunenma 1).

OrpaHuyeHmne Ymcaa napannebHblx CeaHcoB A0CTYNa A8 KaXKA0W Y4eTHOM 3anucu

nons3osatena Msnenusa (YNA.9) B yactu:

— BO3MOMKHOCTM  334aBaTb  OrpaHMYeHMe  Ha  4YMCN0  NapaniesbHbIX
(0o4HOBPEMEHHbIX) CEaHCOB (CeCccuit), OCHOBbIBAACH Ha MAESHTUPUKATOPAX NOIb30BaTe e
N3penus;

— He bOonee 2 OAHOBPEMEHHbIX CeccuMi ANA MNPUBUNETUPOBAHHBIX YYEeTHbIX
3anucen (ans peannsaumm ycunenua 1a);

— oTobpaxeHua aaMUHUCTPATOPY ymncna aKTUBHbIX napannenbHbIX
(oaHOBpPEMEHHbIX) CEeaHCOoB (Ceccuin) Ana KaxKaoW y4eTHOM 3anucu nosb3oBatenen (ana
peanusaunm ycuneHms 3).

BAoOKMpoOBaHMe ceaHca Aoctyna B M3genve nocsie YCTaHOBAEHHOTO BpPEeMEHMU

be3nencTemna (HeakTmeHocTM) nonsb3osatena (YM/A.10), B yactu:

— 3aBeplIeHUss ceaHca MNOAb30BaTeNA MOC/AEe MPEBbILLEHUS YCTaHOBNEHHOro B
HacTpolkax WM3penua BpemeHu 6e3genctBma (HeaKTMBHOCTWM) nonb3osatens (ans
peanusauum ycunenus 3).

PaspelleHune (3anpeTt)  OencTsumn nonb3oBaTesen, paspelleHHbIXx [0

naeHTUOUKaUMM 1 ayTeHTuduKkaumm (YMN/A.11), 8 yactu:

— 3anpeTa AencTBMM NOJNb30BaTeNen A0 NPOXOXKAEHMA UMMM Npoueayp
NaeHTUOMKALMM N ayTeHTUOMKaLMNN.
Pernctpauus cobbituin 6e3onacHoctn (PCB)

Cbop, 3anncb M XpaHeHue MHPopPMaLMU O CcOobbITUAX HEe30MaCHOCTU B TeyeHue

VYCTaHOBAEHHOro BpemeHun xpaHenua (PCE.3) B yacTu:

— cbopa v 3anmcK nHdopmaLmMmM 0 cobbITMAX 6E30MaCHOCTM, @ MUMEHHO:
e perncTpaumm  GakToB MPUMEHEHMA  MexaHM3Ma MAEHTUPUKaAUMK U
ayTeHTUdMKauMn (Bxoa/Bbixoa nonb3oBaTenen N3nenns);

® perncrpaunmn (I)aKTOB AO0CTYyMNa K 3allnilaeMblM obbeKTam AOCTyMna,
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e pernctpaumm GaKkToB U3MEHEHUS MOHOMOUYMIA CyOBEKTOB A0CTYNa.
[ns Kaxaoro cobbITMA AOMKHbI PETUCTPMPOBATHLCA:
— naeHTModUKaTop cybbeKTa A40CTYNa;

- l/l,El,eHTl/I(I)l/lKaTOp obbekKTa AOCTyMna, Korga ato NpMMeHMMO,

BPEMS 1 AaTa 3anpoca;
— pesynbTaT 3anpoca.
3anucb MHGOpMaLMM O cobbITMAX 6e30MacHOCTM [0/IKHA OCYLECTBAATLCA B
PEerncTPaUMOHHbIN XKypHan N3aenus.

3awmTa HdopmaLmm o cobbiTnax besonacHoctn B Yactu (PCB.7):

— NpeaocTaBfeHns  [A0CTyna K 3anuMcam  peructpaumm  (ayamrta)  TOMbKO
YNONHOMOYEHHbIM MO/Ib30BATENAM.

ObecneyeHne BO3MOMKHOCTM MPOCMOTPa MHOOPMaUMK O AENCTBUAX OTAENbHbIX

nons3osatenen (PCE.8 8 HoTaumm 17-ro npukasa PCTIK Poccum).
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[MPUNOKEHUE 2

Mepsbl no 3awpre nHpopmaumun B UC, KoTopble nossonseT obecneymsaTb M3neame nytem

ero npumeHeHua B UIC ans ynpasneHusa ycTponcTeamm

Habop mep, KoTopble No3BonseT obecneymBaTb M3aenve nytem ero npuMeHeHus B

NC ana ynpaBneHua ycTponcTeamu, npmseaeH B Tabaunue (Tabavua 2.1).

Tabnuua 2.1
YcnoBHoe 0603HaueHne 1 HoMep Mepbl B
HOTaLMK

17-oro 21-oro 31-oro 239-oro
NpvKasa | NpuUKasa | NpPUKasa npvKasa Mepa 3awmTbl UHPOpMaLMK
OCT3IK ®CTIK OCT3K ¢OCT3IK

Poccumn Poccum Poccumn Poccumn

(rnc) (MCNAH) (ACY) (KNN)
NaoeHTndunKauma n ayteHTUdUKaumsa cybbekToB AocTyna U obbekToB gocTtyna (MAD)

NAD.4

NAD.4

NAD.4

NAD.4

YnpaBneHue cpeacTsamm
ayTeHTUPUKALMN

YnpasseHne 40CTyno

M cyHbeKToB A0CTyna K ob6bekTam goctyna (YN A)

yha.14

yhna.14

yna.14

yna.14

KoHTpoab ncnonbsosaHunAa B NC
TEeXHO/0rMiM 6ecnpoBoAHOro AOCTYMNa

OrpaHunyeHne nporpa

MMmHoM cpeabl (ONC)

OrcC.2 Ornc.2 OrlC.2 Ornc.2 YnpaBneHue yCTaHOBKOW (MHCTannsumnen)
KomnoHeHToB 10, a TakXe KOHTPO/b 33
YCTaHOBKOM KoMnoHeHTOoB 10

onc.3 | onc.3 YK®.3 YK®.3 YcTaHOBKa (MHCTaNNALMA) TONBKO

pa3peLleHHOoro K ncnoab3osaHuo MO u
(M) ero KOMNOHEHTOB

3alpMTa MalWKnHHbIX HocuTenen nHpopmaunm (3HN)

3HW.1 3HW.1 3HW.1 3HN.1 YyeT MalnHHbIX HocuTenen nHbopmaumm

3HW.5 3HW.5 3HW.5 3HW.5 KOHTPONb MCNONb30BaHNA MHTEpdEcoB
BBOJaA (BbIBOAA) MHGOPMALMK Ha
MalLMHHbIe HOCUTEeNN MHGOPMaUMM

3HM.8 | 3HWN.8 3HW.8 3HW.8 YHUYTOXEHME (CTUpPaHne) MHPopMaLmm
Ha MaLLMHHbIX HOCUTENAX

Perunctpaums cobbiTnin besonacHoctu (PCh)

PCB.3 PCBE.3 AY[1.4 AY/[1.4 Perncrtpauma cobbitmin 6e30nacHOCTH
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YcnosHoe 0603HayeHne U HOMeEpP Mepbl B

HOTaUUK
17-oro 21-oro 31-oro 239-oro
NpuvKasa | NpuMKasa | NpuUKasa | NpuUKasa Mepa 3awmuTol MHGOPMaLUK
OCT3IK OCTIK OCT3K OCTIK
Poccumn Poccumn Poccuun Poccuun
(r'nc) (MCNAH) (ACY) (KNN)
PCB.7 PCB.7 AY/[].6 AY[].6 3awmTa nHGOPMaLMM O CODbITMAX

6e3onacHOCTK

KoHTponb (aHanm3) 3awmeHHoCcTM nHpopmaumm (AH3)

AH3.2 AH3.2 ono.4 ono.4 KoHTponb ycTaHOBKKN 0bHOoBAEHMIA 10
AH3.4 AH3.4 - - KOHTPO/1b COCTaBa TEXHMYECKUX CPecTB
n 10

ObecneyeHune uenoctHoct MC n nHdopmaumm (OLJT)

oun1 |(oun1 oun.1 oun.1 KoHTponb uenoctHocTu M0

oun.3 | oun3 OAT.6 OAT.6 BocctaHosneHue MO, skatovana 10 C3U,
NPW BO3HUKHOBEHUM HELUTATHbIX
CUTyaLnM

BbiABMEHNE MHUMAEHTOB M pearnpoBaHme Ha Hux (MHL)

NHLL.2 NMHL.1 NMHL.1 BoliABNeHne MHUMAEHTOB 1 pearMpoBaHme
Ha HUX

YnpaBneHue koHpurypaumein (YK®)
YK®.2 YK®.2 YK®.2 YnpaBneHne nameHeHuamm
KoHpurypaumm NC

YK®.3 YK®.3 YcTaHoBKa (MHCTannAumMaA) ToNbKO
pa3peLleHHOoro K ncnoab3osaHuto MO 1
(MNN) ero KOMMNOHEHTOB

MPUMEYAHUE. [lanee no TeKcTy ByaeT MCNONb30BATbCA MAEHTUDMKALMA Mep B
HoTaumm npunkasa PCTIK Poccum ot 11 dpespana 2013 r. Ne 17.
NaeHTudUKauma n ayTeHTUdUKauma cybbekToB aoctyna u o6bekToB goctyna (MAD)

YnpasaeHue cpeactsamu ayteHTudukaumm (MA®.4) B yactu:

— M3MeHeHMA ayTeEHTUPUKALMOHHOM MHDOPMALIMM MNONb30BaATENEN YCTPOMCTB;

— YCTaHOB/IEHWA XapaKTEPUCTUK NapOoa NOAb30BaTENA YCTPOUCTBA.



59
AOMI.20134-01 3001

YCcTaHOBAEHME CNeAYOWMX XapaKTEPUCTUK NapOoNs:

— MWHUMaANbHAs C/NIOXKHOCTb Napona C onpeaensembiMn TpeboBaHMAMU K
PEerncTpy, KONMYecTBy CUMBO/IOB, COYETAHNIO BYKB BEPXHETO M HUKHEro pernctpa, undp
M cneumanbHbIX CUMBO/IOB;

— MaKCMMa/ibHOE Bpems AeNCTBMA Naposs, a TakxKe Kawda 1.

YnpasneHue Aoctynom cybbekToB AocTyna K obbektam goctyna (YNA)

KoHTpoab ncnonb3osaHusa B NC TexHonornm becnposoaHoro aoctyna (YM/a.14) s

4aCTM yNpaBAeHWA Ha YCTPOMCTBAX CAeayoLLMMM TeEXHONOrMAMM 6ecnpoBOAHOrO 40CTyNa:
— WLAN;
— To4Ka goctyna WLAN;
— Bluetooth®.
OrpaHuyeHne nporpammuoii cpeapl (ONC)

YnpasaeHune ycTaHoBKOM (MHCTannaumen) KomnoHeHTos 10, a TakKe KOHTPOAb 33

yCTaHOBKOW KomnoHeHTos 10 (OMC.2) B yacTu:

— YCTaHOBKMW, 0bHOBAeHMA, yaaneHuna MO Ha ycTponcTBax;
— npeaocTaBneHns ceedeHut AgmuHuctpatopy [Mnatdopmbl ynpasneHma o6
YCTaHOBNEHHOM € nomoulbto Y Ha ycTpomcTeax [10.

YCTaHOBKA (MHCTaNNaUMA) TONbKO pa3pelleHHOro K ncnonb3osaduio MO v (uaun)

ero komnoHeHTos (OMNC.3) B yacTu:

— LEHTPaNM30BaHHOrO ynpaBAeHMA NepeyHem YCTaHOB/IEHHOMO Ha YCTPOMCTBAX
Nno;

— UEHTpasnM30BaHHOro ynpasseHua nepeyHem 10O, AOCTYNHOrO MOMb30BATEIAM
1A YCTAaHOBKM Ha YCTPOMCTBaX («benblii CNUCOKY);

— KoHTpona MO, ycTaHOB/IEHHOro (MHCTANMPOBAHHOIO) c¢ mnomoubio MY Ha
YCTPOMCTBAXx, Ha NpeaMeT COOTBETCTBMA ero nepeyHto 10, pa3peleHHOoro K yCTaHOBKe Ha
yCTPOMCTBax B cooTBeTCcTBMM C AH3.4, a TakKe Ha npeameT oTcyTcTBmA M0, 3anpelleHHoro

onepatopom K yCTaHOBKE.
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3awmTa MalnHHbLIX HocuTenei nHpopmaumm (3HN)

YyeT MalWUHHbIX HocuTenen nHbopmaumm (3HN.1) B yactu:

— yyeTa YCTPOWMCTB.
B KayecTBe pEerucTpauMoOHHbIX HOMEPOB WCMOAb3YOTCA MAEHTUDUKATOPSI
yctpoincts (IMEI uan MAC WLAN).

KOHTPO/Ib UCMNOJIb30BaHUs UHTepdencos BBoAa (BbiBOAa) WMHOOPMaUMM Ha

MaLlUHHbIe HocuTenn Hdopmaumm (3HWM.5) B yacTu:

— ynpaBaeHua nepegayen gaHHbix no MTP (nepeaaya gaHHbIX No USB ycTponcTs).

YHUYTOMKEHMe (cTpaHmne) nHdopmMmaLMmM Ha MalWUHHbIX HocuTenax (3HW.8) B yacTtu:

— nepeaayn ynpasastoLero coobLIeHNA Ha OYMCTKY YCTPOMCTBA A0 3aBOACKOro
COCTOAHMUSA.
Pernctpaumsa cobbitnii 6esonacHoctu (PCB)

Cbop, 3anncb U xpaHeHre nHbopmaunm o0 cobblTUax 6e30NacHOCTY B TeyeHue

YCTaHOB/IEHHOTo BpemeHu xpaHeHus (PCH.3) B yacTu:

— 3anuUcK 1 xpaHeHua nHdopmauum o cobbiTAx 6e30MacHOCTM, NONYYEHHbIX C
YCTPOWCTB.

MepeyeHb cobbiTNIM Be3zonacHOCTKM, Noanexalmx pernctpaumm, onpegenaerca OC
YCTPOWCTBA.

3awmTa nHbopmaLmMm o cobbiTnax besonacHoctn (PCB.7) B yacTu:

— NPefocTaBfeHns  [A0CTyna K 3anucam  peructpaumm  (ayamrta)  TOMbKO
YMNONHOMOYEHHbIM MO/Ib30BATENSAM.
KoHTponb (aHanus) 3awmueHHocTM nHpopmaumm (AH3)

KoHTpob ycTaHoBKM obHoBAeHUM 10 (AH3.2) B 4acTu:

— YCTAHOBKM M KOHTpo/1A o6HoBAeHMA OC yCTPOMCTB;
— YCTAQHOBKM M KOHTpoA obHoBAeHMA 1O yCTPOMNCTB.

KoHTpOo/b cocTaBa TexHuyeckux cpeacts v MO (AH3.4) B yacTu:

— y4YeTa yCTPOWCTB;
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— UEHTPaaM30BaHHOrO ynpaB/ieHNA NepeyYyHeM YCTaHOBMEHHOIO Ha YCTPOWCTBAX
Nno;

— UEHTpann30BaHHOro ynpasnaeHua nepedyHem 10, AOCTYNHOrO MNO/Mb30BATENAM
NNA YCTAaHOBKM Ha YCTPOMCTBaX («Benblit CNUCOKY);

— KoHTpona [0, ycTaHOBNEHHOro (MHCTANAMPOBAHHOrO) C¢ nomoubto Y Ha
YCTPOMCTBAXx, Ha NpeaMeT COOTBETCTBMA ero nepeyHto M0, paspelleHHOMY K YCTaHOBKe Ha
YyCTPOMCTBax B coOOTBeTCTBMM C AH3.4, a TakKe Ha npeameT oTcyTcTBmA M0, 3anpelleHHoro
OnepaTopoOM K yCTaHOBKe.

Ob6ecneyeHune uenoctHoctu UC u uHpopmaumm (OLLN)

KoHTpoab uenoctHoctm MO (OLLJ1.1) B yacTu:

— KOHTPOAA LeNOCTHOCTM KoMnoHeHToB [0 (3a nckatoveHnem C3M) no Hanu4yumio
MMmeH (naeHTndumnkaTopos) KomnoHeHToB [M10.

BoccTaHoBneHue 10, srkatodasa M0 C3U, npy BOSHUKHOBEHWW HELUTAaTHbBIX CUTYaLLUIN

(OLLN.3) B yacTu:

— BO3BpaTa YCTPOMCTBA B Hava/lbHOE COCTOAHME (Mepedayn ynpaBAAlOLLErO
coobuleHma Ha cbpoc ycTpolcTBa A0 3aBOACKOrO cCOCToAHMA), obecneymBatollee ero
WTaTHOEe QYHKLMOHMPOBAHMe.

BbiABNEHWE MHUMAEHTOB U pearpoBaHue Ha Hux (MHLL)

ObHapy>KeHne MHUMAEHTOB U pearnposaHme Ha HumuaeHTsol (MHLL.2 B HoTaumm 21-

ro npukasa PCTIK Poccuum) B yactu:

— 334aHuA Ha YycTpoKcTBax odalH-CLEeHapueB, KOTOPbIe BbIMOMHAKTCA MNpPK
HACTYyNJeHUN 3a4aHHbIX COObITUI (MHUMAEHTOB).
YnpasneHue KoHpurypauuein nHpopmaumoHHoi cuctemol (YKO)

YnpasaeHue nameHeHnamm KoHourypaumm nHbopmaumnmoHHom cuctemsl (YK®.2) B

YacTu:
— YCTaHOBKMW, 0bHOBNeHMA, yaaneHuna MO Ha yCcTponcTeax;
— YyCTaHOBKM 06HOBAeHMA OC yCTPOMICTB;

— yNpaBAeHMA HAaCTPOMKaMM YyCTPOMCTB, cornacHo n. 3.3.3;
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— KOHTPO/1A 338 COCTOSSHMEM YCTPOMCTB M UX HACTPOMKaMMU.

YcTaHoBKa (MHCTanNAUMA) TONbKO paspelleHHOro K Mcnonb3osaHuto MO v (nam)

ero KomnoHeHToB (YK®.3 B HoTauum 31-ro u 239-ro nprkasos PCTIK Poccru) B 4acTu:

— LEHTPaNM30BaHHOrO ynNpaBAeHMA NepeyHem YCTaHOB/AEHHOMO Ha YCTPOMCTBaX
MNno;

— LLeHTpa/IM30BaHHOro ynpasaeHua nepevyHem 0O, AOCTYNHOro no/ib3oBaTenam
NNA YCTAaHOBKM Ha YCTPOMCTBaX («Benblit CNUCOKY);

— KoHTpona MO, yCTaHOBAEHHOro (MHCTANAMPOBAHHOIO) € nomouwbio Y Ha
YyCTPOMCTBax, Ha NpeaMeT COOTBETCTBMA ero nepeyHto MO, pa3pelleHHOoro K yCTaHOBKe Ha
YCTPOMCTBax B cOOTBeTCTBMM C AH3.4, a TakKe Ha npegmeT oTcyTcTBmA M0, 3anpeleHHoro

OMNepaTopoM K YCTaHOBKE.
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[MPUNOKEHUE 3

O6LLI,M€ NONOXKEHUA NPEANPUATUA-U3TOTOBUTENIA MO BO3IMOKHbIM

BapunaHTaM MNMoCTaBKkun Uspenna

OCHOBHble NONOXKEHMA NO NOAYYeHWIO M3aenma notpebutenem:

1) W3penve noctaBnAeTCsA B CTPOrOM COOTBETCTBMMU C JIMLEH3MOHHBIM IOTOBOPOM;

2) KomnneKkTHOCTb M3aenna cooTBETCTBYET MOJIOKEHUAM pa3aena 7 HaCTOALWErO
AOKYMEHTa M1 ycnoBmnAam JIMLEeH3MOHHOIo A0roBopa;

3) BapwuaHTbl HocuTenen nHdopmaunm M3genma moryTt 6biTb CeayHoLWMMM:

— NOCTaBKa Ha 3NeKTPOHHOM HocuTene: DVD — ONTMYECKU HOCUTENb
nHdopmaumm, npmn atom DVD mn3rotaBamMBaeTca npeanpuatnem-msrotosmutenem M3genmnsa
M nepepaetca notpebutento B NOArOTOBAEHHOM BWAE, B COOTBETCTBUMM C
TEXHOIOTMYECKMMM NPOLECCaMM NpeanpuaTHA-pa3paboTInKa;

— NOCTaBKa MO 3/71eKTPOHHbLIM KaHallaM CBA3M: MHPOPMALIMOHHBIA  pecypc
npeanpuATUA-U3roToBmUTENA, MHGOPMAUMA NO AOCTYNY, a TaKXKe npasuaa paboTbl C HUM
[0BOAATCA A0 NOTPebMTeNs Npu 3aKN0YeHUN JINLEH3MOHHOro A0rosopa. oA MHHOCTb U
LenocTtHocTb M3aenna obecneymsaeTcsa npumeHeHnem 1.

Cnocob nepegayun M3genva no aNeKTPOHHbIM KaHa/lam CBA3M npeaycMaTpuBaeT
cneaytoulee obazatenbHoe ycnosue: noarotoska DVD, BXxoaswmMx B KOMMNAEKT NOCTaBKU
N3penna, NpomM3BoAMTCA Ha CTOPOHe noTpebutens.

MpMep MapKMPOBKM C YyKasaHMemM o06A3aTeNbHbIX MNOAen MNoAroTOBAEHHOrO
notpebutenem DVD npuseaeH B npunoxkeHnu (MpunoxkeHue 4).

Mpn nepenaye M3genma no 3NeKTPOHHLIM KaHanamM CBA3M NOTpebuTenb A0MKeH

BbINOJIHUTL CAeaytoline AenNCTBUA:



64
AMT.20134-01 3001

— MocC/e 3arpy3ku 3arpy3o4yHoro moayna M3genma n komnnekta 3/ HeobxoamMmo
NPOM3BECTM NPOBEPKY MOAAMHHOCTA U LE@NOCTHOCTU NyTem nposepku M,

— nposectn pacyetr KC DVD W3penma C  MCNOAb30BaHWMEM MPOrpammbl
«Mporpamma  OMKCauMM M KOHTPOAA ULENoCTHOCTU MHPopmaumm «DUKC-Unix 1.0»
(pa3pabotumk 3A0 «LBW-cepuc», ceptndpukat cootsetctens ®CTIK Poccum Ne 680,
nencremuteneH Ao 26 ¢espana 2021 r., OKOHYAHWE CPOKA TEXHMYECKOM MoadepKKM 26
deBpana 2026 r.);

— cpaBHUTb KC C yKasaHHbIMM B COOTBETCTBYyIOLLEM pa3aene OBHOBAEHHOro
dopmynapa Ha Msgenne. Mpu pacxoxaeHnmn KC ¢ 3TaNOHHBIMKW 3HAYEHUAMM, YKA3aHHbIMM
B dopmynape, HeobxoaMmo 06paTUTbCA B CAYKOY TEXHMYECKOW MOAAEPIKKM

npeanpuaTua-usroTosuTena Msgenms.

Y UHCTPYKUMA € onucaHMem nopadka nposepku 3, ceptudurat nposepku IM, ckpunT nposepku M u 3N
pasmelleHbl Ha Beb-caiTe npeanpuaTus-usrotosntena Msagenma (https://auroraos.ru/documentation).
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MPUNOXEHUE 4

Mpumep mapkuposku DVD ¢ U3penvem

1. NprMep MapK1POBKK

Mapkumposka DVD, BxoAAllero B KOMMAEKT MOCTaBKW M3aenua, AomKHa ObiTb
BbINO/IHEHA B COOTBETCTBMWM C MPUMEPOM OGOPMNEHUA, MPUBEAEHHBIM Ha pUCYHKe!®

(PucyHok 5.1).

[puKnagHoe nNporpaMMHoe
obecneyeHune «Aspopa LieHTp»
AIIMI.20134-01 "

ABPOPA

[lata u3rotosnexus

KoHTponbHas cyMMa

01K

3aB. Ne

PucyHok 5.1

8 Ha pucyHke (PucyHok 5.1) npuseaeH npumep mapkmposkm DVD ¢ 3arpy304HbiM moayaem M3genvs.
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2. OnucaHuMe nosen MapKMpoBKK

OnucaHne nonenm MmapkupoBkM DVD npum 371eKTPOHHOM MocTaBke WM3aenua

npueeaeHo B Tabanue (Tabamua 5.1).

Tabnuua 5.1
MNMone MHopmauus no MpnmevaHua
3ano/IHeHUIo

HavmeHoBaHuMe CooTBETCTBYET NONOKEHMAM |[Tone asnseTca 0b6A3aTENbHbIM K

N3penna pasaena / HacToAlLero 3aNONIHEHWNIO NpY NtoboM 13
ANOKYMEHTA 1 YCNOBMAM BO3MOXHbIX BApPMaHTOB 1 cnocoboB
JINUEeH3MOHHOro A0oroBopa |MNOCTaBKM M3aenna

Obo3HayeHne AOMT.20134-01 Mone aBnsetca 06a3aTebHbIM K

N3nenuna 3anonHeHUo Npu ntbom mn3

(oeumnmmanbHbIM
HOoMeD)

BO3MOXHbIX BapMaHTOB 1 cnocoboB
nocTaBkn N3genma

[laTta n3rotosneHuA

MNpocTaBnaeTca B
COOTBETCTBMM C aKTOM
npuema-nepeaaym
N3pnenua.

TaKKe MoXKeT bbITb
NpocCTaBAeHa AaTa
dakTnyeckoro
nsrotosneHuna DVD

Mone aBnsetca ob6A3aTENbHbIM K
3anonHeHUo Npu ntbom mn3
BO3MOHbIX BApMaHTOB 1 cnocoboB
nocTaBkn N3genma

KOHTpONbHaA CooTBeTCcTBYET NonoxKeHuaM |lone asnaetca 0b6a3aTeNbHbIM K
CyMMa pasnena 7 (Tabnnua 4) 3anonHeHunto TOJIbKO gna DVD,
HACTOALWLEro AOKYMEHTA U COAEpPrKaLLEro 3arpy304Hbi Moaynb
ycnosuam JInueHsnoHHoro |M3agenua. 3anonHaeTtca npu ntobom
[0orosopa M3 BO3SMOXHbIX BAPUAHTOB U
cnocobos noctasku N3nenua
OTK CooTBeTCTBYET NONOKeHUAM |[Tone asnseTca 0b6A3aTENbHbIM K
pa3aena 10 HacToAwero 3anonHeHuto TOJIbKO ana DVD,
[OKYMeHTa coAeprKallero 3arpy3o4Hbii Moay b
N3penna
3aB. No CooTBeTCTBYET NonoxKeHUAM |[lone asnAeTca 0b6a3aTeNbHbIM K

pasaena 9 HacToAauero
NOKYMEHTA U YCNOBMAM
JINUEeH3MOoHHOro A0roBopa

3anonHeHnuto TOJIbKO ana DVD,
coAeprKallero 3arpy30o4Hbii Moayb
N3penua. 3anonHseTtca npu ntobom
M3 BO3MOHbIX BAPNAHTOB U
cnocoboB noctaBku N3aenums
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JIUCT PEFTUCTPALMY USMEHEHUW

N3m.

Homepa nucros (cTpaHuu)

name-
HEHHbIX

3ame-
HEHHbIX

HOBbIX

aHHyNU-
pOBaH-
HbIX

Bcero
NCTOB
(cTpaHunw)
B AOKYM.

Ne
[JOKYMEHT

d

Bxoaswmit

Ne conpoBo-

AnTenbHoro
OOKYM. N aaTta

Noan.

[aTa
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