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AHHOTALNA

HacToAwmn AOKYMEHT SBASAETCA TPETber YacTbio PYKOBOACTBA MNO/b30BATENS
MpuKknagHoro nporpammHoro obecneveHma  «Aspopa UeHtp»  AAMI.20134-01
(nanee — MMO) penns 5.0.0 n coaepKMT onmcaHme GyHKUMOHMPOBAHMA MOACUCTEMbI
Mnatdopma ynpasnenua (MY), sxoasuwen 8 coctas MMO.

MMNO aBnAeTcA NPUKNAAHbIM MNPOrPAaMMHbIM obecneyeHnem CO BCTPOEHHbIMMU
MexaHM3MaMy  3alWmTbl  MHOOPMALMM  OT  HECAHKLUMOHWMPOBAHHOIO  A0CTYNa,
npeaHa3Ha4YeHHbIM ANA:

— ynpasieHua  ycTpoucTBamul,  GYHKUMOHMPYIOWMMU  MOL  ynpasieHuem
onepaumoHHo cuctembl (OC) ABpopa, UMelowen AeNCTBUTENbHbIM cepTuduKat
cootBeTcTBMA PCTIK Poccuu;

— YNPaBAEHUA }KU3HEHHBIM LUMKIOM NPUNOKEHNNZ;

— OTNpPaBKKM push-yBeaOMAEHWN Ha YCTPOMCTBA;

— obHoBneHma OC ABpopa nyTem NoayYeHUA M3 AOBEPEHHOMO XPaHMAMLLA NAKETOB
Cc nameHeHnammn OC (obpasza OC) M uMx yCTaHOBKM. [MpM 3TOM YyKa3aHHble MPOLECCHI
BbIMOJIHAOTCA WTaTHbIMM cpeactBamm camon OC, a T[MNO yyacTByeT /Aulib B WX
nHuunanmsaumm 8 OC ABpopa M He rapaHTMpPYyeT MX YCNELHOro 3aBepLIEHMS;

— aBTOMATM3MPOBAHHOM 06PaAbOTKKM CheayromMX BUAOB MHPOPMALUK:

e 0bOueanocTynHoM nHGopmMmaumu;

e yHPOPMALMM OrpaHUYEHHOro JAO0CTyna, He COoAeprKalle CcBeaeHui,
COCTaBAAOWMX TOCYAaPCTBEHHYIO TaWHy, MNOANEXAlleh 3allmMTe B COOTBETCTBMM C
TpeboBaHMAMKM AEMCTBYIOLWLErO 3akoHoaaTenbcTBa Poccuickon Pepepaumm B obnactm
MHGOPMaLMOHHOM Be30nNacHOCTMU.

MMNO MoXKeT BbITb MCNOAB30BAHO, HO HE OFPAaHUYMBATLCA, B CUCTEMAX M ODBEKTAX,
ONuUCaHWe KOTOPbIX NpMBEeAEHO B AOKYMeHTe «PyKOBOACTBO aAMWHMUCTPATOPa»
AAMTI.20134-01 91 01.

NMPUMEYAHUA:

v MoapobHas HGopmaumsa o cocTase U HasHadeHmm MMO, a Takxe TpeboBaHUA K
YCNOBMAM BbINOJHEHMA NpUBEAEHbl B [AO0KYMeHTe «PyKOBOACTBO aAMMHMCTpPaTOpa»
AAMI.20134-01 91 01;

v MoppobHaa wuHbopmauma 06 0COBEHHOCTAX pPe3epBHOro  KOMUPOBaHMA
npuBeaeHa B  JOKyMeHTe  «PekomeHaaumn N0 pPe3epBHOMY  KOMUPOBAHMION»
AAMTI.20134-01 91 02.

OnuncaHne wuHTepdencos noacuctem, Bxoaswmx B coctas MO, npuBeseHo B
cneayoLWmnx AOKYMEHTaXx:

! OnpepeneHune TepmuHa «YCTponcTBO» NpuseseHo B Tabauue (Tabanua 52).
2 Onpepenenve TepmuHa «lMpunoxenne» npuseneHo s Tabauue (Tabauua 52).
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— «PykoBoactBo  nonb3oBaTenda. Yactb 1. [loacuctema  6e30macHOCTMY»
AMTI.20134-01 90 01-1;

— «PykoBoACTBO Nonb30BaTeNA. YacTb 2. MNoacuctema «MapkeT»
AMTI.20134-01 90 01-2;

— «PykoBoacTBOo nonb3osaTend. Yactb 3. loacuctema [MMnaTtdopma ynpaBaeHMA»
AAMT.20134-01 90 01-3;

— «PykosoacTBO nosb3osatend. Yactb 4. [logcuctema ynpaBiaeHWMA TEHAHTAMM»
AMTI.20134-01 90 01-4;

— «PykoBoacCTBO nosb3oBaTena. Yactb 5. lMoacuctema CepsBuC yBEAOMAEHMAN
AMTI.20134-01 90 01-5.

MPUMEYAHMUE. OnucaHune pasagenos mHTepderca MMO npuBeaeHO B AOKYMEHTE
«Onucanne npumeHenmna» AAMI.20134-01 31 01. CoctaB pasaenos uHTepdeica MMO
3aBMCWUT OT BAapMaHTOB NOCTaBKM, NOAPOOHOE ONMCaHME KOTOPbIX NPUBEAEHO B AOKYMEHTE
«dopmynap» AAMI.20134-01 30 01.

OnucaHne paboTbl NPUIOKEHMA NPUBEAEHO B JOKYMEHTAX:

— «PykoBOACTBO nonb3osatena. Yactb 6. [NlpunoxkeHne «Aspopa MapkeT» and
onepaumoHHon cuctembl ABpopa» AAMI.20134-01 90 01-6;

— «PyKoBoacTBO nosb3oBaTend. Yacteb /. [lpunoxkeHue «Aspopa LeHTp» AanA
onepauMoHHoM cuctemsl ABpopa» AAMI.20134-01 90 01-7.

BHUMAHME! MpunoxeHua «ABpopa MapkeT»/«ABpopa LleHTpY,
dYyHKUMOHMpYtowme noa ynpasneHnem OC Android, a Takke OC cemelictBa Linux, B
KOMM/IEKT NOCTaBKM He BXOAAT. ONMCaHME BO3MOXKHbIX BAPUAHTOB NOCTABKM NPUBELEHO B
nokymeHTe «®opmynap» AAMI.20134-01 30 01. B 3aBMCHMMOCTM OT BapMaHTOB MOCTABKM
nHTepdenc TMMO MOXKeT OTAMYaTbCA OT MNPMBEAEHHOIO Ha PWUCYHKAX B HACTOALLEM
[OKYMEHTe.
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1. NOAINOTOBKA K PABOTE

MPUMEYAHUE. [ina paboTbl nonb3osatenen ¢ mHtepdencom [MMO Heobxoammo
BbIMO/IHEHME CNEeAYIOLINX YCAOBUIA:

— Beb-Opay3ep J0/KeH NoAAepKMBaTb cneaytouwme TexHonormm: TLS, CSS3,
HTML5, ECMAScript 5 n Cookie. PekomeHayeTcs mcnonb3oBatb Beb-bpayzep Chrome
Bepcum 90 naK BbiLLE;

— Beb-bpay3ep B MHPOPMALMOHHbBIX cucTeMax, obpabaTbiBatOWMX MHPOPMALMIO
OrpaHMYeHHOro A0CTyna, TPebytoLlyto 3alMTbl B COOTBETCTBMM C 3aKOHOZATeNbCTBOM PO
HeobxoAMMO MCcnoab30oBaTh M3 cocTaBa OC, nmetollen cepTudmnkat coorsetcTema PCTIK
Poccun. PekomeHayeTca ncnonb3oBaTb Beb-bpay3epsbl: Firefox ESR Bepcumn 91.4 nnum Bolle,
Chromium Bepcumn 87 nnu Bbille;

— pa3pelleHune sKpaHa MoHUTOpa He meHee 1280x960 px.

1.1. OnucaHue npuHumnos 6e3onacHom paboTbl cpeacTsa

1.1.1. Obuwasa nHpopmauma

MMNO peanunsyeT cneaytoume GyHKUMM Be3onacHOCTH:

— NAEHTUOUKALMA M ayTEHTUPUKALMA CYDBEKTOB A0CTyNa N 0OBbEKTOB AOCTYN3;

— ynpaBneHue A0CTynom cybbeKToB A0CTyNa K 06beKkTam 40CTyna;

— perucTpauma cobbiTi HesonacHocTu.

Mpn ncnonbzosaHmm MMO HeobxoAMMO BbINOSHEHME CAEAYIOWMX Mep MO 3alinuTe
MHOOPMALMM OT HECAHKLIMOHMPOBAHHOMO AOCTYNa:

— cobntoaeHme NapoNbHON NONUTUKK;

— cobntoaeHne TpeboBaHMA, COrNACHO KOTOPOMY MapPOab HE AO/IKEH BKAOYATb B
cebs nerko BblYMCAAEMblE COYETAHUSA CUMBO/IOB;

— OTCYTCTBME Y NO/Ib30BaTeNA NpaBa Nepeaayn NMYHOTo Napoas TPETbUM AMLAM;

— 00M3aHHOCTb NONb30BATENA MPM BBOAE MAPOAA WUCKAOUYUTb BO3MOXKHOCTb €ro
nepexsaTta TPETbMMM NNLLAMM U TEXHUYECKMMWN CPEeACTBAMM.

Mpw akcnayataumm MMO 3anpeuwaeTca:

— 0CTaBNATb 6e3 KOHTPONA He3ab/NOKMPOBaHHbIE NPOrpamMMHble cpeacTBa u/mnm
Mnno;

— pa3rnawatb Naponu, BbIBOAUTb MX Ha 3KpaH, NPUHTEP WAW MHble CpeacTBa
oTOobparkeHua nHdopmaLmu.

1.1.2. KomnpomeTauma naponem

Moa KomnpomeTaumeln naponen HeobxoaMMo NOHMMATL creaytolee:

— PU3NYECKYIo YyTpaTy HOCUTENS C NAPOAbHON MHPOPMaLMEN;

— nepeaavy NAeHTUOUKAUMOHHON MHPOPMALIMK MO OTKPbLITLIM KaHanam CBA3M;
— nepexsaT NaposA Npu pacnpeaeneHnn naeHTMGMUKaTopos;

— CO3HaTenbHyto nepegayvy MHGOPMaLMM TPETbUM NLLAM.
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MPUMEYAHUE. TMpu  KOmMNpomeTauum  Naponsa  nonb3oBaTenb  06s3aH
He3ameaamMTeIbHO ONOBECTUTb AAMMHNCTPATOPA YHETHbIX 3aNMCEN.

1.1.3. OnucaHne napameTpoB (HacTpoeK) 6e3onacHOCTM CPeacTBa, AOCTYMHbIX
Ka*ka40W poan Nonb3osBaTenen, 1 nx besonacHble 3Ha4YeHKs

HacTpolkn napametpoB He3onacHocth [MMNO AOCTYMNHbI TO/ILKO NMOAb30BATENAM C
PONbID AAMWHUCTPATOP YYETHbIX 3aMMUCEN N 3aKAHYAKOTCA B BO3MOXHOCTM YNpaBAeHUsA
ponamm nonbzoBatenen MMMO.

Monb3oBaTeNAM [A0/KHbI Ha3HAYaTbCA MWHMMAJIbHbIE MNpPaBa W MNPUBUAETUN,
HeobxoAnMble 414 BbINOAHEHUA UMUK CBOUX AO/IKHOCTHbLIX 06A3aHHOCTEN (DYHKLMIA).

1.2. /lnueH3nOHHOe cornalieHue

Mepea wcnonb3oBaHvem MO nonb3oBaTeNtdo HEOHBXOAMMO O3HAKOMMUTBLCA C
yCNoBMAMM JINLLEH3MOHHOMO COornalleHuns, KoTopoe ByaeT oTobparkaTbCA NMPU YCTaHOBKe
CMCTEMbI, @ TaKXe [AOCTYNHO K MNPOCMOTPY B BEPXHEM [MPAaBOM Yy KaXXaoro us3
noapasaenos nHTepderca MMO B nyHKTe «O naatdpopme». MNoapobHoe onmcaHne paboThbl
B pasgene «O nnatpopme» npueegeHo s n. 1.4.1.

MPUMEYAHME. /ltoboe ncnonsaoBaHue MMNO o3HavaeT noaHoe n 6e30roBopoYHoe
NPUHATME NOIb30BaTENEM YCNOBUM JINLEH3MOHHOIO COrIalleHunA.

1.3. Havano ceaHca paboTbl

BHUMAHWE! MepsoHayanbHbin BxoA B MO ocyLecTBAAeTcA ¢ NOMOLLbIo KoHcou
agMuHucTpaTopa Mb 1 NpeayCTaHOBNEHHOM YY4E€THOM 3anucu C POablo AAMUHUCTPATOP
yyYeTHbIX 3anucen. MoapobHaa MHPopmauma npuBedeHa B AOKyMeHTe «PyKoBOACTBO
aaMuHucTpaTtopa» AAMI.20134-01 91 O1.

Ona ayteHTUOUKauMmM B KoHconn agmuHucTpatopa MY HeobxoAMMO BbIMOAHUTL
cneayrouime AencTemns:

— B Beb-6pay3epe nepelTn No aapecy KoHconm agMmmnHmcTpaTopa Y.

MPUMEYAHME. [ina nonyyeHus agpeca KoHconn aammnHmctpatopa MY Heobxoammo
006paTUTLCA K CUCTEMHOMY aAMMWHMUCTPATOpy AMbBO WMHOMY /MLy, OTBETCTBEHHOMY 3a
YCTQHOBKY M HAaCTPOMKY CUCTEMbI;

— Ha CTpaHuLEe ayTeHTMOMKALUMM BbINOAHUTL CAeaytoLLne AeNCTBUA:

e BbiOpaTb A3bIK MHTepdelca (No ymonyaHuto MHTepdelc oTobparkaetca Ha
A3blke bpay3epa Nonb3oBaTeENA);

® 3aMO0JIHUTb NoAA «J1ornH» U «llaponby;

® Ha)KaTb KHOMKY «Bontn» (PucyHok 1).
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NMPUMEYAHUE. [aHHble Ona 3anonHeHusa nonen  «JlormH»  u «llaponb»
AamuHucTpatopy [natdopmbl ynpaBnaeHWa npeaoctaBnaer AAMUHUCTPATOP YYETHbIX
3anucelt. Mpougecc co3aaHma y4eTHOM 3anucn AaMnHucTpaTopa lNnatdopmbl ynpaBneHns
npuBedeH B AOKymeHTe «PykoBoactBo nonb3osaTens. Yactb 1. [oacmcrtema
H6e3onacHoct» AJMI.20134-01 90 01-1.

Bxopn, PYC

Nornk*
( ?'

Mapone*

PucyHok 1

B uensx 6e3onacHOCTM Npu NepBoM BxoAe Nnonb3oBaTento MY byaeT npeanoxKeHo
CMEeHWTb Naponb. [N 3TOro B OTKPbIBLUEMCA OKHE HeobXxoAMMO BbIMOAHUTL Cleayrolme
nenctema (PUCYHOK 2):

— BBECTM TEKYLIMIM NapOb;

— BBECTW HOBbIN MapOb;

— MOBTOPHO BBECTW HOBbIN MAPOb;

— BbIOpPaTb A3bIK MHTEPPENCa;

— HaXaTb KHOMKY «[1poa0/IKNUTb».

B uenax 6esonacHocTM co3panTe PYC
HOBLIM Naponb

Tekywmi naponp*

— lMoBTopKUTE Napons*

vevereend 9 ‘

NPOOOITXUTL >

PUcyHOK 2
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HoBbIN Naposb AO/IKEH COAEPIKATL:

— 0T 8 A0 255 cMmB0ON0B;

— 3arnaBHble ByKBbI;

— CTPOYHble BYKBbI;

— undpsl;

— CMNeucmMmBObI.

NMPUMEYAHMUE. Cpok aenctemna napona 60 aHen. Mo ncTe4eHmm yKkazaHHOro CpoKa
Napo/ib HEOBXOAMMO CMEHUTb, MPX STOM HOBbIM MAPO/ib AO/IKEH OTAINYATLCA OT 3 paHee
BBOAMMBbIX.

Mo  yMoOAn4YaHMUO  ANA  KaXAoro  Nosb3oBaTens  BO3MOXHO He  6Honee
2 04HOBPEMEHHbIX (MapannenbHbIX) ceccuit 4ocTyna.

Mpn npeBblleHUM A0MNYCTUMOrO KONMYECTBa CECCUM O0TODPa3MTCA OKHO C
MHOOPMALMOHHBIM CcOO0DLIEHMEM «Bbl MPEBbLICMAN KOAMYECTBO AOMYCTUMbIX CECCUN.
Tekylwme ceccun byayT 3aBeplueHbl» (PucyHok 3), rae HeobxoAMMO BbINOAHWUTL OAHO W3
cneayrouwmx AencTBuni:

— HaxaTb KHOMKy «[loaTBepAuTb», B pe3y/abTaTe 4Yero BCeE TeKyllne ceccum
3aBeplaTcs 1 byaeT BbINOAHEH BX0oA B KOHCONb agMmuHUcTpaTopa MY,

— Ha)XaTb KHoMKy «OTmeHa», B pe3y/bTaTe Yero BCe TeKyl e CecCum OCTaHyTCA
aKTUBHbIMKM M 0TOOPA3NTCA OKHO BXOAa B KOHCOb agMuHUcTpaTopa MY.

MoaTeBepXxoeHue onepauunm

NOMyCcTUMBIX ceccuit. Tekylme ceccum ByayT

OTMEHA NMOAOTBEPAWUTDL

PucyHok 3

Mpu yCneLHoM ayTeHTUPMKaLMN oTOobpa3nTCs CTPaHMLA KoHconn
aaMUHUCTpaTopa I1Y.

MPUMEYAHUE. B cnyyae M3MEHEHWs CNUCKa poser HeobxoAMMO NPONTM
MOBTOPHYIO ayTEHTUPMKALMIO.

CUCTEMHbBIM aAMUHUCTPATOPOM MOTYT ObiTb YCTAHOBAEHbI CAeAyHOLME HACTPONKM:

— aBTOMATWUYECKMI BbIXOZ, M3 CUCTEMbI (B C/Ny4ae HEaKTMBHOCTM MOJb30BaTeNA
bonee 5 muHyT). [na npogosKeHua paboTbl HEOOXOAMMO MOBTOPHO MPOMNTU
ayTeHTUMKaLMIO;

— O/NIOKMPOBKA Y4eTHOM 3anmcK nonb3oBaTena (B C/Ay4ae HeaKTMBHOCTM
nosb3oBaTens B TedyeHune 45 aHein). [Ans npoaoakeHua paboTbl He06xoaAMMO 06paTUTLECA K
CMCTEMHOMY aIMUHUNCTPATOPY.
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1.4. OnucaHue nHtepdeitca

BHUMAHME! B 3aBUCUMOCTM OT KOHPUIypaLMM, HACTPOEK M BapMaHTOB NOCTaBKK®
MMO cocTas pa3aenos BepxHel naHenn nHrtepderica MNMO MoXeT oTAnYaThbCS.

HacToAwmMn AOKYMEHT COAEPKMT onmcaHue paboTbl MY M OTHOCALWMXCA K Hew
noApa3aenoB BEPXHEM NaHenn nHtepdeinca.

1.4.1. BepxHAA naHeNb

BepxHAs naHeb NO3BOAET BbINOJHUTL C/ieaytollmne AeNCTBUA:
1) OcyuwecTBnaTb HaBurauuto mexay nogcucremamm MMO (PucyHok 4 [1]).
Pabota B BepxHel naHenn KoHconu aamuHucTpatopa [1Y BbINOAHAETCS B
cneayoLmMx pasaenax:
— «MoHUTOpKHI» (pa3aen 3), BKAOYatOLWEM B ceba nogpasaen «MHAMKATOPbI»
(nogpasnen 3.1);
— «YnpaBneHue» (pasaen 2), BKaoYatoLlem B ceba cneayrowme noapasaensi:
e «YcTponcTtBa» (noapasaen 2.2);
e «[lonb3osaTtenn» (nogpasgen 2.3);
o «[llonntmkm» (noapasanen 2.4);
e «CueHapun» (noapasaen 2.5);
o «Ddannbl» (nogpasnen 2.6);
— «AOMUHUCTPUpPOBaHMe» (pa3gen 4), BKAYalowem B cebs cneayouime
noapasaesibl:
e «HacTpolku» (nogpasnen 4.1);
e «Opr.cTpyKkTypa» (nogpasgen 4.2);

Bl MYNBTUTEHAHT MOHWUTOPWUHI  YMPABNEHWME  AOMWHWCTPHUPOBAHWE I Hartanus Mearoea (i.ivanova.. I
YCTPOWCTBA MONb30BATENM MOAUTHKI CUEHAPUM WAANBI MPUNOXEHWA BUTPUHBI CBA3KMW KIIOYER O nnatgopme
2 3 4 =1 Buiitu
Monek ne rpynnam NOBABUTE ~ NPMFNALLEHWA
(® Mowck no ycTpoicTeam YcTpoicTea ot
+ HoBbli dunsTp w
ME] EF7R45030G4
- & YeTpoicTeo MIEI 577842920922883 @ 02.04.2024 01:49 —
HaGopwl duneTpoe ~ -
ME| 752526009835419
- 9 YerpoiicTao ME| 752526099835419 @ 02.04.2024 01:49 —
I 7 359806270985
- 8 Aquarius NS .. VIEI 745356089627985 @ 02.04.2024 01:49 —
Crpok Ha cTpaduue: 25 - 1-25 na 376567 >

2) MonyynTb AOCTYN K CNpaBKe C WMHCTpyKUMen u onucaHmem pabotbl B MO
HasKaTrem 3Hauka @ (PucyHok 4 [2]);

3 KoMNaeKTHOCTb BAapMaHTOB NOCTaBKM onpeaenaeTca ycnosmamm JInueH3noHHOoro 4orosopa.
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3) MpocmaTpmBaTb caeayoLlyto MHGopMaLmMo 06 y4eTHOM 3aNnCK NONb30BaTENS B
MEHIO TeKyLLero nonb3osatena (PucyHok 4 [3]):
- UMS;
— pamunnus;
— Email;
4) BbibnpaTb COOTBETCTBYIOLLME MYyHKTbl M3 PACKPbIBAIOLLEroca CMMCKa HaxKaTuem
3Hayka* ' B MmeHto nonb3osatend (PucyHok 4 [4]):
— «O nnatpopmer, coaepawmin (PucyHoK 5):
® QKTMBHYIO CCbIZIKY Ha JINLEH3MOHHOE CornalleHne, Npmn HaxkaTuM Ha KOTOPYHO
0TO0bpPa3nTCA TeKCT JIMLEH3MOHHOrO cornatueHus (PucyHok 5 [1]);
e cnucok Bepcuin cepsucos MMO (PucyHok 5 [2]);
e KHOMKYy «CKONMMPOBaTb CEPBMCHI» A1 KONMMPOBAHMA MHPOPMALMM O cepBMUCaX
B bydep obmeHa (PucyHok 5 [4]);
® KHOMKY «3aKpbiTb» (PucyHok 5 [3]) ans Bbixoaa 13 pasaena «O nnathopme;

O nnatdopme

IﬂVLI,CHSMOHHC'C cornaweHue I— 1

v5.0.0.1+1

v5.0.01+1

v5.0.0.1+1

v5.0.010+1

v5.0.0.1+1

v5.0.01+1 ¢

ISAKPbITb "CKOI'I UPOBATE CEPBMCHI I

| I
3 2

PUCYHOK 5

— «BbIMTMY - NYHKT AnA 3aBeplieHns ceaHca pabotsl B MNIMO. B pe3ynbTaTe BbIXOAa
oTobpa3mnTcs KoHconb Bxoaa Nonb3osaTtenelt (cm. PucyHok 1).

1.4.2. Paboyasa obnactb

B pabouein obnactn oTobparkatoTca AaHHble BbibpaHHOro nogpaszsena KoHconu
agmMmHucTpaTtopa MY u ocyuwectenaetca pabota C 3nemeHTamun ero uHTepdelica
(PucyHoOK 6 [1]), B YacTHOCTM:

— pobaBneHWe yCTPOWMCTBA, TrPYMnn YCTPOWCTB, MO/Ab30BaTeNEN WAM  TPYNN
nonb3oBaTenen (BpyyHyto, ¢ nomousto CSV-daina);

* BHELWHWIM BMA, 3Ha4Ka MOXET OT/IMYaThCA OT NMPUBEAEHHOMO Ha PUCYHKAX B HaCTOALLEM AOKyMeHTe. Ha 3Hauke
oTobparkaeTca nepsas byksa MMeHW NoAb30BaTENA.
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— nobasneHne NpUrnalleHna Ha CaMOCTOATE/TbHYIO PErMCTPaLMIO YCTPOMCTBA;
— MpMBA3Ka YCTPOMCTBA K MO/1b30BATE/HO 1 €70 OTBA3KA (BPYYHYHO, C momoLbto CSV-

— BN0KMpOBKa M Pa3bIOKNMPOBKA YCTPONCTBA;

— OYWUCTKA COAEPHKMMOro YCTPOMCTBA;

— B6/10KMPOBKa M pa3bIOKMPOBKA KamMepbl YCTPOMCTBA;

— MONlyYeHWe CMMCKa CUCTEMHbIX COODULEHMIA C  YyCTPOWMCTBA W CODbLITUM
6e30nacHoOCTU;

— Ha3HayeHMe 1 OTC/EeXMBaAHME NONUTUK, Ha3HAYEHHbIX Ha NOIb30BATENEN, TPYNNY
No/ib30BaTeNen, yCTPOMCTBA MAK Tpynny YCTPOMCTB;

— CO34aHMe W Ha3HayeHue Ha rpynny nosb3oBaTene MAM rpynmny YyCTPOWCTB
odnanH-cLueHapmes;

— MPOCMOTP MHPOPMALMM O TEKYLLEM M LENEBOM COCTOAHMN YCTPOMCTB;

— MPOCMOTP MHPOPMALIMM O HAa3HAYEHHbIX ONEepPaTUBHbLIX KOMaHAAX, MOANTUKAX U
odnanH-cLUeHapKuax Ha YCTPOMCTBAX, @ TaKKe O TOM, KaKMe U3 HUX ABNAIOTCA AeMCTBYOLWMMM
B MOMEHT NPOCMOTPa;

— MOHWUTOPUHT TEKYLLETO COCTOAHMA YCTPOMCTBA;

— MPOCMOTP OPraHM3aLUMOHHON CTPYKTYPbl KOMMNAHWM.

BHUMAHUE! B 3asucumoctn oT OC AOCTYNHOCTb YMPaBAAOWMX AENCTBUM ANS
YCTPOWMCTB MOET ObITb OrpaHMyeHa.

B KoHconun agmuHuctpatopa (MY anemeHTbl UHTepdenca, BblAeNEHHblE LBETOM
(PrcyHOK 6 [2]), npeactaBnatoT cob0M aKTUBHbIE CCbIIKK, MPU HaXKaTUM Ha KOTOPbIE MOMXKHO
BbINONHUTL Mepexod Ha CTpaHuLy/KapTouky, rae npusedeHa 6onee noapobHan
MHGOPMaLMA N MMEeEeTCs BO3MOXKHOCTb CKOMMPOBATL AaHHble B bydep obmeHa.

[na ynpouieHua B3amMmoaenctama AamuHuctpatopa [natdopmbl ynpaBaeHua ¢
nHTepdencom KoHconm aammHuctpatopa MY npeaycmoTpeHbl BCM/bIBatOWME NOACKA3KM
(PrcyHok 6 [3]), KOTopble OTOOparkatoTCA NPU HaBeAEHUM Kypcopa Ha COOTBETCTBYIOLLMIA
3/IEMEHT, a TakKe 3Hauyku (Tabnumua 1), AOCTynHble B CAMCKe ObICTPbIX AENCTBUN U
no3BosoWMe YyNPaBAATb BbIOpaHHbIMW 31€MEHTAMM.

ga MYNBTUTEHAHT MOHWTOPUHI YNPABNEHWE AOMWHWUCTPHMPOBAHWE @ HaTtanua Meanoea (Livanova...
YCTPOWCTBA MNONb30BATENMN MONUTHUKK CUEHAPHIA DAANBI MNPHUNOXEHWA BMTPUHEBI CBHA3KM KJIKOYEN
Mowek o rpynnam OOBABUTE ~ MPUFAALLEHWA
(® Mowck no ycTpoicTeam YcTpoiicTea W

+ HoBbiiA duneTp ~

MEl 5778429209428
VIE| 577842920942883 @ 02 042024 01-43 _

Hab:
aGopbl punbTROB A . . ME| 752526099835419 )
—_ & YcTpoWcTeo An.. @ —

B npouecce axTusau

MEI 745356989627985
3 Aguarius NS M11 VIEI 745356982627985 @ 02.04.2024 01:48 —

CTpok Ha cTpaHKue: 25 - 1-25 na 376567 >

PUCYHOK 6
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B Ttabauue (Tabnuua 1) npuBeaeHbl BO3MOXKHbIE AENCTBMA MO Kaxaomy U3
noApasaenos pasaena «YnpasaeHuey.

Tabnnua 1
MNoppasaen 3HayoK OnucaHue MNpumeyaHue
YcTpounctsa
2+ MpnBA3aTb YCTPOMCTBA K nn.2.2.6.1
Noab30BaTENAM
=t MpnBA3aTb YCTPOMCTBA K nn.2.2.7.1
rpynnam
4 AKTMBaLMA YCTPOMCTB nn. 2.2.8.2
O ApXMBMPOBATb nn. 2.2.11.1
[pynnbl yCTPOUCTB
NMPUMEYAHUE. A “ AKTMBaLMA YCTPOMCTB nn. 2.2.8.4
oTOOpaXKeHMaA rpynnobl (akTMBaUMa nomoulbto JSON-
YCTPOMCTB HEOHXOANMMO B danna)
obnactn dunbTPOB BbIOPATH
«[Tonck no rpynnam»
MNonb3osartenu
= MpnBA3aTbh N0Nb30BaTENEN K nn.2.3.4.1
rpynnam
E MpuBA3aTb YCTPOMCTBA K nn.2.3.5.1
No/ab30BaTENAM
[m] ApxuBmnpoBaTb Nosib3oBaTena | n. 2.3.6
lpynnbl nonb3oBaTenemn
2 MpunBA3aTb Noab3oBatenen k| nn. 2.3.4.1
rpynnam
CueHapuu
2 HasHauuTb opnamH-cueHapum | nn. 2.5.2.2
Ha rpynny noab3oBaTenem
() Ha3HaunTb opnanH-cueHapum | nn. 2.5.2.2
Ha rpynny yCTPOMCTB
O YaanuTb cueHapui n.2.5.4
®annol
O Ynanutb dann n.2.6.2

[lna poctyna K CNUCKy ObICTPbIX AEUCTBUM HEeobXOAMMO YCTAHOBUTb TasIOYKy B
4yeKkboKce HanpPoTUB BbIDPAHHOIO anemeHTa ynpasaeHus (P1UcyHok 7).
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D

YCTPOWCTBA

MYNbTUTEHAHT

NONb30BATENKM

Mownck no rpynnam

® Mowck No ycTpolcTBaM

MOHWTOPKHHI

NOANTHKKA

YNPABNEHWE

AOMWHWUCTPUPOBAHMWE @

CLEHAPHMA DAANBI

Hatanwa WMeanoea (i.ivanova...

MPUNOXEHWA BUTPUHBGI CBA3KM KIIOHER

OOBABUTE ~ NPHUIMALLEHWA

2 soibpaHo

eneHme @ & = 0

1.5. Paborta ¢ dnnbTpamm

Obnactb dunbTpos KoHconn agmmHmucTpaTopa MY no3BonseT BbINOJHUTL MOMCK MO
KpUTEPUAM, AOCTYMHbLIM M3 PACKPbIBAOLLErOCA CMMCKA B C/IeAyOWNX NoApa3aenax pasaena

«YnpasneHue»:

— «YCTPOMCTBa» - MOMCK YCTPOMCTB, rpynn yCTPOWCTB M cobblTMin Be3zonacHoCTH

YCTPOWCTB;

. a
+ Hoewli dunetp v
MEI 57 0942883
_ . VE| 57784292094288 ) TR _
HaGopbl ¢unsTpos v Ll e EaEnEaaa
_ e MEI 752526099835419 @ 02.04.2024 0 _
ME 5356080627085
— g A VIEI 745356089527955 @  020420210. —
CTpok Ha cTpaHuue: 25 » 1-25 13 376567 >
PucyHoK 7/

— «[onb3oBaTenn» - NOUCK NOAb30BaTENEN YCTPOMCTB, FPYNN No/b30BaTeNEN;

— «[MTONUTUKM» - MOUCK NOSIUTUK.
B tabnumue (Tabnumua 2) npuseaeHbl pUALTPLI 471 NOUCKa MHGOPMALMK MO KaXKa0My

13 NOAPa3Aen0B pasaena «YnpaBaeHuey.

Tabnunua 2
MNoppasaen ®PunbTpol JoCTynHble 3HaYeHuA
MNMoucK no ycTponcTeam
Moapasaen Mo BBOA 3Ha4YeHMA C KNaBMaTypbl.
«YCTpomncTBa» naeHTMduKaTopy | Momck no naeHTMGUKaTOpPY YyCTPOMCTBA:

(nonck goctyneH
TaKXXe U BHYTpU
KapTOYKM rpynnbl
YCTPOMCTB —
npeaycmoTpeHa
BO3MOXHOCTb
HaWTW YCTPOWNCTBO,
BXOAALLee B
KOHKPETHYO
rpynny)

— «[lo IMEI» - noucK no mexxayHapoaHOMY
NAEHTUPUKATOPY YCTPONCTBA;

— «[To SN» - noMCcK No cepumHomy Homepy
YCTPOWCTBa;

— «[lo Ethernet MAC» - nonck no MAC-agpecy
Ethernet ycTpoiicTBa;

— «[To WLAN MAC» - nonck no MAC-aapecy
WLAN ycTtponcTsa. Hanpumep,
«00:2a:00:00:a0:00»;

— «[lo ceTeBOMY MMEHWM KOMMbKOTEPA» - MOUCK
No ceTeBOMY MMeHM KomnbtoTepa (hostname).
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MNoapasaen ®PunbTpol [ocTynHble 3HaYeHUA
MPUMEYAHUE. JocTynHO npumeHeHue
HECKO/IbKMX MAEHTUPMKATOPOB MOMUCKA
O4HOBPEMEHHO
Mo UUID Monck no naeHTUPUKATOpPY yCTPOMCTBa. BBoA,

3Ha4YeHNA C KNaBMNaTypbl

HU3HEHHbIN LKA

[TOWCK NO CTaTyCy KM3HEHHOro LMKANa
yCTpOMCTBa. BbibOp 3Ha4YeHnA 13 cnmcka:
— «3aperncTpmpoBaHoO»;

— «B npouecce aktnsaunm»;

— «AKTMBMPOBAHOY;

— «He akTMBMpPOBaHOY;

— «OynweHo»;

— «ApxunBHoe»

[lo coOTBETCTBUIO
NnonNTUKe

MoMCK yCTPOMCTBA NO COOTBETCTBMIO
Ha3HAYeHHbIM NONNTMKAM. BbibOp 3Ha4YeHns 13
CMWCKa:

— «CooTBeTCcTBYET”;

— «He cooTBeTCcTBYETY;

— «He ynpasnaetca»

[lo pate co3naHmA

Mounck no aate AobaBaeHNA yCTPOMCTBA 3a
BblOpaHHbIM Nepunos,. Boibop 3HaYeHuns 3
KaneHaaps

Mo paTe Monck no aaTe 06HOBAEHMA YCTPOMCTBA 3a

obHOBNEHUSA BblOpaHHbIM Nepunos,. Boibop 3HayeHuns ms
KaneHaaps

Mo moaenu Bbibop moaenn ycTpoicTea 13 cnmcka

Mo nnathopme

BHUMAHMUE! Mpwu Bbibope nnatdopmbl
Heobxoanmo BbibpaTb «ABpopa», T.K. OC
Android, a Tak»ke OC cemelicTsa Linux, B
KOMM/IEKT NOCTaBKM He BXOAAT

Mo rpynne

MouncK ycTpoiicTBa No 3aZaHHoi rpynne. Beos
3HAYeHMA C KNaBmaTypbl

1o KOMMEHTapUIO

MOWUCK YyCTPONCTBa MO KOMMEHTaputo. Beos,

3HaYEeHUs C KNaBMaTypbl
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MNoapasaen ®PunbTpol [ocTynHble 3HaYeHUA

Mouck cobbiTni 6esonacHoOCTH

MNoapasaen Mo TMny cobbiTna | Mounck no TMny cobbiTia 6e3onacHocTH. Bbibop

«YcTponcTea» — 3HAYeHUA M3 PACKPbIBAIOLWLErocsa CMUCKa:

KapTO4uKa — «MHdOopMaLMOHHOEY;

yCTpOMCTBa — — «OTnago4vHoe;

BKMaKa «CobbITHA — «[penynpexaeHver;

6e30MnacHOCTMY — «KpuTtnyeckoe»
Mo umeHu [MoMcK No Ha3BaHUO cobbITKA Be3onacHoOCTH.
cobbITUA Bbi6op 3HaYeHMA M3 CN1CKa
Mo pate MowncK no aaTte noay4yeHuns cobbiTns
noay4YeHmn He30nacHOCTM 3a BbIOpaHHbIM Nepunos,. Boibop

3HaYeHUA U3 KaneHaaps

Mo pate [MoMCK No AaTe BO3HMKHOBEHMSA CODbITUSA
BO3HWKHOBEHMUSA H6e30nacHOCTM 3a BbIGpaHHbIN Nepunoa. Boibop

3Ha4YeHnA U3 KaaeHaapA

Mou1cK No rpynnam ycTPOMCTB

MNoapasgen
«YcTponcTea» —»
«[lonck no
rpynnam»

[To Ha3BaHWUIO

MoWCK rpynnbl yCTPOMCTB NO Ha3BaHMI0. BBoA
3HaYeHMA C KNaBMaTypbl

Mo npuHumMny
nobasneHms

MOWCK rpynnbl YCTPOMCTB MO NPUHLIUNY
nobasneHuns B rpynny.

MPUMEYAHME. Mocne npumeHeHua dunbTpa B
cnmncKke oTobpaXkaroTcs TONbKO AMHAMUYECKMe
rpynmnbl N0 BbIOPAHHbIM KPUTEPUAM.

Bbibop 3HaYeHMA N3 PaCKPbIBAOLLLErOCA CNMCKA:
— «CTaTyCc YyCTpoOWCTBa» - MOWCK MO cTaTtycy
yCTPOMCTB. Bbibop 13 cnuncka: «/ltoboe» nam «He
3a4aHO»;

— «Mnatdopma ycTponcTBa» - MNOMCK MO
nnatdopme yCTPOMCTB. Bbibop M3 cnucka:
«/ltoboe» nnn «He 3agaHo»;

— «OHBEM KeCTKMX AMCKOB» - MOMCK YCTPOMCTB
No 06beEMY KeCTKMX AUCKOB. Bbibop 13 cnucka:
«/lroboe» nnn «He 3agaHo»;

— «KonmyectBo NpoOLECCOPHbIX A4ep» - MOUCK
YCTPOWCTB MO KONMYECTBY MPOLECCOPHbIX AAep.
Bbibop 13 cnucka: «/ltoboe» nnm «He 3agaHo»;
— «Mopgenb ycTponcTBa» - MOUCK MO MOAENN
yCTPOMCTB. Bbibop 13 cnuncka: «/ltoboe» nnm «He
3a4aHO»;
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MNoapasaen

PunbTpbl

JocTynHble 3HavYeHuns

— «Tnn ycTpoMcTBa» - NOMUCK NO TUMNY YCTPOMCTB.
Bbibop 13 cnuncka: «/ltoboe» nnm «He 3aaaHo»;

— «Obbem onepaTMBHOM NamMATU» - MOMUCK
YCTPOMCTB NO 0ObEMy ONepaTMBHON MNaMATM.
Bbibop 13 cnuncka: «/ltoboe» nnmn «He 3aaaHo»;

— «CeTeBoe MMA KOMMbkOTEpPa» - MOWUCK
YCTPOWMCTB MO CETEBOMY MMEHW KOMMbIOTEPA.
Bbibop 13 cnuncka: «/ltoboe» nnmn «He 3aaaHo»;

— «Pe3ynbTaT BbINOSIHEHUA CKPMNATa» - MOWUCK
YCTPOWCTB NO  pe3y/nbTaTaM  BbIMNO/JIHEHWA
cKpunTa. Boibop 13 cnucka: «Jltoboe» nam «He
3a4aHO»;

— «IP-aapec ycTpomncTBa» - - NOUCK YCTPOMCTB NO
IP-agpecy. Boibop 13 cnucka: «/ltoboe» nam «He
3a4aHO»

Mo gate co3gaHuA

Monck no aaTe AobaBaAeHWUA rPynMbl YCTPONCTB
3a BblOpaHHbIN Nepuros. Bbibop 3HaYeHMA 13
KaneHaaps

lNo paTe
0OHOBNEHUA

Mounck no aate 0OHOBAEHMA rPYNMbl YCTPOMCTB
3a BblbpaHHbIN Nepuros. Bbibop 3HaYeHmA n3
KaneHaaps

MNowuncK no nonb3osaTenam

Moapasaen
«lMonb3oBatenn» —
«[louck no
NO/1b30BaTENAMY.
(mouck goctyneH
TaK¥Ke U BHYTpU
KapTOYKM rpynnbi
nonb3oBaTenem —
npeaycMmoTpeHa
BO3MOKHOCTb
HaMTK
nosb3oBaTeNs,
BXoJsllee B
KOHKPETHYO
rpynny)

Mo Email Mounck no aapecy paboyen NoyTsl
no/ab30BaTeNs
Mo nmeHu MoncK No meHn, Gammamm, oT4ecTsy

Mo dpamunmm

o oTyecTBy

Mo paTe co3gaHua

Mownck no aate Ao6aBAeHNA NONb30BaTENs 33
BbIOpPaHHbIM Nepunoa,. Bolbop 3HaYeHns ns
KaneHaaps

lNo paTe
0bHOBNEHUA

Mouck No aaTe 06HOBMEHMA NOMb30BaATENA 32
BbIOpPaHHbIN Nepunoa, Bolbop 3HaYeHns ns
KaneHaaps
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MNoapasaen

PunbTpbl

JocTynHble 3HavYeHuns

MOMUCK No rpynnam nonb3osaTenem

Moapasaen
«[lonb3oBatenn» -
«[Tonck no
rpynnam»

[To Ha3BaHUIO

MoucK rpynnbl Nosb30BaTeNeM YCTPOMCTB Mo
Ha3BaHWO. BBOA 3HAYEHMA C KNaBMaTypbl

1o Tnny rpynnol

[MoWCK rpynnbl NOAb30BaTENEN MO TUNY rPYNMbi:
— «['pynna nonb3oBaTenemny;
— «Opr.noapasaeneHune»

o npuHUmny
nobasneHums

[oucK rpynnbl NONb30BaTeNen No NpuHUMNy
nobasneHna B rpynny.

BbIbOp 3HaYEHMA M3 PACKPbIBAOLLLErOCA CAMUCKA:
— «[1o 4ONOAHUTENbHBIM aTPMOYTam
nono3osatena LDAP»

Mo nate co3gaHuA

Monck no aaTe AobaBAeHUs rpynmbl
Nonb30BaTeNem 3a BbibpaHHbIM Nepmnoa. Beibop
3HaYeHMs M3 KaneHaaps

Mo pate
0OHOBNEHUA

Monck no aate o6HOBAEHMA rpynnbl
no/ab3oBaTenen 3a BblIbpaHHbIM Nepunod. Beibop
3Ha4YeHMA U3 KaneHaapA

[MoucK NnoNnUTUK

[ToANTUKMK

[To Ha3BaHUIO

[MomncK No Ha3BaHMIO. BBOA, 3HaUYeHMA C
K/laBMaTypbl

[lo gate co3naHmA

Mounck no aaTe Aob6aBneHUA NOANTUKM 32
BblOpaHHbIM Nepunos,. Boibop 3HaYeHns s
KaneHaaps

o parte Monck no aaTe 0O6HOBAEHMA NOAUTUKM 33

0HbHOBNEHMA BbIOPaHHbIM Nepnoa. Bbibop 3Ha4YeHns 13
KaneHpapa

o npasuny [ouck no npaBuay, 4O06aBNEHHOMY B MOUTUKY.

NOUTUKN Bbibop 3HaYeHMA 13 cnuncka (AoCTynHble

3HaYeHus npmeeaeHbl B Tabanue (Tabauvua 37)

BHUMAHMWE! B naHHOM NyHKTE onucaHbl oblimne NpuHUMnbl paboTbl ¢ GUALTPAMMU
Ha Npumepe nogpasaena «lonb3oBaTenn».

[1ns noncKa no 3aaHHbIM KpUTEPMAM TPpebyeTcA BbINONHUTL CAeaytoLne AeNCTBUSA:

— nepenTn B Heobxoanmbln noapasaen nHtepdeica MNMo;

— BbIOpaATb M3 pacKpbIiBatOLWErocs cnucka «Tun GuabTpa» oaMH 13 GUNLTPOB ANA

NMOMCKa 1 3a4aTb NapameTpsbl (PUcyHok 8).
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ga MYNETUTEHAHT MOHWUTOPUHI YMPABNEHWE AOMUHUCTPHUPOBAHUE @ HaTtanwa MeaxoBa (i.ivanova...
YCTPOWCTBA NONL30OBATENK NOAUTUKK CLUEHAPUK OANNGI MPUNOXEHUA BUTPUHbI CBA3KU KIKOYEA
® Mowuck no nonsbsoeBaTenam Mons3oeatenu
+ HoBbii GunbTp A
un hrnsTpa —l tOpuH Yecnas [Jasu ga-vladimirl299@ . 733723355 1 — 170420241
[‘ -
n i KopHwunos CesToch... ga-jan298@ef8148.... B826039473... 1 — 17.04.20241..
o emai
Mo uneHm BoraaHos Belwecna.. ga-anna_2019@be... 9069741061... — 1 17.04.20241..
Mo damunum
VPN NGate Test VPN_NGate@omp.ru — — — 17.04.2024 ..
Mo oTyecTBy
Mo pate cozgaHua . _ - - - h
Mo nate oBHOBNEHNS . CTpok Ha cTpaHaue: 25 w 1-25 13 250 >

PucyHoK 8

Mpn BBOAE 3HAYEHMA C KNaBMATypbl (MMHUMaNAbHAA AJMHA NOMCKOBOrO 3anpoca —
3 cmmBoONa), a TakkKe Bblbope 3HayYeHMA B KaseHaape HeobxXxoAMMO  HaxKaTb
COOTBETCTBYIOLLYKD KHOMKY ANA NpUMeHeHua &unbTpa, a npu Bblbope 3HayeHusa wu3
PaCKpbIBatOLLLErocsa cnmcka GuabTp ByaeT NpMMeHeH aBTOMATUYECKM.

Ons GopMMpPOBaHMA PACLUMPEHHOrO NOMCKA NO 33aA4aHHbIM KPUTEPMAM BO3MOXKHO
334aTb HECKO/NbKO GUAbTPOB OAHOBPEMeHHO. B pe3ynbTaTe B paboderr obnactu
0TOOpPa3nTCA nepeyvyeHb 31EMEHTOB YynpasaeHusa, CcHOPMMPOBAHHBLIA HA OCHOBAHWUK
NPUMEHEHMA YCTaHOBAEHHbIX GUNbTPOoB. [Mpn HeobxoaumocTu Ana yaaneHua dunbTpa
cneayer Hawatb 3Hadok @ (Pucyrok 9 [1]). [ns c6poca Bcex BbIBPaHHbIX GUALTPOB
HeobxoAMMO HaxKaTb KHOMKy «CopocuTb BCce» (PucyHok 9 [2]).

TaKk»Ke npu HeobxoAMMOCTU MPUMEHEHHbIE GUNBLTPbI MOMKHO COXPaHWUTb B Habop
dMNbTPOB, BbIMOAHMB CAeaytoLLmMe AeNCTBUA:

— HaxkaTb KHoNKy «CoxpaHuTb» (PucyHok 9 [3]);

ga MYNbTUTEHAHT MOHWUTOPHHI YMPABNEHWUE AOMWHWUCTPUPOBAHWE @ Hatanusa Meanosa (i.ivanova...

YCTPOWUCTBA NMONb30BATENMX MOMUTHUKN CUEHAPHM DAUSBI MPUNOXEHUA BUTPUHBI CBA3KW KIMOYEN

@® Mowck No NonbL3oBaTeNamM MonbsosaTenu
+ HoBbIid dUneTp ~
MeaHoe Agam MaTa PKUWE070483291. 8335194895 — — 18.08.2023 1.
-
WBanoe Metp testltest@test.ru 1122334455 2 1 25052023 .
AxTUBHbIE unbTPbI (1) ~

‘ Maanna.— 1

| cspocuTe Bck | JcoxeanuTs |

I I CTpok Ha cTpaHuue: 25 w 1-2mu3 2

2 3 -

PucyHok 9
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— B oTObOpa3mBLIeMcs OKHe (PucyHok 10) BBeCTH nms Habopa PUbLTPOB;

PepakTuposaHue Habopa GunbLTpos

Wwms Habopa gunsTpos

[test_qmﬂpr|

) ~
( A:MBAHOB |
A A

Y= CO3ATH

PucyHok 10

— Ha)XaTb KHOMKY «Co34aTb».

B pe3ynbTate BbibpaHHaa KomMbOMHaumA GUAbLTPOB OyaeT coxpaHeHa B Habop
OUALTPOB, KOTOPLIN MPY HEOBXOAMMOCTM BO3MONKHO YAANUTL HaXaTMem 3Hauka O
(PucyHOK 11) MM OTPeaKTUPOBaTh €0 Ha3BaHWe HaKaTVeM 3HauKa & .

‘!h! MYNbTUTEHAHT MOHWTOPUHI YMNPABNEHWE AOMWHUCTPHUPOBAHWE @ HaTanwa MeaxoBa (i.ivanova...

YCTPOWCTBA NONb30OBATENN NOJUTHUKK CUEHAPWUK OAANGI MPUNOXEHUA BUTPUHbI CBA3KW KNOYEA

(O Mowuck no rpynnam el

(® Mowuck no nons3oBaTenam Monb3osaTenu
O n Emal enedoH CTPOWAC p - O6Hoene
+ HoBbii hunstp v
O = MeaHos Apam Marts... PEKUWB070483291... 8335194895.. — — 18.08.2023 1...
AkTuBHbIE GUNbTPLI (1) ~
0O 2 WaaHos Metp testltest@test.ru 1122334455 2 1 25.05.2023 ...

) EE——
| AR MBAHOB e )
p ~/

CEPOCWTE BCE

Ha6opbl punsTpoB ~

test_duneTp "

[m]]

Crpok Ha cTpauuue: 25 w 1-2us2

PucyHok 11

MPUMEYAHME. Mpun BbiIxoae 13 KoHconn agmmHucTpatopa MY 1 noBTOPHOM BXOAe
MO/, 3TOW e Y4eTHOM 3aNNCbio COXPaHEHHbIe GUNbTPLI ByayT AOCTYMNHbI.
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PABOTA B PASAENE «YTNPABEHUE»
KOHCOJIU ADMUHNCTPATOPA 1Y

2.1. Obuwee onucaHMe KapToveK 31eMEHTOB YrpaB/ieHUA

2.1.1. PaboTa c KapTO4YKOM YyCTPOMCTBA

C NOMOLLbO KAapPTOYKM YCTPONCTBA BO3IMOXKHO BbINOAHWTL CAeaytoLlmne AeNCTBUA:

— NPOCMOTP AeTaNbHON MHPOPMaLMKM 0O YCTPOMCTBE;

— aKTMBaLMA YCTPOWCTB;

— OTnpaBKa ONepaTMBHOM KOMaHAbl Ha YCTPOMCTBO;

— MNpwWBA3Ka K N0Nb30BaTeNt0/rpynne yCTPONCTB;

— NPOCMOTP COObITUIN BE30MACHOCTN YCTPOWNCTB;

— APXMBUPOBAHME YCTPOICTB.

[lna npocmoTpa KapTO4KM yCTpoMcTBa HeobxoaMMO BbIMOAHMTL ClAeaytolime

NEeNCTBUA:

— nepenTn B Nnoapasaen «YCTponcTa» pasaena «YnpasneHme;
— ANnA oTObparKeHMA CnmcKa yCcTPomMcTB B 061acTn pUAbTPOB BbibpaTb «llomcK Mo

YCTPOMCTBAMY;

— Ha)KaTb Ha Ha3BaHWe yCTPOMCTBA.

B pe3ynbTaTe OTKPOETCA KapTo4Ka YCTPOMCTBA, MHTEPdENC KOTOPOMN BKAOYAET:

— obuwyto wuHbopmaumto 06 yctpornctee (PucyHok 12 [1]), cocToswyto w3
napameTpoB, NnpuBeaeHHbIX B Tabanue (Tabanua 3);

Tabnuua 3
[MapameTp OnucaHue
Moaenb — Ha3BaHWe MOJENN YCTPOMNCTBA;

— T1n ycTpocTaa (MpunoxeHne 1)

ID NaeHTUdMKaTOp YCTPOMCTBA, KOTOPbIN MOXHO CKOMMPOBATD,
HakaB 3HauoKk D)
IMEI IMEI ycTpoWcTBa, KOTOPbIM MOXHO CKOMMPOBATb, Ha¥KaB 3HAYOK D

Ethernet MAC

MAC-agpec Ethernet ycTpolicTsa, KOTOPbIM MOXHO CKONMMPOBATb,
HasKas 3Hauok D)

SN CepuitHbIN HOMEp YCTPOMCTBA, KOTOPbIM MOX¥HO CKOMMPOBATH,
HasKas 3Hauok D
WLAN MAC MAC-agpec WLAN ycTponcTBa, KOTOPbIN MOXHO CKOMMPOBATb,

Ha*aB 3Ha4YOK l_D

CeTeBOMY MMEHM

CeTEBON\y MMEHWN KOMMbHKOTEPA, KOTOPOE MOXHO CKOMMNPOBATD,
Ha*aB Ha 3Ha40OK I_D

Cratyc

CTaTyC KNU3HEHHOTIO UNKa yCTpOmCTBa/COOTBeTCTBVIH NOJINTUKE
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MNapameTp OnucaHune
KaneHT ABpopa Bepcuna npunoxkenuna «Aspopa LleHTp» noacuctemst 110, koTopoe
LeHTp YCTAHOB/IEHO Ha YCTPOMCTBO
KnneHt ABpopa Bepcua npunoxenHuna «Aspopa MapkeT» noacuctemsl 110,
MapkeT KOTOpOE YyCTaHOBAEHO Ha YyCTPOMCTBO
CosgaHo [aTa n Bpema nobaBneHmA yCTPOMCTBA
ObHoBNEHME [aTta n Bpems nocneaHero obHoBAeHMA MHPOPMaLMK 06

ycTponcTse

MoAakntoveHune [ata n Bpema nocnegHero NoAKAOHEHNA YCTPOMCTBA
KommeHTapui K [ononHuTenbHaa MHPpopmMaLma ob ycTpolcTae (3anonHAeTCA Npu
yCTpOMCTBY HeobxoAMMOoCTH)

— onepaTtuBHOe ynpasneHue (PucyHok 12 [4]), npumeHeHne KOTOPOro NpmuBeaeHo
BN. 2.2.9;

— BKIAAKM KapTouku (PucyHok 12 [2]) ¢ pononHuTenbHon uHdopmaumein ob
yCTpoMcTBe:

e «CoctosaHue» (nn. 2.1.1.1);

e «YnpasneHue» (nn. 2.1.1.2);

e «[llonb3osBaTenn» (nn. 2.1.1.3);

e «[pynnbi» (nn. 2.1.1.4);

o «[lonutmkm» (nn. 2.1.1.5);

e «CueHapun» (nn. 2.1.1.6);

o «CobbiTns 6besonacHoctm» (nn. 2.1.1.7);
o «[lpunoxenHuna» (nn. 2.1.1.8);

e «KapTta» (nn. 2.1.1.9).

[INA pefaKTMpPOBaHWA LaHHbIX YCTPOICTBAa HEOBXOAMMO HaxaTb Ha 3HauoK #
«PepaktnpoBaTth» (PucyHOK 12 [3]) m BHECTM Heobxoaumble M3MEHEeHMA B creaytouime
nona:

— «Mnatdopmay;

— «Mopaenb ycTponcTBa;

— «KommeHTapun».
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He ynpasnserca

v Konpurypauus
Monyuenne koMana
OTtnpaska COCTORHMUR
Pacnucarue otnpasxu cobbiTuin 6esonacHo
O6HOBNEHME KOOPAWHAT B KNUEHTE ABpopa

XpaHeHve noros Ha ycTpoincTee

Kaxasie 14
Kaxaoie 14
Kaxavie 1y
Kaxavie 10 m

MocrosHHoe

g)h MYNbTUTEHAHT MOHUTOPUHI YNPABNEHWE AOMUHUCTPUPOBAHUE @ Hatanus Wsarosga (i.ivanova.
YCTPOUCTBA MONb3OBATENN NONNTUKN CLUEHAPMM NPUNOXEHUA BUTPUHDI CBA3KM KIOHEN
F+ R570E 3 COCTOAHME YNPABNEHUE NONBL3OBATENM reynnei NONUTUKN CUEHAPUMK YAANEHHbIM AOCTYN COBbIT >
Cmaprdon Aepopa A I
[locTynHble ANR ynpasneHns -
65-2d24-ddac-8412 2
B3 0594956 v Haleauwe KYLLEE Ueneso A3N + ACTOMHMK

OnepaTtusHoe ynpasnexve A
v Cucrema
e ‘O' O ~ Bnoknposxa akpaHa Paabnoxuposano Bpemennan pazbno.., - Onep. ynpagneune
- pocsiy Bpemsa aencrana, A0:9YMM QAn 04w 12m
O Q Q 1= 4 Mcnono3osanme xamepbl Paapeweno
nomsoneTem " HIMKY 3KDaHa Pa3peweno —
o ° YnpasneHue Raton u BpemeHem Pa3peweto .
e 3AKPLITL | AKTHMBMPOBATL APXWBUPOBATL
PucyHok 12
2.1.1.1. Brknaaka «CoctoaHue»
Bo BKAaAKe «CoCToAHME» BO3MOXHO  BbIMO/IHUTL cheayrowmne ,£I,€VICTBI/IH

(PucyHok 13 [3]):

— AKTMBMPOBATb YCTPOMCTBO, HaXKaB KHOMKY « AKTMBMpOBaTb» (nn. 2.2.8.1);
— YAannTb YCTPOMCTBO M3 CAMCKA YCTPOWMCTB, Ha)KaB KHOMKY «ApPXMBMPOBATHY»

(nn. 2.2.11.2);

— BbIATM M3 KAPTOYKM YCTPOMCTBA, HaXKaB KHOMKY «3aKpbiTb».
npeaycMoTpeHa BO3MOXHOCTb YNpPaBAATb
oTObpakeHemM noaen CocTosHUA No caeayowmm napameTpam (PucyHok 13 [1]):
— «Bce» — oTobpakaloTcsa Bce Noas COCTOAHUS;
— «JlocTynHble ans ynpaBaeHmnAa» — oTobpaKatoTcsa N0NA, 3HAYEHMNA KOTOPbIX MOTYT
3a/,aBaTbCA MOJIMTMKAMW, OMNepPaTUBHbIM ynpaBaeHMeM, opnaiH-cLeHapuamm (3HavyeHme
BbICTAB/IEHO MO YMOYAHMIO);
— «[Moa ynpaBneHnem» — oTObOparKatOTCA MNOANA, 3HAYEHUA KOTOPbIX 3aJaHbl
NONTUKAMM, ONEPATMBHBbIM yYNpaBaeHneM, odNaH-CLEHAPUAMM.

Tak¥e BO BKIagke

«CocTosaHmne»
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ga MYNbTUTEHAHT ~ MOHMTOPWHI  YMPABMEHWME  AQMWHWUCTPUPOBAHWE @ HaTanus Meawoea (iivanova...
YCTPOWCTBA NONB30BATENN NONUTHEN CUEHAPHA NPUNOXEHWA BUTPHHBI CBA3KM KIIOYEN
Cwmaptgon Aspopa ~ COCTOAHWE YMPABNEHWUE NONb30BATENMX rPYNnbl MONUTHUKK CLEHAPUWM YOANEHHbBIA QOCTYN COBbIT >

0y 8aelfe65-2d24-4dac-8412..

0 353358860594956 41— AoctynHsie ana ynpasnenua -

He ynpaenaetca

1.71.1+1.pat.. I Hassawue Texywee Llenesoe HameneHo MeToumme

I+ KoHdurypauua
0111.202312:46
0111.202312:46 MNonyyeHue komaHa Kaxasie 14.
0111.202312:51
OTnpaeka COCTORHMA Kaxaeie 14, —

Pacnucanue oTnpaeky cobbiTuit BesonacHocTw Kaxpapie 14 —
OnepaTMEHOE YNpaegneHue A 06HOBNEHWE KOOPAWHAT B KNWerTe Aspopa LlenTp Kaxapie 10 m —

XpaHeHue Nores Ha yeTpoeTae MNocToaHHoe —

© 0 0 |[..

OBHoMMTe  [MarHocTia lapone
CocToRHHe apmnHa
¥ Bnokuposka skpama Pa3bnokupoeaHo BpemenHan pazbno.. — Onep. ynpaenexue

° Bpewma nedctaua, J0:H4:MM — 940.14.34m
Napone Fxpan Kamepa
nonbaoeatent

Wcnone3aogaHue kamepsbl Paspeweno

0 . ° 3 —‘ 3AKPHITE AKTHBHMPOBATE APXUBWUPOBATEL |
Mukpogon :

Cobuitan OureTuTy
BE30NacHOCTH VCTDOACTED

PucyHok 13

[ns nony4yeHMsa AaHHbIX O COCTOSSHMM aKTMBMPOBAHHOrO YCTPOMCTBA B Nt0HOM
cTaTyce HeobxoAMMO CO34aTb M HAa3HAYMTb Ha YCTPOMCTBO NOANTUKY OTNPABKM COCTOSHUSA
AN OTNPaBUTb ONepaTMBHYO KoMaHay «ObHoBAeHMe cocToaHMAY». [ToapobHoe onuncaHune
CO34aHMA N Ha3HAYeHMA NONTUKM NPpUBEAEHO B Noapa3aene 2.4.

Mocne nony4yeHma AaHHbIX O COCTOSHWUM YCTPOMCTBa oTobparkaerca noapobHas
MHOOPMALMA O HAa3HAYEHHbIX MONINTUKAX U ONEPaTUBHbIX KOMAHAAX, a TaKXKe napameTpbl
noakntoyeHms K noacucreme Cepsuc ysegomnennin (NCY), sxoaauien 8 coctas MMO (ecnum
noakntoyeHue K MCY 3apernctpnpoBaHo) B cneayouimnx ctonbuax (cm. PucyHok 13 [2]):

— «Ha3BaHMe» — Ha3BaHMe OMnepaTMBHbLIX KOMaHA, TrpPynnbl MAOAUTUK WK
COCTOAHWUN;

— «Tekyuwee» — nocneaHee NOATBEPKAEHHOE COCTOAHME YCTPOMCTBA;

— «LleneBoe» — cocToAHME, K KOTOPOMY YCTPOMCTBO A0/IKHO ObITb NPMBEAEHO;

— «M3meHeHO» — pgata M Bpems HasHayeHus (M3MeHeHWA) MONUTUKU UK
onepaTMBHOM KOMaHbI;
— «MCTOYHMK» — WUCTOYHMK LENeBOro COCTOSHMA (Ha3BaHME MOJUTUKM,

CKOMBMHMPOBAHHAA NONNTMKA, ONepaTUBHOE ynpaBaeHue).

MPUMEYAHME. Mpu Ha3Ha4yeHMM Ha YCTPOMCTBE HECKOJIbKMX MONUTMK B CTONDOLE
«ICTOYHNK» OTODOparkatoTca BCE MOAUTUKWM, M3 KOTOPbIX MNOJyvYeHa KOMOMHWMPOBAHHaA
nonnTUKa. Hanpumep, ecam 3 NOSIMTUKM Ha3HAYeHbl Ha YCTPOMCTBO, MPW 3TOM B 2 U3 HUX
MCNONb30BaHME Kamepbl 3anpeLleHo, a B 1 — paspelleHo, To 0Tobpas3ATca NOAUTUKM C
3aNpPeToOM MCMNONb30BAHNA Kamepbl.

Ecan nonntuKa nam onepatmMBHaa KOMaHAa He OblnM NOayYeHbl Ha YCTPOMCTBO, TO
TeKyllee COCTOAHME U LEeNeBOoe COCTOAHME YCTpOMCTBa He OyayT cosnaaaThb.
HecooTBeTCTBMA BbIAENAOTCA KPACHbIM LBETOM, M 0TOBpaxKaeTca 3HaYOK o (PncyHok 14).
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% MYNbTUTEHAHT MOHWUTOPHUHI YMPABNEHWE AOMWHWUCTPMPOBAHWE @ Hatanus Meanoea (i.ivanova...

YCTPOWMCTBA NONb30BATENN MONUTUKK CLEHAPHIA DAANBI NPUNOXKEHWA BUTPUHEI CBA3KM KITIOHEN

a
—_— ,‘ COCTOHAHWE YTPABJTIEHWE NMoNb30BATENKM rPYTINbI MONAUTHUKK CLIEHAPWM VﬂAﬂEHHbllﬂ"I aoctyn COBbIT »
@ Aepopa ~
NocTynHele Ans yrpasneHus -

&y 0cB8a3302-c41B-..

B 3548305506288 - Hassatue Texyliee Lenesoe Wamereso HeTourmk

He coaTseTcTByeT non... -

1.870+1 Mpasuno oBHOBNEHWS c 00:00 go 00:00 ( 02.04.202416:14

= MonvzosaTens (1]

02.04.202414:47
(03.04.202410:20 TpeboBaHua Kk Napon:o
0304 202410:20

02.04.202416:14

Coapanue nonsaosaTens e co3nasath Co3pasats 02.04.202416:14

OnepatusHoe ynpaenenne A 3AKPLITL | AKTMBWPOBATL APXWMBUPOBATL

PucyHok 14

Bo Bknaake «CocTtoAHMeE», B 3aBUCMMOCTU OT BEPCUU OC, BO3MOXXHO NPOCMOTPETb
N 3aaTb COCTOAHNA Ha yCTpOVICTBO, l"lO,EI,pO6HO€ OMnCaHne KOTopbIX NpneedeHO B Ta6nmu,e

(Tabnunua 4).
MPUMEYAHME. Echv 3HaYeHMe LeneBoro COCTOAHUA YCTPOMCTBA HE OTMNPaB/AEHO, TO

B cTonbue «Tekyuwee» bynet otobparkatbes «He 3aaaHO».
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Tabnunua 4

Ha3BaHMWe rpynmnbl MOAUTUK/COCTOAHNI OnucaHue [locTynHble 3Ha4YeHns

CBouncrBa

CepuitHbIN HOMEP CepuitHbIN HOMEP, MPUCBOEHHbIN YCTPOMCTBY NPOM3BOANTENEM Mpumep: YY220331000763

MpoussoauTens KomnaHua-npon3BoanTe b yCTPOMCTBA Mpumep: Mashtab

Moaesnb Mozenb yCTpOMNCTBa Mpumep: mashtab_tl

Hactponkn Cepsuca ysegomneHnin Aspopa

ID npunoxkeHun

NoeHTUGUKATOP NPUAOKEHMA, C KOTOPbIM NpunoxeHne «Aspopa LleHTp»
pernctpupyetca B [1CY

[Mpumep: int mobile buggmfjginagssnmf07g

Appec Apapec Cepsuca ysegoMmaeHuit ABpopa aaa NpuaoxKeHna «Agpopa LleHTp» [Mpnmep: ocs-dev.ompcloud. ru

MopT Homep nopTa A1a NOAKAKYEHMA NpunoxeHna «Aspopa LleHTp» Mpnmep: 989

SSL: Bannpauma ceptudukata BKAtOYEHME MM OTKAOYEHME Banuaaumm ceptnudumkata MCY. BO3MOXHble 3HaYeHUA:
MPUMEYAHUE Mone oTobpakaeTca, TOIbKO €C/In HacTponKa bbina AobasneHa B| — «BKAOYEHOY;
KOHOUIypaumoHHbIn damn Mo — «BbIKNtOYEHO»

Ecnum ycTpoicTBO He 3apermctpmposaHo B MCY anbo MNCY
OTCYTCTBYET, MO YMOAYAHMIO BbICTABNEHO 3Ha4YeHMA «He 3aaaHo»

CRL: NHTepBan obHOBNEHMA B
CeKyHaax

BpemeHHOM MHTepBan 06HOBAEHMA CIMCKA OTO3BaHHbIX CEPTUOMKATOB.
MPUMEYAHMUE. Mone oTobparkaeTca, TONbKO ecAn HAacTpoinKa bbina gobasieHa B
KOHPUrypaumoHHbi damn Mo

Mpumep: 86400

CRL: MpoBepKa 0T3bIBa cepTUPUKATOB

BKkAtoueHme MAn OTKAOYEeHWE NPOBEPKM Hannuma ceptnudmrkaTta MNCY cpean
CMMCKA OTO3BAHHbIX CEPTUGUKATOB.

NMPUMEYAHMUE. Mone oTtobparkaeTca, TONbKO eCAn HAacTpoMKa bbina gobasieHa B
KOHPUrypaumoHHbi damn Mo

BO3MOXHble 3HaYeHUA:

— «BKntovyeHo»;

— «BbIktOYEHOY.

Ecnum ycTpoicTBO He 3apermctpmposaHo B MNCY ambo MNCY
OTCYTCTBYeT, MO YMOJIYaHMIO BbICTaBNEHO 3Ha4YeHUA «He 3a4aHo»

SSL: YpoBeHb BaiMaaumnm
cepTudunKaTa

YpoBeHb BaanaaLMM MMeHM XOCTa, yKa3aHHoro B ceptudukate MNCY.
MPUMEYAHMUE. Mone oTobparkaeTcs, TONbKO ecAn HAacTpoiKa bbina gobasieHa B
KOHPUrypaumoHHbii ¢amn Mo

BO3MOXHble 3HaYeHUA:

— «He nposepaeTca»;

— «llogaepka Nno4a0MeHOBY;

— «To4HOe coBnageHmne».

Ecnum ycTpoicTBO He 3apermctpmposaHo B MCY anbo MNCY
OTCYTCTBYEeT, MO YMOJIYaHMIO BbICTaB/EHO 3Ha4YeHMA «He 3a4aHo»

HacTtporkn LDAP

OIDC KnueHt

NpeHTndUKaTop KAMEeHTa, HeobxoaMMbI Ansa ayTeHTuduKaumm 8 LDAP

user-mobility-management

Appec IPv4

Appec IPv4 ana npoBepku AocCTyna K ceTn MIHTepHEeT y yCTpomCcTBa

Npumep: http://ipv4.omprussia.ru/return_204

Appec IPvb

Appec IPv6 ana npoBepku AocTyna K ceTn MIHTepHEeT y yCTPOoMCTBa

Npumep: http://ipv6.omprussia.ru/return_204
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HasBaHue rpynmnbl MOAUTUK/COCTOSHWUIA OnucaHue LocCTynHble 3Ha4yeHns
Apnpeca Cnucok aapecos cepsepoB BpemeHn NTP [lpmep: ntp.nict.jp, time.google.com, pool.ntp.org
KoHdurypaums

[ony4yeHne KOMaHA,

PacnucaHune Ha nonyvyeHne onepaTMBHbIX KOMaHA M 3aAaHHbIX Ha YCTPOMCTBaX
NONUTUK U 0dNaH-CLLeHapueB

3HavyeHne B popmate «Kaxable [aa] AH. [44] 4.»

oTn paBKa COCTOAHUA

PacnucaHue OTNpaBKM COCTOAHMA YCTPOMCTBA Ha MY

3Ha4yeHne B popmate «Kaxable [aa] AH. [44] Y.»

PacnucaHme oTnpasKu cobbITUIA
6e3onacHoOCTU

PacnumcaHue oTnpaBKK cooblleHmin o cobbITMAx He30NacHOCTX, NPOM30LLEaLWNX
Ha ycTpokcTee

3HayeHue B dpopmaTe «Kaxable [aa] AH. [44] 4.»

NcknoyeHna cobbiTui 6esonacHoCTH

YpoBeHb cobbITMIN 6e30NacHOCTM NpoLLecca, KOTopble He ByayT OTNPABAATLCA B
Aspopa LUeHTp

Mpumep: «MHGOpMmaLMOHHOEY

O6HoBIEHME KOOPAMHAT B KIMEHTE
Aspopa LeHTp

YacToTa 0OHOBAEHMA KOOPAUHAT B NPUNOKEHUM «ABpopa LieHTp»

3HauyeHune B popmaTe «Kaxkaple [4d] 4. [Mm] m [cc] c»

XpaHeHue N0roB Ha yCTponcTee

Tun XpaHeHMA CUCTEMHbIX COOBLLEHMN Ha YCTPOMCTBAX

BO3MOXHble 3Ha4YeHUA:
— «BpemeHHoey;
— «[locToAHHOE»

KopHesble cepTudmMKaTbl (KoNn4ecTBo cepTudmKaToB)

Ha3BaHue cepTudumKaTta

oTobparkaeTca oTnevyaToK

B cronbue «Tekyuwee»/«Lenesoe» LUndbpoBoM

(Fingerprint) noBepeHHOro cepTudmrKaTa

Mpumep: 1a245f158147714f93d04428a6b5593fc0ea88de

Y10CTOBEPAOLWMIA LEHTP

HasBaHwne yAoCToBEPAOLWEro UeHTpPa, BbIMyCTUBLUEIO cemechHaT

Mpumep: OMP

[laTa BbinycKa

[laTa BbinycKka cepTnudmkaTa

Mpumep: 09.04.2021

Cpok aencrsums, Ao

Cpok aencreua ceptudmkaTa

Mpumep: 07.06.2031

Cuctema

BNOKMPOBKa 3KpaHa

Pa3zbnoknpoBKka waM ONOKMPOBKA 3KPaHa YCTPOWCTBA, a TaKX¥e, B C/ydae

BO3MOMHble 3HaYeHUsA:

HNOKMPOBKM, cOODLLEHME, KOTOPOE ByaeT OTOOPAXKEHO Ha IKpaHe — «Pa3bn10KMpoOBaHOY;
— «3ab710KMpPOBAHOY
Mcnonb3oBaHMe Kamepbl PaspelleHne nam 3anpeT Ha UCNOob30BaHWEe Kamepbl BO3MOKHble 3HaYEeHUS:
CHUMKM 3KpaHa PaspelleHne nam 3anpeT Ha CO34aHne CHMMKOB 3KpaHa — «PaspeteH(Ho)»;
YnpaBneHue A4aTon N BpemeHem PaspelueHune nam 3anpeT Ha BHECEHWE U3MEHEHWIA B HACTPOMKM AaTbl U BpEMeEHU | — «3anpeLieH(Ho)»
Pexnm paspaboTymKa PaspelleHne nam 3anpeT Ha MCNONb30BaHKe penma pa3paboTymKa BO3MOKHble 3HaYEHUS:
— «JlocTyneH»;
— «HepoctyneH»
COpoc K 3aBOACKMM HACTPOMKam PaspelleHne nnm 3anpet Ha cOpocC YyCTPOMCTBA K 3aBOACKMM HACTPOMKaMm BO3MOKHble 3HaYEeHUSR:
— «PaspeleH(Ho)»;

icnonb3oBaHMe MUKpPOdOHa

Pa3peLueHme NN 3aNpPeT Ha NCMOJ1b30BaHKME I\/\l/IKpOCIDOHa

— «3anpeueH(Ho)»
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Ha3BaHMWe rpynmnbl MOAUTUK/COCTOAHNI

OnucaHwe

LocCTynHble 3Ha4yeHns

[onocosble BbI3OBbI

Mcxoasuwime Bbi30BbI

PaspelleHne nam 3anpeT BbINONHEHMA MCXOAALLMX 3BOHKOB C yCTpOl\/'ICTBa

BO3MOHble 3HaYeHMUA:
— «PaspeweHbl»;
— «3anpeueHbl»

Bxogsuime BbI30Bb

PaspelueHne nnm 3anpeTt NnpuHATUA BXOAALLMX Ha yCTpOlZCTBa BbI3OBOB

BO3MOKHble 3HaYeHMUA:
— «PaspeweHbl»;
— «3anpeuweHbl»

MapameTpsbl yCTPOIACTBa

MamATb (CNMCOK XpaHMAMLL, YCTPOCTB)

Ha3BaHwue

Ha3BaHue xpaHuanwia

MNpumep: /apex/com.android.media

Obwmin obvem

Obwmin obbem moayna NaMaTK YCTPONCTBA

JocTynHbIn 06bem

[locTynHbIN ANs Nosb3oBaTend 06bem Moayaa NamaTu

CsoboaHo

CB0b6OAHbIN 06 bEM MOAYNA NAMATM YCTPOMNCTBA

Pasmep 8 MB/TB
[Mpumep: 64,00 I'b

batapen

YpoBeHb 3apAaaa

YpoBeHb 3apAaa akkyMynsTopa yCTPoMCTBa

Mpumep: 80%

3apAaxaeTca

3apAKanca M akKyMynsTop YCTPOMCTBA B MOMEHT OTNPABKN COCTOAHMA

BO3MOXHble 3HaYeHUs:

— «[a»;
— «Het»

YnpasneHue coeguHeHUAMM

yl'lpaB/'IeHl/Ie dBnapeXxnmmom

Pa3peLueHme NN 3aNPeT Ha NCMOJNb30BaHME aBNaAPEXRNMA

YnpasneHue Touykon goctyna WLAN

PaspelueHmne nam 3anpeT Ha MU3MeHeHMe HAaCTPOEK MOBUIbHON TOYKM AOCTYNa

icnonb3oBaHme bpaysepa

PaspelueHmne nam 3anpeTt BOSMOXKHOCTM MCNO/1b30BaHMA bpay3epa Ha yCTpoMCcTBe

[Nepenaya gaHHbIX MTP

PaspelueHne nam 3anpeTt BO3MOXKHOCTKY Nepesayvyn AaHHbIX Mo npoTokony MTP

BO3MOXHble 3Ha4YeHuA:
— «JloCcTynHO»;
— «HegoctynHo»

CeTeBble MHTepdeChl

HasBaHue HasBaHue ceTeBoro nHTepdelica Mpumep: wlan0

Tnn Tun ceTeBoro nHTepdeiica Mpumep: ETHERNET

MAC MAC-agpec ceTeBoro nHtepdenca Mpumep: 00:0C:29:8C:E0:28
WLAN

PaboTta WLAN

PaspelweHune nam 3anpet Ha ncnosb3osaHune cetn WLAN

BO3MOXHble 3Ha4YeHUs:
— «BKntoyeH»;
— «BbIkAOYEH»

Ynpasnenne WLAN

PaspelueHne nnm 3anpet n3MeHeHMAa CoCToAHMA aaanTtepa cetn WLAN

BO3MOXHble 3Ha4YeHUA:
— «PaspelweHo»;
— «3anpeuieHo»
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Ha3BaHMWe rpynmnbl MOAUTUK/COCTOAHNI

OnucaHwe

LocCTynHble 3Ha4yeHns

Ha3BaHne WLAN

HazaHue cetn WLAN, K KOTOPOW NOAKIOYEHO YCTPOMCTBO

Mpumep: WLAN 1

MAC-aapec poyTtepa

MAC-agpec poyTepa, K KOTOPOMY NOAK/IOYEHO YCTPOMCTBO

Mpumep: 00:26:57:00:1f:02

MNoakntoyeHun (cosgaHHble Ha YCTPOMCTBAX NoAKAtoYeHMA K ceT WLAN, KoTopble rpynnmupytoTcsa No Ha3BaHWAM NOAKAOYEHMI)

Ha3BaHue

Ha3BaHune becnposoaHoM ceTu (Service Set Identifier) ons nogkntoyeHma

CKpbITan ceTb

OnpepenseT, TpaHCAMPYETCA M Ha3BaHWe 6ecnpoBOAHON CEeTK

BO3MOXHble 3HaYeHUA:

— «[a»;
— «HeT»

ABTOMOAKNOYEHME

Onpe,u,enﬂeT, cnegyet M aBTOMaTUYeCKMN NOAKTHOYAaTbCA K 6eCﬂpOBO,ﬂ,HOVI ceTn

BO3MOXHble 3HaYeHUs:

— «[a»;
— «HeT»

Hactpoika IP-appeca

Cnocob HacTpolkun/nonyvenma IP-agpeca

BO3MOXHble 3Ha4YeHUA:

MPUMEYAHMUE. OTobparkaetcs ana cetn ¢ WPA2

— «ABTOMaTUYECKM»
bBesonacHoOCTb TexHonormns 6esonacHocTn 6ecnpoBOAHON CETH BO3MOXHble 3HaYeHMA:
— «WPA2»;
— «WPA-EAP»
Xew naposa Xell-3HavyeHMe Naponsa becnpoBoaHOM CETH. [Mpnmep:

s2YaBGWeY4MRyDrgh60nNc6l4yEBtglLGxukl7dyIV8

[MpoToKoN MpoTOKOoA 3aWmTbl 6ECNPOBOAHON CETH. Bo3MOKHble 3HaYyeHms: «TLS»
NMPUMEYAHUE. OtobparkaeTtca ans cetn ¢ WPA-EAP

Kateropus Ha3BaHue KaTeropum, B pamkax KOTOPOM Obln BbINYLLLEH NO/b30BATENbCKMIA MNpumep: WI-Fl-ceTb

cepTnudurKaTa cepTuduKar.
NMPUMEYAHUE. OtobparkaeTtca ans cetn ¢ WPA-EAP

NaoeHTUdMKaTop NaeHTndMKaTop Nnonb3oBaTend ANANOAKAOYEHMA K BecnpoBOAHOM CeTw. Mpumep: ivanov@omp.ru
NMPUMEYAHUE. OtobparkaeTtca ana cet c WPA-EAP

VPN

MogkntoueHus (noaxntoveHma VPN, co3aaHHble Ha YCTPOMCTBE C MOMOLLLbIO MONUTUKN)

HasBaHue (Tvn nogknto4eHma)

HasBaHue noakntodeHmsa VPN. B ckobOKax yKasbiBaeTca TUM MNOAKAYEHUA ANA
yctpomcte ¢ OC ABpopa - Kpuntollpo NGate R2

Mpumep: Test

Appec cepsepa

Anpec cepsepa VPN

Mpumep: 1.1.1.1

Tun

Tun coegmnHenna VPN

[ocTynHble 3HaYeHMA:

— KpunTtolpo NGate R2 — ana OC Aspopa/ OC Android;
— Cisco AnyConnect — gna OC Android

BHUMAHMUE! OC Android B KOMNNEKT NOCTaBKM He BXOAMT

MpoTokon (goctynHo ans tnna Cisco
AnyConnect)

MpoTokon 6be3zonacHocTh coeamnHeHmns VPN

JocTyneH ToNbKO oAnH NpoTokon 6e3sonacHocTu - SSL
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Ha3BaHMWe rpynmnbl MOAUTUK/COCTOAHNI

OnucaHwe

LocCTynHble 3Ha4yeHns

KaTeropua ceptuduKaTta (40CTYNHO
nns Tuna Cisco AnyConnect)

HasBaHWe KaTeropum Mo/b30BaTeNbCKMX CEePTUOMKATOB, B pPaMKax KOTOPOW
BbINYLLEH CepTUPUMKAT Ana noakntodeHma VPN

[Mpmep: adcs-moscow-cert

Tun ayTeHTUPUKaUMn (A0CTynHO ANA
TMna Kpuntollpo NGate R2)

Tun ayTeHTMdUKAUMM NONb30BaATENA

,D,OCTVI'IEH TOoNbKO 1 Tnn ayTeHTVICIDMKaLI,VIM —«[lo NOTNHY U Napoao»

JloruH (poctynHo ana Tmna
Kpuntolpo NGate R2)

JlornH nonb3oBaTena Ana noaxkatodeHmna K VPN

[lpumep: ivanivanov

ABTo3anyck VPN (goctynHo ans tmna
Kpuntolpo NGate R2)

MNepekntodaTenb 4NA aBTOMATUYECKOro NOAKIOYeHMA ycTpomncTea K VPN

X3l CepunHOro HOMmepa AULEH3UU
(noctynHo ana  Tmna  Kpuntollpo
NGate R2)

X3lW-3Ha4yeHune Cepl/IVIHOFO HOMepPa TNUEH3NKN NOb30BaTe1A

Mpumep:12121-32324-31434-33333-32222b

Bluetooth

YnpasneHue Bluetooth

PaspelueHune nam 3anpeT Ha BHeCeHMe M3MEHEHUN B HAaCTPOMKN 1 NOAKNOYEHNE
K HOBbIM yCTpoicTBam Bluetooth®

BO3MOXKHble 3Ha4YeHUA:
— «JlocTynHo»;
— «HepoctynHO»

PaboTta Bluetooth

Pa3pelueHne namn 3anpeT BOSMOXKHOCTU UCMONb30BaHKA Bluetooth®

BO3MOXHble 3HaYeHUs:
— «BrntoyeH»;
— «BbIKAOYEH»

[eono3suuua

Pexkmm paboTbl

Pexnm pa6OTbI reono3snunoHNpPoBaHMA

BO3MOXKHble 3Ha4YeHuA:

— «He 3agaHoO»;

— «BbIKNtOYEHOY;

«Monb3oBaTeNbCKME HACTPOMKMY;
«CoxpaHeHuMe 3apaga akkymyiaTopar;
«TONbKO CNYTHUKNY;

«BblCOKaA TOYHOCTb»

3meHeHMe HacTpoek

PaspelwieHMe wAM  3anpeT Ha BHECEeHWEe U3MEHeHuln B

reono3snunoHNpPoBaHMA

HACTPOMKM

BO3MOXHble 3Ha4YeHUA:
— «Pa3pelweHoy;
— «3anpeueHo»

Pabota reonosunumn (GPS moayb)

PaspelleHne mam 3anpeT BO3MOXKHOCTM BHECEHWUS M3MEHEeHUMA B HACTPOMKM
reonosuumm

BO3MOXHble 3Ha4YeHUs:
— «BKkntoyeHa»;
— «BbIkAO4YeHa»

AGPS

Hanuume n otcytcteme AGPS-moayna Ha yCTpomcTBax

BO3MOXHble 3Ha4YeHuA:
— «JlocTyneH»;
— «HepoctyneH»
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Ha3BaHMWe rpynmnbl MOAUTUK/COCTOAHNI

OnucaHwe

LocCTynHble 3Ha4yeHns

AKkTMBHOCTL AGPS

AKTMBHOCTb AGPS-MoAyns Npun ero Haanynm Ha YCTPOMCTBAX

BO3MOXHble 3Ha4YeHUs:
— «BKratoyeH»;
— «BbikntoyeH»

GPS-koopanHaThl

Feorpadumyeckme KoopAMHaTbl YCTPOMCTBA (LWMPOTa M A0NTOTA)

Mpumep: 55.739604, 37.496983

Bpems nonyyeHua KoopamHaT

[aTa v Bpema duKcalmm KoopamMHaT

Mpumep: 25.1.2023 19:10

SIM-KapTbl

Cnot SIM1 (To e ana Cnot SIM2)

3awmueHa PIN-Kogom

3auwmTta SIM-kapTbl PIN-Kogom

IMEI YHWKanbHbIM Homep SIM-KapTbl [Mpumep: 35-419002-389644-3
ICCID YHWKaNbHbIM cepuitHbin Homep SIM-KapTbl Mpumep: 8901260232714958936F
AKTnBeH AKTUBHOCTb SIM-KapTbI BO3MOXHble 3HaYeHUA:

— «[a»;
— «Het»

[0/10COBblEe BbI3OBbI

Pa3peLueHme NN 3aNpPeT roJ10COBLIX BbISOBOB

MobunbHaa nepeaaya AaHHbIX

PaspelieHne nam 3anpet Ha MobUbHY nepeaady AaHHbIX

BO3MOXHble 3Ha4YeHUA:
— «Pa3peleHa(Hbl)»;
— «3anpeugeHa(Hbl)»

BHelwHMe HakonuTenu

Mcnonb3osaHune USB-Hakonutenen

Pa3pelueHne nnu 3anpeT ncnonb3osaHmns USB-Hakonutenemn

Ncnonb3osaHue SD-KapT

PaspelueHne nam 3anpeT ncnonb3osBaHma SD-kapT

BO3MOXHble 3HaYeHMA:
— «Pa3pelweHo»;
— «3anpeuieHo»

YnpaBneHue NpuUnoKeHUamm

YCTaHOBKa NPUNOKEHNM

PaspelueHune nam 3anpeT yCTaHOBKM NPUIOKEHUS Ha YCTPOCTBa

BO3MOXHble 3Ha4YeHuA:

— «JloCcTynHO»;

— «HepoctynHo».

Ecnv 3HayeHMe LeneBOro COCTOAHWA YCTPOMCTBA He OTMPaBAEHO,
oTobparkaeTcs «He 3agaHO»

MpuNoXKeHus (CrpynnmnpoBaHbl MO Ha3BaHMAM NPUNOKEHNSA)

ButpunHa

HasBaHwne BUTPUHbI MPUNOKEHNA

B pasaene TeKkyllero coctoaHmAa otobparkaeTcAa Ha3BaHWE BUTPMHDI
YCTaHOB/IEHHOTO MPUIOMKEHMA HA YCTPOMNCTBE.

B pasaene ueneBoro cocroaHMAa otobparkaeTcAa Ha3BaHWME BUTPUHDI
NPUNOMKEHUA, YKA3aHHOIO B MOIMTUKE, HA3HAYEHHOM Ha YCTPOMCTBAX

HanmeHoBaHwme

HanmeHoBaHue NMPUITOXEHNA

B pasgene TeKyllero cocToAHMA OTobparkaeTcad HaMMeHOBaHMe
YCTAHOBEHHOrO NPUIOXKEHNS Ha YCTPOMCTBE.

B pa3gmene UeneBoro  COCTOSHMA  OTobOparkaeTcs  Ha3BaHMe
NPUNOMKEHUA, YKA3aHHOIO B NMOIMTUKE, HA3HAYEHHOM Ha YCTPOMCTBAX

Bepcwua

Bepcua npunoxeHua

B pasgene TeRywero COCTOAHMA OTO6pa)-Ka€TCH BEPCUA
YCTaHOBNEHHOIO NPUNIOKEHNA HA yCTpOl\/’ICTBe.
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Ha3BaHwue rpynmnbl NOAUTUK/COCTOAHWUIA OnucaHue [OoCTynHble 3HaYeHnA
B pa3aene ueneBoro coctoaHmA oTtobpaxkaeTca Bepcma NPUAOKEHNS,
YKa3aHHOro B NOAUTMKE, HA3HAYE€HHOM Ha YCTPOMCTBAX
ABTO3anyckK OnpefenaeT BKAOYEHME aBTO3aMyCcKa NPUIOKEHUA BO3MOXHble 3HaYeHuUA:

— «He 334aHOY;
— «[a»;
— «Het»

Auctpubytns OC

OC HassaHue OC [Mpumep: ABpopa

Bepcua OC Homep Bepcum OC Mpumep: 3.2.3.15

BapwnaHt OC HaseaHwe BapmnaHTa OC Mpumep: omp

O6HoBneHne OC

PaspelleHne nnm 3anpet obHosneHma OC ABpopa

BO3MOXHble 3Ha4YeHUA:
— «JloCcTynHO»;
— «HepoctynHO»

MpaBnno ob6HOBNEHMS

MNepnona obHoBNEHNA Ha HOBYO Bepcuto OC

Mpumep: ¢ 22:00 po 06:00 (3.0.2.20)

Monb3osaTenb

TpeboBaHMA K Naposito

NHbopmauma o TpeboBaHMAX K CAeayoWmMmM NapameTpam Napons:
— CJ/IOXKHOCTb;

— ANVHa;

— CPOK UCTeYeHus

BO3MOMHble 3HaYEeHUs:

1) OO6blYHbIN: CNOKHOCTL — 0bblYHas (UMdpsl), AnnHa — oT 7 ao 10
CMMBO/IOB;

2) CRoOMKHbIN: CIOXKHOCTb — BbicOKaaA (UMdpbl, OBYKBbI, CUMBO/IbI, 3HAKM
NYyHKTYaUMmn), An1mMHa —oT 8 40 12 CMMBOIOB);

3) Cpok ucteyeHus napons: 30, 60, 90, 120, 150, 180 aHen (He
3aBMCUT OT C/IOKHOCTWN Napons)

Co3pgaHue nosib3oBaTend

Tp66OBaHVIe CO34aHNA NOBb30BaTENIA Ha yCTpOVICTBaX

BO3MOXHble 3Ha4YeHUA:
— «Co34aBaTb»;
— «He co3gaBaTb»

CeptnduKaTbl Nonb3oBaTenemn

CeptuouKat (MHbopmaums o cepTudmMKaTax N0Nb30BaTENS, KOTOPbIE BblAM BbINyLLEHbI U A0CTaBAEHbI Ha YCTPOMCTBA)

Kateropwus Ha3BaHue KaTeropum, B paMmkax KOTOPOM Obln BbINYLLLEH NONb30BATENbCKMN CEPTUDUKAT
LlabnoH HasBaHue wabnoHa Anda BbiNyCcKa N0Nb30BATENLCKNX CEPTUPUKATOB Mpumep: OCSEMM
OUHrepnpuHT Lundposoin otnevaTok (Fingerprint) ceptudukata MNpumep: 1a245f158147714f93d04428a6b5593fcO0ea88de

X3LW-a/ITOPUTM 3anpoca

ANTOPUTM X3LLIMPOBAHMA

Mpumep: sha512

Tun WNPpoBaHMA 1 ANIMHA KtoYa

ANropuT™ LMbPOBAHNA NPUBATHOIO KAOYa

Mpumep: rsa2048

Subject

Cnuncok cybbekToB ans cepTnudmkata. Kaxapii cybbeKkT coOCTOMT M3 Habopa NapamMeTpoB - Ha3BaHWe NnapameTpa (key) 1 ero 3HayeHus (value)

PaclwupeHue

JononHutenbHble MMeHa cybbeKkTa ana ceptudmrata. Otobparkaetca, ecnam napameTp «Subject Alt Name» yKasaH B KaTeropmm nonb30BaTeNbCKUX

cepTudurKaToB
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2.1.1.2. Bknaaka «YnpaBneHue»

Bo BKNaaKke «YnpaBneHme» otobparkaeTca:
— nepeyeHb MpPaBUA NOAUTUK, ODNANH-CLUEHAPMEB WM OMNEpPaTUBHbLIX KOMaHA,

Ha3Ha4YeHHbIX Ha yCTpOl\/ﬁCTBO (,ZI,OCTyI'IHbIe 3Ha4eHnA H€O6XO,£I,MN\O Bbl6paTb n3

pacKpblBatoLlerocsa cnmcka (PucyHok 15 [1]);
— MHbOPMALMA O COOTBETCTBMM Ha3HAYEHHbIX MpaBua (B clydae KOHOAMKTA

oTobparkaeTcs aencreytollee npasuno (PrucyHok 15 [2]).

ga MYMbTUTEHAHT ~ MOHWTOPWMHI  VMPABMEHWE  AOMWHUCTPUPOBAHWE (@) AamunucTpaTop Mepssiii (a..
YCTPOWMCTBA NONb30OBATENM NONUTHUKKA CLEHAPUH DARANLI NPUNOXEHWA BUTPUHbI CBA3KK KMNIOYER
Yerpoiicteo Android  # COCTOSHME ~ VMPABMEHWE  MONMb3OBATENM  TPYMMbl  MOAWTUKM  CLEHAPMM  YOANMEHHBIAL >
CwmapTdoH Android ~
Kamepa - b1
™ fd43bcb4-7b0d-4..
B 8658720324354...
Kamepa
COOTEETCTEYET NOMMTH...
2.371+1
_ McnonbaosaHue: pazpeweHo ~
12.04.202219:35 PaspelueHo: COCTOAHWUE YCTPOMCTBa COOTBETCTBYET MCTOMHMKY
14.02.2024 15:05
McTouHMK: nonuTHKa
14.02.2024 17:50 X
Ycnosue: BCerga
3AKPbITb
PucyHok 15

MPUMEYAHUE. OpHOBpPEMEHHO Ha3HA4YeHHble Ha YCTPOWCTBO MNpaBuaa MMEKT
cneayroumMn NnpuopuTeT:

1) OnepatmBHaa KOMaHA3;

2) OdnarH-cueHapni;

3) NonuTuKa.

2.1.1.3. Bknaaka «lMonb3oBatenm»

Bo Bknaake «lonb3oBatenm» oTobparkaeTcAa CNMCOK MPUBA3AHHbLIX K YCTPOMCTBY
nonb3oBatenen (PucyHok 16 [1]), a npu ero OTCyTCTBMM OTODOparkaetca coobuieHne

«YCTPOMCTBO HE MPMBA3AHO HM K OAHOMY MOb30BaTE/HOY.
YCTPOMNCTBO MOMKHO NPMBA3aTb K NO/Ib30BATENO M3 KAPTOUYKM C NMOMOLLBI KHOMKM

«MpuBszaTb nosb3oBaTenen» (PucyHok 16 [2]), BbINOJHUB AENCTBUA, NPUBEAEHHbIE B

nn. 2.2.6.2.
Cnucok nonb3oBaTenen copTupyetcs no aate oOHOBAEHWs WMHPopMaLUM O

MNO/Ib30BaTENAX yCTpOVICTBa.
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I}y 3548305509704

AKTHUEMPOBEHO

03.04.202410:36
03.04.202410:48

ga MYINbTUTEHAHT MOHWTOPKMHI YMPABINEHWE AOMUHWCTPUPOBAHWE @ HaTanwna Wsanoea (i.ivanova...
YCTPOWCTBA MONBE30BATENM NMONUTHUKKA CLEEHAPHMW DANNBI NPUNOXEHWA BUTPHHBI CBA3KM KJTIIOYEN
Mashtab TrustPhone COCTOAHWE YTMPABNEHWE NONb30BATENN rPYMNbl NOMUTHUEK CLIEHAPKHH YOAEHHBIA QOCTYN C >
4
g -
MonbaosaTenu ycTponcTsa

@ CmapTtdoH Aspopa ~

Iy BE930674-5549-.

B 3548305509704 VeaHos MeTp Metpoeuy 1234567@omp.ru 849599955299 — 03.04.202410-...

CTpox HacTpanKue: 25 » T-Tua1

— 2

3AKPLITb

MPUBA3ATh MOMNb30BATENEN

NHdopmauma

PucyHok 16

O MNoOJZib30BaTENAX 0T06pa>1<aeTc;1 B CTO/'I6Ll,aX, npmeegeHHbIX B

Tabaunue (Tabnaumua 5).

Tabnnua 5

MNapameTp OnwucanHune

Nma damunnus, UMAa 1 0TYECTBO NoAb3oBaTeNs (NpeacTaBaseT cobomn
aKTMBHYHO CCbINIKY, MPU HaXaTUM Ha KOTOPYHO OCYLLLEeCTBAAETCA
nepexoa K KapTo4Kke nonb3osatena (n. 2.1.3)

Email Paboyan no4yTta nosnb3oBaTeNa

TenedoH Homep TenepoHa nonb3osatena

JONKHOCTb [OMKHOCTb NONb30BaTENA

[aTta Ha3HaveHuA |[laTa 1 BpemaA NpuBA3KM YCTPOMCTBA K MOb30BATENO

2.1.1.4. Bkn

Bo BKnagke
ycTponcTs (P1cyHOK

adKa «['pynnbi»
«pynnbl» oTobparkaeTca CNMCOK NPMBA3AHHbLIX K YCTPOMCTBY rpynn

17 [1]).

YCTPOMCTBA MOXKHO NPMBA3ATL K rPynne YCTPOUCTB C MOMOLLbIO KHOMKK «106aBUTb
B rpynnbi» (PucyHoK 17 [2]), BbINONHWB AENCTBMA, NpUBeAeHHble B Nn. 2.2.7.2.

03.04.202410:28

ga MYNbTUTEHAHT MOHWUTOPHUHI YTNPABNEHWE AOMUHHUCTPUPOBAHMWE @ Hatanus WMeaxoea (i.ivanova...
YCTPOWCTBA NoNb30BATENWU MO THKKA CLEHAPHKA DARNBI MPUNOXEHWA BUTPHHbBI CBA3KMW KNKOHEA
Mashtab TrustPhone COCTOAHWE YMPABNEHHE NoNeE30BATENW rPYTMbI MONMUTHUKK CLIEHAPHMK YOAMIEHHBIA O >
I'd
T
lpynnel B KOTOPBIE BXOOWT YCTPOWACTBO
@ CmapTdou ABpopa ~
M 66930674-5549-.. _ e
B 3548305509704 '= Mpynna ','\_T?I_‘A\.,T B: HeoxMdaHHo Oseka (fBSc24) 176810 02049024
[y 3548305509704 o
AKTUBMDOBSHO I CTpok Ha cTpaHuue: 25 w —2ua2
ELUGENE B NOBABUTL B FPYMNbI | === 2

PucyHok 17
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MHPopMaLma O rpynnax yCTPOMCTB oTobpaykaeTca B CTONOLAX, NPUBEAEHHbIX B
Tabnmue (Tabnnua 6).

Tabnnua 6

MNapameTp OnucaHue

Twnn Tun rpynnol ycTpoicTs (Mpunoxkexune 1)

lpynna yCTPOWMCTB |— Ha3BaHMWe rpynmbl yCTPOMCTB (NpeacTaBaaeT COO0M aKTUBHYHO CCbI/IKY,
NPV HaXKaTUM Ha KOTOPYHO OCYLLLECTBAAETCA NEPEXOL, K KapToUKe rpynmbl
yctpouncTts (n. 2.1.2);

— KOMMEHTapU - AOMNOAHUTENbHAA MHPOPMaLMA (3anonHAETCA Npu
HeobxoaMMOCTK)

YcTponcTs KonmyecTBo yCTPOMCTB B A@HHOW rpynne yCTPOMCTB

[aTa Ha3sHayeHma |[laTa v Bpema AobaBneHus yCTPOMCTB B rpynny YCTPOCTB

2.1.1.5. Brnagka «MoanTtmnkm»

Bo Bknaake «lonnuTUKM» oToDparKaeTca CMNMCOK Ha3HAYeHHbIX Ha YCTPOMCTBO
NOANTUK K ero npasua (PrucyHok 18), a npu ero otcyTcTBMM oTobparkaetca coobuleHme «Ha
YCTPOMCTBO HE HAa3HAYeHO HN OAHOM NOAUTUKMY.

B cnydae nepeceveHua C APYrMMW NOAUTUKAMKM OTOBPA3MTCA MOJHbIA CNMCOK
Ha3BaHWI BCEX MONIUTMK Ha rpynnax YCTPOMCTB UAK rpynnax Nnoab30BaTenen.

NHPopMaLma BO BKNaAKe «MOANTUKM» oTODOparkaeTca B caeaytoLmx cTonbuax:

— «HasBaHMe» —  Ha3BaHMe  MNOAUTUKM,  HaA3HAYeHHOW  Ha  rpynny
yCTPOMCTB/NOb30BaTENEN, B KOTOPYIO BXOAMUT TEKyLLEe yCTPOMCTBO. Ha3BaHMe NOAUTUKM
BblAENEHO LBETOM M NpeAcTaBaseT COO0M akTUBHYIO cCblfiky (PrcyHok 18 [1]), npu HaxkaTum
Ha KOTOPYO OCYLLIECTBASETCA NePEXOL K KapTOUYKe MNONUTUKM;

— «Copaeprkmumoe» — KpaTKas MHPopMaLmMA 0 NpaBuaax, 40O6ABAEHHbIX B MOANUTUKY;

— «[pynna» — HaMMeHOBaHMWEe Trpynnbl, Ha KOTOPYD Ha3HayeHa MoANTUKA.
HasBaHue rpynnbl npeacTaBaseT coboi akTMBHYO cCbiiky (PrcyHoK 18 [2]), npu HaxkaTum
Ha KOTOPYO OCYLLIECTBASETCA Nepexo K KapToyKe rpynnbl.

ga MYNBTUTEHAHT ~ MOHWTOPWHI  YTMPABMEHWE  AOMWHWUCTPUPOBAHWE @ AnrnncTpaTtop Mepebii (a..

YCTPOWCTBA NONL30OBATENN NOAUTHUKK CLEEHAPUU DARNBI NPUNOXEHWA BUTPUHbI CBA3KW KNHOYER

VGTpUﬁCTBO Android ~ COCTOAHWE YMPABNEHME NONL30BATENMU FPYNNbI NONUTHUKK CUEHAPUM YOANEHHBIA O >

CmapTédoH Android ~ « HazsaHwe Cogepxumoe Mpynna = MMokasaTk KaTeropum

™ fd43bc54-7o0d-4. - MpunoxeHus NeSenes = 1 Doctyn: 2 2

™ 8658730324354

WenonesoBanune KamMepbl Pazpeu.leHo

CoOTEETCTEYET NOMUTH...
2.371+1 ~ Pexum kmocka

BrrodeH Het

12.04.202219:35
14.02.2024 15:05 OTknioyerme nasenn yeego... Ha

14.02.2024 17:50
Ko Bbixoga v3 pexuma kno... 11112222

3AKPbITb

PucyHok 18
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Mpy OTCYTCTBUM MONUTUK, HA3HAYEHHbIX Ha TPYNMNy YCTPOMCTB/NoNb30BaTENEN, B
KOTOPYH BXOAWUT AAaHHOE YCTPOMCTBO, HEODXOAMMO BbIMNONHUTL AEMCTBUA, MPUBEAEHHbIE B
n.2.4.6.

2.1.1.6. Bknaaka «CueHapum»

Bo Bknaake «CueHapum» oTobparkaeTcs caeayroLmii CNmnCcok:

— odnalH-cUueHapumM, Ha3HaYeHHble Ha yCcTpoMcTBO (PucyHok 19 [1]);

— busHec-cueHapumn, BbINOAHAOLMECA Ha ycTponcTae (PucyHok 19 [2]).

B MMNO poctyneH 6W3HEec-CLEeHapuii NO 3KCTPEHHOMY BbIBOAY YCTPOMCTBA M3
aKcnayaTauum (Hanpmumep, Npu yTepe Uan Kpaxe), Npu NpUMeHEHUN KOTOPOro YCTPOMCTBO
610KMpyeTCA, 3aTEM OUYMLLIAETCA BMECTE CO BCEMW AaHHbIMM (cOpacbiBaeTca A0 3aBOACKMX
HacTpoek (n. 2.2.14) n apxmBupyeTca.

Mpn OTCYTCTBMM obnanH-cueHapues, Ha3HaYeHHbIX Ha rpynny
yCTPOMCTB/NONb30BaTENEN, B KOTOPYO BXOAMT JaHHOE YCTPOMCTBO, OTODparkaeTcs
coobuleHme «Ha yCTpPOMCTBO He Ha3Ha4yeH HW oAnH odnanH-cueHapui». MNMoapobHoe
onuncaHune HasHayeHus obnanH-cLeHapues NpmMBeaeHo B N. 2.5.2.

ga MYNbTUTEHAHT MOHWTOPUHI YMPABNEHWE AOMWUHWUCTPHUPOBAHMUE @ Hatanua Mieanosa (i.ivanova
YCTPOWMCTBA NONb30OBATENK NONUTUKK CUEHAPHUK NPUNOXEHUA BUTPHHbI CBA3KM KITKOYEA
INOI P4903 7 COCTOAHME  YMPABNEHWE  NONb3OBATENM  IPYNMNbl  NOAMTWUKM  CLEHAPUM  YOANEHHBIAAOCTYN  COE >
4 ~
CwmaprdoH Aspopa OdnaiH-cueHapum

CmeHa SIM-kapTsl 3abnokupoBaTh YCTPOWCTBO test_rpynna_wBaHOBCKWIA

Eunuec—cuenapum. Ha3Ha4YeHHble Ha VCTpDﬁCTHO

OnepaTUBHOE yNpaBneHue A TDOKX Ha CTDaHHue: 25 w 0-013 0

E : : 3AKPbITb BLIBECTH M3 SKCNNYATALMMK
ABTHOCTIK one
a

PucyHok 19

NMHbopmauma o6 odnalH-cueHapusax M o busHec-cueHapuax oTobparkaeTcs B
cTtonbuax, npueeaeHHbIX B Tabaumue (Tabnuua 7).

Tabnunua 7
MNapameTp OnucaHue
OdnaitH-cueHapum
HasBaHue Ha3BaHue obnaH-cueHapus, Ha3Ha4YeHHOro Ha rpynny

YCTPOMCTB/NONb30BaTENEN, B KOTOPYIO BXOAMUT TEKYLLEE YCTPOMCTBO.
Ha3BaHune odpnanH-cLeHapua npeacTtaBnseT coboM aKTUBHYIO CCbI/KY,
NPV HaKaTMKM Ha KOTOPYHO OCYLLECTBAAETCA Nepexos K KapTouke odiaiH-
cueHapma
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MNapameTp OnucaHune

CobbiTne CobbITne, No KoTopoMy obnanH-cLLEeHapUIA A0KEH cpaboTaTb

Peakums Peakuma ycTpoKcTBa, KOTopaa AO0/KHA MPOM3OMTM MPW HaCTynAeHUU
cobbITna odnamH-cueHapums

Mpynnbl HanmeHoBaHMe rpynnbl, Ha KOTOPYHO HasHadYeH obaanH-cLeHapui.
HasBaHuMe rpynnbl npeactaBaseT cobomM akTUBHYIO CCbIIKY, NPU HaxKaTum
Ha KOTOPYHO OCYLLLECTBAAETCA Nepexos K KapToyke rpynnbi

BusHec-cueHapun, Ha3Ha4YeHHbIe Ha YCTPONCTBa

HasBaHue HasBaHuMe 613Hec-cueHapmsa, BbINOHAIOLLErocs Ha YCTPOMCTBE

CraTyc CraTyc BbINOAHEHMA BU3Hec-cLeHapus

NaTa [laTa 1 Bpema Ha3HavyeHMA BU3Hec-cLLeHapua Ha YCTPOICTBA

Ha3Ha4YeHKs

2.1.1.7. Brknagka «CobbiTna 6e3onacHoCT»

Bo Bknaake «CobbiTna 6e30nacHOCTUY oToDpaykaeTca CNMCOK Npou3oLeanx Ha
ycTponcTee cobbituii 6esonacHocTh (PucyHok 20 [1]), KoTopbln Npu pa3bope NHUNAEHTOB
N03BOAET ONPeAennTb, YTO NPONCXOANN0 Ha YCTPONCTBE, a NPU OTCYTCTBMM COBBLITMI Ha
yCTponcTBe oTobparkaeTca cooblleHmne «HeT AaHHbIXY.

Ona nonyyeHma cobbitma 6e3onacHocTM  HeobxoAMMO  BOCMO/1b30BaTbCA
onepaTMBHON KOMaHAOoM «PacnucaHue oTnpasKku cobbiTuin 6e3onacHocTU» (N. 2.2.9) nan
NONUTUKON ¢ nNpaBuaom «KoHdurypaums/PacnmncaHune oTnpaBku cobbITUIM He30nacHOCTM»
(nn. 2.4.6.2).

MPUMEYAHUE. OnepaTnBHaa KomaHaa «PacnucaHue OTNPaBKM  COObITUI
6e30MacHOCTM» AOCTyMNHa TONbKO ANA YCTPOMCTB, QYHKLUMOHUPYIOWMX NO4 YNpaBAeHMEM
OC Aspopa.

ga MYNBTUTEHAHT MOHUTOPHHI YMNPABNEHWE AOMWUHWUCTPUPOBAHUE @ Hartanus Weanosa (iivanova...

MONb30OBATENMN MONMTHUKKA CUEHAPUA OARBI MPUNOXEHKA BUTPUHDI

YCTPONCTBA CBA3KM KIIOHEA

Mashtab TrustPhone < COCTOAHWE YMPABNEHWUE MONb30BATENN rPYMMbl MNOMMTUKKH CLIEHAPWM YOAEHHbBIM BOCTYN COBbITWUA BE3OMACH »

™ 7 .

E CmapTtdhoH Aepopa ~ 03.04.2024 03042024 Role-primary-user HelwraTHoe 3aBeplueHe NporpammMbl

Iy 66230674-5549-.
By 3548305509704.
Iy 3548305509704.

03.04.2024 Role-primary-user

03.04.2024 @

Bxon B cucTeMy yeneweH

03.04.2024 03.04.2024 Role-system MonbiTka gocTyna

e © o ©

03.04.2024 03.04.2024 Role-primary-user HewraTHoe 3aBepLueH e Nporpammb

03.04.2024 10:36
03.04.202410:48 I

03.04.202410:53 1
2
-

PucyHok 20

CTpox HacTpaHuue: 25 » 1-25 u3 Bonee uem 25 >

CnUCOoK cobbITUIM COPTMPYETCA NOo AaTe Npon3olleero cobbiTUs, TakKe BO3MOXKHO
dunbTpoOBaTb NO aTPUbyTam, NnpnBeaeHHbIM B Tabauue (cm. Tabanua 2).

NMHbopmauma o cobbiTnax BesonacHoCTM oTobparkaeTca B caeayrolmx cTtonbuax,
npueeaeHHbIX B Tabanue (Tabanua 8).



https://ocs-int.ompcloud/emm/admin/help-mt/posts/HowToGetSecurityEventsThroughCommand
https://ocs-int.ompcloud/emm/admin/help-mt/posts/HowToGetSecurityEventsThroughPolicy
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Tabnuua 8
MNapameTp OnucaHune
MpUHATO [aTa 1 Bpemsa nocTynieHma cobbiTUA Ha YCTPOMCTBAX
MpounsoLwno [laTa 1 Bpems BbINONHEHNA COObITUA Ha YCTPOMCTBAX
Tun Tun cooblleHna o cobbITUM B 3aBMCMMOCTU OT BaXKHOCTM
(MpunoxeHme 1)
Mpouecc 1 ponb Ponb oTnpasuTena cobbiTMA M NONHbIM NYTb K MICNONHAEMOMY

danny npouecca otnpaBuTens cobbITUs

CobbiTie n noapobHocTM | HazBaHMe coObITUA U AONOAHUTENbHAA MHDOPMALMA O HEM
NHbO CopeprkaHue coobuieHuns. [na npocmoTpa Heobxoaumo
HaxaTb 3HauoK @ «CopepskaHue coobLLeHMAY.

[Ons KonupoBaHMA TeKcTa coobuleHna B bOydep obmeHa
HEeobXoAMMO HaXaTb KHOMKy «KonupoBaTb» (PucyHok 21).
[na 3aKpbITUA COODLLIEHMA HAXKaTb KHOMKY «3aKPbITb»

CopepixaHue coobuieHns

ObrosneH naket
omp-emm-client

"cap_effective™: 274877906943,

"cur_user_uuid": "{232e8ba@-d1c9-4el7-9e7f-cd418eef9a50}",
"egid": @,

"euid": @,

"event_string": "package-upgraded",

"exe": "fusr/bin/rpm",

"fsgid": @,

"fsuid": @,

"groups": null,

"id": 639,

"level™: "\u@ee1l",

"message": "omp-emm-client",

"pid": 19984, h

3AKPbITE
PucyHok 21

[lna 3aBeplleHNs NPOCMOTPA KapTOYKM YCTPOMCTBA M BO3BPATa K CIMCKY YCTPOMCTB
HeobXoAMMO HaXKaTb KOMKY «3akpbITb» (cm. PucyHoK 20 [2]).

2.1.1.8. Brknagka «[MTpunoxkeHna»

Bo BKnaaKe «puUnosKeHnsa» oTobpaxkaeTca CrMCOK NMPUIOXMKEHWUM, YCTaHOBAEHHbIX
Ha YCTPOWCTBE.

NHbopmauma o nNpuaoXKeHusx oTobpaxaetca B crtonbuax (PucyHok 22 [1]),
npueeaeHHbIX B Tabanue (Tabanua 9).
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Tabnnua 9
MNapameTp OnucaHune

MNpunoxeHne HasBaHWe NpUAOXKEeHMA N ero BepcuA

ABTO3anycK Onpepenset BK/tOYEHME aBTO3anycKa NPUIOXKEHNA.
BO3MOXKHble 3Ha4YeHuA:
— - BbIKNtOYEHO;
— - BKawoyeHo.
BHUMAHMUE! ABTO3anyck MOXHO YCTAaHOBMTb TO/IbKO  ANA
npunoxerHuin c OC Aspopa.
MPUMEYAHUE. Ecam umHPopmauma o6 aBTo3anycke He 6Obina
Noy4eHa, TO AYEMKa He 3anoaHAeTCA

PaspeleHuns ABTOMATMYECKOE NPMMEHEHWNE Pa3pEeLLEHNN.
OnpefgensaeTt, BblAAHO /M MNPUIOXKEHUIO  aBTOMATU4YecKoe
NPUMeHeHMe TpebyemMbix paspeLleHmnin. Bo3MoXKHble 3Ha4YeHUs:
—  «BbIKNOYEHO»;
— «BkntoyeHo».
NMPUMEYAHUE. Ecan nHbopmauma o BblAaHHbIX Pa3peLleHNax He
6blna NoayYeHa, TO AYelKa He 3anoHAeTCA

MNonnTtrka Ha3BaHMe MNOAUTMKW, NO NPaBUAY KOTOPOM OblNO YyCTAaHOBAEHO
npuaoxeHue. Ha3BaHMe MOAUTMKM  BblAENIEHO  LBETOM MU
npeacTaBaseT cobol aKTUBHYK cCbiKy (PucyHok 22 [2]), npu
Ha)aTMM Ha KOTOPYK OCYLLECTBAAETCA Mepexos K KapTouke
noantnkm (n. 2.1.5). Tpu OTCYTCTBUM MNOAUTUK C NPABUIOM
YCTAHOBKM MPUIOKEHMA OTODparKaeTca 3HAYOK «—»

NHdo OTobparkeHne Ha3BaHMA MaKkeTa npuaoxeHus (PucyHok 23) npu
Ha)kaTuM  3Hayka @  «JononHUTEeNbHas MHbOPMaLMA»
(PucyHok 22 [3])

ga MYNbTUTEHAHT MOHWUTOPUHI YMNPABNEHWE AOMWHUCTPUPOBAHUE @ HaTtanua Meaxoea (i.ivanova...

YCTPOWCTBA NONbL30BATENM

Mashtab TrustPhone
T1

@ CmapTtdoH Aepopa ~

Ity 66930674-5540-.
Ity 3548305509704,
By 3548305509704

He ynpasnsetea
40.013+3
4.0.0.7+3

3.04.202410:36
3.04.202410:48
3.04.202410:53

ol =l =]

[s

{1 —

NONUTHKK CLIEHAPHIK ARSI NPUNOXEHWA BMTPWHEGI CBA3KK KIMOYER

< rPYMMbl NONUTHUKK CLEHAPHK YOAEHHBIA AOCTYN COBbITUA BE3OMNACHOCTH NMPHUNOXEHWA >

3AKPLITb

PUcyHOK 22
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LOononHuTenbHaa HGoOpMauns
MNakeT: jolla-calendar
3AKPBITh

PucyHok 23

2.1.1.9. Brknaaka «Kapta»
Bo BKknaake «KapTa» [0CTyneH MNPOCMOTP MECTOMOOMKEHUSA aKTMBMPOBAHHOTO
YyCTPOMCTBa Ha KapTe (PucyHok 24).

ga MYNbTUTEHAHT MOHWUTOPUHI YNPABJIEHUE AOMUHUCTPUPOBAHUE @ Hatanua Visaxoea (i.ivanova..

YCTPOWCTBA MOJSIb3OBATE/IN NOJSINTUKN CLEHAPUM AN NPUNOXEHWUA BUTPUHDI CBSI3KM KSIOYEN

INOI P4903 /7 < rPYNNbl  MNOMUTUKM  CLUEHAPUM  COBbITUA BE3ONACHOCTM  MPUNOXEHUS KAPTA
CmaptdoH Aspopa A - 05.07.202313:47
0 14¢18160-33c4-41f1-89a4-f71..
[ 358992080347483 nSGanas 9
(5 1
B npouecce akTusauuu 4
4.0.01+2
1.9.26+1.pat.. ,
31.08.2022 13:01 -
29.08:202511:57 VTS aepHyYTHCA K METKE RO

16.05.2023 11:06

PucyHok 24

Ha KapTe oTobpakeHbl cneaytolime 3NeMeHTbI:

— METKa C MeCTOMNON0KeHNEM yCTPonCTBa (cMm. PucyHok 24 [1]);

— KHOMKW AN1A YBEANYEHUS N YMEHbLLEHMA MacluTaba KapTbl (cm. PucyHok 24 [2]);

— [aTa aKTyaJbHOCTM KoopAMHaT (cm. PucyHok 24 [3]);

— Tepputopus (cm. PucyHok 24 [4]) - ecam Ha yCTPOWCTBO Ha3HayeH odpaanH-
CueHapuin ¢ cobbiTnem «HaxoxaeHne Ha TeppUTOPUAX, ONpeaeAeMblX KOOpAMHATaMM»
NN «HaxoxKaeHne BHe TEPPUTOPUM, ONPeaenaeMot KOOpAMHATaMM», TO Ha KapTe TaKxke
OoTODparkatoTca TeEPPUTOPUM U3 OPAaNH-CLEHAPMA.

Mpn HaBeAeHMM Kypcopa Ha MeTKy YCTPOMCTBa OToOparkaeTca MOACKa3Ka,
cofleprkalliaa cneaytoulyto MHpopmaumio (PrucyHok 25 [1]):

— KOoopAMHaTbl YCTPOMCTBA;

— [aTy aKTya/NbHOCTM KOOPAMHAT,

— peXxum paboTbl reono3nUMOHNPOBAHKS.
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ga MYJIbTUTEHAHT MOHWUTOPUHI YNPABNEHUE AOMWUHUCTPUPOBAHMUE @ Hatanua Meanoea (i.ivanova...

YCTPOWCTBA MONb30BATENN NnonUTUKK CUEHAPUK ®ANNBI NPUNOXEHUA BUTPUHDI CBSA3KM KIIOYEN

INOI P4903 / <  CUEHAPMM  YOANEHHBIOCTYM  COBbITWUSA BE3OMACHOCTU  MPUMOXKEHUSA KAPTA
@ CmaptdoH Aepopa ~ +

By 14c18160-33c4-4..

B 3589920803474. S oenn: o

ld

B npouecce akTusaLmm ! Koopmate: 53,.336521,83 656525

40.03+2 "o Axryanero wa: 05.07.2023 13:47

1.9.26+1.patch.omp.ap... 2 Pexam paboree: Bucokan TOWMOCTS

PucyHok 25

Mpn HeobxXxoAMMOCTU BO3MOMKHO M3MEHWTb MacliTab M npocmaTpuBaTb Apyrue
obnactn KapTbl. YToObl BEPHYTbLCA K METKe YCTPOWCTBA B MaclwTabe no ymMonvaHuto,
HeobXxoAMMO HaXKaTb KHOMKY «BepHyTbca K meTke» (cm. PrucyHok 25 [2]).

NMPUMEYAHUA:

V' KoopAuHaTbl C yCTPOMCTBA OTNPaBAAIOTCA MO PACIMCaHMIO OTNPaBKM COCTOAHMS;

V' AKTyanbHble KOOPAMHATbI MOTrYT OTCYTCTBOBATb B COCTOAHUM, €CIN YCTPONCTBO
He onpeaennno ux WAM onpeaeneHue OTKAYeHO. HeobxoaMmo BOCMO/b30BATbCA
onepaTUBHbLIM yNpaBieHUeM AN5 NOAyYeHMA COCTOAHNA YCTPOMCTBA BHE pacnmncaHms;

v" TOYHOCTb onpeaeneHms KoopamMHaT YCTPOMCTBA 3aBUCUT OT MHOMMX GaKTOPOSB,
TaKMX KaK: TUM YCTPOMCTBA, COCTOAHME CETU, CKOPOCTb, HAaXOXAEHNE B 34aHMM UM OKO/O
BbICOKMX OOBEKTOB, NMOKPbITME CNYTHUKOB, annapaTHble U NPOrpamMmHble XapaKTEePUCTUKY,
YPOBEHb LLIYMa/NOMeX U T.A.

2.1.2. PaboTa c KapTo4KOM rpynnbl YCTPOMCTB

C NOMOLBKD KAPTOYKM Tpynnbl YCTPOMCTB MOMKHO MPOCMOTPETb AeTanbHYyHo
MHPOPMaALIMIO O FPynne YyCTPOMCTB, BbINOAHMB Ceaytolime AeNCTBUA:

— nepenTn B noapasaen «YCTponcTea» pasaena «YnpaBneHume;

— ANnA oTobparkeHna rpynnbl YCTPOMCTB B 061acT GubTPoB BbIOpaTh «IMomncK no
rpynnamy;

— Ha)KaTb Ha Ha3BaHWe rpynnbl YCTPOMCTB.

B pe3ynbTaTe OTKPOETCA KapTOyKa rpynmnbl YCTPOMCTB, WHTepdenc KOTopoW
BK/IIOYaET:

— obuwyto nHbopmaumo o rpynne ycTponcts (PucyHok 26 [1]), cocTosulyto u3
napameTpoB, NpuBeaeHHbIX B Tabanue (Tabanua 10);
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Tabnunua 10
MNapameTp OnuncaHue
ID VoeHTUdMKaTop rpynnbl YCTPOUCTB, KOTOPbIA MOXKHO CKOMMPOBATb,
Haas KHonky 1) «KonuposaTb id rpynmbl 8 Gydep obmeHa»
Co3faHo NaTta n Bpema nobasneHmaA rpynnbl YCTPOMCTB
ObHoBNEHME [aTta 1 Bpema nocneaHero 06HOBAEHMA TPYNMbl YCTPOMCTB
KommeHTapuit | dononHutenbHaa MHbopmauma (3anonHAeTCa Npu HeobxoaAMMOCTH)

— BKJIAAKM KapTo4ukn (PncyHok 26 [2]) c aononHuTenbHOM nHGopmaLumen o rpynne
YCTPOMCTB:
e «YctponcTtea» (nn. 2.1.2.1);
o «Moantnkm» (nn. 2.1.2.2);
o «CueHapun» (nn. 2.1.2.3).

ga MYNBTUTEHAHT MOHWTOPHHI YNPABNEHWE AOMWHWCTPUPOBAHWE @ HaTanus Meaxosa (iivanova..

YCTPOWCTBA MONb30OBATENK MONUTHUKKX CUEHAPUM BAANBI NPUMOXEHWA BUTPHHDI CBA3KM KIIOYEN

YCTPOWCTBA NOMMTUKN CLEHAPHH o 2

Mpynna ycTpoicTe
. P4
_n.iv =
YcTpoidcTea BEXOAALLKE B rpynny
3 rpynna ycTpoiicTe

3

I}y eB60Ba341-fhed-4..

Mashtab TrustPh 354830550870406, 35483055007041 7 _
N 8 Mashtab TrustPt IMEI 354830550970406, 354830550970474 03.04.2024 11:57 020420241158
03.04.2024 1157
03.04 2024 11:57 T 1 CrpokHacTpaHuue: 25 T-Tual

EINCE Pl MPUBASATb YCTPOMCTBA

PUCcyHOK 26

na peaakTMPOBaHUA JaHHbIX FPYNMbl YCTPOMCTB HEOBXOAMMO HaXKaTb Ha 3HaYOK #
«PepaktnpoBaTb» (CM. PUCYHOK 26 [3]) 1 BHECTM HEODXOAMMbIE USMEHEHMA B C/ieaytoLime
nons:

— «VIma rpynnbl»;

— «KommeHTapun».

2.1.2.1. Brknaaka «YcTpomncTBa»

Bo BKM1aZKe «YCTpoMnCcTBa» 0TOOparkaeTca CMCOK YCTPOMCTB, MPMBA3AHHbIX K rpynne
yctponcts (PucyHok 27 [1]), a npu ero oTcyTcTBMKN OoTODOpaxKaeTca coobulieHne «lpynna He
COAEPHKMUT YCTPONCTBY.

Mpn HeobXoAMMOCTM ANA MOWMCKA YCTPOMCTB BO3MOXKHO MPUMeHeHWe GUAbTPOB
(PucyHok 27 [3]). OnucaHme ¢pmabTPOB M NpoLLecca Nomcka npmeeaeHo B noapasaene 1.5.

YCTPOMCTBO BO3MOXHO MNPMBA3aTb K rpynne YCTPOWCTB C MOMOLLBbIO KHOMKM
«MpuBszaTb ycTponctBa» (PucyHOK 27 [2]), BbINOAHMB [EWUCTBUA, NPUBEAEHHbIE B
nn. 2.2.7.3.

MPUMEYAHME. YKa3aHHbIN Bbille Cnocob pesakTMPOBaHMA CNUCKA HE MPUMEHUM
ONA YCTPOWUCTB M3 AMHaMM4YecKon rpynnbl. KHonka «[MpnBsA3aTb YCTPOMCTBA» BO BKAAAKE
«YCTPOWNCTBa» Y AMHAMUYECKOM rpynmnbl yCTPOMCTB OTCYTCTBYET.
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MYNETUTEHAHT

D

YCTPOWCTBA MONb30BATENN

Mpynna ycTpoiicTe
_n.iv

3 rpynna ycTpoiicte A
By eB60Ba341-fhed-4..

03.04.2024 1157
0304 20241157

+ HoBwli duneTp ~

o

MOHWTOPHUHI

MOSIMTHKKX

EAKPbITbI MPHBASATh YCTPONCTBA I— 2

YNPABNEHWE AOMWHWCTPUPOBAHWE Hatanwua MeaHoea (i.ivanova...

@

CUEHAPHH DAANGI MPUNOXEHWA BUTPHHDI CBA3KH KINIOYER

YCTPONCTBA NONATUKK CLUEHAPMW

YcTpoiicTea BEXoAAWME B rpynny

WMEI 3548305509704086, 354830550970414 03.04.2024 1157 03.04.2024 1158

)

CTpok Ha cTpaHuue: 25 - 1-1us

PucyHok 27

NHPopMaLmMa NO KaxKaoMy YCTPOMCTBY oTobparkaeTcs B cTonbLax, NpuBeaeHHbIX B
Tabauvue (Tabnamua 11).

MPUMEYAHME. 3HayeHnA cTonbuos moryT 6biTb OTCOPTUPOBAHDI:

OT CTapbIX K

HOBbIM, “* OT HOBbIX K CTapPbIM.
Tabnuua 11
MNapameTp OnucaHue

CooTBeTcTBME CooTBeTCTBME HazHa4YeHHOM nonuTuke (MpunoxkeHne 1)

Moaenb — Tun ycTtponcTea (MpunoxerHue 1);
— MOJe/lb YCTPOMCTBa (NpeacTaBnseT cobon aKTUBHYIO CCbINKY, Npn
Ha*KaTWKM Ha KOTOPYHO OCYLLIECTBAAETCA Nepexo, B KAPTOUKY YCTPOMCTBA
(n.2.1.1);
— KOMMEHTapui - AOMNOAHUTENbHAA MHbOPMALMA (3aNONHAETCA NpK
HEeobXoANMMOCTH)

NpeHTndukaTopbl |— IMEI ycTponcTBa;
— MAC-agpec WLAN ycTpoicTsa

K. Umkn CTaTyC *KM3HEHHOTO LUMKANa ycTporcTsa (MpunoxkeHne 1)

O6HoBNEHO [aTa n Bpema o6HOBNEHMA AAHHbIX YCTPOMCTB

MoakntoveHo [ata n Bpems nocneaHero noakatodeHna MY k Cepsepy NpmuaoKeHun
ny

2.1.2.2. Bknaaka «[MonanTmnkm»

Bo BKknaaKe «MOANTUKM» OTODPAXKAeTCs CMMCOK MNOMUTUK, HAa3HAYEHHbIX Ha rpynny
yctponcts (PucyHok 28 [1]), a npu ero oTcyTcTBUM OoTObparkaeTca coobuweHme «Ha rpynny
He Ha3Ha4yeHa HW 0AHa NONUTUKAY.

MoNnTMKa MOKeT ObITb Ha3HayeHa Ha rpynny YCTPOMCTB HaxKAaTMEM KHOMKM

«HasHaunTb noAnTUKM» (PucyHok 28 [2]) “ BbINOAHMB AENCTBUSA,

nn. 2.4.6.2.

npmeegeHHblE B
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gE MYNETUTEHAHT MOHUTOPUHI YMNPABNEHWE AOMUHUCTPHUPOBAHWE @ Hatanwa Wsanosa (i.ivanova...

YCTPOWCTBA MONb30BATENKH NONUTHUKKA CUEHAPHK DAAMDI NPUNOMXEHWA BUTPUHbI CBA3KW KITHOYEA

Mpynna ycTtpoicTte YCTPOWCTBA NoNUTHUKK CLIEHAPWIK

7
_n.iv
MonwuTrkn HasaHaYeHHbIe Ha rpynny

3 rpynna yctpoiicte ~

I}y e606a241-fbed-47.. ~

OBHOBNEHWE DENn3a 03.04.2024 12
03.04.202411:57 e
03.04.202471:57 .
Crpok HacTpasuue: 25 - T-Tmz 1

ELLGE B HASHAYWTE NONMTHKK B 2

PucyHok 28

NHbOpMaLMA 0 HazHAYEHHbIX NOAUTUKAX OTobparkaeTcs B caeayrolmx cTonbuax:

— «HasBaHMe» — Ha3BaHWe NOAUTUKM, KOTopaa npeacTaBaseT coboin aKTUBHYHO
CCbI/IKY, MPWU HaXKaTUM Ha KOTOPYH OCYLLECTBAAETCA Nepexod K KapToyke MOAUTUKK
(n. 2.1.5);

— «/laTa Ha3HayeHMA» — [aTta U BPEMA Ha3HaAYeHMA MNOAUTUMKM Ha rpynny
YCTPOMCTB.

2.1.2.3. Bknagka «CueHapum»

Bo Bknaake «CueHapumn» oTtobparkaeTca CNMCcoK odnanH-cLeHapmeB, Ha3HaYeHHbIX
Ha rpynny ycTpoicTs (PrucyHoK 29), a npu ero otcyTcTBMM oTobparkaeTca coobuieHne «Ha
rpynmny He HasHayeH HK oAnH OodNaNH-CLEHAPUNY.

MPUMEYAHMUE. Mepen Ha3zHauyeHnem obdalH-CLEHAPUA Ha rpynny YCTPOWCTB
Heobxoanmmo ybeauTtbes, 4to pgobasneH xota Obl 1 odnanH-cueHapuin. [lpouecc
nobasneHuns odpnanH-cueHapmes npmeeaeH s n. 2.5.1.

Mpn gobaBAeHNN YCTPOICTB B rpynny yCTPOMCTB BCE paHee Ha3HaAYeHHbIe Ha rpynny
odnamH-cueHapum 6byayT NpPUMeEHeHbl Ha YCTPOWMCTBE, B TOM 4MCAe MpW MMMAOPTE
yCTPOMCTBA.

MPUMEYAHME. Mpouecc Ha3HayeHWa odnalH-CLUEHAPUA Ha TPynnbl YCTPOMUCTB M
OTBA3KM 4Yepe3 KapTOYKy Trpynnbl yCTPOMCTB npuBeaeH B nn.2.5.2.3 m nn.2.5.3.2
COOTBETCTBEHHO.

EE MYNBTUTEHAHT MOHWUTOPUHI YNPABITEHWME AOMWHWCTPUPOBAHWE @ Hatanua Weanosa (i.ivanova...

YCTPOWCTBA NMONTb30OBATENM MOMUTHUKK CLEEHAPHUK DA MPHUNOXEHWA BMTPUHEI CBA3KM KJIIOHEW

rpvnna ‘[CTPOFICTB YCTPOWCTBA NONMUTUKK CLEEHAPHK

7

_n.iv
CueHapuu Ha3Ha4YeHHbIE Ha rpynny

3 rpynna ycTpoiicTe ~

¥ e606a941-fbeB-47...
L HaxoxaeHue Ha . X

O® no Camape 6] 3a3NpeTHUTL MCTIONB20BaH. 03.04.202413:24

03.04.2024 11:57 TEPDUTOPUSAX,..

03.04.2024711:57

CTpox HacTpanuue: 25 - T-Tnal

ELLCENN HASHAYMTE CLIEHAPUKA

PucyHok 29
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B paboyen obnactu wmHGOpMaLMA O HA3HAYEHHbIX OPAANH-CLEHAPUAX
oTobparkaeTcs B cToNbLax, NnpmBeaeHHbIX B Tabanue (Tabamua 12).

Tabnnua 12
MNapameTp OnucaHue

HasBaHue — HasBaHWe odialH-cUueHapus;
— KOMMEHTapU - AoNoHUTEeNbHas MHGOPMaLMA (3anonHseTca Npu
HeobxoaMMOoCTK)

CobbiTne CobbITe opnaliH-cLueHapua (AO0CTYNHbIE 3HAaYEHMA ONMCaHbI B
Tabnmue (Tabanua 39)

Peakums [leiicTBne, KOTOPOE AOMKHO MPOU30ONTU C YCTPONCTBOM M3 TPYMMbI
YCTPOMCTB B pe3y/ibTaTe HazHa4YeHMA AaHHOTo odpaalH-cLeHapus

[aTa HasHavyeHua |[aTa M Bpemsi HasHadYeHus opaaliH-cLeHapus Ha rpynny yCTPOMCTB

2.1.3. PaboTa c KapTo4yKkoM Noab30oBaTENA

[ns npocMoTpa KapTOukM MoAb30oBaTeNss HEODOXOAMMO BbIMOMHUTL CAeaytoLimne
NEeNCTBUA:
— nepentn B noapasaen «lonb3oBaTenn» pasaena «yYnpasieHme;

— Ana oTobparkeHnsa cnncka nonb3osatenen B 061actm GunbTPoB BbibpaTh «lMonck
MO NONb30BaATENAMY;

— BbIOpaTb HEOOXOAMMOTO MNONL30BATENA U HAXKaTb Ha UMA.
B pe3y/nibTaTe OTKPOETCA KapTouKa No/ib30BaTeNd, MHTepheinc KOTOPOM BKAKOYAET:

— obuwyto uHbopmaumio o nonv3osatene (PucyHok 30 [1]), cocToAuwyo wu3
napameTpoB, NpuBeaeHHbIX B Tabanue (Tabaunua 13);

Tabnumua 13
[MapameTp Onwucanue

Monb3oBatenb |— daMUana, UMA 1M OTYECTBO NO/b30BATENS;
— T1n nonb3osatena (MpunoxkerHune 1)

ID NaoeHTUPUMKATOP NoAb30BaTENA, KOTOPbIN MOXHO CKONMMPOBATb, HaXKaB
kHonky D «Konuposats id nonb3osatens 8 6ydep obmeHa»

[onKHOCTb [lo1KHOCTb, 3aHMMaeman Nosb3oBaTenem

Email DNeKTPOHHaA NoYTa No/b30BaTeNs

Ten. pabouuni Pabounit TenepoH nonb3osBaTeNs

Co3pgaHue [aTa n Bpema aobaBneHMA Nob3oBaTeNs

O6HoBNEeHME [aTa n Bpema nocnegHero obHoBAEHMA MHPOPMALIMKM O NONb30OBaTeNE

— BKJAAKM KapToukM (PucyHok 30 [2]) ¢ AONOAHUTENBHOW WHPOpPMaUMeEn o
nosib3oBaTtene:

e «YcTpoiictea» (nn. 2.1.3.1);
e «[pynnbi» (nn. 2.1.3.2);
o «Monutunkm» (nn. 2.1.3.3).
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gs MYNETHTEHAHT MOHWTOPHHI YNPABNEHWE AOMWHHMCTPHUPOBAHWE @ HaTanusa Meaxoea (i.ivanova...

YCTPOWCTBA NONb30BATENW nonUTHKKU CLEHAPKH DAANDI MPUNOXEHWA BUTPHHbI CBA3KM KIIOYEN

HNeaHoe UeaH YCTPOWCTBA rPYMMbl MONTNTUEH  frn 2

MNonb3oeaTtens

Iy Zdcdifeb-eal2-44. .

vCTDOFICTBa NpvBA3aHHbIe K NONb30BaTEND

L— 1

— @ INCI P4203 MEI 358992080347483 @
Livanov@test.ru

73994442277

29.08.2023 11:37

DAq NSO v D MEI 27221063624350 .
@ Aquarius NS220v3.2 MEI 272210636243509 6.01.202313-14

13.01.2023 20:02 -
13.01.2023 20:38

CTpok Ha cTpanuues: 25 - T-dunzd

3AKPLITb MPUBA3ATE YCTPOMCTBA APXWMBWMPOBATL

PucyHok 30

[IN7 pefaKTUPOBaHMA AaHHbBIX O NO/Nb30BaTeNe HEOBXOAMMO HaKaTb Ha 3HAUOK #
«PepaktnpoBaTb» (PucyHok 30 [3]) n BHecTM HeobxoAMMble M3IMEHEHMA B Caeadyrolime
nonsa:

— «®UO»;

— «[loyTa paboyan»;

— «1ONKHOCTb»;

— «TenedoH pabouniny.

MPUMEYAHUE. PenakTMpoOBaHMIO  BPYYHYHO  MNOANEXAT  AaHHble  TO/bKO
nonb3oBaTenen ¢ Tunom == «lonbzoBatenb». [na oOHOBAEHMA AaHHbIX NONb30BaTENEN C

TUNOM «lMonb3oBatenb M3 opr.nogpasaeneHma» HeobXoAMMO MOBTOPHO MNOJYYMTb
naHHble n3 LDAP.

2.1.3.1. Bknagka «YcTpomcra»

Bo BKMaaKe «YCTpolcTBa» OTOOpaXKaeTcA CMMCOK YCTPOWMCTB, MPMBA3AHHbIX K
nonb3oBatento (PucyHok 31 [1]).

[ns penakTMpPOBaHMA CMMCKA YCTPOWMCTB BO BKAAAKe «YCTPOMCTBa» Heobxoammo
HaXkaTb KHOMKy «[puBa3aTb ycTponcTtBa» (PucyHoK 31 [2]) M BbINOAHUTL AENCTBUSA,
npmueefeHHble B nn. 2.3.5.2.

MPUMEYAHMUE. Ha Bce npmBA3aHHbIe M OTBA3AHHbIE YCTPOMCTBA DYAYT NPUMEHEHDI
HOBble NepekoOMOUHNPOBAHHbIE MOANTUKN U OPAANH-CLUEHAPUN.
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ga MYNBTUTEHAHT MOHWTOPWHI YNPABNEHWME AOMWHWCTPHPOBAHWE @ HaTanusa Meaxoea (i.ivanova...
YCTPOWCTBA NONMb30BATENN MOMMTUKKA CLEHAPHI DAANDI MPUNOXEHWMA BUTPHHBI CBA3KM KIIOYEN
MeaHoe MeaH Vs YCTPOWCTBA rPYNnbl NONMMTHUKKH
MNonezoeatens ~ YcTpoicTea NpUBA3aHHbIE K NONb30BaTENKD
&y Z2dcdifeb-eal2-44 ..
— g INOI P4203 ME 208034748
_ 1 10l P490 ME| 358992080347483 @ 29.08.2033 1137
Livanov@test.ru
73994442277 : NS220 v3.2 MEI 27, 63624350
@®Aquarius NS220 v3.2 MEI 272210636243509 16.01.2023 1314
13.01.2023 20:02 -
13.01.2023 20:38
CTpok Ha cTpanuues: 25 - T-dunzd
3AKPLITb e 2 APXMBUPOBATL

NHdpopmauma ob ycTponcTeax otobparkaeTtca B cTonbuax, npmBeaeHHbIX B Tabanue
(Tabnunua 14).

MPUMEYAHME. 3HayeHMA cTonbLOB MOryT BbiTb OTCOPTUPOBAHDI: OT CTapbIX K
HOBbIM, “* OT HOBbIX K CTapPbIM.
Tabnuua 14
MNapameTp OnuncaHue
Moaens — Tun yctponcTea (Mpunoxenue 1);
— MOJe/lb YCTPOMCTBA (NpeacTaBaseT coboM aKTUBHYK CCbIIKY, Npw
HaXaTuM Ha KOTOPYHO OCYLLECTBAAETCA Nepexos, B KapTOUKy YCTPOMCTBA
(n.2.1.1);
— KOMMEHTapuil - agononHuTenbHas MHbopmaums (3anonHaeTca npu
Heobxo4MMOCTH)
NpoeHtndukatopsl |— IMEI ycTpoicTBa;
— MAC-agpec WLAN ycTponcTsa
K. Umkn CTaTyC }KM3HEHHOTO LMKAa ycTpoicTea (MpunoxkeHne 1)
ObHoBNEHO [ata n Bpems 06HOBNEHWNA AaHHbIX YCTPONCTB

2.1.3.2. Bknagka «[pynnbi»

Bo Bknaake «pynnbi» oTobparKaeTcsa CNMCOK NPMBA3AHHbIX K MO/1b30BATE/O TPYMN
nonb3oBatenen (PucyHok 32), a npu  ux OTCYTCTBMWU OTODpaskaeTcs cooblieHue
«lonb3oBaTeilb He COCTOUT HM B OAHOW rpynne»,

OnuncaHme cnocoboB NPMBA3KM NONb30BATENA K Fpynne nosb3oBaTenein npneeaeHo
BN 2.3.4.

HasBaHMe rpynnbl No/sb3oBaTenei npeactaBaseT cOOOM aKTMBHYHK CCbIIKY, MpK
HaXKaTUM Ha KOTOPYHO OCYLLECTBAAETCA NEPEXOA K KapTOUYKe rpynmbi.
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MBaHoB UBaH

Mons3oBaTens U3 opr.
nogpasgeneHvsa

B 49escdela-2dcl-4

HauansHux ynpasneHna
lvanovii@digitalization

89774653021

2705.202217:28
27.05.202217:28

ga MYNbTUTEHAHT MOHUTOPHHI YMPABNEHHE AOMWHHUCTPUPOBAHUE @

YCTPOWCTBA FPYMMNbI NONUTUKK

Hatanwa Meaxosa (n.ivanov..

YCTPOWUCTBA NONb30BATENNA NONUTUKIA CLUEHAPWK ®AANLI NPUNOXEHUA BUTPUHbI CBA3KU KNMIOYENA

[pynnbl B KOTOPBIX COCTOMT NOMB30BaTENb

_-— KyxHa

5 27.06.2022..

CTpOK Ha CTpaHNLE:

LU JOBABMTD B rPYMMNbI

25 -

1-Tuz1

PucyHok 32

NHdopmauma o rpynnax nonb3oBatenenn otobparkaetca B cTonbuax, NnpuBeaeHHbIX
B Tabaumue (Tabanua 15).

MPUMEYAHME. 3HaueHumA cTonbuoB moryT ObiTb OTCOPTMPOBAHDI:
HOBbIM, “* OT HOBbIX K CTapbIM.

OT CTapbIX K

Tabnuua 15
MNapameTp OnuncaHue

Tun Tun rpynnbl nonb3osaTenei (MpunoxkerHune 1)

lpynna — Ha3BaHMe rpynnbl NO/Ib30BATE/IEN, K KOTOPOW NPUBA3aH AaHHbIN

no/sb3oBaTenen NO/b30BaTEb;
— KOMMEHTapW - A0NONHUTENbHAA MHOPMaLMA (3aNoNHAETCA Npu
HeobxoAMMOCTH)

MNonb3oBaTtenen Konmn4ecTtBo y4aCTHWUKOB rpynnbl

[ata Ha3HavyeHna |[daTa 1 Bpema NpMBA3KM NOAb30BaTENA K rpynne

2.1.3.3. Brnagka «l1oantmkm»

Bo BKknaaKe «MOAUTUKMY» OTODPAXKaeTcs CNMCOK MNOMIUTUK, HAa3HAYEHHbIX Ha rpynny
No/sb30BaTeNen, K KOTOPOM MpMBA3aH AaHHbIM nonb3osaTenb (PucyHok 33 [2]), a npwu
OTCYTCTBMM Ha3HAYeHHbIX MOAMTUK oOTobpakaeTca coobuieHne «Ha nosnb3oBaTensa He

Ha3Ha4YeHO HK O,EI,HOVI

NMONTNUTUKU.,

B cnydae nepeceyeHua C APYrMMM NOAUTUKAMKM OTOBPA3MTCA MOJHbIA CMMUCOK

Ha3BaHMN BCEX MOJIMTUK Ha rPynmnax YCTPOMCTB UM Fpynnax no/ib30BaTeENEN.

NHbopmauma o nonnTnKax otobparkaeTca B caeaytolmx ctondbuax (PrucyHok 33):

— «HasBaHMe» — Has3BaHWe MOAUTUKM, HAa3HAYEHHOW Ha rPynmny nosb3oBaTenei
YCTPOMCTBA, B KOTOPYIO BXOAMT TEKYLLMIA NoAb3oBaTeNb. 1peacTaBnseT coboin akTUBHYIO
CCbINIKY, NPW HaXKaTUW Ha KOTOPYIO OCYLLECTBAAETCA Nepexos K KapTodke (n. 2.1.5);

— «Cogepkumoe» — KpaTKas MHPopmauMsa Mo npasuaam, A06aBNeHHbIM B

MOJTINTURY,

— «I’pynna» — HaMMEHOBaHWE rpynmnbl, HA KOTOPYIO HAa3HaAY€HA NMOJINTUKA.
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ga MYNBETMTEHAHT MOHWUTOPHMHI YTMPABNEHWE AOMWUHHUCTPUPOBAHWUE @ Hatanua Weanoea (i.ivanova...
YCTPOWCTBA NONMb30BATENM MNONMUTUKK CUEHAPHUM GAANBI MPUNOXEHWA BUTPHHBI CBSA3KMN KIKOYEN
MeaHoe MeaH Va YCTPOMCTEBA rPYMNbI NOMUTUKA

Mons30BaTens ~ v HazgaHwe Copepximos MNoynna 1

M 2dcdife5-eal2-4. EST_nonuThxka_333 test_rpynna 2

Livanov@test.ru

79994442277

13.01.2023 20:02

13.01.2023 20.38 2AKPHITH

PucyHok 33

[na oTobpaxeHWs KaTeropuit npaBUA  MNOAUTMK, HaA3HAYEeHHbIX Ha rpynny
nonb3oBaTenen, HeobxoaAnmo HaXaTb KHOMKY = «oKasaTb KaTeropmm»
(cm. PucyHok 33 [1]).

[na npocmoTpa BOXEHHON MHbOPMAUMM O MOAUTUKE HEeobXoAMMO HaxKaTb
3Hayok P, B pesynbTaTe Yero oTKPOETCA BAOKEHHAA MHPOPMaLMA O NOAUTUKE.

2.1.4. PaboTa c KapTO4YKOM rpynnbl NOAb30BaTENEN

[lna npocmoTpa KapTOYKM rpynnbl Noab3oBaTeNer HeobXoAMMO BbIMOAHUTb
cneayrouime AencTemna:

— nepenTn B nogpasaen «fonb3osatenn» pasgena «YnpasneHme;

— B 0bnacTn dunbTPOB BbIOPaATL «[TOUCK NO rpynnamy»;

— HakaTb Ha Ha3BaHMe BbIGPAHHOM rPynNnbl NO/b30BaTENEN.

B pe3ynbTaTe OTKPOETCSA KapTouka rpynnbl Noab3oBaTenei, nHrepdenc KoTopon
BK/IOYAET:

— 06yt MHPopMaUMIo o rpynne nonb3osatenen (PucyHok 34 [1]), cocTosulyto 13
napameTpoB, NpuBeaeHHbIX B Tabanue (Tabanua 16);

Tabnuua 16
MNapameTp OnwucaHue
HassaHue Ha3BaHWe rpynnbl Noab30BaTeNEN
Tun Tun rpynnbl nonb3osaTenei (MpunoxerHue 1)
ID NaeHTndMKaTop rpynnbl NONb30BaTENEN, KOTOPbLIN MOXKET ObITb
CKOMMPOBAH HaXKaTUeM KHOMKM D «KonnpoBaTb»
CospgaHo [aTa n Bpema nobaBneHMA rpynnbl N0b30BaTENEN
O6HoBNEHME [aTa n Bpema nocneaHero obHOBNEHMA rPyNnbl NO/b30BaTENEN
KommeHTapui [lononHuTenbHaa nHGopmauma (3anonHAeTcs Npu HeobXoaAMMOCTH)

— BKJAAKM KapToukn (PrcyHok 34 [2]) c gononHuTenbHoM nHdopmaLumen o rpynne
no/sib3oBaTenewu:

e «onb3osatenu» (nn. 2.1.4.1);
o «Monutmkm» (nn. 2.1.4.2);
o «CueHapun» (nn. 2.1.4.3).
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ga MYNbTUTEHAHT MOHUTOPHHI YMNPABNEHKWE AOMWUHUCTPUPOBAHUE @ Hatanna Mearoea (n.ivanov...

YCTPOWCTBA NONb30BATENK NONUTHUKKA CLEHAPWIK DAANLI NPUNOXEHMA BATPWUHbI CBA3KW KIMIOYER

Monbaosatenu test_2| /| NONMb3OBATENM  MOMUTUKM  CLEHAPUM | 2

[ 1] -
= [pynna nonb3oBaTtenen Monb3oBaTenu Bxogdwme B rpynny

3

I 673d7cfa-06c5-4..

17.08.2022 1

55 MeaHoea HaTtanwa ivanova@ivanova.ru 9991112233 — 1 29.05.2023...
17.08.2022 11:55

CTpoK Ha cTpaHuue: 25 - 1T-1uzl

+ HoBbli ¢punbTp A CLLCENE NPUBA3ATL NONB3OBATENEN

PucyHok 34

[1N9 pefakTUpOBaHUA LAHHbIX rPYNMbl C TUNOM amm «[pynna nonb3osaTenei»
HeOBXOAMMO HaaTb Ha 3HauyoK # «PesakTupoBaTh» (PUCyHOK 34 [3]) M BHecT
HeobxoAMMble U3MEHEHMA B CAedytoline NONs:

— «VIma rpynnbl»;

— «KommeHTapumin».

NMPUMEYAHUE. PepaktmupoBaHue rpynnbl C TUMNOM E— «OpraHn3aumoHHoe
noapasaeneHney» HeaoCTYNHO. 3Ha4yoK ’ «PenakTMpoBaTb» M KHOMKU «YO3aNuUTby,
«MpnBA3aTb NOIb30BaTENENY Y TAKOW FPYNMbl HEAKTUBHbI.

2.1.4.1. Bknaaka «[llonb3oBatenm»

Bo BKkiaake «lonb3oBaTenm» oTobparkaeTca CNMCOK NMosb3oBaTenen Ans AaHHOM
rpynnel nonb3osatenen (PucyHok 35 [1]), a npu nx oTcyTCTBUM OTODBparkaeTca cooblleHme
«B rpynne HeT no/iib3oBaTeNEM .

[lna penakTMpoBaHMA CAMCKa M0/b30BaTeNen HeobXOAMMO HaKaTb KHOMKY
«MpuBs3aTb nonb3osatenei» (PucyHok 35 [2]) 1 BbINONHUTL AENCTBUA, NPUBEAEHHbIE B
nn. 2.3.4.3.

Mpy HEeobxoAMMOCTM ANA MOWCKA YCTPOMCTB BO3MOMKHO NpUMeHeHWe GUNbTPOB
(PucyHok 35 [3]). OnucaHme ¢pmnbTPOB M NpoLLecca NoMcKa NpmeBeaeHo B noapasaene 1.5.
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Mpynna_n.iv

ga MYNbTUTEHAHT MOHUTOPUHI YNPABJIEHUE AOMUHUCTPUPOBAHUE @

oe ~
=» [pynnanonb3osatenen A

Iy ee80f4bb-b530-...

03.04.2024 10:53

03.04.202410:53

HaTtanwua Veanoea (i.ivanova..

YCTPOVCTBA NONb30OBATENU NOIMTUKKU CUEHAPUM DANNBI NMPUNOXEHUA BUTPUHDI CBSI3KM KIIOYEN

Va . NONb30BATENU NONUTUKKU CLEHAPUM

Monb3oBaTenu exogawme B rpynny

18aHos MeTp MMe 1234567@omp.ru 84959905... 1 1 03.04.2024...

+ HoBebit duneTp

Crpok HacTpanuue: 25 v -1u31

EIVCRE N NPUBAI3ATD MONb3OBATENEN | Sy
v

PucyHok 35

MHPopmauma o nonb3oBaTensx oTobparkaetca B CTONOUAX, NPUBEAEHHbIX B
Tabavue (Tabnnua 17).

MPUMEYAHME. 3HayeHMA cTonbLOB MOryT BbiTb OTCOPTUPOBAHDI: OT CTapbIX K
HOBbIM, “* OT HOBbIX K CTapbIM.
Tabnuua 17
MNapameTp OnuncaHue
Twun Tun nonb3osBaTenen, Bxoaawmx 8 roynny (Mpunoxkenue 1)
Nma dammnns, MMa 1 0TYECTBO NOb30BaATENS (NpeacTaBAseT cobo
AKTUBHYIO CCbIJIKY, MPU HaXKaTUM Ha KOTOPYHO OCYLLLECTBAAETCA Nepexos B
KapTouKy nonb3osaTtena (n. 2.1.3)
Email Paboyan no4yta nosb3oBaTeNs
TenedoH Homep TenedoHa nonb3oBaTens
YcTpouncTea Konunyectso yCcTponcTB, NPMBA3aHHbIX K NO/b30BATE/HO
Mpynnbl KonnyecTtso rpynn, B KOTOPbIe BK/IKOYEH NO/1b30BaTENb
ObHoBNEHO [ata n Bpems 06HOBNEHUA AaHHbIX NO/Nb30BaTENA

2.1.4.2.

Bknaaka «[1onAnNTUKM»

Bo Bknaake «MoAUTUKM» OTODpaXKaeTca CNMCOK NOANTUK, HAa3HAYEHHbIX Ha rpynny
nonb3oBatenen (PucyHok 36 [1]), a npu oTCyTCTBUM CnKUCKa oTobparkaeTca coobuleHne «Ha
rpynmny He HasHa4yeHa H1 0AHa NOUTUKAY.

[ns penakTMpoBaHMA CNMCKA NONUTUK HEODXOAMMO HaxKaTb KHOMKY «HasHaunTb
noAnTUKM» (PrcyHok 36 [2]) n ganee BbINONHUTbL AEMCTBUSA, ONMUCaHHbIe B Nn. 2.4.6.3.
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ga MYNbTUTEHAHT MOHWUTOPUHI YNPABNEHUWE AOMWUHWCTPUPOBAHWE ® Hatanua Ueanoea (i.ivanova...

YCTPOWCTBA NONb30BATENN NONMTUKK CLEHAPHUK GAWNDI NPUNOXEHKMA BUTPUHBI CBA3KM KITIOYEN

pynna_n.iv 7 NONb30BATENK NONMUTUKK CLEHAPHM

- -
== [pynnanonssosatenei ~ MonuTUKKM HAa3HaYeHHbIe Ha rpynny

[ ee80f4bb-b530-46..

03.04.202410:53 ObroeneHu1e penusa 03.04.2024...
03.04.202410:53

CrpoxHacTpasnue: 25 - 1-1m31

v Al [— 2
PucyHok 36

NHPopMaLMa O NOAUTMKAxX OToDparkaeTca B CTONbOLAX, NPUBEAEHHbIX B Tabauue
(Tabnunua 18).

Tabnumua 18
MNapameTp OnucaHue
HasBaHue Ha3BaHWe NOANTUKM, HA3HAYEHHOWM Ha rpynny Noib3oBaTesen

(npeactaBnaeT coboi aKTUBHYIO CCbIJIKY, MPWU HAXKaTUK Ha KOTOPYHO
OCYLLECTBAAETCA Nepexos, K KapTouke noanTunkm (n. 2.1.5)
[aTta Ha3HayeHus |[aTa HazHaAYeHUs NOSIUTUKM

2.1.4.3. Bknaaka «CueHapum»

Bo Bknaake «CueHapumn» oTobparkaeTca cnMcok odpaaH-cLeHapueB, Ha3HaYeHHbIX
Ha rpynny nonb3oBaTenen (PucyHok 37 [1]), a npu ero oOTCyTCTBMM oOTOOparkaeTca
coobuleHne «Ha rpynny He Ha3Ha4yeH HM 0AMH ODNANH-CLLEHAPUN Y.

MPUMEYAHME. [Ina Ha3zHavyeHMs 1 0TBA3KM O0dalH-CLLEHAPMUA HEODXOAMMO HaXKaTb
KHOMKY «Ha3HauyMTb cueHapum» (PucyHoK 37 [2]) 1 BbINONHUTL AENCTBMA, NPpUBEAEHHbIE B
n.2.5.2.4unn.253.2.

BHUMAHMWE! Mepen HasHayeHmem obnamH-cLEeHapua Ha rpynmny noab3oBaTenei
HeobxoanMmo ybeamtbca, 4To AobasneH xota Obl 1 odnanH-cueHapuin. [Mpoueaypa
nobasneHns opnanH-cLeHapmnes onmcaHa B8 n. 2.5.1.

Mpn pobaBneHUM nosnb3oBaTenei B rpynny MoOAb3oBaTenelt BCce paHee
Ha3Ha4YeHHble Ha rpynny odianH-cueHapun ByayT NPUMEHEHbI Ha NO/Nb30BaTENs, B TOM

ymncne Npu MMnopTe.



53
AOMT.20134-01 90 01-3

ga MYNbTUTEHAHT MOHWUTOPUHI YMNPABNEHWE AOMWHWUCTPUPOBAHME @

Hatanua MeaHosa (i.ivanova.

YCTPOWCTBA NONB30OBATENW NOJIATUKK CLIEEHAPUM DAANBI NPUNOXEHWA BUTPWHbI CBA3KW KIIOYEN

rpynna n.iv Va NONB30BATENM NONMTUKKU CLIEHAPHMIW

(1] e
aw [pynna nonb3osatenei - CueHapvm Ha3Ha4“eHHbIE Ha rPynny

» eeBOf4bb-b530-46...

03.04.202410:53 ~ Haxoxperue Ha

I R 0@ no Camape 6] 3anNpeT|Ts HCNONL30Ba... 03.04.202414:32
03.04.202410:53 TEPPUTOPHAX,

| Crpok HacTparnue: 25 - T=1uz1

ELLGLY | HASHAYWMTD CLIEHAPWMIA | 2

PucyHok 37

B paboyenr obnactu wmHGOpPMaLUMA O HA3HAYEHHbIX OPAANH-CLEHAPUAX
oTobparkaeTcs B cTonbLUax, NnpmBeaeHHbIX B Tabanue (Tabamua 19).

Tabnuua 19
MNapameTp OnucaHue
HasBaHue — Ha3BaHWe odnanH-cueHapua (NpeacTtaBaaeT coboin aKTUBHYHO

CCbIJIKY, MPU HaXKaTUM Ha KOTOPYHO OCYLLIECTBASETCA NePeXos B
KapTouKy odnalH-cLueHapus);
— KOMMEHTapuit - AONOAHUTENbHAA MHPOPMaALMA (3anoNHAETCA NPK

Heobxo4MMOoCTK)

CobbiTne CobbiTne opnanH-cueHapua (A0CTyNHbIe 3HaYEeHMA ONKMCaHbl B Tabaunue
(Tabnunua 39)

Peakumsa [encreune, KOTOPOE AOMKHO MPOU30NTI C TPYNNOM NONb30BaTENEN B

pe3yabTaTe Ha3HaYeHUs AaHHOro opnalH-cueHapma

[aTta Ha3HayeHus |[laTa 1 BpemMsa HazHayeHMa opaaH-cueHapua Ha rpynny
nosib3oBaTenemn

2.1.5. PaboTa c KapTOYKOM NONUTUKM

B KapTouKe NOAUTUKM oToBparkaeTca MHGopMaUmMa O NpaBmaax NOAUTUKM N CMIMCKaX
rpynn nonb3oBaTtesiel, Ha KOTOPbIX AaHHAA NOAMTUKA Ha3HaYeHa.

[lna npocmoTpa KapTOYKM MOAUTMKM HEeoBXOAMMO BbIMOAHUTL Caeaylowme
NEencTBus:

— nepenTtn B noapasaen «MoanTukm» pasaena «YnpaBneHme;

— HaXaTb Ha Ha3BaHMeE MOJAUTUKMN.

B pe3ynbTaTe OTKPOETCA KapToYKa NONUTUKN, MHTEPDENC KOTOPOW BKAIOYAET:

— obuyto nHdopmaumto o noamnTmke (PrucyHok 38 [1], cocToALlyto M3 NAapaMeTpos,
npuseaeHHbIX B Tabanue (Tabanua 20);
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Tabnunua 20
MNapameTp OnuncaHue
HasBaHue HasBaHWe No/nNTUKN
ID NaeHTUPUKATOP NOUTUKM, KOTOPbIM MOXKHO CKONMPOBATb, HaXKaB
kHonky ID «Konvposats id noantvkm 8 Bydep obmeHa»
Co3aaHo [aTa 1 Bpems co3aaHua NOANTUKM
ObHoBNEHME [aTta n Bpema nocneaHero 06HOBAEHMA NONNTUKM
KommeHTapui [ononHutenbHaa nHbopmauma (3anonHAeTcAa Npy HeobxoaAMMOCTH)

— BKM3AAKM KapToukM (PucyHoK 38 [2]) ¢ AOnOAHUTENbHOW WHPOpMauUMen o
NONNTUKE:
e «[MpaBuna» (nn. 2.1.5.1);
e «[pynnbi» (nn. 2.1.5.2).

ga MYNETMTEHAHT MOHWUTOPHHI YMNPABNEHWE AOMWHHUCTPUPOBAHUWE @ HaTanwus Weaxosa (i.ivanova...

YCTPONCTBA NONb30BATENKM NONNTHUKK CUEHAPKWK ARG MPUNOXEHWA BMTPWHbI CBA3KM KIIHEA

O6HOBNEeHUe penusa MPABMNA rPYMNbl e 2

Monutnka

= [okasaTe KATEropHH

By 5f72eb86-3b46-43..
Mcnonbaosaqme kamepsl PaspeweHo
03.04.202412:20 1

——
03.04.202473:M

PucyHok 38

[na pefaKkTVpOBaHMA AaHHbIX MOAUTUKM HEODXOAMMO HaxaTb Ha 3Ha4yoK #
«PepaktnpoBaTh» (cM. PrucyHok 38 [3]) 1 BHECTM HEODXO4MMble USMEHEHMA B C/ieaytolime
nons:

— «HanmeHoBaHMe»;

— «KommeHTapumn».

2.1.5.1. Bknaaka «[l1pasuna»

Bo BkiagKke «[paBuaa» oTobpaXkaeTcs CMCOK Npasu, 40D6aBAEHHbIX B NOJUTUKY,
C YKasaHMEM UX KaTeropum u cogepskaHma. MHbopmaums oTobparkaeTca B Caedyrowmx
ctonbuax (PucyHok 39):

— «[lpaBuia» — Ha3BaHMe NPaBUNa;

— «CopeprkaHue npasuna» — KpaTkaa MHGopmMmaLma No npasuiam, 40OaBAEHHbIM
B MOJIUTUKY.

[na oTobparkeHMa KaTeropum npaBua  HEeoBXOAMMO HaxKaTb KHOMKY
«MoKa3aTb KaTeropum» (PucyHok 39).
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g.a MYNETHUTEHAHT MOHWUTOPHHI YMNPABNEHWE AOMWHHUCTPUPOBAHWE @ HaTanus Weaxosa (i.ivanova...

YCTPONCTBA NONMb30BATENK NONNTHUKK CUEHAPKWK ARG MPUNOXEHWA BMTPWHbBI CBA3KM KIIHEA

O6HoBNeHWe penusa  / DLZAES o]

MonuTtuka = [loKa3aTe KATETOPUK

Iy 5f72eb96-3b46-43

Wenoneaosadue Kamepol Paspeue-io
03.04.2024172:20
03.04.202413M

ELUGCCNE-N  PEOAKTUPOBATE MPABUNA CO30ATb NONUTUKY HA OCHOBE CYILEECTBYIOLEA

PucyHok 39

[lna npocMmoTpa MHPOPMALIMN O KaXKA0W KaTeropmm npasua HEOOBXOAMMO HaxKaTb
3Hayok P B cTpoke c KaTeropueit (PucyHok 40 [1]), B pe3ynbTaTe 4ero otobpaswTca
nepeyeHb NPaBu, BXOAALLMX B JAHHYIO KaTeropuio.

[na nepexoda K CMWCKY MNpaBua HEOBXOAMMO HaxaTb KHOMKYy — «[lokasaTb
cnucok» (PucyHok 40 [2]).

g; MYNBTUTEHAHT MOHWTOPKHHI YNPABNEHWE AOMWHUCTPUPOBAHWUE @ Hartanwua KMeaxoea (i.ivanova...

YCTPOWCTBA NMONb30BATENK NONUTHKKA CLIEHAPHUA DANANBI MPUNOXEHWMA BUTPHHbBI CBA3KM KJIOYEA

O6HoBnNeHWe pennsa 7 LRAEIUIR I EVTITIE)

MNonutkka ~ = [oka3aTs CIMCOK
My 5f72eb96-3b46-43...
b =l rpaHuyeHWe QocTyna 1wz 14: Kamepa: Pazpewexo I
03.04.202412:20 2
03.04.202413:7 1

EIVCEN S PENAKTUPOBATL MPABMNA | CO3OATH NOMUTHUKY HA OCHOBE CYLUECTBYIOLLENA

PucyHok 40

Habop npasun NOAUTUKKM NOANEXKMUT pedakTMpoBaHMIo. lNpouecc peaakTMpoBaHma
npuseneH 8 n. 2.4.5.

2.1.5.2. Brknaaka «['pynnbi»

Bo BKiaake «[pynnbi» oTobparkatoTca rpynnbl AeNCTBMA NOAUTUK (CMMUCKKM rpynn
YCTPOMCTB M rpynn No/ab3oBaTenen), Ha KOTopble Ha3HavyeHa NoanTuKa (PucyHok 41 [1]).

[na penakTMpoOBaHWMA CAMCKA [pynn YCTPOWCTB WMAW Tpynn MNoJib30BaTenemn
HeobXxoAMMO HaxKaTb KHOMKY «PegaktupoBaTb rpynnbi» (PucyHok 41 [2]) wn panee
BbIMO/IHUTbL AENCTBUA, ONMUCaHHble B Nn. 2.4.6.1 un. 2.4.7.1.
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ea MYNbTUTEHAHT MOHUTOPUHI YMPABNEHUE AOMWHUCTPUPOBAHWE @ Hatanws Meaxoea (i.ivanova...

YCTPOWCTBA NONB30BATENK NONUTHUKK CUEHAPHK ®AANBI NPHUNOXEHWUA BWUTPHHbBI CBA3KMW K/MIOYER

O6HoBNEeHWe penusa /' MPABANA  TPYMIbl

NonnTuka ~ Fpynnei QeNCTBMA NONUTUKK
Ity 5i72eb96-3b46-43..

03.04.2024 12:2(
030420241220 P 2 03.04.202414:26
03.04.2024 13:11 s

I CTpok Ha cTpaHdue: 25 w 1-2ua2

swcron | T (— 2
PucyHok 41

MHbOopMaLma o rpynnax, Ha KOTOpble pPacnpoCTPaHAeTCA AENCTBME MOAUTUKM,
oTobparkaeTcs B cTonbuax, npmBeaeHHbIx B Tabanue (Tabamua 21).

Tabnuua 21

MNapameTp OnucaHue
Mpynna — Ha3BaHMe rpynnbl YCTPOMCTB UAM TPYNMbl NO/b30BaTENEN, Ha
KOTOpble Ha3HauYeHa JaHHan NoAuTUKa (NpeacTasaseT coboin
aKTMBHYIO CCbISIKY, NMPU HaXKaTUM Ha KOTOPYIO OCYLLEeCTBASeTCA
nepexo, B KapTOUKy rpynmbl);
— KOMMEHTapUI - AONOAHUTENbHAnA MHPOPMALMA (3aN0NHSAETCA NpK
HeobxoAMMOCTH)

Tnn Twun rpynnoi:

— == — [pynna nonb3oBaTteneu;

_0-— [pynna ycTpomncTs

[laTta Ha3zHadeHua | [laTa v BpemAa Ha3HaYeHUA NOAUTUKMU

2.1.6. Pabota c KapTo4koM opnanH-cLeHapma

B KapTouke odnalH-cueHapus OTobparkatoTca MapameTpbl, 3afaHHble npu
Co34aHuUK cueHapua (cobbiTue, peakumsa, HAMMEHOBaAHME, KOMMEHTAPUIA), @ TaKKe rpynnbl
YCTPOWCTB 1 NONb30BaTENEN, HAa KOTOPbIE CLUEHAPUIA Ha3HAYEeH.

[ns nNpocmMoTpa KapTOYKkM cuUeHapua HeobXoAMMO BbINOAHUTL Caeayloline
NencTens:

— nepenTn B nogpasaen «CueHapum» pasgena «YnpasaeHue»;

— HakaTb Ha Ha3BaHMe odalH-CLEeHapuA.

B pe3ynbTaTe OTKPOETCS KapToyka odaalH-cueHapusa, uHTepdelnc KoTopom
BK/IOYAET:

— obuwyto MHPopmauuio o6 odnalH-cueHapum (PucyHok 42 [1]), cocTosiwyto m3
napameTpoB, NpuBeaeHHbIX B Tabanue (Tabanua 22);
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Tabnuua 22
MNapameTp OnuncaHue
HasBaHue HasBaHuMe opnaH-cueHapus
ID NaoeHTnduKaTop opnalH-cueHapma, KOTOPbIN MOXKHO CKOMMPOBATb,
Haas KHonky D) «KonuposaTs id cuerapus 8 Gydep obmeHa»
CobbiTne [locTynHble 3HavyeHMA npueeaeHbl B Tabanue (Tabamua 39)

ID meTOK BXO4a

BHUMAHMWE! JaHHoe none oTobparkaeTca, ecnm BbibpaHbl COObITUA
«HaxoxaeHune Ha TeppuTopumn, onpeaensemon NFC-meTkammn».
YHWKaNbHble NAEHTUGUKATOPLI METOK BXOAa

ID meTOK BbIXO4a

BHUMAHMWE! avHoe none otobparkaeTca, ecnm BbibpaHbl COObITUSA
«HaxoxaeHune Ha Tepputopumn, onpeaensemon NFC-meTkammn».
YHUKanbHble NAEHTUOUKATOPLI METOK BbIXOAa

BSSID BHUMAHMWE! avHoe none otobparkaeTcs, ecim BbibpaHbl COObITUSA
«HaxosxkaeHue B8 3o0He WLAN»/«BHe 30HbI aenctema WLAN»

MNepuopg, BHMUMAHMWE! NaHHoe none oTobparkaeTcs, ecam BbibpaHa peakums
«3apaTb Nepunoa oTnpaBKK cobbITUM Be3onacHOCTU», NMbOo cobbiThe
«OTCyTCTBME CBA3M C CEPBEPOM»

Peakuma JlocTynHble 3Ha4YeHnsa npusedeHsl B Tabanue (Tabamua 39)

Co3aaHo [laTta n Bpema co3gaHua obnanH-cLueHapmsa

KommeHTapui [ononHutenbHaa nHbopmauma (3anonHAeTcA Npy HeobXxoaAMMOCTH)

— CMWUCOK rpynn yCTPOMCTB M rPynn No/ib3oBaTenen, Ha KOTopble Ha3HaYeH AaHHbIN
odbnanH-cueHapui (PucyHok 42 [2]).

ga MYNETHTEHAHT MOHWUTOPUHI YNPABNEHWE AOMWHWUCTPUPOBAHWE @ Hatanua Meaxoea (i.ivanova...
YCTPONCTBA MON630BATENW MONMTHKIA CLIEHAPWUK OANNBI MPUNOXEHWA BHUTPUHbBI CBA3KM KITKOHYEN
O® no Camape SRl
Cuenapui ~ Fpynnbl GERCTBUA CUEHapUa
[} 9c7aB0B85-c633-4d..
HaxoxaeHue Ha TEPPWT... T na n .
Camapa - 03.04.202414:32
3anpeTuTs MCNOoNL30BA... I hd
NM.10.202308:46 [rem— 1 CTpok Ha cTpanuye: 25 - T-duzd
2
3AKPLITL YOANKUTE
PucyHok 42
B paboueit 06n1acTn, B CNMcKe rpynn yCTPOMCTB 1 Fpynn No/b30BaTeNeln, Ha KoTopble
Ha3Ha4YeH [AaHHbIM  odpnanH-cueHapun, uHGopMauma oTobparkaeTcs B cTonbuax,

npuBeaeHHbIX B Tabanue (Tabanua 23).
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Tabnuua 23

MNapameTp OnuncaHue
Mpynna — Ha3BaHWe rpynmnbl YCTPOMCTB UAK FPYNMbl NOAb30BaTeNEN
(npeacTaBnaeT cOBOM aKTUBHYLO CCbIMIKY, NPU HaXKaTUM Ha KOTOPYHO
OCYLLECTBASAETCA NEPEXO/, B KAPTOUKY rpynn YCTPOMCTB WA Tpynn
nonb3oBaTenen);
— KOMMEHTapuit - 4ONOAHUTENbHAA MHPOPMaLMA (3anoNHAETCS
npu HeobxoaMMOCTH)
Twnn Tun rpynnobi:
S rpynna yCTPpOWCTB;
— eww— TPyMMa nosb3osaTtenei
[aTta Ha3HayeHns |[laTa 1 Bpemsa HazHayeHua odpnanH-cueHapua Ha rpynny

2.2. Nopapasaen «YcTponcTea»

Moppasnen «Ycrponctea» KoHconm agmuHucTpatopa 1Y npeaHasHayeH Ans
PaboTbl CO CMMCKOM YCTPOMCTB/rpynn yCTPONCTB.

[na nepexoda B noapasaen Heobxoaumo BbibpaTb B BepxHeM MaHenu pasgen
«YnpaBneHue», noapasaen «Yctpomctesa». B pesynbTtate B paboyeit obnactn otobpasntca
CNMCOK ycTponcTs/rpynn ycTponcts (PucyHok 43 [2]).

MPUMEYAHUE. [ns oTobpakeHMA rpynnbl YCTPOWCTB Heobxoaumo B obnactu
dunbTpoB BbIOGPaTL «IMomck no rpynnam» (PucyHok 43 [1]).

ga MYNBTUTEHAHT MOHWTOPHUHI YTMPABNEHWE AOMWHWCTPUPOBAHWE @ HaTtanus WMieaHoea (i.ivanova...
YCTPOWCTBA MONb30BATENK MONMTHUKK CLEEHAPHK SARNTBI MPHUNOXEHWMA BHUTPHUHEI CBA3KM KJTHOHEN
Alomck no rpynnam ; AOBABHTbL ~ MPUTTIALIEHWSA
@® [(owck no ycTpolcTBaM YcTpoiicTea AKCMOPT
+ HoBbii duneTp v
ME| 166372632795376
= ®@INOITE VIEI186372622795276 @ 03.04.2024 01 —
HaBopobl ¢unsTpos ~ Ty —
- @ YeTpoitet VIEI 482914807414773 @ 0304202407 —
2 — .
_ & Verpodier ME| 119498218076879 @ 0304202401 _
Crpok Ha cTpaHuug: 25 - 1-25 us 376578 >
PucyHok 43

MPUMEYAHMUE. ApxmBHble yCTPOMCTBA OTODParKatoTCA B CMMCKE YCTPOMCTB TONbKO B
C/ly4ae, eCv BKAOYEHA COOTBETCTBYHOLWAA HacTponKka (n. 4.1.3).

B pabouelt obnactm noapasgena «YCTponcTea» MHPopmaumsa o6 ycTpomncTBax
oTobparkaeTcs B cTonbuax, npuseaeHHbIX B Tabaumue (cm. Tabanua 11), a npu oTcyTCTBUM
nob6aBneHHbIX 06 yCTPOMCTBAX WMAWM TPYMM YCTPOMCTB oTobparxkaeTrca coobuleHne «Het
AaHHbIX.
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Mpn Bbibope B 06nactm dunbTpoB «llomck no rpynnam» (PucyHok 44 [1])
MHbOpMaUMA O rpynnax YyCTponcTB B pabouert obnactm otobparkaerca B cTonbuax
(PucyHoK 44 [2]), npuBeaeHHbIX B Tabauue (Tabnuua 24).

sa MYNBTUTEHAHT MOHWUTOPWUHI YMPABNEHME AOMWHWUCTPUPOBAHUE @ HaTanwa leaHoea (i.ivanova...

YCTPOWMCTBA MONb30BATENM NoONUTHUKK CUEHAPUIA DAANBI NPHUNOXEHWA BUTPUHBI CBA3KW KNIIOYER

@ TMowuck no rpynnam = 4

Mowck No ycTpoicTeam pynnbl yeTponcTe
+ HoBbli duneTp v
2 — D Moynna ycTpoicTs: ocHosaHue ocsoboauTe (Of.. 1 03.04.2024
HaGopel ¢punstpos v
[} import_device Apr 3 16:08:52 — 1 03.04.2024 _
CTpok Ha cTpaHuue: 25 w 1-25% w3 Gonee vewm 25 >
PucyHok 44
MPUMEYAHUE. 3HayeHMA cTonbuoB moryT 6biTb OTCOPTUPOBAHDI: OT CTapbIX K
HOBbIM, OT HOBbIX K CTapblIM.
Tabnunua 24
MNapameTp OnucaHue
Tun Tun rpynnsl yctpoicts (Mpunoxkerue 1)
lpynna yCTPOWCTB |— Ha3BaHWe Trpynmnbl YCTPOMCTB (npeacTtaBnaeT cobor aKTUBHYIO

CCbINIKY, MPU HaXKaTUW Ha KOTOPYK OCYLLECTBAAETCA Nepexos B
KapTO4Ky rpynnbl YCTPOWMCTB);
— KOMMEHTapui - A0NONHUTENbHAA MHPOPMaLMA (3anonHAeTcs npu

Heobxo4MMOCTH)
MpuHUMA 3Ha4yeHmA, N0 KOTOPOMY YCTpOICTBa OblM A06aBAEHbI B rpymnmny
nobasneHus
YcTpoiicTBa KonmyecTBo yCTPOMCTB, NPMBA3AHHbIX K rpynne
O6HoBNEHO MapameTp COPTMPOBKM MO AaTe 0OHOBAEHMA NOAUTUKM

B KoHconn agmuHucTpaTopa [1Y npeaycmoTpeHa BO3MOXKHOCTb Ao6aBaeHus
YCTPOMCTB WUAM FPYNM YCTPONCTB OAHUM U3 CAeayroLmMx cnocoboB:

— BPYYHYIO B cooTBeTCcTBMM CN. 2.2.1.11n 2.2.2;

— c nomoulbto CSV-darna B coorBeTcTBUmM c n. 2.2.3;

— C NOMOLULbO MPUrNALLIEHNA Ha CaMOCTOATE/NIbHYHO PErnmcTpaumio yCTPOMCTBA B
cooTBeTCcTBMM c nNn. 2.2.1.2.
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2.2.1. [dobaBneHue ycTpoictaa B 1Y
2.2.1.1. JobaBneHune yCTPONCTBA BPYYHYIO

Ons pobaBneHua yCTPOMCTBA BPYYHYHO HEOBXOAMMO BbINOAHUTL CAeaytoLline
NencTBus:

— nepenTu B Nnoapasaen «YCTponcTsa» pasaena «YnpaBaeHune»;

— HakaTb KHOMKY «[J06aBUTbY;

— B PACKPbIBAKOLWIEMCA CNUCKe BbIOpaTb NyHKT «J/lobaBUTb YCTPOMCTBO»
(PrncyHoK 45);

ga MYNbTUTEHAHT MOHWTOPHWHI YNPABNEHWE AOMWHWCTPHMPOBAHWUE @ Hatanua Meaxosa (iivanova...
YCTPOWCTBA NMONB30BATENA NOMUTHUKK CLIEHAPHK DAANBI MPUNOAXEHWA BHUTPHUHbI CBA3KK KITIOYER
Momck no rpyrnam DOBABUTb ~ NPUFNALLEHWA
@® Mowck no yeTpoiicTaam NobaeuTh yeTpoiicTao W
HNoBaBrTb CTETUHMECKYH rpynny
+ Hosbif puneTp h NoBaeuTh AMHAMMHECKYID TRYIMY
net MAC 52:54-00:de-{5:20 01042024 13 01.04.2024 13
NobBaeuTb M3 CSV ' '
HaBopw ¢puneTpoe v N I e
LoBaente npurnawenie [54830550628806 01.04202412..  01.04.202412
Crpok Ha cTpanuue: 25 w» 1-25 u= 376557 >
PucyHok 45

— B OTKpbIBWEMCA OKHe (PucyHOK 46) 3anonHWUTL Nonsa, npuBeaeHHble B Tabauue
(Tabnunua 25).

MPUMEYAHMUE. Ons oTobpaxeHua nonen «IMEl», «CepuitHbln Homep», «Ethernet
MAC», « WLAN MAC» HeobxoAMMO yCTaHOBUTb rasIouKy B YeKOOKce HanpoTmBe Tpebyemoro
napameTpa. ocne BBOAA 3HayeHMA HEODXOAMMO HaxKaTb Enter Ha KnaBuaType M npu
HeobxoaumocTn 006aBuTb BTOpoM aAna nonen «IMEl», «Ethernet MAC», « WLAN MAC».
Ecan HeobxoAMMO yaannTb NapameTp, TO HaXKaTb Ha 3HAYOK = CrMpaBa OT 3HaYeHMs, a ANA
MO/IHOM OYMCTKM HaXKaTb Ha 3HAYOK & « OYUCTUTLY B MPABOM KOHLLE NOAS;

— nocsie BBOAA 3HAaYEHUIM HEODXOAMMO NOATBEPANTL IMOO OTMEHUTL AEUCTBUA.

Mpu ycnewHom aobaBneHnMM YCTPOWCTBA OTOOPA3UTCA  COOTBETCTBYIOLLEE
cooblleHne 1 OTKPOETCA KapTouka AobaBaeHHOoro ycTponcTtaa (n. 2.1.1).
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ga MYNbTUTEHAHT MOHWUTOPWUHT YMPABMEHWME AOMWHUCTPUPOBAHWE @ Hatanua MeaHoBa (i.ivanova..

YCTPOWCTBA NONb30BATENM NOAUTHUKK CUEHAPMM NPHUNOXEHKWA BUTPUHBI CBA3KM KNIOYEN

< CozpgaHue YCTPOICTBa BPYUHYIO

IMEI CepuiiHbii Homep Ethernet MAC WLAN MAC

(D) PexomerayeTes 3aNONHKTH BCE CYLLECTBYIOULAE UABHTUBMKATOPS, 3TO
YMEHBLIWT PUCK CO3AaHMA OyBNMKaTOR YCTPOMCTBA.

LocTynHele nnatdopMel

Appopa Android Linux
OTMEHA
PucyHok 46
Tabnuua 25
MNapameTp 3HaYeHuA OnucaHuve
IMEI BBecTn mexayHapoaHbIn MPUMEYAHUE. Echm Ha
NAeHTUPMKATOP MOBMABHOTO YCTPOMCTBAxX NoA ynpasaeHnem
obopyaoBaHmsA. OC Aspopa none IMEI He
BBOA 3HaYeHMA C KNaBMaTypbl. 3aM0/IHEHO, TO MOC/1e YCNeLWHOoM

Konunyectso cumonoB — 15 undp. |aktmeaumm 3HaveHune IMEI
NMPUMEYAHUE. Ecnm ycTpoicTBO  |0TODPA3UTCS B KapTouke
noaaepkmnsaeT paboTy 2 SIM-KapT, |yCTPOMCTBa aBTOMAaTHUYECKHU
B NO/e AOMyCKaeTcs BBOA, Nt0HOro
13 2 3HavyeHumn IMEI

CepuitHbiin BBecTn cepuinHbIM HOMED,
HOMep KOTOPbIM MPUCBOEH YCTPOMUCTBY
npounssogutenem. Moxet
coaepatb oT 1 A0 20 CMMBOJI0OB.
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MNapameTp 3Ha4yeHuA OnucaHune
Ethernet MAC |Beecth  MAC-agpec  Ethernet
YCTPOMCTBA, KOTOPbIN COCTOUT M3 6
nap CMMBOJIOB,  Pa3fe/fieHHbIX

ABOETOUYMEM

WLAN MAC Beectn MAC-agpec WLAN NMPUMEYAHMUE. Ecam Ha ycTpomcTee
yCTPOMCTBA. noa ynpasneHnem OC Aspopa
BBoA 3Ha4YeHMA C K1aBmnaTypsbl. none MAC WLAN He 3anosHeHO, TO
Konnyectso cMmBO/IOB — 6 Nap nocae ycnewHom akTMBaLmm
CMMBO/10B, Pa3ae/ieHHbIX 3HaveHne MAC WLAN otobpasuTca
NBOETOYMEM), HANPUMEp: B KApPTO4YKe YCTPOMCTBA
«00:22:00:00:20:00» aBTOMATUYECKM

Mnatdopma BHUMAHME! Mpun Bbibope Mone ob6a3aTenbHO AN

nnaTPopmMbl HEOHXOAMMO BbIOPATHL |3aNONHEHNS
«ABpopa» T.K. OC Android, a Take
OC cemencTBa Linux, B KOMNAEKT
NOCTaBKM He BXOAAT

Mogaenb Bbibop Moaenm ycTporncTea 13 [MonHoe Ha3BaHMe TMMNa YCTPOMCTB
yCTpOMCTBa PACKPbIBAOLWLETrOCA CMUCKA 3aBUCUT OT MOAENN YCTPOMCTBA
KommeHTapuin | BBOA 3HaYeHMA C KNaBuaTypbl. [Mone He aBnaeTca 0bA3aTeNbHbIM
MaKkcnumanbHaa ganHa — 512 ANA 3aM0/IHEHMA
CMMBONOB

2.2.1.2. [lobaBneHue n akTMBaLMA yCTPOMCTBa B 1Y ¢ MOMOLLbIO NPUrAalLIeHna Ha
CaMOCTOATE/IbHYHO pPermcTpaLmio

C NOMOLLIbHO NPUrAALLIEHNSA BOSMOYXKHO aBTOMATUYECKM A0DAaBUTb YCTPOMCTBO B 1Y 1
aKTMBMPOBATb ero.

BHAMAHUE! [na ycnewHoro npoxoxAeHua npouecca Heobxoaumo, 4ToObl
YCTPOMCTBO He bbln0 406aBNEHO M aKTMBMPOBAHO B Y.

[Ona pobaBneHna W aKTMBaUMM ycTpoinctea B 1Y HeobXoAMMO BbIMOAHUTb
cneayrouime AencTemns:

— C03/4aTb NpUrNallieHmne Ha CaMOoCTOATEbHYIO PermcTpaLmto yctporcTaa (n. 2.2.4);

— YCTaHOBWUTb NPUAOKeHMEe «ABpopa LIeHTp» Ha yCcTpOMCTBE, ONMCaHMe KOTOPOro
npmeedeHo B JAOKyYMeHTe «PyKOBOACTBO Mo/sib3oBaTend. Yactb /7. [lpuioxKeHue
«ABpopa LUeHTp» ana onepaumoHHon cuctembl ABpopa» AAMI.20134-01 90 01-7;

— He nepeuMMeHOoBbIBas npurnawexHuns (bann [O0MKEeH WMMeTb  Ha3BaHue
invite.json), paamectuTb JSSON-pann Ha yCTPOMCTBO: /etc/emm/ .

[anee Ha ycTtpornctee ¢ OC ABpopa 3anycTuTb npuaoxkeHune «Aspopa LeHTp» u
[0XAaTbCA 3aBEPLIEHNA Npouecca aBToA00aBNIEHNA M aBTOAKTMBALUMM YCTPOMCTBA.

B pe3ynbTaTe ycTponcTBo byaeTt A0H6aBNEHO M akTUBMPOBaHO B Y.
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2.2.2. [dobaBneHue rpynnbl YCTPONCTB BPYYHYHO

Mpwn nobaBneHUM rPyNMbl YCTPONCTB B PYYHYHO AOCTYMHO:
— pobaBneHne CTaTUYecKom rpynnbl yCTponcTs (nn. 2.2.2.1);
— pobaBneHne AMHaMMYecKom rpynnbl yctponcets (nn. 2.2.2.2).

2.2.2.1. [1obaBneHue cTaTM4YeCcKoM rpynnbl YCTPOMNCTB

NMPUMEYAHUE. CoctaB npaBua CTaTUYeCKOM rpynnbl AAMWUHUCTPATOP MOXKET
PeaaKTMPOBATb BPYYHYIO.

[Ona pobaBneHWs CTaTMYECKOM rpynnbl HEOOXOAMMO BbINOAHUTL Chaeaytolimne
NencTBus:

— nepenTn B Noapasaen «YCTpomncTea» pasgena «YnpaBaeHue»;

— HakaTb KHOMKY «[106aBUTbY;

— B PacKpbIBAOWEMCA CNUCKe BbliOpaTb NMYHKT «/10H6aBUTb CTAaTUYECKYO Tpynny»
(cm. PucyHok 45);

— B OTKpbIBWEMCSA OKHe (PucyHOK 47) 3anonHWTb Nons, npueeaeHHble B Tabauue
(Tabnnua 26);

— noATBeEpAUTb NMOO OTMEHUTL AEUCTBUS.

B pesynbTate ycnewHoro AobaBneHma CcTaTMYecKoM rpynnbl  oTobpasmTca
COOTBETCTBYHOLLEE COObLIEHME N OTKPOETCA KapToyka AobasneHHOM rpynnbl (n. 2.1.2).

Tabnuua 26
MNapameTpsl OnucaHue
Mma rpynnsbi BBoA 3HaueHuA ¢ KnaBmatypbl. [one 06A3aTenbHO 414 3aN0AHEHMA.

Ha3BaHwWe rpynnbl YCTPONCTB A0KHO ObITb YHUKANbHbIM
KommeHTapuin |BBoA 3Ha4YeHUA € KnaBmaTypbl. MakcMmanbHas aanmHa — 512 cMmMBOIOB.
Mone c 4ONOAHUTENbHON MHDOPMaLMEN He sBnAeTcA 06A3aTeNbHbIM
ONA 3aMN0NHEHNA

ga MYNBETUTEHAHT MOHWTOPWUHI YNPABNEHWE AOMWHWCTPUPOBAHWME @ Hatanws KMeaxosa (i.ivanova...

YCTPOWCTBA MONB30BATENM MONUTHEKK CLIEHAPHMK DAASBI NMPHUNOXEHWA BUTPWHEI CBA3KM KJTKOHEN

< CosgaHue CTaTUYECKOMH rpynnbl YCTPOMCTE

OTMEHA

PucyHok 47



64
AOMT.20134-01 90 01-3

2.2.2.2. JobaBneHne AMHaMNUYECKOWN rpynnbl YCTPOMCTB

[InHammnyeckaa rpynna yCTPOMCTB — 3TO rpynna ¢ 3aA4aHHbIMK YCNOBUAMMKM, Mpw
cobNtoAEHNN KOTOPbIX YCTPOMCTBA NOMaAatoT B rpynny aBTOMaTUYECKM.

NMPUMEYAHMUE. Henb3a co3aaTb HECKONBKO AMHAMWYECKMX TPYNM C OANHAKOBbLIMM
ycnosmamu. B cnyyae nonbiTKM co3daHua eule 1 AMHamMYeckon rpynnbl oTobpasmTcs
coobuieHne o6 owunbkre. Takyt rpynmny HEBO3MOXHO YAanuUTb (KHOMKa «YAanuTb»
HeaKTMBHA).

[na pnobaBneHma AMHAMMUYECKOM Tpynnbl HeOBXOAMMO BbIMONHUTL Cleaytolime
NencTBus:

— nepenTn B Nnoapasaen «YCcTponcTea» pasaena «YnpasaeHue;

— HaXkaTb KHOMKY «[106aBUTbY;

— B PACKPbIBAOLWEMCHA CMUCKE BblIOPaTb NYHKT «/[106aBUTb AMHAMUYECKYIO TPYMMY»
(cm. PucyHok 45);

— B OTKpbIBLIEMCA OKHE (PucyHOK 48 [1]) 3anonHUTb NoNs, NpuBeAeHHbIe B TabanLe
(cm. Tabnunua 26);

— 337aTb 3HAYeHMA NapamMeTpoB, nNpuBedeHHbIX B Tabauue (Tabauua 27) no
KOTOpPbIM yCTpoKcTBa byayT Aob6aBneHbl B AnHaMmmn4yeckyto rpynny (PucyHok 48 [2]);

— NoATBEPAUTb MO0 OTMEHUTL AENCTBMUA.

B pe3ynbTaTe ycnewHoro co3aaHnsa AMHaMMYeCcKoM rpynmnbl yCTPOMCTB 0Tobpa3mnTca
COOTBETCTBYlOLLEE COOOLIEHNE M OTKPOETCA KapToyka AobasneHHoW rpynnbl (n. 2.1.2),
KoTopana byaeT BKAOYaTb BCE YCTPOMCTBA, YA0BNAETBOPAOLINE 3aaHHOMY KPUTEPUIO.

ga MYNbTUTEHAHT MOHUTOPUHI YMPABNEHWE AOMUHWUCTPUPOBAHWE @ alexey lebedev (a.lebedev@...

YCTPOWCTBA NMONbL30OBATENN NONMUTUKKU CUEHAPHWK DAMNBI MPUNOXEHNA BUTPUHbI CBAZKM KNOYEN

< Co3paHue AMHAMWYEeCKOW rpynnbl YCTPOUCTE

MpwHuMn go6asneHua B rpynny

(O] Cratyc ycTpoiicTea Mopens ycTpoicTBa

Mnatdopma ycTpolcTEa Twun ycTpolcTea

Obbem onepaTMBHON
O6bem KeCTKUX OUCKOB

namaTu
Konnyectso CeTeBoe uma
NpPOoLEeCccopHsIX 94ep KOMMbOTEPE
Pe3ynbTaT BhINCIHEHWA

cCKpunTa

IP-agpec ycTpoicTea

OTMEHA

PucyHok 52
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Tabnnua 27

MNapameTp

3HayeHue

CTtaTyc yCcTpoMCTBa

Bbibop 3HaYeHMA M3 PAaCKPbIBAKOLLErOCA CNUCKA:

— «AKTUBMPOBAHHbIE» - B AUHAMUYECKYIO rpynny
OyayT aBTOMATMYECKM NonadaTh BCE
aKTMBMPOBAHHbIE YCTPOMCTBA;

— «He aKTMBMpPOBAHHbIE» - B ANHAMUYECKYIO rpynmny
OyayT nonaaaTb BCE HE aKTMBMPOBAHHbIE
YyCTPOMCTBA

Mnatdopma ycTponcTaa

BHUMAHMWE! Mpu BbibOpe nnaTtdopMmbl
Heobxoanmo BbibpaTb «ABpopa» T.K. OC Android, a
Takke OC cemencTBa Linux, B KOMMNAEKT NOCTaBKM
He BXOAAT

Ob6beM KeCTKMX ANCKOB.
NMPUMEYAHUE! NaHHbIn napameTp
akTyaneH ana ycrpomncts OC
cemencrtsa Linux

BHUMAHMUE! OC cemeinctsa Linux, B KOMOAEKT
MOCTaBKM HE BXOAMUT

KonunyecTBo NpoLLEeCcCOpHbIX A4ep.
BHUMAHMUE! JaHHbin napameTp
akTyaneH ana ycrpomncts OC
cemencrtsa Linux

BHUMAHMUE! OC cemeinctsa Linux, B KOMOAEKT
NOCTaBKWN HE BXOAUT

Pe3ynbTaT BbINONHEHMA CKPMNTA.
BHUMAHMUE! NaHHbin napameTp
akTyaneH ana ycrponcts OC Android
n OC cemencTsa Linux

BHUMAHMUE! OC Android, a Takxke OC cemencTsa
Linux, B KOMM/IEKT NOCTaBKM He BXOAAT

Moaenb ycTpoicTea

Bbl6Op YyCTPOMCTBA M3 PACKPbIBAOLLETOCA CMMCKA.
BHMMAHME! Heobxoammo BbibpaTh YCTPOMCTBA C
OC Aspopa

Tun ycTponcTea

Bbi6op TMMNa yCTPOMCTBA M3 PAaCKPbIBAKOLLETOCH
CnucKa:

— [lnaHwerT;

— KIK;

— CmapTdoH;

— HensBecTHbIN TUN YCTPOMCTBA;

— MK

BHUMAHUE! OC Android, a Ttakxke OC cemeincTsa
Linux, B KOMNIEKT NOCTaBKM He BXOAAT

Obbem onepaTMBHOM NAMATK.
BHUMAHMUE! NaHHbIn napameTp
aKTyaneH Ana yCTpomncTB

OC cemenmctsa Linux

BHUMAHMUE! OC cemencTBa Linux, B KOMNAEKT
NOCTaBKMN HE BXOAUT
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MapameTtp 3Ha4yeHue
CeTeBOe MMA KOMMbOTEPA. BHUMAHME! OC cemencTsa Linux, B KOMMOIEKT
BHUMAHMUE! JaHHbIn napameTp NMOCTaBKM HE BXOAMNT

akTyaneH ana ycrpomncts OC
cemencTsa Linux

IP-agpec ycTpomncTea YKa3aTb MHTepBan |IP-agpecos:

— «HavanbHbIN agpecy;

— «KOHeYHbIN agpecy.

NMPUMEYAHUE. KoHeuHbIn aapec He BKAOYaeTCA B
NHTEpBa

2.2.3. [1lobaBneHue yCTPOMCTB UM TPYNMbl YCTPOUCTB € NomoLLbto CSV-panna

[NobasneHne n obHOBNEHME YCTPOMCTB UAKM TPYNN YCTPOMCTB, a TaKKe NpuBA3Ka
YCTPOMCTB K rpynne B KoHconu agmuHucTpatopa Y MOMKeT BbIMOAHATLCA C MOMOLLbBHO
NoAroTOBAEHHOro wWabnoHa MMNopTa YCTPOMCTB, KOTOPbIM MNpeaocTaBAseTca B BuAe
CSV-¢panna.

2.2.3.1. WabnoH CSV-dpainna

CSV-¢dain BO3MOMKHO CO34aTb BPYYHYH MM CKadyaTb M 3aNOAHUTL WabioH.

[ns 3arpy3kun wabnoHa CSV-dpaiina HeobxoaAnMMO BbINONHUTL CAeaytoLline AeUCTBUA:

— nepeunTn B noapasaen «YCTponcTea» pasaena «YnpasieHne;

— Ha)KaTb KHOMKY «/106aBUTbY;

— B pacKpbiBalOWEMCa Cnucke BblbpaTb  NyHKT  «[obaButb 13 CSV»
(cm. PucyHok 45);

— B OTKPbIBLWEMCH OKHe HaaTb «LLlaBnoH .CSV ¥» (PucyHok 48), B pesysibTaTe yero
wabnoH damna gna mmnopta Oyaet BbIrpy)keH Ha IBM. TpeboBaHWA K 3aMONHEHMIO
CSV-dpannos npuseaeHsl B Tabanue (Tabnamua 28).

MmnopT ycTpoicTs U3 paina CSV
Mms uMnopTupyemoro Galna .csv. —
Pazmep menee 400 Mb — 3aronoBkU cTONBLOB — Moprotoeka ¢aina ana umnopta 3
Koowpoeka UTF-8 — CTpoku — HacTtpoiku umnopta Ha 1 ware (3
Qopmat CSV — Bcero owmbok — Labnon .CSV &,
Ocobble yCNoBUA UMNOPTUPOBAHUA
Ecnu owmbkm B pacnoaHasaHum MpexpaTuTb MMMOPT M BEpHYTL baiin c onucaHvem ownbok v | (@)
Ecnu HanoxeHWe 3anvcen MrHopupoBaTh HOBYIO 3anMCch, OCTaBWTb cTapylo v |
MMnopT ycTpoCTB B rpynny ABTOMaTHUYECKM CO3AaTH HOBYIO FPYNMY C BpeMeHeM 1 aaToi uvnopta + | O
BbibepuTe MNK nepeTaluTe B 3TO OKHO
3aMOMHEHHBIN dakn ¢ YCTPOUCTBaMU
3ATPY3WTb GAAN
3AKPBITb

PucyHok 48
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Mpumep 3anonHeHHoro CSV-panna:
GROUP, IMET, IMET, SN, ETHERNET MAC, WLAN MAC,MODEL CODE, PLATFORM, COMMENT, STRATEGY
I'pynna 1,352132035783492,, 6abcdgl,, ,MIG C55,AURORA, KommeHnT 1
I'pynna 2,350408012241197,,4gghdb6,, ,MIG C55,AURORA, KoMMeHT 2

TakKe BO3MOXHO 3anonHnTb CSV-dann B TabnnyHom sunae (PrucyHok 49).

MNpumep:
GROUP IMEI IMEI SN ETHERNET_MAC WLAN_MAC MODEL_CODE PLATFORM COMMENT STRATEGY|
fpynnal 352132035783492 6abcdgl MIG C55 AURORA  Komment 1
fpynna 2 350408012241197 4gghdbb MIG C55 AURORA Komment 2

PncyHok 49

MPUMEYAHUE. Mpn Bonblumx 3HaYeHuax yncen (Hanpumep, IMEI) Heobxoammo
BbIOPATb YMCNOBOM GOPMAT AYEMKM MU KONMYECTBO AECATUYHbIX 3HaKoB, paBHoe 0.

®ann gna umnopTa A0/KEH COOTBETCTBOBATbL C/eytoLmMMm TpeboBaHMAM:

— pa3mep danna He gosmkeH npesbiwath 400 Mb. [1na umnopTa ¢pannos bonbLiero
pasmepa PeKOMEHAYEeTCs UMEeTb CKOPOCTb NOAKAYeHUA K ceTu MHTepHeT 100 MbuT/cek n
BblWe. EcnM CKopocTb noaKkatodeHns K ceTn MHTepHeT meHee 100 M6éuT/cek,
peKoMeHayeTcsa pa3aenmTb Gainn Ha HECKONbKO YacTel M 3arpy»KaTb MX NooYepeaHo;

— dopmat dparna — .csv;

— KoampoBKa panna - UTF-8;

— nepBas CTpOKa darna A0MKHA COoAeprkaTb Ha3BaHWA MOAEN C pasdenuTenem
(Hanpumep, " GROUP,IMEI,IMEI,SN,ETHERNET MAC,WLAN_MAC,MODEL_CODE,PLATFOR
M,COMMENT,STRATEGY").

NMPUMEYAHUE. TMocne COMMENT moxeT ObiTb AobaBneH HeobasaTeNbHbIN
ctonbeu, STRATEGY. OH 3anosHAeTca B cay4yae HeobXoAMMOCTM YKa3aTb CTpaTernto Ans
KOHKpeTHOW cTpoku (nn. 2.2.3.2). CTtpaTerma B CTPOKE MOET OT/INYaTbCA OT OCHOBHOW
Bbl6paHHOM 1 ByaeT ABNATLCA NPUOPUTETHOM.

Pasgenntens ana scex nonein Gparna onpenenaeTca No NepBon CTpoke. B KavecTse
pasaenuTenein MoXeT MCNoNb30BaTbCA N0OOM cMBOA, Kpome: \r, \N 1 CMMBONA 3aMeHbI
Unicode (OxFFFD). Ecnn B KavecTBe pasgenntens UCno/ib3ytoTcs BYyKBbl, TO OHU A0/KHbI
3aK/104ATbCA B KaBblYKM, HANPUMeEpP: «a».

OnucaHme TpeboBaHMIA K 3HAYEHWMAM MapPaMeTpPoB npuBeAeHbl B Tabauue
(Tabnunua 28).

Tabnunua 28
MNapameTp OnucaHue MNpumeyaHue
GROUP Ha3BaHMe rpynnbl YCTPOWNCTB. MapameTp obaszateneH ana
Cofep»ut ot 2 0o 64 cMMBONOB 3aMo/IHEHMA, NPU:
— CO34aHUK TPyNMbl
YCTPOWCTB;

— NPUBsA3KE YCTPOMCTB K
rpynne
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MNapameTp

OnuncaHue

[pmevaHmne

IMEI

MexayHapoaHbIn nAEHTUOUKATOP
MobunbHOro obopyaoBaHMS.
JonkeH coaeprkatb 15 undp

[JonycTMmo ncnonb3oBaTtb He
6onee 10 TakMx NapaMeTpPoOB.
MapameTp obazaTeneH anq
3aMno/IHeHUA, eCn He
3ano/iHeHbl apyrue
NAEHTUOUKATOPBI.
NMPUMEYAHUE. Ecnn Ha
YCTPOMCTBE NOA yNpaBAeHNEM
OC Aspopa nosne IMEI He
3ano/IHeHo, TO nocse
yCMNewHoM akTMBaLmm
3HayeHue IMEl oTobpa3nTcs B
KapTO4YKe yCTpOoMCTBa
aBTOMATUYECKM

SN

CepuiHbIA HOMEP, KOTOPbIN MPUCBOEH
YCTPOWCTBY NPOM3BOANTENEM.
Copepxut ot 1 oo 20 cmumBoNOB

[onycTMmo ncnosib3oBatb
TONbKO 1 TakoM napameTp.
MapameTp obs3aTeneH ana
3aMO/IHEHMA, €CAUN He
3aMo/IHEeHbI Apyrue
naeHTMUKaTopsbl

ETHERNET_MAC

MAC-agpec Ethernet ycTtpoincTsa.
Cofep»uT 6 nap CMMBOJIOB,
pa3feNeHHbIX ABOETOUMEM

[onycTmMo MCnonb3oBaTb HE
b6onee 10 TakMx NapaMeTpPoOB.
MapameTp obAsaTeneH Ans
3aM0/IHEHWA, eC/IN He
3aM0/IHEHbI Apyrme
NAEHTUPUKATOPDI

WLAN_MAC

MAC-agpec WLAN ycTponcTsa.
Cofep*1T 6 nap CMMBOJIOB,
pasaeneHHbIX ABOETOUYNEM,
Hanpumep: «00:aa:00:00:a0:00»

[JonycTnmo ncnosb3osaTtb He
b6onee 10 TakMx NapameTposB.
MapameTp obs3aTeneH ana
3aMN0/IHEHMA, eCN He
3aMn0/IHEeHbI Apyrue
naeHTUPUKATOPBLI.
NMPUMEYAHUE. Ecnn Ha
YCTPOWCTBE NO/A ynpaBieHNEM
OC Aspopa none MAC WLAN
He 3aM0/IHEHO, TO Nocne
yCNeLWwHOoM aKTUBaLLMM
3HayeHne MAC WLAN
0TOOPa3nTCA B KAPTOUKe
YCTPOWCTBA aBTOMATUYECKN
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KOHOIMKTYIOLIMX 3aMMUCEN.

[loCTynHble 3HaYeHUA:

— SKIP WM S — B pe3y/bTaTe
KOHPAMKTYOLWAn 3anncb He byaeT
nepesanucaHa. Echm ¢pann coaeprut
HEeCKO/IbKO OZMHAKOBbLIX 3anucei 06
YCTPOMCTBE, HO C Pa3HbIMK rpynnamu,
TO OyAyT CO34aHbl BCE CBA3MN
YCTPOMCTB C rpynnamum ns ¢painna;

— REPLACE MAM R — B pe3ynbTaTe
KOHOIMKTYOLLLAA 3anmncb byaet
nepesanucaHa. Ecam ¢ann coaepKut
HEeCKO/IbKO OAMHAaKOBbIX 3anucein o6
YCTPOMCTBAX, HO C Pa3HbIMK rpynmnamu,
TO YCTPOWNCTBO OyAeT OTBA3AHO OT BCEX
rpynmn, B KOTOPbIX OHO COCTOA/IO paHee
B CUCTEME, WU MNPUBA3AHO KO BCEM
roynnam ms ¢arnna

MNapameTp OnucaHue [pmevaHmne
MODEL_CODE Mozenb yCTpONCTBa. MapameTp He obA3aTeneH Ans
CooepxuTt 4o 255 cMmBO/I0B 3aMNO/IHEHMA.
NMPUMEYAHUE. Echn none
MAC WLAN He 3ano/iHeHO, TO
nocne ycnewHom akTMBaLmm
3HavyeHne MAC WLAN
0TODPa3nTCA B KapTOUKe
YCTPOMCTBa aBTOMATUYECKM
PLATFORM MPUMEYAHUE. Heobxoammo yKasaTtb |lapameTp obszaTeneH ana
«AURORAY, T.k. OC Android, a Takke |3ano/iHeHns
OC cemeincTBa Linux, B KOMNAEKT
NOCTaBKM He BXO4AT
COMMENT [ononHutenbHana nHGopmMaLms K MapameTp He obA3aTeneH Ans
yCTpOMCTBY. 3aM0/IHEHMA
Comep»ut 4o 512 cumeonoB
STRATEGY [NpaBnao paspelleHna MapameTp He obs3aTeneH ana

3aN0NHEeHMA.
MapameTp MmeeT npuopuTeT
MO CPaBHEHMIO C MPaBUIOM
paspelleHna KOHPNKTOB,
BbIOPaHHbIM B OKHE
HACTPOMKM MMMNOPTa

2.2.3.2. [1obaBneHue yCTpPOMCTBA UM TPYNMbl YyCTPOMCTB C NnomoLlbio CSV-dpainna

Ona wmnopTa YCTPOMCTB, WX

rpynnol

n ceAaAsnm C

roynnamu B KoHconu

aaMMHKUCTPaTopa MY HeobxoAMMO BbINONHUTL Caeaytolme AeNCTBUA:
— noarotoBuTb CSV-pann ans umnopta (nn. 2.2.3.1);
— MnepenTn B noapasaen «YCTPOWCTBa» pasaena «YnpaBaeHuey;
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— HaKaTb KHOMKyY «/106aBUTbY;

— B pacCKpblBatoLlemcss  CnMcKke BblbpaTb NyHKT  «[obasutb 13 CSV»
(cm. PucyHok 45);

— B OTKPbIBWEMCA OKHE 3a4aTb 0cobble yCcnoBMA MMNOPTA, NPUBEAEHHbIE B
Tabnuue (Tabnanua 29);

Tabnnua 29
HanmeHoBaHue
noned OnucaHue MpumeyaHne

Ecam ownbkm B |BbiGOp NpaBuaa MMNopTMpPoOBaHMA (ecau B none coaepKutcs

pacnosHaBaHum |CSV-darn byaeT cogeprkatb OWNOKM) 13 NoACKa3Ka, 4OCTyNHasA
packpblBatollerocs cnucka (PucyHok 50 [1]): |Ana npocMmoTpa
— [NpeKpaTuUTb UMNOPT U BEPHYTL ¢aiin ¢ HaxaTuem 3Hayka @, B
OnUcaHMeM OWMBOK — Npu 0OHapYHKEHUM pe3ynbTaTe oTobpasmTCca
OLWMOOK ByaeT OCTaHOBAEH MMMNOPT U TEKCT NOACKa3KM
chopmmpoBaH dGain c nepeymcieHmnem cneayoLwero
HEKOPPEKTHbIX CTPOK U YKa3aHWeM NPUYMH | codepKaHua: npu
OLIMOOK,; 3aBeplIeHnM MMnopTa

— MNpofoNKUTL UMNOPT U BEPHYTL ABa $aiina |cucTtema NpeaocTaBmT 2
c owmnbKamm n 6e3 — UMNopPT NPOAC/IKMTCA ¢ |dalna: CNMCOK

KOPPEKTHBIMW 3aNnUCAMM, M NOCAE ero CUCTEMHbIX COODLLLEHWI
3aBeplieHua byayT chopmmpoBaHbl 2 dpaiina: |06 owmnbKrax
e (dailn c nepeymcaeHnemM HeKOPPEKTHbBIX pacnosHaBaHMA K1
CTPOK W yKa3aHWeM NpUYmH OWnBOK; HypHan ycnewHo
e haln c yKkazaHMeM ycnewHo MMMOPTMPOBAHHbIX
MMMNOPTUPOBAHHbIX YCTPOMUCTB yCTPOWCTB

Ecnum Bbibop npaBmna paspelleHns KOHPANKTOB

HanoXeHne NPY MMMNOPTE U3 PACKPbLIBAKOLLETOCA CNNCKA

3anuncen (PrcyHok 50 [2]):

— WUrHopupoBaTb HOBYIO 3anNmMCb, OCTaBUTb
CTapylo — B pe3y/bTaTe KOHOAMKTYOLLME
3anucu He ByayT nepesanuncansl. Ecam dain
COAEPHMT HECKOIbKO OAMHAKOBbIX 3anumcei
00 yCTPOWNCTBAX, HO C Pa3HbIMM FPyNMNamm, To
6yayT co3aaHbl BCe CBA3U YCTPOMCTB C
rpynnamm ns ¢ainna;

— [lepesanucbiBaTb HOBYIO CTPOKY NOBEPX
NpeXHen — B pe3ybTaTe KOHOAMKTYOLLME
3anucu byayT nepesanucaHbl. Ecam damn
COAEPHKMT HECKOIbKO OAMHAKOBbIX 3anmcei
00 yCTPOWNCTBE, HO C pa3HbIMM Fpynnamm, To
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HanmeHoBaHuUe
nonemn

OnucaHue

[pumeyaHue

YCTPOMCTBO ByAeT OTBA3aHO OT BCEX rpynn, B
KOTOPbIX OHO COCTOANO, M MPUBA3AHO KO
BCEM rpynnam u3 danna.

MPUMEYAHMUE. Echm B CSV-daline 3anonHeH
ctonbeu, «STRATEGY», npaBumio paspelleHuma
KOHPAMKTOB M3 3TOro ctonbua byaet MmeTb
NPUOPUTET Ha, yKa3aHHbIM NPaBMAOM Npu
HacTpoiKe nmnopTa. [Mpouecc 3anonHeHuA
CSV-¢anna npmeeaeH s nn. 2.2.3.1

NmnopTt
YCTPOMCTB B

roynny

Bbibop npaBmna gobaBneHmn
MMMNOPTUPYEMbIX YCTPOMCTB B rpynnbl 13
pacKpblBatoLlerocs cnucka (PucyHok 50 [3]):
— ABTOMaATMYECKM CO34aTb HOBYIO rpynny €
BPEMEHeM M A4aTOM MMMNOpPTa — B pe3y/ibTaTe
byaeT co3aaHa HoBaA rpynmna YCTPOMCTB (¢
Trnom T «pynna ycTponcTe»), B KOTOPYIO
OyayT BKAKOYEHbBI BCE MMMNOPTUPYEMbIE
ycTpoicTea. Ecam B CSV-daine ykasaHa
rpynna (3HaveHue B ctonbue « GROUP»), To
TaKkoe yCTPoMnCTBO ByAET BKIOYEHO B HOBYIHO
rpynny 1 B yKkasaHHyto B daine rpynny;

— He cospgaBsatb rpynny — B pe3yibTaTe
ycTporcTtea byayT Ao6aBAEHbl TONbKO B
rpynnbl, ykasaHHble B CSV-daiine;

— BblbpaTb rpynny U3 MMerLmxca —
TpebyeTcA BbIbpaTb M3 pacKpbIBatoLLErocs
CMKMCKa rpynny, B KOTopyto HeobxoanMmo
BKItOUYMTL yCcTponcTBO. Ecnm B CSV-dpaine
yKasaHa rpynna (3HayeHue B cTonbue
«GROUP»), To ycTponcTBO ByAeT BKAKOYEHO
KaK B rpynny, yKa3aHHyto B palinie, Tak 1 B
rpynny, BbiI6paHHyto Ha 3TOM Lware

B none cogepxuntca
NOACKa3Ka, A4OCTyMNHaA
ANA NpocMoTpa

HaaTuem 3Ha4yKa @ B
pe3ynbTaTe oTobpa3mnTCA
TEKCT NOACKA3KM
cneayowero
COAepKaHmA: B npoLecce
MMMNOPTa CUCTEMA MOXKET
NnomMeLllaTb Bce
YCTPOMCTBA B OAHY 13
MMERLLIMXCA TPYNN UK
CO34aTb HOBYO



https://ocs-int.ompcloud/emm/admin/help/posts/HowToCreateImportFile
https://ocs-int.ompcloud/emm/admin/help/posts/HowToCreateUsersCSV
https://ocs-int.ompcloud/emm/admin/help/posts/HowToCreateUsersCSV
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WUmnopT ycTpoitcTs U3 daiina CSV

MmMa umnopTvpyemoro daiina .csv = —

Paamep menee 400 Mb — 3aronoBku cTonbuos — MoaroToeka ¢aina ana uvnopta 3
Kopupoeka UTF-8 — Crpoku — HacTpoiiku mmnopta Ha 1 ware (3
Dopmat CSV — Bcero owmbok — Uabnon .CSV &,

Ocobble ycnoBMs UMNOPTUPOBaHUA

| Ecnm owmnbkK B pacnosHaBaHnm MpekpaTUTL MMNOPT W BEPHYTL Gaiin ¢ onucaruem ownbok v | @ I— 1
I Ecnwn Hanoxexue 3anucen WrHopupoBaTs HOBYHO 3anwvck, ocTasnTe ctapylo v | (@) I— 2
| MMNopT yCTPOUGTB B rpynny ABTOMaTW4ECKM CO3AATE HOBYIO MPYNMY C BPEMEHEM 1 AaTOM umnopta v | () I— 3

BoibepuTe nnu NnepeTalimTe B 3TO OKHO
3aMOMHEHHBINA $aiin © yCTpoMCTEaMU

[ 1o

3AKPbITb

PucyHok 50

— panee Heobxoanmo 3arpy3nTb CSV-¢pann ogHUM 13 cnocobos:
e nepemectntb CSV-pann B 061acTb 3arpy3Ku;
® Ha)KaTb KHOMKYy «3arpysutb dann» (cm. PucyHok 50 [4]) ¢ nocneayrowmm
BbIDOpPOM Painna Ana MMNopTa;
— B pe3ynbTaTe byaeT 3anyleH MMnopT ycTponcts M3 CSV-panna n otobpasmntca
LWKa/1a 3arpy3KkM MMNopTa.
Ecnu 3anonHeHHbI Galin Obla 3arpy>KeH KoOppekTHO nan dann cogepskan owmnbKM,
HO MPW 3TOM B OCODObIX YC0BMAX MMMNOPTMPOBAHMA Oblia BbibpaHa onuma «MpoaoaKnTb
MMMNOPT U BEPHYTb 2 ¢arna c owmnmbrkamm mn H6e3», umnopt byaet 3aBeplleH. B okHe ¢
pe3ynbTaTamMM  MMMOPTA LWKana 3arpy3kn wumnopta OyaeT 3anonHeHa A0 KOHUA
(PucyHok 51).

MmnopT ycTpoitcTe M2 daina CSV

Mms mmnoptupyemoro gaina .csv  devices.csv

Pasmep menee 400 MB ® 3aronoeku cTonbUoB 6 MNoproToeka daina ona umnopta 3
Kogwpoeka UTF-B @) Crpokun 2 HacTpoitku umnopTa Ha 1 ware (3
Dopmar CSV ® Beero owwnbok 4] Wabnon .CSV b,

Ocobble yCnoBus MMNOPTHROBAHWUA

Ecnv owwBkm B pacnosHasaHum P b ! @

Ecnu Hanoxexwe 3anucei (0]

MmnopT yeTpo#cTB B rpynny 0] Mpynna: import_device Aug 26 13:22:50 (3
MmMnopT 3aBeplueH

Ownbok He HafgeHo

YCTpoOWCTE co3naHo 2 CAMCOK MMNOPTUROEaHHEIX yeTpoicTe  ValidDevices (csv, 307 Bait)
Ipynn w3 gaina cozoaHo 2 CrnWcok cTpok ¢ ownbkammn —

Ces3el c rpynnaMM U3 danna cosagaHo 2 OBwwmiA oT4ET 06 uMmnopTe mportReport (rtf, 2712 KE) &
3AKPBITh

PucyHok 51
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Ecnm 3anonHeHHbIn dann Obin 3arpy’KeH HEKOPPEKTHO M MpPU 3TOM B 0OCODbIX
YC/IOBUSAX MMMNOPTUPOBAHMA Bblna BbibpaHa onuma «MNpekpatuTb UMNOPT U BEPHYTb hainn ¢
ONUCaHneMm OLWNBOK», UMMNOPT OyAeT OCTaHOB/EH. B OKHe ¢ pe3y/ibTaTaMu MMMOPTa LWKana
3arpy3KkM MMMNopTa YCTPOMCTB OyaeT npepsaHa Ha aTane, rae Obliv 06HapyKeHbl OWNHKM
(PncyHok 52 [6]).

WmnopT yeTpoicTe W3 daitna CSV x

MM MMNopTHRYEMOro @aitna .csvl devices_with_error2.csv I— 1

Pasmep menee 400 MB Zaronosku cTonbuos 5] MogroToeka daitna ana umnopta (3

Kogmposka UTF-8 2 CTpokn 2 3 HacTpoiku ravalware (3 I 4

Copmat CSV Beero owwbok 1 Watnon .CSY 4

Ocofible yCNOBWMA MMNOPTUPOBAHMA

Ecnw ownbku B pacno3Hasatnm - (D - 5

Ecnu HanoxeHne 3anucen v @

UMNopT yCTRORCTE B rpynny - @ 6
|

I'Ipouecc OCTaHOBNeH

OwrdkK pacno3HaBaHWA YyCTPoRCTE

0 - l - - -1 -1 -

B ®opuar 1 8- i

YCTPOICTB CO3AaHO Q Cnncok cTpox 63 ownbox

Ipynn U3 gaina cozgaHo 0 9 Cnucok CTpOoK ¢ oLwMBkammu

Ceasei ¢ rpynnami u3 gaiina coanano (4] 06w oT48T 06 MMNopTe

B OKHe C pe3ynbTaTamuM MMMNOPTa YCTPOMCTB oTobpakaeTca creaytollan
nHGopmMauma:

— HasBaHuWe umnopTtupyemoro danna (cm. PucyHok 52 [1]);

— COOTBETCTBME MMMNOPTMPYyemoro dalna pasmepy, KOAMPOBKe W dopmaTy
(cm. PucyHok 52 [2]);

— KO/IMYeCTBO CTONDOLOB, BCEX WMMMOPTUPYEMbIX CTPOK M ownbok B danne
(PncyHok 52 [3]);

— ccblnku (cm. PucyHok 52 [4]):

e [loarotoBka ¢aiina gna MMNopTa, NpY Ha)KaTuM Ha KOTOPYKD npousonaer
nepexo, Ha CTaTblO CMNPaBKKM, OMMUCbIBalOLLYO TpeboBaHMA W NPOLLECC NOoArOTOBKM
CSV-dpanna ana umnopTa yCTPOMCTB;

e HacTpoilkm mMmnopTa Ha 1 ware, npu HaXaTUM Ha KOTOPyt Mpou3onaer
nepexo, Ha CTaTbk CMPaBKM, ONMMCbIBAIOLLYHO LWark MMNopTa;

o [WabnoH .CSV, npmu HaxKaTUM Ha KOTOPYH NMPOM30MAET CKaymBaHMe wwabioHa
CSV-dpanna ana umnopTa yCTPOMCTB;

— 0ocobble ycnoBua MMNopTHpoBaHma (cm. PucyHok 52 [5], cm. Tabauua 29);
— WKana nporpecca umnopTa (cm. PucyHok 52 [6]);
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— cooblleHMe 0 3aBEPLIEHNM MMNOPTA UK NPEPbIBAHMM NPOLLECCa M3-3a OWNOOK
(cm. PucyHok 52 [7]);
— rpaduyecKkoe pacnpeaeneHune olwnMbOK No ctonbuam napaMeTpoB MMNopTa (Npwu
0OHapy*KeHnn ownbok) (cm. PucyHok 52 [8]);
— KO/NnM4ecTtBO A00aBAEHHbIX YCTPOMCTB, Trpynn YCTPOWCTB M WX CBA3EK
(cm. PucyHok 52 [9]);
— CCbI/IKM Ha CKaymBaHMe oT4eToB (cm. PucyHok 52 [10]):
® OTYET CO CMMCKOM MMMNOPTUPOBAHHbIX YCTPOMCTB. PopmaT oTYeTa — .csv;
® OTYET CO CMMUCKOM OLWMDOOK, ONMCaHNE KOTOPbIX NpMBeaeHO B noapasaene 5.2.
dopmaTt oTyeTa — .csv (NPU OTCYTCTBUM OLWIMOOK B MMMNOPTMPOBAHHOM daine AaHHbIN
oT4yeT He byaeT cGOPMMPOBAH);
e oTyeT c 0buwen nHpopmaumen ob nmnopte. Popmat oTyeTa — . rtf.
OTcneanTb NPOLLECC BbIMOAHEHUSA MMMNOPTA TaKKe BO3MOMXKHO B OKHe «[lpouecchl»
noapasgena «MHauKaTopbl» pasgena « MOHUTOPUHMY». bonee noapobHasa MHOpMaLms
npueeaeHa B nogpasaene 3.1.
[Ona nosBTopHOM 3arpy3kn CSV-palna HeobXxoAMMO HaxKaTb KHOMKY «K Havany
3arpysKkm».

2.2.4. [obaBneHue npurnalleHns Ha CaMoCTOATENIbHYIO PErMcTpaL/mMio YyCTPOMCTBA

[na pobasneHns NpurnalieHna Ha CaMOCTOSTE/IbHYHO PerncTpauuio yCTponcTsea
HeobxoAMMO nepenTn B noapasaen «YCTponcTea» pasaena «YnpasieHue» M BbINOAHUTb
O[1HO M3 CNneayoLmnX AeNCTBUM:

1) Haxatb KHOMKy «/Job6aBUTb», B PACKPbIBAKOLWIEMCS CAUCKE BbIOpaTb MYHKT
«[106aBnTb NpurnawieHmne» (cm. PUcyHoK 45);

2) MNeperTM B CNUCOK MNPUrAAWEHWN, HaXaB Ha KHOMKy «[llpurnawweHna»
(PucyHok 53), 1 Ha oTobpa3mBlUenCcA CTpaHMLUEe Ha)aTb Ha KHomky «Jlob6aBuTb
npurnawexue» (PUcyHoK 54).

ga MYNETUTEHAHT MOHWTOPWHI YMNPABNEHUE AOMWUHUCTPUPOBAHWE @ HaTanua MeaHosa (i.ivanova
YCTPOWCTBA NONb30BATENN NONNTUKKA CUEHAPHUA DAANLI NPUNOXEHWA BUTPWHbI CBA3KM KIOYEN
Monck No rpynnam AL
@® TMovick no ycTpoicTeam YcTpoiicTea

+ HoBbIA dpunbTp v

—F y AE| 783905495268875
° @F+ LifeTab MEI 783905495268875 03.04.2024 16 03.04.2024 16

HaBopbi punsTpos v . ME| 533637880862054
F1AQuUarius ... viE 30 3 k=
A SeksraRbEeELs (@ 0304202416 —

CTpok Ha cTpanmue: 25 w 1-25 3 51245 >

PucyHok 53
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ga MY/IETUTEHAHT ~ MOHWTOPMHI  YIPAB/IEHWE  AOMWHWCTPUPOBAHME ® HaTanua MsaHosa (n.ivanov..
YCTPOACTBA  MOJb3OBATENM  MNOMMTUKM  CLEHAPMM  ®AIANbl  MPUIOXEHWMA  BUTPUHbI  CBA3KM KMIOYEN
[zosmonms nevcnnseve
1234_npurnawesis @ 0 SKTUEHD 1611.2023 15.01.2024
Mpurnawenue_1 @ 0 BKTUBHO 1511.2023 14.01.2024
CTpok Ha cTpaHuue: 25 » 1-3uz3
SAKPbITE
PucyHok 54

B pe3ynbTaTe B 0TOOpasmnsLieMcs okHe (PUcyHOK 55) HeobxoanMMo 3anoNHUTb NOAA:

— «HasBaHune». BBoa 3HayeHMA C KnasBuatypbl. MoxeT cogepatb ot 1 go 50
CMMBOOB;

— «J/IUMUT Nepencnosib3oBaHUA MNpuraalleHna B CyTKM». BBoA, 3HayeHWs C
KnasmaTtypbl. MoxeT b6biTb 0T 0 go 1 000 000.

CozpaHue npurnaweHu1a

Mpurnawexue_2

Nt I'IEDEHCI'\GFIbSDBaHHhBC\,‘TKH

OTMEHA [eeiliT N Y

PucyHok 55

Mocne BbINONHEHMA YKa3aHHbIX AeMCTBMIA HEOOX0AMMO NOATBEPANTb NN OTMEHUTL
nencTeme.

Ecnm npurnaweHune ycnewHo co3aaHo, oTobpasmnTca KapTovka NpuraalleHus, Ha
KOTopoWn ByayT oToOparkeHbl:

— IMMUT NEepencnonb3oBaHnA NpUrnawenmna B cyTkmn (PucyHok 56 [1]);

— QR-Koa (PucyHOK 56 [2]), KOTOPbIN HEODBXOAMMO OTCKAHNPOBATbL Ha YCTPOMCTBE C
OC ABpopa A/1a Aa/ibHelen CaMoCTOATENbHOW PerncTpaLmMmn yCTPONCTBA (Tak¥Ke A0CTYNHO
CKaumBaHuMe QR-KoAa Npu HaXKaTuM Ha 3HAYOK o Npv HaBeAEeHNM Ha Hero Kypcopa);

— KHonka «Cka4atb JSON-dan» (cm. PucyHok 56 [3]), npu HaxKaTuM Ha KOTOPYIO
byaeTr ckavyeH JSON-dbailn Ans panbHenwero pasmelleHMa ero Ha YCTPOWCTBO ANA
camocToAaTenbHoM permctpaumm 8 MY (nn. 2.2.1.2);

— KHOMKa «3akpbiTb» (PUcyHOK 56 [4]), Npu Ha)KaTUM Ha KOTOpyto oTobpasuTcs
npeaynpexjatouee coobueHne (PucyHok 57), raoe HeobxoAuMmo MNOATBEPAUTb  UAU
OTMEHUTb AENCTBME.
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ga MYNBTMTEHAHT MOHWUTOPUHI YMNPABNEHWE AOMWHUCTPUPOBAHME @ Hatanwa MieaHoBea (n.ivanov...

YCTPOWCTBA NONb30OBATENU NONUTUKK CUEHAPWUK GAWNBI NMPUNOXEHWA BUTPWHbI CBA3KU KITKOYEN

Mpurnawexnune_2

I;"mr-JMT Nepercnonb30BaHMM B CYTKK: 2 I— 1
-

[ocun son |
4

PucyHoK 56

MoaTeepxaeHue onepauuu

Bbl yX0OQMTe CO CTPaHWLEI C MpUrnaleHnem. Mpu HeoBxoaMMOCTH ckadaiiTe
JSON

[ VI=T 9 MOATBERPOAMTH

PucyHok 57

Hlerl'laLLIEHl/le MMEET HAa3BaHME invite. json.

Mpumep coaeprkaHma JSSON-dpanna:

{"android.app.extra.PROVISIONING ADMIN EXTRAS BUNDLE": {"access
Token" :"ed776WIVIKVTocg78", "inviteTakeupURL" : "http://ocs.ompcloud.r
u/emm/mobile/api/deviceInvites/897eae828/takeUp", "trustedCerts":""}
, "android.app.extra.PROVISIONING DEVICE ADMIN COMPONENT NAME":"ru.om
p.services/ru.omp.services.AdminReceiver", "android.app.extra.PROVISIO
NING DEVICE ADMIN PACKAGE DOWNLOAD LOCATION":"http://ocs.ompcloud.ru
/emm/mobile/clientDownload", "android.app.extra.PROVISIONING DEVICE AD
MIN SIGNATURE CHECKSUM":"bZ41Av7s6nrQpXjB2PgboKfKL5xPxhLevsESkkVLEg4
", "android.app.extra.PROVISIONING LEAVE ALL SYSTEM APPS ENABLED":tru
e}
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BHUMAHUE!

v' Tpumep npuseaeH A9 03HAKOMNEHMA CO CTPYKTypon JSON-daiina n moxket
OTNYaATHCS;

v' He pekomeHAayeTcs 3MeHATb Ha3BaHne 1 GOopMaTMPOBaTh CrTEHEHMPOBaHHbIN
JSON-dann (nobasnate npobensbl, Tabynaumoo, NepeHocbl CTPOK), TaK Kak 3TO MOXeT
NPUBECTM K ownbkam npmn obpaboTke JSON- daina B npouecce 40OaBNEHNA N aKTUBALUK
YCTPOWCTB NO NPUTNALLEHMIO.

Kaxkablh  napameTp COMPOBOXAAETCA ABOETOYMEM, Napbl  KAtOY-3HAYeHMe
pa3aenatoTca 3anaton. OnNncaHme NnapameTpoBs M3 Npumepa:

— accessToken - TOKEH AO0CTYMN3;

— inviteTakeURL - URL, N0 KOTOPOMY YCTPOWCTBO NEpenaeT A5 Havana npouecca
CaMOCTOATENIbHOM permcTpaumu,

— trustedCerts - CMNUCOK UMOPOBLIX OTNEYATKOB (fingerprint) KOPHEBbLIX
cepTUPMKATOB A1A aKTMBALUMM YCTPOMCTB, NEPEUMC/IEHHbIE Yepes 3anATY!HO;

— android.app.extra.PROVISIONING DEVICE ADMIN COMPONENT NAME -

Ha3BaHWe KOMMOHEHTa;
— android.app.extra.PROVISIONING DEVICE ADMIN PACKAGE DOWNLOAD L

OCATION - CCbl/IKa Ha CKauyvBaHWe daina 4NA YyCTaHOBKM NpuaoxeHua «Aspopa LieHTp»;
— android.app.extra.PROVISIONING DEVICE ADMIN SIGNATURE CHECKSUM-

KOHTPO/IbHAA Cymma noAnuck daiina ana ycTaHoBKM Npunokeruns «Aspopa LieHTp»;
— android.app.extra.PROVISIONING LEAVE ALL SYSTEM APPS_ENABLED -

napameTp, onpeaensatolwmMn, BKAKYATb M NOHYI YCTAHOBKY CUCTEMHbIX MPUIOKEHUN B
npouecce YyCTaHOBKM NepBOHaYa/IbHOM HAaCTPOMKM YCTPOMCTBA C YCTAHOBKOM NPUAOXKEHMA
«ABpopa UeHTp». [0 yMONYaHMIO YCTaHOBKA BCEX CUCTEMHbIX MPUIOXKEHWUIM BKAOYEHA.
Mpn BbIXOAE M3 KAPTOYKM MPUIrNALLIEHUA OCYLLECTBUTCA Nepexoq Ha CTpaHuuy co
CMUCKOM NPUIAaLLIEHM, Ha KOTOPOWM AOCTYNHO OTO3BaTb CO3A4aHHOE NPUrAalleHne, Haxas
Ha 3Hauyok @ «OTo3BaTHY (PrcyHok 58 [1]), a TaKKe BO3MOXKHO NMPOCMOTPETb MHGOPMALMIO
O Ka)AgoM MNpurnalieHun, KoTopble oOTobpaxatTca B caedytolmx — ctonbuax
(PncyHok 58 [2]):
— «Ha3BaHMWe» - Ha3BaHMe NPUrNaLleHNs;
— «JTAMUT» - TUMUT NEPENCNONb30BAHNIN NPUTIALLIEHNA B CYTKK;
— «CTtaTyc» - CTaTyC aKTMBHOCTM NpUraalleHnsa. BO3MOXKHble 3HaYeHA:
® «AKTUBHOY;
o «[1pMOCTAHOBNEHOY;
e «OTO3BAHOY;
— «[aTa co3gaHma» - aata co3aaHnA NpuUrnaleHms;
— «/JlencTByeT A40O» - AaTa, A0 KOTOPOM AENCTBYET TOKEH A0CTYNa, COOTBETCTBYHOLLMM
npUraaWeHmnto.
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% MYNBTUTEHAHT MOHWUTOPUHI YMPABNEHME AOMWHWCTPUPOBAHUE @ HaTanwa Meanoea (Livanova...

YCTPOWCTBA MONb30BATENU NONUTHUKK CUEHAPHK DAANbI NMPUNOXEHWA BUTPUHbI CBA3KW KIMOYEA

JOOBABWUTE MPUIMALUEHWE

{azBaHue Mamur Cratyc Hata cozpaHua Dewicreyer no | =
Mpurnawerine_1 @ 1 SKTHEHO 03.04.2024 02.06.2024
testl Q1 1 aKTMBHD 27032024 26.05.2024
COZ08H 88TOTECTOM 26.. @ 5 SKTHEHO 26.03.2024 25.05.2024 -

| CTpok Ha cTpanuye: 25 w 1-25 13 476 »

3AKPbITE 2

PucyHok 58
2.2.5. 3KcnopT cnucka yctponcTs B CSV-dain

[lna sKkcnopTa cnmcka ycTponcTs B dann ¢opmata .csv HeEOHXOAMMO BbINOAHUTb
cnepytouine AencTeuma:

— nepenTn B nogpasaen «YCTponcTea» pasaena «YnpasneHue;

— BblbpaTb B 061aCTN GUNBTPOB «[TOUCK MO YCTPOMCTBAMY;

— HaKaTb KHOMKY «3KcnopT» (PucyHok 59);

% MYNLTUTEHAHT MOHWUTOPKUHI YMPABNEHUE AOMWUHWUCTPUPOBAHKE @ HaTanwa MeaHoea (iivanova...

YCTPOWUCTBA NONb30BATENM MONUTHUKK CUEHAPHK ©AWNbI NPUNOXEHWA BUTPUHbI CBA3KW KIMIOYEW

- = =
(O Mowck no rpynnam AOBABUTH NPUNALEHWA

@® MMouck no ycTpoicTeam YcTpoiicTea
O Coor Mopens Wpentudmkaropsl X. U J+ O6HoBNEHO Nopknoye =
+ HoBbilt dunstp ~
-
O — @ Aquariu... MEI 861812066530102 @ 03.04.202417:.. —
Ti ANLTPAa - -
SF+ 5495 5
0 ° mF+ Lifel... \F\;’IE\ 783905495268875 @ 03.04.202416... 03.04.2024 16...
Qa-npyuMEHA... > UoecD|ol /54 /64n/z0 -
HaGopei punsrpos v CTpok Ha cTpanuue: 25 w 1-25 w3 51246 >

PucyHok 59

— B OTOOpasuMBLIEMCA OKHe MOATBEPXAEHWUA 3KCNOpPTa YCTPOWCTB MOATBEPAMTH
nmbo oTmeHnTb aenctema (PucyHok 60).

3KCnopT ycTponCcTs

Bcero k akcnopty 377 904 ycTpoicTea.
[aHHbIiA NpOLECC MOXET 3aHATbL HECKOMBKO MUHYT. He 3akpbiBaiiTe OKHO 0o

OKOHYaHWA 3arpy3Kn

OTMEHA [algelilelir7h1

PucyHok 60

B pesynbTaTe NOATBEPXHAEHUA AENCTBMA HaYHETCA MPOLLECC SKCMOopTa, KOTOPbIM
MOXET 3aHATb HECKOIbKO MUHYT, noc/sie Yyero Ha IBM byaeT ckavaH ¢pann dopmata .csv C
pe3ynbTaTamm 3KcnopTa.



79
AQMI.20134-01 90 01-3

®ann c pesynbTaTaMM 3KCNOPTa COAEPKWUT Cnedytouinme napameTpbl YCTPOWCTS,
pasaeneHHble 3anATOn:

— imeis. MexayHapoAaHbI naeHTMdMKaTop MOobUABLHOrO 060pPYA0BaHNA (COCTOUT
n3 15 umdp). Ecam y yctponctea Heckonbko IMEI, To oHM ByayT nepeymcneHsl Yepes TOUKY
C 3aMNATOM;

— sn. CepumHbIN HOMEP, KOTOPbIM NPUCBOEH YCTPOMCTBY NPOMU3BOAUTENEM;

— ethernetMACs. MAC-agpec Ethernet yctpoicTtea. CocTonT 13 6 Nap CMMBOJIOB,
pa3aeneHHbIxX aBoeToumnmem. Ecam y yctpoictea Heckonbko MAC-aapecos Ethernet, To oHM
byayT nepevyncaeHbl Yepes TOYKY C 3anATOM;

— wifiMACs. MAC-agpec WLAN ycTpoinctBa. CocTtouT M3 6 nap CMMBOJIOB,
pasaeneHHbIX asoetoumem. Ecam y yctponctea Heckonbko MAC-aapecos WLAN, TO OHM
OyAyT NnepevmncaeHbl Yepes TOUKY C 3anATOMN;

— modelName. Moaenb yCTPOMNCTBA;

— platform. OC ycTpONCTBa;

— status. CTaTyC }KM3HEHHOrO UMKNA YCTPOMCTBA;

— compliance. COOTBETCTBME YCTPONCTBA HAa3HAYEHHOW NONNTUKE;

— comment. KOMMEHTapU K YCTPONCTBY;

— createdAt. [laTa 1 Bpema ob6aBneHna ycTponcTea B ABpopa LeHTp;

— connectedAt. [laTa M Bpema NocieaHero NOoAKAOYEHMA YCTPOMCTBA K ABpopa
LleHTp;

— deviceGroups. Ha3BaHMe rpynnbl, B KOTOPYHO BXOAUT YCTPOMUCTBO. [lapameTp
3aK/M0YEH B KaBblYKW. ECAM yCTPOMCTBO BXOAMT B HECKOABbKO TPYMM, UX Ha3BaHWs OyayT
nepeyncneHbl Yepes TOYKY C 3aNATON.

BHUMAHWE! OnHW 1 Te e rpynnbl MOTyT ObiTb NEpPeYncaeHbl B pa3HOM NOpAaKe B
Pa3HbIX CTpOKax. [Anda ycnelwHom paboTbl ¢ aKCNopTMpoBaHHbIM CSV-darinom Heobxoammo
03HAaKOMMUTbLCA C pekoMeHaaumen, npueeaeHHoON B NpuaoxkerHunn (MpunoxkeHume 2).

2.2.6. TlpuBA3Ka YCTPOMCTBA K MOb30BATENIO

B KoHconn aamuHuctpatopa [1Y npeaycmoTpeHa BO3MOMHOCTb MPUBA3KK
YCTPOMCTB K NO/1b30BAaTE/NO, KOTOPAA MOXKET ObITb BbIMOAHEHA:

— C MOMOLLbO BbICTPbIX AENCTBMI B CNUCKe ycTponcTs (nn. 2.2.6.1);

— C MOMOLLbO BbICTPbIX AENCTBUI B CNUCKe Nonb3oBaTenen (nn. 2.3.5.1);

— BPYYHYIO Yepes KapTo4Ky ycTpoKcTea (nn. 2.2.6.2);

— BPYYHYIO Yepes KapTo4Ky nosb3osatena (nn. 2.3.5.2);

— c nomouwbto umnopTta CSV-panna (n. 2.2.3).

Mpn NpuBA3Ke YCTPOMCTBA K MNO/b30BaTENO Ha YCTPOMUCTBEe byayT AeMCTBOBATL BCe
obnamH-cLUeHapuUM W MNOAUTUKM, HaA3HAYeHHble Ha Trpynny nonb3osatens, ambo
CKOMOWHMPOBAHHAA MNONNTUKA, ECAM MONUTUKM DbIAM Ha3HAYeHbl Ha rPynmny YCTPOWCTB, B
KOTOPY BXOAUT YCTPOMCTBO.
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MPUMEYAHMUE. llepen npuBA3KOM yCTponcTBa Heobxoammo ybeauTbca, 4TO
nobasneH xotAa 66l 1 nonb3oBaTenb. lpouecc AobaBAeHMA NOAb30BaTeNs NpUBEAEH B
n.2.3.1-2.3.3.

2.2.6.1. MMpuBA3Ka YCTPOMCTBA K MONb30BATE/NO C MOMOLLbIO CMUCKA ObICTPbIX
NEencTBui

[1ns NpMBA3KM YCTPOMCTBA K NOJIb30BATENO C MOMOLLbIO CMUCKA DbICTPbIX AENCTBUM
HeobXx0AMMO BbINONHUTL CAeaytoLMe AeNCTBUS:

— nepenTn B Nnoapasaen «YCTponcTBa» pasaena «YnpasneHume;

— B obnactn punbTpoB BbibpaThb «TONUCK NO YCTPOMCTBAMY;

— BblbpaTb YCTPOMCTBO, YCTAaHOBMB rafiouKy B YekboKce Ans A0CTyna K CAUCKY
ObICTpbIX AencTBuin. MNpu HeobxoammocTn ana cbpoca BblAENEHMA HEODXOAMMO HaxKaTb
KHOMKy «CHpocuTb BblaeneHme» (PucyHok 61 [1]);

— B CNMUCKe ObICTPbIX AENCTBMA BblOPaTb 3HAYOK =t «MpuBsA3aTb yCTPOMCTBA K
nonb3oBatensm» (PucyHok 61 [2]);

ga MYNETUTEHAHT MOHWUTOPUHI YNPABNEHWUE AOMWUHUCTPUPOBAHME @ Hatanwa lleaHoea (i.ivanova...
YCTPOWCTBA MONL30BATENW NONUTHUKKA CLEEHAPHUKA GAANGI NMPUNOXEHWA BUTPUHbI CBA3KW KIKYEN
@® TMouck no ycTpoiicTeam 1 BuIBpaHo 1 @_ 2|5 0O
~ - |
+ HoBblid puneTp v
B YeTpoi AEI 505 59
-] = rerponer M| B05113195948042 08.04.202413..  08.04.202413..
Habopbl puneTpos v
A 5 5
- B Verporcr.. eI 146600034561434 @ 08.04.2024 01-... —
CTpox Ha cTpaHnue: 25 w 1-25 ua 51283 >

— B 0TODpPa3mMBLLUEMCS OKHe BbiOpaTb MN0O/b30BATENA M3 PACKPbIBAOLLErOCA CMMUCKA
WA BOCMONb30BaTbcA duabTpom no DUMO, nouyte nmbo TenedoHy nonb3oBaTena
(PucyHok 62 [1]). Janee npu HeobXoAMMOCTM BO3MOMKHO A00aBUTb A0MOAHUTENLHOTO
nonb3oBaTens, BblOpaB ero M3 pacKkpbiBatoWErocs Cnucka AMbo BOCMO/b30BABLLMCH
NOMCKoM Mo dunbTpy. TaKkKe BO3MOXKHO yAanUTb M3 CIMCKA BbIOpaHHbIX MNOb30BaTENEN,
HaxaB 3HadyoK O «YbpaTb U3 cnncka» cnpasa OT nonb3osatens (PucyHok 62 [3]);

MNpWBA3Ka YCTPOWCTB K NONb30BaTENAM

BeiSpaHo yCTpPOHCTE 1

-pota wsyjat WG F‘-_ . "
Kazaxos Hukubop Spocnasosmy ga-potapovsvjatoslav@aB582d.o MopTHOU 08.04.2024 14:26

o T | — 2 3
PucyHoK 62
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— HaXaTb KHOMKy «[1pMBA3aTb NOAb30BaTENEN» (CM. PUCYHOK 62 [2]).

B pes3y/nbTaTe ycnewHON MNpMBA3KM MONAb30OBaTeNen K yCTpoMcTBy 0TobpasmTca
COOTBETCTBYHOLLEE coobleHMe.

Ecan Ha rpynny, B KOTOPYIO BKAOYEH MOMb30BaTENb, Ha3HAYeHa NOAUTUKA U/ Uan
obnanH-cLUeHapMn, OHM HAYHYT [ENCTBOBATb Ha MPUBA3AHHOM YCTPOMUCTBE (€C/IM OHO
aKTMBMPOBAHO).

2.2.6.2. TpunBA3Ka YCTPOMCTBA K MO/1b30BATENIO N3 KAPTOYKM YCTPOMCTBA

[lna npmBA3KM YCTPOMCTBA K NO/Nb30BATENO M3 KAPTOUYKM YCTPOMCTBA HEODXOAMMO
BbIMNO/IHUTb CAeayowme AencTBUA:

— nepenTn B Nnoapasaen «YCcTponcTea» pasaena «YnpasaeHue;

— BbIOpaTh B 061aCcTM GUALTPOB «[TOUCK NO YCTPOMCTBAMY;

— Ha)kaTb Ha Ha3BaHWe YCTPOWMCTBA A1 Nepexofa B KapTO4YKy YCTPOWMCTBA, Mpu
HeobxoAMMOCTM BOCNONb30BaTbCA GUALTPOM (Nnoapasaen 1.5);

— B OTKPbIBLUENCA KAPTOYKE YCTPONCTBA NEPenTM BO BKAAAKY «[1oNb30BaTENMY;

— HaKaTb KHOMKy «[1pMBA3aTb Nonb3oBaTenen» (cm. PucyHok 16 [2]);

— B 0TODpa3mBLLIEMCS OKHe (CM. PUCyHOK 62) BbINONHUTL AEUCTBMA, ONUCAHHbIE B
nn. 2.2.6.1.

2.2.7. TlpuBA3Ka YCTPOMCTB K rpynne yCTpomnCTB

B KoHconu agmuHuctpatopa MY npeaycMmoTpeHb! 2 TUna rpynn ycTPonCTB:

— B nuHamuyeckas — 3To rpynna ¢ 3afaHHLIMK YCAOBUAMM, Npu coBAOAEHUN
KOTOpPbIX YCTPOMCTBA aBTOMATMYECKM MOMaZatoT B rpynny. Hanpumep, B AMHAMUYECKYHO
rpynny aKTMBMPOBAHHbIX YCTPOWCTB MOMaAatoT BCE YCTPOMCTBA, YCMELWHO npolealne
aKTMBaLMIO. PelakTMpoBaHmMe UAn yaaneHmne AMHaMMYeCcKom rpynnbl HEBO3MOMKHO;

— O cratnyeckas — 370 rpynna, cossaHHas AAMUHMCTpaTopom [1naTdopmbl
ynpasneHua. Coctas rpynnbl M3MmeHaeTca AAMUHMUCTPaTOpoM naTdopmbl ynpasaeHums.

OcyLWecTBUTb MPUBA3KY YCTPOMCTB K CTAaTUUYECKOM rpynmne MOXKHO C MOMOLLIbHO:

— cnucKa bbicTpbix genctemin (nn. 2.2.7.1);

— KapTO4KM ycTpoicTea (nn. 2.2.7.2);

— KapTO4YKM rpynnbl yctpomncTts (nn. 2.2.7.3);

— 3anonHeHHoro CSV-¢amna B cootseTcTBun ¢ nn. 2.2.3.1. Nocne pobasneHuns
YCTPOMCTB B rpynny c nomoubto mnopTta CSV-dalina Ha ycTpoictea byayT AeCcTBOBaTb BCe
NONUTUKN M 0bNaNH-CLLEHAPWM, Ha3HAYEHHbIE Ha rPyMmy YCTPOMCTB.

Mepen NpMBA3KON YCTPOMCTB Heobxoammo ybeamnTbes, Yto AobaBneHa xoTa Obl 1
rpynna yctponcTs (n. 2.2.2).

2.2.7.1. MpuBA3Ka YCTPOMCTB K rpynne yCTPOMCTB C MOMOLLbIO CMNCKA ObICTPbIX
NEencTBui

[na NpuWBA3KM YCTPOMCTB K rpynne YCTPOWCTB C MOMOLLbID ChMCKa 6bICTPbIX
NeNCcTBNIM HeOHXOAMMO BbINOAHUTL CeaytolimMe AeNCTBUA:
— nepenTn B noapasaen «YCTponcTea» pasaena «YnpaBaeHmey;
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— B 0bOnacTn duNbTPOB BbIOPATL «[TOMCK MO YCTPOMCTBAMY;

— BbIOpATb YCTPOMCTBA B CMUCKE YCTPOWMCTB, YCTAHOBMB rasiouky B YekboKce And
[OCTyna K CnMUcKy ObICTpbix aenctemin. Mpu HeobxoammocTn ana cbpoca BblaeneHms
HeobxoAMMO HaxKaTb KHOMKY «COpocuTb BblaeneHmne» (PucyHok 63 [1]);

— B CrvcKe BbICTPbIX AelicTBuit BbIGPaTh 3HaUOK =+ «[puBA3aTh yCTpOiCcTBa K
rpynnam» (PucyHok 63 [2]);

ga MYNbTUTEHAHT MOHWUTOPUHI YNPABNEHWE AOMWUHHUCTPUPOBAHUE @ Hatanwa MeaHoBa (i.ivanova...
YCTPOWCTBA MONb3CBATENN NONUTHUKKA CLEHAPWMK DANNLI MPHUNOXEHWA BUTPHUHbI CBA3KM KITOYERA
2
@ TMouck no ycTpoicTeam 1 BbibpaHo 1 @_ =l T
. 2
+ HoBbllA OunbTR ~
° mAquar. MEI 385709650871701 080420241 08.04.20241
HaGope! gunsTpos h Aguar MEI 827471306937271
(] s - 08.04.2024 1. 08.04.2024 1.
CTpok Ha cTpaHuue: 25 - 1-25 13 51293 >
PucyHok 63

— B OTObOpasmBLIEMCA OKHe BblbpaTb Heobxoaumyto rpynmny YCTPOMCTB M3
pacKpbiBatoLLleroca cnucka (PucyHok 64 [1]) nan Bocnonb3oBatbes duabTpom. anee npu
HeobXoAMMOCTM BO3MOXHO A00aBUTb AOMNOAHUTENbHYIO rpynny, BbiOpaB ee U3
PaCKpbIBaOLLIEroca Cnucka /aMbo BOCMNOMAb30BABLIMCL MOMCKOM Mo GuAbTpy. Takxke
BO3MOKHO YAa/MTb M3 CMMCKA BblIBpaHHYO rpynmny, Haxas Ha 3HA4YOoK O «Y6paTb M3 cIMCKa»
(PucyHok 64 [3]);

[NobBaBneHWe yCTPOWCTE B rpynnsi

BoiGpaHo yCcTpoUCTE 1

import_device Apr 8 14:30:26 08.04.202414:30
> 3
PucyHok 64

— MpW OTCYTCTBMM HEOBXOAMMON rpynnbl B CMMUCKe, CO34aTb ee, BBeAs Ha3BaHMWe
HOBOW rpynmnbl B nosie «PuabTp No Ha3BaHUIO rpynnbi» (PUcyHOK 65 [1]) n Ha)KaB KHOMKY
«Co3paTb cTaTndeckyto rpynny» (PucyHok 65 [2]);
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[ob6asneHne yCTPOWCTB B rpynnbl

BribpaHo yCTpORCTE 1

[I’pynnaftest — 1 2 = | CO30ATb CTATMMEGKYIO TRYTINY -

mport_device Apr 8 14:30:26 08.04.2024 14:30 E|-

[l YIS TN [OBABMTD B FPYNMbI (1)

PucyHoK 65

— HaXaTb KHOMKY «[106aBnTb B rpynnbi» (PUcyHOK 64 [2]).

B pe3ynbTate ycnewHOW MNPUBA3KM YCTPOMCTBA K rpynne otobpasuTtca
COOTBETCTBYHOLLEE coobLieHMe.

MPUMEYAHME. Ha akTMBMpPOBaHHbIE YCTPOMCTBA ByAyT AENCTBOBATL BCE NMOMUTUKM
n opnaH-CLUEHAPUM, Ha3HAYEHHbIe Ha rpynny yCTPOMCTB.

2.2.7.2. TpuBA3Ka YCTPOMUCTB K rpynne yCTPOMUCTB U3 KaPTOYKM YCTPOMCTB

[1ns NPUBA3KN YCTPOWMCTB K rpynmne 13 KapToOYKM YCTPOMCTB HEOOXOAMMO BbINONHUTD
cneayrouime AencTemna:

— nepeunTn B noapasaen «YCTponcTea» pasaena «YnpasieHne;

— B 0bHnacTn dunbTPOB BbIOPATL «[TOUCK NO YCTPOMCTBAMY;

— Ha)KaTb Ha Ha3BaHMe YCTPOMCTBA A/1A Nepexoaa B KapTo4Ky (Npn HeobxoaMmMocTH
BOCMO/1b30BaThCA uabTpPom (nogpasaen 1.5);

— B OTKPbIBLWIENCA KapTOYKe YCTPOMCTBA NEPENTM BO BKIAAKY «[pynnbi»;

— HakaTb KHOMKy «[06aBunTb B rpynnbi» (cm. PucyHok 17 [2]);

— B OTKPbIBLIEMCS OKHE HeobXOAMMO BbINOAHUTL [AEWCTBWUS, OMMCAHHbIE B
nn. 2.2.7.1.

B pes3ynbtaTe ycnewHoOM nNpuBA3KE YCTPOWCTBA K rpynne oTobpasmTcs
COOTBETCTBYlOLLEe cooblieHme.

MPUMEYAHME. Ha akTMBMpPOBAHHOM YCTPOMCTBE OYAyT AENCTBOBATL BCE NMOAUTUKM
M odNanH-cLEHApMK, HAa3HAYEHHbIE Ha FPYNMY YCTPOMCTB.

2.2.7.3. TlpuBA3Ka YCTPOMCTB K rpynne yCTPOMCTB U3 KAPTOYKM rpynnbl YCTPOMUCTB

[Ona nNpuBA3KW YCTPOWCTB K rpynne YyCTPOMCTB M3 KAPTOYKW TPYyMMbl YCTPOMNCTB
HeobxoAMMO BbIMONHUTL CAeayowme AeNCTBUS:

— nepenTn B noapasaen «YCTponcTea» pasaena «YnpasieHne;

— B obnactn punbTPoB BbiIbpaThb «[TOUCK NO rpynnamy;

— HaXaTb Ha Ha3BaHWe rpynnbl YCTPOMCTBA A0S nepexoda B KapTOuKy (npu
HeobXxo4MMOCTN BOCMO/1b30BaTbCA GUALTPOM (noapasaen 1.5);

— B OTKPbIBLUENCA KapTOUKe rpynmbl YCTPONCTB NEPENTM BO BKNAAAKY «YCTPOMCTBAY;

— HaXKaTb KHOMKy «[1pMBA3aTb yCTpoMCcTBa» (cm. PucyHok 27 [2]);

— B OTOOpPa3mMBLIEMCA OKHE BbINOAHUTbL AEMCTBUA, ONMUCaHHble B Nn. 2.2.7.1.
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B pe3ynbTaTe Ha aKTMBMPOBAHHbIX YCTPONCTBAxX byayT AEMCTBOBATbL BCE MOAUTUKM U
obnanH-cLeHapmn, HazHa4YeHHbIe Ha rPynmny YCTPOMCTB.

2.2.8. AKTMBaLMA yCTPOWCTB

[nsa aKTMBauMmM YyCTPpOMUCTB B KoHcoan aamuHucTpaTopa [1Y Heobxoammo
creHepuposaTb QR-KoAa, mocne 4yero craTyc YCTPOMCTB MapameTpa «HKM3HEHHbIN LMKA»
nomMeHseTca Ha «B npouecce akTMBaumm». [1na ycTpPOMCTB BO BCEX CTaTycax AOCTymnHa
noBTopHadA reHepauma QR-koaa (NOBTOpHAA aKTUBALMSA).

Mpn  ycnewHOW aKTMBALUMM HaA YCTPOMCTBE HA3HAYalOTCA BCE MOAUTUKM,
Ha3Ha4YeHHble Ha:

— rpynnbl YCTPOWNCTB, B KOTOPblE BXOAMNT YCTPONCTBO;

— Ha rpynny noab3oBaTenen, K KoTopbIM NPMBA3AHO YCTPOMCTBO.

Echv npu akTMBaUMKW YCTPOMCTBA Ha HEro He OblAWM Ha3HAYeHbl MNOAUTUKK,
YCTPOMCTBO B MapameTpe «MU3HEHHbIN LUMKA» NPUMET 3HavyeHMe «AKTMBMPOBAHO», a B
napameTtpe «loAUTUKU» — CTaTycC &9 «He ynpaBaseTca» M nepenact CBOe COCTOAHME
KoHconn agmuHucTpaTopa [1Y.

HacTtpoeHHble ana paboTbl ycTponctBa B NapameTpe «[lONUTUKM»  UMEKT
cneaytolLme CTaTychbl:

- b*'J'«He yNpaBnAeTcar»;

-9 «COOTBETCTBYET NMONUTUKEY;

- O He COOTBETCTBYET MONUTUKED.

MopAdoK HACTPOMKKM ycTponcTB ana pabotbl ¢ Y npuBeseH B [AOKYMEHTe
«PykoBoacTBO nonb3oBaTensa. Yactb 7. MNpunoxeHne «ABpopa LeHTp» ana onepaumMoHHOM
cuctembl ABpopa» AAMI.20134-01 90 01-7;

AKTMBALMA YCTPONCTB BO3MOKHA C/lIeAYOLLMMM Cocobamm:

— BPYYHyO (nn.2.2.8.1), ecnm HeobxoAMMO CaMOCTOSATENbHO aKTMBMpoOBaTb 1
YCTPOMCTBO;

— C NOMOLLbIO CNMCKa ObICTpbIX Aenctemin (nn. 2.2.8.2), ecan HeobxoaMmo
aKTMBMPOBATb HECKO/IbKO YCTPOMCTB;

— € nomolubto oTnpaBkn QR-koaa Ha Email (nn. 2.2.8.3), ecnm HeobxoaMmo, 4TObbI
N0/1b30BaTENN aKTMBMPOBAIM CBOM YCTPOMCTBA CAMOCTOATE/NBHO;

— cnomolulpbto 3arpy3kun JSSON-dpanna (nn. 2.2.8.4), ecnv He06Xo0AMMO aKTUBMPOBATH
BCe yCTpoMcTBa rpynnbl oaHMM QR-Koaom;

— C NOMOWbI MNPUrNALLIEHMA Ha CAaMOCTOATENbHYK PEerncTpaumio ycTpomncTBa
(nn. 2.2.1.2);

— NpyY NEepBOM BKAOYEHMU YCTPOMCTBA (YCKOPEHHas aKTuBauma), ecnm Aans
YCTPOMCTBA OblAN BbIMNO/IHEHbI BCE YC0BUA YCKOPEHHOM akTMBaLMK. [MoapobHoe onncaHune
NpoLecca YCKOPEHHOW aKTMBALLMM Ha YCTPOMCTBE NpMBEAEHO B AOKYMeHTe «PyKoBOACTBO
nonb3osBaTensa. Yactb 7. lpunoxeHne «ABpopa LleHTp» Ana onepauymoHHON CUCTEMBI
Aspopa» AIIMI.20134-01 90 01-7.
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2.2.8.1. AKTMBAUMA YCTPOMCTB BPYYHYHO

AKTMBALMA YCTPOMCTB BPYYHYHO BO3MOMKHA M3 KapTOYKM yCTpoincTea. [na atoro
HeobXx04MMO BbINOAHUTL CAeaytoLMe AeNCTBUS:

— nepenTn B Noapasaen «YCTponcTBa» pasaena «YnpasaeHume;

— B obnactn punbTpoB BbiOpaTb «[TONCK NO YCTPOMCTBAMY;

— HakaTb Ha Ha3BaHMe YCTPOWNCTBA 414 Nepexoaa B KapTOUKy (Npn HeobXxoAMMOCTH
BOCMNO/1b30BaTbCA duabTpPom (nogpasaen 1.5);

— B KAPTOYKE YCTPOMCTBA HaXKaTb KHOMKY «AKTUBMPOBaTL» (PUCYHOK 66).

MPUMEYAHMUE. Mpn NnoBTOpPHOM reHepauum UCNoAb30BaTb Npeablaylimnin QR-Kopg,
byaeT HEBO3MOMKHO;

ga MYNBTUTEHAHT MOHWUTOPWUHI YMNPABNEHWE AOMWUHUCTPUPOBAHWE @ Hatanws MeaHoga (i.ivanova...

YCTPOWCTBA NMONbL30BATENM NONUTUKK CLEEHAPWMK DANANLI NPUNOXEHWA BUTPUHbI CBA3KW KITOYEA

yCTpOFICTBO Android / COCTOAHUE YNPABNEHWE NoNb30BATENKN rPYMNbI NONHUTIAKA CLEHAPWUH YOANEHI >

CwmaptdoH Android ~
HocTynHele 4ng ynpasnexns hd
By fd43bc54-700d-4.
BER70 5
B 8658720324354 v HazsaHue Tekywee Lenesoe MameHero MeTouHnk
COOTEETCTEBYET NOMNTH... - KOHdJHr aums
237141 ypau

MonyyeHwe komaHa Kaxapie 14. 14.02.202415:...

12.04.202219:35
14.02.2024 15:05
14.02.2024 17:50

3AKPbBITb AKTUBHUPOBATDL APXMBWPOBATb

PncyHoK 66

— 0TObPa3nTCA OKHO aKTUBALMK YCTPOMCTB (PUCyHOK 67);

— ecaun BbIBpaHO YCTPOMCTBO, KOTOPOe Obl10 aKTMBMPOBAHO paHee (NOBTOpHas
aKTMBaLMA), UM YCTPOMCTBO B CTaTyce «B npouecce akTnBaumMmn», HeobxoAnMmo B Yekbokce
YCTAaHOBWUTb rano4yky cnesa OT craTyca (PucyHok 67 [1]) M HaskaTb KHOMKY «/[anblie»
(PucyHok 67 [2]);

AKTUBaLWA YCTPOWCTE b4

o BriGop ycTpoiicTa

Bcero BoibpaHo yeTporcTs: 1

| B npouecce akTuBaLMm 1

; =3

PucyHok 67

— OTKPOETCA OKHO, IAe HeobXOAMMO HaxaTb KHOMKY «AKTMBALMA BPYYHYHO»
(PncyHoK 68);
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AKTHBaUWA YCTPOUCTB X

° Beibop ycTpoicTe

Bcero eeibpaHo yeTpoicTe: 1

e AkTUBALMA

BribepuTe oeicTene

mem

g AKTWUBALIMA BPYHHYIO OTMPABMTE HA EMAIL | GD 3AIPY3WTb JSON

HAZAQ

PucyHok 68

— B pe3ynbTate 0oT0bOpPasnUTCA OKHO noAaTBep)AeHMA co3gaHma QR-koda, rae
HeobXxoAMMO NPOAOKNTL UAN OTMEHUTL AencTBMA (PUCYHOK 69).

CoszpaHne QR-kogos

Mocne HaxaTua Ha kHonky "TpoaomxuTe" CUCTEMOI By T ABTOMATHMYECKM
crerepupoBaHsl QR-kogel, v oM ByayT NnpeAcTaeneHsl B Tabnuue Huxe. Mx
MOXKHO BYAET COXPaHUTE Ha KOMMbIOTEPE M MCMONB30BATL Kak O6bIYHbIE Galinel

OTMEHA [ylgelilelib 4001

PucyHok 69

B pesynbtate ycnewHoro cosgaHua QR-koga OyaeT oTobparkeHa creaytoulan
nHdopmauma (PucyHok 70):

— eanHbin QR-KoA, ANA YCTAHOBKM MPUAOXKeHMA «ABpopa LleHTp» u akTuaumm
YCTPOMCTBA, KOTOPbIN HEOBXOAMMO OTCKaHMpPOBaTb B MpMAOKeHMM «ABpopa LleHTp» Ha
KaXk4OM YCTPOWCTBE;

— Napo/ib, NPUCBAMBAEMbIN CO34aHHOM Y4ETHOM 3aMNCK YCTPOMNCTBA;

— pata ucrtevyeHna QR-koaa;

— aZipec npougecca - aipec cepsepa Aa5 NPOLLeCcca akTMBaLUMM YCTPOMUCTBA;

— KOHTpPO/AbHaA cymma MD5;

— Ha3BaHWe KoMMNoHeHTa (akTyanbHO Ana yctponcts ¢ OC Android);

— CCblIKAa Ha cKauymBaHMe nakeTa (APK-daina) AnAa ycTaHOBKM MNPUNOKEHUS
«ABpopa UeHTp» (akTyanbHo ana yctponcts ¢ OC Android).

BHUMAHME! OC Android B KOMNNEKT NOCTaBKM HE BXOAMT.
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AKTUBALMA YCTPOWCTB X

° AxTuBayma

%= [« INOI P4903 IMEI 358992080383892 ~

Maponb: begbZjgxashbdmfdceEhorxnxuvwmdegy...
Hata uctedenna: 10.10.2023 16:22

Anpec npouecca: https:/focs-int.ompcloud.rufem.
Cymma MD5: 7c7a91a9c55d0c12ef6614130122¢3..
HasBaHwe KoMMNOHeHTa: ru.omp.services/ru.omp.se..

Ccbinka ana ckavneanna nakeTa: https://ocs-int.o.

NEPENTW B KAPTOYKY BbIFPY3UTb JSON

PucyHok 70

Mpu ycnewHom akTMBaLMKM Ha YCTPOMCTBO Ha3HAYatoTCA BCE MOAUTUKM U OPAaiH-
CLLeHapWn, Ha3HaYeHHbIe Ha:

— Tpynny yCTPOWMCTB, B KOTOPYO BXOANT YCTPOMCTBO;

— Ha rpynny nNo/ab30BaTenen, K KOTOPbIM NPUBA3AHO YCTPOMCTBO.

Echv npu aKTMBaALUWMKM YCTPOWMCTBA Ha Hero He OblM Ha3Ha4YeHbl MOAUTUKK, TO
YCTPOMCTBO B NapameTpe «HMU3HEHHbIN LUMKA» NOAYYUT 3HaYeHMe «AKTUBMPOBAHO», a B
ctonbue «CooTBETCTBME MNOAUTMKE» — CTaTyCc «He ynpaBnseTca» WM nepeaacTt CBOeE
coctoAaHue B ABpopa LeHTp.

2.2.8.2. AKTMBAULMA YCTPONCTB NPU NOMOLLM CNMCKA ObICTPbIX AENCTBUM

[na akTMBaLMM YCTPOMCTB NPU MOMOLLM CMMCKA ObICTPLIX AEUCTBMIA HEeoHX0aMMO
BbIMNO/IHUTb CAeaylolme AeNCTBUA:

— nepenTn B Nnoapasaen «YCTponcTBa» pasaena «YnpasaeHme;

— B 0bHnacTn dunbTPOB BbIOPATL «[TOUCK NO YCTPOMCTBAMY;

— BblIOpaTb YCTPOMCTBA, YCTAHOBMB rasiodKy B 4ekbokce Ans A0CTyna K CMUCKY
bbIcTpbIX Aencteuii. Mpu HeobxoammocTn ana cbpoca BblaeneHns HeobxoaMmo HaxkaTb
KHOMKy «CHpocuTb BblaeneHme» (PucyHok 71 [1]);

— B Cnucke ObICTPbIX AEeUCTBMI BblOpaTb 3HAYOK @«AKTMBaLLMﬂ YCTPOMCTB»
(PucyHok 71 [2]).

NPUMEYAHME. C nomoulbto cnmncka ObICTPbIX AENCTBUIA MOXKET ObiTb BbIMOIHEHA
aKTMBALMA OAHOrO UM HECKO/IbKUX YCTPOMCTB;
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ga MYNBTUTEHAHT MOHWTOPWHI YMNPABINEHWE AOMWUHWUCTPUPOBAHUE @ Hatanwa VMeaHoea (l.ivanova...
YCTPOWCTBA NONbL30BATENU NONMUTHUKK CLEEHAPHK DAANDI MPUNOXEHWA BUTPHHbI CBA3KM KITIOYEN
@ TMowuck no ycTpoicTeam 1 BuiBpaHo 1 2 @_ o+ 5 ﬁ
. B
+ HoBbld duneTp v
S AQUET, El 38570965087170
] @Aquar..  IME| 385709650871701 08.04.20241.. 08.04.20241..
HaGopel puneTpoB v VRS
] ot et it 08.04.20241..  08.04.20241..
CTpok Ha cTpamuue: 25 w 1-25u3 51293 >
PucyHok 71

— 0T0bPa3nTCA OKHO aKTUBALMKN YCTPOMCTB (CM. PUCYHOK 67);

— ec/nn BbIBPaHO YCTPOMCTBO, KOTOpOoe Obl/I0 aKTUBMPOBAHO paHee (NOBTOPHaA
aKTMBaLMA), MU YCTPOMCTBO B CTaTyce «B npouecce akTMBaLMmn», HEOHX0AMMO B YeKboKce
YCTaHOBMUTb rafIouKy cneBa OT cTaTyca ycTponcTea (cm. PucyHok 67 [1]) m HaxKaTb KHOMKY
«danblue» (cm. PucyHok 67 [2]);

— B OTKPbIBLIEMCA OKHE HEeobXoAMMO HaXaTb KHOMKY «AKTMBAUMA BPY4YHYHO»
(cm. PucyHok 68);

— oTobpasnTcA OKHO NoATBep)AeHMA co3daHma QR-koga, rae HeobxoaMMo
NPOAO/IKUTb UIN OTMEHUTb AencTBumaA (cMm. PUCYHOK 69).

B pe3ynbTate ycnewHoro co3gaHua QR-kogma OyaeT oTobparkeHa cineaytollasn
MHPOPMaLMA:

— eanHbin QR-KoA, ANA YCTAHOBKM MPUAOXKeHMA «ABpopa LleHTp» u akTuaumm
YCTPOMCTBA.

MPUMEYAHMUE. QR-Koa byaeT oTobpaKeH AN KaKAoro n3 BblbpaHHbIX YCTPOMUCTB
(PucyHok 72 [1], PucyHok 72 [2]), KOTOpbIA HEOBXOAMMO OTCKAaHMPOBATb B MPUIOKEHUN
«ABpopa LleHTp» Ha KaXa0M YCTPOWMCTBE;

— Napo/b, NPUCBANBAEMbI CO34aHHOM YY4ETHOM 3aNNCK YCTPOMCTBA;

— pata ucrtevyeHna QR-koaa;

— ajJpec npougecca - agpec cepsepa A0 NPOLLeCcCa akTMBaLUMM YCTPOMUCTBA;

— KOHTpO/AbHaA cymma MD5;

— Ha3BaHWe KoMMnoHeHTa (akTyanbHO Ana yctponcts ¢ OC Android);

— CCbl/IKa Ha CKauymBaHuMe nakeTa (APK-danna) ana yCTaHOBKM MPUNOXKEHMA
«ABpopa UeHTp» (akTyanbHo ana yctponcts ¢ OC Android).

BHUMAHMUE! OC Android B KOMN/IEKT NOCTAaBKM HE BXOAUT

MPUMEYAHME. YcTaHoBKa NpunoxkeHuna «ABpopa LleHTp» 1 akTMBauma yCcTpomncTea
6yayT aBTOMATMYECKM BbIMOAHATBCA MPWM KOPNOpaTMBHOM npueAsKke ycTponctBa ¢ OC
ABpopa (nogpobHee B AOKyMeHTe «PyKoBOACTBO Mosib3oBaTens. YacTtb 7. MNMpuaoxkeHune
«ABpopa LeHTp» ana onepauMoHHOWN CUCTEMDI ABpopa»
AAMTI.20134-01 90 01-7) k MY. B ocTtanbHbIx cnydasx QR-Koa MOXKHO MCNONAb30BaATb TONILKO
ANA aKTMBAUMM YCTPOMCTBA.
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AKTHMBELMWA YCTPOHCTE X

° AxTHBALHA

= E INOI P4803 IMEI 358992080383892 ~

Lata weteuenma: 12,10,2023 10:45

A n I ey - 1]
Anpec npouecca: https:ffocs-int.ompcloud.rufem... n COMPaRITE UZ0BPZXEHAE B MIBpaKHOE

Kenkposats agpec acbpaxesun

Cymna MDS: dd64594a9ce2403894182febetttl.,
Hazsanue koMnoHeHTa: ruomp.services/ru.omp.se... 2 = e

Ceeinka Ana ckayneaHMa naketa: https://ocs-int.o.,

NEPEATI B KAPTOYEY BbIrPY3UTE JSON

Agquarius NS M12 IMEI 573072217824651 N [ 2

PucyHok 72

Mpu ycnewHom akTMBaLMKM Ha YCTPOMCTBO Ha3HaAYatoTCA BCE MOAUTUKM U OpalH-
CLLeHapWn, Ha3HaYeHHbIe Ha:

— rpynny yCTPOWMCTB, B KOTOPY BXOANT YCTPOMCTBO;

— Ha rpynny noab3oBaTenen, K KoTopbIM NPMUBA3AHO YCTPOMCTBO.

Echv npu akKTMBaALMKM YCTPOWCTBA Ha Hero He OblW Ha3HAYeHbl MOAUTUKKM, TO
YCTPOMCTBO B NapameTpe «HU3HEHHbIN UMKAY» NOAYYMUT 3HaYeHMe «AKTUBMPOBAHO», a B
napameTpe «[ToAnTUKa»- cTaTyc «He ynpaBaseTca» n nepeaact CBOe COCTosHWe B ABpopa
LeHTp.

NMPUMEYAHMUE: Cpok genctema QR-koaa yKaszaH B nosne «[ata mcteveHma». [lo
MCTeYEeHMM CPOKa AENCTBMA CreHepnpoBaHHbIM QR-Koa byaeT HeAeNnCcTBUTENEH.

BHUMAHMWE! B cnyyae HacTpoek MMO no ymondaHutio QR-Kopa, reHepupyetca Ha 5
MWHYT. ITOrO BPEMEHU MOXKET HE XBAaTUTb A1 TOrO, YTODbI BCE YCTPOMCTBA yCNeinm NPonTH
aKTMBALMIO, €CIN YCTPOMCTB MHOro uam QR-Koapl ANs aKTMBaUMKM OTNpaBaatoTca Ha Email
nonb3oBaTenen. HacTpolkm cpoka aencrema QR-koda MOXKHO M3MeHUTb. NoapobHas
MHPOpPMaLMA npueeneHa B AOKyMeHTe «PyKoBOACTBO aAMWHUCTPaTOPa»
AAMTI.20134-01 91 01.

QR-KOA MOKHO CKONMPOBATb, HaXKaB Ha HEro NPaBOM KHOMKOM MbILLN, U BbIOPATb 13
CMUCKa NYHKT « COXPaHUTb KAPTUHKY KaK...» (cM. PucyHok 72 [3]), nocne yero QR-Koa MOXHO
OTNPaBUTb B BUAE M30OparkeHMA.

[anee nonb3oBaTento HeobBXOAMMO OTCKaHMpoBaTb QR-Kog M BbINOAHUTL
aKTMBauM ycTpoKcTea. [loapobHOe onmMcaHue aKTMBALMKM YCTPOMCTBA NPMBEAEHO B
NOKyMeHTe «PyKOBOACTBO Mnoab3oBaTesAa. HYacte /. llpunoxeHne «Aspopa LeHTp» ana
onepaumoHHoM cuctembl ABpopa» AAMI.20134-01 90 01-7.
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2.2.8.3. AKTMBaLMA YCTPOMCTB C MOMOLLbIO 0TApaBKkM QR-Kkoaa Ha Email

[ns akTMBALMKW YCTPOMCTB C NOMOLLbIO Email Ha yKa3aHHbIN agpec HanpasaAeTcs
3NIeKTPOHHOE nucbMo ¢ QR-kogom. [lna 3Toro HeobxoAMMO BbIMONHUTL CAeaytoline
NencTBus:

— nepenTu B Nnoapasaen «YcTponcTsa» pasgena «YnpasieHmne»;

— B 0bnacTn dunbTPOB BbIOPATb «[TOUCK NO YCTPOMCTBAMY;

— BbIOpaATb YCTPOWMCTBO, YCTAHOBMB rafiodKy B YekDOOKce Ans A0CTyna K CIMUCKY
bbicTpbIX Aencteuid. Mpu HeobxoammocTn ana cbpoca BblaeneHns HeobXoAMMO HaxKaTb
KHOMKy «CHpocuTb BblgeneHme» (cm. PucyHok 71 [1]);

— B CnMcKe ObICTPbIX AENCTBUM BbIOPATb 3HAYOK @«AI-(TMBaLI,MFI YCTPOWNCTBY»
(cm. PucyHok 71 [2]).

NMPUMEYAHUE. C nomolbto cnmncKa BbICTPbIX AENCTBUIA MOXKET ObiTb BbIMOJIHEHA
aKTMBALUMA OAHOMO WM HECKONbKMX YCTPOMCTB;

— 0T0bPa3nTCA OKHO aKTUBALMKN YCTPOMCTB (CM. PUCYHOK 67);

— ec/nn BbIBPaAHO YCTPOMCTBO, KOTOpOoe Obl/I0 aKTUBMPOBAHO paHee (NOBTOPHaA
aKTMBaUMA), UM YCTPOMCTBO B CTaTyce «B npouecce akTnBaUmMmn», Heobxoanmmo B Yekbokce
YCTaHOBMUTb rasiouKy cnesa OT cTaTyca (cM. PucyHok 67 [1]) m HaxaTb KHOMNKy «[danblie»
(cm. PucyHok 67 [2]);

— OTKPOETCA OKHO, rae HeobxoAMMO HaxaTb KHOMKy «OTnpasBuTb Ha Email»
(PucyHok 73);

AKTHBALMA YCTPOHCTE h-4

° Buibop ycTpoicTe

Bcero 8bibpaHo ycTponcTs: 2

o AKTUBALMA

BuibepuTe geicTeme

mim

w2 AKTUBALIMA BPYYHYHO OTMPABMTb HAEMAIL | €D 3AIPY3WUTb JSON

PucyHok 73

— B pe3y/nbTate 0Tobpa3nTca OKHO oTnpaBkM QR-koaa Ha Email, roe Heobxoammo
BBecTM Email ana nucem c aktmaumen (PucyHok 74 [1]);
— HaxaTb KHOMKy «OTnNpasuTby (PrucyHok 74 [2]).
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OtnpaBka QR-kogoe Ha Email

Mocne HaxaTua Ha KHonky "OTnpaBuTe" CUCTEMOI ByayT aBTOMaTUYECKH
creHepupoBaHel QR-Koabl, oHW GyayT OTNpaBNeHel Ha yKasaHHbii email,
nocne 4ero OKHO aKkTuBauun ‘,’CTQC-I:\ CTB 3aKpoeTcH

Email gna nucem c akTuBaumein test@test m| o 1

OTMEHA OTNPABUTL | jf== 2

PucyHok 74

Ha yKasaHHbIW  agpec OyaeT  OTNPaBAeHO  31EKTPOHHOEe  MUCbMO  C
QR-koAOM ANA aKTMBaUMMK, KOTOPbIA MNONb30BaTeN0 HEOBXOAMMO OTCKaHWMPOBaTb Ha
YyCTPOWCTBE B NPUIOKeHUN «ABpopa LleHTp».

MoapobHOe onucaHWe aKTMBaUMM  YCTPOWCTB MNPUBEAEHO B  [AOKYMEHTe
«PykoBoacTBO Nonb3oBaTena. Yactb 7. MNpunoxeHne «ABpopa LeHTp» ana onepaumoHHOM
cuctembl ABpopa» AAMI.20134-01 90 01-7.

Mpn yCnewHom akTMBaLmMmM Ha YyCTPOMCTBE Ha3HaAYatoTCA BCE MOAUTUKM U odaliH-
CLEeHapWnKn, Ha3Ha4YeHHbIe Ha:

— rpynny yCTPOMCTB, B KOTOPYH BXOANT YCTPOMCTBO;

— Ha rpynny noab3oBaTtenen, K KOTOpbIM NPMBA3AHO YCTPOMCTBO.

Echv npu aKTMBaAUWMKM YCTPOWMCTBA Ha Hero He OblM Ha3Ha4YeHbl MOAUTUKK, TO
YCTPOMCTBO B NapameTpe «KU3HEHHbIM LMKA» NOAYYUT 3HAYeHne «AKTUBMPOBAHOY», a B
napameTpe «[oNnTUKa» — cTatyc «He ynpaBaseTca» 1 nepenacT CBOe COCToAHMe B ABpopa
LleHTp.

2.2.8.4. AKTMBaUMA rpynnbl yCTPOMUCTB ¢ nomoLlbto JSON-painna

[Ona aktmBaumm ycTponcts ¢ nomoubto JSON-panna HeobxoaMMO NOAroTOBUTL
(nn. 2.2.8.4.1) n 3arpy3uTsb (nn. 2.2.8.4.2) JSON-¢damn.

Ecan nepBoHayanbHaA HACTPOMKa YCTPOMCTB He OCYyLLeCTBAANACb, HEODHXOAMMO
BbIMO/IHNTb YCKOPEHHY aKTuBaumto. lNoapobHoe onmcaHWe NpuMBEAEHO B AOKYMEHTe
«PykoBoacTBO nonb3osaTensa. Yactb 7. MNpunoxeHne «Aspopa LeHTp» ana onepauMoHHOM
cmuctembl ABpopa» AAMI.20134-01 90 01-7.

Echn nepBoHayasbHaA HACTPOMKA YCTPOMCTB Oblna BbIMOJHEHA, HeobXxoAMMOo
OTCKaHMpoBaTb QR-KoA, CreHepupoBaHHbIM ANA TPYNMbl YCTPOMCTB, B KOTOPYHD BXOAAT
ycTpolcTBa. [NoapobHoe onncaHmne NnpmeeaeHo B AOKyMeHTe «PyKoBOACTBO No/b30BaTeNS.
Yactb 7. T[punoxkeHne «ABpopa LleHTp» ana onepaumoHHOW cuctembl ABpopa»
AMI.20134-01 90 01-7.

2.2.8.4.1. MNoparotoska JSON-¢pamna

AKTMBaAUMA yCTPOMCTB eauHbiM QR-KOAOM  OCyllecTBAAeTCA C  MOMOLLbHO
JSON-dalina, KOTopbIN MOXKHO creHepupoBaTb B Y.

Onsa reHepaumn JSON-panna HeoOXOAMMO BbIMOAHUTL AEMCTBMA, OMUCAHHbIE B
nn. 2.2.8.2, A0 3Tana oToOpa*keHWA OKHa aKTUBALMK YCTPOWUCTB, rae byaeT oTobparkeHa
cnenyrouaa Hdopmaums:


https://ocs-stage.ompcloud/emm/admin/help-mt/posts/HowToActivateDevicesSimplified
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— eanHbin QR-Ko4, ANA YCTAHOBKM MpunoxeHua «ABpopa LleHTp» m akTmBaumm
YCTPOWCTBa;

— Napo/ib, NPUCBAMBAEMbIN CO34AaHHOM YY4ETHOM 3aMMUCK YCTPONCTBA;

— pata uctevyenna QR-Koaa;

— ajJpec npougecca - aApec cepsepa A1 NPOLLecca akTMBaLUMM YCTPOMCTBA;

— KOHTpO/abHadA cymma MDS5;

— Ha3BaHWe KOMMNOHeHTa (akTyanbHO Anda yctponcts ¢ OC Android);

— CCblIKAa Ha cKauymBaHMe naketa (APK-daina) aAna ycTaHOBKM MNPUNOXKEHUS
«ABpopa UeHTp» (akTyanbHo ana yctponcts ¢ OC Android).

BHUMAHMUE! OC Android B KOMN/IEKT NOCTaBKM HE BXOAMT.

NMPUMEYAHME. YcTaHOBKa NpuioxKeHnAa «ABpopa LleHTp» 1 akTMBaLmMA yCTPOMCTBA
OyayT aBTOMATMYECKM BbIMOAHATLCA MPM KOpNopaTMBHOM npueAske ycTtponctBa ¢ OC
ABpopa (nogpobHee B AOKyMeHTe «PykoBOACTBO Mosib3oBaTens. YacTtb 7. lNpunoxkeHune
«ABpopa LleHTp» ana onepaunoHHOM CUCTEMDI ABpopa»
AOMTI.20134-01 90 01-7) K Y. B ocTanbHbIx caydasx QR-Kog MOXKHO MCNONb30BaThb TO/IbKO
0N aKTMBAUMM YCTPOMCTBA.

[anee Ha 3Tane oTobpaxeHua eamHoro QR-Koga HeEOOXOAMMO HaxKaTb KHOMKY
«Bbirpy3nTtb JSON» (PucyHok 75).

AKTUBaLMA YCTPOWCTB X

° AKTMBaULKMA

] INOI P4903 IMEI 358992080383892 ~

Maponb: begbZjgxashbdmfdceEhorxnxuvwmdeqgy...
[ata ncteuenns: 10.10.2023 16:22

Anpec npouecca: https://ocs-int.ompcloud.rufem...
Cymma MDE: 7c7a91a9chbd0c12ef6614130122¢3..
HaszsaHwe KOMMNOHEeHTa: ru.0mp.services/ru.omp.se.

Ccblnka ang ckavneanma naketa: https://ocs-int.o...

NEPEATW B KAPTOYKY BbIrPY3UTE JSON

r J|‘|‘ ] :.-:-
.EI *‘%‘ﬂ -H':'I 'I-;: -2

PuUcyHOK 75
B pe3ynbTaTe Ha 9BM byaeT BbirpyxeH JSON-pann.
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Mpumep coaeprkaHma JSSON-dpanna:

{"accountDomain":"", "android.app.extra.PROVISIONING ADMIN EXTRAS
BUNDLE" :

{"accountDomain":"","clientID":"aurora-mobility-
management", "gatewayURI":"http://ocs—-dev.ompcloud.ru/emm/

mobile", "password":"dtthtsgdoh5v"}, "android.app.extra.PROVISIONING DEVI
CE _ADMIN COMPONENT NAME":"ru.omp.se

ru.omp.services.AdminReceiver", "android.app.extra.PROVISIONING DEVICE A

DMIN PACKAGE DOWNLOAD LOCATIO ocs-dev.ompcloud.ru/emm/mobile/
clientDownload", "android.app.extra.PROVISIONING DEVICE ADMIN SIGNATURE
CHECKSUM" : "bZ41Av7sé6bnr", "android. mobility-

management"”", "enrollmentID" :"beefbeef", "expiredAt":"2023-10-
20T14:21:474+03:00", "gatewayURI":"http://
ocs-dev.ompcloud.ru/emm/mobile", "password":"dtthtsgdoh5v"}

BHUMAHMUE! TpuBegeHHbIM nNpumep nNpeacTaBieH Ans  03HAKOMAEHUs C
cofeprkaHmem un cTpykTypoit JSON-daintna, n MoXKeT OTAMYATLCA OT CreHepMpoBaHHOro. He
pekomeHayeTca GopmMaTMpoBaTb creHepupoBaHHbiM JSON-dann (gobasnate npobensi,
Tabynaumio, NepeHochbl CTPOK), Tak KaKk 3TO MOMKET NPUBECTM K oWwnbKkam npmn obpaboTke
JSON-¢amna B npouecce yCTaHOBKM NPUIOKEHUS U aKTMBALMK YCTPOMNCTB.

Kakablih napameTp COMPOBOXAAETCS [ABOETOYMEM «:», Mapbl K/to4/3HavyeHue
Pa3aenatoTCs 3anAaTomn «,».

OnucaHue TpeboBaHUI K 3HaYEHUAM NapameTpPoB U3 NpUmepa:

— accountDomain. [JOMEHHOE WMA aKKAyHTOB YYE€THbIX 3anMceir YCTPOWCTB,
CO3/1aHHbIX B BbIOPAaHHOM TEHaHTE;

— android.app.extra.PROVISIONING ADMIN EXTRAS BUNDLE. Cojepsknmoe
JSON-¢amna:
e password. [laponb, NpUCBaMBaembl ANA CO3AAHHOM YYETHOM 3amnucu
yCTpoMcTBa. HOBbIN Napob MOXKET COAEPHKATb:
¢ 078 10 255 cMmBO/IOB;
¢ He MeHee 2 3arnaBHbIX OYKB;
¢ He MeHee 2 CTPOYHbIX DYKB;
¢ He meHee 3 unodp;
¢ He meHee 2 CNeucMMBO/IOB.
MPUMEYAHME. Mpu reHepaumm JISON-daiina co3aatoTca y4eTHble 3annch YyCTPOMCTB.
TpeboBaHMA K NapOoto 334at0TCA aAMUHUCTPATOPOM M MOTYT OTAIMYATLCA OT MPUBEAEHHbIX;
® gatewayURI. Azpec cepBepa akTMBALMWN YCTPOMNCTB;
® accountDomain. WAEHTWUYHO NapameTpy accountDomain BbllUE;
e clientID. AeHTUDMKATOP NPUNOKEHMA B BbIDPAHHOM TEHAHTE. 3Ha4YeHKMe No
YMO/IHYAHUIO aurora-mobility—- management;
e trustedCerts. Cnucok umdppoBbIXx oTneyatkoB (fingerprint) KopHeBbIX

cepTMOUKATOB A8 aKTUBALMWN YCTPOMCTB, NEPeYNC/IEHHbIE Yepes 3anaTyto;
— android.app.extra.PROVISIONING DEVICE ADMIN COMPONENT NAME.
Ha3BaHMe KOMMOHEHTA;
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— android.app.extra.PROVISIONING DEVICE ADMIN SIGNATURE CHECKSUM

KoHTponbHaa cymma noanucu daina 4na ycTaHOBKM NpunoxeHna «Aspopa LileHTp»;
— android.app.extra.PROVISIONING DEVICE ADMIN PACKAGE DOWNLOAD L

OCATION. Ccbl/iKa Ha CKaumBaHWe daiina 419 yCTaHOBKM NpUnoKkeHna «Aspopa LieHTp»;
— android.app.extra.PROVISIONING LEAVE ALL SYSTEM APPS ENABLED.

MNapameTp, onpeaenatoLlLni, BKAOYATb 1M NOJIHYKO YCTAHOBKY CUCTEMHbIX MPUIOXKEHUI B
npoLecce yCTaHOBKM MepBOHAYa/IbHOM HAaCTPOMKM YCTPOMCTBA C YCTAaHOBKOM NMPUIOKEHUS
«ABpopa UeHTp» (akTyanbHo ans yctporcts ¢ OC Android). Mo ymon4aHMo yCcTaHOBKA BCEX
CMCTEMHbBIX MPUIOKEHNIM BKAOYEHA.

BHUMAHME! OC Android B KOMNAEKT NOCTaBKM HE BXOAMT;

— clientID. AeHTMYHO NapameTpy clientID BblLUE;

— enrollmentID. MaeHTMdUKATOP CO3AaHHOM aKTMBaumu. Ecam QR-kopa cosaaH
yepes 3arpy3ky JSON-¢dalna, AaHHOe Nose NPUHMMAET CTaHAApPTHOE 3HaYeHWe Ana BCex
BbIOPaHHbIX YCTPOMCTB;

— expiredAt. CpoKk penctBus QR-Koda (Oata mcTeyeHua axkTtmsaumwu). ocne
yKa3aHHOWM AaTbl creHepupoBaHHbIM QR-Koa byaeT HeaeMCcTBUTENEH;

— gatewayURI. VIAEHTMYHO NapameTpy gatewayURT BbllUE;

— password. /|AeHTMYHO NapameTpy password Bblle.

2.2.8.4.2. 3arpy3ka JSON-pann ans akTmeaumm rpynnbl YCTPONCTB

[ns akTMBALMK FPYNMbl YCTPONCTB HEOOXOAMMO BbIMONHUTL CAeaytoLme AeNCTBUA:

— nepeunTn B noapasaen «YCTponcTea» pasaena «YnpasieHne;

— B obnactn punbTpoB BbIbpaThb «[TOUCK NO rpynnamy»;

— BbIOPATbL rpynmny YCTPOWCTB, YCTAaHOBMB ra/IovKy B YeKboKce a5 A0CTyna K CUCKY
ObICTPbIX AeUCTBMA. [Tpn HeobXoAMMOCTM ANA cOpoca BblAENEHMA CNeyeT HaXKaTb KHOMKY
«Cbpocutb BblaeneHme» (PucyHok 76 [1]);

— B CMUCKe ObICTPbIX AeNCTBUIM BbiOpaTb 3HAYOK & «AKTMBALMA YCTPOMCTBY
(PucyHoK 76 [2]);

ga MYNbTUTEHAHT MOHWTOPHUHI YNPABNEHWE AOMWHUCTPUPOBAHWE @ HaTanua MeaHosa (L.ivanova

YCTPOWCTBA NONb30OBATENW NOMNTUKK CUEHAPWA DAANLI NPUNOXEHWA BUTPUHbI CBA3KW KITKOYER

@® Mowck no rpynnam AOBABUTL ~

Mowuck No yCcTPoMCTBam 1 BbIBpaHO 1 2 @-

+ HoBbIi dUnbTp ~

r: test group for script Pe3ynbTaT BbINONHEHMA CKPUITE — 20032024 18:18

03 gorg test — 1 19.02 2024 16:19

AxTueHbie gunbTpbi (1) h CTpok Ha cTpaHuue: 25 w 1-131313

PnUcyHOK 76

— MNEepeHecTM  CreHepuUpoBaHHbIK  MAM  MOATOTOB/AEHHbIK  CaMOCTOATE/IbHO
JSON-daiin ns pannosoro meHeaKepa B nose 3arpy3ku (PucyHok 77);
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AKTWBaLMs rPyNn ycTPOicTB

0 MpocMoTp rpynn

Bcero BbibpaHo ycTponcTB 2
[pynnoBas akTvBauus 2
e AxTMBaums

BoibepuTe gencteue

GO 3ArPY3UTb JSON

3AKPBITb

PucyHoK 77

— oTobpasnTca MHPopmauma o 3arpyxeHHom JSON-paine, raoe Heobxoammo
HaXkaTb KHOMKY «AKTMBaUMSA BpydHYto» (PucyHok 78 [1]). Ana yoaneHua 3arpyeHHoro
JSON-dpanna HeobxoaAMMO HaxKaTb KHOMKY «YaanuTts JSON» (PucyHok 78 [2]);

AKTUBaLMA rPyNn YCTPOWCTB

o MpocmoTp rpynn

Bcero BbibpaHo yCTPOUCTE 2
[pynnosas akTuBaLuMa 2
o AxkTuBaymg
1 2

Bbibepute .qeﬁCTBMel I

fals:]

e AKTMBALIMS BPYYHYIO ||| X YOAIUTbL JSON

MaccoBasn akTUBaLUa yCTPOMCTE

Mapone: ilxiaaggkgm7qR2urbkpyyeevfseemglUou&gwg#plpyhhlOnwywocebeskbjlkw
[Nata ucteuenuma: 2023-11-15T10:16:55+03:00

Apnpec npouecca: https://ocs-stage.ompcloud.ru/emm/mobile

3AKPbITb

PucyHok 78

— B OTOOPAa3mMBLUEMCA OKHE aKTMBALMM YCTPOMCTB HEODXOAMMO HaxKaTb KHOMKY
«[1pooONKNTLY;

— ecnu bbian BbIOpaHbl rpynMbl, COAEPKaLLME aKTUBMPOBAHHbIE YCTPOMCTBA AN B
ctatyce «B npouecce aKtuMBauuMm», OTOOPA3MTCA OKHO MOATBEPXKAEHWMA onepaumn
(PucyHok 79), roe HeobxoAMMO NoATBEPANUTL MU OTMEHWUTb AENCTBUA.

B yekbokce «He aKkTMBMpOBaTb pPaHee aKTUBMPOBAHHbIE YCTPOMCTBA» cneayet
YCTAHOBMTb TrajsoMKy B C/ly4ae OTCYTCTBMA HeobXxoAMMOCTM aKTMBMPOBATb paHee
aKTMBMPOBAHHbIE YCTPOMCTBA, /MO0 CHATb raN04Ky B C/Ayd4ae HaAMYMA YKa3aHHOM
HEeobxoAMMOCTMW.
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I'Io.u.TBepx(,u.eHue onepauuvu

B rpynnax eCTb yXxe akTUBUpOBaHHbIE VCTDOF‘!CTBSA XoTuTe HpOJ:LOﬂ)KMTb?

He aKTWMBMPOBAaTh PaHEe aKTUBMPOBaHHbIE YCTPOWCTBA

PucyHok 79

B pe3ynbtaTe JSON-pann byaeT 3arpyeH, n otobpasmntca QR-Koa Ana akTMBaLmm
rpynnbl ycTponcTs (PucyHok 80).

AKTUBaLMA rpynn yCTPOWCTB

Maccoean akTMBaUMWA YCTPOUCTE -

CospanHbin QR-kon nomkex bbiTb UCMONb3oBaH
[N aKTUBALIM BCEX BbIBPaHHBIX YCTPOMCTE
CoxpanuTe ero unv ybeanTecs, 4to
aKTWBWPOBaNK BCE YCTPOMCTEE A0 33KPbITUA
okHa. CreHepupoBarHbin QR-koa He byneT

CDXpEHéH B CUCTEME.

Mapone: ilxiaaggkgm7qR2urbkpyyeevfseemglUou...
[ata nctevenma: 2023-11-15T10:16:55+03:00
Anpec npouecca: https:/focs-stage.ompcloud.ru/e...

Cymma MD5: 6b9283a7dc1ca9420430ebfceb33...

Ha3zeaHuWe KOMMOHEeHTa: ru.omp.services/ru.omp.se...

Ccbinka ons ckadvmBaHna nakeTa: hitps://ocs-stage...

3AKPBITb

PucyHok 80

[1ns 3aBeplIeHna akTMBaLMK HEODBXOAMMO BbINOIHUTL CAeaytoLme AeACTBUA:

— BbIMNO/HWUTb YCKOPEHHYK aKTMBaALUMIO YCTPOMCTB, €CM MX NepBOHaYaNbHasA
HaCTPOWMKa He ocyulecTeaanacb. OnncaHme npoueaypbl yCKOPEHHOM aKTMBAUMM NPMBEAEHO
B LOKYMeHTe «PyKOBOACTBO Moab3oBaTesiAa. HYacTtb 7. lpunoxkenne «Aspopa LleHTp» ana
onepaunoHHon cuctembl ABpopa» AAMI.20134-01 90 01-7;

— OTCKaHuMpoBaTb QR-KOA Ha KaXAOM YCTPOMCTBE, €CANM OHWM YyXKe MNpOoLan
nepBOHAYaIbHY HACTPOMKY.

[lnAa 3aKpbITMA OKHa aKTMBALMW TPYMMbl YCTPOMCTB HEOOXOAMMO HaXKaTb KHOMKY
«3aKpbITb».

Mocne 3arpy3kn JSON-panna ana yaobctea paboTbl C akTMBauumen B paboyen
obnactn pasgena «YnpasaeHuwe» noapasgena «YCTponcTBa» oTobpasnTca WHAMKATOP
aktmBauum (PucyHok 81). [Mpu HaxkaTuMm Ha WHAUKATOP OToOpasuTcs noapobHas
MHPOPMaLMA 0O aKkTMBaLMKM yCcTPoMCTB: RequestID aKTMBaLUMM M KOAMYECTBO TOTOBLIX K
aKTMBALMM YCTPOMCTB.
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ga MYNbTUTEHAHT MOHWTOPHUHI YMNPABNEHWE AOMWHWUCTPHUPOBAHKE @ Hatanwa Mearosa (i.ivanova
YCTPONCTBA NONb30BATENW NOMNTUKWK CLEHAPHK DAANDI NPUNOXEHWA BUTPUHbI CBA3KM KIKOYER
@ MNowck No rpynnam 1NPOLECC AKTUBALIWMA

Movick no ycTpofcTsam Tpynnsi ycTpoiicTs RequestiD: 285¢d73b-b152-41d1-a571-2(0efcec7Ba8 » = g

2 13 2 yCTPOWCTB NOTOBbI K 8KTUBALMN

+ Hosoblid Gmnbtp A~
OBHOBMTb JLAHHBIE YOANWTL BCE

(=) tast_rpynns MY -

[ ] foobar_test — 1 11.03.202218:27

AKTUBHBIE DUNBTPSI (1 v ast audit
oanereu (1) o o - 1 2608202118

Hab6ops! ¢punsTpos v CTpok HacTpanuue: 25 w 1-13 1213

PucyHok 81

[lna  KonupoBaHMA  CCbINKM  npouecca HeobxoAMMO  HaKaTb  3HAYoOK G2
«CronumpoBaTb ccbinky npolecca» (PucyHok 81). [lna nepesanycka npouecca akTMBaLmm
HeobX0AMMO HaXKaTb 3HAYOK :«l_lepeBaI'lyCTMTb npouecc». Ana 06HOBNEHNA MHPOPMALNM
00 aKTMBAUMW HEeobXoAMMO HaxKkaTb KHOMKYy «O6HOBUTL JaHHbie». [Oas 3aKpbITUA
MHAMKATOPA CAeayeT HaxKaTb 3HaYoK X «Y4annTb npouecc» unu «YaanuTb Bcey.

2.2.9. TllpumeHeHMe onepaTMBHbIX KOMaH/,

BHUMAHME! T[MpumeHeHne onepaTMBHbIX KOMaHZ AOCTYNHO TO/bKO A4
aKTMBMPOBAHHbIX YCTPOMCTB.

[na npumeHeHMA KOMaHA onepaTMBHOrO ynpasaeHMA HeobXxoAMMO BbINMOAHUTb
cneayrouime AencTemna:

— nepenTn B Noapasaen «YCTponcTea» pasaena «YnpaBaeHue»;

— B 061acTn GMNLTPOB BbIOPaTh «[MOUCK MO YCTPOMCTBAMY;

— Ha)KaTb Ha Ha3BaHMe YCTPOMCTBA 414 Nepexoaa B KapTO4Ky (Npun HeobxoaMMocCTH
BOCMO/1b30BaThcA uabTpPom (noapasaen 1.5);

— B OTKPbIBLUEMCA KApTOYKe YCTPOMCTBA BblIOpaTb AOCTYMHble KOMaHAb!
(PucyHok 82 [1]), 3aaaTb HeobxoaMMble 3HaYeHMA cornacHo Tabauue (Tabaumua 30) n panee
noATBEPAUTb UAN OTMEHUTL AENCTBUA.

NMPUMEYAHUE. [encTeytouwie onepaTtMBHbIE KOMaHAbl BblAeNeHbl LBETHbIM
MHAOMKATOPOM Y COOTBETCTBYIOLLEro 3Havka (PucyHok 82 [2]).
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’!F MYNETUTEHAHT MOHUTOPWUHI YMPABNEHWE AOMWUHWUCTPUPOBAHUE @ HaTanua MeaHoBa (i.ivanova...
YCTPONCTBA NONB30BATENWU NONUTHUKKU CLEHAPHK DAL MPAUNOXEHWA BUTPUHEI CBA3KM KIIOYER
F+ R570E Vs COCTOSAHMWE YMNPABNEHWE NoNb30BATENX rPYMMNbI MOMUTHUKK CLIEHAPUM YOANEHHBIA QOCT >
Cmaptdox Aspopa v
[ocTynHble 4ns ynpasneHus -
OnepatusHoe ynpasnenune A
w Hazsanne Tekywee Llenesoe WameneHo WeTouHuk
© 0 0| =
fc“c’:gi::fo Awarnccrura 'J';:ﬁ:: MonyueHWe KOMaHL Kaxabie 1 4. le zana 26.06.202314:09 le 3an
o ™ 1 Ornpaska cocTostns Kaxabie 14 {e 3303 26.06.202314:09 {e 3an
=2
Napons Sxpan Kamepa PacnucaHue oTnpaskn cobbimui Ge3.. Kaxagsie 1y ie 3ana 26.06.202314:09 le 3an,
nNoNe30eaTens
o . OBHOBNEHWE KOOPOMHAT B KNMeHTe A He 3anaH0 2 3303 26.06.202314:09 3an,
@
e i XpaHeHWe NOroB Ha YCTPOWCTBE BpemeHHoe e 3373 26.06.202314:09 3a
Mukpogon Cobmrms  Omcrmme -
6£30NaCHOCTH YCTPOACTBO
3AKPbITH AKTUBHUPOBATb APXWBWPOBATb
PucyHok 82
B pe3ynbTate ycrnewHowm OTNpPpaBkKM OMNEPATUBHOUM KOMaAHABbI OTO6pa3l/ITCﬂ

CoOoTBETCTBYIOLWEE COO6LLI,€H ne.

NMPUMEYAHUE.

BbibpaHHass KomaHaa OyaeT BbINOJAHEHa Ha YCTPOMCTBE B

COOTBETCTBUU C YCTAHOBJ/IEHHbLIM PaCrnmMCaHMeEM MNMoay4YeHNA KOMaHd,.

Ecav nonnTtuka nam onepatnBHaA KOMaHAa He Obinu NONYyYeEHbI Ha YCTpOlZCTBe, TO
Terylwee n uenesoe COCToOAHNA He 6yp,yT coBnagaTtb. HecooTBETCTBMA BbIAENAKOTCA LLBETOM,
d B CTPOKe C Ha3BaHMeEM Tpynhnbl I'IOJ'IMTMK/COCTOFIHVIVI OTO6pa>-KaeTCFI 3Ha4oK o

(cm. PucyHok 14).
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Tabnunua 30
OnepaTtnBHan
OnwucaHune
KOMaHA4a
O6HOBUTb YCTaHOBKa pacnmncaHnsa 06HOBMEHMA COCTOAHMUA YCTPOMCTBA. MHPOPMaLMA O COCTOAHUM YCTPOMCTBA ByAeT noslydeHa, eCan YCTPOMCTBO HAaXOAMUTCA B CETH
CoCTosiHME
[narHocTrKa Mony4yeHne Ha 3NEKTPOHHYO NoYTy Galiia co CMMCKOM CUCTEMHbIX cO0bLLeHNIM 06 owmnbKax ycTpoicTea (PrucyHok 83).

Ha3BaHuWe paiina —Reports.tar.bz2

MPUMEYAHMUE. Mo ymonyaHmio OTYET, COAEPHKALLUMIM CMMCOK CUCTEMHbIX COOBLLEHMNN, OTNPABAAETCA Ha NOYTOBbIM ALWLMK, COOTBETCTBYHOLLMIM TEKYLLEN YHETHOM 3aNNCH
aAMUHUCTPATOPa, KOTOPasa MOXKET BbiTb M3MEHEHA.

Ecnn Email onepatopa He 3aNonHeEH UK He ABASETCA AeNCTBUTEIbHBIM (HanpumMep, B CO34aHHOM TeHaHTe), He0BXOAMMO BBECTM €ro BPYYHY!O.

BHUMAHMUE! Echn HeobxoaMmo BbI3BaTb ONEpPaTUBHYIO KOMaHAy B TEHaHTe, CO34aHHOM M3 AePONTHOro TeHaHTa, 06A3aTeNbHO Ha caeaytoweMm Lware TpebyeTca
CKOPPEKTUPOBATb aApec 3/IEKTPOHHOM MOYTbI, T.K. y4eTHaA 3aNnCb aAMNHUCTPATOPA TEHAHTA MMeeT BN, <MMSA YY4ETHOM 3aNnCK>@<KOoJ TeHAHTa>.<AO0OMEH MO YMO/YaHNIO>
(Hanpumep: n.ivanova@test.omp.ru), 4To He MOXKET ABAATLCA aAPECOM 3/TEKTPOHHOM NOYTb

[Naponb aaMMHa

YCTaHOBKa 04HOPa30BOro Napons aAMMHUCTPATOPa ANA Pa3DAOKMPOBKM YCTPOMCTBA, CIM NONb30BATE b HE 3HAET MU HE MOXKET BCMOMHMUTb MNapob.

[Naponb 40/IKeH coaepaTb OT 7/ 40 12 CUMBOOB.

Mocne ycTaHOBKM MNapona aiMMHUCTPATOP AOIKEH 3arpy3mTb YCTPOMCTBO B PEXMME aMUHMUCTPATOPA, BBECTN OAHOPA30BbIM Napo/ib Ha YCTPOMCTBE, 3aTeM BbibpaThb
npeanaraemblin yCTPOMCTBOM HOBbIM NAaPOb AN CAMOCTOATEIbHO 3a4aTb HOBbIM MAPO/b.

Ecnm yyeTHada 3anmcb aaMmUHUCTPaTopa bbina 3ab1oKMpoBaHa Ha YCTPOMCTBE (B MpouUecce YCKOPEHHOM akTUBALLMKW NPU NPUMEHEHUN NOAUTUKMU CO3AaHMA NONb30BaATENS), NOCAE
YCTQHOBKM OJHOPA30BOro Napos y4eTHas 3anncb aaMmHUcTpaTopa byaet pa3bnokmMpoBaHa

Maponb YCcTaHOBKa 04HOPA30BOro Napoasa Nob3oBaTeNna ANA Pa3bIOKMPOBKM YCTPOMCTBA, €CAM NOb30BATE b HE 3HAET MW HE MOXKET BCMOMHUTb NapOo/ib.
nosib3oBaTens Mapoab A0MKEeH COOTBETCTBOBATL TPEOOBAHMAM MAPOAbHOM NOAUTUKM M cOAepPKaTb OT 7 A0 12 CMMBOJIOB 1 COOTBETCTBOBATbL TPEOOBAHUAM MAaPOAbHON MONUTUKMN.
Mocne ycTaHOBKM MNapoadA N0ab30BaTENO HEODXOAMMO BbIMONHUTL BXOA, NOA CBOEN YH4ETHOM 3aNMCbo, BBECTM O4HOPA30BbIN NapP0/ib, 3aTEM BblOpaTb Npeaiaraembli
YCTPOMCTBOM HOBbIM MAapOb UM CAMOCTOATENBHO 334aTb HOBbIN NAPO/Ib
JKpaH BNOKMpOBKa 3KpaHa yCTPOMCTBA 414 NpeAoTBPaLLEHNSA ero MCNONb30BaHMA MOCTOPOHHMMM NMLAMM B C/Iy4ae YyTEPU UK KPaXKMK.
B pe3ynbTaTe HN0KMPOBKM YCTPONCTBA Ha 3KpaHe BAOKMPOBKM OTODOparkaeTca cooblleHme:
«3abnokmpoBaHo npu nomouwm Aurora Device Manager. 3a6/10KMPOBAHO aAMMUHUCTPATOPOMY.
Mcnonb3oBaHMe yCTPOMCTBA A0 Pa3b0KMPOBKM HEBO3MOXKHO, KPOME COBEPLLIEHMA SKCTPEHHOTO BbI30OBA.
BbibOp 3HaYEeHMA U3 CNUCKa:
— «BpemeHHasa 610KNMPOBKa» — yKaslaHMe nepnoaa BAOKMPOBKKM yCTPOMCTBA. BBOA 3HaYeHMs ¢ KnaBuaTypbl B popmare:
«[aa)] : [wd] : [Mm]». Takke AOCTYNHA BO3MOXKHOCTb BBOAA co0bLLIeHMs B None «CoobuieHne npn 610KMpOBKe», KOTopoe byaeT oTobparkaTbCA Ha SKpaHe 3abN0KMPOBAHHOTO
YCTPOMCTBA;
— «BpemeHHasa pa3baoknpoBKa» — nepmos pa3boKMPOBKM YCTPOMCTBA. BBOA 3HAYEHMA C KNaBMaTypbl B popmaTe:
«[pa] @ [wd] : [mm]»
Kamepa YcTaHOBKa 3anpeTa/paspelleHmns MCnoib30BaTh KAMepy Ha YCTPOMCTBAX.

BbiboOp 3HaYEeHUs U3 CNUCKa:

— «BpemeHHO 3anpeTuTby - yKasaTb BDEMEHHOM MHTEPBA/I, B TeYeHMe KOTOPOro NCNOb30BaHME KaMepbl Ha YCTPOMCTBe byaeT 3anpeLleHo. BBoa, 3HaYeHWI ¢ KnaBmaTypbl B
dopmarte: «[aa] : [ud] : [MMm]»;

— «BpemeHHO paspelmnTby - yKasaTb BPEMEHHOM MHTEPBAJ!, B TEYEHME KOTOPOro UCMOIb30BaHME KaMepbl Ha YCTPONCTBe byaeT paspelleHo. BBo 3Ha4YeHNM ¢ KnaBmuaTypbl B
dopmarte: «[aa] : [4d] : [Mm]»
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OnepaTtnBHan
OnucaHue
KOMaHZa

MuKkpodoH YcTaHOBKa 3anpeTa/paspelleHmns Mcnosib3oBaHne MUKPodOHa Ha YCTPOMCTBAX.
Bbi6Op 3HaYEHMA N3 CNUCKa:
— «BpemeHHO 3anpeTuTby - yKasaTb BDEMEHHOM MHTEPBA/, B TEYEHME KOTOPOTrO MCMONb30BaHME MUKPOPOHA Ha YCTPOMCTBE byaeT 3anpelleHo. BBoA 3Ha4YeHNI C KnaBmaTypbl
B popmate: «[aa] : [u4] : [mm]».
MPUMEYAHME. Mpwu 3anpeLlatollen KomaHae MUKPOGOH ByaeT HeAOCTYNeH ANA 3aNUCK 3BYKa BO BCEX MPUJTOMKEHWUAX U BHELLIHWUX YCTPOMCTBAX, KOTOPbIE YyNPaBAAOT UM
(HaYLWHWKN, TapHUTYPbI M T.M.), HO ByAeT AOCTYNEeH ANA UCXOAALLMX M BXOAALLMX BbI3OBOB;
— «BpemeHHO pa3pelnTb» - yKa3aTb BPEMEHHOM MHTEPBAJI, B TE4EHME KOTOPOro MCNONb30BaHMeE MUKPOPOHa Ha YCTpoMCTBe byaeT pa3pelleHo. BBoa 3HaYeHMN C KnaBMaTypbl
B popmarte: «[aa] : [4d] : [Mm]»

CobbiTuA YCTaHOBKa pacnmcaHma oTNpaBKM COODLLEHNIM O NPOMU30LLIEALLIMX Ha YCTPONCTBAX CODbITUAX HE30MNACHOCTH.

H6e30nacHOCTH BbibOp 3HaYEeHMA U3 CNUCKa:
— «BpemeHHas ycTaHOBKa» — CcO0bLIEHMA AOCTABAAOTCA NO 3a4aHHOMY PaCnMCaHMIO M B TeYeHMe YKa3aHHOro nepmnoa. Beoa 3HaveHMin ¢ KnasmaTtypbl B dopmaTe: «[aa] : [4y]
: [Mm]»;
— «OTMEHUTb OTNPaBKY» — Ha YCTPOMCTBAX MPUMEHAIOTCA Ha3HAYEHHbIE NOSIUTUKM MAM HACTPOMKM MO YMONYAHMIO, ECAM NOUTUK HE Ha3HAYeHO

OumncTuTb OumnCTKa BCeX AaHHbIX NO/Ab30BaTeNA, BKAOYAA AaHHbIE C BHEWHEro HocuTensa (KapTbl Namaty microSD) ans coxpaHeHna KOHOUAEHUMANbHOCTM AaHHbIX B C/y4ae yTepu Uau

YCTPOMCTBO Kpa»Kn yCTPOMCTBA.

BHUMAHMUE! He pekomeHayeTcsa NpepbiBaTb MPOLLECC OYMCTKM, T.K. AN NOCAEAYIOLLErO BKIOYEHMA YCTPOMCTBA NoTpebyeTcs nepeyctaHoBka OC.
Mocne 3aBepLUEHMA OYUCTKN HA YCTPOMCTBE BOCCTAHABAMBAOTCA 3aBOACKNE HACTPOMKMN.

MpW aKTUBALMK YCTPOMCTBA NOC/AE MOAHON OYUCTKM Ha HEro ByayT pacnpoCTPaHATLCA BCE MOMUTUKM, paHee Ha3HaYyeHHble Ha rpynmbl YCTPOMCTB MAKM FPynMnbl NO/b30BaTENEN, B
KOTOpble BXOAMUT AaHHOE YCTPOMCTBO
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From no-reply@inp1sfcloud03.ompcloud
Subject MonyyeHue thanna noroe 57¢1cd74-4697-488¢-b2ca-d5a06d832e33 or 20.08.2020 08:56:54MSK
To lukinefrem@76a707.0ao.net

HTML Plain text Source MIME

VBaxkaeMblii 10/1530BaTEIb!

@aii1 10r0E 4714 yeTpoiicTea S7cled74-4697-488c-b2ca-d3a06d832e33 pacnoaaraeTcs BO EIOKEHHH K IIHCBMY.

Hata dopmupoeanus daiina verpoiicteom: 20.08.2020 08:56:54MSK.

,:[ax-u-loe IHCBEMO cd)op.\mpoeaﬂo ABTOMATHYECKH, Ha HETO HE HVAHO OTBEYATh.

Bam Aspopa [entp

PucyHok 83
2.2.10. OTBA3Ka (MCKNtOYEHME) YCTPONCTB U3 FPYNMbl YCTPOMNCTB

BHUMAHME! HeBO3MOXHO WCKAOYNTL YCTPOMCTBA M3 AMHAMWUYECKOM Tpynmbl
YCTPOMCTB.

[na  AMHAaMWUYecKor rpynmbl YCTPOMCTB WCKAOYEHWE YCTPOMCTB MNPOMCXOAUT
aBTOMaTMYECKN B C/ly4ae HapyLeHns yCnoBuin npebbiBaHMA B rpynne.

MCKNKOYMTD YCTPOMCTBA M3 CTAaTUYECKOM rPpynmbl BOSMOXKHO Yepes:

— KapTo4Ky ycTporcTtsa (nn. 2.2.10.1);

— KaTo4Ky rpynnbl ycTporcTts (nn. 2.2.10.2).

2.2.10.1.McKknroyeHmne yCTponCTBa M3 Fpynnbl YCTPOMUCTB Yepe3 KapTOYKY YCTPOWCTBA

[lnAa MCKNOYEHUs YyCTPOMCTBA M3 TPYMMbl YCTPOWCTB Yepe3 KapTO4YKy YCTPOMCTBA
HeobxoAMMO BbIMONHUTL CAeaytowme AeNCTBUS:

— nepenTn B noapasaen «YCTponcTea» pasaena «YnpasieHne,

— B obnactn punbTpoB BbIOpaThb «MOUCK NO YCTPOMCTBAMY;

— Ha)KaTb Ha Ha3BaHMe YCTPOMCTBA /1A Nepexoaa B KapTo4YKy (Npn HeobxoAMMocCTH
BOCMO/1b30BaThCA duabTpom (noapasaen 1.5);

— B KapTO4Ke yCTPOMCTBA NepenTh BO BKAAAKY «[pynnbi»;

— BbIOPATbL rpynmny YCTPOWCTB, YCTAaHOBMB rafIovKy B YeKbOKce A5 A0CTyna K CUCKY
ObICTpbIX Aenctsuit. Mpu HeobxogumocTn ana cbpoca BblAENEHMA HaxKaTb KHOMKY
«CbpocuTb BblaeneHune» (PucyHok 84 [1]);

— B CMNUCKe ObICTPbIX AENCTBUIM HaXaTb 3HAYOK O «Ucknouuts YCTPOMCTBO M3
rpynnbi» (PucyHok 84 [2]);
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ga MYNbTUTEHAHT MOHHUTOPUHI YNPABNEHWE AOMWUHWUCTPHUPOBAHWE @ Hatanua Mearoea (i.ivanova...

YCTPOWCTBA MONb30OBATENN NONMUTHUKK CUEHAPHMK AN NPUNOXEHWA BUTPUHbI CBA3KM KITOYEWN

Mashtab TrustPhone COCTOAHME  YMPAB/IEHME  MOMb3OBATENM  TPYMMbl  MOMMTMKM  CLEHAPMM  YOANEHHBLIMAOCT >
Vs R —
T —
1 rpynna eeibpana CBRocHTE Beigenchie e 4 2 = 0
CmapTdoH Aepopa v
OnepaTuBHOE ynpaBneHve ~ D mport_device Apr 912:19:34 1 09.04.2024 1..

"{ED'DCTYI'IHC‘ nna r= LOWHEMMYECKEs MPYNNa HeBKTUEUPOEBSHHLIX YCTRONCTE 48028 00.04.20241..

HEdKTHMBWMPOBAHHOIO y’CTpOI}ICTBa

Ctpok HacTpasmue: 25 » 1-4 3 4

ELLCEN [OBABWTE B FPYMNbI

PucyHok 84

— B OTOOpasMBLIEMCA OKHe MOATBEPXKAEHMA onepauun noaTsepamTb Anbo
OTMeHUTb AencTema (PncyHok 85).

MoaTBEPXKAEHWE ONepaumu

Bei QEHCTBMTEI-HJHO XOTHUTE UCKMKOHNUTb \,’CTDOMCTBO W3 I'D\«‘I'II'IhI?

PN EN MOATBEPOAWTL

PucyHok 85

B pe3ynbTaTe ycnewHoro NoATBEPKAEHMA NOANTUKM ByayT nepekomOUHMPOBaHbI
TaknMm 0H6pa3om, YTo ANA yCTpoKmcTBa ByayT AeNCTBOBATb TONIbKO MOAUTMKN, Ha3HAYEHHbIEe
Ha rpynnbl YCTPOWCTB M FPYNMbl NOJIb30BATENEN, B KOTOPbIE BXOANT YCTPOMCTBO.

2.2.10.2.0TBA3Ka YCTPOMCTB OT TrPynmnbl YCTPOMCTB 4epe3 KapTOYKy rpynnbl
YCTPOWNCTB

B cTaTMyeckol rpynne yCcTpOMCTB OTBA3aTb YCTPOMCTBO BO3MOMXKHO Yepes KapTOYKy
rpynnbl yCTPOWCTB, BbINO/NHWUB CeaytolLmne AeNCTBUA:

— nepenTn B noapasaen «YCTponcTea» pasaena «YnpasieHne,

— B obnactn punbTPoB BbIOpaThb «[TOUCK NO rpynnamy»;

— HaXaTb Ha Ha3BaHWe rpynnbl YCTPOMCTBA ANA Nepexoda B KapTouKy (npu
HeobXxoAMMOCTN BOCNO/1b30BaTLCA GUALTPOM (Noapasaen 1.5);

— B KapTOYKe rpynnbl yCTPOMCTBA NePENTM BO BKAAAKY «YCTPOMUCTBAY;

— BblbpaTb YCTPOMCTBO, YCTAaHOBMB rajiouKky B 4YekboKce Aas A0CTyna K CrMCKY
ObicTpbIX Aenctesuit. Mpu HeobxogumocTn ana cbpoca BblAENEHMA HaxKaTb KHOMKY
«CbpocuTb BblaeneHune» (PucyHok 86 [1]);

— B CnMCKe BbICTPbIX AeUCTBUIA HaXkaTb 3Ha4ok L «OTBA3aTh yCTpoicTBa OT rpynnbi»
(PucyHok 86 [2]);
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AVA

a MYNBTUTEHAHT MOHWUTOPWHI YMNPABNEHWUE AOMWHUCTPUPOBAHWE @ Hatanwa MsaHoBa (i.ivanova..

09.04.202412 -

YCTPOWCTBA NONb30BATENN NONUTUKK CUEHAPUK OAMNbI MPUNOXEHWA BUTPUHbI CBA3KW KIIOYEN

test rpynna YCTPOWCTBA NONUTUKK CUEHAPUK

YCcTpOMCTB_MBAHOBCK /
1 BbIBpaHO

—
K
D
un

Wi
3 rpynnayctpoiicts ~
B Yerpo. IMEI 868322053827431 @
B 3c718658-310c-4...

9.20 8 INOIP... AEI 35
20.08.202311:48 _ NOIP. IMEI 368992080383892 @

09.04.202412.. 1411.202317:...
1411.202315:18

CTpox Ha cTpaHuue: 25 w 1-2us 2

- 3AKPbITE MPUBA3ZATE YCTPOWCTBA
+ Hoeblid dunetp v

PucyHok 86

— B OTOOpasmMBLIEMCA OKHe MOATBEPXKAEHMA onepauun noatTsepamTb nnbo
OTMeHUTb aencTema (PucyHok 87).

OTBA3Ka YCTPOMCTE OT rpynnsi

Bel AEWCTBUTENEHO XOTUTE OTBA3aTE 1 YCTPOMCTBO OT rpynnbI?

OTMEHA |[epy:EEENY

PucyHok 87

B pe3ynbtate ycnewHon OTBA3KM YCTPOWCTBA OT rpynnbl  oTobpasnTtca
COOTBETCTBYIOLLEE COODLIEHME, MOANTUKN DyayT NepekoMOUHUPOBAHbI TaKMM 0OPa3oMm,
4YTO ANA YyCTpoMcTB OyayT AeNCcTBOBaTb TO/IbKO MNOAWTUKM, HaA3HaAYeHHble Ha rpynnbl
YCTPOWCTB M rpynnbl NOb30BaTeIeN, B KOTOPbIE BXOAMUT YCTPOMCTBO.

2.2.11. ApxnBnpoBaHMe yCTPONCTBA

Moa apxMBMpOBaHMEM MOAPA3yMeBaeTCA yAaneHne M3 cnmcka Ao06aBaeHHbIX
YCTPOMCTB, NOC/AEe Yero yCTPOMCTBO MOBTOPHO A00aBUTb B KOHCONb agmuHucTpaTopa MY
HEBO3MOHO, @ BO3MOXHO TOJIbKO BOCCTaHOBUTb. [loapobHOe onmncaHne BOCCTaHOBAEHMA
YCTPOMCTBA M3 apxmBa NpmBeaeHo B nn. 2.2.12.

Mepen apXMBMPOBAHMEM AaKTUBMPOBAHHOIO YCTPOMCTBA HEODXOAMMO OYMCTUTD E€ro
C MOMOLLIbIO ONepaTUBHbIX KOMaHA (. 2.2.9).

ApPXMBMPOBAHME YCTPOMCTBA MOXKET DbITb BbIMOAHEHO:

— B noapasaene «YCTPOMCTBa» C MOMOLWLbIO CNKMCKA ObICTPbIX AEMCTBUIA
(nn.2.2.11.1);

— C MOMOLLbIO KapTOYKM ycTpoincTea (nn. 2.2.11.2).
2.2.11.1. ApxnB1NpOBaHME YCTPOMCTBA C MOMOLLbIO CNNCKA ObICTPbIX AENCTBUI

[lna apx1MBMPOBaAHMA YCTPOMCTBA HEOBXOAMMO BbINONHUTL CAeayoWme AeNCTBUS:
— nepenTn B noapasaen «YCTponcTea» pasaena «YnpaBaeHmey;
— B 061acT GMNLTPOB BbIOPaTh «[MOUCK MO YCTPOMCTBAMY;
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— BblbpaTb YCTPOMCTBO, YCTAaHOBMB rajiouKy B YekboKkce Ans A0CTyna K CAUCKY
BbICTPbIX AencTBuit. lMpu HeobxoaumocTu ans cOpoca BblAENEHMA HaxaTb KHOMKY
«Cbpocutb BblaeneHme» (PucyHok 88 [1]);

— B CnUcKe bBbIcTpbiXx Aerctsuit  BbibpaTh 3Hayok O «ApxuBuposatb»
(PucyHok 88 [2]);

ga MYNLTUTEHAHT MOHWTOPHHI YMNPABMNEHWE AOMWUHWUCTPUPOBAHUE @ HaTanua MeaHoea (i.ivanova...
YCTPONCTBA NONbL30BATENU NONUTHUKK CLEEHAPHK DARNDI MPUNOXEHWA BUTPHHbI CBA3KM KIIOYEN
@ MMowck No yeTpoicTeam 1 BbiBpaHo CHpoCHTE BEEnEHM 1 @ S = E
. El
+ HoBblid duneTp v
E INOI P... IMEI 358992080383892 @ 00.04.202417.. 147912023 17
Ha6opbl dpuneTpoB v
A QOR5R o
_ £ Yerpo IMEI 842408905552136 @ 09.04.202412. o
CTpox HacTpaHuue: 25 = 1-25 ua 51303 >
PucyHok 88

— ecnn  BblOpaHHble YCTPOMCTBA OblAM  O4YMLLEHbI, TO OTODOPA3MUTCA OKHO
NOATBEPXKAEHMA onepaumn, rae HeobxoAMMO HaxKaTb KHOMKY «ApPXMBMPOBATb»
(PucyHok 89).

BhI,LLEH[—.‘H(} \.‘(JT[J(JI}IE:[ 8: 2. Bol JJ.E'I:1()1 BUTENEHO XOTUTE UX apXuBMpOBaT b?

OTMEHA APXMBWPOBATL

PucyHok 89

Ecanm oAHO MAM HECKONbKO YCTPOMCTB He OuMLLeHbl, oTobparkaeTcs coobuieHume
(PrcyHok 90), B KOTOPOM HEOHXOAMMO BbIOPATb COOTBETCTBYIOLLYIO KHOMKY:

— ONA  apXMBUPOBAHWMA  TOJIbKO  OYMLIEHHbIX YCTPOMCTB  Ha)KaTb  KHOMKY
«ApPXMBMPOBATH TOJIbKO O4YMLLLEeHHbIe» (PrcyHok 90);

BelaeneHo yCTpoWCTE: 2, U3 HUX OYMLLEHHBIX: 1

Bel AEMCTEUTENBHO XOTUTE WX 3PXMBUPOBATE?

fl xo4y apxMBMPOBaTL BCe BE3 OUMCTKK

PucyHok 90

— AN1A apXMBUPOBaAHUA Be3 0YMCTKM HeobBXoAMMO:
® MNOATBEPAUTb apXMBMPOBaAHME OE3 OUYMCTKM, YCTAHOBMB rasioukmM B Yekbokce
(PucyHok 91 [1]);
® Ha)KaTb KHOMKY «ApxnBmnpoBaTb Bce» (PrucyHok 91 [2]).
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BelaeneHo yCTPOMCTE: 1, U3 HUX OUMLLEHHbLIX: O
Bbl AEMCTBUTENBHO XOTUTE UX AaPXMBWPOBATDL?

| 2

1 —I 1 xOo4y apXMBMPOBaTL BCe BE3 DYMCTKM
OTMEHA | APXVMBWPOBATb BCE |

PucyHok 91

B  pesynbTaTte  yCMeWHOro  apXMBMPOBAHWMA  yCTpoMcTBa  OoTobHpasmTcA

COOTBETCTBYHOLLEEe coobLeHMe, y4eTHble 3anncK yCTponcTea byayT 3a6/10KMPOBaHbI.
MPUMEYAHMUE. ApxmBHble ycTponcTBa byayT oTobpaxKaTbCA B CMMCKE YCTPOMCTB,

eC/M BKNOYEHA COOTBETCTBYHOLLAA HAacTponKa (n. 4.1.3).
2.2.11.2. ApxnBMpoOBaHME YCTPOMCTBA M3 KAPTOYKM YCTPONCTBA

[lna apxmMBMPOBAHMA YCTPOMCTBA M3 KAPTOYKM HEOBXOAMMO BbINOAHUTL Ceaytollme
NencTens:
— nepenTn B noapasaen «YCTponcTea» pasaena «YnpasaeHme;
— B 0bHnacTn dUNbLTPOB BbIOPATL «[TONCK NO YCTPOMCTBAMY;
— Ha)KaTb Ha Ha3BaHMe YCTPOMCTBA [/1A Nepexoaa B KapTo4ky (Npn HeobxoAMMoCTH

BOCMO/1b30BaThcA duabTpom (nogpasaen 1.5);
— B OTKPbIBLUENCA KapTO4Ke YCTPOMCTBA NepeinTn Bo BKAaAKY «COCTOAHMEY;

— HaXKaTb KHOMKY «ApxmBMpoBaTb» (PucyHok 92);

@ Hatanwa MeaHosa (i.ivanova...

ga MYNbTUTEHAHT MOHWUTOPUHI YMNPABNEHUE AOMWUHUCTPUPOBAHMWE

GAANBI NPHUNOXEHWA BUTPUHbI CBA3KW KIOYER

YCTPOWCTBA NONL30BATENM NONUTHUKK CUEHAPWM

COCTOAHME YMPABNEHKWE NONbL30BATENK FPYMNNbI NONUTUKK CLIEHAPHHK YOANEHHLIA OOCT >

Mashtab TrustPhone
rd E—
T
Craprdon Aspopa N LocTynHele ong yNpaeneHws -
Tekylwee Llenseoe MameHeHo McTouHmuk

D 45a9bdB8e-bof5-.. w HazzaHue
5

I 3548305509704...

D 3548305509704... ~ Korgurypauns

D oYY 700157

D YY230417001574 Mony4yeHWe KoMaHn Kaxabie 14 08.04.202412:28

B 20:72:0d:41:26:22 A
B npouscce akTusalmu 3AKPbITb | AKTUBMPOBATb APXVBWPOBATb
41.06+2 -

PucyHok 92

— EeC/I1 YCTPOMCTBO HE 0YULLEHO, OTODBPA3NTCA COOTBETCTBYOLLEE cooblleHue. Ann
Ha)kaTb KHOMKY «ApPXMBMPOBATHY

noarsepxaeHma apxmemMpoBaHKNA H€O6XO,£I,I/IIV\O

(PcyHoK 93).

YCTpPOWCTBO HE 04YMLLEHO. Bbl XOTWUTE €r0 apXMBMPOBAaTL?

OTMEHA APXUBWUPOBATDL

PucyHok 93
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B  pe3ynbTaTe  yCMeWHOro  apxmMBMpPOBaHMA  yCTponcTBa  oTobpasuTcA
COOTBETCTBYOLLEE COODLLIEHME, YYETHbIE 3aMMCKU YCTPOMCTBA DYayT 3aDN0KMPOBaAHbI.

MPUMEYAHMUE. ApxmBHble ycTpoincTBa OyayT oToOpaxKaTbCa B CMMCKE YCTPOWCTB,
eCc/n BKAOYEeHa COOTBETCTBYHOLWAA HacTponKa (n. 4.1.3).

2.2.12. BoccTaHOBAEHME YCTPOMCTB M3 apXmBa

[ns oTobpakeHMa apXMBHbIX YCTPOMCTB B NoApa3aene «YCTPOMCTBa» B HACTPOMKAX
NOMKeH ObITb aKTUBEH NepekntovaTenb «OTobparkaTb apxXxmBHbIe ycTporcTea» (n. 4.1.3).

[Mpy BOCCTAHOBAEHWUM YCTPOWCTB M3 apXMBa BOCCTAHAB/AMBAIOTCSA BCE €ro CBA3N C
rpynnamm 1 Noanb30BaTENSAMMU.

[na BOCCTAHOBNEHUS YCTPOMCTBA M3 apxmBa HEOOXOAMMO BbIMONHUTL CAeaytollme
NEeNCTBUA:

— nepeunTn B noapasaen «YCTponcTea» pasaena «YnpasieHne;

— BblIOpaTb apxMBHOE YCTPOWMCTBO, YCTAHOBMB rasoyKky B YekboKce Ana AocTyna K
CNUCKY BbICTpbIX Aencteuir. Mpn HeobxoammocTn Ana cbpoca BbliaeneHmns HeobxoamMmo
HaxaTb KHOMKy «CbpocnTb BblaeneHme» (PucyHok 94 [1]);

— BblbpaTb 3HAYOK & «AKTMBaUMA ycTporcTB» (PucyHok 94 [2]);

ga MYNbTUTEHAHT MOHWUTOPUHI YTMPABITEHWE AOMUHUCTPUPOBAHUE @ HaTtanws KeaHoea (i.ivanova...
YCTPOWCTBA MONb30BATENN MONUTHKK CLUEHAPUK DANNLI MPUNOXEHWA BUTPWHbI CBA3KW KIHOYEN
® Mowck no ycTpolcTeam 1 BBIGpaHO 1 2 @_ & =
+ HoBblid bunetp £
Z 5 55 35 55
_ B IMEI 354830550970406, 354830550970414 09.04.2024 13-... 09.04.2024 13-..
AkTuBHbIE dUnbTPbI (1) v
CTpok Ha cTpanuue: 25 w 1-Tmal

— B OTOOPAa3mBLUEMCA OKHE aKTMBALMKM YCTPOMCTB YCTAHOBUTb rasio4ky B Yekbokce
«MepeHeceHo B apxuB» (PucyHoK 95 [1]) 1 HaxkaTb KHoNKy «Jdanbwe»(PucyHok 95 [2]).

AKTUBaUMA YCTPOUCTB >

o BoiGop ycTpoicTe

Bcero BbI6paHo yCTponcTs: 1

MNepeHeceHo B apxue 1 —1

PucyHok 95
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Mpyv HanUMuMM y YCTPOMCTB CBA3EM CO CTAaTUCTUYECKMMU rpynnamu  u/wmam
NoNb30BaTENSIMM Ha lWare «BoccTaHoBAeHMe cBA3en» HeobxoAMMO NOATBEPAUTH
BOCCTAHOB/IEHWNE CBA3EM, YCTAHOBMB rasiouKky B Yekbokce (PncyHOK 96 [1]), M HaXKaTb KHOMKY
«danbwe» (PucyHok 96 [2]). JaHHbiA War noapasymeBaeT BOCCTAHOB/EHWE CBA3eM C
rpynnamm yCTPOWCTB M MNONb30BATENAMU U NMPUMEHEHME COOTBETCTBYHOLMX MOJUTUK U
obnanH-cueHapmeB. [pn OTCYTCTBUM HEODXOAMMOCTM BOCCTAHOBNEHMA CBA3EM YCTAHOBKA
raN04KkM B YeKDOKCe Ha «BOCCTaHOBUTL BCE CBA3U» HEe ABNAETCA 0DA3aTENbHOMN.

AKTWBaUMSA YCTPOMCTB x

° Beibop ycTpoicTe

Bcero sbibpaHo ycTpoicTs: 1

o BoccTaHosneHve ceazeit

I BOCCTaHOBMTS BCE CBAIM 5 I— 1
INOI P4903 358992080383892 I
HASAR
2
PucyHoK 96

[anee akTMBMPOBATb YCTPOMCTBA BO3MOXHO OA4HMM M3 CNOCOHOB:

— HaxkaTb KHoMKy «OTnpaBuTb Ha Email» (PucyHok 97 [1]), B OTKPbIBLUEMCA OKHE
BBECTW aZPEC INEKTPOHHON NOYTbI M Aanee HaxaTb KHOMKy «OTNpaBuTby;

— HaXkaTb KHOMKY «AKTUBaLMA BPYYHYIO» (PUcyHOK 97 [2]) 1 Aanee HaxkaTb KHOMKY
«[1poa0/IKNTBY.

AKTMBaLMS YCTPONCTB p 4

° Buibop ycTpoitcTe

Bcero BbibpaHo ycTpoWCTB: 1

° BoccTaHosneHue cenzel

INOI P4903 358992080383892 ~

o AkTMBaUMA

BuibepuTe gencTeune

g{% AKTUBALIMA BPYYHYIO

| |
1 2

OTNPABUTE HA EMAIL | @ 3ATPY3WUThb JSON

HA3ALQ

PucyHok 97
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B pe3ynbtate OyaeTr creHepupoBaH M oTobpakeH QR-Koa Ana akTMBaLUUK U
oT0bpa3saTca coobuleHna «CBA3M apPXMBHbIX YCTPOMCTB BOCCTaHOBAEHbI» U «[lpouecc
CO3/4aHMA y4YETHbIX 3aMNMCEN YCTPOMCTB 3aMNyLLEH Y.

[1ns 3aBeplueHns akTMBauymm HeobxoaMmo oTcKaHMpoBaTb QR-KoA Ha ycTponcTse.
OnuncaHme npouecca akTMBaUMKM YCTPOWCTB NpuBeAeHO B AOKyMeHTe «PyKoBoACTBO
nonb3oBaTensa. Yactb 7. lpunoxeHne «ABpopa LleHTp» And onepauyoHHOW CUCTEMBI
Aspopa» AAMTI.20134-01 90 01-7.

2.2.13. YoaneHue rpynnbl yCTPONCTB

NMPUMEYAHUE. TMepen  yaaneHvem  rpynnbl  YCTPOWCTB  Heobxoammo
npeaBapmuTeNbHO UCKIOUYMTL BCE YCTPOMCTBA M3 rpynnbl B COOTBETCTBMM C N. 2.2.10.

BHUMAHME! N3 1Y BO3MOXKHO yAanuTb TONbKO CTAaTUYECKYK Tpynmny YCTPOMCTB
(rpynny ¢ Tunom 3 «Mpynna yctpoiicTs»).

[locne MUCKNOYEHUS BCEX YCTPOMCTB M3 Tpynnbl AaHHAA rpynna yCTPOMCTB MOXKET
ObITb yaaneHa 13 Y. 1na atoro Heobxo4MMO:

— nepenTn B noapasaen «YcTponcTea» pasaena «YnpasaeHue;

— B obnactn punbTpoB BbiIbpaThb «[TOUCK NO rpynnamy»;

— HaXkaTb Ha Ha3BaHWe TPyNnbl YCTPOWCTBA ANA Nepexoda B KapTO4Ky (npwu
HeobXxoAMMOCTN BOCNO/1b30BaTLCA GUALTPOM (Noapa3aen 1.5);

— B OTKPbIBLUENCA KApTO4YKe MepenTM BO BKAAAKY «YCTPOMCTBA» M yAanuTb Bce
ycTponcTea u3s rpynnsl (nn. 2.2.10.2);

— B KapTou4Ke rpynnbl YCTPONCTB HaXKaTb KHOMKY «YaanuTb» (PrucyHok 98);

ga MYNBTUTEHAHT MOHWUTOPUHI YMPAB/IEHWE AOMUHUCTPUPOBAHMWE @ HaTtanua Mearosa (i.ivanova

YCTPOWCTBA NONb3OBATENM NOSIMTHKX CLIEHAPUK DANNBI MPUAOXKEHKUA BUTPMHbI CBSA3KM KJIOYER
test_rpynnei MY 7’ YCTPOWCTBA NoNUTHUKK CLIEEHAPMM
O3 rpynna yetpoiicTe ~ YcTpOWCTBA BXOASALWME B rpynny

B 85157343-1677-4

26.09.2022 12:26

56002022 1228 Mpynna He coaepxuT yCTpoicTs

Crpox Ha cTparmue: 25 w 0-0uz0

+ HoBwiit punsTp v ELVCNCI NMPUBASATL YCTPOWCTBA

— B OTObOpasmBLIeMcs oKkHe (PrcyHoK 99) noaTBepAnTb MO0 OTMEHUTL AENCTBUS.

YOoanexHue rpynmo

Bbl AeMCTBUTENBLHO XOTUTE YAANWUTL rpynny?

OTMEHA [RiEtILEE]

PucyHok 99

B pe3yabTaTe ycnewHoro yganeHnAa OTO6paSI/ITCH COOTBETCTBYHOLLEE COO6LLI,€HI/|e.
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2.2.14. O4ncTKa YCTPOMCTB A0 3aBOACKMX HACTPOEK

[Ona cbpoca ycTponcTBa A0 3aBOACKMX HACTPOEK HeobxoAMMO HasHauuTb
onepaTmBHyto KomaHay «OumcTKa yctponcTea» (cm. Tabaunua 30) B cooTBeTcTBMM C M. 2.2.9,
B pe3y/bTaTe 4yero otobpasmnTca OKHO NOATBEPKAEHMA ONepaLmmn, rae HeobxoaMMOo HaXKaTb
KHOMKY «Ounctntb» (PrcyHok 100).

OuKcTKa YCTpOMCTBa

Mpw BLINOAHEHWK BbIOpaHHOW ONepaLmK YCTPOWCTBO GyNeT o4MLLEHO A0
38BOACKOMO COCTOAHMSA. YNpaeneHue yCTpolncTBOM DyneT HegocTynHo.

Bbl DEWCTBUTENBHO XOTUTE OYMCTUTL YCTPOWCTBO?

[EULEY | OYUCTUTDE

PucyHok 100

B pe3ynbTaTe yCcnewHom O4MCTKM BCE AaHHble MO/b30BaTENNA YCTPOMCTBA, BKAOYAnA
[NaHHble C BHELWHero Hocutens (KapTa namaTn microSD) yaanaTbes.

BHUMAHUE! He pekomeHayeTcs npepbiBaTb OYUCTKY YCTPOWCTBA, T.K. AN4
nocneaytollero BkAtoYeHnsa noTpebyetcs nepeycrtaHoska OC.

[Mocne 3aBeplleHMA OYUCTKM Ha YyCTpokcTBe OyayT BOCCTAHOBAEHbI 3aBOACKME
HaCTPOMKK. [lnAa ynpasBAeHUA O4YULLLEHHBIM YCTPOMCTBOM CAedyeT aKTMBMPOBATb €ro
nosTopHoO (n. 2.2.8).

Mpu aKTMBALMKN YCTPONCTBA NOCAE NONHON OYNUCTKMU Ha HeEM ByayT AEMCTBOBATL BCE
NONINTUKKN, paHee Ha3HaYeHHble Ha rpynmnbl YCTPOMCTB MAM NOAb30BaTeNel, B KOTOpble
BXOAMT 3TO YCTPOMCTBO.

2.2.15. BbiBOA YCTPOMCTBA M3 IKCNAyaTaALUM

BHUMAHWE! BbiBOA, M3 3KcnayaTauum AOCTyNeH [Ana YCTPOMCTB B CTaTyce
U3HEHHOTO UMKNa « AKTUBMPOBAHO». B MHbIX CNy4aAx KHOMKa « BbIBECTM 13 aKCNayaTaumm»
OyaeT He aKTMBHa.

[lnA 3KCTpeHHOro BbIBOAA YCTPOWMCTBA M3 IKCMAyaTaLmMmM HeOBXOAMMO BbIMOAHUTD
cneayolme AencTBmA:

— nepenTn B noapasaen «YCTponcTea» pasaena «YnpasieHne,

— B obnactn punbTpoB BbIOpaThb «[TOMUCK MO YCTPOMCTBAMY;

— Ha)XaTb Ha Ha3BaHMe YCTPOMCTBA 414 Nepexoaa B KApTOUKy (Mpun HeobxoaMMoCTH
BOCMO/1b30BaTbCA duabTpom (nogpasaen 1.5);

— B OTKPbIBLUENCA KAapTOYKe YCTPOMCTB NepenTn BO BKAAAKY «CLeHapumn»;

— HaKaTb KHOMKY «BbiBeCTM M3 aKkcnayaTauum» (PucyHok 101);


http://ocs-dev.ompcloud/emm/admin/help-mt/posts/HowToActvateDevices
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AVA

a MYNBETUTEHAHT MOHWTOPUHI YMPABNEHME AOMHUHUCTPUPOBAHUE @ HaTanwa MeaHoea (i.ivanova...

YCTPOWCTBA NONb30BATENN NONUTHKK CUEHAPHH DAANLI NPUNOXEHWA BUTPUHLI CBA3KM KITIOYER

Mashtab TrustPhone COCTOAHWE YMNPABJIEHWE MNONb30BATENH repynnel NONUTHUKKA CLEHAPHM YOANEHHBIA >

T

OdnanH-cueHapum
CwmapTtdoH Aspopa ~

I 45
& 354
I 3548305509704 -
B YY230417001574

B 2072:0d:41:26:22 3AKPbITD
PucyHok 101

a9bdB8e-bof5-

305508704 Ha yCTPOACTBO HE HB3HaYEeH HM OMH OhNaAH-CLeHapKui

w m

3
3

— B 0OTOOpasuBLIEMCS OKHe noaTtsepxkaeHua onepauun  (PucyHok  102)
noATBEPANTL MO0 OTMEHUTL AEMCTBUA.

BbiBOA YCTPOMCTBA M3 IKCMAyaTaunm

YcTporcTeo ByneT 3abNoKMPOBaHO M OYMLLIEHO.
Bbl YBEPEHLI, YTO XOTUTE BLIBEECTH YCTPOWCTEO U3 3KCMTYaTaLMK?

PucyHok 102

B pe3ynbTate ycnewHOro BbiBOAA YCTPOMCTBA M3 3KCMAyaTauum B TeyeHue
HEKOTOPOro BpemMeHM Ha yCTpoicTee byayT BbIMOMHEHbI CAeAytoLLMe onepaunn:

— BnoKMpOBKa 3KpaHa (C BbiBeAeHMEeM cooblleHMA «YCTPOMCTBO BbiBEAEHO W3
aKcnAyaTaumm»);

— 0YMCTKa yCcTponcTBa (cOpOC K 3aBOACKMM HACTPOMKAM);

— APXMBMPOBAHME YCTPOMCTBA (YAaneHme 13 Cnmcka yCcTpomncTs).

NMPUMEYAHUE. CueHapwui 3anycTUTCA NpU CAeayolLem NoAKAOYEHNM YCTPONCTBA K
cepsepy Y.

2.3. Nopgpasgen «Monb3osatenu»

MNoapasgen «llonb3oBaTenn» KoHCoNM aAMMHUCTPaTopa 1Y npeaHasHavyeH AnA
ynpaBaeHMA N01b30BaTENAMM UM TPyNNamm NONb30BaTENEN.

[lna nepexoda B noapasaen HeobxoAMMo B BepxHelr mnaHenu BbibpaTb pasgen
«YnpasneHue», noapasgen «lonb3osBatenn», B pesynbtate 4yero B pabouelr obnactu
oTobpasnTca  MHbOpmauUMA O  MNOAb30OBATENSAX  WAM  Tpynnax  MNo/ab30BaTenemn
(PncyHok 103 [2]).

MPUMEYAHME. [1na oTobpaxkeHna rpynnbl Nonb3oBaTenein Heobxoanmo B obnactu
dunnbTpoB. BbIOpPaTh «lMomck no rpynnam» (PucyHok 103 [1]).
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ga MYNBETUTEHAHT MOHWUTOPWHI YMNPABNEHHWE AOMWHWCTPUPOBAHWUE @ HaTanwa VieBaHoBa (l.ivanova...

YCTPOWUCTBA NONL30OBATENK NONUTHUKK CUEHAPHK AWML NPUNOXEHNA BUTPUHEI CBA3KM KJIOYENA

Mownck Mo rpynnam
@ TMowck No NonL3oBaTensm Monb3oBaTenu
+ HoBbiit dpuneTp v
Akosnee 3MHOE... ga-ykudrjavtse... 0628106... 1 — 11.04.202...
Habopw ¢puneTpos ~
AradoHos Cas.. ga-darjab7@d... 2611668... 1 — 11.04.202...
Ceprees Mapk ... ga-dkulakov@... 0275094 — 1 11.04.202...

Crpox Ha cTpanmue: 25 w 1-25 13 2563 >

PucyHok 103

B pabouet obnactm mHPopmauMs O MNONb30BATENAX W TPyMNnax Mnosb30BaTeNeM
oTobparkaeTcs B cTonbUax, npmeedeHHbix B Tabauue (Tabnauua 31), a nNpu OTCYTCTBUM
[06aBNEeHHbIX NONb30BaTENEM AW TPYNN NOAb30BaTeNen oTobparkaeTcs coobuieHne «Het
AaHHbIX.

MPUMEYAHME. 3HayeHMA cTonbuUOB MOryT BbiTb OTCOPTUPOBAHDI: OT CTapbIX K
HOBbIM, “* OT HOBbIX K CTapPbIM.
Tabnunua 31
MNapameTp OnucaHue
lNonb3oBatenu
Tun Tun nonb3osaTena (MpunoxeHne 1)
Nma dammnma, Umsa 1 0TYECTBO NOb30BaTENA (NPeACcTaBAAET cCObOoM

aKTMBHYIO CCbI/IKY, MPU HaXKaTUM Ha KOTOPYHO NPOUCXOAUT Nepexos K
KapTo4YKe noab3oBaTens)

Email DNeKTPOHHAA NoYTa NoJib30oBaTeNA
TenedoH Homep TenepoHa nonb3osatena
YcTpoiicTea KonnyectBo yCTPONCTB, NPMBA3AHHbIX K MO/1b30BATENO
Fpynnbl KonunyecTBo rpynm, K KOTOPbIM NPUBA3aH MNOJ1b30BaTe b
ObHoBNEHO [aTta obHOBNEHMUS
lpynna nonb3osaTeneu
Tun Tun rpynnsl nonb3osaTenen (Mpunosxkernue 1)
Mpynna — HasBaHWe rpynnbl Nonb3oBaTenen (npeacraBnseT cobom akTUBHYHO

nonb3oBaTesnen CCbINIKY, MPU HaXKaTUM Ha KOTOPYIO MPOUCXOAMUT NEPEXOL, K KapTouKe
rpynnbl Nonb3oBaTenen);

— KOMMEHTapui - 4ONoNHUTENbHAA MHGOpMaLMA (3anoaHAETCs Npu
Heobxo4MMOCTH)

MNonb3oBaTtenen Konunyectso I'IO/'Ib3OBaTe/'Iel\/lI, NMPUBA3aHHbLIX K rpynne
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MNapameTp OnuncaHue
YcTponcTs KonmyectBo yHMKaNAbHbIX YCTPOMCTB, MPUBA3AHHbIX K MO/Ib30BATENAM
rpynnsbi
ObHoBNEHO [ata obHOBAEHMA TPyNMbI

B KoHconn agmuHucTpaTopa [MY npeaycmoTpeHa BO3MOXHOCTb Aob6aBneHus
no/ib3oBaTenen Uan rpynn noab3oBaTeniet OAHUM U3 CaeayroLnx cnocobos:

— BpyYHyto (n. 2.3.1mn. 2.3.2);

— c nomoubto umnopta CSV-danna (n. 2.3.3);

— c nomoulbto umnopTa 13 LDAP-cepsepa (nn. 4.1.4.3.1).

2.3.1. [JobaBneHune nonb3oBaTensa YCTPOMCTBA BPYUYHYHO

Ons nobaBneHMAa NoNb30BaTENA BPYYHYIO HEODXOAMMO BbIMOAHUTL CAeaytoLline
NencTBms:

— nepentn B noapasaen «lonb3oBatenn» pasgena YnpasieHue;

— HayKaTb KHOMKY «/106aBUTbY;

— B PACKPbIBALOWEMCA CNUCKe BbIOPATb MYHKT
(PncyHok 104);

«[106aBUTbL MONb30BaTENAY

MOHWUTOPUHI YMPABNEHWE AOMWHWCTPUPOBAHWE @ Hatanua eaHoga (i.ivanova...

ga MYNBTUTEHAHT

NONUTHUKK GARNBI NPUNOXKEHWMA BUTPUHbI CBSI3KW KIHOYEMR

NobaeuTs NoONL30BATENA

YCTPOWCTBA NONb30BATENMU CLEEHAPWK

Mouck No rpynnam

@ TMowck No Nonb3oBaTenam
NoBaBuTe CTaTUHECKYIO Fpynny

+ i v
Hosulit puneTp NobaBuTe AMHaMKUYECKyD rpynny

udrjavise.. 0628106.. 1 — 11.04.202...

Nobasutk ns CSY

Habopel dunsTpos v

AraboHos Cas ga-darja67@d_. 2611668 1 — 1104202

Cepreee Mapk ... ga-dkulakov@... 0275084 .. — 1 11.04.202...

CTpok Ha cTpanuue: 25 w 1-25 na 263 >

PucyHok 104

— B OTKpbIBWIEMCA OKHe (PucyHok 105)

(Tabnunua 32);

BBECTM JdaHHblE O [MOJIb30BaTE/1E

Tabnunua 32
MNone sBOAA 3Ha4yeHue MNpumeyaHue
dammnma dammama nonb3osBaTena Mone 0b6s3aTeNbHO ANA 3aNO/HEHNS
Mma MimAa nonb3oBaTtens MNone obA3aTeNbHO AN 3aN0HEHUS
OT4yecTBO OT4yecTBO NO/L30BATENA Mone He 0ba3aTeNbHO ANA

3aNno/IHeEHWA
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MNone BBOAA 3HavyeHue MNpnumeyaHme
MoyTa paboyasn |Paboumin email nonb3osatens [Mone 06a3aTenbHO ANA 3aNONHEHUA U
ABNAETCA MAeHTUOMKATOPOM
no/sib3oBaTena Aspopa LleHTp

[oKHOCTb [1OoMKHOCTb NONb30BaTENA B Mone He 06A3aTeNbHO ANA
KOMMNaHnM 3anoNHeHuA

TenedoH Homep pabouero tenedpoHa Mone He ob6s3aTenbHO ANA

pabouni nosib3oBaTtens 3ano/IHeHuA

— noc/e 3ano/IHeHNA Nosen NnoaATBePAUTL MO0 OTMEHUTL CO34aHMe N01b30BaTeNs
(PrncyHok 105).

CospaHue nonb3oeaTens BRYYHYIO
MeaHoea Mapus

MeTpoBHa test11@test.ru

[1122334452| |

PucyHok 105

B  pesynbTaTe  ycnewHoro  aobasneHun NoNb30BaTeNA oTobpasnTCA
COOTBETCTBYlOLEEe cooblUEeHMe N OTKPOeTCA ero KapTovka. OnmcaHme npouecca paboTbl C
KapTO4YKOM Noab3oBaTena npmeegeHo s n. 2.1.3.

2.3.2. [1obaBneHue rpynnbl NONb30BATENIEN BPYYHYHO

Mpu Aob6aBNeHUKM TPYNMNbl NONb30BaTENEN B PYYHYHO AOCTYMNHO:
— pobaBneHne cTaTUYeckon rpynnel noab3osatenen (nn. 2.3.2.1);
— pobaBneHne AMHaMUYecKom rpynnbl nosnb3osaTenen (nn. 2.3.2.2).

2.3.2.1. lobaBneHe cTaTU4eCKOW rpynmnbl NOb30BaATENEN

NMPUMEYAHUE. CocTtaB npaBua CTAaTUYECKOM rpynmnbl AAMUHUCTPATOP MOXKET
PeNaKTMPOBaTb BPYYHY!O.

[na nobaBneHua cTaTUYeCcKOM rpynnbl Noab3oBaTenelt HeobxoAMMO BbIMOAHUTb
cnepytouine AencTeumA:

— nepeunTtn B noapasaen «flonb3osatenm» pasaena «YnpasneHue;

— Ha)KaTb KHOMKY «J106aBUTbY;

— B PACKPbIBAOLIEMCA CNUCKe BbIOpaTb NYHKT «[06aBUTb CTAaTUYECKYIO rpynny»
(cm. PucyHok 104);

— B OTKpbIBWEMCA okHe (PucyHok 106) 3anonHnTb nons (Tabamua 33).
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Tabnunua 33
MNone BBOAA 3HayYeHue [NpmevaHmne
Nma rpynnbl HassaHue rpynnoi [Mone 06s3aTeNbHO AN1A 3aN0/IHEHUA.
no/sb3oBaTenemn Ha3BaHwue rpynnbl N0Nb3oBaTeNEN

AO/IKHO BbITb YHUKANbHBIM

KommeHTapuii | JononHuTenbHas MHGopmaums [Mone He 0b6s3aTenbHO 415 3anoHEeHNs
K rpynne noab3oBaTtenen

— HaxaTb KHonky «Co3gaTb» (PucyHok 106).

CospaHue rpynnbl non b30BaTeneun

test_rpynna

test

OTMEHA
PucyHok 106

B pe3ynbTaTe ycCnewHOro co3gaHuA rpynnbl  noab3oBaTtenen otobpasmtca
COOTBETCTBYIOWEE CcoOobUleHNne WM OTKPOeTCA  KapTodka AobasnaeHHOM  rpynnbl
nonb3osateneit. MNoapobHoe onmcaHue paboTbl C KAPTOUKOM Trpynnbl MOb30BaTeNew
npuseneHo s n. 2.1.4.

2.3.2.2. [1obaBneHne AMHaMUYECKOM rpynnbl NONb30BaTeNEeN

InHammnyeckana rpynna — 3T0 rpynna ¢ 3aaHHbIMK YCA0BUAMM, NpK cobatoaeHmnm
KOTOPbIX NO/Ib30BATEIM MOMNAAAIOT B FPYMNMNy aBTOMATUYECKMU.

NMPUMEYAHMUE. Henb3a co3aatb HECKOAIBKO AMHAMWYECKMX TPYNM C OANHAKOBbLIMM
ycnosmamu. B cnydae nonbiTKM co3daHuMA euwle 1 AMHamMMYecKon rpynnbl oTobpasmTcs
coobuleHne 06 owunbke. Takyto Tpynmny HEBO3MOXHO VYaAanuTb (KHOMKa «YAanuTb»
HeaKTMBHA).

NMPUMEYAHMUE. Mepen Tem, Kak co3aaTb AMHAMMYECKYIO FPynny MO/Ib30BaTENEWN,
HeobXxoAMMO HACTPOUTb MHTerpaLmio c cepsepom LDAP (nn. 4.1.4.3).

[na nobaBneHma AMHAMMUYECKOM rpynnbl HeO6XoAMMO BbIMONHUTL Caeaytolime
NencTBms:

— nepenTtn B noapasaen «onb3oBatenn» pasaena «YnpasaeHue;

— HaXaTb KHOMKY «[100aBUTbY;

— B pPacKpbIBaOLLEMCS CnMCcKe BblbpaTb NyHKT «J106aBUTb AMHAMUYECKYIO TPynny»
(cm. PucyHok 104);

— B OTKpbiBLIEMcst oKHe (PucyHoK 107) 3anonHUTL NoAs, NnpuBeaeHHble B Tabaunue
(cm. Tabnumua 33);
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— B H6noKe «[MpuHumMn aobaBneHWA B rpynny» B PaCKpPbIBAOLLEMCA CIUCKE 3a4aTb
3HaYeHMe A0MNONHUTENbHOro aTpmbyTa, N0 KOTOPOMY Moab3oBaTenn byayT nobaBneHbl B
AVHAMUMYECKYHO rpynny;

— Ha)XaTb KHOMKyY «Co3aaTb».

B pe3synbTaTe ycnewHOro co3daHuA rpynnbl MNoAb3oBaTenel oTobpasnTcs
COOTBETCTBYlOWEE  COODUIEHME WM OTKPOEeTCcA  KapToyka [AobaBnaeHHOM  rpynmnbl
nonb3oBatenen. MoapobHoe onucaHue paboTbl C KAPTOYKOM TPynMbl MO/b30BaTeNei
npmueeneHo s n. 2.1.4.

ga MYNETUTEHAHT MOHUTOPHHI YMNPABNEHWE AOMUHUCTPHUPOBAHWME @ Hartanwa learoea (i.ivanova...

YCTPOWCTBA NONb30BATENW NONUTHUKKA CUEHAPWX ©AWANDI NPUNOXEHWNA BUTPUHbI CBA3KW KNTKOYEN

< Co3paHWe AMHaMU4YECKOWX rpynnel nonb3osaTenem

MpuHuMn no6aBneHus B rpynny

Mo QoNONHATENBHLIM
® aTpubyTam Nonb3oBaTena
LDAP

OTMEHA

PucyHok 107

2.3.3. [lobaBneHune nonb3oBaTenen WAM rpynnbl MNONb30BaTENEN C MOMOLLbLHO
CSV-¢panna

[NobaBneHne n OOHOBNEHME, a TaK¥Ke NPMBA3KY MNOAb30BATENEM WAM Trpynn
nonb3osaTtenei B 1Y MOXHO BbINONHWTbL C MOMOLLbIO NOArOTOBNEHHOrO WabsoHa umnopTa.
LlabnoH npenocTtaBnsaetca B suae CSV-daina.

2.3.3.1. WabnoH CSV-dpanna

CSV-daitn BO3MOXKHO CO34aTb BPYYHYHO MM CKavaTb M 3aMNONHUTL WabAOoH.

[na 3arpy3ku wabnoHa CSV-dpaina HeobXoaAMMO BbINOAHUTL CeAyoLLLne AeNCTBUSA:

— nepeunTtn B noapasaen «fonb3osatenm» pasaena «YnpasneHue;

— HaXaTb KHOMKY «[100aBUTbY;

— B pacKpbiBatOWEMcs  Cnucke BblbpaTb  NyHKT  «[obaButb 13 CSV»
(cm. PucyHok 104);
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— B OTKPbIBLUEMCA OKHe HaxKaTb «llabnoH .CSV 4y (PucyHok 108), B pesynbTtaTte
yero wabnoH panna gna nmnopTa byaet BbirpyxeH Ha IBM. TpeboBaHMA K 3aNONHEHMIO
CSV-dpannos npuseaeHsl B Tabaunue (Tabamua 34).

WmnopT nons3soeatenew us CSV

WMimMs uMmnopTupyemMoro daiina .csv. = —

Pazmep meHee 400 MB = 3aronoeku cTonbuos = Monrotoeka daina ona umnopta O
Kopgupoeka UTF-8 = Crpokn = HacTpoiikv umnopta Ha 1 ware O3
Mopmat CSV = Becero owunbok = WabnoH .CSV b,

Ocobble yCOBHA UMMNOPTUPOBaHNA

Ecnv owmBkn B pacnosHagaHum MpekpaTMTE UMNOPT 1 BEPHYTL dain ¢ onmcanuem ownbok v | (@)

Ecnu HanoxeHwe 3anucew MIrHOpMpOBaTh HOBYIO 3aMMCh, OCTaBnTL cTapylo v | (O

MiMNopT Nons3oBaTenei B rpynny ABTOMAaTM4ECKM CO3AaTh HOBYIO FPYNMY C BpeMeHeM v aaToi nvnopta v | (O

Bblﬁepm‘re WY NepeTaLwMTe B 3TO OKHO
3anonHEHHbIA ¢>a|.7U'I C NoNb30BaTENAMM

3ArPY3UTb GARN

3AKPbITb

PucyHok 108

MNpumep 3anonHeHHoro CSV-dpanna:

GROUP, EMAIL, FIRST NAME, LAST NAME, PATRONYMIC, JOB_TITLE, PHONE NUMBER, IMEI, SN, ETHERNET MAC, WLAN MAC

Nonbp3osaTemu MIG C5S5,d.dolin@doc.ru, Dmrpuit, Jomus, , Pyxosomurens, 9000100000, 35042245376065¢, , ,
TakKe BO3MOXHO 3anonHunTb CSV-dain B TabanyHom suae (PrucyHok 109).
Mpumep:

GROUP EMAIL FIRST_NAME LAST_NAME PATRONYMIC JOB_TITLE PHONE_NUMBER IMEI SN ETHERNET_MAC WLAN_MAC

Nonvsosarenun INOI T10 iivanov@doc.ru Urops Wsanos LexypHbii 9000900000 350081328638495

Nonbsosarenn MIG C55 d.dolin@doc.ru  Amutpuit Lonny Pyxosogurens 9000100000 350422453760656

PucyHok 109

MPUMEYAHUE. Mpn Bonblumx 3HaYeHuax yncen (Hanpumep, IMEI) Heobxoammo
BbI6paTb YMCN0BON GOPMAT AYEMKM M KOMYECTBO AECATUYHBIX 3HAKOB, pasHoe 0.

®aiin ana umnopTa A0IXKEH COOTBETCTBOBATL C/ieaytolmm TpeboBaHUAM:

— pa3mep ¢arna He gonxeH npesbiwaTte 400 MB. MMIMnopTupoBaTb pana paamepom
400 MbB pekomeHAyeTca Npu CKOPOCTU NOAKAYeHUs K ceTu MHTepHeT 100 MbuT/cek u
Bbie. EcnM CKOpoCTb noAxatoveHna K cetn  WHTepHeT meHee 100 M6uT/cek,
peKoMeHayeTcs pa3aennTb Gann Ha HAaCKO/IbKO YacTen M 3arpy»KaTb MX NOOYEpPeaHO;

— dopmat dparna — .csv;

— KoampoBska panna — UTF-8;

— nepBas CTpoKa darna A0/MKHA COAeprKaTb HA3BaHWA MONEN C pa3aennuTenem
(Hanpumep, "GROUP,EMAIL,FIRST_NAME,LAST _NAME,PATRONYMIC,JOB_TITLE,PHONE_N
UMBER,IMEI,SN,ETHERNET_MAC,WLAN_MAC,STRATEGY").
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MPUMEYAHUE. NMocne WLAN_MAC moxeT ObiTb aobaBneH HeobA3aTeNbHbIN
ctonbew, STRATEGY. OH 3amosiHAseTcA B Caydae HeobXxOAMMOCTM yKasaTb CTpaTeruto
pa3peleHnsa KOHOAMKTOB ANA KOHKPETHOM CTPOKK. NoapobHee cm. B onucaHun ctonbua
HUXKeE.

Pasaenutens ans Bcex nonen danna onpeaenderca No nepBon CTpoke. B KayecTse
pasaenuTenei MoXeT MCNoNb30BaTbCA N0O0M cumBo, Kpome: \r, \Nn 1 CMMBONA 3aMEHbI
Unicode (OxFFFD). Ecnn B KayecTBe pa3aenntens MCnonb3yrtoTcs ByKBbl, TO OHW A0/MKHbI

3aK/IK0O4aTbCA B KABbIYKWN, HANPUMEP: Ka».

OnucaHme TpeboBaHWM K 3HaYeHMAM NapaMeTpoB npuBedeHO B Tabauue
(Tabnunua 34).

Tabnnua 34
MNapameTp Onwucanue [NpmevaHmne
GROUP HasBaHuMe rpynnbl N0b30BaTENEN, K MapameTp obaszateneH ana
KOTOpoM HeobXoaAMMO NPMBA3aThL 3aM0/IHEHWA NPU:
nosib3osatenda. Coaepxut ot 2 4o 64 — CO34aHuW rpynnbl
CMIMBOJI0B no/sb3oBaTenewn;
— NpWBA3Ke N0/b30BaTeENA K
CyLLecTByrOLWEN rpynne.
NMPUMEYAHUE. Ecnn B OKHe
HACTPOMKM MMNOPTa B 0COObIX
yCnoBMAX BbibpaHa onuusa
«ABTOMATUYECKM CO34aTb HOBYIO
rpynmny c BpemeHem 1 AaTomn
MMNopTa» MAK «BblibpaTs rpynny
N3 UMEIOLLIUXCA», NONb30BaTeNb
byaeT NpmBA3aH M K
HOBOW/BbIBPAHHOM B OMNLMM
rpynne, v K rpynne, ykasaHHOM B
banne
EMAIL Pabouada no4yta Nnonb3oBaTENS. MapameTp obs3aTeneH ana
[lonKHa ObITb YHMKANbHOM ANA KaXKA0ro [3anoaAHEHWA NPU:
noab3oBaTensa u cogepatb 1 oo 256 — nobaBneHum HOBOrO
CMIMBOJIOB NoNb30BaTeNS;
FIRST_NAME |Mma nonb3osatena. Cooeput — MPUBA3Ke N0/b30BaTeNd K
cneaytowme BykBbl M CMMBONLI: a-a, A-A, |rpynne
a-z, A- Z, neduc (-), anoctpod (') n
npoben. AavHa oT 2 4o 64 cMMBONOB
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MNapameTp OnucaHue [NpumeyaHue
LAST _NAME |®amunma nonb3osatena. CoaepxumT
cneaytolne 6yKBbl M CMMBObI: a-1, A-A,
a-z, A- Z, neduc (-), anoctpod (') n
npoben.
NnvHa oT 2 A0 64 CMMBOJ10B
PATRONYMIC |OTtyectBo nonb3osaTena. CoaepHur MapameTp He obA3aTeneH Ans
cnenytoume ByKkBbl M CMMBO/IbI: a-1, 3aMNo/IHEHMA
A-A, a-z, A- Z, neduc (-), anocTtpod (') n
npoben. AnvHa oT 2 4o 64 cMMBONOB
JOB_TITLE [OoNKHOCTb NONb30BaTeNA B KOMNAHMK. |[apameTp He oba3aTeneH Ana
CoaepuT cneaytouime 6yKBbl 1 3aMNo/IHEHMA
cumBonbl: a-a, A-A, a-z, A- Z, neduc (-),
anoctpod (') n npoben.
OnnHa oT 2 0o 64 cMMBOIOB
PHONE_NUM |Homep paboyero TenepoHa MapameTp He obA3aTeneH ana
BER nosb3osaTena. CoaepKnT TONbKO 3aMo/IHeHMA
umdpsl. AnrHa oT 2 40 64 cMMBO0B
IME| MeKayHapOoAHbIN MAEHTUOUKATOP MapameTp obs3aTeneH ana
MmobunbHoro obopyaosaHmA. 3aM0/IHEHWA, €C/IN YCTPOMUCTBO C
CopepxunT 15 undp yKa3zaHHbIM IME|I Heobxoanmo
NpWBA3aTb K NO/1b30BaTENO
SN CepuitHbIn HOMEP, KOTopbIK NpuceoeH |MNapameTp obszaTeneH Ana
YCTPOWCTBY NPOM3BOANTENEM. 3aM0/IHEHMA, €C/TIN YCTPOMCTBO C
Comeput ot 1 ao 20 cmmeonoB YKa3aHHbIM CEPUNHBIM HOMEPOM
HeobxoAMMO NPMBA3aTbL K
NONb30BaTENIO
ETHERNET M |[MAC-agpec Ethernet ycTpoiictsa. MapameTp obs3aTeneH ana
AC Cofep*1T 6 nap CMMBOJIOB, 3aM0/IHEHMA, eCN YCTPOMCTBO C
pasfeneHHbIX 4BOeTOHNEM yKazaHHbIM MAC-agpecom
Ethernet HeobxoaMmo NpmBA3aTb
K NONb30BaTe/NtO
WLAN_MAC |MAC-agpec WLAN ycTponcTsa. MapameTp obs3aTeneH ana

Cofep*1T 6 nap CMMBOJIOB,
pasfeNeHHbIX BOETOUYNEM, HAaNPUMEP:
«00:2a:00:00:a0:00»

3aM0/IHEHMA, eC/IN YCTPOMUCTBO C
yKazaHHbIM MAC-agpecom WLAN
HeobxoAMMO NPMBA3aTb K
NONb30BaTENIO
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MNapameTp

OnucaHue

[pumeyaHue

STRATEGY

[MpaBMIO paspeLleHns KOHPANKTYHOLLMX
3anucen.

[loCcTynHble 3HaYeHUA:

— SKIP WK S — B pe3yabTate
KOHPAMKTYIOLWAn 3anncb He byaeT
nepesanucaHa. Ecam darn coaepuTt
HEeCKO/IbKO OZMHAKOBbIX 3aMmcel o
Noab30BaTeNe, HO C Pa3HbIMM
rpynnamm, To byayT co3aaHbl BCe CBA3MU
NoNb30BaTENA C rpynnamm 13 dpanna;

— REPLACE MM R — B pe3y/ibTaTe
KOHOAMKTYOWAA 3anmch byaeT
nepesanucaHa. Ecam ¢pann coaeprut
HECKOJ/IbKO OZIMHAKOBbIX 3aMM1CEN O
No/Nb30BaTeNe, HO C Pa3HbIMMK
rpynnamu, To nosb3oBaTenb byaet
OTBA3aH OT BCEX rPYNM, B KOTOPbIX OH
COCTOSAN paHee B CMCTEME, M NPMBA3aH
KO BCeM rpynnam 13 panna

MapameTp He obA3aTeneH ana
3aN0/HEeHMA.

[MapameTp MMeeT NpUopUTET NO
CpaBHEHMIO C NPaBUIOM
paspelleHna KOHPANKTOB,
BbIOPaHHbIM B OKHE HACTPOMKM
MMMNOPTA

2.3.3.2. [lobaBneHne noab3oBaTENEN UAM TPYMNMbl NOAb30BATENEN C MOMOLLbLIO

CSV-danna

[lna vmnopTta nosnb3oBaTener W rpynnbl NOAb30BaTeNEN, a TaKKe MNPUBA3KK
nonb3oBaTenen K rpynne nosnb3osatenen B KoHconn agmuHuctpaTopa MY Heobxoammo
BbIMOMIHUTb CAeayolwme AeNCTBUA:

— noarotoBuTb CSV-dpain ans umnopta (nn. 2.3.3.1);

— nepenTn B Nnoapasaen «lonb3oBaTenn» pasaena «YnpasneHme;

— Ha)KaTb KHOMKY «J106aBUTbY;

— B

PacKpbIBaloOLLIEMCA  CMMCKe  BbIOpaThb

(cm. PucyHok 104);
— B OTKPbIBLIEMCA OKHE 33/1aTb 0CODbIE YC/IOBUSA MMMOPTUPOBAHMA, MPUBEAEHHbIE
B Tabnnue (Tabnunua 35).

NyHKT  «JlobaButb mn3  CSV»
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Tabnunua 35
HanmeHoBaHWe
o OnucaHue lNpumeyaHue
nonewu
Echv ownbkmn B | Boibop npaBuna umnoptuposanma (ecam CSV- | B none copeprutca

pacCno3HaBaHWMM

bann bynet coaepatb OWMOKM) U3
pacKpblBatoLlerocs cnucka (PucyHok 110 [1]):
— [peKpaTtuTb UMNOPT U BEPHYTb paiin ¢
OnucaHMeMm oWKnBOoK — Npu 0BHapyKEeHUM
owmnboK byaeT OCTaHOBAEH MMMOPT U
chopmmpoBaH dainn c nepedyncieHmem
HEKOPPEKTHbIX CTPOK M yKa3aHMEM NPUYMH
OWnbOK,;

— NpogonK1Tb UMNOPT U BEPHYTL ABa ¢alina c
owmnbramm n 6e3 — MNopPT NPOAC/IKMUTCA C
KOPPEKTHbIMM 3aNMUCAMM, U NOCE ero
3aBepLieHnsa byayT cdopmmpoBaHbl 2 dpakna:
e haln c nepeyncieHnem HEKOPPEKTHbIX
CTPOK M YKa3aHWeM NPUYMH OLINOOK;

e haln c ykazaHMem ycnewHo
MMMNOPTUPOBAHHbIX YCTPOMUCTB

Ecam
Ha/loXKeHue
3anucen

Bbibop npasmia paspelieHna KOHGAMKTOB Npu
MMMNOPTE M3 PacKpPbIBatOLLErocA CMNMCKa
(PucyHok 110 [2]):

— WrHopupoBaTb HOBYHO 3aNUCb, OCTaBUTL
CTapylo — B pe3y/bTaTe KOHOAMKTYOLLME
3anmcu He ByayT nepesanuncarsl. Ecam dann
COAEPHKMT HECKO/IbKO OAMHAKOBbIX 3aMMCcel o
no/ab3oBaTesie, HO C Pa3HbIMK Fpynnamu, To
6yayT co3aaHbl BCe CBA3M NONb30BaATENA C
rpynnamm ns ¢anna;

— [Nepe3anucoiBaTb HOBYIO CTPOKY NOBEPX
NpeXHeu — B pe3ybTaTe KOHOAMKTYOLLME
3anucu byayT nepesanucaHbl. Ecam dpamn
COAEPHKMT HECKO/IbKO OAMHAKOBbIX 3aMmcel o
No/Nb30BaTesNe, HO C Pa3HbIMK Fpynnamu, To
nonb3oBaTenb OyaeT OTBA3aH OT BCeX rpynmn, B
KOTOPbIE OH BXOAM/I, N NPUBA3AH KO BCEM
roynnam us danna.

NOACKa3Ka,
[OCTyNHasA aAna
npocmoTpa
HaXKaTMeMm 3Ha4kKa
(PucyHok 110 [1],[2]).
B pesysbTaTe
oTODpPaA3nTCA TEKCT
NoACKa3Ku
cneaytoulero
COoZepKaHMA: Npu
3aBepLlleHnm
MMNopTa cMCTema
npeaoCcTaBuT 2
danna: cnmcok
CMCTEMHbIX
COObUWEeHMN OLWNOOK
Pacno3HaBaHUA U
ypHan ycnewHo
MMMNOPTUPOBAHHbIX
YCTPOMCTB
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HanmeHoBaHue
" OnucaHue lNpumeyaHue
nonewu

NMPUMEYAHUE. Echm B CSV-dpanne 3anonHeH

ctonbeu, «STRATEGY», npaBno pa3pelleHms

KOH®IMKTOB M3 3TOro cTtonbua byaet MMeTb

NPUOPUTET HA, YKa3aHHbIM NPaBMAOM Npu

HacTponke nmnopTa. OnncaHume npotecca

3anonHenua CSV-¢daina npuseaeHo B

nn.2.3.3.1
MmnopT Bbibop npasmna gobasneHna umnopTupyembix | B none conepxumtcs
Noab30BaTeNEeN | yCTPOMCTB B rpynmbl U3 PAaCKPbIBatOLLLEroca NOACKa3Ka,
B rpynny cnucka (PucyHok 110 [3]): [OCTyNHasa ann

— ABTOMATH4YECKM CO34aTb HOBYHO rpynny c npocmoTpa

BPEMEHeM M 4aTOM MMMNOpPTa — B pe3y/ibTaTte
byaeT co3aaHa HOBas rpynna Nosb3oBaTesnen
(c TMNOM «pynna nonb3oBaTenen»), B
KoTopyto ByayT BKAKOYEHbI BCE
nMmnopTupyemsole nonb3osaTtenn. Ecan B CSV-
dalne ansa Nnonb3oBaTeNd ykasaHa rpynna
(3Ha4eHue B cTtonbue « GROUP»), To Takow
no/ab3oBaTeNb OyAeT BKAOYEH B HOBYHO rpynny
1 B yKa3aHHYo B palnie rpynny;

— He cospaBaTtb rpynny — B pe3y/ibTaTe
nonb3oBatenu byayT 4o6aBAeHbl TONbKO B
rpynnbl, ykasaHHble B CSV-daline;

— BbIbpaTb rpynny 13 nmelowmxca — Bbibepute
M3 PacKpbIBatOLLErocs CNMCKa rpynmny, B
KOTOpYt0 HeEOBXOAMMO BKAKOUNTD
MMMNOPTMPOBAHHbIX NONb30BaTeNnel. Ecaun B
CSV-daine ans nonb3oBaTeNa yKasaHa rpynna
(3HayeHme B ctondbue «GROUP»), To
no/Nb30BaTeNb DYAET BKAKOUYEH KakK B rpynny,
yKa3aHHyto B dalifie, Tak 1 B rpynny,
BbIOPaHHYIO Ha 3TOM Lare

HaXKaTMeM 3Ha4kKa
(PucyHok 110 [3]). B
pe3ynbTaTte
0TOOpPa3nTCA TEKCT
NoACKa3KM
cneaytouLero
coAepKaHmA: B
npouecce MMnopTa
CUCTEMA MOXKET
nomelaTb BCE
YyCTPOMCTBa B OAHY
M3 UMeLLMXCA
rpynn nam co3gaTtb
HOBYIO
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WMMnopT nonb3osatenei uz CSV

Wmsa umnoprvpyemoro daiana csv.= —

Pa3smep mexee 400 Mb — 3aronosku cTonbUOB = Monrotoeka Haina ans umnopta (3
Kogunposka UTF-8 — Crpoku — Hactpoiku umnopta Ha 1ware (3
Gopmat CSV — Bcero owunbok — La6non .CSV &,

Ocobble YCNoBHUA UMMNOPTMPOBaHWA

Ecnu owubku1 B Pacno3HaBaHUK | MpeKpaTUTL UMMOPT M BEPHYTH $aitn ¢ onucaHmem owmnbok v | @ I— 1

EC/n HANOXEHWE 3aNvCei | VIrHOpMPOBATHL HOBYHD 3aMMCh, ocTaenTs cTapyio v | () I_ 2

VIMNOpT nonbaoBaTened e rpynny I ABTOM3TMHECKM CO3AATE HOBYIO FPYTINY C BpEMeHeM 1 AaToi umnopta v | @ I— 3

BbléEDMTE WNH NepeTawMTe B 3TO OKHO
3aMONHEHHBIH lbal:\ﬂ C NONb30BATENAMK

3ATPY3UTb GAAN 4

3AKPBITE

PucyHok 110

— panee Heobxoanmo 3arpy3nTb CSV-¢pann ogHUM 13 cnocobos:
e nepemectntb CSV-painn B 061acTb 3arpysKu;
® Ha)KaTb KHOMKYy «3arpy3uTb ¢dann» (cm. PucyHok 110 [4]) ¢ nocneaytowimm
BbiOOpOM daina Ana MMNopTa;
— B pe3ynbraTe 0OyaeT 3anyuweH WMMNopT nonab3oBaTenen u3 CSV-¢panna u
0TObOPAa3nTCA LLIKaNa 3arpy3kn MMnopTa.
Ecnn 3anonHeHHbIn ann Bbin 3arpy*KeH KOPPEKTHO MAKN Gan coaepan owmnbky,
HO MpPW 3TOM B 0CODBbIX YCNOBUAX MMMNOPTMPOBAHMA Oblia BbibpaHa onuma «Mpoaoc AKNTb
MMMNOPT N BePHYTb 2 dalna ¢ owmnbkamm n H6e3», umnopt byaeT 3aBeplueH. B oKkHe ¢
pe3ynbTaTamMM MMMOPTA LWKana 3arpy3kn wumnopta OyaeT 3anonHeHa A0 KOHUA
(PncyHok 111).

MmnopT nonb3osaTtenei na CSV X
Wma umnopTtupyemoro daiina .csv - USers.csv

Pazmep mexee 400 Mb 3aronoekn cTonbUoB 9 MNoproToeka daitna ana uMnopta (3

Koouposka UTF-8 Crpokun 2 Hacrpoiikm uvnopra Ha 1 ware (3

®opmat CSV Beero awunbok 0 Wabnon .CSV &

Ocobble ycnosus UMNOPTMPOBaHMA

Ecnu owmnbku B pacnosHasaHim TWTE MMNOPT W BEPHYTL n w - @®

ECnun HanoxeHWe sanncei BaTb HOB MKCb, OCTABWTL CT ~ @

VIMMOPT Mons30BaTene B rpynmny BT! 1 - @ Mpynna: import_user May 26 14:15:31 (3
MMnopT 3aBepLueH

QOwubok He HalpeHo

Monb3oBaTenei cosnaHo 2 Crnvcok MMNopTUpOBaHHbIX nonb3cearenet ValidUsers (.csv, 400 bant)

pynn u3 daina cospaHo 0 Cnncok cTpok ¢ owmbkamum —

Cea3ei C rpynnamm us $haina cosnaHo 2 OBLwmin OTHET 06 MMNopTe mportReport (.rtf, 3117 KB) &
(0]

CBa3ei C YCTPOWCTBAMM CO30aHO

PucyHok 111
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Ecnm 3anonHeHHbIn dann Obin 3arpy’KeH HEKOPPEKTHO M MpPU 3TOM B 0OCODbIX
YC/IOBUSAX MMMNOPTUPOBAHMA Bblna BbibpaHa onuma «MNpekpatuTb UMNOPT U BEPHYTb hainn ¢
OnucaHnem oWnboK», UMMNOPT ByaeT OCTaHOBAEH. B OKHe ¢ pe3y/ibTaTaMu MMMNOPTA LKana
3arpy3KkM MMMNopTa YCTPOMCTB OyaeT npepsaHa Ha 3Tane, rae Obliv 06HapyKeHbl OWNHKM
(PncyHok 112 [6]).

WmnopT nonb3oBaTtenen us CSV X
Wms uMnopTupyemoro Gaiina .csv | users_with_errors.csv —1

Paamep menee 400 MB 3aronoskk cTonbUOB 10 MNoproToeka dakina ang wmnopta (3

Kogmpoexka UTF-8 _2 Crpokn M= 3 Hactpoiku umnopta Ha Tware [ e 4
Dopmar CSV Bcero owmbok 17 LWabnon .CSV 4

Ocobble ycnosus UMNOPTUPOBaHKUS

Ecnv owwbkm B pacnosHaeaHun TWTb MMNOPT M BEPHYTE n M oL O]

-

Ecnv HanoxeHue sanucei BaTb HOB MWCb, OCTBUTL CTa[ 0] 5

MMNOpT NoNb3oBaTeneil B rpynny ETOMaTIH 1aTb HOB nmy ¢ Bpe aat nopta v (@ =
— -

Mpouecc ocTaHoOBNEH 4

OwmnbkK pacnozHaBaHKWA NONb3CBaTENEN 5

=7
M Cvmeone 9 OnuHa 1 o I I
M ®opmat 6 B Tvn 1 £m n dwawn  Omiicrso  Domwocrs Tensgon Ml MACWLAN  Crpsrens
T

Mons3oBaTenen cosaaHo 0 Cnmcok cTpok 6e3 ownbok ValidUsers (.csv, 226 bant)

Mpynn u3 daitna copaHo 0 9 Cnucok cTpok ¢ olwnbkamu ErrorUsers (.csv, 4.85KE) & 10

L =

CaAseit ¢ rpynnamm us daiina coznaHo 0 OB1wuit oTHET 06 MMnopTe mportReport (.rtf, 30.39KB) 4
CsA3eit C yCTPOMCTBaMKU CO30aHO 0

PucyHok 112

B oOkHe C pe3ynbTaTaMM MMMOOPTa Mo/Ab30BaTenel OoTobparkaeTca caeaytollan
MHbOpMaLMA:

— HasBaHMWe umnopTtupyemoro darna (cm. PucyHok 112 [1]);

— COOTBETCTBME MMMNOPTUPYemoro dakna pasmepy, KOAMPOBKe © dopmaty
(cm. PucyHok 112 [2]);

— KO/INYecTBO CTON6L0B, BCEX MMMOPTMPYEMbIX CTPOK M OWMOOK B daine (Npn mx
Hannumm) (cm. PucyHok 112 [3]);

— ccbiku (cm. PucyHok 112 [4]):

e [oarotoBka ¢aina ana UMNopTa, Npu HaxkaTuM Ha KOTOPYl Npousonaer
nepexos, Ha CTaTblo CMAPaBKKM, OMMCbiBatOWyto TpeboBaHMA M MpoLEecC MNOoAroTOBKM
CSV-dpanna ana umnopTa Nonb3oBaTenen;

e HacTpokn mmnopta Ha 1 ware, nNpu Ha)kaTMM Ha KOTOPYHD MNpPOM3oMaeT
nepexo/, Ha CTaTbo CNPaBKM, ONMMCbIBAIOLLYIO LWark MMMNopTa;

e labnoH .CSV, npu HaxaTuMM Ha KOTOPYI NPOM30MAET CKauyMBaHue WwabnoHa
CSV-dpanna ana umnopTa Nonb3oBaTenen;

— 0cobble ycnosua umnopTtnposaHma (cm. PucyHok 112 [5]), cm. Tabaumua 35);
— WKana nporpecca nmnopTa (cm. PucyHok 112 [6]);
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— cooblleHMe 0 3aBepLIeHUn UMNOopPTa UAK NPEePbIBaHUN NpoLecca 1n3-3a oWwnboK
(PucyHok 112 [7]);

— rpaduyecKkoe pacnpeaeneHune olwnMbOK No ctonbuam napaMeTpoB MMNopTa (Npwu
obHapy»KeHnn ownbok) (PrucyHok 112 [8]);

— KOJIMYECTBO CO3[aHHbIX MO/b30BaTeNel, rpPynn noab3oBaTenen, CcBaA3en
No/ab30BaTeNEN C rpynnamm un yctponctesamm (PrucyHok 112 [9]);

— CCbI/IKM Ha CKaymBaHMe oT4yeToB (PncyHok 112 [10]):

® OTYET CO CMUCKOM MMMNOPTUPOBAHHbIX MNoAb3oBaTenen. PopmaT oTyeTa

— .CsvV,

® OTYeT CO CMUCKOM OLIMDOK, ONMcaHMe KOTOPbIX NpMBeAeHO B noapasaen 5.2.
dopmaTt oTyeTa — .csv (NPU OTCYTCTBUM OLIMOOK B MMMNOPTMPOBAHHOM daiine AaHHbIN
oT4yeT He byaeT cdoOpMUPOBaAH);

e oTyeT c 0buen nHpopmaumen ob nmnopte. Popmat oTyeTa — . rtf.
OTcneanTb NPOUECC BbIMOAHEHMA MMMNOPTA TaKXKe BO3IMOXKHO B OKHEe «[1poLecchbi»
noapasaena «MHAMKaTopbl» pasgena «MoHUTOpUHI». bonee noapobHaa MHbopmauma
npueeaeHa B nogpasaene 3.1.

2.3.4. TlpuBA3Ka NOaAb30BaTeEN K rpynne noab3oBaTenemn

B KoHconn aamuHuctpatopa [1Y npeaycmoTpeHa BO3MOMHOCTb MPUBA3KK
NO/Ib30BaTENA K Fpynne NoAb30oBaTeNel, KOTOpPaa MOXKET ObITb BbINOAHEHA:

— C MOMOLLbO CNNCKa bbICTpbIX AencTemin (nn. 2.3.4.1);

— BPYYHYIO Yepes KapTouKy nonbsosatena (nn. 2.3.4.2);

— BPYYHYIO Yepes KapTo4YKy rpynmnbl nonb3osatenen (nn. 2.3.4.3);

— c nomoubto umnopTta CSV-panna (n. 2.3.3);

— cnomoubto umnopTa 13 LDAP-cepsepa (nn. 4.1.4.3.1).

2.3.4.1. TpwnBA3Ka Nonb3oBaTeNen K rpynne noab3oBaTener ¢ MOMOLLbIO ChKMCKa
ObICTPbIX AEMCTBUI

MpuBA3Ka NONb30BATENEM K Tpynnam C MNOMOLLbIO CrnucKka ObICTpbIX AeNCcTBUM
BO3MOHO OAHMM M3 cnocoboB:
— Yepes CMMCOK NOJIb30BaTeNew;
— Yepes CMMCOK rpynn Noab3oBaTenen.
[nsa aToro HeobxoAMMO:
— nepenTtn B noapasaen «onb3oBatenm» pasaena «YnpaBaeHue;
— B 0bHnacTn GUNbLTPOB BbIOPATL:
e «[loucK NO NONb30BATENAMY - ANA MPUBA3KM NOJSIb30BATENEN Yepe3 CNUCOK
nosb3oBaTenewu;
e «[oucKk no rpynnam» - AN MPUBSA3KU NONb30BaTENEN Yepe3 CMMCOK Tpynn
no/ib3oBaTeneun;
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— BbIOpaTb NoNAb30BaTENEM C TUNOM «Monb3oBaTeNby/rpynny noab3oBaTenen,
YCTAHOBMB Trano4yky B u4ekbokce An1a [0CTyna K CNUCKY ObICTpbiX Aenctsnit. MNpu
HeobxoaMMoCcT Ana cbpoca BblAeNeHMA HeobXxoAMMO HaxKaTb KHOMKy «CHbpocuTb
BblaeneHme» (PucyHok 113 [1], PucyHok 114 [1]);

— B CMUCKe ObICTPbIX AENCTBMA BbiOpaTb 3HAYOK =t (PucyHok 113 [2]) nau 2
(PrcyHok 114 [2]) «MpunBa3aTb N0Ab30BATENEN K FPYNMaAMY;

ga MYNBTUTEHAHT MOHWUTOPUHI YMPABNEHWE AOMUHUCTPHUPOBAHME @ HaTanwa Mearoea (Livanova...

YCTPOWUCTBA NONL3OBATENK NONUTHUKK CUEHAPUK ®AWANDI MPHUNOXEHWA BUTPUHELI CBA3KMW KJTKOYEW

(® MMowck no nonbaosaTenam 2 sbiBpaHo 1 2= (m]
. =2
+ HoBbliA ©unbTp v
KyabMUH AHET.. ga-fokal970@ ... 903635.. 1 — 15.04.20...
HabBopbi dunbTpos v
LLlyBuH Meumc... ga-tihonovere... 4910223... 1 — 15.04.20...
LWnpaes EBcTa... qga-kuzminguri... 002939.. — 1 15.04.20...
CTpok Ha cTpaHuue: 25 = 1-25 ua 263 >
PucyHok 113
ga MYNETUTEHAHT MOHWUTOPWUHT YMPABNEHWE AOMUHUCTPUPOBAHWE @ Hatanua MeaHoea (i.ivanova...
YCTPOWUCTBA NMONb30BATENU NnonuTUKK CUEHAPWUMK DAWNLI NMPUNOXEHUA BUTPUHLI CBA3KW KNIOYER
® Movck norpymnan
Mowck No Nnons3ceaTenam 1 BEIBpaHo Cpocyts Boigenchme [ 2— &
. E
+ HoBbli dunbTp v
2 test_rpynna - - - 15.04.20..
Ha6opbl dunbTpos v L
2 DYNNa NONb30EATENEN: KY3HE. . - 1 o 15.04.20..
Crpok Ha cTpaHmue: 25 w 1-25 12 836 >

PucyHok 114

— B OTOOpa3uBLIEMCA OKHe BblbpaTb HeobxoAMMylo rpynny noJsib3oBaTesen
(PucyHok 115[1]) naun nonb3osatena (PucyHok 116 [1]) M3 pacKpbiBatOWEroca cnmcka namn
BOCMO/b30BaThCA PuUAbTPOM. [anee npum  HeobXoAMMOCTM BO3MOXKHO [A00aBUTb
NOMNONHUTENbHYIO TPYNNY/NoNb30BaTeNs, BblOpaB M3 PaCKPbIBAOLWErocs CrnmMcka amnbo
BOCMNO/1b30BABLUNCL MOMCKOM MO GUAbTPY. TaKKe BO3MOXKHO YAAAUTb U3 CMUCKA, HaXKaB
3navok O «YbpaTb M3 CNKCKa» CnpaBa OT Ha3BaHWsA rPynnbl Noab30BaTeNe/N01b30BaTENA
(PucyHok 115 [3], PucyHok 116 [3]).




126
AZIMT.20134-01 90 01-3

MPUMEYAHME. MTpynnbl ¢ THNom «OpraHM3auMoOHHOE NoapasaeneHmne» HegoCTynHbI
B CMUCKe ANA BbI6Opa, T.K. MX COCTaB HEBO3MOXHO M3MEHUTb BPYUHY!HO;

OobasneHwe nonb3osaTenei B rpynnel

BoibpaHo noneaosatenei 2

lpynna nons3oeaTtenen 1 CoapaHue

?23.4 10.01.2023 11:06

-tES_t_I'DVI'II'IB 10.01.202310:1

[ONYI=3VN | NOEABUTL B rRYNNGI (2) Z

PucyHok 115

[o6aeneHwe NonL3oBaTeneil B rpynnel

BribpaHo rpynn nonb3oeaTtenei 1

DPHUO Email/Tenedon 1 HonxHoCcTb

Coapanue

KabaHos Briwecnas ga-blinovaanastasija@8e377...— 24.05.2023 06:41 | E|'

ST | [OBABUTL MONL3OBATENEM (1) | meeld 3

PucyHok 116

— NpW OTCYTCTBMM HEOBXoAMMOWM rpynnbl B CNMCKe, CO3aaTb €e, BBEAA Ha3BaHWe
HOBOW rpynnbl B noae «PuabTp No Ha3BaHWo rpynnbi» (PrucyHok 117 [1]) n HaxkaB KHOMKY
«Co3maTb rpynny» (PucyHok 117 [2]). B pe3ynbTaTe yCNewWwHOro co3aaHus rpynnbl
0T0bpPa3mnTCA COOTBETCTBYHOLLEE COObULEHME;

[Oo6aeBneHue nonb3oBaTenei B rpynmnel

BribpaHo nons3oeatenei 2

DWUNLTP NO HA3BAHMKD MDY MMk
(TeCT_rpynl'la —1 2 —1| cospatereynny ||~

PucyHok 117

— HaKaTb KHOMKy «Jlo6aBuTb B rpynnbl» (cm. PucyHok 115 [2]) nam «[JobasuTb
nonb3oBaTenen» (cm. PucyHok 116 [2]). B pesynbTaTte ycnewHon NnpuBsA3KM Noab30BaTenen

K rpynnam oTobpasnTca COOTBETCTBYOLLEE COODLLIEHME.
NPUMEYAHUE. Ecnm Ha rpynny noab3oBaTefnel HasHadeHa MNoAuTUKa W/unm

opnalH-cLLeHapWn, OHW  HaAYyHyT [eNCTBOBaTb /A4  YCTPOMCTB, MPMBA3AHHbLIX K
NONb30BaATENAM.
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2.3.4.2. lpmuBA3Ka MNOAb30BATE/NEN K Tpynne no/ib30BaTENEN 4Yepe3 KaAPTOUKY
No/ib30BaTeNA

[ns nNpuBA3KM K MNOMb30BATENO T[PyMMbl MOMb30BAaTENEN 4Yepe3 KaPTOYKy
nosb3oBaTenen HeobxoAMMO BbIMONHUTL CAeaytolme AeNCTBUA:

— nepenTn B Nnoapasaen «lonb3oBaTenn» pasaena «YnpasneHme;

— BbIOpaTb B 061aCTM GUALTPOB «[TOUCK NO NOb30BATENAMY;

— HaXKaTb Ha MMA NONb30BATENA ANA Nepexoaa B KapTouKy (Npu HeobxoaMmMocCTm
BOCMNONb30BaTbCA GUAbTPOM (Nnoapasaen 1.5);

— B OTKPbIBLIENCA KAapTOYKe NOJIb30BaTeNA MEPENTU BO BKAAAKY «[ pynnbi»;

— HaXaTb KHOMKy «[o6aBnTb B rpynnbi» (PucyHok 118);

— B OTOOpasmBLIeMCA OKHe (cm. PucyHOK 115) BbINOAHUTL AEMCTBUA, ONUCAHHbIE B
nn. 2.3.4.1.

ga MYNETUTEHAHT MOHWUTOPUHI YMNPABNEHWE AOMWUHUCTPHUPOBAHKME @ Hartanwa MeaHoea (i.ivanova...

YCTPOWUCTBA NONb30BATENU MNONMUTHUKK CLEHAPWK DA NPUNOXEHWA BUTPWUHLI CBSA3KW KJTHOYEN

WeaHoe Metp P YCTPOWCTBA  [PYNMbl  MOSAMTUKM
Monbsoeatens ~ [pynnbl B KOTOPLIX COCTOUT NONb30OBaTENb

B clea2832-3c2b-4a..

TECTUDOBLLMK .. test_rpynna MONb30BATENEN
- 1

21.09.20..
testitest@test ru
1122334455

25.05.202311:59 CTpok Ha cTpaHuue: 25 - -1z
25062

ELUCHN | [JOBABUTb B FPYMNbI

PucyHok 118

2.3.4.3. lpuBA3aTb NOAb30BaTENEN K Tpynne No/b30BaTenel 4yepe3 KapTouKy
rpynnbl NOAb30BaTeNEN

MPUMEYAHUE. B rpynnbl ¢ TMnom — «fpynna nonb3oBaTenen» BO3IMOXKHO
n06aBNTb TO/IbKO NO/b30BaTENEN C TUMOM = «onb30BaTENbY.

[ns NpuBA3KM OAHOMO MM HECKONIbKMX MO/b30BaTENEN K rpynne no/sb3oBaTesen
Yyepes KapToYKy rpynnbl N0ab30BaTeNEN HEODXOAMMO BbINONHUTL CAeaytoLLMe AeACTBUA:

— nepenTtn B noapasaen «flonb3oBatenn» pasaena «YnpasneHue;

— BbIOpaTh B 061acTM GUALTPOB «[TOUCK NO rpynnam»;

— HaKaTb Ha Ha3BaHMe rpynnbl Noab30BaTeNeN AN Nepexoda B KapTOuKy (npu
HeobXxo4MMOCTN BOCMO/1b30BaTbCA GUALTPOM (noapasaen 1.5);

— B OTKPbIBLUEMCS KAPTOYKE rpynnbl MEPENTM BO BKAAAKY «[10/1b30BaTENNY;

— HaKaTb KHOMKy «[1pMBA3aTb NoAb3oBaTenen» (cm. PucyHok 35 [2]);
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— B 0TODpPaA3mMBLLUEMCS OKHe BbIOPaTb N0/b30BATENA M3 PACKPbIBAOLWLErOCA CMMUCKA
AN BOCNONb30BaTbCA GuabTpom no ®MO, noyte nnm Homepy TenedoHa (PrucyHok 119 [1]).
[anee npn HeobXOAMMOCTM BO3MOXKHO A006aBWUTb AOMNOAHMTENIbHOTO MO/b30BaTENS,
BbIGpaB ero M3 pacKkpbIBatoOLLErOCsA CMMCKA MO0 BOCMO/1b30BABLLMCH MOMCKOM NO GUALTPY.
TaK¥e BO3MOXKHO yAaNnTb M3 CNUCKA BbIOPAaHHOIO N0/1b30BaTENSA, HaXKaB 3HAYOK O «YbpaTb
n3 cnuncka» (PucyHok 119 [3]).

MPUMEYAHUE. B cnucke oTobparkatoTcaA TOMAbKO MOAb30BaTENM C  TUMOM

®
== «[lonb3oBaTeNnb»;

[OobaeneHne nonb3oeaTeneii B rpynmnbi

BeibpaHo rpynn none3osarenei 1

Wearos Vean aioYGles i — 2912.2022 12:48
2 3

PucyHok 119

— [Janee HaxaTb KHOMKy «JobaBuTb nonb3osatenen» (PucyHok 119 [2]). B
pe3ynbTaTe yCnewHon NpMBA3Ke NOAb30BaTeNA K rpynne oTobpa3mTca COOTBETCTBYyHOLLEE
coobuleHme.

MPUMEYAHUE. Ecnm Ha rpynny noab3oBaTefelt HasHadyeHa MNoauTUKa W/uau
obnamH-cUeHapMn, OHW HAYHYT [AENCTBOBATb [A1A  aKTMBMPOBAHHbLIX  YCTPOMCTSB,
NPWBA3AHHbIX K MO/1b30BATENAM.

2.3.5. TlpmBA3Ka N0Ab30BaTENEN K YCTPOMCTBAM

2.3.5.1. MNpmnBA3Ka NoONAb30BaTeNEN K YCTPOMCTBAM C MOMOLLBbI CMMCKA ObICTPbIX
NEencTBUi

[na npuBA3KM NONb30OBaTeNel K YCTPOMCTBAM C MOMOLLBIO CMMCKA ObICTPbIX
NEeNcTBUIN HEODXOAMMO BbIMOAHUTL CeAyoLne AeNCTBUS:

— nepenTtn B noapasaen «fonb3oBatenm» pasaena «YnpasaeHue;

— B 0b61acTn dMNbTPOB BbIOPATL «MOUCK MO MNO/Ib30BATENAMY;

— BblbpaTb NOAb30BaTENA, YCTAHOBMB rasIouKy B YeKboKce AnA A0CTyna K CAMCKY
ObICTpbIX AencTBuin. lpu HeobxoauMmocTn ana cbpoca BblAENEHUS HaKaTb KHOMKY
«CbpocuTb BblaeneHune» (PucyHok 120 [1]);

— B CMNMCKe ObICTpbIX AeNcTBUIA BblOpaTh 3Haqo+<E«I'lpV|Bﬂ3aTb yCTpOMCTBa K
nonb3oBatensm» (PucyHok 120 [2]);
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ga MYNBTUTEHAHT MOHWUTOPUHI YMPABNEHWE AOMUHUCTPHUPOBAHME @ HaTanwa Mearoea (Livanova...

YCTPOWUCTBA NONL3OBATENK NONUTHUKK CUEHAPUK ®AWANDI MPHUNOXEHWA BUTPUHELI CBA3KMW KJTKOYEW

(® MMowck no nonbaosaTenam 2 soibpaHo C6pOCHTE BHAENEHVE 1 = 'lj'
. =2
+ HoBbliA ©unbTp v
KyabMUH AHET.. ga-fokal970@ ... 903635.. 1 — 15.04.20...
HabBopbi dunbTpos v
LLlyBuH Meumc... ga-tihonovere... 4910223... 1 — 15.04.20...
LWnpaes EBcTa... qga-kuzminguri... 002939.. — 1 15.04.20...
CTpok Ha cTpaHuue: 25 = 1-25 u3 263 >

PucyHok 120

— B 0TOBpa3smMBLIEMCA OKHe BbibpaTb YCTPOMCTBA M3 PACKPbIBAOLWErOCA CMMCKA UK

BOCMO0/1b30BaThCA GUABTPOM MO UAEHTUIUKATOPY UM KoMmmeHTapuio (PucyHok 121 [1]).
[anee npn He0bX0AMMOCTM BO3MOXKHO A,00aBUTb AOMNONAHUTENbHbIE YCTPONCTBA, BbIOpaB 1xX
M3 PACKPbIBAlOLLErocA CnMcKa AMBO BOCMO/b30BABLIMCL MOMCKOM MO GUAbTPY. TaKxke
BO3MOXHO YAa/MUTb M3 CMMUCKA BblOpPaHHble YCTPOMCTBA, Ha*KaB 3HAYOK O «YbpaTb u3
CMUCKa» cnpaga oT ycTporcTea (PncyHok 121 [3]);

MNpuBaAska yCTPOWCTE K NONb30BaTENAM

BribpaHo nonb3osateneh 1

YI=TIN | MPUBASATBL YCTPOMCTBA (1) 2

@EINOIT10 732722130000684 34x314m80c3dE0...2b:e0:03:de:cb:lc  — d8:54:28:63:6c:f5 14.04.2024 01:44 |'|f|'
3

PucyHok 121

— HaXkaTb KHOMKY «[MpuBs3aTb ycTponctea» (PucyHok 121 [2]).
B pesynbTaTe ycnewHOW MNPMBA3KM YCTPOMCTBA OTOOPA3MTCA COOTBETCTBYOLLEE

cooblleHme.

MPUMEYAHMUE. Ecnm Ha rpynny, B KOTOPYK BKAKOYEH MO/b30BaTE/lb, HAa3HAYEHbI

NONUTMKA U/ MAn odnanH-cUEHaPUM, OHM HAYHYT AENCTBOBATb Ha YCTPOMCTBE (€CaM OHO
aKTUBMPOBAHO).

2.3.5.2. MNpunBA3Ka N0/Ib30BaTENEN K YCTPOMCTBAM YEepe3 KapTOUKy NO/b30BaTeNS

Ana NMPUNBA3KU nonb3oBaTenemn K yCTpOVICTBaM yepe3 KapTodKy Mo/b30BaTeNIA

HeobXxo4MMO BbINOHUTL Cieaytolme AeNCTBUS:

— nepenTtn B noapasaen «onb3oBatenm» pasaena «YnpaBaeHuey;
— B 0bOacTn dUNLTPOB BbIOPATL «[TOUCK MO NO/Ib30BATENAMY;
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— HaXKaTb Ha MMA NONb30BATENA ANA Nepexoaa B KapTouKy (Mpu HeobxoaMMocCTm
BOCMNO/1b30BaTbCA duabTpPom (nogpasaen 1.5);

— B OTKPbIBLUENCS KAPTOYKe NOJIb30BaTeNA NEPENTU BO BKAAAKY «YCTPOMCTBAY;

— HaKaTb KHOMKy «[1pmBA3aTh ycTponcTBa» (cm. PucyHok 31 [2]);

— B OTOOpasmBLIemMcsa okHe (cm. PucyHOK 121) BbINOAHUTL AEMCTBUA, ONUCAHHbIE B
nn. 2.3.5.1.

2.3.6. ApxmBMpoBaHMe NOb30BaTE/IA

AamuuHucTpatop lnatdopmbl ynpaBaeHMA MmeeT BO3MOMKHOCTb apXMBMPOBATb
NoNb30BaTeNA, KOTOPbLIA Obl1 40DAaBNEH BPYYHYHO MAM C NOMOLLbO MmnopTa CSV-dainna.
Monb3oBaTenb OyaeT 3aapXMBMPOBAH CO BCEMM €ro CBA3AMM C Fpynnamm 1 yCTPOMCTBAMM.

BHUMAHME! ApxusupoBaHue nonb3oBatens u3  Opr. [logpasgeneHuns
HEBO3MOHO.

ApXMBMPOBATb N0O/1b30BATENSA BOSMOXKHO OAHUM U3 Cleayrolmx cnocobos:

1) Yepes KapTouKy nosb3osatens. [na 3To He0OX0ANUMO:

— nepenTn B Nnoapasaen «lonb3oBaTenn» pasaena «yYnpasneHme;

— B 0obnactn dunbTPOB BbIOPATL «[TOUCK NO NONb30BATENAMY;

— BblOpaTb M3 COMCKa MNO/Mb30BaTeNA C TUMNOM , nNpun HeobxoaMmoCTH
BOCMONb30BaBLINCL GUAbTPOM (Nnoapasaen 1.5), 1 nepeiTh B KapPTOUKY NOb30BaTENS;

— B OTKPbIBLLUENCA KAapTOYKe MO/b30BaTeNA MEPENTM BO BKAAAKY «YCTPOMUCTBA» U
HaXKaTb KHOMKY «ApxmBupoBaTb» (PucyHOK 122);

ga MYNbTUTEHAHT MOHWUTOPUHI YTNPABNEHUE AOMWUHUCTPUPOBAHWE @ Hatanua MeaHoea (i.ivanova...
YCTPOWCTBA MONb30OBATENN NONMTHUKK CLEHAPWK ®AANDI MPUNOXEHWA BUTPUHbI CBA3KUW KITHOYER
UeaHoOB |'|e-|-p Vs YCTPOWCTBA reynnbl NONUTHUKK
Mons3oBatens ~ YCTPOWCTBa NPUBA3AHHLIE K MONbL30BATEN IO
0 clea2832-3c2b-4a...
TECTUPOBLLMK B Yeorpoicteo Android MEI BEE322053827431 @ 15 043024
testltest@test.ru T .
1122334455 MEI B68322053827423
waee @ 1032024
25.05.202311:59 -
25.06.202311:59
CTpok Ha cTpaHuue: 25 w» 1-3uz3
3AKPbITb NPUBA3ATE YCTPOACTBA APXWBWPOBATb

PucyHok 122

— B OTOOpasmMBLIEMCA OKHE NOATBEPAUTL MO0 OTMEHUTL AencTeua (PucyHok 123);

ApXMBMpOBaHWE NONb30BaTENA

Bbl XOTUTE apXMBMPOBaTL NOMb30BaTENAT

PucyHok 123
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2) Cnomoulb cnmncka bbicTpbix AencTBnin. s 3T0 HeobxoANMO:

— nepenTn B noapasaen «lonb3oBaTenn» pasgena «YnpasneHme;

— B 0bnacTn dunbTPOB BbIOPATh «[TOUCK NO NONb30BATENAMY;

— BblbpaTb M0/1b30BATENSA C TUMOM «=s, YCTAHOBMB Fa/I0MKy B YeKOOKCe A5 A0CTyNa
K CMMCKy BbICTpbIX AencTBuid. Mpn HeobxoammocTn ana cbpoca BblaeneHma Heobxoanmo
HaXkaTb KHOMKY «COpocuTb BblaeneHme» (PucyHok 124 [1]);

— B CMMCKe BbICTPbIX AEMNCTBMNIA BbIBPATb 3HAYOK [u] (PvicyHok 124 [2]);

ga MYNbTUTEHAHT MOHUTOPUHI YNPABNEHUE AOMWHUCTPUPOBAHUE @ Hatanwa MeaHoea (i.ivanova...

YCTPOWCTBA NONL30OBATENM NONUTHUKK CLEHAPUK OAANGI NPUNOXEHWA BUTPWHbLI CBA3KW KNHOYER

2
Mowck no rpynnam plslshn =
@ Mowck No NonbL30BaTEnAM 1 BoiGparo Chpoce BULENEHME =18 E
. El

+ Hoebiid puneTp ~

Ky3abMuH AHaTon.. ga-foka18970@04... 90363549.. 1 — 15.04.202..
-

LLyEuH Meuncna... ga-tihonovereme... 49102233.. 1 — 15.04.202..

Habopbl dpunsTpos v

CTpoK Ha cTpaHuue: 25 w 1-25 ua 253 >

PucyHok 124

— B oTobpa3uBWIEMCA OKHe noAaTBepauTb AMbo  OTMEHUTb  AencTBKuA
(cm. PucyHok 123).

B pe3ynbTaTe yCNEWHOro apxMBMpOBaHMA 0OTODOPa3UTCA COOTBETCTBYHOLLEE
coobuleHne. 3aapXxMBMPOBaAHHblE MOMb30BaTENN He OyayT oTobparkaTbCA B CNMUCKE
nonb3oBaTeNemn.

2.3.7. YpaneHue rpynnbl N0ab30BaTENEN

BHUMAHWE! YpaneHue rpynnbl NOAb30BaTeENEM HEBO3MOXHO, €CAM rpynna
nonb3oBateneil UmeeT Tun o= «OpraHusaumoHHoe noJpasaeneHuney  (rpynna
No/b30BaTeNen, CUHXPOHM3MpPoBaHHaA ¢ LDAP-cepsepom).

[lna ynaneHua rpynnbl NoAb30BaTeNel HeobxoAMMO NpeaBapuTeNbHO UCKAUYNTD
BCEX NO/1b30BaTeNEN U3 FPYNMbl U BbINOAHUTL Ceaytolme AeNCTBUA:

— nepenTtn B noapasaen «fonb3oBatenm» pasagena «YnpaBneHue;

— B obnactn punbTpoB BbiIbpaThb «[TOUCK NO rpynnamy»;

— HaKaTb Ha Ha3BaHMe rpynnbl NoAb30BaTeNEN AN Nepexoda B KAapTOuky (npu
HeobxoAMMOCTN BOCNO/1b30BaTLCA GUALTPOM (Noapasaen 1.5);

— B OTKPbIBLUENCA KapTOYKe rpynnbl NO/b30BaTeNEN YAaNNTb BCEX MOb30BaTENEN
M3 TPYNMbl U HaXaTb KHOMKY «YAanntb» (PucyHok 125);
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YCTPOWCTBA

test_rpynnal /s
an pynna nonb3oBaTenen A

D c64449d-d4i4-4.

16.04.202412:

b5
. 15.04.2024 12:65

+ HoBbIi GWUbLTP v

NONb30OBATENK NONHUTHUKK

ga MYNETUTEHAHT MOHWUTOPKUHI YMNPABJIEHWUE AOMUHWUCTPUPOBAHHWE

CUEHAPWIA DAWNDI NPUNOXEHWA BATPUHbI

NONb30BATENK NONUTHUKA CLEHAPUM

Monb3oBaTenu Bxogawmne 8 rpynny

Ema enepoH

B rpynne HeT nonbacsatensi

CTpok Ha cTpadmue: 25 w

KTUCYU NPUBA3ATL NOMNL3OBATENEA

@ Hatanua MiBaHoga (i.ivanova...

CBA3KU KIIIOYEN

0-0wnz0

YOANUTb

PucyHok 125

— B OTKpbIBLIEMCA OKHe (PUcyHOK 126) noatsepanTb 1MH60 OTMEHUTb AeNCTBUS.

YnaneHue rpynnbi
Bbl AEMCTBNTENBHO XOTUTE YAANWUTL FRYNny?

OTMEHA [R/irv Ly

PucyHok 126

B pe3yabTaTte ycnewHoro yganeHuma OTO6pa3l/ITCFI cooTBeTCcTBYtOWEE COO6LLI,€HM€.

2.4. Noppasaen «MNoAUTUKU»

MNoapasaen «Moantukm» KoHconm agmuHmcTpaTopa MY npeaHasHaveH ana paboTsl

M YyNPaBAeHUA NOAUTUKAMM U KOPMOPATUBHbLIM WAbNOHOM MOAUTUK, KOTOPbIE MOTYT BbITb
Ha3Ha4eHbl Ha rPynNMbl YCTPOMCTB AW TPYNMbl NONb30BaTENEN.

[na nepexofa B nogpasaen «MoanTukn» HeobxoaMMo B BEpXHEN naHenun pasaena

«YnpasneHue» BblbpaTb noapasgen «Monntmkm». B pesynbtate 0TOOPA3UTCA CNMCOK

MNONUTUK, @ NPU UX OTCYTCTBUM OTODparkaeTca coobuleHne «HeT AaHHbIX».

% MYNBTUTEHAHT MOHUTOPUHI YMNPABNEHWE AOMUHUCTPUPOBAHUE @ Hatanua MeaHoea (i.ivanova...
YCTPOWCTBA NONL30OBATENW NMONUTHUKK CUEHAPWN DANNbI NPUNOXEHWA BMTPUHbI CBA3KMW KJIOYEN
" AOBABUTL ~
+ HoBbIA UNbLTP
MonuTtrkKn
Habopbi punbtpos .
aseaHwve aef W U0
TEst123 . 11.04.202..
14 2 =2 1 5
TecToBas NONUTHKA: HEBOIMOXH. .. & . * 11.04.202...
1 Az Q1 HE
CTpok HacTpanmue: 25 1-25 u3 10771

PucyHoK 12

7
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B pabouyenn obnact nogpasaena «lonutmkm» (PucyHok 127) nHdopmaums o
NoANTUKE oToDparkaeTca B CTONOLAX, NpMBeAeHHbIX B Tabauue (Tabaunua 36).

MPUMEYAHME. 3HayeHnA cTonbuoB moryT 6biTb OTCOPTUPOBAHDI: OT CTapbIX K
HOBbIM, “* OT HOBbIX K CTapbIM.
Tabnunua 36
HassaHue
3HayeHue OnucaHue
cTonbua
HasgaHue HasBaHue NoAnTMKM MpeacTaBnaeT cObOM aKTUBHYHO CCbIKY, NPU

HaXaTUWM Ha KOTOPYH NPOUCXOANT Nepexos, K
KapTouKe NOANTUKM

KommeHTapuit [lononHuTenbHaa MHGOPMaLUMA K NOAUTUKE.
3anonHaeTca Npu HeobxoAMMOCTH

Copepumoe |KaTeropwms & OrpaHuyeHune aoctyna
npasui s w [0N0CoBbIE BbI30OBbI
NONNTKE ) KoHdpurypauma WLAN

Oy KoHurypauma VPN

p KoHdurypauma Bluetooth®

Q) KoHdurypauma

O Cucrema

3 HacTpolku nonb3oBartena

Q [eono3mumMoHMpoBaHne

sis YCTaHOBKa NPUAOXKEHUN
Konnyectso npasun KonnuyecTBo npaBua B KaTeropmm

ObHoBNEHO [aTta n Bpems nocneaHero oOHOBAEHMA NONUTUKN

[obaBneHne NOAUTUKM BO3MOXKHO OIHMM M3 C/ieAyHoLLMX CNocobOoB:

— BpyYHyto (n. 2.4.2);

— Ha oCHOBe KopnopaTtuBHoro wabnoHa (n. 2.4.3);

— Ha OCHOBE CyLlecTBytoWEN NOAUTUKK (N. 2.4.4).

CylwecTByeT BO3MOXHOCTb A00aBfeHNs B MOAUTUKY MPABUA Kak BOBPEMS, TaK U
nocae ee co3gaHus.

CnncoK npaBu/ NOUTUK, AOCTYNHbIX AN8 Kaxkaon Bepcum OC, npuseaeH B Tabanue
(Tabnunua 37).
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Tabnnua 37
[:\l/c'; HasBaHue npasuna NOAUTUKMU OC Aspopa Onucaxne
1 |OrpaHnyeHne agoctyna/bnokMpoBKa sKpaHa 4.0.2 n BbiWwe nn.2.4.1.1
2 |OrpaHuyenme goctyna/Mcnonb3oBaHMe Kamepsl 4.0.2 n Bbllwe nn.2.4.1.2
3 |OrpaHuyenme goctyna/CHUMKM KpaHa 4.0.2 n Bbllwe nn.2.4.1.3
4 |OrpaHunyeHune aoctyna/YnpasaeHune aBuapesknmom 4.0.2 n BblWwe nn.2.4.1.4
5 |OrpaHunyeHune goctyna/YnpasneHue Toykon goctyna WLAN 4.0.2 n BblWwe nn. 2.4.1.5
6 |OrpaHuyeHmne goctyna/Ynpasnenume Bluetooth 4.0.2 n Bbllwe nn.2.4.1.6
7 |OrpaHuyeHmne goctyna/Mcnonb3oBaHme bpaysepa 4.0.2 v BblWwe nn.2.4.1.7
8 |OrpaHunyeHue goctyna/YnpasneHue A4aTon U BpeMeHem 4.0.2 n Bblwe nn.2.4.1.8
9 |OrpaHunyeHune goctyna/Mepeaaya gaHHbIx MTP 4.0.2 n Bbllwe nn.2.4.1.9
10 |OrpaHuueHmne goctyna/Mcnonb3oBaHne MMKpodoHa 4.0.2 v Bblle nn. 2.4.1.10
11 |OrpaHuueHmne goctyna/Copoc K 3aBOACKMM HAaCTPOMKaM 4.0.2 v Bblle nn. 2.4.1.11
12 |OrpaHunuenme goctyna/VicnonbsoBaHume USB-HakonuTenen 4.1.0 n Bbllwe nn. 2.4.1.12
13 |OrpaHunuenme goctyna/MicnonbsoBaHue SD-KapT 4.1.0 n Bbllwe nn.2.4.1.13
14 |lFonocosble BbI30BbLI/McxoaaALLME BbI3OBI 4.0.2 v BblWwe nn.2.4.1.14
15 |Fonocosble BbI30BbI/BxoaAlLmMe BbI30BbI 4.0.2 v BblWwe nn. 2.4.1.15
16 |[KoHdpurypaums WLAN/Pexxunum pabotbl WLAN 4.0.2 v Bblle nn. 2.4.1.16
17 |KoHdpurypauma WLAN/MoakntoderHns kK cetn WLAN 4.0.2 n Bbllwe nn. 2.4.1.17
18 |KoHourypauma VPN/MoakntodeHma VPN 4.0.2 n Bbllwe nn. 2.4.1.18
19 |KoHourypaums Bluetooth/Pexkmnm paboTbl Bluetooth 4.0.2 v Bbllle nn. 2.4.1.19
20 |KoHourypaums/PacnvcaHne nonyyeHmna KomaHza 4.0.2 n Bbllwe nn. 2.4.1.20
21 |KoHourypaums/PacnmcaHune oTnpaBKM COCTOAHMA 4.0.2 n Bbllwe nn. 2.4.1.21
22 |KoHourypaums/PacnmvcaHne oTnpasKku cobbiTiM Be30nacHOCTH 4.0.2 v Bblle nn. 2.4.1.22
23 |KoHowurypaums/VickntoyeHma cobbiTuii 6e3onacHoCTH 4.0.2 n Bbllwe nn. 2.4.1.23
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:I/i HasBaHue npasuna NOAUTUKMU OC Aspopa Onucaxne
24 |KoHourypaums/XpaHeHme 10roB Ha yCTPOMCTBE 4.0.2 n Bbiwe nn. 2.4.1.24
25 |KoHopurypauma/ObHoBNEHME KOOPAMHAT B KAneHTe ABpopa LleHTp 4.0.2 v Bbile nn. 2.4.1.25
26 |Cuctema/YcTaHoBUTbL Bepcuto OC 4.0.2 v Bblle nn. 2.4.1.26
27 |HacTtpolikm nonb3osatensa/TpeboBaHUs K Naposto 4.0.2 n Bbllwe nn. 2.4.1.27
28 |HacTpolikm nonb3osaTtena/Co3aaTb N0Ab30BaTENS 4.0.2 n BblWwe nn. 2.4.1.28
29 |HacTtpolikm nonb3osatensa/CepTudurKaTbl Noab30BaTENS 4.0.2 n Bbllwe nn. 2.4.1.29
30 |[leonosnumoHMpoBaHme/ 4.0.2 n Bbllwe nn. 2.4.1.30
HacTpolku pexxnma paboTbl reono3nLMOHMPOBaHMA
31 |MpunoxeHna/YcTaHOBKa NPUNOKEHUIA Ha YCTPOUCTBO 4.0.2 n Bblwe nn. 2.4.1.31
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2.4.1. Obuwee onmcaHme NpaBuI NOAUTUK
2.4.1.1. OrpaHuyeHue goctyna/bnoknpoBKa sKkpaHa

MpaBnao no3BonseT pas3baokMpoBaTb MAM 3abOKMPOBATb 3KPAH YCTPOMCTBA C
BbIBOZAOM COODLLEHMA.

Bbibop 3HaYeHMA M3 CNnCKa:

— «3abN0OKMPOBaAH» - AaHHOE 3HaYeHMe BbIDPAHO MO YMOAYaHMIO Npu AobaBaeHUN
NpaBuaa, a TakKe AOCTYMHO Noae AnA BBoAa cooblieHmaA, KoTopoe byaeT oTobparkaTbCa Ha
3a6/10KMPOBAHHOM 3KpaHe. DKCTPEHHbIE BbI30BbI OCTAKOTCA AOCTYMHbI;

— «PazbnokunposaHy.

2.4.1.2. OrpaHunyeHne goctyna/Mcnonb3oBaHne Kamepbl

[MpaBWIO paspeLlaeT Uam 3anpeLlaeT MCNOAb30BaHME KaMepbl Ha YCTPOMCTBAX.
Bbi6op 3HaYEeHMA N3 CNUCKa:

— «Pa3pelweHoy;

— «3anpelleHo» (Npu AobaBAeHUN NpaBnaa 3HaYeHNe BbIBPaAHO N0 YMOYaHMUIO).

2.4.1.3. OrpaHunyeHne goctyna/CHUMKN 3KpaHa

[MpaBWIO paspeLllaeT Uam 3anpeulaeT Co34aHMe CKPUHLIOTOB C SKpPaHa YCTPOMCTBa.
Bbi6op 3HaYEeHMA N3 CNUCKa:

— «Pa3pelweHoy;

— «3anpelleHo» (Npu gobaBAeHUN NpaBnaa 3HaYeHNe BbIBPaHO NO YMONYAHMIO).

2.4.1.4. OrpaHnyeHne goctyna/YnpasaeHne aBnapesKnmom

MpaBWI0 paspellaeT UaM 3anpeLlaeT MCNONb30BaHME aBUAPEKMMA HA YCTPOMCTBAX.
Bbibop 3HaYeHWA 13 CMCKa:

— «Pa3pelweHoy;

— «3anpelueHo» (Npu nobaBneHNM NpaBuaa 3HaYeHNe BbIBPaHO NO YMONYAHMIO).

2.4.1.5. OrpaHunyeHne goctyna/Ynpasnenue Toykon goctyna WLAN

MpaBuno GUKCUMpYeT TeKyllee cocTosHue Toukk aoctyna WLAN. PaspeliaeT mam
3anpeuaeT BHOCUTb M3MEHEHMA B HACTPOMKM TouKkM aoctyna WLAN.

BbibOp 3HaYEeHMA U3 CNUCKa:

— «Pa3spelweHoy;

— «3anpeuweHo» (Npu gobaBneHMN NpaBmKIa 3HAYEHME BbIOPAHO MO YMONYAHMIO).

2.4.1.6. OrpaHnyeHne goctyna/Ynpasnenue Bluetooth

MpaBunno GUKCHMPYET Tekyllee cocToaHme Bluetooth®. 3anpelwaeT nnaum paspellaer
BHOCUTb MU3MEHEHUs B HAacTpolku Bluetooth®.

BbIbOp 3HaYEHUS U3 CNUCKa:

— «PaspeleHo»;

— «3anpeueHo» (Npu gobaBneHMN NpaBmMIa 3HAYEHME BbIOPAHO MO YMONYAHKIO).
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2.4.1.7. OrpaHuyenune goctyna/Mcnonb3oBaHne bpaysepa

MpaBunaO paspeLlaeT naM 3anpeLwaeT NCNoib3oBaHMe bpay3epa Ha YyCTPOMCTBaAX.
Bbibop 3HaYeHMA 13 cnmncka:

— «Pa3peweHoy;

— «3anpelueHo» (Npu AobaBAeHUM NpaBnaa 3HaYeHNe BbIBPaAHO MO YMOYAHMIO).

2.4.1.8. OrpaHuyeHue goctyna/YnpasaeHue 4aTol M BpeMeHem

Mpasuno GUKCMpyeT TekyllmMe AaTy U BPemA Ha ycTpokcTBax. PaspellaeT mau
3anpellaeT BHOCUTb MSMEHEHWNA B AATY M BPEMA.

MPUMEYAHUE. Ona ycTtponcte Ha 6a3e OC ABpopa M3MeHeHWe BPEMEHM B
MEHbLLYH CTOPOHY OT PeanbHOr0 MOXET NPMBECTU K TOMY, YTO 3aMMCK O NPOM30LLEeaLINX
onepaumax nepecTaHyT oTobparkaTbCA B KypHaae NpunoxeHunsa «Aspopa LleHTp». MosTtomy
PEKOMEHAYEeTCA Ha3Ha4YMUTb MOAUTUKY C MNPaBMIOM MO 3anpeTy YynpaBAeHMA OaTon U
BPEMEHEM;

Bbibop 3HaYeHmA 13 cnmncka:

— «Pa3pelweHoy;

— «3anpelueHo» (npu gobaBaeHUM NpaBmnaa 3Ha4YeHNe BbIBPaHO MO YMONYAHMIO).

2.4.1.9. OrpaHuyeHune goctyna/lMNepesava gaHHbIX MTP

MpaBunao paspeLlaeT am 3anpeLwaeT nepeaady AaHHbIx Yyepes USB-coeamnHeHue.
Bbibop 3HaYeHMA M3 CrncKa:

— «Pa3peweHo»;

— «3anpeuleHo» (Npu gobaBneHMN NpaBmMIa 3HAYEHME BbIOPAHO MO YMONYAHKIO).

2.4.1.10.0rpaHunueHme goctyna/Mcnonb3oBaHne MMKpopoHa

MpaBKi0 3anpeLlaeT am pa3peLlaeT UCNob30BaHNE MUKPOdOHa ANA 3aMMCK 3BYKa
Ha YCTPOMCTBAX.

Bbibop 3HaYeHWA 13 CUCKa:

— «PaspeleHo»;

— «3anpelleHo» (MUKpodoH OyaeT HeaocTyneH ANA 3anMcKM 3BYKa BO BCex
NPUNOMKEHMAX U BHELLIHMX YCTPOMCTBAX, KOTOPbIE YNPaBAAOT UM (HayLLUHWUKKN, TAPHUTYPbI U
T.M.), HO ByAeT AOCTyNeH ANA UCXOAALLMX M BXOAALLMX BbI30BOB). [Tpn A06aBneHMM NpaBuaa
3Ha4YeHKe BbIOBPAHO MO YMOAYAHMIO.

2.4.1.11.0rpaHunyeHme aoctyna/Cobpoc K 3aBOACKMM HAaCTPOMKaMm

MpaBunao 3anpeLlaeT Uan paspetlaeT cbpoc K 3aBOACKMM HAaCTPOMKAM.

BbibOp 3HaYEHUA U3 CNUCKa:

— «Pa3spelweH»;

— «3anpeueH» (Npn nobaBneHMM NpaBuaa 3Ha4YeHne BbIBPAHO MO YMOAYAHUIO).
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2.4.1.12.0rpaHnueHmne goctyna/Mcnonb3osaHne USB-HakonuTenemn

MpaBunNO 3anpeLwaeT Uan paspellaeT ncnonbiosaHme USB-Hakonutenen.

Bbibop 3HaYeHMA 13 cnmncka:

— «Pa3peweHoy;

— «3anpeuleHo» (npu pnobaBneHMM nNpaBWAa 3HAYEHWe YCTaHaBAMBAETCA MO
YMOJIYaHNIO).

MPUMEYAHUA:

v ECAM  NpUMeHMTb  3anpeljatollee  npaBMao B  MOMEHT  MCMO/b30BaHMA
noakntodeHHoro USB-Hakonutensa (Hanpumep, Kakon-nnbo dann c USB-HakonuTens
OTKPbIT), TO USB-HakonuTenb He OTKAOYUTCA. TaKKe Ha YCTPOMCTBE MOTYyT BO3HMKHYTb
oWwmnbKK, nocne KoTopbix USB-HakonuTenb OCTaHeTCA AOCTyNeH;

V' EC/v nocie NpUMeHEeHUs 3anpeLLatoLero npasmnia paspeLwmTb MCNoib30BaHme
USB-HakonuTenen, TO YCTPOMCTBO HayYHET BWAETb MX 4Yepe3 1-2 MWUHYTbl MAKW Nocae
M3BJIEYEHMA M MOBTOPHOro noakntoveHmna USB-kabens;

v' Tpu npuvmeHeHuMM 3anpellalollero npasuna Ha ycrpoictse INOI P4903
coobuieHne o BNOKMPOBKE B MYHKTE MEHK «XpaHuauuie» B noapasgene «HacTPOMKM»
oTobparkaeTca He MONHOCTbLHO.

2.4.1.13.0rpaHunyeHne goctyna/Mcnonb3oBanHune SD-kapT

MpaBunao 3anpeLlaeT Uan paspeLlaeT McnosibloBaHne SD-KapT.

Bbibop 3HaYeHWA 13 CUCKA:

— «Pa3peweHo»;

— «3anpeuweHo» (npu gobaBneHMM MpaBMAa 3HAYEHWe YCTaHaBAMBAETCA MO
YMOJIYaHNIO).

NPUMEYAHUA:

v' B cydae npUMeHEeHMN 3anpeLatoLlero npasmaa B MOMEHT MPOCMOTpa:

— KaTanora ¢ SD-kapTbl B NpUAoKeHun «dPalinbl», AaHHbIN KaTanor byaeT AocTynex
ANA NPOCMOTPA A0 ero 3aKpbITmA;

— ¢panna ¢ SD-KapTbl, AaHHbIM Pann byaeT AOCTyNeH Aaa NPOoCMoTpa A0 ero
3aKPbITUS;

V' Ecav nocne 3anpeta paspeLnTb UCNoab3oBaHme SD-KapT, TO yCTPOMCTBO HayHeT
BMAETb MX MOCNAe Mnepes3arpy3kM WAM Mocae PyYyHOro BK/AKOYEHWMA B MyHKTE MEHH
«XpaHunuuie» B nogpasaene « HacTponkm».

2.4.1.14.Tonocosble Bbi30BbI/McxoasiLLMeE BbI30BbI

[MpaBuiO pas3pellaeT WMAW 3anpellaeT COBeplUeHMEe WCXOAALMX BbI3OBOB C
yCTpOMCTBa.

Bbibop 3HaYeHMA 13 cnucKa:

— «Pa3pelueHbl»;

— «3anpelleHbl» (Npu gobaBaeHUM NpaBmMaa 3Ha4YeHMe BbIGPaHO MO YMOAYAHMIO).
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2.4.1.15.fonocoBble BbI30Bbl/BxoasLlME BbI3OBbI

MpaBWIO paspeLlaeT Uam 3anpeLlaeT BXOAALLME BbI3OBbI HA YCTPOMUCTBO.

Bbibop 3HaYeHMA 13 cnmncka:

— «Pa3peleHbl»;

— «3anpelueHbl» (Npun gobaBneHUn nNpaBuaa 3Ha4YeHMe BbIBPAHO NO YMOYAHMUIO).
BxogAuwme BbI30Bbl He DyayT OTOOpParkaTbCA NOAL30BATEND, @ 3BOHALWMM aboHeHT byaeT
C/IbIWATb ry4KMu.

2.4.1.16.KoHourypaums WLAN/Pexunm pabotsl WLAN

[MpaBK/I0 NO3BONAET:

— OTKAYaTb MK BKAOYaTb agantep WLAN;

— 3adMKCMpOoBaTb TeKyLLee cocToAHMe aaantepa WLAN.

JocTtynHble 3Ha4yeHus ansa pabotbl WLAN:

— «He 3agaHo» (ynpasneHune coctoaHnem agantepa WLAN 6yaeT pa3baoknposaHo
(pacKkpbiBatowmincs cnmcok «YnpasneHmne WLAN»);

— «BbikntoyeHo» (agantep WLAN 6yaeT BbIKAOYEH NEPMAHEHTHO (BK/IOYUTL €ro
byneT HeBO3MOXKHO). [Mpn go6aBNeHMM NpaBuaa 3Ha4YeHne BbIBPAHO MO YMOAYAHMIO;

— «BkntoyeHo» (apantep WLAN 6yaeT BKAHOYEH NMEPMAHEHTHO (BbIK/IOYMUTL €ro
byaeT HEBO3MOMKHO).

JocTynHble 3Ha4YeHUa Ana ynpasaeHua coctoaHem agantepa WLAN:

— «3anpeuleHo» (byaeT 3adpMKCMPOBAHO TeKyllee cocToaHuMe agantepa WLAN).
MNpwn nobaBneHMN NpaBKaa 3HAYEHNE BbIDPAHO NO YMOAYAHMUIO.

— «Pa3spelweHo» (Monb3oBaTeNb MOXKET BKAOYATbL MAKM OTKAtoYaTb agantep WLAN un
M3MEHATb ero HaCTPOMKM).

2.4.1.17.KoHourypauma WLAN/MoaxkntoueHma kK cetnt WLAN

[MpaBM/I0 NO3BOSIAET CO34aTb M HACTPOMUTbL Ha YCTPOMCTBAX NOAKNOYEHMA K CETAM
WLAN c TexHonornamm 6esonacHoctn WPA-EAP 1 WPA2. B pe3ynbTaTe YCTPOMCTBO CMOXKET
noAKNtoYaThCA K 3almuLeHHbIM ceTam WLAN 6e3 AoN0oAHUTENbHbIX AENCTBUIA.

MPUMEYAHME. Mpasunno He cpaboTaeT, ecan Ha YCTPOMCTBAX BbIKAOYEH aJanTep
WLAN;

[lna co3gaHmna npaBnaa HEOHBXOANMO:

1) B none BBoga «HassaHume cetun (SSID)» BBECTU Ha3BaHMe HecnpoBOAHOM CeTH
(Service Set lIdentifier) gns noakntoveHus. MapameTp obdAsaTeneH AA 3anojHeHus.
Ha3BaHMe 6ecnpoBOAHOM CETU AOMKHO ObITb YHMKAbHBIM B PaMKax Npasuna.

NMPUMEYAHUE. Ecnm pasHble NONNTUKKM coZepXKaT npasuia C OAMHAKOBbIM
Ha3BaHMeM HecnpoBOAHOM CETM, TO NPU MX Ha3HAYEHUN Ha YCTPOMCTBE ByaeT NPUMEHEHO
npaBuao c bonee no3aHen AaTon oOHOBNEHMA.



140
AQMI.20134-01 90 01-3

BHUMAHME! Ecnuv HasBaHue noakatodeHns WLAN B npaBumae cCoaepKuUT CUMBOA «/»
(Hanpumep, OMP/ _test), To:

— Ha ycTponcTtee byaeT co3gaHo noakntodeHne WLAN B Ha3BaHWM, KOTOPOro He
byaeT yKasaH AaHHbIM cumBon (Hanpumep, OMP_test), B pe3ynbTaTe 4ero yCTPOMCTBO C
CMMBOJIOM «/» B Ha3BaHWUM HE CMOMKET NOoAKN0YNTbCSA K ceTn WLAN;

— B KapTO4YKe YCTPOMCTBA Ha BKAaake «CocTosHMe» OyayT oTobpaskeHbl ABa
noaknodenna WLAN - ¢ cumBosiom «/» B Ha3BaHWMM M 6e3 Hero. B pesynbTaTe yero
YCTPOMCTBO DByAeT B cTaTyce «He COOTBETCTBYET MOAUTUKEY;

2) Bnone «CKpbITas ceTb» MNPM MOMOLLM NePEKNOYATENA BOZMOMKHO BKIOUYUTL MM
OTKOUNTb TPAHCAAUMIO Ha3BaHMA 6ecnpoBoaHon ceTn. [lpu aobaBneHWM npasBuaa
nepekatoyaTeb MO YMOJYAHUIO BbIK/IOYEH;

3) B none «ABTONOAKAOYEHUEY» NPU MOMOLWM NEPEeKIYaTeNd BO3MOXKHO
BKMOYNTb MAM OTKAOYMTb aBTOMOAKAOYEHME YCTPOMCTBA K HecnpoBoaHOM ceTu. [lpu
nobaBneHnn Npasmaa NepekayaTeNb N0 YMOAYAHMIO BKIKOYEH.

4) B none «Hactpolka IP-agpeca» nNO YMOAYaHMIO BbICTAB/EHO 3Ha4YeHue
«ABTOMATU4YeCKaa». [losie pefaKTUPOBAHUIO HE MOLJIEXKUT;

5) Ecnn Heobxoammo co34aTb NOAKNAOYEHNE K HECNPOBOAHOM CETU C TEXHO/IOTUEN
6e3onacHOCTK:

WPA2:

— B pacKpblBatoulemcsi cnucke «besonacHocTb» BblbpaTb «WPA2». T[lpu
nobaBneHnn Npasmaa 3Ha4YeHMe BbIBPAHO N0 YMONYAHMIO;

— B none «lMaponb» BBECTN Napoab becnposBoaHon ceTu. NNapameTp He obA3aTeneH
nns 3anonHeHus. Ecam becnpoBoaHas CeTb He 3allMlleHa naponem, To Heobxoammo
OCTaBUTb NOAE NMYCTbIM.

MPUMEYAHUA:

v' Ecnv naponb He 3ajaH, TO Ha ycTpoitcTeax Ha 6ase OC Aspopa Heobxoanmo
byAeT Bpy4HYtO BBECTW MAapOab ANA NOAKAOYEHMA K 3aLUMLLEHHON BECNPOBOAHOM CETY;

v' Tlaponb XpaHWUTCA B CUCTeMe B HelwudpoBaHHOM Buae. [1POCMOTP Napons
BO3MOMEH:

— B KapTOYKe NOAUTUKN BO BKNaake «[Mpasuna» (nn. 2.1.5.1);

— B KapTOYKe yCTPOMCTBA BO BKAaAKe «[lonntmkm» (nn. 2.1.1.5).

WPA-EAP

Co3paTb noAakatoveHne K HecnpoBOAHOM CeTM € TexHosormen 6e3onacHoCcTU
WPA-EAP BO3MOXHO MO NPOTOKOAY:

1) TLS (B AOMONHEHME K CO34aHUI0 MoAKAYeHMA 4Yepe3 npoTokon TLS byaet
BbINYLLEH W AOCTAB/IEH Ha YCTPOMCTBA NO/Ib30BATENbCKMIA CEPTUPMKAT ANA NOAKAOYEHMA K
becnpoBoaHoOM ceTn). 1A 3Toro HeoHbXxXoAUMO:

[ns noakntodeHna K 6ecnpoBoaHOM ceTh ¢ TexHonormen 6eszonacHoctn WPA-EAP
no npotokony TLS Heobxoammo:

— B pacKpblBatoLlemca cnucke «besonacHocTb» BbIbpaTh « WPA-EAP»;

— B pacKpblBatoLemca cnncke «MNpoTtokon» Bbibpatb « TLS»;
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— B pacKpblBatollemca cnmcke «KaTeropma cepTudukaTa» BblOpaTb KaTeropuo
N0/1b30BATENbCKNX CEPTUOUKATOB, B PaMKax KOTOpOM OyaeT BbiNyLUEH NOb30BATENbCKMIA
cepTuduKat. MNpun oTCyTCTBMM Tpebyemon KaTeropmnm B cnncke Heobxoammo nob6aBuTL ee B
HaCTPOMKax aAMUHUCTPUPOBaHKMA ABpopa LleHTp (n. 4.1.2);

— B pacKpbiBalowemca cnucke «MaeHTuduKkaTop» BbIGPATb AMHAMMYECKYIO
nepemMeHeHHyto, KoTopas OyaeT aBTOMATMYECKM MOACTABAATb HYXHbIM WMAEHTUOUKATOP
No/Ib30BaTeNA B NOAKAOYEHME:

® [ {UserEmail}} —email N3 KAPTOYKM NONb30OBATENS;
® {{UserPrincipalName}} —3HayeHue napameTpa «userPrincipalName» wu3
LDAP-gaHHbIX O nonb3oBaTesne.

2) EAP

[Ona nogkntoyeHns K becnpoBoaHOM ceTn ¢ TexHonornen tesonacHoctn WPA-EAP
no npotokony PEAP Heobxoamnmo:

— B pacKpblBatoLemca cnucke «besonacHocTb» BbIbpaTh « WPA-EAP»;

— B pacKpblBatoLeMca cnncke «lMpoTokon» BbibpaTb «PEAPY;

— B pacKpbiBaloleMca cnucke «MaeHTUPMKaTop» BbIOPATL AMHAMUYECKYIHO
nepemeHeHHyto, KoTopas byaeT aBTOMATMYECKM MOACTaBAATb HYXHbIM WMAEHTUOUKATOP
NONb30BaTeNA B NOAKAOHYEHNE:!

® [ {UserEmail}} —email n3 KAPTOUYKM NONb30OBATENS;

® [ {UserPrincipalName}} — 3HayeHuWe napameTtpa «userPrincipalName» u3
LDAP-gaHHbIX O MO/b30BaTeNE;

® {{sAMAccountName}} - 3HayeHume napametpa SAMAccountName u3
LDAP-gaHHbIX O nonb3oBaTesne.

BHUMAHUE!

v’ N4 BbiNycKa cepTtudMKaTa W  KOPPEKTHOW MOACTAHOBKM 3HaYeHuA B
OMHAMUYECKYIO MepemMeHHyto Heobxoammo, 4YToDbl YCTPOMCTBO OblI0 MPMBA3AHO K
NONb30BaTENIO;

v Ecam B MY K yCTPOWCTBAM MPUWBSA3aHO HECKO/NIbKO MO/b30BaTeNiei, TO mnpu
CO34aHMM NOAKAOYEeHMA ByayT MCNOIb30BaATbLCA YYETHbIE AaHHbIE NONb30BaTENA, KOTOPbIN
Obln NPUBA3aH K YCTPOMCTBAM NOCNAEAHUM UAN KOTOPbIM Obln NOAYyYeH U3 MHTErpauum ¢
LDAP. Ecnn 13 LDAP nony4yeHo HECKONbKO NoJib30oBaTesie, To byaeT BbiIOpaH TOT, KOTOPbIM
NPWBA3AH K YCTPOMCTBAM MOCAEAHMM.

Ecnm Heobxoammo co3aaTh Ha ycTponcTeax eule 1 noakntodeHme K cetn WLAN, T0
HeOBXOAMMO HaaTb 3Ha4yoK + BHW3Y Npasu/ia M NOBTOPUTL LWAru, Np1UBeLEeHHbIE BblLLE.

2.4.1.18.KoHdurypauma VPN/MoakntoueHma VPN

MpaBuW/io No3BoaseT co3gaTb nogkatodeHmne VPN B npunoxkeHnax (Jas npuioxeHusa
KpunTtolpo NGate R2 MOXKHO co34aTb TO/IbKO 0A4HO noakatodeHne VPN.).

Mpu co3aaHnmM NnpaBuaa Heobxoammo BblibpaTb NpunoxeHne Kpmuntollpo NGate R2,
T.K. Cisco AnyConnect ana yctponcTs Ha 6a3e OC Android.

BHUMAHMUE! OC Android B KOMNEKT NOCTaBKM He BXOAMT.
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[ns co3paHuna npasmna He0bxoaMMO:

1) B none «Ha3eaHWe» BBECTW Ha3BaHMe noaratodeHua VPN, KoTopoe A0MKHO
ObITb YHUKANbHbBIM B paMKax npasuaa. lNapameTp oba3aTeneH Ans 3anonHeHus.

MPUMEYAHUE. Ecnm pasHble NOAMUTMKM coAepaT NnpaBuaa C OAMHAKOBbLIM
Ha3BaHWeM noakatodeHma VPN, ToO npu nx HazHa4YeHWM Ha YCTPOMCTBO ByaeT NpMMeHEHO
npaBuao c bonee no3aHen aatom 06HOBNEHNS;

2) B none «Aapec cepBepa» BBeanTe aapec cepsepa VPN. MapameTp obazateneH
ONA 3aNONHEeHUA;

3) B none «Tun» BbibpaTb npunoxkeHune Kpuntollpo NGate R2, gna Kotoporo
HeobxoaMMo co3aaTb noakatoveHne VPN:

— B none «Tun ayTeHTUOUKauMM» yKazaH Tun «[lo norvHy K naponto». Mone
3aMO/IHEHO MO YMOIMAHWUIO M HEeAOCTYNEH ANA PeAaKTUPOBAHUA;

— B PaCKpbiBalOWEmMca cnucke «JIormH» HeobxoAMMOo BbIOPaTb AMHAMMUYECKYHO
nepemeHeHHyt0, KoTopada byaeT aBTOMATUYECKM NOACTABAATb HYXKHbIN OTMH NONb30BaTENA
B NOAK/IOYEHME:

® [{sAMAccountName}} - JOfMH NOAb30BaTENsA (3HAYeHMe napameTpa
sAMAccountName un3 LDAP o nonb3oBatene). lMpumep 3HayeHua: ivanivanov. [pu
nobaBneHnn Npasmaa 3Ha4YeHMe BbIBPaHO MO YMONYAHMIO;

® [{{UserEmail}} - Email “3 KapTouku nonb3osaTena. lNpumep 3HaYeHUA:
ivanov@mail.ru;

® [{UserPrincipalName}} - /IOTMH MOAb30BaTeNd (3HayeHWe napameTpa
userPrincipalName 13 LDAP o nonb3osatene). [Mpumep 3HadyeHus: ivanivanov@mail.ru.

BHUMAHMUE! Ecnn B [TY K yCTPOMCTBY NPUBA3AHO HECKOIbKO NOb30BaTeNEN, TO NPU
CO34aHMM NOoAKAYeHMA BbyayT MCNOoNb30BaTbCA YYETHblIE AaHHble TOro MOJib30BaTes,
KOTOpbI Obln NpWBA3aH K YCTPOWCTBY MO3AHEe BCeX WMAWM KOTOopbi B6bin nonyyeH wms
nHTerpaumm ¢ LDAP. Ecam 13 LDAP nonyd4eHO HECKO/IbKO Noab3oBaTenen, To byaeTt BbibpaH
TOT, KOTOPbLIN NPUBA3AH K YCTPOMCTBY NO3AHEE BCEX;

e none «ABTo3anyck VPN» aoctyneH Tonbko ana OC Android;
e none «CepuinHbIN HOMeP NULEH3MKUY 3anonHAeTca Tonbko Ana OC Android.

BHUMAHMUE! OC Android B KOMNIEKT NOCTaBKM HE BXOAMT.

2.4.1.19.KoHourypauma Bluetooth/Pesknum paboTbi Bluetooth

MpaBKIO pa3peLlaeT Uan 3anpeLlaeT BO3MOXHOCTb MCNoAb30BaTh Bluetooth®.
Bbi6op 3HaYEeHMA 13 CNUCKa:

— «BbIkNtOYEHY;

— «BkntoyeH» (Npu gobaBAeHNM NpaBMaa 3HaYeHMe BbIOPaHO Mo YMOYaHUIO).

2.4.1.20.KoHdurypauma/PacnuncaHme noaydeHna KomaHz,

MpaBunaO 3a4aeT pacnmcaHme Ha NoayYeHme onepaTUBHbLIX KOMaH U NOAUTUK.
BBO/, 3Ha4YeHMaA ¢ KnaBmaTtypbl B dopmate: «Kaxable [a4] AH. [44] 4.».
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2.4.1.21.KoHdurypauma/PacnmcaHme oTnpaBKn COCTOAHUA

MpaBMi0 3a4a€eT pacnncaHme OTNPaBKM COCTOAHMA YCTPOMCTBa Ha [1Y.
BBoa 3HauYeHMA ¢ KnaBmnaTtypbl B dopmate: «Kaxable [Aa] AH. [44] 4.».

2.4.1.22.KoHourypauma/PacnncaHme oTnpaBKmn cobbiTnii 6e3onacHoCTH

MpaBuWi0 3a4aeT pacnuncaHme otTnpasku B Y cooblueHni o cobbiTnax 6es3onacHocTH
(security.d journaling daemon), MPOU30LIEALINX HA YCTPOMCTBE.
BBoa 3HauYeHMA ¢ KnaBmaTypbl B dopmate: «Kaxable [aa] AH. [44] 4.»

2.4.1.23.KoHourypauma/VicknoueHmna cobbiTnin besonacHocTu

Mpasnao NO3BOMSET UCKIOUYMTb OTNPABKY onpeaeneHHbIX cobbiThi 6e3onacHoCTy
C YCTPOMCTB, GUNLTPYA MX MO NpoLLeccam 1U/Mam ypoBHsM.

na dunbTpaumm:

— no Tuny cobbiTnA 6e30MacHOCTM BCEX MPOoLLeccoB Heobxoanmmo BbibpaTh «Bce
MPOLLECChI» U YKa3aTb YPOBEHb COObITMIA, KOTOPbIN CeayeT NCKAUYNTD;

— no onpeaeneHHoMy cobbiTUo 6€30MacHOCTM HEOBXOAMMO BBECTU BPYYHYIO MyTb
K uMcnonHaemomy ®aliny npouecca OTnNpaBuTens cobbitua. Takke npeacTaB/ieHa
BO3MOHOCTb ZJOMOIHUTE/IbHO YKa3aTb YPOBEHb COOLITUA, KOTOPOE CAeAyeT UCKNKYUTD;

— No BTOpPOMY CObObITUIO HEe30MacHOCTU HeOBXOAMMO HaXKaTb Ha 3HAYOK M/HOCA
BHM3Y OMAbTPA M TaKKe BBECTM BPYYHYO NyTb K McCnosHAemMomy dainy npouecca
oTnpasuTens cobbiTma. MNMpn HeobXoAMMOCTM AONONHUTENBHO YKa3aTb YPOBEHb CODbLITUS,
KoTopoe cneayeT WCKAUYMTb. AHANOTMYHO BO3MOXHO cAenaTb U ANA MNocienyroLLmx
cobbITUIM 6e30MacHOCTU, KOTOPble CNeayeT UCKIOUMNTD.

2.4.1.24 . KoHdurypauma/XpaHeHne N0ros Ha yCTPOMUCTBE

MpaBnno no3BONAET 3adaTb CNocob XPaHEeHWUs CUCTEMHbIX COODLEHMA Ha
YCTPOMCTBAX.

Bbibop 3HaYeHWA 13 CUCKa:

— «[locTosiHHOE» (3HayeHWe BbIOpPaHO MO yMoAn4YaHuio). CUCTeMHble coobLLeHMA
XPAHATCA B /IOKA/IbHOM XPaHWAULLE YCTPOMCTBA M COXPAHAKTCA MOC/Ae MNepesarpysku
ycTpolcTBa. [MpaBmnao UMeeT NPUOPUTET B KOMOUHUPOBAHHbIX NOAUTUKAX;

— «BpemeHHoe». CucTemMHble COODWEHUSA XPAHATCA B OMNepaTMBHOM MamMaATH
YCTPOMCTBA M YAANAOTCA NPU NepesarpysKke yCTponcTsa.

2.4.1.25.KoHopurypauma/ObHoBAEHNE KOOPAMHAT B KAMeHTe ABpopa LeHTp

MpaBW/I0 3a43€T YaCcTOTY OOHOB/IEHUA KOOPAMHAT B MPUNOKEHUM «ABpopa LleHTp».

BHUMAHMWE! ObHoBNEHME KOOPAMHAT B NpUAOKeHUM «ABpopa LleHTp» He BaunAeT
Ha 4acTOTy aKTyaau3auumM KOOPAMHAT CaMMM YCTPOMCTBOM. YCTPOMCTBO aKTya/mMsupyeT
CBOW KOOpAMHATbl HE3aBMCMMO OT TOro, Kak 4acTo npunoxeHue «Aspopa LleHTp»
3anpalurBaeT KoopAmHaTbl. Ha 4acToTy akTyanmsaumm KoopAmHaT YCTPOWCTBA BAMAET
PEXUM PabOoTbl Fe0N03NLMOHMPOBAHMA.

BBOA, 3Ha4YeHMA C KnasmaTtypbl B popmaTe: «Kaxkable [44] 4. [Mm] m [cc] c».
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MPUMEYAHME. Mpu nobasneHmnn npasmaa NO YMONAYaHUIO YyCTaHOBAEHa YacToTa 10
MWUHYT (3HadeHne: «Kaxkaple [0] 4. [10] m [O] c»).

2.4.1.26.Cuctema/YctaHoBuTb Bepcuto OC

Mpasnao npeaHasHayeHo Ana obHosneHMA OC Ha yCTPOMCTBAX M 3a4a€T:

— Bepcmio OC, KoTopad byaeT ycTaHOBAEHA Ha YCTPOMCTBAX;

— BPEMEHHOW MHTEpPBA/, B TeYEHNE KOTOPOro Ha YCTPOMCTBax DyAeT yCTaHOBAEHA
yKa3aHHas sepcua OC.

Echm Tekywaa sepcna OC Aspopa 6Honblle MAW paBHa BepPCUM M3 MOJAUTUKMK,
obHoBneHne OC ABpopa He BbIMONHAETCS.

[Ona co3pgaHuA npasBuna TpebyeTca BbiIOpaTb M3  PACKPbLIBAKOLWLIEroCcA CMMCKa
Heobxoaumyto Bepcuto OC. Cnncok Bepcmin OC 3anNoHAETCA B COOTBETCTBMU C BEPCUAMM
ancTpnbytmnsos B pamnosom xpaHunuiie NOOC. OnucaHme NOOC npnBeaeHO B AOKYMEHTE
«PykoBOACTBO aammnHuUcTpaTopa» AAMI.20134-01 91 01.

Bbibop BpemMeHM cTapTa M 3aBeplleHns obHoBAeHMA B dopmaTe: «YCTaHOBKa C
[yachbl]: [MUHYTbI] A0 [4acbl]: [MUHYTbI]».

2.4.1.27.Hactponku nonb3osBaTena/TpeboBaHMaA K Naposto

MpaBunNo 3a4aeT caeayolime napameTpbi:

— C/IOXKHOCTb Napons AnA pa3baoKMPOBKM YCTPONCTBA;

— CpOK AeNCTBMA Napons.

[ns co3maHua npasmna HeobxoaAMMO BblIDpPaTb 3HAYEHMA M3 PACKPbIBAOLLErOCH
CnucKa:

— «CNnoXHOCTb:

e «ObblyHanA» - N03BONSAET 3a4aTb NaPOAb AAnHOM oT 7 A0 10 cumBosioB. MoxKeT
COCTOATb TO/IbKO U3 L NMbO BKAOYATL UMPPbI, OYKBbI M cneucnmaonsl. MNpun gobasneHumn
NpaBWAa 3HAYEHMEe YCTaHABAMBAETCA NO YMONYAHMIO;
e «BbicOoKaa» - NO3BOAAET 334aTb NAPO/b A/IMHOM OT 8 A0 12 cumBONOB. MOXKeET

BKItOYaTb LNMdpPbI, OYKBbI M CNELCMMBONbI;

— «CMMBO/I0BY (4OCTYMHbIE 3HAYEHMA 3aBUCAT OT BbIOPAHHOM C/TOXKHOCTH);

— «CpoK, aHen» (mocTynHble 3HavyeHus: 30, 60, 90, 120, 150, 180 aHen).

BHUMAHME! Mpn HazHa4YeHUM NOAUTUKM YCTaHABAMBAETCA 3aNpeT Ha U3MEHEeHUe
TpeboBaHM K naponto. Ecam nocne atoro byaer yaaneHa nonmtuka «TpeboBaHMA K
Napoto», TO 3aNPeT Ha M3IMEHEHMA BCe elle byaeT AeNCTBOBATb Ha YCTPOMCTBE.

NPUMEYAHUE. [1na OC Aspopa B Bepcun 4.0.2 v Bble NPaBuAO ANA Mapond
AencTByeT ANA Y4EeTHOM 3aMMCK KaK NONb30BaTeNs, Tak M aiMMHNCTPATOPa YCTPOMCTBA. 3a
6 AHEeN N0 OKOHYAHMA CPOKa AEMCTBMA NAapPOaA NPUXOANT YBEAOMNEHNE O HEODXOAMMOCTH
CMEHWNTb Napob.
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2.4.1.28.Hactpoinku nonb3osatena/Co3aatb Nosb30BaTENSA

[MpaBMaO paspewaeT WaW 3anpelaeT Co3[aHMe MNo/sb30BaTeNA MPU aKTMBaALMM
yCTpOMCTBa.

BbiboOp 3HaYEeHMS U3 CNUCKa:

— «Co3paBaTb» (Npu obaBNeHUM NpaBuaa 3HaYeHMe BbiIbBpPaHO MO YMONYaHMIO);

— «He co3pgaBaTb».

2.4.1.29.Hactpoiku nonb3osatena/CeptndnKaTbl Noab30BaATENS

MpaBnMno no3BonsAeT C€o34aTb M nepedaTb Ha  YCTPOMCTBO  cepTUDMKaTb
nosb3oBaTens, HeobxoaMmble ANA NOAKNOYEHNA K 3almuLeHHbIM ceTam WLAN.

BbibpaTb M3 paCKpbIBAOWLIErOoCA  CMMCKA  KaTeropuito  N0J/1b30BaTENbCKMX
cepTMOMKATOB, B paMKax KOTOpPOW OyaeT BbiMylWeH NOAb30BaTENbCKMIA cepTMdMKaT. MNpn
OTCYTCTBMM HeobXoAMMOM KaTeropum B cnucke TpebyetcAa Aob6aBUTb ee B noapasaene
«HacTponkum» pasaena «AaMmuHUcTpuposanHme» (n. 4.1.2).

[1ns BbINyCKa M A0OCTaBKM cepTUPMKaTa HEOBXOAMMO:

— NPWBA3aTb aKTUBMPOBAHHOE YCTPOMCTBO K NO/b30BaTENtO (M. 2.2.6);

— BbIMOAHUTbL OAHO N3 AEUCTBUNA:

® MpMBA3aTb YCTPOMCTBO K rpynne ycTponcTs (n. 2.2.7);
® NpuBA3aTb MO/Ib30BaTeNA, K KOTOPOMY MPMBA3AHO YCTPOWCTBO, K rpynne
nonb3oBatenei (n. 2.3.4);

— Ha3Ha4MTb MOAUTMKY C MpaBuMaoM «HacTpolku nonb3osaTens/CepTnudukaTsi
NO/Ib30BaTENA» HA FPYMNMNY YCTPONCTB AWM NONb30BaTE/EN, B KOTOPYH BXOAMT YCTPOMCTBO.

NMPUMEYAHUA:

v ECNM Yy YCTPOMCTB M3MEHUTCA MO/b30BaTeNb, TO cepTudukar He 6Oyaert
nepesbinyLleH. A BbiNycKa cepTudmMKaTa APYyromy nosb3oBaTe o HeobxoaAMmo co3aaTb
HOBYIO KaTeropmto No/ib30BaTeNbCKMX CEPTUOMKATOB M MPUMEHUTL €€ B MPaBUe;

v' ECAM y N0Nb30BaTENA U3MEHWUIUCH AaHHbIE, UCNOb3yeMble B cepTuduKaTe, To
ceptTuduKaT He byaeT nepesbinyuweH. [na BbiNycKka HOBOro cepTudmKaTa Heobxoammo
N0/1b30BaTENHO CO3/4aTb HOBYHO KAaTErOPMIO NONb30BATE/IbCKMX CEPTUDMKATOB M NMPUMEHUTD
ee B NpaBue;

v’ Ecan nonb3osatenb 6bin OTBA3aH OT YCTPOMCTBA, TO MO/b30BaTE/bCKMM
cepTMdUKaAT He YAaNUTCA C YCTPOMCTBA. YToObl yAanuUTb CEPTUPUKAT C YCTPONCTBA, CneayeT
yOanuTb NPaBuUAO U3 NONUTUKMN.

2.4.1.30.f'eono3unumnoHnpoBaHne/HacTpoiku peXXrma pPaboTbl
reonosnuMoHMpoBaHMA

MpaBMno 3a4aeT cneaytolime napameTpsb:

— BbIK/OYAET UM BKIOYAET reono3nuMoHMpPOBaHmE;

— 33[aeT pexum paboTbl reono3nLUMOHUPOBAHUA;

— 3anpewaer  WAM  paspellaeT  BHOCUTb  WM3MEHEHWA B HACTPOMKMK
reono3nuUMoHMPOBaAHKS.
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JlocTynHble 3Ha4YeHNA (ANA PACKPbIBAOLLErOCA CNMCKA «Pexknm paboTbl»):

— «He 3agaHo». Pexxum paboTbl reono3numMoHnpoBaHma He ynpasaseTca Y. Ecan
pemm paboTbl He 3adaH, TO 3aMNpPeT WUAM pa3pelleHne M3MEeHEeHUsA HacTPOoeK 3adaeTcs
BPYYHYO. [11a 3TOro HeobxoaMmo BbibpaTb HEOBX0AMMOE 3HAYEHME M3 PACKPbIBAOLLETOCA
CNMCKa «M3meHeHne HaCTPOeK»:

e «3anpeuweHo» (npn aobaBneHMM nNpaBuaa 3HayeHuMe BblBpPaHO Mo
YMOJIYaHUIO);
e «PaspelweHoy;
— «BblkntoyeHo» (Npu nobaBneHNM NpaBMaa 3HaYeHNe BbIBPAHO NO YMONYAHMIO):
® OTK/OYAET reono3nLUMOHMPOBAHME;
® YCTaHAB/AMBAET M3MEHEHMEe HACTPOEeK reono3muMOHMPOBAHMA B 3HAYeHMe
«3anpeLieHo» 1 BNOKMpPYET ero;
— «CoxpaHeHuMe 3apAada akKyMynaTopa»:
® aKTUBMPYET pPeXMM paboTbl reono3nUMOHMPOBAHMA, B KOTOPOM AAA
onpeaeneHns MecTOMNONOXKEHMA YCTPOMCTBA WMCMNONb3YHOTCA MOCTaBLMKM  CETEBOTO
MECTOMONOKEHNA WM annapaTHOe MO3MUMOHMPOBAHWE (Hanpumep, C  MOMOLLbO
TPpMaHryAaumMm 6a3oBbIX CTaHLMM), HO He GPS;
® YCTaHAB/AMBAET M3MEHEHMEe HACTPOEeK reono3muUMOHMPOBAHMA B 3HAYeHMe
«3anpeleHo» n 61oOKMpYeT ero;
— «TONBbKO CMYTHUKN»:
® aKTMBMPYET pPeXMm paboTbl reono3nUMOHMPOBAHMA, B KOTOPOM AAA
onpeaeneHns MecTOMONOXEHMA YCTPOMCTBA Mcnonbdytotca GPS (MnobanbHaa cuctema
nosnumoHmpoBaHma) n aGPS (Assisted GPS — TexHONOrMA, YCKOPAIOLWLAA «XO/I0AHbIN CTapT»
GPS-nprMemMHMKa 3a cYeT npeaBapuTenbHOM 3arpy3km B Hero HeobxoanMmom nHGopmaumm
He CO CMYTHMKOB, a Yyepe3 Hosiee ObICTpble KaHanbl cBA3K, Takme Kak WLAN, Bluetooth® u
Apyrne), a TakxKe annapaTHoe NO3NLMOHUPOBAHME (HanpMMep, C MOMOLLLbIO TPUAHTYAALMM
6a30BbIX CTAHLMI), HO HE MOCTABLUMKN MECTOMO/IOKEHWS;
® YCTaHaB/MBAeT M3MEeHeHWe HACTPOEeK reono3nULMOHMPOBAHUA B 3HayeHue
«3anpeLeHo» 1 BNOKMpPYET ero;
— «BblCOKana TOYHOCTbY:
® aKTMBMPYET pexnmm paboTbl reono3nLMOHMPOBAHMA, B KOTOPOM A/
onpeaeneHnsa MecTono0oXeHMs YCTPOMCTBa ncnosb3ytotca GPS, a Takxke aGPS nam kakom-
NMB0O NOCTaBLLMK CETEBOTO MECTOMO/IOKEHNS;
® yCTaHaB/AMBAEeT M3MEHEeHWe HaCTPOeK reono3nLUMOHMPOBAHUA B 3HayeHue
«3anpelleHo» 1 BNOKMpyeT ero.

2.4.1.31.MpunoxeHuna/YcTaHoBKa NPUNOKEHNIM HA YCTPONCTBO

MpaBuno npeaHasHayeHo ANA YCTAaHOBKM MPUIOXMKEHMA BblIOPAaHHOM BUTPUHbLI U
BEPCMM Ha YCTPOMCTBAX, a TaKKe MNO3BOAAET OOHOBAATbL M yAaNATb YCTAHOB/EHHble
npunoxeHua. MpUNoKeHNn B NONUTMKE MOXKET BblTb 3a1@HO HECKO/IbKO.
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NMPUMEYAHMUE. MpeaycmoTpeHa BO3MOXKHOCTb 334aTb AOMNOJIHUTE/IbHbIE NPaBMAa
No A00aBNEHNIO HECKONBKMUX MPUNOKEHWI B MONUTUKY, BbINOSHUB AENCTBMA, ONUCAHHbIE B
n. 2.4.5.

YT0bblI NpUAOKeHWe OblNO AOCTYNHO ANA BblbOpa, HEOOXOAMMO BbIMOJHEHME
cneayoLmx yCAoBUA:

— NPUNOXKEHMe A0MKHO OblTb AobasneHo n onybamkosaHo B MM (noapobHas
MHbOPMaLMA NpUBeAEHa B JOKYMEHTE « PyKOBOACTBO Nonb3oBaTensa. Yactb 2. MNoacucrema
«MapkeTt» AIMI.20134-01 90 01-2);

— BMAMMOCTb BUTPUHbI C NPUIOKEHNEM BKAKOYEHA B HACTPOMKAxX MHTErpaumm c
CepBepom npunoxenun (n. 4.1.4);

— npunoxenma ana OC ABpopa AO0/IKHbl HaxoAMTbCA B OTAE/IbHbIX BUTPMHAX
(onuncaHne npoueaypbl CO3AaHMA BUTPUHbLI C MPUNOKEHMEM NPUBEAEHO B AOKYMEHTE
«PyKoBOACTBO Nonb3oBaTend. Yacts 2. MNoacuctema « Mapket» AAMI.20134-01 90 01-2).

MpunoxeHne ByaeT yaaneHo ¢ YCTPOMCTBA, eCN NOC/AE YCTaHOBKM OHO yAanseTcs
M3 NpaBmaa, 3aMeHAETCA APYTrMM NPUNOKEHNEM UM YCTPONCTBO ByAeT yaaneHo 13 rpynnsi,
Ha KOTOPYO Ha3Ha4YeHa NOANTHMKA.

[lna co3aaHmna npasBnaa HEOHXOANMO:

1) Echn TpebyeTtca, 4TOObI BCE MPUNOMKEHMA M3 NpaBuaa YCTAaHOBWUAWUCH Ha
YCTPOWCTBE Cpa3y Nocse NoAyYeHUA NOAUTUKM YCTPOMCTBOM, yoeanTbCa YTo:

— nepekntovatens «Obllee Bpems YCTAHOBKM» HAXOAWUTCA B  MOJIOXKEHWUN
«BkntoyeH» (PucyHok 128);

— B pacKpbiBalolWemcss Ccnucke «Bpema yCTaHOBKM»  BblGpaHO 3HauveHue
«MOMeHTaNnbHO».

¥ YCTaHOBKa NPUIOXEHWIA Ha YCTPOWNCTBO

()

OfLlee BpeMA YCTAHOBKW ®

Bpemsa ycTaHoBKM MomeHTansHo =

PucyHok 128

2) Echn TpebyeTca, 4TOObl BCE MNPUNOXKEHWSA W3 MNpaBuaa YCTaHOBMAMCL Ha
YCTPOMCTBE B 3a4aHHbIN MHTEPBAN BpEMEHWN, HEODXOAMMO:

— ybeanTbca, 4TO nepekntodatens «Obulee BpemAa YCTAHOBKWY» HAXOAMTCA B
nosfoxeHun «BratoyeH» (PrucyHok 129);

— B pacKpbiBatlollemcs cnucke «Bpema yCTaHOBKM» BblOpaHO 3HayeHwue
«VIHTepBan»;

— B None «VHTepBan yCTaHOBKM» yKa3aTb Ha4a 10 U KOHEeL, BDEMEHHOTO MHTePBana,
B TEYEHME KOTOPOro MOXHO YCTAaHOBUTb MPUIOKEHMA.
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~ YCTaHOoBKa NPWNOXKEHWIA Ha YCTPOWCTBO o
06uee BpemMA YCTAHOBKK .
Bpems ycTaHOBKM WinTepean =
MHTepBan yCTaHOBKMW 00:00 @ 00:00 @
PucyHok 129
3) B nonsx ¢ packpbiBatoWMmMmMcA cnnckamm BbibpaTth (PrcyHok 130):
— BUTPUHY, B KOTOPOM Pa3meLleHO NPUITOKEHNE;
— NPUAOXKEHME, KOTOpOoe HeEODXOAMMO YCTaHOBUTL Ha YCTPOMCTBA;
— HOMEP BEPCUM NPUNOKEHUA;
v~ Urpe 3.22.10 - alt1 [m]
BuTpuHa AneT NuHykc v
MpunoxeHue Mrpel v
Bepcua npunoxeHma 3.22.10 - alt1 v
ABTO3aNYyCcK He zapaHo v

PucyHok 130

4) ina ycTponcTts, GyHKUMOHMPYOWMX Ha 6a3e OC Aspopa AOCTYNHO 3a4aTb
aBTO3anycK NpuUAoXKeHnA. [1ns 3TOro B pacKpbIBaKOLLEMCSA CIUCKe «ABTO3amnycK» BblbpaTb
HeobxoaMmoe 3Ha4YeHue:

— «He 3agaHO» - MNO/b30BaTeNb MOMET YCTAaHOBWTb aBTO3aMyCK MPUIONKEHMA
BPY4YHyt0. Mpn 4obaBaeHMM NpaBmaa 3HaYeHMe BbIDPAHO MO YMOAYAHMIO;

— «Jla» - npunoxeHne OyaeT 3anyckaTbCA aBTOMATMYeckn nocne 3arpyskn OC.
Monb30BaTelb HE CMOXET OTMEHUTb aBTO3aMyCK NPUNOKEHUSA;

— «HeT» - npunoxeHune He ByaeT 3anycKkaTbCA aBTOMaTU4YeCcKM nocae 3arpyskm OC.
[Monb3oBaTelb HE CMOXKET YCTAaHOBUTb aBTO3aMNyCK MPUIOXKEHMA;

5) Echm TpebyeTcsa 3a4aTb MHAMBMAYANbHOE BPEMS YCTAHOBKM MPUAOXKEHWA Ha
YCTPOMCTBE, HEODXOAMMO:

— nepesBecTn nepeknodatens «Obulee Bpemsa YCTaHOBKM» B MOJIOXKEHUEe
«BbIkNtoYeH»;

— B PaACKpbIBaOLWEMCS CNUCKe «Bpems yCcTaHOBKM» BbiOpaTh:



149
AZIMT.20134-01 90 01-3

® NyHKT «MomeHTanbHO»  (PucyHok 131), ecan  HeobxoaMmo,  4TObbI
NPUAOMKEHME YCTaHOBUAOCH CPasy Nocae Noay4eHmna NoaANTUKN YCTPOMCTBOM;

~ YCTaHOBKa NPWNOXEHWI Ha YCTPOMCTBO

[m]

O6Lee Bpems yCTaHOBKW »
ETCA KO BCEM NPHI0KEHHAM

v Wrpel 3.22.10 - alt1 [m]
ButpuHa AnsT JInHyke e
MpunoxeHwe Krpel v
Bepcwua npunoxenma 3.2210-alt1 A
ABTO3anyck He 3apaHo -
Bpemsa ycTaHoBKM MomeHTansHo -

PucyHok 131

® nNyHKT «MHTepBan» (PucyHok 132), ecnn HeobxoaMMo, YTOObl MPUNOKEHME
YCTaHOBM/IOCb Ha YCTPOMCTBE B 3a/1aHHbIN MHTEPBAN BpemeHU. M 3aTem B none «MHTepBan
YCTaHOBKM» YKa3aTb Ha4yano 1 KOHeL, BpeMeHHOro MHTepBana.

¥ YCTaHOBKa NPUNOXEHWIA Ha YyCTPOMCTBO g i
ObLiee Bpemsa yCTaHOBKW »
ETCA KO BCEM NDHI0KEHHAM

v Wrpsl  3.2210 - alt1 g

BuUTpuHa AnNsT JTMHYKC e
MpunoxeHue Mrpeil M
Bepcwa npunoxeHws 3.2270-aln e
ABTO3anyck He 3anaHo -
Bpems ycTaHOBKKW WMuTtepean 7
MHTepBan yCTaHOBKKW 60:00 ® _OD:OO ®

PucyHok 132



150
AOMT.20134-01 90 01-3

HaunHaa c sepcumn OC Aspopa 5.1.0:

— MNPUNOXKEHMS,  MNOoAMNWUCaHHblIE  MYOANYHBLIMKW/OOLWEAOCTYMHBIMM  KAOYaMK
pa3paboTymnKa, MOXKHO YCTaHaB/IMBATb TO/IbKO MPKW BKAOYEHHOM pexkMme pa3paboTymKka Ha
YCTPOMCTBE;

— [ANA yCNewWwHOoW YCTaHOBKM NMPUNOXKEHNI Yepe3 npunoxkeHune «Aspopa MapkeT»
HeobXoAMMO €ero yCTaHOBWUTb/OOHOBMTb C MOMOLLbIO MOAUTUKM Yepe3 (Y, npu sToM
npunoxeHne «ABpopa MapkeT» A0MKHO BbITb MOANMCAHO NOANMNCHIO MCTOYHMKA.

2.4.2. [dobaBneHune NOAUTUKN BPYUHYIO

Ona pobaBneHMs NOAUTUKM BPYYHYHD HeoBXOAMMO BbIMOMHUTL Caeaytolne
NEencTBus:

— nepeunTtn B noapasaen «[onnTukm» pasaena «YnpaBneHme;

— HaXKaTb KHOMKY «/106aBnTb» M BbIOPATb M3 pacKpblBatoLLerocs cnmncka «Jobasumtb
noAnTUKY» (PucyHok 133);

ga MYNLTUTEHAHT MOHWUTOPUHI YMNPABNEHWE AOMWHUCTPUPOBAHME @ HaTtanwnsa MeaHoga (l.ivanova...

YCTPOWUCTBA NMONbL30BATENU NONUTUKK CLEHAPHK DAANBI NPUNOXEHWA BUTPUHbI CBA3KM KJTIOYEN

. [OBABUTL ~
+ HOBbIA PUNbTP v
[oBaBnTb NOANTHKY
Habopbl dpunsbTpoB v [NoBaBnTb KOPNOPaTUBHBIN WabnoH -
TEst123 o 11.04.202...
14 2 =2 6
TecToeas NONMTWKE: HEBOIMOXHO. .. & i - ~ * @ L 11.04.202..
e 22 9 ]
CTpok Ha cTpaHuue: 25 - 1-25 1310773 >

PucyHok 133

— B OTKPbIBLUEMCS OKHE:

® BBECTM Ha3BaHWMe NONUTUKM - HA3BAHME NONUTUKN AOMKHO ObiTb YHUKANbHBIM.
MNone obsa3aTenbHO A1 3anoHeHunsa (PucyHok 134 [1]);

® BBECTM KOMMEHTapuih - Npu HeobxXxoaMMOCTM BBECTU AOMNOAHUTENbHYIO
MHbopMaLMio K nonntuke (PucyHok 134 [2]);

® Ha)aTb KHOMKy «JobaBuTb npasmao» (PucyHok 134 [3]) n BbibpaTb Npasuio
NOSINTUKN U3 PACKPbIBAOLLETOCS CMNCKA;

e 334aTb napameTpbl npasuna (PucyHok 134 [4]). OnucaHne npasBua A4as
NONTUK NpuBeaeHo B Tabauue (cm. Tabanua 37).
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Hoeas nonuTtuka

test_nonmutmka_l

test

~+ NOBABUTD MPABHIIO 3 WMIOPT NPABMN

= [okazate kKaTeropvu

CHWMMEW 3KpaHa
P 3anpewero v == 4 5

@ Aspopa — 1 npaswuno, Android — 1 npaeswno

OTMEHA [elesTilNS

PucyHok 134

B cnyyae HeobXxoAMMOCTM CO34aTb MOJAUTUKY M3 HECKONbKUX MpasBua, cnepyet
NOBTOPUTb AENCTBMA, ONUCAHHbIE BbILLE.

B cnyyae HeE0BX0AMMOCTM YAANUTb NPABUIO CNeyeT HaXKaTb 3HAYOK O «Ynanutb»
(PucyHok 134 [5]), cnpaBa OoT npasuia.

[Mocne BbINONHEHWA AEMCTBUIA, ONUCAHHbIX Bbllle, HEODXO0AMMO NOATBEPAUTL MO0
OTMEHWUTb AENCTBUSA.

B pe3ynbTaTe yCcnewHoro CoxpaHeHWa NOANTUKM OTOOPa3nUTCA COOTBETCTBYyHOLLEE
coobLleHMne 1 OTKPOETCA KapTovka AobaBneHHON NoanTukK (n. 2.4.5).

2.4.3. [lobaBneHune NOAUTMKM Ha OCHOBE KOPMOPaTMBHOTO WabaoHa

Mpn HeobxoAMMOCTM Ha 3Tane A00aBNEHWA MOAUTUKU BPYYHYHO BO3MOMKHO
BOCMONb30BaTbCA GYHKLMOHANOM MMMNOPTa WwabnoHa.

MPUMEYAHMUE. VimnopT wabnoHa BO3MOXKHO BbIMOAHUTbL MPU  YCAOBUM, 4YTO
KOpPNopaTUBHbLIN WabaoH NOAUTUK yKe co3aaH (nn. 2.4.3.1).

Ona pobaBneHns NOAUTUKM Ha OCHOBE KOPMNOPATUBHOIO WabaoHa HeEOOXoAMMO B
OKHe BBECTMU:

— Ha3BaHWe MNOAUTUKM (Ha3BaHME MOAMUTMKM OO0MKHO ObiTb YHMKanbHbIM. [lone
06a3aTeNIbHO ANA 3aN0NHEHNS);

— KOMMeHTapuit (Npu HeobxoaMMOCTM BBECTM AOMOAHUTENbHYIO MHPOPMALMIO K
NONINTUKE);

— HaXaTb KHOMKY «mnopT wabnoHa» (PucyHok 135), B pe3ysibTaTe Yero npasuia
M3 KOPNOpPaTUBHOrO WabnoHa 6yayT MMNOPTMPOBAHbI B HOBYO MOIUTUKY.
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Hoeas nonutuka

test_nonnTtuka

test

<+ 0OBABWTbL NPABUNO WMNOPT NPABUN | UMMNOPT LWABOHA

[aHHan nonMTuka He COOEPXKMT HA OOHOIro Npasuvna

OTMEHA [eexlifyy.

PucyHok 135

Mpn HeobxoaMmocTM, B COOTBETCTBMM C M. 2.4.1, MMNOPTMPOBAHHbIE NpaBuMAa
BO3MOMHO:

— U3MeHUTb (cm. PucyHok 134 [4]). OnuncaHue npaBua aas NOAUTUK NPUBEAEHO B
Tabnmue (cm. Tabanua 37);

— [06aBUTb NPaBMIO B NOANTUKY (cM. PucyHoK 134 [3]);

— yaanuTb npasuio (cm. PucyHok 134 [5]).

Mocne BbINOAHEHUA AEUCTBUIN, ONMCAHHbIX Bbille, He0OX0AMMO NoATBEPAUTL NNBO
OTMEHUTb AENCTBUS.

B pe3ynbTaTe ycnewHoro AobaBneHWa NOAUTUKM 0TODPa3nTCA COOTBETCTBYHOLLEE
coobLlleHMe 1 OTKPOETCA KapToYvKa A0HaBAEHHON NOANUTUKMN.

2.4.3.1. obaBneHne KOpPNopaTUBHOro WabaoHa

KopnopaTuBHbI WabAoH MOAUTUK COAEPMKWUT CTaHAAPTHbLIA AA8 OpraHM3aumm
Habop npaBuA. VYKasaHHble 3HayeHWs 6OyayT WMCNOAb30BaHbl ANA MNOCAeAyHOLWEro
NPUMEHEHMA Ha YCTPOMCTBAX, €CM OHW He onpeaeneHbl CO34aBaemMon MNOAUTUKOWN.
abnoH nonntukm ocsoboxkaaet AamuHucTpaTopa [lnatdopmbl  ynpaBaeHua oOT
MaHUNYAALMIA C NOBTOPAEMbIMM ONLUMAMM Ha 3Tane co3aaHMA HOBbIX MONUTUK.

KopnopaTuBHbI WabaoH NOAUTUK BKAKOYAET B cebA BCe onuuum, AOCTYMHble ANA
ynpaBieHMA B MOMEHT co3aaHua wabnoHa. Mpun co3gaHumM KopnopaTMBHOrO LWwabaoHa
AammHucTpatop Mnatdopmbl ynpaBaeHMA yKa3biBAET 3HAYEHMA ONLUMA €10 YMOAYAHUIO» U
No/ly4aeT BO3MOXKHOCTb CO3/aBaTb MOAMUTMKM HA OCHOBE 3TOTO LWabaoHa.

[Ona nobasneHna KopnopaTMBHOro WabaoHa He0HOX0AMMO BbINOAHUTL CAeaytoLlmne
NencTBus:

— nepenTtn B noapasaen «[onntmkm» pasaena «YnpasaeHuner;

— Ha)KaTb KHOMKY «/106aBUTbY;

— BbIOpaTb M3 pPACKPbIBAOLIErocA CnNMcKka MyHKT «/Job6aBuTb KOPMOpPaTUBHbLIN
wabnoH» (PucyHok 136).
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BHUMAHME! MpeaycmoTpeHa BO3MOXKHOCTb CO34aHMA TO/IbKO 1 KOPNOPaTUBHOIO
wabnoHa. T[yHKT MeH «[106aBUTb KOPMOPATMBHbLIN LWABAOHY» OTCYTCTBYET, €CAu
KOpPNOpaTUBHbLIN WabAoH NONUTUK y¥Ke co3daH. BMecTo Hero oTobparkaeTcs MyHKT MEHo
«PeaKTMpOBaTh KOPNOPaTMBHbINM WabioH» (PrucyHok 138);

ga MYNETUTEHAHT MOHWUTOPWUHI YTMNPABNEHME AOMWUHWUCTPHUPOBAHWE @ Hatanwa Mearoea (i.ivanova...

YCTPOWCTBA NONbL30OBATENN NonMTHUKK CLEEHAPWM ©AANBI MPHUNOXEHWA BUTPUHEI CBA3KW KIIIOYEN

_
+ HoBbl uneTp v

[obaeuTb NOAUTUKY

Habopbl dunsTpos v NobaeuTL KOPNOpPaTUBHLINA WabnoH -

il

TEst1

[+l

. o 11.04.202...

TecToBas NONWTHKE: HEBO3MOXHO.. 11.04.202..

=2 21 @©s
2 Q1 B

CTpok Ha cTpaHuue: 25 w 1-25 uz 10773 >

PucyHok 136

— B OTKPbIBLUEMCA OKHE BO3MOKHO BbINONHUTbL CAeayoline AenCTBUA:
® Npu HeobXxoAMMOCTU M3MEHUTb KOMMEHTAPUN K KOPNOpaTUBHOMY LWabAoOHY
(HammeHoBaHMe KOpNopaTMBHOTO wabnoHa npocTasaseTca aBTOMATMYECKN)
(PucyHok 137 [1]);
e 106aBWTb NpaBWaa B KOPNOPaATUBHbIN WabNOH, HaXKaB Ha KHOMKY «/lob6aBnTb
npasuno» (PucyHok 137 [2]). JobaBneHne npasmaa BbINOAHAETCA B cooTBeTcTBUM C N. 2.4.1.
MPUMEYAHMUE. Mo ymonyaHnto KOpnopaTuBHbIN WabaoH He COAEPHKMT HM OAHOTO
npaBuna;

KopnopatveHelA WwWabnoH NonmTukn

LLlaBroH NOAMTMKN 3808ET 3HaYEHWE Npaewn, KOTOPLIE MPAMO HE YKa3aHbl B APYTrvX NoNuTuKax [ 1

+ OOBABUTL MPABUMO e 2

LLlabnoH He COOEPXKMT HM OOHOIro Npaeuvna

PucyHok 137

— noATBepAnTb MO0 OTMEHUTL AENCTBUA.
B pe3ynbTaTe yCNewHoro co3daHus KopnopaTMBHOro wWabnoHa MNOAUTUKK
0T0bOPa3nTCA COOTBETCTBYHOLLEE cCoobLLeHMe.
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MPUMEYAHUE. Ecnm KopnopaTwBHbIA WabNoOH NOAMTMK He co3adaH, TO B

noapasaene «Ayaut» pasgena «MOHUTOPUHI» oTobpasnTca ownbka «404» Aand
cneayouwmx cobbITUiA:

— nepexog B noapasaen «MonuTUKn;
— KOMOWHMPOBAHME NOAUTUK.

2.4.3.2. PepakTnpoBaHue KopnopaTnBHOro wabaoHa

Co34aHHbIN WabnoH NOAUTUKN AOCTYNEH ANA PeaakTUPOBaHMS.

PepakTnpoBaHMe npeanonaraet wMameHeHue (B TOM 4ucie ydaneHue Wan
NONONIHEHME) CYLLLECTBYOLWMX NPaBKa WwWabnoHa.

[na  pefakTMpoBaHMA KopnopaTMBHOro wWabnoHa HeobXoAMMO  BbINOAHUTD
cneayrouime AencTBmna:

— nepeunTtn B noapasaen «[onutmkm» pasaena «YnpasaeHmer;

— Ha)KaTb KHOMKY «J106aBUTbY;

— BblOPaTb M3 PACKPbIBAOLLErOCA CMMCKA NYHKT «PeaakTMpoBaTbh KOPNOPATUBHbIN
wabnoH» (PucyHok 138);

— B OTKpbIBWEMCA OKHe (Ccm.PucyHoK 137) BHeCTM W3MeHEHMWA, BbIMNONHUB
nencreuna, npueeaeHHble B nn. 2.4.3.1.

ga MYNbTUTEHAHT MOHWUTOPUHI YMNPABJNTEHME AOMWUHUCTPUPOBAHME @ Hatanua MBaHoea (l.ivanova..

YCTPOWUCTBA NONBL30BATENMM NONUTUKK CUEHAPKMM AWM NPHUNOXEHUA BUTPUHLI CBA3KM KIHOYEN

- OOBABUTL ~
+ Hoeblid punsTp v
NobaenTe NONUTUKY
Habopbi dunsTpos v PegakTWpoBaTh KOPNopaTUBHLIN WwabnoH .

TEst123 1.04.202..

TecToBaA NONUTUKS: HEBOIMOXHO... & . ~ i 3 G) u 11.04.202...
g1 22 9 .
CTpok Ha cTpadMue: 25 = 1-25 1310774 >

PucyHok 138

B pe3ynbTaTe yCMELWHOro COXPaHEHMA BHECEHHbIX B KOPMOPaTMBHbIM LWabAoH
M3MeHeHUn 0TobpasnTCa COOTBETCTBYOLLEE COObLLEHME.
BHUMAHWUE! T[locne pepnakTMpoBaHWs KoprnopaTMBHOro wabnoHa Aana  ero

BCTYMN/IEHUA B CUY HEODOXOAMMO OTPEAAKTUPOBATb U MPUMEHUTL TEKYLLYO NOAUTUKY 16O
OTBS3aTb €€ M CHOBA NPUMEHUTb.



155
AZIMT.20134-01 90 01-3

2.4.4. [obaBneHne NOAUTUKM Ha OCHOBE CYLLLECTBYIOLLEM

MPUMEYAHUE. [dobaneHne NOAMTMKM Ha OCHOBE CYLLECTBYHOLLEA BO3MOXKHO
TONbKO NPW YCNOBMMK, YTO AobasneHa xoTa bbl 1 noanTuka (n. 2.4.2, n. 2.4.3).

Ons nobaBneHMA NOAMTUKM HA OCHOBE CyLLECTBYOLLEN HEODXOAMMO BbIMOAHUTL
cneayolme AencTBmA:

— nepeunTtn B nogpasaen «[oantukm» pasaena «YnpaBneHme;

— CKOMMPOBaTb MpaBWia WHTEPEeCyloWen MNOAUTUKU OOHUM M3 CAedyLLNX
cnocobos:

e BblOpaTb MOAUTMKY B CMMCKe, NPU HeobXOAMMOCTM BOCMO/b30BABLLMUCH

bVNbTPOM, MeperT B KAPTOUKY BbIOPAHHOM MOAMTMKM WM HaxKaTb KHOMKy «Co3aatb
NONIMTUKY Ha OCHOBE cyLlecTBytoLen» (PrucyHok 139);

ga MYNBTUTEHAHT MOHWUTOPKHI Y¥MPABITIEHME AOMUHUCTPHUPOBAHWUE @ Hatanna MeaHoea (i.ivanova...

YCTPOWUCTBA NMONb30BATENW MONUTUKK CLEHAPHUK DANNDI MPUNOXEHWA BUTPWUHDI CBA3KU KNKOYEN

MpunoxeHus Nlebepes LIEAE LSS E I Bl

Monutuka ~ = [lokasaTb KaTeropui
I 4a1582e8-9969-4..
WMcnonb3oeaHue kam... Paspeweno
289.04.202215:21

17.05.2023 10:06
» Pexum KMocka

3AKPBITE CO30ATb NOMNUTHUKY HA OCHOBE CYLLECTBYIOLLEA
PucyHok 139

® B CMNUCKE MOAUTUK HaxaTb KHOMKy «JlobaBuTb» MAM  BblOpaTb U3
packpblBatollerocs cnucka «/1o6aBuTb NOAMTUMKY» (Cm. PucyHok 133), a 3aTeM HaxaTb
KHOMKRy «MmnopT npasun» (PucyHok 140 [1]). M3 packpbiBatoWEroca crmcka BbibpaThb
NpaBWaO MNOAUTUKKM, KOTOpoe HeobxoaAMMo ckonmpoBaTb (Npu  HeobxoaMmocTH
BOCMO/1b30BaTbCA PUALTPOM MO Ha3BaHMO NoAUTMKK) (PucyHok 140 [2]). B pe3ynbTate
nNpaBmaa U3 BbIDPAHHOM NOAUTUKKM DyaAyT MMMNOPTUPOBAHbLI B HOBYHO MOJNTUKY;


https://ocs-stage.ompcloud/emm/admin/help-mt/posts/HowToSearchPolicies
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Hosas nonutuka

MNonuTWKa Ha OCHOBE CVUJECTE'},"}OLLLEL‘JI,

test

-+ OOBABWMTE MPABMNO 1 WMMNOPT MPABUN| UMMOPT LUABNOHA

DWNETP N0 HA3BEHAK NONMTHKK
[' -

Tectosas nonuTuka: markuin Hekotopein (a53dfb)

McnonssosaHue kamepsl
T Paspewero ~ TecTosan nonutuka: Gnud 3anets (542160)

PacnucaHnue oTNpaBku Coc...
P Kaxnoble | O |OH. 1 (4. 2 TecTosas NONKMTUKA: MArKMI BCTaTL (4634f7)

TecTosas NnonuTUKa: rynsaTe Nnpuenekats (cb%b40)

@ Aspopa — 2 npasuna, Android — 2 npasuna, Linux — 1 npasuno

TecTosan nonuTuka: cobecenHux oTpaxeHus (d244a0)

OTMEHA TecTosas NonUTUKa: NOMUMO ocTaenTe (0338a5)
PucyHok 140

— B OTKPbIBLUEMCSA OKHE:
® BBECTW HAa3BaHWE NOANTUKM (HAa3BaAHWE NOAUTUKM JONKHO ObITb YHUKANBHBIM).
MNone ob6sa3aTeNbHO 414 3aMNOIHEHNS;
® BBECTM KOMMEHTapuh (Npu HeobxoaMMOCTM BBECTU [AOMNOJHUTENbHYIO
MHPOPMALMIO K MONUTUKE);
® NpM HeobXOAMMOCTU W3MEHUTL MAPAMETPbl MMMOPTUPOBAHHbLIX MNPABMA
(cm. Tabnumua 37).
Ecnn Heobxoammo Ao6aBUTb NPaBUAO B MOAUTUKY UM YAANUTb NPaBUAO caeayeT
BbIMONHUTbL AEMNCTBMSA, ONMUCaHHble B M. 2.4.2.
Mocne BbINONHEHWA AEMCTBUIA, ONMUCAHHbIX Bbllle, HEODXO0AMMO NOATBEPANTL NNMOO
OTMEHUTb AENCTBUA.

2.4.5. PepakTnpoBaHMe Npasmaa NoanNTUKM

Habop npaBun MOAUTUKM BO3MOXKHO OTPEAaKTMPOBATb, BbIMOAHWB Caeaytoume
NencTens:

— nepeunTtn B noapasaen «[onntukm» pasaena «YnpaBneHme;

— BbIOpPaTb MNOAUTUKY M3 CMNUCKa, NPU HEeobxoAaMMOCTM BOCMO/b30BABLUMCH
dunbTpom (noapasagen 1.5);

— NepemnTn B KapTOYKY NOANTUKN;

— BO BKnagke «[lpaBuMna» HaxkaTb KHOMKy «PenaktnpoBaTb  npasuaa»
(PucyHok 141);
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ga MYNETUTEHAHT MOHUTOPWUHI YNPABNEHWUE AOMUHUCTPUPOBAHMUE @ Hatanua MeaHoea (i.ivanova...

YCTPOWUCTBA NONbL30OBATENK MONUTUKK CLEHAPHA ©AANDI MPHUNOXEHWA BMTPUHbI CBA3KMW KJTKOYEN

MpunoxeHus Nebepes /' LIPAB U VT Bl

MonuTuka ~ MNpaswna Cogepxanve npasvna = [oka3aTk kaTeropuu

Iy 4a158228-9969-4..
Mcnonb3oBanue kam...  PaspeweHo

C030aH 29.04.202215:21
D6HosneH... 17.06.202310:06
» Pexum kmocka

3AKPbITb | | CO3[ATh NONUTUKY HA OCHOBE CYLLECTBYIOLLEA

PucyHok 141

— B OTKPbIBLUEMCA OKHE BHECTU M3MEHEHMA B NPaBMaax NoNUTMKN (PucyHok 142 [2])
B COOTBETCTBMMU C Tabanuen (cm. Tabanua 37);

— Ana pobaBneHmna AONOAHUTENbHbIX MPaBM/ HaXKaTb KHOMKY «/106aBMTb NPaBMIO»
(PycyHok 142 [1]) v BbIOpaTb NpPaBUAO NOAUTUKM M3 PACKPbIBAKOLLETOCA CMMCKA M 334aTb €ro
napameTpbl (Mp1 HEOBXOAMMOCTH);

— ANA  yOaneHua npasua M3 MOMIUTMKM  Ha)KaTb  3HAYOK (u] «YOanuTb»
(PucyHok 142 [3]) cnpaBa oT npaBuaa (Npyn HeobXOANMMOCTH);

PE,ﬂaKTHpOBaHHE npasuvm NONMMTHUKK

<+ OOBABWTH MPABUNO | 1

pPaEdna COOEpXaHWE NpaBnna = [lokKa3aTbk KaTercpumM

Mcnonb3oBaHWe Kamepsl —
PazpeweHo O
|"_"I'I|:'I»'Iv|Q"I»'MQ 08 Linux
C6poc K 33B00CKWM HACTP... -
3anpeweH — 3— 0
Henpumenumo gna Android, Linux
PacnwcaHue oTnpagku coc... —_
Kaxosie O |oH. | 1 |u. O

@ Aspopa — 3 npasuna, Android — 2 npasuna, Linux — 1 npasuno

oIS A COXPAHMTBL

PucyHok 142

— COXPaHNTb U3SMEHEHNA B0 OTMEHUTH ,D,GVICTBMFI.
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Mpn ycnewHoOM COXPaHEHWUM M3MEHEHWUN HAYHEeTCA MNPOLLECC MPOBEPKM MPaBuA
NOMMTUKM Ha MepecedyeHne C APYrMMM MNOAUTMKAMM, a TaKXKe KOMObWHMpOoBaHME C
NpaBMAaMM M3 KOPMOPATMBHOrO WabaoHa MNOAMTUK, ecanm OH co3aaH. OTobpasuTceA
npeaynpesKaeHne o TOM, YTO 3TO MOXKET 3aHATb HeKoTopoe Bpema (PucyHok 143 [1]).

[lna  aBTOMATUYECKOTO MPUMEHEeHMA MOAUTUKM  clellyeT  HaXKaTb  KHOMKY
«MoatesepamTb» (PucyHoK 143 [2]), He AOKMARACL Pe3yAbTaTa NPOBEPKMU, B Pe3yibTaTe Yero
NONTUKA C OBHOBNEHHbIMW NPaBMAamm byaeT Ha3HayYeHa Ha BCe YCTPOMCTBaA.

MNepeceyeHns Npu peaakTUpoBaHWW NONMTUKH

36”["}9\][3}01[\116 npasrna NpwY Nnepece4YeHny C paspelwaiolvMy MMeT HonblwKi BEC

Pena KTUpOBaHWe npaBuvn

WOEéT npouecc NpoBepky NepeceYyeHyWa NpaB1n Ha YCTPoMCTBax

O Obpatute BHHMMaHKe, YTO NpoLECC NPOBEPKH MOXET 3aHATE NPOAONXWTENBHOE BPpEMA. ECNK Bbl HE XOTHUTE XAaTbh 3aBepLLIeHA
TOro Npouecca ¥ yeepeHe! B TOM, 4TO Ha ‘{CTDCHCTHE (:JYHYT Ha3HayeHsl NPaBnNa, KOTOPLIE BaM HYXHBI, Bbl MOXETe Cpa3sy - 1
HaXaTh KHONKY ‘HDIAIVE'H[’ITI}' W Npaenna NonauTHEKN b\-’ﬂ'\."l' H3MEHEHD!

YT | NOATBEPAWUTL i

PucyHok 143

[ns npocmoTpa nepecevyeHmns NOAUTUKN C APYTMMM NOAUTUKAMM U NPaBUAAMN U3
KOpnopaTMBHOTO LWabaoHa HeobXxoAMMO A0KAATbCA 3aBepLIEHMA NPOBEPKU. B pesyanbTtaTe
byaeT oTobpakeH CNMCOK Ha3BaHW MepeceKatoLMXca rpynmn 1 yCTPOMCTB, Ha KOTOPbIX
nepecekaeTca NONTMKA, a TaKKe CKOMOMHUMPOBAHHAA NOANTUKA.

[na npumeHeHMA MONUTMKM Ha BCe YCTPOMCTBA HEOOXOAMMO HaXKaTb KHOMKY
«MNopteepanTtby (PucyHoKk 144), B pesynbTaTe 4yero otobpasutcs coobuieHme «MoanTrka
obHoBNeHa». HoBble NpaBW/ia HAYHYT AENCTBOBATL A/1A BCEX aKTUBUPOBAHHbLIX YCTPOMCTB,

BXOAALMX B rpynnbl YCTPOMCTB WMAM MNOJSb30OBaTeNIE, Ha KOTOpble Obla Ha3Ha4veHa
NONUTHKKA.

MepeceyeHus Npu peaakTUPOBaHUN NONUTHKK

BEH{Z-ELUSP:‘\_I’.E‘ npaswia Npy nepeceyeHnn C paspewaioumMm MmeroT BonbLumii BeC

D lpynna ycTpoitcTs: npocTpaHcTeo 3abupats (439266) Yerpoucrs:1
Mepeceyenusn
v L[Olpynna yCTpOWCTB: NPOCTPaHCTBO 3abuparts (4... TecTtoBsas NnonUTUKa: 04YTUTHECA NpuxoanTs (e6fd8b)

™ Tect TUK IyTUTBLCA NpuxoanTs (e6fd8b)

v YcTpoWcTea

0 MIG C55, 7b:29:73:02:¢cd:68

SVILEN | NMOATBEPAUTDL

PucyHok 144
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MPUMEYAHMUE. Mepen npuMeHEeHMEM CKOMOMHMPOBAHHOW MONUTUKM cnedyeT
YYnTbIBaTb Ceaytollee:

— NPUOPUTET MMEIOT 3anpeLlatolime Npasmna;

— [NA NpaBuA C AaTaMu NpuopuTeT y bonee No3aHen AaTbl CO3AaHNS;

— [NA NnepMoaos — y HaMMeHbLLIEero nepnoaa AemncTens,;

— Ans npasun c sepcuamm (obHosneHne OC 1 ycTaHOBKA NPUAOKEHNA) MPUOPUTET
y nocneaHen sepcun (Hanpumep, ecam sepcnmn 1.0.0 n 1.0.1 — 6yaet yctaHosneHa 1.0.1);

— [NA NpaBuMaa XpaHEeHMA CUCTEMHbIX COODLLEHWNN NPUOPUTET Y MOCTOAHHOTO;

— KOPMNopaTUBHbIM WaboH 4ONOAHAET CKOMBUHUPOBAHHYO NONUTMKY NPaBMUAAMMU,
KOTOpble YKa3aHbl B HEM, HO HEe YKa3aHbl B CKOMOMHNMPOBAHHOM MNOIUTUKE.

2.4.6. HasHayeHWe NOAUTUKM Ha rpynnbl YCTPOUCTB UM TPYMMbl NO/b30BaTENEN

Ha3Ha4yMTb MOAUTUKY Ha FPYNNy YCTPOWCTB 1/WUAK Tpynny Noab30BaTe el BOSMOXKHO
Yyepes:

— KapTO4Ky Nonmtukm (nn. 2.4.6.1);

— KapTO4Ky rpynnbl ycTporctea (nn. 2.4.6.2);

— KapTO4Ky rpynnbl nonb3osatenen (nn. 2.4.6.3).

2.4.6.1. HasHayeHMe NOAUTMKM Ha [PYynNnAbl  YCTPOMCTB  W/MAM  rpynnbl
NoNb30BaTeNEN Yepes KapTOUKy NOSUTUKM

[na HasHaYyeHus MOAUTUKM Ha TPynnbl YCTPOMCTB U/MAK TPyNnnbl No/ib30BaTeNen
HeobXx0AMMO BbINOAHUTL CleaytoLlmMe AeNCTBUS:
— nepeunTtn B noapasaen «[onutmkm» pasaena «YnpasaeHuner;
— Ha)KaTb Ha Ha3BaHWe NOAUTUKM ANA Nepexoa B KapTouKy (npn HeobxoammocTu
BOCMO/1b30BaThcA uabTpPom (nogpasaen 1.5);
— B OTKPbIBLUENCS KAapPTOYKe NOSIUTUKM NEPENTN BO BKAAAKY «[pynnbi»;
— HaXKaTb KHOMKy «Peaaktmnposatb rpynnbi» (cm. PucyHok 41 [2]);
— B OTKPbIBLIEMCA OKHE HaxKaTb KHOMKY «[Job6aBuTb» (PucyHok 145 [1]);
— B pacKpbIBatoLEeMcA cnncke BbibpaTb TUN rpynnbl (PucyHok 145 [2]):
e «[pynny ycTpONCTBY»;
e «[pynny nonb3oBaTenemy;

PepakTupoBaHue rpynn NnoAMTUKK

:

Mpynny ycTPOWCTE

— 2

Mpynny nons3oBatenem D

26.09.2022 . [m]

test_rpynna nons3oeaTtenei 2% 96.092027 u}

CTpok Ha cTpaHuue: 25 - 1-2 w32

3AKPbITb

PucyHok 145
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— BblbpaTb HeoOXoAMMYK  TPYynmny M3  PaACKPbIBAlOWLErocA  CAMCKa WM
BOCMOb30BaTbCA GUALTPOM MO HA3BAHMIO FPYMMbI.

HauHeTcAa npouecc NpoBepKM NpPaBWA MOJAUTUKM Ha MepecevyeHne ¢ ApYyrumu
NOMTUKAMW, a TaKKe KOMOMHMpPOBaHME C MNpaBuMaamMM M3 KOPMNOpaTMBHOro wWabnoHa
NONUTUK, ECAM OH CO34aH. pouecc NpoBepKn nepecevyeHna NpPaBma NONNTUK aHANOTMYEH
npuseneHHomy 8 n. 2.4.5.

B pesy/nbTaTe yCNewHoro HasHayeHua MONUTUKM Ha Tpynnbl YCTPOWCTB W/Uan
rpynnbl N0Nb30oBaTenen oTobpasnTca COOTBETCTBYHOLLEE COODLIEHME.

MPUMEYAHUE. Tpu HanMuYMM HECKONbKUX WM3MEHEHWM MOAUTMK, Hanpumep:
pefakTMpoBaHWE MNOAUTUK, Ha3Ha4YeHWe MNOAUTUK Ha rpynnbl YCTPOMCTB MAWM Trpynnbl
nonb3oBaTtenen, nobaBNEHNE YCTPONCTB B rPYMMbl YCTPONCTB U T.A., Ha YCTPOMCTBO byaeT
Ha3Ha4YyeHa nocneaHAA CKOMOMHMPOBAHHAA MNOMMUTHMKA.

2.4.6.2. Ha3HayeHMe NONNTUKN Ha TPYMNNy YCTPOMCTB Yepes3 KapToUuKy rpynmbl

B KoHconn agamuuHuctpatopa [1Y npeaycmoTpeHa BO3MOXKHOCTb KOHTPOMA WU
OTCNEXMBAHMA NOANTUK, Ha3HAYEHHbIX Ha rpynny yCcTpPomcTs. MoanTuKM coaepat Habop
NpPaBuA ANA NPUMEHEHMA HA YCTPOMCTBA.

MPUMEYAHME. Mepen, HazHa4YeHMEM NOAUTUKM Ha TPyNny YCTPONCTB HEODXOAMMO
ybeantbca, 4yto gobaBneHa xota Obl 1 nonuTtuka. [lobaBneHue MNOAUTMK OMUCAHO B
n.2.4.1-2.4.4.

[ns  HasHavyeHMa MNOAUTMK Ha Trpynny yCTPOMCTB HeobXoAMMO BbINOJHUTb
cneayrouime AencTBmna:

— nepenTn B noapasaen «YCTponcTea» pasaena «YnpasieHne,

— B obnactm punbTPoB BbIOpaThb «[TOUCK NO rpynnamy»;

— HaXaTb Ha Has3BaHWe rpynnbl YCTPOWUCTB ANA nepexofa B KapTOuky (npu
HeobXxo4MMOCTN BOCNO/1b30BaTLCA GUALTPOM (Noapa3aen 1.5);

— B OTKPbIBLIENCA KAapTOYKe rpynnbl YCTPOMCTB NePEeNTUN BO BKAAAKY «I1ONUTUKNY;

— Ha¥KaTb KHOMKY «Ha3HauynTb NOAUTUKMY» (CM. PucyHoK 28 [2]);

— B OoTOOpa3smMBlIEMCA  OKHe  BblOpaTb  HeobxoaAuMmykd  MOAUTUKY U3
PACKPbLIBAOLLLErOCA CNMCKA MW BOCMONb30BaTbCA dpunbTpom (PucyHok 146 [1]). danee npu
HeobXxoAMMOCTM BO3MOXHO [A00aBUTb AOMOAHUTENbHYKD MOAUTMKY, BblOpaB ee U3
PaCcKpbIBatOLLErocA CMMcKa /MO0 BOCMONAb30OBABLUIMCH MOMCKOM MO GUAbTPY. TaKxke
BO3MOMHO Y/a/IMTb M3 CMMCKA BbIDPAHHYHO MONUTUKY, HaXKaB 3HAYOK O «YbpaTb U3 CNMCKa»
(PucyHok 146 [3]);
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HasHa4yeHWe NoNUMTHUK Ha rpynny yCTPOACTB

Beibpaxo rpynn 1

test_nonmtuka 21.09.202212:08 3

PucyHok 146

— HaXaTb KHOMKY «Ha3HauynTb NnoanTukm» (PrucyHok 146 [2]).

HauHeTcAa npouecc NpoBEpPKM NpPaBWA MOJAUTUMKM Ha NepecevyeHne ¢ ApYyrmmu
NOMTUKAMW, @ TaKKe KOMOMHMPOBAHME C NpaBMNaMM M3 KOPMNOPATUBHOrO wWwabnoHa
NOJIMTUK, €CNN OH cOo3aH. [Tpouecc NpoBepPKK nepecedyeHnda NpaBma NOAUTUK aHANOTUYeH
npuesegeHHoOMY B M. 2.4.5.

B pe3ynbTaTe ycnewHoro HasHayeHuA NoANTUKM Ha Tpynny yCTPoncTB oTobpasnTca
COOTBETCTBYOLLEE COODLIEHME.

MPUMEYAHME. Echum ycTpoiicTBO, BXxoAdALLee B rpynny, He bbi10 aKTUBMPOBAHO, TO
nocne ero akTMBaLMW Ha Hero ByaeT Ha3HavyeHa TONbKO NocneAHAA CKOMOUHUPOBAHHAA
NONUTHKKA.

2.4.6.3. Ha3HayeHMe NONUTUKN Ha Tpynny NOb30BaTENEN Yepe3 KAapPTOUKY rpynmbl

[ns Ha3HayYeHMA MNONUTUK Ha rPynny Mo/sib30BaTeNell Yepe3 KapTO4Ky rpynnb
HeobxoAMMO BbIMONHUTL CAeayowme AeNCTBUS:

— nepenTtn B noapasaen «llonb3oBatenm» pasagena «YnpasneHue;

— B obnactn punbTPoB BbIbpaThb «[TOUCK NO rpynnamy»;

— HaKaTb Ha Ha3BaHMe rpynnbl NoAb30BaTeNeN AN Nepexoda B KapTOuKy (npu
HeobXxo4MMOCTN BOCNO/1b30BaTbLCA GUALTPOM (Noapasaen 1.5);

— B OTKPbIBLIEMCA KapTO4Ke Trpynnbl MNOAb30BaTenel nepentn BO BKAAAKY
«MONUTUKNY;

— Ha¥KaTb KHOMKY «Ha3Ha4ynTb NOAUTUKMY» (CM. PucyHOK 36 [2]);

— B OTKPbIBLLUEMCHA OKHe (Cm. PUCyHOK 146) BbINONHUTL AENCTBUA, NPUBEAEHHbIE B
nn. 2.4.6.2.

B pe3ynbTate ycnewHoro HasHavyeHWA MNOAUTUKM Ha rpynny noJib3oBaTesen
0TOOPa3NTCA COOTBETCTBYOLLEE COObLLEHME.

NMPUMEYAHMUE. Ecnm ycTpoMCTBO, NpMBA3AHHOE K MO/b30BATENO M3 FPynmnbl, He
6bl10 aKTUBMPOBAHO, TO MOCAE €ro aKTUBaALMM Ha Hero byaeT HazHavyeHa TO/IbKO NocNeaHAA
CKOMBUHMPOBAHHAA NONNTHKA.
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2.4.7. OTBA3Ka NOAUTUKM OT rpynnbl YCTPOUCTB UM TPYMMbl NO/Ib30BaTENEN

OTBA3aTb NOAUTMKK OT FPYNMbl YCTPOWCTB U/UAK TPYNMNY NO/Ab30BaTee BOSMOXHO
yepes:

— KapTouKy nonmtukm (nn. 2.4.7.1);

— KapTO4Ky rpynnbl ycTponcts (nn. 2.4.7.2);

— KapTO4Ky rpynnbl nonb3osatenen (nn. 2.4.7.3).

2.4.7.1. OTBA3Ka MOAUTUKM OT TPYyMMbl YCTPOMCTB WU/UAM TPYNMbl NOAb30BaTENEN
4yepes KapToYKy MOAUTUKMK

[na OTBA3KM MNOAUTMKM OT rpynnbl YCTPOWCTB M/UAM Trpynnbl No/b30BaTenein
Heobxoa4MMO BbINONHUTL CAeaytoLlme AeNCTBUA:

— nepeunTtn B noapasaen «[oautukm» pasagena «YnpasneHumer;

— HakaTb Ha Ha3BaHWe NOAUTUKKM ANA Nepexoa B KapTouKy (Npu HeobxoaMMoCTH
BOCMO0/1b30BaThcA duabTpom (nogpasaen 1.5);

— B OTKPbIBLUENCA KAapPTOYKe NOSIUTUKM NEPENTN BO BKAAAKY «[pynnbiy»;

— HaKaTb KHOMKy «PeaaktmupoBatb rpynnbi» (cm. PucyHok 41 [2]);

— B OTKpbIBLIEMCA OKHe HaskaTb 3Hadyok U «OTtBA3aTb NOAUTUMKY OT rpynmbi»
(PucyHok 147).

PERBKTHPOBSHME rpynn noauMTHUKKn

test_rpynnel MY D 26.09.2022

al

test_rpynna nons3oeatenei 2% 26092027

m]

CTpok Ha cTpaHaue: 25 = 1-4uz 4

3AKPBITBE

PucyHok 147

HayHeTcA npouecc NPOBEPKM MPaBUA MOAUTUMKM Ha MNepeceyeHme C Apyrumu
NOMTUKAMW, @ TaKKe KOMOMHMpPOBaHME C MNpaBMaaMM M3 KOPMNOPATUBHOrO WabaoHa
NOINTUK, €CAM OH co3aaH. Npouecc NPoBepKM NepeceyeHna NpaBma NOANTUK aHaANOTMYEH
npmeegeHHoOMy B M. 2.4.5.

B pe3ynbTaTe ycnewHom oTBA3KU NOAUTUKA OyaeT oTBA3aHa OT rpynnbl YCTPOMCTB
WM TPYNN NONb30BaTENEN.

2.4.7.2. OTBA3Ka NO/IMTUKM OT rPynmnbl YCTPOUCTB YEPE3 KAPTOUKY rpynnbl

[1na OTBA3KM MNONIUTUKM OT rpynbl YCTPOMCTB HEOOXOAMMO BbIMONHUTL CieaytoLume
NEencTBus:

— nepenTn B noapasaen «YCTponcTea» pasaena «YnpaBaeHmey;

— B obnactn punbTpoB BbibpaThb «[TOUCK NO rpynnamy»;
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— HaXKaTb Ha Ha3BaHWe Trpynnbl YCTPOMCTB ANA nepexoda B KapTouyky (npwu
Heobxo4MMOCTN BOCNO/1b30BaTLCA PUALTPOM (Noapasaen 1.5);

— B OTKPbIBLUENCS KAaPTOYKe rpynnbl YCTPOMCTB NEPENTU BO BKAAAKY «[TONUTUKNY;

— BbIOpPaATb MOANTUKY, YCTAHOBMB TafiouKy B 4ekbokce Aas A0CTyna K CrUCKY
bbICcTpbIX Aencteuid. Mpu HeobxoammocTn ana cbpoca BblaeneHUs HeobxoaMMO HaxKaTb
KHOMKy «CHbpocuTb BblaeneHme» (PucyHok 148 [1]);

— B CnuMCcKe BbICTPbIX AENCTBMI BbIOpPaTb 3HAYOK 0 «OTBA3aTh NOANTHKM OT rpynnbi»
(PncyHok 148 [2]).

ga MYNETUTEHAHT MOHWUTOPHHI YNPABNEHWE AOMUHWCTPUPOBAHMWE @ Hatanwsa MeaHosa (i.ivanova

YCTPOWCTBA NONL3OBATENK NOAUTHUKIA CLEHAPWK ®AANDI NPHUNOXEHWA BUTPUHbI CBA3KU KNIOYEN

test_rpynnbl MY /s YCTPOUCTBA  MOMUTHKM  CLIEHAPUM
3 rpynnayctpoiicTs A 1 BbiBpaHo 1 2
B 851a7343-1677-40...
26.09.202212:26
26.09.2022 12:28 TEst123 12.04.2024...
CTpok Ha cTpaHuue: 25 w 1-Tmz1

PucyHok 148

HauyHeTcAa npouecc NPOBEPKM MPaBUA MOAUTUKM Ha NepeceyeHme ¢ Apyrumu
NONIUTMKAMK, @ TaKKe KOMOWHMPOBaAHWE C MpaBMAaMM M3 KOPMOPaTMBHOrO LWabaoHa
NOZIMTUK, €CAM OH CcOo3aaH. lNpoLecc NPOBEPKM NepeceyeHmna Npasma NOAUTUK aHaNOTMYeH
npuesegeHHomy B . 2.4.5.

B pe3ynbraTe ycnewHom OTBA3KM MOAUTUKMU OT TPYMMbl YCTPOMCTB OTOOPa3nTCS
COOTBETCTBYHOLLEE coobLleHMe.

2.4.7.3. OTBA3Ka NOAUTUKM OT rPYNMbl NONb30BATENEN Yepe3 KapTOUKy rpynmbl

[na OTBA3KM MOAUTMK OT TPynnbl MONb30BaTENEN Yepe3 KapTOuKy rpynnb
HeobX0AMMO BbINOAHUTbL Ceaytolne AenCTBUA:

— nepenTtn B noapasaen «onb3oBatenm» pasaena «YnpaBneHue;

— B 0obHnacTn dunbTPOB BbIOPaTh «[TOUCK NO rpynnamy»;

— Ha)kaTb Ha Ha3BaHMe rpynmnbl NONb30BaTeNEN AN Nepexoda B KapTOuKy (npu
HeobXxo4MMOCTN BOCMO/1b30BaTbCA GUALTPOM (noapasaen 1.5);

— B OTKPbIBLWIEMCA KaApPTOYKE Trpynmnbl MOAb30BATE/IEN MNEPENTM BO BKAAAKY
«[MoONNTUKNY;

— BblbpaTb MOJIMTUKY, YCTAHOBMB TrafiouKy B 4YekDOKce Ans A0CTyna K CAMCKY
ObICTPbIX AeNCTBUIA. [Tpn HeobxoAMMOCTM Ana cbpoca BblAeNeHNs HEODXOAMMO HaxKaTb
KHOMKY «COpocuTb BblaeneHme» (PucyHok 149 [1]);
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— B CMUCKe BbICTPbIX AeMCTBMI BbIOpaTb 3Ha4oK U «OTBA3aTb NOANUTUKM OT rpynnbi»
(PucyHok 149 [2]).

ga MYNBTUTEHAHT MOHWUTOPUHI YMNPABNEHHE AOMWUHUCTPHUPOBAHKWE @ Hatanua MeanoBa (iivanova...

YCTPOWCTBA NONb30BATENU NONHUTUKK CLEHAPUM AWM NPHUNOXEHWA BUTPUHEI CBA3KMU KIFOYEN

test_rpynna NONb30OBATENM NOAUTHUKIA CLEHAPUMH

NMo/b30BATEJIEN
1 2

21.09.2023...

1 BLIBpaHo

(1] -
a»  [pynna nons3ceatenen ~

Iy e5dcOefc-9aea-40.. S R TY
test_no o

21.09.202314:39
21.09.202314:39
CTpok Ha cTpaHuue: 25 » 1-1mal

PucyHok 149

HauyHeTcA npouecc NpoBepKM NpPaBuA MOJAUTUKM Ha MNepecevyeHne C ApYyrumu
NONIUTMKAMK, a TaKKe KOMOWHMPOBaAHWE C MpaBMAaMM M3 KOPMOPaATMBHOrO LWabaoHa
NONMUTUK, €CAK OH co34aH. [1poLecc NpoBepKun nepecevyeHmna NPasua NOAUTUK aHaN0TNYEH
npuseneHHomy 8 n. 2.4.5.

B pe3yabTaTe ycnewHon OTBA3KM NONUTUKM OT rPYNMbl NOAb30BaTenen otobpasmTca
COOTBETCTBYHOLWEE coobleHme.

2.4.8. YganeHue NnOAUTUKA

MPUMEYAHUE. Tepen yaaneHnem MNOAUTUKU HeoOXOAMMO NpeaBapUTeNbHO
0TBA3aTb €e OT BCEX rPynn YCTPOMUCTB WA rpynn Nosib3oBaTeNen B COOTBETCTBMM C N. 2.4.7.

[Ona yananeHuns nonnTnkm ns MY Heobxoammo BbINONHUTL CAeaytolimne AenCTBUA:

— nepenTtn B noapasaen «Monntukm» pasaena «YnpapneHme;

— HaXaTb Ha Ha3BaHWe HeoOXOAMMOW MOAUTUKM ANA Nepexona B KapTouKy (npu
HeobXxo4MMOCTN BOCNO/1b30BaTLCA GUALTPOM (Noapa3aen 1.5);

— B KapPTOYKE MOJMTUKN HaXKaTb KHOMKY «Yaanntb» (PucyHok 150);

ga MYNETUTEHAHT MOHWUTOPUHI YMNPABNEHUE AOMUHUCTPUPOBAHUWE @ Hatanws MeaHoga (i.ivanova...

YCTPOWCTBA MONbL30BATENK NONUTUKK CLEEHAPWMK DAANDI MPUNOXEHWA BUTPUHbI CBA3KM KITOYEN

test_nonutuka_lV Va NPABMNA  TPYMMbl

A u
Monntuka Mpynnbl gelCTBUMA NONAUTHUKK

B e629d3d8-9of5-48...

20.02.202311:47

[MonnTuka He HaZHaYeHa HU Ha OOHY TRYNNY
14.11.202316:17

CTpok Ha cTpaxwue: 25 w» 0-0wua0

PucyHok 150
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— B 0TODPA3mMBLLUEMCS OKHE NOATBEPANTL NMOO OTMEHUTL AencTBMA (PucyHok 151).

YoaneHue nonuTHKK
Bbl AEACTBMTENBHO XOTUTE YAANUTE NONUTUKY?

OTMEHA ERJITVIL)-3

PucyHok 151

B pe3ynbTaTe nonnTtuka byaeT ycnewHo yaaneHa.
2.5. Moapasaen «CueHapmn»

Moapasaen «CueHapum» KoHconn aamuHucTpatopa [1Y npeaHasHayeH Ans
co3aaHna obnanH-cLeHapueB U NPUMEHEHNS UX HA YCTPOMCTBAX.

OdnanH-cueHapm — nNpaBWaa, KOTOpble OTNPaBAAOTCA Ha YCTPOMCTBA C
yKasaHnem aencrtema (cobbitmsa) no cpabatbiBaHWio. [lpaBuna A0AXKHbI MIHOBEHHO
NPUMEHUTBLCA Ha YCTPOMCTBE MO YKa3aHHOMY CODbITMIO, AarKe B C/1y4ae, €CAM B STOT MOMEHT
HeT CBA3M C CEPBEPOM.

MPUMEYAHUE. Ha rpynny ycTpoOWCTB MAM rpynny Noab30BaTeNell MOXKeT ObiTb
0AHOBPEMEHHO Ha3HaYeHO HEeCKO/bKO odpalH-CLLEHapUEB.

[na nepexoda B noapasaen HeobxoAMMoO B BepxHel mnaHenu BblbpaTb pasgen
«YnpasneHue», nogpasgen «CueHapum». B pesynbtate oTob6pasnTCca CNUCOK CLEeHapues
(PncyHok 152 [1]).

ga MYNLTUTEHAHT MOHWUTOPWHI YNPABNEHWE AOMWUHUCTPUPOBAHWE @ HaTtanwna MeaHoea (l.ivanova...

YCTPOWCTBA NMONb30OBATENU NONUTUKIA CUEHAPWK DANNBI NPHUNOXEHNA BUTPWUHbI CBA3KM KIMIOYER

Cuenapuu

OTcyTCTBME CBA3W C CEPBEPOM )] 3anpeTyTb UCNONb30BaHWE KaMepbl 12.04.2024 10:36

TEST cuenapyii 6 i 5
o -‘E;W Cwmenia SIM-kapTbl 3abBnokMpoBaTh yCTPOicTEO 12.04.202410:35

Crpok Ha cTpatmue: 25 -2us2

PucyHok 152

B pabouyeir obnactm noapasgena «CueHapum» MHPopmauma oTobparkaeTcsa B
cTtonbuax, npmseaeHHbIX B Tabaunue (Tabnamua 38), a NpM MX OTCYTCTBUM OTODparKaeTcs
cooblleHne «HeT AaHHbIX.

MPUMEYAHME. 3HayeHMA cTonbLOB MOryT BbiTb OTCOPTUPOBAHDI: OT CTapbIX K
HOBbIM, “* OT HOBbIX K CTapbIM.
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Tabnunua 38
Ha3BaHue
OnucaHue
ctonbua
Ha3BaHue — Ha3BaHWe opaanH-cueHapusa (NpeactaBaseT cobom akTUBHYHO CCbINKY

(PncyHok 152 [2]), npw HaxaTK Ha KOTOPYHO OCYLLECTBAAETCA NEpexos, B
KapTouKy odalH-cLueHapus);

— KOMMmeHTapuit (PrucyHok 152 [3]) — nononHuTenbHas MHPOpMaLMA
(3anonHAeTCA Npy HEOOBXOAMMOCTH)

CobbiTne CobbiTne opnaH-cueHapua (A40CTyNHbIe 3HaYEeHMA ONKCaHbl B Tabaunue
(Tabnunua 39).
B none coaepKmTCca Noackaska, A0CTyNHas A58 NPOCMOTPA HaxKaTuem

3Ha4kKa @

Peakuma [leiicTBne, KOTOPOE AOMKHO MPOU3ONTK C TPYNMNONM B pe3yabTaTe
Ha3Ha4YyeHua AaHHOro odnamnH-cueHapma (40CTynHble 3HaYeHMA ONMcaHbl B
Tabnamue (Tabanua 39)

ObHoBneHo |[laTa v Bpema nocneaHero obHoBAeHMA opalH-CLUeHapUs

2.5.1. [obaBneHune opnalH-cLeHapmUs

MPUMEYAHUE. [octynHo pobasneHne odpnamH-cUeHapuUeB CO  CAeayHoLMMM
napameTpamu:
— C pPa3HbIMK COOLITUAMY;
— C OAHMM COBbITUEM, HO C Pa3HbIMK peaKkUnsamm (Npasmaamn);
— C 0AHUM cobbiTem («HaxoxaeHne B 3oHe WLAN» mnn «BHe 30HbI aencteua
WLANY») 1 c ogHoM peakumein, Ho ¢ pasHbimu MAC-agpecamum (BSSID) Toukn goctyna WLAN;
— C oaHMM cobbiTnem «HaxoxaeHue Ha Tepputopum, onpeaensemon NFC-
MEeTKaMM», NPu 3TOM:
® O/IHOBPEMEHHO OAMH U1 TOT e ID MeTKM He MoXKeT ObiTb Ha BXO/E M BbIXOAE;
e Ba odNalH-CLEHapMA C OAMHAKOBbLIM ID MeTKM BXO4a MM BbIXO4a HE MOTyT
MMETb OAMHAKOBYHO pPeaKLMIo.
[Onsa co3paHnsa opnanH-cLeHapna HeobXoAMMO BbINOAHUTL CAeaytolne AeNCTBUA:
— nepenTtn B noapasaen «CueHapmum» pasaena «YnpaBneHume;
— HaXKaTb KHOMKY «/106aBUTbY;
— B OTKpbIBLIEMCS OKHe (PucyHoK 153) 3anonHMUTL Noas, NnpuBeaeHHble B Tabaunue
(Tabnnua 39);
— NOATBEpPAUTb MO0 OTMEHUTb AENCTBUA.
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CozpaHue odnaidH-cueHapua

3anpeT kamepbl

Mpwn cMeHe SIM

Cmena SIM-kapThbl -
Peaxuwua
[ 3anpeTtuTb UCNONbL30BaHWE KaMepDbl -
OTMEHA CO3[0ATb

PucyHok 153

Mpn ycnewHom co3gaHum odnanH-cueHapua oTobpasnTcs COOTBETCTBYOLLEE
coobuleHme.
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Tabnunua 39
MNapameTp 3HayeHuA
HasaHue HasBaHue opnamH-cueHapua. None 06a3ateNbHO ANA 3aN0NHEHMA
KommeHTapuit  |JononHutensHaa nHdopmauma K odpaanH-cueHapuio. Mone HeobAzaTenbHO 414 3aN0/THEH WA
CobbiTne Bbibop 3HauYeHWA 13 packpbiBatoweroca cnncka. CobbiTne, Ha KOTOpPOe cpearpyeT YyCTPOMCTBO:

— CmeHa SIM-KapTbl — npu cmeHe SIM-KapTbl Ha YCTPOMCTBe CcpaboTaeT peakums, BbibpaHHas M3 pacKpblBatoLLEroca
CNMCKa «Peakuma»;

— OTcyTCTBME CBA3M C CEPBEPOM — NPUM OTCYTCTBUM CBA3M C cepBepomM ABpopa LleHTp Ha ycTponcTee cpaboTaeT peakuus,
BbiOpaHHasA M3 packpbIBatoWlerocs cnmcka «Peakumsa». JJONOAHUTENBHO HEODXOAMMO YKa3aTb BPEMEHHOW WMHTepBan
(bopmaT: [AA4] : [H4] : [MM]) OTCyTCTBMA CBA3M C CEPBEPOM, NMOC/E HACTYMN/IEHNSA KOTOPOTro YCTPOMCTBO CpearmpyerT;

— BHe 30Hbl penctBua WLAN — ecnm ycTpoicTBO He oOHapyXuT onpegeneHHyto cetb WLAN B A0CTYynHbIX ANA
NoAKNOYEHMS, TO cpaboTaeT peakumsa, BbiIbpaHHasn M3 PacKPbIBAOLWEroca CnMcka «Peakuma».

MPUMEYAHMUE. Mpu Bbibope cobbiTna «BHe 30HbI Aenctena WLAN» oTobparkaeTca AONOAHUTENbHOE NOAEe, B KOTOPOM
HeobxoaMmo yKasaTtb BSSID (Basic Service Set Identification nnmn naeHtnemkatop) Toukn goctyna WLAN;

— HaxoxaeHue B 30He WLAN - ecnm ycTponcTeo ob6HapyKuT onpeaeneHHyto cetb WLAN B 4OCTYNHbIX 414 NOAKNOYEHMA,
TO cpaboTaeT peaKkuus, BbiIbpaHHaAA M3 PAaCKPbIBAOLLLErOCA CNMCKa «Peakumay.

MPUMEYAHMUE. Mpun BbibOpe cobbiTns «HaxoxkaeHne B 3oHe WLAN» oTobparkaeTca 40NOAHMUTENBHOE NOAE, B KOTOPOM
HeobxoaMmo yKasaTb BSSID (Basic Service Set Identification nam naeHtTndukaTop) Toukm aoctyna WLAN;

— HaxoxpaeHne Ha Tepputopun, onpegensemon NFC-meTKamu (npumeHeHne odnalH-cLEeHapua Ha COCTosAHMe
ycTpoicTBa onpeaenserca no NFC-meTKke) - MpW CKaHMPOBAHWM METKM BXoZa cpaboTaeT peakums, BblbpaHHaA M3
pPacKpbIBatoLLEroca cnucka «Peakumsa», n, HQOHOOPOT, NPU CKAHUMPOBAHMM METKM BbIXOAa NPUMeEHeHWe odnaH-cLeHapuUa
npeKkpaTuTCA.

BHUMAHME! Mocne ckaHnpoBaHmsa NFC-meTKM BbIXOAa Ha YCTPOMCTBE MPUMEHAETCA NPABUIO U3 MOUTUKN, MOXOXKEE Ha
peakumo odpnalH-clueHapua. Ecam Takoe NpaBMAO OTCYTCTBYET B MOJMUTUKE, TO COCTOAHME YCTPOMCTBA HE M3MEHUTCA.
HeobxoaMMo Ha3Ha4MTb Ha YCTPOMCTBO MOAUTUKY C MOXOXKUM MPaBMAIOM, YTODbl COCTOAHME YCTPOMCTBA M3MEHSOCH
nocne CKaHMPOBAHWA METKM BbIXOAaA.
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MNpumep:

3afaHa peakuma «3anpeTuTb MCMO/Ib30BaHME KamMepbl» C nomouwpto odnarH-cueHapmsa ¢ NFC-meTkamu. [pwu
CKAaHMPOBAHMM METKM BXOAa MCMNOAb30BaHWe Kamepbl byaeT HeaoCTynHbIM. [locne CKaHMPOBaHWMA METKM BbIXxoAda
odNaH-CLUEeHapUiM NPeKpaTUT AeNCTBUE Ha COCTOAHME YCTPONCTBA. [1pn 3TOM, ecam Ha YCTPOMCTBO He Bblna Ha3Ha4vYeHa
MOMINTMKA C pa3pelleHneM KaMepbl, TO 3anpeT Kamepbl Ha ycTpoKncTee byaeT coxpaHeH. [na pa3boKMPOBKM Kamepbl
HeobxoAMMO Ha3HaAYMUTb Ha YCTPOMCTBO MNOAUTMKY WAM OTNPaBbTe KOMaHAY OMNepaTMBHOrNO ynpaBAeHMA C
Pa3bNOKMPOBKOM Kamepbl.

Mpwn BbIbOpe cobbiTMA «HaxoxKaeHue Ha TeppuTopun, onpeaensemonn NFC-meTkammn» AONONHUTENbHO OTODpaXKatoTca
nons «ID meTok Bxoaa» un «ID MeTOK BbixoAa», rae HeobxoaAMMO yKa3aTb YHUKaNAbHble MAEHTUPUKATOPLI METOK BXOAa M
BbIX0A4a, cocToAume mn3 4, 7 nuam 8 nap CMMBOJIOB, pa3feneHHbIx ABoeToumem. [1ocTynHo AobaBaeHMe HEeCKONbKUX
NAEHTUOUKATOPOB METOK.

BHUMAHWE! NFC-meTKa ckaHmpyeTca Ha ycTpolicTBax Ha base OC Aspopa npu 3ab610KkMpoBaHHOM/pa3baoKMPOBaHHOM
TenedoHe M NpU BKAKOYEHHOM 3KPaHE;

— HaxoxpaeHve BHe TeppuUTOpPUM, ONpenenfAeMbiX KOOPAMHATAMM - eCIM MECTOMOJ/IOKEHNE YCTPOMCTBA OKaXKeTcA BHE
33JaHHOM TEPPUTOPUM, TO HA COCTOAHME YCTPOMCTBA HAYHET AeNCTBOBATb OdaH-CLUEHAPUI C peakumein, BbIbpaHHOM
M3 pacKpblBatoLerocs cnucka «Peakuma». JONOAHUTENbHO B PacKpbIBAtOLWLEMCS ClMcKe «Tepputopma» Heobxoammo
BbIOpaTh Tpebyemyto TEPPUTOPUIO;

— HaxoxkaeHue Ha TeppuUTopusx, onpenenfaembiXx KOopaMHaTaMm - eCIM MECTOMO/IOKEHME YCTPOMCTBA OKAXKETCA BHYTPU
33JaHHOM TEPPUTOPUM, TO HA COCTOAHME YCTPOMCTBA HAYHET AeNCTBOBATL OdIalH-CLUEHAPUIM C peaKkumeit, BbIbpaHHOM
M3 pacKpblBatoLEerocs cnucka «Peakuma». JONONHUTENbHO B PacKpbIBatOLLEMCSA ClMcKe «Tepputopma» Heobxoammo
BbIOpaTb Tpebyemyto TEPPUTOPUIO.

NMPUMEYAHUA:

v Ecnun HeobxoaAMMOoM TeppuUTOPUN HET B criucke, To Tpebyetca 4ob6asuTb ee (n. 4.1.5);

v TOYHOCTb OnpeaeneHns KoopAMHaT YCTPOMCTBA 3aBUCUT OT MHOTUX GaKTOPOB, @ MMEHHO: TUM YCTPOMCTBA, COCTOAHME
CeTW, CKOPOCTb, HAXOXAEHMe B 34aHWMM WAM OKOMO BbICOKMX ODOBEKTOB, MOKPbLITME CMYTHWKOB, amnnapaTHble U
NPOrpamMMHbIe XapaKTePUCTUKM, YPOBEHb LyMa/Momex 1 T.4;

v MpunoxkeHne «Aspopa LleHTp» nonyvaetr koopauHaTbl yctporctsa u3 OC Kaskable 10 mmHyT OC Aspopa. Mpwu
HeobXx0AMMOCTM AOCTYNHO M3MEHEHME YAaCTOTbl OOHOBAEHMA KOOPAMHAT B MPUAOKEHUN «ABpopa LleHTp» ¢ nomolLLbto
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MNapameTp

3HayeHusn

npasmna NOANTUKK «KoHdurypauma/ObHOBAEHWE KOOPAMHAT B KAneHTe ABpopa LeHTp» (nn. 2.4.1.25)

Peakuwna

Bbibop 3HaYeHMA 13 PpaCKpbIBatOLLErOCA CAMCKaA:

— 3ab/10KMpOoBaTb YCTPOMCTBO — YCTPONCTBO OyaeT 3a6/10KMPOBaAHO;

— Pa3610KnpoBaTb YCTPOMCTBO — yCTPOMCTBO OyAeT pa3b0KMpPoBaHO;

— OumnCTKa YCTPOMCTBA — YCTPOMCTBO ByAeT OYMLLEHO (A0 3aBOACKMX HACTPOEK);

— 3a4aTb OAHOPA30BbIA MAPO/Ib MONbL30BATENA — HEOOXOAMMO BBECTM Maposb (OoT 7 A0 12 CMMBOMOB), KOTOPbIN
N0/Nb30BaTe/lb CMOMET MCMNO/b30BaTb A1A Pa3bNIOKMPOBKM YCTPOMCTBA. [1apoab A0NKEH COOTBETCTBOBATL TPebOBaHMUAM
NapoObHOM NONUTUKMY;

— 3a4aTb OAHOPA30BbLIM NApPOAb aAMUMHUCTPATOPaA — HeobXoAMMO BBECTM Maposb (0T 7 A0 12 CMMBOOB), KOTOPbIN
aiIMUHUCTPATOP CMOXET MCNo/b30BaTb [ANA pPa3b/oKMPOBKM ycTpoKcTBa. [laposib  A0MKEH COOTBETCTBOBATH
TpebOoBaHMAM MNAPObHOM NONUTUKNK;

— 3apatb nepuopa, oTrnpaBku cobbiTMit 6e3onacHOCTM — HeobXOAMMO 334aTb pPacnmMcaHWe OTNPaBKM COODLWIEHMIA O
cobbiTnAx besonacHocTu (security.d journaling daemon), npousoweawnx Ha yctporctee, B dopmate: [A4] : [HY] : [MM];
— PaspewunTb NCNOb30BaHME KaMepbl — UCM0/1b30BaHME Kamepbl Ha YCTPOMCTBax OyaeT pa3peLleHo;

— 3anpeTuTb NCNONL30BAHUE KaMepbl — MCMO/1b30BaHME KaMepbl Ha YCTPOMCTBax ByAeT 3anpeLLeHo;

— Pa3spewunTb UCNONb30BaHUE MUKPOPOHA — MCMO/Ib30BaHNE MUKPODOHA Ha YCTPOMCTBax byAeT pa3pelleHo;

— 3anpeTuTb UCMN0/Ib30BaHME MUKPOPOHA - MUKPODOH DyaeT HedOCTyNeH ANA 3aMMCK 3BYyKa BO BCEX MPUIONKEHUAX U
BHELLHWUX YCTPOMCTB, KOTOPble YNPaBAsoT UM (HayLHWKK, FAapHUTYPbl M T.N.), HO ByaeT AOCTyNeH ANA UCXOAALNX U
BXOAALLMX BbI3OBOB
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2.5.2. HasHauyeHne odnalH-cueHapUsa Ha rpynnbl  YCTPOMCTB  WAM  TPYNMbl
Nonb30BaTENEN

Ha3HaunTb odnalH-CLLEHAPUM Ha FPYNMbl YCTPOMCTB MM NONb30BaTENEN BO3SMOXKHO
cneayLWmMmmn cnocobamu:

— yepes KapTouky obnanH-cueHapma (nn. 2.5.2.1);

— C MOMOLLbIO CNMCKa bbICTPbIX AencTemin (nn. 2.5.2.2);

— Yyepes KapTOYKy rpynnbl ycTponcts (nn. 2.5.2.3);

— Yyepes KapTo4Ky rpynnbl nonb3osatenen (nn. 2.5.2.4).

2.5.2.1. HasHayeHne odnanH-cUueHapMa Ha Trpynnbl YCTPOMCTB WAM  TPYyMMbl
Nonb30BaTeNen Yyepes KapTouky odanH-cLueHapms

[ns HasHayeHns odnaMH-CLUEHapMA Ha rpynnbl YCTPOMCTB WUAK MNOJSIb30BaTeNEN
yepes KapTouKy odnanH-cueHapma HeobxoaMMo BbIMONHUTb Caedyowme AeNCTBUA:

— nepeiTn B nogpasaen «CueHapum» pasaena «YnpasneHuer;

— NepenTn B KapTouky odnarH-cueHapus (n. 2.1.6);

— ana nobaBneHua rpynnbl YCTPOMCTB MAW NO/Mb30BaTENEN B PaCKpbIBatOLLEMCA
cnuncke BbibpaTb «J06aBUTb rpynMbl YCTPOMUCTBY UK «[06aBUTb rpynmbl NoAb30BaTeNEN»
(PucyHok 154);

ga MYNbTUTEHAHT MOHWUTOPUHI YMNPABNEHWE AOMWUHWUCTPUMPOBAHWUE @ Hatanwsa Meanoea (i.ivanova...
YCTPOWUCTBA NONb30BATENM NONHUTHUKK CLUEHAPHK AWM NMPUNOXEHWA BMTPHHDI CBA3KK KNHOYEH
CueHapmii_1 rPYMNMb
Cuenapuit ~ Tpynnbi gelicTens cueHapua
B 6b4b5212-eb9a-4b...
OTCYTCTEME CBASM C CE...
M an. 224 CUEHaPMIA HE HA3HEMEH HW HA OOHY TRYTNY
36I‘I|DE!TATb HMCNoNb308Ba... .
[obaeuTe rpynnel NoNb3oBaTENER
12.04.2024 10:36 Crpok na cTpasuue: 25 = 0-0n30
[oBaeWTb rpynnsl yCTROUCTE
3AKPBITh YOANUTB

PucyHok 154

— B OTKPbIBLIEMCA OKHe BblIbpaTb rpynny w3 CNUCKa, Npu HeobxoaAMMOCTM
BOCMO/1b30BABLLMCH PUALTPOM MO Ha3BaHMto rpynnbl (PucyHok 155 [1]);

— pobasneHHaa rpynna oTobpasuTtca B cnucke. [pn HeobxoAMMOCTM yaanuUTb
N0OaBNEHHYIO TPYNMY M3 CNMCKA BO3MOXHO, HaXKaB 3HAYOK O (PucyHok 155 [2]). Takxke
[OCTyMHa BO3MOXHOCTb OTBA3KW OdaalH-CLEeHapusa OT TPynmbl, ONMCaHME KOTOPOM
npmueeneHo B n. 2.5.3;

— panee ANnA HasHadyeHWAa odnarH-cueHapusa Ha AobaBNeHHble rPyMNMbl HaXKaTb
KHOMKY «Ha3HauyuTb Ha rpynnbi» AMOO OTMEHUTb BCE MOCNeAHME AEMCTBUA HaXKaTMEM
KHOMKK «OTMeHa» (PucyHok 155 [3]).
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HasHauveHue CueHapWveB Ha rpynnbl

BeiGpaHo cueHapues 1

test_rpynna 16.01.2023 11:53 2
;

PucyHok 155

B pe3ynbTate npumeHeHua odnarH-cueHapus oTobpasmTca COOTBETCTBYHOLLEE
cooblleHme.

2.5.2.2. HasHayeHue  odnanH-cueHapun Ha rpynnbl  yCTPOMCTB/rpynnbl
NoNb30BaTeNIeN C MOMOLLbIO CMMCKA DbICTPbIX AENCTBUIA

[na HasHayeHua odnalH-cLueHapua Ha Trpynnbl YCTPOMCTB/Mob3oBaTeNen C
MOMOLLbIO CNMCKa BbICTPbIX AENCTBUIM HEODOXOAMMO BbINONHUTL CAeAytoLLMe AeNCTBUA:

— nepentn B noapasaen «CueHapum» pasaena «YnpasieHue;

— BbIOpaTb odnalH-cLueHapun, YCTAHOBWMB rasiouKy B 4ekbokce Ana AocTyna K
CMUCKY BbICTpbIX AencTBuir. Mpu HeobxoammoctTn ans cbpoca BblaeneHma Heobxoammo
HaxaTb KHOMKy «CbpocuTb BbliaeneHme» (PucyHok 156 [1]);

— B CNUCKe ObICTPbIX AENCTBUM BbIOPATH:

o 3HAUOK &aF (PucyHoK 156 [2]) Ana HasHadyeHus odpaalH-CLUeHapusa Ha rpynny
NnoJib30BaTeNeN;
e 3Hayok GJ (PucyHok 156 [3]) ans HasHayeHua odnalH-CLEHapUA Ha rpynny
YCTPOMWCTB;
— B OTKPbIBLIEMCS OKHE BbINONHUTb AENCTBUSA, NpMBeAeHHble B nn. 2.5.2.1.

‘Ih MYNBETUTEHAHT MOHWTOPUHI YMPABNEHWE AOMWHUCTPHUPOBAHMKE @ Hartanus lBarosa (i.ivanova...

YCTPOWCTBA NONL3CBATENN NONMMTHUKK CLEHAPWUUA ®AWANLI NPUNOXKEHUA BUTPUHLI CBA3KU KIMOYEN

23
1 BeIBpaHo 1 2 [m]
B CobbiThe Peakums Jr OBHoeneHo
C Al
_L“LL_BHEDN* OTcyTCTBKWE CBA3U C CEPBEPOM @ 3anpeTuTb NCNOAL30BaHUE Kame. 12.04.202410:36
TEST_cue i v
O Esl_Cuenapai CmeHa SIM-kapTtl 3abnoKMpoBaTE YCTPOWCTEO 12.04.202410:35

CTpox Ha cTpanuue: 25 - 1-2us 2

PucyHok 156
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2.5.2.3. HasHauyeHune odnalH-cUueHapMUA Ha rpynnbl YCTPONCTB 4Yepe3 KapTO4Ky
rpynnol

[lna Ha3HayeHuAa odialH-CLUEHapUa Ha rpynny yCTPOMCTB Yepes KapTo4Ky rpynmbl
HeobX0AMMO BbIMOAHUTb CAeaAytoLLMe AENCTBUA:

— nepenTn B noapasaen «YCTponcTea» pasaena «YnpasneHme;

— B 0b6nacTn dMNbTPOB BbIGPATH «TOUCK NO rpynnamy;

— HaKaTb Ha Has3BaHWe Trpynnbl YCTPOWUCTB [A/1A nepexoda B KapTO4dky (npu
HeobXxoAMMOCTM BOCNONb30BaThCA duabTpom (noapasaen 1.5);

— B OTKPbIBLIENCA KapToYKe nepenTn Bo BKAaAKY «CLueHapumy;

— HakaTb KHOMKY «Ha3HaunTb cueHapum» (PucyHok 157);

ga MYNBTUTEHAHT MOHWTOPUHI YMPABNEHKE AOMUHUCTPUPOBAHWE @ Hatanua BaroBsa (i.ivanova...

YCTPOWUCTBA NONL30OBATENN NCNMUTHUKKU CUEHAPUM ®AWANLI NPUNOXEHKWA BUTPUHbI CBA3KMW KJMOYEN

test_rpynnbi MY ’ YCTPOWCTBA  MONUTUKM  CLIEHAPUM

O3 Tpynna yerpoiicte ~ CueHapWM Ha3HaYeHHbIe Ha rpynny

I 851a7343-1677-40...

26.09.202212:26
26.09.202212:28 Ha rpynny He HasHaYeH HW oOvH odnaiH-CLEHapHi

CTpok Ha cTpaquue: 25 w 0-0u30

PucyHok 157

— B OTOOpasmBlIEMCA OKHe BblbpaTb opnanH-cLUeHApPUn M3 PACKPbIBAOLLErOCA
CMUCKa UKW BOCMOJIb30BaThCA duabTpom (PucyHok 158 [1]). danee npu HeobxoamMmocTu
BO3MOXHO A06aBWUTb AOMONHUTENbHbLIA CLEHapWin, BbiOpaB ero M3 pacKkpbliBatoLLErocs
cnncka nmbo BOCMO/Ib30BABLUMCH MOMCKOM MO GUAbTPY. TaKKe BO3MOXKHO yAanuUTb M3
CMMCKa BblOpPaHHbIE CLUEHapMM, HaxKaB 3Ha4YOoK [m] «YbpaTb 13 cnmncka» (PucyHok 158 [3]);

HasHauenwe cueHapues Ha rpynny

BeibpaHo rpynn 1

MenbkHyTb

BHe soHbl aeictens WLAN @ 3abnoKMpPOBaTE YCTPOWCTBO 3
2

PucyHok 158

— HaXaTb KHOMKYy «Ha3HaunTb cueHapum» (PucyHok 158 [2]) nnbo KHOMKy
«OTMeHa» AN OTMEHbI AeUCTBUN.
B pe3synbTaTe odnanH-cueHapuii OyaeT HazHavyeH Ha rpynny yCTPOMCTB.
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2.5.2.4. HasHauyeHne odnamH-cLeHapua rpynnbl NoAb30BaTeNEN Yepe3 KapTo4Ky
rpynnol

[ns Ha3HayeHua odnalH-cueHapua Ha rpynny noab30BaTenein 4yepe3 KapTouKy
rpynnbl HEOHXOAMMO BbINONAHUTL CAeaytoline AeNCTBUA:

— nepenTn B Nnoapasaen «lonb3oBaTenn» pasaena «YnpasneHme;

— BbIOpaTh B 061aCcTM GUALTPOB «[TOUCK NO rpynnamy»;

— HaXkaTb Ha Ha3BaHWe rpynnbl MNONb30BaTENEN ANA Mepexoda B KapTOuKy (npwu
HeobxoAMMOCTM BOCNONb30BaThCA GUALTPOM (Nnoapasaen 1.5);

— B OTKPbIBLUENCA KapTOYKe NepenTn Bo BKNaAKY «CLeHapumy;

— HaXaTb KHOMKY «Ha3HauynTb cueHapum» (cm. PucyHok 37 [2]);

— B 0TOOPA3UBLLUEMCS OKHE BbINOJHUTL AEMCTBUA, ONMUCaHHbIe B nn. 2.5.2.3.

B pe3ynbTaTe odpnarH-cLueHapnin byaet Ha3zHavyeH Ha rpynny nosib3oBaTesnen.

2.5.3. OTBA3Ka odnanH-cLeHapuit OT rpynnbl YCTPOMCTB/rpynnbl Nosb30oBaTeNeln

OTBA3aTb OPAaNH-CLEHAPUU OT rPynnbl YCTPOMCTB WMAM TPynnbl MOAb30BaTeENEN
BO3MOHO Cneaytowmmmn cnocobamu:

— yepes KapTouky obnanH-cueHapma (nn. 2.5.3.1);

— Yyepes KapToUKy rpynmnbl YCTPOMCTB/rpynnbl nonb3osaTenen (nn. 2.5.3.2)

2.5.3.1. OTBA3Ka odnanH-cLeHapua OT rpynnbl YCTPOUCTB/rpynmnbl NOAb30BaTENEN
Yyepes KapTouky opaamH-cueHapma

[na oTBA3KM odnalH-CLeHapuii oT rpynnbl YCTPOMCTB/rpynnbl MNo/ib3oBaTenein
HeobxoAMMO BbIMONHUTL CAeayolwme AeNCTBUS:

— nepeilTn B nogpasaen «CueHapum» pasaena «YnpasneHume;

— NepemnTn B KapToYKy odpNalH-CLEeHapus;

— BblBpaTb rpynny, yCTaHOBMB raso4ky B YeKbOKce ANa A0CTyNa K CMUCKY ObICTPbIX
nenctenin. Mpn HeobxoammocTn ana cbpoca BblaeneHMA HeobXxoAMMO HaxKaTb KHOMKY
«Cbpocutb BblaeneHme» (PucyHok 159 [1]);

— B CMNUCKe ObICTPbIX AENCTBUM BbIOPATb 3HAYOK O «OtsasaTh CLUEeHapWi OT rpynnbi»
(PucyHok 159 [2]);

ga MYNbTUTEHAHT MOHWUTOPWHI YMPABNEHWE AOMWUHWUCTPUPOBAHWE @ HaTtanwa MieaHoga (i.ivanova..
YCTPOWCTBA MONb30BATENK NONAUTHUKKA CLEHAPWK ®ANNDI NMPUNOXEHWA BUTPWUHbLI CBA3KMW KITHOHEWN
CueHapwmii_1 rPYNNel
Cuenapuit ~ 1 rpynna esibpaxa 1 2
B 6b4b5212-eb%a-4b .. "
OTCyTCTEME CEA3M C Ce.. test rpyl /| ST 0 P
b test_rpynna YoTpoRcTE_MBaHOBCKME
Mam. 224 D 12.04 2024 11115
3EI'I|38TATI‘J MCNOoNb30Ba...
12.04.202410:36 CTpok Ha cTpaHuue: 25 « 1-1us1
3AKPbITh YOANWTE

PucyHok 159
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— B OTODOpPaA3nBLLIEMCA OKHE NOATBEPANUTL MO0 OTMEHUTL AencTeme (PrucyHok 160).

OTBA3Ka CLEeHapua oT rpynn

Bbl 0EWCTBMTENBHO XOTUTE OTBA3ATh CLieHapMi OT rpynnsl?

OTMEHA [EeIJ:ERY]

PucyHok 160

B pe3ynbTaTe 0TBA3KM 0dialH-cLeHapuin byaeT yaaneH co BCeX YCTPOMCTB rpynmnbl.

BHUMAHWE! Ecnmn pesynbTaT AaHHOro odnamH-cLeHapua y»Ke NPUMEHEH Ha
YCTPOMCTBAX M NPW 3TOM Ha YCTPOMCTBAX He HAa3HAYeHa NOIMTMKA C UHbIM AEMCTBUEM, NOC/E
0TBA3KM 0dNaNH-CLEHApMA ero pesynbTaT He ByaeT OTMEHEH.

2.5.3.2. OTBA3Ka opnanH-cLueHapua oT rpynnbl YCTPOMCTB/rpynnbl NOAb30BaTENEN
Yyepes KapTouKy rpynmnbl

[na oTBA3KM obdnalH-cLUeHapua OT rpynnbl YCTPOMCTB/rpynnbl Mo/b30BaTeNei
Yyepes KapToUKy rpynnbl HEOHXOAMMO BbINONHUTL CAeytollme AeNCTBUA:
— NepeunTu:
e B noapasaen «YCTponcTsa» pasaena «YnpasaeHue» - Aas OTBSA3KWU rpynnbl
YCTPOWCTB;
e B noapasaen «lonb3oBatenn» pasaena «YnpasaeHme» - ANa OTBA3KM rpynnbl
Nno/ib30BaTeNen;
— B 0bBnacTn dunbTPOB BbIOPaATL «[TOUCK NO rpynnamy»;
— HaXaTb Ha Ha3BaHMe HeobXOAMMOWM Tpynmnbl ANA nepexoda B KapTOuky (npu
HeobXxoAMMOCTN BOCMO/1b30BaTbCA GUALTPOM (noapasaen 1.5);
— B OTKPbIBLUENCA KAPTO4YKe rpynnbl NepenTn Bo BKNAAKY «CLeHapumy»;
— BblIbpaTb odNalH-cLUeHapuii, YyCTAaHOBMB ranoyKy B 4ekbokce Ansa AocTyna K
CnMcKy BbICTpbIX AencTeuiA. Mpn HeobxoammocTn Ana cbpoca BblAeNeHMA CaeayeT HaXKaTb
KHOMKy «CHpocuTtb BblaeneHme» (PucyHok 161 [1]);

— B CMNUCKe ObICTPbIX AeMCTBMIA BbIOPATb 3HAYOK 0 «OTBA3aTh CUEHapUM OT rPynMbi»
(PucyHok 161 [2]);

ga MYNbTUTEHAHT MOHWUTOPUHI YNPABNEHKWE AOMWUHUCTPUPOBAHKE @ Hatanua Meanoea (i.ivanova...

YCTPOWCTBA NONb30BATENK NONHUTUKIA CLEHAPWK ®AANLI NPHUNOXEHMA BUTPWUHbI CBA3KW KNIOYEH

test_rpynna NONb3OBATEAM  MONMUTUKM  CLEHAPMM

NMONb30BATEJIEN
1 23]

OTtcyTcTBHE

(1] -
= [pynna nonb3osaTteneu ~

I e5dc9efc-9aea-40..

. @ 3anpeTnTL MCnon... 12.04.2024 11:20
2109.2023 14:39 CBSI3M C... .

9 k} 1} _
21.09.202314:39 CTpok Ha cTpaHuue: 25 1-1wmal

LG HASHAMWTE CLIEHAPUKM

PucyHok 161
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— B 0TOOPA3mMBLLUEMCS OKHE NOATBEPANTL NMOO OTMEHUTL AeNCTBUA (PUCYHOK 162).

OTBA3Ka CLEeHapues OT rpynmbi

Bbl oeicTBUTENBEHO XOTUTE OTBA3aTL 1 cLUeHapWiA OT rpynnbI?

(VI PN OTBA3ATH

PucyHok 162

B pe3ynbTaTe ycnewHon oTBA3KM ObnaH-cueHapuii byaeT yAaneH CO BCex
YCTPOMCTB rpynmbl.

BHUMAHWE! Echn penctBme AaHHOro O(pAamH-CLEHApUA YHKe NPUMEHEH Ha
YCTPOWMCTBAX M NPM 3TOM Ha HUX HE HAa3HAYeHa NOITMKA C NPOTUBOMNONOKHbBIM ENCTBMEM,

nocsne oTBA3KM odalH-CLEeHapuaA ero AencTeme He 6yaeT OTMEHEHO.

2.5.4. YpaneHune opnanH-cueHapusa

Yaanutb opnanH-cLEHAPUIA BO3IMOKHO OAHUM U3 CAeaytoLmX CnocoboB:

1) C nomoulb cnncka bbICTPbIX AeNcTBMA. s 9TO HE0DX0AMMO:

— nepentn B noapasaen «CueHapum» pasaena «YnpasieHue;

— BbIOpaTbh odnalH-cLUeHapuUKn, YCTAHOBWMB rasiouky B 4ekbokce Ana aocTyna K
CNUCKY BbICTpbIX AencTBuid. MNMpn HeobxoammocTn ana copoca BblaeneHmns HeobxoaMmo
HaXaTb KHOMKy «CbpocnTb BbliaeneHme» (PucyHok 163 [1]);

— B CMUCKe ObICTPbIX AEUCTBUI BbIOPATL 3HAYOK ] (PncyHok 163 [2]);

ga MYNLTUTEHAHT MOHWUTOPUHI YMNPABNEHME AOMUHUCTPUPOBAHUE @ HaTanwa MeaHoea (i.ivanova...

YCTPOWCTBA NONb30OBATENM NCONMUTHUKK CLEHAPUH DANNLI NPUNOXKEHWA BUTPUHEI CBA3KU KINIOYEN

2
1 BLIBpaHo CEpoCyTE BeigEneHme 1 &
e
SRR OTcyTCTEME CBA3U ¢ cepeepom @ 3anpeTUTh MCNOMb30BaHUE KaMe. . 12.04.2024 11:20

TEST_cuenapuii Cmena SIM-kapThi 3a610KMPOBATH YCTPOWCTEO 12.04.202410:35

CTpok Ha cTpanuue: 25 - 1-2m32

PucyHok 163

— B OTODOpasmMBLIEMCA OKHE NOATBEPANTb MO0 OTMEHUTL AencTeuaA (PrucyHok 164);

MoaTeepkAaeHWe onepauum

Bbl AEACTBMTENBHO XOTMTE YAANWTE CUeHapuiA? OBpaTUTe BHUMAHWE, 4TO €ClK
3thdEKT NaHHOro odnaiH-cueHapus yxe Bbin NPUMEHEH Ha YCTPOMCTBRE, mocne

ero yaaneHna aboekT He ByaeT OTMEHEH.

OTMEHA pleligy=1ailoyy -

PucyHok 164
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2) Yepe3s KapTouKy odpnalH-cueHapus. [na aTo HeobXoaANMO:

— nepenTn B nogpasaen «CueHapum» pasgena «YnpasaeHue;

— nepenTm B KapTouyKy odnalH-cueHapma (n.2.1.6), KOTopbliA HeobxoAMMO
YAANNTD;

— HaxaTb KHOMKy «Yaanntb» (PucyHok 165);

ga MYNbTUTEHAHT MOHWUTOPKMHI ¥YMPABNEHWE AOMUHHUCTPUPOBAHWE @ HaTanwa MeaHoga (i.ivanova

YCTPOWNCTBA NMONL30OBATENWU NONMUTHUKK CLUEHAPKHK GAWNGI MPUNOXEHWUA BUTPUHbI CBA3KUW KIOYER

Cuenapmii_1 rPYMMb

Cuenapnii ~ pynnbl AERCTBNA CLUEHAPMA

B 6b4b5212-eb9a-...
OreyTeTave caasu c . test_rpynna NMONB30BATENEN

T oH. 22 4.

3anpeTuTh MCNoNb3o

- 12.04.2024 11:20

CTpok Ha cTparuue: 25 - 1-2 u= 2

ELLCO OBABUTE ~ YOANWUTL

12.04.202410:36

PucyHok 165

— B oTobpa3uBlIEMCA OKHe noareepautb AnMbo  OTMEeHWTb  AencTBuA
(cm. PucyHok 164).

B pe3synbTaTe ycnewHoro yaaneHus obnanH-cueHapma 13 cuctembl otobpasntca
COOTBETCTBYOLLEE cooblleHMe 1 ByayT yaaneHbl Bce CBA3N opaalH-cLUeHapua ¢ rpynnamu,
a TaK)Ke oH byaeT yaaneH co BCeX YCTPOMCTB, Ha KOTOPbIe Dbl Ha3HaAYeH.

BHUMAHUE! Ecnm pesynbTaT AaHHOro odNaMH-CLEHapUA yKe NPUMEHEH Ha
YCTPOMCTBAX M NMPM 3TOM Ha HMX HE Ha3HaYeHa NoJINTMKA C NPOTUBOMNOIOKHbBIM JENCTBUEM,
nocne oTBA3KM OpNaMH-CLEHAPUS ero pe3yanbTaT He byaeT OTMEHEH.

2.6. Noppasnen «Pannbi»

2.6.1. [dobaBneHune dparina (ckpunta)

[ns nobasneHua Gpana (CKpUNTa) Ha YCTPOMCTBO Heobxoammo AobasuTb ero B 1Y,
BbIMNO/IHUB CAeAytoLIne AeNCTBUA:
— nepeunTtn B noapasaen «Pamnbi» pasgena «YnpaBaeHue»;
— HayKaTb KHOMKY «/106aBUTbY;
— B OTKpbiBWEMcs OkHe (PucyHok 166) pno6aBuTb KOMMEHTapuit (npwu
HeobxoAMMOCTH) U 3arpy3nTb daia 0AHUM U3 CNOCODOB:
e nepemectuTb Gann B 061acTb 3arpy3Kku;
® Ha)aTb KHOMKYy «3arpy3uTb dann c nocneaytowmm Bbibopom danna ana
3arpysku.
MPUMEYAHMUE. MaKcmanbHbI pa3mep 3arpy*kaemoro gainna - 2048 Mb;
— noATBepAnTb MO0 OTMEHUTL AENCTBUA.
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DNoGaenexue ¢aina

BribepuTe unn nepetawmte dain B 3TO OKHO

3ATPY3UTb @AAN

OTMEHA

PucyHok 166

Mpw ycnewHom aobasneHnm dann (ckpunt) byaeT gobasneH B Y 1 oTobpasutcs B
cnmcke $pannos.

2.6.2. Ypanenue danna (ckpmnTa)

[ns ynaneHua dana (ckpmnrta) He06Xo0AMMO BbIMONHUTL CAeAytoLLMe AENCTBUA:

— nepeunTtn B noapasaen «Pannbi» pasgena «YnpaBneHume;

— BblIbpaTb Gana, yCTAHOBMB raso4yky B YekbDOKce Ana A0CTyna K CNUCKY BbICTPbIX
nencreuit. Mpu HeobxogmmocTn ana cbpoca BblAeNeHUA HEODXOAMMO HaXKaTb KHOMKY
«CbpocuTb BblaeneHme» (PucyHok 167 [1]).

MPUMEYAHME. JocTynHO yaaneHune ToNbKO OAHOro panna;

— B CNUCKe ObICTPbIX [AencTBui  BblIOpaTb  3HAYOK O «Ynannute  dann»
(PucyHok 167 [2]);

ga MYNBTUTEHAHT MOHMTOPHHI YMPABNEHWE AOMWHHUCTPHMPOBAHWE @ Hatanwua WeaHoea (i.ivanova...

YCTPOWCTBA NMONb30BATENKM MONMTHKK CLIEHAPHM DAWNBI NPUNOXEHNA BMTPMHBI CBA3KM KIMIOYER

1ebibpaHo 1 2
a
test_01042024_202340.csv 13 Bait CO208H 88TOTECTOM 01.04.2024 20:23
test_01042024_202334.csv 13 Bait CO30&8H a8TOTECTOM 01.04.2024 20:23
test_31032024_203509 . csv 13 BaiT CO308H 88TOTECTOM 31.03.2024 20:35

CTpoxHa cTpaHuue: 25 - 1-25 1z 58 >

PucyHok 167

— B OTOOpasmBLemcsa okHe (PucyHok 168) noaTBepanTb MO0 OTMEHUTL AENCTBUSA.
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MPUMEYAHUE. Ecan  dain npumeHeH B noauTtuke «®Pannbl/JocTaBka Ha
yCTPOMCTBO», 0TObpa3nTCa npedynpexaatoliee coobuieHne o TOM, YTO yaanuTb daina
HeBO3MOXKHO. [1na yaaneHuns dpaina HeobXxoAMMO UCKAOUYNTL Galii M3 NpaBuaa NONUTUKN U
BbIMO/IHUTb LIAru, yKasaHHble BbilUe.

Ynaneuwe danna

YoaneHue ¢aina Hes03MOXHO NO NPUYMHE TOFO, 4TO OH UCMONB3YETCA B

nonuTukax. YTobel yoanute ¢ain, HeobxogMMo MCKMKOYMTE Gain u3 npaesuna

"©annelf JocTaska Ha YCTPOWCTEO" B NONWMTMKAX, YKa3aHHbIX HUXKE.

test_01042024_202334 csv NonuTtuka 2024-04-0120:23:34 598905

OTMEHA

PucyHok 168

B pe3ynbTaTe pann byaeT ycnewHo yaaneH.
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3. PABOTA B PA3AENE «MOHUTOPUHI» KOHCO/1A

AOMUHUCTPATOPA My

3.1. Nopapaszaen «NHAUKATOPbLI»

MNoapasgen «VHAMKaTopbl» KOHCONM aaMMHUCTpaTopa [1Y npeaHasHayeH AnA
MOHUTOPUHTIa NOKa3aTeien YCTPOUCTB M KOHTPO/IA MX OTKIOHEHW.
[nsa nepexoda B noApasaen HeobxoAMMO B BEPXHEW MaHenn BblbpaTb pa3aen
«MOHUTOPUHI», Nnoapasaen «MHanKkaTopbl». B pesynbTtate oTobpasmTca MHpopmauma ob
YCTPOWMCTBAxX B BUAE AMArPaMMm M MOSICHEHWUI K HMM, @ TakKe GOHOBbIM NPOLLECC MMMNOPTA
YCTPOWCTB, NONb30BaATENEN M UX FPYNN B CAeAytoLWmMX OKHax (PnucyHoK 169):
— «[loaKkntoYeHne yCTpONCTBY;
— «CooTBeTCTBME NOAUTUKEY;
— «AKTMBaUMA YCTPOMCTBY;

— «[1poueccbi».

WHAWKATOPBI AYOAUT

MoaknYeHe yCTPORCTB:

Bece v 3aBceBpema ¥
Bce nnatdopmsl 94125 3 436 999 (@B
Aspopa 84327 uz 3310071 @B
Android 9237n31056997
Linux Tuz1 @
I'\pouec-::b\: OBHOBWTb CMMCOK

WMNopT Nonb3oBaTeneid 3aBepLUéH
Mpouecc 2anywen 24.04.202317:28

WMnopT nonb3oBaTenei 3aBepluéH
Mpouecc aanywen 24.04.202317:28

WMNopT yCTPONCTB 3aBEPLEH
Mpouecc zanywen 24.04.202317:27

ga MYNBETUTEHAHT MOHWUTOPMHI YNPABNEHWE

AOMWUHWCTPUPOBAHUE

CoOTBETCTBME NONUTHKE:
Tekywee «

B cooreercre yer 49640

He cooTeetcTeyeT 23462

@ HaTtanua KMeaHoea (i.ivanova...

AKTWBALMWA YCTROMCTE:

Bce + 3aBce Bpems ¥
Bce nnathopmMsl 92 186 13 197 025 (CEEEED
Aspopa 82 516 uz 187 216 (CH—
Android 96681310664

Linux Tuzz

PucyHok 169

B noapasgene «MHAMKATOPbLI» NpeaycCMOTPeHa BO3MOMKHOCTb BbliOpaTb Nepuos,
oTODpaXKeHUA AaHHbIX U3 pacKpbiBatoLleroca cnucka (PucyHok 170):

— «3a Bce Bpema» (HeaocTynHo ansa Yactn «COOTBETCTBUE MOSIUTUKEY);

— «Tekyuwee» (HegoCTynHO ANA YacTn «lloaKNtoYeHMe YCTPONCTB» U «AKTMBALMA

YCTPOWCTBY);
— «3a CYyTKM»;
— «3a Heaeno;
— «3a mecauy.




181
AZIMT.20134-01 90 01-3

‘Ih MYNbTUTEHAHT MOHWUTOPKWHI YNPABNEHME AOMWHWUCTPUPOBAHUWE @ Hatanua MeaHoBa (i.ivanova...

WHOUKATOPDI AYOUT

HO,D.KHI‘OLIEHHE yCTpOI:‘lCTB: COOTBETCTBUE NOMMUTUKE: AKTHBaLLMﬂ yCTpOI‘;lCTB:

see v 3ascespews < Bee ¥
Bee 3a BCe Bpems ¢ Texkywee 45589 I Beennatdop  3aBee Bpems C—
NAaTGOPMB) - a—
N 3a cyTku 3a cyTkK : 558 862 Aspopa 3a cyTrM

Bpopa L

pop Android (]
Android 3a Hepeno 3a Henenio ) 3a Hegenio
Linux

Linux 3a mecsy, 3a mecsL 3a mecay

I'IpOLLec:CbI: OBHOBWTb CNUCOK

MmnopT nonb3oeaTenei 3aseplugH

Mpouecc 3anywex 24.04.2023 22:32

PucyHok 170

TakXe nmeeTcA BO3MOXHOCTb MPOCMOTPA MOAKMOYEHHbIX M aKTMBMPOBAHHbIX
YCTPOMCTB 415 onpeaeneHHon NAaTPopMbl B KOIMYECTBEHHOM BMAE M B BUAE AMATPAMM.
[na atoro cneayet Bbi6paTb HeobxoAMMyt0 NAaTGOPMY YCTPOMCTB MO0 BCe NAaTGOpMbl 13
PACKPbIBAOLLLEroCsA CNMCKa B CAeAytoLmMx OKHax (PucyHok 171):

— «[MoaKknto4eHne yCTPOMNCTBY:

e Bce nnatdopmbl (KOANMYECTBO BCEX MOAKNOUYMBLIMXCA YCTPOICTB);
e ABpopa (KOAMYEeCTBO MOAKAOUMBLLMXCA YCTPOMCTB, QYHKLUMOHMPYIOWMX NOA4,
ynpasneHmem OC ABpopa);

— «AKTUBaLMA YCTPOMCTBY:

e Bce nnatdopmbl (KOANMYECTBO BCEX aKTUBMPOBAHHbIX YCTPOWNCTB);
e ABpopa (KOAMYEeCTBO aKTMBMPOBAHHbIX YCTPOMCTB, QYHKLUMOHMPYHOLWMX NOA4,
ynpasneHem OC Aspopa).

BHUMAHMUE! OC Android, a Takske OC cemelicTtBa Linux, B KOMMIEKT MOCTaBKU He
BXOAAT.

‘lh MYNETUTEHAHT MOHWTOPWHI YNPABNEHME AOMWHWUCTPUPOBAHWE @ HaTtanua MeaHosa (i.ivanova...

WHOWKATOPEI AyanT

MopknKyeHne yCTPONCTE: CooTBeTcTBME NONMUTUKE: AKTMBaUWS YCTPOWCTE:
3ascespemsa - Tekyulee 3aBce Bpems ~
Bce 32914 u31583936 B coorsercrayer 45589 I Bce Mol 97 354 13136 192 (I
Aspopa ® e cooTeeTCTBYET 558 862 Aepopa 7598113 105 662 (CHEEED
‘ 20 509131192298 ) 14 469 na 19 810 @
Android 11913 ua 401 638 Android
0us0
Linux Ouz0 Linux
Mpoueccer: OBHOBWTb CMMCOK

MMNopT nonbaoBaTteneid 3aeepweH
Mpouecc sanywen 24.04.2023 22:32

PucyHok 171
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B pe3ynbTaTe 0TOHPA3MTCA AMArpaMma, a TaKKe KONMYEeCTBO MOAKAOUYEHHbIX UK
aKTMBMPOBAHHbIX M HAxXOAALIMXCA B MPOLLECCe aKTMBALUMM YCTPOWCTB ANS BbiOPAHHOM
nnatdopmbl (PrucyHok 172).

ga MYNBTUTEHAHT MOHUTOPHUHI YMPABNEHUE AOMWUHUCTPUPOBAHUE @ HaTanwus Ksanoea (i.ivanova...
WHOWKATOPGI AYOUT
MoaknwYeHue yCTPOMCTE: CoOTBETCTBME NOMUTUKE: AKTWBaUKWA YCTPOWCTE:
Android « 3aBce Bpema ¥ Tekywee + Android « 3a Bce Bpema ¥
. MogxnoHanoch 6808 . Coorteetcreyer 41683 . AKTUSMDOBEHO 11922
He nogkniyanocs 322253 He cooTeeTcTRyST 445 847 - B npouscce axTUsaLMK 4289
Mpoueccsl: OBHOBWUTB CMIMCOK

MiMnopT nonk3oBaTeneii 3asepluén
Mpouecc aanywen 14.08. 2022 22:29

IMNOpT yCTPOWCTE 3aBEPILEH

Mpouecc 2anywen 14.08.2022 22:05

MMNOpT yCTPOWCTE 3aBeplWEH
Mpouecc aanywex 14.09.2022 21:54

VIMNODT VCTDOWCTB 3aBEDWEH

PucyHok 172

B okHe «CoOTBETCTBME MOAUTMKE» OTOOpaXkaeTcA MHbOpMaLUMA MO CAeaytoLmm
NoKasaTesiAM:

— «CoOTBETCTBYET» - KONMYECTBO YCTPOMCTB, COOTBETCTBYIOLINX MOANTUKAM;

— «He cooTBeTCTBYET» - KOIMYECTBO YCTPOMUCTB, HE COOTBETCTBYHOLLMX MOAUTUKAM.

YKa3zaHHble MOKa3aTenn BblAefieHbl LBETOM M MNpeacTaBAAoT coboi aKTUBHbIE
ccbinku. Mpum nepexoae no cebinke (PucyHok 152 [1]):

— «CooTtBeTcTBYET» OYyaAeT oTobOparkeH CMMCOK YCTPOMCTB, OTOUALTPOBAHHbLIN MO
cTaTycy NoanTuK «CooTBETCTBYETY;

— «He cooTBeTcTBYET» OYAET 0OTOOPAXKEH CMMCOK YCTPOMCTB, OTOUAbTPOBAHHbIM NO
CTaTyCy NOAUTMK «He cOOTBETCTBYET».

NMPUMEYAHMUE. B cnmcok ycTPOMCTB nNoMaayT He TOJIbKO aKTMBMPOBAHHbIE
YCTPOWCTBA, Y KOTOPbIX LieNIeBOe 3HAaYEHNE He COBMaZaeT C TEKYLMM, HO U YyCTPOMCTBA B
CTaTyCax «3aperncTtpmpoBaHo» M «B npouecce akTMBauum», Ha KOTOpble Ha3Ha4YeHa
NONUTUKA.
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ga MYJNIbTUTEHAHT MOHWUTOPUHI YMNPABJEHUE AOMWHWUCTPHUPOBAHME @ HaTanua MeaHoBa (L.ivanova...

WHONKATOPGI AYONUT

MoaknwYyeHue yCTPORCTR: CoOTBETCTBME NONUTUKE: AKTWBaAUWA YCTPOUCTE:
ABpopa ¥ 3aBce Bpems ¥ Tekylwee ¥ Android = 3a Bce BpeEMS ¥
B Nopcniouanoce 11162 a Cooteetcreyet 41683 B Axrvenposato 11922
He nogkniovanocs 1103777 He cooTeeTcTeyeT 1 445 847 - B npouescce akTuaaumm 4289
ﬂpoueccm: OBHOBWTbL CAMCOK

MmMNopT yCTPOMRCTE 33BEPLIEH

Mpouece sanywen 27.08. 2020 16:09

DOHOBLIA NPOUECC BLINOAHABTCA

——
MApouece sanywed 14.08 2020 13:48 — 2

MMNopT YCTPOMGTE BoINONHAETCH

Mpouece sanywen 14.08.2020 13:48

MIMNODT VCTDOWCTE 3aBeDILEH

PucyHok 173

B okHe «[lpouecchbl» oTobpakatloTcs 3aBepLIeHHbIe M TeKyllMe NPOoLEecchl MMNopTa
YyCTPOWCTB, Mosb3oBaTenen u mux rpynn m3 CSV-dpanna (PucyHok 173 [2]). BO3MOXKHbI
cnefytolime CTaTyCbl BbIMOAHEHMA 33434 C 3aMNyLWEHHbIM MMMOPTOM:

— 3aBeplleH (MMNOopPT 3aBepLIEH YCNeLHO);

— B npougecce (MMNopT/bOoHOBbIN NPOLLECC BbINOAHAETCS);

— npepBancsa (MMNOPT NpepBanca Mo Kakon-AMbo NpUYMHE, Hanpumep, eciu
CepBMC HeAOCTyMNeH).

CTaTycC 3a4a4M He 3aBMCUT OT pe3yabTaTa BbINOAHEHMA MMNOPTA, HANPUMep, CTaTyC
MOMET ObITb 3aBEpLLEH, HO MPW 3TOM 3arpy»KeH oWnbOoYHbIN dan.

[lna npocmoTpa COCTOAHMA MAM pe3yabTaTa MMMNOPTa, HEeobXOAMMO HaXKaTb Ha
MHTEPEeCYoWMI NpoLecc — 0TOOPa3nTCA OKHO C MHPOPMaALLMEN O COCTOAHUM MMMNOPTA, ECAM
OH elle BbIMONHAETCA, UM C pe3ybTaTOM MMMOPTA, eC/IM OH 3aBepLUEH (Aaxe ¢ oWwnbKom)
(cm. PucyHok 51, PucyHok 52).
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4. PABOTA B PASAENE «cAAMUHUCTPUPOBAHUE»
KOHCOJIU ADMUHNCTPATOPA MY

4.1. Moppasaen «HacTponKkn»

Moapasnen «Hactponkm» KoHconu aammHucTpaTopa MY npeaHasHayvyeH ans:
— ynpaBneHMAa [O0BEPEHHbIMM KOPHEBbIMM CepTUPMKATaMM Ha YCTPOMCTBAX
(n.4.1.1, PucyHok 174 [1]);
— nob6aBneHnsa M NPOCMOTPaA KaTeropmin NoNb30BaTENbCKUX cepTudmKkaTos (n. 4.1.2,
PucyHok 174 [2]);
— ynpaB/eHuA oTobpakeHnem apxmBHbIX ycTponcTs (n. 4.1.3, PucyHok 174 [3]);
— npocmoTpa MHpopmaumm o (n. 4.1.4, PucyHok 174 [4]):
e Cepsepe NPUNOXKEHUI (Takke npeacTaBaeHa BO3MOXHOCTb
BK/HOUYEHMA/OTKAOUEHNA BUTPUH C NMPUNOKEHUEM);
e Ob6HoBNeHUM OC;
e Cepsepe LDAP (Takxe npeacTtaBseHa BO3MOXHOCTb AobaBneHne nHTerpaumm
c cepsepom LDAP 1 HaCTPOMKM CUHXPOHM3aLMKN AaHHbIX ¢ [1M10);
e Cepsuce ysegomneHuit Aspopa (CYA) (Take npeactaBneHa BO3MOMKHOCTb
M3MeHeHKna HacTpoek MNCY);
e |leHTpax cepTndnKkaumm;
— JOCTyna K CCbiAKe Ha npunoxkeHne «Aspopa UenTtp» ana OC Android
(PucyHok 174 [5]).
BHUMAHMUE! OC Android B KOMN/IEKT MOCTaBKM HE BXOAMT.
— NpocmMmoTpa 1 gobasneHma Tepputopum Ha kapte (n. 4.1.5, PucyHok 174 [6]).
[na nepexona B noapasaen HeobxoAMmo B BEpPXHEN MaHeNn NepenTy B pasaen
«AOMUHUCTPMPOBAHME M BbIOPaTb NoApasaen « HacTpomKmM».
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‘l‘l MYNBTUTEHAHT MOHUTOPWHI YAPABNEHWE AOMUHWUCTPUPOBAHUE @ Haranua WeaHosa (i.ivanova...

YYETHBIE 3ANKUCH HACTPOWMKU OPI.CTPYKTYPA BEPCUK OC

¥ HazpaHue CocTosHue Kem nameHeHo N3meHeHo
I » KopHeebie ceptudmkarsl He nactpoeHo I— 1
I » Kateropwum nonbzosatenscknx cepTuouk... 20 kaTeropuit I— 2
w MNnatdopma
~ [natdopma ynpasneHua Aspopa — 3
OTobpaxaTk apxyMBHbIE YCTPOWCTES »
~ WHTerpaumna 5 WHTerpaumn
» Cepeep NpunoxeHuit http:/focs-emm-egress-api-gw.local/appstore/api
» O6Hoenexve OC 1 mHTErpaums
» Cepeep LDAP dcOl.omptest.test — 4
» Cepsuc yBenomMmneHuil Aspopa https://ocs-int.ompcloud.ru
» LleHTpsl ceptudmkaumm 11 uHTerpaumin
I » Ccbinka Ha npunoxenune Aepopa LleHtp gna OC Android I— 5
I » TeppuTOpHM 12 TeppuTOpMiA I—— 6

PucyHok 174

4.1.1. [oBepeHHble cepTUdmKaThl

B pacKpblBatoLLeiica cTpoke «KopHeBble cepTUPUKATbI» NPU HaxaTUK Ha 3HauoK *
(cm. PucyHok 174 [1]) oTobparxKaeTca CNMCOK A0BEPEHHbIX cepTUdMKaToB, 400aBNEHHbIX B
MY (PucyHok 175 [2]).

% MYNBLTUTEHAHT MOHUTOPWUHI YMNPABNEHUE AOMWHUCTPUPOBAHWE @ Hatanua Meanosa (n.ivanov...

YYETHBIE 3AMKUCH HACTPOMKW OPI.CTPYKTYPA BEPCHM OC

w HazsaHnne CocTosHue Kem vameHeHo MameHeHo

~ KopHesble cepTudUKaThl 1 wHTerpauus

I + [OBABWTb HOBbIA KOPHEBOW CEPTUMUKAT I— 1

I » MUHUMDPEI I— 2 8ff915ccab7bc16f8c5c8099d53e0e115b3aec2f @

» KaTeropwu nonb3oeaTensckux cepT.. He HacTpoeHo

3 4

w lMnatdopma

PucyHok 175

Ona npocmoTpa MHPOpMaUMM O A0BEPEHHOM cepTuduMKaTe HeobxoaMmo B
PaCKpbIBalOLLENCA CTPOKe Ha3BaHWA cepTUdMKaTa HaxkaTb 3Hauok P, B pesynbTaTe uyero
oTobpasunTcs cneaytowas MHpopmauma (PucyHok 176):

— Ha3BaHMWe yaA0CTOBEPAOLLEro UEHTPA;

— [aTa BbiNycKa cepTUdmKaTa;

— CpOK AencTeusa cepTudurkaTta;

— WUCNOANb3YETCA NN CEPTUPUKAT NPU aKTUBALMM M CAMOCTOATEIbHON PErncTpaLmm
yCTPOMCTBa.
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ga MYNBTUTEHAHT MOHUTOPUHI YMPABNEHKWE AOMWHUCTPUPOBAHME @ HaTanwa lBaHoBa (n.ivanov...

YYETHBIE 3AMUCHK HACTPONKK OPF.CTPYKTYPA BEPCHMM OC

v Hazsanne CocrosHue Kem namexeHo ameneHo
~ KopHesble cepTUhUKaTSI 1 WHTerpaums
+ [OBABWTb HOBbI KOPHEBOW CEPTU®UKAT

» MuHUMOPEI 8ff915ccab7be16f8c5c8099d53e0e115b3aac 2f » @

YOOCTOBEPAKLLMA LLEHTD The Ministry of Digital Development and Communications
HaTta Boinycka 02.03.2022
Cpok oencTeua, 4o 28.02.2032

Wcnons3oeats NpK aKTUBaUWIK 1 Ca... Het

3 KBTEI'ODHH NoNbL30BATENLCKWX CEPTU... He HacTpoeHOo

« [natbopma

PucyHok 176

[na nobasBneHns KOpPHEBbIX CEPTUPMKATOB HEODXOAMMO BbINOAHUTL CAeaytouime
NEeNCTBUA:

— HaMKaTb KHOMKY «[106aBNTb HOBbI KopHeBOW cepTuduKaT»
(cm. PucyHok 175 [1]);

— B OTKPbIBLLUEMCA OKHe B nosie «Mms KopHeBoro ceptnudmkaTa» BBECTU Ha3BaHUeE
ceptmnomkaTa (PucyHok 177 [1]). MakcumanbHas anvHa - 32 cMMBOAa;

— nepeBecTu nepekntoyaTens «Mcnonb3oBaTh NPU akTUBALUMM M CAMOPErNCTPALMM»
B NonoxeHune «BrkntoyeHo» (PucyHok 177 [2]), ecnm npm NOMOLLM AA@HHOTO cepTudmKaTa
TpebyeTca NPONTM NPOLLECC aKTMBaLMK (Hanpumep, B 3aKpbITOM KOHTYype ABpopa LleHTp).

MPUMEYAHMUE. Bo3amokHO gobasneHme He bonee 3 cepTUdUKATOB;

— HakaTb KHOMKY «3arpy3ntb dain» (PucyHok 177 [3]) ana nocneaytowero sbibopa
danna ana 3arpyskun. [lonyctumble opmaTthbl: .crt, .cer, .pem;

— noAaTBepAUTb MO0 OTMEHUTL AencTeua (PrucyHok 177 [4]).

Mpu ycnewHom aobaBieHUM cepTUPUKAT 0ToDPa3nTCA B CMUCKE [A0BEPEHHbIX
cepTUPUKATOB.

Hoebili KopHeBo# cepTudMkaT

M VcronsaoBaTh NpY aKTUBALIMM M camoperucTpaum —— 2
I 3ATPY3UTH QAN |_3
IOTMEHA I— 4

PucyHok 177

Mpn HeobxoanmocTn UMdpoBon oTnedvaTok (Fingerprint) cepTndmkaTa BO3IMOXKHO

ckonupoBaTb B bydep obMeHa HaxKaTMem 3Ha4yka D «KonuposaTb B bydep obmeHa»
(cm. PucyHok 175 [3]) B cTpoKe ¢ cepTUdUKATOM.
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L1791 yOaneHUs KOPHEBbIX CEPTUGUKATOB HEOBXOAMMO HaxaTh 3Ha4OK O «YaanuTs
cepTMdmMKaT» B CTPOKe cepTudMKaToB (CM. PucyHOK 175 [4]) M B OTKPbIBLUEMCA OKHE
noaATBEPANTb MO0 OTMEHUTL AEMNCTBUA.

MPUMEYAHUE. Tlpn cnegyrowem noakatodeHun ycrponctea kK Cepsepy
npunoxeHun MY pobaBneHHble cepTudUKaTbl OyAyT yCTaHOBAEHbI Ha YCTPOWMCTBE, a
yOaneHHble cepTudmKaTbl OyayT yaaneHbl C YCTPOMUCTBa.

4.1.2. KaTeropum nosib30BaTeNbCKUX CEPTUPMKATOB

KaTeropmm nonb3oBaTeNbCKMX CEPTUOMKATOB MCMONb3YHOTCA ANA BbIMyCKa Pa3HbIX
TMNOB CEPTUDMKATOB A1A Pa3HbIX MOAKAOYEHMIA ONpeaeNeHHOMY NO/b30BaTENIO.

MPUMEYAHUE. YToObl A0OCTaBUTbL Ha YCTPOMCTBO CePTUPMKAT CO3aaHHOM
KaTeropmm, HeobXxoaAMMO NPMBA3aTb YCTPOMCTBO K MOb30BATENO M HA3HAYUTb Ha rpynny, B
KOTOPYH BXOAMT YCTPOMCTBO, MOANTUKY C OAHUM M3 NPaBUA:

— «HacTpoiiku nonb3osatens/CeptudmkaTbl nonsvsosaTena» (nn. 2.4.1.29);

— «KoHpurypauma WLAN/MoakntodeHma K cetn WLAN» (nn. 2.4.1.17).

CnMCOK CO3AaHHbIX KaTeropmin BOSMOXKHO MOCMOTPETb B PACKPbIBAOLLENCA CTPOKe
«KaTteropum N0/1b30BaTENbCKMX cepTudmKaTOBY» npu HaXkaTum 3Hauka P
(cm. PucyHok 174 [2]).

Ons pobaBneHWA KaTeropmy MoaAb30BaTENbCKMX CepTMdMKATOB Heobxoammo
BbIMOIHUTb CAeayowme AeNCTBUA:

— HaxkaTb KHOMKy «[Jo6aBnTb KaTeroputo» (PncyHok 178);

ga MYNBTUTEHAHT MOHWUTOPUHI YMPABNEHWE AOMWUHUCTPUPOBAHWE @ HaTanwa MeaHosa (i.ivanova...

YYETHbIE 3ANMUCHU HACTPOMKW OPI. CTPYKTYPA BEPCUKN OC

« Hazzanne CocTtoaxue Kem nameHeHo WMameHeHo
» KopHeBble cepTUdMKaTLI He HacTpoeHo

+ KaTeropuv Nonb30BaTeNbCKUX ... 19 kaTeropuii

+ [OOBABWMTb KATETOPWUIO

» generall
» general

b yitB8

PucyHok 178

— B OTKpbiBLIEMCS OKHe (PucyHOK 179) 3anonHUTL NoAs, NpuBeAeHHble B Tabanue
(Tabnnua 40);

— COXPaHNTb U3MeHEHNA MO0 OTMEHNUTL LI,GVICTBVIH.

Mpn ycnewHoM COXPaHEHUM KaTeropua nosb30BaTeNbCKUX cepTudMKaToB OyaeT
nobasneHa.
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BHUMAHMUE! YnaneHne n penakTmpoBaHuMe KaTeropum ceptudumrata HeA0CTYMNHO.
Mpn Heobxoammoctn TpebyeTca co34aTb HOBYKO  KaTEropuko  MO/b30BATENbCKMX
cepTMdMKaTOB.

KaTEerHﬂ Nonb30BaTENbCKWUX CEpTI‘IqJM KaToB

Subject

OOBABMTDb

OTMEHA

PucyHok 179

Tabnunua 40

MNapameTp OnucaHue
HassaHue Kateropun |BBOA 3HA4YeHMA C KnaBmaTypbl. MOXeT coaepaTb TONbKO
CTPOYHble BYKBbI M AednC, MaKCMMabHOE KOIMYECTBO
cumBonos — 50.
Mone 06s3aTeNIbHO AN1A 3aNO/IHEHNA
LleHTp cepTndmKaumm |Bbibop 3HaYEHMA M3 PaCKpbIBatOLLErOCcA cnmncKa «LeHTp
cepTUPUKaLMN®,
Mpwn OTCYTCTBUM HEOBXOAMMOTO LIEHTPA CEPTUPMKALIMN B CNIMCKE
TpebyeTtca fobasutb ero (n. 4.1.4).
Mone 0b6s3aTeNlbHO AN1A 3aNO/IHEHNSA
Ha3BaHue wabnoHa BBoA 3Ha4YeHMA C KiaBmaTypbl. MoxeT coaepaTb 255
cMMBONOB. [Mone 06s3aTeNbHO AN 3aN0NHEHNSA
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MNapameTp

OnucaHue

Subject

key

BBoA 3Ha4eHMA C K1aBmaTypbl. MoXKeT cogeprKaTb 255
cMMmBO10B. [Tone 06a3aTeNbHO AN 3aN0NHEHMA.
MPUMEYAHMUE. Mpun oTCyTCTBMM KNtOYa ANA cepTudmrKaTa
Heobxo4MMO 0BPaATUTLCA K aAMUHUCTPATOPY CAYHKObI
cepTudmnKaToB Active Directory.

[Ons nobaBneHmMa AONONHUTENBHOrO CybObeKTa ANa cepTudmMKaTa
HeobXxoAMMO HaXKaTb KHOMKY «[106aBUTbY

value

[locTyneH BBOA, 3HAYEHMA C KNaBMATypbl (MOXKET coaepaTb 255
CMMBOJ1I0B) UM BbIOOP M3 PAaCKPbIBAOLLErOCA CNMCKA
OMHAMUYECKMX MEPEMEHHbIX, KOTOPbIE DYyayT aBTOMATUYECKM
NoACTaBAATb B cepTUdMKAT aTprbyTbl NONb30BaTENA:

— {{UserEmail}} — Email 13 KapTO4KMn Nnonb3oBaTeNSs;

— {{UserPrincipalName}} — J1OTNH (3HaquV|e napameTpa
userPrincipalName 13 LDAP—gaHHbIX O nonb3oBaTene);

— {{sAMAccountName} } — 1OrMH (3Ha4YeHNe NapameTpa
sAMAccountName M3 LDAP — gaHHbIX 0 NONb30BaTENE);

— {{distinguishedName}} — 3Ha4Y€HWME NMapamMeTpa
distinguishedName W3 LDAP—AaHHbIX O NnONb30BaTENE.
Echn AamumHucTpatop MNMaatdopmbl ynpaBaeHnsa He 3HaeT
3HayeHue cybbeKTa aAna cepTudunKkaTa, HeobxoaMmo obpaTnTca
K alMUHUCTPATOPY cNy»Kbbl cepTudmratos Active Directory.
Mone 06sA3aTeNbHO A4 3aMNOIHEHNA.

BHUMAHMUE! Beoa apyrnx AMHaMMUYECKMX NePEMEHHbIX
HeAOoCTyneH.

MPUMEYAHMUE. Ona kntoda C (country) 3Ha4eHMe A0NKHO
COCTOSTb M3 2 cMMBOJI0B (Hanpumep, RU).

Ona pobaBneHns AONONHUTENbHOrO cybbekTa ANs cepTudmnKaTa
HEeobXoAMMO HaXKaTb KHOMKY «[106aBUTbY

Subject alt name

Mpn HeobXo0AMMOCTM AOCTYNEH BBOA, AONOAHUTENBHbIX MMEH
cybbekTa Ana cepTudmkaTa. Kaxkaoe nmsa cybbeKTa 40KHO
COCTOATb M3 Habopa NapameTpoB — Ha3BaHMA NapameTpa (key)
M ero 3HavyeHus (value). MoxeT cogepratb 1000 cMMBONOB.
[locTyneH BBOA AMHAMMNYECKMX NEPEMEHHbIX, KOTOpble byayT
aBTOMAaTMYECKM NOACTABAATL B CEPTUMKAT aTPpMbYThI
nosib3oBaTens:

— {{UserEmail}} —email n3 KapTo4KM Nonb30OBaTENS;

— {{UserPrincipalName}} — 10TMH (3Ha4YeHMe NapameTpa
userPrincipalName W3 LDAP-AaHHbIX O N0ONb30BaTENE);

— {{sAMAccountName} } — IOTMH (3Ha4YeHne NapameTpa
sAMAccountName W3 LDAP—aaHHbIX O Nonb3oBaTeNe);
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MNapameTp OnuncaHue

— {{distinguishedName}} — 3Ha4YeHWE NMNapamMeTpa
distinguishedName W3 LDAP—AaHHbIX O NONb30BaTENE.
BHUMAHMWE! Beoa apyrnx AMHAMMYECKMX MEePEMEHHbIX
HeAOoCTyneH.

Mprmep 3anonHeHKna Subject alt name:
email:{{UserEmail}}, otherName:Microsoft User
Principal Name;UTF8:{{UserPrincipalName} }

4.1.3. ApxMBHble YCTPOWNCTBA

B pacKpbiBatoLlerica cTpoke «naTthpopma» ANA aKTMBALMM OTODPAKEHMA aPXMBHbIX
ycTponcTs (cm. PucyHok 174 [3]) HeobxoAMMO aKTMBMPOBATb MNepekatoYaTe b ® s
pe3ynbTate B noapasgene «YCTponcTBa» pasgena «YnpaBieHue» B CMUCKe YCTPOWUCTB
byayT oTobpaxKaTbCca apxmBHbIe ycTporcTea (PucyHok 180).

ga MYNbTUTEHAHT MOHWTOPUHI YMPABNEHWUE AOMUHUCTPUPOBAHWE @ HaTanws MeaHoea (i.ivanova...
YCTPOWUCTBA MONL3OBATENK NONMTUKKA CLEHAPWMA DAANLI MPUNOXEHKUA BUTPUHbI CBA3KW KIIOYEH
Mouck no rpynnam MPAAWEHVA
(® TMowck No ycTpoitcTeam YcTpoicTea

+ HoBbiA duAbTP v

B El 35 055097 354830550970
_ IMEI 3548305509704086, 354830550970414 12.04.2024 10.22 00.04.202417...

Habopsl punsTpos A~ - -
IMEI 478934387639654 @

— B YcTpoiicTa

12.04.2024 01.... —

— B YcTpoiicTa

IMEI 569260824960622 @ 12.04.2074 07 -

CTpok Ha cTpaHuue: 25 w 1-25 ua 53080 >

PucyHok 180
4.1.4. WNHTerpauma (MHbopmaums o cepBepax)

Ona npocmoTpa AeTanbHOM MHPOpPMALMKM O cepBepax HeobxoAMMo B
pacKpblBatoLLeica cTpoke «HTerpauma» HaxaTb 3Ha4oK ¥ HanpoTuB BbIOPaHHOM BKNAAKM.

4.1.4.1. CepBep NpUIOKEHNN

CepBep npunoxkeHui - agpec Cepsepa npunoxkennit MM (PucyHok 181 [1]) n cnmucok
onybanKkoBaHHbIX BUTPUH Ha CepBepe npunoxenuin MM (PucyHok 181 [2]).

MepekntoyaTenb @ ro3sonseT BRAOYATL MM OTKIKOYATH BMTPUMHY. [locne
OTKNtOYEHMA BUTPMHA CTAHOBUTCA HEAOCTYNHOM B CNMCKe BbiOOpa BUTPUHbBI MPWM CO34aHNM
npasuna «MNpuaoxkeHns/YcTaHOBKa NPUIOXKEHNI Ha YCTPOMCTBO» B MOJUTUKE.

NMPUMEYAHUE. B cnyvae ecnm NpPUIOXKEHMA Ha YCTPOMCTBAX YCTAHOBAEHbI C
NOMOLLbIO MONUTUKN, OHN He ByayT yaaneHbl C yCTPONCTB NOC/E OTKAOYEHMA BUTPUHDI.
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ga MYNBETUTEHAHT MOHWUTOPHUHI YMNPABNEHHUE AOMWHUCTPUPOBAHUE @ HaTtanua MeaHoBa (n.ivanov..
YYETHbIE 3AMNKUCH HACTPOMKM OPI. CTPYKTYPA BEPCWUMN OC
w HassaHue CocrosHue Kem nsmeHeHo M3mereHo
« WHTerpauns 5 UHTErpauui -
~ CepBep NPUNoXeHNA I http://ocs-emm-egress-api-gw.local/appstore/api I— 1

» BUTpUHA C MPUNOXEHUAMU .

» Android-npunoxeHus .

» Wrpsl Android .

— 2

+ Android o

» YcTaHoeka Mapketa .

» BuTpuHa AHOpoWg . .

PucyHok 181

[nsa npocmoTpa AeTanbHOM MHOOPMALMM O BUTPMHAX BO BJIOXKEHHbLIX CTPOKaX,
KOTOPble AOCTYMHbI CO34aHHOMY TEHaHTY, CaedyeT HaxaTb 3HauyoK *.

Cnucok onybanKoBaHHbIX NpunoxkeHnin dopmupyetca B MNM. Npu oTCyTCTBMM Ha
cepBepe onybAMKOBaAHHbIX MPUAOKEHNN oToBpaxkaeTca cooblueHne «HeT NpUAoXKeHWUH,
DOCTYMHbIX AN HAa3HAYeHUA».

Ecnn HeobxoAMMon BUTPUHBI HET B CNUCKe, TpebyeTcs A06aBUTb ee U/Mnn BblAaTh
NOCTYN K BUTpUHe (napameTp «[Moakntodaembie Mnatdopmbl ynpaBneHUa» B HaCTPOMKaX
BUTPUHDI).

MPUMEYAHME. Mpoueccol 4o6aBNeHNA N peaaKTMPOBAHMA BUTPUHbI NPUBEAEHDI B
NOKYMeHTe «PyKOBOACTBO no/sib3oBaTenA. YacTtb 2. MNoacucrema «MapkeT»
AAMTI.20134-01 90 01-2.

4.1.4.2. ObHosneHme OC

O6HoBneHune OC - aapec cepBepa obHoBneHus OC.

[ns npocmoTpa Bepcnit OC HeoBXOAMMO HaXKaTb 3HAYOK L cTpoke « ObHOoBNEHME
OC».

4.1.4.3. Cepsep LDAP

Cepsep LDAP - agpec cepsepa LDAP. Bo Bkiaake «Cepsep LDAP» npeaycmoTpeHa
BO3MOXHOCTb MPOCMOTPETb AaTy Hadana M CTAaTyC CUHXPOHM3AUMM [AHHbIX, @ TaKXKe
BO3MOHOCTb YNpaBasaTb MHTerpaumein c cepsepom LDAP (0obasnsTb, peaakTMpoBaTb M
yOANATb UHTErpaumio).

4.1.4.3.1. [obasneHue nHterpaummn c LDAP-cepsepom

[na CMHXPOHM3aUMKM Nonb3oBaTenen u rpynn ¢ MY npeaycmoTpeHa BO3MOXKHOCTb
nobasneHuns nHterpaumm MY ¢ LDAP-cepsepom Microsoft Active Directory. CUHXpOHM3aLMA
ABNAETCA OAHOCTOPOHHENM - AaHHble K3 [TY He byayT nepeHocuTbea Ha LDAP-cepsep.
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MPUMEYAHUA:

v ToaaepskKka HTerpaumm ¢ apyrumm LDAP-cepsepamu He rapaHTUpyeTcs;

v TpeaycmatpusaeTcs BO3MOMXKHOCTb A06aBeHnsa uHTerpaumm ¢ LDAP-cepsepom
ONA KAXKA0ro TeHAHTa;

v Y noppepxunsaeT CcUHXpOHM3aumio ¢ LDAP-cepsepamu, B  KOTOpPbIX
NO/Nb30BaTENN M FPynnbl 6€30NaCHOCTM XPaHATCA B OAHOM MAWM Pa3HbIX OPraHM3aLLMOHHbIX
tOHMTax (Organizational Unit);

v' KaTteropuu nosb3oBaTeNbCKUX cepTudukatos u Microsoft Active Directory
NOMKHbI MICNONb30BaTb OAMH M TOT XKe LeHTp cepTudukaumm ADCS.

Ona pobasneHna wuHTerpaumm Y ¢ LDAP-cepBepom HeobxoaMMO BbINMOAHUTL
cneayrouime AencTBuA:

— BO BJIOXXEHHOM CnucKe «VHTerpauma» HaxaTb «Cepsep LDAP» nnmn «Hactpoutb»
(PncyHok 182);

ga MYNETUTEHAHT MOHWUTOPWUHI YMPABNEHWE AOMWHWUCTPUPOBAHMWE @ HaTtanwa MeaHoea (i.ivanova...

YYETHbIE 3AMKUCHU HACTPOMKM OPI. CTPYKTYPA BEPCWWM OC

¥ HaapaHwe CocTtoaHue KemM nameHeHo WiamMeHeHo

s

w WNuTerpauma 5 nHTerpaumi
» CepBep NpuoxeHnia http://ocs-emm-egress-api-gw.local/appstore/api
» O6Hoenenue OC 1T wHTErpauma

Cepeuc yBeOOMNEHWA . . .
» https://ocs-int.ompcloud.rufpush/public/api/v1/
Aspopa

» LleHTpbl cepTudmkaumm 11 HTEerpaumn

PucyHok 182

— 33JaTb HACTPOMKM Ana noakatodeHma K LDAP-cepsepy (PucyHok 183 [1])
cornacHo Tabauue (Tabanua 41);

Tabnnua 41

[Mone OnucaHuve
Ncnonb3oBaTb Ecnm HeobXxoaAMMO MCNONb30BaTh 3aLUMLLIEHHOE NOAKAOYEHNE K
H6e3onacHoe LDAP-cepBepy (c nomouibto SSL Bepcmn npoTtokona LDAP — LDAPS),
coelMHeHMe cnefyeT yCTaHOBWUTb rasiouKy B YeKboKce.
(TLS/SSL) Mo ymon4yaHuio GiaxKkoK He yCTaHOoBEeH (MCNoNb3yeTca Bepcua

npoTokona 6e3 SSL - LDAP

Anpec cepsepa Beectn aapec LDAP-cepsepa
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Mone OnucaHue

MopT B none 3a4aHO 3HaYeHME N0 YMONYAHUIO:

— 389, ecnn B YekbOKCe He yCTaHOBEHA rano4yka «Mcnonb3osBaTb
H6e3onacHoe coeamnHeHme (TLS/SSL)»;

— 636, ecnn B YeKHOKCe yCTaHOBIEHA rafoyka «Mcnonb3oBaTh
6e3onacHoe coeanHeHue (TLS/SSL)».

MPUMEYAHMUE. Mpn HeobXoAMMOCTM MOXKHO BBECTU APYron HOMep
nopTa ana noakntodenua Kk LDAP-cepsepy

JlorvH BeBectn nornH gna noakntodeHna Kk LDAP-cepsepy B 04HOM M3
$opMaToB:

— NOrMH 6be3 goMeHa, Hanpumep: «Adminy;

— JIOTMH C AOMeHOM, Hanpumep: «OMP/Admin»;

— noruH B Buae E-mail, Hanpumep: «cAdmin@omp.ru»

[Maponb BesecTtu naponb ana noakntodeHmna K LDAP-cepsepy

ga MYNBTUTEHAHT MOHWUTOPUHI YMNPABNEHWME AOMWUHUCTPUPOBAHWE @ HaTtanwa WMeaxoea (i.ivanova...

YYETHbIE 3ANUCKH HACTPOWMKWN OPI.CTPYKTYPA BEPCUM OC

WuTerpauuna c LDAP cepeepom

o MNoaknwoyeHne
McnoneaoeaTe besonacHoe coeguHeHue (TLS/SSL)
i docOl.omptest test 389
OMPTEST\Admin (..m\ o

2 e | MPOBEPWUTb NOAKNIOYEHUE

3AKPbLITb

PucyHok 183

— HaXaTb  KHoOMKy  «[1poBepuTb  MoOAKAYEHME»,  YTOObl npoBepuTb
paboTocnocobHocTb noakatodeHna K LDAP-cepBepy C  3af@HHbIMW  HAacTPOMKaMM
(PncyHok 183 [2]).

B cnyyae ycnewHom npoBepkmM 0Tobpa3mnTca coobuieHme «loaknoveHmne A0CTYMNHO»
(PncyHok 184).


mailto:Admin@omp.ru
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‘Ihl MYNbTUTEHAHT MOHWTOPUHI YMNPABNEHWE AOMWUHUCTPUPOBAHUE @ MeaH MeaHos (i.ivanov@om...

YYETHbIE 3ANNCK HACTPOWMKM OPI. CTPYKTYPA BEPCWW OC

WuTterpaunsa c LDAP cepsepom

CUHXPOHMIALMS OAHOCTOPOHHSA. MameHeHus 8 Aspopa LlenTpe He neperacaTcs 8 LDAP cepeep

° MoaknioveHne

BeepuTte paHHbie ans noaknoveHuns k LDAP cepeepy
[} WenonbsosaTs 6ezonacHoe coeauHerne (TLS/SSL)

Anpe epeep lop

dcOl.omptest.test 389

OMPTEST\Admin ~ sesesens &

QELLTWL WL TGS | (©) Noaknoverue aocTynHO

Moaknioyerre AOCTYNHO X YOANUTb HACTPONKW MHTEMPALIMK

PucyHok 184

B cnyyae HeyaayHoOro 3aBeplueHma NpoBepKn oTobpasmnTca coobuieHme 06 ownbre
(PncyHok 185[1]), KoTopyto HeE06X0AMMO YCTPAHUTL U MOBTOPUTL MPOBEPKY UAM 0OPaTUTLCA
K CUCTEMHOMY aMMHUCTPaTOPYy/aamuHucTpaTopy LDAP.

[na 03HaKOM/IEHMA C MOJIHbIM TEKCTOM OLIMOKM cneayeT HaxaTb «[loapobHee»
(PncyHok 185 [2]).

ﬁ MYNbTUTEHAHT MOHWUTOPUHI YMNPABNEHWE AOMWUHUCTPUPOBAHME @ Hatanwa MeaHoea (i.ivanova...

YYETHBIE 3AMUCK HACTPOMKMW OPI.CTPYKTYPA BEPCUM OC

MuTerpauma c LDAP cepeepom

CHHXpOHM3aUMa ofHoCTopoHHAA. M3meHeHua B Aspopa LleHTpe He nepexocaTtea B LDAP cepeep
o MNoaknoyeHue =
BeenuTe AaHHble AN NogknoYeHns K LDAP cepeepy
[] Wcnonbzoeats 6GezonacHoe coeguHenme (TLS/SSL)
docOl.omptesttest 389
OMPTEST\Admin senee o

QLA P L TGLRTEM | (D) MopknioueHme HelOCTYMHO:

LDAP Result Code 200 "Network Error": dial tcp: lookup dd | noopotree

| |
B L e o e e 1 2 M

@ MoaknioueHue HefocTyNHO X

PucyHok 185
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3anaTb 0bnacTb noncka B LDAP-cepBepe MOXKHO cornacHo Tabauue (Tabauua 42),
NaHHble 13 KOTopon byayT cMHxpoHM3npoBaTbea ¢ MMO (PucyHok 186 [1]).

Tabnnua 42
MNone OnucaHune
Base DN MNone obasaTenbHO AnsA 3anonHeHns. MakcumanbHo 1000 cumBoN0B.

Ecnm rpynnbl 6€30nacHOCTM M NONb30BATENN XPAHATCA:

— B OHOM OPraHM3aUMOHHOM tOHUTE, TO B None «Base DN» Heobxoammo
BBECTM 3TOT HOHUT;

— B Pa3HbIX OPraHM3aLUMOHHbIX tOHMTAX, TO B nosie «Base DN» BBecTu BCe
OpraHM3aUMOHHbIE  IOHWUTbI,  AaHHble M3  KOTOPbIX  HeobxoaAMmo
CUHXPOHM3NPOBATb. Hanpumep: CN=Users, DC=mycompany, DC=com.
Query [Mone HeobA3aTeNbHO A4 3aNOIHEHUA.

Mpu HeobxoaumocTn B none «Query» BBecT GUALTP 419 BbIOOPa HYMKHbIX
3aMNMCcenm M3 OPraHM3aUMOHHbIX KHUTOB. MaKCKMManbHOE KOAMYEeCTBO
cumBonos 10000. ®Gunbtp byaeT NPMMEHATHCA KO BCEM 3aMMCAM BHYTPMU
OpraHM3aLMOHHbIX tOHUTOB, BBEZEHHbIX B nose «Base DN»

B pe3synbTaTe OyayT CMHXPOHW3MPOBAHbLI BCe AOCTYMHblEe 3aMMCK M3 YKa3aHHbIX
OpraHM3aumnoOHHbBIX HHNTOB (rpyl‘ll‘lbl C objectClass = group, NO0/b30BaTE/NIN C
objectClass = person, OPraHM3auUMOHHbIE  OHWUTbI C objectClass
organizationalUnit). Ecan objectClass A4 No/ib30BaTeNEN, rpynn n
OpPraHM3auMoOHHbIX LOHUTOB Ha LDAP-cepBepe OTAMYatOTCA OT yKa3aHHbIX Bblle, ciedyeT
N3MEHUTb NX B KOHOUrypaLunmoHHom darne MMO.

Mpn  nMcnonb3oBaHWMM  GUABLTPOB  HEODXOAMMO  BbIMONHATL  CAeadytoline
pekoMeHaaLnm:

1) Ecam ans Bbibopa HeobXxoAMMbIX MOAb3oBaTeNner W/MauM rpynmn M3 HUTA
TpebyeTca 3a4aTb HECKOMbKO GUABbTPOB, TO caeayeT AobasuTh ewe 1 anpeKkTopuio (Kak
YKa3aHO HUMKE), 3aTeM B KaXK[0M CTPOKe BBECTM OAMHAKOBbLIN «Base DN» 1 3a4aTb HYKHbII
dUNbTP;

2) Ecnu TpebyeTca CMHXPOHM3MpPOBATb B 1Y yBOMEHHbIX COTPYAHWMKOB, TO caeayeT
yKa3aTb OpraHM3auyOHHbIMA HOHUT, B KOTOPOM OHM XPaHATCA, UAM 3a4aTb GUAbTPbLI ANA
3arpy3Ku TakMx NoNb30BaTeNEN;

3) Ecam He TpebyeTca CUHXPOHM3MPOBATb B [1Y YBONEHHbIX COTPYAHWKOB, TO
cnenyeT 3a4aTb B GUAbTPaX MPaBMAO, KOTOPOE WCKAOYMT TaKMX COTPYAHWKOB: €Cau
COTPYAHMK MMeeT CTaTyC WAM napameTp, ONpeaenArowmin ero HeaKTMBHOCTb, TO
HeobxoAMMO yKa3aTb 3TO B puabTpe. Hanpumep: ! (employmentType=NEW) .
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% MYNbTUTEHAHT MOHWTOPWUHI YNPABNEHUE AOMWHWCTPUPOBAHWE @ Hatanua MeaHoea (i.ivanova...

YYETHbIE 3AMUCH HACTPOWKMW QPF.CTPYKTYPA BEPCHMMN OC

WuTerpauma c LDAP cepeepom

CHHXPOHK3aLMA OHOCTOPOHHARA. MaMeHeHua B Aspopa LleHTpe He nepeHocatca B LDAP cepeep

e Boibop aupektopuit. Mannuur. CHHXpoHU3aLus No pacnucanmnio.

Beibop avpekTopui
Viaxure Base DN oprad ADOTO HYKHE CHHXPOHY

OHHOTO KOHWTa

OpraHH3aLHOHHBIE IOHITHI ¢ objectClass = organizationaluni

OU=TestInt,DC=omptest,DC=local Query

N=Users, DC=mycompany, DC=com (&(memberOf=dn="mygroup,CN=Users, DC=omptest,DC=local)(objectClass=person))

2 —I + OOBABWTbL OWPEKTOPUIO I

EELGLN MOOKNKOYUTL LDAP CEPBEP YOANUTb HACTPOMKW MHTEMPALIMK

PucyHok 186

Mpn HeobxoamMmocTn AobaBuTb elle 1 AMPEKTOPUIO ANA CUHXPOHM3AUMK cieayeT
HaxkaTb «[Jo6aBUTb ANpPeKTOpMO» (CM. PucyHOK 186 [2]) 1 3anonHUTb Ana Hee nons «Base
DN» 1 «Query» cornacHo Tabauue (cm. Tabanua 42).

Mo ymonyaHuto B H6a0Ke «MannuHry» 3agaHbl NapameTpbl MannuHra atpubyTos
nonb3osatena MMO n LDAP-cepBepa, OCHOBaHHbIE HA YaCTO MCMO/b3yEMbIX 3HAYEHUAX B
Active Directory. lpu HeobxoaMmOCTM cneayeT BBECTM B NOAS Apyrne aTpudyThbl
nonb3oBatens un3 LDAP-cepBepa, COOTBETCTBYWOUIME Ha3BaHUIO nonent (PucyHok 187),
npuBeaeHHbIX B Tabanue (Tabanua 43).

‘lhl MYNbTUTEHAHT MOHUTOPUHI YNPABNEHUE AOMUHUCTPUPOBAHUE @ MeaH MeaHos (i.ivanov@om...

YYETHBIE 3ANUCHU HACTPOWKU OPT. CTPYKTYPA BEPCUM OC

Wuterpauus c LDAP cepsepom

OcHoeHble aTpubyTol

ima* ®epanoHT
Damunua* Mpomos
Oruecteo ABrycToBuY
[LonxHocTs Bepcranbwmk

Novra pabovas* = Qqa-modest1990@805fe2.rao.info

Tenepon
pabounit

EZLCENE NOAKNIOYUTL LDAP CEPBEP YOANUTB HACTPOWKU UHTEMPALIMA

0632626459974

PucyHok 187
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Tabnuua 43

Ha3ssaHue nons

OnucaHue

CMMBOJ10B

Nms MNone obaszaTenbHo Ans 3anonHeHua. MakcumanobHo 100 cumBonoB

dammnua Mone obaszatenbHO Ans 3anonHeHua. MakcmanbHo 100 cumBonOB

OTyecTBO MNone He obA3aTeNnbHO Ans 3anoaHeHua. MakcumanbHo 100
CMMBOJI0B

[ONKHOCTb Mone He 0bA3aTeNnbHO ANA 3anoaHeHuA. MakcumanbHo 100

MouTa paboyas

MNone obaszatenbHo Ans 3anoaHeHua. MakcnumanbHo 100 cumBoioB

TenedpoH Mone He 0bA3aTeNbHO 414 3anonHeHnA. MakcmanbHo 100
pabouni CMMBOJ10B
BHUMAHME! [Mo ykaszaHHOMY B MaMnnuMHre napameTpy 3HAYeHUA OOJ/IKHbI

COOTBETCTBOBATb TPEOOBAHUAM K AaHHbIM ANA NONb30BATENEN W FPYNM NOAb30BaATENEN,
comepralmmen B Active Directory, KoTopble npueeaeHbl B Tabamue (Tabanua 44).

Tabnuua 44
MapameTp OnucaHue lNpumeyaHue
HasBaHwue dopmarT: oT 2 40 64 CMMBONOB MNone obs3aTenbHO ANA
rpynnol 3aMnoIHeHNA
no/sb3oBaTenem

MNo4yTa paboyan

Paboyan noyta nonb3oBaTeNa
ycTponcTtea. Popmar:
<JIOTUH>@<O0MEHHOEe_MMA>,
OT 2 00 256 cMmBONOB

MNone obazaTenbHO ANA
3aNoNHEeHMA.

Paboyas noyta nonb3oBaTeNs
[0/1KHA ObITb YHMKANbHOWN

Nmsa M5 nonb3oBaTens yCTpoMCTBa. MNone obs3aTenvHoO ANA
dopmart: oT 2 40 64 CMMBONOB. 3aM0/IHEHMA
CvMBO/IbI: a-9; a-Z;
A-A; A-Z; -; npoben

damunnma damnnmna nonblosBaTena ycrpomnctea. |[lone obs3aTenbHO ANA
®opmaT: oT 2 40 64 CMMBONOB. 3aM0J/IHEHMA
CumBoONbl: a-1; a-z; A-A; A-Z; -; npoben

OT4ecTBO OT4yecTBO NONb30BaTENA YCTpoMCTBa. |[lone He ABnAeTcA
dopmat: oT 2 40 64 CMMBONOB. obs3aTeibHbIM A4
CumBoONbI: a-1; a-z; A-A; A-Z; -; npoben |3anonHeHus

[oMKHOCTb [1oNHOCTb NO/Ib30BaTENA YCTPOMCTBA. |[1one He ABNAeTCA
dopmaT: 0T 2 40 256 CMMBONOB. obs3aTeNibHbIM ANd
CumBoONbI: a-1; a-z; A-A; A-Z; -; npoben |3anonHeHus

TenedoH Homep TenepoHa nonb3osatena MNone He aBnaeTca

pabouni ycTponcTtea. Popmar: oT 2 Ao 64 oba3aTenbHbIM ANA

CMMBOI0B. TONBKO LUUPPBI

3anoJIHeHWA
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Mpn HeobxogumocTn B 6s0Ke «MannuHry B pasgene  «JononHUTeNbHbIe
aTpnbyTbl» BO3MOXKHO 3a4aTb A0 10 AONOAHMTENbHbIX aTpMbyTOB MONb30BaTENA A/A
mannuHra (PucyHok 188 [1]). [Ons 3Toro HeobxoAmMo BbIOpPaTb HYXKHbIA aTpUbyT U3
PaCKpbIBatOLLLErocs CrnucKa:

— department - Ha3BaHWe OTAENa;

— employeeType - CTaTyC paboTHMKa (paboTaeT/yBoneH);

— Manager - PO HenocpeaACTBEHHOIO PYKOBOAUTENSA.

Ecnn Heobxoammoro atpubyTa HET B CNUCKe, BBECTM Ha3BaHMe aTpubyTa M HaxaTb
«Enter» Ha Knasuatype.

ga MYNBTUTEHAHT MOHUTOPUHI YMNPABNEHUE AOMWHUCTPUPOBAHUE @ HaTanws MBaHoBa (i.ivanova..

YYETHGLIE 3AMUCKH HACTPOIKU OPI. CTPYKTYPA BEPCWW OC

WHTerpauua ¢ LDAP cepeepom

OenocnHuTentsHble aTpUByThl

extraAttr

CUHXPOHW3aLMA NO PACMMCEHMI0 . I— 2

MoBTOPATL KAXALIE 1 u. 30 | mun - 3
EIYCEE | noakniounTs LDAP CEPBEP | SR | YOANUTE HACTPOMKM MHTEMPALIMA

PucyHok 188

MPUMEYAHUE. Mo  ymonyaHuto  gaHHble  un3  LDAP-cepBepa  byayT
CUHXPOHM3MPOBATLCA Kaxkapble 1 4ac 30 MUHYT.

Ecan Heobxoaumo:

— OTK/IOUYUTb CMHXPOHM3ALUMIO AaHHbIX, TO CAedyeT YyCTaHOBUTb MepeKkatovaTenb
«CUHXPOHM3aLMA NO PAaCAUCAHUIO» B MONIOKEHNE «BbikatoueHo» (PrucyHok 188 [2]);

— W3MEHWUTb YacTOTy CUHXPOHWM3aUMMK, TO CnedyeT BBECTU HYXKHblA BPEMEHHOM
MHTEepBan B Nose «loBTOPATb Kaxkaple» (PrucyHok 188 [3]).

BHUMAHUE! [lepen apxmBuMpoBaHMEM TeHaHTa HeobXoAMMO  OTKAOYUTb
CMHXPOHM3ALMIO AaHHbIX.

[anee HaxaTb «MNoarkntounTs LDAP-cepsep» (PucyHok 188 [4]).

B pe3ynbraTte byaet gobasneHa uHTerpaums MY c LDAP-cepBepom M 3anyuieHa
nepBad CUHXPOHM3AUMA OAHHbIX.

[lns npocMmoTpa AaTtbl Hayana CUMHXPOHW3ALUMM M ee CcTaTyca HeobXxoAMMO HaKaTb

3Hauyok ¥ B packpblBatoleiica ctpoke «Cepsep LDAP» (PucyHok 189).
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@ MYNETUTEHAHT MOHWTOPUHI YMPABEHME AOMUHWUCTPUPOBAHME @ Hartanus lBaroBsa (i.ivanova...

YYETHLIE 3ANUCH HACTPOMKW OPI. CTPYKTYPA BEPCHMKW OC

w HazsaHue CocToaHue Ken namedeno 3mexeHD
- VHTerpaums 5 WHTerpaumia -
» Cepeep NpUNoxXeHWil http://ocs-emm-egress-api-gw.local/appstore/api
» OBHoBneHne OC 1 wHTEerpaums
v Cepeep LDAP dc0l.omptest.test
[aTta Havyana CUHXPOHU3aLMK 17.01.2023 14:41

CTBT\,I'C CHMHXPOHM3aUKK CNELWHO 3aBEPLUEHE

PenakTMpoBaTL HAacTpolkK LDAP cepeepa
» Cepsuc yeenomneHwin Aspopa  http://ocs-dev.ompcloud.ru

» UeHTpsl cepTudukanmm 7 HTer paumin .

PucyHok 189

B cnyyae oWMOKM CUMHXPOHM3AUMKM AaHHbIX (PucyHok 190 [1]) ans nonyyeHus
noapobHon uHPopmauum 06 ownbke HeobXOAMMO HaxKaTb KHOMKy «[loapobHeex
(PncyHok 190 [2]).

% MOHWTOPUHI ¥NPABJIEHUE AOMWHWUCTPUPOBAHUE @ 9 Administrator

YYETHbIE 3ANKUCK HACTPOWKW  OPI.CTPYKTYPA  BEPCMMOC

~ MNnatdopma
« [natdopma ynpaenexun Aspopa

OTobpaxats apxueHbIe yCTpoicTea »

* WuTterpaums 4 uHTErpaumm
b Cepsep npunoxexmin https://ocs-emm-egress-api-gw.local/appstorefapi
b O6Hosnenue OC 1uHTerpayma
~ Cepsep LDAP https://ldap-rosteltcom
ABTOCHHXDOHU3ALUMS xaxppie 2 yaca
[aTa Ha4ana CUHXPOHW3auMK 11/07/2022,12:00 — 1

CTaTyc CUHXPOHWU3aLMK Owmbxa 2

PegaktupoeaTte HacTpoitku LDAP cepeepa

» Cepsuc ysegomnennii Aspopa https://ocs-dev.ompcloud.ru

PucyHok 190
4.1.4.3.2. PepaKtnpoBaHMe HacTpoeK nHterpaumm c LDAP-cepsepom

Mpn  HeobXOAMMOCTM BO3MOMKHO W3MEHWUTb HACTPOMKWM MHTerpaumm [1Y ¢
LDAP-cepsepom Microsoft Active Directory, nocne 4yero CUMHXPOHM3AUMA TaKke OyaeT
OZIHOCTOPOHHAA — AaHHble 13 Y He byayT nepeHocKTbeA Ha LDAP-cepsep.
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[nAa penakTMpoBaHWA HACTPOMKKM WHTerpauum ¢ LDAP-cepsepom HeobxoamMmo

BbINO/IHUTL CAeaytoline AeNCTBUA:

— B packpbiBatowenca cTtpoke «WMHTerpauma» BblbpaTb «Cepsep LDAP»
(PucyHok 191 [1]) wnm pasBepHyTb cTpoky «CepBep LDAP» m HaxkaTb «PeaakTMpoBaTb
HacTpolku LDAP-cepsepa» (PucyHok 191 [2]);

ga MYNBTUTEHAHT MOHWUTOPWUHI YMNPABJTEHUE AOMUHUCTPUPOBAHME @ HaTanwa MeaHoea (i.ivanova...

YYETHGIE 3ANKMCH HACTPOMKHM OPI. CTPYKTYPA BEPCHUM OC

w HazzaHue CocToaHue Kem nzmeseno 3meneHo

.

~ WHTerpauns 5 MHTerpauumi
» CepBep NpUNoXeHWi http://ocs-emm-egress-api-gw.local fappstore/api
» OBHoBneHne OC 1 wHTErpaums
1 dcOl.omptest.test
[aTa Ha4ana cUHXpoHW3au MK 17.01.2023 15:09

CTaTyc CUHXPOHM3aUMN

I PenakTUpoBaTL HAacTpolku LDAP cepeepa I— 2

» CepBuc yeenomneHwin Aspopa  http://ocs-dev.ompeloud.ru

» LleHTpbl cepTudukaumm 7 WHTEr paum1i

PucyHok 191

— Npn HeobXOAMMOCTM  M3MEHUTb  HACTPOMKM  ON8  NOAKAYEHMA K
LDAP-cepBepy, napameTpbl MannuMHra AaHHbIX M PacnMCaHUA CUHXPOHM3AUMKN OAaHHbIX C
Mro s coorsetctemm c nn. 4.1.4.3.1.

B pe3ynbTaTe HacTpoMKn nHTerpaunm MY c LDAP-cepsepom byayT U3MEHEHbI.

4.1.4.3.3. YpaneHwe nHTerpauunm c LDAP-cepsepom

Mpu HEOBXOAMMOCTM BO3IMOXKHO YAaNUTb MHTerpaumto MY ¢ LDAP-cepsepom. B aTom
Cy4yae CMHXPOHM3MPOBATbL Noab3oBaTenen u rpynnobl ¢ MO 6yaeT BO3MOXHO TONbKO Nocne
nobasneHns HoBoM MHTerpaummn c LDAP-cepsepom.

[ns ynanenua nHterpaumm ¢ LDAP-cepBepom HEOBXOAMMO BbINONHUTL CAeaytoLine
NEencTBus:

— B pacKpblBatoulencs cTpoke «WHTerpauma» BbibpaTb «Cepsep LDAP»
(cm. PucyHok 191 [1]) nan passepHyTb cTpokry «Cepsep LDAP» 1 HaxaTb «PeaakTMposaTh
HacTpolku LDAP-cepsepa» (cm. PucyHok 191 [2]);

— HaKaTb KHOMKY «YAaNnTb HACTPOMKM MHTerpaumm» (PucyHok 192);
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ga MYNbTUTEHAHT MOHWUTOPWHI YMPABNEHUE AOMWUHUCTPHUPOBAHWE @ KeaH VBaHoB (i.ivanov@om...

YYETHbIE 3ANMWCHK HACTPOMKM OPI. CTPYKTYPA BEPCUU OC

WuTerpauwms c LDAP cepsepom

o MopknoyeHne
Wcnons3oeaTh be3onacHoe coeguHerue (TLS/SSL)
Olesya Akimova (o.akimova@omp.ru): BXoJ BbiMoNHeH
dcOl.omptest.test 389
OMPTEST\Admin &UJIM ki8 ®
IVGEIEE MOAKNIOYUTb LDAP CEPBEP YOANUTb HACTPOWKI MHTEr PALLMKM

PucyHok 192

— B 0TODpPA3mMBLLUEMCS OKHE NOATBEPANTL NMOO OTMEHUTL AencTBmA (PucyHok 193).

MopTBepxaeHve onepauum

WHTerpaumsa c LDAP cepeepom ByneT yoaneHa.

OTMEHA NOATBEPOWTL

PucyHok 193

B pe3ynbTate noatBepxaeHua nHterpauma MY ¢ LDAP-cepsepom byaeT yaaneHa.
[na cuHXpOHM3auMM nonb3oBaTenerr u rpynn c Y noTtpebyetca Ao06aBUTb HOBYHO
nHTerpaunto ¢ LDAP-cepsepom (nn. 4.1.4.3.1).

4.1.4.4. Cepsuc yBegomneHunn Aspopa

CepBuc yBegomneHunit ABpopa - Hactporka MCY.

C nomouwpto [CY Ha yCcTpoMCTBA OCYLLECTBAAETCA OMNepaTMBHAA [0CTaBKa
MHPOPMaLMK (TEKCTOBbIE COOBLLEHMA M KOMaHAb!) B BUAE TEKCTOBbLIX push-yBeOMIEHMIA.

OnucaHMe A0CTaBKM push-yBeaOMAEHWUI Ha YCTPOMCTBA NPMBEAEHO B AOKYMEHTE
«PykoBoacTBO nonb3oBaTens. Yactb 7. MpunoxeHne «ABpopa LleHTp» Ana onepaunoHHOM
cuctembl ABpopa» AAMI.20134-01 90 01-7.

OnucaHme pabotbl MNCY npuBeaeHO B AOKYMeHTe «PyKoBOACTBO MO/b30BaTeNA.
YacTb 5. MNMoacuctema Cepsumc ysegomneHnn» AAMI.20134-01 90 01-5.

[ina npocmoTpa Hactpoek MCY HeobxoarMo HaxaTb 3Hauok ¥, B pesynbTaTe yero
0TOOPa3ATCA NapameTpbl, NpuBeaeHHble B Tabanue (Tabaunua 45).



Tabnuua 45
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HacTtponku

OnucaHue

NHTerpauma c CYA

OnpepenaeT BKAKOYEHME OTNPaBKKM HacTpoek MCY ana
npunoxenua «Aspopa LeHTp»

HacTtponkun ycTponcTBaa

Appec ans MobUNLHOIO
KAWEeHTa

Agpec INCY ana npunosxkeHma «Aspopa LeHTp»

MopT ana MODOUNBHOIO KIMEHTA

MopT yBEAOMNEHWNI ANA NPUNOKEHNA «ABpopa LieHTp»

ID npuaoxeHua

NaoeHTUdMKaTop npunoxeHunsa «Aspopa LleHTp», ¢
KOTOpPbIM OHO perunctpupyetca 8 NCY

[ononHuTtenbHble napameTpbl (oTobparkatoTca B HacTporKax MNCY, TONbKO eCin OHK
6binn f0DaBNEHBI B KOHPUTYpaLMOHHbIN parn MMNO

CRL: MNpoBepKa 0T3bIBa
cepTnudmrKaToB

OnpefenseTt, BKAOYEHA /1M NPOBEPKA HAINYKA
cepTudurKkaTta MNCY cpeam cnmcka 0To3BaHHbIX
ceptTndmnKaTos

CRL: MHTepBan obHOBNEHMUS
B CEKYHAaX

BpemeHHOM MHTepBaN 0OHOBAEHMA CMMCKA OTO3BAHHbIX
cepTudmrKaToB

SSL: Baangauma ceptnudurata

OnpeaensaeT, BKAOYEHa X Baanaauma ceptudmkaTa
Mncy

SSL: YpoBeHb Baingaumm
cepTudunKaTa

YpoBeHb BannaaumMm MMeHM XO0CTa, YKa3aHHOro B
cepTnudurkate MCy.

BO3MOXKHble 3Ha4YeHuA:

— «He nposepsaeTcar;

— «[lopaeprkKka NOAO0MEHOBY;

— «To4HOe coBnageHune»

HactpoWku cepsepa

Anpec API Apnpec API TICY ana npunoxenua «Aspopa LeHTp»
ID npoekTa 418 OTNPaBKM NneHtTudukatop npoekta B MNCY Ans oTNpaBKu
yBEAOMIEHNN yBEAOMNEHNM

Ona nameHeHna HacTtpoeK MCY HeobxoAMMO BbIMOIHWTL OAHO W3 CAeaytolimX

NencTBuin:

— HakaTb Ha Ha3BaHuMe nona «Cepsuc ysegomnerHuns Aspopa» (PrucyHok 194 [1]);

— HaKaTb
(PucyHok 194 [2]).

«PepnaktnpoBaTb

HacTpolkm CepBuca yBeAOMEHWM  ABpopa»
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% MYNbTUTEHAHT MOHWUTOPUHI YMPABMNEHUE AOMWUHUCTPUPOBAHUE @ Hatanwua Meanosa (i.ivanova...

YYETHBIE 3AMUCKH HACTPOWMKMN OPTI.CTPYKTYPA BEPCUM OC

w Hazsanue CocrosHue Kem namereHo Wameneno

Iv CepBuc yBenomMneHuii Aepopa I— 1 https://ocs-int.ompcloud.ru -

WuTerpaums c CYA .

¥ HacTponki yCcTpolCTEa 7 HACTPOEK

Apnpec ans MoBUNBHOTO KNMeHTa ocs-int.ompcloud.ru
MopT &ns MOBMNLHOTO KNWEeHTa 989
ID npunoxeHwna int_mobile_buggmfjginagssnmf07g

~ [ononHUTENbHLIE NapaMeTpbl 4 HacTpO#KY
CRL: MNpoBepka oT3biBa cepTudukaTos  BroyeHo
CRL: MHTepean obHOBNEHNA B CekyHaax 86400
SSL: Banupauma cepTudukaTa BelknoYeHo
SSL: YposeHb Banvpoauuu cepTudukata [logaepikka NogaoMeHOB
~ HacTpolku cepsepa 2 HacTpoitku

Apnpec API https://ocs-int.ompcloud.ru

ID NnpoekTa Ans 0TNPaBKK yBELOMIEHWUIA emm_int_dont_to_bu4rqgjbginasfbou2brg

I PepakTvpoeaTk HAacTporkn Cepeuca yBegomMneHuin ABpopa I— 2

PucyHok 194

B pe3synbTaTe BbINOJAHEHUA OAHOMO M3 YKa3aHHbIX AeMCTBUIM OyayT AOCTYMNHbI NOAS
ONA peaaKkTMPOBaHMA HacTponkKM MCY oaHUM 13 cneayroLimx cnocobos (PucyHok 195):

— 3arpy3ka JSON-¢anoB ¢ HaCTPOMKAMM HarKaTMeM KHOMKM «3arpy3uTb Gpanbl
HaCTPOEKY;
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ga MYNBTUTEHAHT MOHWTOPUHI YNPABNEHWE AOMWHWUCTPUPOBAHWE

YHETHLIE 3AMNUCH HACTPOMKHM OPI.CTPYKTYPA BEPCUM OC

HacTtpoiikn Cepeuca yBeqoMIeHWit ABpopa

| BATPY3UTb GAHNb HACTPOEK |

MoB6unbHble ycTpoicTea

ocs-int.ompcloud.ru

int_mobile_buggmfjginagssnmfQ7g

SSL

BblKMo4eHo -

CRL

BrnioweHo -

MNapameTpbl cepeepa

https://ocs-int.ompcloud.ru

MNapameTpbl 419 86TOPU3aLMK

https:/focs-int.ompcloud.ru/auth/public/oauth2/token

public:8ZoAEQorRU

3AKPbITb

@ HaTanua Meanosa (i.ivanova...
MHTerpaums c CYA . -
989
MNoaaep:Kka NopA0MEHOB -
86400

emm_int_dont_to_budrgjbginasfbou2brg

emm_int_dont_to_bu4rgjbginasfbouZbrg

OBHOBWTb KIIOY

PucyHok 195

— BHECeHWe M3MEHEHWI BPYYHYIO B COOTBETCTBMN C Tabanuen (Tabnnua 46).
[Mocne BHECEHMA YTOYHEHWNSA B COOTBETCTBUM € Tabaunuen (Tabauua 46) Heobxoanmmo

noATBEPAUTL MO0 OTMEHUTL AENCTBUA.

Tabnuua 46

Mone

OnucaHue

NHTerpauma c CYA

[laHHOoe none npeaHasHa4YeHo A1A BKAOYEHNUS UK
BbIK/IlOYEHMA OTNPABKKU HacTpoek MCY Ans NpuaoKeHus
«ABpopa LleHTp» npu nomoLm nepekatovatens @
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Mone

OnucaHue

MobunbHble YCTpOUCTBA

Nma xocTa ana
MOOWUNBHOIO KANMEHTa

IP-aapec nnm nma xocta MNCY gna npuaoxeHna «Aspopa
LeHTp»

MopT ans MobUnbHOro
KAWEeHTa

Homep nopTa yBeJOMIEHNI A4 NPUIOXeHUA «ABpopa
LleHTp»

ID npuaoxKeHms
MODBMNBbHOrO KAMEHTa

NaeHTMOUKATOP NPUNOKEHMA, C KOTOPbIM NPUNOKEHME
«ABpopa UeHTp» permnctpupyetca s NCY

SSL (napameTpbl SSL oTobparkatoTca B HacTporKax MNCY, ToNbKo ecam oHn bbinm
nobasneHbl B KOHPUTIYpaLMOHHbIM dain MNMO

Banuaauma coeanHeHus ¢

cepBepom

Bbi6op M3 pacKpbIBatOLLErOCA CMMCKA 3HAYEHMSA, KOTOPOe
onpeaensaeT, BKAOYEHA M Bannaaunsa ceptmdukata MCY:
— BbIkAOYEHO;

— BkawoyeHo

YpoBeHb Bannaaumm
MMEHM XOCTa

BbI6Op M3 pacKpbIBAOLLLErOCA CNMCKA YPOBEHb BaAnAaLMM
MMEHM XOCTa, yKaszaHHoro B [CY:

— He BbIbpaHoO;

— He nposepaetcs;

— [logaep»Ka no4a0MeHOB;

— To4HOe coBnaaeHume

CRL (napameTpbl CRL oTobparkatoTca B HacTpoikax MNCY, TonbKo ecam oHu Bbinn
nob6aBneHbl B KOHOUTYypaLUMoHHbIM dain MMNO

MpoBepKa 0TO3BAHHOCTK
cepTudunKaTa

Bbi6Op 13 pacKpbIBaAOLLErOCS CMMCKA 3HAYEeHMS,
onpeaenArLlEero, BKAYEHa M MPOBEPKA HaANYMA
ceptuodukaTta MNMCY cpeam cnmcka 0To3BaHHbIX CEPTUPUKATOB:
— BbIKNOYEHO;

— BkawoyeHo

Mepunoa obHOBNEHUA

BBoA, 3HaYeHMA ¢ KnaBMaTypbl BPEMEHHOMO MHTEPBANA
OOHOB/IEHUSA CMUCKA OTO3BAHHbIX CEPTUPUKATOB (B
CeKkyHaax)

lNapameTpbl cepBepa

Apnpec API

Anpec APITICY ans npunoxeHua «Aspopa LieHTp» (B BUAe
proto://host:port). [lapameTp A0/IXKeH ObiTb 3a4aH
aAMUHUCTPATOPOM B KOHPUTrypaumoHHom darne MNMO. Mpwn
N3MEHEHNM NapameTpa BPyYHYt HacTponkm MCY He
MeHAITCA

ID npoeKTa An1a OTnpaBKu
yBEAOMAEHUM

BBOA, 3HaYEHMA C KNaBUaTYypbl: MAEHTUPUKATOP NPOEKTA B
MNCY ana oTnpasBkM yBEeAOMAEHUM
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MNone OnucaHne
lNapameTpbl 4Na aBTOpU3aumm
Token URL BBoa 3HaveHMA ¢ KnasmaTypbl: URL 4na nonydeHma TokeHa
aBTOpM3aLMMK
ClientID BBOA 3HaYeHMA C KNaBMaTypbl: MAEHTMOMKATOP KIMEHTA
TEXHUYECKOM YY4ETHOM 3anmcu
KeylD BBOA 3HaUYeHMA C KNaBMaTypPbl: NPUBATHbIM KAHOY

TEeXHUYECKOM y4eTHOM 3anucK. MapameTp yYKasbIiBAET, KaKoM
K/IIO4MCMO/b3YETCA Ha CepBUCE aBTOPM3ALIMM

MpWBaTHbIM KAtOY Heobxoammo HaxkaTb « OBHOBUTb KAOY» U BBECTU
NPUBATHbLIN K04 TEXHMYECKOM YYETHOM 3anmcu
Audience BBOA, 3HaYEHMA C KNaBUATYPbl: ayAUTOPUA TOKEHa A0CTyna

5 3
nocne Haxatua 3Hauyka # . [lna yaaneHuna ayautopum

HeobXx0aAMMO HaXKaTb 3HAYOK “* cnpaBa OT ero Ha3BaHWA
Scopes BBoa, 3HauYeHMA ¢ KnaBmnaTtypbl: obnacTb (ckoyn) ana OIDC-
KAMeHTa, ucnonbayemasn ans ayteHTndukaumm 8 MNCY. Ans

. 3
BBOZa 3HaYEHNA HEOBXOAMMO HaxaTb 3HauoK # . 14

YAaneHuma obnactu H€O6XO,£I1VIMO HaXaTb 3HAYOK Cnpasa
OT €e Ha3BaHUA

4.1.4.5. LleHTpbl cepTUPMKaLmm

B MMNO aocTynHa BO3MOMKHOCTb A00aBUTb MHTErPaLMIO C LLEHTPOM CepTUPUKALIAN,
KOTOPbIN BbIMYyCKAET NONb30BaTEbCKME CEPTUPUKATbLI ANA NOAKNOYEHMA K BECNPOBOAHbLIM
ceTam.

MPUMEYAHUE. MMNO noaaepXuBaeT MHTErpauMio C LEHTPaMK cepTuduKaumu,
umerowmmm TN - cepsepa  Microsoft  Active  Directory  Certificate  Services
(AD CS).

[ns NpocMmoTpa CNUCKa MHTErpauui C LeHTpamu cepTuduKaumm Heobxoammo
HasKaTb 3Ha4YoK P. [1na nobasneHns HeOBXOAMMO BbIMOAHUTL CAeayoLMeE AeNCTBUA:

— HaxaTb «[106aBUTb LEeHTp cepTudurkaumm» (PrucyHok 196);

— 3aMnoJIHNTb NOAs BBOAA, NpuBeAeHHble B Tabanue (Tabavua 47);

— Ha)XaTb KHOMKY «Co34aTb».

B pe3ynbTaTe MHTErpauma c LEHTPOM cepTudunKkaumm byaet gobasneHa s MIM10.
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YYETHBLIE 3AMUCHK HACTPOMKI

w HazzaHwe

« LleHTpbl cepTvdmrKkaumm

ga MYNETUTEHAHT MOHWUTOPUHI YMPABNEHUE AOMWHUCTPUPOBAHMUE @

OPT.CTPYKTYPA BEPCWW OC

CocToadue Kem nameHeHo

He HacTpoeHo

+ OOBABWUTE LEHTP CEFTM®MKALIMK

» MoskowTestADCS
» ga_UleHTp cepTrdumkall...
» ga_lleHTp cepTrdumkal...

» ga_UleHTp cepTrdumkall...

http://10.189.219.239/certsrv
http://pervaja.net/
https://www.rusakova.net/category/tag/categories/privacy/

https://www.ao.biz/

Hatanwa MeaHoea (i.ivanova...

MamexeHo

-

PucyHok 196

Tabnuua 47
Mone OnucaHue
Ha3BaHue HasBaHue ueHTpa cepTudmKkaumm. BBOA 3HAYEHWUs C KNaBMaTypbl.

MoxeT coanep»atb oT 1 10 256 cMmBONOB

URL no cepepa |URL-agpec cepBepa AnA NOAKNOYEHMA K LEHTPY CcepTUPUKauumun.
MoxeT coaep*aTb 0T 1 10 256 cMMBOJIOB

Mo ymonyaHuto ycTaHoBneHO 3HadyeHume Microsoft AD CS. lMone
HeAOCTYMNHO A/1A PeAaKTMPOBAHMNA

Twun cepsepa

JlornH JlorvH Ana NOAKMOYEHNA K LEHTPY cepTudmKaumm. MoxKeT coaepKaTtb
ot 1 0o 256 cmmBo10B
MNaponb Maponb AN8 NOAKNKOYEHMA K LUEHTpYy cepTuduKkaumm. Moxet

cogepratb oT 1 40 256 cMMBO/10B

4.1.5. Tepputopuu

TeppuUTOpUM UCNONB3YIOTCA ANA ObNaNH-CLUEHAPMEB C CODBLITUAMMN «HaxoxaeHWe Ha
TEPPUTOPUAX,  OMpedensembiXx  KoopAuMHaTaMu»/«HaxoxaeHne BHe  Tepputopum,
onpeaenseMon KoopauHaTamm». TeppuTopua MOXKET COoAepsKaTb OAMH MAM HECKONbKO
YeTblPexyrobHbIX MOJIMFOHOB, HAHECEHHbIX Ha KapTy.

B packpblBalolenca CcTpoke «TeppuTopum» MpWM  HaxaTuM Ha  3Hauok *
(cm. PucyHok 174 [6]) oTobparkaeTca cnnucok Tepputopuin (PucyHok 197 [2]).

Ecan noTpebyeTcs NpoCMOTPETL TEPPUTOPUIO HA KapTe, HEOHXOAMMO Ha¥KaTb Ha ero
Ha3BaHue.
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ga MYNBTMTEHAHT MOHWUTOPKHI YMNPABNEHWE AOMWHWCTPUPOBAHWE @ Hatanwua Meaxoea (livanova..
YYETHBIE 3AMMUCH HACTPOMKM OPI. CTPYKTYPA BEPCWI OC
¥ HasgaHwe Coctoadune Kem mameHeHo ViamMeHeHo
} Cepeuc yeegomneHuii Aspopa https://ocs-int.ompcloud.ru
» LenTpel cepTudukaimm 11 wHTerpaumia
» Cceinka Ha npunoxenue Aspopa UenTtp gna OC Android
+ TeppuTopun 21 Tepputopusa
I + [OBABWTb TEPPMTOPMIO I— 1
Nebenes
Camapa I 2
ga-BblEECTH cexyHaa (5bd016)

PucyHok 197

[ina nobasneHna TeppUTopmUn HeobXoAMMO BbINONHUTL CeaytollmMe AeNCTBUA:

— Ha¥KaTb KHOMKy «/106aBuUTb TepputToputo» (cm. PucyHok 197 [1]);

— B 0TOOpasuMBLIEMCA OKHE HEeobXOAMMO BBECTW Ha3BaHWe TePPUTOPUM B nose
«HasBaHume» (PucyHok 198 [1]). NMone oba3aTeNbHO ANA 3aMNOIHEHUA U MOXKET COAEpPKaTb
ot 1 40 256 cMmBONOB;

— no6asnTb 1 MAN HECKONIbKO MONIMIOHOB Ha TEPPUTOPUN, BbINOAHMB CaeaytoLlme
NencTBms:

e BbiOpaTb 0OBEKT Ha KapTe;

e HaxaTb kHonky I «/1o6aBuTh nonuron» (PucyHok 198 [3]);

® VKas3aTb Ha KapTe 4 BepwuHbl noaurnHa (PucyHok 198 [2]). C nomolbto
nepemelleHnsa BEePLUMH NONUTOHA BO3MOXKHO MEHATb ero Gopmy. Y NMoAMroHa He MOXKeT
ObITb HyneBoM naouwaan. Pebpa oaHOro NOAMIoHa He AOJ/IXKHbI NepecekaTb APYr Apyra.
TeppuTOpMA A0NKHA COAEPMKATb XOTA Obl OANH MONMIOH.

MPUMEYAHMUE. Bo3amoxHo aobasneHme 40 50 NOAMIOHOB Ha TEPPUTOPUN;

— Npu HeobxoAMMOCTM AOCTYNHO YyAaneHne NOAUIOHOB, BblAENEHHbIX Ha KapTe.
11719 3TOr0 HEOBXOAMMO HaKaTb Ha 3HaUOK B «Y4aUTb NOAUMOH» W BbIGPaTb HEOBXOAMMbIN
noanroH (PucyHok 198 [4]);

— nocne BBOAA [AaHHbIX HEObXoAMMO NoATBEPAMTb NMOO OTMEHWTbL AeNCTBUE
(PncyHok 198 [5]).
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HoBasa Tepputopus
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PucyHok 198

B pe3ynbTaTe yCcnewHOro CoxpaHeHuA AaHHbIX, TeppuTopua byaet aAobasneHa B
MMNO n byaeT AOCTYNHA NpuY co3aaHnm odnalH-cLueHapmnes ¢ cobbITMAMK «HaxoxkaeHme Ha
TeppUTOPUAX, Onpedensembix  KoopAuMHaTaMm»/«HaxoxaeHne BHE  Tepputopum,
onpeaenseMon KoopamHaTaMmmny.

4.2. MNoppasaen «Opr.cTpyKkTypa»

MNoapasgen «Opr.cTpykTypa» KoHcoAu agmuHucTpatopa 1Y npeaHasHavyeH AnA
NPOCMOTPA, OPraHM3aLUMOHHOW CTPYKTYPbl KOMMAHWKM, a TaKXKe MOJyYeHMA AaHHbIX C
cepsepa LDAP, ¢ KOTOpbiM YyCTaHOB/eHO coeauHeHue (nn.4.1.4.3), a npu OTCYyTCTBUM
nobaBneHHbIX [AaHHbIX oTobpaykaetca coobuleHne «HeT aaHHbIX».  3anonHeHue
noapasaena AaHHbIMW NMPOMU3BOAMTCSA C NOMOLLbO MMnopTa M3 Active Directory (LDAP)
Hanpamyto, ecau MY nHTerpmposaHa ¢ AD opraHmsaumn (nn. 4.1.4.3).

[Ona nepexona B nogpasfaen HeobxoAMMO B BEpPXHEM naHenu BbibpaTb pasaen
«AOMUHUCTPUPOBaAHME», noapasgen «Opr.cTpykTypa». B pe3ynbraTe o0TOOpasnTCs
OCHOBHaA WHbOpMaLUMA O nonb3oBaTenax (CoTpyaHWMKax) M o noApasaeneHunsx
no/ib3oBaTesnen B caeaytolmx ctonbuax:

— «lMopapasaenenmne/Monb3oBatenby» - HasBaHue rpynnbl am ©.1.0. (npn Haanumm)
No/ab30BaTeNs, NpeacTaBaAtollee CODOM aKTMBHYKO CCbIIKY, MPW Ha)KaTMM Ha KOTOPYHO
OTKPOETCA KapTO4YKa rpynnbl MW NO/Ib30BaTENA;

— «Tvn» - 3HAYOK TUNa rpynnbl N0/Ab30BaTeNen MM NoNb3oBaTena. [pn HaBeaeHUN
Kypcopa NoAB/IAETCA BCMN/bIBAOWLAA NOACKA3Ka C Ha3BaHMEM TUMa;

— «Email» - paboyada aneKkTpoHHaA Nno4yTa Nonb3osatend. [aa rpynn noab3oBatenen
B 3TOM cTONOUE MHPOPMALMA OTCYTCTBYET;

— «TenedoH» - paboumnit TenePpoH nonb3osatena. [as rpynn nonb3oBaTenem B 3ToM
ctonbue nHdopmaums oTCyTCTBYET.
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[ns nNpocMoTpa OPraHM3auUMOHHOM CTPYKTYPbl KOMMAHWMM HeobXxoAMMO HaxKaTb

3Hayok P B cTpoke ¢ noapasgeneHnem. B pesynbTaTe pacKpOeTCA BAOMEHHbIN CMMCOK
(PrcyHok 199) nnbo npu ero oTcyTCTBUM 0TOBPa3nTCa «HeT 4OYEPHUX 2IEMEHTOBY.

% MYNBETUTEHAHT MOHWUTOPUHI YMNPABNEHUE AOMWUHWUCTPUPOBAHWE @ HaTtanua MeaHoea (i.ivanova...
YYETHBLIE 3ANUCH HACTPOMKK OPI. CTPYKTYPA BEPCWK OC
« TestStaticUser = — —
» TestName = — —
VPN NGate Test A VPN_NGate@omp.ru —
LName FName A test.test@omptest.local —

PucyHok 199
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5. COOBbLWEHNA Ob OWWNBKAX U OTPAHNYEHWA

5.1. CoobuweHus ob owmnbkax

B xoae paboTbl ¢ KOMNOHeHTamuM 1Y Nonb30BaTENAM MOTYT BblAaBaTbcA coobuieHma ob owmnbkrax, npuseaeHHble B Tabaumue
(Tabnuua 48).

Tabnnua 48
Ne o "
n/n OwnbKa/TeKcT owmnbKku B nHTEpdeice [lenctemAa ana ycTpaHeHua
1 |Mpownsowna owmnbka. CoobumTe 0 HEN CUCTEMHOMY HeobxoanMmo obpaTUTbCs K CUCTEMHOMY aAMUHUCTPATOPY
aAMUHUCTPATOPY UAM CMOTPUTE NOAPODOHOCTM B N0rax Ha
cepsepe
2 |HeT cBa3u c cepBepom. [onpobyinTe NoBTOPUTL MNOMNbITKY |Heobxoanmmo o6patmuTbCs K CUCTEMHOMY aMUHUCTPATORY,
nosxe aaMnHucTpatopy LDAP man NnoBTOPUTL MOMbITKY MO3XKe
3 |He HanaeHo MonbiTKa 0bpalLeHMA K HECYLLECTBYIOLLEMY 3NEMEHTY YNPaBAEHUA.
HeobxoanMmo 0OHOBUTL CTPAHMLLY
4 |[docTyn 3anpeLleH Heobxoanmo 0bpatmntbcs K ADMUHUCTPATOPY YYETHbLIX 3anMcen ana
Ha3Ha4YeHMA NpaB. Y y4eTHOM 3aN1CK NONb30BaTENA HET
HeobXoAMMbIX NPaB AOCTYNa ANA NPOCMOTPA BblI6paHHOM CTPaHMUb
5 |WcTeKkno Bpems AeNCTBMA akTUBHOM ceccum. ObHoBUTE ABTOpPM30BaHHas ceccua 3aBeplleHa. Heobxoammo o6HOBUTb
CTpaHuLy CTpaHuLUy bpaysepa
6 |McTek cpoK aencrems 3arpyxeHHoro Bammn QR-koaa. 3arpy»eH JSON-bann c uctekwem CPoKOM AencTBus (expiredAt).
3arpysuTe Apyrom nam creHepmpymTe HOBbI Heobxoaynmo 3arpy3nTb JSON-dain ¢ akTyanbHbIM COOKOM AENCTBUA
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7 |Mpownsowna owmnbKa Ha cTopoHe cepsepa. Coobuwmte o Heobxoanmmo obpaTUTbCsa K CUCTEMHOMY aAMUHUCTPATOPY
HeWn CUCTEMHOMY aIMMHNCTPATOPY MW CMOTPUTE
noApobHOCTM B /I0Tax Ha cepBepe
8 |He yaanocb cumTaTh AaHHble 13 JSON. MNMonpobyiTe 3arpy3ka HekoppekTHoro JSON-¢daina. Heobxoanmo noBepuThb

apyroi JSON ¢ann nav ncnpasbTe 3T0T

KOPPEKTHOCTb 3arpyxaemoro ¢arna

9 |He BbIOpaHO HM O4HOrO YCTPONCTBA ANA aKTUBALNM Mpw reHepauymm QR-Koaa Ans rpynnbl yCTPOMCTB BbibpaHa nycTan
rpynna. Heobxoammo BbibpaTh rpynny, coaepatlyto xota bl 1
YCTPOWMCTBO

10 |3arpy»xeH JSON-pann c napameTpamu akTMBaL MK, Heobxoanmo ceeputb napameTpbl JSSON-panna c KoHPUrypaumen.

OT/IMYHbBIMM OT MAPAMETPOB TEKYLLEN KOHDUTYpaLmMm [laHHaA olwmnbKa BO3HNKAET NPM HECOOTBETCTBUM KOHPUTYpPaLIMK

CMCTEMbI OIHOMY 13 3HAYEHUI:
— accountDomain;
— gatewayURI,
— clientID

11 |YcTtpouncTso ¢ Takum MAC WLAN yrKe ecTb B cucteme Heobxoanmmo NpoBepmnTb KOPPEKTHOCTb 3aNOHEHHbIX AAHHbIX B
CSV-¢panne

12 |YcTtpouncTso c Takum IMEI yxke ecTb B cucteme HeobxoanMmo NpoBepmnTb KOPPEKTHOCTb 3aNOJIHEHHbIX AAHHbIX B
CSV-daiine

13 |[JaHHOoe ycTponcTBO HbIN0 YA3NEHO N3 CUCTEMDI Heobxoammo 0bpatnTbCs K aAMUHUCTPATOPY

14 |Henb3a yoanutb rpynny, cosaaHHyto B Active Directory HeBO3MOXHO yaannTb rpynny, co3gaHHyto B Active Directory

15 |Henb3a yoanuTb HeNycTyro rpynny [MonbITKa yAanuUTb rpynny ¢ Ha3Ha4YeHHbIMM YCTPOMCTBAMM UK
nonb3oBaTensimu. HeobxoaAMMO UCKAKOUYNTL BCE A0YEPHME S1EMEHTDI
M3 rpynnbl, 3aTeM NPOM3BECTM yaaneHune

16 |B JSON-dalne He yKasaH ID akTMBaUMK (enrollmentID) |3arpysKeH HEKOPPEKTHO 3aMO/IHEHHbIM Galii aKTUBALUN.

Heobxoammo 3arpy3nTtb Gpaiin ¢ KOPPEKTHbIM enrollmentID
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17 [B JSON-daline He yKasaH naposib (password) 3arpyeH HEKOPPEKTHO 3aNO/IHEHHbIN Gara aKTMBALMMN.
Heobxoammo 3arpy3unTb Gamn ¢ KOPPEKTHLIM Napoaem
18 [B JSON-daiine He yKasaH afpec akTMBaLUMKM (gatewayURI) |3arpy*KeH HEKOPPEKTHO 3aNOAHEHHbIM Galn aKTMBaLUMMN.
Heobxoaynmo 3arpy3unTb Gpalin c KOPPEKTHbIM aApPeECOM CepBepa
aKTMBaUMM
19 |B JSON-daline He yKa3zaH CPOK UCTeYeHUs (expiredAt) 3arpy*KeH HEKOPPEKTHO 3aN0HEHHbIM Galn akTMBaLUMK.
Heobxoaynmo 3arpy3unTb Galin C akTya/lbHbIM CPOKOM AeMCTBUA
20 |[dnHammyeckasn rpynna c TaKMMKU YCIOBUAMM YKe [MonbITKa CO34aHMUA AMHAMMUYECKOW FPYNMbl C aHANOTUYHbIMM
CYLLEeCTBYeT B CUCTEME yCNIOBMAMM
21 |MImnopT yxe 3anyueH. JoxXanTecb OKOHYaHMA npouecca |[oBTOpPHaA NOMNbITKA 3anycka nmnopTa 13 LDAP npu paHee
3anyLeHHOM nmnopTe. Heobxoanmo AoxAaTbCA 3aBepLUEHMUA
BbIMONHEHMA MMNOPTA
22 |He yaanocb co3aaTtb opaamH-cLeHapuii. BbizoB no aTomy |[onbITKa CO34aHNA CLEHAPMA C CYLECTBYOWMM CObbITUEM.
cobbITHIO YyXKe cylecTsyeT HeobxoanMmo Mcnonb3oBaTb MMEOLMIACA cLeHapuii 1nbo BbibpaTb
apyroe cobbiTne
23 |He yaanocbk co3aatb odnaH-cueHapuin. Coobuwmte 06 MonbITKa CO34aHMA CLUEHAPMA C HEBANAHbBIMM NapameTpamMm.
3TOM oWKnbKe aAMUHUCTPATOPY Heobxoanmo 0b6paTUTbCa K aAMUHUCTPATOPY
24 |KopnopaTmBHbIN WabaoH yxKe co3aaH [NpeaycmoTpeHa BO3MOXKHOCTb CO34aHMA TOIbKO 1 KOpNopaTUBHOTO

WwabnoHa. HeobxoaMMO MCNoNb30BaTb Wab/oOH, MMetoLWNICs B
cucteme
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25 |lMonb3oBaTesnb C YKa3aHHbIM Email yxke cyuiectByeT [MonbITKa co34aTb N0ONb30BaATENA C CyLlecTBYOWMM Email.
HeobxoanMmo NnpoBepmnTb KOPPEKTHOCTb 3aNO/IHEHNA NoAA «[1oYTa
paboyan»
26 |pynna c TaKUM MMEHEM Y¥Ke CYLLLEeCTBYET B CMCTEME MonbITKa co34aTb rpynny YCTPOMCTB C CYLLECTBYHOLLMM
HanMMeHoBaHMeM. HeobXxoaAMMO M3MEHUTb 3HAaYeHME B Noe
«HanmeHoBaHue»
27 |He ynanock co3aatb odnanH-cueHapuit. Mapa OdnalrH-cLueHapui1 ¢ 3aaHHbIMM COBLITUEM U peaKLnein
cobbITe/peakuma yxe cylecTsyeT CYLLLECTBYHOT B cnucTeMe. HeobxoAnMMO yaanuTb CyLLECTBY LM
CUEHapuin nepes co3aaHem HOBOro MHBO MCNOAb30BaTb
CYLLECTBYOLWMI
28 |PepakTnpoBaHWe AMHAMMYECKMX Fpynn He aonyckaeTca  |[AMHammuyecKasa rpynna He NoaNexXmT peaakTUPOBaHMIO
29 |MpoBepbTe KOPPEKTHOCTb 3aNOAHEHMA MNPABMA Heobxoaymo NpoBepuTb KOPPEKTHOCTb 3aNOJHEHNA NPABUA
30 |lMoAnUTMKa C TaKMM MMEHEM YKe CYLLECTBYET B CMCTEME [MonbITKa co34aTb MOAUTUKY C CYLLECTBYOLLMM HAaMMEHOBAHMEM.
HeobxoaMmMo M3MeHUTb 3HaYeHMe B No1e «HanmeHoBaHMe»
31 |MpoBepbTe KOPPEKTHOCTb 3aMOIHEHWNA HAa3BaHMA MonbITKa co34aTb MOJIUTUKY C MYCTbIM HAMMEHOBAHMEM.
NONUTUKM Heobxoammo 3anoNHUTbL none « HammeHoBaHME»
32 |Owwnbka npu pasbope panna. Yoeamtecs, 4To BbiOpaH Heobxoanmmo NpoBepmnTb KOPPEKTHOCTb 3aNOHEHHbIX AAHHbIX B
HYXHbI Gann CSV-¢panne
33 |HeKkoppeKTHana cTpykTypa darna. MNposepbTe dain Ha Heobxoammo cBepuTb 3anonHeHHbIn CSV-dain ¢ ycTaHOBAEHHbIM
COOTBETCTBME WaboHY wabaoHom
34 | ®ain He coaepKUT AaHHbIX. YoeamTech, 4To BbIOpaH Heobxoanmo 3arpy3ntb CSV-daln ¢ 3anoNHEHHbIMM AaHHbIMU
HYXHbI dan
35 |HeKoppeKTHaa moaenb YCTPOMCTBA HeobxoanMmo NpoBepmnTb KOPPEKTHOCTb 3aNO/IHEHHbIX AAHHbIX B

CSV-daiine
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36 |HeKOppeKTHbIN CTaTyC YCTPOMCTBA B CUCTEME Heobxoammo obpaTnTbCa K aAMUHUCTPATOPY

37 |He ypanocbk co3gatb QR-koapl HeobxoaMmo NOBTOPUTL MOMbITKY MO3XKe UK
00pPaTUTLCA K CUCTEMHOMY aAMUHUCTPATOPY

38 |YpaneHHble yCTPOMCTBA NPUBA3ATb K rpynne He yaanock  |[onoaHUTENbHO HE NPeayCMOTPEHO BbIMOIHEHWE KaKMX-11Mbo
NencTBuin. Bce yCcTpoOMCTBa KPOME apXMBHbIX YCNELIHO NPMUBA3aANCh K
roynne

39 |HTTP ERROR 400 HeobxoamMmo o4ncTuTb Kall 1 cookies Beb-bpay3epa n NOBTOPUTL
3anpoc. B cnyyae noBTOpeHMA oWNBKK cneayeT 0bpaTUTbCs K
aAMUHNCTPaTOPYy

40 |MHTerpaums c UeHTPOM cepTUdUKaLUMM yKe cyllecTByeT |Heobxoammo MCnoNb30BaThb CYLLECTBYHOLLYHO MHTErPaLLMIO C LEHTPOM
cepTUdUKaumMm nnm nob6aBnUTb HOBYHO C APYTMM LEHTPOM
cepTUPMKaLmm

41 |HasBaHue nycto uam bonblue 256 cumBonos Heobxoammo BBeCTM Ha3BaHMe, cogeprkallee oT 1 40 256 cMMBONOB

42 |MpoBepka ¢opmaTta URL He nponaeHa Heobxoamnmo BBECTM 3N1eKTPOHHbIN aapec B popmaTe URL.
Hanpumep: https://www.omp.ru/

43 |Henopaep»mBaembl TMN cepBepa Heobxoammo yKkasaTtb T1n cepsepa Microsoft Active Directory
Certificate Services (AD CS), T.K.
ABpopa LeHTp noaaepmBaeT MHTErpaumio C LeHTpamm
cepTUPUKALIMMN, MMEIOLLIMM AaHHbIA TMN CepBepa

44 | NorunH nycT nnmn 6onblie 256 cMMBONOB Heobxoammo BBECTM NOMMH, coaepKawmii ot 1 4o 256 cMmBONOB

45 |MNaponb nycTo uam bonblue 256 cumBonos Heobxoammo BBECTM Napob, coaepalimni ot 1 o 256 cumsonos

46 |Owmnbka npu 06paboTKe NONYYEHHbIX AaHHbIX Heobxoanmo 0bpaTuTbCs K CUCTEMHOMY aMUHUCTPATORY,

aamuHucTpatopy LDAP nam noBTOPUTL MNOMbITKY NO34Hee
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47 |He yaanocb yaannTb HAaCTPOMKM MHTErpaumm HeobxoanMmo 0bHOBUTbL CTPaHMLLY M MOBTOPUTbL NOMbITKY MM
00paTUTLCA K CUCTEMHOMY aAMUHUCTPATOPY
48 |OwmnbKa coxpaHeHMa HACTPOEK MHTErpaLmm Heobxoammo obpaTUTbCsA K CUCTEMHOMY aAMUHUCTPATOPY,
aamuHuctpaTtopy LDAP nav noBTOpUTL NOMbITKY NO34Hee
49 |MNoakntoveHne HeaoCTyNHO Heobxoammo HaxaTtb «[oapobHee», YToObl MOCMOTPETb MOJTHbIN
TEKCT owmnbku (nn. 4.1.4.3.1). ObpaTUTLCH K CUCTEMHOMY
aAMUMHUCTPaTopy, agMmmnHuctpatopy LDAP nan noBToOpuUTb NOMNbITKY
nosaHee
50 |[docTyn 3anpelleH Y y4eTHOM 3anNmncK NONb30BaTENA OTCYTCTBYHOT NpaBa A0CTyNa,
Tpebyemble ANa NPOCMOTPA BbIOPaHHOW CTpaHKMLbl. [ HazHadYeHuA
npasB HeoHbxoAMMO 0OPaATUTLCA K AAMMUHUCTPATOPY YYETHbIX 3anuncen
51 |3arpykeH nycton CSV dann Heobxoammo 3arpy3ntb CSV-daiin ¢ 3anonHEHHbIMK AaHHbIMM
52 |YKa3aHHble AaHHble He MPOLLIM NPOBEPKY. YKa3aHHble JaHHble He NPOoLWAK NpoBepKy. Heobxoammo
CKOppeKTUpynTe AaHHble nepes oTNpPaBKoM CKOPPEKTUPOBATbL AaHHble Nepe OTNPaBKOM
53 |OwmnbkKa BannaaLmMm 3aroNoBKa. YKasaHbl HEKOpPPeKTHble |Heobxoammo npoBepmnTb KOPPEKTHOCTb 3aMOTHEHMA 3ar0/10BKa
Ha3BaHWA KONIOHOK. [TpaBUAbHbIE Ha3BaHMA KONOHOK CSV-¢dainna ana nmnopTa
HeobxoaMMo B3ATb M3 WabioHa
54 |OwwnbKa BannaaLUmMm 3aroNoBKa. YKasaHbl He BCe KONOHKK. |HeobXxoanmo NpoBepmnTb KOPPEKTHOCTL 3aMO/IHEHMA 3aro10BKa
KonmyectBo KOJIOHOK HeEOBX0AMMO B3ATb M3 LWabaoHa CSV-darna gna umnopTa
55 |Owwnbka Banmnaaumm 3aronoska. HenpasuibHbIM NOPAAOK |Heobxoanmo NpoBepmnTb KOPPEKTHOCTb 3aNO/IHEHWA 3aroN0BKa
KOMIOHOK. paBUAbHbIN NOPAAOK KONOHOK Heobxoammo  |CSV-dalina ana umnopTta
B3ATb M3 Wab/0OHa
56 |Owwnbka npu pasdbope panna. Yoeamtecs, 4To BbiOpaH Heobxoammo npoBepuTb KOPPEKTHOCTL BbibpaHHoro CSV-darna ana

HYYKHbIN Gann

MMMNOPTAa
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57 |OwmnbKa MMnopTa yCTPOMCTBa. KoAnyecTso 3HaYeHnn B |HeobxoamMmo npoBepuTb KOPPEKTHOCTb 3aM0IHEHHbIX AaHHbIX B CSV-

CTPOKe He PaBHO KOIMYECTBY KO/IOHOK B 3aro/10BKe.
Pasgenntenu 40NXKHbI COOTBETCTBOBATb PA3AeINTENAM
NepBOM CTPOKM

banne

58 |Owwnbka umnopTa. 3arpy>eH nycton CSV dpann. ®ann Heobxoanmmo npoBepmnTb KOPPEKTHOCTb 3aMO/THEHHbIX AaHHbIX B CSV-
[OKeH ObITb 3aN0IHEH JaHHbIMMU danne

59 |WLAN MAC yctporctea (WLAN_MAC). OwmnbKa HeobxoanMmo NpoBepUTb KOPPEKTHOCTb 3aMOIHEHHbIX AaHHbIX B CSV-
Ba/IM4aLUMM 3HAYEHMA. PeKomeHayem NpoOBepUTL danne, B yactHoct WLAN_MAC
yKa3aHHoe 3Ha4yeHune Ha cootseTcTene WLAN MAC
YyCTPOMCTBA

60 |IMEIl yctpoinctea (IMEI). OwnbKa Bannuaaumm saHa4eHus. Heobxoanmo NpoBepmnTb KOPPEKTHOCTb 3aNOHEHHbIX AaHHbIX B
PekomeHAyem NpoBepuTb YKa3aHHOE 3Ha4YeHne Ha CSV-daitne, B yactHocth IMEI
cootBeTcTBMe IMEI ycTponcTea

61 |KommeHTapuin (COMMENT). Ownbka Banmaaumm Heobxoanmmo NpoBepmnTb KOPPEKTHOCTb 3aNOHEHHbIX AAHHbIX B
3HayeHuA. AnnHa Ao/KHa ObITb A0 512 cMmBOIOB CSV-¢panne, B yactTHoct COMMENT

62 |Owunbra nmnopTa ycTponcTea. 3HaveHune IMEI nan WLAN |HeobxoanMmo NpoBepmnTb KOPPEKTHOCTb 3aMOJ/THEHHbIX AAHHbIX B
MAC He coOTBeTCTBYET 3aBeAeHHOMY B Ha3ze CSV-daitne, B yactHoctn IMEI 1 WLAN_MAC

63 |Mogenb yctponctea (MODEL _CODE). Owmnbka Heobxoammo NpoBepmuTb KOPPEKTHOCTb 3aNO/HEHHbIX AAHHbIX B
Ba/IMAALMM 3HAYEHMA. YKA3aHHOEe 3HaYeHne He CSV-¢panne, B yactHoctn, MODEL_CODE
COOTBETCTBYET KOAY MOAENN YCTPONCTBA M3 CNPABOYHMKA
YyCTPOMCTB

64 |Tpynna (GROUP). OwnbKa Bannaaumm saHaveHms. JavHa |Heobxoammo npoBepmnTb KOPPEKTHOCTb 3aMOJ/IHEHHbIX AaHHbIX B

NOJI}KHA ObITb OT 3 10 64 CMMBO1OB

CSV-¢danne, B yactHoctn, GROUP
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65 |Ownbka nomncka ycTponcTaa. [ nomcka yCTPOMCTBa HeobxoanMmo NpoBepmnTb KOPPEKTHOCTb 3aNO/IHEHHbIX AAHHbIX B
Heobxoanmo Hanmdme IMElI 1 WLAN _MAC CSV-¢panne, B yactHocTtu, IMElI 1 WLAN _MAC

66 |Pamuana (LAST_NAME). Ownbka Baanaaumm saHadeHuns. |Heobxoammo npoBepuTb KOPPEKTHOCTb 3aMOHEHHbIX AaHHbIX B
DamMunna MoXKeT coaepaTtb: a-a & a-z A-A EA-Z—" CSV-¢ainne, B yactHocth, LAST_NAME
npoben

67 |OtyectBo (PATRONYMIC). OwmnbKa Bannaaumm saHayeHma. |Heobxoanmo npoBepmnTb KOPPEKTHOCTb 3aMOJ/THEHHbIX AaHHbIX B
OT4YECTBO MOXET coZepxaTh: a-A & a-zA-AEA-Z-" CSV-daiine, B yactHocti, PATRONYMIC
npoben

68 |3nekTpoHHaa noyta (EMAIL). OwnbKa BannaaLmm Heobxoammo NpoBepmnTb KOPPEKTHOCTb 3aNO/HEHHbIX AAHHbIX B
3HaYeHMA. DNEKTPOHHAA NOYTa COCTOUT U3 2 YacTel CSV-¢anne, B yacTtHocTh, EMAIL
(nornHa nonb3oBaTeNA U AOMEHHOTO MMEHW cepBepa),
pasfeneHHbIX CUMBOIOM « @ ». [pumep:
example@example.ru

69 |dosmkHocTb (JOB TITLE). OwmbKa Bannaaumm 3HadeHunsa. |Heobxoammo npoBepmnTb KOPPEKTHOCTb 3aMOJTHEHHbIX AaHHbIX B

[IONKHOCTb MOXET cofiepaThb: a-a é a-z A-A E A-Z -
npoben

CSV-¢panne, B yactHocTu, JOB TITLE

70 |Homep TenedoHa (PHONE_NUMBER). Ownbka HeobxoanMmo NpoBepmnTb KOPPEKTHOCTb 3aMNOJ/IHEHHbIX AAHHbIX B
BaAMAauUMM 3HaYeHns. Homep tenedoHa A0NKEH CSV-¢anne, B yactHoct, PHONE_NUMBER
COCTOATb U3 UNdp

71 |Wma (FIRST_NAME). Owmnbka Bannaaumm 3HadeHus. Heobxoanmmo NpoBepmnTb KOPPEKTHOCTb 3aMO/THEHHbIX AAHHbIX B

OnvHa AonxHa ObiTb OT 2 A0 64 CMMBOIOB

CSV-daitne, B yactHoctu, FIRST _NAME

72

damunns (LAST_NAME). Ownbka Banmaaumm sHa4eHums.
OnviHa aonxKHa ObiTb OT 2 40 64 CMMBOI0B

HeobxoaMmo npoBepUTb KOPPEKTHOCTb 3aNONHEHHbIX JaHHbIX B
CSV-¢danne, B yactHoctu, LAST _NAME
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73 |OtyectBo (PATRONYMIC). OwmnbKa Bannaaumm saHayeHma. |Heobxoanmo npoBepmnTb KOPPEKTHOCTb 3aMOJ/IHEHHbIX AaHHbIX B

OnvHa aonxKHa 6biTh OT 2 A0 64 CMMBOOB

CSV-¢panne, B yactHoctn, PATRONYMIC

HonxHocTb (JOB_TITLE). Owmnbka Banmaaumm 3Ha4eHums.
OnviHa gonxHa ObiTb OT 2 A0 256 cMumBON0OB

HeobxoamMmo NpoBepUTb KOPPEKTHOCTb 3aMOIHEHHbIX AaHHbIX B CSV-

danne, B yactHoctn, JOB_TITLE

75 |Homep TenedonHa (PHONE_NUMBER). Owmnbka Heobxoanmmo NpoBepmnTb KOPPEKTHOCTb 3aNOHEHHbIX AAHHbIX B
BaAMAaUMM 3HaYeHus. anHa 4onkHa bbiTb OT 2 40 64 CSV-¢anne, B yactHoct, PHONE_NUMBER
CMMBOJ10B

76 |3neKkTpoHHaa noyta (EMAIL). OwnbKa BannaaLmm HeobxoanMmo NpoBepmnTb KOPPEKTHOCTb 3aMNOJ/IHEHHbIX AAHHbIX B
3HavyeHuA. nnHa AoMKHa 6bITb 0T 1 0 256 cMMBONOB CSV-¢anne, B yacTtHocTh, EMAIL

77 |Tpynna (GROUP). OwnbKa Bannaaumm saHaveHms. JavHa |Heobxoammo npoBepmnTb KOPPEKTHOCTb 3aMOJ/THEHHbIX AaHHbIX B
[ONXHa ObITb OT 2 A0 64 CMMBO/IOB CSV-daitne, B yactHoct, GROUP

78 |MAC WLAN. Owunbka Bannaaumm 3HadeHns. MAC WLAN  |Heobxoanmmo NpoBepPnTb KOPPEKTHOCTb 3aMOJ/IHEHHbIX AAHHbIX B
HeobxoAMMO nepenmncatb M3 NapameTPoB YCTPOMCTBA CSV-¢anne, B yactHoctn, MAC WLAN

79 |IMEI. Owwnbka Banngaumm 3aHadenma. IMEI Heobxoammo  |Heobxoammo npoBepuTb KOPPEKTHOCTb 3aMO/IHEHHbIX AAHHbIX B
nepenmcaTb M3 NapamMeTPOB YCTPOMCTBA CSV-daiine, B yactHocTH, IMEI

80 |Owmnbka nmnopTa. Parn coaepKMT TONbKO 3aro/I0BOK. HeobxoanMmo NpoBepPnTb KOPPEKTHOCTb 3aMNOJ/IHEHHbIX AAHHbIX B
®ann ponkeH bbITb 3aNONHEH AAHHbIMM CSV-¢panne

81 |Owunbka mmnopTta nonb3osatens. [lonb3osaTenb NoaydYeH |Heobxoammo NpoBeEPUTb KOPPEKTHOCTb 3aNO/THEHHbIX AaHHbIX O
n3 LDAP, nsmeHeHue ero AaHHbIX He4OCTynHO. A nons3osatene B CSV-dpainne
NPOAO/IKEHNA UMMOPTA YAA/INTE AAHHYIO CTPOKY U3
danna

82 |Ctpaterma (STRATEGY). Owmnbka Bannaaumm 3Ha4eHus. HeobxoanMmo NpoBepmnTb KOPPEKTHOCTb 3aNOHEHHbIX AAHHbIX B

Tun ponxkeH 6bITb SKIP A REPLACE

CSV-danne
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5.2. OwunbKkn nmnopTa

5.2.1. OwwunbKM nmnopTa yCTPOMNCTB

MmnopT yctponcTs 13 CSV-paitna MoKeT NpoxoamuTb C OLLMOKaMK, ONMCaHMe KOTOpPbIX NpueeaeHo B Tabauue (Tabaunua 49).

Tabnuua 49
Ne
n/n TeKcT oWwmnbKM [elcTBne ona ycTpaHeHMs ownbKu
1 Mogaenb yctporctea (MODEL CODE). OwmnbKa Bannaaumm saHayeHma. YkazaHHoe YKa3aTb KOPPEKTHOE 3HaYeHne
3HaYeHMe He COOTBETCTBYET Ha3BaHMIO MOAENN YCTPOMCTBA B cucTeme. O3HAaKOMUTLCA C
KOPPEKTHbIMM Ha3BaHMAMKN MOoAeNen yCTPOMCTB MOXHO B CNpaBKke 06 MMNopTe nan B
CNpaBOYHMKE MOAENEN NPU CO3AaHNM YCTPOMCTBA
2 [Mnatdopma (PLATFORM). OwmnbKa BannaaLmm 3HayeHma. YKazaHHoOe 3Ha4YeHne He YKa3aTb KOPPEKTHOE 3HAYeHMeE
COOTBETCTBYET Ha3BaHMIO NaaTGopMbl B cnucteme. O3HaKOMUTLCA C KOPPEKTHbLIMM
Ha3BaHMAMM NAATPOPM MOXKHO B CNpaBKe 06 MMMNOPTE UM B NPEANONKEHHOM CMMCKe
nnatdopm Npun co3aaHMmM yCTPOICTBA
3 |OwmnbkKa NpMBA3KM YCTPOMCTBA K rpynne. YkasaHHadA B Gaine rpynna ABnAeTcs YKa3aTb Apyroe Ha3BaHWe rpynnol B
OMHAMUYECKOM rpynnon B cucteme. K AMHaMmMyYeckom rpynne Heab3s NpmuBa3biBaTb banne
yCTpoMCTBa. YKaXK1Te Apyroe HasBaHue rpynnbl B parne
4 |Tpynna (GROUP). Owmnbka Banmaaumm 3aHaveHuns. AnnHa aonkHa obiTe 0T 2 A0 64 OnvHa gonxKHa 6bITb OT 2 A0 64
CMMBO/10B CMMBO/10B
5 |Owwunbka mmnopTa rpynnbl. [pynna ¢ TaKMmM Ha3BaHMeM Bblna NOMELLEHA B apXMB. YKa3aTb Apyroe Ha3BaHWe rpynnobl B
BoccTaHOBMTb €e HEBO3MOKHO, MO3TOMY HEODXOAMMO MCMO/Ib30BaThb APYroe Ha3BaHMe banne
rpynnbl
6 |IMEIl Owwnbka Bannaaumm 3HadeHuns. IMEI HeobxoanMmo nepenncaTs M3 NapameTpos YKa3aTb KOPpPeKTHOe 3HavyeHune

YCTpOMCTBa
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Ne

n/n TeKcT oWwmnbKm [elcTBne pna ycTpaHeHMs ownbku

7 |SN. OwmnbKa Bannaaumm saHavyeHma. SN HeobxoaMMo nepenmncaTtb M3 NapameTpoB YKa3aTb KOPPEKTHOE 3HaYeHne
YCTpOMCTBA

8 |Ethernet MAC. Owunbka Banmnaaumm 3HadeHns. Ethernet Heobxoanmo nepenncatb U3 YKa3aTb KOPPEKTHOE 3HaYeHMe
NapaMeTpOB YCTPOMCTBA

9 |WLAN MAC. Owwnbka Bannaaumm 3HaveHns. WLAN MAC Heobxoammo nepenmcaTb 3 YKa3aTb KOPPEKTHOEe 3HayYeHne
napamMeTpOoB YCTPOMCTBA

10 |OwmnbKa MMnopTa YCTPOMCTBA. YCTPOMCTBO C TAKUM MAEHTUOUKATOPOM ObINO NOMELLEHO B |HANTM yCTPOMCTBO B apXMBE U
apxunB. HeobxoaAMMo HaliTK ero B apxmMBe 1 BOCCTAHOBUTb BOCCTAaHOBWUTb

11 |OwmnbKa nmnopTa YCTPONCTBA. B cMcteme HalaeHO yCTPOMCTBO NO O4HOMY M3 HalnTn yCcTpPOMCTBO B CUCTEME U
NAEHTMOUKATOPOB, HO ApyrMe NAeHTUPUKATOPbI He cOBNaAatoT. HanamnTe yCTPOMCTBO B NPOBEPMUTb Ha COOTBETCTBUE
cMCTeMe M NpOBepbTe yKa3zaHHble B daline AaHHble Ha COOTBETCTBME YKa3aHHbIX B panne AaHHbIX

12 |OwwnbKa Bannaaumm cTpokn. Cuctema He CMOTa Pacno3HaTb COAEPHKMMOE CTPOKM. [MpoBEPUTH KOPPEKTHOCTb
MpoBepbTe KOPPEKTHOCTb 3aMNO/IHEHMA AAHHbIX, BOCMNO/1b30BaABLLMCb PEKOMEHAAUMAMM B |3aNONHEHNS AaHHbIX (Nn. 2.2.3.1,
cnpaske 06 umnopTe nn. 2.3.3.1)

13 |OwmnbKa nmnopTa. 3arpy*keH nyctont CSV dann. Pann gonxeH 6bITb 3aN0AHEH AaHHBIMM  [3aN0AHUTL Galn AaHHbIMK

14 |OwnbKa umnopTa ycTpoicTBa. KoimyecTBo 3HaYeHMIM B CTPOKE He PaBHO KOJIMYECTBY Pasgenntenn L4oMKHbI
KONOHOK B 3aro/s10BKe. Pa3aenmten A0NKHbI COOTBETCTBOBATbL Pa3AeMTENSAM NEPBOA COOTBETCTBOBATb Pa3Ae/IUTE/IAM
CTPOKM NepBOM CTPOKM

15 |KommeHTtapuit (COMMENT). OwmnbKa Bannaaumm aHadyeHma. AanHa gonxkHa obitb 40 512 | AanHa A0MKHa ObITb A0 512
CMMBOJIOB CMMBOJIOB

16 |OwmnbKa NpMBA3KKM YCTPOMCTBA K rpynne. YKazaHHaA B CTpaTernm MMNopTa rpynna yaaneHa |YKkasaTb KOPPEKTHYHO rpynny

N3 CUCTEMbI. YCTPOMCTBO OblNo A0OaBAEHO B rpynny, yKa3aHHyto B panne. Ecam B parine
OTCYTCTBOBana rpynna, Toraa yCTPOMCTBO HaxoAMTca B cucteme 6e3 rpynnol
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Ng ~
n/n TeKcT ownbKm [encteme ona ycTpaHeHus owmnbKm
17 |OwmnbKa MmnopTa YCTPONCTBA. YKa3aHO CAANLLIKOM MHOTO MAEHTUPMKATOPOB OAHOro TMNa. |YKa3aTtb He bonee 10

NaeHTUPUKATOPOB 04HOIO TUMNa AOMKHO bbiTh He bonee 10

naeHTndMKaTopos B dpanne

é a-zA-AEA-Z-"'npoben

18 |OwnbKa MmnopTa yCTPOMCTBA. YKa3aHO CAMLWKOM MHOTO MAEHTUPUKATOPOB 04HOrO0 TNa | YKasaTb He bonee 10
ONS CYLLECTBYHOLLEro yCTPOMCTBA. MAeHTUPMKATOPOB 0AHOMO TMNa A0/IKHO bbiTh He Bonee |MaAeHTUPUKATOPOB B haline
10
19 |OwmnbKa MmnopTa YCTPOMCTBA. YKa3aHbl Aybanpytolmneca MaeHTUPUKaTopPsI NckntounTs aybanpytoLme
naeHTMOUKaTopbl M3 Ppanna
20 |[CrpaTeruna (STRATEGY). Ownbka Banmaaumm 3HaveHus. Tun goaxeH obitb SKIP nan YKa3aTb KOPPEKTHOE 3HAYeHME
REPLACE
5.2.2. OwwunbkM MMNopTa Nonb3oBaTeNeM
MmnopT nonb3osatenei ns CSV-panna moxKeT NpoxoamnTb C OWMbKamm, onmucaHme KoTopbix NpueeaeHo B Tabauue (Tabanua 50).
Tabnanua 50
Ne "
n/n TeKcT ownbKm [encteme ona ycTpaHeHus OWnbKu
1 |OwnbKa NomcKa yCTPOoMCTBA. YKa3aHHble AaHHble MAEHTUPUKATOPOB HEKOPPEKTHbI, MO0 | YKa3aTb KOPPEKTHOE 3HAYEHNE UM
MO HMM He yAan0oCb HANTN YCTPOMCTBO N06aBUTb YCTPONCTBO B CUCTEMY, B
C/y4ae ero OTCyTCTBUM
2 Nmsa (FIRST _NAME). OwmnbKa Banngaumm sHadeHma. Ims MoxKeT cogeprkaTb: a-a € a-z A-A | YKa3aTb KOPPEKTHOE 3HaYeHue
E A-Z-"'npoben
3 |®amunusa (LAST_NAME). OwnbKka Banmaaumm saHaveHmna. amumama MoXKeT coleprkaTbh: a-a | YKa3aTb KOPPEKTHOe 3HaYeHune
éa-zA-AEA-Z-'npoben
4 |OtyectBo (PATRONYMIC). OwmnbKa Banngaumm sHadeHma. OT4eCTBO MOXET COAepKaTb: a-A|YKa3aTb KOPPEKTHOEe 3HaYeHne
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:];'; TeKcT owmnbKu [encteue ona yctpaHeHUA OWUBKM

5 |3neKktpoHHaa noyta (EMAIL). OwnbKa BaanaaLmm 3Ha4eHMA. INeKTPOHHAA NoYTa COCTOUT |YKas3aTb KOPPEKTHOEe 3HaYeHune
13 ABYX YacTen (NormHa nonb3oBaTens U JOMEHHOIro MMEeHU cepBepa), PasaeneHHbIX
CMMBONIOM «@». Mpumep: example@example.ru

6 |domkHocTb (JOB_TITLE). Owmnbka Bannaaumm 3HadeHna. JJoNKHOCTb MOXKET COAepKaTb: a- |YKa3aTb KOPPEKTHOE 3HaAYeHUNEe
Aéa-zA-AEA-Z-npoben

7 Homep tenedpoHa (PHONE_NUMBER). Owmnbka Banngaumm sHadyeHma. Homep tenedpoHa YKa3aTb KOPPEeKTHOe 3HavyeHune
[O/IKEH COCTOATL U3 LMdP

8 |Mma (FIRST_NAME). Ownbka Banmaaumm 3aHavyeHuns. InnHa gonkHa obiTb 0T 2 A0 64 JnvHa gonxkHa 6bITb OT 2 00 64
CMMBO/10B CMMBO10B

9 |damunnsa (LAST_NAME). OwnbKa Banmaaumm sHadeHma. JamHa 4oaKHa ObiTb 0T 2 A0 64 | [AnnHa AoakHa ObiTh OT 2 A0 64
CMMBO/10B CMMBO/10B

10 |OtyectBo (PATRONYMIC). Owmnbka Bannaaumm 3HadeHuns. anHa gonkHa 6biTb 0T 2 40 64 | nnHa AonKHa 6bITb OT 2 A0 64
CMMBO/10B CMMBO/10B

11 |9nekTpoHHasa noyta (EMAIL). Owmnbka Bannaaumm 3HadeHuna. AanHa goaxkHa oot o1 1 o | AavHa Ao1KHa ObiTh 0T 1 A0 256
256 cMmBOJI0B CMMBOJ10B

12 |donkHocTb (JOB_TITLE). Ownbka Banmaaumm aHaveHms. JamHa AonKHa ObiTb OT 2 A0 256 | arHa A0MKHA ObiTh OT 2 A0 256
CMMBO/10B CMMBO/10B

13 |Homep tenedpoHa (PHONE_NUMBER). OwmnbKa Banngaumm sHadyeHma. JavHa 4oxKHa 6bITb | JAMHa A01KHa ObiTb OT 2 A0 64
OoT 2 00 64 CMMBO/IOB CMMBO/0B

14 |F'pynna (GROUP). Owmnbka Bannaaumm aHadeHma. nnHa gonxHa bbits oT 2 A0 64 ONvHa gonxKHa 6bITb OT 2 A0 64
CMMBO/10B CMMBO10B

15 |WLAN MAC. OwmnbKa Banmnaaumm 3aHadeHma. WLAN MAC Heobxoammo nepenmncaTb 13 YKa3aTb KOPPEKTHOe 3HavyeHune

NapameTpOB YCTPOMCTBA
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Ne

n/n TeKcT owmnbKu [encteue ona yctpaHeHUA OWUBKM

16 |IMEI. Owmnbka Banmaaumm 3HaveHns. IMElI HeobxoamMmo nepenncaTb M3 NapaMeTpoB YKa3aTb KOPPEKTHOEe 3HayYeHne
YCTpOMCTBA

17 |Ethernet MAC. OwnbKa Bannaaumm 3HaveHma. Ethernet Heobxoammo nepenucats 13 YKa3aTb KOPPEKTHOE 3HaYeHMe
NapaMeTpOB YCTPOMCTBA

18 |SN. Owmnbka Banmaaumm 3Ha4yeHna. SN HeobxoaAMMo nepenmcaTb U3 NapameTpOoB YKa3aTb KOPPEKTHOEe 3HayYeHne
YCTPOMCTBA

19 |Owwnbka umnopTa. 3arpyxeH nycton CSV dann. ®ain gonxkeH 6biTb 3aN0AHEH AaHHBbIMK | 3aNOAHUTL QA AaHHbIMM

20 |Owwnbka umnopTa. Pann coaepKMUT TONbKO 3aronoBoK. Paia AoKeH ObiTb 3aN0HEH 3anonHUTbL Garn AaHHbIMM
AAHHbIMM

21 |[Owwnbka MmnopTa Nonb3oBaTens. KoamyecTso 3Ha4YEHMN B CTPOKE HE PAaBHO KOIMYECTBY Pasgenntenn 40/IKHbI
KONOHOK B 3aron10BKe. Pasaenmtenn 401 KHbl COOTBETCTBOBATb Pa3Ae/IMTeNnam nNepsown COOTBETCTBOBATb PA3AE/NUTENIAM
CTPOKM NepBOM CTPOKM

22 |OwmnbKa umnopTa nonb3osaTens. [onb3osaTtens nonyyeH ns LDAP, nsmeHeHune ero Ona npoaomKkeHna nmnopTa
NAHHbIX HeAOCTYNHO. [AnA NpOoAOKEHUSA MMNOPTA YAaNNTe AaHHYK CTPOKY M3 dainna HeobXxoAMMO yAANNTb AAHHYHO

CTPOKY M3 daina
23 [CrpaTeruna (STRATEGY). Ownbka Banmaaumm 3HaveHus. Tun gonxeH obitb SKIP nan YKa3aTb KOPPEKTHOEe 3HayYeHne

REPLACE
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5.3. OrpaHunyeHuns

B xoae paboTbl c MY BblAENAOT CAeaytoline orpaHnyeHns, npmseaeHHble B Tabanue (Tabamua 51).

Tabnnua 51

Ne

n/n OrpaHunyeHune PelweHue

1 |OdnanH-cueHapum moryT oTpaboTaTb HEKOPPEKTHO NPK PekomeHayeTcA Ha3zHa4vyaTb odnamH-cLUEeHapum nocae
YCKOPEHHOW aKTMBaLMM YCTPONCTBA NPOXOXAEHNSA YCKOPEHHOW aKTMBALMM

2 |YCTpOMCTBO MOXKET He NoAKNUNTbCA K 1Y, ecan nocne ero Mepe3arpy3nTb YyCTPOMNCTBO NOBTOPHO M BBECTM NAPO/ib
nepesarpyskun He BBECTM Napob A5 Pa3b/OKMPOBKM B TeYeHMe
1 1 bonee MUHYTLI

3 |Mpn Ha3HaYeHUM NOAUTUKMN Ha TPYNNYy YCTPOMCTB M3 bonblioro  |OnepmpoBaTh rpynnamm ¢ TaKMM KOIMYECTBOM YCTPOMCTB,
KonnyecTsa ycTponcTs (6onee 10 TbicAY) BO3MOXKHO NOABMEHME |KOTOPOE MO3BOANT HAa3HAUYNTb HA HUX MONUTUKK 33 1 MUHYTY,
B MHTepdence owmnbrm INTERNAL_ERROR. Mpu aTom camo ONTMMaNbHOE KONMYECTBO 2 ThICAYN YCTPONCTB
Ha3HayeHue NONTUKN BbIMONHUTCA B QOHOBOM PEXKMM

4 |Mpwn obHoBAeHUN OC Cc MOMOLLbIO NOAUTUKM YCTPOMCTBO MOXKET |BBeCcTM Naposib ANA pa3bAoKMPOBKM M A0XKAATbCA YCTAHOBKM
3anpallmBaTh BBOA Napoa Ana pa3bioKMPOBKK obHoBneHns OC

5 |B npouecce NOBTOPHOM aKTUBALMM YCTPONCTBO MOXKET — BapwuaHT 1. Heobx0aMMOo 3aKOHYMUTb MOBTOPHYO

noAKAo4aTLCA K 1Y 1 MoJly4aTb OT HEE KOMAHA b

aKTMBaLMIO YCTPOMCTBA, OTCKaHMpoBaB QR-koa. B pe3ynbTate
YCTPOMCTBO NOAKNUNTCA K [TY 1 ByaeT nonyyaTb onepaumm ¢
HOBbIM TOKEHOM;

— BapwuaHT 2. Heobxoanmmo noaoxaatb 1 4ac, He Ha3Ha4vas
NONTUKM M He 0TNpPaBnAa push-yBegomneHus. B pesynbtate
Device APl Gateway 6onblue He byaeT cynTaTb TOKEH
Ba/IMAHbIM M NPOBEPUT TOKeH B [1b




226

AQMI.20134-01 90 01-3

OrpaHu4yeHue

PeweHune

BO3MOKHa pacCUHXPOHM3ALMA BPEMEHU cepBepa m
npunoxeHna «Aspopa LleHTp», ycTaHOBAEHHOrO Ha
YCTPOMCTBAX, BCAEACTBME YEro HEKOPPEKTHO paboTatoT
BPEMEHHbIE KOMaH/bl ONepaTUBHOIO yNpaBieHus

HeobxoaMmo BOCNONb30BaTLCA OAHUM M3 CNOCOobOoB:

— MepenTn B HACTPOMKM BPEMEHWN N AaTbl YCTPOMCTBA:

® eC/M aBTOMaTUYeCcKoe 0BHOBEHNE BPEMEHM BbIKIHOYEHO,
HeobXxoAMMO BKIKOUYNTb €10 N Nepe3arpysnTb YCTPOMCTBO;

® eC/M aBTOMaTMYyecKoe 0OHOBNEHNE BPEMEHM BKAOYEHO,
HeobX0AMMO BbIKAOYMTb M BKIOUYMTb €ro NMOBTOPHO,
nepesarpysunTb YyCTPOMCTBO;

— Ha rpynny yCTPOMCTB AW FPYNMny Noab3oBaTeNel, B
KOTOPYO BXOAMUT YCTPOMCTBO, AONONHNUTENBHO HAa3HAUYNTb
NONINTUKY C NPABMUIOM, 3aNpeLlatoLmM N3MEeHEeHME AaTbl U
BPEMEHM Ha YCTPOICTBE;

— BMeCTO H10KMPOBKM YCTPOMCTBA C MOMOLLBK ONepaTBHOM
KOMaH/ibl Ha3HAYMTb Ha FPYNNy YCTPONCTB AW rpynny
NONb30BaTENEN, B KOTOPYIO BXOAUT YCTPOMCTBO, Od1alH-
cueHapuin ¢ 61OKMPOBKOM YCTPOIMCTBA MO OTCYTCTBMIO CBA3M C
CepBepoM Ha MMHMUMaAIbHOE 3HAYEHNE BPEMEHM

Ecnv npu ckaumBaHMM 0OHOBAEHMA CEPTUPULIMPOBAHHON
Bepcun OC ABpopa NepeKktoUYnTb PEKUM YCTPOMUCTBA (13
pexnma AODMUHUCTPATOP B peXXMMm [1onb30BaTeNb UK
HaobopoT), CKa4YMBaHME MOXKET NPEePBaTLCA M, KaK C/IeCTBUE,
0bOHOB/NIEHWNE HE YCTAaHOBMUTCA

Joxaatbca 3aBeplieHna obHosneHma OC 1 3aTem
NepektoYaTb PEXKNUM YCTPONCTBA
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paboTaTb onepaTUBHOE ynpasaeHne n cepTuduKaTbl ANA
YCTAaHOBKM coeaMHEHNSA C cepBepom MY

Ne
OrpaHu4yeHue PeweHue

n/n

8 |Ecan ycTponcTBo ¢ 06HOBNEHHbBIM NPUAOKEHNEM «ABPOPa HeobxoanMmMo BbINONHUTbL CAeaytolime AeNCTBUA:

LleHTp» 6bIN10 aKTMBMPOBAHO B TEHAHTE, CO34aHHOM W13 1. AKTMBMPOBATb YCTPOMCTBO B A€PONTHOM TEHAHTE;

nedonTHOro, a 3aTem OYMLLEHO, TO A5 €r0 MOBTOPHOM 2. Ha3HauuTb Ha yCTpoMCTBa NOANTUKY C OBHOBAEHMEM

aKTMBALMWN B TeHaHTe HeoHX0AMMO OOHOBUTH npunoxeHma «Aspopa LieHTp» (C NOMOLLbIO omp-ocs-—

npunoxeHne «Aspopa LleHTp» yepes NoAnUTUKY B AeDONTHOM updater);

TEHaHTe 3. Tocne ycTaHOBKM OOHOBAEHMA NPUIOKEHNA aKTUBMPOBATL
YCTPOMCTBO B TEHAHTE, CO34aHHOM M3 AedONTHOTO

9  |Mpwn HazHavyeHUn obnanmH-cLeHapmeB ¢ CObbITMAMK «BHE 30HbI | PEKOMeHAYeTCs A0XKAATbCA BbINOJHEHUSA BCEX HAa3HAYEHHbIX
nenctena WLAN» n «HaxoxkaeHune 8 30He WLAN» Ha bonbwoe  |onepaumii (TOAUTMK, onepaTUBHbIX KOMaHA, 1 0dNanH-
KonmyectBo ycTponcts ¢ OC ABpopa MoryT 6bITb 3a4€PKKM BO cueHapwues). lNpobnema byaeT ycTpaHeHa B caeayoumx
BPEMEHM NpPU BbIMOJAHEHMM HA YCTPOMCTBAX Ha3HAYeHHbIX pennsax MMNo
onepaunin (NOANTUK, ONepaTUBHbIX KOMaHA M opaaliH-
cueHapmes)

10 |YcTpomcTteo Mashtab TrustPhone T1 byaeTt umeTsb cTaTyc «He HeobxoaMMO BbINONHUTbL Ceaytoline AenCcTBUA:

COOTBETCTBYET NOANTUKEN», EC/INM HA HETO HAa3HAYeHO NPaBUIO 1. BKAOYNTb MUKPOGDOH M Kamepy C MOMOLLbK KHOMKM Ha
«Mcnonb3oBaHMe Kamepbl — PaspelieHo» nan «Mcnonb3oBaHne |Kopnyce;
MUKpodOoHa — PaspelleHo», HO NPM 3TOM NONb30BaTENb 2. Tony4nTb COCTOAHME YCTPOMCTBA C MOMOLLbHO
BPYYHYHO OTKAKOUMA Kamepy M MUKPOPOH C MOMOLLLbIO KHOMKM Ha |0nepaTUBHOM KOMaHAbl MW A0KAATbCA CAeayoWero
KOopnyce yCTPOMNCTB B3aMMOJENCTBUA YCTPOMCTBA C cepBepom 1Y

11 |Mpn n3MeHeHnn BpeMeHM Ha YCTPOMCTBAX MOTYyT HEKOPPEKTHO | [na nsbexkaHna npobiem B paboTe onepaTMBHOro

ynpaBieHua n cepTMPUKaToB ANA YCTAHOBKN COeANHEHMA C
cepsepom [1Y pekomeHAayeTcA Ha3HaYMTb Ha YCTPOMCTBA
NOZIMTUKY C NPaBMAOM «YNpaBaeHWe AaTOM M BpEMEHEM —
3anpeLeHo»
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Ne
OrpaHu4yeHue PeweHue
n/n
12 |Ha ycTtpoucTeax c OC ABpopa Bepcum 5.1.0 1 Bbile He BHUMAHME! Ha ycTtpoiicteax c OC ABpopa Bepcumn 5.1.0 1
NOAAEPHKMBAETCA AayHIPeNa NPUIOKEHNN BbllLE HE NOAAEPKMBAETCA OOHOBAEHMNE MPUNOKEHWNI C
NOHWXeHnem Bepcuun. NMpobnema byaeT ycTpaHeHa B
cnenyrouwmx sepcmax MO n OC Aspopa
13 |Ecnun ogHOpa3oBblii Napoab Nonb3oBaTena/aAMnHMUCTpaTopa He |— BapuaHTl. HeobxoamMmo ybeanTbea, YTO OTNPaBAEHHbIN
6bln NPYMEHEH Ha YCTPOMUCTBE, TO MOBTOPHAA OTNPaBKa TOrO e |0HOPa30BbIM Napob Obi1 NPUMEHEH Ha YCTPOUCTBAX, U
napona npueeaeT K owmnbke «OWnbKa Npu cMeHe napona NOBTOPWUTb OTMNPABKY;
I'IOJ'Ib3OBaTeJ'IFI>>/«OLLIl/I6Ka npum cmeHe nNapoad agMmMHUCTPaTopa» |— BapMaHT 2. Heo6xo|ﬂ‘V|MO OTNPaBuTb Ha yCTpOl;ICTBaX
0HOPa30BbI NapO/b N0b30BaTENS/aAMUHNCTPATOPA,
OT/IMYHbIM OT NpeablayLWero
14 |MY noaaep*kmnBaeT ynpaBaeHme ycTponcts ¢ 1 HeobxoAnMMO y4mTbIBaTb 3TO OrpaHNUYEHNE NPU HA3HAYEHMM
aaMunHncTpaTopom 1 1 nonbsosatenem 8 OC. Ecnm B OC Ha MNOJIMTMK Ha YCTPOMCTBAX
YCTPOWUCTBAxX CO34aHO HECKO/IbKO M0JIb30BaTeNEMN, TO COCTOAHME
YCTPOMCTBA MOXET He COOTBETCTBOBATb OXKMAAEMOMY
noseaeHuto. MNogxatoveHmaA, 4 KOTopbIX BbiAM CO3aAaHbI 1
BbINYLLEHbI MONb30BaTENbCKNE CEPTUDUKATLI, HE ByayT paboTaTb
Ha yCTPOWCTBaX, eC/iM Nob30BaTe b He ByaeT coBnaaaTh C
YKa3aHHbIM B cepTuduKaTe
15 |locne nepeakTnBaLmMmM YCTPOMCTBA Ha APYrom cepsepe moryT He |lpobnema akTyansHa ana ycrponcts ¢ OC ABpopa Bepcuii

YCTaHaB/IMBATbCA MPUIO0KEHNA

4.0.2 update 5, 4.0.2 update 6, 4.0.2 update 7 1 5.0.1.

[MPUNOKEHNA MOTYT He YCTaHAB/IMBATLCA KaK /I0KaIbHO (Yepes

RPM-daiin), Tak n U3 noanTukK. na peweHma npobiemsl
HeobxoaAMMo:

1) YCTaHOBUTb zypper C NOMOLLb KOMaHAbI:
devel-su pkcon install zypper
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Ne
OrpaHu4yeHue PeweHue
n/n
2) NpocmoTpeTb CANCOK PENO3UTOPUEB C MOMOLLBIO
KOMaHAbl: zypper 1r
3) B cnucke penosntopues HaTh penosntopmumn PK_TMP_DIR
M y3HaTb ero Homep (byAeT ykasaH nepes peno3nTopmuem).
YOannTb peno3nTopuri € NOMOLLbID KOMaHAb!:
zypper rr <HOMEP peno3uTopmda>
16 |Yepes 5 cekyHa nocae NoayvyeHusa KOMaHabl Ha OYUCTKY HeobxoAnMMO y4nTbIBaTb AaHHYO OCOOEHHOCTb NPKW OTNPaBKe
OCYLLLeCTBAAETCA OTNPaBKa OOHOBAEHHOIO COCTOAHMA onepaumm No OYMCTKE YCTPOMCTBA. BbiNnoaHeHMe onepaummn
YCTPOWCTBA M €ro cbpoc K 3aBOACKMM HACTPOVKaM. byaeT ycoBeplleHCTBOBAHO B caeaytolmx sepcus MMoO
Ecnm 3a 3Tn 5 cekyHa 0OHOBNIEHHOE COCTOAHME MO KaKMM-TO
NpUYMHaAM He OTNPaBMAOCH (Hanpumep, M3-3a He4OCTYNHOCTM
cepsepa [1Y), To Npu cneaytollem NOAKAOUYEHNN K CepBepy
YCTPOMCTBO CHOBA NOJIYYMT ONePaLMIO Ha OYMCTKY.
MPUMEYAHUE. OnuncaHHbIN NpoLEecc MOXKeT NoBTOPATLCA bonee
0A4HOro pasa
17 |B pexunme KMOCKa He OTKPbIBAtOTCA BED-CTPaHMLb! MpK HaXkaTun |Ecnum Bpaysep BKAOUYEH B CMMCOK NPUIOKEHUI pexmma
Ha AP/IbIKK KMOCKa, HeobXoaAnMMO:
— OTKPbITb €r0 ¥ NPONTK BCE HEODXOAMMbIE Laru
3HakomcTBa (onboarding);
— OTKPbITb AP/IbIK HY*KHOW BEO-CTPaHMLLbI
18 |lMpu BbINOAHEHWM BU3HEC-CLIEHAPMA MO BbIBOAY M3 HeobxoAMMO y4nTbIBaTb 3TO OrPaHNYEHME NPU BbI3OBE

aKCnAyaTauum yCTPOMCTBO HE apXMBUPYETCS

H13Hec-CLLeHapMA NO BbIBOAY YCTPOMCTBA M3 3KCMNAyaTaumu.
BbinonHeHWe onepauum byaeT yCOBEPLUEHCTBOBAHO B
cnenyrouwmx sepcma Mo
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Ne
OrpaHu4yeHue PeweHue

n/n

19 |YcTpoucTeo Ha 6a3e OC Aspopa Bepcum 4.1.0 6roKknpyeTca HeobxoaMmo y4nTbiBaTh AaHHYHO OCODEHHOCTb NPMU
HaBCer4a npuv ero BbIKNKYEHUN UIN NepesarpysKkm BO Bpems H610KMPOBKe yCTponcTBa Yepes Y. BbinonHeHMe onepaumm
nencrema 610KMPoBKKM Yepes MY bynet ycoseplueHcTsoBaHo B OC ABpopa Bepcumn 4.1.0

updatel
20 [OcobeHHOCTb MCNONb30BaHNA CEPTUOMKATOB NPU aKTMBaUMM U |ECAM ANA aKTMBALMM MAM CAMOCTOATENbHOM PerncTpaLmm

CaMOCTOATE/IbHOW PermcTpaLmm yCTpomncTs

YCTPOWMCTB MCNOb3YIOTCA CEPTUDUKATDI, 3arPysKEHHbIE B
npunoxeHme «Apopa LleHTp», TO Npu ycTaHOBKe
coeiHeHMA cepBepom ByayT MCNONb30BaHbI TONbKO 3TK
cepTuduKaThl, a ceptmdmkaTtel OC ByayT NPOUTHOPUPOBAHDI.
HeobxoAMMO y4nTbIBaTb 3TY OCOBEHHOCTb, MHAYe Npwu
aKTUBALUMM MU CAMOCTOATENbHOW PerucTpaLmmn ycTpomncTea
BO3MOXHa olmnbKa «Server reply 5: Operation canceled» 8
KypHane npunoxenus «Aspopa LleHTp» Ha ycTponcTee
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MEPEYEHb TEPMWUHOB ¥ COKPALLEHUI

icnonb3yemble B HACTOALWLEM AOKYMEHTE TEPMUHbLI U COKpaLLeHMA NpuBeaeHbl B
Tabnmue (Tabnanua 52).

Tabnnua 52
TepmuH/
P Pacwundposka
CoKpalleHue

OC OnepaunoHHaa cucTtema

OdnamH- [paBKiO, KOTOPOE OTNPABAAETCA C YKa3zaHMeM COObITUA cpabaTbiBaHMUA Ha

CLEeHapum YCTPOMCTBA U JO/IKHO KMFHOBEHHO» NMPUMEHUTHCA MO 3TOMY CObbITUIO (B
TOM YMCAE, ECIN B 3TOT MOMEHT HET CBA3MN C CEPBEPOM)

N6 MNoacuctema 6e30nacHOCTH

LY MNoacuctema «MapKeT»

Nno MporpammHoe obecnevyeHune

NnooC Moacuctema obHoseHua OC

rnro MpuknagHoe nporpaMmmHoe obecneveHme «Apopa LleHTp»

MpunoxeHune |MpunoKeHnem ABASETCA MODUIbHOE NpUoXKeHMe, GYHKUMOHUPYLOLLee
noa ynpasneHnem OC ABpopa

rny MNoacuctema MNnathpopma ynpaBaeHua

CYA CepBuc yBeaomaeHnin ABpopa

YCTponcTBO Mopa, yCcTpoMCTBOM NoapasymeBaeTca MOOUAbHOE YCTPONCTBO, HA KOTOPOM
OYHKLMOHNPYIOT COOTBETCTBYHOLLME KOMMOHEHTbI M0

YekboKc dNemMeHT ynpaBaeHua, NpeaoCTaBAAOLMN BO3MOXKHOCTb OCYLLLECTBUTD
BbI6OP, a TaK)Ke BbI3BATb CMMCOK ObICTPbIX AENCTBUI

2BM DNEeKTPOHHO-BbIYMCAUTENBHAA MaALLMHA

Bluetooth® CtaHaapT 6ecnpoBoaHOM CBA3K, obecneymBatolnii obmeH AaHHbIMM
MeX Ay YCTPOMCTBAMM Ha OCHOBE Y/IbTPAKOPOTKMX PaaMOBO/H

BSSID Basic Service Set Id - 48-6UTHbIN MAEHTUPUKALMOHHbI HOMEP B
HbecnpoBOAHbIX ceTax cTaHaapTa IEEE 802.11

CSsv Comma-Separated Values — TeKkcToBbIM dopmaT, npeaHa3Ha4YeHHbIN A5
npeacTaBAeHnA TabAMYHbIX AaHHbIX

Fingerprint Lndposon otnevaToK (MHGOpmauma, cobpaHHas 06 yaaseHHOM

YCTPOWNCTBE ANS Aa/ibHenwen naeHTuduKaumm)
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TepmuH/

CoKpaLLeHme Pacwundposka

HTTP HyperText Transfer Protocol — npoTokon npmMKnaaHOro ypoBHA Nnepeaaydn
NaHHbIX (M3HAYaNbHO — B BMAE FMNEePTEKCTOBbIX A0KYyMeHTOB). OCHOBOM
HTTP aBnaetca TexHo/10rma
«KNMEHT-CepBep», TO eCTb NPeAno/iaraeTca CyuecTBoOBaHME
notpebutenei (KAMEHTOB), KOTOPbIE UHULMMPYIOT COeAMHEHNE U
NOCbINAOT 3aNpPOC, M NOCTABLLMKOB (CEPBEPOB), KOTOPbIE OXMAAIOT
coeiMHEeHMA ANA NONYYeHMA 3anpoca, NPOM3BOAAT HeobxoaMMble
NEencTBMA 1N BO3BPaALLAtOT 06paTHO COODLLEHME C pe3yNbTaTOM

IMEI YHWKa/bHbI HOMEpP YCTPOMCTBA, COCTOALWMM 13 15 undp

JSON JavaScript Object Notation — TeKcToBbIM popmaT 0OMeHa AaHHbIMM,
OCHOBaHHbIM Ha JavaScript

MTP Media Transfer Protocol — ocHoBaHHbI Ha PTP
annapaTHO-HEe3aBMCUMbI NMPOTOKO/, Pa3paboTaHHbIN KOMNAHWEN
Microsoft ans noaknto4YeHma UMPpPOoBLIX NaeepoB K IBM

Push- TeKkcToBble coobLeHMA, NpeAHa3HaAYeHHble ANA ONepaTUBHOM

yBeJoMeHNs |(MIHOBEHHOM) A0OCTAaBKM HA YCTPOMCTBO NOMb30BaTeNEN

QR-kop, Quick response code — Koa ObICTPOro pearmpoBaHna, MaTPMUUYHbIN KOA
(ABYMEpPHbIN WTPUXKOA)

SSID Service Set Identifier - cumBonbHOe Ha3BaHWe HECNPOBOAHOM TOUYKM
noctyna Wi-Fi, cny»kaulee ana naeHTuduKaumm ee cpeam Apyrmx Touek
N0/1b30BaATENAMM MU YCTPOUCTBAMM, MOAKNOHAILLMMNCA K CETU

WLAN Wireless Local Area Network — nokanbHasa ceTb, NOCTPOEHHAsA Ha OCHOBe

H6ecnpoBOAHbIX TEXHONOTUA



https://ru.wikipedia.org/wiki/Wi-Fi
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NMPUNOKEHUE 1

OnucaHue MCnoJiblyemblxX 3Ha4KOB

3Ha4YoK OnucaHue [pumeyaHue
Tun ycTpoictsa
— cMapTdoH ABpopa;
— 3alWMLLEHHbIM CMapTPoH ABpopa
— naaHweT ABpopa;

— 3alUMLLEHHbIM NaaHwWweT ABpopa

— cmapTdoH Android;
— 3alMLLEHHbIN cMapTdoH Android

— nnadwet Android;
— 3alMLWEHHbIM nnaHweT Android

HewnssecTHas moaenb ycTpoincTea
Android

KIMK Aspopa

KMK Android

MK Linux

Tvn rpynnbl yCTPOWUCTB

» InHammn4yeckaa rpynna Fpynna, B KOTOPYO YCTPOMCTBA
n06aBNAKOTCA aBTOMATMYECKM COMIAaCHO
BblIOpaHHOMY anroputmy aobasneHuma

(. CTaTuyeckana rpynna Mpynna, B KOTOPYIO MOXKHO A06aBNATb
OTAe/IbHble YCTPONCTBA

Tun nonb3oBaTenAa

lNonb3oBaTesb MNonb3oBaTtenb, 4ob6aBAeHHbIN B [TY
BPYYHYIO MM C MOMOLLbIO MMMOPTA
CSV-¢panna

[Nlonb3oBaTesib N3 MNonb3oBaTenb, Noay4YeHHbIn n3 LDAP

opr.noapa3geneHnA

Tvn rpynnsl NonbL30BaTeIen

- |[pynna nonvsosaTenen [pynna noab30BaTeNEN, CO3AaHHaNA
BPYYHYIO MM C NOMOLULbO MmnopTa CSV-
danna

E— OpraHu3aunMoHHoe lpynna nonb3oBaTenen, NoayvyeHHasa us

noapasaeneHune LDAP
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3Ha4oK OnucaHue [pmevaHmne
CTaTyC M3HEHHOro UMKNa
® 3aperncTpmpoBaHo YcTponcteo, AobaBneHHoe B 1Y
@ B npouecce akTnBaumm CreHepupoBaH QR-Koa AndA yCTpOMCTB
AKTUBMPOBAHO YCTPOMCTBO aKTUBMPOBAHO
OunuieHo YCTpOMNCTBO o4nLLeHo (copolleHo K
3aBOACKMM HACTPOMKaMm)
ApxunBHOE YCTPOMCTBO apXnMBMpoBaHO (yaaneHo)
CooTBeTcTBME Ha3HAYEeHHOW NONAUTUKE
[~ CoOoTBeTCTBYET NONUTUKE YCTPOMCTBO aKTUBMPOBAHO U
COOTBETCTBYET HAa3HAYEHHbIM MOANTMUKAM
(1 ] He cooTBeTCTBYET NONNTHKE YCTPOMCTBO aKTUBMPOBAHO N HE
COOTBETCTBYET XOTA Obl 1 HA3HAYEHHOM
NONINTUKeE
(o) He ynpasnaetca YcTponcTBo He ynpasnaeTtca Y
— YnpaBneHme noanTuKamm
AOCTYMNHO TONbKO ANA
aKTMBMPOBAHHbIX YCTPOMCTB
Tun coobuieHnn o cobbiTnm
® NHbopmaumoHHoe
[peaynpexgeHue
Al Kputnyeckoe
L5 OTnapo4vHoe
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MPUNOXEHWE 2

PekomeHgaumm no KoHBepTauuu CSV-danna B KHury Excel

[lna ycnewHon KoHBepTauuu sKcnopTMpoBaHHoro CSV-danna (n.2.2.5) B KHuUry
Excel He0bx0AMMO BbINONHUTL CAeaytoLIne AEeNTCBUS:

— OTKpbITb CSV-painn c nomouwbio MS Excel;

— nepenTn Bo BKAaAKY «[aHHble» (PucyHok 200);

— Ha NaHenn NHCTPYMEHTOB BblbpaTh «[1oNy4YnTb AaHHbIEY;

— B PACKpbIBatOLWEMCS CnMCKe BbibpaTb «M3 dalina», ganee «M3 TekctoBoro/CSV-

v
dbarna»;
Asrocoxparerine @) device-expart_2023-07-20_17-07-25 - Excel pe Natalia lvanova
daiin naexan BcTaeka PazmeTka cTpaHnuel Dopmynel AaHHble PeueHanpoeanne Eng ABTOMaTHINPOEATh Cnpaeka = [
D& | 3O 1 oo R - SEE = OB (=
= pp Sg| m @ [ = Lk 2 CH m og| =P
Monyunte OBHOBNTE Axupn (En...  Bamiotel (E.. |= 1 Copmpoeka  @unstp ! Tekcrno | Ananmz "uto  Jlnct CrpyxTypa
AaHHEIE ¥ % [El BCE ¥ D & 4 JononHuTensHO cronBuam c& ¥ WIH ecnn'~  nporHoza >
n CopTupoBKa W GuaLTp PaBoTa ¢ gaHHBIMK MporHos -~
D W= daiina > [E Mz knmrm
status,compliance,comment,createdAt,connectedAt,deviceGroups ~
[‘[5&] Wz Basm gaHHb > [BE Wz rexcrosoro/CSV-daiina
& Wz Azure > ';B; Wz XML H | ! | J | K | L | M | N | © | P | 'E
| _ t,connectedAt,deviceGroups
:
Wz Power Platform > W3 JSON
¢
: s I
4 & W3 ppyrux ncrounmkos Ws PDF
¢ —
i E‘@ 06beguHnTe 3anpocbl > [% Mz nankw
]
< o o g
1 @ 3anyctuTe Peaaktop Power Query... anuTh (C765e4)"
1 THMBMPOBAHHBIX YETROWCTE"
[% MapameTpel MCTOMHWKS 43HHBIX.. —
1 TMBHPOBaHHbIX YCTPORCTB
1 MapameTpel 2anpoca »ona (7dsbag)”
14 [1bUI152 7] JIAHAMWUECHEA TPYMNE HESKTMBMPOBAHHBIX YCTDOWCTB"
ACpvnna veTnoEcTR: Reinenwath nonnbuts (ef2h3f1" E
device-export_2023-07-20_17-07- | (&) [4] | ]
foToBO T CNeuwankHele BOSMOXKHOCTH: HE NOANePKUBAIOTCA L& NapameTpei oToBpaskeHna H 0 -———+ 100%

PucyHok 200

— BblbpaTb dain akcnopTa 1 HaxaTb KHOMKy «MmnopT» (PrcyHok 201);
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EM Vimnopt aanHbix X
« v 4 ¥ > 3rorkomnstotep > 3arpysku v O Mowck 8: 3arpyskm
YNopaaounTs ~ Hosas nanka =~ ™ @
x .
W 3107 KOMNBIOTED Vma [laTa u3mene
Buaeo < Ceroana (2)
5 foxymenTsi | B89 device-export_2023-07-20_17-07-25 | 20.07.2023 17
¥ 3arpyzn 410 20.07.2023 14;
& Vizo6paxenus + PaHee Ha 3101 Heaene (1) y
D Mysbixa ol 7 5
Wms Gaiina: | device-export_2023-07-20_17-07-25 v| Texcrossie paitnsi v
Cepsuc ~ OtmeHa

PucyHok 201

— ybeauTtbes, 4To B nose «PasgennTtens» BbIOpaHO 3Ha4YeHne «3anaTaa», U HaxKaTb
Ha KHOMKy «[1peobpa3oBaTb AaHHble» (PrcyHOK 202);

o X
device-export_2023-07-20_17-07-25.csv
WMcrounuk daiina Pazgenutens OBHapy®eH1e TUNOE AaHHbIX
65001: Konukopa (UTF-8) B | 3ansaTan - | | Ha ocrose nepeeix 200 crpox h |_—3,-
imei macWifi modelMame platform status compliance comment createdAt
£ 81345E+14 | 35:1B:10:57:97:ef  Qrech QMP-M1-N Aspopa AKTHEMPOBAHO CooTBETCTBYET NONWMTURE Qa-nanara necHa (413799) 20.07.2023 12:49:50 ~
1,38712E+14  18:16:a3:60:7b:6a  Sony Xperia X Aspopa AxTHMEMpOBaHO CooTBETCTBYET NONMTHEE Qa-BMTPWHE No#KTECA [e0BT76S) 20072023 12:44:15
3.58992E+14 INCI P4303 Aspopa B npouecce akmMBauMKy | COOTBETCTEYET NOMMTHEKE NeGeges Tect 03.05.2022 16:22:2G
8,3959E+14 ff:BB-c4:b3:49:bb | Aguarius N5220w5.2 | Linux 3aperucTpMpoBaHo He CoOTEETCTEYET NOAMTHKE | Qa-TEOPHA BOWTK (a2f36d) 20.07.2025 12:24:41
7.94071F+14 f6bb:12:6e:9a:bf | Agquarius NS220v3.2  Android SaperucTpHpoEaHo He cooTEeTCTBYET NOAMTUEE | g3-M3MEHEHMWE TpucTa (d9dd23) 20.07.2023 12:24:35
7, 37745E+14  e%:abred:85:71:45 | Aguarius NS208RH Android JapervcTpHpoBaHo He cOOTEETCTEYET NOAMTHEE | §3-HEBOSMOMHO Nomume [f4c047) 20072023 12:24:37
4,33968E+14 | 08:d%:94:38:67:d8 Aguarius Cmp N5208 | Aspopa JaperMcTpHpoBaHo He CoOTEETCTEYET NOAMTHEE | Qa-4yBCTEC Koomod (TTbedf) 20.07.2027 12:24:35
8 60438F+14 | 8a:f5:-f4:0d:BB:18 | Aguarius NS220RE Android SaperucTpHpoEaHo He COOTEETCTEYET NOAMTHHE | Qa-DOT HEKOTOPLIA [53a0df) 20.07.2025 12:23:08
1,12938E+14 90n51:d2:94:Fd:47  INOI P4303 Android JapervcTpHpoBaHo He coOTEETCTEYET NONMTHEE | Q3-4TO KoMaHaocBaHue (cb0627) 20072023 12:23:04
4,0273E+14 | 3d:aB:a4:f1:1b:c2 | Aguarius NS220RE Aspopa JaperMcTpHpoBaHo He COOTEETCTEYET NOAMTHKE | Qa-0KoNC Hos [0f975) 20.07.2027 12:24:3C v
- - -
< >
arpyanTe - MpectpasoBaTt faHHbIE Ormeta

PucyHok 202

— ybeaunTbes, uyTo B CTON6LE «deviceGroups» 0TobpaxKatoTca CBA3KM rpynn (rpynmbi,
nepeyncneHHble Yepes ToUKy ¢ 3anaTtoi) (PucyHok 203);
— HaKaTb «3aKPbITb M 3arPy3nTbY».
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we
"t

- 5 | device-export_2023-07-20_17-07-25 - Pegaktop Power Query

InaeHan MpecbpazoEaHne Jobaenenne cTonbua MpocmoTtp ~ e

— EE CeoiicTEa U o %L Y Tun AanHbix Lienoe uncno ™ o]

éj [jfj [EPacumpEHHhm pefakTop - f\i ’— —l % 7] Mienons3oBaTh Nepeyo CTROKY B KAYECTEE 3ATONOEKOE ~ =

GHOBMTE NPEABaPHTENLHBI ¥npaeneHwe CokpamuTb Pazgenute Mpynnupoeate . Obbeau 4
3?:r:§r:::h“' ° npcpcmcrp M £ vnpasnesire - cTonBuami ™ cTpoku ¥ cronéey, ™ no ]:"2 LD TG -
3aKpLITE 3anpoc Co... MNpeobpazoeaHue

> ‘ 5 ‘ ‘ = Table.TransformColumnTypes{#"“MoBowennse zaronoeku™,{{"imei”, Inthd.Typel}, {"macWifi”, type text}, {“"modelName"”,

. . | comment |T] ED createdAt |T] ED connectedAt A‘c deviceGroups

é 1 nanata necHs (413f99) 20.07.2023 12:49:50 20.07.2023 12:50:30 Tpynna ycTpORCTB: NOMaTb NOCTOAHHDINA (987c3c);[IMHAMKUECKaA Py ...

E Tawrpn Ha NOMKTbCA (208769 20.07.2023 12:44:15 20.07.2023 12:44:38 Tpynna ycTPORCTB: KPpbica HeobbiuHbli (737ca3);AMHaMUYECKan rpynm...
T efee Tect 03.05.2022 16:22:20 26.06.2023 12:00:13 [WMHAMMUESCHAA TPYNNa HEAKTMEWPOBAHHDIX YCTpoMCTE lebeger TecT
Treopwa BOWATH (a2f36d) 20.07.2023 12:24:41 null Tpynna ycTpoRcTs: Apko Tpesora (6cb48e);JMHamMUeCcKan TPpynna Hea...
T 2meHeHwe TpucTa (d9dd23) 20.07.2023 12:24:39 null Tpynna ycTpofcTs: pagocTs uapedka (9f6394);AuHammuueckan rpynna ..
THEEIOSMD)KHU nomumo (f4c047) 20.07.2023 12:24:37 null uHaMMYecKan rpynna HeaKTMBWMPOBAHHbBIX YCTROACTE;Tpynna ycTpoc...
74\[BCTBU kocmoc (7fbedf) 20.07.2023 12:24:35 null uHaMMYecKan rpynna HeaKTMBWMPOBAHHbBIX YCTROACTE;Tpynna ycTpoc...
Tnaﬂeu BO3MOKHO (6364¢3) 20.07.2023 12:24:33 null | AuHamuyeckan rpynna HeaKTMBMPOBaHHBIX YCTPOWCTE;TPynna yeTpoWc.. v
19| € >

CTOJMBLOB: 10, CTPOK: 999+ Mpodunmpoeanue ctonbua Ha ocHoee nepesix ctpok (1000) MPEABAPUTENLHBIA MPOCMOTP 3ATPYXEH B 17:11

PucyHok 203

B pesynbTate oTOobOpasutca KHura Excel,
aKCMnopTa.

CKOHBepTMpoBaHHaa wun3 CSV-dpanna

Ecnn HeobxoaMmMo oTPUAbTPOBATL YCTPOMCTBA NO rpynne, To HeobXxoAMMO:
Ha*kaTb Ha 3HA4YOK GUAbTPA cnpaBa OT Ha3BaHWMA cTonbua (PucyHok 204 [1]);
BBECTM Ha3BaHMe rpynnbl;

BbIOpaTb BCe pe3y/bTaThl, COAEprKallme Ha3BaHune rpynnbl (PucyHok 204 [2]);
HaxaTb KHoMKy «OK» (PucyHok 204 [3]).

£ Noucx
®aiin  fnaewas  Boraska Pa3umeTka cTpaHuLL Qopuyns  [laHHbie Peueranposakne Bug ABTOMATHIVPOBATE Cnpaeka  KowcTpywtop Tabamu  3anpoc O Mpumeuanna 3 O6uwii goctyn ~
Winan raBimuss Coogran Tabnnua F! @ [i [] Ceaiicrea ~| Crpoka saronoskas [ Nepesiii crantey ] Knonka gmasrpa
=
Tabnmua_device expo | [ Yaannts ay6auats: Tg ~ B [ Crpoxa urorae [ Nocaearmii cronGew
Berasuts | Jxcnopr Onosurs
8 PasmepTabauusl | G MpeoBpasosaTs s AManasoH  cpes - ~ S Pasopsars cams ] Yepeayroumecs crpokn [ Uepeayroumecn cron6uei
Ceoicrsa Mincrpyments Llanrisie w3 suewnedi TaBanusi MapameTps crunei 1abamy Crvni TaBany ~
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