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AHHOTALUWA

HacToAwmin OOKYMEHT ABAAETCA PYKOBOACTBOM pa3paboTyMKa MnoAcMCTeEMB
Cepsuc yBegomneHuit (MCY), BxogAwenm B COCTaB MNPUKAAAHOTO MNPOTrPAMMHOrO
obecnevyeHns «Aspopa LeHTp» AAMTI.20134-01 (panee — MNMO) penns 5.0.0.

MO moxeT 6bITb NCMNONB30BAHO, HO HE OrPAHNYMBATBLCSA, B CUCTEMAX U ODBbEKTAX,
OMnMcaHWe KOTOPbIX NpuBeAeHO B AOKYMeHTe «PyKOBOACTBO aAMWMHMCTPATOpa»
AOMT.20134-01 91 01.

NPUMEYAHUA:

v NoapobHasn MHGopmaumsa o cocTase M HasHadeHun M0, a TakxKe TpeboBaHMA K
YCNOBMAM BbINONHEHMA NPUBEAEHbI B AOKYMeHTe «PyKOBOACTBO aAMMHWUCTPaTOpa»
AOMT.20134-01 91 01;

v MogpobHaa uHbopmauma 06 OCOBEHHOCTAX PEe3epPBHOT0  KOMMPOBaHMA
npuBedeHa B  [OKyMeHTe «PeKOomeHZauuu MO  pe3epBHOMY  KOMMPOBAHMIO»
AOMT.20134-01 91 02.

HacToAWMN NOKYMEHT COAEPKUT MHCTPYKLUMU ONA pa3paboTimKka NPUAOKEHWH,

BbIMO/HAIOLLMX OTNPaBKY push-yBeaoMNeHUN.
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1. ObWMWE NMPUHLUMUIMbI PABOTDI

MPUMEYAHUE. DYyHKUMOHANBbHOCTb MOAYYEeHMA push-yBeAOMNEHWI AOCTYMNHa B
onepaunoHHom cucteme (OC) ABpopa, HaumHas ¢ Bepcum 3.2.2.

Echm Ha MOMEHT OTnpaBkM push-yBeaoMaeHMA YCTPOMCTBO HeAOCTYMHO,
NPUNOXKEHWE NONYYUT push-yBeaOMAIEHME NOC/E MOAKNOYEHMA K CeTH, obecneynBatoLen
noctyn Kk Cepsepy npunoxennn MCY.

[na mncnonb3oBaHMA push-yBeAOMAEHMIN B CBOMX CUCTEMax pa3paboTymkam
HeobxoaMMo pacWUpuTb GYHKLMOHANBHOCTb MPUIOKEHUMA U CcepBepa MNPUNOKEHUN,
oTnpasAAtoLLEero push-yBegomneHums.

MPUMEYAHMUE. He pekomeHAayeTCA C NOMOLLbIO push-yBeAOMAEHMA OCYLLLECTBAATb
nepeaavyy KOHPUAEHUNANbHON U YYBCTBUTENbHON MHPOPMALIMWN B HE3ALLMLLIEHHbIX CETAX,
T.K. MNPOTOKOA B3ammogencTemsa yctponctea c Cepsepom npunoxeHun T[CY He
noApa3symeBaeT nepeaadvy KOHPMAEHUMANbHOM MHGOPMALLUN.

Mpn pa3paboTke NPUAOKEHUN AOCTYyMHblI cneayroulme cnocobbl TECTMPOBAHMA
OYHKUMOHANbHOCTM push-yBeAOMIEHMNIA:

— MNOAK/OYEHNE K TECTOBOMY CEpPBEpY;

— MCnonb3oBaHMe NaarnHa ana amynaumm Cepsepa npunoxeHunn MCY.
1.1. Paborta c TectoBbiM CepBepom npunoxeHun NCY

[na Toro, 4tobbl NCNONL30BATL B pa3paboTke TecToBbIM CepBep npunoxkeHuin NCY
ANA OTNPaBKM push-yBegoMNeHMN, HEODXOANMMO BbINONHUTL CAEAYIOLNE LWarun:

1) Monyuntb goctyn K TectoBomy Cepsepy npunoxkerHni MCY:

— HanpaBWTb 3aMpoC B TEXHMYECKYKD NOAAEPXKKY NnpeanpuAtTua-paspaboTymKa
dev-support@omp.ru;

— MOAYYUTb KAKOYM ANA A0CTyNa K TectoBomy CepBepy npunoxkenuin MCY;

— MCMNONb30BaTb K/KOYM NPU B3aMMOAENCTBUM CepBEPa NMPUIOKEHMUA C TECTOBbIM

Cepsepom npunoxkeHui MNCy;


mailto:dev-support@omp.ru
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2) Co3aaTb M YyCTAaHOBUTL NPUNOMKEHWNE HA YCTPOMCTBE:

— YCTaHOBWTb 3aBUCUMOCTU;

— nepefatb B TMPWIOXKEHME applicationId, MNOJYYEHHbIN OT NOAAEPKKMU
pa3paboTynKoB;

— 3apermcTpmpoBaTbCa B push-A4emoHe C MOMOLb applicationId, NOAYYMB B
OTBET Ha 3aNpocC registrationId Ana TectoBoro Cepsepa npunoxeHuin MCy;

3) OpraHu3oBaTb nepedayvy push-yBegomaeHWIt cepBepa MPUIONKEHUA Yepes
TecToBbi Cepsep npunoxeHnn MCY:

— nepeaaTtb registrationId cepBepy NPUAOXKEHMA AOBEPEHHbIM cnocobom oT
NPUNOXEHMA. ITO MNO3BOJIMT CepBepy MNPUNOXKEHUA OTNPABAATbL TaPreTUMPOBaAHHbIE
push-yBeaOMNEHNA K CBOMM MPUNOKEHMAM Ha KOHKPETHOM YCTPOMNCTBE;

— NO/Y4YUTb TOKEH AOCTyNa Ha TecToBOoM CepBepe npunoxkenui MCY yepes cepsep
NPUNOXKEHUA;

— nepeaatb 4Yepe3 cepBep MNPUNOXKEHWA push-yBeaOMIEHMA, MCNONb3yA TOKEH
[OCTyNa U MAEHTUDUKATOP CBA3KM MPUNOKEHME — YCTPONCTBO registrationId.

Mpouecc peructpaumm NpUIoKeHnn npuseaeH Ha pucyHke (PucyHok 1).

MobunbHoe ycTpoucTBO Cepsep npunoxenus MNCY
MobunbHoe npmnomeunel I Cepsuc transport—apil ICepBep MOOMNLHOrO NpUNOXeHUs
T T T T
‘ 1 Perudrpauus ycTpoicTtsa 1 :
r > !
; 2 Yeneuwas perncrpauws | E }
:3Perwc7paum npunoxexusa c application_id \: : :
T | ! )
‘ :4Perwcmauwﬂ CBA3KM NpUNOXEHUA + YETPOMCTBO | .
! " ¢ application_id u device_id - !
! ' | i
. :(Sch WHas peructpauus ¢ registratjon_id ! :
! ' | '
1_6YcnewHas peructpauus c registration_id : :
3
iz Nepepaya registration_id i ‘ :
8 Cratyc nepenaun registration_id N |
‘ i : ;
MobunbHoe npunoxexnue ICepsuc transport—apil ICepaep MOOUNBHOrO MPUNOXEeHUs
PucyHokK 1

3anpoc Ha pernmcrpaynto I—IpVIﬂOH-(eHMlZ AO1XKeH NMPONCXoamTb MNpn KaxXaom ero

3aMnycCKe, T.K registrationId MMEET CPOK }KWN3HU, HE 3aBMCﬂU.LMlZ oT I'lpVIﬂO)KGHMVI.


https://community.omprussia.ru/documentation/software_development/guides/push/server.html
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1.2. MNonyyeHue JOCTyrNa K TeCTOBOMY cepsepy

NMPUMEYAHUE. Ona TecTMpoBaHMA cepBepa MPUIOXKEHMUA, KOTOPbIM OTNpaBaseT
push-yBeJOMNEHUSA, N NPUNOKEHNA, KOTOPOE NOoNy4YaeT push-yBegomneHms, Heobxoammo
MCMNONb30BaTb TeCcTOBbIN CepBep npunoxkeHun MCY.

[na nonyyeHMa HaCTpoeK NoAKAYeHMA K TecToBomy Cepsepy npuaoxeHuin MCY
HeobxoamMmo HanpaBuTb MMCbMO B TEXHMYECKYHO noAnePKKY
npeanpuAaTua-paspaboTymka: dev-support@omp.ru, yKasaB Ha3BaHME OpraHM3aLuu,
KoTopol TpebyeTcA NnpeaocTaBUTb A4OCTYN. B oTBeTHOM NmcbMe ByayT HanpaB/aeHbl aapec
M NOPT, a TaKkkKe dann c HacTpohkamm Cepsepa npunoxkeHu MNCY m HacTporKkammu
npunoxeHun. HacTtpolkn Cepsepa npunoxkenum [CY BblgaloTcA B €AMHCTBEHHOM
9K3eMNnAApe Ha OpraHM3auMto, MPU 3TOM MNPUNOKEHMNA (KarKaoe M3 KOTOPbIX MMeeT
HACTPOMKN) MOXKET BbITb HECKOBKO.

HacTpoikn HeobxoaMmo YKa3aTb B KOHOUIypauum cepBepa MNPUNOKEHUNR,
KOTOPbIM Mocae NPOXOXKAeHUs ayTeHTUOUKALMM NOMyYaeT TOKEH A0CTyna v oTnpasaaeT
push-yBegomnenua yepes Cepsep npunoxkenmin MCy.

CNMCOK HaCTpoeK A1a NOAKNOYEHMA cepBepa NPUIOKeEHMI K TecToBomy Cepepy
npunoxeHuni Ncy:

— project _id — YHWKaNbHbLIM NAEHTUPUKATOP NPOEKTa;

— push public address - agapec Tectooro Cepsepa npunoxeHuin MCY, Ha
KOTOpPbIM OyAyT OTNPaBAATLCA 3aNPOCh;

— api_url - agpec APl Tectosoro Cepsepa npunoxeHun MCy;

— client id - QaKKayHT Yy4eTHOM 3anucu paspaboTumMka B noacucTeme
6e3onacHocTK TecTtoBoro Cepsepa npunoxeHui MNMCY, o6bl4HO coBnaaaeT ¢ ID NpoekTa;

— scopes — CMUCOK AENCTBUM, KOTOPble MOTYT BbITb pa3peLleHbl MPUAOKEHNIO;

— audience - npeanonaraembii NoTpebuTenb TOKEHA, Kak NpPaBmao, 3TO cepBep
pecypcos (API), K KOTOpOMY NPUNOKEHNIO HEODBXOAMMO NOAYYUTb AOCTYM,

— token url — afpec NojyYyeHnA TOKeHa aBTOPU3aLLMM 1A 3aNPOCOB K TECTOBOMY

Cepsepy npunoxeHun MNCy;


https://aurora-partner-push-test.ompcloud.ru/
mailto:dev-support@omp.ru
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— key id — wnaeHTMPMKATOP NpuBaTHOrO KAto4a RSA ana nepefaym coobuieHui
MeXay cepBepom npmaoxKenuni n Cepsepom npunoxkeHmin MNCy;

— private key — nNpuMBaTHbIM KAo4 RSA ana nepepaun coobuieHuin mexay
cepBepom MpUAOXKeHUM K TectoBbiM CepBepom npunoxkeHun MCY. PekomeHaaumm no
pPOTaLMM NPUBATHOIO K/ItOYa NPOEKTa NpuBeaeHbl B . 2.3.6.

[na NnpuNoXKeHU AOCTyNHa HAaCcTPOMKa CeayoLWmMx NapameTpoB:

— application id — YHWKaAbHbIN WAEHTUPUKATOP NPUIOKEHWIA, KOTOPbIN
HeobxoanMmo A06aBUTb B MPUAOKEHME;

— project id —YHUKaNbHbIK MAEHTUGUKATOP NPOEKTA.

MPUMEYAHMUE. Application id Heobxo4MMO MCNONBL30BaTb ANA PETUCTPALUN B
push-oemoHe Ha yctponcTee. KaxkaoMy application id MOMET COOTBETCTBOBATb TO/bKO

1 npunoxeHue.

1.3. MnarvH ana amynaumm push-ysegomneHnm

B ABpopa SDK npeaycmoTpeHa BO3MOKHOCTb MPOTECTUPOBATb PAbOTYy CTOPOHHErO
NPUNOXKEHWA, OTNPABAAIOLLETO push-yBeAOMNEHMA, Ha IMYNATOpE.

[na  HacTpoWKkM nnarMHa  push-yBegomneHuit  HeobxoAMMO  BbIMONHWUTD
cneayrouwme AencTBumA:

1) CTeHepMpOBaTbcepTM¢MKaTcert.penlmKﬂKﬂlkey.pem,BHﬂOﬂHMBHomaHAy
openssl B TEpMMHaNe B cuCTeMe pa3paboTyMka. BmecTto MHOrotoumit aonyckaeTcs
3aNOMHUTb NONA B ONUMKM —subj COBCTBEHHBbIMM 3HAYEHMAMM AN ONYCTUTb. OrpaHMYeHmA
Ha [aHHble 3HaYEeHMA OTCYTCTBYHOT.

Mpumep:

openssl reqg -x509 -newkey rsa:4096 -keyout key.pem -out cert.pem -days
365 -nodes -subj
"/C=RU/ST=.../L=.../0=.../0U=.../CN=.../emailAddress=..."

2) B Apopa IDE 3anyctntb mawmHy cbopkn Aspopa Build Engine, HaxaB KHOMKY
3anycKa, PacnosioXKeHHY B HUXKHEM JieBOM yry okHa Aspopa IDE;
3) Cospatb dann HacTpoek ana cay:kbbl push-yBegomneHuin: «MapameTpbi» ->

«Push-yBeaomneHuns» -> Bknagka «Cnyxba» -> «Pan Hactpoek» -> «Co3aaTby;
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4) Ha Tom e BKNaake «Cnyxba» B pasaene «KoHPUrypauma» yKasaTb KAOUMN 13
wara 1 8 nonax «Pamn ceptmdmnKkaTa» n «Pamn Kaova;

5) Mpun HeobxoaMmocTy n006aBUTb 3HAYEHME N0 YMOAYAHUID ANA NONen
«aHHble» 1 «3aro/I0OBOK» BO BKIaAKe «3HaYeHMe No YMOAYAHUIO A8 YBEAOMTEHNNY;

6) HaxkaTb KHOMKY «[TPUMEHUTBLY;

7) YCTQaHOBMTb Ha 3MynATOpe NakKeT push-example W3  CUCTEMHbIX
penosutopmnes. [nAa 3Toro HeobXOAMMO MNOAKMOUMTLCA K IMYNATOPY M BbINOJHUTL

KOMaHAY pkcon:

ssh -p 2223 -i ~/AuroraOS/vmshare/ssh/private keys/Aurora OS-Emulator-
latest/nemo nemo@localhost
pkcon install push-example

8) OTKPbITb NPUNOXKEHME push-example Ha IMYNATOPE;

9) B ABpopa IDE OoTKpbITb HUKHIOW BKAaAKY «Push-yBegomneHusa» nam HaxkaTb
coyeTaHme Knasuw Alt+9;

10) BbibpaTb MAeHTUOMKATOP YCTPOMNCTBA;

11) BBecTn naeHTMOMKATOP MNPUNOKEHWA B NOAe chnpaBa OT MAeHTMdMKATOPa
ycTponcTsa. [Ans push-example aTo testApplication;

12) Beectun TEKCT yBeAOM/IEHUA 7 Ha*KaTb KHOMKY «OTnpaBuTb
push-yBegomneHmne».

MnarnH ana amynaumm push-ysegoMneHnin No3BoAAET OTNPaBAATL YBEAOMIEHNS
He TO/NIbKO Ha TEeCTOBOE, HO M Ha COBCTBEHHble NpuAoKeHuA. [na 3Toro HeobxoaAMMO
BbINONHUTL CAeaytolwme AenCTBUA:

— 3anyCTUTb NPUNOXKEHMNE;

— B ABpopa IDE BO Bknaagke «Push-yBegomneHua» yKas3aTb B Ka4yecTBe
naeHTUPUKaTopa applicationId, C KOTOPbIM MPUIONKEHNE PErUCTPMPYETCA B
push-gemoHe. MaeHTMdMKATOP AR IMYNATOPA MOXKET ObITb HOObIM.

MPUMEYAHUE. MoapobHoe onucaHne npouecca pa3paboTkm cobcTBEHHOrO

npunnoxeHna gnA pUSh-YBe,ﬂ,ONU'IeHl/IVI npneeaeHO B HacToAwemM AOKYMEHTE.
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2. ONMNCAHWE PABOTDI

2.1. MoAaroToBKa K pabote

[na nonyyeHua push-yBeaoMaeHM Ha YCTPOMCTBE MCNONb3yeTcA push-aemoH,
ABNALOLMIMCA CUCTEMHBIM KOMNoHeHTom OC ABpopa.

MPUMEYAHMUE. Mpn paspaboTke NpuaoKeHUn cneayet ybeamnTbea, 4To B ABpopa
SDK 1 Ha yCTpoMCTBax MMetoTCA HEODXOAMMbIE NAKETbI.

[Ona Bxoaa B ABpopa Build Engine HeobxoaMMo BbIMONHUTL KOMaHAY:

ssh -p 2222 -i ~/AuroraOS/vmshare/ssh/private keys/engine/mersdk
mersdk@localhost

[na ycTaHOBKM nakeToB (ecanm OHWM oTcyTCTBYtOT) B ABpopa Build Engine

HeobHX0AMMO BbIMOJHUTL KOMaHAY:

zypper in push-daemon-libs push-daemon-devel

[1na Bxo4a Ha YyCTPOMCTBO HEOHXOAMMO BbIMOAHNTL KOMaHAY (device ip cneayet
YTOYHWTb B HACTPOMKAX YCTPOMCTBA; username A4 Bepchit ABpopa OC, HaumHaa c 4.0 —

defaultuser, 414 BEPCUIM HUXKE — nemo):

ssh <username>@<device ip>

[na ycTponctBa HE0HX0AMMO BbINONHUTL KOMAHAY YCTaHOBKM BUBAMOTEK:

pkcon install push-daemon push-daemon-libs

[ns npoBepKkM Hannumsa naketa B ABpopa Build Engine HeobxoaAMMO BbINOAHUTD

KoMaHay:

zypper search <umsa naxkeTa>

Mpumep KOMaHabl A5 YCTPONCTBA:

pkcon search <umsa naxkera>
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2.2. Pa3paboTka npunoxKeHuna

2.2.1. Obuwee onuncaHue

MPUMEYAHUNE. OyHKUMOHAN nonyyeHua push-yBeAOMAEHM AOCTyneH B
OC ABpopa, HaumHasa c Bepcun 3.2.2.

BHUMAHWE! MpueeseHHoe B HacToAWem noApasfene OonMcaHWe KNaccoB M
dyHKUMN npumeHnmo ans OC ABpopa, HaumHas ¢ Bepcum 4.0.

[inAa nonHoueHHon paboTbl push-AemoHa MPUAOXKEeHWEe AOMKHO MOAAEPMKMBATb
paboTy B GOHOBOM peXMMe, T.e. NMPOLLeCC AO0/KEH BbIMOAHATLCA M MPU 3aKPLITUM
rpaduyeckoro nHTepdelica.

OCHOBHOW KN1lacc, MCNOAb3yemblh aAna paboTbl ¢ push-yBeAOMAEHUAMM, — 3TO
Aurora: :PushNotifications::Client.

B Hauane paboTbl NpuNoOKeHWA HeobXoAMMO YCTaHOBMTb applicationId C
MOMOLLbIO METOAA Aurora: :PushNotifications::Client::setApplicationId().

3HayeHne applicationId HeoHXOAMMO MONYYUTb B TEXHUYECKOM MOAAEPIKKE
npeanpuaTna-paspabotyunka. JaHHbIn MAEHTUDMKATOP MOXKHO BbIHECTM B KOHOUIYpaLMIO
NPUNOXKEHUIM MW NPOrpammMHO 3anpawmneaTtb y Cepsepa npuaoxeHmin NCY Ao Havana
npouecca perncrpaumu.

NMPUMEYHAHUE. Kakpoomy applicationId MOXeT COOTBETCTBOBATb TOJ/IbKO
O4HO MPUIOXKEHMUe.

Ha ocHoBe applicationId push-4eMoOH BbIMOAHAET MOMCK COOTBETCTBYIOLLETO
eMy registrationId, NocC/ae 4Yero nNpu BblI30BE METO[a registrate () 3Ta Napa
OTMNpaBAAeTCA Ha cepsep, rae NPoM3BOAMTCA NPOBEPKA ee aKTyasbHOCTU. Ecam napa He
aKTyanbHa (MM ecAn registrationId MyCTOM B C/Ay4ae MepBOM perncrpaumm), To
reHepupyeTca HOBbIM registrationId, KOTOPbIA BO3BPALLAETCA MPUIONKEHMEM Yepes
push-gemoH. Ecan e napa y)Ke Oblna akTyasibHa, TO BO3BPALLAETCA CYLLECTBYOLNA
registrationId, MNO3TOMY registrationId ABAAETCA MOCTOAHHbIM [ONA CBA3KM

NPUNOXKEHNA M YCTPOMCTBA.
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B c/nydyae HeaKTMBHOCTM MO/b30BATENA B TeyeHue ANUTEeNbHOro BpemeHu byaet
OTNpaB/AeH CUTHaN clientInactive, NPWU 3TOM eCAM NPUNOKeHWe paboTaeT B OHOBOM
peXMMe U He BbINOMHAETCA HUKAKMX aKTUBHbIX NMPOLLECCOB, TO OHO [I0/1KHO 33aBEPLLMTb
paboTy B LeNAX 3KOHOMUKM 3apAda akKymynaTopa. B AanbHelwem ana BO30OHOBNEHWA
PaboTbl NPUNOKEHMA ero noTpebyeTca 3anyCTUTb 3aHOBO.

Kaxooe push-yBegomneHne COAEPKUT NONA ONA 3aro/I0BKa, TeNO COODLIEHNA 1
0OBEKT C JAaHHbIMKM, KOTOPbIA NpeacTaBndeT cobor Habop nap «KAY-3HAYEHMEY.

CTpyKTypa C onmcaHnem push-ysegomneHms:

struct Push
{
QString data; // cTpoka, comepxamas CepuaM30BaHHBM JSON-O0OBEKT
QString title; // 3aroyioBOK COOOWEHUSI
QString message; // Tesyio coolueHUs
QString action; // 3Bape3epBUPOBAHO g OYIOyNErO MUCIOJb30BAHUMA
QString image; // Bape3epBUPOBAHO Mg OyOylEeTO MCIOJb30BAHMS
QString sound; // 3ape3epBMPOBAHO IJid OyIOylleTro MCIOJb30BaHUSA
quint32 categoryId = 0; // 3ape3epBMPOBAHO IOJd OyOymeTO MCIOJb30-
BaHMA

}s

NMPUMEYHAHUE. Bce nona Kpome data npegHasHayeHbl ONA CUCTEMblI U HeT
rapaHTMK, 4TOo OHM ByAyT NepenaBaTbCA B MPUIOKEHME BCEraa.

Data fABNAETCA CepuManm3oBaHHbIM B CTPOKy JSON-obbektom. dopmart
JSON-06beKTa B data MOXKeT OblTb NPON3BONAbHbIM. ATPUOYT data, B YaCTHOCTM, MOXHO
MCNONb30BaTb A/ YKa3aHuA Tuna push-ysegomneHma — text, command W T.A4.,
Hanpumep, «{«type»: «command», «text»: «value»}».

Cnuncok 3TUX CTPYKTYpP Aurora: :PushNotifications::PushList
BO3BpALWAETCA C CMTHA/IOM Aurora: :PushNotifications::Client::notifications
(cm. APl Aurora::PushNotifications::Client). Kaxpgoe push-yBegomnenue,
nosy4eHHoe Taknm obpa3om, B JasbHENLEM MOXKET ObiTb BbiBEAEHO KaK yYBeAOM/EHME
(n.2.2.2).

APl KnneHTa Aurora::PushNotifications::Client ana  pabotbl  C

push-4emMOoHOM COCTOUT U3 METOA0B WU CUTHANOB.
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OCHOBHbEIMeTOAbH
— void setApplicationId (const QString &applicationId) -
yﬂﬂHaBﬂMBa€FO6beKﬂ/Kﬂaaﬁ Client applicationId MNPWUAOXKEHWUA, OO0XKEH ObITb
Bbl3BaH HENOCPEACTBEHHO NMepen BbI3OBOM startHandler.

NMpumep:

bool Application::start(const QStringList &arguments)
{
auto applicationId = getApplicationId();
m client->setApplicationId(applicationId); // m client - =2TO
oBwekT kJjlacca Aurora::PushNotifications::Client’
if (!m client->startHandler()) {
gWarning () << "Failed to start push client, can not start han-
dler";
return false;
}
if (arguments.indexOf (QStringLiteral ("--gui")) != -1) {
startGui () ;
}

return true;

— QString applicationId() - BO3BpalLAeT YCTAHOB/NEHHbIN B 0OBEKTE Knacca
Client applicationId.

NMpumep:

gDebug () << "Current client applicationId:" << m client-
>applicationId(); // m client - 2TO 0OBEKT KJjacca
Aurora: :PushNotifications::Client

— void registrate() — oTnpasndeT 3anpoc Ha Cepsep npunoxeHui MNCY Ha
PEerncTpaunio NPUNOKEHNA (CnedyeT Bbi3blBaTb NPU KaXKAOM 3aMyCcKe NPUNOKEHMA);
— bool isPushSystemReady () — BO3BpallaeT CTaTyC TrOTOBHOCTU
push-gemoHa:
® true, ecau push-gemoH moxeT 0bpabaTbiBaTb 3aNPOChl NPUNOKEHUA;
e false - BMPOTUBOMNONOXKHOM CAy4Yae;
— int error () —NO3BOAAET NOAYYUTb KO NOCAeAHEN OLWNOKM perncTpaumu;
— QString errorMessage() — [MO3BOJAET MOJY4YNUTb TEKCTOBOE OMNUCaHWe

nocneaHen oWnbKM perncTpaLmm.




13
AIMTI.20134-01 9501
OCHOBHblEe CUTHANbI:
— void pushSystemReadinessChanged (bool status) — nNepegaeTca npu
M3IMEeHEHNIN COCTOAHUA pUSh—,EI,EMOHa. Status MMEET 3Ha4YeHUe true, €Cn yCTpOP’ICTBO
CnocobHo NnoJsly4aTb pUSh-yBe,ﬂ,OMJ’IeHVIﬂ, false — B MPOTUBOMNO/NIOKHOM C/y4ae.

Mpumep:

connect (m client, &Aurora::PushNotifications::Client::pushSystemReadi-
nessChanged, this, [] (bool status) {
gDebug () << "Daemon can receive push notifications: " << status;

1)

— void registrationId(const QString &registrationId) — nNepegaeTcs
npn  Noay4YeHWMn OOBEKTOM Knacca Client registrationId, coZepallero
naeHTMOUKaTop npunoKeHua. [JaHHbIn MAeHTUOUKATOP A0/MKeH ObiTb OTNpaB/ieH Ha
CepBep npunoxeHmin MCY ana peanmsaumm BO3MOXKHOCTM OTNPaBKKU push-yBeAOMNEHN.

Mpumep:

connect (m_client, &Aurora::PushNotifications::Client::registrationId,
this, [this] (const QString &registrationId) {
gDebug () << QString("Registration is successful for %$1. Registra-
tionId: %2") .arg(applicationId()) .arg(registrationId);
setRegistrationId(registrationId);

1)

— void registrationError () - nepenaeTca B C/AyvYae HeyaadyHoM
perncTpaumu.

Mpumep:

connect (m _client, &Aurora::PushNotifications::Client::registrationEr-
ror, this, [this] () {
gWarning () << "Registration error for " << applicationId();

)

— void notifications (const Aurora: :PushNotifications: :PushList

gpushList) — nepedaetca npu noaydyeHum o6beKTOM Knacca Client push-
YBEAOMNEHWUN. PushList COAEPHKMUT CMUCOK COODLLEHN.

Mpumep:

connect (m client, &Aurora::PushNotifications::Client::notifications,
this, [this] (const Aurora::PushNotifications::PushList &pushList) {
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for (const Aurora::PushNotifications::Push &push : pushList) {
gInfo() << "Push title" << push.title;
gInfo () << "Push message" << push.message;

— void clientInactive() — NepenaeTca B CAyvyae, eCAu NPUAOXKEHME He
B3aMMOAENCTBOBANO C push-yBeAOMAEHMAMM ANMTenbHOe Bpems. Ecnm npunoxkeHune
3anyLLeHO B POHOBOM pPEXKMME, EI0 PEKOMEHAYETCA BbIK/MHOUYNTD.

Mpumep:

connect (m_client, &Aurora::PushNotifications::Client::clientlInactive,
this, [this] () {
if (!m guiStarted) {
gInfo() << "Handling inactivity in background mode";
QGuiApplication::instance ()->quit ()
return;
}
gInfo() << "Ignoring inactivity signal";

)

2.2.2. Pabota c push-yBegomneHunamm ot sepcmmn OC 4.0 1 Bbilwe

Mpumep cTopoHHero npunoxeHma Push Receiver ;emoHCTpmpyeT ncnoab3oBaHme
APl Push daemon, nonydyeHune u 00paboTKy push-yBeaOMNeHUIn, a TaKKe Uux
oTobpaxeHue. Mpumep NO/THOCTbIO onybmnmKoBaH Ha pecypce
https://gitlab.com/omprussia/examples.

APXUTEKTYPA NPUNOKEHNA BKAOYAET CAEAYIOLINE SNEMEHTDI:

— main.cpp — CTapTOBaA TOYKA NPUIOKEHUSA;

— ApplicationController — KAacCC, peanmaytolmi kameHtckoe APl ans paboTbl
c push-yBegomnenmamu. YHacnegosaH ot QObject;

— ApplicationService — KAacc, peanm3yroLlmnii CepPBUC ANA KOHTPOAA PaboTbl
npunoxeHuna B GOHOBOM pexMme/Ha nepeaHem niaHe ¢ nomollbto D-Bus-cepsuca wu
aprymeHTOB KOMaHAHOW CTPOKK. YHacneaosaH oT QDBusAbstractAdaptor.

BcnomoraTenbHble Knaccbl M gml-kod, Ana rpaduyeckoro mHtepdeinca (B

HaCTOAWEM AOKYMEHTe He MPUBOAATCA, MOTyT BbiTb OnpeaeneHbl NPOU3BO/bHO).
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2.2.2.1. 0O6baBneHne NpUNOKeHMA

®parmeHT KoZa Kaacca, oTBevalowero 3a B3auMmogeictame APl push-gemoHa u

MHTepdenca NPUNOKEHUA:

// SPDX-FileCopyrightText: 2023 Open Mobile Platform LLC <commu-
nity@omp.ru>
// SPDX-License-Identifier: BSD-3-Clause

#ifndef APPLICATIONCONTROLLER H
#define APPLICATIONCONTROLLER H

#include <QtCore/QObject>

#include <push client.h>
#include <auroraapp.h>

class QQuickView;
class NotificationsModel;
class ApplicationController : public QObject

{
Q OBJECT

QO PROPERTY (NotificationsModel *notificationsModel READ notifica-
tionsModel CONSTANT)

Q PROPERTY (QString applicationId READ applicationId NOTIFY appli-
cationIdChanged)

Q PROPERTY (QString registrationId READ registrationId NOTIFY reg-
istrationIdChanged)

public:
explicit ApplicationController (QObject *parent = nullptr);
ApplicationController (const QStringList &arguments, QObject *par-
ent = nullptr);

NotificationsModel *notificationsModel () const;
QString applicationId() const;
QString registrationId() const;

signals:
void applicationIdChanged (const QString &applicationId);
void registrationIdChanged (const QString &registrationId);

public slots:
void showGui () ;

private slots:
void _setApplicationId(const QString &applicationId);
void setRegistrationId(const QString &registrationId);
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void pushListToNotificationList (const Aurora::PushNotifica-
tions::PushList &pushList);
void quitOnClientInactive();

private:
OString readApplicationId() const;

private:

Aurora: :PushNotifications::Client *m notificationsClient{ nullptr
i

NotificationsModel *m notificationsModel{ nullptr };

QQuickView *m view{ nullptr };

OString m registrationId{};
bi

#endif // APPLICATIONCONTROLLER H

API Aurora::PushNotifications AOCTYMHO NPV NOAKAOYEHUU BUBANOTEKM
libpushclient, OCHOBHbIE KN1acCbl 0OBABAEHBI B 3aroI0BOYHOM daine push client.h.
B KOHCTPYKTOpE npouncxoanTt noakAtoveHne CUTHaNoB

Aurora: :PushNotifications::Client K C/0TaM Application:

connect (m notificationsClient, &Client::clientInactive, this,
&ApplicationController::quitOnClientInactive);
connect (m_notificationsClient, &Client::pushSystemReadiness-
Changed, [] (bool status) {
gWarning () << "Push system is" << (status ? "available" : "not
available");
1)
connect (m_notificationsClient, &Client::registrationId, this,
&ApplicationController:: setRegistrationId);
connect (m notificationsClient, &Client::registrationError,
[1() { gWarning () << "Push system have problems with reg-
istrationId"™; 1});
connect (m_notificationsClient, &Client::notifications, this,
&ApplicationController: :pushListToNotificationList);
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2.2.2.2. NaeHTMdUKaTOp NPUAOHKEHNN

Ona  ycnewHol  paboTbl  NPUNOKEHWA  HeobxoAMMO  co3daTb  pain
/usr/share/ru.auroraos.PushReceiver/applicationid W pgo06aBuTb B Hero
NOEHTUDUKATOP MPUNOKEHMA, KOTOPLIN Obla NONYYEH BMECTe C APYrMMM HACTPOMKaMM
nogkntodeHma K Cepsepy npunoxenuit [MCY (cnuMcok HacTpoek npuBedeH B

nogpasaene 1.2). Ana atoro TpebdbyeTcs BbINOAHUTL Ha MY KOMaHAy:

echo "umentudmxarop" >
/usr/share/ru.auroraos.PushReceiver/applicationid

Cneayet ybeanTbca, 4To Yy Palna AOCTAaTOYHO Mpas, YTOObI NO/b30BaTENL MOT

YnTaTb 3TOT Gann. Ana Bblaayun npas Gay MOXKHO BbIMOAHUTb HA YCTPONCTBE KOMAHAY:

chmod 644 /usr/share/ru.auroraos.PushReceiver/applicationid

B Knacce ApplicationController NaeHTUPUKaTop n3
/usr/share/ru.auroraos.PushReceiver/applicationid CYMTbIBaeTCA B MeTOAe

_readApplicationId() cneaytowmm obpasom:

QString ApplicationController:: readApplicationId() const
{
QFile applicationIdFile(QStringLiteral (APP ID FILE PATH));
return applicationIdFile.exists () &&
applicationIdFile.open (QIODevice: :ReadOnly)
? applicationIdFile.readAll () .trimmed()
QString () ;

roe APP ID FILE PATH = /usr/share/ru.auroraos.PushReceiver/application
id.

AJ'IbTepHaTl/IBHbIN\ BApPMaHTOM YKa3aHUA applicationId ABAAETCA 3a4aTb €ro
HenocpeaCTtBeHHO B KOAE NMPUNOKEHUA.

B KOHCTpYKTOpe Knacca ApplicationController CYMTbIBAETCA l/I,ZI,eHTl/Id)I/IKaTOp

NPUNOXKEHMA, KOTOPbIN 3aTeM NepeaaeTca push-aAemoHy:

ApplicationController::ApplicationController (const QStringList
&arguments, QObject *parent)
QObject (parent),
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m notificationsClient (new Client (this)),
m notificationsModel (new NotificationsModel (this))

gRegisterMetaType<NotificationsModel *>("NotificationsModel *");
_setApplicationId( readApplicationId());

if (arguments.indexOf (QStringLiteral ("/no-gui")) == -1)
showGui () ;

Takke npu ctapTte obpabaTbiBalOTCA apryMeHTbl KOMaHAHON CTPOKM arguments.
OTcyTCTBME apryMeHTa /no-gui MOMET CAYXKMTb CUTHAAOM 3anycka rpaduyeckoro

MHTepderca B meToae showGui () :

void ApplicationController::showGui ()
{
if (m view) {
m view->raise();
m view->showFullScreen();
} else {
m view = Aurora::Application::createView();
m view->rootContext () ->setContextProperty (QStringLiteral ("Ap-
plicationController"), this);
m view->setSource (Aurora: :Application::pathTo (QStringLit-
eral ("gml/PushReceiver.gqml"))) ;
m view->show () ;

}

2.2.2.3. PerncTpauyoHHbIM MAEHTUPUKATOP

PesaynbtaT peructpaumm B  push-gemoHe byaet obpaboTtaH B  cnoTe

_setRegistrationId() ApplicationController:

void ApplicationController:: setRegistrationId(const QString &regis-
trationId)
{
if (registrationId == m registrationId)
return;

m registrationId = registrationId;

emit registrationIdChanged(registrationId);
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Mocne 3anycka MNpUAOKeHMe MblTaeTca 3apernctpuposBaTbca Ha Cepsepe
npunoxeHut MCY wn B caydyae ycnexa noayyaeT WAEHTUOUKATOP pPerncrTpaumm

registrationId. BKOHCOAM /journalctl 0ToHBpa3nTCcs cooblieHne caeaytoLLero suaa:

»62bbal07e-1000-4d6e-ad8b-47935elb7d64"

MpunoxKeHne A0NKHO NepenaTb registrationId B CBOW CepBep MPUIOKEHUS,
4YTOObI CepBep MNPUIONKEHUA MOT OTNPaBAATb push-yBEAOMAEHUA [O1A KOHKPETHOro

registrationId.
2.2.2.4. Push-yBegomneHus

Monyums push-yBegoMNeHNE, NPUNOKEHME CHAYaNa NPOBEPSET, HE HAXOANTCA NN
NPUNOXKEHWE Ha NepeaHEeM nfaHe, a 3aTeM BbINOAHAET aHanM3 Nona AaHHbIX push-
yBeAOMNEHUA M MOUCK KNtoYa mtype B nosydyeHHom JSON.

Ecan mtype paBHO:

— action — yBeAOM/eHMe He byaeT oTobparkaTbes;

— notify — ByaeT oTobpaKeH TO/IbKO BEPXHWUI BaHHep;

— system notify — yBegomneHune OyaeT OTOOpaXkaTbCA TONbKO B LEHTpe
yBEAOMNEHUN.

Mpn ntobom Apyrom 3HaYeHUM, a TaKKe MPM NYyCTOM 3HAYEHUW UAW OTCYTCTBUM
mtype OyayT oTobparkaTbeca 2 push-ysegomneHunsa (6aHHep M LEHTP YyBEAOMAEHUN).

Bbibop cnocoba oTobpaxeHma push-yBegomneHus peanmsoBaH B MeToae

pushListToNotificationList Knacca ApplicationController:

void ApplicationController::pushListToNotificationList (const PushList
&pushlList)
{
for (const auto &push : pushList) {
m notificationsModel->insertPush (push);

QJsonDocument jsonDcoument = QJsonDocu-
ment::fromdson (push.data.toUtf8());

QString notifyType = jsonDcoument.ob-
Jject () .value ("mtype") .toString() ;

if (notifyType == QStringLiteral ("action"))
continue;
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static QVariant defaultAction = Notification::remoteAction (
QStringLiteral ("default"), tr("Open app"), Applica-
tionService::notifyDBusService(),
ApplicationService::notifyDBusPath (), Application-
Service::notifyDBRusIface(),

ApplicationService::notifyDBusMethod()) ;

Notification notification;

notification.setAppName (tr ("Push Receiver"));
notification.setSummary (push.title);

notification.setBody (push.message) ;
notification.setIsTransient (false) ;
notification.setItemCount (1) ;

notification.setHintValue ("x-nemo-feedback", "sms exists");
notification.setRemoteAction (defaultAction);
notification.publish{();

2.2.2.5. Cepsuc ana ynpaBneHna npuaoKeHnamm

[na ynpasneHua npunoxKeHmem, cnocobHbim Kak paboTaTb B GOHOBOM pexume,
TaK M 3anyckaTb rpapuyecknin mHTepdenc, co3aaeTca KnacC ApplicationService,

KOTOPbIM HacneayeTca oT QDBusAbstractAdaptor

// SPDX-FileCopyrightText: 2023 Open Mobile Platform LLC <commu-
nitylomp.ru>

// SPDX-License-Identifier: BSD-3-Clause

#ifndef APPLICATIONSERVICE H
#define APPLICATIONSERVICE H

#include <QtDBus/QDBusAbstractAdaptor>

class ApplicationService : public QDBusAbstractAdaptor
{
Q OBJECT

Q CLASSINFO ("D-Bus Interface", DBUS INTERFACE)

public:
explicit ApplicationService (QObject *parent = nullptr);
~ApplicationService () override;

static bool isRegistered();

static QString notifyDBusService();
static QString notifyDBusPath();
static QString notifyDBusIface();
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static QString notifyDBusMethod () ;

static int updateApplicationArgs (const QStringList &arguments) ;

signals:
void guiRequested() ;

public slots:
void handleApplicationArgs (const QStringlList &arguments);

void handleApplicationWakeUp () ;
bi

#endif // APPLICATIONSERVICE H

Ha3BaHne cepBuca, NyTb W WHTepdeilc, KOTOopble MOXKEeT MWCMNO/b30BaTb
npunoxKeHune, orpaHndeHsl opmatom orgName.appName (noapobHee B nn. 2.2.2.6).

B KOHCTpyKTOpEe permnctpupyetca D-Bus-cepsuc:

ApplicationService: :ApplicationService (Q0Object *parent) : QDBusAb-
stractAdaptor (parent)

{
setAutoRelaySignals (true) ;

QODBusConnection dbus = QDBusConnection::sessionBus () ;
dbus.registerObject (dbusPathStr, this, QDBusConnection::Expor-
tAllSlots);

if (!isRegistered()) {
bool success = dbus.registerService (dbusServiceStr);
if (!success)

gApp->quit () ;

MeToa updateApplicationArgs (const QStringList &arguments)
MCMONb3yeT 3TOT CePBUC, YTOObI NPUMEHUTb ANA MPUNOKEHUA aPryMEHTbl KOMaHAHOM

CTPOKM, BbI3BaB handleApplicationArgs (const QStringList &arguments):

int ApplicationService: :updateApplicationArgs (const QStringList &argu-
ments)

{
QDBusMessage message = QDBusMessage::createMethodCall (dbusSer-
viceStr, dbusPathStr, dbusIfaceStr,

dbusMeth-
odStr) ;
message.setArguments (QList<QVariant> () << arguments);
QDBusMessage reply = QDBusConnection::sessionBus () .call (message);

return O;
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MeTona, handleApplicationArgs (const QStringList &arguments)
oTnpasadeT CurHan o H€O6XO,£I,VIMOCTVI OTKPbITb rpacbmqecmﬁl VIHTepdDEMC, ecnan B

dprymeHTax KOMaH,EI,HOP’I CTPOKM MMeeTCA —gui:

void ApplicationService::handleApplicationArgs (const QStringList &ar-
guments)
{
if (arguments.indexOf (QStringLiteral ("/no-gui")) != -1)
return;

emit guiRequested() ;

CepBUC CO3aeTCA M 3aMyCKaeTCa B main. cpp:

int main(int argc, char *argvl[])
{

QScopedPointer<QGuiApplication> application (Aurora: :Applica-
tion::application(argc, argv));

application->setOrganizationName (QStringLiteral ("ru.auroraos"));
application->setApplicationName (QStringLiteral ("PushReceiver"));
QStringlList applicationArgs = application->arguments () :;

applicationArgs.removeFirst () ;

if (ApplicationService::isRegistered()) {
return ApplicationService::updateApplicationArgs (application-
Args) ;
} else {
QScopedPointer<ApplicationService> applicationService (
new ApplicationService (application.data())):

QScopedPointer<ApplicationController> applicationController (
new ApplicationController (applicationArgs, applica-
tion.data()));

QO0bject: :connect (applicationService.data (), &Application-
Service: :guiRequested,
applicationController.data(), &Application-
Controller: :showGui) ;

return application->exec();

CHavana nposepseTca, He Obl N CEPBUC yrKe 3anylleH. B aTom cnyyae y Hero
TONIbKO OOHOBAAIOTCA apPryMEHTbl KOMaHAHOM CTPOKW. MHauye co3gaeTtca M 3anycKkaeTcs

HOBbIM CEPBUC, @ TaKKe NPUIOKEHME, KOTOPOe NoyYaeT aprymeHTbl KOMaHAHOM CTPOKM.
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2.2.2.6. [JononHUTeNbHble HACTPOMKM KOHPUTYpaLMK

Ona npunoxeHusa HeobxoaMmo B dalne .desktop YKasaTb BO3MOMKHOCTb

NMPUHNUMATb uri B KayecTse daprymeHTa:

Exec=/usr/bin/ru.auroraos.PushReceiver %u

Nna poctyna K push-g4emMoHy MNPUAOKEHWIo HeobxoaMmMo  paspelleHune
PushNotifications, KOTOPO€ MOXHO 3a4aTb B MoOJie Permissions CEKUMM X-

Application ¢aina .desktop:

[X-Application]
Permissions=PushNotifications

OrpaHnyeHne Ha MMeHa D-Bus WKH, KOTOpble MOXET NOAHMMATb MPUIOXKEHNE.
,ﬂOCTyﬂHbITOﬂbKO MMeéHa BWAa orgname.appname, 1€ orgname N appname 3a4at0OTCA B

CeKuMn x-Application ¢anna .desktop:

[X-Application]
OrganizationName=ru.auroraos
ApplicationName=PushReceiver

B pro-paine HeobxoAMMO yKaszaTb, YTO NpuaoxeHune mucnonbzyetr Qt D-Bus u

AONONHUTENbHbIE BUBANOTEKN: pushclient M nemonotifications—-gt5:

QT += dbus

PKGCONFIG += \
pushclient \
nemonotifications—-gth

MPUMEYAHWE. Mocne pernctpaumm NpmMAOKeHMA B push-a4emoHe OHO OoTnpasBaseT
Ha CBOM CepBep MPUNOXKEHWUA YHMKANbHbIM registrationId, MpM 3TOM Ha cepBepe
NPUNOKEHNI HEOBXOAMM NPOLECC, CNOCOOHbLIN MNONYyYaTb U COXPAHATb registrationId

ONA AanbHENLIEen TapreTMpoBaHHOM OTNPaBKM push-yBeaoMAEHU.
2.2.3. UlyBepomnenus (ana OC ot Bepcumn 5.0 1 BbiLLe)

B OC Bepcum 5.0 peannsoBaH HOBbIM MeXaHM3M A0CTaBKM push-yBegoMaeHNM

Hanpsmyto B Ul (noapa3sgen 2.3). [JaHHbIM mexaHu3m yonpaetT HeobxoaMMOCTb CO34aBaTb
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yBelOMIEHUA HENOCPEACTBEHHO U3 NPUIOXKeHUA. [lepexos Ha HOBbI MexaHM3M TpebyeT

TO/IbKO NOAKNOYEHNA HOBON BUDANOTEKN 1ibpushapi:

PKGCONFIG += pushapi

NMPUMEYAHUE. Echn paHee npunoxeHune co3zaBano yBeAOMIEHUA C AAHHbIMMU,
npuweawnmm B push-yBeaomneHui, To Npu nepexoae Ha HOBbIA MeXaHW3Mm, A
nsbexaHma aybaMpoBaHMA YBEAOMAEHMWI, CTOUT M30ABUTbCA OT CAaMOCTOATENbHOrO
CO34aHMA.

MpunoxeHne MOXKeT peann3osaTtb B cBoeM D-Bus cepBuce meTtoa, KOTOpbIn byaeT
BbI3BaH NPW KAMKe Ha push-yBegoOMAEHWNE, eCan ero MMa BblNo NepeaaHo B No/e action
push-yBegomneHua. Ha TeKyWMn MOMEHT NOAAEPKMBAETCA TONbKO 1 meTon Ha push-
yBeAOMNEHMEe N He NOAAEPKMBAOTCA MeToAdbl C aprymeHTamu. [na Toro 4tobbl meTos
BbIMOAHANCA (B TOM 4YMCae MPU BbIKAHOYEHHOM MNPUAOKEHWUKN), HeobXOAMMO cAenaTtb
npunoxeHne DBus activatable nytem pobasneHmA nons ExecDBus B CEKUMIO

X-Application ¢panna .desktop:

[X-Application]
ExecDBus=/usr/bin/ru.auroraos.PushReceiver %u

BHUMAHWE! Mopaep»kKka mexaHM3ama, onmcaHHoro B nn. 2.3.3.2, coxpaHAaeTcs B
NAHHbIA MOMEHT, ANA NPOAOKeHMA paboTbl He TpebyeTca A0NONHUTENbHbIX NU3MEHEHUI
B MPUNOXKEHMN NN nepecbopKu.

MPUMEYAHMUE. Bubanotekn libpushclient U libpushapi KOHPAUKTYIOT APYr C

APyrom, oaHoBpemeHHO MOXHO UCMNO/1b30BATb TOJ/IBKO OAHY N3 HUX.

2.3. OtnpaBKa push-yBegomneHui

Push-yBegomneHna oTnpaBaatoTca ¢ cepBepa npunoxkeHnin yeped APl Cepsepa
npunoxeHun MNCY, kotopbin 3awmileH npotokonom OAUTH2 OpenlD Connect cornacHo
JSON Web Token (JWT) Profile for OAuth 2.0 Client Authentication. Mpn 3TOM

MCMNOMb3yeTcs MeToA ayTeHTUdMKaLUMK private_key jwt.



https://openid.net/specs/openid-connect-core-1_0.html#ClientAuthentication
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Mpwn pernctpaumm npoekta Ha Cepsepe npuaoxeHuin MNCY paspabotumky byayT
HanpaBieHbl KOHPUTYPaLMOHHbIE HACTPOMKM MPUNOKEHMA W CepBepa MPUAONKeHU. B
KOHOUrypaumm npeactaB/ieHbl MapaMeTpbl, HeobxoAMMble ANA HACTPOMKW KAMEHTa
npoTokona astopu3aumm OpenlD Connect n dopmmposanma URL ana oTnpasku
push-yBenomneHuin, npuseaeHHble B noapasgene 1.2.
dTanbl OTAPaBKK push-ysegoMAeHWNI:
1) lMonyyeHre TOKeHa, MNO3BOAKOWEIO B TeYEeHMEe BPEMEHU €ro KU3HU
0TNpPaBNATbL push-ysegomnenuma (n. 2.3.1);

2) HenocpeacTBeHHO oTNpaBKa push-ysegomnenums (n. 2.3.3).
2.3.1. 3anpoc TOKeHa aBTopM3aLMM

[na nonyyeHns ToKeHa HEeObXOAMMO BbINMOAHUTL HEABTOPM3OBAHHbIM 3aMpoc No
aZpecy u3 napameTtpa token url (noapasgen 1.2).

3anpoc:

POST {token url}

Mpumep:

POST http://example.ru/auth/public/ocauth2/token

3aro/I0BOK Content-Type AO/XKEH MMETb 3HaYeHMe application/json.

Obsa3aTenbHble NapaMeTpbl Tena 3anpoca npmuseaeHsl B Tabamue (Tabamua 1).

Tabnunua 1

Ob6sasatenbHocTb | MapameTp Tvn OnucaHune

Ha scope String |CnucoKk [MOeWCTBUA, KoTopble MOryT HbiTb
pa3peLleHbl MPUNOKEHMIO.

3HayeHMa M3 panna C HACTPOMKAMM MNPOEKTa
(noapasnen 1.2).

[Mpumep: openid offline message:update
project:read




26

AOMI.20134-01 95 01

ObazaTenbHOCTb

MNapameTp

Tvn

OnucaHune

[a

audience

String

Mpeanonaraembln NoTpebUTeNb TOKEHa, Kak
npasuno, 310 cepsep pecypcoB (APl), K
KOoTopomy NPUNOKEHUIO HeobxoaMMo
NONYYUTb AOCTY.

3HaueHMAa M3 dalna C HaCTPOMKamM MPOeKTa
(noapasnen 1.2).

Mpumep: http://example.ru/auth/public http://
example.ru /push/public

[a

grant typ
e

String

Tun aBTOpU3aLUM cepBepa NPUNOKEHNA B
Moacucteme besonacHocTn Push-cepsepa.
[lepenaTb 3Ha4yeHMe: «client credentials»

[a

client as
sertion t
ype

String

MNepenaTb 3HAYEHNE, KaK CTPOKY:
«urn:ietf:params:oauth:client-
assertion-type:jwt-bearer»

[a

client as
sertion

String

CoopmmnpoBaHHbIA  camoctoaTenbHo  JWT,
coaeprramin nHGopMaLMto ana
ayTeHTUPMKauMmM knmeHTta. OH AonxKeH ObITb
noanuncax LundpoBoin NoANUCHIO C
MCNONb30BAHMEM 3aKPbLITOrO K/OYa, 3HaYeHKne
KOTOpOro HaxoAmTCA B napameTpe
private key M3 danna ¢ HacTpomKkamu
npoekta (noapasgen 1.2). TpeboBaHuA K
bopmnpoBaHmto TOKeHa JWT MOXHO
nocmoTpeTb B Tabauue (Tabauua 2)

JWT ponskeH copeprkaTb obs3aTesnbHble NapameTpbl, NpuBedeHHble B Tabaumue

(Tabnunua 2).

Tabnunua 2

0Oba3aTenbHOCTb

MNapameTp

Tun

Onucanune

[a

iss

String

Issuer.  [osmxeH
knneHta OAuth

coepKaTb client id

Ha

sub

String

Subject.  [JonkeH
KameHTa OAuth

cogepXaTtb client id

[a

aud

String

Audience.

Mpeanonaraembln NoTpebuTenb TOKeEHa, Kak
npaBmio, 3To cepsep pecypcoB (API), K
KOTOopoMmy NPUNOXKEHUIO HeobXxoaAnMMo
NONYYMTb AOCTYn.



http://example.ru/auth/public%20http:/%20example.ru%20/push/public
http://example.ru/auth/public%20http:/%20example.ru%20/push/public
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ObsasatenbHocTb | [MapameTp Tun OnucaHue

CepBep aBTOpM3aUMM AONKEH NOATBEPAMUTD,
YTO OH ABNAETCA LEeNeBon ayauTopuen Ans
TOKeHa. 3HavyeHue [O/PKHO NpeacTaBAATb
cobon URL KOHEYHOM TOYKM cepBepa
aBTOpM3aLNM

Ha jti String [JWT ID. YHUKaNbHbIA MAEHTUOUKATOP TOKEHa,
KOTOPbI  MOXeT OblTb WMCNO/b30BaH ANA
npeaoTBpalleHA NOBTOPHOMO MCMNONb30BaHMA
TOKeHa. Takune MapKepbl [OKHb
MCNONb30BaTbCA TONILKO OAMH Pas, eC/IN TONIbKO
yC/N10BMA NOBTOPHOMO MCMNOAb30BaHNA He Oblaun
OrOBOPEHbI MeXAy CTOPOHammu; Ntobble Takme
neperoBopbl BbIXOAAT 3@ pPaMKM [AaHHOM
cneunduKaumm

Ha exp String |Bpemd UcTeYeHMA CPOKa AeNCTBMA TOKEHa, No
ncredeHmm  kotoporo JWT He  po/mkeH
NPMHMMATbLCA K 06paboTKe.

2.3.2. [loaonucb TOKeHa aBTOpM3aLMK

JWT ponxeH 6bITb noAnNMcaH UMPpPOoBOM NOANNCHIO C MCNO/Ib30BAHNEM 3aKPbITOrO
KNto4Ya B aCMMMETPUYHOM Kpuntorpadumm RS256.

KaneHT,  ucnonb3ywowuii  mMeTond,  ayTeHTUPUKauum,  O0/KEeH  3apaHee
3aperncTpmMpoBaTh CBOW OTKPbITLIM KAOY (MapameTp key id) Ha cepsepe aBTOpU3aLumK,
4yTOObI cepBep MOl NpoBeEPUTb assertion.

[MpoBEPUTbL KOPPEKTHOCTb BbIMNYLWEHHOrO TOKEHA MOXHO, K MPUMepy, Ha canTe
https://jwt.io/.

OTBET Ha 3anpocC Noay4YeHMAa ToKkeHa npueeaeH B Tabauue (Tabauua 3).

Tabnnua 3

O6a3aTeNbHOCTb [MapameTp Tvn OnucaHue

[a access_token|String |TokeH aBTOpPM3aLUK, C KOTOPLIM
HeobX0AMMO BbINONHATL 3aNPOChI K
cepsepy

Ha expires_in |String|Bpema AeiCTBMA TOKEHa aBTOPU3aLMM

[a scope String (Cnucok AeNCTBUI, KOTOPbIe MOTYT BbITb
pa3peLleHbl MPUIOKEHNAM
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O6asaTenbHOCTb MNapameTp Tun OnucaHue

Na token type |String |TunTokeHa

[a expires_at |String | Bpems OKOHYaHWA AENCTBUA TOKEHA
aBTOpPU3aLMM

3 oTBETA CAeAyeT cymuTaTb aTpMbyThl, KOTOPbIE BO3BPALLAIOT TOKEH, N BPEMA ero
NencTeua.

Mpumepsbl Koga Ha Python v Java ans nonyvyeHua TOKeHa A0CTyna NpuBeeHb! B
noapasaene 2.4,

Mpumepbl Koda npuBedeHbl Ha nopTtane paspabotynkos OC Aspopa:
https://community.omprussia.ru/documentation/software_development/guides/push/s
erver.html#texample.

B cnyyae, ecan  Bbilen CpPoK AeNCTBMA  access token, HeobXxoaMMo

MHWLMMPOBATbL NpoLeaypy NoNy4yeHua TokeHa (n. 2.3.1).
2.3.3. OnpaBka push-yBegomneHuni
2.3.3.1. O6waa nipopmauma

[na otnpasBku push-yBegomneHmns Heobxoanmmo chopmmpoBaTh 3anpoc Ha Cepsep

npunoxeHun MNCY, ykasaHHbIM B api url (noapasgen 1.2).

POST {api url}/projects/{project id}/messages

3aroNoBOK Content-Type AO/IKEH UMETb 3Ha4YeHMe: application/json.

3aroNI0OBOK Authorization AO/KEH MMETb 3HA4YeHWe: Bearer access_token,
Nosly4eHHbI B 3anpoce aBTopusauum (n. 2.3.1).

K appecy Cepsepa npunoxeHun [CY Heobxoammo n06aBuTb GparmeHT c
yKasaHuem project id.

MapameTpbl Tena 3anpoca npueeaeHs! B Tabanue (Tabanua 4).



https://community.omprussia.ru/documentation/software_development/guides/push/server.html#example
https://community.omprussia.ru/documentation/software_development/guides/push/server.html#example
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Tabnnua 4
ObasaTtenvHocTb | MapameTtp Tvn OnucaHue
[a target String |YkasblBaeTcA registrationId,
NOIY4EeHHbIM U3 MPUNONKEHUSA MOC/E ero
perncTpaummn Ha Cepsepe npunoxkeHuin MNCY
[a type Enum MoaneprkmBaeTca 3Ha4YeHne device
(String)
[a ttl String |Bpems »u3Hu push-ysesomneHms,
Hanpumep, 5h30m. MoxeT BbITb 334aHO
TONbKO B CAeAyroWmMX eANHNLAX: s —
CEeKYHAbl, h — Yacbl, m — MMWHYTbI
Na notificat |OBJ CopepaHue push-ysegomneHus
ion Notifica
tion
MapameTpbl 06bekTa Notification NpuBeaeHsl B Tabaumue (Tabaumua 5).
Tabnnua 5

Ob6sazatenbHocTb | MapameTtp | Tun OnucaHune

Het title string |3aronosok (0o 512 cumsonos)

Het message |string |Teno coobuwerua (0o 2048 cMmBOI0B)

Het data Object |O6beKT 419 NapameTpoB KAtoUY-3HaYeHue,
MOHO NepeaaBaTb Ntobble Heobxoanmble
npunoxerHuto nons (ao 1024 6anT)

Het action string |[leictBune, Kotopoe 6yAeT BbINONHEHO B

NPUNOXKEHUN, NOCNE HAXKAaTUA MNOJib30BaTENIEM
Ha yBeaOMNEHMeE.
[encrena 334atoTCA
NPUAOKEHWNI.
Hanpumep, ecan y npunoxeHma ectb D-Bus
CepBuc, B KOTOpom onpedeneH metos «Open»,
Torga «Open» MOXHO nepeaaTth B N0Jie M MeTo/,
OyaeT BbI3BaH CUCTEMOM MpPU  KAMKE Ha
yBeZLOMNEeHMe.

MNone p[ONKHO coaepraTb He 6bonee 255
CMMBO/10B.

MeTopa, Ao/KeH ObiTb 1 Ha Mose U MeToh He
[OIKEH COAepPXaTb MapaMeTpbl.

[na Toro, 4tobbl Oblla BO3MOXKHOCTb BbI3BaTb
action, push-yBegomneHune [OJIKHO
0TOOPa3nTbCA B CUCTEMHOM Tpee

pa3paboTymMKom
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Bo3MOMHble KoAbl OWNOOK npuseaeHsl B Tabauue (Tabauua 6).

Tabnuua 6

Kog v cTatyc
owmnbKun

OnuncaHue

[denctsma ana yctpaHeHna oWnobKu

400 Bad Request

ttl limit is exceeded

Heobxoammo npoBepuTb
[OMNYCTUMOE BPEMSA KMU3HW push-
YBEOMNEHNS B COOTBETCTBMM C
HaCTOAWMM JOKYMEHTOM

unsupported message
type

Heobxoanmo npoBepuTb AOCTYMHbIE
TWMNbl AOCTAaBKM YBEAOMIEHWIA B
COOTBETCTBMMU C HACTOALLMM
[OKYMEHTOM

invalid notification
title length

HeobxoAMMmo NpoBepUTL AOCTYMHbIE
orpaHMYeHMa Ha co3aaHune
YBEOMNIEHNN B COOTBETCTBUM C
HaCTOAWMM JOKYMEHTOM

invalid notification
message length

HeobxoAMMmo NpoBepUTL AOCTYMHbIE
orpaHMYeHMa Ha co3aaHune
yBEeOMIEHWNN B COOTBETCTBUM C
HaCTOAWMM JOKYMEHTOM

invalid target

Heobxoanmo npoBepuTb AOCTYMNHbIE
3Ha4YeHMA B COOTBETCTBUMN C
HACTOALLMM JOKYMEHTOM

target not found
(YKa3aHHbIM
registration idHe
HanaeH)

registration idHeobxoanmo
NONYyYNTb NOCAE PerncTpaumm
YCTPOMCTBA M NPUNOXKEHNA Ha
Cepsepe npunoxkeHun MCy

401 Unauthorized

NcTeK CpoK AeNCTBMA TOKEHA
aBTOpM3aLIMMK

HeobxoanMMo Noy4mnTb HOBbIN
TOKeH aBTopu3aumm (n. 2.3.1)

Client authentication
failed, the provided
client JSON Web key is

expired (He yaanoch

BHHOﬂHMTbayTeHTM¢MKauMD.

CpoK aencrTeums
NpeAoCTaBAEHHOro Kto4a
NCTEK)

Heobxoammo obpaTnTbea K
aammHncTpatopy Cepsuca
yBeAOMNEHUIM C NpOoCbbow
BbIMYCTUTb HOBbIM KtOY
6e30nacHOCTM NPOEKTa U NpUcNaThb
ero, Nocne Yyero cneayeT yCTaHOBUTb
HOBbIN KAtOY M MOBTOPMUTb 3aNpPOC

403 Forbidden

OTCyTCTBYIOT HEOHXOAMMbIE
npasa AoCTyna AN
BbIMNOJIHEHMA 3aMpoca

Heobxoammo obpaTutbea K
CUCTEMHOMY aAMUHUCTPATOPY ANA
Ha3Ha4YeHMaA npas
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Kog v cTatyc

OnucaHue
OWMOBKM

[encTBuna ana yctpaHeHna owmnbKkm

413 Request
Entity Too Large

Obuwmin paamep JSON-
obbeKkTa B Tene coobueHmns
npesbllaeT 4 KO

HeobxoanMmo yMeHbLWNTb pasmep
JSON-06beKTa B Tene coobuieHms

429 Too Many
Requests

[LOCTUTHYT IMMUT KONIMYECTBA
3anpoCcoB B CEKYHAY

HeobxoAMMO COKpaTUTb KOIMYECTBO
3anpoCoB B CEKYHAY A1A NPOeKTa

500 Internal
Server Error

BHYyTpeHHAA cMcTeMHasn
owmnbKa Cepsepa
npunoxenun NCy

Heobxoanmo obpatmTbes K
CMCTEMHOMY aIMUHNCTPATOPY

504 Gateway
Timeout

NHdpacTpyKTypa Cepsuca
yBEeAOM/IEHWNI HeAOCTYMNHA

Heobxoanmmo obpatmTbes K
CUCTEMHOMY aZIMUHUCTPATOPY

[Npumep 3anpoca:

POST https://global-push.domain/api/projects/project-from-ui-

bthsc2ig44tso869omt0/messages
Content-Type: application/json
{

"target": "442125d4-6041-4f72-ab4d4b-1e5fd3ad389%a",
"ttl": "2h"’
"type": "device",
"notification": {
"title": "some title",
"message": "some message",
"data": {
"another key": "value"
Yo
"action": "command"

}
}

Mpumep oTBETA B C/Iy4ae ycrnexa MMeeT CAeayoLni BUA:

"442125d4-6041-4f72-ab4b-1e5£fd3ad389%a",

"expiredAt": "2020-10-06T07:44:43.9675762",
"id": "1526c09c-1cad4-48ea-8357-elb8aaz2f3fc3",
"notification": {

"data": {

"another key": "value"

b

"message": "some message",

"title": "some title",

"action": "command"

bo
"StatUS"I HH,
"String": mwu "target":
"type": "device"
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2.3.3.2. Co3pgaHue push-ysegomnenuma ana OC sepcum 3.2.2 1 Bbllle

Push-yBegomneHune ¢ AaHHbIMM B NOMAX data, title n/mnm message Oyaer
AOCTaBNIATbLCA HaANPAMYHO B MPUIOKEHNE, MUNHYA OTO6pa)+(EHM€ B CMCTEMHOM Tpee

yCTpoicTBa. Ecam npunoxeHme He HbI10 3anyLeHo, oHO byaeT 3anyLleHo B poHe.
2.3.3.3.  Co3paHue push-ysegomnenua ana OC ot Bepcun 5.0 1 Bbile

MPUMEYAHUE. B cnyydae, ecnnm npunoxeHue He 6bI1O0 adanTMpPOBaHO ANA
npumeHeHna B OC Bepcumn 5.0, To HeobxoaMmo 0bpalLaTbCA K caeayowen MHPoOpMaLmNn:

— NIOrMKa co3aaHuma push-ysegomnerHnin (nn. 2.3.3.2);

— onucaHue agantaumm npunoxenua (n. 2.2.3).

Push-yBegomneHue ¢ JaHHbIMM B NOAAX title W/MAM message OyaeT
OTOOparKaTbCA B CMCTEMHOM Tpee YCTPOMUCTBA. VICKAOYeHMEM ABAAETCA CAyyal, Koraa
NPUNOXKEHME 3aNyLLEHO M Pa3BEPHYTO, TOrda BCe AaHHble MonaayT B MPUAOXKEHWE W
push-yBegomneHune He byaeT oTobparkaTbCA B CUCTEMHOM Tpee. Ecam npunoxeHue He
OblN0 3anylWeHO B MOMEHT MOAYYEHMA YCTPOMCTBOM push-yBeaOMAeHMA, Toraa
npunoxeHne He OyaeT 3anyckatbca, a push-yBegomneHne Oyaetr oTobparkaTbCA B
CMCTEMHOM Tpee.

Push-yBegomneHune ¢ AaHHbIMKW B None data byaeT AOCTaBAATLCA HAaNPAMYH B
NPUNOXKEHWE, MUHYA OTODpPaXKeHWe B CUCTEMHOM Tpee yCTponcTea. Ecan npunoxkeHme He
6b1N10 3anyLLeHo, oHO byaeT 3anyLueHo B poHe.

Push-yBegomneHune ¢ AaHHbIMM B NoNsAx data, title W/MAN message bByaeT
OTOOparKEHO B CUCTEMHOM Tpee M [AO0CTaBNEHO B MNPUIOXKEHME OAHOBPEMEHHO.
NcKkntovyeHnem byaeT cnydvar, Koraa NpuaoXKeHWe 3anyuleHo M pa3BepHyTo, Toraa Bee
NaHHble nonaayT B NpuAoKeHwe W push-yBegomneHue He 6byaeT oTobparkaTbCA B

CUCTEMHOM Tpee.
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2.3.4. Tlony4eHune MHPopMaLMKM O NpoekTe push-yBegoMAEHNI

Cepsep npunoxeHuin NCY npefocTaBAAeT BO3SMOXHOCTb MOAYYUTb CAeAyHOLLYHO
MHGOPMaLMIO:

— o aoctynHocTn Cepsepa npuaoxenmin MNCy;

— 00 aKTyanbHOCTMK KNtoven 6e30MaCcHOCTM NPOoeKTa push-yBeaoMAEHN;

— 00 aKTMBHOCTM NPOEKTa push-yBeaoMNeHUN.

Heobxoammo chopmmpoBaTb 3anpoc Ha Cepsep npunoxkeHuit MCY, ykasaHHbIN B

api url (noagpaszen 1.2):

GET {api url}/projects/{project id}

3aroN0BOK Content-Type AO0/IXKEH UMETb 3Ha4YeHMe: application/json.

3aro/IOBOK Authorization AO/IKEH MMETb 3HAYEHUE: Bearer access_token,
NOMIy4eHHbIM B 3anpoce aBTopmsaumm (n. 2.3.1).

Mpn dopmumposaHum URL anAa 3ampoca BmecTo {project id} HeobxoguMmo
yKa3aTb MAeHTUOUKATOP NPOEKTA M3 KOHOUTYpaLUK.

MapameTpbl oTBETa NpmuBeaeHbl B Tabauue (Tabauua 7).

Tabnunua 7
O6a3aTenbHOCTb MapameTp Tun OnucaHune
Ia id String NAaeHTUPUMKaTOP NpoeKTa
Na name String Ha3saHWe npoekTa
Na isActive Boolean AKTMBHOCTb NPOEKTa
Na serviceAccount |[OBJ | O6beKT ¢ MHPpOPMaLMeEn O
ServiCeACCOUnt | anpycHOM akKayHTE NPOeKTa
Na createdAt String [laTa co3aHnA NpoeKTa
[a updatedAt String [ata 0bHOBNEHWA NPOeKTa

MapameTpbl 06beKTa serviceAccount NpuBeaeHsl B Tabnnue (Tabanua 8).

Tabnunua 8
ObsszaTtenbHocTb | [lapameTp Tun OnucaHune
[a clientId string | peHTUOMKATOP CEPBUCHOTO aKKayHTa,
COBMaAaeT C MAEHTUOMKATOPOM NPOoeKTa
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ObsasatenbHocTb | [MapameTp Twn OnucaHune

[a clientName |string |Ha3paHue CEPBMCHOrO akKayHTa, coBnagaer
C Ha3BaHMEM MPOEKTa

[a publicKeys |Object |O6beKT c nHGOPMAaLMEN O CPOKe AeNcTBMA
KNtoyel 6e30nacHOCTM NPOeKTa

[a scope string |Cnncok AeNcTBMI, KOTOPbIE MOTYT BbiTb
paspeLleHbl NPUIOKEHNIO

[a audience Arrayls |[pegnonaraemblit NOTPebUTENb TOKEHA, KakK

tring]

nNpaBwWao, 3T0 cepBep pecypcos (API), K
KOTOPOMY NPUNOKEHMIO HEODXOAMMO
NONYYNTb AOCTYN

MapameTpbl 06beKTa publicKeys NpmBeaeHsl B Tabauue (Tabanua 9).

Tabnunua 9

0O6a3aTenbHOCTb

MNapameTp

Tun

OnucaHue

[a

meta

Object

Obbekt ¢ wuHPoOpmauMen O  Kawye
6e30nacHOCTM NPOEKTA.

CoaepXnT 3HaYeHMe NapameTpoB:

— public:{3Hagenme} -  MAEHTUDMKATOP
nyOAMYHOTO KOYa;

— assigned at - [aTa Ha3HaYeHWA KaK4yel
6e30MacHOCTM NPOEKTa;

— expired at - [aTa OKOHYaHWA OENCTBUA
Kntoyen 6e30nacHOCTM NPOeKTa

OTBeT byaeT npeacTasBieH B creaytollem dopmare:

"createdAt":"2023-09-13T21:43:29.712093+03:00",
"id":"acs 1384 test ckl05k9pfb78114a8n8g",
"isActive":true,

"name" :"acs-1384-test",

"serviceAccount": {
"audience": [

"http://example.ru/auth/public",

"http://example.ru/push/public"

I

"clientId":"acs 1384 test ckl05k9pfb78114a8n8g",
"clientName":"acs-1384-test",
"publicKeys": {
"meta":{
"public:WcKEcC)7wQQ" : {

"assigned at":"2023-09-13T18:43:582",
"expired at":"2024-12-13T00:43:582"



http://example.ru/auth/public
http://example.ru/push/public

35

AOMI.20134-01 95 01

}
I

"scope":"openid offline message:update project:read"

by

"updatedAt":"2023-09-13T721:44:43.73058+03:00"

Bo3morKHble Koabl oWMHOK NnpuBeaeHsbl B Tabanue (Tabanua 10).

Tabnunua 10

Kog v cTatyc
owmnbKM

OnwucaHue

[elcTBua ansa ycrpaHeHns owmnbKkn

401 Unauthorized

McTeK CpoK AeNCTBUA TOKEHa
aBTOpM3aLUK

HeobxoaAnMmMo NoayyYmTb HOBbIA TOKEH
asTopum3aumm (n. 2.3.1)

Client authentication
failed, the provided
client JSON Web key is

expired (He yaanocb
BbINOJIHUTb
ayTeHTuduKaumto. Cpok
NencTBums
NpeaoCcTaBAEHHOro KAto4a
NCTEK)

Heobxoanmo obpatnTbea K
AamunHuctpaTopy Cepsuca
yBEAOMAEHWNIM C NPOCbOOM BbINYCTUTb
HOBbIM KNtOY Be30MacHOCTM NPOeKTa
M NPUCNaTb €ro, NOc/se Yero cneayet
YCTaHOBWUTb HOBbIM K/tOY M MOBTOPUTH
3anpoc

403 Forbidden

[locTyn K pecypcy 3anpelleH

[MpoBEpPUTb KOPPEKTHOCTb HACTPOEK
nepeaaHHOro npoekTa. B cnyyae
NnoBTOPEHMA OWKnbKM 06paTUTLCA K
AammuuctpaTtopy Cepsuca
yBEAOMNEHNM

404 Not Found

Pecypc He HaaeH

MpoBepUTb KOPPEKTHOCTb HAaCTPOEK
nepeaaHHOro npoekTa. B cnyyae
NOBTOPEHMA OLNDOKM 06PaTUTLCA K
AamunHuctpatopy Cepsuca
yBEAOMNEHNM

429 Too Many
Requests

NOCTUTHYT AMMNUT
KOJIn4ecTBa 3anpocos B

CeryHay

HeobxoAMMO COKPaTUTb KOIMYECTBO
3aMpoCoB B CEKYHAY 4/1A NpoeKTa

500 Internal
Server FError

BHyTpeHHAA cMcTeMHan
ownbka Cepsepa
npunoxKenun MNCy

Heobxoammo obpaTuTbCs K
CUCTEMHOMY aZlMUHUCTPATOPY

504 Gateway
Timeout

NHdpacTpyKTypa CepBuca
yBeAOM/IEHNIM HeAOCTYMHa

Heobxoammo obpaTnTbes K
CUCTEMHOMY aZIMUHUCTPATOPY
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2.3.5. PekomeHaaumum MCNONb30BAHMA 3anpoca

MepnoanyecKkmn, c YaCToTOM HEe MeHee CYTOK, C cepBepa NPUIOKEHNN HEOBX0AMMO
BbIMO/IHATL 3anpoc Ha Cepsep npuaoxkeHui MNCY, 4Tobbl NOAYYaTb aKTyabHble AaHHble MO
NPOEKTY:

— aTpnbyT isActive A0/MKeH ObITb paBeH true. B cnyyae HapylueHWM CBA3ATLCA
c AoMunHmcTpaTopom CepBuca yBeAOMNAEHWUI;

— 3HayeHWe expired at A8 WCNOAb3YEMOro K43 AOMKHO ObiTb  C
AencTeytolLlen AaTon. PekomeHayeTca Noay4mTb HOBbIM KAtoY 6e30MacHOCTM NpoeKTa, He
NOXNAAACh AaTbl OKOHYAHWA AENCTBMA TeKyLero. Mpouecc aBTOMaTUYEeCKOM CMEHbI KtoYa
H6e30nacHOCTM NpoeKTa NpueeaeH B n. 2.3.6;

— 3HAMNOWHT AO/IKEH BO3BpalWlaTb CTaTyC 200 OK — 3TO 3HauuT, 4yTo Cepsep
npunoxeHun TCY ¢ou3nyeckn [0CTyNeH AnAa OTNpPaBKM COOOLWEHWMIA K3 cepBepa
NPUNOXKEHMA. B cnyyae HapylweHuin cBaszatbcs ¢ AamuHuctpatopom  Cepsuca

yBEAOMNEHUN.
2.3.6. ABTOMaTM4YecKas CMeHa Kato4Ya 6e30MacHOCTM NPOeKTa

B cnyyae, ecam npm BbINOAHEHMUN 3aMpoca Ha NoaydYeHne nHbopmaumm o NpoekTe
(n.2.3.4), byaeTr 3ame4yeHO, YTO CPOK JAENCTBMA K/4Ya WCTEeKaeT, Heobxoaumo
3ab61aroBpeMeHHO BbINONHUTL CeaytoLine AeNCTBUA:

— CreHepupoBaTb HOBYO Mapy, COCTOALLYHO M3 OTKPbLITOrO M 3aKPbITOrO KtOYa;

— YCTaHOBMUTb NyOBANYHBIM KAOY ANA aKKayHTa CBOEro NPOeKTa;

— OOHOBUTb KOHOUIypaLMO CBOEro cepBepa MPUAOKEHUN ANA MCNONb30BaHMUA
HOBOTrO K/1t04a NPKW NOSy4eHMM aBTOPU3ALMOHHOIO TOKEHa.

ana reHepaunm napbol KAto4en H€O6XO,£I,I/II\/\O BbINMOAHNUTL 3aMpOC HMXKE!

POST {api url}/keyPairs

3aroNoBOK Content-Type AO/KEH UMETb 3HAYeHMe: application/json.

MapameTpbl Tena 3anpoca npmseaeHsl B Tabanue (Tabaunua 11).
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Tabnnua 11

ObasatenbHOCTL | MNapameTtp Twun OnucaHune

[a alg String |Anroput™ An8 NOANUCKU TOKeHa. [1o/mKHO BbITb
YKa3aHO 3Ha4yeHne RS256.

Na kid String | peHTnduKaTop Kaoda. CTpoka annHoi 10
CMMBOJI0B, coAeprKalllada undpbl 1 ByKBbl
NAaTUHCKOTO andaBnUTa B HUKHEM U BEPXHEM
perncrpax

[a use String LlenieBoe Ha3HayYeHMe anropnuTma
WwmnpposBaHMa. JomKHO ObITb yKa3aHO
3HaYyeHMe sig

3aro/IOBOK Authorization AO/IKEH MMETb 3HAaYEHUNE: Bearer access_ token,
NOMIy4eHHbIM B 3anpoce aBTopusaumm (n. 2.3.1).
Koabl oWMOOK aHaN0rMYHbl TEM, YTO NpuBeaeHbl B Tabauue (cm. Tabaumua 6).

[na cnyyasa ycnexa napameTpbl 0TBeTa npuseaeHsbl B Tabamue (Tabavua 12).

Tabnnua 12
Ob6sasatenbHocTb | MapameTp Tun OnucaHue
[a private OBJ private |06beKT c MHPOPMaLMER O 3aKPbITOM
Kntoye
[a public OBJ public |O6beKT ¢ MHboOpMaLmen 06 OTKPbITOM
Kaoue

MapameTpbl 06beKTa private NpuBeaeHsbl B Tabauue (Tabamua 13).

Tabnnua 13
Ob6sasatenbHoctb | MapameTp Tun OnucaHune
[Na Jwk OBJ privatedWK |OHbeKT C OnMcaHMem 3aKpbIToro
KAto4a
[a pem String CTpOKa C 3aKpbITbIM K/IIOYOM B
dopmaTe .pem

MapameTpbl 06beKkTa privateJWK npuBedeHbl B Tabauue (Tabnvua 14).

[eTanbHas MHPopmaums goctynHa B8 RFC 7518.


https://datatracker.ietf.org/doc/html/rfc7518#section-6.3

38

AOMI.20134-01 95 01

Tabnunua 14
ObasatenbHOCTL | MNapameTtp Twun OnucaHune
Ha alg String |Kpuntorpaduyeckuilt airoputm, B KOTOPOM
npeanonaraeTcs MCNo/b30BaHMeE KatoYa
Na d String |3kcnoHeHTa RSA, yyacTsylowlan B
bopMMnpPOBaHMM 3aKPbLITOrO KAtoYa. [ns
nogkntoveHus K MNCY He ncnonbsyerca
[a e String |My6aunyHas skcnoHeHTa RSA. A
nogkntoveHus K MNCY He ncnosbsyerca
Na kid String |[pgeHTuduKatop Kkatoua. CTpoka anmnHon 10
CMMBO/I0B, coAeprKalllasa undpbl 1 ByKBbl
NATUHCKOro andaBmnTa B HUKHEM M BEPXHEM
perncrpax
a kty String |CemeMcTBO a/IrOPUTMOB WKdPOBaHMA,
MCNONb3yEMOE NPU reHepaLmnm Ka4a.
3HayeHue byaeT paBHO RSA
[a n String |Mogaynb RSA. na nogknouerus K MNCY He
ncnonbayeTca
[a p String |[lepsbl NPOCTON MHOMKMTENb. 1A
nogkntoveHua K MNCY He ncnosbsyertca
Ha a String |BropoM NpoCTON MHOMKUTEb. 1A
noakatoyeHma K MNCY He ncnonblyerca
[a use String ||lenesoe Ha3HayYeHMe aNropuUTMa
lwmnpposBaHuna. JomKHO ObITb yKa3aHO
3Ha4YeHne sig
MapameTpbl 06bEKTa public NpuBeaeHbl B Tabauue (Tabaumua 15).
Tabnnua 15
Ob6sasatenbHoctb | Mapametp Twun OnucaHune
Na Jwk OBJ publicJWK |O6beKT C OnMcaHMeM OTKPbLITOTO

K/1lO4a

MapameTpbl 06beKTa publicJIWK NpuBeaeHbl B Tabanue (Tabaunua 16). detanm

noctynHbl B RFC 7518.


https://datatracker.ietf.org/doc/html/rfc7518#section-6.3
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Tabnunua 16

ObasatenbHOCTL | MNapameTtp Twun OnucaHune

Ha alg String |Kpuntorpaduyeckuilt airoputm, B KOTOPOM
npeanonaraeTca NCNoOAb30BaHME KAOYa

Na e String |My6aunyHas skcnoHeHTa RSA. Ad
nogkntoveHua K MNCY He ncnonbsyerca

Na kid String | peHTudUKaTOpP KAKOYa

Ha kty String |CemeMNCcTBO a/IrOPUTMOB WNdPOBaHMA,
MCMNONb3yEMOE NPK reHepaLnm Ka4a.
3HaveHKe byaeT paBHO RSA

[a n String |Mogaynb RSA. s nogknouerus K MNCY He
ncnonbayeTca

[a use String LleneBoe HazHayYeHMe anropnuTma
lwnpposBaHuna. JomKHO ObITb yKa3aHO
3HaveHue sig

Mpumep oTBETa NPeACTaBAEH HUNKE:

"private": {
"jWk": {
"alg":"RS256",
"d":"HD ..... PAHPkp Vébyeaf-GO", // coxpameHo nA7nd
oToOpaxXeHms
"e" : "AQAB",
"kid":"private:tt9jjwRIxx",
"kty":"RSA",

"n":"39% ....... LRs9J ROgPUk", // coxpameHO njd OTOOpaxeHUSd
"p":"8BU ....... fZW-RclDaPw", // cokpaleHO mojsg OTODOpaXxeHUd
"g"i:"7g3 ... .. PdGvp62dw", // coxkpameHO g OTOOpaxeHMs
"use" : "Sig"
br
"pem" :"-———— BEGIN RSA PRIVATE KEY—-———- \nMIIJQ ...... JKgthG\n-----
END RSA PRIVATE KEY----- \n" // cokpameHo mid OoToOpaxeHUs
bo
"public": {
"jWk" . {
"alg":"RS256",
"e":"AQAB",

"kid":"public:tt9jjwRIxx",
\AJ kty" . HRSAH ’
"n":"3% ...... BLRs9J RogPUk", // coxpameHO njs oTOOpaxeHMA
"use ] : "Sig"
b

"pem" o T Y Y
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Mocne reHepauymm napbl KAYEn HEOBXOAMMO MPUMEHUTL NYHANYHBIN KAtOY ANs

dKKadYyHTa CBOEro npoekKTa. [na satoro HEO6XO,£I,MMO caenartb CJ'IG,EI,VPOU_I,I/IVI 3anpoc:

PUT
{api url}/projects/{project id}/serviceAccounts/{client id}/publicKeys

[TapameTpbl {project id} 7 {client id} NOACTaB/IAKOTCA n3
KOHOUrypaumnmoHHoro garna npoekTa, Noay4yeHHOro ot Baagensua MNCy.
3aroN0BOK Content-Type A0/IKEH MMETb 3Ha4YeHMe: application/json.

MapameTpbl Tena 3anpoca npuseaeHsl B Tabanue (Tabamua 17).

Tabnunua 17

ObazatenbHocTb | Mapametp Tun

Oa keys Array of OBJ
publicJWK

OnucaHue

MaccuB ¢ AaHHbIMM 0O OTKPbLITOM
KAto4ve, onMcaHHbIM B Tabanue
(cm. Tabnunua 16)

B Teno 3anpoca B maccuB keys gonxkeH bbiTb gobaBneH 06beKT public. jwk M3

OTBETa Ha 3amnpoc no reHepaunn KNtoYen.

[Mpumep Tena 3anpoca:

"keys": [
{
"alg":"RS256",
"e":"AQAB",
"kid":"public:tt9jjwRIxx",
"kty":"RSA",

n":"3% ......... Rs9J RogPUk", // coxpameHO HOJsS OTOOPaXeHMS
use":"sig"

A

3aronoBOK Authorization AO/IKEH MMETb 3HAYEHUE: Bearer access_ token,

Mosly4eHHbI B 3anpoce asTopmsaumm (n. 2.3.1).

Koapl OWNBOK B OTBETe aHaNOrMYHbI Teém, 4YTO nNnpueeaeHbl B Ta6}'|l/ILI,€

(cm. Tabnuua 6).
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B cnydae ycnexa npumep OTBETAa MOXKET BbITIAAETb TaK:

"audience": [
"https://ocs-int.ompcloud.ru/auth/public",
"https://ocs—-int.ompcloud.ru/push/public"
1y
"clientId":"kushnarev test cla7thirvkjfc4j9glelO",
"clientName":"kushnarev-test",
"scope":"openid offline message:update project:read keyPairs:create
serviceAccount:update"

}

Ha 3akntouMTenbHomM 3Tane HeobxoauMmo 0OHOBUTb KOHUrypaumioo cepsepa
NPUNOXKEHUI (M BCEX Y3/10B KNacTepa npu HaaMunmn) 408 UCNob30BaHUA HOBOTFO K/toYa
Npv NOAYYEHUN aBTOPM3ALMOHHOIO TOKEHa.

Mpy 3TOM NONYYEHHbIE paHee Ha OCHOBAHWW CTAapPOro K/to4Ya TOKEHbl MOTYT ObITb

MCNO/Ib30BaHbl 40 MCTEYEHMA CPOKA MX AENCTBUA.
2.4. MNpumep Koaa cepsepa NPUNOKEHUN

2.4.1. Kogpa Ha a3bike Python

TecToBbI NPMMEpP Ha A3blke NporpammupoBaHnsa Python aemoHcTpupyeT Bce
OMMCaHHble  paHee  warn. [lpumep  NONHOCTbIO  AOCTYyNeH Ha  pecypce
https://gitlab.com/omprussia/tools/PushSenderPython.

[MporpamMma CYMTbIBAET HACTPOMKM npoekta wn3 YAML-panna, yKkasaHHOro B
napameTpe config, AenaeT 3anNpocC Ha NOJy4YeHMe TOKeHa A0CTyna M B 3aBUCMMOCTM OT
NapameTpa action BbINOAHAET Ty MW MHYIO NOTUKY, AOCTYNHYO Yepes API.

[eTann ncnonb3oBaHWA YTUANTLI ONMUCaHbl B conpoBoxkaatowem kog README.md

danne.
2.4.2. Kopa Ha A3blke Java

TecToBbIN NPUMEpP Ha Java AeMOHCTPMPYET Ty Ke GPYHKLUMOHANBHOCTb M B MOJIHOM
BMAe A0CTyneH Ha pecypce https://gitlab.com/omprussia/tools/PushSenderlava.
[eTann ncnonb3oBaHWA YTUANTLI ONMUCaHbl B conpoBoxkaatoulem kogq README.md

danne.



https://gitlab.com/omprussia/tools/PushSenderPython
https://gitlab.com/omprussia/tools/PushSenderJava
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HasHayeHMe KnaccoB B NpMMepe cepBepa NPUNOKEHUN:

— KJaccbl PushNotificationSystem n Config B nakerte
ru.omp.push.example.config OTBEYaAlOT 33 YTEHME M XPaHEHWE HACTPOEK KIMEHTa
npunoxenua n Cepsepa npuaoxkeHuin MNCy;

— KJaCC ru.omp.push.example.auth.TokenFetcher — 3anpoc M NOoJy4YeHne
ToKeHa oT CepBepa npunoxkeHunn MCy;

— KJIaCC TestPushClient — CTapTOBaA TOYKA NPUIOKEHMA, 3arpy3Ka HACTPOEK 13
dalina, nonydeHme TOKEHA C MOMOLLbIO TokenFetcher, MPOBepKa TOKEHa, OTMpaBKa
push-yBegomneHus, noaydeHne nHGopmaLmm o NpoexkTe U 0OHOBAEHNE KAOYEN.

Heobxoammo obpaTnTb BHMMaHMeE Ha cheaytollee:

— nepea, Tem, Kak AenaTb 3anpoc Ha OTNpaBKy push-yBegomneHuin, Tpebyetca
NPOBEPUTb TOKEH Ha aKTyaNbHOCTb (CM. MeToA, validateToken Knacca TokenFetcher);

— eC/M 3anpoc Ha oTnpaBKy push-yBegomneHua sepHyn HTTP code 401, TokeH
HeBanMAHbIA. TpebyetcA 0OHOBMTL €ro 4epes MeToA authenticate K/aacca
TokenFetcher M NPOM3BECTM NOMbITKY OTNPaBUTbL push-yBeagomneHune (Takoe noseaeHme

MOXET 3aBMCETb OT CTPATErmM cepBepa NPUNONKEHUN).
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3. OFPAHUYHEHUA

B OC HaumHaa ¢ Bepcum 4.0 Hbin paclinmpeH NpoTokon B3ammoaenctama Cepsepa
npunoxxeHui NCY n push-gemoHa.

Obuwaa /NorMKa B3aMMOAEMCTBMA OCTaNaCb MNPEXHEN, OAHAKO W3MEHEHMe
NPOTOKO/1a MPOMN30LLI0 BBUAY MU3MEHEHMA B3aMMOAENCTBMA push-4eMoHa C KOMNOHEHTAMM
ynpasaeHmna npunoxeHmnamm 8 OC Aspopa.

Ona sepcum 1 push-gemoHa bHbino Heobxoammo 3anyckate GUI, a B Bepcum 2
push-aemoHa 3anyck GUI He TpebyeTca BBUAY HAaMYMA MCNONb3YEMOTO KAKYa nogui.

CooTBeTcTBEHHO, AN5 06paboTkKM push-yBegomneHunin 6es 3anycka GUI Heobxoanmo
peasin3oBaTb NOAAEPHKKY COOTBETCTBYIOLLEIO PEXMMA B CAMOM NMPUIOKEHUN.

NMPUMEYAHUE. [JononHuTenbHble OrpaHUYeHMA nNpuBeAeHbl B  AOKYMEHTe

«PykoBoacTBO agmuHucTpatopa» AAMI.20134-01 91 01.



|/|CI'IO}'Ib3yeN\bIe B HaCTOALWLEM AOKYMEHTE TEPMUHbLI N COKPaWeHNA NMpmnBedeHbl B
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NEPEYEHb TEPMWHOB N COKPALLIEHNM

Tabnunue (Tabnnua 18).

Tabnnua 18
TepMuH/
P
CoKpalleHue acwmnedposka
Aspopa SDK Cpefa pa3paboTkv ABpopa, BKAKOYaoLWas B ceba cneaytoLimne

KOMMOHEHTbI:

— ABpopa IDE;

— Aspopa Emulator;
— Aspopa Build Engine

0oC OnepauMoHHasa cucTema

rnro MpWKnagHoe nporpammHoe obecneveHne «Agpopa LleHTp»

[MpunoxxeHwne MpunoxeHnem aBnaeTca MobMIbHOE NPUNOKEHME,
dyHKUMOHMPYOLLee noa ynpasneHnem OC Aspopa

MNpegnpunaTtune- ObuWecTBO C OrpaHNYEHHON OTBETCTBEHHOCTbLIO «OTKpPbITadA

pa3paboTumk MmobunbHaa nnatpopma» (OO0 «OTKpbITad MOOUIbHAA
nnathopma»)

rncy MNoacuctema CepBUC yBEAOMAEHUM, peann3yoLlas NormKy
yNpaB/ieHNA KU3HEHHbIM LIMKAOM NPOeKTa push-yBeaoMAEHN

Cepsep BHelWwHsAn cucTema, no oTHoweHwuto K MNCY, peanmsytoulas busHec-

NPUIOXKEHNA NOruKy; ncnonbsyeT dyHKUMoHan Cepsepa npunoxkenna MCY ana
[0CTaBKM push-yBeJOMNEHMIM Ha YCTPOMCTBA

Cepsep Backend noacuctemsbl Cepsuca ysegomneHnin npegoctasnaet API

npunoxenunit MCY | ansa cepBepa NPUAOKEHWN NO CO34aHMI0 push-yBeaomaeHMA

YCTponcTBo MoA yCcTpOMCTBOM NoApasymeBaeTca MobMAbHOE YyCTPOMCTBO, Ha
KOTOPOM QYHKLMOHMPYIOT COOTBETCTBYHOLIME KOMNOHEHTbI 1110

API Application Programming Interface — nporpammHbiit MHTEpPdENC
NPUNOXKEHWA, onncaHne cnocobos (Habop Knaccos, NpoLueayp,
OYHKUMIM, CTPYKTYP MAM KOHCTAHT), KOTOPbIMKW OAHA
KOMMNbtOTEPHAA NPOrpaMma MOXKeT B3aMMO4eNCTBOBATb C APYromn
nporpammom

D-Bus Desktop Bus — cuctema mexknpoLeccHOro B3aMMoaencTema,

KOTOpas No3BOAAET NPUIOKEHMAM B ONEPaLIMOHHON cucteme
coobLaThCca APYr C APYrom
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TepmuH/
CokpaleHue

Pacwudposka

GUI

Graphical User Interface — pa3HOBMAHOCTb NONb30BATENBCKOrO
MHTEepderica, B KOTOPOM 31eMeHTbl nHTepdeca (MeHto, KHOMKM,
3HAYKM, CMUCKM), NpeacTaBAeHHble NOb30BaTE/O Ha AMCM/ee,
MCMNOJIHEHbI B BUAE rpadUUecKkmx n3obpaxkeHmin

HTTP

HyperText Transfer Protocol — npoTokon nprKknaaHOro ypoBHS
nepeaaYym AaHHbIX (M3Ha4YalbHO B BUAE TMNEPTEKCTOBbIX
noKymeHTOoB). OcHoBOM HTTP ABNsAeTCA TEXHONOTUA «KAUEHT-
cepBep», T.e. NpeAnoiaraeTca cywecTsoBaHne noTpedbutenen
(KAMEeHTOB), KOTOPbIE UHULUMUPYIOT COEAMHEHME M NOCbINAIOT
3anpoc, 1 NOCTaBLINKOB (CepBEPOB), OXKUAAIOT COeANHEHNA A5
NoAy4YeHnA 3anpoca, NPOMN3BOAAT HEODXOAMMbIE AENCTBUA U
BO3BpallaoT 06paTHO coobleHMe C pe3yibTaToM

Internet Protocol — 0CHOBHOM NPOTOKO/1 CETEBOrO YPOBHSA,
MCMNONb3YHOLWNICA B CETU MIHTEPHET 1 0becneynBatolnMii e AUHYIO
CXeMyY /IOrMYeCcKon afpecaLmmn yCTPOMCTB B CETU U
MapLpyTU3aLMIO AaHHbIX

JSON

TeKcToBbIM dpopmaT obMmeHa AaHHbIMKU, OCHOBAHHbIM Ha JavaScript

JWT

JSON Web Token

Push-yBepgomneHus

TeKkcToBble coobLUeHns, npeaHa3HadYeHHble 414 OnepaTUBHOM
(MrHOBEHHOW) AOCTABKM Ha YCTPOMCTBA NOb30BaATENEN

RSA Kpuntorpadunuyeckmin airopuTM C OTKPbITbIM KHOUYOM,
OCHOBBbIBAOLWMMNCA Ha BbIYMCAUTENBHON CIOKHOCTU 334341
daKkTopM3aLMM BONBLINX LLENBIX YNCEN

URL Uniform Resource Locator — eanHoobpasHbI 1oKaTop

(onpeaennTen MeCcToOHaxoXaeHua) pecypca
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JINCT PETUCTPALIUU U3MEHEHWM

N3m.

Homepa nunctos (cTpaHuu)

name-
HEHHbIX

3ame-
HEHHbIX

HOBbIX

aHHyU-
pOBaH-
HbIX

Bcero
ncTos
(cTpanuu)
B JOKYM.

Ne
[OKYMEHTa

BxopaLumi
Ne conpoBo-
ANTENbHOTO

OOKYM. 1 faTa

MNoan.

[aTa
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